Red Hat Enterprise MRG 1.3
Grid User Guide

Use and configuration information for MRG Grid

‘® redhat.

Lana Brindley
Scott Mumford

Alison Young



Grid User Guide

Red Hat Enterprise MRG 1.3 Grid User Guide
Use and configuration information for MRG Grid

Edition 8

Author Lana Brindley lbrindle@redhat.com
Author Scott Mumford smumford@redhat.com
Author Alison Young alyoung@redhat.com

Copyright © 2011 Red Hat, Inc

Copyright © 2011 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution—Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is available
at http://creativecommons.org/licenses/by-sa/3.0/. In accordance with CC-BY-SA, if you distribute this
document or an adaptation of it, you must provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, JBoss, MetaMatrix, Fedora, the Infinity
Logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States and other countries.

Linux® is the registered trademark of Linus Torvalds in the United States and other countries.
Java® is a registered trademark of Oracle and/or its affiliates.

XFS® is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL® is a registered trademark of MySQL AB in the United States, the European Union and other
countries.

All other trademarks are the property of their respective owners.

1801 Varsity Drive

Raleigh, NC 27606-2072 USA
Phone: +1 919 754 3700
Phone: 888 733 4281

Fax: +1 919 754 3701

This book covers use and operation of the MRG Grid component of the Red Hat Enterprise MRG
distributed computing platform. For installation instructions, see the MRG Grid Installation Guide.



mailto:lbrindle@redhat.com
mailto:smumford@redhat.com
mailto:alyoung@redhat.com
http://creativecommons.org/licenses/by-sa/3.0/

Preface Vv

1. DOCUMENT CONVENTIONS .. .iiiiiiiiiiiieeeeteeeeiie ettt e e e et e e e e e et e e e e e e e e e e e nnnnaenas %

I Y/ oToTo [ =T o] a1 {3 @01 0 \V7=T 0 i [0 1= Vi

1.2. PUll-QUOLE CONVENTIONS .....iitiiiiieei e et et e e e e e e eanaaeees vii

1.3, NOtES ANA WAIMINGS ..eeiiiiiiiiii ettt ettt e et e e e e e b vii

2. Getting Help and Giving Feedback ... viii

2.1. DO YOU NEEA HEIP? et viii

2.2. We Need FeedbacCk! ..o viii

1. Overview 1
2. Configuration 3
2.1. Configuring MRG Grid for Microsoft WINdOWS ............couiiiiiiiiiiiic e 6

3. Security 13
3.1, SECUILY CONTEXES ..iitiiiiiiti ettt ettt e e ettt ettt e et et e e et et e e e e et e e e eabe e e eentnaeeeenes 13

3.2. SECUIMLY NEGOLIALION ...ieitiiiiiii ettt ettt e et e e et e e eba s 16

3.3. AULNENTICALION .....ie et r e 18

3.4. Authentication MENOAS ..........oiiiiiiiiiei e 19

T T =t o (o] Y/ o o] o IR 22

T T 11 (=T | 1Y PRSP 23

4. Remote configuration 25
4.1. The ConfIQUuIatioN STOME ........uiiiiiiiiieeiii et e et e e e e 25

N [0 To = PP PP 30

4.3, TOOIS e e 34

4.4. Remote configuration eXample ... 34

5. Jobs 37
5.1. Steps to SUBMILEING @ JOD ..oeunie e 37
5.1.1. Preparing the JOD ... 37

5.1.2. ChOOSING @ UNIVEISE ....iiiiiiieiiiii ettt et e et e e ettt e e e et e e e enb e aees 37

5.1.3. Writing a submit description file ..o 38

5.1.4. SUbmMItting the JOD ......oiiii 40

5.1.5. MONItOrNG JOD PrOGIESS ...ueeueiiiietii ettt e eaa s 40

5.1.6. FINISNING @ JOD ..o e 40

5.2. Time scheduling for job @XECULION ..........oooiiiiiiiii e 40

5.3. Using custom Kill SIGNAIS ... .coouuuiiiiiiiie e 42

6. ClassAds 45
6.1. Writing ClasSAT EXPIrESSIONS ....iiuuieiiiieiiiieeie e e e e et e e e e e e e e e e e et e e et e e eanaeeees 48

6.2. RESOUICE TESIICHION ...ieiiiieiiiti ettt et e e e e e e e e s 59

7. Tracking Processes 61
8. Job Hooks 63
9. Policy Configuration 67
9.1. Machine states and tranSItioNING ..........oveiiiiiiii i e 67

9.2. The condor_startd daemoOn ..........ccooiiiiiiiii e 70

9.3. Conditions for state and activity tranSitioNS ...........ccoceuviiiiiiir e 72

9.4, DEfiNING @ PONCY ..vuiiiiiiiii e e 76

10. User Priorities and Negotiation 85
10.1. GroUP QUOLAS ...euieniitiit ittt et e e ettt e et e e ettt a et e et e et e et e en e et e et e et e enaenns 88
02N o] o N = T ] 11 1= T PRSP 89
10.3. Hierarchical Fair Share (HFS) .......ooooiiiiii e 20

11. The Virtual Machine Universe 95




Grid User Guide

11.1. Configuring MRG Grid for the virtual machine universe .............ccccooeviiiiinieiiin e, 95
12. High Availability 99
12.1. High availability of the job QUEUE ..........ciiiiiii e 99
12.2. High availability of the central manager ..o 100
13. Concurrency Limits 107
14. Dynamic slots 111
15. Event Trigger 113
16. Scheduling to Amazon EC2 117
16.1. Getting the MRG Grid Amazon EC2 Execute NOdEe .........ccoeeviviiiiiiiiiin e, 117
16.2. MRG/EC2 BASIC ..evvvuiniiieeiiiiiiite ettt e ettt e e e e e e e abb e e e e eaaeees 125
16.3. MRG/EC2 ENNGNCEA .....oouiiiiiiiiiiiiiiii ettt e et et e e e e e eeaaene 129
17. Low-latency scheduling 137
18. DAGMan 141
RSB0 I AN 1Y =T T 1 141
19. Application Program Interfaces (APIs) 149
19.1. UsiNg the MRG Grid AP .....uuiiieeiee e e e e eeanes 149
L B Y = 1 o o SRR 151
20. Frequently Asked Questions 163
Frequently Asked QUESLIONS .......cooiitiiiiiii e e eea e 163
21. More Information 169
A. Configuration options 171
A.1l. Pre-defined configuration MaCIOS ..........couuuiiiiiiiii e 171
A.2. Static pre-defined configuration MACIOS ............iiiiiiiiiieiiiiie e 171
A.3. System Wide Configuration File Variables ............cooiiiiiii e 172
A.4. Logging configuration Variables ............oiiiiiiiiiiii e 177
A.5. DaemonCore Configuration Variables ............ccocoiiiiiiiiiii e 180
A.6. Network-Related Configuration File ENtries ........cccociiiiiiiiiiiiciie e 183
A.7. Shared File System Configuration File MacCroS ..........ccoiiiiiiiiiiiiiiiii e 186
A.8. condor_master Configuration File Macros ...........cccooveiiiiiiiiiiiiiiieii e 188
A.9. condor_startd Configuration File MacroS ...........ccoovviiiiiiiiiiiiiiii e 193
A.10. condor_schedd Configuration File ENtries .........coooviiiiiiiiiiiiicc e 207
A.11. condor_starter Configuration File ENtries ..........cccooiviiiiiiiiiii e 208
A.12. condor_negotiator Configuration File Macros ...........cccceeveiiiiiiniiiiiiin e, 209
A.13. Example configuration fileS ..o 210
B. Codes 249
B.1. JOD UNIVEISE COUEBS ...uiiiiiiiiii et e e e et e ea e eees 249
2 2 o] o TS - U S o Lo [ 249
B.3. JOD NOLfICAtION COUES ...vvviiiiiiiiiiiiiit e 249
B.4. Shadow eXit SAtUS COUBS ......ciieiiiiiiiiiiiis ettt e et e e e e e neneaeas 250
B.5. JOD hOld r€8S0N COUES .....cooiiiiiiiiiii e 250
C. Feature Metadata 253
D. Revision History 257




Preface

Red Hat Enterprise MRG

This book contains information on the use and operation of the MRG Grid component of Red Hat
Enterprise MRG. Red Hat Enterprise MRG is a high performance distributed computing platform
consisting of three components:

1. Messaging — Cross platform, high performance, reliable messaging using the Advanced Message
Queuing Protocol (AMQP) standard.

2. Realtime — Consistent low-latency and predictable response times for applications that require
microsecond latency.

3. Grid — Distributed High Throughput (HTC) and High Performance Computing (HPC).

All three components of Red Hat Enterprise MRG are designed to be used as part of the platform, but
can also be used separately.

MRG Grid

Grid computing allows organizations to fully utilize their computing resources to complete high-
performance tasks. By monitoring all resources - rack-mounted clusters and general workstations - for
availability, any spare computing power can be redirected towards other, more intensive tasks until it is
explicitly required again. This allows a standard networked system to operate in a way that is similar to
a supercomputer.

MRG Grid provides high throughput computing and enables enterprises to achieve higher peak
computing capacity as well as improved infrastructure utilization by leveraging their existing
technology to build high performance grids. MRG Grid provides a job queueing mechanism,
scheduling policy, priority scheme, resource monitoring, and resource management. Users submit
their jobs to MRG Grid, where they are placed into a queue. MRG Grid then chooses when and where
to run the jobs based upon a policy, carefully monitors their progress, and ultimately informs the user
upon completion.

MRG Grid is based on the Condor Projecz‘l developed within the University of Wisconsin-Madison®.
Condor also offers a comprehensive library of freely available documentation in its Manual®.

1. Document Conventions

This manual uses several conventions to highlight certain words and phrases and draw attention to
specific pieces of information.

In PDF and paper editions, this manual uses typefaces drawn from the Liberation Fonts® set. The
Liberation Fonts set is also used in HTML editions if the set is installed on your system. If not,
alternative but equivalent typefaces are displayed. Note: Red Hat Enterprise Linux 5 and later includes
the Liberation Fonts set by default.

! http:/Avww.cs.wisc.edu/condor/

2 http://www.wisc.edu/

8 http://www.cs.wisc.edu/condor/manual/
* https://fedorahosted.org/liberation-fonts/
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1.1. Typographic Conventions

Four typographic conventions are used to call attention to specific words and phrases. These
conventions, and the circumstances they apply to, are as follows.

Mono-spaced Bold

Used to highlight system input, including shell commands, file names and paths. Also used to highlight
keycaps and key combinations. For example:

To see the contents of the file my_next_bestselling_novel in your current
working directory, enter the cat my_next_bestselling_novel command at the
shell prompt and press Enter to execute the command.

The above includes a file name, a shell command and a keycap, all presented in mono-spaced bold
and all distinguishable thanks to context.

Key combinations can be distinguished from keycaps by the hyphen connecting each part of a key
combination. For example:

Press Enter to execute the command.

Press Ctr1+Alt+F2 to switch to the first virtual terminal. Press Ctr1+Alt+F1 to
return to your X-Windows session.

The first paragraph highlights the particular keycap to press. The second highlights two key
combinations (each a set of three keycaps with each set pressed simultaneously).

If source code is discussed, class names, methods, functions, variable names and returned values
mentioned within a paragraph will be presented as above, in mono-spaced bold. For example:

File-related classes include filesystem for file systems, file for files, and dir for
directories. Each class has its own associated set of permissions.

Proportional Bold

This denotes words or phrases encountered on a system, including application names; dialog box text;
labeled buttons; check-box and radio button labels; menu titles and sub-menu titles. For example:

Choose System - Preferences — Mouse from the main menu bar to launch Mouse
Preferences. In the Buttons tab, click the Left-handed mouse check box and click
Close to switch the primary mouse button from the left to the right (making the mouse
suitable for use in the left hand).

To insert a special character into a gedit file, choose Applications - Accessories

- Character Map from the main menu bar. Next, choose Search - Find... from the
Character Map menu bar, type the name of the character in the Search field and click
Next. The character you sought will be highlighted in the Character Table. Double-
click this highlighted character to place it in the Text to copy field and then click the
Copy button. Now switch back to your document and choose Edit - Paste from the
gedit menu bar.

The above text includes application names; system-wide menu names and items; application-specific
menu names; and buttons and text found within a GUI interface, all presented in proportional bold and
all distinguishable by context.

Mono-spaced Bold Italic or Proportional Bold Italic

Vi



Pull-quote Conventions

Whether mono-spaced bold or proportional bold, the addition of italics indicates replaceable or
variable text. Italics denotes text you do not input literally or displayed text that changes depending on
circumstance. For example:

To connect to a remote machine using ssh, type ssh username@domain.name at
a shell prompt. If the remote machine is example . com and your username on that
machine is john, type ssh john@example.com.

The mount -0 remount file-system command remounts the named file
system. For example, to remount the /home file system, the command is mount -o
remount /home.

To see the version of a currently installed package, use the rpm -q package
command. It will return a result as follows: package-version-release.

Note the words in bold italics above — username, domain.name, file-system, package, version and
release. Each word is a placeholder, either for text you enter when issuing a command or for text
displayed by the system.

Aside from standard usage for presenting the title of a work, italics denotes the first use of a new and
important term. For example:

Publican is a DocBook publishing system.

1.2. Pull-quote Conventions
Terminal output and source code listings are set off visually from the surrounding text.

Output sent to a terminal is set in mono-spaced roman and presented thus:

books Desktop documentation drafts mss photos stuff svn
books_tests Desktopl downloads images notes scripts svgs

Source-code listings are also set in mono-spaced roman but add syntax highlighting as follows:

package org.jboss.book.jca.ex1;
import javax.naming.InitialContext;

public class ExClient

{
public static void main(String args[])
throws Exception
{
InitialContext iniCtx = new InitialContext();
Object ref = iniCtx.lookup("EchoBean");
EchoHome home = (EchoHome) ref;
Echo echo = home.create();
System.out.println("Created Echo");
System.out.println("Echo.echo('Hello') = " + echo.echo("Hello"));
}
}

1.3. Notes and Warnings
Finally, we use three visual styles to draw attention to information that might otherwise be overlooked.

Vii
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@

Notes are tips, shortcuts or alternative approaches to the task at hand. Ignoring a note should
have no negative consequences, but you might miss out on a trick that makes your life easier.

M

Important boxes detail things that are easily missed: configuration changes that only apply to
the current session, or services that need restarting before an update will apply. Ignoring a box
labeled 'Important' will not cause data loss but may cause irritation and frustration.

Warnings should not be ignored. Ignoring warnings will most likely cause data loss.

2. Getting Help and Giving Feedback

2.1. Do You Need Help?

If you experience difficulty with a procedure described in this documentation, visit the Red Hat
Customer Portal at http://access.redhat.com. Through the customer portal, you can:

« search or browse through a knowledgebase of technical support articles about Red Hat products.
» submit a support case to Red Hat Global Support Services (GSS).
 access other product documentation.

Red Hat also hosts a large number of electronic mailing lists for discussion of Red Hat software and
technology. You can find a list of publicly available mailing lists at https://www.redhat.com/mailman/
listinfo. Click on the name of any mailing list to subscribe to that list or to access the list archives.

2.2. We Need Feedback!

If you find a typographical error in this manual, or if you have thought of a way to make this manual
better, we would love to hear from you! Please submit a report in Bugzilla: http:/bugzilla.redhat.com/
against the product Red Hat Enterprise MRG.

When submitting a bug report, be sure to mention the manual's identifier: Grid_User_Guide

If you have a suggestion for improving the documentation, try to be as specific as possible when
describing it. If you have found an error, please include the section number and some of the
surrounding text so we can find it easily.

viii
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Chapter 1.

Overview

MRG Grid uses the computational ability of many computers connected over a network to complete
large or resource-intensive operations. MRG Grid harnesses existing resources by detecting when a
workstation becomes idle, and then relinquishing that resource when it is required by another user.
When a job is submitted to MRG Grid, it finds an idle machine on the network and begins running the
job on that machine. There is no requirement for machines to share file systems, so machines across
an entire enterprise can run a job, including machines in different administrative domains.

MRG Grid uses ClassAds to simplify job matching and submission. All machines in the MRG Grid pool
advertise their resources, such as available RAM memory, CPU speed, and virtual memory size in

a resource offer ClassAd. When a job is submitted, the submitter specifies a required and a desired
set of properties, in a resource request ClassAd. MRG Grid matches and ranks resource offer ads
with resource request ads, making certain that all requirements in both ads are satisfied. During this
match-making process, MRG Grid also considers several layers of priority values: the priority the user
assigned to the resource request ad, the priority of the user which submitted the ad, and desire of
machines in the pool to accept certain types of ClassAds over others.

Groups of researchers, engineers, and scientists have used MRG Grid to establish pools ranging in
size from a handful to tens of thousands of workstations.







Chapter 2.

Configuration

This chapter describes how configuration is handled throughout the MRG Grid system, and explains
how to change the configuration. A list of the configuration parameters, and examples of the default
configuration files can be found in Appendix A, Configuration options.

Configuration in MRG Grid is determined by information held in multiple files across the entire system.
The global configuration file is read first, and if it does not exist, MRG Grid will not run. The settings in
the global configuration file are then extended or overwritten by configuration files located in the local

configuration directory or other locations specified by the local configuration file parameter.

As MRG Grid reads each consecutive configuration file, the information is layered upon the details it
already knows. If any parameters are repeated, the information read last overwrites the information
read earlier.

Configuration parameters are specified using key-value pairs separated by an equals (=) sign. There
must be a space character on each side of the equals sign. Valid configuration parameters look like
this:

name = value

The different configuration files are parsed in the following order:

1. Global configuration file

A global configuration file is required by all machines in the pool and should be the same across

all nodes. This file should not be directly edited. The file is managed by the condor . rpm

package. An example of what the global configuration file looks like is in Example A.1, “The default
global configuration file”.

MRG Grid will look in different places for the global configuration file, in the following order:
a. The filename specified in the CONDOR_CONFIG environment variable
b. /etc/condor/condor_config
MRG Grid places the global configuration file here by default
c. /usr/local/etc/condor_config

d. ~condor/condor_config

@

If a file is specified in the CONDOR_CONFIG environment variable and there is a problem
reading that file, MRG Grid will print an error message and exit. It will not continue to search
the other options. Leaving the CONDOR_CONFIG environment variable blank will ensure that
MRG Grid will search through the other options.

If a valid configuration file is not found in any of the searched locations, MRG Grid will print an
error message and exit.

2. Local configuration directory
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The local configuration directory is located at /etc/condor/config.d. This location is defined
by the default global configuration file. The local configuration directory provides an easy way to
extend the configuration of MRG Grid by placing files that contain configuration parameters inside
the directory.

Files in this directory will override settings in the global file for that machine. Files must contain
configuration parameters. Files in this directory are read in lexigraphical order. If there are
duplicate parameters in the files, parameters that are read later will override those values read
earlier.

To ensure the files are ordered correctly, each filename is preceded with a two-digit number, using
the following ranges:

* 00 - personal condor (included by default)
* 10-40 - user configuration files
Use this range to extend the configuration of MRG Grid
* 50-80 - MRG Grid package configuration files
* 99 - Reserved for the remote configuration feature
3. Local configuration file

The LOCAL_CONFIG_FILE parameter in the global configuration file can be used to specify the
location of files with configuration to be read.

@

The LOCAL_CONFIG_FILE parameter is used by the remote configuration feature. Do not
set this parameter if remote configuration is used.

4. Local configuration directory

The LOCAL_CONFIG_DIR_REGEXP configuration parameter informs MRG Grid of the files to
ignore in the local configuration directory. Text editors, install scripts or user activity may leave
extra files in the local configuration directory. Without this parameter, MRG Grid is unable to
differentiate between the extra files and legitimate configuration files. The default setting of

this parameter is for MRG Grid to ignore any files that begin with "." or "#" or ending with "~",

". rpmsave" or ". rpmnew". For more information about this parameter, see Section A.3, “System
Wide Configuration File Variables”

Creating a user configuration file
1. Switch to the root user, and create a file in the /etc/condor/config.d directory:

# touch /etc/condor/config.d/106myconfigurationfile

2. Open the new file using your preferred text editor, and add or edit the configuration parameters as
required

3. Save the file




4. Restart the condor service:

# service condor restart
Stopping condor services: [ OK 1]
Starting condor services: [ oK 1]

Once MRG Grid has completed parsing the four configuration file locations, it will check for
environment variables. These configuration variables are case-insensitive, and are prefixed by either
_CONDOR__ or _condor_. MRG Grid parses environment variables last, subsequently any settings
made this way will override conflicting settings in the configuration files.

Adding entries to configuration files
1. All entries in a configuration file use the same syntax. The entries are in the form:

# This is a comment
SUBSYSTEM_NAME .CONFIG_VARIABLE = VALUE

Things to note about the syntax:

Each valid entry requires an operator of =

» Aline prefixed by a # symbol will be treated as a comment and ignored. The # symbol can only
appear at the beginning of a line. It will not create a comment if it is used in the middle of a line.

The SUBSYSTEM_NAME is optional
» There must be a space character on either side of the = sign

2. An entry can continue over multiple lines by placing a \ character at the end of the line to be
continued. For example:

ADMIN_MACHINES = condor.example.com, raven.example.com, \
stork.example.com, ostrich.example.com \
bigbird.example.com

M

The line continuation character will also work within a comment, which will cause MRG Grid
to ignore the second line. The following example would be ignored entirely:

# This comment has line continuation \
characters, so FOO will not be set \
FOO = BAR

Initial configuration
Review the configuration files stored at /etc/condor/condor_config and /etc/condor/
config.d/00personal_condor.config before starting MRG Grid.
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The default configuration sets up a Personal Condor. Personal Condor is a specific style of
installation suited for individual users who do not have their own pool of machines. To allow other
machines to join the pool, specify the ALLOW_WRITE option in the local configuration directory.

1.

2.

To extend a Personal Condor installation and allow other multiple nodes, begin by creating a file in
/etc/condor/config.d:

# touch /etc/condor/config.d/10pool_access

Open the new file in your preferred text editor. A value for the ALLOW_WRITE configuration
parameter must be specified in order to allow machines to join your pool and submit jobs. Any
machine that you give write access to using the ALLOW_WRITE option should also be given read
access using the ALLOW_READ option:

ALLOW_WRITE = *.your.domain.com

The simplest option is to include ALLOW_WRITE = * in the configuration file. However, this
will allow anyone to submit jobs or add machines to your pool. This is a serious security risk
and therefore not recommended.

Executing a program to produce configuration entries

1.

MRG Grid can run a specialized program to obtain configuration entries. To run a program from
the configuration file, insert a | character at the end of the line. This syntax will only work with the
configuration variable LOCAL_CONFIG_FILE. For example, to run a program located at /bin/
make_the_config, use the following entry:

LOCAL_CONFIG_FILE = /bin/make_the_config|

The program /bin/make_the_config must output the configuration parameters on standard
output for the configuration parameters to be included in the configuration.

2.1. Configuring MRG Grid for Microsoft Windows

This section contains information for using MRG Grid on systems running:

Microsoft Windows XP Service Pack 3

Microsoft Windows Server 2003

Under Microsoft Windows, the following features are supported:

A graphical installation and setup program, which can perform a full installation. Information
specified by the user in the setup program is stored in the system registry. The setup program can
also update a current installation with a new release

The ability to submit, run, and manage queues of jobs on a cluster of machines running Microsoft
Windows
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» All tools, including condor_q, condor_status, and condor_userprio

* The ability to customize job policies with ClassAds. The machine ClassAds contain all the
information included in the Linux version, including current load average, RAM and virtual memory
sizes, integer and floating-point performance, and keyboard and mouse idle times. Likewise, job
ClassAds contain all information including system dependent entries such as dynamic updates of
the job's image size and CPU usage

e Security mechanisms
e Support for SMP machines

» Jobs can be run at a lower operating system priority level. Jobs can be suspended, soft-killed with a
WM_CLOSE message, or hard-killed automatically based upon policy expressions. For example, a job
can be suspended whenever keyboard or mouse, or non-Condor created CPU activity is detected,
and continue the job after the machine has been idle for a specified amount of time

« Jobs that create multiple processes are accurately handled. For example, if a job spawns multiple
processes and Condor needs to kill the job, all processes created by the job will also be terminated

« In addition to interactive tools, users and administrators can receive information by e-mail (standard
SMTP) or by log files

» Provide job access to the running user's registry hive

The following features are not yet supported under Microsoft Windows operating systems:

» Accessing files via a network share that requires a kerberos ticket such as AFS is not supported

* The run_as_owner feature is disabled

@

For information about installing MRG Grid on Microsoft Windows, see the MRG Grid Installation
Guide.

Executing jobs with the user profile loaded

When Condor is running on dedicated run accounts, it can be configured to load the current account
profile. The profile includes a set of personal directories and a registry hive, which are loaded under
HKEY_CURRENT_USER. This can be useful if the job requires direct access to the user's registry
entries. It can also be useful when the job requires an application that needs registry access.

This feature is enabled on the condor_startd, but only operates with the dedicated run account. For
security reasons, the profiles are removed after the job has completed and exited. This ensures that
any malicious jobs cannot discover the details of any previous jobs, or sabotage the registry for future
jobs. It also ensures that the next job has a fresh registry hive.

To run a job with the current account profile, add the following line to the job's submit description file:

load_profile = True
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Using scripts as job executables

It is possible to use scripts to run condor jobs on Microsoft Windows. Condor uses the file name's
extension to determine how to handle the script. If the file name does not have an extension, it is
assumed to be a Windows executable (. exe) file.

This feature can be used without changing the basic configuration, when using Perl scripts with
ActivePerl. Itis also possible to use Windows Scripting Host scripts, although some configuration
changes are neccessary.

A registry lookup is performed to ensure that the correct interpreter is invoked, with the correct
command line arguments for the scripting language. The configuration specifies values to be used
in the registry lookup. Actions that can be used on a file (like Open, Print, and Edit) are referred to
as verbs. They are specified in the configuration file, and invoked from the HKEY_CLASSES_ROOT
registry hive.

Registry lookups use the following format:

HKEY_CLASSES_ROOT\FileType\Shell\OpenVerb\Command

OpenVerb identifies the verb. This is set in the Condor configuration file, and aids the registry lookup.

FileType is the name of a file type, and is obtained from the file name extension. The file name
extension sets the name of the Condor configuration variable. This variable name is of the form:

OPEN_VERB_FOR_EXT_FILES

EXT represents the file name extension. In the following example, the Open2 verb is specified for a
Windows Scripting Host registry lookup for several scripting languages:

OPEN_VERB_FOR_JS_FILES = Open2
OPEN_VERB_FOR_VBS_FILES = Open2
OPEN_VERB_FOR_VBE_FILES = Open2
OPEN_VERB_FOR_JSE_FILES = Open2
OPEN_VERB_FOR_WSF_FILES = Open2
OPEN_VERB_FOR_WSH_FILES = Open2

In the above example, the Open2 verb has been specified instead of the default Open verb for several
scripts, including Windows Scripting Host scripts (using the extension .wsh). The Open2 verb in
Windows Scripting Host scripts allows standard input, standard output, and standard error to be
redirected as needed for Condor jobs.

Allowing access to the user's registry

A common difficulty is encountered when a script interpreter requires access to the user's registry
entries. Note that the user's registry is different than the root registry. If not given access to the user's
registry, some scripts, such as Windows Scripting Host scripts, will fail. The failure error message
reads:

CScript Error: Loading your settings failed. (Access is denied.)

This error is resolved by giving explicit access to the submitting user's registry hive. Access can be
allowed by using the 1load_profile command in the job's submit description file:
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load_profile = True

This command should also work for other interpreters. Note that not all interpreters will require access.
For example, ActivePerl does not by default require access to the user's registry hive.

Starting and stopping jobs under Microsoft Windows

1. When Condor is about to start a job, the condor_startd service on the execute machine
spawns a condor_starter process (referred to as the starter). The starter then creates:

» A run account on the machine. The account is given the login name condor -reuse-slotX,
where X is the slot number of the starter. This account is added to the group Users.

» A temporary working directory for the job on the execute machine. The directory is named
dir_XXX, where XXX is the process ID of the starter. The directory is created in the
$(EXECUTE) directory as specified in the configuration file. Condor then grants write permission
to this directory for the user account newly created for the job.

* A new, non-visible WindowStation and desktop for the job. Permissions are set so that only the
account that will run the job has access rights to the desktop. Any windows created by this job
are not seen by anyone; the job is run in the background. To force the job to use the default
desktop instead of creating a new one, set USE_VISIBLE_DESKTOP = True in the job submit
file.

2. The starter then contacts the condor_shadow service (referred to as the shadow), which is
running on the submitting machine, and copies the job's executable and input files. These files are
placed into the temporary working directory for the job.

3. Once all the executable and input files have been received, the starter spawns the user's
executable file. It changes the current working directory to the temporary working directory (that is,
$(EXECUTE) /dir_XXX, where XXX is the process ID of the starter).

4. While the job is running, the starter monitors the CPU usage and image size of all processes
started by the job. This information is sent to the shadow every five minutes, along with the total
size of all files contained in the job's temporary working directory. The shadow then inserts this
information into the job's ClassAd so that policy and scheduling expressions can make use of the
information.

The frequency of this check can be adjusted by changing the value (in seconds) of the
STARTER_UPDATE_INTERVAL configuration parameter.

5. If the job completes successfully, the starter will terminate any processes started by the job which
are still running. The starter searches the job's temporary working directory for any files which
have been created or modified. Any files that are found are sent back to the shadow running on
the submit machine. The shadow then moves the files into the initial directory specified in the
submit description file. If no initial directory was specified, the files are moved to the directory
from which the user invoked the condor_submit command. Once all the output files are safely
transferred back, the job is removed from the queue.

If the condor_startd is forced to kill the job before all output files are transferred, the job is not
removed from the queue but is instead transitioned back to the Idle state.

If the condor_startd vacates a job prematurely, the starter sends a WM_CLOSE message to the
job. If the job spawned multiple child processes, the WM_CLOSE message is only sent to the parent
process (that is, the one started by the starter). The WM_CLOSE message is the preferred way to




Chapter 2. Configuration

terminate a process on Microsoft Windows, since this method allows the job to clean up properly
and free any resources that have been allocated.

When a job exits, the starter cleans up any processes left behind. If
when_to_transfer_output is set to the default ON_EXIT in the submit description file, the job
will switch states from Running to Idle, and no files will be transferred back. However, if it is set
to ALWAYS, any files in the job's temporary working directory which were changed or modified will
be sent back to the submitting machine. The shadow will put the files into a subdirectory under
the SPOOL directory on the submitting machine. The job is then switched back to the Id1e state
until a different machine is found on which it can be run. When the job is restarted, Condor puts
the executable and input files into the temporary working directory as before, as well as any files
stored in the submit machine's SPOOL directory for that job.

By default, when a WM_CLOSE message is sent, the process receiving the message will exit. In
some cases, the job can be coded to ignore it and not exit, but in this instance eventually the
condor_startd will hard kill the job (if that is the policy desired by the administrator).

K

If special cleanup work needs to occur when the job is being vacated, the Win32
SetConsoleCtrlHandler () function can be used to intercept a WM_CLOSE message. A
WM_CLOSE message generates a CTRL_CLOSE_EVENT. See SetConsoleCtrlHandler ()
in the Win32 documentation for more information.

6. After the job has finished and any files have been transferred back, the starter deletes the
temporary working directory, the temporary account (if one was created), the WindowStation, and
the desktop. The starter will then exit. If the starter terminates abnormally, the condor_startd
will attempt to clean up. If for some reason the condor_startd should disappear as well (which
is only likely to happen if the machine is suddenly rebooted), the condor_startd will clean up
once Condor has been restarted.

Security under Microsoft Windows

By default, the execute machine runs user jobs with the access token of an account dynamically
created by Condor. This account has limited access rights and privileges. For example, in a situation
where only administrator accounts have write access to C: \WINNT, then no Condor job that is run
on that machine would be able to write to that location. The only files jobs can access on the execute
machine are files accessible by the Users and Everyone groups, and files within the job's own
temporary working directory.

M

Condor for Microsoft Windows implements all the security mechanisms described in Chapter 3,
Security.

Using a network file server
MRG Grid can be used with a network file server. The current version, however, cannot be
run_as_owner. This section outlines several ways to use Condor with networked files.

10
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Problems can arise when using Condor with a network file server. When a temporary user is created
to run jobs, the file server will not allow it access to the files, as it has not been properly authenticated.
There are several methods that can be used to work around this issue:

1.

2.

Access the file server as a different user, with a net use command and a login and password.

For example, to copy a file from a server and then execute it:

@echo off

net use \\myserver\someshare MYPASSWORD /USER:MYLOGIN
copy \\myserver\someshare\my-program.exe
my-program.exe

This method simply authenticates to the file server with a login other than the temporary Condor
login. The disadvantage with this method is that the password is stored and transferred as clear
text, which could be a potential security issue.

Access the file server as guest.

For example, to copy a file from a server and then execute it:

@echo off

net use \\myserver\someshare

copy \\myserver\someshare\my-program.exe
my-program.exe

In this example, you'd contact the server MYSERVER as the Condor temporary user. If the GUEST

account is enabled on the server, the user will be authenticated to the server as user GUEST. Set
the access control lists (ACLs) so that the GUEST user or the EVERYONE group has access to the
share someshare and the directories and files there. The disadvantage of this method is that the
GUEST account must be enabled on the file server.

This method should be used with extreme caution. Ensure the file server is well protected
behind a firewall that blocks SMB traffic.

Access the file server with a NULL security descriptor.

This method allows shared files to be specified by adding them to the registry. Once this is set up,
a batch file wrapper can then be used:

net use z: \\myserver\someshare /USER:""
z:\my-program.exe

In the above example, someshare is in the list of allowed NULL session shares. To edit the list,
run regedit . exe and navigate to this key:

HKEY_LOCAL_MACHINE\

— SYSTEM\

11
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CurrentControlSet\
Services\
LanmanServer\
Parameters\
NullSessionShares

The key can then be edited. This key only accepts binary values, so the share must be input using
the hex ASCII codes. Each share is separated by a null (0x00) and the final entry in the list is
terminated with two nulls.

This method is slightly more complex to set up, but it provides a relatively safe way to have one
partly-public share without needing to open the whole guest account. The shares that can be
accessed can be directly specified using the registry value mentioned above.

12
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Security

Security in MRG Grid is implemented by ensuring every communication is subject to various checks.
When condor services communicate with each other, authentication is required to ensure that the
system has not been compromised. User requests are checked to ensure the user account has the
appropriate privileges before the request is acted upon.

Communication occurs between a client and a service. The client initiates the request, and a service
processes the command and responds. Tools such as condor_submit and condor_config are
always clients, sending requests to services. Services can also interact with each other, where the
daemon making the request acts as the client.

3.1. Security Contexts

All requests are categorized into contexts. In order to make a request, authorization must be granted
at the appropriate level.

READ
Able to obtain or read information. READ access is required to view the status of the pool
using condor_status; check a job queue with condor_gq; view user priorities with
condor_userprio. READ access will not allow changes to be made, and it will not allow jobs to
be submitted.

WRITE
Able to send or write information. WRITE access is required for submitting jobs using
condor_submit; advertising a machine so it appears in the pool, which is usually done
automatically by the condor_startd service. The WRITE context implies READ access.

ADMINISTRATOR
Provides additional administrator rights. ADMINISTRATOR rights are required to change user
priorities using condor_userprio -set; turn Condor on and off using condor_on and
condor_off. The ADMINISTRATOR context implies both READ and WRITE access.

SOAP
Provides access to the Web Services (SOAP) interface. SOAP is not a general context, and should
not be used with configuration variables for authentication, encryption, and integrity checks.

CONFIG
Provides access to modify the configuration of services using condor_config_val. By default,
this level of access can change any configuration parameters of a Condor pool. The CONFIG
context implies READ access.

OWNER
Provides a context suitable for the owner of a machine to use. The OWNER context can be used to
perform commands such as the condor_vacate command, which causes the condor_startd
to vacate any job currently running on a machine.

DAEMON
Provides access to internal commands. An internal command is communication that
occurs between services, such as the condor_startd sending ClassAd updates to the
condor_collector. This context is only required for the user account that runs the Condor
services. The DAEMON context implies both READ and WRITE access. Any configuration setting for
this context that is not defined will default to the corresponding setting for the WRITE context.

13
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NEGOTIATOR

Used explicitly to verify commands sent by the condor_negotiator service, which runs on the
central manager. Commands requiring this context are those that instruct condor_schedd to
begin negotiating, and those that tell an available condor_startd that it has been matched to a
condor_schedd with jobs to run. The NEGOTIATOR level of access implies READ access.

ADVERTISE_MASTER

Used explicitly for tasks used to advertise a condor_master to the collector. Any configuration
setting for this context that is not defined will default to the corresponding setting for the DAEMON

context.

ADVERTISE_STARTD

Used explicitly for tasks used to advertise a condor_startd to the collector. Any configuration
setting for this context that is not defined will default to the corresponding setting for the DAEMON

context.

ADVERTISE_SCHEDD

Used explicitly for tasks used to advertise a condor_schedd to the collector. Any configuration
setting for this context that is not defined will default to the corresponding setting for the DAEMON

context.

CLIENT

This context is used only for internal communications when services contact other services. Unlike
the other access policies, it provides access control for the client initiating the operation, instead of

the server that is contacted.

This table provides a list of commands that will be accepted by each service, and the security context
required for that command to be accepted.

Table 3.1. Registered Commands

Activity Service Security Context
Reconfigure a service with All services WRITE
condor_reconfig

Signalling All services DAEMON

Keep alives All services DAEMON

Read configuration All services READ

Runtime configuration All services ALLOW

Daemon off All services ADMINISTRATOR
Fetch or purge logs All services ADMINISTRATOR
Activate, request, or release a | condor_startd WRITE

claim.

Retrieve startd or condor_startd READ

job information with

condor_preen

Heartbeat condor_startd DAEMON
Deactivate claim condor_startd DAEMON
condor_vacate Used to stop | condor_startd OWNER

running jobs

Retrieve negotiation condor_startd NEGOTIATOR
information
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Activity Service Security Context
ClassAd commands condor_startd WRITE

VM Universe commands condor_startd DAEMON

ClassAd commands condor_starter WRITE

Hold jobs condor_starter DAEMON

Create job security session condor_starter DAEMON

Start SSHD condor_starter READ

Initiate a new negotiation cycle | condor_negotiator WRITE

Retrieve the current user condor_negotiator READ

priorities with userprio

Set user priorities with condor_negotiator ADMINISTRATOR
userprio -set

Reschedule condor_negotiator DAEMON

Reset usage condor_negotiator ADMINISTRATOR
Delete user condor_negotiator ADMINISTRATOR
Set usage statistics condor_negotiator ADMINISTRATOR

Update the
condor_collector with new
condor_master ClassAds

condor_collector

ADVERTISE_MASTER

Update the
condor_collector with new
condor_schedd ClassAds

condor_collector

ADVERTISE_SCHEDD

Commands that update the
condor_collector with new
condor_startd ClassAds

condor_collector

ADVERTISE_STARTD

All other commands condor_collector DAEMON

that update the

condor_collector with new

ClassAds

All commands that query the condor_collector READ
condor_collector for

ClassAds

Query the collector condor_collector ADMINISTRATOR
Invalidate all AdTypes except condor_collector DAEMON
STARTD, SCHEDD, or MASTER

Update the collector condor_collector ALLOW
Merge STARTD condor_collector NEGOTIATOR
Begin negotiating to match jobs | condor_schedd NEGOTIATOR
Get matches condor_schedd DAEMON
Begin negotiation cycle with condor_schedd WRITE
condor_reschedule

View the status of the job condor_schedd READ

queue

Reconfigure condor_schedd OWNER

15
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Activity Service Security Context
File operations. Release claim, | condor_schedd WRITE

kill job, or spool job.

Reuse shadow condor_schedd DAEMON

Update shadow condor_schedd DAEMON

Startd heartbeat condor_schedd DAEMON

Store credentials condor_schedd WRITE

Write to the job queue condor_schedd WRITE

Transfer the job queue condor_schedd WRITE

All commands condor_master ADMINISTRATOR
All high availability functionality | condor_had DAEMON

3.2. Security negotiation

Security settings are determined through a security negotiation process. Security negotiation is used
to determine what security features are required for each connection: authentication, encryption,
integrity checking, or a combination. Negotiation also defines which protocol to use for each feature.

Setting security configuration parameters
1. Configuration parameters are used during the security negotiation process to determine which
feature and protocols are to be used. All security configuration parameters follow the format:

SEC_CONTEXT_FEATURE = VALUE

2. Using the above syntax, specify the feature against which the policy is to be set. The feature can

be any one of:

* AUTHENTICATION

ENCRYPTION

INTEGRITY

NEGOTIATION

3. Specify the context for the policy. Context can be any one of:

e CLIENT

e READ

* WRITE

* ADMINISTRATOR

* CONFIG

* OWNER

* DAEMON

* NEGOTIATOR
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* ADVERTISE_MASTER
* ADVERTISE_STARTD
* ADVERTISE_SCHEDD
» DEFAULT

The DEFAULT value provides a way to set a policy for all access levels that do not have a
specific configuration variable defined.

4. Specify a value for the policy. The value can be any one of:

REQUIRED

PREFERRED

OPTIONAL
* NEVER

Encryption and integrity checks can only be enabled if authentication can occur. The authentication
process provides a key exchange, which necessary for these features.

To determine the policy for all outgoing commands, set a policy of:

SEC_CLIENT_FEATURE

Setting a policy for incoming commands requires setting context. It is good policy in most situations to
require authentication for all incoming administrative requests, while enquiries on the status of a pool
do not need to be so restrictive. In order to implement this, set the following policies on the server:

SEC_ADMINISTRATOR_AUTHENTICATION
SEC_READ_AUTHENTICATION

REQUIRED
OPTIONAL

Example 3.1. Setting security negotiation policies
This example demonstrates how to set security negotiation policies, to create a security
environment that requires as little authentication as possible.

On the job submission machine, set the following security policy:

SEC_DEFAULT_AUTHENTICATION = OPTIONAL

However, if the machine running the condor_schedd requires authentication to be set, it will have
had this policy specified:

SEC_DEFAULT_AUTHENTICATION = REQUIRED

In this case, submitted jobs will still be accepted. This is because the security negotiation process
will enforce the most restrictive security policy. Some commands, such as condor_submit, always
require authentication, regardless of the specified policy. Other commands, such as condor_q, do
not always require authentication. In this example, the server's policy would force any condor_q

17
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queries to be authenticated, where a different policy could allow condor_q to occur without
authentication.

3.3. Authentication

On the client side of a communication, one of the following configuration parameters are used to
specify whether or not authentication should occur:

SEC_DEFAULT_AUTHENTICATION
SEC_CLIENT_AUTHENTICATION

For services, there are a larger number of configuration parameters used to specify whether
authentication should occur, based upon the necessary context:

SEC_DEFAULT_AUTHENTICATION
SEC_READ_AUTHENTICATION
SEC_WRITE_AUTHENTICATION
SEC_ADMINISTRATOR_AUTHENTICATION
SEC_CONFIG_AUTHENTICATION
SEC_OWNER_AUTHENTICATION
SEC_DAEMON_AUTHENTICATION
SEC_NEGOTIATOR_AUTHENTICATION
SEC_ADVERTISE_MASTER_AUTHENTICATION
SEC_ADVERTISE_STARTD_AUTHENTICATION
SEC_ADVERTISE_SCHEDD_AUTHENTICATION

If no variable is defined for SEC_access-level AUTHENTICATION, a default value of OPTIONAL
will be used. In this case, authentication is required for any operation which modifies the job queue,
such as condor_qedit and condor_rm.

If no variable is defined for SEC_access-level_ AUTHENTICATION_METHODS, a default value
of FS, KERBEROS will be defined. On a Microsoft Windows machine, it will default to NTSSPI,
KERBEROS.

For example, if the configuration file for a service includes the line:

SEC_WRITE_AUTHENTICATION = REQUIRED

The service must authenticate the client for any communciation that requires the WRITE context.

If the configuration file for a service includes the following line:

SEC_DEFAULT_AUTHENTICATION = REQUIRED

Provided it does not include any other authentication security configuration variables, this will define
authentication over all contexts.

Where a specific policy is defined, the more specific value takes precedence over the default value.

Authentication and encryption can be accomplished using a variety of methods or protocols. Which
protocol is selected is determined during the security negotiation process. To provide a list of available
methods, use the following configuration parameters:

SEC_context_AUTHENTICATION_METHODS
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SEC_context_CRYPTO_METHODS

These parameters will accept a comma- or space-delimited list of possible methods to use.

3.4. Authentication methods

The following methods of authentication are available:
¢ SSL (SSL)

* Kerberos (KERBEROS)

» Password (PASSWORD)

* Filesystem (FS)

* Remote filesystem (FS_REMOTE)

e Windows (NTSSPI)

» Claim-To-Be (CLAIMTOBE)

* Anonymous (ANONYMOUS)

SSL

SSL authentication is based on mutual X.509 certificates. When a connection is initiated, both the
client and the server must verify the signature on the certificate.

The names and locations of keys and certificates are defined in the configuration files, using these
variables:

* AUTH_SSL_CLIENT_CERTFILE specifies the location of the client (the process that initiates the
connection) certificate file

» AUTH_SSL_SERVER_CERTFILE specifies the location for the server (the process that receives the
connection) certificate file

* AUTH_SSL_CLIENT_KEYFILE specifies the location of the client key
* AUTH_SSL_SERVER_KEYFILE specifies the location of the server key

« AUTH_SSL_CLIENT_CAFILE specifies a path and file name for the location of client certificates
issued by trusted certificate authorities

* AUTH_SSL_SERVER_CAFILE specifies a path and file name for the location of server certificates
issued by trusted certificate authorities

« AUTH_SSL_CLIENT_CADIR specifies a directory containing client certificates that have been
prepared using the OpenSSL c¢_rehash utility

« AUTH_SSL_SERVER_CADIR specifies a directory containing server certificatesthat have been
prepared using the OpenSSL c¢_rehash utility

Kerberos

To use Kerberos for authentication, the Kerberos domain must be mapped to a Condor User ID (UID)
domain. This is done by specifying the path to a Kerberos-specific map file in the configuration file,
using the syntax:
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KERBEROS_MAP_FILE = /path/to/etc/condor .kmap

Within the map file, the syntax is:

KERB.REALM = UID.domain.name

An example map file, containing two entries:

CS.WISC.EDU = cs.wisc.edu
ENGR.WISC.EDU = ee.wisc.edu

If a map file has been defined, all permitted realms must be explicitly mapped. If a map file is not
specified, then the Kerberos realm will be assumed to be the same as the Condor UID domain.

It is also possible to specify a unique name for assigning a set of credentials. This is done by
specifying the value in the configurarion file, using the KERBEROS_SERVER_PRINCIPAL parameter. If
a unique name is not defined, then it will default to host.

The name is used to define the server principal. Condor will use the defined name to calculate the
server principal in the following way:

If the KERBEROS_SERVER_PRINCIPAL parameter is set as:

KERBEROS_SERVER_PRINCIPAL = condor-daemon

Condor will define the server principal as:

condor -daemon/the.host.name@YOUR.KERB.REALM

Example 3.2. Using Kerberos authentication
This example shows how to configure settings for Kerberos authentication. This will create a
situation where all communications require authentication at the WRITE or ADMINISTRATOR level.

SEC_WRITE_AUTHENTICATION = REQUIRED
SEC_WRITE_AUTHENTICATION_METHODS = KERBEROS
SEC_ADMINISTRATOR_AUTHENTICATION = REQUIRED
SEC_ADMINISTRATOR_AUTHENTICATION_METHODS = KERBEROS

Kerberos authentication requires root access to some files. Currently, the only supported way to
use Kerberos authentication is to start Condor services as the root user.

Password

The password method provides authentication through a shared secret. This is useful where strong
security is required, but an existing Kerberos or X.509 infrastructure does not exist. It is used only for
authentication between services. The shared secret is referred to as the pool password.
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To use password authentication, store the pool password on the local machine that is running
the services. Define the location of the pool password in the configuration file using the
SEC_PASSWORD_FILE parameter.

Generate a password file, using the command:

condor_store_cred -f /path/to/password/file

To store the pool password, use the -c option:

condor_store_cred -c add

This command will prompt for the password before storing it on the local machine. This makes it
available for services to use it for authentication. This command will only work if the condor_master
iS running.

To store a pool password, the CONFIG security context is required. The pool password can be set
remotely, but this method is only recommended if it takes place using an encrypted channel.

Filesystem

Filesystem authentication uses the ownership of a file to verify identity. A service that is attempting to
authenticate a client will request that the client write a file to a /tmp directory. The service then checks
the ownership of the file. If the file permissions match, the identity is verified and the file system
becomes trusted.

Remote Filesystem

Similar to filesystem authentication, remote filesystem authentication uses the ownership of a file to
verify the identity of a client. In this case, a service authenticating a client requires the client to write
a file in a specific location. The location is not restricted to the /tmp directory, but is specified by the
FS_REMOTE_DIR configuration variable.

This authentication method is only appropriate for clients and services that are on the same physical
computer.

Windows

Systems running Microsoft Windows can use a proprietary authentication method that uses the
SSPI interface to enforce the NT LAN Manager (NTLM). This authentication method is based on a
"challenge and response" model, with the user password used as a key.

This authentication method is only appropriate for clients and services that are on the same physical
computer. It should not be used for authentication between two computers.

Claim-To-Be
Claim-To-Be authentication accepts any identity claimed by the client. It is included for testing
purposes only, and is not recommended for live systems.

Anonymous

Anonymous authentication causes authentication to be skipped entirely. It is included for testing
purposes only, and is not recommended for live systems.
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3.5. Encryption

Encryption provides privacy during communications. The client and the daemon can be configured to
use encryption where required.

The client uses these parameters to enable or disable encryption:
e SEC_DEFAULT_ENCRYPTION

e SEC_CLIENT_ENCRYPTION

The service uses these parameters to enable or disable encryption:
e SEC_DEFAULT_ENCRYPTION

* SEC_READ_ENCRYPTION

e SEC_WRITE_ENCRYPTION

e SEC_ADMINISTRATOR_ENCRYPTION

e SEC_CONFIG_ENCRYPTION

e SEC_OWNER_ENCRYPTION

e SEC_DAEMON_ENCRYPTION

e SEC_NEGOTIATOR_ENCRYPTION

* SEC_ADVERTISE MASTER_ENCRYPTION

e SEC_ADVERTISE_STARTD_ENCRYPTION

e SEC_ADVERTISE_SCHEDD_ENCRYPTION

If a service has the following parameter set, any communication that will change the configuration of
the service must be encrypted:

SEC_CONFIG_ENCRYPTION = REQUIRED

If a service has the following parameter set, and does not contain any other security configuration for
encryption, all communication over all contexts must be encrypted:

SEC_DEFAULT_ENCRYPTION = REQUIRED

Where encryption has been requested, then a mutually agreeable method of encryption must be
negotiated by the parties to the communication. A list of acceptable methods in a client can be defined
using the following parameters:

* SEC_DEFAULT_CRYPTO_METHODS

e SEC_CLIENT_CRYPTO_METHODS

A list of acceptable methods in a service can be defined using the following parameters:
* SEC_DEFAULT_CRYPTO_METHODS

e SEC_READ_CRYPTO_METHODS
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e SEC_WRITE_CRYPTO_METHODS

* SEC_ADMINISTRATOR_CRYPTO_METHODS

* SEC_CONFIG_CRYPTO_METHODS

* SEC_OWNER_CRYPTO_METHODS

* SEC_DAEMON_CRYPTO_METHODS

* SEC_NEGOTIATOR_CRYPTO_METHODS

e SEC_ADVERTISE_MASTER_CRYPTO_METHODS
* SEC_ADVERTISE_STARTD_CRYPTO_METHODS
* SEC_ADVERTISE_SCHEDD_CRYPTO_METHODS

Acceptable methods must be provided as a comma-separated list. The higher in the list a method is,
the more preferred that method. Currently, possible values are:

* 3DES

* BLOWFISH

3.6. Integrity

In order to check that the messages being sent and received have not been tampered with, it is
possible to perform an integrity check. This will look for any additions or deletions within the message.

Through configuration macros, both the client and the daemon can specify whether an integrity check
is required of further communication.

The client uses these parameters to enable or disable an integrity check:
e SEC_DEFAULT_INTEGRITY

e SEC_CLIENT_INTEGRITY

The service uses these parameters to enable or disable an integrity check:
e SEC_DEFAULT_INTEGRITY

e SEC_READ_INTEGRITY

e SEC_WRITE_INTEGRITY

e SEC_ADMINISTRATOR_INTEGRITY

e SEC_CONFIG_INTEGRITY

e SEC_OWNER_INTEGRITY

e SEC_DAEMON_INTEGRITY

e SEC_NEGOTIATOR_INTEGRITY

e SEC_ADVERTISE_MASTER_INTEGRITY

* SEC_ADVERTISE_STARTD_INTEGRITY
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e SEC_ADVERTISE_SCHEDD_INTEGRITY

If a service has the following parameter set, any communication that will change the configuration of
the service must have its integrity checked:

SEC_CONFIG_INTEGRITY = REQUIRED

If a service has the following parameter set, and does not contain any other security configuration for
integrity checking, all communication over all contexts must have their integrity checked:

SEC_DEFAULT_INTEGRITY = REQUIRED

Curently, the only available method for checking integrity is by using an MD5 checksum. Use of this
method is implied whenever an integrity check is requested.
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Remote configuration

The remote configuration feature simplifies configuration and management of a pool. It allows a group
of machines to be quickly and easily configured. The feature uses a central configuration store to
maintain node configurations and provide notifications to managed nodes when necessary.

The remote configuration feature has three components:

Configuration store
The configuration store is a central repository for configuration data. It maintains individual
configuration entities and any configurations applied to the nodes it knows about.

Managed nodes
The nodes managed by the configuration store. Each node in the store represents a physical
machine to be managed. They check in with the store to retrieve configuration updates.

Tools
There are a number of tools that can be used to interact with the configuration store. The tools are
used to configure entities in the store which are then applied to the nodes.

The three components communicate using AMQP (advanced message queuing protocol). To facilitate
this, an AMQP broker needs to be provided in a location that is available to all three components.
Without this, remote configuration will not work correctly.

4.1. The Configuration Store

The configuration store is a central repository for configuration data. Before it can be used to send
configurations out to nodes, it needs to be installed and initialized. Once a configuration has been
stored, it can be put under version control, which enables configurations to be quickly and easily
re-applied as necessary. The store also allows configurations to be modified without applying the
changes to managed nodes. The store will send out natifications to the nodes that require it only once
the configuration has been activated.

Installing and initializing the configuration store
1. Install the following packages with the yum command:

e wallaby
e wallaby-utils
e condor-wallaby-base-db

» condor-wallaby-tools

# yum install wallaby wallaby-utils condor-wallaby-base-db condor-wallaby-tools

2. Start the wallaby service:

# service wallaby start

3. Initialize the store with the default database for condor:
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$ wallaby load /var/lib/condor-wallaby-base-db/condor-base-db.snapshot

The default database contains some common parameters and features with default values that
can be used to build a condor pool.

For more information about the metadata associated with various features used in the remote
configuration feature, see Appendix C, Feature Metadata.

The configuration store records configurations as a series of entries in a database. Each entry
contains certain elements, which can be paired with metadata. The elements are:

Parameters

A parameter is a key-value pair with associated metadata that is placed in condor's configuration file to
alter how condor operates. A parameter can be dependent on other parameters, or have conflicts with
other parameters.

Metadata for parameters

The metadata for parameters provides information about the parameter. It also provides useful
information to the store when it sends natifications about configuration changes. Metadata for
parameters can contain the following information:

name
A unigue string representing the name of the parameter.

type
A one word string defining the type of parameter. Currently this is for documentation purposes
only.

default
The default value of the parameter. If no value is specified when the parameter is applied to a
feature or node, this value can be used.

description
A short text description of the parameter. This is for for documentation purposes only.

conflicts
A list of other parameters that this parameter conflicts with.

depends
A list of other parameters that this parameter depends upon.

level
An integer representing the visibility level of the parameter.

must_change
A boolean value. Defines if the parameter must be given a value when it is applied to a feature,
group, or node in order to be valid. Parameters that must be given a value can not have a default
value set.

restart
A boolean value. Defines if the subsystems that rely on this parameter need to be restarted
for the changes to be detected. If false, a condor_reconfig will be issued instead of a
condor_restart for those subsystems.
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Features

A feature is a group of parameters and their values. A parameter can have a specific value in a
feature, or it can use the parameter's default value. Features can include, depend upon, or conflict with
other features.

Metadata for features
Metadata for features can contain the following information:

name
A unique string representing the name of the feature.

params
Maps parameter names to the values that the feature contains. Values can be explicitly set, or left
empty. If left empty, a default value will be obtained from the metadata of the parameter.

conflicts
A list of other features that this feature conflicts with.

depends
A list of other features that this feature depends upon.

includes
A list of other features that this feature includes. The order of the list denotes the priority the
configuration store will use to resolve common parameters with different values.

Nodes

A node represents a physical machine that will have configurations applied to it. Any feature or
parameter applied to an individual node will take highest priority when determining configuration
values for that node.

Metadata for nodes
The metadata information for nodes:

name
A unique string representing the name of the node. The name must match the fully qualified
hostname of the node it represents.

memberships
A list of groups of which the node is a member.

Groups

A group is a group of nodes that will have parameters and features applied to it. Values for explicity-
set group parameters will take priority over values for feature parameters. The configuration store has
a built-in group: the Internal Default Group, which will always exist and be applied to all nodes
within the store at the lowest priority.

Groups do not have associated metadata.

Subsystems

A subsystem is a program that is affected by parameters in the store. The subsystems determine
which condor daemons will be acted upon when a configuration change is activated.

Metadata for subsystems
The metadata information for subsystems:
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name
A unique string representing the name of the subsystem.

params
A list of parameters that rely on this subsystem. If a parameter in this list changes, the subsystem
will be reconfigured or restarted upon a valid activation, depending upon the value set in the
parameter's restart field.

Dependencies, conflicts, and includes

Features and parameters have metadata associated with them that can determine how they interact
with other features and parameters:

Dependency
A dependency is a condition that must be satisfied for the configuration to be valid. When an entity
depends on another entity, the dependency must be set in the configuration separately in order for
the configuration to be valid. Dependencies are applied in priority order, with lowest priority being
applied first.

Availability: Features, Parameters

Conflict
A conflict can not exist anywhere in the configuration for the configuration to be valid.

Availability: Features, Parameters

Include
An include is similar to a dependency, except the condition is automatically resolved by the
configuration store. If an entity includes another entity, the included entity does not need to be
explicitly set in the configuration for the configuration to be valid. Includes are applied in priority
order, with lowest priority being applied first.

Availability: Features

Snapshot

A snapshot is a copy of the state of the store at a particular time. It contains all the parameters,
features, nodes, groups, and subsystems, along with their respective metadata, as at the time the
shapshot was taken. When the snapshot is loaded into the store, all the elements will be set as they
are in the snapshot, and any changes or elements not contained in the snapshot will be lost.

Priorities

The configuration store use priorities to determine the order in which to inspect features and groups
when determining a node's configuration. The Internal Default Group will always be the lowest
priority group that a node is a member of, so it will be inspected first. The store will then evaluate the
priority of the groups that the node is a member of, and finally evaluate any features or parameters
applied to the node itself. If a parameter has multiple values set in multiple features or groups, the
value given in the node's configuration will be the one determined by the highest priority group or
feature.

Configuring the store using condor_configure_store

The condor_configure_store tool is used to add, remove, and edit parameters, features, groups,
subsystems, and nodes in the configuration store. Only one action (add, remove, or edit) can be
performed with each command, but multiple targets (parameters, features, groups, subsystems, or
nodes) can be acted upon each time.
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The condor_configure_store tool does not have to run on the same machine as the configuration
store, nor the same machine as the broker the configuration store is communicating with. It will look
for the AMQP broker on the machine it is running on by default, but it can be instructed to look for the
broker in other locations, even if it is a non-standard port.

1. To add entities to the configuration store, use the condor_configure_store command with the
- -add or -a option, the target type, and the target:

$ condor_configure_store -a -f featurel -n nodel, node2

This example adds a feature called featurel and two nodes called nodel and node2 to the
configuration store.

Adding entities into the configuration store will invoke a text editor for entering and editing
metadata about them. The text editor is defined in $EDITOR, and will default to vi. See Editing
metadata for information about using the editor.

After modifications have been saved, the tool will prompt for any additional instructions it requires.
Follow the prompts to continue.

2. Once entities have been added, they can be edited using the --edit or -e option, the target
type, and the target:

$ condor_configure_store -e -s subsysl,subsys2 -p paraml

This example invokes a text editor to change the parameters of subsystems called subsys1 and
subsys2, and a parameter called paraml.

After modifications have been saved, the tool will prompt for any additional instructions it requires.
Follow the prompts to continue.

When adding or editing parameters for features, if a blank value ("") is given, the
condor_configure_store tool will ask if the parameter should use the default value
defined in the parameter's metadata.

3. To remove entities from the configuration store, use the - -delete or -d option, the target type,
and the target:

$ condor_configure_store -d -s subsysi,subsys2 -p paraml -f featurel -n
nodel, node2

This example removes subsystems named subsys1 and subsys2, a parameter named paraml,
a feature named featurel, and nodes named nodel and nodeZ2 from the configuration store.

4. To read the full help menu, use the - -help or -h option:
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$ condor_configure_store -h

Editing metadata

The metadata is edited using the YAML format. The three types of input are handled differently by
YAML:

String
Any input that is not a list or a map is interpreted as a string. When a string contains a series of
alphabetic characters (letters), it can optionally be surrounded by either single or double quotation
marks. When the string is a series of numeric characters only, it must be surrounded by either
single or double quotation marks.

An empty string is represented by quotation marks with no content between them (' ' or "").

List
A list is an ordered set of values. A list is comprised of one entry per line, with each line beginning
with a hyphen (-) followed by a single whitespace and the value. For example:

a_list:
- valuel
- value2

An empty list is represented by square brackets with no content between them ([ ]).

Map
A map is a set of name-value pairs. It is comprised of one name-value pair per line, with each pair
seperated by a colon (:) and a single whitespace character. For example:

a_map:
valuel: This is a string
value2: '4'

An empty map is represented by curly braces with no content between them ({})

4.2. Nodes

The condor-wallaby-client is installed on each node and used to manage configurations for
that node. It installs a configuration file in the MRG Grid local configuration directory, this enables it
to control configuration for the node. The condor -wallaby-client package contains a service
that will check in with the store and listen for configuration change notifications. When it receives a
new configuration from the store, the service will write it into the local configuration file for the node.
The location of the local configuration file is defined in the configuration file installed by the condor -
wallaby-client package.

Managed nodes are considered either provisioned or unprovisioned. Nodes explicitly added to the
store using remote tools are provisioned nodes. Nodes that have checked in with the store but have
not explicitly been added are unprovisioned nodes. Unprovisioned nodes are managed the same way
as provisioned nodes. They can be configured and added to groups just like provisioned nodes. A
node must be explicitly added to the store with condor_configure_store (even if it already exists
in the store) in order to change from unprovisioned to provisioned. Nodes are represented by their fully
gualified domain names, and each node name in the store must be unique.
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Installing and configuring the remote configuration client

1.

3.

To allow a machine to be managed with remote configuration, install the following package with
the yum command:

e condor-wallaby-client

# yum install condor-wallaby-client

The remote configuration client needs to be told the location of the broker that is communicating
with the configuration store. Open the condor local configuration directory and create or edit a
configuration file with the following parameter, and the IP address or hostname of the machine
running the broker:

QMF_BROKER_HOST = wallaby broker

Restart condor before attempting to configure nodes.

Applying configurations to a node with condor_configure_pool

The condor_configure_pool tool is used to apply entities in the configuration store to physical
nodes. It is also used to manage configurations within the configuration store. Only one node or group
can be acted upon with each command, but multiple features and parameters can by be acted upon
each time.

The condor_configure_pool tool does not have to run on the same machine as the configuration
store, nor the same machine as the broker the configuration store is communicating with. It will look
for the AMQP broker on the machine it is running on by default, but it can be instructed to look for the
broker in other locations, even if it is a non-standard port.

The groups that a node is a part of and the features that are applied to the node become part of the
node's configuration. The information is written to the configuration parameters WallabyGroups and
WallabyFeatures (respectively), and these parameters can be used in match making.

1.

To display the names of entities in the configuration store, use the condor_configure_pool
command with the --1ist-all-type option. The --1list-all-type command will list the
all the names of the type specified. It is possible to list more than one type by using successive
commands:

$ condor_configure_pool --list-all-nodes --list-all-features

This example will list all the names of Nodes in the store and Features in the store.

To list specific data about a type, use the list, -1, command:

$ condor_configure_pool -1 -f Master,NodeAccess

This example will list all the metadata for the features named Master and NodeAccess.

To apply entities to a node at the lowest priority, use the -a option with the names of the entities
and the target node:
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$ condor_configure_pool -a -n nodel -f featurel -p paraml,param2

To apply entities to a node at the highest priority, use the - i option with the names of the entities
and the target node:

$ condor_configure_pool -i -n nodel -f featurel -p paraml,param2

This example applies a feature called featurel and parameters called param1 and param2 to a
node called node1.

To edit a node's configuration (add/delete/re-prioritize/etc) use the -e option:

$ condor_configure_pool -e -n nodel

This example invokes a text editor to change the parameters of a node called nodel. The text
editor is defined in $EDITOR, and will default to vi. See Editing metadata for information about
using the editor.

After modifications have been saved, the tool will prompt for any additional instructions it requires.
Follow the prompts to continue.

To modify the configuration of the configuration store's Default Group, which affects all nodes
the configuration store knows about, use the - -default-group option as the target instead
of a specific node or group name.

When adding parameters to a node or group of nodes, the tool will prompt for the parameter
values before asking to commit the changes to the configuration store. After providing values for
any parameters that are added by the tool invocation, answer Y to instruct the tool to begin making
the changes.

The tool will prompt for any additional instructions it requires. Follow the prompts to continue.

Once the changes have been applied, the tool will ask if the configuration should be saved. To
create a named snapshot answer Y and provide a snapshot name. If a snapshot is not desired,
answer N.

The tool will ask if the changes should be activated. If the changes are ready to be activated,
answer Y otherwise answer N.

A configuration that is successfully activated in this way will create a snapshot if a
configuration name was not provided.

3. A configuration change can be activated when it is made, or it can be activated at a later time.
32 This allows multiple changes to be made, and then validated and applied all at once. To activate
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5.

$ condor_configure_pool --activate

The configuration store will validate the configuration and then push it out to all affected nodes. If
the validation test does not pass, it will return an error message and exit.

Changes that are activated using the - -activate option will not generate a snapshot if a
configuration is successfully activated.

To remove entities from the configuration store, use the - -delete or -d option, the target type,
and the target:

$ condor_configure_pool -d -g groupl -f featurel, feature2

This example removes features hamed featurel and feature2 from a group of nodes called
groupl.

When a configuration is activated in the same tool invocation as a configuration change, a
shapshot is generated. Snapshots can also be taken at any time using the - -take-snhapshot
option with an appropriate name:

$ condor_configure_pool --take-snapshot "A snapshot name"

This example will take a snapshot called A snapshot name.

Once a shapshot exists, it can be loaded using the - -1load-snapshot option with the name of
the snapshot to be loaded:

$ condor_configure_pool --load-snapshot "A snapshot name"

This example will load the snapshot called A snapshot name.

Loading a snapshot will not instruct the configuration store to activate the configuration, or
push any changes out to nodes. To apply the configuration changes in the snapshot, activate
the configuration using the - -activate option.

Existing snapshots can be removed from the store using the - -remove-snapshot option with
the name of the snapshot to be removed:

$ condor_configure_pool --remove-snapshot "A snapshot name"
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This example will remove the snapshot called A snapshot name.

6. To read the full help menu, use the - -help or -h option:

$ condor_configure_pool -h

4.3. Tools

There are several tools for use with the remote configuration tool. They do not need to be located on
the same machine as the store, but they all must be provided by the AMQP broker that is connected to
the store. If no broker information is provided, the tools will look for a broker on the machine they are
run on.

condor_configure_store
The condor_configure_store tool is used to configure parameters, features, groups,
subsystems, and nodes in the store. Only one action can be performed at a time with this tool.

condor_configure_pool
The condor_configure_pool tool is used to apply configurations to a specific node or group
of nodes. It uses the parameters, features, groups, and nodes stored in the configuration store by
the condor_configure_store tool. Only one node or group can be acted upon at a time, but
multiple features and parameters can by be added at once.

Wallaby tools
The wallaby tool includes a set of useful commands for interacting with wallaby. All wallaby commands
use the following syntax:

wallaby [broker options] command [command options]

wallaby dump [outfile]
The wallaby dump command is used to export objects in the store into plain text. The output can
be placed into a file and loaded back into the store with wallaby load.

wallaby load [file]
The wallaby load command is used to load a file generated by wallaby dump into the
configuration store. When a new database is loaded into the store, it will replace the entire
contents of the store with the new information.

wallaby inventory
The wallaby inventory tool is used to list details of the nodes being managed by the
configuration store. It provides the node name, information about the last time the node checked in
with the store, and whether the node was explicitly provisioned in wallaby or whether it checked in
for a configuration before wallaby knew about it.

4.4. Remote configuration example

Example 4.1. Using the remote configuration tool

This example uses the remote configuration tool to configure a group of five nodes running condor.
The configured pool contains a central manager, one scheduler, and three execute nodes. Any
unprovisioned nodes are configured to run only the master daemon, but will report to the central
manager.
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Create the Workers group, and add all five nodes to the store:

$ condor_configure_store -a -g Workers -n nodel,node2,node3, node4,node5

Add node3, node4, and node5, to the Workers group by setting their node membership in the
editor:

memberships:
- Workers

Make nodel the central manager. Answer N when asked to activate the changes:

$ condor_configure_pool -n nodel -a -f CentralManager

Make node2 the scheduler. Answer N when asked to activate the changes:

$ condor_configure_pool -n node2 -a -f Scheduler

Make all nodes in the Workers group execute nodes. Answer N when asked to activate the
changes:

$ condor_configure_pool -g Workers -a -f ExecuteNode

Make all nodes that check in with the store run only the master daemon:

$ condor_configure_pool --default-group -a -f Master

The tool will prompt for a value for CONDOR_HOST. This must be set for the configuration to be
valid, and in this configuration should be node1. Answer Y when asked to set the parameter. If the
configuration is correct, answer Y when asked to activate the changes.

In this example, the activation will fail for all nodes because they are missing a dependency. In
order for the unprovisioned nodes to be able to check in with the central manager they will need the
NodeAccess feature. This can be resolved by setting it on the default group:

$ condor_configure_pool --default-group -a -f NodeAccess

The tool will prompt for values for ALLOW_READ and ALLOW_WRITE. These must be set for the
configuration to be valid. Answer Y when asked to set the parameters. If the configuration is correct,
answer Y when asked to activate the changes.

The configuration is now activated and a named snapshot has been created. This can be verified by
listing the snapshots:

$ condor_configure_pool --list-all-snapshots

Shnapshots:
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Automatically generated snapshot at date time -- hash
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Jobs

A job is a piece of work to be accomplished. A job must include a submit description file which
provides information to MRG Grid that helps control how the work is handled, including restrictions on
the type of execute nodes are able to run the job. The work to be accomplished must be able to run
without interactive user input.

5.1. Steps to submitting a job

5.1.1. Preparing the job

A job can be anything that will execute in the appropriate universe, such as a binary, Java class file,
virtual machine, script, or other executable. Determine the input and output files required, and note
their locations. Test the job, to ensure that it works as expected.

Standard input (STDIN) and console output (STDOUT and STDERR) can be redirected to and from
files. Any files needed to perform STDIN functions must be created before the job can be submitted.
They should also be tested to make sure they will run correctly.

5.1.2. Choosing a universe

MRG Grid uses an execution environment, called a universe. Jobs will run in the vanilla universe by
default, unless a different universe is specified in the submit description file.

Currently, the following universes are supported:
* Vanilla

» Java

* VM (for Xen and KVM)
* Grid

» Scheduler

* Local

* Parallel

Vanilla universe
The vanilla universe is the default universe, and has very few restrictions.

If a vanilla universe job is partially completed when the remote machine has to be returned, or fails for
some other reason, MRG Grid will perform one of two actions. It will either suspend the job, in case

it can complete it on the same machine at a later time, or it will cancel the job and restart it again on
another machine in the pool.

Java universe

The java universe allows users to run jobs written for the Java Virtual Machine (JVM). A program
submitted to the java universe may run on any sort of machine with a JVM regardless of its location,
owner, or JVM version. MRG Grid will automatically locate details such as finding the JVM binary and
setting the classpath.
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VM universe

The VM universe allows for the running of Xen or KVM virtual machine instances. A VM universe job's
lifecycle is tied to the virtual machine that is being run.

Grid universe

The Grid Universe provides jobs access to external schedulers. For example, jobs submitted to EC2
are routed through the Grid Universe.

Scheduler universe

The scheduler universe is primarily for use with the condor_dagman daemon. It allows users to
submit lightweight jobs to be run immediately, alongside the condor_schedd daemon on the host
machine. Scheduler universe jobs are not matched with a remote machine, and will never be pre-
empted.

The scheduler universe, however, offers few features and limited policy support. The local universe is
a better choice for most jobs which must run on the submitting machine, as it offers a richer set of job
management features, and is more consistent with the other universes.

Local universe

The local universe allows a job to be submitted and executed with different assumptions for the
execution conditions of the job. The job does not wait to be matched with a machine - it is executed
immediately, on the machine where the job is submitted. Jobs submitted in the local universe will
never be pre-empted.

Parallel universe

The parallel universe is used to run jobs that require simultaneous startup on multiple execution
nodes, such as Message Passing Interface (MPI) jobs.

5.1.3. Writing a submit description file

A job is submitted for execution using condor_submit, which requires a file called a submit
description file. The submit description file contains the name of the executable, the initial working
directory, and any command-line arguments.

The submit description file must inform condor_submit how to run the job, what input and output to
use, and where any additional files are located.

The submit description file includes information about:
* Which executable to run

» The files to use for keyboard and screen data

» The platform required to run the program

« The universe to use. If you are unsure which universe to use, select the vanilla universe.
» Where to send notification emails

* How many times to run a program

The following examples are common submit description files, demonstrating the syntax to use when
creating the file.
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Example 5.1. Basic submit description file
This example submits a job called physica.

Since no platform is specified in this description file, MRG Grid will default to run the job on a
machine which has the same architecture and operating system as the machine from which it was
submitted. The submit description file does not specify input, output, and error commands, this

will cause MRG Grid to use /dev/null for all STDIN, STDOUT and STDERR. A log file, called
physica.log will be created. When the job finishes, its exit conditions will be noted in the log file.
It is recommended that you always have a log file.

Executable = physica
Log = physica.log
Queue

Example 5.2. Using multiple directories in a submit description file
This example queues two copies of the program mathematica.

The first copy will run in directory run_1, and the second will run in directory run_2. For both
gueued copies, STDIN will be test.data, STDOUT will be 1oop.out, and STDERR will be
loop.error. There will be two sets of files written, as the files for each job are written to the
individual directories. The job will be run in the vanilla universe.

Executable = mathematica
Universe = vanilla

input = test.data
output = loop.out

error = loop.error

Log = mathematica.log
Initialdir = run_1

Queue

Initialdir = run_2

Queue

Example 5.3. Specifying execution requirements in a submit description file
This example queues 150 runs of program chemistria.

This job must be run only on Linux workstations that have greater than 32 megabytes of physical
memory. If machines with greater than 64 megabytes of physical memory are available, the job
should be run on those machines as a preference. This submit description file also advises that it
will use up to 28 megabytes of memory when running. Each of the 150 runs of the program is given
its own process number, starting with process number 0. In this case, STDIN, STDOUT, and STDERR
will refer to in. 0, out.0 and err. 0 for the first run of the program, and in.1, out.1anderr.1
for the second run of the program. A log file will be written to chemistria.log.

Executable = chemistria

Requirements = Memory >= 32 && OpSys == "LINUX" && Arch =="X86_64"
Rank = Memory >= 64

Image_Size = 28 Meg

Error err.$(Process)

Input in.$(Process)
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Output = out.$(Process)
Log = chemistria.log
Queue 150

Example 5.4. Specifying the VM universe in a submit description file
This example submits a job to be run in the VM universe using KVM.

Universe=vm

Executable=testvm

Log=$(cluster).vm.log

VM_TYPE=kvm

VM_MEMORY=512
KVM_DISK=/var/1lib/1libvirt/images/RHEL5.1img:vda:w
Queue

5.1.4. Submitting the job

Submit the job with the condor_submit command. Full details of the condor_submit command
can be found on the condor_submit manual page.

5.1.5. Monitoring job progress

Jobs can be monitored in a number of different ways. To check the status of a job using the command-
line, use the condor_status command.

Jobs can also be queried using the condor_q command.

5.1.6. Finishing a job

When a job has been succesfully completed, MRG Grid will send an email to the address given in the
submit description file. If no email address exists in the file, it will use the address in the configuration
settings instead. The email will contain information about the job, including the time it took to complete,
and the resources used.

If there is a log file recorded for the job, it will record an exit status code. A full list of the exit codes is
in Section B.4, “Shadow exit status codes”.

If a job needs to be removed before it has been completed, this can be achieved by using the
condor_rm command.

5.2. Time scheduling for job execution

MRG Grid allows jobs to begin execution at a later time. This feature can be accessed by adding a
deferral time to the submit description file. Jobs running on a Unix platform can also be set to run
periodically.

Deferring jobs

Job deferral allow the submitter to specify an exact date and time at which a job is to begin. MRG
Grid attempts to match the job to an execution machine as normal, however, the job will wait until the
specified time to begin execution. Submitters can also provide details for how to handle a job that
misses it's specified execution time.
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The deferral time is defined in the submit description file as a Unix Epoch timestamp. Unix Epoch
timestamps are the number of seconds elapsed since midnight on January 1, 1970, Coordinated
Universal Time.

After a job has been matched and the files transferred to a machine for execution, MRG Grid checks
to see if the job has a deferral time. If it does, and the time for execution is still in the future, the job will
wait. While it waits, JobStatus will indicate that the job is running.

If a job reports that the time for execution is in the past - that is, the job has failed to execute when

it should have - then the job is evicted from the execution machine and put on hold in the queue.
This could occur if the files were transferred too slowly, or because of a network outage. This can be
avoided by specifying a deferral window within which the job can still begin. When a job arrives too
late, the difference between the current time and the deferral time is calculated. If the difference is
within the deferral window, the job will begin executing immediately.

When a job defines a deferral time far in the future and then is matched to an execution machine,
potential computation cycles are lost because the deferred job has claimed the machine, but is not
actually executing. Other jobs could execute during the interval when the job waits for its deferral time.
To make use of the wasted time, a job defines a deferral_prep_time with an integer expression
that evaluates to a number of seconds. At this number of seconds before the deferral time, the job
may be matched with a machine.

If a job is waiting to begin execution and a condor_hold command is issued, the job is removed from
the execution machine and put on hold.

Limitations to the job deferral feature
There are some limitations to the job deferral feature:

 Job deferral will not work with scheduler universe jobs. If a deferral time is specified in a job
submitted to the scheduler universe, a fatal error will occur.

» Job deferral times are based on the execution machine's system clock, not the submission
machine's system clock.

» Ajob's JobStatus attribute will always show the job as running when job deferral is used. As of
the 1.3 release of MRG Grid, there is no way to distinguish between a job that is executing and a job
that has been deferred and is waiting to begin execution.

Example submit description files
The following examples show how to set job deferral times and deferral windows.

Example 5.5. Setting the deferral time using Unix epoch time
This example starts a job on January 1, 2008 at 09:00:00 GMT.

To calculate the date and time as Unix epoch time on a Unix-based machine, use the date program
from the shell prompt with the following syntax:

$ date --date "MM/DD/YYYY HH:MM:SS" +%s

You could also use an online time converter, such as the Epoch Converter*.

! http:/Avww.epochconverter.com/
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January 1, 2008 at 09:00:00 GMT converts to 1199178000 in Unix epoch time. The line you will
need to add to the submit description file is:

deferral_time = 1199178000

Example 5.6. Setting the deferral time in seconds from submission time
This example starts a job one minute from the submit time.

This parameter uses a value in seconds to determine the start time:

deferral_time = (CurrentTime + 60)

Example 5.7. Setting a deferral window in the submit description file
This example sets a deferral window of 120 seconds, within which a job can begin execution

This parameter uses a value in seconds to determine the length of the deferral window:

deferral_window = 120

Example 5.8. Setting a deferral prep time in the submit description file
This example schedules a job to begin on January 1st, 2010 at 09:00:00 GMT, and sets a deferral
prep time of 1 minute.

The deferral_prep_time attribute delays the job from being matched until the specified number
of seconds before the job is to begin execution. This prevents the job from being assigned to a
machine long before it is due to start and unnecessarily tying up resources.

1262336400
60

deferral_time
deferral prep_time

5.3. Using custom Kkill signals

Condor terminates jobs by sending them a signal. By default, vanilla universe jobs are killed with a
SIGKILL command. This does not allow the job to perform a graceful shutdown, and is referred to
as a hard-kill. To avoid this, it is possible for each job to define a custom kill signal. In this case, when
the job is killed, the custom signal will be sent first. This allows the job to perform necessary functions
for a graceful shutdown, such as writing out summary data. The starter will wait a period of time after
initiating the job termination before determining that the starter is not responding and needs to be
killed.

Defining a custom Kkill signal
1. Inthe job description file, specify the custom kill signal with the kill_sig parameter:

kill sig = 3

Where 3 is SIGQUIT, or:

kill sig = SIGQUIT
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Using custom kill signals

By default, the starter will wait the number of seconds defined in the killing_ timeout
configuration variable, less one second. It is also possible to set a timeout value in the job
description file, using the kill_sig_timeout parameter. The starter will wait the shorter of the

two values.
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ClassAds

Job submission is simplified through the use of ClassAds. ClassAds are used to advertise the
attributes of individual jobs and each slot on a machine. MRG Grid then uses the ClassAds to match
jobs to slots.

Slots are the logical equivalent of the physical cores on a machine. For example, a quad-core
workstation would have four slots - with each slot being a dedicated allocation of memory (note
however that hyperthreading will generally double the amount of slots available - a quad-core
machine with hyperthreading would have eight slots).

ClassAds for slots advertise information such as:

+ available RAM

» CPU type and speed
* virtual memory size
» current load average

Slots also advertise information about the conditions under which it is willing to run a job, and what
type of job it would prefer. Additionally, machines can specify which jobs they would prefer to run. All
this information is held by the ClassAd.

ClassAds for jobs advertise the type of machine they need to execute the job. For example, a job may
require a minimum of 128MB of RAM, but would ideally like 512MB. This information is listed in the
jobs ClassAd and slots that meet those requirements will be ranked for matching.

MRG Grid continuously reads all the ClassAds, ranking and matching jobs and slots. All requirements
for both sets of ClassAds must be fulfilled before a match is made. ClassAds are generated
automatically by the condor_submit daemon, but can also be manually constructed and edited.

Example 6.1. Using condor_status to view ClassAds
This example uses the condor_status command to view ClassAds information from the
machines available in the pool.

$ condor_status
Name Arch OpSys State Activity LoadAv Mem ActvtyTime

adriana.cs x86_64 LINUX Claimed Busy
alfred.cs. x86_64 LINUX Claimed Busy
amul.cs.wi x86_64 LINUX  Owner Idle
anfrom.cs. x86_64 LINUX Claimed Busy
anthrax.cs x86_64 LINUX Claimed Busy
astro.cs.w x86_64 LINUX Claimed Busy
aura.cs.wi x86_64 LINUX  Owner Idle

.000 64 0+01:10:00
.000 64 0+00:40:00
.000 128 0+06:20:04
000 32 0+05:16:22
.285 64 0+00:00:00
949 64 0+05:30:00
.043 128 0+14:40:15

RO O RrRRR

The condor_status command has options that can be used to view the data in different ways. The
most common options are:
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condor_status -available
Shows only those machines that are currently available to run jobs.

condor_status -run
Shows only those machines that are currently running jobs.

condor_status -1
Lists the ClassAds for all machines in the pool.

Use $ man condor_status for a complete list of options.

Constraints and preferences
Jobs are matched to resources through the use of constraints and preferences.

Constraints and preferences for jobs are specified in the submit description file using requirements
and rank expressions. For machines, this information is determined by the configuration.

The rank expression is used by a job to specify which requirements to use to rank potential machine
matches.

Example 6.2. Using the rank expression to set constraints and preferences for jobs
This example uses the rank expression to specify preferences a job has for a machine.

A job ClassAd might contain the following expressions:

Arch=="x86_64" && OpSys == "LINUX"
TARGET .Memory + TARGET.Mips

Requirements
Rank

In this case, the job requires an computer running a 64 bit Linux operating system. Among all
such computers, the job prefers those with large physical memories and high MIPS (Millions of
Instructions Per Second) ratings.

Any desired attribute can be specified for the rank expression. The condor_negotiator daemon
will satisfy the required attributes first, then deliver the best resource available by matching the rank
expression.

A machine may also specify constraints and preferences for the jobs that it will run.

Example 6.3. Using machine configuration to set constraints and preferences
This example using the machine configuration to set constraints and preferences a machine has for
ajob

A machine's configuration might contain the following:

Friend = Owner == "tannenba" || Owner == "wright"
ResearchGroup = Owner == "jbasney" || Owner == "raman"

Trusted = Owner != "rival" && Owner != "riffraff"

START = Trusted && ( ResearchGroup || LoadAvg < 0.3 &&

KeyboardIdle > 15*60 )
RANK = Friend + ResearchGroup*10
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This machine will always run a job submitted by members of the ResearchGroup but will never run
jobs owned by users rival and riffraff. Jobs submitted by Friends are preferred to foreign
jobs, and jobs submitted by the ResearchGroup are preferred to jobs submitted by Friends.

Querying ClassAd expressions

ClassAds can be queried from the shell prompt with the condor_status and condor_q tools. Some
common examples are shown here:

Use $ man condor_status and $ man condor_q for a complete list of options.

Example 6.4. Using the condor_status command with the -constraint option

This example finds all computers that have mmore than 100MB of memory and their keyboard idle
for longer than 20 minutes

$ condor_status -constraint 'KeyboardIdle > 20*60 && Memory > 100'

Name Arch OpSys  State Activity LoadAv Mem ActvtyTime

amul.cs.wi x86_64 LINUX Claimed Busy 1.000 128 0+03:45:01
aura.cs.wi x86_64 LINUX Claimed Busy 1.000 128 0+00:15:01
balder.cs. x86_64 LINUX Claimed Busy 1.000 1024 0+01:05:00
beatrice.c x86_64 LINUX Claimed Busy 1.000 128 0+01:30:02

[output truncated]

Machines Owner Claimed Unclaimed Matched Preempting

Xx86_64/LINUX 3 (0] 3 (0] 0 0
x86_64/LINUX 21 0 21 0 0 0
Xx86_64/LINUX 3 0 3 0 0 0
Xx86_64/LINUX 1 (0] (0] 1 (0] 0
x86_64/LINUX 1 0 1 0 0 (0]
Total 29 0 28 1 (0] 0

Example 6.5. Using a regex and a ClassAd function to list information
This example uses a regular expression and a ClassAd function to list specific information.

A file called ad contains ClassAd information:

$ cat ad

MyType = "Generic"

FauxType = "DBMS"

Name = "random-test"

Machine = "f05.cs.wisc.edu"

MyAddress = "<128.105.149.105:34000>"
DaemonStartTime = 1153192799
UpdateSequenceNumber = 1

The condor_advertise daemon is used to insert the generic ClassAd information into the file:

$ condor_advertise UPDATE_AD_GENERIC ad
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You can now use condor_status to constrain the search with a regular expression containing a
ClassAd function:

$ condor_status -any -constraint 'FauxType=="DBMS" && regexp("random.*", Name, "i")'
MyType TargetType Name

Generic None random-test

Job queues can also be queried in the same way.

6.1. Writing ClassAd expressions

The primary purpose of a ClassAd is to make matches, where the possible matches contain
constraints. To achieve this, the ClassAd mechanism will continuously carry out expression
evaluations, where two ClassAds test each other for a potential match. This is performed by the
condor_negotiator daemon. This section examines the semantics of evaluating constraints.

A ClassAd contains a set of attributes, which are unique names associated with expressions.
Example 6.6. A typical ClassAd

MyType = "Machine"

TargetType = "Job"

Machine = "froth.cs.wisc.edu"

Arch = "x86_64"

OpSys = "LINUX"

Disk = 35882

Memory = 128

KeyboardIdle = 173

LoadAvg = 0.1000

Requirements = TARGET.Owner=="smith" || LoadAvg<=0.3 && KeyboardIdle>15*60

ClassAd expressions are formed by literals, attributes and other sub-expressions combined with
operators and functions. ClassAd expressions are not statically checked. For this reason, the
expressions UNDEFINED and ERROR are used to identify expressions that contain names of attributes
that have no associated value or that attempt to use values in a way that is inconsistent with their

types.

Literals

Literals represent constant values in expressions. An expression that contains a literal will always
evaluate to the value that the literal represents. The different types of literals are:

Integer
One or more digits (0-9). Additionally, the keyword TRUE represents 1 and FALSE represents 0

Real
Two sequences of continuous digits separated by a . character

String
Zero or more characters enclosed within " characters. A \ character can be used as an escape
character

Undefined
The keyword UNDEFINED represents an attribute that has not been given a value.
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Error
The keyword ERROR represents an attribute with a value that is inconsistent with its type, or badly
constructed.

Attributes
Every expression must have a name and a value, together the pair is referred to as an attribute. An
attribute can be referred to in other expressions by its name.

Attribute names are sequences of letters, numbers and underscores. They can not start with a
number. All characters in the name are significant, but they are not case sensitive.

A reference to an attribute must consist of the name of the attribute being refered to. References can
also contain an optional scope resolution prefix of either MY . or TARGET .

The expression evaluation is carried out in the context of two ClassAds, creating a potential for
ambiguities in the name space. The following rules define the semantics of attribute references made
by ClassAd A which is being evaluated in relation to C1lassAd B:

If the reference contains a scope resolution prefix:

* If the prefix is MY. the attribute will be looked up in C1assAd A. If the attribute exists in C1lassAd
A, the value of the reference becomes the value of the expression bound to the attribute name. If the
attribute does not exist in C1lassAd A, the value of the reference becomes UNDEFINED

* If the prefix is TARGET . the attribute is looked up in C1lassAd B. If the attribute exists in ClassAd
B the value of the reference becomes the value of the expression bound to the attribute name. If the
attribute does not exist in ClassAd B, the value of the reference becomes UNDEFINED

If the reference does not contain a scope resolution prefix:

« If the attribute is defined in ClassAd A the value of the reference is the value of the expression
bound to the attribute name in C1lassAd A

« If the attribute is defined in ClassAd B the value of the reference is the value of the expression
bound to the attribute name in ClassAd B

« If the attribute is defined in the ClassAd environment, the value from the environment is returned.
This is a special environment, not the standard Unix environment. Currently, the only attribute of the
environment is CurrentTime, which evaluates to the integer value returned by the system call
time(2)

« If the attribute is not defined in any of the above locations, the value of the reference becomes
UNDEFINED

If the reference refers to an expression that is itself in the process of being evaluated, it will cause a
circular dependency. In thise case, the value of the reference becomes ERROR

Operators
The unary negation operator of - takes the highest precedence in a string. In order, operators take the
following precedence:

1. - (unary negation)
2. *and/
3. + (addition) and - (subtraction)

4, <<=>=and>
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5. ==I1==?=and=!=
6. &&
7. 11

The different types of operators are:

Arithmetic operators
The operators * / + and - operate arithmetically on integers and real literals

Arithmetic is carried out in the same type as both operands. If one operand is an integer and the
other real, the type will be promoted from integer to real

Operators are strict with respect to both UNDEFINED and ERROR

If one or both of the operands are not numerical, the value of the operation is ERROR

Comparison operators
The comparison operators == != <= < >= and > operate on integers, reals and strings

The operators =?= and =!= behave similarly to == and !=, but are not strict. Semantically, =?=
tests if its operands have the same type and the same value. For example, 106 == UNDEFINED
and UNDEFINED == UNDEFINED both evaluate to UNDEFINED, but 10 =?= UNDEFINED will
evaluate to FALSE and UNDEFINED =?= UNDEFINED will evaluate to TRUE. The =!= operator
tests for not identical conditions

String comparisons are case insensitive for most operators. The only exceptions are the operators
=?= and =!= which perform case sensitive comparisons when both sides are strings

Comparisons are carried out in the same type as both operands. If one operand is an integer and
the other real, the type will be promoted from integer to real

Strings can not be converted to any other type, so comparing a string and an integer or a string
and a real results in ERROR

The operators == != <= < and >= > are strict with respect to both UNDEFINED and ERROR

Logical operators

The logical operators && and | | operate on integers and reals. The zero value of these types are
considered FALSE and non-zero values TRUE

Logical operators are not strict, and exploit the "don't care" properties of the operators to eliminate
UNDEFINED and ERROR values when possible. For example, UNDEFINED && FALSE evaluates to
FALSE, but UNDEFINED || FALSE evaluates to UNDEFINED

Any string operand is equivalent to an ERROR operand for a logical operator. For example TRUE
&& "string" evaluates to ERROR

Pre-defined functions
ClassAd expressions can use predefined functions. Function names are not case sensitive. Function
calls can also be nested or recursive.

This is a complete list of predefined functions. The format of each function is:

ReturnType FunctionName(ParameterTypel parameterl, ParameterType2 parameter2, ...)
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The possible types are as listed in Literals. If the function can be any of these literal types, it is
described as AnyType. Where the type is Integer, but only returns the value 1 or @ (True or
False), itis described as Boolean. Optional parameters are given in square brackets.

AnyType ifThenElse(AnyType IfExpr,AnyType ThenExpr, AnyType E1seExpr)
A conditional expression.

When IfExpr evaluates to true, return the value as given by ThenExpr

When false, return the value as given by EI1seExpr

When UNDEFINED, return the value UNDEFINED

When ERROR, return the value ERROR

When IfExpr evaluates to 0.0, return the value as given by E1seExpr

When IfExpr evaluates to a non-0.0 or Real value, return the value as given by ThenExpr
When IfExpr evaluates to give a value of type String, return the value ERROR
Expressions are only evaluated as defined

If a number of arguments other than three are given, the function will return ERROR

Boolean isUndefined(AnyType Expr)
Returns True if Expr evaluates to UNDEFINED. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Boolean isError(AnyType Expr)
Returns True, if Expr evaluates to ERROR. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Boolean isString(AnyType Expr)
Returns True if Expr gives a value of type String. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Boolean isinteger(AnyType Expr)
Returns True, if Expr gives a value of type Integer. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Boolean isReal(AnyType Expr)
Returns True if Expr gives a value of type Real. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Boolean isBoolean(AnyType Expr)
Returns True, if Expr returns an integer value of 1 or 0. Otherwise, returns False

If a number of arguments other than one is given, the function will return ERROR

Integer int(AnyType Expr)
Returns the integer value as defined by Expr

Where the type of the evaluated Expr is Real the value is rounded down to an integer
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Where the type of the evaluated Expr is String the string is converted to an integer using a C-
like atoi() function. If the result is not an integer, ERROR is returned

Where the evaluated Expr is ERROR or UNDEFINED, ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

Real real(AnyType Expr)

Returns the real value as defined by Expr
Where the type of the evaluated Expr is Integer the return value is the converted integer

Where the type of the evaluated Expr is String the string is converted to a real value using a C-
like atof () function. If the result is not real ERROR is returned

Where the evaluated Expr is ERROR or UNDEFINED, ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

String formatTime([ Integer time][, String format ])

Returns a formatted string that is a representation of time. The argument time is interpreted as
coordinated universe time in seconds, since midnight of January 1, 1970. If not specified, time
will default to the value of attribute CurrentTime.

The argument format is interpreted in a similar way to the format argument of the ANSI C
strftime function. It consists of arbitrary text plus placeholders for elements of the time. These
placeholders are percent signs (%) followed by a single letter. To have a percent sign in the output,
use a double percent sign (%%). If the format is not specified, it defaults to %c (local date and time
representation).

Because the implementation uses strftime() to implement this, and some versions implement
extra, non-ANSI C options, the exact options available to an implementation may vary. An
implementation is only required to use the ANSI C options, which are:

* %a

abbreviated weekday name
* %A

full weekday name
* %b

abbreviated month name
* %B

full month name
* %C

local date and time representation
o %d

day of the month (01-31)

* %H
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hour in the 24-hour clock (0-23)
%I

hour in the 12-hour clock (01-12)
%]

day of the year (001-366)

J6m

month (01-12)

%M

minute (00-59)

%p

local equivalent of AM or PM

%S

second (00-59)

%U

week number of the year (Sunday as first day of week) (00-53)
W

weekday (0-6, Sunday is 0)

W

week number of the year (Monday as first day of week) (00-53)
%X

local date representation

%X

local time representation

xy

year without century (00-99)

%Y

year with century

%Z

time zone name, if any
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String string(AnyType Expr)

Returns the string that results from the evaluation of Expr

A non-string value will be converted to a string
Where the evaluated Expr is ERROR or UNDEFINED, ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

Integer floor(AnyType Expr)

When the type of the evaluated Expr is Integer, returns the integer that results from the
evaluation of Expr

When the type of the evaluated Expr is anything other than Integer, function real (Expr) is
called. Its return value is then used to return the largest integer that is not higher than the returned
value

Where the Real (Expr) returns ERROR or UNDEFINED, ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

Integer ceiling(AnyType Expr)

When the type of the evaluated Expr is Integer, returns the integer that results from the
evaluation of Expr

When the type of the evaluated Expr is anything other than Integer, function real (Expr) is
called. Its return value is then used to return the smallest integer that is not less than the returned
value

Where the Real (Expr) returns ERROR or UNDEFINED, ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

Integer round(AnyType Expr)

When the type of the evaluated Expr is Integer, returns the integer that results from the
evaluation of Expr

When the type of the evaluated Expr is anything other than Integer, function real (Expr)
is called. Its return value is then used to return the integer that results from a round-to-nearest
rounding method. The nearest integer value to the return value is returned, except in the case
of the value at the exact midpoint between two values. In this case, the even valued integer is
returned

Where the Real (Expr) returns ERROR or UNDEFINED, or the integer does not fit into 32 bits
ERROR is returned

If a number of arguments other than one is given, the function will return ERROR

Integer random([ AnyType Expr ])

When the type of the optional argument Expr evaluates to Integer or Real, the return value is
the integer or real r randomly chosen from the interval @ <= r < x

With no argument, the return value is chosen with random(1.0)
In all other cases, the function will return ERROR

If a number of arguments other than one is given, the function will return ERROR
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String strcat(AnyType Exprl [, AnyType Expr2 ...])
Returns the string which is the concatenation of all arguments, where all arguments are converted
to type String by function string(Expr)

If any argument evaluates to ERROR or UNDEFINED, ERROR is returned

String substr(String s, Integer offset [, Integer length])
Returns the substring s, from the position indicated by offset, with optional 1ength characters

The first character within s is at offset 0. If the 1ength argument is not used, the substring
extends to the end of the string

If of fset is negative, the value of length - offset is used for offset

If length is negative, an initial substring is computed, from the offset to the end of the string.
Then, the absolute value of length characters are deleted from the right end of the initial substring.
Further, where characters of this resulting substring lie outside the original string, the part that lies
within the original string is returned. If the substring lies completely outside of the original string,
the null string is returned

If a number of arguments other than either two or three is given, the function will return ERROR

Integer strcmp(AnyType Exprl, AnyType Expr2)
Both arguments are converted to type String by string(Expr)

The return value is an integer that will be less than 0 if Expr1 is less than Expr2
The return value will be equal to 0 if Expr1 is equal to Expr2
The return value will be greater than 0 if Expr1 is greater than Expr2

Case is significant in the comparison. Where either argument evaluates to ERROR or UNDEFINED,
ERROR is returned

If a number of arguments other than two is given, the function will return ERROR

Integer stricmp(AnyType Exprl, AnyType Expr2)
This function is the same as the strcmp function, except that letter case is not significant

String toUpper(AnyType Expr)
The argument is converted to type String by the string(Expr)

The return value is a string, with all lower case letters converted to upper case
If the argument evaluates to ERROR or UNDEFINED, ERROR is returned
If a number of arguments other than one is given, the function will return ERROR

String toLower(AnyType Expr)
The argument is converted to type String by the string(Expr)

The return value is a string, with all upper case letters converted to lower case
If the argument evaluates to ERROR or UNDEFINED, ERROR is returned
If a number of arguments other than one is given, the function will return ERROR

Integer size(AnyType Expr)
Returns the number of characters in the string, after calling the string(Expr) function
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If the argument evaluates to ERROR or UNDEFINED, ERROR is returned
If a number of arguments other than one is given, the function will return ERROR

The following functions contain string lists. String delimiters are used to define how the string list
should be read. The characters in the string delimiter define the characters used to separate the
elements within the string list.

Example 6.7. Using a string delimiter of ", |" with string lists
This example uses the stringListSize function to demonstrate how a string delimiter of *, |" (a
comma, followed by a space character, followed by a pipe) operates.

The function is given as follows:
StringlListSize("1,2 3|4&5", ", |")

Firstly, the string is broken up according to the first delimiter - the comma character - resulting in the
following two elements:

"1" and "2 3]|4&5"

Now perform the same process, using the second delimiter - the space character - resulting in three
elements:

ll1ll, ll2ll and ll3|4&5ll
Finally, apply the third delimiter - the pipe character - resulting in a total of four elements:
ll1ll, ll2ll, ll3ll and ll4&5ll

Note that because the & character is not defined as a delimiter, the final group ("4&5") is considered
only one element

@ve

The string delimiter is optional in the following functions. If no string delimiter is
defined, the default string delimiter of " , " (a space character, followed by a comma) is used.

Integer stringlListSize(String 1ist [, String delimiter])
Returns the number of elements in the String 1ist, as delimited by the String delimiter

If one or both of the arguments is not a string, returns ERROR
If a number of arguments other than one is given, the function will return ERROR

Integer stringlListSum(String 1ist [, String delimiter]) OR Real stringListSum(String
list[,String delimiter])
Returns the sum of all items in the String 1ist, as delimited by the String delimiter

If all items in the list are integers, the return value is also an integer. If any item in the list is a real
value, the return value is real
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If any item is not either an integer or real value, the return value is ERROR

Real stringListAve(String 1ist [, String delimiter])
Sums and returns the real-valued average of all items in the String 1ist, as delimited by the
String delimiter

If any item is neither an integer nor a real value, the return value is ERROR

A list containing no items returns the value 0. 0

Integer stringlistMin(String 1list [, String delimiter ]) OR Real stringListMin(String 1ist
[,String delimiter])
Returns the minimum value from all items in the String 1ist, as delimited by the String
delimiter

If all items in the list are integers, the return value is also an integer. If any item in the list is a real
value, the return value is a real

If any item is neither an integer nor a real value, the return value is ERROR

A list containing no items returns the value UNDEFINED

Integer stringListMax(String 1ist [, String delimiter ]) OR Real stringListMax(String
list[,Stringdelimiter))
Returns the maximum value from all items in the String 1ist, as delimited by the String
delimiter

If all items in the list are integers, the return value is also an integer. If any item in the list is a real
value, the return value is a real

If any item is neither an integer nor a real value, the return value is ERROR

A list containing no items returns the value UNDEFINED

Boolean stringListMember(String x, String 1ist [, String delimiter])
Returns TRUE if item x is in the string list, as delimited by the String delimiter

Returns FALSE if item x is not in the string 1ist
Comparison is performed with the stremp () function

If the arguments are not strings, the return value is ERROR

Boolean stringListiMember(String x, String 1ist [, String delimiter])
This function is the same as the stringListMember function, except that the comparison is
done with the stricmp () function, so letter case is not significant

The following functions contain a regular expression (regex) and an options argument. The options
argument is a string of special characters that modify the use of the regex. The only accepted options
are:

Table 6.1. Options for use in functions

Description
Tori Ignore letter case
Morm Modifies the interpretation of the carat () and

dollar sign ($) characters, so that A matches
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Option Description

the start of a string, as well as after each new
line character and $ matches before a new line
character

Sors Modifies the interpretation of the period (.)
character to match any character, including the
new line character.

Xorx Ignore white space and comments within the
pattern. A comment is defined by starting with
the # character, and continuing until the new line
character.

e

For a complete list of regular expressions visit the PCRE Library1

Boolean regexp(String pattern, String target [, String options])
Returns TRUE if the String target is a regular expression as described by pattern. Otherwise
returns FALSE

If any argument is not a String, or if pattern does not describe a valid regular expression,
returns ERROR

String regexps(String pattern, String target, String substitute,[String options])
The regular expression pattern is applied to target. If the String target is a regular
expression as described by pattern, the String substitute is returned, with backslash
expansion performed

If any argument is not a String returns ERROR

Boolean stringListRegexpMember(String pattern, String 1list [, String delimiter ][,
String options])
Returns TRUE if any of the strings within the list is a regular expression as described by pattern.
Otherwise returns FALSE

If any argument is not a String, or if pattern does not describe a valid regular expression,
returns ERROR

To include the optional fourth argument options, a third argument of String delimiter is
required. If a specific delimiter is not specified, the default value of " , " (a space character
followed by a comma) will be used

Integer time()
Returns the current Unix epoch time, which is equal to the ClassAd attribute CurrentTime. This
is the time, in seconds, since midnight on January 1, 1970

String interval(Integer seconds)
Uses seconds to return a string in the form of days+hh:mm:ss representing an interval of time.
Leading values of zero are omitted from the string

! http:/Awww.pcre.org
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Resource restriction

6.2. Resource restriction

The condor_startd daemon is able to divide system resources amongst all available slots, by
changing how they advertised to the collector for match-making purposes. This parameter will cause
all jobs to execute inside a wrapper that will enforce limits on RAM, disk space, and swap space.

M

This parameter prevents a job from using more resources than have been allocated to the slot
running it. It is important to accurately specify the resources needed when submitting the job, to
prevent errors in execution.

Example 6.8. Resource restriction
This example demonstrates resource restriction.

In this example, an execute node exists with the following resources:

» 2GB of RAM
» 100GB of disk space
» 100MB of swap space

This execute node has 2 slots with the resources evenly divided between them. This means that
each slot advertises to the collector with the following resources:

* 1GB of RAM
» 50GB of disk space
» 50MB of swap space

Any job that requests more resources than what is available by one of these slots will not be
matched. However, if a job is advertised with the following requirements, it will be matched:

» 1GB of RAM
» 50GB of disk space
» 50MB of swap space

If this job was matched and run, but eventually needed more than 1GB of RAM, 50GB of disk, or
50MB of swap space, nothing would prevent the job from consuming the resources it needs to run.
This can become a problem, as the other slot is still advertising half the system resources, even
though less than half is now available.

If a second job is matched to the other available slot and attempts to use the resources it has
requested, it is likely to create resource contention with the first job.

Setting and using resource restriction creates a wrapper for the job to run within. This means that
the example job would not be able to consume more than 1GB of RAM, 50GB of disk space, or
50GB of swap space. If it did attempt to, job execution would fail.
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Using this feature can result in hard failures in the application. Memory allocations or disk writes
can fail if they attempt to use more resources than is allocated on the slot. Any jobs to be run
with strict resource enforcement should be written in such a way that they are able to gracefully

handle failures when requesting resources.

1. Create a file in the local configuration directory, and add the following lines:

USER_JOB_WRAPPER=$(LIBEXEC)/condor_limits_wrapper.sh

2. Save the changes, and restart the condor service:

# service condor restart
Stopping condor services:
Starting condor services:

oK ]
oK ]

— e
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Tracking Processes

MRG Grid needs to keep track of all processes created by every job. This is neccesary in order to
provide resource usage statistics, and also so that processes can be properly cleaned up once a job
has been completed. This is achieved by tracking a combination of parent/child process relationships,
groups, and using the information in each job environment.

Tracking processes reliably can be difficult. When condor cleans up after executing a job, it does
the best that it can by deleting all of the processes started by the job. During the life of the job, it
also attempts to track the CPU usage of all processes created by the job. There are a variety of
mechanisms used to detect all processes, but the only way to catch them all is to run the job under
a dedicated execution account. Otherwise, some processes will always be left behind. Sometimes,
these processes can then create problems for the next job to be processed. Running jobs with a
dedicated Condor user account or group can help increase the reliability of process tracking.

Setting up a dedicated user account

When a job is submitted, it is usually run under the user account that submitted it. However, there are
some conditions which will make it run under the user nobody. The nobody user is often used by
the system for other jobs, or non-condor tasks as well, which can make killing processes owned by
nobody complicated. To avoid this issue, create a dedicated low-privilege user account for each job
execution slot on every machine. These user accounts can then be used for running jobs instead of
the nobody account.

1. Create the users: one for each job execution slot on each machine. In this example, the machine
has two slots, so two users have been created: condorusri, and condorusr2:

# adduser condorusril
# adduser condorusr2

2. Create afile in the local configuration directory, and add the following lines:

SLOT1_USER
SLOT2_USER

condorusri
condorusr2

3. Mark these users as dedicated by adding the DEDICATED_EXECUTE_ACCOUNT_REGEXP
configuration variable to the file. This allows condor to kill all the processes belonging to
these users when a job has been completed. The DEDICATED_EXECUTE_ACCOUNT_REGEXP
configuration variable uses a regular expression to match the user accounts:

DEDICATED_EXECUTE_ACCOUNT_REGEXP = condorusr[0-9]+

4. Finally, adjust the STARTER_ALLOW_RUNAS_OWNER configuration variable, so that it no longer
runs jobs as the job owner, but uses the dedicated user accounts instead:

STARTER_ALLOW_RUNAS_OWNER = False

5. To check if the dedicated user is being used as expected, check the log file for this entry:
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Tracking process family by login "condorusri"

Setting up a dedicated group

To be able to track processes regardless of the user account of the job they have submitted under,
it is also possible to create a range of dedicated group IDs (GIDs). In this case, the dedicated GID
is specified in a supplementary group list of a job's initial process. Because doing this requires root
privileges, the job will not be able to create processes that condor cannot see.

1. Create a dedicated GID range, ensuring that the number of IDs available in the range matches the
number of execution slots available on the machine. In this example, the machine has eight slots,
so a range of eight GIDs has been created, from 750 to 757:

# groupadd -g 750-757

2. Create afile in the local configuration directory, and add the following lines:

USE_GID_PROCESS_TRACKING = True
MIN_TRACKING_GID 750
MAX_TRACKING_GID 757

@

Process tracking using GID requires use of the condor_procd daemon. If the
USE_GID _PROCESS_TRACKING configuration variable is set to True, condor_procd will
be used regardless of the setting for USE_PROCD.
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Job Hooks

A hook is an external program or script invoked during the life cycle of a job. External programs or
scripts allow MRG Grid to interface with external systems, and fetch work or perform other tasks that
could not be accomplished with MRG Grid alone. This can result in an easier and more direct method
of interfacing with an external scheduling system.

Hooks can also be useful where a job needs to be performed behind a firewall, but requires data from
outside. The hook only needs an outbound network connection to complete the task, thereby being
able to operate from behind the firewall, without the intervention of a connection broker.

Hooks can also be used to manage the execution of a job. They can be used to fetch execution
environment variables, update information about the job as it runs, notify when it exits, or take special
action if the job is evicted.

MRG Grid can be configured to look for jobs by using job hooks. Any job retrieved by the job hooks

is evaluated to decide if it should be executed, and whether or not it should pre-empt any currently
running jobs. If the resources are not available to run the retrieved job, it will be refused. Jobs retrieved
by job hooks will not appear in any of the MRG Grid queue mechanisms (like condor_q).

When a job is accepted the condor_startd daemon will spawn a condor_starter daemon to
manage the execution of the job. The job will then be treated as any other, and can potentially be pre-
empted by a higher ranking job.

Job hooks related to fetching or evicting jobs are handled either by the condor_startd. Job hooks
invoked during a job's lifecycle are handled by the condor_starter daemon.

The different types of hooks are:

HOOK_FETCH_WORK
This hook returns any work to be considered by the condor_startd daemon. The
FetchWorkDelay configuration variable determines how long the daemon will wait between
attempts to fetch work.

HOOK_REPLY_FETCH

When a job is retrieved with the HOOK_FETCH_WORK job hook, the condor_startd decides
whether to accept or reject the fetched job and uses HOOK_REPLY_FETCH job hook to send
notification of the decision.

Importantly, this hook is advisory in nature. condor_startd will not wait for the results of
HOOK_REPLY_FETCH before performing other actions. The output and exit status of this hook is
ignored.

HOOK_EVICT_CLAIM

HOOK_EVICT_CLAIM is invoked by condor_startd in order to evict a fetched job. This hook is
also advisory in nature.

HOOK_PREPARE_JOB

When a job is going to be run, condor_starter invokes HOOK_PREPARE_JOB. This job hook
allows commands to be executed to set up the job environment, such as transferring input files.

condor_starter will wait for HOOK_PREPARE_JOB to be returned before it attempts to execute
the job. An exit status of 0 indicates that the job has been prepared succesfully. If the hook returns
with an exit status that is not 0, an error has occured and the job will be aborted.
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HOOK_UPDATE_JOB_INFO
This hook is invoked periodically during the life of a job to update job status information.
The period before the hook is invoked for the first time can be adjusted by changing the
STARTER_INITIAL_UPDATE_INTERVAL configuration variable. After the initial interval, further
intervals can be adjusted with the STARTER_UPDATE_INTERVAL configuration variable. Using the
default values, the hook would be invoked for the first time eight seconds after the job has begun
executing, and then every five minutes (600 seconds) thereafter.

HOOK_JOB_EXIT
This hook is invoked whenever a job exits - either through completion or eviction.

The condor_starter will wait for this hook to return before taking any further action.

When a hook is invoked, it will have certain privileges. Job hooks invoked from the condor_startd
will have the same privileges as the condor user (or the privileges of the user running the startd, if
that is a user other than Condor). Job hooks invoked by the condor_starter will have the same
privileges as the job owner.

Defining the FetchWorkDelay Expression
The condor_startd daemon will attempt to fetch new work in two circumstances:

1. When condor_startd evaluates its own state; and
2. When the condor_starter exits after completing fetched work.

It is possible that, even if a slot is already running another job, it could be pre-empted by a new job,
which could result in a problem known as thrashing. In this situation, every job gets pre-empted and no
job has a chance to finish. By adjusting the frequency that condor_startd checks for new work, this
can be prevented. This can be achieved by defining the FetchWorkDelay configuration variable.

The FetchWorkDelay variable is expressed as the number of seconds to wait in between the last
fetch attempt completing and attempting to fetch another job.

Example 8.1. Setting the FetchWorkDelay configuration variable

This example instructs condor_startd to wait for 300 seconds (5 minutes) between attempts
to fetch jobs, unless the slot is marked as Claimed/Idle. In this case, condor_startd should
attempt to fetch a job immediately:

FetchworkDelay = ifThenElse(State == "Claimed" && Activity == "Idle", 0, 300)

If the FetchWorkDelay variable is not defined, condor_startd will default to a 300 second (5
minute) delay between all attempts to fetch work, regardless of the state of the slot.

Using keywords to define hooks in configuration files
Hooks are defined in the configuration files by prefixing the name of the hook with a keyword. This
allows a machine to have multiple sets of hooks, with each set identified by a keyword.

Each slot on a machine can define a separate keyword for the set of hooks that should be used. If
a slot-specific keyword is not used, condor_startd will use the global keyboard defined in the
STARTD_JOB_HOOK_KEYWORD configuration variable.
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Slots are the logical equivalent of the physical cores on a machine. For example, a quad-core
workstation would have four slots - with each slot being a dedicated allocation of memory (note
however that hyperthreading will generally double the amount of slots available - a quad-core
machine with hyperthreading would have eight slots).

Once a job has been retrieved using the HOOK_FETCH_WORK job hook, the condor_startd daemon
will use the keyword for that job to select the hooks required to execute it.

Example 8.2. Using keywords when defining hooks
This is an example configuration file that defines hooks on a machine with four slots.

Three of the slots (slots 1-3) use the global keyword for running work from a database-driven
system. These slots need to fetch work and provide a reply to the database system for each
attempted claim.

The fourth slot (slot 4) uses a custom keyword to handle work fetched from a web service. It needs
only to fetch work.

STARTD_JOB_HOOK_KEYWORD = DATABASE

SLOT4_JOB_HOOK_KEYWORD = WEB

DATABASE_HOOK_DIR = /usr/local/condor/fetch/database

DATABASE_HOOK_FETCH_WORK = $(DATABASE_HOOK_DIR)/fetch_work.php

DATABASE_HOOK_REPLY_FETCH = $(DATABASE_HOOK_DIR)/reply_fetch.php

WEB_HOOK_DIR = /usr/local/condor/fetch/web
WEB_HOOK_FETCH_WORK = $(WEB_HOOK_DIR)/fetch_work.php

Note that the keywords DATABASE and WEB are very generic terms. It is advised that you choose
more specific keywords for your own installation.
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Policy Configuration

Machines in a pool can be configured through the condor_startd daemon to implement policies
that perform actions such as:
» Start a remote job

* Suspend a job
* Resume a job
» Vacate a job
* Kill a job

Policy configuration is the at the heart of the balancing act between the needs and wishes of machine
owners and job submitters. This section will outline how to adjust the policy configuration for machines
in your pool.

@

If you are configuring the policy for a machine with multiple cores, and therefore multiple slots,
each slot will have its own individual policy expressions. In this case, the word machine refers to
a single slot, not to the machine as a whole.

This chapter assumes you know and understand ClassAd expressions. Ensure that you have read
Chapter 6, ClassAds before you begin.

9.1. Machine states and transitioning

Every machine is assigned a state, which changes as machines become available to run jobs. The six
possible states are:

Owner
The machine is not available to run jobs. This state normally occurs when the machine is being
used by the owner. Additionally, machines begin in this state when they are first turned on

Unclaimed
The machine is available to run jobs, but is not currently doing so

Matched

The machine has been matched to a job by the negotiator, but the job has not claimed the
machine

Claimed
The machine has been claimed by a job. The job may be currently executing, or waiting to begin
execution

Preempting
The machine was claimed, but is now being pre-empted. This state is used to evict a running
job from a machine, so that a new job can be started. This can happen for one of the following
reasons:
» The owner has started using the machine

» Jobs with a higher priority are waiting to run
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* Another request that this resource would rather serve was found

The following diagram demonstrates the machine states and the possible transitions between them.

{ A\ —

P Owner smpUnclaimed ssp Matched s Claimed s Pre-empting

(A J

Possible transitions between machine states

Owner to Unclaimed
This transition occurs when the machine becomes available to run a job. This occurs when the
START expression evaluates to TRUE.

Unclaimed to Owner
This transition occurs when the machine is in use and therefore not available to run jobs. This
occurs when the START expression evaluates to FALSE.

Unclaimed to Matched
This transition occurs when the resource is matched with a job.

Unclaimed to Claimed
This transition occurs if condor_schedd initiates the claiming procedure before the
condor_startd receives notification of the match from the condor_negotiator.

Matched to Owner
This transition occurs if:
« the machine is no longer available to run jobs. This happens when the START expression
evaluates to FALSE.

» the MATCH_TIMEOUT timer expires. This occurs when a machine has been matched but not
claimed. The machine will eventually give up on the match and become available for a new
match.

« condor_schedd has attempted to claim the machine but encountered an error.
+ condor_startd receives a condor_vacate command while it is in the Matched state.

Matched to Claimed
This transition occurs when the machine is successfully claimed and the job is running.

Claimedto Pre-empting
From the Claimed state, the only possible destination is the Pre-empting state. This transition
can be caused when:

* The job that has claimed the machine has completed and releases the machine
» The resource is in use. In this case, the PREEMPT expression evaluates to TRUE
» condor_startd receives a condor_vacate command.

» condor_startd is instructed to shut down.

« The machine is matched to a job with a higher priority than the currently running job.
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Pre-empting to Claimed
This transition occurs when the resource is matched to a job with a better priority.

Pre-empting to Owner
This transition occurs when:
» the PREEMPT expression evaluated to TRUE while the machine was in the Claimed state

» condor_startd receives a condor_vacate command

» the START expression evalutes to FALSE and the job it was running had finished being evicted
when it entered the Pre-empting state.

Machine Activities
While a machine is in a particular state, it will also be performing an activity. The possible activities
are:

* Idle

» Benchmarking
e Busy

» Suspended

* Retiring

» Vacating

« Killing

Each of these activities has a slightly different meaning, depending on which state they occur in. This
list explains each of the possible activities for a machine in different states:

* Owner

e Idle: This is the only possible activity for a machine in the Owner state. It indicates that the
machine is not currently performing any work for MRG Grid, even though it may be working on
other unrelated tasks.

* Unclaimed

e Idle: This is the normal activity for machines in the Unclaimed state. The machine is available
to run MRG Grid tasks, but is not currently doing so.

e Benchmarking: This activity only occurs in the Unclaimed state. It indicates that benchmarks
are being run to determine the speed of the machine. How often this activity occurs can be
adjusted by changing the RunBenchmarks configuration variable.

» Matched

e Idle: Although the machine is matched, it is still considered Idle, as itis not currently running a
job.

e Claimed

e Idle: The machine has been claimed, but the condor_starter daemon, and therefore the job,
has not yet been started. The machine will briefly return to this state when the job finishes.
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* Busy: The condor_starter daemon has started and the job is running.

» Suspended: The job has been suspended. The claim is still valid, but the job is not making any
progress and MRG Grid is not currently generating a load on the machine.

* Retiring: When an active claim is about to be pre-empted, it enters retirement while it waits
for the current job to finish. The MaxJobRetirementTime configuration variable determines
how long to wait. Once the job finishes or the retirement time expires, the Preempting state is
entered.

e Preempting
» Vacating: The job that was running is attempting to exit gracefully.

* Killing: The machine has requested the currently running job to exit immediately.

9.2. The condor_startd daemon

This section discusses the condor_startd daemon. This daemon evaluates a number of
expressions in order to determine when to transition between states and activities. The most important
expressions are explained here.

The condor_startd daemon represents the machine or slot on which it is running. This daemon

is responsible for publishing characteristics about the machine in the machine's ClassAd. To see the
values for the attributes, run condor_status -1 hostname from the shell prompt. On a machine
with more than one slot, the condor_startd will regard the machine as separate slots, each with its
own name and ClassAd.

Normally, the condor_negotiator evaluates expressions in the machine ClassAd against job
ClassAds to see if there is a match. By locally evaluating an expression, the machine only evaluates
the expression against its own ClassAd. If the expression references parameters that can only

be found in another ClassAd, then the expression can not be locally evaluated. In this case, the
expression will usually evaluate locally to UNDEFINED.

The START expression

The most important expression to the condor_startd daemon is the START expression. This
expression describes the conditions that must be met for a machine to run a job. This expression can
reference attributes in the machine ClassAd - such as KeyboardIdle and LoadAvg - and attributes
in a job ClassAd - such as Owner, Imagesize and Cmd (the name of the executable the job will
run). The value of the START expression plays a crucial role in determining the state and activity of a
machine.

The machine locally evaluates the IsOwner expression to determine if it is capable of running
jobs. The default IsOwner expression is a function of the START expression, so that START =?

= FALSE. Any job ClassAd attributes appearing in the START expression, and subsequently in the
IsOwner expression, are undefined in this context, and may lead to unexpected behavior. If the
START expression is modified to reference job ClassAd attributes, the IsOwner expression should
also be modified to reference only machine ClassAd attributes.

The REQUIREMENTS expression

The REQUIREMENTS expression is used for matching machines with jobs. When a machine is
unavailable for further matches, the REQUIREMENTS expression is set to FALSE. When the START
expression locally evaluates to TRUE, the machine advertises the REQUIREMENTS expression as TRUE
and does not publish the START expression.
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The RANK expression

A machine can be configured to prefer certain jobs over others, through the use of the RANK
expression in the machine ClassAd. It can reference any attribute found in either the machine ClassAd
or a job ClassAd. The most common use of this expression is to configure a machine so that it prefers
to run jobs from the owner of that machine. Similarly, it is often used for a group of machines to prefer
jobs submitted by the owners of those machines.

Example 9.1. A simple application of the RANK expression in the machine ClassAd
This example demonstrates a simple application of the RANK expression

In this example there is a small research group consisting of four machines and four owners:
» The machine called tenorsax is owned by the user coltrane

e The machine called piano is owned by the user tyner
» The machine called bass is owned by the user garrison
» The machine called drums is owned by the user jones

To implement a policy that gives priority to the machines in this research group, set the RANK
expression to reference the Owner attribute, where it matches one of the people in the group:

RANK = Owner == "coltrane" || Owner == "tyner" \
|| Owner == "garrison" || Owner == "jones"

Boolean expressions evaluate to either 1 or @ (TRUE or FALSE). In this case, if the remote job is
owned by one of the preferred users, the RANK expression will evaluate to 1. If the remote job is
owned by any other user, it would evaluate to ©. The RANK expression is evaluated as a floating
point number, so it will prefer the group users because it evaluates to a higher number.

Example 9.2. A more complex application of the RANK expression in the machine ClassAd

This example demonstrates a more complex application of the RANK expression. It uses the same
basic scenario as Example 9.1, “A simple application of the RANK expression in the machine
ClassAd”, but gives the owner a higher priority on their own machine.

This example is on the machine called bass, which is owned by the user garrison. The following
entry would need to be included in a file in the local configuration directory on that machine:

RANK = (Owner == "coltrane") + (Owner == "tyner") \
+ ((Owner == "garrison") * 10) + (Owner == "jones")

The parentheses in this expression are essential, because the + operator has higher default
precedence than ==. Using + instead of | | allows the system to match some terms and not others.

If a user not in the research group is running a job on the machine called bass, the RANK
expression will evaluate to 0, as all of the boolean terms evaluate to 0. If the user jones submits

a job, his job would match this machine and the RANK expression will evaluate to 1. Therefore, the
job submitted by jones would pre-empt the running job. If the user garrison (the owner of the
machine) later submits a job, the RANK expression will evaluate to 10 because the boolean that
matches Jimmy gets multiplied by 10. In this case, the job submitted by garrison will pre-empt the
job submitted by jones.

The RANK expression can reference parameters other than Owner. If one machine has an enormous
amount of memory and other do not have much at all, the RANK expression can be used to run jobs
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with larger memory requirements on the machine best suited to it, by using RANK = ImageSize. This
preference will always service the largest of the jobs, regardless of which user has submitted them.
Alternatively, a user could specify that their own jobs should run in preference to those with the largest
ImageSize by using RANK = (Owner == "user_name" * 1000000000000) + Imagesize.

9.3. Conditions for state and activity transitions

This section lists all the possible state and activity transitions, with descriptions of the conditions under
which each transition occurs.

Owner state

The Owner state represents a resource that is currently in use and not available to run jobs. When the
startd is first spawned, the machine will enter the Owner state. The machine remains in the Owner
state while the IsOwner expression evaluates to TRUE. If the IsOwner expression is FALSE, then the
machine will transition to Unclaimed, indicating that it is ready to begin accepting jobs.

unclaimed matched
idle idle

owner
idle

pre-empting

vacating

On a shared resource, the default value for the IsOwner is optimized to START =?= FALSE. This
causes the machine to remain in the Owner state as long as the START expression locally evaluates
to FALSE. If the START expression locally evaluates to TRUE or cannot be locally evaluated (in
which case, it will evaluate to UNDEFINED), the machine will transition to the Unclaimed state. For
dedicated resources, the recommended value for the IsOwner expression is FALSE.

The IsOwner expression should not reference job ClassAd attributes as this would result in an
evaluation of UNDEFINED.
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Conditions for state and activity transitions

While in the Owner state, the startd polls the status of the machine. The frequency of this is
determined by the UPDATE_INTERVAL configuration variable. The poll performs the following actions:
» Calculates load average

e Checks the access time on files
 Calculates the free swap space

» Notes if the startd has any critical tasks that need to be performed when the machine moves out
of the Owner state

Whenever the machine is not actively running a job, it will transition back to the Owner state. Once a
job is started, the value of IsOwner is no longer relevant and the job will either run to completion or be
preempted.

Unclaimed state
The Unclaimed state represents a resource that is not currently in use by its owner or by MRG Grid.

owner
(-— idle ” B

unclaimed

benchmarking

L a—~—
)

uncla