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apiVersion: monitoring.coreos.com/v1

kind: ServiceMonitor
metadata:
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name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:
insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring
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Red Hat build of OpenTelemetry 2.12 OpenTelemetry 0.41.18 7] vt o 2 3t}

12131714 =98 7%

N

o] &g 2o Al = OpenTelemetry AF-8-2 A o] 2] &2 gt o A QIZAE A 8= W of o
74 Abgro]l F7HE AF YL o H HH o] EE E3l tha o ¢ 2Fo| ca_file o] AF&A} A o] Ak
e A o] & F Y T

o
Is o}

l&rgﬂ
-

OpenTelemetry | A 0.332] CA 7} +A4]

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

OpenTelemetry B & 0.41.12] CA 5} 74
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spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

1.213.2. 2 4

o] "] 2of A= CVE(Common Vulnerabilities and Exposures) % v =2 =4 & 2] 2] g4 t}.

1.2.14. Red Hat build of OpenTelemetry 2.0 22| X~ = E

=8

Red Hat build of OpenTelemetryE 714 Z 8] B 7|5 A &4 Yt} 7% 28 H 7] 52 Red
Hat Z2 Y Mu) 2 =3 A F(SLA) A A/ A=A o 7|54 o8 dstA] &8
AFUTh ety T2 Y d S M AL ste 212 AAsHA] FFU T o] 21§ 7] 55 Al

Rl

23E BT AE /15E 2710 o] 82 5 ol AW BN L 0] /%L B 23

_AI:HH A2 5 9T

Red Hat 7] % el i 71%5-¢) 49 W 9lo] th & AH 3 g2 /1% el i /)5 A2
8 xS

Red Hat build of OpenTelemetry 2.0-2 OpenTelemetry 0.33.02 7| ¥to & gt}

ol &) 29 A &= OpenTelemetry Operatore] Red Hat 2l = & A}-&35te] A x| 5l= 7] & 22| H =2
OpenTelemetry 7} &7}% %1 <4 t}. Red Hat build of OpenTeIemetry‘_ OpenTeIemetry APl 2 A=< 7]
vk o 7 gt} Red Hat build of OpenTelemetryol &= OpenTelemetry Operator & =% 7] 7} £ & 5] 01 2l
HFUth =371 5 AFE-3le] OpenTelemetry =& Jaeger Z 2 E F oA 2 & 4241313 OpenTelemetry
S]RedHat == 4 tolH & B & dFUTE A 5719 & 752 AL =R FFH T
OpenTelemetry Collectorg& AF&-3stH 7] 2L 7F Wl ©F F# 3 APIE AHE-38te] L =8 AT o

WE $52 YA B s Y A TA2Y B3 BT 5 UG

1.205. X1 ¥ &
o] Ao A Az} = Aukz © 2 OpenShift Container Platformel] &4 7} @A &1+ 7 -9~ Red Hat
a7y e o] A 2FA Al S

71A 2 & 570 o th 3k Red Hat A 2 W o] 25 A st AU A5 & & &

Yk
e RedHatA o] that A9 Aol 2 A2 T = AFUh
o ThE AIE WA A4 2 TFs g T,

2 2~E BAE 28] HI‘SH OpenShift Cluster Manager 9l 4] InsightsE A8 4= 9J &4t} Insights
A T & AR G B gl A s A el e g B E Ay Th
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27, OPENTELEMETRY RED HAT 1 = A X
OpenTelemetry®] Red Hat =& A x| s ™ th5 SAIS s &l oF gt
1. OpenTelemetry Operator®] Red Hat 2 = 41 %].
2. OpenTelemetry =5 7] Q128 2ol T & U] o =3 o] 2= A A,
3. OpenTelemetryCollector A}-8-%} A4 2] &=E A4 31e] OpenTelemetry =3 7] JI2H A&
wj g ok
2.1. 9} &£~ RED HAT BUILD OF OPENTELEMETRY A %]

9 &0 FE A 1 7)o A OpenTelemetry] Red Hat @ =2 A 21 & 4= J 5T

AFA QT AHS
e cluster-admin & &9 S 25 A A =2 ¢ S 2 2AH o] AFYtTh

® Red Hat OpenShift Dedicated 2] 7 %- dedicated-admin & & 9] A4 & AF8-35Fo] 21l alofF §F
Ytk

Z2A 2
1. OpenTelemetry Operator2] Red Hat ¥l =& A ] ghu o},

a. Operators = OperatorHub = ©] & 3}o] OpenTelemetry Operatore] Red Hat ¥ =& 7 A
I

b. Red Hat —Install = Install = View Operator ol 4] #| & 3}:= OpenTelemetry Operator2]
Red Hat ¥ = & A9 gt}

T8

ol FA st 7] & Abd A7 5 AHE-sted Operator7t A X g Y th.
e do]E A2 - stable

o HARE > IYPXLH REYYPETA X

o AXH Y23 o] X - openshift-operators

o guolE F2 - AF

c. A% 5 Operator = o] x| ¢] A3 1 =0 A ClusterServiceVersion Al 3 Q1 o A A 2] 4
B} 7} Succeeded?l =] &<l o}

2. FH EZZAE 5> T2 AE QYA O =7 o] Fale] thg A oA AT OpenTelemetry =3 7] <1
2B zof gl A s 22 A ES A P

3. OpenTelemetry =38 7] Q1 =61 2~ 5 A A o},
a. Operator —» A %] @ Operator Z ©] &3}

b. OpenTelemetry Collector - OpenTelemetry =3 7] - YAML B.7]1 & A& g o}

14



27%. OPENTELEMETRY RED HAT ¥ = A %]

c. YAML ®.7]9)|l A OTLP, Jaeger, Zipkin 41 7] 2 t] 8] 2 W H Y 7] S AF-&-3}o]
OpenTelemetryCollector CR(AM-&-#} 4 9] 2] &222)S AF&AF XA Ty o

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

1. Project: = t}e 555 A-8-5to] OpenTelemetry 3 7] Q1 A6l 9] ZRAES A9 gyt
Condition: Ready ¢1#] &<l t}.

3. Y32 - Pod & ©] 53] OpenTelemetry =3 7] Q128120 = A @4 Pod7F A3 =
1A gkl o

A 27 AR
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e cluster-admin & 3 o] 28 2~ ¥ 2|27} &4 OpenShift CLI( oc) A4 9 Y o}

SR

o OpenShift CLI(oc) ¥z o] 21 ¥ 1= g<lstal OpenShift Container Platform ¥ 2 2} &
A et=A] gl gy o

o oclogin & A3t

I $ oc login --username=<your_username>

Z2A 2
1. OpenTelemetry Operator2] Red Hat ¥l =& A ] ghu o}
a. o2 &2 43 3sle] Red Hat build of OpenTelemetry Operator Z 2 A € £ A A §F14 T}

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"
name: openshift-opentelemetry-operator
EOF

b. T}& W= S 43 ste] Operator groupg A A gt

o}
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

c. T L A ste] ABAARAL AT

o}
$ oc apply -f - << EOF
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: opentelemetry-product
namespace: openshift-opentelemetry-operator
spec:
channel: stable
installPlanApproval: Automatic
name: opentelemetry-product
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF
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27%. OPENTELEMETRY RED HAT ¥ = A %]

d. ohe 932 23 sto] Operator A& & &<l gt
I $ oc get csv -n openshift-opentelemetry-operator

2. T2 Ao A OpenTelemetry =3 7] ¢l 2~€ o) ths] A€

o uiEteolE glo] LR AES AN & BHL A FUch

I $ oc new-project <project_of_opentelemetry_collector_instance>

WA seE ohe e gy

ru{ru

e HEHolHE 224

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1

kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF
3. AFE A7 A A 8 2 2 A E o 4] OpenTelemetry =3 7] Q1 2WH 25 A A

Z3
TLT FH2E o Hre) 2R A E A of 2] OpenTelemetry 3 7] Q128 2
B AEUT

r
[

>
|m
it
o
oX,
ot
aw
o

it

a. OTLP, Jaeger ¥ Zipkin =417] & t] 8 2 Y B 7] & A}-&-3lo] OpenTelemetry 3 7]

CROAHE A 9] 8] 22) 2 AHg A A g

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
zipkin:
processors:
batch:
memory_limiter:
check interval: 1s
limit_percentage: 50
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spike_limit_percentage: 30
exporters:
debug:
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. TS H# L 283l Alg A x4 H CRS 7 &3t}

<OpenTelemetryCollector_custom_resource>

ot
$ oc apply -f - << EOF
EOF

o
ol

1. o2 e A3 sle] OpenTelemetry <=3 7] Pod ] status.phase ©] Running ©] 1.

conditions 7} type: Ready <1 %] &<l gt}

$ oc get pod -1 app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_namex -o yaml

$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name>

2. & @™ & A slel OpenTelemetry -4 7] A ¥l 2 & 7hA &4 o,

® OperatorHub.io

o <l FEof A

o < F £ 95 AL8-3lo] OperatorHubo A A %
e H X% Operatorol| A off Z 2] A o] A7

® OpenShift CLI A] 2}5}7]
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37%. OPENTELEMETRY 43 7] +

3% OPENTELEMETRY 3 7] +4
Red Hat build of OpenTelemetry Operatori= OpenTelemetry 2] 42222 Red Hat @ =& A A sl v £ &

o] A} o} 7" A 2 A AR S Ao Fl= CRD(/\}%—X]- Aol gl A ;q_/]) Tl ALEFU T 7| B 2
Qe ANHAY HA L 242 4 daith

3.1. OPENTELEMETRY 4% 7] 74 £4

OpenTelemetry 3] 7] = Telemetry Hl o]l of] A ~3}= 57k 3 o] 4 842 g Ytk

T2 =}
WE 7] EE E vl 8 5 Q' FARE ol B £3712 Sole s i gyt gy oz 5
WAL AR E Y202 dolt & Fehahy U 8402 M 0d o shol Tebelo] Aol gl x
2AM R E sl AU /B o2 $axE A o] YA Fruith sk o 4] Sl

S Aok Futh FARE s o] o] HiolH &2 AUT F lFYTh

Z2AA
Hﬂ*ﬁ*ﬁiﬂﬁ%%%bﬂmimﬂﬂﬂﬂwﬂaaxHNHW}ﬂiﬂOEMENHLM%z
T RAFYUTH ZE vlolE 2o tis] Z2AX 7 stE o] glofok Gyt BE Z2AAMTFRE
ﬂﬂﬁ*ﬁf%W%ﬁtﬁsoﬁﬁﬁ%ﬂﬂﬁfdwﬂﬂﬂdﬁraiﬂﬁﬂﬁﬂéhf?%s .
EZZAA 9 =AM 7FF 2T

I R=RE P
FA EE E 7wo] H e HEWY)E st o] o] M= e e HolHE Hull= WY
Utk 7128 o2 Wurle #4=A gFyth st oo WE W 7S s oF itk w7
E sl ol tolE 228 AL F AFUTh HRW 7= 718 443 A AHEE 5 AT )
FE E AR A g HEW ] o] Hadh

7€
AYE = F ) o] golZeil s AAF U o] & shute] mto]Zejlo] B wf Y B 7] A ¢ o] ¥
& AHgstaL the ol = ﬂﬂﬂﬂﬂﬁﬂﬂiw1&%%£%HW%%¥H4W%$MH%%Q
dolB & Abg-atal Bl = lF U th ¥ vlolH & g oFstr] fla diolB & A R
AAY, @3] vlolH & BAlst AV S¢-"H T F lF Y

_‘ (0

N

30 fo O
oy o

K'Y

715 -7 N5 FrHEUTh & B 15 S FAA L HWEH WO A5 o2 F7HE
Y

AL G ] gl A YAML gt ol A 4 @40 o JIZHAE Ao d 4= 2
YAML 3}< ¢ spec.config.service 4| o] g o] € dfo]Z e}l & Fafl o] 2l d 7+ Q45 A staloF &
Ytk Za st +4 e 4v @43t slo] E5UTh

OpenTelemetry Collector AF8-2} A 2] 2] A2 31 9] ¢

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: cluster-collector
namespace: tracing-system
spec:
mode: deployment
observability:
metrics:
enableMetrics: true
config: |
receivers:

T4
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@Q s TaEn

3 3.1. Operatorol] /] OpenTelemetry CollectorE # 2] sl+=

20

otlp:
protocols:
grpc:
http:
processors:
exporters:
otlp:

endpoint: jaeger-production-collector-headless.tracing-system.svc:4317

tls:

ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

prometheus:

endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped

service: ﬂ

pipelines:
traces:
receivers: [otlp]
processors: []

exporters: [jaeger]

metrics:
receivers: [otlp]
processors: []

exporters: [prometheus]

ol 70 5

I receivers:

I processors:

A

A= vl ol B 7 3
N2 Sole = Yy
k712 A 02 Al A=
AR H o) oA stk
Tl FaE e gt
FH W s o] e A
€ 7he @ AR Sl
of gyt mhe]Z el el
Rl b i i

ZAAEWEA b o)
HE 58 A gyt 7]
ke Miﬂﬂ*ﬂ—t—&

Z| 5k service A Ao A o) H A &2 A5 7 anT7H 2

3

otlp jaeger promethe
us,zipkin kafka,openc
ensus

batch memory_limite
rresourcedetectiona
ttributes,span k8sattr
ibutes filter routing

24 st = A

o) ALg-sh v AW S

Default

[e)
%:')\—El_

fas

o

OF 2~
EoR=N
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ol 70 5

I exporters:

I connectors:

I extensions:

service:
pipelines:

service:
pipelines:
traces:
receivers:

service:
pipelines:
traces:

processors:

A

W2 7] = sk o] 2]
el = = el Hl el
BE Eynh 71240
ZHEy7E 4 HA
gyt 7ol AT
A0 2 ZhE W st
o) /de] &7 she W E
7171 kol ok gy o st
Zakelo W7 & +
7ksked AHE- g 4 9l Y
ok B 7= 78 A
I @A AR 5 9l
R R Rl
sheiw we el 2

gy,

(8]

Connectors= H|o|H &
end-of-pipeline W] 2.1
7] =2 AFE-3FAL ) o]
E] £ % 7]-op-pipeline 4=
A A2 ) B gfo] e}
A4S AU A
El & Al&-3lo] A4nlE b
o|HE Q°F A = g

Y 5 g

Telemetry ' o] 8 2 #] 2]
3R] ke A o] Mg A
T4 2agunh

T ek
services.pipeline ¢
vfo] Z g}l of] F7}a]
2 sty

service.pipelines.tra
ces o X F%& 93l
AAE st

service.pipelines.tra
ces o4 F%& 93l =
2AME sy

3%, OPENTELEMETRY 4" 7] 74

&

otlp,otiphttp,debug.p
rometheus kafka

spanmetrics

bearertokenauth,oau
th2client jaegerremot
esamplin pprof healt

h_checkmemory_ba
llastzpages

Default

51
o

51
o

g
o

51
o
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ujl 7 H 5= A Fd3 Default

service.pipelines.tra Sre=y
service: ces oA =22 93] Y
pipelines: B 71 E &4 skt
traces:
exporters:
service.pipelines.me Sre=y
service: trics ol 7151 Wl EE
pipelines: o FAAE &4 5y
metrics: =3
receivers:
service.pipelines.me Sre=y
service: trics o] 715}
pipelines: metircse] Z2 M| A S &
metrics: A8t o).
processors:
service.pipelines.me Sre=y
service: trics o| A I EE o U1
pipelines: Wl &4 sy
metrics:
exporters:
3.2. OPENTELEMETRY % 7] +4 94
3.2.1. A A}
A 7)ol o8& 7hA g o
3.2.1.1. OTLP 41 7]
OTLP 4412} OTLP(OpenTelemetry Z 2 E )2 AL-&3lo] 2 A W EY S =7

gA4319 OTLP 21271 9= OpenTelemetry 3 7] AL &2 A 9] gl A2

config: |
receivers:
otlp:
protocols:
grpc:

endpoint: 0.0.0.0:4317 @)

tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem e
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reload_interval: 1h ﬂ
http:
endpoint: 0.0.0.0:4318 @
tls:

service:
pipelines:
traces:
receivers: [otlp]
metrics:
receivers: [otlp]

OTLP gRPC £ g Ut} A 23lH 7] 231 0.0.0.0:4317 o] A& 1t}
M S TLS FA YU TLS IFA o] ZZE H o FY ot A gstd TLS7E v &g shg Yt
MH7EE O] AE AFAE F1t= TLS /154 ¢ A =YY th o] 4] &t TLSConfig ol 4

ClientCA 2 ClientAuth ©] 7o) RequireAndVerifyClientCert = 24 g1t} 2} A & W &2
Golang TLS 9] 7] #] ¢] ConfigE %314 A1 S

O 06000

ASME A 2ES= A A S A FUTE & A oA Fod JASA 7 A 2EHA &
41U tt reload_interval & ns,us (== Cryostats ), ms,smh ¢} 7+ &
AL 58T

o

OTLP HTTP Z4 U t}. 71342 0.0.0.0:4318 1o}

A = TLS #AYUL A &S grpc T2 EF T4 AAL F24A L.

3.2.1.2. Jaeger 217}

Jaeger X121+ Jaeger J 2 o7 F7

o

53

L

Ut

4319 Jaeger 2271 9= OpenTelemetry =3 7] AF&AF A 9] 2] A~

config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 €)
thrift_http:

23
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endpoint: 0.0.0.0:14268 @)
thrift_compact:

endpoint: 0.0.0.0:6831 €)
thrift_binary:

endpoint: 0.0.0.0:6832 {)
tls: 9

service:
pipelines:
traces:
receivers: [jaeger]

Jaeger gRPC 244Ut} Akt 7183k 0.0.0.0:14250 o] AH&-gY ).

Jaeger Thrift HTTP 2 Juth. A ekata 7] 23} 0.0.0.0:14268 o] AL&-H 1]t}

Jaeger Thrift Cryostat Zd ¢ut}. Aeksld 7123k 0.0.0.0:6831 o] A}-&g ).

Jaeger Thrift Binary 28 ¢JUt}. Aekstd 7] 23 0.0.0.0:6832 7} A&}

Au) 2 TLS TAIYTH A4 &2 OTLP 5417] 74 42 F23H4A <.

3.2.1.3. Prometheus =41z}

Prometheus 41 #}= dA| 7<= || 7|5 A& 9.

Prometheus +=31A= A 1S =23 #3Yd.

24317 Prometheus =21 271 91+ OpenTelemetry =3 7] AF&A1 A 9] 2] 22

24
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config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app’ 9
scrape_interval: 5s
static_configs:

- targets: ['my-app.example.svc.cluster.local:8888'] ﬂ
service:
pipelines:
metrics:
receivers: [prometheus]

Prometheus 3 4] & Alg35le] AL 23 PF ).

Prometheus #¢] o] 544yt

WE dol8 & 2295 Interval Utk A 7F 9912 5§ th /1 25k ImYuth

3.2.1.4. Zipkin 5=217]

Zipkin =21 7] = Zipkin vl 2 v2 2] o] 33

o

53

zd

Yt

24 314 Zipkin =271 7} 91 OpenTelemetry =3 7] AL&-2F 4 9] 2] &2
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config: |
receivers:
zipkin:
endpoint: 0.0.0.0:9411 ﬂ
tls: g

service:
pipelines:
traces:
receivers: [zipkin]

Zipkin HTTP 4 ¢4 Y t}. AekslA 717k 0.0.0.0:9411 o] AF2-FH ).

A 2 TLS TAIUTH A4 & &2 OTLP 5417] 74 42 F23H4A <.

3.2.1.5. Kafka =41z}

Kafka =8 2= @A 7= =2l 7] A& ddd-.

i

54

g

Kafka =21z}+= OTLP & 2] o = KafkaollA] =%, W2l @ 21 Ut}

g4 std Kafka 212171 9= OpenTelemetry =3 7] AF8#F A 2] gl A~

config: |
receivers:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0 g

topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
tis: 6
ca_file: ca.pem
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cert_file: cert.pem
key_file: key.pem
insecure: false G

server_name_override: kafka.example.corp ﬂ
service:
pipelines:
traces:
receivers: [kafka]

Kafka H 2 7] E5 9]t} 7] 2312 localhost:9092 ¢ 1 t}.

Kafka =2 E2 8l AUk a5 51 200 itk o] W= B4 F=Yuh

2 Kafka 4 9] o] &4}, 71232 otlp_spans Y4 o}

Gt A 2E QT FAAUT Aestd At "2 E QlFo] & stg Y.

ZetoldE 2 TLS FAUUTH TLS AFA <) A= S el vk Aekshul TLS 150] v
CEE RN

Aqul el Q1FA AQlH FAE o] 5L Tl

o
ol
)
52
o)y
v
v
N
e

k2 falsedy}.

ServerName e 7hd 52292 A 9157 18] Seto] A=l 23 & Aule] o] 52 thehy)
o}

3.2.1.6. OpenCensus 21 =}
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OpenCensus 2171 A H I u|o]2E B} {7 vlo]ago]Ad 4= I == OpenCensus =
ZAE 9} o]d v A o] SIS Al 1:} gRPC = HTTP ¥ Jsong ‘&3l OpenCensus 3 2] ¢
HEY 9 F35 FAF Y.

ol
?_’{r
_E.

34 311 OpenCensus 5412171 21+ OpenTelemetry =3 7] AF&-2 B 9] 2] &2

config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 ﬂ
tls: 9
cors_allowed_origins: 6
- hitps://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]

EQUch AgFsha 712312 0.0.0.0:55678 1o}

l‘_.

OpenCensus A =

2]

Au) 2 TLS FAIUTH A4 &2 OTLP 5417] 74 42 Z23H4A <.

©

HTTP JSON 242 Abg-she] M50 2 o] W0l 5145 CORS %52 A4 so] B4
sHe = CORS? TR FE AUt T e P cors_allowed_origins ol 4] 383
Utk RE Q23 Qs E * @ =g

3.2.2. ZFZAA

Z2AA7E AR WD f7hA] dolgE F3 43gud.

3.2.2.1. vl X] EZZ A A
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T4

Batch Z =AM = 52 & W EZ S v X5t Telemetry F RS AFsh= vl 232 A4 55

Fudh

Batch Z 2 4| A & A}1-&3 o] OpenTelemetry =3 7] AF-&2} A 2] 8] A2 9] 4

config: |
processor:
batch:
timeout: 5s
send_batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

X 3.2. Batch = 2 A A o] A A}&-3}+= v 7| H S
uf] 7} \H 4= Avg Default

wl 3] ZL7) e #AAGle]l 54 717 % 200ms
I timeout of Wl x| = Wiy}

AFH o) A == EY Foff 8192
24

I send_batch_size dlojE o] mj X & HHY

Hij x] o] Hof 818 7] YTt 0
I send batch_max_size send_batch_size ®.t} = A}
Zotok gh o

g4 3151 client.Metadatac) ]
I metadata_keys U= 7 g gk ol sl vl A

metadata_keys 7} 1 ¢ 2@ o 1000
I metadata_cardinality_limit TR Tz A 770 A E
SLArg v EHE o] ] 7]-3F 2]
= Ay

k

4

3.2.2.2. v 2] A & ZZ A A
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|

W A ZRANE 0z £9719 e S FS SAST 2XE v me A do] B2
@ uj Hold Mel & AN FAFU o] TANE 3, MED 2 232 AAFPUh AvFoT 5
AR oA T4 £AE FAG dlolE A5 tA Axaof st] Soj et HolEd NG g
QA4 ch v 2] AL Fo] Sh= A S-S 2oae vl we) A LA 7R 3L 2R 2T
.

W22 A g ZZA X E AHS-Z o] OpenTelemetry 3 7] AH&-AL 3 9] 2] 429 o

config: |
processor:
memory_limiter:
check_interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]

3 33. v 23 A =2 A A A ALE-S= v H S
ujl 7 H 5= A Default

w2 AEH S Alo] o] Al 7Y Os
I check_interval g, H4¢) 22 18 YUtk spiky
—E—EHD;J EHE/jQ/] o‘F
check_interval & =] A1}
-

spike_limit_mib = =2 5 3%

Yt

ol dFEMBES] Aiwiz 0
IHmLWb 2 &l = A FYYTh At o

2 OpenTelemetry =3 7] €] & H|

B2 ARg 2 o] grE vk ¢ 50MiB

SRS

w22 ALg e Ho FE(MiB)Y  limit_mibe) 20%
I spike_limit_mib Ytk 7 9 gk limit_mib ¢ of

20%IUth A2 E A &S A Akat

2 limit_mib ol A

spike_limit_mib = w gl Yy}

30



3%, OPENTELEMETRY 4" 7] 74

ujl 7 H 5= A Default

limit_mib ¢ = 82 7+ A& 7} 0
I limit_percentage Tl E W Reo] MBS T TAY

Yt limit_mib 47 o] o] A =

oAy

spike_limit_mib ¢} = s} %) 7t 0
I spike_limit_percentage ALg 75E 2w RE o] mEg e

ZA g4y limit_percentage

A g A st s A A H 9

sy
3.2.23. g A2 &R ZZ A A

BaswA ZeANE A4 7S i 7 48 AU

g &2 gx] ZZ A A= OpenTelemetry?] 2] 4& 2 o] A EE3 Aot S2E G422 AR A
RE AHo XA A RE ALEst] 947 B4 dolgaA] &2 3he FrstAY AT = A5
Ut} o] Z2AM = F3, W EE S A Y30 Docket vl el o] ©x]7] ==
OTEL_RESOURCE_ATTRIBUTES 7] W4 €] 7] 9} 22 o 2] &§XA 7] ¢} 37 A8 & ds5H

# A2 g1 Z Z A A9 2 3 OpenShift Container Platform 3+

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: ["config.openshift.io"]

resources: ["infrastructures”, "infrastructures/status™]
verbs: ["get", "watch", "list"]

g A2 GX ZZ A A& AHS-¢ OpenTelemetry =3 7]

config: |
processor:
resourcedetection:
detectors: [openshift]
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override: true
service:
pipelines:
traces:
processors: [resourcedetection]
metrics:
processors: [resourcedetection]

37 W gx7]9 A gl A2 GA ZRZAA S AHE-3F OpenTelemetry 3 7]

config: |
processors:
resourcedetection/env:

detectors: [env] ﬂ
timeout: 2s
override: false

A A7 E ARG o] sl A e 84 $A717F A4 AU Th

3.2.24. 54 T2 A4

x
B

—t

54 Z2AIM= A 7= 2 7l A8 4l

EX
=

ZZANEWHY, 21 EE= v EYY
o

£42 98 5 &t 92 deoldE BHYsa A
| Z2AME PR 5 Al o @

lol8 g EdalAY AT 5 Ao

Z2ANE 49 BN AEan 7 AFA Atz AT AAHE 4QL e

4t
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ARZ=A 7171 dlelgl A 54 Addud

e

R
HrlolE

717} olv] EAlstE A 949 vlolg o £42 HdullolEgdY.
Upsert

A2 QuolE 49 A% A7k ok S Qe A5 A 5L 4
e Qguel =gt

delete

AF dolg oA SA4S A AR
hash

71 £ 3% SHA1Z A gt
extract

A oA o FolA U 7= A4 #3F L AHSE g e FF
AL 71E EA L A222 AL 3] Span == A A 9] to_attributes A4 3 §-A1351HA A A <

A e

fYk.

convert

© 7 W33 t.Converts an existing

54 ZE A A& A3 OpenTelemetry <=3 7]

config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert

- key: copy_key
from_attribute: key_original
action: update

- key: account_id
value: 2245

3%, OPENTELEMETRY 43 7] +4

)t 7] 71 olv] Y= AL &

o

Fo. a4 7174 ol

attribute to a specified type.
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action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int

3.2.2.5. 2 A Z 2 A A

faxzaAAE ARl 7S 2R 75 48 94T

s TZAXNE B as EAd 1A AHS A&t o] Z2AA
A3yt

g A2 g ZZ A A& AHS-¢ OpenTelemetry =3 7]

config: |
processor:

attributes:

- key: cloud.availability_zone
value: "zone-1"
action: upsert

- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert

- key: redundant-attribute
action: delete

pr
o
flo
am
o
&
N

3.2.2.6. H9 Z=ZAA

Span Z2 A A= dA 7|+ =z 7]

olr
=
ofo
o
L
v
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Span =AM = S theh W9l ol §S FANAL M o FolA M £ FHFUh WS
FEE WA FE AFUTL RIS TFRAL AN G FE AgUh o] AN E FAS AAFY
o}

W 9] o] 28 W7 3lel ¥ from_attributes 7432 A8l A o] S A2 A3 oF F}.

U9l ol5S W7 st 913 Span Z 2 A4 & A3 OpenTelemetry 53 7]

config: |
processor:
span:
name:
from_attributes: [<key1>, <key2>, ...] ﬂ
separator: <value>

AR B 7Y 7S A FTh

2o
i)
X
ey
Mz
N,
fol
e
L
fiu)

Z2AAE AHEst] B9l ol5olA 5SS 5T F dFsUT

W9 olFolA 585 FE317] 913 Span Z 2 A4 & AHE-5h= OpenTelemetry 43 7]

config: |
processor:
span/to_attributes:
name:
to_attributes:
rules:

- AVapiVv1VdocumentV(?P<documentid>.*)Vupdate$ ﬂ
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ol #A L FEL A= WS AT ol F 5o Aol olFFH A= A
documentID attibute 7732 A 2] & 4= A F U} o] dloA 4FH WL o] 59|
/api/vi/document/12345678/update <] = /api/vi/document/{documentid}/update =32 H ] o]
Eo] XA H I A 28 "documentld"="12345678" 4] o] ¥ 9 o] F7}gt}.

Mol e £4F F ey

e H71 & 93 Span ProcessorE A12-3 OpenTelemetry Collector

config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.2.2.7. Kubernetes &4 3= 2 A 4]

Kubernetes 54 Z 2 A= dAA] 7|+ =22 H 75 48 dU.

Kubernetes £4 Z 2 A 4 = A}-&3}H Kubernetes W ElH| o] E| = Al &35l W9, W EY W =7 ¥
22 EBEAAS AFTOE FATE F AFUY. o] ZEAA = FEF,WMEY @ 235 AP o] Z=A4
A= Kubernetes 2] 222 A5 0 2 AW sla, a3 2] 2204 v el o8| & %354, o] 29 WE
HolHE #d W9, AL 9 20 g]l&2 £4 02 F3FU Kubernetes APIE AH8-sto] 22| 2~H
oA ZE3stE E PodE AM35aL IP 34, Pod UID 2 7€} #d v gldlo]g 9] HZEE §X 3
g4

Kubernetes &4 (2 A A o] F Q 3 F 4 OpenShift Container Platform A3t

I kind: ClusterRole
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metadata:
name: otel-collector
rules:
- apiGroups: ["]
resources: ['pods’, 'namespaces']
verbs: ['get’, 'watch’, 'list']

Kubernetes <7 X 2 4| A & A& OpenTelemetry =3 7]

config: |
processors:
k8sattributes:
filter:
node_from_env_var: KUBE_NODE_NAME

3.2.2.8. ¥ H Z 2 A A

2 T AL A /1% i 715 A8 9y

I ZZAA = OpenTelemetry Cryostat LanguageS &85} Telemetry © o] g 2HA] 7]
FUh ol 2 3 =3 0] TS5 H Telemetry tlo| 87 AAl g Yot 222 =2] OR AAE AHE-51

4
AFF 5 AFUTh o] ZRANE 4, MEY 2 2328 AQ U

4319 OTLP Ul 2 u] 7] 7} &4 519 OpenTelemetry =3 7] AL&2F A 9] & A~

config: |
processors:
filter/ottl:
error_mode: ignore ﬂ
traces:
span:

- "attributes["container.name"] == "app_container_1"" g
- 'resource.attributes['host.name"] == "localhost™

T4

zo A
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o F R=2 Aol r}.ignore = A3 o} ZZ10A4 vigkd @ /&5 FAIRUT A3 sl s
A7 shA gtolZEtjle] ¢ /FE v @ Aa&l 714 sol= =7 AHA g Yt

d
k3
k)

container.name == app_container_1 &4l o] Q1= W= AEHY

i
<)
)
o,
&
L
fu}

w9l

e

host.name == localhost & &2 %A o] 9|

3.2.2.9. 299 Z2AA

e ZeANE B 71E 22 i /5 A8 guth

Furh o] ZEANE SoloE

Y Z2ZAN=E 2, WES = F3S S U RU7]d 993
3 ¢l v} read ol o2t =4 A

HTTP 23 (gRPC E At HTTP)) A st 2 elAu el 42 54<
= AR YRR 1 5 &

4319 OTLP Ul 2 uj 7] 7} &4 519 OpenTelemetry =3 7] AL&2 A ] & A~

config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: g
- jaeger
table: €)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250
jaeger/acme:
endpoint: localhost:24250
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AR E 734 o lookup gkl di g HTTP 3l o] &Yt

I
o,
2
2L
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lo
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ol Qi A$ 712 fuy gy

Ry 2 99 e Ao sk Hol eyt

X el & o 7 from_attribute oA 542 S X E A o] 51+ attribute_source configuratiionS A
T AFHUL. 585 = 2 HTTP 3G & £838t= Y 2E & gl&2 5SS A5 = gas
13l A9 2ZEQUt.

3.23. YRy 7]

U R 7] ol B E s} o] o] Wals it abe] Ry

3.2.3.1. OTLP W 2.} 7]

OTLP gRPC uj 2.1 7] = OTLP(OpenTelemetry =2 & 2)2 A} 835t0] 32 2 v E2L U 5l
t}.

4319 OTLP Ul 2 uj 7] 7} &4 519 OpenTelemetry 3 7] AL&2 A ] & A2

config: |
exporters:
otlp:

endpoint: tempo-ingester:4317 ﬂ

tls: g
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false 6
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insecure_skip_verify: false #@
reload_interval: 1h 6
server_name_override: <name> G

headers: ﬂ
X-Scope-OrgID: "dev"

service:
pipelines:

traces:
exporters: [otlp]

metrics:
exporters: [otlp]

OTLP gRPC Z4& ¢ Uth. hitps:// 27| v} = AL&-8l= A-$ S0l
tls¢] insecure 2 A & 9 o]}

[t
)
o
fz
r o
2o
m l
o,
L
L)
K

2]

Zeo)AE Z TLS FA YU TLS ASA o] A2 & Ao

©

truez 239 3% SoldE AF B v sgyn. 71232 7|24 o 2 false 9 Y

true= 239 A4S 234 gL

0}

YY) 7] 2312 falsed Yt}

AZFAE A ZEHE A7 244
A <Yt reload_interval & ns,us
dats AL L 3 &P

(%

ARFUL 7S AA A ko AFA 7 A 2EF
& Cryostats ), ms,s,m,h ¢} 22 SR 3 A7+ 9= =
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2% A Ad Weo} 2L A MY T2E o] BL AR AT HAE o e AL
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AAE AZ Toll FAHE= 2E 23 dl&) dlg st AEgEYd

3.2.3.2. OTLP HTTP Y m. U 7]
OTLP HTTP Y] ® U] 7] = OTLP(OpenTelemetry Z 2 £ Z)= X}83l] 33 2 yEE S YRy}

439 OTLP Wi » U] 7] 7} &4 319 OpenTelemetry 53 7] A} &A A 9] 8] &~

config: |
exporters:
otiphttp:
endpoint: http://tempo-ingester:4318 ﬂ

tls: g
headers: 6

X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ

service:
pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]

OTLP HTTP 23 4 Y th. https:// 27| nt& AH&-3t= 3¢ Sl
tls¢] insecure 2 A & 9 o]}
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o
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2]

ZeelAE 5 TLS TAYUTL TLS A5A 9 A= & F gk

©

= 2= HTTP 83 o AFg .
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truedl 7 HTTP keep-aliveS ¥l &4 3HgH oh. B9l HTTP 2 Fo) tial A2 A wol tj gt &
Ae AHEFI
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4319 gy 2 YR 77 9= OpenTelemetry 53 7] ALgA A o] g A2

config: |
exporters:
debug:
verbosity: detailed ﬂ
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]

Ou 2 R 7] 9] FA AR A AL AR £ Aduk = 7] 2, detailed =2 AR 5A
vio] 229l Hlo| el 7} Al F o 2 71 S gt} 7] 252 normalg Y th.

3.2.3.4. Prometheus ] ¥ 1] 7]

Prometheus Y 2 Ul 7] = dA 71+ Z2| | 75 A& 49U

Prometheus Y] ¥ U] 7] = Prometheus &=+ OpenMetrics @2 o & ] X & Y B Yo}

g4 31¥ Prometheus U] B 1] 7] 7} £3+¥ OpenTelemetry -3 7] AF&-2F A 9] g] A2~
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ports:
- name: promexporter ﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 @)
tls: e
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
namespace: prefix
const_labels:
label1: value1
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ
enabled: true
metric_expiration: 180m 9
add_metric_suffixes: false Q
service:
pipelines:
metrics:
exporters: [prometheus]

47 7] Pod ¥ Au] 2 0] 4] Prometheus X EE =3t} ServiceMonitor ==
PodMonitor A} 22} A 9] 8] A2 2] ZE o] 2L A}4-3}o] Prometheusd 4] W E" A~=338 34
g3t 5 Asryth

2]

Ar 5 TLS 7 U TLS A4 ©] A=5 F ol

AR A$ ALD g ol e e gy 712 ge] geuth
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6]

true 21 73-¢- OpenMetrics & 2] & A}-8-5lo ﬂﬂEQ% Y B iy}, o] A] = OpenMetrics & 2]
S U RYAY S|I2ETY 9 dxF A W EE (o: counter ol wk AR 5= dFU T 7] &
2o g H g Hol JdFHT

enabled”} true o] R E glaXk £4o] 7|2A o7 A Yol EE HAPgUH. 7| EF o=
v 24 5o dFyt

©

HrllolE Qlo] W Eg o] =¥ = 7172 Foduth 71 232 5m Yt
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A% 43 2 99 AUAE 2730 Jaeger £&9] U E Wo] B3k A w24 3hal
of gt 71 23ke trued i,

3.2.3.5. Kafka W] 1] 7]

Kafka W R W 7= @A 7= =2l 75 A& dud

Kafka | 2] 7]= 22, M E8 9 2 & Kafkaz Jl Rt} o] YR 7] A& HIA R & 23}
S H| R BHA] = E7] AARE AL A 2 Belgo) olxaEd A He] @ g g Q=
AN = Z 2 A A 2} A AHE-3] oF F o

g4 319 Kafka Y 1) 7] 71 39 OpenTelemetry 53 7] AF&2 B o] g A~

config: |
exporters:
kafka:

brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0 9

topic: otlp_spans 6
auth:

plain_text: ﬂ

username: example
password: example
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tls: 9

ca_file: ca.pem

cert_file: cert.pem

key_file: key.pem

insecure: false

server_name_override: kafka.example.corp ﬂ

service:
pipelines:
traces:
exporters: [kafka]

Kafka H 2 7] E5{]Yt}. 7] 2312 localhost:9092 ¢ 1 t}.

Kafka =2 £ 8l AUk o S 51 200 itk o] R=i= B4 F=Yuh

o1& Kafka A 9] o] F4U Tt} t52 53 9] Z-¢ otlp_spans o] x| x2] 734
otlp_metrics, =12 73-%- otlp_logs Y4 t}.
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3.24. A9 ¢
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3.2.4.1. Spanmetrics 719

Spanmetrics 7= A4 7= =2 7] &Y

Spanmetrics AIE = WM diojHA 23, ¢ F 9 7]17HR.E.D) OpenTelemetry vl E&] S J A
Yt

g4 519 spanmetrics AW E 7} 9= OpenTelemetry =3 7] AL &2 A 9] 8] &~

config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]

A7dE Aol F2A 42 A AdUd. 71 232 158 iyt

710l %52 kg
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3.2.5.1. BearerTokenAuth &7
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BearerTokenAuth &3 AR 7|« =2 & 715 A&AdUth
BearerTokenAuth 332 HTTP 2 gRPC =2 E2 & 7|uto 2 31+ A 9 Yry 7] 9] 215x%}

A4y} OpenTelemetry Collector A} 8%} A o] g|4A 25 A}B-z‘s}fq A lx} 2 ] B 7] A} S| A
BearerTokenAuth 230 g 2ol E 1% 2 AW AFS FAT & YUtk o] FFelME F
A, WE” 2 238 AL

BearerTokenAuth 329 & A H Zgo|AdE
) ) Bl

A el

o[}l

o] 3¢ OpenTelemetry =3 7] A}-&

N‘”

config: |
extensions:
bearertokenauth:

scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"

receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 9

service:
extensions: [bearertokenauth]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

T4

BearerTokenAuth 338 LA 3l A}&AF XA 270 & A 5 I &5 7] 232 Bearer

Ay

2]
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BearerTokenAuth 373 £33 vl gt o|E & F7t3te] WA A & AT 5 dHFH T
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3.2.5.2. OAuth2Client &7

OAuth2Client 832 3aA 7|<
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43 1% Agduth

OAuth2Client &3-2 HTTP 2 gRPC =2 & & 7|vto 2 3= YW B 7] 9 AFAY Y.
OAuth2Client -39 tj 3 Z2}o]AdE 2152 OpenTelemetry =3 7] AF&A A o] gl429] WL o] A)
Ao A= AdFUG o] A= FA, WMESY @ 235 AP

OAuth2Client 8732 93l A d SEe]AE Q13 o] 9= OpenTelemetry 3 7] AHg-AF 9] gl A~

config: |
extensions:
oauth2client:

client_id: <client_id> ﬂ
client_secret: <client_secret> 9

endpoint_params:
audience: <audience>

token_url: https://example.com/oauth2/default/vi/token ﬂ
scopes: ["api.metrics"] 6
# tls settings for the token client
tls: G
insecure: true ﬂ
ca_file: /var/lib/mycert.pem 6
cert_file: <cert_file> Q
key_file: <key_file> ()
timeout: 2s
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receivers:
otlp:
protocols:
http:

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

ID 3347k A g Fetol AE A uAY e,

ID 334 @ FetolAES AFsHe ¥l AHgHE 711 A1gY o

A% Fol AFAE 71-3t & A4 0] F7hvigH o E U T A S Sof AR & B2 5417
eqambwmAEEAAEHW%—ﬂaﬂqq

FRA7A AA 2 EZS 2 FstE OAuth2 E2 273 9] URLY Yt
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EZS o3 i AA S A= dH A HE ES SCIAEL TLS(AF AT 1Y)
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7

true 2 AAQASA B R T AFHR X2 TLS A2 S A5l 7D EZ EHL 353}
== 53715 +AFUL

©

TLS A= 4l0] 2 % A1) o] 124 & 8l 5He ©] A5 CA(QIZ 719 whale] Bz,

ol}l

208 79 Feho] A=t OAUth2 A ulo] AN S AF s o ALgalof sH FetolAE
[e]]
=
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ol\
2
e
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ZA 9t 37 AHS R E 2ol AE] A 7] HAd ] B2

—

EZ E9oldE 2 ¥ U3 oS At

AFA4 742 OTLP uh7le] 838 5 Y&vith

3.2.5.3. Jaeger 97 A= 7

Jaeger 94 AEH A2 A 7= =i 7l &AW

Jaeger 97 M E oA = Jaegere] 97 MEP APl T AE3 AL AT 5 AFUh
Jaeger 3717} sto] =}l T2 = 22 v Al 2%l A JSON stz 742 W] 97 MEHY A
o] 838 ZEAGFES o] 4L AT F AFUh

T3 € Jaeger 974 MEH &7 715 Y= OpenTelemetry 3 7] AF&-A} A 9] 2] &2
config: |

extensions:
jaegerremotesampling:
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source:

reload_interval: 30s ﬂ
remote:

endpoint: jaeger-collector:14250 g
file: /etc/otelcol/sampling_strategies.json 6

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

AZY 7Aool dHlolEH = A A AT

Kl

JSON B2o] A% Ak 740l e =2 shale] A=

s

Y.

{
"service_strategies™: [
{
"service": "foo",
"type": "probabilistic”,

"param: 0.8,
"operation_strategies™: [
{

"operation™: "op1",
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"type": "probabilistic”,
"param™: 0.2
2

{
"operation": "op2",
"type": "probabilistic”,
"param™: 0.4

"service": "bar",
"type": "ratelimiting”,
"param": 5

}

I
"default_strategy": {

"type": "probabilistic”,
"param": 0.5,
"operation_strategies™: [
{
"operation": "/health”,
"type": "probabilistic”,
"param™: 0.0
b
{
"operation": "/metrics",
"type": "probabilistic”,
"param™: 0.0
}
]
}
}

3.2.5.4. 1 5 Cryostat &7

Performance Cryostat &332 @A 7|« =2 § 7|5 A&9Ud.

Performance Cryostat 342 A& Pﬂ Go net/http/pprof A=A EE AL 5= JFU. Lt
Ao R MR = s Z&E 3FaL A H] 2 AH A & A= | AHE-E Y

iz}
filo
+
N
&

OpenTelemetry Collector A}-8 2} A 9] g]|A2 2 A5 4 3

=

I config: |
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extensions:

pprof:
endpoint: Iocalhost:1777g

block_profile_fraction: 0
mutex_profile_fraction: 0 e
save_to_file: test.pprof ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [pprof]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

o] stgo] 44 U7 5t & %%qu} localhost: & ALg-slo] & U EA A A o] 24
A F A E 24 = """ AR S 4 55U 71 23S localhost: 1777 Y o).

o] T2 AU S ol A o= A8 AH T 2 AAY S v BYshotol @

°l &5 0= & A= AF Y runtime 3| 7] X o di g A 9A & FEIAAN L. 71222
04y o

FAR A HMES] AR E 22 Y e s AP 22 dY S v steted o

= 0%Es 7 A2 433U runtime 3| 7] X o Qi g A9 A & AN 2. 712302 09

Ut

CPU=Zz0g A48 %9 ol Fguth Zetdde 54717k A49 o Asguc 22
stage 531717 29 U B 449,

3.255. 389 A4 83
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02
fu)
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AE] A7 330 A= OpenTelemetry =3 719 el & 3H213}7] 93k HTTP URLE A 23} o]
% 71°5& OpenShiftol| /] &7 Je] 9 4] Je) Z=2H =2 AT 5 AFH T

-'E

T4 9 Health Check 3] 39 OpenTelemetry 3 7] A1&A A 9] g4~

config: |
extensions:
health_check:

endpoint: "0.0.0.0:13133" ﬂ

tls: g
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt”
key_file: "/path/to/key.key"

path: "/health/status”

check_collector_pipeline: ﬂ
enabled: true
interval: "5m"
exporter_failure_threshold: 5 ﬂ

receivers:
otlp:
protocols:
http:

exporters:
otlp:

service:
extensions: [health_check]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

Hl AR BEE AASH] g a3 IP =49 Yt 718302 0.0.0.0:13133 Y}
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537 sol Zetel el Azl 4%

T3 7] sol =zl BH M-S syt 71 232 falsed Yt
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Ad oY 7t Ad3] oz 2A2 f7tA] go] A9 AR YUT 712825 Ayt

3.2.5.6. 4] = 2] Ballast &%

[kl
A
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N
ofr
)
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o
L
v

Memory Ballast 332 & A 7|1&

e

+ 9

oy

Memory Ballast 2732 AH-8-51d cf E2]Al o] A oA Z2A 20 i W22 BEE 74
Ytk

T4 ¥ Memory Ballast 3732 Al8-3}o] OpenTelemetry =3 7] A2 A 9] 2|4~

config: |
extensions:
memory_ballast:
size_mib: 64 ﬂ
size_in_percentage: 20 9
receivers:
otlp:
protocols:
http:

exporters:
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otlp:

service:
extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

Wrg 2E 3712 MiBE 233Ut & o A A < size_in_percentage ¥t} ¢ X £
£ Adg.

2]

FTHR v E5E HEEE AP 1-100. AHoY3stE 2 223 S2E 87
S A4FUH
3.2.5.7. zPages &%
zPages 732 AR 7= =2 715 A&d -
zPages 2732 zPagesE Ag3te F4L AT HTTP 2 S AT A=FJAEA o] 8%
2 239 748 84S HuAs7] g geolB HolHE AT AU R E Zo] Y RU 7] B FAA= ¢

I zPages A &2 Al¥ .

zPagest 52 Et W E2 L 7487 918l WA o FahA e Zealx ) Avke] 483

Ut

T4 9 zPages &7o] ¥39 OpenTelemetry 3 7] AL A9 2] &2

config: |
extensions:
zpages:
endpoint: "localhost:55679" ﬂ

receivers:
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otlp:
protocols:
http:
exporters:
otlp:

service:
extensions: [zpages]
pipelines:
traces:
receivers: [otip]
exporters: [otlp]

zPages= A 33l= HTTP 232 XA gt} localhost: S Al&31o] 2= U EQ = Qg H o]
ZOA AR S F YEE 2T E="" E AL £ 9= ). 7| 232 localhost:55679

A,

3.3. d]/3 AL CRYOSTAT

4} al Cryostat:= OpenTelemetry =3 7] Q12H 2] v TH ZR oA AL 2T W5 =
OpenTelemetry Operatore] A&l & A @ 49t} g4 al Cryostat= Prometheus PodMonitor 2
ServiceMonitor CR(A}-&# A o] g4 2)7 S Yt diAdo] @439 739 OpenTelemetry
Operator= t] /¢ al Cryostat x| H] 2ol A7 3}:= &4 3}¥ prometheus 21219 http_sd_config 2=
g F7Heh

4319 4} al Cryostat= A& 351+ OpenTelemetryCollector CR2] o

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: statefulset ﬂ
targetAllocator:
enabled: true 9
serviceAccount: 6
prometheusCR:
enabled: true ﬂ
scrapelnterval: 10s

serviceMonitorSelector: 9
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name: app1
podMonitorSelector:
name: app2
config: |
receivers:
prometheus: ﬂ
config:
scrape_configs: []
processors:
exporters:
debug:
service:
pipelines:
metrics:
receivers: [prometheus]
processors: []
exporters: [debug]

Kl

4 al Cryostat7} &35t A5 vl R =& 8 AF A EZ DA oF gt

2]

)¢ al Cryostats &4 3t gy}, 71 2312 falsegd Yt

©

ol al Cryostat W] ] Au] 2 AR o] &Ytk A u] 2 AR o=
ServiceMonitor,PodMonitor A}- &2} A 9] gl A2 D Ze| A 7|gf LEAEE 71X od @
RBAC7} 2lojof 231 d W EY o epidl & Suf=7 A s of vt 7] & AH| X o <
collector_name>-targetal Cryostat¢] 1 t}.

an
flo

L4

el

Prometheus PodMonitor @ ServiceMonitor A8 2} A 9] g 4 2-¢}9] 23128 &A] 513}

hia

©

Prometheus ServiceMonitor A} 82 A 2] 2]4A22] &l A 7|yt v]o] JE=He =
vl 2 mUEE S4353T,

iyl

6]
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7

# 4 Wl scrape_config: [] 7+ ¥4 °] 9l Prometheus =27}

tj’¢ al Cryostat vl X o] A] = Kubernetes APIS Al8-31o] S8 XEHoA #AH QHAEZ 7IX B =R
AH8-2 A1 RBAC +4 o] 2 o3t}

o]/ al Cryostat A u] 2 A A o] ] 3 RBAC +4

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-targetallocator
rules:
- apiGroups: [
resources:
- services
- pods
verbs: ["get", "list", "watch"]
- apiGroups: ["'monitoring.coreos.com"]
resources:
- servicemonitors
- podmonitors
verbs: ["get", "list", "watch"]
- apiGroups: ["discovery.k8s.i0"]
resources:
- endpointslices
verbs: ["get", "list", "watch"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-targetallocator
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: otel-targetallocator
subjects:
- kind: ServiceAccount

name: otel-targetallocator
namespace: observability
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o4 al Cryostat 48] = 714 o] o] St}
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4. A 74

OpenTelemetry A5 442 71+ =8| 7|5 &9t 71+ =81 7|52 Red

Hat X258 Al 2 2 ASHSLA)IA A=A gon] 715802 $AsA e
Szt meka 29 g BN AL RS A4aA BEUTh ol @ 15 A}
59 G5 AF 7152 27100 o] §F 5 Qo] AL PN A o] /)5S AL

Ve s A3 ),1’“‘4‘3}

Red Hat 71 Z2] i 7]59 A4 @l i A HE&2 7= 225 715 A4
A& F=xsA L.

Red Hat build of OpenTelemetry Operator= A3 742 A 2] 5l= CRD(A}&-# A 9] &2 A 9])
A4S Ao

4.1. OPENTELEMETRY =4 +4 34

Red Hat build of OpenTeIemetryh OpenTelemetry zA}-5 B o] B g S YAz A4Ystz
T4 5 JdF5UY. A o] =2 A E = Go, Java, Node.js, Python, .NET 2 Apache HTTP
Server(httpd)®] A5 gtol B g 4 Y-S A LI

OpenTelemetry«l A B9 A AT 75 Z= WA A ELANAE AFLoE FYdE
S depdUth o] 2 F3l M EAe #E A= 71E FEM o) 20 g H g 23 iR AS
51 °H AIAS #2F F dsh

Red Hat build of OpenTelemetry Operator= A= zlo] B.g & 2] 49 vl A Y ZT X
AT A S ol Bl = 2EY o|v A= A YA Y. A2 A AS
ol A & W ESAY ARFUH o|v|A & AT 5 A FU T

411. A= &

)
I
E}O

A2 OpenTelemetryCollector A}-&2} A A 2] 220 A A FHt}.
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A Z OpenTelemetryCollector A&} A o] 2] 42 9

apiVersion: opentelemetry.io/vialpha1
kind: Instrumentation
metadata:
name: java-instrumentation
spec:
env:
- name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"
exporter:
endpoint: http://production-collector.observability.svc.cluster.local:4317
propagators:
-w3c
sampler:
type: parentbased_traceidratio
argument: "0.25"
java:
env:
- name: OTEL_JAVAAGENT_DEBUG
value: "true"

3 4.1. Operatorol 4] Instrumentationg- & 2] 5l+= d] Al&51= w7/l H

A *
REASFSRYsle 5 4 H
I env FUdYTh
WEW7 A
I exporter
AgdatE T 24|27 A 2E A tracecontext,,b3,b3multi,jaeg
I propagators g 4 S Ao er,ottrace,none
Yot &g 74
I resource
e T4
I sampler
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I apacheHttpd

I dotnet

|
I java

I nodejs

I python

4% A% 74

47 2

Apache HTTP Server =7 +43.

NET A Zof the +4dJYth

GoAZL & T4

Java A& S 91 7+ P YTh

Node.js A= F4].

Python 71 &< 9l &t 4 YU th

4.1.2. Service Meshol 4] A= CR A} &

Red Hat OpenShift Service Mesh<} $HA] =3 A18-#F 4 9] 8] 4 2(CR)E A}

571 % Ahg-alloF gtk

op
o
e

4.1.2.1. Apache HTTP Server A5 2 74

¥ 4.2. .spec.apacheHttpd 2 = t) & w7/ A5

e
I attrs

I configPath

| o

I image

A Default

Apache HTTP Servers} & #
49Ut

1

Apache HTTP Server 744 2] 9] ] /usr/local/apache2/conf
Y.

Apache HTTP Servere} ## H 3t
AW

Apache SDK @ =} E 27} £}
= ZAH ol ol H A Pt

739 b3multi A
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= ESh] Default

I resourceRequirements

Apache HTTP Server B #. 2.4
I version

4912 24 5)5H= PodSpec 4

I instrumentation.opentelemetry.io/inject-apache-httpd: "true"

4.1.2.2. NET A5 24 A4

olg ]

| o
NET SDK & 25 2371 g A g o]y o] v x| Y
I image =

I resourceRequirements

NET A% 299 A9 U779 BH0]4317 2 AAH A Fa s
OTEL_EXPORTER_OTLP_ENDPOINT 37 4% A A s oF g4 t}. .NET autoinstrumentationoi] A
£ 7127 o 2 http/proto = A}-83}3L Telemetry tlo|EH £ 4318 L E = A A 3| of ).

4912 24 3)5H= PodSpec 4

I instrumentation.opentelemetry.io/inject-dotnet: "true"
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4.1.23.Go A% g 7A

olg v

| env
GoSDK 9 A5 227} £3Hd Avlo]d o] n A Yy
I image o

I resourceRequirements

4912 24 5)5H= PodSpec 74

I instrumentation.opentelemetry.io/inject-go: "true"

OpenShift 22 2~F 2] Go A5 Eol D3 371 A

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:
- "SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
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"%

supplementalGroups:
type: RunAsAny

B R

OpenShift 22 € o] 4] Go A% =70l tla AL 283 te3 g4

i
flo

CLI 35+

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

4.1.2.4. Java A5 B2 A

I resourceRequirements

4912 24 5)5H= PodSpec 74

I instrumentation.opentelemetry.io/inject-java: "true

4.1.2.5. Node.js A5 2 A

°l&

| o
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L= a7
Node.js SDK & #}3% E Qo] £}
I image Ytk

I resourceRequirements

4512 @4 3kate PodSpec 74

4% A% 74

ZH oIy o] M A Y

instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable"

I instrumentation.opentelemetry.io/inject-nodejs: "true"

instrumentation.opentelemetry.io/otel-go-auto-target-exe 34 3 Q 3
OTEL_GO_AUTO_TARGET_EXE 373 9] 72 A4 3.

4.1.2.6. Python A5 29 74

g

Pythonz} ZH& H 8173 W=
| o

Python SDK 8! 2}-& -7} 23}
I image Ytk

I resourceRequirements

Python 25 %-919] 75 Rl 7] ALg o] B3o] 4317 = AR E A%

OTEL_EXPORTER_OTLP_ENDPOINT 37 ¥ 4E A A 3 oF g t}. Python A5 &

http/proto £ A}1-8&-3} Telemetry gl o] E & 4318 X E 2 AA 5] of ).

4512 @4 3hate PodSpec 74

H e ol olw A
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i
X
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I instrumentation.opentelemetry.io/inject-python: "true"

4.1.2.7. OpenTelemetry SDK ¥ 4= 74
Pod?] OpenTelemetry SDK ¥l o5 F4 & AHg-8td A4S + AFU
I instrumentation.opentelemetry.io/inject-sdk: "true"

5

e @

filo
a

23

il
flo

==
74

true

] ¢} 23 o] 29]| A Instrumentation 2] &2 2 44 FUd.

false

4N AAHA &Ik

instrumentation-name

QA Yl P o] oA AT ASF H 429 ol5d YT

other-namespace/instrumentation-name

T2 g 2s ol 2ol A A E AS 2] 220] o] BT

4.1.2.8. 2| 7= |1 Pod

£ 2 Pod Atgel w2} 7| 2 & 02 AG 7Hs @ A HA AH ol oA d3guUnt. -5 w2t 4
AL 98 dF AEHE AL S = AFHH-

Pod 4]
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Go A% B9 tF Aol A5 57 44S AdatA EUth

-

4% A% 74

69



OpenShift Container Platform 4.14 Red Hat build of OpenTelemetry

5. OPENTELEMETRY 53 7]o] 34 @l yjE] A

o

OpenTelemetry2] Red Hat ! =& A4 5131 A}-8-3l OpenTelemetry 4-3] 7] ®=+= TempoStackol
FAL 1Y F dFULL

ALl =71 A& AH8-stA v AHE-SHA] 9451 4] 3} vl E 2] & OpenTelemetry =3 712 ®Bd <= 254

t}.

5.1. Abo| 27} 4442 A§-5to]

v}

v E¥] 2 OPENTELEMETRY 37|12 A%

Alel =71 438 A18-31a] OpenTelemetry =3 7] ¢Q12EH 22 Telemetry Hlo|E & A4 5= AFY

t}.

Red Hat build of OpenTelemetry OperatorE AF-8-3H A A9 v Y32 9 ZF FA o Aleo|=
7} 492 53l Telemetry © o] 6] & OpenTelemetry =3 7] ¢l 28 4= Q15U

A 27 A

[ ]
Red Hat OpenShift distributed tracing platform(Tempo)e] A X] =] 32 TempoStack <1 2H€
27w 2o

]

'

£ E+= OpenShift CLI(oc)E 53l 28 &Hol| AA 2T 5 AdFY .

cluster-admin 9 22| 22|28 AAR ] & 2050 dFYh

cluster-admin o gte] 22 ~¥ #2217} &4 OpenShift CLI(oc) A4 911t

Red Hat OpenShift Dedicated <] 7 ¢ dedicated-admin & & 9] A& o] 9JojoF ]

EZZAX
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OpenTelemetry =3 7] J12® 26 O gt =2 A E S YA F .

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

A= AL A g

apiVersion: v1
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability

k8sattributes 2! resourcedetection ZZ Z A A o] O] 3+ A 8] A A A o] ATFL B G ).

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["", "config.openshift.io"]
resources: ['pods"”, "namespaces”, "infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

OpenTelemetry Collectors Alo] =712 wl| 3 o).

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: otel

namespace: observability
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spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpc:
http:
processors:
batch:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

o] Tempo OperatorZ A}-8-3}a] <example> vl £ ¥ TempoStack <12€

EdelE 7Hxiv

otel-collector-sidecar A H] 2 A A& A} &5l vl TE WA}

Deployment ¢ H A € o] sidecar.opentelemetry.io/inject: "true" 4 &

29 Aol

F7Hdd. o8

Al 3t'A YA Z =4 OpenTelemetry =3 7] JIZH A= HolHE Ryl=d 283 & 37

W7k AR U

5.2. 2lo] =7} 49 ¢lo] OPENTELEMETRY =3 7)o 4 2 v EY A

]
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X
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57. OPENTELEMETRY =3 7] 8 2L v E2] A

A 27 A

Red Hat OpenShift distributed tracing platform(Tempo)<] A X] =] 32 TempoStack <1 2H€
27w 2o

) Z< == OpenShift CLI(oc)E 53 S 2 AM2d = d5Uth

o
cluster-admin 9 22| 22|28 AAR ] F&d 2a050] dFY

o
cluster-admin 9 & °] 2 2]~ #2171 &4 OpenShift CLI(oc) Al 4 4o}

o
Red Hat OpenShift Dedicated®] 7 $- dedicated-admin & &9] 7|4 o] ¢lo]of g

t}.
EIZA

OpenTelemetry =3 7] J12® 26 O gt Z2 A E S YA F .

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

A= ARG S A g

apiVersion: v1

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

k8sattributes 2! resourcedetection ZZ Z A A o] O] 3+ A u] A A A o] ATFL B g ).

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
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- apiGroups: ["", "config.openshift.io"]
resources: ['pods"”, "namespaces”, "infrastructures”, "infrastructures/status"]
verbs: ["get"”, "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

OpenTelemetryCollector A 8%} & o] 2] &2 F A3} OpenTelemetry 3 7] 1=~
=L A AR =

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
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endpoint: "tempo-<example>-distributor:4317" ﬂ

tls:
insecure: true
service:
pipelines:
traces:

receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]

o]:= Tempo OperatorZ A}-8-3}a] <example> vl ¥ TempoStack <1 2€

Eso % 7Ha 7Y

Z4 49 NEA ol

g
I OTEL_SERVICE_NAME

OTEL_EXPORTER_OTL
P_ENDPOINT

OTEL_EXPORTER_OTL
P_CERTIFICATE

OTEL_TRACES_SAMPL
ER

OTEL_EXPORTER_OTL
P_PROTOCOL

OTEL_EXPORTER_OTL
P_TIMEOUT

OTEL_EXPORTER_OTL
P_INSECURE

2 Abgstel AvelU o] B4 W4

A

service.name & &2~ &4 7k

o WA
S A3
Aexor NHd TE WF 7}
AELEANT FH 7|2 E
A URLY Yt}

onpmimﬂgﬂﬁﬁ%
io]qq_

[kl

OTLP W B 7] 7} zF v X W) 1.
7)o sl o 7] sk o) A1 2E
A J Yo

gRPC 2.4 of th @ ZetoldlE
A% Bt v Py o
HTTPS 2:7]vh= o] & Y oj %]
o}.

Qe A

ob

2.9 Alo]

e A4

https://localhost:4317

https://localhost:4317

parentbased_always_on

grpc

10s

False
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6. mUH = 2uo] =Y A5ar] g 74

OpenTelemetry Collector CR(A}8-#F A 9] 2] &2)S A3 ] 3719 gto] =il X% 4 S35}
=l Prometheus U 2 U] 7] S 2= 9 3l+= Prometheus ServiceMonitor CRE A g 4= &1

Prometheus W] ¥ U] 71 = A}1-83F OpenTelemetry -3 7] AL&2F A 9] @ 4 29] 4]

spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

FR719 R A % 24 2 Prometheus Y B U 7] W Eg £4& 2393 = Prometheus
ServiceMonitor CRS A A 31 == Operators 4 gt} X = OpenShift TUHZ 28 o] 3
ZEyr.

= 550 2 A3 Prometheus PodMonitor = Prometheus 233 o] 718 25 &4l A A
o} 742 ulA g Ao E AT T dHFUH

FAZ WEIL 23V E=E U EHFY 292 1A 351= PodMonitor AF2 2} A o] 8] 429 4
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apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: otel-collector
spec:
selector:
matchLabels:

app-kubernetes.io/name: “<cr_name>-collector’ ﬂ
podMetricsEndpoints:

- port: metrics g
- port: promexporter 6
relabelings:
- action: labeldrop
regex: pod
- action: labeldrop
regex: container
- action: labeldrop
regex: endpoint
metricRelabelings:
- action: labeldrop
regex: instance
- action: labeldrop
regex: job

OpenTelemetry 3] 7] A}-8-2t A 9] 2] 4-29] o] Yo

Tt
o

OpenTelemetry =3 7] ¢] W Wl E2 X E 9 o]FYUth o] X E o] 52 4 metrics o).

OpenTelemetry 4=3] 7] 2] Prometheus YR U 7] ZE 9] o] E ¢ t}.
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77. TEMPOSTACK S 2 7 A<

TempoStacke 2 A2 F7 & 743512 OpenTelemetry =871 = vl £33 74T 5 JdF5U Y. A
AE ZZAA, AR DY) gq] 71& A5l w £ 2 =04 OpenTelemetry 3712 W23 5= U &
Ut & R=& F7F gli220] 44 OpenTelemetry 53 7] AW A& Fx4 A L.

A 27 A

Red Hat build of OpenTelemetry Operator7} A X = o] $J&5U ).

Tempo Operator7} A X = o] 95U}

TempoStack2 Z22Hol vl g ).

OpenTelemetry 3 7] 9] A2 ARZ LS AAFU ).
A2 AR 9 o

apiVersion: v1

kind: ServiceAccount

metadata:
name: otel-collector-deployment

Au| = ARG A S LH S AU

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
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metadata:
name: otel-collector
rules:

0

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces”, "infrastructures”, "infrastructures/status"]
verbs: ["get"”, "watch", "list"]

k8sattributesprocessoro] = Pod ¥ 4] g 23 o] X 2] 42~0] O] g A3to] & Q gt}

2]

resourcedetectionprocessord = <1z} 2L Ao o g A3to] Q).

ZE2H 93-S AH| A AR vl g .

fy
fr)
¥
a
18
e
=)
o
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

YAML 3198 A Al 5la] OpenTelemetryCollector CR(AF&-#F A 9] €] 4 2)& Aol g}
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OpenTelemetry =3 7] <l

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshifi]
exporters:
otlp:
endpoint: "tempo-simplest-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:

receivers: [jaeger, opencensus, otlp, zipkin] g

processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

FH71 B 7]= OTLPE R =5 74 Ho] lon o] qox & ojn] A=
Tempo 8] 3Z A} ol = ¥ 2] E 29l "tempo-simplest-distributor:4317" & 7= 3} Y t}.
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73 . TEMPOSTACK®. 2 7 A

3 ]‘“ Jaeger FA L 93 FA7| 2 7451 OpenCensusE= OpenCensus T 2
Lo Z7, Zipkin T2 EZ S %3 Zipkin 32 2 GRPC =222 %3] OTLP F

tracegen 2 H|2E = Wl = JHFUH

apiVersion: batch/v1
kind: Job
metadata:
name: tracegen
spec:
template:
spec:
containers:
- name: tracegen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/tracegen:latest
command:
- "./tracegen"
args:
- -otlp-endpoint=otel-collector:4317
- -otlp-insecure
- -duration=30s
- -workers=1
restartPolicy: Never
backoffLimit: 4

OpenTelemetry 53 7] ¥4

GitHub2] ujj & o
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87. OPENTELEMETRY =3 7] vl 8] 74

OpenTelemetry =3 7] Q128 2o WEE @ A3 E 43513 5 JHU

= =

A 27 A
[}

Z2HolA ALEA H o] Z2AEd g3 RYEHFH o] A3E Y.

OpenTelemetry Collector ¢1 A€l 2 2] v E 8] S &4 552 @
spec.observability.metrics.enableMetrics 2 = £ true & 44 3 }.

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

o
ol

A 2&9) DA B2 AHgete] Pl AZAEA FAT F AdFUTh

Observe — Targets = ©]53}o] Source: User = ¥ H ¥ 3t t}-2 opentelemetry-collector-
<instance_name > & 2] 9] ServiceMonitor ol Up e 7} A=A &2l3).
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.14/html-single/monitoring/#enabling-monitoring-for-user-defined-projects

9. o} 7] ZE 2E o)A B2 vlolE 43
9% o] FE 2N BF HolE 53

s 2 2EH 74 4$ 97 222 Zzbo shte] OpenTelemetry 7] 28122 YA 3
& 2 E Telemetry t] o] €] £ 35}1}2] OpenTelemetry 3 7] Q1 2H A2 AGd 5= Q&

A 27 A

[}
Red Hat build of OpenTelemetry Operator7} A X = o] )&t}

Tempo Operator7} A X = o] 95U}
TempoStack Q128 2= F&] 2o v g Yt}

e e EE AFA: BFA, AA A AFA, CA BFA, SetoldE B A ASAYY
ool @ A S AR ST 19A S FEai Al 2.

OpenTelemetry =31 7] Q12 20 b3 JAFSA & vpEESHAL o|v] vl EH AFAE A4

.

cert-manager Operator for Red Hat OpenShift=E A& 3l Q154 S WA 5= w3l =z}
At

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

A7 AHE AZA AU

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:

name: ca
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84

spec:
isCA: true
commonName: ca
subject:
organizations:
- Organization # <your_organization_name>
organizationalUnits:
- Widgets
secretName: ca-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-manager.io

CA -3i =},

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local” ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false



9%. o8 g 2HA AZ HolH 3

usages:

- server auth

- client auth
dnsNames:
- "otel.observability.svc.cluster.local” g
issuerRef:

name: ca-issuer

OpenTelemetry 5= 7] Q1 2=€1 22| &uld] v]d 2 & 83 DNS o] 5 55 Yt}

H

Ze}o] ¢ E OpenTelemetry 3 7] Q1 2€ 20| x| &1 o] v 3= A 53 DNS o]
55944

OpenTelemetry =3 7] J12® 2o g g A u] 2= A S A F .

Au) 2 AA 2] o

apiVersion: v1
kind: ServiceAccount
metadata:
name: otel-collector-deployment

AE| = ARG A S 2 S A4 I

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

85



OpenShift Container Platform 4.14 Red Hat build of OpenTelemetry

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces”, "infrastructures”, "infrastructures/status™]
verbs: ["get"”, "watch", "list"]

k8sattributesprocessor o= Pod 2 ] g A5 o] X g 420] O] A3to] & Q g}

2]

resourcedetectionprocessord = <1z 2L Ao o g A3lo] Q).

ZY2E 92 Au| 2 AR vl g3t

fy
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>
a
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e
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

YAML 7218 A 3te] A= 22 2F oA OpenTelemetryCollector CR(AI-&-# A 9] #] 4
2)2 Aoy

A =] =2 2H ol t 3 OpenTelemetryCollector A1-&x} A o] & &29] 4
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apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:

name: otel
namespace: otel-collector-<example>
spec:
mode: daemonset
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
opencensus:
otlp:
protocols:
grpc:
http:
zipkin:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshifi]
exporters:
otiphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key
ca_file: /certs/ca.crt
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs
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FZA7] R Y71 OTLP HTTPE YR U EE ZAEY 4 S8 24
OpenTelemetry =3 71 & 712|713 Y t}.

YAML 5} & A A 3lo] <4 22 2 ¥ o4 OpenTelemetryCollector CR(A}-&-# A 9] & &
2)S Ao g .

Z% Z 2 2¥ 9 g3 OpenTelemetryCollector A&7} A o] 2] &2 9] 4

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otlp-receiver
namespace: observability
spec:
mode: "deployment”
ingress:
type: route
route:
termination: "passthrough”
config: |
receivers:
otlp:
protocols:

cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging:
otlp:
endpoint: "tempo-<simplest>-distributor:4317" g
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
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volumeMounts:
- name: otel-certs
mountPath: /certs

5371 AR R WA BAel UG E A5A7 B a g

477 YR 7= OTLPE YU =2 245 o] gom Tempo vl £ 28-S 7123
Yt} o] o A o] A &= "tempo-simplest-distributor:4317" o] 5 o]v] A= AF ).

89



OpenShift Container Platform 4.14 Red Hat build of OpenTelemetry

10%. RED HAT BUILD OF OPENTELEMETRY %A sl 2

OpenTelemetry 3171 4t & 24312 tlolE 47 2418 ZASE o2 B2 A,

10.1. OPENTELEMETRY 43 7] 21 7}4 2.7]

o}-3- 7} o] OpenTelemetry 3719 222 714 & 4 A5t

Z2 A2
OpenTelemetryCollector A} 2 A 9] ] &~ 2(CR)o|A #AH 21 F£F S AAF U]

config: |

service:
telemetry:

logs:

level: debug ﬂ

F3719 2 FEJ Ut XY 5= #hol = info,warn,error =+ debug 7} &4t
71232 info Yo

oclogs 9% = §| Z&& AMEste] 28 AN oL

10.2. M ES =&

g

N
op

OpenTelemetry 3 71= A 2] € ©| °lE1 EFd dig ALE IAFUT g3 HEH L 7]
THHES g 23 A5 d&f fAE HEZ o] =EH U

°] ]

¢

otelcol_receiver_accepted_spans

stolmalelo)] J Aoz FAH 717 £

otelcol_receiver_refused_spans

shol sebelo] FA1E 4§l 712 v
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otelcol_exporter_sent_spans
el d3des AFa 717 FdU T
otelcol_exporter_enqueue_failed_spans

A% t7196) WS Fr8N 2AHUh

Operator:= W E £3
A Au 25 A

do A3
= =

ke o ALE

Z2A 2

OpenTelemetryCollector AF&2 A 2] g4 20 T3 3

Ay

config: |

service:
telemetry:
metrics:

address: ":8888" @)

Wi 371 A 27t

port-forwarding Collector Pod= A}-§-3l+= o+

I $ oc port-forward <collector_pod>
http://localhost:8888/metrics 2] v E 2}
10.3. Ouj 2 YR 7]
FA9dolHE EF P02 YrE

ZA 2

g FAdec<

=EHE FaU9Ut 712

cr_name>-collector-monitoring 94 &

F7}V3to] Telemetry X u]| =2 3

=

#-< :8888 Tt
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t}-2 3} 7+o] OpenTelemetryCollector A}-8-2} A o] 8] A2 5 FAAF ).

config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

b

oclogsd® = ¢ ZE2 A8t 228 EF o= YRYULL
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Red Hat build of OpenTelemetry7} A x| & o] 51t}

OpenTelemetry =3 7] & Alo] =712 FAA ¥ o.

apiVersion: opentelemetry.io/vialpha1
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <otel-collector-namespace>
spec:
mode: sidecar
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]

processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

o] €32 Tempo OperatorE AH-8-3to] w] £ ¥ TempoStack ¢1 2261 2:9] 7 o] E 9] o]
£ <example> 712|711 Y .
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apiVersion: v1
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

AR T2 Ao Do @ Aol i@ Fe2H 4TS A

g

Ut

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector-sidecar
rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status']
verbs: ["get"”, "watch", "list"]

resourcedetectionprocessoro] = ¢l =z} 2 ol g}/ A o] ti gt d3to] Q).

ClusterRoleBinding 2 A A3} A u] 2 A Ao Ul g AL AT}

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: otel-collector-sidecar
subjects:
- kind: ServiceAccount

name: otel-collector-deployment

namespace: otel-collector-example
roleRef:

kind: ClusterRole

name: otel-collector

apiGroup: rbac.authorization.k8s.io

OpenTelemetry CollectorE Alo] =7} 2 v 3}

Deployment ¢ B A € o] 4] "sidecar.jaegertracing.io/inject”: "true" 4 & A A3} =
g Al o] Aol A 4= Jaeger o o] A EE A A}
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Deployment ¢ H A € o] .spec.template.metadata.annotations = =9

sidecar.opentelemetry.io/inject: "true" 418 3713} OpenTelemetry Alo] =7} 25 4 Y
< g sy

AAE A2 AA L ALL5 ] o = Alo]Ho] vl EHE T2 A A7} vl AR E 7149}
A FAe 378 5 94U

)= = 3T
=58 E

A Z(JAEGER)? A Alo] =7} gle] OPENTELEMETRY<] RED HAT 2 =2 wlo| 1]

Alol =71 ul & glo] B4k 337 = Z(Jaeger)o A OpenTelemetry2] Red Hat 2l = & wjo] 1| o] A
34 dFYth

A 27 A

Red Hat OpenShift &4 32 Z 31 Z (Jaeger)S =& 2HdA Agg Yt}

[}
Red Hat build of OpenTelemetry7} A x| & o] 51t}
EZZA
1.
OpenTelemetry =3 7] Wl £2 A o).
2.
OpenTelemetry 3715 vl X3 =2 A EZ A4}
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: observability
3.

OpenTelemetry =3 7] Q128022 A3 3}17] 93 A v AR L AA )

H

apiVersion: v1
kind: ServiceAccount
metadata:
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name: otel-collector-deployment
namespace: observability

Z2AA Bad AR 47

o
fr
iy
1)
>
v}
18
i)
o
o
oX,
i)
L
v

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: ["", "config.openshift.io"]
resources: ['pods”, "namespaces”, "infrastructures”, "infrastructures/status"]
verbs: ["get"”, "watch", "list"]

k8sattributesprocessorol = Pod 2 namespaces ] 42~2=9j |3t @3to] H Q g},

2]

resourcedetectionprocessorel = infrastructures ¥ infrastructures/statusel dj g+
Agto] Pa .

ClusterRoleBinding & 41 4 sla] AJu] = A4 ol Ag-e A4 .

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

OpenTelemetry 3 7] Qq12H 2 E QA

oo

i
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a1

o] 3 7] 7 <& TempoStack 1=
OperatorE A}l-8-3}a] TempoStack 21 2H
ul) %) & of et

g
ES

2 Y B Y. Red Hat Tempo
3

25
2 AR 83 7)o ke BHL

apiVersion: opentelemetry.io/vialphal
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc:
thrift_binary:
thrift_compact:
thrift_http:
processors:
batch:
k8sattributes:
memory_limiter:
check_interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]

exporters: [otlp]

% £32 OpenTelemetry OperatorE 712174t}

o Z2 Aol Al A AH =2 & Jaeger= Ul B ul= 39 APl 3 & Jaeger 3 oA
OpenTelemetry 3 7] 8o & WA}

Golanaoll 4l iaeaerexporter = AL-238lo] =2 YR 7] o
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I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

URL2 OpenTelemetry -3 7] APl 42 78]z Ut}.
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127%. OPENTELEMETRY RED HAT ¥ = JH ol E

B A 2ol =9] 79 Red Hat build of OpenTelemetry Operator= OLM(Operator Lifecycle
Manager)S A1-8-3to] 22 2F |4 Operatore] A x|, Jadol= 2 9 7|9t A A = A o](RBAC)E
A o] g ot

OLM2 7127 o & OpenShift Container Platformol 4] A3 Ut}. A& 7}5 3+ Operator 2! A 3] €
Operatore] ¢ 2@ o] =] tj3 OLM 7 ¢4t}

Red Hat build of OpenTelemetry Operator7} A] A o 2 ] 1 o] =5 73] 5= OpenTelemetry
Collector 21 2~€H 2= 7 A} 3151 Operatore] A] vl Ao s 33l vjA oz g o=}

121. F71 &2

[}
Operator Lifecycle Manager 7@ 9 &2

A %] ¥l Operator ¢ Hjo] E
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.14/html-single/operators/#olm-understanding-olm
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.14/html-single/operators/#olm-upgrading-operators

13%. OPENTELEMETRY RED HAT 2 = #| A

13%. OPENTELEMETRY RED HAT ¥ = A A

OpenShift Container Platform = 2] 2| o] 4] OpenTelemetry2] Red Hat ¥ == A A 5l= @Al = o
=3 25U

OpenTelemetry Pod¢] 2 &= Red Hat 2 =& F 53t

OpenTelemetryCollector ¢1 ~€H 22 A 7 g t}.

OpenTelemetry Operator2] Red Hat 1 =& A 7| g o).

=2—=

13.1. ) &2 X183t OPENTELEMETRY 43 7] Q128 2 A A

¥ ZE9 A=A 1)) A OpenTelemetry -3 7] A=H 25 A A

e

4 dguth
A 27 A

cluster-admin 9 22| 222 AAR ] &0 2050 Ay

Red Hat OpenShift Dedicated2] 73-¢- dedicated-admin & &2] Al & Al-&35t] =125
oF gt

EZZA X

Operator — 4 X] ¥ Operator — OpenTelemetry Operator — OpenTelemetry
Instrumentation === OpenTelemetryCollector = o] 53},

rd

L1 1] rﬂ,
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X gl A} OpenTelemetry Operatore] Red Hat ¥ =& A A 3o

13.2. CLIZ A}8-3l OPENTELEMETRY =3 7] Q12" 2 A A

3 Z 4] OpenTelemetry =3 7] QA=A X2 E A7

e

% Uth

A 27 A

[ ]
cluster-admin 2 &¢] 22 ~H #2]z7} @4 OpenShift CLI(oc) 414 Y1t}

e g

o
OpenShift CLI(oc) #] A o] H Al vz 21 #] 2<135}52 OpenShift Container Platform #]
A3 A=A g

oc login & 23 o
I $ oc login --username=<your_username>
EZZA X
e W& g A3 st OpenTelemetry 53 7] Q128 2 9] o] &2 714§t}
I $ oc get deployments -n <project_of_opentelemetry_instance>
2 43S 235l OpenTelemetry 3 7] Q122 E A AUt}

$ oc delete opentelemetrycollectors <opentelemetry_instance_names -n
<project_of _opentelemetry_instance>

X8l A} OpenTelemetry Operatore] Red Hat ¥ =& A A g

oY
olX
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OpenTelemetry =3 7] JIZH 271 A F A o = A A= A=A 22132 H oc get
deploymentE thA] 23 ).

I $ oc get deployments -n <project_of_opentelemetry_instance>
13.3. F71 g &=

[ ]
=& 2¥ o] A] Operator 2}4]

OpenShift CLI A] #}3}7]
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.14/html-single/operators/#olm-deleting-operators-from-a-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.14/html-single/cli_tools/#getting-started-cli
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