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2 13 X F MIGRATION TOOLKIT FOR CONTAINERS (MTC)

MTC (Migration Toolkit for Containers) IiLf&iRER6r &2 A RSN BARE TEAEERE
OpenShift Container Platform 4 S£&¢H] 71T,

SNRE M OpenShift Container Platform 3 3%, 1525 %F M OpenShift Container
Platform 3 sT# %l 4LL &7 OpenShift Container Platform 3 &% |HM MTC Operator,

BRI UERRTEIR, ER—KHITREHFTIBRNARERF,

MTC 24 7 — N ETF Kubernetes B E L HTRE web #HIBHM API, AIFEBIEREHIERFH&RIMEN ARRF
S AL [,

MTC #ZHI S BRINLEEBirEE P, BATLUIEE MTC Operator, LB L2 ER R RERSHIA,
BXRUTELRIFE, BSRSYSTRIE :
o (FHMEF hook #l MTC API BT,

o EEEIMITHIBRFIR, R/HAMEITRE, FNERSIRERB PV KINAE,

1.1. MTC 1.8 X #
e TEFfA OpenShift iiiAs 4.15 R ERAA L& L {FEH OADP 1.3.z B MTC 1.8.3 F1ERBMAR A,
o MTC1.8.4 REFhrAMEA OADP 1.3.z, BREIFTA OpenShift ik 4.15 R BRI AEZ #F,

o HAal, FiBXFH OpenShift IRA 4.13 R BHTHINRAZZFF{FEH OADP 1.4z I MTC 1.8.4 K&
HTHORR A,

1.1.1. 2% Migration Toolkit for Containers (MTC)
R 11 3R89 MTC IR E

MTC OpenShift  XF%1T (GA) TEZRAER PSR EKEHXFF
kR A Container (EUS)
Platform

hRA

1.8 20231082 19 %172 H 110 4172 H N/A
=]


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/migrating_from_version_3_to_4/#about-migrating-from-3-to-4
https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
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1.7 o 3 2022% 3R 1H 2024% 7 RA1H 2025% 7R 1H N/A

X EUS RIS, ESIEKEHRZH,

1.2. Ki&
£ 1.2. MTC KiE

Ai& '8

TREERE MAER LN AR EE,

Bl R BRI BB,

SHTGCE BT EREIBIRP S K. B Kubernetes X RN K7, HERTE
EAIBRNEEFHRTIBENE Kubernetes X RN RIZHE,
B I8 PR A T RT LARE R A SR B 10,

ENER 1217 migration-controller pod 1 Web £HI 5 M&EE, THEEESEESE
B, BXTRLEN.
FNEBRTEBE NI registry Bk EEIBE&.

o ¥ 53 TR BERREN, EXTRLEN,
LR EE— 124 migration-controller iR 551K /7 4 k¢ Secret B E LK
Ro
IREBREZEE—NMRTFHNRE registry BB FEETBRHE,

(k3N Bk, B Kubernetes WM RMEERHE RIS HIFMEE, AEMEHIEHZESS
ZIBFrR&EEL,

BEESTH% BFAMSEREMREHS T BIRER.

BEERGRIH RIREEMRERS TR BIrEE,

W ERER ERBELENARERNERT, BUBNEHEIBNER.,

% RIDITN BT RYA R E RS R RF L 8],


https://access.redhat.com/support/policy/updates/openshift#eus
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ARi& 3

TR N ARERERHEL, HERIBEBIREER.

RETER B ENF AN SR AE R B IrREERIS M ARF RS,
ERER EREBRER—E5EKEERE.

T7E MTC web 2B TR GFEEH,

1.3.MTC TE5&

RE LAMEFE MTC web &3 Kubernetes API i Kubernetes $5iR. HFAMSHIBEIALSIASH K TR
E| OpenShift Container Platform 4.17,

MTC EHLLTHIR :

TR IT R R E R B 22 [,

BEEESEENER : Y MTC IS Z AN, BR2EBS LZﬁ%zEl‘éJ?éE%B’JFﬁﬁﬁ%u‘
B, MRS Pod, FH4, tNR— /\’ﬁ?ﬁ&np% R EEEREERIS], XA TR TE
BB EENSH—NER, MTC &EBXHA TR,

B, REMETXAR (SCC) B—MNEHETEBRNAIMNEE, REKS (SA) 2EETHA
2R A BEIR, S0SR MTC ﬁzﬂﬁﬁ%ﬂﬂ@mﬁﬁ SA, MTC £Bzh#kEI5E#El SA FRE
SCC, FHiT#ixXLe SCC, B, MTC &IBHEIM A ERFAMSFRENTAMLS,

RIFHIR, TREFBEFNIBRIBEHNEIR.

B E X HHR (CR) #M1B E L HHRE X (CRD) : MTC 7E6y & 22 [R14% | B 5153 #% CR #1 CRD,

A MTC Web #ZHIE IR N ARES RUTSE :

1.

TEFTEEEHLE MTC Operator,
IR AR A RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI R LAIEA B BTN, & Al AR registry BI5E(&  (mirror) .

BoBEHIFEME, X2 MTC AEEBEIRH F B REFL.

TR B AR IIE N EH G FENAZREIBIR L AR, tRERRERS S, BOITNGHE
BB N A EHCFEMER MR E,

1E MTC web 2§ & R INREERE,

1E MTC web =58 RIS HIEFEE,

BIEBERITR, SSLUTHIBE TR LIz — :

e Copy: MTC HEUEMEERSHESEHEEE, BMNEREHEEIBEIEE S EIBIrER,
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MREERERGGIBNERESTY, NHEIREEEMNREHEHEIB

REERE.
> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MBEERBHEFEH — MRS (I NFS) , EEIEHE EUE—NMEREIXMNME
RBEM PV KR, RAEEENERPIETITRES, Tj_:ETT%ﬁqﬂliﬁﬂ’JFjFﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZEE, TRV UBIRERE BrER N,

AN AREH CEFEHIRELEERS, BIBRFEE

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. ZITERITL, ERUTEITZ—

stage A LN ARRFRIER TRBES HIE B IrER.
MEBER AL RIZTT, UEEIRINASHBEEFR BN, 2T -SRI S
R4 5 T F BOHRF LI A

e cutover RIFILRER LN AR, HNFERIIBIRER,
A% @ IZATLUERR Halt transactions on the source cluster during migration% %1% &,



OpenShift Container Platform 4.177 Z23:¥B TEEH (MTC)

Replication
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MyApplication

Kubernetes

objects
]
Backup Restore
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MyApplication ir_““""ﬂi Internal images ir"""““‘i MyApplication
Kubernetes E Velero i i Velero i Kubernetes
objects ' ! ! ! objects

PV1 PV2 OpenShift PV1 PV 2
Container Platform

Migration API

Internal images Internal images

Source cluster Target cluster

14. R TFHIREHRI AL

Migration Toolkit for Containers (MTC) XS HUIBMIREE TB 2 B IR 4 RS FIR R EBIBE S H
Bk, WELLERSE S THRMIMEFHZENFE RN E SR,

1.4.1. XHRGEHIFE
MTC T EfS8B S MBERE S 5B S 51765, FMIBES ST BIREE,

ST E IR Restic HATINEETR, SR Reync T BESEH,
1.3, U RIS HI D

L= PRI
o EHAILIATRANFME. o LLIRIBEFIAEIE,
o A S3 FHEMI I, o FIENBERL AR TEREMRE,

e (M checksum JSIEHEE (A3E)

o RHEHBIN, XRLERSMRE.

Restic #1 Rsync PV IR 1% X 71 PV {2 volumeMode=filesystem, 73%#HE X%
4353 #% {8 A volumeMode=Block,
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1.4.2. RIBEFI %
MTC [REHBENRBES S ZHNENESICF, BETEEELRE.
RS AL 7 B F Amazon Web Services, Google Cloud #1 Microsoft Azure,

& 1.4. RS HESS

s BRI

o EXHRGERIFIER, o LHNERIZHEIRR,
o SR THRRNEHIE.
o R TRA—AENXE.,
o SHWINERBRMNEFIHE,
o FHERMMESRBRE,
o FXREELIH.

1.5. BEREIBMERHFEERIR
EALMER BRI (DIM) MEESITEH (DVM) SHEHIRIEEREMWRERSTHE B I,

MREERCT AR T ARMNT RZ1T DVM, EIRAREKKI, REBH pod TEVFFAMSERE
EHQ

DIM #1 DVM BA BZEyMae i, R WBER T4 MIRER &0 S FI7F 08 ZE LUK ME FITF i IR E 2
BRERERIHREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efb e )1 &4,


https://rsync.samba.org/
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2.1. MIGRATION TOOLKIT FOR CONTAINERS 1.8 & 17310

ZhRAHI Migration Toolkit for Containers Z1T3EICNEA 7 FTRIThEEFNE 5 ThEE. EFFAMITHEELIR B
B[]

MTC (Migration Toolkit for Containers) Bl &3R8 6p 4 22 (515 b T2 F TIE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

MTC 12t 7 —1NETF Kubernetes B X TR web =5 & F1 API, wIEEBNRILRHTRH&/IMEN BEF
= Iing I

BX MTC XHBERMEER, S OpenShift Application and Cluster Migration Solutions, B Red
Hat OpenShift Container Platform 4 &5 /EAIB &M —ER 49,

2.1.1. Migration Toolkit for Containers 1.8.9 %4 1T3¥1C

2.1.1.1. B R A B

MTC (Migration Toolkit for Containers) 1.8.9 f#&:& 7 LA F EE A7 :

EHAHLIE MigPlan HIBRBE/STH

ELREHF A, MR MigPlan S84 AHBRELNL (VM) T, X2SBEMNRE, MmSBER
KW, LEITHRASIAT —MEE, ©AFHIEELHIE MigPlan ESh#MIBRE 47538, Fib, %
MigPlans #IBRES, EHNMABERN TR, BERFEEIE, (MIG-1749)

EFEMHLM hostpath-csi-basic iE# % hostpath-csi-pvc-block &, virt-launcher pod &4t
Tﬁkﬁﬁiu\

EWREHF A, BT pod REFKMESHELHZ2, virt-launcher pod RIEIBELNNEEILE, XE&F
BENERS KL, Mﬁ'ﬁ—rril virt-launcher pod 1%, LbAZITHRARRIRT pod RREXMEFE, RIFER
BT REFE, HIE, ERLUESRE pod M FRLIERSHIER T EALM hostpath-csi-basic i
#%l hostpath-csi-pvc-block, Migm 7 EEIBTRENE, (MIG-1750)

R iET B B i LimitRange "NIL" 53 migration-controller panics

TELREFZHI, openshift-migration #p44 22 5] LimitRange FER4* Min spec 253 migration-
controller pod I panic, RIEIFAFEFEFHFELEEEIBKIN, X MRAF, ZHEE LimitRange KiE
7 Nil i, migration-controller pod RE AR, E Lk, rsync pod MIIEEEIEERIRSI, T ERLRE
TREME, FHHPRIR % 22 A PRI RRIRTEI .

2.1.2. Migration Toolkit for Containers 1.8.8 & 1T3¥iC

2.1.2.1. BRI A

MTC (Migration Toolkit for Containers) 1.8.8 LT E B2 R M7

T SESERB ISR I RN
R i SER TR RS B, (X DIRABRR T XA, (MIG-1746)

2.1.3. Migration Toolkit for Containers 1.8.7 £ {T3¥iC

10


https://access.redhat.com/support/policy/updates/openshift#app_migration
https://issues.redhat.com/browse/MIG-1749
https://issues.redhat.com/browse/MIG-1750
https://issues.redhat.com/browse/MIG-1746

E2EMTC RITED

2.1.3.1. B RH(R] T

MTC (Migration Toolkit for Containers) 1.8.7 UL T EE A2 R 7|7 -

R OADP RAFLI# DPA & A3#E, MTC IR REELE OpenShift Container
Platform 4.19 _E# Prepare Bt E%

L 7E OpenShift Container Platform 4.19 £iZ17 MTC 1.8.7 ¥, #f2&1E Prepare (&=L, FTRiItII=
£ Suspended B/ E&Hi A,

BRARREZEBZLL 1.5.0 FFEEH OADP kA, H DataProtectionApplication (DPA)HIEIER 5
OpenShift Container Platform A&Z&. (MIG-1735)

£ MTC Fh{EFHRY AWS ), Velero S 2KBH Ex XH4EEXxH IR
EM RS TLTRITER, FEAH Amazon Web Services (AWS)E4 BB EY OpenShift Container
Platform ££8% £ OADP By MTC BI& DT FE R A BRIE MR, & BT LATE Velero HERBEILITE
15
I error="read |0: file already closed"
ERIEFT AR AR, HRTHITUUTRERERIBR AWS & -

1. 7£ MigrationController B E X ¥TiRE(CR)HIXE velero_use_legacy_aws: true .

2. EJF MTC Operator MU B R,

3. JSUE cloud-credentials secret B9 AWS &E1E,

(MIG-1738)
2.1.4. Migration Toolkit for Containers 1.8.6 4 1T3¥1C

2.1.4.1. HRER b
AEEFRAERMNZN TR TR
MTC R 1.8.6 REFHIRAR ZIFENMELERNZNERITH,

EUNE#ETS
VM T #3358 ThBE MEBARTIBL (TP IR BB N EEX A 5 (GA),

2.1.4.2. Bfi# RH(0]
MTC 1.8.6 BT EEMB R A -

Ul FEE 8 7Rl R 5 a9 6n & 22 (AR Srid i R

LI ER T RIA FH Select Namespace £ ISR R ZE[HNT, A RE(U)RER Search FRIFHF
SHK, Mg EHEER I TR—1 JavaScript iR, KRBV T RE LB, XANFHEE MTC 1.8.6
R, (MIG-1704)

By iR R 5T 5% Bl T B it R

1


https://issues.redhat.com/browse/MIG-1735
https://issues.redhat.com/browse/MIG-1738
https://issues.redhat.com/browse/MIG-1704
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£ MTC AR, JUIEIRITHET, Ul =REEFAEER, BITEMREE, HINXPDRRNERERERZ, —TXK
BRI, FHEZAMBEHRKBUERZ T RFREI— 404 API iR, XL #SBER TR TF Not
Ready K73, RTEMREL, XANMBEE MTC 1.8.6 HffR, (MIG-1705)

1f StageBackup fTE&fG, B EBITETH
i Django # PostgreSQL [ FHY, 7£ StageBackup M E& B3I IS TETR. BIARS R E hAIRRT

A pod TEERBIFIARIEEE, BEIRE, HEIBMKILIRER LM pod i, jango pod &K, FHE&
CrashLoopBackOff f£i%, X R#EE MTC 1.8.6 HfER, (MIG-1707)

BRANRT VDIRESTT S BERUBM B, 838 ERI8zh

FERAMTC2TERE, Ul REIRMKRITIBAITI, KELZIN Migration succeeded, BZ, BEESBT
B (DVMER SR, XMEFIRESHIITE Migration 1 Migration Details TUEH, XA AEE1E
MTC 1.8.6 Hf#)R, (MIG-1711)

NTFREFAUEFANGAZERN, FALETASTRAER

LIRS ESREEAFAMBSERPVO)MMZZEEN, HAKNS LFEITESITRPES, FERU
TER : ZBIMELR projects... WIFAMS, ZIE/KETARTTHME, BEEEELESER, XA M-
B7E MTC 1.8.6 Hf#)R, (MIG-1713)

2.1.4.3. B0 A 5

MTC 1.8.6 BLLT 240101 :

TEB KRR ERIR SR —

LIEBIT WA R, ERREAIRREREFFE—TER. BRI HAESIHOVM)MERA
DUEHtE MR, (BHEERRFFLLRBRA - REUNSHER TR YAML &R,

WHERA U R FRERBNER. EELEERT, WNASH DVM I ERKRIEIRMSAREIR, UlBRAS

REEIBREKIN, XNMTHESZEITE MIG-171T FRBIVHRARY, BEFRABRTAE. (MIG-
1719)

2.1.5. Migration Toolkit for Containers 1.8.5 %4 1T3¥1C

2.1.5.1. HARZ b

Migration Toolkit for Containers (MTC) 1.8.5 BLL FH A EX :

EXFBIE RACEBFRHE (FIPS)
FIPS B XEFBEAFIRIBELFRE DAIEVE(FISMA)FF A I —HIT B LR 2,

M1.8.5 FFhs, MTC 2H FIPS &#ltEmixit i,

2.1.5.2. B R A|

MEELZER, HSM JIRA FHIMTC 1.8.5 R (A IR,

2.1.5.3. E&|A)

MTC 1.8.5 BLLTFE 4R :

1£ OpenShift Container Platform 4.12 th TR ERSS MK F XBHg SCC

12


https://issues.redhat.com/browse/MIG-1705
https://issues.redhat.com/browse/MIG-1707
https://issues.redhat.com/browse/MIG-1711
https://issues.redhat.com/browse/MIG-1713
https://issues.redhat.com/browse/MIG-1711
https://issues.redhat.com/browse/MIG-1719
https://issues.redhat.com/issues/?filter=12447122

%23 MTC £173F10
Foi£3T# OpenShift Container Platform 4.12 AR S5k FRIME R R &M £ TFXAR (SCC). i HITELLEH
MTC RRAFRERRX AR, (MIG-1454)

MTC RN A 21

statefulset.spec.volumeClaimTemplates[].spec.storageClassName

T£4 StatefulSet N AR ZITHERILHLN, MTC REH
.spec.volumeClaimTemplates[].metadata.name FRIFAMESEER (PVC) 3| BLUMERERM PVC £
. MTC A& E# spec.volumeClaimTemplates[].spec.storageClassName, X&SEN HRFET
B, A%, FRIASHEFBEIBEEETUENPVC, MARIEBMEMHE, (MIG-1660)

4T StorageClass ¥ fih 4 op 44 22 0] h B9 A B F 2 R 48 U5

WIEL NN FHFEE L1217 StorageClass 75, MTC &7E cutover MERSEHATE N 2R, SFEFER
TIRMNARR, (MIG-1661)

HEH TG, MigPlan Tk N SREHERERNB tren&22[H

7£ MTC Ul 111/ MigPlan S Bire 2 ZHER NSRS LR ARNARRE, EEEBRFH
MigPlan, FEEIRGpEZEFASRMAZEEMER, (MIG-1600)

TN ST Pod EAHEERIRR registry

£ 2% BuildConfig BN A MIRER R B IREEEERS, 19E23R Pod RBEIFEIR, TIENEHRHEEBIH&K
registry, (BZ#2234781)

MRFME D RERTERN A RER
LB ESEURRERBFTR IR TR, IMERREETERER. (BZ#2144299)

XIE pv_resizing_threshold F A% £~ PvCapacityAdjustmentRequired Z5

1E14% pv_resizing_threshold /5, PvCapacityAdjustmentRequired &5 2N A HINE TR 1T H
B, (BZ#2270160)

BXRFAAESHMFERTEIR, ESMH JIRA FBIMTC1.85 EAA#HFIR,
2.1.6. Migration Toolkit for Containers 1.8.4 & 1T3EiC

2.1.6.1. FIARZ L

Migration Toolkit for Containers (MTC) 1.8.4 HLL FHAREN :

e MTC1.8.4 ¥ REMWIIAEMN, FHIEXEA OpenShift API for Data Protection (OADP) 1.4
B3z 5o

X517 DirectVolumeMigration B KubeVirt EE#41
MTC 1.8.4 A0 T 448 B4 (DVM)E KubeVirt EHIHL(VM) B3,

2.1.6.2. B iR RH (0]
MTC 1.8.4 EFELU T EEHFA LB 0 -

2% OpenShift Virtualization B Ansible Operator F5ikIE & TF

e _— e, . P . e . - [ SV 1 R S . A BILNET T i o N N R RN


https://issues.redhat.com/browse/MIG-1454
https://issues.redhat.com/browse/MIG-1660
https://issues.redhat.com/browse/MIG-1661
https://issues.redhat.com/browse/MIG-1600
https://bugzilla.redhat.com/show_bug.cgi?id=2234781
https://bugzilla.redhat.com/show_bug.cgi?id=2144299
https://bugzilla.redhat.com/show_bug.cgi?id=2270160
https://issues.redhat.com/issues/?filter=12447121
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% OpenShitt Virtualization BY python3-openshift 4X1F 2P A — 1%, A0 ESET A =R
— M54 ValueError: too many values to unpack, RHIMRAM MTC KZEIF M, MTC1.84 ##T —
MEEFRAAR, BHEMTC1.8.4 REREFNBLZ R ERSENM, (OCPBUGS-38116)

EOIEERITRIET, UlXTE Namespaces $ K4

LM MTC UL QISR IT RN, EBITRIA S REB7E Namespaces ZHH, XN A[#EEE MTC
1.8.4 R, (MIG-1597)

EBRW, HERRA kubevirt/vl %A R B R

ENRREIR SRS, MELENSR (8F&H. DYMMKE) BaKITN. BE, IHBHEIRIC
FARBRINFH B EL RS 2 no matches for kind Virtual machine in version kubevirt/vl, (MIG-1594)

LIBASREMAEFEFRNGZRRZEN, BEESIBRRN
EHITMRER R BRI Be, MREGRZERSRGEAZEFRRR, DVM KKK, (MIG-1592)

BEEFGHRTIB A ER migplan PR ERESS

{8 8 Direct Image Migration (DIM) B, WIREFIH IR LXE T IRE1%EEFESE, DIM FRAEEREE, HF%
HEFB AR RN EHEER. (MIG-1533)

2.1.6.3. B&0/Al

MTC 1.8.4 SFE LT B A0/ A

1£ OpenShift Container Platform 4.12 th TG 3ET AR SS K X B9 SCC

Foi£3T# OpenShift Container Platform 4.12 AR S5k IR R R &M £ TFXAR (SCC), HRITELLEH
MTC hRA AR RIXAN AL, (MIG-1454)

rsync pod KiEE5), 53 DVM it B KK
R NAUBRIAIEE, Rsync pod ToiEAEIE S E DVM B ERKRI,

(BZ#2231403)

ISR pod TEHEERITER registry

£ 2% BuildConfig BN 2 IR R BIREREN, 19EE Pod KSR, TENGIRHEXRIH&
registry,

(BZ#2234781)

HORRE, HRFMSHERE RN A BRRBISER
AR RS BURRE RIFRSEB TN, XNMERREDTERER,

(BZ#2144299)

1Ei%i& pv_resizing_threshold J§, PvCapacityAdjustmentRequired E&E 2% BB

1E14% pv_resizing_threshold /5, PvCapacityAdjustmentRequired £&15 2N A HINE TR 1TH
M,

(BZ#2270160)

2.1.7. Migration Toolkit for Containers 1.8.3 A {T3¥iC
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2.1.7.1. HARZE

Migration Toolkit for Containers (MTC) 1.8.3 HLUL T AL -

i OADP 1.3
MTC 1.8.3 #I0 T % OpenShift API for Data Protection (OADP) B9Z#%, {5 MTC 1.8.z BU#Kifi,

2.1.7.2. BRRBYIF]
MTC1.8.3 SfEU T EEMRRHFM :
CVE-2024-24786: Golang protobuf R by — M TR 53 unmarshal EEUH ASEHEIS

TELARTE MTC fRAH, 7E Golang BY protobuf &R A I T — MR, TELBELETHH A
if, unmarshal ¥ SHEA—NRREN, Bit, RHZEBATUFAXINEE, BT — MO0
, RFBUX BT ASETEIL,

EXMEAS, unmarshal ZHRER LLE & T E,
MEEZELR, 155 CVE-2024-24786,

CVE-2023-45857: Axios Cross-Site Request Forgery Z 23w

FELLRIBY MTC fRAH, TE Axios 151 AT —NRE, BRWFARAZIMEFHEIE Cookie HBIBURR
XSRF-TOKEN, 7 #EREBENAHMENE KR HTTP i1k X-XSRF-TOKEN &€,

MBELER, ESH CVE-2023-45857,

WETENEEEFFIEN, Restic ST EEE T

FELRIE MTC fRA, YERIRAMENAREFEN, —EXHTIaWTR. LRI MSEUEEF
quiesce LT}, Restic &9 ok IEE T1F,

XA EFEE MTC 1.8.3 iR,
MBELER, ESH BZ#2242064,

A7 Velero B— PR ZFFHEET IR, Migration Controller TiA&R %

RN Velero A2 FHI(EES R, MigrationController TTiA %%, § OADP 1.3.0 E#HZE OADP 1.3.1 Al il
XA, MBEEZER, 1ES BZ#2267018,

XA EFEE MTC 1.8.3 iR,

BXRTE RN HEETIR, ES0 JIRA B MTC 1.8.3 i R (n]# 53R,

2.1.7.3. E50/7] 5

MTC (Migration Toolkit for Containers) 1.8.3 LU 2 X017l :

2% OpenShift Virtualization B Ansible Operator F5iAIE & TF

L% OpenShift Virtualization # python3-openshift @A — PR, ELEBAESH PR RDE
—§)4+ ValueError: too many values to unpack, MTC 1.8.4 SCHE T —NmE R AR, BHE MTC
1.8.4 KRREABRZ LA FBIRI, (OCPBUGS-38116)

£ OpenShift Container Platform 4.12 th T ET BRSSP X B SCC
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OpenShift Container Platform iRA 4.12 AR S51K F BIME X 22 M E T XAIR (SCC) kT, ITRIEL
[E#I MTC MR AR AR AR R ANA L, (MIG-1454)

BRATACHENTEIIR, HESH JIRAHBMTC1.8.3 EXIMHFIZ.
2.1.8. Migration Toolkit for Containers 1.8.2 A {T3EiC

2.1.8.1. BfERB A
LA ITRRAB LT EE AR 0]

HEIXIERE XL CA BT B & RH BRI

LRI MTC fRAA, EHEEFEEER, HMBE L CAIES. RINEZECERMAIY, E&HD
B B8 HH IR ) Rl

CVE-2023-26136: {f 4.1.3 2 #if#ifl tough-cookie &3 Zl Prototype Pollution BB

TELLRIEY (MTC) kA, MTC F{E A tough-cookie i EARA 4.1.3 W2 R RBLEBHEN, K4
ERANREERZ, X rejectPublicSuffixes HI(EHIXE Y false I, CookieJar TLiEIEMILIE Cookie,

MTFTHREBELIFMER, 1HSH (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

“fufRSS

ELRI(MTO)IRAR, HAZEENAEFHIEES newRange 1248, MTC RERK 7.5.2 ZF1H
semver {4 B A T 5 % Fl Reqular Expression Denial J Service (ReDoS)MIM i,

METRESHMES, HBIH (CVE-2022-25883)

2.1.8.2. E&0(7] 5
MTC 1.8.2 @FELLT B 597 :

2% OpenShift Virtualization B Ansible Operator F5ikIE & TF

L% OpenShift Virtualization # python3-openshift & B — PR, ELEBESHTRRPRRDE
— 54+ ValueError: too many values to unpack, MTC 1.8.4 SCHE T —NmE R AR, BHE MTC
1.8.4 KRREABXZ LRI, (OCPBUGS-38116)

2.1.9. Migration Toolkit for Containers 1.8.1 £ 1T3¥1C

2.1.9.1. EfERAEY A
MTC (Migration Toolkit for Containers) 1.8.1 )R T LA F EZE 7]l :

CVE-2023-39325: golang: net/http, x/net/http2: IR EFREB A RER S BT E T/

TELLER HTTP/2 il (# MTC EF) RSB RPLILT —PMRL2FRE. BFHTUEEE RTINS
i, FFILENA % RST_STREAM MiEEUHT, XEXKEBENOBAAENRSHBOUBRMANIERE, B
i B ME BN R XTECR 2RSS SRImRH, M SBE NIRSS 28 TR EFEmIE 4 AR

%, (BZ#2245079)

BIFREIMTC 1.8 HESEMRA, MR T XA,
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https://issues.redhat.com/browse/MIG-1454
https://issues.redhat.com/issues/?filter=12429975
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https://access.redhat.com/security/cve/cve-2022-25883
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METMRELSIEMER, HBM (CVE-2023-39325) 1 (CVE-2023-44487)

2.1.9.2. ER(A])&

MTC (Migration Toolkit for Containers) 1.8.1 LU F 2075 :

%% OpenShift Virtualization B Ansible Operator F5iAIE & TF

% OpenShift Virtualization # python3-openshift ({4 @ EE — MR, EESHUTER SIRE—
M54+ ValueError: too too value to unpack, MTC 1.8.4 L T —NMEH R AR, BEHZE MTC1.8.4
RREFBZ R LA FMRN, (OCPBUGS-38116)

2.1.10. Migration Toolkit for Containers 1.8.0 %4 1T3¥1C

2.1.10.1. B R [R]

MTC (Migration Toolkit for Containers) 1.8.0 fi#® 7 LA 0] :

TR — B4 T &M
FEUREIBARAAH, E InvalidimageName %, FIEEIBRFEEEMDIER. ((BZ#2233097))

PodVolumeRestore RfRETE In Progress KA, {#EB— BT Stage Restore IRE
LRI MR AR, EHITHIEIRE, THBRI{SEIE Stage Restore F A, FfF podvolumerestore
SER. ((BZ#2233868))

EBRMN ARFITEMBINVER LA registry HIEEGR

FELRIMARA S, RN ARF IR EIREEE, TR ARFEITEMAIER registry RHIENH
%, MMSH MABRRFRB. ((BZ#2233103))

HATFBUAE, £ Azure B3I RN

TELIRIBIRR A, 7E Azure E£EEF, HEDE Azure FAERT, TR RTE Backup T ERRIU,
((BZ#2238974))

2.1.10.2. 40/
MTC 1.8.0 S3ELL T S &M 8]/

%% OpenShift Virtualization 5 Ansible Operator ToiAIERE TE

% OpenShift Virtualization # python3-openshift & B — PR, ELEBAESHTRRPRRE
—§)4+ ValueError: too many values to unpack, MTC 1.8.4 SCHE T —NmE R AR, BHEMTC
1.8.4 KRREABRZ R FFRRI, (OCPBUGS-38116)

FH% MTC 1.7.x = 1.8 x N FHBRIBA Restic pod

EXNEZITHRAF, ZHJF MTC Operator M 1.7.x FZ¢ 2 1.8 x I, |BHY Restic pod A#MER, Eik, £
FYifSE, Restic #l node-agent pod (AR LAE SRR ZEAIRE I, ((BZ#2236829))

ISR pod TEHEERITER registry

EARLZITIRAAF, 7EFEE BuildConfig BIN AR MIEER EIBREEENT, builder pod 25 EHIR,
TR AR HEEBIER registry, ((BZ#2234781))
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[UI] CA TR B B B R ETABRR

EARLZITHRAF, 7£/3 A Require SSL Kk H A BERINEI MigStorage B9 MCG NooBaa 1Ffi##EHI CA
M trE, FERMTEARK, B2, @Ik CA HHSBRNAEFHER Require SSL K 1F KRS
X, EEMARRW, ZEOGRT R EFTRMFMEZE SRR, (BZ#2240052))

HIXERE X CA BT i#E R & RH BRI
HEMTC)JEEREMEER, RMBE L CAIET. RIEECHEFMLTR, EEMMBREIA-,

XA A EE MTC 1.8.2 R,

CVE-2023-26136: {f 4.1.3 & #if#ifl tough-cookie &3 Zl Prototype Pollution BX i

MTC H{EFM 4.1.3 tough-cookie - BhrAZ AT (£ MTC HfEfR) BEZEXINBENIT, iR
R4 %, ENE rejectPublicSuffixes HI{Hi1%E /) false If, CookieJar ToiEEFNIE Cookie,

XA A EIE MTC 1.8.2 R,
METRBZIFMER, 1HSH (CVE-2023-26136)

CVE-2022-25883 openshift-migration-ui-container: nodejs-semver: Regular expression 1

“ffR3S

ELRIMTORRAS, HAZEEMA BN newRange 12, MTC f{EMAK 7.5.2 Z B
semver Y4 SR AR 5 2 % Regular Expression Denial B Service (ReDoS)BIK i,

XA A EIE MTC 1.8.2 R,

METRESHMES, HBH (CVE-2022-25883)

2.1.10.3. HARZ 1t
R ITRABUTRAER :

e M OpenShift Container Platform 3 3% %! OpenShift Container Platform 4 2 [HH MTC
Operator 1 MTC 1.7.x BJ Migration Toolkit,

o FXFM MTC17.x EHEIMTC 1.8

o RNER MTC 1.7.x FiT#FF OpenShift Container Platform 4.9 st B B ARHTAA R
o MTC17.x ATER B IR A,

® Migration Toolkit for Containers (MTC) 1.8.x {3z #F M OpenShift Container Platform 4.10 (&
B hRATFE E OpenShift Container Platform 4.10 SkEmhR A, X FIUS RERRAE 410 HES
hRABER, ATLMEA 17X 1.8x, BE, ERME L MTC LY.z %JMHERE,
o FXFMIEMTC17.xEBEIBEIRMTC1.8x,
o FXFMIEMTC1.8xEBEIBIF MTC17x,
o XZFMERMTC1L7xEBEBIEMTC17,
o XZFMIERMTC18xEBEIEII MTC1.8x,

o MTC1.8xBEIAEZREZE OADP 1.2,
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o MMTC17x AHEIMTC1.8.0, EEFLhT OADP B 7 1.2, MIREH XM, Operator F
TR,
2.2. MIGRATION TOOLKIT FOR CONTAINERS 1.7 £ 173%1C

ZhRAHI Migration Toolkit for Containers Z1T3EICNA 7 FTRIThEEFNIE 5 ThEE. EFFMITHEELAR B
B ]

MTC (Migration Toolkit for Containers) Bl &% R 6p 4 22 (515 b T2 FF TIE A EIE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLM OpenShift Container Platform 3 i¥# %l 4.17, A LATE OpenShift Container Platform 4 &8%
Z [T,

MTC 24 7 — N ETF Kubernetes B E L HTRE web #HIBH API, AIFEBIEEHIERFH&RIMEN ARRF
{EHLAT [,

BX MTC XHBEKRMER, 1ES W OpenShift Application and Cluster Migration Solutions, ©7& Red
Hat OpenShift Container Platform 4 &5 /EAIB &I —ER 93,

2.2.1. Migration Toolkit for Containers 1.7.17 £ 1T3FiC

Migration Toolkit for Containers (MTC) 1.7.17 R @ —* Container Grade (CGO) kA&, ATFRIFTEZFH
REIREEN, 5MTC1716 #8L, AEXNT@mAS FRERRIEHITER,

2.2.2. Migration Toolkit for Containers 1.7.16 & {T3EiC

2.2.2.1. BRI A

Itk & AT AR A LA A R B9 [A] 7

CVE-2023-45290: Golang: net/http: Memory exhaustion in the Request.ParseMultipartForm
method

net/http Golang TWEFESHEEHRLINT —NRERAE, ©SRFM MTC BWERERIRA, ELURIMMRAS,
24T multipart R ¥, ATLIEBFAE A Request.ParseMultipartForm, {3/ Request.FormValue,
Request.PostFormValue, % Request.FormFile 7A[E NN, TR EMNEK/NREIAERFELS
—RETESEENAE., XARESATFELENTNEATESERKNT, MTSBOEREANE, X
AHRASFBNERER,

FRFXAN A, FAREIMTC1.7.16,
MEBTHREZIFMER, ESH CVE-2023-45290

CVE-2024-24783: Golang: crypto/x509: Verify panics on certificates with an unknown public
key algorithm

£ crypto/x509 Golang MEFEHEEHR LT — 1N RLRE, M MTC WRHRA, BiIFE&FHE
RENNFAEEMNE-BRYIEF4E S S 3 Certificate.Verify panic, iX&E05F Config.ClientAuth % & 7
VerifyClientCertlfGiven = RequireAndVerifyClientCert BJFf A& crypto/tls &/ iH AR 25, ERIATTH
& TLS RS # LiE I IEE P imiE 15,

FREFRXNE-, FREIMTC 1716,

MNETREZIFMER, 1ESH CVE-2024-24783,
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CVE-2024-24784: Golang: net/mail: 5.7~ & MR B BR85S R A0 8

net/mail Golang tWEERHEHF LM T — 1N RE2RE, 2% MTC WEHIRA. ParseAddressList
BEGE AR, XA (BESHHNXAR) MEREH, BFXS5Hit@REFRATiE, RLTEeS
BEATEETESRNEF AT ARRNET AR,

FRFXAN A, FAREIMTC1.7.16,
METREZIFMER, 1ESH CVE-2024-24784,

CVE-2024-24785: Golang: html/template: Errors returned from MarshalJSON methods may
break template escaping

£ html/template Golang TEEF G LI T —NLL2RE, BERPEM MTC WREMRA. RKE
MarshalJSON 7553k BRI IR S & F P R EI R EEE, Nef]1eeER ARMIT html/template Fii4 S/ L
T BT, UERSREREANTEANER,

BERIXA M, AREIMTCL17.16,
MT/TRESIFAESR, HSM CVE-2024-24785,
CVE-2024-29180: webpack-dev-middleware: Lack of URL validation may lead to file leak

webpack-dev-middleware #-& LI T —NELL2IRE, BREM MTC WREIRA, EREIZAHC
R, XNERFGITELIER MM URL Hhtlt, XAMEKTHERE URL EMF LA G EHREER A
{¢O

BRI M, FAREIMTCL17.16,
MFETHRELSIFAER, ESH CVE-2024-29180,
CVE-2024-30255: envoy: HTTP/2 CPU exhaustion due to CONTINUATION frame flood

1 envoy REBA{A SN HTTP/2 codec R A T —1NREIRA, XRFMEHAMAK MTC, X al{EH—
RN A 3289 CONTINUATION Ii#£ 6 R BHIRE, ENFEE1Y envoy BIPREIBREIIRE, XA RES
RFREZFHEIEHTRER EEREELRERENIRS SR/ LAEHIES, XEHIBESTRSEFEITERRHF
SEIEHAR S5 (DoS),.

BRI, FEEMTC1.7.16,

METREZIFMER, 1ESH CVE-2024-30255,

2.2.2.2. BRI
XMRAB LT EH R -
BESIBRY, ENIEEEHPH Rsync pod A Error RKE

EERABALSERPVC)IRE MM ARFEN, Stage migration BESKINERES, MEESITH
(DVMYE K, REEZZEA I rsync pod & A error IR, (BZ#2256141)

HRFUSHLRE BB
O SBURZEIOE BRI S ER TR, R SERRRERIRER. (BZ#2144299)

LEHPEE T FRRAERFRENS N BRBLEN, TBRIRW


https://access.redhat.com/security/cve/cve-2024-24784
https://access.redhat.com/security/cve/cve-2024-24785
https://access.redhat.com/security/cve/cve-2024-29180
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https://bugzilla.redhat.com/show_bug.cgi?id=2144299
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HEH AR uﬁs@ YHSREFRA X N BIRIGIE(VSL)H, (HARMTHR B KB N
VSL, Velero R SBEBIRIERIL, (BZ#2180565)

2.2.3. Migration Toolkit for Containers 1.7.15 & 173EiC

2.2.3.1. BERB R
It & T AR AN LA TR AR R Y )

CVE-2024-24786: 1£ Golang B protobuf R PAIM T —1 L LIWHE, unmarshal ThEERTEL
HA—AN RIS

1£ protojson.Unmarshal KA LI T — 1M LLRE, SAESFBEEIE unmarshaling R E R TSR
JSON JH 2R3 AFEEI . % unmarshaling El—/N231E 7 google.protobuf.Any {ERI{E R (1T JSON #%&
XEHEFLE T UnmarshalOptions.DiscardUnknown iETEf, XNEERKE,

FEFRIXA A, FAREI MTC 1.7.15,
METRELIFMER, 5B (CVE-2024-24786),

CVE-2024-28180: jose-go 51408 /= B [ 4R O BUE

£ Jose HAIL T — AR N EBEEEFIER LIERNRE, BB LA ZE—D JSON Web N (JWE)
MEHE, HEPha8&E/REYE Decrypt 3 DecryptMulti ZHAER E MK ERNE CPU ML 4EEUR,

BRI, FAREI MTC1.7.15,

METREZIFMER, 1HSH (CVE-2024-28180),

2.2.3.2. ERn
XANMRAE LU B &0 5

BESIBRW, ENIEEEHPH Rsync pod # A Error iR

EERAFAMESFRPVC)TIRAMLNBRFEL, Stage migration BIESMRINERES, MEESTH
(DVM)YR KK, Ren&ZE AR rsync pod &3 A error 3R75, (BZ#2256141)

MREFMHTEORRHERR
OB SBURZEERE BRFTRS IR TN, B ERRELTERIREMR. (BZ#2144299)

LUERFPEE T I TARMERFRBENSRBAE(VSL)F, TBRKK, BEBIEERIA
VSL,

LUEMPMEETEARUEEFRREMNEREFEZI VSL, FEEEEBEIMENERIB VSL, Velero &
E—PEIEE IR, SBOEBIRIERLL. (BZ#2180565)

2.2.4. Migration Toolkit for Containers 1.7.14 & {T3EiC

2.2.4.1. B R E
LA AThRAE LU R B (A

CVE-2023-39325 CVE-2023-44487: &L LKA
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FELEBHTTP2 P (M MTCEA) ARNZBRAPLINT —NLL2/E. BHrinaUlESERTNZ R
R, SREILEN% % RST_STREAM iSREUHIX 15K, W FHEBEMOER, XA NIRS 250
AR TEME, (BEETEMNEENSEERRBENIRSZ[IHRTE, X2FBE MRS HWTRFEER
i R B A0 AR 55 89 1a] L,

(BZ#2243564)
(BZ#2244013)
(BZ#2244014)
(BZ#2244015)
(BZ#2244016)

(BZ#2244017)

FRFXA A, FAREIMTC1.7.14,

ME|ETREZIEMER, 5B (CVE-2023-44487) #l (CVE-2023-39325),

CVE-2023-39318 CVE-2023-39319 CVE-2023-39321: &&= L£FH

(CVE-2023-39318): 7 Golang AL T — 1R 2IRE, ©# MTC M. htmlitemplate ¥4 2
RAEMBCERLHTML B9 " RS, B <script> £ FXHIEMLIE hashbang "#!" 5E
BokE, RS SBUEIRMRIT ST IR AR <script> E FTXHWRZE, M5 BIRIERT Y
¥ o

o (BZ#2238062)
o (BZ#2238088)

(CVE-2023-39319): 7£ Golang FAZ LT — 1 R2IRE, ©# MTC R, XIF <script> H#Y
JavaScript {£fi%, html/template {4 3% B 5 A EE BN SR AR R Z7ERY "<script”, "<!--",
M "</script”, XA HEA S BUSRMRTSRE IR NHABLE R, MTSFBURERAR LTS X,

o (BZ#2238062)

o (BZ#2238088)

(CVE-2023-39321): 7£ Golang & I T — AN R £RE, ©# MTC . J QUIC JEEI AR5
M post-handshake B E A RES T3 panic.

o (BZ#2238062)
o (BZ#2238088)

(CVE-2023-3932): 7£ Golang AL T — 1M &LiRE, ©H MTC EA, ERA QUIC ZHithisH
TN, HEREBRFEEEN YR XNEIREREIXE LR, M EERN QUIC iE#Ea
LIS B A F86E A K E810.

o (BZ#2238088)

FRFXAN A, FAREIMTC1.7.14,

MNETRELIEMER, HSM (CVE-2023-39318), (CVE-2023-39319) #l (CVE-2023-39321),
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E2EMTC RITED

2.2.4.2. B50|n)
IXANRAR A £ E SRR,

2.2.5. Migration Toolkit for Containers 1.7.13 £ 1T3E1iC

2.2.5.1. BERBY ]
XANARANSE B B RRRA A,

2.2.5.2. E&|n]&
XANRASE B X E D HH A,

2.2.6. Migration Toolkit for Containers 1.7.12 £ {T3EiC

2.2.6.1. B R RE A
AR ASSE B B fRRA A,
2.2.6.2. EH0|n)
XANMRAE LA B 501 5

Migration details TlEI & B RFHIRCHS 504

£ Migration details TEYF, B%2 LR IBHEE, BREEMAFY, B2, E—BNEE, FBERHE
%, R[] 504 1R, (BZ#2231106)

L MTC1.7x AERI MTC 1.8 i, |BM restic pod A& #HIBR
TE8 MTC operator M 1.7.x FZHEN 1.8.x i, BB restic pod AE#HMIBR, Fr4 5, restic #l node-agent

pod fEep B 2[RRI, (BZ#2236829)

2.2.7. Migration Toolkit for Containers 1.7.11 £ 1T3FiC

2.2.7.1. SRR
IXNRASR A £ E R A] L,

2.2.7.2. 2HA#E
X hRAE A 2 B[],
2.2.8. Migration Toolkit for Containers 1.7.10 X 17310

2.2.8.1. B R R|
& ATARA GLIELL TR B AR R A )5

JH%E DVM i rsync 12T


https://bugzilla.redhat.com/show_bug.cgi?id=2231106
https://bugzilla.redhat.com/show_bug.cgi?id=2236829
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ERX T EKITHRAR, A LA LIE£ BT (DVM) TR H Rsync XTAO0T 5 St TR 1E. AR
PWIEXIZ1T DVM 2EFAMSER (PVC) RIRBAN TSk, ZUHMERIUEN, £
MigrationController CR /1, {5 migration_rsync_privileged spec %iE} true, (BZ#2204461)
2.2.8.2. BANIAI

XM RA & A 2 AR R]
2.2.9. Migration Toolkit for Containers 1.7.9 & 1T3FiC

2.2.9.1. B R RE 0]
XANARANSE B B RRRA A,

2.2.9.2. B40[n)
Itb % 1TERA A LR 2505 5

Y% DVM Hf rsync 1T

EXNEZITHRAS, AP TER EEERESIH(DVM)ERELET rsync B IELEN RS 5,
(BZ#2204461)

2.2.10. Migration Toolkit for Containers 1.7.8 & {T3¥iC

2.2.10.1. B R [A]
LA ITHRAB LT EE AR 0]

1E£ MTC operator FIEAZESS Velero &

LRIk A AR, FTiA#F MigrationController B E Y %R (CR)HH velero_image_fqin ¥ & &
velero %%, (BZ#2143389)

LR EBT 6 NFFEET, M ULERI—A MigCluster KK

FELRIHIRRA R, HigREEBT 6 DNFERFET, M ULRI— MigCluster KK, Ul REGTTERE 27
NERFZ AR, (BZ#2152149)

Ul IEi& 2L Migrations' T{H : Cannot read properties of undefined (reading 'name")

ELIFIBIAR AR, Ul XEZI Migrations' T, &[0 Cannot read properties of undefined (reading
'name'), (BZ#2163485)

1£ Red Hat OpenShift Container Platform 4.6 S£&Hh il DPA iR

TELLFTMIRR A A, 27E OpenShift Container Platform 4.6 5£2f FE3E MTC i, RIEEEOIE DPA &5
W, XESFH—L pod k4, M OpenShift Container Platform 4.6 S£&£H#) migration-controller B
B, XRREHRT DB null fH, XSGR, (BZ#2173742)

2.2.10.2. ER[n) &
IXANRAR A B E8Y A,

2.2.11. Migration Toolkit for Containers 1.7.7 &£ 1T3FiC
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E2EMTC RITED

2.2.1.1. B R [R]
IXNRASR A £ E R A,

2.2.11.2. S50/
IXANRAR A B E18Y A,

2.2.12. Migration Toolkit for Containers 1.7.6 & {T3EiC

2.2.12.1. iThEE

1£ Red Hat OpenShift Container Platform 4.12 h{&if PSA 523 DVM I E®

BE#& OpenShift Container Platform 4.12 F189 Pod Security Admission (PSA)BIf& Aiifl, ZRil pod &fF
i restricted B2 BRiZ1T, X restricted e BREHRBE B IRV TEN SR LR, BINEREH
DIEETE, LATIhEEIG a8 75 OCP 4.12 RAFMBENEN. (MIG-1240)

2.2.12.2. EfRRHY[R]

L2 AThR AR LAT £ E AR AT -

H1F Red Hat OpenShift Platform 4.12 H{iR 4> cronjob #5i%, MIFEEBIEEFREE Conversion
g

FELABIRIRRA R, EFAMSBTES, MHE—E5%, Bl Crondob 7EhR A batch/vibetal R ATFH,
TE = cancel IO migplan, HIKE Not ready, (BZ#2143628)

2.2.12.3. EH0IEE

& ITARAALLT 50

MREFH TR EHER

AR S BURRE GNFT RS IR I RN, XMERRELDREHRER. (BZ#2144299)

2.2.13. Migration Toolkit for Containers 1.7.5 & 1T3EiC

2.2.13.1. B iR RH (0]
A ITHRASIELLT SR8 A

BESIBENBRER LM rsync pod KW, BEA Error K&

FELLRIBIRRAH, EBMINF D RES, BFERRGEZERFRL rsync pod #H AE RSN ERESIB KL
W, (*BZ#2132978)

2.2.13.2. B4 A
XNRAB LT E 50 A -

1E£ MTC operator FELAZESS Velero &

LRIk A A, FTiA#EF MigrationController B E Y ¥R (CR)FH velero_image_fqin SH&E &
velero %%, (BZ#2143389)
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1£ Ul th%5%8 MigHook i, TimE I gETC A EFINE;

INRHEIFLEERE AR, ) Ul FES%%5H hook BN AT RE TSR B INE. MEMLHERER, TENITEEFM
#H, BEIREHBER NI, (BZ#2140208)

2.2.14. Migration Toolkit for Containers 1.7.4 & {T3EiC

2.2.14.1. BfER B[R]
IXNRASR A E E R A) L,
2.2.14.2. 2507 &

[B17%35% A M B PrEERE A I BRI 2 BT IR

EM MTC Ul TN ARRFENRR,, —YREASMEINEEFMER, BIREETRRINERE,
(BZ#2126880)

2.2.15. Migration Toolkit for Containers 1.7.3 & T3EiC

2.2.15.1. B R R[]
LA IThRAB LT EE AR 0]

B trés 22 A B9 1IERA DNS Sk
FELRTHRRAS, NRBIreREFERIFFEFRED, M MigPlan FDERIE, (BZ#2102231)

M UI BUEEREEFE PVC (A S B PVC &5

FELRIRARA A, TEHTREEIRN, BUHLERERAMSERPVO)RARBTER PVC, HMAZHIHR
©fil, (BZ#2106073)

B Frés & Z2(H 6 DNS KiEF 1IEH
FELARIHIRRA A, MigPlan &5k, R NBra AR AEAEFRFRED. (BZ#2102231)

2.2.15.2. B4 n]
IXNRAR A B A8 A,

2.2.16. Migration Toolkit for Containers 1.7.2 £ {T3EiC

2.2.16.1. Bf# R A (0]
LA ITHRAB LT EEH R0

MTC Ul T EHRERBE
EURIBIRAF, MTCURBERERAR, (BZ#2062266)

StorageClass #H#tit XI#E migplan 70 migstorage &%
TELIRIBIRR AR, StorageClass ##tit %8 — migstorage 31 f, EMFELEAEFEHAE., (BZ#2078459)

THEHHBEDERD Velero pod BiE
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ELIRIBIRR AR, YA BE T EELE(zip) SRR, R4 velero pod, (BZ#2076599)

Ul FhIZZH iR Velero pod Bi&
ELARIBMR AR, EHITERE, velero pod BEEBAEE FHIIIRHPIREHVBEEF, (BZ#2076593)

rsync 251 B % JG3ATE log-reader pod hEE

FELRIRIRR A, X [&1E migrationcontroller A% B MA MK T rsync IS, log-reader
2B REFRTRETK EEFERM rsync @ SHEMBR, (BZ#2079252)

Velero/Restic EMIERIA CPU iEFKTFEXR, EFERRTRKXK
TELIRTBIRR A, Velero/Restic ERIERIA CPU 1E KT FERHEFELIMEAR KM, Velero # Restic
Pod BIZRIA CPU iER#ZIXE N 500m, XLE(EHIEE R, (BZ#2088022)

2.2.16.2. B0/
XANRAB LT E 50 A -

UI AETREFFMEER DA RNEFFE R

NEFIEFEHERFNTENEEF R Update Repository [F, B T RIEENRY, BEXASFEHEMIE
BEEH Ul, YERSA Edit 2, SRR ERIBNERIEEERS R,

FHH, YEABREFEFEMEN, SMHARDRENEHIEE, EEEFEEEN, el EREZ
HFMAMRERE R, FH&EEA Update repository, B ERBIRRZER, (BZ#2102020)

IRERW, BEHEFEHRIE0
S AHRENBRED, IBRERENBREXL. (BZ#2104874)

B Azure BWRARN A5 B EH Cluster 2%

EEFLIEERNT, %5 Azure FHIRA S54E, RINFIRAEATF K5 A Update cluster 177,
(BZ#2098594)

MHBR migstorage BERM Ul Y5 H B ER

£ OpenShift Container Platform Ff)/E backupStorage ‘Eiil secret 5, FNRM Ul flfif&
migstorage, NiR[E] 404 (5%, BARSMBREZ secret, (BZ#2100828)

MigAnalytic BTIRTE Ul P ERBERBCN O
MIgimaIE migplan &, Miganalytic BR&1E Ul RERH 0, (BZ#2102139)

LFHA BESBAADARME A TS B EWBIEE registry B, registry CoAll= N

TEBATFE registry BREFRRMANRBIHRAT (BD /) /&, MigCluster SRR Rl BiEE RS, H
5 DIM MR OIE migplan B, ITXISBE Kk RS (BZ#2104864)

ESRREREN, Service Account Token A i,

EHRERMIALTF Connected IREBRERENS, F U RELEFIRSIKS S, BERERS, BHIH
TORENShE, FHEFERMIRMIFE, (BZ#2097668)

2.2.17. Migration Toolkit for Containers 1.7.1 £ 1T3FiC

2.2.17.1. B2 R n]
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XN hRAE B T B AR L,

2.2.17.2. BH0[A]

XARAE LT B AR

Bfrfn 22 (E 8 DNS S UFFIEHf

PlanPlan TE# 45 1E, R NBIrmAEELUIEFRBFRF L, (BZ#2102231)

4 Velero pod iR D 5%, IRILHIZZ PN E B EBRIEEES T

AN Velero pod R AFR%, E#IZHIZZH B Cloud propagation MM EX TR IEE TIE, ERIEHIZHH
EnsureCIoudSecretPropagated M ER & E - MR T B EFIE6EE secret, B4 Velero pod iR AMZHT
%, FLVZM B TEEETE, (BZ#2088026)

ER IR hF T HE R, Velero/Restic EMEKIA CPU EFKid FEXR

EREIMRERIHITHE RN, Velero/Restic LHIBRIN CPU iEKiFFE K, Velero #l Restic Pod FIEK
N CPU IER#IXE H 500m, XEEFHES. AILUEM Velero #l Restic B podConfig 77t DPA
BEE FR. T Operator MiZf¥ CPU &K IZKE NPUK(E, #01100m, LUE Velero # Restic pod AT LATE
FRZRIMEHREE, X@HIZ{T. (BZ#2088022)

SRR RIE, PersistentVolumeVolumes Tl & B RES

MEEFEREHITIE, persistentVolumes AR ERESREFER, ERENAEIBITIN, U £
KIER—TES, Atleast one PVC must be selected for Storage Class Conversion,

(BZ#2079549)

TEMNBBEDERD Velero pod B
LONFA BRE T EELE(zip) XK, velero pod k%K, (BZ#2076599)

Ul FhIZZH iR Velero pod Bi&
HUTER G, velero pod HEAREEE THIAIRFPIREMNBEH, (BZ#2076593)

2.2.18. Migration Toolkit for Containers 1.7.0 & {T3¥iC

2.2.18.1. T ThEE R IhBEIE i
LA AThRAE LU HThREFNI8 i -

® Migration Toolkit for Containers(MTC)Operator I{E KT OpenShift API for Data
Protection(OADP)Operator, &% MTC Operator if, Operator Lifecycle Manager(OLM)& B
BTE [ —fp 44 22 [A] &2 4% OADP Operator,

o REILUEF crane tunnel-api fp S7E N MNEEEF AR IIMZEERE, MALTFRAKIEERIREERTHE
ETF = BIRER.

o 7E MTC web #ZHI& LA HER A LB R — KB P IR F RS (PV) BT KL

Bo

2.2.18.2. &5/ 50
XNRAB LT E 50 A& -
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o Y AWS gp2 PVC BB AZEES, MigPlan BE X FHRAS BREE, (BZ#1963927)

o MR BIEMERE AWS Elastic XHRG(EFS)IABEM PV, NEEMAIESIELZHTELES
Tk, XREEN AWS EFS Container Storage Interface(CSI)IXEhF2FE IR, (BZ#2085097)

¢ |BM Cloud BSREFERIM FR—T AR A, HSHEENRLE ZREFER 1BM 5 L]z
s

Ho

e MTC17.6 TTiENZHF vibetal cron B BYREEF T E OpenShift Container Platform 4.12 &
BHMARA, A% vibetal cron /E)lk, (BZ#2149119)
23. A IBITE 1.6 X1T:EIC

ZhRAH Migration Toolkit for Containers Z1T3EICNEA 7 FTRIThEEFNIE 5 ThEE. EFFAMITHEELIR B
]

MTC (Migration Toolkit for Containers) Bl &3R8 6p 44 22 (515 b T2 FF THE I EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLM OpenShift Container Platform 3 i¥# %l 4.17, A LATE OpenShift Container Platform 4 & 2%
R [T,

MTC 24 7 — N ETF Kubernetes B E L HTRE web #HIB M API, AIFEBIEZEHIER H&RIMEN ARRF
S AL [,

BX MTC ZTHBEEMER, 1ES M OpenShift Application and Cluster Migration Solutions, B2 Red
Hat OpenShift Container Platform 4 &5 /E A B &I —ER 493,

231 B8R IHIE 16 1T

2.3.1.1. FiThEE R IhBEIE i
LA IThRAE LU #FThReF1ig 58 -
o IREFR : BRI LU EMNFAMESFR (PVC) EHITHEEM. RREHER.

® "new operator version available"3@%1 : MTC web $£#|& 8 Clusters TIEEG HHI MTC
Operator & AR T 7@ Al

2.3.1.2. EFABIRE
LURThREEFA -

o MTC hRA 1.4 REHHE,

2.3.1.3. BHn) 3
XANMRAE LU B H0 1 5

® 7f OpenShift Container Platform 3.10 #1, MigrationController pod &3 A id 4, Bugzilla &
HEEIMNERF R, (BZ#1986796)

e 7EM IBM Cloud EBJEEE! OpenShift Container Platform JR5EE¥ BT B, Stage pod &%k

W, 1BM RFHEEHRARTFER—BEEEIR—T RMZ 4 pod. ALk, PVC AR HEEE
Rsync pod F1R T2 pod £, ERXANRE, FHETIHEE LN BRE pod.
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(BZ#1887526)
o Y AWS gp2 PVC BB AZEES, MigPlan BE X FHRAS BREE, (BZ#1963927)

¢ |BM Cloud BSREFERI FR—T AR, HSHEENRLE ZREFHER 1BM 5 LA
s

Ho

2.4. MIGRATION TOOLKIT FOR CONTAINERS 1.5 & 173E1C

ZhRAHI Migration Toolkit for Containers Z1T3EICNEA 7 FTRIThEEFNIE 5 ThEE. EFFMITHEELIR BN
]

MTC (Migration Toolkit for Containers) Bl &% R 6p 44 22 (515 b T2 F TIE A EIE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLM OpenShift Container Platform 3 i¥# %l 4.17, WA LATE OpenShift Container Platform 4 &%
Z [T,

MTC 24 7 — N ETF Kubernetes B E L HTRE web #HIBH API, AIFEBIEEHIERFH&RIMEN ARRF
S AL [,

BX MTC ZTHBEEMER, 155 OpenShift Application and Cluster Migration Solutions, B2 Red
Hat OpenShift Container Platform 4 &5 /EAIB &I —ER 493,

2.4.1. Migration Toolkit for Containers 1.5 & 1T3EiC

2.4.1.1. #ThEE R IhEEIR T
LR ATHRAR LU #ThEERI M8 e

e Web #ZHIE B Migration 15 T1HE P # Migration FEEN &850 B F M MAEE BN E A TR,
Kubernetes 4 FISERRSAE BT 73858,

o Web & HHB NI T,

o RepBZEFALIEIHITRPRABTRNBIren RN, FEURTEIRRAR, JRey %% ARG E
B EREY B hrenf 22 (],

o TEIMIREH, Web A PR ERFEIREERM hook k.
o TEEEBIHIEP, web EHAEFRET Rync B ZIHHIHE,
o FLUNEESIRER/FAMS (PV) K, UBRBEINERET S I 22 F R B8R,

o G PVEHENKNNIBEIEALEE, EURIBMRAS, S#EERAERT o7% i, PV aEH
TE XL KN,

o Velero BEEFZE 16 liAE, BIRHET KEEE L5,

o TLUEFA%ER Kubernetes & /7 i K125 AL,

2.4.1.2. EFFHEMITHEE
LIFTheEE R -
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E2EMTC RITEID

e MTCHRA12 #11.3 FEM .
o FHIEFA API PR MU EHERRER o MIFR, N oc convert Se S EFA,

2.4.1.3. S50 A
XANMRAE LU B &0 5

o MNREOIEBT 400 NiEFITERI, N Microsoft Azure FfE R A, MigStorage B E X iR &
~LLTEE : The request is being throttled as the limit has been reached for operation
type. (BZ#1977226)

o MEPIFIBRM, FHITUNFRNHERM pod FEETENFALS (PV) XB, EBHIFHEE,
MHERER TR, FHER PV IXEAIRMATRITR, (BZ#1784899)

o XIF AWS gp2 77, PV KINEHE XTAIEE TIE, FRIE pv_resizing_threshold 5 42% 5§
BE., (BZ#1973148)

o TELUTERT, PVEFHENKNSERTF OpenShift Container Platform 3.7 #1 3.9 JRE&EE* :
o NARFRAELRE MTCEREMN,

o REMTCHE, MARK pod RWEFHAEIHMT =L,
OpenShift Container Platform 3.7 #1 3.9 A3 #F Mount Propagation ZhgE, BT Velero
£ Restic pod B 5h#E#H, PV, MigAnalytic B E X ¥R (CR) To3EM Restic pod YisE PV
B, FIERIRE N 0. MigPlan CR G REBIMI FEPRE -

it Bl

status:
conditions:
- category: Warn
lastTransitionTime: 2021-07-15T04:11:44Z
message: Failed gathering extended PV usage information for PVs [nginx-logs nginx-
html], please see MigAnalytic openshift-migration/ocp-24706-basicvolmig-migplan-
1626319591-szwd6 for details
reason: FailedRunningDf
status: "True"
type: ExtendedPVAnalysisFailed

EBEA PV X/NAE, AL RERSTFLNES Restic daemonset, HETES N FHZFHE
BT R _EEE Restic pod, MR&EE/S Restic, IEXAHE PV WER FZTEREST
#. (BZ#1982729)

2.4.1.4. B
bR ITRRAB LT HRAER :
e |HHY MTC Operator hftA 1.5.1 7£ OpenShift Container Platform k7 3.7 Bl 4.5 RFEIRE,

® Migration Toolkit for Containers Operator iR 1.5.1 £ OpenShift Container Platform kg4 4.6
R BEFHMAR A {F B Operator Lifecycle Manager &2,
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B 3E TEMTC

&\ LLTE OpenShift Container Platform 4 &% MTC,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [# £ OpenShift Container
Platform 3 L% % (|HA MTC,

ZKIAER T, MTC web #2440 Migration Controller pod £ Bir&EEE 1217, EALIEZE Migration
Controller B E Y ¥RE B L2 £ 212 1T MTC web #2245 & %1 Migration Controller pod,

REMTC R/, BUFEEN REMEUBESHEEZ,
BHE MTC, ESHEE MTC FHHR R,

3.1 ERMERE

IR %S OpenShift Container Platform R A AM MTC,

38
B¥EA&
OpenShift Container Platform 4.5 & B B iR A&,
HES
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X E SR IR MTC Operator,
S operator
X ELAR A % TTEY MTC Operator,
PEISERE
IZ4T MTC £ HI2870 GUI BUEREE,
IIREERY
21T Velero MIER YIRS, B 175E8f, Control Cluster @11 Velero API Sif2 8@ 15, MUIKDhER.

BT ERERMN MTC IRAZEIEF OpenShift Container Platform 8%, B TRMRINRERMBILE
B, wIifERAMERN MTC kA,

MTC 1.7 23 M OpenShift Container Platform 3.11 5% %] 4.9,
MTC 1.8 {{Z#F M OpenShift Container Platform 4.10 & B # IR AIH1TERS.

x 3.1. MTC &AM : MERIIRELETEB

32


https://docs.redhat.com/en/documentation/openshift_container_platform/4.17/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 %l Platform 4.6 2 Platform 4.10 &
4.5 4.9 =177
FEE MTC kR4 MTCv.1.7.z MTCv.1.7.z MTCv.1.7.z MTCv.1.8.z
R |HAR MTC v.1.7.2 5/ OLM R, 5/ OLM R,
operator : {# g K 1THiE release- 4 {74i:E release-
operator.yml 3£ v1.7 v1.8
HFhRLE,
[(EEZER] &R
TRERIEHIEEE,

ERELERT, MEAMRETERELEMREHEREITIBHETES RWEMER, flm, SMHEZBH
OpenShift Container Platform 3.11 £33 TR B IMEHBIIL OpenShift Container Platform &&#
B, , FIRERETHEREE OpenShift Container Platform 3.11 2%,

EMTCvVI7.z%, MNREHA—NEIRERER N MEREITM LS E2EEE, 15£H crane tunnel-

api f8 95,

KFIEE (stable) BIMTC ZIThRA, SRERNIZIALFRIMCEHIREFEE VIRFIEER, BEEIM
BRT, TRFERBNKEEENVENRER, FRIENEHEIIIREER.

3.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 %l 4.5 FZ4%&|HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF 5% & |IHH MTC Operator,

FeREH
o YEREMASEEFTEA cluster-admin F R 7 &%,

o BB IA registry.redhat.io,

o &% podman ,

i =
1. FEREMLIIEE ]~ Mubk - EFiE registry.redhat.io :

I $ podman login registry.redhat.io

2. FIALLUT 634 T2 operator.yml ST{4 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

3. HIALLF 84 T # controller.yml SX{4 :
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podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

4. FEIRH) OpenShift Container Platform JR5&EEE,
5. JSUFSEEE A LATE registry.redhat.io 4T B D SIE ¢

I $ oc run test --image registry.redhat.io/ubi9 --command sleep infinity

6. B3 MTC Operator %I §B Migration Toolkit:

I $ oc create -f operator.yml

it Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":

rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists ﬂ
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& BT LL 2B Error from server (AlreadyExists) 58, ©f12H MTC Operator N ERHARA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

7. fl# MigrationController ¥ £ :

I $ oc create -f controller.yml

8. WE MTC Pod & ETEIZTT :

I $ oc get pods -n openshift-migration

3.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.17 L% 3% MTC
OPERATOR

& BT LUEF Operator Lifecycle Manager 7£ OpenShift Container Platform 4.177 £ %% MTC Operator,

FeREH
o YEREMASERFTER cluster-admin R 7 &%,

it
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B 3T LE MTC

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. 7%#¥ Migration Toolkit for Containers Operator 3 52 Install,

4. mif Install,

1£ Installed Operators 71/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,
6. 7 Provided APIs T, #Z| Migration Controller i3/, s Create Instance,
7. mii Create,

8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

3.4. REEE

X F OpenShift Container Platform 4.1 R ERBRA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, ENXLERARNZHFERTH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 &l 4.17, MTC A EEESCHNREBLE, NMREEEZSETH
HAEIZE, ALUEMRIESH,

341 BEEEEIR

MTC14.2 5| A7 BE#EEIH(DVM), DVM RZHF—NMIE, MREMEHEATREET, NRER
T i1 n B VR B RRR o

MREMEFERERNIT DV, ERE— TCP R, ZKEAELRHZMTERLE,
ERERABECH SSLIEPBIER T A SSL ##. Stunnel KR Z R ERYRA,

3.4.11.DVM BJ TCP RIEBIX &

R L@ TCP RIBEIRM Binse B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERFERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIH(OVM A FHRENEXRFMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, &
man-in-the-middle XK HTTP/HTTPS (IRIDEAE R TIF. HANKEEHMNERT R ZFIT
Ho Eitk, DVM MKIBLERS MTC R E LMK ET R,

3.4.1.2. A4 fER TCP RKEMA R HTTP/HTTPS {REE ?
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&R L@ OpenShift BEETEIRF B Ar5REE 2 [Fi21T Rsync 3R/5 F DVM, REi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B9 TLS i, FH@ N8R /78 sk L s,

OpenShift REYEEESERE HTTP/HTTPS REEE £ man-in-the-middle BRXi#1TEE, HbefllHED
M TLS &I 5AEIRS B E,. BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFERERNR AN — N EANRRE, RFREFLL TCP %R, ALk, SyifEA TCP R,

3.4.1.3. 25075

EBKIUFF B Upgrade request required £51%

TIRIEHIZREE A SPDY HAEILFE pod AT G, MIRZEEFM TR AR SPDY Wil BIFE A
wig, SIRERIRNITENTERSG S, TR EWFH I REEES Upgrade request required, il
RAZE : FEAZR SPDY MK E,

B T ¥ SPDY il s, KERSRE NEEL L TF Upgrade HTTP FRk & 48 API IRSS28. B/ IRE AL
Wk ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBREXW, HE
T~ HE{E S Upgrade request required, Ihiff2RA R : BERAEEL L Upgrade 1k,

3.4.2. IR A (L 45 2R RS

OpenShift X FFRIBEBFE MM LSIEH, REIEEA NetworkPolicy 3% EgressFirewalls BIRE. ARE(
R FERYIR 69 44 22 [ F L R AL B M 2SR 2 MREIE pod, BREIFTEERTETH T F2H{= L] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route #HEE#., A{FIIAR NetworkPolicy =5
EgressNetworkPolicy T RECE H Mix e £ R %I B 5h#ERR Rsync pod.

3.4.2.1. NetworkPolicy EZi&

3.4.2.1.1. £ B Rsync pod HH O E

INR IR B bréy & 227 Y NetworkPolicy 2B RR L X F R BIRRE, B LUERA Rsync pod BME—HrR
ZERAVFHOREMNSIZE, LLTREAITFEEMBZEE A Rsync pod MAIEHORE -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

3.4.2.1.2. Bl Rsync pod A O£

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
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name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:

owner: directvolumemigration

app: directvolumemigration-rsync-transfer
ingress:
-{}
policyTypes:
- Ingress

3.4.2.2. EgressNetworkPolicy Bt &

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFRELEBEFEENEORE,

5 NetworkPolicy ¥/ [, egress Firewall B TIE, RANEERFR&AZEAFBIE pod, A
Ik, Rsync pod BIME—FRZER&ER A Rsync pod B Rsync pod #4122, {HE, EaLUHRER S BIrERE
8 CIDR SEERINEIZEBRE Allow FLNIAR, LAERI LIRS 2 AR B B i i,

RIEFTE Egress Firewall BUSEEE, ERILURINEMERFH CIDRSERFRAVFHIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

3.4.23. WEBREELEEERIRSR

ZINERT, DVM {#H OpenShift Container Platform FRH/E Nifim, 5 PV BUB L SR BIrEEE, M
BEFHRINAY, B LUE R E MR RIA T MR S,

SFENERE, EALLURTE MigrationController CR #5& 1) BFr%EE$ L% & rsync_endpoint_type
LERMEHRS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

3.4.2.4. 5 Rsync pod EE & M F2H

Y PVC FEREZEMET, Ea LB supplemental ZH5INZEI Rsync pod & X SEECE X &R UA R, LA
& pod FEIEFIHIA] :
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5 3.2. Rsync pod BIMINZHEE

Default (BRil)

src_supplemental_g string RNXE TR Rsync pod BJLL

roups ES ORI AR

target_supplemental  string RNXE B#r Rsync pod 89, LA

_groups ES ORI AR
AT

7] LLE#7 MigrationController CR, LUE X FRHFEE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

3.43. BELiERE

FeREH
o YEREMASERFEA cluster-admin F R &%,

it =

1. KEX MigrationController CR ;& # :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT E#EETHEM stunnel KE URL,
© EHRARENBIREA. B, 1P hiHEMmR% CIOR KESHRIIE,
TEEIEAN . KB Fig, BI40 @ .y.com LEE x.y.com, {ERMHE y.com, £ * A% AR

HithSES T ERE, MREYT BT REESERELEF networking.machineNetwork[].cidr &
EXTE LB worker, U EN IR FIRA, LARS b1 0],

INRKKXE httpProxy 1 httpsProxy FE%, |t FR R4 28K,
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3. 15 #1%72 1 migration-controller.yaml,
4. N FAEFHER

I $ oc replace -f migration-controller.yaml -n openshift-migration
MTBELER, BHN LERFEHECHE,

3.4.4. Ll root =X 3E root H14321T Rsync

OpenShift Container Platform IAZ 2K\ /5 F PodSecurityAdmission 12485, LiEHI 2R EREHETE G
B A 22 (R AR s I SE i Pod REVVE, SRFRBIFTE TR EEPIZEITLLT Pod ZEIER T
— : privileged. baseline =k restricted. E/NEEHENE B CHIBIASKIEESE,

H T RUETEFRE SRR TEIRE H, MTC1.7.5 38| AT Rsync pod FREN, SIEBRIALLIE root F

F’%ﬁ}i:ﬁ Rsync pod XHEAREREME R —EEER NN TN S LU TEE S, XPEXR
2T, RNEeRERZTEAERELHRE TIE 7 #H,

3.4.4.1. NEIE trannsfer FHESZEIAIE root I21F

BRERZSHIERT, LI root A BZ1T Rsync pod AIMLIEE TE, {BUELL root S BRTEIRIG
BT TEAEE, BIREHTRESEKN, MTCIRET NWEBUREHFNBEZEIAIE root BIEM AL :

o A IBEE NIES root 7 BIREEE LITNIAIAE T #IZ1T Rsync pod,
o WFEMNTR, TEEIRERLEL root AP &19i21T Rsync pod,

EXHFERT, BRIEIRIZITEERERNHWITEREMNMEZEER BB TIRE
enforce. audit #1 warn,

ETHEEZHXIER Pod Security Admission FIIXBEMNER, 1HSHIEH pod Z2HEART,

3.4.4.2. ¥ I M MigrationController CR EZiE 4 root 53 root
ZiNERT, Rsync ¥EH3E root i51T,

EBrEEEP, BT LU MigrationController CR EZ & 7y 2L root A/ &12324T Rsync,

it =

e figi& MigrationController CR, I TFFIR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true
LEECE & TR A 53R AER
3.4.4.3. ¥ MigMigration CR B2 & BN EFBBIRKIE root
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EBFRERED, EALME B LT IE root 1ET4F MigMigration CR BZ & 79 LA root FIE root DT
Rsync :
e {ENRFERF ID (UID)

o {ERH—HEEH D (GID)

it =

1. Bl root A B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[..]

runAsRoot: true

2. B Rsync fENEEERF ID (UID)E4FELH ID (GID)iz1T, EIRIEAFIEIE MigMigration CR :
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

3.5 . FEEEHIEFHEE

BN RIFFECE N REERIFME, MTC HEEMRERERIIEREFMHEE, REMEHEEE
SRR BirEE.

MTC AR AR R EEE HH 7 Z R BEMRERSI SR BIrER, BRALUEREES TEN
MR H RN P ST R T,

MTC XL T ZEHR
o LLRARMK
® Amazon Web Services S3
® Google Cloud
® Microsoft Azure Blob

o BEMA S3NRMENM, A0 Minio 3% Ceph S3

3.5.1. FREE
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o FRBERRHER N R AN S H 78 5 B[] B B 2% 07 (] AU RR
o MRE/RERSHFSAREENEFIFEFERER, BB ERECERIFDNERIFEE,

3.5.2. (TS T RMEEIL

IR ITRE 3R Multicloud Object Gateway(MCG)&UEF S3 ks, LUEF MCG EZ& N MTC B9 Migration
Toolkit for Containers(MTC)BIE Il 3/,

7R 3R Multicloud Object Gateway (MCG)&EIE, fREEHN MTC AllEE—1 Secret B E L HIR
(CR).

pa -3
F 98 MCG Operator 243 A, {B MCG $&H {37 FAF OpenShift Data Foundation, %

TEFEM, 1E15717 T4 Red Hat OpenShift Data Foundation, FNEMRIERG THEY
B MCG 1&E#H,

FRFH

o HEIRIEHE XM Red Hat OpenShift Data Foundation E 15 #8% OpenShift Data Foundation,

it =

e &1’} NooBaa CRiz{T oc describe a4y, FKHX S3 imm. AWS_ACCESS_KEY_ID #1
AWS SECRET_ACCESS_KEY f&.,
& A] LU X ST IERF MCG /Eh & 72 22 e300,

3.5.3. fidi& Amazon Web Services

& A LU Amazon Web Services(AWS)S3 X RZEBCE N MTC B Migration Toolkit for
Containers(MTC)BE Il )%,

SoRFM

o B&EAWSCLI

o AWS S3 1@ m] AR B AR SR B 1T 1A,

o MRMHEARBESITE -
o BB FTIA] EC2 Elastic Block Storage (EBS).
o RFBMEKEMIMTFR—XEH,
o JRMBINERVIEBARRMNEFEZE,
o FERMBIFRBRE,

it =

1. % & BUCKET & :

I $ BUCKET=<your_bucket>
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https://access.redhat.com/downloads/content/547/ver=4/rhel---9/4.15.4/x86_64/product-software
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2. %i& REGION % & :

I $ REGION=<your_region>

3. filE AWS S3 1Z{#H :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \

--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 12 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMEH Velero F1R BB S S3 FERMWER, HHEBIMERUE—ITH—RF &,

5. fil# velero-policy.json XX {4 :

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

8

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
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"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

]

"Resource": [
"arn:aws:s3::${BUCKET}"

]
}

]
}
EOF

6. FIINZREE, v velero A3 RRLFTFEHISAEAR

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA F IR B4H -

I $ aws iam create-access-key --user-name velero
it Bl

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

it AWS_SECRET_ACCESS_KEY #l AWS_ACCESS_KEY_ID, &a LA#MAEiFE AWS i
A EHIFEEZE,

3.5.4. fid & Google Cloud

& A LU/ Google Cloud Zfi#HRECE ) MTC B Migration Toolkit FIE &Il 67,

SeRF M
o RMZET geloud 1 gsutil CLI TE, i#EHEEH Google =X,
® Google Cloud 7Ffif# /5 & LAARIRH B AR & B¥ 17 (7],
o MREHERRRBERSE -
o JRMBIREREMIA TR — X,
o R¥BIrERLINEBEHEBMNEIEZE,
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o FHEERUIEREBRE,
iz

1. &3XEF Google Cloud :

I $ gcloud auth login
2. iX& BUCKET Z£ :
I $ BUCKET=<bucket> )

Q EEFhER R,

3. QIRTFHERE

I $ gsutil mb gs://$BUCKET/
4. ¥$ PROJECT_ID 21X B NEBEEKIE :
I $ PROJECT_ID=$(gcloud config get-value project)

5. QIEARSSIR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {HITLE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. FIINZREE, v velero A3 RIFLFTFEBIHAEAR

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
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storage.objects.list
iam.serviceAccounts.signBlob

)
9. fi|# velero.server BE (A :
$ gcloud iam roles create velero.server \
--project $PROJECT_ID \

--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. AT AR 1AM SRBRHLE -
$ gcloud projects add-iam-policy-binding $PROJECT_ID \

--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E|#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. 1AM R S51K P OB R 7 5 24 51 B Sk 89 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

& LA#E A credentials-velero SX{44¥ Google Cloud A & HlF 1%,

3.5.5. fidi& Microsoft Azure

& A LU/ Microsoft Azure Blob 72 23ECE& 7 Migration Toolkit for Containers(MTC)HIE #l 6 %,

FRFM

o B&% Azure CLI,
® Azure Blob T fif & 288/ AT AR AN B R 8RB 17,
o INREFERRBEFISE :

o SEMBIFEREEMINI TR — K,

o RFIBMEKENIEEHERNEMHE,

o HFERLISREBER.

1. BEE Azure:
I $ az login

2. %i& AZURE_RESOURCE_GROUP Z'£ :
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I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. B Azure HRA :
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)

Q@ =xuE,

4. 1%%& AZURE_STORAGE_ACCOUNT ID % & :

I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d - -f5 | tr [A-Z]' [a-z])"

5. BI|# Azure FFHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 1478 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

7. BIE Azure Blob ZHEA S -

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. H velero AR EAMEILE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id" -o tsv’
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv’

9. fIJE—/"7#& Contributor B EMRSSEAE, 2B —MFER --role f --scopes:

$ AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \

--role "Contributor" \

--query 'password' -0 tsv \

--scopes
/subscriptions/$AZURE_SUBSCRIPTION_ID/resourceGroups/$AZURE_RESOURCE_GROU
P

CLI NEEMR—1EM, BEREICRT B,
10. QRS EMAE, KENE R 1D,
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I $ AZURE_CLIENT_ID="az ad app credential list --id <your_app_id>"

, EMINTTRLLIRIE, WU AIRERB Azure N AR 1D,

1. 7£ credentials-velero X {4 {R1ZARSS TIRBEIE

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

& a] LAEFE credentials-velero U445 Azure NN & BIEMEE,

3.5.6. Hfth iR

3.6.

e MTC I
o XTHUERERIAE
o 1E MTC web 1Z=HI& R INE HIEFEE

ENE MTC FHiH R 5T R

R LUENE MTC,  FHHBRE BTRKEF LR,

fitlk& velero CRD & MEEFHFEER Velero,

FRFM

it

o TWNHLLER cluster-admin F R 19 & %,

1. fHBRFRA R H MigrationController B E Y %R (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,

TUT %, MERFIAESREFFIERSEH TR

e migration BE X FIRE L (CRDs) :

w
fﬁ[l

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io’)
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e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')

e migration £8 A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)

® migration-operator £E¥A :

I $ oc delete clusterrole migration-operator

o velero S35/ :

I $ oc delete $(oc get clusterroles -0 name | grep 'velero')

® migration £ ABIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)

e migration-operator LB A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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545 EZEMBIMERZE MTC
1A LUBT AT LT $ R IE Z IR ML EAEE A OpenShift Container Platform 4 &% MTC :

1. BIB—/BEH&M Operator B,
it R0 — mapping.txt X, HHEE registry.redhat.io fRRFEAIIRIE registry %
&2 A9k ST, mapping.txt LR TE OpenShift Container Platform 4.2 & 4.5 R h R %
/HBIMTC Operator FTEREER,

2. {# A Operator Lifecycle Manager £ OpenShift Container Platform 4.17 BFr&EEE £ R %E MTC,
ZILNER T, MTC web #4470 Migration Controller pod £ Bir&E 1217, EAILIEE
Migration Controller B & X FR/F R Li2 B 21T MTC web #£%I5 0 Migration
Controller pod,

3. TER&ER LR & MTC Operator:

e OpenShift Container Platform 4.6 (& mhRA : {#F Operator Lifecycle Manager &%
MTC Operator,

® OpenShift Container Platform 4.2 E 4.5 : FREMSTREZ LI MTC Operator,

4. EEENREME, URESHEFEMEE.

Z £ OpenShift Container Platform 3 £%&%& MTC, 1S [# 1T OpenShift Container
Platform 3 £Z& & (|HA MTC,

EHE MTC, ESHEEE MTC FHMHIER TR,

4. TR M=

IR&REE S OpenShift Container Platform R A AM MTC,

38
B¥ES
OpenShift Container Platform 4.5 R B B iR A&,
TS
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X E SR IR MTC Operator,
X operator
X ELAR A % 1TEY MTC Operator,
PEISERE
BT MTC #5128 70 GUI BUEREE,
R
21T Velero HIER YIRS, B 175E8f, Control Cluster @11 Velero API Sif2 8@ 15, MUIKDhER.
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OpenShift Container Platform 4.177 Z23:¥B TEEH (MTC)

BT ERERMN MTC fRAZEITEF OpenShift Container Platform 8%, B TRMRINBRERMBILE
B, wIifERAMERN MTC kA,

MTC 1.7 23 M OpenShift Container Platform 3.11 5% %l 4.9,

MTC 1.8 {{3Z#F M OpenShift Container Platform 4.10 R B #HHIIR A #H 17T,

X 4.1. MTC &t : MEGHIRELE TR

OpenShift OpenShift OpenShift OpenShift
Container Container Container Container
Platform 3.11 Platform 4.0 &l Platform 4.6 2 Platform 4.10 (&
4.5 4.9 =177
FEE MTC kR4 MTCv.1.7.z MTCv.1.7.z MTCv.1.7.z MTCv.1.8.z
R |HAR MTC v.1.7.2 5/ OLM R, 5/ OLM R,
operator : {# g K178 release- 4 {T4i:E release-
operator.yml 3£ v1.7 v1.8
HFhRLE,
[(EEER] &R
TREBIEHIERE,

ERELERT, MEAMRETERELEMREFERIIBHETE S RWEMER, flmn, HMHEIBH
OpenShift Container Platform 3.11 £E: TR B IMEHBIIIL OpenShift Container Platform &&%
B, , FIRERETREREE OpenShift Container Platform 3.11 $£2%,

EMTCvVI7.z%, MNREA—NEIEEER N MEREITMEESZHEEEEE, 15£H crane tunnel-

api f8 95,

SFFIRE (stable) B9 MTC ZIThRAE, REABNIZRZGRINACBIERHEE HIRFIERE, BR2EXH
BERT, TRFEMBNERIEE HIEFIE, HFNIFEAEEERITREER.

4.2. £ OPENSHIFT CONTAINER PLATFORM 4.17 £Z&% MTC
OPERATOR

& BT LUEF Operator Lifecycle Manager 7£ OpenShift Container Platform 4.177 £ %% MTC Operator,

FREH
o YERTEMASEEFESR cluster-admin F R &%,

o RAIIMAM registry AR BIE Operator B %,

ik
1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators —» OperatorHub,
2. {#F Filter by keyword FE& & #%k MTCs Operator,

3. 1%E#F Migration Toolkit for Containers Operator 3 &2 Install,

4. sl Install,
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1E Installed Operators 71/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

. = Migration Toolkit for Containers Operator,
. 7£ Provided APIs T, #Z| Migration Controller i3/, B Create Instance,
. =il Create,

. = Workloads - Pods 34%iE MTC pod IEFEiZ1T .

4.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.2 ¥ 4.5 &% |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF 5% E|IHR MTC Operator,

FRFM

it =

WAERAEMESREFEA cluster-admin BRI 7 &5%,

IR R registry.redhat.io,

W% podman .

IR — N E MR FBREY Linux TYEUGF BEM registry.redhat.io T#Ei 34,
BB Operator B SRBIBHRBIR.

IREE RIS FRM Operator B3 7TE OpenShift Container Platform 4.17 £ %% Migration Toolkit
for Containers Operator,

. ERENIER S sk - &R E registry.redhat.io :

I $ podman login registry.redhat.io

. BIALL T 64 Tk operator.yml 304 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

. B ALLT 694 T # controller.yml {4 :

podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/controller.yml ./

. IBITLUTR S HIREX Operator SRR :

I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFATHKI AR, HiHERT registry.redhat.io Hif%k
FIEBER registry Bz [A] HIBR ST,
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it Bl

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. 7f operator.yml XX {4/, “/y ansible #1 operator 23 E#7 image 16, 3% # REGISTRY /& :

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:

<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> a

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY

value: <registry.apps.example.com> e

WEEEE’\J%{% registry 1 Operator £ {&89 sha256 {E.,
9 B EMRAIIRIR registry,

6. FEIEM OpenShift Container Platform JR&EE,

7. G| MTC Operator X &R # Migration Toolkit:

I $ oc create -f operator.yml

i th o Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists ﬂ
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

KB LLZZBE Error from server (AlreadyExists) 52, ©f12H MTC Operator N ERHRA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,
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8. f/& MigrationController % :

I $ oc create -f controller.ymi

9. IiF MTC Pod 2E IETEIETT :

I $ oc get pods -n openshift-migration

4.4. KEEE

X F OpenShift Container Platform 41 R ERBRA, EIiFERE Migration Toolkit for Containers
Operator J&, 7E MigrationController B & X iR (CR) B ARENRE, ENXLERARNZFEETH
8 proxy X &,

%fF OpenShift Container Platform 4.2 | 4.17, MTC S EAEESCEMREBRE, MREBSZEESLHE
HRIBRE, TUERKIESE,

441 EESTH%

MTC14.2 5| A7 BE#EEIH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B bR B RER o

IMREMRIEBEREERERDIT DVM, EBHIEE— TCP I8, ZRIEBr 4 H Z T ERLE, F
ERFEABECH SSL IFPMIER T84 SSL 7E#E, Stunnel RIEE R AR IBA A,

4.4.1.1.DVM B TCP RIBi%Xi&

e Ll TCP RIBFERM BrEE 2 AKX BB E#, F1E MigrationController CR FEZE
stunnel _tcp_proxy FERMFERRIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESTHOVM)RXHRENERNSHIE, A, DVMGERTFAEBM LK TCP EENARIE, £
man-in-the-middle #z= B HTTP/HTTPS KIBT X EHE T, NAMEREEMNRIBT RN HIT
. Eit, DVM R IBEZBES MTC i LHARIBREERR,

4.412. hM+ 4 ER TCP REMA R HTTP/HTTPS 12 ?

&7 L@ OpenShift BRETEIRF BAr5REE 2 [Fi21T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i3, FH@ N8R /78 sk (L s,

OpenShift FEIEEFSEE HTTP/HTTPS RIZBE 7 man-in-the-middle BX#HTEE, HFBiHED
B TLS IES A SRS B E, B2, XAERT Stunnel, Stunnel BRKERLEEH TLS &1F, &
A EECERH— N ERRRRE, RFRREFL L TCP 8, i, B JifER TCP R,

4.4.1.3. B50 A5
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IR KM F B R Upgrade request required 517

TIRIEHIZRME A SPDY HAEILEE pod AT G, MRZEEFM TR AR SPDY MilBIFE A
wim, SIRERIRNITENTERSG S, TR EWFH I REEE S Upgrade request required, il
RAZR : FEAZR SPDY MK E,

B T S2¥F SPDY hilsh, HERSRE NEEL L TF Upgrade HTTP FRk & 44 API IRSS28. B/ IRE AL
WL ITFF 5 API AR5 2580 websocket i1, IIRA IR AIERE L Upgrade 773k, NEERBREXW, FHE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade 1k,

4.4.2. JERB L RIS

OpenShift ZIFIRIBEE FERM LIRS, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0RE
5 RSERBHR & 22 B E A L RGN REREIZE] pod, REIATEERIETHiTFEF{Z1EE] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route HHEE#., AI{SIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX e £ R %I B 5h#ERR Rsync pod.

4.4.2.1. NetworkPolicy B &

4.4.2.1.1. 3£ 8 Rsync pod B O &

NSRS B brép & 226 89 NetworkPolicy ER&FE b X F R BIARE, ERLUER Rsync pod BIME—17
ZERAFHOREMNSIZiE, LRI EEMABZEE A Rsync pod HAIEHORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

4.4.2.1.2. ¥ Rsync pod A O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
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-{}
policyTypes:
- Ingress

4.4.2.2. EgressNetworkPolicy Bt &

EgressNetworkPolicy XSk Egress Firewalls & OpenShift f43&, BAFEIEEFEENEORE.

5 NetworkPolicy *f RA [, egress Firewall X BZ7I T, EHEERTFHRAZEFRARBAAE pod.
Ik, Rsync pod BJME—FRZE R & RA Rsync pod B Rsync pod #4122, {HE, EaILUFRER S BirGERE
89 CIDR SEERINEISKEEH Allow FLAR, LUERILATE M NEREZ X EBEERE,

RIEFTE Egress Firewall BYSEEE, R LURINEMERFH CIDRSERFRAVFHE R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.4.2.3. WEEIR e Bim m

ZINER T, DVM f#F OpenShift Container Platform BE{/E Nims, 15 PV BUELXE Bir&ERE, M
REPRIN R, BRI LUEFRH AR B HAE S,

SFENERE, EALLRT E MigrationController CR #5& 1) BFrf%EE$ L% & rsync_endpoint_type
LEREEHRS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

4.4.2.4. ) Rsync pod BCE M FE4H

Y PVC FERHEZEMEN, EA LB supplemental ZH5IN1E Rsync pod & X EECE X FHERIVIR], LA
& pod SRVFIHIA :

5 4.2. Rsync pod MK inZH 2%

Default (BRil)

src_supplemental_g string RIKE FTFIR Rsync pod BILA
roups ES9RIFTRAHTIER
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Default (BRil)

target_supplemental  string RNXE B#r Rsync pod 89, LA
_groups ES ORI AR
AT

7] LLE#7 MigrationController CR, LUE JiXEEuhFRH S EE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.4.3. FCERE

FeREH
o YEREMASERFEA cluster-admin FFRAIFHE &%,

it =

1. ¥XEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

@ FTEREEHH stunnel RIE URL,
© EHRARENBIREA. B, 1P hiHMmRL% CIOR KESHRIIE,
TEEIEAN . KB Fig, BI40 @ .y.com LEE x.y.com, {ERME y.com, £ *aAIX AR

HithSES T ERE, MREYT BT REESERELEF networking.machineNetwork[].cidr &
EXTE LB worker, RSN IAINBILFIRA, LARS b1 0],

INRKKXE httpProxy #1 httpsProxy FE%, |t FR R 28K,
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3. 15 #1%7 1 migration-controller.yaml,
4. N FAEFHER

I $ oc replace -f migration-controller.yaml -n openshift-migration

ME\EZER, HEM RERFEHENE,

4.5. LL ROOT 3E ROOT 5123217 RSYNC

5E
AT {VIEE B OpenShift API TIRE Web 122 & N,

OpenShift A EE 1A A F PodSecurityAdmission 12525, LiRH 2SI EREHEE GBI AL RIRE
5 SE e Pod RENME, SEREPRIFTE TIENEERIZZITULT Pod REVEL A — -
Privileged. Baseline =% Restricted. &5 EE B WKL,

F T ARIETEFR A IME R R h AT BUR LI, MTC1.7.5 8| A7 Rsync pod FRMIER, SIEEIALLIE root F
F B13321T Rsync pod, iIXHEAIBREMER —EFE R NN T AEB T UHTHIEEE. XPMER
2T, RNEeRERZTEAERELHRE TIE 7 #H,

FEAE trannsfer FEIBEIIAIE root 181F
BARTERZEIERT, LLIE root B B9921T Rsync pod ATLLIEE TE, {EL1ELL root A/ BRTERIR
BT TEAEE, BIREHTRESKN, MTCIRET NWBUREHFNBEZEIAIE root BIEM AL :

o [HRIAEBECE NIEN root IE BInEEF L X FIAT#IZ1T Rsync pods

o WFENTHR, EBRER LU root B &921T Rsync pod,

EXHFHERT, BuiEIBeaTEERENRNITEAEMNMAE R EIREBEU TR
enforce. audit #1 warn,

ETHREZHXIER Pod Security Admission FIIXBENER, 1HSHIEH] pod Z2HEART,

4.5.1. [FFrAE T # 8 MigrationController CR EZi&E root =X JF root
ZiINERT, Rsync ¥EH3E root 1517,

EBrEREP, BT LU MigrationController CR EZ & 2L root A/ B12324T Rsync,

it

e figi& MigrationController CR, I TFFIR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

migration_rsync_privileged: true

57
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OpenShift Container Platform 4.17 23X ITEEH# (MTC)
tbBCE & A F AT A kBT,

4.5.2. % MigMigration CR ECE N BN EBHIRIE root

EBFRERED, EA LME B LT IE root 1ET4F MigMigration CR BZ & 79 LL root FIE root 1DE41T
Rsync :

e {ENRFERF ID (UID)

o {ERH—HEEH D (GID)

it =

1. Bl root A/ B12321T Rsync, ERIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

runAsRoot: true

2. B Rsync fENEEERF ID (UID)E4FELH ID (GID)iz1T, EIRIEAFIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[...]
runAsUser: 10010001
runAsGroup: 3

4.6. BECi& B FhEE
Multicloud 3% 5 3% 22 52 BR B4 FF 5 — SR T,

MTC AR AFIR R EEE H R 7 Z R BEMRERSI SR BIrER, BRILUEREES TEN
MR H R IEN TN P ST R TTE,

4.6.1. FoREM
o FRBERRHER LN RA N S H 7 5 B[] B B 2% 17 (] AU RR
o MRE/RERSHFSAREENEFIFEFERER, BB ERACERIFTNERIFEE,

4.6.2. RFRZ TN RMKREIE
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pa -3
F 98 MCG Operator 243, {8 MCG $&H {7 FAF OpenShift Data Foundation, 2

TEFEM, 1E1517 T4 Red Hat OpenShift Data Foundation, FNEMRIERG THEY
B MCG 1&E#H,

ol

SeRFH
o HEIRIEHE XM Red Hat OpenShift Data Foundation Ef 15 #8% OpenShift Data Foundation,

4.6.3. HthBR

A
® Red Hat OpenShift Data Foundation SCA4 AR BT FF % B9 EA 1R,

e MTC I
o XTHUEERIAE
o 1E MTC web 1ZHI& RIS HIEFEE

4.7. 5% MTC HHBBEE
el LUENE MTC, FHtRE TR EIEERE,

n fHBR velero CRD & MEEEH£ER Velero,

FeREH
o WHLLER cluster-admin F R 19 & %,

Y
1. HHBRFFAESEEEHH MigrationController B & XL FFR (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B L HIEE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io’)
e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')

e migration £EAE :
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I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)

® migration-operator £E¥Af :

I $ oc delete clusterrole migration-operator

o velero S35/ :

I $ oc delete $(oc get clusterroles -0 name | grep 'velero')

® migration £EABIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)

e migration-operator £E A BHIE :

I $ oc delete clusterrolebindings migration-operator

o velero £EABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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’axy =
5% A MTC
fRAI LA A Operator Lifecycle Manager 7£ OpenShift Container Platform 4.17 £#2 MTC,

IRel LLB T EF %%k Containers Operator BJf%%4¢ Migration Toolkit for Containers Operator, £
OpenShift Container Platform 4.5 kB BMARA EFH% MTC,

BT
MREAREI MTC1.3, ERAIHITHN L REEH MigPlan BE R (CR) .

5.1. 7t OPENSHIFT CONTAINER PLATFORM 4.17 F#%; MTC

&AL A Operator Lifecycle Manager 7£ OpenShift Container Platform 4.17 £#2 MTC,

BE
L {#FF Operator Lifecycle Manager #% MTC K, #/iFERASZZFIEIBEREZR,

TBHmE

e M OpenShift Container Platform 3 3% £l OpenShift Container Platform 4 & [HH MTC
Operator #1 MTC 1.7 X,

o FEFFM MTC17x FEFBEI MTC 1.8

o RNIER MTC 1.7.x FiT#FEF OpenShift Container Platform 4.9 st B B A RHTEAA R
o MTC17.x %R BIrER,

® MTC 1.8.x {{Z# M OpenShift Container Platform 4.10 5B &k AT £ OpenShift Container

Platform 410 EEIRA, W FOUH RERRA 4.10 HESRARTR, "TLUER 1.7.x 5
1.8x, 1BE, BSEMBIr LM MTC lRAMEE.,

o

AXHEMEREMTC1L7xEB BB FE MTC 1.8.%

o

AXHEFMERE MTC1.8x FHEIBE I MTC 1.7.%0

o

THEMIE MTC 1.7.x ERBEIBHE MTC 1.7.%,

o

XFEMIREMTC1.8x B EIBETE MTC 1.8.x

FeREH
o MNFLLEH cluster-admin F R B9 &5,

it =

1. 1£ OpenShift Container Platform i & # 51 E Operators — Installed Operators,
WFHFEFHE operator & T/~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. = Subscription TR T, EAIFHEHERFERTE Upgrade Status i 7R, HI40 : EREE
£ 7R 1requires approval,
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4. = 1requires approval, A5 Preview Install Plan,
5 BENHTHATFAENTE, = Approve,

6. i&[0 Operators = Installed Operators T EE WAL ML IR, TG, REEEH
Succeeded #1 Up to date,

7. = Workloads — Pods 35%iE MTC pod IETEIZ1T o

5.2. % MTC #2 % 1.8.0
E MTC #2:511.8.0, iEZRUTHE,
Pk

L ERUTHEZ —HBEEAFBI] BT FI0E

o ZITUU T RiAET] A AFFIE :

I $ oc -n openshift-migration get sub

it~ U
NAME PACKAGE SOURCE
CHANNEL
mtc-operator mtc-operator mtc-operator-

catalog release-vi.7
redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace redhat-
oadp-operator mtc-operator-catalog stable-1.0

o HEZITLATHSIRE JSON AT R ZFRFIFIE :

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | { name: .metadata.name,
package: .spec.name, channel: .spec.channel }'

i th 7 Bl

{

"name": "mtc-operator",
"package": "mtc-operator”,
"channel": "release-v1.7"

}

{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"package": "redhat-oadp-operator",
"channel": "stable-1.0"

}

2. WFEAMNTH, BITUTHSEMMTC 1.7 FHETHE MTC 1.8 5 :

$ oc -n openshift-migration patch subscription mtc-operator --type merge --patch '{"spec":
{"channel": "release-v1.8"}}'
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it Bl

I subscription.operators.coreos.com/mtc-operator patched

5.2.1. ¥ OADP 1.0 #%¢ %l 1.2 for Containers 1.8.0

1% OADP 1.0 #4¢F 1.2 for Containers 1.8.0, HTEMIA T,

it =3
o WFEMIM, ZTUTHE, I OADP operator M OADP 1.0 &+, E] OADP 1.2 :

$ oc -n openshift-migration patch subscription redhat-oadp-operator-stable-1.0-mtc-operator-
catalog-openshift-marketplace --type merge --patch '{"spec": {"channel":"stable-1.2"}}'

/ A=
$5R AR ESR 169 NAME (643 3 F %% MTC 7 OADP B9ER 43,

i th 7 B

subscription.operators.coreos.com/redhat-oadp-operator-stable-1.0-mtc-operator-catalog-
openshift-marketplace patched

iR [E#{E 5 redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-
marketplace 4El, FEARRBIAER,

o IR installPlanApproval £#{1%{& 5 Automatic, Operator Lifecycle Manager (OLM)¥¥
FHRFRL R,

o MR installPlanApproval Z#% &7 Manual, T %77E OLM FFiaFH eIt E£E4N
installPlan,

1. IBTLUTHS, $iE OLM BB 258K OADP #1 MTC B9FHZ :

$ oc -n openshift-migration get subscriptions.operators.coreos.com mtc-operator -o json | jq
".status | (."state"=="AtLatestKnown")'

IRE true B, TS ELIEENT [ FEBRVLE :

$ oc -n openshift-migration get sub -o json | jq -r ".items[] | {name: .metadata.name, channel:
.spec.channel }'

i tH o B

I {
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"name": "mtc-operator",
"channel": "release-v1.8"

}
{

"name": "redhat-oadp-operator-stable-1.0-mtc-operator-catalog-openshift-marketplace”,
"channel": "stable-1.2"

}

Confirm that the "mtc-operator.v1.8.0" and "oadp-operator.v1.2.x" packages are installed by
running the following command:

I $ oc -n openshift-migration get csv

i th o Bl
NAME DISPLAY VERSION REPLACES
PHASE
mtc-operator.v1.8.0  Migration Toolkit for Containers Operator 1.8.0 mtc-
operator.v1.7.13  Succeeded

oadp-operator.vl.2.2  OADP Operator 1.2.2 oadp-operator.v1.0.13
Succeeded

5.3. 7 OPENSHIFT CONTAINER PLATFORM A 4.2 A% MTC #H27%
4.5

IRET LOB I F5h%E|HM MTC Operator, f§ OpenShift Container Platform kR4 4.2 £ MTC FZE|
4.5,

FeRE M
o RINLLEA cluster-admin fRBY A 7 B 19 &%,
o RWIARL M registry.redhat.io.

o &% podman ,

1L BWALTeGS, FEAEMLIEEST A MiGEIEERE registry.redhat.io :

I $ podman login registry.redhat.io

2. FIALLUT 64 T2 operator.yml ST :

$ podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7:/operator.yml ./

3. EIALLF 4 & #t Containers Operator B Migration Toolkit :

I $ oc replace --force -f operator.yml
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4. ¥ ALL T ep 4% migration-operator Z3EY B E 0 LUSIEERE -
I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
5. B AT @4 migration-operator 1 EY RE| 1 LUSIEEHNAEX -

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator

6. HiIALL T4 9%0E migration-operator 2& 274K :

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""" print $NF }'

7. BALL T4 T3 controller.yml ST :

$ podman cp $(podman create registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator:v1.7):/operator.yml ./

8. IZ1TA T 4% E 02 migration-controller X :

I $ oc create -f controller.ymi
9. MIALLTFaBILIUE MTC pod @B IETEIZIT ¢

I $ oc get pods -n openshift-migration

5.4. % MTC 1.3 #% %I 1.8

INRER MTC hRA 1.3.x FHEI 1.8, LTI EH 21T MigrationController Pod FI&EEF ) MigPlan B
E M FHR(CR)E#,

HF MTC 1.3 A 7Z1E indirectimageMigration #[1 indirectVolumeMigration %, ©11E 1.4 iR 8
HINMER false, XEKRERRA T ERGHRIBNERSTHR, BT EEHREEIVENR, THITK
FTiE% ) Ready K, BRIEFHXLSHIEDNN true,

BF

® M OpenShift Container Platform 3 s¥# £l OpenShift Container Platform 4 %
|[HH MTC Operator #1 MTC 1.7.x,

o [ MTC17.x AHE1.8x BEF I OADP #iiE M stable-1.0 F# ZE stable-
1.2, DUERIHTEAM 1.7 x FE 1.8.%,

FeREH
o MNFLLESH cluster-admin F R B9 &5,

it

1. BXEZ21T MigrationController Pod HI5 2%,
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2. FXEX MigPlan CR ;&
I $ oc get migplan <migplan> -o yaml -n openshift-migration
3. BHLUTSEE, HEStHREH migplan.yaml :
spec:
indirectimageMigration: true
indirectVolumeMigration: true
4. i MigPlan CR B LN FEXK :

I $ oc replace -f migplan.yaml -n openshift-migration

5. FRERE#HEY MigPlan CR B LG IEE N ¢

I $ oc get migplan <migplan> -0 yaml -n openshift-migration
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B 6 E TR ESIFR

1EfEF Migration Toolkit for Containers (MTC) RN AR IEMEHR], BEEEUTRETIR,

6.1. REFRERNER
O&HERETENRERE (PINEREITL) NSREEHEK,
O RATE MTC BIFE R G
O fFrE T S E#E —NEMH OpenShift Container Platform 1117,
O 2%0E T R,
O ShiRHEFTUERIF,
O TR ER/NEILE H 10 Gbps.
O £BHFRVHNTIRIATIR.
%ﬁm%ﬁﬁ%ﬁ’]lﬂﬁ\ CPU #7Eh, L,UEEIE%I{’FﬁTTZZJ:i:ﬁ;’i%O SMUN: )

FRERIURFENTRBITRIPTBH Kubernetes TR E, MU TIEIELETIL
iﬁqﬂ(ﬂ'ﬂﬁ% LUEG 1T FHRE K,

O B2fEH fio 1 & T EEH eted B MR,

6.2. REHREIIR

OFE@TZ2iTU THSREREERBHRENLTF Terminating RKEMFAMEE (PV)

kel

I $ oc get pv

OE2RZITU TR E 7 IREFR2Z Running 5 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
OEE@BLaTU TNk ERERERREM pod :

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses[]; \
.restartCount > 3))|.metadata.name’

BN pod &6 F Running X%, EEEMNERREATERREZE I,
O &L PEIRIEREERN.
OEEETZTU TSR ERTEFLNENIERERIEK :

I $ oc get csr -A | grep pending -i

O registry {FR#EZNFE L,
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O & 0] LU AR IZENFI B A Zl registry,
O etcd EEEE 2B,
O RERE AT API AR 55 2300 NS (5] ZNF 50 ms,

6.3. Bir&EEEE =

OKBHERVINAMIRS (NEEEE. RABEEE. FHREK registry #1 Cl/CD TR) BIIEH
P24 B E AR,

O FERASRHRHMIRS BN SBA ARRF RS R U5 W KM ERMAREFIIR.
O 7 R N ER A 2R B R T R BRI K
O BrERME S ER R HFIE 2R,
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B 7 F MYETE

B7EMBERE
2SR I T B A O PR R P SR,

7.1. DNS 3F =170
BIr&EEER DNS B 5 REEHNEARE, BANERT, NBARFREI¥ KB IREEEM FQDN,
ERBIRN BRFR DNS 18, 1HEE TE#ERaHAMET 2 —,

7.1.1. [ B AR DNS B 5 & inims
{@jﬂuﬁﬁﬁ%ﬂﬁ%ﬁﬂ’g DNS BM%E FimiE K0 BER&EEEH) DNS 2%, MR M EINEHATFEARS
Ufo
iz
1 AR ESG (AN AREFNESEESREIRANIE) REREFimMBIirE#ZFA,
2. H%7 DNS R85 LHOREBE IV TS FQDN, LURE] exterior FI4E4HA4H] IP Hatit,
3. EEEBMLSAM, RN RIS KA ER B R B g iy B0 88,

4. 7 *.apps.source.example.com I 032 —MEERF DNS i05%, EMIRERFHNEIESRM P
ik,

5. NEMNNARFEUE— DNS TR, f5MBIREEERIEM exterior MLSHMAR IP ik, HFER
DNS it kML m FRERICE, FRILIEFRNE FQDN B RS A 442,

o HAERMLGAEMG LA ILBEREN TLS H, MREREG S BIERNEEE
27, BN ATRFH FQDN SAFEE Fin, IEH K £,

o NHAREAESIYE| ABIFERENEEREAE P, B, NANE LIRS AL
TR MNE R ES T,
7.1.2. 1% E BInERELUES R DNS 15
IR LLA B BITERE, LUESIEERM DNS BT ARRERIER,

b =
SFIERL HTTP i fIRL HTTPS 1511, BHHITUTEE :

1. EENEENTEPLE-IBE, ZRHRE W EZRERPLERNN ARER FQDN BIEK :

$ oc expose svc <app1-sve> --hostname <app1.apps.source.example.coms> \
-n <app1-namespace>

MERERALE, IRSESFEZXNZ FQDN BAEMIER, FHELERN NN ARESR. A%, &
IR AREN, RSEEBNSEEPLRA -1 REH, EREEAILEENZZ—EATIBEIN
mo
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2. ﬁﬁﬁans#ﬁ%@LDNsﬁi FHRERF PRI AR FQDN $5m B RS Ra9ROA M 2%
ZREY 1P ik, XRFRBREHMREBEEMEBIRER.
fﬁ&?%ﬂmN%ﬁﬂEﬁﬁﬁMﬁﬁﬁ@%o%mxu%%%%mﬁﬁﬁﬁﬁﬁmN%%

R, EAAFTZENBHIERE,
KFREHTTPS UilH], BHATATHIK
1 HERETRPOEMEIAAN OEREIZRH X509 IEHE# N B E SUEH,
2. X MIERBLE NTE subjectAltName FE;H AR B insk B & 2 @ECRT DNS i3,
FTUEFXT FRIF A DNS S THEEE M.

Hith 5w
o MERLER, HHHEBLIINADIUES,

7.2. AR EEE RS
SERRING, ELARTR IR TR IR ER B R B TR,

EEM HQ%/MEE"J%H}%E?JJ-F@Qiﬁ :
N AR pod TEIREEF B in&k R Lin1T,

o FNMVAHE-—ITELEREHIVNLHEEA,

o RERINBNIRMETE CAILS,
o WFHTTPS, BiriHa CAILHEERTIRERFIHERSAT DNS iCKH Subject & A&,

E BT RBE FHAFFF A B IRRIRES,

o RANEEMAMANANFEMERE
BUURERRBER DNS 105, HHEIEMBEREREBSFEN P #Hik (VIP),

It SRS A T 1 R AR R =/ U MR BT RS

o NEANNAEERMSLTRE
FRERBINEEHKRES VIP WEREBEENZ NENARFUE—D DNS L%, X1 DNSIE

SRS TIRERHBEM DNS 105,

o NEANNARLBEEBMMLTRE
1 fE—ME, BTFEREERIENNARFIIREFKMIRN VIP FB IR B HERN
VIP,

2. ERERRENRERENEG BN ARFOE— DNS LXK,

3. BENAMNAKRELZE, SHREASLKAIBEEREKASRN VIP, ANERKRERATIRSE
EFEREERHI VIP,

4. ZHIBINEMMAE BREFIRES VIPFRER S, ERMARMSRENREER VL,

o HETHFHENNBEFREEEH
FA LR, ERILUSIER F1ERM TCP/IP #rk, LAMEATIE XA FHEERMLSRE.,

RFEHEEERENMLIRE BT AP B ERANEERTE,
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B 7EREEEET
. E-IRE, BTFRREEREIENNARFIRERISHSF VIP MBI R HRERN
VIP,

. ERERRENRERINE HE NN ARF R — DNS 2%,

. BEEENAMRIERE, BERELAEMRLERNMRE (0 WKAES ) RATBIERRHZEN
VIP, HERBERHEIRERIRAZM VIP,

. BRESMEEEME BAHIRHEN VIP, BEIfMEREHATBIREEIRARMN VIP
J:o
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8 E BEEIBEK

Migration Toolkit for Containers (MTC) 1.4.0 i B @R AR E TR,
EEIBRANITERS

o EHELITH

o BREKIR
Ei&ﬁ%%ﬁi%ﬂ’&%%ﬂP\]‘&B’%%%E%Mﬁ%ﬁﬁ%ﬂEﬁx%ﬁ, MEBRENEGEFEZE FRE
8.1. FTARFM

o NWAEREIH T RBER (RMBEIR) AFRER registry.

o MAFRITIZRM B IrEE T LUERIRO 443 £H OpenShift Container Platform E&HH @15,

o TRFMBIERBERFPEEL TN registry BEH ; B 18E spec.exposedRegistryPath F ¢
M MTC Ul SR LR 1E,

o MRBIRERBSENER GERIEH[FEE) HE, NAFTENZEFE MTC
SHIE LT registry BEH.

o spec.exposedRegistryPath RiE A FEEH K TR, MAREESEIR,

-

o IR MigPlan B E X ¥R (CR) indirectimageMigration #1 indirectVolumeMigration s 897 4
spec I S#RIXE N false, LAEBEEHIT Migration, iXLEMRERIBINET false,

MTC MEEERIhREE M Rsync TR,

8.2. BT E#EAET#ZHI RSYNC Ed &

MTC FEE#EETHR (DVM) A Rsync TR BIRFAMS (PV) AIRS X4, ERMKA PV 2EHE
B,

rsync @ — PG IER, AFERXHNEFAERAMANTEE .

DVM & A8 rsync as SR TIH TRBVSRERIT T 11k,

MigrationController CR & AFLUTZE, UFEEEZESTIHHEE rsync_options :

rsync_opt_  int RNXE LiIXE NN ERBHEE, --bwlimit=<int> EI#R
bwlimit Hn%l Rsync a4,

rsync_opt_  bool true £ Rsync fs IR & --archive 1L,

archive
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rsync_opt_  bool true £ Rsync fp 5 i E --partial 1771,
partial
rsync_opt_  bool true £ Rsync e HRiXE --delete 177,
delete
rsync_opt_  bool true % & --hard-links j£17 2 Rsync #8405,
hardlinks
rsync_opt_  string COPY2 £ Rsync Pod A J5 AT H &1L K,
info

DEL2

REMOVE2

SKIP2

FLIST2

PROGRESS2

STATS2
rsync_opt_  string P N H A RETRE,
extras

o XFAEIR, @it LR TERBLIE £/66% = Operator EIN/H MigrationController
CRI, BEBRNIRMMAEIBER. EMFLIBRMATUEREHRNEE, EARRRTESH
FTAbE SR, Ak, BUIEZTERAMNAXE. A RATURBEEEEMXE.

o HIEIEfEA rsync_opt_extras L=, FALTEFBMEMETE KM INE rsync oS H, FF
i, ERELIEE S METN RINER, 18ELTN HIMEMESRAE T e S BOER R, B
2, LR ETEEE T MigrationController CR LU kBT F .

e BHE X rsync_opt_info iF& AIRERX MTC MR EThEEERK M E&, B2, MERAEIRS
AREREAMEEMNT . REENERE Rsync BRIFMMBE TR I F BL# BIX NI,

DVM AR EESHIMEFRIH, REEHRRBZITREF, KEHREFIMEAM
WA S, HBNKETLEER TER Rsync BIERMT, NERXLRELE.

8.2.1. Rsync pod HI TR R HIEZ &

MigrationController CR & AF U TZE, LUMETE Rsync LESE FIRE A EEKMBRE -
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Default (2%

)

source_rsync_pod_cpu_li
mits

source_rsync_pod_memo
ry_limits

source_rsync_pod_cpu_r
equests

source_rsync_pod_memo
ry_requests

target_rsync_pod_cpu_li
mits

target_rsync_pod_cpu_re
quests

target_rsync_pod_memor
y_limits

target_rsync_pod_memor
y_requests

string

string

string

string

string

string

string

string

8.2.1.1. Rsync pod It TS HER B

1Gi

400m

1Gi

400m

1Gi

1Gi

iR rsync pod B9 CPU Rl

iR rsync pod BIRTFRRIE

iR rsync pod B cpu 13K

iR rsync pod BINTEIE K

B#% rsync pod B cpu Rl

B#% rsync pod B cpu 153K

B¥x rsync pod BIR7FRRIE

B#r rsync pod BIRFIE K

R PVC FRAHEZHEME, TLUETIFHIRARIE Rsync pod & X RERE X ZGEHT5 ], LUE pod RiF
A

Default

(BN

sk

src_supplem  string
ental_groups

target_suppl string
emental_gro
ups

FFIE Rsync pod FILLE S 2 fRE M FTAH ST

B 5 Rsync pod #, LUES 2RI FTHIIER

fisn, "TLLEET MigrationController CR &% ERIEME :
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8.2.1.2. rsync EIHECE
EMTC 143 REFHHMRAH, 5IAT EZEIHKWH Rsync R IERITHEE,

RMINBERT, EREHREER Rsync, EFFARESRKZIMNREHEBIISHIEEEHREOILE, X
INEIKRHIZE S 20,

S FHRARBE, RN 20 REHXATERR.
& LU{# F MigrationController CR LU F 2 E12INE KR :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_backoff_limit: 40

FEARBIH, BEREIEINE 40,

8.2.1.3. Ll root X JE root H173Z1T Rsync

OpenShift Container Platform IAE 2K\ /5 F PodSecurityAdmission 12525, LiEHI 2R ERERHETE G

B A 22 (R ARE s I SE i Pod REVVE, SRFRBIFTE TENEEPIZEITLLT Pod ZEIER T Z
— : privileged. baseline =k restricted. E/NEEHENE B CHIBIASKIESE,

H T RUETEFRE SRR I TEIRE H, MTC1.7.5 38| AT Rsync pod FREN, SIEBRIALLIE root F

FTE&113i24T Rsync pod, IXFFAIBGREMER —EREE &R T A E o U T BEEG Hl. XD EN
=IHTH, RNEREGIZITEAERERHINRETIE 1,

8.2.1.3.1. N¥UE trannsfer FHEBEZIAIE root 2/E

BRERZSHIERT, LLIE root A BZ1T Rsync pod AIMAIEE T/E, {BHELL root S BRTEIRIG
BT IEMER, BIBEHRTRESKK, MTCIRET MBUBLKHFHBEZBIAIE root BIEN AL :

o A IBEE NIES root 7L BIREEE LI NIAIAE T#IZ1T Rsync pod,
o WFEMNTR, EBEIRERLEL root BN &19i21T Rsync pod,

EXHFERT, BRIEIRIZITEERERNWITERNEMNMEZEER BB TRE
enforce. audit #1 warn,

8.2.1.3.2. XF pod BE# A

OpenShift Container Platform &3% Kubernetes pod Z2# A, TEBEL B G LA HE LK pod
L2 Pod ARWHEZEEETELZT.

EL2BEHEMN, =5uH privileged BECESE, restricted BeESR A TFESMH .

1A LATEen B 22 A1 3 BCiE pod REHEAKE.
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BE
AEERNIE iz T TERESIHZNBRNT BB FAR. hoTRoKaMRE
NNI=

LT EIAT B #0 - BB ERIY : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0B IR openshift.io/run-level #%
WEH 0K 1, KT EAEG (M0 pod REEAN, BEMETXAR, SREFIRECA
BiRBI RN MThRET E TS IE R Ik,

8.2.1.3.2.1. Pod £ HE AR,
IRAI LN R 2 AECB LA T pod ZEHEAER :
K 8.1. Pod ZE A AER,

BEX & ok

enforce pod- MR pod FRAEEAEES, NIEH pod KB AN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEKRERES, HEHITEH

security.kubernetes.io/audit

warn pod- R pod TREEESEESR, NI2ETES
security.kubernetes.io/warn

8.2.1.3.2.2. Pod X2 £ ABCES
BRI LRE pod REEAEABRARE WU TEESRZ — !
#* 8.2.Pod REMHARESR

profile sk

privileged RIRREISRE ; RIFERHBFNFH

baseline IR PREISREE ; Bh L 2 RHRFAFH
restricted BRI HISRES ; BB Y EIH pod iR{b BRAET

8.2.1.3.2.3. it ep % ZE [F]

TR AZEA L 2IXE N privileged pod Z2H#ARESE :
o default
e kube-public

® kube-system
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BT E R BRI R ZEH B pod ZREBER.
privileged fp 4 22 A Bc & I

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: "<mig_namespace>"
#...

o

L th B iR
o 2%l pod ZE£HEARF,

8.2.1.3.3. [/ A T # M MigrationController CR EZi& 7y root X JE root

ZiINERT, Rsync EH3E root i51T,

EBrEEEP, BT LU MigrationController CR EZ & 7y LA root A B12324T Rsync.

it =

e figi& MigrationController CR, I TFFI’R :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:

[..]

migration_rsync_privileged: true
R BN ERTRERRNER,

8.2.1.3.4. ¥ MigMigration CR BCi& BN T HIRZNIE root

EBERED, B LUERLUTIE root LT MigMigration CR EZ & 5 LA root 543k root 121217
Rsync :

e {ENRFERF ID (UID)
o {ERH—HEEH D (GID)
i =

. Bl root AT B3Z21T Rsync, 1HRIEASFIEE MigMigration CR :

I apiVersion: migration.openshift.io/vialphai
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kind: MigMigration
metadata:

name: migration-controller

namespace: openshift-migration

spec:

[..]

runAsRoot: true

2. Ef Rsync fENEEERF ID (UID)E4FELH ID (GID)iz1T, EIRIEAGIEIE MigMigration CR :

apiVersion: migration.openshift.io/vialphai

kind: MigMigration
metadata:

name: migration-controller

namespace: openshift-migration

spec:

[..]

runAsUser: 10010001

runAsGroup: 3

8.2.2. MigCluster B2 &

XFF MTC OIS MigCluster 51IR, 1E5EF## Migration Operator fp A 22 B R AIE—&H
migration-cluster-config #J ConfigMap, X MigCluster %R R,

migration-cluster-config 81T &E2 & MigCluster %€ {H. Migration Operator B migration-cluster-

config.

& =] LAf&E A3 MigrationController CR FAFHIZ EEEE ConfigMap FEIENME :

migration_stage _image_f
qin

migration_registry_image
_fqin

rsync_endpoint_type

rsync_transfer_image_fqi
n

migration_rsync_privileg
ed

migration_rsync_super_p
rivileged

78

string

string

string

string

bool

bool

7|

7|

7|

7|

7|

FTF Stage Pod B9%ii& ((GERTF
IndirectVolumeMigration)

FATF Migration Registry BI85

HEFanEm=EE (Route, ClusterlP,
NodePort)

FTF Rsync Pod B955i& ((GERTF
DirectVolumeMigration)

BB LA RIZ1T Rsync Pod

E & Rsync Pod E B FFINA2R21T (Spe_t
SELinux £ TFX)



B8 E BEIBEK

e ] WiE 3T
cluster_subdomain string S SR TFIE
migration_registry_readin  int S Migration Registry EREBIFLEE REREIS (LAFD  HL41L)

ess_timeout

iy

migration_registry_livene int
ss_timeout

Migration Registry SR BRIEERE BN (LARY N HAL)

iy

exposed_registry_validati  string £ MigCluster FREIEAFFHY registry BIF B (40
on_path /v2)

8.3. B EFZBE &0

8.3.1. ffiFH spc_t 7 OpenShift Container Platform L2178 T Ve B 5N A Skip
SELinux EFtricInhf iR AR

4 227 {8 F Migration Toolkit for Containers (MTC)iT @& R A LU k5 2 XM KESHS, rsync-
server AJRER AL, BIRBIRERFH—SHRI A ENE R,

8.3.1.1. 2 Skip SELinux EFFriclmi R A=

£ kubelet H&EH3#£32 Unable to attach or mount volumes for pod...timed out waiting for the
condition %1%, ©3H} Direct Volume Migration (DVM) jZ21T rsync-server 8977 s,

kubelet H&RHI

kubenswrapper[3879]: W0326 16:30:36.749224 3879 volume_linux.go:49] Setting volume
ownership for /var/lib/kubelet/pods/8905d88e-6531-4d65-9c2a-
eff11dc7eb29/volumes/kubernetes.io~csi/pvc-287d1988-3fd9-4517-a0c7-22539acd31e6/mount and
fsGroup set. If the volume has a lot of files then setting volume ownership could be slow, see
https://github.com/kubernetes/kubernetes/issues/69699

kubenswrapper[3879]: E0326 16:32:02.706363 3879 kubelet.go:1841] "Unable to attach or mount
volumes for pod; skipping pod" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a],
unattached volumes=[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-
access-dlbd2 crane2-stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]:
timed out waiting for the condition" pod="caboodle-preprod/rsync-server"

kubenswrapper[3879]: E0326 16:32:02.706496 3879 pod_workers.go:965] "Error syncing pod,
skipping" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a], unattached volumes=
[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-access-dlbd2 crane2-
stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]: timed out waiting for
the condition" pod="caboodle-preprod/rsync-server" podUID=8905d88e-6531-4d65-9c2a-
eff11dc7eb29

8.3.1.2. {#1 8 Skip SELinux EFFriclmAt 2R 5 R R
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ZR XA A, {#F MigrationController B E X FR(CR)TE/RF B % MigClusters H ¥
migration_rsync_super_privileged 0% &/ true.

MigrationController CR 7fjl

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
migration_rsync_super_privileged: true 0
azure_resource_group: ""
cluster_name: host
mig_namespace_limit: "10"
mig_pod_limit: "100"
mig_pv_limit: "100"
migration_controller: true
migration_log_reader: true
migration_ui: true
migration_velero: true
olm_managed: true
restic_timeout: 1h
version: 1.8.3

ﬂ migration_rsync_super_privileged S MEIEREE N Rsync Pod £/ BRIFINE 31217
(spc_t selinux context), B iXE&E " true =X false,
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9B IRNARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.

REPEREEHMTRILZ AR MTC 438, RN ARFRESISCHNER, NREEEEER
EFEoiE.

BRI MR BE BB TR AR TR N AR

o [NERTF (Stage migration) REME LN ARFHIERL TRHEEMREREHZ BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T RS B RS (A

o BIt]5EF (Cutover migration) FHEZILIRERFMES, HNFKREREIBIRER.
A AR RS T B N ARFRRE -

o RETBEHIFMERFAMESBFEER (PVC),

o A LUMERREIR IR E —LREPRBRZEN,
EEBL R, MTC 2REBLU TR ZERFAE

e openshift.io/sa.scc.mcs

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

XEFRRRE UIDSEH, MERSFEENEHTRBEXGHRANR, XARREFE—ENN
b, FEviEREI UID AREE B T B IrRB A SR kpy & 2 (A A,

O.1. IR RFM
o YEREMASERFTEA cluster-admin F R &%,

BELGR IR
o MNIIBIRIRERMR L OpenShift {Ei& registry BT,

o BB IEMA T registry BIERH,

BEEIHB
o MMREMEREANE, EYIHECE Stunnel TCP RIE,

£
o SEEBVNIANEIHZHH MTC z-stream R A&,
o TEFRESEEEF, MTC iRAN IR,

A
o SEEANERATREIBIMLE IR, FRLII RS,
o MREEHE Bo) MEFAMS, KRV IEANLREESITZIREIFIMLAET FHR.

81



OpenShift Container Platform 4.177 Z23:¥B TEEH (MTC)

o (RWJIITE OpenShift Container Platform 4 &S AL FImO :
o 6443 (APIfRS5ER)
o 443 (M)
o 53(DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BFAE (PV)

® PV RIAEN,

o PV ERRFAMSEER,

o MRGEARBES PV, NFRHELUTHNLRRM
o THNEUINZIFIRR,
o PV EEHERNEHLE,
o PV LT E—KiH,
o PV IIEEHERNEEXR,

9.2. {8 MTC WEB 1Z4I| &3 BAiRFE
A LUMER MTC web #EHI B EREEBNMEREMEE, AR, EAILUOIEFTIERITH,

9.2.1. B3 MTC web 415
SR8l IED Y 82 R [ 5 MTC web =414,

FEREMH
e MTC web ¥4 & 2 A E| OpenShift Container Platform Web 12244 BRI 45 15 (7 AL R,
o MTC web & W MEAE OAuth IR S 23 ORI 4% U5 AT R

Pk S
1. BRFIE%RE MTC # OpenShift Container Platform 5%,

2. BIALLUF 8B 3RIKE MTC web #2415 URL:
I $ oc get -n openshift-migration route/migration -o go-template='https://{{ .spec.host }}'
EIHELIFLLT : https:/migration-openshift-migration.apps.cluster.openshift.com,

3. B2 FiEA MTC web #2515,
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ﬁﬂ%?’f&‘ﬁ MTC TEZE# Operator FEIXILENV A MTC web $£H1&, iz
alr=} CiEIN#E, RN Operator MATEERESRRE. FF//ILOMRER,

4. MREFERABFERH CAILT, NARIRREEZIRER APIIRFS5HRH CAIES, MIKB|ISEE
ZRRIEPHIT R,

5. {1 OpenShift Container Platform B9 P & MBS 17 BT,

9.2.2. £ MTC web I & FIRINSER*

IRB LLTE MTC web $#6& AR — N 5EE£Z] Migration Toolkit for Containers (MTC) web 12#l&

FRFM
o WERERPEREBERKBHRLE,
o INRF(EH Azure RIRE HIEHE :
o MR NERFHEE Azure FLRA AT,
o EBWMIIIFE— Azure BHRZAA,
o LRI TE—HIBLE,

o MRGAEEEGRIR, NBIRFFEIRERFBIER registry BIERH,

1 EREIER,
2. JKEY migration-controller BR 551k /- 4552 -

I $ oc create token migration-controller -n openshift-migration

i o Bl

eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV.
LmlIvL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcb6bWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrVOeviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiIRzTOXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0oZEvOSvLQi-

POOrpDrcjOEQQ

3. BKEIMTC web #2415

4. £ MTC web # & A 52 Clusters,
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5. = Add cluster,
6. EELUTFE :

® Cluster name : £ &I E &/ NEFH (a-z) FFE (0-9) ., EFEESERSKEHRFE
.

e URL : 157 API BR%52% URL, #5140 https:/<www.example.com>:8443,
® Service account token : #fJlii migration-controller fR 251K - 45 4,

o AFHBBHENBIER registry : MREERERTGIR, HEERERHER registry AFF
HIER EH.
ZOBEWE, HSITUTHRS :

o XfF OpenShift Container Platform 3 :

I $ oc create route passthrough --service=docker-registry --port=5000 -n default

o XfF OpenShift Container Platform 4 :

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry

e Azure cluster : HIRFF Azure REBE HIEIE, MBS A% ELET,

o Azure resource group : J1Ri%EFE T Azure cluster, & B RIIEFER, F8E Azure ¥R
H,
L 7E Microsoft Azure £ fi|E OpenShift Container Platform 586, SOIE—1 Azure
Resource Group, RS E 5K XIKMNAAERIR. 7 Azure CLI A, EeTLUB A H
LU T e 4 R RIRA -

I $ az group list

5 OpenShift Container Platform 58 X FX# ResourceGroups #1ic, HA sample-
rg-name SR EIRINFIRM L UI B1E -

"id": "/subscriptions/...//resourceGroups/sample-rg-name",
"location": "centralus”,
"name": "...",
"properties”: {
"provisioningState": "Succeeded"
b
"tags": {
"kubernetes.io_cluster.sample-ld57¢": "owned",
"openshift_creationDate": "2019-10-25T723:28:57.988208+00:00"
b

"type": "Microsoft.Resources/resourceGroups"”
|2
S BT M BHR4A TJ R B9 Azure |17 KRB,

o FESSLEKUE : Ak X MNETREIERIEBHN R L EETFE(SSL)EE,
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e CAbundle file : SAR%EFET Require SSL %k, N&BRbFE, MRENBFZZIEHAIE
TBEEX CAIUEBHgax#H, 155 Browse, %5 CASEXHEHFH EEE,

7. = Add cluster,
£ HINIE Clusters 7K,

9.2.3. £ MTC web il & fRiRINE FIF(E%
IR LU R7F (VR 0 S BB ZERINEI MTC web #HIE B9 Migration Toolkit for Containers (MTC)

web ZHI&GH,

MTC TR T EME NS

Amazon Web Services (AWS) S3

LA RMK (MCG)

WA S3 X &7, 5130 Minio 3% Ceph S3

Google Cloud Provider

Microsoft Azure Blob

SR
BTN RIFHEECIE Y B 5 i,

7))

it

1. £ MTC web #%& # 52 Replication repositories,

2. = Addrepository,

3. %#¥ Storage provider type FEELUTFE :

o FF S3 R AWS, BiE AWS #1 MCG:

o

o

o

Replication repository name : #§ MTC web & B E FIF M E,
S3 bucket name : 157 S3 FHEMEHIZFF,

S3 bucket region : ¥§7%E S3 FHEMXE., AWS S3 wME, W FE L S3 HN I Ak
B, fO#& S3 HNEN @Iy, LURERTEA{E,

S3umsm : IEE S3 ARFSHI URL, MAEEMEH, B0 : hitps:/<s3-
storage.apps.cluster.com>, & S3 HNFENE, ENER https:/ BiZK.

S3 provider access key : 5 AWS 8% <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N e E S3 HR v B,

S3 provider secret access key : 5 AWS 1§ <AWS_ACCESS_KEY_ID>, =7
MCG FHE M S3 N FaTEE S3 provider secret VA #5H,

Require SSL verification : f1REEANEEA S3 #LrmE, NERILEEE,

MRENBZELIEDUET BE L CAIEBHYE, = Browse H M E Base64 4midHy
X,
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® Google Cloud:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o Google Cloud bucket name : 7% Google Cloud F R & TR,

o Google Cloud credential JSON blob : 7£ credentials-velero X8 EF £,

® Azure :

o

Replication repository name : #§ MTC web & B E FIF M E,

o Azure resource group : }§7E Azure Blob fFiERI FIRH,

o Azure storage account name: 1§ Azure Blob Zfi#lk - &R,

o Azure credentials - INI file contents: 7£ credentials-velero X/ EF £,

4. 2= Add repository FERFEERIE,

5. = Close,
O ESHINTE Replication repositories FIF&R A,

9.2.4. £ MTC web 2|5 0 5E% 1T X!

&\ LAFE Migration Toolkit for Containers (MTC) web $##I& Al — N TERITH,

SeRFMH
o WIEREMBLEHHPES cluster-admin HRAF F & 5%,
o MUABRIEFTAESRPLEMERN MTC iRA.
o MJITE MTC web #2HIE IR INERF 1S HIF %,

o MREM[MEA move BIFEHIHHIBFAMS (PV) , NRMBINERFQAE N ILZE09T AR
AL 5 [ AR

o MREFAERFERIY, BUIIEERERFNER registry AFFBIRRE, XELLBEIER MTC
web #2H & S E T MigCluster B E Y HIRE 53 S,

it

1. £ MTC web #£%& # < Migration Plan,
2. = Add migration plan,

3. Hi A Plan &5,
IR R BFRREERT 253 NMNEFERBREFER (a-z,0-9) , BRI SERITIHE () .

4. %% Source cluster, Target cluster #1 Repository,
5. mili Next,
6. IEFEEITHBIIE,

7. W% RIEIE 00 SREE A PR B ER B brae B 22 (A,
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12.

13.

14.

15.

16.

17.

BOEIBNARRF

Digk

==
[=]

Containers 1.8.6 R B ARABGERS T HIR L 15 222 A8 S MEBIT

v

g
o

mi Next,
APV EE— IBRE .

o Copy IEUUFRERTH PV FHEIEEHZIEFIFMER, REEEREHFREFRUENE
BRUUKFER PV _EROEE,

® Move ETMREEHEEH MRS (BIIINFS) , EBIRER LR NMERXDILE
B PV R, RAEEEWERTPEIERES, AENEHP TN ARFERRERER
HR—ZEE.

. mifi Next,

NEA PV 1% Copy method :
o RESHFERASHNFEIRIBINEEGMDMIKELHIE, Lt Filesystem copy Z1R5%,

® Filesystem copy &7 RERHHIXMH, HEBIREREPREEN],
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEFIE#E A Filesystem copy sEBBEE. $IERE T HENRXHE
B checksum FTERE FHE checksum G IE, HIERE AIRER B EREMARE,

HiE BV EER,
FNR%EFET Filesystem copy, A LIE M BIRTEREE,

mi Next,

£ Migration options THE Lt, MIREIRERFEE T AFHIGR registry BRH, &%
Direct 53T # %501, tNRFE M Filesystem copy sI#%4#E, Direct PV migration L& # 1%
T%Q

BEIBATN RGN X G ERMNRERE R BIER, XMETREEFNTERIXHE
FIBIEHRIFEZE, AEBMNETIEEESHIEIBIERFER,

mifi Next,

A% : m Add Hook TE5E# 11X 53710 hook,

hook iZ1TEE XM, EEILUEENTEBITRARZHRINED hook, F hook EARRBTEHR S
PRIz 1T,

a. T web 124 & i A E TR hook & FR.

b. #13R hook &— Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse (%
playbook, SIEFEEH NG playbook AR,

c. A% IMRAEABIA hook ik, IHIEE Ansible IB1TH &K,

d. #N8 hook A& Ansible playbook, i%# Custom container image 318 EH KL FFERE,
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BHE L RIRERAILLEE Ansible playbook,
e. %% Source cluster 5 Target cluster,
f. %A Service account name#] Service account namespace,
g. /7 hook EFEFHH IR
e preBackup : £ AR T MEERERPEDR
® PostBackup : 1N ARRF TN HERERPEDE
e preRestore : L BIEREEHIRE N ARRRFTIEMERE
e postRestore : fE BEEHIRE N BRFITIENEE
h. Rifi Add,

18. = Finish,
T % E7R7E Migration Plan 51k,

BAMEEH AENEMTTR
o MTC XHZRFZEFAE
e MTCRREREHRIAE

9.2.5. 7 MTC web #ZH & H21TERIT X!

1% A] LUfE FBE Migration Toolkit for Containers (MTC) web #2244 s 8RBTSRI sk E N BIRFH
iz,

% RFR, EEIEREFR, MTCHIBHNFAMS (PV) MEHFIARIELZE N
Retain,

Backup BE YRS &—4 PVOriginalReclaimPolicy ;¥f2, ATiERRAEH =R
B&. EELIFEhIRE TR PV BERT A ARER,

Eas

FTREH
MTC web #ZHIEMITESUTHA :

o F Ready K SBRIREEE

e fbF Ready RSB ITEEE
o SHIBMHOE

o BMHIEHIT X

1. BRE MTC web #HIGH R EB T,

88



BOEIBNARERF

2. | 189 Options 3 5., F+7£ Migration HIEFELL T ETiZ — :
o stage FERZ LN ARFHER FHEIEMRERS HIE BIinER.

o cutover RIFILRER FMES, HEFKEBREBINER,

A% : 7 Cutover ;ii% FSGHER, BRI LLUERR Halt transactions on the source cluster
during migration % %1% &,

e State REFIFTERFAMSFIPVC),

BE
FEFERRTIBREREZ AT M EZER, FA stage 3K cutover

migration,

o EREEIBITHERILFE—IHZ A PVC # R Migrate,

3. E¥EME, 7E OpenShift Container Platform web 24 R AR HIhER TN AR :

a. /= Home - Projects,

b. REBKIIEEEHIRS.

c. 7£ Routes &4, =ili Location K iEN ARRF RS ERIZIT.

d. = Workloads —» Pods %1E pod @ BIEI BRI EZE R FiE1T,

e. M| Storage — Persistent volumes R IF BB ERE S 7T EXBHRFAMS,
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5510 & /T #aL0

& LU B 51E3T R 31828 MigPlan #1 MigrationController B E X R, UPUTAMETIHBH RS AL,

10.1. RiE

% 10.1. MTC KiE

Rk

IR

Birgkeasl

SR

ENEER

ILAREREE

Al TR

58

MARERE N AR P BISE R
R AR R R BB,

AFEREIBIRPEFFER. B Kubernetes X RBIN RFFMH, RERTE
BB IR RNEREBIHBHE Kubernetes X KRB RIFHE,

B T AT LA R A SR B U 7],

21T migration-controller pod #1 Web 1£HI &R, ENEEEERBITE
B, BEXTR2LEN,

FNEBETFELTM registry BHARBEEIBH K.

LRREIFERRRER, BXTENFEN,

LR EE— 124 migration-controller iR 551K /7 4 k¢ # Secret B E L%
Ro

IREBREE—NMRTHNRE registry BRHAFREETBRHE,

Bifk. B Kubernetes X RMIREEFEFIZIEHIFMEE, REMEFIFIEEEH
=R =N

FRAMBSEEMRERE TR BInER.
BREZEMNREHEHEIB TSR,

AEMMEENARFRERT, BENHEHEBIRER.

% RIBITN BT RYA R T RSB RF L 8],
NMAEREREPEL, HEFNRIBIBEITER.
B ENF AN SR ARE R B IrREERIS M AR RS,

EREBRER—E5EKETERE.

T MTC web 25BN GHEE,
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10.2. EAMSITER N AR
EAILMER A SITRE(CL)ER MTC AP IR R AR, LMEBMEER,

10.2.1. ERB R F M
o YERTEMASEEFTEA cluster-admin F R 7 &%,

BEGGRIRE
IRIRIRREE IR L OpenShift Hi& registry B AT

o BB IEA T registry BIERH,

BESIR
o MMREMEREMANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNINANEIZHH MTC z-stream A&,
o TEFTAESEREF, MTC RANIFEE,

P4
o SEEMERATREIBIMLAIR, FRILII RS,

510 B 26T BiEm

o MREEHIE Bo) NEFEAMS, KRYVIEANLREESITZIREIFIMLAE FTR.

o RWJIFE OpenShift Container Platform 4 &£&fd /5 LA iR :
o 6443 (APIfR%ER)
o 443 (B%H)
o 53(DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BFAMES (PV)

o PV IBEN,

* PV A ERIRAMEBFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o THNANINZIFIRE,
o PV /I EEHERMNEHNE,
o PV I FE—KiF,
o PV IEEHERNEMHE,
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10.2.2. QI A FEEFRR I B registry EEH
EEERGRIR, BWIEMEZREEREHLEIER/A TR OpenShift fif& registry BIEEH,

FERFH
® OpenShift 5k registry A FF4AFTELIRER LIASRE,
OpenShift Container Platform 4 registry BRIAA FFo
ik

o Ef|EZF| OpenShift Container Platform 4 registry BIESH, H2TUTHS :

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

10.2.3. KEEE

XfF OpenShift Container Platform 4.1 R ERMRA, EI1E%& S Migration Toolkit for Containers
Operator /&, 7E MigrationController B & %R (CR) ;E £ EENRIEE, EAXLERAFZIFRESEH
8 proxy X &,

%I F OpenShift Container Platform 4.2 | 417, MTC 4 &EETEHENNREILE, NREBEZEETEH
HRIBIZE, aTURESRKESEH,

10.2.3.1. EEBiTH

MTC14.2 5| A7 BE#EEIH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B bR SR BRI ER o

IMREMRIEEREMRERDIT DVM, EBXHIEE— TCP RIE, ZRIEBr7ELH 2T ERLE, F
ERFEABECH SSL IFPMIER T84 SSL 7%, Stunnel RKIEE R AR IBARAI,

10.2.3.1.1. DVM By TCP 3B % &

R L@ TCP RIBEIRM BinsR B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERFERKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESTBOVMRIZHREBENEERSHEIE, A, DVM UGERT BB G TCP i EENRIE, £
man-in-the-middle X HTTP/HTTPS RIEBFTRERE T, IAMEECEMAREBETREARIZFILIT
Ho AL, DVM HIREBIXERS MTC AE LHMRIEBERETE,

10.2.3.1.2. B+ 48 TCP REMAZE HTTP/HTTPS RIE ?

&R L@ OpenShift BRETEIRF B Ar5REE 2 [FiZ1T Rsync 3Rf5 F DVM, REi@it TCP R (Stunnel)
Ne, ERER 21T Stunnel 2B IS BF5 Stunnel B9 TLS 7E$1E, F@h i BR 578 Sk (L i 3R,
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OpenShift RYEEESERE HTTP/HTTPS REEE £ man-in-the-middle BX#1TEE, HbellHED
B TLS 155 A ERRSS 2. 1BR, XAEET Stunnel, Stunnel EXRRERGEEH TLS &5, &
ANEFBERERN AN — N EANRRE, RFREFLL TCP %R, ALk, EyifEA TCP R,

10.2.3.1.3. [

IR KM F E R Upgrade request required (51%

TIRIEHIZRME A SPDY HAEILEE pod AHATEI G, MRTEEFM TRESK AR SPDY Wil B9 A
wiE, SIRERIRNTENTERSG S, TR EWFH I REEES Upgrade request required, [l
RAZE : FEAZR SPDY MK E,

B T 2 SPDY il 4, KERSRH NEE L TF Upgrade HTTP FRk & 45 API IRSS %8, B/ imE AL
L ITFF 5 API AR5 2580 websocket i1, IRA IR AIERE L Upgrade 173k, NEERBRKXW, FHE
T~ HE{E S Upgrade request required, I 2 RAR : RERAKEEL L Upgrade 1k,

10.2.3.2. F3ER AT LS R B

OpenShift ZIFIRIBEE FERHM L IEYE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR a4 22 (A5 AR L R AL RS TR E R B E pod, BREIFIRERTEEH 2 {EEE Rsync pod

R E,

ERM B IRER L2178 rsync pod 81T OpenShift Route M H ##, AIIFIIAB NetworkPolicy 5
EgressNetworkPolicy %} RECE N MiX L7 £ BRI B 51 kR Rsync pod.,

10.2.3.2.1. NetworkPolicy B &

10.2.3.2.1.1. 328 Rsync pod HJH O E

gNRIRSK B brép 4 22 (A HY NetworkPolicy Bo&ERH L XFERIARE, WA LMEA Rsync pod FIME—TT
FZRAVFHOREMEN LB, UTRBAVFRBHEZERH Rsync pod BIATA H HRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policyTypes:
- Egress

10.2.3.2.1.2. | Rsync pod A O£

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
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matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policyTypes:
- Ingress

10.2.3.2.2. EgressNetworkPolicy EZi&

EgressNetworkPolicy X5k Egress Firewalls & OpenShift f43&, BAFEIEEFEENEORE.

5 NetworkPolicy *f RA [, egress Firewall X B T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EaILUHRER K BinERt
8 CIDR SEERINEIZEBEE Allow FLNIAR, LAERI LAE NS 2 AR B B i1 i,

RIEFTE Egress Firewall BUSEEE, AT LURINEMERFH CIDRSEFRAVFHIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

10.2.3.2.3. NEUR L HIERE & Bin

ZiINERT, DVM fEH OpenShift Container Platform BB NImS, PV EIBLXEBIRER. W
BERNINAYF, EE LA M E RN S,

SFENERE, A LLURTE MigrationController CR #5& 241y BFr%EE$ L% & rsync_endpoint_type
LEREERS

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]
rsync_endpoint_type: [NodePort|ClusterIP|Route]

10.2.3.2.4. y Rsync pod E2E M 7540

L PVC ERHEZEMEN, EA LB supplemental ZH511E Rsync pod & X EECE X FHERIVI R, LA
f& pod SRVFIAIA :

5% 10.2. Rsync pod BB inZH &
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Default (BRil)

src_supplemental_g string RNXE TR Rsync pod BJLL

roups ES9RIFTRAHTIR

target_supplemental  string RNXE B#r Rsync pod 89, LA

_groups ES ORI AR
AT

AT LLE#T MigrationController CR, LUE X EErh I BIE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

10.2.3.3. BLEfCHE

FeRE M
o YEREMASERFTER cluster-admin F R 7 &R,

it

1. ¥KEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT E#EETHEH stunnel KE URL,
© EHRRENBIREA. B, 1P i HMmFR% CIOR KESHRIIE,
TEEIEAN . KB Fi, 40 @ .y.com LEE x.y.com, {ERME y.com, {EF *aAIX AR

HithSE S T ERE, REYT BT REESERELEF networking.machineNetwork[].cidr
EXTE LB worker, U ENIARINBILEFIRA, LARS b1 0],

INRKKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
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3. 55 #1%7 1 migration-controller.yaml,
4. N FAEFHER

I $ oc replace -f migration-controller.yaml -n openshift-migration

10.2.4. A MTC API ;TN HEF

RAEILAE R MTC APl MEs 1T RN R,

ff

L=

S

1 NEHEEE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

2. NENTEERAIE— Secret T RIFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

e E IR E RN base64 FifiTH) migration-controller BRS5HK/ (SA) k&, BATLLZITEL
TSRS

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0

3. NEMNERERAE— MigCluster CR /5

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
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insecure: false 6
isHostCluster: false
serviceAccountSecretRef:

name: <remote_cluster_secret> ﬂ
namespace: openshift-config

url: <remote_cluster_url>
EOF

0000

e EILTEEEEM Cluster CR,

E
% BEEERGTIR, EREATH registry BRH.

a|

IR false N2 A SSL $F, RN true, NAEE CAUEPHAKE CA IEFH,
e EILIREREM Secret R,
B EILFZEREEMY URL,

4. IR B R E ST Ready RE

|$

oc describe MigCluster <cluster>

5. NWEHIEFHEFLE Secret W RFH :

$

cat << EOF | oc apply -f -

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key base64> g
EOF

1]
2]

AWS 4

8 € base64 B EEA ID,
8 7€ base64 HE M secret BiH,

FIUERRIATY base64 Fifid, X FEMFMEHMLE, BoiERENBYIZTUTRGRNE

UEH AT YRS -

| s

echo -n "<key>" | base64 -w 0 ﬂ

IEETHH ID K secret B, XM NBIHE LA base64 Jwtd,

6. NEHITFHEZEQIE— MigStorage CR & # :

$

cat << EOF | oc apply -f -

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
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metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config

volumeSnapshotProvider: <storage_provider> 6

EOF
ﬂ EEEERAT,
Q IBEXNRENEH Secrets CR, EFAREMIEN REMER Secrets CR AR IEZIEH
08
9 RGN,

Ak MNREFRIRREFIBUE, 15IBEXN REMD Secrets CR, BN IIBREFEMIENR
1Z1£H Secrets CR HHYEIF 2 IEFAEM,

Ak MREERRBEGIEIE, HEEFEHLRAE.

®

7. %UF MigStorage CR 2744 F Ready K7 :
I $ oc describe migstorage <migstorage>
8. fIlE— MigPlan CR & :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true ﬂ

indirectVolumeMigration: true 9
migStorageRef:

name: <migstorage> 6

namespace: openshift-migration
namespaces:

- <source_namespace_1> ﬂ

- <source_namespace_2>
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- <source_namespace_3>:<destination_namespace> 6
srcMigClusterRef:

name: <remote_cluster> G
namespace: openshift-migration
EOF

ﬂ RN false, NS AEREFEGKIR,

Q RN false, NS REERSTH.

5 MigStorage CR LB & F5,

BE—ANHENRBELEENE, KNERT, BireiZREFERNATR,
NRBIReRERSRGZERRE, HEEBRmEZENH,

QD00

15 E R &2 MigCluster SE5IB9 & F5.,

9. 55k MigPlan £l @& 4 F Ready SR :

I $ oc describe migplan <migplan> -n openshift-migration

10. B/ — MigMigration CR &5, LUFZ) MigPlan SLf)d E L H9TF -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration

quiescePods: true 9
stage: false 6
rollback: false ﬂ

EOF
@ 57 MigPlan CR &5,

@ MR true, NIREKE L8 pod RILFHHIELL,

g gNR true, MFEATHER (stage) I, BIERZILNARFHER TEHAXSHEE.

@ R true, NKERE—ETRIBIH.

. @i WER MigMigration CR 7 & £ UETF -

I $ oc watch migmigration <migmigration> -n openshift-migration

B RTF AT -
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i th o Bl

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started
Name: StageBackup
Message: Not started
Name: StageRestore
Message: Not started
Name: Directimage
Message: Not started
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Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message
Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

10.2.5. R A5FF

&\ LUE A Migration Toolkit for Containers(MTC)ER A N AR IRSHFAMEFHPVC), T
AEEM. (CRETR, BRI LB MER TR BERREM PVC REBIEER PVC, ERTLBST PVC
LIFARIREFIB IR PVC A%, HAMS (PV) BUREHZIBIrER. PV 3IAARHKBE, NARR pod ¥
LT IREREPIZIT,

State IR % 1XIT AT AER CD #Hl4l, #0 OpenShift Gitops, FEfA MTC ISR, EaLUER
GitOps X% N AR #.

NRIEE CI/CD BiE, BALBIEENERPHELRTAHSERIREN]. RE, ERUUER MTC T
BERTHE,

BRI AR SRB A R — KRB R HITIRTER,

85F
REEHBOCERBA B IR A, INRBIBEANMBZEH, EEA stage =K cutover
migration,

FeREH
o SREHMMN ARREIRASEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHIBFEREFREHERTA, SR MERMBIRERH,

1 FHRAMBSEEMNRISE BIER,
EALREFES RUITI S K, RN ARFASHZTT.

2. BIERNAER.

R LOBN ERER L ERS TR TRRIAIZE S 0 KM IELEME, & EFFH GitHub FHY
EHEFEFHRS Argo CD N ARR,
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3. MM AREERREBIER,
AR LAEF Argo CD f$ 5 R B e I B hnse Rt

4. FFRIROBEEMRIBE B IRER,
B PTRARIETR, BRSERLREFINNARRERFQRIEMHFEE.

5. MREREMNARELTHIRRT, BEUHELEE,
6. 1 DNS ILRUIMEIBinks, MAMREERERE S IBRHNNARERF,

FEHITRSEBE,, MTCle TEBTFILNARRF. BREETH PV EIE, Fit, B
fEF3 CD #LHISR R S EUHR LN AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFE, FRYFERIITHRERE
B, RE, EBRILUHIT— NI 8308 RN AR,

o HBNF PVC MR RHERR LLER: PVC,
o EBNME PVC, R PV EIEIRIIBIRER LESH PVC,

o ES 5T Kubernetes X5 LR AN AR IR S Kubernetes X &R,

10.3. 3% HOOK

ERILAE BT R RRINZR S TR hook, B hook FEEBTRIFRIEZ1T, T hook i
THESSRBEELNARFRIN. FHEIBAZIRFNBERBEURETIR EERNARERF,

T hook RIELUTFER SR —, HIRKBINER L1217 :

e PreBackup : 7EJRER F 510 HFRAT,

PostBackup : 7EIREE 10 FIRE,

PreRestore : £ B iR LikE THRAD,

PostRestore : £ &R HIRE KRG,
IRET L@ B 22 A ERIA Ansible $5 %2 1789 Ansible playbook & B E X hook & 23 8/ hook,

Ansible playbook

Ansible playbook N — M ER B ST HEZE] hook BEs L. hook B2:f#FH MigPlan B E X FRA1EER
£BE. REMKP G RZERLELHERZ1T. FLER%ESH21T, BEARBIARKN 6 REIXSHKINT
Bk, BNEHN4A pod #IXBRENL 1E, HRIREL,

ZXiA Ansible ;Z21THT #5167y registry.redhat.io/rhmtc/openshift-migration-hook-runner-rhel7:1.8, It
BRET Ansible Runner 5%, F8& Ansible Kubernetes %1iRH python-openshift, L& E## oc
i 5 g

BHE X hook B3
B LUFERBE X hook BZFMA IR Ansible %,
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10.3.1. 753E# hook #E Ansible playbook

R LAZWE Ansible playbook LAFRYEETS hook, it f# A MTC web $#£Hl&57E MigPlan B E Y HR
(CR) BHHIETE spec.hooks SEHIE R IT X AR hook

Ansible playbook {5 — N ECE MG HEEEEI hook &5 L. hook A23f# A MigPlan CR HiEEMIEEE. R
5 P FN6p 44 Z2 [A] UL T 21T, hook BERERIEEMARS MK S, LUELESEELREHIZITH
T EIHETHSB I,

10.3.1.1. Ansible &5t

A LAMEFE Ansible shell #3217 oc 95,

shell R HI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts £~

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFTRERE, AR LUGIE
hook BIBRZNZ KW, hook LRI RIZTT, hook BIBKINEN R INCASEUR FF L & 25 BB HUR S,

fail BB

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
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fail:
msg: "Cause a failure"
when: do_fail

10.3.1.2. {54 8
MigPlan CR & ##13T #6422 (A /F HIME L 815545 hook BER, XL Ew#F lookup 1A,

RS 5RH6

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"

- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"

10.4. %1t %1%
& AT LATE MigPlan B JUHTJR (CR) FHERR. ZmiEFNBRETLH 4,

10.4.1. HERR KR

R LM MTC IR TR HIREDR, MEGR. FAMSE (PV) iTH, EEDIBEFIRNE, =
ERAHEMTETBEERS PV,

KINER T, MTC &8RS B X %RH Operator Lifecycle Manager (OLM) iR, iXEE¥HRERSS
B & API4HF1 OLM API A —EB 4y, BRITCAZHFTH.

it =

1. 4%’ MigrationController B & X ¥RE H# -

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. BILARMSHUBRFERIR, B3 spec #90, *F&E B CHHIRSHENEIR, FRM
additional_excluded_resources Z#{ :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true
additional_excluded_resources: 6
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- resource1
- resource2

ﬂ 71N disable_image_migration: true UUBFFREFH RBIEI& K. = MigrationController
pod EEE, B&FR 25 ME main.yml F189 exclude_resources %K,

%10 disable_pv_migration: true LUS PV HERREEFR 1T HIZ2 4. 2 MigrationController
pod E/EH}, persistentvolumes #[I persistentvolumeclaims &7 11%] main.yml 8y
exclude_resources 7&kH, 2A PV IBRKRANEQIRIBITRINER PV ZIThEE,
9 KA LR INETE additional_excluded_resources 51X HEFREY OpenShift Container
Platform %R,
3. £ Y%, £ MigrationController Pod £/, LUMENAENR,
4. FIEFIREBEHER

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

Fit 2 2 PR TR -
ol

name: EXCLUDED_ RESOURCES

value:
resourcel,resource2,imagetags,templateinstances,clusterserviceversions,packagemanifests,sul
scriptions,servicebrokers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagest
ams,persistentvolumes,persistentvolumeclaims

10.4.2. BR &34 44 22 [H]

JNSRIRTE MigPlan B X 5TIR (CR) FBRESAp R ZE(H], BARERKBNEEF LTIRESHEEN,
Ky en 4 Z2[AAY UID #0 GID SEREITE TR R h R E .

A IR Ap 4 22 (7] BRI B R — B bran & 22 1A

spec:
namespaces:
- hamespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA—BHHGRZER, NFAFELCERE. RABRT, Rea&ZRFMBR
i 22 | B A HE R B FR,

o4 22 (A BRES A IE 7

spec:
namespaces:
- namespace_1:namespace_1
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IEfaBZER 5 A

spec:
namespaces:
- namespace_1

10.4.3. FA B FARSA

IR LRI HE BRI A BT PVC RIRE IR A AMBER (PVC), EHLIBTERAMSB(PV)
WA IMEXE MigPlan B & L %E(CR)M spec.persistentVolumes.pvc.selection.action S# 3 HER
PVC,

SeRFH

e MigPlan CR #tF Ready R,

AR

e ¥ spec.persistentVolumes.pvc.selection.action Z#RINEI MigPlan CR /1, FHFEKEN
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi
name: <pv_name>
pvc:

selection:
action: skip

10.4.4. RS RF A MBS A

IR LUETBRES PVC, FRAMS(PV) BB MEEE T E MigPlan CR R BIREEFEBAMFANL
BEAPVC), LIS RIMERTRIILN A B PVC 58 PVC A,

IRAILATE PV # & IS, @i BE#T MigPlan B E X %IR(CR)HH spec.persistentVolumes.pvc.name &
RS PVC,

FeREH
e MigPlan CR 4tF Ready R,

AR

e E3#T MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

I apiVersion: migration.openshift.io/vialphai
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kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

EERER L PVC MIBIRER LB PVC, MRBW PVC AEE, NKEEE, EFUE
iTEF% i A2 5 A L BR BY BE B PVC & 75,

10.4.5. f R AMEERE T

BI/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A &
(PV), spec.persistentVolumes #]] status.destStorageClasses H7 0% MigPlan CR i,

IR LYW spec.persistentVolumes.selection S FRRI{E, SNREEHR T
spec.persistentVolumes.selection SR LAAHI{H, % MigrationController CR /i MigPlan CR [} iX &
BERHEES,

pa -3
spec.persistentVolumes.selection.storageClass S HIBINERU TIZHERE :

1. MNRREEE PV 2 Gluster 5k NFS, NMIEKILN cephfs, FiF accessMode:
ReadWriteMany s cephrbd, Z’=~ accessMode: ReadWriteOnce.

2. AR PV EEAR R Gluster, th A2 NFS, 3 cephfs = cephrbd &~aTF, MIEKIAH
B — ARG,

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LIS storageClass fE 2l MigPlan CR 9 status.destStorageClasses S A {E{a
name S#MHE,

05K storageClass [EHZ2, | PV EEBEMEEFME, fl, HEBEF PV HIE
PREEEE LRI NFS B, XMETZREEMN.

FERFH
e MigPlan CR #tF Ready K7,
iz
o & MigPlan CR Y spec.persistentVolumes.selection {H :
apiVersion: migration.openshift.io/vialphai

kind: MigPlan
metadata:
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® 9 00 o

name: <migplan>

namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi

name: pvc-095a6559-b27f-11eb-b27f-021bddcaf6e4
proposedCapacity: 10Gi
pvc:

accessModes:

- ReadWriteMany

hasReference: true

name: mysq|

namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NRE, NRINMERZFHNE. MR
XFLNEE, MRIAMET copy.

FFHIE R snapshot #1 filesystem, ZRiAE ) filesystem,

INRIETE MTC web $EHIE /B U RS B HIEEE 7 50UEED, & IR verify 231, &7
LU EIZE N false,

I&ET LU ERIAEZRCH MigPlan CR By status.destStorageClasses H#{E{A] name S
. MMREBIEEME, WPV EIREEEEFESR,

fIFBIEA ReadWriteOnce #1 ReadWriteMany, #1R:%AEEXME, NMEINMERIRE
B PVC BRI, ERAEIE MigPlan CR 4RI AIER., EAREER MTC web #2615
TR

10.4.6. #5# MTC web &I & HBFAER

WA LR — NP IRFAMBPVNEHLE XL, BEMEIX—R, EQJ4E Migration Toolkit
for Containers(MTC)web 12l & RO FZTER TR,

FeREH
IRWTE MTC MEEEH LIE R cluster-admin F{ R - S0 & %,

Y=
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LI 23T FF Project & T HE.,
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
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== DeploymentConfig &#i, i0REIEIEIZITH Pod BIE TR,
THTEM YAML %3+, &k PV 10 FEX MR A S EER(PVC)BI & TR,
£ MTC web 5 A /2 Migration Plan,

= Add migration plan,

i Plan &R,
IR EHLIEE 35 63 NMNEFZREFEFER(a-z, 0-9)BEFBEEERHTHIZL).

. 1£ Migration type 3 #.H, %% Storage class conversion,

M Source £BFIFR S, LEFFTRNERAITEME IR,

. mifi Next,

Namespaces Tl EF$T T,
RERERERIIE,

mifi Next,
BT ¥TFF Persistent volumes T1E, TEA TRTIBEAH PV, BRIMERBIFRE PV,

MFEA PV, EFEFENBEINEER,

mi Next,
ZAESESBIFHIERITR, FEREBERLE,

HF Close,
#Frit XS HINFE Migration Plan TUE .

BF R, 18RRI RIBIETEE
£ Migrations TR N%EMI, Bl Stage 1 Cutover,

N RRFHEEHER PVC BIA,
IR BN AREFEFH PVC 51 A,

R R,
RIBEEFRET, ER Stage migration 2 Cutover migration &%,

= Migrate,
RIBIEIEFERETN, Stage started 5 Cutover started SEE A iR

EHRBUINIBRIRE, 15 =T Migrations 7 RHHIEE,

tEBF 3T FF Migrations T1H,

EHEEAXREIIBMBEEAENELZIFMAEE, FM Type JIiEFTR,

LERf=$TFF Migration 1B TIHE., 3T A DirectVolume FIERN, FIERRSFHZH
Running Rsync Pods to migrate Persistent Volume data, &7l View details HFE&E!
ABHEAIRE,

TEaBSMiA, = Stage 5 Cutover, HEFAESH
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22. FTFF OpenShift Container Platform Web 12#&#) PersistentVolumeClaims &5+,
B LLEEIH PVC &5, Bl new &R (FRBIEHEER) .

23. HEMSMEEH, = Pods, EFEMINEMN pod EERIZIT.

e 53X move F copy EEMIFIE, HESE MTC TIEMR,
o X skip BIFHNFIE, HSIHMIRHHER PVC,
o BXMHRLMRBESFENFE, HSHXTEREESNAE,

10.4.7. {§FH MTC API #4T Kubernetes X RHEVIR AT

IRAAE PV BUER, ST LUERA Migration Toolkit for Containers (MTC) APl HUT4H AN 2 Y
Kubernetes X REI— R MR TR

&R LLET EE & MigPlan B E R (CR) FEX IR — ’l\”rﬁﬁ?‘%'ﬁ%7ﬁ\4ki‘¢%§ﬂ’] Kubernetes ¥TiR%IZR
et —S i EXEERHR, SAEET 0/ MigMigration CR EHfTi¥#. MigPlan %RETIREE <M,

¥ Kubernetes FHRZ—/MYFR API B9ThEE, 4B MigPlan CR, ##F CLI AE
B/ — MigMigration CR, MTC web {248 7 ##3T# Kubernetes X &,

F#fE, MigPlan CR ) closed S##RIXE N true, A EEH It MigPlan CR A& % —4
MigMigration CR,

fFRA LT %D — % Kubernetes X &7 11% MigPlan CR # :

e ¥ Kubernetes % & INZE! includeResources 284, 4 MigPlan CR Fi5%E
includedResources FE&HT, iTXI&5F group-kind B9FIRIENEI A, REFIRFS T ROERF
KEBEEIHBF,

o RINTIEM labelSelector 234, LUidjE MigPlan ## includedResources, 35 E It FERHT,
I NBESIREAFEREREMNTUR, A, EaUERRE app: frontend 75 i3 28k
& Secret #1 ConfigMap #iR%I=XK,

it =

1. %7 MigPlan CR, ffHE& Kubernetes %R, FrRIAFMMETRIN labelSelector Sk
ﬁ@aﬁ’]mﬁ .

a. B#7 MigPlan CR @& Kubernetes FIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
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includedResources:

- kind: <kind> )
group: ™

- kind: <kind>
group: "

ﬂ 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

b. Bl : E@T RN labelSelector Sk T EA SR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: "

labelSelector:
matchLabels:

<label> @)

ﬂ 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

Q BEBETIBRMWFIRITZ, 10 app: frontend,

2. fIE— MigMigration CR 3T # 7% Kubernetes %R, %iF migPlanRef 5|1 7 7 IEMH
MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

10.5. sE# 1225 25 195 1

BRI AR TR 1T RIRR S, BREFAMS KD, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes /i, UATAETERFIREMEE,

10.5.1. A RBSEFREIEANFRH
B LUEA MTC HABSERIRINTR N R A2 FHRRIFR S,

m
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- o

TR E PP INE R T E R AT X L T,
¥ =

1. %%%E MigrationController BE ¥R (CR) FH :

I $ oc edit migrationcontroller -n openshift-migration

2. BHLUTSH :

mig_controller_limits_cpu: "1" 0
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 €
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

¥

me

7 MigrationController CR A Fi#J CPU #( =,
157 MigrationController CR Al HHAE £,

15 7 FF MigrationController CR 153K # CPU #.c#, 100m 3% 0.1CPU %3t (100 *
16-3) o

157 7 F§ F MigrationController CR i KHIAEE,
BEREIHNFAMBHE.

FEERLIHH pod HE.

OS99 609

EEAIBNGRZERHE.

3. AIREAEHFNSHIIEERATRBITR,
INRIEHTFE 1T KB MigrationController CR R, NI MTC $#HI5EREIB TR ER

ELEiEH
= A /tho

10.5.2. WEEETHB/HRFAESKAN
EAEARAMS (PV) ARERSIBIAN, LUK B RERMEZEN,

Y PV M AEATIERE I, MigrationController HE X ¥R (CR) &EHAMSER (PVC)
HIEREFHEIESHEGBRNASHITHR, RE, ERITEERSEEHARNZEHE,

pv_resizing_threshold SHEUREMNER PV HEX/N, RIABFER 3%. XEKSE, Y PVHEEAZ
HIT 97% I, PV RFEXR/N, EAILUREXNEIE, UME PV HEBEXNEREN#MEREN L%,

12
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PVC BRERBUTIEITE :

o MR PVCIHKRMEHEBE (spec.resources.requests.storage) T E T RBENAE
(status.capacity.storage) , NI&f#REKMIE,

o MREPVETPVCER, REEXRUEHPVH PVCREFBELE, NEFEAKKMIE,

FEREMH
® PVC JIMINEI— % N IETEZ1TH pod, LUE MigrationController CR AT LAHIT@ 4%

ff

L=

S

BXENEER,

1T {&+h MigrationController CR /5 PV AE X/ :

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \0
--type="merge' -n openshift-migration

Q JS{E1X ) false AT PV K/NEEE

3. ®i% : B pv_resizing_threshold ZELUILINHHE :
$ oc patch migrationcontroller migration-controller -p {"spec":{"pv_resizing_threshold":41}}' \
--type="merge' -n openshift-migration

@ =vEns

i FAERS, MigPlan CR IASHFRXERUTREER :

status:
conditions:

- category: Warn
durable: true
lastTransitionTime: "2021-06-17T08:57:01Z"
message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'
reason: Done
status: "False"
type: PvCapacityAdjustmentRequired

pa -3
X F AWS gp2 i, BN gp2 ITEBRAEMANNAR, INMERFEI, B
JE pv_resizing_threshold 5 42% & &, (BZ#1973148)

10.5.3. | B 1M Kubernetes & /i

13
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& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEEEH 2
REMRE, AN TARRSENEHZAERN, SEEDENMSIERN, REREKIERTE.

BRE, ZREMES (BIa, BTFEESITHM Rsync F0X Velero FRHIRE) HARE
EREETZFNE P ImBIEEE.

RENE P IREELN NG, E5 MigrationController CR £4%775 MigCluster CR X EFFEMFTA
API BHR, BEAZEE API RS HBIERSBEMTRTF. ZERU API RS BREEEEH.

MREATRENE FiRE %% OOMKilled (1%, &R LAEIN MigrationController CR BIAZERR{EHIE
*C

b =
1L BITU TS EBERENE - in

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'[{ "op™": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

A%k 2T U a4 I8 00 MigrationController CR R7EFR(E :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. ®w% BT AR A4 120 MigrationController CR 715K :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'

14
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£ N E IBELDNEE
YEHNLEITE, R AEEAN KA B4 EREN (VM) EE,

XIF KubeVirt EHWH, ERHFIETBEILEAEOIE, WREM—TFIEETBE S — MR, Ea
LU IR FIR T BB W52 — -

o ETRIBIIFIEH N I BT,
o FTHIFIEEE S BN S {THI TIEN %,

ZZ

BT BRE— T HEARTEIEE BRTEIIEET ZLINE AR5 F R X
(SLA) 7%, ADFETREHTTE, LIIGTHFELHEFRBEN], XLERRITE

THEE B LUREFE /1 B it FARTHIZDRE, HBWETETF LT RIEHR FE L.

BXRINEEAR LI EEZIFLIEIIEZ 158, HEIIU T :

o BATNIEIIEEZIFLE

11.1. XFIEHPFEETFES T2
EAER IR, 20— MigMigration /i EFHs % 4B L,
SFRETNT -

® stage : Stage migration TEE LN HFEFHTIE R FIFHEMIREFEL HI B InERt, HATMUZ
RIBAT — TN ERT B R YGRT T FERGFFEENT ],

o [O)F : EVR—1E TR,

o cutover : IBRMEILIRER LHIES, HIFFTIEBEGIEE.
MigMigration 7RHTIAE B & B X L0 7 1E T BAIH EE R,
FIBE 26T F#3E Z DirectVolumeMigrationProgress X%, ER /7B LTBIIHE,
WIRTFi1 H B EELTR, F#71° MigMigration 52 6/#—1* DirectVolumeMigration,

BENITFIELN T, FE—TEEBITRZ,

1.2. THFHGFF R MEEERIE
F 111 SRR M BIRAE

B X R R R

115
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B B2 R RS R

Q)
o)
ke
<
il

o ER—mALEHPOEBHFIFEAMEPVY).
o [IEUIEMIE PV EHITIBHR PV, FEEMNNE XER HIgET PV,
o MWIRMKLET liveMigrate iz, NIEMNER live,

o MBMELET liveMigrate 113, BEHHUIGEN, 8PV RIS
SHBIEPY, ELHSE.

iy

Move P FFILbIRE,
n.3. TRRM
TEFRIB 715 ET, B ATE# OpenShift Virtualization Operator,

B IFEELRTR, B EEE OpenShift Virtualization k7 4.17 BB ZHEAE, EHIHRAEI OpenShift
Virtualization 32 #F3L0] T hEE #.
B 7 EE KubeVirt, LUERIE FLE LN T /5 B gL T %,

7
7w

7£ OpenShift Virtualization 4.17.0 #1, HIFATBATFLIZIEEI 1R IG B, 182, BREFFZELIERL)
B, EWIIE FEEIEE T

1TLU R ap 2 /5 FAZhEE) T -

kubevirt.kubevirt.io/jsonpatch="[ {"op": "add", "path":
"/spec/configuration/developerConfiguration/feature Gates/-", "value": "VolumesUpdateStrategy'},

{"op": "add", "path": "/spec/configuration/developerConfiguration/featureGates/-", "value":

=
$ oc annotate --overwrite -n openshift-cnv hco kubevirt-hyperconverged
"VolumeMigration"} |'

- e =

TR P TR TR AR SR,

HIRFINZERE, EWE T —NEFEEEHBTER, N BIEE IS AR,
K SEBIE BT B 15,

B KT B 1R a5 FE R AR EIE U WL B8 E F B FE X IRE X(CRD)BIE 215 /8, 1751 iTZ#2# a7 T,

16
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I

b

HIRTEZZE OpenShift Virtualization B7/5 ) mig-controller pod, T F1E&IZ5 T4 E )
E B % T OpenShift Virtualization B E X #EE X(CRD),

sl

Z# OpenShift Virtualization /&, /= openshift-migration 7% 52/5/ #1649 mig-
controller pod,

T BB 7 ESEN TR, FREELH OpenShift Virtualization, 4%, A& H MTC CRD #IZE
DB IERESE,

1.2, FEHELH TR EK

P 3:D=3
MigCluster RRIBF N EERRER
StorageClass =K, BREVEWNNFESE,
VirtualMachine A KubeVirt ZEMEHHLE Lo
VirtualMachinelnstance H KubeVirt R IEIEZTHIEM.
dataVolume B R IN{A & B E AL AL IR T H Containerized Data

Importer (CDI)R&EHIFF A ML (PV)RIE Lo

11.4. ZE/Z M

ZEEH BT OpenShift Virtualization ] Containerized Data Importer (CDI) /&, C/#— 1 i & ZE/5#H 25 E
BEBIVM),

TR

o ZEEYAML, EIFOIRIENHEFH— T EZ Fedora RIERIZBIHIES,
TELL TG, (@FmE5EE mig-vm, FHEHFLIT YAML X0/# Fedora iZ#Hl, UREE
Fedora #R1EX 2 H9 datavolume :

apiVersion: kubevirt.io/v1
kind: VirtualMachine
metadata:
name: rhel9-lime-damselfly-72
namespace: mig-vm a
labels:
app: rhel9-lime-damselfly-72
kubevirt.io/dynamic-credentials-support: 'true’
vm.kubevirt.io/template: rhel9-server-small
vm.kubevirt.io/template.namespace: openshift
vm.kubevirt.io/template.revision: '1’
vm.kubevirt.io/template.version: v0.31.1
spec:
dataVolumeTemplates:
- apiVersion: cdi.kubevirt.io/vibetal

17
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kind: DataVolume
metadata:
name: rhel9-lime-damselfly-72
spec:
sourceRef:
kind: DataSource
name: rhel9
namespace: openshift-virtualization-os-images
storage:
resources:
requests:
storage: 30Gi
running: true 9
template:
metadata:
annotations:
vm.kubevirt.io/flavor: small
vm.kubevirt.io/os: rhel9
vm.kubevirt.io/workload: server
creationTimestamp: null
labels:
kubevirt.io/domain: rhel9-lime-damselfly-72 G
kubevirt.io/size: small
network.kubevirt.io/headlessService: headless
spec:
architecture: amdé4
domain:
cpu:
cores: 1
sockets: 1
threads: 1
devices:
disks:
- disk:
bus: virtio
name: rootdisk
- disk:
bus: virtio
name: cloudinitdisk
interfaces:
- masquerade: {}
model: virtio
name: default
rng: {}
features:
acpi: {}
smm:
enabled: true
firmware:
bootloader:
efi: {}
machine:
type: pc-q35-rhel9.4.0
memory:
guest: 2Gi
resources: {}

18
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networks:
- name: default
pod: {}
terminationGracePeriodSeconds: 180
volumes:
- dataVolume:
name: rhel9-lime-damselfly-72
name: rootdisk
- cloudinitNoCloud:
userData: |-
#cloud-config
user: cloud-user
password: password
chpasswd: { expire: False }
name: cloudinitdisk

TEXBIF, (/605 5/ mig-vm,

& running: true 3k~ IE W HIIE BIEEIE )5 5.

B NE IBENNEFE

HiEL 0/ — 1 & 7 rhel9-lime-damselfly-72 975X B FEBH(PVC), B©5HIEESIE G,

FFAME(PV) BIIRIERT, IEWHEE,

11.5. 7£ MTC WEB #Z#1& 0/ T 7114

JR]LUFE Migration Toolkit for Containers (MTC) web #2#& H 0)E —1NTF# 114,

TCRFA

TR

o UIIEFEAEEE B EE cluster-admin X RAGH &R,
o NIRRT EEF L LEREFHIMTC IR,
o TIITEMTC web 12#)E A5 I1E B/ E #I 7 12/%,

o JIREZ@H move HIERHI T ZIBIFAME (PV) , NRHIEINEFF ST EX TFEBHITFIBT

P25 7 TR,

o UIREEFEEFGTR, EEAEERETFIHE registry 2\FFBIEH, X ELLES @#HMTC

web 2415 2 BET MigCluster £ E X 7R & H F L7,

1. £ MTC web ##)& H#  Migration Plan,
2. /4 Add migration plan,

3. %A Plan Z#.

ERT R E T BEEL 253 TV EFRHFFHF (a-z,0-9) , ATREESERHTHE () o

4. 7%#¥ Source cluster, Target cluster ] Repository,

5. i Next,

19
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120

6.

7.

1.

12.

13.

14.

15.

16.

17.

AFEBTBEITH.,

AT : midi B B9 H R bk E K B e £ 221,

£
Containers 1.8.6 R BEFTHRAHTTRE 11 £ T N op & ZE IR 2 PNEB i
j-//o

=il Next,

WEFPV EFE— TBRE :

o Copy HEUTFFIREFEE PV HEIEHER #IZ|E HIFZ15/EF, RIEi BirEiEF R oIZrE
BEAIFUERT PV _EBIEE,

® Move EITMIFEFEFEE —TFEE (BIMINFS) , E£EEHLOE—TERX e
BEIPV TR, AIETEEINEREPREETES, HHIFEHEPSITEN BEFEEIREFEA
Bl — e R,

. /i Next,

Ty B PV 1£#E Copy method :
o RIBSHIEFH = (R BT IRIEINEE 7 Ik E #0#E, E L Filesystem copy E#1Z%,

® Filesystem copy & 17 REFFFLIXE, HEBINEHEFMET] ],
EEBTBEEREAXMRILRE R T,

T LUFESE Verify copy F43 il (& F Filesystem copy TR, HiEEE S HWFNREX L
& checksum HZEWE G & checksum FZ2iE, HERT AJaER D Z B ILFE,

EE BFrEtE R,
HIEEFE T Filesystem copy, HFalLIE K HFr7hEE,

=i Next,

1£ Migration options I{[E_L, WIRE/IREEIEE T L FHIE R registry B8H, TEULFE Direct
BRTRE ET, HIR(EH Filesystem copy iT#8##5, Direct PV migration £ A#1%EF,
BT RATF R RFIX M EEM IR EE R HIE B, XTI FREB IR R R
HIBB 75, AIEEME LR #IE B E i E R,

=il Next,
B/t : = Add Hook 7T 711 £50450 hook,
hook iZ1TEE X5, HalLIFEHE NI HIFRZ 5097 hook, #1\hook ZET BRI T4
517,
a. 7 web #Z#IE B Z BB hook &7,

b. #1% hook £—1° Ansible playbook, 1%1%7¥Ansible playbook, #X/5 % Browse _£ /%
playbook, BU7EFEA#NY playbook BIAIZ,
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c. Ak : HWET(EHEI hook t515%, 1EH5E Ansible iZ1THT 515,

d. #02 hook 742 Ansible playbook, 1%£7¥ Custom container image #75E #1155 M HIFE1E,
HE X B#ZEf7 5 AT LIE & Ansible playbook,

e. #£#¥ Source cluster 2 Target cluster,
f. %A Service account name #] Service account namespace,
g. W hook EFEFFBHIE :
® preBackup : N HRRFEILIEN F I REE B #17ET
® PostBackup : N HRFEILIENFEREEF TS
® preRestore : 7£ G175 H1%E [/ HFE/F L (EL 2FT
® postRestore : 7£ 17 E 1% E b/ e/ T EN g
h. i Add,

18. £ Finish,
T 11 HIZ 7~ TE Migration Plan ZI/Z 4,

11.5.1. &/ YAML ;&2 02T/
EETLUEE YAML GIEEFR 14, 182, BEINTEMTC web 124I% H10) TR 114,

TFE
1. ZEF# mig-vm £ 58, IEHHRT# i FIF) namespaces FEE &% mig-vm,
2. B TERE LRI mig-vm FAEHET R 1T HIBIA B,

TRl H YAML 761

apiVersion: migration.openshift.io/vialphat
kind: MigPlan
metadata:
name: live-migrate-plan
namespace: openshift-migration
spec:
namespaces:

- mig-vm a

Q@ /7 mig-vm Tz A 2,

o FEHGSIAITR, FRIHIHIEH T liveMigrate FERSTIRE S true, FHHSTIE
KubeVirt HH17L0] 7 h5TF %,

apiVersion: migration.openshift.io/vialphat
kind: MigPlan
metadata:

name: live-migrate-plan
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namespace: openshift-migration
spec:

liveMigrate: true a

namespaces:

ﬂ REBETET 1T RIR I F 2T ER T,
DRI 1T HYBES (T IETEZATRYE L, B TRELEENE, AE BB EN YR %E Y,

11.6. SH1/H
TRIEBUNM) FERERT 25 LT B A7)0 -
o [RHBETEIE—in 5 5L /H] FE R IE UL 7 1%

11.6.1. ZEZAT B ER#EY
LU FBREVEfE FIELATR -

o EHMBIEFZTT

o BEERATREL TIRE :
FFAIN T RRZR A,

o

virtio-fs X 14 R 58 T4 LH T,

o

libvirt 735#F LUN ZDisk #] Disk-to-LUN F#,

o

LUN S BB+ AEIRES,

o

o

B R PV XD ASIR PV A ILEL,
o BB ACIBETRET T o
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F 12 B HIELG

A1ttt T X1 Migration Toolkit for Containers (MTC) 1T FEBEBRET 7R,

BXBHNE, FEHMTC Z1TE1,

12.1. MTC T1E5

JEETLUEH MTC web #4588 Kubernetes APl 4% Kubernetes ZE, ¥R MEBHIEFIES B 5 5RTH
F/ OpenShift Container Platform 4.17,

MTC FBLF IR

TEIT B 1T X 78 E B0 E5 ZE ]

75 ZEEEB IR « 2 MTC IR mE LI, ERIBSIZ0mEZEIHXKEIATEN R ZIR,
HIIRF 2 Pod, 7%, HR— IR o & 2 A P E BT EE IS, X IRRT FEFER
TN FTER) 7 S — TR, MTC RIBX MR

B, ZEMETXZE (SCC) @—NFHEFEHLFIBITR, REIKT (SA) EFEFHE
ZEIERA I IR, AR MTC T BH60 5 ZEH 777 SA, MTC KBz EIHE#Z)SA BIFTE
SCC, HIBXLSCC, [FF, MTC R BLEEE & ZEIHIFA B FBEIFA S,

% E‘,;E*
RIEFIR, BIREFEEF T BEREEBI TR,

B E X 7R (CR) #IEE X FIRE X (CRD) : MTC 1£8p4 ZE/H/ %) B 5/ # CR #1 CRD,

&/ MTC Web #2HIET BN HE/F S RLUTEIE :

1.

TEAT B EEE P 2% MTC Operator,

] LU fE B REEE% B B 7 ] H9 32 [REF 18 H1 77 Containers Operator %4 Migration Toolkit,
JEFI B PR el LATERE B JE[H# TR, s 5 LU H] registry B9fE18 (mirror) .

BB HIFIE/%E, X2 MTC BHIFBHIENH X RIE1E,

BB P BT BN E R C/EBIT ZREIBIBILE IR, HIR(EFIEEIRS 5, ERfFE
FOE 7y 70 1T B #1 B)% FIZE BE F]HI 45 5 B

1£ MTC web ##& F i IIREFo

7E MTC web 1E#|E HTIN1E #77 h2%.

BIBTFR I A, BELTFHIETBLETZE — :

o Copy : MTC HFHIEMIREFHEHIZ|EHIZ15/%E, BMEHZHEFEEHERFE B INERH.

WIREEAEE G IBHEEBITRE, NERAEREENFEHEREIH
VIE 38

123



OpenShift Container Platform 4.177 Z23:¥B TEEH (MTC)

— Replication
repository
Backup
‘ Volume |

]

Restore

v

‘ Volume ‘

T

Persistent volume

Source cluster

l

Persistent volume

Target cluster

® Move : MTC MIRZEFEFEIE — T iFe& (BIMINFS) , 7EEIFEHLELE—TERIS TN

EBBIPV IR, IETE B ER RS,

T B E R L 1T HIN AR E IR EFE &

BHIR— e, B B AR BRI B PR B e,

&

ERBHC/ERBHIFUEZRF, BIBFEC,

Remote volume ‘4

Persistent volume

Source cluster

6. BITIERIH, AU TFLETZ— :

Persistent volume

Target cluster

o stage /£ EIL N HREFRIIER THEER /2 B 17 7o

— =

BT B AT 2 K517,
AT A2 AT R HIFFZER S H]

LUBTETBEHFA S HBIEEFE B e 1517 — T2 Z T RTH

o cutover RIZILFEF LAV I, HIFHTIRBEB IrERH.
Bt : ¥R LUE R Halt transactions on the source cluster during migration %1751 &,
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MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

i 1
i i
1 |
i i
i |
i |
i |
i i
1 |
' Velero !
i |
1 |
1 i
1 |
1 |
i i
i |
1 |

FFMTC HEX KR
MTC 2L TFEEX ZE (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

Refers to
[— Refers to ﬁ

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

MigStorage —

| Triggers __|
creation

Triggers __|

creation
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]

Restore
E E MyApplication
i Velero | Kubernetes
' ' objects
PV1 PV 2

Internal images

Target cluster

1

1

! Velero (Created on source cluster
1 and target cluster)
!
1
]

— BackupStoragelocation

—  VolumeSnapshotLocation
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0 MigCluster (BZi&, MTC £E¢) : EEEE X
e MigStorage (ECiE MTC %£E#) : 7715 E X

0 MigPlan (EZiE MTC &) : iT#11 4

MigPlan CR 7t 7 ZiF AR B IR, BHIC/FEHpEZEH, E50 1™ 17327 MigMigration
CR #H,

2E
, Mk MigPlan CR £ X549 MigMigration CR.,

o BackupStoragelocation (HZi& MTC %E£) : Velero #1741 A9 IE
e VolumeSnapshotlLocation (#Zi&E MTC £2&£) : Velero &/#4809(/ &

e MigMigration (#fE, MTC £E&£) : Migration, EAERHAIT stage BLATBHIEN O, #F#I
MigMigration CR #3545 MigPlan CR %,

o Backup (FEfE, JREZEE) : 2 =5{7iF i1 4k, MigMigration CR 7£#&1\EEE _LLIZFH 1 Velero
w17 CR :
® 717 CR #1 FHFKubernetes X7 5¢

o P CR#2 HFPV #IE

e Restore (#RfE, BFZERE) : TEZ1TT BT %0/, MigMigration CR 7£ 5 i755 8% L 0/Z# 1 Velero
%E CR :
o MECR# (#fF#7 CR#2) BT PV

o WMECR#2 ({#HE17 CR#1) HTF Kubernetes X5

12.2. MIGRATION TOOLKIT FOR CONTAINERS HE X KB &
MTC @EL FEZENFE (CR) EHITFB N EERE,

12.2.1. DirectimageMigration
DirectlimageMigration CR B 77158 M IFELE L #1551 EEE,

apiVersion: migration.openshift.io/vialphat
kind: DirectimageMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image _migration>
spec:
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migplan_types.go
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https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backup.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/restore.go
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination _cluster>
namespace: openshift-migration
namespaces: a
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> 9

ﬂ BEEIBAIHRE— 12 Z 1 &2, BINERLT, Bired 5SS REm S5 ER.
Q &I [R5 FhBRGTE B Frap & ZE JF] B9 IR 5 52 ]

12.2.2. DirectimageStreamMigration
DirectlimageStreamMigration CR &/ /%57 157t 5/ A M IR E BER % F B R e 7.

apiVersion: migration.openshift.io/vialphat
kind: DirectlmageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination _cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

12.2.3. DirectVolumeMigration
DirectVolumeMigration CR Ef/FF A 4% (PV) MIFEEL#Z 5 IrEH,

apiVersion: migration.openshift.io/vialphat
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false a
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> G
namespace: openshift-migration
persistentVolumeClaims:

- name: <pvc> a
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namespace: <pvc_namespace>
srcMigClusterRef:

name: <source_cluster>

namespace: openshift-migration

Q B true, Y EIEELHIPY OISR,

9 RIE Yy true, LUTEITF/E MG DirectVolumeMigrationProgress CR, Ztil/d 7 false, {RE7
DirectVolumeMigrationProgress CR LU 1T24EHER,

© VWREEHTELNER, HENEHE.
@ HEEEIBH—THZIPVC,

12.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR B9/,

apiVersion: migration.openshift.io/vialphat
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

12.2.5. MigAnalytic
MigAnalytic CR M &6 MigPlan CR J{% /%1%, Kubernetes IIFMFFA4E (PV) BEHIHE,

BB LU 1B E BT E R,

apiVersion: migration.openshift.io/vialphat
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true a
analyzeK8SResources: true 9
analyzePVCapacity: true G
listimages: false

listimagesLimit: 50 9
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migPlanRef:
name: <migplan>
namespace: openshift-migration

A : R E,

% : 2&R[E] Kubernetes FRBIHE, EAVFIAPI MR,

q

Bt : AREIPV BE,

REOEGEGREHIZ, #iA T false, BULHIHFERT K,

09099 —

gt : 1EEUE listimages 7 true /1 ZR[OIHTR A 15 & 7L,

12.2.6. MigCluster

MigCluster CR E X —17E#. AMswieEw7.

apiVersion: migration.openshift.io/vialphat
kind: MigCluster
metadata:
labels:
controller-tools.k8s.io: "1.0"

name: <host cluster> a
namespace: openshift-migration
spec:
isHostCluster: true 9
# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.
azureResourceGroup: <azure_resource_group> G
caBundle: <ca_bundle base64>
insecure: false 9

refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.

restartRestic: true a
# The following parameters are relevant for a remote cluster.

exposedRegistryPath: <registry_route> @

url: <destination cluster _url>
serviceAccountSecretRef:

name: <source_secret> @
namespace: openshift-config

415 migration-controllerpod R 57X NEFEHF LT, 15 BHERFE o
1R true, /I migration-controllerpod 7EIL %2577,
X Microsoft Azure : #5E F B,

Bl : MIRE N EEE CA uEBUIZT —MFFH#H458, H insecure #1857 false,
base64 FiiFHIuE 114 E,

WIE 7y true LIZZH SSL 47k,

WIE ] true LI iIFEEE,

OO 006009
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@ ¢Etrue, LA Stage pod EE /SRR FE Restic pod.
Q) CEEHAERGFTE | ERFHLZL registry 7.

© (iEELH  SEEURL,

@ i FEEEE - #57E Secret X/ RH9E .

12.2.7. MigHook

MigHook CR & X —1NE# hook, EETFBHIIEENEREITEE X 15, ERILILIERZ AP TE#
hook, # 1 hook ZEFRBHITIEN ERIETT,

BRI LUIFDIE hook B/, iB{THIHFZERTIH. EHE X #1R, LK hook 1#:51THIE#.

hook BT R Flew & Z2 /5 7£ MigPlan CR #HCE,

apiVersion: migration.openshift.io/vialphat
kind: MigHook
metadata:
generateName: <hook_name_prefix> a
name: <mighook> 9
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800@
custom: false @
image: <hook_image> 9
playbook: <ansible_playbook_base64> )
targetCluster: source

Bt : IS EBIE S — TN — I8 7 18, LUERF T hook B8 —NHE—BIE T, BT FEE
E name Z#FI1H.,

FEET B hook Z7h, FRIEIEE T generateName S#(A9/H.
Ak : #EE hook AIiZTTHIZR AR EL, ALl (E 7 1800,

Ry true, Nlhook @—TEEX 1Rk, EEXERAUEE Ansible, LU T RIBIHiFE1E
Esgﬁg’o

FEEEE X 718, #I%0 quay.io/konveyor/hook-runner:latest, 1 custom 2 true, N EZ
7,

base64 #if5H9 Ansible playbook. 475 custom Z false, /w35,

O ® 060 O

FEEEZ{T hook HIZEEE, H#{1E 7 source 2 destination,

12.2.8. MigMigration

g

MigMigration CR :z77—1> MigPlan CR,
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&I LUECIE Migmigration CR, LUZTT— T ERHIBETFR, BUEEENTHRIER, BEIRETHKAIT
%,

apiVersion: migration.openshift.io/vialphat
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false a
rollback: false 9
stage: false G
quiescePods: true @
keepAnnotations: true 9
verify: false G
migPlanRef:
name: <migplan>
namespace: openshift-migration

KB N true BJHH IETEH{THRIT R,

KB true LUENR BT REIT 7%,

IRIET true LUSTTE 7T 7, BIESHPIBE R, pod TRIEREFHFIZL,

KB true AITETBHFIHIELEN FAFEF. TEENRRIE, IREFFHEIpod #4H 77 0.
KB true LUR BT 70 e N FHHIFr o5 AR

KB true, LS E BIrEFHFTBA pod BIRL, FH&EIWTF Running K569 pod % .

o o - I

12.2.9. MigPlan
MigPlan CR & X T # 11 #IB9E#L,

B LEE PR & ZE/H. hook B EBRUUR EHESG/HET 7,

BMINERT, BireE RS SRS 2GR, WREE T — TR a4 5
], ERTERT R EIRE B EF LER &2/, FYHETBIEFRER T UID 7
GID 3B/,

apiVersion: migration.openshift.io/vialphat
kind: MigPlan
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migplan>

namespace: openshift-migration
spec:
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closed: false a
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination _cluster>
namespace: openshift-migration

hooks: 9
- executionNamespace: <namespace> G

phase: <migration_phase>
reference:

name: <hook> e
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectlmageMigration: true 6

indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:

- <source_namespace_1> @
- <source_namespace 2>

- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

IR true, NFBETHK, T EEF UL MigPlan CR G/# %5 —1 MigMigration CR.
Bk : ;R% AHEEPI TR hook, &1 hook AAITETIEHIT BN ERZ 1T,
B : $8EZ1T hook B4 ZEH],

B : #E7E hook 15 1THIIAIBEBHER. — 1> hook ETUL A% — TN R, BRLIE Y
PreBackup. PostBackup. PreRestore 7] PostRestore.

B : 5 MigHook CR 9% 7,
o : 5 MigHook CR 9524 22 /],
Al : #5E—PEH cluster-admin U REIIR 1K,

IRy true, NIREEZEFRITR, HRMIFEHENZRZFIZEE HMBRFEEEHEGIR
£,

IRy true, JIREEZEBITH, PV MREHEFZEHFIZE BMEHFZFEREFZBIE
Vi

EE—THZNRBE 2N, WRREER RS2, JEPrewE 28R,

IR B Free S 26 SR 5 25 TR, F1EEE.,

O900 ® 99900 00609

YIE 7y true, MigPlan CR £#451iF,

12.2.10. MigStorage
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MigStorage CR ## 7 B #ll 77 1#/FHIX] R 7 15,

35 #F Amazon Web Services (AWS) . Microsoft Azure,

Gateway #HIEH S3 FEBE =717,

AWS FIRIRE 4 /2B B A IS,

099009900009

apiVersion: migration.openshift.io/vialphat
kind: MigStorage
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageProvider: <backup_storage provider> a
volumeSnapshotProvider: <snapshot_storage_provider>
backupStorageConfig:
awsBucketName: <bucket> Q
awsRegion: <region> a
credsSecretRef:
namespace: openshift-config

name: <storage_secret> 9
awsKmsKeyld: <key,_id> @)
awsPublicUrl: <public_url> @)

awsSignatureVersion: <signature_version> @
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config

name: <storage secret> @
refresh: false

IEE ISR,

IXIREBE #5)% : 157E Fhe D,

IXAWS : JEE FIEHE S 7

IXAWS : 1EEFIEHEX 1, 4 us-east-1,

FEETE T 7 1E 0)EEH Secret X RH9E .

XAWS : ZIRE@EHAWS BHHEFERSS, 1518 E 4B HHIE— 17 iR,
IXAWS : IR F AWS FEIERFEI L FZ L IHR, 15 7E6E 7 1##8 URL,
IXAWS : 15E I 7 IEHERTIE I KRBT AWS SFEIRAK, BI40 4,

NIRIRE H 50% © 15 EEFEHIMIE( B,

IXIREBE I 50% : 1EEE N7 1E6EH Secret X1 RAJE #h.

WIE ] true LI iIFEEE,
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Google Cloud Storage. Multi-Cloud Object
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12.3. HEHIE iR TE
KTt T 5] 5 F AL E B AT H & /T T A,

12.3.1. BE T X KB

B LUEE MTC web #2255 Flp 517 /R EI(CLI) BT B 11 ZIRF I FEIE T2 {TBIT B BRI B LI
B9,

TFE
1. £ MTC web ##)& H#  Migration Plans,
2. SHIFRITHEED B Migrations 475 2 & Migrations 7.,
3. WTIBUEETBIFE.
4. IR IBEER, UENTIEFEETIBITIRERERE,

BEXSKINBIT A TIRIELIR, IEMKINBIB RS ZIRALE, 2ER TR TR
L
5

5 mEE Z1JH9 Options A FHIEIELL FALTIZ — :
o B oc describe 515505 L HEEHI BN,

o B RIHXEE, AEE{Tm5,
FIRBIR R FE L YAML 18212 7,

o Kl oc logs i 517 5 & #E/Z I BTN R

o ERIFXREH, HEZ{THEB.
IR 7IRZ FF BT, NIRRT IERE

® View JSON 7£ Web )i #8#LL JSON #8202 7~ HEIF0HE.,
EH##ES oc get <resources w5 H75i 25 E 18/,

12.3.2. ZEIBITHHEE

B U B BT I HIPIRE H. EELUER MTC web 1245 ¥ 5 HI BBk, RIEMEmH1TR
E(CLI) 1T %o

Zm BB T pod BT IEHZ -
® Migration Controller
o Velero
® Restic

® Rsync
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e Stunnel

o ZF#EHMRO/E (Registry)

T

1. £ MTC web ##)& #  Migration Plans,
2. mITBITHZEDHI Migrations 5.,
3. # View logs.,
4. sRiti Copy Ftr1% oc logs &% & #lZ/ /& HI Bk,

5. BRFIEKBGEHFHTE CLI FHA BT,
MR 2 TR HIBIRE H o

12.3.3. [E/FT% B LR
B A AT R A IR AR T s AT AT 7 B9 1 I8 7

P2
1. 7£Ek mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. WAL TSR A NNIBAE :
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c colorﬂ

Q -c plain FE0Z 7R EH B H .

12.3.4. 17/E/ 4 BEFE PR

MigrationController 5 X %R (CR) il RIGIT#HHE, HIFE I REIEFF 12 IEF, ErTLUEH
Prometheus Query Language (PromQL) FKiZBTF B IEBEIH&, LULE #8580, 25 Migration
Controller pod E/EH, REBATEEI.

T BT LU& FH OpenShift Container Platform Web FZ#5 17/r/ 14 BEFE i #1517 214,

T

1. 7 OpenShift Container Platform web #Z#& H# % Observe — Metrics,

2. ¥ A PromQL &), #F—NEZENEEO, #2543 Run Queries,
UIRLEHT Web ) 1 88 % B D AT EZEE, 151@H Prometheus #2415,

12.3.4.1. 78HEBIFE T

MigrationController 5.& X 77 (CR) #2247 MigMigration CR 11 #{ & & API i&KBI#5 7.
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12.3.4.1.1. cam_app_workload_migrations

UEFEFI 2 — BRI 5] H9 MigMigration CR i1#, Z =/ F45 mic_client_request_count 7]
mic_client_request_elapsed 7515 — & & &, KUEBEIBLSTIEFIAPI i5KIE8, WEIESTE

Telemetry &,

Z 12.1. cam_app_workload_migrations metric

Al A PR AR PRI PR R

status running, idle, failed, MigMigration CR 4R 7
completed

type stage, final MigMigration CR £ #!

12.3.4.1.2. mtc_client_request_count

U5 ¥ 2 MigrationController % #59 Kubernetes APl 17 KB E# 11 #, BT EZ 7 Telemetry A,

#12.2. mtc_client_request_count metric

A ZE R B PR T et
cluster https://migcluster-url:443 BN R HIE KSR B
component MigPlan, MigCluster & HIE K F 25128 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & H#IE K F B

12.3.4.1.3. mtc_client_request_elapsed

XNELRZ MigrationController % 7589 Kubernetes AP 15 KBTEFHFEL, WUSF Y Hl, ETFEEHE
Telemetry &,

#12.3. mtc_client_request_elapsed 55

A Z IR AR PR T PRt
cluster https://cluster-url.com:443 BN R HIE KSR B
component migplan, migcluster & HIE K F 24512 API
function (*ReconcileMigPlan).Reconci % Hi&EKHIThAE

le
kind SecretList. Deployment NIERK A M Kubernetes HiR
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12.3.4.1.4. BHHIE ]
KRB ZH T 5T T 15 12214 B — Lo FH 214,

F12.4. BAHBIE
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & B APl IER B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) AP 1H 3R B S JEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKRBIEIER, $#&RiEKREEERF
mtc_client_request_count

cam_app_workload_migrations{status="runn Z{THIERITE, Tl 100 TBREMEFTE R
ing"} * 100

12.3.5. {&/H must-gather T2
1EFTLUEFE must-gather TEFKEMTC BE X FBIIAE. #IFHIEFRE L,
must-gather FHELATHT I EI AT B & 4,
BT LUSEE — )\ 38 24 (NI IEGEHE, H1EFF Prometheus #2#)8 & EHIE.
SERRE
o T ui#EHE R cluster-admin £ &4 /H & R E OpenShift Container Platform %5,

o %4 OpenShift CLI (0C).

754
1. HA 7% must-gather #HEH9 5 5%,

2. WUUTFHEHERE LT Z —i51T oc adm must-gather &% :

o FWESE 24 IITHIEIE, FRAUT#ES

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8
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X B IFHIE (R 77 /7 must-gather/must-gather.tar.gz X 14, el LUfFIL XL Z 2115
B ] B B 3 e ]

o FWESE 24 IITHIEIE, FRAUT#ES

$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.8 -- /usr/bin/gather_metrics_dump

UEIRIE BTBEFFER KT H, X180 B HE(R 77 7 must-gather/metrics/prom_data.tar.gz
X1,

12.3.6. {#/H Velero CLI T-E 17 Velero %R

J& 5T LUyt Backup 7] Restore 5/ X 7 JR(CR) #1&/H Velero CLI T E#3FHi&. Velero CLI TEH
OpenShift CLI T EIeHE IF/HBIES.,

Velero CLI T EH OpenShift CLI TEEHE FHBIE S,

12.3.6.1. 1% %

& oc exec 751517 Velero CLI &

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero
<backup_restore_cr> <command> <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

12.3.6.2. ZBE)ET]

1&/H velero --help 2/ f7 B Velero CLI i35 :

I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero
--help

12.3.6.3. describe 7%
& fH velero describe @ % /2% 45 Backup 3t Restore CR KIEKHTEZ & /It 17l

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

velero describe 173K A95H B R B FEBEBIINE HIRFIEL -
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o Velero: 5 Velero X G1E(FIEXAIERIIZ, BIA : SFEBZEXIINER, EREGHXHSF
o KFX  SEMHINERRCEHBHIRIEXEE R FIZ
o BHZEH : SE A E FIFE RS S R IR BE B S E

XL T — 1 86 % ME RS F 2 Restore 1R 1E#YL PartiallyFailed 772 Completed X%, Z&£T
BB TS BIE K,

WX LR FRZ JELL T A= -

EZ

o X/ FHEFIHIERIEE R, Al Cluster 7] Namespaces #41%, restore describe --
details 5 B & — 1N FIFESZ, RAZJIH T Velero TEhE FRETIBIATE Z R, N
B H UL BRIV IR, 15k B IRE S Lt FEEE A,

o YIRFE Velero #4517, (HRBEHETF KR IR, TE describe in 5 HIFIH %
BB, HREWE T IENEZHAIIEERE, (BFA5 0 %E 5 B,
g4, #EEH &S PodVolumeRestore 3t 77 ss U EERER #5518, 1EG &
PodVolumeRestores #] DataDownloads F7{X %, HI-EE HF M BES
17, NEHIETECHTEME,

12.3.6.4. logs 7%

& fH velero logs %13 Backup 2t Restore CR HIHZ :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero
<backup_restore_cr> logs <cr_name>

Example

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x41bf

12.3.7. Vil EB R F BRI
LEETLUZH Velero CLI f4 2" Restore BE X #E (CR) HZEF I Z s FRENEL 4,
2L \elero iBEIRH ZBGF LB TGN, 2ZBITBIBHEN, HI, HLEENFEEN
(CRD) , BbZELEEHEFRERN CRD A HFEIERZE, NFBREME, AR ERFLE
CR,

Velero fF/H&IENBER KN R, ZEULE #3 CR HEIR MR,
TEFE
1. £22 MigMigration CR HJAE -

I $ oc get migmigration <migmigration> -o yaml

ik
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status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-
x41Ibf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn' conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {&H Velero describe & %1+ & Restore CR AJIAL :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

ik

Phase: PartiallyFailed (run 'velero restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-
x4Ibf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. & Velero logs %% Restore CR H& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero
restore logs <restore>

ki

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server

could not find the requested resource” logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x41bf

Restore CR 2R HZ 41758, the server could not find the requested resource, ftZ
T BEE D K INHT IR A

12.3.8. (&/F MTC HE X FEH1TEIEER
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BB L T MTC BEX IR (CR) FHEFTFZKINEY & :

TR

MigCluster
MigStorage
MigPlan

BackupStorageLocation
BackupStorageLocation CR &= —1* migrationcontroller 7%, B FFiHNE/E CR HIMTC 5
Bl :

labels:
I migrationcontroller: ebe 13bee-c803-47d0-a9e9-83f380328b93

VolumeSnapshotLocation
VolumeSnapshotLocation CR & Z—1 migrationcontroller 1755, HFFriNE#EE CR BIMTC
SLH :

labels:
I migrationcontroller: ebe 13bee-c803-47d0-a9e9-83f380328b93

MigMigration

Backup

TEE R, MTC fHREBHIFAEE (PV) BIERTFEBI#E X E 7 Retain, Backup CR &%
openshift.io/orig-reclaim-policy £, HFErEIEERFEHFER, A LFIhET#E PV
BYEFTFE B IE,

%=

Z/i openshift-migration @ % 22/5 #1659 MigMigration CR:

I $ oc get migmigration -n openshift-migration

fitia by
NAME AGE
88435fe0-c9f8-11e9-85€6-5d593ce65¢10 6m42s

F2 2 MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration

B 25 RE ML, T Bl

MigMigration 7G5!

name: 88435fe0-c9f8-11€9-85e6-5d593ce65e10
namespace: openshift-migration
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labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f018147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/v1alphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10

uid: 8886de4c-c918-11e9-95ad-0205fe66¢cbbb
spec:

migPlanRef:

name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T701:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero 14 CR #2 i~ Pl%Hi Fefaabh PV #1E

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true”
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66¢cbbb
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:152"
generateName: 88435fe0-c918-11e9-85e6-5d593ceb65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66¢cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c918-11e9-85e6-50593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbbb
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spec:

excludedNamespaces: []
excludedResources: []
hooks:

resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:

matchLabels:

migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagel ocation: myrepo-vpzq9
ttl: 720h0m0s
volumeSnapshotlLocations:
- myrepo-wv6fx
status:

completionTimestamp: "2019-08-29T01:02:36Z"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z2"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero #% 2 CR #2 1% Kb Kubernetes 7

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true”
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e€9-825a-
061a9fb68c88
creationTimestamp: "2019-08-28T00:09:492"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252c9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e€9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
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resourceVersion: "82329"

selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e€9-9555-
d129df7f3b96-gb8nx

uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:

backupName: e13a1b60-c927-11€9-9555-d129df7f3b96-sz24f

excludedNamespaces: null

excludedResources:

- nodes

- events

- events.events.k8s.io

- backups.velero.io

- restores.velero.io

- resticrepositories.velero.io

includedNamespaces: null

includedResources: null

namespaceMapping: null

restorePVs: true
status:

errors: 0

failureReason: ""

phase: Completed

validationErrors: null

warnings: 15

12.4. = n[&HI X
K TTINAET B R BT gE-SF 2 0] &iH 5 L R,
12.4.1. BEETBARTH
R EELSTBARTH, NIEINEEE TR RE S REE1H/FHI node-selector ;1 fZ,
MTC I B & 2 S REATEZHE, LURFZ M L FXIRAFEELK, EEESTBIE
H, MTC ZEMIREEET B HI i £ 225 R 7E B 1R BE_F 0% Rsync 1£%i pod, HIREIhEE 4L RE
5 EE R i & ZEIHREERIEAE, NI RE Rsyne 1£4) pod, Rsync pod £ F Pending £ 2.
T BT LU T LU 26 BB HBE RS N A&,
e
1. £22 MigMigration CR HJA -

I $ oc describe migmigration <pod> -n openshift-migration

B TFRESHEE -

Fit B

I Some or all transfer pods are not running for more than 10 mins on destination cluster

2. TEREFEF, KT BHIwE ZEEFE
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I $ oc get namespace <namespace> -o yam/ a

ﬁ FEE T BT8R E ZE [F]

3. EEINERT, I B A S

I $ oc edit namespace <namespace>

4. fFtk4H9 openshift.io/node-selector 7 AZ 7 NIETF #H i 4 ZE 5, AT FHIF -

apiVersion: vi1
kind: Namespace
metadata:
annotations:
openshift.io/node-selector: "region=east”

5. BLRS{TIE T4,

12.4.2. #1215 B /AT E

KTt T ETGEA 7 Migration Toolkit for Containers (MTC) RBEIE = W #5558, LUR AIHTHER
RIE/=IRH,

12.4.2.1. B85 MTC #ZE#IE 11 1E 709 CA E 85 1R%

HIRTEE — R MTC FERIEHT 7 CA WEBEFIRIER, NIFBERIRAEE— N EHFFRBE TS
B9 CA 1ET,

BALRX PN, AR S B 7 A HT oauth-authorization-server URL #1EZIFH, ZERAMEAX
PNELER,  FFUETE 02 P T ) 1 25 BI15 (E 77 hE A,

BT HEZIEFE 77 Unauthorized 158, HA MTC #E#)E HRIET M T,

12.4.2.2. MTC ##)& 489 OAuth &h7 5

WREFEZHFEZUFTE, MTC ##I& #.Z 7 connection has timed out, R/FFAHEE :
o X/ OAuth AR &5BIBY45 1 17 BT
® i/ OpenShift Container Platform 72#1% BIBI4% 1771R] 7

o (IEFIE AT T X oauth-authorization-server URL A1 /H], 1#1&15 B & X  OAuth I #4
IR L MTC #2415,

BB BE R
o ([FHNITEE web [ EES B MTC 1245 M 17,

o 22 Migration Ulpod HZ&HEI# 1R,

12.4.2.3. FAZRHDA W55 BIUE T3 E 1R
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WIRENEHEZE U HBFEAMTC RIFPEHEFCE, NIEFEUETRERKXIN, HEERM
F : Certificate signed by unknown authority.
EATLIBIE EE X CA IEFIHEX M, HIERIETFE 7 ENFR_LEFMTC web #2255,
E
M FEI R T# CA UEH, FHIFRERA Y CA WHEX :

$ echo -n | openssl s_client -connect <host FQDN>:<port> \ﬂ
| sed -ne /-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ 5 E = H9EH FQDN iz O, 41 api.my-cluster.example.com:6443,

Q FETE CA 1A B X B9 E 7.

12.4.2.4. 7£ Velero pod HEH A &5 17 77 HE L IEFH 1R

414R Velero Backup 5E X )R EEN T FER &Rzl & (BSL) B95//H, Veleropod HEREER
B THRHEE :

I $ oc logs <Velero_Pod> -n openshift-migration

ik

level=error msg="Error checking repository for stale locks" error="error getting backup storage
location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository _manager.go:259"

B A LIRSS LT H R, kY BSL FR2-FETBEIN,

12.4.2.5. Velero pod Hi&#HI Pod & & (78I 15 iR
UTR ) Restic B ERTBXIN, LU THIR=TE Velero pod HHZ T,

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete”
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper). BackupPodVolumes" group=v1

restic_timeout BGE I (H y— T, JERTL AT BIBIIX NEHE, 1728, EHIETEER M S KRD]
HEEHE B,

T

1. 7£ OpenShift Container Platform web ##l& #-F#iE Operators - Installed Operators.
2. /= Migration Toolkit for Containers Operator,

3. 7£ MigrationController ¥75 /i #1 58 migration-controller.

4. FEYAML frE A, BFTLUTFSHIE
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spec:
restic_timeout: 1h a

Q BHETEN (F) . m () Fs (%), #/41 3h30m15s,

5. i Save,

12.4.2.6. MigMigration £ X 7 #H Restic 471l #4512
UTRT R XN R MR ) T L BIFF R MEB IS ik KK, £ MigMigration CR # 2E i LU R £
i)_‘ﬁjo

ki

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore "<registry-

example-migration-rvwems"

for details a
status: "True"

type: ResticVerifyErrors 9

Q@ //HRIEET Restore CR £,

Q ResticVerifyErrors &— G755 iF #1289 — R i IR E £ KA,

% E,;E*
HIER U FHRT = F BRI,

e LU 2 Restore CR, LURFBIES il #4517 BT,
A

. ERE B Ir &R,

2. #%& Restore CR :
I $ oc describe <registry-example-migration-rvwems -n openshift-migration
B AR A PodVolumeRestore #5127 BIF X £,
it 6

status:
phase: Completed
podVolumeRestoreErrors:
- kind: PodVolumeRestore
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name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration
podVolumeRestoreResticErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. &Z& PodVolumeRestore CR:

I $ oc describe <migration-example-rvwcm-98t49>
FoH A ER IR T 0 R 41289 Restic pod,
it 6
completionTimestamp: 2020-05-01T20:49:12Z2
errors: 1

resticErrors: 1

resticPod: <restic-nr2v5>

4. && Restic pod HEUE IR :

I $ oc logs -f <restic-nr2v5>

12.4.2.7. M/5H T root_squash HJNFS 7715 T 71 H Restic T R#E 1R

WIREZEMNFS 5T, #HH/EH T root_squash, Restic 2/%#571Z/ nfsnobody, HREH
1T BB R, Restic pod H&ERE L TR,

ki

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied” error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

BT LUE T 7y Restic BYEEF) F5AHFHFF4 ID 45102 MigrationController CR J& # F A2 2% 1N ufé,

T
. Z£NFS 77f%E 77 Restic BIZE#M 754,

2. f£NFS BR_Eii& setgid {7, LUELAAFTEI,

3. {F restic_supplemental_groups £ 7IE)E /55 Ef_L £ MigrationController CR &

spec:
restic_supplemental_groups: <group_id> a
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4. Z7F Restic pod E/5, LUENFEHX,

12.4.3. {&/H spc_t £ OpenShift Container Platform _Eiz7THI T E1] #; £ 5/ /5 Skip
SELinux EFTFR ity R 5

24225 Migration Toolkit for Containers (MTC)iF B & ZE /A LU R 52 KECHI A E ST, rsync-
server FJEER F24E, HREIEMRE FH—LHERIL ISR,

12.4.3.1. 1287 Skip SELinux EZr il AE R 75 5

7£ kubelet HZ&EH % Unable to attach or mount volumes for pod...timed out waiting for the
condition #41%, B3 E 7 Direct Volume Migration (DVM) 1517 rsync-server 597/ /2,

kubelet H#&TH1

kubenswrapper[3879]: W0326 16:30:36.749224 3879 volume_linux.go:49] Setting volume
ownership for /var/lib/kubelet/pods/8905d88e-6531-4d65-9c2a-
eff11dc7eb29/volumes/kubernetes.io~csi/pvc-287d1988-3fd9-4517-a0c7-22539acd31e6/mount and
fsGroup set. If the volume has a lot of files then setting volume ownership could be slow, see
https.//github.com/kubernetes/kubernetes/issues/69699

kubenswrapper[3879]: E0326 16:32:02.706363 3879 kubelet.go:1841] "Unable to attach or mount
volumes for pod; skipping pod" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a],
unattached volumes=[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-
access-dlbd2 crane2-stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]:
timed out waiting for the condition” pod="caboodle-preprod/rsync-server”

kubenswrapper[3879]: E0326 16:32:02.706496 3879 pod_workers.go:965] "Error syncing pod,
skipping" err="unmounted volumes=[8db9d5b032dab17d4ea9495af12e085a], unattached volumes=
[crane2-rsync-server-secret 8db9d5b032dab17d4ea9495af12e085a kube-api-access-dlbd2 crane2-
stunnel-server-config crane2-stunnel-server-secret crane2-rsync-server-config]: timed out waiting for
the condition" pod="caboodle-preprod/rsync-server" podUID=8905d88e-6531-4d65-9c2a-
eff11dc7eb29

12.4.3.2. {&/H Skip SELinux EZr 17 i1 AR R 75 FEAE A

R RN, (& FF MigrationController £ E X 7 F(CR) 7£/7 #15 ¥ MigClusters #11%
migration_rsync_super_privileged Z#(i¢iE 7 true,

MigrationController CR z~#

apiVersion: migration.openshift.io/vialphat
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
migration_rsync_super_privileged: true a
azure_resource_group: ""
cluster_name: host
mig_namespace_limit: "10"
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mig_pod_limit: "100"
mig_pv_limit: "100"
migration_controller: true
migration_log_reader: true
migration_ui: true
migration_velero: tfrue
olm_managed: true
restic_timeout: 1h

version: 1.8.3

ﬂ migration_rsync_super_privileged #6157 & & 4% Rsync Pod 1% BRIFINE 7% 51T
(spc_t selinux context), &FX{iXE Y true 2t false,

12.5. [B)Z—PNT#
TR LU#EH MTC web #4114 8¢ CLI [B]73F 7%,

B T LU F 5 BRI

12.5.1. &/ MTC web 414 [O])ZF 7%

1 BT LU# H Migration Toolkit for Containers (MTC) web #2#E ELEF#,

2=

LU GRIR BTET B i 5 ZE[F]H,  LUETE EFEST % (DVM) KW H1T I
o FEMS (RAEINER)
o Secret X5 (FEFHIE7%ER)
® Rsync CR (/RZEf)

LRI RNIENR, BRI UF IR EN T,

WG EHIE1TIRRIBIT BT 2, = BB ENGE R B R

IR FRESFTET BRI ZIE, ERAENRT R, UG IE FFR (8 B9 A 1
IR B IEI B EAREFLL, NTFEER, F9REGNEEFDREIRERAETT,

Ak
1. £ MTC web ##)& H#  Migration Plan,
]
H
2. RiiiZ#iTH Z U Options &4, #{E Migration F1%7 Rollback,

3. A Rollback #Z7#F[0l)7 5,
T 1T HiF[E A E 7 Rollback succeeded,

4. B EEEFET OpenShift Container Platform Web #2415 2 Z I [El%
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C.

d.

e.

512 Z5 R HERR

. 55 Home - Projects,

TR H B2 E RIS,
7F Routes Z5%, =it Location %7 i/ fHFE/F =2 & IE E15 17,
% Workloads — Pods #47iF pod &I BHIa 5 225 517,

#% Storage — Persistent volumes # i/ IEfHE &7 T # T BHIIF A 145,

12.5.2. {#H 0 =17 REEVRTR
BT LUET M 51T SRET)#E MigMigration £ & X 7 R(CR) ¥ [Ol/ZF 7,

LU GRIR B TET B i 5 ZEJF]H,  LUETE EREST B (DVM) KW H 1T
o FEMS (RAEINER)
o Secret X5 (IS 17%ER)
® Rsync CR (/RZEf)

XL TR R sNIENR, AT LU F IR EN .

HIRIEFE G T Z 1T HEIRIBIT R 11 HY, WA B 5k KIGE B BT,

IR RESFTET BRI ZIE, ERAENRT R, LUBGIEFFR (8 B3I A 7

IR B IEI B REFLL, NITFEEENR, BERIGNEEFDREIRER LT,

T

1. WRIELLFBYE/EE—1 MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphat
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> a
namespace: openshift-migration
EOF

@ 75E 509 MigPlan CR 895 7,
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2. TEMTC web #Z#IEH, UL BHITE TR E S SME I EEH PR,

3. BFFRATIE KB T 7 FIEEE S, AN AEFEL T IEIEST
12.5.3. F3)E)ET#
LETLUET B stage pod FEREES L F FHRE % 32 F 5158 S BT 7

IR EHIN 21T REIRIBIT 114, TE B W KT R H9 7R,

N
Sl

p7

TEEESTFBLEN (DVM) j5, U T KBRS REETBAImE LA :
o MEMS (JRHIEIEEE)
e Secret X/ (EFMAIEE)

® RsyncCR (FZ£Ef)

BLEGIRT R NIENR, BERTLUFIREN T,

. WERATEZEEE A stage pod :
I $ oc delete $(oc get pods -1 migration.openshift.io/is-stage-pod -n <namespace>) a

Q MigPlan CR #1758 EH)5 % 22/H],

2. BAIFEIART BEIRIIBIRS, HEIREFHPIHGFRNBESF
I $ oc scale deployment <deployment> --replicas=<premigration_replicas>
Deployment CR #1#] migration.openshift.io/preQuiesceReplicas ;7.7 7~ T #EIA# :

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. BN B pod BEEIREFEFLIT

I $ oc get pod -n <namespace>

3

Bth 7

o [#fH Web #Z#IE MEEEHIER Operator

3
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