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Abstract

This guide consists of release notes for Red Hat build of Keycloak.



Table of Contents

Table of Contents

CHAPTER 1. OVERVIEW ittt ettt ettt ettt et e et et eaeeeaneennnesaneeeaneennneenns 5
CHAPTER 2. UPDATES FOR 26.4.15 ...ttt ittt ettt et et aneeeaneeeaneeanneeaneesaneennneenns 6
2.1. CVE FIXES 6
CHAPTER 3. UPDATES FOR 26.4.14 ..\ttt ittt ettt ettt ettt et eaeeeaneeanneeaneesaneennneenns 7
3.1. CVE FIXES 7
CHAPTER 4. UPDATES FOR 26.4.13 ...t itttittttittteitetat et eaneeeaneeeaneeanneeaneeraneesnneenns 8
4.1. CVE FIXES 8
CHAPTER 5. UPDATES FOR 26.4.12 ..ttt ttt ittt e ettt et eeaeeaneeeaneeeaneeanneeaneesaneennneenns 9
5.1. CVE FIXES 9
CHAPTER 6. UPDATES FOR 26.4.1T SP T 1.ttt ttttitttiit et te et et eateeneeeaneenaneennneeaneenns 10
6.1. CVE FIXES 10
CHAPTER 7. UPDATES FOR 26.4. 11 ...ttt ettt ettt et eeaeeeaneeeaneenneeeanaeeaneennneennn, n
7.1. CVE FIXES 1
CHAPTER 8. UPDATES FOR 26.4.10 ... ttuttttittteitteeteeateeanteeaneeenneeaneeeeneeeaneennneenneenns 12
8.1. CVE FIXES 12
CHAPTER Q. UPDATES FOR 26.4.0 ...t iittttitttiitttet et eaateeaneeeaneeaneeeanaeraneenaneenneenns 13
9.1. CVE FIXES 13
CHAPTER 10. UPDATES FOR 26.4.8 ... iittttittttittteteeateeanteeaneeeaneeaneeeaneeraneeeaneenneenns 14
CHAPTER 1. UPDATES FOR 26.4.7 ..ttt ettt ettt e et eat et anteeaeeeaneeeaneenaneenaneenneenns 15
CHAPTER 12. UPDATES FOR 26.4.6 .. .ttuttttittteitteeteeateeaateeaneesaneeaneeeeneeraneesaneeaneenns 16
12.1. FILTERING OF LDAP REFERRALS 16
12.2. DEPRECATED: FILTERING OF LDAP REFERRALS 16
12.3. CVE FIX 16
CHAPTER 13.UPDATES FOR 26.4.5 ... ittt tiiteie ettt anteeaeeeaneeeaneenaneennneeaneenns 17
CHAPTER 14. UPD ATES FOR 26.4.4 ..ottt ettt et e et eeat et eeaeeeaneeeaneenaneennneenneenns 18
14.1. DEPRECATED: ACCEPTING HTTP REQUESTS WITH NON-NORMALIZED PATHS 18
CHAPTER 15. NEW FEATURES AND ENHANCEMENTS ...ttt ieiieieeraieennneenneenns 19
15.1. SECURITY AND STANDARDS 19
15.1.1. Passkeys integration is now supported 19
15.1.2. FAPI 2 Final is now supported 19
15.1.3. DPoP is now supported 20
15.1.4. FIPS 140-2 mode now supports EdDSA 20
15.2. INTEGRATION 20
15.2.1. Automatic certificate management for SAML clients 20
15.2.2. Serving as an authorization server in MCP 20
15.2.3. Simplified linking of user accounts to an identity provider 20
15.2.4. Brokering with OAuth v2 compliant authorization servers 21
15.2.5. Trusted email verification when brokering OpenlD Connect Providers 21
15.3. ADMINISTRATION 21
15.3.1. Update Email Workflow is now supported 21
15.3.2. Optional email domain for organizations 21



Red Hat build of Keycloak 26.4 Release Notes

15.3.3. Hiding identity providers from the Account Console 21
15.3.4. Enforce recovery codes setup after setting up OTP 21
15.3.5. New conditional authenticator 22
15.3.6. Recovering an account after losing 2FA credentials 22
15.3.7. Simplified registration for WebAuthn and Passkeys 22
15.4. CONFIGURING AND RUNNING 22
15.4.1. Enhancements for single-cluster and multi-cluster setups 22
15.4.2. Support for additional databases and versions 22
15.4.3. Expose management interface by HTTP 23
15.4.4. Expose health endpoints on the main HTTP(S) port 23
15.4.5. Ability to specify a tlsSecret on the Keycloak CR ingress spec 23
15.4.6. Additional datasources configuration 23
15.4.7. Asynchronous logging for higher throughput and lower latency 23
15.4.8. HTTP access logging of incoming HTTP requests 23
15.4.9. Performance improvements: import, export, and migration 24
15.5. OBSERVABILITY 24
15.5.1. Operator creates a ServiceMonitor automatically 24
CHAPTER 16. TECHNOLOGY PREVIEW FEATURES .. . \itiiittiiitiittitteiteeaeennneennnennnnenn, 25
16.1. FEDERATED CLIENT AUTHENTICATION AND SPIFFE TRUST RELATIONSHIP PROVIDER 25
16.2. ROLLING UPDATES FOR PATCH RELEASES FOR MINIMIZED DOWNTIME 25
16.3. SHOWING CONTEXT INFORMATION IN LOG MESSAGES 25
16.4. EXISTING TECHNOLOGY PREVIEW FEATURES 25
CHAPTER 17. AD AP TER SUP P O RT ittt ittt ettt eeaeeeeseannneeeeaannnneenennn, 26
CHAPTER 18. DEPRECATED FEATURES ...\ttt ettt e ittt eeenieeeeaennnneenannn, 27
18.1. DISABLING FILTERING OF LDAP REFERRALS 27
18.2. SPI OPTIONS SEPARATING THE PROVIDER WITH A SINGLE DASH 27
18.3. KUBERNETES CACHE STACK 27
18.4. METHOD REQUIREDACTIONPROVIDER.GETMAXAUTHAGE() 27
18.5. SPI-CONNECTIONS-INFINISPAN-QUARKUS-SITE-NAME 27
18.6. PROPRIETARY PROTOCOL FOR CLIENT INITIATED LINKING TO THE IDENTITY PROVIDER ACCOUNT
27
18.7. INSTAGRAM IDENTITY BROKER 28
18.8. LOCAL ADMIN 28
18.9. PASSWORD POLICY RECOVERY CODES WARNING THRESHOLD 28
18.10. SCOPE.GETPROPERTYNAMES 28
18.11. DISPLAYTEST FIELD IN CONSENTSCOPEREPRESENTATION 28
18.12. LIFETIME OF OFFLINE SESSION CACHES 28
18.13. PASSKEYS CONDITIONAL Ul AUTHENTICATOR 29
18.14. MODIFYING DEFAULT CACHE CONFIGURATIONS IN THE CACHE CONFIG FILE 29
18.15. SIMPLIFIED API FOR USERSESSIONPROVIDER 29
18.16. SIMPLIFIED API FOR AUTHENTICATEDCLIENTSESSIONMODEL 29
18.17. SENDING OPENID CONNECT CLIENT SECRET BY BASIC AUTHENTICATION WITHOUT URL ENCODING
29
CHAPTER 19. REMOVED FEATURES ... ittt ettt eenateeeeennneeeeeaannneeennnns 30
19.1. JBOSS.SITE.NAME AND JBOSS.NODE.NAME 30
19.2. KEYCLOAKSESSIONTASK.USEEXISTINGSESSION METHOD 30
CHAPTER 20. FIXED ISSUES ...ttt ittt ettt et e eeaeteeeaanneeeesaannneeeesennnneesennns 31
CHAPTER 21. SUPPORTED CONFIGURATIONS ... ittt ittt e ettt eeenneeeannn, 32



Table of Contents

CHAPTER 22. COMPONENT DETAILS .. i e e i et 33



Red Hat build of Keycloak 26.4 Release Notes




CHAPTER 1. OVERVIEW

CHAPTER 1. OVERVIEW

Red Hat build of Keycloak is based on the Keycloak project, which enables you to secure your web
applications by providing Web SSO capabilities based on popular standards such as OpenID Connect,
OAuth 2.0, and SAML 2.0. The Red Hat build of Keycloak server acts as an OpenIDConnect or SAML-
based identity provider (IdP), allowing your enterprise user directory or third-party IdP to secure your
applications by using standards-based security tokens.
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CHAPTER 2. UPDATES FOR 26.4.15

This release contains several fixed issues and fixes for CVEs.

2.1. CVE FIXES

The following advisory lists the fixed CVEs for this release of Red Hat build of Keycloak:

® RHSA-2026:56520


https://access.redhat.com/errata/RHSA-2026:56520

CHAPTER 3. UPDATES FOR 26.4.14

CHAPTER 3. UPDATES FOR 26.4.14

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide.

3.1. CVE FIXES

The following advisory lists the fixed CVEs for this release of Red Hat build of Keycloak:

® RHSA-2026:50846


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/errata/RHSA-2026:50846
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CHAPTER 4. UPDATES FOR 26.4.13

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide.

4.1. CVE FIXES

The following advisory lists the fixed CVEs for this release of Red Hat build of Keycloak:

® RHSA-2026:30083


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/errata/RHSA-2026:30083

CHAPTER 5. UPDATES FOR 26.4.12

CHAPTER 5. UPDATES FOR 26.4.12

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide.

5.1. CVE FIXES

The following advisory lists the fixed CVEs for this release of Red Hat build of Keycloak.

® RHSA-2026:19596


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/errata/RHSA-2026:19596
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CHAPTER 6. UPDATES FOR 26.4.11 SP1

This release contains several fixed issues and fixes for CVE issues for Red Hat build or Quarkus.

6.1. CVE FIXES

The following advisory lists the CVEs that are fixed in Red Hat build of Quarkus for this release of Red
Hat build of Keycloak.

® RHSA-2026:11721
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https://access.redhat.com/errata/RHSA-2026:11721

CHAPTER 7. UPDATES FOR 26.4.11

CHAPTER 7. UPDATES FOR 26.4.11

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide.

7.1. CVE FIXES

The following bug fix advisories list the fixed CVEs for the ZIP file distribution and the container image:
® RHSA-2026:6478

® RHSA-2026:6477

1


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/errata/RHSA-2026:6478
https://access.redhat.com/errata/RHSA-2026:6477
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CHAPTER 8. UPDATES FOR 26.4.10

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide.
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8.1. CVE FIXES

CVE-2026-0707 Keycloak's authentication pipeline excessively tolerates non-standard Bearer
token formats (case variations, Tab characters, multiple spaces, mixed whitespace) in the
Authorization header, creating inconsistencies with front-end security controls (WAF/proxies)
and enabling potential bypass risks.

CVE-2026-1190 When SAML is configured to act as a client (SAML brokering) it does not check
NotOnOrAfter is defined inside the SubjectConfirmationData. This just affects in the sense that
an attacker can delay the response for more of the expected time..

CVE-2026-2092 Unauthorized access by improper validation of encrypted SAML assertions.
Keycloak validates that plaintext <Assertion> elements are signed when the response root is
not signed, but it does not apply the same binding requirement to <EncryptedAssertion>

CVE-2026-2575 An unauthenticated remote attacker can trigger a Denial of Service (DoS) by
sending a highly compressed SAMLRequest by the SAML Redirect Binding. The server fails to
enforce size limits during DEFLATE decompression, leading to an OutOfMemoryError (OOM)
and process termination.

CVE-2026-2603 A SAML Identity Provider that is disabled in the broker realm can still
complete IdP-initiated broker logins.

CVE-2026-2733 Improper Authorization vulnerability in the Docker v2 authentication endpoint
(/protocol/docker-v2/auth) of Keycloak. Even after the client is administratively disabled, the
endpoint continues to issue valid authentication tokens when provided with valid user
credentials and client ID.

CVE-2026-3047 A SAML client marked Disabled in the broker realm still completes IdP-
initiated broker login and creates a realm SSO session.

CVE-2026-3009 Improper Authorization vulnerability. The flaw occurs because the broker
login endpoint does not re-validate the enabled/disabled status of the configured Identity
Provider (IdP) at the time of login processing.


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/security/cve/cve-2026-0707
https://access.redhat.com/security/cve/cve-2026-1190
https://access.redhat.com/security/cve/cve-2026-2092
https://access.redhat.com/security/cve/cve-2026-2575
https://access.redhat.com/security/cve/cve-2026-2603
https://access.redhat.com/security/cve/cve-2026-2733
https://access.redhat.com/security/cve/cve-2026-3047
https://access.redhat.com/security/cve/cve-2026-3009

CHAPTER 9. UPDATES FOR 26.4.9

CHAPTER 9. UPDATES FOR 26.4.9

This release contains several fixed issues and some notable changes. For details, see the Upgrading

Guide.

9.1. CVE FIXES

CVE-2025-13881 The Admin API (/unmanagedAttributes) endpoint fails to respect the visibility
configuration defined in the User Profile settings.

CVE-2025-14559 This vulnerability allows the issuance of access and refresh tokens for
disabled users via a business logic vulnerability in the Token Exchange implementation when a
privileged client invokes the token exchange flow.

CVE-2025-14778 A Broken Access Control vulnerability exists in the
UserManagedPermissionService (UMA Protection API).

CVE-2026-1529 Organization invitation tokens in Keycloak are parsed without cryptographic
signature verification during the registration flow.

CVE-2026-1486 A vulnerability exists in the jwt-authorization-grant flow where the server fails
to verify if an Identity Provider (IdP) is enabled before issuing tokens.

CVE-2026-0871 An administrator with manage-users permission can modify unmanaged user
attributes in Keycloak, even when the "Only administrators can view" setting is enabled.

CVE-2026-0976 Keycloak accepts RFC-compliant matrix parameters (e.g., ;param) in path

segments, while common reverse proxy configurations may ignore or mishandle them when
enforcing access restrictions.

13


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/security/cve/cve-2025-13881
https://access.redhat.com/security/cve/cve-2025-14559
https://access.redhat.com/security/cve/cve-2025-14778
https://access.redhat.com/security/cve/cve-2026-1529
https://access.redhat.com/security/cve/cve-2026-1486
https://access.redhat.com/security/cve/cve-2026-0871
https://access.redhat.com/security/cve/cve-2026-0976
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CHAPTER 10. UPDATES FOR 26.4.8

This release contains several fixed issues and the addition of database indexes on the BROKER_LINK
table. For details, see the Upgrading Guide.

14


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/

CHAPTER 11. UPDATES FOR 26.4.7

CHAPTER 1. UPDATES FOR 26.4.7

This release contains several fixed issues.

15
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CHAPTER 12. UPDATES FOR 26.4.6

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide. Also, this release includes a change to filtering of LDAP referrals to mitigate a CVE.

12.1. FILTERING OF LDAP REFERRALS

This release adds filtering of LDAP referrals by default. This change enhances security and aligns with
best practices for LDAP configurations. If this change is unacceptable, you can disable LDAP referrals in
all LDAP providers in all realms.

12.2. DEPRECATED: FILTERING OF LDAP REFERRALS

The option spi-storage—Ildap—secure-referral to disable filtering referrals is deprecated. When this
feature is removed in a future release, filtering will be enforced.

12.3. CVE FIX

e CVE-2025-13467 An authenticated realm administrator can configure the LDAP User
Federation provider to connect to a malicious LDAP server. By setting the connectionUrl
parameter and enabling Referral: follow, the Keycloak server can be forced to deserialize an
untrusted Java object from a malicious RMI server during a user sync action.

16


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://access.redhat.com/security/cve/cve-2025-13467

CHAPTER 13. UPDATES FOR 26.4.5

CHAPTER 13. UPDATES FOR 26.4.5

This release contains several fixed issues.

17



Red Hat build of Keycloak 26.4 Release Notes

18

CHAPTER 14. UPDATES FOR 26.4.4

This release contains several fixed issues and changes related to upgrading. For details, see the
Upgrading Guide. Also, an additional feature is deprecated.

14.1. DEPRECATED: ACCEPTING HTTP REQUESTS WITH NON-
NORMALIZED PATHS

The http-accept-non-normalized-paths option was introduced to restore the previous behavior where
Red Hat build of Keycloak accepted non-normalized URLSs.

Because this behavior can be problematic for URL filtering, it is deprecated and will be removed in a
future release.


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/

CHAPTER 15. NEW FEATURES AND ENHANCEMENTS

CHAPTER 15. NEW FEATURES AND ENHANCEMENTS

The following release notes apply to version 26.4.14 of Red Hat build of Keycloak. This release features
new capabilities focused on security enhancements, deeper integration, and improved server
administration. The highlights of this release are:

® Passkeys for seamless, passwordless authentication of users.

e Simplified experiences for application developers with streamlined WebAuthn/Passkey
registration and simplified account linking to identity providers via application initiated actions.

® [ederated Client Authentication to use SPIFFE or Kubernetes service account tokens for client
authentication.

e Simplified deployments across multiple availability zones to boost availability.
e FAPI 2 Final: the final specifications of FAPI 2.0 Security Profile and FAPI 2.0 Message Signing.

® DPoP: The OAuth 2.0 Demonstrating Proof-of-Possession at the Application Layer (DPoP) is
now fully supported. Improvements include the ability to bind only refresh tokens for public
clients, and securing all Keycloak endpoints with DPoP tokens.

® Account recovery with 2FA recovery codes, protecting users from lockout. Broader connectivity
with the ability to broker with any OAuth 2.0 compliant authorization server, and enhanced
trusted email verification for OpenlD Connect providers.

® Asynchronous logging for higher throughput and lower latency, ensuring more efficient
deployments.

Read on to learn more about each new feature. If you are upgrading from a previous release, also review
the changes listed in the Upgrading Guide.

15.1. SECURITY AND STANDARDS

15.1.1. Passkeys integration is now supported

Passkeys are now seamlessly integrated in the Red Hat build of Keycloak login forms using both
conditional and modal Uls. To activate the integration in the realm, go to Authentication, Policies,
Webauthn Passwordless Policyand switch Enable Passkeysto enabled.

For more information, see Passkeys.

15.1.2. FAPI 2 Final is now supported

Red Hat build of Keycloak has support for the latest versions of FAPI 2 specifications. Specifications
FAPI 2.0 Security Profileand FAPI 2.0 Message Signingare already promoted to Final and Red Hat
build of Keycloak supports them. Red Hat build of Keycloak client policies support the final versions and
corresponding client profiles for FAPI 2 are passing the FAPI conformance test suite.

Apart from some very minor polishing of existing policies, Red Hat build of Keycloak has new client
profiles (fapi-2-dpop-security-profile and fapi-2-dpop-message-signing) for the clients that use
DPoP and are intended to be FAPI 2 compliant.

For more details, see FAPI Support.

19


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/upgrading_guide/
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/server_administration_guide/#passkeys_server_administration_guide
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15.1.3. DPoP is how supported

Red Hat build of Keycloak has support for OAuth 2.0 Demonstrating Proof-of-Possession at the
Application Layer (DPoP), which was previously a preview feature. Also, the supported version includes
some improvements and minor capabilities of the DPoP feature such as the following:

® Possibility to make only refresh tokens of a public client to be DPoP bound and omit the binding
of an access token.

® Al Red Hat build of Keycloak endpoints that are secured by bearer token can now handle DPoP
tokens. This includes, for example, the Admin REST APl and Account REST API.

® Possibility to require the dpop_jkt parameter in the OIDC authentication request.

For more information, see the DPoP section in the documentation.

15.1.4. FIPS 140-2 mode now supports EADSA

With the upgrade to Bouncy Castle 2.1.x, the algorithm EdDSA can now be used.

15.2. INTEGRATION

15.2.1. Automatic certificate management for SAML clients

The SAML clients can now be configured to automatically download the signing and encrypting
certificates from the SP entity metadata descriptor endpoint. In order to use this new feature, in the
client Settings tab, section Signature and Encryption configure the Metadata descriptor URL option
(the URL where the SP metadata information with the certificates is published) and activate Use
metadata descriptor URL. The certificates will be automatically downloaded and cached in the public-
key-storage SPI from that URL. This also allows for seamless rotation of certificates.

For more information, see Creating a SAML client.

15.2.2. Serving as an authorization server in MCP

MCP (Model Context Protocol) is an open-source standard for connecting Al applications to external
systems. Using MCP, Al applications can connect to data sources, tools and workflows enabling them to
access key information and perform tasks.

To comply with MCP specification, this version provides its OAuth 2.0 Server Metadata via a well-known
URI whose format complies with RFC 8414 OAuth 2.0 Authorization Server Metadata specification.

Therefore, Keycloak users can now use Keycloak as an authorization server for MCP.

The latest MCP specification 2025-06-18 additionally requires support for resource indicators which are
currently not implemented in Red Hat build of Keycloak.

15.2.3. Simplified linking of user accounts to an identity provider

Client-initiated linking a user account to the identity provider is now based on application-initiated
action (AIA) implementation. This functionality aligns configuring this functionality, simplifies the error
handling in calling the client application, which makes it more useful for a broader audience.

The custom protocol, which was previously used for client-initiated account linking, is now deprecated.

20


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/server_administration_guide/#dpop-bound-tokens
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/server_administration_guide/#client-saml-configuration
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15.2.4. Brokering with OAuth v2 compliant authorization servers

In previous releases, Red Hat build of Keycloak already supported federation with other OpenID Connect
and SAML providers, as well as with several Social Providers like GitHub and Google, which are based on
OAuth 2.0.

The new OAuth 2.0 broker now closes the gap to federate with any OAuth 2.0 provider. As a result of
this change, you can federate with Amazon or other providers. As this is a generic provider, you need to
specify the different claims and a user info endpoint in the provider’s configuration.

For more information, see OAuth v2 identity providers.

15.2.5. Trusted email verification when brokering OpenID Connect Providers

Until now, the OpenID Connect broker did not support the standard email_verified claim available from
the ID Tokens issued by OpenlD Connect Providers.

Starting with this release, Red Hat build of Keycloak supports this standard claim as defined by the
OpenlD Connect Core Specification for federation.

Whenever users are federated for the first time or when they re-authenticate and the Trust email
setting is enabled, Sync Mode is set to FORCE and the provider sends the email_verified claim, the
user account will have their email marked according to the email_verified claim. If the provider does not
send the claim, it defaults to the original behavior and sets the email as verified.

15.3. ADMINISTRATION

15.3.1. Update Email Workflow is now supported

Users can now update their email addresses in a more secure and consistent flow. Accounts are forced
to both re-authenticate and verify their emails before any account updates.

For more information, see Update Email Workflow.

15.3.2. Optional email domain for organizations

In earlier versions, each organization required at least one email domain, which was a limitation for some
scenarios. Starting with this release, an email domain is optional.

When no domain is specified, organization members will not be validated against domain restrictions
during authentication and profile validation.

15.3.3. Hiding identity providers from the Account Console

You can now control which identity providers appear in the Account Console based on different options
using the Show in Account console setting. You can choose to show only those linked with a user or
hide them completely.

For more information, see General configuration.

15.3.4. Enforce recovery codes setup after setting up OTP

If you have enabled OTPs and recovery codes as a second factor for authentication, you can configure
the OTP required action to ask users to set up recovery codes once they set up an OTP.

21
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15.3.5. New conditional authenticator

The Conditional - credentialis a new authenticator that checks if a specific credential type has been
used (or not used) during the authentication process. This condition is related to the Passkeys feature. It
is added by Red Hat build of Keycloak to the default browser flow to skip 2FA in case a passkey was used
to login as the primary credential.

For more information about conditional flows, see Conditions in conditional flows.

15.3.6. Recovering an account after losing 2F A credentials

Users can get locked out of their accounts when they lose their 2FA credentials. For example, a user may
have smart phone with a one-time-password (OTP) generator as a second factor for authentication.
That user might lose his phone and be locked out.

To work around this issue, users can print a set of recovery codes as an additional second factor. The
recovery codes become an alternative 2FA in the login flow. As a result, the user can gain access without
using the OTP generated passwords.

With this release, the recovery codes feature is promoted from preview to a supported feature. For
newly created realms, the browser flow now includes the Recovery Authentication Code Form as
Disabled, and it can be switched to Alternative by admins if they want to use this feature.

For more information about this 2FA method, see Recovery Codes.

15.3.7. Simplified registration for WebAuthn and Passkeys

Both WebAuthn Register actions (webauthn-register and webauthn-register-passwordless), which
are also used for Passkeys, now support a skip_if_exists parameter when initiated by the application
(AIA).

This change should make it more convenient to use the AIA in scenarios where a user has already set up
WebAuthn or Passkeys. The parameter allows skipping the action if the user already has a credential of
that type.

For more information, see Registering WebAuthn credentials using AlA.

15.4. CONFIGURING AND RUNNING

15.4.1. Enhancements for single-cluster and multi-cluster setups

This release renamed multi-site to multi-cluster. The updated documentation describes how Red Hat
build of Keycloak clusters can be optionally distributed across multiple availability-zones within a region
for increased availability. The Red Hat build of Keycloak Operator now deploys Red Hat build of
Keycloak across multiple availability zones within a Kubernetes cluster by default. Red Hat build of
Keycloak also detects split-brains within a cluster.

This change should provide better availability for users who are running Red Hat build of Keycloak in
Kubernetes clusters that span multiple availability zones.

15.4.2. Support for additional databases and versions

With this release, we added support for the following new database vendors:
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® EnterpriseDB (EDB) Advanced 17.6
® Azure SQL Database and Azure SQL Managed Instance

Where the previous documentation stated only tested database version, it now states all the supported
database versions as well.
15.4.3. Expose management interface by HTTP

Previous versions exposed the management endpoint only by HTTPS when the main interface was using
HTTPS.

Set the new option http-management-scheme to http to have the management interface use HTTP
rather than inheriting the HTTPS settings of the main interface. This change allows monitoring those
endpoints in environments where no TLS client is available.

15.4.4. Expose health endpoints on the main HTTP(S) port

With health-enabled set to true, you may set the http-management-health-enabled to false to
indicate that health endpoints should be exposed on the main HTTP(s) port instead of the management
port. When this option is false you should block unwanted external traffic to /health at your proxy.

This allows using the health endpoints in environments where the load balancer might need access to
those ports to direct traffic to the correct nodes.

15.4.5. Ability to specify a tisSecret on the Keycloak CRingress spec

To support basic TLS termination (edge) deployments by the operator, you may now set the Keycloak
CR spec.ingress.tlsSecret field to a TLS Secret name in the namespace.

15.4.6. Additional datasources configuration

Some Red Hat build of Keycloak use cases like User Federation might require connecting to additional
databases. This was possible only through specifying unsupported raw Quarkus properties in previous
Red Hat build of Keycloak versions. In this release, there are now dedicated server options for additional
datasources. This allows users to leverage additional databases in their extensions in a supported and
user-friendly way.

For more details, see Configure multiple datasources.

15.4.7. Asynchronous logging for higher throughput and lower latency

All available log handlers now support asynchronous logging capabilities. Asynchronous logging helps
deployments that require high throughput and low latency.

For more details on this feature, see Asynchronous logging.

15.4.8. HTTP access logging of incoming HTTP requests

Red Hat build of Keycloak supports HTTP access logging to record details of incoming HTTP requests.
While access logs are often used for debugging and traffic analysis, they are also important for security
auditing and compliance monitoring.

For more details, see HTTP Access Logging.
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15.4.9. Performance improvements: import, export, and migration

The time it takes to run imports, exports or migrations involving a large number of realms has been
improved. A cumulative performance degradation for each additional realm processed is no longer an
issue.

15.5. OBSERVABILITY

15.5.1. Operator creates a ServiceMonitor automatically

The Operator now includes a ServiceMonitor for the management endpoint if metrics are enabled and
the monitoring.coreos.com/v1:ServiceMonitor Custom Resource Definition is present on the
Kubernetes cluster. The specification of the ServiceMonitor takes into account the various
management endpoint configurations, to ensure that metrics can be scraped without any additional
configuration. If you do not want a ServiceMonitor to be created, you can disable this by setting
spec.serviceMonitor.enabled: false. For more details, see the Operator Guide. == HTTP access
logging of incoming HTTP requests

Red Hat build of Keycloak supports HTTP access logging to record details of incoming HTTP requests.
While access logs are often used for debugging and traffic analysis, they are also important for security

auditing and compliance monitoring.

For more information, see Configuring logging.
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CHAPTER16. TECHNOLOGY PREVIEW FEATURES

The following new features are in a Technology Preview status:

16.1. FEDERATED CLIENT AUTHENTICATION AND SPIFFE TRUST
RELATIONSHIP PROVIDER

Identity providers are now able to federate client authentication. This allows clients to authenticate with
SPIFFE JWT SVIDs, Kubernetes service accounts, or tokens issued by a OpenlD Connect identity
provider.

16.2. ROLLING UPDATES FOR PATCH RELEASES FOR MINIMIZED
DOWNTIME

In the previous release, the Keycloak Operator was enhanced to support performing rolling updates of
the Keycloak image if both images contain the same version. This is useful, for example, when switching
to an optimized image, changing a theme or a provider source code.

In this release, we extended this capability to perform a rolling update when the new image contains a
future patch release from the same major.minor release stream as a preview feature. This can reduce
the service’s downtime even further, as downtime is only needed when upgrading from a different minor
or major version.

For more details, see Rolling updates.

16.3. SHOWING CONTEXT INFORMATION IN LOG MESSAGES
You can now add context information via the mapped diagnostic context (MDC) to each log message
like the realm or the client that initiated the request. This helps you to track down a warning or error

message in the log to a specific caller or environment

For more details on this feature, see Adding context for log messages.

16.4. EXISTING TECHNOLOGY PREVIEW FEATURES

Also, the following existing features remain in a technology preview status:
® Client Secret Rotation

® JavaScript support to write custom authenticators
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CHAPTER 17. ADAPTER SUPPORT
At this version of Red Hat build of Keycloak, the following adapters are supported:
® JavaScript adapter: 26.2.1
® Node.js adapter: 26.1.1
® JBoss EAP OpenlD Connect adapter: 8.0

® Keycloak SAML Adapter RPM for JBoss EAP: 8.0
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CHAPTER 18. DEPRECATED FEATURES

The following sections provide details on deprecated features.

18.1. DISABLING FILTERING OF LDAP REFERRALS

The option spi-storage—Ildap—secure-referral to disable filtering referrals is deprecated. When this
feature is removed in a future release, filtering will then be enforced.

18.2. SPI OPTIONS SEPARATING THE PROVIDER WITH A SINGLE DASH

SPI options ending in -enabled, -provider-default, or -provider are treated as build-time options.
However, in some instances, this was not correct as a provider could have a configuration property
ending in one of those suffixes as well.

To resolve this ambiguity, and any potential ambiguity involving SPI and provider names, a new SPI
option format was introduced where the scopes and suffix are separated by --(double dash) instead of
-(dash). The new format then reads as spi-<spi-name>--<provider-name>--....

An SPI property ending in -enabled, -provider-default, or -provider should use the new format or else a
warning will be emitted. For example spi-<spi-name>--<provider-name>--enabled will be recognized
as a build-time option without a warning.

For instance, the correct way to reference your custom email template is: --spi-email-template--
mycustomprovider--enabled (not --spi-email-template-mycustomprovider-enabled).

Options using the legacy format and ending in -enabled, -provider-default, or -provider will still be
treated as a build-time option, but may not be in future releases.

18.3. KUBERNETES CACHE STACK

The kubernetes cache stack has been deprecated and will be removed in a future release. Users should
transition to the jdbc-ping stack.

Consequently, the Keycloak Operator now uses the jdbe-ping cache stack by default.

18.4. METHOD REQUIREDACTIONPROVIDER.GETMAXAUTHAGE()

The method RequiredActionProvider.getMaxAuthAge() is deprecated. It is effectively not used now.
Please use the method RequiredActionProvider.getMaxAuthAge(KeycloakSession session)
instead. This is due to enable individual configuration for required actions.

18.5. SPI-CONNECTIONS-INFINISPAN-QUARKUS-SITE-NAME

The option spi-connections-infinispan-quarkus-site-name is deprecated and no longer used for
multi-site setups, and it will be removed in the future. Use spi-cache-embedded-default-site-name
instead in setups when running with embedded distributed caches. See All provider configuration for
more details on these options.

18.6. PROPRIETARY PROTOCOL FOR CLIENT INITIATED LINKING TO
THE IDENTITY PROVIDER ACCOUNT
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When you want the user, who is authenticated to your client application, to link his or her account to a
specific identity provider, consider using the Application initiated action (AlA) based mechanism with
the action idp_link. The proprietary custom protocol for client initiated account linking is deprecated
now and might be removed in the future versions. For more information, see the Client initiated account
link section of the Server Developer Guide.

18.7. INSTAGRAM IDENTITY BROKER

In this release, the Instagram Identity Broker is deprecated for removal and is not enabled by default. If
you are using this broker, it is recommended to use the Facebook Identity Broker instead.

If you are using the Instagram Identity Broker and want to re-enable it, you can do it by enabling the
instagram-broker feature using the features server option:

I --features=instagram-broker

18.8. LOCAL ADMIN

UrlType.LOCAL_ADMIN and the corresponding welcome theme variable localAdminUrl have been
deprecated for eventual removal. The default welcome resource will now simply mention localhost
rather than providing a URL when an admin user has yet to be created.

18.9. PASSWORD POLICY RECOVERY CODES WARNING THRESHOLD

In relation to supported Recovery codes, we deprecated the password policy Recovery Codes Warning
Threshold. This password policy might be removed in the future major version of Red Hat build of
Keycloak. This password policy was not related to passwords at all, but was related to recovery codes,
and hence using password policy is an inappropriate way to configure this threshold. It is better to use
the Warning Threshold configuration option of the Recovery Authentication Codesrequired action.
For more details, see Recovery Codes.

18.10. SCOPE.GETPROPERTYNAMES

The org.keycloak.Config.Scope.getPropertyNames method has been deprecated for removal.

18.11. DISPLAYTEST FIELD IN CONSENTSCOPEREPRESENTATION

The displayTest field in the ConsentScopeRepresentation class returned by the Account REST
service has been deprecated due to a typo in its name. A new field displayText with the correct spelling
has been added to replace it. The old field will be removed in Red Hat build of Keycloak 27.0. The
Typescript code ConsentScopeRepresentation for the Account Console already contains only the new
field.

18.12. LIFETIME OF OFFLINE SESSION CACHES

The options --spi-user-sessions--infinispan--offline-session-cache-entry-lifespan-override and --
spi-user-sessions--infinispan--offline-client-session-cache-entry-lifespan-override are now
deprecated for removal.
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Instead use the options cache-embedded-offline-sessions-max-count and cache-embedded-
offline-client-sessions-max-count to limit the memory usage if the default of 10000 cache offline
user and client sessions does not work in your scenario.

18.13. PASSKEYS CONDITIONAL Ul AUTHENTICATOR

The authenticator Passkeys Conditional Ul Authenticatoris deprecated and disabled by default. It
now requires the feature passkeys_conditional_ui_authenticator to be explicitly enabled during
server startup. This allows administrators to start the server and re-configure authentication flows for
passkeys authentication in a recommended way as described in the Passkeys chapter in the Server
Administration Guide. A future major version will remove the feature and the Passkeys Conditional Ul
Authenticator.

18.14. MODIFYING DEFAULT CACHE CONFIGURATIONS IN THE CACHE
CONFIG FILE

All Red Hat build of Keycloak default cache configurations have been removed from conf/cache-
ispn.xml. Configuration of the default cache configurations in conf/cache-ispn.xml, or in a custom file
via --cache-config-file, without specifying --cache-config-mutate=true is now deprecated and will log
a warning.

In a future major release, the start-up will fail if default cache configurations are stated in those files and
the option is not specified.

18.15. SIMPLIFIED API FOR USERSESSIONPROVIDER

In order to retrieve a client session via UserSessionProvider#getClientSession, you no longer need to
pass in the client session ID. The old methods have been deprecated and will be removed in a future
release. You should also review the other methods that are deprecated for removal in this class.

18.16. SIMPLIFIED API FOR AUTHENTICATEDCLIENTSESSIONMODEL

The clientld note in the authenticated client session is an internal note present only when using the
embedded caches, and is now deprecated for removal. Instead, use the getClient() method.

18.17. SENDING OPENID CONNECT CLIENT SECRET BY BASIC
AUTHENTICATION WITHOUT URL ENCODING

In a scenario where Red Hat build of Keycloak acts as a broker and connects by OpenlD Connect to
another identity provider, you can choose to send the client secret as Client secret sent as HTTP Basic
authentication without URL encoding (client_secret_basic_unencoded). While this violates RFC6749, it
can be used to keep the default behavior of earlier versions of Red Hat build of Keycloak.
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CHAPTER 19. REMOVED FEATURES

The following features have been removed from this release.

19.1. JBOSS.SITE.NAME AND JBOSS.NODE.NAME

Both system properties have been used internally within Keycloak and have not been part of the official
documentation. Red Hat build of Keycloak will fail to start if those are present.

Instead, use the command line option spi-cache-embedded-default-site-name as jboss.site.name
replacement, and spi-cache-embedded-default-node-name as jboss.node.name replacement. See
All provider configuration for more details on these options.

19.2. KEYCLOAKSESSIONTASK.USEEXISTINGSESSION METHOD

KeycloakSessionTask.useExistingSession was only useful to private server logic. Now that this logic
has been refined, no need exists for this method.

In previous releases, there was a default implementation in the interface returning false and it is unlikely
that it was overwritten in implementations.
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CHAPTER 20. FIXED ISSUES

Each release contains fixed issues:

Red Hat build of Keycloak 26.4.15 fixed issues
Red Hat build of Keycloak 26.4.14 fixed issues
Red Hat build of Keycloak 26.4.13 fixed issues
Red Hat build of Keycloak 26.4.12 fixed issues
Red Hat build of Keycloak 26.4.11 SP1 fixed issues
Red Hat build of Keycloak 26.4.11 fixed issues
Red Hat build of Keycloak 26.4.10 fixed issues
Red Hat build of Keycloak 26.4.9 fixed issues
Red Hat build of Keycloak 26.4.8 fixed issues
Red Hat build of Keycloak 26.4.7 fixed issues
Red Hat build of Keycloak 26.4.6 fixed issues
Red Hat build of Keycloak 26.4.5 fixed issues
Red Hat build of Keycloak 26.4.4 fixed issues

Red Hat build of Keycloak 26.4.2 fixed issues

CHAPTER 20. FIXED ISSUES
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CHAPTER 21. SUPPORTED CONFIGURATIONS

For the supported configurations for Red Hat build of Keycloak 26.4, see Supported configurations.
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CHAPTER 22. COMPONENT DETAILS

CHAPTER 22. COMPONENT DETAILS

For the list of supported component versions for Red Hat build of Keycloak 26.4, see Component
details.
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