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OpenShift Container Platform 7 5 24 —E1 4 NIIREICERZHTTWE I, AETIEHEW
ICERTINE—BH X VT F—VRYZRIVDBEICDWTHBALET,


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-index
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2523 10317 (RUN-ONCE) ¥ X ¥

OpenShift Container Platform D4 ~ X b —JL{&, RA MDA L—XRE[TEZMRT T HDICT AT L
ANDENMDEENBEICRZIBEDNHY T,

INSIETERT (run-once) ¥ A7 & LTHEIN, INHLDIRVIFKRDERICELTVWDOTER
TTEZXY,

2.1. NTP [A&H

NTP (XY RD—2084L7OMI) &, BICARAMNHARKETEAPLET, BEORHHIE. OJ0D
RERYAM LRI Y TREDEEIIKET 2REICEETH Y. OpenShift Containter Platform M EJL
NICEAI NS Kubernetes TERT 25 Z &M@ HEE I EX T, OpenShift Container Platform M1
EICIZ eted ) —4 —DFEIR, Pod 8LV ZOMDBEEDANILZAF v VDR EEN. T SIEFEDT
NOREEHCDICRIEET,

pa 3

OpenShift Container Platform € ~ 2 k —JU Playbook (&, 77 #JL N TNTP #—E X
ERETZEDITnp Ny r—I% 4 VA M=)LL, BMIIL, BRELET, O
EEWMICT BICIE. 4 RV M) —7T 71 )LIC openshift_clock_enabled=false % 5% &
LEJ, RRA K chrony Ry 5 —I BT TICA VA M—ILEINTWBIFE. ntp/Ny
T—V%ERTZRDYICNTP Y —EREZRET LD ICEREINZE T,

AVAYVAILE2TIE, NTPAT 74 MTEICINTVWARAWGELIHY EFT, "RA KNS NTP %
FHTEILIICEREINTWE I EAHETRICIE. UTEETLET,

$ timedatectl
Local time: Thu 2017-12-21 14:58:34 UTC
Universal time: Thu 2017-12-21 14:58:34 UTC
RTC time: Thu 2017-12-21 14:58:34
Time zone: Etc/UTC (UTC, +0000)
NTP enabled: yes
NTP synchronized: yes
RTC inlocal TZ: no
DST active: n/a

NTP enabled & NTP synchronized O A A yes D&, NTP B IEEMICINTVWET,
no MIB4E. ntp 72k chrony RPM Ry r—I %4 VA M—=JL L, BRITLET,

np /Xy r—2%4 VA=)V BICIE. LTFOITY REEITLET,

I # timedatectl set-ntp true

chrony N\ 5 —S% A VA M—=I)LTBICE, LFOAYY REETLET,

# yum install chrony
# systemctl enable chronyd --now



5823 1[0]3217 (RUN-ONCE) ¥ 2 ¥

BF

RFEDEEIE. NTPZFEAL TV D, TOMOFEEZFEALTLEHNICHDDL LT,
VA9 —ADITRTDERANTHAPICINTVWIRENHY TT,

timedatectl A~V K, ¥4 LAYV —VBLVBFFTOREBICOWVWTOFEMIL. HEFEEZDERE 8LV
UTC, 4 LYV =, BLUVDST #8BLTLIEIW,

22. T hOE—

OpenShift Container Platform T hOE—%FERALTID £7/2IESSL M5 74 v 9 REDAF TP T
JMNDEBEEMLET, CNOSDBEEIFIR IV EZTTTHDICHRRIY MAOE—PHEINSXT
FHELEYT, toRzyhOE—PAWVnE, I—RIVIFBEYRAE—RTCINSDEHEZENRT B &
NTEFtHA, THICEY, Y4LTITMDELKY., EXF2T7REBEHENMEESINZTEMELHY F
-a—o

MAARSIY POE—ZHERIBICIE, UTZRTLET,

$ cat /proc/sys/kernel/random/entropy_avail
2683

FAYTERTY hOE—R ISR —HADIRNTDORA NTHRIET 2VRENHY ¥, TDfEIF. 1000
FYKREWMEICEEEYT S ENEYTY,

pa 3

RedHat Tl ZODEZEZS9—F5Z&. BLUVIDEN 800 KiEDIFHICITES
RITTDIEEWHRLTWET,

F/olE, mgtest AV Y REFRATZ &, +ORIY MOE—EIFTRL, YRATLN+oRITY MO
E—% 24— K TE2HDEIDERABTEET,

I $ cat /dev/random | rngtest -c 100

rngtest 1< >~ K& rng-tools TFIATE Y,

LEDHIYRIVDETICH IO WDEREI I BEE. MEFTELATY hAE—F+2ICRNWT EERL
TWE 9,

CTHEROREICE > TR, BROAETIY NOE—%AEPT I ENATEES, FMICOVWTIE, 5
5?7 0% (https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/)
EHRLTLEIV,

WEIL rng-tools /Xy r—Y% 4 VA M—=)LL, mgdH—EREEMICLTI Y bOE—2RIES
ZENTEET,

# yum install rng-tools
# systemctl enable --now rngd

mgd f—EXREHTZE, TV MOE—IEF+DRLARIVICBIZ EFLNZIET T,

23. T 7AW BNRINLVL—=2 O S RADF VY


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/chap-configuring_the_date_and_time
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/s1-utc_timezones_and_dst
https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/
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BICTOEY a =V IINBKEA ML —Y OB AMBEEEHRTZICE. TIFILMDRAMNL—Y
T52AEHZ L THDBENHYET, 1 VAMN—IVEIZ, TOT 74 MRAMNL—Y U5
Amazon Web Services (AWS). Google Cloud Platform (GCP) R EDHED Y 50 K 7FO/NA ¥ —IZD
WTEEINZT,

FIAILRNRANL—VISAAERZRINTVWDL I EAERTDICIE. UTFAETLET,

$ oc get storageclass

NAME TYPE

ssd kubernetes.io/gce-pd
standard (default) kubernetes.io/gce-pd

LEEOHAIE GCP TEITIN TS OpenShift Container Platform 1 Y R VAN LELNZEDT
¥, T I TlE. 1Z%# (HDD) 8L U'SSD D 2 FBFEHDXKHA ML —IU D FARBETT, ANL—IYU TR
AEZINTLVAWGEY, WThET 74 ME LTEREINRTULARWGEICIE, BMTOEY 3 =
VIERANL=UOZADENR DV avESRL, ANV OIS ADREREERRL TS
W,


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-dynamically-provisioning-pvs

FIBRBAIRAF TV

EIZRBEBAINRF VY

2D kEwY 7 TlE, OpenShift Container Platform 7 5 R4 —8 L UEEI VR—Xx ¥ MO2AB L
2HEERTSIFIEICOVWT, FLFEINZHEICOVWTHALET,

ZRBAVEA—XRVMNORIETOBRICDODVWTIRETZ 2 &IF, BEDOMNS TV 2 —FT 4 v JIlBITS
RODRATY TICRYET, BEIPRELTVWRHEICIE., ORI a Vv TREEINEF v V%5 (&
FALTHEEEZSZIHTEEY,

3L 2R ABRIEANIVAF VY

OpenShift Container Platform 7 5 24 —D &AM A R T 272D, 7TV r—vavoty
TFIEEIRL, T7OMLET,

FIR

1. validate & W\ D ZRIOHFHR 7O =7 b, 8 &L U cakephp-mysql-example 7> 7L — kH 5
TINVG—=>a vy FIVEERLET,

$ oc new-project validate

$ oc new-app cakephp-mysqgl-example
OJ7%ZERLTHLEILRICEAXT,
I $ oc logs -f bc/cakephp-mysgl-example

[ B

2. EWRDPRTTDE, T—IR—RETTVr—30D2DODPod NEITINBIETTY,

$ oc get pods

NAME READY STATUS RESTARTS AGE
cakephp-mysql-example-1-build  0/1 Completed 0 im
cakephp-mysqgl-example-2-247xm 1/1 Running 0 39s
mysql-1-hbk46 11 Running 0 im

377N —3 v URLICTIVERALET, Cake PHP 7L — L7 —2J @ welcome R—I MK
TINBIET T, URL Tld cakephp-mysgl-example-validate.<app_domain> & L\ 5 2=
EFEALTVWET,

4. HWEEDFEERKIL, validate 7OV TV MEHIBRTE T,
I $ oc delete project validate

7OV NADTRTOD) YV —REHIBKRINET,

3.2.PROMETHEUS %A L 7=7 5 — N DERK

OpenShift Container Platform & Prometheus Z#f& L T, EYV a1 7IVERY 75— b Z2/EHR L. RIE
ICEAT 2MENRET DRNICEMTESLIICLET, INOHDMEEICKEK. / — RDEE, PodICL 2
CPU FREAE) —DBRRFERALRENEITNIT,

#FHE. Prometheus 7529 —E=4—1) T ZZRLTIEI WL,

3.3. R A NOESM


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/configuring_clusters/#prometheus-cluster-monitoring
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DSAY—DBEB L TVWDIEEHERTDICIE. TRY—A VAIVRICEHEL, UWTEETLET,

$ oc get nodes

NAME STATUS AGE  VERSION
ocp-infra-node-1iclj Ready 1h v1.6.1+5115d708d7
ocp-infra-node-86qr Ready 1h v1.6.1+5115d708d7
ocp-infra-node-g8qw Ready 1h v1.6.1+5115d708d7
ocp-master-94zd Ready 1h v1.6.1+5115d708d7
ocp-master-gjkm Ready 1h v1.6.1+5115d708d7
ocp-master-wc8w Ready 1h v1.6.1+5115d708d7
ocp-node-c5dg Ready 1h v1.6.1+5115d708d7
ocp-node-ghxn Ready 1h v1.6.1+5115d708d7
ocp-node-w135 Ready 1h v1.6.1+5115d708d7

EROISRY—Y VTIPS, 3DDIYRY—KAM 3DDAVISAMNZVFv—/—KREKER
M BLUP3DD/—RERANTHREINTWSEZE, TRTETHTHBIENDNYET, Inb
WBIRTEFTHTY, 77RA9—ADITRTDORAMNZOEDICRKRRIINET,

Ready A7 —4 2. YRYI—HKRA KA/ —RAZNEBETE, /— RA Pod 5 LT T = B HREEI
HBIEERLET (RTT 21— Y IHREMICIATUNS / — REBKR ),

etcd V¥V R%E{TT BHIIC, etcdconf 7 7M1 IILE=ERIESL X,
I # source /etc/etcd/etcd.conf

etedetl AV Y REFEAL T, IRTDYRY— VRY VAN LERMA eted DANIVRART—9 X%
BERTEEY,

# etcdctl --cert-file=SETCD_PEER_CERT_FILE --key-file=$ETCD_PEER_KEY_FILE \

--ca-file=/etc/etcd/ca.crt --endpoints=$ETCD_LISTEN_CLIENT_URLS cluster-health
member 59df5107484b84df is healthy: got healthy result from https://10.156.0.5:2379
member 6df7221a03f65299 is healthy: got healthy result from https://10.156.0.6:2379
member feabdfedf3eecfa3 is healthy: got healthy result from https://10.156.0.9:2379
cluster is healthy

2L, BAENMITONEYRI—RA M ZE®H, etcd RA MIDWTOFMIERZIG T 2 ICIE. LT
ZERITLEYS,

# etcdctl --cert-file=SETCD_PEER_CERT_FILE --key-file=$ETCD_PEER_KEY_FILE \
--ca-file=/etc/etcd/ca.crt --endpoints=$ETCD_LISTEN_CLIENT_URLS member list

295750b7103123e0: name=ocp-master-zh8d peerURLs=https://10.156.0.7:2380

clientURLs=https://10.156.0.7:2379 isLeader=true

b097a72f2610aea5: name=ocp-master-qcg3 peerURLs=https://10.156.0.11:2380

clientURLs=https://10.156.0.11:2379 isLeader=false

feabdfedf3eecfa3: name=ocp-master-j338 peerURLs=https://10.156.0.9:2380

clientURLs=https://10.156.0.9:2379 isLeader=false

etcd VSR —DTRY—H—ERERBUGBMAICEEEINTWVWRIZAIETRTD etecd RRAMITT R

H—RAREDNEENETTH, etcd T—EXDBLZDKRA N TRITINTWVWIHBEIFZNSD eted R
APMNEDIART—EBERRIINITT,

10



FIBRBAIRAF TV

R

etedctl2 (&, V2 T—49ET)INDetcd VS RI—DITYY—IFERTZ 7S 7NEEN
% etcdetl V—ILDIA Y P7RATY (V3T -9 ETIL DB etedctl3),

34.)—49—BLUOLIRAMN)—DESMHE
W= —H—EAREFTINTWVWEINE DD ERERT BICIE. ULTEETLET,

$ oc -n default get deploymentconfigs/router
NAME REVISION DESIRED CURRENT TRIGGERED BY
router 1 3 3 config

DESIRED & & U* CURRENT 5 DfEIL / — KR A DBUZ—BL TWBIE T TT,

LYZ MY —DRF—H RERRT ZHBAEALITY FEFEALET,

$ oc -n default get deploymentconfigs/docker-registry
NAME REVISION DESIRED CURRENT TRIGGERED BY
docker-registry 1 3 3 config

R

AVFTF—AA=—VLIYRAN) =DMV RI VREBHEITT5ICE. #HTOERIC
LBEXAHEYR—PFNFTBENYITVRAMNL=UHDPMETYT, BIRLIEZAIVITR
NSO Fv—TONAYT—ICZDOHEDREEFNTUVRWGEICIE, JVTF—AX—=Y
LYZANY—DE—A VRV ADRITHIHFIINET,

FTRTDPod BNEITHTHBD I &, BLUVEDRAMNTERITHTH BN %R T 2ICIE. UT2ET
LET,

$ oc -n default get pods -0 wide

NAME READY STATUS RESTARTS AGE IP NODE
docker-registry-1-54nhl - 1/1 Running 0 2d 172.16.2.3 ocp-infra-node-tl47
docker-registry-1-jsm2t  1/1 Running 0 2d 172.16.8.2 ocp-infra-node-62rc
docker-registry-1-gbtdg  1/1 Running 0 2d 172.16.14.3 ocp-infra-node-xrtz
registry-console-2-gbhcz  1/1 Running 0 2d 172.16.8.4 ocp-infra-node-62rc
router-1-6zhf8 11 Running 0 2d 10.156.0.4 ocp-infra-node-62rc
router-1-ffgdg 11 Running 0 2d 10.156.0.10 ocp-infra-node-tl47
router-1-zqgxbl 11 Running 0 2d 10.156.0.8 ocp-infra-node-xrtz

p=
. OpenShift Container Platform AV 7+ —A X =YL IR N —%AFRLTW315
A A, ALY AN —H—ERIFETHFTHIUELNHY FHA,
3.5. ?‘ w ND—2 j:%l\j’l::
xY N7 —0FKEICIE. /—ROWERDI ZRY—Fy hT—20 & Pod DxFEEAD SDN (Software
Defined Network) EWD 2 DDEEL R Y NT—VBAEFEFNZE T, OpenShift Container Platform (&

BHDORY NI—VBREEYR—bML, TNHDRERFEDSI VIZANSIFv—70ON(5—@
FICRBELEINDZEDNELLSHYET,

1
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R

XY NT—IODEMTHEIEND, AETRINRTOREES TV FICDODVWTIFRWE
ﬁ/\lo

35.1L. Y RY—KRAX NTOESEME
etcd BLUTARAY—KA M

TAY—H—ER L etcd F—ERAMNT7A2FRLTZENSORREEZ#MIFLET, YRY—& etcd
H—ERABDEEIF. TNODetcd T—ERDRTRY—KRA MNDOREIUBAICENM N TWSIHEETE.
etcd U—EZXBICDABEINDIHRRA N TEITINTVWRBETEHEEERILARYEY, ZODBEIXTCP
R—h 23795 £ 102380 TERITINET, COBEEFTVITEHIHEIIDODVWTIE, RAMDESME
DEIVavESBLTIEIV,

SkyDNS

SkyDNS (&, OpenShift Container Platform TETIN 20— ALY —EXDZFIEREITVWET,
DH—ERIEZTCP LV UDPR— b 8053 AL 9,

BRIFRZHERT 210, LTFEETLET,

$ dig +short docker-registry.default.svc.cluster.local
172.30.150.7

ISEDNUTOHAIC—HT 2355, SkyDNS Hr—E R ILBEUICHBEL TWB 2 &ILRY ET,

$ oc get svc/docker-registry -n default
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
docker-registry 172.30.150.7 <none> 5000/TCP 3d

APIY—EXBEL T WebaAV—IL

APIH—EXBLUWeb AV Y —ILIZELLEAMUR—M (Y M7y FICL>TERY FTH, BE
I TCP 8443 /13 443) #HBL T, COR—MIIFRHY—AT, 7704 INERETHE
XTDVEOHDITRTDLI—HF—ICE>THAFAREMRETHIVEDNHY FT, TOR— MIEE
THHOICFEAIND URLIEAE VS RY—BLVCAE IS4 TV NRICERZBEDNHYET,

LUFDBITIE. https://internal-master.example.com:443 URL ISHER I S X 4 —
T. https://master.example.com:443 URL [EAEBV 54 7 N THEAINTWE Y, FED/ — KK
ARTUTZERITLET,

$ curl -k https://internal-master.example.com:443/version
{
"major": "1",
"minor"; "6",
"gitVersion": "v1.6.1+5115d708d7",
"gitCommit": "fff65cf",
"gitTreeState": "clean",
"buildDate": "2017-10-11T722:44:25Z7",
"goVersion": "go1.7.6",
"compiler": "gc",
"platform": "linux/amd64"

12


https://internal-master.example.com:443
https://master.example.com:443

FIBRBAIRAF TV

NRISATYRDRY NT—IDLEERANRTHEILENHY X,

I $ curl -k https://master.example.com:443/healthz
ok

RIPE L UHEB~ A9 — URL DRE

ROAR Y RZEALT, REBI SR —ENRI ATV MIEL>TERAINS URL ZHBITERX
¥. URL DB, BIDBEICHY T,

REY 528 —URL ZHIBI T BICIE, RDOELIICLET,
I $ grep masterURL /etc/origin/master/master-config.yaml

NEY SA4 7 MURL ZHIBIT BICIE. RDEDICLET,

I $ grep masterPublicURL /etc/origin/master/master-config.yaml

3.52. /— KAV RY YV ZATOELME
Pod DBEICERINS /—KTDOSDN#EfKIX., 774/ N TUDPR—b 4789 % EHL 9,

J—REANDOMEEAEERT ZICIE. FIRT7 IV r—ravaERLET, UTOFITIE, /—KbH4
VISANSOFv¥—/)—RTEFTINTVWRAVYTF—AA—ILIRAN)—IZFETEDRLDIC
o> TWET,

FIE

L FRIOV ) MEERLET,
I $ oc new-project sdn-test

2. httpd 77U r—>ava7F7O4 LET,
I $ oc new-app centos/httpd-24-centos7~https://github.com/sclorg/httpd-ex
EIWRDTET T2 THRELIT,

$ oc get pods

NAME READY STATUS RESTARTS AGE
httpd-ex-1-205hz  1/1 Running 0 34s
httpd-ex-1-build 0/1 Completed 0 im

3. EfTHOD Pod ICEHLET,
I $ oc rsh po/<pod-name>
UTFEFICRY X7,
I $ oc rsh po/httpd-ex-1-205hz

4, REBLIARNY—H—E RO healthz /N2 AR LT,
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$ curl -kv https://docker-registry.default.svc.cluster.local:5000/healthz

* About to connect() to docker-registry.default.svc.cluster.locl port 5000 (#0)
* Trying 172.30.150.7...

* Connected to docker-registry.default.svc.cluster.local (172.30.150.7) port 5000 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb

* skipping SSL peer certificate verification

* SSL connection using TLS_ECDHE_RSA_WITH_AES_ 128 GCM_SHA256
* Server certificate:

* subject: CN=172.30.150.7

* start date: Nov 30 17:21:51 2017 GMT

* expire date: Nov 30 17:21:52 2019 GMT

* common name: 172.30.150.7

* issuer: CN=openshift-signer@1512059618

> GET /healthz HTTP/1.1

> User-Agent: curl/7.29.0

> Host: docker-registry.default.svc.cluster.local:5000

> Accept: */*

>

< HTTP/1.1 200 OK

< Cache-Control: no-cache

< Date: Mon, 04 Dec 2017 16:26:49 GMT

< Content-Length: 0

< Content-Type: text/plain; charset=utf-8

<

* Connection #0 to host docker-registry.default.svc.cluster.local left intact

sh-4.2%$ *exit*
HTTP/1.1 200 OK [5& . / — KA @EUICEKGINTWSE I EARLTVWET,
5 F28NFOvz o bEIV)V—=V Ty TLET,

$ oc delete project sdn-test
project "sdn-test" deleted

6. /—RKRANMITCPAR—KF10250 %) vy AV LTWEY, TOR—MI/—REDTRTD
RAY—=DETIEATEZRELNHY., EZV—DIFRAY—IIT 704 INBHEITIE
AVISANSIFv—/)—RPITRTDAVRAIVADIDR—NIT I EEATEENEL
HYFEF, COR—NTHIIINTLWSZEEIIUTOIOYY RTHRHETEEY,

$ oc get nodes

NAME STATUS AGE  VERSION

ocp-infra-node-1iclj Ready 4d v1.6.1+5115d708d7
ocp-infra-node-86qr Ready 4d v1.6.1+5115d708d7
ocp-infra-node-g8qw Ready 4d v1.6.1+5115d708d7

ocp-master-94zd Ready,SchedulingDisabled 4d v1.6.1+5115d708d7
ocp-master-gjkm Ready,SchedulingDisabled 4d v1.6.1+5115d708d7
ocp-master-wc8w Ready,SchedulingDisabled 4d v1.6.1+5115d708d7

ocp-node-c5dg Ready 4d v1.6.1+5115d708d7
ocp-node-ghxn Ready 4d v1.6.1+5115d708d7
ocp-node-w135 NotReady 4d v1.6.1+5115d708d7

LEEDHEATIL, ocp-node-wi135 / — KD/ — RHY—ERIIXAY—H—ERNEZETEZFHE
Ao ZhiE NotReady A7 —¥ A THRINTWVWET,
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7. REDOHY—EXRIE, BEDIL— b % OpenShift Container Platform ¥ 5 249 —CR{TIN 3 &
PR —ERIHBET HIN—F9—TF, IL—F—Lingress N T4 v VRADA VI SANZY
Fr—/—RDTCPR—h80BLUM3%Z) v AV LET, IL—F—%HAEIEBAEIIC,
DNS AR EINZBENHY £,

$ dig *.apps.example.com

; <<>> DiG 9.11.1-P3-RedHat-9.11.1-8.P3.fc27 <<>> *.apps.example.com
;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45790

;; flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:
;F.apps.example.com. IN A

;; ANSWER SECTION:
*.apps.example.com. 3571 IN CNAME apps.example.com.
apps.example.com. 3561 IN A 35.xx.xx.92

;; Query time: 0 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Tue Dec 05 16:03:52 CET 2017
;; MSG SIZE rcvd: 105

IP7 KL R (ZDHEIE 35.xx.xx.92) (&, ingress N7 74 v I ETRTDA VT ZANSY
Fvy—/—RNIIOBIEZ2O0-MNSUH—%E R4V NT2RETTY, IL— NOKEEEERT
51, LYAN)—H—ERZBEFIVvITHI2MUEIHYITTH, SEEEINEZI TR
T—HDNLERITLET,

$ curl -kv https://docker-registry-default.apps.example.com/healthz

* Trying 35.xx.xx.92...

* TCP_NODELAY set

* Connected to docker-registry-default.apps.example.com (35.xx.xx.92) port 443 (#0)

< HTTP/2 200

< cache-control: no-cache

< content-type: text/plain; charset=utf-8

< content-length: 0

< date: Tue, 05 Dec 2017 15:13:27 GMT

<

* Connection #0 to host docker-registry-default.apps.example.com left intact

36. ANL—Y

TRAY—AVAIVATIE, NarT4 LI N —IC40GB UL EDT 4 RV BENIMNETY, dia< v
RAEFAHALTIYRAY—HKRANDT A RV EREAHERLET,

$ df -hT

Filesystem Type  Size Used Avail Use% Mounted on
/dev/sdal  xfs 45G 2.8G 43G 7%/

devtmpfs devimpfs 3.6G 0 3.6G 0% /dev
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tmpfs tmpfs 3.6G 0 3.6G 0% /dev/shm
tmpfs tmpfs 3.6G 63M 3.6G 2% /run

tmpfs tmpfs 3.6G 0 3.6G 0% /sys/fs/cgroup
tmpfs tmpfs  732M 0 732M 0% /run/user/1000
tmpfs tmpfs  732M 0 732M 0% /run/user/0

J—=RA VRV ATl Ivar T4 L2 M) —IC15GB Ll E%, Docker A kL —Y (ZDIBEI
Ivar/lib/docker) ICE 5IC15GBUAENBETT, VTR —DHY A X% Pod ICHER—RHRR b
L—YDOBREICIG LT, BlD/R—F 1 2 3 %/ — K_ED /var/lib/origin/openshift.local.volumes |
ERR S DHENDHY T,

$ df -hT

Filesystem Type  Size Used Avail Use% Mounted on

/dev/sdal  xfs 25G 2.4G 23G 10%/

devtmpfs devimpfs 3.6G 0 3.6G 0% /dev

tmpfs tmpfs 3.6G 0 3.6G 0% /dev/shm

tmpfs tmpfs 3.6G 147M 3.5G 4% /run

tmpfs tmpfs 3.6G 0 3.6G 0% /sys/fs/cgroup

/dev/sdb xfs 25G 2.7G 23G 11% /var/lib/docker

/dev/sdc xfs 50G 33M 50G 1% /var/lib/origin/openshift.local.volumes
tmpfs tmpfs  732M 0 732M 0% /run/user/1000

Pod DR R b L — & OpenShift Container Platform 7 2 29 —%E{T9 54 Y 24~ AL TUIE
INZBENFHYET, Pod DGR 2—LIFA VISRV Fy—TONM ¥ —I1l&>TTOE
vazZrvJyIhdh. F7zlk Container Native Storage ¥ 7z (& Container Ready Storage #{FH L T
AEYazvJ/TEET,

3.7.DOCKER X b L—¥

Docker R AL =Y 2 DDA T2 avDELLNTHR—MINET, 1DEOA S avVidTFNM1R
RYN—%FRALAEY Y T—ILRIERY 2 —LT, 220BDA TV avidoverlay2 774 IV AT A
(Red Hat Enterprise Linux /X\—> 3> 74 LIf&) T, @EIEEY b7y THABB TR T+ —< VAN
BIEINBDT, overlay2 77 M LY AT LDHRINE T,

Docker A hL—YF 4 X7 1% /var/lib/docker & LTY DY b3, xfs 77 ANV AT LTI #—
Ty hENFF, Docker AL —T L overlay2 77 ALY AT LEFERTEEIICKREINET,

$ cat /etc/sysconfig/docker-storage
DOCKER_STORAGE_OPTIONS='"--storage-driver overlay2'

IDARL—=Y RSA /8= Docker ICE > THEAIND I =R T 2ICIE. UTFZRITLET,

# docker info
Containers: 4

Running: 4

Paused: 0

Stopped: 0

Images: 4

Server Version: 1.12.6
Storage Driver: overlay2
Backing Filesystem: xfs
Logging Driver: journald
Cgroup Driver: systemd
Plugins:
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Volume: local

Network: overlay host bridge null
Authorization: rhel-push-plugin

Swarm: inactive

Runtimes: docker-runc runc

Default Runtime: docker-runc

Security Options: seccomp selinux

Kernel Version: 3.10.0-693.11.1.el7.x86_64
Operating System: Employee SKU

OSType: linux

Architecture: x86_64

Number of Docker Hooks: 3

CPUs: 2

Total Memory: 7.147 GiB

Name: ocp-infra-node-1clj

ID: T7T6:1QTG:WTUX:7BRU:5FI4:XUL5:PAAM:4SLW:NWKL:WU2V:NQOW:JPHC
Docker Root Dir: /var/lib/docker

Debug Mode (client): false

Debug Mode (server): false

Registry: https://registry.redhat.io/v1/
WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled
Insecure Registries:

127.0.0.0/8

Registries: registry.redhat.io (secure), registry.redhat.io (secure), docker.io (secure)

3.8.API —EXDRAT—4 X

OpenShift API H—E R ETRTDIRYI—A VY RIVATEITINT, Y—ERXRDRAT—49 A %R
¥ %ITIE. kube-system O 4 N T master-api Pod 2R~ L £,

oc get pod -n kube-system -l openshift.io/component=api

NAME READY STATUS RESTARTS AGE
master-api-myserver.com 11 Running 0 56d

APIH—ERIE, APIRR MEAEFERALTHAETITY) —TEB3ANIVRF v IR ALET, AP
H—EXBLUWeb IV Y =X EELERAUR—bM (Y 7Yy FICE>TERY ETH. BEIE
TCP 8443 713 443) 2B LET., COR—MIISTRAI—AT, LT O ShAERETHEE
TEVEDOHEZTRTOI—F—ICE>THRTRELARETHIDLELNHY T,

oc get pod -n kube-system -o wide

NAME READY STATUS RESTARTS AGE IP NODE
master-api-myserver.com 1/1 Running 0 7h 10.240.0.16
myserver.com

$ curl -k https://myserver.com:443/healthz ﬂ
ok

ﬂ INEIZAT7MDRY NT— D LEERRETHIBENHYFET, ZOHIDOWeb IV Y —
JLIR— b & 443 TF, OpenShift Container Platform & 704 X ¥ FDREIIZ, A M YRV K
|) —2 7 1 )L T openshift_master_console_port ICEEEIN/=EZIBE L %

9, openshift_master_console_port B’1 XY M) =T 7 IJLICEEFNTULWRWEEICIE.
R— KN 8443 1T 74 N TEREINET,
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3.9. Oy hO—>—0O—JLDWREE

OpenShift Container Platform 3> hO—5—H—ERETRTDIYRY—KRAMNTHATEEXY, &
DY—ERFTIT14T/NyvTE-RTEFTIN, BIC1IDDYRI—TOHETINET,

OpenShift Container Platform 3> bO—5—&, ZOHY—ERZETTEHRA M2 ZRT Z2FIRZE
TLEYT, BEERTINTWVWSEIL kube-system 7O =7 MIREEIN 245572 configmap O 7
JT—YavIilREINET,

cluster-admin 21—H%—¢ LT hAO—5—HY—ERXR%EZETTEZ3VYRAYI—FKRANEERLE T,

$ oc get -n kube-system cm openshift-master-controllers -o yami
apiVersion: v1
kind: ConfigMap
metadata:
annotations:
control-plane.alpha.kubernetes.io/leader: '{"holderldentity":"master-ose-master-0.example.com-
10.19.115.212-dnwrtcl4","leaseDurationSeconds":15,"acquire Time":"2018-02-
17T18:16:54Z" "renewTime":"2018-02-19T13:50:33Z2","leaderTransitions":16}'
creationTimestamp: 2018-02-02T10:30:04Z
name: openshift-master-controllers
namespace: kube-system
resourceVersion: "17349662"
selfLink: /api/vi/namespaces/kube-system/configmaps/openshift-master-controllers
uid: 08636843-0804-11e8-8580-fa163eb934f0

<Y Rk, LLFD & S IC control-plane.alpha.kubernetes.io/leader 7 / 57— 3 > ®
holderldentity 7O /35 4 —NICRAEDNDT R —ar hO—Z5—%2HALZE T,

I master-<hostname>-<ip>-<8_random_characters>
UFoav Y RZERALTHENDZT ALY —L, YRI—KRAMDKRAMEZRRELET,

$ oc get -n kube-system cm openshift-master-controllers -0 json | jq -r '.metadata.annotations]] |
fromjson.holderldentity | match("*master-(.*)-[0-9.]*-[0-9a-z]{8}$") | .captures[0].string'
ose-master-0.example.com

3.10. Bl R R AERXE AL (MTU) U A4 XDHEER

BRAREEENMN (MTU) 252952 &ICL Y, SSLAIFAEDREE LTYRAAL—REE LI HE 58
MDOHBDRY NT—VDEREREEAHSCIENTEET,

NIy MR HTTP TEEINDE MTUHS A XEYEREKAZFE. MEBRY ND—2)IL—9 =357 —
HIEREETDEDITNNTYy NEEBD/NN Ty MIDBEITEEY, 27ZL. Ty KA HTTPS TEEES
NEZMTUH A ZLYEREVWE, L—F—FZDRTy ho ROy THEBEIICEITLET,

AVAN—=ILTIE, UTEECERHRIVER—X Y MADEX 2 T7RBELIRMT IIMAELERLZF
_a_o

o YTRAAH—RAN
o /—RKRb

o (VISANZIVFv—/—FK
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o LIYRKNY—
o JL—4—

INSDIAEIZ. YRY—/— RKRDIFEIL /etc/origin/master T4 L7 M) —IC, 41 V7 5ELVT
T 4r—2ar /) — RKig&ld letc/originnode T4 L7 M) —ICEEBEINTVWE T,

AVAPM=ILEIC, FYMNTIT—VEHGE O a Yy THEAINTWS 7O 2FRHLT
REGISTRY_OPENSHIFT SERVER ADDR NDERAHERTIF T,

AR

. YRAY—RAMDPSHTTPS 7 RL A ZEfFL F T,

$ oc -n default get dc docker-registry -o jsonpath="{.spec.template.spec.containers[].env[?
(@.name=="REGISTRY_OPENSHIFT_SERVER_ADDR")].value}{"\n"}'
docker-registry.default.svc:5000

LEEIC& Y. docker-registry.default.svc:5000 D H AN ERINE T,

2. /healthz % LEECIEEINZEICEML., ChEFEALTIRTDERAMN(RRY—, A1 VT7F
ANSU9Fv—. /—R)THRLET,

$ curl -v https://docker-registry.default.svc:5000/healthz
* About to connect() to docker-registry.default.svc port 5000 (#0)
* Trying 172.30.11.171...
* Connected to docker-registry.default.svc (172.30.11.171) port 5000 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
* SSL connection using TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
* Server certificate:
* subject: CN=172.30.11.171
* start date: Oct 18 05:30:10 2017 GMT
* expire date: Oct 18 05:30:11 2019 GMT
* common name: 172.30.11.171
* issuer: CN=openshift-signer@1508303629
> GET /healthz HTTP/1.1
> User-Agent: curl/7.29.0
> Host: docker-registry.default.svc:5000
> Accept: */*
>
< HTTP/1.1 200 OK
< Cache-Control: no-cache
< Date: Tue, 24 Oct 2017 19:42:35 GMT
< Content-Length: 0
< Content-Type: text/plain; charset=utf-8
<
* Connection #0 to host docker-registry.default.svc left intact

LEEDOHEABFIE, SSLERNEETHZ I EEBRAT HLHICHERINTVWS MTU YA X%
TLTVWET, BEHROATHIEEICEITIND S EHEAHEIL L. SEBHZE/VR & docker-registry
KB T 2T RTOY —/N—FIEAERRZF > 7= NSS OFHENET LET,

MTU 4 AHBRBEUICEREINTWB EI A LTI MDPELET,
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20

$ curl -v https://docker-registry.default.svc:5000/healthz

* About to connect() to docker-registry.default.svc port 5000 (#0)

* Trying 172.30.11.171...

* Connected to docker-registry.default.svc (172.30.11.171) port 5000 (#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb

LEDOHITIE, BHEISBIIINTWE A, EAENRANBEINL NSS DML ETET T
FHA, COMREIE. /—FEREYY TICREINZFEL)IA MTU B4 XICBEELZE T,

COMBEEBRT ZITIE. / — RERET Y 7RO MTU %4 X% OpenShift SDN 4 —H# X% v k
TNAZATHERAINTWVWAEMTU YA XELY E 50 /310 MPNIWEICRAELEY,

BRIy KFNSL 2D MTU 14 ZERFL ZF T (4 eth0),

$ ip link show eth0
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP
mode DEFAULT glen 1000

link/ether fa:16:3e:92:6a:86 brd ff:ff:ff:ff:ff:ff

EEIEMTUDN 1500 ICEREINTWBZEERLTWET,

 MTUB A XZEET 20, @A/ —REEYY 7 2EHBL, ipavy FOBEANLYE 50

NA MNIWVMEICERELE T,
fc&ZIE, MTU A4 XA 1500 DIHE. / —REBEY Y TRTMTU A X% 1450 ICFAEEL £
ER

networkConfig:
mtu: 1450

. EEEREFEL, / —FZEBEHLIY,

R

OpenShift Container Platform SDN Z 8% E 3 23X TDYRI—HLT /— K
TMIUY A X%Z2ZERBIBHENHYFT, /- tunOA VI —T A AD
MTUY A XE VSRS —%BETDHINRTD/ — RTR—THZ2RELIHY F
-a—o

/= RDBEFVIAVICARIC, T eurl XYY FEEEZETL THENEFREL AL

WMo TWBIEzERLET,
I $ curl -v https://docker-registry.default.svc:5000/healthz

S4LT T MDRRT %A, BISHME MTUY A4 X% 50 /31 NEMTHREL, 20Ot
ERRYURLETY,


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/cluster_administration/#modifying-nodes
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/cluster_administration/#modifying-nodes

FABBIELEONY V7 v TOVERK

FAZ BRIBLEDINY I Ty TOIER

BIESEDONY I T7y TOERICIE. A VRAIVADI Sy a1FidT—9 OWIEEDETICIRIID
BERT—HEIAE—FBIEDNREBICAYET, Ny o7y TOERE. ThoEEEIVR—%Y
NOFRN—Y a3 VILERTTEET,
OpenShift Container Platform Tl&, 73R —2FDO Ry 97y T HERTEES, ThiT&Y,
SR —DBRIEDRE (REDIV SR —FZRE) ZHDRAML—VILRETEEYT, RENvITY S
DREICIEUTIEFNE T,

o VSARH—FT—4HT74)

o BIAH—MDeted T—4

o APIAXTTx¥ b

e LYZRKY—ZIL—Y

ARYya—LRNL—Y

Ny 9Ty T T—Y9DEREHCTOICEBNICEITLEY,

BF

DFo7atATlk, 77— 38 &LV OpenShift Container Platform 27 5
H—BNY Ty TETBODBEDHEICOVWTHBALTWEY, TITRHRARY AL
BEHFERBINEEA, VI RI—DRENYVIT Y TELIVETFIEOERE LT
TOFIEZFERALTKEIW, T, T—9BKEBSCEDICDELRTRTDEE %I
ZRENHYET,

Ny Ty TESLCETRRIASNFLEA, MBEDT—FF, BEEETNNYvIT7v S
TBHLIICLTLETIL,

41.RRY—RA MDY I T v TOIEK

Ny 7y TTORRE, YRATLEHFYTY 7L —REFLEZTOMOREREFTL2ESVCER S
OpenShift Container Platform 41 Y 7 3 XA NSV F v+ —ICMABRIICEITLET, T—9DNRNY I T v
TiE. BERERICEHT —IOMATRICRD LD ICERNICRTLET,

OpenShift Container Platform 7 7 1 JU

RRY—AVRIVREAPI, AV bMO—F—REDEBRY—ER%EFETL X, /etc/origin/master
TALIRM)—IZE, UTOEIBEER T 7MILDBBEBIIhTVWET,

e BE. APIOAY FO—F— H—ERGE
o VAN TERINDIAE
o IRTDYIZY KNTONA Y—FHEDFEE
o F—BLUVZDMDEBELT 7 1 )L (htpasswd % FH T %355 & htpasswd 7 &)
o Ttk
OJLRILDBIELEFPTOF>—DFERREDH R Y YA X% OpenShift Container Platform #— &

ZICRHLTITOIZEDNTEFE T, RET 71U lete/sysconfig 71 L o M) —ICREINE T,
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YRI—F/—RTEHEH 27, letclorigin T4 LI M) —2EDNy T v TEERLET,

FI7

22

BYRY—/—RTUTOFIRZERTI2RENHY T,

. 22 Tld, Pod BBEDNY 7y THERLET,

2. VXA —RANDEBET7ANDNY Ty THEHRLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/ ${MYBACKUPDIR}/etc/sysconfig/

5%

R

T AY—F&TE 7 7 1)L /etc/origin/master/master-config.yaml TY,

DIk

==
[=]

/etc/origin/master/ca.serial.txt 7 7 {1 JUIX Ansible RRA b VRV M) —
IK—EBRAINIRINDIYRAYI—TOHAERINE T, RIDDTREY—R
A NDOFERERT T 258IE. 20O ZADETHIIC
/etc/origin/master/ca.serial.txt 7 7 1 L =&Y DT X H —KR A MO E—
LET,

BF

BH DT R4 —%F£17F % OpenShift Container Platform 3.11 7 5 2 4 — T &,
YR —/—RDWITNhHD /etc/origin/master. /etc/etcd/ca & & TV
letc/etcd/generated_certs IEM®D CASIBAENSENE T, choiE7 7
r—vav/)—RKRB&Weted / —RDRT—IVT v TREICHRETHY., TD
YA —HREIICHBTELLL A2 LIBEICIE, BIOTYRS—/ —RICETT S
MBENHYET, INLDT1 LI M) =& ZZTHATZNNv 7y TFIR
IKT 72 R TEENTVET,

3NV YTy TORERICERT 2UEDHBMOEERT 7 A IILICIEUTAEERFT,

274 S EA
/etc/cni/* AT =Ry NT—=0A V=T 14 ADE%
E (ERIN2%E
letc/sysconfig/iptables iptables L — /L DMREFEI W 555
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/etc/sysconfig/docker-storage-setup container-storage-setup J~¥ > KOAHT 7
1

/etc/sysconfig/docker dockerE7 7 1 )L

/etc/sysconfig/docker-network docker v b7 — 2V &E (ffl: MTU)

/etc/sysconfig/docker-storage docker X + L —E%7E (container-storage-
setup TEXIN3)

/etc/dnsmasq.conf dnsmasq DEELRERET 71 )

/etc/dnsmasq.d/* #7723 dnsmasqE7 7 1)

/etc/sysconfig/flanneld flannel2E 7 71 )L (EAI N2 5HE

/etc/pki/ca-trust/source/anchors/ VAT LITENI NS EAE (B AABRL U R b
') —H)

FEBOT77AINDNy O Ty THEFERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo mkdir -p ${MYBACKUPDIRY}/etc/pki/ca-trust/source/anchors

$ sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

4. Ny F—IUNEES>THIRINTLEDZEY., rpm Ny 5 —JILE8FND 7 7ML =BT
BEENHDBEIC. YVATALICAVAM=ILINTWS rhel Ny —YD—BWH D &EF
<9,

¢ s 0]

AVFUYELI—T 79 MA NP ED Red Hat Satellite #gEA F AT 2154
I, RO WNRY T —IUDPIRATAICA VAN =ILINTWENRNYy r—ID
BRET—Y9%BA VAN —ILTZENRA DX LEEELET,

ATFLIIA VAN =IINTVWBIRED rhel Nv 5 —SD—EBAERT 2121, LTEET
LEY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpom -ga | sort | sudo tee $SMYBACKUPDIR/packages.txt

5 CNETOFIFEERITLTWSRIEE, UTOT7 74 LUBNRNy I 7y TFTF4 Lo ~N)—IZEDN
i’a—o
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$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n’
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt

etc/origin/master/ca.key

etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin.kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-1.example.com/master.server.crt
...[]OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
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etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf
etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZBEIF, 77ANVZEBL TAR—AZHNTEIENTEXT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz SMYBACKUPDIR
$ sudo rm -Rf ${MYBACKUPDIR}

INLDT774ILOVWThAhEEONSIERT %ICIE. openshift-ansible-contrib VR N —ILEF
1% backup_master_node.sh 27 ) 7 hAFEALET, CDRVY FMNIFHROFIEERITL. RS
)T MHAEITIN, FIRDITRTDIT 7AILHAAE—INZEANLEDT ALY N —BERLET,

R

openshift-ansible-contrib 2 7 ') 7" ;& Red Hat TIEHR—FhIhTWEEAD, V)
77 LYR7=F 70 Fv—F—LEI—RDPEREYICEMFL. RETHD I %M
RIBTAMNEERLTWET,

Lo~

DRI T RE, LTFOAYY REFBEALTIRTDOVYRAY—KRANTEITTZIENTEET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

42. ) —RIKRZA MDY I T v TOVEK

J—=RERRMDNRY I Ty TOERKIE. RRI—KRAMDNY I Ty TEIFRRZA—RAT—RITKRY
£, YRI—BANCRHS DBEAT 7 AMHBENBLD, /Ny 5Ty T OB HES
nET, LAL/— KOBE., TOMEE LTHHBEDET T4 L4 —/N—BIT/ — R THEES
n. BERTALCERORFILBERT— 5 REENECA. /— KONy I Ty TR, BHEO
HITICUERLDNBENDHAICRTT BT ENRBINET,

Ny 7y TTORE, YRATLEHFCTY 7L —REFLEZTOMOKREREFTLASUCERLS >~
TZ2ZANS9Fv—ICMABRNCEITLET, Ny I Ty T} BEORERICRNT — 4 HF AT
KRB £ D ICEHNICEITT 2ELNHY £,

OpenShift Container Platform 7 7 1 JU

J—=RAVRIVREAVTF—%R—2ETF % Pod DX TERITINE T, /etc/origin/ & & U
letc/origin/node 71 L7 M) —EUTD L D REZR 7 7ML EEHL F T,

e /—RY—ERDHE
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o AYVRAN—ILTERINZIIAE
o USURTONA Y —BEEDRE
o F—BLVZEDMDEIRILT 7 1)L (dnsmasq & E E)

OpenShift Container Platform #—E X (&, OJ L RILDB|Z LFPFOF> —DFERREAEEITT S
TeDICHRITA XTE, RET 7 1)Lk letc/sysconfig T4 L 7 M) —ILREINZET,

FIE
. /J—REBETZ7ANDNY 7y THEERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node ${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform (&, /Nv 77y 7R O —DFERFICERT 2HEDH 45T
D774V EFEALET, ChITEUTIrEENET,

774 SRR

/etc/cni/* AVTFF—Ry NIDI—DA V5 —T 14 ADE&
E(FERINZIHE

/etc/sysconfig/iptables iptables L — /L DMREFEI N 555

/etc/sysconfig/docker-storage-setup container-storage-setup ¥ > KOAHT 7
1

/etc/sysconfig/docker dockerZET7 7 1 )L

/etc/sysconfig/docker-network docker v b7 — 2V &E (ffl: MTU)

/etc/sysconfig/docker-storage docker X k L —2E%E (container-storage-
setup TEXIN )

/etc/dnsmasq.conf dnsmasq DEELRERET 71 )

/etc/dnsmasq.d/* EixbdnsmasqEET 7 1)L

/etc/sysconfig/flanneld flannel2E 7 71 )L (EAI N2 5HE

/etc/pki/ca-trust/source/anchors/ VAT LITEMNI NS EAE (B A8 U R b
') —H)

INSDT77AIEFERT BICIE. UTEETLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig
$ sudo mkdir -p ${MYBACKUPDIRY}/etc/pki/ca-trust/source/anchors
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$ sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

3. Sy F—UNEES THRINTLE S BAD. pm Ay r—VIKEENZ T 7 A LABAT
BUENBBBABIL. YRAT LA VAP IN TS thel /Sy 7 — S O—BNH 5 & FR
<7,

R

AVFUYELI—T 79 MA N7 ED Red Hat Satellite #gEA F AT 254
iE. RO WNRY T —IUDPIRATAICA VAN =ILEINTWENRNYy r—D
BRET—9%BAVAN—ILTZENRA DXL EEELET,

ATFLIA VAN =IINTVWBIRED rhel Nv5—SD—EBAERT 2121, LTEET
LEY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpom -ga | sort | sudo tee $SMYBACKUPDIR/packages.txt

4. LTFO7 74BNy 9Ty FTF4 LY M) —IZBDMNET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n’
etc/sysconfig/atomic-openshift-node

etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network

etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf

etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
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etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZBEIF, 77MINVZEBL TAR—RAZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz SMYBACKUPDIR
$ sudo rm -Rf ${MYBACKUPDIR}

INLDT774ILOWVWThAhEEONSIERT %ICIE. openshift-ansible-contrib VR N —IZEF
1% backup_master_node.sh 27 ) 7 hA#FEALEd, DRV Y FMNIFIROFIEEZRITL. R Y
)T MHAEITIN, FIRDITRTDITI 7AILHAAE—INZHEANLEDT ALY N —BERLET,
Pz

openshift-ansible-contrib X 7 1) 7' b £ Red Hat TIXHR— b I TWEHAN, I

77V YRT7—FFI9F v —F—LIEA—RHIEZRBYICEHEL, ZE2THDII %
RITDZTAMNEEBLTVET,

DRV Y)THME UTEEFTLTIRTOIYRY—TRITTEHIEHNTEEY,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

43. LY AN —3BREDNY O T v T

HHEOEF 1) T4 —RESNLLIZAMN) — Z2EATBHEICIE. INTOLYRX N —GREZR
BIHENHYET, T72IVMTLYRAN)—DEF2) T4 —I3REINET,

8%
BIIAY—/—RFTUTOFIRZXRITIREN HY T,
FIE
L LYRNY—EEREENY I Ty TLET,

# cd /etc/docker/certs.d/
# tar cf /tmp/docker-registry-certs-$(hostname).tar *

2. Ny O Ty TEHNEBDIGARICIHEEILE T,
pz o-1o)
HEDEF2) T4 —REINLLVARMN) =& 1DLUEFERALTWBRESICIK. 1

A=IDTINELE Ty 15RTTE2RAMILIZANY —FEEEAEFEL T, Pod
ERITIDRENDHYIT,
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44 MDA VA= T 7AINDINY DT v T
OpenShift Container Platform 24 Y A h—J)L§ 2 OIERA L7 74NV ENY I Ty TLET,
Fa

. EXTFIBEICIIZE2REBA VAN —ILHIREBICRZLD, 84 VA NI THERINZITART
D7 7ANVERELET., IO T 7A4ILICIE. UTHAESEFN2BE2HY FT,

® Ansible Playbook 8L VA YRV N) =T 74V (VTR —A VA M—ILDIFE
e /etc/yum.repos.d/ose.repo (GE#E#i1M ~ A b —IL FHEDHZE

2. AVAN—IWEDRTY TOFIEENY VT TLET, —EDA VA M—ILIZIE, 41 VR
N—S—ICEFEFNRVRTY THREBICRZBENHY EFF, ZhITiE. OpenShift Container
Platform OHIEHESEENA DY —ERDEEPEZSI—I -V MREDEMYP—ERDAI VR
N—ILAEEFNZHBELNHY ET, ERORMETONA F—DFERALE, BEI VA M—F—
(Advanced Installer) THR— M INTUVARVENDRELMVEICRDBENHY T,

45. 7TV 5= a3y 5F—85DONNy o7y S

rsync AV 7T FHF—A A—=YRILA VAR =ILINTWVWBRIEAFIHIRET D E. ZLDIGFE. 7Y
F—ravr—4%idocrsync XYY REFERAL TNy I 7y FTEEY, RedHat rhel7 R—Z 1 X —
JIZiErsyne AEENE T, LD oT. rhel7 ZR—IEFTEHIITRTDA A=JICFEINDEFEND
Z &Y £9, Troubleshooting and Debugging CLI Operations - rsync 258 L T XL,

Digk

==
[=]

hiE, 77V =230 TF—9DORBANR NNy Ty FICDOVWTDHRBETH

Y, T—IR—RAVRATLDEHRBRIT IV AR— N/ A VR—KN2EDTT) r—
avEAEDONY Ty TFEIBICODWTEHEZEICATOATWERA,

FATZKERY 2—LDH A 7 (Cinder. NFS, Gluster 2 &) IZ& > TlE, DNy 07w TFEA
HERTEHZEEHY T,

Ny 9Ty TONRRE FTI)r—>avIiCBEE OEDTY, deploymentconfig THY 2 —LD
mountPath a5 LTNNY V7 v Td 22 %HBT I ENTEET,

= -1o)
ZOBODT TN —2a3 0 F—9DONRNy Ty Sk, 7F)5— 3y Pod BNETHOD
BRILDOAERITTEET,

FIE

Jenkins ¥ FOA XY NDTF7 TV r—2avT—9 DRy U7y 7H

1. 77— a5 —4% mountPath % deploymentconfig " SEXE L £ 7,
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$ oc get dc/jenkins -o jsonpath='{ .spec.template.spec.containers[?
(@.name=="jenkins")].volumeMounts[?(@.name=="jenkins-data")].mountPath }'
Ivar/lib/jenkins

2. MERTHD Pod DERIZMIFLET,

$ oc get pod --selector=deploymentconfig=jenkins -o jsonpath="{ .metadata.name }'
jenkins-1-37nux

3. ocrsync AX Y REFALT7Z Y r—>avyr—49%2IE—LET,

I $ oc rsync jenkins-1-37nux:/var/lib/jenkins /tmp/jenkins-backup/

46.ETCD D/INv o 7w T

etcd BT RTDA TV TV MNER. BIVKIYRY —DRELZRETZ2XF—EOXNTTY, D
VR—RVMNIEBEDBEELZERL T, TRThRELRERICOYEZLZT,

3.5 & Y £/ID OpenShift Container Platform /3X—23 Vi eted /N\—Y 3 > 2 (v2) &R L. 3.5 LB
TIEN=23 V3 W3 EFEALET, etecd DT—FETNIEK, ZD2D2DN—=TYaVETERY F
T, etcdVv3E V2 EVET—YETIVOEAZFRATETETA, etedv2 i EV2TF—9ETFTILLIMERT
TEHA. etcdv3H—1"—TlE, V2BLTVIT—FHRMTEHEFLTHEEL, ThEThMIZL TV
7,

V2B LUV OEADEIEICDOWTIL. ETCDCTL API REZEHA#FH L TEULAPI 2 FETEZ
ER

$ etcdctl -v
etcdctl version: 3.2.28
APl version: 2

$ ETCDCTL_API=3 etcdctl version

etcdctl version: 3.2.28
APl version: 3.2

V3 NDBITHEICDOWTDFFMIE. OpenShift Container Platform 3.7 K& 2 X > k@ Migrating etcd
Data (V2tov3) DI avaBRLTLEIL,

OpenShift Container Platform /8—</ 3 > 310 84T TIE, etcd ZRIDRAMIA VA R—=ILT BT &
H. YRAY—HKRAMLEDEEH Pod E LTERITTDIEETEE T, IHED eted FA M EIBE L 2W5
B, etcd EVRY—FRANDEEHN Pod & LTEITINET, CDEWIIELY, M Pod 2FFHT %5
B>y I T7y TTOCREERY T,
etcd DNNY I Ty TTOERE2 DDERBZFIBFTHEINTUVET,

o BEDNYIT Y T MHER etcd BES L VIRAENSEFNFE T,

o FT—HDNY I Ty T \V2EVIOMADT—YETILHEENET,

F=HDNy Ty T7ORIE BULIERAENRHEIN, etedetl V—ILDBA VA R—ILEI TV
Betcd V) TRY—ICERMTIDRANTCEITTEZET,
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https://docs.openshift.com/container-platform/3.7/upgrading/migrating_etcd.html
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R

Ny 9T T 774 )X EEAIBE £ OpenShift Container Platform BRIEA DA E > 2
. TAICOAE—L T oBESIET 2HRENHY X7,

etcd DNy 77w FICWEMEDA RN L =Y R a—AANDITRTODSRBIEFTNDZIEIEELTLE
IV, etcd DIETTHEFIC, OpenShift Container Platform I& / — R TOLLRID Pod DiEEIEE L R k
L—YOBEYYTCAAKBLEYT., COTOtRIE. /—REISRY—D5HIKRL., iR/ —RER
HYITEMTZ27OEREEDYNHY FHA, TO/—RIZEIYHTLNRTWVWEZTRTDEDIE,
Pod DR Y a—)LFkdD / — RICERG L Pod ICBUEIYVETONET,

461 etcd DNy O T v S

etcd DNy V7w THIZ, etcd BET7 7 M)V E eted T—YDEAEE/NY I Ty TTD2HEIHY X
E

461l etcdRET 7AINDNY YTy S

REFIT D etcdBBET7 7M1 IILIETRT etcd NERITINTWVWBA VRV AD letcleted T4 LY MY —
ICREINET, ChillE, etcdRE T 7 1 )L (letc/etcd/eted.conf) B LUV Y T R —DBEICHER
SERRENEFENZE T, TNOTARTD 7 7M1V Ansible f VAN —5—IC&>2TA VR M—IVEICE
MINFEd,

FIE
PSR —DE etcd XA VIN—|ZDWVWTD etcdBEENY I TV TLET,

$ ssh master-0 ﬂ
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%em%d)/

Q master-0 |3, etcd X V/N—DEBICBEXHRIFT,

P
Betcd VIR —AVN—DIPAEBLVRET 7 1 MIE—BDELDTY,

4612.etcdT—YDNRY YTy S
AREY

pa 3

OpenShift Container Platform 4 Y XA h—=5— T4 ) 7 R Z{EKT 578, etcdctl2
(etcdv2 ¥ RV DIiFHE) & etedetl3 (etcdv3 ¥ RV DIFE) EWVWIZFIDTRTDIT Y
EADLALSTEAE T,

7272 L. etedctl3 T ) 7 Rt etedetl A< RICFEMART Y RRA V h—EB52RHEHL
B\, —endpoints 7 7> 3 VEIBEL, IRTDIVRRA Y MNE2—ERRT
MHELHY ET,

etcd /Ny U7y TR0, UTEHEBLTILEIW,
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FIR

32

etedetl /X1 + ) — A FIARIEETH DN, FFa VT F+H—1b4 v X =L DIHA I rhel7/eted
AVTFF—HIHEFETRIFNIERY FHA,

OpenShift Container Platform APl % —E AN RITHTH D & 2R L T,
etcd VSR —EDEH AR L 9 (AR— b 2379/tcp).

etcd 7 SR —ICHERT BDICERT 2B LAENHH I 2B LI,
NVAZERR LT, eted VSRS —DHBEL TWB I & 2B L T T,

o IVRNRRAVIMNDEEMEEBALET.

# etcdctl3 --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://master-0.example.com:2379,https://master-
1.example.com:2379,https://master-2.example.com:2379" \ﬂ
endpoint health

Q INODEIR. V529 —DIVREA Y MNCBEXTZIZT,

H A B

https://master-0.example.com:2379 is healthy: successfully committed proposal: took =
5.011358ms
https://master-1.example.com:2379 is healthy: successfully committed proposal: took =
1.305173ms
https://master-2.example.com:2379 is healthy: successfully committed proposal: took =
1.388772ms

o AUN—D—EZ=HRELET,
I # etcdctl3 member list

H A B

2a371dd20f21ca8d, started, master-1.example.com, https://192.168.55.12:2380,
https://192.168.55.12:2379

40bef1f6¢c79b3163, started, master-0.example.com, https://192.168.55.8:2380,
https://192.168.55.8:2379

95dc17ffcce8ee29, started, master-2.example.com, https://192.168.55.13:2380,
https://192.168.55.13:2379
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R

etcdctl backup Y Y RNy 7y THRTTBOICHERINETH. etedv3 I
Ry 97y T OENHY FHA, KHVYIZ, etcdctl snapshot save < > K& fE
FALTZ4 T AV /X—D snapshot ZEX5H. F/zldeted 7T—9T7 1LV MY —D
member/snap/db 7 7 1 JLEZAE—L T I,

etcdctl backup YV K&, /—RKID®ISRI—IDREDNY I Ty TILEEND
A T—HD—EHAEEE|MZIDDT, Ny I Ty TTlE. /—ROUBIOTATVT 41
TA—hIEKbhET, NV ITYvTINLITRY—EBERT ZICIE. FROBE—/ —
ROSREY—ZEHRLTHE, BUYD/—REISRY—IEBIILET., X97—%(F
FR/ —RDBGFEI IR —ICMb oW E D ICBERINE T,

etecd T—9ENRNY I Ty T LFT,

BF

OpenShift Container Platform QLEIDO/N—a v S T7y T L—RKLEIZRAY—IC
i V2T =9 ZARTHEFNZAEEIHYET, IXTDetcd T—FANT %Ny
Ty TLTLREIWL,

1. B Pod~Y=TJzAMDSetecd TV RRAVIMIPZRLAEZREBLET,

I $ export ETCD_POD_MANIFEST="/etc/origin/node/pods/etcd.yaml"

I $ export ETCD_EP=$(grep https ${ETCD_POD_MANIFEST} | cut -d /' -f3)
2. EEBFLLTCOTAVLET,
I $ oc login -u system:admin
3. etcdPod BZHES L E T,
I $ export ETCD_POD=$(oc get pods -n kube-system | grep -o -m 1 ""master-etcd\S*')
4. kube-system 7OV 7 MIYYEBEZET,
I $ oc project kube-system
5 PodDetcd 7T—¥DRF v T¥ay MafE L. IhaO—AILICRELET,

$ oc exec ${ETCD_POD} -c etcd -- /bin/bash -c "ETCDCTL_API=3 etcdctl \
--cert /etc/etcd/peer.crt \
--key /etc/etcd/peer.key \
--cacert /etc/etcd/ca.crt\
--endpoints $ETCD_EP \
snapshot save /var/lib/etcd/snapshot.db" ﬂ

‘D 2+ v 3w M, Ivarllibleted/ BB FOF 4 L2 M) —ICBRT 2HENHY T,

47. 700z MDDy O Ty S
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BETZ2ITRTDT—IDNY I Ty TOEMRICIE, TRTOEEREREZTIAR—KL, FRIO

VI MIETIBIENERLIET,

BF

ER

FIE
LRy OT7yFd270Vc ) bTF—95—BRRLET,

I $ oc get all
B

NAME TYPE FROM  LATEST
bc/ruby-ex Source Git 1

NAME TYPE FROM STATUS STARTED DURATION
builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago 35s

NAME DOCKER REPO TAGS UPDATED

ocgetall AY Y RIFHEDTOVII M) Y —RDH%ERT D, UTOFIBED L S I
PVCHBLUY—27 Ly NEaEOMD ) Y —REERINY VT v TT2HENHY F

is/guestbook 10.111.255.221:5000/myproject/guestbook latest 2 minutes ago
is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift latest 2 minutes ago

is/ruby-22-centos7 10.111.255.221:5000/myproject/ruby-22-centos7 latest

is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex latest 2 minutes ago
NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1 config,image(guestbook:latest)
dc/hello-openshift 1 1 1 config,image(hello-openshift:latest)
dc/ruby-ex 1 1 1 config,image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE

rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m

rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
svc/guestbook 10.111.105.84 <none> 3000/TCP 2m
svc/hello-openshift 10.111.230.24 <none> 8080/TCP,8888/TCP 2m
svc/ruby-ex 10.111.232.117 <none> 8080/TCP 2m
NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 11 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 11 Running 0 2m

2. 7OV MNA TV Y N% projectyaml 7 7 1 JLICZ IV RAR—MLET,

I $ oc get -0 yaml --export all > project.yaml
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FATBRIRLERDONY 7 v TOERK

3 A=A YTaVT, =Ly b Y—ERT7HT VM BLWKERY 2 —LEK
(PVO) 2, 7OV NADMDA TV M 2TV RR—FLET,
UToavx v RaERT2E. 7OV Y MO namespace DA TV T AT RTITY R
R—hTEET,

$ for object in $(oc api-resources --namespaced=true -0 name)
do

oc get -o yaml --export $object > $object.yaml
done

—ED) Y —RIET Y AR— M TET, aMethodNotAllowed TS5 —HNRRINF T,

4. —BODIIVRAR—KINAEA Tz MITOV LI NADRKEDA Y T—9 F/IEEED ID
ANDOBRIKET ZHENHYET, Ihid. BERINZ ATV hpa—H—EY
TA—ICBIFBHERICAY EXT,
imagestreams DO fE AT, deploymentconfig @ image /X5 X —4% —{&, BT INBRIEIC
FELBVWAERLIZ M) —RADA A -V DRHED sha F v VY L%ERA Y N 2HEDH
YFEJ, EzxIE Y7L ruby-ex" % oc new-app centos/ruby-22-
centos7~https://github.com/sclorg/ruby-ex.git & L TETI 25 &, 1 A—VAKRRAMNT B
HOAREL VR M) —%FEHT % imagestream ruby-ex NMERINE T,

$ oc get dc ruby-ex -0 jsonpath="{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdcbb2280e03f686a5c8edfef1a2a7b21cee

oc get -export TD LY RAR— k &E UAET. deploymentconfig #41 VR—bhg2&, 1
A—=IDFELBWEEICIFERBLEFT,
4.8. PERSISTENT VOLUME CLAIM (ﬁﬁd’\ 1) a2 —A%Eﬁ) DNy DTy T
AVTF—AHOKGET—9 = —N—EREBETEXET,

BF

OpenShift Container Platform IRig%# R X N2 —EDTONA 5 —TlE, Nv o T7v S
BLVETENTH—RR=F 1 —DRF v T¥ay NF—EX5BHT 2HENDH S
BEaEMHY ET, 272 L. OpenShift Container Platform TlE I 5 DY —ER &&EE T
DHEEZRELTVWAVNED, AETIRINSOFIRICOWTIHHRBALELEA.

BET7IVr—avo@EgdianNy o7y TEIBICOWTIE, BREDORFa XY MESRBLTLEY
W TeEZIE mysql T—4 T4 LV M) —BAERZIE—LTEFERATRERNY 77y FIFERINZE
HA, TORDYIZ, BEMIFONAET TV T—>avOBFEDONY 27y TFIBERITLTH L,
T—Y%ERBTEIIENTEET, ZOFEDFIRICIZ. OpenShift Container Platform /KX M35
TSy RT3 —LTRBEINZR STy FYayv kY a—2avnFEREE8FEFNET,

FI7

L 7Oz hBLUPPodERRLET,
$ oc get pods
NAME READY STATUS RESTARTS AGE

demo-1-build 0/1 Completed 0 2h
demo-2-fxxéd 1/1 Running 0 1h
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2. KR 2 —LTHEAINTVWERY) 1 —LZRRETESH LD ICRER Pod DIERZEEH L £
-a—o

$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo
deployment=demo-2
deploymentconfig=demo
Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:
demo:
Container ID:
docker://201f3e55b373641eb36945d723e1e212ecab847311109b5cee1fd0109424217a
Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20dc9ff6f3504361935
968b0c83fch98a7a8c381a
Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20dc9ff6f3504 361935
968b0c83fch98a7a8c381a
Port: 8080/TCP
State: Running
Started: Tue, 05 Dec 2017 12:54:52 -0500
Ready: True
Restart Count: 0
Volume Mounts:
*/opt/app-root/src/uploaded from persistent-volume (rw)*
/var/run/secrets/kubernetes.io/serviceaccount from default-token-8mmrk (ro)
Environment Variables: <none>
...omitted...

Z DOHAIEKEET —4 b Jopt/app-root/src/uploaded 71 LV b —IlH B & ERLTVE
ER

3. F—4AEO—AH)ICaAE—LZET,

$ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app
receiving incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedup is 0.14

ocp_sop.txt 7 7 A IEO—HILY AT LIZY 9 vO—RIh, X IT7vTYITIRITE
TEBIDNNY 9Ty TAAZZXLTNY 9Ty FINET,
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FATBRIRLERDONY 7 v TOERK

pa 3
7o, Pod HEBNT BI55IC pve ZEAE T ICERMDFIRZERITTET I TN

ZICpve BENEDI DN EHR T DILENHYIT., T I ERFLTHLE
7O EFEAL. FIRAMNL—VERETDIENTEET,
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FEEERANLRNILDYRY

SBL.ERAMDY ZAY —~DENN
RAY—F/E ) —RRZA MDY SRI—~DBMIDOVWTOFMIE, 1 VA R—ILEREAM RO &
APDEIEY SR —~DEMDEI L aVEZTRLTILEIW,

52YRAY—RANDYRY

521. Y RAY—HRANDFERDET

YAV —RAMNDFERERTTBZ&ILLY,. ¥R —K R b % OpenShift Container Platform FRiE A
SHIBRTEE T,

YAY—RANDERRT YA XN RBEICADZERICIE. N— RO 70T A AEEXZEME
ERBAVISARNIVF Y —DEIBRALENZENTT,

A RAMDE L OpenShift Container Platform IRIEICIE. DR EEIDDIYRAY—KRAME3I DD

etcd /— RMNMETT, BE. YRAY—HKRANMTetecdH—ERERBUBRICENMNFE T, YRY—K
2 NDFEARAEKRTTEHEIF. TOHRRAMID etcd DEEH Pod 28I T 20 ELEHY T,

8%

YRY—BLVetcd ¥—ERF, T—ERABTEITINEIREXNDZXLICLYEILH
BOBTT /A1 $2LDICLET,

5211.YRAI—KZA MDY 97 v TOERK

Ny 7y TTORRE, YRTLEHFYTY T —RELEZTOMOREREFTL2ESVCER S
OpenShift Container Platform 41 Y 7 3 A NSV F v+ —ICMABRIICEITLET, T—9DNRNY I T v
TiE. BERERICEHT —IOMATREICRD LD ICERNICRTLET,

OpenShift Container Platform 7 7 1 JU

RRY—AVRIVRIEAPI, AV bMO—S—REDEBRY—ERERETLZET, /etc/origin/master
TALIR)—IZE, UTOEIBEER T 7MILDBHEBIINhTVWET,

o H/E.APIOAVIO—F—, H—ERRE

o {VRAMN—JLTERINDIAE

o IRTDYIZY NTONA Y—FHEDEE

o F—BLUVZTDMDEBELT 7 1 )L (htpasswd % FH T %355 & htpasswd 7 &)
o TOfth

OJ7LRILDBIELEFPTOF>—DFERRLREDH R Y YA X% OpenShift Container Platform #— &
ZICRH LTI ENTEZE T, RET 71U lete/sysconfig T 1 L U M) —ICREINE T,

YRAI—F/—RTEHEH B, letclorigin T4 LI M) —2EDNy T v TEERLET,
FIR

38


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-adding-hosts-to-cluster

EEERAMLRILDYRY

BF
BYRY—/—RTUTOFIRZERTI2RENHY T,

. 2ZTld, Pod BEDNY 7y THERLET,

2. TR —RARNDEBET7AINDNY Ty THEHRLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/ ${MYBACKUPDIR}/etc/sysconfig/

pa )

Y AH—F&TE 7 7 1)L /etc/origin/master/master-config.yaml TY,

Digk

==
[=]

/etc/origin/master/ca.serial.txt 7 7 1 JUIX Ansible KA b VR~ —
IK—EBRAINIRINDIYRAYI—TOAERINE T, RFDDTRE—R
A NDOFERERT T 25E8IE. 20O ZADETHIIC
/etc/origin/master/ca.serial.txt 7 7 1 L =&Y DT X H —HRKR A MO E—
LET,

BF

BH DT R4 —%F£17F % OpenShift Container Platform 3.11 7 5 2 4 — T &,
YR —/)—RDWIThHD /etc/origin/master. /etc/etcd/ca & & TV
letc/etcd/generated_certs IJEM®D CASIBAENSENE T, choiE7 7
G—vav/)—RKRB8&Weted / —RDRT—IVT v TREICHRETHY., TD
YA —HREIICHATELLL A2 LIBEICIE, BIOTYRS—/ —RICETT S
MBENHYET, INLDT1 LI M) =& ZZTHATZNNv 7y TFIR
IKT 72 R TEFNTVET,

3NV YTy TORERICERT 2UEDHIMOEERT 7 A IILICIEUTAEELFT,

274 srEA
/etc/cni/* AVTF—RY NT—=0A V=T 14 ADE%
E(ERINS%E
/etc/sysconfig/iptables iptables L —ILDMREFEI N 555
/etc/sysconfig/docker-storage-setup container-storage-setup J~¥ > KOAHT 7
1
/etc/sysconfig/docker dockerZE7 7 1 )L
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40

/etc/sysconfig/docker-network docker v b7 — 2V &E (ffl: MTU)

/etc/sysconfig/docker-storage docker X k L —E%7E (container-storage-
setup TEXIN3)

/etc/dnsmasq.conf dnsmasq DEELRERET 71 )

/etc/dnsmasq.d/* #7723 dnsmasqE7 7 1)

/etc/sysconfig/flanneld flannel2E 7 71 L (EAI N 25

/etc/pki/ca-trust/source/anchors/ VAT LITEMI NS EAE (B AABRL U R b
') —H)

LEOT77AINDNy Ty THEFERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo mkdir -p ${MYBACKUPDIRY}/etc/pki/ca-trust/source/anchors

$ sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIRY}/etc/sysconfig/

$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

4. Ny T—IUNEES>THIRINTLEDZEY., rpm Ny S —JILE8FEND 7 7ML BT
EENHDBBEIC. YVATALICAVAM=ILINTWS rhel Ny —YD—BWH D &EF
<9,

pa )

AVFUYELI—T 79 MA NP ED Red Hat Satellite #4gEA FHT 2154
I, RO WNRY T —IUPIRATAICA VAN =ILINTWENRNYy r—D
BRET—Y9%BAVAN—ILTZENRANDXLEEELET,

ATFLIIA VAN =IINTVWBIRED rhel v 5r—SD—BAERT BIC1E. LTEET
LEY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpom -ga | sort | sudo tee $SMYBACKUPDIR/packages.txt

5 CNETOFIFEERITLTWSRIEE, UTOI7 74 LUBNRNy I 7y TFTF4 Lo ~N)—IZEDN
i’a—o

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network

etc/sysconfig/docker-storage



EEERAMLRILDYRY

etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin.kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-1.example.com/master.server.crt
...[]OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf
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etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZEIF, 77ANVEEBL TAR—RAZH N TEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz SMYBACKUPDIR
$ sudo rm -Rf ${MYBACKUPDIR}

INLDT774ILOWVWThAhEEONSIERT %ICIE. openshift-ansible-contrib VR b —ILEF
1% backup_master_node.sh 27 ) 7 hA#FEALEd., CDRVY FMNIFHROFIEERITL. R Y
)T MHEITIN, FIRDITRTDIT7 7AIILHAAE—INZEANLEDT ALY N —BERLET,

R

openshift-ansible-contrib 2 7 ') 7"~ & Red Hat TIEHR—FhIhTWEEAD, V)
77 LYRA7—=F 70 Fv—F—LEI—RDPEREBYICEMFL. RETHD I L%
RIBTAMNEERLTWET,

DRI T RE, LTFOAYY REFRALTIRTDOVYRAY—KRANTEITTEZIENTEET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

521.2.etcd DNy o7y S

etcd DNy V7w THIZ, etcd BET7T 7 M)V E etcd T—YDEAEE/NY I Ty TTD2HENHY X
£

52121l etcdBEEZ 7ANDNNY I Ty S

REFIT D etcdBET7 7M1 IILIETRT etcd NERITINTWVWBA VRV AD letcleted T4 LY MY —
ICREINET, TNhIlIE. etcd FRET 7 1)L (Jetc/etcd/eted.conf) B L VT T R4 —DBEICHER
EIBAENEENE T, TNOHIRTD T 7ML Ansible f VA M—=5—ICL>TA VA M—=ILEICHE
BMINZET,

=S ]
PSR —DE etcd XA VIN—IZDWVWTDetcdBEENY I TV TLET,

$ ssh master-0 ﬂ
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%em%d)/

Q master-0 |3, etcd X V/N—DEBIICBEXHIFT,
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P
Betcd VR —AVN—DIAEBLVRET 7 1 VIE—BDED T,

52122 etcd =YD F7v T

AR

pa )

OpenShift Container Platform 4 Y XA k=5 — T4 ) 7 XA Z{EKT 578, etcdctl2
(etcdv2 ¥ RV DiZHE) & etedetl3 (etcdv3 9 RV DIFE) EVWIZFIDTRTDIT Y
EADLALSTEARE T,

7272 L. etedctl3 T ) 7 Rid etedetl A< > RICFEMART Y RRA ~ h—EB5RHEHL
B\, —endpoints 7 7> 3 VAEBEL, IRTDIVRRA Y MN2—ERRT S
MHELRHY ET,

etcd /Ny U7y TR0, UTEHEB LTI,

o etedetl /N1 ) —HAFAABETH DD, FlFa VT FH—b4 VX M—ILDIHE L rhel7/eted
AVTFF—HIHEFETRIFNIERY FHA,

® OpenShift Container Platform API % —EXARITHTHZ & &R L F I,
o ctcd VTR —EDEMAR L £9 (R— b 2379/tcp)s

® ctcd VS RY—ICHEMY HLOICHERT 2B LRARENNHD I 2HABLET T,

R

etcdctl backup Y Y RNy I 7y THRTTBOICHERINETH, etedv3 I
Ry 97y T OIS HY FHA, KHVYIZ, etcdetl snapshot save < > K& fE
FALTZ4 7 AV /X—D snapshot ZEX5H, F/zldeted 7T—9 714 LV MY —D
member/snap/db 7 7 1 JLEZQE—L T I,

etcdctl backup YV K&, /—RKID®IVSRI—IDREDNYITY TILEEND
A T—HD—EHAEEZ|MZIDDT, Nv I Ty TTlE. /—ROUBIOTATVT 41
T4 —DEKbONET, NV I Ty TDSLISRY—BERT BICIE. FROBE—/ —
ROSREY—ZHEHRLTHE, BUYD/—REISRIY—IEBIILET, X97—%1F
FR/ —RDBGFEI IR —ICMb oW E D ICBERINE T,

etecd T—9ENY O Ty T LFT,

BF

OpenShift Container Platform QLEID/N—a S T7y T L—RKLEI S RAY—IC
i V2T =9 ZARTHEFNZAEEIHYET, X TDetcd T—F AT &Ny
Ty TLTLREIWL,

1. B Pod~Y=ZTJzAMDSetecd TV RRAVMIPZRLAEZREBLET,
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I $ export ETCD_POD_MANIFEST="/etc/origin/node/pods/etcd.yaml"

I $ export ETCD_EP=$(grep https ${ETCD_POD_MANIFEST} | cut -d /' -f3)
2. EEEFLLTCOTAMVLET,

I $ oc login -u system:admin
3. etcdPod BZHS L E 7,

I $ export ETCD_POD=$(oc get pods -n kube-system | grep -o -m 1 '""master-etcd\S*')
4. kube-system 7OV 7 MIYYEBEZZET,

I $ oc project kube-system

5 PodDetcd T—YDRFvFoay haERL., ThEaO—HILICRERELET,

$ oc exec ${ETCD_POD} -c etcd -- /bin/bash -c "ETCDCTL_API=3 etcdctl \
--cert /etc/etcd/peer.crt \
--key /etc/etcd/peer.key \
--cacert /etc/etcd/ca.crt\
--endpoints SETCD_EP \
snapshot save /var/lib/etcd/snapshot.db" ﬂ

‘D 2+ w3y M, Ivarllibeted/ BB FOF 4 L2 M) —ICBR T 2HENHY T,

5213.¥VRAY—HKRAMDFEADKRT

Y A4 —KR A Mi& OpenShift Container Platform API 8 & 'Y hO—5—H—ERGQEDEERY —
EXZRTLES, YRAI—RAMDERZRTIBICE. N5 —ERADNMELELTVWIREDNDH
L) i-a—o

OpenShift Container Platform API % —ER &7 V74 T/ 7074 TH—ERXTHZH. H—ER%
FIELTEHE, BRIBDTRY —H—NR—ICEEINBRYRRICHERIHDHY FtHA, L.
OpenShift Container Platform 3> hO—5—H%—ERET7 074 T/Xyv > TH—EXTHY., H—K
AlFetedZFALTT VT4 TR —%HIBILET,

BETRY—T—F TV Fv—TYRI—KRAMDFERAZKRTTZICE, FILWERTOIYRY —DfFE
AEHCEDIIR R —20— RNSUH—T— LD SHIRTZ2ZEVERLET, COTOERIIE
AEINZO0-RNFUH—ICL>TREKERQYIET, UTOFIETIEK, ¥ R4 —D haproxy H 5D
HIFBRICDOWT DL <E2BA L TWZE ¥, OpenShift Container Platform n'7 % K 7O/N4 ¥ —T=E1{7
INTWBIHEY. F5 77547V R %FAT 2561 BEDEBRNFI XY NEBRLTIR
H—%0—T—aVHLHBRTSEIICLTIREIW,

¥
1. /etc/haproxy/haproxy.cfg 5% 7 7 1 JL T backend 27> 3 v &HIBRL F 9, /=& X
I£. haproxy % {#F L T master-0.example.com &\ D ZRIDY A Y —DFER%KRT T 255
. RANEDLUTHOSHBRINMTWR I EEZHRLET,

I backend mgmt8443
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balance source

mode tcp

# MASTERS 8443

server master-1.example.com 192.168.55.12:8443 check
server master-2.example.com 192.168.55.13:8443 check

2. JRIZ. haproxy H—EXEZBEHL XY,
I $ sudo systemctl restart haproxy

3. YR —HNO— KNS UH—DLHIRINZIGE. EEI7 7AWV EFENPodDT1 LI MY —
/etc/origin/node/pods NSHBEIL TAPI LY bO—5—H—EXEZ\HICLZX T,

# mkdir -p /etc/origin/node/pods/disabled
# mv /etc/origin/node/pods/controller.yaml /etc/origin/node/pods/disabled/:
+

4, TRAY—KRAMIRT Y 2 —)LE]EE/R OpenShift Container Platform / — R T#Hh %7, / —
REZFDEROKRT 2723V OFIBICHE > TSEIW,

5. Y A% —KRXZX M% /etc/ansible/hosts Ansible 1 XY ) —7 7 4 )LD [masters] & & U
[nodes] ZIL—THS5HIBRL. TDA YRV MY =T 74 )L%FBL T Ansible ¥ R 2E1T9
3GEDOEBZERHTEET,

Digk

H
[=]

Ansible 1 YRV M) =T 74 JLVIC—BEBRRINZZHMNDIAY—HRAKID

FHAERTIDICIE. ECICEENMNBEICAY FT,

/etc/origin/master/ca.serial.txt 7 7 {1 JUIX Ansible RRA b VRV M) —
IK—EBRAINIHRINDIYRAYI—TOHAERINE T, RFIDDTRE—K
A MNDOFERERT T 25E8IE. 20O ZADETHIIC

/etc/origin/master/ca.serial.txt 7 7 1 L =&Y DT X H —HKR A MO E—

ng_o

BF

B DT R4 —%F£17F % OpenShift Container Platform 3.11 7 5 2 4 —Tl&.
YR —/)—RDWIThHD /etc/origin/master. /etc/etcd/ca & & TV
letc/etcd/generated_certs IEM®D CASIBAENSENE T, chbidk, 77
Vo—vav/—Rb&Weted / —RDRT—IVT7 v TEEICHLETH Y., CA
RANTRY—DIFHERICA>TUVWBHEEIE, BIOYRS—/—NTETT D0
ENHYZET,

6. kubernetes H—E X ICIEVYRY—HRANIPAIVRRA VM ELTEFNTWET, ¥R
H—DFEAIBETICRT L TWS I &AM EET 512IE. kubernetes H—EXDH A HEFEL
T, FEMRT LY RY—DHIBRINTWEHNE DD EERLET,

I $ oc describe svc kubernetes -n default
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Name: kubernetes

Namespace: default

Labels: component=apiserver
provider=kubernetes

Annotations: <none>

Selector: <none>

Type: ClusterlP

IP: 10.111.0.1

Port: https 443/TCP

Endpoints: 192.168.55.12:8443,192.168.55.13:8443
Port: dns 53/UDP

Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Port: dns-tcp 53/TCP

Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Session Affinity: ClientIP

Events: <none>

YRAY—DFEANERICRT LTWRIEHEE, YR —DNLENHIEITINTVWERRA M EREIC
HIBRTE XY,

5.2.1.4. etcd ;K X b DHIBR

ERIC eted KRR MK BIBRIE. V3RS —DHHIBRLE T,

TRTCDOIYARAY—KRAMNCRITIZFIE

FIR

.etcd VS RY—DSMD etcd RRA M EZNZTHHEIBRLET., THhETNDeted / —RIZDWT
LFoa~vy REETFTLET,

# etcdctl3 --endpoints=https://<surviving host IP>:2379
--cacert=/etc/etcd/ca.crt
--cert=/etc/etcd/peer.crt

--key=/etc/etcd/peer.key member remove <failed member ID>

. IRTDOVARY—TYRYI—APIH—ERAEZBEEILET,

I # master-restart api restart-master controller

WED etcd VSRV —CE2179 5FIE

FIR
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L. RBELIZERARNEYISRY—DSHEIBRLET,

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from https://192.168.55.12:2379
member 2a529ba1840722¢c0 is healthy: got healthy result from https://192.168.55.8:2379
failed to check the health of member 8372784203e11288 on https://192.168.55.21:2379: Get
https://192.168.55.21:2379/health: dial tcp 192.168.55.21:2379: getsockopt: connection

refused

member 8372784203e11288 is unreachable: [https://192.168.55.21:2379] are all

unreachable

member ed4f0efd277d7599 is healthy: got healthy result from https://192.168.55.13:2379
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cluster is healthy

# etcdctl2 member remove 8372784203e11288 ﬂ
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from https://192.168.55.12:2379
member 2a529ba1840722c0 is healthy: got healthy result from https://192.168.55.8:2379
member ed4f0efd277d7599 is healthy: got healthy result from https://192.168.55.13:2379
cluster is healthy

ﬂ remove <V NIZIERA & TIEA L, eted D RETT,

2. etcd RET etcd Y—ERDBEEFFICKBMLAFRZA M ZFERALRBEVWELIICTSITIE. YD
ITARTOD eted KRR M T /etc/eted/eted.conf 7 7 1 JL%ZE L. ETCD_INITIAL_CLUSTER &
HOEISKBMLEZRR NEHIRRLZE T,

I # vi /etc/etcd/etcd.conf
DLFICHERLET,

ETCD_INITIAL_CLUSTER=master-0.example.com=https://192.168.55.8:2380,master-
1.example.com=https://192.168.55.12:2380,master-
2.example.com=https://192.168.55.13:2380

UFD&LSICYFY,

ETCD_INITIAL_CLUSTER=master-0.example.com=https://192.168.55.8:2380,master-
1.example.com=https://192.168.55.12:2380
a3

KB LUTARR M etedetl ZERA L THIBRI N TWVWE DT, eted ¥—ERDBHE
EIIRETY,

3. Ansible f YRV KN =T 7 A IV EISRAY—DBIEDRAT—Y A% KM L. Playbook DE%E
TEORBEABITF L IICERELET,

[OSEv3:children]
masters

nodes

etcd

... [OUTPUT ABBREVIATED] ...
[etcd]

master-0.example.com
master-1.example.com

4. Flannel ZEA L TW3IHE. TXTOKRR bOD /etc/sysconfig/flanneld IC# % flanneld H—
EREBEAZEL, etcd RRA M ZHIBRLZE T,
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FLANNEL_ETCD_ENDPOINTS=https://master-0.example.com:2379,https://master-
1.example.com:2379,https://master-2.example.com:2379

5. flanneld Y —EX 5 BEE#HL X T,

I # systemctl restart flanneld.service

522. Y RAY—KANDINY T v TOVERK

Ny 7y TT7ORRE, YRTLEHFYTY T —RFELEZTOMOREREFTLESVCER S
OpenShift Container Platform 41 Y 7 3 XA NSV F v+ —ICMABRIICEITLET, T—9DNNY I T v
TiE. BERERICEHT —IOMATRICRD LD ICERNICRITLET,

OpenShift Container Platform 7 7 1 JU

RRY—AVRIVRIEAPI, AV bO—S—REDEBRY—ER%EFETLZET, /etc/origin/master
TALIRM)—IZE, UTOEIBEERT 7MILDIHEBINTVWET,

o HRE.APIOAVIO—F—, H—ERRE

o {VRAM—JLTERINDIAE

o IRTDYIZY NTONA Y—FHEDEE

o F—BLUVZDMMDEBELT 7 1 )L (htpasswd % FH T %355 & htpasswd 7 &)
o TDfth

OJ7LRILDBIEEFPTOF>—DFERRLREDH R Y YA X% OpenShift Container Platform #— &
ZICRHLTITOIZENTEZE T, RET 71 LI letc/sysconfig T 1 L o M) —ICREINE T,

YRAI—F/—RTEHEH 7, letclorigin T4 LI M) —2EDNy 0T v TEERLET,

FIR

BF
BYRAY—/—RTUTOFIRZERTI2RENHY I,

. 2ZTlE. Pod EEDNY 27y THERLET,

2. YRR —KRANDERET 7AINDNY 9Ty THEAFRLE T,
$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc
$ sudo cp -aR /etc/sysconfig/ ${MYBACKUPDIR}/etc/sysconfig/

G E
Y AH—F&TE 7 7 1)L /etc/origin/master/master-config.yaml TY,
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Digk

==
[=]

/etc/origin/master/ca.serial.txt 7 7 {1 JUIX Ansible KA b VRV M) —
IK—EBRAINIRINDIYRAYI—TOAERINE T, RFIDTRE—R
A NDOFERERT T 258IE. 20O ZADETHIIC

/etc/origin/master/ca.serial.txt 7 7 1 L =&Y DT X H —KR A MO E—

nga—O

BF

B D~ A Y —%FE1TF % OpenShift Container Platform 3.11 7 5 XA 4 —Tl&.
YR —/)—RDWThHD /etc/origin/master. /etc/etcd/ca & & TV
letc/etcd/generated_certs IJEM®D CASIBAENSENE T, choiE7 7
F—vav/)—RKRB&Weted / —RDRT—IVT v TREICHRETHY., TD
YA —HDNRE2ICHATEILLL G 272BBICE, BIDYRY—/—RIETT 2
MBEIHYET, INLDT1 LI M) =& ZZTHATZNNv 7y TFIR
IKT 72 R TEEFNTVET,

3NV I Ty TORERICERT 2UEDHBIMOEERT 7 A IILICIZUTAEENFT,

7274

/etc/eni/*

/etc/sysconfig/iptables

/etc/sysconfig/docker-storage-setup

/etc/sysconfig/docker
/etc/sysconfig/docker-network

/etc/sysconfig/docker-storage

/etc/dnsmasq.conf
/etc/dnsmasq.d/*
/etc/sysconfig/flanneld

/etc/pki/ca-trust/source/anchors/

FEROT77AINDNy O Ty THEFERLET,

Bt

AVTFT =Y bD—=0A4 V9 =T 4 ADE&
E(ERAINh 215G

iptables )L — L 2'RTF S N 2357

container-storage-setup J~v > KODAHT 7
1

dockerskE7 7 1)L
docker v b7 —23%%E (ffl: MTU)

docker X L —E%7E (container-storage-
setup TEXIN3)

dnsmasq DEERBRET 7 1)L
#7722 dnsmasqEET7 7 1)
flannel X E7 71 )L (EEI N Z5E

VAT LIGEIMI N BEERE (B S L 2 X b
) —H)
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50

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo mkdir -p ${MYBACKUPDIRY}/etc/pki/ca-trust/source/anchors

$ sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

4. Ny T—=IUNEES>THIRINTLEDZEY. rppm Ny 5 —JILE8FEND 7 7ML =BT
EENHDBEIC. VATALICAVAMN=ILINTWS rhel Ry —ID—BENH D & EF
<9,

R

AVFUYELI—T 79 MA KNP ED Red Hat Satellite #gEA F AT 254
IE, RO WNRY T —IUPIRATAICA VAN =ILINTWENRNYy r—D
BET—9%BAVAMN—ILTZENRANDXLEEELET,

ATFLIZA VAN =IINTVWBIRED rhel Nv5r—SD—BAERT 2121, LTEET
LEY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpom -ga | sort | sudo tee SMYBACKUPDIR/packages.txt

5 CNETOFIFEERITLTWSRIEGEE, UTOI7 74 LUBNRNv I 7y TFTF4 Lo ~N)—IZEDN
i’a—o

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n’
etc/sysconfig/flanneld

etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
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etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin.kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-1.example.com/master.server.crt
...[]OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf
etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

RERZBEIF, 77AINVZEBL TAR—AZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz SMYBACKUPDIR
$ sudo rm -Rf ${MYBACKUPDIR}

INLDT774ILOWVWThAhEEONSIERT %ICIE. openshift-ansible-contrib VR N —IZEF
1% backup_master_node.sh 27 ) 7 hA#FEALE T, CDRYY FMNIFIROFIEEZRITL. RS
)T MHAEITIN, FIRDITRTDIT 7AILHAAE—INZEANLEDT ALY N —2ERLET,
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R

openshift-ansible-contrib 2 7 1) 7' b {& Red Hat TldHR— M IR TWEHAD, V)
T77LYRT7—FTI0F ¥ —F—LEA—RDPERBYICEEL., RETHDI L%
RIBTAMNEERELTWET,

DRI T RE, LTFOAYY REFRALTIRTDOVYVRAY—KRANTEITTEZIENTEET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

523.YAY—RANDINY O Ty TOETT

BERTRAYI—HRANI7AINDNY 9Ty TEERLIZEICL, TRS5DT 7 ILHRKIEBT HH, /-
IEREE > THIRINAEBAIE, FNOD T 74 ILATARAY—ICAE—LEBELT7 7ML 5ETL. Fh
SICEYIARA VT VYD EEND I EAEIRAL, HEEZIIEZ Y —EREBEE L TEITTEET,

FIR

1. /etc/origin/master/master-config.yaml 7 7 1 L Z8BT L F 7,

# MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*

# cp /etc/origin/master/master-config.yaml /etc/origin/master/master-config.yaml.old
# cp /backup/$(hostname)/$(date +%Y%m%d)/origin/master/master-config.yami
/etc/origin/master/master-config.yaml

# master-restart api

# master-restart controllers

Digk

==
[=]

YRY—H—EXDBREEICLIYITIIVIALDELZHZEDNHY X T,

L, YRAY—KRAMNEFARAEOEWNO— KNS UH—TF—)LH 5 HIE
L. ExBEAEITIZIENTEET, Y—EXADFEDICETINSE
IS, YRY—FKRAMEO— RN U —T—JLILBVEBMNT S ENTE
9,

%52 .
' SBESIHAVAY VAEELICHEREL T, iptables BEAETLE T,

2. Ny =TI PN IT OpenShift Container Platform ZBEE T X AWGHIE. Ny i—Y
ZHAVAMN—ILLET,

a BEAVAMN=ILINTWBERyr—S0—B2RELET.

I $ rpom -ga | sort > /tmp/current_packages.txt
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b. Ny =L D—EDEICEETED%ZRR~LET,
$ diff /tmp/current_packages.txt $§{MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
c. BYUBWNRyT—I%BAVAM—ILLET,
I # yum reinstall -y <packages> ﬂ

Q <packages> I3, Xy —YVD—BIEICBRZNRAyr—JILBEMIET,

3. ¥ AT LEBAZE % /etc/pki/ca-trust/source/anchors/ 74 L 7 M) —ICOE—L TET
L. update-ca-trust #=1T7L %9,

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%om%d)*

$ sudo cp ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/<certificate> /etc/pki/ca-
trust/source/anchors/

$ sudo update-ca-trust

‘D <certificate> 1Z. HTTT B2V RATFLHPEZED 7 71 IILAICBEHBRIET,

= o-1o)
T774)VEJE—LETHEIC, 2—— DLV IL—TFIDEIFTHR
<. SELinux YT FAMEETINTWVWBZEEFEITHERLTLLEI L,
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531 /— RIKZAMDEHDOKRT

COEAERTIZFIREE. 1 VISANSIFv—/—ROBETET TV r—>av/—Roga

Gl s

B D Pod %#HIRIN 2/ — Kty MO OBITTZ/-DICBBERBENTDILH B EEHERALE
T AVISANTOFv—/)—RO¥IRIE. 20U ED/ —RBNA VY TSARNSIFv—/)— RDHI
BREBEEAVSA VIRETHIBEICOAMRINET,

FIE

L MAARAITANTD/ —Fe—BRRL, EAZRTIS/ —R2RRELET,

$ oc get nodes

NAME STATUS AGE VERSION

ocp-infra-node-b7pl Ready 23h v1.6.1+5115d708d7
ocp-infra-node-p5zj Ready 23h v1.6.1+5115d708d7
ocp-infra-node-rghb Ready 23h v1.6.1+5115d708d7

ocp-master-dgf8 Ready,SchedulingDisabled 23h v1.6.1+5115d708d7
ocp-master-qiv2 Ready,SchedulingDisabled 23h v1.6.1+5115d708d7
ocp-master-vq70 Ready,SchedulingDisabled 23h v1.6.1+5115d708d7
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ocp-node-020m Ready 23h v1.6.1+5115d708d7
ocp-node-7t5p Ready 23h v1.6.1+5115d708d7
ocp-node-n0dd Ready 23h v1.6.1+5115d708d7

—flE LT, 2D MEY U Tl ocp-infra-node-b7pl 1 Y 7S A NSV Fv—/ — RDFER%
BTLET,

2. J—REZDOETHDODY—EREZRLFT,

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl

Role:

Labels: beta.kubernetes.io/arch=amd64
beta.kubernetes.io/instance-type=n1-standard-2
beta.kubernetes.io/os=linux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl
role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500
Phase:

Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl

Capacity:

cpu: 2

memory: 7494480Ki

pods: 20

Allocatable:

cpu: 2

memory: 7392080Ki

pods: 20

System Info:

Machine ID: bc95ccf67d047f2ae42c67862c202e44

System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C

Boot ID: ca8bf088-905d-4ec0-beec-8f89f4527ce4

Kernel Version: 3.10.0-693.5.2.el7.x86_64

OS Image: Employee SKU

Operating System: linux

Architecture: amd64

Container Runtime Version: docker://1.12.6

Kubelet Version: v1.6.1+5115d708d7

Kube-Proxy Version: v1.6.1+5115d708d7

ExternallD: 437740049672994824

Non-terminated Pods: (2 in total)
Namespace Name CPU Requests CPU Limits Memory Requests Memory Limits
default docker-registry-1-5szjs 100m (5%) 0 (0%) 256Mi (3%)0 (0%)
default router-1-vzlzqg 100m (5%) 0 (0%) 256Mi (3%)0 (0%)

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
CPU Requests CPU Limits Memory Requests Memory Limits
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200m (10%) 0 (0%) 512Mi (7%) 0 (0%)
Events: <none>

LEDOHDTIE/ — KD router-1-vzlzq & docker-registry-1-5szjs M 2 DD Pod = XE{TH T
HBZEERLTWET, 2DOUEDAI VI FZRANZIFv—/—RHBZTNhED2 DD Pod %
BT 27=DICFARETT,

pa )

LERDISRI—ETRAEDOEWI T X4 —THY. router & docker-registry
DEADY—EADNTRTDA VYV IZANSVFv—/—RTEITINTWVE
ER

= RICRT VA HRADT =V 1T DD EDPod 2 g RTREL T,

$ oc adm drain ocp-infra-node-b7pl --delete-local-data

node "ocp-infra-node-b7pl" cordoned

WARNING: Deleting pods with local storage: docker-registry-1-5szjs
pod "docker-registry-1-5szjs" evicted

pod "router-1-vzlzq" evicted

node "ocp-infra-node-b7pl" drained

Pod ICEIY HTEADO—AI A ML — (EmptyDir 72 &) ' %354, --delete-local-data
AT aVERETILENHYET., BFIE. ERETREITIND PodidO—HIL A ML —
VhE—BMNR, FEEFTYYIATFAINOIKMFERAL. EETKENR 7 74 IILICIXERL
FtA, BEODZANL—YDBHE, 77U Tr—23vi@A79c 0 MR ML=V FRIEKER
Jai—LEZFRALET, TOFE. AVTT—AXA—VERETZLDICA TV I MR
L—UMMERIN S8, docker-registry Pod DO—HAJLRA ML —JIEZBICRY £T,

R

LERDEBEIZ ) — RTERITINTWBEEFED Pod #HIBRLEd ., RIC, 3R
Pod AL 7Y r—ayvaybd—5—IC CTERINE T,

BE, IRTCOT7FYr—yavid, LY r—yavaryho—>—%FAL
TPod ZERY 27 704 AV MRETT 7OM INBBENHY T,

oc adm drain (X7 Pod (Pod 2 X 5 — 1) v 7 LAxw, FiE
ReplicationController. ReplicaSet. DaemonSet. StatefulSet. F7=(&> 37
TEEINRLV Pod) ZHIBRLEFHA. TOETICIE -force 4 7> 3 VHARE
TY. N7 Pod i3fttD/ — RTIEHBERINT. ZOBREHICT—ID%KDbN
DAEMENHD I EITEFRLTLLEIN,

LTFofliE, LYZARNY)—DLF)r—>avaybO0—5—0OHAERLTVWET,

$ oc describe rc/docker-registry-1

Name: docker-registry-1

Namespace: default

Selector: deployment=docker-registry-1,deploymentconfig=docker-registry,docker-

registry=default

Labels: docker-registry=default
openshift.io/deployment-config.name=docker-registry

Annotations: ...
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Replicas: 3 current / 3 desired
Pods Status: 3 Running / 0 Waiting / 0 Succeeded / 0 Failed
Pod Template:
Labels: deployment=docker-registry-1
deploymentconfig=docker-registry
docker-registry=default
Annotations: openshift.io/deployment-config.latest-version=1
openshift.io/deployment-config.name=docker-registry
openshift.io/deployment.name=docker-registry-1
Service Account: registry
Containers:
registry:
Image: openshift3/ose-docker-registry:v3.6.173.0.49
Port: 5000/TCP
Requests:
cpu: 100m
memory: 256Mi
Liveness: http-get https://:5000/healthz delay=10s timeout=5s period=10s #success=1
#failure=3
Readiness: http-get https://:5000/healthz delay=0s timeout=5s period=10s #success=1
#failure=3
Environment:
REGISTRY_HTTP_ADDR: :5000
REGISTRY_HTTP_NET: tcp
REGISTRY_HTTP_SECRET: tyGEnDZmc8dQfioP3WkNd5z+Xbdfy/JVXf/NLo3s/zE=
REGISTRY_MIDDLEWARE_REPOSITORY_OPENSHIFT_ENFORCEQUOTA: false
REGISTRY_HTTP_TLS_KEY: /etc/secrets/registry.key
OPENSHIFT_DEFAULT_REGISTRY: docker-registry.default.svc:5000
REGISTRY_CONFIGURATION_PATH: /etc/registry/config.yml
REGISTRY_HTTP_TLS_CERTIFICATE: /etc/secrets/registry.crt
Mounts:
/etc/registry from docker-config (rw)
/etc/secrets from registry-certificates (rw)
/registry from registry-storage (rw)
Volumes:
registry-storage:
Type: EmptyDir (a temporary directory that shares a pod's lifetime)
Medium:
registry-certificates:
Type: Secret (a volume populated by a Secret)
SecretName: registry-certificates
Optional: false
docker-config:
Type: Secret (a volume populated by a Secret)
SecretName: registry-config
Optional: false
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason Message
49m 49m 1 replication-controller Normal SuccessfulCreate Created pod: docker-registry-
1-dprp5

HADTEICH DA N MMIFFE Pod EERICDODWVWTDIFERZRIL TVWET, TTD Pod
D—ERFTIE. UTFDLIICHYET,

I $ oc get pods
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NAME READY STATUS RESTARTS AGE
docker-registry-1-dprp5  1/1 Running 0 52m
docker-registry-1-kr8jq  1/1 Running 0 1d
docker-registry-1-ncpl2  1/1 Running 0 1d
registry-console-1-g4nqg 1/1 Running 0 1d
router-1-2gshr 0/1 Pending 0 52m
router-1-85gm4 1/1 Running 0 1d
router-1-g5sr8 11 Running 0 1d

4. FEHEIRD / — K TEITIN TV docker-registry-1-5szjs & &£ U router-1-vzlzq Pod (&, 7l

ATELGLRYET, Kb YIZ 2 DDOHFHR Pod docker-registry-1-dprp5 & & U router-1-
2gshr MEEL S TWEY, LEEDL SIS, FRDIL—F — Pod IF router-1-2gshr THH'
Pending REEICAY £, TNiE, TRTD/ —RAB—IL—9 —TOREFTTE, KAFD
R—PM8OBLVW443ITNNA Y REINBLHTT,

CHEICER I NI LY R MY — Pod THRRETE I, LLTOAFITIE Pod BMERA’ET L7
/J — K &IFE % ocp-infra-node-rghb / — R TEHRINTWE I & ZRLTWET,

$ oc describe pod docker-registry-1-dprp5
Name: docker-registry-1-dprp5
Namespace: default

Security Policy: hostnetwork

Node: ocp-infra-node-rghb/10.156.0.10

AVISANSYFv—/)—RETTI)V =230 ) —ROFEERT T 580K —DHEE
mELT AVITZARNSIFv—/—RDGFGHE, ZHIT DI VIZANTIFv—/—KD
BEHEIC, ZD/—RAEBIBZABEENDCWVWEERIFZAI VY ISANSVFv— /) — RTEFTX
Ny —EREBINTETZ2EIHY 7,

$ oc scale dc/router --replicas 2
deploymentconfig "router" scaled

$ oc scale dc/docker-registry --replicas 2
deploymentconfig "docker-registry" scaled

L ZZT IRTDAVISANSVFv— ) —RIFFNFNDPod A 1FBEODAEITLTWE
_a_o

$ oc get pods

NAME READY STATUS RESTARTS AGE
docker-registry-1-kr8jq  1/1 Running 0 1d
docker-registry-1-ncpl2  1/1 Running 0 1d
registry-console-1-g4nqg 1/1 Running 0 1d
router-1-85gm4 1/1 Running 0 1d
router-1-g5sr8 11 Running 0 1d

$ oc describe po/docker-registry-1-kr8jq | grep Node:
Node: ocp-infra-node-p5zj/10.156.0.9

$ oc describe po/docker-registry-1-ncpl2 | grep Node:
Node: ocp-infra-node-rghb/10.156.0.10
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58

R

ERIICETADYI SAY —5RBHETBIC1IE,. 3DULEDA VY ISRANSVFv—
J—RHABICFHERETHDIUELHY £,

7. J—RDRTTa— )V IDNEPICINTWE I EAHERTZICIE. UTEERITLET,

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-b7pl Ready,SchedulingDisabled 1d v1.6.1+5115d708d7
ocp-infra-node-p5zj Ready 1d v1.6.1+5115d708d7
ocp-infra-node-rghb Ready 1d v1.6.1+5115d708d7

ocp-master-dgf8 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7
ocp-master-qiv2 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7
ocp-master-vq70 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7

ocp-node-020m Ready 1d v1.6.1+5115d708d7
ocp-node-7t5p Ready 1d v1.6.1+5115d708d7
ocp-node-n0dd Ready 1d v1.6.1+5115d708d7

Tz, /—RICPodPEFEFNTUVWAWI EAFERTDICIE. UTAEFTLET,

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl

Role:

Labels: beta.kubernetes.io/arch=amd64
beta.kubernetes.io/instance-type=n1-standard-2
beta.kubernetes.io/os=linux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl
role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500
Phase:

Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl
Capacity:

cpu: 2

memory: 7494480Ki

pods: 20

Allocatable:

cpu: 2

memory: 7392080Ki

pods: 20

System Info:

Machine ID: bc95ccf67d047f2ae42c67862c202e44
System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C
Boot ID: ca8bf088-905d-4ec0-beec-8f89f4527ce4
Kernel Version: 3.10.0-693.5.2.el7.x86_64

OS Image: Employee SKU

Operating System: linux

Architecture: amd64

Container Runtime Version: docker://1.12.6
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Kubelet Version: v1.6.1+5115d708d7
Kube-Proxy Version: v1.6.1+5115d708d7
ExternallD: 437740049672994824
Non-terminated Pods: (0 in total)
Namespace Name CPU Requests CPU Limits Memory Requests Memory Limits
Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
CPU Requests CPU Limits Memory Requests Memory Limits
0 (0%) 0 (0%) 0 (0%) 0 (0%)
Events: <none>

8. 1 VI7ZANTVFv¥—4A Y RAH VX% |etc/haproxy/haproxy.cfg i%E 7 7 1 JL D backend

I avhLHBRLEY,

backend router80
balance source
mode tcp
server infra-1.example.com 192.168.55.12:80 check
server infra-2.example.com 192.168.55.13:80 check

backend router443
balance source
mode tcp
server infra-1.example.com 192.168.55.12:443 check
server infra-2.example.com 192.168.55.13:443 check

9. JRIC. haproxy H—EZXEZBEFHL XY,

I $ sudo systemctl restart haproxy

10. 2OAXYYRT, IRTDPodZITEY MLAERICIZIRI—DE/—RZHIFRLZE T,

$ oc delete node ocp-infra-node-b7pl
node "ocp-infra-node-b7pl" deleted

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-p5zj Ready 1d v1.6.1+5115d708d7
ocp-infra-node-rghb Ready 1d v1.6.1+5115d708d7

ocp-master-dgf8 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7
ocp-master-qiv2 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7
ocp-master-vq70 Ready,SchedulingDisabled 1d v1.6.1+5115d708d7

ocp-node-020m Ready 1d v1.6.1+5115d708d7

ocp-node-7t5p Ready 1d v1.6.1+5115d708d7

ocp-node-n0dd Ready 1d v1.6.1+5115d708d7
)z 6

Pod ¥7cld/ — FOBEXZZIE R LA ¥ (BER) ICODWTOFFMIZ. / — FORTF DEY

YaveESRLTILEIW,

-
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5311 /—FKRKRRAMDEZX#Z

FRETER>IZ/—RDKDYIL, /—RZEBINTB2REL’HBGFHEICIE. RANDEIEI A4 —
ANDEMDOEIavESRBLTLLIEIL,

5.32. /— RIKRAMNDINY I T v TOYERK

J—RERZANDINY Ty TOERIE. SRY—FRANDNY Ty TEFRLBBZI—IAT—RITRY
9, YTRAY—HRANMIEBZLDEER T 7AIIDNESEND =D, Ny o7y TOERITHE < HEX
nEFd, LHL/—KRDFE., TOUHEE L TERBEDIX 7 oA IILA ==L/ — N2 TERX
N, BEEFZNSICEBOETICWELRT—YIREFNFETA. /— KONV I 7y TERIZ. BED
EITICBLEREDNEEZINIHEEICEITTEIENHEINE T,

Ny Ty FTT7OVRIE, YATLEHFPTY T L —RFLIZOMOKREIALLERAESCLEEELA Y
TSARNSIF v —ICIABRICETLET, Nv o7y Tk, BEOREBICERT—4 D F AR
IR B LD ICERNICEIT T ZIMELNHY T,

OpenShift Container Platform 7 7 1 JU

J—=RAVRIVREAVTF—%R—2ETF % Pod DX TERITINE T, /etc/origin/ & L U
letc/origin/node 71 L 7 M) —ZU T DL D REZR 7 7ML EEHAL F T,

o /—RKRY—ERDEE

o (VAN TERINDIAE

o VS RTONA ¥—EEDERE

o F—BLUVZEDMDEIRILT 7 1)L (dnsmasq & EX E)

OpenShift Container Platform #—E X (&, OJ L RILDB|Z LFPFOF> —DFERREAEITT S
TeDICHRITA XTE, RET 7 1)Lk letc/sysconfig T4 L 7 M) —ILREINZET,

FIE
. J—REBETZ7AINDNY I T7y THERLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node ${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform (&, /Ny 77y 7R) O —DFERFICERT 2HEDH DH5E
D774V EFEALET, ZhIZEUTIAEENET,

774 B
/etc/cni/* AVTF—FY NT—=0A4 V=T 14 ADEK
E(ERINIHE
letc/sysconfig/iptables iptables L —ILDMREFEI N S5
/etc/sysconfig/docker-storage-setup container-storage-setup J~¥ > KOAHT 7

1)V
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/etc/sysconfig/docker dockerZET7 7 1 )L
/etc/sysconfig/docker-network docker xv b7 — 2V &E (ffl: MTU)
/etc/sysconfig/docker-storage docker X k L —E%7E (container-storage-
setup TEXIN3)
/etc/dnsmasq.conf dnsmasq DEELRERET 71 )
/etc/dnsmasq.d/* #7723 dnsmasqE7 7 1)
/etc/sysconfig/flanneld flannel2E 7 71 L (EAI N2 5HE
/etc/pki/ca-trust/source/anchors/ VAT LITEMI N BEAE (B AABRL U R b
') —H)

INSDT77AIEFERT DICIE. UTEETLET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo mkdir -p ${MYBACKUPDIRY}/etc/pki/ca-trust/source/anchors

$ sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

$ sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

3. Ny T—=IUNEESTHIRRINTLEDIZEP. rpm NNy 5 —JICE8FN2 774V BT
BEMENHDBEIC. VATALICAVAM=ILINTWS rhel Ny —YD—BWH D &EF
<9,

R

AVFUYELI—T 79 MA N7 ED Red Hat Satellite #gEA F AT 2154
IE, RO WNRY T —IUPIRATAICA VAN =ILEINTWERNYy r—D
BET—9%BAVAN—IILTZENRA DX LEEELET,

ATFLIA VAN =IINTVWBIRED rhel vy —SD—BAERT BIC1E. LTEET
LEY,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpom -ga | sort | sudo tee $SMYBACKUPDIR/packages.txt

4. LTFO7 74NNy 9Ty FTF4 LY M) —IZBDMNET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n’
etc/sysconfig/atomic-openshift-node

etc/sysconfig/flanneld
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INLDT774ILOWVWThAh%EEONSIERT %ICIE. openshift-ansible-contrib )R N —ILEF
1% backup_master_node.sh 27 ) 7 hAFEALEd, CDRYY FMNIFIROFIEERITL. RS
)T MHAEITIN, FIRDITRTDIT 7AILHAAE—INZEANLEDT ALY N —2ERLET,

DRV Y) FTHME UTEETLTIRTOIYRY—TRITTEHIEHNTEEY,

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

MERZBEIF, 77AINVZEBL TAR—AZHNTEIENTELT,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz SMYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

pa )

openshift-ansible-contrib 2 7 ') 7" ;& Red Hat TIEHR—Fh I TWEEAD, V)
77 LYRA7—=F 70 Fv—F—LEI—RDPEREBYICEMFL. RETHD I %M

RIBTAMEERBLTVWET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

533. /—RKREKERA NNV O Ty TOET

62



EEERAMLRILDYRY

BELR/—RERANIZ7ANDIT7AINDNY I Ty THERLIZEIC, TROEDT 74 ILHEEIET S
M FLEEE> THIBRINABE, IhoD 774 2adE—LBELT7 74 I)VEET L, @43
VTFVYNEENDIEEERLTHL, HEEZIFIEZY—EREBEELET,

FIR

1. /etc/origin/node/node-config.yaml 7 7 1 L Z&T L X7,

# MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

# cp /etc/origin/node/node-config.yaml /etc/origin/node/node-config.yaml.old

# cp /backup/$(hostname)/$(date +%Y%m%d)/etc/origin/node/node-config.yaml
/etc/origin/node/node-config.yaml

# reboot

Digk

==
[=]

H—EXOBREINCLYII VIS LD ELDBE’HYET, TOECRAERSIC
50Dy MIDWTIE, /—RORERF EZSHBLTLEIL,

2"% s 0

HEBAEZITIDZDA VAV A ETRICHEREL T, iptables E=ZETL X,
1 Ny —IRW =8 IT OpenShift Container Platform ZBREI TE RWEEIE. Ny or—2
ZHBAVAM-ILLET,
a. BAEA VAR =ILINTWERyyr—VD—E2BMBLET,
I $ rpom -ga | sort > /tmp/current_packages.txt
b. Ny =Y D—EDOEICFETZ2ENEXRRLET,

$ diff /tmp/current_packages.txt $§{MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
c. BYBWNRyT—I%BAVAM—ILLET,
I # yum reinstall -y <packages> ﬂ

Q <packages> I3, Xy —IVD—BIEICBRZNAyr—JILBEMIET,

2. ¥ AT LFEBAZE % /etc/pki/ca-trust/source/anchors/ 74 L 2 M) —ICOE— L TET
L. update-ca-trust #=T7L %9,

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%om%d)*

$ sudo cp ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/<certificate> /etc/pki/ca-
trust/source/anchors/
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I $ sudo update-ca-trust

<certificate> (3. ETTT B2V AT LMBEED 7 7M1 IIVRICEX]RZ T,

R

T774)EJE—LETHEIC, 2—— DLV JIL—TIDEIFTHR
<. SELinux YT FAMEETINTWVWBZEEFEITHEZRLTLLEIL,

53.4. / — RDRFERDFIE

EEO/)—RBEEAF a3 Iilo20WTE. /—ROBE FALIE PodDEBEE ORNEY VESBLTLE
IV, TNLICIEFUTAEENET,

o /—RERFT I 1—ILFRRHM (Unschedulable) £72I& R 47 ¥ 2 — LR (Schedulable) & LT
¥N—79%

e Pod M./ — KHv5 DR
® Pod O Disruption Budget ({FILRRED F &) D& E

J—RREZED)Y—RAD—FER/KEIAVR—FY MIEL>THERAINDEIDICFHTEIENTEE
o INBITIK, kubelet, kube-proxy. Docker. 7zl sshd & & U NetworkManager 7 & Dt D%
YDYRFTLAVR—FV MR EENEY, FlIZ. VSRS —BEBHAA KD/ —RFRJYV—ADEIY Y
TtEIYavaESRLTIESI WY,

54.ETCD % X7

541 etcd /Ny o7 v S

etcd I RTDA TV TV MNER. BIVKIYRY —DRELZRETH2XF—EOXNTTY, D
VR—RVMNIEBEDEELZERL T, TRThBELREICOYEZLZT,

3.5 & Y £ HID OpenShift Container Platform /A—Y 3 Vi eted /N—Y 3 > 2(v2) Z{FHA L. 35L&
TIEN=23 V33 EFEALET, etecd DT—FETNIEK, ZD2D2DN—=YaVETERY F
T, etcdV3EV2EVET—IETILOBEAZFEATEEITD, etcdv2iEVv2T—FETILLAIMERT
TE A, etcdVBH—NN—TR 2BELTVZIT—FRAMTREAFILTHEEL, ThETRMIIL TV
x7,

V2 BETV3 DA DERIEICDWTIE. ETCDCTL_API B2 #% f L CEtl4 API A FRTX &
ERR

$ etcdctl -v
etcdctl version: 3.2.28
APl version: 2

$ ETCDCTL_API=3 etcdctl version

etcdctl version: 3.2.28
APl version: 3.2

V3 NDFRATHEICDWTDFEMIE. OpenShift Container Platform 3.7 K& 2 X > k® Migrating etcd
Data (V2tov3) DI avaSRLTLEIW,
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OpenShift Container Platform /8—</ 3 > 310 81T TIE, etcd ZRIDRAMIA VA M= T BT &
H, YRAY—RZANEDFFH Pod E LTETTSHIEHTEET, ED etcd KA M EIFE LRV
B, etcd FTRIY—KRZAMDFFEH Pod &E LTEITINE T, TOEWILY., M Pod ZEHYT 515
BRENY I Ty TTORRAEERY ET,

etcd DNy I 7y TTORRAE 2 DODERSZFIBTHREINTVET,
o REDNYIT Y T NER etcd RED L VIHAENEENE T,
o T—HDNY YTy T V2EVIDEADT—IETIAEENET,
T=YDNy I Ty TTOERE, BEYILRIEREENREI N, etedetl Y —ILA A VX h—JLIhTW
betcd VTR —ICHEMCTIBDRANTEITTEET,
pa 3]
Ny Ty T 774 )VIEETEEARIBE £ OpenShift Container Platform BRIEA DA E > 2

TLIKIE-LTHOBESIEI2RENDHY T,

eted DY 77y FITWHBEDARNL—URY) a—LADTRTOBBAESEND I EICEFELTLE
XL\, etcd DIETTHEFIC, OpenShift Container Platform I& / — R TOLLRID Pod DiEEIEE L R k
L—YVDBEYYTEBABLEY., co7OtRiE. /—REIVSRAIY—D5HIKRL, FiR/ —RKER
HDYIEBMTE 7O EEDLYDNDHY FEA, TDO/—RICEIYHTLHRTWVWERITRTDEDIE,
Pod DAY a—)LEkdD / — RICERGL Pod ICBUEIYHTLNE T,

541l.etcdD/N\v O T v S

etcd DNy V7w THIZ, etcd BET7 7 M)V E etcd T—YDEAEE/NY I Ty TTD2HENHY X
EP

5411l etcd REZ? 7 I INDNRY I Ty T

REFIT D etcdBBET7 7M1 IILIETRT etcd NERITINTWVWBA VRV AD letcleted T4 LY MY —
ICREINET, TNhIlIE. etcd FRET 7 1)L (/etc/eted/eted.conf) B LV TR —DBEICHER
SIBAENEEFNE T, TNOHIRTD T 7ML Ansible 1 VA M—=5—ICL>TA VA M—ILEICE
BMINZET,

FIE
PSR —DE etcd A VIN—|ZDWVWTDetcdBEENY I TV TLET,

$ ssh master-0 ﬂ
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%em%d)/

Q master-0 |3, etcd X V/N—DEBIICBXHIET,

P
Betcd VIR —AVN—DIRAEBLVRET 7 1 MIE—BDED T,

54112.etcd T—Y DNy 97w S

AR
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-

R

OpenShift Container Platform 4 Y XA h—=5— T4 ) 7 R Z{EKT 578, etcdctl2
(etcdv2 ¥ R U DIiFHE) & etedetl3 (etcdv3 ¥ RV DIFE) EVWIZFIDTRTDI Y
EADLALSTEARET,

7272 L. etedctl3 T4 ) 7 Rid etedetl A< RICFEMART Y RRA V h—EB5RHEHL
B\, -—endpoints 7 7> 3 VEIBEL, IRTDIVRRA Y MN2—ERRT
MHELRHY ET,

etcd /\v U7y TR0, UTEHE LTI,

o etedetl /N1 ) —HAFAABETH DD, FlFa VT F—1b4 VX M—ILDIHE L rhel7/eted

AT F—IFAEFRETRIThIERY ZHA,
OpenShift Container Platform API t —E AN RITHTHED I E 2R L £ T,
etcd V 2R — & DETEMAFER L £9 (R— b 2379/tcp)s

etcd VSR8 —ICHER S 5DICERT 2B RARIENHDH I ZHRE LT,

R

etcdctl backup ¥ Y RNy I 7w THRTTBOICHERINETH, etedv3 I
Ry 97y T OENHY FHA, KHVYIZ, etedctl snapshot save < > K& fE
FALTZ4 7 AV /X—D snapshot ZEX5H, F/zldeted 7T—9T7 1LV MY —D
member/snap/db 7 7 1 JLEZQE—L T I,

etcdctl backup ¥V K&, /—RKID®ISRI—IDREDNYITYTILEEND
A T—HD—EHEEE|MZIDDT, Nv I Ty TTlE. /—ROUBIOTATVT 1
TA—hIEKbhET, NV ITYvTIHLITRI—EBERT ZICIE. FROBE—/ —
ROSREY—HEHRLTHE, BRYD/—REISRIY—IEBIILET., X97—%1F
FR/ —RDBBGFEI IR —ICMb oW E D ICBERINE T,

etecd T—9ENY O Ty T LFT,

BF

OpenShift Container Platform QLFIDO/N—a v S T7y T L—RKLEI S RAY—IC
. V2T =9 ZARTHEFNZAEEIHYET, IXTDetcd T—F AT %Ny
Ty TLTLREIWL,

1. B Pod~Y=ZTJzAMD S etcd TV RRAVIMIPZRLAEZREBLET,

I $ export ETCD_POD_MANIFEST="/etc/origin/node/pods/etcd.yaml"

I $ export ETCD_EP=$(grep https ${ETCD_POD_MANIFEST} | cut -d '/ -f3)

2. BEFELLTCOTM VY LET,
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3. etcdPod BZEFLZF T,
I $ export ETCD_POD=$(oc get pods -n kube-system | grep -o -m 1 ""master-etcd\S*')
4. kube-system 7OV 7 MIYYEZZET,
I $ oc project kube-system
5 Pod@etcd T—9DRFv Foay bR L. ChzezO—AILILRELET,
$ oc exec ${ETCD_POD} -c etcd -- /bin/bash -¢ "ETCDCTL_API=3 etcdctl \
--cert /etc/etcd/peer.crt \
--key /etc/etcd/peer.key \
--cacert /etc/etcd/ca.crt \
--endpoints $ETCD_EP \
snapshot save /var/lib/etcd/snapshot.db" ﬂ

Q 2+ w3y M, Ivarllibetcd/ BB FOF 4 L2 M) —ICBBR T 2HENHY T,

5.4.2. etcd D1ETT

5421 etcdRET7 7M1 IILDETT

etcd R A M HEEIE L. Jetc/eted/eted.conf 7 7 1 LD o =13 A K. UTOFEEFEALTINE
BrxLEd,

1. etecd RRAMICT7VERALZET,

I $ ssh master-0 0

Q master-0 |F etcd "X NDEBIICBXHMI 7,

2. eted.conf /Xy U7y FT 74 )% Jetcleted/ ICIE—L E T,
I # cp /backup/etcd-config-<timestamp>/etcd/etcd.conf /etc/etcd/eted.conf
3 7 F7ANWICHERNR=—I v arvELPselinux AV TFIAMEREL T,
I # restorecon -RvF /etc/etcd/etcd.conf

ZOBITIE, NI Ty TI7710IIE AEDONFSHA, SNy MFELIFBORAMNL—YYV ) 2—
v 3> & LTERTE % /backup/etcd-config-<timestamps/etcd/etcd.conf /X2 ITRBFEINFE T,

etcd BRE 7 7 1 L DETERIC. B Pod #BEEITIMHENMHYEY, ThiF. etcd T—Y DETHE
ICEITINZET,

5.4.2.2.etcd T—49 DET
489 Pod T eted #1859 %H1IC. U TAHRLET.
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o etcdctl /XA F+ ) —DFHAIGEETH BN, XiZaAVT7F+—1b1 v A M—=ILD3FEIL rhel7/etcd
AVTFF—HrHEFETRIFNIERY FHA,
UFoa~x Y REETLCeted /Ny r—TTetedetl N1 F ) —% A VA M—=JLTEIET,

I # yum install etcd

DRy r—ld systemd H—EREA VA M—=ILLE T, etcd % F M Pod TERITHFIC
systemd Y —ERX & LTEFTINBRVEDICYH—EREZEMICLTYRILET, H—ER%
BMICLTYRITSHIET, BoTHBLAEY., YRTLOBRERFICEFNICH—ERD
BEENMINBWVWEIICLET,

I # systemctl disable etcd.service

I # systemctl mask etcd.service

M Pod Tetcd 21T 5 I1IE. UTFEERTLET,

1. Pod B"ETHDHBEE. PodDY =TT ANYAML 7 74 ERBOT4 LY M) —ICREILT
etcd Pod 21t L7,

I # mkdir -p /etc/origin/node/pods-stopped

I # mv /etc/origin/node/pods/etcd.yaml /etc/origin/node/pods-stopped

2. AWT =S IRRIRTHBELIT,

I # mv /var/lib/etcd /var/lib/etcd.old

etcdctl ZfHA L T, Pod 218t 9%/ — RTT—9 2BEM L £7,
3. etcd RF v T3y & etcdPod DY TV MARIZIETL T,

I # export ETCDCTL_API=3

# etcdctl snapshot restore /etc/etcd/backup/etcd/snapshot.db \
--data-dir /var/lib/etcd/ \
--name ip-172-18-3-48.ec2.internal \
--initial-cluster "ip-172-18-3-48.ec2.internal=https://172.18.3.48:2380" \
--initial-cluster-token "etcd-cluster-1" \
--initial-advertise-peer-urls https://172.18.3.48:2380 \
--skip-hash-check=true

Ny I TyTDetedconf 77 A ILDDHISRY—DBEYREEZERBLET,
4. F=HTF4 LI M) —IIREBELRNR—ZIvyavdLUPselinux IVFHFRAMNERELET,
I # restorecon -RvF /var/lib/etcd/

5 Pod DY =7z AMNYAML 7 7 M JLEELRT 4L U M) —ICFENL T etcd Pod #HBiEEI L
i’a—o

I # mv /etc/origin/node/pods-stopped/etcd.yaml /etc/origin/node/pods/
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5.43.etcd FRA NDEX#: X

etcd RANEBEHABICIE, etcd VSR —%2IELTHLRANEHIKRLET, 2OTAERT
&, BXMAFIBEORTEICetcd RRA MEDLNBBEIHEATI 4+ —F L (BERE) 2HIFTX 35 &
SICLEY,

DI

-
[=]

etcd VSR —ZEIHMABRFRIC I+ —5 L (ERE) 2HMEFITH0ELNHY X
¥, ThiE. BIIDUEDRZA MDBHRBLTVWEIREDNHD I EZEH®RLIT,

RANBEEHRZIBEED etcd VSR =DV —F L (ERE) 2HFF L TLWBHIRE
TEITINDIHBE, V7RI BEFBIOREEZZITEEA, KAFER eted T—
5 DEHARNBERIZEICIE, —EOBREOEREN TN EAEEN DY T,

pa )

etcd VSR —ICEBRTHIVITNHODFIE%=EET BE1IC. etcd T—H EERET 7ML
DNy I Ty TaEITWN, FIEPKRRTIBRICISRAY—%HETTEDLIICLET,

544.etcd DA —1) >4

etcd VSR —IE, YUY —R%& etcd RAMIEBMLTEEMNICIERT A2 EH, eted A MEEML
TKEMICHART D2 EHTEET,

pa )

etcd MERATBIREVRATALADEDIC, V3 RI—ITEEILFHDOA VN—DEENT
WBRELHY FT,

FHD etcd RANEBL VTR —DHE. 74— VMLV RIIHRIETEZE T, F
BODetcd RAMDHBIET, V2—FL (BB ICLERBHIEDLD I EIEHY E
HAD, BEREFOWMUELEFVET, LEAIK ISR —DIAVYN—THREX
N3EE. 74— L (ERE)IE2 T, 1 XUYN—DEEMHERICAYET, ThiZk
U, 9S5R9—EXVN—D2DONEETHBRY., M LikiTEd,

30D etcd RANTREINDIERB I SR —DERMEREINIT,

AR R MTIE, #HR D Red Hat Enterprise Linux version 7 EAKR A NABETY, etecd A NL—JIE
BADINT —IVREEHRTEDLIICSSD T4 RV H & U /varllib/eted TY VUV KX 2HEH
TARVICBEDINZRELRHY T,

AR

1. Fiil etcd RRA MEBIT ZHII,. T—9DkbhiAaWE DIl etcd ZES LT —F DNy
7y T ERYET,

2. iR AMDBEETRHRVWI SR —IZEBMINAWNEIIC, BEDetcd VT RAYI—RAT—4H R
HHALFT, LTOOTY REETLET,
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# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379"
endpoint health
https://master-0.example.com:2379 is healthy: successfully committed proposal: took =
5.011358ms
https://master-1.example.com:2379 is healthy: successfully committed proposal: took =
1.305173ms
https://master-2.example.com:2379 is healthy: successfully committed proposal: took =
1.388772ms

3. scaleup Playbook #3179 %H1IC. FTMA X MDSEYR RedHat V7 MY = 7 F v U RIVICE
BINTVWBIEAERLET,

# subscription-manager register \
--username="*<usernames"* --password="<password>*

# subscription-manager attach --pool=*<poolid>*

# subscription-manager repos --disable="*"

# subscription-manager repos \
--enable=rhel-7-server-rpms \
--enable=rhel-7-server-extras-rpms

etcd (& rhel-7-server-extras-rpms V 7 RV T 7 F v Y RIVTRAMINTWVWET,

4, IRTOKRFEAD eted XV /N—HDetcd VT RI—DHEIRINTWE I EEZHRLET,
nid. scaleup Playbook ZE1{T 2RIICTE T T 20BN HY £,

r

a. etcd A YN—%—BRRLZET,
# etcdctl --cert="/etc/etcd/peer.crt" --key="/etc/etcd/peer.key" \

--cacert="/etc/etcd/ca.crt" --endpoints=ETCD_LISTEN_CLIENT_URLS member list -w
table

FZUTIIGEE. KEADetcd X VN—IDEIE—LZET,
b. UTFDIYY RTIDZEEL T, READX N—ZHIFRLE T,
# etcdctl --cert="/etc/etcd/peer.crt" --key="/etc/etcd/peer.key" \

--cacert="/etc/etcd/ca.crt" --endpoints=ETCD_LISTEN_CLIENT_URL member remove
UNUSED ETCD_MEMBER_ID

5 WHEDetcd / —RTeted 8L Wiptables 57 v L —RKRLZF T,
I # yum update etcd iptables-services

6. etcd KA MDD Jetc/etcd REZ /v I T v TLET,

7. ¥# etcd X ¥ /X—75% OpenShift Container Platform / — R T H 255 1E. DELBDEZ b
EOSRY—IEMLET,

8. ZHOFIEDEY TIF1DDRAMZEMLTVWSZ EZAHRE LTVWETH, BHORA M %
BT 255 BRAMNTIRNTOFIRZEITLET,
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5.4.4.1. Ansible Z{§f L 7= etcd "X b DB
Fa

1. Ansible 1 YRV M) =T 74 LT, [new_etcd] &V ZEIDFR /I —TE L UHFHIRKR b
EERLE T, RIC. new _eted 7 )L— 7% [OSEV3] ZVIL—TDF &L TEMLET,

[OSEv3:children]
masters

nodes

etcd

new_etcd ﬂ

... [OUTPUT ABBREVIATED] ...

[etcd]

master-0.example.com
master-1.example.com
master-2.example.com

[new_etcd] 9
etcd0.example.com 6

m:n»}o)ﬁ%ﬁbu LEd,

pa 3

AR KNY) =T 74 IILHDH W eted host T M) —%F L\ eted host T~
M)—ICBX#AFYT, il etcdhost xBX# X % & X, /etc/etecd/ca/ T 1
L2 M) —DOE—%ERTZ2RENHY £9, F/IE. etcd hosts = X —
W7 T$BEIC, etcdca CEHIBAEABT 7O/4 52 EHTEET,

2. OpenShift Container Platform 4 Y A b—JL L. Ansible f YRV N =T 7ML EKRANT
ZRA MDD B, Playbook 74 L7 MY —ICFEI L. etcd scaleup Playbook ZZE{TL 7,

$ cd /usr/share/ansible/openshift-ansible
$ ansible-playbook playbooks/openshift-etcd/scaleup.yml
3. Playbook B"EITI N1 IC. ##R etcd KR b % [new_eted] 7 )L— T H 5 [eted] 7 IL—FIC
BITL, BEDRT—YRERBMTEILIICA VRV N =T 74 IVEEELET,

[OSEv3:children]
masters

nodes

etcd

new_etcd

... [OUTPUT ABBREVIATED] ...

[etcd]
master-0.example.com
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master-1.example.com
master-2.example.com
etcd0.example.com

4. Flannel #E B9 %3155 (C1E. OpenShift Container Platform DR X b T &
IC. letc/sysconfig/flanneld IC# % flanneld V' —ERFEEEZZE L, HL W etcd KR MEB
mLE9d,

FLANNEL_ETCD_ENDPOINTS=https://master-0.example.com:2379,https://master-
1.example.com:2379,https://master-2.example.com:2379,https://etcd0.example.com:2379

5. flanneld Y —EX 5 BEE#HL X T,

I # systemctl restart flanneld.service

5.4.4.2. Fi# etcd "R F OFENIC & B8N

etcd 5V A — /) — R TEHNPodE LTEFTLAVWES. D etcd RA MNEEBMTBA2UELNEL D5
EhHY F9,

¥
BRED etcd V T AY—DER
etcd SEAE ZER T 21213, EZIRIBEDEICE S A Copenssl IY Y REEITLE T,

1L RIBEHZFERLE T,

export NEW_ETCD_HOSTNAME="*etcd0.example.com™"
export NEW_ETCD_IP="192.168.55.21"

export CN=$NEW_ETCD_HOSTNAME

export SAN="IP:${NEW_ETCD_IP}, DNS:${NEW_ETCD_HOSTNAME}"
export PREFIX="/etc/etcd/generated_certs/etcd-$CN/"

export OPENSSLCFG="/etc/etcd/ca/openssl.cnf"

P2
etcd v3_ca_* & LTHERAINSE RS LD openssl L3R IC

I&. subjectAltName & L T®D $SAN IRIEEHA S ENE T,
I&. /etc/etcd/ca/openssl.cnf #5B L T 72X W

2. REBSLVABREZREISZTALIM)—ZHFERLET,

I # mkdir -p ${PREFIX}

3. U—N—FEREEREEKR L. TNIZERL F T (server.csr B & U server.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}server.key \
-out ${PREFIX}server.csr \
-regexts etcd_v3_req -batch -nodes \
-subj /CN=$CN

# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
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-out ${PREFIX}server.crt \
-in ${PREFIX}server.csr\
-extensions etcd_v3_ca_server -batch

4. ETFAEERZFEKR L. ThIZERL X T (peer.csr B &L U peer.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}peer.key \
-out ${PREFIX}peer.csr \
-regexts etcd_v3_req -batch -nodes \
-subj /CN=$CN

# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
-out ${PREFIX}peer.crt \
-in ${PREFIX}peer.csr \
-extensions etcd_v3_ca_peer -batch

5. R CTLERETISLDIC, BAEDetcdBZES LV cacrt 771 A2 FILE LTIRED ) —
Rmnsar—LEd,

# cp /etc/etcd/etcd.conf ${PREFIX}
# cp /etc/etcd/ca.crt ${PREFIX}

6. FT D etcd RAMDDL, FIMEANEITRY—ICEBMLET, etecd A VN—% VTR
H—ITEBMT BICIE. FTRAMD X > /38— peerURLs [ED T 7 # )L kD localhost 7 %5
BID2UELNHYZET,

a. memberlist AV REFHLTRIDAVYNN—DAVNN—DERELET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://172.18.1.18:2379,https://172.18.9.202:2379,https://172.18.0.75:2379"
{1
member list

Q —-peers /N XA —4H —{ETT V714 TRetcd XVN—DHD URL ZIEET 5L D IC
LTI,

b. etcd BV R —EFICDODVWTY Y AVTBIPT7RLRAZEGLET,
I $ ss -l4n | grep 2380

c. BRIOFIBTRMEBINLAYN—IDELVIP 7 RLA%EL T, etcdctl member update
O Y R%EEAL T peerURLs DIEEXFH L9,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://172.18.1.18:2379,https://172.18.9.202:2379,https://172.18.0.75:2379"
\
member update 511b7fb6¢cc0001 https://172.18.1.18:2380
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d. memberlist A¥ Y REBZETL., E7 URLIC localhost " FNA<< 3 LIICLE
ERS

7. IR A MR eted VTR —IZEMLET, FIFRRAMIFEFZREINTULRWEZD, FRE
ARNEBETBHEFTCAT—Y AN unstarted DFEFTHB T EITEBELTLIEIL,

Digk

==
[=]

BAVN=HBNML, 1TENCT1 DT DA YN—5BFVS4 VREICLET,

BAVN—Z Y289 —ITEBMT BRIC. WEDET D peerURL —E %
AT ZNENHY F9, peerURL —E (I A V=D EBINI N BT
ik LZ¥9d., etcdctl memberadd O~ > KiZ, ATFICERBAI N TWB LD
IS, AV NN—%BINT BEIC etcd.conf 7 7 (L THRETZIHEDH B 1E
ZHALET,

# etcdctl -C https://${CURRENT_ETCD_HOST}:2379 \
--ca-file=/etc/etcd/ca.crt  \
--cert-file=/etc/etcd/peer.crt  \
--key-file=/etc/etcd/peer.key member add ${NEW_ETCD_HOSTNAME}
https://${NEW_ETCD_IP}:2380 ﬂ

Added member named 10.3.9.222 with ID 4e1db163a21d7651 to cluster

ETCD_NAME="<NEW_ETCD_HOSTNAME>"
ETCD_INITIAL_CLUSTER="<NEW_ETCD_HOSTNAME>=https://<NEW_HOST_|P>:2380,
<CLUSTERMEMBER1_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBER2_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBERS3_NAME>=https:/<CLUSTERMEMBERS_IP>:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

@ c0TT 103922 eted A VA—DFINILTT, KR M IPT KL RF T EEH
BRARZEIBETEET,
8. %> 7)L ${PREFIX}/etcd.conf 7 7 1 L H=EHHF L £ 7,
a. UTOEABEMOFIETCERINABICBIHRIZETS,
e ETCD_NAME
e ETCD_INITIAL_CLUSTER
e ETCD_INITIAL_CLUSTER_STATE

b. LTFOZEHIE, ERIOFIETHAINAFREIAMDIPICEEREL X
3. ${NEW_ETCD_IP} (&, fE& LTHERATETE T,

ETCD_LISTEN_PEER_URLS
ETCD_LISTEN_CLIENT_URLS
ETCD_INITIAL_ADVERTISE_PEER_URLS
ETCD_ADVERTISE_CLIENT_URLS
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c. AVN=U 7 L% eted /—RELTHERALTWIHEICIE, /etc/etcd/eted.conf 7 7
AIVDREDEE LEXTIRENHYET,

d 7274V TEBXIS—PRELTWBIPZRLADNBRWHAEERLET, T5—PRED
HBDBEICIE, etced T —ERADNKBELTULED TEEEDLHY £,
I # vi ${PREFIX}/etcd.conf

O A1 VAM—=IT77A4IN%EERANT B/ — RKTIL /etc/ansible/hosts f VRV N)—T 74 )L
D [eted] KA M TI—T5BHLET, BT\ etcd KA M ZHIFRL., FRAEX M EEBML E
-a—o

10. SEBAE, YV TIERET 7M., 8LV ca%zELtgz 7 71V AEER L. ThEFHRER M
: l:o_Lli-a—o

# tar -czvf /etc/etcd/generated_certs/${CN}.tgz -C ${PREFIX} .
# scp /etc/etcd/generated_certs/${CN}.tgz ${CN}:/tmp/

8l etcd KRR bODZTH

1. iptables-services =1 ~ 2 h—JL L T etcd DUHEDRR— MR < 728 iptables 2—F 1 1)
T4 —ZEELET,

I # yum install -y iptables-services

2. etcd DBE%Z=FFAT I 5 OS_FIREWALL ALLOW 7 74 70 #—JLIL—IL&ERR L £,
o US4 F7 Y MNDKR— K 2379/tcp
o EFBEEDR— bk 2380/tcp

# systemctl enable iptables.service --now

# iptables -N OS_FIREWALL_ALLOW

# iptables -t filter -1 INPUT -j OS_FIREWALL_ALLOW

# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m tcp --dport 2379 -j
ACCEPT

# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m tcp --dport 2380 -j
ACCEPT

# iptables-save | tee /etc/sysconfig/iptables

R

ZDBFITIE, FIFRF = —> OS_FIREWALL ALLOW WMERiSINZEd, <h
I&. OpenShift Container Platform f Y A k=5 =87 74 70 # —JLIL—
IWICERY IREDZRICARY £,
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76

Digk

==
[=]

BRIEN QaSIRIETHRRANINTWBEFESICIE. 1 VY RYVADBIND

DR—MIA>TLB I NZ T4 vV EFATEDLIIC, EFal
TA—IN—TEEEELET,

.etedEA VRN —=ILLET,

I # yum install -y etcd

IN—323 7 etcd-2.3.7-4.el7.x86_64 LIfEA 1 VA M —)ILINTWB I EZMHELET,

. etcd Pod EEZHIRL T, etcd Y—EXRBETINTWARWREICLE T,

# mkdir -p /etc/origin/node/pods-stopped
# mv /etc/origin/node/pods/* /etc/origin/node/pods-stopped/

. etcd REBSLVT—Y EHIRLE T,

# rm -Rf /etc/etcd/*
# rm -Rf /var/lib/etcd/*

 GIEREB L URET 7ML ZRALE T,

I # tar xzvf /tmp/etcd0.example.com.tgz -C /etc/etcd/

HBEARANTeted 2EILE T,

I # systemctl enable etcd --now

CRARNDNY SR —D—ETHBIEEREDIZRAI—DEEMZHRLET,

o Vetcdapi 2FHT 2HBEIE. UTOITY RERTLET,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379,\
https://*etcd0.example.com™:2379™"
cluster-health

member 5ee217d19001 is healthy: got healthy result from https://192.168.55.12:2379
member 2a529ba1840722¢c0 is healthy: got healthy result from https://192.168.55.8:2379

member 8b8904727bf526a5 is healthy: got healthy result from
https://192.168.55.21:2379

member ed4f0efd277d7599 is healthy: got healthy result from https://192.168.55.13:2379

cluster is healthy
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o Vetcdapi ZFHT 2G5, UTFTOIATY Y KREETLET,

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \

--key=/etc/etcd/peer.key \

--cacert="/etc/etcd/ca.crt" \

--endpoints="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379,\
https://*etcd0.example.com*:2379™
endpoint health

https://master-0.example.com:2379 is healthy: successfully committed proposal: took =
5.011358ms

https://master-1.example.com:2379 is healthy: successfully committed proposal: took =
1.305173ms

https://master-2.example.com:2379 is healthy: successfully committed proposal: took =
1.388772ms

https://etcd0.example.com:2379 is healthy: successfully committed proposal: took =
1.498829ms

% OpenShift Container Platform ¥ 2 4 —DZE &

1. §RTDYRHY—D [etc/origin/master/master-config.yaml 7 7 1 JL D etcClientinfo &2
VAVTRYRAY—BELAEBLEY, Ffletcd RA M&, T—9 %R1ET % 7-HIC OpenShift

Container Platform BMEE§ % etcd 4 —NN—D—EBICEML. KB LAETARTD etcd FR +
HHIBRLE 9,

etcdClientInfo:

ca: master.etcd-ca.crt

certFile: master.etcd-client.crt

keyFile: master.etcd-client.key

urls:
- https://master-0.example.com:2379
- https://master-1.example.com:2379
- https://master-2.example.com:2379
- https://etcd0.example.com:2379

2. YA —APIY—EREBEELET,
o IRTDITRY—DAVAPM—=ILIZH LTI, UTFAEETFTLET,

# master-restart api
# master-restart controllers

DIk

==
[=]

etcd / — ROBEIFHTRITNIE QY FEA, TDEH, 2DLULED
RAKNZEBNT 2RENHY XY,

3. Flannel ZfEA T 3156, #iik etcd RRA M ZHAIAL=DHIT, TXTD OpenShift Container
Platform 7R 2 b @ /etc/sysconfig/flanneld (Z4 % flanneld ' —EXZREEZEZE L XY,
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FLANNEL_ETCD_ENDPOINTS=https://master-0.example.com:2379,https://master-
1.example.com:2379,https://master-2.example.com:2379,https://etcd0.example.com:2379

4. flanneld Y —EX5BEE#HL X T,

I # systemctl restart flanneld.service

5.4.5. etcd K X b DI
Bl etcd RA MK T 2HEIE. V53R —D5HIBRLET,

FRTCDYARAY—KAMNCEITTBFIE

FIR

1. etcd VS R9—D5MD etcd RRA M EZNZFHHEHIBRLET., ThETNDeted / —RIZDWT
LUFoavy REETLET,

# etcdctl3 --endpoints=https://<surviving host IP>:2379
--cacert=/etc/etcd/ca.crt
--cert=/etc/etcd/peer.crt
--key=/etc/etcd/peer.key member remove <failed member ID>

2. IRTDIYRYI—TYRY—APIH—EREBREHLFT,

I # master-restart api restart-master controller

BRED etcd 7V 5 AY—CRITI BFIR

FIR

78

L. RBELIZERARNEYSRY—DSHIRLET,

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from https://192.168.55.12:2379
member 2a529ba1840722c0 is healthy: got healthy result from https://192.168.55.8:2379
failed to check the health of member 8372784203e11288 on https://192.168.55.21:2379: Get
https://192.168.55.21:2379/health: dial tcp 192.168.55.21:2379: getsockopt: connection
refused

member 8372784203e11288 is unreachable: [https://192.168.55.21:2379] are all
unreachable

member ed4f0efd277d7599 is healthy: got healthy result from https://192.168.55.13:2379
cluster is healthy

# etcdctl2 member remove 8372784203e11288 ﬂ
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from https://192.168.55.12:2379
member 2a529ba1840722c0 is healthy: got healthy result from https://192.168.55.8:2379
member ed4f0efd277d7599 is healthy: got healthy result from https://192.168.55.13:2379
cluster is healthy

ﬂ remove OY Y RICIERRA METIEAL, etedID B ETY,



EEERAMLRILDYRY

2. etcd RET etcd Y—ERDBEEFFICKBMLARZA M ZFERALABEVWELIICTBITIE. YD
ITARTOD eted KRR b T /etc/eted/eted.conf 7 7 1 JL%ZZE L. ETCD_INITIAL_CLUSTER &
HOEISKBMLEZRR NEHIRRLZE T,

I # vi /etc/etcd/etcd.conf
DFICHERLET,

ETCD_INITIAL_CLUSTER=master-0.example.com=https://192.168.55.8:2380,master-
1.example.com=https://192.168.55.12:2380,master-
2.example.com=https://192.168.55.13:2380

UFD&LD 1KY FY,

ETCD_INITIAL_CLUSTER=master-0.example.com=https://192.168.55.8:2380,master-
1.example.com=https://192.168.55.12:2380

pa 3

KB LU7ARR M etedetl ZEA L THIBRI N TWE DT, eted ¥—ERDHIEE
EIITETY,

3. Ansible f YRV KN =D 7 A IV EISRAY—DBIEDRAT—Y A% KM L. Playbook DEBEZE
TEORBEEHRIT L IICERELET,

[OSEv3:children]

masters

nodes

etcd

... [OUTPUT ABBREVIATED] ...
[etcd]

master-0.example.com
master-1.example.com

4. Flannel ZEA L TW3IHE. TXTOKRR b /etc/sysconfig/flanneld IC# % flanneld +—
EREBEEAZEL, etcd RRA M ZHIBRLZE T,

FLANNEL_ETCD_ENDPOINTS=https://master-0.example.com:2379,https://master-
1.example.com:2379,https://master-2.example.com:2379

5. flanneld Y —EX 5 BEE#L X T,

I # systemctl restart flanneld.service
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F6E JOVIIMNLRILDIY RY

61. 70z NDINy YTy T

BETZ2ITRTDT—IDNY I Ty TOEMRICIE, TRTOEEREREZTIZAR—KL, FRIO
VI MIETIBIENERLIET,

FI7

80

B

ocgetall AY Y RIFHEDTOV IV MN)Y—RDHERT D, UTOFIED L S I
PVCHBLUY—7 Ly NEaEOMD )Y —REERINY VT v TT2RENHY F
-a—o

LNy OF7yFee7Adz ) hTF—95—ERRLET,
I $ oc get all

H A B

NAME TYPE FROM  LATEST
bc/ruby-ex Source Git 1

NAME TYPE FROM STATUS STARTED DURATION
builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago 35s

NAME DOCKER REPO TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook latest 2 minutes ago
is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift latest 2 minutes ago
is/ruby-22-centos7 10.111.255.221:5000/myproject/ruby-22-centos7 latest 2 minutes ago

is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex latest 2 minutes ago
NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1 config,image(guestbook:latest)
dc/hello-openshift 1 1 1 config,image(hello-openshift:latest)
dc/ruby-ex 1 1 1 config,image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE

rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m

rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
svc/guestbook 10.111.105.84 <none> 3000/TCP 2m
svc/hello-openshift 10.111.230.24 <none> 8080/TCP,8888/TCP 2m
svc/ruby-ex 10.111.232.117 <none> 8080/TCP 2m
NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 11 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 11 Running 0 2m
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2. 7OV NA TP Y N% projectyaml 7 7 1 JLICZ IV RR—MLET,
I $ oc get -0 yaml --export all > project.yaml

33 A=A YTaVT, =Ly b Y—ERT7HT VM BLWKERY 2 —LEK
(PVO) 2, 7OV NADMDA TV M 2TV RR—FLET,
UToavxy RaFERTHE. 7OV Y MO namespace DA TV T 2T RTITY R
R—bhTEET,

$ for object in $(oc api-resources --namespaced=true -0 name)
do

oc get -o yaml --export $object > $object.yaml
done

—ED) Y —RIET Y AR— b TET, aMethodNotAllowed TS5 —HNRR-INF T,

4. —BODIIVRAR—KINAEA Tz MITOVLI NADRKEDA Y T—9 £/IEEED ID
ANDOBRIKET ZHEIHYET, Ihid. BERINZ ATV hpa—H—EY
TA—ICBIFBHERICAY XT,
imagestreams DOfFE AT, deploymentconfig @ image /X5 X —4% —(&, BT INBRIEIC
FELBVWARLIZ M) —RADA A -V DRHED shaF v VY L%ERA Y NT2HEDNH
YEJ, EzxIE Y7L ruby-ex" % oc new-app centos/ruby-22-
centos7~https://github.com/sclorg/ruby-ex.git & L TETI 25 &, A A—YAKRRAMNT B
HDOAREL YR M) —%FEHT % imagestream ruby-ex B"MERINE T,

$ oc get dc ruby-ex -0 jsonpath="{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdcbb2280e03f686a5c8edfefia2a7b21cee

oc get --export TD LY RAR— k &[E UAET. deploymentconfig #4 Y R— b9 2&, 1
A—=IDFELBAWVEEICIFERBLET,

62. 70O NDIET

7OY Y bDETICIE. oc create -f <file name> 2T L THR IOV I/ M EERLTH S, T
PAR—MINET 74V EEBTLET,

FIE
L 7Yz MR LET,

I $ oc new-project <project_name> ﬂ

Z D <project_name> DfElL, Ny 7Ty IOV NOLRIEALTHZIME
BHYET,

2. AV NF TV M EAVR—FLET,
I $ oc create -f project.yaml
3 8B=INAVTavT, =Ly b Y—ERT7AHVV M BLCKkFERY 2 —LEK

(PVC) &, 7AV I MDY I Ty TBRICT I AR— I Y —R %4 VR— b
L/i-a—o

81
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I $ oc create -f <object>.yaml

MDA TV MBIBERIBEIC, A VR—MIKHTBZ)V—REHYET, INHPREL

HBEIE. T5—XAvtE—Y%BRL. RUICAVR—bNT2REOHZY Y —RERHELE
-a—o

DIk

==
[=]

Pod BLUVTIAI MG —ERTHO Y MR ED—ED ) Y —RIIERTE R WG

anbhy FEd,

6.3. PERSISTENT VOLUME CLAIM (kiR ) 2 —LBKR)Y DN O 7 v 7
AV TFFTF—HOKkGT—9 & —N"—CRAPTEET,

BF

OpenShift Container Platform IRiE%# R X N2 —EDTONA 5 —TlE, Nv o T7v S
BLVETENTH—RR=F 1 —DRF v T¥ay NF—EXEBHT 2HENDH S
BEaEMHY ET, 272 L. OpenShift Container Platform TlE I 5 DY —ER &&EE T
DHEBEAREL TVARWVEZSD, RETEINSDFIRICOWTIEERALEZEA.

BET7IVr—avo@EgianNy o7y TEIBICOWTIE, RO RFa XY MESRBLTLEY
Wo TeEZIE mysql T—4 T4 L2 M) —BARZIE—LTEERATRERNNY 27y FIFERINZE
HA, TORDYIZ, BEMIFONAET TV T—>avOBFEDONY 27y TFIBERITLTH L,
T—H%ERHTEIENTEET, ZOFEDFIRICIZ. OpenShift Container Platform /KX M3 5%
TSy RT3 —LTREINZR STy FYayv kY a—2avopFEREE8FEFNET,

FI7

L. 7Oz hBLUVPodERRLEFT,

$ oc get pods
NAME READY STATUS RESTARTS AGE

demo-1-build 0/1 Completed 0 2h
demo-2-fxxéd 1/1 Running 0 1h

2. KR 2 —LTHEAINTVWERY) 1 —LZRRETESH LD ICRER Pod DIERZEEH L £
-a—o

$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo
deployment=demo-2
deploymentconfig=demo
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Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:
demo:

Container ID:
docker://201f3e55b373641eb36945d723e1e212ecab847311109b5cee1fd0109424217a

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20dc9ff6f3504361935
968b0c83fcb98a7a8c381a

Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20dc9ff6f3504361935
968b0c83fcb98a7a8c381a

Port: 8080/TCP

State: Running

Started: Tue, 05 Dec 2017 12:54:52 -0500

Ready: True

Restart Count: 0

Volume Mounts:

*/opt/app-root/src/uploaded from persistent-volume (rw)*

/var/run/secrets/kubernetes.io/serviceaccount from default-token-8mmrk (ro)

Environment Variables: <none>
...omitted...

Z DOHAIEKEET —4 b lopt/app-root/src/uploaded 71 LV b —IlH B & ERLTVE
ER

3. F—4AEO—AH)ICaAE—LZET,

$ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app
receiving incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedupis 0.14

ocp_sop.txt 7 7 A IIEO—HILY AT LI vO—RIh, X IT7vTYITIRITE
TEBIDINY 9Ty FAAZZXLTNY 9Ty FINET,

pa )

7. Pod AT BIHEIC pvec 2 AT TICERDOFIEZRITTET I AN
ZICpve BENEDI D EHR T DILEDNHYIT., T I ERFLTHLE
7O EFEAL. FIRAMNL—VERETDIIENTEET,

6.4. PERSISTENT VOLUME CLAIM (kiR Y 2 —AER, PVC) DETT

/Ny 9 Ty F LT Persistent Volume Claim (kiR Y 2 —AFEXK, PVC) T—49 2B 5 &N TE
F9, 771 ZHIRLTHOLZED T 74 IV 2 FERINZIGFAAICET N, F7/IE Persistent Volume
Claim (K#EARY) 2 —LEBXR) BT IT DI ENTEET, ANL—VEBITTILENHDIGEN.
Ny DIV RAMNL=UDN T TILFEELRVWREDEERERICIEIBRITTINENHIGEIHY
ERP
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BEODT7I)r—avoBtRETFIREICOVWTIEH., TRhEFNORRZRFAX Y NESEBLTLES
W,

6.41. 7 71 JLDETFE PVC ~NDETT
FIE
L. 7274 EHIKRLET,

$ oc rsh demo-2-fxx6d

sh-4.2$ Is */opt/app-root/src/uploaded/*

lost+found ocp_sop.txt

sh-4.2$ *rm -rf /opt/app-root/src/uploaded/ocp_sop.txt*
sh-4.2$ *Is /opt/app-root/src/uploaded/*

lost+found

2. PVCIZH 2727 7AW Drsync /Ny I Ty THREFNZH—N—D I 7M1 I EBEZRIFT,
I $ oc rsync uploaded demo-2-fxx6d:/opt/app-root/src/

3. ocrsha5HHALTT77M4IDPod ICEINTWEZ EEHEAL., PodICEHKLTT4 L2 b
J—pavyFoyasRrlLET,

$ oc rsh demo-2-fxx6d
sh-4.2$ *Is /opt/app-root/src/uploaded/*
lost+found ocp_sop.txt

6.4.2. T —4 DFIR PVC ~D1ETT
UTOFIETIE, $ pve MERINTWB T EAFHRE LTUWET,

FIR

. IREEHZEINTWS claim-name 2 EEZ2X L F 7,

$ oc set volume dc/demo --add --name=persistent-volume \
--type=persistentVolumeClaim --claim-name=filestore \ --mount-path=/opt/app-
root/src/uploaded --overwrite

2. Pod B"##R PVC ZER L TWB I & ZHIRBLE T,

$ oc describe dc/demo
Name: demo
Namespace: test
Created: 3 hours ago
Labels: app=demo
Annotations: openshift.io/generated-by=0penShiftNewApp
Latest Version: 3
Selector: app=demo,deploymentconfig=demo
Replicas: 1
Triggers: Config, Image(demo@latest, auto=true)
Strategy: Rolling
Template:
Labels: app=demo
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deploymentconfig=demo

Annotations: openshift.io/container.demo.image.entrypoint=["container-
entrypoint","/bin/sh","-c","$STI_SCRIPTS_PATH/usage"]

openshift.io/generated-by=OpenShiftNewApp

Containers:

demo:

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20dc9ff6f3504361935
968b0c83fcb98a7a8c381a

Port: 8080/TCP

Volume Mounts:

/opt/app-root/src/uploaded from persistent-volume (rw)

Environment Variables: <none>

Volumes:
persistent-volume:

Type: PersistentVolumeClaim (a reference to a PersistentVolumeClaim in the same
namespace)

*ClaimName: filestore*

ReadOnly: false
...omitted...

3. 7704 XY MRETIEFHRD pve ZFERA L TWS7®H, ocrsync #R{TLTI7 7 M ILEFHE
D pve ICEELET,

$ oc rsync uploaded demo-3-2b8gs:/opt/app-root/src/
sending incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/

sent 181 bytes received 39 bytes 146.67 bytes/sec
total size is 32 speedup is 0.15

4. ocrshZFHLTI7Z7A4ILHDPod ICREINTWBZEAMEEL, Pod ICEHKRLTTa4 LY b
J—pavsFryasRrlLET,

$ oc rsh demo-3-2b8gs

sh-4.2$ |s /opt/app-root/src/uploaded/
lost+found ocp_sop.txt

65. M A=UBLAVTF—DTIN—=VT

WEINKT—IELVFT TV bOFWNA=I 3 VDT I —2V FITDWTOFEMIE. Pruning
Resources (Y —2DTI—= YD REY 2 ESRLTL I,
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572 DOCKER ¥ X ¥

OpenShift Container Platform (3> 5+ —T > Y ¥ (CRI-O 7 I& Docker) 2R L T. EEOHD
AVFF—THERINZ Pod TP TN r—2avaERITLET,

95 249 —EEEIL, OpenShift Container Platform 1 Y A h—)LDZEDERAEMERMICETT S
OIC, AVTF—IVIVICEBNMDREZMADRENHBIFGEDHY LT,

713057 F—RA ML= DR

FIFAAREARZR NL—YVDBRELEP T I EICL Y, BEAFRE LAWRENART7TO4 XY MAEREIC
BRYFT, INERTTSICE, BB ZOEEXRELSTRIDNA—FT 1> a VHFATETR
Fhiday FtA.

711 / — RDiRE

¥

L A=AV RAYVADBD, FLIFIVSAI—FBEEELT., /—KH5D Pod DBk %= FF
AL, TDO/—RTOMD Pod DRAT T a—) Vv TaEMCLET,

$ NODE=0se-app-node01.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE VERSION
ose-app-node01.example.com Ready,SchedulingDisabled 20m v1.6.1+5115d708d7

$ oc adm drain ${NODE]} --ignore-daemonsets
node "ose-app-node01.example.com" already cordoned
pod "perl-1-build" evicted
pod "perl-1-3Insh" evicted
pod "perl-1-9jzd8" evicted
node "ose-app-node01.example.com" drained
)z 6
BOIhauwo—h)IRY) 2—ATAVYTF—DERITINTWVWBEHEEICE. T

DAY RAEETLEY. ocadm drain ${NODE} --ignore-daemonsets --
delete-local-data.

2. /—REDPodZ—ERRL., TNODHIBRINTWE I EZHRELET,
$ oc adm manage-node ${NODE} --list-pods

Listing matched pods on node: ose-app-node01.example.com

NAME READY STATUS RESTARTS AGE

3. J—RZT&IC, ThETO2D20FEALYERLET,
Pod ¥7cld / — ROBEE/ZIE KL A ¥ (BB ICOWTOMIZ. /— RORTFASRBLTLLEY
LN,

71.2. A ML —Y DLER
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Docker A ML —ld, FiIIRT A RV AZBY U TED, FLEEEET A AV EIEET DD 2 DDAE
THRTEE T,

FRT14 RVICELBR ML —Y DR
[} =355
o MMTARVIE, BMDAML—YVERBETIREDA VRSV ATHATRERTRITNIER
YEHA, UTFDOFIETIE, /etc/sysconfig/docker-storage-setup 7 7 1 JLIZRINT WS

£, TDT 14 RV Idevixvdb & WD SRILAMTIF SN, FHiFET « X7 121E /devixvdd &
WA SRNILAFIFSNTWET,

# vi /etc/sysconfig/docker-storage-setup
DEVS="/dev/xvdb /dev/xvdd"

- s 0

70O+ R EEFE & 72 % OpenShift Container Platform 1 Y 75 A M5V F v —IC
FOoTERYZET,

FIE
1. docker =21 LY,

I # systemctl stop docker

2. etcd Pod E&E%ZHIBRL. "RAMZBEHL T/ —FKH—EXRA2FELELZET,

# mkdir -p /etc/origin/node/pods-stopped
# mv /etc/origin/node/pods/* /etc/origin/node/pods-stopped/

3. docker-storage-setup I~¥ Y REETLTCAVFF—R ML —YICEAEMITSNZRY 2—4
TIV—TBLOREBR) 2 —LEIRLET,

I # docker-storage-setup
a. thinpool DFRETIE. ULTFOEANKRRIN, RORTY FICEL I ENTEET,
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume group docker_vol
INFO: Device node /dev/xvdd1 exists.

Physical volume "/dev/xvdd1" successfully created.
Volume group "docker_vol" successfully extended

b. Overlay2 7 7 1 IV AT L% ERAT 2 XFSERETIE. BRIOHADTRLUALEMERT<IN
FthA.
XFSRA ML=V %HERT 2I1C1E. LTOFIEEZETTI2HENHY FT,

i. lvextend ¥ REERTL T, HEARY 2—L%5ILIRLT. RY 2—LTIL—TTH
FrRRERMEEAE I ARTFERALET,

I # Ivextend -r -1 +100%FREE /dev/mapper/docker_vol-dockerlv
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88

pa 3
BEHELTHERABTEZALITVRENHBIHEIE. TNITH LT FREE D
BG=RRLIT,

i. xfs_growfs Y Y R&ERTLTI7 74> RT7L%HERL T, FIRAREAEE%FER
L/i-a—o

I # xfs_growfs /dev/mapper/docker_vol-dockerlv

=
XFS 7 7A4IVY AT LAIFHENTEITE A,

ii. docker-storage-setup A< REZBUEITLET,
I # docker-storage-setup
INT, HAKWERAR) 2 —LTIV—TELVHMEBRY) 2 —LHFRRIINET,

INFO: Device /dev/vdb is already partitioned and is part of volume group docker_vg
INFO: Found an already configured thin pool /dev/mapper/docker_vg-docker--pool in
/etc/sysconfig/docker-storage
INFO: Device node /dev/mapper/docker_vg-docker--pool exists.

Logical volume docker_vg/docker-pool changed.

. Docker ¥ —EREZBEHLFT,

# systemctl start docker

# vgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.99g <55.00g

. Pod EZEZETLET,

I # mv /etc/origin/node/pods-stopped/* /etc/origin/node/pods/

. RAMZEBERELT/ — R —EXZBEHLIT,

I # systemctl restart atomic-openshift-node.service

CFEARY 2a—L I —T%/EM L T docker-storage-setup # BR1TT 2i5a LB LT 1

ATDEMDA )y hELT, YRATATHEAINTW A XA—IDHFRIA ML —TDEME
LEZDFEEFAEITDEVNLI2RADDY XY,

# container images

REPOSITORY TAG IMAGE ID CREATED
SIZE

docker-registry.default.svc:5000/tet/perl latest 8b0b0106fb5e 13
minutes ago  627.4 MB

registry.redhat.io/rhscl/perl-524-rhel7 <none> 912b01ac7570 6 days ago
559.5 MB
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registry.redhat.io/openshift3/ose-deployer  v3.6.173.0.21 89fd398a337d 5 weeks
ago 970.2 MB

registry.redhat.io/openshift3/ose-pod v3.6.173.0.21 63accd48a0d7 5 weeks
ago 208.6 MB

8. ANL—VREEWELERET, FiLKADTL B Poda2ZIFANLONELIIC/ —RAER
T a—)LERERIRRBICLE T,
PSR —EBEELELT, YRAY—A VAR VADLLUTEEITLET,

$ oc adm manage-node ${NODE} --schedulable=true

ose-master01.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7
ose-master02.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7
ose-master03.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7

ose-infra-node01.example.com Ready 24m v1.6.1+5115d708d7
ose-infra-node02.example.com Ready 24m v1.6.1+5115d708d7
ose-infra-node03.example.com Ready 24m v1.6.1+5115d708d7
ose-app-node01.example.com Ready 24m v1.6.1+5115d708d7
ose-app-node02.example.com Ready 24m v1.6.1+5115d708d7

BET1AIDR ML —YDHR
. BERIOFEICHK->T, /—RKEBEBLZEY,

2. docker {21 L ¥,

I # systemctl stop docker

3. Pod EEZHIFRL T, /—FY—EX%ZEFLELZXT,

# mkdir -p /etc/origin/node/pods-stopped
# mv /etc/origin/node/pods/* /etc/origin/node/pods-stopped/

4 BETA RV EBBICISLTHAXERELEY, ThIBREICKCTERY Y,
® LVM (Logical Volume Manager) Z & L TW 354!

o MMERY 1—LDHIKR:
I # Ivremove /dev/docker_vg/docker/lv
o Docker RY) 2 —LJIL—TDHIE:
I # vgremove docker_vg
o WER) 21— LDHIK:
I # pvremove /dev/<my_previous_disk_device>

e VS RTONAF—AFEALTVWRESIE. T4 RAVDENY L TAEMBBRL, T4 RV %
WELTHOFHROLYKRZIRTARIVEERL, ThEAVAYVRAICEYYETSEZE
bff\‘ﬁ i’a—o
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/lv#LV_remove
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/vg_admin#VG_remove
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o T RUMNDEEDIHES., TAATITBLV T ANV ATLDYA AILBTHI &N
TEXZXY, FMIOVWTIE, UTFTOY Y 2—vavaSRBLTLEIL,

o https:;//access.redhat.com/solutions/199573

TN R, YA X E %R L T, /etc/sysconfig/docker-storage-setup 7 7 1 JLHYHTHR

TARZICH LU CHEUICEEINTWE I EAERALET,

. docker-storage-setup ZET L THRT 1 RV EZHBHREL X T,

# docker-storage-setup
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume group docker_vol
INFO: Device node /dev/xvdd1 exists.
Physical volume "/dev/xvdd1" successfully created.
Volume group "docker_vol" successfully extended

7. Docker Y —E2X&ZBEHL X7,

# systemctl start docker

# vgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.99g <55.00g

8. Pod EEZEB®TLE T,

I # mv /etc/origin/node/pods-stopped/* /etc/origin/node/pods/

9. RAMZBEEELT/ —F—EXZBEHLXT,

I # systemctl restart atomic-openshift-node.service

713.AMNL =Ny o TV ROLTHRE

H—ERBLVT7 7MY R T LAOEBEIARICKH U T, FAKEELFERATE2LIICAMNL—UNNY )
IV ROEEIBEILRZIBEDNHYET, UTOFIETIE. TNA ATy R—DNRNY I TV K%
overlay2 A hL—Y RNy VTV RICEET 262 RLFT, overlay2 TiE, ERDT /N AT v /i—
IR, BEEBE A ALINET,

7.1.3.1. / — K DBkt

90

L RRY—A VRAYVADBD, FLIFIVISAI—FBEEELT, /—KH5D Pod DRk %= FF

AL, TDO/—RTOMD Pod DRAT T a—) VT aEHLET,

$ NODE=0se-app-node01.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE VERSION
ose-app-node01.example.com Ready,SchedulingDisabled 20m v1.6.1+5115d708d7

$ oc adm drain ${NODE} --ignore-daemonsets
node "ose-app-node01.example.com" already cordoned
pod "perl-1-build" evicted


https://access.redhat.com/solutions/199573
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pod "perl-1-3Insh" evicted
pod "perl-1-9jzd8" evicted
node "ose-app-node01.example.com" drained
)z 6
BOIhauwo—h)IRY) 2—ATAVYTTF—DEITINTWVWREHEEICE. T

DAY RAEETLEY. ocadm drain ${NODE} --ignore-daemonsets --
delete-local-data

2. /—REDPodZ—ERRL., TNODHIBRINTWE I EZHRELET,
$ oc adm manage-node ${NODE} --list-pods

Listing matched pods on node: ose-app-node01.example.com

NAME READY STATUS RESTARTS AGE

Pod £7/ld/ — ROEBEELZIERL A Y (BR) ICOWTOFEMIE. / —FORT 2881 LTL
2N,

3. AVTFHF—HHRERTA VAY VY ALETEITINTVLWARWIRET, docker f—ERX&{ZIEL
ERR

I # systemctl stop docker
4. atomic-openshift-node H—E X %{Z1E L ¥,
I # systemctl stop atomic-openshift-node
5 R a—LTIN—TO&FL REBI/IN—TH SLUOYMERY) 1 —LEZERALET,

# vgs
VG #PV #LV #SN Attr  VSize VFree
docker_vol 1 1 0 wz--n- <25.00g 15.00g

#Ivs
LV VG Attr LSize Pool Origin Data% Meta% Move Log Cpy%Sync Convert

dockerlv docker_vol -wi-ao---- <10.00g

# Ivremove /dev/docker_vol/docker-pool -y

# vgremove docker_vol -y

# pvs
PV VG Fmt Attr PSize PFree
/dev/xvdb1 docker_vol lvm2 a-- <25.00g 15.00g

# pvremove /dev/xvdb1 -y

# rm -Rf /var/lib/docker/*
# rm -f /etc/sysconfig/docker-storage

6. docker-storage-setup 7 7 1 JL % STORAGE_DRIVER #1EEJ 5L D ICEEL XY,

o1
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R

> 2T Ish¥ Red Hat Enterprise Linux /N\—33 > 7305 74 IC7 v UL —K
9 BMRIC, docker —E R & /var % extfs O STORAGE_DRIVER & #(C{#FH
LED&LET, 272L. extfs # STORAGE DRIVER & L Tl d 5 & T

FARELET., TOIFT—ICDOVWTOFMIZ. UTONT%
W,

® Bugzilla ID: 1490910

DEVS=/dev/xvdb

VG=docker_vol

DATA _SIZE=95%VG

STORAGE_DRIVER=overlay2
CONTAINER_ROOT_LV_NAME=dockerlv
CONTAINER_ROOT_LV_MOUNT _PATH=/var/lib/docker
CONTAINER_ROOT _LV_SIZE=100%FREE

7. ANL—=Y%EY N7y TLET,
I # docker-storage-setup

8. docker ##EEI L F ¢,

I # systemctl start docker

9. atomic-openshift-node y—EXZBEFHL X7,

I # systemctl restart atomic-openshift-node.service

=08

=z nn

LTKES

10. AL =YD overlay2 2 TE S L D ICEBINIRET, FHIHRDOEFE Pod 22T AN

NBdELIIC/—REZRTY2—)LAEICLET,
RAY—A VA VADS, FRIFEIVISRIY—EEBEELTUTEERITLET,

$ oc adm manage-node ${NODE} --schedulable=true

ose-master01.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7
ose-master02.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7
ose-master03.example.com Ready,SchedulingDisabled 24m v1.6.1+5115d708d7

ose-infra-node01.example.com Ready 24m v1.6.1+5115d708d7
ose-infra-node02.example.com Ready 24m v1.6.1+5115d708d7
ose-infra-node03.example.com Ready 24m v1.6.1+5115d708d7
ose-app-node01.example.com Ready 24m v1.6.1+5115d708d7
ose-app-node02.example.com Ready 24m v1.6.1+5115d708d7

72.aVFF—L I ANY —SFRREDEE

OpenShift Container Platform RERL YA M) —|& Pod & LTHERINE T, /=L, VT F—Iddb
ERGEIFABLIZARN)—DSTLINET, 774 MTIE LYRZAKY—IE TCP R— b 5000
By RV LET, LYZAKN)—RGETLSBAHATIVIRR=—MINEA A=—VDEF2) T4 —%RE
TBH, FEREMNS T4y 0 EESEETICLYRARN) —2ETT234TavaBHfLET,
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https://bugzilla.redhat.com/show_bug.cgi?id=1490910
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DIk

==
[=]

Docker lZ.crt 7 7 1)L % CAGIBAZE LT, .cet 7714\ % U 54 7 MNEFRE
ELTHIRLE T, CAHLRIZ .crt CTHIMRELADHY X7,

721LH48L YA N) —HORERAERIEDA Y X b=

OpenShift Container Platform Z#88L Y X M) —THERT 27201, LY A MY —0DFREER (CA) iE
BAED, LYZAN) DA A=V ETITEZITRTD/ —RIZDVWTEBEINTWIRENHY F
-a—c

R

Docker D/N—Yavic&k>Tld, AVFF—AX—IYLYVRAN)—%EETEHIOER
EERY FT, FF/N—Y 3 2D Docker DJIL— b+

REERIE Y AT LDT 7 AL M —
JINTWETY, docker A —Ua v 113 LY BFIDN—I 3V TR YRATLDT 74

JUNSEBAZE IO A RS LIL— NEBAENFEELRBRWGEICOAMFERAINE T,
FIE

1. CAZEBAZ % /etc/pki/ca-trust/source/anchors/ ICOE—L £ 9,

I $ sudo cp myregistry.example.com.crt /etc/pki/ca-trust/source/anchors/
2. CAFIFAEZRHEL. BRINZZRO—EICEMLE T,

I $ sudo update-ca-trust extract

openssl 7Y R&ER L TCSSLAIBAEZHRL XY,

$ openssl verify myregistry.example.com.crt
myreqistry.example.com.crt: OK

FEAZENEEI N, FEI/EFHFINKL S, docker y—ERX = HieE) L THIRIEBASZ A E U ICER
EINTWBIEZHWRELET,
I $ sudo systemctl restart docker.service
Docker /X—= 3 VD113 &Y EFID/N—2 3 v DIFEIF,. REABZEFET 57-DICLLTOEMDFIE
ZEREITLEY,

L IRTD/—KRT, TALIMN)=DEFDPAVTF—AA—V LI AN —DKRRA NG E

BRoTWBEHET 14 L2 ~)—% Jetc/docker/certs.d IC/ERL L 9,

I $ sudo mkdir -p /etc/docker/certs.d/myregistry.example.com
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R

R—FESIE, AVTF—AA—=ILIRAN)—HPR—PFESLBLICTIERT
TRWEEEREAETY, R—bM%&ETD Docker LY AN —IZRA Y KT 3
ICI&. myregistry.example.com:port ZfEH L 7,

2. AVFF—AA=YLYVRANY—ICIPZRLABRETT 2 ERTBICE. T4aLYVMN)—D%
BV TF—AXA—=ILIAN)—DIPTHIFRTALIRN)—%, §RTD/—KD
/etc/docker/certs.d RICIERR T 2 MBI HY £7,

I $ sudo mkdir -p /etc/docker/certs.d/10.10.10.10

3. CAEIRRZEABERIDFIETHICER I N Docker 74 LY M) —ICaE—LZE T,

$ sudo cp myregistry.example.com.crt \
/etc/docker/certs.d/myregistry.example.com/ca.crt

$ sudo cp myregistry.example.com.crt /etc/docker/certs.d/10.10.10.10/ca.crt

4. EEAENAE—IN7RIC, docker Y —ERZHBEH L THHFAAENMMFERAINLTVWSE I &%

HERLET,

I $ sudo systemctl restart docker.service

7.2.2.Docker sSEFRZD /NNy I 7w 7

J—=RERRANDNY U7y TORTEIC, HAELI RN —DFERAZEEMAHAHFT,

FIR

94

1. /etc/docker/certs.d ZFAHA L TWBIHBE., TALIZ M) —ICEFNZITARTCOHRBEEEIE—
L. 7274 ILERELET,

$ sudo tar -czvf docker-registry-certs-$(hostname)-$(date +%Y%m%d).tar.gz
/etc/docker/certs.d/

2. VAT LDEEEZFEAT 3158, MAEEZ Y AT LADOEERIGENT 3HIICRELET., &F

DT Lch, trustIY Y REFERLTETT 2OICHHAELEBALET., YA T LAEEOD
CAEHEL. pkesI1ID 2EXBHTHEXET,

$ trust list
...J]OUTPUT OMMITED]...
pkcs11:id=%a5%b3%e1%2b%2b%49%b6%d7%73%al1%aa%94%t5%01%e7%73%65%4Cc%
ac%50;type=cert

type: certificate

label: MyCA

trust: anchor

category: authority
...J]OUTPUT OMMITED]...

3. BEEAE % pem XX THIHE L T, BEiZEEL £9 . f: myca.crt

I $ trust extract --format=pem-bundle \



$73 DOCKER ¥ X ¥

filter="%a5%b3%e1%2b%2b%49%b6%d7%73%al1%aa%94%f5%01%e7%73%65%4c%ac%
50;type=cert" myca.crt

4. FEEAED openssl THEUIICEAINTWS I & 2R LT,
I $ openssl verify myca.crt

5. MBRAIRTODIEREICDVWTZIDOFIEEEYIRL, 7714IILE) E—MNDBARIEELE
_a—o

7.2.3. Docker SEBHEZDETT
HERL TR MY —H®D Docker SEFAZENHIRI N DD, FIIHWEBLTWEIFEE., ETXAHN=ZXLTIE
FHILERITINANY I Ty TDI7 74V EFRELT, 1 VAN =—ILAZERLCFIE=FALE T,
73.AVFF—LYRAN)—DEHE
OpenShift Container Platform %, A& docker LY A M) —%FHALTA XA —J % T TED LD IC
BRETEEY, EL, BE7 7MWV EFBLTEEDAA—VFRLIFILYARN)—%EF LY., 1B
ELYTBZEETEFT,
HEBLYZAN) =Ry NT—O 8NS5 T74 vV DiEFAEAFERHL TAREINEHE. Ihilidte+a 7
BRLYARN)—=ELTOEFIZMITRIENTEET, I LRVWESICE. LYRAN)—=ERANE
DS TavIETL—VRTFRANTITbON, BSlEINhARAWH, ThrEeFa 7R LIYR N
)—iliY F9,
7.3.1. Docker search ODAEEL A M) —

774 NT, docker T—EVICIEA A=V EFRDLIRAN) DS FIVTEBHEIGHY T
M. ¥R VEIE docker.io/ & &£ U registry.redhat.io I L TERTINFzd., T—E VL. --add-
registry 7 7> 3 > % docker T—EVICERELTA A —JAMDL VRN —DLREBETED LI
BRETEET,

’ =)

Red Hat Registry registry.redhat.io "5 1 X —Y %R} d 21T 7 4 )L kT Red
Hat Enterprise Linux docker /X r—J|ZH Y £9,

FIR

1. 11— —7%" docker search (CfEDL AN —ZHELTAAXA—YEZRRTEDLIICTBIC
&, TNHDL IR M) —% registries /X5 X —% —D T D /etc/containers/registries.conf
Z7AIISEMLET,

registries:
- registry.redhat.io

- my.registry.example.com

2. docker 7 —E > A~ HBit2E L. my.registry.example.com DFER%FAT L X7,

I $ sudo systemctl restart docker.service
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docker T —EVDBEHICELY. docker AV TFFHF—IEBEHFLET,

3. Ansible f VA N—5—%EHT35%BE. Nl Ansible RAMNTZ 71I)LD
openshift_docker_additional_registries ¥ % FHL THRETEXZ T,

I openshift_docker_additional_registries=registry.redhat.io,my.registry.example.com

7.3.2.Docker HEZL RN —DHETA RN RARNEBELVT TSI )R K

Docker |&. registries & & Uf block_registries 7 5 7' % docker 7 —E VICERE L T, AL IV X b
=D ODBREATOY I TEEIICERETEET,

FIR

1. BFIXIN3 LY RN —% registries 7 5 7 DfFL /- /etc/containers/registries.conf 7 7 1
JVISEML FY,

registries:
- registry.redhat.io
- my.registry.example.com

= -1o)
dockerio LY AN —IZA LU AETEBMTETET,

2. BYDLYANY—%HTOV I LET,

block_registries:
- all

3 EWN=YaVvDEYDLYRAN)—%2T70Ov I LET,
I BLOCK_REGISTRY="--block-registry=all'

4. docker T —EVAEHBREEILZE T,
I $ sudo systemctl restart docker.service

docker T —EVDBEHICELY. docker AV TFF—IEBEHFHLET,

5. ZOHITIE, dockerio LA N —=HDTZv I YXMIANLNTWSEDH, ZEDLIY R K
)—ICEAET 5T NTOREIKBL T,

$ sudo docker pull hello-world

Using default tag: latest

Trying to pull repository registry.redhat.io/hello-world ...

Trying to pull repository my.registry.example.com/hello-world ...
Trying to pull repository registry.redhat.io/hello-world ...
unknown: Not Found

$ sudo docker pull docker.io/hello-world

Using default tag: latest

Trying to pull repository docker.io/library/hello-world ...

All endpoints blocked.
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774V EBUEEL. Y—EX%BE#E L T docker.io % registries THUZEML 9,

registries:
- registry.redhat.io
- my.registry.example.com
- docker.io
block_registries:
- all

F7zE

ADD_REGISTRY="--add-registry=registry.redhat.io --add-registry=my.registry.example.com -
-add-registry=docker.io"
BLOCK_REGISTRY="--block-registry=all’

6. Docker Y—EX A2 HicgI L 7,

I $ sudo systemctl restart docker

7. ’f)(—°/“7'3“7°)l/'63<793|7( —Cy)é t%ﬁ&;u?é‘u(«i J'J\-F%ggﬁibij—o

$ sudo docker pull docker.io/hello-world

Using default tag: latest

Trying to pull repository docker.io/library/hello-world ...
latest: Pulling from docker.io/library/hello-world

9a0669468bf7: Pull complete
Digest:
sha256:0e06ef5e1945a718b02a8c319e15bae44f47039005530bc617a5d071190ed3fc

CAERLU R MY —’Eﬁﬁi?é%%b‘%é% (LYAKN)—%FHTI2REDHDITANTD/ —
KA Z b®D docker 7 —E V5% TANEERT DGERE). ThodD/—RTTZv o
AMNEEHRL. BEHSDO /Td' 7’3‘5’% INBZDEFHSIENTEET,

Ansible 1 YA N—Z—% BT 35%BE. Ihid. Ansible KA N7 741D
openshift_docker_additional_registries & & U openshift_docker_blocked_registries Z %X
ZHEALTERETEET,

openshift_docker_additional_registries=registry.redhat.io,my.registry.example.com
openshift_docker_blocked_registries=all

733. ¥ a7 RLYRANY)—

AXA—VEHNELIZAN)—DSTINTEZLIICTBICIE. LYRMNY —FIRAEAEHETIZ2HEN
HYFET, TITRVWEBEICE, 1 X—YDTINEBRERERBRLET,

Ihilid, AEL Y2 N —DFREEREEAED A Y A =L DEI Y avasR LTI EIW

R4 M)A MEFEATZHE. AEBLYZA MY —IE LD & D IC registries TEITEMINZIET T
-3—0

734.3FEXaT7RLIRAN) —
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BEHRINTVWRWEREZFERAT 2HBL VAN — FXLIEFAHEIZ S TCERINGVWATIL 2
ARMY—ZFERALBVTCEIW,

22U, EEFaTRLIYARNY—IE, docker F—EVRYRI N —DEA A=V ETINTED L
3 (T —-insecure-registry + 7> 3 V& FERA L GEBMT 2EAHY £, Zhid --add-registry & 7
2avERLUTY D, docker BIFICDOWTIIMREEINTWEEA,

LYZ MY —BINEOBHOF 7> 3 V&AL TEBISNBREABY T, ThICEY, BREN
AEICARY, T5Y 7 UR M BEBARA A —VOTLREDRDBIEAETTHIENTEET,

FANMNELT, LLTFIClocalhost DIEEFXFaT7RLIYARNY —BEBINTE2AEICOVWTOHIAERLE
-a—o

FIR

1. /etc/containers/registries.conf ;% 7 7 1 L % localhost DIFEF 2 T7ARL VR M) — %8B0
THLIICEELET,

[registries.search]
registries = ['registry.redhat.io’, 'my.registry.example.com’, 'docker.io', 'localhost:5000' ]

[reqistries.insecure]
registries = ['localhost:5000']

[registries.block]
registries = ['all']

ya 13!

X217 TIEBWL YR M) —% registries.search 27> a > &
registries.insecure 7 > 3 VOEAIEML T, TDEIBRLIZANY =N
X227 TIERBWN, RTA M) AMELTY—IINTWVWRIEZHELE
¥, registeries.block 27> 3 VILEFNBL Y AN —

I&. registries.search 7> a3 VIEML T, 74 M) X MELGRWRY,
JOvo3InET,

2. docker 7T —EVEBREEILTCLIYZRMN) —A2FRALET,
I $ sudo systemctl restart docker.service

docker T—EVEBEHTDH&ICLY, docker AV TFF—rBEBHINET,

3. AT F—A A=Y L YR MY —Pod % localhost TETL X7,
I $ sudo docker run -p 5000:5000 registry:2

4 AX=SHTILET,

I $ sudo docker pull openshift/hello-openshift

5. AX=DICH TEMITET,

I $ sudo docker tag docker.io/openshift/hello-openshift:latest localhost:5000/hello-openshift-
local:latest
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6. 1 X—U%O—AINLYRMN)—IZTYy>aLET,
I $ sudo docker push localhost:5000/hello-openshift-local:latest

7. Ansible 1 Y2 h—5—% BT 55, ik, Ansible RA N7 74 IILD
openshift_docker_additional_registries. openshift_docker_blocked_registries. & & U
openshift_docker_insecure_registries T % FHL THRETEXZ T,

openshift_docker_additional_registries=registry.redhat.io,my.registry.example.com,localhost:50l
0

openshift_docker_insecure_registries=localhost:5000

openshift_docker_blocked_registries=all

pa )

"R MDIP 7 KL ZIC openshift_docker_insecure_registries Tt X E T =X
£7, 0.0.0.0/0 FBEMWRFRETIEHY FH A,

7.3.5 le\n /%37* |/‘/Z |\ U -

REEEADL YR MY —% docker THEFAT %ICIE. docker T —EVHAL YR KN —ICOTA VTS
WHELHY £F, OpenShift Container Platform Diz&E. 1— "f—LEt/T\Z N C docker login A< K%
RITTERVWED, EL5FIEtY beRITTH2RENHYET, RAFADL YA M) —F1—H—
BDTINTEBAA—IPHALLYZARN) =TIV EZRATEZ21—H—%4IRT ZLDICFERTEET,

HER docker L R MY —ICEREENN M ERBZAIK. LYRAN) —AFRT R0 TEBKELRY —
gLy MEERLTHS, ZOV—2 Ly MNEFERAL T docker 1 EAE1TLET,

1. I—%—ndocker LY R M) —IZOJ1 92570 Y NTdockercfg >—7 L v h%E{E
’ﬁbia—o

$ oc project <my_project>

$ oc create secret docker-registry <my_registry> --docker-server=
<my.registry.example.com> --docker-username=<username> --docker-password=
<my_password> --docker-email=<me@example.com>

2. .dockercfg 7 7 1 LW FEHET 5HBE, oc AX Y RAEFHALTY—ILy MEERLET,

$ oc create secret generic <my_registry> --from-file=.dockercfg=<path/to/.dockercfg> --
type=kubernetes.io/dockercfg

3. $HOME/.docker/config.json 7 7 1 L =R EL X T,

$ oc create secret generic <my_registry> --from-file=.dockerconfigjson=<path/to/.dockercfg>
--type=kubernetes.io/dockerconfigjson

4, dockercfg HEAL. =Ly N TIVREEETTZH—EXRTHI YV MIY VI LT,
_V%ulb\u /§<77'*|/¢/“Z I\ U _b\Bj)bLjij—o ’f )‘—“/“7&7‘))[/'3'67‘:6750)7_“7 Zf)l/ I\o)
*7“ EX7 A7V bl default TY,

I $ oc secrets link default <my_registry> --for=pull
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5 S2IHEEEFERLTAXA—Y% Ty > a9 25BE, dockercfg & —72 L w Md S2IPod ICX ™
YEINBH, ThEEINREETTIEUNRY—EXTATV Y M) VI T2RENHY
F9, AA—VHEINRTZLEDIERINZ T 74 MNOY—ERTHT Y MDO&FIIE
builder T9,

I $ oc secrets link builder <my_registry>

6. buildconfig Tid. Y=V L v a2 Ty a1 F X TIVEBERICEET 2HELNHY FT,

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "Dockerlmage",
"name": "*my.registry.example.com*/myproject/myimage:stable"
b
"pullSecret": {
"name": "*mydockerregistry*"
b
...JOUTPUT ABBREVIATED]...
"output": {
"to": {
"kind": "Dockerlmage",
"name": "*my.registry.example.com*/myproject/myimage:latest”
2
"pushSecret": {
"name": "*mydockerregistry*"

I3
...[OUTPUT ABBREVIATED]...

7. REBL Y AN =D R AR —ERICEET 2HEEE. LYAKN)—URLZERT2L Y
ARNY—HDODY—2 Ly e, MEDOURL 2#FEHE T 2HAEDRAY AT LAOEAD
dockercfg — 2 L v NEERLET, INOHEADY—I Ly haeh—ERT7HD Y MIE
msz2uEHLHY T,

$ oc project <my_project>

$ oc create secret docker-registry <my_registry> --docker-server=*
<my_reqistry_example.com> --docker-username=<usernames --docker-password=
<my_password> --docker-email=<me@example.com>

$ oc create secret docker-registry <my_docker_registry_ext_auth> --docker-server=
<my.authsystem.example.com> --docker-username=<username> --docker-password=
<my_password> --docker-email=<me@example.com>

$ oc secrets link default <my_registry> --for=pull

$ oc secrets link default <my_docker_registry_ext_auth> --for=pull

$ oc secrets link builder <my_registry>

$ oc secrets link builder <my_docker_registry_ext_auth>

7.3.6.ImagePolicy {575 71 >~

ZABE TS T4 VIEAPINDEREA VI —tET ML, BEINTVWEL—LIKIELTFI v I %R
TL, TNHDIL—IVICEDWTREDT7 7 avaEEFa LY, EELRY LET., OpenShift
Container Platform |, ImagePolicy {17574 > AL T, RETERITHERA A —J%FHIRT
XEJ, IITRUTEFETEET,

¢ A A—VDY—RAA—VDTIIFEATESBLIRMN) —
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o MA—VDERAA—IDNBY TRHIFICE>TEREINGBWVWED, A28 TIAS514Px
A NI & D Pod DEITZRET 5,

AVFTF—AX=IIRILVDEHR A A —JVICFEDINIVEFLEDLHN TLEFLERVE
DEEHY B,

o AX=UT/T—YavORRBEEIAVT T —LIZAN)—DAA-JICHEDT / T—> 3
VERFLELD. TREFLELVWE IEFT S,

DIk

H
=

RBF T, ImagePolicy Z 75 V4 VIER—FREARINTVWET,

FIR

1. ImagePolicy 75 74 U EMITINTUVWBIBE, ThE, IRTOIYRY—/—KT

/etc/origin/master/master-config.yaml 7 7 1 LA ZEB L CTHEAIN DAL VA MY —%FF
AT2LDICEETIHEDNHY FT,

admissionConfig:
pluginConfig:
openshift.io/ImagePolicy:
configuration:
kind: ImagePolicyConfig
apiVersion: v1
executionRules:
- name: allow-images-from-other-registries
onResources:
- resource: pods
- resource: builds
matchRegistries:
- docker.io
- <my.registry.example.com>
- registry.redhat.io

R

ImagePolicy ZBMICT 22 &IC&Y, a—HF—@F7TVr—>avaERAT S
BRICLY AN —%IBET 2 EHNH Y 9 (oc new-app
kubernetes/guestbook Tld7: < oc new-app

docker.io/kubernetes/guestbook & 9572 &), 5 LAawneE., KEA/AELZE
ER

2. AVAMN=IEICRM TS T4 v EBWICTBIC

I&. openshift_master_admission_plugin_config Z#%. 9 ~XT® pluginConfig ¥ E% &
Ljson T74—< v PINAXFNEHICFERTEET,

openshift_master_admission_plugin_config={"openshift.io/ImagePolicy":{"configuration":
{"kind":"ImagePolicyConfig","apiVersion":"v1","executionRules":[{"name":"allow-images-from-
other-registries","onResources":[{"resource":"pods"},{"resource":"builds"}],"matchRegistries":
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I ["docker.io","*my.registry.example.com*","registry.redhat.io"]}]}}}

737. A A= DOHEBLI AN —DE5DA ViIR— b

77— 3 VEHEZEIL ocimport-image Y Y R TA X —I% 4 ~iR— b LT imagestreams %
YERX T X, OpenShift Container Platform IEAEL VA M) =5 DA A =T ViR— N F &
EETHELDICKRETEET,

FIR

L - DA A=V %A VR NTEDBHFAINLLIZARN) —ERETZITE. LUT%E
/etc/origin/master/master-config.yaml 7 7 1 JLIZEML £ 9,

imagePolicyConfig:
allowedRegistriesForimport:
- domainName: docker.io
- domainName: \*.docker.io'
- domainName: "*.redhat.com’
- domainName: 'my.registry.example.com'

2. ARX—VHENEBIFL AR —DoA VIR—MNTBIC1E,. REATOY T MNRICY—7
Ly MEEERLE T,

3 HERINTVWAWESETEH, AMORILEHL VAN DX T7THSH. FIFFA
ENEETEALWEAICIE. ocimport-image I ¥~ K% --insecure=true &+ 7> 3 V A i5E
LTHERATEZY,

NAEBOREEFAL VAN =D X2 TAGE. LIYZAMNY—FREIF. LTOLIICLYR
N)—DAYR=—PFIYMNO—F—%ETTIRICTRAYI—RANTERINDIBENHY X
ER

/etc/pki/ca-trust/source/anchors/ DFIEAEA#IE—L 9,

$ sudo cp <my.registry.example.com.crt> /etc/pki/ca-
trust/source/anchors/<my.registry.example.com.crt>

4. update-ca-trust A¥ > K%ZETLET,
I $ sudo update-ca-trust
5. $RTODYRYI—HKRANTYRY—H—ERE=BEHLET,
I $ sudo master-restart api
$ sudo master-restart controllers
6. AEEL YA MY —DIEBAZE X OpenShift Container Platform LY A M) —TEFEINZE T,

$ for i in pem openssl java; do
oc create configmap ca-trust-extracted-${i} --from-file /etc/pki/ca-trust/extracted/${i}
oc set volume dc/docker-registry --add -m /etc/pki/ca-trust/extracted/${i} --configmap-
name=ca-trust-extracted-${i} --name ca-trust-extracted-${i}
done
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a5 H-
= A
RS T, SEAZEAL VAN —Pod ICEBMT 272D ERLFIBIZH Y

FEAN, LEEDORREFERATEEY,

COEEETIH, INH6DIATY RERTTEIVRATLTIRTOEHES
N 2EtAE % > T configmaps ZEX T 27D, HERFIAEDAHNME
FINBI)—VRVRATADNLINERITTBDIENHEINET,

7. Frcld. LD & S I Dockerfile 2L T, 1 X—YZBEI R HLOISERIIRAE =
BRTEDLILIVAMN) A XV ZRELIY,

FROM registry.redhat.io/openshift3/ose-docker-registry:v3.6
ADD <my.registry.example.com.crt> /etc/pki/ca-trust/source/anchors/
USER 0

RUN update-ca-trust extract
USER 1001

8. A1 A—VAEEEIRL, InAE docker LR N —IZFyoal, TDAA—VELIRBN

') — deploymentconfig @ spec.template.spec.containers['name":"registry"].image & L T
FRLXT,

$ oc patch dc docker-registry -p {"spec":{"template":{"spec":{"containers":
[{"name":"registry","image":"*myregistry.example.com/openshift3/ose-docker-
registry:latest*"}]}}}}'

pa 3

imagePolicyConfig 58 €% 1 > X b —JUICIEBINT 5 IC
I&. openshift_master_image policy config Z#%. LULTD LI ICTRTD
imagePolicyConfig sfE% 24 json T7 4+ —< v NINAXFITHERATEET,

openshift_master_image_policy_config={"imagePolicyConfig":
{"allowedRegistriesForimport":[{"domainName":"docker.io"},
{"domainName":"\*.docker.i0"},{"domainName":"*.redhat.com"},
{"domainName":"*my.registry.example.com*"}]}}

ImagePolicy ICD W T DFlIZ. ImagePolicy 27274 Y Ot > avaESRLTIEIW,

7.3.8. OpenShift Container Platform L Y X k) — D&

OpenShift Container Platform Z X4 > R7OY DAV T F—A A=Y LYV RAMN)—ELTA VA M—
WL, LYRKMNYY —HKEDHZRMTEDLIICTEIENTEEXY, InICiE, OpenShift
Container Platform 75 v R 7 #—L%&5ERTT2EDICTDL YA N —%FHTE AL’ HY F
EP

OpenShift Container Platform L ¥ X b ) —IZDWT DEEMIE. OpenShift Container LY A K1) —D R
HSURT7OVTTOAAY FDA VA =L ZBRLTEIW,
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OpenShift Container Platform L 2 M) —ZBMICT 2IC1E. BRIOITRTOEZ 2 a VM ERAIN
£ 9, OpenShift Container Platform Q&R TIE., TDR ¥ >~ K702 D OpenShift Container L ¥ X
M)—EABLIZARMN) =& LTREBINETS, ThETILFTFHFYMLIZAMN)—=THY,
OpenShift Container Platform MAEFRETILAMERIND 2D, W DHDEMY RV NREITKRY X
T, COLYRN)—RBFRTOI ) ME2HBOREBEICERT 2D TIRMRL, ThBIET L D%
TE I N7 OpenShift Container Platform RICHERR T 278, fERI N2 T RTOTOYV I MIREs
52%7,

7381LLIJARMNY—TOS T MDY FTAY —~DEE

LYZARNY—=E LI RN —Pod & Web [ V¥ —7 24 A% ET 5L OpenShift Container
Platform BRIEETH Z7H. LIYA M) —ICHIRTOY o M EERT 5 O RIE. oc new-project
F7-ldoccreate VY RS VAMBALTERITINSD, FldWeb A V9 —T A4 R%&F>TE
TINET,

TOV ) MMERINZ &, BEOH—EXTH T K (builder. default. & & U deployer) »'H
EMICERI N, 7OV NEBEI—Y—ILEN—I v a vt EInET, EL1—V—%5
O, BREBA—F—IIA A=V 5Ty a/TIT2ERENGETEZET,

TRTCDA—F—DBLIZAN)—RHOFHR IO LI MDSA A =TT TEEZLIICTHHREDWL
KDOHWDIA—RT—ZHHY F§H. OpenShift Container Platform & LT Z M) —fIC 11 DEFR%E
B2 EEFELTWRIBAET, A—H—DNRFEDTOVII MDSAA—VD Ty aBL VT
HRITTEDLIICTIHEICIE. W ODDFIEEEITIT2HENHYET,

DIk

H
[=]

LIYZAKY)—=Web AV Y —ILIETIV/ Ty ¥ aBEIERINE =0V ERRL

FIHN, CWRKRRFTINB =V ViFdEy>ary =00 THdH, BBRUINIC
BYET, BEDNR—Iv o avaEOUb—EX7HAY Y NaERT BT &ICE

Y, BEEFEEIY—EXRTHO YV MDNN—Iv o aVEHIRTDIENTE, &%
WEAX=SDT Yy a/TIICERZY—ERTAI Y MNEFRATESZLHICTE
F9, TORIEIY—ERTHTIY N N—=0 VOERTINDIELC R BB, b—
2 VOHRYIN, Y=Ly NOBERTDMDY ZVICDWTERET 2HENR
CRYFET,

FIa
LFRTOYz ) MEERLET,

I $ oc new-project <my_project>

2. LYZRMN)=TO I MNEFERLET,

I $ oc new-project <registry _project>
33 H—ERT7AHV YN ELIYRN)=TO Y MIERLET,

I $ oc create serviceaccount <my_serviceaccount> -n <registry_project>
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. registry-editor O— )L Z AL TA X =2 DTy 2 aBLPTIVDNN—Iv o a Va5 LE
ER

I $ oc adm policy add-role-to-user registry-editor -z <my_serviceaccount> -n <registry_project>
TIWR—=2 v 2 avDHIPRERIFE. registry-viewer O— )L 2 FRATEX T,
H—EXRTAVVMNN IV ERRGELET,

I $ TOKEN=$(oc sa get-token <my_serviceaccount> -n <registry_project>)

=20 >%&NZXT—RKELTHERL., dockercfg >— 27 L v MEER L £,

$ oc create secret docker-registry <my_registry> \
--docker-server=<myregistry.example.com> --docker-username=<notused> --docker-
password=${TOKEN]} --docker-email=<me@example.com>

. dockercfg > — 7 L v hEFRAL., >—2L vy N TIWNREERTIBZH—ERTHI Y MC
YO LT AA=TVBLIZAN)=DSTIVLET, A A=V %TINTZBELODT 74K
DY —ERT7 AV &L default TY,

I $ oc secrets link default <my_registry> --for=pull

. S2MEEEFER LTI X—Y% Sy > a9 2HBE. dockercfg —72 L ME S2IPod ICX ™
YEhINBH, ThEEINREETTIEUNRY—EXT7ATV Y NI VI T2RENHY
9, AA—VHEINRTZLEDIERINZET 74 MNOY—ERTHT Y MD&RIIE
builder T9,

I $ oc secrets link builder <my_registry>
. buildconfig Tld., =2V L v & Ty a1k ETIVBERIEETZ2HENHY T,

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "Dockerlmage",
"name": "<myregistry.example.com/registry_project/my_image:stable>"
|3
"pullSecret": {
"name": "<my_registry>"
|3
...JOUTPUT ABBREVIATED]...
"output™: {
||tO": {
"kind": "Dockerlmage",
"name": "<myregistry.example.com/registry_project/my_image:latest>"
|3
"pushSecret": {
"name": "<my_registry>"
|3
...[OUTPUT ABBREVIATED]...
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HEE FIFAZSDEE

OpenShift Container Platform 7 5 X4 —OBE#EAFEH, SEASZSE A 71 7ILDEED T = —XIC
BITLET, UTOFIETIE. SAT7H1I7ILDE Tz —X2ERBTIHEICOVWTEHALTVLWET,

AERAE OBEMHROKR T EAREDET 7O ILAT BIERIE. SIAZEOET 704 28R L TKEY
LY,

817 7)) r—vavOECEREAAED CA TERINDIEHEADY
UEZ

—BOTF ) 5= avF T L—NET TV 5= avhb iS4 7Y MIEBRRTIINZ2EEES
BIDFRREAERR L E 9, /=& 2 E. 77 4 )L b TlE. OpenShift Container Platform Ansible 1 >~ Z

N—2—DF7a4 X N TOLRAD—]RELT, A NI IRFTTOMV—HDECELIDOIMREEF
’ﬁbi-a—o

INSOBECERUEDIRAER 7SIV —TRHEINIEA. COBBEZRMT BICIEE. DHICELS
hcAEBRZEZERAL. ChZBECEREDIMRETIS 71 v /7 2BRESIETESLIICKRELE T,

1. BFIL—MZHIBRLZE Y,
I $ oc delete route hawkular-metrics -n openshift-infra

I— MDY BIBR I NARRET, #FIEIL— M Tre-encrypt A NS 7V — & HICFERINZASE
& BBEOI7AIVRA—RBLUVA NIV RTTO04 VYV —TCHERINZECERLEDIIAET
TEVTLINZRENHY FT, UTOIRENFARRETAITNIERY A

e JAJ)LNA— K CASIRAZE

o JAIRA—RTSAR—K*—

o TAI)LRA—REAE

e Hawkular CA ZEERZ
%gﬁém\%ﬁw—hﬁn774wvzfA®774wtLfﬂﬁﬂ%ﬁ%é%%ﬁ%

UFnavwy F%3x£4TL THawkular CAZHIG L. ThZze 7 74 ILICREFETEZE Y,

$ oc get secrets hawkular-metrics-certs \
-n openshift-infra \
-0 jsonpath='{.data.ca\.crt}' | base64 \
-d > hawkular-internal-ca.crt

2. 74V RA—RDTSAR=~*—, FIBAE. BLVCAHMBHELRDITEYT, ThEth%
wildcard.key. wildcard.crt. & & U wildcard.ca R EDFI D7 7 1 JVICEEE L £ 9

3. Fifl re-encrypt L— M EERLE T,

$ oc create route reencrypt hawkular-metrics-reencrypt \
-n openshift-infra \
--hostname hawkular-metrics.ocp.example.com \
--key wildcard.key \
--cert wildcard.crt \
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--ca-cert wildcard.ca \
--service hawkular-metrics \
--dest-ca-cert hawkular-internal-ca.crt
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