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FRICABRTEZEEABMICLAVY—IbtINAEVRATLATHY, ARELN TSV r—2a v aBEICE
MCTEBDIEICERIEINTWVET, 2EZIE Ruby DA VYA KM—=)b, O—RKDTva, BLV
MySQL DB E A BRICETTEE T,
OpenShiftv2 & IZEAY ., FREDERETEETIOITRTOAEICEVWTERRMEA A LI TWE
T 7V —2aVvaERHEOA TV ) MEHRTHEISHRIN, LUFHREOFSW H—ER]
DEREVIBEDFAIND LAY, 2DDWeb AV FF—TTF—IR—REFFERALLY.
T—IR—R%ERY NT—VICBEEBEARLEZYTESLDICRY L
1LY —IZDOWT
Docker Y —E R, Linux R—2ADBERIA VT T —A A=V %Ny = LTERT 272D ICHR
{bAEBEICL £ F, Kubernetes iV S5 24 —EEATVW, BHOKRANTIAVYTFF—DF—T R b
L—arvzituwExd,
OpenShift Container Platform (ZA R %8B L £ 7,

® Source code management, builds, and deployments for developers
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1.2. OPENSHIFT CONTAINER PLATFORM 7 —F 7 7 F ¥+ —ICDWT

OpenShift Container Platform @7 —F% 7 7 F v —d, E# T 2/ EELQEI NIy DB ARD
RA7OY—EZRR—EBR>THY, Kubernetes 7 5 A —TRITINET, TOB. #7Vx)
FEAEDT—4Id, EBETEDIVIRY—bLINAEF—EEDRARNTTHS etcd ITRFINET, &
NoDY—ERIHERICHEIN TV,

® REST APIs, which expose each of the core objects.

o INLDAPI #5ANA2AY NO—Z5—3ZBEZFDA TV MUBERAL, RT—9 A%
EL. #7929 MIBUEZIA#FFT,

Users make calls to the REST API to change the state of the system. Controllers use the REST API to
read the user’s desired state, and then try to bring the other parts of the system into sync. For example,
when a user requests a build they create a "build" object. The build controller sees that a new build has
been created, and runs a process on the cluster to perform that build. When the build completes, the
controller updates the build object via the REST API and the user sees that their build is complete.

J> hO—5—/84—> &k, OpenShift Container Platform D#EED % < NMLARARETH B T &% E
BRLTWET, EILRERITL, BT D2HEK, A A—VBEAELT TOAMAY MPRITINDA
EEMILTHRITAATEES, AV MA—5—REYRFLD TEDRZAY Y Y| H#E{TL.
A—H—D702arvaEEFTLT. TNEZERICEELEY, Ihoavy bO—5—%2HAITA R
I, FLEREINSAEMBOOY Y VILBEIMA D EILLY., ERORLZIHEERETEET,
AT LEEBOHRTI, CNIEAPIZFEAL TRYBRINZ ATV 2 — )L THBEDEET7 V2 avil


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/rest_api_reference/#rest-api-index
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2 avEEFTIHIVMAO—F—THEHY FT, OpenShift Container Platform TIDHETI T R
H—% NAIIA X T BHEET7—A NI S RADEEE LTHERATEET,

dvbhO—5—IF,. TNEAREICTRLHIC. YVATLAANDEENEEND, EFETIBZAN)—L%E
FHALT, YRTLDEa2a—E1—H—DETHBEZREBALET, TDIRVINANY—L4LIE, BF
DHEREHRT CIC, etecd DD RESTAPIICZEEA Ty alLlThab, Iy hO—5—ICFvy>ad30
T, YATLANDERE, FEBICKBLL D OPURMIEHRTEET, 7L, BEIIWOTERET S
AREMAHZ DT, Y hO—F—&, EBHFFICY AT LDORITIREEIES L TARTHABEYRIRRET
HBIEEBRTIDIVEIHYET, CDLDLBRAIEIEE. BEIRELALFZETH., ARL—4F—
WNEEEAZTEOVR—XRVMNEBEHLT, YVATLILLZRHRDOBEF v 7 2ETLTHLHETT
X5ZDT, EETY, AV MNA—F—R@YRATLORABAEWVWDOTEITADDT, VAT ALISERKMIC,
A—H—DEMICEDLETIRNERINDIEZTTT,

1.3. OPENSHIFT CONTAINERPLATFORM =t ¥ 1Y) 7 1 —{RET 2 A&

OpenShift Container Platform & & Uf Kubernetes API 1%, EREEE#HRZIRTT 21— — DR A1T> T
NE, Ths0O—I)LIZEDVWTI—H— ®WTL§TQ%%%BJU BEEIEELEEDAET
SREICEE A, EICOAUth h—27 VB LUX509 V54 7> MEBAENFERINE Y, OAuth b—
2 713 JSON Web Algorithm RS256 A L TE&ZIN X T, Ihid. SHA-256 ZEA L7/ RSAE
ZT7INTY) XLTY,

Developers (clients of the system) typically make REST API calls from a client program like oc or to the
web console via their browser, and use OAuth bearer tokens for most communications. Infrastructure
components (like nodes) use client certificates generated by the system that contain their identities.
Infrastructure components that run in containers use a token associated with their service account to
connect to the API.

A%, Pod DER] F7id TH—EROD—BXRR] REDT VY 3V &FEEHT 5 OpenShift
Container Platform /R ¥ —T VIV TUEBIh, ZhbER)—RFxa Xy boaO—ILicdL—7
ELET, O—JILiE, 2——FHLEFEINL—TIDICL>T2A—F—FLEFEITIN—TITRA 2V REhZF
To A—H—FWEY—ERT7HI VDT I aveaRTTde, R)P—To I Vida—4—|(CE
YyUToshi12UtoO—)L (Fl: V5 R9—EBEFLERT O NOBEBEE) A2F vy

L. ZOMWBAEEFTIL XY,

Since every container that runs on the cluster is associated with a service account, it is also possible to
associate secrets to those service accounts and have them automatically delivered into the container.
This enables the infrastructure to manage secrets for pulling and pushing images, builds, and the
deployment components, and also allows application code to easily leverage those secrets.

1.3.1L. TLS HR— b

All communication channels with the REST API, as well as between master components such as etcd and
the APl server, are secured with TLS. TLS provides strong encryption, data integrity, and authentication
of servers with X.509 server certificates and public key infrastructure. By default, a new internal PKl is
created for each deployment of OpenShift Container Platform. The internal PKl uses 2048 bit RSA keys
and SHA-256 signatures. Custom certificates for public hosts are supported as well.

OpenShift Container Platform I& Golang DIE#S 4 75 1) —DEREZETH % crypto/tls ZEA L. HEB
Dcrypto BLUVTLS 4 TS5 ) —ICIFEKEFELEFHA, BINT. AES1TSY—ITEKELT, 754
77V ME GSSAPI BREESH & U OpenPGP EEZZEATE T, GSSAPI [L@E OpenSSL D liberypto
%{FET % MIT Kerberos & 7z & Heimdal Kerberos DWFN M IC L > TIREI N F F., OpenPGP B4
DIREEIE libgpgme B8 LUV GnuPG ICL > TUEBINE T,

X127 TRHRVWSSL20BLVSSLION=Yavid, YR—MERATHY., FIETETEEA,
OpenShift Container Platform #—/X—& &V oc 7 4 7Y MEIT 74 M TTLS12 DA AR L F


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cli_reference/#cli-reference-index
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/developer_guide/#dev-guide-service-accounts
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/developer_guide/#dev-guide-secrets
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-certificate-customization
https://golang.org/pkg/crypto/tls/

OpenShift Container Platform 3.9 7—X 777 v—

T, TLS1OB LUV TLS 1N EH—N—BETEMITEFT, T—N"—BLV”I 547 MIFHITERE
INZESETILT) AL ERERTHAMEREEZF ORFOBSAA — N BENICERLEYT., BS
24 —HMN&ERC4, 3DES. BFLUMDE L EDIHRET, X217 TRVTZILIY) ZLIFEWEINT
WEd, £, WEIS4 7 b (LDAPFREEAE) ICL > Tk, TLS1.0 A5 12 FREDHIBRHA DA<,
SYUZLDEBEERSM — MEMMEINTVWET,

RKINYR—MINBTLS/N—P 3V

OpenShift Container oc 47> b oy >4 7> b

Platform Server

SSL 2.0 FEXS I FEXS I FEXS I
SSL 3.0 FEXS I FEXI I FEXS I
TLS1.0 No [a] No [2] Maybe [P]
TLS11 No [2] No [a] Maybe [b]
TLS1.2 Yes Yes Yes
TLS13 N/A L€l N/A [€] N/A L]

[a] Disabled by default, but can be enabled in the server configuration.
[b] Some internal clients, such as the LDAP client.

[c] TLS 1.3 s still under development.

LLUF & OpenShift Container Platform O H% —/\—DEMICINEBESAA —MO—ETHY., oc 75
172 MNIBEINBIEFTENBEALONETT,

e TLS ECDHE_ECDSA_ WITH_CHACHA20 POLY1305
e TLS ECDHE_RSA WITH_CHACHA20_POLY1305
e TLS ECDHE_ECDSA WITH_AES 128_GCM_SHA256
e TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
e TLS ECDHE_ECDSA WITH_AES 256_GCM_SHA384
e TLS ECDHE_RSA WITH_AES 256_GCM_SHA384
e TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256
e TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
e TLS ECDHE_ECDSA_ WITH_AES 128_CBC_SHA
e TLS ECDHE_ECDSA WITH_AES 256_CBC_SHA

e TLS_ECDHE_RSA WITH_AES 128 CBC_SHA

10



TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA
TLS_RSA_WITH_AES_128 GCM_SHA256
TLS_RSA_WITH_AES 256_GCM_SHA384
TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES 256_CBC_SHA

11
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211 E

Within OpenShift Container Platform, Kubernetes manages containerized applications across a set of
containers or hosts and provides mechanisms for deployment, maintenance, and application-scaling.
The Docker service packages, instantiates, and runs containerized applications. A Kubernetes cluster
consists of one or more masters and a set of nodes.

A7 aveE LT, TR HA) DIYRY—%FBEL. VIRI—DOLBE—EEAN R ADLDIIC
L/i-a_o
P2

OpenShift Container Platform uses Kubernetes 1.9 and Docker 1.13.

212. T A4 —

The master is the host or hosts that contain the master components, including the API server, controller
manager server, and etcd. The master manages nodes in its Kubernetes cluster and schedules pods to
run on nodes.

RK2IVARY—AVIKR—FKV b

AViR—xV b

API H—/X— The Kubernetes API server validates and configures the data for pods, services, and
replication controllers. It also assigns pods to nodes and synchronizes pod information
with service configuration. Can be run as a standalone process.

etcd eted iF, JVR—FRY MD etcd TREQRRBICRITLODERDOEE AR T I
KLY AY —IREEFEFELET, etcdid. BE 201 ET7H—EXTTF O DA
Y, BURAMDLDICAH T a vV THRETEET,

Jarhbo—5—v% The controller manager server watches etcd for changes to replication controller
F—Iv—H— objects and then uses the API to enforce the desired state. Can be run as a standalone
IN— process. Several such processes create a cluster with one active leader at a time.
HAProxy Optional, used when configuring highly-available masters with the hative method to

balance load between APl master endpoints.

The advanced installation method can configure HAProxy for you with thenative
method. Alternatively, you can use the hative method but pre-configure your own load
balancer of choice.

212 . e YRS —

While in a single master configuration, the availability of running applications remains if the master or
any of its services fail. However, failure of master services reduces the ability of the system to respond

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-install-advanced-install

FREAVIZAMSIVFyy—aAVR—KV b

to application failures or creation of new applications. You can optionally configure your masters for
high availability (HA) to ensure that the cluster has no single point of failure.

TAY—DEBHEICODVWTDRIEDRLCTEIEDIC, 20079574 ETF4—52E21T795 T &N HE
InFT,

1. runbook TV MU —lE, YRAY—DBIERD=DITERINZBELHY £F, runbook TV
M)—lE WFhORTAMY—EXICRLTEREANY Ty FTY, BMY Y a1—3
&, runbook "SR INZBEEEFIHT H2DATY, LEAIE, YRIY—KIAMDI—ILR
RV RNARBFRT TV =2 a v OERELEZKRLET ) r—yavyavR—xv b
DETICNDIRBEDI I DHEBERT 2 SLA Z+2ITHEZAREMEIHY X7,

2. Use a high availability solution to configure your masters and ensure that the cluster has no
single point of failure. The advanced installation method provides specific examples using the

native HA method and configuring HAProxy. You can also take the concepts and apply them
towards your existing HA solutions using the native method instead of HAProxy.

R

Moving from a single master cluster to multiple masters after installation is not
supported.

native HA 5% HAProxy TER T 3KIC, YRY—aAVHR—X Y MIIUTOTRAELHY £7,
#F2.2HAProxy ICL BR[tEY MY I R

o—J 294 wE

etcd Active-active O—RKNSUS UV ITHEDHZRE2ICTREOHZTF 701 X
VEhTYE, BMEDHERAMIA VAN —ILTBIEE, YRY—
RAMIHEGFIEZIEETEEY,

APl H—/X— Active-active HAProxy TEEINE Y,

avka—5—v Active-passive —EBIC1DDA VR VAN SR =) =4 —E LTGERI M
X—=Iv—H— 9,

IN—

HAProxy Active-passive APIR 29 —TY KR4V MNEICAREDELE T,

IS5 —b3INietcd TRERHEZMBTIDLDICAA MNDEIEIETHTHINEINHYETTH, <
29— —ERICEERBE P ER NOEAFTHTRIFNIERSAVWEWVWSIEHEHY FHA, 72720,
HARBIZC2 DU EDTYRY —H—EXDBNREILRZZH, YAY—HF—ERE eted HHEIHBZIHEIC
&, —EEFBORANEHFTEIEN—KWTT,

213. /—R

A node provides the runtime environments for containers. Each node in a Kubernetes cluster has the
required services to be managed by the master. Nodes also have the required services to run pods,
including the Docker service, a kubelet, and a service proxy.

OpenShift Container Platform creates nodes from a cloud provider, physical systems, or virtual systems.
Kubernetes interacts with node objects that are a representation of those nodes. The master uses the
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information from node objects to validate nodes with health checks. A node is ignored until it passes the
health checks, and the master continues checking nodes until they are valid. The Kubernetes
documentation has more information on node management.

Administrators can manage nodes in an OpenShift Container Platform instance using the CLI. To define
full configuration and security options when launching node servers, use dedicated node configuration
files.

BF

See the cluster limits section for the recommended maximum number of nodes.

2.1.3.1. Kubelet

£/ —NRICIE, Pod 2888 TB5YAML 7 74 I THDAVTFTF—YZTJTRAMNTIEEINELDIC
J— RAEBEIFT S kubelet BHY F9, kubelet iF—EDY_T7 A MNAFEARALT. FOaAVFTF+—
EELTHY, MELTERITITDEEHERELET,

AVTF—<=T7 A MILUTICE > Tkubelet ICIRTETEET,
e 20MTEIFIVvIINEARYRDT 7M4ILIRZ,
¢ 0MTEIKFIVIINEATYYRFIAVTEINDHTITP I Y RIRA U K,
® /registry/hosts/$(hostname -f) 7R E D eted H—/N—%ER L. ZREIC/EAT % kubelet,

o HTTP % v RV L., BAAPIICHSLTHRY=-T7 X MN%RH T % kubelet,

2132.—EEZX7OFx>—

&/)—RlF. /J—RETAPITEREINSDY—ERARMLABHMALRY ND—27O0F>—HFETL
F9, chicLkY, /—RIEF—EEDNY VTV RTEMRTCPBLTUDP A M) —ADEEEFEITT
xFd,

2133. /—Kx TV b VEH

LAFIE, Kubernetes ./ — KA 7Y 9 NEZRDOHIZHRY £,

apiVersion: v1 ﬂ
kind: Node @)
metadata:
creationTimestamp: null
labels:
kubernetes.io/hostname: node1.example.com
name: node1.example.com
spec:
externallD: node1.example.com 6
status:
nodelnfo:
bootID: "
containerRuntimeVersion: "
kernelVersion: "
kubeProxyVersion: "
kubeletVersion: ™"
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https://kubernetes.io/docs/concepts/architecture/nodes/#management
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cluster_administration/#admin-guide-manage-nodes
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FREAVIFZFAMNI IV FYy—aAVR—XV b

machinelD: "
oslmage: "™
systemUUID: ™

apiVersion [$FHETZAPIN—Ya v aEHLE T,
Node ICEREI N/ Kkind s/ —RATV IV MDEZFELTHEELEY,
metadata.labels (£, / — RIZEBIMINTWE IRN)ILE—BRRLET,

metadata.name |/ — KA TV J NDERIZERT 2UEADETT, ZDIEILX. oc get nodes
<Y KDOETEIC NAME FICRTRINE T,

spec.externallD £, / —RICEETZXZRLEBH R A VETY, ZDHE. T 74 ME

)

metadata.name [EICEREINF T,

® 0009 —

2.2.CONTAINER LY X k1) —

221 E

OpenShift Container Platform can utilize any server implementing the Docker registry APl as a source of
images, including the Docker Hub, private registries run by third parties, and the integrated OpenShift
Container Platform registry.

2.2.2. #i5& OpenShift Container L X 1) —

OpenShift Container Platform provides an integrated container registry called OpenShift Container
Registry (OCR) that adds the ability to automatically provision new image repositories on demand. This
provides users with a built-in location for their application builds to push the resulting images.

Whenever a new image is pushed to OCR, the registry notifies OpenShift Container Platform about the
new image, passing along all the information about it, such as the namespace, name, and image
metadata. Different pieces of OpenShift Container Platform react to new images, creating new builds
and deployments.

OCR can also be deployed as a stand-alone component that acts solely as a container registry, without
the build and deployment integration. See Installing a Stand-alone Deployment of OpenShift Container
Registry for details.

223.—KRNN—=F 4 =L I RN —

OpenShift Container Platform (&4 — R/IX—F7 4 — DA A=Y & FRA LTIV T FT—%/FERTEET
N, oDl YR MY —IEHEE OpenShift Container Platform LY A M — &R LA A =T B DY
R—=MDH2DITTEHY FEA, BISLIY TDEFHIE. oc import-image <stream> DE1T & [FFE
EICEBETY, A A—UBREINZE, fIROEIL RBLUTFT O XY NOISBENELET,

2.2.3.1. 585k

OpenShift Container Platform can communicate with registries to access private image repositories
using credentials supplied by the user. This allows OpenShift to push and pull images to and from
private repositories. The Authentication topic has more information.

23.WEB 33>V —J)l
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2.3.1. &

OpenShift Container Platform Web I~V —JLi&, Web 750 H# - o7/ A TEZ1—H—1( >
H—T71—RATY, AREREWeb IV VY —ILZFERALTTOY Y bV TVYDEARE, T30
A, BLUEEZRITTEEY,

R

Web OV Y —I)LAERETY %ICIE JavaScript NERICINTWVWERELNHY £
9, WebSocket ZHR—FT 2 Web 75U H—%FHATEIENREHEREINET,

The web console runs as a pod on the master. The static assets required to run the web console are
served by the pod. Administrators can also customize the web console using extensions, which let you
run scripts and load custom stylesheets when the web console loads.

TZ2OHF—DHWeb AVY—IICT IV ERATZEIC, FTRERBEHTEY NETRTHEARAAFE
¥, JRIC. openshift start + 7> 3 > @ --public-master TEZ XN %{E. openshift-web-console
namespace TE# < 115 webconsole-config ;% E~ v 7 D& /Y5 X —4 — masterPublicURL 55
EHEINDEEFHL T. OpenShift Container Platform AP ICEKRZfTWE 9, Web IV —ILik
WebSocket Z {1 L T API #—/N\— & Ok Rz #RE L. BERBERZAATRICAIERTR
BELET,

BJ21 sWeb AV Y —ILVERT7—FFTI9Fv—

BROWSER MASTER

load static assets (JS, CSS, HTML)

v

Page Load Web Console Pod

Request initial lists of resources from API

JS Runtime API Server

A
vy yYy

Establish websocket connections to watch
for changes to resources

The configured host names and IP addresses for the web console are whitelisted to access the API
server safely even when the browser would consider the requests to be cross-origin. To access the API
server from a web application using a different host name, you must whitelist that host name by
specifying the --cors-allowed-origins option on openshift start or from the related master
configuration file parameter corsAllowedOrigins.

corsAllowedOrigins /X5 X —4 —(3FRET7 1 — IV RTHIEIShF I, BEICHLTEZV P ITRAT—

TREGTINFEA. UTR, RAMEEE=ZVT L. Ry NIRRT —TT2HEDFEZRLTVE
-a—o

corsAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z)

o (%) BAXF/IXFERBLET,

o /[IERAAVORBICEZV T LET (£7IE http: £/ https: DEDY TILAT Y ¥ 2ll—

o LIERAMVEDRY NETRT—TLEY,

o ((\2) ERAAVEDRTIC—HLET (\2) FLEFR—FEAL—F— (),
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232.CLI#o>vO—R

Web AV Y —=ILDAILTTAAVNSCLIATDYA—RICFIVERATEET,

£ O+ Ade

Documentation Add to Project ~

lour Home Page

Command Line Tools

About

Application ~

Cluster administrators can customize these links further.

Command Line Tools

With the OpenShift command line interface (CLI), you can create applications and manage OpenShift projects from a

terminal. You can download the oc client tool using the links below. For more information about downloading and
installing it, please refer to the Get Started with the CLI documentation.

Download oc:

Latest Release @

After downloading and installing it, you can start by logging in. You are currently logged into this console as developer.

If you want to log into the CLI using the same session token:
oc login https://127.0.0.1:8443 --token=<hidden>

A token is a form of a password. Do not share your API token. To reveal your token, press the copy to
clipboard button and then paste the clipboard contents.

After you login to your account you will get a list of projects that you can switch between:

oc project <project-name>

If you do not have any existing projects, you can create one:

0C new-project <project-name>

To show a high level overview of the current project:

oc status

For other information about the command line tools, check the CLI Reference and Basic CLI Operations.

233. 770 —DEH

OpenShift Container Platform D5 2 N EA DS =R L £ 9,

23.4. 709 NOBE
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After logging in, the web console provides developers with an overview for the currently selected
project:
Bl22Web vV —i@dFOT Y MRE
OPENSHIFT ORIGIN A ®. &developer

My Project “ earch Catalog Add to Project v

Overview Name v | Filter by name List by | Application +

Applications APPLICATION
dja ngo-psq |-pe rsistent http://django-psql-persistent-myproject.127.0.0.1.nip.io &
Builds DEPLOYMENT CONFIG
> django-psql-persistent, 1) pod
#1
Resources
DEPLOYMENT CONFIG 1 d
’ postgresq|, #1 =
Storage
Monitoring
Other Resources
Catalog DEPLOYMENT CONFIG
> mongodb, #1 1) pod
DEPLOYMENT CONFIG
> mysq|, #1 1) pod
DEPLOYMENT CONFIG
> nodejs-mongo- 1) pod

persistent, #1

Provisioned Services

> Django + PostgreSQL
django-psql-persistent-rcfv8

The project selector allows you to switch between projects you have access to.
TOVz I hEA—DEH—ERETCICRDIFZICIE. MREFEICAHALET,
Create new applications using a source repository or service from the service catalog.
7Oy MIBEET DR,

Overview ¥ 7 (BRIEBIRINTWE) IFZEAVR—RY bONI LR)bEa—EHITFOY I b
OAVTUYETRIELET,

Applications # 7. 7704 X~ b, Pod. ¥—EZXBLPI—bTT7I2avESRL. RTL
F9,

Builds # 7:EINRBLIUVA A=V R N)—LTT7I2avESRL, £TLET,
Resources ¥ 7 IRED IV # =Y DHEEH LV ZDOMD) YV —XERRLET,

Storage ¥ 7" Persistent Volume Claim (PVC. kimAR Y 2 —ALEK) AXKRL. 7TV Ir—>3v
OJZ |\ I/_¢/“§g* l/ i—g_o
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Monitoring ¥ 7: EJL K, Pod. 77AA X b DAY, 8LV 70 7 MDIRTODFTI T
7 MBRIERTLES,

Catalog # 7: 7Oz NAAL LAY OTICT CICRELE T,

pa )

Cockpit is automatically installed and enabled in OpenShift Container Platform 3.1and
later to help you monitor your development environment. Red Hat Enterprise Linux
Atomic Host: Getting Started with Cockpit provides more information on using Cockpit.

235.JvM YV =L

Java M A=Y %R—2&F 2% Pod DIFHE. Web IV Y —ILIXEAETZHEIVR—F Y MERRL.
B E7HOD hawtioR—ZADIVM AVY —ILADT7 I AL/ LE T, Connect ) 7IiE, O
YT+ —IT jolokia & WD ZHIDR— M HH %355 1E. Browse » Pods R—T D Pod DEFMICKTIIN
7,

BI2.3JVM OV Y —ILADY) v 9 5D Pod

Template

COMTAINER: 5TI-BLILD
Image: openshift/origin-sti-builder:latest
Mount: docker-socket — fvar/run/docker.sock

Mount: builder-dockercfg-p7gmj-push — /var/run/secrets/openshift.io/push

Mount: builder-token-t6b9i — /var/run/secrets/kubernetes.io/serviceaccount

3 (0 o (o G

Open |Java Consocle

Volumes

docker-socket

Type: host path (bare host directory volume)
Path: Mvar/run/docker.sock

IJUM O VY —ILADEKRREIC, BHEINTWSE Pod ICBEAETZIVR—XY MM U TERZR—Y
PRRINZET,
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Bg2.49vmMm v —IJv

Connected to quickstart-java-camel-spring-container

JMX Threads Camel
Total: 9 Runnable: 3 2 -
D State Name Waited Time Blocked Time Native Suspended
15 Thread-5 1 hour
14 Camel (camel-1) thread 1 hour

#0 - filew//src/data

9 |olokia Agent Cleanup
Thread
8 Thread-3 279 ms
6 server-timer 1 hour
4 Signal Dispatcher
3 Finalizer 1 hour
2 Reference Handler 1 hour 10ms
1 main

UFDOR=—IDMAATREICRY XS,

JMX IJMX RAA VB LV mbeans XKL, BELET,
ALy R ALy ROREZRRL, E=Z9—-LZFT,
ActiveMQ Apache ActiveMQ 7O0—A—%FKR~L. BELFT,
Camel Apache Camel L— M B LK EEKRERR~L. BEEBLET,
OSGi JBoss Fuse OSGi IRigEZR-~ L. BELZXT,
2.3.6. StatefulSets

StatefulSet 1> hO—5—IZ Pod D—EDT7AT VT4 T4 —%RBHEL., T7OMX Y NBELUVR
=)V IDIEFRE*EDH XY, StatefulSet F—=ZDRY NT—VTFATVT4T14—, KA ML —
. EERTIOAA VNS LVRT ) VT, BLUOEELEIBRS LCELEICEIBET,
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B42.5 OpenShift Container Platform ® StatefulSet

A ®. &developer +

My Project Add to Project v

Stateful Sets world

world Actions v

> app name

Details Environment Metrics Events

Status: 2 Active
Replicas: 2 replicas

pods

Template

Containers
world

£ Image: aosqe/hello-openshift

Ports: 8080/TCP (web)

Mount: volume1 — /var/lib/volume-test read-write
Memory: 256 MiB limit

IS

[

Volumes

volume1

Type: empty dir (temporary directory destroyed with the pod)
Medium: node's default

Pods

i Container
Name Status Containers Ready Age
Restarts

world-1

Q

Running 1 0 a few seconds

world-0

Q

Running 1”n 0 a few seconds

There are no annotations on this resource.
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‘axl ol = A
BI3E AT ERBIER

L BE

LIF®D bEY 2 Tlk, OpenShift Container Platform ZFH$2RICE L2 27 RSB LV T
TV MIDWTDNALNRILDT—FTIFv—BRERHLET., ThoDF TV hDEL
&, ISICHENTELIZARS A 7ML TSy N7+ —L%5RIET 572D OpenShift
Container Platform TR S 117 Kubernetes DA 72 =7 N TY,

o OAVUFTFT—BLVAA=VIF, PV 5—2avDENLTF« 77OV I TY,
o Pod BLUHY—ERIE, AVFFT—DHEBES L TOFY —EHmEFTLET,

o JOVIV MBIV IA—Y—E AIaz=F414—DaVFUVERHRL. BETZLHDOR
R—AEFERERHELET,

o ELRBEUA A=V N —LlE, fEERDA A—SDEN KB L CHIRA A — I~ DIEE
EHALET,

o FTOAMXYNI, VIMNIZTHAERBELIVCTIOAAY NSA 7Y A VIIDIARL Fz Y R—
NaEMLEY,

e JL—hEY—ERZ—HRICAALZXT,

o FUTL—hMIZLKDATITI MDARITAXINIZNSGA—F—ICEDWVWT—EICEK
INdEHICLET,

32 AT FTF—BLVA A=

3.21. V57—

OpenShift Container Platform 7 1) 7 —> 3 VOEKRNAREMIE AV T FH— EHIEhTWE
T, Linux AV TF—72 /80— BEINLI)Y—RADHERNFET BHICETHROTOER %
DT IEERAN=ZALTT,

BEL DT TV r—2avAVAIVRIE, HEOTOER, 774I)b, *v M7= REETRLEE
FTICBE—RA MDY T F—TCEITINDAREEIGHY ET, B, JVFTF—FEEO7—7O0—NK
ICFERINETH, FAVTF—EWeb b —N—FLET—IR—ABRED BEIX Y4708 —E
2] EMENBZIEDZWV) BE—H—EXERHELET,

Linux A—RIVIEEICHAY AV T FHF—FT0 /00 —DEBEELARAELTEF L, BETI
Docker 7OY ¥ MEIFKRRXA M T Linux AV T F—DFEMAEESN V-T2 — AR LE L
OpenShift Container Platform & & Uf Kubernetes I&#8#A X MDA >~ 2 k—JLUE T Docker XD v
TF—DFA—TARNL—2 3V %ETTEHEXEMLET,

OpenShift Container Platform D& FRFIC Docker CLI & BIEXNFET 5 2 & IXBWVWEDD, ZTh b DHEERE
BLUVHBEEERL TH < Z&iE. OpenShift Container Platform ®A— L7 7Y —> 3oy
TT—RTOHEEXIEMRT 2 L TEETY, docker RPM (Z RHEL 7, CentOS & & U Fedora d—EB &
LTHETES7H,. IN% OpenShift Container Platform & I&BIICERERINICHER T2 I &N TEFE
o HA RFEDBERICDOVWTIE,  TGet Started with Docker Formatted Container Images on Red Hat
Systems] EWDEREZSRLTLLEIL,

321 nitaA>vrF—
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E3FE A7 ELBWR

Pod ICIET7 ) r—2ayaysF—o@ENMCint AV TFF—»2HYES, hitdvFFH—IckY., &%
ERAVYTRRNA VT4V I—REBRRTIET, ntAVTFFH—IE, BT T2FTERITY
NAZETEEOIVFF—ERERYET, KintIVTFF—IXROIVTFF—IREHT BRIICEREIC
RTIT2RENHY FT,

FHMICOWTIE, TPodBLUVHY—ER] #SBLTLEIL,

3224 A=Y

OpenShift Container Platform @3> 7+ —{d Docker KX DAV T F—D A A—T ZR—=ZIZLTW
T, AA—DIF B—AVTFT—%2FETT2LDDIRTOEH, BLUVZED=_—AB L UHEEZED
WG BAYT—YEELNA1F)—TT,

INENy =270 /00— LTERDIENTEET, AV FFH—IZE, FERBFICOYTF—
ICEMDT 7R %=E5 LRVWRY, A X—YTEHEIND VY —RICOAHT7IEATEFY, @ALA
A=V EHRANEOEH AV TF—IIT 704 L. ThODEDEREZDBT I EITLY,
OpenShift Container Platform (&4 X =Ny =S N —EXDRRS L VKERNDRR T —
VT ERETEEXT,

Docker CLI Z#B#RFERA L TA XA —YA2EINRT B ENTEETH,. OpenShift Container Platform (&
O—RBLVERELEEANA—JICEMLTHFRAA—COEREZETHELT—A A=V EREL
i-a—o

T r—avidEEoRBEHICHEINTWK LD, B— X —VZIX TAL] 41 X—JD8%
CDEBZN=V 3 VEEBRICBRIZIENTEET, TNThOERSZA A -V, BEIF12X
= (f5: fd44297e2ddb) ICEEE I N B ZFD/\ v ¥ 1 (fd44297e2ddb050ec4f... 72 E DR 16 #H) T—
RICBRBRINET,

A A== a3V TR)>—

N—2 3 VBESTIERL, Docker H—ERIE4 7 (vi. v2.1. GA. F7/<lET 7 #JU K latest) = HER
AAX—DZBETDODAA—JZITEML GERAT 245, ALA X—IU% centos (Z1id latest
5 J%EKLE9). centos:centos7. I 7cld fd44297e2ddb & L TERINDZIGELHY T,

Digk

==
[=]

Do not use the latest tag for any official OpenShift Container Platform images.

These are images that start with openshift3/. latest can refer to a number of
versions, such as 3.4, or 3.5.

AA=IANDY TDORFFTHERIEFHFR) > —%2EHET, JYEBFHNLRYTE2FERTZE. A X—ULE
FIIN2MEMELS QY ET, LTFEMFEA L TER L 72 OpenShift Container Platform 4 X —2 7R 1)
9_%5;%EL/§-§—0

vX.Y

The vX.Y tag points to X.Y.Z-<number>. For example, if the registry-console image is updated to
v3.4, it points to the newest 3.4.Z-<number> tag, such as 3.4.1-8.

XY.Z

Similar to the vX.Y example above, the X.Y.Z tag points to the latest X.Y.Z-<number>. For example,
3.4.1would point to 3.4.1-8
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X.Y.Z-<number>

The tag is unique and does not change. When using this tag, the image does not update if an image is
updated. For example, the 3.4.1-8 will always point to 3.4.1-8, even if an image is updated.
3.2.3. Container Registries

A container registry is a service for storing and retrieving Docker-formatted container images. A registry
contains a collection of one or more image repositories. Each image repository contains one or more
tagged images. Docker provides its own registry, the Docker Hub, and you can also use private or third-
party registries. Red Hat provides a registry at registry.access.redhat.com for subscribers. OpenShift
Container Platform can also supply its own internal registry for managing custom container images.

UTFORETIE, AvTF— 41 X=Y BLUPL IR N —FEORAFRIBEINTVET,

REGISTRY SERVICE

IMAGE REPOSITORY

O Image (v1)
docker push
Built Image | Image (v2)
User Image (latest)
i
docker pull :
P e e e e e e e e e e e e e e e e e e — === T T e e e e e e e e e e e ——m === 4
1 1 1
| | |
v v v
HOST 1 HOST 2 HOST N
CONTAINER CONTAINER CONTAINER
Image Image Image

33.POD L UH—ER

3.3.1. Pod

OpenShift Container Platform &, Pod @ Kubernetes DBt R2&FER L F9, INIFHRRX M EICHIIT
TOMIhh3 1 2UEDI VT F—ThY, EEIN, T7O043h, EEIhZHNDOIVE21—
NEFITY,

Pod iZaVFF+—IC{T BT VA VY RY VR (WEBFELIFRIE) &IFERLTY, & Pod IZMBEDRN
IP7RLRATEYYETONELD, TOR—MNAR—RALEEFRBL, Pod ROV FF—IFZEh
S5OO0—AIAMNL—YBLVRY NI —05HBTEET,

Pod ICIEZSA ZH A VLB HYET, TNOHEERINTHSL, /—REETITHEHICEYHTS
N, AVTFTF—HIRTIBETEITINDD, TOMBOEHTIAV T FT—HNHIRINZ I TEITINE
T, R)O—BLPRTIA—RIZE > TIE, Pod IR TRICHIBINZA, AVTFF—0OT~ DT Y
TRAEZBMITHEHIERFINDTEELIHY XY,
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OpenShift Container Platform (& Pod ZIFE A EDA I 2 —9 TN AREDE L TAEL X T, Pod HE
THDZEIF Pod ICEEEZMA D I EMNTE LA, OpenShift Container Platform (&BEfF Pod % #&
TL, ShEZEBEINLERE. R—ZAMA—=—YDOVWThHIELIFZTOEATHEERL TEEERELE
¥ Pod [FILERATEERE D & LTI NF T, BIEXRBICKEZHFLIEEA, TDED, BF
Pod FA—H—DSEHEEEINSZDTIRIELL. N LANLO Y O—F—TEEINZBEDNDH
Y ET,

pa )

For the maximum number of pods per OpenShift Container Platform node host, see the
Cluster Limits.

Digk

H
[=]

L7V —2aryarybO——IlL>2TEEINAKLWART Pod Id/ — ROl

BRICBRATY1—)ILInFEH A,

Below is an example definition of a pod that provides a long-running service, which is actually a part of
the OpenShift Container Platform infrastructure: the integrated container registry. It demonstrates
many features of pods, most of which are discussed in other topics and thus only briefly mentioned here:

BI3APod A 7T ¥V MESE (YAML)
apiVersion: vi
kind: Pod
metadata:
annotations: { ... }
labels: ﬂ
deployment: docker-registry-1
deploymentconfig: docker-registry
docker-registry: default
generateName: docker-registry-1- g
containers: 6

spec:
- env: ﬂ
- name: OPENSHIFT_CA_DATA
value: ...
- name: OPENSHIFT_CERT_DATA
value: ...
- name: OPENSHIFT_INSECURE
value: "false"
- name: OPENSHIFT_KEY_DATA
value: ...
- name: OPENSHIFT_MASTER
value: https://master.example.com:8443
image: openshift/origin-docker-registry:v0.6.2 6
imagePullPolicy: IfNotPresent
name: registry

ports: (6]
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@ 9006 O O o

@ O
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- containerPort: 5000
protocol: TCP
resources: {}
securityContext: { ... } ﬂ
volumeMounts:
- mountPath: /registry
name: registry-storage
- mountPath: /var/run/secrets/kubernetes.io/serviceaccount
name: default-token-bréyz
readOnly: true
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: default-dockercfg-atO6w
restartPolicy: Always
serviceAccount: default

volumes: m

- emptyDir: {}
name: registry-storage
- name: default-token-bréyz
secret:
secretName: default-token-bréyz

Pod ICIX 1 DX IFBRBDZNILT T[99 THIF] $§HIENTE, JOINLVEFERTRE — K
DIEET Pod IV — T OZBIRCEENAREICRY FT, INHDINILIF, F—/BFRAT X%
T NYDAIREINET, TOBITHEAINTLS T NILIE docker-registry=default T
ER

Pod ICIEZE N 5D namespace RICERDARINRITNIERY £ A, Pod E&EIE generateName
BETEADONR—REZBETTEITN. —BORBZENT DLHICT VY LRXFNEENISE
mInhxd,

AVTFF—F AV T —EROEIZEBELE T, ZDFE (IFEAEDFR). TNFE1DDH
ICRY XY,

BEREEZRIAVTT—INETDIC, REZEHEEETDIENTEET,
Pod @&V T F—I3MBE®D Docker FRD AV T F—A A=Y DHA VYR VLI NFET,
AV T F—l& Pod D IP THAHARICINER—MMINA Y RTEIT,

OpenShift Container Platform defines a security context for containers which specifies whether
they are allowed to run as privileged containers, run as a user of their choice, and more. The default
context is very restrictive but administrators can modify this as needed.

AVTFHF—@3ABAMNL =R a—LAAVTF—RIIIVY NINEZNEINEZEELET,
ZDHE. LYAMN)—DTF =9 %RETDHLHDRY) 12— &, OpenShift Container Platform
APHICH L TERZTIZDICL I AN =D REE T BEEFERADT7 7 EAADRY 2 — L7
HYFET,

Pod BigEIR ) & — & FEHAATBEAED Always., OnFailure. & & U Never TY, 77 #JL MEIE
Always CT79,

Pods making requests against the OpenShift Container Platform APl is a common enough pattern
that there is a serviceAccount field for specifying which service account user the pod should
authenticate as when making the requests. This enables fine-grained access control for custom
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E3FE A7 ELBWR

infrastructure components.

(D Podid, JVFF+—CHEEATEBZRAMN L —YRYa—LAaFEEHELET, COBE. LYZAKNY—
2AMNL—YO—BEMARY) a—LBLVOY—ERTHD Y NORFEHRIAEZEEFNSD V—JL v b
R a—LDREINET,

Pz
Z D Pod E&ZICIE, Pod BMERR I N, T4 744 JILH RIS N7 IC OpenShift

Container Platform IC& > THEMICEREINZEBENES EF N FH A, Kubernetes Pod
KAy M, Pod DBEEES L UPBBICDWTOFMMEEHEINTWET,

3.3.1.1. Pod BiEE)IAR Y > —

Pod BEEIR Y ¥ —I&. Pod ®I YT+ — D THFIC OpenShift Container Platform D IGE T 2 A& %
RELFT, TORYY—EPod DIARTOIAVTF—ICERINET,

UFDEZERATEEY,

e Always: Pod "Bi2EIT 2 £ T, Pod TEEITKRT Ly FF—O#GEHNAEBEE%. B
BEBD/Ny o F 7EE (108, 208, 40#) THITLET., T7 4/ M Always TT,

e OnFailure: Pod TRM LAV T F—DtGHNLBES %, S9% LRE L THEREEHD /NNy
V& 7EBE OO, 20, 408 THITLE T,

e Never:Pod THT L72aY 77 —FFZKRBLAIV T T —OBEHZHIT LI EA. Pod i
EBICKREL, BTLET,

Wo7zA/—RIZNNA Y RENFEPod IEBID / — RICNAA Y RIS RY ET, Zhik, Pod 8D
J—ROKBBEEHTIICEIYMNO—F—DRETHZZEATRLTWVWET,

eSS arvra—>—n8547 BESHR) > —

(N FEREREKRTTDR &N YaTd OnFailure Z 7z (% Never
FEIN S Pod

(Web #—ERGEYKRTLAVWS  LTU4s—Yavarvbo—>—  Always.
EDNFEINS Pod

ROVTEIITERITINGHE Daemonset IART
D &H % Pod

Pod DOV FF+—nkB L. BEEIRY ~—» OnFailure ICSEREINDIHES. Podld/ — RKLEIZEE
Y, AvrF—rBREHLEY, VT FT—2BEFHITLRWVGEICIE. BEEIR > —D Never %

Pod £&HN KT % &. OpenShift Container Platform (&#1#R Pod 228 L 9., FRAEREEIT7 ) r—
2 a VAR Pod THREEIINZAHEEICHIGT 2HEAHY FT, &<IZ. 7FUTr—Tavid,
—BHRT7 7ML, Ov Y, UEIOERITTE LCAERTROENREEWNET IHELNHY ET,

OpenShift Container Platform KB L7V FF—ICDWTHBREERY Y —%2FHAT 2 HEICDOVT
DML, Kubernetes K¥F a2 X ¥ M TExample States] 2R L TLEI W,
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3.3.1.2. Injecting Information into Pods Using Pod Presets

A pod presetis an object that injects user-specified information into pods as they are created.

BF

Pod presets is a Technology Preview feature only. Technology Preview features are not
supported with Red Hat production service level agreements (SLAs), might not be
functionally complete, and Red Hat does not recommend to use them for production.
These features provide early access to upcoming product features, enabling customers
to test functionality and provide feedback during the development process.

RedHat D77 / OY—7L Ea—#EED Y R— MIDWT DM
I&. https:;//access.redhat.com/support/offerings/techpreview/ 2S8R L T EX Wy,

Using pod preset objects you can inject:

® secret objects

ConfigMap objects

® storage volumes

® container volume mounts

® environment variables
Developers need to ensure the pod labels match the label selector on the PodPreset in order to add all
that information to the pod. The label on a pod associates the pod with one or more pod preset objects
that have a matching label selectors.
Using pod presets, a developer can provision pods without needing to know the details about the

services the pod will consume. An administrator can keep configuration items of a service invisible from
a developer without preventing the developer from deploying pods.

R

The Pod Preset feature is available only if the Service Catalog has been installed.

You can exclude specific pods from being injected using the
podpreset.admission.kubernetes.io/exclude: "true" parameter in the pod specification. See the
example pod specification.

For more information, see Injecting Information into Pods Using Pod Presets.

332 hita>77F-—

int I 7+ —I& Pod 7Y AV T+ —HRENTZHIICESHT S PodDAVTF—TF, hitAVT
FT—R@EAR)a—LEHBL, Xy NT—V8BFEEZEFTL. FEZEGFTLTHALRY OOV T —%iEE
LET, hitIVTF—IZ—ORXENB-INZETT7 Y r—rarvoiggsov s Ly, &
EXEYTEIEETEET,

Pod DEEEBFTHRY 2 —LDFHALRZIC, int IV FF—RIEBRICEBLES, FintIVTF—F,

ROAVTF—HEET DENCERBICKRTIZRELIHYET, nt AT DN (T4 L%EZFRA
W) EBENICKHMT 2D, FLIFEKRBRLTRT 258, ThidPod D BESHR) Y—ICEDWTY &4
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7LEY,
Pod i init AV T F—MNTRTHKINT % F THEMBKRBICAY THA,
—ERD init AT F—DOFEAFICDWTIE, Kubernetes RF¥Fa XY hAESHBLTLLEIL,

LTFDAE, 2200 initAVTFHF—42FH OB A Pod DEEARLTWVWET, XD init AVFF—Ik
myservice ZRFHE L. 2 DBIE mydb ZFHL T, MADIVTF—ICKINT % &, Pod FEEL £
ER

F32InitAVFTF—Pod ATV hEEDY > TIL (YAML)

apiVersion: vi
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- name: myapp-container
image: busybox
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice 0
image: busybox
command: ['sh’, '-¢', 'until nslookup myservice; do echo waiting for myservice; sleep 2; done;']
- name: init-mydb g
image: busybox
command: ['sh’, '-¢', 'until nslookup mydb; do echo waiting for mydb; sleep 2; done;]]

ﬂ myservice VT F—&ZEBELZF T,

9 mydb IV 5+ —%¥EELET,

Each init container has all of the fields of an app container except for readinessProbe. Init containers
must exit for pod startup to continue and cannot define readiness other than completion.

Init containers can include activeDeadlineSeconds on the pod and livenessProbe on the container to
prevent init containers from failing forever. The active deadline includes init containers.

3.3.3.Services (F—ER)

Kubernetes —E Z WO — RS U4 —& L THEELE T, chid. SET2EEEOFY—
EETREDI—EDL T r— M ENfcPod ZRHELET. Ny F VT Podld, H—EXN—EL
THATRERMREOEICERTY —ERIEBMINY., BIRINhEZY LET, ThiZLY, ¥—ER
ICKFELTELC7 RLZAD Pod 28RIT2IRTDEDEEMILET, 774 MDH—ER
clusterlP 77 K L 2% OpenShift Container Platform AEx Y R —OH5DED T, Pod BAMEEIZT U
ERATEZLDICEAINET,

To permit external access to the service, additional externallP and ingressIP addresses that are

external to the cluster can be assigned to the service. These externallP addresses can also be virtual IP
addresses that provide highly available access to the service.
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Y—ERILEIPT7 RLRER-FDORTHEYHTONE D, 77 EIAINBEIC, BOA/Ny F
YUR—MITOFY—ZEFBINET, ¥—ERE INVELIS—%ZFALTRHER- FTHED
*Y MT—=I Y —ERERHTIRTHOITARTOIAVY T F—2RDOIFET,

Pod EE#kIC., Y—ERIERESTA 7V I hTT, ULTOHIIE, LEEDEHEIN/K Pod DY —E X
EEAETRLTVWET,

BIB3Y—ERAX TV MESE (YAML)

apiVersion: vi
kind: Service
metadata:
name: docker-registry ﬂ
spec:
selector: g
docker-registry: default
clusterlP: 172.30.136.123 €)
ports:
- nodePort: 0
port: 5000 (4]
protocol: TCP
targetPort: 5000 9

H#—E X4 docker-registry |&. [ L namespace DHI®D Pod ICEAINZH—E R IP TRIE
EWEERT BHDICHEFERAINE T, LRIORARIE 63 XFTT,

INRNELIY—IE, TRTDPodEZ/NYyF> T Pod & LTEIYHTSNS docker-
registry=default 2 NJLTHBIL £,

ERRBRICRER IP D =L S BEIMICEIY Y ToNEH—EXDIRMEIP T,

HP—EZAN) YRV T BR—-NTT,

00 O® O

Y—EXADEREEET H/Ny ¥ U Pod DIR— M T,

Kubernetes RF 2 XY MIZIE, H—ERICDWTOFEHENEZEHE I TWVWET,

3.3.3.1. Y—E X externallP
JSAY—DOREBIP 7 RLRICMAT, 21— —I3IS5RY—DABICHBIPTRLRAERET S

EDNTEET, BEEE. S T4 v IDNZDIPERE D/ —RNICERET R EAERTINLELIDHY
i-a_o

The externallPs must be selected by the cluster adminitrators from the ExternallPNetworkCIDRs range
configured in master-config.yaml file. When master-config.yaml is changed, the master services must
be restarted.

$13.4 Sample ExternallPNetworkCIDR /etc/origin/master/master-config.yaml

networkConfig:
ExternallPNetworkCIDR: 192.0.1.0.0/24
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$13.5 H—E R externallP £ (JSON)

{

"kind": "Service",
"apiVersion": "v1",
"metadata”: {
"name": "my-service"
2
"spec": {
"selector": {
} "app": "MyApp"
"ports": [
{
"name": "http",
"protocol": "TCP",
"port": 80,
"targetPort": 9376
}
1,
"externallPs" : [
"192.0.1.1" @)
]

f——

}

Q R— N AREINZHAHIPT7RLRAD—ETYT, CHIZRSIP 7 RLZA—EIEMINS—
BT,

3.3.3.2. ¥—E R ingressIP

D59 RUNDYISRI—T, externallP 7P RLRAlE, PRLRADT—ILHALBEEMICEIY HETBEZ &
NTEET, ThiCkY, BEENZTNSEFETEY Y TEIREN R ARYET,

7— L& Jetc/origin/master/master-configyaml 7 7 1 L CREINE T, CDT7 7 ILEEHRLL
BIINRAY—H—EXEBEMLET,

ingressIPNetworkCIDR (7 7 # )L b T 172.29.0.0/16 ICEREINFE T, VSRV —BRETID TS 4
N—  NEEZFEALTWRWES, 774 NO&EEEZFERAT D, FLEARY LHEEZFEALE
ER

)z 6
' If you are using high availability, then this range must be less than 256 addresses.

$13.6 ¥ > 7L ingressIPNetworkCIDR /etc/origin/master/master-config.yaml

networkConfig:
ingressIPNetworkCIDR: 172.29.0.0/16
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3.3.3.3. Y—E X NodePort

H#—E X type=NodePort Z5%E L C. 75V THREINEH (T 7 # /)L b:30000-32767) h HKR—
NEZEIYLET, &/ —RER—M(TRTO/—ROELR—IES) 2 —EITOFV—ZEEFLE
-a—o

BIRINR— ML, H—EXRED spec.ports[*].nodePort D FICHKRE I N T,

ARG LR—MNEBET ZICIE,. BEHICKR— MES% nodePort 74 —ILRICEEBEBELE YT, HRY LA
R— M &ESIE nodePorts DIBE I NEHEMWICARITNIERY FH A, 'master-configyaml "EE I
356, NAY—H—ERIBEHTIHEIHYET,

$513.7 > 7L servicesNodePortRange /etc/origin/master/master-config.yaml

kubernetesMasterConfig:
servicesNodePortRange: ™

H#— E X3 <NodelP>:spec.ports[].nodePort & & U spec.clusterlp:spec.ports[].port & L THRRX
nxv,

s
' nodePort MEETE XN X DIRIFCEFINE S,

3334.—EX7OF>—FE—FK

OpenShift Container Platform ICIE Y —EZRI—FT 4 Y TA VTS ARNZ IV F v —D2 DDERDREER
NHYET, 774 MDEKIEITLRIC iptables ERX—E LTHY, TV KRS b Pod HDZ(E
H—ERERE DT 57O DHERMA iptables BEBSIL—ILEZFERALEFT, dVWADEEF I —H—
AR—22TOEREFALTREEREZ T ANLEIC, 7547V METY RRA Y N Pod DWT
NHOOBEDNS 74 v aTOFY—%EFELET,

The iptables-based implementation is much more efficient, but it requires that all endpoints are always
able to accept connections; the user space implementation is slower, but can try multiple endpoints in
turn until it finds one that works. If you have good readiness checks (or generally reliable nodes and
pods), then the iptables-based service proxy is the best choice. Otherwise, you can enable the user
space-based proxy when installing, or after deploying the cluster by editing the node configuration file.

3335 Ay LAY —ER

TIN5 —2avhA— KNSV ITRE—H—ERIPT7RLRAERELRWEE, Ny KL R
H—EREZERTEET, Ny RLAY—EREERT 256, O— KNS v e 7Oxd —&EE
ERITINT, ISRY—IPIEZDH—ERICEYHTOLNEHA, TNHOY—ERDFE, H—
ERICEZL I —DPEEINTVEINEINICL > TDNS ABEEIMICKREINE T,

Y—EREELII— LIS —2FEETE2ANY RLAY—EZRDFE., TVRKR4bav hO—
Z—I& API @ Endpoints L I— R&Z{Ef L. DNSEREEZZEEL T, Y—EX%&2HR—FT % Pod 2B
BRAVMEFBALI—RK(T7RLR)EZRLET,
ELIY—RBLOY—ER: LI —452EEZLBRVAY RLAY—EZRDHFE, TV KR4V OV
PO—>—Id Endpoints L I— RZ/ER L EFHA, 727ZL. DNS Y RF AU TOL O— K &R
L. ELET,

e ExternalName ¥ 1 H—EXDiHEIX. CNAME L O— RICRYET,
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o ZTNUADIARTDOY—ERS A TDIFE, Y—ERELZREHRBEIZTVRRAI VMDA L
A—-RIZRYFEY,

33351y RLAY—EZXDEK

ANy RLZAY—EZXDERISBENLY —EXDEMRERKTTH, ClusterlP 7 KLAZEEL
Ao NY RLRAY—EREVERRT B ICIE. clusterlP: None /85 X —4 —{EA % —E X YAML EFICB
mLEd,

ez UTFIEPod DIIN—TH2#RLI S RY—FEH—ERDO—E& L THAADHETT,

List of pods

$ oc get pods -0 wide

NAME READY STATUS RESTARTS AGE IP NODE
frontend-1-287hw 1/1  Running 0 7/m 172.17.0.3 node_1
frontend-1-68km5 1/1  Running 0 /m 172.17.0.6 node_1

ANY RLRAY—EREUTDELDICEETETET,

Headless service definition

apiVersion: vi
kind: Service
metadata:
labels:
app: ruby-helloworld-sample
template: application-template-stibuild
name: frontend-headless
spec:
clusterlP: None 9
ports:
- name: web
port: 5432
protocol: TCP
targetPort: 8080
selector:
name: frontend 6
sessionAffinity: None
type: ClusterIP
status:
loadBalancer: {}

Q ANY RLZH—EZRDEHITY,
9 clusterlP Z#(% None ICE2E T2 &, Ay RLRAY—EZRAREEIhZE T,

g frontend O S NILA N =T RTD Pod #BIRL X T,

Freo NY RLRAY—ERICIEHBEDIP7Z KLZADHY FHA,

$ oc get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
frontend ClusterlP 172.30.232.77 <none> 5432/TCP 12m
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I frontend-headless ClusterlP None <none> 5432/TCP 10m

33352 Ay FLAY—ERZFHALLEITY FRA ¥ DKk

ANy RLRAY—ERAZFHTZHEELT. PodDIP7 RLAEZEERETESZEDEIFOLNE
¥, BHEY—ERIFIO—RNSUH—F/E7OF>—& LTHEET 2D, T —ERZEFERL
TI7—/70—RF TV MADT7IERAEZRFELEFT, Ny LAY —ERDFEICIE, Y—ERZ
EICDBEINIEPodDIPF7RLRAEY MI, Y—ERZGAEFBRLZET,

EEHY—EZXDODNSA L O—REHRHETZEIC, Y —E XD loadbalanced IP #E§ L £ 9,

$ dig frontend.test A +search +short
172.30.232.77

ANy RLZAY—EZRDIFE, ER Pod DIPD—EEZEEFLET,

$ dig frontend-headless.test A +search +short
172.17.0.3
172.17.0.6

pa )

ANy RLZH—ER %, StatefulSet & & CHIHbL S & M IERFIC DNS % 23R T 2 i E
DHBH1—RAr—ATHERT %3545, publishNotReadyAddresses % true ICFXE L £
¥ (T 7 # )L MEIL false T9), publishNotReadyAddresses 7 true ICEREI LT W
5156, INIEDNS EEA Y —EXICEEMFONLIY RRSA Y hDYFTEY D
notReadyAddresses = AT 2 BN HZ I 2R L FT,

3.3.4. oXN)L

IR)IE, APIZA TV MERERL., D%EL. BRI Z2DIERAINET, L& xIE PodIliES
NRIVT TF T[T ShTH L, Y —ERESNILELYVY—4A2FRLTENALATOFY—%EETS
Pod ZBILFET, ThickyY, Y—EXHDN Pod DI —T%5BBIT 5T & AAEEICL. Pod % EE
IVT4T714—¢ LTERZOAVTFHF—TCUEBTZIEETEET,

FEAEDFA TV MIIE. ZFOXIT—HICTRIVEHFADZIEDNTEXFET, TDH., SN
FEECHEEMITIONEA TV VAR BEITZLOICFERATEEY, &2 BE7 TV r—> 3
VDITRTDPod, H—ER, LTUr—avavbO—S5—, 8LUFTOAMAY NEEEDET
xFd,

NI, LTFOBICH B & D ICBEMAF—/EORTTY,

labels:
key1: valuel
key2: value2

DTRERETLTLCRI W,
® nginx A7+ —THEHINS., S/ role=webserver %D Pod,
e Apache httpd AV 7 F—TH#EHIN 5, [EL R role=webserver %D Pod,

role=webserver SNV %D Pod AT 5 LHICERZRINDIY—ERFLEFELTYr— 3 vy
FO—ZF—EhS5DPod DWTHERL VI —TDO—EE L THRELET,
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£35 A7 L ER
Kubernetes K& 2 X ¥ MIZIE., SRIVICDWTODEFMAASEEHINTWET,

3.3.5.Endpoints (T K7R1 > b)

H—EREHYR—MTE2H—N"—EZTDITY KRSV hEFIEh, Y—ERERALEREZFH2Y1 T
Endpoints DA 72V N TIREINE T, Y—EZXH Pod THR—PMINBHEE. TN HOD Pod &
BEIET—EZLEHRDOSNILEL I8 —THEEI N, OpenShift Container Platform I&Z 1 & ® Pod %
RAVNTBIVRRA Y NA TV MEEICERLE T,

In some cases, you may want to create a service but have it be backed by external hosts rather than by
pods in the OpenShift Container Platform cluster. In this case, you can leave out the selector field in the
service, and create the Endpoints object manually.

OpenShift Container Platform (&, K¥D1—H—» Pod BLUVH—ERBICFHINLRY N7 —2
TOvIDIP7RLREBRIZIVRRA VNI TILI NOFEUCLDEREFAT LRV &I
FERE L TLZE W, endpoints/restrictedD ') Y — 2D create/N\—I v > a3y F DI SR —BEE
TOMA—HY—DANINSEDIY KRSV NA TV MEERTEET,

34. 70V hEea1—H—

3.4.1. 11— —

Interaction with OpenShift Container Platform is associated with a user. An OpenShift Container
Platform user object represents an actor which may be granted permissions in the system by adding
roles to them or to their groups.

A—H—(ZIEWL DD DY A THAEELE T,

WBEI1—Y— Zhid, KEDREEER D OpenShift Container Platform 21— —HAXRRIN B HET
T, BEI—Y—IE. WIEOTA VIS AT ALICHEMICERI N, APl TERTE
¥9, BEI—¥—d Userx 7o z/ hTRRINZET, fljoealice

AT ALAI1—Y— Many of these are created automatically when the infrastructure is defined, mainly for
the purpose of enabling the infrastructure to interact with the APl securely. They
include a cluster administrator (with access to everything), a per-node user, users for
use by routers and registries, and various others. Finally, there is an anonymous
system user that is used by default for unauthenticated requests. Examples:
system:admin system:openshift-registry system:node:nodei.example.com

Y—ERF7HI Y BSRAY 27 L1— -0V MCEERM TSN ET, ThSHOFICIE, 70O

3 V) NEBENKTOV IV MDAV TUYADT IR EERT 2 BN TENE
Y ZRET, 70V NOYEHERBICEBERIN2EORHY FT, —F
AT Ho v & ServiceAccount + 7V U R THRREINE T, fi:
system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

ITARTOIA—H—ITIE, OpenShift Container Platform ICT7 7 2 RX 9§ 272D I S A DERFENREIT A
YET, AL EWD, EMREREZRD APIZERIE, ERY AT LI —ICL > TERINBZEKRIC
MEEINFT, RANEITINDE, P —DPEFTEZFAEINTVIREDRY) P —ICE > TRES
nEv,

3.4.2. Namespace
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Kubernetes namespace (7 2 29 —DY Y —ADRAA—T5BRETIA DAL ERELET,
OpenShift Container Platform Ti&, 7OY =7 MIBIID 7 / F— 3 v % EE Kubernetes

namespace CT9,

Namespace EATO—BORI—F%RHEL T,

o HANLMEBDERZRITLLODEFNET) YV —2Z,

o FHINDI—H—ICHEEINLEEER,

e O3Ia=F4—)Y—ADHEELEIRT DHLEE,

VATLRDREDA TV Y DA D—F1E namespace THREINFTH, —E/ik/ — RKP1—
H—%EH, BRA I, namaspace NEREINFH A,

Kubernetes K3 2 X > ~(TId namespace ICD W T DFlNRBEHINTWVWET,

343. 7Oy b

7OV MEEBMDT / 7T— 3 ¥ %FD Kubernetes namespace THY, BEI—H—DYY—2
ANDT IV EANEBINZHOMNAFETY, 7OV MIA—H¥—DaAIa=71—PMDI3I2
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X ThoOHMBOTOY Y MADT IV EANBBNICHSEINET,

7OY Y bMlik, BMEDAREI. displayName., L UFHBAEZEHZ I ENTEET,

e WEHMDname Z7OYV Y FD—EDID THY., CLIV—ILFIZAPI 2EHT 558ICHKE

BREICRTIINE T, BAIDEARIIE63XFTY,

o A7 arddisplayName (7O Y kA Web IV Y —ILTRRINDHEERLET
(774 ME name ICEREI N F T),

o F7FL3v®ddescriptionilid, 7OV TV DI SICFHEMARRERES D TE. IhE Web

AVY—ILTRRTZET,
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Pod. #¥—ERX, LY yr—yavayvio—s—kd,
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FIRZBRECTDEINTNOBEDAT TV DV +—5,
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Cluster administrators can create projects and delegate administrative rights for the project to any
member of the user community. Cluster administrators can also allow developers to create their own

projects.

Developers and administrators can interact with projects using the CLI or the web console.
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OpenShift Container Platform comes with a number of projects out of the box, and openshift is the
most essential to users:

openshift A user-facing project, mainly for housing objects for day-to-day tasks. These include any

application objects for access by multiple projects, such as templates and images. These objects should
be those that do not require communication between the pods.

35, EWVRBLIPA X =Y RN —

351LEILK
A build is the process of transforming input parameters into a resulting object. Most often, the process
is used to transform input parameters or source code into a runnable image. A BuildConfig object is the

definition of the entire build process.

OpenShift Container Platform leverages Kubernetes by creating Docker-formatted containers from
build images and pushing them to a container registry.

EILRATV I MIHBOEMEHBELEF T, Ihdilid, EWROAND, ELRTOERERETT
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)y ad3ZENEEFNET, ELREVY—RDEIREFIBEL, CPUMA., XEY—FRABLV
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OpenShift Container Platform EJL K X F Ll&, EJL K API CIRE®D., BIRFAEER Y 1 FICEDOKE
WRZRANSTI— ZRIESKYR—MLET, MATREBREINRIAN ST —REIC3ID2HYFT,

® Docker EJL K

® Source-to-Image (S2I) EJL K

e HRHLEIKR
T 7 #JV M T, Docker EJVRELVS2I EJL RAYR—FINZFET,
EIWRDERERINZF T NI EENRT 27-DICFERINZELY—ICL>TERY X
¥, Docker BLUS21EIL RDIFE, ERINZ ATV 7 MEIRITHERA A —ITY, hRY LA
EILRDFZE, ERIN2 ATV MIELT—A A =T DEREMEELEDICRY FT,
I 5IC, Pipeline EWRRARSTY—%ZFALT. @ERT7—V 70— %2RETHIEHNTEET,

o MEMA VT IL—ay

o HHEMT IO XY K

For a list of build commands, see the Developer’'s Guide.

OpenShift Container Platform M Docker Zf#F L7z EJL RICDWTOFMIE. 7Yy T2 KN —L4 R
FaAYRESRLTIEIW,

3.5.1.1. Docker EJL K

Docker EJL KR b 57 ¥ —Id docker build A< > R&EEET 572, Dockerfile E ZNICEEZN ST
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3.5.1.2. Source-to-Image (S2I) EJL K

Source-to-Image (S2l) is a tool for building reproducible, Docker-formatted container images. It
produces ready-to-run images by injecting application source into a container image and assembling a
new image. The new image incorporates the base image (the builder) and built source and is ready to
use with the docker run command. S2I supports incremental builds, which re-use previously
downloaded dependencies, previously built artifacts, etc.
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TVr—2avaE—BLTBEILRTESLDICAYET,
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Zhid., Docker EJL K 7Ot X 24KH Docker #ERAZFDI—H—& L TERITINB 5,
BERHD21—HY—DERATHAEMENHY FT, S2lidroot A—H—& LTEITINDENE
HHEIRL. R2Y T h%&Eroot MADI—H—E LTEITTEET,

S21 FHAFEENMERD yum install ¥ 1 TOBREEZEITT D& &2<TD, 7)) 75—
2avOE) NEORHEORBEAE—REZETIE2R8EENHY 9,

ALY, PNV —2aVDRAN TS 9T 4 REFATESZM A=Y OHEINLT
AVATFLDRBEINE T,

ERINDA XA =TI, FEN—YaVvDELRY—ILELTEREFRFRLEDTRTDA
ADEENZAEESHYET, ThITLY, A A—JEERICBRTEEY,
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VEEETEIET, MEOEIL T —AXA—V%ZFERATBIEICELY,

TFET,

EIRTOEREHRITAXT

A Custom builder image is a plain Docker-formatted container image embedded with build process
logic, for example for building RPMs or base images. The openshift/origin-custom-docker-builder
image is available on the Docker Hub registry as an example implementation of a Custom builder image.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/creating_images/#creating-images-s2i
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3.5.1.4. Pipeline EJL K

BFE L. Pipeline R b 557 Y —%FIH L T Jenkins Pipeline 7’5 74 ~ TERITTZ 3 & D II. Jenkins
RATSAY ERHTHENTEET, EILRIZBOEIL K94 DA & F#EIC OpenShift
Container Platform TOEE), E=4% Y V7, EEAAETT,

Pipeline 7—2 7 0—Id, EJL REBREICEHEHMADD. Gt YRIY M) —ICBEELTEI RERETS
B8 L T Jenkinsfile TEZL F 9,

7OV xY bH Pipeline A RS TY—%FALTIELOHTEIN REREEEET 5B EIC. OpenShift
Container Platform | Jenkins #—/X—% 4 ~ 24 > 24t L T Pipeline #£7LEXd, 7OV TV D
&¥#E D Pipeline EJL REREIL Z D Jenkins H—N—%HBFLET,

For more details on how the Jenkins server is deployed and how to configure or disable the
autoprovisioning behavior, see Configuring Pipeline Execution.

Pz
Jenkins %—/X— (&, $TRTD Pipeline EJL REREDBIKRINTE BHNICHIBRI A
Wz, 2—HY—DFETHIRT 2HELNHY 7,

Jenkins Pipeline ICD W T DFEMIE. Jenkins RF 2 XY M ESRBLTLEIW,
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An image stream and its associated tags provide an abstraction for referencing Docker images from
within OpenShift Container Platform. The image stream and its tags allow you to see what images are
available and ensure that you are using the specific image you need even if the image in the repository
changes.

ARX=V AN —LICEERDA A=V TS RBEEINFTEADN, AX=JYRIMN)—ERAKRIC, B
HE5MA—VDE—DRBE1-—IMRTIINIT,

You can configure Builds and Deployments to watch an image stream for notifications when new
images are added and react by performing a Build or Deployment, respectively.

fcEZE, TTAOAMX Y MNTHEDAA—VBEFRLTEY., TOAXA—VDOFHRNN—U a3 VEERT
BIBEIC. WROAA=VDHLWA=U 3 UMNBRINDZ LIS, 7704 AV MEEFNICETT
B5ZENTEET,

However, if the image stream tag used by the Deployment or Build is not updated, then even if the
Docker image in the Docker registry is updated, the Build or Deployment will continue using the previous
(presumably known good) image.
Y—RAA=VEUTOVWTNIMRETEET,

® OpenShift Container Platform Dff& L Y 2 K1) —

® An external registry, for example registry.access.redhat.com or hub.docker.com

® OpenShift Container Platform 7 2 X4 —DDA X —I X M) — LA
When you define an object that references an image stream tag (such as a or Build configuration or
Deployment configuration), you point to an image stream tag, not the Docker repository. When you

Build or Deploy your application, OpenShift Container Platform queries the Docker repository using the
image stream tag to locate the associated ID of the image and uses that exact image.
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The following image stream contains two tags: 34 which points to a Python v3.4 image and 35 which
points to a Python v3.5 image:

oc describe is python

Name: python

Namespace: imagestream

Created: 25 hours ago

Labels: app=python

Annotations: openshift.io/generated-by=0OpenShiftWebConsole
openshift.io/image.dockerRepositoryCheck=2017-10-03T19:48:00Z

Docker Pull Spec: docker-registry.default.svc:5000/imagestream/python

Image Lookup: local=false

Unigue Images: 2

Tags: 2

34
tagged from centos/python-34-centos7

* centos/python-34-
centos7@sha256:28178e2352d31f240de1af1370be855db33ae9782de737bb005247d8791a54d0
14 seconds ago

35
tagged from centos/python-35-centos7

* centos/python-35-
centos7@sha256:2efb79ca3ac9c9145a63675fb0c09220ab3b8d4005d35e0644417ee552548b10
7 seconds ago

AX=VZRMN)—LDFERICIE. WDODPDRERFIDHY FT,
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9, F7. OpenShift Container Platform ICIEMED Y Y —ZXDRE M) H—DHY ET
(Kubernetes & 7 = 7 MR &),

® You can mark a tag for periodic re-import. If the source image has changed, that change is
picked up and reflected in the image stream, which triggers the Build and/or Deployment flow,
depending upon the Build or Deployment configuration.

o HMERTI/ERHEEFAL TS X—YEREL, FLABTA A—YERELHBETES
-a—o

¢ V—RAX=IDPEEINDE, A X—VAN)—LZTIZA A=Y DEERDER/N—2 3
VERAVRNLEFFRIIRY, PTIVS—2a v FHRETICEBELAVEIICLET,

® You can configure security around who can view and use the images through permissions on the
image stream objects.

PDSRI—LRIVTARA=—VEFTHFAALY, —BRRTZN—IvarvpRrynwi—H—
. A XA—VRNY—LAFALTIOV I FTYITRITINFAXA—SERBTEET,


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/developer_guide/#importing-tag-and-image-metadata
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AA=VZAN)=LDFaL—PFINELtzy MIDWTIE, OpenShift Image Streams and Templates
library #2858 L T EI L,

AAXA=DV AN —LDFEARIC, AAXA—VRAN)—LITDRAVNESLIVITELVA A—IAD
EEOHEIIDVWTUBREL TE I EREZET R, UTRAICARY T,

e |f yourimage stream tag points to a Docker image tag, you need to understand how that Docker
image tag is updated. For example, a Docker image tag docker.io/ruby:2.4 will probably always
point to a v2.4 ruby image. But, a Docker image tag docker.io/ruby:latest will probably change
with major versions. So, the Docker image tag that a image stream tag points to can tell you how
stable the image stream tag will be, if you choose to reference it.

e |f yourimage stream tag follows another image stream tag (it does not point directly to a
docker image tag), it is possible that the image stream tag will be updated to follow a different
image stream tag in the future. Again, this could result in picking up an incompatible version
change.

3521 ERITHEE

Docker Y RY b 1) —

A collection of related docker images and tags identifying them. For example, the OpenShift Jenkins
images are in a Docker repository:

I docker.io/openshift/jenkins-2-centos7

Docker registry

Docker YIRY M) =D DA X =V %REFEL, BBETE 23T Y S —NR—T7, UTREAFICLY
i’a—o

I registry.access.redhat.com

Docker image
AV T F—¢ LTETTEBREOIAVYTFHF—tEY bTY, BEIL Docker YRY M) —HDFED
Y TICEAEMITONET,

Docker image tag

A label applied to a Docker image in a repository that distinguishes a specific image. For example,
here 3.6.0is a tag:
I docker.io/openshift/jenkins-2-centos7:3.6.0
)z 6
A Docker image tag can be updated to point to new Docker image content at any time.
Docker image ID
AX=V%TINGTBEOIFERTESZSHA(EF 27Ny >a7)LTd) XAL)A—KRTT, UTFIEA
ICRY FY,

I docker.io/openshift/jenkins-2-centos7@sha256:ab312bda324
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pa 3

A SHA image ID cannot change. A specific SHA identifier always references the exact
same docker image content.

AAXA—=JAN)—A
YU THEININZERDHED Docker WRD AV FF—A A=V ADRAVI—HNEENI S
OpenShift Container Platform # 7Y 29 N TY, 41 A—Y X MY — L% Docker YRY KN —&[E
FDOHEDELTHRTIENTEET,

AAX—FJAN)—LST

A named pointer to an image in an image stream. An image stream tag is similar to a Docker image
tag. See Image Stream Tag below.

ARXR—JRAMN) =LA A=
An image that allows you to retrieve a specific Docker image from a particular image stream where it

is tagged. An image stream image is an API resource object that pulls together some metadata
about a particular image SHA identifier. See Image Stream Images below.

AX—TJZAMNY—L M) H—
AAX=VZARNY =LY TOEBBICBEDT I aveaELIEB NI A—TY, LEZE 1V
R—MI&Y, YT7OEIPEREIN, ZhIZLY Deployments, Builds £lEzhoiE) vy AT
D)V —ZADHZBEICNYA—DERTINET, UTFD A A=V ZARY—L K N)H—] %
SBLTLREIN,

3522 A A=Y A M) —LDEK
AX=VRAN)=LFTI2Y MIBZUTOERNEZNET,

pa )

See the Developer Guide for details on managing images and image streams.
ARXR—JRAN)—LATITY NER

apiVersion: vi
kind: ImageStream
metadata:
annotations:
openshift.io/generated-by: OpenShiftNewApp
creationTimestamp: 2017-09-29T13:33:49Z
generation: 1
labels:
app: ruby-sample-build
template: application-template-stibuild
name: origin-ruby-sample ﬂ
namespace: test
resourceVersion: "633"
selflink: /oapi/v1/namespaces/test/imagestreams/origin-ruby-sample
uid: ee2b9405-c68c-11e5-8a99-525400f25e34
spec: {}
status:
dockerlmageRepository: 172.30.56.218:5000/test/origin-ruby-sample 9
tags:
- items:
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- created: 2017-09-02T10:15:09Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d 6
generation: 2
image: sha256:909de62d1f609a717ec433cc25¢ca5¢cf00941545¢83a01fb31527771e1fab3fch ﬂ
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b0329530bf9448f967a0fe79147dd6b9135bf7dd13d

tag: latest 9

AA—=VAN)—LDEZHEITY,

FIAA—VEIDA A=V ZARN) —LTEIN/EHFTH7<DICTY > 2 TES Docker JRY b
) =TT,

AA=V AN —LHABRESEISBSHAID TY, CDAA—VRAN) =LY THBRT B Y —
AEZDIDEFRLEY,

ZDARXA—=IZAN) =LY THURNICBRLAZSHAID TY, WA X —=JICA—ILN\Y VT 37
DICHERATEET,

o ® 090

© (A—YRMI-LITETT,
For a sample build configuration that references an image stream, see What Is a BuildConfig? in the

Strategy stanza of the configuration.

For a sample deployment configuration that references an image stream, see Creating a Deployment
Configuration in the Strategy stanza of the configuration.

3523. A A=A RNY =LA X—=D
AA—=—TJAM) =LA A= F, AX=VARN)—LDOSEHEDAA—=YIDERAVMNLET,

AA=FARN) =LA A=TIT&Y, 9TRFINTODIEEDAXA—IJRAN)—LDBA XA—=TIID
WTCDAYT—H%RIGTEEY,

AA=TFRARNY)—LARA=VF TV ME ARX—TVHEAA=I RN —=LIZAVR—MLEY, %
T3 L7z Y § %355 1C1E OpenShift Container Platform ICEICEBIMICERINE T, 1 XA —Y R b
) —LEERTZDIFERTEIAA—TJRAN) =LA XA=FFTIT I NEA A=V ARN)—LEE
ICIATHICERT 2RERHY FEA,

AA=—FVRAN) =LA A=VJIFNVRIN)—DEDAX—JARN)—LEBLVTA A=Y ID THERI
nNTHY, @ESTRYSNTWET,

I <image-stream-name>@-<image-id>

FEEDAA—TVRAN) =LA TV MN G TIDA A=V EBBTBICIE. AA—JRAN)—LA
A—JRLLTOLIICRY XS,

origin-ruby-
I sample@sha256:47463d94eb5c049b2d23b03a9530bf9448f967a0fe79147dd6b9135bf7dd13d
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AA—FJZAMY—=LYTE AXA—FZAMN)—L DA AXA—JICWT BEFATERA Y —TF, Th
Idistag & LTEBINZZEDNZLLHYET, A A—TJRAN) =LY TIE, IBEDA A —I AN —
LBLVIITDA A=V BBBTEH, FLIEMETEHDIFERINET,

ARXR—=VZAN)—=LFTIE, O—H), FLEARTERBINDIAA—VESRBTEET, INITIE,
BIDNRA Y M LIETRTDA A=V DRI YV ELTERINZAA—VDOBERENEENET, FiR
FREBEEDAA—IDBRDAA =V ARN) =LY TTHITRFIFINZFZEITVDOTE, INIEE
BXYy ) DENDUEICENIMET, CNETEBEDMNEBEZHO TV A A=V 2BBDMAERE
IKCBAINFET, ThiCkY, 9TABEDAAXA—JVICBUORSA VY NI B LOBBEICO—INY I TE
9,
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tags:
- items:
- created: 2017-09-02T10:15:09Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d
generation: 2
image: sha256:909de62d1f609a717ec433cc25¢ca5¢f00941545¢83a01fb31527771e1fab3fcs
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b0329530bf9448f967a0fe79147dd6b9135bf7dd13d
tag: latest

AAX=YRAKN)— L% TIE permanent ¥ 773 tracking ¥ JICT 2 ENTEET,

o XY U L. Python35 R EDEHEN—JavDAA—SHRAV NTBENAN—VUa VEBEDY
JTY,

o NSIYXVITHTWEHDAA—I AN =LY TIHDIBRYIT, SVRYv IV IRE
DEDIC, 740—TFTB2AAXA—VEERTIHEDICSBREBEHINDAEELHY ET, TD&L
DI NI TREBEFEEEIEERINDVRITERELTEI W,

For example, the latest image stream tags that ship with OpenShift Container Platform are
tracking tags. This means consumers of the latest image stream tag will be updated to the
newest level of the framework provided by the image when a new level becomes available. A
latest image stream tag to v3.6 could be changed to v3.7 at any time. It is important to be
aware that these latest image stream tags behave differently than the Docker latest tag. The
latest image stream tag, in this case, does not point to the latest image in the Docker repository.
It points to another image stream tag, which might not be the latest version of an image. For
example, if the latest image stream tag points to v3.2 of an image, when the 3.3 version is
released, the latest tag is not automatically updated to v3.3, and remains at v3.2 until it is
manually updated to point to a v3.3 image stream tag.
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You can create your own image stream tags for your own needs. See the Recommended Tagging
Conventions.

AX=VZANY)—=L471E, 2OV TRULNIZ, 1 A=V RAMN) —LDRFEY JTERINTWE
-a—o

I <image stream name>:<tag>

T2, ERBDAA—=—VRAN) =LA T MDYV TILT
sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d 1 X — % &g
FTBICE, A A—VAN) =LY TIEUTOLDITHRY £,

I origin-ruby-sample:latest

3525 A A=Y A M) —LZTEBHMN) H—

AAX=VZAN)=LPMN)A=IEY, EWRBITTTOMAY ME Ty TRANY —LOFHR/N—
TavHHAETRICAS EBEMICEEL XY,

722, EIWRBLTTTOM AV NE AA—VRAN)—LYTOLEERICHENICEFSHLET,
ZhiE. BEDAA—JAN) =LA THE=SH—L, TEORERICEILRFIETFIOA4 XV MC
BHTZZETEITINET,

ImageChange ) H—IZ& Y., 1 A=Y 2N =LY TOEBRICEICHHEL Y r—>3vav b
A—Z—DERINET (A A—YDOFHRNN—2a N TvoaIhdyg143Iv)),

$513.8 ImageChange kY i—

triggers:
- type: "ImageChange”
imageChangeParams:
automatic: true
from:
kind: "ImageStreamTag"
name: "origin-ruby-sample:latest"
namespace: "myproject”
containerNames:
- "helloworld"

ﬂ imageChangeParams.automatic 7 1« —JU K" false ICEREIN D &, MY H—AEMICAY
9,

LERDHITIE. origin-ruby-sample 1 X=X K1) — LD latest ¥ JDENEEI N, FTLULA XA —
JOENTTEA XY MRED helloworld AV 7 F—ICIEEINTWBREDA X —Y ERLZHA
IC. helloworld AV T+ —DFRA A=V EFERALT, FrLWL U r—aray hO—S5—HER
INEY,
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R

ImageChange k') H—H'F 704 X >~ KNE&7E (ConfigChange k) i—¢&
automatic=false. Z 7z(% automatic=true) TEZHZI N TLT. ImageChange k') i—
THRINTL S ImageStreamTag A F7ZFE L TULWAWEHEITIE, ELRIZEY. 4
X—I W, ImageStreamTag IC1 Y R— ML Ty v aIhABRICHEIOT 7O4
AV N TOEZNEBMICHIRINET,

3526. M A=Y A M) —LDTYEVY

MELI AN —DFRA A= 5ZET BHE. Zhid OpenShift Container Platform IZ¥ v 7§ % 4
A—=TJ M) =LBEERL, BEL. A X=2DTOVII M LRl YTELVAA=ISXIYT—4
HRMLET,

. pa 3
AAX=VZARN)—LDIYEV TDEREITESELBETT,

ZDERIE. FRAA—VEERTZ TR (TTIKEELAWVEE) PA A=V A A=Y AN =LA
IC8 139 2BICERINE Y, OpenShift Container Platform (&, AX Y K, TV M) —RA >~

b BLIURREHLDEDEAA—VIIDVWTDREBRA I T =Y %RTF L £9., OpenShift Container
Platform D4 X =234 T2 —49 T THY. BRDRARIIE63XFTY,

)z 6
i See the Developer Guide for details on manually tagging images.

PUFDAX—=V RN =Ly EVTDH Y FIVITEY., 4 A= D test/origin-ruby-sample:latest
ELTHIRHIFINET,

ARXR—TIRAN) =LY EVYTATI I  NER

apiVersion: vi
kind: ImageStreamMapping
metadata:
creationTimestamp: null
name: origin-ruby-sample
namespace: test
tag: latest
image:
dockerlmagelayers:
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bead1755b6cddfaf10ace3coef
size: 0
- name: sha256:ee1dd2cb6df21971f4af6de0f1d7782b81fb63156801cfde2bb47b4247¢c23c29
size: 196634330
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bead1755b6cddfaf10ace3coef
size: 0
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36bead1755b6cddfaf10ace3coef
size: 0
- name: sha256:ca062656bff07f18bff46be00f40cfbb069687ec124ac0aa038fd676cfaea092
size: 177723024
- name: sha256:63d529¢59¢92843¢c395befd065de516ee9ed4995549f8218eac6ff088bfacbbe
size: 55679776
- name: sha256:92114219a04977b5563d7dff71ec4caa3al37a15b266ce42ee8f43dba9798c966
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size: 11939149
dockerlmageMetadata:
Architecture: amd64
Config:
Cmd:
- /usr/libexec/s2i/run
Entrypoint:
- container-entrypoint
Env:
- RACK_ENV=production
- OPENSHIFT_BUILD_NAMESPACE-=test
- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git
- EXAMPLE=sample-app
- OPENSHIFT_BUILD_NAME=ruby-sample-build-1
- PATH=/opt/app-root/src/bin:/opt/app-
root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
- STI_SCRIPTS_URL=image:///usr/libexec/s2i
- STI_SCRIPTS_PATH=/usr/libexec/s2i
- HOME-=/opt/app-root/src
- BASH_ENV=/opt/app-root/etc/scl_enable
- ENV=/opt/app-root/etc/scl_enable
- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable
- RUBY_VERSION=2.2
ExposedPorts:
8080/tcp: {}
Labels:
build-date: 2015-12-23
i0.k8s.description: Platform for building and running Ruby 2.2 applications
i0.k8s.display-name: 172.30.56.218:5000/test/origin-ruby-sample:latest
io.openshift.obuild.commit.author: Ben Parees <bparees@users.noreply.github.com>
io.openshift.build.commit.date: Wed Jan 20 10:14:27 2016 -0500
io.openshift.build.commit.id: 00cadc392d39d5ef9117cbc8a31db0889eedd442
io.openshift.build.commit.message: 'Merge pull request #51 from php-coder/fix_url_and_sti'
io.openshift.build.commit.ref: master
io.openshift.build.image: centos/ruby-22-
centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e
io.openshift.build.source-location: https://github.com/openshift/ruby-hello-world.git
io.openshift.builder-base-version: 8d95148
io.openshift.builder-version: 8847438ba06307f86ac877465eadc835201241df
io.openshift.s2i.scripts-url: image:///usr/libexec/s2i
io.openshift.tags: builder,ruby,ruby22
io.s2i.scripts-url: image:///usr/libexec/s2i
license: GPLv2
name: CentOS Base Image
vendor: CentOS
User: "1001"
WorkingDir: /opt/app-root/src
Container: 86e9a4a3c760271671ab913616c51c9f3cea846ca524bf07c04a6f6c9e103a76
ContainerConfig:
AttachStdout: true
Cmd:
- /bin/sh
--C
- tar -C /tmp -xf - && /ustr/libexec/s2i/assemble
Entrypoint:
- container-entrypoint
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Env:
- RACK_ENV=production
- OPENSHIFT_BUILD_NAME-=ruby-sample-build-1
- OPENSHIFT_BUILD_NAMESPACE-=test
- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git
- EXAMPLE=sample-app
- PATH=/opt/app-root/src/bin:/opt/app-
root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
- STI_SCRIPTS_URL=image:///usr/libexec/s2i
- STI_SCRIPTS_PATH=/ust/libexec/s2i
- HOME-=/opt/app-root/src
- BASH_ENV=/opt/app-root/etc/scl_enable
- ENV=/opt/app-root/etc/scl_enable
- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable
- RUBY_VERSION=2.2
ExposedPorts:
8080/tcp: {}
Hostname: ruby-sample-build-1-build
Image: centos/ruby-22-
centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e
OpenStdin: true
StdinOnce: true
User: "1001"
WorkingDir: /opt/app-root/src
Created: 2016-01-29T13:40:00Z
DockerVersion: 1.8.2.fc21
Id: 9d7fd5e2d15495802028c569d544329f4286dcd1¢c9c085ff5699218dbaab9b43
Parent: 57b08d979c86f4500dc8cad639¢9518744c8dd39447c055a3517dc9c18d6fccd
Size: 441976279
apiVersion: "1.0"
kind: Dockerlmage
dockerlmageMetadataVersion: "1.0"
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d

3527. A X—YRAMN)—LODEA

The following sections describe how to use image streams and image stream tags. For more information
on working with image streams, see Managing Images.

352714 A=Y A MY —AIDVWTOEHROIE

To get general information about the image stream and detailed information about all the tags it is
pointing to, use the following command:

I oc describe is/<image-name>
i

oc describe is/python

Name: python
Namespace: default
Created: About a minute ago
Labels: <none>
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Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

Unique Images: 1

Tags: 1

3.5
tagged from centos/python-35-centos7

* centos/python-35-centos7@sha256:49¢18358df82{4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

HEDAA—IYZAN)—LZ TICOWTHATRRBEREZINTRE TSI, UTFZ2ERFTLET,
I oc describe istag/<image-stream>:<tag-name>
).

oc describe istag/python:latest

Image Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Docker Image: centos/python-35-
centos7@sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Created: 2 minutes ago

Image Size: 251.2 MB (first layer 2.898 MB, last binary layer 72.26 MB)

Image Created: 2 weeks ago

Author: <none>

Arch: amd64

Entrypoint: container-entrypoint

Command: /bin/sh -c $STI_SCRIPTS_PATH/usage

Working Dir: /opt/app-root/src

User: 1001

Exposes Ports: 8080/tcp

Docker Labels: build-date=20170801

y s 0]
' RRINTVWBLULEDBERIAEAINET,

3.5.27.2.8MI TDA A —I X M) —LADiENN
BHEITDODWITNDZRA Y NS B T%2BMT 2ICIE, octag AV Y REFRATEET,

I oc tag <image-name:tag> <image-name:tag>
i

oc tag python:3.5 python:latest

Tag python:latest set to
python@sha256:49¢c18358df82f4577386404991c51a9559f243e0b1bdc366df25.
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Use the oc describe command to confirm the image stream has two tags, one ( 3.5) pointing at the
external Docker image and another tag (latest) pointing to the same image because it was created
based on the first tag.

oc describe is/python

Name: python

Namespace: default

Created: 5 minutes ago

Labels: <none>

Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

Unique Images: 1

Tags: 2

latest
tagged from python@sha256:49¢18358df82f4577386404991¢51a9559f243e0b1bdc366df25

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

35
tagged from centos/python-35-centos?

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
5 minutes ago

3527384 A= DY T DEM

RNEREEHBRA X =T ZRA Y N T BEBMY TR E, §VBEEDTANTDEFICoctag I~V Y M %

I oc tag <repositiory/image> <image-name:tag>

feE 2. ZDav > Kid docker.io/python:3.6.0 1 X —> % python 1 X—Y X M) —LD 3.6 %7
iKYy TLET,

oc tag docker.io/python:3.6.0 python:3.6
Tag python:3.6 set to docker.io/python:3.6.0.

If the external image is secured, you will need to create a secret with credentials for accessing that
registry. See Importing Images from Private Registries for more details.

35274 A A=A M) LY TOEH
MDY TeAA—TVAMN)—LICRMRT DL TZEHMT HICIE. UT2ERTLEYS,

I oc tag <image-name:tag> <image-name:latest>

EZE UTidlatest ¥ V283 L, 3.6 9 V%A X—U S TICRBRIEET,
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oc tag python:3.6 python:latest
Tag python:latest set to
python@sha256:438208801c4806548460b27bd1fbcb7bb188273d13871ab43f.

35275 A AXA—TJAMN)—LYTDA A =TI XA M) —LDSDHIER
HWI T A A=V XN —LDLHIBRT 2IC1FE. UTZETLET,
I oc tag -d <image-name:tag>

).

oc tag -d python:3.5

Deleted tag default/python:3.5.

3.5.27.6. 9 Y DERNRA ~R— b DX

When working with an external Docker registry, to periodically re-import an image (such as, to get latest
security updates), use the --scheduled flag:

I oc tag <repositiory/image> <image-name:tag> --scheduled
).

oc tag docker.io/python:3.6.0 python:3.6 --scheduled

Tag python:3.6 set to import docker.io/python:3.6.0 periodically.

Zmax v RiZ& Y, OpenShift Container Platform & Z DREEDA A —TY XA MY — L4 7% EHMIC
BHLET, COHBIIET 74V MNTIRISRAI—2EKTHERICREINE T,

EHMAF v 7 5EIBRT 3ICIE. EEBOOYY KBEITLE T H. --scheduled 7575 &AL F
T CHIZLY., ZOEENT 7 4L MIBEREINE T,

I oc tag <repositiory/image> <image-name:tag>

36.77A4 XK
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L) r—vavaybO—5—F, IBELLEPod DL 7)) AEHAEBICEITINTWS I EAERL
F3, Pod DT X-IFHIBRNTONEBEEIC, LAY r—YayvayhO—5—0 L, ExLE
BICRDETAVRY VAT 2B LET, FEOHLY EE2THHDLZVIHEICIE. EEBICE
btET, RELQWLETHBRLET,
L) r—yaryay ba—5—RERUTTERINhTWET,

L BEBELAL Y AR (TNIES V91 LBRFICTEETRE).

2. L7 — NI’ Pod DERBFICERT % Pod EF.
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3. EEBEXIN/ Pod 2HAl T d7bDEL V45—,

LIS —E, LY S—>2arar bO—F—H2BEBT S Pod ICEIYHETOHNESRILEY AT
T, INLDINIIE, Pod ERICHAATZFN, LTV r—Yayary ba—S—»N1 VRV REL
F9, LV r—vavavho—5—iF. REBICSUTRSHTTBLHIC, LYY —%FRHALT. T
TICETHD Pod ¥ LT,

L7 r—yavaryhbo—5—F, Bt LEEAD. BEFLIEFINS T4 v 2ICEDVWTHER
=)V JERITTEIEEHYETA, TDHFE. TOL T AEDPAEOEFHRr—5 —CHEX
N3ZBRELNHY £,

L) r—<3>ay hO—>—I&. ReplicationController &\ 37 ® Kubernetes # 7¥ x4 b T
E

LAF I, ReplicationController E&EDY > FILTY,

apiVersion: vi
kind: ReplicationController
metadata:
name: frontend-1
spec:
replicas: 1 0
selector:
name: frontend
template:
metadata:

labels: ﬂ
name: frontend 9

spec:

containers:

- image: openshift/hello-openshift
name: helloworld
ports:

- containerPort: 8080
protocol: TCP
restartPolicy: Always

E179 5 Pod DIAE—HTT,
1792 Pod DSNI)LELIHY—TT,
v bhO—5—b2EHT B Pod DTV L — KT,

Pod DI NILICIESNILEL VI —DLDEDHEENTWVWEIRELNHY X,

0009

NI A =5 —DIFRBRDEAFDHEARI L 63 XFTT,

362.v37

vaJdlE, TOBEMNPBEEDCEBHDEZOICPod 2EKT B ETHEIRTL Y yr—>a3vav b
O—S5—¢LTVWET, BEWE, LTV y—2aryary hO—5—0%B&aE. #BENICETINTWS
Pod A RELTWVWETH, YaJIF1ERY DPod ZRRELTWVWET, YVa TREERTT %8B
L. BEINAZTEIOETZE, YaTEENETLET,
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LT oFlE, m(Pi) Z 2000 Mi5tE L. INZzHALTHLETLET,

apiVersion: extensions/v1
kind: Job
metadata:
name: pi
spec:
selector:
matchLabels:
app: pi
template:
metadata:
name: pi
labels:
app: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: Never

See the Jobs topic for more information on how to use jobs.

363. T 704XV MNBLYTFTTOA XY MNBE

L) r—o3>vay hO—5—TEJL K§ % OpenShift Container Platform (&7 704 X >~ kD&
EERALEYI NV TORESSLIOCTTOMA Y NS4 TH A VIV OHBRY R— M EEBMLFT, &
LEMLIBAIC, TTOAAYNEIFRT TV r—ravyary bo—>—0#%FEM L. ThIZ Pod
EFREIEF T, /272 L. OpenShift Container Platform 704 X ¥ MME. 41 X—YOBET 704
AV INDOFRTIOA4 A Y MIRTT2HEELRMEL. LY r—2aryay bO—5—0OEKETE
ICRITIZ27v7HEELET,

OpenShift Container Platform DeploymentConfig # 7Y =7 ME7 704 A MO T D% &
LE9.

1. ReplicationController E&DE3,

2. FMT 7O XY POBEERD MY H—,

3. 7704 XY MNEDBITARNSTY—,

4. SA4T7HA4OINVT v Y,
T704¥—Podld, T7OA AV MR N) A=WV, FEHELIIEHTHINEBDT,
(FWL P s—rarvaryho—>—0fN FRLTV5—2a2a0 bO0—5—DIERB LT
TV IDRFTRED)TTOAMAVYMNAETELEY, 77014 XY MPodiE, 77O XY bOOT %
HRTDOICTIOM A Y NORTRIFEBARTREINET, 704XV D BIOEDICE S
AbndHE, LEIoL ) r—ravay bO—S—EREBICGCTHERO—IL/N\Y JZBMICT
TBLDICRFINET,

For detailed instructions on how to create and interact with deployments, refer to Deployments.

UTFIiE, WOHhDEBS LI —ILT D b % EL DeploymentConfig EEDY >~ FILTT,

I apiVersion: v1
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kind: DeploymentConfig
metadata:
name: frontend
spec:
replicas: 5
selector:
name: frontend
template: { ... }
triggers:
- type: ConfigChange ﬂ
- imageChangeParams:
automatic: true
containerNames:
- helloworld
from:
kind: ImageStreamTag
name: hello-openshift:latest
type: ImageChange 9
strategy:

type: Rolling 6

ConfigChange ) Ai—IC& Y., FRTTOA XV MY, LTYS—YaryarybO——F>
TL—MDEETZEEIERINE T,

9 ImageChange h ) H—IC& Y., FRTTOAA Y MDY, Ny FUTAA—IDFHRN—2 3 H
BRI EA A=Y XA N) —LATHEAARICASBRICIEEBICERINE S,

g FIANLMNO A=Y VT ZARNSFI—CLY, FTOAAY NEDYT IV 9 4 L7 LOBITHIT
bhET,

3.7.TEMPLATES (=~ 7L — 1)

371 8=

A template describes a set of objects that can be parameterized and processed to produce a list of
objects for creation by OpenShift Container Platform. The objects to create can include anything that
users have permission to create within a project, for example services, build configurations, and
deployment configurations. A template may also define a set of labels to apply to every object defined
in the template.

See the template guide for details about creating and using templates.
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4.1. 5REE

411 &
FREL/E X, OpenShift Container Platform API ~NDERICEEM T onza—HF—%#HAILF T, X

IS, BRI ERDHFAINENE I N ZHB T B 7DICERADI—HF—ICDODVWTDEFERZFEAL X
_a_o

As an administrator, you can configure authentication using a master configuration file.

412, 1 —4—&JI—7

OpenShift Container Platform @ 1 —4— (&, OpenShift Container Platform API ICERTX 2TV
T4 T4 —T9, BE. Ihi& OpenShift Container Platform &X5E L TWARAKEE L IXEEEDT
hovhzkLETS,

A user can be assigned to one or more groups, each of which represent a certain set of users. Groups
are useful when managing authorization policies to grant permissions to multiple users at once, for
example allowing access to objects within a project, versus granting them to users individually.

In addition to explicitly defined groups, there are also system groups, or virtual groups, that are
automatically provisioned by OpenShift. These can be seen when viewing cluster bindings.

REITIV—TDT 72ty FTlE, ECICUTORICBELTLEI L,

wR_I7N—7F B4

system:authenticated LI N1 —Y—ICBBNICEEMITONE T,

system:authenticated:oaut OAuth 77 A =0 Y TRIEI N T RTOI—H — (L EEHIICBEEST I
h LbhET,

system:unauthenticated REINTVWAVWTARTOI—HY—ICBBMNICEEMITONET,

4.1.3. API 535
OpenShift Container Platform API ~NDEXRIZLA T DO AETERIEINFE T,
OAuth72I7tAbM—2o >

e <master>/oauth/authorize # & U' <master>/oauth/token T K/R4M4 > hA&{FHL T
OpenShift Container Platform OAuth % — /=M LEEINE T,

® Sent as an Authorization: Bearer... header

® Sentasanaccess_token=... query parameter for websocket requests prior to OpenShift
Container Platform server version 3.6.
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® Sent as a websocket subprotocol header in the form
base64url.bearer.authorization.k8s.io.<base64url-encoded-token> for websocket
requests in OpenShift Container Platform server version 3.6 and later.

X.509 ¥ 54 7 MiEHAE
o APIH—/N—ADHTTPS#EHREERLZET,
o FRHEINDIBIF/T/NY RILICKHLTAPI Y —N—ICL>THRIESNZE T,

o APIH—/N—[IFBAEZAFEKRL. Chzd2y b O—Z—ICEBHLTENSEBIETETD LD
ICLET,

BWRT VA M-I Y EIBEWDLRARAZEZERA LAERIEREAERBICL > TESI N, 401 25—

7O R M=V FELIEEIHGENRE I NG WIGEE,. FREEIE system: anonymous RE1I—H—6&
U* system:unauthenticated (R18 7/ )L — 72 EXRICEIY L TE T, ThilLY, RIABIEIEZRI—H—
DNEITTIXDER(HDHE)ZRETEET,

41.3.1. ¥ERDEH

OpenShift Container Platform AP ADER WM E, BRAINERAIFE X 1’L7‘::L—"j2 NODEDTH
ZHODEDICMEBIND L EHLET 5 & %RT. Impersonate-User Nv ¥ —DEFXNBBELH
YEJ, 2OI—H—DRYTELIK --as=<user> 77 7 & EKITEM L'C%ﬁ'c XET,

A—H—ANI—H—-—BO¥EREZEATEZDIE., I —F—ANREINTHSTY, 2—HF—AN
A—H—BEWDZBDI—HY—DHRZERATESLDIC, BAFzvidiThbhiErd, 21— —A
N, B—EXT7AHD VN system:serviceaccount:namespace:name DHERER % EKR T 255 1T,
OpenShift Container Platform (&, 1 —+— A »* namespace M name & \\ ) ZREID serviceaccount
DIEREERATEDIEZHALET, Fo v IICKET2E. ZOEXKIE 403 (Forbidden) TS —
JO—NFTERBLEY,

T7AIKT, 7OV NEBEBLVIT 19 —IE. TDnamespace ILEEFNZHY—EZRT7THY
Y MNDOWEREEBRHTEEY, 1—H—Id, sudoer O—JL%FMH L T. system:admin DER%EERTX
5DT, VSRAY—EBEDNRN—I v avMEZBLDICAY FT, system:admin DIE[R % (& T
XFHIET, BEOREZEZHSCIEETETTN, /FRY—DEEFICHLTCEFa) T4 —%HR
TEHITIEHY FHA. 7-& 2L oc delete nodes —-all #E1T73 2 EEKKRTZICENMIDST. oc
delete nodes --all --as=system:admin #3179 5 KM L FJ, UTFOIATY KERTLTa—H—
IKZDNR—=3I v aVvaE[ETEET,

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

If you need to create a project request on behalf of a user, include the --as=<user> --as-group=
<group1> --as-group=<group2> flags in your command. Because system:authenticated:oauth is the
only bootstrap group that can create project requests, you must impersonate that group, as shown in
the following example:

$ oc new-project <project> --as=<user> \
--as-group=system:authenticated --as-group=system:authenticated:oauth

4.1.4. OAuth
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OpenShift Container Platform ¥ 24 —ICid. EJL b ¥ OQAuth Y —N—DEFhFd, 21— —&
OAuth 77X h—J YV ZBIFEL T, APIICH L CEBREZRTLETY.

When a person requests a new OAuth token, the OAuth server uses the configured identity provider to
determine the identity of the person making the request.

RIS EDTATVTATA—NYy T$221—H—%%3L. 201 —H—-DT7 I/ R1—-HF—%1F
L. BEATESLIICMN—Y Vv ERLET,

41.41.OAuth 2 547> b

OAuth h—=2 YV DIRTOEKIEZ, P—IVEZEL. FHETS0AUthI M1 T7 YV N2iBET 2E
NdHYEd, LLTFD OAuth 7 54 7 ME. OpenShift Container Platform APl D#2ENEF IC B EIIC/E
RINET,

OAuth 2 347> b EJEED S

openshift-web-console Web VY —ILD =0V %ERLET,

openshift-browser-client WEROJA v EWEBTE22—H—T1—IzV b
T <master>/oauth/token/request Th—7 > %
ZXRLFEY,

openshift-challenging-client WWW-Authenticate 7 v+ L > P #LIBTE 51—

YP—I—-YVNTh—IVEBERLET,

EBMDYT 472 beBFT2ICIE. UTFZ2RITLET,

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." g

redirectURls:

- "hitp://www.example.com/" 6
grantMethod: prompt ﬂ

)
<masters/oauth/authorize & & U' <masters/oauth/token ~DEK A E1T3 B ICIE. OAuth &
>4 7> h® name A client_id XS XA —4—&¢ LTHERAINET,

<master>/oauth/token ~DERDFEITHFIC, secret IL client_secret /X5 A —4%—& L THERX
nEy,

<masters>/oauth/authorize # & U <masters/oauth/token ~DEK THEE X113 redirect_uri /<
S A—4—I&, redirectURIs D\WTNMNICEL W (FLEINICE>TTL 714 v 22D MFIF 6N
) RETRIFNIERY £E A,

O o o 9o

grantMethod (. DI ZA 7Y MM —OVEBKRTBRICETISZT7 I aVERELET
N A—HF—ICLBT7 7 LA MEINTVWERE A, [GrantOptions] ICRTFIINDEDERAL
ExzFERALET,
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41.42.0Auth 2 247> bELTOY—ERT7HY >V b
Y—EXT7HTV ML OAuth 7 54 7Y hDFHIRRINAT #—LTHEATEFES, Y—EXT7HV YV
MEI—EBOERI—HF—EBANOT7 I/ RA2HFTT220—T0H Ty h&, ¥—ERTHV YV NE
KD namespace DO — )L R—ADIERDHEBERTEZET,

® user:info

e user:check-access

® role:<any_role>:<serviceaccount_namespace>

® role:<any_role>:<serviceaccount_namespace>:!

Y—EXT7HU Y b OAuth 7 547 hELTHRBY %5%4E:

e client_id |& system:serviceaccount:<serviceaccount_namespace>:
<serviceaccount_name> IC73 Y £7,

e client_secret I3, Y—ERXRT7HIVMDAPI b=V DWITFNHIEIBETETE T, UTIEH
ICRY F9,

I $ oc sa get-token <serviceaccount_name>

e WWW-Authenticate 7 v L VY ZRE T 2 ICIE. Y—EXT7AV Y MO
serviceaccounts.openshift.io/oauth-want-challenges 7 / 7—> a3 V% true ICERE L &
ER

o redirect uri Y —ERXT7HIVINDT /=23 VIl—BTE2RENHY T, FEMIL,
[OQAUth 7 SA 7V RELTOHY—ERTHIYRMDURIDYFAL I M) #BRBLTLES
Uy,
4143.0Auth 7 547 hELTOY—ER7ZAD VY MO URIDYSA LY b

T/T—avi—IliE. LTFD&LIICTL 7 1 v U R serviceaccounts.openshift.io/oauth-
redirecturi. X /=& serviceaccounts.openshift.io/oauth-redirectreference. S XN 2 NEMNH Y £
ER

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—LATE, 7/ 7—2aViEEWRIVIAL I MUR 2 EREET DLOICERATEE
T UTFRAFICARY TT,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

FEROBID first LUV second RRA N7 4 v I RIE 2DV Y ALY MURI 0BT 57=-0I1C
FRHINFT,

ISICEMARETIE, BNR)FI1L Y NURIOATRATIRIBEDHY FT, L&A IL—h
DFRTDingress B EMNEARINZIBRELNHZHELNEFRA, D5

&. serviceaccounts.openshift.io/oauth-redirectreference. 7L 7 1 v 7 A %R L E8HR) ¥ 1
L7 M URI ZEATEEY,

All:
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY)TS54AXINEISONT—IDEFNELH, ChEafRT7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route”,
"name": "jenkins"

}
}

Z T Tlk. OAuthRedirectReference IZ& Y jenkins & WD ZHIDIL— N2 BRTEE T, TDRDH,
ZTDIL—PMDFTRTOD ingress IFBIME #2I N F ., OAuthRedirectReference DFEHA AR IZLAT
DEHICHREYFET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference"a
"kind": ...,
"name": ..., 9
"group”: ... 6

kind 3ZBINTWEA TV bDYA THBSRBLET, BERTIE. route DHHHR— K
INTWET,

name 34 7YV bOAFESRLET, COF TV MIY—ERTAI Y NERAEL
namespace ICH DUENHY 7,

O ® o

group A 7V DTN —T52SRLET, L—bDTIL—FREEOXFITH D70, Z
NEZHDOEFICLET,

T)T—2aviRELLE FLT74v I REEHEDET, BRA TV M TRHSIN BT -9 %
EEETEFIY., UTRFICRYET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first RANT7 4 v IR T7/T7—2avaEEEMITZEDIERAINE T, jenkins JL— K
https://example.com D ingress 1'% %37 & (1. https://example.com/custompath BB E AR I h
F 9 H. https://example.com ZEMEARINFHA, LEXT Y EMOMIIEET 7DD

74 —=3v MEUTDLI LY FT,
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547 3°8

AF¥—»LA "https://"

KA NS "//website.com"

K— "//:8000"

N "examplepath”
pa 3

RANEGDLEEZZEBET S &, BRINZF TV IV MDRIAMET—INEZ D
DEITHN, CHIFEZLVEFETIERHY TEA

EROBXOWThOEAEDES, UTOT74+—<7 vy Mo TEITTEXET,
<scheme:>//<hosthame><:port>/<path>

BLAT7Vx0 h2BBESRLT. ZFREZRALETEIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZRIDIL— b I https://example.com D ingress 1'% %I & 1T
l&. https://example.com:8000 & https://example.com/custompath DAL EME AL INFE
ER

RERBFEZFELDIC. BNTENATY /T—YaveRKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

4.1.4.3.1. OAuth @ APl 4 X2 b

APl H—/R—(F, APIY R —OJADEZENLRT 72X RWE TNy THERE#Z unexpected
condition DTS —A v E—V%BRTIEAHYET, COITS—DRAMAREBHITERMICIERTRIC
INFEd, WAEINTVWARAVWI—H—[CH—N—DREBICDVWTOBERERET 2 & &kF27HT
ER

INSDIS—DY Ty ME, Y—EZX7HT Y MO OAuth REDREBICEAET 2EDTY, Th
S5DOREEIL., BEEUADI—F—HIHERTEZARY M THF+ TF¥yr—INFJ, unexpected
condition & W\ D H—/N—TIT 5 —4 OAuth DEITHFICKET 5354, ocgetevents #ETL. INH
DA RV MIDWT ServiceAccount THEEEL £ 9,
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LLTFOFTIE, @A OAuth Y14 L 27 NURIDABRWH—ERXT7HI Y MIFLTEESEZEHLTWE
_a—o

$ oc get events | grep ServiceAccount

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service-account-name> 32179 5 &, BEDH—EX7AD Y MNRICEAERMIT SN
7= OAuth 1 Ry MDA BREINZE T,

$ oc describe sa/proxy | grep -A5 Events

Events:

FirstSeen LastSeen Count From SubObjectPath Type Reason
Message

3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

LUFEELZ2HAEEDHZA RV NITS—D—ETT,

YHFLL I MURIZ/T—2arvbhiEEINhTCWaLnD, E$43 URIDPEEEIhTWS

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

TP — M HEEINTWS

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

EWLBRY A4 THEEIhTWS

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SA =2 U hzwn

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens
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414311 BEREDIBEICBIIBIINS APIARY MDYV T
LTFOFIEIZ. 12— —HIEREICAZ 1 DORES COBEOREAEETRLTWET,
L. H—ERXRT7HI VY MNEOQAUth 2547 e LTRIBT2 70V M AERRLE T,

a. 7OF—H—ERTHIOVNFTTI I MDD YAML ZERK L. ZhdIL— kD proxy %
FEEITREAEIALET,

I vi serviceaccount.yaml|
UFoHy>rF)a—KeEBmLEY,

apiVersion: v1
kind: ServiceAccount
metadata:

name: proxy

annotations:

serviceaccounts.openshift.io/oauth-redirectreference.primary:

'{"kind":"OAuthRedirectReference","apiVersion":"v1","reference":
{"kind":"Route","name":"proxy"}}'

b. 7OF> —"DtEF a7 REREENRTD7HIC, L—hF TP 9 MO YAML ZERK L
i_a_o

I vi route.yam|
LFoH Y FILa—REEBMLET,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: proxy
spec:
to:
name: proxy
tls:
termination: Reencrypt
apiVersion: v1
kind: Service
metadata:
name: proxy
annotations:
service.alpha.openshift.io/serving-cert-secret-name: proxy-tls
spec:
ports:
- name: proxy
port: 443
targetPort: 8443
selector:

app: proxy

c. 7OFx —AHYARA—ELTEITZ=HDIC. TTOAAY MNEED YAML 2ER L
-a_o
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I vi proxysidecar.yam|

UFoHyF)La—RaE8mLEY,

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: proxy
spec:
replicas: 1
selector:
matchLabels:
app: proxy
template:
metadata:
labels:
app: proxy
spec:
serviceAccountName: proxy
containers:
- name: oauth-proxy
image: openshift/oauth-proxy:v1.0.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8443
name: public
args:
- --https-address=:8443
- --provider=openshift
- --openshift-service-account=proxy
- --upstream=http://localhost:8080
- --tls-cert=/etc/tls/private/tls.crt
- --tls-key=/etc/tls/private/tls.key
- --cookie-secret=SECRET
volumeMounts:
- mountPath: /etc/tls/private
name: proxy-tls

- name: app
image: openshift/hello-openshift:latest
volumes:
- name: proxy-tls
secret:
secretName: proxy-tls

d. Create the objects

oc create -f serviceaccount.yaml|
oc create -f route.yam|
oc create -f proxysidecar.yaml

2. oc edit sa/proxy #E{T L TCH—ERT7HV Y F=iFE
L. serviceaccounts.openshift.io/oauth-redirectreference 7 / 7 —> 3 > %, FHELAGWL
W—RMIRA Y MNTBLEDICERLET,
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apiVersion: v1
imagePullSecrets:
- name: proxy-dockercfg-08d5n
kind: ServiceAccount
metadata:
annotations:
serviceaccounts.openshift.io/oauth-redirectreference.primary:
'{"kind":"OAuthRedirectReference","apiVersion":"v1","reference":
{"kind":"Route","name":"notexist"}}'

3. CAuthAJ/ TH—ERZMHRL. T—N"—I5—%ZRDIFFT,
| mav—r - mxemrycesmosBLAL TS RRELE LE.
4. oc get events %= 3217 L T ServiceAccount 1 X =R RL XY,

oc get events | grep ServiceAccount

23m 23m 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter [routes.route.openshift.io
"notexist" not found, system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic
URI using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

41.4.4. %58

All requests for OAuth tokens involve a request to <masters/oauth/authorize. Most authentication
integrations place an authenticating proxy in front of this endpoint, or configure OpenShift Container
Platform to validate credentials against a backing identity provider. Requests to
<masters/oauth/authorize can come from user-agents that cannot display interactive login pages, such
as the CLI. Therefore, OpenShift Container Platform supports authenticating using a WWW-
Authenticate challenge in addition to interactive login flows.

SR:F 70 % > — 7' <masters/oauth/authorize T R7/R4 ¥ NORIICEB I N 21BE. MERXOT1
R—=IUERRLEY, WEXOT1 70— FML I T 2RDYIC, BBEEINTUVRWL, 759
Y—LUADI—H—IT—T v D WWW-Authenticate Fv L VP E{EL X9,

R

TS50 =047V MIRTZI0AY4 M)V TA N7 4—2 ) — (CSRF) E
HRHIES B 78, EARMAREREEF v+ L > VI X-CSRF-Token N ¥ —HERIEFHET S
BEICOAEEINE T, EAMZ WWW-Authenticate Fv L VU5 Z{ETEIHEN
HBDVSATVNTIE, ZOANY Y —ABETRMEICKRET 2RENHY T,

SREE 7O F ¥ —H WWW-Authenticate 7+ L > V& HR— b LAWA, Fid
OpenShift Container Platform #* WWW-Authenticate ¥+ L > Y & H#R— M LARWT A
TUTATA—TANA Y —EFATZLIIICEEINTVWRHE, 12— —RT3Y
H#'— T <master>/oauth/token/request IC7 V2R L. 7V A M=V YV =FETEIE
TEEY,

4.1.4.5. OAuth Y—/R— X 4 5—4%

OpenShift Container Platform TER{ITINTW3 7 ) r—> a3 vid, EJL A ¥ OAuth H—/8—(ZD
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WTDIEREZRETI2VERHZIGEDHYET, L&A ThHiE <masters —/X—DT7 KL R
EEHORELR L TRETZIVERHYET, IThEZET B0, OpenShift Container Platform
I& IETF OAuth 2.0 Authorization Server Metadata @ K5 7 MI#REERELTVWE T,

ZTDRD, VFRI—RNTERITINTWVWEZRITRTOT TV r—>ay
I&. https://openshift.default.svc/.well-known/oauth-authorization-server (X L T GET XX %3
L. LTOBERZIMETETEY,

"issuer": "https://<master>", ﬂ
"authorization_endpoint": "https://<master>/oauth/authorize", 9
"token_endpoint": "https://<master>/oauth/token", 6
"scopes_supported”: [
"user:full",
"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”
1,
"response_types_supported”: [ 9
"code",
"token"
1,
"grant_types_supported": [G
"authorization_code",
"implicit"
1,
"code_challenge_methods_supported”: [ ﬂ
"plain”,
"S256"
]
}

https AF¥—L%ZFAL, 7T —FLE 73 7AY NAVR—RY MBBRWERY —N\—D T
#ZIDTY, ThiFE, BBEY—1—ICDOWVWTOEHRNSFEN 3 .well-kknown RFC 5785 1) YV — A
NEINBIBEFTT,

ARY—N—DOERBIY NR—FMDURL TY, RFC6749 BB LTI,
ARY—N—Dr—V VIV RRLAYMDURL TY, RFC6749 ZBHRL T EI L,

ZDEREY—/IN—DHR— T35 OAuth2.0RFC 6749 A A— T DEDOD—E %A EZL JSON ER5IT
T, YR—FMINZRXAOA—TDEITRTHR2AINZRTIFLAVTEISERELTLETY

Z DEREAY —/N—HHR— k3§ % OAuth 2.0 response_type lEND—E % ST JSON EEHITT, f#
B3I N 3EIOEIE. RFC 7591 M OAuth 2.0 Dynamic Client Registration Protocol TEZ&ZI 1%
response_types /N7 X —4 —THEAINZEDER/LTY,

Z ORI Y —N—HH7R— hF % OAuth 2.0 grant type DIED—EHIEZFN % JSONEFITT,
FRAINZEIDMEIEL. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TE# I
N3 grant_types /N\T X —4 —THEAINZEDEALTY,

CORAIY—/N—THR—FMINBPKCERFC7636 A— RDF ¥ L VI XYy RO—EBIREFN
% JSONERSITY, A—RDFv LI AV Yy RDEIK, RFC7636 DI a3 43 TEHS
1% code_challenge_method /N5 X —4% —THEAINI T, BEWRI—FDFvL VI AV Y

9@@6@@6
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OpenShift Container Platform 3.9 7—

N DIEI.

¥TIFv—

OAuth /NS X =4 —] ZZHRL TLEI L,

41.4.6. OAuth h—2 VOIS

IANA PKCE Code Challenge Method L Y 2 ) —TEEFRINZETT,

FIANA

OAuth % —/N—{&, ZEHEMAX Authorization Code Grant (RRI I — RIZL 275 b) LU Implicit

Grant (EEE%?SE"] 75 v I\)O) OAuth EIII.;\EI.I-.E7 a— %ﬂ’T

OAuth h—2 V%,
5L DI
L CTEKT %354, LLTH /oauth/authorize 7 53% 51 5 A4
WIBFEICIRY £,

h bi—g_o

(openshift-challenging-client 7 & M) WWW-Authenticate F ¥ L ¥ #ER$
E I N7 client_id T Implicit Grant (BEE B~ Z >~ b) 7 O— (response_type=token) % {#

EEDH B —N—EE. BLUVENLD

302 URL 754 X ~MiZ access_token /X5 X —  access_token &% OAuth k—2 > & LTHE
4 —% &% Location Ny 4 — (RFC 4.2.2) BLZEY,
302 error 7 L) —/X5 X —4—% &L Location KBLET, # 7> avTerror (BLUVA T
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OpenShift Container Platform (&EREED R THICLLT D Prometheus VAT ALX NY V2% F+

Fr—LFY,

e openshift_auth_basic_password_count |£ oc login 2 —%'—& & L /27— RDEHTEH
ZhoVhMNLEY,

e openshift_auth_basic_password_count_result I& oc login 21— —& & L OER (hF /-
TS —) CRITINZART7—ROEHEHTI VY NLET,
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Cluster administrators can visualize rules, roles, and bindings using the CLI.

=& ZIX, admin 8 & U basic-user ® T 7 # ) A S 24 —O—=ILDIL—ILty N ETRTLUTORR
HEEEBELTHEL LD,

I $ oc describe clusterrole.rbac admin basic-user

Name: admin
Labels: <none>
Annotations: openshift.io/description=A user that has edit rights within the project and can change the
project's membership.
rbac.authorization.kubernetes.io/autoupdate=true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
appliedclusterresourcequotas [] [] [get list watch]
appliedclusterresourcequotas.quota.openshift.io [| [] [get list watch]
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bindings 1 [ [get list watch]

buildconfigs [1 [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshift.io [] [] [create delete deletecollection get list patch update watch]
buildconfigs/instantiate [] [] [create]

buildconfigs.build.openshift.io/instantiate [] [] [create]

buildconfigs/instantiatebinary [] [] [create]

buildconfigs.build.openshift.io/instantiatebinary [] [] [create]

buildconfigs/webhooks  [] [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshift.io/webhooks [] [] [create delete deletecollection get list patch update
watch]

buildlogs [1 [] [create delete deletecollection get list patch update watch]
buildlogs.build.openshift.io  [] [] [create delete deletecollection get list patch update watch]
builds [1 [ [create delete deletecollection get list patch update watch]
builds.build.openshift.io [] [] [create delete deletecollection get list patch update watch]
builds/clone [ [] [create]

builds.build.openshift.io/clone [] [] [create]

builds/details  [] [] [update]

builds.build.openshift.io/details [] [] [update]

builds/log 1 [ [get list watch]

builds.build.openshift.io/log [] [] [get list watch]

configmaps [1 1[I [create delete deletecollection get list patch update watch]

cronjobs.batch  [] [] [create delete deletecollection get list patch update watch]
daemonsets.extensions  [] [] [get list watch]

deploymentconfigrollbacks [] [] [create]

deploymentconfigrollbacks.apps.openshift.io [] [] [create]

deploymentconfigs  [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io [] [] [create delete deletecollection get list patch update
watch]

deploymentconfigs/instantiate [] [] [create]
deploymentconfigs.apps.openshift.io/instantiate [] [] [create]

deploymentconfigs/log [] [] [get list watch]

deploymentconfigs.apps.openshift.io/log [] [] [get list watch]

deploymentconfigs/rollback [] [] [create]

deploymentconfigs.apps.openshift.io/rollback [] [] [create]

deploymentconfigs/scale [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io/scale [] [] [create delete deletecollection get list patch
update watch]

deploymentconfigs/status [] [] [get list watch]

deploymentconfigs.apps.openshift.io/status [] [] [get list watch]

deployments.apps [] [] [create delete deletecollection get list patch update watch]
deployments.extensions [] [] [create delete deletecollection get list patch update watch]
deployments.extensions/rolloack [] [] [create delete deletecollection get list patch update watch]
deployments.apps/scale [] [] [create delete deletecollection get list patch update watch]
deployments.extensions/scale [] [] [create delete deletecollection get list patch update watch]
deployments.apps/status [] [] [create delete deletecollection get list patch update watch]
endpoints [1 [] [create delete deletecollection get list patch update watch]

events 1 [] [get list watch]

horizontalpodautoscalers.autoscaling [] [] [create delete deletecollection get list patch update
watch]

horizontalpodautoscalers.extensions [] [] [create delete deletecollection get list patch update
watch]

imagestreamimages [] [] [create delete deletecollection get list patch update watch]
imagestreamimages.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreamimports [ [] [create]

imagestreamimports.image.openshift.io [] [] [create]
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imagestreammappings [] [] [create delete deletecollection get list patch update watch]
imagestreammappings.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreams [1 [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io [] [] [create delete deletecollection get list patch update watch]
imagestreams/layers  [] [] [get update]

imagestreams.image.openshift.io/layers [] [] [get update]

imagestreams/secrets  [] [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io/secrets [] [] [create delete deletecollection get list patch update
watch]

imagestreams/status  [] [] [get list watch]

imagestreams.image.openshift.io/status [] [] [get list watch]

imagestreamtags  [] [] [create delete deletecollection get list patch update watch]
imagestreamtags.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

jenkins.build.openshift.io [] [] [admin edit view]

jobs.batch [1 [] [create delete deletecollection get list patch update watch]

limitranges 1 [] [get list watch]

localresourceaccessreviews [] [] [create]
localresourceaccessreviews.authorization.openshift.io [] [] [create]
localsubjectaccessreviews [] [] [create]

localsubjectaccessreviews.authorization.k8s.io [] [] [create]
localsubjectaccessreviews.authorization.openshift.io [| [] [create]

namespaces [1 [] [get list watch]

namespaces/status  [] [] [get list watch]

networkpolicies.extensions [] [] [create delete deletecollection get list patch update watch]
persistentvolumeclaims [] [] [create delete deletecollection get list patch update watch]
pods [1 [] [create delete deletecollection get list patch update watch]

pods/attach [1 [] [create delete deletecollection get list patch update watch]

pods/exec [1 [] [create delete deletecollection get list patch update watch]

pods/log 1 [] [get list watch]

pods/portforward  [] [] [create delete deletecollection get list patch update watch]
pods/proxy [1 [] [create delete deletecollection get list patch update watch]

pods/status 1 [ [get list watch]

podsecuritypolicyreviews [ [] [create]

podsecuritypolicyreviews.security.openshift.io [] [] [create]
podsecuritypolicyselfsubjectreviews [] [] [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [ [] [create]
podsecuritypolicysubjectreviews [] [] [create]
podsecuritypolicysubjectreviews.security.openshift.io [] [] [create]

processedtemplates [] [] [create delete deletecollection get list patch update watch]
processedtemplates.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

projects [1 [] [delete get patch update]

projects.project.openshift.io [] [] [delete get patch update]

replicasets.extensions [] [] [create delete deletecollection get list patch update watch]
replicasets.extensions/scale [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers  [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers/scale [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers.extensions/scale [] [] [create delete deletecollection get list patch update
watch]

replicationcontrollers/status  [] [] [get list watch]

resourceaccessreviews [] [] [create]

resourceaccessreviews.authorization.openshift.io [] [] [create]

resourcequotas [] [] [get list watch]

resourcequotas/status  [] [] [get list watch]
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resourcequotausages [] [] [get list watch]

rolebindingrestrictions [ [] [get list watch]

rolebindingrestrictions.authorization.openshift.io [] [] [get list watch]

rolebindings [1 [] [create delete deletecollection get list patch update watch]

rolebindings.authorization.openshift.io [] [] [create delete deletecollection get list patch update
watch]

rolebindings.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update
watch]

roles [l [] [create delete deletecollection get list patch update watch]

roles.authorization.openshift.io [] [] [create delete deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update watch]

routes [1 [] [create delete deletecollection get list patch update watch]

routes.route.openshift.io [] [] [create delete deletecollection get list patch update watch]

routes/custom-host  [] [] [create]

routes.route.openshift.io/custom-host [] [] [create]

routes/status I [ [get list watch update]

routes.route.openshift.io/status [] [] [get list watch update]

scheduledjobs.batch  [] [] [create delete deletecollection get list patch update watch]

secrets [1 [] [create delete deletecollection get list patch update watch]

serviceaccounts  [] [] [create delete deletecollection get list patch update watch impersonate]

services [l [l [create delete deletecollection get list patch update watch]

services/proxy  [] [] [create delete deletecollection get list patch update watch]

statefulsets.apps [] [] [create delete deletecollection get list patch update watch]

subjectaccessreviews [] [] [create]

subjectaccessreviews.authorization.openshift.io [] [] [create]

subjectrulesreviews [] [] [create]

subjectrulesreviews.authorization.openshift.io [] [] [create]

templateconfigs  [] [] [create delete deletecollection get list patch update watch]

templateconfigs.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templateinstances [] [] [create delete deletecollection get list patch update watch]

templateinstances.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templates [1 [] [create delete deletecollection get list patch update watch]

templates.template.openshift.io [] [] [create delete deletecollection get list patch update watch]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description=A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate=true

PolicyRule:
Resources  Non-Resource URLs Resource Names Verbs

clusterroles [] [] [get list]
clusterroles.authorization.openshift.io [] [] [get list]
clusterroles.rbac.authorization.k8s.io [] [] [get list watch]
projectrequests [] [] [list]
projectrequests.project.openshift.io [ [] [list]

projects [] [] [list watch]

projects.project.openshift.io [] [] [list watch]
selfsubjectaccessreviews.authorization.k8s.io [| [] [create]
selfsubjectrulesreviews [] [] [create]
selfsubjectrulesreviews.authorization.openshift.io [] [] [create]
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storageclasses.storage.k8s.io [] [] [get list]
users 0 [~ [get]
users.user.openshiftio [] [~] [gel]

O—ANA—INSA VT4 Vv TERRLTESNIUTOBEIR, EBOI—H—8LV0TIL—TIIN
1YV RENLLEREBOO—IZRLTWVWET,

I oc describe rolebinding.rbac admin basic-user -n alice-project

Name: admin

Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace
User system:admin
User alice

Name: basic-user
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: basic-user
Subjects:

Kind Name Namespace

User joe

Group devel

PSR —0O—=)b, V7SR —O—=ILDNNA VT4 >J, A—ANLA—=ILDNNL VT4V, 1—
e, TI—TBLOCHY—ERT7HT Y NOBRIIUTICHBAINTWE T,
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LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
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FIAINEDIS

A4 —0O—J)

cluster-admin A super-user that can perform any action in any project. When bound to a user with a
local binding, they have full control over quota and every action on every resource in the
project.

cluster-status BERNRY A —DRAT—H ABHEZNETEZ21—H—TT,

edit TOVI V7 MDIFEAEDTOY T NEEETEZD, O—IVEFLE N1 VYT1 Y

THERRLEY, ZELALY T58EsFL2wW1—H—T7,

self-provisioner BEOTOY ) NERTES1—H—TTY,

view TETIARVWEDOD, 7OVIVMNTIEEAEDA TV NAERTEZ I —Y—
T, ol O0—IFLENM VvTavTERRLEY, ZELEYTEEHA,

(D S
A—H—ELVTI—TIXEHOO—IVICERFICEEMIFZY, "M YR TEB2EIFELTLES
W,

Project administrators can visualize roles, including a matrix of the verbs and resources each are
associated using the CLI to view local bindings.

BF

The cluster role bound to the project administrator is limited in a project via a local
binding. It is not bound cluster-wide like the cluster roles granted to the cluster-admin or
system:admin.

P52 —0O—id, V5RI—LNITEREINZO-ILTIN, 753X5—L N
FFE 7Oz MLRILOVWETNRNTNS Y RTEET,

Learn how to create a local role for a project .

424197529 —0O—ILOEH

After any OpenShift Container Platform cluster upgrade, the default roles are updated and
automatically reconciled when the server is started. Additionally, see Updating Policy Definitions for
instructions on getting other recommendations using:

I $ oc adm policy reconcile-cluster-roles

4242 AR LO0—IWESLUNRN—ZIvarvDiEH

To add or update custom roles and permissions, it is strongly recommended to use the following
command:

I # oc auth reconcile -f FILE
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) — 2D JSON T —Y TIFEITTEXEH A,

4243. 7529 —O0— )D&
The default admin, edit, and view cluster roles support cluster role aggregation, where the cluster rules
for each role are dynamically updated as new rules are created. This feature is relevant only if you extend

the Kubernetes API by creating custom resources.

Learn how to use cluster role aggregation .

4.2.5. SCC (Security Context Constraints)

In addition to the RBAC resources that control what a user can do, OpenShift Container Platform
provides security context constraints (SCC) that control the actions that a pod can perform and what
it has the ability to access. Administrators can manage SCCs using the CLI.

SCCIFAMA ML —IANDT I A AEERT 2HBEICEHEIERICEFITY,

SCCE, YRATLTHAINDHICPod DETHICHBERD —EDRGEZERTZF TV b
TY, BEEEZBRFLUTZHETEES,

1. Running of privileged containers.

2. AV T F—HMEKRTE BHEEDEMN

3. RAMTALIMN)—DRY) 2—LELTOHFER
4, AV 7 F—@®OSELinux A 7TF R b

5 1—%—1ID,

6. IRA MM namespace L UV'x Y M7 —J DERA
7. Pod DR 12— L%ZFiET % FSGroup DEIY HT
8. A INBEENTIN—TDERE

9. MAMYERDIL— KT 7MY AT LDEKR
10. RY 2—L% 4 TOFEADHIE

N. FATINS seccomp 7OT 71 ILDERE

TI7AIKNTIE 7D2DSCCHIFRY—ITEMIN, VSRS —EREFICLIZFERALTENS %
RRTEZET,

$ oc get scc

NAME PRIV  CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

anyuid false ] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim secret]

hostaccess false ] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim secret]
hostmount-anyuid false |[] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
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false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim secret]
hostnetwork false ] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

nonroot false ] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <nonex>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

privileged true  [*] RunAsAny RunAsAny RunAsAny RunAsAny <none>
false "]

restricted false ] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

BF

Do not modify the default SCCs. Customizing the default SCCs can lead to issues when
OpenShift Container Platform is upgraded. Instead, create new SCCs.

ZESCCHERICDWVWTEH, V5RY—BEEZIFICLIAFALTRRTIZET, & A, Hers
SCC DIFHEIE. UTDLHICHRY FET,

# oc export scc/privileged
allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

%1

apiVersion: v1
defaultAddCapabilities: [] €}
fsGroup:
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: [] 9
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: G
type: RunAsAny
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0 999000 9O

users: 9

- system:serviceaccount:default:registry

- system:serviceaccount:default:router

- system:serviceaccount:openshift-infra:build-controller
volumes:

%1

Pod TERTESERD—ETY., BHRLES* IETORELZFTLI TN —EINZEDHZE
3. WINOHEBLEKRTEAVWIEZRKRLIET,

Pod IC2® 5 BIMEED—E T,

X2V T4 —IVTFRANDHFAINZEEEDHS FSGroup A A7V —4 4 FTT,
ZDSCCADT I EREFHDIIL—TTY,

Pod 26 ROy I N 2HEED—ETY,

X1 FT4A—OAVTHFRANDHFAINSDEEED D runasuser A NS TFY—4914TTY,

X2 F4—AVTFRANOHFTINZEEEDS SELNUXx AV TFRAMNIRNSITFI—547F
T“’a—o

X1 TA—OAVTHFRANDHFAINI@HENIIN—TE2EDIHMIIN—TARNSTI—TT,

ZDSCCADT I EREEDOI—H—TT,

SCC M users 8LV groups 7 1 — )L RIFFERATESSCC2FIHMLET, 774 NMNT. V525 —
BEE, /—RBLVENL RO FO—F—ICR3FEMRE SCCADT I EAMISINE T, RIS
NZ2IRTODI—HY—ITIFFIRITE SCCADT IV EAMTEINET,

Docker ICI&, Pod DAV T F—ICDWTHFAINET 74 bDOgE—EBErHY ET, JVTF—
EINSDMEEET 74 M—EBHNSFERLETH, Pod¥=7 X MDEREILBINMEREEER L

L)\

FIANIMDIS—EAROY L TCID—EA2LTRTXZE

9, allowedCapabilities. defaultAddCapabilities. & & U' requiredDropCapabilities 7 1+ —JL K (&
Pod B’ODI DL I BRERZHEL, BEKRKTEEHEZREL, FIAVTFT—ICEBMTZ2EDPELEY
DREBEDOHDEDERET DLDIFEAINET,

g & SCC:

o IFHENE Pod ZEFHI L E T,

o RAMTFALIKNY—DR)21—LELTDOYIY NEFFAILET,
e Pod DEELI—H—&LTORTEHFALET,

® Pod DMCS SN M S>IRITEFHFA LT T,

® Pod AR R MDD IPC namespace T2 & 5FFATLET,

® Pod AR R M®D PID namespace T2 & %5FAIL XY,

® Pod N FSGroup 2 T2 & 2T LEXT,

o Pod MBI/ IV —T%MERAT I EEHFTLET,

e Pod A seccomp 7O7 7MLV AFERTEIEAHFTLET,
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® Pod MERDHEZEKRSTHIE2HATLET,
HIR{T & SCC:

® Pod MMM EELTERITTERVWEDICLET,

Pod DNRRAKMNTA LI M) —RY a—LEFATEIRVEIICLET,

e Pod AFANCEIYHTOHNAUD DHEETLI—H—& LTERITINBIEZEKRLIET,
e Pod AERIICEIYHTONAMCS SRV TEITINBZIEEBERLET,

® Pod N FSGroup 2T 2 & 2T LET,

o Pod BBV I —TFERTEIEEHTLIET,

Pz
& SCC Mif#liL. SCC THIFEHHEA kubernetes.io/description 7 / 57— 3 v % &R
LTI,

SCCIEPod 7V EZRATER X2 T4 —HeEZHIRTED2ZEDERESLUVRA NS T —THERI
NTWEYT, ChOLDHREIIUTOATITY —ICHEINET,

T—IEIC L B8 ZDIATDT7 4=V RIET 74 M THREFROHZEICEREINE T, &R
fa i&. AllowPrivilegedContainer (15 S h TLWAWEE (L, false ICBICREI N
9,

Faxhszdzty b DA TDT4—ILRIFEY MR LTFTzvIIh, TRODEIHFATINSZZ
IC & B4 EEBRALEY,

ZbSFI—ck  EEERTHRNSTY—AROERRUTERELET,
B
o EZXEMTDANZALA

o BEINLENHFAINZMEDEY MIBTELDICTEIAHN=ZILA

4251.SCCRMNFFTI—

4.2.5.1.1. RunAsUser

. MustRunAs - runAsUser 'S8 EXNBZEEERLET, T 74 M TEREFAHD
runAsUser Z{FA L X9, ZREFAD runAsUser [IF UL THREEL £ T,

2. MustRunAsRange - FRIICEIY HTOHONEZFERA L TVWRWEEIC, RINBSLURKENE
BEINDIEEERLET, 774 MTREMEZFERALEY, SFATINIEEDMEICHTL
THIELZE T,

3. MustRunAsNonRoot - Pod 2’ ¥ A LAAD runAsUser CEX{EXI N3 &, F/-I1d USER 5 %
AA=—JILEETDIEEERLEY, 772 MNIBEINFEFHA,

4. RunAsAny - 77 #JL MIIBEINFEHA. runAsUser DIEEZFATLE T,
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4.2.5.1.2. SELinuxContext
1. MustRunAs - ERIICEIY B ToON/fEZERA L TWRWEEIC seLinuxOptions N E I 1 %
ZEHEERLEY, 774 b&ELTselLinuxOptions #fEfH L £ 9, seLinuxOptions (Z5t
LTHRIEELZE T,

2. RunAsAny - 77 # )L MIIBEEI N EFH A, seLinuxOptions DIEEZHFTLE T,

4.2.5.1.3. SupplementalGroups

1. MustRunAs - FFIICEIY HTOHNAEAFAL TVWAWGEIL, PRCESTDDOHHEANIEE
INBIEEERLET, 772N MNELTHRDNOBHEOR/MEEFBLET., T XTODEH
IS L THREEL Y,

2. RunAsAny - 77 # )L MIIEEI N FH A, supplementalGroups DIEEZFFAIL £,

4.2.5.1.4. FSGroup
1. MustRunAs - FFIICEIY Y TOHNAEEAFAL TVWAWGEIL, PRCES T DDOHHEANIEE
INZIEEERLET, 774 MELTHRVWOHEBEDORIMEZFAL XY, RHOEHED
RADID I L THRIELE T,

2. RunAsAny - 77 # )L MIIBEEINEHA. fsGroup ID DIEEEFFITL T,

4252.7RY 12— A

BEDORY) 1 —L5%A4 7OFEMREIF. SCCDvolumes 714 —JILRAZZRELTHIETEET, TDT 14—
I RDFAREE., R 2 —LDEKRRFICERZRINERY 2—LY—RICHIHLET,

azureFile

® azureDisk

o flocker

e flexVolume

® hostPath

® emptyDir

® gcePersistentDisk
® awsElasticBlockStore
® gitRepo

® secret

e nfs

® iscsi

e glusterfs

® persistentVolumeClaim
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R SCCOHFTINZRY 2 —LDHEINZZNEY ME
configMap. downwardAPI, emptyDir. persistentVolumeClaim. secret. & & U projected TY,

-
.

4.2.5.3.

OpenSh
F9. S

rbd

cinder

cephFS
downwardAPI

fc

configMap
vsphereVolume
quobyte
photonPersistentDisk
projected
portworxVolume
scalelO

storageos

*(TRTDRY) 2—L85 A4 TOFERAEFHTY 2 RHRLME)

none (I RTDRY 2 —LY A4 TOFEALZEMNICT 2RKAE, BHAEBRDODBEICOAFEL

¥9)

pa )

HFRAIINDZRY) a—LFA4TO—&IE, FRY A 71 OpenShift Container Platform D
BN —REHITEMINZ D, BENLR—ETHIVEEHY ZEA,

pa )

#BAHEBRMDRDHIZ, allowHostDirVolumePlugin D& (Z volumes 7 1 —JL KD
FEEXLFY, /& xE, allowHostDirVolumePlugin A false ICEREI NS
M. volumes 7 4 —JL K TEHFRII N 515E. hostPath {Eld volumes N SHIFRI T X

ER

FlexVolume ~D 7 ¥ 7 X DHIR

ift Container Platform &, ZH 5D K54 /N—(ZE DLW T FlexVolume MDBANDFIHE %=L L
CC M FlexVolume DFEB%EFuI ¢ 2354, Pod IXEED FlexVolume Z#EXRTE 9, XL
L. 7524 —EEED AllowedFlexVolumes 7 1 —JL RTRSA N—ZAIBET 2HAE. Pod Ik
NSEDRSAN—TDH FlexVolumes % FHTEZ2HELHY XT,

79I tRX% 2D FlexVolume D& IZHIBR 3 5 41

I volumes:
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- flexVolume

allowedFlexVolumes:
- driver: example/lvm
- driver: example/cifs

4.2.5.4. Seccomp

SeccompProflles &, Pod ¥7/zlda VT F—Dseccomp 7/ T—2aVILRETEZZHAINE 7O

FANE—EBERRLET., KEA (nil) TLIEEDEIZ. 7AOT7 74D Pod FhiEaVT+H—TH
E“‘h&b\;t%ﬁ'ﬂ*bi?o TAIWRKA—R*ZFRALTITRTCOTO7 7ML EFTLET, Pod
DEEEMRT 272DIFERINDHE. RINOTAILRA—RUAOTOTZ7AILDBTTAILRELT
FHINZET,

Refer to the seccomp documentation for more information about configuring and using custom profiles.

4.2.5.5. %t

SCCHAREIN/ AR ICLY, 22— —IIRHEINHEEICEDVWTY YV —XDERICKT T Bl
A REIC Y 9,

SCCOBEETIH, ThixZMHIybO—5—H, SCCOBEARtEY NERBTELHICIVYTHFR
THERETREARLI—F—BRERETISZIEEZEKLET, CNICLY, PodlEZDERARIEICOWVWT
DNDEREIT>Y, Pod IEATZ2—EDHINEER LY THERINEZONFT
D Pod ZHATBLDICFEARATLSCCOEY MIA—HF—TFATYT4T4—BL¢1—H—7n
BI27IN—FICL>TREINZFET, ISHIC, PodHBMY—ERT7HD Y NEIBETZHBE. FAI
N3SCCOtEY MIF,. Y—ERT7HI Y NTT I EATEZHBMNEEFNE T,
SZHIEUTOAEEFAL T, Pod DHREMALREFI) T —OVTFAMEERLET,

. FETE2IRTOSCCERBLET,

2. BERICEEINRTVWVAVWEF YT —OAVTFFRAMNDERED 71—V REEERMRLE T,

3. FIEHREAHFMNICT T 2RENAREARIELET,

HHD—HT 2ty MHPIREINZIFEE, PodBZIFANLNE T, BRHNSCCIC—HLAWEA.
Pod IFHEEINZE T,

Pod I3 RTDT7 4 —IL K% SCCICTH L THREET Z2HEBELHY ET, UTIE, RIETINEDH D 2
D2DT7 4= ROADWTOHITHRY FT,

v e =
: INSOMlIE., FRICEYLETONZEEFERATZIANS T —ICEET2H0TY,

MustRunAs @ FSGroup SCC A b 557

Pod #* fsGroup ID 2 €& 9 %A, TDIDIET 7 4L b®D fsGroup ID ICFL K AFhiERY £
Ao TIOTHWEE, PodIZZDSCCICL>THRIEINT, RO SCCHEMINF T,

SecurityContextConstraints.fsGroup 7 1 —JL K td’ﬁ RunAsAny A*% Y. Pod fL#kA
Pod.spec.securityContext.fsGroup = &89 23545, D71 —JIL K tat*ﬁ_‘jJ ERRINET, MRAKF
I, D SCCEREIM®D Pod 74 —IL REIEB L. TD/ Pod ZKRMI 2 0REELH D T & ITHFE
BLTLKEIWN,
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— o

MustRunAs @ SupplementalGroups SCCA M7 —

Pod ft#h% 1 D LLED supplementalGroups ID 2 €% 9 5354, Pod @ ID I& namespace M
openshift.io/sa.scc.supplemental-groups 7/ 7—> 3 VD ID ODWTFNMTHF L K RIF LY £
Ao T THRWEHIE, PodIid SCC THRIEINT., RD SCC HFHEINE T,

SecurityContextConstraints.supplementalGroups 7 1 —JL KIZ{E RunAsAny 2% Y. Pod {t#h*
Pod.spec.securityContext.supplementalGroups %= &89 21546, ZD7 1 —IL RIFAMEHRIN
F9, BIAFIC, hD SCCEEREIMD Pod 74 —IL REEB L. TD7®H Pod KBSt 2 AT gEMED
HBIEITEFRLTLEI W,

4.2.5.5.1. SCC DEBEERKE

SCCICK, BNV MA-—F—IKLZ2BERDODRAZHTT 2BRDIRFICKEZSZA2BKEET7 14—
KHOHY T, BEEDEWVWSCCIRUETVEZBERICEY NOERICEIL X T, FIAFEEARSCC DT
2Rty MIREINDE. TNLHRUTICEOWTURREAMIFONET,

L BEED EWVIE, nil IBEEO EHLRINET,
2. BEENFLWEE, SCCRERRERLFHIRDOZVWEDHNLDPLRVWEDDIRICHEREZL SNFT,
3 BEELHROEELEFLWMGA, SCCIARIRICEREZ SNET,

TI7AIDNT, V5 RY—BEBEHILFEIND anyuid SCC ICIESCC Yy NDBEEMNEEINE T,
INIC&Y, 75245 —EEZEIL Pod D SecurityContext T RunAsUser #357%E L7 < T% Pod % 1F
BO1—HY—& LTETTEEY, EEEIFT. FLT25EFEKAE L TRunAsUser Z3IEETE X
ER

4.255.2. F@ICEIY HTHh/fEd & T SCC (Security Context Constraints) ICDWT

IV hE—F—1F. INd namespace DHFRICHREIN/fEZRFE L. Pod DALEF]IC SCC
(Security Context Constraints) Z5E 9 5 & D IC b U H—7 % SCC (Security Context Constraint) D4%F
EDFRHERHLET, ESCCRAIITIV—RFMDRA NS TI—EFREICFHEI N F T, DR,
(FFAI I N BI5AI0) Pod TR DE S HICEE I NAEZRY) O —DFERIIEIY HTohAENMERAI N,
EITHD Pod TEZINSBEID DREDENEEINET,

DLFDSCCICLY., By bA—F—F, SEIN Pod AR TCEEZEINTVWARWGEICERILEERES
NEE=RIFETEET,

1 RADMNFLIFFRKEDEZE I N TV MustRunAsRange ® RunAsUser X 573 —T9,
{31 openshift.io/sa.scc.uid-range 7 / 7—> a VA RBEL CEHE 71 — )L REREL X
ER

2. LRILHERE I L TULARL MustRunAs @ SELinuxContext X k573 —T9, Zffid
openshiftio/sa.sccmes 7/ 7 —2a VA BRBRLTLRIVERELE T,

3. MustRunAs @ FSGroup X b 57 —TY, ZfTld openshift.io/sa.scc.supplemental-
groups 7/ T—>avERRLET,

4. MustRunAs @ SupplementalGroups A 57 —T9, Zffik
openshift.io/sa.scc.supplemental-groups 7 / 7 —> 3 YV #RERELE T,

M7 —XTE, X2 F4—2VFFRMDOTANA I =D Pod ICEL ITREINTWARWE
ETI7AILMRELE T, 774N MEREIFFAINZARNSTI—ICEDVWTIThNET,
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1. RunAsAny & & U MustRunAsNonRoot 2 k572 — 377 4# )L NOEZRELEFEA. TOD
728, PodDNEBEIND 71— ILREREBETZHE(VIL—TIDARE), TOT71—ILRIF
Pod t#kNICEZET 2RENHY F T,

2. MustRunAs (B2— D) A M TV —k, BILERINZ T 74V MEEZRBLE T, & X
. JIL—7ID DHBE. Pod TN MBED IDEAXEHRT 2HATH. namespace DT 7 # )b
N7 14—V KD Pod DT IN—TILRRINET,

3. MustRunAsRange & & U' MustRunAs (ZIFIN—X) A kS 7Y —(F, SEOHR/IMEZIRAEL
FY, E—ED MustRunAs X h T 7Y —DIHBEDL D IC. namespace DT 7 # )L MEIFELT
FDPod ICRRINET, HEN—ADR ST I —DEROHE TRETRELIZE, Ihid
BRI EINSEBHOK/MEEIBELE T,

ya 13!
FSGroup & & U SupplementalGroups A h 5572 —
I&. openshift.io/sa.scc.supplemental-groups 7 / 7—2 3 > A" namespace IZfF{E L

RS E I openshiftio/sa.sccuid-range 7 / 7—2a VIl 74—y o LET, W
THEGFELARWES. SCCIFERICKMLET,

Pz
| TI7AWNT, P/ T7—23VR—ZADFSGroup A M7V —IF, BOAET /T—

avORMEICEDKBE—DHEBTHRELEY, L&A 7/7—Yavh 13 %
FHEBIBAE, FSGroup A h ST V- 1DR/MEB L URKETEHLERELE T,
BIMDJIL—TF% FSGroup 7 41 —JL RTHAI T 2MENHBIHFE. 7/ 7—avi
FRALBRWARYLSCCABRETDIENTEET,

ya 13!
openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 V&, <start>/<length X 7= (%
<start>-<end> XD AV YEPYDTAOY I/ D—EEZZIFANZE

9, openshiftio/sa.scc.uid-range 7/ 7—> 3 VidE—JOv VDA EZITANZE
ER

42.6. BEEEHADI—HY—E L TANEITTE 200 =T 5 75%

OpenShift Container Platform 70 =4 AT, namespace TRAI—THREINLTRTDY Y —2
(F—RKNRN=F 4 =DV YV —RZBT) ICH L TEITTEBZEFEZHRILFT, UTZ2ETLIET,

I $ oc policy can-i --list --loglevel=8

ZDHAT, BFRPEDLDICEITII2LEDH S APIBERZHIFLPT K RY XY,
A—H—DHHEITRLAFATERZGLETICIE, UTZRITLET,
I $ oc policy can-i --list

ZOHAIKEY, FlL—EIRTINET,

BEDEFANRITHENE DD XTI 2ICIE. UTFZRITLET,

I $ oc policy can-i <verb> <resource>
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User scopes can provide more information about a given scope. For example:

I $ oc policy can-i <verb> <resource> --scopes=user:info

4.3. 7j<n):bb1 |\ I/_¢/\‘

431 =

Managing storage is a distinct problem from managing compute resources. OpenShift Container
Platform leverages the Kubernetes persistent volume (PV) framework to allow cluster administrators to
provision persistent storage for a cluster. Using persistent volume claims (PVCs), developers can
request PV resources without having specific knowledge of the underlying storage infrastructure.

PVCs are specific to a project and are created and used by developers as a means to use a PV. PV
resources on their own are not scoped to any single project; they can be shared across the entire
OpenShift Container Platform cluster and claimed from any project. After a PV is bound to a PVC,
however, that PV cannot then be bound to additional PVCs. This has the effect of scoping a bound PV
to a single namespace (that of the binding project).

PVIX, 75 R4 —EBEBEILL>TTAOEYaZVIIN3 9529 —DBEORY NT7—V8REIN
A ML= D—E%KT PersistentVolume API A 7 27 FTEEZINET, Thid, /—K»Y
SAY—YY—RTHBIDERKRICVZAI—ADYY—ATY, PViEVolumes DL IR 2 —LA
TSTA4VTEN, PVAEFERATZELAD Pod hSMIILETSA 7Y A VIV ERHEET, PVA TV
27 M&E. NFS, iSCSI. #4E7Z9 R 7ANA F—FEEHEDA ML —I Y RTLDVWTNDHETE.
AMNL—YDREDFHMEFY TFr—LET,

BF

AVISANSVFv—ICBIF2RAMNL—UDEa AN, EfELZ3AMNL—VDT
AN ¥ —ICFERbNTWET,

PVCs are defined by a PersistentVolumeClaim API object, which represents a request for storage by a
developer. It is similar to a pod in that pods consume node resources and PVCs consume PV resources.
For example, pods can request specific levels of resources (e.g., CPU and memory), while PVCs can
request specific storage capacity and access modes (e.g, they can be mounted once read/write or many
times read-only).

4.3.2. Lifecycle of a Volume and Claim
PVIZVZRHI—DYY—RTY, PVCIRENLDY Y —ZRDERTHY. )Y —RIIHTIEK
Frv & LTHELET, PVEPVCHEOHEEBEERICIELUTOZA 7M1 JILDNEREINTT,
4.3.2.1. Provisioning

PVC TEZEINZIHRFEHISOERICHBL, V5RAY—BEEZFEFIAN L —VELVT—HTEPVES
OEYa=v/33 12008 oY 3+ —42%ELET,

Tk, VSR —BEEIZ. FRATRAERORX ML —YOFMZREFET2EHO PV ZH1t > TE
FRCEET, PVIFAPHICEFEL. FIAFRGREICRY XY,

4.3.2.2. Binding

When you create a PVC, you request a specific amount of storage, specify the required access mode,
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and can create a storage class to describe and classify the storage. The control loop in the master
watches for new PVCs and binds the new PVC to an appropriate PV. If an appropriate PV does not exist,
a provisioner for the storage class creates one.

PVRY1—A4ld, BRLAERY 2—L%Z EEZABEEAHY X TH. Zhid, FHTTAEYa=Y
TINEPVDOBEIFICEIEAE T, BBZZ/NRICT 57HIC. OpenShift Container Platform
BTN TDOREIC—HITERNDPVICNALI Y FLET,

BRIZ, —BIBRY 2—LAFELLBVA AML—YISREZRH/TIVTIOFAFTRERTOE
T aF—THERINBWEEICIZEHRARICNAS Y FINRBRWEIICRY ET, BRIE, —BTHR
Va1—LAFRAERICARZENA Y RINET, £EAE FROFHTIOEYa =y /Shik
50Gi R 2 —L%EFDIFAY—IF 100G ZRKT % PVCIC—HL FtH A, PVCIZI00GiPV AT S
ARG —ICEBMINZ ENA Y RENFET,

4.3.2.3. Using

Pod (ZFEBRAERY 2 —LELTHERALET, V5RY—WEERKARELT. NMY RINERY 21—L4
HRFTEL, PodICZEDRY 2a—L%EYDVMNLET, BEOT7 IV EZRAE—REHYR—KNTBHR) 2—4A
DIFE. BRKEPod DR 2—LELTHEATIRICERTS2E—RNE2IEETIHNEGHY T,

Once you have a claim and that claim is bound, the bound PV belongs to you for as long as you need it.
You can schedule pods and access claimed PVs by including persistentVolumeClaim in the pod’s
volumes block. See below for syntax details.

4.3.2.4. Persistent Volume Claim Protection

R

PVC protection is an alpha feature and may change in a future release of OpenShift
Container Platform.

The purpose of PVC protection is to ensure that PVCs in active use by a pod are not removed from the
system, as this may result in data loss.

pa )

A PVCisin active use by a pod when the pod status is Pending, and the pod is assigned
to a node or the pod status is Running.

When the PVC protection feature is enabled, if you delete a PVC that is in active use by a pod, the PVC
is not immediately removed. PVC removal is postponed until the PVC is no longer actively used by any
pods.

You can see that a PVC is protected when the PVC's status is Terminating and the Finalizers list
includes kubernetes.io/pvc-protection:

oc describe pvc hostpath

Name: hostpath
Namespace: default
StorageClass: example-hostpath

Status: Terminating
Volume:
Labels: <none>

Annotations: volume.beta.kubernetes.io/storage-class=example-hostpath
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volume.beta.kubernetes.io/storage-provisioner=example.com/hostpath
Finalizers: [kubernetes.io/pvc-protection]

To enable PVC protection, see Configuring Persistent Volume Claim Protection.

4.3.2.5. Releasing

When you are done with a volume, you can delete the PVC object from the API, which allows reclamation
of the resource. The volume is considered "released" when the claim is deleted, but it is not yet available
for another claim. The previous claimant’s data remains on the volume and must be handled according
to policy.

4.3.2.6. Reclaiming

The reclaim policy of a PersistentVolume tells the cluster what to do with the volume after it is
released. Volumes reclaim policy can either be Retained, Recycled, or Deleted.

Retained reclaim policy allows manual reclamation of the resource for those volume plug-ins that
support it. Deleted reclaim policy deletes both the PersistentVolume object from OpenShift Container

Platform and the associated storage asset in external infrastructure, such as AWS EBS, GCE PD, or
Cinder volume.

pa )

Volumes that were dynamically provisioned are always deleted.

4.3.2.6.1. Recycling

If supported by appropriate volume plug-in, recycling performs a basic scrub (rm -rf /thevolume/*) on
the volume and makes it available again for a new claim.

Digk

==
[=]

The recycle reclaim policy is deprecated in favor of dynamic provisioning and it will

be removed in future releases.

You can configure a custom recycler pod template using the controller manager command line
arguments as described in the ControllerArguments section. The custom recycler pod template must
contain a volumes specification, as shown in the example below:

apiVersion: vi
kind: Pod
metadata:
name: pv-recycler-
namespace: openshift-infra ﬂ
spec:
restartPolicy: Never
serviceAccount: pv-recycler-controller g
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volumes:
- name: nfsvol
nfs:
server: any-server-it-will-be-replaced 6
path: any-path-it-will-be-replaced @)
containers:
- name: pv-recycler
image: "gcr.io/google_containers/busybox”
command: ["/bin/sh", "-c", "test -e /scrub && rm -rf /scrub/..?* /scrub/.[!.]* /scrub/* && test -z \"$(Is -
A /scrub)\" || exit 1"]
volumeMounts:
- name: nfsvol
mountPath: /scrub

Namespace where the recycler pod runs. openshift-infra is the recommended namespace, as it
already has a pv-recycler-controller service account that can recycle volumes.

Name of service account that is allowed to mount NFS volumes. It must exist in the specified
namespace. A pv-recycler-controller account is recommended, as it is automatically created in
openshift-infra namespace and has all the required permissions.

The particular server and path values specified in the custom recycler pod template in the
volumes part is replaced with the particular corresponding values from the PV that is being
recycled.

4.3.3. Persistent Volumes

Each PV contains a spec and status, which is the specification and status of the volume.

Persistent Volume Object Definition

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0003
spec:
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Recycle
nfs:

path: tmp

server: 172.17.0.2

4.3.3.1. Types of Persistent Volumes

OpenShift Container Platform (£LLF @ PersistentVolume 75 71 v & H#R— KL £,

o NFS
® HostPath

® GlusterFS
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® CephRBD

® OpenStack Cinder

® AWS Elastic Block Store (EBS)
® GCE Persistent Disk

e SCSI

® Fibre Channel

® Azure Disk

® Azure File

® \VMWare vSphere

® | ocal

4332.R&

Generally, a PV has a specific storage capacity. This is set using the PV's capacity attribute.

WRFRT. ARNL—VRBERBRELLIEIEKRTE2H—D) Y —XTY, SERIFEMHEE LTIOPS, R
W—Ty N ENEFENDTREMENSHY £,

4.3.3.3. Access Modes

PersistentVolume (') YV — X 7ONA ¥ —THR— M INDZITRTOAETRAMIIO Y N TEZE
T, TONA T —ICIEBRTEDOHELHY., ThThDOPVDT I EAE—REIBEDR) 2 —LTH
R—PMINBBEDE—RICKREINT T, & AIE NFSITEHDHEARY /ZEXRAAISA TV R
EHR—KNLETH, BEDNFSPV EHAMYERE LTH—N—LETI I AR— NI NEEREMED
HYET, TNTNDOPVIE. TDEFED PV OHEEICDWTERRTEZT7 IV EXAE—RNROHBEDEY I
EFRELET,

Claims are matched to volumes with similar access modes. The only two matching criteria are access
modes and size. A claim’s access modes represent a request. Therefore, you might be granted more, but
never less. For example, if a claim requests RWO, but the only volume available is an NFS PV
(RWO+ROX+RWX), then the claim would match NFS because it supports RWO.

Direct matches are always attempted first. The volume’s modes must match or contain more modes
than you requested. The size must be greater than or equal to what is expected. If two types of volumes
(NFS and iSCSI, for example) both have the same set of access modes, then either of them can match a
claim with those modes. There is no ordering between types of volumes and no way to choose one type
over another.

All volumes with the same modes are grouped, then sorted by size (smallest to largest). The binder gets
the group with matching modes and iterates over each (in size order) until one size matches.

The access modes are:

F7I9EAXE—K CLI Abbreviation B
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-persistent-storage-persistent-storage-local

PI9EAE—FK CLI Abbreviation

ReadWriteOnce RWO RY1—LIEE—/—RFTHAMY/ZFEERAHAELTIYIVRT
T,

ReadOnlyMany ROX R 1—LEEEL D/ — RTHARYERELTYIVRT
T,

ReadWriteMany RWX R 1—LEHELD/— RTHRAMY/EZAAE LTI Y
hTEET,

8%

R 2—L®D AccessModes &, R 2 —LDKEREDERFTT, TNHIEHETINT
WBHEHTIEHY FEA. AL —=IT7ORM5—FY Y —RDOENRFERNMSEL S
5)&4A15_‘:ﬁmbi_a_o

e & ZI£. Ceph & ReadWriteOnce 77 ZRE— RAZRMH L F 9., KR 2—LDROX
MEeAERTZHELNDH BIHEIE. BEXRIC read-only DY — 2 213 Z2REAH Y F
T, TANA T —DIZ—IF, IV VMNIZ—E LTIV M LRICKRRINET,

iISCSI and Fibre Channel volumes do not have any fencing mechanisms yet. You must
ensure the volumes are only used by one node at a time. In certain situations, such as
draining a node, the volumes can be used simultaneously by two nodes. Before draining
the node, first ensure the pods that use these volumes are deleted.

The table below lists the access modes supported by different persistent volumes:

#4.1Supported Access Modes for Persistent Volumes

RYa2a—LTST74> ReadWriteOnce ReadOnlyMany ReadWriteMany
AWS EBS | - -
Azure File | | |
Azure Disk | - _
Ceph RBD | | -
T7AN—=F v R | | -
GCE Persistent Disk | - -
GlusterFS | | |

89



OpenShift Container Platform 3.9 7—X 777 v—

RYa2a—LTST74> ReadWriteOnce ReadOnlyMany ReadWriteMany
HostPath | - -

iSCSI | | -

NFS | | |
Openstack Cinder | - -
VMWare vSphere | - -
a—AJb | - _

y ST

® |f podsrely on AWS EBS, GCE Persistent Disks, or Openstack Cinder PVs, use a
recreate deployment strategy

4.3.3.4. Reclaim Policy

The current reclaim policies are:

Reclaim Policy E7L

Retain (R ) Manual reclamation

Recycle Basic scrub (e.g, rm -rf /<volumes>/*)
pa 3]

Currently, only NFS and HostPath support the 'Recycle’ reclaim policy.

Digk

==
[=]

The recycle reclaim policy is deprecated in favor of dynamic provisioning and it will

be removed in future releases.

4335 7x—X
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/developer_guide/#recreate-strategy

R 2A—LEEUTDO7z—XDOWTFhMIHY T,

7x—X e

Available A free resource that is not yet bound to a claim.

Bound RY2—LHIERICNA Y RINWTVET,

Released BRPBREINTVWETA, VY —ZADPFLIFRH—ICLY ORI N
TWEHEA.

Failed R 2—ANBEBEUUTERL TWET,

CLHZIEZPVIC/NA Y RINTW3B PVC DERINREIINZ T,

4.3.3.6. Mount Options

7 / 7—< 3 v volume.beta.kubernetes.io/mount-options L Txk#KEAR) 2 —LDT Y > M
KXY NA T a Vv EIBETEET,

All:

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0001
annotations:
volume.beta.kubernetes.io/mount-options: rw,nfsvers=4,noexec ﬂ
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
nfs:
path: /tmp
server: 172.17.0.2
persistentVolumeReclaimPolicy: Recycle
claimRef:
name: claim1
namespace: default

ﬂ Specified mount options are then used while mounting the persistent volume to the disk.

UTFOXKGER) a—LIATHII VAT avaEYR-—MNLET,
e NFS
® GlusterFS
® CephRBD

® OpenStack Cinder
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® AWS Elastic Block Store (EBS)
® GCE Persistent Disk

® {SCSI

® Azure Disk

® Azure File

® \VMWare vSphere

p= -
T7A4N—F v B LV HostPath KimR Y a—LlE~Y IV ATV avadR—ML
FtHA,

4.3.4. Persistent Volume Claims

Each PVC contains a spec and status, which is the specification and status of the claim.

Persistent Volume Claim Object Definition

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: myclaim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi
storageClassName: gold

4.3.4.1. Storage Class

EXIEZ. A ML—U 95 ADEHI% storageClassName BHICIEE L TREDA ML —U VS A% F
T72avTYIIRANTEEYT, YIIRMNINEISADOPY, DY PVCERAL
storageClassName %D PV D& A PVC IC/NNA Y RINZET, /7R —BEHIFT1DOULEDR K
L—Y OS2 RHIT 2L IKBNTOEY 3 F—%2RETEET., 77 R9—FEEIE. PVC DLk
WK—BTBPVEF VTV RTHERTEET,

VSR —EBEBEIE, TRTOPVCIKTIANMANL—V IS RERETHIEETEEY, T
THAINBMDRARNL—=Y IS ANEREIND &, PVC L "™ ICERE X iz StorageClass ¥ 7= 1E

storageClassName 7 / 7 —> a YDA ML=V O SRR LD PVIC/NA Y REND LD ICHARNICE
KT DBEDNDHY FT,

4.3.4.2. Access Modes

EXIEZ. BFEDT7IVERAE—RDAMNL—VZERTBERICA) 2—LEAUBRMEFRALET,

4343.VV—X
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Claims, like pods, can request specific quantities of a resource. In this case, the request is for storage.
The same resource model applies to both volumes and claims.

4.3.4.4. Claims As Volumes

Pods access storage by using the claim as a volume. Claims must exist in the same namespace as the
pod using the claim. The cluster finds the claim in the pod’s namespace and uses it to get the
PersistentVolume backing the claim. The volume is then mounted to the host and into the pod:

kind: Pod
apiVersion: vi
metadata:
name: mypod
spec:
containers:
- name: myfrontend
image: dockerfile/nginx
volumeMounts:
- mountPath: "/var/www/html|"

name: mypd
volumes:
- hame: mypd

persistentVolumeClaim:
claimName: myclaim

4.3.5. Block Volume Support

BF

Block Volume Support is a Technology Preview feature and it is only available for
manually provisioned persistent volumes. Technology Preview features are not supported
with Red Hat production service level agreements (SLAs), might not be functionally
complete, and Red Hat does not recommend to use them for production. These features
provide early access to upcoming product features, enabling customers to test
functionality and provide feedback during the development process.

RedHat D7 7/ AY—7L Ea—HEDHYR— MIDWTOHM
I&. https:;//access.redhat.com/support/offerings/techpreview/ 2S8R L T ZX Wy,

You can statically provision raw block volumes by including some new API fields in your PV and PVC
specifications.

70Oy IR a—L%FRAT3ICIE. 9 BlockVolume #EES — N2 BMICT ZHEIHYET, <
2 —DIEEES — N =BMICT BITIL. feature-gates % apiServerArguments & & O

controllerArguments (ZEML FJ ., / — ROWEST — N Z2EFMICT 5ICIE, feature-gates %
kubeletArguments IZBIIL £9, LATFEBICAY £,

kubeletArguments:
feature-gates:
- BlockVolume=true

For more information, see Configuring for Local Volume.

Example Persistent Volume
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apiVersion: vi
kind: PersistentVolume
metadata:
name: block-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
volumeMode: Block ﬂ
persistentVolumeReclaimPolicy: Retain
fc:
targetWWNs: ["'50060e801049cfd1"]
lun: 0
readOnly: false

Q volumeMode 7 1 —JL RiZ., TOPVHraw 7OV IR 2a—LTHDZEERLET,

Example Persistent Volume Claim

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: block-pvc
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block ﬂ
resources:

requests:

storage: 10Gi

Q volumeMode 7 4 —J)L Rk, raw 7A Y kAR ) 2 —LHABERINTWE I EARLET,

Example Pod Specification

apiVersion: vi
kind: Pod
metadata:
name: pod-with-block-volume
spec:
containers:
- name: fc-container
image: fedora:26
command: ["/bin/sh", "-c"]
args: [ "tail -f /dev/null" ]
volumeDevices:
- name: data
devicePath: /dev/xvda @)
volumes:
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- name: data
persistentVolumeClaim:
claimName: block-pvc 6

(volumeMounts & FA#%(2) volumeDevices (&, 70v 757 /31 RUITERX
1. PersistentVolumeClaim ¥V — XA TOHXERATZZ T,

9 (mountPath & [F#k(C) devicePath (&, ¥ 7 /N1 ZAD/IXR%ERLFE T,

The volume source must be of type persistentVolumeClaim and should match the name of the
PVC as expected.

#4.2 Accepted Values for VolumeMode

& vk 91 8
Filesystem Yes
Block No

4.3 Binding Scenarios for Block Volumes

PV PVC VolumeMode

VolumeMode

Filesystem Filesystem NA VR
Unspecified Unspecified N VR
Filesystem Unspecified NA R
Unspecified Filesystem NA VR
Block Block NA VR
Unspecified Block INA Y RIL
Block Unspecified INA Y R7IRL
Filesystem Block NA Y R L
Block Filesystem INA Y R7IRL

8%

ExIEE LR WE, Filesystem DT 7 # )L MEATBEINE T,

4.4 Status of Plug-ins That Support or Will Support Block Volumes
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Plug-in Support Block Volume

774 N—=F v Merged OpenShift Container Platform 3.9
Ceph RBD Merged OpenShift Container Platform 3.10
iSCSI InProgress OpenShift Container Platform 3.10
AWS EBS InProgress OpenShift Container Platform 3.10
GCE PD InProgress OpenShift Container Platform 3.10
GlusterFS InProgress OpenShift Container Platform 3.10

4.4,V —23v hA—ILEE
OpenShift Container Platform (&, RIEB (1 ~/\ T R Git Hr—/\—7# &) £/ IZHER (GitHub, Bitbucket
BREYTHRAMNINTWBREFDOY —X3Y hO—)LEE (SCM) YR T L%=FMAL T, HREFRT,
OpenShift Container Platform (X Git V) 2 —> 3 v D&% HR— KM LE T,
SCM#RBIFEIL FICEEICEAEL, LTDO2D00xR%ETLET,
e Creating a BuildConfig using a repository, which allows building your application inside of
OpenShift Container Platform. You can create a BuildConfigmanually or let OpenShift

Container Platform create it automatically by inspecting your repository.

® Triggering a build upon repository changes.
45. 23> hbO—5—

451 ¥E

SZEE TS TA LYY —ADKEALDRIICT RAY —APIANDERAA VY —E TN LETH, BR
DB S UEREBICINAEEZITLET,

VSR —ICERDRIFTANLNBENIIC, ZRNEETS 74 va2hEh, JBEBICETINET, 20
IBFEICEITINTWE TS 74 VOWTIADNEKREERT D&, BEREEDNLLEBICESESIh, TV
FI—H—ICT5—DRINFT,

ZABE TS T4 VIE. YRATALATREINALT 74 NBRATZDICREF TV MNEEET

BiGaNHYET, IHIC. ZNGEE TS VAV +— S HERADESREEEITT 2ERUED—IR
ELTEETS )YV - R2EEIIHERLHYIT,
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Digk

H
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OpenShift Container Platform ¥ 24 —ICi&, ThEFhDd 41 TD) VYV —2R

(Kubernetes # & U OpenShift Container Platform) ICDWTF 7 #JL N TEMICE
NTWBTZ 74 VvDT 74 ND—ENEFNET, ThOHIEITRY—DEYIC
HEET HDICBETT, INLD—EBZZEHET S EE. EROEERARTZEE
LTWBIEETRUVWRY IFHEINFI A, FAEHDSEDN—2 3 VTHERD
Tty NDTS T4V EFERAL, ThODIEFEZE E?’éjﬁ‘éﬂi?ﬁ“ YFEd, ¥R
H—BETT7ANTTZ T4 VDT 74 bD—E%E EEXT 256, FHR/N\—
¥ 3 ¥ @ OpenShift Container Platform ¥ 249 —DEH AR TE 2 LD IC—E%
BT HIHENHY XT,

4.5.2. —RMI7Z IV —IL

Starting in 3.3, OpenShift Container Platform uses a single admission chain for Kubernetes and
OpenShift Container Platform resources. This changed from 3.2, and before where we had separate
admission chains. This means that the top-level admissionConfig.pluginConfig element can now
contain the admission plug-in configuration, which used to be contained in
kubernetesMasterConfig.admissionConfig.pluginConfig.

kubernetesMasterConfig.admissionConfig.pluginConfig (& admissionConfig.pluginConfig (C# &}
L. Y=Y ENBBENHY T,

Also, starting in 3.3, all the supported admission plug-ins are ordered in the single chain for you. You
should no longer set admissionConfig.pluginOrderOverride or the
kubernetesMasterConfig.admissionConfig.pluginOrderOverride. Instead, you should enable plug-ins
that are off by default by either adding their plug-in-specific configuration, or adding a
DefaultAdmissionConfig stanza like this:

admissionConfig:
pluginConfig:
AlwaysPullimages: @)
configuration:
kind: DefaultAdmissionConfig
apiVersion: v1
disable: false @)

@ =771 vaTT.

Qg TSTA VBN T 2NEAHZIEATRLET, Thidd 7o av T, ZZTEREBELTD
HERRINET,

disable % true IC3 % &, onICT 7L NREINDZZH TS T4 VD EICAY FT,
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Digk
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BRTSTA VI APIF—NR—DtEFa1 T4 —%EkET 57DIC—RIICER

TNTVWET, CNLEEWICTZBEITISGEELTIT>TLETL,

WK2DDEGDZZNFI—VTHIBAINZ I EICRYET, BEEZMRT BI(C
I%. admissionConfig #E# L £,

Pz -
| B—DZAFz—VIlRLITHEMAD Z &EDTE A admissionConfig EXR%FH L T
WG EIE. APl —N"—OJTELEAZEL. APIY—N—ELHL—DOE#RMEDH
453. HRITA XAERZH TS T4V

VZ29—EBEEF. —MOZFMNAYMNO—IWTZ T4 0%, UTOLIBRRFECEELFIET 2L D
IKRETEET,

® Limiting Number of Self-Provisioned Projects Per User
® Configuring Global Build Defaults and Overrides
® Controlling Pod Placement

® Managing Role Bindings

454. AV FFr—=FALAZMOY MA—F—
AVFFr—%FAT 223y O0——F initav7+F—452HR—MLET,

4.6. hAY L2V bO—F—

4.6.1.BE

T7ANMDEATY FO—F—DIEFEMNMIE. ZfF Webhook #Z[FFx—rD—EE L THEHRATE
-g_o

=13 Webhook (& Webhook H—/\—%ZMUH L T, SRILDEARE, ENRFIC Pod 283 5 H\
FIERATOEXBEIC Pod SREDEDIRD #MEEL £,

Z{+ Webhook (1) YV — 2 DKBALDRIICY RY — APIANDEBRAA VY —t TN LEFTH., BRODER
B LUERRICINAEETLED,

4.6.2. 3% Webhook

OpenShift Container Platform Tld, API &{JF = —> T Webhook #—/X—% MU' ¢ Z{F Webhook
ATV MNaEATEEY,

REFRER 2 D ZAT Webhook 7 7V =V hAHY 7,
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o ZEHMDZ Webhookld., ZEHED Webhook A L. Xk#tdT 10 Y —RaVFYV
YOEBEEAREICLET,

o REFF M=t Webhook (&, #EEFID Webhook 2R LA R4 LZ[RY & —DEHE% ATHE
ICLEY,

Webhook & & U'AEE Webhook H—/N—DEREICDWTIFAETIFIREWVWEH A, 772 L. Webhook
H#—/X—|[&, OpenShift Contaniner Platform THEIICHEEE S 270DIC. 1 V4 — 7 = —RITERT B0
ENHYET,

BF

24} Webhook 77 /Oy —FLEa—#EETT, T/./ 00— E1—#EElL
Red Hat DEHBIRETOY —EZRLRIVLTJY —X Y b (SLA) TIEHR—KrIhTWL
mWN 8, Red Hat TIEIERBRIETOFEAZEEL TVWEEA, I ODEEEIR.
MARRFEOHGEREE) ) —RITERIFTTIREBET 2 EICL Y. BEKITHRENS
ETANL, BRTOCRFIZTA— RNy 7 2EFHEVWAELESIENTEET,

RedHat D77 / OY—7L Ea—#EED Y R— MIDWT DM
I&. https:;//access.redhat.com/support/offerings/techpreview/ 2S8R L T EX Wy,

FTOTY MDA VRH U RIEEIN B E, OpenShift Container Platform (& API LU L A R{T L TH
Tz MEFALEYT, AN TOERATIE. EEAHOZMAIY bO—35— & Webhook & U L
T T724=Z2T14—IRIVDBEAREDY RV ERITLET., L TO LXK TEIC, RITADOZA
a¥ bO—5— [ Webhook ZmEUHH L., 774 =74 —IRIVOBRIREICEY ., 7TV x9 bHE
PIREINTWE I AR LT, MIEIC/SRA T % &, OpenShift Container Platform &4 7Y =
JMNEREFHELTRATY2—ILLET,

APIERNZEEIND &, RERILREEADOZMNI Y bO—F —IFREARDHER Webhook D—E&
ZEAL. ThHZUTLTHETHLET,

o Webhook M 9 RT AEKREZKRT 258, TRAFz—VIFMELET,

e Webhook ® WFhM N EKRZIEERT 2155, INBRIFEEIN. Ihid. #EID webhook
DEBFEHICEDWTEITINET,
BED Webhook N"ENBEKZHEET 5156, RADEDLEFNI—HF—ITRINIET,

e |f there is an error encountered when calling a webhook, that request is ignored and is be used
to approve/deny the admission request.

The communication between the admission controller and the webhook server needs to be secured
using TLS. Generate a CA certificate and use the certificate to sign the server certificate used by your
webhook server. The PEM-formatted CA certificate is supplied to the admission controller using a
mechanism, such as Service Serving Certificate Secrets.

LTI, 2D Webhook Z#IEUNH T 2 DD =t Webhook 25 7OERARLTWVWET,
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API _ ) Object _— .
e B B M Il B L Ry
handler Validation
Webhook || Webhook Webhook JJ

=t Webhook MEMARFREFE LT, VY —ROBXRIAHNETONET, LEAIE TRTD
Pod ICHBOINILEY NEETEIVEDHZAVITZANSVFv—>D0HY, TOIRILHIEBES
NTWVWAWL Pod IEKRIEIERWE D IZT BI5EIC. Webhook ZEEL TIN LD IRILEEALL
Y. BID Webhook TINRIVDOBEMERIELIEY THIENTEET, DT OpenShift Container
Platform I&. SRILDH Y, MIEEEZ/RA L7 Pod ZR 7T a—)L L, IRILHBBWZHIZ/NZ LAW
Pod ##EEHB L9,

HBEOI—RT—RIWFLUTIEFEFNET,
o YA RNA—OAVFTF—%Pod ICHATBDDY) Y —ADERE
o —EDNY—RETOVIVIMNSTOVITEHOTOT LY DR

o KEFETZ74— Il NTEMARIEZEITITEZLODARY LYY —RAMEE

4.6.2.1. 2{} Webhook % 1 7

PSR —EEEIZ., APIH—NRN—DFMFz—2ICZEHDOZH Webhook F 7= 1& BREFH D=
Webhook #&8H 2 Z ENTETET,

Mutating admission webhooksare invoked during the mutation phase of the admission process, which
allows modification of the resource content before it is persisted. One example of a mutating admission
webhook is the Pod Node Selector feature, which uses an annotation on a namespace to find a label
selector and add it to the pod specification.

Sample mutating admission webhook configuration:

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <controller name> g
webhooks:
- name: <webhook name> 6

clientConfig: ﬂ
service:

namespace: @
name:

path: <webhook_url> ﬂ
caBundle: <cert> 6
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rules: Q
- operations: @
- <operation>

apiGroups:

apiVersions:

nkn

resources:
- <resource>
failurePolicy: <policy> m

ZEADZT Webhook SR EEIBEL X9,

1+ Webhook # 73 =7 NDEZRITY,

MEO'H 9 Webhook M &ART T,

Webhook #—/—(lHft L. ChZEFRBL. T—92INICEETBHFEICDODVTDIREKRTT,
7OV IV RY—ERANMERINB IOV R TY,

7OV MIYV RY—ERDERITY,

SZATERICEA TN B Webhook URL T,

Webhook H—/N—TFERAINZ Y —N—IAEICELT DI PEMTIYO—T 1 VXN CA
FIERZETY,

APl H—N—AZ 02 bO—Z—%FHTZ91MIV I 2EEITBI—ITT,

DAY MNO—5—&MUOHETAEDICAPI Y —N—% N) H—3 21T,

90 999090006009

® cCreate
® update
® delete

® connect

Webhook B H —N\—AFATELAWERICR) V—2ETI2HE55EELT T, Ignore
(allow/fail open) & 7z Fail (block/fail closed) (Z7&Y) 9,

MELA D2t Webhook IZZF 7O ADRIET7 = — XA TREILE T, D7 z—XTlE, HEAPIY
Y—ADEENRWEEBDOEREEAREICL, VY —ZADPBUEBREINAVWEIICTEZIENTEET,

Pod /—RtL24%—%, §XTDnodeSelector 7 1 =)L KATAY I b D/ —KREL VY —Di|
RTHWINTWE I E%2HRT 5. RIEADOZALOHERY FT,

Sample validating admission webhook configuration:

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration ﬂ
metadata:
name: <controller name> 9
webhooks:
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- name: <webhook name> 6

clientConfig: ﬂ
service:

namespace: default 6
name: kubernetes
path: <webhook_url> ﬂ
caBundle: <cert> 6
rules: Q
- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:
- <resource>

failurePolicy: <policy> m

MREEF D 3% {F Webhook 3R EAIEEL 7.

Webhook Zft#+ 7 9 NDERITTY,

MU' H 9~ Webhook D&RITY .

Webhook #—/\— |l L. ChEEEL., 792 INIGEETE2HEICDOVWTORBERTY,
7OV NIV RY—EXMEHRINZ IOV LI M TY,

70V MNIY RY—EXDHERITT,

ZRERICHEAIN S Webhook URL TY

Webhook H—/N—TFERAINZ H—N—IAEILELT D PEMTIVO—T1 VXN CA
FIERETY,

APl H—N—AZ 02 bO—Z—%FHTZ91IV I 2EEIT DI —ITT,

90 9909006006009

DAY MA—F—Z2FUHTLDICAPIY—N—% N H—F2HFTTY.
® create
® update
® delete

® connect

Webhook B4 —/N\N—AFATELWERICR) V—2ETT2HE55EELT T, Ignore
(allow/fail open) % 7z (& Fail (block/fail closed) IZ7&Y) 9,

pa

Fail open DIFEIC. TRTDI ATV MDFRTERVEMENE LD TREMENHY F
ER
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4.6.2.2. 24+ Webhook R L 9,

RAICHER Webhook H—/X—% 7704 L., ThAENCHEEET 2 & 2BRALET. IhEETL
RWBE. Webhook #° fail open 7z 14 fail closed & L TEREIN TV A MG LT, BIFIFERMG
ICEFA E 2 EEINE T,

L. YAML7 74 VAR LTEER., £kidE

2.

UFDa<wy RERFTLTA TV MR LET,
I oc create -f <file-name>.yam|

4+ Webhook 7 = U b DIERK 1. OpenShift Container Platform A #7#3
TICHH DB DI IY T,

=it Webhookd70OY NIV RY—ERAEERLZET,

apiVersion: vi
kind: Service
metadata:

labels:

role: webhook ﬂ

name: <name>
spec:

selector:

role: webhook 9

wWebhook HENYUAH—T 20RO SNILTT,

4. UTFOARY RERTLTH TV M aERLE T,

I oc create -f <file-name>.yam|

5. Webhook THIfEHI T 2 EDH B Pod IZ=Z 1 Webhook &&EML F 9,

apiVersion: v1i
kind: Pod
metadata:
labels:
role: webhook ﬂ
name: <name>
spec:
containers:
- name: <name>
image: myrepo/myimage:latest
imagePullPolicy: <policy>
ports:
- containerPort: 8000

Q Webhook & N ) H—F 7= DRIV TT,

FEFAS T Webhook 7 792V B EL XY,

ERIRT B E
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pa 3

MBEDtEF 217 TR—% TIL7 Webhook ZffH—/"—%EJL KT B HFEICODVWTDOIY
Ky —TY RDAFEITDWTIL, kubernetes-namespace-reservation 7O ¥ = 7 b & &8
L. 54 735 Y—IZDWTI& generic-admission-apiserver 28R L T I W,

4.6.2.3. %2f¢ Webhook A 7> hDY >V T

BAFIE. namespace " F#I1X 1235512 namespace DYER % FFAT L 4L 324 Webhook D> FIL T
ER

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io
webhooks:
- name: namespacereservations.admission.online.openshift.io
clientConfig:
service:
namespace: default
name: webhooks
path: /apis/admission.online.openshift.io/vibetal/namespacereservations
caBundle: KUBE_CA_HERE
rules:
- operations:
- CREATE
apiGroups:
apiVersions:
- "b1"
resources:
- namespaces
failurePolicy: Ignore

LLATFIE. webhook & W5 ZETIDZ T Webhook IC& » TEHliI % Pod DY Y FILTT,

apiVersion: vi
kind: Pod
metadata:
labels:
role: webhook
name: webhook
spec:
containers:
- name: webhook
image: myrepo/myimage:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8000

LIFIE Webhook®7OY hITY RY—ERTT,

apiVersion: vi
kind: Service
metadata:
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labels:
role: webhook
name: webhook
spec:
ports:
- port: 443
targetPort: 8000
selector:
role: webhook

47. D APIZ T2/ b

4.7.1. LimitRange

HIFREEEH (X, Kubernetes namespace M) VYV —RUIEREINZ RV BRADHIREZEET 2 A W= L%k
REFELET,

HIFREEFH % namespace IBIMNT 5 Z & T, EBID Pod F/2lda YT+ —IC&B CPUB LU X E Y —
DRNBLUVRAEAEZBEATEET,

4.7.2. ResourceQuota

Kubernetes I&. namespace THERINZ ATV 9 MIlE. namespace AD A 7V ¥ METERX
N3y —RAEBOEAEEIRTEET, TNICLY. namespace RDEHDF—ALATE—D
Kubernetes 7 S A9 —%HBETX, HE2F—LILE>THDF—LDBNISRI—Y—AFRRBICRS
ZEEBICIENTEET,

See Cluster Administrationfor more information on ResourceQuota.

473.')V—2R

Kubernetes @ Resource |&. Pod /23 FF+H—Il&>TERIh, BlYLETHh, HEINDD
DTY, flELT, XEY—(RAM), CPU, T 1 RV, BLUVRY NT—IFEHENHY £9,

See the Developer Guidefor more information.

4.7.4. Secret

Secrets are storage for sensitive information, such as keys, passwords, and certificates. They are
accessible by the intended pod(s), but held separately from their definitions.

4.7.5. PersistentVolume

A persistent volume is an object (PersistentVolume) in the infrastructure provisioned by the cluster
administrator. Persistent volumes provide durable storage for stateful applications.

4.7.6. PersistentVolumeClaim

A PersistentVolumeClaim object is a request for storage by a pod author . Kubernetes matches the
claim against the pool of available volumes and binds them together. The claim is then used as a volume
by a pod. Kubernetes makes sure the volume is available on the same node as the pod that requires it.

4761 HRAYL)Y—R
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ARY LYY= IE, APl ZHERT 20 BMEDAPI 27OV 1Y FFELEVSRI—ICEATES &
2129 % Kubernetes APl DHEER T Y,

See link:https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-
single/cluster_administration/#admin-guide-custom-resources[Extend the Kubernetes API with
Custom Resources].

4.77.0Auth# 72/ b

4.7.7.1. OAuthClient

OAuthClient ¥, RFC 6749, section 2 ICEREAINTWB LI ICOQAUth 275147 bRk LE T,

LATF® OAuthClient 7 7 = MIBEMICERINF T,

openshift- Web AV —IDh—=V Y %BRTDLDIERIND IS4 T7 Vb
web-
console

openshift- WEAOQT A VEMEBTESI1—H—IT—Y 1Y MT /oauth/token/request Th—0 V5 E
browser- K BEOIERINDZ IS4 TV b
client

openshift- WWW-Authenticate F ¥ L VY B TEZ1—H—TI YV NTh -V 2EKRT B
challengin OILFEAINZ V47V H
g-client

OAuthClient A 7 ¥V MESH

kind: "OAuthClient"
accessTokenMaxAgeSeconds: null ﬂ
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "openshift-web-console" g
selflink: "/oapi/v1/o0AuthClients/openshift-web-console"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01Z"
respondWithChallenges: false 6
secret: "45e27750-a8aa-11e4-b2ea-3c970e4b7ffe"
redirectURls:
- "https://localhost:8443" 6

TOEA M0 OEMEE MEAM)(LUTOHRMAZSRLTILEIW),

name & OAuth E3K D client_id /X5 X —4%—& L TERAINE T,

respondWithChallenges %' true (& E X 1 %35 E. /oauth/authorize ~NDEFREEI N TWRWE
K&, BREINZREEAETYR— bINTWBIHEICIE WWW-Authenticate F v L V&4 L
IEFT,

secret /X5 X —4 —DfEIX, AFEI— K 70— client_secret /X5 X—4—& LTHEAINE
£

O 000
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#3F URI IL. redirectURIs 7> 3 VICT1 DULRETEEF T, RREREHEICEEIND
redirect_uri /X5 X —4 —|Ci&, IBED redirectURIs DWThhE L 74 v I RELTHRINT
ZRENHYET,

accessTokenMaxAgeSeconds & (. ERID OAuth 7 54 7> hDIRAY —FBREICEBEINTWS
accessTokenMaxAgeSeconds fE%= LEE LE T, CDEZ I FA TV MIRET D E. DI 54
7Y NOBEWHRBICHEESZ DR, VATV NDTIEAN—0 Vv OBEMBPEEZRERET
XET,

o null DIFE. YRY—BET7AINDT 74V MENMFRHINF T,
o 0ICREINDIFA. b—U VIXEDHARTINICAY FH A,

o 0LYEHEKREIRBEICREINGHAE, V5347V MAILEKTINE M=V VICIIEBEINLE
SEARA R EINF I, =& 21X, accessTokenMaxAgeSeconds: 172800 (& Y, b—2 >
F 1T 48 AR ICEMHARINICAY 7,

4.7.7.2. OAuthClientAuthorization

OAuthClientAuthorization (£, 4FE® OAuthClient ICEFED XA I— AR EINT-
OAuthAccessToken B 5 I N2 &ICDWVWTOD User i L 2 EBERLE T,

OAuthClientAuthorization & 7> = 7 M O{ERkIZ. OAuth —/N—ADEREKEICETINE T,

OAuthClientAuthorization 7 7 1 7 M EH

kind: "OAuthClientAuthorization"
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "bob:openshift-web-console"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
clientName: "openshift-web-console"
userName: "bob"
userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"
scopes: []

4.7.7.3. OAuthAuthorizeToken

OAuthAuthorizeToken (3. RFC 6749, section 1.3.1 ICEREAI N TWB & 5 IC OAuth AFEJ— K&K L
EJC N

OAuthAuthorizeToken (&, RFC 6749, section 4.1.1 TaRBAINTW3 & 9 IC /oauth/authorize T K
RAYMADERICE > THERINET,

OAuthAuthorizeToken (%12, RFC 6749, section 4.1.3 ICERBAI N TW A & D IC. /oauth/token T
v RRA ¥ hADERT OAuthAccessToken #EXi5 3 2 7-OICEHETE 9,

OAuthAuthorizeToken 7 7 1 ¥ N EH

kind: "OAuthAuthorizeToken"
apiVersion: "oauth.openshift.io/v1"
metadata:
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name: "MDAwY]M5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2Fj" ﬂ
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"

clientName: "openshift-web-console" 9

expiresin: 300 6

scopes: []

redirectURI: "https://localhost:8443/console/oauth” ﬂ

userName: "bob" 9

userUID: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

name (&, OAuthAccessToken 324 27-DICEKRI—RE L TFERAINWS M=V EZEKRL
i—g_c

clientName fEl&. D b—2 > ZFEK L % OAuthClient TY,

redirectURIEIE, CD =Y VHERINAER7O0—C1—H—DNYFA LI MINBHAT
-g_o

userName represents the name of the User this token allows obtaining an OAuthAccessToken for.

9 expiresin {& & creationTimestamp DAENHAIR (FEAL) T,

userUID represents the UID of the User this token allows obtaining an OAuthAccessToken for.

o

4.7.7.4. OAuthAccessToken

OAuthAccessToken (3. RFC 6749, section 1.4 IZERBAINTWA LD IC, OAuth 772X hN—0 U %
®LET,

OAuthAccessToken (&, RFC 6749, section 413 ICERBAI N TW B & D IC. /oauth/token T RRA
YERANDERICE > TERINE T,

TOEZAM=221F, APIICH UL TCREEZTODIIRTS— b= LTERINEY,

OAuthAccessToken A 7 17 MESH

kind: "OAuthAccessToken"

apiVersion: "oauth.openshift.io/v1"

metadata:
name: "ODIIOGE5ZmMtYzczYi0ONzk1LTg4MGEtNzQyZmUxZmUwY2Vh" ﬂ
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:02-00:00"

clientName: "openshift-web-console" g

expiresin: 86400 €)

scopes: []

redirectURI: "https://localhost:8443/console/oauth” ﬂ

userName: "bob" 6

userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

authorizeToken: "MDAwY|M5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2Fj" a

ﬁ name (&, APIICH L CRREEZ T2 2DICRT S — b —J 2V ELTHERINB b= V&TY,

9 clientName fEl&. D b—%2 > ZFEK L % OAuthClient TY,
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expiresin {& (& creationTimestamp DAENEAR (FEAL) T,

redirectURI (X, ZD M =2 VHMERINAER7O—T1—H—DUF( LU NINIIBART
-a—o

userName represents the User this token allows authentication as.
userUID represents the User this token allows authentication as.

authorizeToken |&. TDOM—20 VEEET27=-HICEHAIN 3 OAuthAuthorizationToken D& Hi
TY (HBDHE).

OO 600

478. 1—H%—FTT U b

4.7.8.1. Identity

When a user logs into OpenShift Container Platform, they do so using a configured identity provider.
This determines the user’s identity, and provides that information to OpenShift Container Platform.

JRIZ OpenShift Container Platform I UserldentityMapping T % @ Identity ##%& L £ 7,

R

If the identity provider is configured with the lookup mapping method, for example, if you
are using an external LDAP system, this automatic mapping is not performed. You must
create the mapping manually. For more information, see Lookup Mapping Method.

-

o Identity "I TICHEHET HHFATH., Thd Userilxy 7INTWRWE, OJ4 VIdKRBKL
7,

o Identity "I TICEFEEL. Ihh Userilvxy 7INTWBIBE, 21— —Ilik, v TIhk
User ® OAuthAccessToken Bt 53X Z 9,

e Identity A" F1E L 2 W5 A, Identity. User. & & U UserldentityMapping 2" S 11, 21—
H—IZIE, ¥ v TEN7z User ® OAuthAccessToken T 5 XN F 7,

Identity 74 7 =7 M EH

kind: "ldentity"
apiVersion: "user.openshift.io/v1"
metadata:
name: "anypassword:bob" 0
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
providerName: "anypassword" 9
providerUserName: "bob"
user:
name: "bob" ﬂ
uid: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

ﬂ AT YT 4T 14—l providerName:providerUserName DX TH ZHELHY £ 7,
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Q providerName (371 771 74 —7ONA ¥ —DEFITY,

9 providerUserName i&, 74 FVF 4 74 —TFANA F—DRA—TTCIDTAFY T4 T4 —
HEF—RBICRITELRITY,

Q user/' XS X—4%—MD name ld. TOF7ATVTA4T4—DBYy TINDZ1I—HF—DEZRTT,

g uidliE. TOFPAFYTF4T4—DIy TINE1—H—DUDAERLET,

4782 1—H—

A User represents an actor in the system. Users are granted permissions by adding roles to users or to
their groups.

A—HY—FTVz/ MNIWEIAT A VERICBEMICERIN S D, API TERTE X,
pz -1o)

I v BELUV % =& OpenShift Container Platform 2 —H'—&3HR— b I FH
Ao

UserA 719 bESE

kind: "User"
apiVersion: "user.openshift.io/v1"
metadata:

name: "bob" 0

uid: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
identities:
- "anypassword:bob" 9
fullName: "Bob User" G
@ rame . O—LEI-—F—ITEMT BRICHEAINZI—F—ETT,

9 identities DfElZ. THDI—H—IITY TEINBZTATVTFA4T4—FTP MTT, ThidO
TAVTERWIA—H—(1ZDOWT null FAIEEICTEZIENTETET,

g fullName fEld. 1 —H—DA > a vORREELTT,

4.7.8.3. UserldentityMapping

UserldentityMapping |4 Identity % User IZ¥ > 7L ¥ 9,

UserldentityMapping Z{ER L. B L. X/IFHIRT D2 &IC& Y. Identity 5L UserF 72 <
IV hDORBTET714—ILKHBEEINFT,

Identity (38— User ICOHY Y TINZTD, FEDTATVT4T74—&LTATA VTS
&, User HBRREICHIBIINE T,
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User ICIIBERDT7A TV T4 74—~y T TEEY, ThickY, #Hons 1 > A%THL User
EERTEET,

UserldentityMapping 7 7 = 7 F €&

kind: "UserldentityMapping"
apiVersion: "user.openshift.io/v1"
metadata:
name: "anypassword:bob" 0
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
identity:
name: "anypassword:bob"
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
user:
name: "bob"
uid: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

Q UserldentityMapping &%, ¥~ v 73N/ Identity 2IC—BL X T,

478.4. TIN—7F

A Group represents a list of users in the system. Groups are granted permissions by adding roles to
users or to their groups.

Group A 7oV MEH

kind: "Group"
apiVersion: "user.openshift.io/v1"
metadata:
name: "developers" 0
creationTimestamp: "2015-01-01T01:01:01-00:00"
users:
- "bob" @)

Q name l&. O—J)L& I —TFIBMNT ZEDO T IL—TELTT,

9 users DfElE. TOTI—TDAYN—THZ1—HY—F T4 NOKFITT,

111


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cluster_administration/#managing-role-bindings

OpenShift Container Platform 3.9 7—X 777 v—
ESE XY hNT—7
5.3y N7—7

5.1.1. =

Kubernetes |&. FEZEIC Pod ARy N7 =V TERINDELDICL. ABRY N T—IODLIPT7 KL
A& PodICEIYUTEY, 3952 ET, PodARDE2IVTFHF—HEALEFRMEIZWENEDIC
FELET, BPodICIP7RLRZEYLUTEE, R—bDEIYHT, Xy bT7—7, ZEIDIEE.
H—EZRHE. BESE. 77V r—ra Ve BITREDHT, Pod #MERR MRRETI VD
EDIIT/H ENTEET,

Creating links between pods is unnecessary, and it is not recommended that your pods talk to one
another directly using the IP address. Instead, it is recommend that you create a service, then interact
with the service.

5.1.2. OpenShift Container Platform DNS

JO0VMNIVRY—ERXRPNYIITV RH—ERARE, BROY—EX%#ET L TEERD Pod TFEH
LTW3BHEICIE., ZAEYRMIZV RPod ANy VTV RY—EREBETEDLDIC. 12— —4£,
H—ERIPREDBBEEHEEHRLET, T—EXDYIBRIN, BERINEBAICIEK. FIROIP 7
RLADNY—ERICEIYLBTONEZDT, Y—ERIPDBRELZHOEHREZINETZICIF. 78V b
IV KPod #BIERT 2HENrHYET, IHIC. X"y IPIVRY—ERIF, 7OV NIV KPod %
ER T BRIICHER L, Y —ERXIPHAELLLERIN, 7OV PIT YV K Pod ICERIBEZH & L TRHTE
5EDICTBMENHYFET,

ZDEHIBREBHEMIS, Y—EZXADDNS P H—ERD IP/R— MDA Y—ERICEETEDLIIT,
OpenShift Container Platform IC1Z DNS & £ TW £ 9, OpenShift Container Platform (£, #—E&
ZDDNS V) —ICHETBHYARAY—TSkyDNS #7952 ET, A7)y NDNSZHR—bL
F9., YRY—E, 774NN T, R—KE3%ZVYRVLET,

J—RDEENTZE, LTDAYE—I T, Kubelet NEELK TR —ICBERINTWB Z &GN Y
i-a_o

0308 19:51:03.118430 4484 node.go:197] Started Kubelet for node
openshiftdev.local, server at 0.0.0.0:10250

10308 19:51:03.118459 4484 node.go:199] Kubelet is setting 10.0.2.15 as a
DNS nameserver for domain "local"

2EBDODA Y E—IDPRTRIINABWVIEESIE. Kuernetes T —ERBDFETERVWAREMELHY FT,

J—RERZRNT, EAVTF—OR—LY—N"—@OT7AOY MIXRY—ZDBMIN, IV TTF—DHK
RBRAA VIET 7 4)0 b Tl .<pod_namespaces.cluster.local ICRY £9, A5+ —IE, /—FK
FOMHDR—LY ==L Y ERIIR—LY—N—DIITY —%TRY—IIEEELE T, INIE.
Docker WD AV T+ —TIET 74 NOEIMETY, ¥R & —Id. LLFDOFAD .cluster.local K X 1
YTOITY—ICHISLET

Z5.1DNS & Dfl
ATz 94T &
TFTI7#Ib <pod_namespace>.cluster.local
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5.2. OPENSHIFT SDN
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a3
Information on configuring the SDN on masters and nodes is available in Configuring the

SDN.
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Pod A’7/R A M TREII N B 72T, OpenShift SDN IZEAFA2TWE T,

L. WD Pod I, /—RDISRY—H TRy MDD, ZOWTWBIP7RLRAZEIYYTE
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4. ovs-multitenant 7S5 71 V DIHEIE. Pod DH5D RS T 14w 7ICid, Z®D Pod D VNID % 4
JRFL. bZ 74 v IDVNID A Pod D VNID (E/IEHEHEDH S VNIDO) & —HT 2356
ICIEFDPodIC NS 74 vy U %EFRI S 5 E WD OpenFlow L—ILZEEBMLEd, —FHLARWL K
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OpenShift SDN nodes also watch for subnet updates from the SDN master. When a new subnet is
added, the node adds OpenFlow rules on br0 so that packets with a destination IP address the remote
subnet go to vxlan0 (port 1on br0) and thus out onto the network. The ovs-subnet plug-in sends all
packets across the VXLAN with VNID O, but the ovs-multitenant plug-in uses the appropriate VNID for
the source container.

524. /N,y hoJQO—
AEBD22DAVTH—nHY., AVFF—ADeth0 ER—RIZT B ET7RAE Ethernet T/34 X
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As described before, VNID O is privileged in that traffic with any VNID is allowed to enter any pod
assigned VNID 0, and traffic with VNID O is allowed to enter any pod. Only the default OpenShift
Container Platform project is assigned VNID O; all other projects are assigned unique, isolation-enabled
VNIDs. Cluster administrators can optionally control the pod network for the project using the
administrator CLI.

5.3. FIFAAER SDN S5 /1 ~

OpenShift Container Platform (&, OpenShift Container Platform & Kubernetes DE DA 49 —7 = —
A& LT, Kubernetes Container Network Interface (CNI) ZH# R — K L %9, Software Defined
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5.3.1. OpenShift SDN
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Container 2 vethO dockerO . I

101.20.2/24 10..20.1/24 Routing Table ll—

J—R1ICIEUTOIL— R DEFNhFT,

default via 192.168.0.100 dev eth0 proto static metric 100
10.1.15.0/24 dev docker0 proto kernel scope link src 10.1.15.1
10.1.20.0/24 via 192.168.0.200 dev eth0

J—R2IEUTOIL— " DEFNFET,

default via 192.168.0.200 dev eth0 proto static metric 100
10.1.20.0/24 dev docker0 proto kernel scope link src 10.1.20.1
10.1.15.0/24 via 192.168.0.100 dev eth0

5.3.2.2. Nuage SDN

Nuage Networks' SDN solution delivers highly scalable, policy-based overlay networking for pods in an
OpenShift Container Platform cluster. Nuage SDN can be installed and configured as a part of the
Ansible-based installation procedure. See the Advanced Installation section for information on how to
install and deploy OpenShift Container Platform with Nuage SDN.

Nuage Networks &, Virtualized Services Platform (VSP) & idNh 3, RT—ZEY 714 —DF/WL, R
) —R—ZDSDN 75 v b 74 —L%ERHELEFT, NuageVSP &, T—9 FL—VREILA—T>
Y — 2D Open vSwitch & & £ IZ, SDN Controller Z{EA L £9,

Nuage &, #—/N—L 4 Z{EH L T. OpenShift Container Platform & VM 8 & URT X & )L H—/—
DNORBMOBEDOEERY O —R—ATEHKTEZLIICLET, TSV RN TF—LDY)TIEIA A
TFHYT 149 RATY YT, OpenShift Container Platform 7 U 4 —> 3 VOAEIEE L VOt F 2

D714 —EBEfRZERLET,

Nuage VSP |& OpenShift Container Platform &#i& L. DevOps F— AN BEEYT 2Ry NT—0 DS Y
ERMYBRCIET, EVRRAT TN =y a3 v T I BHETHRNTEBELIICLET,
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4. VPorts: VPort I, RAA VEBOHFLWLARNIL T, LYREDEWVWERELTREICT 57D
HE¥hF L, AVFTFF—PVMIIMA, RAKNP Ty IA V=T —RIITH v FICIE
VPorts HEEA L. R AYINY—N— FFYH5—2 3y, LAYV—VLANICEHRTES LD
ICLET,

5. RYS—TI—TR)>—TI—FIEVPorts DAL Y>3V TY,
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OpenShift Container Platform @37~ @% <&, NuageVSP DAV X MZ ¥ MNMIEBEET Y EY
JTEET,

B45.3 Nuage VSP & & U OpenShift Container Platform @< v E> &

LY,
0 ’o\ Nuage VSP

OPENSHIFT

Cluster

nuage.io/policy-group :
Labels L » Policy Groups

* > VPorts

Nuage # 7' & v bk, OpenShift Container Platform / — RIZY vy EV V7 IhFHAN, HEDOTO
Ty hDY TRy ME. OpenShift Container Platform RDEH®D / — RICHIGTE £,

A pod spawning in OpenShift Container Platform translates to a virtual port being created in VSP. The
vsp-openshift plug-in interacts with the VRS and gets a policy for that virtual port from the VSD via the
VSC. Policy Groups are supported to group multiple pods together that must have the same set of
policies applied to them. Currently, pods can only be assigned to policy groups using the operations
workflow where a policy group is created by the administrative user in VSD. The pod being a part of the
policy group is specified by means of nuage.io/policy-group label in the specification of the pod.
BEavR—xv b
Nuage VSP (&, 2 DDEEIVR—F ¥ M %&#EF L T OpenShift Container Platform &#i& L £,

1. nuage-openshift-monitor

2. vsp-openshift plugin

nuage-openshift-monitor
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5.4 FIAAERIL—Y =TS T4V

A router can be assigned to a node to control traffic in an OpenShift cluster. OpenShift uses HAProxy as
the default router, but options are available.
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5.4.1. Default HAProxy Router

5.4.2. HAProxy Template Router

HAProxy 7~ 7L — kDI —4 —RE(Z, TV T L= NL—9—TS 51 VDEREETT, Th
\&. openshift3/ose-haproxy-router ) RY MY —%FRAL T, 7V FL—bML—9—-TF3 710 &L
£1Z. HAProxy 1 VAY VR &ERITLET,
TYTL—ML—9—ICIE220AVER—FY hHY ET,

® awrapper that watches endpoints and routes and causes a HAProxy reload based on changes.

® 3 controller that builds the HAProxy configuration file based on routes and endpoints.
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E15.4 HAProxy JLl—4% —7—4% 70—

TEMPLATE ROUTER PLUG-IN External Traffic

A

Service: +
MyService - ) Service: :80 HTTP :443TCP
! MyService front end front end
) — 3 Endpoints: 1.1.11:
Endpoint: 1.11.1:80 ndpoints:1.1.1.1:80 ;
1
v
Developer Route: Service: Internal helpers
I—P MyRouts e AllssConto —— > Front ends, back ends,
www.example.com www.example.com and config files
i
1
SERVICE UNIT v
MyServiceHTTP back end

—»  1.1.1.1:80

TCP Secured TCP
back end back end
HA PROXY

MASTER NODE

HAProxy 7~ FL—bMIL—9—X MY U R

HAProxy Jb—4 —i&, AEBDX M) I 2L a3 vPEEY X5 A (Bl Prometheus, statsd) THEE
INdLDIC. Prometheus TG DA MY VR ZRBL TR LET, IL—F —I&. HAProxy CSV %
XDOXAPMNYVRAERBITDLIIIERELLY., Fo<K =9 —AN) I RERELABVWEIITEREL
Y TEEY,

The metrics are collected from both the router controller and from HAProxy every 5 seconds. The
router metrics counters start at zero when the router is deployed and increase over time. The HAProxy
metrics counters are reset to zero every time haproxy is reloaded. The router collects HAProxy statistics
for each frontend, backend and server. To reduce resource usage when there are more than 500
servers, the backends are reported instead of the servers since a backend can have multiple servers.

The statistics are a subset of the available HAProxy Statistics.

The following HAProxy metrics are collected on a periodic basis and converted to Prometheus format.
For every frontend the "F" counters are collected. When the counters are collected for each backend
and the "S" server counters are collected for each server. Otherwise, the "B" counters are collected for
each backend and no server counters are collected.

Al L= —REZHESRLTIEIW,

O

UTDRZSRBLTLEILW,
5 1- HAProxy CSV #i&tD1 7y U R
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Backend metrics when not showing Server metrics

due to the Server Threshold,

Backend metrics when showing Server metrics
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current_queue

current_sessions

max_sessions

connections_total

bytes_in_total

bytes_out_total

connection_errors_total

response_errors_total
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check_failures_total

downtime_seconds_tota
|
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ZENA NDIRIEDE
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Current health status of
the backend (1=UP, O =
DOWN).
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33 FbS
35 FbS
40 FbS
43 FbS
60 bS

current_session_rate EED I1#MET, 1#WH
YDRIEOEY > a Y
.
max_session_rate 1BhHi-YomRtEY
2 a vEH,
http_responses_total HTTP ISB&EH#. 10—
R 2xxo
http_responses_total HTTP &&tiE#. O1—
K 5xX,

http_average_response_  BEIEDZEXK 1024 4D >
latency_milliseconds 5O HTTP & (T U#H
BT,

—4—av bO—5—F, UTDO7AT7L=2RELET, INh5iE, Prometheus TERD X KU R

TOHREINE T,

2l

template_router_reload_seconds

template_router_write_config_seconds

haproxy_exporter_up

haproxy_exporter_csv_parse_failures

haproxy_exporter_scrape_interval

haproxy_exporter_server_threshold

haproxy_exporter_total_scrapes

http_request_duration_microseconds

http_request_size_bytes

http_response_size_bytes

124

Ll

I—48 —DBEFHMAFHICHD B EEE AR EA TRE
LET,

W—8 —BEDT 4 R ANDEZRAHITH D 2 BFH
EMBATAELEY.

BB ITAIN L 7= haproxy DIRE T,

CSV OO TS —# T,

ROPENFATIND X TOMEMDIFRETY (T —
S DY A XITHBILET).

BEF LAY —/N—HEREDLEWMETY,

WEDEET HAProxy INEE T,

IVOMEBEMOHTTP ZBRDOL ATV =TT,

NA NEELD HTTP Bk A X T,

A MBI HTTP &Y 1 XY



$B5= Xy h7—7

openshift_build_info OpenShift A*EJL K E 117z major. minor, git
commit, git version T R)U{FIF I EHE T D
XNYOIRATY,

ssh_tunnel_open_count SSH by RILEBEMBMLLD ERTLAEEBEHTT.

ssh_tunnel_open_fail_count SSH by RILEBEMKMLEL D &E LTERBLAEETHT
E

5.4.3. F5 BIG-IP® Router plug-in

A router is one way to get traffic into the cluster. The F5 BIG-IP® Router plug-in is one of the available
router plugins.

pa )

The F5 router plug-in is available starting in OpenShift Enterprise 3.0.2.

The F5 router plug-in integrates with an existing F5 BIG-IP® system in your environment. F5 BIG-IP®
version 1.4 or newer is required in order to have the F5 iControl REST API. The F5 router supports
unsecured, edge terminated, re-encryption terminated, and passthrough terminated routes matching on
HTTP vhost and request path.

The F5 router has feature parity with the HAProxy template router, and has additional features over the
F5 BIG-IP® support in OpenShift Enterprise 2. Compared with the routing-daemon used in earlier
versions, the F5 router additionally supports:

® path-based routing (using policy rules),
® re-encryption (implemented using client and server SSL profiles)

® passthrough of encrypted connections (implemented using an iRule that parses the SNI
protocol and uses a data group that is maintained by the F5 router for the servername lookup).

pa 3

Passthrough routes are a special case: path-based routing is technically impossible with
passthrough routes because F5 BIG-IP® itself does not see the HTTP request, so it
cannot examine the path. The same restriction applies to the template router; it is a
technical limitation of passthrough encryption, not a technical limitation of OpenShift
Container Platform.

5.4.3.1. Routing Traffic to Pods Through the SDN

Because F5 BIG-IP® is external to the OpenShift SDN, a cluster administrator must create a peer-to-
peer tunnel between F5 BIG-IP® and a host that is on the SDN, typically an OpenShift Container
Platform node host. This ramp node can be configured as unschedulable for pods so that it will not be
doing anything except act as a gateway for the F5 BIG-IP® host. It is also possible to configure multiple
such hosts and use the OpenShift Container Platform ipfailover feature for redundancy; the F5 BIG-
IP® host would then need to be configured to use the ipfailover VIP for its tunnel’s remote endpoint.
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5.4.3.2. F5 Integration Details

The operation of the F5 router is similar to that of the OpenShift Container Platform routing-daemon
used in earlier versions. Both use REST API calls to:

® create and delete pools,

® add endpoints to and delete them from those pools, and

e configure policy rules to route to pools based on vhost.
Both also use scp and ssh commands to upload custom TLS/SSL certificates to F5 BIG-IP®.
The F5 router configures pools and policy rules on virtual servers as follows:

® When a user creates or deletes a route on OpenShift Container Platform, the router creates a
pool to F5 BIG-IP® for the route (if no pool already exists) and adds a rule to, or deletes a rule
from, the policy of the appropriate vserver: the HTTP vserver for non-TLS routes, or the HTTPS
vserver for edge or re-encrypt routes. In the case of edge and re-encrypt routes, the router
also uploads and configures the TLS certificate and key. The router supports host- and path-
based routes.

R

Passthrough routes are a special case: to support those, it is necessary to write an
iRule that parses the SNI ClientHello handshake record and looks up the
servername in an F5 data-group. The router creates this iRule, associates the
iRule with the vserver, and updates the F5 data-group as passthrough routes are
created and deleted. Other than this implementation detail, passthrough routes
work the same way as other routes.

® When a user creates a service on OpenShift Container Platform, the router adds a pool to F5
BIG-IP® (if no pool already exists). As endpoints on that service are created and deleted, the
router adds and removes corresponding pool members.

® When a user deletes the route and all endpoints associated with a particular pool, the router
deletes that pool.

5.4.3.3. F5 Native Integration

With native integration of F5 with OpenShift Container Platform, you do not need to configure a ramp
node for F5 to be able to reach the pods on the overlay network as created by OpenShift SDN.

Also, only F5 BIG-IP® appliance version 12.x and above works with the native integration presented in
this section. You also need sdn-services add-on license for the integration to work properly. For version

11.x, set up a ramp node.

Connection
The F5 appliance can connect to the OpenShift Container Platform cluster via an L3 connection. An L2
switch connectivity is not required between OpenShift Container Platform nodes. On the appliance, you
can use multiple interfaces to manage the integration:

® Management interface - Reaches the web console of the F5 appliance.

® External interface - Configures the virtual servers for inbound web traffic.

126


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#setting-up-f5-native-integration-with-openshift
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#establishing-a-tunnel-using-a-ramp-node

$B5= Xy h7—7

® |nternal interface - Programs the appliance and reaches out to the pods.
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An F5 controller pod has admin access to the appliance. The F5 image is launched within the OpenShift
Container Platform cluster (scheduled on any node) that uses iControl REST APlIs to program the
virtual servers with policies, and configure the VxLAN device.

Data Flow: Packets to Pods

pa )

This section explains how the packets reach the pods, and vice versa. These actions are
performed by the F5 controller pod and the F5 appliance, not the user.

When natively integrated, The F5 appliance reaches out to the pods directly using VXLAN encapsulation.
This integration works only when OpenShift Container Platform is using openshift-sdn as the network
plug-in. The openshift-sdn plug-in employs VXLAN encapsulation for the overlay network that it
creates.

To make a successful data path between a pod and the F5 appliance:

1. F5 needs to encapsulate the VxLAN packet meant for the pods. This requires the sdn-services
license add-on. A VXLAN device needs to be created and the pod overlay network needs to be
routed through this device.

2. F5needs to know the VTEP IP address of the pod, which is the IP address of the node where
the pod is located.

3. F5needs to know which source-ip to use for the overlay network when encapsulating the
packets meant for the pods. This is known as the gateway address.

4. OpenShift Container Platform nodes need to know where the F5 gateway address is (the VTEP
address for the return traffic). This needs to be the internal interface’s address. All nodes of the
cluster must learn this automatically.

5. Since the overlay network is multi-tenant aware, F5 must use a VXLAN ID that is representative
of an admin domain, ensuring that all tenants are reachable by the F5. Ensure that F5
encapsulates all packets with a vnid of 0 (the default vnid for the admin namespace in
OpenShift Container Platform) by putting an annotation on the manually created hostsubnet -
pod.network.openshift.io/fixed-vnid-host: 0.
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A ghost hostsubnet is manually created as part of the setup, which fulfills the third and forth listed
requirements. When the F5 controller pod is launched, this new ghost hostsubnet is provided so that
the F5 appliance can be programmed suitably.

pa 3

The term ghost hostsubnet is used because it suggests that a subnet has been given to
a node of the cluster. However, in reality, it is not a real node of the cluster. It is hijacked
by an external appliance.

The first requirement is fulfilled by the F5 controller pod once it is launched. The second requirement is
also fulfilled by the F5 controller pod, but it is an ongoing process. For each new node that is added to
the cluster, the controller pod creates an entry in the VXLAN device's VTEP FDB. The controller pod
needs access to the nodes resource in the cluster, which you can accomplish by giving the service
account appropriate privileges. Use the following command:

I $ oc adm policy add-cluster-role-to-user system:sdn-reader system:serviceaccount:default:router

Data Flow from the F5 Host

R

These actions are performed by the F5 controller pod and the F5 appliance, not the user.

-

1. The destination pod is identified by the F5 virtual server for a packet.

2. VXLAN dynamic FDB is looked up with pod’s IP address. If a MAC address is found, go to step 5.

3. Flood all entries in the VTEP FDB with ARP requests seeking the pod's MAC address. ocated. An
entry is made into the VXLAN dynamic FDB with the pod’'s MAC address and the VTEP to be

used as the value.

4. Encap an IP packet with VXLAN headers, where the MAC of the pod and the VTEP of the node
is given as values from the VxLAN dynamic FDB.

5. Calculate the VTEP’s MAC address by sending out an ARP or checking the host’'s neighbor
cache.

6. Deliver the packet through the F5 host's internal address.

Data Flow: Return Traffic to the F5 Host

R

These actions are performed by the F5 controller pod and the F5 appliance, not the user.

1. The pod sends back a packet with the destination as the F5 host’s VXLAN gateway address.

2. The openvswitch at the node determines that the VTEP for this packet is the F5 host's internal
interface address. This is learned from the ghost hostsubnet creation.

3. AVXLAN packet is sent out to the internal interface of the F5 host.
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)z 6
; During the entire data flow, the VNID is pre-fixed to be 0 to bypass multi-tenancy.

5.5. IR— MEriX

55.1. =&

OpenShift Container Platform (&, Kubernetes ICHEAIAEN TV HEEAERA L T, Pod ~NDR— ~ig
EEHR—MLET, Thid, HTTP & SPDY £4IE HTTP/2 R EDZELA N Y=/ 7O MO
WEFERALTERINET,

Developers can use the CLI to port forward to a pod. The CLlI listens on each local port specified by the
user, forwarding via the described protocol.

5.5.2. % —/\—3#fF

Kubelet i&. 2547V hDODR— MREBERZUBLET, BEXRERETDE. BEET7YTY
L—RU. 9547 DR PMEEI M) —LZFERTHEITHELIT. FIRMAM)—LEZZEL
eb, AN —ALEPod R—MEDT—4%Z23E—-LFT,

T—FT7UFv—MICIE. Pod DR— MIBRET 24 T avhHY £9, OpenShift Container
Platform THR— M XN ZIREDRELIL/ — KKRZA M TE#Z nsenter ZIFU'HE L, Pod *y k7 —7
® namespace ICAY ., socat #lF UM L TR M) —L & Pod DR— MEDTFT—4%IE—LEY,
L. ARY LDERKICIE, nsenter & socat D/NNA Y —ZKRAPMIAVAM=)L LA TVLWED
IS, INSDNAF)—%FTT S [NL/S—] Pod DETHIEFEFNTVWET,
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Developers can use the CLI to execute remote commands in containers.

5.6.2. —/\—1&{F

Kubeletld, 2547V hDEDY) E— MNERITEREWBLET, BEXEZEITDEREET Y SV
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OpenShift Container Platform Jb— M &, #EI Z4 72 DRI TH —ERICEETES LD
IZ. www.example.com R EDKRA MG T H—EZX ZRHEALFE T,

DNS resolution for a host name is handled separately from routing. Your administrator may have
configured a DNS wildcard entry that will resolve to the OpenShift Container Platform node that is
running the OpenShift Container Platform router. If you are using a different host name you may need to
modify its DNS records independently to resolve to the node that is running the router.

B —4 —I3EH] (63 XFICHIR), H—ERELIVH— 8LUVATYarvotxa) 74 —%ET
BRINTWET,

572. )b—%9 —

An OpenShift Container Platform administrator can deploy routers to nodes in an OpenShift Container
Platform cluster, which enable routes created by developers to be used by external clients. The routing
layer in OpenShift Container Platform is pluggable, and several router plug-ins are provided and
supported by default.

)z 6
i See the Installation and Configuration guide for information on deploying a router.
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When there are fewer VIP addresses than routers, the routers corresponding to the number of
addresses are active and the rest are passive. A passive router is also known as a hot-standby router.
For example, with two VIP addresses and three routers, you have an "active-active-passive”
configuration. See High Availability for more information on router VIP configuration.

=K L= —ty BT Vv — RN IhZEd, BEEBEE, V5R9—2FTUv— NbEHRE
L. 2—H—=E7OY Y MIEEN D namespace ICY ¥ — RIEARETEE T, 7L —4—I,
Yry—RNEddE, BREROILN—9—JIL—TE2EHETEDLIIAYET, COTIL—THROZIL—
H—E NS T4y DY TRy MIDICDARBETEET,

OpenShift Container Platform JL—4% —(&, AEDKRA MG v EV T &, IL—9—ICXKFIERAZBEE
ET7OMNINEFERLTY—ER IV RRA Y MOEFTOMETVWET, IL—9—I&. EEXEH
BreXx 2L, 7ORINICHERMNEDREFEELTVWEIRELHY T,

W—8 =TS0 4T 74 MT, RRMNR— |k 80 (HTTP) & & 0 443 (HTTPS) /X1 ¥ RTX &

¥, 2FY, BEIhTWRLWE, ThHDR—MNIFRAINAZWVWDT, IL—9—IF/—RKRIIEEXh
TWBRELNHY £, F/ziE. JL—4% —IE. ROUTER_SERVICE_HTTP_PORT 5 & U

130


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#prereq-dns
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/developer_guide/#creating-routes
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-router-overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cluster_administration/#configuring-a-highly-available-service

$58 Xy b7—Y

ROUTER_SERVICE_HTTPS PORTIREZHZHREL T, HOR—KE2Y Y RAVFTBELIIEKRELT
e A
W= —E, RAMN/—RDR=MINA Y RINBZDT, V=9 —DKRAMRY NT—0%&FERALT
WBBEICIE (T 72K, &/ —RIK1D2LHAZINSEDR—bE2) v AV T BN —9—%2BETEZE
BAo VIRI—FXYNT—01F, EIVL—F—DVFRI—KHDITRTDPodICTIERATESD LD
ICERELZE T,
W= —FUTFTo7OraLEYHR—MLET,

e HTTP

e HTTPS (SNI %)

® WebSocket

e SNIffEDTLS

pa )

WebSocket N5 71 v 2k, BUI— M RAIZFERL, O N>74 v 2 EBEL TLS
Rimy4 T R—MLET,

X 1T7REHRABILTDICNE. V54TV NEY—N—|lHBT S BESELEZRNYRDIVELHY
X9, FEMREDICON., LYEFa2)TFT1—DFL. HILLWEBSELFATE, V347V 8VY T
VITICHEINET, UaI02 514 7> MEFEE{LEL, E¥a2) 71— @ﬁm LRI DRES{b 5 A
MELEINEFT, T7A4INMTIE L—F =& —BHEICAFTES, BEVWISAT7Y MIEGLE
T ==&, FEDISAT7 Ve R— NI 2BESCLOFTERLIEZEEDEFERAL, £ )

T4 —MEVWESEEFRALAVWLIICRETEET,

57215 7FL—bMIL—%—

FYTL—ML—9—F, L—9—D—FET. BEDA VISAMNS IV Fv—EREEBDIL—H—F
IR LET, UTICHIERLET,

o TVRKRAVINBLIVI—bEERTZS v /=TT,
o SHETRELR I+ —ALIIREINZIVRRAVMNEIL—FTF—4,
o NEDRREARBRERRELRT Y TL—NMIEL, 7Y L—hEEFTLET,

e BO— NV TFTMERTHLIET,

5.73. FIAAERERIL—9—TS T4

MEESNAFBEARERIL—Y—TS T4 VIcD2WTik, TRIEAER TS T4 ] oI ava5EE
LTLEEIW,

Instructions on deploying these routers are available in Deploying a Router.
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ERICATAYVERRAEA DICT BRI EHTEET,

TI7AIWBMTIE, RAZI—=I—bDRT1vF—tvIavid, source EFONEA N T TV —%(F
FALTEELEY, $XTD/ARJ)L— MHICIE. ROUTER_TCP_BALANCE_SCHEME IRIEZ#H T, @
BlJL— M AICIL. haproxy.router.openshift.io/balance L — NEED7 / 7—2 3 VT, 774 ME
EETDHIENTEET,

fthDFEFEDIL— MMEFT 7 4L kT leastconn BROHA M7V —&FERALFIA. Ihid
ROUTER_LOAD_BALANCE_ALGORITHM IRIEZ#H = AL TCERTEE T, /. ErIL— NI
I&haproxy.router.openshift.io/balance L — NEED7 /57— a Vv AFRALTEET BRI ENTEE

ERR
pz 18]
| cookield. HTTP RS 74 w U ARRTIRLVD T, NRARI—IL—NTEHRETEFHE
Ao KHYIL, V—RIPT7 RLRER—IZHHIEEIN., Nv I TV REHELE
ERR
Ny DT RO Eb>212FEICIE. M2 T4 v VI38B 27 —N"—Il&ES5Nh, RT1 v

FRAMESRY FT, O— KNS U —ZFEATIHEEE (VX IPHARTING
W), BULESHIEERICKEIN, FST714 v IDPEL Pod ICEFEINZET,

512, ZDTYFL—KMNL—9—TS 54 UId, Y—E XL E namespace #EBOREITEL F
T, Chid, E7ETRBIEZIRAT A v IT—TILORERE, JYSERREICFERTEEY,

Specific configuration for this router implementation is stored in the haproxy-config.template file
located in the /var/lib/haproxy/conf directory of the router container. The file may be customized.

HAProxy JL— % — 7" hostNetwork: true TETINRWRY ., IXTOHNBI Z4 7V

yz )

source M BEFOEIA NS TV — &, NAT DRBRENRET. ALDISA TV NPT

' RLRERBLAWDT, EETDIP 7 KL R (HAProxy Y E— M) IZALTY,
MIBE—D Pod ITIL—FT 4 73N ZFT,

5.7.5. )L.— 4% —DRELTH

DI avVTHEINTWETZATALIZTART, L—49—0OFT7TO4 AV MNEE ICEBIELTH AT
ELTEREALETDH, ocsetenvIVv Y RAEFHLET,
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I $ oc set env <object_type>/<object_name> KEY1=VALUE1 KEY2=VALUE2

All:

I $ oc set env dc/router ROUTER_SYSLOG_ADDRESS=127.0.0.1 ROUTER_LOG_LEVEL=debug

F5.2 ) —9 —DIRBEH

=8

DEFAULT_CER
TIFICATE

DEFAULT_CER
TIFICATE_DIR

DEFAULT_CER
TIFICATE_PATH

DROP_SYN_DU
RING_RESTART

EXTENDED_VA
LIDATION

NAMESPACE_L
ABELS

PROJECT_LAB
ELS

RELOAD_SCRI
PT

ROUTER_ALLO
WED_DOMAINS

T4k

false

true

B4

TLS Y—/N\—SEBAZA N LAWIL— MIFERTZT 740 b
DEEFAEDAR, PEMFR,

tlscrt EWO 7 7AW EELTaA LY M) —~D/IXR, tls.crt
WPEM 7 7 AL THRL, MBRESUHEICE. BCTa L0
M)—HODtlskey EWD 7 7ML ERICHEAINE T, PEMF
RDAVFUVIK, TI7AIMDIREZEE LTHEAINE T,
Zhix. DEFAULT_CERTIFICATE % 7<%
DEFAULT_CERTIFICATE_PATH M8 I TLWARWEES
DHEAINZET,

TLS H—/N—GERAZZ AR LWL — MIERTZT 740 b
SEBEA~D/SR, PEM=., DEFAULT_CERTIFICATE '
EXINTVWAWNEEDAFEAINET,

When set to true, enables an iptables rule to drop certain
packets during a restart to provide a seamless restart. See the
install guide for details.

true DIFEIE. I—F—IT& Y., FAEIMEEMNICEL W &
ZRESELET, CAICH L CAREEIRIEEINERA, TAMNE
F 7129 B, false ICEREL T,

BE189 % namespace ICERAT 2 RNILEL VY —TY, BiET
RTEEKRLEY,

BERTZTIO0VY MUOBERTZINILELYS—TT, 22’
IANTZERLIT,

I—49—5BO—RITELDIFERATEIBEO—RIAZYTRD
INRA T,

IW—hDKRRANEDHEEDZIENTEEZRXAYODOAVY
XYY D—&E, RAAVICEFNDTTRAA VAFERTEE
3., ROUTER_DENIED DOMAINS #+ 7> a>vid, A7
TaAavVIEEINTWREEZEEEXLEYT, ThAREINT
WBIBEI, FAINTWS KX VEAEITRTERINE
ER
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ROUTER_BACK
END_PROCESS
_ENDPOINTS

ROUTER BIND_ false
PORTS_AFTER
_SYNC

ROUTER_COOK
IE_NAME

ROUTER_COMP  “text/html
RESSION_MIME  text/plain
text/css"

ROUTER_DENI
ED_DOMAINS

ROUTER_ENAB
LE_COMPRESSI
ON

ROUTER_LISTE  0.0.0.01936
N_ADDR

ROUTER_LOG_
LEVEL

g
Of

ROUTER_MAX_ 20000
CONNECTIONS

ROUTER_METR 500
ICS_HAPROXY_
SERVER_THRE
SHOLD

ROUTER_METR
ICS_HAPROXY_
EXPORTED
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T 7L — MNE#K processEndpointsForAlias DERARFICT Y K
RAVRNEEDL D ICWEBIREDNEIBET 2XF5. BURR
{1 ['shuffle”, "] T, "shuffle” IZ. RIFVH L & CBRA
BEBICRELE T, 774/ MOEIEIE. BRIISRELZIE
FIC, ENMRINFT,

true /I TRUE ICREINTWBBAICIEK., L—9—F. =
LREEREICARDZEFTR—NMINAI Y REINFEA, 'true' F
7olE TRUE' ICEREINTWARWGE I, IL—F —dR—MIN
AV RIh, BIEEICERNIBAZBHBL FI A, IL— N THHA

FhARVWEDEHY F T,

cookie BEIEL T, RETERLAET 74 hEELEEXL
F9, BHlld. AXF. MXF. BF, ""FEE"-"E2FERIC
HAEDOETEETILENHYET, 774 ME IL—F
DNy T afbIN-REF—EZ T,

E#ET 5 AR—ATRY SN mime ¥ 1 TO—ETY,

IW—RDERRARNEZICEDBZENTERVWRAAVYDIAVIK
TYD—E, RXAVICEFND YT RAAVEFHATEEFE
A, ROUTER_ALLOWED DOMAINS # 7> a> % tZ%
LY,

true £/ IE TRUE 054, AIBERIGSICIEISEEZEEBLE T,

W—F—XKNY)IZADY) RV T RLRAEEZELET,

syslog ¥ —N\—(lZEETHOTLANILTT,

REHERDORAETY,

CSVHEATINEINE AN I RTY, fl:
defaultSelectedMetrics =[]int{2, 4, 5,7, 8, 9,13, 14,17, 21, 24,
33, 35,40, 43,60t
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ROUTER_METR
ICS_HAPROXY_
BASE_SCRAPE
_INTERVAL

ROUTER_METR
ICS_HAPROXY_
TIMEOUT

ROUTER_METR
ICS_TYPE

ROUTER_OVER
RIDE_HOSTNA
ME

ROUTER_SERVI
CE_HTTPS_PO
RT

ROUTER_SERVI
CE_HTTP_POR
7

ROUTER_SERVI
CE_NAME

ROUTER_CANO
NICAL_HOSTN
AME

ROUTER_SERVI
CE_NAMESPAC
E

ROUTER_SERVI
CE_NO_SNI_PO
RT

ROUTER_SERVI
CE_SNI_PORT

ROUTER_SUBD
OMAIN

5s

5s

haproxy

443

80

NTYwy

10443

10444

HAProxy JL—48 —®D X ) 7 %% L £ (haproxy D&
R—PFPINTWBETT),

true ICEREI N TW 35S, ROUTER_SUBDOMAIN 7~
TL—bDHBI—KDspechostBrx EEXZLFT,

HTTPS &Xk% ) vy AV $5KR—KMNTY,

HTTPZEX%Z ) v AVFBKR—KMTY,

W= —DI—NATF—Y XA TEHLAEH#NTDLEITT,

W= —RATF—=F ARRINZIN—F—D (X T>avD) Kk
AKMETY,

W= =PI —F—RF7—FH ATHL%HHIT % namespace T
9, ROUTER_SERVICE_NAME "R I TW3IF&IE0
ATY,

—HOT7OYRIYRHOOLNY I TV RADOBEICFEAINS
AMR—FTT (ULTESELTLEIW),

—HOT7OYRIYRHOONY I TV RADQBEICFEAINS
AMR—FTT (UTESELTLETIW),

spec.host ML TIL— MDRRA NBEERT ZHICFERIND
TV FL—TY (Bl ${name}-
${namespacet}.myapps.mycompany.com),
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ROUTER_SYSL
OG_ADDRESS

ROUTER_SYSL
OG_FORMAT

ROUTER_TCP_
BALANCE_SCH
EME

ROUTER_LOAD
_BALANCE_AL
GORITHM

ROUTE_LABEL
S

STATS_PASSW
ORD

STATS_PORT

STATS_USERN
AME

TEMPLATE_FIL
E

ROUTER_USE_
PROXY_PROTO
coL

ROUTER_ALLO
W_WILDCARD_
ROUTES
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leastconn

/var/lib/haproxy/
conf/custom/
haproxy-config-
custom.templat
e

OJXvtE—Y%EETEHT7RLATY, ZOBEIFEMICK
YEY,

BEINTVWERIEEIE, EBOI -9 —EXKTHERAINSZT
74N MOOTHANEEEINE T, ZOER. EBEDIL—
Y —REDERICHEI BENDHY XY,

Load-balancing strategy for multiple endpoints for pass-through
routes. Available options are source, roundrobin, or
leastconn.

Load-balancing strategy for routes with multiple endpoints.
Available options are source, roundrobin, and leastconn.

BRI ZI—MNIBEARATEZSNILELYY—TT, @AEiEEL
RWBEIRTRTEEKRLET,

W= —DHEHIT VAT E2DICBER/NRRT—RK (Jb—4% —
DORENYR— T 25HE)

MEtz /AT 2R— b V=9 —DERENYR— MT B5H).
BREINTUVARWGEIIREHEARINEEA,

W= —DREHIT VR T 2 OICBHBRI—F—F (I —
H—DEENINZHR—FLTWVWBHER).

HAProxy &> 7L — hADNIRR (AV T+ —A X —YR),

true £/ IFTRUE ICEREINTWVWBIHEITIE. HAProxy 15
EEHIR— b 80 & 443 £ PROXY 7O hJILAEFEALT
WBZEAEBELFT, V—RIPT7RLRIE, O—RNRSY

H—A Amazon ELB 4D 7O NI EHR— KT BIHEIC

. O—RNRSYH—ERRZ)IN—F B2 ENTEET,

true /X TRUE "SR EINTWBBAICIEK., L—9—DF(
FryvPuEHIKT BEWD Subdomain D71 )L KA—KRY
T—MEEINIIL— ME. HAProxy L—4 —HH—E X %R
HmLET,
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ROUTER_DISA
BLE_NAMESPA
CE_OWNERSHI
P_CHECK

ROUTER_STRIC
T_SNI

ROUTER_CIPH
ERS

pa

intermediate

namespace FIAHNR ) & —%EMT 57HIC true ICREI N
9,

strict-sni

NA Y RTHYR—PMINBESOEY F2EBELXT,

ALY Y TERODIN—9—%RTT2HHEICIE. W—F—D)vRAVTEHR—
(ROUTER_SERVICE_SNI_PORT # &£ ¢* ROUTER_SERVICE_NO_SNI_PORT) #Z &
TEIMREIHYFET, CNOHDR—KMIE, YOV ET—ETHNIEL, AITHIRETEZE
T Floo INHDR— MIASIIERARAINFEA,

W= =94 LTI NEH

TimeUnits (38(F. ZORICBEMAZEBELTCRELE T, us* (¥4 70%). ms(I UM, 777

M. s (). m(%2). h*EE). d(H)
R [1-9][0-971*(us\Ims\|s\|m\|h\|d)

ROUTER_BACK
END_CHECK_IN
TERVAL

ROUTER_CLIEN
T_FIN_TIMEOU
T

ROUTER_DEFA
ULT_CLIENT_TI
MEOUT

ROUTER_DEFA
ULT_CONNECT
_TIMEOUT

ROUTER_DEFA
ULT_SERVER F
IN_TIMEOUT

5000ms

Is

30s

5s

Ny Ty RTDEKD liveness F v 7 OEEORY,

P24 T7 Y ML= MIERTZHFEDTCPFINY A AT b
OHEAFIEL X9, BEHUMOLDITEEINLFIN BT
DOEERICISE I NAVGEITIE. HAProxy AN &K & T L &
o NMNIWVMEEREREL, W—F9—TUY—REHFYFERALT
WRWEEIZIE. YR Z7IEHY FHEA

DIAT Y MDT =Y 2HBY 5D EETDHODRKEDOR
I,
RN IERERE

W= —=DBI— &Ry X2 $%PodDTCPFIN & A AT
T hEFIBLET.
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57.6.0—K/NZ v
I—MIEBDITY RRA Y MO HB5E

ROUTER_DEFA 30s Y—N—DNF—S%ERT 2D, EETHLOOFEORY,

ULT SERVER_T

IMEOUT

ROUTER_DEFA Th TCP F 7213 WebSocket i A B S N 72 R AE TR D EFEEL.

ULT _TUNNEL_ T websockets/tcp #EfTH B 515 E (B £ U HAProxy DB FEAHIA#

IMEOUT INZE) I, LEID HAProxy 7Ot A AEE I 2B 2.
ARSI REBICRENE T,

ROUTER_SLOW  300s FLOWHTTP ERHIRRIIND I THE T 2R KEEEZREL

LORIS_HTTP_K 9, COENMET EZIHEICE. T30 —BLU0T7 7Y

EEPALIVE r— avdkeepalive ENMES 2Y 3 X T, BENRET S
AREEAHY FT, FLWERIFUTOFRE I Y 3 v E25R
LTLEIW,

ROUTER_SLOW  10s HTTP EXROEHRICH D BB,

LORIS_TIMEOU

T

RELOAD _INTER 5s HHROER T 2/2HDICIN—9—DOBO— RKAPFHFIINS

VAL =RANDIEE,

ROUTER_METR  5s HAProxy X M) 7 ZDIRES 1 LT 7 bk,

ICS_HAPROXY_

TIMEOUT

pa 23]
BMRYA LT MEICIE, BELEERIODOSY A LT D MTIERL, BHEDEHZHET

LIEICHEET B2 EDNTEET,

f5l: ROUTER_SLOWLORIS_HTTP_KEEPALIVE (3 timeout http-keep-alive % S8&5 L.
T 74 M T 300s ICEREINTWE I A, haproxy I tep-request inspect-delay © #F
L, BIX5s ICREINTWVWSBDT, SEIDHZEICIE. GETDY A LT ME 300s I
5s ZIMNATBICRY XY,

VIRANTTY—

ICIE. HAProxy IZ:BIRLZBROMA NS TY—%Z2EIC, T

YRRAVMNEICEREDBLET, Thid, £y ParyORPOEKRGE, kiERIFIATE AW
BICEAINET,

ARZTI—IKIRUTOWTNIMERATEET,
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e roundrobin: TV KR4 VU ME. EHITHEL.
ENMIFICOMINDHE

IBFICERAINEY., hidk, —1—0R
IKRERAL—XTRERTINTYXLTY,

leastconn: EHHAREDLLVWIY KRSV MDPEREZELET, ERFEMFEELVPHVTIY

KR A
Yy arvhEBICRWGS

VADEMHDBAICIE., STV ROEVYRETINE T, LDAP, SQL., TSE 7%t &,

CDT7INTYXLAEFHLTLEIWL, HTTPARE, Bnwty
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TavEBREMEEATASIONINTOFERAEZENEEILTVWERA,

e source:V—XIP7RLRIF, nNyIalkIh, ZTHRY—N—DEFDEATHEINT,
EDH—N—DEBEREZEITINMEELET., ThiZLY, == T/BHLAWVRY,
BLISAT7Y NP7 RLRAEEICALY—N—ICEELET, ETFOYF—N—HIZELL
ZET, Ny YADERIEILLIEIBEICIE. ZBLDIFAT Y NP ERDZH—/N—(|TE5E
INET, TOT7ILTY) ALIFE—REICNRRI)L—IIL— NTERINET,

The ROUTER_TCP_BALANCE_SCHEME environment variable sets the default strategy for
passthorugh routes. The ROUTER_LOAD_BALANCE_ALGORITHM environment variable sets the
default strategy for the router for the remaining routes. A route specific annotation,
haproxy.router.openshift.io/balance, can be used to control specific routes.

5.7.7. HAProxy Strict SNI

T2 MTIE, RARMEIHTTPS £/ IE TLSSNIEKRDIL— N &R LAWD T, T 7 %)L MEBRE
N 503 IGBED—EE LT, MUPHLTIGEINET, ThickY., FI74IL MNIBEAXARKEIN, T
ERFEERENY A MIRBEINZDT, EFa )71 —OBEBEABI IR THBEEIHY FT, /MY
K F® HAProxy strict-sni 4 7> 3 VA FERH$ 5 &7 7 4 )L MIAEDFEAMIH I N E T,

ROUTER_STRICT_SNI BBZ#d/\1 ¥ RILEBASIE L £9, true £7-13 TRUE IKREIh TV
BEICIE, strict-sni A° HAProxy /X4 ~ RIEIII N E T, 77 4L MEREIE false T,

DX T avig, W—9—DOERBEE/ITEOEBMBICKRETCEET,
I $ oc adm router --strict-sni
Zhix. ROUTER_STRICT SNI=true Z5%ECTZ %9,

57.8.)L—% —DEESZX A — K

BV Z4 T~ (fl: Chrome 30 F7zI& Java8) ICIE, =4 —IlEFaT7ICHERT 27-DICFERAT 05
FSAA—FPEFNET, =5 ERETTIESZICE, BSEPRETHE1DODBETT,

K53IN—9—BESTOT7714)L

JOozr74 B0 HBHREHWISI1 TV K

modern Firefox 27, Chrome 30, IE 11 on Windows 7, Edge, Opera 17, Safari 9, Android 5.0,
Java 8

intermediate Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP IE8, Android 2.3, Java 7

old Windows XP IE6, Java 6

A, Security/ServerSide TLS Y 77 LY 2 A4 RSB LTI,
The router defaults to the intermediate profile. You can select a different profile using the --ciphers
option when creating a route, or by changing the ROUTER_CIPHERS environment variable with the

values modern, intermediate, or old for an existing router. Alternatively, a set of "." separated ciphers
can be provided. The ciphers must be from the set displayed by:

I openssl ciphers
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579.)l— KRR NE

OpenShift Container Platform L— M @B L TH—EX & AMICEZERRERFR A MR E2BEEMITZ
ET, Y—EREABICAETZENTEEYT, COITYIRANGIEIRIZ, Y—ERITNT T4 v
Del—T4VT792DICEALEY,

#7325 namespace N SEHDIL— M RILKRR MEBERT ZHFEIC. —FBHWIL— MIBEIh, %
M namespace ICR A M &#EB L E 9, B L namespace WIZ, BMDIL—MHELB/IZAT 1 —=ILRT
EHEINTULBHEICIE, INODNRAZRMEMINET, BHOIL— MIRALAZINMEAINTLNSS
BTk, —BHVWEDOIBEINE T,

HZ2ZA—F—DRAMZITIL—F2DAD2DFHLL, 1HFHWN) ZHBELELDIELTWR ERELE
T, TOA—HF—DNKRRARNZIMHD 2 DDIL— MNEEBET BHIIC. HOI—HF—DEULKRR MZITIL—
FEIEELAD ZIC. TDA—HYF—ICLYIERFADIL— MDBIBRINALIFZEIC. CDRANEANDE
KIGMRDA R ARY F9, fhD namespace AT DHRRAMEZEERL, RMOI—H—DEXRIZRL R
YEd,

BISTHEEINARZ M RO — b

apiVersion: vi
kind: Route
metadata:
name: host-route
spec:
host: www.example.com ﬂ
to:
kind: Service
name: service-name

‘) H—ERENETEEOICERINZANISBETMREARR NEEIEELET,

FIS2 KX MRADIL— b
apiVersion: vi
kind: Route
metadata:

name: no-route-hostname
spec:
to:
kind: Service
name: service-name

RRARNENIL—MEED—EE L THBEINTLWAWESICIE, OpenShift Container Platform A B &l
BICEKRLET, ENINLARRXNEGIFUTOL I B EEY T,
I <route-name>[-<namespace>].<suffix>

LUFDFITIE. namespace mynamespace ICR R M EBIMETIC, EEDIL—MREICH LT
OpenShift Container Platform B4R L7cR R EERLE T,

| msazmeanzszia
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I no-route-hostname-mynamespace.router.default.svc.cluster.localﬂ

ERINIERA NGO 74 v IR TIAN DIV =T 4V ITHTRALY
router.default.svc.cluster.local T3,

A cluster administrator can also customize the suffix used as the default routing subdomain for their
environment.

5710. )L— &4 S

W—HMIEF2YT1—Z2RELTELAKTERBVERA, EXFa 70— ME, EHOD TLS Kin
A TEFERLTISAT7Y MIEREARBETEET, IL—4 —Ik, edge. passthrough B & U re-
encryption #im%&EHYR—MLEXT,

spec:
host: www.example.com
to:
kind: Service

fls4atxa) 51 —REINhTVWEWIL— AT Y M YAML &
apiVersion: vi
kind: Route
metadata:
name: route-unsecured
name: service-name

TFa) T4 —REINTWARWL— NI, BPERAEIVETRVDT, REI’RLEMTTY, &
Fal)T4—REINTVWIIL— ML, BREZIFELFAOZFICTESZOTEF2A T4 —%2HERTEE
ER

Secured Jb— MlE. IL—FD TLS BIGHAIEEINZIL— N TT, FAFTBERKRIEY 1 Tk, LT TR
BB TLWE,

5.7.10.1. XAR—ZADJL— b

IRZAR—=ZDI)V—KME, BLERRAMET, TRENERZ/NRZAE2FRAL TEBRDOIL—MIH—ER %R
HMTEBLIIC, URL EEBARER/NRZRAVR—RV MNEEELEFT (—MDNZ T4 v VD HTTP
N—=ZATRIFTNERSAEWN), IL—F—iF. REBREXNREDONLIEIC, W—NE2RETIHENDHY
FIA ChIFIVL—Y—DERICIVEEINET, FRAMZENRRIFE, EBICERIGETESLD
IS Ny VTV RY—N—[CNRRAZI—3INFET, 7z& AL, http://example.com/foo/ NDERH

I—% —IIFEIT % &, Pod IC http://example.com/foo/ ~"DERHINRRIINE T,

LFDORIE, W—bDY Y TNELVETNLDT7 I E2VE) T4 —%2RLTWET,

x5.4 J)— bOETHEM
Route i ASSOE 7 9 A AlaE

www.example.com/test www.example.com/test Yes
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http://example.com/foo/
http://example.com/foo/
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www.example.com No
www.example.com/test and www.example.com/test Yes
www.example.com
www.example.com Yes
www.example.com www.example.com/test [FW b= b Tl RRAMC
<Y F)
www.example.com Yes

BISSENRZAMB1DTEFXFa) 571 —FEIhTWERWIL—

apiVersion: vi
kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test" ﬂ
to:
kind: Service
name: service-name

‘) IR, IRZAR—ZDIL— MIH—EBNMINZEHETT,

R

= —IETLS 2R TIHET, BEROAVFTUYERHFAAIENTERVDT, /R
R=Z2DI—FT 14V TlE. RRAZRI—TLS 2 FATIHEAICEHFETETIEA,

57102.Fa )51 —REXINEZIL—
X1 TF4—REINLIL—BME L— PO TLSKRIBAIEL., 77> 3V TREHEERML
7,
p= -
OpenShift Container Platform @ TLS #&ifid, 71 X4 LAFERAEZE %R 9 2 SNI ITEREFE L
F9, R—M443 TRETDISNILAD NS T4 v 2iE, TLSKIESH LT 72 MD

AEBAE TCUEINE T (BERKDFAMGE—RETS, N)FT—YaVIS—NRETDH
BEMLHY FT),

X274 —REINLIL—ME UTO3BEOEF1T7RTLSRinzFHATEEY,

Edge Termination
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With edge termination, TLS termination occurs at the router, prior to proxying traffic to its destination.
TLS certificates are served by the front end of the router, so they must be configured into the route,
otherwise the router’s default certificate will be used for TLS termination.

$5.6 Edge Termination A L/itF* 1Y 71 —FEI QLI

apiVersion: vi
kind: Route
metadata:
name: route-edge-secured ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge 6
key: |-

QO+ 7=/ boEHT, 3 XFIHIRINET,

9 termination 7 1+ —JU K& edge termination ® edge T3,

Q key 7 1 — L RIEPEMEROF—7 74 LDV T VY TY,

a certificate 7 1 —JU K& PEM EXDBAZ 7 7 4 LDV T VYT,

@ A7 3D CASIRAZIE, BIBICHAEF T — VAR T2EODICREICRZBENHY
i’a—o

TLS BMIL—4 —TRIBINDZDT, RERY NT—0&2FHLEIL—Y—DBIT Y RKRA Y MADESR
EESEIhFEA,

Edge termination JL— k |& insecureEdgeTerminationPolicy ¥ §E L C. ¥ 17 THAVWRAF—LA
(HTTP) LICH B NZ T 1 v U &EME, FF0. VAL I NT BRI ENTEE

¥, insecureEdgeTerminationPolicy T T X 2{&(& None F 721322 (BT %1%E). Allow £
7=1Z Redirect T9, 7 7 #JL b @ insecureEdgeTerminationPolicy (&, TF¥ 17 THRWRF—LALLED
NST4 v EBEMILEY, —BHNAI—RS—F, EFaT7RAF—LEFRLTIVTVY
T, EXaATTRVWRF—LZFRALTTZEY M (BIOA X—Y RFZ A2 — b, javascript) Z 12
TEBLIICLET,
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$15.7 Edge Termination AL tE¥ a1 ) 71 —REI NI —PFTCOHTTP b5 714 v Y DFF
7

apiVersion: vi
kind: Route
metadata:
name: route-edge-secured-allow-insecure ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge 6
insecureEdgeTerminationPolicy: Allow ﬂ

[.]
QO+ 7 =/ toEHT, 3 XFIHRINET,
9 termination 7 1 —JU K& edge termination @ edge T,

Q CF1ATFTCHRVWRF—LHTTP CEEINZERAHFTTE2F1a 7 THRVRY O —

$I5.8 Edge Termination ZfALAEF* 1) 71 —REINLIL—FTOHTTP 374 v7DY
4L

apiVersion: vi
kind: Route
metadata:
name: route-edge-secured-redirect-insecure ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge 6
insecureEdgeTerminationPolicy: Redirect ﬂ

[.]
QO 7 =/ toEHT, B3 XFIHIRINET,
9 termination 7 1 —JU K& edge termination @ edge T9,

Q X217 THRVWRAF—LAHTTP CEEINZEREZEF 2 T7R2RAF—LHTIPSIC) F1 L7
FF2EFa7TRVWRY) S —

NRZAZI—DEIE
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passthrough termination Tld, BEBHSEINT b T T4 v VDN TLS RimZiRHE TSI —9 —7 LIC3ESL
IKEEEEINEY, T0LO, BYLIARASEBLEHY XA,

BISONRZAZAN—DFELZEFEALELEFX 1) T 1 —FRKEIhIL—F

apiVersion: vi
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: passthrough 6

QO 7=/ boEHT, 3 XFIHIRINET,

9 termination 7 1 —JL K passthrough ICEREL £29, MOBESELT 1 —IL RIIREHY I
Ao

B Podld, TVRRAVKNTRT T4y VICGIRAZEAIRHELE T, i, RBERDIZAT Y
NEBAZEAHR— N T 27-DDOM—DAHETT FBEZRIEE EFEIEN B),

R

Passthrough JL— bk ICI& insecureEdgeTerminationPolicy 21§ TX 9., M—GMA
fEl&None (&1L T 235 E1322) £ 7=1% Redirect TT,

Re-encryption D=1k

Re-encryption |&. edge termination D—F&E T, JL—4% —AFIBAEAFERA L TTLS 2##&im L. EA 3L
BAENREINTVLWIHAREMEDOHZ TV KRS Y bADEREZBEESILLET, TDRH, AERY b
TR EEEH, FEROENRADPBESEINTVET, IL—F—iF. NVRFIv I %2FEALT KR
NOEFEMEEFIETL T,

to:
kind: Service
name: service-name 9
tls:
termination: reencrypt 6
key: [as in edge termination]

f5.10 Re-Encrypt DIt Z#FALEF 21V 71 —REINLIL— b
spec:
certificate: [as in edge termination]

apiVersion: v1i

kind: Route

metadata:
name: route-pt-secured ﬂ
host: www.example.com
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caCertificate: [as in edge termination]
destinationCACertificate: |-

QO+ 7 =/ toEHT, 3 XFIHRINET,

9 termination 7 1 —JL K& reencrypt ICEREINFE T, DT 1 —JL KiE edge termination D
meEERLTT,

Q re-encryption ICIZHZETY ., destinationCACertificate X, T KR4 >~ MNERREZE%AMREET %
CASIBAZAEEL T, L—9—H 55BE Pod NDEHEDEF1) T4 —%5HIELET, V—
EXNRY—EREBLIIAELFHT 56, BEEENT 74/ ND CASIAZ %)L —

H—ITHEEL, Y—ERICZED CAILLYBRINLIRAENHDHBEICIE. DT 14—V K

I BBEAIBET T,
destinationCACertificate 7 1 —JL RH'ZZDIFE I—4—IIEEMNICEIRAE ARt 2 —E XA

ICERINZEREREBERICERL. T’\’CO) Pod I
/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt & L T3FALF 9, chicLkY, JL—
NDEFFREA LT EIHELRLIC. FILWIL— MBIV RY—IZ YV ROBSEEFHTES LAY
9, Thid. BEENHFT LAWY, destinationCACertificate "FEAHATE W, HRAY LDIL—
H—FEF5 IL—49—DFEICEATY,

pa 3

Re-encrypt JL— bk Tld insecureEdgeTerminationPolicy (C. edge termination JL— b
ERUEICTRTEEST S I ENTEIY,

571N )I—4%9—DYv— Rt

In OpenShift Container Platform, each route can have any number of labels in its metadata field. A
router uses selectors (also known as a selection expression) to select a subset of routes from the
entire pool of routes to serve. A selection expression can also involve labels on the route’s namespace.
The selected routes form a router shard. You can create and modify router shards independently from
the routes, themselves.

DFRETTIE. WEKD v — Nt EE Vv —RNeEYR—MLET, RERKOY +— METIE, &
TRLT\_W{@#E*E‘E Y MIRLT. = hMEY vy —RNIDDOAICFIELET, EEY v— RETIE, &
RLULEABRIEEEY MIEEN, L—NIZBOERDZDv—RICFABTEZXYT, L&Al 3
JL— k& SLA=high ¥ ¥+ — K (SLA=medium F 7z (& SLA=low > v+ — R T4 \\) > geo=west > v —
K (geo=east ¥ ¥+ — RTIXABAWMICFIBT 22 &N TEET,

BERY v — NMEDMOFIZIE. Jb— b D namespace ZRX—RITERT BIL—F—ty MR ELKHY F
-a_c

N—4— =R Namespace
router-1 A* - J* A* B* C* D* E* F* G* H* I* J*
router-2 K*—T* K*,L* M*,N*,0*,P*, Q*, R* S*, T*
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N—4— =R Namespace

router-3 Q*-z* Q*, R* S*, T* U* V*, W* X* Y*, Z*

router-2 & & U router-3 (. namespaces Q*. R* S*. T*DIL— MIH—EXZRHELEXT, ZDH
HEEENSHEDY v— NMEICEET 5101, router-2 OFRFEE K —P* ICEBEL T, EEERLT
ZENTEET,

=R+ —REINTWVWBIBEICIK, EBEEDIL—MNIZDTIL—TDIL—9— 0 @ULEIC/N1 VR
INFET, L= ENAYRTBIET, Vy—R2EATIL—FE2—BICRDIENTEFT, —EIC
BRBDOZET, B—DY+v—RKRRAIL, ABLIL—RTEEF2T7HRNN=UavéE, EFa2aT7TRUN—=U 3
VEBEIEZIENTEET, DFY. —bME . XAV R, TIT1ThRDZA 7914011
NEFIEI N EICRY F T,

Uy —NMEDRIETIE, v — RICEET 2RO — M BEBOFEICHANDL T, HRARLICHE
HETEZHENZFEBIT,

During a green/blue deployment a route may be be selected in multiple routers. An OpenShift Container
Platform application administrator may wish to bleed traffic from one version of the application to
another and then turn off the old version.

V=TT BEEILLYISAI—LRILT, 2—H—Il&Y, 7OV Y b/namespace L
NIV TRITTEXT, namespace FNIZFRATIHBEICIE. LW—F—DHF—ERTHD Y MIIE,
cluster-reader /X\—3 v > a3 V%EREL T, IL—% —5D namespace ADIRIVIZT IV EZRATESD LD
IKLEY,

pa )

AUCHRRANREERTBIL— D2 DULEHZIFEICIE, BRI BIESIE. IL—NDFEF
EHEAEEICL, —BEEHWIL— MR AMNDOEREEBEMICREBLET, ¥ — KX
NI —F—DFEITIE, IL—KME =9 —DBIREEZEICH 21T RILER—ITR
RINET, IRULDPIL—MGEINMINZ YA IV TEHMTEZAEIC—E%IIHY F
Th, TDH, BEDKRAMEEZERTBZLURIDIL— D TBESRILMEINT] .
IW—4 —DBIREELREI T ZHEICIE. EROFRRIBICEDZIBEEDIL— M EEX
BZFT (REEWVWIL— MDEEIND),

5712 8Dy VTV RELUVEH

JL— bMIEEE. kind: Service D to: h—V Vv AFERALAELY—EREBEEMITONET, L—MADEE
KiF. BEOHA NS TV —&ER—IZ, Y—ERARDODI Y RRA Y MILYREBINET,

H—EREHRKRKA4DETI— M aHR—P T BIENTEEY, EH—ERDNUETE2EROKRE X
&, H—EZ2D weight ICL YEHIINET,

ROV —E T, DETIEAEZFICto: h—2 Vv EFERALTAY, Y—ERIE3IDET
alternateBackend: h— 7 VA FRHLTAR I ENTEF T, & —ERIE. 74/ bD kind:
Service MEEINTWVWBMELHY F T,

B —EXICIE, weight NBEEMITONTVWET, Y—EXADNULETEZERDOKE I L. weight/
sum_of all_ weights TEHEINF T, Y—ERICTY RKRA ¥ M ERH BIHAICIE. Y—ERDE
HFTLUE, BEIVRRA VY MIEIYHTONDEIIL, TV RRSA Y MEERICHORERINZF T, —F
2D weight 2° 0 DIFHIE, T—ERDEIY RRA Y MIFOAEYHTHNET,
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The weight must be in the range 0-256. The defaultis 1. When the weight is O no requests are passed
to the service. If all services have weight O, requests are returned with a 503 error. When a service has
no endpoints, the weight is effectively O.

alternateBackends % {9 % &. roundrobin B0 A NS TV —%FHAL T, EXIFPEEESY
IC weight ZEICH—ERICHBINSE LD ICARY XT, JL— MC roundrobin 252 E T 51556
. W—Kr7/T7—2avaFERAT N —BREGIIL—F—ICREZERERZFERALET,

The following is an example route configuration using alternate backends for A/B deployments.

alternateBackends B L UEADIBEIN/ZIL— b

apiVersion: v1i
kind: Route
metadata:
name: route-alternate-service
annotations:
haproxy.router.openshift.io/balance: roundrobin ﬂ
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
weight:20 @)
alternateBackends:
- kind: Service
name: service-name2 ﬂ
weight: 10 @
kind: Service
name: service-name3 G

weight: 10 @

ﬂ This route uses roundrobin load balancing strategy
@ SHNOY—ER4AM service-name THY. OLLED Pod NEFNBTHEMN DY F T,
%altemateBackend H—ERICEOLLLED Pod NEENZHBENHY T,

eight D&5HI& 40 T. service-name (EERKD 20/40 £7/=1d 1/2%. service-name2 &

service-name3 [Z TN ZEh, BXRD /4 ZREL, Y—EXZTELICTFLEEROI Y KRA
VIR EEFNBEBELET,

5.7.13. ). — NEEDOT7 /FT—> 3V

REZHEZFERALT L—9—d. AETZ22IL—MNITIAIINFTVavaRETEES, @R
W= 7/ T7—2aVIBRDOREEZEELT, 774 MDO—8Z2ELEESTEET,

W= 7/)F7—23>

DI a vV THEINTWERTARTODEBICDOWT., I— M FDEREEZTETEXDLDICI—F
EZICT /) T—avEBRETEET,

KESN—ITPI/)FT—2ay
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T 74 FCHERAIhIREEH

haproxy.router.openshift.io/b
alance

haproxy.router.openshift.io/d
isable_cookies

haproxy.router.openshift.io/c
ookie_name

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

O—RKNSYO U TT7ILTY XL
ERELFT, FATESY
vavik

source. roundrobin, & U
leastconn T79,

B E DG % B Y % cookie D
FEREEMICLET, true £
I TRUE ICERET 258 2
B7LI) X LxFERALT. 25
FTHBHTTPEKRKIEIZ, EDNY
VIV R ERERHET 20 %R
RLET,

Specifies an optional cookie to be
used for this route. The name
must consist of any combination
of upper and lower case letters,
digits, "_", and "-". The default is
the hashed internal key name for
the route.

L — MHIPRMBE A BNICT 2728
ICtrue £/=IETRUE 2#3%8E L X
ER

IP7 KLATHEINSHEEF
TCP EmOHAFHIRL X T,

IP7 RLADNHTTP BXRAZE{TT
X5L—hEFHIRLET,

IP7 KL XD TCP i %17
L—hZHIRLET,

W— DY —N—QIDZ A LT
NEEREL F T, (TimeUnits)

NPTV ROANIVZAFTYID
FfRzs&EL £, (TimeUnits)

W—bhDKRTA M) ZMEEREL
¥Y9,

passthrough JbL— kD
ROUTER_TCP_BALANCE_S
CHEME T3, ThlUADZEIE
ROUTER_LOAD_BALANCE _
ALGORITHM %#{EH L %7,

ROUTER_DEFAULT_SERVE
R_TIMEOUT

ROUTER_BACKEND_CHEC
K_INTERVAL
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T4 M CHEAINZIREZH

haproxy.router.openshift.io/h  edge terminated 7| re-

sts_header encrypt Jb— k @ Strick-
Transport-Security v 4 — % 5%
ELXY,

BISNIV— FREDHRAY LIA LTI b

apiVersion: vi
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/timeout: 5500ms ﬂ

[..]

ﬂ HAProxy XIS DEAL (us, ms, sv m. h, d) THIROSY A LTV M EIBELET, BLAMNIEE
INTWRWEEIF. ms DT 74V MIARY ET,

Pz

passthrough JL— hDH—NR—BIDS A1 LT 7 MK HRELIBE S &, WebSocket #
WHOZDIL— N TEHBIZYA LTI NS AL HYET,

5714 )L—  NEBDIPEKRT74 M) X b

BIRLEZIP7 RLREFIIIVL—MADT V2R EHIRT ZITIE. IL— KNI
haproxy.router.openshift.io/ip_whitelist 7 / 77— a v #EML F9d, m74 MY R ME, AR L&
V—ATZRLADIP7 RLAFLIF/BELVCIDRZAR—ARXGPYICLET, FT7A4 M) RAMIEF
NTWRWIP 7 RLADLDERIIEEINE T,

fi):

I— N DIREFFIC. UTFDO7/57—2aVvE2EBML THERY—AIPEZEZELEY., £/IE oc
annotate route <name> = {FH L £ 9,

M—DEEDIP7RLADHEHFTLET,
metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10
BHROIPT7RLREHFALET,

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

IPCIDRXxYy N —2%FFaLET,
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

BELEZEIPZRLABLIVIPCIDRRY NT7—0 AT LET,

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

5715. 74 I RA—RHY T RAXA VRS —AIEFETBIL— NDEK

DAL RA—RRYS—Tlh (FTTEXBLI N —I—EBETBIEE) KA VAORKZR M THt
52— b EEHETEET, JL— MiE, wildcardPolicy 7 1 —/L RZFBRL T, RED—ZE LTV
AWRA—RRY S —%BETEET, 71NN RA—RNI— R EZFATTER)O—DPEBEI NI —
=g, T4V RA—RFRRY O —%RITEYNIIIL—bEREALET,

Learn how to configure HAProxy routers to allow wildcard routes .

BIS12YTRKAAVIAINEKA—FRY >—%EETBIL—F

apiVersion: vi
kind: Route
spec:
host: wildcard.example.com
wildcardPolicy: Subdomain
to:
kind: Service
name: service-name

Q@ Y ERELRTILEDIERINZHNEN SEETELKR MREEEL T,

@ SHEEHSEETREAKR B T K XA > example.com RDORKR h&FAFT 24 I
EELET, *.example.com (&, REINAY—ERICEETDILHDKRAMNE
wildcard.example.com D47 KX {1 >~ TY,

5716.)—hRXAT—H R

The route status field is only set by routers. If changes are made to a route so that a router no longer
serves a specific route, the status becomes stale. The routers do not clear the route status field. To
remove the stale entries in the route status, use the clear-route-status script.

5717.)b— FADFE R X A 2V DIEE X 72IEEFH
JL—#% —|&. ROUTER_DENIED_DOMAINS & & U' ROUTER_ALLOWED_DOMAINS ERIZZ# % {F

LT W= hHADRRAMEDSDRAA YTy hRELTHESELIEHTTITDLDICKETEZE
-3—0

ROUTER_DENIED_DOMAINS —EBRTINDE P VREEBEDI—NTHFAIN
FtA
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ROUTER_ALLOWED_DOMAINS —BRTINZ A VOADNEEDI— N TEHA
IhFEY,

EERAAVD—EBICEEFNDE RXAVIE BFAIRXAAV—BIYEBEINET, DF Y.
OpenShift Container Platform (Z5E1C, #EE Y AN (BEET2HBE) 2F v I LT RAMNEDEBRR
AMV—BILEFNTLWARWEEIC. FARXAVEFzv I LET, L. FARXIVDO—EBI
SYFIRINTBY., IL—F—lF. ZO—BICMETSDHRAMDEEFNZIL—MDAZFALET,

For example, to deny the [*.Jopen.header.test, [*.Jopenshift.org and [*.]block.it routes for the
myrouter route:

$ oc adm router myrouter ...
$ oc set env de/myrouter ROUTER_DENIED_DOMAINS="open.header.test, openshift.org, block.it"

ZhiE. myrouter BNIL— FDEZRIICEDWTLUTA2HATZIE2RBHKLEY,

$ oc expose service/<name> --hostname="foo.header.test"
$ oc expose service/<name> --hostname="www.allow.it"
$ oc expose service/<name> --hostname="www.openshift.test"

7272 L. myrouter [JLLTFAEEB LT,

$ oc expose service/<name> --hostname="open.header.test"

$ oc expose service/<name> --hostname="www.open.header.test"
$ oc expose service/<name> --hostname="block.it"

$ oc expose service/<name> --hostname="franco.baresi.block.it"
$ oc expose service/<name> --hostname="openshift.org"

$ oc expose service/<name> --hostname="api.openshift.org"

Alternatively, to block any routes where the host name is not set to [*.]stickshift.org or [*.]kates.net:

$ oc adm router myrouter ...
$ oc set env de/myrouter ROUTER_ALLOWED_DOMAINS="stickshift.org, kates.net"

ZniE. myrouter L — r D LU TZEFRI T2 EZRBHKLET,

$ oc expose service/<name> --hostname="stickshift.org"

$ oc expose service/<name> --hostname="www.stickshift.org"

$ oc expose service/<name> --hostname="kates.net"

$ oc expose service/<name> --hostname="api.kates.net"

$ oc expose service/<name> --hostname="erno.r.kube.kates.net"

7272 L. myrouter [JLLTFAEEB LT,

$ oc expose service/<name> --hostname="www.open.header.test"
$ oc expose service/<name> --hostname="drive.ottomatic.org"

$ oc expose service/<name> --hostname="www.wayless.com"”

$ oc expose service/<name> --hostname="www.deny.it"

To implement both scenarios, run:
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$ oc adm router adrouter ...
$ oc env dc/adrouter ROUTER_ALLOWED_DOMAINS="openshift.org, kates.net" \
ROUTER_DENIED_DOMAINS="ops.openshift.org, metrics.kates.net"

ZhiZ& Y, KRR MED [*.Jopenshift.org F /- id [*.]kates.net ICEREINTWB I — M EFFA L, K
A & D [*.]Jops.openshift.org % 7= (& [*.Jmetrics.kates.net ICEREINTWBIL— MIEBTLE T,

TR, UTFREEINIT,

$ oc expose service/<name> --hostname="www.open.header.test"
$ oc expose service/<name> --hostname="ops.openshift.org"

$ oc expose service/<name> --hostname="log.ops.openshift.org"
$ oc expose service/<name> --hostname="www.block.it"

$ oc expose service/<name> --hostname="metrics.kates.net"

$ oc expose service/<name> --hostname="int.metrics.kates.net"

LA L. UFEEEFAISINET,

$ oc expose service/<name> --hostname="openshift.org"

$ oc expose service/<name> --hostname="api.openshift.org"

$ oc expose service/<name> --hostname="m.api.openshift.org"
$ oc expose service/<name> --hostname="kates.net"

$ oc expose service/<name> --hostname="api.kates.net"

5.7.18. Namespace FiEEF = v 7 DER1L

RANEYTRAAS VL, BRIMTEREER L72)L— b D namespace BB LEXF., Z®D namespace
TERINMDIL—MNE, YT RAA YV ETEREZERTEET, 8D namespace (FTRT, FHK
BHADEANBLIVOY T RAA VICEREERT B2 EIETEFEA, TR MNEFET % namespace

I&. www.abc.xyz/path1 72 &, ZDHRRA MIEEMFTSNATWELXRREMELET,

& ZE. KRR b www.abe.xyz BN EDIL— kDS EBRINTUWRWEEIZ, ns1 namespace ICR R
hA° www.abc.xyz DJL— b r1 Z4EK T % &, ns1 @D namespace B, AL RA—RKJL—PFDKER b
www.abc.xyz & 7 KX A >~ abc.xyz ZFiE LT, BID namespace ns2 &%/
www.abc.xyz/path1/path2 T, JL—MEER L LD &T B &, BID namespace (S EIE ns1) DJL— b
NZDRANEFRBETZOTERRLTLEVET,

With wildcard routes the namespace that owns the subdomain owns all hosts in the subdomain. If a
namespace owns subdomain abc.xyz as in the above example, another namespace cannot claim
z.abc.xyz.

namespace DFFAEEIL —ILEEMICT BT, T SDOFIREEMIC L T, namespace $RTTHRA
M(BEUVYTRAA ) EBERTERLIICLET,
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Digk

==
[=]

JL—% —T namespace DFfBEM¥EF T v I ZEWICT HHBEICIE. TV F1—H—

M namespace ICEENDHRAMNDIBEEZERTESLDICAZIRUTEFRLTL
IV, COREDCEREIF, HEOHARRBETHEN,HY T, EREIRETIE
BEICCOMEZFEAL, V5R9—R)Y—7T, EEINAGVIY R21—H—»
W— M ERTELWESICAY 7 LTI,

7= & Z1¥. ROUTER_DISABLE _NAMESPACE_OWNERSHIP_CHECK=true Tl&. namespace nsi1 /"
EHEL r1 www.abe.xyz ZEK T 2551, CDRAMNEG NN DHEFRELET., BID
namespace &, TDOHY T KX A ¥ (abec.xyz) ICREEWIL—MDBRLLETE, T4 RA—RIL—b%4E
9 % ENTE, BID namespace A (foo.abc.xyz, bar.abc.xyz. baz.abc.xyz 72 &) 74 )L KA—
RUADERKRANEEKRT B EETEET, TOEXRIIROLNET,

B®D namespace (fl: ns2) I&)L— ~ r2 www.abc.xyz/p1/p2 #EKTE, HFAIINE T, BRI, BlD
namespace (Ns3) &, 47T KX A VDT 4 )L KA— KRR 2 —TJL— b wildthing.abc.xyz £ {EE T
T ZDTAIVRA—RERBETEEY,

ZDFENCH B L DT, R — ROUTER_DISABLE_ NAMESPACE_OWNERSHIP_CHECK-=true (Z !
BB <. namespace ARDERZFHFAIL £F, JL—4 —5 namespace DFTEZEMICL TWS
IW—hEHFTTEZDE, RARNERADNT TILEREHTHBIFELIT T,

eE Z & #FFRIL— b rx 2 www.abe.xyz/pl/p2 ZEZK L & D & T 2HBEIC. Ib— M r2id R b &N
ADHAEDEZRBLTVWEIDTHEEINET T, T2 ALKRIMERAZINY TICHERFHED
T. N, Jb— b rx '@ U namespace ICH BHBEEH. BID namespace ICH 2FETELRAL T,

DRI, IL—9 —DIERBED. FEI—F—DO7 704 AV MEEICRIEEHAZFZEL THRET
TET,

I $ oc adm router ... --disable-namespace-ownership-check=true

I $ oc env dc/router ROUTER_DISABLE_NAMESPACE_OWNERSHIP_CHECK=true

[ B, T/ 2B, AV TF—BDRA DT NA R%S5RLET,
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database-as-a-service B ED, —ER IV SAAFETEZZHEMEIHY X7,

A—H—d. V5R9—4—ERIFRA%ZRRLT. BEDHFLWAVRIV X ZERLIT,
ez —EXIE my_db& WD ARID BestDataBase 1 Y A9 VY AR ETT,
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ZIE my dbt—EZXA VRV RIE, my app EMENZ AT FUsr—3vIInNq Y
NTEET,

A—H =AY Y—20FOEYa v I8 L0TOEYaZ Vv VBBREERT S E. ZOERIEY—E
ZA5OTICEFEIN, RICEYRI SR —HY—ERTO—H—ICBERIEEFEINET, T—ERIC
& o TId. provision. deprovision & & U update 7% & DR EICEFEA DN S EgEENHY ET, 75
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A cluster service brokeris a server that conforms to the OSB API specification and manages a set
of one or more services. The software could be hosted within| your own OpenShift Container
Platform cluster or elsewhere.

PSR —BEEL, V7RI —H—ERTO—h—%FKT ClusterServiceBroker AP| ') YV — X %
YER L T. OpenShift Container Platform 2 2 24 —ICEERTEEF ., ChilLY, /5 R9—EE
HIZVSAY—ATHEARERYI SRAY——EXRT7O—H—%2FAL THLWVWEEOEEEH
YP—ERXZERTEDLIICRYFT,

ClusterServiceBroker ') V — &, VSR —H4—ERT7O0—H—0DEFHKHFME, Y —EXEY b
(BLUVINS5DHY—ERD/N) T—2 3 V) % OpenShift Container Platform ICI ST 5 &, 1—
H—(IIRETEXZI1ETTY, authinfoz /> a3 Vilid, V75 R9—H4—ERTO—H—DRIEICE
AY27—490E8FNTVWERICKIEELTLEIL,

ClusterServiceBroker ') ¥V — 2 Dl

apiVersion: servicecatalog.k8s.io/vibetai
kind: ClusterServiceBroker
metadata:
name: BestCompanySaaS
spec:
url: http://bestdatabase.example.com
authlinfo:
basic:
secretRef:
namespace: test-ns
name: secret-name

P AY—Y—ERISRA
T, Y—EZRA9OQTDOIAVFTFHFRANT [Y—ER] EEHFED ISRY—HY—FERISR IF,
EDYZAY—H—ERTO—ID—DTRETIEBH—EIXDI1ETYT, HILWISRY—HF—ER
TO—HA—DYY—=ZADBVSRY—IEMINZ U, —ERA%YO7ay b O—5—(3, &
PRIVSRAY—H—ERTO—H—ILERKL. Y—EXFT77) Vv 70—8E2RELEFT. FHILL
ClusterServiceClass ') V — R EHEIMIC, VAV —H—ERXRT7AO—HAH—TEIERINE T,

pa )

X 5(Z, OpenShift Container Platform ICI&, —EX&EMEh2 a7 &R% 0V
TEOEHYET, —ER &I, REBOBFTIEICEET 2 BIED Kubernetes )
Y—ATY, In6DYY—RIE, Y—EZXA4OIJ OSBAPIOAYTHFRAMNT
FRITZIABERALAVEDICLTLLEIY,

ClusterServiceClass 1) ¥V — Z D

apiVersion: servicecatalog.k8s.io/vibetai
kind: ClusterServiceClass
metadata:

name: smallDB

brokerName: BestDataBase

plans:[...]
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A cluster service planis represents tiers of a cluster service class. For example, a cluster service class
may expose a set of plans that offer varying degrees of quality-of-service (QoS), each with a
different cost associated with it.

Y—EXAVRI VR

Y—ERAVRAI VR, 7AEYaZ Vv IINEISAY—H—ERISADAVRAI VAT
T, Y —ERIVSANRET 2HEEZFRTIHEICIE. FILLWI—ERM VYRSV RAEFERLT
IEIW,

D Servicelnstance ')V —RXE={ER L7 E&ICIE. Y—EXA4O 3y hO—5—, @&
BRYSAY—H—ERTO—H—¢EHRLT, Y—ERA VRV RE&TOEY 3=V 99545
ICIETREHLET,

Servicelnstance ') ¥V — 2 D Hl

apiVersion: servicecatalog.k8s.io/vibetai
kind: Servicelnstance
metadata:
name: my_db
namespace: test-ns
spec:
externalClusterServiceClassName: smallDB
externalClusterServicePlanName: default

FFrVr—>ay
FFrVr—>ay WO HEIR. Y—ERMVYRI VR 2FRAT 2 12— —DTO0Y ) NTET
F®D pod 72 &, OpenShift Container Platform 7 7OA A Y NDT7—FT 4 777 bR LE T,
F:
REHER &3, Y—ERA VRIVREBETBT T r—2a v TRERBERTT,
Y—EZANRM VT4 T
Y—ERNRA T4V TR Y—ERA VRIS VRETFT TV r—2avOBD) v 7% LET,
Y—EANA VTV TR PF)Vr—2avnbod—ERM V29V RESRLTERTE 3 &
DIKHRET BV IR —21—F—MEHRLZT,
Upon creation, the service catalog controller creates a Kubernetes secret containing connection
details and credentials for the service instance. Such secrets can be mounted into pods as usual.

There is also integration with PodPresets, which allow you to express how the secret should be
consumed, and in which pods.

ServiceBinding ') ¥ — X Dl

apiVersion: servicecatalog.k8s.io/vibetai
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parameters:
securityLevel: confidential
secretName: mySecret

NFTA—4—
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RSGA=F—F, Y—EZRNA VT4 VT ELIEY—ERMA VRSV ZDOFERABIC, BNOT—4
Y SR —HY—ERTO—A—ICETEDICRBEINTVWRRENR 74 —ILRTT, E—D
74—y bEHIE, NSA—9—%FWR YAML (£7/1E JSON) THEET D& TY, LEEDHA
TlE. EFa2) T4 —LRIVDNRGA—G—%HF—ERNA VT4V ITERTISRAI—HF—ER
TO—HA—ICELEY, JUBEREF2I) T 1 —DPRERQNRSA—F—DFEIE, NTA—49—
Y—2J Ly MIECE L. parametersFrom 2 {FH L TSR LT,

=Ly NESRBIZY—EIANRA VT4 TY)Y—2DH

apiVersion: servicecatalog.k8s.io/vibetai
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parametersFrom:
- secretKeyRef:
name: securityLevel
key: myKey
secretName: mySecret

614 1RHEINB VSRV ——ERTO—H—

OpenShift Container Platform (&, —EX A4 OV THEERETZIUTOI SRS —H—ERTO—H—
EIRELET,

® Template Service Broker

® OpenShift Ansible Broker

6277 L—My—ERTO—H—

The template service broker (TSB) gives the service catalog visibility into the default Instant App and
Quickstart templates that have shipped with OpenShift Container Platform since its initial release. The
TSB can also make available as a service anything for which an OpenShift Container Platform template
has been written, whether provided by Red Hat, a cluster administrator or user, or a third party vendor.

T 74V NTIE, TSBid openshift 7OV 7 ST O— NIV TCAFARERA TV MaRRLE
T, T, VSRV —EBEENBIRTZ2MBOTOV IV MEERTELIICKRETHIEETRETT,
6.3. OPENSHIFT ANSIBLE BROKER

6.3.1. &

OpenShift Ansible Broker (OAB) I&. Ansible playbook bundle (APB) CE&ZI N5 7 7 r—> 3>
=519 % Open Service Broker (OSB) API D3E&RTY, APBIE. Ansible Zv¥ A4 L&, AVTFHA
A —VICEMI TS Ansible playbook M/NY RKILTHER I N TH Y. OpenShift Container
Platform @AV T+ =77V r—>avzEH. BETIHLWAEEZRHELI T, APBIE Ansible &
SERALT, B¥AT 01 T2%528EMLT 2IEEA DI LEBELET,
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OAB DFREHIZDEARWART—7 70—ICRWVWE T,

1. A—4—IX, OpenShift Container PlatformWeb AV —J)LEFEBLTH—EX A4 OTH S
MATERT7 TV r—>avn—8B2EBRKLET,

2. Y—EXAS OV RBABARRRT TY5—2 a3 ICDWTOABICEKRLET,
3. The OAB communicates with a defined container registry to learn which APBs are available.
4, A—HY—IIRHEDAPB A2 SOEY 3=V V§2BRERTLET,
5 7OEY 3=V IJEXRIEOABICHEIL. APBT7OEY 3=V XYy REFUHL T,
A—H—FRICHIEL FT,
6.3.2. Ansible Playbook Bundle

Ansible Playbook Bundle (APB) (&, Ansible O—JL & & U Playbook DEXFEDREAFIFATEX 2 ERED
770U 7_9 3 \/E%T\‘To

APB &, BZRIDfF\W Tz playbook NEFNBEHMMMRT A LI N —%2FEAL. 7OEY 3=V P/
YRIGEDOSBAPI 79> avaRITLET, apbyml DART 7M1 IILTEERT DAY T—FITIL,
T7OAAY MRICFERTZUE/EED/NNSZXA—F—D—EBIrEFNhTVET,

See the APB Development Guide for details on the overall design and how APBs are written.
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