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5525 18517 (RUN-ONCE) X X &

OpenShift Container Platform 1 > 2  —)LfE, KRR DA L— XL EITEHBRFT B1-DIZS AT L
~DEMDEEHDBEIZL BIGENH ) £T.

I (d 1EIEST (run-once) R X7 & LTHEEN., ZHODRRZ(FPRADEEIZISCLTLDTHR
TTEEY.

2.1.NTP [F]H

NTP (Y b T7—2 XA L70F3)[FRA P AR R L IKREEICT B7-dn 7’0 F LT
9. REOBEIE. O DR XA LRZ T EORBICKET 2BECEETH ) . tDERIZ
OpenShift Containter Platform M )L R (2 X 115 Kubernetes (ZDOUWW TR RN F T
OpenShift Container Platform ?MI{E(Z(F eted |) — X —DIEIR, Pod H L ¢ DEDFEIRED IV R
FryvohEEn, INSEREDTHORELAHCHIZRILIL ET.

A RZRIZESTUE. NTPATF 7 4L b TEMZIESNTUWERWGEAH Y 3. RA MHANTP &
FRTD2LHICREEINTWDZ &R T DIZ1F. MTEFEITLET.

$ timedatectl
Local time: Thu 2017-12-21 14:58:34 UTC
Universal time: Thu 2017-12-21 14:58:34 UTC
RTC time: Thu 2017-12-21 14:58:34
Time zone: Etc/UTC (UTC, +0000)
NTP enabled: yes
NTP synchronized: yes
RTC in local TZ: no
DST active: n/a

NTP enabled ¥ NTP synchronized mEFAA yes Dizas . NTPEHIZIEMIZ I T ET.
no MIZE. ntp £7z($ chrony RPM /Xy =% A2 F—)LL. BHMZL 7.

NTP Miga:

I # timedatectl set-ntp true

chrony MiF4E:

# yum install chrony
# systemctl enable chronyd --now

BE

REIDREIRIL. NTP AL TW5H . (DDA EAFERL TWLSHZHHIDH LT,
I AX—RADTNTHORR FTEMMIENTUDIRBEADH ) £7.

timedatectl OV N, X1 LYV — B LURRTORIIZOWLWTOMIZ. BT BZInEEs &
SO TUTC, R4 LY —>. 5LUDST) &#8RL TEa,

22. T bOE—

OpenShift Container Platform (3T O —A2{FALTID £1-(ZSSL S 74 v ol EDA T


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/chap-configuring_the_date_and_time
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html/system_administrators_guide/s1-utc_timezones_and_dst

5625 1 [E4T (RUN-ONCE) X X &

I MOREEEERLET. INOOBMEERR AT TTH5DITTARI POE—AREEND £ T
FRLET., ORI rOE—p%0nE., A—RIVFEVRRAE—F TINSDEIAEERT DI &
NTEFEFHBA. ZNIZE) . RALTIIHELCTY . X aT7H5EEHERIND[8EMAD () F
7.

MATRER T PO —AMERT DI21E. UTAFRITLET.

I $ cat /proc/sys/kernel/random/entropy_avail
2683

FRAREEA T POE— (37 T AR —NDT RTDHRA b TTHRIET 2BEAH ) £9. ZDfE(L 1000
HBRATWAOABELTWET.

iEaL

RedHat TlZ. ZOEAEZX—F DI . BLU I NDIEH 800 KENIHFEIZIFTEE A
A RITTH e AHHFEELTWET.

F71-(3. rngtest AV NAEFEHATZE. ORI A2 TRL, YRTLATARI b
A—% 74— F TEDHQEINEHRTEET,

I $ cat /dev/random | rngtest -c 100

rngtest 1> K( rng-tools THRIATE £7.

ERRD R R I DFTETIZH 30 BN YA BIHE. IR T P OE—ATRIZHWI & ARL
TWE7.,

HEADRRIZL > TS, BROAETIY FOE—%2ET oA TEEY . FMCOVLTE. 26
57 07 (https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/)
HEERLTIZE0,

BHE (I rng-tools /Ny —A AR =)L, rngdH—EREABZL TIT> b OE—AEKRX
BHZENTEET,

# yum install rng-tools
# systemctl enable --now rngd

rngd 4 —E2AEENTH . T2 b AE—(FTARLNIUTEIE EFON B39 TT.

23. T 7AIWPNR ML =207 RADF vy

BIC 7O 32 AN dkER L —S DBV BEEA AT BI2IE. T A EFDR ML=
7 25EBRLTHDEIDHNET. 1A M—ILEIZ, ZOTFT7A4ILMNRML—2 0 F RS
Amazon Web Services (AWS). Google Cloud Platform (GCP) 7p ¥ DB 5 K7 O/84 X —(ZD
WTERINET.

F7AIVNZA ML =D ZANERINTWDZE AHERT 51212, UWTFEETLET.

$ oc get storageclass

NAME TYPE

ssd kubernetes.io/gce-pd
standard (default) kubernetes.io/gce-pd


https://developers.redhat.com/blog/2017/10/05/entropy-rhel-based-cloud-instances/
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-persistent-storage-dynamically-provisioning-pvs
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2MAMRT DFIECO>WT, FHL-TFHEINDIEMEICODOWTHBAL £

REAR—FR 2 POKBIAE7OERZOWTIBIET 22 23, BED M7 a—F 1712813
BYIDATy 712704) £9, BIEARLEL TWBIHEIZIF.

AL THEZZH Tz £7.

3. 2 EARRIRIBAILAF Ty Y

Dt arTRENSEF v I AE

OpenShift Container Platform 7 5 X X —D &KL MBEA MR T B1-DIZ. 77— 3> nt

TILEEIRL, F7O/LET.
Fia

1. validate ¥ L) ZHINFH 70> 2 b, B LU cakephp-mysql-example &> 7L — b
WET 7 r—a o TIVAERL £

$ oc new-app cakephp-mysqgl-example

I $ oc new-project validate

OJ45MRAL THABLEILNIZEATT.

I $ oc logs -f bc/cakephp-mysqgl-example

2. EIWFART T DL, T—EN—RETT)r—23>D 220 Pod hAEITENS(ET TY.

$ oc get pods

NAME

AGE
cakephp-mysqgl-example-1-build
cakephp-mysqgl-example-2-247xm
39s

mysql-1-hbk46

1m

READY

0/1
1/1

1/1

STATUS RESTARTS
Completed 0 im
Running 0

Running 0

3. 77— 3> URLIZFZERXL $9. Cake PHP 7L — AT —Z 7 welcome R— A3k
REND(FTTT. URL TlE cakephp-mysql-example-validate.<app_domain> ¥ (19

EREERALTWET.

4. BEEDMERIZ (2. validate 7O o FAHIGTE E9.

I $ oc delete project validate

70T PRDOTRTHY) Y —RbEIBRENET,

3.2. ;KRR b OEEM

IS5 2RR—HHEL TWBDI ARG B2, YRAZ—A R RICESL. UKTFAETLET.

$ oc get nodes
NAME STATUS

AGE VERSION
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ocp-infra-node-1clj Ready 1h
v1l.6.1+5115d708d7
ocp-infra-node-86qr Ready 1h
v1l.6.1+5115d708d7
ocp-infra-node-g8qgw Ready 1h
v1l.6.1+5115d708d7
ocp-master-94zd Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7
ocp-master-gjkm Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7
ocp-master-wc8w Ready, SchedulingDisabled 1h
v1l.6.1+5115d708d7
ocp-node-c5dg Ready 1h
v1l.6.1+5115d708d7
ocp-node-ghxn Ready 1h
v1l.6.1+5115d708d7
ocp-node-wl35 Ready 1h

v1.6.1+5115d708d7

taieno S 22— TIUE. 3ODVRARX—FKRA M. 3 DDA TIZA N IOFv—/—FKRA .
BLU3DD/—FRRAPMTHREINET., tNS5ITNXTOREIETFPTT. 77 2X—KHDTRT
DRRA MR ZDOHEAIZRRENE T,

Ready 2 7 —R (. YRAR—RRA PH/ — KRR P LIBETE. /— FH'Pod A FITTZ HIKAEIC
HBEEHERLET (RT2a—) D IDERZEINTLS S/ — F&EERL),

HAEKW eted DEEMED AT —R R (T, FEDVAR—( AR AHS etedetl2 a7 KA FET
L CHERRTE %9,

# etcdctl2 cluster-health

member 59df5107484b84df is healthy: got healthy result from
https://10.156.0.5:2379

member 6df7221a03f65299 is healthy: got healthy result from
https://10.156.0.6:2379

member fea6dfedf3eecfal3 is healthy: got healthy result from
https://10.156.0.9:2379

cluster is healthy

-1=L. BIEMITONI-TRR—FKZ P &E8D, etcd 7RR I DOWTOEMMERAEET 51212, LT
AEITLET.

# etcdctl2 member list

295750b7103123e0: name=ocp-master-zh8d peerURLs=https://10.156.0.7:2380
clientURLs=https://10.156.0.7:2379 islLeader=true

be97a72f2610aea5: name=ocp-master-qcg3 peerURLs=https://10.156.0.11:2380
clientURLs=https://10.156.0.11:2379 islLeader=false

feabdfedf3eecfa3: name=ocp-master-j338 peerURLs=https://10.156.0.9:2380
clientURLs=https://10.156.0.9:2379 islLeader=false

etcd VS AR =MWV RARX—H—EREBUHGAICEEES N TWSIGEIET R TH etcd KRR M ZTR
R—RAPEHAEENETH. eted F—EZXAR2DHRR F TEITESNTWBIGEL (NS D eted 7R
A MBI RT—EBRREINET.

10



EIERBAILRF TV

SN

)2 =T
etcdetl2 (3, V2 T—RETILD eted 7 ZRX—DI T —IERT 277 7hE %
N etedetly—ILHDITA Y PATYT (V3 TF—XRETFTILDIHE(|Tetcdectll),
33— —BbLUL R M) —DESME
=R = —EZAHAEITEINTVINE I EHERT DIC1E. UTFEEITLET.

$ oc -n default get deploymentconfigs/router
NAME REVISION DESIRED CURRENT TRIGGERED BY
router 1 3 3 config

DESIRED #5 & U CURRENT JIDfE(S / — KR b OBUIZ—BL TW B3 T TY,
LR M) —DRT—R AR HHEHRLCIAV F=ERBL T,

$ oc -n default get deploymentconfigs/docker-registry
NAME REVISION DESIRED CURRENT TRIGGERED BY
docker-registry 1 3 3 config

iEaL

AT F—L PR M) —DOBEBOERITFRDOA AR RZIT. B T7O0RICL2EE
AAEYR— M TNy I T RN —CHAWETT, BIRENIA T 7R MNT 2
Fr—7ONA X—IZZOBENS I TUWWES, AT F—L X ) —DE—
AU AR L ADERITHHTENET.

FTRTDPUAARITFRTHDZ &, BLUEDRR P TEITHF TH2H e MRS 5121F. UTAEFETL
ES N

$ oc -n default get pods -o wide

NAME READY STATUS RESTARTS AGE IP
NODE

docker-registry-1-54nhl 1/1 Running 0 2d
172.16.2.3 ocp-infra-node-t147

docker-registry-1-jsm2t 1/1 Running 0 2d
172.16.8.2 ocp-infra-node-62rc

docker-registry-1-qbt4g 1/1 Running 0 2d
172.16.14.3 ocp-infra-node-xrtz

registry-console-2-gbhcz 1/1 Running 0 2d
172.16.8.4 ocp-infra-node-62rc

router-1-6zhf8 1/1 Running 0 2d
10.156.0.4 ocp-infra-node-62rc

router-1-ffqgdg 1/1 Running 0 2d
10.156.0.10 ocp-infra-node-tl147

router-1-zqgxbl 1/1 Running 0 2d

10.156.0.8 ocp-infra-node-xrtz

SN

ERC

OpenShift Container Platform AN FF—L X b —AFEHAL TULSIHE. NI
LR M) —H—EREEITRTHIBELD ) FHA.

1
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3.4. 3y M) — o ¥EE

Iy bI—=08GICIE. /— FOXNFERNDS 22 & —%y b T—2 & Pod DXIFEAT SDN (Software
Defined Network) ¥ L\ 2 DDEER Ry F T—27 EAE £ 9. OpenShift Container Platform (&
BEORY FT—UBREEYHR— ML, ZNHOREIFENTI 7 7R M7 0F+—7O/1N1 X—[A)
(TICRERINDZ AL HY) FT.

EaL

_ T MDD EMTHDZeh D, AETIETNTORIASF ) FIZOWTIRW
A TA.

3.4.1. T AR —R R F COEFELM
etecd bLUVRAX—KRX b

VRR—=H—ER(Feted F—EX T EFEHAL TENLDORBARKEAERFL F9. YR X — eted
HY—ERENBEIL. thndeted f—EZXAT R X =KX FDORICIHZATIZEANNTWSIGETH.
etcd H—ERBIZOAEEINDRRA P TEITINTWBIGETLERIZAY 9. Z0HE{F(E TCP
R— 1 2379 512380 TEITEANIT. ZOBEAF Vv ITHAKICOVTL. TR boES
My Dy aAESRLTIEEL,

SkyDNS

SkyDNS (. OpenShift Container Platform TE{TEA N2 O0— ALY —ERDLHIRRAITWNET. =
DY —ER(FTCP H LU UDP;R— | 8053 A {FAL 7.

RRIBR AR T D213, UWTARITLET.

$ dig +short docker-registry.default.svc.cluster.local
172.30.150.7

IWEAUTOENIZ—EHT 2155, SkyDNS Hr—E X (FBEYNHMBEL TW D Z & Zih) 9,

$ oc get svc/docker-registry
NAME CLUSTER-IP EXTERNAL-IP PORT(S) AGE
docker-registry 172.30.150.7 <none> 5000/TCP 3d

APIY—EZRBIU ' WebOa Y —IL

APIH—EZRE LU Web OV —ILFEL L HERUER—F (Y b7y 7IZL > TELY F3H. BF
(FTCP 8443 £/-(£443) A HBL T, ZOR—MIZFZRX—NT, £1-7T7040 3N THE
XKTDDBEDNH DT R THI—H =2 > THARMBELREETH Z2BEHADH ) £9. ZDR— MZEE
T 5-OICERIND URLIZNEN Y X X—B LU 21472 NRIZELZHmELHY) 9.

LT FITE. https://internal-master.example.com:443 URL (FINE T T R X —(Z& > T#E
A& t. https://master.example.com:443 URL (3MB2 S A 7> MizL >~ TERBEINTULE
T. EED/ —FRAFNTUATFEEITLET.

$ curl https://internal-master.example.com:443/version

{
"major": "1i",
"minor": "6",
"gitVersion": "v1.6.1+5115d708d7",

12


https://internal-master.example.com:443
https://master.example.com:443

FIFREANILRF VY

"gitCommit": "fffe5cf",

"gitTreeState": '"clean",
"buildDate": "2017-10-11T22:44:2572",
"goVersion": "gol.7.6",

"compiler": "gc",

"platform": "linux/amd64"
}

ZNIZTZAT DRy bT—O D LEERRETHDIBLELH ) 7.

I $ curl -k https://master.example.com:443/healthz
ok

34.2. / — KA VAR A THIEscME

Pod MIBISICEAEIND / — R TO SDN##&5(L. T 7 4J)L N TUDPR— | 4789 A {FFHL £ 7.
J— RRRA N OBBEAERT DI2(. FRT 74— a3 5ERLET. LTOBITIE. /—Kh
VITSRANTOFv—/—RFTETEIN TS docker LR MY —(ZBETEX AL HI2H->TWWE
9.
Fha

LR 7o o FAERL £9.

I $ oc new-project sdn-test

2. httpd 77— 3 AF704 0L %9,

$ oc new-app centos/httpd-24-
centos7~https://github.com/openshift/httpd-ex

EIVEARTS %% THL 7.

$ oc get pods

NAME READY STATUS RESTARTS AGE
httpd-ex-1-205hz 1/1 Running 0 34s
httpd-ex-1-build 0/1 Completed 0 im

3. F17h Pod (Z#45 L £ 9.

I $ oc rsh po/httpd-ex-1-205hz

4. NEL R b ) —H—E 2 healthz /N2 AHEERL £ 9.

$ curl -kv https://docker-
registry.default.svc.cluster.local:5000/healthz

* About to connect() to docker-registry.default.svc.cluster.locl
port 5000 (#0)

* Trying 172.30.150.7...

* Connected to docker-registry.default.svc.cluster.local
(172.30.150.7) port 5000 (#0)

* Initializing NSS with certpath: sql:/etc/pki/nssdb

* skipping SSL peer certificate verification

13
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SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Server certificate:

subject: CN=172.30.150.7

start date: Nov 30 17:21:51 2017 GMT

expire date: Nov 30 17:21:52 2019 GMT

common name: 172.30.150.7

issuer: CN=openshift-signer@1512059618
GET /healthz HTTP/1.1

User-Agent: curl/7.29.0

Host: docker-registry.default.svc.cluster.local:5000
Accept: */*

* ok %k ok * X

HTTP/1.1 200 OK

Cache-Control: no-cache

Date: Mon, 04 Dec 2017 16:26:49 GMT
Content-Length: 0

Content-Type: text/plain; charset=utf-8

* N AN NN AN ANV V V VYV

Connection #0 to host docker-registry.default.svc.cluster.local
left intact

sh-4.2% *exit*
HTTP/1.1 200 OK[0&(L. / — FABEYIZES: SN TWBZ e ARLTWET,
5. 72O I bET ) =TT LET.

$ oc delete project sdn-test
project "sdn-test" deleted

6. /—F/RAMZFITCPHR—Pp 10250 T!) v R L TWET., ZDOR—MIMEED/—F DT
NRTDVAR—PT I EATEDRENRHY . EZR—HIZRX—IZF7041403INDI56
. A TR 0Fv—/—FDRITRTDA LV RRADZDR— MIT I CATEDD
ZHdH)FE9. ZR— bbb an-BEINToaY FTHRETE 9.

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-1clj Ready 4d
v1l.6.1+5115d708d7

ocp-infra-node-86qr Ready 4d
v1l.6.1+5115d708d7

ocp-infra-node-g8qgw Ready 4d
v1l.6.1+5115d708d7

ocp-master-94zd Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-master-gjkm Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-master-wc8w Ready, SchedulingDisabled 4d
v1l.6.1+5115d708d7

ocp-node-c5dg Ready 4d
v1l.6.1+5115d708d7

ocp-node-ghxn Ready 4d
v1l.6.1+5115d708d7

ocp-node-w135 NotReady 4d

v1.6.1+5115d708d7

14
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FEEDE N TIE. ocp-node-wi3s /— KD/ — RH—ERIZVRR—H—ERHDEFETE F
HA. ZN(LNotReady X7 —X XA THRINTWLZET .

7. RBEOH—E X (. BEEDIL— | % OpenShift Container Platform 7 5 X & — CE{Ta 1 %8
P —ERIZHEET ZIL—K—TF ., JL—X—(Lingress NS 71 v I BDA TSRS
JFv—/—FDTCPR—F 805 L0443 T v R LT, IL—XR—5AHBESE BHIIC.
DNS HERESNDELH ) 7.

$ dig *.apps.example.com

; <<>> DiG 9.11.1-P3-RedHat-9.11.1-8.P3.fc27 <<>> * . apps.example.com
;7 global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45790

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096
;; QUESTION SECTION:
;*.apps.example.com. IN A

;7 ANSWER SECTION:
*.apps.example.com. 3571 IN CNAME apps.example.com.
apps.example.com. 3561 IN A 35.xX.Xx.92

;; Query time: O msec

;; SERVER: 127.0.0.1#53(127.0.0.1)

;; WHEN: Tue Dec 05 16:03:52 CET 2017
;; MSG SIZE rcvd: 105

IP7 FL R (ZDHEIE35.xx.xx.92) (£, ingress S 7 1 v 5T NTDAI>TITAT
IF v —/—RIZHEESEHO0— KT oY —%RA 2 b BETTT. IL— b OHBESRER
TBIZFE. LSRN ——EREBEF v IT20EAHY FTH. SEIFZNEITR
K= SEITLET.

$ curl -kv https://docker-registry-default.apps.example.com/healthz
* Trying 35.Xxx.Xxx.92...

* TCP_NODELAY set

* Connected to docker-registry-default.apps.example.com
(35.xXx.xX.92) port 443 (#0)

HTTP/2 200

cache-control: no-cache

content-type: text/plain; charset=utf-8
content-length: 0

date: Tue, 05 Dec 2017 15:13:27 GMT

* AN ANNN NN -

Connection #0 to host docker-registry-default.apps.example.com
left intact

35. X L —2

TARAR—=A VAR ATIE. /var 4L 2 ) —IZ40GB L LT R BEHAWETY ., df 07
RAEFERALTYRAR—RANDT A RVEHEAMHAL £7.
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$ df -hT

Filesystem Type
/dev/sdal xfs
devtmpfs devtmpfs
tmpfs tmpfs
tmpfs tmpfs
tmpfs tmpfs
tmpfs tmpfs
tmpfs tmpfs

Size

45G
3.6G
3.6G
3.6G
3.6G
732M
732M

Used Avail Use%
2.8G 43G 7%

0 3.6G 0%

0 3.6G 0%
3.6G 2%
0 3.6G 0%
0 732M 0%
0 732M 0%

Mounted on

/

/dev

/dev/shm

/run
/sys/fs/cgroup
/run/user/1000
/run/user/0

J—=RA AR ATIE /var L2 1) —IZ15GB A L% . Docker X b L — (Z DIGE(

/var/1lib/docker) (ZX 5(Z15GB LEAWETY . 77 R X —DH 1 XX Pod (ZIHE/L —RFR7E R
PL—CDBEICIECT. BloNX—F > 325/ —FED
/var/lib/origin/openshift.local.volumes (Z{ERT A2NEHLH ) £ 7.

$ df -hT

Filesystem Type
/dev/sdal xfs
devtmpfs devtmpfs
tmpfs tmpfs
tmpfs tmpfs
tmpfs tmpfs
/dev/sdb xfs
/dev/sdc xfs

Size
25G
3.6G
3.6G
3.6G
3.6G
25G
506G

Used Avail Use%
2.4G 23G  10%
0 3.6G 0%
0 3.6G 0%
147M 3.5G 4%
0 3.6G 0%
2.7G 236G 11%
33M 50G 1%

/var/lib/origin/openshift.local.volumes

tmpfs tmpfs

732M

0@ 732M 0%

Mounted on

/

/dev

/dev/shm

/run
/sys/fs/cgroup
/var/1lib/docker

/run/user/1000

Pod Mik%5% k L —<>(% OpenShift Container Platform &7 5 2 & — 5179 21 > A X > ZADINEBTHL
HANZBELH ) £F. PodDK&ER) 2 —LEA 7 7R N7 0 Fv—70O11 X—(2& >0
E'yazZrrandh. F7-(F Container Native Storage ¥ 7-(Z Container Ready Storage A {Ff L T

JOEYIZ I TEET.

3.6.DOCKER X [ L —

Docker X F L —2(E 2 DDA 7> aOROWITNATHR—bENET. 1 DEDF 7> a(ds
T —IVERY) A= L TINA Ry N=DERATHY . 2O2BDA T a3 (Foverlay2 7 71 )L
< A5/ (Red Hat Enterprise Linux /Xx—> 3> 7.4 PR OF B T9 . BE (L overlay2 7 71 JL R T
LlFEy N TV THBRET, N7 4= RAP@UINTWDBI280, tDERAHIHRINTUET.

Docker X f L —5F 4 X2 (3 /var/lib/docker ¥ LTV &N, xXFS 7 7PAILS AT LT
T74—<7v &N £3. Docker X pL-—(Foverlay2 7 7 A IV AT LAFEHRT 2 L9 ICRRES N Z

7.

DOCKER_STORAGE_OPTIONS='--storage-driver overlay2'

I $ cat /etc/sysconfig/docker-storage

ZDAML—= RZ A4 /85—h Docker (24 > THERAEIND Z & 58T 51213, UTAEITLET.

# docker info
Containers: 4
Running: 4
Paused: O
Stopped: 0

Images: 4
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Server Version: 1.12.6
Storage Driver: overlay2
Backing Filesystem: xfs
Logging Driver: journald
Cgroup Driver: systemd
Plugins:
Volume: local
Network: overlay host bridge null
Authorization: rhel-push-plugin
Swarm: inactive
Runtimes: docker-runc runc
Default Runtime: docker-runc
Security Options: seccomp selinux
Kernel Version: 3.10.0-693.11.1.el7.x86_64
Operating System: Employee SKU
0SType: linux
Architecture: x86_64
Number of Docker Hooks: 3
CPUs: 2
Total Memory: 7.147 GiB
Name: ocp-infra-node-1clj
ID: T7T6:IQTG:WTUX:7BRU:5FI4:XUL5:PAAM:4SLW:NWKL:WU2V:NQOW: JPHC
Docker Root Dir: /var/lib/docker
Debug Mode (client): false
Debug Mode (server): false
Registry: https://registry.access.redhat.com/v1/
WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled
Insecure Registries:
127.0.0.0/8
Registries: registry.access.redhat.com (secure),
registry.access.redhat.com (secure), docker.io (secure)

37.APIH—EZXDRT—4R R

OpenShift APl 44— X ¢) atomic-openshift-master-api.service (33 R THVAX—1 A&
CATRITENET . Y—ERADRAT—RRAAMHRT 2121 UFEETLET.

$ systemctl status atomic-openshift-master-api.service
e atomic-openshift-master-api.service - Atomic OpenShift Master API
Loaded: loaded (/usr/lib/systemd/system/atomic-openshift-master-
api.service; enabled; vendor preset: disabled)
Active: active (running) since Thu 2017-11-30 11:40:19 EST; 5 days ago
Docs: https://github.com/openshift/origin
Main PID: 30047 (openshift)
Memory: 65.0M
CGroup: /system.slice/atomic-openshift-master-api.service
L-30047 /usr/bin/openshift start master api --
config=/etc/origin/master/ma. ..

Dec 06 09:15:49 ocp-master-94zd atomic-openshift-master-api[30047]: 11206

09:15:49.85...
Dec 06 09:15:50 ocp-master-94zd atomic-openshift-master-api[30047]: 11206
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09:15:50.96...
Dec 06 09:15:52 ocp-master-94zd atomic-openshift-master-api[30047]: 11206
09:15:52.34...

APIH—ER(F. UMTFAERL THNBTO ) —TEBANVRF v 7 & RFLET.

I $ curl -k https://master.example.com/healthz
ok

3.8. 0> FO—F5—O—)LODEE

OpensShift Container Platform O f O—5 —1—¢E X ¢ atomic-openshift-master-
controllers.service (J§ NTNHDVRX—KRAX N TCHATEZEY. ZOY—ERETIT17/
INY ST E= R TEITFEN. BIZ1DDOVYRE—TOIRETINET,

OpensShift Container Platform 2> F O—Z —(&. ZOH—ERAFTY BHKR F 2 BRI 2FE%E =
TLET. MEFRITINTUL DB, kube-system 702 =7 | IZREFSI N D447 configmap 7
T/ T arIilREINET.

cluster-admin 1—+4—¥ | C. atomic-openshift-master-controllers #—t 2 % %E179
HVAR—RA M EHERL £7.

$ oc get -n kube-system cm openshift-master-controllers -o yaml
apiVersion: vi
kind: ConfigMap
metadata:

annotations:

control-plane.alpha.kubernetes.io/leader: '{"holderIdentity":"master-

ose-master-0.example.com-10.19.115.212-
dnwrtcl4", "leaseDurationSeconds":15, "acquireTime":"2018-02-
17T18:16:54Z", "renewTime":"2018-02-19T13:50:33Z", "leaderTransitions":16}"'

creationTimestamp: 2018-02-02T10:30:04Z

name: openshift-master-controllers

namespace: kube-system

resourceVersion: "17349662"

selfLink: /api/vl/namespaces/kube-system/configmaps/openshift-master-
controllers

uid: 08636843-0804-11e8-8580-fal163eh934f0

a<v> FiE. LT & 512 control-plane.alpha.kubernetes.io/leader 7 /53— 3> M
holderIdentity 7' O/XF 4 —RIZIRENYR L —> fAO—F—45HAL FT.

I master-<hostname>-<ip>-<8_random_characters>
UTnav> FAEERALTHEANEZ 7 1R =L, YRR—KRRAMDKRR FEEBRLET.

$ oc get -n kube-system cm openshift-master-controllers -o json | jq -r
'.metadata.annotations[] | fromjson.holderIdentity | match("/Amaster-(.*)-
[0-9.]*-[0-9a-z]{8}%") | .captures[0].string'

ose-master-0.example.com

3.9. @Y mAFRE AL (MTU) 4 1 XDOWER
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ALK B (MTU) 58389 252 2 (24 4. SSLafFAZEDRIEE L TYRAL—FAH&E L X B 208
MDHDFY N T—0 DFREEHC I ENTEET.

Ny RASHTTP TREEEINDZ MTUH A XL ) b RE D56, YRR Y N T —2)L—&—(3T7—
REEET DO/ FEEBO/ Xy MIHBITEx E9 . 12150, /N7y PAYHTTPS TEEX
NBEMTUG A XL ) b REWE, IL—R—(F¥0/Ny Fo ROy 7a#RBIRICETLET.

AR M= TIE. KFE2BTEHI L R—2> bADOLF 2 TR REARMAT ZAHELERL
EE

e VAXR—KRX |

o /—R/KRR}

o (VT7ZANZIF¥—/—F
o LR NI—

o JL—XR—

NS MAEAE (VYR Z—/ — KAIZ(Z /etc/origin/master 4L 7 N —IZ, 17740
77)r— 3>/ —FKBIZIZ /etc/origin/node T« Lo b ) —IZH ) T

AR PM=IEIZ. TRy b T—2%% I avICHRAINTWS 7O 4EAL T
REGISTRY_ OPENSHIFT_SERVER_ADDR /\0)?%,%% @6&3@’63 F ’d‘ R

AR
1. TREX—FHRAMHDS HTTPS P L R &BEL 9.

$ oc get dc docker-registry -o
jsonpath="'{.spec.template.spec.containers[].env[?
(@.name=="OPENSHIFT_DEFAULT_REGISTRY")].value}{"\n"}'
docker-registry.default.svc:5000

FiCiz& V). docker-registry.default.svc:5000 DHENAERINF T,

2. /healthz % EFR THEEINDEIZEML . ZMAEFEBLTIRTORR M (FREXR—, 1>
75ANIOFe—. /—F) THRLET.

$ curl -v https://docker-registry.default.svc:5000/healthz
* About to connect() to docker-registry.default.svc port 5000 (#0)
*  Trying 172.30.11.171...
* Connected to docker-registry.default.svc (172.30.11.171) port 5000
(#0)
* Initializing NSS with certpath: sql:/etc/pki/nssdb
* CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Server certificate:
subject: CN=172.30.11.171
start date: Oct 18 05:30:10 2017 GMT
expire date: Oct 18 05:30:11 2019 GMT
common name: 172.30.11.171
issuer: CN=openshift-signer@1508303629
GET /healthz HTTP/1.1
User-Agent: curl/7.29.0

* ok %k ok * X

VvV Vv
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Host: docker-registry.default.svc:5000
Accept: */*

HTTP/1.1 200 OK

Cache-Control: no-cache

Date: Tue, 24 Oct 2017 19:42:35 GMT
Content-Length: 0

Content-Type: text/plain; charset=utf-8

* N AN NN AN ANV V V

Connection #0 to host docker-registry.default.svc left intact

LEEDHENBIL. SSLIFEGHIER THDZ & 2RI H-OICFAINTULS MTU 1 X%
RLTWET ., BGORITHAERICETIND S A WL L . AEBAE/ YR & docker-registry
(2B B9 T —/N—iEBREEHR A F > 1= NSS DVEIUATTT L 9.

MTU 4« XARBYNSREENTWDERAI LTI MHEL £,

curl -v https://docker-registry.default.svc:5000/healthz

About to connect() to docker-registry.default.svc port 5000 (#0)
Trying 172.30.11.171...

Connected to docker-registry.default.svc (172.30.11.171) port 5000

(#0)

* Initializing NSS with certpath: sql:/etc/pki/nssdb

* o+ A

*

FEEDBITIE, BEEAELEINTUWE T A, NSS DAL AFIAE/ XX TRT T&IWZ & &
RLTWEY., ZORIE(L. /etc/origin/node/node-config.yaml 7 7 1 JLIZEREX N
LAY MTU Y XIZRFET 5 HDTT .

OB A RIRT BHIZ(F. /etc/origin/node/node-config.yaml RO MTU H 1 X%
OpenShift SDN «f —H 3y b F/NA A THERAINTUWS MTU 1 XL 1) £ 50 /31 b/ NI UME
IZHREL£7.

B A YRy P TFNAZRDMTU B X% 3R/7R L £ 9 (6i: etho),

$ ip link show etho
2: eth®: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_fast
state UP mode DEFAULT glen 1000

link/ether fa:16:3e:92:6a:86 brd ff:ff:ff:ff.ff:ff

EFRIEZ MTUAY500 (CEREENTWB Z ¢ ARLTWET,

. MTUH 4 X5ZEG 5(2(F. /etc/origin/node/node-config.yaml 7 7 L& ZE

L. ipa3v > FTRESINDHNELY & 50 /31 PAIVMEEREL £7.

tzE ZE. MTU B XHY1500 (SRRESINTWDIHE. MTUH A X%
/etc/origin/node/node-config.yaml 7 71 JLIN T 1450 (ZFAEL 7.

networkConfig:
mtu: 1450

5. REARIFL. /—FEBEBLET.



BEIERANILAF VT
HERD
OpenShift Container Platform SDN 213 2T N THVREX— LUV /—F
TMTUH A X5RETDUENHY) 9, £z, tun0 (> R—T 2 —2RD

MTU 1 X327 72X =% BT B9 NTD/ — F TR—THIUENH )
ER

6. /—FKHABEASA I >1-1EIZ. Thceourl a7 FABEERTL CTRENEEL AL
BoTWBI AR LET.

I $ curl -v https://docker-registry.default.svc:5000/healthz

RA LTI DT HI5E. 5l &%c& MTUH A X4 50 /N1 B THAEBL. Zo70+X
HAER)IRL £9,
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FAZIRITEERD /Ny 7 Ty TOVER

RIBYEDO/IN Yy 0Ty TOERBIZIE. 1 RRADT Ty 1 F =137 — R DOBIBRNE TTIZ18L
DEELRT—RAEOACE—TBHIEHARBEICKRY FT. Ny o Ty TOERE. tns(EFFED L R—%
v NOFEN— 3 BITTE T,
OpenShift Container Platform Tl3. 752X =KD /Ny I T v T 5ERTE£9., ZhIZLl).
77 AR —MIREDKRE CRENT R X —8E) HHDRA ML —SICRETEZ 9. WRIENNY o7y
TOREIZIZATHAEENE T,

o VIRAR—T—RXRTF7AIL

o BIAX—D eted T—X

e APIF 72z b

e LURPMN) =R PL—

R)a1—LX L=

Ny O TyTNE TROBRREH CT-OIEMRICEITLET.

BE

LT 7otezxTlx. 774 — 3> &1 OpenShift Container Platform 2 5 X
R—B/INy O Ty 7T 5-00BEOHECOVWTHBLTWET., ZZTIEFHRX LA
BHIERBEINITA. 77AX—DTRENY I T Vv 7BELIUETFIEOEAR L LT
TOFIEAFERALTLIEEWL, -, T—REREHCOIZBER TN TOHEE S
DREHLH) ET.

Ny O Ty TEBRTIRAEIND HDTIE R . MEDT—RIFZE TNV IT V7L
THELRELHY) £T.

41. T RAR—RA NDINY T T TOVER
Ny Ty T T7ORR G, SRATFLERRT v 7L — R 3ttt RELEELSUEEA
(Mw%ﬂCmmmaHmmm4/752h57?V—EMi6WE¥ﬁLiTO?—Q@Nv77/
713, BEERERCENT—XHFATEEICA D L ) ICEHIRICEITLET.
OpenShift Container Platform 7 71 JL
72&—4>2&>2@AH\:yhu—i—atmiﬁa# EXEETL &
9. /etc/origin/master Z 4 L7 ) —(Z(F. ATFDL ) REZL T 71 ILHMEZ (AEHI N TUL
9.
o XE. APIO> bO—F—, H—ERAY
o (RPN TEREINSIHE
o INTMHIZ7 R 7O/NA X—BIEDRE
o F—E LU tDMDRALT 74 )L (htpasswd A {F 9 515453 htpasswd 73 &)

o At
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O L~RJ)LDs| E EiFe7/OFs —DFERL DA R KX~ A X% OpenShift Container Platform 4 — ¢
2L TITIZ N TE X9, RET 71)UL /ete/sysconfig T (L2 M) —IZRFE N E T,

VARZ—F/ = FTHH Bz, /etc/origin T LT M) =KDy I Ty THEERL FT.

FIE

- .
BEYAR—/— N TUTOFIEAELT

TIBENHY) ET.

1. TRR—FHRAMNDERETZ 7AIVDINy 2Ty THhERL 9.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

SN

ERD

B—VRR—UF7RAZ—DA A F—ILTE. BBE7 71U
/etc/sysconfig/atomic-openshift-master (Z{RFa N Ed. EHTX
X —IRIETlT. :RE7 71 I)L /etc/sysconfig/atomic-openshift-
master-api $ L /etc/sysconfig/atomic-openshift-master-
controllers 7« L 7 ) —IZRTFEINET.

BH
= A
AA /etc/origin/master/ca.serial.txt 7 71 JL(Z Ansible ;R X p 1 >

N M) —Z—BRREINDZBEVDVRAR—THOIHFERINET . RYID
VYRR —RRA FDEREKRT T 5HEF. Z07 O RDEITHIC
/etc/origin/master/ca.serial.txt 7 7 (IL&FK) DV AR —KRA

MZaE—L 9.

2. Ny O Ty T DFTERIZERT 2B BENH HMMNEELR 7 71 ILIZIEATAES T 7.

7714

/etc/cni/*

/etc/sysconfig/iptables

/etc/sysconfig/docker-storage-
setup

/etc/sysconfig/docker

2559

AXTF =RV N T =IO A R—T 2= RD:
E (RS n2IE

iptables L —ILAMRIFI N ZIGAT

container-storage-setup 37> FOA
N7 74

docker Z{RE7 71 )L
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24

/etc/sysconfig/docker -network

/etc/sysconfig/docker-storage

/etc/dnsmasq.conf

/etc/dnsmasq.d/*

/etc/sysconfig/flanneld

/etc/pki/ca-trust/source/anchors/

LT ATy 2Ty TEERL £,

&P BH BB

& B

docker % b ) —2%5E (f5: MTU)

docker x | L —E%5E container -
storage-setup TAMEIN3)

dnsmasq NEELERET 71 )L

Ry 3 dnsmasqi&E 7 71 )L

flannelRE7 7 1)L (EREINBHE

AT LIZIEME N SRS (B 4MERL 2 X b
) —F)

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \

${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

3. Ny = HEESTHIBRES Y . rpm/Xy S —IZ&END 7 7AIVEETTT 2ELH
DIGE. DATLIZA VA M =ILENTWS rhel /Ny r—SD—BDERHIRIZYL £7.

SN

EqD

ATV Ea—X7 72 bR M T 7 0 Red Hat Satellite BEA 9 535
BlE. RO uwNy Iy =00 AT ALIZA A M—=ILENTWS/ Ny —
COBRBT—25BA R NG HEYN AN A LETEELET.

SRAFLIZACA M —=ILENTWBIRED rhel /Sy —SD—BAERT 51213, LTAE

TLEY.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}

$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4

o

BIDFIEAFEITL TWBIGEES. UMTOT7 7MLy I Ty TFaL 2 M) —IZBHAh N FE

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node

etc/sysconfig/flanneld

. B2
.a—
‘ $ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
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etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial. txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin. kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt

...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
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etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

WEBHIGEIZ. 77AIVEEMEL TAR—ZREBHATHEATEET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

INsn7 7AILonT A EEONSERT 5(2(2. openshift-ansible-contrib )7 b

1) —(Z& £ % backup_master_node.shX 2 ) 7 A EALET. ZDORZ Y 7 MIBTROFIES
FITL. R T PHFRITEN, FIRDOTNTOT 7AIIUHAAE—ENBRR M EDT (LI b —%
ERL £9.

AL

openshift-ansible-contrib X~ ) 7' (& Red Hat T{IHR—FENTUWEHA
MW NT LR =% T 0 F v —F—LIETI—FHEEREY ICBHEL. B2 THDHZ
CHEMERT DT AMEERRL TWET.

ZDRIZYTME. UTFEERITLTINTHOYRR—TCEITTHENTEET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

4.2. ) — RRR DIy 7 Ty TOVER

J=RRRAIOINY Ty TOERIE., SRAZR—RA MOy 2Ty TE(EREDA—R7—R(ZH
NEJT., YREX—KRAMIIBECDEELR T 7AIUDEEND -0, /Ny o T v TOERITR HELE
EnFEFd. LHrL/—FmE. tOMEBE L TRFRLEDIET7 =1 IvA—/N—FZ/ — N &K THRE
S, BEENSIREDETICBELRT—RIEETINEBA. /—FONy o7y 7HERIL. BE
DETIZHER DR EINDIGEICETT DI oA HEEINET.

NNy Ty 7708, SATLEFCT v T — R E 34O RE L BREASUEEL T
TR 0Fv—ICMADBIZEITLET., /Ny o Ty /L. BEEORERIZERNTT—XHFIFTEE
(27254 ) ICEHINICEIT T 20EAH ) £7°.

OpenShift Container Platform 7 71 JL

J=RAAR A FA LT FH—HR—R T D Pod DERTEITENFT. /etc/origin/ LU0
/etc/origin/node 71 L7 ) —(ZATDL Y HEEL 7 71 IL AL £

o /— FH—ERDE&E
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o (A M—)LTERINDAE
e U5 N7 O/NA X—BIEDRE
o F—FB LU tDMNDRALT 71 JL (dnsmasq i%E 7 &)

Openshift Container Platform 4 —E' X (3, O L ~NID5| & Efe 7O+ —DFERLEAEFTT 2
T-DIZHRR VYA XTE ., :RET 71 )UZ /etc/sysconfig T L2 M) —IZREFEEINET.

Fia
L. J—=FRERETZ7AINOINYy Ty THERL £7.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node
${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform (3. /N 2 7w 7R o —DitEIRIZEE T 2VEDH DIEE
D7 7AIVEFERLET. ZNIZIEATAEENET.

771l i

/etc/cni/* ALVTF—2 Y T4 R—T T—ADK
E (BRI N25E

/etc/sysconfig/iptables iptables )L —I/LAMREFEI N BIHA
/etc/sysconfig/docker-storage- container-storage-setup v FMOA
setup N7 74
/etc/sysconfig/docker docker ;&7 71U
/etc/sysconfig/docker-network docker %y | 7 — 2 F%5E (f5: MTU)
/etc/sysconfig/docker-storage docker X | L — %% container -

storage-setup TAMEIN3)

/etc/dnsmasq.conf dnsmasq NFERERET 71 )L
/etc/dnsmasq.d/* Ry s dnsmasq:RE 7 7 1)L
/etc/sysconfig/flanneld flannel{E7 7 1)L (ERE N 256

/etc/pki/ca-trust/source/anchors/ 257 LAIZIBINENBEAAE (6: 4MNEL < X b
1) —F)

INBDT7 7AILEERT BI21E. UMTFAETLET.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig
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28

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

*» B

*» A

3. Ny = HEES THIBRES Y . rpm/Xy =28 END 7 7AIVEETTT 20ELH
DIGE. DATLIZA VA F=ILENTWS rhel /Ny r—SD—BOERHAIRIZUL 7.

JEaC

ALFIVELI—XT 7 R f T O Red Hat Satellite B4gEA- (T 215
ElE. BomniglwuNy =00 AT LIZA R P—ILENTWS/ Ny —
COBRBT—25BA R NG HEYN AN A LETEELET.

SRAFLIZALA M =ILENTWBIRED rhel /Sy r—SD—BAERT 51213, LTAE
TLEY.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4. YUTDT7 7AIDINYy I Ty TF4L o ) —IZBEANET .

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
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etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

WEBHIGEIZ. 77AIVEEMEL TAR—REBHATHEATEET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

Nosn7 7AIlonI A EEONSERT 5(2(2. openshift-ansible-contrib )7 b

1) —(Z& #1 % backup_master_node.sh X2 ) 7 p&{EAL 3. ZHRZ Y7 MIBIROFIEE
ERITL. R T PHRITEN, FIRDTNTOT 7AIIUHAE—ENBRR M EDT (LI b —%
ERL £9.

s >

)2 =W
openshift-ansible-contrib X~ ) 7' (& Red Hat TiIHR—FENTUWEHA
PN T 7L RT=F T F v —F—LFI—FHEREY ICEHEL. B2 THDZ
EHEHERT DT AMEEEL TWET,
ZDRZYTME UTFEETLTIRTDOYREZ—TETTHIEHATEET.

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git

$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

A43.L >R M) —FtBRED/ Ny o Ty T

SN F 1) T —fRESNIZL AN —HERT BHE. INTHOL PR M) —itAE A REFET
DNEHHYNET. T7AILITLSR M) —DEF2) T —3RESNZET.

IIII .
B TAR—/ = FTUATOFIEARITT 2DLEAH ) 7.

Fa
LLRM)—GEAEA/NY Ty T L £,

# cd /etc/docker/certs.d/
# tar cf /tmp/docker-registry-certs-$(hostname).tar *

2. INY O T THINEBDIGETICREENL £ 7.
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iEaL

1D ED Dt 2) 74 —RESNIL AN —AFEBL TWBIGE. 1 X—
. SHOTINEIET v 2 5FRTTERRA ML Pod 5F{T 57012 & 1) —EEEH
ﬂ EAEHTIVELNH) FT.

AA4. DA R M—=ILT FAILDINY T T
OpensShift Container Platform A > X b —)LG B 1=DIZERBLI-7 7ML E/NY I T v 7L ET.

Fia

1@%?@6imé@ﬁf/Zh—w#MgtQétw\ﬂﬁfyzh—wTﬁ%éhtT&T
FAIWERELET. ZNSDT7 70ILIZIE. KTFAEENZHENDHY £T.

e Ansible Playbook 5 KU A >R M) =T 7L (I T AR —A R b —ILDIGE
e /etc/yum.repos.d/ose.repo (3F%4c1 > 2 b —ILATEDIGE

2. {1 R N—IWEDRTy TOFNEE /NNy 2T v TLET. —EDOA A b—ILIZIE. 1R
P=2—IZB8ENRVRT Y THMRIZRDHEHL S ) £9. ZhIZ(E. OpenShift Container
Platform OHEHEFSIN Y —EZADEEREZX—IT—2 > ML EDEBMY—EZRNDA >R
N —ILAEENDIGELDH ) £T. BROFPLETONA X—DFERL Y, BEA A b—F—
(Advanced Installer) TH A — b AN TUWLWEMDEE HBEICL DIHELH ) £

A5. 77— > TF—RDINY I Ty T

rsync A5+ —A X—CRICA VA P—ILENTWB I EARRETDE. L DIGE. T7)
=3 F—X&(Foc rsync AV FAEFERLT/N\v o 7Y 7 T& %3 . RedHatrhel7 «—;w
A=2IZlErsyne A EENET. LIzA T, rhell 5R—R G EHFTNTDOA X =22 INHAE
FNBZ &2 ) £9, "Troubleshooting and Debugging CLI Operations - rsync ; #$R8 T 1°&
Uy,

T

H
[=]

“hix. 77— 3 F—2OIRABRNG /Ny 7Ty T2 OWTOMRBETH

), T—EN—RL AT LKL T ZAR— M A R— N FERR EDT 7Y
=< arBBHED/NY Ty TFHEIZOWTIZEBIZANSONTUWETA.

EFAT BKERY) 21— LD KR+ 7 (Cinder, NFS, Gluster 73 &) (2L > TlE. /Ny 2 7y TFB %
ERATE2HELHY) £

INY T Ty TOISAE TTVr—oa ZBE DT, deploymentconfig TR 12— LD
mountPath #2MR L TNy I 7w 7T HNXREHFITEHENTEET.
)2 v

ZOBOT T ) = a T—=2O/Ny o Ty 7E. 7= 3 Pod BEITHRD
BEIZDHFEITTEET.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-install-advanced-install
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/installation_and_configuration/#install-config-install-disconnected-install
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FAZRIFL kDN 7 T TOER
Fia

Jenkins ¥ 7O X VDT TV 5r— 3 FT—RDI/Ny 7Ty 7THi
1. 7714/ — 3>5F—4% mountPath % deploymentconfig 7S EUEL 9.

$ oc get dc/jenkins -o jsonpath='{ .spec.template.spec.containers[?
(@.name=="jenkins")].volumeMounts[?(@.name=="jenkins-
data")].mountPath }'

/var/lib/jenkins

2. IWAERITHD Pod DARTABIEL £7.

$ oc get pod --selector=deploymentconfig=jenkins -o jsonpath='{
.metadata.name }'
jenkins-1-37nux

3.0c rsync AV FAERALT7 /) yr—y3>F—&k&#a—L %7,

I $ oc rsync jenkins-1-37nux:/var/lib/jenkins /tmp/

4.6.ETCD /Ny o 7 v T

eted (FTNTHF TP 7 FER. BLUKGLYR R KEDF—ER 7 TT. DI R—F>
MIEREOAEABHRL T, N ENDRWREICTIEZ £,

3.5 & 1) £ 8j7 OpenShift Container Platform /N\— 3 > (Z eted /Nx\—2 3> 2 (v2) 2{EHAL. 3.5
BTEN=3> 33 2 FRALET. T—XET S eted D 2/X—2 3 TR ->TWET,
etcdv3 (Iv2 ¥ V3T —REFTIOEAEFERTE 9% etedv2 (Fv2F—XREFILLHAERATE £
BA. etedv3H—/N—T{F, 2ELVVIT—XRMTFIAINLTHEEL. MEIZHMZLTWET.

V2E LU V3 DEADERIEIZ DL T, ETCDCTL_API IRIFR M A AL TEY) API AT %
EE

$ etcdctl -v

etcdctl version: 3.2.5

API version: 2

$ ETCDCTL_API=3 etcdctl version
etcdctl version: 3.2.5

API version: 3.2

V3 ADIATAIEIZ DWW TDEF4A(E . OpenShift Container Platform 3.7 K& 2 X > f @ "Migrating
etcd Data (v2tov3), M7 > a > AZRL T Z& 0,

etecd /Ny 2Ty 77O R(E2DODELDFIETHERINTWET,
o RED/INY Ty T hE eted RES L UEAENS N T
o T—RDINY I T T N2ENIDOEANDT—RETILAEEINET .

F=RD/N\y 7Ty 7708 R (5. BYIRIEAEARMtE . etedetly —)LANT R F—ILENT
Wbeted VT AR—IZHSHTEXDHRANTEITTCEET,
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iEaL

INY 2Ty T 7 7 A IS ATREL 15E (3 OpenShift Container Platform IRIESMDSMNEE S X
TLIZAE=L T LBESHT HBENH ) £7.

etcd DNy I Ty TIZIFMEDZR b L =R a—LADTRTHOERAEINDZ L IZIEBEL TL
72X, eted DIEITEFIZ. OpenShift Container Platform (3 ./ — F TOLARI Pod Di2E & F L R k
L—CoBEI) Y TABLEDT. Zo708R(E. /—FNE20 7 R2—H6HIKRL. #E/ —FaR
HYICEMT27AaREELYAH) EFEA. €D/ —FIZEI) U THNTUBTRTHOHD(F.
Pod DR 22—V / — RIZBHZ € Pod (CHBURIN) HToNET.

4.6.1.etcd /Ny Ty S
etecd /Ny I Ty T, etcdiRET 7AILE eted F—RDEA BNV I T v TTBNEAH ) £
9.

4.6.11. etcd&RE7 7AIVDINY 2Ty T

RIFT D etcd BRE 7 71 ILIFTT T eted AEITEINTWDA R XD /ete/eted T« L7 b
J—IZREINFT. ZhIZ(F. etcdi&E T 71l (/etc/etcd/eted.conf) L UT T AKX —DiE
BOBELIAENEINET. tN5TXTDT7 7AILE Ansible f >R p—F—(ZL>TA R
P —ILERRZERINE T,

Fir
IS5 RAR—MNE eted X /N—(ZDOWTD etcd :REE/NY I T Vv T LET.

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

% -
Zetcd VT RAX— A N—DAEAES JURE 7 7ILE—EDHNDTT .

4.6.1.2.etcd F—RDINY I T v T
B &R

pa e

OpenShift Container Platform f > X b =5 —(3T A ) PR A& /ERKT S 1-8. etcdctl2
(etcdv2 R R 7 MIFE) & etedetl3 (etcd v3 XK R NDIHRE) & W) ZRINDT NTNDT S
TN TEHET.

7-7°L. etcdctl3 T ) 7 RX(Fetcdctl <> FDFMAL T R4 P —BAIR
HLAW D, TXTHOI RiRA > b &H(C --endpoints + 7> 3 AFEET D
BHH) £9.

eted /Ny o7y 74 BENC. UTFABERL T(fZa0N,

e etcdctl/ N+ 1) —HFIAR[GETH DH . FtHiFa T FH—HA R F—ILTIZ
rhel7/etcd O3 FF—HFIBOJRETH 5.
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o etcd 7/ T XX — ¥ DL AMEART D GR— | 2379/tcp).
o etcd 7 7 RX—(ZH T B-ODBEYWAAENH B Z & 5 HERT B.
1. eted 7 T XX —HEREL TW\2 Z & MR BI2(F. e AL £7.
o etcdVv2 API AT 256, UMTav FA2EITLET.

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from

https://192.168.55.8:2379

member ed4f0efd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

o etcdv3 APl 23 2155, KTnav  F&FETL £,

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\

https://*master-2.example.com*:2379"

endpoint health
https://master-0.example.com:2379 is healthy: successfully
committed proposal: took = 5.011358ms
https://master-1.example.com:2379 is healthy: successfully
committed proposal: took = 1.305173ms
https://master-2.example.com:2379 is healthy: successfully
committed proposal: took = 1.388772ms

2. AN—D—BEMHERL £7.
o etcdVv2 APl 4T 2568, UNTOav FAERITLET.

# etcdctl2 member list

2a371dd20f21ca8d: name=master-1.example.com
peerURLs=https://192.168.55.12:2380
clientURLs=https://192.168.55.12:2379 islLeader=false
40bef1f6c79b3163: name=master-0.example.com
peerURLs=https://192.168.55.8:2380
clientURLs=https://192.168.55.8:2379 islLeader=false
95dc17ffcce8ee29: name=master-2.example.com
peerURLs=https://192.168.55.13:2380
clientURLs=https://192.168.55.13:2379 islLeader=true

o etcdv3 APl 23 255, KTnav  F&FETL £,
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# etcdctl3 member list

2a371dd20f21ca8d, started, master-1.example.com,
https://192.168.55.12:2380, https://192.168.55.12:2379
40bef1f6c79b3163, started, master-0.example.com,
https://192.168.55.8:2380, https://192.168.55.8:2379
95dc17ffcce8ee29, started, master-2.example.com,
https://192.168.55.13:2380, https://192.168.55.13:2379

)2 v

etcdctl backup IV F(3/\v o7 v 7THFRITTB-HOICFERENFETAHY. etedv3
Gy o7y 7T OEEHH ) FHA. 1) (Zetedetl snapshot save Iv7 >
FAEBRLTIAT7AN=DRFyTay b #8220, Ffzldeted 7= T 1L
7 h1)—a) member/snap/db 7 7 )LA A= B N TE T,

etcdctl backup ¥ KN(g, /—FIDXRIZRX—IDILED/NY I Ty 7IZ&EN
DART—RND—EAEEEM]MZFT. Zhid. Ny IoTvTTIE. /= FHUEIOT A
ToTATA— BRI ZEHEEKRLTWET., NI T v TIHbo 72— BERT
B2l FHROB—/—F o 2AR—5HERLTHL. YD/ —FEIF7Z2X—(ZE
MLET. ART—RIIFHR/ —FHBREFES 72 Z—CMbhbing ) ICEERES N

etcd F—X&/N\v Ty 7L ET. *V2API A EAT 255 KTnT7oaaETLET. I
Theted—ERAEIEL 9.

+

I # systemctl stop etcd.service

34

a. eted F—&/Nw o Ty THERL. eteddb 7 71 )LAEOE—L 7.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \

--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)

# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)

e V3API A AT BI5E. UToaAY FEFEITLET.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl3 snapshot save */backup/etcd-$(date +%Y%m%d)*/db
Snapshot saved at /backup/etcd-<date>/db
# systemctl stop etcd.service
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service



FAZRIFL kDN 7 T TOER
)2 =W

etcdctl snapshot save Ov > [Tl etced H—EXAEITHFTH D
ZhHlY) £7.

—Nnsmn3av FTlE. /backup/etecd-<date>/ L2 M) —pMERRENFT. 22
T. <date> (FIRFENHFAFRL . ZHIIIMBENFS EF . S3 /N4y b DthDSMEBR b
L—>matE0 £9.

F=IWA2T I Z2AR—DAE., eted T—RT (L2 ) —(3
/var/lib/origin/openshift.local.etcd =L 7 ) —IZBHANFT.

AT7. 70T NOINY I T T

BIEY 29T _RTHOT—RO/Ny 7Ty TOERIZIE. TXTHEELERAT I ZR— L. FiE 70O
I MIEBRTTHIeHEEERLET.

FIa

iEaL

OpenShift Container Platform 70 =2 b/ Ny 2 7w 7HE L OETY —ILIZDOWL
T3, IRFE Red Hat TRARF TY . FH4lL. ATONTAHSRL T Za0,

e bugzilla1303205.

LNy O Ty T7IHTNTORET—R 5 —HBRRLFT.

$ oc get all

NAME TYPE FROM LATEST

bc/ruby-ex Source Git 1

NAME TYPE FROM STATUS STARTED
DURATION

builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago
35s

NAME DOCKER REPO

TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook
latest 2 minutes ago

is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
latest 2 minutes ago

is/ruby-22-centos?7 10.111.255.221:5000/myproject/ruby-22-centos?
latest 2 minutes ago

is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex

latest 2 minutes ago

NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1

config, image(guestbook:latest)

dc/hello-openshift 1 1 1

config, image(hello-openshift:latest)

dc/ruby-ex 1 1 1
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config, image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m
rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

svc/guestbook 10.111.105.84 <none> 3000/TCP
2m

svc/hello-openshift 10.111.230.24 <none>
8080/TCP,8888/TCP 2m

svc/ruby-ex 10.111.232.117 <none> 8080/TCP

2m

NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 1/1 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 1/1 Running 0 2m

2. 7O o b AT MA cyaml £1-(F .json 7 FAILIZTZ I AR— ML £ T

o 7O I/ MATP T/ % project.yaml 7 7 JLIZCTY RR— b BI2(E. LT %
FITLET.

I $ oc export all -o yaml > project.yaml

o JOY I/ MA TP/ % project.json 7 7 ILICTY RR— b BIZ(E. LAT%
EITLET.

I $ oc export all -o json > project.json

3. 7O< 2 fdDrole bindings, secrets, service accounts, } S () persistent
volume claims 5T X R—pr L 7.

$ for object in rolebindings serviceaccounts secrets imagestreamtags
podpreset cms egressnetworkpolicies rolebindingrestrictions
limitranges resourcequotas pvcs templates cronjobs statefulsets hpas
deployments replicasets poddisruptionbudget endpoints
do

oc export $object -o yaml > $object.yaml
done

4. =BT/ RAR—bEINtzA TPz MIT7OP o FROFEND A X TF—X £1=(ZEHED ID
~NDOERICKGFET 25ELH ) F9. ZhiF. BIERENSFA 7z booa—HE) 71—
IZHBITHHIRICA L) £,
imagestreams ) A%, deploymentconfig ¢) image /X5 X —& —(3. ELINDIR
RICHEELGVREL 2 M) —ADA X —COFED sha F =y 7 LxRA > T 258
HH) F9. t-& ZE. Y7L "ruby-ex" 5 oc new-app centos/ruby-22-
centos7~https://github.com/openshift/ruby-ex.git * L TETT2&. 1 X—
HRA NG BDIZDOWEL PR M) —%5{EHY % imagestream ruby-ex KMER SN F 7,
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$ oc get dc ruby-ex -o jsonpath="
{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdchb2280e03f686a5c8edfeflaza7’
b2icee

oc export (2L BT RKR— b & RADAETHdeploymentconfig D 2 iR— b F.
A—=CHBFEELRWGEICIERML 7.

#NSNIT Y AR— b AHERKT 3124, openshift-ansible-contrib !J;R 1) —d
project_export.shAa{FEAL 9. ZHIZLY . TNTHT/OC o b A T2 o FHEHR
DELDT77AIVIZERINE T, R 7M. 70 o b&R7OC 7 PADT T
DATSTI b RATDIson 7 7L ILAFERL TR ) T &FETTHT1L 2 b)) —%AK
A EICERRL 9.

)i i

LT T&Ra 5 openshift-ansible-contrib V);RY M) —ma— K (&
Red Hat THARHIICH R— F SN TWBRTIEH Y FEAH. VU7 7L AT —
FTFOFr—F—LFI—FHATERE) ICEMEL. BRETHDZ & 5HERT 1=
OIZTRAMEFRITLTWET,

227 MELinux TRITENETH. ZhiZlFjas LU ocav FhH (>
ZP=LENTWBRENHY . SATLETAZS T bOIRTOA TP
7 b mHAE) AJEEZ 1 —H —(Z & - T OpenShift Container Platform ¥z3% (2 0
AL ENTUWBRENH) 7.

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-
contrib.git

$ cd openshift-ansible-contrib/reference-
architecture/day2ops/scripts

$ ./project_export.sh <projectname>

£:

$ ./project_export.sh myproject

Exporting namespace to project-demo/ns.json

Exporting rolebindings to project-demo/rolebindings.json
Exporting serviceaccounts to project-demo/serviceaccounts.json
Exporting secrets to project-demo/secrets.json

Exporting deploymentconfigs to project-demo/dc_*.json

Patching DC...

Exporting buildconfigs to project-demo/bcs.json

Exporting builds to project-demo/builds.json

Exporting imagestreams to project-demo/iss.json

Exporting imagestreamtags to project-demo/imagestreamtags.json
Exporting replicationcontrollers to project-demo/rcs.json
Exporting services to project-demo/svc_*.json

Exporting pods to project-demo/pods.json

Exporting podpreset to project-demo/podpreset.json

Exporting configmaps to project-demo/cms.json

Exporting egressnetworkpolicies to project-
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demo/egressnetworkpolicies.json

Exporting

rolebindingrestrictions to project-

demo/rolebindingrestrictions.json

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

limitranges to project-demo/limitranges.json
resourcequotas to project-demo/resourcequotas.json
pvcs to project-demo/pvcs.json

routes to project-demo/routes.json

templates to project-demo/templates.json
cronjobs to project-demo/cronjobs.json
statefulsets to project-demo/statefulsets.json
hpas to project-demo/hpas.json

deployments to project-demo/deployments.json
replicasets to project-demo/replicasets.json
poddisruptionbudget to project-

demo/poddisruptionbudget.json

5. ZNAFRITENzH. 77V EHERL. O
HRLET.

FYABEYNZ T RAR—PENTWDRI A

$ cd <projectname>

$ 1s -1
bcs.json

builds.json

cms.json

cronjobs.json

dc_ruby-ex.json
dc_ruby-ex_patched.json
deployments.json
egressnetworkpolicies. json
endpoint_external-mysqgl-service.json

hpas.json

imagestreamtags.json

iss.json

limitranges.json

ns.json

poddisruptionbudget.json
podpreset.json

pods.json
pvcs.json
rcs.json

replicasets.json
resourcequotas.json
rolebindingrestrictions. json
rolebindings.json
routes.json

secrets.json
serviceaccounts.json
statefulsets.json
svc_external-mysqgl-service.json
svc_ruby-ex.json

templates. json

$ less bcs.json



FAZRIFL kDN 7 T TOER
)2 =W

TCDA TS0 FHAFHELLWGE. T AR—MFHIED T 71 ILHAER X
nEd.

6. imagestreams #{FfH L T\ %1558, X2 1) 7 1 (Zdeploymentconfig # 1 X —> sha )
Rb)IZAA—CSREFERAT 2L ) ICEEL. _patched MEMEHRAFERAL TTo ZR—
FENF-HDORSIND json 7 P A ILAEERRL £,

$ diff dc_hello-openshift.json dc_hello-openshift_patched.json
45c45

< "image": "docker.io/openshift/hello-

openshift@sha256:42b59c869471alb5fdacadf778667cecbaa79e002b7235f8091
540ae612f0el14",

> "image": "hello-openshift:latest",

acH
= A
AA B[R TINRZY) 7 MIEBDA L TF—Pod HHR— L TUWWRW0, EE

=)
LTEALTSIZE,

4.8. PERSISTENT VOLUME CLAIM (k&R 2 —LER) /Ny o7y T
AL TF—ROKGET R A Y~ AMTE £T.

BE

OpensShift Container Platform Izi5 4 7R 2 | 975 —88n 7' 0/NA X —TlE. /N\v o T

THESORTEN TY — R/X—F 1 —DRF v T3y MMP—ERARENT ZHEEN D
3mahd ) £9. =1L . OpenShift Container Platform T{Z Z b DY —E X % &l
T HHBEAIREL TUW W, AETEZINSOFIEICOWLTIIRBAL FEA.

BT )= a ity o7y TFIBIZOWTE. RO RF 24 &SR TS
W, 12 ZE mysql T—XRFaL 7 b)) —BRAE =L THERTEER /Ny 27y JI3EREn £
HA. tORHYIZ. BEMTOSNIT TN =2 a3 OED/Ny 27y 7FIBEEERITLTHS.
TR ZZ A TEET. ZOFENFIAIZ(E. OpenShift Container Platform %7Kk 2 b3 %
T2 N7 A—LTREINZ RSy T ay by )a—>a nFAbEEINET.
Fa

1. 707 P LU Pod 23R8 £9.

$ oc get pods

NAME READY STATUS RESTARTS AGE
demo-1-build 0/1 Completed 0 2h
demo-2-fxx6d 1/1 Running 0 1h

2. &R 21— LA THFEARAINTUWBRY 1 —LABETEZ AL IZNER Pod 550 AL 9.
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$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo

deployment=demo-2

deploymentconfig=demo
Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:

demo:

Container ID:
docker://201f3e55b373641eb36945d723el1e212ecab847311109b5ceelfd010942
4217a

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

State: Running

Started: Tue, 05 Dec 2017 12:54:52 -0500

Ready: True

Restart Count: ©

Volume Mounts:

*/opt/app-root/src/uploaded from persistent-volume (rw)*
/var/run/secrets/kubernetes.io/serviceaccount from default-
token-8mmrk (ro)

Environment Variables: <none>
...omitted...

ZDOBNEKEET—4K A /opt/app-root/src/uploaded T 4L 7 ) —IZH B & HRL
TWEd,

. TF=&A&O—AJLIZaE—=L £9.

$ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app
receiving incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedup is 0.14

ocp_sop.txt 7 7 ILFIO—HILS AT LICKD>A— K&, Ny I TPy TV T NITT
FIRNDINY Ty TARZZXLTINY Ty TENET,
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iEaL
F7z. Pod AEENT 2355(C pve AL T ICERIOFIRARITTE £9H°

ZBIZ pve ANBENE ) D EHERT DWEAH ) F9. T—XERFLTHHE
T7O0tRAFERL. FHA N —CAERET I EATEET.
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BESERRA ML ANILDRRY

5.7 KRR MDY T REZ—~DIEM

vza £1-13/ = FRRFDT SR R—~DEBMZONTOEML. AR F—ILEREHA K.
TTRR FDOREFES T AR —~DIE mjmtﬁ/a/%*%bf<féw

52.VAX—TRAPMDRRY

521. VXX —KRA PDERADART

TARAR—=HRRAPMDEREERTTBHEIZL) . AKX —FKRR | % OpenShift Container Platform IRiEH
SHIRTE 27

TVAR—RA FDERRT oY A XM/ NABBIZARZERIZIE. N—F 72701 XZE £ /- (35
EDAVTIANZIFy—DEEBRZILENRESENET.

T%ﬁ@mUOmﬁMﬁWMWmPMMMkﬁgﬁ P EH3DDVRR—FKRRAME 3DD
eted / — FHARETY . L.% VARAR—RZX Metedy—ERERILIGMZENINET. YRE—
Zh@ﬁ%%%TTéi ($. ¢DRA D eted b—EZRDERLETTI2HELH) £T.

BE

V2R —H LV eted F—ER (. Y—ERBTEITEINDZREANZZXLIZENEICH
BOBTT70492L95ICLET.

5.211. Y REX—KR bD/Xy I 7y TOVER
Ny Ty 7 708R (L, SRATLEFRT v T L— NGO RELEELSUEE S
(Mw%ﬂCmmmaHmmm4/752h57?V—EMi6WE¥ﬁLiTO?—Q@Nv77/
73, BERERICRRT— XA FATTRECA 2L ) ICERRICETLET.
OpenShift Container Platform 7 71 JL
72&—4>2&>2@AH\:yhu—i—atmi%a# EXAEFITL &
9. /etc/origin/master 1L o p1)—(Z(F. KDL I BEELRT 71 ILHZ (I TUL
9.
e XE. APIO> pO—F—, H—ERLGY
o (R —ILTERINDAAE
o TRTMYZ7 N7O/NT X—FHENEE
o F—H LU tDMDFRALT 71 )L (htpasswd A {E 9 215455 htpasswd 7 &)
o it

O L~J)LD5| E EiFe7/OFs —DFERL DA R KX~ A X% OpenShift Container Platform 4 — ¢
(XL TITH) Z e TE LT, sRE 7 71ILE /ete/sysconfig T 1L 7 b —IZREFEESNE T,

YRAR—$/ = FThHd1. /etc/origin T4 L7 ) =KD/ I Ty THERL 9.
FNa
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ESERRAMLARILDR RS

H o
BEYAR—/ = N TUTOFIEAEITT HUBENH ) £7.

1. SRR —FHRRAMNDERETZ 7AIVDINy 27y THEERL 9.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

)z 5

B—VRR—UF7RAZ—DA A F—ILTE. BE7 71U
/etc/sysconfig/atomic-openshift-master [Z{fFa N 4. HHT R
X —IRIETlT. :RE7 71 I)L|L /etc/sysconfig/atomic-openshift-
master-api $ L /etc/sysconfig/atomic-openshift-master-
controllers 7« L 7 ) —IZRGFEINET.

aH-
= A

/etc/origin/master/ca.serial.txt 7 71 JL(Z Ansible ;KRR p 1 >
N2 M) —IZ—BRRINDBHINDV AR —THOIHERINE T . BYID
VAR—KRR FOERAERT T 25E(1F. ZOT7OERADOEITAIC
/etc/origin/master/ca.serial.txt 7 7 (IL&FKI) DV AR —KRA
MZaE—LEY.

2. /Ny Ty T DFTERIZERT 2 BENH HMMNEELR 7 71 ILIZIEATAES I 7.

77N L)

/etc/cni/* ALVTF—2 Y b T—0 A4 R—T T—ADK
E (BRI N25E

/etc/sysconfig/iptables iptables )L —/LAMREFEI N BIGA
/etc/sysconfig/docker-storage- container-storage-setup v FMOA
setup N7 74
/etc/sysconfig/docker docker ;&7 71U
/etc/sysconfig/docker-network docker %y | 7 — 2 F%5E (f5: MTU)
/etc/sysconfig/docker-storage docker X | L — %% container -

storage-setup TAMEINB)
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/etc/dnsmasq.conf dnsmasq NFELERET 71 L
/etc/dnsmasq.d/* R 3 dnsmasqi&E 7 71 )L
/etc/sysconfig/flanneld flannel:{E7 7 1)L (ERE N 256

/etc/pki/ca-trust/source/anchors/ 257 LAIZIBINENBEAE (B: 4MEFL 2 2 b
1) —F)

LT ATy 2T TEERL £,

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

&P BH BB

*» B

3. Ny = HEESTHIBRES Y . rpm/Xy =28 END T 7AIVEETTT 20ELH

)

>

WmE. YATLIZA A M=ILENTWS rhel /Xy —SO—BOFEBAAIKRICA L T

SN

EqD

ALTFUVELI—XT 7 R f T O Red Hat Satellite B4gEA- {4 215
ElE. BomniuwuNy =00 AFALIZA R P—ILENTWS/ Ny —
COBRBT—R5BA R NG HEYN AN A LETEELET.

2AFLIZAL AP =ILENTWBIRED rhel /Ny 4 —SD—BAERT 21213, UTFTAE

TLETY.

4

. B
.a—

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

BIDFIEAFEITL TWBIGEES. UMTOT7 7MLy Ty TFaL o M) —IZBHAh N FE

o

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew



etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial. txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin. kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt

...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf

ESERRAMLARILDR RS

etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key

etc/origin/node/ca.crt

etc/origin/node/system:node:master-0.example.com.kubeconfig

etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
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etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf
packages.txt

WEBHIGEIZ. 77MILEEMEL TAR—REBHATHEATEET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

Nosn7 7AILoOWnWT A EEONSERT 5(2(2. openshift-ansible-contrib )7 b

1) —(Z& #1% backup_master_node.sh 27 ) 7 p&EAL 3. DRI 7 MIBIROFIES
EITL. R T PHFRTEN, FIRDOTNTOT 7AIUHAAE—ENBRR M EDT (LI b —%
ERL £9.

SN

)2 =W

openshift-ansible-contrib X2 ) 7' (4 Red Hat T{IHR—F N TUWEHA
MW NT LR =% T 0 F v —F—LIEI—FHEEREY ICBHEL. B2 THDHZ
CHEMERT DT AMEERL TWET.

ZDRZTRME UTFEEITLTINTHOYRR—TCEITTHENTEET,

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

5.21.2.etcd /Ny I TS

eted D/Ny 77 THHZ, etcdiRET7 7AILE eted F—RDEAE/NY I T v 7T B0EAH ) £
9.

5.21.21.etcd s REZ 7AINDI/INY I Ty T

RIFT B etcd 3RE T 7 A IFT N T etcd ARITINTWD A VR XD /etc/eted T« L7 b
—IZREINFT. ZhIZ(F. etcdi&E T 71 )L (/etc/etcd/eted.conf) L UT T XX —DiE
EOVERIAEASINET. NHITRTDOT7 7 IUT Ansible f >R b —F— (2L >TA R
F—ILBFIZERENE T,

Fha
5 AR =N eted X /N—[ZDWTD eted REE/NY I T v 7 LET.

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

%%gg -
Zetcd VT RAX— A N—DAEAES JURE 7 7ILE—EDHDTT .
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5.2.1.2.2.etcd T—RDINY I T T
B S

iEaL

OpenShift Container Platform { > X b =5 —(3T A ) PR A& {EKT S 1-8. etcdctl2
(etcdv2 R R 7 MIFE) & etedetl3 (etcd v3 X R 7 DIRE) & W) ZRINDT NTNDT S
TN TEHET .

7-1=L. etecdctl3 T !) 7 RX(Fetcdectl OV RODFHMA T FRA > P—B %32
FHLA WD, TRTOHI FRA > b &Iz --endpoints 7+ 7' 3 > 416ET D00
EZhrdHl) 9.

eted /Ny o7y 74 BENC. UTFABERL T{fZ30N,

o etcdctl/ N+ ) —HFIAR[GETH DH . FtHFa T FH—HA R F—ILTIZ
rhel7/etcd O3> 7+ —AFBEJEETH 5.

e etcd /T AR — ¥ DS AHMERT D (R— b 2379/tcp).
o etcd /T AR —IZHEAT D -ODBELARAEN D D Z & 5 HERT 5.

iEaL

etcdctl backup 37> N3Ny I Ty THEFITT B1-DICERINFE A etedv3
IZIE Ny o7y 7T ORI SH ) FHA. ) (Zetcdectl snapshot save 17>
FAEFRLTIATAN=DRFyTay b 2820, Ffzldeted 7= T 1L
2 )= member/snap/db 7 7 )LA A= BN TEFT,

etcdctl backup ¥ KN(g, /—FIDXRIZRX—IDIRED/NY I Ty 7IZ&EN
DART—RND—EAEEEM]MZFT. Zhld. Ny IT v T TR, /—FHUEIOT A
ToTATA— BRI ZEHEEKRLTWET., Ny I T vTIHbo 7 2AR—5BERT
B2l FHROB—/— R 2AX—5HERLTHH. YD/ —FE 0T Z2AX—(ZE
MLET. ART—RIIFHR/ —FHBREFES 72 Z—CMbbi0ng ) ICEERES N
ER

etcd F—X&/N\v Ty 7L ET. *V2API A EAT 255, KTnT7oaaFTLET. I
Theted—ERAEIEL 9.

+
I # systemctl stop etcd.service

a. eted F—&/Nw o Ty THERL. eteddb 7 71 )LAHOE—L 7.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)
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e V3API A AT BIHGE. UTOAY FEEITLET.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl3 snapshot save */backup/etcd-$(date +%Y%m%d)*/db
Snapshot saved at /backup/etcd-<date>/db
# systemctl stop etcd.service
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service

AL
etcdctl snapshot save Ov > [ TlF etced H—EZXAEITHFTH D
ZhHlY) £7.

—Nnsm3avr FTlE. /backup/etecd-<date>/ L2 M) —pMERRE N FS. 22
T. <date> (FIRFENHFAFRL . ZHIIIMBNFS KB, S3 /N4y b DthnsMEBR b
L= a0 £9.

F=IWA2T I Z2AR—DGAE. eted T—RT L2 ) —(3
/var/lib/origin/openshift.local.etcd L 7 ) —IZBHANFT.

5.21.3. VXX —KRX FDOFERHNLT

7 AR —iR2A | OpenShift Container Platform API 5 L (O fO—5 —H—E R EFDEELH—
EXERITLET @EROVRZ—HDHFLET D58). YRX—KRA MOEREKTTHI21Z. Znbom
Y—ERIELEEINTUWBZBRELD ) 9.

OpenShift Container Platform API 4t —E R (T 0T 1 7/ T 0 T4 7 —ERTH 1=, H—ER %
FIELTH. BRAFINDVRE—H—N—[ZEEFEINZRYBRRICHEIH ) FHA. 12170,
OpenShift Container Platform 2> f O—5 —H—ER(IT7 I T 1 T/ > TH—ERTH) . H—
EX(Feted 5MABLTT T4 7w REZ—5FRIL 7.

BRI RAR—T—FT7F v+ —TOVAR—RA MDERKTIZIZ. FREGETOYRX—ERAEHC
1OIZVRZ—HO— NN =T =L bERT 22 eABHAL ET. Zn70OeX(IEREIND
O— RN —ICL > TRECERDY F9. LTOFIEZ. 2 &Z—0 haproxy H 5 DEIRIZ DU
TOF4% 7KL TL 9. OpenShift Container Platform 2 577 K 7’0/ K —TRITIN T\ 55
B, FST7 7247 A ERT 3563, HENERB N1 a3 L TvR&x—450—F—
A hbHlFRT AL HICLTLIEE N,

Fia

1. /etc/haproxy/haproxy.cfg:&€~7 71 /L Cbackend 7 > 3 A8 L 9. 1-& A
(£. haproxy % {#F L Tmaster-0.example.com ¥ L\ ZHINDV A X —DFERAEKTT 3
mE. KX FEH LTI BEIREINTWS Z E 5#HRL £,

backend mgmt8443
balance source
mode tcp
# MASTERS 8443
server master-1.example.com 192.168.55.12:8443 check
server master-2.example.com 192.168.55.13:8443 check
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2. X(Z. haproxy H—tE X &+HicE L ¥9.

I $ sudo systemctl restart haproxy

3. YRE—AHAO— FNZ oY= bERaNzEIC. APIE LU T FO—F—H—E X5 EY
L9,

$ sudo systemctl disable --now atomic-openshift-master-api
$ sudo systemctl disable --now atomic-openshift-master-controllers

4. YRR —RA MFR4 L 2 —)LEAEY: OpenShift Container Platform / — K T %7-.
/= PR POERRTI O aOFIRIE-TIZE W,

5. YAX—RA b % /etc/ansible/hosts Ansible f > X 1) —7 71 )L0) [masters] &
LU [nodes] ZIL—TH BHIKEL. 21 >R M) —7 71 ILAEFERAL T Ansible R X 7 %
EIT9 BIHEe0MELRERTX 7.

T

H
[=]

Ansible 1 >~ ) =7 PAIJVZ—BRREINDIBYIND VAR —KX b

DERERTITHICIE. EITEBADEICKL) 2T,

/etc/origin/master/ca.serial.txt 7 71 JL(Z Ansible ;R X b 1 >
R M) —IZ—BRRINDBHNDV AR —THOHERINE T . BYID
VAR—KRR NOEREKRT T 25E(1F. ZOT7OERDOEITHIC
/etc/origin/master/ca.serial.txt 7 7 (IL&FK) DV AR —KRA
MZaE—LZ9.

6. kubernetes —E X (Z[FVRARXR—FKRAPMIPRIFRA L PELTEEFNTUWET., ¥R
K—DFERAAEYIZAT L TWSZ & AR T 5125, kubernetes —E 2NN A RERL
T, FRAAPRT LIV AX—PHIBEEINTWEIANE I)HEHERL T,

$ oc describe svc kubernetes -n default

Name: kubernetes
Namespace: default
Labels: component=apiserver

provider=kubernetes
Annotations: <none>
Selector: <none>
Type: ClusterIP
IP: 10.111.0.1
Port: https 443/TCP
Endpoints: 192.168.55.12:8443,192.168.55.13:8443
Port: dns 53/UDP
Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Port: dns-tcp 53/TCP
Endpoints: 192.168.55.12:8053,192.168.55.13:8053
Session Affinity: ClientIP
Events: <none>
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TVARXR—DFEANERBICRT L TWBIHEE. YAX—ARENZEITEINTW R P &R2(C
BT 9.

5.2.1.4. etcd ;K X  DHIfE
BITiE(C etcd /KRR P ARG BI55(E. 77 R X—HHHEIKRL ET.

FTRTCHVARX—KRA P CHRITI 5FIE

FNa
1. HED etcd 7R | % eted 7 T XX —H LHIRL £9. &eted /— FIZOWTUTFoa< P
HEEITLET.
# etcdctl -C https://<surviving host IP address>:2379 \
--ca-file=/etc/etcd/ca.crt \
--cert-file=/etc/etcd/peer.crt \

--key-file=/etc/etcd/peer.key member remove <failed member ID>

2. TNTHDVARR—TVAR—APIH—E 2 5FBRIHL 7.

I # systemctl restart atomic-openshift-master-api

Frold, B—YRE—0 7 RRXR—A R P—ILAEGERALTW2I58(0F. UTFA2ETLET.

I #systemctl restart atomic-openshift-master

RIED eted 7 57 A X —TCTEITd 2FMH
FE
L KBMULUIZRANE T 2AZ2—A5EIKBRL 7.

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379

failed to check the health of member 8372784203e11288 on
https://192.168.55.21:2379: Get https://192.168.55.21:2379/health:
dial tcp 192.168.55.21:2379: getsockopt: connection refused
member 8372784203e11288 is unreachable: [https://192.168.55.21:2379]
are all unreachable

member ed4f0efd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

# etcdctl2 member remove 8372784203e11288 g
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379
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member ed4fefd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379
cluster is healthy

G remove I N(Z(FHRR P&ETIFA <, eted IDHWETT .

2. etcd ZRE Teted H—EZDHREMHIKB LI AR P AFRALAEWL I IZTBI2E. KD
FTRTDHeted KX | T /etc/etecd/etecd.conf 7 7 JLEAEE
L. ETCD_INITIAL_CLUSTER B MNEA S KM L 1R R F &#HIBRL £7.

I # vi /etc/etcd/etcd.conf
1Al

ETCD_INITIAL_CLUSTER=master-
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380, master -
2.example.com=https://192.168.55.13:2380

PLFoLH izl £9,

ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380

iEaL
REUTzRR M F etedetl R L THIBRESN TS 129HIZ, eted H—E D
BEBIAETT.

3. Ansible { >R M) =T 7AILE T T RAR—DIVENDRAT—R A5 R . Playbook MBZE
TROMBEABRITA2LHICEELET.

[0SEv3:children]
masters

nodes

etcd

[OUTPUT ABBREVIATED]
[etcd]

master-0.example.com
master-1.example.com

4. Flannel AL TWL\3I58. T XTHRR b /etc/sysconfig/flanneld (ZH %
flanneld 4+ —EXFRELHEE L. eted /KR | &HIRL £

FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379

5. flanneld 4y —tE X #FBELEFHL £7.
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I # systemctl restart flanneld.service

5.22. YRR —RA NDINY 0T TOVER,

INy O Ty T 7TORRE, SRTLEHRT v 7L —FEFHEEDMHORELEELAEUEES
OpensShift Container Platform f > 73X b 2 0 F + —IZMABRNZEITLET. T—XD/N\v I T
73 BERERICEHT— A FRATREICA DL ) ICEHRICEITLET.

OpenShift Container Platform 7 71 JL

VRAR—A L RARXZ(F AP, O bO—F =R ENEER Y —EREFRITL &
¢ . /etc/origin/master 7L 7 M) —IZ(E. UTOL ) BEELT 71 ILHEEZ (BAINLTUL
9.

e :RXE. APl pO—F—, H—ERLGY

o (R |—ILTERINDAAE

o TRTMIZ7 N7O/NT X—FHENEE

o F—FB LU tDMNDRALT 71 IL (htpasswd A {F BT 2155 (L htpasswd 73 &)

o DAtk

O L~XJ)LDs|l E EiFe7/OF> —DFERL & DA R KX~ A X% OpenShift Container Platform 4 — ¢
2L TITIZ e TE X9, RET 71/UL /ete/sysconfig T (Lo M) —IZRTFE N E T,

YRAR—E/ = FThH B, /etc/origin T4 L7 ) =KD/ I Ty THERL 9.
FIa

H o
BEYAR—/— N TUTOFIEAEFITT HUBENH ) £7.

1. SRR —FHRRAMNDERETZ 7AIVDINy 2Ty THEERL 9.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-* ${MYBACKUPDIR}/etc/sysconfig/

AL

B—VRR—UFRAZ—DA A F—ILTE. BE7 71U
/etc/sysconfig/atomic-openshift-master (Z{RFEa 9. EHTX
2 —IRIE T, :ET 71| /etc/sysconfig/atomic-openshift-
master-api $ L /etc/sysconfig/atomic-openshift-master-
controllers 7L 7 ) —IZfRTFENZFT.
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T

H
[=]

ESERRAMLARILDR RS

/etc/origin/master/ca.serial.txt 7 71 JL(Z Ansible ;KRR p 1 >

N M) —Z—BRREINZBEVDVRAR—THOHFERINET . RYID

VAR—HRRAMDERAEAT I D565,

70t ADOEITHIC

/etc/origin/master/ca.serial.txt 7 7 (IL&FK) DV AR —KRA

MZaE—L 9.

2. )Ny O Ty T DFTERFIZERT 2B ENH HMMNEELR 7 71 ILICIEATAES I 7.

7714

/etc/cni/*

/etc/sysconfig/iptables

/etc/sysconfig/docker-storage-
setup

/etc/sysconfig/docker

/etc/sysconfig/docker-network

/etc/sysconfig/docker-storage

/etc/dnsmasq.conf

/etc/dnsmasq.d/*

/etc/sysconfig/flanneld

/etc/pki/ca-trust/source/anchors/

LT FAIVDINy 2Ty THEERL £9.

&P BH BB

*» B

L)

AYTF=FY b I=I A2 R=T 2= 2ADE
EERSN2I5E

iptables L —ILAMRIFI N B IGAT

container-storage-setup Iv> FOA
N7 74

docker ;8 &7 71 )L
docker % b ) —2:%5E (f5: MTU)

docker x | L —E%5E container -
storage-setup TAMEIN3)

dnsmasq NFELEET 71 )L
B b dnsmasqRE 7 71 )L
flannel{RE7 71 )L (ERX N 25E

AT LIZIEME N AR (6l 4MERL P R b
) —F)

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

sudo cp -aR /etc/pki/ca-trust/source/anchors/* \

${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/
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54

3. Ny = HMEESTHIBREI Y . rpm/Xy S —JIZ&END T 7AIVEETT 20ELH
BIGE. DATLIZA VA F=ILENTWS rhel /Ny r—2SD—BOERAHIRIZYL £7.

4

P
17

. B
.a—

iEaL

ALTFUVE L= T 72 R f T O Red Hat Satellite B4gEA- {4 215
BlE. RO uwNy Iy =00 AT LIZA A M—=ILENTWS/ Ny —
COBBT—25BA R NG HEYN AN A LETEELET.

2AFLIZAAP=ILENTWBIRED rhel /Ny 4 —SD—BAERT 21213, UTAE
L¥d.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

BIDFIEAFEITL TWBIGEES. UMTOT7 7MLy I Ty TFaL 2 M) —IZBHAh N FE

o

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-master
etc/sysconfig/atomic-openshift-master-api
etc/sysconfig/atomic-openshift-master-controllers
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables
etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/master/ca.crt
etc/origin/master/ca.key
etc/origin/master/ca.serial.txt
etc/origin/master/ca-bundle.crt
etc/origin/master/master.proxy-client.crt
etc/origin/master/master.proxy-client.key
etc/origin/master/service-signer.crt
etc/origin/master/service-signer.key
etc/origin/master/serviceaccounts.private.key
etc/origin/master/serviceaccounts.public.key
etc/origin/master/openshift-master.crt
etc/origin/master/openshift-master.key
etc/origin/master/openshift-master.kubeconfig
etc/origin/master/master.server.crt
etc/origin/master/master.server.key
etc/origin/master/master.kubelet-client.crt
etc/origin/master/master.kubelet-client.key
etc/origin/master/admin.crt
etc/origin/master/admin.key
etc/origin/master/admin. kubeconfig
etc/origin/master/etcd.server.crt
etc/origin/master/etcd.server.key
etc/origin/master/master.etcd-client.key
etc/origin/master/master.etcd-client.csr
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etc/origin/master/master.etcd-client.crt
etc/origin/master/master.etcd-ca.crt
etc/origin/master/policy.json
etc/origin/master/scheduler.json
etc/origin/master/htpasswd
etc/origin/master/session-secrets.yaml
etc/origin/master/openshift-router.crt
etc/origin/master/openshift-router.key
etc/origin/master/registry.crt
etc/origin/master/registry.key
etc/origin/master/master-config.yaml
etc/origin/generated-configs/master-master-
1.example.com/master.server.crt

...[OUTPUT OMITTED]...
etc/origin/cloudprovider/openstack.conf
etc/origin/node/system:node:master-0.example.com.crt
etc/origin/node/system:node:master-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:master-0.example.com.kubeconfig
etc/origin/node/server.crt
etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

WEBHIGEIZ. 77MIVEEMEL TAR—ZREBHATHEATEET,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

N7 7AILoOWT A EEONSERT S(2(2. openshift-ansible-contrib )7 b

1) —(Z& £ % backup_master_node.sh X2 ) 7 A EALET. ZDORZ Y 7 MIBTROFIES
EITL. R T PHFRITEN, FIRDOTANTOT 7AIIUHAAE—SNBRR M EDT (LI b —%
ERL £9.

SN

EaC
openshift-ansible-contrib X~ ) 7’| (3 Red Hat TiZHR— &SN TUWEHA

PN TFLURT—F T F v —F—LFI—FHAEREN) ICEMEL. B2 THDZ
. EHMERT DT AMNEEBL TWET,

ZDRIZTME. UTFEEITLTINTHOYRR—TCEITT A ENTEET,
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$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts

$ ./backup_master_node.sh -h

523. VRX—FHRRMD/INY I T TDHIETT

BENRNVRR=RRANT 7AIVOINy 0T THAEBR LRI, tNoD7 71 ILAEIET 5H . %
1-ZEE > THIR I N-TZE L. oD 7 7AILATARZXR—ZaE—LELT7 71 ILEEITL. ¥
NSIZEYARALTUVYAEIND I AHERL. HEBAR(THY—ERABEREL TCEITTEET.

FNa
1. /etc/origin/master/master-config.yaml 7 7 (LA ETTL £ 7.

# MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*

# cp /etc/origin/master/master-config.yaml
/etc/origin/master/master-config.yaml.old

# cp /backup/$(hostname)/$(date +%Y%m%d)/origin/master/master -
config.yaml /etc/origin/master/master-config.yaml

# systemctl restart atomic-openshift-master-api

# systemctl restart atomic-openshift-master-controllers

T

H
[=]

VRAR—Y—EZROBEBICLY) KV RA LHELDIHELH ) £T.

7=12L. RRX =KX b EATRAMOSLNO— KN =7 —)Lh S HIE
2. YRAR—=HRR &A= KNG Y =T —)UZBUEMT 52 AT
9.

s

EqD
WELZTDA VAR ADTLL BiREA4ETL . iptables ;REAETL £
7.

2. /N —HM U -8 (2 OpenShift Container Platform A BiEI TX I WGE(T. /Nviyr—2
HEHARPM=ILLET.

a. MEA R P—ILENTWEBNYTF—2D—B52BISL 7.
I $ rpm -ga | sort > /tmp/current_packages.txt
b. /Ny = D—BOMIZHFET HDENERKRLET.
$ diff /tmp/current_packages.txt ${MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
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c. BYIU/NY =B X =L ET .

I # yum reinstall -y <packages> g

ESERRAMLARILDR RS

“ <packages> % /Ny r =S D—BEDOM TR /N r—JIZBEEMZ 7.

3. VAT LEAE A /etc/pki/ca-trust/source/anchors/ L7 p)—(ZJE—LTHE
JtL. update-ca-trust =17 9.

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*
$ sudo cp ${MYBACKUPDIR}/external_certificates/my_company.crt
/etc/pki/ca-trust/source/anchors/

$ sudo update-ca-trust

SN

ERD

TrPAILATAE—LEINBAEEIZ. 2—H—ID LU IL—7 ID A SELinux

O TFRAPMEHIZETEINTWB I EAEIZHERL T,

53. /— N RRPMDRXRZ

53.1. /— KRR PDFERDART

ZOEREARTIAFIELE. 1> T7FR NI OFv—/—FDGETHT T r—2 a3y /—KDigs
THRLTY.

HIR 5~AF

BiFD Pod #BIRE N2/ — Pty bAOBITT 21-OICBBERBRENTHIH D L #HRL £
T ACTIRMN70Fv—/—FDOBIRIZ. 2OUED/ —FHAA T FRMF0F+—/— FDHI
BELF T ANRETHDBBICOAMERINET.

FE

L MARRE TN T/ —F&—8

$ oc get nodes

NAME
ocp-infra-node-b7pl
v1l.6.1+5115d708d7
ocp-infra-node-p5zj
v1l.6.1+5115d708d7
ocp-infra-node-rghb
v1l.6.1+5115d708d7
ocp-master-dgfs8
v1l.6.1+5115d708d7
ocp-master-qiv2
v1l.6.1+5115d708d7
ocp-master-vq70
v1l.6.1+5115d708d7
ocp-node-020m
v1l.6.1+5115d708d7
ocp-node-7t5p

STATUS
Ready

Ready
Ready
Ready, SchedulingDisabled
Ready, SchedulingDisabled
Ready, SchedulingDisabled
Ready

Ready

AL, ERERTTD/—FEBRLET.

AGE
23h

23h

23h

23h

23h

23h

23h

23h

VERSION
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v1l.6.1+5115d708d7
ocp-node-nOdd Ready 23h
v1l.6.1+5115d708d7

—Fle LT, ZD w2 Tl ocp-infra-node-b7pl (> 75X NS0 F v—/— KDfE

BaE&TLET.
2. /=R E¥DERITHRDY—ERERRL 7.

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl
Role:
Labels: beta.kubernetes.io/arch=amd64

beta.kubernetes.io/instance-type=nl-standard-2
beta.kubernetes.io/os=1inux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl

role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-

detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500
Phase:

Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl
Capacity:
cpu: 2
memory: 7494480Ki
pods: 20
Allocatable:
cpu: 2
memory: 7392080Ki
pods: 20
System Info:
Machine ID: bc95ccf67d047f2ae42c67862c202e44
System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C
Boot ID: ca8bT088-905d-4ecO-beec-8f89f4527ce4
Kernel Version: 3.10.0-693.5.2.el7.x86_64
0S Image: Employee SKU
Operating System: 1linux
Architecture: amd64
Container Runtime Version: docker://1.12.6
Kubelet Version: v1.6.1+5115d708d7
Kube-Proxy Version: v1.6.1+5115d708d7
ExternalID: 437740049672994824
Non-terminated Pods: (2 in total)

Namespace  Name CPU Requests CPU Limits Memory Requests Memory

Limits

default docker-registry-1-5szjs 100m (5%) 0 (0%) 256Mi (3%)0

(0%)

default router-1-vzlzq 100m (5%) 0 (0%) 256Mi (3%)0 (0%)

Allocated resources:
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(Total limits may be over 100 percent, i.e., overcommitted.)
CPU Requests CPU Limits Memory Requests Memory Limits

200m (10%) 0 (0%) 512Mi (7%) © (0%)
Events: <none>

e h Tl / — FHSrouter-1-vzlzq & docker-registry-1-5szjs o 2 D¢ Pod %
ETPTHHZEAERLTVWET. 2OUEDA > TR 0Fv—/—FARZNHND 2D
D Pod %5474 2 1= IZFIHRBETY .

)E =W

Feeno S 25—z AEDE LN S XX —TH!). router ¢ docker-
registry OEADH—E AT RTDA > TZ7A N T IFv—/— K TEIT
ShTuwxd,

= PIZRT D 2= T =0 BT DH . ¢DPod AT NTREL 7.

$ oc adm drain ocp-infra-node-b7pl --delete-local-data

node "ocp-infra-node-b7pl" cordoned

WARNING: Deleting pods with local storage: docker-registry-1-5szjs
pod "docker-registry-1-5szjs" evicted

pod "router-1-vzlzqg" evicted

node "ocp-infra-node-b7pl" drained

Pod (Z211) ¥ TIFANDO—HILA kL — (EmptyDir 75 &) A% 5354 . --delete-local-
datazt 7> 3> ATEET HRENHY 9. BEL. EHRETEITEINS Pod (FO—HILR
PL—CH—BER, F123F vy a7 7AILOMMIERL. BEETKENS 7 71 ILIZIF
FALIEA. BEODR ML —COIGE. 77 )= a g4 72z PR ML—2 %4
KR a—LAHEFERLET., ZOEGES. AT F—AX—CARFTDHOICA TSI b
2 PL—=UHMEREIN S8, docker-registryPod dO—AHJLR L —2 (3T 1244 £

)2 =W
FEeIEMEIL / — R TEITENTWABEED Pod #BIFR L 9. RIZ. Fii
Pod AL 71— 3> O—5—ZIGC TERENE T

BE. $xTOT77)r—>arig. L7 )yr—2a>ar hra—>—%EH
LT Pod 56T 57704 X2 FRETT 7041 INDIBEAH) £7.

oc adm drain (3I~X7 Pod (Pod &35 —1) 7 LWL, F1-(T
ReplicationController, ReplicaSet, DaemonSet, StatefulSet, *
tlg> a 7 TEEEI NV Pod) HHIBR L £ HA . ZOFRITICIE --force 7
A UHWMETYT, N7 Pod (Ifthod / — FTIEBERI NG Z eI
T—RHKROND RN H D Z L ITIEEL T Z& 0,

LTz, LXM=L 7 )r—s 3>y bO—5—0HNhEaRLTWET,

$ oc describe rc/docker-registry-1

Name: docker-registry-1

Namespace: default

Selector: deployment=docker-registry-1,deploymentconfig=docker -
registry, docker-registry=default
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60

Labels: docker-registry=default
openshift.io/deployment-config.name=docker-registry
Annotations:
Replicas: 3 current / 3 desired
Pods Status: 3 Running / 0 Waiting / © Succeeded / 0 Failed
Pod Template:
Labels: deployment=docker-registry-1
deploymentconfig=docker-registry
docker-registry=default
Annotations: openshift.io/deployment-config.latest-version=1
openshift.io/deployment-config.name=docker-registry
openshift.io/deployment.name=docker-registry-1
Service Account: registry
Containers:
registry:
Image: openshift3/ose-docker-registry:v3.6.173.0.49
Port: 5000/TCP
Requests:
cpu: 100m
memory: 256Mi
Liveness: http-get https://:5000/healthz delay=10s timeout=5s
period=10s #success=1 #failure=3
Readiness: http-get https://:5000/healthz delay=0s timeout=5s
period=10s #success=1 #failure=3

Environment:
REGISTRY_HTTP_ADDR: 15000
REGISTRY_HTTP_NET: tcp

REGISTRY_HTTP_SECRET:
tyGEnDZmc8dQfioP3WkNd5z+Xbdfy/JVXf/NLo3s/zE=
REGISTRY_MIDDLEWARE_REPOSITORY_OPENSHIFT_ENFORCEQUOTA: false

REGISTRY_HTTP_TLS_KEY: /etc/secrets/registry.key
OPENSHIFT_DEFAULT_REGISTRY: docker -
registry.default.svc:5000
REGISTRY_CONFIGURATION_PATH: /etc/registry/config.yml
REGISTRY_HTTP_TLS_CERTIFICATE: /etc/secrets/registry.crt
Mounts:

/etc/registry from docker-config (rw)
/etc/secrets from registry-certificates (rw)
/registry from registry-storage (rw)
Volumes:
registry-storage:
Type: EmptyDir (a temporary directory that shares a pod's

lifetime)

Medium:

registry-certificates:

Type: Secret (a volume populated by a Secret)
SecretName: registry-certificates

Optional: false
docker-config:

Type: Secret (a volume populated by a Secret)
SecretName: registry-config

Optional: false

Events:

FirstSeen LastSeen Count From SubObjectPath Type Reason

Message
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49m 49m 1 replication-controller Normal SuccessfulCreate
Created pod: docker-registry-1-dprp5

EHNDTEIZdH D1 N> M EFTH Pod ERRIC DWW TOHEHRARRL TWET . T)TDHPodD
—BRRTCIE. UTodHicihl) £9.

$ oc get pods

NAME READY STATUS RESTARTS AGE
docker-registry-1-dprp5 1/1 Running 0 52m
docker-registry-1-kr8jq 1/1 Running 0 1d
docker-registry-1-ncpl2 1/1 Running 0 1d
registry-console-1-g4nqg 1/1 Running 0 1d
router-1-2gshr 0/1 Pending 0 52m
router-1-85qm4 1/1 Running 0] 1d
router-1-q5sr8 1/1 Running 0 1d

4, E{TE N T\ /- docker-registry-1-5szjs L U router-1-vzlzqPod (ZFFAAKT L
tz/—Fizil) FIRTE A 29, Kb I2 2 DDFH Pod docker-registry-1-
dprp5 5 LU router-1-2gshr SMEINTWET . EiEnd 512, FRDIL—%—Pod ($
router-1-2gshr T3 A PendingREEIZ70 ) 9. ZHiE. TXNTH/—FHAB—IL—K—
THOHREFTTE, RAFMDR— b 80 B LU 443 (/N1 REND1-HTT.

5. itz ICER &L X b 1) — Pod THERTE £ 9. UTOABITIE Pod AMERART L1
J— R &(3E7% % ocp-infra-node-rghb / — F TER SN TWS Z ¢ ARLTWET,

$ oc describe pod docker-registry-1-dprp5
Name: docker-registry-1-dprp5
Namespace: default

Security Policy: hostnetwork

Node: ocp-infra-node-rghb/10.156.0.10

AT AN 0Fv—/—ReTT)r—2 3>/ —FOEREKT T 2I5E50E—NIEE
RELTAVTIRNIOFv—/— GG, GH™T DI T 7RI OFv—/—FD
BRI, ¥/ — FaBERZBHEALIBEIEA T TIRANT o Fv—/ — R TETA
N34 —EREMNTEDRLSHY) 7.

$ oc scale dc/router --replicas 2
deploymentconfig "router" scaled

$ oc scale dc/docker-registry --replicas 2
deploymentconfig "docker-registry" scaled

6. ZZT. TRTDAVTZRAIN I IFv—/—FiF¥$N¥FEND Pod 5 1 FBEOAFEITL T
9.

$ oc get pods

NAME READY STATUS RESTARTS AGE
docker-registry-1-kr8jq 1/1 Running 0 1d
docker-registry-1-ncpl2 1/1 Running 0 1d
registry-console-1-g4nqg 1/1 Running 0] 1d
router-1-85qm4 1/1 Running 0 1d
router-1-q5sr8 1/1 Running 0 1d
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$ oc describe po/docker-registry-1-kr8jq | grep Node:
Node: ocp-infra-node-p5zj/10.156.0.9

$ oc describe po/docker-registry-1-ncpl2 | grep Node:
Node: ocp-infra-node-rghb/10.156.0.10

iEaL

TRICETANI 7 AR —5RIHT 51213, 3ODUEDI TR NI 0F v —
J— FAEIZFATEETH 2DEHN) £,

7. /= FDORTSa—) o IHEHIZENTWAZ 2R T A2, UMTFAEITLET.

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-b7pl Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-infra-node-p5zj Ready 1d
v1l.6.1+5115d708d7
ocp-infra-node-rghb Ready 1d
v1l.6.1+5115d708d7
ocp-master-dgfs8 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-master-qglv2 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-master-vq70 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7
ocp-node-020m Ready 1d
v1l.6.1+5115d708d7
ocp-node-7t5p Ready 1d
v1l.6.1+5115d708d7
ocp-node-nOdd Ready 1d

v1.6.1+5115d708d7
1=, /—FIZPodAEINTWAEWI AR T 5213 LTFAEITLET.

$ oc describe node ocp-infra-node-b7pl

Name: ocp-infra-node-b7pl
Role:
Labels: beta.kubernetes.io/arch=amd64

beta.kubernetes.io/instance-type=nl-standard-2
beta.kubernetes.io/os=1inux
failure-domain.beta.kubernetes.io/region=europe-west3
failure-domain.beta.kubernetes.io/zone=europe-west3-c
kubernetes.io/hostname=ocp-infra-node-b7pl
role=infra

Annotations: volumes.kubernetes.io/controller-managed-attach-

detach=true

Taints: <none>

CreationTimestamp: Wed, 22 Nov 2017 09:36:36 -0500

Phase:

Conditions:

Addresses: 10.156.0.11,ocp-infra-node-b7pl
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Capacity:
cpu: 2
memory: 7494480Ki
pods: 20
Allocatable:
cpu: 2
memory: 7392080Ki
pods: 20
System Info:
Machine ID: bc95ccf67d047f2ae42c67862c202e44
System UUID: 9762CC3D-E23C-AB13-B8C5-FA16FOBCCE4C
Boot ID: ca8bT088-905d-4ecO-beec-8f89f4527ce4
Kernel Version: 3.10.0-693.5.2.el7.x86_64
0S Image: Employee SKU
Operating System: 1linux
Architecture: amd64
Container Runtime Version: docker://1.12.6
Kubelet Version: v1.6.1+5115d708d7
Kube-Proxy Version: v1.6.1+5115d708d7
ExternalID: 437740049672994824
Non-terminated Pods: (0 in total)
Namespace Name CPU Requests CPU Limits Memory Requests Memory
Limits

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
CPU Requests CPU Limits Memory Requests Memory Limits
O (0%) 0 (0%) 0 (0%) 0 (0%)

Events: <none>

8. 1VT7ZANTIFv—A AR R % /etc/haproxy/haproxy.cfg:RE 7 71 ILD
backend &7 > 3 A BHEIKRL £

backend router80
balance source
mode tcp
server infra-1.example.com 192.168.55.12:80 check
server infra-2.example.com 192.168.55.13:80 check

backend router443
balance source
mode tcp

server infra-1.example.com 192.168.55.12:443 check
server infra-2.example.com 192.168.55.13:443 check

9. iz, haproxy Hy—tE XA BiE L 7.

I $ sudo systemctl restart haproxy

10. ZDAV U FAEFEST, IRTHPodATE S bEN-EBIZ/ —FEI7IZXX—DHHIEL £
9.
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$ oc delete node ocp-infra-node-b7pl
node "ocp-infra-node-b7pl" deleted

$ oc get nodes

NAME STATUS AGE VERSION
ocp-infra-node-p5zj Ready 1d
v1l.6.1+5115d708d7

ocp-infra-node-rghb Ready 1d
v1l.6.1+5115d708d7

ocp-master-dgfs8 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-master-qgilv2 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-master-vq70 Ready, SchedulingDisabled 1d
v1l.6.1+5115d708d7

ocp-node-020m Ready 1d
v1l.6.1+5115d708d7

ocp-node-7t5p Ready 1d
v1l.6.1+5115d708d7

ocp-node-nOdd Ready 1d

v1.6.1+5115d708d7

SN

ERC
Pod £7-(3/— FOBREE /(I FL 1> BB ICOWTORME. T/ — FORSES b
o araESRLTIEL,
5311 /—FKRAMDOEZ]RZ
J—RNEFERAART RS-/ — FOROYIZEBMT 2BEAHDIHFEICIE. THRRAMNDBGFES 2% —
~ADEM) DI a &SR TLIEEWL,
5.3.2. /— KRR MDD/ T Ty TOER
J= KRR MDINY T TOERIE., SAR—RAMDI/INY O Ty T FRLD1I—R7—X (T
NET. TRR—KRR MIBBECDEBRT AN EEND 0. /Ny 7 T T OERISIR  HER
ENFEFd. LHrL/—FDGE. tOMEE L TR HDIZTT7 1 ILA—/N—FZ/ — F&EKTHRE
S, BEIINSICIRBORITICVNELST—RIIEINEIETA. /— KO/ o7y 7HERIZ. BIR
DEITICHER LD EENDIIGEICEITTHI oA EREaNh X7,
Ny Ty 7T 7AateRE. SATLEFRT VT — R -3¢ DO KRELBELSLEEA (>
TR 0Fv—ICMADBIZEITLET., /Ny o Ty /E. BEEORERIZERTT—XHFIFTTEE
(27254 ) ICEHINICEIT T 20EAH ) £7°.
OpenShift Container Platform 7 7 JL

J=RAAR A FA T FH—HR—R T D Pod DERTEITENFT. /etc/origin/ L0
/etc/origin/node F (L7 M) —(ZATDL Y REELR T 71 ILEIEHL 9.

o /— Y —ERMDKE
o [ RPM—ILTHEMEINDIIAE

e U7 N7 O/NA X—BIEDE
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ESERRAMLARILDR RS

o F—E LU tDHMDRAET 71 )L (dnsmasq 587 &)

Openshift Container Platform 4 —E' (3, O L ~NILDs| & EFe 7O+ —DERLEAEFTT 2
T2OIZHRR YA X T, BRET 714 I)UF /etc/sysconfig T« L7 b)) —IZRFEEINET .

FE
L. /J—=FRERETZ7AINOINYy Ty THERL £,

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

$ sudo cp -aR /etc/origin ${MYBACKUPDIR}/etc

$ sudo cp -aR /etc/sysconfig/atomic-openshift-node
${MYBACKUPDIR}/etc/sysconfig/

2. OpenShift Container Platform (3. /N 2 7w 7R o —DitEIRFIZEET 2VEDDH DIEE
D7 7AIVEFERLET. ZNIZIEATHAEENET.

771 A

/etc/cni/* AVTF—2 Y b T—0 A4 R—T T—ADK
E(ERIN25E

/etc/sysconfig/iptables iptables )L —I/LAMREFEI N BIHA
/etc/sysconfig/docker-storage- container-storage-setup Jv> FMOA
setup N7 74
/etc/sysconfig/docker docker ;&7 71U
/etc/sysconfig/docker-network docker v 77— F&5E (i: MTU)
/etc/sysconfig/docker-storage docker X | L — %% container -

storage-setup TAMEIN3)

/etc/dnsmasq.conf dnsmasq NFERERET 71 )L
/etc/dnsmasq.d/* By d dnsmasqiRE 7 71 /L
/etc/sysconfig/flanneld flannel:ZE7 71 /L (ERE N BI5E

/etc/pki/ca-trust/source/anchors/ 25 AIZIBINENBEAAE (B: 4MNEL < X b
1) —F)

INBDT7 7AILEERT BI21E. UMTFEETLET.

MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

sudo mkdir -p ${MYBACKUPDIR}/etc/sysconfig

sudo mkdir -p ${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors

sudo cp -aR /etc/sysconfig/{iptables,docker-*,flanneld} \
${MYBACKUPDIR}/etc/sysconfig/

sudo cp -aR /etc/dnsmasq* /etc/cni ${MYBACKUPDIR}/etc/

&P BH BB

©»
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$ sudo cp -aR /etc/pki/ca-trust/source/anchors/* \
${MYBACKUPDIR}/etc/pki/ca-trust/source/anchors/

3. Ny = HEESTHIBREI Y . rpm/Xy S —JIZ&END 7 7AIVEETTT 2ELH
DIGE. DATLIZA VA F=ILENTWS rhel /Ny r—SD—BOERHIRIZUL £7.

JEaC
ALTFUVELI—XT 72 R f T O Red Hat Satellite B4gEA- {4 215
, BlE. BOonnBUSy I =SS0  ZFLICA VR F—ILENTWS/Sy 4 —
" COBRBT—R5BA R NG HEYN AN A LETEELET.

SRAFLIZAVA M =ILENTWBIRED rhel /Ny r—SD—BAERT 51213, UTAE
TLEY.

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)
$ sudo mkdir -p ${MYBACKUPDIR}
$ rpm -ga | sort | sudo tee $MYBACKUPDIR/packages.txt

4. YUTDT7 7AIHDINY I Ty TF4L o ) —IZBEANET .

$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo find ${MYBACKUPDIR} -mindepth 1 -type f -printf '%P\n'
etc/sysconfig/atomic-openshift-node
etc/sysconfig/flanneld

etc/sysconfig/iptables

etc/sysconfig/docker-network
etc/sysconfig/docker-storage
etc/sysconfig/docker-storage-setup
etc/sysconfig/docker-storage-setup.rpmnew
etc/origin/node/system:node:app-node-0.example.com.crt
etc/origin/node/system:node:app-node-0.example.com.key
etc/origin/node/ca.crt
etc/origin/node/system:node:app-node-0.example.com.kubeconfig
etc/origin/node/server.crt

etc/origin/node/server.key
etc/origin/node/node-dnsmasq.conf
etc/origin/node/resolv.conf
etc/origin/node/node-config.yaml
etc/origin/node/flannel.etcd-client.key
etc/origin/node/flannel.etcd-client.csr
etc/origin/node/flannel.etcd-client.crt
etc/origin/node/flannel.etcd-ca.crt
etc/origin/cloudprovider/openstack.conf
etc/pki/ca-trust/source/anchors/openshift-ca.crt
etc/pki/ca-trust/source/anchors/registry-ca.crt
etc/dnsmasq.conf

etc/dnsmasq.d/origin-dns.conf
etc/dnsmasq.d/origin-upstream-dns.conf
etc/dnsmasq.d/node-dnsmasq.conf

packages.txt

WEBHIGEIZ. 77AIVEEMEL TAR—REBHATHEATEET,
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$ MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

$ sudo tar -zcvf /backup/$(hostname)-$(date +%Y%m%d).tar.gz
$MYBACKUPDIR

$ sudo rm -Rf ${MYBACKUPDIR}

INsD7 7AILOWT A EEONSERT 5(2(2. openshift-ansible-contrib )7 b

1) —(Z& £ % backup_master_node.shX 2 ) 7 A EALET. ZDOR2 Y 7 MIBTROFIES
KITL. 27T PHFEITEN, FIROTNTOT7 7A A AE—ENDZRR M EDT AL b —%
ERL £9.

AL

openshift-ansible-contrib X2 ) 7' (4 Red Hat TigHHR—F SN TUWEHA
MW NT LR =% T 0 F v —F—LIEI—FHEEREY ICBHEL. B2 THDHZ
CHMERT DT AMEERRL TWET.

ZORZ)TME KTFERITLTINTDOVRR—TERITT DI A TEET.

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-contrib.git
$ cd openshift-ansible-contrib/reference-architecture/day2ops/scripts
$ ./backup_master_node.sh -h

5.3.3. /— KRR M/Ny 2Ty TDETT

BEL/—RRAMTZ7AINDT 7AINDINY Ty THERLIZEIZ. ¥NS5D7 71 ILHAMEIET
Bh. F-EEE->THIBEINI-HE. oD 7 7ML= LELT7 7M1 ILAETTL. BYAL
ATUOYAEINBEZEEHERL TH S, REBARTHY—EREBREIL T,

FNa
1. /etc/origin/node/node-config.yaml 7 7 { JLAETTL 9.

# MYBACKUPDIR=/backup/$(hostname)/$(date +%Y%m%d)

# cp /etc/origin/node/node-config.yaml /etc/origin/node/node-
config.yaml.old

# cp /backup/$(hostname)/$(date +%Y%m%d)/etc/origin/node/node-
config.yaml /etc/origin/node/node-config.yaml

# systemctl restart atomic-openshift-node

T

H
[=]

Y—EZDBREIZLN RIS XA LDIELDGELHY) T, ZOT7OERER
ST BN MZOWTIE. T/ —FORESF) 28BL T EE0,
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iEaL
HELERT DA AR ADTLBIREAE{TL . iptables:REAETL £7.

1. /Ny A=A Uiz OpenShift Container Platform 2Bt E X WS (L. /Ny sr—2
HEHARPM=ILLET.

a. RAEA A P—ILEnNTWB Ry r—2n—E8 5050 £9.

I $ rpm -ga | sort > /tmp/current_packages.txt

b. /Ny = O—BEOMIZHFET 2ESERRLET .

$ diff /tmp/current_packages.txt ${MYBACKUPDIR}/packages.txt

> ansible-2.4.0.0-5.el7.noarch
c. BYNIRUWWNyr—ChBA R M—ILLET,
I # yum reinstall -y <packages> g

G <packages> % /Ny r =S D—BEDOE TR /N r—2JIZBEEMZ 7.

2. > AT LGEAE A /etc/pki/ca-trust/source/anchors/ 7« L7 p)—(ZOE—LTHE
JtL. update-ca-trust =17 9.

$ MYBACKUPDIR=*/backup/$(hostname)/$(date +%Y%m%d)*
$ sudo cp ${MYBACKUPDIR}/etc/pki/ca-
trust/source/anchors/my_company.crt /etc/pki/ca-

trust/source/anchors/
$ sudo update-ca-trust
)2 i

Tr7AIUAOE—LRENAEIZ. I—HF—IDE LUZIL—7 ID ASSELinux
OV THFRMEHIZETENTUWB I ABICHRL TL &L,

5.3.4. / — FORSF & RDOF A

RED/—FOBEA T aizoWTE. "/—FnEHE, £1:(F "PodDEE, Y 7 55R
LTLIZ&W, ZNHIZIEATAEENET.

o /—RKAHRA T 1—)L¥HRA (Unschedulable) F 1-(3 24 < 1 —)L¥T (Schedulable) ¢ LT
¥—=279%

e Pod./— KA HDIRE

e Pod ) Disruption Budget ({Z1EKRENDFH) MERE
/= FIFED) V= ZAD—BEFEIA L R—2 2 MIL > TEAINDLIICTFATHZ A TEE
9. ZM5(Z(F. kubelet, kube-proxy, Docker, Z7-(Z sshd £ L1 NetworkManager 73 ¥ fthod

Bl) D RATLAVKR— U MAEENET. s5lE. "7 R&—BEAI P DT/ —F1)Y—2
DEN) ST, #SHRLTLIEEW,
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54.ETCD X X7

54.1.etcd D/N\y o TS

eted (FTNTHF TP 0 FEE. BLUKGLYR R KEDF—ER 7 TT . DI R—F>
MIREOAEABHRL T, N ENDRWREICTI B £,

3.5 & 1) £ 8j OpenShift Container Platform /N\— 3 > (Zeted /N—2 3> 2 (v2) AL . 3.50
BETE/N—3 2 3W) 2 EALET. T—XETNFetedD2/X—2 3 U TEL > TWET,
etcdv3 (Zv2 ¥ V3T —RETFILOEALFERTE 3. etedv2 (V2 F—XREFILULAMERTE £
HA. etedv3H—/N—T(F. V2ELVV3ITF—X R MTFXI L THEEL. HEICHZL TWET,

V2E LU V3 DEADERIEIZ DL T, ETCDCTL_API IRIFR M A AL TEY) API AT %
EE

$ etcdctl -v

etcdctl version: 3.2.5

API version: 2

$ ETCDCTL_API=3 etcdctl version
etcdctl version: 3.2.5

API version: 3.2

V3 ~ADIATAIEIZ DWW T DEF4A(E. OpenShift Container Platform 3.7 K& 2 X > r @ "Migrating
etcd Data (v2tov3), Mo > a > ASRL T ZE 0,

eted /Ny O Ty T TOERE2DODREBFIATHRAEI N TV ET.
o REND/NY Ty T BN eted i RES L VMHABHEENE T
o F=RD/INY T YT N2 ENIDOEANDT—RETILAEINET .
TRy Ty 77O RI(G, BYGAIAEN RS, etedetl Y —)LAA 2R P —ILENT
W2 eted 7 T 2R —(THECTEDRR P TRITCEET.
AL
INY O Ty 77 74U ETREL ISE (2 OpenShift Container Platform IRIESMDIMNEE S X

FLIZOAE=LTHLEBSUT 2BEAH) £7.

etcd DNy I Ty JIZIFMEDR b L =R a—LADTRTHOERAEINDZ L IZIEBEL TL
72X, eted DIEITHEFIZ. OpenShift Container Platform (3 ./ — F TOLARI Pod Di2E & F L R |k
L—CoBEI) Y TARLEDT. Zo708R(E. /—FNE20 T R2—H6HIKRL. #E/ —FaR
HYICEMT270REELYAH) EFEA. €D/ —FIZEI) B THNTUBTRTHOHD(F.
Pod MR 22—V / — RIZBHZL € Pod (CHURIN HToNET.

54.11.etcd /Ny o T v T

etecd /Ny I Ty T, etcdiRET 7AILE eted F—RDEA BNV Z T v TTBNBEAH ) £
CPP

5.4.1.1.1. etcd;8E T FAINDINY I T T

BRIFT 2 eted:&E T 71 ILIET R T etcd AETEINTWBDA AKX AD /ete/eted T« L7 b
=R FEENET. ZNIZ(F. etedi&ET7 7ML (/etc/etcd/eted.conf) 5 L U7 T XX —Ni@
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EOVERIFAENS IFNET. tNHTRTHT7 7MILL Ansible 1 > XA b —F— (2L >TA R
F—ILBFIZERINE T,

Fha
5 AR—MNE eted X /N—(ZDOWTD etediREHE/NV 2T v 7L ET.

$ ssh master-0
# mkdir -p /backup/etcd-config-$(date +%Y%m%d)/
# cp -R /etc/etcd/ /backup/etcd-config-$(date +%Y%m%d)/

gggg i
Zeted VT AR — A N—DAEAES L URE 7 7ILE—EDHNDTT .

5.4.1.1.2.etcd T—RD/INY I T v T

HIR S:AF

iEaL

OpenShift Container Platform { > X b =5 —(3T A ) PR A& {EKT H1-8. etcdctl2
(etcdv2 R R 7 MIFE) & etedetl3 (etcd v3 XK R DIRE) & W) ZRINDT NTNDT S
TN TEHET.

7-1=L. etedctl3 T !) 7 R(Fetcdectl OV RODFHMA T FRA > P—B %32
FHLIWED, TRTHOI FARA 2 b &3 --endpoints 7L 3 A15ET S0
EHrHl) F9.

eted /Ny 7 7w 7T BRI, UTFERHERL TLEEL,

o etcdctl/ N+ 1) —HFIARIGETH DH . FtHga T FH—HA R F—ILTIZ
rhel7/etcd O 7+ —AFBEJEETH 5.

e etcd /T A XR— ¥ DS A MERT D (R— b 2379/tcp).
o etcd /T AR —IZHEAT D -ODBEYLAFAEN D D Z & 5HERT 5.

iEaL

etcdctl backup IV F(I/Ny I 7y 7 HFITT H1-DIZERINETAH. etedv3
2Ny o7y T OWENHY) £8A. 1) (Zetedet]l snapshot save Iv >
FEBRLTIATAN=DRFyTay b #8220, Ffzldeted 7= T 1L
2 b 1) —c) member/snap/db 7 7 (LA IE—F B ¢ATE T,

etcdctl backup ¥ KN(g, /—FIDXRIZRX—IDILED/NY I T v 7IZ&EN
DART—RND—EAEEE]MZFT. Zhid. Ny IT v T TR, /= FHEIOT A
ToTATA— BRI ZEHEEKRLTWET. NI T v TIHbo 72— BERT
B2l FHROB—/—F o 2AX—5HERLTHL., YD/ —FE0F7Z2A%—(ZE
MLET. ART—RIEFHR/ — FHERFEI Z R 2—2Mbh b ung ) ICBERS N £
ER
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etcd ¥—X&/Nv o Tv 7L ET. *V2API A FEAT 255, KTnT7oaaFTLET. I
Theted—ERAEIEL 9.

+
I # systemctl stop etcd.service

a. etcd F—R/N\Nw o7 v THERL. eteddb 7 71 )LAE I —L £ 9.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# cp /var/lib/etcd/member/snap/db /backup/etcd-$(date +%Y%m%d)

e V3API A AT BIGE. UTaAY FEETLET.

# mkdir -p /backup/etcd-$(date +%Y%m%d)
# etcdctl3 snapshot save */backup/etcd-$(date +%Y%m%d)*/db
Snapshot saved at /backup/etcd-<date>/db
# systemctl stop etcd.service
# etcdctl2 backup \
--data-dir /var/lib/etcd \
--backup-dir /backup/etcd-$(date +%Y%m%d)
# systemctl start etcd.service

iEaL

etcdctl snapshot save Ov > [Tl eted H—EZXAEITHFTH D
ZhHY) £7.

—Nnsm3avr FTlE. /backup/etecd-<date>/ L2 M) —pMERRENFT. 22
T. <date> (FIRFENHFAFRL . ZHIIIMBENFS EF . S3 /N4y b DftEDIMEBR b
L—matE0 £9.

A=A I T RR—DGE. eted T—RT 1L 7 M) —(&
/var/lib/origin/openshift.local.etcd =L 7 ) —IZBHANFT.
5.4.2. etcd DIEIT
etcd i XE7 7 A ILDERTFIETIE. BYLR T 7MILEBE]RITHLY—EREBEHNL 7.

etcd /R FHMEIEL . /etc/etcd/eted.conf 7 7 LAk N BI5E(E. LTAERAL TInAEE
Tl Y.

ssh master-0

cp /backup/yesterday/master-0-files/etcd.conf /etc/etcd/etcd.conf
restorecon -Rv /etc/etcd/etcd.conf

systemctl restart etcd.service

H H H

ZBITIE. /Ny Ty 77 74 )UE /backup/yesterday/master-0-files/etcd.conf /X2 (2
RESINTHY . ZZTIIINENFS B, S3/\Ty b FHF(DDR L=V ) a— a3 kL
TERxNET.

I
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54.21.etcdv2 U v3T—RNDETT

LT 7O€RATIIERLT—X7 71ILAEETTL., eted VSR X—%BE—/—F e L TEREIL TH
5. eted 7 5 AX—HWERIGEIZEK) D/ —FEHEML 9.

Fia
L §RThetedr—EXAZIEL FT.

I # systemctl stop etcd.service

2. BYVE/Ny I Ty THETINTWD Z & A#HERT B2, eted T Lo ) —%HIFRL
ER

o FoL U —5BIKRT DANCIHED eted F— R ANy 2Ty T BICIE. WFoawy
FEEFLET.

mv /var/lib/etcd /var/lib/etcd.old
mkdir /var/lib/etcd

chown -R etcd.etcd /var/lib/etcd/
restorecon -Rv /var/lib/etcd/

H H HF H

o Ffld. TAL I M) —BLU eted, T—RAEBIFT 2L MTFOIAT FERITL &
ER

I # rm -Rf /var/lib/etcd/*

)z =W
F=IWA2T I Z2AR—DGAE. eted T—RT (L7 ) —(3
/var/lib/origin/openshift.local.etcd =L o p!)—(ZEHANZF

7.

B.IEENNY I Ty TTF—=R7 7ML E¥NFndDeted /—FIZETTL 9. ZDOFNE% eted
CEILIHAIZEEEINTWA VYRR —RA AL T RTDHeted R P TEITL £,

cp -R /backup/etcd-xxx/* /var/lib/etcd/

mv /var/lib/etcd/db /var/lib/etcd/member/snap/db

chcon -R --reference /backup/etcd-xxx/* /var/lib/etcd/
chown -R etcd:etcd /var/lib/etcd/R

H H HF H

4. ZFRRA FTeted H—ERAEFEITL., FHRI TR Z—5@BIKIZETL T,
Zhizkl) eted b —ERDHRR LT PAILHMERE N E T, ZhiZkl). --force-new-
cluster # 7> 3 A#BML CETAV U P LEEEEIN T,

# mkdir -p /etc/systemd/system/etcd.service.d/
# echo "[Service]" > /etc/systemd/system/etcd.service.d/temp.conf
# echo "ExecStart=" >> /etc/systemd/system/etcd.service.d/temp.conf
# sed -n '/ExecStart/s/"$/ --force-new-cluster"/p' \
/usr/lib/systemd/system/etcd.service \
>> /etc/systemd/system/etcd.service.d/temp.conf
# systemctl daemon-reload

F+

systemctl restart etcd
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5. I7—XvytE—CFEAMRL 9.

I $ journalctl -fu etcd.service

6. BEMNDRAT—RXXEMHARL £ .
# etcdctl2 cluster-health
member 5ee217d17301 is healthy: got healthy result from

https://192.168.55.8:2379
cluster is healthy

7. V52X —FE— R Teted —EXEHELEIL £7.
# rm -f /etc/systemd/system/etcd.service.d/temp.conf

# systemctl daemon-reload
# systemctl restart etcd

8. BEMNAT—RAEAN—D—BEHRL 7.
# etcdctl2 cluster-health
member 5ee217d17301 is healthy: got healthy result from
https://192.168.55.8:2379
cluster is healthy
# etcdctl2 member list
5ee217d17301: name=master-0.example.com

peerURLs=http://localhost:2380 clientURLs=https://192.168.55.8:2379
isLeader=true

9. BAIDA AR ADFEITEIZ, eted h—/N—DF ) DEREEBITLTE T,

5.4.2.1.1. peerURLS /X5 X —X —DEI1E

F=RDETLE L UFR I 7 22 —D1EREIZ. peerURLs /XT X —&—(Z. IPDOARH ) (Z eted A
TiB{EA 1) v X9 % localhost 7R 9.

# etcdctl2 member list
5ee217d17301: name=master-0.example.com peerURLs=http://*localhost*:2380
clientURLs=https://192.168.55.8:2379 islLeader=true

5.4.2.1.1.1. F)a

1. etcdctl member list #{FRHL TX/N\—IDA#EEL F9.

I “etcdctl member list®

2. etcd T EEE) v AT BHIPERELET.

I $ ss -14n | grep 2380

3. AUN—EREZDIP TEHL X7,
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# etcdctl2 member update 5ee217d17301 https://192.168.55.8:2380
Updated member with ID 5ee217d17301 in cluster

4. KEEST BIZIE. IPHAXN=—D—BIZHDZ L HHERL ET,

$ etcdctl2 member list

5ee217d17301: name=master-0.example.com
peerURLs=https://*192.168.55.8*:2380
clientURLs=https://192.168.55.8:2379 islLeader=true

5.4.2.2.v3 7)) etcd DEIT

V37T —=RDETFNAE v2 T—RDETT7T O LR ERAETY.

2F T ay POBEMIZOWTE, EXHCZAH 7 a TRl Tt :d. ZFv7ay A
etcdctl snapshot save % {FA L THIFEN2IHE. ZHil(detcdctl snapshot restore T
FrvIINBZEEMNYLAAEEINET., AF v T ay bATFT—RTFTAL I M) —HbaE—
INBIGE. BEM/ Ny (35, N --skip-hash-check #FH L TETTEI N FET.

33

V3T —RDHEBITLT HFIALE— etcd KRR b TRITEINDBELD ) £7 . tDiE
(2D —FEITRX—IZEMT B EHATEET,

=2 ]
L IRThetedr—EXAEZIEL FT.

I # systemctl stop etcd.service

2. HWTF=RIANTIZDOWTIL, etedctl METFIAAKITIND / — F THBIERAEITT 212
OIZZhz2)T7LET.

I # rm -Rf /var/lib/etcd

3. snapshot restore Ov > FAZFE{TL. /etc/etcd/etcd.conf 7 7 ILDEEBE X Z %
7.

# etcdctl3 snapshot restore /backup/etcd-xxxxxx/backup.db \
--data-dir /var/lib/etcd \
--name master-0.example.com \
--initial-cluster "master-0.example.com=https://192.168.55.8:2380"
\ --initial-cluster-token "etcd-cluster-1" \
--initial-advertise-peer-urls https://192.168.55.8:2380

2017-10-03 08:55:32.440779 I | mvcc: restore compact to 1041269
2017-10-03 08:55:32.468244 I | etcdserver/membership: added member

40bef1f6c79b3163 [https://192.168.55.8:2380] to cluster
26841ebcf610583c

4, )X\—3 vy arpluUselinux 3 7FF R MAETTINIZT7 7AIVIZETTL 7.
I # chown -R etcd.etcd /var/lib/etcd/
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I # restorecon -Rv /var/lib/etcd

5. eted f—EXARENIL 7.

I # systemctl start etcd

6. To—Xyt—DFEAMRL 7.

I $ journalctl -fu etcd.service

54.3.etcd KX FDE X Z

etcd ’RXA MABEMZ BIZ(F. eted 7 72X —APRLTHBRR FEHFLET. 708K T
(T, BXMZFIEDOEITHIC etcd KRR FAKONDIGEICHEA T A — 7 L (ERE) 245 Tx 5 &

212LET.

Pt

T

H
[=]

etcd 7V 7 AR —(IBXMZIBRERIZ 7 4 —F L (EBE) 5#4F T 20ELH ) F
9. Zhid. BIZ1DOUEDRR bABREIL TOWBIREAH D AEKL 7.

RRNEEMABREN eted I TR R—HT 7+ —F L (ERED) HAFF L TULHIKAE

TERITEINDIGE. 77 AX—BRELZOXELERITE A . KRR eted 7—
ROBERHPDERIZEIZIE. —BOBRIEOBRENTH B AIREMENLDH ) £7.

iEaL

etcd 7 5 2R —(CBIART DL T NADTFIEAEEIT HAIIC. eted T—R ERET 71V
DNy I Ty TEITW, FIEAKRT 2RI TR X—5BITTEHLHICLET.

544.etcd DR —1) >

etcd 75 2&—(F. )V —R%& etcd/RR MIEML TEENICZIRT 52 6. eted /KRR F%IEML
TKFRIILRT B2 HTEET.

FHRZ MIZ

iEaL

etcd AMERTIRES AT LDI=OIZ, 77 RAX—IZIIBIZHFRDOA o N—HEFNT
WBWELDH ) £9.

FHD etcd KRR MABL I T AR—DIHFE. 74— ILb L ZRIZHIETEZT. &
D etcd RA MHAHDZE T, 72 4—F LIEERIZHELEAELDZ LiEHY) FH
AP, BEEREFOWMUENSE N ET. e ZE. 7T7AX—HA XA 3 A N—TH
DIGE. 7A4—TLCERE) (£2 T 1 AN—(FEEMMERIZAY 9. ZhiZL

,—

), 27RZR—(EAIN—D2DOHAEFETH DR . #BEELSATITE T,
3DoMetcd iR b THREANDERE S 7 2 X—DFERAAHEEINET.

(3. HiRo Red Hat Enterprise Linux version 7 AR X f AW ETY, etecd X L —
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(FBRRKDINT =V AEEMTEDLHIZSSD F1 R B L1 /var/lib/eted T f &3
BRTARIIZEHAINDIDELH) £7,

HIR SAF

76

1. Fif etcd 7R R N #IBMT BHIZ. etcd RES LUV T =R/ 7Ty THITH>TT—XRDIE
KEREET.

2. IAED etcd VT AR —AT— R AEMRL . FIRKRRA N EEETHRWI ZRX—(ZIEMT 52
EHEFIEET.

o Vv2etcdapi #fFHA9T 2mE. KToma~v NaERALET.

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from

https://192.168.55.8:2379

member ed4fefd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

e v3etcdapi AT 2HEE. UTaAY FAEETLET.

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \
--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\

https://*master-2.example.com*:2379"

endpoint health
https://master-0.example.com:2379 is healthy: successfully
committed proposal: took = 5.011358ms
https://master-1.example.com:2379 is healthy: successfully
committed proposal: took = 1.305173ms
https://master-2.example.com:2379 is healthy: successfully
committed proposal: took = 1.388772ms

3. scaleup Playbook {79 BHIIZ. FI AKX FAEY)Z RedHat V7 f I = 7 F ¥ > RILIC
BigIhh TWBZ AR L 9.

# subscription-manager register \
--username=*<username>* --password=*<password>*

# subscription-manager attach --pool=*<poolid>*

# subscription-manager repos --disable="*"

# subscription-manager repos \
--enable=rhel-7-server-rpms \
--enable=rhel-7-server-extras-rpms

etcd (3 rhel-7-server-extras-rpms Y/ /7 Nz 7 F ¥ RILTHRAPMPINTWET,
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4. IR#ED eted / — N Teted 5 L iptables 57w 7oL — R L 9.

I # yum update etcd iptables-services

5. etcd 7R X h ) fetc/eted ;&€& /Ny 2T v T L ET.

6. 3 etcd X > /N—#' OpenShift Container Platform / — K THH D583, VWELEDF R |
HUZAX—IZEMLET.

7. ZOFNENDFL!) TlZ. 1 DR FEBIML TWAZ EAFHRE L TWETAH., EHORR &
EBMY 255(F. 8RR M TIRTOFIELETLET.

5.4.4.1. Ansible & {F I L 7-F#] etcd ;KX b DIEM
Fha

1. Ansible f >R 1) =7 71 )L T, [new_etcd] & UL\ ZHIOFR S IL—7E L UOFHKR
FAERLL £ 9. RIZ. new_eted 7' )L— 7% [0SEV3] ZIL—T7DF & L TEML 9.

[0SEv3:children]
masters

nodes

etcd

new_etcd g

[OUTPUT ABBREVIATED]

[etcd]

master-0.example.com
master-1.example.com
master-2.example.com

[new_etcd] 9
etcd0.example.com Q

O0OO-r>oTEEMLET.

2. OpenShift Container Platform 51 > X [ —JLL . Ansible 1 >R M) =T 71 I)LERX MG
ARR PHE . eted scaleup Playbook 21T 9.

$ ansible-playbook /usr/share/ansible/openshift-
ansible/playbooks/byo/openshift-etcd/scaleup.yml

3. Playbook A’E{T& N =18 (2. F#H etcd ;KR | & [new_etcd] Z)L—T7H 5 [eted] J)L—
TIZBATL., RENDAT—RAERMTBHL AR N =T 71ILEREBL X7,

[0SEv3:children]
masters

nodes

etcd

new_etcd

[OUTPUT ABBREVIATED]
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[etcd]
master-0.example.com
master-1.example.com
master-2.example.com
etcd0.example.com

4. Flannel 29 21556, i etcd /R | H4HARAL & 5 (2. §~T OpenShift Container
Platform ;R X | 0 /etc/sysconfig/flanneld (24 % flanneld H—E XREAZEEL £

7.

FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379, https://etcd0.example.com:2379

5. flanneld y—E X 2 BHEL 7.

I # systemctl restart flanneld.service

5.4.4.2. Hiifl eted ;R F OFENZ L BIEM

Fia
BiED eted 77 2 X—DEE
etcd :FAEAERT 21213, EAIRIBEDBEIZEXIZ Topenssl A7 FAFEITLET.

1 BRIREMAERL £,

export NEW_ETCD_HOSTNAME="*etcd0@.example.com*"
export NEW_ETCD_IP="192.168.55.21"

export CN=$NEW_ETCD_HOSTNAME

export SAN="IP:${NEW_ETCD_IP}"

export PREFIX="/etc/etcd/generated_certs/etcd-$CN/"
export OPENSSLCFG="/etc/etcd/ca/openssl.cnf"

SN

ERC

etcd_v3_ca_* ¢ L TfEFHEIN D HR X LD opensslik(C
[%. subjectAltName ¥ L T SSANIRIEERAS F N F 3. 4
(. /etc/etcd/ca/openssl.cnf A2 SB[ T 2& Ly,

2. RESLUVAHELAREFT BT Lo M —HEBLET.

I # mkdir -p ${PREFIX}

3. G—/N—iAEERAER L. ZHIZELL 9 (server.esr 5 LU server.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}server.key \
-out ${PREFIX}server.csr \
-reqexts etcd_v3_req -batch -nodes \
-subj /CN=$CN
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# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
-out ${PREFIX}server.crt \
-in ${PREFIX}server.csr \
-extensions etcd_v3_ca_server -batch

4. ETAAEBERAER L. ZhIZEL L £9 (peer.csr 5 LU peer.crt),

# openssl req -new -config ${OPENSSLCFG} \
-keyout ${PREFIX}peer.key \
-out ${PREFIX}peer.csr \
-reqexts etcd_v3_req -batch -nodes \
-subj /CN=$CN

# openssl ca -name etcd_ca -config ${OPENSSLCFG} \
-out ${PREFIX}peer.crt \
-in ${PREFIX}peer.csr \
-extensions etcd_v3_ca_peer -batch

5. ECEETZ5LH(C. BEDeted:RESH LU ca.ert 7 71 I)LAH > TILE L TRED
J=FpnaE—L%7.

# cp /etc/etcd/etcd.conf ${PREFIX}
# cp /etc/etcd/ca.crt ${PREFIX}

6. f74cd B etcd /KRR FHD, FIMARRMEI T XL —IZIEMLET . eted X /N—B T TR
K—IZBMNT BI2(E. TR A > /N—0) peerURLs {@8NDF 7 + )L k 7 localhost £° 7 %53
BYD2WEHNDHY T .

a. member list OV FAFEAL TRYID X L /N\—D X /N—ID #EBEL £7,

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \

peers="https://172.18.1.18:2379, https://172.18.9.202:2379, https:/
/172.18.0.75:2379" \ €
member list

--peers /NS XA —R—{BETT VT 171 eted X 2 /N\—DHD URL AIEET B L 9
IZLTLTZa0,
b. etcd 'V T XX —ETIZOWTY vR>FTBHIP7FLZREZRIGL T,

I $ ss -14n | grep 2380

c. HEIOFIETHEENI-X>/N—IDELUIPT7 FL ZX%AEL T. etcdctl member
update I7> N4 {#FH | CpeerURLs NEAEHL 9.

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
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80

peers="https://172.18.1.18:2379,https://172.18.9.202:2379, https:/
/172.18.0.75:2379" \
member update 511b7fb6cc0001 https://172.18.1.18:2380

d. member list Ov% > FABE{TL. E7 URL(Zlocalhost A& x 7D L)L %

7.

7. FHRA M Heted 7 2 AX—(ZIEBIL £9. FHRR MIEHERESNTU WO, FfR
A NERETDFTRAT—LX XA unstartedNF F THAZ EIZIEFEELTLFALN,

T

H
[=]

BAXAN=HEML., 1EZ1DF DX N—EF T REEIZL 7.

BAN=%TZZX—(ZIBMYT BERIZ. IREDE T D peerURL —&
AR DNENDH ) £9. peerURL —E (I X /N—HBME NS =V
"L FJ. etcdctl member add O7> F(F. PAFIZEHBAZ L TULND &
2. A N—HBINT BEEC eted.conf 7 7ML TRET DNENDH B
@aBnL 9.

# etcdctl -C https://${CURRENT_ETCD_HOST}:2379 \
--ca-file=/etc/etcd/ca.crt \
--cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key member add ${NEW_ETCD_HOSTNAME}

https://${NEW_ETCD_IP}:2380 €)
Added member named 10.3.9.222 with ID 4eldb163a21d7651 to cluster

ETCD_NAME="<NEW_ETCD_HOSTNAME>"

ETCD_INITIAL_CLUSTER="
<NEW_ETCD_HOSTNAME>=https://<NEW_HOST_IP>:2380,
<CLUSTERMEMBER1_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBER2_NAME>=https:/<CLUSTERMEMBER2_IP>:2380,
<CLUSTERMEMBER3_NAME>=https:/<CLUSTERMEMBER3_IP>:2380"
ETCD_INITIAL_CLUSTER_STATE="existing"

ZO{TTC. 10.3.9.222 (Fetcd X /N—DFZRILTT, KA ML, PP LR F1-(3H
il BAIATEE CTE 9.

8. %> 7JL ${PREFIX}/etcd.conf 7 7 A ILAEEHL 9.
a. L TOEAERIOFIETCERSINBIZEEXZ]RZ $7.

e ETCD_NAME
e ETCD_INITIAL_CLUSTER

e ETCD_INITIAL_CLUSTER_STATE



ESERRAMLARILDR RS

b. LTOEE A BRIOFIEOENOFR A M IP TEEL £9. ${NEW_ETCD_IP} A&
LCERATEx%9.

ETCD_LISTEN_PEER_URLS
ETCD_LISTEN_CLIENT_URLS
ETCD_INITIAL_ADVERTISE_PEER_URLS
ETCD_ADVERTISE_CLIENT_URLS

C. XINN—=LRTFT Lk eted /—FE L THEALTWIHAIZ(L. /etc/etcd/eted.conf 7 7
A1 IVDIREDES LEXTDIDEADH ) £7.

d 7714ILTHEYIZ7—RX%E L TWAIP7 FLAAXHINE I EHRLET. 9L
WIS, etced H—EZAWMKRT DETEEMADH V) £ 7.

I # vi ${PREFIX}/etcd.conf

9. 1A MN=IT 7AIVERA T S/ — K TlE. /etc/ansible/hosts 1 >~ ) —7 71 )L
D [eted] RX I —TH5BHLFET. BrlretedRR FAHIRL. FEAX M5EBML F
9.

10. FSEEAE. YU TIIERE7 7ML, LU0 cas 8L tgz 7 71 ILAERRL . T EFHKRX b
(ZaE—L %79,

# tar -czvf /etc/etcd/generated_certs/${CN}.tgz -C ${PREFIX}
# scp /etc/etcd/generated_certs/${CN}.tgz ${CN}:/tmp/

Filetcd KA FAEELFT.

1. iptables-services %1 > X b —)L L T eted DINEL R— | 2B 7-8(Z iptables 1 —
TA)T1—AEELET.

I # yum install -y iptables-services

2. etcd DBIEAFFE]9 2 0S_FIREWALL_ALLOW 7 71 7™ # —J)LIL—ILAER L £ 9.
o U7 T MDR— | 2379/tcp
o ETIB{EMNAR— b 2380/tcp

systemctl enable iptables.service --now

iptables -N OS_FIREWALL_ALLOW

iptables -t filter -I INPUT -j OS_FIREWALL_ALLOW

# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m
tcp --dport 2379 -j ACCEPT

# iptables -A OS_FIREWALL_ALLOW -p tcp -m state --state NEW -m
tcp --dport 2380 -j ACCEPT

# iptables-save | tee /etc/sysconfig/iptables

H H

s

ERD

ZOBITlE. FiEF £ —> 0S_FIREWALL_ALLOWAYERZ N ET. —h
(. OpenShift Container Platform { > XA b —Z—HAT7 714 77 4+ —JLIL—
A JVIZERT BIEEDLRICL ) £7.
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T

H
[=]

IRIEA 1@aS IRIBTHRA FENTWBIGE., 1V RRXADSENSD

R— b NDEEN 71y 5HFNTEDLH)ICEF2) T —7
W—TEEBELET.

.eteda1 2 M=ILLET.

I # yum install -y etcd

N— 3 etcd-2.3.7-4.e17.x86_64 PUEAA VA P—ILENTWB I AERL 9.
4. etcd H—ERAFEITEINTUWVEWI AR L 7.

I # systemctl disable etcd --now

5. eted SREH LU T—x5HIKEL 9.

# rm -Rf /etc/etcd/*
# rm -Rf /var/lib/etcd/*

6. AINELLURE7 71ILERFL £7.

I # tar xzvf /tmp/etcd0.example.com.tgz -C /etc/etcd/

7. 77MIVFIBEOD/IN—3 v a0 a2EBL £,

# chown -R etcd/etcd /etc/etcd/*
# chown -R etcd/etcd /var/lib/etcd/

8. F#RX b Teted ARENL 7.

I # systemctl enable etcd --now

9. RRA MW TRARX—D—ETHHZ & LIRENT T AR —DEEMAERL £7.
e v2etcdapi A AT 2581, LWToaAvY FEETLET.

# etcdctl --cert-file=/etc/etcd/peer.crt \
--key-file=/etc/etcd/peer.key \
--ca-file=/etc/etcd/ca.crt \
--peers="https://*master-0.example.com*:2379,\
https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379,\
https://*etcd0.example.com*:2379"\
cluster-health

member 5ee217d19001 is healthy: got healthy result from

https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
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https://192.168.55.8:2379
member 8b8904727bf526a5 is healthy: got healthy result from

https://192.168.55.21:2379

member ed4fefd277d7599 is healthy: got healthy result from

https://192.168.55.13:2379

cluster is healthy

ESERRAMLARILDR RS

e v3etcdapi AT 2HEE. UTAY FAEETLET.

# ETCDCTL_API=3 etcdctl --cert="/etc/etcd/peer.crt" \
--key=/etc/etcd/peer.key \
--cacert="/etc/etcd/ca.crt" \

--endpoints="https://*master-0.example.com*:2379,\

https://*master-1.example.com*:2379,\
https://*master-2.example.com*:2379,\
https://*etcd0.example.com*:2379"\

endpoint health

https://master-0.example.

committed proposal: took

https://master-1.example.

committed proposal: took

https://master-2.example.

committed proposal: took

com

12379 1is healthy: successfully

.011358ms
12379 1is healthy: successfully
.305173ms
12379 1is healthy: successfully
.388772ms

https://etcd0.example.com:2379 is healthy: successfully committed
proposal: took = 1.498829ms

£& OpensShift Container Platform v X2 &4 —ZE &

1L I RTHVYRRX— /etc/origin/master/master-config.yaml 7 71 L)

etcClientInfo /> 3 TVAXR—WREALEEL £9. Fifletcd kR b &, F— X &R

9 % 7-8(Z OpenShift Container Platform AM$E 9 % eted Hr—/N—D—B(ZIEML . KL

=g ~NThHeted RX +&HIBKRL 9.

etcdClientInfo:
ca: master.etcd-ca.crt

certFile: master.etcd-client.crt
keyFile: master.etcd-client.key

urls:

- https://master-0.example.com:2379
- https://master-1.example.com:2379
- https://master-2.example.com:2379
- https://etcd0.example.com:2379

2. VARX—APIH—E25BEEL £7.

e TNTNHVAKR—:

I # systemctl restart atomic-openshift-master-api

o Frld B—VRE—IFRARXR—DA A P=ILTIFUATEFEITL T &L,

I #systemctl restart atomic-openshift-master
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T

H
[=]

etcd / — FOITH TR TNIERY FBA. €tz 2O LD

RA M EBMT 2BELDHY £7.

3. Flannel 29 231556, #i eted /R b HARARAL 1282, F T OpenShift Container
Platform ;R X | @) /etc/sysconfig/flanneld (24 % flanneld H—E XREAZEEL £
ElP

FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-
2.example.com:2379, https://etcd0.example.com:2379

4. flanneld y—E X5 BiEIL 9.

I # systemctl restart flanneld.service

5.4.5. etcd 7R X b DHIIR
BITiE(C etcd /KRR P ARG BI55(E. 77 R X—HHHEIKRL ET.
FTRTCHDVARX—KRA P CEITI5FIRE

FNa
1. HED etcd R | % eted 7 T XX —H LHIRL £9. &eted /—FIZOWTUTFoa< K
HEEITLET.
# etcdctl -C https://<surviving host IP address>:2379 \
--ca-file=/etc/etcd/ca.crt \
--cert-file=/etc/etcd/peer.crt \

--key-file=/etc/etcd/peer.key member remove <failed member ID>

2. TNTHDVARAR—TVRAR—APIH—E 2 5FBRIHL 7.
I # systemctl restart atomic-openshift-master-api
Frzld. B—VYRE—0UFRZX—A AP —ILEFEALTVWRHEIE. LMTFEEITLET.

I #systemctl restart atomic-openshift-master

RIED eted 7 5 A X —TCTHEITd 2FM
FE
L KBMLUIZRANE T 2AZ—AHEIKL 7.

# etcdctl2 cluster-health
member 5ee217d19001 is healthy: got healthy result from
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https://192.168.55.12:2379

member 2a529bal1840722c® is healthy: got healthy result from
https://192.168.55.8:2379

failed to check the health of member 8372784203e11288 on
https://192.168.55.21:2379: Get https://192.168.55.21:2379/health:
dial tcp 192.168.55.21:2379: getsockopt: connection refused
member 8372784203e11288 is unreachable: [https://192.168.55.21:2379]
are all unreachable

member ed4f0efd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

# etcdctl2 member remove 8372784203e11288 g
Removed member 8372784203e11288 from cluster

# etcdctl2 cluster-health

member 5ee217d19001 is healthy: got healthy result from
https://192.168.55.12:2379

member 2a529bal1840722c0® is healthy: got healthy result from
https://192.168.55.8:2379

member ed4fefd277d7599 is healthy: got healthy result from
https://192.168.55.13:2379

cluster is healthy

G remove 7> N(Z(3HRR P&ATIFA <. eted IDAHWETT .

2. etcd BRE Teted t—EZDHREMBHIKM LI AR FAFRALAWL I IZTBITE. KD
FTRTDHeted KX | T /etc/etecd/etecd.conf 7 7 JLEEE
L. ETCD_INITIAL_CLUSTER B NEA S KM L 1R R F &#HIBRL £9.

I # vi /etc/etcd/etcd.conf
141l

ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380, master -
2.example.com=https://192.168.55.13:2380

PLFoLH iz £9,

ETCD_INITIAL_CLUSTER=master -
0.example.com=https://192.168.55.8:2380, master -
1.example.com=https://192.168.55.12:2380

bl S >

ERD

KLU TzRR I (Fetedetl AL THIBRESN TS 129HIZ, eted H—E 2D
BEBIAETT.

3. Ansible { >R M) =T 7AILE T TRAR—DIREDRAT—R X5 R L . Playbook MHEE
OB ARITA2LHICEELET.
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[0SEv3:children]
masters

nodes

etcd

[OUTPUT ABBREVIATED]

[etcd]
master-0.example.com
master-1.example.com

4. Flannel &AL TWL\3I58. §XTHRR b /etc/sysconfig/flanneld (ZH 3
flanneld 4 —E REREAEE L. etcd /KRR M HHIRL £

FLANNEL_ETCD_ENDPOINTS=https://master -
0.example.com:2379, https://master-1.example.com:2379,https://master-

2.example.com:2379

5. flanneld 4y —E X 52 BHEL 7.

I # systemctl restart flanneld.service
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gexE 7Oz PLRILDR RS
F6E TJOC T FLANILDRRY

61. 70T NDINY I T T

BIEY 29T _RTHOT—RO/Ny 7Ty TOERBIZIE. TXTHEELERAT I ZR— L. FiE 7O
ST MIEBTTTHIeHEEERLET.

SN

ERD

OpenShift Container Platform 70 =2 b/ Ny 2 7w 7H L OEITY —ILIZDOWL
T3, IRFE Red Hat TRARF TY . FH4llE. ATONTEHSRL T Za0,

e bugzilla1303205.

FhE
LNy O Ty 72T NTORET—2 5% —BRRL T,
$ oc get all
NAME TYPE FROM LATEST
bc/ruby-ex Source Git 1
NAME TYPE FROM STATUS STARTED
DURATION
builds/ruby-ex-1 Source Git@c457001 Complete 2 minutes ago
35s
NAME DOCKER REPO
TAGS UPDATED
is/guestbook 10.111.255.221:5000/myproject/guestbook
latest 2 minutes ago
is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
latest 2 minutes ago
is/ruby-22-centos? 10.111.255.221:5000/myproject/ruby-22-centos?7
latest 2 minutes ago
is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex
latest 2 minutes ago
NAME REVISION DESIRED CURRENT TRIGGERED BY
dc/guestbook 1 1 1
config, image(guestbook:latest)
dc/hello-openshift 1 1 1
config, image(hello-openshift:latest)
dc/ruby-ex 1 1 1

config, image(ruby-ex:latest)

NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 2m
rc/hello-openshift-1 1 1 1 2m
rc/ruby-ex-1 1 1 1 2m

NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

svc/guestbook 10.111.105.84 <none> 3000/TCP
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2m
svc/hello-openshift 10.111.230.24 <none>
8080/TCP,8888/TCP 2m

svc/ruby-ex 10.111.232.117 <none> 8080/TCP

2m

NAME READY STATUS RESTARTS AGE
po/guestbook-1-c010g 1/1 Running 0 2m
po/hello-openshift-1-4zw2q 1/1 Running 0 2m
po/ruby-ex-1-build 0/1 Completed 0 2m
po/ruby-ex-1-rxc74 1/1 Running 0 2m

2. 7O o b AT MA cyaml £1-( .json T FAILIZTZ I AR— ML X T

° 7D/17|~7J'7/17|~€»pr03ect yaml 7 7 IJLIZZZ AR—bF 51203, LT%
EITLET.

I $ oc export all -o yaml > project.yaml

o 7O TV MATL T bAH project.json 7 FAILIZT IV RAAR— T B2, LT A
EITLET.

I $ oc export all -o json > project.json

3. 7O 2 D role bindings, secrets, service accounts, } S () persistent
volume claims T2 X R—pr L X7 .

$ for object in rolebindings serviceaccounts secrets imagestreamtags
podpreset cms egressnetworkpolicies rolebindingrestrictions
limitranges resourcequotas pvcs templates cronjobs statefulsets hpas
deployments replicasets poddisruptionbudget endpoints
do

oc export $object -o yaml > $object.yaml
done

4—%@172% PENtzA 72z MI7OC o FROFEND A X T—X £1=(ZEHED ID
DERITIKFT 2HELDH Y F9. Zhid. BIERESh3 AT o toa—HE) 71—
BITHHIRICA) £

imagestreams D{EREZ. deploymentconfig () image /X5 X —& —(3. BETLINDIR
RICHEELGVREL CZ M) —ADA X —COFED sha F =y 7 LxRA > T 258
AV F9. 1-& AL, Y>> 7L " "ruby-ex" % oc new-app centos/ruby-22-
centos7~https://github.com/openshift/ruby-ex.git * [ TETT2&. A1 X—
HRA NG BI-DOWEL PR M) —%5{EHY % imagestream ruby-ex KMER SN F 7.

$ oc get dc ruby-ex -o jsonpath="
{.spec.template.spec.containers[].image}"
10.111.255.221:5000/myproject/ruby-
ex@sha256:880c720b23c8d15a53b01db52f7abdchb2280e03f686a5c8edfeflaza7’
b2icee

oc export (2L BT RKR— b ERDAETHdeploymentconfig 1 > A— b E, 1
A=CHEEL R WGEIZIEERMKL 7.

#NSNIT Y AR— b AVERT 3124, openshift-ansible-contrib !J;R 1) —d
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Fg6E 7O T FLRILDRAS

project_export.sha AL 9. ZhiZLY. IRTHTOC I AT o FHER
DELD77AIVHEREINET. RZ2) 7ML, 7O 7 & 7027 PHOTRT
DATSTU b RATDison 7 7AW AEFERBL TR U7 M ERTTHF LU b =4k
2 b EICERRL £ 9.

JEaC

LT Cc&MBa 3 openshift-ansible-contrib ;R p ) —na— R (Z
Red Hat THA/REIZHR— F ENTWBRTIIH Y FBAH. V7 7L AT —
FTFOFv—F—LFOA—FHAEEEY ICEMEL. BE2THDZ L 5HERT D1
DIZTFAMEFEITLTWET,

227 ) 7 MELinux TRITENETAH. ZhiZlFjas LU ocav FhH (>
2 F=LENTVWBRENHY . SRATLETAZS T bOIRTOA TP
7 b & FeAER ) A]REZ 21—+ —(Z & - T OpenShift Container Platform IR}%(Z 0
AL ENTUBRENH) 7.

$ mkdir ~/git
$ cd ~/git
$ git clone https://github.com/openshift/openshift-ansible-

contrib.git

$ cd openshift-ansible-contrib/reference-
architecture/day2ops/scripts

$ ./project_export.sh <projectname>

$ ./project_export.sh myproject

Exporting
Exporting
Exporting
Exporting
Exporting

namespace to project-demo/ns.json

rolebindings to project-demo/rolebindings.json
serviceaccounts to project-demo/serviceaccounts.json
secrets to project-demo/secrets.json
deploymentconfigs to project-demo/dc_*.json

Patching DC...

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

buildconfigs to project-demo/bcs.json

builds to project-demo/builds.json

imagestreams to project-demo/iss.json
imagestreamtags to project-demo/imagestreamtags.json
replicationcontrollers to project-demo/rcs.json
services to project-demo/svc_*.json

pods to project-demo/pods.json

podpreset to project-demo/podpreset.json

configmaps to project-demo/cms.json
egressnetworkpolicies to project-

demo/egressnetworkpolicies.json

Exporting

rolebindingrestrictions to project-

demo/rolebindingrestrictions.json

Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting
Exporting

limitranges to project-demo/limitranges.json
resourcequotas to project-demo/resourcequotas.json
pvcs to project-demo/pvcs.json

routes to project-demo/routes.json

templates to project-demo/templates.json

cronjobs to project-demo/cronjobs.json
statefulsets to project-demo/statefulsets.json
hpas to project-demo/hpas.json
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Exporting deployments to project-demo/deployments.json
Exporting replicasets to project-demo/replicasets.json
Exporting poddisruptionbudget to project-
demo/poddisruptionbudget.json

5. ZNAEITEN=H., 77AILEHRL. A>T YABYIIZIZTZAR—FENTWBRIE S
MRl 29,

$ cd <projectname>

$ 1s -1

bcs.json

builds.json

cms.json

cronjobs.json
dc_ruby-ex.json
dc_ruby-ex_patched. json
deployments.json
egressnetworkpolicies. json
endpoint_external-mysgl-service.json
hpas.json
imagestreamtags.json
iss.json

limitranges.json

ns.json
poddisruptionbudget.json
podpreset.json

pods.json

pvcs.json

rcs.json

replicasets.json
resourcequotas.json
rolebindingrestrictions. json
rolebindings.json
routes.json

secrets.json
serviceaccounts.json
statefulsets.json
svc_external-mysqgl-service.json
svc_ruby-ex.json
templates. json

$ less bcs.json

SN

EqD

TCDA TS0 FHAFELLRWGE. T AR—MFHIED T 71 ILAERE
nEd.

6. imagestreams 2 {FfH L T\ %1558, X2 1) 7 1 (Zdeploymentconfig % 1 X —° sha )
Rb)IZAA—CSREFERT 2L ) ICEEL. _patched MEMEHRAFERAL TTo ZR—
FENF-HDORSIND json 7 FAILAEERRL £,

$ diff dc_hello-openshift.json dc_hello-openshift_patched.json
45c45
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Fg6E 7O T FLRILDRAS

< "image": "docker.io/openshift/hello-
openshift@sha256:42b59c869471alb5fdacadf778667cecbaa79e002b7235f8091
540ae612f0e14",

> "image": "hello-openshift:latest",

T

H
[=]

BERTIORI ) T MIEMDI > TF—Pod HHR—F LTUWEW =, TR
LTEALTIZEL,

6.2. 70T PDETT

702 xy | AEILY B1-0I2. oc create -f pods.json #E{TL THE 7O o b AERL
ThHo, TZRAR—bEINET7 7AIVEETTLET. =1L, 7O 7 b AEOABLETT 52T,
—EnT7OC o bAMDT O 7 MIIKFELTWAZ EABEENIEFAISET 2BEAH ) £

9. =& ZI$. pods A#YERY BHIIC configmaps #ERT 2NEAH ) 9.

FIa

L 702z PABR—T7 7ML LTITIRR—FINTWDRIGEIE. KTnavr FAETL
TInz1>R—bLET.

0oC new-project <projectname>

oc create -f project.yaml

oc create -f secret.yaml

oc create -f serviceaccount.yaml
oc create -f pvc.yaml

oc create -f rolebindings.yaml

AR

T

H
[=]

PdBLUOT 74 M —ERTHI > b ED—ED!) ) — R (IERRT

EILWGELH ) 7.

2. project_export.sh22 ) J & EFRALT/O o M4 IO RR— LGS, 7711
(3 projectname =L 7 ) —IZdHh!) F9. ¢, project_import.sh X2 1) 7 | %
BEEITLTAUR—FTEEZT. 2R T MIEYLRNEFToc create 7Ot X A%
fTLET.

$ mkdir ~/git

$ cd ~/git

$ git clone https://github.com/openshift/openshift-ansible-
contrib.git

$ cd openshift-ansible-contrib/reference-
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architecture/day2ops/scripts
$ ./project_import.sh <projectname_path>

A1

$ 1s ~/backup/myproject

bcs.json dc_guestbook_patched. json dc_ruby-
ex_patched.json pvcs.json secrets.json
builds.json dc_hello-openshift.json iss.json

rcs.json serviceaccounts.json

cms.json dc_hello-openshift_patched.json ns.json
rolebindings.json svcs.json
dc_guestbook.json dc_ruby-ex.json
routes.json templates.json

pods.json

$ ./project_import.sh ~/backup/myproject
namespace "myproject" created

rolebinding "admin" created

rolebinding "system:deployers" created
rolebinding "system:image-builders" created
rolebinding "system:image-pullers" created
secret "builder-dockercfg-mghs6" created
secret "default-dockercfg-51xb9" created
secret "deployer-dockercfg-6kvz7" created

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

exists

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

exists

Error from server (AlreadyExists):
"myproject//serviceaccounts.json":

error when creating
serviceaccounts "builder" already

error when creating
serviceaccounts "default" already

error when creating
serviceaccounts "deployer"
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already exists

error: no objects passed to create

service '"guestbook" created

service "hello-openshift" created

service "ruby-ex" created

imagestream '"guestbook" created
imagestream "hello-openshift" created
imagestream "ruby-22-centos7" created
imagestream "ruby-ex" created

error: no objects passed to create

error: no objects passed to create
buildconfig "ruby-ex" created

build "ruby-ex-1" created

deploymentconfig "guestbook" created
deploymentconfig "hello-openshift" created
deploymentconfig "ruby-ex" created
replicationcontroller "ruby-ex-1" created
Error from server (AlreadyExists): error when creating

"myproject//rcs.json": replicationcontrollers "guestbook-1" already

exists

Error from server (AlreadyExists): error when creating
"myproject//rcs.json": replicationcontrollers "hello-openshift-1"
already exists

pod "guestbook-1-c010g" created
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pod "hello-openshift-1-4zw2q" created

pod "ruby-ex-1-rxc74" created

Error from server (AlreadyExists): error when creating
"myproject//pods.json": object is being deleted: pods "ruby-ex-1-
build" already exists

error: no objects passed to create

SN >

ERD

serviceaccounts 5 LU —2L v Mo ED—8nA 7o AT OT T
o MERBFIZCEBMIZEREI NS -2 AlreadyExists TS —HKREND
mEHHY) FT.

3. buildconfigs 2 {FAT A ) &AL £7.

$ oc get bc

NAME TYPE FROM LATEST

ruby-ex Source Git 1

$ oc get pods

NAME READY STATUS RESTARTS AGE
guestbook-1-plnng 1/1 Running 0 26s
hello-openshift-1-g4g0j 1/1 Running 0 26s

buildconfigs #9255, EILNZEBMIZ M) A—&hT. 77)5—> 3 3ET

SnEtA.
4. buildconfigs # B3 255, EILK %A ) H—F %(Z(Foc start-build <> N A=
TLET.
$ for bc in $(oc get bc -o jsonpath="{.items[*].metadata.name}")
do
oc start-build ${bc}
done

Pod (FEIL FORTEIZCT/O01&NET.
5. 707 MHETTEINI-Z & 5HRTHI21E. UTFTEEITLET.

$ oc get all

NAME TYPE FROM LATEST

bc/ruby-ex Source Git 2

NAME TYPE FROM STATUS

STARTED DURATION

builds/ruby-ex-1 Source Git Error (BuildPodDeleted)

About a minute ago
builds/ruby-ex-2  Source Git@c457001  Complete

55 seconds ago 12s

NAME DOCKER REPO

TAGS UPDATED

is/guestbook 10.111.255.221:5000/myproject/guestbook
latest About a minute ago

is/hello-openshift 10.111.255.221:5000/myproject/hello-openshift
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BY

AGE
1m
1m
42s
55s

latest About a minute ago
is/ruby-22-centos?7 10.111.255.221:5000/myproject/ruby-22-centos?
latest About a minute ago
is/ruby-ex 10.111.255.221:5000/myproject/ruby-ex
latest 43 seconds ago
NAME REVISION DESIRED CURRENT TRIGGERED
dc/guestbook 1 1 1
config, image(guestbook:latest)
dc/hello-openshift 1 1 1
config, image(hello-openshift:latest)
dc/ruby-ex 1 1 1
config, image(ruby-ex:latest)
NAME DESIRED CURRENT READY AGE
rc/guestbook-1 1 1 1 im
rc/hello-openshift-1 1 1 1 im
rc/ruby-ex-1 1 1 1 43s
NAME CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
svc/guestbook 10.111.126.115  <none> 3000/TCP
1m
svc/hello-openshift 10.111.23.21 <none>
8080/TCP,8888/TCP 1m
svc/ruby-ex 10.111.162.157 <none> 8080/TCP
1m
NAME READY STATUS RESTARTS
po/guestbook-1-plnng 1/1 Running 0
po/hello-openshift-1-g4g0j 1/1 Running 0
po/ruby-ex-1-h99np 1/1 Running 0
po/ruby-ex-2-build 0/1 Completed 0

AL

Y—EZRE LV PodIP 7 N L R(IEBBFIZEIIZEIN) B THNDZDTEL ST

WF9d.,

6.3. PERSISTENT VOLUME CLAIM (Gk&ehY) 2 —LER) /Ny o 7T

1L FF—ROKET—R A —n—r B TE 7.

B

OpensShift Container Platform Iz 4 7K 2 | 9725 —8fn 7’0/ X —TlL.
THESUORTENTY — R/X—F 4 —DRF v T3y MMF—ERARENT ZHEEN D
3mahd ) £9 . 1=12L . OpenShift Container Platform T{Z Z b DY —E X % it &l
T HMBEAIREL TU W=, AETEZINSOFIEICOWLTIIRBAL FEA.

INY T Ty

BET7 7 r—a it /Ny o7y 7TFIBIZOWT T, REDRFa 4> M A4SRL TS
W, 2 ZE mysql T—XRFaL o7 M) —BRAE O — L TCHERTEER /Ny 27y JI3ERE N £
HA. tORHYIZ. BEMTOSNI-T TN =2 a3 OED/Ny 27y 7FIBEEERITLTHS.
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T—5RMTZZ A TEET. ZOFENFIAIZ(E. OpenShift Container Platform %7k 2 b4 %
T72Y N7 4—LTRENDZ RSy Toay bV )a—sa nfEBbEingd.

Fia
. 7027 FE LU Pod 5#FRRL 7,

$ oc get pods

NAME READY STATUS RESTARTS AGE
demo-1-build 0/1 Completed 0 2h
demo-2-fxx6d 1/1 Running 0 1h

2. &R a—LTHERINTUWSRY 2 —LAERRTE DL ) ICHEY Pod LR L 7.

$ oc describe pod demo-2-fxx6d
Name: demo-2-fxx6d
Namespace: test
Security Policy: restricted
Node: ip-10-20-6-20.ec2.internal/10.20.6.20
Start Time: Tue, 05 Dec 2017 12:54:34 -0500
Labels: app=demo
deployment=demo-2
deploymentconfig=demo
Status: Running
IP: 172.16.12.5
Controllers: ReplicationController/demo-2
Containers:
demo:

Container ID:
docker://201f3e55b373641ehb36945d723el1e212ecab847311109b5ceelfd010942
4217a

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Image ID: docker-pullable://docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

State: Running

Started: Tue, 05 Dec 2017 12:54:52 -0500

Ready: True

Restart Count: ©

Volume Mounts:

*/opt/app-root/src/uploaded from persistent-volume (rw)*
/var/run/secrets/kubernetes.io/serviceaccount from default-
token-8mmrk (ro)

Environment Variables: <none>
...omitted...

ZDOHBNEKEET—4R A /opt/app-root/src/uploaded T 4L 7 ) —IZH B & HRL
TWEd,

3. F=&A&#O—AHJLIZOE—L £7.

$ oc rsync demo-2-fxx6d:/opt/app-root/src/uploaded ./demo-app
receiving incremental file list
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uploaded/
uploaded/ocp_sop.txt
uploaded/lost+found/

sent 38 bytes received 190 bytes 152.00 bytes/sec
total size is 32 speedup is 0.14

ocp_sop.txt 7 7 ILFIO—HILL AT LIZK D> >A— K&, Ny I TPy TV T NITT
FIRNDINY O T TAANZXLTINY Ty TENET,
)2 =W
F t=. Pod A ENT ZIHE(C pve A ERETICHBINFIEAEITTE £ 9%
ZBIZ pve ANBEDE ) D EHERT DELH ) F9. T—XERFLTHHE
T70EXEERAL. FRA N —CARETAIEATEET.

6.4. PERSISTENT VOLUME CLAIM (7k&eh ') 2 —LFESRK. PVC) MHETT
/Xy 2 7y 7 Ltz Persistent Volume Claim (jk&oh ') 2 —LEK, PVC) F— X &A1BILT DI & A TE
39, 771ILEEGBRLTHASEDT 71 ILETFHEINDISMZRETH. 71-(3 Persistent Volume
Claim (k%R ) 2 —LEK) 4B1TT 22 A TEET ., R ML —CAEBITT H2BEAD DIHERR.
INY TV RRML—=SHAG TIZHEEL WS EDEERERIZIBITT 2DELAH DIGEHLDH ) £
7.
BEDT 7 ) r—s aEYIRB®TFIEICOLTE., tNEfnD®EFFa X SR T RS
L,
6.4.1. 7 71 JLOOBEAE PVC ~DIETT
FE

L. 771ILABIRL 9.

$ oc rsh demo-2-fxx6d

sh-4.2% 1s */opt/app-root/src/uploaded/*

lost+found ocp_sop.txt

sh-4.2% *rm -rf /opt/app-root/src/uploaded/ocp_sop.txt*
sh-4.2% *1s /opt/app-root/src/uploaded/*

lost+found

2. PVCIZH =7 74D rsync /Ny I Ty THEENDH—N—DT7 71 IVEBE®RZ 7.

I $ oc rsync uploaded demo-2-fxx6d:/opt/app-root/src/

3.0c rshAa{EHALT7 71ILAPod ITRENTWDZ & &AL, Pod (2HESL TF AL 2 b
J=—na>rT o UaknrLET.

$ oc rsh demo-2-fxx6d
sh-4.2% *1s /opt/app-root/src/uploaded/*
lost+found ocp_sop.txt

6.4.2. T— R DFH PVC ~NDETT
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UTFOFIETIE. F pve KMERSNTWS I ARHRE LTWET.

Fia
1L IREETRSIN TS claim-name % FEX L 7.

$ oc volume dc/demo --add --name=persistent-volume \
--type=persistentVolumeClaim --claim-name=filestore \ --mount-
path=/opt/app-root/src/uploaded --overwrite

2. Pod AVFTR PVC &AL TWD 2 &#HERL £ 7.

$ oc describe dc/demo
Name: demo
Namespace: test
Created: 3 hours ago
Labels: app=demo
Annotations: openshift.io/generated-by=0penShiftNewApp
Latest Version: 3
Selector: app=demo, deploymentconfig=demo
Replicas: 1
Triggers: Config, Image(demo@latest, auto=true)
Strategy: Rolling
Template:
Labels: app=demo
deploymentconfig=demo
Annotations: openshift.io/container.demo.image.entrypoint=
["container-entrypoint","/bin/sh","-c", "$STI_SCRIPTS_PATH/usage"]
openshift.io/generated-by=0penShiftNewApp
Containers:
demo:

Image: docker-
registry.default.svc:5000/test/demo@sha256:0a9f2487a0d95d51511e49d20
dcoff6f3504361935968b0c83fch98a7a8c381a

Port: 8080/TCP

Volume Mounts:

/opt/app-root/src/uploaded from persistent-volume (rw)

Environment Variables: <none>

Volumes:
persistent-volume:

Type: PersistentVolumeClaim (a reference to a
PersistentVolumeClaim in the same namespace)

*ClaimName: filestore*

ReadOnly: false
...omitted...

3. F7OA AL MRETIIHM pve #EAL TULB728, oc rsync #FITLTT7 71 ILAEH
o pve (CECEL $9.

$ oc rsync uploaded demo-3-2b8gs:/opt/app-root/src/
sending incremental file list

uploaded/

uploaded/ocp_sop.txt

uploaded/lost+found/
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sent 181 bytes received 39 bytes 146.67 bytes/sec
total size is 32 speedup is 0.15

4. 0c rsh &AL T7 71ILAPod (CREINTWSHZ ¥ &AL, Pod (ZHEELL TT L2 b
J—nars o yaERRLET.
$ oc rsh demo-3-2b8gs

sh-4.2% 1ls /opt/app-root/src/uploaded/
lost+found ocp_sop.txt

65. M X—HLU0arTFFHF—nTIV—=1 7

WEEXNI-T—RELUF TSI FOBEWN— 3 DT IL—Z 2 ZIZDOWT DAL, "Pruning
Resources (1)) —Z2DTIL—=_27) O rEY I AHSRBLTIEEL,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cluster_administration/#admin-guide-pruning-resources

%75 DOCKER X X &

ET7Z DOCKER %R X &
OpensShift Container Platform [ Docker (AL T, EENHN I T+ —TERE NS Pod T7
=2 a3 aETLET.

o5 2K —%&I8E (1 OpenShift Container Platform -f > 2 b — )LD EBENEER A MERKIZETT 51
&= Docker [ZIBMDEREENZ DNEAH DIGENH ) £7.

7.1.DOCKER X } L — DLk

FIFAEE R FL—CDREAIERT Z X241 FIEAREL WG T 7' 04 X > hAAJREIC
) ET., ThEEITTBHICE. BYSYA ADTEBELSZLTED/N—T 12 3 »HFIATEETH
TN l) F8A.

711, / — FDIRE
Fha

L YRR—ALVRR A LH, FHIEIZRAX—EHEX LT, /— KA 50 Pod MIRE A FF
AL, ¥/ — KT Pod DR a—1) A BHHIZLET.

$ NODE=o0se-app-node0@l.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE
VERSION

ose-app-node@1.example.com Ready, SchedulingDisabled 20m
v1l.6.1+5115d708d7

$ oc adm drain ${NODE} --ignore-daemonsets

node "ose-app-node0l.example.com" already cordoned
pod "perl-1-build" evicted

pod "perl-1-31lnsh" evicted

pod "perl-1-9jzd8" evicted

node "ose-app-node@l.example.com" drained

SN

1E&C

A T =BT LAa0n0—HILARY 2 —LEKIZETENTUWBES. LT
v FAZETLE9. oc adm drain ${NODE} --ignore-daemonsets
--delete-local-data.

2. /= FEDPod 5#—HFRRL. ¥NHHHBFREINTWBZ e aERL 7.
$ oc adm manage-node ${NODE} --list-pods
Listing matched pods on node: ose-app-node@l.example.com

NAME READY STATUS RESTARTS AGE

Pod $7/z(3/ — FORBE/z(3 FL 1 > (KD IZOWTOsFMIE. "/ — FORT) #8RL T 2&
Ly,

71.2. 2 b L —2DikER
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Docker Z b L—(F, FHT A R &R) YU TBH. F1-13BRET 1 27 &Ik T HHD 2 DDA
TR TE 7.

FRT 1 Z2712& DR PL—2 IR
AR

FIa

100

o FMlT 127, BMOR ML—CHRBEE T BHBENA A Z 2 A THATEE TR TNIEY

) FHA. LFTOFNETIL. /etc/sysconfig/docker-storage-setup 7 7 { JLIZTRENTWL S
2. TTDOT 1R 72 /dev/xvdb ¥ L\ SULAMSF (TN, FRT X 27121%
/dev/xvdd ¥ L\ T RILAMFIT LN TWLWET,

# vi /etc/sysconfig/docker-storage-setup
DEVS="/dev/xvdb /dev/xvdd"

SN

EsD

7’0+t R ($E1% ¢ 71 B OpenShift Container Platform 1 > 75 X f 5o F v+ —(Z
SHOTELNET,

1. docker § L 1r atomic-openshift-nodet—tE X A& £,

I # systemctl stop docker atomic-openshift-node

2. docker-storage-setup IV > NAEfTLCaTF—R pL—2(ZBHEM T SR

Ja—LIN—T7ELUMRER) 1 —L&IRLET. |

# docker-storage-setup
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume
group docker_vol
INFO: Device node /dev/xvddl exists.

Physical volume "/dev/xvddl" successfully created.

Volume group "docker_vol" successfully extended

3. Docker —EX & #ENL £ 7.,

# systemctl start docker

# Vvgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.99g <55.009g

4, iR 2 —LZ I —T%4ER L T docker-storage-setup #BEITT 5158 & ELE L 1-

TFTARIDEBMDA) Y LT, YATLTHERAINTUW A X—SHFRA ML —C DB
MELENF FHEHETDHEW)RADH) 7.

# docker images

REPOSITORY TAG
IMAGE ID CREATED SIZE
docker-registry.default.svc:5000/tet/perl latest
8b0b0106Tb5e 13 minutes ago 627.4 MB
registry.access.redhat.com/rhscl/perl-524-rhel7 <none>
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912b01ac7570 6 days ago 559.5 MB
registry.access.redhat.com/openshift3/ose-deployer

v3.6.173.0.21 89fd398a337d 5 weeks ago 970.2
MB

registry.access.redhat.com/openshift3/ose-sti-builder
v3.6.173.0.21 99ab8895d88a 5 weeks ago 970.2
MB

registry.access.redhat.com/openshift3/ose-pod

v3.6.173.0.21 63accd48a0d7 5 weeks ago 208.6
MB

5. 2 hL—2REAISRUIDREET, FIOEE Pod 22 (T AN L HIZ/ —FERY
P a—)LAlBEIKREIZ L 9.
JZRAR—EHEY LT, YAR—A L RARZ AL UTEETLET.

$ oc adm manage-node ${NODE} --schedulable=true

ose-master@1.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master02.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master03.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7

ose-infra-nodeO@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node02.example.com Ready 24m
v1.6.1+5115d708d7

ose-infra-node03.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@2.example.com Ready 24m

v1.6.1+5115d708d7

FBRTARIIZE DR FL—2DilGR
1. BERIOFIEZME-T, /—FAREL Y.
2. docker 5 L ) atomic-openshift-node H—E X A{=1E 9.

I # systemctl stop docker atomic-openshift-node

3. MBFET ARV AMEIZIGCTHAREELFY . ZHEIRRISISCTRALY £7,
e LVM (Logical Volume Manager) #{§fH L TUL\ %1548

o iIHERY) 12— LD

I # lvremove /dev/docker_vg/docker/1lv

o Docker R!) 2 —LAZIL—T DY

I # vgremove docker_vg
o WRER) 1 —LDFI%:
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/lv#LV_remove
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/vg_admin#VG_remove
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/logical_volume_manager_administration/physvol_admin#PV_remove
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I # pvremove /dev/<my_previous_disk_device>

o VIV RTANAR—%FERALTWRILEIE. TARIDEN) ATEREL. T1RI%
BERLTHODHRDL ) KRERT AR HERL. ZNEAPRRRITENNHTRHIE
NTEET.

o U7 NPADIBRIRDIGE., TARIBELUVT7 7ML AT LOYA X(IEET DN
T 9., A OVLTE. UMTV ) a—> 3> a8BLTLEE,

o https://access.redhat.com/solutions/199573

. TINA RE . HA X1 A RERL T /ete/sysconfig/container-storage-setup 7 7 - JLAYHT IR

FAZZIC L THENICREINTWDZ AR L 7.

. docker-storage-setup #EfTL THHET 1 A7 5 BREL 7.

# docker-storage-setup
INFO: Volume group backing root filesystem could not be determined
INFO: Device /dev/xvdb is already partitioned and is part of volume
group docker_vol
INFO: Device node /dev/xvddl exists.

Physical volume "/dev/xvddl" successfully created.

Volume group "docker_vol" successfully extended

6. Docker —E X & #ENL £ 7.

# systemctl start docker

# Vvgs
VG #PV #LV #SN Attr VSize VFree
docker_vol 2 1 0 wz--n- 64.999 <55.009g

7. atomic-openshift-node H—E" 2 A #CEIL 9.

I # systemctl start atomic-openshift-node

T13. 2L =Ny o T FOEE

P—ERBLVT7 7ML AT LOMBEILRIZIS U T, FHBEEAFERTE L) ICR ML —D/Ny D
I FOEEHADEIZKDIGELDHY) . LNTFOFIETIZ. T/INA R y/X—D/N\y T K&
overlay2 X fL—2 /Ny 2 T2 RIZEET B2 DULT/RL TULVE 9. overlay2 (Z1ERDT /N1
2Ty N=ZH L TEVWARE—F e BEARMHELET.

71.3.1. /—FDiB#E

102

L YRR—AVRRADGH, F1230 7R X—EHEHEZE LT, /— FHh 50 Pod MIRE A FF

AL, ¥/ — KT Pod DR <a—1) L IABHHIZLET.

$ NODE=ose-app-node0l.example.com

$ oc adm manage-node ${NODE} --schedulable=false

NAME STATUS AGE
VERSION

ose-app-node@l1.example.com Ready, SchedulingDisabled 20m
v1l.6.1+5115d708d7


https://access.redhat.com/solutions/199573

%75 DOCKER X X &

$ oc adm drain ${NODE} --ignore-daemonsets

node "ose-app-node0l.example.com" already cordoned
pod "perl-1-build" evicted

pod "perl-1-31lnsh" evicted

pod "perl-1-9jzd8" evicted

node "ose-app-node@l.example.com" drained

SN

EqD

A TFFH—HRBATLAWAO—HILARY) 2 —LEHIZEITEINTWSIGE.

P EN%)

av> NAETL F9. oc adm drain ${NODE} --ignore-daemonsets

--delete-local-data

2. /= FEDPod 5#—HFRRL. ¥NHHHFREINTWDZ e aERL .
$ oc adm manage-node ${NODE} --list-pods
Listing matched pods on node: ose-app-node@l.example.com

NAME READY STATUS RESTARTS AGE

Pod ¥7-(3/ — FOREEZ f=($ FL 1> (R (COWTORMIE. T/ — FORT) #8HRL

TLIZa 0,

3. AT FH—HHBRTA AR R ETEITEINTUWRULKEET, docker § & 1) atomic-

openshift-node servicet/—t'x &=L £
I # systemctl stop docker atomic-openshift-node
4. R 2a—LT7I—T DR WEIIV—T8, LUYIER) 2 —L25HRLET.
# Vvgs

VG #PV #LV #SN Attr VSize VFree
docker_vol 1 1 0 wz--n- <25.00g 15.00g

# lvs

LV VG Attr LSize Pool Origin Data% Meta%
Move Log Cpy%Sync Convert

dockerlv docker_vol -wi-ao---- <10.00g

# lvremove /dev/docker_vol/docker-pool -y

# vgremove docker_vol -y

# pVvs
PV VG Fmt Attr PSize PFree
/dev/xvdb1l docker_vol 1lvm2 a-- <25.00g 15.00g

F+

pvremove /dev/xvdbl -y
rm -Rf /var/lib/docker/*
rm -f /etc/sysconfig/docker-storage

H H*

5. docker-storage-setup 7 7 JL.% STORAGE_DRIVER 4154 5L HIZEEL $7.
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)2 =W

< 25 /nH' Red Hat Enterprise Linux /N\—2 3> 730\ 74 (27 7oL —FK
4 B2, docker H—tE R (% /var % extfs 7) STORAGE_DRIVER & t(Z{&FH
L& LFd. 7z77L. extfs 2 STORAGE_DRIVER ¥ L TfFAT 5 T7—
HRRELET. ZOIF7—I2OWTOFMILZ. KT &SR T Za,

e BugzillaID: 1490910

DEVS=/dev/xvdb

VG=docker_vol

DATA_SIZE=95%VG

STORAGE_DRIVER=o0verlay?2
CONTAINER_ROOT_LV_NAME=dockerlv
CONTAINER_ROOT_LV_MOUNT_PATH=/var/lib/docker
CONTAINER_ROOT_LV_SIZE=100%FREE

6. AL —HEY N TYTLET.
I # docker-storage-setup

7. docker £ L) atomic-openshift-node tt—E 2 5 REIL £ 9.

I # systemctl start docker atomic-openshift-node

8. A hL—UHloverlay2 A{FFHTE D L) IZEEINIZRFET, FFNDELE Pod 52T A5
NBEHIZ/—FERTCa—)LAJEEIZL 7.
VAR—=A AR ANS, $HF7 7R X—EREL L TUATFAETLET.

$ oc adm manage-node ${NODE} --schedulable=true

ose-master@l.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master02.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7
ose-master03.example.com Ready, SchedulingDisabled 24m
v1l.6.1+5115d708d7

ose-infra-node0@l1.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node02.example.com Ready 24m
v1l.6.1+5115d708d7

ose-infra-node03.example.com Ready 24m
v1l.6.1+5115d708d7

ose-app-node@1.example.com Ready 24m
v1.6.1+5115d708d7

ose-app-node@2.example.com Ready 24m

v1.6.1+5115d708d7

7.2. DOCKER iFBHZ 7 EIH
OpenShift Container Platform REL- L X 1) —(F Pod & L TERE N E 9. =1L, D> FFH—(3d

BERGEIFINEL A M) = TILENET., T7A4ITIE. LA M) —(L TCPR— | 5000
TR LET. LCRM)—(ZTLSEHTI IV RAR—bPEINIAA—2DEF 1) T4 —51{R:E
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%75 DOCKER X X &

THh. FHE NI 7V ERSUEBTICLCRA M) —2FT9 B4 7> a a2 RHMLET.

T

H
[=]

Docker (% .crt 7 71 JLA CAZIBREY L T. .cert 7 7 ILAH T4 T hiE

BHE L L THIRL £9. CAILRIE .crt THHIRELHY 7.

T214M8L 2 X ) —ADRAERREAEZE DA > X b —IL
OpensShift Container Platform A 4MNEL X | ) —TERT 572012, L 2R 1) —DaRaEF (CA) GIEEA

BN LR M) =D oA A=DETIVTEDZTNTD/ — FIZOVWTEHENTWRRBELH ) &
EE

JEaC
Docker d/N\— 3 (24 -5 ClE. Docker LR M) —A{E§Ed 570X (FEL ) £
9. wmP/N—2 3> Docker DIL— PRAERBIES AT LDT 7 A#IL M Zw—22NT

WF9 . docker N\—2 3113 L 1) HREIOD/N—2 3> TlE, S RTLDT 7 4L M
BAEIED DI R Z LIL— FEABAFEEL L WGEICOAMMERAEINE T .

FE

1. CA:[BAZ % /etc/pki/ca-trust/source/anchors/ (ZJE—L 9.

$ sudo cp myregistry.example.com.crt /etc/pki/ca-
trust/source/anchors/

2. CAGHAEA RAL . EHEINZRERO—EIZIEML 9.
I $ sudo update-ca-trust extract
3. openssl OV FAERAL T SSLAAAEAMRL £9°.

$ openssl verify myregistry.example.com.crt
myregistry.example.com.crt: OK

4. GEEAENELE I . ERENER SNtz 5. docker —E R A BEE) L THIHRAFEAEHEYIC
MEINTWBZ L AHRL T

I $ sudo systemctl restart docker.service

Docker /N\—2 3> D 113 & 1) HEID/N—2 3> DIGFEIT. BalRAERET 2O TOEMDFIE
AEITLET.

L $RTHD/—RT. TAL 2 ) —D&BiH Docker LS 1) —DiRZ & &1 >TUWBH
{712 M)—% /etc/docker/certs.d (ZfERNL 9.

I $ sudo mkdir -p /etc/docker/certs.d/myregistry.example.com
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HERD

AR— FES(E. Docker LR M) —=HYR— M ESHLIZT 7 ZRTERLDT
HWRY) RETY, B— AT Docker LR M) —(ZRA > M BIZ(F. B
TAa{FEAL 9. myregistry.example.com:port

2. Docker LA M) —(ZIPT7 FLREBATT 2 AT BIZIE. T14L 7 b)) —D4&FIH Docker
LR M) —DIPTHZIFMT AL M) —%, §XTH/— P /etc/docker/certs.d
RNIZIERT D2 ELAH ) £7.

I $ sudo mkdir -p /etc/docker/certs.d/10.10.10.10

3. CAILFAEZE A HAIOFINETH /- IZERE uf- Docker Lo 1) —(ZaE—L 9.

$ sudo cp myregistry.example.com.crt \
/etc/docker/certs.d/myregistry.example.com/ca.crt

$ sudo cp myregistry.example.com.crt
/etc/docker/certs.d/10.10.10.10/ca.crt

4. SFEREA O E— &M 7z18IZ. docker H—E R ABEB L THFIABAMERINTLSZ &
HHERL £7.

I $ sudo systemctl restart docker.service

7.2.2. Docker:FFRZ /Ny 2 7 v T
J—RRR NNy O Ty TOERITHFZ, ML SR M) —DalBAE A 4RARAA £ T,
Fha

1. /etc/docker/certs.d 5B L TWAIHES. TAL 2 M) —IZ&FND TN THIAES
JE—L. 77015 RELET.

$ sudo tar -czvf docker-registry-certs-$(hostname)-$(date
+%Y%m%d) .tar.gz /etc/docker/certs.d/

2. SRTLDEEAFERT I5E. ifREA S R T LDEERNIZEMNT 281ZEEFEL $9. &7
AT L5, trust Iv 2 FAFERAL TETT 2-OICEAEAREAL £9. AT LG
DCABYFEL. pkes11ID AEXBHTHEZ 7.

$ trust list
...[OUTPUT OMMITED]...
pkcsll:id=%a5%b3%e1%2b%2b%49%b6%d7%73%al%aa%94%f5%01%e7%73%65%4c%ac%
50; type=cert

type: certificate

label: MyCA

trust: anchor

category: authority
...[OUTPUT OMMITED]...

3. pem ERDAAEA BRIL . ZNIZLZRTATEEL £ 9 (Bl:myca.crt),
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$ trust extract --format=pem-bundle \

filter="%a5%b3%e1%2b%2b%49%b6%d7%73%al%aa%94%f5%01%e7%73%65%4C%ac%50
;type=cert" myca.crt

4. FJEEAZE A openss]l THEYNICRASIN TWSZ e #HEL 7.

I $ openssl verify myca.crt

5 BB NTOMABIZOVWTZOFIEALRYBRL., 774 % ) E— POIBAICRFL £
ER

7.2.3. Docker :FBAZNETT

INERL 2 2 b 1) —F Docker sEFAEAEIR I N DA, F1-(IHIEL TWBIHE. BETA HZXLTlE
HIZEITEININNY o Ty TD7 71 ILEFERL T, 4/zh—wﬁ£tﬂb$ﬁ%ﬁ%bi¢

7.3.DOCKER L X p 1) —nEIHE

OpenShift Container Platform %, 4Mif docker L X p 1) — AL TA X—CAHTILTED L HIC
METE&ET. 12150 RE7 7AW AEFERL TUFEDA A= F LR M — &5 L1z . 1B
BLIZNTBHZEHTEET.

SNERL A M) =Ry VD=0 b T2 7 14y 7 DaFFREAFERL TABEINDIGES. ZhiZigtex+a7T
LA M) = LTOBBIEMITHIEATEET., ) LAEWGEICE. LA N —EHRR MNH
DEZ2 714237 —2RTFFRNTIThh, BEShanisuwizod, ZhpryEeF a7 2R b
) —(270) £9,

7.3.1. Docker search MAMNIFL- R b 1) —

F7 4L b T, docker F—ELZ(FA A —CHEBDL DR P =L TLTE DMEENH ) £
H. HZFIR1E(L docker.io/ 5 L1 registry.access.redhat.com(ZXf L CETanFzd. ¥—
E(F. --add-registry 7S 3% docker F—E(ZHEEL TA X —SAHMOL SR MY —H
LR TEZDL ) ICRETE T,

iEaL

Red Hat Registry registry.access.redhat.comh i 1 X — AR BHBETT
7 # )L | T Red Hat Enterprise Linux docker /X /r— (28 ) £ 97,

[N

FIa

1. 21—t —Hidocker search (DL P M) —AFEEL TA A —CHBRRTEDLHIZTS
IZIE. tNHDL PR M) —% registries /X5 X—R—DTD
/etc/containers/registries.conf 7 7 JLIZIEML £ 7.

registries:

- registry.access.redhat.com
- my.registry.example.com

OpenShift Container Platform /x—< 52 3.6 & V) B'FTITU)/ \—2 3 TlE. Zhid
/etc/sysconfig/docker (CA T4 7L 3 &6 L CEITENF L1,
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ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com"

RYZEMEINBL A M) —HABRANKBERINDL R M —I2h0) £7,
2. docker F—E A BiLEIL . my.registry.example.com DFERAAZFTL 9.

I $ sudo systemctl restart docker.service

docker F—E>NDERENZL V). docker O FTF—HBEEEIL £9.

3. Ansible f > & b =5 —AFAT 3I5E. Zhid Ansible R N 7 741 )LD
openshift_docker_additional registries Z¥Aa(FH L (HRETEFT.

I openshift_docker_additional_registries=registry.access.redhat.com,my

.registry.example.com

7.3.2.Docker SN L P2 ) —DRTA M) R MBLUT T v o)X b

Docker (. registries £ X () block_registries 75 '% docker ¥—E (ZFREL T. ML
CRAM)=HLDBREETOY T HLICHRETEET.

FIa

1L FAJENBL PR M) —% registries 75 7D
f-/etc/containers/registries.conf 7 71 JLIZEBML ¥ 9.

registries:

- registry.access.redhat.com
- my.registry.example.com

3.6 L V) HBID/N—2 3T, /etc/sysconfig/docker 7 7 A ILH\RH ) IZEEI N F
Ee

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com"

JEaC
docker.ioL X ) —(ZR U AETEMTE £7.

2. %YL eR M) =570y LT,

block_registries:
- all

3. L= 3 R DLS R M) =570y o LT,

I BLOCK_REGISTRY='--block-registry=all'

4. docker ¥—E > B 9.
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I $ sudo systemctl restart docker.service

docker F—E>OBRENC-L V). docker O FF—HBHiLqIL 9.

5. ZOHITiE. docker.ioL A M= T Z v ) XA M ANLNTWDID., FDL TR
M —ZRET BT NTOREN KL £9°.

$ sudo docker pull hello-world

Using default tag: latest
Trying to pull repository
Trying to pull repository
Trying to pull repository
unknown: Not Found

$ sudo docker pull docker.

Using default tag: latest
Trying to pull repository
All endpoints blocked.

registry.access.redhat.com/hello-world ...
my.registry.example.com/hello-world ...
registry.access.redhat.com/hello-world ...
io/hello-world

docker.io/library/hello-world ...

T77ANVEBUREL., Y—EX&BEBL T docker.io % registries RIUZIEML *

7.

registries:

- registry.access.redhat.com
- my.registry.example.com

- docker.io
block_registries:
- all

123 LT HicL 9.

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-
registry=my.registry.example.com --add-registry=docker.io"
BLOCK_REGISTRY='--block-registry=all'

6. Docker —E X 5 HiEENL £ 7.

I $ sudo systemctl restart docker

7. A A=A TIVTEDRETHDZZ & #ERT D121, MTFAEEITLET.

$ sudo docker pull docker.

Using default tag: latest
Trying to pull repository

io/hello-world

docker.io/library/hello-world ...

latest: Pulling from docker.io/library/hello-world

9a0669468bf7: Pull complete

Digest:

sha256:0e06ef5e1945a718b02a8c319e15bae44f47039005530bc617a5d071190ed

3fc

8. SMNBL R M) =% EAT BBENDH2HE (LR M) —5ERATIVEDH DT NTD/ —
FARZ b o> docker T—ELSET 7 A IV EREY DIMELE). ZhoD/—FTTZv0
VR FEERL. BEHD AL TFT—HRTINDIDOEHCZENTEET.
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Ansible 1 > X =5 —AF AT BI5E. ZHlT. Ansible KX N7 71 ILD
openshift_docker_additional registries 5 LU

openshift_docker_blocked_registries Z¥ A EHA L (HRETX 7.

openshift_docker_additional_registries=registry.access.redhat.com,my
.registry.example.com
openshift_docker_blocked_registries=all

133. X217 L R M) —

AX=HEINBL AN =S TILTEDLHIZTHICE. LR M) —iBAEASIETE 20EN
HW)ET. ) THRWHEIZIE. 1 X—SOTIVEREIZERBL $7.

NEFETTZHE. INIL SR N —DBAEREEHED A VR F =k DI a v ESIRLTK
7230y,

K74 )R NAFERT G, ML SR M) —(ZERED & 9 (Cregistries BEICIEMaA NS (LT
T9.

734.3 X1 T7HL R M) —

ERESNTUWRUVERAE A AT 25N DX b —. £12(FREAEN F S - K ERE N WSNETL &
A M) —@FEALGVWT &L,

=120, FEeFaTHRL R MY —(F. docker F—EHAYRIS M) =B A A—CETIVTED L
912 --insecure-registry A 7> a > &AL TEMT 2HEHLH ) £9. Zi(L--add-
registry + 7> 3> ¢ [E LTI A docker BIEIZOWT(IKEIS N TWEBA.

LR M) —EZNSOBEADA T a4 ERLTEMEINDZRELAHY) FT. ZhiZLl). BEREHA
AJEEIZINY) . TV I YR MABHDIGEIZA A =D T IV EDMMDREAEITT A A TEET,

TR P& LT, BUFiZlocalhost A+ 2 74 L X M) —HBMNMTHAEIZOWTOAHAIAERL F
9.

FIa

1. /etc/containers/registries.conf {7 71 /L% localhost DIFF 2 774 L X b
)—%EBMT2LHICEELET.

registries:

- registry.access.redhat.com

- my.registry.example.com

- docker.io
insecure_registries:

- localhost:5000
block_registries:

- all

3.6 & V) HHID/N— 3 > DA, /etc/sysconfig/docker :8ET 7 A L AEEL T
localhost #IBIL £ 7.

ADD_REGISTRY="--add-registry=registry.access.redhat.com --add-

registry=my.registry.example.com --add-registry=docker.io --add-
registry=localhost:5000"
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INSECURE_REGISTRY="--insecure-registry=localhost:5000"
BLOCK_REGISTRY='--block-registry=all'

2. docker F—EABREREIL LR M) —AFRLET.

I $ sudo systemctl restart docker.service

docker F—EA#BRET B L2411 . docker O FFH—HBiLEIZNF T,

3. Docker L X | 1) — Pod % localhost THE{TL £9.

I $ sudo docker run -p 5000:5000 registry:2

4. 1 A=HTILLET,

I $ sudo docker pull openshift/hello-openshift

5. A A=2IZRTHMNTET .

$ sudo docker tag docker.io/openshift/hello-openshift:latest
localhost:5000/hello-openshift-local:latest

6. { A—HO—HIL SR =27 v alLET.

I $ sudo docker push localhost:5000/hello-openshift-local:latest

7. Ansible f > X =5 —5{FEHAT 555, ZNiL. Ansible KX N 7 71 ILD
openshift_docker_additional registries, openshift_docker_blocked_regist
ries, H L ropenshift_docker_insecure_registries ¥ A FHL (RETXx £7.

openshift_docker_additional_registries=registry.access.redhat.com,my
.registry.example.com, localhost:5000
openshift_docker_insecure_registries=1localhost:5000
openshift_docker_blocked_registries=all

7.3.5. RGHFAL SR M) —

RLIEADL P X b 1) —% docker TFER9 5(C2(F. docker F—EAL PR b —2OJ12T 5
WEAH ) £ 9, OpenShift Container Platform 54, 11—t —(3/KRX b Tdocker login 17>
FAERITTERWD., RL5FELY FFITT2BEND ) F9. ballFADL PR M) —(F1—
Y= TINTEDAA—CRINBL AN —IZT €A TE DA —455RTZ1-DIZFERATE F
EE

4MER docker L P R ) —(ZRRAEARERIGEIZ. LA M) —AERT S0 0 TRk —
gLy FEERLTH S, (D —2 Ly b AaFEAL T docker #E5FETL £7

FIa

1. A—4—hH'docker LR ) —(ZAJA( 2§27 A Y b Tdockercfgi—o Ly &
ERL 9.

$ oc project <my_project>
$ oc create secret docker-registry <my_registry> --docker-server=

m
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<my.registry.example.com> --docker-username=<username> --docker-
password=<my_password> --docker-email=<me@example.com>

2. .dockercfg 7 7 ILAFEHET BG4, oc A7 FaERLT—oLy FAERL 9.

$ oc create secret generic <my_registry> --from-file=.dockercfg=
<path/to/.dockercfg> --type=kubernetes.io/dockercfg

3. $HOME/ .docker/config.json 7 7 (L AREL 9.

$ oc create secret generic <my_registry> --from-
file=.dockerconfigjson=<path/to/.dockercfg> --
type=kubernetes.io/dockerconfigjson

4. dockercfg #{FHL. >—2L v M & T IEBEAEITTDH—EXTHIMZY) oL
T AA—CHBIEEARL AN =S TILLET, A X—2HTIVT D280DTFT 7 4L b
DY—ERTH 2 bDO&FH] L default TT,

I $ oc secrets link default <my_registry> --for=pull

5. S21 AR TA X =57 v 1§ BI54. dockercfgs—2 Ly (F S2IPod (27

T raANBH. ZhEEILR %%??’d‘%ﬂ@@]ﬁﬁ ERT AT M) T BRBENH
\V£9. 4X—y%tth6Lw€ﬁ%éﬂ6777wh®ﬁ EXTHI D&
builder T9 .,

I $ oc secrets link builder <my_registry>

6. buildconfig Tl{f. >—2L v &7 v aF -3 7IVRERICIEET 2BENDHY 7.

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "DockerImage",
"name": "*my.registry.example.com*/myproject/myimage:stable"
Iy
"pullSecret": {
"name": "*mydockerregistry*"
Iy
. [OUTPUT ABBREVIATED]...
"output": {
"to": {
"kind": "DockerImage",
"name": "*my.registry.example.com*/myproject/myimage:latest"
Iy
"pushSecret": {
"name": "*mydockerregistry*"
Iy

. [OUTPUT ABBREVIATED]...

7. SNBL O R M) —HRRRE A AN — E R IZRHET BIHEE. LR M) —URL AT 5L
2 MY—=FHn>—2oL v b&. HBED URL ﬁ'ﬁﬁﬁ?’%ﬁl‘nﬁ@wmﬁ/zTAFH@T@??U)
dockercfg>—2o L v FAERL 9. ZNOSEANDS—2I LY FEaH—ERTHDT 2 MC
EMYT 2BEHDHY) 9.
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$ oc project <my_project>

$ oc create secret docker-registry <my_registry> --docker-server=*
<my_registry_example.com> --docker-username=<username> --docker-
password=<my_password> --docker-email=<me@example.com>

$ oc create secret docker-registry <my_docker_registry_ext_auth> --
docker-server=<my.authsystem.example.com> --docker-username=
<username> --docker-password=<my_password> --docker-email=
<me@example.com>

oc secrets link default <my_registry> --for=pull

oc secrets link default <my_docker_registry_ext_auth> --for=pull
oc secrets link builder <my_registry>

oc secrets link builder <my_docker_registry_ext_auth>

B BH BB

7.3.6. ImagePolicy 275 o1 >

ZAFHEN T Z 71 NG APIANDEKR A X—t 7 b L. SESINTVWBIIL—ILIZIHLTF v I aE
TL. NSDIL—ILIZEDODWTHEHENDT 7> a & L1zt . R LI-Y) L £9 . OpenShift
Container Platform (3. . ImagePolicy {75 71 > &AL TURIBRTEITSI N TWBHFI &tz
A A—CHERTEEY. UATAHIBTEET.

AX=2DY =R A A=SDTIVIZERTEBL SR M) —

AA=—SDfFFR: A A—CHBRIFFICE>TEEEINGTWL ). 13 2—RTILEKRA
TR ML B Pod DEITEIEEIT S,

AL TF—A X = TRILDOFIR: 4 A =D ITHEED T NILEFF - 5H . -3 -8h0nd
S RHT 5.

AAX=DT /7= a OfRBEEILTHF—L IR M) —DA A—JITHENT / T— 3
CEFEEDh. FEFER VL ) BT D,

T

H
[=]

IRRF R C. ImagePolicy 277 74 L (IR—KBREALINTWET,

Fa

1.

ImagePolicy 7’2 74 UABMIINTWBIGE., ZhE. TRTHDVYREX—/—KT
/etc/origin/master/master-config.yaml 7 7 { JLAZE L THERAIN DL SR b
=59 5L ) ICEETHIRELHY £T.

admissionConfig:
pluginConfig:
openshift.io/ImagePolicy:
configuration:

kind: ImagePolicyConfig

apiVersion: vi

executionRules:

- name: allow-images-from-other-registries

onResources:

113


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.9/html-single/cluster_administration/#admin-guide-image-policy

OpenShift Container Platform 3.9 Day 2 #:ff 51 F

- resource: pods

- resource: builds
matchRegistries:

- docker.io

- <my.registry.example.com>
- registry.access.redhat.com

&S

ImagePolicy #BMIZT D &IV, A—H— (377 )4y —2 a3 aERT
BZBIZLCR M) —BTEET DBENDH Y £ (oc new-app
kubernetes/guestbhook T(f7r { oc new-app
docker.io/kubernetes/guestbook ¥ 937 ¥). ¥ LAWLE . KA E
Cxd.

2. 1R M—IRZRG T Z 71 o 5BMZT B(C
(3. openshift_master_admission_plugin_config Z#{% . 3 ~7To pluginConfig
WEABL jsonT7+—7 vy bEhf=FINe HIFERTE 7.

openshift_master_admission_plugin_config=
{"openshift.io/ImagePolicy":{"configuration":
{"kind":"ImagePolicyConfig", "apiVersion":"v1l",6 "executionRules":
[{"name":"allow-images-from-other-registries", "onResources":
[{"resource":"pods"}, {"resource":"builds"}], "matchRegistries":
["docker.io","*my.registry.example.com*", "registry.access.redhat.com

"13133}

T

H
[=]

IRBF S ¢, OpenShift Container Platform 3.6.1 TEIEXNZNENH S 1
DORENG Y £9. Zhid. ImagePolicy Pod (377 # I hT T
L—r&FERLTT704TET. KTOITT—XvE—CAHTRET
9, Failed create | Error creating: Pod "" is invalid:
spec.containers[0].\image: Forbidden: this image is
prohibited by policy

ZOEEFRIZOWLWT(E. "Ilmage Policy is not working as expected | & L\
9 RedHat L v oR—ZAF7—F 1 7)LESRL T X0,

737. 4 XA —=SDINEEL SR M) = DA ABR— b

T77) = 3 BR%#E(L oc import-image IV K TA X— A A > R— b L CTimagestreams
A 1YERT& . OpenShift Container Platform (FANIL SR M) —H S DA X —2A R— &3] £ 1=
(3IHERT DL ) ICERETE X7,

FiE
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imagePolicyConfig:
allowedRegistriesForImport:
- domainName: docker.io
- domainName: '\*.docker.io'
- domainName: '*.redhat.com'
- domainName: 'my.registry.example.com'

2. A A= HANBRALL SR M) = oA R— M BICIE, BERTOC Y PRIZS—S
Ly b afERL £7.

3. HEREINTUAWEETEH ., INBOZEDEAL S M) =k F 27 TH DA, F1-(3EFHA
ENERETE R UWSEE(Z(E. oc import-image 17> R % --insecure=true 7/ 3>
AHEEL THERTEET.

SNEBDEREER AL A M) —A X 1 T7HIES. LU MY —EAZF. MToLHiIZL o
P=DA2R—= P PO—=F—=5FTTIHRICVRR =KX P TEHEINZDELD ) £
EE

/etc/pki/ca-trust/source/anchors/ MiffEA I—L 9.

$ sudo cp <my.registry.example.com.crt> /etc/pki/ca-
trust/source/anchors/<my.registry.example.com.crt>

4. update-ca-trust A7 FAFETL Y.

I $ sudo update-ca-trust

5. T RTDVRAL—KRA N TYRE—H—EX5BRIML 7.

$ sudo systemctl restart atomic-openshift-master-api
$ sudo systemctl restart atomic-openshift-master-controllers

6. SMNIRL X b 1) —DiIAAE (L OpenShift Container Platform L 2 b 1) —C{EREE N £ T

$ for i in pem openssl java; do

oc create configmap ca-trust-extracted-${i} --from-file
/etc/pki/ca-trust/extracted/${i}

oc set volume dc/docker-registry --add -m /etc/pki/ca-
trust/extracted/${i} --configmap-name=ca-trust-extracted-${i} --name
ca-trust-extracted-${i}
done

aH-
= A
AA IS T, SFAAEAL R M) — Pod (ZIBINT B 1-ODIERXAFIEILH 1)

FHAH. ELOEEEKRAFERTE £7 .

ZOEEERTIE. 5NV FERITT DL RATLATTNTDERES
N5:EAE A 1§ > T configmaps 4 Emd 571, DELIBBEDH NS
FEESND )= S AT LS INERITTHI AR ET.
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7. £1-13. PUF & 9 (2 Dockerfile AL T, 41 X—CA#BEIL NT 5= CEY/LAAE
HEFTEDL LSRN A X—CAEELET.

FROM registry.access.redhat.com/openshift3/ose-docker-registry:v3.6
ADD <my.registry.example.com.crt> /etc/pki/ca-trust/source/anchors/
USER ©

RUN update-ca-trust extract

USER 1001

8. 1 A—CHBEIRL., Zhiadocker LR M) —(ZTvial, ¥ A—CHL SR B
1) — deploymentconfig )
spec.template.spec.containers["name":"registry"].image * L CFEHAL 9.

$ oc patch dc docker-registry -p '{"spec":{"template":{"spec":
{"containers":

[{"name":"registry", "image":"*myregistry.example.com/openshift3/ose-
docker-registry:latest*"}]}}3}}!'

iEaL

imagePolicyConfig %€ %A 1 > X b —JLIZIBNT 5 (2
(3. openshift_master_image_policy_configZ# % . ATDOLHIZT~NTDH
imagePolicyConfigi{E A &L json TT7 +—< v F EN/-XFINTHERATE 7.

openshift_master_image_policy_config={"imagePolicyConfig":
{"allowedRegistriesForImport":[{"domainName":"docker.io"},
{"domainName":"\*.docker.io"}, {"domainName":"*.redhat.com"},
{"domainName":"*my.registry.example.com*"}]}}

ImagePolicy (ZDUWWTOFME. "ImagePolicy {47201, I araSRL T
L,

7.3.8. OpenShift Container Platform L~ X | |) —D#4S

OpenShift Container Platform 22 &> F o> a7 F—L X )= L TA R b—ILL. b
PR M) —HEENA AR TE DL HICTDHIEATEET. ZHIZ(E. OpenShift Container
Platform 7’5 F 7 — LA RTTALHIZZDL X M) —4aFRHTX5HMEHLAH Y £,

OpenShift Container Platform L > X b 1) —(2DWWTDaF4MA(E. " OpenShift Container L2 p 1) —
2R RTOCTFTOAA L MDA R =)L) BSRLTIEEWL,

OpenShift Container Platform L 2 2 p 1) =& FBZT 2 (2(E. BRIDTRTHOEIZ > arHERHEh
% 9. OpenShift Container Platform ME R Tld. ZMDR X > K 7707 OpenShift Container L~ 2
P—(FSMBL R M) = LTRBREINETH. ZNEVILFTFHF LR M) —THY) .
OpenShift Container Platform MARETILAMER I NS/, W DOHDEMR R IHWMEIT) *
T, ZOLPRMN)—FFR7O0C 0 F A REORBIZERT 2D TIE R, ZhHRETDIL IR
X & 111= Openshift Container Platform NIZ{ER T 576, fEEN 2T ~NTHT O oo MIHES
5x2%7.

7381 LA MY)—T7OS T PDHY T AR —~DEs:

LR MY —[ZL TR M) —Pod & Web 1 >4 —7 T —R A& &% 7247 OpenShift Container
Platform BRI Th B7-sh. L M) —IZHRT 02 27 &ERY 270 2($. oc new-
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%75 DOCKER X X &

project ¥7-(3oc create AV NS 1 U AFERAL TETaNDH. F1z(IWeb M X—T7x—2R
HEOTEITENET.

O zo bHMEREND e, BEOY—E R T H U b (builder, default, }5 k1) deployer)
HEEMNICERa N, 70 o VEEZEI—Y—(C(3/NX— v arpftEEhiEy. Bs 21—
Y—5aBORNDZI—Y—IZFA X =25 Ty a/TILT HHERIMTEEINET.

TRTCOA—Y—HRL R M) —RAOFR 7O I bH A A—CETILTEDLHIZTBHEEDN
{DHDIA—RT—ZHH 1) £3H. OpenShift Container Platform ¥ L X b 1) —[E(Z 111 DR R AT
B3 AHFEBLTWBIGE T, A—HY—pWENT O I MO BA A= Ty abLU7IL
AEITTEDLHICTBHEICIE. WO DFIEEFEITT 2HELH ) £7.

T

H
[=]

LZXMN)—Web a2 —)UETIV/ Ty afEizEREND b—2 o 5FRRL

FTH. ZZICRREND b= lFEYyar b= TH D=0, HRYINIC
W) FET., BFEED/N—I vy a EREOY—ERTAYL N EERT B EIZE

), BEE I —ERTHI L bO/IN—32 w2 a am6IRTHZEHATE, ;&R
EAA=DT o a/TICERDZY—ERTHI L M4 ERTES L) ICTE
F9. tDEIIY—ERTHI b =0 DHRTINAEC (D=8, F—
7 DHRYIN. >—2 Ly FDBEBEDMMDZ R I IZDOWTERET DREHY
CIpl) £97.

FIa
LERTO o b EERLET.

I $ oc new-project <my_project>

2. Lz M)=70 o b AERLET.
I $ oc new-project <registry_project>
. H—ERTHV U MEL PR M) =T O o MZERL T

I $ oc create serviceaccount <my_serviceaccount> -n <registry_project>

4, registry-editor O—J)LAFRAL TAX—DT v 2B LU TILD/N—3 v g afts
LEY.

$ oc adm policy add-role-to-user registry-editor -z
<my_serviceaccount> -n <registry_project>

TIIN—=3 s a L DAHNERIZE. registry-viewer O—)LAFERTX 7.
5. y—ExXT7HT M=o EBIBLET.

I $ TOKEN=$(oc sa get-token <my_serviceaccount> -n <registry_project>)
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6. h—2o > H/NZAJ)—RK L TEAL. dockercfgs—2o L F&ERBL $£7°.

$ oc create secret docker-registry <my_registry> \
--docker-server=<myregistry.example.com> --docker-username=
<notused> --docker-password=${TOKEN} --docker-email=<me@example.com>

7. dockercfgs—2o Ly b AERAL. =L v a7 IVREERITT Z Y —ERT AV b
SO LT AA=DHLER M) =B TIVLES . A X—2% TV B1DT 7+
DY —ERT AT bDERIS default TY,

I $ oc secrets link default <my_registry> --for=pull

8. S2IHBEAERAL TA X —C A&7 v 2§ %55, dockercfgs —2 L+ i (d S21Pod (Z¥
I hENBED. INEEILREETTHREYRY—ERT AT MIY 0T BBELD
FET. A X—HEINTBEODICEREINDT 74 MDY —ERTHD > bDOE&FHIZ
builder T9,

I $ oc secrets link builder <my_registry>

9. buildconfig T, >—2L v &7 v 137 IVRERICIEET 2B ENDHY 7.

"type": "Source",
"sourceStrategy": {
"from": {
"kind": "DockerImage",
"name": "
<myregistry.example.com/registry_project/my_image:stable>"
i
"pullSecret": {
"name": "<my_registry>"
i
...[OUTPUT ABBREVIATED]...
"output": {
"to": {
"kind": "DockerImage",
"name": "
<myregistry.example.com/registry_project/my_image:latest>"
i
"pushSecret": {
"name": "<my_registry>"
+

...[OUTPUT ABBREVIATED]...
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%85 nJ—.EHﬂi@ =gl

OpensShift Container Platform 7 5 X & —EMEIEF . AERE(LZ 1 71 7 ILDEFEND 7 = —X|(C
BITLET. KTOFIETIE. 24791 7ILDE 7 —X5EHT HAXICOVLWTIHALTWET.

L77N)r—=2 3 0B BAIGAHED CA TERAINDEHAE~ANDY)
WEZ
—EDTT) =3 T T L—bMNIT T )= arh b o734 T2 MIEFERRSNDIECEL
BINGEAREAERL L £9. 1-& AL, T 7 4J)L I TiL. OpenShift Container Platform Ansible -1 > X
F—Z—DF 704X b 7OCAOD—IRE LT, X M) 2RAF704 vV —HEBCEBLEMFFAE 4 E
ML E9.

InonBCEBLBOAEI 77V —TlREINE LA, ZOREEENT H(2(F. ARICELS
N-AREAERL. ChEBCEBLROMAE TN 771 v 72 BRESHHTE 2 & ’) ICEREL £9.

1. BRFEL—F&BIRL £9.

I $ oc delete route hawkular-metrics -n openshift-infra

— FAHYIRENIREET. H#)L— | Tre-encrypt X f S 57—y H(ZHERAI N AEEAE
T, BREDOTAILEA—FBELUX M) 2 2F7040 VY —TERE N 2B BLBMIRET
T TILENDZDEAD ) £ . NTORREAFARTRE TR ITNIEA Y FBA.

o T KH—F CAIHE
o TALKA—FTFAR—p*F—
o JAILKAH— NilBAE

e Hawkular CA sFARZE

RIFAAZE (X, FHIL—FNRIZT7 7AILSRTLDT 74ILE L THRIBAREETH 2 NEH D
)9,

UTFna~vr FARITL T Hawkular CAZBUE L. a7 7 AILICRETE T,

$ oc get secrets hawkular-metrics-certificate -n openshift-infra
\

-0 jsonpath='{.data.hawkular-metrics-ca\.certificate}' | base64
-d > hawkular-internal-ca.crt

2. 74K A—FDTZ7A4X—rF—, iAE. BLUCAIREARDITET. thetns
wildcard.key. wildcard.crt. # & (rwildcard.cazs EDRI*NDT7 7 ILIZEEBEL £9.

3. #f re-encrypt JL— b HERL £ 9.

$ oc create route reencrypt hawkular-metrics-reencrypt \
-n openshift-infra \
--hostname hawkular-metrics.ocp.example.com \
--key wildcard.key \
--cert wildcard.crt \
--ca-cert wildcard.ca \
--service hawkular-metrics \
--dest-ca-cert hawkular-internal-ca.crt
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