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2.3. APl GZ5E
OpenShift Container Platform API ~NDEXRIZUA T O AETERIEINZE T,
OAuth72I7tA M=o~

® <namespace_route>/oauth/authorize & & U' <namespace_route>/oauth/token T > KR
v N %&{FF L T OpenShift Container Platform OAuth H—/N\—MWS5EEINF T,

e Authorization: Bearer... ~Nv ¥ —& L TEEINE T,

® websocket E3k D base64url.bearer.authorization.k8s.io.<base64url-encoded-tokens %
KD websocket 77O MNANAY S —E LTEEINTT,

X.509 ¥ 54 7 MlAE
o APIH—/N—~DHTTPSEHKEZEKRL XTI,
o FRHINDRIB/NY RILIZHLTAPIY—N—ICL>THRIEINZE T,
o APIH—/N—(FFBAZ AR L. ChEIV bO—5—ICBGALTETNSARIATESLD
IKLET,
BWRT IV EAN—0 VELIFEMNRFAZS TOBEKRIGRIABICEL > TESIN, 401 T5—HHIN
i’a—o
7O R M=V FELIEEIHGENRE I NG WS, FREEIE system: anonymous{}i 11— —5&

U* system:unauthenticated (R18 7/ L — T2 ERICEIY L TE T, ThilLY, RaEREZ1I—H—
NEITTIXDEKR(HDHE)ERETZFT,

2.3.1. OpenShift Container Platform OAuth H#—/\—

OpenShift Container Platform ¥ 24 —Ilid, flAAF N/ OAuth H—N—"EgFhFd, 1—H—I
OAuth 7 7 A M—=0 VZBGL T, APIICH L TEREEL 9,

HLWOAUthD h—U VD EBRIND &, OQAuth Y —N—EBEFADTATVT 4 T4 TANA
F—AFRALTCERLEZA—YY—DT7A4M T VT4 714 —5HBMLET,

RIS, TDTATVTATA—DIy TT21—HF—%HFL, ZO1—HF—DT7IVEAN—=VVEHE
BML. TEOMN =DV EFRATETELDIGRLET,
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2.3.1.1. OAuth b—% Y ER

OAuth h—=2 Y DIRTOEKIFZ, P—IVEZEL. FHETS0AUthI M1 T7 YV N2iBET 2E
Y Ed, LLTFD OAuth 7 54 7 ME. OpenShift Container Platform APl D#2ENEE IC B EIFIC/E
RINET,

OAuth 23547 k %

openshift-browser-client WERAO AV EMEBTES1—H—T1—I v b
T <hamespace_route>/oauth/token/request
Th—ovEERLET, [

openshift-challenging-client WWW-Authenticate ¥ v L V%2 0LEBTEX 31—
YP—I—-JVRTh—OVEBERLZET,

1. <namespace_route> (& namespace DIL— 2SR LET, Ihidk, LTFOITY REZEITL
THRTEET,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

OAuth k—2 VDT RTDEKICIE <namespace_route>/oauth/authorize ~NDERANKEICARY £
T FEAEDRIMAETIE, BIEATOF>—%2ZDIT Y RRA Y NDORIICEET %5, OpenShift
Container Platform %, Y R— N N§ 274 TV T4 T4 —7TONA ¥ —IIF L CRIIBTRARILT 5 &
SICERE L £ ¥, <namespace_routes/oauth/authorize DEX (L, CLIAEDOHFERAT A o R—Y
ERACERQRVWIAI— Y —I—VIV IMDLOELNDIBFEDNHY T, TDEH. OpenShift Container
Platform I&. WEXO T4 >~ 7 O—DIFHNICEH WWW-Authenticate 7+ L >~ P & F B L 72535 %
R—MLET,

FREE 7O % >~ —»h' <namespace_route>/oauth/authorize T RR4M ¥ MDRIICEB I N 255, *5E
ROTA VR=VUBERRLAELZY, WEAQATA 2 70—=ICYSM LI b TERDYIC, BIEINTULA
W, 7S50 -ADI—H—T—Y ¥ bD WWW-Authenticate F+ L VU & ZEEL T,

R

TS50 =047 MIRTZI0AY4 M)V TA N7 4—2 ) — (CSRF) E
HRHIET 278, EARMAEREEF v L > VId X-CSRF-Token Ny ¥ —HEBRICEFEET %
BEICOAEEINE T, EAMN WWW-Authenticate Fv L VU5 Z{ETHIHEN
HBUVZATYMNTIE, TONY YT —AEBTR\MEICRET Z2HENHY T,

SREE 7O F & —H WWW-Authenticate ¥+ L >~ ¥ % HR— k L7RLA, OpenShift
Container Platform #* WWW-Authenticate F ¥ L Y& HR— M LABWT A TV T 4
TA4—TANA S —%EFATZLDICREINTWDIGE, 12— — RT3 —T
<namespace_route>/oauth/token/request 5 h—2 Y ZFETIRE T 2HENHY &
ER

2.3.1.2. APl OHERR{E A

OpenShift Container Platform API ANDEXK %, BDI—HF—HLREINTVEHIDEL D ICRETE
F9, FMIE. Kubernetes K3 2 X >~ M®D Userimpersonation &8 L TL 72X,

2.3.1.3. Prometheus MEREEX FY) U R

1


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

OpenShift Container Platform 4.10 385 & & 'S80
OpenShift Container Platform (EFRFEDFHITHICLAT @ Prometheus Y AFLX M) V2 %&£+ 7
Fry—LET,

e openshift_auth_basic_password_count |£ oc login 2 —#%'—& & L /27— RDEHTEH
ZhOoVHMNLEY,

e openshift_auth_basic_password_count_result [Z. oc login 1 —H#—&ZB LU/ T— KD
AITOE % R (success 7/zld error) BIICHT Y ML ET,

e openshift_auth_form_password _count (& Web >V —)LOO 74 VTR EZAT >V ML
£7,

e openshift_auth_form_password_count_result (&5 (success Z 7= (& error) Bl Web O~
V=lboa g4 vEfTREREAT Y M LET,

e openshift_auth_password_total |& oc login 5L U Web VY —)LDO T A VERITEE % B
Vv hLET,

12
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F3E NI OAUTH —/N\—DEEE

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH #—/\—

OpenShift Container Platform ¥ 2 4 —(Ci&. #lAIAF 7z OAuth h—NN—H"'E
JEAN—VVERBLT, APIICW L CRREELE T,

OAuth 77

HLWOAUthD h—2I UBERIND E, OAuth Y —N— R EFADTAT VT A T4

Fhxd, 2—H—F

Jo/nA

¥—aFHALTERLEZI—Y—DT7ATYTa T4 —%HBILFT,

RIS EDTATVTATA

L., TDOM—=UV%FERATEDLIICRLET,

DTy T —H—%HHIL, TOI—HY—-DFIER M-I V%

3.2.0AUTH h—7 v E Xk 70— L UVHE

OAuth H—/N—{&, ZE#M7R Authorization Code Grant (RRRI I — RIZL 575~ b) B LT Implicit
Grant (FEE I S > b) @ OAuth BREE7 O— % HR—

l/i-a_o

OAuth h—7% >~ % (openshift-challenging-client 7 & M) WWW-Authenticate F v L Y &K 7

5L DICE%

E I N7 client_id T Implicit Grant (&8I 2 >~ b) 7 O— (response_type=token) % {#

L CTEKT 2%E. LLTH /oauth/authorize M 53X SN B AIEEMEDH D —/NN—EE. BLUVZEIhLHD
MIBFERICARY FT,

302

302

401

401

Z Dt

URL 7 7 X hiZ access_token /X35 X —

4 — % &% Location ~Nv 4 —
73V 422)

(RFC 6749

error 7 L) —/X5 X —4%—%&¢ Location
ANy & —(RFC6749 0> 3> 4120

s Location ~v 4 —

WWW-Authenticate ~v ¥ —H»'ZET %

WWW-Authenticate ~ v 4 —h' W

Z Dt

access_token &% OAuth k—2 v & L TfE
BALEY,

KBLET, #FvavTerror (8LUF T
> a > ® error_description) 7 T —{&%
_#_‘:13—%7_‘_1 lJ ij—o

INSDIIL—=ILEFRLTYYMI LI MR
W, BREMEBLET,

% 4 7 (Basic. Negotiate 7 &) »"ERFI 1
BBEICF YL UVILREL. IhboDIb—
WEeFERALTEREBERFL, BREZLEL
7,

FrLUYDRENTEEFEA, KL, G
BEARRERRLET (TNhITIE, OAuth h—2
VEBRBTAROAEIIOVWTOY VI FE
A S E N D AREMLHY £9)

KWL, A7V a vy Tca—H—IlnEAEE
’BRLET,

13
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https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1

OpenShift Container Platform 4.10 323 & & U'E20]

3.3. AE OAUTH Y —/R—DF T 3 v

MEB OAuth Hr—/N—(TIE, W DD DEEF TV a v EFERTEET,

3.3.1.OAuth h—2 VHIEIOA T 3 >
WE OAUth H—N— L TD 2 BED h— o VA LR LE T,

k=2 Bl
TOERAN—=O Y APINDT7 VR %59 2kiEHR N—2 >,
SREEa— R TOIERAN—=7 VORBICOMMEDNZ—BENDRN—2 2,

EELDBED M= VICET 74 MNABZRETETE T, BRERIFEIE. OAuthClient+ 7> ¥
NEZREFHRALTT7Z7I7ERA NV VOB AEA—NN—514A KTEFT,

3.3.2.0Auth it 547> 3>~

OAuth H—/N—H, A—H—HLBN/NS—I v aVvaERELTUWARWISATY MIRHTE R—2 Y
ERAEZETDHE. OAuth t—N—HAEFTT2722aVIE0Auth V547V hODRER NS F
y_‘:ct 'D—CE;bU i-a_o
N—4VEERTZO0AUth 7 SAT7Y ML, MEADRER NSFI—5IZHTI2RERHY T,

LTFOTF 72 MDA EAFRATETET,

M54 Fvay BT

auto H55EBERL. BREFRTLET,

prompt AN L CHEORRE L FIETEKH2 7OV TR EHLE
¥,

3.4. REB OAUTH % —/N\—D h— 2 VEARI DR E

RE OAuth H—/N—D h—7 VEARICDOWTDT 74N NA T a3 Vv ABRETEET,

BF

FIFIINT, b= VIE24EBBBEMICARY FT, 24BEEERETIE, BEFEOEY
v a VIRERTNICkRY £9,

774 N DB TET2TEAWNEE, UTOFIRTINZEETZIENTEIET,

FIR

. N—=OVHRBA T avaEURET77AIVEERLEST, UTFTOT774IILTIX, ThE, 57
TAIMED 2 fED 48 BEREICHEELTWE T,

14
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

Q accessTokenMaxAgeSeconds #5%E L C. 77 A M—2 v OBEMIPRE % HIE L £

T 774 NOHEIE 24 BRI E /1L 86400 TT, COBMEADEICTZILIRT

TFEtA, EOREETZE. T74 NOBEVDHEANMERAINET,

2. iR ET AN EEARALET,

pa 3

BEFD OAuth H—/N\N—% BT 576, ocapply A¥> RaFHAL TEE%HE
BY20ENHY £T,

I $ oc apply -f </path/to/file.yaml>
3. BEABMIAR>TWB I E2ERLET,
I $ oc describe oauth.config.openshift.io/cluster

H A B

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. R OAUTHH —R—DN—0 VDTV T4 THA LTI NDETE

OAuth b= V&, BREINDT V714 7 TRWHEORBRERICHRINICARD LD ICRETEEY,
TIAINT, b=V VDT IT4TIALTIMNIBREINEZHA,

R

N—=O VDT IOTATHALTIRNOAUth V54TV NTHEREINTVBIGE,
ZDIEIFAE OAuth Y —/N—BETHREINDIA LTI N EeF—N—F14 FLZT,

Gl s
e cluster-admin A—J)LAEF DODI—H—E L TISARY—ILTIVEATE S,

o PATVUTA4T14—7ANA Y —(DP) R EL TV,

FIR

15
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. OAUth S REAEH LT, h—V VDT IT1THALTIMNEEZRELET,
a. OAuth # 7V xz/V hAafRELZE T,

I $ oc edit oauth cluster

spec.tokenConfig.accessTokenlnactivityTimeout 7 1 —JL RZBIIL. 1 LTV ME
ZRELET,

apiVersion: config.openshift.io/v1

kind: OAuth

metadata:

spec:

tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

BILBENREBEMATHRELF T, & X, 400 HDIHEIE 400s (I, 30 DDIFEIF
30M ICERELET. FFAINERNDY A LT D MEIE 300s TY,

b. TEAEATA/-ODICT 74N AERELET,

2. OAuth —/N\—Pod ""EEBIL TWSH I & =HRELE T,
I $ oc get clusteroperators authentication

UTOEAICH S &£ 51, PROGRESSING A False & RIREN 2 X TROFIRICFHEITLARWL

TLIEE W,

H oAl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.10.0 True False False 145m

3. Kubernetes APl #—/N— Pod DRV ES a A O—ILT7 I RINTWBZIEAHRLET,
INITIE D DEFEIDIIY T,

I $ oc get clusteroperators kube-apiserver

UTOEAICH S &£ 5 I, PROGRESSING A False & RIREN 2 X TROFIRICHEITLARWL

TLEEIW,

Hh 6l
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.10.0 True False False 145m

PROGRESSING 7' True &t RRINTWBBEEIE. B L THrLEBEHITLET,

LIDPD7ATYTATA4—COZARY—IcAJ4 v LEYd,

16



#5353 I OAUTH H—/X— DR E

2. A%V RZEERFLT, VY RPERBICETINALIE2MELET,

3. TATUTATA—EFAETIC. BEINLIALTIMYEIRFHELET. COFIR
DEITIE, 400 LY BERVEEFELET,

4. ABLCTPATYTF4T4—DEYyaryhrob0aAT Y ROEFTERITLET,
FTIT4 TOREDPBEINIZIALTIMLYERLLELS EN—Y7 VOEMERITIN S
7=, Zoavy RigkBLET,

H A B

I error: You must be logged in to the server (Unauthorized)

3.6. NEF OAUTH H—/S—URL D HR¥H¥ <71 X

7 2 X4 —Ingressi& & Mspec.component Routes 7 1 — )L RKTHR Y LRZA ME & TLSAIEAE A%
ETdI LY, A OAUthY—/N—DURLZARI YA XTEXET,

Digk

==
=

AER OAuth Hr—/X—®D URL 2 B#H 9 % &. OpenShift OAuth H—/N—&@EL T

OQAUth 7V A N—V VERET2RENHD IV SAY—HDAVER—Y D5
DEFEHIRONDAREELHY £§, OAuth Y —NN—%EFHEITI2HENHZH OV
R—F Y M, OAuth TV RIRA Y NEAEUHT & X ISHEYR CANY RILEED
ZHEIHYET, UTICHZERLET,

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

BoELIBAEDHE. cacrt7 7M1 IICHRY L CASIRAZASEFNTWS
MEAHYET, EENTLVWAWES., OJ4 VIEKILEE A,

Cluster Authentication Operator (&, OAuth % —/X—0DH%—E > JAIEEE
=

% openshift-config-managed namespace M oauth-serving-cert:¥ €~ v 7 I/~
LEd. sEBAE . REY v FDdata.ca-bundle.crt¥—ICHY £T,

(1} =355
o TWMEMRDHZ1I—HF—TI/ZR4—ICOJ1 Y LTW3,
e openshift-config namespace IC TLSSERAZES S F—Z 20— Ly 2R LTV

%, INiE, DRI LRANEDEERHDRAA VYDA —DRAA VERFHIC—RLR
WIEEICRETY., BREN—BTIHAICIE. Y=Ly MIF T2 a v TY,

A

oc create secrettls AV RAFHLTTLS>—2 Ly hA{ERTEET,

FIR

17
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. V5X%—Ingress XE=MmEL X,
I $ oc edit ingress.config.openshift.io cluster
2. AV LDEAMNEGEREL, # 7> a Vv TRETZIIAEEF—%2RELZET,

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:
name: <secret_name> g

Q AR LK N,

g TLS SEBEZE (tis.crt) & & V¥ — (tis.key) = 2 ¢ openshift-config namespace D& — %
Ly hADBR, Zhid, DRI LRI NEZOEREDRAA YN ISRAI—DRXA Y

BREHIC—BLARAVGEIKRETY, BEFHAFA BT 25/ICE. Y—I Ly M4

3T,

3. ZEABEATLEDICT7MIVERELET,

3.7Z.0AUTH Y —/1N\—X 49 F—%

OpenShift Container Platform TE{TINTW3 7 ) r—> a3 vid, EJL A ¥ OAuth H—/"—(ZD
WTDEREZRET I2VENHIGENHY T, /=& 2 IE. £ 5IE <namespace_route> D7 K L
A=FEDBRES L THRET2LENHY FT, INzXiET 57HIC. OpenShift Container
Platform & IETF OAuth 2.0 Authorization Server Metadata K57 MtkEEELTWE T,

TDEH, VZAI—ARATETINTWERITRTODT I r—ay
I&. https://openshift.default.svc/.well-known/oauth-authorization-server (X L T GET XX % 3
7L, LTOBERZRETEET,

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 9

"code",

"token"

1,

18


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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"grant_types_supported": [G
"authorization_code",
"implicit"

1,

"code_challenge_methods_supported": | ﬂ
"plain”,
"S256"

]

https AF—L%2FRAL, 7TV —FLIE 737 AV MAVER=RY MHRWVWEATY —/N—DHIT
#ZIDTY, IhiE, BAIY—R—[IDOVWTORBEBHHIE EN S .well-known RFC 5785 1) VYV — N
NEINBIBEFTT,

WA Y —/N—DFRBAI LY RAR— KD URL TY, RFC6749 ZBML T LI W,
RAY—N—D =V YTV RRRLAYMDURL TY, RFC6749 ZBHRL T EI L,

ZORAY—/IN—BDHR— T35 OAuth2.0RFC 6749 A A—T7DEOD—E A EZL JSON ERFIT
T, YR—FMINZROA—TDETRTHL2AINBZRTIFLAVTEITERELTLET Y,

Z ORI Y —N—HHR— b F % OAuth 2.0 response_type lED—E % Z¢ JSON EZFITY, fF
BAXh3EIOEIE. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TE&EIN %
response_types /XS X —4 —THEAINZELDERLTT,

Z ORI Y —N—HHR— ~F % OAuth 2.0 grant type DIED—EHIEZFN 2% JSONEFITT,
FRAINZEIDMEIX. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TEZ X
N3 grant_types /N\T X —4 —THEAINZEDERALTY,

o O ® 660 O

ZDRAY—N—THR—NIN%PKCERFC7636 A—RDF v L VI XYy KOD—ENEGEN
% JSONEEFITY, A—RDF v LI AV Yy RDEIE. RFC7636 DV 3 43 TEES
1% code_challenge_method /N5 X —4% —THEAINI T, BEMWRI—FRDFvL VI AV Y
Kdf&lL. IANA PKCE Code Challenge Method L ¥ X b 1) —TEEHRI N BETT, IANA OAuth
INTGA=HF—%ZBRLTLEI,

3.8. OAUTHAPI ARV ND NS TV a—FT4 T

APl H—/RX—(F, APIY R —OJ~ADEZENLT 7AW E Ty JHERE#Z unexpected
condition DI S —X v E—Y %R IEAHYET, TOITS—DRAWREBRHIGERMICIERRIC
INFET, REAEINTVWARVWI—HF— (I —N—DREICODVTDERERMETEE5EITELHT
ER

INLDIS—DY Ty M, Y—EX7HT Y bD OAuth REDRIEICEEST 25D TY, Th
S5OMEIE. BEBEEUADI—HY—HIHERETEZIRY N THFy TFvy—IN £ 7. unexpected
condition & W\ D H#—/N\—TIT 55— OAuth DEITRICHEET S35 A, ocgetevents ZETL. Inb
DA R MIDWT ServiceAccount THEEAL £ 9,

LUTFOFITIE, #EER OAUth Y54 LY NURIDRBRWH—ERT7ATY MIRLTESELTVWET,
I $ oc get events | grep ServiceAccount

H A B

I im im 1 proxy ServiceAccount Warning

19
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https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
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NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service_account_name> Z£179 5 &, HBEDT—ERT7 AU Y M&AICEEMIT S
N QAuth 1 Ry MY BREINE T,

$ oc describe sa/proxy | grep -A5 Events

HhH
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

LUFEELZ2AEEDOHZARYNITS—D—ETY,

YDHFLL I MURIZ/T—>arvhiEEINh WL, #4 URIDPEEEIhTWS

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

|PLIL— FHEEINTWS

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

EWRBRY A THEEIhTWDS

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SA b= U hzwn

20

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens



FEAZOAUTH Y S14 7 NDRTE

FAZ OAUTH V514 7Y NDERTE

OpenShift Container Platform Ti&, W< DHD QAuth 254 7 MBT 74 M TERINE T, B
D OAuth 7547V heZH L, RETSHIEETEEY,

4.7 7AIVNDOAUTH V7 M4 7V K

LUF®D OAuth 7 54 7 > K&, OpenShift Container Platform APl D#2ENES IC BEIMIICIER SN E T,

OAuth 247> b =A%

openshift-browser-client WEAOTA Y EMBTES1—H—I -V MT
<namespace_route>/oauth/token/request T h—0 Vv %z &
kL9, [

openshift-challenging-client WWW-Authenticate ¥ v L v U #LEBTcE 31 —H—T—

VIVhTh—OVEEKRLET,

1. <namespace_route> (& namespace DIL— 2SR LET, Ihidk, LTFOITY REZEITL
THRTEZET,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. B0 OAUTH 2 S5 4 7V N D&%

OpenShift Container Platform 7 5 29 — DR 2 EER T 572 HITBEIMD OAuth 7 54 7 M HREIC
BRBBEIF. INEEFRTEIENTEET,

FIR

o EMDOCAuth 7347V M aZEHIBICIE, UTFZRTLET,

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)
Q OAuth 7 24 7> k@ name |3, <namespace_route>/oauth/authorize & & U
<namespace_route>/oauth/token ~NDE K% E179 BRI client_id /X5 X —%—& L
THERINET,

Q secret |[&. <namespace_route>/oauth/token ~DE K DE1THFIC client_secret /35
A—F—ELTHERAINET,

21
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9 <hamespace_route>/oauth/authorize & U' <namespace_route>/oauth/token ~DE
KTIEINS redirect_uri /X5 X —4 —I(%, redirectURIs /N5 X —4% —{BIC—EBRTRX
NZVWTNHDURI EFLWD, THICL > TEBEHNMITOATVLWEIRELNHY T,

Q grantMethod (3. TV ATV MDNRN—DVEZERTEHEDOD, 12— —IC&>TT Y
EANEINTVWRWGHICET T2 7723V EHET5DICERINE T, (5
ZEEMICER L. EXz2EATTSICdauto ZIBE L. 1 —H—ICxW L TRHEDERR
FhiIft552%k02 70V T M EHTIHBEICIE prompt ZIBEL £ T

43.0AUTH 9 SA 7V NDN—=0 VDT O T4 THA LTI NDETE

OAuth 7 247V Na, BREIND T VT 4 7 TRHRVWEHBODRBRIC OAuth k—2 » DHEIRRA TIN5
EDICERETEZET, TIAILKT, b=V VDFETITATIALT I NEIREINEEA,

R

N—=OVDITIT4TEALTY MNDAE OAuth H —/N—BRETHREIN TS5
B. OAuth 754 7V N TREINBZIM LTI MNIEDEZ A —N—F14 FLZET,

Gl s
e cluster-admin A—J)LAF DODI—H—E LTISARY—IITIVEATE S,
o PATVUTA4T14—7ANA Y —(IDP) #RELTWD,

FIR

e OAuthClient V54 7V MREZEH LT, b=V VDI TITATIALT I NEHRELZE
_a—o

a. OAuthClient A 7o =/ hAfREL £,
I $ oc edit oauthclient <oauth_client> ﬂ

Q <oauth_client> Z3%F ¥ % OAuth 7 54 7> MCBX# X 7 (f: console),

accessTokenlnactivityTimeoutSeconds 7 1 —JL R%ZEBIIL. ¥4 L7V MEZEREL
7,

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

@ FTShBRINOIA LTV ME(WELM) 300 TT.

b. TEAMEATA/=-DICT7AILAERELET,



FEAZOAUTH IS4 7Y DR
LIDPOFZATYTATA—TCIIRY—IICATA4 >V LET, BRELEIENYD OAUth 7547
VINEFRTEZLOICLTLEIN,
2. 702avERITL, CNDPEBICERITINAZEEHRALET,

3. TATUVTATA—EFAETIC. BEINLIALTIMNYEIRFHLET. COFIR
DEITIE, 600 LY BERVEEFKLET,

4 BALCFATYTA4ATA4—DEYYaVUILTIoavDEFTERATT,
KT IVT4A TOREIPBEINLIALT I MNLYERLIELSE M= VY OBEZIHRHI TN B
TeHIl. ZOFRTIEERBLET,

4.4, FAEIEHR

® OAuthClient [oauth.openshift.io/v1]


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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F5E 1 —Y—DFBETAZ0AUTH7Z7 VA N— VDB

I—H—Fk, HEDOOAUth 7V EAN—V VAEHRL, FEBICKR>TEEDEHIBRTIET,

51.1—H—AFET 2 0AUTH 7 VA N—0 v D—&XRR

A—YF—DBEIT D O0AUth7 VLA M-V V2—BRFTEIY, b—JVRAICEIEBEELRL, O
TAVICEERATEIEA,

FIE
o 1—H—HIFRETSOAUth 7 I/ AN =YV E—BRRLET,

I $ oc get useroauthaccesstokens

H A B

NAME CLIENT NAME CREATED EXPIRES

REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o BEMDOAUth 7 A7 NDA—H—DMETS0Auth 77 2R M=V VA2 —8BRRLZ

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

H A B

NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

52. 1—H—H2FET B 0AUTH 77X M—2 v DEMOERER
A—H—DFETZ0AUth 7V EA N =0 VDFEMAERRTLE T,

FIR
o I—H—NFETZO0AUth7 IR M= v DFM%ZELR LT T,

24

I $ oc describe useroauthaccesstokens <token_name>

H A B

I Name: <token_name> 0



F5E 1—YHY—HPETSB O0AUTH 7 VA MN—Y Vv DEH

Namespace:

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:
API Version: oauth.openshift.io/v1

Fields Type:

fieldsV1:

FieldsV1

f:authorizeToken:
f:clientName:

f:expiresin:

f:redirectURI:

f:scopes:

f:userName:

f:userUID:
Manager:
Operation:
Time:

oauth-server
Update
2021-01-11T19:27:06Z

Resource Version: 30535

Self Link:
ulD:
Redirect URI:

wamwa

/apis/oauth.openshift.io/vi/useroauthaccesstokens/<token_name>
f9d00b67-ab65-489b-8080-e427fal3c6181
https://oauth-openshift.apps.example.com/oauth/token/display

User Name: <user_name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

@@ o500 9

N—2>®Dsha256 /Ny a1THB b=V VE, b—IVEBICEEBELNR, ATV
WKIERTEEEA,

=20 VDRETDGBFAETZLRTE7714T7 > M,
ZDM=2 VHHARTINICAR D F TOR/E (FEAD,

OAuth F—N—IC =0 VDT VT4 THA LTI MDREINTWBIHFE, Ihid,
EERNTZFENS D b —7 U HMEAI NG 122 T TORME (RWEA) ICARY X,

D=2 vDROA—T,

D M= VICEAEMIT O —Y—F,

53. 1— %' —AmMET 2 0AUTH 7V R h—20 VDA

oc logout O < > K&,

TOT4TtEy>arvDOAuth h\—2 VDA EEMILET, UTDOFIES

FERALT AERKRB 71— —HMET S OAuth h—J Y ZHIBFTE XY,

25
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OAUth 7 VA MN—=V V%ZHIKRT BE, ZEDOM =V VZFERATEZIRTOEY Y aUASLI—H—%0O
TJ7IMLET,

FIR
o 1—Y—HFHETSO0AUth PR M=V VEHIKRLET,

I $ oc delete useroauthaccesstokens <token_name>

H A B

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

26



FEFATVTAT14—TANAF—FEICDOWVWT

FBOE AT VTATA—TANA T —EBEICDOWT

OpenShift Container Platform ¥ 24 —(Cid, #&HAF N7 OAuth H— =g FhFEd, ARES L
U%E‘FEE%(«; OAuth 7 7 R I\ 7 /%HX lJT API (v\-}t‘l- lJTDIL.\D.I-.E l/ i -g_

BEHIX, VSRY—DAVAMN=ILEIC, OAUthZT7A TV T4 T4 —7TAONA Y —%BET3LD
ICERETEZET,

6.1. OPENSHIFT CONTAINERPLATFORM D7 A T Y5474 —70/8%1
H—IZDWT
F 7 #JL M TlE. kubeadmin 21— —DHN I SRY—ICEFHELEFT, PATVYT14T4—7ANA

HF—AIETBICIE. FATVT14T4—7ON(5—%2hRL, ThEIVSRY—IZEBMTDHRY
L)Y —AEERTDVELIHY ET,

pa )

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR— I h Ft
Ao

62 Y R—KNINBTATUTAT4—7T0ONA 5 —
LTOREEOTAT VYT AT4—JANA Y —AEETEET,

PATVT1

T4 —FanA
9'—

htpasswd htpasswd 71 7> 7 4 74 — 70/ ¥ —% htpasswd Z{ERA L TEHRI Nz
SYRIT7ANICRHLTCA—F—RBERRT—RERIATELIICEKRELET,

Keystone keystone 74 7> 7 4 74 — 7 0/N14 #—% OpenShift Container Platform 7 5 X
4 —% Keystone ICFEE L. A—HY—ZRET —IN—RIRFT D LD ICREINEL
OpenStack Keystone v3 H—/N—|C L 2 HBRFEEAMCTELIICKRELE T,

LDAP ddap 74 7V 7474 —7ONA ¥ —%, BEflilg/N\1 > NERE%EA L T LDAPV3
P—N=II/ L CA—HF—RBERRT—RNERIAT DL IICKRELET,

Basic 3G basic-authentication 71 7> 71+ 74 =704 ¥ —%, 21— —HYE—-FT7A
TUTATA—TONA I8 L THREIES N/ FREHEHR % 8 L T OpenShift
Container Platform ICA Y4 Y TE 3 £ D ICERE L £ ¥, Basic ZBEEIE. SNAMAR/N Y
DTV RBEEANZZALTY,

BRA Y H— request-header 71 7> 7 1 7 1 —70/314 ¥ —% . X-Remote-User 72 & DER
ANy S —EDLHRNTDEDICKELET., BE. ChIIERANY Y —BEZHET D
RESOF —EHAINET,

GitHub F7 (& github 71 7> 7 14 74 =704 ¥ —%, GitHub &7 (& GitHub Enterprise D
GitHub Enterprise OAuth DILDIE-U-_/\_‘Lﬁ LCTa— -lj- %t/\7\'7— F%*ﬁuﬁjé*j‘:;&ibij—o

27


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-github-identity-provider
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PATVT1

T4 =704
9'_

GitLab gitlab 74 7> 74 74 —70/N1 ¥ —%_ GitLab.com £7zldZ DD GitLab 1 ~
RAIVRETFATVTATA—TANA Y —E LTERTZLIICHRELET,

Google google 71 V74 74 —70O/N4 ¥—%_, Google ® OpenlD Connect fi& % fH
LTERELET,

OpenlD Connect oidc 717V 7 1474 —70O/N(1 ¥ —%, Authorization Code Flow % L T
OpenlD Connect 7PA TV T4 T4 —TANA T —ERET DL IICERELET,

TATVTAT4—TANA YT —HIPEHFINLEIC, RBACAFHLT/A—I v avDESHLE
Fﬁ%* TTEXET,
6.3. KUBEADMIN 1 —H— D&

TATFYTA4T4—TANA Y —%FEHL. FiB cluster-admin 21— — &R L7=EIC. V5 RAY—
DEXF1) T4 —%581ET B4DIC kubeadmin ZHIRTEE T,

Digk

==
[=]

BD 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 35, OpenShift

Container Platform (B4 Y A =L TN BZREAHY EFT, OOV REPY
BETZEIIETEEEA,

AR
o 1DULEDTATUT —TONA T —%EZRELTHERED’HY FT,

e cluster-admin O— /)L =1 —H—|JEBML THEKMENHY T,

o ERFELLTOJAVYLTWERENHYFT,

FIE
e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system

6.4.7AT VT ATA—TANA YT — /NS X —4—

LUTRDNRSGA=H—E, IRTDTFATUVTATA—TANA T —ILHET B354 —4H—T7,

28


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#authorization-overview_using-rbac

FEFATVTAT14—TANAF—FEICDOWVWT

NRIA—5— B

name TR F—BE, IO, I —DA—F—RICHFERE LTRIS N, 74 7Y
TATA—BPMERINET,

mappingMethod #7447V T 4714 —hO7A VEICI—Y—IITy TINDIAEEERLET,
LTFoEOWTIhEADLET,

claim

FIAINDETT, PTATVTAT4—ORILI—YV—ZEFEO>1—H—%70O
EvazviLEd, T0A—HY—Z5F 21— AT TICHOTATVT 1
FTA—IITYEYTINTUVWBBREIEERBLET,

lookup
BEOT7ATVTA4T4—, A=Y —TATVT4 74— vEVT, L0021 —
Y—RRLETH, 2 —F—FLET7ATVT1 T4 —DEEBIOEY 3=V Y
FITWEFA, ChIZLY, V75 R5—BEEITIFET, i?‘;ti%‘tﬁo)jmtzé

FRLTTFAITYTAT4—E1——42RETEZET, COFEEFEHAT 55
T, 21— —2FEgTIOES 3=V ITE2RELNHY ET,

generate

TATFVTF4 T4 —@;ﬁ%l—ﬁ—%%ﬁjl—#—% pARL = —vJL x9,
WREI1— YA O I—HY—DITTIKREDOTATVTAT1—IIIYEV T
nNTWaEEIER. —BO2—F—&A’ERINE T, Bl myuser2Z O AEIF.
OpenShift Container Platform D A—H—&&T7A TV T4 T4 —TONA T —D
A—H—ZEDERLB—BEVEET A TOER (LDAP JIL—TEEARE) &
HAEDLETHERTRIEIFTEERA,

add

FATVTFAT14—DOWEI—Y—F5FO>1A—HY—%2 Oy a =V I LET,
MR- —R5FOIA—HY DI TICEETZEE. 7TAT7VT1 71— EBE
DA—HF—IIxvEVITIN, ZO1—HF—DBREOT7AT VT4 T1—<vEY
JICBIMINEY, chid, BCLa—H—ty bEFBNLTRALCI—F—HKIZTY
BV I3 74TYT4T4—TANA Y- EHRBEEINTVWBHREICNET

3—0
Pz
mappingMethod /X5 X —4% —% add I3 ;ET% CTATIVTATA—FANS §—
DEMFLIIEBRHICHRITONA Y —DT7AT VT4 T4 —2BFFE1I—H—IlxvE
\/a“r\‘%i?o

TATYTAT4—TONAY—CRDY VT

UTFDARI LYY —R(CRYIE. FATYTATA—TONAY—%ZETDDIFERT /85
XA—8— ZBJ:UT?#)l/ME’%TbiTQ ZDFITIE, htpasswd PA TV T4 T4—7ONA 5 —%
FERALTVWET,

PATFIVTFAT4—TOANLAF—CRODY VT

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ

29
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mappingMethod: claim 9
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

IDTANA ¥ —%IE, TANA Y —D1—H—ZICEBRHELTHNIN, PFA4ATVT14T74—
EHERINE T,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AiE%R
L E9,

htpasswd Z R L TERI N7 7MIDEFNBBEFOY—V Ly MTT,

O ® o

30


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

PBIBTATYTAT4—TANRM T —DRE
BIETATYTATA—TONA YT —DERE

71 HTPASSWD 74 TV T4 T4 —JANA 5 —DERE

htpasswd 71 7V 74 74 —7TANA F—%ZBEL T, 21— —" htpasswd 7 7 1 L DR IER %
{8 L T OpenShift Container Platform ICAY (4 Y TEX 3 &3 ICLE T,

htpasswd ID 7O/NA ¥ —%E&HT ZICIE. ROIRVEERTLET,
. A—F—BLUVNNRT—NEHRZFRFT 27DIC htpasswd 7 7 1 L= 1EE LET,
2. htpasswd 7 7 1 ILERY >— L v bZER LET,
3. V=9 Ly NEBIRT S htpasswd ID 7ONA 5 —1) Y —2%5EEHE LET,

4. TIT7AI MDD OAUthREIC ) YV —ZA%EAL T, ID AN/ ¥ —%sBMLZF T,

7.1.1. OpenShift Container Platform D71 77 4 74 —7ONA ¥ —IZDWT
77 #J)U N Tl kubeadmin 21— —DHN IS RY—ILEFEELET, PATYT14T714—70O/1A
S—%BET DI TATYTATA—TANA I =% L. TheISRY—ILBMTSHRY
LYY —RZERT DRENDHY T,

y 13!

I v LUV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIh Ft
Ao

7.1.2. htpasswd REEICDWT

OpenShift Container Platform T htpasswd 888E & 9 % &, htpasswd 7 7 A JLICE DWW T —H—
A TEEY, htpasswd 7 7ML, FE1—H—Da1—H—FZENYy Y albIhiRRAT—RE2E
CISYy T 74ILTY, htpasswd 1—F 1 )T 1 —45FALT. ZOT 7M1 IVEERTEET,

7.1.3. htpasswd 7 7 1 JLDERK

htpasswd 7 7 1 WDIER A iEIE. ROWTIHIDEI L 3 v ESRLTEIL,
® Linux = L 7% htpasswd 7 7 1 JLDERR

e Windows Z{#f L 7= htpasswd 7 7 1 JL DAEEK

7.1.3.1. Linux Z{#f L 7= htpasswd 7 7 1 JLDYER

htpasswd 74 TV 74 74 —7ONA 5 —%FAT 5T, htpasswd ZFALTI R —D1—
Y—E2ELONRRT—RE2BET7IY NI 7AIVEERTIHREDNHY X,

AR

e htpasswd 1—7 1 )T 4 —~DF7 I EANH S I &, RedHat Enterprise Linux Tld, Zh i
httpd-tools /XY 5y —2 %A VA MN—JLLTHIATEZE T,

FIR

31


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#creating-htpasswd-file
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-linux_configuring-htpasswd-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-windows_configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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L A—H—BBLVONY Y aINENRRAT—REEC ISV N T 7ML EERLET,
I $ htpasswd -c -B -b </path/to/users.htpasswd> <username> <password>
A9V RIZEY, Ny 2aZNnNR—=U3 0 DNRRAT—RPNERINET,

UFICHZERLET,

I $ htpasswd -c -B -b users.htpasswd <username> <password>

Al
I Adding password for user useri
2. 774V T BERELEROEMT /I T DEHZMIEL I,

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. Windows % f§i[ L 7= htpasswd 7 7 1 JL DYERK

htpasswd 74 7TV T4 74 —7ONA 5 —%FAT 5T, htpasswd ZFALTI S R9—D1—
P—E2ELONRRT—RE2BETIY NI 7AIVEERT IREDNHY X,

AR

e htpasswd.exe ~NDT7 VAL HBIE, DT 74, %< D Apache httpd 74 X b 1)
Ea—2arvo\binTsLI M) —IZ8FNET,

=S ]
L A—H—EZBLUONY Y1 INERRTD—REELTISY N7 74 ILEERLE T,

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <username> <password>
ATV RICEY, Ny 2aINenN—=23VDNRRAT—RPMERINET,
UFICHZERLES,
I > htpasswd.exe -c -B -b users.htpasswd <username> <password>
Al
I Adding password for user useri

2. Z74IVICHT BEREEIEROEMT /I T DOEHZMIEL X I,

I > htpasswd.exe -b <\path\to\users.htpasswd> <username> <password>

7.1.4. htpasswd > —7%7 L v kN DYER

32


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

X5
wi

FIETFATVT14T4—TaAnN415—b

htpasswd 74 774 74 —7ANA F—%FEAT 5ICIE htpasswd I—H—T 71 ILHEFEND
V=LY hNEERTDIVENDHY XY,

AR
® htpasswd 7 7 1 ILEER L T,

FIa
® htpasswd 1—H—T7 7LD EFEN 2 Secret 7 7V U MEER L X7,

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

Q EROOITY RHART LIS, ~from-file5IICOVWTDA—HF—T 7ML %EBT—7
Lw bF—ICIE htpasswd & WD ARIAIBET 2MENHY XT,

ek
Flld. UTFOYAML Z@RALTY—J Ly b2 TEETY,

apiVersion: v1i
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. htpasswd CR O > )L

UTFDOARY LYY —2R (CR) . htpasswd 74 FVF 4 74 —FTONAF—DIRS XA —8H —B L O
AXnh3EZRLET,

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q IDTANA Y —%IlF, TANA Y —D1—H—ZICEBHELTHNIN, FA4ATVT14T74—
ZHERINE T,
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ZOTANA T —DTFATYT14T14—&UserA 7V MEICIYEY IHBEILIIND FiE%
wEL XTI,

9 htpasswd ZEBA L TERSNE T 7M1 ILDEBENBEEFEDNY—I Ly RTY,

BEEE R
o ITRTDTFATUYTATA—TANA T —ICHBTZ/IRSA—9—DFMIZ. 7ATVT 4
T4 —70ONA 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,
716. 7ATUTATA4—7TONAF—DYISRY—~DEMN

JSRAH9—DAVAN=IEIC, PFATVTATA—TANA Y- FDISAY—IEBML, 21—
ﬂs_o)mb DIE%;‘%??T X 6 ct 7 ‘L. L/ i'ﬁ'o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYZXT,

FIa
L EEINLZCRZEBRALIY,

I $ oc apply -f </path/to/CR>

R

CROFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&Id. ZDELE%
BRELTIEEDY XA,

J

L TATUTFATA4—FTAnNA T -1 - L TISRY—Icad4 v L, 7ary 7T MHH
IR —REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAVYINTWEIEEEREL, 1 ——EZA2RRLET,

I $ oc whoami

717.htpasswd 74 TV T4 T4 —7TAONA T —DEH

BEED htpasswd 74 TV T4 74 —7ANAF—(Ca—H—%EBML7EY. BEED htpasswd 741 7
VTATA—TANA T =1 —HF—FHRLAELYTEET,

AR
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FIR

FIETFATVTA4T4—TANA 5 —DHRE

e htpasswd I—H—T7 7 ILAEEN 2 Secret A 72V hAERLTWS, TOFIET

I&. htpass-secret &t WD ZRITHB I & &RHIIRE LTWVWET,

® htpasswd PA TV T4 T4 —TANAF—%BZELTVWE, ZOFIET

(&, my_htpasswd_provider E WD &R THB I & ZFIIRE LTWVWET,

e htpasswd 1—F 1 )T 4 —~D7 U AN %H 5, RedHat Enterprise Linux Tl&, Zhid

httpd-tools /XY 5 —2 %A VA MN—JLLTCHIATEZE T,

o VSR —EEEDHERDH S,

1. htpasswd 7 7 1 /L% htpass-secretSecret # 7> =7 "hHSEFL. 771 )L EBFEVD
T7AINY AT LILRELET,

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. users.htpasswd 7 7 1)L 5 1—H—%EMLAEY., BIRLEEY LET,
o HRI1—HY—%BMTZITIE. UTFEERTLET,

I $ htpasswd -bB users.htpasswd <username> <password>
Al
I Adding password for user <username>
o BIF1—H—%HIBRT BICIF. UTEEITLET,
I $ htpasswd -D users.htpasswd <username>
Al
I Deleting password for user <username>

3. htpass-secret Secret = 7> = 7 b %, users.htpasswd 7 7 1 LDEHF IN/-1—HF—ICE
EHAET,

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -
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g 8
F72lE. LLFD YAML %@ L T Operator A BEX#A I EHTEE T,

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. BHDI—HY—ZHIRLAGZEIE, BNTLI—F-—TEICHEDO) Y —XZHIRYT 2BEDDH
L) i’a—o

a. UserA 79/ hEaHIBRLET,

I $ oc delete user <username>
H oAl

I user.user.openshift.io "<username>" deleted

A—H—%ZGTHFRL TKEIW, HIFRLAWSE, 1—Y—(ZHRIN TRVRY .,
=0 %BIEMEHEATEIY,

b. A—#%—d Identity 7 7> =V M EHIBRLET,
I $ oc delete identity my_htpasswd_provider:<username>

H A B

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

718 Web AV Y —IV&FRALETATYT 474 —7TONA T —DERE
CLITIER Web AV Y — I EFERBLTCTPATYT14T14—7ON1 45— (DP) #%ELE T,
(1} =355

o JUSRH—BEEELLTWeb AV Y—LICATA Y LTWBRELNHY X,
Fa

1. Administration - Cluster Settings I[CB81L £,

2. Configuration ¥ 7T, OAuth#7 ) v o LET,

3. Identity Providers £ 3>, Add ROy 740U XA Za—DS5T7AFV5T14T74—70
NAFT—%ZFIRLET,

36



FIBETFATYTAT4—7TANA T —DHE

¢ s 0]

BIEDOIDPALEXTZZ LR, Web OV Y —ILTERDIDP 2#IEET BRI ENTE
i’a—o

7.2.KEYSTONE 74 TV T4 T4 —7ANA 5 —DEZE

keystone 71 7> 5 4 7 4 —7F0O/N4 ¥ —%_ OpenShift Container Platform ¥ 5 X 4 —% Keystone
IKRAE L., A— 2R T —IR—IRET 5 & 5 ITERE I N7z OpenStack Keystone v3 H—
N—ICLHBRAZBEDICTEELIICKELE T, TDREICEY. T —F—I3 Keystone FRELFR
% {# A L T OpenShift Container Platform ICA Y (4 ~» TE £ 9,

7.2.1. OpenShift Container Platform O 71 771 74 —70ONA4 5 —|ZDWT
77 #J)U N TlE, kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—%BESTDICE. PATYTA4T4—TONMF—%EB L., ThEIFRY—IIBMTDHRY
L)Y —REERT BDRENDHY FT,
p !
I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
AIO
7.2.2. Keystone FREEIC DWW T

Keystone l&. 74TV T4 74—, h—=0>, A%07. BLUR)—H—ER%ERHETS
OpenStack 7AY ¥ KT,

#r#R OpenShift Container Platform 1 —#'—#® Keystone 1 —#'—& & 72 |&—= D Keystone ID %= X —
AICEREIND L DT Keystone EDMEERETEZE T, EBELDAHAZETEH. 1—H—Id Keystone
A—HY—BBELUVNRNRT—RKEZAALTOY M4V LET, OpenShift Container Platform 1 —4—%
Keystone ID ICEDWTHERT &, LWURLILARY FT, Thik. Keystone I—H—%HIRL., TD
aA—H—ZTH LW Keystone A—HF—%2 KT 5&. FrLLnwi—HF—»rFHnwi—H—-—D) Y —RILT7
JERATEDAREN’HDHTT,

723. =7 L v hDEK

TATYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERALT, 95478 —0 Ly b 2547 NEAES LU F—% TN
ICHARAHFT T,

FIE
o UTDIOVYYRAFALT, ¥F—BLVIHHAENEEN S Secret 7 72 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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Bk
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.24. %E~ v TOEM

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILEEMATEOICERINE T,

FIR

o LFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

EvEh
FolE. UTOYAML ##@ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.2.5. Keystone CR D> 7L

UTOARY LYY —2Z(CR) & Keystone PAT VT AT 4—TANA I —DINF A =85 —B L UVFF
AXN2EEZRLET,

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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FIETFATVT14T4—TaAnN415—b

X5

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca:
name: ca-config-map
tisClientCert: @)
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IDTANA ¥ —%IE, TANA Y —D1—H—ZICEBHELTHNIN, PA4ATVT14T714—
ZHERINE T,

IOTANA T —DTATVT14T14—E UserF 720 MBI Y EY DI IND AE%R
L E9,

Keystone D KX A4 VHZTT, Keystone Tk, I—H—RKIE KX A VICEABDHZRITY, B— KX
1ADDM Y R—NINZET,

Keystone Hr—/N\—~DEHICHEAT 5 URL TY (WH) ., https ZFERT2HELHY £,

AT a3V BEEHD URL DY —/N\—FIEAE AR T 2 7-DICERAT S PEMITYO— K3 hic
FREEF /N> KL% EE OpenShift Container Platform ConfigMap # 7> = 7 hADBIR,

A7 av BEEFH URLADERERITT IRICEEIEZ 547V NMEBEE ST
OpenShift Container Platform Secret # 72 = 7 k~DS R,

SO O 960 o ® O

754 72 MEBRZDF—% 5T OpenShift Container Platform Secret 7 7> = 7 hADS
B8, tisClientCert MEEINTWRIHZEICIIMAICRY FT,

BTG IR
o ITRTDTFATUYTATA—TANA T —ICHBT /IS A—9—DFMIEX. 7ATVT 4
T4 —70ONAF—=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,
726. 7ATYTATA—TONAT—DISRAY—~DEN

JSRAHY—DAVAN=IEIC, PFATVTFATA—TANAY—BFDISAY—IEBML, 21—
HP—ORAARITTEELIICLET,

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYXT,

FIR

Fit
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L EEINLZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>

P2
CRHOFEELARWGE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& E. TDESE
ERALTEHEEHDY A,

2. PATUYTATA—7TANA Y —D1—H—¢ LTIV RY—icas4 L., 7OV 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAVYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

73.LDAP 7A TV T4 T4 —7FAONA F—DEKRE

ldap 74 TV T4 T4 —70ONA 5 —%, Bffize/N1 >V NEREEAER L T LDAPV3 H—/—(Ixd L T
A—HY—RBENRAT—RZBETHLDICERELE T,

7.3.1. OpenShift Container Platform O 74 7> 74 74 —7ANA ¥ —IZDWT

F 27 #JL M TlE. kubeadmin 21— —DHHN I SRY—ICEFHELEFT, PATVT14T4—7ANA
H—HEET DI, PFATVTAT4—7TANAY—%Bd L. ThEISAY—IBMTZHRY
L)Y —REERT DRENDHY FT,

R

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
Ao

7.3.2. LDAP FZEEICDWT

RELRFIC, EINAI—HY—RIL—BITZITVN)—DLDAPTA LI N)—THREINZET, HE—
D—BO—HBHREDOM2KFE. TV M) —DFHAIE (DN) EHREINA/NART— R &AL /2B
NA Y RBRAALNET,

LTOFIEAETINET,

L BREINZ Ul DBES LIV 74— —H—DHEELLLI—V—LZE2HAEDLETKRE
T4V —%EKLET,

2. EREINI2 T4 LY —BFERLTTALIMN)—A2RRLET., RIREICL>TIDHET VK
) —AIRINBWGEIE, 7TO/EAEESTLET,

3. RRTEWFLATIV M) —DODN EI—HY—BEDNNRAT—RK%EEHR L TLDAP H—/X—AD
NA Y REHRAET,
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FIETFATVT14T4—TaAnN415—b

4. N4 Y RDBKRBLIBEIR., 77X ZESLET,

5 N Y RHBPKHLIZFGEIK. PFATYTAT4— BFA—ILTRLR, RRE., BLUHEE
A—H—FZE L TCERESNLBEEZFERBLTCT7ATYT14T14—%FERLET,

BREINS url lE. LDAPRRAMNEFERTE2MREBNTA—Y—%IBET 5 RFC2255URL T9, URL D
B TFoLH IchY £9,

I Idap://host:port/basedn?attribute ?scope ?filter

Z D URL DIFE:

URL OV R—FY

S

Idap WBED LDAP DAL, XF5ldap =R L XY, £+ 177 LDAP (LDAPS) D5
AlE. KbYiZldaps #FAL X,

host:port LDAP H—NR—D&FIER— M TY, T 74 ME. Idap DHE IS localhost:389.
LDAPS D54 14 localhost:636 T4,

basedn TRTCOBRBDIBEBINDETALI M) —DTSVFODNTY, Zhiddiaed
FA4LIMN)—=Y ) —OREMICRIFNIERY FEAD, T4L I N)—DHFTY
) —%iBETDIEHETEET,

attribute RBERROBMETY, RFC2255 FaVYYRXEIY OBEMHO—EEZFALEIH. BlEE
ENFEITEELTEHERVNOBEDOANMERAINE T, BEEZIBELAWSGSIE. T
7AW MTUdAFERINEST, FRLTVWRY TV —DFTRTOITY M) —fET
—BEOBMARIRT DI AHELET,

scope MREDEHETY, one £/zldsub DVWIFhHEIBETEEY, SHELZEBELRVIES
d. F74I)NOFEEE L Tsub AMEAINZET,

filter B LDAPBRERT 1 ILF—TT, IBELAWEE., T 7 4L ~iE (objectClass=*)
TY,

MREREOERTRICEBME., 7409 —, EELAI—HY - HAEDLINTUTOLI BRET 1LY —
MERINZE T,

I (&(<filter>)(<attribute>=<usernames>))
TeEzIE LRDOURLICDWTRTHEL &£,

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

92472 M bob EWS A —REFAL TERZAADHBE. ERNINIBRET 1LY —F (&
(enabled=true)(cn=bob)) IZ7: V) 9,

LDAP 74 L7 k) —DRRICRINRERZEE,. TV b —RRORFTICHEAT 5 bindDN &
bindPassword #f§E L £,

X5
wi
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7.3.3.LDAP > —2 L v NDER
TATYT4T4—7FONA Y —%FERAT 3IIE,. bindPassword H'& £ 1 % OpenShift Container
Platform Secret 7 7> =V = EETDINELH YT T,
FIE
e bindPassword 7 1 —JL RN EFEN D Secret A 7V MEERLZE T,

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

Q --from-literal 8120/ DL\ T® bindPassword 2 &Y —%2 L v b *¥—(% bindPassword &
LTBETBHEIHY XY,

ek
Flld. UTFOYAML Z@RALTY—J Ly h2fERTEETY,

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

73.4. 5%~ v TDIERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =z 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TAT4A—7ONA Y —THRERIIAENY ML EEFADOIERINE T,

=2

o LTFoav v KuERAL T, RIEFEME F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV hNEEHELE Y., RIFIL ConfigMap £ 72 =7 hD ca.crt F—ICRETIHLELH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

42



A

FIBETATVT14T4—TONRA T—DF%E

Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.3.5.LDAPCR DY~ 7L

—

UFOARY LYY =2 (CR) & LDAP 7AFYF 47
ShafEETRLTLET,
LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:
id: €

-dn

email: ﬂ

- mail

name: 6

-cn

preferredUsername: G

- uid
bindDN: "
bindPassword: 6

name: ldap-secret
ca: Q

name: ca-config-map
insecure: false @

A —TANAIT—DRFA—5 —BLCHT

url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

INFEY,

o

FEL XY,

ZO7ANA Y —ZIBRIND I—HF—ZICEEEFE LTHMIh, 74TV T 4714 —BDMERK

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
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© 7FVFAFA—ELTHERATERMEO—ETY, BUORTARVEMAEAINET, Pl
EETIDDEUNVETY, —"ERTINIBEHEOVWTIICEELNBWGEE, RAFEKRLET,
A=) 7 RLRELTHERATZIEHED—ETY, HMOETHRVEENMEAINET,
RABELTHERATZIEMO—ETYT, HAOETRVEMNMERAINET,

CDTATVTATA—DA—H—A AV a =V I3 3RICHELI—YY—Z2E L THERTZE
MHD—ETT, BIOETHVWVEMENMERINE T,

MBI —ATNA Y RTZ=HDICFRTEA4 T3 >DDN T, bindPassword "EFEIh
DBEICREINDINENHY T,

F 7T av: N4V RIRRT— R%EE OpenShift Container Platform Secret 7 7> = 7 hADS
H&, bindDN A EZEINDHZEICKEINDIVENHY XY,

7 av BREEBEHFDURL DY —N—SIAZ AR T 27-DIFERATSZPEMIYI—RKIhi
SRELR/NY KL & & T OpenShift Container Platform ConfigMap # 7> = 7 kA®DS
#2, insecure 7' false DIGHICOAMFERAINZE T,

@ O 0 9 909

true DIBE. H—N\—AD TLS ERIIITHON I HA. false DiFE. Idaps:/URL I TLS % {FH
LTERKL, Idap://URL IZTLSICT vy 77 L—KIhFxFd, Zhid. Idaps://URL "MERINT
W3IHE(d false ICEREINZRELNHY ET, INOHDURLIFEICTLS #FA L TERE2HT
LET,

LDAP RA M EFAHT BDMEB/NTA—Y —%$EET % RFC 2255 URL T,

=

pa )

LDAP iED /=D I—HF—DHKR 74 M) A N EEKT 5ICIE. lookup ¥ v EV JAHE
HHEALET, LDAPASLOOVA UAFAIINBHEICS, 77 RY—EEEILE LDAP
dA—H—dIdentity 7 7V b UserF 7V 9 NEERT Z2ELHY £,

BEEEIR
¢ TRTDTFATUYTATA—TANA T —|ICIHBTBNSA—H—DFMIE. 7141 T VT4
T4 — 70O, 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

736.7ATVTATA—TANAT—DIZ AT —~DEM

TSR —D

7__
AVRAN=IEBIC, PFATYTATA4—7TONA Y —BFDISRY—IEBML, 21—
H— DR EEITT

X54&5I1CLET,

([} =353
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYZXT,

FIa
L EBEINLZCRZEBRALIY,
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i
N
i
N
A

TYTAT4—TAnA —nE
I $ oc apply -f </path/to/CR>

pa

CRAFELARWESE. ocapply IF#5 CRZEM L. ISHICUTOESEE N
H—9 2reEMENHY £9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& E. TDESE
BRELTIEEDY XA,

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icas4 L., 7Ov 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

7.4 BASICEREE7A T VT A T4 —70NA 5 —DETE

basic-authentication 71 7> 74 71« —7ONA ¥ —%, 12— —HPYVE—NTFATVT14T714—7
O/NA & —IT3x L THREES M7 ZREE1BE#R % 8 A L T OpenShift Container Platform ICO 7' ~ TX % &
DICEREL X T, Basic BEElE. RAKNRNY I TV RIEEAH=ZXLTT,

7.4.1. OpenShift Container Platform O 7 A4 7> 74 74 —70/X4 ¥ —IZDWT

77 # )L b Tl&, kubeadmin 1—H—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
H—EI8ET DI, PTATYTAT4—7TANAY—%EL,. ThEISRAY—ITBMTBHRY
LYY —2REERT 2RENDHY T,

Pz

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft

7.4.2. Basic FREEICDWT

Basic 8REEIE. 21— —DPVE—MDTA TV T4 T4 —7FONA 5 =T L THREE L 7= FR5EIE R % F
FA L T OpenShift Container Platform ICAJ A4 v $ 2 Z & ZRAREICT 2NANY I TV RfEX H=X
AT\‘TQ

Basic E@EIELI;FL%'I‘ib{y)éﬁ’_&)s :0)_}7’{ 7_:y7__ T4 7 D/\’f &_{iﬁq L—Cuqé%ﬂitknm IIIIEIII % —J_'
TEXY,
BE

Basic 325 Cld, 1—H—ID E/XRT—RODRAX—EV /BT, AEEREA DR
B7-0IC) E— MY —N—ADHTTPS A FHTIHNENHY T,

Basic AN REIND &, 2 —HF—F1—H—FK & /YA 7T — K% OpenShift Container Platform (23
{E L/\ -U__/\_Fﬁo)gsk%?i—\l\\ Bith DEF%E% BaSIC Bty DIE/\ W 7 t L/'CFT«_ t—C\ :._TLbUJm, DIEIEE$E
ZDE—FMY—NR—IIHLTHRIETZIENTEEYT, ZDLDH, 1—HF—3OT7 1 VEFICREERZ
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OpenShift Container Platform ICEE T 2 ELH Y £,

pa 3]
hF1—4—Z/N"RA7—ROJ74 Y DHEHBRAICDHAEMT. OpenShift Container

PIathl’m ((i U t— |\|:u|. nIE‘U'—/\—hﬁ'a_é?\ Y |\ 7 — 7%?%%13"( %6,%‘%73\ U i
-a—o

[N

j-_-'jl_%BctU/(’ZU_ I\\\(«Et Ba5|c it DIET{%DXL TL% U t— I\ URL LL.-)tI- L'C@DIE“‘TL JSON 73\
IhET,

401 }-‘LJ_\KLIDIL DE@Q&&&%T LTWw ES -g_
200 LADRT—H RFIFETHRVWIS—F—EIS—%2RLTWET,
I {"error":"Error message"}

sub (¥ 7V T M) F—%HED 20027 —4 RlE. BMERLTWET,

I {"sub":"userid"}ﬂ

‘) DY T NIRIFLI—F—ICEETHIUVELHY, TETZIEATEXEHA,

EBRIGEICLY, LTFOL D WEBMT—9DF T a Vv TREINZZENHY F T,
e name ¥— %A LKRTE, UTICHAlZRLET,
I {"sub":"userid", "name": "User Name", ...}
e email ¥F—&ZFALALX—ILT7RLR, UTFICHIZERLET,

I {"sub":"userid", "email":"user@example.com", ...}

e preferred_username ¥ — %A LR I—H—F, Thid, BEOERETIAVWHT T
DD T—=IR=—ZAF—F/IFUD THY. HEGrAEREAANFET 2HBEICERNTT, Ih
&, BREEXIN/T A T T 14T 1 —® OpenShift Container Platform 21— —%7OEY 3=
YITBBEICEY MELTEDNRET, UTFICHIZRLET,

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.43.>—7 Ly b DIEK

TATYT 4T 14— 70/ ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret 7 7V N&EBELT, 7547V =00y b, 9547V NIBREBLUF—%2
ICHAAHRFTT,

FIE
o UTDIOY Y RAFAHALT, ¥F—BLVIAENEEN S Secret 7 7 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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FIBETFATYTAT4—7TANA T —DHE

ek
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 3% FE~< Y TDERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILERMATE=OICERINET,

FIR

o LTFToav v KuEAL T, RIEEMNE F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV b
FolE. UTOYAML ##ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.4.5.Basic s8EE CR D% > TIL

UFROHRY LYY —2 (CR) 1. Basic BEEF A F VT4 74 —TONRA F—DNF A —4 —5 L OFH
AShzEERLES,

Basic 82aF CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6
ca: @
name: ca-config-map
tisClientCert: 6
name: client-cert-secret

tisClientkey: @
name: client-key-secret

ZO7ANA Y —ZIBRIND I—HF—ZICEEFFE LTHMIh, 7470714714 —BHMERK
INFEY,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY IDHBILIN D AER
L E9,

Basic REEN v ¥ —TCERiLIBE#®R == |7 AN D URL,

FTa v BEERADURL DY —/N—FIAEERIT H7DIFERAT S PEMITYyO— NIhic
FRELE/N Y KL% &1 OpenShift Container Platform ConfigMap # 7> = 7 k~AD SR,

A7 aV BEEFH URLADERERTT IMICEEIEZ 547V NMEREEET
OpenShift Container Platform Secret # 72 = 7 k~DS R,

754 72 MEBRZEDF—% 58 OpenShift Container Platform Secret - 73 = 7 hADS
H&, tisClientCert MEEINTWRIGZEICIIRAICRY FT,

@ ® 0060 ©® 9

BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

746. 7ATYTATA—7TANAY—DI SR —~DENN

JSRAHY—DAVAN=IEIC, PFATVTATA—TANA Y —%2FDISAY—IEBML, 21—
ﬂs_o)um DIE%ggli'—c % 6 ct 5 ‘: L/ i'ﬁ'o

(1} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

¥

L EBEINAZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>
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TUTATA—TANRS T—DFKE

i
N
i
N
A

pa 3

CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&1E. TDELE%
BELTEEEHDY A,

J

CTATYTFATA—TaAnNA T -1 - L TISRY—Icav4 v L, 7Ory 7 MHH
INEHNRRAT—REAALET,

I $ oc login -u <username>
3 A—Y—PEBICOTAYINhTVWE I L a2HRAL, 21— —FEXRRLET,

I $ oc whoami

7.47. BERXMBTAT VT 1454 —70/84 5 —D Apache HTTPD X E D

OpenShift Container Platform 4 OEXMRT A T T 4 T4 —7T0O/N( ¥ — (IDP) 2R E TlL. IDP
HP—N—DEIIELTEBRICDOVWTISON TIHET2RENDHY ET, TNEHREICT HDHIC.
Apache HTTPD TCGI RV ) T N FRHTEE Y, A€/ a v TlE. W OHrDHEBNLET,

fll: /etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt

SSL CertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Bl ;var/iwwwi/cgi-bin/login.cgi
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#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

fll: /var/wwwi/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7471 7 71 VDEH
Apache HTTPD Web % —/\—TE T 2 7 7 1 ILDBEHIZUTDEH Y TY,
e login.cgi & & U fail.cgi (FE1THEE (chmod +x) TH I HELHY £T,
e login.cgi & & U fail.cgi ICIE. SELinux ABMICINTWBIHE, #EY)MR SELnux AV TF R
N D7 FIE AR Y £ A:restorecon -RFv /var/www/cgi-bin, 723> 7% X MH'Is -laZ
%Z{E A L T httpd_sys_script_exec t THZDZ & ABEL X,

e login.cgild., 1—H—7»' Requireand Auth 71 L V71 JAFEALTERICAJAVTES
BRICODARTINE T,

e fail.cgi i@, 1—H¥ =074 VICKRKT BBAEICRITINET (HTTP 401 BRI N &
EDE

7.4.8.BasicRED NS TIVYa—Fa VT
BLIKEBIAMEEIEZ. Ny IITYRY—N—ADRy NO—EHKICEELTWVWE T, ELT/NY
TDGBEIF. YRY—Tcurl AYX Y RAEEFTLET, EERAAOTA VAT AMNTBICIE. UTFoadv

v RBID <users & <password> = EWREFREEBRICEIRA T T, BWLROTA V2T AMNTBIC
i, ZTNoZELKRWRIIBRICESTRAZT,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BRINE
sub(H7Ux4 M) F—%$D2002R57—4% ZiF. BHERLTWET,
I {"sub":"userid"}
BTV NI LAY —ICEBTHILENHY., EETZIERETEI A
BRIGEICEY., UTOL D WBMT -0 T a v TRHINZZEDPHY ET,
® name ¥ —%Z &AL KRTH:

I {"sub":"userid", "name": "User Name", ...}
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i
N
i
N
A

X5
wi

FUTFAT4—TANA Y -0

o email ¥F—%FHALAX—IT7KLZR:

I {"sub":"userid", "email":"user@example.com", ...}

o preferred_username ¥—7% {ff L R 1 —H—£:
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username ¥ —(3, EBDEETCEIAVWH TV LI M T—IR—AF—F7%IF
UlD —Cy)l’) :H.J Lv_.l-ﬁ 7’&%5']75‘?_7_3_51% ‘H—E*U—Ca—o L_n‘!;t\ nlunIEanfx..} ’fT/T'f
7 4 —® OpenShift Container Platform 21 —#'—% 7OEY 3 =V /4 3F8ICEY hE LT
Eohxd,

KB DBE
e 401 mK‘iDIbDEQ%W%T L—Cb\i—g_
e 200 LIADRT—F RELIEETRVWIS—F—IFTF5—%RLTWZET: {"error":"Error
message"}
75.BRNY I —TATUVT4T4—7T 0N T —DERE
request-header 77 o 7_-“/7_-4 T4 —70/N4 ¥—%, X-Remote-User & & DERA v ¥ —{EH 555!
TEHLIIERELET.,. B, ChIEFERANY Y —EELRETIRAETOF > —EHAINET,
7.5.1. OpenShift Container Platform O 71 7> 714 74 —7ONA ¥ —|ZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, 7TATVT14T4—70ONA
H—EIBETDICIE. PTATYTAT4—7TANAY—%EL., ThEISRAY—ITBMTEHRY
L)Y —REEHT 2RENDHY FT,
pa 3]

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIhFt
Ao

752. BRAN Y H—EREFICDWT

BRANY Y —TATVT1T4—7T0O1N1 5 =&, X-Remote-User B EDERANY ¥F—EH S 1 —
H—%2BALET, BF. CHIFERANY Y —ELRETIRAETOFS—EHAINE S, EXAY
F—DTATVT 1T 14—FO/NA 5 —IE, htpasswd. Keystone, LDAP. Basic ZRiE/% & DERE/S R
J—ROJA VAEFERTZMOTATYTAT4—TANA T —EAEDLED I EIETEE A,

pa )

IS, AI2a=2F4—THR—MIND SAML LT B EDFMARBREICERAY ¥ —
PATFYTATA—TONAY—%FRATEET, DV a1— 3 ViERedHat Tl
HR—FINTUVWAWZ EICEFELTLEIY,

A—HF—DIDTATUVTAT4—TANA Y —%FAL TRIAMETOICIE, REETOF2—RAT
https://<namespace_route>/oauth/authorize (B & Y TN R) ICT7 VR T 2RELNHY FT, h
ZEITTBICIE. OAuth h— I v ICH T IR DEKR %
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https://<namespace_route>/oauth/authorize IC 7O0F > —MEBF 2 7O0F > —T Y RIRA U MY ¥
AL METBLD OAuthH—NN—%BELET,

T30 —R=—200O074 Y 70—DBEIND I ATV MDODFREAEKREZVFAL I T BIC
I UATFZRITLET,

o providerloginURL XS X —8—% A V85071 TRISA TV MNeiRild 28570+
v — URL ICERE L TH 5. EK% hitps://<namespace_route>/oauth/authorize (Z 7’0 F
¢/_ L/ i’a—o

WWW-Authenticate ¥ ¥ L VOB BEINZ VATV M OLDIRBIHERE YA LY T BIC
&, UTFEEITLET,

e provider.challengeURL /X5 X —% —7% WWW-Authenticate ¥ v+ L 0" FEIN 20 51
Y NERHY BRI TOF T — URLICEREL., BEX%E
https://<namespace_route>/oauth/authorize IC7O0F > — L 7,

provider.challengeURL & & U provider.loginURL /X5 X —#4 —(CI&, URL DY ') —E2ICLLTD
N—OVaEEHDBIENTEET,

o ${url} IFIREDURL EEXH|A SN, TR —TINTIIT) =N A—H—TREINZE
_a—o
f5l: https://www.example.com/sso-login?then=${url}

o S{query} IHEFDI/IT) —XFIEBEHAON, TRT—TIhFHA,
f5ll: https://www.example.com/auth-proxy/oauth/authorize?${query}
B

OpenShift Container Platform 4.1 DBF T, 7OF Y —IFHEE TLS #HR—MLTW3
MHENHY FT,

7.5.2.1. Microsoft Windows CT® SSPI it R— b

BF

Microsoft Windows T® SSPI #fxtR— MDFERIEIT /Oy —T L Ea—#eEE LT
DODHEH-INZFT, 77/00—TL E1—#4EElIZ. RedHat D —ERLRILT
J) =XV N (SLA) ODRRATHY ., WENICELTIERVWI ELHY £9, RedHat
BEBRBRECINOAFEAT I EAHELTCVWERA, 77/0V—FLEa1—#
fEld., BRFOEGMEEVWVERCREHL T, FARBRETHEDTAMNETVWT 41—
Ny DERBELTWEESZEZBHHNELTWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIN,

OpenShift CLI (oc¢) . Microsoft Windows T®D SSO 7 O—%FFa 9 % 7= IC Security Support
Provider Interface (SSPI) & R— ML E T, BRANY I —DTFATVT4T4—TONM5—%
GSSAPI i 7O+~ — & HITER L T Active Directory 1 —/3X—7% OpenShift Container Platform IZ
BT 558, 1—Y—IE. RAA VSIFEHD Microsoft Windows A Ea—4—Hm5o0c ATV K
A4V —7 x4 A%FHERA L T OpenShift Container Platform IZ¥ L TEHEIMICEREEI N E T,

753.58E~ Y TOERK
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FIETFATVTA4T4—TANA 5 —DHRE

TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TATA—TAONA T —THRERIFENY RILEEMATE=OICERINE T,

FIR

o LFToavy KuERAL T, RIEEMNE L1 5 OpenShift Container Platform ConfigMap 7+ 7'
VI hNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV
Fold, UTOYAML ##BALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

754. BRKANYH—CRDOY >V TIL

UFDARY LYY —R (CR) IE. BRAYVI—FAFYTFATA—TANRAT—DNRFTA—9—54&
VI Nh2EZRLET,

ERAvHF—CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:

challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
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O ® o

o

@ 9 9 9

54

nameHeaders: Q

- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ZOTANA T —ZIRBERANY S —D1—H—ZIEBRHE LTHMIN, PA4T7Vv71474—%
MERINZET,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY D HBILIND AiE%R
L E9,

# 7> a3 v JEFREE D /oauth/authorize EXK D) ¥ 1 L U &% URL TY, Thik, 759
YP—R=—2Z2DV 147> 285 L. ZDEXK% hitps://<namespace_route>/oauth/authorize
IC7O0F>— L XY, https://<namespace_route>/oauth/authorize IC 70+ > —9 % URL &
/authorize (REICRAZ v ¥ ald7aW) T T L, OAuth AR 7 O—EUICHEEET 2L D ICH T
NRRETOFV—FTZ2RELIHY T, ${url} FIBEDURL EBEBEZA SN, TRT—TINT
PJI)—IRSA—F—THREINZFT, ${query} IRFTDI I —XFIEBEBEHMAONET,
COBRMNEZRINLWVIGEIL loginURL AFEREINZHBELAHYET,

Z 7> a > JEFREED /oauth/authorize EXXD Y ¥ 1 L U ME&E74 % URL TY, ThITE

Yy, WWW-Authenticate F v+ L VN FEINZ IS4 7V NORIENThN., TNHDEKRD
https://<namespace_routes/oauth/authorize IC7OF > —3XnFF, ${url} I(ZIRED URL & &
EZON., TIRAT—FINTIITN NS A—9—TREINZT, ${query} ITRF DI T

) —XFHEBEHBAONET, COBMAERZINQWVWEEIE. challengeURL WMER I %0
ErHYET,

PEM T~ O— KRIN7EEBAE /Y RIL % ET OpenShift Container Platform ConfigMap & 7'~ =
PRADSR, VE—PM—N—ICL>TERRINS TLSAAEEZRIET D7-DICNSAMNT Y
A—ELTHEAINET,

BF

OpenShift Container Platform 4.1 DB T, ca 7 4 —IL RIZZDT7A TV T4
TA—TONAT—IIBETY, Thid, 7OFS—DHEETLS #HR—MLTL
DEBENDHDIEEZRBKRLET,

A7 av: HBL (en) D—E, INMHBREINTWEHEIE. BERANvY—D1—H—%%
Frv U FBRIIBEINDS—ED Common Name (ch) ZFDOEMA Y 54 7> MEFEHNRT
INZBRELAHY T, ZDIFE. TXTD Common Name BEFATINFE T, ZhikcasilH
ABhEZBEICOHAMFERTEET,

A—Y=TAT VT4 T4 —%2IBEICF v I IDRIERT A 5%, EZ2ECRTDNY
=@ T7ATvT4T74—ELTHEAINET, ThIBBETHY., AXFNMNFEZXFILET,

A=VT7 RLRAZIBHBICF Vv IT2RICERT DAY Y-, BE28UVKRIDAY I —EX—I
PRLRELTHEAINIT., ThIFEETHY., AXFIXFZXHLET,

RTBEIRBICF v I TERICERATEZAY S —F, BZEUCRIDAYF—FRTFEELTE
AIhEYT., ThIFERTHY., AXFIXFZRHLET,

WIS —ZE|ERICF v VT IBIERT SNy Y —% (headers ILIEEINEAY F—T
REINDZEEARADTATVTATA—ERRDIFE), BEEEORNOAYY—IF, 7OE
VaZVIBICHERI—Y—-ZE LTERAINET, ThIMERTHY. AXFMXFEERFILE
-a—o



FIETFATVTA4T4—TANA 5 —DHRE

BIER R

¢ TRTDFATUYTATA—TANA T —|ICIHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

755. 7ATYTAT4—7ANAY—DYI S5 RY—~DIENN

JSRAHY—DAVAN=IEIC, PFATYTAT4—TANAY—%BFDISAY—IEBML, 21—
ﬂs_o)mb DIE%;‘%??T X 6 ct 7 ‘L. L/ i'ﬁ'o

([} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAFT—DHRY LYY —2R (CR) VR LET.

o EEEZELLTOJAVLTWEBHMENHYXT,

FIa

I $ oc apply -f </path/to/CR>

Pz
CRHOBFEELAWIGE. ocapply 3 CRZEK L. ISICUTOESEE MY
H—9 2L H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DiF&E. TDE
ERALTEHEEDY A,

Lo~

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icay4 L., 7Ov 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOJAVYINTWEIEEEREL, 1 ——EZA2RRLET,

I $ oc whoami

7.5.6. Exk~Nv ¥ — % L 7= Apache 5RELE% E Dl

ZDFITIE. BRANYY—TATYT 4714 —70O/1 ¥ —%{EH L T OpenShift Container Platform
D Apache BRFE7OF > — %% EL T,

HRAY LATOF>—;
mod_auth_gssapi EV 1 —I/LOFERAIK, BERANY Y —TATFTVT14T74—7TONM5—%FRALT
Apache BRI 7OF > —%BET 2 —MHUAFETITN, RADHETIEHY FHA. UTOEH%TH
dE, o 7OF> —5B{EICERATEET,

o U547 NEXR®D X-Remote-User~vy ¥ —%7Ov I LT, RS—T74 V7 %HEEET,

e RequestHeaderldentityProvider 5 € TV 24 7> NIBAZEDRA ZEA L X,
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FrLrooO—%FALTIRTOERIAERICDOWVTD X-Csrf-Token Ny ¥ —%ZET S
WEIHY ET,

/oauth/authorize T RRA Y NEZDH TNRAOANN T OFY —IhBZBENHY FT,
Ny DTV RY—N=PNIS54 T NEELWGRICEETEREIVSIL I MIESHX
DZURELNHY FT,

https://<namespace_route>/oauth/authorize (Z 7’0 F < —9 % URL |E /authorize T T (R
BORZv>alL) T2MENHY FT, /=& 21X, https:/proxy.example.com/login-
proxy/authorize?... |&. https://<namespace_route>/oauth/authorize?... IC70OF>—9 3
WNEIHY ET,

https://<namespace_route>/oauth/authorize (C7OF > —X 1% URL DY 7/ R

I%. https:/<namespace_route>/oauth/authorize IC7OF > —F 2MEBELHY FT, & X
I&. https:/proxy.example.com/login-proxy/authorize/approve?...

I%. https://<namespace_route>/oauth/authorize/approve?... IC7OF > —F 2 EHLH Y
x7,

R

https://<namespace_route> 77 K L X {3 OAuth H—/X—~DJ)L— K TH Y. oc get
route -n openshift-authentication #3E{T L TS TEX X7,

Bk~ v ¥ —%&fHf L 7= Apache FRREDRE
ZDOFITIE, mod_auth_gssapi EV 12— AFERAL. BRAYY—TATFVTF4 T4 —TANA 5 —
ZFEAL T Apache BREE/OF >V — %R ELE T,

AR

56

e mod_auth_gssapi € 1 —JL% Optional Fv¥ 3L DoEFELEFT, O—AILTI VICUT

DI =T %A VARN—IVT2RED’HY T,
o httpd

o mod_ssl

o mod_session

o apr-util-openssl

o mod_auth_gssapi

o EHINIAYI—%XETIEKREZRIATZLHDICCAZERLET, CA%ZET OpenShift

Container Platform ConfigMap # 7Y =/ b2 E&HL FT, Thidk, UTFTEZEFTLTITVWE
ER

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

‘) CAlZ. ConfigMap # 7<% h® cacrt ¥ —IIRET 2HELNHY 7,


https://access.redhat.com/solutions/392003

i
N
i
N
A

BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

TUTAT4—TOnRS —0F%E

o ZNTOFV—HDIZAT Y NIBEAER LT, TDIEBAZEIX, x509 FFAZEY —IL&&F

ALTERTEEY, BRINAAY I —ZXBEITDERERAT 57D, EMLECAT
VA7 MNEREICELRT2HREDDHYEY,

o FAFVFATFA—TOANAY—DHRY LYY —2R (CR) BERLET,

FI7

ID7OXT—3 U547 MNEBREAFHRAL T OAuth —N—ICEHE L EF 9., Zhid. X-Remote-
UserNv ¥ —%EfETELDIEREINET,

1. Apache SREDFEEAE % ERK L £ 9. SSLProxyMachineCertificateFile /X5 X —4% —DfEE L
TEETZIAHATE. TOFY—5H—N— (I L TRIATHLHOIFERINZ TOF2—D
9547 NEBBETY, Thik, ERINAF—DH 1 7 & LT TLS Web Client
Authentication =R d 2 ELNHY X,

2. Apache BREAERLET. UTFDT YL — A2 FRHL THERRESIMEEZEELE T,

BR
TYTL—bE+RICHREL, TORBZREICAILIICHRAITAIALE
_a—o

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com
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DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
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</Location>
</VirtualHost>

RequestHeader unset X-Remote-User

pa

https://<namespace_route> 77 K L {3 OAuth —/X—~DJ)L— K~ THY. oc
get route -n openshift-authentication #5317 L TEVETZ £ 9,

3. ARH LYY —2R (CR) D identityProviders 29 H#%#EH LT,

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. REZHERLIT,

a. BRI SAT Y NIRAESLIUANY Y —ZHBELT. b—IV2EXKL, 7O0¥>—%
NWANRRTEBIEZHRBLETY,

# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. 7347V MIASZRHELLBWERD, SAHASRLTA IV 2ERLTRRTZ L
=HELES,

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. challengeURL Y ¥4 LU DT V714 T THBIEEHERLET,
# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-

client&response_type=token

UTFDOFIETHEET % challengeURL Y ¥4 Lo h=aE—LE T,

d Zoavy REZETLT. WWW-Authenticate EXxF v L VY, XJYI—hkhFv LV
I, FREEEFENSOMADF v LUYIESL 401 HEARRLET,

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

59



OpenShift Container Platform 4.10 323 & & U'E20]

e. Kerberos ¥4 v M &R FIFEREFIC. OpenShift CLI (oc) ~DOJ A v &TA ML
i_a—o

i. Kinit #{EHB L T Kerberos ¥4 v MEERLEZEIE. ChERELET,

I # kdestroy -c cache_name ﬂ

ﬂ Kerberos ¥ ¥ v~ 1 DEEIAIEELE T,

ii. Kerberos ZREEEHRZHEALToc Y —iLicOJA4 Y LET,
I # oc login -u <username>

70V 7 NT. Kerberos /A2 —R&EADLZET,
i. ocY—iHo0dT7oMLET,
I # oc logout
iv. Kerberos ZRGEEHRZMEALTF v hZEIGELE Y,
I # Kinit
7OV 7 NT. Kerberos 1—H#—ZHLUPNRRT—FEAALZET,
v. ocV—JLICAJAVTEBIE=HRLET,
I # oc login
REDNELWSEEIE, BIORBREANETICOTIVTEEY,
7.6. GITHUB %7213 GITHUB ENTERPRISE 71 TV 7 4 74 — 7 A/NA
& —DE&E
github 71 757 14 74 —70O/N1 ¥ —%_ GitHub F 7zI& GitHub Enterprise ® OAuth FREEH —/\—
WK LTI —RBENRT—RERIET 2L D ICERE L £29 . OAuth [& OpenShift Container
Platform & GitHub & 7z i& GitHub Enterprise BID h—2 VR O—%ZBZICLZE T,
GitHub #5& %M L T GitHub F 7% (£ GitHub Enterprise DWFNMCEKTE F 9, GitHub

Enterprise fi&DIFHE. 1 Y AH ~ 2D hostname 23I5E T BN HY ., Y —/NN—~DERTHERT
caflfBAZNY NIV EF S a3V TCIRET DI ENTEET,

pa )

ELICERBABWRY . LUFDFIEA GitHub & & U GitHub Enterprise D75 IC @ X
ni’a—o

-

7.6.1. OpenShift Container Platform D74 774 74 —7ONA ¥ —IZDWT
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FIETFATVT14T4—TaAnN415—b

77 # )L b Tl&, kubeadmin 1—H'—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
S—%BET DI, FATYTAT4—TONAY—%hL., ThEISRI—IEMTDEHRY
LYY —2REERT 2RENDHY T,
Pz
I i LV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIh Ft
A’Q
7.6.2. GitHub 5REEICD W T
GitHub F35E ZET D I & ICL 2T 2 —H—IF GitHub FREEIE#R % [ L T OpenShift Container
Platform {ICAY A4 Y TE XY, GitHub 2 —H— ID Z#HF DT X TDI1—H—H" OpenShift Container
Platform 7 2 X4 =IO 74 Y TERWEDICTBHIC. 77X ZRED GitHub ##D 11— —
ICHIRRT 22 &N TEET,
7.6.3.GitHub 7 7)) r—< a v D&%
GitHub F 7% GitHub Enterprise # 74 TV T4 T4 —7ANA ¥ —& L TERT 3ICIE,. FERT 27
TVr—2avaEBRTINENrHYFT,
¥

. 77) 45— 3% GitHub TESRLZE T,

e GitHub M375&. Settings — Developer settings - OAuth Apps - Register a new OAuth
application =2 ) v 2 LZ¥ T,

® GitHub Enterprise M5 & 1. GitHub Enterprise IR—AR—J(CREH L TH S Settings —»
Developer settings = Register a new application z27 ') v 2 LE Y,

2. 7V = av&%E AALET (B: My OpenShift Install),

3. IR—L~_R— URL (f5l: https://oauth-openshift.apps.<cluster-names.<cluster-domain>) = A
ALET,

4. F T2 av:7FVr—2avosBEEAALES,

—

5 R O—J)I/Ny P URLEAALET, TIZT. URLDEDYICIETATYT4T14—70aN
44 —® name *EZFNFT,

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

UFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. Register application=27 Y v 27 L&E 9, GitHub &V 47V NIDEIZATV N —D
Ly MERELET, ThODEIEE. PFATYTAT4A—TONA Y —DEREETT T 5758
ICLETT,

7.6.4.>—2 L v NDOEK
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/authorizing-oauth-apps
https://github.com/settings/profile
https://github.com/settings/apps
https://github.com/settings/developers
https://github.com/settings/applications/new

OpenShift Container Platform 4.10 323 & & U'E20]

714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAHFT T,

¥

o UTDOAY Y REFEALT, XFNEEL Secret 7 727 MAEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT Y REZEFTLT, SMBAZE 7 7ML RBREDT 7M1 IIDHRE%EEZL Secret 7 72 ¥ b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. FE~ Y TOEM
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

pa 3]
A ZDOFEIE,. GitHub Enterprise ICOHNHETT,

FIR

o LTFoavy K=ERAL T, RIEEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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i
N
i
N
A

EvEh
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.6.6. GitHub CR D%~ 7L

UTDARY LYY —2R (CR) &, GitHub PA TV F 4 T4 —FONA F—DI85 % — & — 5 L O
INBEZRLET,

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: 6

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

ZDTONA Y —ZIE GitHub O F1—4%— ID (CEEFHE LTHMNIN, PATVYTA4T4—
LHMERINE T, INIET—IL/NY Y URL Z{ERT 27-DICEFERINET,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

7 av BREBEHFDURL DY —N—SIAZ AR T 27-DIFERATZPEMIYI— NI hi
FRELE/\ > KIL % &1 OpenShift Container Platform ConfigMap #+ 72 = 7 hADS8R, JEAF
TEFEINTWSIL— MNEBAZE T GitHub Enterprise DIFEDHERAINFE T,

O o o 9o

HEEHD GitHub OAuth 7 7 r—< a3y OS54 7Y NID, 7 TUHr— 3y
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i&. https://oauth-openshift.apps.<cluster-names>.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—)L/Xv 7 URL 2 FA L CERET 2HELHY £,

GitHub TRITINZ V547V ¥ —2 L v MHE F N B OpenShift Container Platform Secret
FT7Vx0 MADBE,

®

GitHub Enterprise D% & . example.com REDA Y RAY VYV ADKRA NG &EIGET 2MENHY X
¥, ZDfEIL /setup/settings 7 7 1 JLIZ#H % GitHub Enterprise hostname fEIC—H T 2 HEH
HY, R—rEBSEEDDIEIFTITEEA, TDEIBREINRVIGE. teams /=13
organizations DWINMNAERZINZIMENHY £, GitHub DIFHEIE. TDINTAXA—4H—%
ABRLET,

o

Q HBD—ETY, hosthame 7 1 —JL RAEREINTULARLD. mappingMethod %' lookup IZ5%
EINTLWBIGEIL organizations £7-ld teams 7 1 — )L RABRET Z2HELAHY ET, hid
teams 7 1 — )L NEHAEDETHERI B EETEEHA,

@ F—LD—ETTY, hostname 7 1 —JL ROERE I N TLRLA, mappingMethod 7' lookup

BREINTWVWBIHEIL teams F /2|4 organizations 7 1 —IL RKOWThOERET Z2HEHLH Y
£9, INid organizations 7 1 — )L REHAEDLETHERATEILIETEEEA,

pa )

organizations F 7|3 teams NMEEIN TV BIFA, VPR EE—EBOWVWTIH DHERE
DAVIN—=TH3 GitHub 21— —DHAHI AT AV TEET, ZOHEBA clientID TEX
EI N7 GitHub OAuth 7 ) r—> a v &AL TWRWES, EBOMmEEIEID
AT aVEFRTZEOICY—RR—=F 1 —DT7 V2R 55T 2HEL’HY FT,
CHISEBOEEBEENMED GitHub O 7' 4 VBFIC, F /2 GitHub DFEBERE TEITT
R

BIER R

o IRTDTZATUTATA—TANAYT—IIHBTZNNSA—Y—DFEMIZ. 71 TVT4
T4 — 70O, F—D/NF A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

767.T7ATVTATA4—TANAYT—DI SAIT—~DEM

JSAH9—DAVAN=IEIC, PFATVTATA—TANA Y —%BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%;‘%’?T % 6 ct ’) ‘: L/ i'ﬁ'o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTFATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

=2

I $ oc apply -f </path/to/CR>
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FIETFATVTA4T4—TANA 5 —DHRE

Pz
CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DIiF&IE. CDELE%
BRELTIEEDY X EA,

2. QAuth —R— 5 h—J VZBBLET,
kubeadmin 21 —H#—HHIBRINTWBRY, oclogin AT Kk, h—JVEEBTES
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web VY —=IUDSEIZDR=IVIZT I AT SICIE. (?) Help » Command Line Tools -
Copy Login CommandiC#$&1 L £ 7.

3.WAETB =V VEELT, V53R4—-ICAJ1VLET,

I $ oc login --token=<token>

R

CDTATYVTATA4—TANA T —F, 1 —HF—ZENRRT—RAEFRELTAO
TJAVETBEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —F—Ea2RTLET,

I $ oc whoami

77.GITLAB7A TV T4 74 —7ONA Y —DERE
GitLab.com 7zl ZDM®d Gitlab 4 Y X4 VY X% ID 7ONA ¥F—& L TEHEA L T, gitlabID 7O
19—%8ELET,
7.7.1. OpenShift Container Platform O 71 7> 714 74 —7O/NNA4 ¥ —IZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, PTATVT14T4—70ONA
F—5IBET DI, FATYTa4T14—7ANAF—%Ldh L. ThEVSZAS—IEBMTEHRY
L)Y —REERT BDRENDHY FT,

pa !

I v 8LV % %= ED OpenShift Container Platform 2 —H'—&3HR— b I FH
Ao

7.7.2. GltLab nlu\n.l.—t ‘\_ W T

GitLab BREIZERET B &IL > T, 2 —H—I(F GitLab FREEIE#HR % F A L T OpenShift Container
Platform icOJ 4 Y TE XY,

GitLab/X—2 32 77006 1.0 2FAT 3561, OAuth#ia 2B L CERL 9, GitLab /3—
v T EDISZE L. OAuth TlE% < OpenlD Connect (OIDC) 2R L TEfK L £,

773.—7 L v bDERK
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714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAH T T,

¥

o UTDIAY Y REFEALT, XFN%EEL Secret A 727 MEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT VY REZEFTLT, SMBAZE 7 7ML R EDT 7M1 IDODHRE%EEZL Secret 7 72V b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4.58FEX v TOIERK
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

SV =
Z DOF|EIE. GitHub Enterprise ICOHHETT,

FIR

o LTFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.7.5. GitLab CR D> 7))L

»

UTFDOARY L)Y —R (CR) &, GitLab PA TV T4 T4 —TANRAET—DIRF A= =B LVFHFA

INhBEZRLET,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9
ca:

name: ca-config-map

ZDTANA I —ZlE GitLab B F1—H— ID ICEEFHE LTHMIN, PA4ATYT14T74—4%
PERINZET, Chidd—IL/Ny Y URL ERT 27=DICEFERINE T,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

BEEHD GitLab OAuth 7 77— 3> D954 7Y MIDTY, 77V r—vay
I&. https://oauth-openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—J)L/Xv 7 URL #FA L CRET Z2HELHY £,

GitLab THEITINZ IS4 T7 >V ho—U L v MHEE NS OpenShift Container Platform Secret
FT7Vx0 MADBE,

GitLab A4 ¥ —®DHRRX M URL TY, Nl https:/gitlab.com/ H>, fhdD GitLab DEHZ KR
YRV ZDWTIADITRY T,

A7 a3V BEEHD URL DY —/N\—FIEAE AR T 27-DICERAT S PEM Iy O— K3 hic
FMEFR/N Y RILAE ST OnenShift Cantainer Platform ConfiaMan 4 7 7 kANSHE.

@ ® 6 o O 9
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BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 71T VT4
T4 —70O/NA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

776.TATVTATA4—TANAYT—DISAI—~DEM

JSRAH9—DAVAN=IEIC, PATVTATA—TANA Y —BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%%IT—C % 6 ct 5 ‘: L/ i'ﬁ'o

FIE =S5
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEEMEXLTAOJAYLTVWERENHY X,
FIg
L ERINALCREZEALET,

I $ oc apply -f </path/to/CR>

-

Pz
CRHOFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& 1E. T DEE
BRELTIEEDY X EA,

2. PATUYTATA—7TOANA Y —D1—H—¢ LTI RY—icas4 L., 7OV 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>
3 A—H¥—PMEBICOJTAVINTVWE I EAHERL, 21— F—RERRLET,

I $ oc whoami

7.8.GOOGLE 71 TV T4 T4 —7TANA Y —DEE

Google OpenlID Connect #i& % L T google ID 7O/N1 ¥ —%&EL £ T,

7.8.1. OpenShift Container Platform D74 7> 74 74 —7ANA 4 —IZDWT

77 #J)U N Tl kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—HIBET DI, FATYTa4T14—7ANAF—%LdhL. ThEVSZAS—IEBMTEHRY
L)Y —REERT DRENDHY FT,
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BIBETAT VT4 T4 —TOANRM 5 —D%
pa 3]
I v BEU % %= EL OpenShift Container Platform 1 —#—Z 3B R— M I FH
Ao

7.8.2. Google FREEICDWT

Google 574 TV T4 T4 —7TONAF—E LTHERAT S5 & T, Google I—H—(EH—/"— TR L
THRIAINZE T, hostedDomain ZEBMEEFAL T, HEDERAN KA VDAV IN—IIRIAERE
TEHIENTEET,

R

Google 57 AT VT4 T14—7ANAF—E LTHERT BIC
I&. <namespace_route>/oauth/token/request ZfF L T r—2 v ZE4EL. I< VK
FAVY—ITHERATIVENHY T,

7.83. =7 L v bDYERK
714 T VT 4T 14— 70O/ ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret 7 7z N&ERELT., 7547V =00y b, 9547V NIBREBLUVF—%2
ICHAAHFT T,
¥

o LITDIY Y NEFRALT, XFEET Secret 7 72V MEERRLE T,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B b
FzlE, LTFTOYAML # @R LTY—2Ly NEERTEET,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o UTDIYYRAERETLT, fBHAE IV 7ML RED T 7AILDORETE S Secret 7 7 =V b
HEETEEY,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4.Google CRDY > )L

UTDHARY LYY —R(CR) X, Google PAT VYT AT 4—TANAT—DINS A= —5LVHT
IN2EEZRLET,

Fit
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Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

ZDFTONA F—%IE Google DHFD 1 —H— ID ICEBEEE LTI, P4 T7VT 1
TA—BADPMERINET, ThIFV AL I NURL ZER T 27DICEFERINET,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IN D AE%R
L E9,

BEREHD Google 7OV TV h DU ZA4T7Y MNIDTY, 7OV ¥ ME, https:/oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-name> @ ')
4L I MNURI TRES DHBEVHY ET,

Google TRITINZ V47V b —U Ly MHEF N 5 OpenShift Container Platform Secret
FT7Vx MADBE,

® o @@G

YA VAV TADY "M 2FHIRT 2 7OICFERIND KA ML RNAA Y T, lookup
mappingMethod »"ER I NZIGEIET TP avIilRY £, ZDIHFEIK. TTD Google 77
'7/ I\U)Dlla DIEb\ntFT-kni-a—o

RS

¢ TRTDFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

785. VAT UTATA—TANAY—DYI S AFT—~DEBM

JSRAH9—DAVAN=IEIC, PFATVTATA—TANA Y —BFDISAY—IEBML, 21—
ﬂs_o)um DIE%ggli'—c % 6 ct ’) ‘: L/ ij—o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

o ERELLTOJAVLTWEBHMENHYZXT,

FIR

70


https://console.developers.google.com/
https://developers.google.com/identity/protocols/OpenIDConnect#hd-param
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider

FIETFATVTA4T4—TANA 5 —DHRE

EINLCRZHEALIY,

E
I $ oc apply -f </path/to/CR>

R

CRHOIFEELAWGEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& 1E. T DEE
EBELTEEEDY A,

2. OAuth == k= VERR/LET,
kubeadmin 1 —H—AHIRINTWBRY., oclogin A¥ Y Nk, h—JVZEFTE3
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web VY —=IUDSIZDR=VIIT I AT ST (?) Help » Command Line Tools -
Copy Login CommandIiC$&1L £ 7.

AT B =V U EELT, VFRY—ICATA VY LEY,

I $ oc login --token=<token>

pa )

CDTATVTAT4—7TANA T —lF, 21— —ZERXRAT—RAEFRELTAO
TJAVETBZEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —HF—Ea2RTLET,

I $ oc whoami

7.9. OPENID CONNECTID 7O/ 1 ¥ —DE&E
oidc 74 7TV T 14714 —70O/A4 ¥ —7%, Authorization Code Flow % {#F L T OpenlD Connect 7 1
TYVTATA—TANA I —ERETDEIICEELET,
7.9.1. OpenShift Container Platform O 74 7> 71 74 —70O/NA4 ¥ —IZDWT
77 # )L b Tl&, kubeadmin 1—H—DHIN I SRY—ICFEELET, P41 TVT14T714—70ONNA
F—%BESTDICE. PATYT4T4—TONMF %L, ThEIFRY—ITBMTDHRY
L)Y —REERT BDRENDHY FT,

Pz

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
Ao

7.9.2. OpenlD Connect FBEEICD W T

OpenShift Container Platform MER5E Operator Tl FREFHD OpenlD Connect 741 TV T 1
T 4 —70/84 =73 OpenlD Connect Discovery Tk A#RETIZHNELIHY F T,
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)z 6
" ID Token & & U Userinfo DESLIZ Y R— b IhTWEE A,

77 #J)L MT. openid DEEAERINE T, BELRIFEIL. extraScopes 7 1 —JL K TENMDEIH
HIRETEEY,

EXRIE, OpenD 7A T YT AT 4—7ONAF—H5RINS IJWTid_token ™ SFmAE SN, IBE
I N 315513 Userinfo URL ICEL > TiIREI LD JSON D SiiAELLNE T,

1DUEDEREZI—H—DT7AT VT 1714 —%5FRATEHLIIICREINZIBENHYET, ZED
TATYT4T14—EXRITsub ICTRYFET,

e, EOBRZI—F-—DOHBEI—H—F, REEBLVA-LTRFLRELTHERYSZIMNEET S

ZENTEFTY, BHOERDMEEINTWVWSRIGEE., EPANINTVWEIEADOERNMEAINE
¥, RDRIC, BEIL—L%ZRLET,

=K B4

sub subject identifier DEEHTY ., FRFRMOI—F—DYE—rTAFTY
TA4T4—TT,

preferred_username 1—H—D7OEYa =V IRKIBEINS 1 —KTT,. janedoe
REDA—H—%ZRIZBICERT ERFOEETY ., BEIE.
A—F—BFBEA-NLRED, FBHAVATLOI—H—0OTA V&
el a—4—RIIHIET 2ETT,

email X—=I)L7 KL R,

name KRB,

FHRIE, OpenlDclam D RFa Xy h #BBLTLEIW,

p= o)
OpenlD Connect ID 7A/NA =AY —RFFEHE /AR 7 — REREEER (ROPC) 757

A—%HR—FMLTVWARWRY, 2—H%—FAXY R4 VY —ILTHERT ZHIC
. <namespace_route>/oauth/token/request H5 h—0 YV ZRF T 2UHENHY F T,

7.93. 4 R—hXINTW3 OIDC 7O/ ¥ —
Red Hat (. OpenShift Container Platform % f§f L T4 E®D OpenlD Connect (OIDC) 7O/ A ' —
FTFANL, Y R—BMLZET, LLTD OpenIDConnect (OIDC) 7A/XA 4 —|, OpenShift Container
Platform TT A MBLUVHR— M INTWE T, XD X MIRWOIDC 7O/ ¥ —DEAIE
OpenShift Container Platform CTEIES 2 AREMELH Y I, TDFO/NAM ¥ —IE RedHat ITL > T
TARMINTWARWES, RedHat DY R— M ELRY T,

® GitLab

® Google

® Keycloak
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FIETFATVTA4T4—TANA 5 —DHRE

e Okta
® Ping Identity

® Red Hat Single Sign-On

79.4.>—2 L v NOEK

TAT YT 4T 14— 7 0O/N1 ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERALT, 95478 —0 Ly b 2547V NEBAES LU F—% TN
ICHAAHFT T,

FIE
o UTDIOAY Y REFALT, XFNEEL Secret 7 727 MEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UTFOYAML Z@RALTY—J Ly M 2fERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o LTOAT Y REEFTLT, MBAZE 7 7ML RBREDT 7M1 IDHRE%EEZL Secret 7 72V b
EERETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.95. %E~ v TOEM

TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =z 7 AR L. RNV NILEZNICEHARAAET, chblid, EILTFATY
TATA—7ONA Y —THERIMAENY ML EEFADDIERINE T,

ya 13!
Z DOF|EIE. GitHub Enterprise ICOHHETT,

FIR

o LTFToav v K=ERAL T, RIEFEMNE F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap 72 =7 hD ca.crt ¥ —ICRETZHELH
YExEd,
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I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

(D S
FlE. UTOYAML ##ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.6. OpenlD Connect CRDH > 7 )L

UTFDHRY L)Y —2R (CR) &, OpenlD Connect 7A FYF 4 74 —FONA F—D/X5 % — 4 —
BLUVHAINZEERLET,

ARY LFEERE/NY RJL, BIIDOEHHE. EBIMORAER/INT A —4F—, F/ld userinfo URL ZIEE T
ZELNHDIHE. T2 OpenlD Connect CREZFERHL X9,

EH D OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 9
preferredUsername:
- preferred_username
name:
- name
email:
- email
groups:
- groups
issuer: https://www.idp-issuer.com G

Q ZDTANA T =B TAT VT4 T4 —BROEICEREE LTHNIN, PA4ATFVT14T574—
ZHERINET, CNIEYSY 1LY MNURLZEKRT D7DICEFERINET,
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BIETATVTATA—TOANRM T —DFE
ZOTANA T —DTFATYT14T14—&UserA 7V MEICIYEY IHBEILIND FiE%
wEL XTI,
OpenlD 7ANA ¥ —|IEBFINTWBISA 7V NDISZAT7VMNIDTE, TDISAT VR
l& https://oauth-openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-
provider-name> ICY ¥ A LU N T2 EAFRAINTWEIRELNHY T,
9547 =20 Ly M%EEE OpenShift Container Platform Secret + 7> = 7 hADEIR,

TATYVTA4T4—ELTHATZERO-ETY, ETRVRIDOEBRMEAINIT,

Qv O

OpenID A#RICEEMINZ FHITE ID, VTV —FLE 77 AV NIAVER—Y MDD\ hitps %
FHTLI2UBEN DY ET,

5247 OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca:
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username
- email
name: 6
- nickname
- given_name
- name
email: G
- custom_email_claim
- email
groups: ﬂ
- groups
issuer: https://www.idp-issuer.com

Q F72av REFHD URL DY —N—GIBAEZ RIS 2DICERATSPEMI Y I—REhic
FREEF/NY RIL % EE OpenShift Container Platform 88~ v A DB,
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F 7> a v 888 b—2 VEKREIC openid DEFEDIIMNCERT ZERD—ETT,
A7 av I N—V VEKRICEBMY 2BMNRNFZA—F—DT v TTY,

CDTATUVTATA—DA—H—A2 OV a -V I 5BICHERI—Y—ZE LTERINS
BERO—ETYT, BECRVHEIOERNMEAINE T,

RRBELTHATSIERD—ETY, ETLRVEAOERNMAINIT,

A=V RLRAELTHEATEZERD—ETY, ZTRVRIDERIMERINE S,

OS99 6000

aA—H—m0O7 4 VB Open IDConnect 7 O/XA 4 —5H"5 OpenShift Container Platform (24
W—T%RAPT2DIFERTZIL—LD) AN, BETHRVRMDERNMERAINE T,

B AR
o TRTDFATUTATA—TANA Y —ICHETD/INSA—F—DFME. 74TV T 4
T4 —70ONAF—=D/NT A —%— (mappingMethod 72 &) ICDWTSIRL T < ZEW,
797. 7ATVTATA—TANAY—DYI S AFT—~DEM

DIRI—DAVAN=IWVRIC, PTATYTATA—TANA I —%FDY SR —ITEBML., 21—
ﬂs_@nlbuﬁ%i?i—c%éctjtubij—o

(1} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWBHMENHYXT,

FIa
EINLCRZHEALIY,

E
I $ oc apply -f </path/to/CR>

R

CRMOIFEELARWGEE. ocapply [IF CRZEK L. ISICUTOESEE MY
H—9 2r N HY £9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&E. TDE
BRELTIEEDY XA,

2. QAuth —R— 5 h—J VZRFLET,
kubeadmin 21 —H#—HHIBRINTWBRY, oclogin AY Y Kk, h—JVEEBTES
Web R=JICT IV ERT B HEICOVTDIRRZRHILE T,

Web VY —=IUDSIZDR=VIIT I ERXT SICIE. (?) Help » Command Line Tools -
Copy Login CommandIiC#$&1 L £ 7

3. DILDIE_a—él\ 9/%/FL/—C 971&_“..':]9’( bi'ﬁ'o
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BIBETFATVTAT14—TANM T —DFEE
I $ oc login --token=<token>

pa )

OpenlD Connect 74 T~ 7 4 7 4 — 7 0/34 4 —5H* Resource Owner Password
Credentials (ROPC) Grant 7O—% % /R— K9 3HBEH, 1 —HF—RKE&/XRT—FRK
EHEALTCOVAVTBIENTEFRT, 7A4TYTAT4—TANA5—D
ROPC Grant 7O—%BMICT 2FIRERITT2HENHBHZENHY T,

OIDC 74 TV T 4 T4 —7F0O/\4 ¥ —% OpenShift Container Platform TF&E
L7z, UTFoax Y REFALTAYA VY TEET, Z0BE. 1—H—%
ERRT—ROAANKRHZ 7OV T IHBHINFET,

$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>

4, A—H—HAEBICOTAVINTWEIEEHRAL, 2 —F—Ea2RTLET,

I $ oc whoami

798 Web OV Y —ILAaERLET7ATYT4T4—TANA 5 —DHE
TV

CLITIERL Web AV Y — I EFBLTCTFZATYT14T14—7ON1 45— (DP) #%EL T,

AR
o VISRH—EBEEFELLTWeb VY —IIZATA Y LTWERENDHY XY,

FIR

1. Administration — Cluster Settings I[CF81 L £,
2. Configuration ¥ 7T, OAuthz2 ) v o LFT,
3. Identity Providers £ 3> T, Add ROy 740U XA Za—D5T7AFVT4T74—70
NAT—%FIRLZET,
Pz

BEOIDPALEXT22 LR, WebAV Y —ILTERDIDP 2#IEET BRI ENTE
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FES8EZERBACHDFEAHICLZ/NN—I v avDERPLIVER

8.1. RBAC O#E

Role-based Access Control (RBAC: O—J)LR—AF7 7 RAFE) 7V o bME, 12— —270Vx
JMNATHAEDT V2 avaRITIDIENHFAIININEIDNERELE T,

INICEY, TSy N7+ —LBEBERFISRY—O—LULESLUONI VT v TEFERLT,
OpenShift Container Platform 75 v k7 # —LBRB LVPIRTOTOY 2 hADEEDT VR
LNV ER > 2a—9—%2HETEET,

MARERO—ANO—NLENRM VTV TEFERLT, 7OV M7V ERATE S 1—H— %l
TEEYT, B, B FERDFDOFIETHDZEITEFRELTLEIV, BIDOFIEIE. 773
VERFTEBZA—YF—DTAT VT4 T4 —DHBU LY BRICEELTWET,

RAUTZEALTEEINEY,

RAIATII b B4
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1}

=) 7V MDY RTHAIATWSEEADOEY Ml 21— —F /B Y —ERTH
7> hHYPod D create AT TE 2N EDHY)

ao—JL —DAL Vv av, 1 ——8LCTI—TEEHROO—IVICEERIFLY., N
AV RKLEEYTEZET,

NAYTaVYT O—J)&FER L1 —F—/7IL—THEOEEMITTY,

2DODLRIVORBAC A—ILEBEELUONA VT4 VDRI EFIELET,

RBAC L XN Bl

7 2 A% — RBAC ITRTO7AOV Y NCEAFREAO-—ILBLUONA VT4 VI TT, 95RY—
O—NIZISRAY—2EKTHEEL, 25R9—OA—IWVDNRA T4V T IZIS5R5—
O—)IDH%ES|TEET,

O—AJL RBAC ED7OYV Y MIRAO—THREINRTWVWEO—LELUONA VT4 VT T
T, O—ALO—) IZE—TOVII FNOAIHFEEL, O—ANLO—ILDONRNA VT«
VRIS RS —O—IsLon0—AlO—IIOmA 2SBTIET,

D29 —DA—NUNRA VT4 VT VFRI—LRNIVTHERETZINA VT4 IJTTHN, O—IN
AVTAv7R37aY I MURVTEELEY, O—LUNRNA T4y J@, 7OV MLV THE
BELET., V5R9—Dview (FxR) O—id, 2—H—HIT7OYV TV FERRTEZLH>0-HILOD
A=A VT4 v TEFERLTA—Y—IINA Y RTZBENHY EY, O—HO—IiIFE V5R
H—DO—IHIRHFEDRRICHBERNR—I v arvDty NERBLAWEESICOMMERT D2LENH
YE7,

ZD2DODLRILDNSRDHERBIC L O—ALO—ILTENTOS Y NHOHRY A IHEEEIC
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$F8E RBACHDFHICLBZNRN—I v avDEERS L UEH
EEFIC, 75RY—A—=ILDNNA VT4 7EL00—AA—ILONA VT4V IIHERINE
I, UTFICHIZERLET,
1. 9529 —2FKDallow JL—ILAFzvIINZET,
2. O—ANIICNA Y REnkalowIb—ILAAF v IINET,

3T 74N NTEEBLET,

BILL.T 7N bMDYZARY—O—IL

OpenShift Container Platform (Z1&. 7 5249 —24 T, FhiFO—ANMICa—HF—-BLVPTIL—TIC
NAVRTEBT 74N MDISRE—O—ILDEY hHAEEFNET,

HE

TI7AINMDISRI—O—IEFHTERIT DI EIFHREINFEA, TOLIARY
AT LAO=IANDER|E, VSRY—DEBICHELRLKRBZELHY £,

FTIAINEDIS B

A4y —0O—J

admin IOV M Rx—Vv—, O—HINA VT4 VI THERINSHE,. admin (i
iE, 7Oz MRHDITRTODY Y —RERRL., 73— 9LUADY Y —IRDTAR
TDYY—R%EERTIHERIGHY T,

basic-user 7OV bBELV AT —IIDVWTOERNRIEHRENMS TE 21— —T7,

cluster-admin IRTOTAV IV M TIRTOT IV aVHERITTCEDLR—/N—21—%—T7,
O—AINA VT4 JTA—F—IINA VY RINBIGFE, 74—9ICH0TDRER
HESLOTOY I NROTARTOY Y —RIINTBEITRTOTHIavEEFTT

TET,
cluster-status BRI SR —DRAT—Y AERZPISTES1—F—TY,
cluster-reader BEAEDF TV MBS FELIIRRTESZD, BETIALI—H—,
edit 7OV RDEEAEDTOY IV M EEETESDN, A—LELBINN( VT4V

JERRLEY, BEERELAYTIHELAFAVW1—Y—TT,
self-provisioner MBEO7OY ) MEEKTEZ1—%—TY,

view LTETERVWEDOD, 7AOVIIMNTIEEAEDA TV Y MR TED I —H—
TY, ThHEO-NLFLERINA VYTV TaRRLEZY, BEELZYTEEHA,

A—AMNA VT4V TEIZRI=NA VT AV TITDVWTDEWVICERELTLEIW, O—ALD
A=A VT 1T %FERALTcluster-admin O—J)LE1—H—|I/N( ~ RF2IH5E, D1 —H—
N2 —EEBEDREEZF > TVWAELDICKRTIINETN, ERICIEFZEITEHY ZIHA, —A.
BESOVIY MINA Y RENS cluster-admin 7 S AY—O0—J)LixzZz07AY T hODR—1—F&
BEDL D RHEELNHY, V5RAF—0O—)badminD/X—Iv > avafdE535Es. L— M RE2RE
ETHEREDODVWS OHIDBININ—I v aveERMHELET, —A. cluster-admin 70 x5 b
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DA—HF—IINA Y RTBE, 20OV LI MIDHEMNRRA—/I—EEBEEDHERNTDODI—H—IC
HEINFT, TO1—H—FVS5A¥—0O0—J)badminD/X—3I v > avagd3iEFHN L— MR
EIRET HHEERED, TOTOVII MIDVWTOWK DHODEBIMN—I v avaFEEd, 0D
NAVTAVITE VSR —BBEZIINA VY REINE ISR —0O—INN, VT 1 VT x—BRR
LARWWeb OVY—ILUI ZED ERMVICKKRYFET, L. Thid, cluster-admin Z#0— 75
WA Y R BDICFERT 2O0—AILOoO—INN, VT4 v T x—8BRRLET,

PSR —0O—=)b, VSR —O—=ILDNNA VT4 >J, A—ALA—=ILDNNL VT4V, 1—
HY—, TI—THBLVOY—ERT7AY Y NOBRIZUTICHBINTWET,

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)
Rule Rule
PROJECT
e e [ I
i i
H CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE H
i (View) (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
i i
1 1

......................................................................................
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get pods/exec. get pods/*. B LU get* IL—ILiE. O—ILICERINS & RTHE

REMSLET, R/IERORAZEHEAL, 1——8LU0IT—Yzr MIBER
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IZIE, Zh7hoo—ILARERMITONZFHEAELIN)Y—ADI M) VADNEEFNET,
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812175 A49—0O—IILD&&t
T 7 A JU MDD admin, edit, view. cluster-reader 7 5 X9 —0O—JLTld. VSR —O—ILOEH M

HR—MNINTHY., FO—IIEFRIL—IVERESICEIMNICEFRFINE T, T O#EEIX. ARI LY
Y — A %&{ER L T Kubernetes APl 23R T 258 ICDAHEHETE XY,
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82. 70 U M LU NAMESPACE

Kubernetes namespace l&. 75 R9—CTRA—THRET DA NI LERHELF 9, namespace D
L. Kubernetes RF a2 XV b ZSRBLTLEIV,

Namespace EATO—BORI—T%RHEL £,
o ERNILRMBDERZEITZLHODEHFMNE) Y —X,
o FHEINDI—Y—ICHREINLEEER,
o d3Ia=71—)Y—RDBEEHIRT DAL,

VATLRDOREDA TV Y DA D—FIE namespace THREINFTH, —E/iL/ — RKP1—
H—%EH, BRA I, namaspace NEREINFH A,

FOv I b IXBIDT / T— 3> %EFD Kubernetes namespace ThH Y., BEI—HF—D)YV—2R
ANDT IV EANEBINZHROMNAFETY, 7OV MIA—H¥—DaAIa=71— D332
—Ta—ERUYBELTOY T UV EREL, BEITSIEEFALEY, 12— —IiE, BEEIC
£oTTAY I MADT VAT EINZVENH Y., FAINZHEEEF IOV I MEERT
X, ThSOMBEOTOYV Y MADOT /AN BEFNIGSINET,

7OY o Mk, 3MED name. displayName. & & U description #52ETX 7,

o YEMname 7OV TV MD—EDID THY., CLIV—ILZFLIZAPI 2 FHET ZH8ICED
BAfEICRTRINF T, QRIDBRARIIEI63XFETT,

e #7713 @D displayName (£, Web AV Y —ITOFOY ) NDRRAEERLET (T
7 # )L ME name ICEREIND),

o F7FL3v®ddescription(lid, 7OV DI SICEHEMARKAFERATE, IhEt Web 1
VY —ITRRTEET,

£70z7 MI. LTORBDOEY hOROI—T52F/ELF T,

T b ShBA

Objects Pod. ¥—EX, L) r—yavarybo—5—1E,

Policies A—H—HPF TV MITLTTIIaVERITTEDD, TELLNICIDODVWTOD
)l/_)l/o

Constraints FIREBRETEDZTNTNOEBBEOT 7V DI +—4,

Service Y—ERT7HAD YV MNE, ATV NOF TV MADIREINLZT IV EATHE

accounts BIICHEBEL £ 9,

9525 —EREFTOT LY PEFRTE, JOV Y FOBBEERELI—F—I132=5 4 —0
EEOAVNA—CBRETEET. V525 —ERER, BREEMRAOTOVI I MEERTEIES
HATEET,

HRESLIVOBEHZIL. CLIFAEWeb AV Y —ILAFERALTIAY T NEDWEFELETTEF
_a_o
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83.77A4/) 7OV K

OpenShift Container Platform ICIZT 7 # )L DT OY =V M HZEEF M. openshift- TIHEE % 70O
VI MIA—HF—ICE>THREEBEIIRYET, ThonFOY Y ME, Pod &ELTRITINEY
RY—AVR—RVINBIVMDA VY ITSANZVFv+—aAVR—RY FERAMLZET, Critical Pod
7/ T—av ERFDINSO namespace TEMR I NS Pod (& Critical (BEE) & AR I . kubelet
ICEBZAPRIEINE T, TN 5D namespace DY RV —AVR—R Y NBITER I N7z Pod I
l&. 9 TIC Critical DY — 27 MFIF 5N TVWE T,

pa 3]
7 7 #JU k namespace (default. kube-system. kube-public. openshift-
node. openshift-infra, openshift) DL FNMMTIER I 1u7z Pod I SCC &Y H T
ZEIETEEFHA. TN 5D namespace | Pod F/2ldY—ERARTT 57DICER
THIEWETEE A,

84. V7R —O—IBELUNS VT 14V JTDRR

ocCLI T ocdescribe ¥ Y RAEFHLT, V75 R9—O—IELUONRNA VT4V ITBERRTEE
EP

Gl s
o oCcCLIDMYAKM—=ILTINTWS,
e VS2AA—O—ILBLUONA VT4 VI ERRETDZIN—IvoavaelBaLET,
PSR —BRTNA Y REINhi cluster-admin DF 7 4L DI SRY—A— )L aHO>I—H—
&, 9229 —AO—LULBLUVNA VT4V ITDRTESD., IRTOYY—ATOIRTOT7I>av
HRITTEZET,
Flia

L 7229 —0O0—-IBLVENLDOEEMTONTI—ILEY FERTTBICIF. LTFZ2RTL
i’a—o

I $ oc describe clusterrole.rbac

ol
Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]
imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]
imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]
secrets 1 1 [create delete deletecollection

get list patch update watch get list watch create delete deletecollection patch update]
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buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
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deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 I [create delete
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deletecollection patch update get list watch]
deployments.extensions/scale 1
deletecollection patch update get list watch]
deployments.extensions i
deletecollection patch update get list watch]
ingresses.extensions I
deletecollection patch update get list watch]
replicasets.extensions/scale [
deletecollection patch update get list watch]
replicasets.extensions 1
deletecollection patch update get list watch]
replicationcontrollers.extensions/scale 1
deletecollection patch update get list watch]
poddisruptionbudgets.policy [
deletecollection patch update get list watch]
deployments.apps/rollback [
deletecollection patch update]
deployments.extensions/rollback 0
deletecollection patch update]
catalogsources.operators.coreos.com 1]
patch delete get list watch]
clusterserviceversions.operators.coreos.com 1]
patch delete get list watch]
installplans.operators.coreos.com 1
patch delete get list watch]
packagemanifests.operators.coreos.com 1
patch delete get list watch]
subscriptions.operators.coreos.com 1]
patch delete get list watch]
buildconfigs/instantiate 1
buildconfigs/instantiatebinary I
builds/clone [ 1
deploymentconfigrollbacks 1
deploymentconfigs/instantiate 1
deploymentconfigs/rollback 0
imagestreamimports I
localresourceaccessreviews 1
localsubjectaccessreviews 1
podsecuritypolicyreviews 1
podsecuritypolicyselfsubjectreviews 1
podsecuritypolicysubjectreviews 1
resourceaccessreviews [
routes/custom-host i
subjectaccessreviews 1
subjectrulesreviews [
deploymentconfigrollbacks.apps.openshift.io 1

deploymentconfigs.apps.openshift.io/instantiate i

deploymentconfigs.apps.openshift.io/rollback 1
localsubjectaccessreviews.authorization.k8s.io 1
localresourceaccessreviews.authorization.openshift.io
localsubjectaccessreviews.authorization.openshift.io
resourceaccessreviews.authorization.openshift.io

subjectaccessreviews.authorization.openshift.io 1
subjectrulesreviews.authorization.openshift.io i
buildconfigs.build.openshift.io/instantiate I
buildconfigs.build.openshift.io/instantiatebinary 1]

I

I
(

(]
(
I
f]
I

f]

[

[

I

I

f]

[create delete
[create delete
[create delete
[create delete
[create delete
[create delete
[create delete
[create delete

[create delete

[create update

[create update

[create update
[create update

[create]

[create]

[create]

f]
(]
f]
I
I
(]
(]
I

f]
(

f]

f]
I

I

(]

f]
I

f]

[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]
[create]

[create]

[create]

[create]

[create]

[ [create]

[create]

[ [create]

1 [create]
1 [create]
[ [create]

1 [create]

[create]
[create]
[create]

[create update
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builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]

resourcequotausages 1 [ [get list watch]

rolebindingrestrictions 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]

controllerrevisions.apps 1 1 [get list watch]

rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]

builds.build.openshift.io/log 1 1 [get list watch]

imagestreams.image.openshift.io/status 1 1 [get list watch]

appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]

imagestreams/layers 1 1 [get update get]

imagestreams.image.openshift.io/layers 1 1 [get update get]

builds/details 1 1 [update]

builds.build.openshift.io/details [ i [update]
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Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 1 [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ 1 [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. BEOO—ILICINA Y RENA——BLPTIV—T%RT. VS5RA9—0O—IL/N( YV
TAVIDREDEY NERRTBICIE, UTFEERITLET,

I $ oc describe clusterrolebinding.rbac

B
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
Labels: <none>

88



$8E RBAC DfFHICL B/X—I v

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

YOEES L CEA
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ServiceAccount default openshift-machine-api

85.O0—AHIDO—IL/N\ VT4V ITDERE

ocCLI Cocdescribe A RAMHALT, O—AHNO—ILBLUONA VT4 VT AERRTEZET,

AIRE 4
o ocCLINMVYARAM—=ILINhTW5,
o N—ANO—ILBLIUONA VT4 VT AERRTDBIN—Iv I aveEREBLET,

o USRI —2TNNA Y REINni cluster-admin DF 74 I)IL hDYSRAIY—AO—ILEED
A—H— (I, O—AHLA—ILELUONNS VT AV ITDRREEDL, IRTDYY—ATD
TARTCDFPHIIavEEFTTEET,

o O—AIICNRA Y REINFadminDT 74 MDY SR —O—IILEaFEO>1—H—IF. %
o7avzy bhoO—ILEBLUNM VTV IERRL, BETEET,

FIR

L BEOZOV Y MOZREOO—IIINA Y REhAEA—HF—BLVPTI—TA2RT., O—5
LOO—IINA VT4V TDREDEY NERRTBICIE,. UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avz s boO—AlO—IbIN\A VT4 VT ERRTBICIEK,. -n 7555072 RICE
mLExd,

I $ oc describe rolebinding.rbac -n joe-project

H A B

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers

Labels: <none>

Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...

Role:
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Kind: ClusterRole

Name: system:deployer
Subjects:

Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6. 0—/ILDIA—H—~DEN

ocadmBEE CLIAZFALTA—IBLIUONSI VT4 Vv TAEBTEZET,

A—)LEI—HY—F/ETI—TIINA VY RTBH, BMTZIEICLY, Z20oO0—-LICL>TREX
N7 AN ZQOI—HY—F@FIIL—FITFE53NET, ocadm policy A7 KEFHERAL T,
O—ILD1—HF—BLOTIL—TADEMNM. FhFx1—F—8LVTI—THS5D8IRETO T ENT

TJAIIMNDYISAI—O—ILDITARTA, 7OV NROO—AINI—HY—F/=IE T IL— T/ A
RTxFd,

. A—-lvEEESOVI o - —ICBMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>

o1
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feEzlE, UTFERTLTadmin O—)L% joe 7OY 7 b®D alice I —H—ITEBMTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe

7
Frld, LFOYAML Z @B LCA—H—ICO—J)LZEBMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BATO—ANO—INA VT4 T %HER L, BIMOREZHRLF T,
I $ oc describe rolebinding.rbac -n <project>

fcEzIE joe 7OV hOO—ANAO—INNA VT4V TERRT BICIE. ULTFEETL
9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice . —*'—#' admins RoleBinding |Z8MI N TWE T,

8.7. 0—A/)O—ILDERK
JOovz/ boo—AO—ILEERL, IhEI—HY—IINA VY RKTEET,
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FIE
L 7avzy ho0—AlO—ILEERT BICIE. LTFOaATY REERTLET,

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
ZOARY FTUTZHELE Y,

® <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAT2EFHADIVYXYPYD—ETT,

e <resource>: O—JLAERAINS Y Y —RATY,

e <project> (7O TV bE)

TcEZIE, 22— —N'blue 7OV TV FhTPod 2BETE3LDICTH0—HO—ILAE
KT BICIE. LTFOaYY REETLET,

I $ oc create role podview --verb=get --resource=pod -n blue
2. FRO—INZE1—F—IINA 2V RT2ICEF, UTFOATY FZERTLEY,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

88. 75224 —0O—ILDVERK
PSR —O—ILAERTIXET,

FIE
1. 25249 —0O—I)LAEKRTBICIE. LWTFOaT Y REETLET,

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
IDARY FTUTZHEELE Y,

e <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAYT2EFHADIVYXYPYD—ETT,

e <resource> O—JLAERAINZ Y)Y —ZXTY,

fcEZlE, A ——HDPod 2BETIBLIICT BV S5RY—O—ILEERT BICIE. LUTOD
AV REZETLEY,

I $ oc create clusterrole podviewonly --verb=get --resource=pod

890.0—ANO—INNA VT4 DATVR

LToO#EAFERL, O—AHLoO—IN\A VT4 VI TOI—Y—FFTIV—TOEEMIT O
O—J)LEEETBERIC, AV MI-NnT7STTEETEET, ThANEEINTLARWEEIC
I, BEO OV Y MMEREINET,
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F8ERBACHEAHICLZ/NN—I v avoEHESLUEH

O—AJLRBAC BEEICUUTOIOYY RAEFHTEZEY,

xK81O—AhNOO—INRA VT 1 T8E

av vk B

$ oc adm policy who-can <verb> <resource> DY =/ LTT7 o> avaEEFTTCER1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> BEINAO—ILEZREOTOY Y NDIEEL—

<username> P—IINAI Y RLET,

$ oc adm policy remove-role-from-user REOCTOY 7 hOBELI—Y—DLIEEINL

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOY ) MOEEELI—HY—EZThoDO—
IWDFTRTEHIRLET,

$ oc adm policy add-role-to-group <role> BEINAZO—LEREOIOY Y NOEBES

<groupname> W—=TICRA 2V RLET,

$ oc adm policy remove-role-from-group REDCTOYV I NOIBEITIV—THLIEEINE

<role> <groupname> O—ILZHIBRL £7,

$ oc adm policy remove-group <groupname> REOC OV Y MOEE/IL—TE&ZThbsoO—
IWDTRTEHIRLEFT,

810. 7S A4 —DAO—IINAVvFq4vFa<vv R

UTOREEFERALT. V72R9—0O—INNM Y T4V JEEEBTEET, V7R —0O—)L/NA
YT 14 V7 IE namespace ZFERALTWAWY Y —X&FRHT 2720, -n 737X 5DREICHER
INFEtA,

K82USRY—OO—INRA VT 1 T E

avw vk Bl

$ oc adm policy add-cluster-role-to-user BEINAO—ILEISRI—DITRTOTOD T
<role> <username> I hOEBEI—HY—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IIEISRI—DITRTOTOD T
user <role> <username> I NDEBELI—YF—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group EEINAO—ILNEISRY—DITRTOTOD T
<role> <groupname> JRNDEBEITIV—TITNRA Y RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IEISRI—DITRTOTOD T
group <role> <groupname> I NDIBETIV—THSHEIBRLET,

95



OpenShift Container Platform 4.10 323 & & U'E20]

81. 7 5 X5 —EEEDEMK

cluster-admin B—JLiZ, 75245 —Y YV —XADEEME, OpenShift Container Platform 7 5 X% —
TOEBELANIVDY R ZRTTBLODICHETT,

AR EH
o JSRH—EEBEL LTEETDII—H—%FERLTWVWSEI &,

FIR
o 1—H—%JSRY—BEELLTERELIT,

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

96



%592 KUBEADMIN 1—H—DHIk
#9%Z KUBEADMIN 1 —H —DHI&

9.1. KUBEADMIN 21—+ —

OpenShift Container Platform i&, 41 Y2 k=L 7O ADTET#ICY 5 29 —EEE kubeadmin %
ERLZE T,

ZD1—H—ITIE, cluster-admin O—J/LABEMICERIN, CO1—H—EI5XH—Droot 1—
P& LTHEINET, NRAT— RIEBEIICER I . OpenShift Container Platform IRIEICXS L T
—BTT, I VAR=IDETHIZ, RAT—RIEFA VAN =LTOTSLOHENTRBEINET, UL
TICHlERLET,

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. KUBEADMIN 1 —H'—DHIf&

TATFVTAT4—7TANA Y —%EFEEHL. FB cluster-admin T —H— &R L-BIC, V5 RY—
DEXF1) T4 —%8ET 35T kubeadmin ZHIRTE E T,

Digk

==
[=]

B D 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 355, OpenShift

Container Platform [ZBA VA M—ILINBZHELXHY ET, COOIY RKEPY
ETZEIIETEEEA,

AR
o 1DUEDTATUTATA—TANA T —5BRELTELKBEIFHYET,
e cluster-admin O— /LA 1 —H%—|IBIML TH LK BELHY T,
o TWELLTOVAYLTWBABMRENHY FT,

FIE

e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system
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BIOEHY—ERTHO Y bOBFES L CEM

101 H—EXT7HT Y NOBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container
Platform 7ho Y kT3, Y—ER7AO Y MNIZ OV I MIBEETDAPIZ TV Y RN TT,
H—EXRT7HD VM, BELI—HY—0ORMEREHEEBETICAPI 7V 2R &HIET 2R AL FEE=R
#®LEY,

OpenShift Container Platform CLI £7zld Web >V — VAR T 3546, APl h—2 VIX APLIZHT

A TVWEY, AVEAR—XXV MEY—EX7AT Y MIEEMT, EBE1—HY—DRIEREFEH
BFTICENODNAPIICT VERATESLDICLET, LEAE Y—ERXRT7AHV Y MILY, LALTFAH
BEICRY ET,

o L7 r—arvaryhO—3—5"Pod ZEKT 20 HIRT 27HICAPIFUH LE2XETT
%)O

o JIVFF—HDT7 ) r—a Vs REBENTAPIFUH L EETT %,

\

o %ﬁlg) 7°U/7 /3/75\:E 85— if'\_tiff)h:l EE’J—C API D}U‘Hj lx%gﬂ%'lﬁ'j_é
BEY—ERT7HO VMDA —F—ZIE, Z207AOV I hSLVERIDSRELET,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—TDAVIN—TEHY F T,

gnv—=7 B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BH—ERDT7HIY MIE 220 —2 Ly NABENICEZTNE T,

e APl N—4 v

® OpenShift Container L ¥ X b Y —DEREEIER
ERINDAPI M=V E LY RARNY —DRIEBERISEBRINICARZ Z EIEHY EFEAD, P—0 L v
NEHIBRT D ETRYBTIENTEET, P—I Ly MBHIBRINBE E, FIEOY—2 Ly MDY E
BERIN, ThICESH#EDY £,
102. b—ERT7HI Y NDOVERK

H—ERT7HAV b ETOS T MTERL, ThEO—ILIZNA Y RTBIETRN—I v avaft
5TEFEY,

FIE
L A7Yav:y—ER7HAO Y NERED IOV T N TRERTBICIE. UTEEFTLET,
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I $ oc get sa
B

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. Y —ERT7 AV N AREDO IO Y NTERT DICIE. UTFAETLET,

I $ oc create sa <service_account_name> 0

Q MOTOYVI NTH—ERTHI Y Na{ERRT %ICIE. -n <project_name> Z157E L £

ER

H A B

I serviceaccount "robot" created

(A

F/zld. LTOYAML # @R L TY—ER7HO Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. ATV av—ERT7HO VMDY= Ly hAERRLET,

I $ oc describe sa robot

H A B

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

103.0—I)LAEH—ERT7THD Y MIGE5T 54
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A=)zt —EXT7AVY MINETZAER. O—LZBE1I—Y—T7HO Y MINS5TEHEER

DT“’a—O

e WEDTOV IV MDY —ERTHI YV NEEETEEY, /z& zldE. view O—JL % top-
secret 7O TV hDrobotH—ERT7HDT Y MIBMT 3ICE. UTEEFTLET,

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

ek
Fcld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o 7OEZRAETOV I NODFEDH—ERTHI VY MIAETEIEETEET, L&zl

H—ERXRT7HI VMBS Z IOV MHS, 27575 FEH
L. <service account_name> #EEL 7,

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

EINEY—ERT7HI Y MOANETHIENTEET,
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F10BH—EER7HhY Y FOBES L UCYERK

Bk
Fcld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o R namespace #ZEF ZICIE, -nA T avEFHALT, UTOFICHB LT, #EEE
DFAY Y bk namespace IELE T,

o fEZIE, ITRTOTOV IV POITRTOY—ERTHV > MH my-project 7O =¥
hD)Y—2%RRTEDLIICTBITIE. UTERTLET,

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

Bk
Flld. LTFOYAML @A L TA—JILZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o managers 7OV TV hDITRTDHY—ERTHD >V MH* my-project 7O o DY
V—RA%mETEDLDICTBITE. UTFZ2ERITLET,

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

101



OpenShift Container Platform 4.10 323 & & U'E20]

7
Fld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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5511E USING SERVICE ACCOUNTS IN APPLICATIONS

NLY—EX7HO Y NOIBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container
Platform 7hDU Y T3, Y—ERT7HO Y NI TOP I MIBFEETDAPIA TV Y MNTT,
H—EXRT7HD VM, BELI—HY—0ORMEREHEEBETICAPI 7V 2R &HIET 2R AL FEE=R
#®LEY,

OpenShift Container Platform CLI £7zld Web >V — VAR T 3546, APl h—2 VIX APLIZHT

A TVWEY, AVEAR—XXV MEY—EX7AT Y MIEEMT, EBE1—HY—DRIEREFEH
BTICENODNAPIICT VERATESLDICLET, EAE Y—ERXRT7AHV Y MILY, LLFAH
BEICRY ET,

o L7 —avaryhO—3—5"Pod ZEKT 20 HIRT 27HICAPIFUH LE2XETT
%)O

o JIVFF—HDT7 ) r—a Vs REBENTAPIFUH L EETT %,

\

o NEF7 SNV r—a N EZY—FHIIBEESENTAPIEVE LAEETT 5,

BY—ERT7AD Y M OI—HF—ZE, TOTOV ) MBLVAFDIORELET,
I system:serviceaccount:<project>:<name>
TRTCOY—ERTHIVMNI2DDTIN—TDAVYNR—=—TEtHY FT,

Tn—=7 Bl

system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BEY—EZRDT7HIY MIE. 220Y—0 Ly MIBBMNICEENE T,

e AP h—2o Y

® OpenShift Container L ¥ X b Y —DEREEIER
ERMINDAPI =0V EL VRN —DOFRFEBRIFERINICAZ I & EHY FHAD., ¥—V Ly
NEHBIFRT 2 ETRYBTIENTEET, P—27L v MDBIRINZ E, FIROY—I LY MH'E
BERIN, ChICBEETH®DY T,
N2.772xILbDODHY—ERXT7HT VK

OpenShift Container Platform 7 2 24 —Ill&. 7529 —EBADT 74 MDY —ERXTAHDV K
NEFh, E7OV I MDY —ERT7HT Y MIEBIMTERINE T,

N21L. 7274V MDY ZRY—F—EXTAD Vb
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— DA VI ZANZVFry—AV b O—F—d Y—ERT7HV Y FRAEHREFEAL TERITINZE
To LTFOH—ERT AV Y M, H—/"—DEENEFIC OpenShift Container Platform 1 Y 75X b5
JFv—70O2 ¥ b (openshift-infra) ICERR I, V529 —2FTUTOO—INMTEINET,

Y—EX7HI Vb B

replication-controller  system:replication-controller O —JLDEIY KT

deployment- system:deployment-controller O—JLDE|Y KT
controller
build-controller system:build-controller O—J/LAEIY HTHNFET, X 5IC. build-

controller t—EZX7h DV MME, BHESZDEI K Pod #/ERT 27D
EHEEXFa2) T —aVFTFRAMIBAHAETNET,

N22. 5774 b07O 9 NY—ERT7HO Y MELTO—IL
3DDY—ERT7AHY Y MAE 7OV Y NTEEWICERINE T,

HY—ERF7HIV b fHE

builder EJL K Pod TEAINEFT, ZhiliE system:image-builder O—)L A {F5 X
nEd., ZOO—ILiE, WE Docker LY A MY —%FHALTA A=Y % 70O
VIV MDAR—=IVRARN)—=ALILTYy>a2d 2T E5TEICLET,

deployer 7704 A2 b Pod TEAIN, system:deployer O— /LT 53IhhEzd,
oOo—J)LiE, 7Oz bTcL T r—>aryary bO—5—% Pod #RR L%
Y, BELAEYTDZEAAREICLET,

default DY —ERTHD Y MHPBEINTULWARWERY, ZOMTRTO Pod LTS
5DIFERAINET,

7OV bDIRTOY—ERTHV Y MMIIE system:image-puller O— LA EINET, <D
O—Jbid, AEBI VT F—AX—YLIRNY—%EFHLTAA—VEAXA—IZAN)—LDSTIVY
2 EEHREICLET,

N3.Y—ERXT7HD Y NDERK

HY—ER7HO > NETO0 2 NTERMRL., ThEO—ILICNA VY RTBIETNN—I vy avaft
CAGEE R

FIE
L. A7Yav:y—ER7HAO Y NERED IOV T N TRERTBICIE. UTFEEFTLET,

I $ oc get sa

H A B
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NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. IR —ERTAYO VN AREDOTOS Y NTERT DICIE. UTFAETFTLET,
I $ ocC create sa <service_account_name> 0

Q MOTOYI NTH—ERTHV Y Na{ERT %ICIE. -n <project_name> Z157E L £
_a_o

H B

I serviceaccount "robot" created

(D S
F/zld. LTOYAML # @R L TY—ERT7HO Y NEERTEET,

apiVersion: vi
kind: ServiceAccount
metadata:
name: <service_account_name>
namespace: <current_project>
3.4 avi—ERT AUV RDY—U Ly hERRLET,

I $ oc describe sa robot

H A B

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

N4 H—ERXT7HY Y NDOERFIEROANE TOFEH

H—ERT7HI VRO M=k APHICR L CERIETZ2HEDOHZABT ) r—>avilihmd s
ZENTEET,
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A X=I% FIT BICIE. BRI D imagestreams/layers (5T % get #ERRAY, T DEREEEHD
A—H—ICEYHETOENTWRRELNHY ET, A A—TJ%52 Ty a9 3I01E, RILFAOI—H—
I2. E3RI N3 imagestreams/layers (CX 3 % update #ERDH 2 BEHHY £,

TI7#INT, AV MNDIRTOY—ERTAHY Y MIALTOY 2 NOFEEDA A=V % T
VY BHER%EFFS. builder Y —EXT7ATVY MIRGBRAL 7OV 2 NOFEBDA A=V &5 Tyvoad
LHERZEFLIT,

FIa
L T—EXTAD VMDD =V ERTFLET,
I $ oc describe secret <secret_name>
UFICHZERLET,

I $ oc describe secret robot-token-uzkbh -n top-secret

H A B

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3¢c970e4b7ffe

Type: kubernetes.io/service-account-token

Data

token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. MELE =Y v EEALTRIAI YV LET,

I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...

H A B

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. —EXR7AVvrELTOTA Y LEEZEZHEELE T,
I $ oc whoami

H A B

I system:serviceaccount:top-secret:robot
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FREY—FERA7HI Y FDOAUTHIZSM4 7Y M LTOEHA

BREY—ERT7HIYMNDOAUTH IS4 7 NELTODOER

121 0AUTH 75472 NELTODY—ERT7 AUV b
Y—ERXT7HT Y NI OAuth V547V NOFIRINAT7 #—LTHERATEEY, Y—ERXRT7AHD Y
ME—EOERI—H—FERADT I/ EREHATZ2RI-TOHY Ty h&, y—EXT7AT Y ME
KD namespace AN OA—I)LR—ZADHERDAEERTET XY,

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!

Y—EXT7HU Y M OAuth 7 247 hELTHRBY 25%4E:

e client_id |& system:serviceaccount:<service_account_namespaces:
<service_account_name> CT9Y,

e client_secret I3, Y—ERXT7HIVMDAPI h—0VDWITFNHIEIBETETE T, UTICH
ERLET,

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 7+ L P Z2BET 2ICE, Y—EXT7AT Y bD
serviceaccounts.openshift.io/oauth-want-challenges 7/ 7—> 3 V% true ICEXEL £ 7,

o redirect_ urild, Y—ERT7HIVNDT7 /) FT—2aVIl—BIB2RELRHY XY,

1211.0AuUth 7547 hELTOY—ER7ZHYY RDODURIDY ALY b

7/ T—arvE—Ilid, LITD & D ICHEBEEE serviceaccounts.openshift.io/oauth-redirecturi. & 7=
I& serviceaccounts.openshift.io/oauth-redirectreference. S Fh 2 MELHY F T,

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—ATE, 7/ 7—2aVEEWRIVIAL I MUR ZEREET SLOICERATEE
¥, UTFICHZRLETS,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

FEROBID first LUV second RRA N7 4 v 2RI 2DV YA LY MURI 0BT 57=-0I1C
FRHINFT,

ISICEMARETIE, BNR)FI1L Y NURIOATRATIRIBEDHY FT, EAE IL—h
DFRTDingress B EMNEARINZIBELNHZHELNEFRA, D5

&. serviceaccounts.openshift.io/oauth-redirectreference. #EBE % FH L -8l Y 1L 7 b
URI =TT X,

UFICHZERLET,
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY) T4 XINEISONT—IDEFNELH, ChEaifR7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

Z ZTlx. OAuthRedirectReference IZ& Y jenkins & WD) ZHIDIL— N 2SR TEEd, TDLDH,
ZTDIL—PMDFTRTD ingress IFBIME #72I N F ., OAuthRedirectReference DFEHA AR IZLAT
DEHICHRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

1

kind ZZBINTWEF TV DYA TAHBSBLEY, BESTIE. route DHDHYR— K
INTWET,

name (34 7YV FOEZRIEZESRLET, COF TV MIY—ERTHI YV MEEL
namespace ICH B ELHY T,

O ® o

group (A 7V MDITIN—TH2SRLET, L—bDITIL—TFREEOXFITH D7, Z
NEZHDOEFICLET,

JT—2avidEbLnt, BEHLHEAADET. SRA TV M TRHINET—9%F —/—
1RTEFET, UFIEHZRLET,

7
5
"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
first RANT7 4 v R T7/T7—2avaBEMITZEDIERAINE T, jenkins JL— KM
https://example.com O Ingress »'% %3 &IC.  https://example.com/custompath (B & AR I 1
9. https://example.com (FEMEARINFHA, T—/N\—F4 RTET7—9 5HWAMIIBET
272007 #—< v MEIUTOL D ICRY X,
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547 B

2F—A "https://"

KA NS "//website.com"

K— "//:8000"

N "examplepath”
R

RANEDF—NR—=F4 REEETZE, SRINDZA TV FORAMET =4SN
BEI@ELY TN, ChIREZLVEFETIEHY TEA,

EROBXOWThOEAEDES, UTOT7+—< vy NaERALTEITTEET,
<scheme:>//<hosthame><:port>/<path>

BLAT7Vx0 h2BBESRLT. ZFREZRALETEIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZHIDJL— N IC https://example.com @ Ingress H'd %3551
I%. https://example.com:8000 & https://example.com/custompath O AN ENE A BRINE T,

VRERLBFEZFELHDIC. BNTENGTY /T—YavzRAKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\"\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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an = ° ~
BREROA-TSb—U v

BLMN~—=VOROA—TICDWT

2OA—TRHEMN—=—VVEFERLT, X"—Ivoavo—8a2l01—Y—FExHY—EIXT7HI Y MC
FETEZT, E2E 7OV NEEEIL Pod DIERRIERAZETI2MENHEHLELNIEE
/\JO

A2d—HEPM=I VI BEINDZI—H—%HBALETH., ZTORA—TILL>THEDT I ¥ 3
VICHIEEXINZ N—2 > T9, cluster-admin O—J)LAFDI1—HF—DHHNRA—TFX =0 V&
RCTXFT,

2a—7l&, b= D—EDAI—T% PolicyRules Dty MIZ#L TFMEINE T, RIZ. EX
DENLDIL =R LTIy FrIINET, BEXEMEIZ. BIMORARED/DIREDEREIC
BE2LD, 2—TL—ILOVWTINMI—BLTWEIRELRHY X,

1311 1—%—2x3—7

A—H—0—7 T, BEINAEI—HF—ICDVWTDBEREMBTAIEICTA—HADEINE
T, TNSWEFA VT Y MR—RATH DD, IL—ILIZBENICERINET,

o user:fulll I—HF—DIRTD/IN—Iv >3 VIlL5 API DRELRFHARMY /EZRAATIER
ZEFR LE T,

e user:iinfo: BRIV I — TR EDI—HF—IIDWVWTDIBEROFANYERT7 IV ERAHFTLZ
-a—o

e user:check-access: self-localsubjectaccessreviews & & U' self-subjectaccessreviews ~®
TORAEZHFALEFT, bk, BRA TV MOEOI—H—ELVITIN—TEETE
#HTY,

e user:list-projects: 1—F—HT7 I ELRATEZTOV TV Ne—EBRRTZ2LHDFHEHIY EA
TOEREHFALET,

13.1.2.0—J)LRa—7

A—J)LRAO—FIC& Y, namespace TT7 ALY —INBIBEO—IERLLANILDOT IR &2HE
5ZENTEET,

e role:<cluster-role name>:<namespace or * for all>: {57 X 117z namespace DHICH BV T R
# —0O—Jb (cluster-role) THEEINZIL—ILICZOA—T%FIPRL £,

R

FER INE, POEADIZRAL—MEBREEY, O—LIET—o L v b,
A=A VT4 7, BLO—IRBRED) Y —ANDT IR E2HFTLET
N, ZORA=TIEZENEDYY —RADT IR &HIRT 2DICEILIEF T,
ZhickY, FHLAWIRAL—Ya v aEBSIENTEE T, edit (@) &
EDOA—NIETIRAL—FINZO0-ILERBRINBVWIENZVWTTH, ¥—
gLy NOT7 VA= HFEODO0-ILDFEEFEO—ILDIRAL—>3VHELE
ER

e role:<cluster-role names:<namespace or * for all>:!: bang (/) 2525 & TIDAA—ST
PIECADIZAAL— b HFTINFITH. ThUAICIE LEOF EBRICAY FT,
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FTUENL Y REIhEEY—ER7AO Y M =0 VDA

FUAENA Y RINEY—ERT7HYO9 Y N N—0 Y DFEH

AWSIAM 2 ED I S RTONA F—DTF ATV T4 T4 —T7 9V ERAEE (AM) Y —ER & DHKEE
MIET BN Y RINEY—ERTHI Y N N—O U EFERATEET,

MBI NA Y RINTY—EXRT7AIO Y MMN=I2IZDWVWT

NAY RINEEY—ERT7AD VN N—VVEFERALT. MMEDY—ERXRT7AHTO VYN N—=0 2 D/N—
Ty avOEEEFIRTEET, INSOM—YVIITRTHY., BEONI Y REAHYFT, Th
IC&Y, Y—ERXT7HTY RO IAM O—ILADEREEE Pod IZX D Y NI Nz —BFHY R EREEIBER D A K
NEZICRYET, R)a—L0OO—F7—3 & TokenRequest APl ZER L T/NM V KXt —
EXT7AODMNDMN—VVEERTEXY,

142.R) 2a—L0—F7T—> a3 VaEFRLENAI Y RINEY—ERXTAD
VNN —=UVDEE
RY1—LOEEEFERLTNAS Y RINEY—ERTPAY Y MO R—2 YV EERT B LD ICPod &
RETEET,
AIRE 4

e cluster-admin O—J)LA&FEDI—H—E LTISRY—ICTIERATES,

o H—ERT7HIVMNEERLTWS, ZOFIETIE. Y—EXT7HT > NDAFID build-robot
ThHdDIEAFIIRELTUVWET,

FIR

L. A7Yav:Y—ERT7HO Y NORTEAZELET,
BE., CORTYTENA VY RINEN—O DTSRI —HNTOMEBAINDIBRICIINE
HYFEHA,

BF

H—ERT7HI Y NDORFTEEARILDEDICER LBES. UEIOHY—E R
ThHO Y NORITEIIEISIHEI 24 FBEEREINET,

VSR —HDTRTD Pod #FETHEHT S, /—RKoOo—Y v /B2
HERITITDZEICEY, TRTOFFEBICHFLLUNSSI Y RSOV EE
KIBLDICHBITEET, WINDHDDT7 V23V AEERTTBHEIIC,
Kubernetes APl t—/X—Pod D#FriL W) EY 3 Y —ERXT7H D v NRITE
DEBREEHICAO—LTIMNINZOEFEET,

a. cluster Authentication 7 7Y 7 hAfREL F 7,

I $ oc edit authentications cluster
b. spec.serviceAccountlssuer 7 1 —JL K%, BEBELQY—ERXTH VY MRITEDEICHKE
LEd,

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ

m
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@ PEIURLTHIBENDHY. NV RIhi b= Y OREQAE -2 Y OBL
DOREEICHEBRNT ) v X —%Z2RBTETET, T 74/ MNE
https://kubernetes.default.svc TY,

c. EEABEARATZI-OICT7 714 ILERELE T,
d. Kubernetes APl H—/X—Pod DF LW ES a3 A O—ILT7 IO RNINDETHEBET, ¢

RTD/)—KRPEFRVED a VICEFINDIETHOIDI DI HZEIHY EFT, LToav
VREERITLEY,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

Kubernetes API % —/X—® NodelnstallerProgressing AR &4 % B L. §TD ./ —
ROASFTDO)EY a3V THBIE2HERLET, BEFHNERBICETINDEE, ZOHAIC
I& AlINodesAtLatestRevision "ERRxI N F 7,

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

‘D ZOBITIR, BFOYEY 3 VvESIZ12TY,

HAIKUTOL D@ Xy E—IUDNRRINDZIGFEIE. BFHIVETHTT, BosmL %
WKEARITLEY,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

e. ATV av:/—RoO—) v I/BREERITTIN. V5 RI—RDTRTD Pod % FEf
TERHTZIEICLY., FREZBICHFLUOWAS Y RINE M=V AERT D LD ICHS
L/i-a—o

e N—YvyJ/)—RKRBEEBEETLEY,

gk

H
[=]

VSR —THRILT—0O—RZRTLTWBRBEIE. /—K

DO—Y) VIBEFEETTEIEIIBEO LEFEA, NI,
Y—EXDHMESIERITHREEL HDHTT, KbYIL, 2
SAY—HNDTRTD Pod xFEITHEEL X7,

J—REIEHICBREELE T, RO/ —RN2BEFHT ZHIIC. /— KNI REIFEATTRE
ICR2FETHLET, /—REBURSTY21—I)LTgEELTRLA Y., BitEl, 8L
Y= FBHEIIDODVWTIE., /—ROEELBRESE 25BLTLEIL,

¢ JSRI—ADITANTDPod ZFEHTHEHLX T,
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BUBNRA Y FINEY—ERT7AI Y M=V DEA

Digk

==
[=]

DAY KIE, §XTD namespace TEITINTWVWBITARTD

Pod # Y89 270, CHDIAXY RAETT 3 EH—E RN
LEd, oD Pod IFHIRRICESMNICEESHLE T,

UFoav Yy RZ2ETLET,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2. R a—LDEMAZFERLTNSA Y RENY—EXRT7AI Y MDD N0V 2ERT2LDIC
Pod Z8%EL £ T,

a. L FOWNAE% ST pod-projected-sve-token.yaml 7 7 1 L &ER L £ 7,

09

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token g
expirationSeconds: 7200 6
audience: vault

BEOY—ERT7HT Y hADSHE,
N—OYVORBEEERZ T 7AILDIT I MRA Y MIRHT 2ER/NR,
FFavT, Y—ERT7HAI YV MNN—0 Vv OEMERAMEMTEELET, T
7 4L M 3600 F (185/) T, 6008 (10 9) LEICT 2B HYET, b—T ¥
DEMHENZTD 80% #BITWVWBIHEY., P—IJVDERNL 24 EZFBL T
WBIES. kubeletiz h—2voO0—F—>avoRTaEBL X,

73 ve, b=V VOERINARREZRELE T, h—2 Vv DZEAIIX. 2E

BOT7ATYTAT A==V VOBMHROBRE—BITHI BB L. —H
LABAWEERE N—0 YV ZESTI2REN’HY XT. MRIET T 4L MTAPIH—/N—

13
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DHANFICREINET,

b. Pod Z{ER L F¥7,
I $ oc create -f pod-projected-svc-token.yaml

kubelet I Pod ICKb > Th—2 Vv ZEKRL, ®REFEL. =2V %ERERRELRT 71 IL/X
ATPodICRLCHIAAREICL., BHARICET S E M=V ZFHLET,

3. NA VY RINEN—=—YVBEFERTZ7 Y r—yavik, a—F—YavBEICh—o DY)
O— REWLEBTIZNEINHY T,

N—2o Y DOBREBENZD 80% EBETWVWBIBEY., N—IVDEMIS 24 ARBLT
WaEE., kubeletidbh—ovAaO0—5—>3 > LET,

BEfEIR
o /—RZEBICBEHTS

14


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/nodes/#nodes-nodes-rebooting-gracefully_nodes-nodes-rebooting

551538 SSC (SECURITY CONTEXT CONSTRAINTS) OEH

55152 SSC (SECURITY CONTEXT CONSTRAINTS) OEHE

15.1. SCC (SECURITY CONTEXT CONSTRAINTS) ICDWT
RBAC )Y —ZAHP1—H—T7 U2 %HEHTZ2DERA UCAET. BEHIL SCC (Security Context
Constraints) 2L TPod D/NN—I v > aVZHETEERY, IhHD/NN—3I v 3 VITiE. Pod
NEITTEDZT7V23a3VELUVPodDBTIERTEZ )Y —ZANEEFNFT, SCCEFEAL T, Pod
-7‘;5“/7\7_‘L\LC§U)\1’L‘51’L%> TeHICBER Pod DETICET 2RGD—ELZEHRTHIENTEE
EIEE L SCC (Security Context Constraints) T, LT FIETEZ 9,

e Pod %' allowPrivilegedContainer 7 5 /DI W/ FHEN I OV T F—%2RITTE DN EI D

e Pod %' allowPrivilegeEscalation 7 5 7 THII N TWBHE D N

o AVFTF—NERTEDHEE

o RAMTALIKNY—DRY) 2a—LE&LTOER

e V7 F—®SELinux3AYFTF+A b

o OVTF+—Da1—H%—ID

o KRR MDD namespace &Ry T —U DEMA

e PodRYa1—L%ZFEBET 2 FSGroup DEIY HT

o HFAISNBEENTIL—TDERE

o VT FT—NMroot 77 AWV RTLANDEZ AR T IV EREMBEETENE DD

o RYa—L¥4ATDFER

e FAIXN B seccomp 7O7 71 IILDRE

BF

OpenShift Container Platform @ & — /s 2 R — X |Zopenshift.io/run-level > N )L % 5% &
LBRWTKEIWN, ZDOINIIE, Kubernetes APl H—/X—* OpenShift AP| #—/3\—
BREDEERAPI JIL—TDEEEN % BT % 72 ICAER OpenShift Container Platform

AVAR—Y NTCEAINET, openshiftio/run-level 5 RNILAERE I N BIHBEITIE,

TR D namespace M Pod IZ SCC NMEHINT, Z®D namespace TERITINZT—7
A—RICEEELRFE EIYETONET,

15.1.1. 7 7 # JL h @D Security Context Constraints

PSR —ITIE, LTFORTEHRAINTWE L DIC. 77 4J)L b®D SCC (Security Context
Constraints) "EHEEFNE T, AL —9—F LT ZDMHD IV KR—F > N % OpenShift Container
Platform ICA YA h—ILFT B &, BMDSCCHA VA M—ILINBHBEDHY XY,
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BF

TI7AILMDSCCIREBRLAWVWTLEIW, TI7FINMDSCCHEHRITAXT S

E. Ty M7+ —LDPod %7 701 B F 72 1% OpenShift Container Platform @ 7 v
T — REEICEELIRET 2 HREMELHY £9., OpenShift Container Platform D —E8
DON=2aVBEDTyTJTL—REIZ, 774 MDD SCCDEIFT T 4L MEIZY Y
RINBZDT, HRAITAAINEIFTARTHEREIN, IhHDSCCEICRY T,

KHYIZ, BEICIHLCTHLWSCC ZERHR LTI W,
#*15.17 7 #JU b @D Security Context Constraints

SCC (Security Context  tBA

Constraints)

anyuid SCC DI NTDHEEEN restricted TIREINFITH, 21— —FEEDOUID &
GID TEITTEET,

hostaccess R MDE namespace ICT7 V EZRATEE I, HRD namespace ICEIY HTH
N7ZUDBELVSELInux AV TFANT Pod 22T 2MELNHY £,

Digk

==
[=]

Z®MDSCC T, KA M&Enamespace. 7 74 I AT L,

BLUVPDILTIVERATEZET, EFTE S Pod BlIFH T
DSCCE=FARTBIUNENHY F§, [FHICISEFENNET
j_o

hostmount-anyuid SCC MINTDHEE% restricted TIRFELFXITH. RAPDYI Y METRT
LEDEEDUDBLVGID &ELTERITTEET,

DIk

H
[=]

ZDSCCIE, UDOZB8TLHEBRDUD ELTHRAMNT 74

WORTALILTIVEZATEEYS, F5ICIEERENIMVET
j_o

16



#515% SSC (SECURITY CONTEXT CONSTRAINTS) D&

SCC (Security Context  tBA

Constraints)

hostnetwork RAMDRY M7= BLVRAMR— N E2FRATEETH. TRD namespace
IKEIY HTHNZUD LU SELInUx AV TFRANTPod &EITT2HRENHY
E3

gk

==
[=]

BIOT— 50— k&Y NA—LFL— YR h TEFT

9 5541%. hostnetwork ~\O7 /X &E|Y K T3 &
TICEBLTKESIY, Oy hO—ILTL—YRAKNT
hostnetwork #1727 —70—RIZIFISRY—L
Troot 7O R&FOIA—HF—ERAUCHEENH DO, &
PICEBBINTVWIRELNHY T,

node-exporter Prometheus / — RI ¥V ZKR—4—IFERINZE T,

Digk

==
[=]

ZDSCCIE. UDOASHEEMUD ELTHRA NI 74

WORTALICT IV EZATEEYS, FEICIEERENIYVET
3_0

nonroot SCC I RTDHEEN restricted TIREINFIH. 1 —H—Id root UAD
UD TERTTEFYd, I—H—IFUDAIEBET SN, IVTF—32914 LDV
ZJTAMIEBETIHEIHYET,
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SCC (Security Context  tBA

Constraints)

privileged TRTCDOFHES LI VKRR MEBEICT VR TE, FEDI—H—. RO IL—
7. FSGroup. H&THEED SELinux IV FF¥ R N TEFTEET,

Digk

==
[=]

INEHRLHIPRDODPREVNWSCCTHY, V7RI —FEICD

HMERALTLEIV, FEIKIEEFEIBETT,

privileged SCC IZLLTFAFFaT L £ 9,
o 1—H—|lLBFHEMNZ Pod DET
® PodIlLBHRANTALIN)—DR)2—LELTDTIV I
e Pod DEEI—HY—& LTOET
® Pod ® MCS ZNILDFERAICE BEAT
e PodIlL BKRRA KD IPC namespace DOIFE
e PodIl& B7KRRA MDD PID namespace DOfF
e PodIZ& % FSGroup Of# M
o PodIlk 2BV —TDERA
e Pod Il B seccomp 7O7 71 ILDEA

e PodIl& BHBEDEK

)z 6
» Pod Mf1#k T privileged: true 5% L T%. privileged SCC
NBIRINZ EWFRY FRA, I —Y—ICERERIDH BI5E
iIZ. allowPrivilegedContainer: true B’ EShTH Y. B%
5 BRI AR EEL SCC BRI NE T,
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SCC (Security Context

Constraints)

#5152 SSC (SECURITY CONTEXT CONSTRAINTS) D&

B4

restricted

TARTDERRMEEADT 7 EADEEIN. Pod % UID & & U namespace I
YL THNSSELnux AV TFRANTERITITILENHY T, TNIEHFHHRA
VAN—ITREIN, T2 TRIEERA LY —ICHEAINZREHIRO
&L\ SCC T,

restricted SCC IELLFEEITLE T,
e Pod NEFEMEITERITINALVWELIICLET,

o PodMNHRAMTALIN)—=RYa2a—L%EITYNTERVWEIICLE
ED

e Pod AERIICEIYHTONAZUDSEEDI—Y—ELTETTEIEAE
BERLET,

o Pod N"EHERICEIYHTHNIEMCS INILTEITIND I ZBKRLE
ER

® Pod M FSGroup T2 &ZFFAILEF T,
o Pod MBIV N —TERATZIEE2HFALET,

) p=-13]

FIBR{T X SCClE, YRTALIZT 74 N TRIMIN S SCC DM

5 THROLHERINTVEY, £EL, ISICHROELWARS A
SCC #/ERRTE £ 9, /=& z2iE. readOnlyRootFS #% true
IZ. allowPrivilegeEscalation % false (#5%E L T, #HIRfT =
DSCC =ERTEET,

15.1.2. SCC (Security Context Constraints) D& E

Security Context Constraints (SCC) &, Pod A7 7 XA TE2tFa 7T 1 —HEEZHIHETIRES
SUVRNSTIY—TRHREINTVET, ChOSDREIUTOATITY —ICHEINET,

ArdY—

B4

T—IVEIC & B il

FHINZEY MILD
gl

ANZTI—IT & BHIE

ZDIATDT4—ILRET 74 hTROGRODHZEICEEINFET, &
Z# &, AllowPrivilegedContainer A8 X T WA W5 &IE, false ICEICER
EINFT,

IDIATDT14—ILRDPEY MR LTFzyv I Ih, ZOEIHFITINSZ
EEBRELET,

BEERTH2ANSTY—2HDOEBHIIUTZRHELET,
o BZEMTBAN=X L

o BEINLENHFAINZMEDEY MIBTELDICTEIAN=I L
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CRI-OIZIE., Pod DEIAVTF—ICDWTHITINBE T 74/ NDHEE—EBELHY 7,

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
AVFTFT—RBIDT 74 h—BNOHKEZFER LI I, Pod v=7 T X bDIEREITEMEEZE
KUY, T2 NEIMEO—E%ZHIBRL T—EBZZXETX X7, allowedCapabilities /85 X —
4 —. defaultAddCapabilities /X5 X —4% —, & & U requiredDropCapabilities /X5 X —% — % {§ [
LT, PodDoDZDEIBREBEREHRELET, ChO5DNRASA—9—%FALT, (FAVTF—IC

BN 5HVEOHDHEY. EAVTT—DoBUEFLRBRETILEDOHDEDRE) BERTE 2K
BEZEETEET,

R

requiredDropCapabilities /X5 X —4% —7% ALLICERET 5 &. TRTD capabilites %
AT F—DOMYRKIENTEET,

L

15.1.3. SCC (Security Context Constraints) A k557 —

RunAsUser

e MustRunAs: runAsUser "SR EXINB T EEERLFT, 774N MNTHREZFAHD
runAsUser Z{FA L £ 9, ZREFAD runAsUser [IF UL THREEL T,

MustRunAs A =Ry kDl

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange: EFIICEIY HTOHNLEEZFERAL TLWRWEEIL, R/MES L URKED
EEINDIEEERLET, 774N MNCRERMEAFEALE T, FAINZEEDMEICH
LTHREELZE T,

MustRunAsRange A =R kDl

I runAsUser:
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type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot: Pod 7' F A LAAD runAsUser TEEINEZ &, FAIFUSERT 1 L
DT AT EAA—DVICERTDIEEERLET, 774N MNIBEINTHA,

MustRunAsNonRoot A =¥y k D

runAsUser:
type: MustRunAsNonRoot

¢ RunAsAny: 77 # )L MIIEEI N FH A, runAsUser DIEEAEFATL £,

RunAsAny 2 =~y kDl

runAsUser:
type: RunAsAny

SELinuxContext
e MustRunAs: ERIICEIY ETONAEZHERA L TLWAWESEIC seLinuxOptions N EI 1 5
ZEHEERLEY, 774 b&ELT selLinuxOptions #fEH L £ 9, seLinuxOptions (Z5t
LTHRIELZE T,

e RunAsAny: 77 # )L MIIEEINFHA. seLinuxOptions DIEEEHFATL XY,

SupplementalGroups
e MustRunAs: EFIICEIY ETOHONAELZFERAL TULWAWEEIL, PR EH 1 DDOHEBEIEE
INBIEEBRLET, 7740 M LTHEAOHEOR/NMEZFEALET., TNTOHH
WXt L THREEL £ 9

e RunAsAny: 77 # )L MIEEINFH A, supplementalGroups DIEEAFFAIL T,

FSGroup
o MustRunAs: EFIICEIYHTONAEZFERAL TWARWEEIZ, PRCEH 1T DDOHENIEE
INBIEEERLET, 772N MNELTHRDNOBEOR/MEEZFERBLEY ., RFDEHD
=MD DI LU THREELE T,

e RunAsAny: 77 # )L MIIBEINFHA. fsGroup ID DIEEEHFTL T,

15.1.4. R ) 2 — L DHIfH

BEDORY) 1—L5A4 T7OFEREIF. SCCDvolumes 714 —JILRAEZZRELTHIETEET, TDT 14—
IV RDFAREE., R 2 —LDOEKRRFICERZRINERY 2—LY—RAICHIHLET,

o awsElasticBlockStore
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https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
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e azureDisk

® azureFile

o cephFS

e cinder

e configMap

e downwardAPI

e emptyDir

e fc

o flexVolume

o flocker

e gcePersistentDisk

e gitRepo

e glusterfs

® hostPath

® jscsi

® nfs

e persistentVolumeClaim
e photonPersistentDisk
e portworxVolume

® projected

e quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o *(TRTON) a—LHATOFEREFAT 25HAE)

e none (¥ RTDARY 12—LyA TOFEREENICT 2RHLME, BAEBRDGEICOHEET
3)
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https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume

58152 SSC (SECURITY CONTEXT CONSTRAINTS) O&EH

R SCCICDWTEHAIND RN 2 —LDERINIH/NEY b
I&. configMap. downwardAPIl. emptyDir. persistentVolumeClaim, secret. & & U projected T

pa )

HFRAIINDZRY) a—LFA4TO—&IE, FRY A 71 OpenShift Container Platform D
BN —REHITEMINZ D, BENL—ETHIVEEHY ZEA,

-a—o
B = 55
, BARHMEEERT 579, allowHostDirVolumePlugin O£ volumes 7 1 —JL K

DEEEA—N—F4 FLZET, /=& z I, allowHostDirVolumePlugin 7" false IZF%E
INTWT, volumes 7 1 —JL RTEFAII N TWBIHEIEL., volumes H 5 hostPath (&
HEIBRINE T,

15.1.5. Z {4

SCCHAREIN/ AR ICLY, 22— —IIRHEINEEICEDVWTY YV —XDERICKT T Bl
A EREIC /Y F T,

SCCOBEETIH, ThixZMHaIybO—5—H, SCCOBE ALY NERBTELHICIVYTHFR
THRATERLI—Y—BREZBRETIDIEZE®RLET, ChIZLY., Pod ZZDERREICOWVWT
DEREIT>Y, Pod IEATZ2—EDHINEER LY THERINEZOSNFT
ZHRM Pod R[5 DICFERTESCCOEY MNMIA—H—TFATFVTF14T74—BLV2—HF—
BI27IL—TICE2TREINE T, IHIC, Pod Y —ERTHD Y MNAIEET DHBEIE. FAS
N3SCChOtEY M, Y—ERT7HI Y NTCT I EATERHPASENET,
ZHIELUTOAEEFAL T, Pod DEREMALEFI) T —OVTFAMEERLET,

. FETE2IRTOSCCERBLET,

2. ERICEEINRTVWAVWEF AT —OYFTFRAMI, BED T4 —ILREEERMLFT,

3. FIEHREAHMNICTT 2RENAREARIELET,

FHRO—HT 5y MHBREINBIFEIE. Pod B’RIFTANLONFT T, BKRH SCCIC—HLAWEE
¥, Pod BMEEINZE Y,

Pod I3 RTDT7 4 —IL K% SCCICH L THRIET Z2HEBELHY ET, UTIE, RIETINEDH D 2
D2DT7 4 =L ROADWTOHITHRY FT,

%% pa )
INoDflE, FFIICEIVETONAEZERT AN TY—ICEAELE Y,

MustRunAs @ FSGroupSCC A 57—

Pod »* fsGroup ID 2 €& 9 23%BA. TDIDIET 7 4L b®D fsGroup ID ICFL K AFhiERY £+
ho I THRWESIEZ, Pod ' SCC THREEINT, JRD SCCHFHEINF T,

SecurityContextConstraints.fsGroup 7 4+ —JL KIC{& RunAsAny 2% '), Pod f£#&khH*

Pod.spec.securityContext.fsGroup 2 &89 2 &, TD7 14 —IL RIFBEMEARINFT T, RIEF
I, D SCCEREIM®D Pod 74 —IL REIEB L. TD/ Pod KRS E20REELH D T & ITHFE
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BLTLESEWL,

MustRunAs @ SupplementalGroups SCC A b 557 —

Pod {t#h% 1 DLLED supplementalGroups ID 2 %9 %354, Pod @ ID I& namespace @D
openshift.io/sa.scc.supplemental-groups 7 / 7—>3 VD ID DWINNMIEF L RIFNIERY £H
Ao T THRWEEIE, Pod A SCC THRIEIN T, RD SCC HFHEINE T,

SecurityContextConstraints.supplementalGroups 7 4+ —JU KIZ{E RunAsAny 2% Y. Pod {t#&A
Pod.spec.securityContext.supplementalGroups %= &89 231546, ZD7 1 —IL RIFAEMEHRIN
9., MEEAFIC, fthD SCCERENMD Pod 74 —IL RAEEF L. TD7Hd Pod KK I & 5 ATHEMED
HBIEITFRLTLEI W,

15.1.6. Security Context Constraints DB.LERE

SCC (Security Context Constraints) ICIXBEE 7 1 —IL KAH Y, Y NO—F—DEKRRIE %
ATITIEFICHEES AT,

BEIRAIIE 0 (TR RY B WEBEIRGI T, nil BEIRALIE 0 X ZHEDBEIRMGZERLINZE
¥, BEIBRLDEWSCC &, EREARKICEY POLHAICBELEY,

EFATEEMR SCC DAt Y MHSRET D E. SCCIEHRDAETIEFAIFSNET,
. REBEEDEVSCC HRMCHERSNET,
2. BEENELWES. SCCIHRBRBHIBRDOZVWEDHSDVRVEDDIBICHEREZSNET,
3 BEELFROBANELWEA, SCCREFTY—MINIET,

FTI7HILKNT, V5R9—BEEIIMHEINS anyuidSCC ICIZSCC Y POBEEMNMEEINE

T, INICLY, V5 R45—FEZEIL Pod D SecurityContext T RunAsUser 2359 5 Z &IC &
Y, FEOI—HF—ELTPod ZETTEET,

15.2. ERTICEY H¥ TSN 5 SECURITY CONTEXT CONSTRAINTS {EIZD
WT

AV bO—7—F. IND namespace DEFICEIY B THNLEZKREK L. Pod DALIEFIIC
Security Context Constraints (SCC) Z5&Ed 5 & 2 IC M) H—9 % SCC (Security Context Constraint)
DRFEDFRBEERHLET, ESCCRAMNITY—R@MDR NS TFI—EFRICFHEINET., D
BR. (BFRIINBI5HIC) Pod ARDEE HICEEINAEZR) O —OFFICEIYHTONAENMERS
N, EITHD Pod TEEZINZETEID DRMEDENEREINET,

DLFDSCCICLY., By bAO—F—F, SEN Pod AR TEEZEINTULWARWGEICERILEERES
NEE=RIFETEET,

1. RADMNFLIFFRKREDERE I N TV MustRunAsRange @ RunAsUser 2 h 557 —T19,
{31 openshift.io/sa.scc.uid-range 7 / 7 —> a v ARBEL CEHE7 1 — )L REZREL X
ER

2. LRJIVAFRE I TLAR L MustRunAs @ SELinuxContext 2 573 —T9, 2T
openshift.io/sa.sccmes 7/ T —> 3 VERBELTL RV ERELE T,

3. MustRunAs @ FSGroup R b 57 —T79, Zftid. openshift.io/sa.scc.supplemental-
groups 7/ 57— avEBRRLE T,
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4. MustRunAs @ SupplementalGroups A k57> —T9, ZfF
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA BRRL X T,

M7 —XTE, EFX2)FT4—2VFFR2MOT7AONA I =D Pod ICELITHREIN T L AL
TA=—H—EETITAIIMERELET., TIAIIERERXBIRINDZA NS TI—ICEDVWTiIThNE
£

1. RunAsAny & & U* MustRunAsNonRoot A b 57— E 774 )L hDEZREL FH A, Pod
BNRSA—H—E(TIN—TIDARE)EVEETZHEIF. E% Pod THRAICERT 2LED
HYET,

2. MustRunAs (B2— D) A M7V —k, BILERINZ T 74V MEEZRBLE T, & X
X, ZIL—7 1D DHBEIE. Pod I MBED IDEEEET 2I5ETH. namespace DT 7+
WRRS A= —ENPod DT I —TFICKRRINE T,

3. MustRunAsRange & & U' MustRunAs (BiE~R—X) A NS 7Y — &, SEOR/IMEZIREL
F9., E—ED MustRunAs X b 57 —DIFED L D IC. namespace DT 7 # ) MBEIZETT
FD Pod ICRRINFE T, BENR—ADR N TY—DEBOHETRETRERIZE,. Ihid
RNICREINEEOR/MEEZIEELX T,

72\ 55 IC openshift.io/sa.scc.uid-range 7/ 7—2a VIl 7 A =Ly O LET, W
THEFEELRWEEIE. SCCHMERINFzH A,

pa )

FTI7FIWNT, 7/F57—Y3VYR—ZADFSGroup A bS TV —d, BEAET /T—
avORMEICEDKBE—QHEBTHRELET, L&A 7/ 7—2avh18%
FiAEBE, FSGroup A A7V — 3 1 DR/IMES S URKETEEARELE T, B
MDJIV—TF% FSGroup 7 1 —)L RTHAI T 2MENH BIHEIE. 7/ 7—>avik
FRALBRWARY LSCCERET DI ENTEET,

ya 13!
' FSGroup & & U SupplementalGroups A h 5572 —
I&. openshift.io/sa.scc.supplemental-groups 77 / 57— 3 ~ H* namespace ICfF7E L

ya 53!

openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 VI, <start>/<length 7 (&

: <start>-<end> X DIV YRXPYY DO TOv I/ D—EEZZIFANZE
9, openshift.io/sa.scc.uid-range 7 / 7 —> aVIdBE—TOv I DHEZIFANE
ER

15.3. SECURITY CONTEXT CONSTRAINTS Dl
AT DFIE. Security Context Constraints (SCC) BRE LUV 7/ T—Y 3 v ERLTVWET,

FEFR{I X privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )
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%

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] @)
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

(£

Pod N"EKRTEBHEN—ETY, RHKALRES* IIEROEEZHATLI TN —BIEDHZE
3. WINOHEBLEKRTEAWIEZRKRLET,

Pod ICE8® % BINEEED—ETT,

X2V T4 —IVTFRANDHFAINDEEEDHS FSGroup A A5 7V —4 14 FTT,
ZDSCCADT I ERERDIIV—TTT,

Pod M SERY R HEBED—ETT, F/ld. ALLEZIBEL TCIRTOMEEZ ROy FLET,
X1 FT4A—OAVFTFRANDHFAINDEEED S runAsUser A NS F7Y—4914TTY,

LX) F4—AVFFRAMNDHFATINZEEEDHS seLinuxContext A N STV —441 T T,

Q999000 9O

N
)
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X2V T —AVTFRANDHFAINZEENVIL—T%ESH % supplementalGroups X b 57
Y—T9,

ZDSCCIKT7IVERTES1—H—TT,

SCC D users LU groups 7 1 =)L RKIESCCICT7 IV EATEZ1—H—HIHLES, T74/I b

T\\
A}

VSR —BEE, /—RFBLUVELRIY MO—F—IZI3FHEME SCCADT I ERANMTEX

hEJ, REAEINDZITARTOI—H—ICEHRNE SCCADT I EANMMTEINIT,

BAREY7E runAsUser SEEA A L W5 E

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

AVTF—F/EPod METHEICFERT 21— —IDEZERLAWVGE., BWAUDIEZID
Pod Z{ER9 % SCC &> TEAY XY, HIRME SCCIETT7 2L N TIRTDRIEL—H—IC
HEINZEH., FEAEDHEEITRTODAI—Y LY —EXT7HT Y NTHRATE, #A
INnFT, ZOFIRMTE SCC &, securityContext.runAsUser 7 1 —JL KDER T X 2 EAFIIR
L. IhET 72V MIRET 575 MustRunAsRange A A7V —%FERALET, 2HS
SUAVTIRCOEREIEE LAV, ]IT7OY ¥ b T openshiftio/sa.scc.uid-range 77
JTF—2avERBLTHEE 74 —ILNIIT—9%2{ZELEFT, REWIAVTF—D
runAsUser (& 7RI LHEDORADEEFLWMEICRY FT, FRAIERETHZDIETART
O7AYY MIEETNEThERZBENRZEIND DT,

BAREYZE runAsUser SR E4 AT 33548

-
(S

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

BEDI—Y—ID Z#EKY 350>V FTF—F 7k Pod H* OpenShift Container Platform IC& > T3
FANSNZDIE, Y—ERT7HT Y MEIF2I—Y—ICZDI—F—ID 2FAT T2 SCCADT
TEADNEINTWBIFEEDHTY, SCCIE, EED ID PHEDHERNICH S ID. TIFEK
IKBEBEDI—H—IDEFILET,

DEEFE L. SELinux. fsGroup. & & U Supplemental Groups ICDWTEMTY,

54.tF2)F4—aVFF 2 MNIKDIERK
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OpenShift CLI (oc) % f#F L T SCC (Security Context Constraints) 2 {Ef$ 2 Z EHTE T,
AR

e OpenShift CLI (oc) A4 Y A h—ILIhTW3,

e cluster-admin O—J)LZzH 21— —& LTIV FRY—ICATA VL TW3,

FIR

1. scc_admin.yaml &\ ZHID YAML 7 71 L TSCC2=E&HLE T,

128

SecurityContextConstraints 7 7> £V M E&

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

473> & LT, requiredDropCapabilities 7 1 —JL RICHEREEFRE L T, SCC DIFE
DOWEEERYMR ZENTEET, BEIhAHEFTI VYT F—DS ROy FIhEd, IR
TOTANE) T4 —%5WETSICIE, ALLEZIEELF T, & 2 1E, KILL#E8E. MKNOD
HEEE, B LU SYS_CHROOT BEBED AR W SCC ZERRT B ICId. LA R&E SCC ATV T/ MTEB
mLE9d,

requiredDropCapabilities:

- KILL

- MKNOD

- SYS_CHROOT
Pz
allowedCapabilities & requiredDropCapabilities DA IC. #EEABINTE F
A,

CRI-O &, Docker KF a2 AV M ICEBEINTVWEIELC—EDHEDEEAYR—NL £,

2. 7740 EELTSCC#EMLET,

I $ oc create -f scc_admin.yaml


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities
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H A B

I securitycontextconstraints "scc-admin” created

REE
o SCCHERINTWB I E&mRLET,

I $ oc get scc scc-admin

H A B

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. SECURITY CONTEXT CONSTRAINTS ADO—J)ILR—XADT7 7R

SCCIERBAC TUIEBINBZYY—RELTHETEFT, ThickY, SCCADTIERAORI—T
EREIOVIVINFRIIISRAY—L2HRICKRETEEYS, 12— —, JIL—7, FEH—ERXTH
TV RNESCCICEEEIYYNTEE, VS5RY—L2EORA—-—THREINET,

pa )

SCC %7 7 # )L b namespace (default, kube-system. kube-public. openshift-
node. openshift-infra, & & U openshift) DWFIMNERLET, ThHD
namespace ¥ Pod ¥z —EXDRTICHER LRV TLEI W,

A—ILDSCCADT I A% MMHALITIE., O—ILDEKFICsce )V —RAZBELET,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

ZhickyY, ULTFToO—ILEEI NERINE T,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:

- apiGroups:
- security.openshift.io 6
resourceNames:

- scc-name @)

resources:
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- securitycontextconstraints 9

verbs:
- use
I:] _)l/o)%ﬁﬁo

EZEIN/O—ILD namespace, IBEINTWARWEEIL, default ICT 7 2L MREINE T,

SecurityContextConstraints |) YV — X5 &8 APl F)L—7, sce MY —RELTIREIN B
BICEEMICEREINE T,

T2 ATESSCCDAFDY Y L,

1—H—H SCC &% resourceNames 7 1 —JL RICIEET BT & A2HFATBENY—RTIL—TD
AT

®0 009

Q, O—JLICERY 2850 —%,

CDEIRI—IAEHEOIO—AILFLIFZIZRI—O—ILiE,. A=A VT4 VT FEIEISTRY —
O—INA VT4 VTTINIINA Y RINEH Ty D scec-name & WD 1 —HF—FFRD SCC
HERATLIZEAHFTLET,
Pz -
RBACIZTITRAL—2avaBCELIICKRE I TWEAS, 7OV Y NEEET

HoTEHESCCADT I ERA[MNET R EIETEFHA, T 74 MTlE. restricted
SCCA#EH, SCCYY—ATEiFEuUse ZEHT A EIFFFAIINTVWEH A,

15.6. SCC (SECURITY CONTEXT CONSTRAINTS) A~¥ > kD) 77 LV
A

OpenShift CLI (oc) ZfEA L T, 1 A4 >~ XD SCC (Security Context Constraints) % @& D AP| 7
TV ) MELTEETEET,

bz ot 8]
: SCC ABET X 3 & 512 cluster-admin 422 FNIE A Y £ A,

15.6.1. SCC (Security Context Constraints) D&~
SCC DIRTED—EEZIMBT 2ICI1E. UTERTLET,

I $ oc get scc

Al
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
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hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]

hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. Security Context Constraints DREE

BED SCC 1T 2154 (SCC BRI NZ1—H—, $—ERT7AIY hBLUTIL—TEEE) &
XRTEET,

7= & Z L, restricted SCC #MRET 5 I1CIE. UTFEERITLET,

I $ oc describe scc restricted

H A B

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
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Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

Q SCCHEAINZI—H—EH—ERT7AY Y NEa—BXRRLET,

g SCCHAEAINZFIL—TE—EBRRLET,

pa

Ty TIL—REICARITA XINKESCCHEREFTBICIE. T74) D SCCDEE
EERELALVTLLEIL,

15.6.3. SCC (Security Context Constraints) MEIIfR
SCC %#HIBRT 2 ICld. UTFEEFTLES,

I $ oc delete scc <scc_name>

P
_ T 74 hDSCCZHIRY 53568, TNIEISRI—DBEBRICBERINET,

15.6.4. SCC (Security Context Constraints) DB #T
BIE SCC A BH T 5IC1E. UTFEERITLET,

I $ oc edit scc <scc_name>

pa )

Ty TIL—REICARITA AINKESCCHERFTBICIE. T74) D SCCDEE
EERELALVTLLEIWL,
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#5163 SYSTEM:ADMIN 21— 5 —DHER DA
5162 SYSTEM:ADMIN 1 —H'— D#EFE D&

16.1. APl DIERR{E A

OpenShift Container Platform API ADEX %, BIDI—H—MNEREINTUVEIHIDELIICERETE
£9, #FMlE. Kubernetes KF 2 X >~ b®D Userimpersonation Z&MR L T XL,

16.2. SYSTEM:ADMIN 1 — %' — D1ER D& F

PSR —BEEBED/NN—IvPariE[F59 % system:admin DEREEHET 21— —/—I v >3
VEMETEZIENTEET,

FIR

e system:admin D¥EREZEFEAT2HICI—Y—NR—Iv P arva572ICE. UToav
VRERTLET,

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

) 8
FolE, IO YAML %3&EH L T, system:admin DAZEMERZ Y U TEHIENTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. SYSTEM:ADMIN 7' )L — 7 DR D& H
system:admin 1—H#— LI —TRHTI SR —EEBED/N—Iv > arvyMFE5IhTVWBIEE.

O< v RIT --as=<users --as-group=<groupis --as-group=<group2> /X5 X —4 —%8i1 L T, FE&E
TN —TOEREERTZ2VELIHY FT,

FIR

o EETZISRI—BEEBII—TDER%EMER L T system:admin ODHERZER T 27201
A—H—N—Iv2aviafE5T3I1EFE. LTFOITY NERTLET,

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

133
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17Z LDAP 7 )L— 7 DEHR
BEEIZ, JIV—TEFERLCA—HY—%2TEL, ERAZLEL, EFEs@btTExd, @lTIEa1—
HP—TIN—T%FTTIER L. ThH% LDAP H—N—ILRELTWBIGELHY £F., OpenShift
Container Platform (&1 5 ® LDAP L J— K % A& OpenShift Container Platform L I — R & EHT
XZDTC, YI—TH1DODBRTEETET XY, IRWEFHR T OpenShift Container Platform (£ 7 )L—7
AVN—=2y THEETDHOHD 3 DDHBRF—< (RFC 2307, Active Directory, LRI h 7z
Active Directory) B L T/ IL—T & LDAP H—N—DEEEZHR— M L TVWE T,

LDAP DR EDFHMIL. LDAP 7A TV T4 T4 —TANA T —DEHRTE #SWBLTLIEIW,

pz o-1o)
i JI—T%EHI T 5 1C1F cluster-admin R A F > TWARELNHY £ T,

17.1. LDAP RHEIDEEREICDWT

LDAP Efi%=E1T79 21013, RRETZ 7 A IUVDABRETT, TDT 7AIICIE, LLFDLDAP V3547
v hREDFHFHAZTEINTT,

e LDAP H—/NN—ADEHDRE,
o |IDAPH—N—THHEINZRAF—VICIKEFET ZEBREL T3,

® OpenShift Container Platform Group &% LDAP H—N\—0D 7 I —TIIx vy T 5 EBENTE
HELLEHMITYEYTD—ETY,

BREZ77AILOEAIE. FHT S RAF—< (RFC 2307, Active Directory, Z 7= IZ¥i3R Active Directory)
ILE>TERYET,

LDAP 7514 7 hEXE
BREDLDAP VSA TV NREEV Y a Y TlE, LDAP H—N—~DEHEEERLET T,

BREDLDAP VSA TV NREER VY a v TlE, LDAP H—N—~DEHEEERLT T,

LDAP ¥ 54 7~ hE&E

ﬁlll

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

T—IR—R%EHRANTZ LDAP H—N—D#EHKE7OMNIIL. IPTRLR, LT
scheme:/host:port & L T7 #—< v NI ZEREDKR—MNTT,

NAYKDN & LTEHERYT ZERDHSG (DN) T, BHREOIY N —EBETEHICH
¥ L7 HERDME & 12 5354, OpenShift Container Platform ldch &FERA L £,

NRAYRICERATZ2EED/NNRAT7—RTY, EAHHEEOTY MN) —ZIET 27DICHFE LIER
N EE R B5E,. OpenShift Container Platform i N AFRA L 9., ZDEIFRIEEEH. A
T740. FERESEINEZTI7AILTEEETEIT,

O o o 9o
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#5175 LDAP V)L — 7D REHA

false DI5E. ¥ 2 77 LDAP (Idaps:/) URL (£ TLS #fFR L C#Efi L. e+ 2 774 LDAP
(Idap:/) URL IZ TLSIZ7 v FIL—RINFT, true DIFE. H—/—~D TLS FHiFiThh F

© BEINLURLOY—N—RBERIET B0ICERT BAEB/ Y KL TT., ZOBAE,
OpenShift Container Platform &> R 7 ATEFEIN DI — M E2FEHA L 9, insecure 7' false I
BREINTWVWBZBEICDA, I BEREHINET,

LDAP /T Y —%&E%H

FHIR E L. FHIICHMEBERZ TV N —DLDAP VI —EHFTHEINTWET, LDAP S T
) —DEFEDEFHIE. LDAP H—N—[TAVYN—=y TIERARET ZEHIFEAINZAF—T
ICRELE T,

LDAP 4 IY) —%F&

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9

derefAliases: never 6
timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0

TRTOBREDIFRBINDTALI N —DTZVFDHHIE (DN) T, T4 LI MN)—=Y 1 —
DEBEZEETZHENHYEIITN, TALIMN) DY TV —%2EEITBIEETEIT,

MEOEHFETT, Ax2{EIT base. one. F/ldsub TF, ThEEHRLALWESE. sub DEH
MEARAINZET, SEA TV avicoWnWTid, UTOXRTHBEINTWET,

LDAPY Y —DIA)T7RIEAETZIHREOENETT, Bx/RMEIL never. search, base. F7=
I& always T9, ChEEZLAWGE, T74/) ML always &Y, T4 Y T7RAEHESRLE
T, WSBOEEICOWTIHUTORTHBINTWET,

DIAT7 Y MIE > TRRICFHFAIINZHEFEFIRTY, 0 DIEEKT Z14 7> MIDHIRI LW &
EERLES,

BWRLDAPRET 1 IILH—TT, IThEERELABWEE. 774/ ~Z (objectClass=*) IZ72 Y
x7,

@ ® 6 o0 ® 9

LDAP TV M) —THIEINE, H—N—DE5DHEER—VDEEDRAY A XTY, 0ILKET
&, IBBER=—UDY A IFHIRIERLSBRYET, 7547V MELIEY—/N"—DF 7 +)L N TEHA
LTWBIVR)—HLIYVZVWIVRN) =% 0T —DRTIFE., R—=VVITH1 ADBRENDLE
ERYFET,

K171 LDAP #R&HA > a v

LDAP #&3e%6E B4

base JIT) =L TEEINEZIR—ADNTEET DA TV NDAHFEEELET,

one JITY—IZDWTR=ZADN EV Y —RHOELLRIVICHZITRTDA TV haE
EBLET,

sub DI —IHEEINBER—IADNDOY TV —2ka2EZEBELET,
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LDAP #&5e$5E B4

#&17.2 LDAP ¥ S RENF
WS REF B4
never LDAP Y Y —IlHBITA VT RSB LI A,
search BRBERICERON2LTIA VT ADHEHSRLES,
base R=Z2ATI ) NaBRRPICIA VT AOHEHSRLETS,
always LDAP Y ) —IZHBDITRTDIA )T RAZEIHESRLET,

1—Y—EFROHMYYEVT
A—HF—ERDODEZEIY Y EV JIE, OpenShift Container Platform Groups D& &% LDAP H—/3—
TIIN—T%5RHETI2EEDHNFICBHRNICYY TLET, Yy EVTIIEBED YAML XX % F
ALEY, I —HF—EEOIYEVJITIELDAP Y —NR—DFRTDIIN—TDIV N —%ED
32288, TRHDTIV—TOHTEY NDAEEDHZIEETEEYT, I—F—EHEDLZFIT Y
EY J5EFLBRWTIL—TH LDAP H—N\—ILH B 55, BEEDT 7 + )L b8{ETIE OpenShift
Container Platform Group M &Hi& L TIREINZ2BHENMERAINE T,

A—Y—EROZRIYYEV T

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1711.RFC 2307 & E 7 7 1 JLICDWT

RFC2307 AF—<TlE, 1—H—=&JIL—TTY M) —EA®D LDAP 7 T ) —EF & NER OpenShift
Container Platform L A— R TZ N O A2 RITDIFRAT2EHL2IEETI2NELrHY E T,

BAHEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEFIIRAIND 714 — )L RICHENBUNADOBYZFERTI2HVENHY FT, LEXIE A—ILIC
& o T OpenShift Container Platform Group @ 1 —H—%33I L. — k& & LTI —T D &R % FEA
LET, UTOREZ77MILTE, TOLDREAREEKRKLTVET,

p= T
AY 1Y —FERHZDIYYEVITEFERT 256, BRET77MIVIFERY T,
RFC 2307 A¥—< %89 % LDAP RHIZ%E: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
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url: Idap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ZDTIV—TDLI—RKPREEIND LDAP Y —N—DIP 7 RLRAEKRRANTT,

false D&, t2F 2177 LDAP (Idaps://) URL I TLS # A L THER L. IEt+ 21772 LDAP
(Idap:/) URL G TLSICT7 v FJL—RINZFT, true DIZE. F—/—~DTLS EHKFThh F
H A, ldaps://URL AF¥—LIFXFEATETEE A,

LDAP #—R—D V) —F & —EICHAI T 2B TY . groupUIDAttribute IC DN Z{FER L TW3
%&. groupsQuery 7 1 LY —HIBETIFHA., FMlAR T4 —Z2ETTDICE. AT K
VAN TZv o)A NDAEEEFEALET,

Group DEZFETE LTHERT2EMHETY,

AVN=2y TIERERETDZIIN—TDEMETT,

Q®6 O 09

LDAP H—N\—Ta1—H%—%—ZEICHA T BEMETI, userUIDAttribute ICDN Z{FRA L TW 335
Ald. usersQuery 7 1 LY —AIBETETE A, FlAT7AINY—%5FETTBITE. mTA N
ANTSv YR NDAFEEFALE T,

Q OpenShift Container Platform Group L A— R Ta1—H—& & LTHERINZEMLTT,

17.1.2. Active Directory 8 7 7 1 JLICDWT

Active Directory AF¥F —< Tld, 2 —H—IT > M) —®D LDAP ¥ ) —EFH & NE OpenShift Container
Platform Group L A— R TZNLA2RTDIFRATI2EMEZIEETILENHY F T,

BAREIC 4 %728 IC. OpenShift Container Platform TYER Y % 7L — 7ld (ATgeieiza) 2 —H—F i
BEEFICRAIND 714 — )L RICHNBUNADBMZFERTI2HVENHY FT, LEXIE A—ILIC
& > T OpenShift Container Platform Group @ 1—H#—%BI L £ H. LDAP H—N—DJIL—T4£
TIN—TDEAEEZELE T, UTDREZ 7ML TlE, DL BREFKEERLTVWET,

Active Directory A ¥ —< % {19 % LDAP EIHIXE: active_directory_config.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform Group L A— R Ta1—H—&£ & LTERINZEHLTT,

@ Vv TEBERET BV —ORKETY,

17.1.3. #kBR X Iu 7= Active Directory 387 7 1 JLICD W T

AR X N7z Active Directory RF —< Tld, 21—H#—I Vv K N)—EJIL—FTV M) —DEAD LDAP
9 1) —7EFH & WER OpenShift Container Platform Group L A— R TZh 52 RIDICFERAT 2EM %
BETBIRENMHYZET,

BAFEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEFICRAIND 714 — )L RICHNBUNADOBMZFERTI2HVENHY FT, LEXIFE A—ILIC
& o T OpenShift Container Platform Group @ 1 —H#—%#A L. —f&&E LTI IL—TD &A% FEH
LET., UTOERET 7ML TIRIDEL D REAREERLTVWET,

#i3R X N7z Active Directory ¥ —< %A 4 % LDAP RHARE:
augmented_active_directory_ config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

LDAP H—N—D I — T % —RICHR T 5EMETT. groupUIDAttribute [CDN ZHAL TV 3
%& 1% groupsQuery 7 1 LY —EIBETEEF A, FMA T4V —5RTTBHITIE. K74 b
VAN TS9O )R NDOFEEEFERLET,
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© G nHHIELTHEATZEETT.
9 OpenShift Container Platform Group L A— K Ca1—H%—&Z & L THERINZEMETY,

@ Ny TEBERET BV —ORKETY,

17.2. LDAP [AHDE1T

FHARE 7 7 1 L= ERR. EHIZBEATE £9, OpenShift Container Platform Tld, HEEILRE U
H—N—%FHELTCZHROERERIARY 1 TE=RTTEET,

17.2.1. LDAP t—/X—® OpenShift Container Platform & MR 4H

LDAP H—/\—DFRT DY )L— T % OpenShift Container Platform ICEIHI T £ ¢,

AR
o BHIREI7AMILAEERLET,

FIR

® [DAP H—/I—HM5DFTRTD Y IL—T% OpenShift Container Platform &R 2 ITIE. LA
TEEITLET,

I $ oc adm groups sync --sync-config=config.yaml --confirm
)z 6
T4 ENTIE, TRTOITIN—TEBPRIEN R4SV INBDT,

OpenShift Container Platform Group L A— R ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 VAR ETE2HEIHYZET,

17.2.2. OpenShift Container Platform Group ® LDAP t—/X— & D[EHA

BRET7M4INTEEINL LDAP H—/—D JIL—FITH T % OpenShift Container Platform D %
W—TIRTCERPATEET,

IS 3as
o HHIRET7 7 AILEEKRLET,

FIg
® OpenShift Container Platform Group % LDAP #—/N\—&¢EH T 5 I1C1E. U TFEEITLET,

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
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pa )

TI7AIWBMTIE, TRTOTIN—TEERENRSA SV INBDT,
OpenShift Container Platform Group L A— R %ZZ&E 9 3 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,

~

17.2.3. LDAP H%—/X—®D % 7 7' )L— 7 ®D OpenShift Container Platform & D EHH

LDAP I —TDH Tty h&, RTA NIRRT 7M. TSV IYRNT 74, FLEETDOEA
% (@A L T OpenShift Container Platform & B TE X7,

—

pa )

TS9OV RNTZ 740, TITAMNYAMNT 74, EREETARNIZR MDY TSIV
DHAPEDLEEFRATEET, RT7AMIAMNELVTTSYIYRMNDT 74 ILITIKT
FTTERTDOBED T IV—THNFEEDDIUREIHY, K74 KN)ZA MDY T
AT Y FERICEEEDHDDIENTEEY., IhboDHA RF 4 VIE LDAP H—/N—
IC#H % 7' )L— 7 & OpenShift Container Platform IC3 TICH B I —TIERAI N E
ERR

Gl s
o HHIRET7 7 AILEEKRLET,

FIR

o | DAP ZIL—T DY T+ v b% OpenShift Container Platform & EEId % IC1E. UTFoa< >
NaEfERLET,

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
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Pz
FTI72ILMT, TRTOVTIL—TEHREN RSS2 EINBDT,
OpenShift Container Platform Group L A— R%ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,
173. 9 W—TOTIN—=v T3 TDRERT
TIN—T%EK LT LDAP H—/R—D L O— RHBFEEL AL Ao BE. BEEIL OpenShift
Container Platform L A— RS VIV —T%BIRT 2 EARBIRTEEY, TI—=vIYaJiE H
HYaJIERAINZEDERACASEEREZ 7MIIVELVRIA M)A NFELIZTSV I ) AN EZS
ANZET,

UFICHZERLET,

I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

17.4.LDAP 7\ — = H&WICHEHEI 3 %

cronVaTJEHRETDHIEICLY, LDAP FIIL—T 5 EHMICEEFMICEBETEET,

(1} =355
o cluster-admin O— /LA FDODA—HF—E L TIFTRAY—ILTIERATE S,
e LDAPID 7O/N4 ¥ — (IDP) 252 E L £ L 7,

ZDFEIE. Idap-secret& L\ D ZFID LDAP ~—%7 L v k& ca-config-map &\ ZREIDER
EXY THEERLIZZEZRRE LTWVWET,

FIE
L cronYa aEITeds7 0z MEERLET,

I $ oc new-project Idap-sync ﬂ
Q ZDFIETIE, Idap-syncE WS OV hEFRALET,
2. LDAPID AN ¥ —DBERICERLIZY—I Ly Ay TEREYY TERDIFIT. 20D
FLwo z o MIaE—-LZET,
=Ly by TERET Y Flidopenshift-config7 O = - MIFEEL. # L LIdap-
sync7OY Y MIOE—F2RELNHY T,
3. Y—ERXR7AU VM EEHLET,

f3l: Idap-sync-service-account.yaml
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kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. H—ERT7Ho Y M EERLET,

I $ oc create -f Idap-sync-service-account.yaml

5. 9529 —0DO—ILAEHLZET,

f5l: Idap-sync-cluster-role.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. OEZQ_D_)bK_"ﬂEﬁEbi?o

I $ oc create -f Idap-sync-cluster-role.yaml

7. VSR —A=INA VT4V T EEELT, 72R9—AO—IEHY—EXT7HD Y MINA
vRKLEY,

51l 1dap-sync-cluster-role-binding.yaml

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

Q COFIEDBIETER LY —ERT A Y hADSE,

142
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8. VIR —O—INA VT4 v TR LET,

$ oc create -f Idap-sync-cluster-role-binding.yaml

9O RERET 71 IV EEET 2REVY T2EHRLIT T,

Bl

- -

Idap-sync-config-map.yaml

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

(fc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com" G
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

EHRE7 7M1 IVEERLEF T,
URL 2#EEL XY,

bindDN Z#E L ¥,

#5175 LDAP V)L — 7D REHA

ZDOFEITIE, RFC2307 AFx—<AFALTWE T, HEISCTCTEEZRAZELET, BD

AF—TEFERTEZIEETEET,
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6 groupsQuery @ baseDN %#35E L £7,

6 usersQuery @ baseDN %38 E L 7,

10. BRENXY THEHRL T,
I $ oc create -f I[dap-sync-config-map.yaml

M. cronYa7zEHLZET,

fll: Idap-sync-cron-job.yaml

kind: CronJob
apiVersion: batch/v1
metadata:
name: ldap-group-syncer
namespace: ldap-sync
spec: 0
schedule: "*/30 * * * *" 9
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"
- "-C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm" ﬂ
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets"”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
volumes:
- name: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- name: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
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activeDeadlineSeconds: 500
dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer"

cron Y aTdDEREEFZRELETT, cron V3 TEREDFMICDOWTIX, cron ¥ 3 TDER
ESRBLTLEIL,

conER TEREINZ VI TORTY a—Ib, TOHID cron ¥ 3 TIE 30 DT EICET
INET, AHOETICHIHIZEMEZERELT. REISUCTRAERZRAZLET,

@@G—

7 LY a T2 RET 20E (F iu)o Ihid, RELEUEIDY 3 75EELTARE
BR7Z—RMEREREIERVWEIIC, VaTdR5Va2—-I)IOEBERLICTZMRELNHY F
9o EMICDWTIE, Kubernetes K& 2 X > h®D TTL-after-finished Controller &8 L
TLEETW,

BET Y TTEBS NERPRE

?4";-

Q cron ¥ 3 JEERFTTBHD LDAP A a<T Y K,
7740V EELEY,

g ZDY—4 Ly ~NZE. LDAPIDP AR EIN-E ZITERINE L1,

6 ZDHETY FIE. LDAPIDP ABEI N & XITERINE L1,

12 cron>Yadu=ERLET,

I $ oc create -f I[dap-sync-cron-job.yaml

BaETE R
o IDAP7ATVUTAT4—7ANA5—DERE

e cron ¥ a 7DERK

17.5.LDAP 7' )L — 7D EHE DA

ZDtv T aviliE, RFC2307. Active Directory, & & UMLAR Active Directory A F—<IZDWT D
BINRBHEINTVWET,

pa )
INoDBITIR, IRTOI—HYF—DENETNRDIIN—TOEENLBAVNN—THBZ
EEBELTVWET, &<IK. T =TI MO TIL—THBXA v R—& L’Caihiﬁ'

ho RANMEINIZTI—TA5REETZ2HEOFMIOVWTIE, RRAMEI /X
N—>w TRBIOFEICDOWTSRB L TLLEI WL,

17.5.1. RFC 2307 R ¥ —< DFEAICL 2 JIL— T D REHE

RFC 2307 AF—< DIHE. LTDHITIE2BD AV /N— (Jane & Jim) 23 FD admins & WD J )L —
TERMBLET, UTFICHlERLES,

o JI—TE1—H—HLDAP H—N—|ZEBININDHE,

o [AHATZICER X 115 OpenShift Container Platform @ Group L 3— K,
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R

INLDHITIE. TRTOA—Y—DZNTNDTIL—TDEENRA VY NN—THDBZ
EEEELTVWET, &I, TI—FIRMEDTIV—THA VU N—ELTEFNEHE
Ao FAMEINITIN—T%EHET 2 HEDFEMCOVWTIE, RAMEINhAXAY
N=—2y TRBOFICDOWTHEBLTLEI L,

RFC 2307 AF—< Tld, 21— — (Jane & Jm) & IN—TORAN 7 7—A NI Z ATV M) —&
LTLDAP H—NR—CBHEEL. TI—TAVNR—=2y T TN —TOBMICEFEINE T, LUTO Idif
DAZRY T, TORF—TD1—YHF—ETIN—TE2EHFLTVWET,

RFC 2307 A¥—< % {89 % LDAP T kY —: rfc2307.ldif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

qp ZDTIN—TFIEIDAP H—NR—D T 7—ZANISATY NY—TF,

Qg TIW—FDAVN—IE, TIL—TOBME L TOBNSBERIC—BRRINET,
BRSH
o BETFAINEMFERLET,

FIR

e rfc2307_config.yaml 7 7 1 JLEEHAL £,
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I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPREOHERE LTUTO IV —F L I—R%1{E
’32 L/ i’a—c

rfc2307_config.yaml 7 7 1 JL & fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP #—/\—H'RZ ICEAH I N /ZBEET
9, ISO6801 A ZFEHAL T,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,
B 7 7AILDEETZIIL—TETT,

TIW—TDAYN—D1—H—TF, A7 7M1 I TEEINZZRNMMERINE T,

000 O

17.5.2. A ——EHFEDLZRIY Y EV JICET % RFC2307 Ax—< 2 FRHLETIL—7
DREEA

TJI—T 21— —EFDLRINYEV T AREATIIHE. RET77MIIE. ULTFICRTIhSDT Y
EYINEENDLHICERBINZE T,

A—Y—EZRORZAIY Y EY JICET % RFC2307 A¥—< & {#fd % LDAP EHizk5E:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
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o o o9

groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

1—H—EFEDRZAINYEYITT,

A—H—FERDLZAI Y EV I THF—ILERAINZBEEDOHBMETY ., groupUIDAttribute IC
DN Zf#A L T\ 315& (& groupsQuery 7 1 LY —%BETE FH A, FlART7 1LY —%ET
THICE RI7AN)RAN TSI ) ZANDAEREFERALET,

BB OHENFHI—HY—EEDLZEIY v EV JICHEE LR WEEIC OpenShift Container Platform

Group LRI &S IT 270 DEMETT,

LDAP H—N\—Ta1—H—%—FEICHA T EEMETI, userUIDAttribute IC DN Z{FRA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FMlAT7AINY—%5ETTBITE. mTA MY

ANTSvIVRNDHFEEFERLIT,

AR

FIR

148

o BETFAINEMERLET,

e rfc2307_config_user_defined.yaml 7 7 1 L E ORAPEERITL X T,
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform &, LEDRBIRIEDOHERE LTUTO/IL—TFLI1— R&4E

BRLES,

rfc2307_config_user_defined.yaml 7 7 1 JL &8 L TYER X 11 5 OpenShift

Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389

creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com



#5175 LDAP V)L — 7D REHA

© - V- EBOLHTYEVINEETBIL—THTY,

1753. 1—H—FHFEDIS— ML SV RICEAT S RFC2307 DERICL D TIL—TD
[EHA

FI7FINTIE, BREINBZTIV—TITAVYN—=9 ) —TCEHINSEENIHBT VN —%5HFHED
AVN=—DEEZNBHE. JI—TRBPIIULTOIS—2HLTERBLET,

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

Z Nl usersQuery 7 1 —JL KD baseDN DFEENEE> TWEH I EARLTWVWBR I ENELLKHY F
¥, 7272 L. baseDN ICTIL—TD—EHD AV N—DAEBERMICEEFNTUVRWVE

A. tolerateMemberOutOfScopeErrors: true & E 9 2 Z & T — TR HGEI N E T, SEEA
DAYN—FEHINETS,

A, PIL—TRABEIOCRA TN —TDA VN N—DRBICKKLESS. BEETS—%52H L TE
ﬂ&bi—a—o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

Zhif usersQuery 7 1 =)L RDERENEE>TWBIEERLTVWBR I EN LS HYFET, L
TI—TICREZELTWBERHINTUVWBAYNRN—TI VN —HDEEN DG

#&. tolerateMemberNotFoundErrors: true 28 €9 % Z & TH I — TR/ BGEI N T T, BEDH
BDAYN—IFEEAINET,

gk

H
[=]

LDAP VI —TEEOIS— LSV RAEBMICTDE, A ORIIREEDODH

ZAVN—IVMN)—%EELET, LDAP JIL—TREANEL K ZREINTWA
L\taz:u . [AHIX 17z OpenShift Container Platform Group I X Y /N—HARE T 57
BEMEDHY X7,

BEDOHZTIN—F AV R—>y FIZEAT 5 RFC2307 A¥—< % AT 5 LDAP T b
1) —: rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
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objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP H—/R—|IHEHELABWVWX Y IN—TT,

Q FHEIHHEMERHZD. BHYa 701 —% -2 T —Tld baseDN ICFFELRWVWA /=T
ER

LFRDHITIZ—%2FET2ICIE UT2RMERET 7 1 IVISENY 2REELNHY FT,

I5—%5A9 % RFC2307 ¥ —< %[ L7 LDAP RIfz%
rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
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userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true G

LDAP H—N\—Ta1—H—%—FRICHA T HEMETI, userUIDAttribute ICDN Z{FA L TW 335
Ald. usersQuery 7 1 LY —AIBETEE A, FlAT7AINY—%5ETTBITIE. mTA MY
ANTSv YR NDAFEEFALE T,

true DIHE. AT 3 TE—EHOAVNR—DBRODSBA > VIL—T%2HFAFL. LDAP TV K
)—DRODSADN oA VY N—EEBRINE T, JIL—TDAVNR=DBEONSHRWESE. B
TaJOT 74 NEMEIZRBRLE T,

true DHE. BEIY 3 Ti&, —ED X ¥ /N—1" usersQuery R—2X DN TIEEINZ 1 —H—&

BHMCWDIN—T%HEL, AvN—=0T) —HEADX VNN—FEREINET, JIL—TDX
YR—HEENDIEE. REYaTOT 740 MEMEIFERBLZF T,

e o o —

IS 3as
o REITFAILEERLET,

¥
e rfc2307_config_tolerating.yaml 7 7 1 LA FERA L CRABPEERTL T,

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform (&, EEEORAPRFEOFERE L TUTOI/IL—FL O— R%{E
’32 L/ i’a—c

rfc2307_config.yaml 7 7 1 JL % fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

Q B 7 AL TEEINZ T —TDAVYN—DI1—H—TF, BRERICHEFRINDZT

=RV A Y N=TT,

17.5.4. Active Directory A ¥ —<v DFERAICL % FIL— T DEIEH
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Active Directory AF¥ —~<¥ Tld, mADI—%— (Jane & JM) DT 7—APMNIZTAITV M) —&LT
LDAP H—N—|ZHFHEL. JIV—FAYN=2y FRIA-F—DOBEICREINET, LLTDIdIf DR

ZRY MNTE, TORF—DA—H—ETIN—TH2EHFELTWET,

Active Directory A ¥ —< % il 4 % LDAP T k') —: active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

A—HY—DIN—TAVN=2y FRE1—HY—DBMEE LT—ERRIN, JIL—FlEH—1"—L
ICZV M) =& LTHEELEEA. memberOf Bl —H—D) TS ILVEBHETHIHEIEHY

FHA, —BDLDAP H—/N—TIk, THIFRFERICERIN, 77472 MIBINFTH,

F—HIR—Z|IIy FINFEA,

AR

FIR

152

o BETFAINEMERLET,

e active_directory _config.yaml 7 7 1 L= FH L CEAEEZETLET,

I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPRFEOHERE LTUTOIIL—TF L I—R%{E
’32 L/ i_a—o

active_directory_config.yaml 7 7 1 JL & L TYEE X 11 % OpenShift Container
Platform Group

I apiVersion: user.openshift.io/v1



000 O
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kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: e

- jane.smith@example.com
- jim.adams@example.com

Z M OpenShift Container Platform Group & LDAP #—/\—HA'RZ ICEAHE I N/ T
¥, ISO6801 A EFEALZT,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,
LDAP H—N—|L—BRRINZ I IL—TELTT,

TIW—TDAYN—DA1—H—TF, A7 7M1 I TEEINDZZRNMMERINET T,

17.5.5. AR X N 7= Active Directory ¥ —< DFERICL 2 7 IL—TDRER

JL5R X N7z Active Directory ZF —< Tld, mADI—H— (Jane & Jim) &I —FHT77—2 D
FATYR)—ELTLDAP H—N—IHFHEL, IN—TAVNR=2y TRIA—Y—DREICREIN
T3, UTFOUHIfDRA=ZRy NTlE, TORF—IDA—HY—& I IN—TE=EHZELTVWET,

#i.5R X I 7z Active Directory ¥ —< %9 % LDAP TV bV —:
augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams
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displayName: Jim Adams
mail: jim.adams@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q A—HYF—DTIN—FTAYN=2y FliFa—HF—DBME LT—BERRINET,

g ZDTI—TFIEIDAP H—N"—D T 7—ZANISRATY NY—TTF,

IS 3as
o REITFAINEERLET,

FIR

e augmented_active_directory config.yaml 7 7 1 L AR L CRAPEEITLE T,
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEORAPERFEOHERE LTUTOIIL—F L I—R%1{E
’32 L/ i-a—c

augmented_active_directory_config.yaml 7 7 1 JL% {8 L T/ERL T v 5 OpenShift
Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins

users: 6

- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP #—/N\—H'RZ ICEAH I N/ T
9, ISO6801 A EFEAL T,

LDAP 4 —NR—D T I —TOEBHNF T,

o
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g COTI—TDLaA— RPREEINS LDAPH—NR—DIP 7 KL REKRZNTT,
Q R 7 7 1 ILAEES 2/ IL—TELTY,
g TIWN—FDAYN—DA—HF—TF, AE7 7ML TEEINZLFNERINET,

17.5.5.1. LDAP ® %X R MbI hi= X v /R—> v TEEIDHI

OpenShift Container Platform @ Group (# % X MEL FH A, LDAP H—R—FTF—49 DN ERINHI
ICTWN—T AV N—=2y THFIRIET DZHENHY T, Microsoft M Active Directory Server

i, LDAP_MATCHING RULE_IN CHAIN L—JLIC &Y Z DitesHK— Rk LTHY. ZHITIEOID
1.2.840.113556.1.4.1941 D' EINTWVWE T, I LI, O Y FUIIL—IEFERT S E. BARH
KR4 M)A MEINZTIL—TDH%ERPETETET,

DY a3 v T, LRI N7z Active Directory RF—< DHIEERY EIF, 1&2D1—H—Jane & 1
DM I)L—7 otheradmins % X > /X\—& LTHD admins & WD JIL—TEREH L £

9, otheradmins 7L —FICIF1EZD 21— — X NN—JdJimPEFNFET, TOBITIXUTOZ &%
HBALTWEY,

o JI—TFEaA—H—HLDAP H——ITBMI N B Fi%,
e LDAP RHARE 7 7 1 L DHER,
o [FEHATZICER X 115 OpenShift Container Platform @ Group L O— K,

3R X 117z Active Directory A F —< T, 21— — (Jane & Jim) & JIL—TOEAN 77— MY
SATVRY—=ELTLDAP H—N—IIFEL., TI—TX o=y Fida—H—F/E7IL—T0
BHICREINET, UTOIHIfOR=ZRY MIZDRF—TD1I—H—ETI—TEEHZLFT,

FAMEXINF A Y R—EFK ORI iz Active Directory A ¥ —< %94 % LDAP T b
1) —: augmented_active_directory nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams
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mail: jim.adams@example.com
memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO0 T/ ToAYN—Yy TREF TV PORMEE LT-ERRINET.
OO0/ —TELDAPH—R—DT 7 —AFIFRTY P =TT,
6 otheradmins %' /L — 7i admins )L — 7D X Y /"\—T9,
Active Directory #fFHA L TR A MEI ATV —T52BEHTZICE, 2—HF—T 2 N —=ETIL—T
IV KN)—DOEADLDAP 7 ') —%EF & WE OpenShift Container Platform Group L A— R TEh b
ERIDIHEHATI2EMHZIEETI2HENHYIET, ILHIC. CORECTIHFEDEENMVEERY X
-a—o
e ocadmgroups sync A7 Y RIE IV —FEBRRIICHKTA M) R MET 2BELHY F T,

e 11— —® groupMembershipAttributes | (3 "memberOf:1.2.840.113556.1.4.1941:" = &
&. LDAP_MATCHING RULE_IN CHAIN L—JLIZHEd BEABHY £ 7,

e groupUIDAttribute I& dn ICEREINZMELNHY T,
e groupsQuery:
o filter ZERE LW TL I W,
o B derefAliases ZRET DWENHY T,
o baseDN ZERE LRWVWTL IV, ZOEIFERINET,
o scope ZFRELARWVWTLLEIWN, ZOEIRREREINET,
BAFEIC S B 7= Il. OpenShift Container Platform TER T 2 V)L — & (ARERBE) 21— —F iE
BEEREICRTIIND 74 —IL FICHBBUADEEZFERTI2LEN M HY T, &XIE. X—IVIC

& o T OpenShift Container Platform Group @ 1 —H#—%#A L. —f&& & LTI IL—TD &R % FH
LET, UTOREZ7 7ML T, TOLIREAREEKRLTVET,
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RAMEEIN AV R—&FHDOHERX /- Active Directory ¥ —< % il 4 % LDAP EHAz%
FETY, augmented_active_directory config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] G
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

groupsQuery 7 1 JLY —IFIBETEX £ A, groupsQuery X—ZX DN L UPRI—TDIEIZHE
BINF Y, groupsQuery TIEHEMA derefAliases 2% ET 2WMELHY £,

LDAP H—N—D I NN —T%—BILENTZ2EMETT, dnilREINZBELHYET,
Group DEZATE LTHERT2EMHETY,

OpenShift Container Platform Group L O— R CaA—H%—R & L THERINZEMTY, FEAE
DA VA M—=)LTIX, mail £7-I3 sAMAccountName 25 Z EHHEINZET,

® 000 O

AVN=2y TERERET 21— —DBEMTT, LDAP_ MATCHING RULE_IN _CHAIN % {&
343 &EIERLTLEIY,

IS 3as
o REITFAILEERLET,

FIR

e augmented_active_directory config_nested.yaml 7 7 1 L 2R L CRAPEEITL X T,

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

pa )

cn=admins,ou=groups,dc=example,dc=com 7 L — 7% BARHICET A K1) R
MET Z2HENHY XY,
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OpenShift Container Platform (&, EEEORAPRFEOFERE L TUTOIIL—FL O—R%E
’52 L/ i’g—c

augmented_active_directory_config_nested.yaml 7 7 1 JL&{&H L TER X T/
OpenShift Container Platform 7 )IL—7

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP % —/N\—H'®RZ ICEAH I N /2BEET
¥, ISO6801 A ZFEAL T,

LDAP #—N—0D 7 I — T OEEHRNF T,
ZDTIV—TDLI—RKPREEIND LDAP Y —N—DIPF7RLRAEKRANTT,
BH7 7 A ILHDHEET 2 /I —TETY,
TIW—=TDAYN=QA—HF—TT, A7 7M1 I TEEINIZRNMEAINET, 7

IW—TF X 28— F1F Microsoft Active Directory Server I & » TIEH{EIhTWS
H, FAMEINLETIL—TDAVNR=DEFNZIEITEFRELTLEIN,

17.6. LDAP [EIHBE% € D 1Tk

B

BXE T

AIIWDF T2y MERIZUTTHAINTWE T, RF—TAF TV MIEFENRETIhOD

T14—=ILRDBHBZEITFRELTLEI W, 72& ZIE vIActiveDirectoryConfig IZ & groupsQuery
714 —ILRBHY FEAD. VILRFC2307Config & vI.AugmentedActiveDirectoryConfig DA I I D
714—ILRBHYZET,

BF

NAFY) —BHERTR—PFINTVWEHA, LDAP H—N—DLEHT—% 3. UTF-8
IYVIA—RKRXFIHOEATHZIUELNHY ET, cExiE. DEMEELT, R4 F1)—
BYEAEFERT 2 &IETEEHA (6 objectGUID), 1 Y IZ sAMAccountName X 7=
I& userPrincipalName 72 E DX FIEM ZFERAT 2HBENHY X7,

17.6.1. v.LDAPSyncConfig

LDAPSyncConfig (&, LDAP VIL—JRAHA2ERT 2OICBEBERBRES T avaRFELET,
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i

kind

apiVersion

url

bindDN

bindPassword

insecure

B4

IDATI Y MK T REST V)
V—RERTXFIDETT,
Y—N—=F IS4 7V D BEKE
EETHIIVRRSA VI SLIN
HRATEDZENHYET, B
L TEEH A, CamelCase, ¥
HICOWT

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds &%
BLTLKET W,

FT7I MDIDRIED/IN—
VavRF—IEEELET.
P—N—EFRHINRF—T%
BAOREEICEI L, BHEINh
RWMEIFIER T2 EHYF
¥, FMICOWT

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources %%
BLTLCET W,

R MDD LDAP H—/3—
DRAF—L, RAMBLIVR—F
Iy £9,
scheme://host:port

LDAP Hr—/\—% /X1~ K9 B{E
EZDDN T,

MBRIJI—XTNA Y RTBZEE
DIRAT—RTY,

true O35&, BEHEIC TLS ZEH
TERWIEETRBLE

¥, false D&, Idaps://URL
I TLS =& L Tl

L. ldap:// URL

(&, https://tools.ietf.org/html/rf
2830 THREIND LD IC
StartTLS % {8 L T TLS #&#ft (i
Ty L—RIhZE

¥, insecure % true ICERET B
&, ldaps://URL R ¥ — L%
THIEIEFTELZEA,

#5175 LDAP V)L — 7D REHA

A¥x—v%

XF5

v1.StringSource

T—IL{E
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EA:0) B A¥x—¥

ca Y—N—ABREZTHIERIFERYT XF5
ZERDEBEINLIRIER/ NV R
IVTY, ZDIHE., 774 KD
AT L= IDMERINET,

groupUIDNameMapping LDAP ZJL—7 UID @ OpenShift ~ #7¥ x4/ b
Container Platform Group &~ ®
FEDOEEYYEYITY,

rfc2307 RFC2307 EELAZETEY b vI.RFC2307Config

Ty TEINT LDAP H—/R—H 5

F—YEHMHT BDODBREER

BLET, 77—ANITRYT

W—=TEa—H—TU M) —%H

HL, JI—TAvRN—=2y FiF
AVN—l—BRRTDIIN—T
IVRY—DEBEOEMICEL >

TREINET,

activeDirectory Active Directory ICfEFRI N2 D vl.ActiveDirectoryConfig

ERMUAETEY M7y TFIhi
LDAP H#—/—H 57— 4 Z i
THODRELRFLET,

727—ANIS5R21—-F—-T U}
)—%HE L. JIL—F A N—
Dy TREAVN=DET BT I—
Ta—BRTT DAV N—DEH
BEOBHICLE > TREINET,

augmentedActiveDirectory LE5E D Active Directory TER X vl.AugmentedActiveDirectoryCon
ha0EEUAETEY MY T Aig
INF LDAP H—N—h5H7—4%
EHHT OO ELFRFLE
¥, 1DDEMELT, 77—R
NOSRTN—TITV N —hFE
EL., ZThol@ A9 T—9 % RE
THLEOICERINETH, 7
W—TAN=2yw FIFREI N
FtH A

17.6.2. v1.StringSource

StringSource IC& > TXFINA VA VEBETEE T, FLFIREERFLEI 774 E2FRALT
NAEBHOSIEETZILETEET, XFNDEDOHEETIHFE. BEiliZ JSON XFFNIT—vIL L
i—g_o

EA:0) B A¥—%
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£l B2L] A¥—%
value JYT7TFERME, FE XF5

keyFile fMEEI N TWBi5
EEEINfEZEELET.

env ) TTFEANE FhiE XFF
keyFile BMEEI N TV 2BAIE
ESLINEEEVREERH %
BELEY,

file 2) 7T A ME, FIF XF75l
keyFile NMEE SN TW3IBEIE
BEbtINEEZEC 7 7ML %
SRBLET.

keyFile EZESLT 27DICERT S F5
F—ZBUI7 7MWV ESRLE
ED

17.6.3. v.LDAPQuery
LDAPQuery (& LDAP 7 TV —DEMRICH BRI T a v ERFLET,

e ShBA A¥—¥%
baseDN TRTCORBHIEHABIND T 1 L XF5

J9MN)—DTZVFDDNTY,

scope REROERDEHETY, base XF5
(R—=ZFTVxH bDFH). one
(R=ZALRILDTRTDA T
TV M), sub(HITV)—%
Ty owFnmMicihyY £9, BE
INTWAWEEI, T77)L K
Tsub iZiRY £9,

derefAliases IAYTRETIZREOERD  XFF
EETY, never(TA ) 7R %
WS L AW), search (i&3%&EH
DO¥SRD#H). base (R—RF
TV MRRFOFESRD
#). always (BICHSRZ1TY)
OWEFNMIRY ET, BREIN
TWRWER, T74I KT
always (72 Y £7,
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e SiBe A¥x—v%
timeout HEDEFEMWARIETZETICH— B

N=ADEREZRLEOTFICY
BEFEHIR (MBI 2 F/REFL X
T IND0DIGZE. 753147V
MUDHRMNREI AW &IC
BrYFEY,

filter NR—2Z DN %##7D LDAP —/\—  XXF7
NOEETZIRTOIV MY —
89 2HBMAL LDAPRET 1
W —TY,

pageSize LDAP TV MY —THRIEI NS, BH
WEINDIEAR—IH AT
To R=VHYPA X0 WER=D VT
NEITINBRVWIEEEHKLF
£

17.6.4. v1.RFC2307Config

RFC2307Config I&. RFC2307 AF—< AFARAL TED &L S IZ LDAP 7 I)L—TEEAA LDAP H—/X—
ICHEFRT 2 A2EET LOICRELREL TV a Vv EREBELET,

Hui B A¥—¥

groupsQuery JI—TFTLTY M) —%3iRY LDAP  vILDAPQuery
JTY—DFVTL—rEREL
9,

groupUIDAttribute LDAP Z/)IL—T TV hN)—DED  XF7F
BHEISERDHBFE L THRIRS
nanzEEHELET,

(IdapGroupUID)

groupNameAttributes LDAP Z)L—T TV N)—DED  XFHDE
B D OpenShift Container
Platform Group ICf#ER 3 3 ZHi &
LTERINh2rE2EELEY,

groupMembershipAttributes LDAP F)—FTV A —DED XFHDET!
BESA Y NR—E LTHERINS
NeEHELET, ThODBMIC
& Fh % {Elx UserUIDAttribute
THOI)—TIX2REIHYZE
ERS
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e sBA A¥—¥%
usersQuery I—%—TY MJ—%iRYT LDAP  VvILDAPQuery
9T —DFVTL—MEREFL
£9,
userUIDAttribute LDAP 2—H%—T v NY—DED XF5l
BHEIER OHAF & L THRIRS
nNanreaEELE

9, GroupMembershipAttrib
utes TRHINZEICHIGEL T
WBRENHY FT,

userNameAttributes LDAP 2—H#—I YV hNY—DED XFHDEF!
BMHEDNEEIC OpenShift
Container Platform 2 —#%—%& &
LTEbhZMEERELET, 2
TRWMEZFORIMOBMEHIFER
IhFET, JhiE
LDAPPasswordldentityProvi
der @ PreferredUsername %
FE—BLTWBARENHY F
¥, OpenShift Container
Platform Group L A— R Ta1—
Y—2E L TEAINZEKT
T, FEAEDA VR M=ILT
(E. mail 7=
sAMAccountName %2R %
CENHRINET,

tolerateMemberNotFoundErr A—HF—TV M) =BDRWVFED JT—ILE

ors LDAP Ry a 7DEEAERE L
9, true DIFE. MEHEREL
BWIA—H—DLDAP /T —
WEFESh, TS5—0arAaJIC
eI E 9, false DIFAE.
1—H%—0o Y —DEEREL
BWE, LDAP A 3 73Kk
L¥Ed, 72/ MElXfalse T
¥, D77 % true ICEREL
7 LDAP BHiY 3 7 D% EHIE
EOoTWBE, TIb—TAVR—
Dy THHEIBRINZE ZEDH BT
H, FELTZD757%FRL
TLEIW,
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EA:0) B A¥x—v%

tolerateMemberOutOfScopeE  #EAD1—H—T Y h) =D  T—ILfE

rrors HEINBIBEDLDAPEIHY 3 7
DEMEEREL £, true DiF
&, IRTOA—HY—oT)—IC
EEINEZRN—ZDNAHDI—
H—0 LDAP ¥ T1) — I3 FFEX
., I>—DHHOJICEHEIN
¥Y, false DiFE. 21— —7
I)—TgRTOI—HF—/T
) —TCEINSDR—ZDN A%
MR 5 & LDAP EHIY 3 Tidk
BMLET, D75 % true I
RE L7/ LDAP Ry 3 7D E
PEE->-TWRE, 2—HF—0DWn
BWITIW—THHETZI DD
7%, FRLTCIDIS T %&E
ALTLEIW,

17.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig I(FIHERREA T a v A RF L. ED&L D ICTLDAP 7I)L—TFEEAH Active
Directory AF¥ —< %#FA L TLDAP 4 —N—CHHBEFERATIIEEELET,

e sBA A¥—¥%
usersQuery I—%—TY MJ—%iRT LDAP  VvILDAPQuery
P9I —DFVTL—hEREEL
E3C I
userNameAttributes LDAP 2—H'—IT Y NY—DED XF5DEFY

B D OpenShift Container
Platform Z1—H#—%& & L TR
naHn%aEE&HEL XY, OpenShift
Container Platform Group L O —
RTa—H—RK& LTHERINS
BMETY, FEAEDS VA M=
JLTE, mail A&
sAMAccountName % &9 %
TEDNHREINFT,

groupMembershipAttributes LDAP 2 —H'—DEDEMEN X v XFHDEF!
N—DRETZJ7IN—T& L TER
INarzeERELIET,

17.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig [ M BRFREA T a VEREFL. EDLHICTLDAP JIL—7A
BA D HEAR S N7z Active Directory R ¥ —< & L T LDAP H—N—ICHEBEEAT 202 EEL T,
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usersQuery

userNameAttributes

groupMembershipAttributes

groupsQuery

groupUIDAttribute

groupNameAttributes

B4

aA—H%—IT v N)—%31RY LDAP
DT —DFVTL—hEREEL
x9,

LDAP 21—H—T > N)—DED
B D OpenShift Container
Platform Z1—#—%& & L TR
naHnN%aEEHEL XY, OpenShift
Container Platform Group L O —
RTa—H—HK& LTHERINS
BMETY, FEAEDSA VA M=
JLTE, mail A&
sAMAccountName % f§fd %
TEDNHREINFT,

LDAP 1—H'—DEDEMN X »
N—DETZITIN—T& LTER
IhahaeEELEY,

TJI—TTV N)—%3RT LDAP
PT)—DFVTL—hEREEL
9,

LDAP ZIL—T TV R —DED
BHEHLER DHRF & L THRS
harzeEHELIT,
(IdapGroupUID)

LDAP Z)L—T TV N)—DED
B D OpenShift Container
Platform Group IZfEF 3 % &1 &
LTHERINZ I EEEZLET,

#5175 LDAP V)L — 7D REHA

A¥x—v%

VILDAPQuery

XFHIDES

XFII DS

VILDAPQuery

XFHIDES!
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FI1I8E V7V R7ONA 5 —DRREEHRDEE

18.1. CLOUD CREDENTIAL OPERATOR ICDWT

Cloud Credential Operator (CCO) &, 257 K7O/NA ¥ —DFREBERE H R Y LYY —AER
(CRD) & LTE®EL %9, CCO I CredentialsRequest 7 2% A1) YV — X (CR) THHA L. OpenShift
Container Platform Y R—X Y "B, VSR —DETFICHERBFEDNNA—I v a v eHITITYD
K7ONA 5 —DREBEREBERTEELIICLET,

install-config.yaml 7 7 1 )L T credentialsMode /X5 X —4% —|CER2EAHET 5 &, CCO FEH
DEBBZE—RTIMEITBLIICERETETET, TE— FPEEINTLAWEEP. credentialsMode
NG A—=H—DEDOXFH (") ICREINTVWBIHFE, CCOT I MNE—RTEELET,

1811 E— K

install-config.yaml 7 7 1 JLIC credentialsMode /X5 X —4% —D &3 {E4&KET S & T, CCO %
mint, passthrough. F7zid manual E— RTEMFT 2L D ICRETEE Y, IhHDA T avitd
Y, CCOMNY v RERFEBE#HR %A L T2 5 X4 —T CredentialsRequest CR = LI L, CCO % #H
BOEF21) 71 —BHIRBTEELIIERET2HEICSVWTERSEEEZHENREINE T, X
TOIZ9RTANA T —TITRTDCCO E—RBPHYHR—FINTWBRTIEHY THA.

o Mint: mint E— R Tl&, CCOIFIREINZBEELRNILDY 7 RRBEILBERZFRAL T, BEE
BREBFEDN—IvavVDHATYIZRAY—RNDAVR—Y NOFFBRDOBIEIBERE=VER L £
-a_o

® Passthrough: passthrough €E— R TCld, CCO &7 57 REBIIBEHRAERITZ2 IV R—% > b
1. *E' Y (7 Ay I\DILDIEI‘EE$E%IFL/§TQ

e Manual: manual E— RTid, 22— —IZ CCODKRDYICT S RREIHBEREBIEL X,

o AWS Security Token Service IC& 2F 8 FEIE— F T, AWS TS X9—%REL T,
Amazon Web Services Securlty Token Service (AWSSTS) Z{FHTEFzd, ZDHRET
(«Et CCO ‘ifﬂ’&%] //—J_\ h‘u_ﬂ#m&nlu\uﬁl‘igﬁé{iﬁq l./i-a_o

o GCP7—/0O—FID%EALEFEHFHTE—RNTIE, GCP7—2O0—RIDAFHT 3
EIICGCP ISR —ABETXZFT, CORETIE. CCOIFEARZOAVR—FYNIC
_H#E’Jt—kum DEF%E%{EFH L/ i-a_o

FI1BICCOE—FDYR—bT M) v IR

979 KFang y— i passthrough

Alibaba Cloud X
Amazon Web Services (AWS) X X X
Microsoft Azure x [ X
Google Cloud Platform (GCP) X X X
IBM Cloud X
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$18FE /57 KO/ (1 ¥ —DFEHERDER

A1yl i VAE A passthrough
Red Hat OpenStack Platform (RHOSP) X
Red Hat Virtualization (RHV) X
VMware vSphere X

. FE)E— K&, Microsoft Azure Stack Hub THR— M I TWBHE—D CCOFZRETT,
18.1.2. Cloud Credential Operator E— KDRE

BHDODE—RTOCCODFEREYR—KT DTSy N7 +—LDHFE, Web AV Y —ILFEIECLI %
FALT, CCONEDE—REFATEILDICEREINTVEILNEZHIBITEZXT,
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B418.1 CCO SREDRE

Determine

platform type

v v v v

Red Hat Amazon
OpenStack Web Services
Platform global Alibaba Cloud Microsoft
— . Azure
) Redeat' Microsoft Azure IBM Cloud Stack Hub
Virtualization
Google
VMware vSphere Cloud Platform
Get value of
“spec.credentialsMode’
*Passthrough’ Tt “Mint® “Manual®
Q Determine if root secret is present
Yes No
Cluster
uses CCO in
mint mode with
the root secret
removed
Get value of Get value of
*.metadata.annotations” *.spec.serviceAccountIssuer’
in cluster root secret in cluster ~Authentication” object
“"cloud- " "cloud-
credential. credential. .
openshift. openshift. [blank] Cloud provider
1o/mode" 1io/mode"
:"passthrough"” "mint"”
Cloud credentials
Cluster Cluster Cluster managed from
uses CCO in uses CCO in has long-lived outside the
e el mint mode with manually cluster, which <
P ate 9 the root secret maintained was configured
present credentials using the
“ccoctl’ utility

18.1.2.1. Web 3~ YV —JL % {#H L /= Cloud Credential Operator E— K D¥I3!

Cloud Credential Operator (CCO) AEDE— RZFEATHLDICHREINTWVWSENE, WebO VY —
IWEFERALTHRITEEY,
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FI8E /77 KFONS ¥ —DZEROER

pa 3!

BHE®D CCO E— RAEHYR—MF5DIE. Amazon Web Services (AWS). 7 O—/3\)b
Microsoft Azure, & & U Google Cloud Platform (GCP) 7 S A4 —D# T,

AR

o VS RH—EEH/IN—3I v 3 r%&FD OpenShift Container Platform 7 AU > MIT7 7R
TE %,

FIR

1. cluster-admin O—)L %> 1 —1%—& L T OpenShift Container Platform Web 3>V —JLIC
A4 LET,

2. Administration - Cluster Settings ICBEIL £ 7,

3. Cluster Settings *— T, Configuration ¥ 7%:&R L X7,
4. Configuration resource T CloudCredential #:#iRL £ 9,

5. CloudCredential details *— T, YAML ¥ 7%&RL £7,

6. YAML 70O ¥ T. spec.credentialsMode D{E% R L X9, ROEDABETT M, TT
DTZY N Td—LTIRTHPYR—PFINTWVWEDIFTIEHY FtHA,

¢ ""CCORFTI7AINMNE—RTEHEFLTWVWET, CDRETIX. CCOIF., 1 VA M=l
ICIRHINZZILT UYL LT, SYMNE—RFLENRRAZRIL—FE—RTEMELZE
-a—o

e Mint: CCOIEXIVME—RNTEMELTWLET,
e Passthrough: CCO [Z/XR 2 —FE— RTEELTWE T,

e Manual: CCO IIFEE—RFKTEELZE T,

BF

spec.credentialsMode %' ". Mint. Z7-|& Manual T#% % AWS £ 7% GCP ¥
TR —DRHEDHRELZRTFET BICIE. ILIAETZIHENHYET,

AWS BELVGCP USRI —IF, IL—r>—2o Ly MPHEIBRINEZI Y MNE—
RofFEREYR—KNLET,

FENTE— REFHT 5 AWS F£721E GCP 2 5 24 —IE, AWS Security Token
Service (STS) F 7=l GCP Workload Identity ZER L T, 75X 4 —DHZRH
5957 REEHEREFRB L VEBTELDICREINTVWERHEENHY X
9. 73R4 — Authentication 7 72 =V N &FARB I ET, V5 RA9—HDZ
DEBEFRLTWEOEI I EHTTEE T,

7. F7ANN ) DHEFHATEAWS FLIEGCPISRI— IS RY—NIV M E—RFLIZE
NZZ—FE—RTEMELTWBENE DD ZHIITBICIE. V5RIY—IL—F2—I Ly bD
T)TF—avEREARET,

a. Workloads = Secrets ICHEIL., 75 R7ONA ¥ —DIL—h>—2o Ly NEIELE
_a—o
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pa 3

Project KO Y 74 > All Projects ICEREINTWR Z & AR L F
ER

TSy hNTx—A =Ly M

AWS aws-creds

GCP gcp-credentials

b. 72X —hEHELTWS CCO E— KA2RKRRT 5IZIE. Annotations T 1 annotation %
2)w 0L, value 71 —I)LRZMBIABLET, UTDEHNTBETT,

e Mint:CCOIEXIVME—RNRTEMELTWLET,
e Passthrough: CCO IZ/XR 2 —E— RTEELTVWE T,

VSR —Dmint E—RFZEFEALTWEHBE, 75R9—DDI—r2—J Ly MRLTH
ELTWEDNEDI D =TT EHTEET,

8 mntE—RDAH%EMHTSEAWS £LIECGCP IV TR — UV ZRI—DIL—ho—0 Ly MR

LTEIELTWBNE D D AEHIRTT % I1C1E. Workloads — Secrets ICFEIL. 25 R7AnN
A1 —DI—h>o—0 Ly NEELZET,

AL
N Project KO Y 745 > A All Projects ICEREINTWSE Z EAFERLE T,

TSy T x—A =Ly M

AWS aws-creds

GCP gcp-credentials
o INLDEBEBOVWTNIDRIINDIGE., VI7RY—EI—Kr2—I Ly NBIFEET S
YRE—RFLEFRRZRIL—FE—REFHLTVET,

o INLDENRTIINBWGEE, V53R —BIL—ro—2 Ly bDBIBRINZI Vb
E—RTCCOZBERLTWET,

O. FME—RDA%ZFEATDIAWS XLIEGCP I TRI— U FZRI =DV SR —DHEN L

59 REREEEREERS LUVBIEBTOLIICHEINTULWBNE I BT ICIK. 75
24 — Authentication 7 7> 7 hD YAML [E. R T D2 MEHLNH Y F T,

a. Administration - Cluster Settings ICR8IL £ 9,
b. Cluster Settings *— T, Configuration ¥ 7%:&R L X7,

c. Configuration resource T Authentication &R L £ 7,
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d. Authentication details *—> T, YAML %Y 7% Z#iRL X7,

e. YAML 7O ¥ T, .spec.serviceAccountlssuer /X5 X —4% —DEEERL £,

o VS RTONA Y —ICEAERMITONTWS URL 25 fEIX., CCO P AWSSTS F/=
I& GCP Workload Identity TFEE— FZERALT. 77X —DOHAELN SV 7 RER
AEEREERSLVEELTWSZEEZRLET., IhbDY Z R4 —I&, ccoctl
A—FT4 )74 —%FALTEREINZET,

o EDE™M K. VIRY—DFHE—RTCCOAFERMLTWSBH. ccoctl 2—F 1 1)
TA—AFEALTHREINTVWARVWIEERLET,

18.1.2.2. CLI #f#f L 7= Cloud Credential Operator £— K D¥I5!

CLI #f#Ef L T. Cloud Credential Operator (CCO) MFEAT 2 LD ICEREINTVWSE—REZHFITE
i’g—c

4 s 0]

BE®D CCO E— RAEHYR—MF 5DIE. Amazon Web Services (AWS), 7 O—/\)b
Microsoft Azure, & & U Google Cloud Platform (GCP) 7 S A4 —D# T,

AR

o UVS52H—EEE/N—I v 3 %EFD OpenShift Container Platform 7AW Y MIT7 7R
TX3%,

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

=S ]
1. cluster-admin A=) =&F>21—H—& LTIV RF¥—DocicATA1 >V LET,

2. CCONMERATALDICREINTWSE—REZFHERT 2ICIE. ROATY REASNLET,

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

TRTDTZY M T A—LTIRTHAYR-—F IR TWEIDIFTEDHY FHAD, ROBHE
HATEETY .

o "CCOWRTIAINKMNE—RTEELTWET, CDERETIE, CCOIE, 1 VA M—JLH
ICIREINAEZILTY v IILICRLT, SYMNE—RFAEFNRRRIL—FE—RTEMELZE
£

e Mint: CCOIEIYMNE—RTEMELTWVWET,

e Passthrough: CCO IZ/XR 2 —E—RTEELTWE T,

e Manual: CCO IIFE)E—RFRTEELZE T,
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172

BF

spec.credentialsMode 7' ". Mint. ZX7-|& Manual T#% % AWS £ 7% GCP ¥
SRY—DEFEDREERET BICIE. ISIAETHIRENHY FT,

AWS BELVGCP IV ZRI—IF, IL—b>—o Ly MPHEIBRINAEZI Y MNE—
RofFEREYR—KNLET,

FHE—NE2FHET S AWS £7/21d GCP 7 5 X% —I&. AWS Security Token

Service (STS) F7zl& GCP Workload Identity #{FB L T. 735X 4 —DHERH
5777 RREIBEREZEFRE LUVEBEETEHLDICEREINTWERHBELNHY X
9., 73R4 — Authentication 7 7V =V N EARB I ET, V5 RA9—HDZ
DEBEFER L TWEINEI N ZHBTE T,

3TN DHEFERTDAWS FLIECGCP ISR — UV ZRI—NIV MNE—NFLE

NRAZN—F—RTEELTVWEAEI M EHIMTT 2T, ROOATY FERTLET,
$ oc get secret <secret_name> \
-n kube-system \

-0 jsonpath \
--template '{ .metadata.annotations }'

<secret_name> (&. AWS D& L aws-creds. GCP D& 1 gep-credentials T,

IOV R, V5RY—IL—h>—20 Ly N4+ T2 x4 D .metadata.annotations /3>
A—H—DEERRLET, UTFTOHRAOEEFRATIZET,

e Mint: CCOIWEXIVME—RNRTEMELTWLET,
e Passthrough: CCO IZ/XR 2 —E— RTEELTVWE T,

V29— mint E—RZEALTVWEHEE. 75X —NIL—h>o—J Ly bRLTEMEL
TVWEDNEI D =HMTT B EBTEIT,

.Mt E—RDAEFERTEAWS FLIEGCGCP IV FTRY— UV ZRI—DIL—ho—0 Ly MR

LTEMELTWB DN E D D ZHITT 5ICIE, ROOATY RZEERITLET,

$ oc get secret <secret_name> \
-n=kube-system

<secret_name> (&. AWS D& L aws-creds. GCP D& 1 gep-credentials T,

I— K=o Ly NABFEETZES. COATY ROHEAIEY—2 Ly MIET 2E®REERL
F9, T5—IE W= =LY MBI SRY—ICEELRVWCEEZRLET,

 FEE—ROAEFRHTDEIANS FLIEGCGCPIVSRIY— USRI —DNISRY—DHEI S

757 REBEIEREVERB L UVBETALIICHEINTULWEINE DN AR T DICIE. RD
AV REZETLEY,

$ oc get authentication cluster \
-0 jsonpath \
--template="{ .spec.serviceAccountlssuer }'

Zmav v K&, 23R4 — Authentication = 7> = 7 k@ .spec.serviceAccountlssuer /\
FA—S—DEERTLET,
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o USyRTONA F—ICBEERMITSNTWVWS URL DHEAIK, CCO A AWSSTS F/z1d
GCP Workload Identity TFEE— FNZERALT. 77 X9—DOHAEHI SV TV NEREEIBER
EZERBLIVBEELTWEIEZRLTVWET, IhH6DY 5 R%—Id, ccoctl 1—7 1
D74 —%EALTHEREINET,

o ZEDHAIF, VSAY—DFEHE—RTCCOEMALTWS, ccoctl 1—F1 1)
T4 —EFRALTEREINTVWAWC EARLET,

18.1.3. 7 7 4 JL NEIE

BHOE—RNMYR—KNINBTSY T +—L4 (AWS, Azure. LUV GCP) DIFAH. CCONT T+
IWHRE—RTEETZRIC. CNIFEBEEINSZREERZEMNICF v 7 L. CredentialsRequest CR
BT EDICHHRE—REHBILET,

T 74V MT, CCO IFHEINDIIZET— FD mint T— FITHDAERIEBHRD H 200 E D Hh & H 5
L/\ :n%o)umu | %&%ﬁﬁﬁ L/—CO7Z& WU):I//T 7‘/ I‘@l@tﬂt’»umu | $|§75:1’Eﬁ§bi'§'o mint
t— I\“ I +§j\7:’~ﬂlb DIE F%&bfﬁ \:\i («Et passthrough t— |\ ‘n..—l_ﬁj\tknru nIE'lEE*Eb\% 5% 75\ t‘ ;) b\%:HJIDJU L/
F 9, passthrough €— NIC+22EREEEHR D LW 5 E. CCO & CredentialsRequest CR % @& ] 1C AL
EBETExtA,

A VA MN—IVBFICREINALZFZIERIT T2 TH 2 EHAINBZIEZE. 1 VA M—ILIFKBLET,
AWS TlE, 1 YA M—5—F7OERORHOEETEHRL., EOMBBENRN—I v a3 VARELTW
Z0ERLET, O 7ONM Y —F, TZ—DPRETZETCIT—OREICOVWTOERNRIER%
RELGWVWGEEIHY XY,

SRELIBHAER LA Y 2 P—ILORICEEI N, CCO BHRDBBRNT+HTH 2 LHBIT 515
AIZ. CCO IEF#R D CredentialsRequest CR ICFEHFZEM L. RIABEBI AT+ THZHICENDS
EMEBTERWIEATBLET,

A+ OARIEBRICOVTOREEAMRT 72010, BYAR/NR—I v a3V CRIIBEREEELE T,
IZ—DNM VAN —IBFICRELLGEIE. BEA VAN —ILERITLET., FHRO
CredentialsRequest CR FEDREICD W TIE, CCONBU CRDUEBAHAITTI2DEFHLET,
ADAEE LT, AWS, Azure, 8LV GCP D IAM ZFETHERTE XTI,

18.1.4. BEE R

® Cloud Credential Operator @ Cloud Credential Operator J 7 7 L ZAR—=Y

18.2. MINT E— RKD{EH

Mint €— K&, Amazon Web Services (AWS) & Google Cloud Platform (GCP) THR— I TWE
ER

Mint E— RiZ, Y R—PFINhTWBTSY NI —LDTI7AIKNE—RTT, TDE— KT,
Cloud Credential Operator (CCO) IFIRIIN 2 BEEBEL NILD Y TV REBAEBEHREZFERAL T, BELE
BRBEBBFEEDNRN—IvoavDIHRTISRAYI—KHNDAVER—Y NOFIHEOREREEHR L E T,

AV ZM—IVRICRIIEBRABIBRINARVES., ChIECCOIILL>TRESIN, /5 R9—RDIY
R—x > h® CredentialsRequest CR # LI L, BEBRFED/N—I v a v DATENTNOHAR
DOFGEEREVERT 27OICFERINET, mint E—RTY 57 REBIEBEREBGNICAETZZ &
T, Py T L —REBREDBMOBERFIIN—I v avapBETE7IYavaimiTcsx
ER
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Mint E— RTl&, BEEBELRILDI LTV v ILH Y S5 X4 — kube-system namespace ICHEfII N
T, IOT77O—FHEBOEF 2 T4 —BHEH L L TOWRWEEIE, AWS F7ld GCP D kube-
system 7O T MIEBELRILDY—ILy NeRGETIZRDYDAE 2TELLEIN,

1821 mint E— RKDN—I v aVvEH
mint E— KT CCO Z AT %1% E. IEET H5R:6EFHA OpenShift Container Platform ZEITL. A

VAR=ILLTWBYISI ROBRBEHAFB L TWBIEAERLTLEIWL, IEEINDRIER
M mint E— R THR+2425E. CCOIFIAM A—H—%{ERTXF A,

18.2.1.1. Amazon Web Services (AWS) /A —3 v >3V
AWS T mint €— FICIEE Y 2 BRICIEATONR=I v 2 a Y HRETT,

e jam:CreateAccessKey

e jam:CreateUser

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUser

e jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

e jam:SimulatePrincipalPolicy

[

18.2.1.2. Google Cloud Platform (GCP) /A —X v > 3~
GCP @ mint E— FICIEE T DA BRICIEUTDON-I v a VHRETY,
® resourcemanager.projects.get
® serviceusage.services.list
e jam.serviceAccountKeys.create
e jam.serviceAccountKeys.delete
e jam.serviceAccounts.create
e jam.serviceAccounts.delete
e jam.serviceAccounts.get
® jam.roles.get

® resourcemanager.projects.getlamPolicy
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® resourcemanager.projects.setlamPolicy

18.2.2. EEEDRIBEHRDIL— b —I L v M ER

£ 579 K70/ 1 ¥—I%, Kube-system namespace DFRFEEHRIL— b —2V Ly NE2FEALET,
Ihid, IRTORERHREKRZH L. ThEThDI—I Ly F’éﬂ"ﬁﬁi'ﬁ'%ﬂl&)hﬁﬁﬁ*hi'ﬁ'o Z
1. mint €E— K THHROBILIEHR % ER T 2D, passthrough E— K TEREEE#R root > —2 L v b
HFOIE—LTEITLET,

=Ly hOEKIFZI STV RTEICERY, ZREN D CredentialsRequest > —7 L v MIHFEH
IhFEd,

Amazon Web Services (AWS) —% L v FER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform (GCP) ¥—Z L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

18.23. BEEEH L NIVDRIIBEHRDEIGRE/-IdO0—FT—> 3 Y EZFD mint E— R

WIFRT, TOE—RNIFAWSBELPGCP TOAYR—MINFT,

ZDE—RTR, 2—F—ZBED mint E— FERKRICEEE L NILOFREHERZFERL T
OpenShift Container Platform 4 Y Z h—JLLE T, L. 2OTOCRIEIZTRI—DA VR
I\_)bﬁéo)%:iiﬁ I//\o)l/@nm DIE|‘$$E/ 9 I/ b F’Z‘:ﬁ”ﬁ%bia'o

EIEEIL. Cloud Credential Operator ICFRAHY ERADERGIERICOVWTHRBDERZThES Z &
TEEY, IhITLY., TRTD CredentialsRequest 7 7 =7 MNIHERNRA—Iv 3 UhH 3
EDERNABEICRY ET, TDEH., WINHLOEENMREICASKBRWRY, BEEL NILORE
RISBEICRY FHA. EEMITONLFREEBERNERINLRIC. BEQFEIE. ChFERERD
D50 RTHETZN 79714 7ICTEEY,

= o-1o)
z-stream WA DT v T L — ROFIIC, SREEEHROY—I L v F’&"”"‘fi% L ~NJLDERE

BREKICTICEIVELHY FY., BAEBRIFELRWEEIEX, Ty FIL— KD
Ay oInBHeELrHY T,

EBEELANIVOFRELERIT I X5 —ITKBHICREFEINEE A
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INSOFIEEETTZICIE. EWHREICI SR —TOEBEL NILORIBERIBEICAY FT,
Fle, Py T L—RTEIBBELNVOREEREFEALTY—V Ly NEFETEA VA ML
TEMNENHY T,

18.2.3.1. 279 K7ANA ¥—DFiEROFEHICLZO0—FT—>a >

227 R7aONA §—DRIBFHRN\MMASHDERTEEINDHE. 7757 K701 5 —DREER
DEHIC Cloud Credential Operator (CCO) WMERT 2L — I Ly NaFETEMT 2HELHY F
-g_c

5 RFBEIEREO—T—>av$5 70K, CCOEFRTAILIICKREINTULWSEE—RIC
FOoTZEDLYET, mntE—RFRAEFERALTWE Y SRY—DRIEEREO—T—> 3~ LBIC, IR
INFEEIERTERINALZI VY R—2R Y NORHERISFEF TR T IHELRHY T,

AIRE 4

e UVS5RH—F, FAHALTWBCCOE—RTODYSY RZBAIEROFEIO— 3 vEY
R=rTBTSYRNITA—LICAVAMN=ILINTWDS,

o mint E— FIZDWTIE, Amazon Web Services (AWS) & & U Google Cloud Platform
(GCP) " R— S hET,

o USYURTANA YT DA VI —T A RAFRAINBRIIBERELZEL TS,

o FRFRILERICIE. E—RDCCOMNI TR —THEAINDLIICKRET HDIC+HDHR/N—
Swyvavhrhbd,

FIR

1. Web 3> Y —JL® Administrator /X\— X~V 5 4 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKRFOnNA5—DI—r>—o Ly hERBDITET,

TSy NI x—A =Ly MR

AWS aws-creds
GCP gcp-credentials
]
.
3. Y=Ly hERAUITICH S Options A =121 — 7)) v L. EditSecret Z3ZIRL %
ER

4. Value 74 =)L ROHRB.EHKLET, COBHREFAL T, BIBROFHERIEHIELD
CEAEMEETEET,

5 Value 74 —JILRODFTFANEISHRTANA T —DFWORFIEHRTEE L. Save &7
Dy o LZEd,

6. {E 4 D CredentialsRequest # 7> =V ML > TSRBINZZEIVR—V =D L vk
ZHIFRL X9,

a. cluster-admin O0—)L % D1 —%—& L T OpenShift Container Platform CLI ICO ' 4 ~
LET,
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b. ZRINALIARTOAVER—FXV M —I L v NOZETS LU namespace #BG L £ 7,

)

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Z ZT. <provider_spec> (&7 57 R7ONA ¥F—DRET ZEICRY £,
o AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS O oMY > FILH A

"name" "ebs-cloud-credentials”,
namespace" "openshift-cluster-csi-drivers"

"name" "cloud-credential-operator-iam-ro-creds",
"namespace" "openshift-cloud-credential-operator"

BINZIVR—%VbDEY—I Ly MZHIBRLF T,

0
\\ﬁt

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

@ /L vtommiEEELET.
9 Y=L v h%EEE namespace IEEL T,

AWS >—7 L v b OHIERSI
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

TANAS=aAV Y —ILHhSREREFETHIR T IZHNEIHY FHA, BEBEINZO
VIR—RX VMDY= Ly NEEIRTDE, CCOWRTIY N7 +—LhSEEFEDORIIER
EHIRR L., FRROREIBHRAEFERLET,

REE
PELEHRAEEINICZ E AR T B, UTFZETLET,
1. Web 3> Y —JL® Administrator /X\— XY 5 4 7. Workloads - Secrets IC#¥E L £,

2. Value 71 —ILROHABHIZEEINTWAR I E%=RELE T,

18.2.3.2. 7 5% K 7O/N4 ¥ —DBiHERDYIRE

Cloud Credential Operator (CCO) % mint €— N T L T OpenShift Container Platform 7 5 X 4 —
A VRAN=)LLRIC. U5 R —OD kube-system namespace 1 S5 EEE L RI)VOREIEHRS — 2
Ly NEHIBRTEEd, BEELARNIVOEIEBRIE. 7y L —RREDERINANR—Ivay
ENBEETELERBICOAMETT,

177



OpenShift Container Platform 4.10 323 & & U'E20]

= o-1o)
z-stream WA DT v T L — ROFIIC, BREEBEHROY—2V L v F’éﬁtfi% L ~NJLDERE
FEREHKICTICREITMELHY 9, SBEFERHIEFEELLRWVGEIE. 7y T L—KN
Oy I INDEEMELNHY FT,

AIREH

e USRH—NH, CCONLDY S REREBHROEIBRAEYR—MNTBTSY NI —LICA VR
h—ILIhTW3, YR—MTRTSY M7+ —LIEAWS B LV GCP,

FIR

1. Web 3> Y —JL® Administrator /X\— X~V 5 1« 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKR7OnNA 55— —r>—2 Ly hERBDITET,

TSy NI x—A =Ly MR

AWS aws-creds
GCP gcp-credentials
]
H
3. ¥Y—=7JLv MERELUTTICH S Options X =1 — 71w Y L., Delete Secret %3 &R L
i-a_o
18.2.4. BA:EER
¢ AWSIZDWTODBEEBELARILDOY—Y L v M% kube-system 7OV TV MIRETIREA
i

o GCPIZDWTOEBEEBELARILDY—Y L v M% kube-system 7OV =V MIRETIREA
*

18.3. PASSTHROUGH £— KD {#EH

passthrough €— Ri&. Amazon Web Services (AWS). Microsoft Azure. Google Cloud Platform
(GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV). & & U VMware
vSphere THR—hINF T,

passthrough €— K Tld, Cloud Credential Operator (CCO) ZIR#tE N %0 5V REBEEEHRE., Qv
R—R YV MN2EKRKTZAVR—RV MIELFET, BEFERICIE. 4/1h—w%£ﬁb VSR8 —
AOAVR—FY N CTRERIRFERTT5HODA—I v a v ARETTH, RIEREHIC/HE
B Z2BEEHY FHA, CCO L. passthrough E— KT, BIOFIRINARI—TDEREFERD
ERZ3 T LEE A

pa )

FHE— N &, Microsoft Azure Stack Hub THR— MNINTWBKH—D CCORET
£
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18.3.1. passthrough E— RD/N\—I v ¥ a VEH

passthrough E— KT CCO # A7 21HE. 18E T 5 REEIBEI A OpenShift Container Platform =
TL AVAR=ILLTWE IS ROBREEHZHLLTWE I EZHRLTLES CCO N
CredentiaIsRequest CRZERT 2V R—3 > MIETIEE X N/EREL P*%E?b‘ﬂ'-l-é:\?li% IS, D
AVR—FY ME R=ZI v a VDR LRWAPIOFUHLERTIRICIS—2REL T,

18.3.1.1. Amazon Web Services (AWS) /N\—X v ¥ 3~

AWS @ passthrough €— NIZIEE T B EREEEHRICIE. ETL. 41 VXA b—JL L TL % OpenShift
Container Platform M/N\—2 3 ¥ T E R $ X TOD CredentialsRequest CR [CIHWERT R TDNE
NR=IyvarvyhrihiERy zthi,

WE 7R CredentialsRequest CR = R D (72 (Z1d. AWS D IAM DFEIER ICDWTESRL TS
W,
18.3.1.2. Microsoft Azure /X\—X v > 3 >

Azure @ passthrough €— NICIEE T 2EREEIEHICIE. EITL. 41 Y A M—JL L TW3 OpenShift
Container Platform M/N\—2 3 ¥ T E R F X TOD CredentialsRequest CR [ICIHWERT R TD KA
NR=IyvavhriFhiERy LA,

WHE7: CredentialsRequest CR %= R D (F % 1TIE. Azure D IAM OFFHERM ICDOWTHSRBL T X
W,
18.3.1.3. Google Cloud Platform (GCP) /N\—X v > 3~

GCP O passthrough E— NIZIEE T 2 EREEIEHRICIE. ETL. 41 2 X b—JL L TW 3% OpenShift
Container Platform M/N\—2 3 ¥ TAE R $ X TOD CredentialsRequest CR ICIHWERT R TD KA
NR=IvoarvrRiFhidiay FtA,

WE 7R CredentialsRequest CR = R D (72 (C1d. GCP D IAM DFEMER ICDWTHSR LTSS
W,
18.3.1.4. Red Hat OpenStack Platform (RHOSP) /A\—X v > 3~

OpenShift Container Platform 2 5 A4 —7% RHOSP |24 Y A h—JL 9§ B ICIE. CCO Tl member
A—H—0O—ILDNR—I v 3V EHIEIFERIVEICRY X T,

~

varv

\

/II

18.3.1.5. Red Hat Virtualization (RHV) /X —

OpenShift Container Platform 7 5 X4 —% RHV ICA4 Y A h—J)L B ITIE, CCO ICIE. LT DIER &
HICFREHEBRNIVEICRY XTI,

e DiskOperator

e DiskCreator

o UserTemplateBasedVm
e TemplateOwner

e TemplateCreator
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® OpenShift Container Platform 7704 X ¥ N =4 v MHRREINZBEEI T RAY—D
ClusterAdmin
18.3.1.6. VMware vSphere /A —X v > 3 >

OpenShift Container Platform 7 5 X 4 —7% VMware vSphere IC4 Y A b—J)LF BT, CCO IZIELL
T D vSphere R & HICEREHERN DR ICAY £,

#18.2 EA: vSphere H#EFR
AFITY— R
T—HANT MDY HT
T — 7 AW —DE. 7 45 —DHIER
vSphere ¥ & TR TOMER
xv ho—2 XY MI—IDHYHT
)y =2 RE<T> VDY Y —RAT—=I~ADEY HT

TO7 7 A IIVEREIRIZ L —Y TARTOMERR
vApp TRTOER

RE~< v TARTDER

£ 579 K7FO/1 ¥—I%, Kube-system namespace DFRFEEHRIL— b —2V Ly NE2FEALZET,
IhiE. IXRTDER DIEI‘E%EET%/%T;. L. Tnhtho>—7o L v l\’&ﬂEﬁ}ZTé?ﬁ_&)kﬁﬁﬁ“niTo Z
ik, mint €— K THHROBILIEHR % ERT 2D, passthrough E— K TEREEE#HR root > —2 L v b
HFOE—LTEITLET,

=Ly hOEKIEI STV RTEICERY, ZREh D CredentialsRequest > — 7 L v MIHFEH
IhExEd,

Amazon Web Services (AWS) ¥—Z L v FER

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure ¥—2 L v DR
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apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

Microsoft Azure Tld. FREEIFEHR>—27 L v MERIZIE., ThETNDISAY—DA VA N—=ILIZT YV
FLERINDEIVSRIY—DAVISAMNSIVFvy—IDHIEFNZREDOHS 2200 70/8F 14 —
AHYFET, COMEIK. =7 XA MDERMRZICHERTEET,

I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r
aupaltl

I mycluster-2mpcn

ZDEEF, UTFDLIICY—I Ly hT—9THAINET,

azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform (GCP) ¥—Z L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) —% L v FER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

Red Hat Virtualization (RHV) ¥—2 L v M ER
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apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded_username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere ¥—2 L v MER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

18.3.3. passthrough E— RDFREEEHRD A v T+ R

CredentialsRequest CRH'V S R4 —D7 v 7L — REILEEINZI5E,. EEEGE2MITLDIC
passthrough t— |\@mu\uEFg&éiéﬂTE%ﬁtéz‘gb\% l’) i?'o 7y 7 7 L— FH%@mu\DIEl‘Eg&@Fﬂ
ZOLET BICIE. 7y T L— KRORIIC, $#R/A— 3 ~ D OpenShift Container Platform @ Y 1) —

4 X —2 T CredentialsRequest CR =52 L &9, 757 K FONA ¥F—IChER
CredentlaIsRequest CRERDIFZICIE. AWS, Azure, F7zld GCP @ IAM DFEHERIC DOV TSR
LTS

18.3.3.1. 259 K7ONA ¥—DZBiHEHROFHICL2O0—FT—>a Y

75'7 |\“7°|:l/\"f y‘_ODu:b\u | $ﬁb‘ﬂbb\®fiﬂﬂftﬁkhéiﬁm\ 75'7 I\\\7o|:|/{’r y‘_ODu:b\u | $E
DEHIC Cloud Credential Operator (CCO) WMERT 23—V Ly N2FETEHMT 2HELHY F
-a—o

75 RBIBHRAEO—T—> 39370 RE, CCOEFRATEILIICKEINTVWEE—RIC
EoTZEDLY EF, mint E— l\“’éﬁﬁﬁL'Cb\éﬁﬁl’y—o)uwﬂfriiﬁ%lﬂ F—av L7z, BIkR

SN FREEBRTIER S N O VR — DEREEERIEFETRIBRT 2R ENDHY XY,
IE=S 0
e VSR —E, ERALTWSCCOE—RTDI SV FREIBEROFEO—FT—>a vzl

R—KT2TSY RT3 —LIKA VR N=ILTRTWS,

o passthrough €— K&, Amazon Web Services (AWS). Microsoft Azure. Google Cloud
Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV).
B L' VMware vSphere THR— NI E 9,

L 75'7 |\“7°I:I/\"f’y‘—t0)’f ”/’9—71’(7\[@}5@‘51’1,6.:.»\.: | $|§’EEEL'CL\%>Q
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° %ﬁiﬁum DIEI‘E'E#E‘L- («I t— I\“o) CCO 75(‘7 51&_—6{%% ‘51’1,6 ct 5 L:EQET%@L:+§J\@/<_

Iwvvavhrhd,

1. Web 3> Y —JL® Administrator /X\— X%V 5 4 7T, Workloads - Secrets IC#¥E L £,

2. Secrets R—YDKRT, /5o RKRFOnNA 5 —DI—r>—o Ly hERBDITFT,

TSy NI x—A >—9Lvy MR

AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
:
3. ¥—2Lv bERALTTICH B Options X =21 — %2 1) w2 L, EditSecret &R L £
ER

4. Value 74 —)LFORBZEHKL T T, COBEREFERL T, FBABROBHRICEIEALD

Lt%ﬁ&; T%ia_o

5 Value 74 —JILRODTFANEISHRTANA T —DFWORFIEHRTEEH L. Save &7

Dy o2 LZET,

6. vSphere CSI Driver Operator B AE#HIZ7A > TWAL vSphere 7 5 29 —DERIIIERAEFFHIT 5

Ald. Kubernetes Y hO—5—3 33—V v —Z@BHIICO—ILT7 2 b L TEHIN/AERE
'Tﬁ%ﬁ%i@ﬁﬁ?%%\%b“%”) 7,

pa o
vSphere CSI Driver Operator A8MICAR > TW3BIFE. COFIRIFFAETT,

B I N7 vSphere SRELBEHR A @A 9 2 ICIE. cluster-admin O—JLZFDO2I1—H—& LT
OpenShift Container Platform CLI ICO Y4 > L. LFOaAT Y REZETLET,

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

REIBEHmA O—ILT Y I N TWBR. Kubernetes Controller Manager Operator D A 57— 4
A |F Progressing=true 23 E L £9, AT — Y RA%ZKRRT2ICIE. ROATY REETLE
ER
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I $ oc get co kube-controller-manager
WREE
I:llb u | %&7’3{?%-&: TLT: Z t %EEEET 6 ‘: («1\ L:L-F%ggﬁi L/ i -g—o
1. Web OV —JL®D Administrator /X\—2Z %Y 7 4 7T, Workloads - Secrets IC#81L £9,

2. Value 74 — )L ROHRBHPEBINTWVWB I EAHELE T,

RS

® vSphere CSI Driver Operator

183.4. 41 VA MN—JLEED/IN—3 v a3 >vDiENM

passthrough E— K& FEA T 315E. FAVR—X Y MIEFMEOIRTOIAVR—RY MIL>THER
INd/IN—3IvI3 /tl__l b/\— woavhhyErd, 1R |~—)b1§t_/\—; waveEiih LR
WHEE, IRTDAVR—RY MIFA VA M—=F—DERTICBERQBLEVWAIA—I v 3 UHF53h
x9,

AV A M—=IVBIC, BREERHRDO/NN—Iv>¥avia, V53R —DEFTICBHERN—I v 3 VIIHIRT
XFd, Thik. FHLTWLS OpenShift Container Platform /A=Y 3 > DY ) — A X =T D
CredentialsRequest CR CTEZINZE T,

AWS, Azure, F7zI& GCP IZAE 7% CredentialsRequest CR # R D(F, CCO NMERT %/I—3X v
YavVEEBRTZHEICDOVTIE, AWS, Azure, F7zld GCP @ IAM OFEMERICDOW TSR L TL
EEW,

18.3.5. BE&EIE#R

e AWS D IAM DFFNER
e Azure @ IAM DFEIERR

e GCP D IAM DOFENERK

18.4. FFE— RDFEH

FEE— NI, Alibaba Cloud. Amazon Web Services (AWS). Microsoft Azure, IBM Cloud. & & T
Google Cloud Platform (GCP) THR— M I TWET,

FEHE— NTIE. 1—H—I& Cloud Credential Operator (CCO) D Xh W IZV 57 REREEIERZEE L
Fd, COE—REFATZICIE. RITF/IEA VX b—=JL L TLW3S OpenShift Container Platform
N—=232D) Y —R4 X— D CredentialsRequest CR ##ZE L. EfffE 13757 K7O/NA
F—THIET DRAABEREEKL. 75 R9—DV S50 RTOANLAT—DITRTD
CredentialsRequest CR (559 % 72 IC Kubernetes Secret % IE L L\ namespace ICfERK T 2 i E A
HYFET,

FEE—REFHETRE. VSRAY—ICBEBELANIVOFRIERERETIHNERLS, 8§59 —1
VIR—RX YV MIBBERNRN—=—Iv a3 vDHEBETCEET, COETE—RKTIE, AWSKRT Y v I IAMI
YRERA Y MADERGEVLEDLY FHA, L. 87y TITL—RIZDWT, "= v a Vv EHR
DY =4 A=V A FRLTCEFHTHETINEGHYZET,
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FHE-—RFE2EATZILIICITIORTAONAM I —2RETIHEICOVWTR, 257 RK7AnNg §—
OFHRIMBEREEA T avaESRLTIEIL,

® Alibaba Cloud ® RAM 1) YV — 2 %= FEITIERK T %
o AWS @ IAM O FENER
® Azure M IAM DFENVERK
o GCP O IAM OFENERK

e |BM Cloud D IAM DR E

1841 7R —HATHERELVEEING V5V REZBELEREZERAT H5FEFHE—F

FEIE—RZFEAT S AWS £7/1E GCP ¥ 5 X% —IE. AWS Security Token Service (STS) F 7 (&
GCP Workload Identity 2 L T, 75 R4 —DAEIN SIS RERIEBEREZIERB L VEET 5 L
FICEREINTVIHENHYET, TOFRETIE. CCOEERARZIAVR—RY MI—BFMRERTE
®EFEALET,

L. Amazon Web Services Security Token Service TOFEFE— NDFER F/IlE GCP 77—/ 0O—
R7ATVT4T4—TDFEEETE—RFDEREZSRBLTLEIL,

18.4.2. FECHIFE INARIMBRICLZ 7S KON 45— Y —XDEH

FETA VT T VAINBRIRBRCTCISRY—%BT v T L—RTBHIIC, PyvTITL—K$3
) —RA A=V BICFRIAIEREFV/IEXR T I2VENHY FT, T, BEORIABRICHELRTI/ER

HFAEEREL, TNODAVER—RVMNDOHFLWY Y —ZXATOHFLWT IV RFAEHICHGT Z2HE
rHY FT,

FIR

1. ##1) Y— XD CredentialsRequest 1 29 L)Y —2&MH L TRELE T,
22 R7ANA T —DA VR =)LAV T VYD IAM OFEMERICOVWTDOEI >3~ T
= 7279 I\LHM\EEDILDEI‘E$E%HX L. ﬁﬁﬁ?éﬁ/ﬁ‘ujb\fuﬁﬁﬂbij—o

2. VSR —TFHTAYT T VAINBREABREZERALIT,

o HR ) —R A A—=ITk > TEIMI NS CredentialsRequest 1 X5 LY VY — ZDFIR
0)9_9 l/\y I\%{/Eﬁibi-a—o

o V—UL v MIREFEINZHBMEFORBERD CredentialsRequest hH X% L) YV — 2RI
N=IvoaVvEHREZRELLGEIR. REICKRLTN—IvyYaV2EHRLIET,

RDRATY S

e upgradeable-to 7/ 7—>aVEBH LT, V5 R9—%T7vTJ7L—RT2EFENTETTL
22&ERLET,

18.421. 95 R9 =07y 7L — ROERBPTETCWSI & %ERY
FHTHREINLRBERE STV 5 X9 — Cloud Credential Operator (CCO) ® upgradable 2

FT—HRETFT T4 NTfalse &Y FT,

=S5
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FIR

i
EI-I;

Ty TITL—REDY Y= A—=TIZDWT, FET, F7%I Cloud Credential Operator
d1—74 ") 74— (ccoctl) ZEAL T, HMLLWRRBHRZLIEL F L1,

OpenShift CLI (0¢) B4 Y 2 h—ILIhT W3,

. cluster-admin A— )L &#&HD>21—H - LTI A —DoclilOV1 2 LET,

JRODO< v K%&3E4TL T CloudCredential ') vV — X %= ##5&% L. metadata 7 1 —JL KHIC
upgradeable-to 77 / 7—2a v &ZEMLF T,

I $ oc edit cloudcredential cluster

EMI37¥X b

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

<version_numbers> (7 v 7L — REDN—T a3 VT, BRhlE xyz TE, & 2L,
OpenShift Container Platform 4.10.2 I1Z13 4.10.2 #fFHA L £ 9,

7/ T—avaEREBIMLTHS, upgradeable DA T —F ANEBIND X T, BOIH 55
aihY £,

Web O~V —JL®D Administrator /X— 2% 7 4 7T, Administration - Cluster Settings I
BE}LET,

CCO AT —4H AMHM%ERTT %ICIL,. Cluster Operators —Z T cloud-credential 7 ') v
JLET,

® Conditions 7 > 3 >~ D Upgradeable 2 7—#% X% False M3%&1C. upgradeable-to 77
/T avICEEWA W R LET,

Conditions £ 2 3 @ Upgradeable X 7—% XD True Dz E. OpenShift Container
Platform ®7 v 7L — KRB LET,

18.4.3. B &5
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-azure
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-mode-gcp-workload-identity

F18E /S5 RO ¥F¥—DRAEROEHE
e |BM Cloud D IAM DR E

18.5. AMAZON WEB SERVICES SECURITY TOKEN SERVICE T®DF&}
TE—RDFEMA

STS %{#M L /=F8)E— K& Amazon Web Services (AWS) THR— M I N F T,

pa

DYV LTVIvILANSTI—IE, # L L OpenShift Container Platform 2 5 X4 —
TOHYR—PINTEY, A VAN—IVFICEET I2HELNHY £, JOHEEME
T30, BEDIVSRIY—DRDILT VI Y ILANSTI—%FRATELDIC
BRETDHIEETEEEA,

18.5.1. AWS Security Token Service TOFEIE— K

STS TOFFE— R TIE. {EBID OpenShift Container Platform ¥ 5 X4 —J Vi R—% > MME AWS
Security Token Service (STS) Z{#EMA L T, EHHDDERI|GIRI N tF 1) 71 —REEHRZ IR
HIBIAMAO—ILZ IV R—FY MIEIYHTEY, InSOREEFRIF. AWSAPIEUH LZ1TD
FAVR—3Y MIEEOD IAM O—JLICEEMITONET,

FRBLVOBEFINALFIEROERDBEMLIE, EHITERE X 7z AWS IAM OpenlD Connect
(ODC) AT Y T4 T4—7TAONA 5 —% AWSIAM O—)LEHAEDLETERLTERITINE T,
OpenShift Container Platform I& AWS IAM TE#EI N2 —EX7 AT M =2 VICEL L. Pod
ICEBRAL., SREEIICERAT2 &N TEET, MV VIR ITBEERICERINET,

BJ18.2 STSEREE 7 O0—
Amazon Web Services
buck . . .
> with OI%?Z cl;zf‘ie;uration <4— Trust tokens signed — IAM Identity Provider
Public key
AWS services <} > IAM Role for pod

e
Kubernetes [
service account .

OpenShift . Pod
Private key i I
R e e L e PP > AWS config file
b e e e e »
> Token signing 4 R
STS TEHE— NEFEHAT 5 &, E5ID OpenShift Container Platform v R—% ¥ MIIRHEIN S

AWS SREEEHRDOABIEEINE T,
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A3HBEORWERITEREFALIZAWS >V —27 L vy M ER

apiVersion: vi

kind: Secret

metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>

data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

ﬂ v iR—% ¥ kD namespace,

Qg OVR—XV R —2 Ly NDOKREL

STSTDHDAWS >—o L v pMERX

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
sts_regional_endpoints = regional
role_name: <operator-role-name>
web_identity _token_file: <path-to-token> ﬂ

dYVR—% > b® namespace,
AVER—ZV M= Ly ND&HL

AVvR—xxv hOIAMAO—I,

0009

Pod DY —ERT7 ATV M M—=0UAD/INZ, BE. INIL OpenShift Container Platform 3
v R—=2 > b ® /var/run/secrets/openshift/serviceaccount/token TY,

18.5.2. STS TDFEIE— NIZERE X 117z OpenShift Container Platform 7 5 X4 —®
A2VA M=

STS & HICFEIE— R%&{FMH L T Cloud Credential Operator (CCO) 2T 5 LD ICREINZ I S
RY—% AV AM=ILTBICE, UTFERTLET,

1. Cloud Credential Operator 1—5 4 ) 74 — %% EL X7,
2. BMERAWS )Y —2% ERICERT ZD, 120 Y REFERLTHERLET,
3. OpenShift Container Platform 1 Y A h—5—%FETFL £ 7,

4. VSR —NBEPHROEVEEFEREFERALTVWS & 2MABLIT,
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pa )

STS #FHT IV S RAY—IZFEE— NTEMET 272D, MER/RN—I v 3T
AVR—2RY NOFHROBIEEREERT 5 Z &£ IETE EH A, OpenShift Container
Platform DBIDY A +—/IN—=I 3 VILTy T L — KT BEIC. AWS/R—I v ard
EHEDIMHEZIENELLHYET, STSEFERTZITRYI—%52T v T L— KT 5H]
IS VSR —BEEE, AWWSHKR—I v a3 VABEOIVR—FY MIDWTEHEAT
X, A VR—X VN CHEATRETHD I EAFETHERIRTILELGHY T,

RS R

o USRAY—BEHMDI=HD Cloud Credential Operator T—F 1 1) 7 4 —DXKE

18.5.2.1. Cloud Credential Operator 1—7 1 V) 7 1 —DRE
Cloud Credential Operator (CCO) " FEE— RTEMEL TWB EZICI ZRI—DAEBNEIZ TR

ILTFUIvIVEFERSLIUOEET 2ICIE. CCOL—T 1Y T 14— (ccoctl) /N1 F 1) —%HH L TH
ﬁbi?o

v 2=
ccoctl 1—7 1 YT 4 —Id, LinuxIRIETEITTI2HRENH S Linux /N1 F+Y—TT7,
AR E A
o JSRHY—EEBEDT VA% D OpenShift Container Platform 7h o > M &FRTX %,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

e ccoctl 1—F 4 )T 4—HDAWS 7HO Y NEER L., RO¥ERTEHETESLSICLEFL
7=o

WMADN—Iy >3
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iam/NX\—3Iv> 3V

o iam:CreateOpenlDConnectProvider
o iam:CreateRole

o iam:DeleteOpeniDConnectProvider
o iam:DeleteRole

o iam:DeleteRolePolicy

o iam:GetOpenlDConnectProvider
o iam:GetRole

o iam:GetUser

o iam:ListOpenIiDConnectProviders
o iam:ListRolePolicies

o iam:ListRoles

o iam:PutRolePolicy

o iam:TagOpenIDConnectProvider

o iam:TagRole
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s3/N\—3XIvwi 3V

o s3:CreateBucket

o s3:DeleteBucket

o s3:DeleteObject

o s3:GetBucketAcl

o s3:GetBucketTagging
o s3:GetObject

o s3:GetObjectAcl

o s3:GetObjectTagging
o s3:ListBucket

o s3:PutBucketAcl

o s3:PutBucketPolicy
o s3:PutBucketPublicAccessBlock
o s3:PutBucketTagging
o s3:PutObject

o s3:PutObjectAcl

o s3:PutObjectTagging

cloudfront /X\—3x v > 3> . .
o cloudfront:ListCloudFrontOriginAcce

ssldentities
o cloudfront:ListDistributions

o cloudfront:ListTagsForResource

OIDC&#&E%. /N7 v ¥ CloudFront 74« AN E2—2 3V URLBHATIAM7ZA TV T4
TA—TANAT—DBTIERTETSAR—NS3N\Ty MIRET ZFEDHE. ccoctl
A—FT 14V T4 —5RTTH2ANS 7HT Y MIULRODEBMNR—I v > a VHABRETT,

o cloudfront:CreateCloudFrontOriginAccessldentity

o cloudfront:CreateDistribution

o cloudfront:DeleteCloudFrontOriginAccessldentity

o cloudfront:DeleteDistribution

o cloudfront:GetCloudFrontOriginAccessldentity

o cloudfront:GetCloudFrontOriginAccessldentityConfig
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o cloudfront:GetDistribution
o cloudfront:TagResource

o cloudfront:UpdateDistribution

= o-1o)
INSDBMD/N—I v 3L, ccoctl aws create-all 1< > R CEREHIERE

K% QLR § % BR D --create-private-s3-bucket = 7> 3 v DFERAEHR— ML F
3—0

FIR

1. OpenShift Container Platform ) ) =24 X =Y ZBG L £,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})
2. OpenShift Container Platform ') Y — R4 X =Y M5 CCO AV THF—A X =Y ERIBLET,

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

R

$RELEASE_IMAGE ©7 —* 7 7 F v —7»'. ccoctl V—ILZEMAT BRKED
T—FTI9Fv—E—HLTWVWBZEZHRLTLEIL,

3. OpenShift Container Platform ) ) — X4 XA —Y WO CCO AV T+ —A A —UH 5 ccoctl /N
1T )—ZRHEALZET,

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
4. ccoctl ZEITRAIBEICT 5L DIC/NN—I v aVvEERLET,

I $ chmod 775 ccoctl

e ccoctl MEATED I EZMRTBHICIE, help 771 I ERRLET,

I $ ccoctl --help
ccoctl --help DH 77

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud
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aws Manage credentials objects for AWS cloud
gep Manage credentials objects for Google cloud
help Help about any command

ibmcloud Manage credentials objects for IBM Cloud

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

18.5.2.2. Cloud Credential Operator 1—7 14 ) 714 —% AL/ AWS V) VYV — X DERK

CCOx—T1"Y7T 14— (ccoctl) ZEALT. BEQAWS )Y —R% ERIICEKR LY, 12D3%
VREFERLTHERLEYTEEY,

18.5.2.2.1. AWS Y YV — X DERI DR

AWS YV —ZDEEHIIC ccoctl Y —ILHMERKT B JSON 7 7 1 VAR T 2WMENH BI5E

», ccoctl V—=ILAAWS )Y —REBHEERT Z27DIFERTZ2 7O A EBOESFAHI L0
BAk. AWS )Y —RAEBICHERTEET, LEAK ATV avid, BERza1—H—PEM
BTINnoD)Y—REEHRT 2EXEAHET HHEBMICHRICIIBEET,

FNLADIFEEIE. ccoctl aws create-all A¥ Y RAFEHALTAWS JY —RABEEMICERTE F
-a—o

pa )

T7A#IBMT, ccoctl AT Y RAR[TINBZTALIMN)—IZA T M &KL
F9., ATV MNERDT 4L M) —ITERT % ICIE. --output-dir 75 V& FERL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DZRESRL E

_a—o

—EB®D ccoctl AT >V R AWSAPI MU L Z1TWL, AWS Y Y —RZERFZIEERL
F9, ~dry-run 7572 FRALT. APIFEUHE LZOBTEXEY, CDT7 S5V Z2ERAT
& RDVUICO—ANLT 74 I AT ALICISON 7 74 IILDMERR S F 3, JSON
774 EBBLTEEREL, AWSCLI Y —JLT --cli-input-json /X5 X —4 — % {FF L
THEBATXZY,

AR
e ccoctl N1+ —%2EBALTEBL TH,

FIR

1. 25 2%—® OpenlD Connect 7OANA ¥ —%BET BHICFEAINDZ AT v /5L
FANR—NRSAF—T 7 ZERLET,

I $ ccoctl aws create-key-pair
i H Bl

2021/04/13 11:01:02 Generating RSA keypair
2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.private

193


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-creating-individually_cco-mode-sts
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-creating-at-once_cco-mode-sts

OpenShift Container Platform 4.10 323 & & U'E20]

194

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.public
2021/04/13 11:01:03 Copying signing key for use by installer

serviceaccount-signer.private & & U' serviceaccount-signer.public (&, £ I 2% ¥ —
774ITT,

ZOARV R, VZRI—DAVRAN—IVEICBEET DTS4 R—hF—%
/<path_to_ccoctl_output_dir>/tls/bound-service-account-signing-key.key IC{ER L £ 9

. AWS T OpenlD Connect 7A TV T4 T4 —TANA Y —ELVOS3I Ty MEERLET,

$ ccoctl aws create-identity-provider \

--name=<name> \

--region=<aws_region> \
--public-key-file=<path_to_ccoctl_output_dir>/serviceaccount-signer.public

2T, LFD LS IChY £,

o <name> . BIBEICERINZITO R Y —RICY TAESITDEHDICFERINS LR

TY,

e <aws_region> . 75V K Y—ZAHIERIND AWS )—2 3 VT,

e <path_to_ccoctl_output_dir> (&, ccoctl aws create-key-pair 1< > RAYER L 72/87

Dy OF—T7A4I~ND/INATY,

H 5

2021/04/13 11:16:09 Bucket <name>-oidc created

2021/04/13 11:16:10 OpenlD Connect discovery document in the S3 bucket <name>-oidc at
.well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at keys.json
updated

2021/04/13 11:16:18 Identity Provider created with ARN: arn:aws:iam::
<aws_account_id>:oidc-provider/<name>-oidc.s3.<aws_region>.amazonaws.com

02-openid-configuration (¥#& ! K¥ 21 X > b TH Y. 03-keys.json i JSON Web ¥F—t v b
774 T,

ZDAaAT Y RiE, YAMLE&E 7 7 1 )L % /<path_to_ccoctl_output_dir>/manifests/cluster-
authentication-02-config.yaml I[CE/ERK L E T, TDT 7 ILid. AWSIAM 74 7TV T 4
TA—TONAT—DBR—VVEEFEFTDELIIC. VIRI—DEKRTZDHT—EXRTHD Vb
N—0YDRTADURL 74 —ILREFZRELET,

3. VSR —ODEFAVER—Y MIDWTIAMO—ILEEKRKLET,

a. OpenShift Container Platform 1) J —Z 4 X —<H 5 CredentialsRequest 7 7> = 7 D

—HEHMHLET,

$ oc adm release extract --credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests ﬂ
--from=quay.io/<path_to>/ocp-release:<version>
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Q credrequests |&. CredentialsRequest+# 7>z hDY) X MABEMINZ T4 L ¥
N)—TF, T4L I MN)—=DFEELBWVEE., 2OATYNETa4LI M) —%1
ﬁibi’a—o

b. ccoctl Y —J)L%EMA L T. credrequests 71 L 7 k') —T9d XT®D CredentialsRequest
ATV b EUNEBLET,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

pa

GovCloud R EDREBD IAMAPI T RiRA > N EHAT 3 AWS BIET
&, ~region NS X—4—T) =Y avaEETIHELHY ET,

49 5 24 —T TechPreviewNoUpgrade #getz v MMl L > TEMEI AT
/0= Ea—#EAFERL TW5I545IE. --enable-tech-preview
NSRA—H—5EDDUBENHY FT,

ZhZho CredentialsRequest 7 7> =7 MMIDWT, ccoctl (FIEE I/ OIDC 7 A
TUTATA—7ANA Y —|CEERMFSNAEFERY) > —&. OpenShift Container
Platform ) I) =24 X —2 D% CredentialsRequest 7 7> = 7 MIEZEINZ/XA—I v
vavARYY—&FERLTIAMO—IILEERLET,

IR

e OpenShift Container Platform ¥ —27 L v RBMERIN D Z & &R T 51
I&. <path_to_ccoctl_output_dirs/manifests 74 L 7 ) —D 7 74 L E—ERKRLZE T,

I $ Il <path_to_ccoctl_output_dir>/manifests

HH Bl
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml|
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-rW------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-fW------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSIZV T —%RTTDE. IAMO—IHBERINTWSE I EAEERTIET, FMIFAWS R+
AVRDIAMO—=)ILO—ERRFIIDOVWTSRLTLEIW,
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18.5.2.22. 88— > KD AWS Y YV —2ADYEBK

AWS 1) Y —ZDZEERIIC ccoctl Y —ILBMERR T B JSON 7 7 1 LA TRER T 2 BN R WIFE
T. ccoctl YV —ILHBAWS )Y —REBEEMT 27-DICFERT 2 7O ANEBOEGEE/-T58
lZ. ccoctl aws create-all A~ > RAFALTAWS )Y —RADEKREBEILTE XY,

ZThUADIZEIX. AWS )Y — R ZERICFERTE XY,

s

T7A#IBMT, ccoctl AT Y RARTINBZTALIMN)—IZA T M &KL
F9., ATV MNERDT 4L M) —ITERT % ICIE. --output-dir 75 V& FERL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs A L T DZAESRL E

-a—o

AR S
UTFHABEICRY XT,

e ccoctl /N1 F ) —%AHHE L TEELTWSB,

FIR

1L LTFDOY Y RAEEFTL T, OpenShift Container Platform ) 1) — 24 A =T H 5
CredentialsRequest 7 72 ¥ bDY R M EHHE L ZF T,

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

credrequests (. CredentialsRequest # 72tV hDY X MARIHINZTa LV b
)—Td., T4 LI MN)—DEFEELAWVES., TOIAXYRETA LI M) —%ZERLE
-3—0

Pz
, ZOAXY ROETICTED LEEIIIZIHBEDHY X7,

2. VSRI—THU SR —HEEEFERALTIDULEDA T3 vaVvR—2Y NEE&MICT 25
Ak, EWAR OV R—% > b®D CredentialsRequest 7 2% LYY —X%HIBRLET,

AWS _E® OpenShift Container Platform 4.12 @ credrequests 714 L2 b Y —DHA
DBl

0000_30_machine-api-operator_00_credentials-request.yaml ﬂ
0000_50_cloud-credential-operator_05-iam-ro-credentialsrequest.yaml g
0000_50_cluster-image-registry-operator_01-registry-credentials-request.yaml 6
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml
0000_50_cluster-storage-operator_03_credentials_request_aws.yaml G
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Machine APl Operator CR "W E T,
Cloud Credential Operator CR " E T,
Image Registry Operator CR " ET T,
Ingress Operator CR " ETY,

Network Operator CR WM ETT,

Storage Operator CR &4 7> a v @aAVR—X Y N THY., VTR —TEMIIAL-T
WaEaENHY £,

Q90009

3. ccoctl 'V —J)LAfER L T, credrequests 71 L ¥ k1) —T9 XRTD CredentialsRequest 1 7
V) MNEMEBLET,

$ ccoctl aws create-all \
--name=<name> \ﬂ
--region=<aws_region> \9
--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \6
--output-dir=<path_to_ccoctl_output_dir> \ﬂ
--create-private-s3-bucket

EBWBEICERINZISORYY—RICY T EMITDEHDICERAINSEZRITY,
959 R)Y—ZADMERIND AWS ) —Y 3 T9,

OV R—% K CredentialsRequest # 7V kD77 A ILEELT 4L Y MN)—%15
ELET,

FFvaviccoel —F 4 )T 4 —DA TV MNEERTBTa4L I MN)—BIBEEL
F9, T7AINITIE, 2—FT 1) T4 =&, ATV RBERITINZTaA LI N —=IlH
Tz MEERLET,

® o0 000

A7 av: 774 KNTIE ccoctl 2—F 1 1) 7 4 —I& OpenlD Connect (OIDC) 3% E
T77AN%ENRT )y S3NTy MIRFEL, SBURL /87 1) w7 OIDC TV RiRA » b
ELTEARALET. KbYIZ, /7Y v CloudFront B2%s URL =/ L CTIAMID 7O
AF—=IlE>2TT7 I EAINE T4 R—=KS3N\Sy MIOIDCEREERET BT, -
-create-private-s3-bucket /N X =45 —%ZFHAL X7,

Pz
9 5 A4 —T TechPreviewNoUpgrade #gEtz v MLk > TEMELI ATV /

AY—7LE1—#E%AFERL TV 5I541E. —enable-tech-preview /X5 X —
Y—%EBHOBBENHYZET,

® OpenShift Container Platform &—2 L v MDYERIN 2 T & A2 5EFR T B IC
I&. <path_to_ccoctl_output_dirs/manifests 741 L 7 ) —D 7 74 L E—EBRRLZE T,

I $ Is <path_to_ccoctl_output_dir>/manifests
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H 5

cluster-authentication-02-config.yaml
openshift-cloud-credential-operator-cloud-credential-operator-iam-ro-creds-credentials.yaml
openshift-cluster-csi-drivers-ebs-cloud-credentials-credentials.yaml
openshift-image-registry-installer-cloud-credentials-credentials.yaml
openshift-ingress-operator-cloud-credentials-credentials.yaml
openshift-machine-api-aws-cloud-credentials-credentials.yaml

AWSIZV T —%RTTDE. IAMO—IHBERINTWSE I EEERTIET, FMIFAWS R+
AV EMDIAMO—=)LO—ERRFIIDOVWTSRLTLEIY,

185.23. 1 VA M—5—0DEfT
AIRE 4

o VSR —HRANTDIVTUVRTSY NI F+—LTTAIV NEBRELET,

® OpenShift Container Platform Y 1) =24 A=Y ZBELE T,

FIR

LAYVRMN=ULTOTSLDNEEND T4 LY M) —ICHYE X, install-config.yaml 7 7 1 )L
e LT,

I $ openshift-install create install-config --dir <installation_directory>

Z I T. <installation_directory> (&, 1 VX h—ILTATS LD T 74 IV EERT 2T 4L
MY—ICESHBRAZFY,

2. install-config.yaml ;% 7 7 1 L % #&% L. credentialsMode /X5 X —#% —#»' Manual |C5%E
INBLIICLETY,

> 7 ) install-config.yaml 28 7 7 1 )L

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q Z DFT7iE. credentialsMode /X5 X —% —% Manual ICERET 27-DIBMINET,

3. WEA OpenShift Container Platform 1 Y A k=LY Z 7 = XA M & {ERR L £ 9,

I $ openshift-install create manifests

4. ccoctl ICL>TERINIYZTIRANE, A VA M=)LTOT S LDHYERK L 7= manifests
F4LYMN)—=ICOE—-LZET,

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/
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5 ccoctl B tls T4 LI N —ICERLIZTSAR— NEF—BA VA N—=ILTa LI N)—ICTO
E_bij—o

I $ cp -a /<path_to_ccoctl_output_dir>/tls .
6. OpenShift Container Platform 1 Y A h—5—%E1TL 7.,

I $ ./openshift-install create cluster

18.5.2.4. 41 > A b — L DIREE

1. OpenShift Container Platform 2 5 24 —ICE/HR L 7.

2. 7728 —IC root FRELFMA AN & 2R L F T,
I $ oc get secrets -n kube-system aws-creds
HAFUTOLSICRY FT,
I Error from server (NotFound): secrets "aws-creds" not found

3. AVEKR—RV I CCOIRL>TERINZRIABHREAFERTZ2DTIFARL, =L v ¥
—J7xR I\—C“*g anf\_IAM D_)b%ﬁ’)ut%ﬁﬁmul/i?o

Image Registry Operator Z A L7z~ >~ KOl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

HAIKIE, JVAR—RVMIE>THFERAINZIO-—ILELTCWeb PATVYTATA— =0
#%T*h\uwaoh%T*hémTfTo

Image Registry Operator % ff [ L 7= tH 7365l

[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

18.5.3. BEEEEIR
o FHTHRIBEINARTHBERCTYISRY —EEHT 5%

18.6.GCP7—-O—RKRID CFEHE— RKAEHT 3

Google Cloud Platform (GCP) Tl&, GCP 7—20O0— R ID 2#FA LAFEBE— RHAYR—FIN TV
i-a—c
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R

DI LTV vILANZTY—IE, # L\ OpenShift Container Platform ¥ 5 24 —
TOHYR—PINTHEY, 1 VAM—IHIRET IVENHY ET, ZOMEEEME
AT27HIl. BEDISRY—DRDILT VI v ILANSTI—4FRT LI
BRETEHIEETEEEA,

18.6.1. GCP Workload ID ®F&E— RICDWT

GCP7—/70—NRNIDZERHT2FHE— NTIE. E~% D OpenShift Container Platform ¥ 2 24 —1
VR—32Y M, EHEOREINIFED I LTV vIILEFERALTIAMY—ERT7HD Y N ki
TXFY,

FRBLVEHINALI LT VY vIILOEKXIE, #YIIFEE I N7z Open ID Connect (OIDC) ID 7 A/
A= IAMY—ERT7HO Y MEHAEDETHERTZIETEHHEINE T, OpenShift
Container Platform |& GCP TEfEINZ Y —ERXR7HI VY M N—I VIZELL. Pod ICEBEAL. 3L
IKERT2IENTEET, b=V T74I MNTIRERICERINET,

B418.3 Workload ID ®EREF 7 O —

Google Could Platform Workload identity pool

Cloud storage bucket : Workload

.

L with OIDC configuration 4— Trust tokens signed identity provider

GCP service account I Policy binding
«
Public key ¢
Google Cloud resources Security token service
A 1
I [
: :
Kubernetes GCP Kubernetes Access
service account service account service account token
] 1
1 1
; :
v
nShif
OpenShift Pod
Private key GCP credentials config
» Token signing e Kubernetes

service account

GCP Workload Identity TFEIE— R&fEHT % &. 8% D OpenShift Container Platform 3~ iR— 3
VMIRBEINBZGCP LT Y Y vIILOAVTVYDNERINET,

GCP>Y—9LybhI7x—<vY b

I apiVersion: v1

200



$18FE /57 KO/ (1 ¥ —DFEHERDER

kind: Secret
metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>
data:
service_account.json: <service_account> 6

ﬂ IV R—X Y hD namespace,
Q AVR=RY b= Ly hDLEL

g Base64 TIVI— RINEH—ERTAIV K,

REBAMARI LTV vV &EA L Base64 CIT ¥ 11— KX/ service_account.json
Z274AN0DAVTVY

"type": "service_account",

"project_id": "<project_id>",

"private_key_id": "<private_key_id>",

"private_key": "<private_key>",

"client_email": "<client_email_address>",

"client_id": "<client_id>",

"auth_uri": "https://accounts.google.com/o/oauth2/auth”,

"token_uri": "https://oauth2.googleapis.com/token",

"auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/vi/certs",

"client_x509_cert_url":
"https://www.googleapis.com/robot/vi/metadata/x509/<client_email_address>"

}

Q 2 LF vy )LDFESEIT service_account TY,

Q GCP ADFFEICHEAINIMWERSA F+—, CZOF—RFRL2IFETILENHY., EEI RV
TRV,

GCP Workload Identity % {1 L /= Base64 TI >~ 11— KX /z service_account.json 7 7
NoarrrYy

{

"type": "external_account”,
"audience": "//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,
"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",
"token_url": "https://sts.googleapis.com/v1/token",
"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client_email_address>:generateAccessToken",
"credential_source": {
"file": "<path_to_token>", ﬂ
"format": {
"type": "text"
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7 L7V )LDFESE Idexternal_accountTd,

INLDILTUYIYILTHRETEZY—ERT7AT Y MDY Y —2X URL,

Pod ADHY—ERTAVY M= UADINR, BE. Zhik OpenShift Container Platform 1

@ 5y rE—FAIVRAEGCPI—UO—FKID7ANAI—TT,
v iR—x > b @ Ivar/run/secrets/openshift/serviceaccount/token T9,

pa

OpenShift Container Platform 410.8 Tl&, 41 X =Y LY AN —~DEBZENMFERI 1
e, GCP 77— O0—RID ZERAT2DDA A=Y LI R M) —HR— K HHIFR
INF LAk, 7—20— K ID ZEHT % OpenShift Container Platform 4.10.8 ¥ 5 X
H—TAAXA—=ILIZRRN)—%2FERATICE. RDYICRIBEWRIL TV vIiLE
FRTZLEIIICAA—VLYRAN—ERETIVLELFHY FT,

OpenShift Container Platform 4.10.21 Tl&, 41 X—Y L Y X M) —T GCP Workload
Identity 2R T 27 DHR— MHEFEL £ L7z, OpenShift Container Platform
410.8 15 41020 FTO I DHBED A T—4 R ICET 25FMIE. BEET S FL vy
N—2DBEEZSRLTLEIW,

18.6.2. GCP Workload Identity ID Z £ L TF &€ — NAIZEETE I N7z OpenShift
Container Platform 7 S A4 —DA4 XA =)L

Cloud Credential Operator (CCO) % F&)E— KT GCP Workload Identity B L CTHERAT 5 & 5 IC5%
EINEIZRI—%FAVRAN—ILT BT, ROFIEEETLES,

1. Cloud Credential Operator 1—7 4 ) 74 — %% EL X7,
2. WEMRGCPYY—REEMRLET,
3. OpenShift Container Platform 1 Y A h—5—%FE{TL £ 7,

4. VSR —NBEPHROEVEREEFEREFERAL VWD & 2MEBLIT,

R

GCP Workload Identity ZfH L TW5HEa. 77X —IEFHE—FTHELTWS L
O, BDEREREZFODOAVR—FY MOFHLWERELIERAZERTE EH A, OpenShift
Container Platform DBIDY A +—/IN—=I 3 VILT v T L — KT BEIC. GCP/X—
Ty avDREHENIMDBEZENLSHY £, GCP Workload Identity Z{FH L TW 3
VSR —%T v FTL—RKFTBEIC. V5 R9—EBEEIX, GCPERHIEEDIY
R—XVMIRLTHLTHY, HILWIAVR—XY NTHHETE BRI EEFETHR
TERELHY XY,

BEEE R

o USRAY—BEHMDI=HD Cloud Credential Operator T—F 1 1) 7 4 —DRKE
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https://bugzilla.redhat.com/show_bug.cgi?id=2069807
https://access.redhat.com/articles/6898641
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-configuring_cco-mode-gcp-workload-identity
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-creating-at-once_cco-mode-gcp-workload-identity
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#sts-mode-installing-manual-run-installer_cco-mode-gcp-workload-identity
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/authentication_and_authorization/#sts-mode-installing-verifying_cco-mode-gcp-workload-identity
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/updating_clusters/#cco-ccoctl-configuring_preparing-manual-creds-update
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18.6.2.1. Cloud Credential Operator 1—7 1 Y 7 1 —DF&E

Cloud Credential Operator (CCO) " FEE— RTEMEL TWB EZICV ZRI—DAEBNEIZ DR
ILTFUIvIVEERSLUCEET 2ICIE. CCOL—T 1Y T 14— (ccoctl) /N1 F 1) —%H L TH
ﬁbi?o

X

R

ccoctl 1—7 14 )7 1 —I&, LinxIRETEITITBIRENH S Linux X1+ —T7,

AR
o VS RAN—EFEEBEDT VR %FD OpenShift Container Platform 71D > N FHETX 3,
® OpenShift CLI (o) ' 1 Y A h—JLI N TW3,

FIR

1. OpenShift Container Platform 1) ) =24 X =Y ZBG L £,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

2. OpenShift Container Platform ) ) =24 X =Y M5 CCOAVTF—A X —V%ZREBLET,
$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

ya 13!
$RELEASE_IMAGE O 7 —* 7 7 F v —7»% ccoctl V—ILZ={EHAT 2IRIED
T—FT0Fv—&E—HBLTVWBIEZHRLTLLEIL,
3. OpenShift Container Platform Y ) —2 4 A —YARD CCO AV TF—4 X—IH 6 ccoctl /N
1) —%ZRBRALIT,
I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
4. ccoctl ZRITHEEICT L IICN—Iv a3 VEZERLET,
I $ chmod 775 ccoctl
e ccoctl MEATEDIEZMRTBHICIE, help 771 I ERRLET,

I $ ccoctl --help
ccoctl --help DH 73

OpenShift credentials provisioning tool

Usage:
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ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
gcp Manage credentials objects for Google cloud
help Help about any command

ibmcloud Manage credentials objects for IBM Cloud

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

18.6.2.2. Cloud Credential Operator 1—7 1 Y714 — %A L7 GCP V) V— A DERK

ccoctl gcp create-all A< > RZzfERAL T, GCP )YV —ZADEKRZBEELTEZXT,

e

pa )

T7A#IBMT, ccoctl AT Y RAR[TINBZTALIMN)—IZA T M &KL
¥9., ATV MNERDT ALY M) —ITERT % ICIE. --output-dir 75 V& FERL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs A L T DZRESRL X

-a—o

HIiR S
UTFHABEICRY XT,

e ccoctl /N1 F)—%AHHE L TEBELTWSB,

FIR

1. LFoav Yy R%&3EFfTL T, OpenShift Container Platform ) 1) =24 X —=IHv 5
CredentialsRequest 7 7 ¥ bDY R MEHHE L ZF T,

$ oc adm release extract \

--credentials-requests \

--cloud=gcp \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ ﬂ
--quay.io/<path_to>/ocp-release:<version>

Q credrequests (&. CredentialsRequest # 72tV hDY X MARIHINZTa LV b
)—T9., T4 LI MN)—DEFELAWVES, TOIXYRETA LI MN)—%ZERLZE
-3—0

o e =
DAY Y ROEFICHED LEEAIN BB Y 7.

2. VS A —TYUSRY—HEEAFRLTIDULEDA T avyaVR—2Y NEEMICT 15
Ak, BRIV R—% > b®D CredentialsRequest 7 2% LYY —X=HIBRLET,

~mA~s LA ~1 °Cd ~ PR -~ ar A A~ M . - b | -~ 1 a1 P ]
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OO LW opensniTt Lontalner riatrorm 4.1£ vJ credarequests 71 v/ ') —WPi&H

O3]

9S00 0609

0000_26_cloud-controller-manager-operator_16_credentialsrequest-gcp.yaml ﬂ
0000_30_machine-api-operator_00_credentials-request.yaml
0000_50_cloud-credential-operator_05-gcp-ro-credentialsrequest.yaml G
0000_50_cluster-image-registry-operator_01-registry-credentials-request-gcs.yaml ﬂ
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml
0000_50_cluster-storage-operator_03_credentials_request_gcp.yaml ﬂ

Cloud Controller Manager Operator CR " E T,
Machine API Operator CR "W E T,

Cloud Credential Operator CR B E T,

Image Registry Operator CR " ET T,

Ingress Operator CR " ETY,

Network Operator CR W ETY,

Storage Operator CR &4 7> a v @aAVR—X Y N THY., IR —TEMIIAL-T
WaEENHY £,

3. ccoctl 'V —J)LAfER L T, credrequests 71 L ¥ k') —T9 XTD CredentialsRequest & 7
V) MNEMEBLET,

$ ccoctl gcp create-all \

--name=<name> \

--region=<gcp_region> \

--project=<gcp_project_id> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests

2T, LTFD&LD IChY £,

<name> (&, MY FVJICERAING, FRINEZTRTDOGCP )Y —RAD1—H—%F
E£4TY,

<gcp_region> (&, 75O KUY —AB’ERINB GCP ) —2 3> TY,
<gcp_project_id> (&, 75U R Y —HERINS GCP 7OY Y MIDTY,
<path_to_directory_with_list_of credentials_requests>/credrequests (3. GCP ##—&
AT AV NEERT %76 DCredentials Requestx Z 7 T A RD 7 7 L EESLT 1 L
7 KM)—T7,

y 13!

9 5 A4 —T TechPreviewNoUpgrade 88tz v MLk > THEMELI ATV /

AY—7LE1—#E%AFERL TL5I54(1E,. —enable-tech-preview /35 X —
Y—%EBHOBUENHYZET,

205



OpenShift Container Platform 4.10 323 & & U'E20]

® OpenShift Container Platform &—2 L v MDYERIN 2 T & A2 5EFRT B IC
l&. <path_to_ccoctl_output_dirs/manifests 71 L 7 N —D 7 71 LA —ERRLZF T,

I $ Is <path_to_ccoctl_output_dir>/manifests

GCPIC/ T —%FETTDE. IAMUY—ERTHIY MDERINTWB I EAERTEET, 5
ICDWTIE, IAIMY—ERT7HO Y MO—EBRTICEATEIGCGCPORFaAXYNESRBLTLEIW,

18.6.23. 1 VA MN—5—DET
[(lfis 3ad

o VSR —HRANTDIVTVRTSY NI F+—LTTAIV NEBRELET,

® OpenShift Container Platform V) 1) =X 4 X =Y ZREBLE T,

FIR

LAYVRMN=ULTOTSLDNEEND T4 LY M) —ICHYE X, install-config.yaml 7 7 1 )L
e L XY,

I $ openshift-install create install-config --dir <installation_directory>

Z T . <installation_directory> (. 1 YA M=V TOT LD 7 7 A IV EEKRTET1 LY
M) —ICBEH]AZET,

)

2. install-config.yaml 5% 7 7 1 L Z#w& L. credentialsMode /XZ X —% —»' Manual |Z5%E
INBEIICLET,

> 7)U install-config.yaml 52 7 7 1 )L

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q Z DFTiE. credentialsMode /X5 X —% —% Manual ICRET 37-HIBMINE T,

3. WEAX OpenShift Container Platform 1 Y A =LY Z 7z A M EER L ZE T,
I $ openshift-install create manifests

4. ccoctl ICL > TERINIYZT IR NE, A VA M=)LTOT S LDYERK L 7= manifests
F4LYMN)—=ICOE—-LZET,

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

206



$18FE /57 KO/ (1 ¥ —DFEHERDER

5. ceoctl BAtlsTa LI M) —ICERLET AR F—HAVAMN=ILTa LY M)—IZO
E_bi—g_o

I $ cp -a /<path_to_ccoctl_output_dir>/tls .

6. OpenShift Container Platform 1 Y A h—5—%FTL X T,

I $ ./openshift-install create cluster

18.6.2.4. 1 ~ A h— L DWREE

1. OpenShift Container Platform 7 5 24 — |l L £ 9,

2. V529 —IC root SBAEIEMD AW & 2R L F T
I $ oc get secrets -n kube-system gcp-credentials
HAFUTOLSICRY FT,

I Error from server (NotFound): secrets "gcp-credentials” not found

3AVKR—=RYVIH CCOIKL>TERINZZTABREFERAITHDTIIAL, Y=Ly ¥
T AMTEESINLET—ERTAD VM 2RO E2HRLET,

Image Registry Operator Z A L7z~ >~ KDl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
".data."service_account.json" | base64 -d

HAIKIK, AVR—FR VML THERAINZO—ILELIOWeb PATVYTFAT4— =2V
HPRRIIN, UFTDOELIICKRRINDZIETTY,

Image Registry Operator % fff L 7= tH 7165l

{

"type": "external_account”,

"audience":
"//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,

"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",

"token_url": "https://sts.googleapis.com/v1/token”,

"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client-email-address>:generateAccessToken",

"credential_source": {

"file": "/var/run/secrets/openshift/serviceaccount/token",
"format": {
"type": "text"
}
}
}

ﬂ 2 LF v v )L DFESEIdexternal_accountTd,
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Q Image Registry Operator BMER T 2 —EX7AD Y D) Y —2Z URL,

18.6.3. B & HHR
o FHTHRINARIBERTY SR —EEHT 54K
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