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ADE#M R L TWET,

Pz
stable 7 v+ RJLI&. Logging DEHY ) —REWRETIEHFDOAEREL T, LT

D)) —ROEFHEBISHMEZET I, TRV ) TV a3 vFvRIL% stable-X (X
XA VA= LEEATDNR=U 3 ) ILEBTEIHEIHYET,

pa 3]
Red Hat OpenShift DAFX Y VY T XA F Lld, 41 VA M—JLEEROAVR—RY &
L TIRMH I, 37D OpenShift Container Platform & (& 2745 ) ) =AY 41 V)L % &
i AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR ¥ — (&) Y —
1.1. LOGGING 5.6.11

2D ) —RITIE, OpenShift Logging /N JEIE) ) —Z2 5611 AEFEFNTVWET,

111 NTBIE
o SEOBEHFMNTHONDBIE. LokiStack F'— h I T4 [FEBINLY U TR % IEEICLEH
IKEvyoalTWE LA, ZORE, BoBEIEEARELE L, SEOEHICLY,
LokiStack *— R T A S MICF v v o 25T LD ICAY, COREIRRINE L,
(LOG-4435)
1.1.2. CVE

e CVE-2023-3899
e (CVE-2023-32360

® (CVE-2023-34969

1.2. LOGGING 5.6.9

2D 1)=&, OpenShift Logging /N JEIEY) ') —Z2 569 AEFEFNTVWET,

1.21. NI

o ZOEHFMNTHNBHNIE AWS Cloudwatch 853% T STS A L 7= BEEICHEE O O— L AMER
INTVWEGEE, RIEDEHICKIYERMEERSN—EBE TR ARY ELE, TOEHICELY., STS
O—)b & FRERELIBEHRDEHDEAEHE =B AWS Cloudwatch TDEREEICFRATE S LD
ICAY F L, (LOG-4084)

o ZOEHMTHONBAEIL Vector AL U4 —IZ. O7FIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SEADEFHICELY., TOITFT—IF
fRINZE L, (LOG-4276)

o ZTODEHMTOLbNBRENIE. LokildT7 VT4 THRAMN) —LDIRIEEZT4ILE) VT LTW
F LA, EEAYIBR LA =28, Grafana @ Label Browser MERATERLARY F L
oo SEIOBEHFICELY., LokilET VT4 TRAN) —LDEETDZISRNIEE T 1LY —TKR


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276

8B1E LOGGING DY ) —R /— b

AL, BEERELE L, (LOG-4390)

1.2.2. CVE
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26604
e (CVE-2023-28466

e (CVE-2023-32233

1.3. LOGGING 5.6.8

2D 1)=&, OpenShift Logging /N JEIEY) ') — 2568 AEFEFNTWVWET,

1.3.1L. NJEIE

o ZOEHMNTOLNDHEIE AN—EFRILED ClusterLogForwarder RIC /| XENESEN 25
Bld, vector ALY —HAFHETRTLTVWE L, SEDOEHTIE. —HSNILEBI B
THA, L2907 %2RBRELPINETESZLDICTEIETHREIMERINE L,
(LOG-4091)

o ZDEHMTHNBHEIIL OpenShift Container PlatformWeb AV Y —ILATOJ%2XRRT %
BIZ more dataavailabled 7> a v &0 Yy o2&, FIEIV Y Y VEICOH, LYUEZLD
ATV R)—O—FIhhFlLk, SOOFFTIE. 7V v I T&EICILICELDIV M
) —hZmAENDLDICRY F L, (OU-187)

o ZDEHMTHNBHEIIL OpenShift Container PlatformWeb AV YV —ILATOJ%2XRRT %
BRIC streaming # 7> a v &0 ) v o5, EEOOJIERTIINT., streaminglogs X v
TE—VDAMNKRTINE L, SADEHMICLY., XvEe—2EOTRARMN)—LOEADIEL
CRRINDEDITAY F L, (OU-189)

o ZOEHMILbNBHNIE, REDEEIRFE L IC K WHET Loki Operator T 7 —% ) v
PLTWE L, SEDEMHMICELY, BREIS—DNHRRINZEITIS—NERITDLDICAH
YE L7, (LOG-4158)

o ZOEHMNMTHONBAEIL 8000 Z A % namespace DYV T RAY —DIFE. namespace
D) R KA http.max_header_size 5¥E L W H K E < A3/ Elasticsearch B’V T — %3S
LTWE L&, SEOBEHTIE, Ay —H4 DT 7 4L MENBIE EIF SN, FEI R
INnE L, (LOG-4278)

1.3.2.CVE

e CVE-2020-24736

o CVE-2022-48281


https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
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CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.4. LOGGING 5.6.7

ZDY ) —RITIE. OpenShift Logging Bug Fix Release 5.6.7 & FhTWE T,

1.4.1. NJIBIE

o ZDEHMTOLNBHEIL LokiStack F'— bV A IZ1—HF—D7 I AEZERETIC
namespace DI NJUEZRL TWE Lz, SEIDOEFHICEL Y. LokiStack #— kD x A [F/8—
IYYaVESNBEOY VTR MIERTS LS ICAY, FERBRLE Lk, (LOG-3728)

o ZOEH&LYANE. XvE—JILHIM LRI VY TIHEEFNTVBIHEE, Fluentd TIEOT X v
=D time 7 4 —JL RHFT 7 # )L b T structured.time & L TEHIINFLEATLE, 2D
BHFICELY., BAXTHR—PFINTWBIFEIF, BRIh/OI Xy E—JIC
structured.time 7 1 —JL RAAEFEFN B LD ICRY FT, (LOG-4090)

o ZODEHLYAINE, LokiStack)L— FREHNRET, /T —DEFTHENIOWEZBALZEY
ALTIIDRELTWE L, SEDOEH T, LokiStack global & & U per-tenant
queryTimeout DFEFEICLIYIL— RS A LT NORENFELZIT. BBIFARL L,
(LOG-4130)

o ZOEHIVANL FO—NILEIBRTIZARLS TV MEIRICH L TEAERZEINTWS
LokiStack CRIC& Y, LokiOperator 7 v a L TWE L7k, SEIOEHICL Y.

Operator &7+ MHIRDHHEFZFE I N7z LokiStack CR ZLIBTEX 2 LD ICAY ., BEHNME
RINZE L7, (LOG-4199)

o ZOEHIVAINL Web TV H—IRFINTVBLUAION—Y3avDFvviadIhik
7 71 IIVHREAT. OpenShift Container Platform Web O >V —JLIE7 v 7oL — RRICT
S—EERLFE LI, SEDBHICLY., ThEDT7MILIEFryaIniadiRy, BE
ARSI E Lz, (LOG-4099)

o ZDEHMTONDEIE. Vector T 7 #ILMD Loki 4 VRV RICERIET % & XICAERET
S—HERLTWELLE, COEHFICELY. Vector 2FALTAOY A TS —7% L T Loki IC#ri%E
TEDLDICRY F LT, (LOG-4184)

o ZOEHMITHLN DAL, tls.insecureSkipVerify & 7> 3 U h true ICREI N TWBIHE
IC. Cluster Logging Operator API ICI&>— 2 Ly MCE WIREINZAPEEIVET L, 5
BIDBEHFHICEY. TDLDAIHFETH Cluster Logging Operator APl IZ¥— 4 L v NZEERRZE
DR ZRDELCRY X L, ROFEND Operator D CRIEMINE L7,

tls.verify_certificate = false
tls.verify_hostname = false
(LOG-4146)
1.4.2. CVE


https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3493
https://issues.redhat.com/browse/LOG-3728
https://issues.redhat.com/browse/LOG-4090
https://issues.redhat.com/browse/LOG-4130
https://issues.redhat.com/browse/LOG-4199
https://issues.redhat.com/browse/LOG-4099
https://issues.redhat.com/browse/LOG-4184
https://issues.redhat.com/browse/LOG-4146
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CVE-2021-26341
CVE-2021-33655
CVE-2021-33656
CVE-2022-1462
CVE-2022-1679
CVE-2022-1789
CVE-2022-2196
CVE-2022-2663
CVE-2022-3028
CVE-2022-3239
CVE-2022-3522
CVE-2022-3524
CVE-2022-3564
CVE-2022-3566
CVE-2022-3567
CVE-2022-3619
CVE-2022-3623
CVE-2022-3625
CVE-2022-3627
CVE-2022-3628
CVE-2022-3707
CVE-2022-3970
CVE-2022-4129
CVE-2022-20141
CVE-2022-25147
CVE-2022-25265
CVE-2022-30594
CVE-2022-36227

CVE-2022-39188


https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
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e CVE-2022-39189

o CVE-2022-41218

e CVE-2022-41674

e CVE-2022-42703

e CVE-2022-42720

o CVE-2022-42721

o CVE-2022-42722

e (CVE-2022-43750

e CVE-2022-47929

e CVE-2023-0394

o CVE-2023-0461

e CVE-2023-1195

e (CVE-2023-1582

e CVE-2023-2491

e CVE-2023-22490

e (CVE-2023-23454

e CVE-2023-23946

e CVE-2023-25652

e CVE-2023-25815

e (CVE-2023-27535

e CVE-2023-29007

1.5. LOGGING 5.6.6

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.6.6 A"E&FNTWET,

1.5.1. NJ{EIE
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o ZOEHMTONBZETIH, RA1O—FHOF—IC—HT S Kafka BEAMEY JICEZAD L
9 I ClusterLogForwarder 29 L)Y —RA%BET D E. TZ—ICLYAvE—YDR
Oy 7HREELTWE LA, SEDEFEHTIE, Fluentd DNy 7 7 —ZDENCT VY —R37
52 & TERENMERLE L, (LOG-3458)

o ZODEHMTHLbNB XTI, inode "EFIAEIN., AL inode ZEHD2EHOITY M) —HEFE
I BIGEIC. Fluentd T4 v FOREKRTARELTCWE L, TOEHICELY., Fluentd i
BE774IVRDOY 4y FHRIAICKRT T 5BENMERLF L, (LOG-3629)


https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3194
https://issues.redhat.com/browse/LOG-3458
https://issues.redhat.com/browse/LOG-3629
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ZOEHFMNITHOND E TIL. Fluentd IC& % JavaScript 7 54 7 > b DEFEITHIN DB IZEK
BL., HRELTHADPERITE LTHAINTVWE L, SEIOEHRICLY. HIAN11TT
HAIND LD ICARY, BEIMERINE L, (LOG-3761)

ZDEH M THN 2 L TIE. Red Hat Openshift Logging Operator /A— 3 > 4.6 hh5/3—
VaVE6ANDEET Y TUL—ROFATINTW o, #MELORBEIRELTVEL
feo COEIICLY, PYTIL—RIE2D2DNR—Y a3V HRTHEIUENHY., BB R
Xhz Lk, (LOG-3837)

ZOEHFMNITHON D E TIL, Splunk £71E Google Logging HAAD XA M) w 7 IERRIhFH
ATL, ZOEHFHTIE HTTPIZV RRA Y MDX N v I %EET Z T & CRBELIRS
nE L7, (LOG-3932)

ZOEHFMNITHN S E TIL. ClusterLogForwarder 1249 L)Y —ZAHHIRINTH, IL Y
¥ —Pod IFEFTINEFETLE, COFEFHICLY, OFGENBMICA > TULWAWES, O
L 44— Pod 3EFINAEAY ET, (LOG-4030)

ZOBEHFMNITHN S E TIL. OpenShift Container Platform Web I~ Y —)LTOJDE R N
SL%0Y v LTRSSy LTHRHEEEZZBIRTIFEFHATLE, SO0FEHICLY. ¥
Dy ERTy TaMERALTREEREZEREIGERTESLDICAY £ L, (LOG-4101)

CDEFHDPITHNZETIE, BER T 74D Fluentd /Ny ¥ 2 {EIEAT 7 7 A ILAD/IRRA % F
FALTERINTWELRS, O/O0—F—Ya VEIC—ETIERuWAYy Y arrERINF L
co SEIDEFICLY, BERT7 74 ILD/NY ¥ 2{ED inode BSTERIND LD ICRY,
BRI NFE L, (LOG-3633)

ZDEHFIITHN BREIIE. OpenShift Container Platform Web 1> Y —JL T Show Resources
Vo0&V LTEHEMOMBREHYEFHATLEL, TOBEFTIE, OV M) =&
Y —ZADRTENVEZD VY —ADKRR ) VIV DEEEIEIET 22 & T, ZORBEI R
InF L7k, (LOG-4118)

1.5.2. CVE

CVE-2023-21930

CVE-2023-21937

CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968

CVE-2023-28617

1.6. LOGGING 5.6.5

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.5 E&FhTWE T,

1.6.1. NTIBIE

ZDEHAENIE., TV L — MNEZICL Y Elasticsearch B —E D S X)L & namespace_label DA
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https://issues.redhat.com/browse/LOG-3761
https://issues.redhat.com/browse/LOG-3837
https://issues.redhat.com/browse/LOG-3932
https://issues.redhat.com/browse/LOG-4030
https://issues.redhat.com/browse/LOG-4101
https://issues.redhat.com/browse/LOG-3633
https://issues.redhat.com/browse/LOG-4118
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHSA-2023:1953
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VTYIREERTES, T—YDOMYRAATRHEIFEELTWE L, TOEHRTIE, IAN
IWADRY NERTZ Yy adMBEICLYBIHA Sh, BUARYAHDMRIESI N, BEHLIM
RMICERINZT T, (LOG-3419)

ZDEH L YEIL. OpenShift Web I Y —ILDA T R—I B LokiStack ~DIFEMICKBL 7=
ma., — BRI —XAytE—INKRRIN, BMOIVTFAMNP NS TV a—FTa 0T
DRTBIFRBINFFATLE, TOFHMICLY, T5—AvE—IMEEIh, LYEHEKH
REME NS TV a—T 1 Y IORBRENEEND LD ICRY E LT, (LOG-3750)

COEFLYFNE FESEREIAIRIIINTWEAN /D, hRY LBNESEEAZERT 3
EIT—HDRERELTVWELE, COEHMICLY., FEABAIRIEINE LD ICRY, 2—H—
NEMBEREZBIRTEELDICRY F LA, BUWLAKEERAFRAMNBRINLIGSIE. 21—
H—ILIS— X v tE—INRRINET, (LOG-3583)

COEHAIZ. Loki TOVAHRET 2L, RORINSROXFEBATVWALTE, <D
BEYVIT)—IFRBLTWE LR, TOEHICLY., 7T —FEKBSRNILY Y Fv—h&Elk
Ih, BEIFERINFE LA, (LOG-3480)

ZDEH M THNBHE0IE. Loki Operator l&, T7ZAR—NIPDAYN—) XA NAERAT 25
BIC, TRTOAVR—RV N ERDIFZDITHDRAVN—) AN REEERTETEHAT
L7z SEIOBHFHICLY ., ERINLEREICT KNS XZXncR— M BERICEEZFND LD
IKRY, IRTOIAVR—FXV MEEBICRERETESLDIRY F L, (LOG-4008)

1.6.2. CVE

CVE-2022-4269

CVE-2022-4378

CVE-2023-0266

CVE-2023-0361

CVE-2023-0386

CVE-2023-27539

CVE-2023-28120

1.7. LOGGING 5.6.4

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.4 AAEENTWE T,

1.7.1. NTIEIE
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CDEHFDREIIE. LokiStack ’OF R M7 ELTTFFO4INAEXIT, LokiPod ICL > THE
RIN-O7DUINEIN, LokiStack ICEEFEINTWE Lz, SEIOEHICELY. LokillLk o
TERINOTIZINEISBRA I, REIN AR ARY T, (LOG-3280)

ZOBEHFHOHIL, OpenShift Web AV Y —ILDAIR—=I DI T —ITFT 489 —HEDHE
i, ROy FY I XAZa—|CEDPAANINFEATLE, SEDEFHFICLY, BDOI/ T —
HRITLEDETRE, IF— AV E—IDPRRIN, RO T A2 —DHEFESY
ICAAIND L DICRY F L7, (LOG-3454)

ZDEH DA, tls.insecureSkipVerify 4 7' 3 V¥ true ICEREINTWBIHEIE. Cluster
Logging Operator B2 o 7258 EAEK L TWE L7z, TDRER. Operator |LEERAE DIREE %


https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454

8B1E LOGGING DY ) —R /— b

2FxyTLEDETBE, T—4 % Elasticsearch ITEETETEFHATLRL, SEDEHFHICE
Y. tls.insecureSkipVerify H* HIC7% > TW3IHFAETH. Cluster Logging Operator I&1E L
WTLSEREZEKRLE T, TORBR, APEZTOMRIMEERAF Yy TLLO>ELTHE, T—9%
Elasticsearch ICIEEICEETE X, (LOG-3475)

CDEHFOENIE, BELLINLEBFLIENICA >TWVWT, AvE—IUDERDOREEICEEIN
HBEIL. ThLEET4—7aE—ShFEATLE, ThIZLY, BEEINAAYyE—Y
ZEO—HMOZEOIP’ERINILEDS, 20O JIEERINFIEATLE, SOOFE
FiTL Y., JSONBFDFICA Y =2 T 4 —TIAE—F LD ICEREERDPEREINE L
oo TORER, EBOREICEEINLIGETE, IRTOREA Y E—VICEELLA Yy E—
IREEFNBELICAY F L, (LOG-3640)

ZDOEFOHIE, collection 7 1 —JL KIZ } NEFNTWB &, Operator B8V 5v > 219530
BEMELNHYFE L, SEDOEHICELY. Operator EZDEEFEIBT DL DICRY, ARL—%
EHMT 5 ERKRL—XICEITLIITED I ENATEXY, (LOG-3733)

ZDEFOAEIE,. LokiStack D4 — b =4 3V KR—X ¥ h®D nodeSelector B IEEIENH Y
FEHEATLR, SEOEFHICEY. nodeSelector BHENHIFE S Y ICHEET 2L D IRV FL
fco (LOG-3783)

CDEFOEN, FHA LokiStack X Y /N—Y XA MDFRERF, TIZAR—NPRY KT—0D
HEELTWE L, ZTDHER. OpenShift Container Platform 2 5 X4 — Pod v b7 —
OPRT )y U IPHETEREINTWSIHBES. LokiStackPod BV v ¥ al—FLET, &
EDEHICE Y., LokiStack BEEEIZ, A VN—) XA MDEREICPodxy NT7—V%ERT 3
AT avEMATESLLDICRYE LA, ThiZLY., BEIFERIN. OpenShift
Container Platform 7 2 24 —Pod *v KT =28/ T Y v 7 IPEBETHREINTVWSRIHEES
IC. LokiStackPod 7 5w ¥ a)l—TREICARZDEBS I ENTEE T, (LOG-3814)

ZDOEFOHEIL, tls.insecureSkipVerify 7 « —JL KA true ICEREINTWSIHE. Cluster
Logging Operator (dRBE >R EEER L TWE L, TORR, SIAZORIEERFv 7L
&2 &9 %<&, Operator I Elasticsearch ICT—4 X TEFHATLRE, SEOEHHICEL
Y. tls.insecureSkipVerify B*B3ICAR > TWBIHBETH. Operator IFIE L W TLS B2 E & £ 5K
LEd. TORBR., APASZSOMIMEERAF Yy TLLDELTH, T—4% % Elasticsearch ICIEEIC
EETEET, (LOG-3838)

Z DEFDFIIC, Elasticsearch Operator Z fff 9°IC Cluster Logging Operator (CLO) A% A
YA M—=JLENTIHE. CLOPod & Elasticsearch DHIFRICEIET 2 TS — X v £— U & ki
BICRRLTWE L, SEOEHICLY, CLORIZ—AvtE—Y%RRT DENEMD
Frv I EETTDLDICARY F L, TOFER. Elasticsearch Operator B EF1E L AW GE
l&. Elasticsearch DHIFRICEAET 2 TS — X v E—IYDNRRIINARCRY LA, (LOG-
3763)

1.7.2. CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916
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https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
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1.8. LOGGING 5.6.3

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.3 A& FhTWE T,

1.8.1. N JHEIE
o SEIOEFHODAEIL, Operator T —hD A TFY MDY —2 L v MEHR% config map IR
FELTWE LA, SEIOFEHICLY., Operator I DIEHRE>—V Ly MIRELET,
(LOG-3717)
o SEOEH DAL, Fluentd 3L 7 4 —I3 /var/log/auth-server/audit.log ICREFI N TW3S

QAUthOJA VARV N ex v TFv—LEEAT LR, SEDOEHICELY. Fluentd I&, &
NSO OAUthOTAVARY NaX+ TFv—L, BEEMBRLE LA, (LOG-3729)

1.8.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
® CVE-2022-43945
e CVE-2022-45061

e CVE-2022-48303

1.9. LOGGING 5.6.2

ZD') Y —RITIE, OpenShift Logging /NJIEIEN) ) —2 562 AEFEFNFET,

1.9.1. NJIBIE

o ZNBEHODHFINIE, AL V¥ —Idsystemd AT DEXEICED W Tlevel 7 1 —J)L RAEIEL < 5%
ELEFHATLE, SEOEFHICELY., level 74 —ILRAELLKEREINDLDICARYEL
fzo (LOG-3429)

o SEINEFHLIFTIE. Operator I& OpenShift Container Platform 4.12 AR CIEE MM D ES
BRoTERLTWE L, SEDOEHFHICLY. Operator D OpenShift Container Platform Dix
AN=V 3 VEMEESh, BEMNMERINI L7, (LOG-3584)

o SOMEFHLIFIIZ. default ®HSET ClusterLogForwarder 71 X4 L') ¥ — 2 (CR) %= {ERX
L. I5—Z%&MLEEBATLEL, SODOEHICLY. ZOEIETICERINDEWVWD T
T—DEENRIINDLDICARY X LA, (LOG-3437)

o ZODEHODAIL, ClusterLogForwarder 1 X% L)Y —2Z (CR) IZ1DDHAA default & L

TREINEERDA TS5 VA H2BBAE. AL U9 —Pod EEEEILTWE L, SED
FH T, WARIEOOY Y ¥ PMBES ., MEMRRINE L, (LOG-3559)
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https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559

8B1E LOGGING DY ) —R /— b

COEFORIE, TL YUY — Pod RIEBEICBREBIINATWE L, SEDEHICLY,. 77
O4 XhaL o9 —rEBNICERE LA AY E Lk, (LOG-3608)

SEIOEFHLFNE, Ry F )Y =AM H45OTH5LURID/N— 3 7D Operator ZHlIFR L TL

FlLk, THhICLY, WA=V VU AAVAMN—)LTEXFEEATLE, SOOEHFICLY.
NY RIVEBEIZTEIN, ALYAFT—NN=—UaVOURIOY Y= A5YATICEFzDLD
ICA Y F Lz, (LOG-3635)

1.9.2. CVE

CVE-2022-23521

CVE-2022-40303

CVE-2022-40304

CVE-2022-41903

CVE-2022-47629

CVE-2023-21835

CVE-2023-21843

1.10. LOGGING 5.6.1

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZA 561 BNEFEFNZET,

110.1. N JHEIE

CDOEHORENE, REIEDRIBE. VNI —F, V) —TEDBEICL D TLSEEAE
IS—%BELTWE LA, SEAOEHICLY, NP9 =0T ) —THHTTPEHET
BOoTBETRZ &M< ARY FE Lz, (LOG-3494)

ZDOEHFDHEIIL, Loki Operator I& LokiStack CR D AT —4% ADFREEZBHITLARVWED, R
T—YRABEHRAELL A>TWE L, SOIDEFHICELY. Operator IEFEERFICA T —4F RIFH
DEHEBRITT DL ICRY E LT, (LOG-3496)

ZOEHFOHEIIL, kube-apiserver-operator Operator ' Webhook D&Mt AR L/ & =

IC. Loki Operator Webhook #H—/N—HTLS T5—%3|ERI L TWVWE Lz, SEDOEHICL
). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
DICRY, BENIERINZE LA, (LOG-3510)

COFEHFHOHIL, T—ILRXEEAEDLETIRILT 1LY —%FHALLIHAE. LokiStack 7' —
RITASRIVIV T4 —H—hIEWA LogQL VT — DB TS —%EMLTWE L L,
SEIDEHFICE Y. LokiStack LogQL DEREAT—ILREFALEZINILT 4 I)LY —%&HKR—
FEBELDICARY, BEMERINE Lz, (LOG-3441), (LOG-3397)

CDEHOFIE. EHDOINIILF—ICECEBEEIHY., —BOF—ICRy MHBEFFN TV
&, Elasticsearch ICEZRAEN/ALL OA—RTEENMRELTVWE L, SOOEHICLY, 5
NILVFE—D Ry MBATVF—ROATICEESHTA O, BEIMERINE L, (LOG-3463)

ZDEH DAL, OpenShift Container Platform 3> Y —JL & logging-view-plugin DfEIZ H #:
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VSR —TCHATETELEATLE, SEOEHICLY. 73574 ~Id OpenShift Container
Platform 410 BV YV —ILEBEUICHEIND L D ICY £ L7, (LOG-3447)
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https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-3447
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o ZODOEHODAIL, ClusterLogForwarder h X% L)Y —ZDFET, 774 NOTRA N7 %
BRI TSAVDETRAT—IANBoTHREINTVWE L, SEDOEHFICLY, /8
A TS24 P BEUNCRIEIND LD ITHRY £ L7 (LOG-3477),

1.10.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e CVE-2022-42898
e (CVE-2022-43680
e CVE-2021-35065

e CVE-2022-46175

1.1. LOGGING 5.6

2D ) —RIZIE. OpenShift Logging Release 5.6 A& FNTWVWE T,

1111, JEHER DB A

Logging 5.6 Tl&. Fluentd AJEHEEEE 72, 5D ) —XTHIBRINZFETY, RedHat &,
DKEBEICTH L TIRIEDY Y —RAS5A TZHA ZILHICNTEBEE HR— NE1RE L 95, HEREEAEDIR
g, TOKBEIXSEREIRINEFETY, Fluentd DD Y IC, Vector 2 FEETEET,

1.11.2. #BEYLAR

o SEMEFHICLY. Logging & OpenShift Container Platform @ 7 5 24 — 2k DEESEKR 1)
S—IC ML ET, (LOG-895)

o SEMEHICLY., LokiStack HRY LYY —RA&2FALT, TFY R TE, ANY—=LT
s, BLYTO—NILRY D —DRER) Y —5BEEIBICEETISLDICHRYET,
(LOG-2695)

o SEDEHICLY. Splunk AAOVEEDHNA T avE LTHEATESZLIICRYET,
(LOG-2913)

o SEIDEHICLY., F74)bIL U4 —h Fluentd H 5 Vector IZ7Y £9, (LOG-2222)
o SEDEFHICLY. Developer O—JLIE. OpenShift Container Platform 4.11 LAfg % FE{T L TW

%7 5249 —® LogConsole Plugin ITEIY HTH5hTWS OV hZTEDT—o0O—R
OJIC79EATEEXY, (LOG-3388)
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https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/security_and_compliance/#configuring-tls-security-profiles
https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222
https://issues.redhat.com/browse/LOG-3388

8B1E LOGGING DY ) —R /— b

SEOEFICLY., FEDOYV—AHLDOAJIC, Operator 87 7AAINTWE I ZRYI—D
—=HAFTH D7 1 —IL K openshift.cluster id B*EFEN 2 LD ICAY T, clusterlD D&
i, LFOAY Y RTRARTEFY, (LOG-2715)

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

11.3. BER DR RE

CDEHF DAL, BEDINILF—ICEUCEEFELHY. —OF—IC.AEFENTWVWSE E,
Elasticsearch OV %#EERT B & HY FE Lk, ThiE. SRNIVLF—ICEFNE . % _ILE
XX 5T & T, Elasticsearch DFIRAEEL X, CORBEDEEEKE LT, T5—DRA
ERD>TWVWB IR EHIERT 2D, namespace & FNJLITEBIIL £9, (LOG-3463)

1.1.4. /NJ{EIE

SEOIDEF ORI, Kibana hR Y L)Y —RA%&HBIKR L 7B E. OpenShift Container Platform
Web a2V —JLIEB|E#RE Kibana~ND ) v 7 ZRARILTWE L, SEIDOEFH T, Kibana 77
2 L)Y —R%EHIKRT B E, ZDY VIV BHEIRINZE T, (LOG-2993)

COBEHFOFNE, I—F—IEZT7 V2 AMEEFED namespace D7 FYr—> a3 Vv OJ%#RRTE
FHATLE, SEIOEHICELY. LokiOperator (7 2 R¥—0O—J)LEY F R —0O—)L/NA
VT4 VT EBEMICERL., -7 ) r—rarolEsEsBRNDLDICLET,
(LOG-3072)

COBEHFOFIC, LokiStack #2774 bDATRA ML —Y & LTHERT %54E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINIAR Y LENZHIRLFE L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUEBFICH R Y LH N %ET
TAILRMHEAET—YLET, (LOG-3090)

CDEHFDAENC, CAF—IEZCA%Z Loki YTV NTBLHODDRY) 2 —LZELTEFERINT
We7z®d, CAF—ICIEERNDOXFE (Ry MRE)HPEFNATVWDIEI S —RENRELTVE
L7c, SEIOEHICELY., R 2 —LENAIBXFINIERELIN, BEIMERINE L

(LOG-3331)

ZDEFOFEIE, LokiStack hRY LYY —AEEHNTHREINZT 74V MEARET, 1D
ReplicationFactor % L T LokiStack 1 Y X9 VY R EERTEFHA T L, SEDEHICL
Y. Operator IIERAINZ A XDERDEZHRET 5L DICRYET, (LOG-3296)

ZDEFH DAL, Vector i&, JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I% structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE L, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z &
structuredTypeName O W FhMNMENBEICARY F L, (LOG-3195)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—R Y MHARE—I L v
FNEBILEBELTWE L, SEIOEHICLY., BIFEOY—I Ly MASETICLEIND LD
kY L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—F ADNEEINTWS
BIC. Operator AL V9 —T—FEVt Yy NOBIBREBERDIL—TICABABEENHY F L
1= SEIOEHFTIE. Operator DAT—4 ZMEBAEEI N, BBEIMERINE LK, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNHEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
TA0I T —DEELTWE LA, SEDEFFHICE Y. Kibana D OAuth cookie DERIHARRA
accessTokenlnactivityTimeout ICEHII 1, 77 #JU MEIX 24h IZ72Y 9, (LOG-3129)
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https://issues.redhat.com/browse/LOG-2715
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
https://issues.redhat.com/browse/LOG-3090
https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
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https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
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COBEHFOENL, )Y —RA%EHET S7/20HD Operator D—{MA/NRY—> & LT, BIGFELIE
B amADRICENRERATWE Lz, TDEH, EHREIC—ED HTTP 409 L ZR Y A
FELTWE L, SEDOEHICELY. Operator FRMICA TV Y NOEBERA. £+ 7
VIV D RELTCVENMEEINTVWARWEEILORMERELIEEHFITELIICRYET,
(LOG-2919)

CDEFDHEIE, Fluentd @ .level 7 1 —JL K & structurelevel 7 4 —JL RICERZENEFE
nNa2erHYFE L, SEOEHICLY, ET71—ILRDOEIAELICAY FY, (LOG-2819)

Z DEFDETIE, Operator I XEFBI NIz CANY RILDERERFLT. NV RILHIEHFIN
BIC2EB@AL 29 —F7OA4 AV MEERTLTVWE L, SEIOEHICEL Y. Operator
. AL IS —FTTO4 A NaimiTd BR0IC. NV RADEARENLNE D D EFERT S
DIV LT ZLIICARYET, (LOG-2789)

COEFHOENE. X M) I REERT D E X Telemetry AV BHRA 2BRTIINTVE L
oo SEIDOEHFICELY., Telemetry AVIBHRMNMEBEE S Y ICKAIINZE T, (LOG-2315)

ZOEF ORI, JSON BT DEBMAEBIIC L%, Fluentd Pod OV ICEE X v £—I NS
FhTWE L, SEDOEFHTICLY, ZOEBEA v E—YVRERTIINALLSARY F L,
(LOG-1806)

CDEHDENL, v v a1 EILRTEDICEZIAHEREFT D74 —% oc H'LE
&9 575, mustgather 27 ) 7 MNEZT LEEATLE, SEDOEHICLY., ocld7 # L
H—~DEZIAHEREFS. must-gather 27 ) T hAEBICETT5LIICRYET,
(LOG-3446)

COEHFDREIF, O ALV —SCCHISRYI—EDMBDSCCICER>TRHSHN, aL Y
H—IFERATERCARDIFAEELHY E L, SEOFEFHFICLY, OFIL V49 —SCCDEL
EMNREIN, BDSCCLYEBEINDLDICAY E LI, (LOG-3235)

ZOEHFDHEIIL, Vector IC sequence 7 1 —JL KidA<, +/ WEBEMOBEDREIIRNT B
FHEE LT fluentd ICEBMINTWE L, SEOEHICE Y. openshift.sequence 7 1 —JL
RS Ry hOSISEBMINE Lz, (LOG-3106)

1.11.5. CVE
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CVE-2020-36518

CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004


https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
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e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

112. LOGGING 5.5.16

ZD) Y —2RITIE. OpenShift Logging /NJ{EIEY 1) —2 5516 BE&FhTUVWE T,

112.1. N TEIE
o SEOBEHFMNTHONDBIE. LokiStack F'— h I T4 [FEBINLY U TR % IEEICLEH
IKE vy lTWELE, ZORE, BoBEIEREARELE L, SEOEHICLY,
LokiStack *— R T A S MICF v v 25T LD ICAY ., COREIRRINE L,
(LOG-4434)

112.2. CVE

e CVE-2023-3899
e CVE-2023-32360

® (CVE-2023-34969

113. LOGGING 5.5.14

ZM') Y —2RITIE, OpenShift Logging /NJIEIEY) 1) —2 5514 NEEFNTWVWET,

113.1. N JIEIE
o ZOEHMTHONBAEIL Vector AL U4 —IC. O7ZIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SEADEFHICLY., TOITFT—IF
RINZE L, (LOG-4279)

113.2. CVE

e (CVE-2023-2828

114. LOGGING 5.5.13

A1) —RITIE, OpenShift Logging /NZIEIED) 1) —Z 5513 A& FhTWET,

114.1. /N J{EIE

2 Lo
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https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
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114.2. CVE

CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

115. LOGGING 5.5.11

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.11 & FhTWE T,

1.15.1. N B IE

ZOBEHFMNITHN S E TIEL. OpenShift Container PlatformWeb I~V —)LTOYDE R N
L%y LTRSSy VL TCHRHEREZBIRTIFEFHATLE, SO0EHICLY. ¥
Jw e RSy JAEFERLTCRBEREZERIGRIRTESLIICRY E Lk, (LOG-4102)

ZOBEHFMNITHONBHEIE. OpenShift Container Platform Web 3> Y —JL G Show Resources
Vo0 %I)y 7 LTHEMODMREHY FEAT LR, COFEFTIE, OV MY =TI
Y —ZADRTENVEZDZ VY —ADKRR ) VI DEEEZIEIET 2 & T, ZORBEI R
XInE L, (LOG-4117)

115.2. CVE
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CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196

CVE-2022-2663

CVE-2022-2795

CVE-2022-3028

CVE-2022-3239


https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239

CVE-2022-3522

CVE-2022-3524

CVE-2022-3564

CVE-2022-3566

CVE-2022-3567

CVE-2022-3619

CVE-2022-3623

CVE-2022-3625

CVE-2022-3627

CVE-2022-3628

CVE-2022-3707

CVE-2022-3970

CVE-2022-4129

CVE-2022-20141

CVE-2022-24765

CVE-2022-25265

CVE-2022-29187

CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-39253

CVE-2022-39260

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722
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https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
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CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-23454

CVE-2023-27535

1.16. LOGGING 5.5.10

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5510 A& FNTWE T,

116.1. NJ{BIE

SEIDEFLFIE, OpenShift Web AV Y —ILOOF Y JE21—TS 54 Vid, LokiStack IZ
FETERD 2 LBEICDAISI—TFAMNERRILTVWE LL, TOEHICLY., 7574
VTIRBEYRIS—XAvtE—T&, BETEARL LokiStack DEF L WMEBIEAENRRIINDS L
21X Y F L7, (LOG-2874)

1.16.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0361

CVE-2023-23916

117. LOGGING 5.5.9

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.9 & FhTWE T,

117.1. N JEIE

22

ZOBEHFOFIL, Fluentd IL 249 —0DRREICL Y. /var/log/auth-server/audit.log IR X
NTWEO0AUthOTA VAR AP F+ TFr—INFEATLEL, ThiZLY., OAuth H—
EXnronOT4 ARy NOPRENFZLICKRY Lk, SEDEHICELY. Fluentd I L
74—k, FRESY. /varllog/auth-server/audit.log ICIFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATA VAR NaF v TFr—9252&T. COBEERBRTDED
oY F L, (LOG-3730)


https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
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COEFOENIE. BELINLBIANEDICR>TWVWT, Xy E—IDNEHDREEICEEIN
HBEIL. ThbET4—7aE—ShFEATLE, ThIZLY, BEEINEAYyE—Y
ZEU—HOZEOITINERINEI LY., FoMoOJIFERINFEATLE, SEIOFR
LY, JSONBBITDREIICA v E—V% T4 —FOAE—F 2 LD ICREERDPEREINFEL
oo TORER, BRHOREICGEEINLIZBETE, IRTOREQOTIEEELA Yy E—IDE
FNdLOICAYE LR, (LOG-3767)

117.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2022-41717

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

CVE-2023-23916

1.18. LOGGING 5.5.8

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.8 & FhTWE T,

118.1. /N {EIE

SOEDEHFORIIE, JL VY —NDlevel 74 —IL RERET B AHEICTS—DHo//

&, priority 7 1 —JL KD systemd O VD HRZELTWE L, SEDOEHICLIY, Thidbd

T4 =L RAELCRES ., FEARRINE L, (LOG-3630)

1.18.2. CVE

CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-24999

CVE-2022-40897

CVE-2022-41222

CVE-2022-41717

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303
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https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
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https://access.redhat.com/security/cve/CVE-2020-10735
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https://access.redhat.com/security/cve/CVE-2022-4415
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https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
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1.19. LOGGING 5.5.7

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —2 557 h"EFNET,

1.19.1. N {EIE

CDEHFORENE, TR EHAEDLETSNIL T 1LY —%FALIHBE. LokiStack 7' —
RO TASRIVIV I+ —H—DEWR LogQL VT — DTS —%EM L TWFE L7,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4 I)LY —%&HKR—
2L DICAY, BEMEAINZE L, (LOG-3534)

ZDOEHFDHIIL, ClusterLogForwarder 124 L1) Y —2Z (CR) ' syslog HAD TLS 52 uIE &
$E’é Fluentd IEI Ad o 72c®, ERERICIS—HARELTWE L, SEDEHICE
ity DIE |EE$E7§\ Fluentd ICIE L < /fé"_'-)S ns& 7 [ fck U FﬁEHb\ﬁfF/*JS TLi lJT\_o (LOG 3533)

1.19.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.20. LOGGING 5.5.6

ZM') Y —RITIE, OpenShift Logging /N JIEIE) ') —2 556 AEFNFET,

1.20.1. N J{EBIE

24

ZOEHFOHIE, PodtzFal)T4—T7KIvarvaryha—>—nm"3RX)L
podSecurityLabelSync = true % openshift-logging namespace IZEEIML TWE L, Ihil
LY, BEOEFaAV T4 —IRIHPLEESIN, ZTOFER, IL V49— Pod Mg L A< 72
YFE L, SEDEFHICELY. X)L podSecurityLabelSync = false A tzF¥ 21 1) 71 —F X)L
EFRETDIZELOICAYET, ALV Y —Pod FBiFEESYICT IO INET, (LOG-3340)

COBEHDFNE, AVY—IE21—=TSTA VDI SRI—TAMIR>TVWRWSGETE,
Operator ZAY Y —IVE2—TS 54 0% 4 VA M—=ILLTWE L, ThiZLY. Operator
NoZvialFzlk, SEDOEHICLY., 777\9 DT7ATVNTaAVY—=ILELI—DFHF
ISR > TWARWIESE, Operator (FEFEICHEEL, AV —IlEa—%Z/A VA=W LRI
YZE L7, (LOG-3407)

ZOBEHFOHEIL, Elasticsearch T 704 XY FDRT—F ABEHFINAWY FL v 3 Vil
XI5 7D DLFEIDEIEHRET. Red Hat Elasticsearch Operator A*7 7’04 S TWAR
WBRY. Operator 7 Zv>a Ll TWE Lk, SEDEHFHICLY. TOBENTICEINL
&. Operator IFRELLRRBICRYFE L, L. BREINLAT—F RICEET ZLUEID
EEABCRETZ LD ICAY L, (LOG-3428)

ZDOEHFDHEIIL, Loki Operator &, TR“‘TLLZ’S’JG"?’(XKE@W&( LokiStack 7" — k
DIADLTYAEIDEFTIOSA LTVWE Lz, SEIOEHICE ERLEY A X
LTLTUDDEHPELLBEIND LAY E L, (LOG- 3478)

CDEHOENE. BHOSNILF—ICE UCEEHAHY., —PDF—IC Ky F?bf’é“ih’cwé
&, Elasticsearch ICEZAFNAL A—RTEEFRELTWE L, SEDEHICEL >
NF—DRY M TUHF—RATICBEZTZON., BEIMERINE L, (LOG- 3341)

COEHODENE, OF a1 —T554 VIZ. OpenShift Container Platform D4 E D /N —
JavERBREDORVEBENrEEFATWELE, SE0EHT, TSTAVDELW) ) —X
ZN)—=LICEY, COMEIFEBRINET, (LOG-3467)


https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
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o ZDOEHDHIIL, ClusterLogForwarder 1249 L)Y —ZADAEET, 1 DULD/IRA TSV
DETRAT—FANER>THREIN, AL IVF—PodH8-10MT&ICHEELTWE L,
SEIOEHICL Y. ClusterLogForwarder h 24 L)Y —XDFAEAE L K NEBINDB LD I
Y, BENMERINE L, (LOG-3469)

o ZODEEDHIL, ClusterLogForwarder 124 L) ) — X ® outputDefaults 7 1 —JL K D{t#k
&, EEINITRTD Elasticsearch HAY 1 FICEREAZBEAL TWE Lz, SEIOERICL
Y, HERARIC—RT 2 LD ICEMEMEESI N, T 74 bDTR— K Elasticsearch X b 7
ICOARENERAIND L DICAY F L, (LOG-3342)

o ZODEHODAIL, OpenShift CLI (oc) BEDF v v > 1 AHBRT 271-DICESIAHEREZFD
AN —%REET BB, OpenShift CLI (oc) D must-gather 27 1) 7 b AT LEHA
TLlL%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 # LT —~DEZIAHERI TS X
. must-gather 27 ) 7 hAEEICTETT25LIICAY F L, (LOG-3472)

o ZDEHODAIL, Loki Operator Webhook H—/N—ATLSTZ—%5|E@ILTWE LKL, &

BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager M E)# Webhook
BIEICL>TEEINSG LD ICARY, MEI MERINF LA, (LOG-3511)

1.20.2. CVE

e CVE-2021-46848
e CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
o CVE-2022-2521
e CVE-2022-2867
® CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012

e (CVE-2022-42898
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https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
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CVE-2022-43680

1.21. LOGGING 5.5.5

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZA 555 AEFENFET,

1.21.1. N JBIE

1.21.2.

26

ZDEFOHEIE, Kibana D OAuth cookie DEXNEARIE 24h ICEE I N T W7

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, T 7 4 )L MEIX 24h IC72Y £¥, (LOG-3305)

ZOEFHOFNL, Vector I&. JSON BFTHAERICAR > TWBIHEIC. structuredTypeKey 7=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z (&
structuredTypeName DWW F NN ENBEICAY £ L, (LOG-3284)

ZDOEFOHIE. FluentdQueuelLengthincreasing 7 5 — XM SIRINFc—FED S NJLIC
N=—FT4FTVT1 DEEIHSFEIC. DT 77— MHBRELBVAREENHYE L, ©
BOEHICEY., 77— MIBBLRINILOADNEEFNDLIICTNILDPEIBRINE L,
(LOG-3226)

ZDEFDENE, Lokil&, VIMIINEZI TR —ARADHALA N L —IANDT7 V2R &EHR— b
LTWEHATLE, SEOEHTIE. CThoDEREYR—MTZHDIC, TOFV—BKE
ZHETOFV—DEBETELZCANY RAAIAVTFF—AA=JILEFNTVET, (LOG-
2860)

SEIOEFHFIE. OpenShift Container Platform Web 3> Y —)L®D 1 —4 —|&, Loki ® CA i
BAE% ST ConfigMap # 7Y =7 & BIRTE RN o7/cd, Pod BACAZR L TEIEL TWL
Fli, SADEHICLY, WebAV Y —IaA—H—ERETY TERBIRTEZ LD ICAY,
EELI BRI E L, (LOG-3310)

CDEHODANCS, CAF—IECAZ LokiICY I Y FTBcHDRY) 2 —LZELTERAINT
W78, CAF—ICHERDOXF (Ry MRE)DNEFNATWEREI ST RKEBAREL TV
Lo SEIOEFHICLY, R 2 —LEIREBBXFINFRELI N, BEIMERINE L,
(LOG-3332)

CVE

CVE-2016-3709
CVE-2020-35525
CVE-2020-35527
CVE-2020-36516
CVE-2020-36558
CVE-2021-3640
CVE-2021-30002

CVE-2022-0168


https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515
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https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
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e (CVE-2022-20368
e (CVE-2022-21499
e CVE-2022-21618

e CVE-2022-21619

e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
® CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o CVE-2022-22844
® CVE-2022-23960
o C(CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717

e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893

e CVE-2022-29581
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https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
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CVE-2022-30293
CVE-2022-34903
CVE-2022-36946
CVE-2022-37434

CVE-2022-39399

1.22. LOGGING 5.5.4

ZDY ) —RIZIE. RHSA-2022:7434-OpenShift Logging /N JBIE) ') — X 554 BAE&FEN X T,

1.22.1. XTI IE

1.22.2.

COEFOENEL, OF VI E2a—TST4 VDI T —NR—H—DIT5—Il&Y, 7T —IC
mh>Z {}PAEFNTWEE, OV T —D—EEATWELL, ThickY, 4T —
NEMICARY, BHRITY —ICHLTIZ—NRINE L, SEDOEHICELY., /A—H—
EInoDITY—%2ELKEBTZEDICARY F L, (LOG-3042)

ZOBEHFOHEIL, Elasticsearch £7zld Kibana T 7O XY RDRAT—F ANEEINTWS

BIC. Operator AL V9 —T—FEVt Yy NOBIBREBERDIL—TICABABEENHY F L
1= SEIDEHFTIE. Operator DA T —4% ZMEAEEIN, BBEIMERINE LK, (LOG-
3049)

CDEFODAENE, Vector DAL VI —DEREYR— KT BLDICTI— MIEEINTVE
HATLE, TOEEICLY., Vector 75— MMEMIN, BIRLAZIALVY—DREIIIGL
TENDT7Z—MT7T7O4 XY bPINET, (LOG-3127)

ZDOEHFOHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—F Y MHARE—I L v
FEEICEBELTWE L, SEOEHMICLY., BFEOY—I Ly MAAEYICLEBINE LD
IcA Y L7z, (LOG-3138)

COBEHFOFIC., O must-gather 27 Y T RDLFIOY 727989 ) >V JIC&Y, 7—FT 4

770 NDFRINDIGADEIRINE L, TOEHMEIY. P7—FT 47 77 % /must-

gather 7 # LY —ICEZIAT EWVWDIEENTICRY £, (LOG-3213)

CDFEHORIE, FEDY T RAH —T. Prometheus T AR—4 =1 IPv6 Tld7 < IPv4 IC

NAYRLTWE L, COFEHFHE. Fluentd X IPX—=Y 3 V%R L. IPv4 OF&EIE
0.0.0.0. IPv6 DIFEIE ] I/N1 Y RLET, (LOG-3162)

CVE

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509

CVE-2022-2588
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https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
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CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

1.23. LOGGING 5.5.3

ZM') Y —RITIE, OpenShift Logging /N JIEIE) 1) —2 553 AAEFNFE T,

1.23.1. NJ{EIE

30

CDEHENIE, BELLINLAvE—VEECOJTI VM) —IZTOAYE—Y T4 —ILRD
BEFh Wik, TVRMN)—DPRELAQAYFE L, ZOFEHFICLY., BELOTDXA Y 2—
U7 4 =L RDHIBRI N, BINLAY A XI”MENINhET, (LOG-2759)

COBEHOFIC, IL U9 —i&EIE. Collector. default-log-store. & & U visualization Pod
NoOVEBRALTWELED, 9z 7 7ANICT—HA4 TINEOTERATEEFHEATL
o SEIDEHICEL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7 1
WELTREINAET—AA47O7EBRAINE T, (LOG-2844)

ZOEFORIE, FATEAVPodADY FITA RS — Y T BETEEINLBE, &
WraZEET275—MNEHYFEHEATLE, SADEFHICELY., F— b/ TEZAAFL
EFHmAIY BEXRDOET ICEENRE LEGZEIC. BRIO7 7 —MERINET, (LOG-
2884)

COEHFDRIE. EHNSRBICE >TSS A Vv EBBLZZH, Pod X9 F—4 1 fluent 7
STAVICE>TEEINSAREML,HY F Lz, TOEHICLY, EOT XA vE—IH Pod
A T—HDAE—ZFZMEIIRETBHELIICARY, BEXvE—IUMERNICREBINS LD ICR
YF L7, (LOG-3046)

ZDEHDEINC, OpenShift AVY—ILOJE1—THREAR EXEAERIRT 2

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILOAREWNWAT &
level=unknown DEAFDOOJ N, FEARERETIANI NV ITBERTIINDE L DI
Y FLE, (LOG-3062)


https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062

1.23.2.
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ZDEHFOEIE, Elasticsearch ICEEIN/OV L OA—RICIK, AV EEETIRELNH B A
VT ADER =S write-index & WD ZRIDEM 7 41 —IL RDBHYFE L, TDT 14—
WRIE, T—9ETILDO—ETIRHY FHA, COEHE, D74 —ILRIEEFEINLLCA
YZ L7, (LOG-3075)

# L WHAAH Pod Security Admission Controller DEAICEL Y, FO—/NILFE I
namespace L NI TEZINBHEI X2 ) 7 1 I > TEREINTUWARL Pod I3
TTEFEHA. SEIDEFHICELY. Operator & Collector [F4FHERTAFATL., ¥ 1)
TA—EBEDEFPIS—MRLTEITIESLDICAY F L, (LOG-3077)
COBEHFOFINIC, LokiStack 2T 74 bDATRA ML —Y & LTHERT %354E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINIARY LAENZHIRLFE L, SEOE

#riZ & Y. Operator I& ClusterLogForwarder H 2% L) Y — X DUNEBFICH R Y LHE D% T
AL NEAET—YLET, (LOG-3095)

CVE

CVE-2015-20107
CVE-2022-0391
CVE-2022-2526
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

1.24. LOGGING 5.5.2

ZM') Y —RITIE, OpenShift Logging /NJIEIE) ) —2 552 h"EFEFNET,

1.24.1. NJIEIE

SEOEHLFIE. Fluentd AL 79 —D7F7 S5 — b JL—)LIE OpenShift Container Platform €
ZHNVVITRIAINDAA R4 VICERLTWEEATLE, SEDEHICLY., ThHD
75— hH namespace INILEZBL LD ICEEIh, BEIMERINI L, (LOG-1823)

CDBEHFHDENE, 1 VT v I RBICEBDNA T VUXFEREFATWEE, A VT v I REE
A=A —N—=RJYTRDPHFLWA VT Y IREGEERTEEFEAT L, SEDEHICE
Y, 41TV I ZBZADPELLERIND LD ICARY F L7, (LOG-2644)

CDEHFDHEIE, Kibana JL— NMIEEBAE N FIE L 2 LWIREE T caCertificate flE% X E L TV E
L7z, SEIDERHICE Y. caCertificate [EN'RE I N7 &Y T L7z, (LOG-2661)
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https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
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1.24.2.
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COBEHFOFENE, ALV —DERERFROERICLIY, READNSIX—5—II L TES
Ay E—IDRITINTVWE L, SODEHRT. READERE/NFTA—F—%ZHIRT 5 &,
BENMERINE T, (LOG-2859)

ZDEHODANIC, Loki Operator BMERR L7=7 70O4 X~ MRICER I 7z Pod (&, Operator
NEITINTWVWBE I ZRI—TEDL D%/ — KO FAATRELRIFZE. Linux UADA L —
TAVIVRATLAD) —RTEOTRIVa—ILINTWELEL, SOOFHICLY,
Operator (FEBID / — Rt L 74 —% Pod EFEICEIY BT, Linux X—D ./ — RTDH Pod
ALY 21— TE5EIICLET, (LOG-2895)

ZDOEHOFENL, LokiStack 5'— b7 4 D LogQL /A—H—DREAEICL Y, OpenShift I~
V=IlOOJE1—EAJZERET74IW5 ) VT LFEFHATLE, SEIOEHTIE. /8—
H—DEBEICLYRBEIRIN, OpenShift AVY—ILOOYELI—IZERETTI ALY
VITEBLDICARYZF L, (LOG-2908)

CODEFDORIC, Fluentd ALY —TSTA4 D) 7708 ) TIEY, ARYRNDYA
LRIV T 74 =L RDPHIBRINF LI, TOEFHICLY, ARV NOREREREY —RET
294 LRV T 74—V RBETINE T, (LOG-2923)

COEHFODHEIE, BEEOVIClevel 714 —IL R WESH, ROVY—OJTIT—HEELT
WZE L7z, SOO0EHT, EBFOSLI—Rillevel 74 —JL RAEMI N, BIEIRIN
F L7k, (LOG-2961)

SEIDEF ORI, Kibana hR Y L)Y —RA%&HBIKR L 7HBE. OpenShift Container Platform
Web OV —JLIEBIE#EE Kibana~ND ) v 7 ZRALTWE L, SEIDOEFHF T, Kibana 77
ZSLYY—2EERTDE, ZOY VI EEBINET, (LOG-3053)

ZOEHDHEIL, ClusterLogForwarder 1 X% A1) Y —ZIZ JSON BfiINNEZIN TV S
B, BO—NWAF—NR=I3TTEDA VTV IADERINTWE L, SEIDEHICELY,
FLWA YTy I 2B TERLAY E L, (LOG-3063)

ZDEFOFNI, T —H—71% Loki Operator 5.5 ~NDEH 1R IC LokiStack ZHIffd 5&., &
& Loki Operator5.4 IC& > THERI N V—ZAHDBKRY FE L, SEOEHFICLY., YY—2R
DOFfEESRIE 5.5 LokiStack 35 L £ 9, (LOG-2945)

COBEHFOFNL, I—HF—IEZT7 V2 AMEEFED namespace D7 FYr—> a3V OJ%RRTE
FHATLE, SEIOEHICELY. LokiOperator (7 R —0O—I)LEY F R —0O—)L/NA
VT4 VT EBEMICERL, Y —DAT7 ) r—rarolEmEsBRNELDICLET,
(LOG-2918)

ZDOEFHDHEIE, cluster-admin R ZHFD>1—HF—F, O/ YV —ILZFALTAI VI IR
NSV Fv—EEEOVABYICRRITIEEATLE, SAOEHICLY., BAFzvID

AR I N, cluster-admin & & U dedicated-admin ZIL— 701 —H—tBBEE S L TERHBIN
&3 YE L, (LOG-2970)

CVE

CVE-2015-20107
CVE-2022-0391
CVE-2022-21123
CVE-2022-21125

CVE-2022-21166


https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
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CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

1.25. LOGGING 5.5.1

Z D) Y —2RITIE OpenShift Logging /NJEIEY) 1) — 2 551 & FEFNE T,

1.25.1. #RE58 1L

1.25.2.

1.25.3.

SEIDOHRENRARIC & Y. Logging Console 73 74 Y HMERAINTWBIHFAIC. Aggregated
Logs ¥ 7 h* OpenShift Container Platform Web 3>V —JL M Pod Details XR— IEBEIIX 1
F L7, ZDYERMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)

SEIDIIRMEEEICE Y. OJEEDH DA 7> 3> & LT Google Cloud Logging A BIMI W &
L7e (LOG-1482)

INTIEIE

SEIOEHLLRIIE. Operator (& Pod BN EFKREICHZ I E 2R LRV ENRERAT, 775
AY —DHEEEFICY TR —DEMERBERRREICAY £ L, SOIOEFHICLY. Operator
&, BEFHFICHF LW Pod ZERBRTELTY—I LTHSHFH LV Pod ILBEE EREITDZ &
T. BEZBRLET, (LOG-2745)

SEOEHLFIIE. Fluentd I& Kubernetes 75 v N7+ —Lp O 774 )V AO0—T—> 3>
L2 E5RBHELAWVGELHY, O XvE—ViHHF:ILAR>TVWE LA, SEOE
T, TYTAN) —LDOEAREF—LIRETIERENTA—I—%EBRET DI EICLYELE
INTVET, (LOG-2995)

SEOEHLUANIE. BEITOLI S —REEBESBIMINLI EARERT, ATIL—T 1 v ID
ZREIN, LO—FHPEELBEICGEEINTWELAE, SEIOEHICELY., AEIL—FT 4
YONELLRYE L, (LOG-2800)

SEIDEHFH AL, OpenShift Container Platform Web I Y —ILOBHEREZEET S

E. Query 74 =L RBEDFZEICII T —DNEELTWE LA, SEIDEFHFT. Query

74 =L RDZEDIFEHIC. FERDOEEIERFAREICAY £ Lz, (LOG-2917)

CVE

CVE-2022-1705

CVE-2022-2526

CVE-2022-29154

CVE-2022-30631

CVE-2022-32148

CVE-2022-32206
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https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
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e CVE-2022-32208

1.26. LOGGING 5.5

Logging 5.5 Tl&, JROT7 RNAHF) —%ZFIHEATETEY () —A55),

1.26.1. YL5RALBE

o SOOEHTIE, WELOT%ERAL Pod ADERZAVTFT—DIOIFEFIERA VTV I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TRATSAVEREL, Pod 7/ T—>ava[FF20ELNHY T, (LOG-1296)

BF

AJDJISONFERIE. 7TV r—oavicLk>TERYET, ERTBA VYTV IAN
Z9EDENTA—TVRICHET DD, ZOMEDFERIX. EEMEDRL JSON
XOOTDA YTy I ZADERICBREL TS RIW, 7T —%FRALT, IEIFA
namespace 72 IFHIMEDH 2 JSSONHRXDOT7 TV r—oavhsOl/29@ L £7,

o SEDEH TIL, Kubernetes BRIV TH B
app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z {8 L T. Elasticsearch HAOTATZ 714 I)L8 )V
JTEF Y, Elasticsearch MADH I 1 FTlL. kubernetes.labels ICEEN 2T XRTDS
NIVEFRATEEYT, (LOG-2388)

o SEDEFH TIL. AWS Security Token Service (STS) BAEMICR > TWB Y TR Y —Ik, STS
SREL% fFEF L T0O Y % Amazon CloudWatch ICERETE £ 9, (LOG-1976)

o SEMEFH TIL. 'Loki Operator Operator &L Vector ALV H—DF VAT L E21—
REBED b —ARIRHEHLEE (CA) ICRITLE T, HAID Y ) —R EDTLAHRE/N) T4 —ICEL
TIIVEERT, —ZOAPIIEZT VAN T L E2—#EDFTF T, 5FMIE. LokiStack & {&#
ALEOX YT 20 avaESRLTLEIY,

1.26.2. N JHELE

o ZDEIDENE., O % Amazon CloudWatch ICERET B LD ICREI NI SRY - 1B
BEXINOV 7740V E—RAMNL—VICEZRAATW LD, BEDORBEEHICITR
H—DRREILRY FE Lz, SEDEHICLY. TRTDAMNL—IF T3 vn—FEN v
Ty THEMICARY, BENRINE L, (LOG-2746)

o SOIDEFHLFIIC. Operator (. FEHEZET OpenShift Container Platform DS & D/N—2 3 >
THIRFED APIDNR—Ta v a—8ERALTWE Lk, SOOEFHICEY . KEFEGINT
R—MRRDAPIN—2 3 VIIBEIINE T, (LOG-2656)

SEIOEFHFLANC, Operator I&. FEHEER T OpenShift Container Platform DS#& D /N\—2 3 » THIBR
FEDAPIDN—Y ave—fERALTVWE L, SEOEHICEY . KERRLYR— FIRD AP
N=2 3 VICBEIINET, (LOG-2656)

o SEIOEHLFNE., BHITT S —RERICERE I N/EH D ClusterLogForwarder /X1 75

A VIC&Y, aL 2% —71" crashloopbackoff TS5 —JREEICAY F Lz, SEIDEHFICLY.
BHEOBREEIaVICAL—EDIDAMERINZEEMEEINT T, (LOG-2240)
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https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241

1.26.3.

F1ELOGGING DY Y —R/— b

COEHFDENE, AL V4% —IF UTF-8 UADEES % Elasticsearch A L —Y O ILREFETE
FHATLR, SEDEHT, AL IVY—EUTF-8UADESETO— KL, BAEEHERL
# L7, (LOG-2203)

SEIOBEHLUANE. TV XFEUADIFH Kibana TELK RRINFHATLE, SEDOE
FiTL Y. Kibana IF TR TOBE MR UTF-8 ¥ VRILEELSKRRLET, (LOG-2784)

CVE

CVE-2021-38561
CVE-2022-1012
CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2097
CVE-2022-21698
CVE-2022-30631

CVE-2022-32250

1.27. LOGGING 5.4.14

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.14 A& FNTWVWE T,

1.27.1. /NJ{EIE

2 Lo

1.27.2. CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2023-0361

CVE-2023-23916
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https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
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1.28. LOGGING 5.4.13

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.13 A& FNTWVWE T,

1.28.1. N JIBIE
o ZOEHODAEIL, Fluentd AL V4 —DREREICL Y. /var/log/auth-server/audit.log ICR1F X
NTWEO0AUthOTA VAR AP F+ TFr—INFEATLE, ThiZLY., OAuth H—
EXnrsnOT4 ARy NOPRENFZLICRY EF Lk, SEDEHICELY. Fluentd I L
74—k, FRESY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATA VAR NaF v TFr—9252&T. COBBEERBRTDELD
IcAY F L, (LOG-3731)

1.28.2. CVE

e (CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286

e CVE-2023-0767

CVE-2023-23916

1.29. LOGGING 5.4.12

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.4.12 AAZENTWE T,

1.29.1. /N JEIE

2 Lo

1.29.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415

e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e CVE-2022-43945

e CVE-2022-45061
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https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061

F1ELOGGING DY Y —R/— b

e (CVE-2022-48303

1.30. LOGGING 5.4.11

ZM') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 5411 AEFNFET,

1.30.1. XN TELE
e BZ2099524

e BZ2161274

1.30.2. CVE

e CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.31. LOGGING 5.4.10

ZDY ) —RIZIE, OpenShift Logging /N7 MEIEY 1) —2 5400 A& Eh T,

1.31.1. N JTBIE

2 Lo

1.31.2. CVE

e CVE-2021-46848
® CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
e CVE-2022-2521

e CVE-2022-2867
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https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
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e CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

1.32. LOGGING 5.4.9

2D ) —RITIE. OpenShift Logging /NJEIE) 1) — X549 NEFEFNFET,

1.32.1. X JHBIE

o ZODEFHDAIL, Fluentd ALV H —ERFEHADEENTA—F—Z2EELTWVWELE, D
BHICLY, TNODRENTA—I—EZTOEEX v E—UHMHIBRINE T, (LOG-3074)

o ZDEHDHIIL, Kibana D OAuth cookie DENEARRIL 24h ICEIE I N TW /e
&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLW S &, Kibana

T4 I T—DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICEHiS ., T 7 4L MEIZ 24h (IC72Y £9, (LOG-3306)

1.32.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e (CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e (CVE-2021-3640
e CVE-2021-30002
e CVE-2022-0168

e CVE-2022-0561
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https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

8B1E LOGGING DY ) —R /— b
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https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
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e (CVE-2022-21499
e CVE-2022-21618

e CVE-2022-21619

e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
® CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
o CVE-2022-22844
® CVE-2022-23960
o (CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717

e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
® CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581

e CVE-2022-30293
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https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293

1.33. LOGGING 5.4.8

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

F1ELOGGING DY Y —R/— b

D) Y—2RITIE, RHSA-2022:7435-OpenShift Logging /N 7{BIEY 1) — 2 548 hEFNE T,

1.33.1. NJEIE

2 Lo

1.33.2. CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36518

CVE-2022-1304

CVE-2022-2509

CVE-2022-3515

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-30293

CVE-2022-32149
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https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
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CVE-2022-37434

CVE-2022-40674

CVE-2022-42003

CVE-2022-42004

1.34. LOGGING 5.4.6

2D ) —RITIE. OpenShift Logging /NJHEIE) ') — 2 546 NEFENFET,

1.34.1. N J{EIE

o SEINEHLIAIIE. Fluentd I Kubernetes 75w N7 4 —LAOJ 774 )& O—F—> 3V
L2 E5RBHELAWVGELHY, O XvE—YiHH:IMLARAR>TWE LA, SEHDOE
T, TYTAN) —LDEAREF—LIRETIERENTA—I—EBRET DI EICLYELE
INTUWET, (LOG-2792)

o ZDEHODHIIL, ClusterLogForwarder 1 24 L)Y —ZIT JSON BN ERZEINTWSG
B, BO—NWAF—NR=I3TTEDA VTV IADERINTWE L, SEIDFEHICELY.
FLWA YTy I AERTERLARY E L, (LOG-2823)

o SEDEH DAL, Kibana HRY L)Y —R%EHIBR L 735BE. OpenShift Container Platform

Web OV Y —JLIEBIE =X Kibana~ND ) vV #RRILTWE LA, SEIDOEH T, Kibana 51
ZILYY—2EERTDE, ZOY VI EEIBRINET, (LOG-3054)

1.34.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206

e CVE-2022-32208

CVE-2022-34903

1.35. LOGGING 5.4.5

2D Y —RIZIE, RHSA-2022:6183-OpenShift Logging /N JHEIEY) ) —RX 545 BEENET,

1.35.1. /N JEIE

o SEIDEFLIATIL. Operator I& Pod DWEMRREICH D Z & 2R LABWVWI EANRERT, 77
AY —DHEEEFICY TR —DEMERBEQIRREICAY £ L, SOOEFHICLY. Operator
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https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183

1.35.2.

$51% LOGGING @Y Y —Z / — k
&, BREPICHFLVWPod Z#EFETTELTY—I7 LTHLH LW Pod ILBENEHRITEH I &
T, BEZHERLET, (LOG-2881)
SEOIDOEFHLANE, BEITOI S —REBENEBMNINAZI ENERT, BEIL—FT 4 v IH
ZREIN, LO—RFKHPEELBEICGEGEEINTWELE, SEIOEHICELY. AEIL—FT 4
VORELL Y E L, (LOG-2946)
SEIDEHFLLFIIL, Operator (ZBIBAFTHENLT—IETA VT v 7 ARE JSON HEE=T
JO—RTEF, IZ—DPHRLELTVWE L, SEDOEHHICEY. Operator 1&Z D JSON [HE %
BT OI—RTE34£5CAY E Lk, (LOG-3009)
ZOBEHFOFIC, Elasticsearch 1 YT Y I RATY L —RME, IRILDT 1 =)L KEEES

Y4 TTEELTVWE L, COERILLY, ThoOF7YTL—MEHIN, OJ/aL 2
H—IlE>TEBHREINZEFEINDE I TEELICAY F L, (LOG-2972)

CVE

CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2097

CVE-2022-30631

1.36. LOGGING 5.4.4

Z?DY ) —2RIZIE. RHBA-2022:5907-OpenShift Logging /NJEIEY) ) —2 544 HEFNF T,

1.36.1. /N J{EBIE

SOEOEFHLEIE. 5T Y XFUNDIEN Elasticsearch TELS RERINFEATLZ, &
EDEHICEL Y., Elasticsearch (FIT R TOERMRUTF-8 L VRILZELLERRLET,
(LOG-2794)

SEOBEHFLURNIE. 5T VY XFUADIFED Fluentd TELLKRRINFHATLR, SEOD
BHICL Y, Fluentd IZTRTODEMRUTF-8 VY RILEELLKRRLET, (LOG-2657)

COFEHLUANCIE, AL II—DA N v IH—N—F, REBEICE > TRARINEEER
LTZ7RLRICNRAVRLEDELE L, SEIOEREICLY, FRAATRERA VY—T (4R
THNUIETENTENRA VY RTBEDICERENEEINE T, (LOG-2821)

SEIDEHF LA, cluster-logging Operator (&7 S 249 —IlikBELTY—2 Ly b EERKL
TWE Lk, DU S RY—DEEIE OpenShift Container Platform 411 TEE I/ &N
FEET, OF 7704 xA Y MIKRBLELE, SEOEHFICELY. cluster-logging
Operator BZBICHLTY—I Ly b2 T 52 & TRIBZMAL XY, (LOG-2840)
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https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
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1.36.2.

CVE

CVE-2022-21540
CVE-2022-21541

CVE-2022-34169

1.37. LOGGING 5.4.3

Z?DY ) —RIZIE. RHSA-2022:5556-OpenShift Logging Bug Fix Release 5.4.3 & Fh .,

1.37.1. Elasticsearch Operator D IEH#E 3@ 40

logging

H# 7Y 27 L 543 Tld. Elasticsearch Operator I$IEHER &Y, S%D ) ) — XA THIRI N

52FETY, RedHat lZ, TOMEEICRHLTIRED) ) —RSA4 7H A JILFRIINTBEEYR— %
R L F I, ILEREEBEDIRMIT A, T OHBEIESREIBRINS FETY, Elasticsearch Operator
EHEALTT 74 MOOTRAML—V2BEYT 20 YIS, LokiOperator ZFHTX XY,

1.37.2.

1.37.3.

Bl
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INJTIEIE

CDEHFDEIE, OpenShift AF Y Iy v aR—Rid, PIT4 TRIRTDOY v— KTl
B, TFOTATRTIZARY =2+ —ROEERTLTVWE L, SEIOFEHICLY. Fv
YaAaR—RIZETRTDT I T4 TR+ —RBRRFINEFT, (LOG-2781)

ZDEHIC, elasticsearch-operator WMERAT 254 73 Y —D/NJICIE,. DoS HEDMFE M
AEFnTWwE L, SO00FHICLY. ST —DIOMHEEEZEFR/VWAN—I 3 V(L
BHINE LA, (LOG-2816)

SEIOEHFLENIE. OY % Loki ICEET D &£ D IC Vector X ET 5 & XIT, Loki TTLS 'F
MICHEO>TWDE, HRILRTS—Kh—=9VERELEY., TIHILMNMN—=Y Vv AEFALE
UTEXFHEATLE, SEOEHICLY. Vector T TLS AEMR N—Y v AFERALTOV A

Loki ICERETE B LD ICARY F L7, (LOG-2786

SEIDEFLLFNIC, ElasticSearch Operator I&. oauth-proxy 1 X —J %3&IR$ % & X

IC. ImageStream 71 X% L!) Y — D referencePolicy 7O/NF 4 —%&AB L TWFE LA, &
DEHICTONRT 1 —DEBIND ZEDNRRTHEDRIET Kibana DT 7O IZKELE L
7o SODOEHFHTIL. referencePolicy =R 9 % Z & TREM BRI 1. Operator [ Kibana
HEEBICTOMTESLDICAY FE LA, (LOG-2797)

SEOEHFLRTIL, ClusterLogForwarder 124 L)Y —ZADT 5 — ML—IL T, EHDER%E
HANEZERINTVWERATLE, SO0EHTHRBENMERINE L, (LOG-2640)

ZOEIFORIE. O % Amazon CloudWatch ICEEET B LD ICEBEINLISRY—N, 3B
BINEOV 774V E—BARNL—JICEZAATW LD, BEORBRBEEEIZITRA

H—HDBRREILRY F Lz, SEIOEHICELY. CloudWatch DF + > 7 /8y 2 7 v THE
iKY, BEIMERINE L, (LOG-2768)

CVE

7Yy Y LTCVEZREHRA

e CVE-2020-28915

e CVE-2021-40528


https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556
https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528

F1ELOGGING DY Y —R/— b

o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.38. LOGGING 5.4.2

ZDY ) —RIZIE. RHBA-2022:4874-OpenShift Logging /NJIEIEY) ) —2 542 iEFEhF T,

1.38.1. N JIEBIE

o SMOOEHLIAIX. ZEHDOFERHIC—EMULI AN >LTD, ocedit =FRL/ZIL VY —HZED
REHI’EET L, SEIDERICLY. Operator ICL 2 BHFDAENCEREEERIELE LV T+ —
Ty hgBHOVYIHNEAIN, ocedit #FH L TEBIRETESLDICRY E L,
(LOG-2319)

o SEDMEFHLIANEL., FluentdNodeDown 75— K&, XvtE—Y w292 avVILAVRIVRS
NIV EBENICRBETETEREATLE, SEOEFHTIE. BOWRA VAI VAT T —DIFEIC
AVAI VARV ERBETZELIICTSI—MNL—ILEBIETSZE T, BBEEBRLET,
(LOG-2607)

o SEDEHLIANIEL. “critical’ REDEHDOO T L ANILT, RF¥axXy MIIHR— IR ER

HINTWBILERLT, YR—FINTLWEHATLA, SEAIOEHRICLY RA—BHIEBIEI
N, BHEHINTLWBZOVLNUARIETHR—NINBLIICHRY F L, (LOG-2033)

1.38.2. CVE
251y LTCVE Z&MH
e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788

e CVE-2020-13974
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https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
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CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612
e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157
e CVE-2021-4189
e CVE-2021-4197
e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617

e CVE-2021-41864
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https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864

8B1E LOGGING DY ) —R /— b

e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

e CVE-2022-1271

1.39. LOGGING 5.4.1

2D Y —RITIE, RHSA-2022:2216-OpenShift Logging Bug Fix Release 5.4.1 a2 Fh X7,

1.39.1. N JBIE

o ZOEHODANE, OV T 7ANARNYYIITIRR—F—lF, TV RAR—9—DERTHITIEK
INEOTDHEHRE LD, QT DEMT—IDFRERICRY E L, COEHT
i&. /var/llog/pods % E=49—9 5 & TIDMBEEMRLTVWET, (LOG-2442)

o ZOEHODANE, ALV H¥—IE, OF % fluentd DEmEL ¥ —/N\—|TBE T % & X (ITHWER
EMERICERLELY E LD, JOvoIhTwE Lk, TOYY—XT
i, keepalive_timeout {E%* 30 # (30s) ICEREINTWS S, AL Iy —3EHmE ) 1
L. BEIABERICARLEA yE—VOREEBRFLET. (LOG-2534)

o ZOEHODHIE, OV EHAMBIODTF VI —%EHITZ25—MIz4AVR—FXV bD
IZ—IZ& Y, Kubernetes namespace ZFDO7ADT7 7 ZANFHIRI N, BEEOV &—EB
DAVIZANZVFry—OIDPHRAPBMNALL BRI ENHY F L, TOFEFICELY, 7O
FUO—EEEET IV EAEEAFE DAY —AEL<HHE L. namespace RLTAIADT I &
AZFHFAILFET, (LOG-2448)

o SMODEHDAEIIE. system:serviceaccount:openshift-monitoring:prometheus-k8s #— £
AT ATV MTIL. clusterrole & & U clusterrolebinding & L TV 5 24 — L RILDIFED H
YFE Lz, SEOEHICLY., O—)LEO—IL/NL VT 1~ T %FHD openshift-logging
namespace ICH—ERT7 AT Y MDFIRINE T, (LOG-2437)

o CZDEFDAENL, Linux BEEOV DEFEAENTIE., F—EEORTDIERFICEKEFELTWE L.

COEHFICELY, BETV M) —%ZRBDOF37-DICERRBZFRAT LD ICERAIEREIN
3, (LOG-2321)
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https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
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1.39.2. CVE
fN.32Yvy4- LTCVEZRHA

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
e CVE-2022-21434
o CVE-2022-21443
e CVE-2022-21476
o CVE-2022-21496
e CVE-2022-21698

® CVE-2022-25636

1.40. LOGGING 5.4

UTD7T R4 H1) —i&, Logging5.4 ICfEAT X X7 Logging subsystem for Red Hat OpenShift
Release 5.4

140177 /0Y—7J0LEa—

BF

Vector 77 /OY—7FLE1—#EETY, 77 /0YV—7FL E1—#EElE. RedHat
BROY—EZRLRILTIT) =XV~ (SLA) ORRHATHY ., HENICKELTIZRWT
EDHY FT, RedHat Id, ERBRIETINSEZFHRATIIEEZHELTVEEA,
TO/OY =7 E1—#EEIE. SFOEBEEEVWVERIREL T, AR THEE
DTANETWIA— RNy 2 RFLTWAELLIEEZENELTVWET,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEICRET 23FMIE. 72/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

1.40.2. Vector ICD W T
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https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://access.redhat.com/support/offerings/techpreview/

%1% LOGGING DY Y —R J— |k
Vectorld, OFX VI TV RAFLDRWEDT 74 AL VI —ICRKbB T/ Ay —TLEa—&L
TIREEEIhZ2O073L 949 —T79,
ROBABYR—MINTVET,

e elasticsearch., #ZB Elasticsearch 1 ¥ 24 > X, elasticsearch H A Tlk. TLS A ERE T
xFd,

e kafka, Kafka 7O—Hh—, katka HHlk. X2 ) T4 —TREINTVWAWERFAIETLS
ERasFERATEEY,

e loki, Loki: KEAMICAT—F TV THREDOEWVILFTF Y NOTEEY AT L,

1.40.2.1. Vector DAL

Vector T 7 # )L M TIREMICAR>TWEEA, UTDORFT Y F%FH L T. OpenShift Container
Platform ¥ 5 X4 — T Vector #B®ICL X T,

BE
Vector |, FIPSTWHY SR —%HR—MLTWEHA,

AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y JH T X7 A:54

e FIPS M EM

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

2. logging.openshift.io/preview-vector-collector: enabled 77 / 7—< 3 > % ClusterLogging
ARG LYY —Z (CR)ICEMLET,

3. ClusterLogging 124 L)Y —R (CR)ICAL Y a>v¥%47&LT vector ZEBIML XT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}
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BIER R

® \Vector RK¥Fa XU h

BF

Loki Operator (77 / OY—FLEa1—#EDATY, 77/ 0V —FL Ea1—##E

&, RedHat B@EDHY—EZRLNILT T =AY N (SLA) ORNRATH Y. BEEERICSE
ETRAVWZ EDNHY FY, RedHat ld, EHRERETINOZHAIT DI E2HEL
TWEHA, 77/00—TLEa—#EER SFORAKEEZWERREHLT. F
REFETHEDT AN EITVWI A — RNy JERBLTVWARLRCZIEEZBME LTWE
ER

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICRET 23FMIE. 77/ 0V—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

1.40.3. Loki ICDWT

Loki t&, KEAMICAT—S I THAMOEVWIILFT+Y NOTENS AT LTHY, RE. OF
VY TORFALADOYT R M7 ELTElasticsearch DREE L TIREIhTWE T,

BIERHR
® Loki F¥axrh

1.40.3.1. Lokistack @7 704
OpenShift Container Platform 3> —JL % L T Loki Operator #4 Y A h—JL TE X T,
AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y I H T RF AL:54
OpenShift Container PlatformWeb 3> —JL % {#FH L T Loki Operator &4 ~ X h—JL§ 5 IZ1F:

1. Loki Operatorz4 YA h—JLLE T,

a. OpenShift Container Platform Web 3> Y —)LC. Operators - OperatorHub =7 ') v
LEd,

b. RS/ Operator M) X b H* 5 Loki Operator #:#IR L., Install 22U v I LE T,
c. Installation Mode T. All namespaces on the clusterzZERL 7,

d. Installed Namespace T. openshift-operators-redhat Z&iRL £ 7,
openshift-operators-redhat namespace #1§E€$ 2 EHH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
MY . OpenShift Container Platform X b v 2 EEUEZRITX M) v U %= RFAT 5 HEE
HEDRH B, TNICE>THAEVELDHBEMELHY X,

e. Enable operator recommended cluster monitoring on this namespacez ER L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
INVEBRELET, ¥V T7RAY—FE=4 ") JH openshift-operators-redhat namespace
EPNETEDLIIC. CDATVaVvERRTIIVDEIHYET,
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https://vector.dev/docs/about/what-is-vector/
https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/

8B1E LOGGING DY ) —R /— b

f. Approval Strategy #:#RL 7,

e Automatic X b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I$#T#R/N\—27 3
VO FIFEEEEIC R D & Operator # BEIMICEHR T F 7,

® Manual X b T 7Y —|[CI&. Operator DEHF 2 KR T 5 /O DBEYNRERAIFERZFFD
A—HY—HIBETT,

g Instal 22 1) w7 LET,

h. Loki Operator &1 Y 2 h—J)LINTWB I & %ML £9 ., Operators - Installed
Operators R—J|Z7 7 X LT, "Loki Operator" Z# L £,

i. Status ' Succeeded THZTRTDFOY ¥ MIT LokiOperator i) A hXI N TW3
JEERBLET,

1.40.4. NJBIE

o SEMEFHLFIIE. cluster-logging-operator £, 7 5 A9 —2a—FOO—)LENA VT4
v %EMALT, Prometheus U —ERT7HDIY MDA RNY v V%R L—TF BDDHER
EZREMMLTVWE LA, CThODHERIZ, IV =49 —T 1 R%FEHL T Operator 7
TOA4TRRICEIFERIN, AV RS DS D Operator 57 704 §3IBEICKRE
LTWELE, COFEHTIE, O—ILENAS VT4 VY% namespace AOA—FILT B & TH
BEBELTWET, (LOG-2286)

o ZOEHMODANC, ¥y Y1 R—NOREBEBIET ZHDERICLY. namespace 24D 1)
Y — X IC ownerReferences 7 1 —JL RABAINE L7z, TORR, REYY F&¥v>a
R— RDMEA D namespace ICIERRINFEHATLL, SEIDEFHF TIL. ownerReferences
74—V REHIRYT 2 ERBEI#ER L. 3> Y —ILT OpenShift Logging ¥ v & 2 R— K&fF
ATX3L5ICRYET, (LOG-2163)

o SEMEFHLIAIIE. cluster-logging-operator T4 v > 2 7R— R &, BEED ConfigMap & B
BID ConfigMap AAIEL K kBRI NAAh o 72fcdd, X MYV I I Y 2 R—RADEENT S
O1MINTVWERATLE, COEHTIE, ATV MSRIVIC—ED/NY V2 {E%=EBINT
52 & TRIBNERLEFY, (LOG-2071)

o ZDEHODANL., OpenShift Logging v ¥ 2 R— Kid, BE 24 BEICINEI N DY
TFT—%KRTTBT—TIVIC pod & namespace ZIEL K RRLEFHATLE, SEIDEHT
l&. pod & namespace NMIEEL K RTFIINET, (LOG-2069)

o ZDEHODAIL, ClusterLogForwarder #* Elasticsearch OutputDefault TEREI N TWT,
Elasticsearch B AICHEELF —D A WVWE, ERINLHREICRMADR >IENEEFNTVWE
Lo COEHTIE, FRAINTWE =Ly MEIAENMEEINE T, (LOG-2056)

o ZOEMLANL. BEHLRAKNY v IADSRMNREET, OpenShift Logging ¥ v ¥ 27 R— KIZ
ZEDCPUITZINKRRINTUVWE L, TOEMILY, ELWT—FRA Y MHNEIRI 1,
BEMNMERINE L, (LOG-2026)

o SEIDEHLANL, Fluentd AV T FH—A XA —TIliE, RITBHICARELRELY—Y—ILHEZE
nNTWELAL, COEHICLY., INEDY =DM A= BHIBRINET, (LOG-1927)

o ZOEFHDAEINL, 53U —RTTF7OAINAEALIY—DELBIPZERINSALD, OFX VT
aL 2 4% —I3 FluentdNodeDown 75— hEZERK L TWE L, TOEHFTIE., Prometheus
T772—bMDYaTEHEBET DI ETHEEBALTWVWET, (LOG-1918)

o CDEHDAENL, AVEAR—RV NEOEBED) 77048 ) J7DHII, O7aAL 745 —I3M
BOOJAERELTWE Lz, ThiCLY, aL 99— BEEOOVANIET BEENL
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https://issues.redhat.com/browse/LOG-2286
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1.40.5.

T4—RRNy D I—THEEL, AEV—O0TAvE—VDY A1 XOBENIRE T ZEEEM
PHYET, COFHCTIK, L2494 —0O7%520L 023U oRATEIETHIBEZRBRL
TVWET, (LOG-1774)

COEHOEITIE. PVC HY TICHEET % &, Unable to create PersistentVolumeClaim due
to forbidden: exceeded quota: infra-storage-quota E WD) TS5 —%Z 4L TWE LR, D
BHICEL Y., Elasticsearch IZBEFDOPVC 2F v/ L., BBEEBRALEFT, (LOG-213))

ZDOEFOHEIL, elasticsearch-signing > — 7 L v kA HIBRI 17z & X IC Elasticsearch (%
HERTREICREDIENTEFEAT LR, COFEHICLY., Elasticsearch &, ZD¥—7
Ly RDHIBRI N2, BT TREBICESZ I ENTETET, (LOG-2171)

COEHOFNE, AL II—DAVTF—OJZmAHNENADEEINLLH, ALY —
F—EDOLIA—RNEBESTA VT Yy I RICEELTWE L, TOEHICLY, LIS —
BELWSEREZFEAL TEBZHERTSLDICARY XL, (LOG-2160)

ZDEFH DAL, namespace DY X MDY F—H A TORKHIRICE L7272, namespace
BERHDIFRY—ICLY, Elasticsearch (&) 7V TA MDUEAELELTVWELEZ, TOE
LY, Ny F—IllE namespace ZED ) A MDHDEENZ LD ITAY, BENMERINE
L. (LOG-1899)

ZOEHDFEIL, OpenShift Container Platform Logging ¥ v & 2 7R — R(ZId. Elasticsearch
IKx /= RDHBGEDEBEDED X FEDY v — ROBHIARRINTVWE Lz, OB,
H 7L IC Elasticsearch 7 2 29 —2EKICH T2 EDTH > 72ICEH ST, Elasticsearch Pod
TEITRTDTZA4RY =V v—REHAL, TOEEEHELTVWALDICRELEL
oo TOEHFICELY, v —ROBHNELLEEIND LD ICAY L, (LOG-2156)

ZOBEHFOHIL, ~—2 L v b kibana & kibana-proxy AFFH THIRIN TWB &, BIERS
NFEHFATLE, ZOEHICLY. elasticsearch-operator (£1) YV —XA%#EH L., HIRIhiz
BEIEBEMICBENRLE T, (LOG-2250)

COBEFHODENS, N T 7—F vV IPAX%f/{ESTZE, ALY Fv o I94 N
ARYRNZARNY —LDNA MHIREBATWSEWIEEAERT I2HEENHY E Lz, T
DEHTIE, HTAHANYITOFIRZFAREL T, BEZFRTZIEETEET, (LOG-2379)

SEIOFEHLARIICIE. OpenShift WebConsole ®OF¥ > 72>y —JL1) > U H ClusterLogging
CRTCHIBINTWEHAT LR, COFEHMITLY. CRZEHIRYT 5H. Cluster Logging
Operator 2 7 VA VA M—=ILT 2 &YV IDBIRINZF T, (LOG-2373)

SOOEHLFNZ. AV TF—OIJNRRZEETDHE. TD/NATREINEHEWY ) —XT
., 2oL I Yav ANy EBICEOIRRYE L, ZOEHTIEK. REINOTIC
Be2AN) v I ERBTZTST4 VD, BBERRT ZDICVTNDLD/IIZIDN S DFRH
BRY%EHR—MLZET, (LOG-2462)

CVE

CVE-2022-0759

o BZ-2058404

CVE-2022-21698

o BZ-2045880

141. 0>/ 53.14
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https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880

F1ELOGGING DY Y —R/— b

ZMY ) —2RITIE, OpenShift Logging /NJEIEY 1) —2 5314 EFENF T,

1.41.1. N TIBIE

COBEHFOHIC, log-file-metrics-exporter AV R—3x Y MIL > TERIN/ZOT T 71
YA X7y TE, BIRINZ774ILDTY N —%HIBRLAEN /D, 7744 XE
TOEZAXEY—HIEMLTWELE, SEOEHICLY, O 77414 X<y T, Hl
BRINZT7AILDIY M) —DEFhAa<RYFE L, (LOG-3293)

1.41.2. CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

53


https://access.redhat.com/errata/RHSA-2022:8889
https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
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e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
® CVE-2022-2938
e CVE-2022-3515
® CVE-2022-20368
e (CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
® CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
o (CVE-2022-22844
® CVE-2022-23960
o (CVE-2022-24448

® CVE-2022-25255
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https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
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e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e CVE-2022-28893
e CVE-2022-29581
e CVE-2022-30293
e (CVE-2022-34903
o (CVE-2022-36946
e CVE-2022-37434
e (CVE-2022-39399

e (CVE-2022-42898

1.42. 0% >4 5.3.13

2D Y —RITIE, RHSA-2022:68828-OpenShift Logging /N JBIEY ) —X 5313 AEFNE T,

1.42.1. NJIEIE

2 Lo

1.42.2. CVE

fh.asY) v o LTCVE 2R

e CVE-2020-35525

e (CVE-2020-35527
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https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/errata/RHSA-2022:6882
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
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CVE-2022-0494
e CVE-2022-1353

e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515

e (CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e CVE-2022-23816
e (CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149
e (CVE-2022-37434
e (CVE-2022-39399

o CVE-2022-40674

1.43. LOGGING 5.3.12

ZDYY—2RIZIE. OpenShift Logging /A ZIEEEY ) —2 5312 A& ENET,

1.43.1. /NJ{EIE

2 Lo

1.43.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125

e CVE-2022-21166
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https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166

F1ELOGGING DY Y —R/— b

e CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e (CVE-2022-34903

1.44. OF > 47 5.3.11

ZM') Y —RITIE, OpenShift Logging /NJHEIEY) ) —Z2 53N AEFEFNFET,

1.44.1. /N JHEIE
o SMOIMEFHLIATIZ. Operator (& Pod NWEMIREICHZ I AR LRV EHNRERT, 75
A —DHEEEFICY T RAY —DEMERBERRREICAY £ L, SOIOEFHICLY. Operator

&, BEFHFICHFLWVWPod 2 ERBRTELTY—I LTHSH LV Pod ILBEE; ERHITEZ &
T, BEZHRLET, (LOG-2871)

1.44.2. CVE

e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.45. LOGGING 5.3.10

ZM') Y —RITIE, RHSA-2022:5908-OpenShift Logging /NJIEIEY) ') —R 5310 AEENF T,

1.45.1. N J{BIE

® BZ-2100495

1.45.2. CVE

#5542y LTCVEZEH
e CVE-2021-38561
e CVE-2021-40528

o CVE-2022-1271
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https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
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CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
o CVE-2022-21541
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.46. LOGGING 5.3.9

ZDY ) —2RIZIE. RHBA-2022:5557-OpenShift Logging /NJIEIEY ) —RX 539 AE&Eh X T,

1.46.1. N J{EIE
o SEMEHLFINIC, OF /AL V9 —ITld. ERINTZANI Y IDIRILE LT/IRADE
FNTVWELRE, TONRRIIEEICTEIN, Prometheus —/N—D R hL —I D KIBICE

BXNF Lk, SODFHT. BEZHFRL. APML—VDBEEEZRBSTZOHIC. TRILHHEI
BInFELE, (LOG-2682)

1.46.2. CVE
f.e sy - LTCVEZREHA
e CVE-2020-28915
e CVE-2021-40528
o CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
® CVE-2022-22576
e CVE-2022-25313

e CVE-2022-25314
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https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

1.47. LOGGING 5.3.8

ZMDY ) —RITIE, RHBA-2022:5010-OpenShift Logging /X7 {EIEY) 1) —2 538 AEFhF T,

1.47.1. N TIBIE

(78 Lo )

1.47.2. CVE

#7429y % LTCVEZEH

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764
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https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
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CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322

e CVE-2022-101
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https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011

8B1E LOGGING DY ) —R /— b

I e CVE-2022-1271

1.48. OPENSHIFT LOGGING 5.3.7

2D Y —RITIE. RHSA-2022:2217 OpenShift Logging Bug Fix Release 5.3.7 aFh X7,

1.48.1. /NJ{EIE

o ZOOEFHDAIL, Linux BEEO YV DIFEMITIEF —/EXRTDIEFICEKELTCWE LA, ZDE
FICELY, BETYN) 2RO 2LDICERRRZMBAT LD ICBAHIEEINE T,
(LOG-2322)

o ZDEHUBIIIK, —ZDOT I+ —F—HARBELYALRY Y TTATELEREZLD
ENTEZF L, TOEFICLY., Y1 LRIV TDA—BITEZIVN) —AFXT 260D
V= VABSHOTLI—RIEBMINZE L, (LOG-2334)

o ZODEFHODHAIE. namespace D) XA MHBANY §F—H A XDZAFIPRICE L 72728, namespace
BEHHDIFRY—ICLY, Elasticsearch (&) 7V TA MDUEAELELTVWELZ, TOE
LY, Ny F—ITlE namespace ZED ) A MDHDEENZ LD ITARY, BENMBRINE
L7, (LOG-2450)

o ZMDEFDAIIL., system:serviceaccount:openshift-monitoring:prometheus-k8s |
I&. clusterrole & & U clusterrolebinding & LTV 2 R4 —LNJLDENHY F L, D

BHICL Y. serviceaccount A*O—)L & O—IL/NA > T 4 > 7 %FD openshift-logging
namespace ICHIBRI N F T, (LOG-2481))

1.48.2. CVE

fn8 - ') v - LTCVE = RH

CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154
o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434

e CVE-2022-21443
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https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
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o CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.49. OPENSHIFT LOGGING 5.3.6

Z?DY ) —2RIZIE. RHBA-2022:1377 OpenShift Logging Bug Fix Release 5.3.6 A& EXh X7,

1.49.1. N JIBIE

o ZOEHODHEIE, F—R L THBMEELEERL. BEFD Operator NNRE T, Operator (7 v 7
JL—RERETTEEHATLE, SOOFEHICLY. COFBHEHEICL>TT7 Yy FIL—FK
DRTHVHITFOND I &F A< Y F Lk, (LOG-2126)

o ZDERODHIE., AL IVI—DFv 214 MIRRDPREITINLARY NZBATWBIFEIC
ZEEEEMTHIENARET L, TOEERICLY, PTYTRAMNI—LDRF2AYNDT R
NARIHEST, V= R4 VOHIREFE L CHBELFRTEET, (LOG-2380)

1.50. OPENSHIFT LOGGING 5.3.5

ZDY ) —RITIE. RHSA-2022:0721 OpenShift Logging Bug Fix Release 5.3.5 A& En £ 7,

1.50.1. /N J{BIE

o ZDEHFHDAIIL, OpenShift Container Platform H* %5 OpenShift Logging % HIf& L 72354,
Web OV —JLIEB| Z#E X Logging R—IADY VI ERRLTWE L, TOEHTIE,
OpenShift Logging ZBIRRF/IE T VA VA M—=ILTBEZD) VI HBIRINEF T, (LOG-
2182)

1.50.2. CVE
fNn.osYvy4- LTCVEZREHA

e CVE-2020-28491

e CVE-2021-3521

e CVE-2021-3872

e CVE-2021-3984

e CVE-2021-4019

e CVE-2021-4122

e CVE-2021-4192

e CVE-2021-4193
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https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193

F1ELOGGING DY Y —R/— b

I e CVE-2022-0552

1.51. OPENSHIFT LOGGING 5.3.4

2D Y —RIZIE. RHBA-2022:0411 OpenShift Logging Bug Fix Release 5.3.4 NaFh X7,

1.51.1. N JEIE
o ZOEHLAIIL. cluster-logging-operator T¥' v > 2 R— KA SUEEDREY Y T B
DEREX Y THELL BRI hAN>/2ked, A MYV I YY1 R—RKRANOEENELETS
AMINTVWERATLE, COEHTIE, 7TV MINIVIC—BEDNY Y 2{EZEBMNT
TEICEY,. AV IEBELET, (LOG-2066)

o ZDEHODAEIE., FIPS ZE%MIC L TEH L7/, Elasticsearch Pod # ) TETEFHATL
feco TODBEFICELY, Elasticsearch Pod IFIEEICHEEIL £F, (LOG-1974)

o ZDEIFDAITIE, PVC K'Y TICHFEET %35 A. Unable to create PersistentVolumeClaim due

to forbidden: exceeded quota: infra-storage-quota. EWD I Z—Z4K L TWE L, TDE
#iTk Y. elasticsearch [EBEFEDPVC #F v o L, BEEBRLE T, (LOG-2127)

1.51.2. CVE
fn10o oY v LTCVE ZEH
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
o CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193
e CVE-2022-0185
o CVE-2022-21248
o CVE-2022-21277
o CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291
e CVE-2022-21293

o CVE-2022-21294
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https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
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e CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360
e CVE-2022-21365

e CVE-2022-21366

1.52. OPENSHIFT LOGGING 5.3.3

2D Y —RITIE. RHSA-2022:0227 OpenShift Logging D/NJEIE) ) —X 533 EFhET,

1.52.1. N J{EIE
o SEMEFHLIFIIE. cluster-logging Operator T¥' v ¥ 2 R— K& SUEEDRE~Y Y & BH
DREX Y THELLEBERINGL 22D, XMNYYIF Y 1aR—RADEBEIFEFLETS
O1MINTVWERATLE, COEHTIE, Yy aR—RKRO—EBEONY > aEEFTTITY
RSANIICEMTRZET, AV Y I EBELTVWES, (LOG-2066)
o SEDEHMICLY. logdj DKEREFZRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
7z (LOG-2102)

1.52.2. CVE

oYy LTCVE %2 EH
e CVE-2021-27292
o BZ-1940613
e CVE-2021-44832

o BZ-2035951

1.53. OPENSHIFT LOGGING 5.3.2

D) Y—2RITIE, RHSA-2022:0044 OpenShift Logging D/NJEIEY) 1) —X 532 AEFENET,

1.53.1. /N JEIE

o SEMEFHLIAINIL, Elasticsearch T TS —HARETAIRY ML—49—5007%EEL
TWE L, SEOEHFTIE, BRI —%2BRIZEIICT—IETIHIEREINTVE
T, 72 L. ZOHER, LFIDA VT v I ANERRETKibana ATEEFLIXTIS—HIEET S
AREMED H Y £9, kubernetes.event.metadata.resourceVersion 7 1 —JL KA RE T, BiF
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https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
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DA VTY I ALEIBRELIIBSA VT YIAINDZETCIS—HIRELET, TDT71—ILK
M Kibana TEAINTVWAWEEIX, T5—XyvtE—VAEBETEET, WA VT YIR%E
HIRR S 2RBRY V—D2HBZHBEIF. TOR)—ICLY, BRBICHWNA VT v 7 XD EIR
INTIS—AvE—VEEFELELEY, ThUNDEHEEIE. FETI VT I REBEKRLT
IZ—XAvtE—Y%EFELELET, (LOG-2087)

o SEMEFHLIFIIZ. OpenShift Logging Dashboard (&, #@% 24 BEREICHERS L PUINEI N AD
VT —DLEAERTT BT —TIVIC, BiE>7 Pod D namespace R AL TWE L, &
BIDEFICL Y. OpenShift Logging Dashboard ICIE L LY Pod @ namespace ARRI N ZF
9, (LOG-2051)

o ZODOEHDHEITIE. ClusterLogForwarder 1 X8 LYY —RX (CRY MV RYVAD
outputDefaults.elasticsearch.structuredTypeKey IC#EiE b F —H > LIHE. CRIZHED
=YLy beTT7ANMNOATRANT EDBEICERAINET 74 MDY= Ly MIE
FMZTVWE LA, SEOEHTIE. EEINALEAD—V Ly RPELLFERAINET,
(LOG-2046)

1.53.2. CVE

#1229y 45 LTCVE %2R
e CVE-2020-36327

o BZ-1958999
e CVE-2021-45105

o BZ-2034067
e CVE-2021-3712
e CVE-2021-20321

e CVE-2021-42574

1.54. OPENSHIFT LOGGING 5.3.1

2D Y —RITIE, RHSA-2021:5129 OpenShift Logging D/NJEIE) 1) — X 531 AEFEFNhZET,

1.54.1. XN JEILE

o SOMOBEHLUAINE. Fluentd AV FFH—A A—=JIIE, EITRICREREILY—Y—IHEFE
NTWE Lk, SADEHICLY. INS5DY =DM A—IUDLHEIBRINET, (LOG-1998)

o SEOEHLUANL BHRA NI Y IADSEINRERRERT, Oy aR—RIZEDCPU TS
IRRTIINTVWE L, SEOEHICLY., OF Iy aR—RKICCPUITSTHIELKL
RAINZET, (LOG-1925)

o SEMEHLIAIIE. Elasticsearch Prometheus T9 R/R—4 —F 5451 &, Elasticsearch
J—RDONRIT7A—TVRAICEELAS5Z250AMNDIIT) —A2FALTA VT YIALRILD

AXMNYw %N AILLTWELE, COEHT. NI74+—Y R %ZEAEIES, EIX b
DY IT)—HREINTVWET, (LOG-1897)

1.54.2. CVE
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https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
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#1342 v - LTCVE Z&EH
e CVE-2021-21409

o BZ-1944888

e CVE-2021-37136

o BZ-2004133

e CVE-2021-37137

o BZ-2004135

o CVE-2021-44228

o BZ-2030932
e (CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370

e CVE-2020-35521
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https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085
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https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html

OpenShift Container Platform 410 O¥ > &

e CVE-2021-36086

e CVE-2021-36087

e CVE-2021-42574

e CVE-2021-43267

e CVE-2021-43527

e CVE-2021-45046

1.55. OPENSHIFT LOGGING 5.3.0

2D Y —RITIE, RHSA-2021:4627 OpenShift Logging /X JHEIE!) ') —RX 530 EaFhET,

1.55.1. FTH%RE & & U LR BE

1.55.2.

1.55.3.
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COBEHICLY, OTGEEDEREA T a VvHEERINE Lk, HAE, SASL, 1—H—%/
NZT—R, LI TLSTRETESLDIIARY X LK,

INTIEIE
SEIOEHLARIE, syslog 7O NN AEFRALTOT ZEE LZBEIC. WE—/N\Yy 221 TI

VA= RINLEF—CEORTEDYTIMELT2XFEEHTY T2 #NICEZIHBAF L
SEDOEHTIE, BEMEEI N, BWARISON ELTATAYyE—IDELLDY 7ILES
nEF, (LOG-1494)

SEIOEFHLIFNE, BEITOIZ—RENBWQRIFEIC, E LV Cloudwatch 2 k) — AIZER
EINDBESI, FTUS—avOINELSREINTOERATLE, (LOG-1939)

SEOEHLURNE. 7704 IN/AAL VS —DHFINLEI )Y —ATEEINLLD, 7
Z— b fluentnodedown MEKRINTWEH L7, (LOG-1918)

SEIOBEHLUANL, 12810 Y ) —RRETHRELLY Ly aVydARAT, LY —k
Ty RO VRENIINY D7 —ENfc Xy tE—TU% 75y a L TAL Y9 —Pod DT ER
BEIZELETWE Lz, SEIOEHRT, fluentd i v v NI VBICNY I 7—B TS5y
valfak iy, BENMERLFLE, (LOG-1735)

SEOEHRLURITIE, 1D2RIDON ) —ZATHRELLZYITLy>a VD REAT, JSON Xy tE—Y
DEMHDPERHBICENIIR>TWE L, SEIOFEFHICELY. JSONEBFHIBEEWICKY F
Lize Tz, BITINIZISON Ay E—UDlevel 74 —IL RELE &S, FALIIERKRIRAEE
FALTAYE—Y 74— )LD L—RZ2HETSHIET, OV M) —level ZFREL T,
(LOG-1199)

SEIOEFHLAITIE. Cluster Logging 1A% L)Y —X (CR) I&. HER/NY T 7—AR—
AMERATERWEAETH, total Limit Size 7 1 —JL KD{E% Fluentdtotal_limit_size 7 1 —
IWRICEALTWE L, SEOEFHICE Y. CRIFE 2 DD total Limit Size & 7= (3 'default'{B
D/NX W% Fluentdtotal_limit_size 7 1 —JU NITER L. BEI R INFE LA, (LOG-
1776)

BERI DB RE
0 7 %% &8 Elasticsearch H—/NN—(CEREL TH D, A—HF—ZENRRAT—RKRED/IA TS5 4


https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
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Y=Ly NTEREINLEEZZET BHEIC. Fluentd 747 —4— @A —I L v b
ERAATICE DD ST, LIAIDEZ A L THEB Elasticsearch H—/N— (R LET, I
DEREIE. IRTE Red Hat OpenShift Logging Operator AV TV Y DERICDWTY—J L v
FNEEERLAWEOHICRELE T, (LOG-1652)

EEEE LT, =Ly hEEBLEBEIK. LTZAAL T Fluentd Pod Z3&HIFICE T
o4 TEEY,

I $ oc delete pod -| component=collector

1.55.4. JEHERE B L OHIBR I N 7= #aE
LBEIDY 1) — A CRIETRETH o - —ERDOMAENIEHRIC A Z . HIRINE Lz,

FEHESR DMEBE LRI & L T OpenShift Container Logging ICEF N TH Y., BIEHmIYR—bIhFT
B ZOHRBOSEDY ) —ZATHBRIND D, FiIRT 7O XY FTOEARKEREIhEIHA,

1.55.4.1. %KD Fluentd B L UKD syslog A Vv REFA L OV DEEEFHIBRINE LE
OpenShift Logging 5.3 Tl&. A% % Syslog & & U Fluentd ICERIET 2R D AENHIBRINTLE
¥, NTBIEEHR— M, OpenShift Logging52 54 7494 7LD TETREINE T, ZDE
&, F YR RE IR T E A
RKHYIZ, RICV)—RIXINBLAY—BDADAY Y REFRLTLLEIWL,

o Fluentd&E 7O MJJLAEMEALAO Y DERE

® syslog 7O NI AFEAL O Y DERE

1.55.4.2. (R DEEHEDHREA W=ZXLBHIBRIhF LE
OpenShift Logging 5.3 Tld, AJEEDL HY —REX A=ZXLDBIRINF L7z, L H¥— Fluentd

XYy RELAIY—Syslog AV Yy RafERALTAOJZEETEEFA. KDYIC, REOOTERES
FEFERALTCEI W,

1.55.5. CVE

HNn14 oYy LTCVEZER

e CVE-2018-20673

CVE-2018-25009
e CVE-2018-25010
e (CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750

e CVE-2019-13751
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https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
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CVE-2019-14615
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-0427
e CVE-2020-10001
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
e CVE-2020-14155
® CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-24502
e CVE-2020-24503
e CVE-2020-24504
® CVE-2020-24586
e CVE-2020-24587
e (CVE-2020-24588
e CVE-2020-26139
e CVE-2020-26140
e CVE-2020-26141
e CVE-2020-26143
e CVE-2020-26144
e CVE-2020-26145
e CVE-2020-26146

e CVE-2020-26147
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https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html

CVE-2020-27777

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3487

CVE-2021-3489

CVE-2021-3564

CVE-2021-3572

CVE-2021-3573

CVE-2021-3580

CVE-2021-3600

CVE-2021-3635

CVE-2021-3659
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https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
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CVE-2021-3679
e CVE-2021-3732
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20194
e CVE-2021-20197
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20239
e CVE-2021-20266
e CVE-2021-20284
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23133
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-28950
e CVE-2021-28971
e CVE-2021-29155
e |CVE-2021-29646
e CVE-2021-29650
e CVE-2021-31440
e CVE-2021-31535
e CVE-2021-31829

e CVE-2021-31916
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https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html

1.56. LOGGING 5.2.13

CVE-2021-33033

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574
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ZMY 1) —2RITIE. RHSA-2022:5909-OpenShift Logging /N7{BIEY) Y —Z 5213 BEFhF T,

1.56.1. /N T 1E

® BZ-2100495

1.56.2. CVE

HNnis521Y) v LTCVE Z&H

CVE-2021-38561

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774
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https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
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CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

CVE-2022-34169

1.57. LOGGING 5.2.12

ZD') Y —RITIE, RHBA-2022:5558-OpenShift Logging /NJEIE) ) —R 5212 AEFNZE T,

1.57.1. N IBIE

2 Lo

1.57.2. CVE
e sy o LTCVE 2 ER

e CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® (CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
® CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782

e C(CVE-2022-29824

1.58. LOGGING 5.2.1

D) Y—2RITIE, RHBA-2022:5012-OpenShift Logging /A J1BIEY ) — 2 5211 BAEFENE T,
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https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012

1.58.1. NTHBIE

F1ELOGGING DY Y —R/— b

o ZODEHDAEIL, CloudWatchmEAERITITBLIICKREINSZISRY—N, EEIN O
TI774INE—BFERANL—JICEZAATW LD, BEOZBAEEEHICT SRY —DARERE
ICRY F L, SEDEHFICELY. CloudWatch DF v > 2 /8Ny J 7w THEMICARY ., BE

PRI N E L, (LOG-2635)

1.58.2. CVE

#1742 "Y v - LTCVE % &H

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189
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https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
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CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.59. OPENSHIFT LOGGING 5.2.10

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) 1) —2 5210 AEFEFNTWVWET

1.59.1. N JB1E
o ZNEHDEITIX, —ZDOATI7+7—9—HARBELYALRY Y TTATELEREZLD

ENTEZF L, TOEFICLY., Y41 LRIV TDA—HITBZIVN) —%5FXT 260D
= VRBSHIOTLI-RIEBMINZE Lk, (LOG-2335)
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https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335

8B1E LOGGING DY ) —R /— b

o ZDEFHODHAIE. namespace D) XA MHANY F—H A4 XDHJAFIPRICE L 72728, namespace

NE#HBUS5RY—ITLY, Elasticsearch (&) VT A MDUBAFIELTWE LA, TOE
LY, Ny F—IiTlE namespace ZED ) A MDHDEENZ LD ITAY, BENMBRINE
L. (LOG-2475)

ZDEFH DAL, system:serviceaccount:openshift-monitoring:prometheus-k8s I

I&. clusterrole & & U clusterrolebinding & LTV 224 —LNJLDENHY F L, D
BT L Y. serviceaccount i*O—)L & O—JL/NA V5 1 >~ %FD openshift-logging
namespace ICHIRINF T, (LOG-2480)

ZDEH DAL, cluster-logging-operator (£, 7 S XAY—20—70O—I)LENS VT4V
J%FMAL T, Prometheus Y —ERT7HI Y MDA RN Y V%RV L —TFBDDHER%
XL TWE L, ChOoDERIE, AV —Ib1 V¥ —T x4 A%FHL T Operator 57 7
O §2BICAFERIN, OV RSA4UDS TD Operator 57 704 T 35EICREL
TWE Lk, ThiIZLY, 20O—=ILENS YT 4% namespace DAI—THHREI N,
BEMEEINZE T, (LOG-1972)

1.59.2. CVE

#Nni8 Y v - LTCVE 2RH

e CVE-2018-25032

e (CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778

e CVE-2022-154

o CVE-2022-1271

o CVE-2022-21426

o CVE-2022-21434

e CVE-2022-21443

o CVE-2022-21476

e CVE-2022-21496

e CVE-2022-21698

e CVE-2022-25636

1.60. OPENSHIFT LOGGING 5.2.9

2D Y —RIZIE. RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 A&FhFE 7,
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https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
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1.60.1. /N J{EIE
o ZDEHODANE., F—RLTHAEMEEEEL. BIFE®D Operator HAIRE T, Operator (&7 v 7
JL—RERTTEEHATLE, SOOFEHFICLY. COFBHEHEICL>TT7 Yy FIL—FK
DETMIHTFOND I &IFRARY F L, (LOG-2304)
1.61. OPENSHIFT LOGGING 5.2.8

ZD') Y —RITIE, RHSA-2022:0728 OpenShift Logging Bug Fix Release 5.2.8 A& ENF T,

1.611. N JIEIE
o ZDEHFDAIIL, OpenShift Container Platform H* 5 OpenShift Logging % HIF& L 72354,
Web OV Y —JLIFBI E#EE Logging R—IADY VI ARRLTWE L, TOEHTIL,
OpenShift Logging ZBIRRF/IE T VA VA M—=ILTBEZD) VI HBIRINEF T, (LOG-
2180)

1.61.2. CVE

19 s Y v - LTCVE Z&H
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.62. OPENSHIFT LOGGING 5.2.7

2D Y —RIZIE. RHBA-2022:0478 OpenShift Logging Bug Fix Release 5.2.7 A& ENF T,

1.62.1. X JEIE

o SEIOFEFHLANCIE, FIPS ZHRIC L TEH L /1. Elasticsearch Pod Z B TE FHAT
L7co ZODEFHICLY, Elasticsearch Pod IFIEEICHEEEIL £9, (LOG-2000)

o ZOEHFDEITIE, KIFEARY 2 —ALY L—L4L (PVC) NN TILEFEET 554, Elasticsearch I
Unable to create PersistentVolumeClaim due to forbidden: exceeded quota: infra-storage-

quota. EWDI I Z—Z4MLE L, TOEHICLY, Elasticsearch (FBFFED PVC ZF T v
7L, BEZRRLET, (LOG-2118)

1.62.2. CVE

.20 Y v - LT CVE Z&H
e CVE-2021-3521
e CVE-2021-3872

e CVE-2021-3984
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https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984

8B1E LOGGING DY ) —R /— b

e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185

1.63. OPENSHIFT LOGGING 5.2.6

2D ) —RITIE. RHSA-2022:0230 OpenShift Logging D/NJEIE!) ) —X 526 BEaFhFT,

1.63.1. N JELE
o SEOEHUMMDY J—RITE T ALY —OEENEFNTEST, Fluentd 895 v a3

#3RERAEAR>TWVWE L, SEDOEHRT. RELTWETAILIY—DNMEBEINhF LK,
(LOG-2104)

o SEDEHICLY. logdj DKEREFZRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
f=o (LOG-2101)

1.63.2. CVE

#2129 v %5 LTCVE %2R
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.64. OPENSHIFT LOGGING 5.2.5

2D Y —RIZIE, RHSA-2022:0043 OpenShift Logging /X JHEIE!) V) —R 525 AEFNFET,

1.64.1. N J{EIE

o SEIDEFHLAFIIE. Elasticsearch XTI S —HRETAIRY ML= —H5DO7%EEL
TWE L7, SEOEHTIE. BTIS—42BRIDLIIICT—HIETIVHIEEINTULE
T, L. TOER., UEIOA VT v I ANRET Kibana ATELEFLIXIS—HRET S
AREMEAH Y £ 9, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADNEIRELIEIBSA VY TYIRAINZETCIS—HIRELEST, D71 —ILK
M Kibana TEEAINTVWAWGEIZ, T5—XAvE—VsBETEET, WA VYT Y IR %E
HIRR S 2R —D2HBZHBAIF. TOR)—ICLY, BERBICHWNA VT v 7 XD EIR
INTIT—AvE—Y%ELELEFT, ThUADBEIE. FETTI VY Ty I REBERKRLT
Io—XAvtE—Y%ELELEFT, LOG-2087)
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https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
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1.64.2. CVE

HNn224"v - LTCVEZER

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

e CVE-2021-45105

1.65. OPENSHIFT LOGGING 5.2.4

2D Y —RIZIE, RHSA-2021:5127 OpenShift Logging D/NJEIEY) ') —X 524 BAEFNFE T,

1.65.1. /N JHELE

o SEIDEHLANL, syslogBHBETEEINALLI—RIFE, E—NYZa2TYA—FT4VJTD

F—EEDORTEZD)TIMELTXFEED, 9 T2 #NICBEIMATVWELEL, SO00FEH
Tl Xy E—IUDETRISON ELTELLS ) PIEINhE T, (LOG-1775)

SEIOEHLATIX. Elasticsearch Prometheus T RAIR—4 — TS5 4 4 Vi, Elasticsearch
J—RDONRT+—IVRAHEEAEZ25AZAMNDIIT) —%2FHALTAVYTYIZALRILD
ANV oEAVNRAILTVWE L, COEHT, NT74—IVR%ZAEIES, KB
DY) —HPREINTWET, (LOG-1970)

SEOEHFLANE, OVERENEBRDHEATEREINTWSIFAEIC, Elasticsearch B X v 2 —
VEEBTEIENHYE L, ThiE, HOD1DEERETEE. XvE—VDODHBEN1DD
AvE—VICEBINLEOICEELZ L, SOAOEH T, OJEEIFHATEICA Yy 2—
VEBRETELSIRY, HABREOUEAMMEOENDICHELESEZZ I EEHY FHA,
(LOG-1824)

1.65.2. CVE
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#2341 v 4 LTCVE %R

e (CVE-2018-25009

e CVE-2018-25010

e (CVE-2018-25012

e CVE-2018-25013

e CVE-2018-25014

e CVE-2019-5827

e CVE-2019-13750

e CVE-2019-13751

e CVE-2019-17594


https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105
https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266
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https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
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CVE-2021-20317
e CVE-2021-21409
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527
o CVE-2021-44228

e CVE-2021-45046

1.66. OPENSHIFT LOGGING 5.2.3

2D Y —2RITIE, RHSA-2021:4032 OpenShift Logging D/NXJIEIEEY ) —2 523 AEFNET,

1.66.1. N J{EIE

o SEIMEHLANL. —EBDT 5 — M namespace FRIUDNEFNTVWEHATLE, TDELD
ISRV EBR I N TWS &, OpenShift Container Platform T©T7 5 — ML—IL&{EX T 7=
& D OpenShift Monitoring Team DA A R4 VICER L F A, SEIOEFHRTIE.
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https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4032

F1ELOGGING DY Y —R/— b

Elasticsearch Operator @9 RT®D 7 5 — b IZ namespace ZRILHAEE N, OpenShift
Container Platform T7 2 — MNIL—IVEERT 272D DE2HA R4 VIZERLF T, (LOG-
1857)

o SOOEFHLATIE. 1DRIOY Y —RATHRELLYITLy Y aVvARET, JSON Xy t—2

DFEFTHAEHBICEDICR>TWE LE, SEIOEHICELY. JSON EFHIBEEMICAY X
Lize Tz, BTSN ISON X v E—UDlevel 714 —ILREE &S, FAIFERKRIEAE
FALTAYE—Y 74— LR S—BEaHHTEZIET,. OV M) —level Z5%EL F
¥+, (LOG-1759)

1.66.2. CVE

#h24 Y v LTCVE Z&H
e CVE-2021-23369

o BZ-1948761

e CVE-2021-23383

o BZ-1956688
e CVE-2018-20673
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-24370
e CVE-2021-3200
e CVE-2021-3426
e CVE-2021-3445

e CVE-2021-3572
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https://issues.redhat.com/browse/LOG-1857
https://issues.redhat.com/browse/LOG-1759
https://access.redhat.com/security/cve/CVE-2021-23369
https://bugzilla.redhat.com/show_bug.cgi?id=1948761
https://access.redhat.com/security/cve/CVE-2021-23383
https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827
https://access.redhat.com/security/cve/CVE-2019-13750
https://access.redhat.com/security/cve/CVE-2019-13751
https://access.redhat.com/security/cve/CVE-2019-17594
https://access.redhat.com/security/cve/CVE-2019-17595
https://access.redhat.com/security/cve/CVE-2019-18218
https://access.redhat.com/security/cve/CVE-2019-19603
https://access.redhat.com/security/cve/CVE-2019-20838
https://access.redhat.com/security/cve/CVE-2020-12762
https://access.redhat.com/security/cve/CVE-2020-13435
https://access.redhat.com/security/cve/CVE-2020-14155
https://access.redhat.com/security/cve/CVE-2020-16135
https://access.redhat.com/security/cve/CVE-2020-24370
https://access.redhat.com/security/cve/CVE-2021-3200
https://access.redhat.com/security/cve/CVE-2021-3426
https://access.redhat.com/security/cve/CVE-2021-3445
https://access.redhat.com/security/cve/CVE-2021-3572

OpenShift Container Platform 410 O¥ > &

CVE-2021-3580
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e (CVE-2021-36086

e CVE-2021-36087

1.67. OPENSHIFT LOGGING 5.2.2

D) Y—2RITIE, RHBA-2021:3747 OpenShift Logging /N JEIEY) 1) —R 522 hEFNET,

1.67.1. NJEIE

o SEIOFEFHLLAITIE., Cluster Logging 1A% LYY —Z (CR) I&. HER/NY T 7—AR—
ANMERATERWSEETH, total Limit Size 7 1 —JL KD{E% Fluentdtotal_limit_size 7 1 —
IWRICERALTWE Lz, SEIOEHICL Y. CRIE 2 DD totalLimitSize % 7= (3 'default'{ED
/NI WA % total_limit_size 7 4 —JU NIZERBA L. BENMERINZE L (LOG-1738),

o SEIDEHLFNL, 121DV ) —RBETRELLY Ly avdREAT, ALI9—i&
vy MO VEICNY 727 —3INcAvE—T% 75922 L TILIF9—Pod DT EH
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https://access.redhat.com/security/cve/CVE-2021-3580
https://access.redhat.com/security/cve/CVE-2021-3778
https://access.redhat.com/security/cve/CVE-2021-3796
https://access.redhat.com/security/cve/CVE-2021-3800
https://access.redhat.com/security/cve/CVE-2021-20231
https://access.redhat.com/security/cve/CVE-2021-20232
https://access.redhat.com/security/cve/CVE-2021-20266
https://access.redhat.com/security/cve/CVE-2021-22876
https://access.redhat.com/security/cve/CVE-2021-22898
https://access.redhat.com/security/cve/CVE-2021-22925
https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841
https://access.redhat.com/security/cve/CVE-2021-27645
https://access.redhat.com/security/cve/CVE-2021-28153
https://access.redhat.com/security/cve/CVE-2021-33560
https://access.redhat.com/security/cve/CVE-2021-33574
https://access.redhat.com/security/cve/CVE-2021-35942
https://access.redhat.com/security/cve/CVE-2021-36084
https://access.redhat.com/security/cve/CVE-2021-36085
https://access.redhat.com/security/cve/CVE-2021-36086
https://access.redhat.com/security/cve/CVE-2021-36087
https://access.redhat.com/errata/RHBA-2021:3747
https://issues.redhat.com/browse/LOG-1738

8B1E LOGGING DY ) —R /— b

BEZESETCWE LA, SOOEHFT. fluentd &V vy RIIVBIINY 77 =575y
va iy, BENMERLE LA, (LOG-1739)

SOOEHLFNZ. NV FILYZ=ZT7 2 X ~OBENREE T, OpenShift Container Platform 4.9
® OLM % {3 L T Elasticsearch Operator #4 Y X2 h—ILTEXEHATLL, SOOEFHFT
E. NYRLVIZTZRAMMBEI N, 49 TAI VRN =LV ET Y T L — ROBERREICK

YF L, (LOG-1780)

1.67.2. CVE
fNn.254-Y v - LTCVEZEMRA
e (CVE-2020-25648
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
® CVE-2021-36222
e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201

1.68. OPENSHIFT LOGGING 5.2.1

Z?DY ) —RITIE. RHBA-2021:3550 OpenShift Logging /N JHEEY ) —R 521 hEFNFT,

1.68.1. /N {EIE

o SEOEHUME. U U—RIAFS54 V25 Y FFOREARET. olm.skip Range

74— RDEDN, RED)) —RABESEZRMTZDTIEAL, 520DFFEEINTVIX

HATLE, SEIOE#H Deha, ) —RBEEOEERICCO 714 —ILROEEZEHFITDLIIC

NRATSAVRY ) TAPMEEINTEY, (LOG-1743)

1.68.2. CVE
(& L)

1.69. OPENSHIFT LOGGING 5.2.0

ZDY ) —RITIE. RHBA-2021:3393 OpenShift Logging D/XJIEIEY J—RX 520 AEFENF T,

1.69.1. FTHRE B & VLR RE

o SEDEHTIE, 7T VIr—avbsLPA Y ISRAMNSVFv—52EHT % Amazon
CloudWatch ICAY T —49 %#EETEX DL HICRY £ L, FMIE. 07D Amazon
CloudWatch ~D#5E 2SR L T LI L, (LOG-173)
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https://issues.redhat.com/browse/LOG-1739
https://issues.redhat.com/browse/LOG-1780
https://www.redhat.com/security/data/cve/CVE-2020-25648.html
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37576.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
https://www.redhat.com/security/data/cve/CVE-2021-38201.html
https://access.redhat.com/errata/RHBA-2021:3550
https://issues.redhat.com/browse/LOG-1743
https://access.redhat.com/errata/RHBA-2021:3393
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-cloudwatch_cluster-logging-external
https://issues.redhat.com/browse/LOG-1173
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1.69.2.

86

SEOFEHTIE,. Loki(AYVTF—F 2 KEARAICAT—S T THRAEOEWVWIILFFTF > O
TEHO AT L) ICERETEE T, F#llld. 07D Loki ~DERE #BB LTIV, (LOG-
684)

SEIDOEFH TIE, Fluentd X 7O M IV AFEAL TTLS THESEIhEERTO/T—4%%
BELEBEIC. NAT— RTHRSEINMER 7MIVEFERALT. V529—07 7%
T—H—BECTRRATL—XE/ETEDLDICRY F L, FMIE. FluentddmX 700 k3
WAL DinE 28R L T REIW, (LOG-1525)

SEIDIRMEEEICE Y., I —H—FE /R 7 — K&FEH L THEB Elasticsearch 1 Y 28 ¥ AN
DOVEEFEREZRILETEDLDICAY F Lk, &z, — K/X—F 1« —H Elasticsearch
A VRV A%EBRIET D72, HHE TLS (MTLS) #FERATETRWGEIC. HTTP F7/<IX HTTPS
EFEALTAI—HY—RENRRAT—REELY—IL Yy MERETEET, ML HE8
Elasticsearch 41 Y 24 Y 2D O 7 DEniE Z5W L T LI W, (LOG-1022)

SEIOEHFTIE, OVN Ry hD—2IR)O—BEFEOVAIREL, OF VI —N—|lEETE
2£DICRYFLE, (LOG-1526)

77 # )L N T. OpenShift Container Platform 45 TEAIh/TF—4¥ EFILIE. BHEOERS
namespace NSNDOJ % 1 DOHBDA Ty IV RIEYET, SODERICLY, OT%5K
£ % < EM L7 namespace ZHERT DI ENH LK RY XD,

A1) ) — & namespace X k') v U % OpenShift Container Platform 3~ Y —JL M Logging
FyoaR—RIZBMLET, IhoDXA M)V REFRTZE. OTEERT S
namespace, BLUPIBEDHY A1 LAY Y T TH namespace WERT 2O VAR TE £

ER

INLDXA M) v Y AERKRERT BITIE. OpenShift Container Platform Web 3>V —JL T
Administrator /X—2 RV 7 1 7%FE. Observe —» Dashboards - Logging/Elasticsearch
ICRBEILE 9, (LOG-1680)

WEDY 1) —2Z, OpenShift Logging52 &2 DDHFMA MY VR EBMICLE T, IBEDY A
LR Y TEIFBBICDOWTIE, B0 YT F—CEREAROSICEBHEINESEtOY)
E. ALV —TIREINZEEFAOTERTITEET, INHD XA MY v 7IT1E namespace.
Pod. 8L UAVTFHF—RBTINIMMTIFONB7=8. & namespace B & U Pod BMNES &
CEMRINZ2O7DHEHEBTETET, (LOG-1213)

INTIEIE

SEIDEHFLLFTIE. OpenShift Elasticsearch Operator B4 5 v 2 REH cron ¥ 3 7 DYERK
B/, POLICY_MAPPING BISZ# % 2 BB L 72 2 & AEE T apiserver N EHARE LT
WE L7k, SEDEHTIE. BEIMEEI N, POLICY_MAPPING IRIEZ A cronjob T &I 1
B2 FREI N, apiserver TEEMREI N AY F Lk, (LOG-130)

SEOEHLFIIE, Elasticsearch 7 S A9 —%—BEIELT/—RKOf@EICLTE, 1 VT vy
AEB cron Va3 JIE—BELEINAN 2D, cron PV a TONRNy I A THREKRICARYFEL
7o X 5(C Elasticsearch 7 5 A9 —D—BHSIL AR L7 BIC. Ny I F IDRKRIEL L
CEDNBRRET, InbDcronY 3 JI3fFIELAEFET LA, SEOEFHF SO S LlL. cron
VIaTEVSRY—%—HEILT R TREEFERLET, (LOG-1268)

SEIDEHFLLFIIE, OpenShift Container Platform YV —ILoAFXF Y I 4 v > 27 R— KT,
L1000 7ERI Y TFH—D ') R NI chart namespace DI RILHRL, BRoTeA N v D
% fluentd_input_status_total_bytes_logged M2t I N TWE Lz, SEIDEHF TIE,

F v — MIZIE namespace INILEIEL WX MY v U4 log_logged_bytes_total N"RRI N &
9. (LOG-1271)

SEDBEFLUFNE. 1Ty I RBEEB cronjob "I —TRT LAEFZEIL, T7—KTa—FK


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-loki_cluster-logging-external
https://issues.redhat.com/browse/LOG-684
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://issues.redhat.com/browse/LOG-1525
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-collector-log-forward-es_cluster-logging-external
https://issues.redhat.com/browse/LOG-1022
https://issues.redhat.com/browse/LOG-1526
https://issues.redhat.com/browse/LOG-1680
https://issues.redhat.com/browse/LOG-1213
https://issues.redhat.com/browse/LOG-1130
https://issues.redhat.com/browse/LOG-1268
https://issues.redhat.com/browse/LOG-1271
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PHREINT, TDY I TDRT—4 A complete EHREINTWE L, SEDEHT
X, T5—TCRTITD2AVTYIREBcaon VI 7DIZ—RTI—RNERET & THE
R LET, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io (& 1.22 THIR I 1.
priorityclasses.vi.scheduling.k8s.io ICE X# 2 5N F L7 (vibetal (Z v1 ICEX#A SN
F LK), SEIOFHFHLUFNL, vibetal NELEEL TWc/s, priorityclasses IR L T
APIRemoved In Next Release InUse 7 5 — h AR I N TWE L7z, SEIDEF TIL,
vibetal Z V1 [CEZI A D ETREZBRL., 75— MERINGALC QY T L, (LOG-
1385)

L R, OpenShift Elasticsearch Operator & Red Hat OpenShift Logging Operator (Z1&, 7
7 54 VIRIETREITTE % Operator M OpenShift Container PlatformWeb 2> Y —JLY X b
ANDRRNICHEBRT /) T—2avhHYFEFHEATLE, SEOEFHTIE.,
operators.openshift.io/Infrastructure-features: '['Disconnected"]'7 / 7—> 3 VA L& 2
DD Operator IEMIN, #7754 VIRIRTEITINDS Operator ) A MIKRRZ"INDLDIC
Y £, (LOG-1420)

SEIDEHFLLFIIE. Red Hat OpenShift Logging Operator Pod &, /87 # —< ¥ A h &b &
NIV —RIOSAY—TEEOD7—70—RKREIFICFHIN/EZCPUIT T, Y
Jai—)IIhTWELE, SEOEHTIE. 77 RY—OF 2T Operator Pod I&, 1EL W
CPUOTPTREY1—ILEhEd, (LOG-1440)

SEOEHLUFIE. —POOTITY MY —TEFBINLWUTF-8 /31 MHAEFhTWEELD,
Elasticsearch iZ X v E—Y %R L. Ny 77 ) v ixnfzRq4O—RKeEkx70v 2L TV
FlLk, SADOEHTIE., EEINLRIO— P ENROTI Y M) —%HIBRL T, BYD
IVM)—ZBEELTHREZMARLE T, (LOG-1499)

SO OFEHLATICIE. kibana-proxy Pod #° CrashLoopBackoff JREEIC7A Y. Invalid
configuration: cookie_secret must be 16, 24, or 32 bytes to create an AES cipher when
pass_access_token == true or cookie_refresh != 0, butis 29 bytes. WS X v +—2 %070
ICEEER T 22 & HY F L, ERERERDONA MU ERDZBEVHYET, SEDOEHT
&, Kibanatvy>avy—JLy MAELLERINZLDICAY, ZOIZ—AREAT
kibana 7 0%~ — Pod #' CrashLoopBackoff REEIC/R 574 < Y F L7z, (LOG-1446)

SEOEHLFIIE, AWS Cloud Watch Fluentd 7S5 74 Vi3 RTOA Y L RJLT AWS API
MO L % Fluentd A ZIC5E8% L. OpenShift Container Platform / — K1) Y — X % BN TH
BELTWZE L, SO0EHTIX. AWS Cloud Watch Fluentd 7S5 74 Y IidT Ny I LT N
L—2O07LARIVEFTTAWSAPIEUHE LEZOSICEELET, DL, TIA4ILMDE
HEOTLANITE, Fluentd RO/ — RV —REHELZH A, (LOG-1071)

SEIDEHF LA, Elasticsearch OpenDistro ¥ a ) 714 —7 S 74 Y HARRTCI—H—1 >~
TYIADBTICKBLTWE Lz, SEOEHTIE. FILLWAA=23 DTS04 VU aiRE
L TEBERLTWET, INT, A VTYIRDBITREIZ—RLTETLET, (LOG-
1276)

SEIDEHFLLFIIE. OpenShift Container Platform ¥V —ILoAF Y I 4 v 2 27 R— KT,
ER0EOOVERIAVYTTF—D)RAMIT—IRA YV IDBHYFEFHATLE, SEDOEHT
i, BENERAIN, Fv P aR—RIZITRTOT—Y RSV MDRRINZET, (LOG-1353)

SEIOEFHLATIL. chunkLimitSize & totalLimitSize D{E% A L T Fluentd OJ 7 #+ 7 —
HF—DINT +—<T v A%FAEL TWIFEIT. Setting queued_chunks_limit_size for each
bufferto DX v E—JIlHB L DI, EMETELIEMREINE T, SODOEHTIEID
BEMEEIN, COXYE—IDELWMEZRET DL DICA>TUVET, (LOG-1411)
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OO BEFFLARIIE. Kibana OpenDistro ¥ a2 )74 =72 74 VHARATCI—HF—A 2Ty
J2ADBTICKBLTWE L, SEOEHFHTIE, FILWA—23 VDTS5 74 v ERBELT
BEEZFERLTVWET, INT, 1 VTYIRADOBITIEIS—RLTETLET, (LOG-1558)

SEIOEHLLRIE. namespace AN T 4 ILY—%FHT D E. €D namespace DA T DD
ANICKRINEZEATLE, SEOEHTIE. O ZZFTANDZIENTESZITRTOAN
IKEFEINE T, (LOG-1570)

SEIDEFLFNE, viag/logerr IREFEZD S A 2V R T7 74 LBV EARRRET, 1Y
ZDRAF v F—DHHETICHETLTWE Lz, SEIOEFHTIL, viaq/logerr KFRE % IE
Apache20 TSA YV ANRHEIN, SAEVRAF+F—EEBICETINE T, (LOG-
1590)

SEIDEHF LA, elasticsearch-operator-bundle EJL K/X4 7S 41 ~IZ#H % curator5 @
BRofbrew ¥ YD REEAT, ¥ I—DSHATIICBEEI A A—IDTILIhTWELE, $0
DEHTIL, EIL K/X1 TS5 4 ~iE curator5 D logging-curator5-rhel8 SR AFH L. 1~
T ZAEE cron ¥ a3 7 registry.redhatio " SIEELWA X = A FILTEBZELDIICLE
T, (LOG-1624)

SEIDEFHLLFIIE,. Service Account #ERDEREIC L Y. no permissions for
[indices:admin/aliases/get] R ED TS —HMFEL TWE L7z, SEIDEFH TIE, HERIMEIE
INTHEEIRINTVWET, (LOG-1657)

SEIDEHFLLFIIE. Red Hat OpenShift Logging Operator DA X% A1) Y —ZAEZ (CRD) I
Loki HA% 4 THaWwrke, 7 KIv3>rar kO—>—7" ClusterLogForwarder 1 2 4
LYY —=2RFTIx) hEEBLTWELL, SEOEHTIE, CRDICHAIHY 1 F& LT Lok
NEENDH, BEEFIE. OV % Loki —/N\—IT#(ET % & S IC ClusterLogForwarder %
BRETEET, (LOG-1683)

SEIDEHFLLFTIE, OpenShift Elasticsearch Operator T serviceaccounts i :AE X, o —
IJLy NEEOY—RRA—FT 4 —PRETZ 714 —ILRPEEEIhTVWE L, ZORED
BET., =27 Ly MSEBICBERING 2D, XE)—& CPUDFEAKRINABLE L,
SCIOEFTHBENFERINE L, IREDY ) —XTIE. OpenShift Elasticsearch Operator
& Y= KR —F 4 —PFAETZ 71— ILRELEEZLEEA, (LOG-1714)

SEIDEFLLFNICIL,. Cluster Logging H 24 L1) Y —X (CR) €& T. flush_interval {& % 15
EL7ICHEHS T, flush_mode % interval IZEXTE L 2D > 7235 E 1. Red Hat OpenShift
Logging Operator & Fluentd B8 EZ %M L &F L7z, 7272 L. Fluentd AL 74 —I3EITHFICT
Z—ZEMLE L, SEIOEFHFTIE. Red Hat OpenShift Logging Operator (&
ClusterLoggingCR E&E%REEL T. MAD 7 41 —IL RBIBEINTWBIFEIZDH Fluentd
BREZEKRLFT., (LOG-1723)

BERI D RE
0 4 %% &8 Elasticsearch H—/NN—(CEREL TH D, A—HF—LENRRAT—RKRED/IA TS5 4

vI—=U Ly NTREINILEEZERT DHAIC. Fluentd 72 7—49—R@#FHBE—IL v K
HHmARALICE DD ST, LIRTOE% A L THEB Elasticsearch —/N—ICERL ET, &
DEREIE. IRTE Red Hat OpenShift Logging Operator XAV TV Y DEERICDWTY—J L v
PEEBERLAWZDICRELFY, (LOG-1652)

EEEE LT, =20y hEEBRLEBEIK. LTZAAL T Fluentd Pod Z3&HIFICE T
TO4TEEY,

I $ oc delete pod -| component=collector

FEHLE S L VHIFR S 7o ikae


https://issues.redhat.com/browse/LOG-1558
https://issues.redhat.com/browse/LOG-1570
https://issues.redhat.com/browse/LOG-1590
https://issues.redhat.com/browse/LOG-1624
https://issues.redhat.com/browse/LOG-1657
https://issues.redhat.com/browse/LOG-1683
https://issues.redhat.com/browse/LOG-1714
https://issues.redhat.com/browse/LOG-1723
https://issues.redhat.com/browse/LOG-1652
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LAEIDY) ) —ZATHARRETH 2 7= —ERDOMEENIEHRICA DD, HIFRIhF L1,

FEHESR DMEBE LRI & L T OpenShift Container Logging ICEF N TH Y., BIEHmIYR—bIhFT
. COEBDESHED) ) —ATHIRINZ O, FRTTO4 A N TOFERIFHEINEHA,

1.69.5. ’EE D Fluentd 8 L UREKD syslog XV v R&EFEHALOJ DEREHI FEHELE(IC

OpenShift Container Platform 4.6 BN SIRN—U 3V F T, UWTFOLAY—X Yy REFHRALZOJT D
X IEHEICAY, SERD) ) —XATHIRINEFETY,

o LAHY—Fluentd XV v R&EFEALLOY DERE
o LAY —syslog XAV vy R&EMERLALOTDERE
KHYIZ, RICV)—=ZRAINBLAY—BUADAY Y REFRALTLEIWY,

® Fluentdfohttps://www.redhat.com/security/data/cve/CVE-2021-22922.htmlrward 7’0 k 3 )L
AL 70 Y DERiE

e syslog 7O NIV AEFEA LD Y DERxE

1.69.6. CVE

.26 21 v - LT CVE %2 EH

CVE-2021-22922

CVE-2021-22923

e CVE-2021-22924

e CVE-2021-32740

e CVE-2021-36222

e CVE-2021-37750
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5528 YR — b
CORFAAYNTCHBEINTWERREA T avyDH»:PATH TV RATFATHR—MINRTVWET,

tRDEREL T a ViFHR— b I TOWARVWED, FALBRVWTCEIV, BRED/ISH A LD
OpenShift Container Platform U I) =X TEEINZAEMELHY. DL I RBRERIE, BREDTAN
TOAREMEIFIEINTWBIFEDHBELICT R TE Y, Operator (FHEERZAEET 5 L D ICEKE
INTWBED, TORFIAYMNTHIAINTWELUADEREAFHRATZE, THIFLEESINZE

ER
pa
OpenShift Container Platform RF¥F a1 XY N TEEAINTWARWEREEZRITT 2MELDH
3155613, Red Hat OpenShift Logging Operator % Unmanaged ICERET 2 HEHLH Y
' F9, YR—Y R D OpenShift OF >V JIRIEIFHR— NI TH 59, OpenShift O
¥ 7% Managed ICRT X TEHMEZITRY A,
Pz
: Red Hat OpenShift DAF Y JH TV A F ALld, A VA M—=)LAERIVE—F Y ME
L TR# I, 07 D OpenShift Container Platform & (FE%42 ) ) —ZAH 4 V)L % &
AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR > — (&) Y —
- ADE#MEEBHRL TVET,

Red Hat OpenShift DAFX Y IV H TV AT LlE, 7V 5—>3a v, AVISAMNSIFv—, 8LV
BEEOJOMEDIAL I —BLV/ IS4 —TF, Inid, YR—PFINhTVWBRIFTIFATR
TAICOV%EET2OICFERATEIEEZEMELTVET,
Red Hat OpenShift DAOFX >V JH T AT LAIRD EBY TEHY FH A,

o XHELROVINEY AT A

o ¥xal)F1—BRELVA RV MNEESR (SIEM) ICHEHL

o BEFLEIRBOOVOREEZLIIRE

o RIIXIN/IOTIVY

o REQAKMNL—Y-BEEOTIETI74IMNTCREEINELEA

90


https://access.redhat.com/support/policy/updates/openshift#logging
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3.1.LOGGING56 ) !)—X/— |

ADE#MZERHR L TWET,
p= -

stable 7 v+ ®JLI&. Logging DEHY ) —R=WRETIEHFOAEREL T, LUaT
D)) —RDEFEBISHMEZET I, TRV ) TV 3 vFvR)L% stable-X (X
A VA= LEQTDN=Ua V) ILEETE2HENHY ET,

, pa 23]
Red Hat OpenShift DAF Y JH TV AT ALld, A VA M—=)LAERIVE—F Y ME
. L TRHEI . 37D OpenShift Container Platform & Id&274 2 Y ) =441 V)L %
AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR > — (&) Y —
3.1.1. Logging 5.6.11

ZM') Y —RITIE, OpenShift Logging /NJEIE) ) —2 5611 AEFNTVWET,

311 NTEE
o SEDEHMNITHObNBHEIIE, LokiStack “'— M A IEEBEINALY VTR MNEIERICLERHE
IKFvvyoalTVWE Lk, TORER, BorkRAERIARELET LA, SEAOFFICLY.
LokiStack ¥ — M I = A [EEMICEF v v 15T LD ICRY, COREIERINE LT,
(LOG-4435)
3.1.1.2. CVE
e (CVE-2023-3899
e CVE-2023-32360

® CVE-2023-34969

3.1.2. Logging 5.6.8

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —2 568 AEFNTVWET,

3.1.21. NTEIE

o ZOEHMNTOLNBHEIE AN—BFRILED ClusterLogForwarder RIC /| XENSEN 25
Bld, vector ALV Y —HAFHETRTLTVWE L, SEDEHTIEZ. —HSRILEBI B
THA, AL29—POJ42RRBLPINETESLDICTEIETHEIMEBRINE L,
(LOG-4091)

o ZOEFHMNTHbNBHEIIK OpenShift Container PlatformWeb IV Y —JILRATOJ 2K R$ %
BIC more dataavailabled 7> a v &0 Yy o2&, FIEVZ Y Y VBEICDOH, LYUEZLD
ATV M) —pAO—RINhF Lk, SEAOEHFTIE. 7Yy I T&ICILICELDIV
) —hZmAHAENDLDICRY F L, (OU-187)

o ZOEFHMNTHbNBHEIIK OpenShift Container PlatformWeb IV Y —JILRATOJ 2K $ %

o1


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
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BRIC streaming A > a v &7 ) v 035, EEOOJIERTIINT., streaminglogs X v
T—YDHHPERRINE L, SEDEHICLY, XvtE—2&OJRMN)—LOEAHIEL
(RRINB LI ICRY F LA, (OU-189)

COEFIITHNZEIIE. REOBENIRFE LI WHIET Loki Operator N TS5 —% Y &z v
PLTWE L, SEOEHICLY, BELT—DPERINZEITIS—DRFHT DL DICHKR
Yz L7, (LOG-4158)

ZOEHFHMNTHONBHIE. 8,000 % A % namespace 2DV 7 A Y —DIFE. namespace
D) R KA http.max_header_size 5¥E L W H K E < A 3728 Elasticsearch B’V TV — %35
LTWE L, SEOFEHFTIE. AvF—H1XDFT 7 4L MENBIZ LIFSh, RBEIER
XnFE L7, (LOG-4278)

3.1.2.2.CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

3.1.3. Logging 5.6.7

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.7 & FhTWE T,

3.1.3.1. XTI
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ZOBEFNMTONBAENE. LokiStack ¥ — kI 24 Z21—H—DT7 I L RAEZBERETIC
namespace DI NJUEZR L TWE L, SEIDOEFHICEL Y. LokiStack #— kD x A (F/8—
SYYaVESNLEOY VTR MERTE LS ICAY, FEIRBRLE Lk, (LOG-3728)

COEFHELYANE, AvE—JIYM LRIV THEEIFNTWSIHE, Fluentd TIXOT Xy
—IDtime 7 1 —J)L RHDT 7 #JL b T structured.time & L THEITINEFHATLE, TOD
BIHFICL Y, HALETHR—-—MINTWBRFEAIK, BSh/cos/Ayte—TIC
structured.time 7 1 —JL RAEFEFN B LD ICRY FT, (LOG-4090)

CDEH & YATIE, LokiStack b— FREMNRET, 7T —DETEEN 0MWEZBAIZES
ALTIMDRELTWE L, SEDOEH T, LokiStack global $ & U per-tenant
queryTimeout DFEEICLYIL— YA LT 7 NDOERENFEEZIF. BEIIFBRLE L,
(LOG-4130)

COFEHFLYRNE, FO—NULERTIEAS T Y MIRICH L TENERZRINTWS
LokiStack CRIC& Y, LokiOperator 7 w2 a L TWE L7, SEIOEHICLY.
Operator &7+ MHIRDHHEFZFE I N7z LokiStack CR ZLIBTEX 2 LD ICAY ., BEHNME
RINF L7, (LOG-4199)

CDEHFHIYRINE, Web 70 H—ICRFINTVBLEION—YavyDFvyadIhic
7 74 IWHEET, OpenShift Container PlatformWeb 3> Y —JLIET7 v 74 L — REICT


https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3493
https://issues.redhat.com/browse/LOG-3728
https://issues.redhat.com/browse/LOG-4090
https://issues.redhat.com/browse/LOG-4130
https://issues.redhat.com/browse/LOG-4199
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S—%H4EMLELL, SODEHICLY., ThEDT77MIIEF vy oaIhalay, BE
RSN E Lz, (LOG-4099)

o ZDEHMNMTONDEIE. Vector T 7 #IL MDD Loki 4 VRV RICERIET % & XICAERET
S—HERLTWELLE, COEHFICELY. Vector 2FALTAOY AT S —7% L T Loki IC#ri%E
TEZLIICAY F LT, (LOG-4184)

o ZOEHMNITHLN DAL, tls.insecureSkipVerify & 7> 3 U h true ICEREI N TWBIHE
IC. Cluster Logging Operator API ICI&>— 2 Ly ML WIREINZAPEEIVET L, 5

BIDEHFHICLY. TD LD AIHFETH Cluster Logging Operator APl IZ¥— 2 L v NZEERRZE
DR ZERDELLAY F L, RDEEND Operator D CRIZEMINF L7,

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-4146)

3.1.3.2.CVE

o CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
e C(CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e (CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
® CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625

e CVE-2022-3627
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https://issues.redhat.com/browse/LOG-4099
https://issues.redhat.com/browse/LOG-4184
https://issues.redhat.com/browse/LOG-4146
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
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https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
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https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
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e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594
o CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
e CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e CVE-2023-22490
o C(CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652

e (CVE-2023-25815
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https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
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e (CVE-2023-27535

e CVE-2023-29007

3.1.4. Logging 5.6.6

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.6 A2 EFNTWE T,

3.1.4.1. NTEE

o ZOEHMTOLNBZETIE, RA1O—RADF—IZ—HT % Katka HAO PEY JICEZAD &L
9 IC ClusterLogForwarder h 29 L)Y —RA%&BRET D E, T7—ICLYUAvE—YDR
Oy IHARELTVWE L, SEOEHTIE. Fluentd DNy 7 7 —ZORICT VH—R2A7
A2 & CRIBEAMR L & L, (LOG-3458)

o ZOEHFMNTHbNBZETIE, inode ’BFAIN, L inode #FODEHDOIT Y N —HEFE
I BIGEIC. Fluentd T4 v FORERTARELTCWE L, TOEHICELY., Fluentd i
BE774IVHROY v FHRIAICKRT T 5B@ENMERLF L, (LOG-3629)

o ZDEHMNTHNDETIE, Fluentd IC & B JavaScript 7 54 7~ M DEEITHIH DB IZ5K
ML, HRELTHADPERITE L THAIRTVWE L, SEIOEHICLY. HIAN11TT
HAIND LD ICAY, BEMERINE L, (LOG-3761)

o ZDEHNMNTHN B ZETIE RedHat Openshift Logging Operator /X— 3> 4.6 i 5/8—
VIaVE6ADEET Y TUL—ROFATINTW o), #MELORBEIRELTVEL
Teo COEIHICLY, PYTITL—RIE2D2DNR—Y a3V HURTHIUENHY., BBEHIER
Xhz L, (LOG-3837)

o ZDEHMNMTHbNBETIE Splunk £7I& Google Logging HAD X MY v V7 IERRINFEH
ATL, COEHTIE, HTTPIV RRA Y RDXA N v I EREET D & TRBELFRS
nE L. (LOG-3932)

o ZOEFHMNITHN S FETIL ClusterLogForwarder H1 24 L)Y —ZAHHIRINTH, IL Y
#—Pod IREFTINAEFETLE, COFEFHICLY., OVGEIEMICAR > TULWAWES, O
L& 4 —Pod 3EFINAAY ET, (LOG-4030)

o ZDEHMNTHNDE TIE, OpenShift Container Platform Web 3>V —)LTOJDER M
SLEVYy I LTRSSy I L TCHEEGEHAZRIRTEEHATLE, SEDEHICLY., 7
Vw0 ERSy VAERL CREEREEEEIOGBIRTESLDICAY FE Lk, (LOG-4101)

o ZDEHMNMTOLNBETIE, BRI 7AILD Fluentd /Ny ¥ afBIEOT 7 71 IAD/IRR%(E
ALTERINTWARLD, OJO0—FT—>a VEIL—ETRAVWNY Y asERINEL
Teo SEIDEHICELY ., BER T 7AILD/NY 2 2{ED inode BEETHERIND LD ICRY.,
BHIFRINZE L7, (LOG-3633)

o ZOEFHMTHNBHEIIK OpenShift Container Platform Web 3> Y —JL T Show Resources
oo )y 7 LTEHEMAOMBREHYFHATLRZ, TOEFHFTIX, ATV M) =TI
VY —ZADKRREVNYEZZ VY —RADERR ) V) DHEEAEBETZ I & T, ZOBBEIER
INFE Lk, (LOG-4118)

3.1.4.2. CVE

e CVE-2023-21930

e CVE-2023-21937
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https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3194
https://issues.redhat.com/browse/LOG-3458
https://issues.redhat.com/browse/LOG-3629
https://issues.redhat.com/browse/LOG-3761
https://issues.redhat.com/browse/LOG-3837
https://issues.redhat.com/browse/LOG-3932
https://issues.redhat.com/browse/LOG-4030
https://issues.redhat.com/browse/LOG-4101
https://issues.redhat.com/browse/LOG-3633
https://issues.redhat.com/browse/LOG-4118
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
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CVE-2023-21938
CVE-2023-21939
CVE-2023-21954
CVE-2023-21967
CVE-2023-21968

CVE-2023-28617

3.1.5. Logging 5.6.5

ZDY ) —RITIE. OpenShift Logging Bug Fix Release 5.6.5 E&FhTWE T,

3.1.5.1. NTEIFE

3.15.2.

96

ZOEHEIE. TV T L— MNERITEY Elasticsearch BA—EBD Z X)L & namespace_label DA
VTV REERTET, T—YDORYAATEEIFEELTWE L, TOEHRTIE, X
IWADKY NSy VadMBEICLYBIH]Z o, BUYAIRYIAAIMRIEI N, BEHL D
RHICERINE T, (LOG-3419)

ZDEH L YEIL. OpenShift Web I Y —ILDA T R—I B LokiStack ~DIFEMEICKBL /=
BaE., —BHERIS—AvE—IYHhRRIN, BMOAVTFRANCINS TV a—FTa VY
DIRFIIRHINFHATLE, TOEHICLY, TS5—AvE—IUhebIN, LYEFH
BEME NS TN a—FT14 VTOMREBEENEEFNZ LD IRY F L, (LOG-3750)
COEHRLYEIZ, BESEERIAIMRIEIhTWAr>/z/zdHd, RV LBNMEEEZREIRT S
EIS—NMEELTWELE, COEHICLY., BEAFASRIEINZ LD ICARY, 1—H—
NEMREHEZRBIRTEDLDICARY FE LAL, BYARKEERAEIANNBRINZGESIE. 21—
P—ICIZ— Ay E—INKRRIINET, (LOG-3583)

CDEHAEINL, Loki TAVEMET S &, ADRIDNESNROXFEBATWARLTE, LD
BEYVIT)—IFRBLTWE L, TOEHICLY., 7T —EKBSRNILY Y Fv—h&Elk
I, BENIERINZE LA, (LOG-3480)

ZDEH M THNBHE0E. Loki Operator l&, T7ZAR—KNIPDAYN—) XA N2ERAT 25
BlIZ. TRTOAVR—FX YV NERDIFDDICHDBRAVYN— A NBEEEERTIFEEAT
Lize SEIOEHICLY., ERINLERBEICT RNV AL XX NicR— MPHERICEEZFNE LD
ICRY, IRTOAVR—FRV MEEBICRRETESLDILRY F L, (LOG-4008)

CVE

CVE-2022-4269

CVE-2022-4378

CVE-2023-0266

CVE-2023-0361

CVE-2023-0386

CVE-2023-27539


https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
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o (CVE-2023-28120

3.1.6. Logging 5.6.4

2D ) —RITIE, OpenShift Logging Bug Fix Release 5.6.4 & TWX T,

3.1.6.1. XTEIE

o ZDEHDAENE., LokiStack ’OF R M7 ELTTITOA4INAEZIT, LokiPod ICL>THE
REINO7DIREI N, LokiStack ICEEFEINTWE Lz, SEIDEFHICEY., Lokillko
TERINOTIFNEISBRAIh, FREINRCRY FT, (LOG-3280)

o ZODEHFHDAIIE, OpenShift Web AV Y —I)LOAJTR—I DY) =TT 445 —HINEDHE
&, ROy PO A Za—|CEDPAANINFEATLE, SEDEFHICLY., BDOI T —
HERITLELEDIETDE, IS AvE—IHRRIN, ROV FII A Za—DEFESLY
ICADINDB LD ICARY F Lz, (LOG-3454)

o ZDEHDHIL, tls.insecureSkipVerify = 7> 3 V¥ true ICEREINTWBIHEIE. Cluster
Logging Operator B'82 o 7258 B A EMK L TWE L7z, TDHER. Operator |LEERAE DIREE %
2FxyTLEDETBE, T—4 % Elasticsearch ITEETETEFHATLAL, SEDEHICE
Y. tls.insecureSkipVerify H* HIC7% > TW3IHFAETH. Cluster Logging Operator I&1E L
WTLSEREZEKRLE T, TORBR, APZTOMIMEERAF Yy TLLO>ELTHE, T—9%
Elasticsearch ICIEE ICEETE X, (LOG-3475)

o ZDEHODHIE., BWEINIBTNEMICR>TWVWT, Xy E—IYNERDELICEEIN
BEIL. ThLEET4—7TaE—ShFHATLE, ThIZLY, BEEINEAyE—Y
ZEO—HOZEOIP’ERINILEDS,. 20O TIEERINFIEATLE, SO0OFE
Tk Y., JSONBFDFICA Y =% T4 —TIAE—F LD ICEREERDPEREINE L
oo TORER., EBDOBEICEEINIIGETE, IRTOREA Y E—VICEELLA Yy E—
IREENBELDICAY F L, (LOG-3640)

o ZODEHODAIL, collection 7 1 =)L KIC {} BNEFNTWB &, Operator 87 5w a9 50
ML DY F Lz, SEIDEFHICLY. Operator T DEEFEBTDLDICRY, AL —%
EHMT S ERKRL—XICEITLIITZD I ENATEIXY, (LOG-3733)

o ZDEHDAEIIL, LokiStack DF—ho T4 IV KR—X > kD nodeSelector Bl ITNRLH Y
FEHEATLR, SEOEFHICEY. nodeSelector BHENHIFE S Y ICHEET 2L D ICARY FL
fco (LOG-3783)

o ZDEHDAIE, FHIZ LokiStack X Y /IN—Y X NDEE. TFZAR—=MNIPRXYFNT—ID
IHIEEFELTWE Lz, ZDFER. OpenShift Container Platform 7 5 X4 — Pod &v b7 —
IHNRT) v U IPEHETHREINTWSHEAE, LokiStackPod BV S v > a)—TFLET, 5
EOEFHICL Y., LokiStack BEEEZIX. X V/IN—) XA MNDEREICPod Ry NT—0%FHT 3
FFavEMATESZLIICAYE LA, ZNICLY., BEHIERIN., OpenShift
Container Platform 7 5 24 —Pod *v N7 =087 ) v 7 IPEETEREINTWVWRIHFE
IC. LokiStackPod 7 5w ¥ 2 )l—TREICARZDEBS I ENTEE T, (LOG-3814)

o ZDEHFDAEIE. tls.insecureSkipVerify 7 1+ —JL KA true ICERE I N TWLWBIHE. Cluster
Logging Operator IdBE >R EEER L TWE L, TORR, SIAZORIEERFv 7L
&5 &9 % &, Operator & Elasticsearch ICT—49 X fETEEFHAT L, SEDOEHICEL
Y. tls.insecureSkipVerify AEMICA > TWBIFE TH,. Operator IE1E LWL TLS & E % 4K
LEYT, TORR. SIAZEOMRIEAZRFY TLELDELTH. T—4 % Elasticsearch ICIEEFIC
EETEET, (LOG-3838)

o ZDEIDHIIC, Elasticsearch Operator % fff# 9°IC Cluster Logging Operator (CLO) A% 4
YA M=LENTIBE. CLO Pod If Elasticsearch DHIFRICEEET 2 T35 — X v 27— 2 & kiR
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https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
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3.16.2.

BICRRILTWE LA, SEOFEHICLY. CLOEIZT—AvtE—YARRT DREIEIND
Frv I EEFTTDEIICRYZF L, TDFHER. Elasticsearch Operator B FE L R WEE
l&. Elasticsearch DHIFRICEAET 2T — X v E—IYDBRRIINARCRY LA, (LOG-
3763)

CVE

CVE-2022-4304
CVE-2022-4450
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916

3.1.7.Logging 5.6.3

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.6.3 A& FNTWET,

3.1.7.1L. /8 JELE

SEIDEFHOHEIE, Operator 7 — DT AT F 2 DY —7 L v MEER%Z configmap ICR
FLTWE LR, SEIOFEHICEY, Operator lFZDFHRE>—I Ly MIRELET,
(LOG-3717)

SEIOEFHFOHEIE, Fluentd 3L 7 4 —I /var/log/auth-server/audit.log ICRIFI N TW3S
OAuthOJA VARV M aFx v TFv+—LEFFATLRL, SEDOEHICELY., Fluentd i&, Z
NSO OAUthOTA VAR NaF+ TFv—L, BEEMBRLE L, (LOG-3729)

3.1.7.2.CVE

CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-40897

CVE-2022-41222

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303

3.1.8. Logging 5.6.2

ZM') Y —2RITIE, OpenShift Logging /NJIEIEY) ) —2 562 AEFEFNFET,
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https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
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3.1.8.1. NTEIE

3.1.8.2.

COEFOFENE, AL VY —IEsystemd O DEBEEICE D W Tlevel 74 —JLREIEL <5
ELEFHATLE, SEIOEFHICELY., level 74 —ILRAELLKEREINDLDICARYEL
fzo (LOG-3429)

SEIOEFHLLFTIL. Operator I& OpenShift Container Platform 4.12 A& CIERBRMDELE
BRoTERLTWE L, SEOEHICLY. Operator D OpenShift Container Platform Dix
AN—=T 3 VENMEEI N, BENIRERINE L, (LOG-3584)

SEOEHLARIE, default D F1{ET ClusterLogForwarder 1 2% L)) Y — X (CR) ZERK
L. I5—ZE&MLEEATLEL, SODOEHICELY. ZOEIETICERINDEWVWD T
T—DEENRRINDLDIIRY E L, (LOG-3437)

ZDEF DA, ClusterLogForwarder 124 L) Y —2Z (CR) IC1 DD HAA default & L
TREINERONA T4 0D HZHE. AL I Y —Pod idBEBLTWE L, SED
BH T, EAREOOT Y I HMEESIh, BEIMERINE L, (LOG-3559)

COEFORIE, TL YUY — Pod RIEBEICBREBIINATWE L, SEDEHICLY,. 77
O4 XhalL o9 —rEBNICERE LA AY E Lk, (LOG-3608)

SEIOEFHLFNE, Ry F )Y =AM H45OTH5LURID/N— 3 7D Operator ZHlIFR L TL
Flr, ThICEY, WA=V a Ve VYA M= TEEFHATLEL, SEDOEHICLY,
NV RIERENEEIN, ALIAFT—"=23VOLUaio) ) —ZAA4O7ICBE3ED
iKY % L7, (LOG-3635)

CVE

CVE-2022-23521
CVE-2022-40303
CVE-2022-40304
CVE-2022-41903
CVE-2022-47629
CVE-2023-21835

CVE-2023-21843

3.1.9. Logging 5.6.1

ZM) Y —2RITIE, OpenShift Logging /NJEIE) ) —2 561 hEENE T,

3.1.9.1. NTEE

CDEHORENE, RENEDRIBE. VNI —F, V) —TEDBEEICL D TLS SRS
IS—%BELTWE LA, SEAOEHICLY, AR89 —0T)—THHTTPEHET
BOoTBETRZ MR ARY FE Lz, (LOG-3494)

ZDEHFDHEIIL, Loki Operator I& LokiStack CR D AT —4% ADFREEZBHITLARVWED, R

T—YRABHRAELL A>TWE L, SOIDEFHICEY. Operator IEFEERFICA T — 4 RIFH
OEHEEATITDLDICARY F L, (LOG-3496)
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https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
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ZOEHFODHEIIL, kube-apiserver-operator Operator ' Webhook D&Mt AR L7 & =

IC. Loki Operator Webhook H—/ A=A TLS TS5 —%B5|ERRI L TWF L7, SEIOEHICE
). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
DICRY, BENIERINZE LA, (LOG-3510)

COBEHOFINE, T—ILREMAEDETINILT 4L —%FEALHBE. LokiStack 7' —
ROTASRIVIY 74— —HDEMR LogQL VT — DTS —%%M L TWE L7
SEIDEHFICE Y. LokiStack LogQL DREA T —ILREFALEZINILT 4 I)LY —%&HKR—
FEBELDICARY, BEMERINE Lz, (LOG-3441), (LOG-3397)

CDEHOFNE. EHDOINILF—ICECEBEFENHY., —BOF—ICKRy MHBEFFNTVS
&. Elasticsearch ICEZRAFNL I—RTESFEIMFEELTWE LE, SEDOEHICEY. 5
NILVE—DRY MBATVF—ROATICEESHTA N, BEIMERINE L, (LOG-3463)
ZDEH DAL, OpenShift Container Platform 3> Y —JL & logging-view-plugin DfEIZ H #:
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VS22 —TCHERATEEFHAT L, SEIOEHICLY. T3 74 Id OpenShift Container
Platform 410 BV Y — )L E@EEICHEEINS LD ICARY X L, (LOG-3447)
ZOEHOFEIL, ClusterLogForwarder h X% L)Y —ZDRET, 74 NOTRA N7 %

BRTEZNRNATSAVDETRAT—I AN B> THREINTWE L, SEOEHICLY, /8
ATS4A P BEUNRIEIND LD ITARY £ L7 (LOG-3477),

CVE

CVE-2021-46848
CVE-2022-3821
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012
CVE-2022-42898
CVE-2022-43680
CVE-2021-35065

CVE-2022-46175

3.1.10. Logging 5.6.0

2D ) —RIZIE. OpenShift Logging Release 5.6 A& FNTWVWE T,

3.110.1.

FEHER DBA

Logging /N\—< 3~ 5.6 Tld. Fluentd [$FEHEETHY., 5D ) —XATHIRINZFETT. Red

Hat (.

COWBEICR LTIRED) )V —RZA TH A VIHRICNTEBEEYR— M ERELFI T, L

IRMEBEDIREIT AR, TOBEIFSEEIBRINDFETT, Fluentd DKH Y IZ, Vector EFHTEX

ER

100


https://issues.redhat.com/browse/LOG-3510
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3.1.10.2. #aEHiaR

o SEMEHICLY. Logging & OpenShift Container Platform M7 5 24 —2{EDEES{EKR 1)
U—ICHERL X T, (LOG-895)

o SEIDEHICLY, LokiStack HRY LYY —REFALT, FFYMTE, RANY—LT
E.BLTTO—NURY—DREFRY —%BEEIBICEETESLDICRYET,
(LOG-2695)

o SEIDEHICLY., Splunk AOTEREDHAA T2 a v LTHATESLIICRYET,
(LOG-2913)

o SEIDEHICLY., T74)I ML U4 —h Fluentd B 5 Vector IZ7Y £9, (LOG-2222)

o SEDEFHICLY. Developer O—JLIE. OpenShift Container Platform 4.11 LR % E{T L TW
%7 5249 —® LogConsole Plugin ITEIY HToH5hTWs OV hZEDT—o0O—R
OZIC7 2R TEET, (LOG-3388)

o SEDEMICLY, FEDY—ZAHDSDOFIC, Operator 57 7OAINTWVWBISAY—D
—=HAFTH 37 1—IL K openshift.cluster id B*EFN 2 LD ICAY £F, clusterlD D&
. LTFOOYY RTRRTEZXT, (LOG-2715)

I $ oc get clusterversion/version -0 jsonpath='{.spec.clusterID}{"\n"}'

3.1.10.3. BE DA

o ZOEHODHENE, BHDINILF—ICRAUEBREFHFI DY, —HOF—IC. AEFLTVDB L,
Elasticsearch OV %#EBT DI &N HY F L, ThiE, SRNILF—IEEFNE . %2 _ILE
XHLZ 5 & T, Elasticsearch DFIRABIELF T, COBBEDEEKE LT, T7—DFRE
ERS>TWVWB SR EHIERT 2D, namespace & FNJLITEBIIL £9, (LOG-3463)

3.1.10.4. XTEIE

o SEIMEH DAL, Kibana HAY LY —R&EHIKR L 7=35E. OpenShift Container Platform
Web OV Y —JLIFBI Efi X Kibana ~ND Y VI ERALTWE L, SEIOEFH T, Kibana 77
2 L)Y —R%EHIRT B E, ZDY VI BHIRINE T, (LOG-2993)

o ZDEHDHEIE, 1—H—XT7 I EAMEEFE D namespace D7 S r—avOJAERRTE
FHATLE, SEDEFHICELY. LokiOperator (&7 5 R4 —0O—J)ILEVZRHY—0O—)L/INA
VT4 VT EBEMICERL., A—Y—DAT7 ) r—rarolEmEsBRNDLDICLET,
(LOG-3072)

o ZDEHDENIC, LokiStack T 7 AN MDAV RAKNL—YE LTHERT %HBA. Operator I&
ClusterLogForwarder H X% L)V — A TERINICAR Y LAENZHIRLFE L, SEOE
#riZ & Y. Operator I ClusterLogForwarder 1 29 L) Y — X DUNEBBFICH R Y LB N %ET
TAIRHEAET—YLET, (LOG-3090)

o ZODEHDHEIIC, CAF—IXCA% LokiICY IV NTBLDDRY) 2 —LZELTERAINT
W7z, CAF—ICIEERNDOXFE (Ry MRE)HIPEFNTVWEIEI S —RENRELTVE
L7c, SEIOEHICELY ., R 2 —LENABBXFEIIEELIN, BEIMERINE L,
(LOG-3331)

o ZODEFMODAIE. LokiStack hRH LYY —RAEHEHNTHREINLT 74 MEDXRET, 1D

ReplicationFactor % L T LokiStack 1 Y X9 VY R EERTEFHA T L, SEDEHICL
Y. Operator (IERAINZ A ADERDEZHRET 5L DICRYET, (LOG-3296)
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ZDEF DAL, Vector i&, JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (2, structuredTypeKey & 7z (&
structuredTypeName O W TN NMENBEICARY F L, (LOG-3195)

Z DEFOHEIIL, Elasticsearch Operator ¥ —7 L v MERIA VY R—% Y NHRIEE—I L v
FEEBICEBELTWE L, SEAOEMILY., BFEOY—I Ly MAAEYICLEBINE LD
Ik Y F L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—H ADNEEINTWS
fIC, Operator AL 79 —F—FEVt vy POHIBREBIERDIL—TICADEREELHY F L
f=o SEIDEHF TIE, Operator DA T —4 ZMBHIMEEI N, REHIERINE L, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNHEARIL 24h ICEE I N T W7

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLW S &, Kibana
T4 I T —DFEELTVWE L, SEDOEFHICL Y. Kbana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, 77 4 )L MEIX 24h IC72Y £F, (LOG-3129)

CDEFHONEL. Y —RA%EFET 726D Operator D—HEA/NHY—> & LT, BEF LI
B ARADRIICERERATVWE Lz, ZTDH. ERRBIC—ED HTTP 409 L ARV AN
EELTWE L, SEIOEHFHICLY., Operator I FRFMICA TV Y POBBERAA. £+ 7
VI MDIRELTUVEINMEEINTVWARAWGEICOAMERFZITEHRITEHLDICRYET,
(LOG-2919)

CDEHFDHEIE, Fluentd D .level 7 1 —JU K & structurelevel 7 1 —JL RICERZEN S
haZedhbyYF L, SEDOEHICLY., 74 —ILFOEHIELICARY XT, (LOG-2819)

ZDEHFOBIIE, Operator FEFEI N/ CANRNY RILDEHREZLT, Y RILPEHFINE
BIC2EBOAL V9 —F7OM AV MERTLTVWE Lz, SEIOEFHICL Y. Operator
. ALV —FT704 AV Naf{Te 2R0IC. NV RILDRARAENRTNE I D EHRT 2
DIV LRI LAY ET, (LOG-2789)

COEFHOENE. X M) I REERT D E X Telemetry AV B 2BRTIINTVEL
oo SEIDOEHFICELY., Telemetry AVIBHRMEBEES Y ICKRRIINZE T, (LOG-2315)

ZOEHF ORI, JSON BT DEMAEBRIC L=, Fluentd Pod OV ICEEX v £—I 1S
FhTWE Lk, SADEHTICLY, TOEBEA Y E—YVEFERRINBIAY F L,
(LOG-1806)

COFEHFOHNL, FrvPa%zEIRTEDILEZIAHMEREZEFE D745 —% oc H"LE
&9 57, mustgather 27 ) 7 MNIZT LEEATLE, SEOEHICLY., ocld7 # L
F—~DEZIAHERZFHS. must-gather 27 ) T hAEHEICTET I 2L ICRY FT,
(LOG-3446)

COBEHODFNE, OJIALIVH—SCCHAIZRY—LDMHDSCCICE>TRbLLN, aL Y
H—DMERATERLSRZITREMENHY F L, SEOEFHICLY., O/ I8 —SCC DEE
EANREIN, D SCC LY HLBEINDLDICHRY L, (LOG-3235)

ZOEHFDHEIIL, Vector IC sequence 7 1 —J)L K<, +/ WEBEMOBEDREIIRNT S
FHEE LT fluentd ICEMINTWE L, SEOEHICE Y. openshift.sequence 7 1 —JL
KA Ry hOZIEMShE L, (LOG-3106)

3.110.5. CVE
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CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

3.2.LOGGING 5.6 =L\ ia®d %

AFXVI7F7a4 A N 7O ROBEIF, SBLYPTUVLIICRBEINTVWET, B2 RFa1 XY
MDD EDTIEHY THA. FRA VA M—ILDIZEAIL. Vector & LokiStack #HE L 7,

.
.

pa )

%38 LOGGING 5.6

Logging /\—23 >~ 55 D= T, Fluentd £7 (& Vector L 79 —REHN 5EIRT S
F7vav, BLUOY R MT & LT Elasticsearch £ 7 1% LokiStack % ®#IRT 54 7
YavhHYEdT, OJDRFaXAVME IhODEXRHRIVAR—RY NOEE%A
R BDICEHRH T,

R

Red Hat OpenShift DAFX Y FH T XA F Lld, 41 VA M—JLEEEROAVR—RV &
L TIRMH I, 37D OpenShift Container Platform & I&274:2% Y ) =AY 41 7 )L % &
AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR ¥ — (&) 1) —
ADE#MEEGHRL TWET,

AR

® | ogStore 5% 7E: Elasticsearch X 7z & LokiStack

AL Y9 —DRERE:

Fluentd F 7= l& Vector

o O JIREHNDERIEHER
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pa )

Logging /X—< 3 > 543 OBFR T, Elasticsearch Operator (&IFHETH Y, S%DY)
) —ATHIRRIN B FETYT, RedHat &, ZOEEEICH L TIREDN V-S4 74
AZIHRICNTEEEYR— NE2REL X TH, ILEEEDREIFR L, TOKEIRS
HHEIBRINDFETTY, Elasticsearch Operator #EARALTTF 74/ hOOTRANL—Y
EEYTSZRPDYIC. Loki Operator ZFHTEE T,

. FERT200XKM7® Operator 24 VA M—ILLEF T,
e Elasticsearch M1z &%, OpenShift Elasticsearch Operator #4 Y XA h—JILL T,
e LokiStack DiF& &, LokiOperatorz1 YA h—JLL XY,

o LokiStack hZ ¥ LYY —2R (CR) M Y RH Y RA&EERLET,

N

Red Hat OpenShift Logging Operator 1 Y XA h—JLL X7,

w

. ClusterLogging #X 9 L)Y —R (CR) A VRAI V AEERLET,
a. ALYV Y —DREEZREIRLZET,

pa 3

Logging /A\— 3> 56 DBFR T, Fluentd I&IEHERETHY ., SHED) Y —
ATHIBRINBFETYT., RedHat (&, ZDHEEICT L TIREDY Y-S
AT7HAVIVRICNTEBEE Y R— MEREL I IREEDIREIE A
. ZOMBEIZTSEHIMRINEFETTY, Fluentd DD Y I, Vector % {F
HATEZY,

4. ClusterLogForwarder 7 2% L)YV —RX (CR) M1 V2RI V AEEHRLZE T,

5 BRLAEHEANA TS4 D=Ly MEERRLET,

33.0FVJICDODWTCHEHET 3
AOX VI TORTALIE. ROBIBIAVR—FXY MNTEREINTVWIET,

e Collector-&/— K oavr+F—AJ5F—4%%&mA»NY, OVTF—9 =R/ EFTHDOENICE
%bi’a—o

e Store- oA OAOJVT—9%RIFELET, 727—9—DF 74V N,

e Visualization- REIN/OJ7 %R, 7TV —, BLUVRRTBEODITZT714HILA YV
Y—7 x4 R,

INS5DAVR—%Y M, Operator EARY LYY —RX(CR)YAML 7 7 A LICK > TEEINE
ER

Red Hat OpenShift DAOF Y VY4 7Y RF AW, AVFFH—OJ&/—ROJV%RELFT, ThbiE
RDYA TIHFEINET,

e application-3k( VISAKS IV FYy—aAVFF—IlL>TERINALOAVYFTF—0OY,
e infrastructure - namespace kube-* & & ¢ openshift-\* "o DIV FF—0O7, LT

journald ™5m / — RO,
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e audit- B%AHEIE. auditd. kube-apiserver. openshift-apiserver., $& U ovn H5D 0O
7,

O¥> /3L J%—I& Pod %% OpenShift Container Platform / — RKICF 7049557 —Evt&v b
TYo YVATLABLIVAVISANSVFv—0OTIE, ARV—TFT A VI RTL, AVTHF—5>
54 I, B &£V OpenShift Container Platform 25 ® journald A7 XA v £—JICE > TERINE T,

Avr+r—AaJiEk, 73R —TEITINTWVWB Pod TEITINTWAIOAVTFF—IlL>TERIN
F9, BAVFTF—RBENOOTAN) —LZERKLET, JLII—F IhHDY—ZAD60OT%
IR L. ClusterLogForwarder 1 24 L) Y —ATEREINTWVWE LDIC, ThSHEREBEITHER
WX L E 7,

340X 757704 XY NOEIE

3.41.Web O~V —)L%{# M L 7= Red Hat OpenShift Logging Operator O 7041

OpenShift Container Platform Web 3>V —JL%Z{#F L T. Red Hat OpenShift Logging Operator % 7
7O4TEEY,

HIiR S

Red Hat OpenShift DAFX YV JH T A7 AIE, 41 VA M—=)LAgEROAVER—R Y &
L CTIR# XN, 37D OpenShift Container Platform & I&274:2 ) ) =AY 1 VL &&
ZTWZE Y, RedHat OpenShift Container Platform 54 7t 4 2 JLRY > — F) ) —
ADE#MEEGHREL TVET,

FI7

OpenShift Container Platform Web O~V —JL%f#A L T. Red Hat OpenShift Logging Operator % 7
704 93IE UTFERTLET,

1. Red Hat OpenShift Logging Operator &#4 X h—JL L £ 7,

a. OpenShift Container Platform Web 3> Y —)LC. Operators - OperatorHub =7 ') v
LET,

b. Filter by keyword 7 4+ —JL KIC Logging E AL £,

c. FIFAAIBEZA: Operator @Y X b 55 Red Hat OpenShift Logging #:i#3R L. Install % 7
vy LET,

d. Update Channel & L T stable F 7% stable-5.y #3&R L £ 7,

pa )

stable 7 ¥ ®JLIE. Logging D& ) —REWNRETIEHROAZRML
F9, LFID) ) —ROEFHEBISHMEIZETZICE. TR ) Tvay
F ¥ R % stable-X (X I&14 YA M=) L7cOTDN—=I 3 V) ILERT B0
ENHY ET,

e. Installation Mode T A specific namespace on the cluster?’ ZEIRINTWB I & AR L
7,
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f. Operator recommended namespace 7' Installed Namespace T openshift-logging
WMo TWB IR LET,

g. Enable Operator recommended cluster monitoring on this Namespace% &R L £ 7,

h. Update approval D74 7> 3 V% &R L X7,

e Automatic # 7 3 v %&FHT % &, Operator Lifecycle Manager (OLM) {&, # LW
N—=2 3 UHFIBEAIBEICAR S T2BR. Operator Z BEIMICEHR T XY,

® Manual 7 7Y 3 v Tld, #YIRERAIER % F D1 —H—1' Operator DEH % AR Y
ZRENHYET,

i. Console 7544 >~ ® Enable F7-|% Disable #&iR L 7,
jInstall 22 Y) v LET,

2. Operators — Installed Operators R—IZH]Y E X2 T. Red Hat OpenShift Logging
Operator "1 YA h—J)ILINTWB I EE#HELET,

a. Red Hat OpenShift Logging #* Status #* Succeeded DIKRE T openshift-logging 70
VIV MINARKRINTWSRZEZHRLET,

3. ClusterLogging 1 Y 24 Y ZA &ML E T,

yz -1o)

Web AV Y —ILDT7#—LE21—IlIE, FRARERIRTOLF T avhEax

' NTWbbIFTEHIYFEFA, By N7y TEETTBICIE. YAMLE2Z— %
WELET,

a. collectiont2>a v, ALY —DEEAFERLET,

pa o

Logging /A\— 3> 56 DBFR T, Fluentd I&FEHERTHY, SHED) Y —

ATHIRRINBFETYT, RedHat &, ZOREEEICH L TIREDO) ) —XF
' ATHAVIVRICNTEBEE Y R— NEREL T T HREEDRMEIE A

. TOHBEITSEEIBRINDEFETY, Fluentd DY IT, Vector % fF
BHTX%9,

b. logStore 29> 3> T, 94 THERFIRLZET,

AL
' Logging /N\— 3 > 543 MBER T, Elasticsearch Operator I&IE#RTH
Y, S%DY ) —RATHIRINZFETT. RedHat &, ZDHEBEICH LT
. BEDV Y —RSA 7 A IVHRICNTEBEEYR—NERELETH. Ik

REEBEDIRMIT A<, TDOHBEITSRHEIRIN S FETTY, Elasticsearch
Operator 2L TF 74 bDOJTAMNL—VEEETZRKDYIC, Lok
Operator Z#ATE X,

c. Create 27 1)wv o LET,
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3.42.Web OV —JL%{#EMA L 7= Loki Operator ®7 704

OpenShift Container Platform 3> —JL%f#F L T Loki Operator #4 Y XA h—JLTE X T,

=S5

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

FIE
OpenShift Container PlatformWeb 3> —JL%Z{#F L T Loki Operator &4 ~ X h—JLd 5 IZ1F:

1. OpenShift Container Platform Web 1> — )L, Operators » OperatorHub =2 ') v 7 L
x7,

2. Filter by keyword 7 1 —JU KIC Loki EABLZF T,
a. fEAAIEEAR Operator M) X kA5 Loki Operator #3&R L. Install #21) v 2 LE T,

3. Update Channel & L T stable 7z |d stable-5.y &R L £7,

pa 3

stable 7 v+ ®JLIE, Logging DE#HY ) —REWRETIEHOAZREL &
¥, LIRIDY) ) —ROEHEFISHMEZET I, TRV TvavFex
L% stable-X (X I&14 YA =)L LA DNR—=I 3 V) ILEBTEIHENHY
i’a—o

4. Installation Mode T All namespaces on the cluster " ZEIRINTWB Z & ABEL X7,
5. openshift-operators-redhat #° Installed Namespace TEIRINTWB I & #MIAL X7,

6. Enable Operator recommended cluster monitoring on this Namespace% &R L £ 9,
Z DA T aviE, namespace + 7Y = ¥ b I openshift.io/cluster-monitoring: "true" X
WERELET, V7R —FE=4Y >~ openshift-operators-redhat namespace % X5
TEDEHIC, TOATavERIRTZVENHY T,

~N

. Update approval DA 7> a V& BIRL F 7,

e Automatic # 7 3 V% FHT % &, Operator Lifecycle Manager (OLM) I&. # L L /3—
T a UHFIBEAREICAR o 7B, Operator # BEIMNICEHR T XY,

® Manual 4 7> a3 > Tk, BYIRREIER%EZF D1 —H —1" Operator DEBEHFH % EZET %)
ERXHYET,

8 Install #0 )y U LXY,

9. Operators - Installed Operators R—(ZHJYE X T, LokiOperator ' 1 Y X k—JLEINT
WBZExMHERLET,

a. LokiOperator ®£70OY £ 4 b ® Status #* Succeeded & L TERRINTWB LI ICL
x7,

10. access_key_id & & 1" access_key secret 7 1+ —JL RAfA L T, RABHREIEE

L. bucketnames. endpoint. & U region #iEELT. 77V A ML=V DIB%
%95 Secret YAML 7 7 A IV &EER LT, RDBFITIE. AWSHERINTVWET,
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apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

11. Details ¥ 7@ LokiStack @ FIZ# % Createinstance Z3&IR L £ 9, JXIZ. YAML view %32
RLET, ROTFVFL— MY, RBICSCTEZESBRAZTT,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 9
type: s3 ﬂ
storageClassName: <storage_class_name> 6
tenants:
mode: openshift-logging

ZR1lE. logging-loki ICT 2 EAHY £7,
Loki DF 7OA A Y M4 XEFRIRLE T,
AJARMNL—YICERTRY—IL Yy NA2EELEY,

WHTE2RAN—US514 TEEELET,

0009

—BFRANL—VAHDBEDARNL—C 05 ADEFIHEANLET, RBEANTF—T VR
BB, JTOVvIRMNL—UREIYLETEZRAMNL—VISRAEEELET, V52
4 —THERATRERRA ML —2 9 5 RId, oc get storageclasses T—EXRRTEF T,

a. REZHBERALET,

I oc apply -f logging-loki.yaml
12. ClusterLogging CR = {Em 7= Idim&EL £,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

108



%33 LOGGING 5.6

metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. REZHBERALIT,

I oc apply -f cr-lokistack.yaml

3.4.3.CLI ={#f L 7= OperatorHub ™ 5D 41 ~ X b—JL

OpenShift Container Platform Web 3>V —JLZ=ERA T 2 Y IC, CLI ZfEFH L T OperatorHub »"
5 Operator 4 YA M=)V TEXY, oc AT RA&ERAL T, Subscription4 7 /7 M&{ERZE
IFEFLET,

=55

e cluster-admin /X\—3 v > 3 Vv EFEDT7H VUV M %EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

e oc ANV REZO—HILVATLICAVAMN—=ILT 3B,

FIR

1. OperatorHub ™52 5 X4 —CHIFTXE % Operator DY) A NERRLE T,

I $ oc get packagemanifests -n openshift-marketplace

DBl
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m
mongodb-enterprise Certified Operators 91m
etcd Community Operators 91m
jaeger Community Operators 91m
kubefed Community Operators 91m

WHE/ Operator DAY AT A XELE T,
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110

2. WEX Operator #BEL T, Y R—MINBZA VA M—=ILE—RBELVCFBEETRELRF ¥ RILE

HERLET,

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. OperatorGroup TE# X115 Operator 7 JL— 7L, Operator 7' JL— 7 &R L namespace N

D g RTOD Operator ICHERRBAC 7V R %E%HMT 59— v b namespace %3ER L £
ER

Operator %7249 54 79 % namespace ICI&, Operator D4 VA M—JLE—RIZ—HT 3
Operator 7 )L—FHHE T4 Y 9 (AlINamespaces ¥ 7= |E SingleNamespace E— KD W
Thm), 4R ~M—JLF 3 Operator »* AlINamespaces %= FH 9 3354, openshift-
operators namespace (ZI#EE] A Operator 7L — A TICERBEIN T,

7272 L. Operator #' SingleNamespace € — K& & L. @174 Operator 7' )L — TH W5
B, TNOEERTILEIHYFT,

R

ZDFIED Web OV Y —)L/A—T 3 >~ Tlk, SingleNamespace £— K % ®#iR
T BBRIC. OperatorGroup & &£ U Subscription 7 72 7 NOER A &% TH
EHICRELET,

a. OperatorGroup = 7> =7 b YAML 7 7 1 JL%&{ER L ¢ (fil: operatorgroup.yaml),

OperatorGroup A 7 o hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. OperatorGroup # 7 =V N &ER L X7,

I $ oc apply -f operatorgroup.yaml

4. Subscription = 72 7 h®D YAML 7 7 4 JLZ{ER L. namespace % Operator ICH TR U 5

4 7 L& (fl: sub.yaml),

Subscription 7 7> & b DHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: <subscription_name>

namespace: openshift-operators ﬂ
spec:

channel: <channel_name> 9

name: <operator_name>

source: redhat-operators
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sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources: m
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector:
foo: bar

AlINamespaces 1 ~ X b —JLE— FOFERAICDWTIE. openshift-operators
namespace #¥8E L 9. ThUADIHZEIE. SingleNamespace 1 X h—ILE—K®D
FRICDOWTEEYT 28 —0 namespace 2 EEL X7,

YTRIZ4TF2F v RILDEHL

YT RY >4 79 % Operator D&HI,

Operator 21925 H4 00V —Z2ADEHI,

A% 07 —R®D namespace, 7 7 #JL hD OperatorHub A% O 7Y — R ITI&
openshift-marketplace #&H L £ 7,

env/AS XA —4—(F, OLMICL >THFERINB Pod DI RTODAVFTFFH—ICBEET 3
ELrHIBEETHO—EEEHELET,

enVFrom /XS X —4— &, AV TFFT—DREZHICRMT 220DV —AD—E%* EH
L9,

volumes /XS5 X —4 —|&, OLMICL > THEMRI NS Pod ICTFIET B2MELNH DR 12—
LD—E=ZEEHELXT,

volumeMounts /85 X —#% —(F, OLMICL > THERIND Pod DT ARTHI Y FFH—IC
FETZIRE’HZR)2a—LITITVND—EZEEZLZT, volumeMount »"E7E L 74
WARY a—4h #5889 51545, OLM L Operator OF 7OA ICKBL £,

tolerations /X5 X —4% —|3, OLMICL > THERI NS Pod DRRD—EAEHZL X,

5.6
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m resources /X5 X —4 —(&, OLMICL > TERIND Pod DIARTODAVTF—D)
V2N EERLE T,

@ nodeSelector /85 X —4 —l%. OLM L > TERINZ Pod®D J—KEL Y — 5 E
HLZE9d,

5. Subscription 7 7>V MR LE T,

I $ oc apply -f sub.yaml

ZDEFR T, OLM (E:ZIR L 7= Operator Zz35# L ¥4, Operator DY 5 X4 —H—ER/N—
23V (CSV) &% —4 v k namespace ICRIR I N, Operator TIEE I N5 AP IZERA ICF
FRIBEICRY £T,

3.44.Web OV YV —ILDFERICEL DV 5 RY —H 5D Operator DHIER

PSR —EEEIIWeb AVY—ILEFEAL T, #IRLK namespace 64 VXA M—ILEhi
Operator ZHIFRCTE XY,

AR

FIR

e cluster-admin /X\—3 v > 3V EEFE D7 H YV M %EFEMAL T OpenShift Container Platform %

ZRAI—=Web AVY—ILIIT IV ERATEDZ &,

. Operators - Installed Operators XR—J[CBEL X7,

. 270—=)FBH. ¥F—7— K% Filterby name 7 1 —JL KIZAB LT, HIBR9 % Operator

EROFFET, RIS Thed Yy I LET,

. Operator Details R—2 DA T, Actions —EH S Uninstall Operator %#:&R L £ 7,

Uninstall Operator? ¥ 41 7OV Ry ¥ ANKRRINZET,

. Uninstall %#3#3iR L. Operator, Operator 7 704 X b, BL VP Pod %BIFRLET, TDT

723 vDRICIE, Operator IFETZELL. BFEZZELARCARY ET,

e

R

ZOTHYaviE, hRS LYY —RES (CRD) BLTHRY LY Y—2R (CR)
&, Operator NEET )V —RIFHIRINFEA, Web AV YV —ILE LT
MRLTERITINDISRIY—HD) Y —RICL>TEMIIND Y v 2R—
RELVFTEST—2a v TATLICIE. FEITDI) =Ty THREILRZH
BHHY FT, Operator DT VA VA K—ILEZICIN S EBIKRT 5 ICIE,
Operator CRD = FEICHIMR T 2 ELHY 7,

3.45.CLIOFERIZEL 50 5 A H —H 5D Operator DHIFR

PSR —EEEIZICLI ZFEAL T, BIRL 7% namespace 541 A k—JL X N7z Operator % iR
TXFY,

AR

12
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e cluster-admin /X\—3 v > 3 Vv EFE D7 H YV N%EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

¢ 0COAVYVRAT—HVRF—avVICAVARMN—=ILINTWBZ &,

FIR

. YT R S4 T XN’ Operator (ff: jaeger) DIRIT/N— 3 >~ % currentCSV 7 1 —JL K THE
RLET,

I $ oc get subscription jaeger -n openshift-operators -o yaml | grep currentCSV
Al
I currentCSV: jaeger-operator.v1.8.2
2. ¥ TR0 YT a v (il jaeger) ZHIRL £ 9,
I $ oc delete subscription jaeger -n openshift-operators
Al
I subscription.operators.coreos.com "jaeger" deleted

3. BRIDOFIET currentCSVEAER L. ¥ —4 v b namespace M Operator M CSV % HlIkR L
i-g_c

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators

H A B

I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted

3.5. OF Y &R

351 3L 7% —#sEe

Hh Jokan 7 A MTCEA Fluentd Vector

Cloudwatch REST over v v
HTTP(S)

Elasticsearch v6 v6.8.1 v v

Elasticsearch v7 v7.12.2, 7177 v v

Elasticsearch v8 v8.4.3 v

13
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Hh Jobkan A N CfEH Fluentd Vector

Fluent Forward Fluentd forward v1 Fluentd 1.14.6. 4
Logstash 7.10.1

Google Cloud v
Logging
HTTP HTTP 1.1 Fluentd 1.14.6.
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1. v 4
2.7.0, 331
Loki REST over Loki2.3.0, 2.7 v v/
HTTP(S)
Splunk HEC v8.29, 9.0.0 v
Syslog RFC3164. Rsyslog 8.37.0- v
RFC5424 9.el7
£3.107vY—2R
HEEE Fluentd Vector
F7A)avyrr—onoy v v
FTTVEEDI—F1VYT v v
namespace Bl 7 FYBEHDIL— v v
TA4VYT
Av7ZarvrFr—asy v v
AVI75Vv—Fr)ad v v
Kube API 250 & v v
OpenShift API B2&E O v v
Open Virtual Network (OVN) EE& v v
7
F3.2E B L URRA

14
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Hae Fluentd Vector
Elasticsearch SEBEE 4 v
Elasticsearch 2 —4#'—%//X 2 v v
J—k
Cloudwatch ¥ — v v
729 R4y FSTS v v
Kafka SEPAE v v
Kafka Da1—H#—%&//X2X7— K v v
Kafka SASL v v
LokiR7 S —h—9 > v v
FRIIERLE TR
Hae Fluentd Vector
Viaq7—%ETIN -7 7 v v
Viag7—%ETI -1V T35 v v
Viag7—%ETI -1V 75 v v
(Fv—FN)
Viag ¥—#% EFIL - Linux B& v v
Viag 7—% EF L - kube- v v

apiserver B2 &

Viag 7—#% £ 7/l - OpenShift v v
APl EE &

Viag 7—% EF /)L - OVN v v
O LARILDIERIE v v
JSON fi##ft v v/
Bislb1 7Ty IR v v
BEITT S -1 v
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wae

RVFIAVTH—/DEA VT Y
S

ZRILDT Ty Me

CLF #H 5 NI

K3A4Fa—=2%

Bae

Fluentd readlinelimit

Fluentd /8w 7 7 —

-chunklimitsize

- totallimitsize

- overflowaction

-flushThreadCount

- flushmode

- flushinterval

- retrywait

- retrytype

- retrymaxinterval

- retrytimeout

3.5 M

16

Bae

MU R

HvaR—R

75—k

Fluentd

Fluentd

Fluentd

Vector

Vector



%38 LOGGING 5.6

3.6 TDfth
Hae Fluentd Vector
Jo—n)uroFy—HR—k v v
x86 HR— b v v
ARM #R— b v v
IBM Power MH 7R— k v v
IBMZ #rR—k v v/
IPv6 HriR— b v v
ATARY NN T 7YV T v
R TR — v v
B

® Vector R¥a x> h
3.5.2.Logging5.6 AP1) 7 7 LV R

3.5.2.1. ClusterLogForwarder

ClusterLogForwarder I&, BmiXOJ % E&ET 572D API TT,

ZEITEAADOEY RHOSERIMFEHADEY MIERET % pipelines DY R M &38E L T, %%
El/i-a_o

—REAA T AT T —ICIBREARBDANEDLHY, WA LANEEEL T, BMOT 1S Y
TaiTHOTENTEZET,

T 7 #J)V D OpenShift 7 R M 7ICIFEAAADHAZHLHY £ H. URL »ZDMDERIEBRE
FALT. MEBOEANEZERL. V7R —OHREBBELFABOMBOR N T I IOy —icOd
HEETEEY,

AMICDOWTIE, API 74 —ILRICBET 2 RFa XY 2SR LTCETL,

FONRT 1 —

spec object ClusterLogForwarder DHifF I 1
ZEMEDLHR

status object ClusterLogForwarder D XA 7—%
A

17
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3.5.2.1.1. .spec

3.5.2.1.1.1. 5B

ClusterLogForwarderSpec i&, B %) E— K9 —4v MIEGET 2 HEEEEZLE T,

3521111 8

® object

inputs array A Fav) AAE &mEINB
OJAYyE—YORFMGET 1L
&_—Gj—o

outputDefaults object (# 7> 3 >) DEPRECATED

OutputDefaults I, 77 #JL bR
NPD7#7—4—5%E %R
IKEEELZXT,

outputs array FAFTav)yHAFE. odxy
-V DEFMNEDREETT,

pipelines array pipelines l&, —EDAAICEL>T
BIRINIAvE—VE—FEDH
DICEEL X,

3.5.2.1.2. .spec.inputs[]

3.5.2.1.2.1. 5B

InputSpec I, B X vE—YDEL IV —%EEZLET,

3.5.21.211. 8

® array

FO/NRT 1 —

application object AFay77Vr—>ray
(F7E9 %3154) I&. application
OJo&RiIfdEEy hEBICL
7,

name string pipeline DAL %=ERT 570
ICERI N5 AR,

3.5.2.1.3. .spec.inputs[].application

18
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3.5.2.1.3.1. &tBA

TV r—vavnldtelL iy —, OJERBRTBIE. ELIY—DITRTOFGENELZIND (R
H AND) ENHY F T,

3.5.213.1.1. 8

® object

namespace array AFravy7FUr—>ravno
J %N 9 % namespace,

selector object FAF2av)SRULHF—BT S
Pod s/ otL 74—,

3.5.2.1.4. .spec.inputs[].application.namespaces[]

3.5.2.1.4.1. 5

35214118

® array

3.5.2.1.5. .spec.inputs[].application.selector

3.5.2.1.5.1. 5itBA

INLELIS—EIF, —ED)Y—RICHTEINILI ) —H#BETT,

3.5.215.1.1. 8

® object

matchlLabels object (# 7> 3 ~) matchlLabels £
{keyvalue} R7 DY v FTT,
matchLabels D& —® {key,value}

3.5.2.1.6. .spec.inputs[].application.selector.matchLabels

3.5.2.1.6.1. &EA

3.5.216.11.8

® object

19
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3.5.2.1.7. .spec.outputDefaults

3.5.2.1.7.1. 5tBA

3.5.21.7.11. 8

® object

FO/NT 1 —

elasticsearch object (# 7 a ) Elasticsearch
OutputSpec DF 7 # )L ME

3.5.2.1.8. .spec.outputDefaults.elasticsearch

3.5.2.1.8.1. &tBA

ElasticsearchStructuredSpec I&. elasticsearch 1 T v ¥ A %RET 37O DB ELO T DEEICE
HEY B TY,

3.5.21811. 8

® object

enableStructuredContainerLogs bool AF>av)
EnableStructuredContainerLogs
. BRI VT F—oEElkn s
ZHHLETY,

structuredTypeKey string (7> 3 ) StructuredTypeKey
I&. elasticsearch 1 T v 7 XD
ZAE LTHERAINZ XY T—4
F—ZEBELIT,

structuredTypeName string FFTav)
StructuredTypeName (&,
elasticsearch X ¥ —< D AR % 15
ELET,

3.5.2.1.9. .spec.outputs[]

3.5.2.1.9.1. &tBA
HA, AT Xy E—YDREEZERLETT,

3.5.219.11. 8

® array
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syslog object FFTav)

fluentdForward object FF>av)

elasticsearch object FF>av)

kafka object FF>av)

cloudwatch object FF>av)

loki object FF>av)

googleCloudLogging object FFTvav)

splunk object FF>av)

name string pipeline 5 OH N5 SRY 2
TeOICERI N2 A,

secret object AT av)READ—I Ly
bo

tls object TLSIZIE, TLS 254 7V MNER
DA TV a3 v aEFIET 57-DDE%
ENEERLTVWET,

type string HATS 71400947,

url string FFarvyosLa—RoEE
%% URL,

3.5.2.1.10. .spec.outputs[].secret

3.5.2.1.10.1. 5itBA

OutputSecretSpec I, BBIDH % EFH. namespace xZFRWVWY—I L v NBSIRBTY,

3.5.2.1.10.1.1. B¢

® object

name string OJ7497—4—>—s0Lv A
=)

ICE&RE S M7z namespace AD
=0 Ly NDE&HL
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3.5.2.1.11. .spec.outputs[].tls

3.5.2.1.11.1. 5B

OutputTLSSpec IZIE, HAY A FITEKEL AW TLS EHROAF o a vhAEaFhTwET,

3.5.211.0.1. 8

® object

insecureSkipVerify bool

3.5.2.1.12. .spec.pipelines[]

3.5.2.1.12.1. 5itBA

PipelinesSpec (&, —EDANZ—EDOHAICY I LFET,

3.5.2.112.1.1. B

® array

InsecureSkipVerify A° true M5
A, TLS 754 7 MIEEERED
IZS—%ZERTELDIEEIN
x7,

detectMultilineErrors bool
inputRefs array
labels object
name string

122

FF>av)
DetectMultilineErrors (&, a7
FT—OJ0ERITIS—HmH%EE
MCLET,

InputRefs (&, D/ TS4 >
ANDASID 4R (input.name) %
JAMLET,

AFvar)zoR1 754 0%
BEYTA2O07L—RNIGERAIH
2R,

(AT av)&RIGEBAIEETT
N EBEY 2% EE. pipelines
DZAMNHAT—ETHZI2LENHY
9,



%38 LOGGING 5.6

outputRefs array

parse string

3.5.2.1.13. .spec.pipelines[].inputRefs[]

3.5.2.1.13.1. A

3.5.2113.1.1. 8

® array

3.5.2.1.14. .spec.pipelines[].labels

3.5.2.1.14.1. 5itBA

3.5.2114.1.1. 8

® object

3.5.2.1.15. .spec.pipelines[].outputRefs[]

3.5.2.1.15.1. &tBA

3.5.2115.1.1. B¢

® array

3.5.2.1.16. .status

3.5.2.1.16.1. 5¢HA

OutputRefs (&, T D/X1 TS5 4
UL DHEIDER]
(output.name) x—EXRL £
ER

FFrav)y@micky, osxc
YN —EEELOVICETTE
E3

ClusterLogForwarderStatus (&, ClusterLogForwarder DEtIREEXEZ L £ 9,

3.5.2116.11. 8

® object

conditions object

Q774 7—45—D%H,
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inputs Conditions AHF. AAEEANADEREIC
RvEVILET,

outputs Conditions HAE. BEHBZEDOFREIC
JvEVILET,

pipelines Conditions pipelines (&, /XM TS5 4 v Z%& IR
1TS54 VDFRBICIYEYTL
9,

3.5.2.1.17. .status.conditions
3.5.2.1.17.1. 5%BA

3.5.2117.1.1. B

® object

3.5.2.1.18. .status.inputs

3.5.2.1.18.1. &

3.5.2118.1.1. B¢

® Conditions

3.5.2.1.19. .status.outputs

3.5.2.1.19.1. 5¢HA

3.5.2119.1.1. 8

® Conditions

3.5.2.1.20. .status.pipelines

3.5.2.1.20.1. &tBA

3.5.2.1.20.1.1. B¢

e Conditions== ClusterLogging A Red Hat OpenShift Logging 1 > X% > X, ClusterLogging
l&. clusterloggings APl DA *¥—< T,
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spec object ClusterLogging DHifF I 2 E1F
DR

status object Status . ClusterLogging DE&#8
REEERLET,

3.5.2.1.21. .spec

3.5.2.1.21.1. 5itBA

3.5.21.21.1.1. B¢

® object

aLovay object 25 A% —® Collection AV R—
E A NOLw =

Falb—vay object GEHER) (4 T 3 V) FEHE,
Z A4 —® Curation I VR—%
VAN i

T7AT—5— object GEHER) (F T a ) FEiEsE, &
5 A4 —® Forwarder YV R—%
v Dtk

logStore object AF>av)r 529 —0 Log
Storage v R—% ¥ kDL

managementState string FFTvarv)yy—an
Operator IC& > TEEB I TW
ZHABEEINTVWARVWAETRTHE

=

AL object AF>av)r5x49—0
Visualization A V7 R—3x > hD{t
¥k

3.5.2.1.22. .spec.collection

3.5.2.1.22.1. FiBA

Zhid, OBLTARY NIV I aVICEBET 2ERESTHEERTT,

125



OpenShift Container Platform 410 O¥ > &

3.5.21.22.1.1. &

® object

resources object FFvaryarsvy—n)y—
AEMH
nodeSelector object (FAF>av)Pod BRI Y a—Ib

TN/ —REEHELEY,

Toleration array (AT av)Pod BFIFAND
Toleration &L £,

fluentd object (A 7> 3 v)Fluentd I, fluentd
BATDT+T7—H—DEREEZ
LE9d,

logs object GEHER) (F T a ) FEiEE, &

5249 —00 JINED Lk

type string FFrav)BETZ2ATRED
5147

3.5.2.1.23. .spec.collection.fluentd

3.5.2.1.23.1. &HA

FluentdForwarderSpec &, fluentd ¥4 7D 7 4+ 7 —49 —DREEFRKLE T,

3.5.21.23.1.1. 8

® object

buffer object

inFile object

3.5.2.1.24. .spec.collection.fluentd.buffer

3.5.2.1.24.1. %88
FluentdBufferSpec &, §XTD fluentd BAD/NNY 77 —BREEF1—=> 7T 57DD fluentd /3y

T7—NNSA=H—DH Ty hEaRLEFT, NSA—F9—DH Ty NEHR—MLT. Ny T 7—
EF21—DYAXEE. 7T7vagle. 72y a0BHATARELET,
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— MBI/ T A =& —IZDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L T LI,

779 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZHR L T REI W,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSRR L T I W,

3.5.21.24.11. B8

® object

FONRT 1 —

chunkLimitSize string (# 7 3 ) ChunkLimitSize &,
BF vV IDRARYA X %ERLE
To ARV MIUTOLDICARY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDEHRT 27T v 1DEDR
HEFEZRLI T,

flushMode string (7> a>v)FlushMode I&, F+
VOEEZAL TSV aARLY
FDE-—FZEXRLEY, E—F

flushThreadCount int (& 7> 3 ) FlushThreadCount
(&, fluentd /Xy 7 7—IC&>T
FEAINZZLY FOBERLE
ER

overflowAction string (# 7> a ) OverflowAction .
fluentd Xy 77 =TS T4 W
EFTIET7IavaERLET,

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, RNy U7 T ORKREER
fRexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHDIAENICHRITZAA D&
REFEERERL T,

retryType string (# 7> av)RetryType (&, B
79275y aigEny41 7%
®LET., 75 v a2 EEUT
EERITTEET,

127
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retryWait string (F 7> 3 V) RetryWait (£, 2 [
EmLTHEATLTIIv>ad
2FETOREZRLF T,

totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd T & ICEFRIS NS/ — K
HEFEDOLEWMEEZERLET,

3.5.2.1.25. .spec.collection.fluentd.inFile

3.5.2.1.25.1. &4

FluentdInFileSpec (&, 9 XT® fluentd in-tail ANDEEEF 1 —=> 7 F %7HD fluentd in-tail 7
STAVNRSGA—=9—DY Ty bERLET,

—MEIARIN T A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A2 L T 72X
LY,

3.5.21.25.1.1. &

® object

FONRT 1 —

readLinesLimit int (# 7 a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
9,

3.5.2.1.26. .spec.collection.logs

3.5.2.1.26.1. 5tHA

3.5.21.26.1.1. &

® object

fluentd object Fluentd Log Collection O ¥ R—
AN w

type string HRETHZOVREDY A S

3.5.2.1.27. .spec.collection.logs.fluentd

3.5.2.1.27.1. &HA
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CollectorSpecid, ALV —DRAT T a1—I)VEYY—REEET DODEHKRTT,

3.5.21.27.11. 8

® object

nodeSelector object (FAF¥av)Pod BRI T a—Ib
Xh3/—REEHELET.,

resources object FFvaryarsvy—n)y—
AEHG
Toleration array (AT av)Pod B*FITAND

Toleration #E& L X,

3.5.2.1.28. .spec.collection.logs.fluentd.nodeSelector

3.5.2.1.28.1. &tHA

3.5.2.1.28.1.1. &

® object

3.5.2.1.29. .spec.collection.logs.fluentd.resources

3.5.2.1.29.1. 5¢HA

3.5.21.29.1.1. &

® object

Tanrq4—

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEAERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—FT4VTYVY—AD
=NEERLET,

3.5.2.1.30. .spec.collection.logs.fluentd.resources.limits

3.5.2.1.30.1. &4

3.5.21.30.1.1. B¢
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® object

3.5.2.1.31. .spec.collection.logs.fluentd.resources.requests

3.5.2.1.31.1. &tBA

3.5.21.31.1.1. 8

® object

3.5.2.1.32. .spec.collection.logs.fluentd.tolerations[]

3.5.2.1.32.1. &EA

3.5.21.32.1.1. 8

® array

effect

B (key)

operator

tolerationSeconds

value

string

string

int

string

(FF¥av)Effectid. —HT 3
Taint RE=R~LET, ZDHE
&, IRTOTA1 Y PRI
LEY,

(AT av)Key &, Toleration

MEAINS Taint ¥F—T9, &
DIFEE. IRXTOTFI Y M F—
IK—RLETY,

(A 7> av)Operator l&, F¥—
CEDERERLET,

(7> 3 ) TolerationSeconds
I&. Toleration DHAEIA#K L &
ER

(# 7> av)Vvalue i,
Toleration B—H ¥ % Taint fET
E

3.5.2.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

3.5.2.1.33.1. 5tHA

3.5.21.33.1.1. &

® int
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3.5.2.1.34. .spec.curation

3.5.2.1.34.1. &R

Zhix, OJOFalL—> 3> (Curator) ICEET 2 1ERESOEERTT,

3.5.21.34.11. 8

® object

curator object BRETHFaLlL—Ya otk

type string BRETE¥aL—YavoEa

3.5.2.1.35. .spec.curation.curator

3.5.2.1.35.1. &tHA

3.5.21.35.1.1. &

® object

nodeSelector object Pod RV a—ILINhTWDS
/ - F%E% lJ ij—o

resources object (AF>av)Curator®) vV —2
£

schedule string Curator ¥ 3 7HETIN 3 cron
2T a—)v, 774 ME T30
3***] TY,

Toleration array

3.5.2.1.36. .spec.curation.curator.nodeSelector

3.5.2.1.36.1. &tBA

3.5.21.36.1.1. B

® object

3.5.2.1.37. .spec.curation.curator.resources
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3.5.2.1.37.1. &4

3.5.21.37.1.1. 8

® object

limits object (AT av)Limits &, FAIH
2AVE1—FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—FT4VTYVY—AD
=NEERLET,

3.5.2.1.38. .spec.curation.curator.resources.limits

3.5.2.1.38.1. GitBA

3.5.21.38.1.1. B¢

® object

3.5.2.1.39. .spec.curation.curator.resources.requests

3.5.2.1.39.1. &tBA

3.5.21.39.1.1. &Y

® object

3.5.2.1.40. .spec.curation.curator.tolerations[]

3.5.2.1.40.1. 5B

3.5.2.1.40.1.1. B¢

® array

JO/nRF 1 —

effect string (FF¥av)Effectid. —HT 3
Taint WRERLET, ZDHFE
i, IRTOTA ¥ PRI
LEY,
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82 (key) string (AT av)Key &, Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RLEY,

operator string (# 7> a ) Operator &, F¥—
CEDOBRERLEY,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DA K L &
ER

value string (F 7> a ) Vvalue i,
Toleration B —%(¥ % Taint {ET
ER

3.5.2.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
3.5.2.1.41.1. 52HH

3.5.2141.1.1. &

® int

3.5.2.1.42. .spec.forwarder

3.5.2.1.42.1. &iBH

ForwarderSpec ICI&. HED 7+ 7 —4F—REDO/O—N)IFa—ZVJNRSA—=F—NEFNhTVZE
To TDT7 14— R, —BORFERICIIVHEDLY FHA, BERERZ 7474 =T /07—
BLTWRA—YHY—DHIPNRIT =TV REF1—VJTEDZLHIICLET, REYR—FINTWDE
®D: fluentd,

3.5.2.1.42.1.1. B

® object

fluentd object

3.5.2.1.43. .spec.forwarder.fluentd

3.5.2.1.43.1. &tBA

FluentdForwarderSpec &, fluentd ¥4 707+ 7—45— Dk EERLE T,
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3.5.2143.11. 8

® object

buffer object

inFile object

3.5.2.1.44. spec.forwarder.fluentd.buffer

3.5.2.1.44.1. 5%BA

FluentdBufferSpec &, $XTD fluentd BAD/NNY 77 —EEF1—=V 79 57DD fluentd /3y
T7—IRSGA=H—DHY Ty hEaRLET, "NSA—49—DH Ty baHR—FMLT. Ny T7—
t#’l_@ﬂ"f Z“EQE\ 75\y¢/1}§g{/ﬁ\ 75\y¢/1®ﬁ§ﬁ1i%ggibi—g_o

— IS A —H —IZDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZHR L T LI,

79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZMR LTI,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSR LTI,

3.5.21.44.1.1. 8

® object

FONRT 1 —

chunkLimitSize string (# 7 3 ) ChunkLimitSize I&.
BF vV IDRARYA X %ERLE
To ARV MIUTOLDICARY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDERS BT 7Y 1DEDF
HEFEZRLI T,

flushMode string (& 7> av)FlushMode I&,. F+
VOEEZAL TS aARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (# 7> 3 ) FlushThreadCount
(&, fluentd /Ny 7 7—IC&>T
FEAINZZLY FOBERLE
ER
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overflowAction string (# 7> a ) OverflowAction .
fluentd Ny 77 =TS T4 W
EFTIET77avERLET,

retryMaxInterval string (# 7 a ~) RetryMaxInterval
&, RNy U7 T ORKREER
fRexRLIT,

retryTimeout string (& 7> 3 v) RetryTimeout I,
HELDHDIANICHERITZHAA DR
REFEERERL T,

retryType string (F 7> 3 V) RetryType £, B
T3275v a1 REDY14 T,
KLET, 75 v aBEEEUT

EERITTEET,
retryWait string (# 7> a ) RetryWait (&, 2[0
EmLTHATLTIov>ad
2FETORMBERLEY,
totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd T&ICEFRIE NS/ — K
HEFEOLEWMEEZRLET,

3.5.2.1.45. .spec.forwarder.fluentd.inFile

3.5.2.1.45.1. &tBA

FluentdInFileSpec &, §XT® fluentd in-tail AIDEREAEF 21 —=> 79 27HD fluentd in-tail 7
STAVNRSGA=9—DY Ty bERLET,

—MEIAR/INT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A8 L T 72X
LY,

3.5.2145.1.1. 8

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
£9,

3.5.2.1.46. .spec.logStore
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3.5.2.1.46.1. &M

LogStoreSpec ICid, OV DEREAEICEHTZEHRIEENTVET,

3.5.2146.11. 8

® object

FO/NRT 1 —

elasticsearch

lokistack

retentionPolicy

type

object

string

3.5.2.1.47. .spec.logStore.elasticsearch

3.5.2.1.47.1. &tBA

3.5.2147.1.1. 8

® object

Elasticsearch Log Store 3~ 7R—
* v hDttEk

LokiStack IZI&. Type A
LogStoreTypeLokiStack IZE&E X
hTwailpa, OJAML—YIC
#1895 LokiStack I T % 1E#K
PEFEFNTVET,

A Tvav)RERY Y —E 4
Yy ANBIRIND X TOR
AMEEESEL E T,

RETAHOJRAMNL—VDEA
7, IRIE. Operator &,
ElasticSearch ZfH L T. Wgh
NMEHR—KNLTWET,

nodeCount

nodeSelector

proxy

redundancyPolicy
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object

object

string

Elasticsearch BICT 7EH41 9 3%
J— RO

Pod X2 ¥ a—I)LINTWVWS
J — F%E%l}ij‘o

Elasticsearch Proxy AV iR—x >
b DtEEk
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resources object (4 7> 3 ) Elasticsearch @ )
V—AEH
storage object (& 7> 3 V) Elasticsearch 7 —%

J—RDRA ML —I 8

Toleration array

3.5.2.1.48. .spec.logStore.elasticsearch.nodeSelector

3.5.2.1.48.1. &4

3.5.2148.11. 8

® object

3.5.2.1.49. .spec.logStore.elasticsearch.proxy

3.5.2.1.49.1. A

3.5.2149.11. 8

® object

resources object

3.5.2.1.50. .spec.logStore.elasticsearch.proxy.resources

3.5.2.1.50.1. &tBA

3.5.2.1.50.1.1. 8¢

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—RAD
=NEERLET,
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3.5.2.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

3.5.2.1.51.1. &tBA

3.5.21.51.1.1. B¢

® object

3.5.2.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

3.5.2.1.52.1. &4

3.5.21.52.11. 8

® object

3.5.2.1.53. .spec.logStore.elasticsearch.resources

3.5.2.1.53.1. 5tHA

3.5.21.53.1.1. 8

® object

limits object (AT av)Limits i, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (& 7> 3av)Requests &, HE
RAVEL—F4VTVY—AD
=NEERLET,

3.5.2.1.54. .spec.logStore.elasticsearch.resources.limits

3.5.2.1.54.1. &tBA

3.5.21.54.1.1. B

® object

3.5.2.1.55. .spec.logStore.elasticsearch.resources.requests

3.5.2.1.55.1. &4

3.5.2.1.55.1.1. &

® object
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3.5.2.1.56. .spec.logStore.elasticsearch.storage

3.5.2.1.56.1. 5itBA

3.5.2156.1.1. B

® object

FO/NT 1 —

size object J—Rp7aEYaz=v e
j(z I\ b_g‘;éq‘%o

storageClassName string FF>av)/ —RKDPVC D
BRICERATZ2RAMNL—Y IS0
&,

3.5.2.1.57. .spec.logStore.elasticsearch.storage.size

3.5.2.1.57.1. &M

3.5.21.57.11. 8

® object

FO/NRT 1 —

J74+—<v b string FRAEEHRICERELET,
Canonicalize DO XY N &S L
TLEIW,

d object d.Dec != nil ®3FE. d & inf.Dec
ERAOHETT,

i int d.Dec == nil DIF A, il&inté4 T
A=)V TEINEERAOBET
ER

s string sid. BEtEZEITBOICEK
INEZDEDETT,

3.5.2.1.58. .spec.logStore.elasticsearch.storage.size.d

3.5.2.1.58.1. 5itHA

3.5.21.58.1.1. &

® object
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Dec object

3.5.2.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

3.5.2.1.59.1. §itBA

3.5.2.1.59.1.1. B4

® object

scale int

unscaled object

3.5.2.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

3.5.2.1.60.1. 5tHA

3.5.21.60.1.1. B

® object

abs Word sign

neg bool

3.5.2.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

3.5.2.1.61.1. 5¢HA

3.5.216111. 8

e Word

3.5.2.1.62. .spec.logStore.elasticsearch.storage.size.i

3.5.2.1.62.1. 5¢HA

3.5.21.62.11. 8
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® int

FO/NRT 1 —

scale int

value int

3.5.2.1.63. .spec.logStore.elasticsearch.tolerations[]

3.5.2.1.63.1. &tBA

3.5.21.63.1.1. B¢

® array

FO/NRT 1 —

effect string (F F¥av)Effectid. —HT 3
Taint WREZRLET. ZDHFE
&, IRTOTA1 ¥ PRI
LEY.

82 (key) string (F T av)Key &, Toleration
MEAINS Taint ¥—T9, 22
DIFEIE. IRTOTFI Y M F—
IK—RLEY,

operator string (A 7> av)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DA K L &
ER

value string (F 7> a>) Vvalue i,
Toleration B —3(¥ % Taint {ET
ER

3.5.2.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
3.5.2.1.64.1. 5tHA

3.5.21.64.11. 8

® int

3.5.2.1.65. .spec.logStore.lokistack
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3.5.2.1.65.1. §itBA

LokiStackStoreSpec I&. LokiStack O 7 A ML —Y & LTHERT 5L D IC, cluster-logging Z5%E Y
21HOIEREINET, ik, AL namespace RDBEEFED LokiStack ## L TWE T,

3.5.21.65.1.1. &

® object

name string LokiStack Y ¥V —ZX D £,

3.5.2.1.66. .spec.logStore.retentionPolicy

3.5.2.1.66.1. &tEA

3.5.2.1.66.1.1. B¢

® object

application object
audit object
infra object

3.5.2.1.67. .spec.logStore.retentionPolicy.application

3.5.2.1.67.1. 5itHA

3.5.21.67.11. 8

® object

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DOLEWVMBEISELRES. G0
VTV REHIRT ZRENHY
£9 (: 75).

maxAge string FF>av)
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namespaceSpec array FFrav)iBEINsNEE
FUHHWRF XY NEHIRT
% namespace Z & DEHk

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A E{T9 548
E

3.5.2.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]

3.5.2.1.68.1. &tHA

3.5.21.68.1.1. B¢

® array

minAge string (FAF>av)IdMinAge U E
&\ namespace IC—9 5 L
J— FZHIBRL 9 (B1:1d).

namespace string MinAge &YW EWO T %HIRT %
4 —%4"v N namespace (77 # )L
ki 7d)

3.5.2.1.69. .spec.logStore.retentionPolicy.audit

3.5.2.1.69.1. &tBA

3.5.21.69.1.1. B¢

® object

FONRT 1 —

diskThresholdPercent int A FYaV)EST 1 RVFERAK
DLEWMEIELESBES, oW
VT RAEHIRT ZHENDHY

9 (: 75).
maxAge string FF>av)
namespaceSpec array FFrav)EEIhs/NEE

FUHHWRF XY NEHIRT
% namespace Z & DHHk
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pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A E1T9 548
E

3.5.2.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|[]

3.5.2.1.70.1. &tBA

3.5.21.70.1.1. B¢

® array

FO/NRT 1 —

minAge string (FAF>av)IdMinAge U E
B\ namespace IC—HF % L
J— RZHIBRL E£9 (HB:1d).

namespace string MinAge &YW EWOJ %HIRT %

% —4%4"v N namespace (77 # )
b iz 7d)

3.5.2.1.71. .spec.logStore.retentionPolicy.infra

3.5.2.1.71.1. &tBA

3.5.21.7111. B

® object

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DOLEWVMEISELRBZE. G0
VTV REHIRT ZRENHY
9 (: 75).

maxAge string FF>av)
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namespaceSpec array A Frav)EEInR/NEE
FYUEHWRFIAY MEHIBRT
% namespace Z & DHHR

pruneNamespaceslinterval string (AT av)HF L prune-
namespaces ¥ 3 7 A E{T9 548
i3

3.5.2.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]

3.5.2.1.72.1. &BA

3.5.21.7211. 8

® array

minAge string (FAF>av)IdMinAge U E
B\ namespace IC—HF % L
J— FZHIBRL 9 (B1:1d).

namespace string MinAge &YW EWO T %HIRT %
4 —%4"v N namespace (77 # )L
NESZ)

3.5.2.1.73. .spec.visualization

3.5.2.1.73.1. &4

Zhid. OV DOE|RE (Kibana) ICBET 21882 EOEERTT,

3.5.21.73.1.1. 8

® object

kibana object Kibana Visualization OV R—% ¥
b DRk
type string HRET LIRS

3.5.2.1.74. .spec.visualization.kibana
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3.5.2.1.74.1. 5itBA

3.5.21.74.11. B

® object

nodeSelector object
proxy object
replicas int
resources object
Toleration array

3.5.2.1.75. .spec.visualization.kibana.nodeSelector

3.5.2.1.75.1. &tHA

3.5.21.75.1.1. 8¢

® object

3.5.2.1.76. .spec.visualization.kibana.proxy

3.5.2.1.76.1. 5itHA

3.5.21.76.1.1. 8

® object

Pod 27 ¥ a—I)LINTWVWS
J — F%E%Lij—o

Kibana Proxy AV R—% > b Dt
Tk

Kibana =704 X NAICT O
1TBA4AVRYVRADE

(AT av)Kbanad VY —RE
%

resources object

3.5.2.1.77. .spec.visualization.kibana.proxy.resources

3.5.2.1.77.1. &4

352177118
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® object

Tanrq4—

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 V)Requests &, HE
RAVEL—FT4VTYVY—AD
=NEERLET,

3.5.2.1.78. .spec.visualization.kibana.proxy.resources.limits

3.5.2.1.78.1. 5B

3.5.21.78.1.1. &

® object

3.5.2.1.79. .spec.visualization.kibana.proxy.resources.requests

3.5.2.1.79.1. 5HA

3.5.21.79.1.1. &

® object

3.5.2.1.80. .spec.visualization.kibana.replicas

3.5.2.1.80.1. 5¢HA

3.5.2.1.80.1.1. &

® int

3.5.2.1.81. .spec.visualization.kibana.resources

3.5.2.1.81.1. &4

3.5.21.81.1.1. B¢

® object
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limits object (AT av)Limits &, FAIH
231 —FT4VTYY—D
RAEERLET,

requests object (A 7> 3 V)Requests &, HE
RAVEL—F4VTYVY—ZAD
=NEERLET,

3.5.2.1.82. .spec.visualization.kibana.resources.limits

3.5.2.1.82.1. &tHA

3.5.21.82.1.1.

® object

3.5.2.1.83. .spec.visualization.kibana.resources.requests

3.5.2.1.83.1. 5itBA

3.5.21.83.1.1. B¢

® object

3.5.2.1.84. .spec.visualization.kibana.tolerations[]

3.5.2.1.84.1. &4

3.5.21.84.11. 8

® array

effect string (FF¥av)Effectid. —HT 3
Taint WRERLET, ZDHFE
&, IRTOTA1 Y PRI
LEY.

82 (key) string (AT av)Key &, Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFTI Y M F—
IK—RLEY,

operator string (A 7> a>)Operator l&., F¥—
CEDERERLET,
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tolerationSeconds int (# 7> a ) TolerationSeconds
I&. Toleration DI A K L &
ER

value string (F 7> a ) Vvalue i,
Toleration B —%(¥ % Taint {ET
ER

3.5.2.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
3.5.2.1.85.1. 5itHA

3.5.21.85.1.1. &4

® int
3.5.2.1.86. .status

3.5.2.1.86.1. &tHA

ClusterLoggingStatus (&, ClusterLogging DEtRREAEZL T,

3.5.2.1.86.1.1. B¢

® object

aLovay object FFTav)
conditions object FAF>av)
*al—>3av object FFTav)
logStore object FFTav)
AIfRAE object FFTav)

3.5.2.1.87. .status.collection

3.5.2.1.87.1. 5B

3.5.21.87.1.1. 8

® object
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logs object FFTav)

3.5.2.1.88. .status.collection.logs

3.5.2.1.88.1. &itBA

3.5.21.88.1.1. &

® object

fluentdStatus object #AF>av)

3.5.2.1.89. .status.collection.logs.fluentdStatus

3.5.2.1.89.1. &tBA

3.5.21.89.1.1. B¢

® object

clusterCondition object #AF>av)
daemonSet string AF>av)
nodes object FF>av)
pods string FF>av)

3.5.2.1.90. .status.collection.logs.fluentdStatus.clusterCondition

3.5.2.1.90.1. 5tHA

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWEE A, BRITE Y1 T2 ERAT2HEN
HYET,

3.5.2.1.90.1.1. &

® object

3.5.2.1.91. .status.collection.logs.fluentdStatus.nodes
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3.5.2.1.91.1. 5¢HA

3.5.21911.1. &

® object

3.5.2.1.92. .status.conditions

3.5.2.1.92.1. 5B

3.5.21.921.1. 8

® object

3.5.2.1.93. .status.curation

3.5.2.1.93.1. &R

3.5.21.93.1.1. &

® object

curatorStatus array #AF>av)

3.5.2.1.94. .status.curation.curatorStatus[]

3.5.2.1.94.1. 54

3.5.21.94.11. 8¢

® array

clusterCondition object FF>av)
cronJobs string AF>av)
AT a—)v string FF>av)
suspended bool AF>av)

3.5.2.1.95. .status.curation.curatorStatus[].clusterCondition

3.5.2.1.95.1. §itBA
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operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BRITE 91 T2 ERAT2HEN
HYET,

3.5.21.95.1.1. B¢

® object
3.5.2.1.96. .status.logStore
3.5.2.1.96.1. %A

3.5.21.96.1.1. B¢

® object

elasticsearchStatus array FF>av)

3.5.2.1.97. .status.logStore.elasticsearchStatus[]

3.5.2.1.97.1. 5iHA

3.5.21.97.1.1. 8

® array

cluster object FF>av)
clusterConditions object FF>av)
clusterHealth string #AF>av)
clusterName string #AF>av)
T704 XAV b array FF>av)
nodeConditions object FF>av)
nodeCount int #AF>av)
pods object FF>av)
replicaSets array #AF>av)
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shardAllocationEnabled string AF>av)

statefulSets array FF>av)

3.5.2.1.98. .status.logStore.elasticsearchStatus[].cluster

3.5.2.1.98.1. &R

3.5.2198.1.1. B¢

® object

TONRT 1 —

activePrimaryShards int Elasticsearch 7 2 X4 —D7 7
FATRTSAT)—v—RD
5

activeShards int Elasticsearch 7 2 A4 —D7 Y

T4 TR v — ROH

initializingShards int Elasticsearch 7 5 24 —D#1#A1k
DY v — RO

numDataNodes int Elasticsearch 7 2 249 —D7—%
J— RO

numNodes int Elasticsearch 7 2 X4 —MD ./ — K
D

pendingTasks int

relocatingShards int Elasticsearch 7 2 X 4 —DHEE
v — RO

status string Elasticsearch 7 5 24 —DIRED
AT—8 2R

unassignedShards int Elasticsearch 7 5 24 —DXE|Y)

LTov— RO

3.5.2.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

3.5.2.1.99.1. &tBA
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3.5.2199.1.1. B¢

® object

3.5.2.1.100. .status.logStore.elasticsearchStatus[].deployments[]

3.5.2.1.100.1. &tBA

3.5.2.1100.1.1. B¢

® array

3.5.2.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

3.5.2.1.101.1. &tBA

3.5.2.1.101.1.1. B¢

® object

3.5.2.1.102. .status.logStore.elasticsearchStatus[].pods

3.5.2.1.102.1. &tBA

3.5.2.1102.1.1. B¢

® object

3.5.2.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

3.5.2.1.103.1. 5B

3.5.2.1103.1.1. &

® array

3.5.2.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

3.5.2.1.104.1. &itBA

3.5.2.1104.1.1. B¢

® array

3.5.2.1.105. .status.visualization

3.5.2.1.105.1. &tHA

3.5.21105.1.1. &
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® object

FO/NRT 1 —

kibanaStatus array FF>av)

3.5.2.1.106. .status.visualization.kibanaStatus[]

3.5.2.1.106.1. 5itHA

3.5.2.1106.1.1. B¢

® array

FO/NRT 1 —

clusterCondition object AF>av)

deployment string FF>av)

pods string FFrav)yaRfearvR—xv

N D% Kibana Pod DX 7—% R
replicaSets array #AF>av)

replicas int FF>av)

3.5.2.1.107. .status.visualization.kibanaStatus[].clusterCondition

3.5.2.1.107.1. A

3.5.21107.1.1. B¢

® object

3.5.2.1.108. .status.visualization.kibanaStatus[].replicaSets[]

3.5.2.1.108.1. 5tHA

3.5.2.1108.1.1. B¢

® array
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4% LOGGING 5.5

41.LOGGING55 ) ) —X/—

Pz
Red Hat OpenShift DAFX Y VY T XA F Lld, 41 VA M—JLEEROAVR—RV &
L TR# TN, 07 D OpenShift Container Platform & (ZE%42 ) ) —2Y 1 V)L % &
AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR ¥ — (&) 1) —
ADE#ME R L TWET,

4.1.1. Logging 5.5.16

ZD) Y —2RITIE, OpenShift Logging /NJEIEY 1) —2 5516 BE&FNTUVWE T,

4.1.1.1. /N TEIE
o SEDEHMNITHNBHEIIE, LokiStack “'— b A IFEBEINALY VTR MNEIERICLERHE
IKFvvyyalTVWE Lk, TORER. BorkRAEREIRELET LA, SEOFFICLY.
LokiStack ¥ — h I = A [EEMICEF v v 157D LD ICRY,. ZOREIEBRINE LT,
(LOG-4434)
4.11.2.CVE
e (CVE-2023-3899
e CVE-2023-32360

e CVE-2023-34969

4.1.2. Logging 5.5.14

ZM') Y —2RITIE, OpenShift Logging /NJIEIEY) 1) —2 5514 NEEFNTWET,

41.21. NT¥EIE

o ZOEHMNMTHONBAEIL Vector AL U4 —IC. OZIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—Y TNy IV EREIEZIEPHYFE L, SADEFHICLY., TOITFT—IF
fRINZE L, (LOG-4279)
4.1.2.2.CVE

e (CVE-2023-2828

4.1.3. Logging 5.5.13

A1) —RITIE, OpenShift Logging /NZ1EIED) 1) —Z 5513 A& FhTWET,

41.3.1. \NTEE

2 Lo
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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
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4.1.3.2. CVE

e CVE-2023-1999
e CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26604

o (CVE-2023-28466

4.1.4. Logging 5.5.11

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.11 & FhTWE T,

4.1.4.1. NTEIFE

o ZOEHFHMNITHN S FE TIL. OpenShift Container PlatformWeb I~ Y —)LTOYDE R N
SL%E7Vy IV LTRSy I LTCERFEAKEEEZRBIRTIEEATLE, SODOEHICELY. ¥
Jw e RSy JAFERLCRBEREZERIGRIRTESLIICRY E Lk, (LOG-4102)

o ZOEHFHMITHLNBHIIE OpenShift Container Platform Web 3> Y —JL ¢ Show Resources
Vo) O LTEMOMREDHYFHEATLE, TOEFH T, OJT VM) =T &I
)Y —ZDRTENVEZD VY —RADERR) VI DBEEEIEIET DI & T, TOBEHI R
IhFE Lk, (LOG-4117)

4.1.4.2.CVE

e CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
® CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028

e CVE-2022-3239
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https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239

OpenShift Container Platform 410 O¥ > &

e CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e (CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
® CVE-2022-24765
e CVE-2022-25265
e CVE-2022-29187
e (CVE-2022-30594
o CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-39253
e CVE-2022-39260
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721

o CVE-2022-42722
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https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722

e CVE-2022-43750

e CVE-2022-47929

e CVE-2023-0394

o CVE-2023-0461

e CVE-2023-1195

e CVE-2023-1582

e CVE-2023-2491

e CVE-2023-23454

CVE-2023-27535

4.1.5. Logging 5.5.10

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.10 A& F N TWE T,

4151 NTEE
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o SEIMEFHLLANIL, OpenShift Web IV —)LDOFXF VI Ea—TS5 451 IE, LokiStack IZ
HETERD 2 LBEICDAIS—TFAMNERRLTVWE LEL, TOEHICLY., 7574
VTRBEIRIS—XAvtE—T &, BETERL LokiStack DFEL WMBIERENRRINS &£

SICARY F L1, (LOG-2874)

4.1.5.2.CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

4.1.6. Logging 5.5.9

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.9 A& FNTWE T,

4.1.6.1. N\TEIE

o ZOEHODANL, Fluentd AL V4 —DREREICL Y. /var/log/auth-server/audit.log ICRF S
NTW2 0AUthOJ A VARV M F v+ TFv—INFHATLE, TNIZLY. OAuth H—
EXnrsnOT4 ARy NOPRENFZLICKRY Lk, SEDEHICELY. Fluentd I L
74 —l&, FREESY. /varllog/auth-server/audit.log ICIFEFEINTWVWEEDAEE®H. OAuth
H—EANSLITRTOOTA VARV N aF v TFvy—922ET, CORBEMRRTDELD

iKY F L, (LOG-3730)
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https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
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o ZOHEHFDEIE, BWEINLEBANEMICA>TWVT, Xy E—IUDNERDREEICEEIN
HBEIL. ThLEET4—7TaE—ShFHATLE, ThIZLY., BEEINAAYyE—Y
EEC—HOZEOTPERINE LAY, Z0MBOOTIZERINEFRHATLZ, SEOE
LY, JSONBBITDREIICA v E—V % T4 —FOAE—F 2 LD ICREERDPEREINFEL
oo TORR, BHOBEICEGEEINLIBAETE, IRTOZEOJIE Sy E—IUHLE
FhaLdICRY FEFLE, (LOG-3767)

4.1.6.2.CVE

e CVE-2022-4304
e CVE-2022-4450
o CVE-2022-41717
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

4.1.7.Logging 5.5.8

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.8 & FhTWE T,

4.1.7.1. NTEIFE

o SOOEHOHENEZ., JL IV —NDlevel 74 —IL REZRETIHEICIS—DHorkrk
&, priority 7 1 —JL KD systemd O VD OREZELTWEHE L, SEDOEHICLIY, Thibd
74— RAELSRESN, BEIBRINE L, (LOG-3630)

4.1.7.2.CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415

® CVE-2022-24999
e (CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
® CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303
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https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
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4.1.8. Logging 5.5.7

ZD) Y —2RITIE, OpenShift Logging /NJEIEY 1) —ZX 557 hE&FhE T,

4.1.8.1. NTEIE

COEFHOFNIEL. T—ILREHAEDLETIRNILT 4 IY—%FHLIHBE. LokiStack ' —
RIZTASRIVIV T 4—H—hrEWA LogQL VT — DB TS —%EMLTWE L,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4Ly —%&HKR—
FEBEDICARY, BEMERINE L, (LOG-3534)

ZOEHFHDFEIL, ClusterLogForwarder 1 X% L1) Y —Z (CR) ' syslog HAID TLS FREETE
% Fluentd ICEI RN o 7cc®d, BERICIS—DAREELTVWE L, SEOEFHICLY,
SREFIERRA  Fluentd ICIEL KBEI N B LD ICRY, BEMNMERINE LA, (LOG-3533)

4.1.8.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

4.1.9. Logging 5.5.6

ZM') Y —2RITIE, OpenShift Logging /N JIEIEY) ') —2 556 AEFNZET,

4.1.9.1. NTEIE

COEHFOHIE, PodtzFal)T4+—F7KIvavaryhao—>—nm"3X)L
podSecurityLabelSync = true % openshift-logging namespace IZEEIML TWE L, Ihil
LY., BEOEFaAV T4 —IRIHPLEESIN, ZTOFER, IL V49— Pod Higgh L A< &
YFE LRk, SEIOFEHFICELY. I podSecurityLabelSync = false A*z¥ 2 ) 71 —F X)L
EFRETLZELOICAYET, AL VY —Pod FBIFESYICT IO INET, (LOG-3340)

COBEHDFNE, AVY—IWE1—=TSTA VDRI SRI—TAMIR > TVWRWSGETE,

Operator AV Y —=IVE21 =TS T4 VA VA N=)ILLTWE LA, TNhIZLY., Operator
NI ZvalFzFllk, SEOEHICLY, /IZRY—OT7AHID Y TAVY—ILELI—DE
MICTR D TWRWEEE, Operator (FEEICHKEL., AV Y —IlEa—%ZA4 YA M—)L LR R
Y& L7, (LOG-3407)

COEHFOHEIL, Elasticsearch T 704 XY MDRTFT—F ABEHFINAWY JL v 3 Vil
XI5 57D DLFEIDEIEHRET. Red Hat Elasticsearch Operator A*7 7’04 S TWA
WBRY ., Operator 87 Z v a L TWE Lk, SEDEFHICLY. ZOEEATICEINE
&, Operator (IRELREICAYFE Lz, L. REINLRAT—Y RIEET ZLURID
EEABCRET S LD ICAY E L, (LOG-3428)

ZDEFOHETIL. Loki Operator &, BIRIN/ARY v U H 4 XITEHRA <. LokiStack #— b
DIADLTYAEIDEFT IO LTWE Lz, SEIOEHICLY., BIRLAY A XK
LTLTYADEAELLBESNB LS ICAY L, (LOG-3478)

CDEHOFNE. EHDOINIILF—ICECEBEENHY., —BOF—ICKRyY MHBEFFEFNTVS
&, Elasticsearch ICEZRAEFN/LL OA—RTEENMRELTVWE L, SOOEHICLY., 5
NILE—DRY MATVF—ROATICEEHTA SN, BEIMERINE L, (LOG-3347)

COEHFOFIK, AFX Y1 —TF5 514 ~IZ, OpenShift Container Platform D4HFED /N —

VavEREBEDRVWHEENEEFNTWELEL, SO0EHT. 7574 YOELWVWI ) —2
2R —=LIZEY, COMEIFBRINET, (LOG-3467)
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https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467

OpenShift

4.1.9.2.

162

Container Platform 410 ¥ > 4

ZDEH DAL, ClusterLogForwarder h 24 L) Y —RDFFET, 1 DULD/NRA TS54 Y
DETRAT—FANER>THREIN, AL IVF—PodH8-10MT&ICHEELTWE L,
SEIDEFHICL Y. ClusterLogForwarder 1249 L)Y —ZDFABHNEL K REBIND LD IC
By, BENMERINE L, (LOG-3469)

ZDEEDHIL, ClusterLogForwarder 124 A') ¥ — 2 ® outputDefaults 7 1 —JL K D{t#k
&, EEINTARTOD Elasticsearch HAY 1 FILKREEZBHA L TWE L, SEIOERICL
Y, HERARIC—RT 2 LD ICEMEMEESIh, T 74 bDTR— K Elasticsearch X b 7
ICDOHERENBEAIND LD ICRY X L, (LOG-3342)

ZDOEFHOFEIL, OpenShift CLI (oc) BEDF v v > 1 AHBERT 271-DICESIAHEREZFD
7AW —%REET BB, OpenShift CLI (oc) D must-gather 7 1) 7 b AT LEHA
TLlL7%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 # LT —ADEZIAHERITE X

. must-gather 27 ) 7 hAEEICTKETT25LIICAY F L, (LOG-3472)
ZDEFOHEIIE, Loki Operator Webhook H—/N—ATLSTS5—%5|ZILTVWFE L, &

BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager D& Webhook
BIEICL>TEEINSG LD ICRQY, MEIMERINF LA, (LOG-3511)

CVE

CVE-2021-46848
CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519
CVE-2022-2520
CVE-2022-2521
CVE-2022-2867
CVE-2022-2868
CVE-2022-2869
CVE-2022-2953
CVE-2022-2964
CVE-2022-4139
CVE-2022-35737
CVE-2022-42010
CVE-2022-420T1
CVE-2022-42012

CVE-2022-42898


https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
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o (CVE-2022-43680

4.1.10. Logging 5.5.5

ZM') Y —RITIE, OpenShift Logging /N JIEIE!) 1) —2 555 AA&FNFE T,

4.1.10.1. N\TEIE

o ZDEHDAEIIE., Kibana M OAuth cookie DERIHARF 24h ICEIEI N TW =k
&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
T4 I —DFEELTVWE L, SEDOEFHICL Y. Kbana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, T 7 4 )L MEIX 24h IC72Y £¥, (LOG-3305)

o ZDEFHDHIL, Vector (X, JSON BEFNBMICAR > TLWBIFEIC, structuredTypeKey /=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (2, structuredTypeKey & 7z &
structuredTypeName O W T NNENBEICAY F L, (LOG-3284)

o ZODOEHODAEIL, FluentdQueuelLengthincreasing 7 5 — P XA SIRINZ—ED T R)LIC
A—T4FT )71 DEBEIHSIHFEIC. TOT7 53— MDBERELBRVWIEELrHY F L, 5
BOEHFICELY., P5—MNIBERSINILDOAHIEZENDLIICSNILIEEINE L,
(LOG-3226)

o ZDEHODHEIE, Lokilk, YIMIIN/ZISRAI—ADODHALRAN L —IADT7 V2R %EHKR—b
LTWEHATLE, SEOEHTIE. ThoDERETR—MNTZHDIC, TOFV—BRE
EHETOFV—DEBRTELZCANY RUAIVTF—AA=JILEFNLTVET, (LOG-
2860)

o SOMEFHAIIL. OpenShift Container Platform Web 3> Y —J)LM 3 —4—(d, Loki ® CA iE
BIZ%ASE ConfigMap 7 7V =V M EIRTERD o778, Pod ACAZ L TEIEL TWL
Flk, SAOFEHICLY, Web AV Y —)LA—HY—LBRETY TEBIRTE DL ICRY,
BENRINZE L, (LOG-3310)

o ZOEHMODANI, CAF—IECA%Z Loki IR TV M T B720DHRY 21 —LZELTHERINT
Wrz7eh, CAF—ICFEERNDOXF (Ry REEYDPEFNTVWEEIS—REAEEL TV
L7z, SEIOEFHICELY, R 2 —LELPRBILFIIEE LI, BEIERINZE L.
(LOG-3332)

4.1.10.2. CVE

e CVE-2016-3709

e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640

e CVE-2021-30002

e CVE-2022-0168
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https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
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e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e CVE-2022-1048
e CVE-2022-1055
o CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
® CVE-2022-2639
e CVE-2022-2938

e CVE-2022-3515
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https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
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CVE-2022-20368
CVE-2022-21499
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-22624
CVE-2022-22628
CVE-2022-22629
CVE-2022-22662
CVE-2022-22844
CVE-2022-23960
CVE-2022-24448
CVE-2022-25255
CVE-2022-26373
CVE-2022-26700
CVE-2022-26709
CVE-2022-26710
CVE-2022-26716
CVE-2022-26717
CVE-2022-26719
CVE-2022-27404
CVE-2022-27405
CVE-2022-27406
CVE-2022-27950
CVE-2022-28390
CVE-2022-28893

CVE-2022-29581
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https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
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CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

4.1.11. Logging 5.5.4

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.4 A& FNTWE T,

41.1.1. NTEE

4.1.1.2.
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COEHFORNIE, OF I E2—FST4 VDI T)—NR—H4—DIT5—IC&Y., /T —IC
Ah-Z {}PAEFNhTVWEE, O 7T —D—8AEITWELE, ThiZ&Y, 7T —
DEEMICAY, BWRITY—ICHLTIS—RINE L, SEOEMEY., /A—H—
I/ T —%ZELKIETZ LAY F L, (LOG-3042)

ZDEFOFEIIL, Elasticsearch £7zl& Kibana T 7O XY FDRAT—Y ADNZEBEINTWS
B, Operator I LV —F—Fvty NOHIBREBIERDIL—FICADAEELNHY L
o SEIDEHTIL, Operator DA T —4 ZMEBAMEEI N, BEHI|ERINE L, (LOG-
3049)

CDEFODANE, Vector DAL VI —DEREZYR— KT BLDICTI— IMHPEEINTVE
HATLE, TOEEICLY, Vector 75— "ANEMIN, BIRLAIL VY —DREICHL
TENDTZ— M FTOM XY MNEINET, (LOG-3127)

Z DEFOHEIIL, Elasticsearch Operator ¥ —27 Ly MERIA VYV R—% Y NHRIEE— L v
FEBICEBELTWELE, SEOEMICLY., BEFEOY—J Ly MONETICAWEIND LD
S22 E L7, (LOG-3138)

ZDEHDFIC, O must-gather 27 Y 7 hNOLFIOY 7708 YV JIC&Y, 7—F 41
777 NOFRINDIGIANVEIBRINE L, COEHICLY, P7—FT 4777 b% /must-
gather 7 # LY —ICEZIADEVWDIEELNTICRY £9, (LOG-3213)

COEFORIE. BHEDY 5 RAY —T. Prometheus TV AR—F —H IPv6 Tl < IPv4 I
NAVRLTWE L, TOFEHE, FluentdiZIP/NA—Y 3V ABRHEL, IPv4 DBEEIE
0.0.0.0. IPv6 MIFAIE [] IS/N1 Y RLET, (LOG-3162)

CVE

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509

CVE-2022-2588


https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
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CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-40674

4.1.12. Logging 5.5.3

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) 1) —2 553 AEFNFET,

4.1.12.1. NTEIE

COEHFENIE, BEEINAYE—VEECOTI VN —IZTDAYE—I T4 —ILRD
BENTVWELED, TVMN)—DRECAQAYFELE, COBHFICLY, BELCOTDX Y 2—
TT74—ILRDEIBRI N, BINL YA XAMENINFE T, (LOG-2759)

COBEHOFINC, IL V9 —i&EIE. Collector. default-log-store. & & U visualization Pod
OO EBRALTVWELED, @z 7 74T —HA TIncOVE=BRATEEFHATL
7o SEIOEHICL Y. collector. default-log-store. & & U visualization Pod ® .gz 7 7
WELTREINAET—AA4A7O7EBRAINE T, (LOG-2844)

CDEHFODHENIE, FHETEARVWPdNDY VTR M TF— M2/ BHATEEINLFE, &
WraZEET275—MNEHYFEHATLE, SADEFHICLY., F— b/ TEZAAFL
EFHmAIY BEXRDOET ICHEENIRELGZEIC. BRIO7 7 —MERINET, (LOG-
2884)

COEHFDRIE. EHNSRBICE >TSS A Vv EBBLZZH, Pod XY F—4 1 fluent 7
STAVICE>TEEINSAREML,HY F Lz, TOEHICLY, EOT XA vE—IH Pod
A T—HDAE—ZFZMEIIRETEHELIICARY, BEXvE—IUMMERNICREBINS LD ICR
YF L7, (LOG-3046)

ZDEHDEINC, OpenShift AVY—ILOJE1—TARALR EXEERIRT 2

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILOHLEWNWAT &
level=unknown DEAFDOOJ N, FEARERETIANI NV IJTBERTIINE LD I
Y F L, (LOG-3062)

Z DEIFDAEIIE. Elasticsearch IZEEIN/OF L I—RICIK, O AEETINENH DA
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https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
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VTFw ) ADEET A ST write-index & WD ZEIDEIM 7 1 —ILKEHY F LA, TDT 14—
IWRIE, =Y ETILD—ETIEHY FEA, COEFHE., CDT71—IL REEEFEINDLA
YF L7, (LOG-3075)

# L WHAAH Pod Security Admission Controller DEAICEL Y, FO—/N)LFE LI
namespace L NIV TEEINZ@EEF 2 YU 71 —FBICHK > TEREIN TV Pod &3
TTEFEHA. SEIDEHFHICELY. Operator & Collector [FIFHERTEFATL. ¥ 1)
TA—EBEDEFPIS—MRLTEITIESLDICAY F L, (LOG-3077)

COBEHFOFIC, LokiStack T 74N bDATRA ML —Y & LTHERT %54E. Operator I

ClusterLogForwarder H X% L)V — A TCEHINIC AR Y LAENZHIRLFE L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUEBFICH R Y LB N %ET

TN MEAET—YLET, (LOG-3095)

4.1.12.2. CVE

4.1.13.

CVE-2015-20107
CVE-2022-0391
CVE-2022-2526
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

Logging 5.5.2

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZA 552 hEFENFET,

4.1.13.1. NTEIFE
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SEIDEHFLFNE, Fluentd AL 249 —D 7T Z— K IL—JLI& OpenShift Container Platform €
ZHNVVITRIAINDHA RZA VICER L TWEEATLE, SEDOEFHICLY, Thod
75— hH namespace INILEZBL LD ICEEIh, BEIMERINFI L, (LOG-1823)

COEFOHENE, 1 VTV I RABICERDNA T VXENEETNTWERE, 1 VT v I REE
A=A == ) TRDBFLWA VT Y I REEERTEEFHATLE, SEDEHICK
U, AVFyvIRENRELLERIND LD ICAY F L1, (LOG-2644)

CDEHFODHEIIE, Kibana JL— NMIEEBAE N FIE L 2 LWIREE T caCertificate flE% X E L TV E
L7z, SEIDEFHICE Y. caCertificate [EN'RE I N7 &Y T L7z, (LOG-2661)

COBEHFOFNE, ALV —DERERFROERICLIY, READNSIX—5—IId L TES
Ay E—IDNRITINTVWE L, SEDOEHT. KMEADRE/NSA—F—ZHIFRT 2 &,
BENMERINE T, (LOG-2859)


https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
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CDEFOHEIIC, Loki Operator BMERK L7727 704 X~ MABICHER I 7z Pod I&. Operator
NERITINTWBISRAIY—TEDLI R/ — KHFEATERIEZE. Linux L}L%@j”\"l/—
TAVIVRTLD) —RTHEOITRTVa1—IbINTVWE L, SEIOFEHICE

Operator (ZBMD / — KL V49 —% Pod EFEICEIY KT, Linux R—RAD ./ — I\’CO)J} Pod
EZTT1— L TE5EIICLET, (LOG-2895)

ZDOEFOHEIE, LokiStack — kU x4 D LogQL /A—H—DREREICEL Y. OpenShift 3~
V=)o Ea1—3OJZERETT74IWI) VI LEFEATLE, SEOEHFTIE, /N—
H—DEBEICLYBEIRRIN, OpenShift AVY—ILOATELI—FERETT ALY
VITEBREDICRY F LA, (LOG-2908)

COBEHFODORIC, Fluentd ALY —TFSTAVDY 7708 TICEY, ARYINDIA
LRIV T 74 =L RDPHIBRINF LIz, TOEFHICLY, ARV NOREEREY —RET
294 LRV T 74 =)L RBETINET, (LOG-2923)

COEFDREIX. BEEOVIClevel 7 4 =)L KAV, RV —OJTIT—HHERLELT
WE L7, SO0FEHT, EFEOJLI—Rillevel 7 1 —JL RAAEINIh, FBEHIERIN
F L7, (LOG-2961)

SEOEHFOHEIL, Kibana A4 L)Y —R%HIkR L 72HE. OpenShift Container Platform
Web O ¥V —JLIFBI Efi = Kibana ~ND Y VIR ALTWE L, SEIOEFH T, Kibana 77
ZILYY—2EERTDE, ZOY VI EEBINET, (LOG-3053)

Z 03%%)?0) BIlE. ClusterLogForwarder 1 2 % A1) Y —R|T JSON A EZRINT L\éiaz
BO—WA—NRN=T3TTEDA VT Y VADNERINTWE L, SODEHICE
%bm4>?v72ﬁ¥?ﬁ@<@Uibko@OG&%%

CDEFOFNII, T —H—21% Loki Operator 5.5 ~NDEH 1R IC LokiStack ZHIffT 5&., &
& Loki Operator5.4 IC& > TR I N V=AW BRY FE L, SEDOEHFICLY. YY—2R
DOFEESIRIE 5.5 LokiStack 38 L 9, (LOG-2945)

COEFOENE, I —HY—IEZT7 IV EZAMEEEFD namespace D7 Y r—2a AT ERRTE
FHATLE, SEIOFEHICLY. LokiOperator (VR4 —0O—ILEDVFRY—O—)L/NA
VT4 VT EBEMNIERL, -7V 5= avndERHFERNSLIICLET,
(LOG-2918)

ZDOEFOHEINIE, cluster-admin #RZF221—H—(F. O3V VY —ILZFALTAIVYI7FR
NSO Fvy—CcEEBEOVZBEYICKRRICIEFREAT LR, SHOEHICLY, BAFzvIN
3R I N, cluster-admin & &£ U dedicated-admin ZIL—7 D1 —H—tBEEE L TERH#BIN
&3 YE LR, (LOG-2970)

4.1.13.2.CVE

CVE-2015-20107
CVE-2022-0391
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154

CVE-2022-32206
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https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
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e CVE-2022-32208

e (CVE-2022-34903

4.1.14. Logging 5.5.1

Z?D1) Y —2RITIE OpenShift Logging /NJEIEY) 1) — X 551 EFEFNE T,

4.1.14.1. B aEinaR

o SEIDMEENLFRICE Y. Logging Console 7S 74 VAMERINTW3SIHEIC. Aggregated
Logs ¥ 7% OpenShift Container Platform Web 3>V —JL® Pod Details XR— IEBIIX 1
F L7, ZDYRMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)

o SEODILARMAEICEL Y. OVEEDHTF T2 3> & LT Google Cloud Logging AV BIIX 1L
L7ze (LOG-1482)

4.1.14.2. NTEIE

o SEOOEFLIAIIE. Operator I Pod WWERREICH D I & 2HE LAV ENRERAT, 77
2 —DBBERFICY TR —DEMERBEAREICAY £ Lz, SEIOEFHICELY. Operator
&, BEFHFICHFLWVWPod ZERBRTELTIY—I LTHSH LV Pod ILEE EREITEZ &
T, BEZFRLET, (LOG-2745)

o SEIDEHLIAIIE. Fluentd I Kubernetes 75w N 74 —LAOJ 774 )& O0—F—> 3V
L2 E5RBHELAWVGELHY, O XvE—YisHmHF:IMLARR>TVWE LA, SEOE
T, PYTAN) —LDEARF—LNRRTIRENTA Y —52BRETDIEICLYBE
IhTWET, (LOG-2995)

o SEIDEFHLUANIL., EHITOIS—REMEN/EMINLZIENFRERT, REIL—T 1 V7D
ZREIN, LO—FNHPEELBEICGEGEEINTVWE LA, SEIOEHICLY., AEIL—FT 4
YOBRELLBY E L, (LOG-2800)

o S[EMEFHAIIL. OpenShift Container Platform Web > Y — )LD EHEREZEERT %

E. Query 74—V RDRZEDFZEICIF TS —DIEELTWE L, SEIDEFHT. Query
74 =L RDZEDIFHIC. FEROEEIERFAREICAY £ Lz, (LOG-2917)

4.1.14.3. CVE

e CVE-2022-1705
® CVE-2022-2526
e CVE-2022-29154
e CVE-2022-30631
e CVE-2022-32148
e CVE-2022-32206

e (CVE-2022-32208

4.1.15. Logging 5.5.0
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https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
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ZDY) ) —RITIE, OpenShift Logging Bug Fix Release 5.5.0 &N TWE T,

4.1.15.1. #aEHiER

o SOOEHTIE, WELOT%ERAL Pod ADERZAVTFT—DIOIFEFIERA VT Y I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TRATSAVEREL, PodIlT7 /T—>ava[FF20ELNHY T, (LOG-1296)

BF

AJDJISONFERIE. 7TV r—2avicE>TERYET, ERTBA VYTV IAN
Z9IEXDENRTA—TVRIHET DD, ZOMEDFERIKX. BEEMEDRL JSON
XOOTDA YTy I ZADERICBREL TS RIW, 7)) —%FRALT. IEIFA
namespace 7/ FEIMEDH 2 JSSONHXOT7 TV r—oavhosO /298 L £7,

o SEDEH TIL, Kubernetes BRIV TH B
app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z A L T. Elasticsearch HAOTATZ 714 IIL% )V
JTEF Y, Elasticsearch MADHEH Y 1 7 TlL. kubernetes.labels ICEEN 2T XRTDS
NIVEFRATEEYT, (LOG-2388)

o SEMEFH TIL. AWS Security Token Service (STS) BAEMICR > TWB Y TR ¥ —Ik, STS
SREL% A L T0O Y % Amazon CloudWatch ICERETE £ 9, (LOG-1976)

o SEINDEFH TIE. 'LokiOperator Operator 8 LU Vector ALV —DF VAL T L E 21—
BEDN O — R IRMEMEREE (GA) ICBITLE T, LIEIDY ) —R&EDFZLLHEE/N) 74 —ICAL T
ZVEEFT. —BOAPIRTI=ZANTLEI—HEDFETY, I, LokiStack &{FHMH
LEOX> T 20> avasSRLTIEI N,

4.1.15.2. NTEIE

o ZDEIDENIE., O% % Amazon CloudWatch ICERET B LD ICEREI NI SRY - 1B
BXINOV 7740V E—RAMNL—VICEZRAATWZASD, BEDORBEEHICITR
H—DRREILRY FE Lz, SEDEHICLY. TRTDAMNL—=—IF T3 vn—FEN v
Ty THEMICARY, BENRINE L, (LOG-2746)

o SEMEHLIAIIC, Operator I&. FEHEER T OpenShift Container Platform DS#&D/X\—2 3~
THIBRFED APION—=Tava—EERLTWE L, SEOFHICEY. KEFEGKRHIY
R—MRRDAPIN—=U 3 VICBEIINEF T, (LOG-2656)

o SEIDEMLAFIE, HEEITT S —IRHAICKRE I W/#EH D ClusterLogForwarder /X1 73
A&y, aL Y4 —71" crashloopbackoff TS5 —IREEICARY F L7z, SEIDEHICLY.
BHEOBREEIaVICAL—EDIDMERINBZEEMEEINT T, (LOG-2240)

o ZOEHODHENE, IL VY —IFUTF-8 LIADEES % Elasticsearch A L —2 O JICRETE
FEATLE, SEOEHT. ALII—FUTF-8LADESETYyI—NL., BEEZHERL
F L7, (LOG-2203)

o SEIDEHLUANIL. T VXFUADIFH Kibana TELK RRINFHATLE, SEDOE
FiTL Y. Kibana IF TR TOBEMRUTF-8 ¥ VRILEELKRRLET, (LOG-2784)

4.1.15.3. CVE

e CVE-2021-38561

171


https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
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CVE-2022-1012
e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
e CVE-2022-2068
e CVE-2022-2097
e CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250

4.2. LOGGING 5.5 =L\ a® %

AFXF I7F7a4 A N 7O ROBEIF, SBLYPTUVLIICRBEINTVWET, B2 RFa1 XY
MDD EDTIEHY THA. FRA VA M—ILDIZEAIL. Vector & LokiStack #H#E L 7,

R

, Logging /A\—3 > 55 MBEFR T, Fluentd F¥7zI& Vector L 74 —REMNSEIRT S
F7vav, LAY A MT7 & LT Elasticsearch 71 LokiStack ##R$ 24 7
avhHYET, OO RFaI AV ME ThHDEANRIAVR—RY NOEE%
. RRG Z7-DICEFHFTT,
. p= =)
Red Hat OpenShift DAF Y JH TV A F ALld, A VA M—=)LARERIVE—F Y ME
. L TR# I, 07 D OpenShift Container Platform & (FE%A42 ) ) —2H 4 V)L % &

AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR ¥ — (&) 1) —
ADE#MEEBHRL TWET,

[} =355
® | ogStore 5% 7E: Elasticsearch X 7z & LokiStack
o L V49 —DEEKE: Fluentd 7% Vector

o O JIREHNDERIEHER
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ya 3!

Logging /¥—< 3 > 543 OBFR T, Elasticsearch Operator (&IFHETH Y, $%DY)
) —XATHIRINSFETY, RedHat I&, TODHEEEICH L TIRED) ) —RF4 74
AVIWHRICNTEBEEYR— M ZREL T IREBEOREIE A<, ZOKERS

HEIBRINDFETTY, Elasticsearch Operator #EALTTF 74/ hOOJTRANL—Y
HEETERDYIC, Loki Operator #FRHTE X7,

. FHEITZOXANT7DOperator 54 VA M—=JLLEF T,

® Elasticsearch M35 & &, OpenShift Elasticsearch Operator 21 Y 2 h—JLL £ ¥,

e LokiStack DiF& &, LokiOperatorz1 Y A h—JLL XY,

o LokiStack h24 LY —2R (CR) A Y RY Y AEEHRLET,
2. Red Hat OpenShift Logging Operatorz 1 Y 2 h—JLL X ¥,
3. ClusterLogging 129 L)Y —ZX (CR) M1 VY RAY Y R%EEHRLET,
a. ALY —DEEZZFEIRLIY,

Pz

Logging /A— 3 > 56 DBFR T, Fluentd I&IEHERETHY, SHED) Y —
ATHIRRINBFETYT, RedHat &, ZOEEEICH L TIREDOD ) —XF
ATHAVIVRICNTEBEE Y R— NEREL T T HREEDIRMEIE A

. ZOHBEITSEEIBRINDEFETY ., Fluentd DY IT, Vector % fF
BHTX%9,

4. ClusterLogForwarder 7249 L)Y —RX (CR) M1 VY RY V A&EHRLZE T,

5. BIRLIEHEANA TSAvDY—0 Ly NEFERLET,

A3.0F VI T7—FFT 0 F v —ICDWT
AX Y IJHTIORTLIE, ROBEBIAVER—RV MTEREINTVWET,

e Collector-&/— K oavr+—AOJ5F—4%%&mA»NY, OVTF—9 =R/ EFTHDOENICE
%bi’a—o

e Store- oA OAOJVTFT—9%RIEFELET, 7427—9—DF 74 NN,

e Visualization- REIN/O7 %R, 7TV —, BLUVRRTBEODITZT714HILA YV
HY—TJ x4 R,

INS5DAVR—%Y M, Operator EARY LYY —R(CR)YAML 7 7 A LICK > TEEINE
ER

Red Hat OpenShift DAFX Y FH TV RAF AL, AVvF+H—AvE/—ROJERELZFT, Thbid
RDZA TICREINET,

e application-3k( VY ISAKS IV FYy—aAVFF—IlL>TERINALOAVYFTF—0OY,
e infrastructure - namespace kube-* & & ¢ openshift-\* "o DIV FF—0O7, LT

journald ™5m / — RO,
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e audit- B%AHEIE. auditd. kube-apiserver. openshift-apiserver. $& U ovn H 5D 0O
7,
AFX> 7L 2% —I&. Pod %% OpenShift Container Platform / — NIZF7O4 §%7—Ev v b

TY, YVATLABLTAVIZANSZVFvy—0OTE, ARV—FT 4 VIV RAT A, AVTF—5V
54 I, B &£V OpenShift Container Platform 25 ® journald A7 A v 2—J Lk > TERINE T,

AvFF—aJiE, V73R —THRITINTWB Pod TEITINTWR AV TFHF—IlE>TERI N
¥Y, FAVFTFT—RENOATAN) —LZEXKLET, ALII—IE. IThHDOY—ZANHAT%
JN& L. ClusterLogForwarder 124 LYY —RATHREINTWVWE LD IZ. TOHERE X ITHAE
ICERE L X9,

4.4 OF 0757704 XY hOEE

4.41.Web OV — )L % £ L 7= Red Hat OpenShift Logging Operator O 7 70 1
OpenShift Container Platform Web 3>V —JL%Z{#F L T. Red Hat OpenShift Logging Operator % 7
7O4TEEY,

AR 4

Red Hat OpenShift DAF Y JH TV A F ALld, A VA M—=)LARERIVE—F Y ME

L TIRMH I, 37D OpenShift Container Platform & I&27%4:23 Y ) =AY 41 V)L % &

AZTWET, RedHat OpenShift Container Platform 4 7% 4 Z LR ¥ — (&) Y —
ADE#MEHHFLTWET,

FI7

OpenShift Container Platform Web O~V —JL%f#A L T. Red Hat OpenShift Logging Operator % 7
7049 3IE UTFERTLET,

1. Red Hat OpenShift Logging Operator &#4 X h—JL L £ 7,

a. OpenShift Container Platform Web 3> —)LC. Operators - OperatorHub =7 ') v &
L&,

b. Filter by keyword 7 4 —JL KIC Logging E AL £,

c. FIFAAIBEZA: Operator @Y X b 55 Red Hat OpenShift Logging #:i#3R L. Install % 7
vy LET,

d. Update Channel & L T stable F 7% stable-5.y #3&R L £ 7,

y =25

stable 7 ¥ ®JLIE. Logging D& ) —REWNRETIEHROAZRML
F9, LFID) ) —ROEFHEBISHMEIZETZICE. TR ) Tvay
F v R % stable-X (X I&14 YA M=) L7cOT D=3 V) ILERT B0
ENHY FT,

e. Installation Mode T A specific namespace on the cluster?EIRINTWB Z & =R L
7,
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f. Operator recommended namespace 7' Installed Namespace T openshift-logging
MO TWBIEzERLET,

g. Enable Operator recommended cluster monitoring on this Namespace% &R L £ 7,

h. Update approval D74 7> 3 V% &R L X7,

e Automatic # 7 3 v %&FHT % &, Operator Lifecycle Manager (OLM) {&. # L W
N—=2 3 UHFIBEAIBEICAR S T2BR. Operator Z BEIMICEHR T XY,

® Manual 7Y 3 v Tld, #YIRERAIER % F D1 —H—1' Operator DEH & AR Y
ZRENHYET,

i. Console 7544 >~ ® Enable F7-|% Disable #&iR L 7,
jInstall 22 Y) v LET,

2. Operators — Installed Operators R— 2 ICt]1Y E X T. Red Hat OpenShift Logging
Operator "1 YA h—J)ILINTWB I EE#HELET,

a. Red Hat OpenShift Logging #* Status #* Succeeded DIKRE T openshift-logging 70
VIV MINARKRINTWSRZEZHRLET,

3. ClusterLogging 1 Y 24 Y ZA &ML E T,

pz o-1o)

Web AV Y —ILDT7#—LE21—IlIE, FRARERIRTOLF T avhax

NTWbbIFTEHIYFEFA, By N7y TEETTBICIE. YAMLE2Z— %
AY WELET,

a. collectiont2>a v, ALY —DEEAFERLET,

P2
- Logging /\— 3 >~ 5.6 MEFHA T, Fluentd IXFEHRTHY ., SHEDY ) —
ATHIRRINBFETYT, RedHat &, ZOREEEICH L TIREDO) ) —XF

A 74 VIIRICNTBEEYR—MNERELF T, LREREDIRE LA
. TOHBEITSEEIBRINDEFETY, Fluentd DY IT, Vector % fF
BHTX%9,

b. logStore 2> a > T, ¥4 T RBIRLZET,

' pa 3]
Logging /N\—< 3 > 543 OBFR T, Elasticsearch Operator (&IEHERE T H

' Y, S%DY ) —XATHIRINSZFETT., RedHat Id. TOHEEICHL T
WEDV ) —RAZAT7HAVIVHRICNTEBIEEYR—MERELF I, Ik

REEBEDIRMIT A<, TDOHBEITSRHEIRIN S FETTY, Elasticsearch
Operator 2L TF 74 bDOJTAMNL—VEEETZRKDYIC, Lok
Operator Zf#ATE XY,

c. Create 27 1)wv o LET,
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4.42.Web 0>V —)L%{EF L 7%= Loki Operator O 7 704

OpenShift Container Platform 3> —JL%f#F L T Loki Operator #4 Y XA h—JLTE X T,

AR

FIE
OpenShift Container PlatformWeb 3> —JL%Z{#F L T Loki Operator &4 ~ X h—JLd 5 IZ1F:

176

1.

2.

3.

~N

10.

WnO 7 X b7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio. OpenShift Data
Foundation)

OpenShift Container Platform Web 3> —JL T, Operators - OperatorHub =2 ') v 7 L
x7,

Filter by keyword 7 4 —JU KIC Loki EAAIL 9,
a. fEAAIEEAR Operator M) X kA5 Loki Operator #3&R L. Install #21) v 2 LE T,

Update Channel & L T stable % 7z(3 stable-5.y # &R L £ 9,

pa )

stable F v+ ®JLI&, Logging DE#HY ) —REWRETI2EHOAERMEL &
T, LRIDY) ) —RDOEHEFISHMEZET I, TRV TFTvavFex
L% stable-X (X I&14 YA =)L LA DNR—=I 3 V) ILEBTEIHENHY
ia—o

Installation Mode T All namespaces on the cluster M EBIRINTWB I & #HEELE T,
openshift-operators-redhat #* Installed Namespace T:EIRINTWB I & #MIALF T,

Enable Operator recommended cluster monitoring on this NamespacezZER L £ 7,

Z DA T aviE, namespace + 7Y = ¥ b I openshift.io/cluster-monitoring: "true" X
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X5
TEXDEIIT, COF TV aVvERRTIZVEIHYET,

. Update approval D74 7> 3 V% &R L X7,

e Automatic # 7 3 V% #HT % &, Operator Lifecycle Manager (OLM) I&. # L L /3—
T avHFARBEICAR > 7BR. Operator Z BEIMICEHTEZ XY,

e Manual 4+ 72 3 v Tld, BUARRIBERAFF DI — —H Operator DEHF % &R T % i)
ENHYET,

Install 2 w2 LET,

Operators — Installed Operators XR— U (CHIYE X T, LokiOperator 5’1 Y XA h—JLEINT
\1\6 : t %EEE’D‘ L/ i_a—o

a. LokiOperator D£70OY =¥ kD Status »' Succeeded & L TRRINTWE L DICL
x7,

access_key_id & & 1" access_key secret 7 1+ —J)L R&FA L T, RABHREEE
L. bucketnames. endpoint. & U region #iEELT. 77V A ML=V DIB%
%95 Secret YAML 7 7 A IV EER LT, RDBFITIE. AWSHFERAINTVWET,
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apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

1. Details # 7@ LokiStack @ FIZ#H % Createinstance Z3&IR L £ 9, JRIZ. YAML view %32
RLET, ROTFVFL— MY, RBICSCTEZESBRAZTT,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01'
secret:
name: logging-loki-s3 9
type: s3 ﬂ
storageClassName: <storage_class_name> 6
tenants:
mode: openshift-logging

ZR1lE. logging-loki ICT 2 EAHY £7,
Loki DF 7OA A Y M4 XEFRIRLE T,
AJARMNL—YICERTRY—IL Yy NA2EELEY,

WHTE2RAN—US514 TEEELET,

0009

—BFRANV—VAHDBEDARNL—C 05 ADEFIEANLET, RBERNTF—T VR
BB, JTOVvIRMNL—UREIYLETEZRAMNL—VISRAEEELET, V52
4 —THERATRERRA ML —2 9 5 RId, oc get storageclasses T—EXRRTEF T,

a. REZHBERALET,

I oc apply -f logging-loki.yaml
12. ClusterLogging CR = {Em 7= Idim&EL £,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

a. REZHBERALIT,

I oc apply -f cr-lokistack.yaml

4.43.CLI #{#H L 7= OperatorHub 5D 1 Y A k—JL

OpenShift Container Platform Web >V —JLZERA T 2 Y IC, CLI ZfEFH L T OperatorHub »
5 Operator 4 YA M=)V TEXY, oc AT RA&ERAL T, Subscription4 7 /7 M&{ERZE
IFEFLET,

=55

e cluster-admin /X—3 v > 3 Vv EFE D7 H VUV N%EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

e oc ANV RZO—HILVATLICAVAMN—=ILT 3B,

FIR

1. OperatorHub ™52 5 X4 —CHIFTXE % Operator DY) A NERRLE T,

I $ oc get packagemanifests -n openshift-marketplace

Al
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m
mongodb-enterprise Certified Operators 91m
etcd Community Operators 91m
jaeger Community Operators 91m
kubefed Community Operators 91m

WHE/ Operator DAY AT A XELE T,
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2. WEAR Operator EREL T, Y R—FINZ4 VAN —IE—RBLVCFBEITELRF v+ RIL %
mERLET,

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. OperatorGroup TE# X115 Operator 7 JL— 7L, Operator 7' JL— 7 &R L namespace N
DY RTD Operator ICHERRBAC 7V 2R Z4%KT 59 —4 v b namespace ZEIR L %
ER
Operator %7249 54 79 % namespace ICI&, Operator D4 VA M—JLE—RIZ—HT 3
Operator 7 )L—FHHE T4 Y 9 (AlINamespaces ¥ 7= |E SingleNamespace E— KD W
Fhm), 4R ~M—=ILF 3 Operator »* AlINamespaces %= FH 9 5354, openshift-
operators namespace (ZIi#EE) A Operator Z)IL— A TICERBEIN F J,

7272 L. Operator ' SingleNamespace € — K& fEf L. @174 Operator 7 )L — TH W5
B, ThOEERTILELIHYFT,

P2

ZDFIED Web OV —)L/XA—T 3 >~ Tlk, SingleNamespace £— K % ®#iR

T BFRIC. OperatorGroup & &£ U Subscription 7 72 7 NDER &% TH
EHICRELET,

a. OperatorGroup = 7> =7 b YAML 7 7 1 JL%&{ER L ¢ (fil: operatorgroup.yaml),

OperatorGroup A 7 o hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. OperatorGroup # 72 =V N &{ER L E 7,
I $ oc apply -f operatorgroup.yaml

4. Subscription = 72 7 h®D YAML 7 7 4 JLZ{ER L. namespace % Operator ICH TR U 5
4 7 L& (fl: sub.yaml),

Subscription 7 7 ¥ b DHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: <subscription_name>

namespace: openshift-operators ﬂ
spec:

channel: <channel_name> 9

name: <operator_name>

source: redhat-operators
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@ O 0 9 @9 9600600 O

sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources: m
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector:
foo: bar

AlINamespaces 1 ~ X b —JLE— FOFERAICDWTIE. openshift-operators
namespace #¥8E L 9. ThUADIHZEIE. SingleNamespace 1 X h—ILE—K®D
FARAICDWTREEY 28— namespace #1EE L £ T,

YTRIZ4TF2F v RILDEHL

YT RY >4 79 % Operator D&HI,

Operator 21925 H4 00V —Z2ADEHI,

A% 07 —R®D namespace, 7 7 #JL hD OperatorHub A% O 7Y — R ITI&
openshift-marketplace #&H L £ 7,

env/AS XA —4—(F, OLMICL >THFERINB Pod DI RTODAVFTFFH—ICBEET 3
ELrHIBEETHO—EEEHELET,

enVFrom /XS X —4— &, AV TFFT—DREZHICRMT 220DV —AD—E%* EH
L9,

volumes /XS5 X —4 —|&, OLMICL > THEMRI NS Pod ICTFIET B2MELNH DR 12—
LD—E=ZEEHELXT,

volumeMounts /85 X —#% —(F, OLMICL > THERIND Pod DT ARTHI Y FFH—IC
FETZIRE’HZR)2a—LITITVND—EZEEZLZT, volumeMount »"E7E L 74
WAERY 1a—A 28R 2HE. OLM (L Operator DF 7OA ICKBRLE T,

tolerations /X5 X —4% —|3, OLMICL > THERI NS Pod DRRD—EAEHZL X,
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m resources /X5 X —4 —(&, OLMICL > TERIND Pod DIARTODAVTF—D)
V2N EERLE T,

@ nodeSelector /85 X —4 —l%. OLM L > TERINZ Pod®D J—KEL Y — 5 E
LZE9d,

5. Subscription 7 7>V MR LE T,
I $ oc apply -f sub.yaml

ZDEFRT, OLM [F3ZFEIR L 7= Operator 2535 L £ 9, Operator DY SR Y —H—ERX/N—
23V (CSV) &% —4 v k namespace ICRRI N, Operator TIEE I N5 AP IZERA ICF
FRIBEICARY £T,

4.44.Web OV —)LOFERICL 59 5 A4 —H 5D Operator DR

VSR —EEEIEIWeb AV —ILZEFEAL T, FIRL % namespace oM Y A h—JLE M
Operator ZHIFRTE XY,

AR

e cluster-admin /X—3X v > a3V AFDT7 AUV b %&FEMA L T OpenShift Container Platform
SR —Web A VY —ILICTIVERATEBZ &,

FIR

1. Operators - Installed Operators R— 2 ICHEEIL £ 7,

2. 2780—=)LFBh. ¥F—7— K% Filterbyname 7 1 —JL RICAAL T, HIkkd % Operator
EROIFTET, RIS, ThaEs vy I LET,

3. Operator Details *—Y DA T, Actions —EH 5 Uninstall Operator #:#IRL £,
Uninstall Operator? ¥ 41 7O J Ry  ANKRRINZET,

4. Uninstall #3#3R L. Operator, Operator 7 7AO4 X~ b, 8LV Pod ZHIRLET, D7
723V D&kICIE. Operator I3ERITZFIEL, BEFZZELRIRYET,

R

ZOTHYaviE, hRS LYY —RES (CRD) BLTHRY LY Y—2R (CR)
&, Operator NEET D) Y —RIFHIRINEEA, Web IV YV —ILE LV
WL TERITINDISRY—HAD) Y=L >TEMIINZ Y v aR—
RBELPFES—2avT7ATLICE FBTDY)—V 7y THUEILRDHE
BHHY FT, Operator DT VA VA K—ILEZICIN S EBIKRT 5 ICIE,
Operator CRD = FEICHIMR T 2 ELHY 7,

4.45.CLIOFERICE 22 5 R4 —h 5D Operator DHIER

PSR —EEEIZICLI ZFEAL T, BIRL 7% namespace 541 A k—JL X N7z Operator % iR
TXFY,

AR
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cluster-admin /X\—3 v > 3 v &FEDT7H UV M %FMH L T OpenShift Container Platform %
SRY—ICT IV EATES,

oc AVYRNT—URF—2 a3 VICA VA M=ILINhTWBZ &,

. YT RY 54 TE N7 Operator (ffl: jaeger) DIFIT/A— 3 ~ % currentCSV 7 1 —J)L N THE

mLET,
I $ oc get subscription jaeger -n openshift-operators -o yaml | grep currentCSV

Hi

I currentCSV: jaeger-operator.v1.8.2

B TRV T ay (i jaeger) HHIBRL £ 9

I $ oc delete subscription jaeger -n openshift-operators
6

I subscription.operators.coreos.com "jaeger" deleted

. BRIOFIET currentCSVIEZFEA L. ¥#—%4v b namespace M Operator D CSV % Hlf& L

i’a—o

I $ oc delete clusterserviceversion jaeger-operator.v1.8.2 -n openshift-operators
Hh 5

I clusterserviceversion.operators.coreos.com "jaeger-operator.v1.8.2" deleted
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PSR —EEBEE, OFX VIV RATLETTOAL, /—RYRATFLDEEDY, 7TV 5r—ay
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It TcE%xd,

OFX VI TORTFALIE, ROYATOOTE=EHLFT,

e application: 7 SR —TERITINE, AV ISANSIVFYy—aAVFF+—T T Y sr—>3v
ERCA—Y—T7 Y r—ravilLoTERINBOAYTFF—0OY,

e infrastructure: v —F I OJRED, V7RI —TEFTINBZAVIZANZVFv¥—2Y
R—% > b & LT OpenShift Container Platform / — R TERIN 200, 1V T75RA KT Y
Fv—2aViR—% & openshift*, kube*. F7z|d default 7O>Y =V hTEITIN B
Pod TY,

e audit / — REEEY X7 A (auditd) TEM I N % 0O 7 (/var/log/audit/audit.log 7 7 1 JLIC{R
FEINB)., &LV Kubernetes apiserver & & UF OpenShift apiserver DEEEO 7/,

pa

MER OpenShift Container Platform Elasticsearch AZ A M 7 IZEEEO /7 DEF 21 T7RHR R
PL—Y%BHLAWES, 7740 N TEEDJIEZAER Elasticsearch 1 Y R4 >~ T
REINF A, EEOV % T 7 4L NDOKHE Elasticsearch A7 X M7 ISEET 200 E
NH 535E (Kibana TEEOVARRT DAL, BEEO/DOY A b7 ADERE TERBA
INTWBRLDICOVEGEEAPI 2 FRTINELrHY T,

5.1. OPENSHIFT CONTAINER PLATFORM O ¥ > J O H@EFEE

Z DFEEE . OpenShift Container Platform Logging AV 7 VY TERAIN S —KRMAREZEZEE L
x7,

>

y/)r—>av
T)T—2avaERMERLT. A97—9%2FT72 ) MIRHNTEZET,
Cluster Logging Operator (CLO)

Cluster Logging Operator i&, 7)o —>3a v, AV ISARNIIVFv—. BLUVEEOTDOINE
EEREEHIET 272DD—ED APl R L F T,

HRY LYY —2ZR (CR)

CR & Kubernetes API DIV X7 > 3~ T9, OpenShift Container Platform Logging 8 &Uf0 %
X A FRET B7-80IC. ClusterLogging & & U* ClusterLogForwarder 1249 LYY —R%& H R Y
YRAXTEFEY,

ARY MV—4—

A4 RV NL—4 —IE. OpenShift Container Platform 1 R N #E189 % Pod T9, OpenShift
Container Platform Logging #fFH L TOJ %2 N&EL X7,

Fluentd

Fluentd IX. #& OpenShift Container Platform / — KICE 207 aL 949 —T¢, 7 ) or—
AV, AVIZANTVFr—, BLUEEOITEZNEL. ThosIFIEFLAHNDIEGEELE
_a—o

AR—ravryv>ay
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AR=UaALsvavid, BTLEDAVTHF—PERITFDPod ICL > THSERINTVLWARWVNA X =
BREDYVSAY—N)Y—R%&D )=V Ty T$5T0€ATY,
Elasticsearch

Elasticsearch I, DERRE LD IV Y >~ T, OpenShift Container Platform (. OpenShift
Container Platform Logging @7 7 #JL kDO 4 X k7 & L T ELasticsearch Z#{FH L £ 9,

Elasticsearch Operator

Elasticsearch Operator &, OpenShift Container Platform £ Elasticsearch 7 5 X9 — %3179 %
TeDICERINZE Y, Elasticsearch Operator (&, Elasticsearch 7 2 A9 —1##{FO I 7H—ERX %
2 L. OpenShift Container Platform Logging IC& WERAI N E T,

15y IR
ATy RERIE. T—952FTIEPKBDODITT7IERTBEDIFERINE T —YEEFET

To AVTYIREFERTDE, V) —DOUEBEICHRERT A RV T I EADENR/NRICHI Z
Shdkd, RI7+—< VAL RBIELINET,

JsoNo¥>v ¥

OpenShift Container Platform Logging Log Forwarding APl 23 % &. JSON O % fi#f7 L TH#
BlEINAA TV I MIL, T 5% OpenShift Container Platform Logging A& 9 %
Elasticsearch £7213 0 V#5iX APl THR— M I N B ZDOMD Y — R/IR—F7 1 =Y AT ALICERETE
7,

Kibana

Kibana l&. EX NI S A, TINIET>7. BT S 7%EAL T Elasticsearch T —4 2 B4, #H.
BEILTBLODTSOHF—R—22AVY =)L V9 —T 214 RXTT,

Kubernetes APl H—/x—
Kubernetes APl H—/N—i&, APIA 7z hDTF—9 %L TEHRELZET,
Labels

INIE, Pod BEDF TV MDY Ty FeBEBESSLCBRTZDICHERTESXF—&1E
DT TY,

ax>vy

OpenShift Container Platform Logging 23 % &, V5 A9—2@FETT7 Y sr—> 3y, 417
SANSVFv—, BLUVEBEOVZENTEIY, Tk OJET 74 MOATRMNTILRE
LY, = RNR—=F 4 —DYRFALIKEELELY, 774 OOJRMNTICREIATWVWSO
JEBELTHELLEYTSZIEETEET,

oxX>vsaLs49—
AX>7aLy49—E, 9729 —D607%RELTT7r—<v ML, OFRARNTELIEY—FK
N—F A =Y RATFALICERELE T,

OJXAM7

OJZART7IE,. EVIN-OT7E5BATE27-DIFERINE T, T 7 )L b Elasticsearch O % X
N7%@ER, KOV EALOTARNTICERETEEY, 774/ b0OT R MNT7IE, BHOH
FIOWTwRBEIEIN, TAMINTWET,

QJyEsar7o4Y%—
A7EDa7Z4¥— & OJ. 757, Fr—h ZTOMDXANY v I REDBRERRT D7
ODIFATEZLI—Y—A VY —T (A U)IVER=—%FY NTT, RMEDELEIL Kibana T,

node

/ — Ri&. OpenShift Container Platform ¥ 2 A4 —RDT7—H—< VT, /— K&, RE<Y
Y (VM) F BT Y OWThATT,

Operator
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Operator &, OpenShift Container Platform ¥ 5 24 —T Kubernetes 7 7Y 4 —> 3 v % /Xy ir—
ik, 7704, BLVOBEET H-DDHEINS K, Operator &, ABICL BIREICET 25
HERY ANT, BRIy TF—IELTEEREHXBETEZY I bV 7ICTVYO—RLET,

pod
Pod I, Kubernetes ICH T D R/NDBIBEAMTY, PodiF 12U LDV FTFH—THREIN, T—
H—/—RTEITINET,

O—JL<— 27 %t 25 (RBAC)

RBAC I, V7SR —21—H—&7—o0O0—KH, O—ILZRTTEEDITHERD) Y —IIDH
POEATEBLDICTRHLEODEEZEREZF2YYFT—2 O—ITT,

shards

Elasticsearch |, Fluentd 50OV F—49%F—9 A N7 EIFAVTYv I AIwBK L, &1
Fy IR v— REEENZEROIBAICHEILF T,
Taint

FA4 Y MNE, Pod @A/ — RICHEERICATV2—I)ILInNdLHIICLET, /—RIC1D2UED
TAYVMNEBERATEET,

e

Pod ICARZBEBEATEZX Y, Tolerations #FAT2&. RFyVa—5—&F T4V MDP—HT 3
Pod #2421 —I)LTEFET,

Web VYV —IJL

OpenShift Container Platform =& 3 576 D1 —H—4 5 —T x4 X (Ul),
5.2. RED HAT OPENSHIFT @ LOGGING Y 7Y A5 ADF7O4IZDWT
OpenShift Container Platform 7 5 24 — &8 Z&|&. OpenShift Container Platform Web 3>~V —JL
iFcCLlaxy REFRALTOX Y VY AT L% T 704 L. OpenShift Elasticsearch Operator & &
U* Red Hat OpenShift Logging Operator &#4 ¥ XA h—JLTE ¥, Operator i1 Y X h—JL I
5. ClusterLogging X4 L)YV —2Z (CR) ZfEf L T. OF VY IH TR T Lpod BLVOF VY
YTV RATLEYR—NTZLEDIVELRZOMHBDY Y —RAE X5 T 2—)LLET, Operator i&, O
XYY TIRTFLOTIOA, Ty TIL—K, BLCRFEEHLET,
ClusterLogging CR I&, A7 %ZI4EL. REL. RELTZLDICHELROAF VY ITRI Y IDTRTD
AVR—RV N E2EBURLBOF VI AT LRIEZEZ L £9,. Red Hat OpenShift Logging
Operator (FOF YV VY RFALACREZEHL, OF I/ F7/O4M XY N2 BERELET,
BEBEBLIVCT TN r—YavRARER RR7I7/E2R0H2 700 hOOJARRTEET,

ML, Configuring the log collector Z8BR L T I LY,

5.21.JSONOpenShift AV 7 F+—7Sv b7 x—L0OF VT

JSONBAFX VI AFAL T, JSSONXFAAEESELA TV MBERTELDICOTEGRE AP 2% E
TEEd, UTFTDYRIV%RITLET,

e JSON O DfEH
® Elasticsearch ® JSON O4 F—4 DR E

e JSON O %@ Elasticsearch O R b 7 ~NDER%E

5.2.2. Kubernetes 1 XY N DINE S L VMRE
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OpenShift Container Platform 4 X fJL—4 —I&, Kubernetes 1 RV M ZEfH L. Thb%
OpenShift Container Platform Logging IC& > TIRETEX 2 &£ D ICO VLG T % Pod T3, 41 XV b
W= —EFHTTTOM1TE2HEIHYZET,

L. Kubernetes 1 XY FDINES L GREFE 28RBLTLEI W,

5.2.3. OpenShift Container Platform O ¥ > 7/ D&

OpenShift Container Platform @A 9 % &. OpenShift Container Platform ®OF Vv V= BHTE X
¥, OpenShift Container Platform Logging DBE#EFICIZ. LLF®D Operator ZEBH§ 24BN HY &
ER

® FElasticsearch Operator

® C(Cluster Logging Operator

F£#lE. About updating OpenShift Container Platform Logging &8 L T X\,

524. 7SR =4 v a1Rh— RKRORR

OpenShift Container Platform Logging v & 2R — RIZI&, ¥ 5 X% — L ~XJL T Elasticsearch 1 ~ X
SURICETBFMETTFr— MAEENTVET, INOHDFv— ME. BIEDEE & FRIICIRIL
5% 9,

FHMIE. VR —Fv T aR—RORREZBRLTIEI W,

5.2.5. OpenShift Container Platform OFX Y /D NS TV a—FT4 v
MDYV ERTLTCAOTOBEE NS TN a—TFT14 VI TEEY,

o OFVIRT—HADKRR

o NJRANTDAT—H ADRMK

o OFVIJT7Z5— MDD

e RedHat#R—MAOOF VI TF—4 DK

e Critical Alerts D NS I a—F4 VY

5.2.6. OpenShift Container Platform O¥ > 7 D7 >4 Vv X =)L

ClusterLogging AR % L) Y —Z (CR) ZHIBR L T, OJKEI2{ELLTEE T, CR DHIFRERICTE S8
DYZRY—OFVTAVR—RV MHY, ThEEA T a v THIRTEET,

FHffIL. About uninstalling OpenShift Container Platform Logging Z&8RL T XL,

527. 74— )L RODITHV AR—K

OXVIYRTALET 1 —IVREIZIVRR—MLEYS, TIVRR—bINE7s—REOJLO—K
ICTF7E L. Elasticsearch & £ U Kibana b HETEX X7,

EME, 74— ILRDIT OV RAR—F ABBLTLLEILL,
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5.3.1. Vector D& %Nt

Vector (T 7 # L N TIFEMIIR>TWERA, UTFDRFT Y F%FEAL T, OpenShift Container
Platform ¥ 5 24 —T Vector #B®ICL £ T,

BE
Vector |, FIPSTWHY SR —%HR—MLTWEHA,

[} =355
® OpenShift Container Platform: 4.11
® RedHat OpenShift DAFX Y I H T R F AL:54
e FIPS A%
FIa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance
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2. logging.openshift.io/preview-vector-collector: enabled 77 / 7—< 3 > % ClusterLogging
ARG LYY —Z(CR)ICEMLET,

3. ClusterLogging /2% L)Y —R (CR)ICAL Y av¥47& LT vector ZBIML ET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"”
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled

spec:
collection:
logs:
type: "vector"
vector: {}
BEfEIR

® \Vector R¥a XU bk

5.3.2. L 7% —1%aE

5107V —2
Hae Fluentd Vector
TZYaAavrFr—ons v v
TTVEEDIN—FT 14T v v
namespace BIO 7 FYVEBEDIL— v v
TA4VYT
Av277aAv7+—07 v v
172539 v—F)07 v v
Kube API BEEE O &/ v v
OpenShift API BEEEEO 4 v v
Open Virtual Network (OVN) EE& v v
mE7

#&5.2HH
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FSEREDHATOOAX VY Y T RT LTRSS

Hae Fluentd Vector

Elasticsearch v5-v7 v v

Fluent #xi% v

Syslog RFC3164 v

Syslog RFC5424 v

Kafka v v

Cloudwatch v v

Loki v v
5.3 &GS L URRA

Hae Fluentd Vector

Elasticsearch SEBHZE 4 v

Elasticsearch 2 —4%—%//X X v v

7—K

Cloudwatch ¥ — v v

9279 KU #vFSTS v

Kafka BEPAE v v

Kafka D1 —H—HK /XX T— R v v

Kafka SASL v v

LokiF7 S —h—=0 > v v
5.4 EfL e &

Hae Fluentd Vector

Viaq7—%ETIN-77) v v

Viag7—%ETI -1V T35 v v
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Hae Fluentd Vector
Viag7—%ETI -1V T35 v v
(v —FI)

Viag 7—% EF )L - Linux B & v v
Viag 7—% EF L - kube- v v

apiserver B2 &

Viaq 7 —% £ 7 )l - OpenShift v ,
API BSEE

Viaq ¥—4 5L - OVN y )
04 L ~LOERIE y )
JSON ##fi , )
BEk1 Ty IR v ,
BEITTS R v

TNFAVTF—/HEA YTy v )
7

SRILDT Sy Me v ,
CLF &85~ v ,

KS5Fa—=v%

Hae Fluentd Vector
Fluentd readlinelimit v
Fluentd /N 7 7 — v
-chunklimitsize v
- totallimitsize v
- overflowaction v
-flushThreadCount v
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Hae Fluentd Vector
- flushmode v

- flushinterval v

- retrywait v

- retrytype v/

- retrymaxinterval v

- retrytimeout v

7%5.6 HI%¥
Hae Fluentd Vector
ANUTR v v
HwvaR—R v v
7Z7—h v
#+&5.7 T Dfte

Hae Fluentd Vector
Jo—nuroFs—4R—+ v v
x86 HR— b v v
ARM #R— K v v
PowerPC R — k v v
IBMZ #rR— k v v/

IPv6 HriR— b v v
QAR DOy 7 )T v

RO Z R — v v
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FE6EZEREDHATOOX YUY TORTLDA VA MN—IL

OpenShift Elasticsearch & Red Hat Logging Operators #7 704 §2 Z &IC& Y. RedHat OO F >
TJHTORTL%EA VA M=)V TEZET, OpenShift Elasticsearch Operator (. OpenShift Logging IZ
&> THEAINS Elasticsearch 7 5249 —%El L. BELFY, AF V% TS X7 L Operator
. OF Y ITRE Yy IDAVR—F Y M flBELVEELF T,

AX > 7% 7Y 75 L% OpenShift Container Platform ICT7 704 § 272D 7O AU TS
nxd,

o LoggingU7YRTLDAMNL—VICHATZEEREE 2HAELET,

® OpenShift Container Platform Web 31> Y —JL, F7=i& CLI Z#{# M L 7= OpenShift
Elasticsearch Operator & & U Red Hat OpenShift Logging Operator D4 ~ X b —)JL

6GALWEBIYVY—J)LZEALAZREDHAT OOFX Y JH T AT LDA VR
b—Jb

OpenShift Container Platform Web 3>V —JL % {8 L T OpenShift Elasticsearch & & U Red Hat
OpenShift Logging Operator 24 Y A h—JIL T2 ENTEET,

R

7 7 #JU kD Elasticsearch A7 2 k7 & L2 W5HE. HNER Elasticsearch

logStore. Kibana visualization O R—% > b % ClusterLogging h1 X% L)V —2R
(CRYDSHIBRTZIENTEET, INLDIAVR—RY NOHIRRIEA T>a VT
N INICEY )Y —RZEHHTEXY, #FMlIZ. Removing unused components if you
do not use the default Elasticsearch log store ZZ28B L T XL,

AR E 4
® FElasticsearch DILMELRKIFZEANL =D H D &5 L F T, & Elasticsearch / — RIZI3H
HBDODAML—=YUR) 2a—LBRBRETHD I EITERLTLEIL,
p= -

KA ML —=2ICO—AIKRY) 2 —L%FERAY 3551, LocalVolume 7+ 7
¥ x4 h® volumeMode: block Tttt I N D raw 7AY IR 2 —A%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R a—LAFEHRATIFEH A,

Elasticsearch & X B —&WB 7 ) 45— 30 TF, T 7 4 J)L b T, OpenShift Container
Platform (X €Y —ERB L' 16 GB DHFIRZRFD 3 DD Elasticsearch / —R%& 4/ VR h—
JL L E9, OpenShift Container Platform / — RD®#D 3 DDt v Ik, Elasticsearch %
PSR —NTERITTEIDICHDRXAE) —HABWVWHEEENHY £, Elasticsearch ICEEET
DAEY—DOBEBHIRELELEBES. BBIE/ —RFDAEY —%BPITDTIEARL, Elasticsearch
J—R&EVSRAI—ICISITEML T,

FI7

OpenShift Container Platform Web 3> Y —JL % {@ A L T OpenShift Elasticsearch Operator $ & U
Red Hat OpenShift Logging Operator 4 Y X2 h—IL 5 ICIE. LTFZEITLET,

1. OpenShift Elasticsearch Operator #4 Y A b—JL L XY,

a. OpenShift Container Platform Web 3> Y —JL T, Operators = OperatorHub =2 ') v &
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$F6EREDHATOOAX VY T RAFTLADA VA M=

LT,

FIFAABEA: Operator M ') 2 kA5 OpenShift Elasticsearch Operator %33R L. Install
)Yy LET,

. All namespaces on the cluster?® Installation Mode TEIRINTWB I & #HEL XY,

openshift-operators-redhat #' Installed Namespace TEIRINTWB Z & =ML

ER

openshift-operators-redhat namespace #1§E€ 9§ 2 MHEHH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & X 3 AREM
MY . OpenShift Container Platform X b v 2 EEUCEZRITX M) v I ZRFAT 5 AEE
EDRH DD, TNICE>THEVELDHBEMELHY X,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, ¥V T7RAY—FE=4 ") JH openshift-operators-redhat namespace
ERNETEDLIIC. COATVaVvERRTIVDEIHYET,

Update Channel & L T stable-5.x Z:#RL 7,

Approval Strategy Z:#R L 7,

® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VORI AAEEIC/A D & Operator * HFIMICEH T T,

® Manual A M5 7Y —|lIE, Operator DB Z KT 57O DFEUREREIBERZ D
A—H—IUETT,

Install 2 ) w2 LET,

Operators - Installed Operators R—(ZH] Y E X T. OpenShift Elasticsearch Operator
DAVAM—IINTWEZEERRLET,

Status #* Succeeded MIKAET. OpenShift Elasticsearch Operator /' ¥ XTD7OY
JMIVRAMKRRINTWEZEEZHRLET,

2. Red Hat OpenShift Logging Operator 4 Y X h—JL L X T,

a.

OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v
LEd,

FIFEABE 4R Operator M ') 2 kA5 Red Hat OpenShift Logging %3 &R L. Install % 7
Vv o LET,

. A specific namespace on the cluster?® Installation Mode TERINTWB Z & MR L

i’g—o

Operator recommended namespace 1" Installed Namespace T openshift-logging
BOTWBIEZHABLET,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
SRNWVERELET, V5 R9—F=4 ") > openshift-logging namespace % IX&E T
XL, DA TVaVvERRTIDLENHY X,

Update Channel & L T stable-5.x #3&R L £ 7,
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g. Approval Strategy Z:#IRL 7,

e Automatic A h 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VORI FAAREICA D & Operator * HEIMICEH T E T,

® Manual A M5 7Y —I[lIE. Operator DB Z KT 57O DEUREREIBERZ D
A—H—HDBETTY,

h. Install 2 v 2 LZET,

i. Operators — Installed Operators R— ICHJYUE X T. Red Hat OpenShift Logging
Operator B’ YA F—J)LENTWBZ EEHERELET,

j. Red Hat OpenShift Logging 7' Status #* Succeeded DIRRET openshift-logging 7’00
IV MIVRAMRRINTWRZEZHERLET,
Operator B’ Y A M—JLiFEH & LTRRIINABWERIC, SSICNSTIVoa—Fav 7
EERITLET,

® Operators — Installed Operators XR— ICHIWE X, Status I TIT S5 —F 7 IZKKD
BEZHIELIET,

® Workloads » Pods R—IZt]Y E X, openshift-logging 70> =7 kD Pod T/
BERELTWHO07DEEEHERLFT,

3. OpenShift Logging 4 Y 2% VY A &R L £,

a. Administration » Custom Resource Definitions R— ICHYIUE X £ 9,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/2 ) v o L% 9,

c. Custom Resource Definition details’*— T, Actions X =21 —»"5 View Instances %
EIRLET,

d. ClusterLoggings R—< T, Create ClusterLoggingZz% ') v 7 LZ9,
T EmIHPALTDITR—V DEFHDPBEILRDIGEDHY X7,

e. YAML 74 —JLRT, O—RBELUTFICBEXHRZF T,

pa

ZDT 7 # I hD OpenShift Logging X EREEDRIEEZYR— T &
NFEINF T, OpenShiftLogging 7 ZRY —ICMA B I ENTEXZER
DFMIE. OF VIV RTFLAAVR—RX VY NOF 21—V B L VEREICHE
THMNEY VERRLTLEIL,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" 9
retentionPolicy: ﬂ
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application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

£ZHaild instance THEZHELHY X,

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEF T 3155
&, T % Unmanaged (BEH) ICRET DI ENKRDODONDBENHY T, 7272
L. BEEBADTFOA4 A~ b& OpenShift Logging A 2 —Y ROREICEIN S £
TEHEZZELEEA

Elasticsearch DR EICHERFZRE, CREFAHALTYy— KDL TV r—> 3 VKR
V—BLUVKBANL—VABRETEZXT,

Elasticsearch B’& 0OV Y — A 2 &FT2HEZEEL 7. BHS L UREEOEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFT, =& x I,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFHEIBRINEST, KO Y —
ZDFRFRY S —%BETIHENHY £T, I8ELARWVWE, Elasticsearch 4 T v
DAFEDY —RICH L TERINEEA,

Elasticsearch / — ROEAIERELF T, ZDOY A MIEHEREEIELTLEI WL,

Elasticsearch A AL =Y DBFEDA ML =V I S ADERIHANLE T, &@EAL/N
TA—TVRAEBBICE, JOVYIRMNL—VBREIYYETERANL—VISAEEE
LEd, AML—Y I FSREH/ELAVWE, OpenShift Logging Id—BFA ML —Y %
FEARALEY,

197



OpenShift Container Platform 410 O¥ > &

o
0

o)

MBEIIELCTCPUBELUAE) —BEREZEBELFT, INODEEZEDFFICTS
& . OpenShift Elasticsearch Operator &7 7 # )L MEZREL XY, chbDT 7+

WHE IS U T Elasticsearch 7AF Y —D CPU B L VAT Y —DHIRB L VOEKR % T
ELET, CNOLDEAZEDFFIZT S &, OpenShift Elasticsearch Operator (&7
T MEEZRELET, TNOEDT 74 MERIFEAEDTTOA XY NTIERE
B EATESIETTT., 774 MEIFR. XE)—ERDFEIE 256Mi. CPUE
KRDIFZEIE 100m TY,

Kibana DEREICHERRE, CRAFERALT. TRMEZEIERT 579 Kibana & X
=1L, Kibana /— KD CPUBLUVA TN —AFRETIZEY, Mz, O
EJa75314—0DFRE 2SR LTI,

Fluentd ME&EICHERFRTE, CRZEHAL T Fluentd D CPU B LU X T —HIRE %
BRETEZET, FMIZFluentd DEREAEZSHB LTI,

pa )

Elasticsearch A¥ hO—IL L —Y /) — ROFABIL3I TY, 345823
nodeCount %#3¥5E 9 %354, OpenShift Container Platform I, ¥ X4 —,
VATV RBLUVT—HO0—ILEFERALT, 3D2OTRY—& LTOEE
MDH B/ — KT Elasticsearch / — REER L X T, BIND
Elasticsearch / — Kk, 7547V hELF—490—-ILEFRALTT—%
DHD/—RELTERINES, avbO—LTL—V/—KiE 1~
TYIADERBLVHEIBR. >vy—RKRDEYHT, 8L/ —ROEHARE
DY SR —2ETOT7IavaERTLET, T—9/—FEPv—R%
RIFL. CRUD, BRR. BLUVEHAREDT—YEEOREEERITLET,
T—YBEEDEEIL, /0. ATV —BLVPCPUEHNBRDEETT, Ihbd
DY —REEHL, RIT/ — KA —N"—O—KFT2BEICT—FH/—RK
BMTEIENEETT,

7= & Z X, nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

AVTYIRTVYTL—MDTS4<Y) —> v+ — ROEUL Elasticsearch
T—8 ) —ROBEFLIRYIT,

f. Create =27 )w o LEd, ChickY, OF VBT RAFLAVER—RY
N. Elasticsearch h X9 L)Y —REQVR—FRV M, BL P Kibana 1 Y9 —7 14 R
MERINFE T,

4. A VA= %R LET,

a. Workloads » Pods R—JICHIYEZF T,
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b. openshift-logging 7OY ¥ N5 ERL F T,
LLFD ) X bD & D72 OpenShift Logging. Elasticsearch. Fluentd, & & Uf Kibana DLy <
DHD Pod RRINBIET T,

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqgzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3nqzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

e fluentd-zqggx

® kibana-7fb4fd4cc9-bvtdp

BAEE R

® OperatorHub 75 M Operator DA >~ A ~k—JL

62.41 VARN—=ILIEDHI RY

Kibana #{#B 9 %354, Kibana D7 —4% %25 L. UL d 574D IC, Kibana 1 7 v V2 /845 —
VBLVETATISAC— 3V EFHTHERT S RENHY FT,

PSR —y NT—=07ONA =By NI =V ODBEEREL TWBHBE, OF VIV AT A
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,

6.3.CLI Z#{EA L/~ REDHATOPENSHIFTOOX >V VY T RFLDA
AM—=IU

OpenShift Container Platform CLI Z{#F L T OpenShift Elasticsearch # & U' Red Hat OpenShift
Logging Operator 4 Y XA h—JL T B ENTEET,

AR E 4
® FElasticsearch DIMMELRKFZEANL =D H DT &5 L F T, & Elasticsearch / — RIZI3H
HBDODAML—=YUR) 2a—LBRBRETHD I EITERLTLEIL,
Pz -
KA ML —=2ICO—AIRY) 2 —L%FERAY 35%551E. LocalVolume + 7

v x4 h® volumeMode: block Tttt I Ndraw AV IR 2 —A%FEHL
" BWT KXW, Elasticsearch ldraw 7Ry VR a—L%&FERATET EH A,
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Elasticsearch & X T =& 7 S5 —> 30 TF, T 7 4J)L b T, OpenShift Container
Platform (F X E ) —ERE L V' 16 GB DHIRZ D 3 DD Elasticsearch / — K& 4 VY 2 h—
JL L &9, OpenShift Container Platform / — RD&RFID 3 DDt v bIZIE, Elasticsearch %
PSR —HNTRITTEIDICHDRXE) —HABWVWHHEEENHY £, Elasticsearch ICEEET
ZAE)—DOREBENIRELLIGE. BE/ —ROXE) —%2EPTDTIEA <, Elasticsearch
J—RKR%&EVSRI—ICEISITEML T,

FI7

CLI Zf#f L T OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator % 4 ~
AM=ILTBICIE. UATEEITLET,

1. OpenShift Elasticsearch Operator M namespace % {ER L £ 9,

a. OpenShift Elasticsearch Operator M namespace 7 7> % k YAML 7 7 1 JL (eo-
namespace.yaml 73 &) = ER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z#E T 2BENHY FE T, X MI IR ED

for-PAN

AN RETDHREMEER CICIE,. Prometheus DY SR —FEZH YV TRI VY
%z . openshift-operators namespace 75 TIid72 <. openshift-operators-redhat
namespace O A MY VR ZPRETZ LD ICKRET 2VENHY FF ., openshift-
operators namespace ICIEEFEINTWARWII 2 =7 1 — Operator & FE N 51
BEMED @ Y. OpenShift Container Platform X ) w 2 EELCEBITA M) v 7 &R
R DAEMDLHZD, ThICL> THEAPELBAREMELHY FT,

Q XFH, V5 AY—E=4 ") > 7 openshift-operators-redhat namespace % I 5
TEDEDIT. TOIRIVELEDLDICIEET Z2HENHY ET,

b. namespace Z#/ER L £ 9,
I $ oc create -f <file-name>.yaml

UFICHZERLEYS,
I $ oc create -f eo-namespace.yaml|

2. Red Hat OpenShift Logging Operator M namespace Z{Em L £ 7

a. Red Hat OpenShift Logging Operator M namespace ## 7 %2 b YAML 7 7 1 JL (olo-
namespace.yaml 73 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
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labels:
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openshift.io/cluster-monitoring: "true"

b. namespace Z{ER L £ 7,
I $ oc create -f <file-name>.yaml
UFICHERLET,

I $ oc create -f olo-namespace.yaml

3. LFRDA T2 =Y bAEMER L T OpenShift Elasticsearch Operator #4 Y X h—JL L £ 7,

a. OpenShift Elasticsearch Operator M Operator ZI—7# 7Yz D YAML 7 71 )L

(eo-og.yaml 72 &) H{ERR L £ 9,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat

namespace: openshift-operators-redhat 0

spec: {}

Q openshift-operators-redhat namespace 8E§ 2 REHLHY 7,

b. Operator ZI—7F 7V MR LZE T,

I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f eo-og.yaml

c. Subscription 7Y Y b YAML 7 7 1 )L (eo-sub.yaml 72 &) Z{ER L. namespace %
OpenShift Elasticsearch Operator ICH 7 X2 54 7L 9,

Subscription DOl

apiVersion: operators.coreos.com/vialphai

kind: Subscription
metadata:
name: "elasticsearch-operator"

namespace: "openshift-operators-redhat" ﬂ

spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ

sourceNamespace: "openshift-marketplace”

name: "elasticsearch-operator"

Q openshift-operators-redhat namespace 8E§ 2 REHLHY 7,
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Q F+ RJLE LT stable 713 stable-5.<x> 2 EELF T, UTOFESA2SHBLT
{EXW,

g Automatic I & Y. Operator Lifecycle Manager (OLM) (ZF738/8—> 3 VDY FI AT 88
IC72 % & Operator Z BEIMICEFHF TE £9, Manual IZI&, Operator DEH % &5R
T E5OOBEYLRMEERZF DI ——DPRETT,

Q redhat-operators =357 L £ 9, OpenShift Container Platform 2 5 X4 —h%, JE#E
MO ZRY—EEFENDE XY NT—IDFIRINAEZRETAI VA M—ILINTWS
% & . Operator Lifecycle Manager (OLM) D& EBFIC/ERK X 115 CatalogSource # 7'
VIl hDERHIZEELET,

pa

stable #1595 &. RFORELLY ) —RORIFTN=2arvyh4 VR
hN—JIL XN F ¥, installPlanApproval: "Automatic" T stable EFE 3 3%
&, Operatar PEFMICRFTIORE LA v —B LTI F—) =2
K7y T L—RKLET,

stable-5.<x> #1EET 5 &, BEDA T+ —1) U —ZADBWAEDT A F—/\—
JavhrM VR M=ILEINZET, installPlanApproval: "Automatic" T
stable-5.<x> Z T2 &, X THELLEXYv— ) —AHNTRHFDELE
X4+ —1Y—2RIZ Operator NEEIMICT v 7T L—RKRIhZET,

d. Subscription 4 7Y o MEERL T,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 > X
h—Eh, V5R9—ROETOY Y MIOE—INZET,

e. Operator D1 VA =)L EERELZE T,

I $ oc get csv --all-namespaces

6l
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
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Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

FNEFND namespace IZIE OpenShift Elasticsearch Operator AR IF NI Y FH A,
N=IaVBEBHPRRIINDIEDEERLDFZAEDHY FT,

4. LFOA 7Y £ b%&ER L T Red Hat OpenShift Logging Operator &4 ~ XA h—JL L £ 9,

a. Red Hat OpenShift Logging Operator M Operator ZIL—7# 7Y 7 D YAML 7 714
JU (olo-og.yaml 72 &) Z/ER L £,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

wopenshift-logging namespace Z¥EET BN HY £,

b. OperatorGroup # 73V MR L XY,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f olo-og.yaml

c. Subscription # 7<= 2 b YAML 7 7 1 )L (olo-sub.yaml 72 &) % {ER L. namespace %
Red Hat OpenShift Logging Operator ICth 72754 7 LY,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

ﬂ openshift-logging namespace #18E 9 2 WELH Y £ 7,
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Q F+ &)L & LT stable 72 (% stable-5.<x> #1EE L X7,
9 redhat-operators #3157 L £ 9, OpenShift Container Platform ¥ 5 X4 —h%, JE#E
MY IR —EEMENZFIRINAERY RT—2IC4 VA M=ILINTWVWBIHE,

Operator Lifecycle Manager (OLM) D& EBFIC/ERK L 7= CatalogSource # 72 = ¥ b
DEFIZEELET,

I $ oc create -f <file-name>.yaml
UTFICHZERLEYS,
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator (& openshift-logging namespace IC1 Y X k—)L &
nxv,

d. Operator D4 VA =LA L XY,

openshift-logging namespace IZI& Red Hat OpenShift Logging Operator A% (3 il 7 V)
FtA, "=V aVEBSHPRRAINDIEDERRDZIFENHY XY,

I $ oc get csv -n openshift-logging

H A B
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. OpenShift Logging 1 Y 2% Y A &EMR L £,

a. Red Hat OpenShift Logging Operator D1 Y R4 Y AA T2 - kN YAML 7 7 1 )L (olo-
instance.yaml 72 &) Z/ER L £ 9,

R

ZDT 7 # ) hD OpenShift Logging X E R EEDRIEEZYR— T &
NFEBINZE T, OpenShiftLogging 7 ZRY —ICMA DI ENDTEZER
OFMIE, OF VIV RFLAAVR—FI Y MOF 21—V I BLUREICH
THMNEYIEHRL TSIV,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
spec:

managementState: "Managed" g

logStore:

type: "elasticsearch" e
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retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ﬂ £ZHaild instance THEZHELHY X,

9 OpenShift Logging DEEIREE, OpenShift Logging DT 7 # )L MEAZEE T 3155
&, Zh%x Unmanaged (BEA) ICRET DI ENKRDONDBENHY T, 7272
L. BEEADTFOA A2 b& OpenShift Logging B 2 —Y ROREICEIN S £
TEHEZELIFFA, TTOMA VM EIR—Y RORBICET &, MALEEN
TICRINZ RS HY £7,

g Elasticsearch DR EICHERRE, DAY LYY —R(CR)ZFEALTYv—RDL
TV5—=2avRY Y—BLUVRBAMNL—V%RETEET,

Elasticsearch B8& 0OV Y — XA &2 xF T 2HEZEEL 7. BHS L UREEOIEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& &2,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFBEIBRINET, OV —
ZDFRFRY S —%BETIHENHY £T, I8ELARWVWE, Elasticsearch 4 T v
DAEEDY —RICH L TERINEEA,

a Elasticsearch / — RO ATELF T, TDY A MIEESFRAERL TLEIL,
@ Elasticsearch A NL—V DBBEDA ML —U IS 2DGHE AN LE T, i@/

TA—TXVRAEBBICE, JOVYIRMNL—VBREIYYETERAMNL—VISAEEE
LEd, AML—Y IS RAEEELAWVIEE,. OpenShift Container Platform (& —HB¥
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A ML =Y DHD OpenShift Logging #7701 LT,

MBEIIECTCPUBELUAE) —BEREZEBELFT, INODEEZEDFFICTS
& . OpenShift Elasticsearch Operator &7 7 # )L MEAZREL XY, chbDT 7+
IWMEIKIFEAEDT 704 XY FTIHBBAKFERTE2E9., 774/ MBI,
AEY—BRDIFEIZ16GI THY. CPUEKRDIFZEIE 1T,

WHEITS U T Elasticsearch 7AF Y —D CPU B LU AT —DFHIRS L VEKR %R
ELEFT, INOSDEEZEDFFICT % &, OpenShift Elasticsearch Operator (&7
T MEERELET., TNODT 74 MERIFEAEDT IO XV N TIEH
B ERTEBRRTTT., 7740 MEIR, XEY—ERDIFEIF 256Mi. CPUE
KDIGEIE 100m T,

Kibana DEREICHERERE, CRAFERAL T, TRMEZHEERT 579 Kibana & X
—1) L., KibanaPod D CPUB LA T —ARETTZEY, ML, OJE
TJaFP7F7A T —DFRE 2SR L TLEILW,

Fluentd ME&EICHEARIRTE, CRZEHAL T Fluentd D CPU B LV X T —HIR %
BRETEET, FMIZFluentd DEREAZSHBLTLEI L,

pa )

Elasticsearch AY hO—ILTFL—Y /) — ROFAIL3I TY, 345823
nodeCount 238§ 535 4&. OpenShift Container Platform &, ¥ 24 —,
VATV RBLVT—HO0—ILEFERALT, 3D2OTRY—& LTOEE
MDH B/ — KT Elasticsearch / — REER L X T, BIND
Elasticsearch / —Kix, 7547V L F—490—-ILE=FRALTT—%
DHD/—RKRELTERINES, avbO—LTL—V/—KiE 1~
TYIADERSLVHEIBR. >vy—RDEYHT, 8L/ —ROEHARE
DY SR —2ETOT7IavaERTLET, T—9/—FEPv—R%
RIFL. CRUD, BRFR., BLUVEHAREDT—YEEDORIEEERITLET,
T—YEEDEEIL, /0. A E) —BLVPCPUEHNERDEETT, Ihbd
DY —REEHL, RIT/ — KA —N"—0O—KFT2BEHICT—FH/—RK
BMTEIENEETT,

7= & ZI1X. nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

aspalt
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

AVTYIRTYTL—bDTZ4< Y —> v— ROFIZ Elasticsearch
T8/ —ROBEFELLRYZET,

b. 1 VAYVRAAEERLET,

I $ oc create -f <file-name>.yaml
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UFICHZERLET,
I $ oc create -f olo-instance.yaml

Zhic&Y, OX v I/H4 TV RF L2V R—% >V~ Elasticsearch h X9 A1)V —2 &3
VIR—RZV M, BLUKibana M VY —T A ADERINFE T,

6. openshift-logging 7OY Y NI Pod #—&XRRLT. 1 VAM—ILEZWRIELET,

MDY ZARDEDIT, Logging 7Y AFLDAVR—FY M®D Pod AWK DHARTRINE
EE

I $ oc get pods -n openshift-logging
el

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigb6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

6.4 1 VARN—ILEDY RV

Kibana #{#H 9 %5354, Kibana DT —4% %A L. UL T 574D IC, Kibana 1 7 v 2 /845 —
VBLUVEYATIAE—YaVvEFHTERT 2 BEIDHYET,

PGSR =y RD—=0TANA YT =Dy NT—IDDEEERL TWBIFAE. OF VIV AT A
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,

6.41.Kibana 1 VT v 7 ANH —VDEHE

ATy AN =i, ARIET ZHEDH 5 Elasticsearch 1 VT v I A EEHL F T, Kibana T
F—HEMEL, ARILETDICE. A VT IRNRI—VBERTDIREIDHY XT,

Gl s

e Kibana Tinfrab L Waudit1 7 v I R%ERRT 5IIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/4IXWMAOO—ILDINETY, T 7 7/ ~D kubeadmin 1 —
H—IZIE, INSDA VTV I RERRT BIZODBEIR/N—IvavhHyYETd,
default, kube- & & U openshift- 7OY 7 hTPod 8L VOV AERTTEBRHEIC. Th
SDAVTYYIRIITIEZATEZETTY, UToav Y RaFERALT, BEOI—H—H
WUIRNR—I v a3 VvaEF oTVWEHNEINEHIRTEET,

I $ oc auth can-i get pods/log -n <project>
Hh
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I yes

R

BEEOJIEX. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRAIREINFEH A, Kibana TEEOV%ZXRAT 5IC1E. O JERE AP
HEALTCEEO/O default HA%EFERT /N1 TS5A VARET 2HELDH
l’) i’a—o

® FElasticsearch R¥a XV ME. A1 VTV I RNY =V BEERT BREICA VYT Y I RETEIRE
PHYET, CNIEEFHNICETINI TN, FIRFLEEFRINLI T RAY —TIIED DR
OO BEEEMELHY £9,

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
E

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0y
L. Logging #ZERL £ 7,

2. Management - Index Patterns — Create index pattern% 2 ') v 7 L TKibana 4 Y7 v 7 R
N =V R LET,

o Fi1—H—(F, FOVII MDOJAEERT 27/HIC, Kibana IZfIHTOT 1 V§ BEEIC
AVTYYIDANY =V FHTERT D2BENHYET, 2—F—Idapp &\ D ZFIDOA
VTY YRR =V EER L., @timestamp B 7 1 —)LKAFERLCaOVYFF—0O7%
KRR DUENHY ET,

o THI—H—(FZFTNZTN, KRNI Kibana lIcOV 1 VT BHEIC. @timestamp BE 7 4 —IL
FaERALTapp. infras&Paudit1 7y I ROV Ty I RN —VEEHRT B
ENHY T,

3FRA VTV IRNRNY—UH 5 KibanaDEY 2754 £— 3 > (Visualization) Z/ER L £
ER

6.42. XY ND— VU DHHEABICINTWBRBEAO AT MNEIDNS T4 v 9D
)

VSR —Fy ND—=0TONA =Ry NO—V ODBEEBENCT 2TEENHY E T, ZDIH
A. OpenShift Logging IC& > TF 704 I3 Operator ’EEN 270V NEDXRY T —2
NST4v V%S 2URENHY FT,

XY NT—ODONEIE, B3OV MIHBPod BLUVH—ERBORY NT—J 5T 1y
2%70v 92 LEY, OF T X7 A%, OpenShift Elasticsearch Operator % openshift-
operators-redhat 7O =7 MZ4A > X b—JL L. RedHat OpenShift Logging Operator %
openshift-logging 70y =7 MIA YR M—ILLET, LEN>T. Ihs22o070Y ) NED
N2T4v V%A RENDHY XY,

OpenShift Container Platform (&, 2 DDHR— MFRD A TS 3> %7 7 )L b D Container Network
Interface (CNI) ® v k7 —% F0O/31 4 —, OpenShift SDN & & 1" OVN-Kubernetes FHICIZHE L £
T, INS2207ANA Y —FIFIELQRY NT—IDBRY) O —%2ERRLFT,

OpenShift SDN IZIE 3 DDE—KH'HY E T,
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network policy (XY h7—2 R > —)

INETI7AIME—RIIRY IS, RYUTY—DEREINTULRWZEEIZ, IXTDOIZTa VY
EEHFHLET, £EL. 2 -—DRIVY—%ZERTDHE. BERIRTOMNS 71 v I %ER
L. fiA%EMLCRRBLEYS, COTOERTIE, EA4%70Vc7 MTEITIATWET Y
F—2avhRIET 2AgELHY £, TDEH, R D—%ZBARNICEEL, 120O0F Y 7
EO7OV) Moo O I bADegressDhZ 71 v I &FATLET,

multitenant (¥ ILFTF >V b)

ZDE—NRIE XY M7=V DDBEZRGTLET, 2200FJEEDOTOY Y M afEEL T,
o770V NED NS 74 v 0 EFTLET,

subnet (7% v k)

CDE—RTIE, IRTCDIMS T4 vV %58FTLET, Ry MNT—ODBIZETLEHA, 77
YavIIRETY,

OVN-Kubernetes [ EIC Xy hT—I R > — R LE T, TD/H. OpenShift SDN DIFE & [E
RIS, RYO—%BARMNICEREL, 120O0FX Y JEEOCTOV I MASMOTOT Ty hAD
egress DNZ 74 vV %HRATI2HENHY T,

FIR

e multitenant €— KT OpenShift SDN 2 L TW3HAIE. 22070V /7 MISmL
T, UTFICHZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

e F7lE. network policy ® OpenShift SDN & & T OVN-Kubernetes D& &, L TFDERIE%
EITLET,

a. openshift-operators-redhat namespace ICTNILERELF T, UTFICHERLET,
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat. openshift-monitoring. # & Uopenshift-ingress70O0> =
2 b D5 openshift-logging 7OY 7 hAD AN %EFAI S 5. openshift-logging
namespace IC®xY N7 —0 RS —F TV MR LET, UTICAHERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
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matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

BEEE IR
¢ XY KNT—=URYI—IZIDVWT
® OpenShiftSDN 77 #JL K CNI xy hT—2 IO —I1onT

e OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & b7 —4 FO/84 ' —|(C
2W\T
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F7EOAXVI/FaM AV MO

X5
wi

F7EOX VT 7O04 XY NOERTE

71O SR9—AFXF VT HRYL)Y—ZIZDWT

Red Hat OpenShift DOX > JH# TV R F L%F&RET %11d. ClusterLogging 7 2% L) Y —2X (CR)
HHNRAIIAXLET,

7.1.1. ClusterLogging A RX % L") YV —RITDWT

AFXF Y IHTORTLAREBICER %A %IC1&. ClusterLogging 124 LY Y —2X (CR) Z/EH&H L O
ZTELFY,

CROEMZFERIZEEAEICOVNTIE., TORFa XY NTHEESRBINET,
ROBIE, OF VT TORATLD—EHBRARAIY LYY —RERLTWVWET,

ClusterLogging h A4 LAY Y —X (CRD) DY~ 7L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
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memory: 736Mi
replicas: 1
collection: G
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR O #&Hild instance THEIMLELHY XT,
CR |4 openshift-logging namespace IC4 Y A h—ILINZHENHY X,

Red Hat OpenShift Logging Operator O EI2{KAE, Unmanaged ICEXE T % &. Operator 4
/_.R_ I\ﬁ%%t 7:’: L) N E%ﬁ%ﬂﬂ?@ L/ iﬁ/\lo

RER)Y— /=R VY —RBRBLVHRELVCRA M=V SRBEOOATR NT DR
'-.E-'-O

)Y —RBERBLVCHEIR, Pod L T ARG EDEY 2754 F—DRE,

)Y —ZBRBSLVHRZEZZTCATIAL VY —DRE,

Q® 0 09

72. 00X /L9495 —0DEFE

Red Hat OpenShift DAF Y IV H TV AT L, V5 R9—moARL—2aveET7T)r—2 300
J%INE L, KubernetesPod & 7AY TV MXYT—HTT—4%5BIELLET,

O73LJ89—DCPUBLIVUXEY) —HIRRZEREL., OV L V49— Pod ZHED ./ — NICHEE) TX
F9., OV VI TEHR—MINZTRTODEEIE, ClusterLogging TR Y L)YV —2R
(CR) ® spec.collection.log.fluentd 24 > & FEH L TERITTZET,

721 Y R—FINBEE

Red Hat OpenShift DAF >V JH T RAFLEFRET BDICHR—FINTWBEHERK, TORFa
AV NTHBAINTWEA T avaFRALTRETSIETY, TR— I TWRWBOREIXE
BLBRWTLCREIW, BED/NSH A LH OpenShift Container Platform 1) J —XABTEE I N 5 A8
EAHY., COLIRBEEIF, BEDITANTOATEEIHEINTVWBIZEDOABEYNICKHETEET,
AETHHAINTWRERELUANDEREZFAT 2355, OpenShift Elasticsearch Operator $ & U Red
Hat OpenShift Logging Operator =2 %A T 570, EENABIFEKDNE T, Operator (&7 7 #
WA TEEINLREICTRTRLET,

R

OpenShift Container Platform K¥ 1 X > M TERIAINh TWARWREZERITT 5 BED
H % % E. Red Hat OpenShift Logging Operator X 7z & OpenShift Elasticsearch
Operator = Unmanaged (BIEN) ICRET 2 HELFHY T, EIEH D OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZELEEA
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F7EAOX VIO AV VOEE

7.22. 0> 47319 %— Pod DR~

Fluentd BF¥ > 7L V48 —Pod BLUZENOLARITINTVWERIGT S/ —RERRTXET,
Fluentd ¥ > '3 L 7 4 — Pod |£ openshift-logging 7O 7 hTOHERITINZE T,

FIR

e openshift-logging 70> Y N TUTDIYY KEETL, Fluentd AF¥F >~ L 49 4% — Pod
EETNLDFMERTLET,

I $ oc get pods --selector component=collector -0 wide -n openshift-logging

H A B
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

723.073L 949 —CPUBLUXEY —4IRDBETE
O7aL 24—t CPUEXEY —4IBROBA~NDHAEAHTLE T,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0

memory: 736Mi
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requests:
cpu: 100m
memory: 736Mi

@ LBERUTCPU XEY—HIRBELUBRZIBELFT. RRINBEET 7 4L M8
T‘a—o

724. 007470 — 8 —DaERERTE

Red Hat OpenShift DAF >V % 7Y X7 AICIE, Fluentd AJERED/N T # —I VA% LT 2720
ICERTEZEBOD Fluentd RS X = —DEFNTVWET, TNHDNRFTA—Y—%FHTDE. LU
TO Fluentd DBIMFZZEETE XY,

o FyvUIBLUVFVYvIYIDNYy T7—H4A4X
o FvUIDISyIaAEME
o FvUUELEDBHITEME

Fluentd I, F¥ 29 EWHEBE—DBlob TAYT—9%NELZET, Fluentd B’F v > 7 % ERR T B8
IS, FY UV RT—IJ ILHBERBINET, TITFvy VIR T—9T—HIRYET, Frv
IR —WICRB E, Fluentd idF v V7% X¥a— IIBHLET, TITFY I3 75vy > aEhdE
M EELRICEZAFNEGETERBINET, Fluentd ik, XY F 77—V DRIEPEELETOREDRH
BREDIFIFRERTF YV I52 75y aTIRVWEELrHYET, FYy VI %5759 aTE
BRWGEE, Fluentd IEREBYICT7T S v ax2BaRTLET,

OpenShift Container Platform @5 7 # )L b T, Fluentd & I8EBEBM/ Ny 4 7 AixAFERALTY
Sy arBRITLET., TDBAE. Fluentd id75v Y1 %2BRTT 2 THET 2% 2&ICL
F9, Thid, EEENDOEREREBSTOICERIEET, EHRNNv /X T7EEMIL. KDYICE
WG BATAHZZEATEIT. IhiE BECERTF vy 7075y a2BATLETS,

INLDONRFA—F—F, FERBERIL—TY NEDO ML —RF 7 2HITT 2DIKIBET,

® Fluentd DRI —Ty NEFELTZICIE., TNO5DNRSX—9—5FHALT, LYKIL
Ny I 7—BLV0F21—%BFEL. 75y Ya1%2EEL, BREITOBRBORCERET SR I &
T, XY NT—ORTy MIERSOTZIENTEEY, LYUKEANY T7—ICIE/— KD
T7AIWVVRTALATEYZ OBEENMVEICRDZZEITEFRELTLETY,

o FHFHRIFEMEWSEICRELT ST, NIX—F—ZFALTICIKT—FZEEFL. Ny
FOEBZELORL, F21—&NvT77—DRILT, SYBEICTS Yy 18I UBRITEZR
ATEZEY,

ClusterLogging 1 2% 1s1) Y —R (CR) TUUTFDNRS X =4 —%FHL T, FvrrI6LV075vva

EMFAERRETEE T, RIS, XS A —4F —IF Fluentd THERT 78I Fluentd BRE~Y v FICEHEIMIC
EBIMINITT,
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P2
INHDRT A=Y —DRFHIETOREY TY,

o FEAEDI—HY—ITIZEAEYNDHY FEA, TT7 I MEET. EHRBICEW
NI =X VADEBLNBIETTY,

® Fluentd BESLUVN T+ —I VY RICEATZEFELWH#EAF > LRI —F—DH
bfﬁ%r\‘j—o

o NI7F—IXVRFa—=—VvIDH%=BENELEY, OF VT OMERICHELRS
iBTERHY FEA,

KR7IIBER Fluentd SBE/NSA—4H—

T4k

chunkLimitSize EBEF vV IDERYA X, 8m
Fluentd (D4 XITEST B &
F=IDF vV INDEZXIAH%
fZIELE Y, RICZ. Fluentd (&
FroohFa1—|IEEL. FIR
DF vV I EREET,

totalLimitSize 27F=IBLVF21—DEEYA 8G

ATHB1NY 77 —DiIm KA

o Wy T 7—H A INZDES
#BAid&E, Fluentd I35 —49 D
FryrI~DEMZEFLEL, T
F—EHLTEKRLET, Frv
TILRWTF—=FIETRTERDbRE

ER

flushinterval FrooDT7ZyvYa0ER. S 1s
@) m ). h @), Fhi
d(BE)2#FHETEEY,

flushMode 75wl anRITY A% interval

e lazy:timekey /X3 X —
H—ILBEDWTFv V)
#77vialxE
¥, timekey /X5 X —
Y—%EBITBHIERT
XEtH A

e interval: flushinterval
NS A—=H—ICTEDWT
FrooHTSval
x9,

e immediate: ¥ —% %
Fv o UIlBmMET I
FroO&5T75val
£9,
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flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

retryWait

216

FYIDISYT1EERTTD
ALy RO, ALYy RO A
PFE, TSYVADAL—T Y
rAZEL., Xy N7 —0 D5
BN IERTICRY T,

Fa1-—N"N—MIIRdE Frry
EEIRLUTDELD LAY ET,

e throw_exception: O/
ICRRINDH050 % FK4E
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFvY
HEIELET,

e drop_oldest_chunk:
M2 EFYv T
FTANSD=HICREHL
Fryro&ROyFLE
T, aVWF ¥ I DEIR
FLOWFr o LYEN
ILRY T,

exponential_backoff B 1T
EDRKERE (FEAL),

759 allkBY BIGEDHER
ThHE:

e exponential_backoff:
75y 10BRITOM
REEPLET,
Fluentd
I%. retry_max_interv
al NS A—F—|TET D
FT. ROATETICHF
e BEEZE 2BICLE
ERS

e periodic: retryWait /%
TA—=H—ICHEDVWTT
vy azEHRNICER
TLET,

LO— RAEINZENCERT
= H A B R ABERER.

RDFv VDI Z91ETD
iyl (R EAL),

T4k

block

300s

exponential_backoff

60m

1s
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X5
wi

Fluentd F¥ 7 D54 794 7 ILOFEMIL. Fluentd KF a2 X > b®D Buffer Plugins #2RL T &
T LY,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) Z#fR&EL X7,
I $ oc edit ClusterLogging instance
2. LTFDONS A= —%BMELRFIERELET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

BF vV I)DBEATAXEIEELTHL, 7Ty PaflIl*Fa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYo DT Ty a1%xRITTEHAEZIEELXT (lazy. interval, F7l&
immediate),

FroIDI7S5yYalFHIDZIALY NKOBZIEELE T,

Fa1-—D—MNICRBBEDF v~ U DEMFEZIEE L FJ (throw_exception. block., X7
l& drop_oldest_chunk),

exponential_backoff ¥+ > VD7 Z v ¥ aFAEICDODWTHRARDER (WEA) ZEEL X
ER

FrrODI7ZvantkBT 2HBEDERITY 1 7 (exponential_backoff & 7= (3
periodic) Z#iEE L ¥ 7,

RDF v IDT7ZvaXTORR (FEAM) Z2FBELXT,

Fr IRy T 7—DAYA A %=BELXT,

OO0 & 9 90 600

3. Flunentd Pod BT 704 SN TWB I EEHERALET,
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I $ oc get pods -I component=collector -n openshift-logging
4. FIRDMED fluentd REY Y TICHBD T EAHALET,

I $ oc extract configmap/fluentd --confirm

fluentd.conf Ml

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT] || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

7.25. 577 # )L M@ Elasticsearch O A N7 A2 FHALAWEEORFEHADOD IV R—X
v b DHIRR

EEEN AT Y —RKNR—=F 1 —DAJTANT7IZEEL, T 7 4L MO Elasticsearch A A N 7 % (&
FLAWESIE. OFX VT IS529—D56WL DHADKRFEHRDIVR—RY NEYIBRTEET,

DFY., T7#I)L D Elasticsearch Y 2 k7 & #H L7aWGEEIL., ABEB Elasticsearch logStore,
Kibana visualization O > 7R—% > k% ClusterLogging 1 X% 11) YV —X (CR) " HHIBRTE X9, &
NSDOIVR—FY MOHIRRIEA T2 a v TEA. ThITLY )Y —REHHNTEET,

(1} =355
o OJ7#7—4—H"0OJT—4%%7T7+)L DAL Elasticsearch 7 5 A H —ITEFE LAV &
ZREELET, OJEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL
9, NI default Z3I5EJ % outputRefs EFHA AW & 2R L F T, UTICH %R
L/ i’a—o

outputRefs:
- default
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DIk

==
[=]

ClusterLogForwarder CR "0 27— 4% % REB Elasticsearch ¥ 5 X 4 —l#nik
L. ClusterLogging CR » 5 logStore IV R—% > M &BIRkTZELET, 2D

A, REB Elasticsearch 7 S A Y — 3O T — 9 5 RETE-HICKRTIINTE
Ao TNDHWNE, T—IDNKDNDAEELHY F T,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) 2fR&EL £ 7.

I $ oc edit ClusterLogging instance
2. TNLAEET BI55 L. logStore, visualization X 4 > #'% ClusterLogging CR H & Bk
LEY,

3. ClusterLogging CR @ collection 29 Y H#%Z{RFL X T, HERIFLULTOHDEL D ICHRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
spec:

managementState: "Managed"
collection:

logs:
type: "fluentd"
fluentd: {}

4, ALY H—Pod HBT 7O INIEEBALET,
I $ oc get pods -I component=collector -n openshift-logging
BEfEIR
o OJDY—RN—=FT 14—V AT LNDERIE
73. 072 NTDRE

Red Hat OpenShift DO X > 7 H 7Y X 7 Lld, Elasticsearch 6 (ES) 2R L TRV TF—4 2R EH L
URELET,

AJZARTICMABIEDTEZERICIE, UTFAEFEFNET,

® Elasticsearch 7 2 A% —DA KL —,

o Vv—REIVSRAY—HNOEBDT—4/—RIZLTIVTr— S 2HE(RZLER/LTYr—2 3
YOS L ) r—2a v LET),
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® Elasticsearch T—9 ~DHET IV R

Elasticsearch & X B —&#MB 7 Y5 —> 32 TY, THETND Elasticsearch / — KIZ

i&. ClusterLogging 712 % L)Y —RXTEELRWRY., XEY —ZEXRBELCHIBROEAIC16G L E
DAEY)—HIBETY, {HIERED OpenShift Container Platform / — KM+ v k&, Elasticsearch 7
S2AY—BEHR—MNTEDICFPRAXITIEAVEAL»HYET, ZOHE. HEINZ Y1 UL
DA E') — (& Elasticsearch / — RIZHRK 64G) AL TEITTX 5 & DI/ — K% OpenShift
Container Platform 7 5 24 —IZBINY 2 EAH Y 7,

£ Elasticsearch / — RIZZNLVIEWMED A TY —RETEEMEL T . ChIXEHREREICITHE
BIXInFtHA,
731EBEO/DOOY R N7 ADERE

7 7 # )L N T, OpenShift Logging TIXEEZE O ¥ % AERD OpenShift Container Platform Elasticsearch
AJZARTIRTFLEEA, Kibana TRRT24E, BEEOJZIOOJRAMNTICEETEEY,

EEOJ%T 7 4L MORWER Elasticsearch DY A N 7ITEET B ICIE,. Kibana TEEOVAXRTRT S
BRE, OVEEAPI A FRTI2HELHYET,

BF

MER OpenShift Container Platform Elasticsearch AZ A 713, BEEO VD EF a2 74
AMNL—YVERHLIFEA, BEEOTZEET 52 AT LADEBISE L CBFOREICE
AL, BYICEF2Y T4 —DREINTVWE I & ABAL 9. Red Hat OpenShift
OOFVITHTVRTLIE, ThODOBFNTERLTVEEA,

FI7

O J#5% APl % {8 L TEE O &V A RER Elasticsearch 4 Y A9 V RITERET BICIE. UTFEETLE
_a—o

1. ClusterLogForwarder CRA 73 =V N2 E&HT 2 YAML 7 7 M L EERREIEREL F T,

o IRTPHOYHA T%ARER Elasticsearch 4 Y A Y V AICEIET B7-HICCREZEK L F
¥, TEESTICUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

RATSAVIE, BEIWAEAAFERALTEETZO7D091 T2EHELEFT, T
74 MOHEAIE. O % KNI Elasticsearch 41 Y A9 V AUCEELF T,
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F7EAOX VIO AV VOEE

RATSAVDIDDITRTDYA TOOATHINA TSAVIHEET BZHE
BRHYET (TTIr—>av, AVISANSIFv—, BLVER), O
TORBBEAEEELLRWVES., Thoon 3 REEINT., £bhhxd,

.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: elasticsearch-insecure

type: "elasticsearch"

e BI#Z D ClusterLogForwarder CR 1'% 3155, /X TS5 VABEEQ I DT 7 4L MY
NEMLET., 774 MNDOENEERT IHEEHY FEA, UTICHIZRLET,

url: http://elasticsearch-insecure.messaging.svc.cluster.local

insecure: tfrue
- name: elasticsearch-secure
type: "elasticsearch"

url: https://elasticsearch-secure.messaging.svc.cluster.local

secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

DI TSA ik, B8RS VRV RICINA TEE QO Y % RNER Elasticsearch 1 >~

HYURIEEFELET,

o OJEXAPI DFMIE, OTImEAPI ZEA L0 DX Z2ZRLTLLEI W,
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7.3.2. O JRFEFE DR E

F 74 )V ND Elasticsearch QA NTPHNA VY ISANSOFv—0O7, 77V r—aray, EF
OJREDIDDOTY—ADA VT v I A% FET2HBE2EET 2 REFERY>— 2RETEF
-a—o

REFRY S —%RET BITIL,. ClusterLogging 7 R ¥ L)Y —2X (CR) IC&O Y'Y — XD maxAge /\
A=Y —%HZELET, CRIFTNSDIE% Elasticsearch A— LA —/N—R T a2 —)LICEA L.
Elasticsearch A=A —NN—A VTV IV A %HIBRT DM IV I HRELET,

Elasticsearch (34 T v 2 2&O—I)LA—N—L, 1 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA Ty IV REBEL, FRA VT v I REFEKRLET,

e 1 V7w Rl Elasticsearch CR @ rollover.maxAge &L Y £ HWMEICARY ET,
o AVTYIAYAXIE, 40CGBx TZA4TX Y=+ —ROBLYBERELARY T,
o (VT YIADdocHE, 40960KBx*x 54 <) =Y v —ROHLYERESAYFT,

Elasticsearch |, BRET2EREFRY v—ICEWTO—IA—N—AVFyv I R5HKBLET, OF
Y—ADRFRY =R LARWNGE, OJET 74 MT7 HEICHIBRINE T,

AR

® Red HatOpenShift DO F > 74 7 X7 s & OpenShift Elasticsearch Operator A ~ X b —
WENTWBRENHY X,

FIR
A7 DRFREZRET DICIE. UTFZ2EITLET,

1. ClusterLogging CR % ##% L T. retentionPolicy /X5 X —4% —%EMT 5h. TELZET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &2 RFT 2REEZEE LT, BERS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALET, 7z& A 1H
DHZEIF1d ICARY 9., maxAge &Y EHVWOJISHEIBRINE T, 74/ 8T, OF
&7 BEGRFEINE T,
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2. Elasticsearch 7 2% L)Y —2 (CR) CRRE.AMWIATXZT,
7= & Z £, Red Hat OpenShift Logging Operator &L F® Elasticsearch CR =& #7 L. 8B
BIEIWKAYISANSVFYy—AIDTIT4TRAVTY I R%20—)bF—/"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—0 7 BEICHIRIN 2B ELESTHEFRY
O—%ERET S ELFET, OpenShift Container Platform (Z 150 Z&ICF v I L. 1 VT Y
JREA—IA—N—F2REBNHZINEIDEHRILEFT,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h 9
pollinterval: 15m

BEOVY—RIIDWT, BERYS—F, 2OV —2007&8B/0—LF—~—F3
Y43V IERLET,

OpenShift Container Platform A — LA —/X—3NicM VT v I A %=HIRT 33568, &
DR EIE. ClusterLogging CR ICEZE 9 % maxAge ICRY £9,

ATy P 2%&O— VA —/N—F BEIZEET % OpenShift Container Platform DA ~
T v 28R, ZD{ElX. ClusterLogging CR ICEXE T % maxAge ICEDWTREI N
7,

OpenShift Container Platform PAVTYIREOQA—INF—N—F2UEBENHZHED D
EFIVvISR%BE, COBREEFTIAINNTHZHD, BEETEEEA,

o @@G

pa )

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)—IIWTTZT
NTDZEHEIF ClusterLogging CR TIT O MEMNHY £,

OpenShift Elasticsearch Operator I& cron ¥ 3 7% 5 704 L. pollinterval ZFEALTRY
Va1 IINBERINLERY Y —EFRALTEYYEY DAV Ty I REO— LA —/"—
LE9.

I $ oc get cronjob

H B

I NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
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elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

733.0ZANT7DCPUBLIUXEY) —EBBRDEZE

TNEFNDIAVER—F Y MEFRIE, CPUEXEY) —BXROBANDREEAZHFATL 9, OpenShift
Elasticsearch Operator IJIRIBICE L/ EARET 27, INOLDEAFHTRETIHNEIIHY
A,

pa

KIFER Y S5 XY —TId, Elasticsearch 7AF S —AVFF—DT T #IL MDA E —
FIRAR+DRBELHY., ChnICLY, 7OF>—TYFF—H OOM IC & BiEHIHE
T (OOMKilled) NEL £ ¥, ZDBEHIFE L2HFEIE. Elasticsearch 7O F > — D X
EY—BRBLVHIRESI S LIFTET,

# Elasticsearch / — RIFZNLVIEWMED AT —RETEEEL T T, ChidEHRERETDT
TOA4 XY MIEHE ShTWEHA, ERERECTERT 2568 T 74D 166G &Y HME
WEAZ Pod ICEIY TR EIFTEFEA, Pod TEICEY Y THELRRKIEIX64GI THY., D
EHEDHT, TXBRITZLDAE) —%BNYLHTEZIEEHELET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators '1 Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g

memory: "32Gi"

requests: €

cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
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memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. NOOEBEROIFIILT B,
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELET, IhoDFT 7+ )L MEE
FEAEDTTOAAY PTIIBERKFERATEZET T, 774 MEIE, XEY—
EXRDIGFEIF16GI THY. CPUEKRDIZEIL 1 TY,

Pod MERHETEX3!) YV —RADRKE,

Pod DR Y 2a—ILICHER/NEDY) V—2Z,

- -

MBI U T Elasticsearch 7AF Y —D CPUB LU A TN —DFHIRB L VEKREIRE L
F9, CNODEEZZDF FICT B E. OpenShift Elasticsearch Operator (&7 7 # )L ME
ERELET, INSDOTF 74 MERKIFEAEDTTOA XY NTIIREBRLFEATSE
52FT. T7AIMER, XEY—BRDFAE 256Mi. CPU ZKDIHZEIE 100m T

ER

Elasticsearch X ) —DE% AT D& XE, BXR & HIR OmAICACEAFATIHELNHY
-a—o
DRI E=RLET,

resources:

limits: 0

memory: "32Gi"

requests: g

cpu: "8"
memory: "32Gi"

Q Y —2DEAE,
©® ESIROE.
Kubernetes I&—#&MIICIE / — KRDEREICHEL., Elasticsearch WMEEINAGIREFHET S Z & 557

LEtHA. requests & limits ICRAICIEAERET 5 Z &IC& Y. Elasticseach NBER X T —%FER
ICEATESEIICLET FIRTRERATY =D/ —RIZHB I EEFHRELET),

734 O0RANT7DOL ) r—o3aviRYS—DERE

Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—49 /—RICL TV — T2 HEEEHETCEET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit clusterlogging instance
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apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" 0

ﬂ Sy —RFORRMR) Y —ZHEELEY, EEORFRICEENMERAINIT,

® FullRedundancy:Elasticsearch i, &1 VT Y I RADTZAI Y =+ —REFTART

DTF—H/)—RICZL2IL TV T—hLET, ThIIESLRILOLZEHMERELE
TH. BREDT A RAIDRBEERY, RT7F—TVRTFELRILIZHRY T,

MultipleRedundancy:Elasticsearch (&, &1 VT Y I ADT 547 )—>v— K%
T—8H ) —ROERICEL2IL T = LET, Thid, REMENRTr—T V2R
FOBER ML —RAT7ERHELET,

® SingleRedundancy:Elasticsearch &, &4 YT Y IV RADT 543 )= v— KD

E—%12FHRLET, 2DO2UEDT—4% /—KAEETBRY. OJIEEICFBT
BENDOERRETY, SULED/ — FZEFERT 55EE. MultipleRedundancy &V %
RI7 =X VAR RBRYET, TDRY V—I&, B— Elasticsearch / —RKDF 70O
A AV MIGBERETEZHA.

® ZeroRedundancy:Elasticsearch l&. 754 <Y —Yv—ROOAE—%/FRLEHA,

J—RHPEBEIEFLIEFERBLAGEE. O EHBARTERZH, Kb b AL H
YET, REMLVENRTA TV REERT 2HEY. MEDT 1 XY /PVC /Ny
9Ty T/ETANSTI—RELTWEHBAEIE. COE—RKEFHATEET,

pa )

AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —4 / — KD
MEEZELLLRYET,

7.3.5. ElasticsearchPod D 25— L&' ™9 >

7 5 A4 —ND Elasticsearch Pod 8% # 59 &. T —4 8K Elasticsearch /N7 # —< V AHWET
THAEMELIHY T,

2=V EBGEEIF. —EIC1IDDPodDAT—IE IV L, V53RA9—DOv—RBLUVL T
JADVNZ VY RERTTELELDICTIMENHY £, Elasticsearch DNV R X T —4 A1 green
ICRIN/EIC. BIDPod TRT—ILIF I VTEET,

Pt
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X5
wi

736. QA RNTDXKEA ML —Y DERE

Elasticsearch ICIZXKBEA ML —IUDMHETT, AMNL—IUDEREIC/A D &, Elasticsearch D/N T # —
IURAEERICKRY ET,

DI

==
(==}

NFSRAKL—Y%RY) a—LFEKERY) 2 —L%@EA (& Gluster @ ED

NAS 29 %) Z & Elasticsearch A AL =Y TR>EYR—FIhFEH A,
Lucene IENFSHPIEELABWVWT 7 M ILY AT LADEEICIKEFET 27-6HTT, T—%
DB L VCZDOMDOBEBHIEET DREELHY T,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,
¥

1. ClusterLogging CRA2#RE&E LTI T RY—DET—4 / — KHKkEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZOBITIE. V5RI—DET—H /— RKH. 200G D AWS General Purpose SSD (gp2) A kL —
HEFERTDZAERY 2—LER(PVO) IS Y RIhBEHIBELET,
Pz =
KA ML —=2IlO—AIRY) 2 —L%FERAT 355IE. LocalVolume 4+ 72 D
volumeMode: block TR INdraw 7OV IR a—LEZFRALALWVWTLEIL,
Elasticsearch (& raw 7AY VR 2 —AZFRATIFH A,
7.3.7.emptyDir A NL—YDOT A NTDERE

OJ X N7 TemptyDir #FHTEEY, Chid, Pod DF—F TR TCHBREFICKDODNE—BKET Y
O4 XY NEERLET,
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R

emptyDir AT 3354 1E. O/ NPHERET 2. BF 704 SNBBAICT—
IrEbhETS,

=55

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y 2 h—JLEINT W B HEA
HYFET,

FIR

1. ClusterLogging CR Z#E& L T emptyDir 23 E L X7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}
7.3.8.Elasticsearch 7 2 24 —n0O—) v JBEEHDREIT

elasticsearch 3% €~ v 7 F /=13 elasticsearch-* T 704 XV NEEDODWIT N AEZTET BHEICO—)
VIBESERITLEY,

TIsIca—"Y) v JBiEEIE. Elasticsearch Pod RTINS/ — RTHEEHNIVELGAICHEINE
£
Gl s

® Red Hat OpenShift Logging & & U Elasticsearch Operators '1 Y A h—JLEINT W B HEA
HYFET,

FIR
V525 —0n—Y Y /BREBERITT I, UTFERTLET,

1. openshift-logging 70> 7 MIPYEBEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,
I $ oc get pods -I component=elasticsearch-
3. AL Y9 —Pod R —ILF D>V LT, Elasticsearch ~DF L WOTDEEEEFEILELET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. OpenShift Container Platform es_util Y —JLZ AL T v — FORPT7Z v 2 2 %2ETL

T vy NI D VDRNIT A AVNDEZAA5FHEL TVWBREBRDEENTLZVNELDICL
F9,
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F7EAOX VIO AV VOEE

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. OpenShift Container Platform es_util Y —J)LZ B L T. /— NZEKMIZELET BED
Sy —RONSUI VT EREET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPETLESL, ESUVFTRI—DENRTNOTTOA XY MIDWT, UTFEETLE
-a—o

a. 7 7 #JL T, OpenShift Container Platform Elasticsearch ¥ 2 24 —(&/— KO O—J)L7
DhET7Ov I LET, UTOAT Y REFERLTO—ILT Y M2EFA L, Pod " EE%
BMGTESLIICLET,

I $ oc rollout resume deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
Al

I deployment.extensions/elasticsearch-cdm-0-1 resumed

iR Pod A7 704 XN F 9, Pod ICEBREDI VYT F—2H2H5EIE. ROoF7O4
AV NMNIEDIEDRTEET,
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I $ oc get pods -I component=elasticsearch-

Al
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. 7T7OA XY MET LS, B—IUTI MEHTLAVWEDICPodE Y Y FLET,
I $ oc rollout pause deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AFERL £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa )

BERIOIY Y RTEH L Elasticsearch Pod TA—JILT7 D M A2ZET L5
B, Pod 3FEELABL B2 TWSE D, I THHE Pod @M EICAY F
£

UFIChZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
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X5
wi

"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
Q RICHEDRIIC, TDINSA—4—h green £7zld yellow THB Z & =MALF T,
7. Elasticsearch s8 E~ v 72 ZEE LB EIE. ThENO Elasticsearch Pod IC L TZh 5DF
BEA#&YRLET,

8. VISR —DITRTDTTAA AV MAAO=ILTIMINESL, D¥vy—RONSVYYVTER
EAEMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H A B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. L WA D Elasticsearch ICEEINZ L DIC, ALYV —PodHRT—ILT7y FLET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

739. 07 ARNT7H—EZRDIL—h & LTORH

T 74 M TlE, RedHatOpenShift DAF Y JH T RFLEEHILTIOMINTVWEOTRANT
Ik, OF VT IS R9—DHAEIST IV EATEEFA, T—FILT I ERAT B Y—ILITDWTIE,
OJZXNTADOHERT 722D 7=HIT re-encryption termination TIL— M EBWICTZ I ENTEFE
ER

re-encrypt Jb— k. OpenShift Container Platform h—2 B L UM VA =)L Nh/OF X M7 CA

EERREAEM LT, OV RARMNFICHAEIS T IV ERTEIENTEET, RIC. ULTAEED cURL B3R
TOJARNT7H—ERERANTD /) —KRIZT7I2EALET,
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e Authorization: Bearer ${token}
® Elasticsearch reencrypt Jb— b & & U Elasticsearch API 223k

REHISIE. OFARNTISRAY—IPAFERALTCOARNTPY—ERICT7IVERATEZXYT, Zhid.
DLTFoavy RowdFnhaFRALTERETEET,

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&S>%2a% Y REeFERALT, 752RA9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 29 100 29 O O 108 OQ--i--i-- --i=-i-- -—---:-- 108
([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X h—JLINTWBHEN
HYFEFY,

o OJIKF7IVEATESDLDICKRZICIE. 7OV LI MADT I EADNBLETT,

FIE
OJZ2 hTENEBICART 2101, UTFEETLET,

1. openshift-logging 7O =7 MIPYEZET,
I $ oc project openshift-logging
2. OJZAN7H5 CAGERAE ZHHE L. admin-ca 7 7 1 LICEZIAHAF T,

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

H A B
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F7EOX VIO A NOERE
I admin-ca

3 AJANTPH—ERDI—bEYAML 7 74)LE LTHERLET,
a. LTFTOLIICYAML 7 74 L AERRLET,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

ROFIETOT AN CARIRAEZENT 2N, ATV RZFEALET, —BBD re-
encrypt JL— h TWHAE & I N % spec.tls.key. spec.tls.certificate. & & U
spec.tls.caCertificate /X5 X —4% — %R ET IHEEFHY T A,

b. MTFOOAYY REZEFIFTLT, BIORTY TTHERLIZIL—K YAML ICOZ X N7 CA ZEBB
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. b—hZERLET,

I $ oc create -f <file-name>.yaml

Al

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRRNAINTWB Z &R LE T,

a. BRICEAINZ DY —ERT7ADV VMDD =V ZERIFLET,
I $ token=$(oc whoami -t)

b. #ERX L 7z elasticsearch JL— M #IRIBEZ#H & L TERELE T,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. =MD EBICERINTWE I EAERT ZITIE. REINIL—MEERT
Elasticsearch IC7 7 2R FTBLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
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UFD &S B ANRTEINET,
A5

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

7.4. 071754 —0DHETE

OpenShift Container Platform (&, Kibana ZEA LT, OF VY TR F AL >TRESINAO T
T8 ERRLET,

MTRYEEERT Z7-HICKbana xR —1) >4 L, Kibana /— KD CPUBLUVA T —%RET S
ZENTEET,

7.41.CPUB LI UA T —HIBRDERE
AX VI Y ITVRFLAVR—RV MNAFHETSEE, CPUEXE) —OEADHIREFEEZTCIZET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MEBEICIHELTAYTDCPUBELUTA T —DHFIRRBE L VEKRAIEE L 9, Elasticsearch
DIGEIE. BEXRIEEHIREOHAZHETINELHY FT,

OOLEHELT, ATEYATSAF—DCPUBLUAEY —DHIRE L VERAEEEL
i-a_o

QD MBBICISCT, OFaALI9—DCPUBLUXAE) —DFIESLV0EREIEELE T,

7.42. 071754 — /) —ROREMEORY—) V5
TREAERT SOOI, OVEY 2754 —%KRANTBPod &R —) VI TEET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) ZfR&EL X7,

X5

Fit
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I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO A#IBEL X,

75.0FX VY TORTFLRANL—VDERTE

Elasticsearch & X E Y —&MBT7 TV r—>3a3 v Td, 7740 b0OOAFVITH T RFLDA VR
F—ILTlE. XEY—BREAEY) —HIROAAICI6GC DAE) =D T FOMIhFT, MEHEED
OpenShift Container Platform / — KM+ v M&, Elasticsearch 7 5 29 —%HR— M 5DIC+D7R
REITREABRWEEDNHYET, TOHE, HEINZ VA IULDOAEY) —%2FHALTEITTES L
312/ — K% OpenShift Container Platform 7 5 24 — BN 2 BN H Y £9, & Elasticsearch
J—RIEINSLYEBWMEDXEYY —BRETHLIELFITA, THIFERBRRICIIHEEINIEA,

7.5.1. Red Hat OpenShift DOFX Y JH TR T LDA ML —VICET 2EEEIF
KR 2 — LM ZFNEFND Elasticsearch T 704 X ¥ MREICHETY, OpenShift Container
Platform Tl&, ZhidkiEARY 2 —LEKR (PVC) #FHA L TCEITINE T,

P2

KA ML —2ICO0—AIRY 21— L%EFERT 2%BEIE. LocalVolume + 7Y =/ hD

volumeMode: block Tt INdraw 7AY VR 2 —LEZFALALAVWTLLEI WL,
Elasticsearch (& raw 7AY VR 2 —AZFRATIFH A,

-

OpenShift Elasticsearch Operator |& Elasticsearch ) VYV — 2 & %R L T PVC ICEFTZ{T 1T £ T,
Fluentd |& systemd ¥ ¥ —7FJL & L U /var/log/containers/ & Elasticsearch ICAJ %X fE L E 9,

Elasticsearch Tld, KBELAY—VBEEETITEIDICTLRAE) —HIPRETT, +0BXEY -1
BRWEEIE, ISELARKARYEYT, COMEEZLOEYT 2ICIE. BERT ) r—>a>ro0dr7—490
BAFML, ZXFEON2EZE2EYYTET,

TI7AIBNT, ANL—UREN 85% ITET B &, Elasticsearch IEFRT—9 D/ — RKADEIY HT
ZEIELFE T, 90% IC% B &, Elasticsearch [ARERIGEICBEED Y v —REZZD/ — KHhSMbD
J—RICBEILEDELET, L, BEREDLANILD 8% KD / — RHBBRWIFE.
Elasticsearch #1334 7 v ¥ ADEH%EEER L. AT7—4% RIERED ITA&RY 7,
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X5
wi

pa )

INSOEEE (BWMESSMEWMEZSD) IFIR1T) Y —RITH 1T B Elasticsearch D7
7AINMETY., INOHDT 74 MERERTEEY., 75— MIALT 7 4L ME
HEALETH. ChoDEEAT7S—MNTEETEZIEIETEEEA,

7.5.2. B&EIBR

o OJRXANT7DKXKIEAML—TDERE

76 QXYY TORTALAOAVR—RXV MDD CPUBLIUX T —HIRDEER
iE

WMEBICIHELUT, OF VI TORFLAAVR—R Y MNTEICCPU EXEYY—OmADHIRERET S
i_a_o

7.61.CPUBLUXE —4IRDERTE

AOFX VI HITVRTFLAVR—RV NAFHETSEE, CPUEXE)—OEADHIREFEEZTIZET,

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
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limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBICIHELTAYTDCPUBELUA T —DHFRIRBE L VEKRAEIEE L 9, Elasticsearch
DIGEIE. BEXRIEEHIREOHAZHETIVELHY ET,

OOLEHLT, ATEYATSAF—DCPUBLUAEY —DHIRE L VERAEEL
i’a—o

Q BBICISCT, OZaAL 29 —DCPUBLUXE) —DFIESLV0BEREIEELE T,

7.7. 852 A L 7= OPENSHIFT LOGGING POD Fg & 0 &)

taint & toleration AT 52 & T, AF VIV RATF L pod MEED/ — RKTERITIN, ZOD
77— 00— RPN ENRLD/—RTEITINBVWEIICLET,

T4V MBLIUARRIE. BHA key:value DRXT7TY, /—RKRDTFTA Y ME/—RIZHL, 71V b %
BRLBRVWITARTDOPod BT DL IERLET,

key (5K 253 XF £ TOXFFHT, value ldRKAX 63 XFETOXFIIIRYEY, XFIEXFF
TIIBETCHIBTZIDEIHY., XF. HFE. M7V, Ry MNBLUVO TV —RAT75EDHBEN
T,

toleration ®H 3> naxX>r 547 A5 L CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: g
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ZAER14 Elasticsearch Pod ICBIII N FE T,

D
Z DRERIZ Kibana Pod ICEBIMINFE T,
D

=
Bae

lb\‘im#“\/a“] 1/9&_ POd ‘:Ehuénito

F7EAOX VIO AV VOEE
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771 BRAFAL=OFT X M7 Pod OEE D HIE

AJXAN7 Pod hET$3/—RK%EHFEIL, Pod DBRE=FERAL THhOT7—27O0— KB ZEN5D /) —
ReEFARALAWEDICTEET,

ClusterLogging 1 R ¥ L)YV —RX (CR) AR L TRRBAZOV A N7 Pod IERAL, T4V &/ —
KEikT/—RIERALET., /—RDTFAVME TAYVMERRBELABVWTRTD Pod 2EEF T 5
&5/ — RIZIERT % key:value pair T3, D Pod ICIZARWFED key:value R7 %2 FHET 5 &
T, OJZRARNT7 Pod DHAHNED/ —RKRETERITINBZLIICTEET,

TI74#IKNT, O ZA KT Pod ICIEUTORRBANHY £,

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X h—JLINTWBRHEN
HyFEY,
Fa

1L UUFoa~x > R&@EHL T, OpenShift LoggingPod # X4 Y2—)IL$%/—RKIZTA4 Y &
EBmLExd,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

ZDBITIE. T4~ h%F— elasticsearch, {& node. 8L U T 1 >~ ~DIWE NoExecute D
#» 5 nodel ICEEE L 9, NoExecute effect D/ — Kk, 74~ MI—T % Pod DA %E R
HTa—)LL. —BLABWEEED Pod #4IBR L X9,

2. ClusterLogging CR @ logstore 27 > 3 ~ % #R%& L. Elasticsearch Pod DR %R E L &
ER

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
Q J—NRIZEBMLAF—%2BELET,

9 Exists Operator #357E L. ¥ — elasticsearch DH 2571 ~ "D/ — RICHFEET DHE
NHdEDICLET,
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9 NoExecute effect #3IEE L £ 7,

Q 7+ 7> 3T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENZEEERELF T,

ZDRAIE. ocadmtaint IV Y RTERINEETAV hE—BLFET, TOBRZBEDH S Pod I
nodel ICRAFT 21— ILTEFET,

7.72.BRAFALAOTEY 2754 H— Pod DEZE D&

OJEY 2754 —Pod RTINS/ —REHIEH L. Pod DBERZFERA L THEOT7—70— KD
N0/ —REFRLABWVWEDICTEEY,

ClusterLogging 1 2% 1) Y —2 (CR) A L CARAO/EY 1754 #— Pod ICEAL. 74
VIEhNE)—REKRT/—RICEALZEY., /—RFRDTFAVME T4V MEBRRBLABAWVWTARTO Pod
HHEBTBEL D/ — NIZIERT % key:value pair TY, D Pod ICIEARWFED key:value R 7 % {§
9% Z & T, KibanaPod D&% €D/ —RNKETEITTEET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators '1 Y A h—JLEINT W B HEA
HYFET,
=2

L UTFDaY Y REFRALT, OJEY 27534 —Pod A7 a1—ILTB2UREDHD/—K
IKTA >V MEEBMLEY,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 kibana=node:NoExecute

ZOFEITIE. T4 h%& X —kibana. & node. 8L UV'T1 ¥ D3R NoExecute DH %
nodel ICEZE L £9 ., NoExecute 71 ~ b effect 2{FHTZHNEHLHY 9, NoExecute
IE. AV MI—HTBPodDHFERTY2—I)LL, —HLAWEEEFED Pod 24 L £ 9,

2. ClusterLogging CR ® visualization 27 > 3~ %##E&%& L. KibanaPod DRBEREL X T,

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

Q J—RICEBMLEXF—%2EELEXT,

9 Exists Operator #3187 L C. key/value/effect /X5 X —4 —H—HFT 2 LIICLET,
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9 NoExecute effect #3IEE L £ 7,

Q 7+ 7> 3T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENZEEERELF T,

ZDRAIT. ocadmtaint IV Y RTHERINIETA VM E—BHLEFT, TORARDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

773. 32 AFAL/O073L 2% — Pod EEE&E DS

AFX> 7L 99— Pod B'ETT2/—RzMHEB L. Pod DERZFEALTHOT7—/0—- K2 Eh
5D/ —REFERALBVWEIICTEZXT,

A% ClusterLogging A1 X% L)Y —Z (CR) CA¥X Y /AL V9% —PodIlBAL, T4V M/ —
FE#RT/ —RICERLET., 7M1V MELVRRZERBI 2 E. Pod B’ X E) —% CPU IR EDERE
IKE>TIEI FINBVWELDICTEET,

FI7AINT, OAF 2 FAL V49 —Pod ICIELULTORZBELHY £7,

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

[} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HEA
HYFET,
¥

L UTFTOaOY Y RAaFERLT, OFX AL 949 —PodAOX> 5L 949 —Pod &Ry
Ja1—ITBREOHD ) —RICTA Y M EBIMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDOFEITIE. 714 ¥ h%&Fx— collector. & node. &L UV'FT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £ 9, NoExecute 71 ~ b effect 2{FHTZNEHLNHY 9., NoExecute
IE. AV MI—TBPodDHFERTY2—I)LL, —HLAWVWEEEFED Pod #4IR L £ 9,

2. ClusterLogging 7 2% ') Y —2X (CR) @ collection 2% v HAiR&EL T, OF¥X>/aL ¥
Y —Pod DRREHREL X T,

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector"
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operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RICEMLAF—%Z2EELET,

Q Exists Operator #357%E L T. key/value/effect /X5 X —4 —A—HT2LDICLET,
9 NoExecute effect #3§E L %7,

Q #4723 V. tolerationSeconds /85 X —4 —%A3ELT. TEY XN BHIIC Pod A
J—RIZNNA Y RENBHBZEZRELZX T,

ZDRAIF. ocadmtaint IV RTERINIETAV ME—BHLFT, TOBRBRDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

7.7.4. EEIER
o /—RFA4 Y hAMHERALTL PodBIEDHIE

78./—REL V4 —%FRLEEOX VY ITHTIORTLN Y —RADFE)

J—RtL V4% —%{#AL TElasticsearch. KibanaPod #24%/ —RIZF7O04TEZX9,

7.8.1. OpenShift Logging ') ¥V — 2 D# &)

Elasticsearch 8 £ U Kibana R EDAF VY IV RAF A VR—FX Y KD pod #EK B/ — RIF7OA
9 % & I Cluster Logging Operator 5% E CX £, Cluster Logging Operator Pod 4 ~ X k—JL
LB ORBE T2 TEEEA,

7= & Z X, ElasticsearchPod @ CPU, X E—8BLUVT 1 AV DEHEIFGWN=HIC. T D Pod %#FID
/_ F“:%E’JT%&TQ
Gl s

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET, INODOBEEFXT IAILITA VR M—ILEINhEHA,

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

collection:
logs:

fluentd:
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resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

w@tﬂﬁﬁb“éﬁié 7= nodeSelector /XS XA —4—%, BHITEZ2HEBEOHZIVR—FRV
MIEBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /— RICIEE
INEICEDWT <key>: <value> R7 2 FHT 2 TEET, 1V ITFRANTY
Fr—/—RNIZTA Y MEBMLEGEK. —BT28BELEBMLET,

®

3

EI_I;

\

R—V MBELAEZ & 2RI 5121E. ocget pod-owide Y REFHATE XY,

UFICHZERLET,

244



F7EAOX VIO AV VOEE

e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — RO SBEHT Z2HENH B85

. UTFZEEITLET,
I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2  Running 0 27s 10.129.2.18 ip-10-0-147-79.us-

east-2.compute.internal <none> <none>

e KibanaPod Z. ERA Y73 A NZ Y Fv—/— KNTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICRET 2 MENH BHEIE. UTEETLET,

I $ oc get nodes

H B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.23.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.23.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.23.0

/ — RIZI& node-role.kubernetes.io/infra: " S RILAH D T EITFE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Kibana Pod ##% &9 % ICI&. ClusterLoggingCR %##R&%EL T/ —RKREL 749 —%BIMLE T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

Q J—REBOSRVIC—BTED/ —RELI2Y—5BMLET,

o CRAIREFELLEIC, IRTED KibanaPod IE#&T L. IR Pod AF 704 I FE T,

I $ oc get pods

acpaltl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m
fluentd-42dzz 1/1° Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — K IZEHM N F T,

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

H A B

NAME READY STATUS RESTARTS AGE IP

NOMINATED NODE READINESS GATES
kibana-7d85dcffc8-bfpfp 2/2  Running 0
east-2.compute.internal <none> <none>

o LIS T3&, JTD Kibana Pod A HIBRI N E T,
I $ oc get pods

H A B
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m

elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m
fluentd-42dzz 1/1 Running 0 29m

fluentd-d74rq 1/1 Running 0 29m

fluentd-m5vr9 1/1 Running 0 29m

fluentd-nkxI7 1/1 Running 0 29m

fluentd-pdvgb 1/1 Running 0 29m

fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

7.9. SYSTEMD-JOURNALD & & U FLUENTD D&% 7E

Fluentd DY ¥ —FILD S DFHEARY Y, v —FILDFT T 4 IV FBEEIZFEEBITELS., vy —FILD
VAT LAY —EZNLOAOF VU ITFEEICHVWTW ZENTIRVWEDICTy—FILI Y N —B%bh
nNaaeEELIrHY 7,

vy —FITIVN)—=DEbNED%F<C T ENTE B LD IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (W ERIFGEIFE I HICHWME) 2R ET DI EN’HREINE T,

7.9.1. OpenShift Logging A ® systemd-journald D&% E

TOP I MNDODRT—IT Yy THIC. T74I M OAFXFY TEBEICIEWVW SHDRABIUEICLRDHE
rHY FT,

ez, OU7HROINSAWVESIE. journald DEEFIRE3|E LIFZ2REAHDIGELHY T,
—EHERFET Ay E— I EFAE L T, OpenShift Logging 07 % KO v FH$ITBEIR) Y —
AEFRALBRVWEDICTEIENTEET,

T, QT ZREWIT2REDHZHED>H, ATV 2RETHHE. OT=2REITZHE AT 2REY
ENEIDPTDHDREEZRESTHIEETEIT,

FIR

1. MELFRE T /etc/systemd/journald.conf 7 7 1 JLAAE £ 5 Butane 5%E 7 7 1 )L 40-
worker-custom -journald.bu % Es L £ 9,

4 . a8
Butane DI, Butane A LYY VEREDEMESRB L TL I,

variant: openshift
version: 4.10.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
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® O

overwrite: true
contents:
inline: |

Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% 9
SystemMaxFileSize=10M @

journald.conf 7 7 f JLD/IN—X v a VR ELE T, 0644/ N\—I v a3 V%R ET D
EDHRINTT,

BB 774V AT ALAICESATFNZRINCENLOOT ZEMET 2HNE DD ZIEBEL X
T, YeSZHEL TA Y E—YZEMET DM noZBEL TEMBLAVWESICLET, T
74 ML yes TT,

AJAYE—V%EETEINEINZRELET. TNTNICDOWT, 74/ hTno
IKBREINE Y, UTFZEELET.

ForwardToConsole: O/ 2 RF AV Y —I)LICEEELE T,

e ForwardToKsmg: O/ % h—xI)VAJ Ny 77 —ICERELF T,
e ForwardToSyslog: syslog 7—E >V ICEREL £ 9,

e ForwardToWall: X vtE—Y % wall AvE—v&LTIRTOAOTA VY L TWEBI—
ﬁ_‘:$£%bi-a—o

v —FIIV N —HRETIRABEEZIEELEFT. HFEEZANDLTHHEEELE

9. i, year, month, week., day. hEFhlEmABEDEMEEHET, EMICTS

ICIF0EAANLET, 74/ M 1month TY,

L—MHIBREEREL XY, RateleltIntervaISec TEHINSHREIC. RateLimitBurst

TEEINULOOIVD’ZEINDHE. COHBHROEBIMDOA Y EZ—JETARTID

HEARTIBFETICROY X hiﬁ'o 57 # ) MET# % RateLimitintervalSec=30s
$ & 1" RateLimitBurst=10000 %53 E 9 5 Z &ENHERINF T,

OJDREAEEEELEZT. T 7 4L K& persistent TT,
e volatile: O 7 % /var/log/journal/ D X E ) —ICFEELE T,

e persistent: 07 % /var/log/journal/ D7 4 AV IZRF L £, systemd IF7F7E L 220
BERTAL I N)—%EHRLET,

e auto: 71 LV N —DFHET BHBAEIC. O % /varlog/journal/ ICIRTFELF 9, FE
LAaWGE X, systemd &0 7 % /run/systemd/journal IC—BFIICREL T,

e none AV %REFELEFHA, systemd g RTHOOV %A KOy FLET,

Q ERR. WARNING. NOTICE. INFO. LU DEBUG O7ICDW T v—FILT 74 %
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TAAVICEBAIELEXTDIN LTI MEBELFXT, systemd &, CRIT. ALERT,
F/IEEMERG OV DZEERTCICAPZFEBLES, 774 ME1s T,

Vv —FIDMERTESRAY A XAEHB/ELET, 774 I B8GTT,

(o

systemd "ETHEDHZT 1 AVEEDOY A X&BELET, 774/ ME20% T
-a—o

/var/log/journal IZKIERIICREFEINZEROY v —FIL 7 71 IILDHRART A X %E/EL
F9, 774 KMEIIOMTY,

o

R

L— MR EHIRRT 2848, YATFALAOFXF VI F—F VO CPUERAERNS
A RBZEAHYET, UFNEZAOY MY Y TINTWETEEEDH B
XywtE—IUPNBINEHTT,

systemd SR EDFFMICDOWNT

l&. https;//www.freedesktop.org/software/systemd/man/journald.conf.html Z &R L T
KXV, TOR=JILT—EBRRINDT 7 4L F&EIX OpenShift Container Platform
WKIEBERAINGWTRENHY £7,

2. Butane 2L T, /— NICEREIN 5% E%SEL MachineConfig # 7>/ K7 74
(40-worker-custom-journald.yaml) =4 L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3NV UREEBEALET, UTICHAZRLET,
I $ oc apply -f 40-worker-custom-journald.yami

J> bO—5—IEFHHE D MachineConfig # 7Y =7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v a4RLET,

4. FIROL VF) VT INZREDE /) — RADODO—ILT7IMNDRAT—H9REE=H—LFT,

I $ oc describe machineconfigpool/worker

H B

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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710 AV T FHF Y REYR—

7000 Y R— NI BEE

Red Hat OpenShift DOF >V JVH T AT LERET BH/HOICHR—FINTWEHEIF. TORFa
AV MTHRAINTWE AT aVvafALTRESTSIETYT, YR IR TWARWEDRE G fE
ALBRWTLCREIW, BRED/NSH A LH OpenShift Container Platform 1) J —XBTEE I N % A8
EAHY., COLIRBEREIF, BEDITANTOAEEIHEINTWEBIZEOABEICKHETEET,
AETHHAINTWERRELANDEREZFAT 5355, OpenShift Elasticsearch Operator $ & U Red
Hat OpenShift Logging Operator "= % AT 570, TERNABIFEKDNZE T, Operator (&7 7 #
IWETEHERINLREICTIRTRELET,

R

OpenShift Container Platform K¥ 1 X > M TERIAINh TWARWREZEITT 5 BED
3 %5E. Red Hat OpenShift Logging Operator & 7z l& OpenShift Elasticsearch
Operator 7 Unmanaged (BIE4}) ICFRTET 5 SBELHY £9, FIEHD OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZRELEEA

7.10.2. Y R— NI NABVWEETE

PFoavR—%xY M4ZEEY 5ICIE. Red Hat OpenShift Logging Operator % Unmanaged (ZIE4)
DREICFERET D2HENHY T,

e Elasticsearch CR

e Kibana 7704 Xk
e fluent.conf 7 7 1 )L

® Fluentd 7—E> v b

DTV R—%> N%ZEET %ICIE. OpenShift Elasticsearch Operator % Unmanaged(Z I 44) DIk
RBICRETI2REIHYFT,

e Elasticsearch T 7O4 XY K774,
BRBICH R— MRRAEINTUVWBE Y —RIZIE, UTFAEENET,

o FUANMDO/O—FT—YaVDRE, T74NbDOATO—FT—Y 3 VERERIEETEE
A,

o NELAOJDBHOFE. OF/AL I I—DHAT7 7 A IVDIBFFALEREFTHI LI TIFE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T3,

e OZALYYavoARay MYy F, OJaL 789 —IlL>TOIPFAIARONZEE % FHE
LTHETDZEITTEEHA,

o RIEFEZHZFALAOX /AL VY —DFRE. REZHAFHELTCOJ/ILIY—%ZTET
ZZEldTcEEtHA,

e O7ILV9—IlI>TOJVEERILT DAHAEDERE, T74 /N MOOJTDOERILEZEET S
ZERTEFEEA
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7.10.3. B4 D Operator DHR— bR ¥ —

Operator M EIBIREE (X, Operator NEREHRYICI SRS —HDEETZAVR—FKV DYV —%
TOT4TICEBLTWANEI DN EEDE T, Operator ' unmanaged JREEICEREINT WS &,
CHNIFREDCERICNELET,. BEHZZELIEA.

CNIFFEEBRB I SR =Ty JRICENTT D, BEADIRED Operator [FHR—MIN T,
VSR —EBERIE2DIAVR—IXVMNRESIVT Y FIL— REZR2ICHIEIL TWD Z & &R
ELTWVWET,

Operator [FLATDAEEZFEA L TEEADKREBICRETE XTI,
e {ARBID Operator ¥E

BB D Operator IZIE. £ 5DEXEIC managementState /X5 X —4 —hHYU F T, Thid
Operator ICISCTIEFIEFRAETTIEATEEY, /=& A X, Red Hat OpenShift

Logging Operator (EBE T Z2HRAILYY—R(CR)ZZEBTEHIEILL>TINEEITLE
A% Cluster Samples Operator (&7 5 24 —£EDHREY V—R&=FHALET,

managementState /X5 X —#% —% Unmanaged |[CEF § 53154, Operator ldZD Y Y — %
TOT47ICEBLTELT, AVKR—X VY MNIBAETSZT7IYavERLAVWI EERKL

Y, Operator ICL 2T, 75RY—DKEL. FEY AN —DREICLZAEEDLH D
e, ZOBERREICHIELAWTRELSHY £,

1

E5ID Operator # Unmanaged SRREICEE T 2 &, FEDIAVR—FRY
NE L UBBENYR— MERAICRY FT, HR—MNafind 51C1d. 3],
HIN/MEE% Managed IRKETHIRT 2BENHY T,

g

==
[=]

® Cluster Version Operator (CVO) DA —/X—5 4 K

spec.overrides /X5 X —4% —% CVO OFREICEMT &, BEEHFIFIVR—> D CVO
DEEICH L TA—N=54 RO—EZEMTETEY, IVR—RV I D
spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TJL—
FAZ7Ov 3N, CVODF—N—F4 RBBREINLRICEEFICTS— MMEFINZ
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

CVODA—N—F5A4 RAEERETDE, VTRAY—2E DY R—-MIhian
REEICARY FT, YR—MERGET BICIE. —/N—5 14 REHIBRL %
IC. RMESNBEEZBRIIVENITHYET,
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F8ZFE LOKISTACK 2R L/=O0x >

AX Y IHTIRTLDRF 2 XY MNTIE, LokiStack (ZAF VI H T RAFALATHR—MEINTWDS
Loki & Web 7’0 % & — & OpenShift Container Platform SR E DA EHLE A L £J . LokiStack
D7 0OF > —I&. OpenShift Container Platform 83iE AR LTI F T+ v —%@EHA L E 9. Loki
Tk, OJAMNPHEERNDOAVR—RY NELIEABLRAN T ERATWET,

Loki l&. KEABICRAT—S 7L THAMDEWIILFTFY NOTENS AT LTHY, BE, OF
VIHTORFLOAYT A KNT E LT Elasticsearch D& & L TIREI N TWE §, Elasticsearch

i, MYRAAHRICREOQTLI—-—RERDICA YTy I RUELFET, Lokild, BRYRAHICWL DHD
BEZININDHEA YTy I RICERL, QOVNMREINDE T, JYEHLCBRAIERHINZDT

Loki ML URRICOTEZNETE DL DICRYET, LogQL OV T —FE=FEHALT Lok IZV T
) — AR{TTEEY,

81L.T7OMAY MDY AX

Loki D14 Xi& N<x>.<size> DIERICHEWNE T, <N> 14 VY RYV AD %, <sizes /X7 +—< >
ADHEZIEELX T,

pz -1o)
Ix.extra-small (T ERATHY ., Y R—KMIhTLWEEA,

K8.1LokindH 14 X

Ix.extra-small Ix.small Ix.medium
T— ¥Rk TEFERADH, 500GB/day 27TB/H
1#Bb-vorsT)—# TEFERADH, 200 2 Y#MT25-50 200 2 )®T25~75
(QPS) QPS QPs
LAV r—>a v GHE &L 2 3
&5 CPUZEK 1R%8 CPU 5 {& 1R%8 CPU 36 & 1R%8 CPU 54 f&
BEIAEY —EXK 7.5Gi 63Gi 139Gi
T 1 AVERDEF 150Gi 300Gi 450Gi

811 UR—IMNNRDAPIARY L)Y —AEH
LokiStack IZFEREA T, WEITARTDO APIDNYR—FINTWVWEDITTIEHY TH A,

CustomResourceDefinition ApiVersion HYR— b DIRE

(CRD)

LokiStack lokistack.loki.grafana.com/v1 55 THR— K
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$8E LOKISTACK #fFAHL/-OX >V Y

CustomResourceDefinition ApiVersion Y R— b DIRE

(CRD)

RulerConfig rulerconfig.loki.grafana/vibetal Fy/0v—7FLEa—
AlertingRule alertingrule.loki.grafana/vibetal Fo/0v—7 L Ea—
RecordingRule recordingrule.loki.grafana/vibetal Fo/0—7LEa—

BF

RulerConfig. AlertingRule. RecordingRule 1 X% A') Y — X EZ (CRD) OfFEH I,
Fo/Av—JLEa—#EDHERO>TWET, T4//00—7L E1—#EElL,
Red Hat @R HR— FDHY—EZXLRILT T ) =X N (SLA) DFRATH Y., HEAEEH
IKRL2TIRHAWEEDNHY £9, RedHat 1, EREIRIBECINOAFERAT &%
BLTWERA, 77/0V—FLEa—#EEld. RFOEREEEVERRMEL
T, FAREBETHEDT AN E2TVWI 41— RNy I ERELTVWARLRSZEEBMNEL
TWETY,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
TlEa1—H#gEDYR— MNEE 28B LTI,

8.2. LOKISTACK ®F 7O 4

OpenShift Container Platform Web 2>~V —JL&{#A L T LokiStack #5704 TEX £ 9,

AR

® Red Hat OpenShift Operator 55 IO OX Y 4TV X5 A

o WO A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

FIR

1. Loki Operator Operator #44 Y XA h—JL L & T,

a.

0]

OpenShift Container Platform Web 3> —JL T, Operators —» OperatorHub =2 ') v
LEd,

A ATAE/R Operator M ') X b A 5 Loki Operator #3&IR L., Install #21) v 2 LE T,
Installation Mode T. All namespaces on the clusterz &R L £ 7,

Installed Namespace T. openshift-operators-redhat ZERL 7,
openshift-operators-redhat namespace #1§E€ 4 2 ENH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
M Y. OpenShift Container Platform X b v 2 EEUCEZBITX M) v U ZRFAT 5 HEE
HEDRH B, TNICE>THEVELDHBEMELIHY X,

. Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
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https://access.redhat.com/support/offerings/techpreview/
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ZDF T avidk, namespace & 72 = ¥ M IC openshift.io/cluster-monitoring: "true”
IN)VEBRELET, V7RI —FE=4 ") JH openshift-operators-redhat namespace
ENETEDLIIC. CDAF TV aVvERRTIVDEIHYET,

f. Approval Strategy &R L 7,

e Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VO FIFEEEEIC R D & Operator # BEIMICEHR T F 7,

e Manual X b 5 7Y —I[lI&, Operator DEHF 2 KR T 57O DB REFREIFERZFFD
A—HY—HIBETT,

g Instal 22 ) w7 LET,

h. Loki Operator "1 Y 2 h—JLINTWB Z & &AL 9, Operators— Installed
Operators R—Z7 VA LT, LokiOperator 2R L 7,

i. Loki Operator g RTDFOY T4 T Succeeded D Status T A MIhTWBZ &
B LET,

2. access_key id 7 1 —JL K & access_key secret 7 « —JU K& f#FH L T AWS FREEE#R &
bucketnames. endpoint. & & U region Z3IEEL. 7V MR ML=V DIGF%EESR
% Secret YAML 7 7 A JLZER L F¥ T, LATFICHIZRLET,

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

3. LokiStack 7 2% &)Y — 2 (CR) AR L £ 7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3
type: s3
storageClassName: gp2
tenants:
mode: openshift-logging
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4. LokiStack CR @M L %9,
I $ oc apply -f logging-loki.yaml
5. ClusterLogging H 2% &1) Y —2X (CR) #{ER L £ 7,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

6. ClusterLoggingCR ##A L 9,

I $ oc apply -f cr-lokistack.yaml

7. RedHat OpenShift A7 AV Y =TS T4V EBHILE T,

a. OpenShift Container Platform Web O~ Y —JL . Operators — Installed Operators = 7
vy LET,

b. RedHat OpenShift Logging Operator Z®iR L 9,
c. AVY—=IVTZT4vTcEIEI YUY I LET,

d A%, REDIEISERLEFT, TOZEEICLY. openshift-console Pod N Hil2EII N &
-a—o

e. Pod DBEEER. Web AV YV —ILOBEFHAFEARETHZEWVWD BN ZZITIRY., BHT
E5KkdDENFET,

f. Web AV Y —ILEBHLEL, ERADAA VXA Z2a—DLBEHR] A2y LET, Logs
DFLWA TS a3 VHAHEBERETT,
8.3. 047 M LOKISTACK ND#5i%E

LokiStack “— MU =4 ~DOJEREAERTET 5 I1CIL. ClusterLogging 1 2 ¥ Ls1) Y — X (CR) % {ERK
TEIRENHY ET,

AR

® RedHat OpenShift N\—2a Y S5 UBOOATH TV AT LD ISR —ICA VA M=ILEHh
TW3,

® LokiOperator 87 S 29 —ICA VA M—=ILINTW3,
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¥
e ClusterLogging 7249 L)Y —2Z (CR) #/ERR L XY,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
collection:
type: vector

8.3.1.Loki L— MHIRZTZ—D S TN a—FT4 T

Log Forwarder API AL — MR ABAZRKZRXvE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L— NHIRR (429) TS —HDERINET,

INEDIZ—d, BEOMERICRETZHAREIHY ET, LEZIE TTICWLD2HDATHH
29S8 —ICQTYTORTLZEMT 2%E. AVY T RATLNREFEOOI IV M) —%2$ART
BYRAEIETHEL—MIRIS—DPRETIAERUEDHY T, ZDHFAE. FHLWATDEIMRE
HREL— MEREL Y BEWVGE. BET -9 ZEEHNICNYAZN, I —F-DONAZBRBEETIC
L—MHRIRT S —DBRINFT,

L— MBI S —HBl &S RET 218A1E. LokiStack HRY LY Y—2R (CR) #ZET 2 = & T
FEEBRTEET,

BF

LokiStack CR |%. Grafana 7R RA M9 % Loki CTIFFIATEFZEA, TDOMEY 7L,
Grafana WK A M3 3 Loki t—/N—ICIXBEAIN I A,

® LogForwarder APl (&, O% % Loki ICERET B L D ICBREINT WS,

o VAT ALIF, RODLIBR2MBAEBADAYvE—ID7TOY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}
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FIR

$8E LOKISTACK #fFAHL/-OX >V Y

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75 R45—R_DIL Y
4—O7I. ROWTNHDIZT—A Yy E—I5ELITIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—J DHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v t—TDHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIZ—REGANICERTIINET, & XIE. LokiStack BRYIAH Pod TUTZTL&E
ER

Loki RYAHLTZ— X v tE—T Df

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —/L NZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize 7 1 —JL Kid, T4 AN Ea—49—LFYhZ&ICKRARKO—AI
L—MEIRRY > T A X MBEMTERLE T, COERFRN—KYIYFTY, 2D
Ex, PR<EB1D2OTYy Va2 IIRANTHREINZHEAOTY A XIERELE
¥, ingestionBurstSize fEL Y KX WE—) J TR MNMIFHATETEHA,
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@ ingestionRate 7« —JL KiE, 1M®HEYICRYRENZ Y Y TILOBRKE (MB #AI) I
XNT2YTMERTY, OJDOL— MSIRREZBATWSICEMDDLT, ILII—D
O/DO%EEEBRTTEE. L—MIBRIS—HPRELEYT. AFTE/HRLY DA
WIBEICRY., YXTLREEL, 21— —DNARLTIZ—DBRINIET,

8.4. FEBR

258

Loki # TY —558 (LogQL) RK¥a X v |
Grafana ¥ v a2/ R— KO RKFa x> b

LokiA# 7Yz MAMNL—=YDRFaAD S
Loki Operator IngestionLimitSpec K+ a1 X > k

Loki A RL—YRF—T REFa AV b


https://grafana.com/docs/loki/latest/logql/
https://loki-operator.dev/docs/howto_connect_grafana.md/
https://loki-operator.dev/docs/object_storage.md/
https://loki-operator.dev/docs/api.md/#loki-grafana-com-v1-IngestionLimitSpec
https://grafana.com/docs/loki/latest/operations/storage/schema/#changing-the-schema

FoFE ) V-0 T DERR

BOE )Y —20O T DRR
OpenShift CLI (oc) 8L UWeb IV YV —ILAEFERAL T, EIR, 77O XY M, LV Pod BED
BE)Y—20O75KRRTEET,
Pz -
Dy —2071F, HIRINAOVRTEEAIRETZ2T 74 MOKETY, OJDE
BBLIUVRRODI VAR TV R%5@IET BT, OpenShift Logging 24 Y A h—JL
THIENWREINET, OF VIV RT AL, /—RORATLOEEDY. 7Y
g—vaviavry+r—ay, LA VISR NS I F v+ —0OT 7% E D OpenShift
Container Platform 7 S R4 —H56DIARTOOV#BFERAOOT A MNT7ICESTLE T,
RIC, Kibana4 V49 —7 x4 X 2fFRALTCAYT—49%T!)—L, ®RHEL. AHRILT
XF9, VY—RO7EE, OFVIHTORTFLAOATRANTICT VA LEH A,
91 )Y —220O07DFERT
OpenShift CLI (oc) & U Web AV Y —ILT, BNV Y —RADOOJ%ZRRTEET, OTDOREHMI D
mARONZOY,
AR EH

® OpenShift CLI (oc) ~NDT7 V£ X,

FIE (UI)

1. OpenShift Container Platform 3> Y —JL T Workloads —» Pods IC## T 5 h, AET Y
\/_173\6 POd ‘:%Ej.] lJ i-g_o

R

EIRRED—ED) Y —RICIE, BEFEIIT)—F3PodbHYFEFEA, D
£ORIGEIE. )Y —AD Details *—Y T lLogs ) VIV AHETEET,

2. ROy ¥ oo xza—m7Ovz )y MEERLET,
3. AET B Pod DERIEV YU LET,

4, Logs =V )y I LET,

FIE (CLI)
o BEMDPodDAVERRLET,

I $ oc logs -f <pod_name> -c <container_name>
ZZTE, UTFOESICRY FT,

-f

A7 av. OJICEEREFNRTVWIABRIA>THATEI L A2BELE Y,
<pod_name>

Pod D&RIZEEL X7,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-visualizer-using
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<container_name>
A7av: AVFF—OAFEBELE T, Pod ICEHOOAVFF—AH2HEEF. Jv
TT—REEETIHVENHYET,

UFICHZERLEYS,

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

A7 74ILOARBNHAINZET,

e BEDYY—RDOJERRLET,
I $ oc logs <object_type>/<resource_name> ﬂ
Q@ /91 TBLURMEEELET.
UFICHZERLEYS,

I $ oc logs deployment/ruby

A7 74IVOAREBNHAINZET,
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PBIOEKIBANA ALV XY —OJDERER

FEI0EZKIBANA #FRH LAYV SR —OTDERK

OF VI HTORT LI, REINEZOTT—9 2[RI TZ720D Web AV Y —ILHAEENTL
9, REFEST. OpenShift Container Platform TlE, A#H{ETEZ LS ICKbana AV —ILEFT 7O
1LZET,

AJEY 2754 —%FEALT. T—9 TUTERTTEET,
e Discover ¥ 7=HALTT—9%2®mFE L. ZRLIT,
e Visualize ¥ 7&EALTCT—9DIVZ57%5Kkn~L. 7—9%<3 vy FLET,
® Dashboard ¥ 7AHALTCHRY LY v a2 R—REFERL. TRLET,

Kibana 4 V9 —7 24 ADFERBLVREIFE. TORF1 LAY MNTREVWEREA. FHHICOWT
&, Kibana RF a2 XV M ZSBLTLEIW,

pa 3

EEOJIL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %
VAIREINFH A, Kibana TEEOVZ2KRRT 5ICE. O7EREAPI 2fEA L T,
EEOJD default EOAEFERT /1M TS5 VERETIVNENHY T,

10.1LKIBANA 1 VTV O RN —V DEE

ATy YRR =, ARIET DUHEDH % Elasticsearch 1 VT v VR 5E&HLZE T, Kibana T
F—YBEMEL, ARILETDICE. A VT IRRI—VBERTDIREIDHY XT,

=S5

e Kibana Tinfrab & Waudit1 7 v I R%ERRT 5ITIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/4IXWMAOAO—ILDINETY, 77 2/ ~D kubeadmin 21—
H—IlIE, IhSDA VTV I RERRTZLODBENRNRA—IvoaVvhHUYET,
default. kube- & &£ U openshift- 7O 9 b TPod 8L VOV ERRTEZHEIC. Th
SDAVTYYIRITIEZATEZETTY, UTFToav Y RaFERALT BEOI—H—H
WUIRNR—I v a3 VvaF o>TWEHNEINEHIRTEET,

I $ oc auth can-i get pods/log -n <project>

R

EEOJIEL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRAIREINFEH A, Kibana TEEOV%ZXRAT 5ICI1E. O JERE AP
HEALTCEEO/O default HA%EFERT 211 TS5A VARET 2HELDH
l’) i’a—o

® FElasticsearch R¥a XV ME, A1 VTV I RNY =V BEERTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFNICETINI TN, FIRFLEEFRINLI T RAY —TIEED DB
OO BEEEMELHY £9,
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
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FI7

Kibana TA VTV I RN —VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 vy
L. Logging #ERL £ 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 7 v 7 R
N =V FERLET,

o ZFa—H—lE TOVI/MOOJEWRT D70HIC, Kibana ICFHTOY A VT BEIC
AVTYYIPANY =V EFHTERT D2UENHYET, 2—F—Iidapp &I ZFIDA
VTY YRR =V EER L., @timestamp BfE 7 1 —)ILRAEFRLCaOVYFF—0O7%
KRS DUBENHY FT,

o THI—H—(FFTNZTN, KA Kbana IOV 1 VT BRI, @timestamp BE 7 1 —IL
FaEARALTapp. infras&Paudit1 Y7y I ROV Ty I RN —VEEHRT B
ENHY T,
3HBRA YTy I AR =V b Kibana DEY 27 54— 3 > (Visualization) Z4ERK L £
3—0
10.2. KIBANA TD Y 5 A% —0O 7 DR

KibanaWeb VY —I)LTY SR —DAOJ%#KRRLET, Kibana TF—¥ %2FKRL. /BT 5%
&, TORFAAYMNTIEHEWEEA. FMIEL, Kbana RFa XY M ZSBLTLEIVL,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y 2 h—JLEINT W B HEA
HYFET,

o Kibana A YT v I RINY—VUHEET D,

e Kibana CTinfrab LW audit1 VT vV RAAKRRT 5I121E. 2 —H—ITIL cluster-admin O—
JU. cluster-reader O—JL., F/-IEEAOO—ILHBURETT, 77 4/ D kubeadmin 1—
HF—Ilik, ThOEDA VT Y I RERRT BLEODDOBENRN—IvavhrbyYEd,
default. kube- &£ U openshift- 7O 9 b TPod 8L UOJERRTEZHEIC. Th

S5DAVTYIRICTIVEATESIFT T, UTFToav Yy REFALT,. BEOI—F—N
BWYRNR—I vy avaFo-TVWANEI N AHETEET,

I $ oc auth can-i get pods/log -n <project>

H A B

I yes

pa

EEOJIE. 77 4 J)L b TIERE OpenShift Container Platform Elasticsearch A
VAI VAR EFEINE R A, Kibana TEEOVZRTT 30, OJERE AP
HFEALTCEEQN /O default ENEFERAT /81 T34 VERET 2REDNH
L) i’a—o
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html

FI7

PBIOEKIBANA ALV XY —OJDERER

Kibana TOYAXRTRT DICIE. UTFEEITLET,

. OpenShift Container Platform 3> —JL . Application Launcher@ =)y

L. Logging &R L 7,

. OpenShift Container Platform 3> Y —JLICAY A V3§ 37-OICERT 5 E 0 & E UREER

AERALTAJA Y LET,
Kibana 41 4% —27 4 ADEENL X T,

. Kibana T Discover 27 1) w7 LE 9,

CEEBOROY T I A Za—DOER LA YTy U R/RF— (app. audit. F7IiE

infra) Z:#8IRL £ 7,
OJF—%1%. 94 L2RA9 YV TREDORFIAVMNELTERRINTT,

A LRY VTR EDRFAAYMNDIDET IO A Y MNLET,

.JSON#T7%40 v oL, RFaxybhoOJTV M) —%ZRRLET,

—_

_version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7¢c267a6b88c4603dfce213e32¢c1"

}

"kubernetes": {
"container_name": "reqistry-server",
"namespace_name": "openshift-marketplace",
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

I3
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {

B0 Kibana DA Y 7S A SV F¥y—aOFITV MN)—DY VT

"_index": "infra-000001",
ll_typell: ll_docll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFiIOGUyOWMS3",
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"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
}

2
"@timestamp": "2020-09-23T720:47:03.422465+00:00",

"viagq_msg_id": "YmJmYTBINDktMDMGQtMjE3NmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}

"fields": {
"@timestamp™: |
"2020-09-23T20:47:03.4222"

2
1,
"pipeline_metadata.collector.received_at": [

"2020-09-23T20:47:15.007Z2"

]
2
"sort": [

1600894023422
]
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FNEOJTOABOY— RKN—FT 41 —OF VT AT LANDERE

ENEOQJTOARDY—RNX—F 4 —OF VT AT LAANDERE

T7A4IBMT, OF VT2 X7 L ClusterLogging h R L)Y —RICEEINDT 7 4L hDHER
OJZAMNZICAVYTF—BELPA VY ISANIVFvy—O72EFELET, L. BEEOJIEHER
FPICEFLERHA. EFXF2T7RRAML—VZRELAWVWEDTT, TOT 74 MNRENEHZE
THBAIIKIE. VRY—OT 74279 —%BRETIVERHY FtH A,

A7 Mo T7 ) 5—4—IFEET %I2IE. OpenShift Container Platform 2 5 X4 —0O49 7 #
D—85—%FRALEY, COAPIEFEAT L. AVTF— AVISARNSIIFv—BLVEEDY
HYDSRAY—ANDOEHEDIY RRA Y MIEETEET, ISHIC, BARZ947007 523 FIFER
VATALITEETESD, IEIFRI—Y—DEZRTIhOYA SIITIVEZATEEY, £k,
Transport Layer Security (TLS) DY R— b 2B L T, HBOZEHICEHLETOVEZRRIERFT S
ZEHTEZXY,

pa )

EBXOT AT 74 MORWER Elasticsearch AY A N FPISEETBICIE. BEEO /70Oy
A NTADERE THEEINTWEEDIIVZSRY—OT 747 —49—%FHALET,

O &HNERICERET BIBE. OV Y TV RTF ALK Fluentd SR EY Y TAERFHIZLERELT. HHD S
ORI AEFALTCAVEZEELES, AOT/ 775 —4—C7OMNIVERETILELNHY F
3—0

M. a0y —RKIN—F 4 =2 AF LAANDERE

OpenShift Container Platform 2 2 24 —DHRADFED IV KR4 ¥ MO T %ZEET 51T
ClusterLogForwarder h X% Y)Y —2Z (CR) THAH &A1 54 y@%ﬁ%ébﬁ%?‘éﬁ? L¥Ed. Ah
EFHEALT BEo7OV Y MIEEMITONAET ) r—>avnd Ty RiRA Y MLEZET S
ZEHTEZET, R Kubernetes— 2Ly b4 TV I ML > TIREINZF T,

output

ZO77—9DRE, FEOTOREXRTY. HABUTOWTIADY A FICHY X
3—0

e elasticsearch, #Zf Elasticsearch 1 ¥ 2% > X, elasticsearch H 1 Tl&., TLS #EfxsE
HATE%d,

o fluentdForward, Fluentd #H/R— Mg 2AEOTEEY V2 —2a Yy, DX TP avik
Fluentd forward 70 b 2L AERA L £9, fluentForward £01& TCP &7 id TLS ##i %
FATE. Y—2L v Mlshared_key 71 —IL RAEEL THAES—DOREEHR—HL
F9. HEXF—DORFLIE. TLS OERICEFKAKFEATEET,

e syslog. syslog RFC3164 F7cld RFC5424 7O M L& HR— M I 20480 J&KEHY
)a— 3, syslog HAIE. UDP, TCP. F7Id TLSEmAFERATEET,

e cloudwatch.Amazon Web Services (AWS) AR A R T 2 E=ZF ) v /BELTOTAMNL—Y
P —EXTdH % Amazon CloudWatch,

® loki, Loki: KEAMICRT—Z 7 TAAMOEWIILFTF+Y NOJEEY AT L
o kafka, Kafka 7O—#H—, kafka H & TCP £/IE TLS #HEHAFEHRATE XY,
o default, PIER OpenShift Container Platform Elasticsearch 1 Y 249 VX, 77 4L hDH

NeBETD2REEHY FHA. default HH%ZRET 5% S, default 17113 Red Hat
OpenShift Logging Operator AICFMINZ 7D, T7—AvE—IDNEEFEINET,
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A X )

input

BEO7OV Y MIBEERITONZ T TV r—>avnlaznN1 754 VIlEELE T,
A TZ54TIE, inputRef RS XA —4 —%FRAL TERET 207491 F&. outputRef /85 X —
Y—%FRALTCAV%25kET 25MEEHRLE T,

Secret
1—H—REAERL E OB T —4 28T Key:Value ¥ v 7,

1200794 THho1 DFLIFEROENANDEM I —FT 1T, FiFZEETZIOVEESEL
9., AT94 FIIUTFoOWTFhickhY £9,

e application, 7 S RY—TRITIND, A VIZANSIFv—aAVTF+—T TV s—
avERCI—Y—-—T ) r—avili>TERINBZAYTF—0OY,

e infrastructure, openshift*. kube*., F7(f default 7O - M TETIN S Pod DO
VFFT—O78L&T I/ —RTFAILNIRATLDORBINE Y v—F)OY,

e audit/ — FEEE Y X7 A, auditd. Kubernetes APl #—/X—_ OpenShift APl #—/3—,
BLUVOUN XY NT—VTERINZEEDY,

NATZ4 U Tkeyvalue R7A2FATZE, PFUM DY ROTAYE—JICIRIVEBINTE
F9, LEZE MMOT—9 VI —IlEmEINDIA v E—JIIIRILEBIMLEY., 94 TR
AJIKINVERMIFRLYTEET, 27227 MIEMINESRILEOT Ay £—2 & HITERE
INET,

RORUSTERL TSI,

e ClusterLogForwarder CR#4 7> =7 A EFHET BHHIC. default HADHZ/X4 TS5 4 UM

BRWERY, OFIET 7 #JL N Elasticsearch 41 Y A9 V RICEZEINFEH A

T7A4INBNT, OF T2 X7 AL ClusterLogging h 29 L) Y —RICEEZEINDZT 74
N DAER Elasticsearch A A R TZICAVTF—B LA VIS A NSV Fvy—OT%EELE
T L, BEEOJIZREBA N TICEELEFHA, BEFa2T7HAIANL—UERHELARVZD
TY. CDTI7AIIRENERZHBLTIHZEIE. OVEEAPI ZRETILEEFHY FH
Ao

QT894 TDONRA T4 Vv EFEHELBRWEE, KERYM 7OoOJE Oy FE3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBET 2EDD, infrastructure ¥ 1
TORA T4V EEBELRVWE, infrastructure O 71X ROy FINF T,

ClusterLogForwarder 1 X% ') Y — R (CR) THAODEHRDY 1 TA2FERAL. O %2EHD
B30IV EYR—MNT2H—N—ITEETEET,

MER OpenShift Container Platform Elasticsearch 1 Y 24 R E, BEEOJDEFa 7R b
L—V%RELERTA, BEEOVEERET IV AT LANEBS LOCBFORHICENL TH
Y, BEICEF2) T4 —DIREINTVEI AR T ZIEA/HRINTVWEYS, OF Y
THTORTLEEINSDHFFHICER L TWEHEA,

LUTofITld, BEEO Y %t 2 744 ER Elasticsearch 1 Y AY Y RICEEEL, 1 VT S5AKNS Y
Fy—AOJ A tx 17 THRUVWAER Elasticsearch 1 Y RY V RIC, Z7FY 45— 3 vad % Katka 7
O—Ah—Il&EEL, 77U —>a>r0%7 % my-apps-logs 7O =2 b H 5 AER Elasticsearch 1 >~
AHVAIICEEL T,

AOJEEORAENRS TSA VDY T

266



FNEOQVONBOY— KNR—F 4 —AFX VTS AT AANDERE

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

ClusterLogForwarder CR D £Hild instance THE2UNENHY T,
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2]
©

o9

o O o
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ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
Y=Ly hetEFaTRURL ZEAL7AtE+F 2774 Elasticsearch HADERE,

o HAN%EHY 2 &AL

e HHDH A 7 elasticsearch,

o EEEIAZL. AWM URL & L TO Elasticsearch 41 YR VY ADEF 172 URL &
J:U{‘/_ﬁ_ I\o

o TLSHEEDIY RKRRAY NTRHERY—V LY b, ¥—7 L v Midopenshift-logging 7
AV MIFRETIRENHY I,

JEt & 1 7 73 Elasticsearch HAIDERE:
o HA%Ehd KA,
e HADH A 7 elasticsearch,

o EEEIAZL. AWM URL & L T Elasticsearch 41 Y R4 Y ZADEF 2 7 TlEARWL
URL B L UV'R— K,

EFXF1TRURLZN LY 547 MEREE TLS BIE &M L 7 Kafka MO DERE
o HAO%ZEMY AL
o HAD% 1 7 kafka,

o Kafka 7A—H—DURL BLVR— %, EEFLZECEPLMET URL & LTHEEL X
3—0

my-project namespace ™S F7 FU T —2 3 vOTE T4 IIVI—F BDDAADEKE,
EEOY %t ¥ 17 28R Elasticsearch 4 Y AY Y RIEET BN/ TS54 U DHRE,
o A T754VEERAT AR
e inputRefs (3074 1 7 T9 (fl: audit),
e outputRefs (ZFHAT2HADEARITY ., ZDHITIL elasticsearch-secure &tz 217
% Elasticsearch 1 ¥ 24 ¥ ZIZEriX X ., default [&AER Elasticsearch 1 ¥ 24 >~ R TEx
EINET,
o F 7 ar:OJIEINTZ2EHDINI,
F7vav:EEkIhiJSONOY TV M) —% structured 7 1 —JL RD JSON A T2/ b
ELTEETENE DN ERELET, OV M) —ICBWNRBELLINL ISONDEETN S
DEIHYET, 5 THRWISHEIK OpenShift Logging I #h&Elt 7 4 —JL REHIBRL. KDY
KA TV MNY—%FT 74 NDA VT v Y X app-00000x (TEELET,

7 av:XFH, AOTIEBMNT 21 DX IEEBDS NIV, "true" R EDB|BIEIF. 7—IV{E
ELTTRARL, XFIMEE LTEHBINDLDICLET,

AVISANSIVFvy—OT%tF 217 THRUVWAER Elasticsearch 1 Y R Y VYV AITEFET 570D
RATS54 VDERE,

my-project 7O = U b H S WEL Elasticsearch 1 Y XY Y AILOT A ZEET B72DD/INA T54

=_n



ENEATOABOY — FNR—F 4 —OF VT AT ANDEE
Y DEXE.
o RA 754 V%Y AR
e inputRefs (345 E D A1 my-app-logs TY,
e outputRefs (3 default T9,
o FTav:XFI, OJIEIT 21 DFIEEHRDO NI,
@ T VEFRWEAIKAO T % Katka TO—A—ICRET2LDHD/ T 51 Y DORE,
e inputRefs (07 % 14 79 (f5: application),
e outputRefs [IERAT HHAODEREITT,

o AT av:XFH, AVIEMT 31 2FLIEFEHRDS NI,

NEBOTT7 T —4—HFEATERWGAED Fluentd d O 7 DNE

AEOFXFV IT7 IV F—9—MFETEY., OV ZZETETRWVGSE. Fluentd &t L TO /2 INE
L. ThozN\y 77—IRkEFLET, O 77V 5= —hrFATREICRZ &, Ny T77—3h/O
TS, OV DERENBHHAINE T, Ny 77 —DRRIC—WICARS &, Fluentd (207 DINE %5
1IE L9, OpenShift Container Platform (d0 7 Z0—7—Y 3> L., ENHZHIRLE T, /Ny

T —H A ZEREELRY, KERY 2—LEKR (PVC) % Fluentd F—E v £ v h F712 Pod T80
LW &ETEERHA

7]‘ &R DOFEEE ¥ —
ZTlE. — B ARF—91TE2RLET, HAYA TIEEMORRF—%E2HR—NT2EDEHY F
To HABEBDERET7 1 —ILICEFEHLNTVWET, IXRTOMERIEIAFT>a v Ty, BET 25—
HRELT, EREF2) 71 —HEZEMILET, F—P>—ILv b Y—ERTHTU VK,
R—MDFA—T Y, FFEI/O—"LT7O0FY—RERE, AROFTETRLEE LD ABEMEDH 21BN
BREEERL. HETINENHY £, OpenShift Logging &, FREEDHEAEHEEDAR—B %R
LEHA.

Transport Layer Security (TLS)

v—J L v LT TLSURL( 'httpy//.. 7ok 'ssl//..) AERT % &, EARMAR TLS H—/N—{AI52
'IE?’J‘EJNJ&U ¥9, V=LY NEED, ROATYarv 74—l REERFELT. BIND TLS #
%EJ-)J“— L/i-a—o

o tiscrt:(XFF) V547V MNIREEZST 7 71 V%, HERIEEZBMICLET, tis.key
NBETY,

o tls.key:(XFF) US4 TV NEBREDOY V5 RBET2-DOMBERESL T 7ML
%, tls.crt "UHETT,

e passphrase:(XF3) TV I—RINATLSHEREZTIA—RT5LDD/IRATL—
X, tls.key "HETT,

e ca-bundle.crt:(3XF5) Y —N—FRERADHRAIY—CADT 71 L%,
A—Y—RZBLTNRRAT—F
e username:(XF5) A1 —F—%, NAT—K PR ETT,

e password:(XF5) FREL/ART— K, A—HF—F IMIUBETT,
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Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBARAIICEM X/ IFEMICL X T, LRWHEIE. SASL &,
fttd sasl. F —HREINTWVWBIHEICEBENICEMICARY £T,

e sasl.mechanisms:(E25)) BF I SN/ SASL A H=ZXLEZDY R b, RELTWEHNEDIS
BlE. YRTLOT 7 A MDMERINET,

e saslallow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXEFET DA A =XL%EFHFA
LEd., 74 bk false TY,

N1L>Y—2 Ly NOYERKR

ROARY REFALT, BEAZEEF— T 7ML EZBCTA LI M) —IZV =Ly FEERTEZ
-3—0

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

P2
RERERER/ DI —RNE R ABALY — VLY AT EIE&HELE
-g—o

N2.ELCPODRDOOAVTFFHF—D00RDA VT Y I AADJISON O DERIE

BElkOJ %, AL Pod ADERZAVTT—DORDA VT YV AIEETEEY, JOMEARE
Ad2IiE. BV 7 F—0DHYR— b EFERL TSI TS14VEFREL, Pod T/ T—>a Vi
[T2RENHY T, OTIFEBHEN app- D1 VTV VRICEZSAEFNET, ChICHIET 57280
I TA Y 7R%FHAL T Elasticsearch 258 E T35 & A HELET,

BF

AJDJISONFERIE. 7TV r—oa Vit >TERYET, ERTBA VYTV IAN
g EBENTA—IVRAILHET B0, TOMEDFERIE. BEHMEDRL JSON
XOOTDA YTy 7 ADERICRELTLEIV, VT —%2FALT. IFIFEAR
namespace X7/ IE#MEDH 2 JSSONFHXDT7 FYr—avrsO/ =0 L £,

AR

® RedHat OpenShift DAF¥ > I H T R F A:55

¥
1. ClusterLogForwarder CRA 7V h2E&HT 2 YAML 7 7 M L EEREIEREL F 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
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name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
enableStructuredContainerLogs: true 0
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

Q TIFAVFTF—HAOEBMCLET,

2. POdCRA TV TV MNEEFZITBDYAML 7 7ML AR EZIIRELZE T,

apiVersion: v1

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavyﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavye
image: heavyimage

- name: low
image: lowimage

Q = containerType.logging.openshift.io/<container-name>: <index>

F/)T—avEREAVTF—ZERALUTRITNERY FH A

gk

==
[=]

DEREICEY, V75RI—LEDY v+ — FOBAKIBICIEINT 28D H Y F

o

G

BEE R

Kubernetes Annotations

11.3. OPENSHIFT LOGGING 5.1 CH/R—hXhzO/7—9HN54 7

Red Hat OpenShift Logging 511, OV 7—4%4%—4 v bOJ L VY —IEFET2DICLULTOH
AYATHLOTOMNINERELET,
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RedHat (&, UTORICEHINTVEZ TN ThOEAEDEETZAMLET, 2EL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EETE 2T T,

Hhoy14~7

elasticsearch

fluentdForward

kafka

syslog

Jobkan

elasticsearch

kafka 0.1

RFC-3164, RFC-5424

pa

fluentd forward v1

7 A N CEH

Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentd 1.7.4

logstash 7.10.1

kafka 2.4.1

kafka 2.7.0

rsyslog-8.39.0

PRID/N—2 3 ~ Tld, syslog HAlE RFC-3164 TOHYR— M IhF Lz, |RED

syslog 71 TlE RFC-5424 DY R— M &8ML 9.

11.4. OPENSHIFT LOGGING 5.2 THR— b I NdO07—9HAY1 T

Red Hat OpenShift Logging/N\—> 3 v 52k, OJF7F—4%%49—4y hOJIAL VY —ITEET 7

DICUATOENS A TELTOMINERBELET,

RedHat (&, UTORICEHINTVWE TN ThOEAEDLEETZAMLET, 2ZL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhoy14 7

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

272

Jobkan

elasticsearch

REST over HTTP and HTTPS

REST over HTTPS

fluentd forward v1

7 X b TERA

Amazon CloudWatch ®IR17/3—
Tav
Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentd 1.7.4

logstash 7.10.1

OCP $ & U Grafana SRICTF
O4 Xz loki2.3.0
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Hhovy4 7 Zobkan 7 A LR

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0

syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.5. OPENSHIFT LOGGING 5.3 CHR— hINZO077—9HN9 17

Red Hat OpenShift Logging 5.3 1&. O F—4% %4 —4 v hOJIAL V8 —ITEEFET HHICLLTD
HAOv4 FTsLo7OraLERELET,

RedHat (&, UTORICEHINTVWE TR ThOEAEDEETZAMLET, 2EL. ThboD7O
NIWERYADLYEREREOSY =7y hOJAL 24—l T—9 % EETE 2T T,

Hhos 147 Zobkan 7 X hTEA
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki REST over HTTP and HTTPS OCPIZ7 704 I7z Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.6. OPENSHIFT LOGGING 5.4 THR— IO 57—9HN94 7

Red Hat OpenShift Logging 5.4 l&. BY7—4%%4—4y AT AL VY —IZEEFETB7DICLLTD
HAOv4 T8O raLERELET,

RedHat (3, UTFTORICEHINTVWE TN ThOEAEDLEETZAMNLET, 2ZL. Thbo07O
NIWERYADSLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhos1 7 Jokan F A N CfHER

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®IR17/3—
av

elasticsearch elasticsearch Elasticsearch 7.10.1
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Hhos 147 Zakan 7 A M TR
fluentdForward fluentd forward v1 fluentd 1.14.5
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP LT 7 B4 I Nz Loki221
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.7. OPENSHIFT LOGGING 55 THR— X200 57— HN91 7

Red Hat OpenShift Logging 5.5 &, A F—4% %4 —4%v AT AL I —ITEET BHDICLLTD
HAOv4 FTsLo7OraLERELET,

RedHat (&, UTFTORICEHINTLE TR ThOEAEDLEETZAMLET, 2ZL. Thbo07O
NIWERYADLYEREROSY -7y hOJAL VY —ICAQTT—9 % EETE 2T TY,

Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP IZ7 704 IN7z Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

11.8. OPENSHIFT LOGGING 5.6 TH/R—hIXhzO/7—49HHN54 7

Red Hat OpenShift Logging 5.6 l&. BY7—4%4—4y AT AL V9 —IZEEFETB7DICLLTD
HAOv4 T8O raVERELET,

RedHat (&, UTFTORICEHINTVE TR ThOEAEDLEETZAMLET, 2EL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQJT—9 % EETE 2T T,
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Hhosv1 7 Zaokan 7 A M CfEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®IR17/3—
av

elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP 77 B4 TNz Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

BF

Fluentd I&. 5.6.2 ®B¥ T Elasticsearch8 2#H7/R— K L TWEH A, Vectorid, 5.7.0
& Y HIOD fluentd/logstash/rsyslog Z#HR—k L TWEH A,

11.9. 4&F ELASTICSEARCH 1 Y X4 V ZAAD O T DiEfF

4 7> 3 T, WE OpenShift Container Platform Elasticsearch 1 ¥ 24 ¥ ZITMA T, FIEZDR
HYICHEB Elasticsearch 4 YA YV AICOV Z8XTEX XY, ABO T 7 ) ' — 4 —% OpenShift
Container Platform 5077 —4% 2 Z{ET 2 LD ICERET 2LENHY F T,

ANER Elasticsearch 41 Y 29 VY AANDOVEEEZRET BICIE. TDAVRI VY ZAANOEAB L TCHEA
%{FHEY %/31 754 > T ClusterLogForwarder 1 24 L!) Y —R (CR) #/ERXT Z2RENHY F
¥, HEB Elasticsearch HATI&, HTTP(EZF 2 7 TRW) F/LIE HTTPS(F 2 774 HTTP) iR %
ATXZY,

¥R Elasticsearch 1 > A4 > X & NER Elasticsearch 1 Y R Y VY ZAOWMAICAT #5% T 5121, B
BLUHAILA VAV AANDIRA T4V, LV defaut EOAEFERALTAOTERNEA Y RY U RIUC
BETEINA T4V EERLET, default HA%ZERTE2HEILHY FHA, default HOERET
%154, default £ 711& Red Hat OpenShift Logging Operator BICFHINZ7H, T5—XvtE—
NEEINET,

R

0 7 % HNER OpenShift Container Platform Elasticsearch 1 Y A4 V' X M |ZERET B b
ENH D155 1L, ClusterLogForwarder CR #/EfX 9 2 X ElEH Y FH A,

=55

o EEINA7OMNINFAREFEREZFRALTOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,
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FIR
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1. ClusterLogForwarder CRA 73 =V N2E&HT 2 YAML 7 7 1 L EERREIEREL F 7.

0009

o

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance
namespace: openshift-logging g

spec:

outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs 9
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default m

labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR D £ Hild instance THEHZMEMNHY X T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZIEELX T,

elasticsearch ¥ 1 7% EEL 7,

AEB Elasticsearch 1 Y 24 Y ZM URL L VR— M = Bipiakit URL & LTIREL E
¥, http(EFa7TAHW) FOMINF I https (EF 2 7R HTTP) 7O NI AFER
TXF9, CIDR7 /57— avaFERAT2I7R9—2&K07OF > —DEMITHRST
W2%BA, HARKIP 7 RLATRALS Y —N—ZF/IZFQDN THEIBENHY F T,

TFITLEHRBTIE. —ILy b Z2#EL T, 5T % https 713 http URL Z357E
TEEY,



ENEATOABOY — FNR—F 4 —OF VT AT ANDEE
hitps #HEEFHDHZEIE. TLSBEDOIY KRS Y MIMBELY—J Ly NOZRIZIEEL
¥9., ¥—7 L v bMid openshift-logging 70> =7 MIFEEL. tls.crt. tlskey & &V
FToav: R4 T4V DERIERELE T,

NA TS24V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEEELET,

CDNRATZ4 TRV EGEET SRICERT2ENOLRIZBELFT,

Z 73047 % KNER Elasticsearch 41 Y R4 ¥ RITEET 37012 default B A EIEE
L/i-g—o

® 90 90 9

FF av:EElkIniJSONAST Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHEETINEINEIRELET, OV N —ILEMAEEEINL
JSONDEFNBMENHY XT, 5 THRWEHEIE OpenShift Logging & #iE1k
74 —ILREHIRL, KDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
IKEELE T,

7V a v xFy, OJIGENT 21 2FLIFEHRDOI NI,

(=

7 avHR—MNINBIA TOMOHAEO T T V) S =9 — LAV EHEET D LD
ICEBOHENZRELE Y,

o NAT54V%RBT AR

e inputRefs (&, ZD/NA TS VAEFERLCEGETZ0594 S TT
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODERITT,

o ATV av:xXFH, AVIEMT % 1 2FLIEEHRD S NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

Bl: 1—H—BENRRAT—FEZILT—I Ly bDK

A—H—RZENRRAT—REZELY—V Ly M&FERL T, AE8 Elasticsearch 1 Y A9 Y AADtEF 2
TIRERESRIITEET,

fe& 2, Y— R/X—F 4 —H¥ Elasticsearch 1 Y R4V A %#BE$ 57, ¥HE TLS (mTLS) ¥—*%
FHETERWGEIC, HTTP EAIEHTTPS 2B L CA—H—RENRT—REELY—I L v b %
BETETFT,

1. LATFDBID & S 7% Secret YAML 7 7 4 )L L ¥ 9, username & &£ U password 7 1 —
JVRICbase64 TTYOA—RINEEFERALET, >—2VL vy N4 FIET 74 M THRE
EHT\‘-Q—O

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
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data:
username: <username>
password: <password>

2. 9_9 l/\y I\%{/Eﬁibij—o

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hDERIZIREL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

! p= T
. url 7 4 —JL ROMETIL, $HBEFEIE http £ 7213 https IC2Y X7,

4. CRAZ7V U MR LET,

I $ oc create -f <file-name>.yaml

11.10. FLUENTD %2 7’0 b JJLA{FEA L7707 DExi%E

Fluentd forward 7O ML A{EBH L T. &7 #JL M® Elasticsearch A7 A M 7DRDY, FhlFZh
IKIMATZAMIANEZITFANDEDICEREINAAROS 7YX —4—ICO7DAE—%%ETE
x9, AEO T T ) 45 —4 —% OpenShift Container Platform WSO 5 R{ET B LD ICKRET B0
ELHY ET,

forward 7O ML AFERA L COJVEZEERTET 2 ITIE, Fluentd H—N—IIX T2 1 DU LEDOHEAS
SUVOZTNLDOHENEFERT 5/814 T4 >~ & HIC ClusterLogForwarder 124 1) —2 (CR) %= {ERX
LEJ. Fluentd DEAIE TCP(ZF 27 TRW) FALIE TLS(EF 2 7R TCP) EfRzFHTEXZ 7,
(1} =355

o BEINATOMNINFARHERAZFRLCOFXFVIT—952RETHLDICKREINAOF

VI —NN—DBRETT,

¥R

1. ClusterLogForwarder CRA 73 =V N2 E&HT 2 YAML 7 7 (1 L EERREIEREL T T,

apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder
metadata:
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name: instance 0
namespace: openshift-logging g

spec:

outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default @
parse: json m

labels:
clusterld: "C1234" @
name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR M ##il& instance THZ2MNELHY 7,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZEEL T,

fluentdForward ¥ 1 7%8E L £ 7,

ANEB Fluentd 1 Y 249 Y AD URL BLVPR— M EBRAHMES URL & LTIEEL XY, tep
(EFa7TchRWN) FObILFEUs(EF2T7RTCP) 7OMILEFHTEET,
CDR7/7—>avaEAYT 2075 R9—2E07OFxF > —NEMIR > TVWBIFEA,
HAFIP 7 RLRATIEARSY—N—ZF/IEFQDN THEI2HELHY T,

tls HEEFHAFERT 2HBEIE. TLSBEOIY RKRA Y MIBERI—I Ly NOELRI%
EETIVRENHYET, ¥—2 L v b openshift-logging 7OY =7 MNMIEHE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEENHYET., bl
TNENDAKRTIAZT 2SR LI T, ThLUADBEIE, http & & U https EEEFHDIFE
&, A=Y —RENRRTV—REELY—I Ly MEIBETEET, FHMIE. Example:
Setting secret that contains a username and password. =& L T 72X W,

FTFoav A TS4AVDEERRELET,

NA T4V %FERLTEXT 207 % 1 7 (application. infrastructure = 7 (% audit)
HEELET,
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O oM TSMvTRUEERT SHICEAT SHNORAEEELET,

@ Z 7 3. 047 % KNER Elasticsearch 4 Y R4 ¥ R ICERET 571 default B A& IEE
L/i-g—o

m F7 av:EElkIniJSONOS Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ILEMAEEEINL
JSONDEFNBIMENHY XT, 5 THRWEEIE OpenShift Logging & #E1k
74 —ILREHIFRL, KRDYICOTIZV M) —%2T 74 MDA VT v o X app-00000x
IKEELE T,

7Y a v xFy, OJIGENT 21 2FLIFEHRDOINIL,

o S

7o avHR—MNINBIA TOMOHAEO T T V) S —9—ICATEHEET D LD
ICEBDOHNZRELET,

o NATS4V%ERBT 2HR.

e inputRefs (&, ZD/NA1 FSA VAEFERALCEGET 20594 FTT
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODERITT,

o A7 av:xXFH, AVIEMT 31 2FLIEEHRDS NI,

2.CRATV U MaFRLE T,

I $ oc create -f <file-name>.yaml

1110.1. Logstash #* fluentd ™ 57— 4% Z R YAL /2O D F / WEE DB ML

Logstash 2" fluentd 5077 —4 ZEYIALICIE, Logstashi&REZ7 7M1 I TH / WEEEZEMICT
DNENHYET,

FIR

i

® | ogstash 3%%E 7 7 4 /L C. nanosecond_precision % true ICEXE L £,

Logstash&E 7 7 1 )L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

N1.SYSLOG 7O NI AFERH L0 DixiE

syslog RFC3164 F7z1& RFC5424 7O )L AEFEA LT, 77 #JL b D Elasticsearch A7 X k7 D
HY, FLEFEINIMATTOMNINLNEZFAND LD ICERESINALASRO T 7)) =45 =IO D
JE—%Z&FEETEEXT, syslog—/"—R &, AEO T T ) 4 —% —% OpenShift Container
Platform "5 0O7 5 RET B LI ICERETIHENHYET,

syslog 7O NI AFRALTCOJEREERET BI1TIE, syslog —N— (I T2 1 DULEOHEDE LT

TNSDHEANEFERT %/31 54 > &HIT ClusterLogForwarder 1 2 4 1) —Z (CR) ZER L &
¥, syslog HAITl&, UDP, TCP., F/WEXTLSEHRAFATEZT,
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=55

o EEINA7OMNINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7V hN2E&HET 2 YAML 7 7 M L EEREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east

- default ()

parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
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o o

- default
labels:
syslog: "west"

ClusterLogForwarder CR D &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH232EHNHY X7,
HAODERIZIEELX T,

syslog ¥ 1 7%5EEL T,

F7av: LTIV RAMREIINT WS syslog/NTA—9—%BELZE T,
N&Bsyslog A VRAYVZADURL BLPR—MEEELF T, udp (EF 27 TRL), tcp
(EF¥a7TchRW) ZFObaL, FhiEts(EFa2 7R TCP) 7O NIV AEFRATEET,
CDR7/T7—2avaERT2I IR 240 7O0F Y —AEBMICA>TWDBIFE.
HAFIP7 RLRATRALKY—N—ZF/IZFQDN THEIUHENHY £7,

tls A AFER T 25BE1E. TLSBEOIY RRA Y MIREBERI—I Ly NDOELRI%
EETIRENHYZET, ¥—2 L v bd openshift-logging 7OY =7 MNMIEHE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBEENHY ET., bl
TNENDAKRTIARZETLZSRLIT,

FF a1 T4 VD&RIEEELE T,

NA TS24V %FERLTEZXT 207 %1 7 (application, infrastructure = 7 (% audit)
HEEELET,

ZDNRA T4 TOVEEETIHRICHERT2HNOERIZRELET.

Z 7 3. 047 % KNER Elasticsearch 41 Y R4 ¥ R ICERET 5 7= (C default B A% IEE
L/ia—o

F7vav:EEkIhikJsONOY Ty M) —% structured 7 1 —JL KD JSON 7+ 7
IV MELTEHRETEINEDINZEELET, OJIT Y N —ICBWREELINE
JSONHDEFNZMELIHY ET., 5 TRWESIE OpenShift Logging I #&1k
74 —ILREHIRL, KRDYICOTITVN)—%2FT 74 MDA VT v o X app-00000x
IKEELET,

F7av:xFh, ATICEMT 2 1 DX EIEERDSINIL, "true" R EDE| BB,
T—=ILEE LTTIEEARL, XFIEE LTER#INDLDICLET,

7o avYR—MNINBIA TOMOHAEO T T V) S =9 —ICATEGEET D LD
ICERBOENZRELE Y,

o NAT54V%RBT 2 HR.

e inputRefs (. TD/NA TS VAFERLTEETZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODERITT,

o AT av.xXFH, AVIEMT 31 2FLIEEHRDS NI,

2.CRATV U bMEFEHRLET,
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I $ oc create -f <file-name>.yaml

NNL Xy tE—SHAANOOTY —EHROEBEMN

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% L)Y —X (CR) ICEBINT 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL I1— KD Xyvt—Y 74—
JWRICEIMTEEXT,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

' P2
DIXE L. RFC3164 & RFC5424 DMli A & B#RELHY 7,

AddLogSource Z [ L W GE D syslog X v 22— HADHI

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v z— I H DAl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

N.1.2.syslog /X5 X — % —

syslog HAICIE, UTFEFRETETET, M. syslog ® RFC3164 F/ld RFC5424 RFC #5HR L T
I,

e facility:syslog 7 7 1) 714 —, fBICIF 10 ERDEHF /I AXFENXFEXF LAWF—
77— REZFERATEET,

o A—FRIAXAyvtE—IUDIFEIX. 0F7/IE kern
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I—H—LRILDODAYyE—IDIBEIE. 1 F7/=lF user, T 74 MTT,

o

o

A=Y AT LDGBEE. 2 £7Id mail

o YRATFLT—EVDHEII. 3 £7/IE daemon

o EXxal)T4—/REX Yy E—YDIFEIE. 4 £/I1F auth

o syslogd ICE > THERICERIND X v 22— DIHFEIE. 5 £/ syslog
o FAVIYVI—HBTIRTLDFZEIE. 6 F/id lpr

o XY NT—7 news 7Y AT LDFEIF. 7 £72Id news

o UUCPH 7Y RFLDIFAEIE. 8 F7Id uucp

o /Ov I T—EVDIHFEIE. 97/ cron

o EXxal)F a1 —FREAYE—TDHFEIF. 10 7<Id authpriv
o FTP 7—EVODHEIE. 11 £7IX ftp

o NTPH 7Y RFLDEEIE. 12 £/ ntp

o syslog BEEOJ DIFHIL. 13 F7=Id security

o syslog 77— MOV DIFEIE. 14 £7/=1F console

o R Ta—YUITF—EVDFEIK. 15 F /-1 solaris-cron

o

O—AIVIZERI N S facility DB &I, 16-23 /=13 local0 - local7

e A7 3 v:payloadKey:syslog X v E—2DRA O— K& LTEATZLI—RK7 14— K,

R

payloadKey /X5 X —4% —%EET D &, MD/NT A —4 —H syslog ICEREX
ngad Y x7d,

o rfcisyslog &AL TAOJAEET 27OICERINS RFC, 77 4L MME RFC5424 T9,

® severity: 1S syslog L O— NIZEREIN B syslog DEKRE, {BICIE 10 EROEHF 21X KX
FENXFEERFLBAWF—7—REFEHATEET,

o YRTFTLNMEARARTHSIEERT XAy E—IDIFEIF. 0 F/zid Emergency

o BIEFICT VY avaRTI2MEBENHDIEERT Ay E—IUDIFEIF. 1 F/1E Alert
o BEAMLREATRTAvE—YDBEIE. 2 £/ Critical

o IS—DREBETRT Ay E—TDFEIE. 3 7Id Error

o EEREATT AYE—TDIHFEIL. 4 £72I1E Warning

o FETHINEELMREBETRT XA v E—YDHFEIX. 5 £7E Notice

o [FHRERMIDZIA v E—TDIFEIE. 6 £7/-1F Informational
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o TNRYTLRILDAYEZ—I%RBTEAYEE—TDFEIE. 7 £7/IE Debug, 77 # )L
T,

tag: ¥ Jl&, syslog A v =Y THTE LTHERATSLI—RT71—ILRZEELZET,

trimPrefix: I8 E X N/ EBEFHEA Y VD SHIBRL X T,

BAND RFC5424 syslog /X5 X —4 —

UTFDINZ X —4—[E RFC5424 ISBEAINE T,

appName: APP-NAME |, Q7 %#ZEE LT TV r—2ar%5Hd2 7Y —TFANDOXE
5| T9, RFC5424 IC L TIBET 2 EHNHY 7,

msglD: MSGID I&, X v E—Y Dy 4 T%HBHNT 27 ) —TF XA MXFFITY, RFC5424 (xd
LTIBETZ2HEIHY ZFT,

proclD: PROCID 17 ) —F ¥ X NXFFHTY, EHNEEINDIHEIE. syslog L AR— ~ DA
LTWaZ&%ERLEY, RFC5424 ICR L TIBET 2MENHY £T,

1.12. O 7' D AMAZON CLOUDWATCH ~ D&%

Amazon Web Services (AWS) BN R R R T2 E=F ) v IBLTAT AN L—YH—ERXTH S Amazon
CloudWatch ICA V' %#8XTEE T, T 74/ MOOTJTZAMTICMAT, FLBIOJIAMT7ORHY
IC. CloudWatch ICAJ A8RXTE XS,

CloudWatch ~D O JEREARET 5 ICI1E. CloudWatch OO E L VD EFERT 2/1 T4 VT
ClusterLogForwarder 1 X% L)Y —Z (CR) 2EK T 2 HELIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —JL K% {EF 9 % Secret YAML

T7AW%EEK L, base64 TTYI—RKE N7/ AWSEREEBEHRZIEEL F T, UTICHIZTRL
i’a—o

apiVersion: v1
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key id: QUIJQUIPUOZPRESONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly baefFRLET, UTICHZRLET,

I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CRA 72 ¥V N &EHT 2 YAML 7 7 A VA ER F /I3 mEL T,

D774, =Ly hDOARIZIBELZ T, UTFICHIEZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
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metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:

outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret G
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P

ClusterLogForwarder CR D &#iid instance THZMELAHY F T,

ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,

HAODERIZIEELX T,

cloudwatch ¥ 1 7%#8E L £ 7,

F7varv. 007V —TIbd A EERBELET,

e logTypeld. OV %94 7Oy —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L
F9, el 1V ISRV Fv—BLVOEBEEOJVAOEROOY 7IL—TEEK
L/ i’g—o

e namespaceUUID (X, 774/ — 3> namespace UUID Z& LW I JIL—7
ZERLET, £l AV ISAMNSIFy—BLVCEERTAHOEANDOO T JIL—
TEERLET,

FFoar QI —TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE % B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,
AWS SREFIE#HRNEEFNDY—I Ly NOEZRIZIBELE T,
FTTvav: A TFTS5SA4AVDEREEEELE T,

NA TS24V %FERLTEXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EGEET SRICERTIENOZRIZBELFT,
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4. CRAZ7V VU MR LET,

I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder Df#fH

Z T T, ClusterLogForwarder 1 2% L!) Y —2 (CR) DY > 7L &, Amazon CloudWatch ICH A
T2O00T7T—9DNKRTINET,

mycluster & L\ 5 ZF]D OpenShift Container Platform 7 5 24 —%EfTLTW3 & L F 9, ULTFD3
TV RIE. U5 A4 —0 infrastructureName iR L £ 9, ZHid, £ Taws IY Y NDOERRICFERL
EJC N

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZDFOATT—8HEEKT BICIE. app &L\ D &ARID namespace T busybox pod ZE{T L &
9, busyboxpodid, 3T EITstdout ICA Y E—VAHEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod A’Z17X % app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder h X9 LYY —RZX (CR) T, AV I7ZAMSI9Fv—, BEE. 8L T7TY
H—ravayd 94 7% all-logs /8 TS5A VADAAELTHRELET, T/ 2ONRM TSV
% cew HOICHER L, us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- hame: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
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- application
outputRefs:
- CcW

CloudWatch @& Y —Y 3 VIl 3D2DLRILDA Tz MBEFEFNFET,

o OJJIN—7
o OJRAKNY—LA

B OJ4RV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 320074941 7T
Amazon Cloudwatch I3 20AT VIV —TH#ER L F T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£ 7N —FIFa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢c3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252da4ab6472c9fff48623baee761911a9ef.log"

FOTZARN)—=LIZIEATARY A EFENFT T, busyboxPod S5O TA RNV M ERRT BIC

(=N

288

application O /) —7Hh 607 AN —LEBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{
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"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\"\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viag_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Fl: Q7 IIN—TE2DEBHEDHRAY<TA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |+ demo-group-
prefix DL D ICEBDXFINBEEIMADZIENTEET, COEFEEMASIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EEF 4 B XM F T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B EICOT IV —TDw4

PSR —NDT T4 — 32 namespace &I, KRN T ) r— 3~ namespace &% & IC
9% CloudWatch ICAY VIV —T5ERTEET,

7)) lr—>3v®Dnamespace 7 7V 7 MEHIBRL T, ALARIOHLWA TSV MEERT S
%AIE. CloudWatch IZBETER L OV VIV —F & FER LG £ T,

HEICZMARLT7 Y r—> 3> namespace 7 7V =7 MBI EMCFEDIHZE XK. T DFITERER
INTWBHEZFEALET, ThUAT, EXIN207 A v -V %HEICKANT 20BN H 515
&iE. Y IZ Naming log groups for application namespace UUIDs D7 ¥ 3 VA SR L T X
LY,
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7)) r—> 3 namespace BEEICLAEARIZBELTCT ) r—2a vl I —T%ERT %
ICI%. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName ICERET 2 &, 7 XU r—2a vl —TOHDHEEZITET,
ZhiE. audit & £ infrastructure DO T IIL—FITIIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZEO VT VI —TEDREILRRIINET, 7TV 45— 3
~ namespace (app) M1 D TH B 7. LLTDHAIE mycluster-7977k.application TlE7a <, FL W
mycluster-7977k.app 07 7 )L — 7 & RLTVWET,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDFIDYSAY—ITEEDT T 4r— 3 namespace & E N BHEIE. HAICIE namespace &
EICEHOOT TN —THRRRINET,

groupBy 7 4 —JLRIE, 77U —2av0J0 00 —7FRFRELET, Ihid audit LV
infrastructure DO 7 7L —FICIIHELFH A,

Bl: 7 7Y Hr— 3> namespaceUUID &2 & icOV IV —T D@4

PSR —HNDT F)r— 3 namespace Z & IC, ZEINT T r—< 3~ namespace M UUID %
£ &1CF % CloudWatch IcA Y T —T5ERTEZE T,

7Y r—2 3D namespace £ 7V TV MEHIBR L THFROOT IV —T%=ERT 25614,
CloudWatch THLWAYZ VI —T%ERLE T,

MEICAFINRRDZ T ) r—> 3 Y namespace £ 7V 7 MBI M CFEDHZEIE. ZDHFITEH
BAIh TWBAEZFERALET, ThUADZEE. FHRDA): Naming log groups for application
namespace name D7 > a v ASRL T LIV,

7Y — 3 namespaceUUID 6 &ICOJ T MY —ICEBI AT B IC
l&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{E% namespaceUUID [ZFZE L 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&. namespace UUID "& OV VI —TEZDHRHBICKRRINE T, 7)) r—
< 3 ¥ namespace (app) ' 1 D TH B 728, LT DH L mycluster-7977k.application Tl <. #
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ /)L — %A RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 4 —JLRIE, 77U —2av00 70 —FRFHELET, Ihif, auditBLV
infrastructure DO 7 7L —FICIIRELFH A,
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1M1.12.1.STS XY 5 X ¥ —H 5 Amazon CloudWatch AM 0O J#5%

AWS Security Token Service (STS) BAEMICR > TWB I TR —DIFEIC. AWSH—ERT7AHD VK
FETERT B H. Cloud Credential Operator (CCO) 1—7F 1 Y5 4 — ccoctl R LTI/ LTV
YD)V IRANEERTEZET,

: pz -1o)
CDHEEIZ, vector AL VA —TIEHR—KFINhTWLWEEA,

AWS ZREHEHRY 7 T X b DYERK

L. UWFOF>FL—M%{FBL T, CredentialsRequest 1 X% L!) Y —RX YAML % 4ER L £
-a—o

CloudWatchZ LT v ILY 9T RANDFY L — b

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

*akak

2. ccoctl ¥ R%&{HA L T. CredentialsRequest CR # A L T AWS OO—LEER L %
¥, CredentialsRequestt 7> =7 M TlE, TDccoctl A~Y Y REFEHETZE. HFED OIDC
TATYVTAT4—=7TANA Y= |IHFIFINIZ NS A MR =&, CloudWatch YV —2X
TOREERTNR—Iv2avaE592 -3y > avR)Y—%$EELTIAM O—JL%ERK
LE¥d., DAY RIE /<path_to_ccoctl_output_dir>/manifests/openshift-logging-
<your_role_name>-credentials.yam! ([C YAML B E 7 7 1 ILEEHR L E T, TD¥—Y L v b
7 74IICIE. AWSIAMID 7ONA ¥ —TOREFICFEAI NS role_arn ¥—/fENESEN T
WEY,

ccoctl aws create-iam-roles \
--name=<name>\
--region=<aws_region> \
--credentials-requests-dir=
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<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com 0

<name> &, 75T RYY—RDYITHIFICERINZERTHY, STSTSRI—DA
VARIVHRICERAIN2EAIE—RI2RENHY T,

3. fER LY=Ly hEBERLET,
I oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. ClusterLogForwarder #1249 L)Y — R &R FIIREL X,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: <your_role_name> G
pipelines:
- name: to-cloudwatch Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

“ow )

ClusterLogForwarder CR MO £ Hild instance THE2UENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZEEL T,

cloudwatch ¥ 1 7%#$EEL £,

ATvarv 0l —Te s A EE2BELE T,

0009

e logTypeld. OV %94 7Oy IV —T5ERLET,
e namespaceName (&, 7 7Y 7 —< 3 > D namespace Z&ICAY T IV —TEER L

9., AVIZANZVFv—BLUVOEEONTIIREEZITT., logType ICL>TY
W—TeIhiFFIHRYET,
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e namespaceUUID (£, 7 71) & —> 3> namespace UUID Z&ICFHFLWA T T IIL—TF
EERLET, Tl 1V IZRAMNIIVFYy—BLUCEEDJTAHOENDOO T JIL—
TEERLET,

FFoarnaldII—TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,
AWS EREFEHARENDY— 2Ly NOLRIEIELZE T,
FFoav A TSA4AVDEmERRELET,

NA TS24V %FERLTEXT 207 %41 7 (application, infrastructure = 7 (% audit)
HEELET,

ZDNRA T4 TOVEETIHICHERT2HNOERIZERELET.

O 90909 9

BIER R

e AWSSTSAPI)Z77L VA

1.12.1.1. BE2D AWS O—JL%&{EH L 7= AWS CloudWatch®>—%2 L v MMERK

AWS OO O—ILAH 355X, oc create secret --from-literal I~ > K% {FHH L T. STS TAWS
D=Ly NEERTEET,

oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

=Ly ol

apiVersion: v1
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

11.13. O 2 D LOKI ~ND#R%

REBD T 7 # JL b OpenShift Container Platform Elasticsearch 1 Y X4 V RITHA T, FlEZDRKbH
YICHERD Loki OF VIS RT LICAT A8ETEE T,

Loki N\DOYVEEABRTET DICIE. LokiDHEAE, HAOEFERTZNNA TSA VT

ClusterLogForwarder 1 X% L)V —2Z (CR) Z{ER T 2 MENHY F9, Loki ~NDHAIEHTTP (&
FaT7TRW) FLIEHTTPS (EF a2 7AHTTP) ERA2FEHATEET,

AR

e CROuUrl 74—JLRTHEETSBURL CTLokiOF VIV RATFLNEITINTWVWEIRELNH B,
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Fia
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1. ClusterLogForwarder CRA 73V N2E&HT 2 YAML 7 7 M L EERREIEHBEL T T,

0009

o 9

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: loki-insecure 6

type: "loki" @)

url: http://loki.insecure.com:3100 @)
loki:
tenantKey: kubernetes.namespace_name
labelKeys: kubernetes.labels.foo
- name: loki-secure G
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name G
labelKeys: kubernetes.labels.foo Q
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

ClusterLogForwarder CR D £l instance THE2UENHY FT,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HAODERIZEEL T,

Y4 T% lokiE LTIHRELET,

Loki VAT LD URL BLUVR— M EBWAMT URL E LTIEELE Y, http (EF¥ 27
TRW 7OMINFELIE https (EF2 7R HTTP) 7O ML EFHETEZE Y, CIDR7
JTF—=2avEFRTZ IR —2EA0OTOF T —HIEWICAR>TWBIGE, HAOEIP
T RLULRATIEBRLSY—N—ZF/IEFOQDN THEIZHENHY £, HTTP(S) BIEAD
Loki @7 7 # )L h7/R— K& 3100 TT,

EXaT7aEETIE. Y=Ly b ZHBEL T, 5R6ET 5 https /<13 http URL Z15E
TEZEY,

https #HEEFHDHEIE. TLSBEOITY KRS Y MIBERY—I Ly POZRIZIBEL
¥9., ¥—7 L v b openshift-logging 7O =7 MIFEEL., tlscrt, tlskey B LV
ca-bundlecrt DF —HNEFNBMENHYET, bk, TRENLKRTIIAEEZS
BLEYT, ThUADIHZE. hitp B L https BEFHOBEIE, 1—H—FKENXXT—NK
EEUY—U Ly MNEIBETE XY, #Mlld. Example: Setting secret that contains a
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username and password. =SB L T 72X W,

@ FFav A9TF—9F—T 14—V REEEL T, Loki ® TenantlD 7 1 —JL RD{E%
L E9, & A& tenantKey: kubernetes.namespace_name % :&E 9 % &,
Kubernetes namespace M &Rij% Loki D77+ M IDDfEE LTHERALEY, ffRiCEDO
JLO—R74—ILRZEBETEE0 %R T 2I1C1E. LT D Additional resources &%
2 av®dLogRecordFields ) 7SR LTLKEI W,

© 7703VFIANIDLki FNNEBIBABZAIT—IT4—ILRF—DYZIE
EBELET, loki SNILEIE, ERER [a-zA-Z_:][a-zA-20-9 :]* & —HTZHELHY £
o TINIVAREHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFT, &
& Z1E. kubernetes.labels.foo meta-data F —I& Loki ~\JL kubernetes_labels_foo
L) 9, labelKeys #ZE LR WE, T 7 4L MBI [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THREFRRBRINILOY A XEHICHIRAH DD, INILOEY h2hEILLE
9, Configuring Loki, limits_config ZZB LTI W, JT)—TJ 1) 5 —%FEAL
T. OJLaA—R74—ILRICEDWTHI I —%ETTEEY,

FTFoav A TS4AVDEERRELET,

= =

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EEET ZRICERTIENOZRIZBELFT,

S

R

Loki TIEAJT AN —LEELL A M LAY Y TTIEFHF T Z2RELNH B

&. labelKeys ICI&357E L 7 < TH kubernetes_host X)Lty MO BICE X
nNEd, COIRILEY MPEFNZIET, BEAMN)—LMNTDDERRAMDS
REINZOT, RAMD7OY VEORENREETY 1 LAY Y TOIEEHEL
nNRVWEDITRY FT,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

N13.1Loki L— MEIRTZTS—D S TN a—FTa4 VT

Log Forwarder API AL — MR ABAZRKZ R X vE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L— NIRR (429) TS —HDERINE T,

INSDIZ—F, BEOEERICRETDARMENDHY T, LEXIE TTICWLS 20O THH
29S8 —ICQTYTORTLZEMT 2%E. AOVH T RATLNREFOOI IV M) —%Z2$RT
BYRAEIETHEL—MIRIS—DPRETIARMEDHY T, ZDHFAE. FHLWATDEIMRE
HEREL— MEREL Y BEWVGE. BET -9 ZERHNICNYAZN, I—F-DONAZBRBEETIC
L—MHRIRTS—DBRINFT,

L— MBI S —HBl &S RET 38A1E. LokiStack HRY LY Y—2R (CR) AZEET 2 = & T
FEEBRTEET,
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BE

LokiStack CR |%. Grafana 7" A M9 % Loki TIFFIATEFZEA, TDOMEY 7L,
Grafana MR A M3 3 Loki —/NA—ICIXBEAINE A,

=S

® LogForwarder APl (&, O% % Loki ICERET B L D IBREINT WS,

o VAT AL, RDLIBR2MBABADAvE—ID7TOY V% Loki ICEET 2, LLTICHIAE
~LET,

"values™:[["1630410392689800468","{\"kind\":\"Event\"\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AAh¥ 3% &, V5 R45—RDIL Y
=071, ROWTNHDIS— Ay E—I5ELITIERTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—J DHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v tE—0Hl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIZ—REGANICERTIINET, & X IE. LokiStack BRYIAH Pod TUTZTLW &
ER

LokilRYIAH LS — XA v E2— Df
level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc

= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream
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=2
e LokiStack CR @ ingestionBurstSize # & 1 ingestionRate 7 1 —/L NZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize 7 1 —)L Rid., T4 A MY E2—9—L FTYhTEICH/RAO—HI
L— hHIBRY Y T A X% MBEMNTERLEY, COERFRN—KYIYFTY, 2D
Bx, DPRCEHE1DOTY a2 ) VIAMNTHEINZRAOTY A4 XITERELE
¥, ingestionBurstSize fEL Y KX WE—) J T X MNMIFHATETEHA,

@ ingestionRate 7« —JL KiE, 1M®HEYICRYRENZ Y Y TILOBRKE (MB #AI) I
XNT2YTMERTYT, O7DOL— MFIREZBATWSICE MDD LT, ILIY—D
OJ7DEEZBHAITITSE. L—MIBRIS—DEELETT, G5t FE’GHIRLY £ 0%
WEEICRY ., YXATFLIEAEL. 2—F—DNARLTIS—MBRINET,

BEfE

e OJLI—KRDT74—ILR

o |lokit—N\—DEKRE

1.14. O 7 D GOOGLE CLOUD PLATFORM (GCP) ~D&ri%

RERD T 7 # JL b D OpenShift Container Platform B A M 7ICMA T, FhEZDRHLYIC, O %
Google Cloud Logging ICERiXTE X 9,

bz ot 8]
: T DHEEE Fluentd TEFET 3 2 Y K— FIhTUEE A,

=S5

® Red Hat OpenShift Operator 5.5.1 A OF > JH T XA F A

¥
1. Google U —ER7HV Y h*— ZFEALTY—IL Yy bEEHRLET,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key_file.json>
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2. LFDFY 7L —h%ERL T, ClusterLogForwarder 124 A1) Y —Z YAML %=/ER% L £
—g_o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: 9
- application
outputRefs:
- gep-1

@ - /ERETBGCP YUY —RIERE OB

T. projectld. folderld. organizationld. Z7-(& billingAccountld 7 1 —JL K& Zhil
WY BEZHZREL T,

Log Entry @ logName 7 4 —JL RITEBINY 2EAREL XY,

NA T4V %FERLTERET 5207 % 1 7 (application, infrastructure. 7 (& audit)
HEELET,

2]
©

BER R
® Google Cloud Billing ICE8E % KF 2 x> K

® Google Cloud Logging 7TV —SEDRKFa1 XV b

11.15. O 7 D SPLUNK ~ D #53%

RERD T 7 #+ JL kD OpenShift Container Platform B4 X M ZIZIMA T, F£IEZDRHY I, Splunk
HTTP Event Collector (HEC) ICA/ % &ETE XY,

v ¥
- Z DHBEE Fluentd CEFAT 3 2 &Y K— FIATUE A,

(1} =355
® Red Hat OpenShift Logging Operator 5.6 LA
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e JL7U#%—&LTvector BMEEI N/ ClusterLogging 1 Y A¥ VR

® Base64 TITYI1— KNIEN7/ SplunkHEC h—20 >~

. Base64 TIT v d— KNI N7/ SplunkHEC h—2 Vv &FEBALTY—2 Ly FEERLE T,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. LFDFY 7L —h%ERL T, ClusterLogForwarder 1 24 L1) Y — X (CR) Z{ER E /= IE
wmELXT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
outputs:
- name: splunk-receiver 6
secret:
name: vector-splunk-secret ﬂ
type: splunk 6
url: <http://your.splunk.hec.url:8088> G
pipelines: ﬂ
- inputRefs:
- application
- infrastructure
name: 6
outputRefs:
- splunk-receiver g

ClusterLogForwarder CR M #FHijld instance TH 2 NELHY 7,
ClusterLogForwarder CR M namespace (& openshift-logging TH 2 WEHNHY £,
HADERIZIEELE T,

HEC k=2 V&8 FEh2a>v—J Ly hORFIZEELE Y,

HAY 41 7% splunk & LTHEEL X,

Splunk HEC ® URL ((R— h&2EL) 2#BEL X7,

NA TS24V %FERLTERET 207 % 41 7 (application, infrastructure. 7 (& audit)
HEEELET,

FTFoav N4 TSA4AVvDERERRELET,

CDNRAT 4 TRV EEET ZRICHERTIENOZRIZBELFT,

90 9909906006009
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Ne.HFeEn 7Oz MASOF7 ) r— a3y

PSR- 77— —%FRALT. AMOTT7IVS5—9—IC. BEOTOV I b BT T
F—2ava/7OaE—%F#ETEET, Thidk, 77 4J)L b Elasticsearch A7 Z 7 DHRH Y

IS, FHEEINICMATT 7 4L MD Elasticsearch A7 A N7 AFER L TEITTEET, T, A5
a4J 771 4'—% —7% OpenShift Container Platform 507 7T —49 5 Z{ETEX D LI ICKRET IHE
EtHYET,

TINS5 —2arvnloradz ) MILDEREERETDICE. OV ML DREET DD
AFIT ClusterLogForwarder 1 2% 1s1) Y —X (CR) 24Efk L. thoO 77V 5 —49—DF T 3
VHA, BELTETNSDOARNEFERT /81 T4 VEERT 2BELNHY T,

=55

o EEINA7ONINFAEFEREZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 M L EEREIEHBEL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @

- name: forward-to-fluentd-secure @

inputRefs:
- application
- audit
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- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR D &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZIEELX T,

H 714 1 7 elasticsearch. fluentdForward. syslog. F 7% kafka %#38E L 9.
NBOTT T )T—9—DURL BLUVR— M EBWRIETFURL & LTIEELZF T, CIDR
T)T—2avEFERAT ISR —2EK0TOF T —NEMR>TWBIHEA, HAlE
IP7 RLATIFARL Y —N"—LF/IEFQDN THZEZRELHY £,

tls A AFER T 2BE1E. TLSBEOIY RKRA Y MIBERS—I Ly NDOELRI%
EETIMRENHYET, ¥—7 L v bid openshift-logging 7O =7 MIEEL.

tls.crt. tls.key. B &LV ca-bundlecrt F—HEFNZ2UEIHYET, IhbiE, Th
ThHORTAAEEZSRLI T,

@ 900090

EEINALTOVII MO T TN r—2a vl a5 7409 —F2HODANDEE,

ANEFRELTI Az N7 Y=o aynd 52845 Fluentd 4 YRV RISEET
720D TS54 VDERE,

my-app-logs A /3,
FERAYT2HDDARL

900 09

F7vav:EEkIhikJsONOY TV M) —% structured 7 1 —JL KD JSON 7+ 7
IV PMELTEHBETINEINEIRELET, OV N —ILAMAESELEINL
JSONDEFNBMENHY T, 5 THRWEEIE OpenShift Logging & #iEik
74 —ILREHIRL, KRDYICOTIZVN)—%2FT 74 MDA VT v o R app-00000x
IKEELE T,

A7 a v XFH, OJIEMY 51 DFBFERDI NI,

G S

A7 &aMOa 7o) TF—4—ICEETZOD/IN TS54 VDERE,
o AT NRATSAVDEEIEEELET,

o NS4 VAMERAL TEET S04 1 7 (application. infrastructure % 7z |d
audit) ZEEEL 7,

o ZDNATSA TRV EGETZRICHERTIENOZRIZBELFT,

o AT 3. 04 %NER Elasticsearch 4 Y R4 ¥ AIERET 5791 default H 1%
BELZEY,

o AT av.xXFH, AVIEMT 31 2FLIEEHRDS NI,

2.CRATV U bMEFEHRLET,
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I $ oc create -f <file-name>.yaml

NI7Z.BEDPOD OISO T T r— 307 DEnix

75 A4 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 T7—4%N&EL. Iz
A7aAL 99 —IlEETEET,

Ty —2 a3 I FXE A namespace DD Pod & HICETIND Pod THREINDELE
To INSDPodIZT TN r—2 a3V aEHNTE2IRNILLEHZGEIE. ThooOdT—49 %%
L. FEOOJIAL VY —ICHATEET,

Pod SNRILEIRET %ICIE. 1 DLl ED matchLabels DF —/{EDOR T AFALF T, EHOF—/ED
R7ERET HIHE. Pod IBRINZZNSITRTUI—BTI2HENHYET,

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 A L EEREIEHBEL F T,
7 74T, LLTFDAFAIATRT & S IC inputs[].name.application.selector.matchLabels D T
Bl A iR — R (Equality-based) Dtz L 74 —%FH L TPod SRILEBELET,

ClusterLogForwarder CRYAML 7 7 1 L DY > T )L

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] G
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR MO ##ilZ instance THZ2NELHY 7,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,

outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

0009
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FT7vav. EElbIn/ZJSONOS T M) —% structured 7 1« —JL KD JSON # 7
VIV MELTEHETINEDIETELET, OV Y M) —ICEWAEELEINE

Pod SRILOD—BEDEY NaEDIET T r— 3 v O—ED inputs[l.name 2 E&H L F
ERP

IN&ET 2077 —9%FDPod SRNILDF—/EDORT7EIBELET, F—7LIFTIER
. F—CEOEAEEBET Z2HENHY £F, Pod ZBIRT ZITIE, Pod IFTRTD
F—EEDORTE—RTI2RENHYFT,

#4 7> 3 ¥:namespace 1 DL EIREL T,

o0 O o o

OJ7F—4%%&%Ed2 1 DULEOHANEEELET, TITRRINZA T3 V0D
default £ A1E 0275 —4 A RER Elasticsearch 1 Y AI YV RICEELE T,

2. AT a0y F—9 DIRE % HFED namespace ICHIFR T 2 IC1E, BRRDBFID &£ S I
inputs[].name.application.namespaces = {#HA L £ 7,

3. A7V a v BB Pod SRIVEEFDEBMOT T ) r—ravhrb@U/NAFS54vicay
T—HEEETEET,

a. Pod INILD—EBDHAEDLE T EIC, RRINZEDERAKRDENMD inputs[]l.name t
o avEERLET,

b. 2OF7 T r—>3a>v®Pod SRIIC—EHTBLDIC, selectors xFH L F T,

c. ¥R D inputs[l.name {&% inputRefs ITBIML ET, UTICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRATV U NaERLE T,

I $ oc create -f <file-name>.yaml

BaETE R
e Kubernetes M matchLabels MEF#lIE. Ty hNAR—2DEHEHR—F T B Y- A2SHBL
TLEIW,
BaETE R

o Xy hU—sRUL—BEOXVY

M18. OJEED NS TNV a—FTa4 VY
ClusterLogForwarder H X% L)/ — X (CR) DYERKEFIC. Red Hat OpenShift Logging Operator C &

) Fluentd Pod ""BEEIMICET 704 ShiWHEIE, Fluentd Pod ZHIFR L T, @EIMICET 704
TXZEY,

AR

e ClusterLogForwarder 7249 L)Y —X (CRYAZ T2V MEFEHRLTWS,
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=]
® Fluentd Pod ZHIf& L CRFIMICET 7O4 LE T,

I $ oc delete pod --selector logging-infra=collector
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BREJISONOXF > TOEMI

AJEEAPI ZREL T, BEEINLF TV MIWLTISON XFIEBITTETET,

12.1. JSON 0O 7 D& #r

JsONOZ/#iaEmOJiL, &% message 7 1 —)L RKADXZFFE LTRINET, Thicky,
JSON RFa XY NADHFEDNDT7 4 —ILRZE/T)—9 25 ENEEICAY £F, OpenShift Logging
DOVEREAPI ZERT 2 &, JSON OV A#EERAT T 0 ML, ThH% OpenShift
Logging W& T % Elasticsearch F721& 0 JE53X AP THR— M I 2D HY— K X\—F 1 -2 X F
LICERETE XY,

UTFOBEEINZISONOATIY M) —DHBEBELT. IhNEDL D ICHKBET SMERAL X
-a—o

BigltIhiisoNOsTy Y —ofl
I {"level™:"info","name":"fred","home":"bedrock"}

BE. ClusterLogForwarder 7124 L)Y —X (CR) I&. £M@O4Y TV ~!)—% message 7 1 —JL K
ICBRX L F 9, message 7 1 —JL RIZIE, UTFDHIDLSICISONBT TV M) —EREFD JSON 5|
AR CHEINAEXFINEFNET,

message 7 1 —JL KDl

{"message":"{\"level\":\"info\" \"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON OV OB AEBMICT ZICIE. LTDOHID L S I, parse: json % ClusterLogForwarder CR M
NRA T4 VICEBMLET,

parse: json ZR9 A=y il

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json Zf#fH LT JSON OV DT EEMICT S E. UTDOHDELSICCRIK #h&ElL 71 —)L
N{Z JSON-structured A7 TV h)—%ZJE—L X7, st message 7 1 —/L FFZEEINhFH A,

BEftXIhiJsoNOJT TV M) —%258 B3 hi= HAOH

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BF

OJTY M) —ICBWREELINEZ JSONAEF N TUVAWESIC, BEbtXhE
T4 —=ILRIFRL Y £,
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WEDOAFX VT TSy NT4—LDJISONOTDFEHZBMCT 2ICIEE. OJDY—K/N—=F1—2 2R
T LNDEE ZSR LTIV,

12.2. ELASTICSEARCH D JSON O 77— % D& E

JSON OV EHDRAF—TICRIBEIR. ThOEI1 DDA VT Y IRIRET &, 914 TOHE
PH—TAT) T4 —DOREIRET ZHAEMELHYET, ChEOET BITIE. 1DDOHAERIC.
BAF—I% T —TT 3L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET HHEH
HYUET, ThiCLY, EXAF—IHMBDA YTy I RICEEINET,

8%

JSON O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
Y URICEET BHEIC. BEICEDVWTHRA VT Y I ADNERINET, 1 VT Y
DANEGTEDIENREADNR T+ —< Y ADRBEAEET 5 I1IE. HBORF—<IC
BEELTHERATESZRAF—VTOREFRTFITDIEEZRFTLTLLEI W,

BiEsts1 7

ClusterLogForwarder CR TLA T D&Y 1 T%fEM L. Elasticsearch QAT ZANT DA VT v ) A% %
ERRTE £,

e structuredTypeKey (string, optional) I&. X vE—Y 714 —JILKROEZRITYT, TDT7 14— K
DE(HBHE)FA VTV I AEDERICERINE T,

o kubernetes.labels.<key> (&, 1 V7 v 7 ZZDERICER I N5 Kubernetes pod 7 RJb
DIETY,

o openshift.labels.<key> (&, 1 > 7 v 7 RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (Z1 V7T F—EZA5FRALTA VT v I REZEEKRKLZET,

e structuredTypeName:(XF%. 7 7 3 Vv)structuredTypeKey NS EINTHE ST, TD
F—HEE L RWVWIGE,. OpenShift Logging IE structuredTypeName D1E %= ##&LE & L T
L %9, structuredTypeKey and structuredTypeName Ol A % FEH T 2545
IC. structuredTypeName &, #i&E{b X7z TypeKey D F—H JSON OV TF—# ILRWGE
K7 2—INY DAV Ty ) RELERBELET,

pa

structuredTypeKey DfE% Log Record Fields hEY ZICEBEINTWBEED T 1 —
JWRICERETEETA, BES M TORNICEKD Y A MIREFEMRT 1 — )L RHBRRI
nxd,

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,

o U529 —h, apache BL U google EVWI 2 DNEARZHATISONOTEERT BT T
r—23Y Pod #ERITLTW3,

o 1—H—FZhoD7 Y4 — 3 Pod Il logFormat=apache & logFormat=google ® >
NIV EfT B,

o LUFMDR=~v k% ClusterLogForwarder CRYAML 7 7 1 L CER T %,
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outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json g

ﬂ Kubernetes logFormat 5 X)L TR I 115 key-value R7DEZFEAL X,

@ soNmvomiTERMICLET.
ZDFEIE. LTO#ELRD S L O— K app-apache-write 1 > 7 v 7 RITEFINFE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

Tz, UTo#EEO s L Od— K app-google-write 1 7 v 7 RITEEFEINE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl
LTFDR =~y k% ClusterLogForwarder CRYAML 7 7 { L CEAT 2 EREL T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

Q OpenShift myLabel SNILICE > THBINE F—EEORTOEEZFERALET.

9 myLabel £&/3. XFFIDE myValue &0 L O— RICIRHLET,

ZDiGEIE. UTo#ELRD S L O— K app-myValue-write 1 7 v 7 RITEEINE T,
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{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

ZDDEEFIR

o #EiE{bX N/l I— KD Elasticsearch 4 YT v 7 R &, #EELELDFIIC app-%&. % 5 T-write
ZEBMLTHREINET,

o FWELLI—NE. BELINLA VT YIRIEFINEFEA, T BET Y
T=2av AVIZANIVFv—, FEBEEAVTYIRTI VT I 23 hET,

o TETAHRWEELY 1 THWIHEEIX. unstructured L J— K% structured 7 1 —JL KA L T
EELET,

BE|RA T v Y AT Elasticsearch 25 AFRWVWLIILT B EHNEETT, 7 SV r—r a3y
* namespace & ICTIRAL, BERDOOTHER OHEEDORELY A TEFRALET., &2,
ITEAED Apache 7 7)) r— 3 ik, LogApache 72 EDE L JSON OV ER EEELY 1 THF
ﬁ L/i-a—o

12.3. JSON O 47 @ ELASTICSEARCH O X N 7 ND#5ixE
Elasticsearch OZ XA R 7DIFEIE. JSONOJ TV N —HEBRBRAFXF—TICHEDIIZE. & ISON R

F—IEI1DDODHAEERICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ Ls!) ¥V — R (CR) % 5% E
LEFd, ThiZ&lY., Elasticsearch R F—< ZTEI@ERIDA VT v I R EFERLET,

BF

BRZ2AFXF—VAEBLCAVTYIRIEETBEYA TOBEPH—FT14FYT14—D
BEEEIESRITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET B HEIICI D
BRELERTIZILELGHY FT,

AVTFYIANSGTEDLZENFRERDN T A —T V RAOBE AL T 5ICIE,. HBOX
F—VICEBELL L THFATEIARAF—TORAEFRE T EEMRETLTLEI WL,

FIR

1. LFOR=~v k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 7,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. 7> 3 v:Elasticsearch ® JSSON OV 5T —4 MEZE TRPELTWB LD
IC. structuredTypeKey Z#fRA L COJLI—RK7 1 =)L ROVWThHOEIBEL X T, ThlL
HDBEIE. TOTEHIRLET,
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F£12E JsoN OX > 7oAt

3. 7> 3 v:Elasticsearch ® JSON O Y5 —4 MERTE TRPAL TWB LD I
structuredTypeName Zf#fH L T <name> 2 EEL ¥, ThUADHZEIF. ZDTZHIRL
7,

BF

JSON O 7 % f##r 9 % IZId. structuredTypeKey ¥ 7 |£ structuredTypeName
M. structuredTypeKey & structuredTypeName DS 45 ET 2 ELH Y
7,

4. inputRefs MiF& 1. application. infrastructure 7213 audit 72 & D /X1 7514 v &EFERL
Tk d 207914 TAIBELES,

5. parse: json EXR% /N1 T4 VITEMLET,

6. CRA7TVxzy NEERLZET,
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator |& Fluentd Pod #5704 LE ¥, £ L. BF 70O
A D57 LAWEAIE. Fluentd Pod ZHBIER L T, BHIMICET 7O/13INh3L5ICLET,

I $ oc delete pod --selector logging-infra=collector

BEfEI

o NJDY—RKN—FT 14— AT LANDERE
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.10/html-single/logging/#cluster-logging-external

OpenShift Container Platform 410 O¥ > &

2813% KUBERNETES 1 XY NDINE S L WMRTE

OpenShift Container Platform 4 XY M L—4 —{&, Kubernetes 1 XY h&BEHR L., ThoxzOx> )
VATALICE>TIRETEZLDICOTICEHE TS pod T, ARV ML—Y—REFETTTO4T 2
WNEIHY ET,

ARV M= —EFTRTOTAT I MDA RY RN EREL, Th 5% STDOUTICEZAAFE
T RIS, ALV —EFFNS5DA R % ClusterLogForwarder 1 2% 4') Y —2X (CR) TEHI
NEEAMNTICERELE T,

HE

ARY M=% —I3EMDER % Fluentd ISEM L, WEBTE2MHOAOT Xy EZ—TD
BICKBEEZ 28I’ HY T,

BLARY ML= —DF 704 BLUVETE

LTFOFIEAFHALTARY ML= =5 ISR —=IIF7O/14LET, ARV NL—F—%
openshift-logging 7Oy =7 MIEILTFOA4 L. VSR —2RFTARY MPIREIN D LI ICT
DRHENHYET,

DFOFY L= ATV ME, ARYMNIL=F—IIREBELRY—ERT7HO VM V5249 —0O—
WBELPIZRAY—O—IN\A YT 1V THERLET, T TL—MEARY ML—4 —Pod &
EL. 7704 LFT, TOTVTL—RNIZBEEFTIFERTZD, 77O AL TV RD

CPUBLUXE)—EKREZZETEET,

AR

o H—ERF7HIYVNAEERL, V75R9—O—IN\A VT4V TEBHRT BT, BWHAR/—
Sy avIrMETY, &I UTFDOFY T L — M%, cluster-admin O—J)LAFD>1—
H—TERITTEET,

® RedHatOpenShift DAFXF Y IV H T RTLEA VA N—ILT DHENHYET,

FIE
LARYKMNILVL—9—DFVTL— b E2ERLET,

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging”
objects:
- kind: ServiceAccountﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
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name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €}
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: $§{NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

5133 KUBERNETES 1 XY FOINES S TRE
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@ 990 ® 00600 O

o

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:
- name: config-volume
configMap:
name: eventrouter

parameters:
- name: IMAGE @

displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"

- name: CPU a

displayName: CPU
value: "100m"

- name: MEMORY @

displayName: Memory
value: "128Mi"

- name: NAMESPACE

displayName: Namespace
value: "openshift-logging”

4 RY ML—4% —O openshift-logging 7O>Y =7 NTH—ERT7 ATV MEEKRL Z
-3—0

ClusterRole Z/E L. V5 A9 —ADA XY N EERLET,
ClusterRoleBinding %= Ef L. ClusterRole #H—EXT7HU Y MINA Y RKLET,

openshift-logging 7O = - N THRE~Y Y 7A/EMK L. HEA config.json 7 7 1 )L &
ERRLET,

openshift-logging 7O 7 b TF7O4 XY N &R L. 1 RV ML—4% —Pod 4%
L. BRELZXY,

V0472 EDY TTHININDA XA -V ZEHEELEY,

ARV MNL—4—Pod ICEIYHTSCPUDRNEEIBELE Y., T 74/ biE100m I
BREINET,

ARY ML= —Pod ICEIYHTEAE) —DIRNEEBELET, T74I M
128Mi (CEREINE T,

7YY M1 VA M—=ILT % openshiftlogging 7OtV M EEEELE T,

2 UMTFOav Yy REFRALTTF Y 7TL—haEL, ChEBERALET,

I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

UFICHZERLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
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H B

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —1 openshift-logging 7OV TV MIA VAR —ILINTWB I &AL
x7,

a. FiIMARY ML= —PodHXRRLET,

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ANV ML—=F—ICE>TREINZAINY FERTLET,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UTFICHZERLES,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 T v V2 A%=FRALTA VT v I AN —V%EHK L. Kibana
EHEEALTARYNERRTBIEETEET,
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%147 OPENSHIFT LOGGING O &=

141 Y R—bERNN—D 3>

N—2 3 VDR EHR— MEHRICDWTIE, Red Hat OpenShift Container Platform Life Cycle
Policy Z8BR L T EX L,

OpenShift Container Platform /A\—< 3 > 46 IBITY 2 R ¥ —OF ~ 7 H 5 OpenShift Logging 5.x
IC7y T L— K9 BICIE. OpenShift Container Platform 7 S 249 —%/1N\—T 3> 47 £/13 48 IC
BHFLE T, RIC. LLF®D Operator #B#H L £ 9,

® F[lasticsearch Operator 4.x 55 OpenShift Elasticsearch Operator 5.x ~

® Cluster Logging Operator 4.x 5 Red Hat OpenShift Logging Operator 5.x ~
LIRID/N—2 3 > D OpenShift Logging BN IRIT/N— 3 VL7 y FJL— K %IT1d. OpenShift
Elasticsearch Operator $ & U Red Hat OpenShift Logging Operator ZIg{7/N—2a VICEFHF L X T,
14.2. LOGGING ZIRED/N— 3 VICEHT 3

Logging ZIRFED/N— 3 VIZEFH T 51Tk, OpenShift Elasticsearch Operator & & U° Red Hat
OpenShift Logging Operator D 727 1) 7> a v aZEBELE T,

BF

Red Hat OpenShift Logging Operator % B #1 9 % aillc OpenShift Elasticsearch Operator
EFEHTILENHDY ET, /o, MAD Operator EEL/N—Y 3 VILEFHTIHEN
HyEd,

Operator =B > IEF CTE# T % &, Kibana FEFH I NG, Kibana R Y L)V —X (CR) IFFERK
InFtA, COREZERT ZIIE. Red Hat OpenShift Logging Operator Pod % Blkk L £ 9., Red
Hat OpenShift Logging Operator Pod "B 7 704 1% &, Kibana CR MMEMK I 1. Kibana AABE
FIRAREIC Y £,

[} =355
® OpenShift Container Platform /A\—> 3 ' 4.7 LIETH 5,
o OFVIJRT—HRIFEETTY,
o FARTD Pod » Ready JREEICH 5,
o Elasticsearch 7 5 A4 —HIEETH %,

® FElasticsearch 8 LU Kibana T—9 DNy 7 7 v THERI N TW3,

FIr
1. OpenShift Elasticsearch Operator ZE# L £ 9,

a. Web > Y —)L T Operators - Installed Operators 27 ) v 7 L ¥,

b. openshift-operators-redhat 70> =7 h & #IRL F 7,
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. OpenShift Elasticsearch Operator 22 Y v 7 L ¢,

Subscription » Channel #2 1) v 7 L ¢,

Change Subscription Update Channel” 1 > KU T stable-5.x Z#R L. Save =/ ') v
7LFT,

HE > TH S Operators - Installed Operators 2 Y v 7 L £ §,

OpenShift Elasticsearch Operator D/X—2 3 VI 5xx THBD & AR L F T,

. Status 7 4 —JU R T Succeeded 2 ET DA FHELF T,

2. Red Hat OpenShift Logging Operator Z8# L £ 7,

a.

b.

g.
h.

Web 3> Y —)L T Operators - Installed Operators z7 ') v 7 L9,
openshift-logging 7OtV & RIRLE T,

Red Hat OpenShift Logging Operatorz 7 1) v 2 L9,

Subscription » Channel 27 ) v 7 L £ 9,

Change Subscription Update Channel” 1 > KU T stable-5.x Z#R L. Save =7 ') v
7LFT,

#F#F > TH S Operators - Installed Operators #7 1) v 7 LE 7,
Red Hat OpenShift Logging Operator D/N\—2 3 U A 5yz THD & &#MRL T,

Status 7 4 —JU KT Succeeded 2 RET DA FHL F 7,

3. AFX VA VER—RV MNEERLET,

a.

b.

C.

I RTOD Elasticsearch Pod ' Ready R 7 —9 A THZ & &AL T,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

Elasticsearch 7 S A9 —HEETHBD I AR LT,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

Elasticsearchcron ¥ a3 7HERINTWB Z & &AL E T,
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316

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d AJRANTHESXICEHFIN, 1 VT v VA green THBZ EAERLE T,

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

e. H7IC app-00000x. infra-00000x. audit-00000x. .security 1 T v I XA hNEENB T

EEMRBLET,

Ba1REDRT—YRADA Ty ) A8 HAH
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144

green open infra-000004

rtDSzoqsSI6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbAPEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0oguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220
green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
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green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19
green open infra-000002

ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148
green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0

. AOZaAL 7 —DLUTICEHRINTVWS I E2BEELET,

I $ oc get ds collector -0 json | grep collector

g Al collectort AV T F—NEFNTWEI 2R LET,

I "containerName": "collector"

h. KibanaCRD 2 L COJEY a7 54 F—NoxX ICEFHINTVWE I L ZHRALET,

I $ oc get kibana kibana -o json

i. HAl ready A7 —% XD KibanaPod A& F N2 & #HERALET,
f14.2 #fIRREICH B Kibana Pod D H 1

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

13
"deployment": "kibana",
"pods": {

"failed": [1,

"notReady": []

"ready": []

I3

"replicaSets": [

Hz6WVINtTvKcQzw-
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}

"kibana-5fdd766ffd"
I
"replicas": 1
]
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OpenShift Container Platform Web > ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v ¥ 27R— Ri&, Elasticsearch 1 Y 24 V2%, BBEORKEMIES LUBHICERTE S
@RI D Elasticsearch / — RICDW T DEFMIERERRTLE T,

OpenShift Logging ¥ v ¥ 2/ R—RIZIE, V5 R4—UY—R, AXR=TaLo>av, V5R9—D
¥ — R, Fluentd 5t &, 75X —L RIJLTD Elasticsearch 41 Y A ¥ ¥ AICDWTDFM%ERT
TEIFv—MDEEFNET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — NIlIE, Elasticsearch 41 Y 24 ¥ Z DA RTT %
Fr—hrHEFNET, INODFr—hDELE/ —RLRLODEDTHY., ThilIE. 1VFTv D
A, v —R, VYRR EDHMIEENF T,

¢ s
JYFEMHALT—FICDOWTIE, vy aR— KD GrafanaUl) o %021) v LT

Grafana ¥ v > aR— K& L £9, Grafana IZI& OpenShift cluster monitoring A¥[E
MEIhTWET,

15.1. ELASTISEARCH & & U OPENSHIFT LOGGING 4 v & 2 7h— KA®D
TItEA

OpenShift Container Platform Web 1> ¥/ —JL T Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v aR— RERRTEZXT,

FIR
FyvoaR—REzRET I, UTZ2ETLES,

1. OpenShift Container Platform Web 1> —JL . Observe - Dashboards =7 ') v 7 L %
EP

2. Dashboards *—< T, Dashboard X =1 —/'5 Logging/Elasticsearch Nodes F 7= (&
Openshift Logging #:#R L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— RDIZEIE, "RT 2 0EDH % Elasticsearch
J—REBRL., T—YDRBREEZHRETEET,

BT Y Y 2aR— RBRRIIN, T—IDEHEDF ¥ — hHRFIINIT,

3. BEICH LT, TimeRange X — 21— LU Refreshinterval X Za2—H5, F—9 &2RRT
I FEIFABEOHEEE/ET—ID) 7Ly al—MEBRLET,

Pz
SYFEMALT—2ICDWTIL, GrafanaUl) 2% %2 1) w4~ LT Grafana ¥ v ¥ 27R—

FeEHLEY,

FwaR—RKFv—PMIDODWTOFEFMIE, About the OpenShift Logging dashboard & & U About the
Logging/Elastisearch Nodes dashboard #ZMR L T 72Xy,

15.2. OPENSHIFT LOGGING ¥ v 2 2 7/R— RIZDWT
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OpenShift Logging ¥ v ¥ 2/R— RIZI&. 25 X% —L NJLT Elasticsearch 1 ¥ 24 > A DFFM &= &
TID2Fvy—IDEFNTEY., InZzFALTEEZSDMML. FRATEET,

#*15.1 OpenShift Logging ¥+ — b
XMYvy

Elastic Cluster Status (Elastic Cluster D X 7—4 X)

Elastic Nodes (Elastic / — R)

Elastic Shards (Elastic & ¥ — R)

Elastic Documents (Elastic ¥ 21 X > )

Total Index Size on Disk (T4 XV LDO&EEA VT v

5 24 X)

Elastic Pending Tasks (Elastic DIREHD Y X 7)

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elastic JVM GC Rate (Elastic JVM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/
JIvFOLATVI—DEE)
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B4

Elasticsearch DIR{TRFT—4 R

® ONLINE: Elasticsearch 1 Y X% ¥ A7 v
ZAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A4 > AH' A
7240 THBEERLET,

Elasticsearch 1 > 24 > AAD Elasticsearch / — K
DEEHEL

Elasticsearch 1 > X4 ~ AR D Elasticsearch & v+ —
RDEEHEL

Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 41 YTy 2 RAICERAINDS T4 RV A

ELERE

AVTYIADER. A VTIYIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM 9 5 X9 —TD Elasticsearch ARX— L 4
2 a VREDRETICE L ZBERE,

VM BB T EICHR—C T ITFA ETF 4 — 5T
ER-N =i Ik

e VIY)—LAFVi—: & Elasticsearch &3
7T —DETICHERITIGIR,

o JIvFLATFTVi—: & Elasticsearch &3
JTY—PNF—F DT v FICETEHR
SN

BE 7JTvFLATUVY—OEREIERIT)—LA
Tvv—dYtEARYET, JTzvFLAITY
YN —BLTEMY 558, IhiET 41 X7 D&E
EOET. 7—5 DEMN. TLEERIZTEIHK
MRLBERDHZ &R LTVWB ARSI HY X
ER



AMYwY

Elastic Query Rate (Elastic 7 ') —L — I)

CPU

Elastic JVM Heap Used (Elastic JVM & — 7 DfEHA)

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D
= F)
File Descriptors In Use (fEFAHF D 7 7 1 JLEZIRF)

FluentD emit count (Fluentd M4 A ER)

FluentD Buffer Availability (Fluentd /Xv 7 7 —DH
FAt)

Elastic rx bytes (Elastic rx /3 K)

Elastic Index Failure Rate (Elastic 1 7 v 7 R 5%k
)

FluentD Output Error Rate (Fluentd tH A T 5 —3K)

BISE I FRY—F v aR—FDERR

B4

% Elasticsearch / — RMD 1#3 7 Y I Elasticsearch
AVRI VAL LTETINEI ) —DERS

AVR—3%> T EILRRIN S Elasticsearch,
Fluentd, & U Kibana Ic& > TERI N3 CPUD

=
BHo

FRAINZIVM XA EY—DE, EERISAYI—T
lE. UM AR—=TL 23 vicd>TAEY =N
BrIhzde, FST7REHMARETE2RLES,

% Elasticsearch / — R® Elasticsearch 1 Y X4 > R
ICE>THERAINE T RVBEDEET

Elasticsearch, Fluentd. & & U Kibana IC& » TEHA
INB 774 IVEBRFOEEE

Fluentd 77 4L NEAD 17 H7=Y D Fluentd X v
VDR BB LTI 4N MEDOBRITH.

F¥ U OICERATES Fluentd /Ny 7 7 —D/R—+
Vhe Ny T 7—D—ICA B E, Fluentd BZ{ET
ZOVHENBTERWVW EERTAREENDHY F
ER

Elasticsearch #* FluentD. Elasticsearch / — K., &
LV ZDMHDY —ANSZELLEEE/N1 ML,

Elasticsearch 4 T v 2 A TKRB LA 1#8HEYD
SEEE, L—rDBEWGEIK. 1Ty 7 RICH
BLHBEHERTEEELHY T,

FluentD OV DHEDICKERT 3 18 H Y DEETE
.

15.3. LOGGING/ELASTICSEARCH / — K4 v < 2/ R— RDF v — b

Logging/Elasticsearch Nodes ¥ v & 2 7R — RIZIE, BIIDESRTICfE T X % Elasticsearch 1 ¥ 2 %
VADEMERTTEZFr—MEEFIET, ThO5DFr—bDZLIE/ —RLRILDEDTT,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v & 2 78— RICI&, Elasticsearch 1 Y A4 YV ZAD AT —4 RIZE

THRUTFDFv—IAETNIET,

K15.2 Elasticsearch A7 —4% X714 —JL K
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XhYvs B

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. & U red A7—%
2%EEAT D, BRINWBEICE T3R5 —
DEBEHERT—4H R,

e O:Elasticsearch 1 ¥ 24 >~ X H* green A
T—HRATHBIEERLET, Thid,
TRTOYvy—RAEYHTHNE T &%
BELEFY,

e I:Elasticsearch 1 > 24 > XA yellow R
T—IRATHBIE"RLET, ThiE 1
DUEDYv— KDL T AY v — RHE
YL THONBRWI EEEBHERLET,

® 2: Elasticsearch 1 Y A%V AH red RFT—
HRATHBIEZRLET, ik, 1DL
to7s14<) =Y v—RE&EZDL T A
MNEYHTONARWIEEEKRLET,

Cluster nodes (7 2 29—/ —K) 95 A% —HD Elasticsearch / — KD EEHEL
Cluster datanodes (7 2 X8 —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,

Cluster pending tasks (7 2 29 —DRBHDIRY) HTLTHELT. V5R9—Fa2—THEHDI S
A —REEEOH, EzlE. 1 VT v I ADE
B 4V7y Y208, ¥v—RKDEIYHTHRE
HYFET, EBINMERIE. 7529 —DEBITHIEK
TERWZEZRLET,

Elasticsearch 7S A9 —A VTV I A ¥ —RKDAT—F R
# Elasticsearch 1 T v 7 ZlE, Kbt INT—YDEKXBELMATHD 1 DULEDY v — RDRIE
TIWN—TTE, AVTYIRIv—RILE, 7547 )—Yv—RELTYVAYYy—RKD2DO0D%
A THHYET, RFAAXVIDPAVYTYIRICAVTY I RMEINhBE, ThigFS5M4<) —
Ty —ROWTNNMREEIN, TOVY—RODITRTOLTY AICaAE—3IhEdT, 7514~
)= v —ROEUIA Ty 7 ADERBFICIBEIN., ZORITA Ty 7 2Z0EMBEEICEERY
52EIFTEFRHA, LTV A Y—ROEIIWDOTEEETEET,

AVFYIRAY Yy —RIE, SATHA IV T —XFLWEISRI—TRET ARV MIGLTER
DREICHYYEDYET, Vv — RDPRBESL A VT Y IRBRERITTEDRE, Yvy— K77
TATICRYFET, Vy— KR INSDEBERERITTERWGEE, Yv—REIET7V 714 TICRY ZE
I, v — KO ¥HEE. BEIY YT, REYYTREDRREBICHZHEIE. Pv—KDFET7I 714 7IC
RBAREMENDHY XY,

AVTIVIRAIYY—RIE, T—I9DMEBRBETHZ2A VTV IRAEITAV NERENZEZ < DINI R
A7 OY I TEREINET, 1 VTvIRET XAV ME Lucene BFi72IilA VT v ¥ b3 hic
T—H%IYy PLAEEZITERINZHER/NIL, 1 32—49T )V Lucene M YT v I RTY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. Xy OISOV RTA VT I RE
TAVNELYREREITAVMIT=I L, ETAY NOBFHEZBWVREICHRLE T, E/XY
NaY—YFT27OALFREIA Y MBERINEZEELY BB RZI5EE. BEIHDIE %
Y HABEENDHY FT,

Lucene " MRFRBERE DT — Y 1REHFEITT %355, Lucene ISEAET DA VT YIRADA VTV IR

322



BISE I FRY—F v aR—FDERR

TIAYMIRLTEREERITLES, TDRD, FEITAVRMIE, AEY—ICB—KIh, v 7
INBZBEEDT—IBENESINET, 1 VTYIRITYEY T, XY NT—9BETHEAIN
DAEY—ICKELKFEAEZZAEELIHY T,

Logging/Elasticsearch Nodes ¥ v < 2 7/R— RIZI&, Elasticsearch 41 7 v 7 2>+ — RIZET 2 LUTF
DFv—rHFENRET,

FK15.3 Elasticsearch 7 S A9 —D v — RKRAF—HY ADFv— b

AU L
Cluster active shards (V SR 9 —DT7 V7147 VSRAY—ILBIBTIT1ATRTZ4<7Y —
S —F) Sr—ROBE, LTYNEEDY v— ROAE

B, v —ROEDNKELARBE, V7TRAY—0D/N
T3—XVAMETFLIBO B EELHY £9,

Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERBVWS v — KO, 7
S HF 4 TTHANY v— Kid, eI, B0

J—RICBEBEINDZTWSYvy—KPp, FYHT
bR TWRWov—REHBLET, BE. 75X

Y —ICIFEEB T VT4 TTlERBRW vy — R H Y
¥, REBICHA>TT7 VT4 TTlIAEVWY v —
ROBMWIEZ 25EIE. BB HDE AT AR

HEAHY X7,
Cluster relocating shards (7 2 249 —DBEEY ¥ —  Elasticsearch D'##R / — NICEEREEI N TW3
K) v — RO, Elasticsearchld. / —RKTODXE

) —EREXNABWEECHR/ - I S5 25 —IC
BMINRREDERDOERICLY / — REBE

BLET,
Cluster unassigned shards (7 5 24 —KE|\) 4T RENWHTDY v— FNDHL, Elasticsearch ¥ ¥ — K
S — ) i FHEA VT Y 4 ZADEMP / — ROEERED

HHTHYETONGWARELHY XY,

Elasticsearch /— KX KU w4

£ Elasticsearch / — RICIE, 9 RV DUBICFRATEZ Y Y —ADEICHIRBEIHYET, IXTD
1)) —ZAHMEHP T, Elasticsearch D"#FifR4 XV DETAHITT %158, Elasticsearch (&—ERD )
Y—2ABFIEAREICAR D ETCIRIAFa—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 27K — NIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDOF ¥ — b & Elasticsearch ¥ 2 —THFHEFDY RV DEINEENET,

#+15.4 Elasticsearch /— KDX MY v IV F¥— b

PANIRY it

ThreadPool tasks (ThreadPool ¥ 2 7) BERDF 1 —DFEFRDY R D (Y R0 514 THl
IKRTINET), F2—HOYRIVORPEREL
T2IRREIE, /—RYY—XDARRBPZDMDREED
HBIEERTAREENHY FT,
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XhYvs B

CPU usage (CPU M{E ) R RNIVFF—ICEY BT 5N 3 CPUDEEHDE
&& LT, BEBIRLJ Elasticsearch / — RiIC & > Tf&E
HXh 3 CPUDE,

AEY—(FH=E 3EIR L 7= Elasticsearch / — RICL > THEBEI N B X
€ U _%o

Disk usage (7 1 R 7 R E) B®IRI N /z Elasticsearch / — RDA VT v I AF—
ABLUCAX Y T—HIFERAINE T 1 RIVBEDE
&to

Documentsindexingrate (RFa XY b Y Fv V7R KRF¥a x>y MpHEIRI N Elasticsearch / — K TA
ftL—=n) YTy ORI NBL— b,

Indexing latency (1 Y7 v 7 R{tL A4 7V —) EIRI N/ Elasticsearch / — R TRFa AV NEA
VTV AETBDICRBEERDZER, 1TV Y
2L AFoo—ld, WM E—TXEY) —P2ED
BREREDEZDERICLZ2FELEZITDAEEMHED
HUYUFET, LATVI—DEMTZHEE. 1 VR
HYVAAD) Y —RABRENTRLTWSE I EETRL

E3

Search rate (83 L — ©) BRI N7z Elasticsearch / — R TEITINIRERE
RO,

Search latency (FEL A1 TV ¥ —) BIRE N7z Elasticsearch / — R THRZBEERETT T

BDICMEERBERE. MRELATYY - #E
COERDHEEZ T HARMEIHYEY., LAT
VI—HENT BEAE. A VAV ARDY) Y —
ABRENTRLTWVWBZEZRLET,

Documents count (with replicas)( KF 2 X > M (L BRI N7z Elasticsearch / — RIZREIN 2

7)) AER)) Elasticsearch K¥ a2 X ¥ hDE, Zhilid. /—RK
TEYHTENREZTSAT)—vy—RELTU A
Y —ROEAIREINE RFa2 XAV MEEN

E3
Documents deleting rate (K ¥ 2 X > N DHIBRL — BRI N7z Elasticsearch / — RICEIY H{THNR B WL
M) FTAADA YTy I RS v — RADEIRIND

Elasticsearch R¥F 1 X ¥ hD#,

Documents mergingrate (RF¥ a2 XY hDv—Y L —  FEIRI N/ Elasticsearch / — RIZEIY HTHN 5 A
) VFYVIRAV—ROVWEFNNATIY—IIND
Elasticsearch K¥ 1 X >~ b D,

Elasticsearch /— K27 4 —JIL K5F—%

Fielddata i1 v F v 2 ADEED ') R b #{R#E 9 % Elasticsearch T —4#&ThY., VM-
ICIREINZF T, fielddata DEIL RIZOARX MDD BEBETH 78, Elasticsearch I fielddata
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BISE I FRY—F v aR—FDERR

BE%xEF+v vy a1 LFET, Elasticsearch ld, BERERZ A VTV IRAET AV MHEIBRINZY,
I—IINBIFER. TRTOD fielddata F+ v ¥ 21T IVM HEAP X £ — D+ ITHRWIEEIC,
fielddata* v v > 2% ITEYV NTEZFT,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&. Elasticsearch fielddata ICEAT 2L TFDOF v+ — b
NEEFNET,

#15.5 Elasticsearch / — K74 —JIVKTF—% Fv¥—

XYy B

Fielddata memory size (Fielddata X € ') —% 1 X) EIR I N Elasticsearch / — KD fielddata F + v
YaAIERINS VM E—TDE,

Fielddata evictions (Fielddata TE Y & 3 ) BIRXI N/ Elasticsearch / — KA SHIBRI i
fielddata #E DL,

Elasticsearch /— KD TV —Fvyv>a

AVTYIRABREINTVWET—IDPZTEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESZLDIC/ —RLRNLDIIY)—F vy allxvyyiaihnixd,

Logging/Elasticsearch Nodes ¥ v & 278 — R(ZId. Elasticsearch / — KDV T —F v v aIllET
LUTDFv—rNEENFT,

#15.6 Elasticsearch / — KDV xTY)—Fv— |
ARYv Y tEA
Query cachesize (P T!) —F v v a4 X) BEIRI N7z Elasticsearch / — RIZEIY HTHNE T

RTOYvY—ROIVT)—Fv v vallFHAIND
)( = U _o)ég-l-%o

Query cache evictions (7 TV —F+v v a1 ks EIR I N7 Elasticsearch / — R TOI I —F+ v
> av) TvapIEsYa v,
Query cache hits (VT —Fv v akwv i) EIR I N Elasticsearch / — R TOY ) —F+ v

910)t‘y I\#o

Query cache misses (7 T —F v+ v ¥ a1 3IX) FEIR I N Elasticsearch / — R TOI I —F+ v
910)51&0

Elasticsearch4 Ty 22020y YV 5T

REaxXybDAVTy I REERT 5356, Elasticsearch I&d57—4% OMEBRIRTHZ A1 VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE %= &ELT %
FFEELT, JYUNIRBREITA VN ELYKREREITAY MCEMICSI—YLET, 1VT YD
ZEBNETAY N e —V T BHEELYEBRICAZHEIE. Y=Y TOEAN+2DEIE > TR
THEHTIC, RBEPNRN 7= VRAICEABELLEE N E L SEMLrHY £, ZORRERH D
IC. Elasticsearch &/ T v 22220y M)V LET, BE. 1Ty IRAICHYHTLHND
ALY RET1DDRL Y RICHKOT I ETHIBRTEE T,
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Logging/Elasticsearch Nodes %' v & 278 — K ICI&, Elasticsearch 4 7y 22020y M) > JICE
THUTFDOFv— rhEFEFNET,

RKRB7AVTYIRZ2AY MY TFv— b
ARYyy S%ER

Indexing throttling (1 > 7Y 7 2AD2A v k1)~ 7)  Elasticsearch AR I N7 Elasticsearch / — KT A
VP o ABEERDY MY VT LTV BER,

Merging throttling (xR —>Y @220y k1) ¥ %) Elasticsearch A%#3IR & 117 Elasticsearch / — KTtz
TAV MO —VBFEZ2OY M) VT LTWBE
fEl.

/— K JVM E—7 D5t
Logging/Elasticsearch Nodes ¥ v & 278 — RIZIE, JVM E—TREICET 2UTOF +— M'E
E I -8

K15.8JJVM bE—THEFv— b
ARYyy 571

Heap used (E— 7 D) BEIRE N7z Elasticsearch / — R THEAINZEIY 4
THEHD IVM £—TEEDEE

GC count (GC ) FHOAR—=YAL I3 vit&>T, BRI
Elasticsearch / — R TEITINTELAR—=TOL
73 VigtEDH,

GC time (GC BfH) JUM B, FIIBDHAR—=YOL I avild > TREIR
XN/ Elasticsearch / — R THR—=Y LV 3V
=RITL TEER—,
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LeEOAX VIO TNV a—Fa VT
BeEzOxXxv/J/oNZ TNV a—FTa4VYT

16.1. OPENSHIFT LOGGING X 57 —% A DR

Red Hat OpenShift Logging Operator DA 7—4% AB LUV DDA F Y JH TV RAF LAV R—F
YhNERRTEET,

16.1.1. Red Hat OpenShift Logging Operator D X 7—4% A&k~

Red Hat OpenShift Logging Operator D A7 —4% A= KRRTCX X T,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,

¥
1. openshift-logging 7O =7 MIPYEZET,

I $ oc project openshift-logging

2. OpenShift Logging DAT—4% A &RRT BITIE, U TFEERITLET,

a. OpenShift Logging DAT—4% A =BEBLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
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- fluentd-6fgjh
- fluentd-612ff
- fluentd-flpnn
- fluentd-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAD status A9 VHIZ. V5RAY—RTF—YADT 14 —ILKHARTIINZET,

Fluentd Pod ICE8 T 2 1B

909

Elasticsearch 7 2 X 4 — D24tk (green. yellow. F7=(& red) 7% & D Elasticsearch
Pod ICBET 315
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Q Kibana Pod ICBE9 % 1&4R

16.1.1.1. k& X v 2— ¥ (condition message) DY >~ T

LA I&. OpenShift Logging € ~ 24 > XM Status.Nodes 27> 3 U H S D—EDREX v 2—I D
BlTd,

PLTFDEDIBRRT—FAXvE—VlE, /—RKRDOBREINLBEEEEBLZBATBEY., Yvy—RKHZD
J—=RICEIYYTohAWZ EARLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

LTRDEIBRRAT—HZAXA v E—VE, /—RDPREINALSEEEEZBATHY., >v— KMo
J—RICBEgItELNhEZEARLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTOLIBRRTF—F A X vE—IE. CR D Elasticsearch / — REL 29—V SR —D\WTFhD
J—RIZE—BLABRWZEETRLET,

H A B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0

Relocating Shards: 0

329



OpenShift Container Platform 410 O¥ > &

Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

UTDESIBARAT—FAX vy E—I1F, BRINLPVCHPVICNAA Y RENGWIEZRLET,
apalyl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

UTFDEDBRRT—FRAyvE—JF, /—RELIZZ—DVTIhDO/ —RIZE—H LW,
Fluentd Pod 5 A7 ¥ 12— )L TERWVWIZ EAERLET,

Hi

Status:
Collection:
Logs:
Fluentd Status:
Daemon Set: fluentd
Nodes:
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Pods:
Failed:
Not Ready:
Ready:

1612 0F V JH TORFTLAVR—R Y NDAT—8 ADERNR

WO DOAF VI TVRFTFLAOAVERE—RVY NDRATF—YRAERRTCEET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HEA
HYFET,

FIR

1. openshift-logging 7O =7 MIYPYEZET,
I $ oc project openshift-logging
2. RedHat OpenShift RIEEOAOF Vv JH T RFLDAT—9 R &KRRLET,

I $ oc describe deployment cluster-logging-operator

6
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. AFX VI TIORFALL TV AEY NORTF—9RERRLET,
a. LAty NOZRIZEBLET,
H A%

I $ oc get replicaset

H A B
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NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

6
Name: cluster-logging-operator-574b8987df
Replicas: 1 current / 1 desired

Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-

operator-574b8987df-gjhqv----

16.2. ELASTICSEARCH OV R N7 DR T —4 ADFKRR

OpenShift Elasticsearch Operator D 2 7—4 2%, #% < O Elasticsearch AV R—R ¥ N & RRTE

ia—o

16.21. O A NP DRT—48 ZADFKRR

AJANTPDRT—H A ERRTCEET,

=S5

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA

HYyFET,

Fa
1. openshift-logging 7O =7 MIPYEBEZET,

I $ oc project openshift-logging

2. A7 =9 RAERTTBICE. UTFERTLEY,
a. ATRANTAVRY v ADERERELE T,

I $ oc get Elasticsearch
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H oAl
NAME AGE
elasticsearch 5h9m

b. AJANT7DRAT—9RZRELET,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UFICHZERLEYS,
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

HAIKIE UTD& D AERIZENET,

H A B

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] G
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
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failed: ]

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LHhostaus I UYL VSR -RF—FRADT 4 I RBRRINET,
@ /2R TORT—HZ:

o TIUTATRTZAT) =2 v— KDY

o 7UT 4TI v— KD

o WHEINDY+— KO

o OJRRNTT—4/—RDHE

o OJANT/—RDEFH,

o REBHDY RV D,

e OJRANFPDRT—4H X:green. red. yellow,

o KEYHTDYv— KD,

g ATF—8 RARE (HDBR), OFRARNTDRT—4 XL, Pod KRB I N TS
BICRATV1—5—»oDERAZRLEYT, UTORRICEZEL /A NV MHRRE
n¥xd,

o OVFF—OJZANTEIOFY—OV T —DOEAEFEF,

e OJANFZIAVFF—¢OFY—aAVFF—OEATIAVTF—IERTLTW
60

¢ Pod MR T a—IILWRHATHD, F/-. WO DRBEBICETBZEHEETRIN
TWE T, FillE, REXAYE—JDU YTV A2SBLTLEIWL,

Q upgradeStatus D#H %7 S99 —ADOT A N7/ — R,

9 ‘failed”. notReady Z7c|d ready IREEDFICU X PRRINAL, V5R49—RmOOY
ANTOZSAT VN T8, BLUPYRY—Pod,

16.2.1.1. LRE&E X v 2— < (condition message) DY~ FIL

LAFIE, Elasticsearch 41 Y A% >~ A M Status £ a vH L D—EDREX vy - DHFIICARY F
ERS

LTFDRTF—=HZAAvE—=IlE, /—RDOBREINALBEEELEZBATEY, Yvy—RKHZD/—RIZ
FYYBTohBWwWZ EaRLET,

status:
nodes:
- conditions:
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- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=FZAX v 2=V, /—RFIRESNESEEEZBATEY., Yv—RHiMD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

LUTFDRTF—9ZAA =21k, CROATVARNT /) —RELIVIY—DBITZAY—DVWTIhD/—KIC
LE—HLAVWZEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LFDRT—HAAvE—Vik, O A RNT7 CRAEFEELABWV KERY) 2 —LFEXKR (PVC) 2#FHT 3
Z&ER~LET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

UFDRTF—=H2AvE—ViF, OJZARTISRI—ICERARER) V=% R— T 27DD+H
) — R BEWZ EERLET,

status:
clusterHealth: "
conditions:
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- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or
add more nodes with data roles
reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRATF—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBZEERLTVE
E

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

LFRDAT—=FZAAvE—IE, MALD & LAZEED Elasticsearch A AL =Y THR— K I AW
ZE&z=RmLEY,

UFIChZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z2"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason H LU type 7 1 —IL RiE, Y R— b RRADEEDY A TH5IBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR— I TWEHA,
StorageSizeChangelgnored

ARML=SH A XDEENMYR— I TWEEA,
StorageStructureChangelgnored

—BRAML—YEKGERA ML —VUBERTOEENM Y R—FIhTWEHEA,

8%

ClusterLogging 124 A1) Y — 2 (CR) & —B 2 hL—Uh S KEER b L—J 181y
B2 2L ICRET B%EIC. OpenShift Elasticsearch Operator (kiR 1) 2 — A
ZK (PVC) ZER L 2 A, KR Y 2—L4 (PV) IFERIhFtE

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (C1F. ClusterLogging
CRADEBEATTICRE L. PVC ZHIRT 2HELHY E T,
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1622. O ANP7AVR—RY NDRAT—H ADRNR
MEZ<OATARNTIAVR—ZFX Y NDRAT—YRAERRTEZET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 YT Y ) ADAT—H A ERRCEET,

1. Elasticsearch Pod D&®iZ=EE L £,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. AVTYIADRAT—Y A EBMFELET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod
AJANT7ZRANT B Pod DAT—F RERRTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -0 name

H A B
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. POdDRAFT—9RAZHRIBLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HAIKIEE, LTFOLIRRAT—FY RIERIEENZET,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OFAMNL—Y PodT70O4 XY MR
AJZAMNT7DTF7TOAAY MREDRAT—Y AERRCTEET,

L T7O4 XY NREDERIZIBLET.

338



ge=axXvyIorsSTNa—Fa4T

I $ oc get deployment --selector component=elasticsearch -0 name

H B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAAY NREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAKE, UMTFDLSBRAT—F REHRAZENET,
6l

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

OJZRM7OLFYhEy b
AJRANT7OLTYAhEY N\ORT—FRERRTEET,

L LFYAty hOZRIZREBLES,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV hEYy NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAKIE, UMTFDLSLBRAT—9 AEHRAZENET,
Al
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Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

16.2.3. Elasticsearch 7 2 A4 —DRXAF57—4% R

OpenShift Container Platform Web 3> Y —J)LMDObservetz 7 > 3 VIZ$H % Grafana ¥ v ¥ 2R — RIC
l&. Elasticsearch 7 S A9 —DRAT—9 ANKRRINET,

OpenShift Elasticsearch 7 5 A% —D X7 —4% XA %= B459 % ICIE. OpenShift Container Platform Web
JYY—I)LDObservetz V> 3 v Il#H B Grafana ¥ v ¥ a7 R— K
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL R

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 5 29— X —I RHh, Ix—=Y RA4DI A2 ARLET, UTFICHERLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZEDHRE., O— Vv I/BREH. FLERA TV a—ILINBEER
E, BEFLAO#AERLET, UTICHIERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 4 > 7 v 7 X namespace Dff#aRRL 9., LTFICHEZRLF T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
& namespace DL I— RERTFLET. UTFICHZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5
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Secret Elasticsearch 7 41 —JL RAAR DO SHRVA, BEWHI Ay E—T

Elasticsearch IC admin-cert. admin-key. logging-es.crt. 723 logging-es.key 7 7 1 JL V72 N5
B, YTV aR—RIZERDFDE I BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

163.AF VY IH T RT LT Z—MIDWT

OX> 7L 049 —07 55— METRT, OpenShift Container Platform Web 1> Y —JL® Alerting Ul
IK—BRRINIY,

1631 0¥ 7L V9 —T7F— hDERR

72— hM&. OpenShift Container Platform Web 3>V —JL M. Alerting Ul @ Alerts ¥ 7IZKRRI 1
Y. 77— MIUTOREOWTHANICHRY FT,

® Firing7 57— M DIRREIE S 4 LT b OHIMEIZ true IC72Y £9, Firing 72— MOKRED
Option X=a1—%7 Y v o L. FHlBERZRTT 5. 77— b%IEEH (silence) ICL X
-a_c

® Pending: 2O 75— MRREBIFIRFFR T true TEH. 94 LTI MIEFELTVWERA,

® NotFiring7 52— MIRIGR TR H—IhTLWEEA,

FIE
OX Y IH T RT7 LB LVEDMMD OpenShift Container Platform 75— b & &RR 9 5 IC13:

1. OpenShift Container Platform 3> ¥ —JL T Observe — Alerting DIEICV ) v 7 LE T,

2. Alerts 9 7% 0 ) v o LET, BRLET ALY —ICEDVWTTS— M A MRRINF
-a_o

RS

e Alerting Ul OaF#iId, 75— FDEE Z2ZRLTEIL,

16.32.0x> 7L 29 —DT75—MIDWT

PFO75—RMEOF 7L I —ICE>TERINET, INHDT75— bE. OpenShift
Container Platform Web O3>V —JL® Alerting Ul D Alerts R—Y TR TE XY,

#X16.1Fluentd Prometheus 75— b

FluentDHighErrorRate <value> of records have FluentD H AT 5 — D&, Warning
resulted in an error by T 74 NTIZEROD 152
fluentd <instances>. BTIODZBAXT,
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Prometheus could not
scrape fluentd
<instance> for more
than 10m.

FluentdNodeDown

In the last 12h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR <value> of records have
ate resulted in an error by
fluentd <instances.

16.3.3. Elasticsearch 7 > — MJL—JL

INS5DF7Z—MIL—IL% Prometheus ICRRTCXZE T,

FK627F—hMIL—IL

Fluentd I& Prometheus H'4F
ED Fluentd 1 Y R4V A%
INETERN 22 &%
HLET,

Fluentd |& ¥ 12 —H 4 XH&
MLTWBZEERELT
WEY,

FluentD 21T 5 —DEULIE
Bl RYEYT, 774
JUNTIE, ERID 15 2ET
25 %BAET,

Critical

Critical

Critical

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh
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IR —DANVRART—H ZEH 7% < & 2m O RED IC7:
WEY, V7R —REZRFEZHFANT, v —FHRED
DORWHREELNH DN YRY—/ — RAFEBRINTW
FHA.

VSARG—DNIVART—F AUEDE < & 20m DF
YELLOW ICRY F T, —FHDYv— KL 7Y AIFEYHTSHh
FtA.

PS5 RH—TIE, RD 6 BEFEURICT 1 AVBENMFET 3
EDFRINET,

PSR =TIk, RO1EBURICT 7 A IVEEBRFHIARRT S
EDFREINET,

EEINSZ/—RTOIVM E—TOFERENELL R>TVE
ER

Critical

Warnin
g

Critical

Warnin
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75—k S BAE
ElasticsearchNodeDiskW BEINKL/—RE. TARIDEEFENVPRWALDICEERE Info
atermarkReached HEEIGELTWEY, YYy—REZD/—RICEYHTBZE

BTXECA, /— RICF 1 ROEHEBMT 52 & £RET
BULBABDYET.

ElasticsearchNodeDiskW BEINKE/—RIE, TARIVDOEIRZENDP LRV OHICEE Warnin

atermarkReached HEEIGELTWET, — 8O v— RIFATBERIBAICRID / — g
RICBEZIYE TSN DHEEIHYEY, /—RNIZT1 R
EEBIMINED, O/ —RICEYHTONZHWNA
FyvIREROYFLET,

ElasticsearchNodeDiskW BEINKL/—RiE TARIDEZIRENVLRVEDICER Critical
atermarkReached HEEIGELTWET, O/ —RICYvy—RPEYHBTHND
ITRTCOAVTY I RE, mARYERTOY JICRYET,
AVFv o270y 7 T4 RAIVDERRIPSELEEET
E2BEICFHTHRRINZVENHY X,

ElasticsearchJVMHeapUs {§&Xh7’c/— KD VM E—TOFEARSETTEZXT,
eHigh

- N
N[
[

ElasticsearchWriteReque  Elasticsearch Tld, #EEIN/c/ — NTEZAAIETAEML Warnin
stsRejectionJumps TWET, ZD/—RNEFA YTy I 2AOBREITBWNMTWT W g
WATEEMEA H Y £ 7,

AggregatedLoggingSyste $#EEIN//—RDYRFLTHEAINS CPULETEZET, 77—
mCPUHigh b

ElasticsearchProcessCPU {8EX#H/= / — KT Elasticsearch IC& > THERINS CPUDE To5—
High ITEXT, [N

16.4. RED HAT Y7 R— NEHOOX v J 5 —49 DUN&E

YR—MNT—REERT B, THEADY ZRI—DT /Ny JI§H % Red Hat i R— MMIIRMH L TV &
72< & RedHat DY R— MIZIBF T,

must-gather 'V —)L ZfFRAd 5 &, 7OV RLRILDYY—R, V95 R9—LRILDYY—2Z,
BLUVEOAFXF VIO RATALAAVR—RY MIDWTOBIBERENETE LT,

MBS R— N %152 ITI&. OpenShift Container Platform & OpenShift Logging D75 DRI 1E R %
RELTLLEIY,

Pz
hack/logging-dump.sh 27 1) 7 MIFEA LAWVWTLL IV, TORVY) FMIHR—
PIXhia<iaYy, 7—92R&ELEEA,

16.4.1. must-gather Y —JLIC DWW T
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oc adm must-gather CLI O~ > Kid, BEDT /Ny JICLEBEERDZURMEDHZ V7 TR Y —D5DIE
WEPNELFT,

AFX Y Y727 LDIGE. must-gather (IRDIFERZNELE T,

o JOVIYURLANLDPod, BEYY S Y—ERT7AYY M O—Jb, A=A VT a4V
TELIVARY M EEC IOV MLRILDY Y —2R

o JSRH—LRITH/—R, O—J), BLVPA—INA VT4V THELISRIY—L R
DY)y —2

e OJ/ILV4%—, OJRKNT., BLUOTEY 27 54— ED openshift-logging & U
openshift-operators-redhat namespace M OpenShift Logging 'J ¥V —X

oc adm must-gather #E1T79 2% &, LW Pod BT X9 —ITERINE T, T—4 & Pod TINE

XN, must-gather.local TIHFEZFMT A LI M) —ILREFEINET, 2OTa4 L7 MY —Id |/IT
DEETAL I M) —ITERINE T,

16.4.2. RIiR SR 14
o OXVJHY T AT LE Elasticsearch 24 VA M—ILTBZRELAHY X,

16.4.3. OpenShift Logging 7 — % DX &

oc adm must-gather CLI AY Y RZFRAL T, OF VIV TR T LICETHERENETEFT,

FIR
must-gather TOF¥ >V /4 TV X7 LBRENET 511F. LTFTERITLET,
1. must-gather [ER%=RFTI2VEOHZT1 LV M) —IIBBLET,
2. OpenShift Logging 1 X —2 X L T oc adm must-gather ¥ > KZERITL XY,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather 'V —JL i, I{T7 4 L ¥ b 1) —N® must-gather.local TIEF2#HHE T L2 b
) —%4{E L E 9. #Hl: must-gather.local.4157245944708210408

3. fER XN 7= must-gather 74 LV M) —DOEMB7 7 A IV EEHRLE T, /=& 2, Linux 7
RU—=—F A VIV RTLAEFRTZIAVE2—49—CUTOOY Y REETLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EfET7 714 % RedHat H R4 Y —KR—4% )L TER LY R—Mr—RTHAFLET,
16.5. CRITICALALERTS D STV a—F a4 VY

16.5.1. Elasticsearch 7 S XA 9 —DIEEHUEL KR TH %
12UEDTSAT)—v—REZDOLTY) AL/ —RICEYLETSRERA,
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1. Elasticsearch 7 S A9 —DEEM AR L., V7 AY—D AT—HADNKTHB I & %R
Lji-a—c

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. VSR —ICICEMLE/ —FZE YA MRRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. ElasticsearchPod %) A hFRRL., T D Pod 2 ERIOFIEDI~YY REAILH D/ — R ELERK
Lji-g—c

I oc -n openshift-logging get pods -| component=elasticsearch

4. —ERD Elasticsearch / — KBV S RH—IZ&MLTWARWEEIX. LTOFIEEZEITLET,

a. Elasticsearch ICZIEN/=a>v hO—ILTL—V /) —RK2HBTE5HERLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. Bldh/AaY bO—ILTFL—>Y/—RKDPod OV THEBEERRL £,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging
c. BIEMNGEWVA, JFRI—ICBMLTWAEAW/ —ROAOTZHE LT,

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. 2/ =NV SR —ICEMLTVWEHEIR. UTOFIRZEITL. 53R —) AN —
TOERICHENEDI D EERLE T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

AR Y ROEADBWERIK. YUANY) —TOEIANMREFDODIRVICE>TEELTWS
M FIELTWBHEELRHY T,

6. REFDIYRIDHZHEI D ZHRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. RBHRDIRIDHBI5EIE. TDRAT—IRAZEHRLIT,
ZTDRAT—YANEILL, IFRY—D)AN) —HDFEIE. TOIIFELET., VAN
) —BEE. V3R —DF 4 APMDBERICLYERRYIT,

FRBHDIZAIDAT =Y ADEEINRWGEEIE, VAN —MELELTVWE I & bHY
i’a—o
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==

8. VANY—MEIELTWB LD THNIE, cluster.routing.allocation.enable #* none IZE%E
NTWBENEIDZHERELET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. cluster.routing.allocation.enable * none IZEREINTWBIHFEIE. Ihzx all ICEREL Z
ER

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. EDAVTYIADNFTDOFEINEHERLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

N ATy I ADELEFTWGEIE. UTOFIBEEZRITLTREDA Ty I A% LET,
a. ¥vviary YFLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. RAEIYETOBHATEHZECLET,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. A A—ITATLETRTHIRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d 4 LT7IMNEEPLET,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

2. BRDFIETHREDA VT v VAR BRLERWGEIE. 1 VT v I A &@ERICHIRLE T,

a. "MBEDAVTY I ADELRERELET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. RBDA VT v I RA%ZHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE
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13. KBDOA VTV IADRL, VS5RIY—DRAT—IADNKDIFEIE. T—4 / — RTHEGEMIC
BEIDWBAFANN > TOWAWHIEFERLET,

a. Elasticsearch JVUM E—=TDFERAENZ VN E I D EEEL T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

J< >~ KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—THEREEHRL T,

b. EAENEL CPUNRVHZHERL X,

BEfEI

® Elasticsearch T "Free up orincrease disk space" &EMFEL., V7 AY—DAT—F ANRFE:
FEBEDOEBEZEBELZXT,

16.5.2. Elasticsearch 7 S A9 —DEEMIEETH S
12ULEDTSA4<)—v—RDODLTY AV vY— R/ —RICEIYHTOhFEA,
STV a—54a25

1. ClusterLogging CR T nodeCount ZiHZ L T/ — N ZEPL L XY,

B EtE R
o JSRHA—AFXFVITHARIL)Y—RIZTDWVWT
o NJANTDKEANL—YDERE

® Elasticsearch T "Free up orincrease disk space" &EMRFEL. V7 AY—DAT—F ANKRFE
FEBEDODEEZEBELZXT,

16.5.3. Elasticsearch Node Disk Low Watermark Reached (Elasticsearch / — KD
T4 R TERWEEEISEY D)

Elasticsearch T, EEEEICEZELL /— NIV vy —RKAPEY B TS hFEHA,
NoTWNoa—Fav T
1. Elasticsearch 7 7O1 %D/ — RER/HELE T,
I oc -n openshift-logging get po -0 wide
2. RAYHBTOYvy— KR DBHENEI DR LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3AREVETDOY vy — R HB5HEIE. &/ —ROT 1 RAVBEEZHELIT.
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for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXT 1 AVBEHEHERLZET,
FRERAT A AVDEEHN 8% 5#HBA2H5EIE. /—NIEREEEEBITHY., Yv— KD
D/ —RICEIYETONRARY FT,

5 $RTD/—RTT 4 RVBEHEE P L THTLEIW,

6. T4 RAVBREFEEPERWVEARE, FILWT—F9/—REISXI—ICEBMLTHTLES
LY,

7. FRT—4 /- ROBMICEELHZ2HEIE. VT R9—DORNERMERY O —#HBERS L
-3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

pa 3]
ClusterLogging CR = L TW35&1F. U TFTZABLZET,

jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}

I oc -n openshift-logging get cl -o

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W G&
(&, SingleRedundancy ICE8EL. COEEZFFLXT,

8. FIDFIRTHEENER LBEWSZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. WA YTV IV ATHIBRTEZ2LDERFELIT,
c. 1Ty I RAEHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BIER R

o VISAHN—OFXF VI AR L)Y —ZIZDWT D [ClusterLogging 1 X% 1Y) Y —2X (CR) D
%> )L T lredundancyPolicyl #8BL XY,

16.5.4. Elasticsearch Node Disk High Watermark Reached (Elasticsearch / — KM
TARIVTEVWREEIIET D)

Elasticsearch B &E#EEICEL: / — KLY vy —RAEBELLS I ELET,
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STV a—F45

1. Elasticsearch DT A1 %D/ —REHELZX T,

I oc -n openshift-logging get po -0 wide
&) RDTARVBEEHERLET,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

ISR —NINRSVRAINTWENE I D EHR LT T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

AV ROEATY v — ROBERENRTINDIGFERF. AVWAEEELZBALTVWEYT, sV

HEEEDT 7 4L MEIZ 90% T,

HEFEODLTWMELRABATELST., T4 AIVDFEHEN VAW —RIZ, v —RKEEE)

L/i-a—o
YUY —RERE/—RFICEYETSICIE, BEO—BZRBRLET,

L IRTD/ —RTTARVBREZE P L THTLREI W,

L TARVEFEBCELRWESRE. FILWT =9/ —REI SR —ICEBMLTHTLKES

(A

IR T =8/ —RFOEMICEBELNHB5E1E. V7RI —DRNRERY O—HBZRS L

ER
a. IZ7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

pa 23]
ClusterLogging CR = L TW35&1F. UTFTZABLZET,

oc -n openshift-logging get cl -o
. jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICEX8EL. COEEZFFLX T,

. AR DOFIETEBEI R L AWEREE, AWM YTy I X ZHIBRLET,

a. Elasticsearch DA VT Y I ADAT—Y A 5WAELFET,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy IV ATHIRTE2EDERELET,
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c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BIER R

o VISAHN—OFXF VI AR L)Y —ZIZDWT D [ClusterLogging 1 X% 1Y) YV —2X (CR) D
%> )L T lredundancyPolicyl #8BL XY,

16.5.5. Elasticsearch Node Disk Flood Watermark Reached (Elasticsearch / — K ®
T4 ATV IEVDOEE[BITET D)

Elasticsearch &, MREHIEFNBEZ3ITARTOA VT Y VRN L TCHARYERDSA YTy o270y
o AREIMICERLEY,

o 1DUEDYY—RA/—RICHYZTONET,

o 1DUEDTFARIDN WoIEVDERE #BATWET,
STV a—54a25T

1. Elasticsearch / — RKDF 1« R VA =R L £ 7,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXTF 1 A VBB EHELET,

2. EREHT A RV DEIEN 5% B Bi5EIE. / —RPVWSFVWDOEEEIBRA LI EEER
RLET, CORED/ —RICEIVETOLNEY vy — FADEZAAIE, 7O I3INFT,

3. §RTD/—RTT 4 RVEHAEP LTHTLES W,

4. TA RVBEHEBOPERWVGEEIEF. FILWT—F/—RE2I SR —ICEBMLTHTLES
(A

5. $iiT—4 /— NOEBMICHELNH2HBEIF. V7RI —DTRMER) > —HBBER[s LE
3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

pz o=1o}
ClusterLogging CR = L TW35&1F. UTZABLZET,

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
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ge=axXvyIorsSTNa—Fa4T

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICEXREL. COEEZFFLX T,
6. AIRDFIRTREN R L RWGEIE. WA U Ty I RZHIBRLET,
a. Elasticsearch DA VTV I ADRAT—Y A %=MHRLZF T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy I ATHIRTEZ2EtDERELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. T4 AV ERABEEN 00% KFICHDET, TOFFT A RAVEEHABHRLTCERLETT, &
I, COHED /) —RKRADEZLAAZILE@EBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

BAEE R

o VISAHN—OF VI HRY L)Y —ZIZDWT D [ClusterLogging 1 X% 1Y) YV —2X (CR) D
H#> )L T lredundancyPolicyl #ZBL XY,

16.5.6. Elasticsearch JVM E— 7 D{EHEHNE L

Elasticsearch / — R CERFAD IVM E—TAEY) =N 75% 28BZ2F T,

NSTNSa—Fa4

E—TH A XA5EPT T EAEBRELTLEIN,

16.5.7. £5tOF Y TV AT LD CPU A'E W
/J—REDYRFLDCPUFERHE,SL RV ET,

NSTNSa—F404

P95RA9—/)—RKRDCPUZMHERELET, /—RABIYHTBCPUNY —REBPIT I &=RETLTK

I,

16.5.8. Elasticsearch 7O 2 ® CPU A*'g L

/ — RTO Elasticsearch 7Ot XM CPU FHEAES ARY X T,
KSTNYa—F4aVT

P5RA9—/)—RKRDCPUZMHEELET, /—RABIYHTBCPUNY—REBPIT I &=RETLTK
7230,

16.5.9. Elasticsearch 7 4 R 78 AFRE L TW 3
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Elasticsearch 7 2 A% —l3, WEDT 1 AV FERAEICE DV TRD 6 BELURNICT 1« R VEEIFRET
5IENFERLET,

cSTNa—F1404
1. Elasticsearch / —RKDF 1« A V5EBEREBS LT,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. A< Y KHA®D nodes.node name.fs 7 1 —JL KT, /WR/—RKDEXT 1+ R V5B %L
7,

3.IARTD/—RTTARVBEHEBPLTHTLLEI W,

4. TA RVBEHEBOERWVGEERE. FILWT—F/—RE2I SR —ICEBMLTHTLLES
LY,

5. $iilT—4 /— ROEBNMICHELNH2HBEIF. V77X —DRURMER) > —HBBERs LE
-a—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

pa 3]
ClusterLogging CR = L TW3H&1F. UTZABLZET,

' oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE28EL. COEEZFFLXT,

6. FAIRDFIRTEENBR LBWSZEIE, HWA VT v I XZHIBRLET,

a. Elasticsearch DA VT v I ADRAT—Y A %=MHRLZF T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. WA YTy IV XATHIRTESLDERHELEY,
c. 1Ty I RA%EHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BAEE R

o VISAHN—OF VI HRY L)Y —ZIZDWT D [ClusterLogging 1 X% 1Y) YV —2X (CR) D
H# > )L T lredundancyPolicyl #ZBL XY,
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ge=axXvyIorsSTNa—Fa4T

® C[lasticsearch 75— kJL—JL T "ElasticsearchDiskSpaceRunningLow" #5&8B L £ 9,

® C[lasticsearch T "Free up orincrease disk space" &R L. V5 A —DAT—H ANKREL
FEBOBEZEBELXT,

16.5.10. Elasticsearch FileDescriptor DfF HEH E W
REDERERAICEDWVWT, /—RTFHINZ 7 7MLk FORIE+HTEHY FH A,
NSTNoa—F4vT

WEITIN U T, Elasticsearch 7 7 A1 Lt F D MEY Z TEHBINTWE LD, &/ —KD
max_file_descriptors DIE=HER L TREL £,

RS R

® CElasticsearch 77— kJL—)L T "ElasticsearchHighFileDescriptorUsage" =& L £ 9,

® OpenShift Logging ¥ v & 27R— K T "File Descriptors InUse" 288 L %7,
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%17%= OPENSHIFTLOGGING D7 VA VYA M—JL

OpenShift Container Platform 2 2 24 —HbOF Y JH T AT LEZHIRTEZF T,

7L REDHATOOX VY IH TV RTLDT VA VA M=)

ClusterLogging 1 2% 1s1) Y —X (CR) % Bl L CT. OJV&EEH%ZFIETEF 9, CRAZHIKRL 1%,
BoTWatoOXy FH 7Y RFLAAVR—RY MO HY, 7T a v THIBRTEET,

ClusterLogging CR ZHIFR L TH. KieRN ) 21— LR (PVC) FEIFRINFHA. &Y D PVC, KkiE
R a—L((PV), BLUVEET—F52RFT N HIFRT ZICIE. ISICTIYaVERTTIME
NHY £7,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X2 h—JLINTWBRHEN
HyFEY,
FIE

OpenShift Logging Z Bk 2 ICI&. ATFEETLET,

1. OpenShift Container Platform Web 31>V —)L % {# [ L T ClusterLogging CR % BIfR T = %
ER

a. Administration » Custom Resource Definitions R—J ICHIU B X £ T,
b. Custom Resource Definitions*—<' T, ClusterLogging%z2 ) v o L% 7,

c. Custom Resource Definition Details*— T, Instances#2')v 27 LF T,

d 41 VRA49 >V ADHEITH % Options X =1 — %2 1) w2 L. Delete ClusterLogging
ZERLET,

2. A av: ARY L)Y —REE (CRD) ZHIFR LT,

a. Administration » Custom Resource Definitions R—J ICHIUE XL T,

]
L
L]
b. ClusterLogForwarder D#&lZ4 % Options X =1 — %7 1)v 7 L. Delete Custom
Resource Definition &R L £ 7,
]
H
c. ClusterLogging D##IZd % Options X =1 — %7 1) v % L. Delete Custom
Resource Definition #:&R L £ 7,
]
H
d. Elasticsearch D524 % Options X —Z 21— %7 1) v % L. Delete Custom

Resource Definition #&R L 7,

3. # 7> 3 ~:Red Hat OpenShift Logging Operator # & U OpenShift Elasticsearch Operator %
HIFRL £9,

- AN a0 _a_M_ A/ _1_.._ A SYr=lmial FEE S 4+ =4
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d. vUperators — mnstalea vuperators ‘"> — Y ICUYUIJV B A X 9o

]
L
L]
b. Red Hat OpenShift Logging Operator M#&IZ# % Options X =1 — =)y
L. Uninstall Operator %#:&R L £ 7,
]
H
c. OpenShift Elasticsearch Operator M1&IC# % Options X =1 — =0 )vy

L. Uninstall Operator %#:&R L £ 7,

4. #F 7> av:Cluster Logging # & U Elasticsearch 7O = 7 M ZHIBR L £ 9,

a. Home - Projects R—JICHIUEBZ XY,

b. openshift-logging 7O o N D#(Z4 % Options X =21 — "oV wy
L. Delete Project #:&R L £ 7,

c. ¥4 707Ky XT openshiftlogging ZAJJL T, Delete27 Y vy L. HIFRAZMHER
L/ i’a—o

d. openshift-operators-redhat 7O~ = ¥ b D#&IZ#H % Options X =1 — =0 vy
L. Delete Project #:&R L £ 7,

BF

D ' O0—/3)L Operator H* T M namespace IZ4 Y A R—ILINTWBIFE
I%. openshift-operators-redhat 7O = 7 M ZHIBR L AWT L ZX L,

e. ¥4 70747 7KRv Y X T openshift-operators-redhat = A1 L. Delete #7 ) v o L THIR
EHERLET,

5. fthdD Pod THFIAT 34HICPVC #RFT 5I1C1E,. PVC OEIIICHERSRILF 21E PVC
2EREFELET,

6. 772 a3V PVC 2RI HDHVENBWIEEIE. ThEHRTEIT,

Digk

==
(=

PVC DM E7IFHIFRICE Y PV D HIBRI N, T—F DIBRKN|E L S AR

MHHY T,

a. Storage — Persistent Volume Claims R—J(ZHPYEZ T,

b. & PVC D#EIC#H % Options X =1 —

721) v %2 L. Delete Persistent Volume
Claim &R L £ ¢,
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c. AMNL—VHEEZEET ZLENHDHEEIF. PV ZHIBRTEXT,

BEfE R
o XEEARY 1 —LADFEEIN
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F18mOJ/LOA—KDI74—JLK

BB8EOYVLI—RDT74—ILR
RDT4—ILRIFE, OF VI TORTALAICEDTIVRAR—MINAEOTLO— RICEET D AHEM
PHYEYT, OV L OA—KRIFBEISONA TV hELTT A=y hINFTH, BLT—F9ET
Vo aA—FT4 VJICEBRETEEY,
Elasticsearch 8 L V' Kibana D5 N 6D T 4 —IL RERFRT 3121, RFREFRICEBOELT7 1 —IL K%
EEALET, & AKX, Elasticsearch /_search URL D354, Kubernetes Pod &A% T 2 I
I&. /_search/q=kubernetes.pod_name:name-of-my-pod Zf#EH L £ 7,

BREAT74—ILRIFTIRTOLI—NICHFEET AR’ DY TT,
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2192 MESSAGE

TOAJIV M) —=FFZXAMUTF-8 T2 —NRK), D714 —JL RAFELGWD, TRV &L
T4 —ILRDFEETZHEMENHY £, FMid. structured DFFERZSIRL T ZI L,

T—HDYA  text
7

=KL HAPPY
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#5203 STRUCTURED

5202 STRUCTURED

BiEbkIhid 7oz heLTOTOATIV M) —, TOT74—=ILRIE, 747—4—HEELX
N JSON OV AT AL ICREINTWAESICEET 2A8EEAHY X3, TtOAT TV K

) —DEEO TP EMTHBZIBEIC. TDT7 14—V RICIEKEZ®DO JSON#EENEFNE T, ThUs
DFEIE. D74 —ILRIFEFLEEELR WD, message 7 41 —/L RIZTTDOT Ay 2—IH
EBFENFET, BELINAL 7 —ILRIKIE, O Ay E—JILEEFNZ YT 74 —ILRDEHBZBDT, &
CTIREMIAEZEINTULEH A,

T—8YDYA  group
7

E Dl map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]
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#21Z @TIMESTAMP

O O— RAMERRINBFmd. EREBIARBELRGEIE. O RM O— KPZKAICINE I N2k
KROUTCEDY—F VT, oFBEFHIZ. FEDHETHEATESLDICFHNINTWE 74 —IL RE5K
L %9, Elasticsearch DIFHE., IFEAEDY —ILIET 7 # )L M T "@timestamp”" Z8FRL £ 7,

T—HDYA4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z
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#5223 HOSTNAME

5222 HOSTNAME

OO XAy E—VDRETDERA ML, Kubernetes 7 5 249 —Tl&, Zhid kubernetes.host & [
LCTY,

T—HIDIA  F—T—F
7
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523% IPADDR4

Y—AY—N—DIPv4T7 KL R, EBAIAIEETEET,

T—HDHA ip
7
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#24% IPADDR6

524 IPADDRG6

Y=Y —NR—DIPv6 7 KL R (HB5HE). BLIAIBETEET,

T—HDHA ip
7
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8253 LEVEL

rsyslog (severitytext 7O/37 4 —), python DOF VYV EV 1 —I)LAREDIEZI FRY —20OF Y
7‘[//\\‘}b0

UTDEIF syslog.h DOEGEINE T, EDHIICIE EFOHIE NMEMINET,
e 0=emerg. YATLMNERATIRL,
e 1=alert, 77>av%z9ICETTIVENDH S,
e 2=crit. @R,
e 3=err. T7—DHDKMN,
e 4=warn. 2505 KN,
e 5= notice. BETIEH DD, FENKZ WK,
e 6= info. THE#RIRMH,
e 7=debug. TNV ITLNILDAYE—T,
LUF?D 2 DDfElL syslog.h D—ETlEdh Y AN, LELFERINTVLET,
e 8=trace. FL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHAZY T,
e 9=unknown, OF YV VLY AT ATRETEIRWVMEEZIRNRZLLBSE,

mOOF Y I RAFLDOTLRIVERLIZFBEEEZRIROY A NTREEVW—RIIYY TLET, L&
Z & python logging Tl&. CRITICAL & crit. ERROR & err *RILTY,

T=HIDEA  F—T—F
7

EDH info
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#5263 PID

526 PID

AFXYJIVT14T714—DO7OERIDTY (H3HBE).

365



OpenShift Container Platform 410 O¥ > &

B7EH—EX
AF VIV TF 4574 —ICBEERTONAY—ERDRRITY (HBHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/X7 1 — 3 —EX 74 =L KIZT¥ Yy I FE T,

T—HIDIA  F—T—F
7
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528% TAGS

5528F TAGS
FFavalL vy —Frkid /) <A —ICL>TEOVICEREBEIN S, Operator EEDY I DY)

ARTY, RAOA— PRI, RT7A MAR=RATRYSNIXFI M= VE@BXXFHI =T D
JSON —EZFEALAEXFIZEBETEXT,

T—HDYA  text
7
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529 FILE

L=y IVN)—%2HmAR2O07 774 ILADNRR, BE, ChidIZR9—/—KRD
Ivarflog 7 7 1 IV AT LAD/IRZATY,

T—HDYA  text
7

368



%5303 OFFSET

2303 OFFSET

7ty ME, EX’E—OTT7 74V TEFICENT 2H8IC. N MNOEZ 7 74)LOOJ1T (EQ
FRFEIR=) FLEOTTOES (EO0FLIF1IR—R) ORBRRICKRAITEET, COEIFSY
TTE OV I774MVDFRN—YavaRRTEET (A—FT—>3 V),

T—9DH¥A  Long
7
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%31= KUBERNETES

Kubernetes BB X ¥ 7 —% M namespace T,

T—HDHA  group
7

31.1. KUBERNETES.POD_NAME
Pod M &Hi,

T—HIDHA  F—T—F
7

31.2. KUBERNETES.POD _ID
Pod @ Kubernetes ID,

T=HIDIA  F—T—FK
7

31.3. KUBERNETES.NAMESPACE_NAME
Kubernetes M namespace MDA,

T—HIDHA  F—T—FK
7

31.4. KUBERNETES.NAMESPACE_ID
Kubernetes @ namespace ID,

T—HIDHA  F—T—FK
7

31.5. KUBERNETES.HOST
Kubernetes / — K4,
F—HDHA  F—T—F

7

31.6. KUBERNETES.CONTAINER_NAME
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#5313 KUBERNETES

Kubernetes @1 ¥ 5+ —D 481,

T=HIDHA  F—T—FK
7

31.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MIEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

31.8. KUBERNETES.LABELS

JoD Kubernetes Pod IC# % X)L

T—HDHA  group
7

31.9. KUBERNETES.EVENT

Kubernetes ¥ 24 — API N 5EU5 L 7= Kubernetes 1 Rk, T DA RV M DOErBRIFEARAIC, Event
vl core @ type Event [C#EHLL 7,

T—HDHA  group
7

31.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED, MODIFIED % 7= (% DELETED

F—5DIA  F—I—F
7

=L EINFE

31.9.2. kubernetes.event.metadata

ARy MERDIZRTSE L CREICEAY 215K

T—89DYA  group
7

31.9.2.1. kubernetes.event.metadata.name
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ARV MERZEN) A—L7ATV o bDEH]

T—HIDIA  F—T—FR
7

E D java-mainclass-1.14d888a4cfc24890

31.9.2.2. kubernetes.event.metadata.namespace

ARy MDRAITHFEE L7z namespace DHAFT, Zhid, eventrouter 7 7)) r—>a>vDF7O4 %
M namespace CT# % kubernetes.namespace_name & (FE22 2 EITER LTI,

T—HIDHA  F—T—FK
7

BEDH default
31.9.2.3. kubernetes.event.metadata.selfLink
AR RANDY VY

T—HIDHA  F—T—F
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

31.9.2.4. kubernetes.event.metadata.uid

AR RO—EDID

T=HIDIA F—T—F
7

=Rl d828ac69-7b58-11e7-9¢f5-5254002f560c

31.9.2.5. kubernetes.event.metadata.resourceVersion

ARV IMDPRELIY —N—DODRWN—=Ta Y &#ATD2XFN, 7747 MIZDOXFI=ERL
T ATV MDERINEIAI VT EHIMTEET,

T—HDYA  integer
7

E DB 311987

31.9.3. kubernetes.event.involvedObject
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ARYMNIBETZATVZI M,

T—HDHA  group
7

31.9.3.1. kubernetes.event.involvedObject.kind

FTOONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

31.9.3.2. kubernetes.event.involvedObject.namespace

#5313 KUBERNETES

%954 7YY bDnamespace &, Z1id. eventrouter 7 7Y r— 3> D7 704 %D
namespace T# % kubernetes.namespace _name & (B2 ZAREMENH D & ITEE L TLEIL,

T=HIDHA  F—T—FR
7

EDH default

31.9.3.3. kubernetes.event.involvedObject.name

ARV NN A—-LEAFTV Y bD&HRI

T—HIDHA  F—T—FK
7

E Dl java-mainclass-1

31.9.3.4. kubernetes.event.involvedObject.uid

TV ND—EDID

T—HIDHA  F—T—F
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

31.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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T—HIDHA  F—T—FK
7

EDH vi

31.9.3.6. kubernetes.event.involvedObject.resourceVersion

AR NE N H=LIY—N—DRE/NN—2 3 2D Pod Z#BITHXFN, 75347V MIZIDX
FHEGALT, ATV MEBINIA IV T2HTEEY,

T—HIDIA  F—T—FK
7

{ED B 308882
31.9.4. kubernetes.event.reason
CDARY NEERT PEBHETRY. Y2 N EBARERE VWX FES

T—HIDHA  F—T—F
7

EDH SuccessfulCreate

31.9.5. kubernetes.event.source_component

CDARY MNERELAZOAVER—RV K

T—HIDHA  F—T—FK
7

E Dl replication-controller

31.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDYA Bt
7

E DB 2017-08-07 10:11:57.000000000 Z

31.9.7. kubernetes.event.count

TDARY NHFEE LD
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T—HDYA  integer
7

fED I 1

31.9.8. kubernetes.event.type
ARV NDH 47, Normal /i Warning. $%. FiLWS 4 THEBMINZAEELIHY T,

T=HIDHA  F—T—F
7

EDH Normal
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5532% OPENSHIFT

openshift-logging Bl D X 4 5 — 4% M namespace

T—HDHA  group
7

32.1. OPENSHIFT.LABELS

PSR —OAT 74T —F—REICL>TEMINE SN

T—HDHA  group
7
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