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1.1. LOGGING 5.7
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1.1.1. Logging 5.7.10

2D —RIZIE, OpenShift Logging /N JHEIEY) ') —Z 5710 NEFEFNTWVWET,

1111 N TEE

CDEHFF T, LokiStack b—F — Pod &, Pod BH@EICERINS HTTP URL @ IPv6 Pod IP %
TJ4—<v ML 272728, Prometheus E¥EAPI &N L72IL—ILETS—MDI T —HEKBLT
WE L7, TOEHICLY., LokiStack l—F— Pod & IPv6 PodIP 2D > 2 CAHATEILEL T, &
RBEFFRLE L, (LOG-4891)

11.1.2. CVE

CVE-2007-4559

CVE-2021-43975

e CVE-2022-3594

e CVE-2022-3640

® CVE-2022-4285

o CVE-2022-4744

e (CVE-2022-28388

e (CVE-2022-38457

e CVE-2022-40133

e (CVE-2022-40982

o CVE-2022-41862

® CVE-2022-42895


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339

CVE-2023-0458

CVE-2023-0590

CVE-2023-0597

CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

CVE-2023-1079

CVE-2023-1m8

CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

CVE-2023-1855

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3446

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-3817

BEYY—R/—}


https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
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e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
® CVE-2023-4155
e (CVE-2023-4206
e (CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
e (CVE-2023-5678
e CVE-2023-22745
e CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e (CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
e (CVE-2023-35823
e (CVE-2023-35824
e (CVE-2023-35825
e (CVE-2023-38037

e CVE-2024-0443

1.1.2. Logging 5.7.9

ZDY ) —RITIE, OpenShift Logging /NZIEIEN) 1) —2 579 A&FNTWVWET,


https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
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11.2.1. NTEIE

o ZOEBEMNTLNBREIE. TL—RAKRILY—IIHLTIDULEDKRR A IEINAE. IPVE
PRLULADPELLKEIFTINEFTATLE, COEFICELY, IPV6 7KL ADNELLLBFTINS
£OICRY F LA, (LOG-4281)

o ZDEHMTOLNDZHEIE, Vector B'IPv4AFR/ — RTEBICKBL TWE L, ZTORER.
ARNVORZVRRAY MDY RFT—DEMRICKBK L. Failed to start Prometheus exporter:
TCP bind failed: Address family not supported by protocol (os error 97) &L\ D T 5 — A%
ELTWELE, COBEHFICLY., Vector BN IPVAER/ — RTEBICEBMFI 2L DICRYFE
L7z, (LOG-4589)

o ZOEHMTOLNDZHENE, A1 VT v I ARSI —VDERTOERHRIC, EOTHAOOMERA >~
TYIADLTI7AIVNDIA Y TANREZELTVWE L, ZOHER, Kibana 1—H—I(&
OpenShift Elasticsearch Operator R L TA VT v VAN =V HERTEEFHATL .,
COEHFICLY, FRLTWSBI A YT AA OpenShift Elasticsearch Operator IZIEINI 11,
BNRINZE $, Kibana 21— —I&, {app,infra,audit}-000001 1 > T v J R &=EL 1
Fy ARG —VEERTEBESICAYE L, (LOG-4806)

o ZOEFHMNITHLNBHEIL LokiOperator BN R Y L CANY KL EIL—F—Pod XUV b
LEHEATLE, TOHER. 75— MUL—ILFEEHFIL—IL AT 2 7ORAHhIC, 7
VIV RAML=IANDTIEANKBLTWE L, ZOFEHICELY. Loki Operator H'F R
ALCANYRILETRTDIV—F—Pod YTV bNTBEDICARYFELE, IL—F— Pod
&, A7V bMAMNL=UD6AT A O—RKLT, 77— RMNL—ILEIEEEIL—IL
ZEM@ETEF Y, (LOG-4837)

o ZOEHMMNMTONZHEIE, BHEBEACEREREDOIY MO—ILEFEALTLogQL 7Y —
EEETDE, ERRBDLDICEZEINZIBEERALLDICINILTY Fv—HEEFHER
INFELL, COEFHICLY., /T —OEFRHICERRVEEFHIEEINQACRY FL
oo (LOG-4842)

o ZOEHMNMTONBEIE. Vector ALYV Y—DFTOA XYY, T4 MNOBRATELV
Ny 77—=)VTEMEIKELTWE Lk, ZDRdH, BEADOTAMITLERSGE. BEN
ATSAVUDNIRTOAYE—VHBELLIEL TN I Ty THERLTVWELEL, D
BEIHICL Y, Vector ALV —DFTOA AV MDA E—VOBRTOHEHIFEL, LEWV
BEBATRICA Y E—YZWETELDICARY F L, (LOG-4536)

1.1.2.2. CVE

e (CVE-2007-4559

® (CVE-2021-43975

e (CVE-2022-3594

e (CVE-2022-3640

o (CVE-2022-4744

e (CVE-2022-28388

e (CVE-2022-38457

e (CVE-2022-40133

e (CVE-2022-40982


https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
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o CVE-2022-41862
® CVE-2022-42895
e CVE-2022-45869
e CVE-2022-45887
e (CVE-2022-48337
e CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252

e CVE-2023-1382
e (CVE-2023-1855
e CVE-2023-1981

e (CVE-2023-1989
e CVE-2023-1998
e CVE-2023-2513
e CVE-2023-3138
e CVE-2023-3141

e (CVE-2023-3161

e CVE-2023-3212
e (CVE-2023-3268
e CVE-2023-3609

e CVE-2023-361


https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
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e CVE-2023-3772
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e CVE-2023-4207
e (CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732
e CVE-2023-22745
e CVE-2023-23455
e (CVE-2023-26545
e (CVE-2023-28328
e CVE-2023-28772
e (CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-3395]
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e CVE-2023-35825

1.1.3. Logging 5.7.8

ZD') ) —RITIE, OpenShift Logging /NZIEIE) 1) —2 578 A&FNTVWET,


https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
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11.3.1. NTEIE

ZDOEFHFMNTHNBHIIE. ClusterLogForwarder 124 L') Y —2Z (CR) @ outputRefs /35
X—4%—¢& inputRefs /X5 XA —4 —[CAILZFIMMERAINTVWIIEE, BAal’RETEHIEN
HYF L, TDHER., IL 24— Pod ' CrashLoopBackOff 2 7—4 ZZiY F L, Z
DEFICELY . BATRNIWENRL T4 VEZERRICKFIT 272DI1I0. HATNIVICEER
OUTPUT_A'EEh2 LD ICAY E L, (LOG-4383)

ZOEHFHTHONBHEIE, JSONOFTN—H—DFREFIC, V53R —OT7FRL—5—D
structuredTypeKey /35 X — 4% — % /=3 structuredTypeName /X5 X —4% — % FE L @H >
2% E. BWARREICET 27— MRRIINFFEATLEL, TOBEHFHITLY. Cluster
Logging Operator "X EDBRBEICDOWTGERMT 5L D ICARY £ Lz, (LOG-4441)

o ZOEHMNMTONBAEIE. Splunk HAICEEI N —2 L v M ThecToken ¥ —MREL T
WBHIEL < RWEE. Vector M= VR L TAOY % Splunk ICERIXET 2728, RIEH KK
LTWELE, COFEHICELY. hecToken F—HNEDONHRWVAIEL K BWEE, MAEIEER
B L. A non-empty hecToken entry is required & WD TS5 —X v E—IUMNRRINDB LD I
BYFE Lk, (LOG-4580)

o ZOEHMNITHLNSHEIL O D Customtimerange S HFT%BIRT D E, WebdV Y —
WTIZ—DNRELTVWELE, ZOEFHICEY, Web VY —ILTRESRMETETILO S B
HEBICEIRTESLDICAY E L, (LOG-4684)

1.1.3.2. CVE
e (CVE-2023-40217
o (CVE-2023-44487

1.1.4. Logging 5.7.7

ZDY) ) —RITIE, OpenShift Logging /NJBIE) ) —Z 577 EFEFNTWET,

1.1.4.1. /X JEIE

10

ZDOEHFMNMTHbNDHEIIE. FluentD I& Vector &3 E AR D HET EventRouter IC& > THAI T
OJ%ERELTWELE, COEHICLY, VectoriE—EBLAFERATAOYLI—REER
LF¥zY, (LOG-4178)

ZOEHFMNITHON B, Cluster Logging Operator IC& > TR INAX MY VXY vy a
A" — K@ FluentD Buffer Availability 75 7 IC{EBEIT 37 T) —IZ, &/W\\yv 7 7—FEH=ZE
NREIINDD, T5—DHY XL, SEDOEHICLY., FST7DHERNYy 77 —FRE
DRARI N, AFID FluentD Buffer Age ICEEICARY £ L7z, (LOG-4555)

ZDEHFHMNMTHON D0, IPv6 DAHFTIET 2T ILR Y v 7 D OpenShift Container Platform
95 2% —IC LokiStack 7 704 § % &, LokiStack X Y /N—1 Z hDEGFEMNKBLTWEL
Too TOMER. TAAMIE2LI—F9—PodFVFv 2 a)l—TICMEY £ Lk, COFEHICE
Y. EHEEIL lokistack.spec.hashRing.memberlist.enablelPv6: {& % true IZEXET 5 & T
IPv6 ZB/ICTED LD ICRY, BBIEBRINE L, (LOG-4569)

CDEFMNTHONDENIE, AL I —ET 74N MNDOEREAS EIC, AV TFF—0OJ1T
EHmAIN-OTWE LA, ZOHER. 0720249 —30—T7—>3a v INkT7 74 L ENERY
ICERAIMB I ENTEFHATLE, SEIOEHICLY., FHAHAEY /A MEHEML, OJ/ O
L8 —20—F7—2avINkT7 74N EHERMICNBTESLDICAY T L, (LOG-

4575)


https://issues.redhat.com/browse/LOG-4383
https://issues.redhat.com/browse/LOG-4441
https://issues.redhat.com/browse/LOG-4580
https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575

g=YY—R/—h

ZDEHFHMNMTHONBHEIIE. Event Router RDRFERADA M) 7 ZICL Y, BRQEAE) —EA
ENRETIVTF—HIRBTZRERREA>TWELL, TOEFHICLY., READX N2
ADHRIN, ARV ML—F—DAE) —FHENHIRINF L, (LOG-4686)

11.4.2. CVE

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

1.1.5. Logging 5.7.6

2D ) —RIZIE. OpenShift Logging /NJEIE) V) — A 576 hEFhTWVWET,

1.1.5.1. NJEIE

o ZDEFHMNTHNBAEIL AL IY—ET T MD

HEH &I, AVvFFF—onodiTRs

HR>TWE LA, TOFER, ALV —FO0—FT—2arvInk7 74 I ENERNICFEHE
B2ENTEEFHATLE, SEIOEFICLY., FHHEY /N1 NI EINL, LY 5—D

1


https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
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O—7—2avINkEI77MIVENERMICWEBTESLDICAY F L, (LOG-4501)

ZDEHFMMTONZE0E. I —HY—DPHRRERINLT7 1LY —%EL URL Z/EY 137235
B, —HOT 4N —IEFRMINFEATLE, SEIOFEHICLY., UITIZFURLHDTART
D74INF—%RMLET, (LOG-4459)

ZOEHFI’THONDHEIE. Fluentd 55 Vector ICHIYEZ 2 EEIT, DAY LSNILAEFERAL
T Loki ICEpET B EITST—DRERLELTVWE LR, SEDOEFHICEY. Vector EBEIT Fluentd &
BUAETCIRILEY =S4 XL, ALY —DBREICEELTSRILVEELLREBTES L

1Y E Lk, (LOG-4460)

ZOBEHFMITHONBHEIE, Observability Logs AV Y —ILDMFET 1 —ILRTIEIRS—T$3
WEI’HDFHRXFEHEATITEFEATLE, SEADOEMLY,. VI) —CTHKXF%EL)
IKIZZAT—T$25LIICRY F L, (LOG-4456)

ZDEFHMMTONZHEIE. Splunk ~DO T DEFEHIC, Timestamp was not found. & W5 &
EXAvE—IDNRRINE LI, SEAOEFHTIE. 91 LYY TORBICFERINhZ07
T4 —ILRDEBFNERICLY EEETIN, BEELQLICSplunk ICEFINZF T, (LOG-4413)

SEDEFRAITHNBAEIIE. Vector D CPU EXE) —DEFERAEHNREREOKRBE EHIEML
TWE L7, SEIOEHFHICL Y. Vector BRTEIC expire_metrics_secs=60 R EN S END LD
IKRY . ARNY I Z2OBEMEEEFIRL. BEYT 2 CPUFBRAEKEXE) —7 v b TV b
BRENFT, (LOG-4171)

SEDEHFAITHONSHEIE. LokiStack 7 — MV A FEREINALY) VT A M aIERICLEH
IKFvy2alTWELE, ZORBR. [RoOLBIERIMRELFE L, SOOEHICELY,
LokiStack = MU A IFEFEMICF v+ v 22 %1TD LD ICARY, COBEIFEREAINFE L,
(LOG-4393)

CDEHFITONDHEIE. Fluentd SV 94 LA XA —J 21, ZFRFICEFELRELY —Y —
IAEEFNTVWE L, SEDOEHICLY., EILY—Y—ILAHIBRIN, BEHIfERINTL
fco (LOG-4467)

11.5.2. CVE

CVE-2023-3899

CVE-2023-4456

CVE-2023-32360

CVE-2023-34969

1.1.6. Logging 5.7.4

2D —RIZIE, OpenShift Logging /NJHEIE) ) —ZA 574 AEFNTVWET,

11.6.1. N TEIE

12

ZOBEHFMNTHONBEIL OF % CloudWatch ICER#E T % & X(IZ. namespaceUUID {EAH°
logGroupName 7 1 —JL RICEBIMINEFHATLE, TOEHTIE. namespaceUUID EL S
FN37H. CloudWatch @ logGroupName (& logGroupName: vectorcw.b443fb9e-bd4c-
4b6a-b9d3-c0097f9ed286 & L THRAINFE T, (LOG-2701)

CDEHFHITHONDHEIE,. HTTPRATAOV A2V SRAY—HADRBEICEET %154, 7O+
Y — URL ICIELWEREFBEHRMIEEI N TW=E L TH, Vector ALV F—IFVSRY—21K


https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701

BEYIV)—R/—h

DHTTP 7O0F Y — I L CEREECEFRAT L, TOEFICEY., VectorOy AL V4 —
XIS A —2EDOHTTP 7OF P —ICF L CERIETE S LD ICAY F LA, (LOG-3381)

o ZOEHMNMTONBAENE, Fluentd AL I F—DHEAE LT Splunk ZFEA L TEREINTWDS
iﬁm\ ZDERENMYR—PINTWARWESD, Operator IFEKBLTWE Lz, SEIDEFHICE
C BRERITHR—MINTOWAVWHAMES I, B@E/MERINE L, (LOG-4237)

o @E%ﬁ?ﬁ“ﬁbhéﬁﬁti Vector ALV ¥ —HEHFINSB &, AWS Cloudwatch O 4 & GCP
Stackdriver D TLS &2 E D enabled = true BICL > THEETS—DHPREELF L, TOFHIC
LY. INS5DOHDD enabled = true {EDXHIFR I N, BIEIMRRINFT T, (LOG-4242)

o ZOEHMTHONBAEIL Vector AL U4 —IZ. OZIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SEADEFHICLY., TOITFT—IF
fRINE L, (LOG-4275)

o ZDEHMTHONBHEIE. Loki Operator DEREICL Y. Operator NZDFF > hDBINA 7
YIVTREINTVLWBREA, 77°') r—< 3 vF+ > O alert-manager (X EHN KT I N
KRRYF Lk, SEDEHRICELY. ERINK LokiREICIEHRY LEREE HEIER I N 5%
EDEANEEFND LD ICRY i L,f:c, (LOG-4361)

o ZDEHFHMNMTONBAEIE AWS CIoudwatch BRIX T STS &M L2825 IC B0 O — L hMEA

INTWEBZE, RIEOEHRMICLYFRMBERIN—EBETa<RYE L, ZOEHICLY, STS

a—Jb t%ﬁ’]nm DIE %%&@*ﬁiﬁ@%ﬁ%'&bﬁ%ﬁo AWS Cloudwatch —Co)mu DIE‘\—{%%T KRR S 7
KA Y E L, (LOG-4368)

o ZOEFHMTOLbNBAEIL LokilET7 V714 TRAN)—LDIRIVEET4IILY)TLTW
F LD, EEEZHIBR LA >, Grafana @ Label Browser BMEHETI A< ARY F L

feo SEIOBHFHICELY, LokildT7 VT4 TRAN)—LDEETZINIVEET 1LY —Th
AL, BEEZMRLZE L, (LOG-4389)

e ClusterLogForwarder 7 2% »') Y —X (CR) T name 7 4 —JL RAEEINTWARW/IS T
4 v H%. OpenShift Logging5.7 ADT7 v T L — RRICHEEEL A< RY F Lz, SEIDOEFH
IKEY, TOTF—R@FRINF L, (LOG-4120)
1.1.6.2. CVE

e (CVE-2022-25883

® CVE-2023-22796

1.1.7. Logging 5.7.3

2D ) —RITIE. OpenShift Logging /NJHEIE) V) —ZA 573 EFNhTWVWET,

11.7.1. NTEIE

o ZDEHMTHNBHEIIL OpenShift Container PlatformWeb AV Y —ILATOJ %2R RT %
BRI Fv v oadIhke7 74 UDNRRTT =440 7Ly ainzttATLE, SEDE
LY, 7= PRAMNS YT 7740 EF vy aInBRAY, BMEIIBELE L,
(LOG-4100)

o ZOEHMNMTONSHEIIE, QQEUJF'ﬁEE?b“ﬁE LIC< WAIET LokiOperator TS —% 1) v

PLTWE L, SEDOEFHICLY., BREIT—DERINZEITIZI—MNEHRTSELDICA
YZE L7, (LOG-4156)
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https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
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ZDEFHAITHNBHIE. RulerConfig h X4 LYY —2R (CR) #ZEE 9 % & LokiStack JL—
S—hrBEEHLIFHATLE, SEIOEHICL Y. Loki Operator I& RulerConfig CR D E#1%
ICIV—5— Pod B8 T 5L DI Y F L, (LOG-4161)

ZOEHFNTONDEIE. AT—BFRILED ClusterLogForwarder RIC /| XENEEN 25
Bld, vector ALY —HAFHETRTLTVWE L, SEDOEHTIE. —HSNILEBI B
THA, AL29—POJ%2REBEELPINETESZLDICTEIETHEIMERINE L,
(LOG-4176)

ZOEHFHITHONZH1E. LokiStack CR A/ O—/NILFIRTIER 7+ > MIREEZ L TWL
%35A. LokiOperator M FHAR T LTVWE L, SEIDEH TIE. Loki Operator h¥ %
O—/N)L4IRR7 L T LokiStack CR ZMBT X2 & S ICAY, BB ERINE LK, (LOG-
4198)

COEFHDPITHONBREIE, REFEINALMBEINIR T L —XTREINTWEIBA. Fluentd
&0 7 % Elasticsearch 7 5 29 —ICEELEFHEAT LA, SEOEH TIE, Fluentd &
Elasticsearch & DIEfAEIIT ZBRIC. NA T L —XTREINDMEEABYICUIET 2 &
DITY F L7k, (LOG-4258)

ZOEHMNTHONBAEIIE. 8,000 ZF# A % namespace 2DV T XY —DIFHE. namespace
D) R N http.max_header_size 5¥E &L W H K E < A B 728 Elasticsearch B’V TV — %35
LTWZE L, SEOEHTIE. AvF—H1XDFT 7 4L MENBIZ LIFSh, FBEIER
XInFE L7, (LOG-4277)

ZOEHFMNITHNBHEIE, ClusterLogForwarder CR HIC /| DX FE A ST T RIVEHRET.
ALYV —DFHETKRT L TWE LEL, SADEHFHTIE, RSy a7y ¥—XOT7ICE
Tz o, BEMRERINE L, (LOG-4095)

ZDEFHMNMTHNZE0E. unmanaged KRA&ICERE X 17z Cluster Logging Operator AA FHiE ¢
BT7LTWE L, SEIOEH TIE. ClusterLogForwarder CR DA A BIIAT B aEIIC
ClusterLogging ') ¥ — 2 %@ t]7 Management IRKREICH B Z & AR T B F = v IV HRES
NadEHICRY, BEMERINZE L, (LOG-4177)

ZOEHFMNITHLNBHEIE OpenShift Container PlatformWeb AV YV —J)LRATOYV %X ERT 3
EXIIC, ERANTTLE RSy VL THKEZEEZERLTH, Pod FHFHAOENO/EL—T
IFHBEL EHATLE, SEDEHRTIE. TOE2—DERNTSLE RSy L CHEEE
HEIRTEDLDICAY F L, (LOG-4108)

ZDEHFHAITHN BHE1IE. OpenShift Container PlatformWeb AV Y —JLATOJ A2XRRY %
E.30MEBZBITY—DYA LTI MABRYFELE, SEOFEHFTIE,
configmap/logging-view-plugin T% 4 A7 D MEZRETE 2 LD ICRY F L&, (LOG-
3498)

ZOEHFMNITHONBHEIE OpenShift Container PlatformWeb AV YV —J)LRATOYV %X ERT
PRIC more dataavailable4 7> a2 )y o323 &, AV )y VBFICDOIH, LYUEBLD
OJTv M) —AO—RINhFlLE, SEDEHRTIE. 7y I T&ICILHICELDIV

) —hZmaHAENDLDICRY F L, (OU-188)

ZOEHFMNITHLNBHEIE OpenShift Container PlatformWeb AV YV —J)LRATOYV %X ERT 3
BRIC streaming A > a3 v &7 ) v 035, EEOOJIERTIINT., streaminglogs X v
E—YDHNERRINE L, SEDEHICLY, XvtE—2 O R MN)—LOEAHIEL
(RRINBEHICRY F L, (OU-166)

11.7.2. CVE
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® CVE-2020-24736


https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736

BEYIV)—R/—h

CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26115
CVE-2023-26136
CVE-2023-26604

CVE-2023-28466

1.1.8. Logging 5.7.2

2D ) —RIZlE. OpenShift Logging Bug Fix Release 5.7.2 & FhTWE T,

11.8.1. NTEIE

ZDEFHMTONZE1E. REFDOT7 74+ 54 —HDFHET 578, openshift-logging
namespace A BEfHIRTE XA T L, SOEDEHFHICLY. 72714 F 74— FEAI A
<Y, namespace A BIEHIRTE 2 LD ICRY F L7, (LOG-3316)

ZDEFHITHN BHE1IE. OpenShift Container Platform @ KF 2 X > MIfE> TEEI N
%A, run.sh 22 1) 7 MEEE - 7z chunk_limit_size fE2XRRLTWE L/, L. BELE
# $BUFFER_SIZE_LIMIT % {8/ L T chunk_limit_size 538 %3 &. ZD2 %) FRTEL
WMEARTIINTWE Lz, SEDEHICLY., EE5DYF)ATEH runsh 7Y FRNTIE
L L chunk_limit_size fENNRRIND LD IZAY £ L7, (LOG-3330)

ZOEHFMNITHONBHEIE OpenShift Container PlatformWeb vV —)lboAF¥ > /a1 —7
ZUAVIEARI LD/ — RRBEFLIEBREZHFAILFHATLE, SO0EHMICLY., OF
YIEA—TST4 D/ — NEBS LUVBRREERT DHENMEMINE L, (LOG-
3749)

ZDOEHFHTHONBHEIE, Fluentd HTTP 73574 %N L T DataDog ICAJ & EFEL LD &
9 % &, Cluster Logging Operator T Unsupported Media Type BIAAFEEL TWE Lz, SE
DEHICELY., I—H—(EHTTP ANv ¥ — Content-Type 2% E L C. AJ&EEAOI VTV
VIAL T —LLRAILEIYHTEIENTERLDICRY F L, BEINLEIRZ. 737
1 VO content_type /NZ X —4 —ICEBFMICEIYETOHN, OJDEGBIEREICITONE
¥+, (LOG-3784)

ZDEHFH M THN A0, ClusterLogForwarder 1 X% L)Y —2Z (CR) T
detectMultilineErrors 7 1 —JL KD true ICBREINTWVWBIZHEIC, PHPIILFSA VIS5 —
MrRloa Ty M) =& LTEEHEIN, RV I ML—ZADPEBDOA vy E—TJICHEITh TV
FLlk, SAOEHMIELY., PHPDRILF A4 VIS —RHNBIICRY, R¥v I ML—2
SHENE—DOT Xy E—JILEBENDBLIICAY E L, (LOG-3878)

ZDEHMTHONZEIE. BEICAR—ZANE N 3 ClusterLogForwarder /X1 754 U H°
RET. Vector AL ¥ 4% — Pod B GIIICY T v a L TWE L, SEIOBFHICLY., /814
T4 VDERICEFNDZTRTOAR—R, Fvyva (), BLPRy M)A T7V¥—20
7O KEBEBRASNE L, (LOG-3945)
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COEFMTONHENE, log_forwarder_output X k' 7 ZIC http /37 X — 9 —DEENT
WEHATLE, SEAIOEHT. FRLTWVWEBENRIA—=F—DDXN) JRIEMINZE L
(LOG-3997)

COEFATONDENE. 30V TRDOBIHEIC Fluentd [E—E D ILF Z 4 >~ JavaScript &
ZAT7V NN EFELEFEAT LR, SEOEHICEY. Fluentd /8y 7 7 —ZODHEINIZT ~
F—2AT7HMFFoh, BEIFERLZE LKk, (LOG-4019)

ZOFEHFNTONDENE. RAO—RHROF—II—BHT 2 Kaftka HAMEY ZILEZADL LD
ICOJEEEZRETDE. IZ7—HPERTOINMEEINTVWE L, SEOEFHICEY.,
Fluentd D/Xy 7 7 —BORICT V¥ —ZAT7HMTIF o, BEIFERLZE L, (LOG-4027)

ZOBEFNMTONBAENE. LokiStack ¥ — kI 24 X2 —H—D7 VL AEZBERESIC
namespace DI NJUEZRL TWE Lz, SEIDOEFHICEL Y. LokiStack #— kD x A (F/8—
TyvavESRIVEDY VIR MIBERYTZLDICARY, BMEIFERLE LK, (LOG-
4049)

ZOEHFMNITHONSHEIL, tls.insecureSkipVerify & 7> 3 U h¥ true ICREI N TWBIHE
IC. Cluster Logging Operator API ICI&>— 2 Ly ML WIREINZAPEEIVET L, &
BIDEHFHICLY. TDLDAIHFETH Cluster Logging Operator APl IZ¥— 4 L v NZEERRZE
DR ZRDELRY X LT, ROFEND Operator D CRIEMINE L7,

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

CDOEFABTHONBHEIE, LokiStack L— FRENRET., /T —DETHEN 30 EZEBA
2E94 LTI MDRELTWVWE Lz, SEIOEFH T, LokiStack global $ & Uf per-tenant
queryTimeout DFEEICLYIL— YA LT 7 NDOERENFEE ST, BEIIFERLE L,
(LOG-4052)

ZOEHFMNITHONDHEIL, EBIEE LT collectiontype D77 # )L b &HIFR L 7= Z & T,
Operator &Y V—R, /—RDEFER, BRICET2IFHEROLAHREZTIFANRSARY F L,
SEOEHICE Y. Operator DEIENZEE I 1, collection (372 < collection.logs DE#kH
BIBEINDLDICRYE L, ThiE BT 4 —ILREHFHERT - NOEH ZER
TEXZLRIDEEE IEEALY £ collection.type BNIEEINTWBIGEICIEHET 1 —IL
FEEHRLFT, (LOG-4185)

ZOEFHITHNSREIIE. 7O—H— URLDPHEATEEINTVLWAWES, VectorAJ/ L
78 —E0 75 ERD Katka 7AO—H—ICERE T 2/-OD TLSEREEZEMLEFEAT LA,
EOEHFICLY., EHOTO—H—ICTH LT TLSEREN BENICERIND LD ICHRY F LI,
(LOG-4163)

ZDEHMNMTHON 0L Katka ~DOOVEEDNRRA T L —X&2FMIT 24T a v IdER
TEEEFATLE, ZOFHIRICEY, BREBERILARINS AN HZH, X2l
TA—VRIVDPFEELTWE L, SEOEFHICLY., 1—H—F Kafka~D O JVEREMA I/
A7L—XEEMITEY—LLARBRF T a Vv EFRATESZLDICAY F LA, (LOG-3314)

ZOEFHFMNMTONBHEIE, Vector OF AL U4 —IE3E(E TLS ##5: D tlsSecurityProfile 5% & %=
ZIFANFHEATLE, TOEHK. Vector & TLS HiRZRE A BICNEL X T, (LOG-
4011)

ZOEHFMNITHONSHEIEL, log_forwarder_output_info X N 1) 7 ZICFIEREEARTRTOHD
ATHEFNTVWEEATLE, SEDEFHICLY. LEIEEFhTWAH 57 Splunk & &£
U Google Cloud Logging T—4 D& &N 5 £ D ICRY F L7, (LOG-4098)


https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049
https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
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o ZOEFHMTHNBHEIIL follow_inodes 1 true ICEREINTWBIHE, Fluentd AL 74—
7740 A—F—YaviIlsSy 1T 5HEENHY F L, SEDEHICK
Y. follow_inodes s ENFREATIAL V9 —D0FvalialAyYFzLi, (LOG-415)

o ZOEHMMIDLNBHEINE, 7 7AILDEHAENRAT. Fluentd AL V5 —DERT 20E
DHd7 74N %EB>THLZATREENHY XLz, SEDOEH T, BI/I5 A —4—DMEIE
IhF L7, (LOG-4149)

o ZOEHMMNMTONBHEIE Vector AL I ¥ —TOJ %&E L. ClusterLogForwarder 1 >~ X
4 v 2D %1% audit. application. infrastructure DW\WFhMNIZT 2 &, IL Y49 —Pod H
CrashLoopBackOff IREED X FICAY ., ROTZ—HAL vy —OJICEHEINFE L,

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit
SEOEHFOEIE. N1 T4 VEDRFHNINLANBZEFRE LA RY, "I T4 VD%
BI% audit. application % 7-(d infrastructure ICTE X9, (LOG-4218)

o ZOEHMNTHONBAIL Vector AL VY —%ERHL TOY % syslog 587 ICERiE
L. addLogSource 7 5 7 % true ICERET D&, EREINX v E—YIC
namespace_name=. container_name=. pod_name= DZZED 7 1 —JL RAEMI N FE L%,
SEDEHFHICLY., ThHDT7 41 —ILREYy—FOJIEMNINRSRY £ L, (LOG-
4219)

o ZOEHMNTHLNBHEIL structuredTypeKey "R DOH 59, structuredTypeName HY57E X
NTWRWES, O Ay E—YRBIZHI/ELLAT TV MBI TVWELE, S0
DEHFICELY., OVOBANMEBEEHYICARY F Lk, (LOG-4220)

1.1.8.2. CVE

e CVE-2021-26341

e CVE-2021-33655

e (CVE-2021-33656

e (CVE-2022-1462

e CVE-2022-1679

e CVE-2022-1789

® (CVE-2022-2196

e CVE-2022-2663

e (CVE-2022-3028

e (CVE-2022-3239

e (CVE-2022-3522

e (CVE-2022-3524

e (CVE-2022-3564

e (CVE-2022-3566
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https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218
https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
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e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
o CVE-2022-25147
® (CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
® CVE-2022-42721
® CVE-2022-42722
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
e CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582

e CVE-2023-2491
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https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
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CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.1.9. Logging 5.7.1

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.7.1 A& FNTWVWE T,

11.9.1. NTEIE

ZDEFHAITHN BREIIE. Cluster Logging Operator Pod A7 RICEED / 1 ADZ WX Y
UM FRETHLHO. OTDOAHFEMET L. EERVATLANRY M aFHRT 52 &0HE
BIIRYFE L, COEHFHICEY. Cluster Logging Operator Pod AV AD / 4 XD% WA v
E—IUNKIBICHIRI NS & T, CORBEIFERINE L, (LOG-3482)

CDEFMNTONZEINE. hRARYLYY—ZATHOEIMEAINTWSIHEETE, APIH—
/X—|& CollectorSpec.Type 7 1 —JL RDfE% Vector IC) Yy L TWE LA, TOEHT
I%. CollectorSpec.Type 7 1 —IL KD T 7 # )L MDY HEIFRI N, LUBIOEELIETINE T,
(LOG-4086)

ZOEHFMNITHN S E TIL. OpenShift Container PlatformWeb I~ Y —)LTOJDE R N
L%y LTRSYy VT LTHRHEEEZBIRTIFEFHATLEL, SO0FEHICLY. ¥
Jw e RSy TAFERL TCHBEREZESIOGRIRTESLIIRY F L, (LOG-4501)

ZDEFIITHN BREIIE. OpenShift Container Platform Web 1> Y — )L Show Resources
Vo0&V LTEHEMOMBREHYEFHATLL, TOBEFHTIE, OV M) =&
VY —ZADRTZENYEZZ )YV —ZADKRT) V) DMEEEIEIET 22 & T, I ORIELFER
IhFLk, (LOG-3218)

1.1.9.2. CVE

CVE-2023-21930

CVE-2023-21937

CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968

CVE-2023-28617
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https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617

OpenShift Container Platform 4.nOx¥> &

1.1.10. Logging 5.7.0

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.7.0 & FhTWE T,

1.1.10.1. B¢ EEHLAR

SEIOEHFICLY, AOF V5B WICL TEHTOHNERE L., Thbozx 12007 TV N —ILB
TEUTINTEBLIICRY F L

AFX V58P L TEHTOHANEREL., Thbozx 12007V N)—IIBT7EVYTILTED L

SIC¥ %3551%. ClusterLogForwarder 1 2% L1) Y —2Z (CR) T, {&D true @
detectMultilineErrors 7 1 —JL RAAZEENTWB T & 2R L X T,

1.1.10.2. BEHI DA

2 Lo

1.1.10.3. XJEIE

o SEMEFHLIATIE. LokiStack M Gateway 3~ 7R—X% >~ kD nodeSelector BltiZ., / — KD
AgT1—Y VTl BEEZEFHEATLE, SEIOEFHICL Y. nodeSelector EEATETE &
BYICHBEET DL DICRY F L, (LOG-3713)

1.1.10.4. CVE

e CVE-2023-1999

e CVE-2023-28617
1.2. LOGGING 5.6

pa )

O > ik, 27 ®d OpenShift Container Platform &£ 5 1) ) —XHY 4 V)L T, A
VAN—IVABER O VR—R Y b & L TRHEINE S, Red Hat OpenShift Container
Platform 24 744 IR > —E) ) —2XOBE#EEEHHRL TVWET,

' Pz
stable ¥ ¥ ®JLIX. Logging DEH ) ) —RA AW RETEIEHFOHARMEL I, LUAT

D)) —ROEFHEBISHMEZETBICE. TRV TV avFv R % stable-x.y
ILEBTHE2MRENSDHYET, xyld. 1 YAM=)LLAOQTDAT v —N"=Ta v ETA
F—N=TavEXRLET, & XIE stable-5.7 TT,

1.2.1. Logging 5.6.16

2D Y —RICIE, Logging/NTEIEES6GI6NEFENET,

(WARWAS/£ -3
o ZDEHODAENC, hRAY LSRR ZFHAID LD ICREINTULWSIHEE. ConfigMap £7

XAV TFVYDERHDERINTE., Loki Operator IR EXBEMICEHFLEFEATLE, 5
BIDEFICL Y. Loki Operator I& ConfigMap DEFEZER L. ERINEREEBHHNICE
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https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2024:0695
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FLET, (LOG-4967)

1.2.1.2. CVE

1.2.2. Logging 5.8.2

ZDY ) —RITIE. OpenShift Logging /NJEIE!) ') — X582 hEFhTWVWET,

1.2.2.1. NTEIE

CDEHFF T, LokiStack b—F — Pod &, Pod BH@EICERINS HTTP URL @ IPv6 Pod IP %
T4—<v ML o772, Prometheus E¥EAPI &N L72IL—ILETS—MDI T —HEKBLT
WE L7, TOEHICLY., LokiStack l—F— Pod & IPv6 PodIP 2D > ZCAHTEILEL T, &
RBEFHRLFE L, (LOG-4892)

1.2.2.2. CVE

CVE-2021-3468

CVE-2023-3446

CVE-2023-3817

CVE-2023-5678

CVE-2023-38469

CVE-2023-38470

CVE-2023-38471

CVE-2023-38472

CVE-2023-38473

1.2.3. Logging 5.6.14

2D 1)=&, OpenShift Logging /NJEIEY) ') —ZX 5614 AEFNTWVWET,

1.2.3. 1. NJEIE

COBEHFATONZENE. A VT VRN —VOERTOERFIC, FOTEAOHMERC >~
TYIADLTI7AIVNDIA Y TANRELTVWE L, ZDHER, Kibana 1—H—I(&
OpenShift Elasticsearch Operator 2R L TA VT v I AN =V HERTEEFHATL,
ZOEHFICLY, FRLTWSBI A )T XA OpenShift Elasticsearch Operator IZIENI 11,
BNRINZE T, Kibana 21— —I&, {app,infra,audit}-000001 1 > T v IV R &=EL 1
TYIANY—VHEEHRTEDLDICRY F L, (LOG-4807)

ZOBEHFMNITHONDHEIL, Loki Operator B8R Y L CANY KL EI—F—Pod IZX UV b
LEFATLE, ZTOMRR., 77— ML= FLEEHFIN—IVETET 2 TOZRFRIC, £7
VIV RAML=IANDTIEANKBLTWE Lz, TOFEHICLY. Loki Operator H'H R
ALCANYRILETRTDIV—F—Pod YTV MNTBEDICARYFELE, IL—F— Pod
&, A7V bMAMNL=UD6ATES O O—RKRLT, 77— RMNL—ILEIEEEIL—IL
ZEMECE X9, (LOG-4838)
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https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
https://issues.redhat.com/browse/LOG-4807
https://issues.redhat.com/browse/LOG-4838
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1.2.3.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
o CVE-2022-4744
e (CVE-2022-28388
e (CVE-2022-38457
e CVE-2022-40133
e (CVE-2022-40982
o CVE-2022-41862
® CVE-2022-42895
e CVE-2022-45869
e (CVE-2022-45887
e CVE-2022-48337
e CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e CVE-2023-1074
e CVE-2023-1075
e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252

e CVE-2023-1382
e (CVE-2023-1855

e CVE-2023-1981
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https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-4016

CVE-2023-4128

CVE-2023-4132

CVE-2023-4155

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4641

CVE-2023-4732

CVE-2023-22745

CVE-2023-23455

CVE-2023-26545

CVE-2023-28328

CVE-2023-28772

CVE-2023-30456

CVE-2023-31084

CVE-2023-31436

CVE-2023-31486

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
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CVE-2023-32324

CVE-2023-33203

CVE-2023-33951

CVE-2023-33952

CVE-2023-34241

CVE-2023-35823

CVE-2023-35824

CVE-2023-35825

1.2.4. Logging 5.6.13

2D ) —RITIE. OpenShift Logging /NJEIEY) ') —ZX 5613 AEFEFNTWVWET,

1.2.4.1. NTEIFE

2 Lo

1.2.4.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.2.5. Logging 5.6.12

2D ) —RITIE. OpenShift Logging /NJEIE) V) —ZA 5612 AEFEFNTVWET,

1.2.5.1. N TEIE

o ZOEHMMNMTONBHEINL. IPV6 DHFT=IET 2T IVRH v U D OpenShift Container Platform

95 A48 —IC LokiStack &7 704 9% &, LokiStack X /X—1) Z NDESGFMNKEL TWE L
o TORER, T4 AMN)E2—49—PodiFV 5y > a)b—TICRYE L, ZOEFHFICE
Y. HHEEIL lokistack.spec.hashRing.memberlist.enablelPv6: {& % true IZEXET 5 & T
IPv6 ZBMICTER LD ICRY, MEIRBRINF LA, |E. OJF7F5— ML IPve WG
SZ2Y—THRATEE A, (LOG-4570)

ZOEHFMNITHON B, Cluster Logging Operator IC& > TERINAX MY VXY vy a
A — K@ FluentD Buffer Availability 75 7 ICEBEIT 37 T) —IZ, &/W\yv 7 7—FEH=ZE
NREIINDD, T5—DHY XL, SEDOEHICLY., FST7DHERNY 77 —FRE
AR IN., BRI FluentD Buffer Age ICEEICAY £ L7, (LOG-4579)

ZDEHBTONSHEIE, Event Router RDRBEADA MY 7 XICL Y, BEIALXEY —ER
ENREATIVT DRI Z2ERELA>TWE LA, COFEHICLY., RERADXNY Y
ADHIBRIN, ARV ML= —DXE) —FRENMHIRIN X LA, (LOG-4687)

1.2.5.2. CVE
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e CVE-2023-0800


https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5541
https://issues.redhat.com/browse/LOG-4570
https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687
https://access.redhat.com/security/cve/CVE-2023-0800

g=YY—R/—h

CVE-2023-0801
CVE-2023-0802
CVE-2023-0803
CVE-2023-0804
CVE-2023-2002
CVE-2023-3090
CVE-2023-3390
CVE-2023-3776
CVE-2023-4004
CVE-2023-4527
CVE-2023-4806
CVE-2023-4813
CVE-2023-4863
CVE-2023-491
CVE-2023-5129
CVE-2023-20593
CVE-2023-29491
CVE-2023-30630
CVE-2023-35001

CVE-2023-35788

1.2.6. Logging 5.6.11

ZDY ) —2RIZIE. OpenShift Logging /NJIEIEY ) —ZX 561 BAEEFNTWVWET,

1.2.6.1. N JEIE

1.2.6.2.

SEIOEHFI1THONBHEIIE. LokiStack 7— M D = A FERRINLY VT A MAIEEICILEEH
IKFvv2alTWFELE, TOHER. BROLBMERIRELE L, SEOEFHICEY.,
LokiStack “— M U = A IFZEFEMICF v+ v 22 %1TD LD ICRY, ZOMEIERINFE L,
(LOG-4435)

CVE

CVE-2023-3899

CVE-2023-32360
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https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5095
https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
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CVE-2023-34969

1.2.7. Logging 5.6.9

2D )=&K, OpenShift Logging /NJEIEY) ') —Z2 569 AEFEFNTVWET,

1.2.7.1. NTEIE

1.2.7.2.

ZOEHFMNTHONBHEIE. AWS Cloudwatch 53 T STS % {# A L /2 3R8EICERO O — L AMEA
INTWEGE, EDEHICLYERREEHRN—B TR ARYE LA, ZOEFHICEY. STS
O—)L & FRERELIBHRDEHRDEAEHE =B AWS Cloudwatch TDEREEICFERATE S LD
IC72Y £ L7, (LOG-4084)

ZDEFAITHNBAEIE. Vector AL U 4 —IZ, O thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SEADEFHICLY., TOITFT—IF
fRINZE L, (LOG-4276)
COEFHNTONBAENE. LokildT7 V74 TRARN)—LDINIVEET4ILY )T LTV
F LD, BEEEHIRLAD D772, Grafana M Label Browser "MERTI A< AU F L
oo SEIOBHICLY, LokildT7 VT4 TRAN)—LDEETZINIVEE T 1LY —Th
AL, BMBEZFERLZE LKL, (LOG-4390)

CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604
CVE-2023-28466

CVE-2023-32233

1.2.8. Logging 5.6.8

2D 1)=&, OpenShift Logging /N JEIEY) ') — 2568 AEFEFNTWVWET,

1.2.8.1. NJIEIE

26

ZOEHFNTONDEIE. AT—BFRILED ClusterLogForwarder RIC /| XEAESEN 25
Bld, vector AL VY —HAFHETRTLTVWE L, SEDEHTIE. —HSRILEBI B
TH#A . AL29—P O 42RBRELPINETESLDICTEIETHEIMERINE L,
(LOG-4091)

ZDOEHFIITHN BHE1IE. OpenShift Container PlatformWeb AV Y —JLATOJ A2XRTRY %
PRIC more dataavailable4 7> a v a2 )v o d2 &, BV Yy VBEICDOIH. LWUEZBLD
ATV M) —pO—RINhF Lk, SEAOEHFTIE. 7Yy I T&ICILICELDIV


https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233
https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091

1.2.8.2.

BEYIV)—R/—h

) —hFAHAENDLDICRY F Lz, (OU-187)

ZOEHFMNITHONBHEIE OpenShift Container PlatformWeb AV YV —J)LRATOY %X KT 3
BRIC streaming A > a3 v &V ) v 0§35, EEOOJIERTIINT., streaminglogs X v
TE—VDOHINEKRRINFE L, SODOEHMLY., AvEe—J&OJAN)—LDOEAMNEL
CKRRINDEDITAY F L, (OU-189)

COEHFNTHONSREIE. REDEEIRE LI WHIET Loki Operator AT —% ) v
PLTWZE L, SOOEMLY., BRELS—DIPBRINZEITIZ—DHEFHRITDLDICKR
YZE L7, (LOG-4158)

ZOEHM’THONBHIE. 8,000 Z A % namespace 2DV 7 A Y —DIFE. namespace
D) R KA http.max_header_size 5¥E &L W H K E < A B/ Elasticsearch B’V TV — %35

LTWE Lk, SEIOEHFHTIE, AV —HAZXDT 7 4L MENBI X EIF SN, BEL R
IhE Lk, (LOG-4278)

CVE

CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604

CVE-2023-28466

1.2.9. Logging 5.6.5

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.5 E&FhTWE T,

1.2.9.1. NTEIE

ZDEHAEIE. TV L — MNEZITL Y Elasticsearch B —E D S X)L & namespace_label DA
VTYIREERTES, T—YDOMYRAATRHEIFEELTWE L, TOEHRTIE, IN
IWADRY NERZ Yy adMEBEICLYBIHA Sh, BRIV AHDMRIESI N, BEHLIM
RHICERINE T, (LOG-3419)

ZDEH L YEIEL. OpenShift Web I Y —ILDA T R—I B LokiStack ~DIFEMEICKBL 7=
ma., —BHAIS—XAytE—INKRIN, BMOIVTFAMNP NS TV a—FTa 07
DRTBIFRBINFFATLE, TOFHMICLY, T5—AvE—IMEEIh, LYEHEKH
REME NS TV a—T1 Y ITORBREENEEND LD ICRY E L, (LOG-3750)

COEFLYFNL FESEREIAIRIIINTWEAN /D, hRY LBNESEEAZERT 3
EIT—HDRERELTVWELE, COFHICKY., FEAEAIRIEINE LD ICRY, 2—H—
NEWRHEAZBIRTE L DICAY F L, BEWQANEADSERANBRINLGEE,. 1—
H—ILIS— X v E—INRRINET, (LOG-3583)

COEHAIZ. Loki TOVAHRET 2L, RORINESROXFEBATVWALTE, <D
BEYVITY)—IFRBLTWE L, TOEHICLY., 7T —FEKBSRNILY Y Fv—h&Elk
Ih, BEIFERINE LA, (LOG-3480)
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https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
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1.2.9.2.

1.2.10.

ZDEH M THN 0L, Loki Operator l&, TZAR—KNIPDAYN—) XA NAERAT 25
BIC, TRTOAVR—RV NERDIFZDITFTDRAVN—) AN REEERTETEHAT
L7z SEIOBHFICLY ., ERINLEREICT KNS A4 IINER— MDBERICEEFND LD
IKRY, IRTOIAVR—FXV M EEBICRERETESLDIRY F L, (LOG-4008)

CVE

CVE-2022-4269
CVE-2022-4378
CVE-2023-0266
CVE-2023-0361
CVE-2023-0386
CVE-2023-27539

CVE-2023-28120

Logging 5.6.4

2D 1)=&, OpenShift Logging Bug Fix Release 5.6.4 AAEEFNTWE T,

1.2.10.1. /X J{EIE

28

CDEHFDREIIE., LokiStack ’OF R M7 ELTTF7TO4INAEXIT, LokiPod ICL > THE
RIN-O7DUINEIN, LokiStack ICEEFEINTWE Lz, SEIOEHICELY. LokillLk o
TERINOTIRINEISBRA I, REIN AR ARY T, (LOG-3280)

ZOBEHFOHIL, OpenShift Web AV Y —ILDAITR—I DI ITY —ITFT 489 —HEDHE
&, ROy FH I A Za—ILEBNAANINEFEATLE, SEDEHFICLY., ZO/ T —
HERITLELEDIETDE, IS AyvE—IHKRRIN, ROV FII A Za—DEEFESY
ICADINBEDICARY F Lz, (LOG-3454)

ZOEHFOHEIL, tls.insecureSkipVerify = 7> 3 V¥ true ICEREINTWBIHEIE. Cluster
Logging Operator B82 o 72 58 EAEMK L TWE L7z, TDHER. Operator |LEERAE DIREE %
2FxyTLEDETBE, T—4 % Elasticsearch IEETEFEFHATLRL, SEDEHFHICE
Y. tls.insecureSkipVerify H* HIC% > TWBIHFAETH,. Cluster Logging Operator I&1E L
WTLSEREZEKRLE T, TORBR, APEZTOMRIMEERAF Yy TLLO>ELTHE, T—9%
Elasticsearch ICEBICEFETE XY, (LOG-3475)

CDEFDRENIE, BELLINLBADIAEMICAR >TVWT, Ay E—IPERDBEICEGEEIN
HBEIC. ThLEET4—7aE—ShhFHATLE, ThIZLY, BEEINAAYyE—Y
ZEU—HOZEOTINERINE LY., FoM0OJIFERINFIEATLE, SEIOFE
LY, JSONBBITDREICA v E—V % T4 —FOAE—F 2 LD ICREERDPEREINEL
o TR, BHORBEICEEINILIZETE., TRTDREAVvE—VICEEEA Yy E—
IREENDLIICAY F L, (LOG-3640)

ZDOEFOHEIE, collection 7 1 —JL KIZ } AEFNTWB &, Operator B8V 5v > 219537
BEMELNHYFE L, SEDOEHICELY. Operator EZDEEFEIBT DL DICRY, ARL—%
EHMT S ERKRAL—XICEITLIITED I EATEXY, (LOG-3733)


https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733

BEYIV)—R/—h

o ZDEHDHEIIL, LokiStack D4 — kD =4 IV KR—X > kD nodeSelector Bt ITNRNH Y
FEHEATLR, SEOEFHICEY. nodeSelector BHENHIFE S Y ICHEET 2L D IRV FL
Teo (LOG-3783)

o ZDEHDENL, FHIA LokiStack X Y /N—U X MDFRERF, TFZARX—NPRY RT—UD
HTIEKELTWE Lz, TDHRER. OpenShift Container Platform ¥ 5 24 — Pod X b7 —
OPRT) v IPHETEREINTWSIHBES. LokiStackPod BV v ¥ al—FLET, &
EDEHFICE Y., LokiStack BEEEIZ, AVN—) XA MDEREICPodxy NT—V % ERT 3
AT aVvEMATESLLDICRYELAL, ThiZLY., BEIFERIN. OpenShift
Container Platform 7 2 24 —Pod *v hT7—2U DT Y v 7 IPEBETHREINTVWRIHEES
IC. LokiStackPod 7 5w ¥ 2 )l—TREICARZDEBS I ENTEZE T, (LOG-3814)

o ZDEFDAEIE. tls.insecureSkipVerify 7 1 —JL KA true ICERE I N TWBIFE. Cluster
Logging Operator IdBE >R EEER L TWE L, TORR, SIAZORIEERFv 7L
&2 &9 %<&, Operator I Elasticsearch ICT—4 X TCEFHATLR, SEOEHICEL
Y. tis.insecureSkipVerify BB > TWSIHFETH. Operator IFIE L\ TLS 3 E & £ K
LEd. TORBR, APAZEOMIMEERAF Yy TLLDELTH, T—4 % Elasticsearch ICIEEIC
EEFETEET, (LOG-3838)

o ZDEFHDHIIC, Elasticsearch Operator % fff# 9°I1C Cluster Logging Operator (CLO) A% 4
VA M=)LEINTIFE. CLO Pod I Elasticsearch DHIFRICEAET 2 TS5 — X v 27— U % ik
BICRRLTWE L, SEOEHICELY, CLORIZ—AvtE—Y%RRT DENEMD
Frv I EETTDLDICARY F L, TOFER. Elasticsearch Operator B EFE L AW GE
I&. Elasticsearch DHIRRICEAET 2T — A v Ez—IYDNRRINALLAY F L7, (LOG-
3763)

1.2.10.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286

e CVE-2023-0767

CVE-2023-23916

1.2.11. Logging 5.6.3

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.3 & FhTWE T,

1.2.11.1. NTEE

o SEIDEH DAL, Operator 7 — bV A F7F 2 bDY—7 L v MEER%Z configmap ICfR
FELTWE LA, SEIOFEHICLY. Operator IEZDIEHRE>—V Ly MIRELET,
(LOG-3717)

o SEOEH DAL, Fluentd 3L 7 4 —I3 /var/log/auth-server/audit.log ICREFI N TW 3
OAuthOJA VARV M aFx v TFv—LEFFATLEL, SEDOEHICELY., Fluentd i&, Z
NSO OAUthOTAVARY NaX+ TFv—L, BEEMBRLE LA, (LOG-3729)

1.2.11.2. CVE
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https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
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CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-40897

CVE-2022-41222

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303

1.2.12. Logging 5.6.2

ZM') Y —RITIE, OpenShift Logging /NJIEIEY) ) —2 562 AEFEFNFET,

1.2.12.1. /N JEIE

COEFOFENE, AL VY —IEsystemd O DEBEEICE D W Tlevel 74 —JLREIEL <5
ELEFHATLRE, SEIOEFHICELY., level 74 —ILRAELLKEREINDLDICARYEL
fzo (LOG-3429)

SEIDOEHLARIIE. Operator (& OpenShift Container Platform 4.12 L& TIER M DE L
BRoTERLTWE L, SEDOEHFHICLY. Operator D OpenShift Container Platform Dix
AN—Y a VENMBESh, BENBRINE L, (LOG-3584)

SEOEHLARIE. default D F1{ET ClusterLogForwarder 1 2% L)) Y — X (CR) ZERK
L. T5—ZE&EMLEEATLL, SOOEHRICLY. COEIBENICERINDEVND T
T—DEENRIINDLDICARY XL, (LOG-3437)

ZDEFH DA, ClusterLogForwarder 124 L) Y —2Z (CR) IC1 DD HAA default & L
THREINZEBBONA T4 U HH2HE, AL V9 —Pod IFBEHLTWE L, SEOD
BT, HAREEOOY v I BMEESI N, BEIMERAINF L7, (LOG-3559)

COEFORIE, TL YUY — Pod RIEBZICBREBIINATWE L, SEDEHFICLY,. 77
O4 XhalL o9 —rEBNICERE LA AY E Lk, (LOG-3608)

SEIOEFHLFNE, Ry F )Y =AM H45OTH5LURID/N— 3 7D Operator ZHlIfR L TL
Fli, ThICEY, HWAR=Ua Ve VYA M= TEEFHATLEL, SEDOEHICLY,
NV RIEREIEEIN, ALIAFT—"=23VOLUIo) ) —Z2AA4O7ICBE3ELD
i Y % L, (LOG-3635)

1.212.2. CVE
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CVE-2022-23521

CVE-2022-40303

CVE-2022-40304


https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608
https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304

BEYIV)—R/—h

e CVE-2022-41903
e CVE-2022-47629
e CVE-2023-21835

e (CVE-2023-21843

1.2.13. Logging 5.6.1

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —2 561 hEENF T,

1.2.13.1. N JEIE

o ZOEFDAEIL. RENBMAREE, IRV —E, VT —T EDBEIEICL B TLSERZE
IS—%BELTWE LA, SEAOEHICLY, AR89 —0T)—THHTTPEHET
BOoTBETRZ MR ARY FE L, (LOG-3494)

o ZDEHDAIIL, Loki Operator I& LokiStack CR D AT —4 ZADFREEZBHTLARVWED, R
T AERDIELL R >TWVWE L, SEIDEHICEY. Operator IFFHAFFICZAT—4 X I1EHR
DEHFHEHBRATTHLDICARY L, (LOG-3496)

o ZODOEHODHIIL. kube-apiserver-operator Operator H* Webhook DAt %R L/ & =
IC. Loki Operator Webhook #H—/N—HATLS TS5 —%3|ERI L TWE Lz, SEDOEHICL
). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
DICRY, BEIERINE LA, (LOG-3510)

o ZOEFDAIE, T—IREMAEDLETIRNILT 4 IVY—%FEHLLFE. LokiStack '—
RITASRIVIV T 4—H—hIEMA LogQL VT — DB TS —%EMLTWE L L,
SEIDEHFICE Y. LokiStack LogQL DEREAT—ILREFALEZINILT 4Ly —%&HKR—
FE2ELDICARY, MEIMEREINE L, (LOG-3441), (LOG-3397)

o ZDEHDHEIE., BHOSARILF—ICELCEBEHEI HY., —HDF—ICKy RBEFhTWS
&, Elasticsearch ICEZRAFN/ALIO—RTEEAFEELTWE LA, SEHOEHICLIY. 5
RIVF—D Ry MATUHF—ROATICEZHTZ 6N, BEIERINFE L, (LOG-3463)

o ZDEH DAL, OpenShift Container Platform 3> Y —JL & logging-view-plugin D& E #:
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VSR —TCHATITEEATLE, SEOEHICLY. T35 74 ~Id OpenShift Container
Platform 410 BV YV —ILEBUIICHEI NS L D IZY £ L, (LOG-3447)

o ZOEHODAIL, ClusterLogForwarder h X% L)Y —ZDFET, 774 NOTRAMNT7 %

BRTEZNRNATSAVDETRAT—IADB>THREINTVWE L, SEHOEHICLY, /8
A 754 P BEUNRIEIND LD ICARY £ L7 (LOG-3477),

1.2.13.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010

e CVE-2022-4201
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https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
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CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

1.2.14. Logging 5.6.0

2D ) —RIZlE. OpenShift Logging Release 5.6 A&FEFNTWVWE T,

1241 RS

Logging /\—< 3~ 5.6 Tld. Fluentd [FIEHEETHY, 5D ) —XATHIRINZFETT. Red
Hat (&, ZOMEEICH L TIRED) ) —RXS5A4 TH A JIIFRIINTEBEESR—NERHEL T, ik
IREBEDIREIT AR, TOBEEIFSEEIBRINSDFETT, Fluentd DKHYIZ, Vector EHTEX

ER

1.2.14.2. #aEHiIR

SEIDEHFHICE Y. Logging I& OpenShift Container Platform D9 5 2 4 —£&ADEESLKR Y
S—IHEHLLE T, (LOG-895)

SEOEHICL Y, LokiStack HRY LYY —R&FALT, TFY R TE, ANY—=LT
E. BLYTO—NILRY D —DRER) Y —5BEEIBICEETISLDICHRYET,
(LOG-2695)

SEDBEHFHICEY. Splunk "OTEREDHAA > avE LTHEATESZLDICRYET,
(LOG-2913)

SEOEHFICLY. 774 ML I F—H Fluentd B 5 Vector IZRY £F, (LOG-2222)
SEIDEHFHICE Y. Developer O—JLIE, OpenShift Container Platform 4.11 LA 4T L TW
%7 5249 —® LogConsole Plugin ITEIY HTH5hTWS OV hZTEDT—oO—R
OJICT79EATEEXY, (LOG-3388)

SEOEHICLY. FEDOYV—IANSDOOJII, Operator A7 7O4 INTWB YIS RAH—D

—=HAFTHB 7 1—J)L K openshift.cluster idHAEFhzLDICARYFET, kROaATV R
FEAL T, clusterlD EA#RR-TXET,

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'

(LOG-2715)

1.2.14.3. BB D&

COEHFOHEIE, BHOINILF—ICECEREL HY., —HOF—IZ. DEFNhTWVWD &,
Elasticsearch OV %EERT B & HY FE L, ThiE. SRNIVLF—ICEFNS . % _ILE
XX 5 T & T, Elasticsearch DFIRAEEL X, COMBEDEEEKE LT, T5—DFRA
ERD>TWB IRV EHIFRT 2D, namespace Z S NJLICEML £9, (LOG-3463)

1.2.14.4. N TIEIE
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https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222
https://issues.redhat.com/browse/LOG-3388
https://issues.redhat.com/browse/LOG-2715
https://issues.redhat.com/browse/LOG-3463

BEYIV)—R/—h

SEOIDEF ORI, Kibana hR Y L)Y —RA%HBIKR L7HBE. OpenShift Container Platform
Web OV —JLIEB|E#RE Kibana~D ) v 7 ZRARILTWE L, SEIDOEFH T, Kibana 77
2 L)Y —R%EHIRT B E, ZDY UV BHEIRINE T, (LOG-2993)

COBEHFHOFNE, I—HF—IEZT7 V2 AMEEFED namespace D7 FYr—> a3V OJ%5RRTE
FHATLE, SEIDEFHICELY. LokiOperator (&7 T R4 —0O—)ILEVZRHY—O—)L/INA
VT4 VT EBEMICERL., - AT r—rarolEmEsBRNDLDICLET,
(LOG-3072)

COBEHFOFNIC, LokiStack 2T 74 bDATRA ML —Y & LTHERT %54E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINICARY LENZHIRLFE L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUEBEFICH R Y LB D% T
TAILRHEAET—YLET, (LOG-3090)

CDEHFDAENC, CAF—IECA%Z LokilIcIY TV NTBLHDDRY) 2 —LZKELTERINT
We7z®d, CAF—ICIEEMDOXFE (Ry MRE)HPEFNATVWDIEI S —RENRELTVE
L7c, SEIOEHICELY., R 2 —LENAIBXFIIERELIN, BEIMERINE L,

(LOG-3331)

ZDEFOHEIE, LokiStack hRY LYY —AEEHNTHREINZT 74V MEARE T, 1D
ReplicationFactor % L T LokiStack 1 Y R VY R E/ERTEFEA T L, SEDEHICL
Y. Operator IIERAINZ A XDERDEZHRET 5L DICRYET, (LOG-3296)

ZDEF DAL, Vector i&, JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE L, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z &
structuredTypeName O W FhNMENBEICARY F L, (LOG-3195)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—R Y MHARE—I L v
FNEBILEBELTWE L, SEIOEHICLY., BIFOY—7 Ly MASEICAEIND LD
kY F L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch F7 & Kibana T 7OA XY NDRATF—F ADNEEINTWS
BIC. Operator AL V9 —T—FEVt Yy NOBIREBIERDIL—TICABABEENHY F L
1= SEIDEHFTIE. Operator DAT—4 ZMEBAEEI N, BBEIMERINE LK, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
TA0I T —DEELTWE L, SEDEFFHICE Y. Kibana D OAuth cookie DERIHARRA
accessTokenlnactivityTimeout ICEHiI 1, 77 #JU MEIX 24h IZ72Y 9, (LOG-3129)

COBEHFOFNL, )Y —RA%EHET Z720D Operator D—{MA/NRY—> & LT, BIGFELIE
B A ADRIMERERATWE L, TDEH, EREIC—ED HTTP 409 L ZRY A
FKELTWE L, SEDOEHICELY. Operator FRMICA TV Y NOEBERA. 7
VIV MO RELTCVENMNEEINTVWARWEEILORMERELIEEHFITELIICRYET,
(LOG-2919)

CDEFDAEIE, Fluentd D .level 7 1 —JL K & structureldevel 7 4 —JL RICERZENEX
haZedhbyF L, SEDEHICLY., 714 —ILFOEHIELICRY FXT, (LOG-2819)

Z DEFDETIE, Operator IHEFBI NI CANY RILDERERFLT. NV RILHIEHFIN
BIC2EB@AL 29 —F7O4 AV MEERTLTVWE L, SEIOFEHICEL Y. Operator
. AL IS —FTTO4 A MNaimiTd BR0IC. NV RADEARENLNE D D EFERT S
DIV LEBRT LAY ET, (LOG-2789)
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https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
https://issues.redhat.com/browse/LOG-3090
https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
https://issues.redhat.com/browse/LOG-3161
https://issues.redhat.com/browse/LOG-3157
https://issues.redhat.com/browse/LOG-3129
https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789

OpenShift Container Platform 4.nOx¥> &

COBRFDREIE, A M) IV RXZWHRT 5 ETIC Telemetry A7 EHBRD 2 QIRAIINTWVWEL
oo SEIDOEHFICELY., Telemetry AVIBHRMNMEBEES Y ICKRINZE T, (LOG-2315)

ZOEFOHIE, JSON BT DBMAEBIIC L%, Fluentd Pod OV ICEE X v £—InE
FhTWE L, SEDOEFHTICLY, ZOEBEA v E—YVRERTFIINALLSAY F L,
(LOG-1806)

CDEHFORIE, Fv v a152EILRTEEOICEIAHEREF D7 1LY —% oc KL E
&9 57, mustgather 27 ) 7 MEIZET LEEATLE, SEDOEHICLY., ocld7 # L
H—~DEZIAHEREFS. must-gather RV ) T hAEBICETT5LIICRYET,
(LOG-3446)

COEHFDREIF, OFAL VY —SCCHISRI—EDMBDSCCICER>TRHSHN, aL Y
H—IFERATERCARDIFAEELHY F L, SEOFEFHFICLY, OFIL V49 —SCCDEL
EMNREIN, BDSCCLYEHEBEINDLDICAY E L, (LOG-3235)

ZOEHFDHEIIL, Vector IC sequence 7 1 —J)L KA, +/ WEBEMOBEDREIIRNT S
FHEE LT fluentd ICEBMINTWE L, SEIOEHICE Y. openshift.sequence 7 1 —JL
RS Ry hOSISEBMINE Lz, (LOG-3106)

1.2.14.5. CVE

CVE-2020-36518

CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.3. LOGGING 5.5
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https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680

pa 3

g=YY—R/—h

OF¥ > ik, 27D OpenShift Container Platform &£ %) ) —XH 4 V)L T, A
YAMN—IVEBEAROVR—R Y ME L TRHEEINF S, Red Hat OpenShift Container
Platform 24 ZH A4 IR —EU ) —ROBE#MEEHHR L TWET,

1.3.1. Logging 5.5.18

ZM') Y —RITIE, OpenShift Logging /NJIEIE) 1) —Z 5518 AEFNTWVWE T,

1.3.1.1. NTEIE

2 Lo

1.3.1.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.2. Logging 5.5.17

ZM') Y —RITIE, OpenShift Logging /NJIEIE) 1) —Z 5517 AEFNTWVWE T,

1.3.2.1. /N JEIE

ZDEHFHMNMTHONBAEIE. Event Router RDKRFERADA M) 7 ZICL Y, BRQEAE) —EA
ENRETIVTF—HIRBITZRERREA>TWELL, TOEHICLY., READX N Y
ADHRIN, ARV ML—F—DAE) —FHENHIRINF L, (LOG-4688)

1.3.2.2. CVE

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3341

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527
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https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:6791
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5542
https://issues.redhat.com/browse/LOG-4688
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3341
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
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e CVE-2023-4806
e CVE-2023-4813

e CVE-2023-4863
e CVE-2023-49T

e CVE-2023-5129

e CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630
e CVE-2023-35001

e (CVE-2023-35788

1.3.3. Logging 5.5.16

Z?DY ) —2RITIE. OpenShift Logging /N JEIEY) ') —Z 5516 EFhTVWET,

1.3.3.1. NTEIFE
o SEDEFHMNTHNSAEIL LokiStack '— MV T A IEEBINALY VTR M EIEBICLEEHE
ICFvyyvalTWwElh, TOBR, BoLRREIMNRELE Lz, SEHOEHFICLY.
LokiStack = R Dz A IFFFMICF v v 22 &TH LD ICRY, COBBEIMERINF L,
(LOG-4434)
1.3.3.2. CVE
e CVE-2023-3899
e (CVE-2023-32360

® CVE-2023-34969

1.3.4. Logging 5.5.14

ZM') Y —2RITIE, OpenShift Logging /NJIEIEY) 1) —2 5514 NEEFNTWVWET,

1.3.41. NJTEIE

o ZOEHMTHONBAEIL Vector AL U4 —IC. O7ZIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—IV TNy IV EREIEZIEPHYFE L, SODEFHICELY. VectoraAL ¥
F—ICTZ—MRARINRLCAQY F L, (LOG-4279)
1.3.4.2. CVE

e (CVE-2023-2828
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https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828

1.3.5. Logging 5.5.13

A1) —RITIE, OpenShift Logging /NZIEIED) 1) —Z 5513 A& FhTWET,

1.3.5.1. /N JEIE

2 Lo

1.3.5.2. CVE

CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.3.6. Logging 5.5.11

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.11 A& FhTWE T,

1.3.6.1. NTEIE

1.3.6.2.

g=YY—R/—h

ZOEHFMNITHN S E TIEL. OpenShift Container PlatformWeb I~ Y —)LTcOJDE R N
L%y LTRSSy LTHRHEEZBIRTIFEFHATLE, SO0FEHICLY. ¥
Jw e RSy JAFERLCRBEREZERIGRIRTESLDICRY E Lk, (LOG-4102)

ZOEHFMNITHLNBHEIE. OpenShift Container Platform Web 3> Y —JL G Show Resources
Vo0 %I)y 7 LTHEMOMREHY FEATLEL, COFEFTIE, OV MY =TI
VY —Z2DRTEYNVEZZ VY —ADKRR ) VI DEEEZIEIET 2 & T, ZORBEI R

IhE Lk, (LOG-4117)

CVE

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679

CVE-2022-1789

CVE-2022-2196
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https://access.redhat.com/errata/RHBA-2023:3997
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
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e CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028
e CVE-2022-3239
e (CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
o CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
o CVE-2022-24765
® CVE-2022-25265
e CVE-2022-29187
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-39253
e (CVE-2022-39260
e CVE-2022-41218

o CVE-2022-41674
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https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674

e CVE-2022-42703
o CVE-2022-42720
® CVE-2022-42721
o CVE-2022-42722
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195
e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-23454

® CVE-2023-27535

1.3.7. Logging 5.5.10

ZM') Y —RITIE, OpenShift Logging Bug Fix Release 5.5.10 A& FNTWE T,

1.3.7.1. /8N JEIE

g=YY—R/—h

o SEMEFHLFIIE. OpenShiftWeb IV —)LOOFXF>Y T Ea—TS45 4 IiE, LokiStack IZ
HETERDSLGBRICDAIS—TFAMNERRLTVWE L, ZOEHICLY., 574
VTIRBEYRIS—XAvtE—T &, BETEARL LokiStack DEF L WMEBIEAENRRINDS L

JIKRYF LK, (LOG-2874)

1.3.7.2.CVE

® CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

1.3.8. Logging 5.5.9

Zd') Y —RITIE, OpenShift Logging Bug Fix Release 5.5.9 A& FNTWE T,

1.3.8.1. XJEIE
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https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
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1.3.8.2.

COBEHFOFIL, Fluentd IL 24 —0DRREICL Y. /var/log/auth-server/audit.log IR 1F X
NTW2 0AUthOJA VARV M F v+ TFr—INFHATLE, ThIZLY. OAuth H—
EXnrsnOT4 ARy NOPRELNFZLICKRY EF Lk, SEDEHICELY. Fluentd I L
74 —%, FREESHY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATAVARY NaF v TFr—9252&T. COBEERBRTDELD
oY F L, (LOG-3730)

ZDEH DAL, BEEINLBIAEIEMCR >TWVWT, Xy E—INEHDEELICEZEI L
BAIC. TSR T —7FaAE—ShFEFHATLE, ThiZLY., BEbIhictAyte—Y
HEEO—EOREQTNERINE LAY, TooOVIFERINEFHATLL, SEDE
FiCL Y, JSON BBITDFNCA v E—Y % T4 —TIE—FBLDICEREERDNEREINEL
oo TORR., BHOBEIEEINLIBETH, IRTOZEOTIEELLA Yy E—INE
EN3LIICARYE LR, (LOG-3767)

CVE

CVE-2022-4304
CVE-2022-4450
CVE-2022-41717
CVE-2023-0215

CVE-2023-0286
CVE-2023-0767

CVE-2023-23916

1.3.9. Logging 5.5.8

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.8 & FhTWE T,

1.3.9.1. NJTEIE

1.3.9.2.
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SEOEHOFNZ. ALV —Dlevel 71 —IL RERET D HEICIS—DHolki
&, priority 7 1 —JL KD systemd O VDM HREZELTWEFE L, SEDOEHFHICLIY., Thibd
74— RAELSRESN, BEIBRINE L, (LOG-3630)

CVE

CVE-2020-10735
CVE-2021-28861
CVE-2022-2873
CVE-2022-4415
CVE-2022-24999
CVE-2022-40897

CVE-2022-41222


https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222

1.3.10

ZnY

1.3.10.

1.3.10.

BEYIV)—R/—h

CVE-2022-41717
CVE-2022-43945
CVE-2022-45061

CVE-2022-48303

.Logging 5.5.7

1) — R ITI&. OpenShift Logging /X 7BIEY) Y —ZX 557 BA&FEn X T,

1. /X JTEIE

CDEFHOENIEL. T—ILREHAEDLETIRNILT 4 IIY—%FHLLIHBE. LokiStack 7' —
RITASRIVIV T 4—H—IEMAL LogQL VT ) — DB TS —%EMLTWE L,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4Ly —%&HKR—
FEBELDICARY, BEMERINE L, (LOG-3534)

ZOEHDFEIL, ClusterLogForwarder 1 2% L') Y —Z (CR) ' syslog HAID TLS FREETE

A& Fluentd IEI ed o7, BBERICIS—DRELTWE LA, SEOEHICLY,
SREFIERRA  Fluentd ICIEL K BEI N B LD ICRY, BEMNMERINE LA, (LOG-3533)

2.CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.3.11.

ZnY

Logging 5.5.6

1) —ZITI&. OpenShift Logging /NJEIEY 1) —Z 556 BEFEFN XY,

1.3.11.1. NTEE

COEFODEIF, PodtFa1 T4 —7RKIvarvarybo—3—52"IR)
podSecurityLabelSync = true % openshift-logging namespace IZEEBIML TWZE L, Ihil
LY, BEOEFAV T4 —IRIHPLEESIN, ZTOFER, IL V49— Pod Mg L A< 72

YFE L, SEDEFHICELY. X)L podSecurityLabelSync = false A tzF¥ 21 1) 71 —F X)L

ERFEITDLIDICAYET, IL V9 —Pod FBFESYICTTOMINE T, (LOG-3340)

COEFDRIE. AVY—ILE1—TSTA VDRI SRAY—THMIR>TVWARWESTE.

Operator ZAY Y —IVE2—TS 5404 VA M—=ILLTWE L, ThiZLY. Operator

N2y valE L, SADOEFICLY, F5R9—D7AY Y TAVY—IELI-DE

ISR > TWARWIES, Operator (FEFEICHEEL, AV —IEa—%Z/ VA=W LA

YE L, (LOG-3407)

ZOBEHFOHEIL, Elasticsearch T 704 XY MDRT—F ABEHFINAWY JL v 3 Vil
XI5 7D DLFEIDEIEHRET. Red Hat Elasticsearch Operator A*7 7’04 S TWAR
WBRY . Operator 7 Zv>a Ll TWE LA, SEDEHFHICLY. TOBENTICEI N
&. Operator IFRELLRREBICRYFE L, L. MEINLAT—F RICEET ZLUEID
BEIPBURET DL DICAY F LA, (LOG-3428)

ZDOBEHFOHEIIL, Loki Operator I&, BIRINZRAH v U4 ZITEFKRARL . LokiStack '— b
DIADLT)AEI1DEFTFTIOA LTWE Lz, SEDEHFICELY. BRLAEZY 1 XIS
LTLTYADEAELLBEINB LS ICAY & L, (LOG-3478)
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https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478

OpenShift

1.3.11.2.
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CDEHOFIE. EHDOINIILF—ICECEBEEIHY., —BOF—ICKy MHBEFFNTVS
&. Elasticsearch ICEZRAFNALI—RTESEFMREELTCWE L, SOO0FEMLY. Z
NILVFE—DRY MBATVF—ROATICEESHA SN, BEIMERINE L, (LOG-3341)
COBEHFOEIL, AF T E1—T7F 54 ~IZ. OpenShift Container Platform M ED /N —
VavERBREDRWEENEFNTWELE, SEIOEHT. 75 TJ41VYOELW) ) —2R
ZAN)—=ALICEY, COMEIFBRINET, (LOG-3467)

ZDEH DAL, ClusterLogForwarder h 24 L) Y —RDFFET, 1 D2ULD/NA TS54 Y
DIETRAT—FANER>THREIN, AL VF—PodH8-10MWT&ICHEELTWVWE L,
SEIOEHICL Y. ClusterLogForwarder h 24 L)Y —XDFAEAIE L K REBINB LD I
Y, BENMERINE L, (LOG-3469)

ZDEBEDHIL, ClusterLogForwarder 124 L') ¥ — 2 ® outputDefaults 7 1 —JL K D{t#k
&, EEINITRTD Elasticsearch HAY 1 FICEREABEAL TWE Lz, SEIOERICL
Y, HERARIC—RT 2 LD ICEMEMEESI N, T 74 hDTR— K Elasticsearch X b 7
ICDOHERENBEAIND LD ICRY X L, (LOG-3342)

ZDOEHODFEIL, OpenShift CLI (oc) BBEDF v v > 1 AHBERT 571-DICE S IAHEREZFD
AN —%REET BB, OpenShift CLI (oc) D must-gather 7 1) 7 b AT LEHA
TLlL7%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 # LT —ADEZIAHERITE X

. must-gather 27 ) 7 hAEEICTETT2LIICAY F L, (LOG-3472)
ZOEHOFNIL, Loki Operator Webhook H—/N—HATLS T5—%5|E@ILTWE LK, §

BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager M E)# Webhook
BIEICL>TEEINSG LD ICARY, MEIMERINF L, (LOG-3511)

CVE

CVE-2021-46848
CVE-2022-2056
CVE-2022-2057
CVE-2022-2058
CVE-2022-2519
CVE-2022-2520
CVE-2022-2521
CVE-2022-2867
CVE-2022-2868
CVE-2022-2869
CVE-2022-2953
CVE-2022-2964
CVE-2022-4139

CVE-2022-35737


https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737

BEYIV)—R/—h

e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e (CVE-2022-43680

1.3.12. Logging 5.5.5

ZM') Y —RITIE, OpenShift Logging /N JIEIE) ') —2 555 AEFNFE T,

1.3.12.1. N T EIE

o ZDEHDAEIIE., Kibana M OAuth cookie DERIHAR(Z 24h ICEIEI N TW =k
&. accessTokenlnactivityTimeout 7 1 —JL K#* 24h KiEDEICFREINTLWS &, Kibana
TA0I T —DEELTWE L, SODEFFHICE Y. Kibana D OAuth cookie DERIHARRA
accessTokenlnactivityTimeout ICRIH S h, T 7 4L MEIX 24h IC72Y £¥, (LOG-3305)

o ZDOEHDHEIE, Vector i&, JSON BFTHBEMICAR > TWBIHBEIC, structuredTypeKey 7=
I% structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z &
structuredTypeName O W F NN ENBEICAY F L, (LOG-3284)

o ZODOEHODAIL, FluentdQueuelLengthincreasing 7 > — P XA SIRINZ—ED T R)LIC
A—T4FT VT4 DEEDH-BEIC. TOTZ7— MBFEELRVWITREELGHYF L, 5
BOEHICEY., PI—MIBBEAINILDOADEEND LD ICTNILNEIRI N E L,
(LOG-3226)

o ZODEFHODANE. Lokild, UIIIN/IZAI—HADHABA ML —IADT IR EHR— K
LTWEHEATLE, SEIOEHTIE. IhoDEREYR—MNT 2201, 7OFY—RIE
EHETOFV—DEBETELZCANY RUAIAVTFF—AA=JILEFNTVET, (LOG-
2860)

o SEMEFHAIIE. OpenShift Container Platform Web O Y —)L®D 1 —4 —|&, Loki ® CA i
BAEA ST ConfigMap # 72 =V N&BIRTERMNo7/c/cdD, Pod NCARLTEMELTW
Flk, SEAOFEHICLY, Web AV Y —)LA—HY—LBRETY TEBIRTE D LD ICRY,
BRI NE L, (LOG-3310)

o ZOEHODANI, CAF—IECAZ Loki IR TV N T B720DHRY 2 —LZE L THERAINT
Wrz7eh, CAF—ICFEENDOXF (Ry MEEYDPEFNTWEEIS—REAEREL TV
L7 SEIOEHICELY . R 1 —LENABBXFIIERELI N, BEMERINF L,
(LOG-3332)

1.3.12.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527

e CVE-2020-36516
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https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
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e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
® CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097

e CVE-2022-2509
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https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509

BEYY—R/—}

CVE-2022-2586
CVE-2022-2639
CVE-2022-2938
CVE-2022-3515
CVE-2022-20368
CVE-2022-21499
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-22624
CVE-2022-22628
CVE-2022-22629
CVE-2022-22662
CVE-2022-22844
CVE-2022-23960
CVE-2022-24448
CVE-2022-25255
CVE-2022-26373
CVE-2022-26700
CVE-2022-26709
CVE-2022-26710
CVE-2022-26716
CVE-2022-26717
CVE-2022-26719
CVE-2022-27404
CVE-2022-27405

CVE-2022-27406
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https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
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CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399

1.3.13. Logging 5.5.4

ZD') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.4 A& FNTWE T,

1.3.13.1. N TEIE

COEFOENL, OF VI —TST4 VDI T —NR—H—DIT5—IT&Y, 7T —IC
A2 {}AEFNTWEE, OV T —D—EEATWELE, ThickY, 4T —
NEMICARY, BHRITY —ICHLTIZ—NRINFE L, SEDOEHICELY., /A—H—
EInoDITY—%2ELKEBTZEDICRY F L, (LOG-3042)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—F ADNEEINTWS
BIC. Operator AL V4 —T—FEVt Yy NOBIREBIERDIL—TICABABEENHY F L
1= SEIDEHFTIE. Operator DAT—4% ZMEAEEI N, BBEIMERINE LK, (LOG-
3049)

CDEFDHEIE, Vector DAL VY —DREAYR— M T 2HDITT—MDREINRTVE
HATLZ, TOEEIZLY, Vector Fo—MDEMIN, BIRLAIL VY —DEREICIGL
TENDT7Z—MAT7T7O4 XY bPINET, (LOG-3127)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—F Y MHARE—I L v
FNaBILEBELTWE L, SEIOEHICLY, BIFEOY—7 Ly MASETICAEIND LD
i Y E Lk, (LOG-3138)

COBEHFOFIC., O must-gather 27 Y T RDLFIOY 77989 ) > JIC&Y, 7—FT 4
770 NDFRINDIGAHADEIRINE LIz, TOEHMCEIY. P7—FT 47 77 % /must-
gather 7 # LY —ICEZIADEVWDIEENTICRY £9, (LOG-3213)

COEHFDRIE. BHEDY S AHY —T. Prometheus TV AR—4 —H IPv6 Tl < IPv4 I
NAYRLTWE Lz, TOEFHE, Fluentd IXIP/N—=U 3V &KRE L. IPv4 DIBEIE
0.0.0.0. IPv6 DIFEIE ] I/N1 Y RLET, (LOG-3162)

1.3.13.2. CVE
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CVE-2020-35525

CVE-2020-35527


https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527

BEYIV)—R/—h

e CVE-2022-0494
e CVE-2022-1353

e CVE-2022-2509
e (CVE-2022-2588
e CVE-2022-3515

e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e CVE-2022-23816
e (CVE-2022-23825
e CVE-2022-29900
o CVE-2022-29901
e CVE-2022-32149
e CVE-2022-37434

e CVE-2022-40674

1.3.14. Logging 5.5.3

ZM') Y —RITIE, OpenShift Logging /NJIEIE) 1) —2 553 AAEFNFE T,

1.3.14.1. NTEIF

o ZOEHANL, BELEINAAYE—2Z8TOJ IV N)—IZTOAYE—IT 4 —ILRD
BENTVWELED, TVMN)—DREAQAYFELE, COBHFICLY., BELCLOTDX Y £—
TT74—ILRDEIBRI N, BINL YA XAENINFE T, (LOG-2759)

o ZOEHOEIC, L V¥ —XEIL. Collector. default-log-store. & & U visualization Pod
NoOVEBRALTWELED, 9z 7 7ANICT—HA4 TINAOTEZRATEEFHEATL
o SEIDEHICEL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7 1
WELTREINAET—AA47O7EBRAINE T, (LOG-2844)

o ZOEHDAENE., FATEXARWVPodADY I TR Y — Y/ BATEEINLBA, &
BreZEET277—MNIHYFEFEATLE, SEADEHICELY., F— MU/ TEZAAZFL
EFHmARY BERDET ICHEENIRELGZEIC. BRIO7 7 —MERINET, (LOG-
2884)

o ZOEHDFENF, ENBRICL>TNRATSA Vv ERBLEZD, Pod A9 F—4 (& fluent 7

FUTAVICE>TEREINSARMENHY T L, TOFEHICLY., EOT AV E—IU D Pod
A T—IDAE—%HRICZRET LAY, EX Vv E—IPERICLEIND LD ICA
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https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
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YE L, (LOG-3046)

ZOEHFOHNIC, OpenShift AV Y —ILOTE1—THRPALR EAEERIRT 3

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILORLWAT &
level=unknown DEAFDOOJ N, FEARERETIANI NV ITTBERTIINDE LD I
Y FLE, (LOG-3062)

CDEHFDRHIIE. Elasticsearch ICEEINAZOSV/ L I—RICIF, OV A EETINENH DA
VT ADEREE ST write-index & WD ZREIDEI 7 1 —ILKDRHYFE L, TDT 1 —
IWRIE, 7T—9ETIVDO—EBTIEHY EFHA, TOFHE. D71 —IL RIFEFINALR
YE Lk, (LOG-3075)

# L WHAAH Pod Security Admission Controller DEAICEL Y, FO—/NILFE X
namespace L NI TEZIN@BH X1 ) 7 1 —FRICHK > TEREINTUWARL Pod I3
TCEFHA, SEIOEFHICLY., Operator & Collector IXFHERTEHFTL, X2l
TA—EBEDOEFPIS—RLTEITIESLDICAY F L, (LOG-3077)

COBEHFOFNIC, LokiStack T 74N bDATRA ML —Y & LTHERT %54E. Operator I

ClusterLogForwarder H X% L)V — A TCEHINIC AR Y LAENZHIRLFE L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUNEBFICH R Y LB N %ET

A NEAET—YLET, (LOG-3095)

1.3.14.2. CVE

1.3.15

CVE-2015-20107
CVE-2022-0391
CVE-2022-2526
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2022-29154
CVE-2022-32206
CVE-2022-32208

CVE-2022-34903

.Logging 5.5.2

2D ) —RIZIE. OpenShift Logging /NJEIEY) ') — A 552 hEFENFET,

1.3.15.1. N T EIE

48

SEOEHLFIE. Fluentd L 74 —D7F7 5 — b JL—JLIE OpenShift Container Platform €
ZHNVVITRIAINDAA R4 VICERLTWEEATLE, SEDEHICLY, ThHD
75— hH namespace INILEZBL LD ICEEIh, BEIMERINFI L, (LOG-1823)


https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823

BEYIV)—R/—h

o ZOEHDHEINE, 1 VT Y I RAICEBDNA T VXFENEFEFNTWEE, A VT v I REE
A=A —NR—=RJYTRDPFLWA VT Y IREGEERTEEFEAT L, SEIDEHICE
Y, 41TV I ZBZADPELLERIND LD ICARY F L7, (LOG-2644)

o ZDEFDAIIL, Kibana /L— MIFEEAEMNTETE L 2 LWVKRE T caCertificate (EA R EL TW &
L7z, SEIDERHICE Y. caCertificate [EN'RE I N7 < &Y T L7z, (LOG-2661)

o ZOEHDENL, AL I I —DREFEMROERICE Y, RERADNNIA—-F—IIHLTES
Ay E—IDRITINTVWE L, SODEHRT. READERE/NNTA—F—ZHIRT 3 &,
BENMERINE T, (LOG-2859)

o ZODEH DA, Loki Operator BMEMK L7704 X~ MAICIEK I L7z Pod (&, Operator
NEITINTWVWBE I ZRI—TEDL D%/ — KO FAATRELRIFZE. Linux A DAL —
TAVIVRATLAD) —RTHELOTRIVa—ILINhTWELL, SOOFHICLY,
Operator (FEBID / — Rt L V4 —% Pod EFEICEIY BT, Linux X—D ./ — RTDH Pod
ATV 1— L TE2LIICLET, (LOG-2895)

o ZODEHODANIL, LokiStack — b T4 D LogQL /A—H—DREEICL Y, OpenShift I~
V=IlOOJE21—EAJZERET74IW5 )V VT LFEFHATLE, SEIOEHTIE. /8—
H—DEBEICLYRBEIRIN, OpenShift AVY—ILOOYELI—IZERETTIAILYY)
VITEBELIICARYF L, (LOG-2908)

o ZODEHDAEIC, Fluentd AL VY —TSTA D) 7708 ) TI&Y, ARVYENDYA
LRIV T 74 =L RDPHIBRINF LIz, TOEFHICLY, ARV NOREREREY —RET
294 LRV T 74—V RBETINE T, (LOG-2923)

o ZOHEFOAENI., BEEOVIC level 7 1 —JL KA WD, ROF—OJTIS—HIRELT
WZE L7z, SEO0EHT, EBFOSLI—Rillevel 74 —JL RAEMI N, BIEIRIN
F L7k, (LOG-2961)

o SEDEHDAEIE. Kibana HRY L)Y —REHIBR L 735BE. OpenShift Container Platform
Web a2V —JLIEB|E#RE Kibana~ND ) v 7 ZRALTWE L, SEIDOEFHF T, Kibana 77
2 L)Y —R%EHIRT B E, ZTDY VI BHIRINZE T, (LOG-3053)

o ZDEHDHIIL, ClusterLogForwarder 1 24 A1) Y —ZIT JSON BN ERZEINTWSIG
B, BO—NWAF—NR=V3TTEDA VTV IADERINTWE L, SEIDEHICELY.
FLWA YTy I RIFETIFRLSARY F L, (LOG-3063)

o ZDEHDAIC., L ——5" Loki Operator 5.5 ~NDEFHF R IC LokiStack ZHIfrd 5 &, &
& Loki Operator5.4 IC& > TR I N V=AW BKRY E L, SEOEHFICLY., YY—2R
DOFfEHESRIE 5.5 LokiStack 35 L £ 9, (LOG-2945)

o ZOEHDFNL, I—H—IEZT7 IV EAMEEFED namespace D7 FYr—>a v OJ%ERRTE
FHATLE, SEDEFHICELY. LokiOperator (&7 T R4 —0O—)ILEVZRHY—0O—)L/NA
VT4 VT EBEMICERL, - DT r—rarolEmEsBRNELDICLET,
(LOG-2918)

o ZDEIFDANL, cluster-admin #ERZFD>1—H—&k. OJ/IVY—IA2FRALTA VY75
NSO Fv— OV ABYICKRRITCEFHATLE, SEOEHRICLY., BFzvod

AR I N, cluster-admin & & U dedicated-admin ZIL— 701 —H—tBBEE L L TERHBIN
2&31CHYE LR, (LOG-2970)

1.3.15.2. CVE

e CVE-2015-20107

e CVE-2022-0391
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https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
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e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

1.3.16. Logging 5.5.1

Z M) Y —2RITIE OpenShift Logging /NJEIEY) 1) — 2 551 A& FENE T,

1.3.16.1. #aEHLER

o SEIDHEENLIRICE Y. Logging Console 7S5 74 U AMERINTWSIHEIC. Aggregated
Logs ¥ 7% OpenShift Container Platform Web 3>V —JL M Pod Details R— IEBIIX 1
F L7, ZDYRMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)

o SEODIARMAEICEL Y. OVEEDHTF T2 3> & LT Google Cloud Logging AYBIIX 1L
L7ze (LOG-1482)

1.3.16.2. /X JEIE
o SEODOEFHLIAIIE. Operator i Pod DWERKREICHD I & 2HE LBV ENRERAT, 77
29 —DEBERFICT TR —DEERBERREICAY X L, SEOEHICEY. Operator
&, BREPICHFLVPod Z#EFETTELTY—I7 LTHLH LW Pod ILBEN EHRITE 2 &
T. BEZBRLET, (LOG-2745)
o SEMEFHLIFIIE. Fluentd I& Kubernetes 7S v M7 —LdOY 774 )V E0—FT—> 3V
L2 E5RBHELAWVGELHY, O XvE—YiHFHF:ILARR>TWELL, SEHDE

T, PTY7AMN) —LDRARF—LD’RETIRENTA—I—%RBRET DI EICLYEBIEE
IhTWET, (LOG-2995)

o SEIDEFHLUANIL, EHITOIZ—REMEN/EMINLZIENFRERT, REIL—FT 1 2 IH
ZEIN, LO—RPEEALBEICGEINTVWE L, SEHOEFHICEY., WEBIL—FT 1
Y IRELL &Y & L. (LOG-2801)

o S[EMEFHAEIIL. OpenShift Container Platform Web > Y — )LD EHEREZEERT %

E. Query 74—V RBEDFZEICII T —DPEELTWE L, SEIDEFHT. Query
74—V RDBZEDHZEIC, BROEENERAAREICAY F L, (LOG-2917)

1.3.16.3. CVE

e CVE-2022-1705
® CVE-2022-2526

e CVE-2022-29154
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https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154

1.3.17

BEYIV)—R/—h

CVE-2022-30631

CVE-2022-32148

CVE-2022-32206

CVE-2022-32208

.Logging 5.5.0

ZMDY) ) —RITIE, OpenShift Logging Bug Fix Release 55.0 &N TWE T,

1.3.17.1. #aEHi R

SEOEHTIE, BELOJT%EEL Pod HORLZAVFTF—DOIFIERSI VT Y I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TFT—DOYR—M2FERAL
TNRATSAVEREL, PodIZT7 /T—>avia[FF20ELNHY T, (LOG-1296)

BF

A7DJISONFERIE. 7TV r—oa Vit >TERYET, ERTBA VYTV IAN
Z9IEDENRTA—TVRICHET D7D, ZOMEDFERAIKX. BEEMEDRL JSON
XOOTDA YTy I ZADERICBREL TS RIW, 7)) —%FRALT. IEIFA
namespace 72 FHIMEDH 2 JSSONHXOT7 TV r—oavhosO /298 L £7,

SEIDEF TIE. Kubernetes KBS RILTH S

app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z A L T. Elasticsearch HAOTATZ 714 I)L8 )V
JTEE Y, Elasticsearch MADHEH Y 1 7 TlL. kubernetes.labels ICEEN 2T RTDS
NIVEFRATEEYT, (LOG-2388)

SEIDEF TIE. AWS Security Token Service (STS) BEMICR>TWB I 5 A H —IE, STS
SREL% fFF L T0O Y % Amazon CloudWatch ICERETE £ 9, (LOG-1976)

SEIDEF TIE. Loki Operator 8L U Vector AL V=BTV Z AT L E 21 —#EEHIS—
AR AEHERE (GA) ICRITLE ., LAIDY) ) —REDTEMLHEE/NY 7 1 —ICB L TIEEEAF
T. —EOAPIETVZANLT L Ea—#EEDFEE T, FHMIE. LokiStack #FEALAOX
YTV avESRBRLTILEIWL,

1.3.17.2. X JEIE

COEHFDREIIE. O % Amazon CloudWatch ICERET B LD ICREI NI SRY—H 1B
BINOV 7740V E—RAMNL—VICEZRAATW LD, BEDORBEEHICITR
H—DRREILRY FE Lz, SEIDEHICLY. TRTDAMNL—IF T3 vn—FEN v
Ty THEMICARY, BENRINE L, (LOG-2746)

SEIOFEFHLFINIC, Operator I&. FEHEE T OpenShift Container Platform DS#&D/X—2 3~
THIRRFED APIDNR—Ta v za—8ERALTWE Lk, SOOFEFHICEY. KFEGINT
R—MRRDAPIN—2 3 VIIBEIINE T, (LOG-2656)

SEOEHLRNE, ERITT S —HRHERBICERE I N7ZEE D ClusterLogForwarder /X1 7S

A VIC&Y, aL 2% —71" crashloopbackoff TS5 —JREEICAY F Lz, SEIDEHFICLY.
BHOZRELIaVICAL—20 D MERINSEENMEEINE T, (LOG-2241)

— — ——a- a2 . P P e e m e B e = L . = . P L [ B Y
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https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241

OpenShift Container Platform 4.nOx¥> &

o ZOORBEIDAUE, AL 7Y —IXUIF-8 ANDEES %Z Elasticsearch A ML —Y O 7 ICIRFCT
FHATLR, SEDEHT, AL IVY—IEUTF-8UADESETyO— KL, BAEEHERL
F L7, (LOG-2203)

o SEIDEHLUANIL. T VXFUADIFH Kibana TELK RRINEFHATLE, SEDOE
FiTk Y. Kibana IF TR TOBE MR UTF-8 ¥ VRILEELKRRLET, (LOG-2784)

1.3.17.3. CVE
® CVE-2021-38561
e CVE-2022-1012
e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097
e (CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250
1.4. LOGGING 5.4

y 13!
O > 7k, 27D OpenShift Container Platform &£ %) ) —XHY 4 V)L T, 4

VAMN—IVEBEAROVR—R Y ME L TRHBEINF S, Red Hat OpenShift Container
Platform 24 ZH A4 IR —E) ) —ROBE#MEEHHR L TWET,

1.4.1. Logging 5.4.14

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.14 A& FNTWVWE T,

1.4.1.1. NTEIE

72 Lo

1.4.1.2. CVE

e CVE-2022-4304

e CVE-2022-4450
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https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450

g=YY—R/—h

e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

1.4.2. Logging 5.4.13

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.13 A& FNTWVWE T,

1.4.2.1. NTEIFE

o ZOEHODANL, Fluentd AL V4 —DREREICL Y. /var/log/auth-server/audit.log ICRF S
NTWEO0AUthOTA VAR MY F+ TFr—INFEATLEL, ThiZLY., OAuth H—
EXnrsnOT4 ARy NOPRENFZLICKRY EF Lk, SEDEHICELY. Fluentd I L
749 —l&, FREESY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATA VAR NaF v TFr—9252&T. COBEERBRTDED
IcAY F L, (LOG-3731)

1.4.2.2. CVE

e CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

CVE-2023-23916

1.4.3. Logging 5.4.12

ZDY ) —RIZIE. OpenShift Logging Bug Fix Release 5.4.12 A EFNTWE T,

1.4.3.1. NTEE

2 Lo

1.4.3.2. CVE

e CVE-2020-10735
e CVE-2021-28861
e CVE-2022-2873
e CVE-2022-4415

e CVE-2022-40897
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https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897

OpenShift Container Platform4nao¥> 4

o CVE-2022-41222
o CVE-2022-41717
e CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.4.4. Logging 5.4.11

ZM') Y —RITIE, OpenShift Logging /NJIEIEN) ) —2 5411 BAEFNFET,

1.4.4.1. NTEIFE

® BZ2099524

e BZ2161274

1.4.4.2. CVE

e CVE-2021-46848
e CVE-2022-3821

e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e CVE-2022-42898

e CVE-2022-43680

1.4.5. Logging 5.4.10

ZDY ) —RIZIE, OpenShift Logging /NZMEIEY 1) —2 5400 A& Eh T,

1.4.5.1. NTEFE

2 Lo

1.4.5.2. CVE

e CVE-2021-46848
® CVE-2022-2056
e CVE-2022-2057

e CVE-2022-2058
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https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.4.6. Logging 5.4.9

ZMY ) —2RITIE, OpenShift Logging /NJEIEY 1) —2 549 AEFEFNZET,

1.4.6.1. N\TEIE

1.4.6.2.

g=YY—R/—h

CODEFDHEIE, Fluentd AL VY —IEKRFEHDERENFA—F—BZELTWVWE LA, TD
BHICLY, TNODRENTA—I—EZTOEEX v E—UHMHIBRINE T, (LOG-3074)

Z DOEF DRI, Kibana @ OAuth cookie DENHEIIR X 24h ICEEI N TW 7z

&. accessTokenlnactivityTimeout 7 1 —JL RK#® 24h KiEDIE|

EINTW3SE, Kibana

T4 IT—DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICEHiS ., 77 4L MEIZ 24h (IC72Y £9, (LOG-3306)

CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640
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https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
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e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
® CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586

e CVE-2022-2639
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https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
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e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
e CVE-2022-37434

e CVE-2022-39399

1.4.7. Logging 5.4.8

D) Y—2RITIE, RHSA-2022:7435-OpenShift Logging /N /{EIEY 1) — 2 548 hEFENE T,

1.4.7.1. NTEIE

2 Lo

1.4.7.2. CVE

e CVE-2016-3709

e CVE-2020-35525
e CVE-2020-35527
e (CVE-2020-36518
e CVE-2022-1304

e CVE-2022-2509

e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717

e CVE-2022-26719
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https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719

BEYIV)—R/—h

e (CVE-2022-30293
e CVE-2022-32149
e CVE-2022-37434
o CVE-2022-40674
e (CVE-2022-42003

o CVE-2022-42004

1.4.8. Logging 5.4.6

ZDY ) —RIZIE. OpenShift Logging /NJEIE) V) —ZX 546 NEFEFNFET,

1.4.8.1. NTEIE

o SEINEHLIAIIE. Fluentd I Kubernetes 75w N7 4 —LAOJ 774 )& O—F—> 3V
LEZEERBHBLAWGELGHY, O XA vE—V%HARSRR>TVWELEL, SEOR
T, TYTAN) —LDEAREF—LIRETIERENTA—I—%EBRET DI EICLYELE
XhTWES, (LOG-2792)

° «_OJE%?O)HULI ClusterLogForwarder 1 X% L') ¥ — Z (T JSON T E %:‘fhf\,\é%—

BO—WF—N=T3TTEDA VT Y I AMMERINTWE L, SEDEHRICE
S LA YTy s BT Y £ L (LOG-2823)
o SEOEH DAL, Kibana A4 L)Y —R%HIKR L 721HE. OpenShift Container Platform

Web AV Y —JLIEBIEHH =X Kibana~ND ) V7 #RRLTWE LA, SEIOEH T, Kibana 51
2 L)Y —R%EHIBRTEE, TDYVIEHIBRINE T, (LOG-3054)

1.4.8.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e (CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

1.4.9. Logging 5.4.5

2D Y —RIZIE. RHSA-2022:6183-OpenShift Logging /N JHEIEY) ) —RX 545 BEENE T,
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https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183

OpenShift

Container Platform 411 a¥> 4%

1.4.9.1. NTEIE

1.4.9.2.

1.4.10.

SEIDEFHLLAIIE. Operator (& Pod N ERREICH D & MR LALWVWI ENERRT, 75
29 —DEBERFICT TR —DEERBERRREICAY X L, SEOEHICEY. Operator
&, BREPICHFLVWPod Z#EFETTELTY—I7 LTHLH LW Pod ILBENERITE 2 &
T, BEZHERLET, (LOG-2881)

SEOEHLURNE. BEITOLIS —REEESBIMINLI EARERT, ASIL—T 1 v IH
ZREIN, LO—RFKHPEELBEICEGEEINTWE LE, SEIOEHICLY.,. AEIL—FT 4
VINELLKARY F L, (LOG-2946)

SEIDEFLLFIE, Operator (ZBIBAFTHENLZT—IETS VT v 7 ARE JSON HEE=T
JO—RTEF, IZ—DPHRLELTVWE L, SOOEFHICEY. Operator 1&Z D JSON [HE %
WEICTFOA—RTEBLDICRY F LA, (LOG-3009)

ZDOBEHFOFIC, Elasticsearch 1 YT Y I RATY L —RME, IRILDT 1 =)L KEEES
Y4 TTEELTVWE L, COEBEILLY, ThoDTFYFL—MAEHIN, OJ/aL 7
H—IlE>TEBHREINZEFEINDE I TEELICAY F L, (LOG-2972)

CVE

CVE-2022-1292
CVE-2022-1586
CVE-2022-1785
CVE-2022-1897
CVE-2022-1927
CVE-2022-2068
CVE-2022-2097

CVE-2022-30631

Logging 5.4.4

Z?DY ) —2RIZIE. RHBA-2022:5907-OpenShift Logging /NJEIEY) ) —2 544 BEFENFT,

1.4.10.1.
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INTEIE
SEOEFHLENIE. 57 Y XFUNDIEN Elasticsearch TELS RERINFEATLZ, &

EDEHICEL Y., Elasticsearch (FIT R TOERMRUTF-8 L VRILZE LK RRLET,
(LOG-2794)

SEOBEHFLURNIE. 5TV XFUADIFED Fluentd TELLKRRINFHATLR, SED
BHICL Y, Fluentd IZTRTOEMRUTF-8 VY RILEELLKRRFLET, (LOG-2657)

COFEHFLUANCIE, AL II—DAN) v I —N—F, REBEICE > TRARINEEER
LTZ7RLRICNRAVRLEDELE L, SEIOEREICLY, FRAATRERAVY—T (4R
THNIEENTENMI VY RTEEDICERENERINE T, (LOG-2821)

SEIDEHF LA, cluster-logging Operator &7 S 249 —IlikELTY—2 Ly b EERKL
TWE L, DI S RY—DEEIE OpenShift Container Platform 411 TEE I/ &N


https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821

BEYIV)—R/—h

FEET, OF 7704 xAY MIKRBLELE, SEOEHICELY. cluster-logging
Operator IBBICIGLTY—2I Ly M T 5 & TRIEZMARL T, (LOG-2840)

1.4.10.2. CVE

e CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.4.11. Logging 5.4.3

2D ) —RITIE. RHSA-2022:5556-OpenShift Logging Bug Fix Release 5.4.3 A& £ 9,

1.4.11.1. Elasticsearch Operator MIEHETEA

logging %" 7~ A5 & 5.4.3 Tld. Elasticsearch Operator I&IE#RE XY, SHED Y ) —ATHIKRIh
52FETYT, RedHat lZ, TOMEEICRHLTIRED) ) —RSA4 7H A JILRICNTBIEEYR— %
R LTI, ILEREBEDIRMIT A, TOHBEIESREIBRINS FETY, Elasticsearch Operator
EHEALTT 74 MOOTRAML—V%2BET 20 YIS, LokiOperator ZHTX X7,

1.4.1.2. NTEIE

o ZODEHMDHENE., OpenShift AF Y V¥ v aR—RiE, PI/T4TRIRTOY+— KT
B, TPOTATRTIZARYY =+ —ROEERTLTVWE L, SEIOFEHICLY. Fv
YaAaR—RIZETRTDT I T4 TR+ —RBRRFINEF T, (LOG-2781)

o ZDEHIC, elasticsearch-operator BMERT 2554 73 1) —D/XJIlIE. DoS WEDHETHMHE
AEFENTVWELE, SEOEHICELY, SATS)—DZORESHEHEZEF AV A—Ta V|
BHINFE LA, (LOG-2816)

o SEIDEFLFIIE. OF % Loki ICERET B & D IC Vector ZERET 5 & XIT, Loki TTLS H'AE
M2 TWBE, WRILRTS—h—=OVERELLY., T7xI M=oV EFRALE
UTEFHATLE, SEOEHICLY, Vector ETLSHEMARN—Y v AEFRALTOV %
Loki ICER2TE 24D IChY F Lk, (LOG-2786

o SEMEFHLIFIIC, ElasticSearch Operator (&, oauth-proxy 1 X —Y % RIRT 5 & X
IC. ImageStream 71 X% L!) Y — D referencePolicy 7O/NF 4 —%# &AL TWFE LA, &
DEHICTONRT 1 —DEBIND ZENRRTHEDRIET Kibana DT 7O/ IZKELEF L
7o SEDOEHFHTIL. referencePolicy =R 9 % I & TREM BRI 1. Operator [ Kibana
HEEBICT7OMTES LD ICAY F L7, (LOG-2791)

o SEINMEFHLLATIL, ClusterLogForwarder hH 249 L)Y —RADT7 55— hL—IL T, BEHDERE
HANERINTWEEAT L, SEAOEHRTHEAEIMERINE L, (LOG-2640)

o ZOEFHDAIIL., O % Amazon CloudWatch ICEEET B LD ICEREINIZIVSRAY—N. 1B
BINEOV 774V E—BARNL—JICEZAATW LS, BEORBRBEEEIZITRA

H—DRREILRY F Lz, SEIOEHICELY. CloudWatch DF + > 7 /8y 2 7 v THEM
iKY, BENMERINE L, (LOG-2768)

1.4.11.3. CVE

I fNn1sYvy - LTCVE ZERA
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https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556
https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
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e CVE-2020-28915

e CVE-2021-40528

o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576

e CVE-2022-25313

e CVE-2022-25314

® CVE-2022-26691

e CVE-2022-27666

o CVE-2022-27774

® CVE-2022-27776

e CVE-2022-27782

e C(CVE-2022-29824

1.4.12. Logging 5.4.2

ZDY ) —RIZIE. RHBA-2022:4874-OpenShift Logging /NJIEIEY 1) —2 542 BEFEhF T,

1.4.12.1. N TEIE

o SEIDEHUANIE. ZHDOFERIC—EMDI A >7%7®d, oceditzfEALAZIL I H—FRED

REHI’EET L, SEIDERICLY. Operator ICL 2 BHFDAENCEREEERIELE LV T+ —
vy hTHOVYINEAIN, ocedit ZfFA L TRHBICHEETET LD ICAYE L,
(LOG-2319)

SEOEHFLFEIE, FluentdNodeDown 75— &, X v tE—Y €092 aVICAVRIVARS
N EBYICRBTEZHEATLE, SEDOEHTIE, BIHWRA VY RI VAT —DFHEIC
AVAIVASGRIERBTZELIICTSI—MNL—ILEBIETDZ T, BBEEBRLET,
(LOG-2607)

SEOEHFLAEINIEL, criticall BREDEHOOTLRILT, RF¥Fa Ay MIFEYR—IMERESE
HINTWBICEHLT, Y R—FINTWEHATLE, SOOEHFICLY F—BHIEBES
N, BEINTVWBZO7LRIHIEZTHR—PFINB LD ICARY FE L, (LOG-2033)

1.4.12.2. CVE
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HNn242"v% LTCVEZER

e CVE-2018-25032

e CVE-2020-0404


https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

g=YY—R/—h
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https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
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e CVE-2021-41617

e CVE-2021-41864

e CVE-2021-42739

e CVE-2021-43056

e CVE-2021-43389

e CVE-2021-43976

e CVE-2021-44733

e CVE-2021-45485

o CVE-2021-45486

e CVE-2022-0001

e CVE-2022-0002

e CVE-2022-0286

e CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.4.13. Logging 5.4.1

2D Y —RITIE, RHSA-2022:2216-OpenShift Logging Bug Fix Release 5.4.1 a2 Fh X7,

1.4.13.1. NTEIF
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COBEHODFNE, O T 7AIARN) Y IITVRAR—=9—E, TV AKR—9—DRTHICIEK
INEOTDHEHRELD, QT DEMT—IDFRERICARY E L, COEHT
i&. /var/log/pods % E=49—9 5 & TIDMBEEBRLTVWET, (LOG-2442)

COBEHODFNE, AL F—IE. O % fluentd DEREL ¥ —/N\—(TERET 5 & X ITH VESR
AWGRICERLEY & LD, JOvosInTwELE, TDYY—RT
i, keepalive_timeout {E%* 30 # (30s) ICEREINTWS S, AL V¥ —3EkmE ) T4
L. BEIABERICARLEA yE—VOREEBRFLET. (LOG-2534)

COFEHFORNE, O E2HANZEODOT VY —%@HT 25— MU/ IVER—V D
IZ—IZ& Y, Kubernetes namespace ZFDO7ADT7 7 ZANFHRI N, BEEOV &—B
DAVIZANZIFrv—OIDNHmAPRNALL BB ENHY F L, TOEFHMCLY, 7O
FO—EEEET VLA EFODI— Y —ZELLHHE L. namespace R L TOVADT7 /&
AZFHFAILFET, (LOG-2448)

SEIDEF DAL, system:serviceaccount:openshift-monitoring:prometheus-k8s t— &
AT AUV MTIL. clusterrole & & U clusterrolebinding & L TV 524 — L RILDIFEDL H
YFE Lz, SEIOEHICLY., O—)LEO—IL/NAL VT 1~ T %FHD openshift-logging
namespace ICH—ERT7 ATV KD FIRINE T, (LOG-2437)


https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437

BEYIV)—R/—h

CDEFDHEIE, Linux BEEOJ OEAEITIE. F—E{EDODRTDIEFICEKEL TWE L,
COEHFICLY, BEIVMN)—A2RBDIF2LDICERRBAFATLIL D ICHETHIETEIN

3, (LOG-2321)

1.4.13.2. CVE

1.4.14

O¥ > 7 54 IClF. {logging-title-uct Release5.4 M7 KNNA H 1) —AFHTE X,

144172 /09—FLEa—

CVE-2018-25032

CVE-2021-4028

CVE-2021-37136

CVE-2021-37137

CVE-2021-43797

CVE-2022-0778

CVE-2022-1154

CVE-2022-1271

CVE-2022-21426

CVE-2022-21434

CVE-2022-21443

CVE-2022-21476

CVE-2022-21496

CVE-2022-21698

CVE-2022-25636

.Logging 5.4

LUTFO#EEIE. OpenShift Container Platform @77 /OY— 7L Ea—THEATE XY,

1.4.14.1.1. Vector AL 2 4 —

Vectorld, AFXF VI H TORFLADREDT 74 AL IVY—IIRDDBFV /00 —FLEa—&L

TIREEIh2O073L 949 —T79,

Vector AL V79 —IZRDHEAEHR—KMLTWET,

elasticsearch, #}&B Elasticsearch 1 ¥ X4 > R, elasticsearch 1 Tld, TLS EfAa{FEHT

TET,

kafka, Kafka 7B—h—, kaftka HHlE, X2 T 1 —THREINTUVAWVERE /21X TLS

EREHERATEIT,
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https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://vector.dev/docs/about/what-is-vector/
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e loki, Loki: KEAMICRAT—F T THREDOEWVILFTF Y bOTEEY AT L,

BE
Vector . FIPSTWHY SR —%HR—MLTWEHA,

Vector (37 7 # )L h TIFEMICE > TWEH A, OpenShift Container Platform 2 5 24 — T Vector

=A% T BIC1E. logging.openshift.io/preview-vector-collector: enabled 7 / 57— a v %

ClusterLogging h 24 &) Y —R (CR) ILEML, IL V> avd4 & LT vector ZBMNT ZE

rHYET,

ClusterLogging CR D

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
namespace: "openshift-logging"
annotations:

logging.openshift.io/preview-vector-collector: enabled
spec:

collection:

logs:

type: "vector"
vector: {}

1.4.141.2.LokiOZ A N7

LokilZ. KEAMICZAT—S T THAEOEVWIILFTF+Y NOTENS AT LTHY., BE. OF
VY TORFLADOT R N7 E LT Elasticsearch DREE L TIREINTWE T, LokidDM VR
N—ILDFEEMICDOWTIE, "LokiStack B LAOF V7" RFa XV MESRBRLTCEIL,

1.4.14.2. NTIEE
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o SEMEFHLIFIIE. cluster-logging-operator (£, 7 5 A9 —20—FOO—)LENA VT4

v %EMALT, Prometheus U —ERT7HDY MDA RNY Y V%R L—TF B-DDHER
EZREIMILTVWELE, CThODHERIE, IV =49 —T 1 R%FEHL T Operator 7
TOATBRICEIFERIN, AV RS DS D Operator 57 704 §3IBEICKRE
LTWELE, COFEHTIE, O—ILENA VT4V J % namespace AOA—FILT B & TH
BAEBELTVET, (LOG-2286)

COBEHOFN, v arh— NOFRBEZIEBET B-HODEEICELY. namespace £2FD 1)
Y — X IC ownerReferences 7 1 —JL RABAINFE L7z, TORR, [EYY F&¥v>a
R— RDMEA D namespace ICIERINEHATLE, SEIDEFHF TIL. ownerReferences
74—V REHIRYT 2 ERBEI#ER L. 3> Y —ILT OpenShift Logging ¥ v & 2 R— K&fF
ATX3L5ICRYET, (LOG-2163)

SEIDEF LA, cluster-logging-operator T4 v ¥ a7R— K7 &, BEE®D ConfigMap & B
BID ConfigMap AAIEL K kBRI NAgh o 72fcdd, X MNY Y I I Y 2 R—RADEENT S
O1MINTVWERAT LA, COEHTIE, ATV MSRIVIC—ED/N\NY V2 {E%EBINT
52 & TRIBENMERLEFY, (LOG-2071)


https://grafana.com/docs/loki/latest/
https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071

BEYIV)—R/—h

ZDEH DAL, OpenShift Logging ¥ v ¥ 27 R— Kk, #BE 24 BEICIEI WA LDV
TFT—%KRTNTBT—TIVIC pod & namespace AIEL K RRLEFHATLE, SEIDEHT
l&. pod & namespace NMIEEL K RTFINET, (LOG-2069)

ZOEHDFEIL, ClusterLogForwarder 5* Elasticsearch OutputDefault TEREI N TWT,
Elasticsearch B AICHEELF —D A WVWE, ERINHREICRMADOR >IEINEEFNTVWE
Lo COEHTIE, FRAINTWE =Ly METIAEMEEINE T, (LOG-2056)

ZDEFLUANE, BEAA M) v IADSEHIEREEA T, OpenShift Logging ¥ v 2 aiR— RIC
ZEDCPUITZINKRRINTUVWE L, TOEMILY, ELWT—FRA Y MHNERI 1,
BEMNMERINE Lz, (LOG-2026)

SEOEHLFIE. Fluentd AV TFTF—a A —=JITIE, RTRKFICRERELY =Y —IHEFE
NTWELAL, COEHICLY., INLDY =DM A=V BHIBRINET, (LOG-1927)

CDEHFODRENE, 53V Y —RTF A INALIL VY —DERIDPEEINLzH, AF VT
dL 2% —I& FluentdNodeDown 7 5 — h 24K L TWE Lk, TOEHF TIL. Prometheus
T772—hDYaTEHEBET DI ETHREEBALTWET, (LOG-1918)

COEFDRENIE, AVR—FRV NEGOEEDY 77049 ) 7D=HIC, AL V49—
BoOJARELTWE L, ThiCLY, ALY —2BEHOOT7A0IEBT 5 EENL
TA—RRNY D I—THREEL, AE)—OTAvE—SDOY A ADORBNIFEET 2 EEEM
AHYFET, COEHFTIK, ALU4y—0O752L I avhoBRATEZIETRBERREL
TWET, (LOG-1774)

COEHOEITIEZ. PVC HY TICHEET % &, Unable to create PersistentVolumeClaim due
to forbidden: exceeded quota: infra-storage-quota E WD) TS5 —%Z 4L TWE LR, D
BEHICL Y, Elasticsearch (ZEEFEDOPVC A= F vV L. MEEBRLE T, (LOG-2131)

ZDOEFDHEIL, elasticsearch-signing > — 7 L v kA HIBRI 17z & X IC Elasticsearch (%
HERTREICREDIENTEFEAT LR, COEHICLY., Elasticsearch &, TN —2
Ly RDHIBRI N2, BT TREBICEZ I ENTETET, (LOG-2171)

COEHOFNE, ALV —DAVTF—OJZmAHNENADNEEINLLH, ALY —
F—EDOLIA—RNEBESTA VT Y I RICEELTWE L, TOEHICLY, JL IS —
BELWSEREZFEAL TEBZHERT LD ICARY F L, (LOG-2160)

ZDEFH DAL, namespace DY R MDY F—H A TORKHIRICE L7/, namespace
BEHHDIFRY—ICLY, Elasticsearch (&) 7V TA MDUEAELELTVWE LEZ, TDE
LY, Ny F—ITld namespace ZED ) A MDHDEENZ LD ITAY, BENMBRINE
L. (LOG-1899)

ZOEHDFEIL, OpenShift Container Platform Logging ¥ v & 2 7R — R(ZId. Elasticsearch
IKx /—RDH2GBEDEFEDED X EDY ¥+ — ROBARTINTVWE L, ZORBEIR.
H71EEIC Elasticsearch 7 2 29 —2EKICH T2 EDTH > 72ICEH ST, Elasticsearch Pod
TEITRTDT A=V v—REHAL, TOEEEFEL TWEEDICTRELEL
oo TOEHFICELY, v —ROBHNELLEEIND LD ICAY L, (LOG-2156)

ZOBEHFOFEIL, ~—2 L v b kibana & kibana-proxy AFFH THIRIN TWB &, BIERS
NFEHATLE, ZOEHICLY. elasticsearch-operator (£1) YV —XAZ#EH L., HIRI Nz
HBEIXEEMICEER L X9, (LOG-2250)

COBEHDENC, Ny I 7—F v IOHYA X %=FHESZE, ALIY—IE. Fy o294 D

ARY MZANY—LDONA MHIREBATWREWIEBEEERT2AREENSHY L, &
DEHTIE, FTAHAWMYITOFRZFHEL T, MBZHAERTSZIEETEET, (LOG-2379)
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https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
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o SEIDEHLATICIE. OpenShift WebConsole ®AOF > F 2> —)LY) > U H ClusterLogging
CRTCHIBRINTWEEHATLE, COFEHIILY. CREHIFRT 2. Cluster Logging
Operator a7 VA VA R—=ILT B E) VI DHIBRINE T, (LOG-2373)

SEOEHFLUFNE, AT F—OJNRRAEZEETHE, TONATHREINLZHEWI Y —XT
&, ZoaLIvavibN)yoEEIcEOicKYFE LA, TOEHRTIK. WEINhAOVIC

Be2AN) v I ERBATZ T4 UD, BBERRT ZDICVTNDLD/IIZIDN S DFHH
BY%EHR—MLET, (LOG-2462)

1.4.14.3. CVE
e CVE-2022-0759
o BZ-2058404
e (CVE-2022-21698

o BZ-2045880


https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880

B22E Y R—b

B2E HR— b
AETHBEINTWARREA T avyosrrOxX I THR—NINET,

DR EL T avidHR— IR TULWRVWED, FRLAVWTLCEIN, RED/FZY M LD
OpenShift Container Platform Y ) —ABTEBI NS TAHEMELH Y. DL BREEIE, REDOTA
TOAREMEIHIEHINTWRIHZEDHBEYICTIETE XY, Operator I$HEER%FHET 5 &£ D ITKE
INTWBED, CORFIXY MNTEHRBEAINTWBLUANDKREEZFERTSE, TRIFEESIINE

ER

pa 3]

. OpenShift Container Platform RF¥F a1 XY N TEEAINTWARWEREEZRITT 2MELDH
%1553, Red Hat OpenShift Logging Operator % Unmanaged ICERET 2 HELH Y

. F9, BEEMRAOOF VY ITAVRIVREYR—RINTELT, TORT—H %
Managed ICR I £ CEFZZELETHA,

' pa 3]

. O > ik, 27 ®d OpenShift Container Platform &£ %) ) —XHY 4 V)L T, A
VAN—=IVABER O VR— Y b & L TRHEINE T, Red Hat OpenShift Container
Platform 24 744 IR >—E) ) —2XOBE#EEHHRL TWET,

Red Hat OpenShift DOFX Y JH TV RFLlE, 7Y r—23ay, AVISANSIFv—, 8LV
EEO/JOMBOIOAL VY —BLVY/ IS4 —TF, Chid, YR—FPINTVWBEIFIFARIR
TAICOV%EETZ2OICFERATEIEEZEMELTVET,
OFXVJIROEBY TEHY FH A,

o AH|EALROVINEY AT A

o Xxal) T4 —IFRELUVAM RV MEELR (SIEM) ITHER

o BEFLEIRBOOVOREFZLIIREE

o RIAIXN/IOTIVY

o REQAKMNL—Y-BEEOTETI7A4IMNTCREEINELEA

21 HR— NI WETE

PFoavR—%Y MaZEEY 5IC1E. Red Hat OpenShift Logging Operator % Unmanaged (ZZ24)
DRREICFERET D2HENHY X7,

e Elasticsearch 1 X% L)Y —X (CR)
e Kibana 7 7A4 Xk

e fluent.conf 7 7 1)L

® Fluentd 7—E> v b

Elasticsearch 7 7OA4 XY N7 7 4 LA ZHE$ % ITI&. OpenShift Elasticsearch Operator % JEEHR 1k
RICRETILENHYZET,
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BATRHICH R— M ERAEINTWE T —RICIE, LUTAEFENET,

o FUANMDO/O—FT—YaVDRE, T74 N bDOATO—T— 3 VERERIEETEE
A,

NEL OV DZHMOFKE. AV/IL VI —DHAT 7M1 ILDIGHEERTHIEIETEEE
ho 77 4L k& Ivar/log/fluentd/fluentd.log T,

OZaLvs>aryozROay MY oFd, QAL 029 —IC&>TOIPHEARMON D HEE & L
LTRETDZIEIITETEEA.

REZH#FALZOX AL —0FKE, REZHAFALCO/AL V9 —%EET
hZEldcEEtA,

OJ73aL 29— IC&>TOJE2ERET D2HEDRE, 774/ OOTDERIEEEET 2
ZERTEFEEA,

2.2. BN D OPERATOR DHR— bR o —
Operator @ EBHRAE (3. Operator HEREHEYWICI SRS —ADOEETZ2 IV R—X VY MDY Y —R%
TOT4TICEBLTWAHNEI DN EEDE T, Operator ' unmanaged JREEICEREINT WS &,
NIFBREDERICGELET. BEFHEZELEIEA.

CNIFFEERB I SR =T\ JRICENTT D, BEADIRED Operator IFHR—MIN T,

PSR —BEEIFIEL2DIAVR—RVINBEESLVC Ty T L —REaZ2ICHELTWS Z & ARIR
ELTWwWxEd,

Operator [FLATDAEEZFEA L TEBEADKREBICRETE X,

e {ARBID Operator :¥E
&R D Operator IZI&. £ 5 DEREIC managementState /X5 X —4 —HHY £, Ihid
Operator ICINC CIEFIEFRFETT7IVERATEEY, & 2 I1E. Red Hat OpenShift
Logging Operator (EEBE T Z2HRAILYY—R(CR)ZEBTEHIEILLI>TINEEITLE
A% Cluster Samples Operator (&7 7 24 —£EDHREY V—R&=FHALET,

managementState /X5 X —#4 —% Unmanaged ICZ & § %354, Operator D) Y —R %
TOTATICEELTHLT., AJVR—RXV MNIEETZ7I/2aVvERLAVWIEEEKL
7, Operator IC& > TIE. VT RI—DIEL. FE) AN —DREICRDABEELH D
&, TOEBRREBICHG LARVWATREELGHY X7,

@RI D Operator Z Unmanaged RREICEET 2 &, HEDIAVR—FRY

& L OHBEDN Y R— P RFAICAY E T, TR—MEfET 2IC1E ]|
HIN/MEE% Managed RKETHIRT 2BENHY T,

Digk

==
[=]

e Cluster Version Operator (CVO) DA —/X—5 4 K
spec.overrides /X5 X —4% —% CVO OFREICEMT 3 &, BEHFIFIVR—> D CVO
DOEEICHLTH—N—F4 RO—EZEBMTEET, IVR—FKV D

spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RY—DT v TSI L—



B22E Y R—b

K70y o3, CVODF—/NR—F4 RHIRESNRICEEREFICT S— MEFINZE
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

CVODA—N—FA4 REERETDE, VIRY—2EDPHR—MIhian

REICAQYFET, YR—PM2TTBICIEE F—N—F 1 FZHIFRL 21
I, RESNACHEZBEREITIVEDHYET,

2.3.REDHAT H7/R— NHOOX VY FF—49 DINE

YR—MNT—REERT B, THEADY XY —DT /Ny JIgH % Red Hat HR— MMIIRMH L TV &
72< & RedHat DY R— MIKIBFT,

must-gather Y — )L 2FRA$2 &, 7OV MLRILDYY =R, IFRF—LRILD)Y—2ZR,
BLVEOAFXFVIH TV RTLIAVER—XY NOBBEREZINETEET,

MBS R— N %152 ITIE. OpenShift Container Platform &7 5 24 —0OFX >~ J Dl A DB HIER %
RELTLEIY,

R

hack/logging-dump.sh 2 7 ) 7 MIEA LAWVWTLKEZIV, ORIV Y T MEHR—
hIhiad<iYy, T—95R&ELEHA,

2.3.1. must-gather Y —JLIZDWT

oc adm must-gather CLI O~ > Kk, BEDT /Ny JICLEERDZUREDHZ VT RY—D5DIE
WEPNELFT,

AOX > 7 Di%B4a. must-gather [RDIBEHREINEL £,

e JOVIIRLANLDPod, BEYY S Y—ERT7AYY M O—Jb, A=A VT a4V
TELVARY N EEC IOV MLRILDY Y —2R

o JSRAH—LRITH/—R, O—=J), BLTA—INA VT4V THELISRIY—L R
DYy —2

e OJ/IaLV4—, OJVRKNT., 8LUOTEY 27 54 H—7 ED openshift-logging # & U
openshift-operators-redhat namespace M OpenShift Logging 'J ¥V —X

oc adm must-gather #E1T79 2% &, HFTILWPod BT X9 —ITERINE T, T—4 & Pod TINE
I 1., must-gather.local THEEZFMTA LV M) —ICREINET, TDTa4 LI M) —F BT
DEETAL I M) —ITERINFE T,

2.3.2. OpenShift Logging & — % D%
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oc adm must-gather CLI AY Y R&FERAL T, V5 R4 —ICEAT2EREZNETEET,

FIE
must-gather TO¥ > JIFHEZNET 2ICE. UTFEETLET,

1. must-gather [ER%=RTFITI2VEOHZT1 LIV M) —IIBBLET,

2. OpenShift Logging 1 X —2 X L T oc adm must-gather ¥ > RZETL XY,

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather vV — )L, {7714 L ¥ b 1) —N® must-gather.local TIEF2#HHE T L 2 b
) —%{E L ZE 9. #Hl: must-gather.local.4157245944708210408

3. fER I N 7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLE T, /=& 2, Linux 7
RU—=—FA VIV RTLARFRTZIAVE2—49—CUTOOY Y REETLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EHE7 7AW % RedHat h A4V —HR—% )L TER LY R— M —RICHRMALET,
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EIZEOAXVIDNZ TN a—FTa4VY

3LAF VI RT—H ADERR

Red Hat OpenShift Logging Operator B & U Z DO OF Y VY H T AF LAV R—RY NDRAT—4
AZERITEET,

3.1.1. Red Hat OpenShift Logging Operator D X 7 — 4% ZAX’R

Red Hat OpenShift Logging Operator D A7 —4% A= KRR TX X T,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIa
1. RO Y KAERETL T, openshiftlogging 7Oy ¥ MIZBELEY,

I $ oc project openshift-logging
2. RDAX > R%EZEFTL T, ClusterLogging 1 VA VY ZADAT—H A =RMIFLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd g
nodes:
collector-2rhgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
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logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAD status 9 VHIZ. V5RAY—RTF—YADT 14 —ILKHARTINZET,
Fluentd Pod ICE8 T 2 &R

Elasticsearch 7 2 24 — D@L (green. yellow. ZF 7 (3 red) 72 & D Elasticsearch Pod
ICBE9 B 1FER

Kibana Pod B89 & 1&ER

o 009
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3111 KB X v 2— (condition message) DY~ FIL

BUFiE. ClusterLogging 1 > 24 >~ XM Status.Nodes 27 > a VILEFhZ2REA v E—JDHIT
9,

PLTFDEDIBRRT—FHAXvE—JE, /—RKRDOBREINLBEEEEBLZBATEY., Yv—KHZD
J—=RICBEIYYETohAWZ EARLETD,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

LTFDOEIBRRAF—H2A v -V, /- REBRESNABELEBEABATEY., ¥ v— KOO
J—RICBBSEONEZEERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTOLIBRRTF—F A X vE—IE. CR D Elasticsearch / — REL 99—V SR —D\WTFhD
J—RIZE—BLABRWZEETRLET,

H A B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

URDESRAT I AA v =Vl BRINLPVCHPVICNS Y RENRBWI EZRLET,
palyl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

LTFDEIBRRT—FZAAvE—TE, /—RELIZY—DPVThD/—RICE—H LAV,
FluentdPod # A4 a— )L TERLWZ EARLET,

H A B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
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Failed:
Not Ready:
Ready:

312.0F O VIR—R VY NDARAT—4H ADERR

BL<oOXyJAVR—FX Y NDRT—H RAERRTEET,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIR

1. openshift-logging 70> =7 MIYPYEBEZET,
I $ oc project openshift-logging
2. AFXFVIREODRAT—Y RAE2XRRLET,

I $ oc describe deployment cluster-logging-operator

5
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. AFxILT) Aty NORT—YRERRLET,
a. L) Aty NOZRIZEEBLET,

sapalill
I $ oc get replicaset

H A B
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NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

32 O00EZED NS TN a—FTa VY

3.2.1. Fluentd Pod ®8BF 704

ClusterLogForwarder H X% L') / — X (CR) DYERKEFIC, Red Hat OpenShift Logging Operator IC &
Y) Fluentd Pod "BEIMICET 704 INRWIEAIE. Fluentd Pod ZHIFR L T, BHIMICET 704
TEET,

([} =355
e ClusterLogForwarder 71X 4% L)Y —X (CRYA T2V MEEHRLTWS,

=S ]
e JXMDOATY RAEZEITL. Fluentd Pod ZHIRR L THEHEIMICET 704 LE T,

I $ oc delete pod --selector logging-infra=collector

3.22.Loki L— M’IRIZZ—D b Z TN a—F4 7

Log Forwarder API AL — MR ABAZRKE R X vE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L— NHIRR (429) TS —HDERINE T,

INoDIZ—IF, BEOMERICRETZHARELIHY ET, LEZIE TTICWL2HDATHH
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29ZR9—ICAFX VT EEBMNT 2HE. AFVIHPBRFEOOJI VN —2FRTRYRAEDI LTS
EL—MEBRT S —HDRET ZEEEDNHY £T, ZDIFA. %ﬁbL\DO“G)S_DDEF#‘ &t L — IR
SYLEWEE, BET—YR&KRNICRYAFHh, 21— —DNAZRLBEEETICL— MIRI S —
b\ﬁﬁF/%{hiTo

L—hEIBRT S —AE5I &I REET 515513, LokiStack h R ¥ LYY —Z (CR) ZZEET S & TMH
BaRTEEY,

BF

LokiStack CR |%. Grafana 7" A M9 % Loki TIHFIATEEZEA, TDOMEY 74,
Grafana WK A M § 3 Loki H—/N—ICIXBEAINE A,

=St

® |ogForwarder APl &, O%Y % Loki ICERiX g 2L D ICEREINTWS,

o VAT AL, RDLIBR2MBABADA v E—IDT7OY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75 R45—RDIL Y
=071, ROWTNHDIS— Ay E—I5ELITIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—JDHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v t—TDHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIS—IIZEAICERTINE T, & AKX, LokiStack BRY A H Pod TLLTFAITWE
_a—o

Loki RYAHLTZ— X v tE—T Df
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level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

FIR

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —JL RZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize 7 1 —JL Kid, T4 AN Ea—49—LFYhZ&ICKRKRKO—AI
L—MEIRRY > T A X MBEMNTERLE T, COERFRN—RKYIYFTY, 2D
Ex, PR<EB1ID2OTY Va1 IIRANTHREINZHEAOT YA XIHRELE
¥, ingestionBurstSize fEL Y KX WE—) J TR MNMIFHATETEHA,

Qg ingestionRate 7 1 —JL Rid, 1®HAVICEYIAZFNZ Y Y TILORAE (MB BAL) I
X2V T MHRTY, OVDOL—MAFIRZBATWRICENMDIDLLY, LIS —H

AJDOEEZBHATIZE. L—MIRIS—MRELIT. G5t FEFEIRELY DA
WIZEICRY ., Y27 LARKEEL, 23— —DNALRLTIS—IBRINIT,

33.0975—bMDNZ TN a—FTa vy
ROFIEEFRALT, 75 R9—L007T75—MNDMNZ TN 2a—FT4VT5THENTEET,
3.3.1.Elasticsearch 7 2 A9 —DREEHR T —F ANKICR>TWDS

1P2ULEDTSA4<) =% —REZFDL T AR —RIZEYHETONEREA, TOFS5—MDKS
T a—F4 75T, ROFIEAFRALET,
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BV b

ZDORFa2XAYMO—EDIY Y KiE, $ES_ POD NAME ¥ T L Z#% & L T Elasticsearch Pod %
SHBLET, CORFa2AVIMDILOATY Y REEZEIE-LTHYHITZEEIE. COTHA
Elasticsearch 7 5 249 —ICBWRMEICKRET 2HELIHY FT,

ROy RAEERTT 5 &, FIATREL ElasticsearchPod # ) R RRRTEE T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRINTWS Pod DWTFNHEERL, ROIT Y K%E3EFTL T $ES_POD_NAME Z# %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>
O% 2 RTS$ES_POD_NAMEZH ZFERATESLDICRY F LT,

FIR

1. JROOY Y R%ZFEITL T, Elasticsearch 7 5 A9 —DEEMEE=F v I L. V75R9—D
status DENFTHD T E=ERLET,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health

2. 0 ROATY RAERFTLT, V75RY—IZBMLTWSE ./ —REYRRMNRRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

3. kDAY Y RAEEFTL T, ElasticsearchPod #! X kL. BIORFTYy 7OOAYY KHAD ./ —
REtEBRL X9,

I $ oc -n openshift-logging get pods -| component=elasticsearch

4. —ERD Elasticsearch / — KBV S RH—IZ&ML TWARWEEIX. LTOFIEEZEITLET,

a. ROAT Y REZETL, HAO%HESEL T, Elasticsearch ICY A9 —/ — RKANBIRI K TW
5 EEHELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

b. RDATY FERTLTHAZHE L., BRINCTYRI—/— KD Pod O7ICHED 7
WABEER L 7,

I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

c. DAYV REERITLTHAZEERL, 77R9—IZ&MLTWAW/ —RoOJICHEE
DNRWHESZRLE T,

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging
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82

IARTCD/ =RV ZAY—ICHBMLTWBIEEIE, ROV F=RTL THAZEHRRL.
PZ29—HDOERNMEDI D ERELETT,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

A Y ROHANBWGEER. VAN —TOEIANMREFOIRVICL>TEELTWS
N EFELELTWSHBEMENHY X7,

RDOARY RZERTL, HH2HEL T, REBFDIRID’HEHNEI D =HELES,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

REBHRDYR I D HBHEIE. TORAT—YREEBRLET, TORAT—YZADNELL, 75
A=) ANY) —dhDFZE, TOFFEFELE T, YAN) —BEIE. 77R5—DHA
APMDEBERICLYEARYFT, REFDIRIDRAT—IANEEINLZWGEIX. AN
=M=l TWBZEHbMY T,

JAN) =DBELELTWEESICRABZHEAIF. ROV REETLTHDERER
L. cluster.routing.allocation.enable {fE%* none ICEREINTWVWENE I DN EHRL X T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable {fE/* none ICEREINTWBHEIE, ROV REETL
TalllZELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

CRDAR Y RERITLTHDZERL, FEFVA VT Y IZADRHEINEI D ZHRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

ATV I ADFELERVWIGEIE. UTOFIEEERITLTHEDS v Ty VR %R LET,
a. ROAXVRZEITLTHFyvoasx o) T7LEY,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

b. ROATY FZRFTFTLT, EYHTOEABATEHZECLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. DAYV REZERFTLT, IRTORY7AO—-I/ILIEE%HIBKRLZE T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE
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d ROAT YV REETLTHYMI LTI N EBPLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

2. BIRDFIETHREDS VT v IV ADBLLBLRWGERIF. 1 VT v I A%@EBICHIBRLZET,
a. ROAX VY REEFTLT, FWAVTY I REERELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ROAY VY RAERIFTLT, ZFWA VT v I R%HIBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. KBOA VTV IADRL, VS5RIY—DRAT—IADNKDFEEIE. T—4 /— RTHEMIC
Jﬂ% Ekiiﬁﬁb\b\b\jT\I\t’s\l\b\%ﬁﬁﬂb L/ ij—o

a. JROOAY Y RAEZETL T, Elasticsearch JVM E—7DFERAZEATUVNE I D EREEL
-a—o

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

J< > KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—7EREEHRLFT,

b. FRHEMN %\ CPUDNBWHAERERL 9, CPUFEARDFEMIL. OpenShift Container
Platform K¥a XY b [EZ4 )V T8y a2 R— RDOER] 22RBLTLLETL,

BTG IR
o E=-XHYVTEH v a1 R— KD
o KRFLIIHFEDISAI—RAT—HRAAEBIET S

3.3.2.Elasticsearch 7 S A9 —DEEMUNINEBTH S

1D2UEDTSA43)—2+v—RDLFTY AT v— KA/ —RNICEYHTShEEA, ClusterLogging
ARH L)Y —2Z (CR) D nodeCount (EAXFRAEEL T, /—REHEEPLET,

BEEE IR
o KRFILIIBEBDIZAY—AT—HRA%IEBIETD

3.3.3. Elasticsearch / — RKDFT 1 R DR EKESICEL
Elasticsearch 1%, REKESICET S/ —RNICYv—RA2EIY LY TEEA,

83


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/monitoring/#reviewing-monitoring-dashboards
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status

OpenShift Container Platform 4.11O¥ > 4

)

ZDORFaXY hD—EDIOAT Y KiZ., $ES_POD_NAME > = JLZ# % {# /A L T Elasticsearch Pod %
SRLET, CORFa2AVILHIOATY FZERIE—-LTCHHYMITZHEIE. ZOEH%
Elasticsearch 7 5 24 —ICBMRMEICEET 2ELNHY F T,

ROOAT Y REEFTT 2L, FIATREAR ElasticsearchPod 1) A RRERTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNMAEZERL, ROIT Y RAEEFTLTSES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > RT $ES_POD_NAME Z¥ % FHTE 2L dIcRY F L,

FIE
L xDOYY RAEEFTL T, Elasticsearch 7T 7O IhTWa ./ —REHFELET,

I $ oc -n openshift-logging get po -0 wide
2. RDAR Y RERITLT, REWHTOYv—RKEHZIDEI N EERLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

3. KEWETOYvy— KB HZHBEIE. ROATY REEFTLT, &/ —NOT1 RIVBE%RTH
le\bi_a—o

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. AY Y RHAT, Used2®ERL T, TD/—RTHEAINTVWSET1 RIDEIGEHRL
_a—o

H A B

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

FERFEHT 1 AT DEIED 85% 2 A 3i5E1E. / — NIMEEEFEZBATEY., Yv— KD
D/ —RICAYVETONRIRYZEY,
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5. IRED redundancyPolicy =529 2 (CId. ROAYY REETLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') V —XZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WFEIE. Thi
SingleRedundancy fEICEEEL. CDEREZFEFLET,

6. FIRDFIRTEENER LBEWSZEIE, HWA YTy I XZHIBRLET,

a. ROAT Y RAZEITL T, Elasticsearch EQOTRTODA VT Y IV RADRAT—Y A&MEERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTV VATHIBRTE 2L DERFELIT,

c. ROARVY REEFTLTA VT Y I RZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4.Elasticsearch / — RDT 1 AV EKESICELE

Elasticsearch I&. BEEBEIELL/ —KH S, BEEEOLZIWEFIREZBATWAWT 1 RV EHE
DEVN—RIZVy—REBEBELLDIELET,

S —REBED/ —RICEYHETZICIE. FO/—REDAR—REBRT ZBEIFHYET, T4
AVREEEYCT IENTERWGEIE. FILWTF—9/—REISRY—ICEBMT DI, V5RY—
BEIRMER) D—ERBO L THTLEIW,

Ev b

CDORFa AV MD—EDIT Y KL, $ES_POD NAME ¥ = L ZE# % £ L T Elasticsearch Pod %
SZHRLET, CORF2XAV LAYV REERZEIECE—-LTHYNMITZIHEIE. COTH%
Elasticsearch 7 5 A9 —ICEMRMBEICRET D2HELHY FT,

ROOAT Y REEFTT 2L, FIARREAR ElasticsearchPod 1) A RRRTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRINTWS Pod DWIFNNAEZERL, ROIT Y REEFTL T SES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > RT $ES_POD_NAME Z¥ % FHTE 5L dIcRY F L.
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FIR
1L RODOT Y REEFTL T, Elasticsearch A7 7O4 I TWb/—REEFELE T,
I $ oc -n openshift-logging get po -0 wide
28/ —RFDTARVBEEZHALET,
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3. VRPN YNFUVRAINTVENEI N ZHRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

IV RHEAIKY vy — FOBEBATINTVWSEHEIR. aKEREZBATVWET, maK
ERDT 7+ MBI O0% TT,

4, IRTD/—KRDT 1 RIVBEEEBPLET, T4 RIVBREZIECT I ENTERVESIE.
FLWTF—4/—R&EIVSZAY—ITEMT ED, VSR —DEEFTTRERY O—%RES5LT
HTLIEIW,

5. IR7E® redundancyPolicy 2529 5 ICIE, ROOAT Y REETLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —XZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

VS5 RY— redundancyPollcy {E1" SingleRedundancy fE& Y KX WFEIE. Th%i
SingleRedundancy fEICEEEL. COEREZFEFLET,

6. ARDFIRTHEEI AR LBRWEEIF. WA YTy I XZHIRLIT,

a. JROAY Y RAZEITL T, Elasticsearch EQDTRTDA VT Y I RADRAT—Y A &MERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YT Y VATHIBRTE 2L DERFELFT,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch / — KD T 4 R 7 B W o (VO EEEITEL /=
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Elasticsearch &, MREHIEFNEZTARTOA VT Y IR L TCHARYERDA YTy 2270y
o AREIICERLEY,
o 1DULEDYY—RA/—RICEYYLTONET,
o 1DUEDTFARIN WolEVWDERE #BATVWET,

ZDT7S5S—MDMNSTIYa—F4 2V T5THICE. ROFIEEFEARALET,

g

CDORFaAYMD—EDIT Y KL, $ES_POD NAME ¥ = )L Z# % £ L T Elasticsearch Pod %
SBLET, CORFaAXAV LYY REZEZEIE—-LTHYRITZEEIE. COEHE

="

Elasticsearch 7 5 24 —ICBMRMEICKRET 2HELIHY FT,

ROOAT Y REEFTT 2L, FIATRELR ElasticsearchPod 1) A RRERTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNNAEZFERL, ROIT Y REEFTLTSES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 2L dIcRY F L.

=S ]
1. Elasticsearch / —RKDF 1« A V$EBEREBS LT,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. A%V RHEAT, Avail =R LT, 20/ —REDEET A RVBREEERELZE T,
HAf

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on

/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. IRTD/—RDTARAVBEEEOLET, TARIVBEAIEPLPT I ENTERVGEIL.
FLWTF—9/—REISAY—IBINT D, V5RI—DEEATREMERY VD —%FH5LT
ATLIEI W,

4. IRED redundancyPolicy =529 2 ICIE. ROATY REETLET,
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$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —RXZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WHFEIE. Thi
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIRTREN R L AWESIE. WA YTy I X ZHIRRLE Y,

a. JROAY Y RAZEITL T, Elasticsearch EQOTRTDA VT Y I RADRAT—Y A &ML
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTy I ATHIRTE2EtDERFELET,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

6. T4 RVEEOEBEEREHITET., FHAINTVWET A RIVBEN 00% 2 TFE>75, K
DAYV REEFTLT, TO/—RADEIIAADTOv I ERBBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM & — 7 {FHEHNZ L\

Elasticsearch / — R®D Java RIEY > ¥ (WM) E—TF X E ) —DEAEHN 75% 2BATWET, E—
THA X AHEPT TEHERETLTLEIL,

337.&£#HAOX VTV AT LD CPUDNFHW
J—REDVRAFTLDCPUFHEIERVET, V53R —/—ROCPUEBRELET, /—K~
BYHTBHCPUNY —REBYPITIEZREFTLTLEIWN,

3.3.8. Elasticsearch 7Ot X ® CPU A'&m W

/ — RT® Elasticsearch 7Ot XD CPUBHE S RYET, V5RY—/—RKRDCPU =2 L
F9, /J—RAFYHTBHCPUYNY —REEOTZEERETLTLEIL,

3.3.9. Elasticsearch & 1 R VBEHATRELTW5S

BEDT 4 AVEHEICEDWT, Elasticsearch 5% 6 BEILIKNICT 1 RVBEINTRET % & FHIX
NTWET, TOF7S— DI TINYa—F4rT5THIClF. ROFIBEAEFHALET,
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FIR

1. Elasticsearch / —RKDF 1« A V5EBEREBS LT,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. A%V RHEAT, Avail =R LT, 20O/ —REDEET A RIVBREEERELET,

H B

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/dev/invmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3IRTD/—RDTARIVBEZE P LET, T4 RVBEEEP T I ENTERWNGEIE,
FLWT—8/—REISRI—ITEMT 2D, VR —DETRMER) —%@5 LT
HATLRIW,

4. IR7ED redundancyPolicy Z#&2 9 2ICIE, ROATY RZETLET,
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
9 5 X% —T ClusterLogging ') ¥V —RZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WHFEIE. Thi
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIETHEEI R L AWEAIE, dWA YTy I X ZHRLET,

a. ROAT Y RAEZEITL T, Elasticsearch EQOTRTODA VT Y I RADRAT—Y A &ML
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTy I ATHIRTEZ2EtDERFELET,

C. ROAXV RAEEFTLTA VYT Y I AEHIBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

RS
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o RELWBHBDISRI—RT—HR%EBET D

3.3.10. Elasticsearch FileDescriptor DfEHE A H LY

BECERERICEDOVWT, /—RTFRHINZ 7 74 LB FORIETOTIEHY FHA.
Elasticsearch 7 7 4 JLERiRF D KF 2 X > MDFERABICHE > T, &/ — KD max_file_descriptors D&
HHERLET,

3.4.ELASTICSEARCHOJ XA N7 DRAT—4 ZADFHKR

OpenShift Elasticsearch Operator D 2 7—4 2%, #% < @ Elasticsearch AV R—R ¥ N & RRTE
x7,

3.4.1. Elasticsearch O A N7 DR T —H ADKRR

Elasticsearch O A R TP DAT—H A ERRCEET,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTtwa,

FIg
1. RO Y KAERETL T, openshiftlogging 7Oy ¥ MIZBELEY,
I $ oc project openshift-logging
2. AT—9RAERRTBITIE. UTEETLET,
a. JROAT Y RAEZEITL T, Elasticsearch AT A MNTA VAV ADEEERESLET,

I $ oc get Elasticsearch

H oAl
NAME AGE
elasticsearch 5h9m

b. MDAV K%ERFTL T, Elasticsearch A AN DRT—9 A%=BFLZ T,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

UFICHZERLET,

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
HAIKE, UTOL S RIEFERVFENET,
Al

I status: @)

90


https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
https://www.elastic.co/guide/en/elasticsearch/reference/6.8/file-descriptors.html

FIFOAX VIO TN a—FaT

cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LNostatus I VHIL USRI —RTF—HADT A — L RERRINET,
@ CElasticsearch AT R R T ORF—8 .

o 7UTATRTSAT)—v— RO

o TUT 4 TR v— KD

o MEEINZ> v— KD

® Elasticsecarch A A N7 DT—%4 / — KO

e FElasticsearch AT A K7D/ — RDEFHK
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o REHRDYRYUDE
® Elasticsearch AY A N7 DRXFT—4 R:green. red. yellow
o RIEYHTDOYv— KDE,

g AT —4 RIREE (H BIBA). Elasticsearch AT R N7 DRAFT—4 Rid, Pod 2RET
ERDSBEICAT Y 2 —F—MoDEHEEZRLET, UTOKRRICEELA X
Y MARRINET,

® Elasticsearch OJ A M7 H LU TOF > —aAVFF—0OEA %DV TF—H1FH
LTW3,

® FElasticsearchOZ A N7 E7OFxY—aAVFF—OmWATIAVYTFHF—IKTL
7=,

¢ Pod MR T a—IILWRHATHD, F/-. WO DRBBICETBZERHEETIN
TWE T, FillE, REXAYE—JDU YTV 2SBLTLEIWL,

Q Elasticsearch O 7'ICI&, upgradeStatus DV 5 A4 —HD / — KRBREINE T,

Q; 25249 —MIZH B Elasticsearch AT AR T DI SAFV b, F—4, BLVTR
4 — Pod, failed. notReady. Z7-|d ready REED TFICY X PRRINET,

3.41.1.RE&AX v £— (condition message) DY > T

LAFIE, Elasticsearch 41 Y A4 >V A D Status £ a VHLD—EDREX v =T DHFIICARY F
ERR

LTFDRTF—=HZAAvE—=IlE, /—RDOBREINALBEEELEZBATEY, Yvy—RKHZD/—RIZ
FYyYBTohBWwWZ EaRrLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=F ALy E—ViF, /—RFIRESNESEEEZBATEY., Yv—RKiMD/ — FIC
BEBIEOoNBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.

reason: Disk Watermark High
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

RDAT—HAAy =K, BRI LYY —RX (CR) D Elasticsearch A XA MF7D/—RKEL V4 —
NISAI—HRNOED/ —REE—HLABAWZ EZRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

RDAT—H A Ay t—IE, Elasticsearch @4 X b 77 CR HB*1FETE L %Ly Persistent Volume Claim
(PVO) #FRALTWEZEERLET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

RDAT—H AAyt—TF, Elasticsearch A AN TV S A —ICARER) —%HR—K 5D
I+ / — KRB RnwWZEERLET,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRATF—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBZEERLTVE
£

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters
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LTRDAT—=FZAAvE—UE, MALD & LAEED Elasticsearch A AL =Y THR— K I AW
ZE&z=RLEY,

UFICHZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 5 LU type 7 1 —IL RiE, Y R— P RARADEEDY A THIBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR— I TWEHA,
StorageSizeChangelgnored

ARML=SHAXDEENMYR— I TWEEA,
StorageStructureChangelgnored

—BRAML—VEKGERA ML —VUBERTOEEN Y R—FIhTWEHA,

B

—BERAMNL—UDSKER ML —TICHIYE X S £ O IC ClusterLogging CR % 5% 7€
L&D &9 % &, OpenShift Elasticsearch Operator (& k#EAR ) 2 —AE K (PVC) &
ER L F A% KigR ) 2—L (PV) IZERRL £t

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (CIF. ClusterLogging
CRADEEATICEL. PVC ZHIBRT 2ELNHY £,

342. O ANP7AVER—RXRYV NDRAT—H ADRNR
HEZ{DOFANPAVE—RX YV NDRATF—Y AERRTCEET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 Y T Y ADAT—H A ERRCEZET,

1. Elasticsearch Pod D&FiZ=EE L £,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. AVTYIADRAT—I A EBMELET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
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H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRqgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X b7 Pod
AJANT7ZRANT B Pod DAT—FRERRTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. POdDRAT—9 R ZHRBFLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HAIKE, UMTOELDBRRT—F RABHRAEFNET,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2
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State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJAML—Y Pod 7704 XY MNRE
AOJZAMNT7DTFTOAAY MREDRAT—Y AERRTEET,

L 7704 AV MNREDEZRIZRIGELE T,
I $ oc get deployment --selector component=elasticsearch -0 name

H A B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAMAY NEREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE, UTFDLSBRAT—9 RBEHRAZENET,
apalyl

Containers:
elasticsearch:
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Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
OJRA7OLTY Aty b
AJRNT7OLTYAhEY N\ORT—FRERRTEET,
L L7 Aty hOZRIZRBLET,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV Aty NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAIKE. UTOLIRRTF—9 RBERIEEFNET,
A5

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch 7 2 A9 —DRAT—H X

OpenShift Container Platform Web 3> Y — )LD Observetz 7> 3 VIlH B 5 v > 2 7K-— NITIL,
Elasticsearch 7 S A9 —DRAT—H ANKRRIINET,
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OpenShift Elasticsearch 7 5 A% —D X7 —4% XA %8459 % ICIE. OpenShift Container Platform Web
Y —I)LDObservetz /> avIilH B4y akh—R
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL R

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 5 29— X —I RHh, Ix—=Y KA EA2RLET, UTFICHERLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZDHRE. O— 1 Vv I/VBREH. FLERA T Y a1 —ILINBEER
E. BEFHLAOE#MERLET, UTFICHAERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 4 ¥ 7 v ¥ X namespace D aRRL F T, UTICHERLE T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
& namespace DL I— RERTFLET., UTFICHlZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

Secret Elasticsearch 7 4 —JL RBAROMSLVD, BEWS X vtE—T
Elasticsearch I admin-cert. admin-key. logging-es.crt. X 7-|d logging-es.key 7 7 1 LAY /R W\ 15
B, YV aR—RIZERDFDE I BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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g4EOFVYT

5 249 —EEEIL, OpenShift Container Platform 7 S 24 —IlO¥X Y 7% 7704 L. ThiER
LT/ —RYRFLEEOY, 77UV r—Yavavs+—ay. AVISANSI2Fry—O7 5%
BLUVENTEET, V5A9—LDRedHat AEETZO/ XML —TYRE, BIRLAOJHAIICO
JHEERETEET, 7704307 AL =YY 1) 22— 3 VI LT, OpenShift Container
Platform Web 3>V —J)L & 7zl& KibanaWeb AV YV =)L T, OJTF—49%5daRtLT 2 TETET,

= -1o)
KibanaWeb 3>V —JLIZIREI R > THY., FkonosY ) —XATHIRINSF
ET\‘TO

OpenShift Container Platform 7 5 24 — & &L, Operator 2L TCOFXF VY /55770414 TEXZ
T, FHMlE. OF 704 VA=) #BBLTLREILV,

Operator l&, AF v /07704, 7y Tl —K, BLPRFEBEYLFI., Operator 24 VR
h—JL L7 I(C. ClusterLogging h X249 LYY —R (CR) 2{E LT, OF v Jpod BLOFV T
HHR—NTE2EOICBEREOMDY Y —R%ER221—)LTEXT, ClusterLogForwarder CR %
EE LT, IN&ET207E, TOEBAESLVEGRELEZBET LI EEHETEET,

R

MER OpenShift Container Platform Elasticsearch AZ A M 7 IZEEEO /7 DEF 2 7R R
PL—YaBHLABAWES, 77 4)0 N TEEDJIEZAER Elasticsearch 1 Y R4 >~ T
REINFEA, EEOV % T 7 4L NDOKWE Elasticsearch A7 X NP ISEET 20 E
NH 3155 (Kibana TEEOJZRTTHRE) I BEEO/DOJ A N7 ADERiE T
AN TWB LS IC, OVEEAPI ZFHATI2HENHY FT,

A1. 00XV 07 —xF 0 Fv—
OXYJOFERIAVEA—RY MIEDEEY TT,

Collector

L 2% —I&, Pod %% OpenShift Container Platform / — RIZF7O4 9§57 —EV &y M T
T, &/ —Fponf7—8%z2REL. T—9EEHBLT. BEINLEANICEELF T, Vector
ALY —FERED Fluentd AL V9 —%5FHTEET,

pa )

Fluentd (ZFEHEE LR >THY, 5D Y —XATHIRINS FETY, RedHat
&, WEDN ) —ZADSA T7H A4 7IAFRICDBEEDONTEBEEYR— NEEHBLE
A, TDHEEEIXILRI N Y F L7, Fluentd DXH Y IC, Vector #{FHTX
i-a—o

A

L

L

aOJAxN7

OJRARNTIIDTAOO T TFT—9 %R EL, O 747—49—DF 74N NOHEATY, T7 2
N LokiStack AZ X k7. f€ED Elasticsearch A7 A N7 AFERALEY. BINONEEROT R NT
IOy %=EE LY TEEY,
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R

OpenShift Elasticsearch Operator IFFEHR > THE Y, [FED ) ) — X THIFRS
NBE3FETY, RedHatld, IRFEDV ) —RADSA4 7H A VILHICI DEEED/NTE
EEHR—MERBELEFTH. ZOBBEIFILERINAC ALY £ L, OpenShift
Elasticsearch Operator A L TCTF 74/ bDOTRA ML=V BB T KDY

IC. Loki Operator T %9,

Gk
UIJVR—VMNEFRALT, AT —9DOREMKRIREZKXTTEET, Uk, REIhEOJ%
RE VI)— BITRRTDIEODTZTAANA VI —T 24 AR L T, OpenShift
Container Platform Web 3> —JL Ul I&, OpenShift Container Platform 3>V —IL 7574 U %
BMICT B ETREINE T,

s )
»
KibanaWeb vV —JLIFIREIEHE L L>TH Y., FEkons) ) —XATHIKRI N
53FETY,

O¥Xv/Jikarvs+—aos&/—RFaJs2RELET., IhBIERDYA TICHEINET,

7V r—>avay
PSAY—TERIIND, A VIZANSVFv—aAVT =TTV 5r—>avaR<a—4%—-7
TVr—avIilEoTERINZ OV TFF—0OY,

AVISZAMZ9Fv—0YT
1> 7 3R MZ 7 F+¥— namespace (openshift*. kube*. Z7z|d default) IC& > TERINAIY
TFHF—oOd, 8L/ — KD HDjournald X v 2—,

BEBEnY

/var/log/audit/auditlog 7 7 1 WILRTFEI NS / — REEEV XA T LA TH S auditd ITL > TEKS
/=07, auditd. kube-apiserver. openshift-apiserver t—EX, 5L UVEMARIHZEIE ovn 7
avzy khsoay,

RS

e WebdVVY—ILICLBOT DAL

A42.OxX> 705704

EIEH (L. OpenShift Container Platform Web 3> Y —JL & 7= |& OpenShift CLI (oc) AfFRA L TO¥ >~
J%7F70O4 L, OF¥ > Y Operator 54 VA M—ILTEXZXT, Operatorid, OF /07701,
Ty FITL—R, BLPRTFEHEHELET,

BERESLIOT7 ) r—YavRARER. ZRR7I/ERAOHZ IOV hOOTERRTEET,

421 ARZ LYY —20OF VT

%& Operator IC& > TREINLARI L)Y —R (CR)YAML 7 74 LEFEALT. OF¥r /0770
AAVNERETEET,

Red Hat OpenShift Logging Operator:
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FasE Xy

e ClusterLogging (CL) - Operator =4 > X b —JL L /=1%IZ. ClusterLogging 1 X% L) —
Z(CR) AR LT, OF vV pod BLUVAFXF YV T A Y R—KNTBLDITBHERZDMD Y
Y—2RA% ATV a—)LTEZET, ClusterLoggingCRIZOAL V94— 740 —4¥—%F704
LET, ME. ol ELELER/—RTETINTVWERT—EVEY MIL>TEEIh
TWZF 9, RedHat OpenShift Logging Operator (£ ClusterLogging CR #E5f1 L. ZHIlih
LToF¥Fv/o7r7a4 x> bR LET,

e ClusterLogForwarder (CLF)- 21— —REIEICAOV ZEXT 570D L V9 —BREZE
’52 L/ i’a—o

Loki Operator:

o LokiStack-Loki 7524 —%A0O7 A M7 & LTHIEIL. OpenShift Container Platform SREE#T
ABHEFEALTWeb 7OF P —%2HEL T, SILFTFro—%@HILET,

OpenShift Elasticsearch Operator:

pa )

ZN 5D CRIE., OpenShift Elasticsearch Operator IC& > TERB L VEEBINZE T,
Operator ICE > TEEEZSINARWVWRY, FETERIETETEHA,

e Elasticsearch - Elasticsearch 1 YRAY VYR &=F 74 bOOTRA N7 ELTHREL, 704
LEY,

e Kibana- OV DKRFK, VT — KRaRTT2LDICKbana A Y RAIVREREL. T7
A1 LEY,

4.22.JSONOpenShift AV FF+—7FZvy h74—LOFV T

JSONBFXF VI AFAL T, JSSONXFAAEESELA T MBETT LD ICOTERE AP 2% E
TEFEd, LTS RV %ERITLET,

e JSON O %7 DfEH
e Elasticsearch ® JSON OY5F—4% DERE

e JSON O %' @ Elasticsearch O R b 7 ANDER%E

4.2.3.Kubernetes 1 XY NDINE S L VMRE

OpenShift Container Platform 4 N> hL—4 —(&, Kubernetes 1 XY hZEfH L., Thb%
OpenShift Container Platform Logging IC& > TIRETEX 2 &5 1ICO VLT % Pod T3, 41 XV b
W= —EFHTTTOMTE2HEIHYET,

FFHlL. About collecting and storing Kubernetes events &M L T 72X,

4.2.4. OpenShift Container Platform ¥ > /D NS TN a—F 1> Y
MDAV ERTLTCOJOBBEAE NS TN a—TFT4 VI TEET,
o OFXVIJRT—HADEKRR

e OJRANTFDAT—H ADKRER
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e OXVIT7S5—MDIEMF
e RedHatHR—MNEHOOFXFVITFT—HDINE

e CriticalAlerts D NS I a—F4 VY

425. 74—V RO Y AR— b

OX VIV RTLE T4 —IVREIZIVRR—MLEYS, TIVRR—MINET7—REOJLO—NR
ICTFTE L. Elasticsearch & £ U Kibana N 5HETEX X9,

FE#AIE. About exporting fields Z#BBR L T 23 W,

426. ARV RNDIV—FT 4 TI2DWVWT

ARY MNL—=F—E, 7525 —0OF 2 JTPRETZ 3 & S I OpenShift Container Platform 4 X k
HEHETDEPod T, IRVRMNIL—F—EZITRTOTAVII MDLARY NEREL, TNbH%E
STDOUT ICEXIAHF T, Fluentd lFZTNHDA RV M ZINE L. TN 5% OpenShift Container
Platform Elasticsearch 4 ¥ X4 > R IC#53% L £ 9, Elasticsearch (4 XY h& infraf VT v 7 RICA
vFw 2 LET,

ARV MNLV=Y—EFHTT IO TEI2RELFHY T,

FE#lE. Collecting and storing Kubernetes events &8 L T XL,
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FEEOAXVIDA VAN

BEEOXVIDAVAMN=I

Red Hat OpenShift Logging Operator #4 Y X2 h—JLLTAOF¥ Y I %7704 TE £ 9, RedHat
OpenShift Logging Operator (EAFX Y 724 v 7 OAVR—%Y M afERR L. BEEBLET,

R

O > ik, 27D OpenShift Container Platform &£ %) ) —XH 4 V)L T, 4
VAMN—IVEBEARO VR—R Y ME L TRHINF S, Red Hat OpenShift Container
Platform 24 744 IR >—E) ) —2OBE#REEHHRL TWET,

BF

HIBA VA M—=ILDIFEIX. Vector & LokiStack Z{FEA L T XL\, Elasticsearch &
Fluentd IZFEHER &Y, 5D ) —RATHIRINZFTETT,

5L.WEBIJ>Y—I)L%{EHL TRED HAT OPENSHIFT LOGGING
OPERATOR A4 YA M—IL T 3

Red Hat OpenShift Logging Operator I&. OpenShift Container Platform Web 2>V —JLZ{EA L TA
y Z I\ _)l/—C‘ 3 i -g—o

IE=S 0
o THEEWERND S,

® OpenShift Container PlatformWeb A Y —JLIC7 VA TE 3,

FIR

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
xY,

2. Filter by keyword 7R v 2 X |C OpenShift Logging & A1L £ 9,

3. FAEABEAR Operator @) X kA5 Red Hat OpenShift Logging %3&IR L. Install 2 1) v &
LE9.

4. Installation Mode T A specific namespace on the cluster/?EIRINTWB Z & &AL Z
ER

5. Operator recommended namespace 7' Installed Namespace T openshift-logging IZ72 > T
Wb E=MRBLET,

6. Enable operator recommended cluster monitoring on this namespacez ER L £ 7,
ZD#F 7> a i, Namespace #+ 7~ = ¥ bIC openshift.io/cluster-monitoring: "true” 5~
WERELET, 77 R9—FE=4"Y v openshift-logging namespace ZNETEX 5 & D
IC. ZDF T avERRTZUENHYFT,

7. Update channel & L T stable-5.y #3ER L 7,
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R

stable ¥ ¥ ®JLIE. Logging D& ) —RAaWRETIEHFOHERELF
¥, LIRIDY) ) —ROEHEFIESHMEZETHICE, TRV TFTvavFex
L% stable-x.y ICEB T 2MENHY ET, xyld. 1 VA=) LOTD X
Vry—N—=U3vERAFT—N=UarviERLET, L& XL, stable-5.7 T
ER

8. Update approval #:®#IRL £,

® Automatic A b 57—k Y, Operator Lifecycle Manager (OLM) I&FT#R/N\—2 a3 A
FIFAAREIC/AL D & Operator * HEIMICEHF T E T,

e Manual X 57 Y—I[lIE, Operator DEHF 2 KR T 57O DBV ARFRAIERZFDOI—
Y—DPBETT,

9. Console plugin T Enable % 7z (& Disable % &R L £ 7,

10. Install 2 vy o2 LZET,

1. Operators - Installed Operators R—J(ZH]Y EH X T. Red Hat OpenShift Logging
Operator B’ YA R—I)LINTWB I EZHELET,

2. Status FUIC, HBDF v I —U B LV InstallSucceeded &, Uptodate EWD FF R b
NRERIINTWB I EZHERLET,

BF

4 YRAKN=ILH5ET § BHIIC. Operator IZ Failed 2 7 —49 ADBRTFINDIBENH Y
£ 9, InstallSucceeded X v z— I HNHRIRII N T Operator D1 Y A M—ILH5ET L7z
BalE. R—VEBHLET,

Operator B4 Y A h—JLiFEHE L TRRIINBWEEIE, RO STV a—FTa 74T arvn
WIFNH%EZRLE T,

e Operators - Installed Operators R—|[C#EJ L. Status I TT 5 — X XKBMOBEZHE
RLET.

e Workloads » Pods R— (L& L. openshift-logging 702 7 h® Pod TRBEAZHRSE L
TWsO070FEZERALET,

52.WEB I~V —JL%A{EH L T CLUSTERLOGGING # 7Y 4 N & {ERK
ER)

Logging Operator &4 ~ X k—JL L7=%%. ClusterLogging h X% LYY —Z &KL T. V5 R9—
oOJRML—o T, BLUOTIL IS —%2RETILENHY £,

=S5

® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,
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FEEOAXVIDA VAN

® OpenShift Container Platform Web 1> ¥ —JL® Administrator /X—2ZXJ 571 TIZT7 VR

TZE %,

1. Custom Resource Definitions R—JICFEIL £ 9,

2. Custom Resource Definitions’*—< ., ClusterLogging%=2 v 2 L&Y,

3. Custom Resource Definition detailsR—< T, Actions X =1 —H"5 View Instances % &EiR

L/i-a—o

4. ClusterLoggings *—Y T, Create ClusterLoggingz?7')v -7 L%,

5. collection % > 3 > T, Collector Implementation Z3&iRL £ 7,

.

R

Fluentd I33E#R R >THEY., SHBDY ) —ATHIRINEFETT, Red
Hat i, REDY Y —ADZA 7H A VIILARICZDHEEDNTIBIEEYR— M
REFELFEF T, T OHEBEIZIRINARL QY L7, Fluentd Db Y IC,
Vector ZfHTEXT,

6. logStore 22> 3 VT, #14 THRBIRLET,

.

R

OpenShift Elasticsearch Operator (3R > THEY ., [FERDY ) —ZXTH|
MRINBFETY, RedHat &, IREDN ) —RDZA 7H A VILARIZZ DHEEE
DNTEBEEYR—MNERBELETH, ZOBBEIRIRIN A< ARY F L,
OpenShift Elasticsearch Operator 2L TTF 74 /I hOATRANL =D %E
B9 BLHYIC, LokiOperator #FATE XY,

7. Create=2 )v o LZX7,

5.3.CLI Z {8 L T RED HAT OPENSHIFT LOGGING OPERATOR %= 1 v

AM=ITB

OpenShift CLI (oc) Z=f#A L T. Red Hat OpenShift Logging Operator #4 Y A h—JLTE X7,

=S5
o THEEWERND S,

FIR

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

. Namespace 7 7V h%, YAML 7 74L& L TR LE T,

Namespace - 7> = ¥ b DHl

I apiVersion: v1
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kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z1# €T 2 BENHY T, X M) IR E D5
BORETLHEMER CICIE. Prometheus DY SR —FEZF YV ITRI VY
%z . openshift-operators namespace 75 TIid72 <. openshift-operators-redhat
namespace O A MY VR EZRET LD ICKRET 2VENHY FF ., openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
MY . OpenShift Container Platform X b v 2 R UCZRITX M) v I 2R "HET 50
BEMAH DD, ThICL>THREDVELZHREELIHY F T,

Q XFH, V5 RAY—EFE=4 ") > 7 openshift-operators-redhat namespace % X5 T X
LI TOSRNIVEEZDELDIIEET IREIFHYET,

2. kDAY R&EFETLT, Namespace 7 72/ M =EHALZET,

I $ oc apply -f <filename>.yaml

3. Red Hat OpenShift Logging Operator ® Namespace = 7> =7 M {EHR L £ 7,

Namespace - 7 = ¥ b DHl

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

4. ®R@OAX > R%EFEITL T, Namespace # 7V =V NEERALZE T,

I $ oc apply -f <filename>.yaml

5. OperatorGroup # 73z Y %, YAML 7 74L& LTHER LT,

OperatorGroup A 7 o hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9
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wopenshift-logging % namespace NDEZBIE LTIRET BHRENHY T,

6. LTFDaO< Y KAZEFTL T OperatorGroup # 7V =7 & BRHL X7,

I $ oc apply -f <filename>.yaml

7. Red Hat OpenShift Logging Operator IC namespace #4729 54 794 576D
Subscription 7 7 MR LE T,

Subscription 7 7> & b DHl

-

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: cluster-logging
namespace: openshift-logging ﬂ

spec:

channel: stable 9

name: cluster-logging

source: redhat-operators
sourceNamespace: openshift-marketplace

openshift-logging % namespace D&FI& L TIEET 2RELHY £,
F+ &)L & LT stable 7214 stable-x.y #38E L 7.

redhat-operators #357%E L £ 9, OpenShift Container Platform ¥ 5 24 —4%, JE#ERHE Y
SRY—EEMENBHERINIERY RT—TIC4 VA M—=ILEINTWBIHFE. Operator
Lifecycle Manager (OLM) D& ERFIC/ERK L 7= CatalogSource & 72 = 7 F D &R %15
ELEY,

8. RDAXY YV KRAERFTLT, ¥Y7RV YT avaEBALET,

I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator |d openshift-logging namespace IC41 Y A h—JILE N X

ER

L UTFOOYY RZ2ETLET,

I $oc get csv -n <namespace>

2. HA%EZE L. RedHat OpenShift Logging Operator A* namespace ICfF7Ed 5 Z & & HEER L
x7,

H A B

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
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openshift-logging clusterlogging.5.7.0-202007012112.p0
OpenShift Logging 5.7.0-202007012112.p0 Succeeded

5.4.CLI #{#fH L T CLUSTERLOGGING # 7 ¥ NA{ERRT 5

IDT7ANhOOFYITRER. BEWREZYR—MNLET, AIELZEEICDWVWTIE, JVR—F
VRDFa1—ZUJEREICETEMNEY I ESRLTEI W,

([} =355
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,
e O X M7 HE® OpenShift Elasticsearch Operator 5 Y A h—JILINT W3,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

¥
1. ClusterLogging # 7>z b YAML 7 74L& L TR L £ 9,

ClusterLogging 4 7 = 7 b D

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: G
resources:
limits:
memory: 256Mi
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requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

Z a1l instance THHZUELHY F 7,

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEE T 315514,
Zh% Unmanaged (BB ICERET DI &N KROOLNZIGENHYET, L. BE
HDFTOA A2 ME OpenShift Logging BY X —Y ROREICRINZ ETEHFAZE
LEHA.

Elasticsearch MR EICHERERE, CREFRHL TV Yy— KDL Y r—2avR) o —
BLUOKEANL—VAEBRETEET,

Elasticsearch B8& 0OV Y — XA 2 xF T 2HEZEEL £T. BEHS L UREOEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALET, /=& xE, 7H
DIFEIXT7d &Y £F, maxAge LW EHWOJIBHEIBRINE T, EOTY—XDREF
RYY—%BETIMENHY XTI, IBELAWE, Elasticsearch 4 T v 7 RIEZED
V=R LTERINZEE A,

Elasticsearch / — ROEAIERELF T, ZDY A MIEHEREEIELTLEI WL,

Elasticsearch A AL —Y DEBBFEODA RN L —V IS RADEFIEAALET, BEHR/NT 4 —
RUAEBDICE, 7Oy 2R ML —Y%EYYHTERAMN =Y I52%BELET, R
NL—U 2S5 R%IBE LRV E, OpenShift Logging IE—BERA ML —Y%FRALET,

MHEIIECTCPUBELUAEY —BEREZEBELEFT, INODEEEDFFICT S E.
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELE T, IhoDFT 7+ )L MEE
FEAEDTTOAAY PTIIRERKFERTEZET T, 774 MEIE, XEY—
EXRDIFZEIE 16GI THY. CPUEKRDIFZEIF 1 TY,

WHEITIH U T Elasticsearch 7AF Y —D CPUB LU A TN —DFHIRB L VEKREIRE L
¥, INODEAEAZEDFFICT S &, OpenShift Elasticsearch Operator (&7 7 # )L ME&
ERELET, INODT 74N MERKIZEAEDTFOA4 XY NTIEBBRLKFRTE
239TY. T7AIMEE XETY-BROFEI 256Mi. CPUBRDHE(IE 100m
T,

Kibana DEXEICMHEBERRTE, CRAFAL T, TRMEZEIERERT 57-HIC Kibana # A4 —
)2 L, Kibana /— RO CPUBLIUAEY —2BRETEXFT, FMiZ. o/ a7
FAY—DFHRE 2SR LTLLKEIW,

Fluentd MEEEICHELRIRTE, CRAEZFAL T Fluentd D CPU B LUV A T —HIR%ERTE
TEFT, FMIE. TFluentd DFREI] #SBLTLEIL,
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pa )

Elasticsearch AY hO—ILTFL—Y /) — ROFABIL3I TY, 345823
nodeCount #3189 %35 4&. OpenShift Container Platform I, ¥ 24—, ¥
FATVENBLIVT—HIO—ILEFEALT, 3D2OYRY—& L TOBEEREDDH
%/ — NT& % Elasticsearch / — RZ{ER L £9, EBIND Elasticsearch / — K
&, 2547 L T—90—-)EFBLTT—9EARA/— K& L TERS
hEd, avbO—ILFL—r/—RiE A VTv 90 RDEMRS & THIER.
vy—RDEIYHET, BLV/—RFRDEMREDI ZRAY—LETOT7 I3y
ERITLET, 7—9/—RIEFy+—REEHF L. CRUD, BRR. L UVEHA
EOT—YEEDRFEERITLET, T—YEEDREIL, 1O, XE)—8B&
VU CPUERNEBDRIETT, ThH5DYY—RAEERL, BWIT/— KA —/1"—
O—RTBBAICT—Y/—REBIMTEIENEETT,

7= & Z1E. nodeCount=4 DIBEIC. LTD/ — KB ERINZET,

I $ oc get deployment

aspalt
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

AVTYIRTVYTL—MDTS47Y) —> v+ — ROEIL Elasticsearch 7—%4
J—ROBEFLLRYFT,

openshift-logging 70y 27 MIPod #—EBRRLT. 1 YA M= EZRIETETET,

110

RDOAT Y RFZERFTLT. Pod z—EBRRLEY,
I $ oc get pods -n openshift-logging

ROYZAMDED AR, OFVFAVR—RY MO Pod #8RELZE T,

READY STATUS RESTARTS AGE

cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flmgj 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
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55,4 VA KN—=JLEDH RY

Red Hat OpenShift Logging Operator =4 >~ X h—JL L 7=%%. ClusterLogging 1 X% L")V — X (CR)
HERBLUVERELTCT 7O XAV MERETEET,

B> b

Elasticsearch A7 X 7 Z{EHA L TWRWIEE L. AR Elasticsearch logStore & & U Kibana
visualization 1~ R—* >~ k% ClusterLogging 7 A% L)Y —X (CR) B SHIBRTEZE T, IhHd
AVR—Y NDOBIRIEA T2 a>rTEH, ChiCLY Y Y —REEHHNTEZE T, Elasticsearch O R
h7aFEALAVEEORERAIVR—XY bOHIBR 258 L T ZIL,

5.5.1. ClusterLogging 7R & L)Y —XICDWT
OFX Y JRIEZZEY %ICIE. ClusterLogging H X% L)Y —RZ (CR) 2K L. ZELZET,

ClusterLogging h A4 LAY YV —X (CRD) DY~ 7L

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed G
#...

CR W £&Hild instance THEHELHY X,

CR I& openshift-logging namespace IZ4 Y A h—ILINZHELNHY X,

-

Red Hat OpenShift Logging Operator D EIRIRAE, JREEDH' Unmanaged ICEREI N T W2 I55,
Operator IEHR— MRRAERY, BIFITZIFEY ZTHA

552. 00X NL—YDEE

ClusterLogging # 2 #¥ L)Y —R (CR) AZEF$ 22 & T, OX VI THEATZIOVANL—J DS A
TERETEET,

GRS a3
o TIEHEIERNH S,
e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

® Red Hat OpenShift Logging Operator & WERO 'R k7 (LokiStack & 7z Elasticsearch) A% A
V7\ I\_)l/-SnT\/\éo

e ClusterLogging CR BMERINT W3,

m
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R

OpenShift Elasticsearch Operator I EHRE > THE Y, KDY ) —XATHIFRI NS
FETY, RedHatld, IREDV ) —XDSA4 7H A4 VILHRICZDEED/NNTIEIE &Y
R—NZRELFETH. ZOMEEIFIERINA K ARY £ L7z, OpenShift Elasticsearch
Operator 2R L TCF 74/ OOV A ML=V A EET 50 Y IC. Loki Operator
EHEATEEY,

FIR

1. ClusterLogging CR @ logStore {t#%#Z&HL £,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

OJRANT7DIA THEIEELZET, Ihid lokistack Z 7z (3 elasticsearch DU\ TN T
-a—o

Elasticsearch A7 A N 7 DEBDHREA T3 v,
TTREDY A TEIEELE T, TDEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7%
FullRedundancy 2§ TCE X9,

O o0 o

LokiStack DEEDEREA > 3 v,

LokiStack #O7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack

12
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lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@EH L £ 9,

I $ oc apply -f <filename>.yaml

553.O073L 4749 —DH“E

ClusterLogging # 2 ¥ L)Y —R (CR) AZEF$ 22 & T, OX VY THERATZO/ILII—DF A

TERETEET,

pa 3

Fluentd I$FEHERE > TH Y., 5D ) —RATHIBRINS FETY, RedHat &, IR

TEDOYY—ZADZA 794 2IFBICDEEEDNTEBIEE Y R— MNEREL T35
DHEBEIZIREEI N AR Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,

ol

[} =355
o EIEERNDH 2,
e OpenShift CLI (oc) B Y 2 h—JLI N T W3,
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKI N T W3,

FIa
1. ClusterLogging CR @ collection ft#%=Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

Q OXVJIERT207aL99—0D%4 7, Thid. vector £7=1Z fluentd ICT 3T &

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml
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554.0E2754—0DHTE

ClusterLogging #2 ¥ L)Y —R (CR) AZE$ 22 & T, OX VY THERATZO/ES 1754 HF—
DYA THEERETEZET,

(1} =355
o TIEERNDH 2,
e OpenShift CLI (oc) B4 Y &2 h—JLXI N T W3,
® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

8%

AJ#R4EC OpenShift Container Platform Web > Y — LA FRET 31541, O > /0
VI=IWTZ T4V ERMICT ZURENHYET, "Web AV Y —ILIZLZOTDER
" ICBATERFa XY MESBLTIEIL,

FIR

1. ClusterLogging CR @ visualization T4 % Z&E L £ 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

Q AOFXVJIERAT2EY 2754 -0y 17, Ihid, kibana %7 % ocp-console @
WEFNHTT, Kibana I Y —JLid Elasticsearch A A ML=V A FERT 27701 X
v NEDHEBRMENH Y., OpenShift Container Platform 3> Y —JLI&E LokiStack 70
A AV NEDHBEBMEDRHY T,

g Kibana IV Y —ILDIEEDRETE.
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9 OpenShift Container Platform Web 3>V —JLDEE D& E.

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £9,

I $ oc apply -f <filename>.yaml

555. %Y NDO— O DHBENENCAR>TWVWBRBEO7A I NEDMNS 74 v ID
el

VIR —Fy ND—=0TONAF—ERy NO—V ODBEEBENCT 2HTEENHY E T, ZD5H
A. OpenShift Logging IC& > TF 704 I3 Operator ’EEN 270V NED XY T —2
NS4 vV %HFRATEIRENDHYFET,

2y NTO—0DNEE, BRZ7OVTY MIHZPod BLUVY—ERBORY 7= ST 14w
2%70v2L%Ed, OF > JI&. OpenShift Elasticsearch Operator % openshift-operators-redhat
7O x Y MMIA X b—JL L. RedHat OpenShift Logging Operator % openshift-logging 70
VIV MIAVAM=ILET, LEN>T, 2hd22007OY ) NEDKNS 74 vV %HFAT S
WBEIHY ET,

OpenShift Container Platform (&, 2 DDHYR— MNRRDA T2 3> %77 # )L kD Container Network
Interface (CNI) * v k7 —% F0O/31 4 —_ OpenShift SDN & & 1" OVN-Kubernetes FRICIRHE L £
T, INLH2207ANA Y —FIFTIEAQRY NV I DBRY O —%aRRLFT,

OpenShift SDN ICIE 3 DDE—KH'HY E T,

network policy (v h7—2 KR > —)

NIRRT I7AILMNE—RIZRYET, RYP—DERINTVWAWEEIF., TRXTOMZT1v )
HEFALEY, L. A—HY—DRIVY—%2ERTDEHR. BERIRTOMNS 71 v I %ER
L. fIAAEEMLCRABLEYS, COTOERTIE. E4% 70V bTEIFTIRTVWE TS
F—avh BT 2RI HY ET, TDRD, R U—2FRMIEKEL. 1o0O0FX Y JH
BEO7OVI Moo aOv Y bADegressD 57 41 /775:.:4'-_.[[,5?3'0

multitenant (¥ILFTFF > M)

ZDE—FIE XY M7=V DDBEZRTLET, 220AF VIEHEDC IOV M EEELT
o770V NEDNS 74 v 0 EFTLET,

subnet (M 7xv b)
ZDE—RTEE, IRTOMZ T4 vV %&FALET,. XY MT—UDBEEITLERA, 77
YavREAETY,

OVN-Kubernetes &I X v I~'7 JR) O — HFRALEFT., TDRH., OpenShift SDN DiFE & E

BRI, RYY—FBARMICKREL, 120Xy JEAEQ OV Y bhstho 7OV o bAD
egressDNZ 74wy %E?ﬂ?é%\%?b“% YExEd,

FIR

e multitenant €— KT OpenShift SDN 2 L TW3HAIE. 22070V /7 MIsmL &
T, UTFICHZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

° i 71 I&. network policy ® OpenShift SDN & & 1" OVN-Kubernetes D& £, LU TFDEREA
TLET,

115
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a. openshift-operators-redhat namespace ICTNILERELF T, UTFICHERLET,
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat. openshift-monitoring. & & U*openshift-ingress70Y =
2 M Hv 5 openshift-logging 7AY =7 MAD AN %FFAI$ 5. openshift-logging
namespace ICRY N7 —O R —F TV M EERLET, UTICHIERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

BEER
¢ XY KNT—=URYI—IZIDWVWT
® OpenShiftSDN 77 #JL K CNI xy hT—72 IO —I1IonT

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & N7 —2 70O/ 4 §—|(C
2WT

16
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FeE OX VY J/OEH

BeEOXVJDEH
AJYTORTFLDEHMICIE. Y4 F—Y ) —EH Gyz) EATv—1) ) —EFH (Sy) O 2 BEN
HyxEd,

61714 F— Y —XDEMH

Automatic BHI&ASRA T avaFALTAY Y T A5 A Operator 24 VA =)L L2154,
Operator &% A4 7 —N\—=Y a3 VOEHRZBBNICZITRY FJ., FHMTOEFFIRZET T 20EI1E
HyFEHA.

Manual BiE&SEA T avaFERALTOYY T X5 L Operators 4 Y A h—JL LIZIGEIE. ¥4
FT—N=U a3 VOEHREFETERTZ2LENHY £7, FEMIE. REFD Operator B D FEHEER
HESRLTCEI Y,

6.2. XY v—1 ) —RDEH

ATy —N=UaVEBEHFTBICE. WO DFIEEFHTRTIINEIHYET,

AV —1) 1) =22NR=23 VOE#MEEYR— MEBRICDWTIE, OpenShift Operator Life Cycles %
SRLTLEIL,

6.3. RED HAT OPENSHIFT LOGGING OPERATOR D &E#f

Red Hat OpenShift Logging Operator Z#T L WX T v —1) ) —=2/X—=2 3 VIZEFH T 5 ICIE. Operator
HITRO) T aVOBEHF v+ RIVEEETD2MENHY T,

lE= 33
® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,
o TIREMRNH S,

® OpenShift Container Platform Web 3> Y —JLIZ7 2 £ A TXE, Administrator /X —2ZX R %
T4 TERRILTWS,

FIR

1. Operators - Installed Operators I(CFEIL £ 7,
2. openshift-logging 7OV M %&RLE T,
3. Red Hat OpenShift Logging Operator 2 1) w7 L9,

4. Subscription #2 1) v 7 L %9, Subscription details 2 2 3 > T, Update channel ') > ¥
o)y LET, OV VITERRANME REDEHF v RILICE o> T stable 7413
stable-5.,y TH B AN HY £ 7,

5. Change Subscription Update ChannelV 1 > KO T, RFiDOA I v+ —N\—I 3 VEHFRF v X
JU stable-5.y ##R L. Save =V ') v U LE T, cluster-logging.v5.y.z/X—> 3 VITFRL
TLEIW,

17
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1. ##%F > TH S Operators - Installed Operators #%2 !1) v 7 L £ 9., Red Hat OpenShift

Logging Operator M/X—< 3 ¥ A HT D cluster-logging.vs.y.z/ A —>a v & —HI 5 &%
HERLET,

2. Operators — Installed Operators R—< T, Status 7 1 —JU K Succeeded Z3RET 5D %

FHRLEY,

6.4. LOKI OPERATOR M E I

Loki Operator Z#F L WX Y v —1) Y —ZAN—=I 3 VICEH T 5ICIE, Operator U TRV Y T avd
BHF v RIVEEETIBRENHY T,

[} =355

® LokiOperator B’ Y A h—=JLINTW 3,

o TIEERNDH 2,

® OpenShift Container Platform Web 3>V —JLIZ7 2 £ XA TXE, Administrator /X —2ZX R %
TATERTLTWS,

FIa
1. Operators - Installed Operators I[CREIL £ 7,

2. openshift-operators-redhat 70> =7 & #IRL 7,

3. LokiOperator 27 v o LXY,

4. Subscription #21) v 7 L %9, Subscription details 2 2 3 > T, Update channel ') > ¥
o)y O LET, OV VITERRANME REOEHF v RILICE o> T stable 74 (1&
stable-5.,y TH BRI HY £ 7,

5. Change Subscription Update Channel”7 1 ~ KO T, RFIDA T v+ —N—=TJa VEHF v
JU stable-5.y #3#R L. Save =7 ') v U L X7, loki-operator.v5.y.z/X—2 3 VITERBLT
TV,

MREE
1. ##%F > TH S Operators - Installed Operators =7 ') v 7 L9, Loki Operator D/\—
T 3 VHRHD loki-operator.v5.yz /N\—> a3 v E—BLTWA I EAHRALET,
2. Operators — Installed Operators X—< T, Status 7 4 —JU K%' Succeeded ZHET 5D %

FHRLEY,

6.5. OPENSHIFT ELASTICSEARCH OPERATOR D &E#f

OpenShift Elasticsearch Operator ZIRED/N—Y 3 VICEHT B, Y TRV YTV avaEERT
ZRENHYET,
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R

OpenShift Elasticsearch Operator I EHRE > THE Y, KDY ) —XATHIFRI NS
FETY, RedHatld, IREDV ) —XDSA4 7H A4 VILHRICZDEED/NNTIEIE &Y
R—NZRELFETH. ZOMEEIFIERINA K ARY £ L7z, OpenShift Elasticsearch
Operator 2R L TCF 74/ OOV A ML=V A EET 50 Y IC. Loki Operator
EHEATEEY,

AR

® Elasticsearch =7 7 AL hDOJZA M7 ELTHERAL, Kbanax Ul & L TERLTW3IEE
l&. Red Hat OpenShift Logging Operator % B #79 % g1(C OpenShift Elasticsearch Operator
ZEHFLET,

BF

Operator #[EiZ>LIEF TE#H T % &, Kibana IEEFH IN Y. Kibana HR ¥ A
Y —2 (CR) RIERS hEt A, COREEMART 2ICIE. Red Hat
OpenShift Logging Operator Pod ZHlIff L £9, Red Hat OpenShift Logging
Operator Pod BT 704 I % &, Kibana CR AMER I 1. Kibana B"BEF]
FARTREICARY £ T,

® Logging DRAT—FANEETH %,

o FANRTDPod DRAT—4 Xid ready T,

o Elasticsearch 7 5 X9 —HEETH %,
® Elasticsearch & U Kibana T—9 DNy I 7 v THERINTW S,
o TIEERNDH 2,

o MEIIFIFED /=8I OpenShift CLI (oc)H'M Y A h—ILI N TWD,

FIR

1. OpenShift Container Platform Web 1> —JL T, Operators — Installed Operators =7 ') v
7LFT,

2. openshift-operators-redhat 7OV 7 & ERL F 7,
3. OpenShift Elasticsearch Operator 227 ') v 2 LE Y,
4. Subscription » Channel 27 ) v 7 L9,

5. Change Subscription Update Channel 7 1 > K7 T stable-5.y Z#3&iRL. Savez/ ) v ¥
L 9, elasticsearch-operator.v5.y.z /X\—2 3 VITFEE LTIV,

6. B#EF > TH S Operators - Installed Operators % ') w 2 L £9, OpenShift Elasticsearch
Operator M/X\— 3 VA &RF D elasticsearch-operator.vs.y.z /XA —Y 3V E—HLTWB I &
EHERLET,

7. Operators - Installed Operators R— T, Status 7 4 —JL K%' Succeeded Z,RET 2D %
HELET,

a. Web OV —JL T Operators - Installed Operators =2 'J v 7 L7,
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LROATY REABDL, BHEHRL T, §TD Elasticsearch Pod #* Ready 27— %4 X I
WO TWBIEzERLET,
I $ oc get pod -n openshift-logging --selector component=elasticsearch
Hh 5
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
CUTOaR Y REABDLTHADEBER L., Elasticsearch 7 5 29 —D X7 —% X H¥ green TH
2T EEWABLET,
$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health
6
{
"cluster_name" : "elasticsearch”,
"status" : "green",
}
ROAR Y REABDL, HAO%HESEL T, Elasticsearchcron ¥ 3 7hYWER I N/ Z & %#FEEE L

i—a—o

I $ oc project openshift-logging

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4, ROATY RAEAAL, HAOEERLT. QAN TPHAELWA=U 3 VICEHFIN, 41V

TYIADN BB IR >TWEIEEHRELET,
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

H71C app-00000x. infra-00000x. audit-00000x. .security 1 V7T v V7 A AEFNB I &%
HERLEY,

BN BREDRT—IRADA VT v I A= HHH

I Tue Jun 30 14:30:54 UTC 2020
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health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 3 1 222195 0 289 144

green open infra-000004 rtDSzogsSI6saisSK7Au1Q
31 226717 0 297 148

green open infra-000012

RSf_kUwDSR2xEuKRZMPqZQ 31 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg
11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148

green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uOuURTKZMjg_bbUc1g
11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147

green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146

green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

5. RDAR Y RZEAAL, HAZERL T, OJ7ED a7 SA Y —DAELWN=Ya VICEHRS
NTWBZEzMEBLET,

I $ oc get kibana kibana -o json
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122

HAIZ ready A7 —% XD KibanaPod A& F N3 Z & #HERALET,

Bl6.2 #fHIREEIC H D Kibana Pod D HHI

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

}l

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

I3

"replicaSets": [
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]



F78= 0/ 0aR{t
F7Z 07 0aR1E

7. 07 DOHRILICDWNT

FT7O04 3O R ML =YY Y 2a—2 3 VI LU T, OpenShift Container Platform Web 3> Y —
IWFEE KibanaWeb A Y —J)LT, O T =9 ZdTHIELTET LT, Kibana ¥V —ILIE
ElasticSearch A4 X k7 TEAT X, OpenShift Container Platform Web 3>V — L& ElasticSearch
OJ 2 N7 #7213 LokiStack THERATE T,

= -1o)
KibanaWeb 3>V —JLIZIREI R > THY., FkonsY ) —XATHIRINSF
ET\‘TO

711. 012754 F—DEE

ClusterLogging # 2 ¥ 5 Y —R (CR) AZE$ 22 & T, OX VY THERATZO/ES 1754 F—
DYA THEERETEET,

=S5
o TIEERNDH 2,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

BF

AJ#R4EC OpenShift Container Platform Web > Y — LA FHET 31541k, AFf > s 10
VI=IWT S T4V ERMICTIUENHYET, "Web AV Y —ILIZLZOTDER
" ICBATERFa XY MESBLTEIL,

FIR

1. ClusterLogging CR @ visualization T#%#Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}

proxy: {}
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replicas: {}
tolerations: {}

ocpConsole: 6
logsLimit: {}
timeout: {}

#...

Q AOFXVJIERAT2EY 2754 -0y 17, Ihid, kibana %7 % ocp-console D
WEFNHTT, Kibana I Y —JLid Elasticsearch A A ML —Y A FERT 2T 7O X
v NEDHEBRMENH Y., OpenShift Container Platform 3> Y —JLIE LokiStack 70
A AV NEDHBEBMEDRHY T,

‘9 Kibana IV Y —ILDIEEDETE.

g OpenShift Container Platform Web 3> Y —IJLDEE DR E.

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@EH L £ 9,

I $ oc apply -f <filename>.yaml

712. )Y —2007 DRR

)y —2071&, FIRINZZOTRTEEZIRET 2T 74 NOBEETY ., OpenShift CLI (oc) & &
UCWeb VY —ILAEFALT, EILR, TTOAMAV N, BLVPodBEDKRE Y —0DOT AR
RCEZFT,

BV b
OVDERBERTODIIVARYIVAE®BIELTSICIF, OFVTAA VA M—ILLET, OF VI,
J—RIRAFLDEEOY, 7A)yr—yavays+r—o0d, BLCAVISANSIFy—Od i
& @ OpenShift Container Platform 7 5 29 —M5DIRTOOJZERADOOJ AN 7ICEHLE T,
Z®M%. Kibana 3> Y —JL Z 7=l OpenShift Container PlatformWeb >V —J/L&ENLTAYT—%
HEOIT)—, B, IR TEZXY, VY—2O07EFEaX/oalANTICT9ERALEREA.
7121 )Y —207DXRR

OpenShift CLI(0c) 8L U Web AV Y — LTI FIFARY Y —ADOAV%ERRTEET, OJDKE
MoFmEARSNZOY,

AR

e OpenShift CLI (0€) ~ND 7 7 £ 2 0% 5.

FIE (UI)

1. OpenShift Container Platform 3> ¥ —JL T Workloads —» Pods IC## T 5 h, AET Y
\/_273\6 POd ‘:%@J lJ g-g_o

pa )

EIRGQRED—ED) YV —RICIE, BEFEIIT)—F3PodbHYFEFEA, D
£ORIGEIE. )Y —AD Details *—Y T Logs ) VIV AHETEET,
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2. ROy ¥ oo xza—hmho7Ovz )y NEERLET,
3. AEIT B Pod DERIEV )Y I LET,

4. Logs&=2 Yy LET,

FIE (CLI)
o BEMDPodDAOVERRLET,

I $ oc logs -f <pod_name> -c <container_name>
ZITE, UTFOESICRY FT,

-f

703y OJIKEERAFNTVWIRBIA>THATEIEEEBELE T,
<pod_name>

Pod D&RIZEEL X7,
<container_name>

723y AVTFF—DEFEEELE Y, Pod CEROIVTF—DH2HEEF. IV
T —RERETIHVENDHYES,

UFIChZERLET,

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby
A7 7AIVOREBNHAINE T,

o HEDYY—Z20OJ%EXRRLET,
I $ oc logs <object_type>/<resource_name> ﬂ

Q )Y —294 T L0EFEEELE T,

UTFICHlERLETS,
I $ oc logs deployment/ruby

A7 74ILOARBNHAINZET,

72.WEB OV —Jlick O 01t

AFX>7aAvyY—IVTS74 V%% ET 5 E. OpenShift Container Platform Web 2>V —JL AR L
Ty TF—9 %8k TEET,

AFX I DAVAN—IBEILTS A VAERETDHEICOVWTIE, Web VvV —ILAFERALEZOXY
TJDA VA =L &BRBRLTLEIW,

FTTIKAF Y ITEZAVZAM—ILLTWT, T30 M Vv EBRET D5E1EF. ROFIEEZFERALET,
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7.2.1. Red Hat OpenShift Logging Operator 21 Y X h—)L LizoOF¥ > /1Y —
WTS T4 DEMIE
OfX> 7YY —)L 7354 ik Red Hat OpenShift Logging Operator D4 > X2 h—JLAHIZEMICT

TFEITH. T4 2 %EWPICL T Red Hat OpenShift Logging Operator 24 ~ 2 k—JL L &i5E
b, TSTAVERBMICTDIENTEET,

=S5
o THEEWERND S,

® Red Hat OpenShift Logging Operator 1 ¥ 2 h—JLINTH Y, Console plugin T
Disabled ?HEIRINT W5,

® OpenShift Container PlatformWeb A2 Y —JLIC7 VA TE 3,

FIR

1. OpenShift Container Platform Web 3> ¥ —JL M Administrator /X—2 RV 71 7
T. Operators - Installed Operators ICF$E1 L £ 7

2. Red Hat OpenShift Loggingz=7 ') v 7 L &9, Operator ® Details R—YNRRINZXT,

3. Details *—Y T, Console plugin = 7> 3> ® Disabled #7) v 7 L9,

4. Console plugin enablement ¥4 7704 T, Enable Z#iRL 7,

5 Save =7 YUv I LZETY,

6. Console plugin = 7> 3 > |C Enabled E RRINTWB Z AR LE T,

7. EENBEAINDE, Web AV Y — IRy TPy T4 Y RUDBKRRINET, 914V R
IKWeb AV —IbD)O—RERkDZTOV T IDBRRINET, Ry TT7vTo1 v Rop
KRINEL, 720 —%2B8HLTCERLZHEALET,

73. 95 RF =4y aRh— RKRORR

OpenShift Container Platform Web > ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v ¥ 27R— K&, Elasticsearch 41 Y 24 V2%, BBEDORKEMIES LUBHICERTE S
@RI D Elasticsearch / — RICDW T DEFMIERERRTLE T,

OpenShift Logging ¥ v ¥ 2/ R—RIZIE, V5 R9—)Y—R, AX=2aL V2 av, J5R9—D
2+ — R, Fluentd 5t E. V5 R4 —L RV TD Elasticsearch 1 Y A4 ¥ ZITDWT DM %= R R
TE2Fv—MDEFNET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — NIZ(E, Elasticsearch 1 Y 24 ¥ ZDFFMAERTT %
Fr—IMAEENET, INSDF¥—hrDZELIE/ —RLRILDEDTHY., NI, 1 VT v D
A, V=R, VY —RABREDFMIPEENZET,

7.3.1. Elastisearch & & Uf Openshift Logging ¥ v ¥ 27/ R— KADT7 7R

OpenShift Container Platform Web 1>/ —JL T Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v aR— RERRTEZXT,

FI7
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H7&% 070

FyoaR—REzEET I, UTE2ETLES,

1. OpenShift Container Platform Web 1> —JL T, Observe - Dashboards =7 ') v 7 L %
ER

2. Dashboards *—< T, Dashboard X =1 —M 5 Logging/Elasticsearch Nodes & 7= (&
Openshift Logging #:#R L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— RDIF&EIE. RnT 2EDH % Elasticsearch
J—R%EERL, T DRIEEEZRETEZET,

BT Y Y 2aR— RBRJIIN, T—IDEHEDF ¥ — hHRRINIT,

3. HEICH LT, TimeRange X — 21— LU Refreshinterval X Za2—H5, T—9 &2RRT
I FEIFABEAOHEEEZ/ET—ID) 7Ly al—MEBRLET,

Fwakh—RKFv—MIDWTOFMIE. About the OpenShift Logging dashboard & & U About the
Logging/Elastisearch Nodes dashboard #8HR L T 72X W,

7.3.2. OpenShift Logging ¥ v >~ 27/R— RIZDWT

OpenShift Logging ¥ v ¥ 27 R— KIZI&, 75 X% —L NV T Elasticsearch 1 ~ 24 ~ 2 DFFll & &
TIBFvy—IMDEFNTEY, InZzFERALTEEZSDMML. FRATEET,

7.1 OpenShift Logging F+— k

XMYIR

B4

Elastic Cluster Status (Elastic Cluster D 2 7—% X)) Elasticsearch MIR{TRAT—4 R:

® ONLINE: Elasticsearch 1 Y X% ¥ A7 v
SAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A% > AH' A
7240 THBEERLET,

Elasticsearch 1 > 24 > AR D Elasticsearch / — K
DEEHEL

Elastic Nodes (Elastic / — F)

Elastic Shards (Elastic ¥ ¥ — R)

Elastic Documents (Elastic ¥ 21 X > )

Total Index Size on Disk (T4 XV LD&EEA VT v

5 244 X)

Elastic Pending Tasks (Elastic D{REHD S 2 )

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elasticsearch 1 > X4 > AR D Elasticsearch & v+ —
R DEEHEL

Elasticsearch 1 - 24 > AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 41 YTy 2 RAICEHAINS T4 RV A

ELERE

AVTYIADER. A VTIIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST

JVM B9 5 X9 —TD Elasticsearch ARX— L 4

v a3 VEREDORTICE LR,
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XMYIR

Elastic JVM GC Rate (Elastic JVM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/

7y FDLATrY—DAE

Elastic Query Rate (Elastic 7 ') —L — I)

CPU

Elastic JVM Heap Used (Elastic JVM &£ — 7 DfEHA)

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D
= F)
File Descriptors In Use (fEFAHR D 7 7 1 JLEZIRF)

FluentD emit count (Fluentd M4 EX)

FluentD /X 7 7 — D%

Elastic rx bytes (Elastic rx /31 k)

Elastic Index Failure Rate (Elastic 1 7 v 7 2%k
)

128

B4

VM BB T EICHR—=C T ITF A ETF 4 —%ET
ER-N =i Ik

e VIY)—LAFvi—: & Elasticsearch &3
9 T —DERITICHERTIFRE,

o JIvFLATFTVi—: & Elasticsearch &3
JT—PNF—F DT v FICETEHR
SN

BE. 7TvFLATUVY—OERAERIT)—LA
Tvv—dYtELARYVET, JzvFLATY
YN —BLTEMY 558, IhiET 41 X7 D&E
EOET. 79 DEM. FLFIHERIZTEEK
MRLBERDHZ 2R LTVWBAREENHY X
ER

% Elasticsearch / — RMD 1## 7 Y IC Elasticsearch
AVRIVAICH L TETINEI ) —DEES

AVR—3> M T EILRRIN S Elasticsearch,
Fluentd. & UKibana IC& > TEREI NS CPUD

=
==k

FARAINZIVM X EY—DE, EERISAYI—T
E. UM AR— LI avIitd>TAEY—H
BrIhde, VYST7REEMAETE2RLEY,

% Elasticsearch / — R ® Elasticsearch 1 Y X% > R
ICE>THERAINE T RVBEDEET

Elasticsearch, Fluentd. & & U Kibana IC& » TER
INB7 74 IVEBRFDOEEE,

Fluentd 77 # )L NEAD 17 H7=Y D Fluentd X v
VDR BB LT 74 MEDOBRITE.

Fv U IICEREINTWS Fluentd /Ny 7 7 —DE|
B, Ny T 7—H—WIZAB &, Fluentd "ZIET 3
OJ7#HENEBTERAWZ EARTHREENDHY F

ER

Elasticsearch #* FluentD. Elasticsearch / — K., &
LV ZDMHDY —ANSZELLEEE/ N1 ML,

Elasticsearch 4 57w 2 A TKRB LA 1#HEYD
BEEH, L— M EWESIE. 41 VFy 7 2ICH
BLHBIEHERIEREELHY £,



H7&% 070

XRMYIR E7L
FluentD Output Error Rate (Fluentd H 1 T 5 —K) FluentD 2O 7 DHEHICKKT 5 1#H 7Y ODEEFD
.

7.3.3. Logging/Elasticsearch / — K%' v ¥ 2 R— KD F+— K

Logging/Elasticsearch Nodes ¥ v < 2 7R — RIZIE, BIIDERTICfE T X % Elasticsearch 1 ¥ 2%
VADEMERTTEFr—MEEFRET, ThS5DFr—bDZLIE/ —RLRILDEDTT,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v < 2 7R — RIl(E, Elasticsearch 1 Y 24 YV 2D X7 —4 A I
THEUTOFvr—rDEENET,

K7.2 Elasticsearch A7 —4% X714 —JVL K

b R/ B4

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. &&Ured A7—%
2%EEAT D, BRINWBEICE T3R5 —
@IE"I%""‘EZ?_& Zo

e O:Elasticsearch 1 ¥ 24 >~ A H* green A
T—HRATHBIEETLET, Thid,
TARTOYvy—RAEYHTHLNE I &%
BELEFY,

e I:Elasticsearch 1 ~ 24 > XA yellow R
T—HRATHBZEETRLET, Thid 1
DULEDYv—ROL T HY v — RHE
YETHNBRWIEEBKLET,

® 2: Elasticsearch 1 Y A% Y AH red RFT—
HRATHBIEHERLET, ik, 1DL
to7s4<) =Y v—REZDL T A
MHEYHTOENABWCEEEKRLET,

Cluster nodes (7 2 2% —/—K) 9 5 A% —HD Elasticsearch / — KD EEHEL

Cluster datanodes (7 2R —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,

Cluster pending tasks (7 2 29 —DRBHDIHY R V) HTLTHELT. V5R9—F21—THEHDI S
A —REEEOH, EzlE. 1 VT v I ADE
B 41V7v 7 ZOBIER. ¥v—RKDEIYHTHRE
BHY £d, EIMERIE. 7R —HERICHIG
TERWZEZRLET,

Elasticsearch 7 S A9 —A VTV I A v—RKDAT—H R
% Elasticsearch 1 YT v 7 Ald, KL INIT—YDEKXKBATH B 1D2ULEDY ¥+ — RDHE
TGIN—TTFT, AVFTYIAVY—RIZIK, TS5A43)—2v—RELTYV AV Y—RD2DOD¥
A TDBHBYET, RFAXYIMDNMIUYTYIRICAVTYIRbINZ E, ZhiFTS4<)—
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Sy —ROWTNDICREIN, TOVY—ROIRTOL Y HICAE—IhFT, 514~
)= v —RDEUIA VT v IV ADERFICIEEIN, COHIIA VT vy 7 ADEMEBICEERET
5ZEETEEFRHA, LTV AV Y—ROBIEWDOTEEETEET,

AVFYv IR v —RIE, SATHAIN T —XELIFISRAI—TRETDEARY MIHL TER
DREICTYEDYET, Pv— RPIREBLVAI VTV IRBRAEZFTTEBZHRAE. Yv—RE72
TATICRYET, v —RKHBINODERERITTERWVES., Pv—RNEFET7I71 IRV ZF
T Vv — ROHHE. BEY LT, REYYTAREDREICHBIFEIE., Vv —RDFET V51 TIC
RBAREEINHY FT,

AVTYVIRYvy—RIE, T—IDYBRIRTHZ2A VTV IRAETAY M EFENZEHDNI R
7OV I TERINET, 1VTvIRET AV ME Lucene BF72IiCA Ty 7 {3 nicT—
H%AIY MLEEZIERINZER/NILK, 132—9 TR Lucene 4 YT v U ATY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTAVTvIRE
TAV N ELYKRZREIAVMIT—I L, XY NOEHEEZBVREBICHELEYT, EI/AY
Naevx—UF270CANFREIAY MHBERINDZEELY BEL RZBEE. BE HZI &%
RO AL HY T,

Lucene WMRRIBERED T — Y IRIEAEITT 215G, Lucene IEEET 21 VTV I ADAI VYTV IR
TITAVPMIRLTREEZERITLEY, TDEO, T AV MIE, AEY—ICO—KRIh, vv 7
INDIBFEDT—AIBENEENET, 1 VT VIAIRYEVTIX, EIAV N T—9EETHERAIN
ZAE)—ICKELKHELEEZZUREEIHYET,

Logging/Elasticsearch Nodes %' v & 278 — R IZI&. Elasticsearch 41 Y7 v 7 X2 v+ — RIZET B LUTF
DFv—rHFENXT,

K7.3Elasticsearch 7 S A9 —D>v—KRAFTF—H ADFv— b

XRMYIR Bl
Cluster active shards (2 S R4 —DT7 V7147 VSR —ILBIBTIT1TRTZ4<7Y —
S —F) Sr—ROBE, LT NEEDY v— ROAE

B, v —ROEDNKELARBE, V7TRAY—0D/N
T3—IVAMNMETFLIBO ML HY £9,

Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERBVWS v — KO, 7

S 5T 4 TTRBWS v — kid, MEBEIh. B0
J—RIIBEEINDZTWLWS v—RP, EIYHT
LNTVWRVWY vy—RZIELET. B, 752
H—ITIEESET7 VT4 TTIERWS v — RK2H Y
¥9., REBICOASTTZ V714 T TIRBRVWY v—
ROHEMIBA B5HEIF. BEI H DI & %RT AR

HEAHY X7,
Cluster relocating shards (7 2 249 —DBEEY ¥ —  Elasticsearch D'##R / — NICBEREEI N TW3
K) v — RO, Elasticsearch &, / —RKTODXE

) —ERAXRIBWGEPHR/ — KRNI S5 —IC
EBMINRREOEBDEHICEY / — N2HBE

BLET,
Cluster unassigned shards (7 5 24 —KE|\) 4T RENWHTDY v— NDHL, Elasticsearch ¥ ¥ — K
S — ) i FHEA VT Y 4 ZADEMP / — ROEERED

HERTEYETOhAWARELIHY X7,
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Elasticsearch /— KX MY U R

£ Elasticsearch / — RIZI&, YRV DUBICFRATEZTZ Y Y —ADEILHIRBELIHYET, IXTD
1)) —ZAMEHEHP T, Elasticsearch D"#FifR4 XV DETAHITT %158, Elasticsearch (&—ERD )
Y —2ABFIEAIREICAREEFTCIRIAFa—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 278 — FIZIE, BRI N/ — ROV Y —REAKRICEAT U
TODOF ¥ — b & Elasticsearch ¥ 2 —THFHEFDY RV DHHINEENET,

7.4 Elasticsearch / — KD X MY V2 XAF¥— b
XYY 2R B

ThreadPool tasks (ThreadPool ¥ 2 7) BERDF 1 —DFEFRDY R DE (Y X054 THl
IKRTINET), F2—HOYRVORIPEREL
T2IRREIE, /—RYY—XDARBPZDMMDREED
HBIEERTAREENHY FT,

CPU usage (CPU M{E ) AR RNIVFF—ICEY HTSHND CPUDEEHDE
&¢& LT, BEIRLJ Elasticsearch / — RIC & > Tf&E
HXh 3 CPUDE,

XEY—FEHE IR L 7 Elasticsearch / — RIZL > THERAIN % X
£ U _%o

Disk usage (71 R 7 EHE) BIRXI N/ Elasticsearch / —RDA VT v I AF—
YBLUVAXYT—HIERAINZT A RIVBEDE
ato

Documentsindexingrate (RFa XY b VU Fv R KRF¥a x>y MpHEIRI N Elasticsearch / — K TA
ftL—=») Ty ORI BL— b,

Indexing latency (1 ¥ 7T v 7 R{bL A4 7V —) FEIRI N/ Elasticsearch / — R TRFa AV NEA
VTV AETHBDICRBEERBZER, 1TV
2L AFoo—ld, WM E—TXEY) —P2EFED
BRHREDEZL DERICLDHEEZITDHEMED
HYET, LATVI—DEMTZHEEF. 1V
HYVARAD) Y —RABRENTRLTWSE I EETRL

9,

Searchrate (lR%& L — ) BRI N7 Elasticsearch / — R TRITINZIBRRE
RO,

Search latency (@FEL 1 T ¥ —) BEIRE N7z Elasticsearch / — R THRZBEERETT T

PDICHBERDERE. RELAT VY= BE
COERDHEEZ T HARMEIHYEY., LAT
YI=NEMY B HEE. AV AIVIAAD) Y —
ABENTFRLTWVWBZEZ2RLETS,
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XMYIR

Documents count (with replicas)( KF 2 X > ML (L
7 AER))

Documents deleting rate (K ¥ 2 X > N DHIBRL —
M)

Documents mergingrate (RF a2 XY hDT—Y L —
M)

Elasticsearch /— K7 4 —JIL K5F—%

B4

BRI N7z Elasticsearch / — RICREIN B
Elasticsearch R¥ a2 XY hDO#, Zhilik, /—K
THYYETOLNDEZTSSA<)—Yv—RE&ELTY A
Dy —RDOEAICREREINDS RFaL Y MHEEFHL
EJr N

EIR I N7 Elasticsearch / — RICEIY H TSR B WL
ITNDIDA VTV IRV vy— RO LHEIRINDS
Elasticsearch R 1 X ¥ M D#,

EIR I N7 Elasticsearch / — RICEIY H TSN B A
VFY IRy —ROWITNHATY—IIND
Elasticsearch R¥F 1 X ¥ M D#,

Fielddata (34 T v 2 ZDAED ) X k% {R$F 9 % Elasticsearch T—9#EETHY., VM E—7
ICIREBINZE T, fielddata DEI RIEOAR MDD BIEVETH B 7=, Elasticsearch I fielddata
BEAEFX vy alLFd, Elasticsearch i&. BEREERZA VT Y IRAET AV MDEHIBRINLY,
T—=IINBIHBER. TRTD fielddata F+ v ¥ 21 VM HEAP X E ) —H+2ICRWFEIC,

fielddata * ¥ v a%IEY NTEET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&. Elasticsearch fielddata ICEA T LU TDOF v+ — b

NE2IFNIY,

#&K7.5Elasticsearch /— K74 =)L RF—4%F¥— b

XMYIR

Fielddata memory size (Fielddata X € ') —% 1 X)

Fielddata evictions (Fielddata TEZ ¥ 3 V)

Elasticsearch /— KD/ X)) —Fvva

568

EIR X N /- Elasticsearch / — RO fielddata ¥+ v
JaAlfFRAINE VM E—TDE,

IR I N7z Elasticsearch / — KA SHIBRI N7
fielddata #&E D,

ATV IRAREINTVWET—IDPETEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESLDIC/ —RLRNLDIIY)—F vy allxvyyviaihnixd,

Logging/Elasticsearch Nodes ¥ v & 278 — R(ZId. Elasticsearch / — KDV T —F v v > aIllET

LUTDFv—rDNEENET,

K7.6 Elasticsearch /— KDy T —Fv— b

XMYIR

B4

Query cachesize (VT —F v v a4 X)
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H7&% 070

XYY R B

Query cache evictions (7 TV —Fvv 21T kS EIRI N /- Elasticsearch / —RTOI T —F v v
vav) TaADIES Y3V,

Query cache hits (VT —F v v akv k) EIRI N /- Elasticsearch / —RTOI T —F v v

vadbkw I\&o

Query cache misses (7 T —F v v ¥ a1 3IX) EIR I N7 Elasticsearch / — R TOI I —F+ v
910)51;&0

Elasticsearch4 YTy 22020y Y5

RE¥xaxXybDAVTy I REERT 5358, Elasticsearch 57 —4% OMEBRIRTHZ A VT v Y
AETAVRNMIRFa2 ALY MNEREFELET, BERFIC. Elasticsearch (Y YV —XADFEA%Z&KELT %
FFEELT, JYUNIRBREITA VM ELYREREITAY MCEMICI—YLET, 1VT YD
ZEBNETAY N e —VU T 2HEELYERRICAZHEIE. Y=Y 7OAN+20EIE > TR
TETIC. RRPN T+ <V RICEAELBEI I ELCDAEEIHY T, CORRERHED
IC. Elasticsearch &/ T v 222220y M)V JLET, BE. 1Ty IRAICHYHTLHNDS
ALY REZE1DDRL Y RICHKO T ZETHIBBRTEE T,

Logging/Elasticsearch Nodes ¥ v & 278 — K IZI&. Elasticsearch 4 7y 22020y M) > JICE
THRUTDFv—IEEFNET,

KITAVTYHIPRZAAY MYV TFv— b
AMYIZR S%ER

Indexing throttling (1 > 7Y 7 2A®20 Y k1)~ 7)  Elasticsearch AR I N7 Elasticsearch / — KT A
YRy o ABEERDY MY VT LTV BB,

Merging throttling (¥ —Y® 220w k1) > ) Elasticsearch #%&3R X 117 Elasticsearch / — KT+
TAV MO —VBFEEZ2OY M) VT LTWSE
Al

J— K JVM b—7D#5t

Logging/Elasticsearch Nodes ¥ v & 27— RIiZId, JVM E—TREICET Z2UTOF +— M'E
FhEd,

K78IVM b—T#EEFv— b

b DR/ B4

Heap used (E— 7 D) BEIRI N7z Elasticsearch / — R TERAIN2EIY 4
THEHD VM £—TEEBEDEE

GC count (GC ) FEDOAR—IAL IV avIcL>2T, BRI
Elasticsearch / — R TEITINTEXLAR—=TOL
73 VigtEDH,
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ARMYIR B

GC time (GC BfH) JUM B, FIIBDHAR—=YOL I avild > TREIR
YN/ Elasticsearch / — R THR—=Y L VY3V
=RITL TE -,

7.4.KIBANA IC & 207 DOa[{R1L

ElasticSearch A7 A b7 A2 FERA L TW3HBEIE. Kbana AV Y —ILEFRALTNEI WO T—%
EERIETEE T,

Kibana 232 &, T—PICHLTUTERITTEET,
e Discover ¥ 7= AL T, T—92REFELIVERLIT,
e Visualize ¥ 72 AL T, T—9%2757{kBLVTYEVITLET,
® Dashboard ¥ 7AFRALTCHRY LY v a2 R—REFERL. RRLET,

Kibana 4 Y9 —7 24 ADFERSLVREIFE. TORFa1 AV MNTREVWEREA, 1 VF9—TTAAD
FERAICEAT 23#MIL. Kbana RF¥Fa XYk ABBLTLEIWL,

pa

BEEOJIE. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %
VAIREINF A, Kibana TEEOVZ2RRT 5ICE. O78REAPI 2fFAL T,
EEOJD default EOAEFERT /1 TS5 VERETIVNENHY FT,

7.4.1.Kibana 1 V5T v 9 A/IR¥ —V DER

ATy YRR =, ARIET D2HEDH % Elasticsearch 1 VT v IV R 5EHLZF T, Kibana T
F—YEMEL, ARILETDICE. A VT IRRI—VBERTDIREIHY XT,

AR

e Kibana Tinfrab L Waudit1 7 v I R%EKRRT BITIE, T—H—ITIE cluster-admin O—
JU. cluster-reader O—JL, /4 IXWMAOA—ILDPUNETY, 77 7/ 5D kubeadmin 1 —
H—IlIE, IhSDA VTV I RERRTZLODBENRNRA—IvoavhHYET,
default, kube- & & U openshift- 7OY TV FTPod 8L VOV ARTTEBRHEIC. Th
SDAVTYIRITIEZATEZETTY, UToav Y RaFERALT, BEOI—H—H
WHIRNR—I v a3 VvaEF >TWEHNEINEHIRTEET,

I $ oc auth can-i get pods --subresource log -n <project>
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E7E 07 ORIk

R

EEOJIX. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRIREINFEH A, Kibana TEEOV%ZXRAT 5101, O JERE AP
ZEALTCEEO/D default HA%EFERT /N1 TS5A VARET 2HELDH
l’) i’g—c

® Elasticsearch R¥a XV hE. A1 VTV I RNY—VBEEHRTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFHNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
OO BEEEMENHY £9,

FI7

Kibana TA VT Y I RNY—VAEFHFL, EVa2a754E—2avaERT5IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform O > Y —JL . Application Launcher@ =)y
L. Logging &R L 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 Y7 v 7 R
NI =V FERLET,

o RIA—H—(x, 7OV MOOJVAEMRT B72HDIT, Kibana ICFIHTAOT A V§ BERIC
AVTYYIPANY =V FHTERT D2UENHYET, 2—F—Idapp &\ D ZFTDOA
VTY YRR =V EER L., @timestamp B 7 1+ —)ILRAEFERLCaOVYFF—0O7%
RRTDUBENHY T,

o THI—H—(FFTNZTN, &I Kibana IOV 1 VT BHEIC. @timestamp BE 7 4 —IL
FaEALTapp. infras&Paudit1 7y I RDA YTy I RN —VEEHRT B0
ENHYET,

3.FRA VTV IR —Uh 5 KbanaDEY 2754 £—2 a3 > (Visualization) Z/ERK L £
-a—o

7.4.2.Kibana TD Y S A9 —0O7 DEXRR

KibanaWeb A VY —ILTY SR —DOJ%EXRRLET, Kibana TTFr—4¥%FXKRL. AHRLT D HE
. TORFAAYMNTIEHEWEEA. FMIX, Kbana RFa XAV M ZSBLTLEIVL,

=50

® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B RHEA
HYFET,

e Kibana M VT v I RINY—UHIEET %,

e Kibana Tinfrab & Waudit1 7 v I R%&ERRT 5ITIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/4IXWMAOA—ILDINETY, T 7 2/ ~D kubeadmin 1 —
H—IlIE, ThSDA VTV I RERRTZLODBENRNRA—IvavhHYET,
default. kube- & &£ U openshift- 7O2 9 b TPod 8L U0V ERRTEZHEIC. Th
SDAVTYIALTIEZATEZIXTTY, UTFoax Y K=FRALT, BEQI—HF—H
WHIRNR—I v a3 VvaEF OoTWEHNEINEHIETEET,

I $ oc auth can-i get pods --subresource log -n <project>
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FI7

H A B

I yes

pa )

EEOJIE. 77 4I)L b TIERER OpenShift Container Platform Elasticsearch
VAIVAIREFEINE A, Kibana TEEOVZRTT 30, OTERE AP
AFEALTCEEQN /O default ENAEFERAT /81 T34 VERET 2REDNH
L) i’a—o

Kibana TOYA2KRTRT DICIE. UTEEITLET,
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L. Logging #3&RL 7,

. OpenShift Container Platform AV —JLICO YA V3§ 57HICERT %1 D & USREEIER

AERALTOZ14 Y LET,
Kibana 41 % —27 =4 AL EEL X T,

. Kibana T Discover 227 ) v o7 L9,

CEEBOROY T I A Za—DOER LA YTy U R/RF— (app. audit. F7IiE

infra) Z:ZIRL £ 7,
O7F—%3. Y4 LR9VTRHEDRFIAVYMNELTERERINET,

CHAALRY VT EDRFIAXA Y MNDIDET IO AV MNLET,

.JSON# 7%y L, RFaxrbhoOlTV M) —%RRLET,

{
"_index": "infra-000001",
"_type": "_doc",
" id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
2
"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

Bl7aAKibanaDMA Y 7S5 A SV Fyy—adT M) —DY VT



"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

b

"flat_labels": [

"catalogsource_operators_coreos_com/update=redhat-marketplace"

]
}

"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": [
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
b
"sort": [
1600894023422
]
}

7.4.3.Kibana D& E

Kibana 3>V —IL%EMH L T, ClusterLogging 7 A% L)Y —X (CR) %ZHET 35 I & Tk

ER

7.4.31.CPUB LT X T —HIRDE

OFX V7 aVviR—3RY NI, CPUEXEY —DFHEIROBEANDRAEAFTLET,

FIR

H7&% 070

xa

il

T‘s

X

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

ES
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I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
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MEBEICIHELTAYTDCPUBELUA T —DHFIRRBS L VEKRAIEE L 9, Elasticsearch
DIGEIE. BEXREEHIREOHAZHETIVELHY ET,

OOLEHLT, ATEYATSAF—DCPUBLUAEY —DHIRE L VERAEIEL
i’a—o

QD MBBICISCT, OFaALI9—DCPUBLUXAE) —DFIESLV0EREIEELE T,

7.432. 07312754 Y—/—RKRORRMUEOR—1Y VT
MEMEERET ZHIC, OVEY 2754 —5KRANTBPod 2R —) VI TXET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO A=IBEL XY,
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B8EOX I/ TTOAMAY NDERE

81 OFXV/AVR—XXYMDCPUB LU AEY —4IRDHRTE

MBI T, TRNEFNDISZAY—OFVFAVR—FXY MDD CPUBLIUXEY —§IFEOEA %%
ETCEFET,

81L.CPUB LU AT —HIBRDEZE
AOFX> 7 aVviR—3RY MI. CPUEXEY —DFHEIFROBEANDRAEAHFTLET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:

resources: €)

limits:
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memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUA T —DFIRRB L VEKRAIEE L9, Elasticsearch
DIGEIE. BEXREEHIRIEOHAZHETIVELHY T,

g@z\%um LT, OVET1T7S5AY—DCPUBLUXEY —DFIRSLVEREIEEL
i’a—o

Q MBBICISLCT, OFALI9—DCPUBLUXAE) —DIES L V0EREIEELE T,

8.2. SYSTEMD-JOURNALD & U' FLUENTD D% E

Fluentd DY ¥ —FILHSDHEAIY P, Vv —FILDFT 7 )L MEREEIZFEEIEL, Vv —FILD
VATFLY—EZXNSOAFVITEEICHVNTW ZEDNTERVW DIV y—FILT Y M) —h%kb
naaeEELIHY F T,

Jvy—FITIVMN)—=DEbNED%E<C T ENTE S LD IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (W ERIZGEIF I HICHWME) 2R ET 2 I EN’HREINE T,

8.2.1. OpenShift Logging Fi D systemd-journald D& E

TOCz I MNDODRT—IT Yy THIC. T74I M 0OAFY TEBEICIEWVW SHDRABIUEICRDHE
rHY FT,

ez, OT7HROINSAWVESIE. journald DEEFIRE3|E LIFZ2REAHDIGELHY T,
—EHERFET Ay E— I AEFARE L T, OpenShift Logging 07 % KOw FH$ITBEIR) Y —
AEFALBRVWEDICTEIENTEZET,

. QT ZREMWIT2VEDHZHEDHN,. AV 2RETHHE. OT2RETZHE AT 2REY
ENEIDPTDHDREEZRESTHIEETEIT,

FIR

1. MWERFRE T /etc/systemd/journald.conf 7 7 1 L E £ 5 Butane 5RE 7 7 1 /L 40-
worker-custom -journald.bu % {E L £ 9,

pz o-1o)
' Butane DE¥#llE. Butane A LYY VEREDEMESRB L TL I,
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® o

variant: openshift

version: 4.11.0

metadata:
name: 40-worker-custom-journald
labels:

machineconfiguration.openshift.io/role: "worker"

storage:
files:
- path: /etc/systemd/journald.conf

mode: 0644

overwrite: true

contents:

inline: |

Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

journald.conf 7 7 A JLD/IN—X v a VR ELE T, 0644/ N\—I v a3 V%R ET D
EDPHRINTT,
AN 774NN ATLICEZIAEFNZRICENODOV EERT 2N EIDEBELE
T, yes ZHEL TA Y E—VEEMET 2D, noZBEL TEMLAWVWEDICLET, T
74 ML yes TT,

AJA Y=V %EETEIHNEIDNERELTT, TNRENICDWT, T74IMTno
IKREINEY, UTZHEELET.

e ForwardToConsole: 07 %> A5 ALV Y —)LIEELE T,
e ForwardToKsmg: O/ % h—xI)VAJ Ny 77 —ICERELF T,
e ForwardToSyslog: syslog T—E >V ICEEL X 7,

e ForwardToWalll X v tE—Y % wall XvE— &L TIRTOOTA VY L TWEDI—
-Us_‘:$£%bi-g—o

Vyv—FTIIVN)—EREFETI2RREHEZEELET. BFEZADLTHHEEELE
9. X, year, month, week, day. hEhlEmABEDEMEEHTT, EWICTS
ICIE0EAALEY, 774/ ~E 1month TT,

L — MHIBR%E%E L £ 9, RateLimitintervalSec TEZE X1 58I IC. RateLimitBurst
THREINZULEOOVAZEINZHE. COHBEROEBINDOX Yy E2—JFTRTIOD
HE T TZETICROY TEINZET, 77 1)L METH % RateLimitintervalSec=30s
$ £ U RateLimitBurst=10000 %% €9 5 Z &N HRINF T,

OJDREAEEEBELET. T 7 4L ~E persistent TT,



\EEOXV /T O XY FOEE
e volatile: /run/log/journal/ D X € —ICOJ %R EFLE T, chooOJIdBEiEE%
ICEbNET,

e persistent: 07 % /var/log/journal/ D7 4 AV IZRF L £, systemd IFF7E L 220
BERTAL I M) —%EHRLET,

e auto: T4 LY N)—HEHETZHBEIC. O % /varlog/journal/ ICREEL X9, F1E
LW EIE. systemd (&0 7 % /run/systemd/journal [ —BMIICREL X,

e none OV %RELEFHA, systemd g RTHOOV %A KOy FLET,

ERR. WARNING. NOTICE, INFO, & U'DEBUG O/ ICDOWTIVv—F I 774 I)L%
TARAVICAPIEZ2ETOIMN LTI M EBELEY, systemd &, CRIT. ALERT,
F/IEEMERG OV DOZEERTCICAPZFEBLES, 774 ME1sTY,

Vv —FIDMERTEDIRAY A XAEELEFYT., 774 ML 8G TY,

systemd "ETHEDHZT 1 AVEEDOY A X&BELET, 774/ ME20% T
_a—o

/var/log/journal |IZKERICREFEINZEROY v —FIL 7 71 ILDRKRT A X %E/EL
F9, 774 HMEIOMTY,

@ 90 O

4 s )
L— MNEIREHIRT 248, YATLOFX VI TF—EVO CPUFEARAENS

KRBZEDHYZET, LENEROY M)V TINTWEHREEDH 2
Ay E—IDNBINBZLDHTY,

systemd SR EDFFHICDOWNT
I&. https;//www.freedesktop.org/software/systemd/man/journald.conf.html Z &R L T

KXV, TOR=JILT—EBRRINDT 7 4L M&EIX OpenShift Container Platform
IIEBERAINAVWTEEELNHY £7,

2. Butane AL T, /— NICEREIN D% E% S MachineConfig 7 7>/ K7 74
(40-worker-custom-journald.yaml) £ L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3NV UREEBEALET, UTICHAZRLET,
I $ oc apply -f 40-worker-custom-journald.yami

J> bO—Z—IEFHE D MachineConfig # 7Y = 7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v a4ERLET,

4. FIROL VF ) VT INZEREDE /) — RADODO—ILT7IMNDRAT—9REE=H—LFT,

I $ oc describe machineconfigpool/worker

H A B

Name: worker
Namespace:
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144

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e



WO 07 OIS & Gk
FIE OJDINES & VErix

9.1. O Y MUNE & #ri%

Red Hat OpenShift Logging Operator I&. ClusterLogForwarder ') ¥ — R T#kICEDWTCaL 74—
57704 LFT, TDOperator TlE, LAY —D Fluentd AL V4% —& Vector ALV H—D2DOD
ALY —FToarvdpydR—rINTWET,

pz -1o)
Fluentd ISFEHEE > TH Y., SEDN ) —RATHIBRINS FETY, RedHat I&, I}

EDYY—2DS1 744 J LI OREED N TIEEE 4 K— hERBLETA, &
DHEBEIZIEEI N A2 Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,

9.1.1. O Y DUNE

O73L94%—& aAvTFF—&/—RFOOT%IET %7HIZE OpenShift Container Platform / —
NIZCPod 7 704927 —EvEY hTY,

TI7AINTIE, OJAL IS —RBUTOY—R%=FALET,

o JATULBIUVAVIZANSVFvYv—0OVIE, ARV—FT A VIR TAL, AVTFT—F
V&1 I, &£V OpenShift Container Platform M5 ® journald A7 X v £—I Tk > TERK
IhExFd,

e IARTOIAVTF—OJHD /var/log/containers/*.log
EBEOJZRETHLHI1ICA7IL V9 —%%RET % &, /var/log/audit/audit.log D SEIEI N F T,

AJ73aL29—Ecnsny—2r607%#REL, AF VY ITDEREICIHE U TREBPE IEAERICEE L
i’a—o

onLayavs4—ons4~

Vector l&, OF > 7D Fluentd DREBEE L TIRESINZO0/aL 9249 —T9,

ClusterLogging h 249 L)Y —R(CR) ALY ay t#HEEELT. /SR —HIEATZOFXY
JAL IS —DIA TEBRETEET,

Vector2AL 249 —& LTE&ET % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...
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https://vector.dev/docs/about/what-is-vector/
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9.1.1.2. O 7 INE D HIFR

AVTFF—Z 9441k, 7AYVII M Pod&, L0V TFF—DREDOTAYE—IVDY —
AERBETELODE/NEDERERMHLIF T, COBWRALTTIH, OOV —RE—BIIBET S
EETEFHA, OJIL VY —DOJERETZHEIC, BEINALGRS L TOV I MEED
Pod DHIRRINBZIFAIK. SNILPT/T—3 v RED AP H—N—m5DIERIEFI A TE AR VLWARE
MELRBHYET, TDED, BIzE D BREHD Pod 7OV Y kSO Xy E2—YERXBILIZY.,
OJ7DY—REBHTEIRWVGELNrHYET, COFHIBRICEY., OVDOIRESLIVERLEIZFRZAMT
74— M R—ATHDZERBRINZET,

BE
FEFARERIVYTFF—S VAL, OFXyvE—VDY —REEETD-ODHRIE

DERZRMHL, EROOTX Yy E—IDN—BERDIMIARLL, IThHDAYyE—Y
iKY, ZOYV—RAZBITEBRTREDHY THA,

9.113. 94 oL 7y —#ae

FoaOoyv—2
Hae Fluentd Vector
TZYaAavrFr—ons v v
TTVEEDIN—FT 14T v v
namespace BIO 7 FYEBEDIL— v v
TA4VYT
Av277aAv7+—07 v v
17259 v—F)a7 v v
Kube API EEEO 4 v v
OpenShift API BE& O v v
Open Virtual Network (OVN) EE& v v
mE7

9.2 3Gk S L URRA
Hae Fluentd Vector
Elasticsearch sEBEE 4 v
Elasticsearch T —#'—%&//3Z v v
J—k
Cloudwatch ¥ — v v
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Hae Fluentd Vector
729 R4y FSTS v v
Kafka GEPAE v v
Kafka D1 —H—HK /XX T— R v v
Kafka SASL v v
LokiR7S—h—9 > v v
FOIIERbLEE#

Hae Fluentd Vector
Viaq7—%ETIN-T77) v v
ViaqT7—4%ETIN-12v7 7 v v
Viag7—4%ETIV -1V T35 v v
(v —FN)

Viag ¥—4 EFIL - Linux B & v v

Viag 7—% EF L - kube- v v

apiserver Bs &

Viaq 7 —% £ 7 )L - OpenShift v ,
AP EE &

Viag 7—4% €7/l - OVN v/ y
047 L~RILOERIE v ,
JSON 247 y )
Bislk1 7Ty IR v ,
BRITTIS—HKRYE v ,
RIVFAVTH—/DEA VT Y v y
7S

SRIVDT Sy Me v S
CLF #85 NI v ,
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*X9A4Fa—=4

Hae Fluentd Vector
Fluentd readlinelimit v

Fluentd /\w 7 7 — v

-chunklimitsize v

- totallimitsize v

- overflowaction v

-flushThreadCount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v/

- retrymaxinterval v

- retrytimeout v

9.5 Hll¥
Hae Fluentd Vector
ANMNDTR v v
HvoaR—R v v
7Z—h v v
9.6 TDfth

Hae Fluentd Vector
JOo—)L7OoFy—HR—b v v

x86 HR— bk v v
ARM HR— b v v
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wae

PowerPC R — k

IBM Z #R— k

IPv6 HHR— k

OJARYKNDNy 7Y T

R SR —

9114.aL 749 —0DHAh
ROAL VI —DHEADPYR—KRINTWET,

RITYR—bIhTWBHD

BaE

Elasticsearch v6-v8
Fluent #xi%

Syslog RFC3164
Syslog RFC5424
Kafka

Cloudwatch

7279 KAy FSTS
Loki

HTTP

Google Cloud Logging

Splunk

9.1.2. O J#53%

Fluentd

Fluentd

B9E O T DINES & UiniX

Vector

Vector

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.6+)

BIEEER. W&ET507. TOEMAEEEEL%ZIEET % ClusterLogForwarder ') ¥ — X = {ER{ T

TFET,
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ClusterLogForwarder ') YV — X &, AV TF— AVIZARNS IV Fv—, BEEONJT%ZITRAS—R
NDEFEEDIY RRA Y MNMIERET B72HICERATEZ 9, Transport Layer Security (TLS) AR — b
INTVWEESH, OVEREIEETDLOICOT I+ T—F—%2RETEET,

BEER, EOY—ERTAV Y NI -DEOBEOOVICT IV EALTEHETESN ZEERT
DRBACT7V ERAHAZEARIHIEHTEET,

B
o RBACOEFERICLZ/NR—I v avOEES LCER
® Using service accounts in applications

® Using RBAC Authorization Kubernetes documentation

90.2. OJVHAIDY AT
AR, O 72749 —Nn"oEEINZO7DEEEZEHRLFJ. ClusterLogForwarder 712 ¥ L

)Y —2R (CR) THAOY 1 T2BHEERL. BHOELZ ORIV EYR—MNTB2H—N—ICOJ %
EETEET,

9.2l R— kRO OVEEH D
HAOZROWTNIDY A FIThY £,
KosHR— kRO THEHY1 S

Jobkan YR— %KD

L9859 —%5147

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd. Vector

Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd. Vector

Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd [, Vector

Fluent Forward Fluentd forward v1 Fluentd 1.14.6. 54+ Fluentd
Logstash 7.10.1
Fluentd 1.14.5

Google Cloud REST over HTTPS  H&HFi/X\—T 3 v 5.7+ Vector

Logging

HTTP HTTP 1.1 Fluentd 1.14.6. 57+ Fluentd. Vector
Vector 0.21

Kafka Kafka 0.1 Kafka 2.4.1. 54+ Fluentd. Vector
2.7.0, 331

Loki REST over HTTP 2.3.0, 2.5.0. 54+ Fluentd. Vector

and HTTPS 27, 2.21
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/authentication_and_authorization/#using-service-accounts-in-applications
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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Zoran HR— bRKDO
Loy —5947

Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, Rsyslog 8.37.0- 5.4+ Fluentd. Vector

RFC5424 9.el7. rsyslog- [2]

8.39.0

Amazon REST over HTTPS 154 A 5.4+ Fluentd. Vector
CloudWatch

1. Fluentd &, A¥ > ¥ /N—< 3> 562 T Elasticsearch8 #HR— ML ZFH A,

2. Vector &, OF VI /N\—U 3V 57 LIET Syslog #HR— ML ZE T,

9.2.2. A% 1 7 DEREA

default

P95 AY—LED, RedHat "EIETBZOANT, T72INMNDODHAAZRETIHEEHY FH
AIQ

pa

N

default H1&lE. V75 A9 —LEDRedHat NEETZO7RANTESBTB/0IC
FHINTWSBDH, defaut BN %ZRETEHEIT— Ay E—IUDNRRIINET,

loki

Loki: KEAMICRT—Z I THAMOEWIILFTF Y NOTEEY R T 4,
kafka

Kafka 70—7—, kafka Hi711d TCP 713 TLS ERAFRATE T,
elasticsearch

AEB Elasticsearch 1 ~ 2% >~ X, elasticsearch H ATl TLSEHREFHATEZT,
fluentdForward

Fluentd # R— M B3H4AVESHY ) 2 —>ay, TDF T avid, Fluentd forward 7’0 ~
IV EFEBALEY, fluentForward HHIE TCP £AIE TLS #E/mEFERTE, ¥—2J L v MIC
shared_key 7 1 — )L REZIBEL THEF—DORAEZ Y R— ML E T, HEF DRI, TLSDE
EBICEARAKFERTEEY,

BF

fluentdForward Hl&. Fluentd AL 79 —%FRALTWEZEICOATR—KAEh
F9, Vector ALV —%FARALTVWRGEIIYR—PbINFEA, VectoraAL ¥
Y—%ZFALTVWSRIHEEIE. hitp HAOZFEAL TOY % Fluentd ICERIXETE X 9,

syslog

syslog RFC3164 F7zl& RFC5424 7O MY R— NI 2H4EOVEEY ) 2 —> 3>, syslog
HAlE, UDP, TCP, FIXTLSEHKAsFATEET,
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https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424
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cloudwatch

Amazon Web Services (AWS) BN RZA R T2E=S )V IBLVTRTRARNL—VH—ERTHS
Amazon CloudWatch,

9.3.JSON O V& D EMIE

AJEEAPI ZREL T, BEEINALF TV MIXHLTISON XFIEBITTETET,

9.3.1. JSON O 7 Dt

ClusterLogForwarder 7 7> =V N AT 5 &, JSON O %@ L THE&ELA T2 7 ML,
PR—MINTVWBHAICEETEET,

DLUToESEEIN/ZISONAT TV N)—DHBZERBELT, IhDEDL D ICHKEET ZHERBEL F
-a—o

BigltIhiisoNOsTy Y —ofl
I {"level™:"info","name":"fred","home":"bedrock"}

JSON OV OEMAEBMICT 2ICIE. LLFOHID &L S IC, parse: json % ClusterLogForwarder CR D
NRATSAVIBMLET,

parse: json 2R A =Ry (il

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json ZfEfH L T JSON OV DT EBMICT B E. CRIFUTDFID L S ICHEELI N
JSsONOY TV ~!)—% structured 7 1 —JL RICOE—L XY,

BEfbtXIhiJsoNOT TV M) —%258 B3 hi= HAOH

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
OJTy M) —ICARREELI N JSON B WIES, structured 7 1« —JL RIZRT
InFEtHA,

9.3.2. Elasticsearch ® JSON O 4 5F— 4% D& E

JSON OV D EHDRAF—TICKIBZBEIK. ThADSEIDDA VTV I RAILRETDE. 914 TOHRE
PhHhH—=—TFT14F VT4 —DEBEIREET ZREELHY FT, ChEEET BICIE. 1 DDOHADERIC.

BAF—I%JI—TT %L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET 2HEN
HYFEFT, ThickY, ERF—IHBDA VT v I RICEEINET,
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BF

JSON O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
SV RIEET BIHEIC, BREICEDVWTHRA VT Y I ANERINET, 1 VT Y
DANEGTEDIENREDNR T +—< Y ADRBEABET 5 IIE. HBORF—<IC
BEELTHERATESZRAF—VTOREFRTFITDIEEZRFTLTLLEI W,

3 [

ClusterLogForwarder CR TLATD#iE4 14 F%EA L. Elasticsearch QAR T DA VT v I AE%
ERTE T,

e structuredTypeKey (FX v 2—Y T 1 —ILRDERITY, D714 =)L KDEIFA VTV IR
BOFERICERINIY,

o kubernetes.labels.<key> (&, 1 V7 v 7 ZZDERICER I N5 Kubernetes pod 7 RJb
DIETTY,

o openshift.labels.<key> (&, 1 > 7 v 7 RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (Z VT FT—&ZA5FRALTA VT v I REEEKRLZE T,

e structuredTypeName: structuredTypeKey 7 1 —JL RABREINTWARWEE., £LEZFOD
F—HEELARVWISE, structuredTypeName [EHVEELY 1 & LTHERAINE
9, structuredTypeKey 7 1 —JL K & structuredTypeName 7 1+ —JL RODOW A % —#& IC{FFH
¥ % &, structuredTypeKey 7 1 —JL RDOF—H JSON OJ TF—H ILRWGE
IC. structuredTypeName fBICL > T3 —IN\v I A4 VT v I RGN IREINZE T,

ya 13!
structuredTypeKey DfE% Log Record Fields hEY ZICEBEINTWBEED T 1 —

JILRICERETE X T, BEYA TORICEKZ YA MIBEENLRT 4 =)L RBERRX
nij—o

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,

o U524 —h, apache BL W google EVWI 2 DNDEARZHATISONOTEERT BT T
r—23vPod #EITLTW3,

o 1—H—FZhoD7 Y4 — 3 Pod IC logFormat=apache & logFormat=google ® >
NIV EfFT %,

o LUTFMDR=~vy k% ClusterLogForwarder CRYAML 7 7 1 L CERT %,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

outputDefaults:

elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat ﬂ
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structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9
ﬂ Kubernetes logFormat 5 X)L TR I 115 key-value R7DEZFEAL X,

@ soNnIvomiTERMICLET.
ZDFEIE. LTO#ELRD S L O— K app-apache-write 1 7 v 7 RITEFINFE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

. ULTD#EE/LD Y L O— Kid app-google-write 1 > 7 v 7 RITEEFEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl
LTFDR =~y k7% ClusterLogForwarder CRYAML 7 7 1 L CERT 2 ERELZE T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

Q OpenShift myLabel SRILICE > THBINE F—EEORTOEEZFERALET.

9 myLabel £&/3. XFFIDE myValue &0 L O— RICIRHLET,

ZDBEIE. UTo#EElLO s L a— K app-myValue-write 1 5T v 7 ZAICEEINZE T,

K
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"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

T DfDEEFIR

o &L O— KD Elasticsearch 4 YT v 7 R (&, #ELY A1 TDHIIC "app-" %, % SIT"-
write" ZBMT 2 EICL > THBRINE T,

o FEELL I— R BELINASI VT YIRICEEINEFFA, TNHIE. BET T
FH—2av, AVISZANSIFv—, FLRIEFEBEAVTYIRATAVTY IR EINhET,

o ETHRWEELY A1 THWIHEEIX. unstructured L J— K% structured 7 1 —JL K2 L T
BEELET,

BE|AA > F v U AT Elasticsearch 5% AR FEFRWVWLIICT B EDEETY, K7 U yr—rav
*° namespace Z & ICTIRAL, EROOVER OHHEDEELY A THFALE T, &AL
IZEAED Apache 7 7)) r— 3 ik, LogApache 7 EDE L JSON OV ER EEELY 1 THF
ﬁ L/i-a—o

9.3.3. JSON O 7' ® Elasticsearch O X N 7 AND#51%
Elasticsearch OZ A R 7 DIFEIE. JSONOST TV N —HREZAFXF—TICHEDIIBZTA. & IJSON R

F—IEIDDODHAEERICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ L1s1) ¥V — X (CR) % 5% E
LEd, ThickY, Elasticsearch EAF—< T EICEBIDOA Ty IV R & FRHLET,

BF

BRZ2AFXF—VAEBLCA VT YIRIEETBEYA TOBEPH—FT14FTYT14—D
BEEEIESRITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET B HEIICI D
BREERTIBILELGHY FT,

AVFYIANGTEDLZENFRERDN T A —T V RAOBEALOET I, HBOX
F—VICEBELL L THEATEARAF—VTORAERE T EEMRETLTLEI WL,

FIR

1. LFOR =~y k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 9,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. structuredTypeKey 7 1 =)L RZfERALT. OJL3—RT74—ILRD1D%ZEELXT,

3. structuredTypeName 7 1 —J)L RA&FER L CRrI2EEEL T,
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BF

JSON O 7 % f##r 9 % 1ZIE. structuredTypeKey & structuredTypeName
74—V ROMA%ZRET 2REDDHYET,

4. inputRefs MiF& (. application. infrastructure 72 (% audit 72 & D /X1 7514 U &FERL
TenXd 207914 TAIBELET,

5. parse: json EXR% /N1 T4 VITEMLET,

6. CRA7TVxzy NEERLZET,
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator AL 24 —Pod Z#B7F 704 LEd, L. BT 7
A4 AET LAaWEEIE. L9749 —Pod ZHIR L TGEFIKICET 704 LET,

I $ oc delete pod --selector logging-infra=collector

93.4. AL PodADOAYTF—DBRDA VT v I AAD ISON O DERIE

BiEtkOJ%, AU PodADERZAVTF—DLRODA YTy IV RICERETEET, TOHEEEE
Be2iICid,. BT F—OHR— b EFRALTS TSA4V%EREL, PodIlT7 /T—>avaft
FEZREAHYEY, OJITEBEHEN app- DA VT v 7 RICEZTRAFNIET, ThICHBT 570
I TA Y F7R%FHAL T Elasticsearch 258 E T35 & A HELET,

BF

OJ®DJSONFRIE. 7TV r—>a vtk > TERYET, ERT 21 VT v 7D
g EBENTA—IVRAICHET B0, TOEDFERIE. EMEDRL JSON
XOOTDA VT Y 7 ADERICREL TSIV, VT —%FALT. IFIFEAR
namespace X7 IFE#MEDH 2 JSSONFHXDT7 FYr—avroO/ =0 L £,

AR

® Red Hat OpenShift DAF¥ > J:55

FIR

1. ClusterLogForwarder CR#A 7V N2 E&HT 2 YAML 7 7 M L EERREIEREL T 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
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- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ Kubernetes logFormat - X)L TR I 115 key-value R7DEZFEAL X,

Qg TIFAVFTF—HAOEBMCLET,

2. POdCRA TV IV MNEEFZITBDYAML 7 7ML A ERFEIIRELZE T,

apiVersion: v1

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavyﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavye
image: heavyimage

- name: low
image: lowimage

2 3\: containerType.logging.openshift.io/<container-name>: <index>

®9

F/)T—avERFAVTF—ZERLUTRITNERY T A

DIk

==
[=]

DREICELY, 7RI —LEDY v — ROBEMNKIRICIEINT R8N HY X

o

@l 4

BEEE R

Kubernetes Annotations

BEEER
o M /J#ri%
9.4. O JEREDERTE
T 74 MT, OF > 7L ClusterLogging HAY LYY —RATERZEINTWET 74 NOREO S

ZARNFPICAVTF—EAVISAMNSVFv—D0OTAZEELET, L. EFEOQJIEIRER M T7IC
EELFEA, EXFaT7RAMNL—VBEEHLAVEDOTT, 2OT 74 NEENEBHAEFHLTIHS
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. VSRI—OT 74T —%BRETIVERHY T A,

pa )

EEE OV %NS Elasticsearch AY A N FIEET BICIE, BEEO/7DOT A N7 ADER
ETHIAINTWE LI, 75R49—0O7 70— —%FHLET,

941. 07 DY —RKRN—F 4 = AF LANDERE

OpenShift Container Platform 2 2 24 —DHRADFED IV KR4 ¥ MO T %ZEET 51T,
ClusterLogForwarder h X4 1Y) Y —2Z (CR) THAOENRM T4 VDA EDLEERELET. AN
EFHEALT. BEoOY Y MIEEMITONAET ) r—oavnd Ty KR4 Y MLEZET S
ZEHTEZET, R Kubernetes— 2Ly b4 TV I ML > TIREINZE T,

NATS54Y
1200794 THho 1 DFLIFEROENADEM LI —FT v, F3EETZOVE2EEREL
9, AT94 FIRUTFoOwWTFhricikhY £9,

e application, 7 S R9¥—TR{TIND, A1 VIZANSIFv—aAVTF+—T TV 5—
avERCI—Y—T )= avili>TERINBZAYTF—0OY,

e infrastructure, openshift*. kube*., 7 (f default 7O =¥ M TETIN S Pod DO
VFT—O78L&T/—RT7ANIRATLNORBINE Y v—FLOY,

audit/ — REEE > 27 A, auditd. Kubernetes APl % —/X—_ OpenShift API —/3—,
BLUVOUN XY NT—VTERINZEEDY,

A T54 v Tkeyvalue R7%2FATZE, PFUM DY ROTAYE—JIZIRIVEBINTE
F9, LEZE MMOT—9 VI —IlEmEINDIA v E—JIIIRLEBIMLEY., 94 TR
ANV ERMIFRLYTEET, 27227 MIEMINESRILEOT Ay £—2 & HITERE
INhFET,

input

BEO7OV Y MIBEERITONZ 7TV r—>avnlanN1 754 VIlEELE T,
A TZ54TIE, inputRef RS A —4—%FRAL TERET 207491 &, outputRef /85 X —

Y—%=FALTCOJZGXT 2GMEaEELE T,
Secret

I—H—REERARE DT T — 49 25T Key:Value ¥ v 7,
ROBPITERLTLEIW,

e ClusterLogForwarder CR#4 7Y =7 D EFHET BHAIC. default HADHZ /X4 TS5 4 UM
BRWRY., O7IE&T 7 4L K Elasticsearch 1 Y 249 Y RUICEREI W FH A,

T 74T, OF > 7L ClusterLogging H A Y LYY —RATERZEINTWVWET 74 KD
NER Elasticsearch AV A NFPICAVYTF—EA VIS ANV Fy—OOATEEELET, &
L, BEEOJIRARAMNTICEELEFRA, EF2T7RAMNL—VEZRHELAWVEZDTT,

DT 74 MNERENBGAZHATHEIE. OJVEEAPI 2RETI2HEEHY FHA,

o OUVSATDNATSAVEERLBWEA, RERIAT0OJIE ROy FEIhFT, k&

Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBET 2 EDD, infrastructure ¥ 1
TDRA T4 EEBELRVWE, infrastructure O IE ROy FIN F T,
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e ClusterLogForwarder 1 2% L) Y —X (CR) THADERDY 1 TxFERAL. QT EEHD
ERZ7OMINEYR-PFTEH—N—ITEEFETETIET,

e [AEE OpenShift Container Platform Elasticsearch 1 Y 24 VR iE, BEEOJDEFa 7R b
L=V %RELETA, BEEOVEERET VAT LANEBS LOBFORBRHICENL TH
Y, BEICEF2) T4 —DIREINTVWEI AR I ZIEA/HRINLTVWEYS, OF Y
TIEIN S OMENTER L TOEHE A

UTofITld, BEEO Y %t 2 74 ER Elasticsearch 1 Y AY Y RICEEZEL, 1 VT S5AKNS Y
Fy—AOJ A tx 17 THRUVWAER Elasticsearch 1 Y RY YV RIC, PFY 45— 3 vay % Katka 7
O—h—IlEEL, 7Y —>a>r0O%7 % my-apps-logs 7O = 2 b H 5 AER Elasticsearch 1 >~
AHVAIICEELF T,

AOJEEORAENRS TSA VDY T

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: elasticsearch-secure 6

type: "elasticsearch"

url: https://elasticsearch.secure.com:9200
secret:

name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs Q
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
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o

o9

160

- name: my-app @
inputRefs:

- my-app-logs
outputRefs:
- default

- inputRefs: m
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

ClusterLogForwarder CR D £ Hild instance THEHMENHY X T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
Y=Ly hetEFaTRURL ZEA LAt F 2772 Elasticsearch HHDERE,

o HAN%EHMY 2 EHI

e HHODH A 7:elasticsearch,

o EEEIASZL. AWM URL & L TO Elasticsearch 41 YRY VY ADEF 172 URL &
J:Zﬁ/_.ﬁ’_ I\o

o TLSHEEDIY RRAY NTHERY—V LY b, ¥—7 L v M openshift-logging 7
AV MIFRETIRENHY I,

FEt & 1 7772 Elasticsearch H DR E:
o HAO%EEd B LA,
e HADH A 7:elasticsearch,

o EEEIAZL., AWM URL & L T Elasticsearch 41 Y 29 Y 2D+ 2 7 Tl
URL 8 L V'R— K,

EFXF1TRURLZN LY 547 MEREE TLS BIE &M L 7 Kafka MO DERE
o HAO%ZEMY 5 HHL
o HAOD% A 7 kafka,

o Kafka 7A—H—DURL BLVR— b2, EEFLZECEPLMET URL & LTHEEL X
-3—0

my-project namespace NS 7 ) r—> 3 vO5 % 74 IWI—F BDDANDERE,
BEENOJ At ¥ 1 7RMER Elasticsearch 1 Y 29 Y RIEET B1DD/IM 754 VDRE,
o N1 T4 V%EFHET ZHHL
e inputRefs (3074 1 7 T9 (fl: audit),
e outputRefs (ZFHAT 2HADEARITY ., ZDHITIL, elasticsearch-secure (dtzF 217

73 Elasticsearch 4 Y A% > R ICERE I 1. default (ZNER Elasticsearch 1 Y 24 ¥ A lEx
EINhZET,
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o AT 3. OfIEBINTBEHDINI,

7V a v xFy, OJIGENT 21 2FLIFEBDINIL, "true" R EDB|REIR. 7—IVE
ELTTRARL, XFIMEE LTEBINDLDOICLET,

o

AVISANSIVFvy—OT%tF 217 THRWHAER Elasticsearch 1 Y R Y Y AITEFET 570D
RATS54 VDHRE,

o

my-project 7O = U b S WEL Elasticsearch 1 Y XY Y AILOT A ZEET 272D/ TS 4
v DERE.

o

o NA T4 VEHRAT ZHAHL
e inputRefs (345 E D A1 my-app-logs TY,
e outputRefs (3 default T9,
o FTTav:XFI, OJIEIT 21 DFIFEHRDO NI,
m A T4 VEDBRWGEICO Y % Kafka TA—H—ITEET B7DD/IA T54 VDERE,
e inputRefs (207 % 1 7T (fl: application),
e outputRefs [IFERAT HHAODEREITT,

o AT av.xFH, AVIEMNT 31 2FLIEFEHRDS NI,

NEBOTT7 TV 5= —bLFATEXRWEED Fluentd DO 7 DUNE

ABOX 7TV T—9—DFHATEY, OV EZZETIRVGE, Fluentd iFfkE L TO U &I
L. ThoaNy 2 7—ILRELEYT, QI 77V 5 —9—pFAEAREICARZ &, Ny 7 7—3 /O
TS, OJDEENBREINE T, Ny 77 —DERIC—ICAR S &, Fluentd &0 7 DINE %=
Ik L &9, OpenShift Container Platform (dQ 7 %Z0—7—> 3> L., ThHZHIRLEF T, /Ny
J7—H A ZEREELRY, KERY 2—LBEKR (PVC) % Fluentd F—E v £ v k F712 Pod 103870
LY daZElETEEEA,

7J< MEROFREEF—
ZTlE. —BHARF—91TE2RLET, HAYA TIEEMORRF—E2HR—NT2EDEHY F
To HABBDRET7 1 —ILICEFEHLNTVWET, IXRTOMERIEIAFT>a v Ty, BET 25—
HRELT, EREF2) 71 —HEEZEMILET, F—P>—ILv b Y—ERTHT VK,
R—MDOFA—T Y, FFEI/O—"L7OFY—RERE, AROBETREE LD ABEMEDH 21BN
BREEERL. HETIVNENHY £, OpenShift Logging ik, FREEDHEAEHEEDAR—B =R
LEHA.

SV RR—bL A ¥—tF2Y 51— (Transport Layer Security, TLS)

$— 4Ly 2 LT TLSURL (http:/l... F 7= & ssll...) AEAT 2 &, EAHAR TLS H—/—ED
SREEDY E-LJJ“—EU ij—o =Ly I\%E&D\ /91031'7‘)/ avJ4—I)b I\%uxfgj—é &L SEDDU)
TLS HBED BRI Y 7,

e passphrase:(XF3) TV I—RINATLSHEREATI—RT5LDD/IRTL—
X, tls.key "LETT,

e ca-bundle.crt:(3XF5) Y —N—FRERADHRAIY—CADT 71 L%,
A—Y-RELTRRT—F
e username:(XF5) A1 —F—%, NAT—K PR ETT,
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e password:(XF3F)) BREA/ART— K, A—HF—F "W ETT,

Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBATRIIICER X FEMICL T, RUVWIFEIF. SASL IE.
LD sasl. ¥ —HABREINTWVWBHBEICEHNICEMIRY T,

e sasl.mechanisms:(E25)) BF I SN/ SASL A H=ZXLEZDY R b, RELTWEHNEDIS
BlE. YRTLOTI7 A MDMERINET,

e sasl.allow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXET DA A XL%EFHFA
LEd., T74J) bk false TY,

9.411.>—49 Ly bOYERK

ROARY REFALT, SEAZEEF— T 7ML EZBCTA LI M) —IZo =Ly FEERTEZ
-a—o

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

p= =)
RBERERAEESSICIE. generic F/cld opaque Y=V Ly MNAGRATZ & AHELE
-a—o

9.42. AT 747 —4—DEK

O7747—49—%ERTZITE. Y—EXTHDY MARETE 207 ANDOEELXIEET 2
ClusterLogForwarder CR # i § 2 BN HY FT, OV 42EETIBHANEEETSHIEHTEE
¥, ClusterLogForwarder CR (Z. instance &\ &ZHIT openshift-logging namespace ICEXT %
WHEIHY ET,

5
openshift-logging namespace I § 2 BIEEWERIVETT,
ClusterLogForwarder 1) ¥V — 2 Dl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
#...
pipelines:
- inputRefs:
- <log_type> 6
outputRefs:
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- <output_name> @)
outputs:

- name: <output_name> 6
type: <output_type> (@
url: <log_output_url>

# ...

Q CR D £E0d instance THBHBEAHY T,

9 CR namespace (3 openshift-logging TH 2 RENHY £ 7,

g PEINZ2O070514 7, ZD74—ILRDEIF, BEEOJDFEIF audit. 7)) r—>3 >0
J D& IS application. 1~ 7352 M50 F+—0OJ D& infrastructure, £72137 7Y
T—YavIlEREINLBEDANICARY X,

OO~ 7/ oEEEDH N DA,

O DI/OEEEDEADYA T, TOT 41— FOIE
I%. default. loki. kafka. elasticsearch. fluentdForward. syslog. Z7:(3 Cloudwatch T
ER

Q 07 DEESHEDH D URL,

9.4.3. BHIT ORISR EH DBERE
AVFF—OJOEBITOTS—RHEZBMICLIT,

=2 H-
= == |

AA ORI B E. 18T A —T Y R BB B TR A B Y . EMDD Y
Pa—F4 )Yy —XREOOF VIV 2a—2 a3 DM BICKRDIBEELNHY
—

O7NX—H—(38%IC. ACHAADOERDITEZR %~ DHINE L TERSTHILET, TOER, K94
ATV M) =DFEL, ML —RAINEBERITFELILRBAERDRETRIINE T,

Java IS D Hl

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

o OFVIJZEMILTHEBITOFANZKREL, TNHZ12007 TV N)—ICBT7 VYTV
TX3 L9519 %5%5451E. ClusterLogForwarder 71 2% L') Y —2 (CR) IZ, fEH true ®
detectMultilineErrors 7 1 —JL RAAEFEFNTWB I &L 2R L T,

ClusterLogForwarder CR Ml

163



OpenShift Container Platform4.nO¥> 4

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

9.4.3.1. 7

ATXye=IDBIARY Yy T ML —REWHMT 2EHBLICY =T VAL LTERRINZHBE, ThD
FBE—DOREOJLI-RIEEIhEY., RIODATA Yy E—YDORABE., ¥—T Y ARDITRTD
AvE—IT74—)LROBEHEI VT VYICBIHMAONET,

KOOLIAL VY —TCHR—PFIhTWBESE:

Fluentd Vector

Java v v
JS v v
Ruby v v
Python v v/
golang v/ v/
PHP 4

Dart v v

9.432. b TN a—F4Y
BMCTBE, OIL VY —REICIE detect_exceptions ¥ 1 TOFH LWL/ a VAEEFNET,

vectorSEEE V> a > opl

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000
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fluentdS&EtEZV > a > ol

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force_line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.4. O 7 M Google Cloud Platform (GCP) ~ D&#xi%

AREBD T 7 # JL b D OpenShift Container Platform B X K 7IZMA T, FhiEFOKHYIL, O %
Google Cloud Logging ICERiXTE 9,

Ve e
Z OMEEE Fluentd TEAT B2 R R— FSRATWE A,

=S5

® Red Hat OpenShift Logging Operator 5.5.1 L&

¥
1. Google U —ER7HV Y h*— ZFEALTY—IL Yy bEEHRLET,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key_file.json>

2. LFDFY 7L —h%ERAL T, ClusterLogForwarder 124 A1) Y —Z YAML %=/ER% L £
_a_o

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: 9
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- application
outputRefs:
- gep-1

A7 %&RET S GCP )Y —R[EE DIFATICIE U

T. projectld. folderld. organizationld. Z7-(& billingAccountld 7 1 —JL K& Zh il
WInd BEZHREL T,

NA TS24V %FERLTERET 5207 % 1 7 (application, infrastructure. 7 (& audit)

9 Log Entry ® logName 7 4 —JL RICEBINY 2EAZREL XY,
ZHEELET,

B R
® Google Cloud Billing ICE8 3 % KF a2 XV b

® Google Cloud Logging 7 T —FEBD RKFa X b

9.4.5. O %7 ® Splunk ~ D#R%E

RERD T 7 # JL kD OpenShift Container Platform B4 X M ZIZMA T, FIEZDRHY I, Splunk
HTTP Event Collector (HEC) ICAY 2 &£ TEXE 9,

P2
| Z DHRE% Fluentd THEAYT S I LY R—-—FINTUIEA,

AR
® Red Hat OpenShift Logging Operator 5.6 LA
e JLU%—&LTvector "{§E X 17z ClusterLogging 1 ~ X4 > R

® Base64 TIYI1— KNI N7 SplunkHEC h—20 >~

. Base64 TIT v d— KNI N7/ SplunkHEC h—2 Vv AFEBALTY—2 Ly hEERLET,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. LFDFY 7L —h%ERL T, ClusterLogForwarder 1 24 L 1) Y — X (CR) Z{ER F /= I&
mELXT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: "instance"

namespace: "openshift-logging" g
spec:

outputs:
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https://docs.splunk.com/Documentation/Splunk/9.0.0/Data/UsetheHTTPEventCollector

90 9909906006009

B9E O T DINES & UiniX

- name: splunk-receiver 6
secret:
name: vector-splunk-secret ﬂ

type: splunk 6
url: <http://your.splunk.hec.url:8088> G
pipelines: ﬂ
- inputRefs:
- application
- infrastructure

name: 6

outputRefs:
- splunk-receiver g

ClusterLogForwarder CR M #FHijld instance TH 2 NELHY 7,
ClusterLogForwarder CR M namespace (& openshift-logging TH 2 HEHNHY £,
HADERIZEELE T,

HEC k=2 n&8FEh2a>v—J Ly hORFIZEEL Y,

HAY 1 7% splunk & LTHEEL £,

Splunk HEC ® URL ((R— h&2EL) 2#BEL X7,

NA TS24V EFERLTERET 5207 % 4 7 (application. infrastructure. 7 (3 audit)
HEELET,

FTFoav A TSA4AVvDEREIRRELET,

ZDNRAT 40 TRV EGEETSRICHERTIENOZRIZBELFT,

9.4.6. HTTP #2H T O J#xiX

HTTP A THDOJEREIE. Fluentd & Vector O/ L 249 —DEATHR—PMINTWET, BMIC
¥ %I, ClusterLogForwarder H 2% 1)/ —R (CR) DHAHY 1 7% http ICTIEEL T,

FIR

UFDF>Y7FL—bM%ERL T, ClusterLogForwarder CR 2 {E /- IZIREL £ 7

ClusterLogForwarder CR MOl

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: "instance"
namespace: "openshift-logging"

spec:

outputs:
- name: httpout-app
type: http
url:
http:
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method: POST
secret:
name: 6
tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

AOJDEE7 KL X,
OJLa—RKEEETEMDAY T —,
SEAEEREFEHRD— 2 L v M,

&I true F /-1 false T,

0009

ZDER, HHEZRERLTHIBENHY T,

947.BEDIOV TV MDLDT7 Y r— 3y dDEsE

RO AR TOFERICIMAT, FLEZFORDYIC, PFVr—raryn/odE—s#%EN 70O
VI NHSHAEOATT IS —HICEETEEY, o, AEOT T V) 5 —4 —% OpenShift
Container Platform "6 A Y F—49 A ZETIX B LDIKRETINEELEHYET,

TINS5 —23avnloradl ) MILDEREERETDICE. OV ML DREETDD
AFIT ClusterLogForwarder 1 2% 1s1) Y —X (CR) 24E L. thoO 77 V5 —49—DF T 3
VHA, BELTETNSOARNEFERT /81 T4 VEERT 2HELNHY T,

(1} =355
o BEINATOMNINFAREHERAZFRLCOFXF VI T—952RETHLDICKREINAOF
VI —NN—DBRETT,
¥
1. ClusterLogForwarder CR 2% 9 % YAML 7 7 1 L & {ER F 72 I3 fREL £ 7,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:
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- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q

inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR D &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HADEF,

H 714 1 7 elasticsearch. fluentdForward. syslog. 7zi& kafka.

BN URL &E LTOMBO T TV ) S =9 —DURL ER— b, CIDR7 ./ T—2 3
VEBATSI IR —2F0T7O0F S —IEMIA>TVWEIGE. EARIPTRLR
TIERLY—N—FZF/IEFQDN THEIMELHY £,

tls HEEFHAFERT 2HBEIE. TLSBEOIY RKRA Y MIBERI—I Ly NOELRI%
EETIVENHYZET, ¥—7 L v bid openshift-logging 7O =7 MIEEL.
tls.crt. tls.key. B &LV ca-bundlecrt F—HDEFNZ2UEI’HYET, IhbiE, Th
ThHORTAAEZSRLI T,

BEINATOV I MO TT)r—2a vl a5 7409 —F 20D AADERE.
namespace MMEEINTWARWES, O T XTD namespace MO INEINET,

NA T4 VERER. GRS AADSERIMEHAICOTEEELET., ZOHIT
\d. forward-to-fluentd-insecure &\ D ZEID/NA 7541 ~iE. my-app-logs &5 %

JEWERS ~ = . L i e e
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B A710 b tluentd-server-insecure & W\ D {EIOH7JICO 7 28 E L X 9,
AADY) X K,

EAY 2 EDERL

A7 av:XFH, AJICBMY %1 DFBEBRDI NI,

A7 MOOTTI)5—9—IEXET2HD/IA T4V DERE,

090900

o AT NRATSAVDEEIEEELET,

o NS4 VAMERAL TEET S04 1 7 (application. infrastructure % 7z id
audit) ZEEEL 7,

o ZDNATSA4A TRV EGEETZRICHERTIENOZRIZBELFT,

o I a3 FIAINMDODOTRANPICOTAEET B0 default HAOAEIBEL ZF
-a—o

o FTav:XFI, OJIEIT 21 DFIFEHRDO NI,
@ CDREEFATZE, TRTODnamespace 5D T7 T r—o 30O REIND

CEITEFRLTLKEIWY,

2. RDAX Y R%AEFTL T, ClusterLogForwarder CR #&EMH L £,

I $ oc apply -f <filename>.yaml

9.48. HEDPod BoDF7 7Y r—= 3 v 07 D¥nik

9524 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 T7—4%N&EL. Ih%z
Q7L Y9 —IlEETEET,

T —2 a3 I X F A namespace DD Pod & HICETIND Pod THREINDELE
T, INLDPod L7 PV r—2ava#ild 2oNILLHBIHEIE. ThooO/F—49 %2 RE
L. FEOOJ/IAL VY —ICHATEET,

Pod SNRILEIRET %ICIE. 1 DL ED matchLabels DF —/{EDOR T AFEARALF T, EHOF—/ED
R7ERET HIHE. Pod IBRINZZNSITRTUI—BTI2HENHYET,

FIR

1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEREL T T,
7 74T, LLTFDAFAIATRT & S IC inputs[].name.application.selector.matchLabels D T
Bt R Effi X — R (Equality-based) DL 74 —%{FHA L TPod SNILEBELET,

ClusterLogForwarder CRYAML 7 7 1 LD Y > T )L

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:
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pipelines:
- inputRefs: [ myAppLogData ] G
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR D &#ild instance THZMELAHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,

outputs[] "5 1 DU EDIVIRPYDEEIBEL X,

Pod SRNILD—EDEY NaFEOIET Y r—2 3 v O—ED inputs[].name = E&E L £
ER

IN&ET 2077 —9%FDPod SRNILDF—/EDQORT7EIBELET, F—7LIFTIER
. F—CEOEAERET Z2HENHY £F, Pod #BIRT ZITIE, Pod IFTRTD
F—EEDORTE—RTIRENHYFT,

Z4 7> 3 v:namespace = 1 DL EIBELZF T,

9 O 90009

OJ7—4%%&G%Ed2 1 DULEOHANEEBELET, TITRRIND A T3 V0D
default £ A3 0475 —4 A RER Elasticsearch 1 Y RAI YV RICEELE T,

2. AT a0y F—9 DIRE % ED namespace ICHIFR T 2 IC1E, BRRDBFID &£ S I
inputs[].name.application.namespaces = A L £ 7,

3. A7V a v BB Pod SRIVEEFDEBMOT T ) r—ravsrb@U/NAFS54vicay
T—HEEETEET,

a. Pod INILD—EBDOHAEHLE I EIC, RRINZEDERKRDENMD inputs[l.name t
o avEERLET,

b. ZOF7 T r—>3a>v®Pod SRIVIC—EHTBLDIC, selectors xFH L F T,

c. ¥R D inputs[l.name {&% inputRefs ITBIML EF, UTFICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRA 7TV U bEFERLET,

I $ oc create -f <file-name>.yaml|
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BTG IR
e Kubernetes M matchLabels DEF#lIE. Ty hNAR—2DEHAEHR—FTBHYY—R A2SHBL
TLEIW,

9.4.9. AEB Loki AF > I AT LD O JERiE

FI7AILMDATARNTIZMAT, FEIEFEZORDYIC, HED LokiOF > F L3OO Y 5ER1E
TXZEY,

Loki NDOVERE %R ET B ICIE. Loki DHEAE, HOEFERTZ/1 T4V T
ClusterLogForwarder 1 X% L)Y —R (CR) 2{EX T 2ENHY F T, Loki~DOHAIE HTTP (&
FaT7TRW) XLIFEHTTPS (EFa7AHTTP) EiRAERATEXY,

AR

e CROuUrl 74—JLRTIEETSBURL CTLokiOF VIV RATFLNEITINTWVWEIRELRDH B,

FIR

1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEHBELF T,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

outputs:

- name: loki-insecure 6

type: "loki" @)

url: http://loki.insecure.com:3100 @)
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure G
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret ﬂ
loki:
tenantKey: kubernetes.namespace_name 9
labelKeys:
- kubernetes.labels.foo Q
pipelines:
- name: application-logs @
inputRefs:
- application
- audit
outputRefs: @
- loki-secure
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ClusterLogForwarder CR D £Hild instance THEZUENHY FT,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZEEL T,

Y4 7% lokiE LTIRELET,

Loki VAT LD URL BLUVR— M E2BMAMT URL E LTEELE T, http(EF27
TRW F7OMINFELIE https (EF2 7R HTTP) 7O MLV EFHRATEZE Y, CIDR7
JTF—=2avEFRTZ IR —2EA0TOF T —HIEMICAR>TWBIGE, HAOWEIP
T RLULRATIEBRLSY—N—ZF/<IEFQDN THEZBELHY £, HTTP(S) BIEAD
Loki @7 7 # )L h7/R— K& 3100 TT,

EXaT7aEETIE. Y—20Ly b ZHBEL T, 5REET 5 https /<13 http URL Z15E
TEEY,

https #FZFEFHFDIFEIE. TLSBEDIY RRA ¥ MIBEBERY—I Ly NOZRIZIREL

¥9. ¥—2 L v Mt openshift-logging 7OV =7 MIEFEETIZRELNHY., ThHR
TIBAZE %159 ca-bundle.crt A SENTVWERRELNHY FT, THUHNDIZE. hitp
H LU https FHBFHDIGEIX, I—F—RENRRTV—REELY—I Ly MEIBETEE
9, EFfflE. Example: Setting secret that contains a username and password. %588 L T

I,

FFav A9T—9F—T 14—V REEEL T, Loki ® TenantlD 7 1 —JL RD{E%
XL ET, & ZIE tenantKey: kubernetes.namespace_name % :&E 9 % &,
Kubernetes namespace M &A% Loki D77+ M IDDfEE LTHERALE Y, ffRicEDnO
JLOA—R74—ILRZEBETEEH0%MHRT 2IC1E. LU D Additional resources &2
2 av®dLogRecordFields ) Y 7 &SR LTI,

T3V TIFIIDLoki TNIVEBEMA DA T =974 —ILRF—DY R %
BELZET, loki FNILFAIE, EFHRKIR [a-2zA-Z_:][a-2zA-Z20-9 :* & —HTEH2HELHY F
o TINIVAEHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFET, &
& ZIE. kubernetes.labels.foo meta-data F —I& Loki ~XJL kubernetes_labels_foo
Y 9, labelKeys #E2E LAaWE, T 7 4L MBI [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THREFRBRINILOY A XEHICHIRAH DD, INILOEY h2hEILLE

9, Configuring Loki, limits_config ZZR LTIV, 7T =74 )Ly —%HRHL
T. OJL3A—R74—J)LRICEDWTHI I —%ETTEEY,

FTFoav N4 TSA4AVDEFAEIRRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EEET SRICERTIENOZRIZBELFT,

pa )

Loki CIHOJT AN —LEELL YA LRY Y TTIEFHTZ2RELNH S

&. labelKeys ICI&357E L 7 < TH kubernetes_host SNtz M BICE X
nNEd, 2OINILEY MHPEFNBIET, EAXAM)—LDBPTIDDERA RIS
REINZOT, KA DI/ OY VEDRENRETY A LAY Y TOIREHE
NREWEIILRYET,
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2. DAY R&EZFE{TL T, ClusterLogForwarder CRA 7Y =7 hEEALZE T,

I $ oc apply -f <filename>.yaml

BIER R

® |oki t—/N\—D3&E

9.4.10. 4R Elasticsearch 1 Y R 2V AAD O T DEE

RAEWOTZNTICIMA T, FEEZEORDY ICHERD Elasticsearch 1 Y 24 Y AICOV #ERETE
¥, AEO T T ) 5 —4 —% OpenShift Container Platform 507 T —49 25T 25 L D ICRET
ZRENHYET,

ANER Elasticsearch 41 Y 29 Y AANDOVEEEZRET 2ICIE. TDAVRI VY ZAANOEAB L CHEA
%{FEHEY %/31 754 > T ClusterLogForwarder 124 1!) Y —R (CR) #/ERXT Z2RENHY F
¥, HEB Elasticsearch HATI&, HTTP(EZF 2 7 TRW) FLIE HTTPS(F 2 774 HTTP) iR % &
ATXZY,

S EB Elasticsearch 41 ¥ R4 >~ R & NER Elasticsearch 41 Y R H VY 2ADOWAICOV #E%ET Ik, HH
BLUOHAEA VYV RIVAANDNNA TS4 Y, BLVdefault HAOAFERELTOTEREEA VR Y >V RUC
BT BN TSA Vv BEERHRLET,

pa )

0 % % REB Elasticsearch 1 Y A9 VY ADIHIERET Z2NENH D5E
I%. ClusterLogForwarder CR #/EX T 2 L EIEHY T A,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINAZOL
VY —=IN—DRETT,

FIE
1. ClusterLogForwarder CR = E%& 9 % YAML 7 7 A L&A ER F /213 mEL £ 9,

ClusterLogForwarder CR Dl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-example 6
type: elasticsearch
elasticsearch:
version: 8 9
url: http://elasticsearch.example.com:9200 G
secret:
name: es-secret ﬂ
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pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example @
- default
labels:
myLabel: "myValue" @
#...

ClusterLogForwarder CR M &#iid instance THZMELAHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNH Y X7,
HADERIZIEEL XY,

elasticsearch ¥ 1 7% 3EEL £ 7,

Elasticsearch N\—Y 3 VEIRELE T, Chid6. 7. FLE8DVWTINIIARYET,
AEB Elasticsearch 1 Y 24V ZM URL L VR— M &= Bipiaktst URL & LTIREL E
T, http(EFa7TAHAW) FOMINLF I https (EF 2 7R HTTP) 7O NI AEFER
TEXFEY, CIDR7/7—YavaFERTZ ISR —2f07OF Y —DEBMIHR>T
W2%BA, HARKIP 7 RLRATRALS Y —N—ZF/IEFQDN THEIBENHY F T,
https EFBEFH OB EIFE. TLSEBEDIY RKRA Y MIBEBERY—I Ly NOZRIEZIEE L
F9, Y=Ly MIE. ENDKRTIAAZ%ZET ca-bundlecrt LS ENTVWIHE
BHYET, ThUADIZE. hitp BL U https BEHOBEIZ, 1—H—FLENXT—
REEOLY—I Ly MEIBETEEY, ¥—7 L v b openshift-logging 7O> = 7 b
ICBEET I2RENHY T, FMlllE. . 12— —RHEXRTV—-—FNEZELY—IL v b
DEE] Z25RLTLLEI W,

FFoav: "M T4 VDERIEEBELE T,

NA T4V %FERLTEXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EGEET ZRICERTIENOZRIZBELFT,

Z 73047 % KNER Elasticsearch 41 Y R4 ¥ RITEET 372012 default B A% IEE
L/i-g—o

A7 a v XFH, OTIEMY 51 DFBFERDI NI,

2. ClusterLogForwarder CR ##@E L £ 9,

I $ oc apply -f <filename>.yaml

Bl: 1—H—ZENRRAT—FEZELT—I Ly bDK

AI—H—RZENRRAT—RZELY—V Ly M&FERL T, AE8 Elasticsearch 1 Y A Y AADtEF 2
TIRERESRIITEET,
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fe& 2, Y— R/R—F 4 —H' Elasticsearch 1 Y 29V A %#BE$ 57, HHE TLS (mTLS) ¥—*%
FEHETEARWVGEIC, HTTP EAIEHTTPS #FHA L CA—H—RENRAT—REELY—I L v b %
BETETFT,

1. LATFDBID & S 7% Secret YAML 7 7 4 )L {ER L £ 9, username & &£ U password 7 1 —
JVRIZbase64 TTVI—RIN/EEFRALET, >— VL v 9S4 TETTAIIT
opaque T4,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. 9_9 l/ v I\%{/Eﬁibi-g—o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRICY—2 L v hDERIZIREL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...

- Pz
A url 7 4 —JL ROMETIE, $EBEFEIE http £ 7213 https ICRY £ T,

4. CRZA7VxV b=BRALEY,

I $ oc apply -f <filename>.yaml

9.41M. Fluentd 87O M JJLAERA L0 Y DE5E

Fluentd forward 7O h QI EFR L T, T 7 4L KD Elasticsearch O X M7 DRDY, FilEZTh
IKMAT7ORIANEZFAND LD ICREINAAABOI/T7IYS—4—ICOJDIE—%2ZEEFETE
x9, AEO T T ) 45 —4 —% OpenShift Container Platform ™S5O 5 R{ET DL D ICKRET B0
ERrHYFET,
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forward 7O NN EFERALTCOVEEERET 5I1CIE. Fluentd U —N— IR 2 1 DU EDOHENS
SUVENSOHANEFERT 5/81 TS5 4 >~ &I ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEF, Fluentd DA TCP(EF 2 7 THW) £ TLS(EF 1 74 TCP) s AT £,

AR

o BEINATONINFARERAEZFERALTCOXF VI T—952ZETILIICERESNAOF
VI —N—DRBETY,

FIA
1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEREL T 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance 0
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 6
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default @
labels:
clusterld: "C1234" m
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR D &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZIEELX T,

fluentdForward ¥ 1 7% EL X7,

- -
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© HEBFluentd 1 Y29V 2D URL BLUR— M EBMAMEI URL & LTIHELET, tep
(EF¥a7TchW) FObaLFEUs (EF2T7RTCP) 7O ILEFHTEET,

@ tls A AR S LTEALTUWAEAIE. TLSEBEDIY KRS Y MIBERY—F LY
NDOEZRIZIET Z2HELIHY ET, ¥—7 L v M openshift-logging 70> =2 MC
FETDIRELrHY., TNHIKRTIEHAEZ%IET ca-bundle.crt ELAEENTWVWBRELDH
L) i’a—o

FTFoav A TS4AVDEFERRELET,

NA TS24V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EGEET ZRICERTIENOZRIZBELF T,

Z 7 a3 O % KNER Elasticsearch 41 Y R4 ¥ RICERET 5701 default B A% IEE
L/i-a—o

7V a v xFy, OJIGENT 21 2FLIFEHDOINI,

F7oavHR—MNINBIA TOMOHAEO T T V) S =9 — LAV EHEET D LD
ICEBOHENZRELE T,

0 906 09

o NATS4V%&RBT AR

e inputRefs (&, TD/NA TSV AFERLTERXET 207914 T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT aviXFI, OTIENT 51 DFLBFERDINI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

9.4.11.1. Logstash #* fluentd B 57 —4% Z WY AL =D T / BEE DAL

Logstash 7" fluentd 507 7—4 B YA ITIE, Logstashi&EZ7 7ML TH/ WEEEEMICT
DENHYET,

FIR

® |ogstash 3% 7 7 1 JLC. nanosecond_precision % true ICERE L 7

Logstash3&E 7 7 1 L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.12.syslog 7O K JJLAER L7-O Y DERE

syslog RFC3164 F7z1& RFC5424 7O )L AEEA LT, 77 #JL b D Elasticsearch A7 X k7 D
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HY, FAEEFEZINIKMATTAORNILEZFANS LD ICERESNWAABOI 7Y S5—45—IlOTD
OE—%EFETEFET, syslog F—/IN— &, AEO T 7 JY) 5 —% —% OpenShift Container
Platform "5 AV %#RET D LD ICKRET Z2HEHLIHY 7,

syslog 7O NI AFRALTCOJEREERET BITIE, syslog P—N—(IH T2 1 DU LEOHEDE LT
TNSDHEANEFERT %/31 54 > &HIT ClusterLogForwarder 1 2 49 1s') —Z (CR) Z4ER L &
¥, syslog HAITI&, UDP, TCP., F/WEXTLSERKAFATEZT,

AR

o EEINA7ONINZFAEFERXEZFRALTCOX VI T—9E2ZETLHLIICHEINAZOL
VY —=IN—DRETT,

¥
1. ClusterLogForwarder CR#A 7 =V h2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 9
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514"' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east
- default ()
labels:
secure: "true"
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QD000

@ ©® 090 90 9

syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR D &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2ENHY X7,
HAODERIZIEELX T,

syslog ¥ 1 7%5#EEL T,

F7av: LTIV RAMREIINT WS syslog/NTA—9—%BELZE T,

N&Bsyslog A VRAI VY ZADURL BLPR—MEEELF T, udp (EF 27 TRL), tcp
(EF¥ar7TchRWN) FObalL, FhiEts(EFa2 7R TCP) 7O NIV AEFRATEET,
CDR7/T7—2avaERT2I IR —2F07O0F 2 —AEBMICA>TWDBIFE,
HAFIP7 RLRATRALKY—N—ZF/IZFQDN THIUHENHY £7,

tls A AFER T 2HBEIE. TLSBEDOIY RKRA Y MIBERI—I Ly NDOELRI%
BETHI2HENHY T, >—7 L v M openshift-logging 702 =7 MIBEET B
ERHY., ThHKRTIAE%IET ca-bundle.crt BASEINTVWEIRELHY T,
FF a4 T4 VD&RIEEBELE T,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EEET HRICHERTIENOZRIZBELFT,

Z 7 a0 % KNER Elasticsearch 41 Y A4 ¥ R ICERET 578 (C default B A% IEE
L/i-a—o

F7av:xFh, ATICEBMT 2 1 DX EIEERDSINIL, "true" R EDE| BB,
T—=ILEE LTTERL, XFIEE LTRE#INDLDICLET,

FToavYR—bNINBIA TOMOHAEO ST V) S =9 —ICATEGEET D LD
ICERBOENZRELE T,

o NATS4V%RBT 2HR.

e inputRefs (&, ZD/NA1 FSA VAEFRLCEGET Z0594 ST
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT av:xXFH, AVIEMT %1 2FLIEFEHRDS NI,

2. CRATVx U MaFRLE Y,



HOE O DIES L Uinix
I $ oc create -f <filename>.yaml

924121 XAy E—IHAADOOTY —REHRDEN

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% L)Y —X (CR) ICEBINT 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL 11— KD Xvt—Y 74—
JWRISEMTEEXT,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

pa 23]
_ ZDFREIE. RFC3164 & RFC5424 DEA E E#|MELH Y 7,
AddLogSource Z [ L W EE D syslog X v —TJ H A DA

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v z— I H DAl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-qgxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

9.4.12.2. syslog /N T A —4 —

syslog HAICIE, ATFEBRETE T, FMIE. syslog D RFC3164 F7zl& RFC5424 RFC 28R L T
<X,

e facility:syslog 7 7 1) 714 —, fBICIF 10 ERDEHF /I AXFENXFEXF LAWF—
77— REZFERATEET,

o A—FRIAXAyvtE—IUDIFEIX. 0F7/IE kern
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A—HF—=LRILDAYE—DIHEIK. 1 F/lF user, T 74 MTT,

o

o

A=Y AT LDGBEE. 2 £7Id mail

o YRATFLT—EVDHEII. 3 £7/IE daemon

o EXxal)T4—/REX Yy E—YDIFEIE. 4 £/I1F auth

o syslogd ICE > THERICERIND X v 22— DIHFEIE. 5 £/ syslog
o FAVIYVI—HBTIRTLDFZEIE. 6 F/id lpr

o XY NT—7 news 7Y AT LDFEIF. 7 £72Id news

o UUCPH 7Y RFLDIFAEIE. 8 F7Id uucp

o JAvYIT—EVDHZEIE. 9 F7IE cron

o EXxal)F a1 —FREAYE—TDHFEIF. 10 7<Id authpriv
o FTP 7—EVODHEIE. 11 £7IX ftp

o NTPH 7Y RFLDEEIE. 12 £/ ntp

o syslog BEEOJ DIFHIL. 13 F7=Id security

o syslog 77— MOV DIFEIE. 14 £7/=1F console

o R Ta—YUITF—EVDFEIK. 15 F /-1 solaris-cron

o

O—AIVIZERI N S facility DB &I, 16-23 /=13 local0 - local7

e F 7Y a:payloadKey:syslog X v E—YDRA O—RELTERATZLI—RKT71—IL K,

R

payloadKey /X5 X —4% —%EET D &, MD/NT A —4 —H syslog ICEREX
na Y x7d,

o rfcisyslog &AL TCAOJAEET 27-OICERINS RFC, 77 4JL MM RFC5424 T9,

® severity: 1S syslog L O— NIZEREIN B syslog DEKRE, {BICIE 10 EROEHF 21X KX
FENNXFEERFLABAWF—7—REFHTEET,

o YRTFTLNMEARATHBIEAERT XAy E—IDIFEIE, 0 F7zi& Emergency

o BIEFICT VY avaRTI2MEBENHDIEERT Ay E—IUDIFEIF. 1 F/1E Alert
o BEAMLREATRTAvE—YDBEIE. 2 £/ Critical

o IS—DREBETRT Ay E—TDFEIE. 3 7Id Error

o EEREATT AYE—TDIHFEIL. 4 £72I1E Warning

o FETHINEELMREBETRT XA v E—YDHFEIX. 5 £7E Notice

o [FHRERMIDZIA v E—TDIFEIE. 6 £7/-1F Informational
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o TNRYTLRIVDAYEZ—V%RBTEAYEE—TDFEIE. 7 £7/1E Debug, 77 # )L
T,

e tag: ¥ JId. syslog Ay t—YTHJELTEATSZLI—RFT1—ILFZEBELET,

e trimPrefix: IEEIN/AEEHEZ Y IO LHIKRLET,

9.4.12.3.3EM® RFC5424 syslog /X5 X —4 —

UTFDINZ X —4—[E RFC5424 ISBEAINE T,

® appName:APP-NAME &, OV %FEELALT TV r—>ava#Hpe27 ) —TF A MNDXF
HITY, RFC5424 ICF L TIRET 2ELHY T,

e msgID:MSGID &, Xy E—Y D514 TaHHNTZ7Y) —FTFRMXFHTY, RFC5424 (Txt
LTHRETIRENHY XT,

® procID:PROCID 1Z7 Y —FF XA MXFIHTY, ENEEINDIHEIE. syslog L AR— h DI AT
LTW3Z&%RLEY, RFC5424 ILF L CTIRET 2MENHY T,

9.4.13. A7 ® Kafka 70— —~DExx

FTI7AILMNDATARNTICMAT, FEEFEZORDYIC, HED Katka 7O —H—ICOJ AEETE X
-a_o

N8B Kafka 1 Y R Y AANDOTEEZRET BICIE. TDAVRAIVANDHENZED
ClusterLogForwarder 1 2% 4') Y —Z (CR) &. ZDHEAEFERT /31 TS5 4 VA ERT 2HED
HYUET, HAOIKKEDKaftka NEY I &BMT ZH. T 74 MaFERATEET, Katka DHEBDIE
TCP(EF a7 TRW FAIETLS(EXa 7R TCP) ERAFEATEXET,

FIR

1. ClusterLogForwarder CRA 7V N2E&HT 2 YAML 7 7 M L EERREIEREL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: app-logs G
type: kafka ﬂ
url: tls://kafka.example.devlab.com:9093/app-topic 9
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devliab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
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- hame: app-topic G
inputRefs:
- application
outputRefs: @
- app-logs
labels:
logType: "application” m
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default (B)
labels:
logType: "audit"

ClusterLogForwarder CR M &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZIEELX T,

kafka ¥ 1 7% 3BEL X T,

Kafka 7O0—H—®D URL B L VR— M E2GMAMT URL E LTIREL., #7723 v T
EDMEYIVTHEELET, tep(EFa7TAHAWN) FOMINFELIFHs (EF2 TR
TCP) 7O MINEFRATEEY, CIDR7/T—>avaFERT 27729 —2F&0 70
FO—DEMIRO>TWBIGEE, HARIP7 RLATERHARLS Y —N—ZF/IEFQDN T
HEIUENHYZET,

tls A AFER T 2HBEIE. TLSBEOIY RKRA Y MIRERI—I Ly NOELHI%
EETIVNENHYZET, ¥—7 L v b& openshift-logging 7O2 =7 MIEET S
ERHY., ThHKRTIHAEAIET ca-bundle.crt BASEINTVWEIRELHY T,

7 av: EeFaTRHEANEZEETSITIE. URL OFIIC tep DEBEIFHAFERLE T,
Fre. TOHHDD secret ¥—&FD name &L F T,

a4 TS4AVDEFERRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA TSA VAT AEETIEICFERT I ENDDOLRIEEELE T,
7V a v xFy, AJIGEMT 21 2FLIFERDOINI,

FT7oavYR—MNINBIA TOMOHAEO ST V) S =9 — LAV EGEET D LD
ICEBOHENZRELE Y,
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o NATS4V%&ERBT 2HR.

e inputRefs (&, TD/NA TSV AFERLTEXTZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,
o FTTav:XFI, OJIEMT 21 DFIFEHRDO NI,

@ F 7 3. 0% % KNER Elasticsearch 41 Y R4V RICERET 57201 default 23I5E L &
-a—c

2. ATV a v B—DHAEEROD Kafka 7O —H—ICERET B 1CIE,. ROBICRT & S I Kafka
7O0—h—DRIEEELIT,

#...
spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...

Q brokers & & U topic ¥ —% 3D kaftka ¥ —%3¥5EL £ T,
@ brokers *—ZIRELT. 12MLOTA—H—ZKBELET.

g My s *—%ERALT, OVASETEZI—FYy NNEYIEIEBELET,

3. RDAX Y R%AZEFTL T, ClusterLogForwarder CR #&EMH L £,

I $ oc apply -f <filename>.yaml

9.4.14. O0 % ® Amazon CloudWatch ~D#5%

Amazon Web Services (AWS) BN RZA R T2 E=S ) U IBLTATRA N L —YH—ERXTH S Amazon
CloudWatch ICA V28X TEE T, T 74/ MOOTZAMTICMAT, FLBIOJTIANT7ORHLY
IC. CloudWatch ICAJ A8RXTE X T,

CloudWatch ~D O JEREARET 51Tk, CloudWatch DO E L VD EFERT Z/1 TS54 VT
ClusterLogForwarder 1 X% L)Y —Z (CR) 2EK T 2 HELHYET,
¥

1. aws_access_key_id & & U aws_secret_access_key 7 1 —J)L K% {EFH T % Secret YAML
774V EER L. base64 TTYA— RINK AWSFRAEBEREZIBEL XTI, UTICHZSRL
xY,
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apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRESONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly bEERLET, LTFICHIZRLET,
I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CRA 72 ¥V N &EHT 2 YAML 7 7 A L&A ER F /I3 mEL T,
D774, Y=Ly hOERIZEELE T, UTICHAIZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret 6
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P
ClusterLogForwarder CR M £ Hild instance THEHZMENHY X T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HAODERIZEEL T,

cloudwatch ¥ 1 7%##EEL 7.,

0009

ATvarv 0l 7V—TLe s A EE2BELE T,

e logTypeld. O %94 7Oy I —T5ERLET,
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e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY T IL—T%ER L
F9, gt 1V ISRANIVFy—BLIVEEQTHOERNDOO Y VIL—TEIEK
LE9.

e namespaceUUID (Z. 7 7)) & — 3 namespace UUID Z& L WA I JIL—F
EERLET, £/, 1V ISAMNSVFv—BLU0EEOVAOERNOO T JIL—
TEERLET,

FFoar: I —TOEEICEEZFNST 7 4 J)L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T 3 vaisELET,
AWS SREFIBEHRNIEFEFNDY—I Ly NOEZRIZIBELE T,
FTToav: A TFS5SA4AVDOEREEEELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
EEELET,

9009 O

CDNRAT 4 TRV EEET SRICHERTIENOZRIZBELFT,

=

4. CRATIV U bafFRLE T,

I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder Df#fd

Z ZTl&. ClusterLogForwarder h X% 1Y) Y —2Z (CR) D> FJL &, Amazon CloudWatch (ZH 73
TH5O0T—9NKRRINZET,

mycluster & L\ 5 ZF]D OpenShift Container Platform 7 5 24 —%EfTLTW3 & L F 9, ULTFDO
TV RIE. U5 A5 —0 infrastructureName iR L £9, Ztid, B Taws IY Y NDOERRICERL
EJC N

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZDFOATT—8EEKT BICIE. app & WD BARID namespace T busybox pod ZE{T L &
9, busyboxpodid, 3T EITstdout ICA Y E—VAHEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod #1731 % app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"
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ClusterLogForwarder h X% LYY —RZX (CR) T, AV I7SAMSI9Fv—, BEE. 8L T7TY
H—ravayd 94 7% all-logs /8 TS5A VADAAELTHRELET, T 2ORMTSA4 Y
% cow HOICHEER L. us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CcW

CloudWatch D& ) =Y aviliEk, 3D2DOLRIVDA TP MAEENZET,
o OJIJIN—TF
o OJAN)—LA
B OJARV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 3 20O 941 7T
Amazon Cloudwatch I3 20AT VI —TH#ERLF T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£V —FICFa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
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"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
.logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623bace761911a9ef.log"

FOTZARN)—=LIZIEATARY A EFENFE T, busyboxPod S5 ATANRY MERRT BIC
i&. application OV 7 )—7H 507X KN —LEIRBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\"\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\"\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQ1tZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Fl: a7 IIN—TE2DEBHEDHRAY<TA X

O7 7 —7&TlE. 77 4L kD infrastructureName %587 mycluster-7977k (& demo-group-
prefix D& D ICEBEDXFINBEZIMADZIENTEET, COEFEEMASIC
l&. ClusterLogForwarding CR @ groupPrefix 7 1 —JL KZEH L £,
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cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EEF 4 B XA F T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B&x b EICOT T IN—T D4

PSR —KWDT F)r— 32 namespace &L, ZEINT T — 32 namespace &% E & IC
¥ % CloudWatch ICAY J IV —T%ERTEE T,

7)) lr—>3vdDnamespace 7 7V 7 MEHIBRL T, ALAROH L WA TSV MEERT S
%AIE. CloudWatch IZBETER L OV VIV —F & FER LiGIT £ T,

HEICZIMARLT7Z Y r—> 3> namespace 7 7V 27 MBI EMCFEDIHZE XK. T DFITERER
INTWEHEEZFRALET, ThUAT, ERIN207 A v -V %2HEICKANT 20BN H 515
A&, Y IZ Naming log groups for application namespace UUIDs D7 ¥ 3 VA SR L T X
(A

7Y — 3 namespace BEEICLALZRIZBELTCT Y r—2a vy i 7V —T%EXT 2
ICI&. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy %* namespaceName (LR ET D&, 77U r—2arvOd I —TOIDNHEELEZITET,
ZhiE. audit & £ infrastructure DO 7 JIIL—FITIEIRELFH A,

Amazon Cloudwatch Tl&. namespace £EHE AT VI —TEZDREILKRFINET, 77U —> a3
~ namespace (app) 1 D TH 572, LLTDH AL mycluster-7977k.application Tld7R <, FHL W
mycluster-7977k.app 07 7). —7F & RLTVWET,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDBIDY SR —IEBDT ) r— 3~ namespace & FEh 3B &Ik, HIZIE namespace &
EICEBOO T IN—THRRINET,

groupBy 7 4 —JLRI&, 77U —2av00 00 —FRFRELET, Zhid auditBLV
infrastructure DO 7 7L —FICIIHELFH A,

Bl: 7 7Y Hr— 3> namespaceUUID &2 & icOV IV —T w4

PSR —HNDT F)r— 3 namespace Z & IC, ZEINT T r—< 3~ namespace M UUID %
£ &9 % CloudWatch IcA Y T I —T5ERTEZE T,
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7Y —2 3D namespace 7 7V TV MEHIBR L THFROOT IV —T%=ERT 25614,
CloudWatch THLWAYZ VI —T%EHRLE T,

HEICZIMARLZT7 ) r— 3 namespace 4 7V =9 MBI X CFEDHZEIE. ZDHITER
BAIh TWBAEZFERALET, ThUADZEE. FHRDA): Naming log groups for application
namespace name Dt > avASRBLTLLEIW,

7Y — 3 namespaceUUID 6 & ICOJ TV MY —ICERIZTITF B IC
I&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{E% namespaceUUID [ZFXEL 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&. namespace UUID "& OV VI —TEZDHRRBICKRRINE T, 7)) r—
< 3 ¥ namespace (app) ' 1 D TH %728, LT DH L mycluster-7977k.application Tl <, #
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ /)L — A RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 4 —JLRI&, 77U =23 v0J0 0 —FRFRELET, ZhiE audit LV
infrastructure DO 7 VIV —FICIIHELFH A,

9.4.15. STS iz 7 5 A ¥ —H* 5 Amazon CloudWatch AD O J#53%

AWS Security Token Service (STS) BERMICA > TWB I S RAY —DIFAIC. AWSH—ERXT7HTV b
HFETIERT 5. Cloud Credential Operator (CCO) 2—7 4 Y71 — ccoctl ZFRA LTI LTV
YYDV IIARNEERTEET,

AR

® Red Hat OpenShift DO ¥ > 755 LI

FIR

L. UWFoF>FL—M%{FBL T, CredentialsRequest 1 X% L)Y —RX YAML %4ER L £
3—0

CloudWatch 2 LT v ILY 9T A NDFY L — b

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
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- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. ccoctl A¥ ¥ R%&{HA L T. CredentialsRequest CR # A L T AWS OO—JLEER L %
¥, CredentialsRequestt 7> - N TlE, ZDccoctl A~¥ Y REFEHETZE. HFED OIDC
TATYTAT4—7ONAF—ITFF I NS A MR >—&, CloudWatch V) YV —2X
TOREETNR—Iv2avaE592 -3y avR)Y—%EELTIAM O—JL%ERK
LE¥d., DAY RIE, /<path_to_ccoctl_output_dir>/manifests/openshift-logging-
<your_role_name>-credentials.yam! ([C YAML R E 7 7 1 ILEEHR L ET, TD¥—Y L v b
7 74IICIE. AWSIAMID 7ONA ¥ —TOREFICFEAI NS role_arn ¥—/fENESEN T
W& 9,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com ﬂ

<name> &, 75T RYY—RDYITRHIFICERINZERITHY, STSTSRI—DA
VARIHRILERAINZEAIE—RID2RENDHY T,

3 LY —2Ly bEBERALET,

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. ClusterLogForwarder 71 249 L)Y — R &R FIIREL X,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
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secret:
name: <your_role_name> G
pipelines:
- name: to-cloudwatch Q

inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P
ClusterLogForwarder CR D& #iid instance THZHELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZIEELX T,
cloudwatch ¥ 1 7%#i8E L £ 7,

F7varv. 007V —TId A EEEBELET,

e logTypeld. O %94 7Oy IV —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L
9., AVIZANZVFv—BLUVEEODTIIREEZITT. logType ICL>TY
=TI EFICRYET,

e namespaceUUID (£, 7 71) & —> 3~ namespace UUID Z &I LW T T IL—TF
EERLET, T 1V IZRAMNIIVFYy—BLUCEEOJTAOENDOO T JIL—
TEERLET,

FFoar I —TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —TavaiEELZFT,
AWS SREFIBE#HRNEFEFNDY—I Ly NOEZRIAZIELE T,
FTTvav: A TS5SA4AVDERAEEEELE T,

NA TS24V %FERLTEET 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

ZDNRA T4 TOVEETI2HIHERT2HNOERIZHBELE T,

9.4.16. B M AWS O— /L% {EH L 7= AWS CloudWatch D> — %7 L v MMERX

AWS DO O —ILAH DS L. oc create secret --from-literal I~ > KA {#HH L T. STS TAWS
D=Ly NEERTEET,

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

=Ly ol
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apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

BAEE R

e AWSSTSAPINZ7L YR

O5.OFX /AL V49 —DETE

Red Hat OpenShift DAFX > V&, VTR —DoARL—> a3y eF7 Y s—aryndz=i&E L.
KubernetesPod & 7OV Y hXFF—HTT—4 5T LET,

O73LJ89—DCPUBLIVUXE) —HIRRZEREL., OV AL V49— Pod ZHED ./ — NICHEE) TX
F9., OJaLIF—ICHTEHR—MINZTRTDEEIE, ClusterLogging TR Y LYYV —2R
(CR) @ spec.collection.log.fluentd 2% VH#%FH L TERITTEET,
951.0O73LJ4%—DH%E
ClusterLogging 1 24 )Y —2 (CR) AZE T 22 & T, OXV/THEATZO/ILI9—DF A
THERETEET,

pa

Fluentd I$FEHE L > THEY., SEDY Y —XATHIRINSEFETY, RedHat i&, IR

HEDY =D 744 2 LI OREED A TIEEE 4 K— hERBLETA, &
DHEBEISIEEI N < AR Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,

(1} =355
o TIEERNDH 2,
e OpenShift CLI (oc) B Y 2 h—ILI N T W3,
® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

FIa
1. ClusterLogging CR @ collection ft#%=Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:

#...

spec:

#...
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collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

Q OXVJIERT207aL99—0%4 7, Thid. vector £7-1Z fluentd ICT 3 Z &

2. RDAX Y RAZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml
952.O0F¥> 7L %Y %—Pod DX
AF¥>JaL V4% —Pod &, TNOHDAEFTINTVWENIET S/ —KNERRTIET,

FIR
o JOYIVRNTROATY REERFTLT, OF Y JAL U9 —Pod &EZTDFMERRILET,

I $ oc get pods --selector component=collector -o wide -n <project_name>

aepaltl
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

953.07L V4% —CPUBLUVXEY —4IEDEE
O472aL74—Id, CPUEXEY —SIBROTBA~NDHEEAHTLE T,

=2
e openshift-logging 7O = ¥ b T ClusterLogging 1 X% L)Y —2Z (CR) 2#R&EL £ 7.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
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name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: @)
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ LEBCEHUTCPU XEY—HIRBELUBRZIBELFT. RRINBMEET 7 4L M8
T“’a—o

R

Fluentd ISFEHERE > TH Y., 5D ) —RATHIBRINS FETY, RedHat &, IR
EDV)=ZADFATHA TIHRICIOWBEDNTBEE Y R—-beRHELITH.
DHBEIFILERI N AR AR Y F L7, Fluentd DX Y IC, Vector 2 FHETEF T,

PSR —OFVJICIE, Fluentd AT 747 —4—DN T4 —<IVRAFa1—=VJIFRATEEH
D Fluentd /SS A =9 —HEFNhFT, ChOHDNNSTA—Y—%FHTDE. LLTD Fluentd DENME%
ZETXEY,

o FyvUIBLUVFVYvIYIDNYy T 7—HA4X
o FvUIDISyLaAEME
o F v UIUELEDBRITEME

Fluentd I, F¥ 9 EWHEBE—DBlob TAYTF—9%NELZET, Fluentd B’F v > U % ERR T &
IS, FY U3 RT—V ILHDERBINET, TITFY Y IET—9T—WMICRYES, Fvo
IR —WICIRB E, Fluentd i3 F vy V9% XFa— IIBHBLET., TITFY I3 75y ¥ aEhdE
M EELRICEZAFNEGEITHEBINES, Fluentd ik, XY M7=V DRIEPEELETOREDRH
BREDIFIFREBHRTF YV I52 75y aTIRVWEELrHYET, Fvy VI %5759 aTE
BRWGEE, Fluentd IEREBYICT7 S v a%2BHTLET,

OpenShift Container Platform @7 7 # JL kT, Fluentd (& I8BBERMINY V47 AixxFALTY
Sy arBERTLET, TDFAE. Fluentd i Z 75y V2 5BRITT2ETEHEMT ZERB%E 242ICL
F9., Chid. EEENDERERERSTOICRIEET., BNV /X T7E5EITL. RDYILE
MG BERTAEZ2FEATEEY, Ihik, BEDOERTF vy /D75y az@BATLET,

INHDNRSA—9—F, FEEREERINL—TY NEIOMNL—RA 75HBFTDDICZIIEET,
® Fluentd DRAIL—T vy NEFREILT DICIE., TNODNRSX—F—AFAHLT. LYKEh
Ny I 7—BLVF21—%5BFEL. 75y V15 EEL. BRATORBOE(RETSZI &

T, XY NT—=OR5y MIAERDOTZENTEET, JYKRKESTANYT7—ICIF/— KD
T77ANWNVRATATEIYZ L DEENMVEICRD I EITSERELTLEIL,
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o FHFHRIFEMEWVSEICRELT BT, NIX—F—ZFALTICIKT—FZEEFEL. Ny
FOEBZELORL, F21—&Nv T 7—DRILT, SYBEICTS Yy 18I U0BHEITEZR
HTEZEY,

ClusterLogging 1 X% L)Y —R (CR) TUUTD/NRSA =4 —%FHAL T, FyrI/8LUV77v>a
BEARETEET, RIT. 8T XA —4 —|L Fluentd TEAT 27DIC Fluentd FREY v FICEHEIMIC
EBMINET,

pa 3]

INLDRS A=Y —DHFHIZLLTOEY T,

o FEAEDI—Y—ITIIEAEYNDHY FEA, TT7 I MEET. EHRBICEW
NI =X VAPELNBIETTY,

® Fluentd BESLUVN T+ —T VY RICEATREFELVWHHEAF > LRI —F—DH
bfﬁ%r\‘?o

o NI7F—IXVRFa—=—VvIDH%=BENELEY, OF VT OMERICHELRS
iBTERHY FEA,

FO.10 SEL Fluentd SRE/NS A —4 —

T4k

chunkLimitSize EF vV IDERYA X, 8m
Fluentd (D4 XITET B &
F=IDF vV I~NDEZIAH%
fZIEL £ Y, RIZ. Fluentd (&
FyooEF1—|IEEL. IR
DFv VI EREET,

totalLimitSize 2F—=IBLVF21—DEEYA J—RF 4RI DE15% DI RT
ATHBINY T 7—DERKTA DHEAICHBINET,
o Ny 77 —H4 AN DE%E
#BAbE, Fluentdig5—4 D
FrrvIADEMZFELEL, T
F—EHLTEKRLET, Frv
TJILBWT =4 LT RTERbhE
ER

flushinterval FrooDT7ZvYa0ER. S 1s
@) m &), h @), ki
d(BE) #FHETEEY,
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T4k

flushMode 75wl anRITY A% interval

e lazy:timekey /X35 X —
H—ILBEDWTFv V)
E7o5wialZE
¥, timekey /X5 X —
Y—%ZEBTBHIERT
TEHEA.

e interval: flushinterval
NG A= —ICTEDWNT
FrooHTSval
x9,

e immediate: 7 —% %
F vV UIBMEY <IC
FroO&5T7Sval
£9,

flushThreadCount FYIDITSYy1EETTEH 2
ALy RO, ALYy RO %
PFE TSV ADRIL—T Y
AAZEL., Xy M7 —0 D5
BEEASFERRICARY £ 9,

overflowAction Fa1—H—WIkdE Frvy block
EEIXLULTDL D ICHRY F9,

e throw_exception: O/
ICRRIN D000 % FKE
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFv>Y
HEIELET,

e drop_oldest_chunk:
WM RZEFYv T
FTANZ=HICREHL
Fryro&ROyFLE
T, AVWF v I DEIR
FLOWFr o LYEN
ILRYET,

retryMaxInterval exponential_backoff H&1T 300s
EDRKEE (FEBAL.
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retryType

retryTimeOut

retryWait

73y YallRMYT BI5EDEA

e exponential_backoff:

75y 10BERITOM
REEPLET,
Fluentd

(%, retry_max_interv
al NS A =8 —|TET D
FT. ROATETICH
e BEEZ 2BICLE
ERS

periodic: retryWait /%
FA—H—ITEDWTT
v aaEEHRNICER
TLET,

LO— RAPEINZENCERT
= H A B R ARERER.

RDFvVIDITZv1ETD
B (R EAL),
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T4k

exponential_backoff

60m

1s

Fluentd F+ > 7 D> 4 744 7 ILOFFMIE. Fluentd K¥F 2 X~ M@ Buffer Plugins 288 L T2

T LY,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

2. UTDONRSGA =8 —%BMELBIEELET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m ﬂ
flushinterval: 5s g
flushMode: interval e

flushThreadCount: 3 ﬂ

overflowAction: throw_exception 9

retryMaxInterval: "300s"
retryType: periodic ﬂ
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OO0 &9 9 90 600

retryWait: 1s 6
totalLimitSize: 32m Q
#...

BF vV IDBEATAXEIEELTHL, 7Ty PaflIl*Fa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYUIDT Ty a1%xRITTDAEZIEELXT (lazy. interval. F7l&
immediate),

FroIDI7S5yYalFHIDZIALY NKOBZIEELE T,

F1-—D—MWIIRBIFEDF v 7 DEMFZ1EE L £ (throw_exception. block, 7z
l& drop_oldest_chunk),

exponential_backoff ¥+ > VD7 5 v ¥ aFAERICDOWTHRARDER (WEA) ZEEL X
ER

FrrODI7ZvantkBT 2HBEDERITY 1 7 (exponential_backoff & 7= (3
periodic) Z#EE L ¥ 7,

RDF v IDT7Zva1aXTORR (EAL) Z2FBELXT,

Fr IRy 7 7—DHAYA A %=BELXT,

3. Flunentd Pod BT 704 SN TWB I E5HRALET,

$ oc get pods -I component=collector -n openshift-logging

4, FHEDOMED fluentd SREX Y TICHBD I EAHELET,

$ oc extract configmap/collector --confirm

fluentd.conf Ml

200

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMITT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>
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9.6. KUBERNETES 1 XY N DINES L VRE

OpenShift Container Platform 4 XY ML—4 —{&, Kubernetes 1 XY MEBER L., ThoxzOx> 7y
VATLICE > TRNETE DL HICAOTICEHKT D pod TT, 1RV ML= —EFHTTIO19 3
WHEIHY ET,

ARY M= —EFTRTOTAT I MDLARY M EIREL, Th % STDOUTICEXAAFE
9o RIS, ALV —FFNSDA RV % ClusterLogForwarder 1 2% 1') Y —RX (CR) TEHI
NEEAMNTICERELE T,

BE

ARY M=% —I3EBMDER % Fluentd ISEM L, WEBTE2MOATX Yy E—TD
BICKBEEZ 28I’ HY T,

961 ARV NIL—4—DFTTO14BLUVETE

UTFOFIEAFERLTARY ML= —%9ZR9 =7 701 LET, 1RV PMNIL—F—%
openshift-logging 70> =7 MIBICTFTOA L. V3R —2FTAIRY MBIREINZLDICT
DRHENHYET,

pa )

Event Router 1 X — (& Red Hat OpenShift Logging Operator D —ER Tld R Wb, &
MY O—RTIBEDHY FT,

XD Template 7 72 7 ME, ARV MV—F—IIBRY—ERTHDOV N, 755 —0—),
BLVISRY—O=—IN\A VTV TEERLET, TV TL—RMIARY MNL—4 —Pod £&XE
L. 74 LEd, COFVTL— b A2ZTEEFIFERATZZEE,. Ty L—hERELTT O
AXVINATIVZIV MO CPUBEIUVXEY) —EREZEEITBHIEELTEET,

AR

o H—ERF7AYYRNAFERL., 75R4—0O—INA VT4V T5EHFT BITIE. B /S—
SYyvavrMETY, &K UTFDOFY 7L — M%, cluster-admin O—J)LAFD>1—
H—TERITTEET,

® Red Hat OpenShift Logging Operator B4 Y A h—JLINTWEHENHY T,

FIE
LARYNILVL—9—DFVTL— b A2ERLET,

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
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name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €))
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: $§{NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter"
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
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containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace

value: "openshift-logging” g

B9E O T DINES & UiniX

4 RY ML—4% —O openshift-logging 7O>Y = NTH—ERT7 ATV MEEKRL Z

-a—c
ClusterRole #{Ef L. V5 RY—HDARY NEEHLZET,

ClusterRoleBinding %= Ef L. ClusterRole #H—EXT7hHDU Y MINA Y RKLET,

openshift-logging 7O~ =7 N THRE~Y Y 7A/EMK L. HEA config.json 7 7 1 )L &

ERLET.

openshift-logging 7O 7 b TF7O4 XY N &R L. 1 RV ML—4% —Pod 4%

L. RELZXT,

V0472 EDY TTHININDA XA -V ZEHEELEY,

ARV MNL—4—Pod ICEIYHTS CPUDRNEEIBELE Y., T 74/ biE100m I

REINIT,
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ARV ML= —Pod ICEIYHTEAE) —DRNEEEBELET, T74I M
128Mi ICEREINFE T,

@ 7YY M1 VA M=) % openshiftlogging 7OV M EEELE T,

2. UTFoav Yy REFERLTTF Y FL—MEREBL, ThEaBERLET,
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
UFICHZERLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

H A B

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —71 openshift-logging 7OV T 7 MIA VAR —ILINTWB I &AL
7,

a. FiIMARY ML= —PodHRRLET,

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H A B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ANV ML= —ICE>TREINZAINY FERTLET,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UFICHZERLEYS,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H A B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
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message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 T v 2 A%FERALTA VT v VAN —V%EHK L. Kibana
EFERALTARYNAERRTBIEHETEEY,
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BIOEOJAML—Y

101 O0AMNL—2ICZDOWVWT

7S5 24— LEDARER Loki 7213 Elasticsearch AV A MNP AERALTCAYV A2 REL:
Y. ClusterLogForwarder 1 2% L)Y —2Z (CR) AL TCAOJVAAMAMFICEZE LY TEXE
-3—0

1011. O R NL—YDFELE

Loki t&, KEAMBICAT—STITHEAMEOEVWIILFTF+Y NOTEHNS AT LATHY, OFXVID
04 X N7 & LT Elasticsearch D& & L TIRHEIhTWE T,

Elasticsearch &, BRYIAAHFICREAI/ L I—REZL2IA VT v IR LET, Lokild, BRYAH
FICWK DD DEEIRIVDAHEA Ty I AICEEZKL, OFDREINDE T, L YEMLREITIE
HXNBZOTloki ML YRZEICO/ANETZELEDICRY XTI,

10.1.1.1. Elasticsearch Q7 A b 7ZICDWT

AX > 7D Elasticsearch 1 Y249V RiE, 7 HEOEHEORERICREEINh, TAMIATWYL
9, REPBEOVEZRETIVLENHDGEIE. T—945Y—RKNX—=F 1 —DRAML—I VAT LILH
I BHIENHREINET,

Elasticsearch |& Fluentd 50O T —49 %27 —9 A NTELIFAVTY IR IR L. TNETIhD
AVTFYv IR % v— K EEENZERHOEDICHEILFT, Ihik, Elasticsearch 7 5249 —D
Elasticsearch / — Kt v R2KRICOEIINZE T, Elasticsearch &2, LY Hh EEENZ Y+ — KD
E—%ERTDLDICKRETE T3, Elasticsearch I& Z v % Elasticsearch / — R&{RICHEIL &

¥, ClusterLogging AXR 4 L)YV —X (CR)ICLY., T—HYDRRMS L OTHESHEERT 2720IC
Uy — REEETIZAEEIBETETEY, /. ClusterLogging CR DRIFR) > —%FHL CKED
OJMREFEINZ2BEEEETSEIEETEET,

W a8
AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —%4 / — KD
MEELLLRYET,

Red Hat OpenShift Logging Operator & & U' OpenShift Elasticsearch Operator . & Elasticsearch
J—=RHPHBEORA ML —VR) 2a—L5EC—EBEOT 7O AV MEFERLTCTOMINEEDICL
F 7, ClusterLogging 1 2% L)V —X (CR) Z{£F L T Elasticsearch / — KO ZBEEHEIEP T I &
NTEFT, ANL—UDREICET 2EEEIEIE. Elasticsearch RF¥Fa AV b #25BLTLEX
W,

Pz -
A AMEDOE L Elasticsearch BTRIZEIC 1& 3 DLLE®D Elasticsearch / — RAMET, FhE

NOBIDKRA MIENINDIBEDHY T,

Elasticsearch 4 7 v 7 ZICEAINTWS O—ILR—R 7 7 & RH{E (RBAC) £, BAHEED®O T D
M7 ERAERREICLET, EEERIIRTOOVIC, ARERZEBO IOV 7 bOOJIZOHT Y

101.2. 07X K7D ) —
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/logging/#logging-create-clf_configuring-log-forwarding
https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html

goEOFAMNL—Y
LogQLAY /T —EEAFEALClokiicy T — ZE{TTEXT,

10.1.3. FEE B
o |okidvR—RXYMNDRFaxXUh

o |lokidA TV RMRAMNL—YDRFaXVE

102.00AML—YDA VA M—)b

OpenShift CLI (o¢) & 7= & OpenShift Container Platform Web I~V — LA L T, OpenShift
Container Platform 2 S 24 —ICOQYJ A NFPEF7O/4 TEE T,

pa )

OpenShift Elasticsearch Operator (&IEHER SR> THY., [FERDY ) —XTHIFRI N 2
FETY, RedHatld, IREDV ) —ZXDSA 7H A4 7 ILHBICIDEED/NNTIEIE &
R—MER\ELFIA. ZOBBEIFIRI N ARY F L7z, OpenShift Elasticsearch
Operator aERA L TCF 74/ OOV A ML —V A EET 50 Y IC. Loki Operator
HERATEEY,

10.21. Loki AR N7 DT 7AA
Loki Operator Z{#fi L T. OpenShift Container Platform 7 5 24 —ICAEE Loki OV A M 7% 770

41 TXFY, LokiOperator 24 YA M—JL Lt ¥—VL v hEERTEIETLlokid 7o K
AML—Y%EL. LokiStack 1A% L)Y —X (CR) ZERT 2ENHY £,

1021 F77A4 AV hDY A4 X

Loki D14 Xl& N<x>.<size> DIERICHEWNE T, <N> 14 VY RY V AD %, <sizes /X7 +—<
ADHEZEELX T,

' = o-1o)
Ix.extra-small (T ERATHY., Y R—KMIhTLWEEA,

K101 Loki DY 1 X

1x.extra-small x.small Ix.medium

T— ¥k TEFERADH, 500GB/day 27TB/H
1BHEYOIT)—B FTEERDH, 200 T Y#T25-50 200 3 )®T25-75
(QPS) QPSs QPs

L7V r—oa v EH 7L 2 3

&5 CPUZEK R#8 CPU 5 {& {R*8 CPU 36 & {R*8 CPU 54 &
AftAEY—EX 7.5Gi 63Gi 139Gi
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1x.extra-small x.small Ix.medium

T 1 AVERDEF 150Gi 300Gi 450Gi

102111 Y R— M ERD API H A LYY —RAESE

LokiStack IZBFEAR T, BEITRTDAPI DY R—FINTWVWEIDIFTREHY ZE A,

CustomResourceDefinition ApiVersion Y R— hDIRE

(CRD)

LokiStack lokistack.loki.grafana.com/v1 55 THR— K
RulerConfig rulerconfig.loki.grafana/vibetal Fo/0—=7LEa—
AlertingRule alertingrule.loki.grafana/vibetal Fy/0v—7FLEa—
RecordingRule recordingrule.loki.grafana/vibetal Fy/0v—7FLEa—

BF

RulerConfig. AlertingRule. RecordingRule 1 2% 4') Y — X EZ (CRD) DfEFAIL.
TO/AY—TLEa—BEOHELS>TWET, 77/ 0V—T L Ea—#8EIE.
Red Hat R HR—FDHY—EZXALRILT T ) =X N (SLA) DFRATH Y., HEAEEH
ICERTIRBRWGEDHY FT, RedHat 1d. EFRERECINOEFERATI & &H
BLTWERA, 77/0V—TFLEa—#EEIE SFORDEEEVERERMEL
T. AREBETHEDTANETVWI A — RNy VERBELTWERECZEEZBHEL
TWEY,

RedHat 77 /Oy —7LEa—HeEDOHY R— MEEICET 25k, 77/ 0Y—
Tl —HEEDYR— MEE £BRLTIREL,

10.2.1.2. OpenShift Container Platform Web >V —JL % L T MTV Operator 1 > R
=93

OpenShift Container Platform 7 2 24 —ICOF >V V%A Y A M—JL L TERET B ICIE. BIND
Operator 24 YA M=)V B2RHELNHYET, Ihik. Web 3>V —JL®D Operator Hub H 5E{TT
XE7,

OpenShift Container Platform Operator I&, AZXY L)Y —R (CR) ZERALTCF7 U sr—>ave*
DAVER—FVMNEEREBLEY., BLRNIVOEKEEREIF. CRATI—H—2EEL X9, Operator
I&. Operator DAY Y VHAICHAAFNIERZAN TSV 71 RAIEDVWT, GLRILDT1LIT4
THEELALOT IS avicBRLES, DAY LYY —RES (CRD) & CRAEZH L. Operator @
A—H—DFEATEE2IRTDHREEY A MLET, Operator &4 VX h—JLF % & CRD HMERK S
n. CROERICERINET,

=S5

o HR—FMINTWBATITYV MNZMT (AWSS3, Google Cloud Storage. Azure, Swift,
Minio. OpenShift Data Foundation) IC7 7 X TE %,
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https://access.redhat.com/support/offerings/techpreview/
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EEEERN’D B,

OpenShift Container Platform Web > Y —JLIC7 VA TE 3,

. OpenShift Container Platform Web 3>V —JL M Administrator /X\—X X9 74 7

T. Operators » OperatorHub ICREIL £ 7,

. Filter by keyword 7 4 —JL KT Loki Operator E A L E ¥, FERAAAE/RR Operator D) X b

T LokiOperator=2 ') w7 L. Install 22 1) v 7 LET,

BE
Community Loki Operator I& Red Hat TIEHR— K IhTWEHA,

. Update channel & L T stable Z 7z (& stable-x.y ZZERL 7,

pa

stable ¥ ¥ ®JLIE. Logging D& ) ) —RaWRETIEHFOHERELF
¥, LRIDY) ) —ROEHEFISHMEZET I, TRV TvavFex
L% stable-x.y ICEBE T 2MENHY ET, xyld. 1 VA M—)LLOTD A
Vry—N—=23vERAFT—N=UarviaERLET, L& XL, stable-5.7 T
ER

Loki Operator (&7 A—/N LA R L —% — %' )L— 7 namespace T# % openshift-operators-
redhat (LT 704 §20ENH S5, Installation mode & Installed Namespace A9 TIC
BIRINTVWET, TODnamespace ARWGEEIE. BEIRICERINE T,

. Enable operator-recommended cluster monitoring on this namespace. ZER L £ 7,

ZD#F 7> a i, Namespace #+ 7~ = ¥ bIC openshift.io/cluster-monitoring: "true”
WERELET, V7R —FE=4Y >~ IH openshift-operators-redhat namespace % X &
TEXDEIIT, COF TV aVvERIRTIVEIHYZET,

. Update approva T Automatic ZER L. Install 22 Vv I LX T,

BT T avDERANSTY—h Automatic ICEREINTWBIBE, 7y TIL—K
7Ot &, BIRLAEF v RIVTHIR Operator X—2 a3 VAFATREICR S E T CICHAKBLE
T, BRAANSTFY =P Manual ICEREINTWBEHEIF. RBEFDOD7Yy 7L —RKREFET
ARTI2BENHY T,

. Operators — Installed Operators ICBE L £ 7,
. openshift-logging 7Oy 7 MMBIRINTWB I E2HRBLE T,

. Status FIC, HFEDF v I v—27 B LV InstallSucceeded &, Uptodate &LV D FF R b

NRRINTWBZIEEERELET,
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Pz
4 YRAKN=ILH5ET § BHIIC. Operator IZ Failed 2 7 —49 ADBRTFINDIHBENH Y
9, InstallSucceeded X v z— Y HNHRIRIINT Operator D1 Y A M—ILH5ET L7z
Balk, R—JUEEHFLET,
10.213.Web AV Y — )L &FEHALTCLokiA TV I A ML=V DU—I L v M EEKRT S
Lloki # 7YV MAMNL—VBBRETDICIE. >—ILy MeERTZ2RENHY 9., OpenShift
Container PlatformWeb AV —J)LZEHAL T —2 L v FE2/ERTE XY,
AR
o EMENERNH B,

® OpenShift Container Platform Web 3>V —JLICT7 7V EAXTE %,

® | oki Operator B Y Z h—JLINTW3,

FIR

1. OpenShift Container Platform Web 3> YV —JL @ Administrator /X—XX Y 71 7
T. Workloads — Secrets ICEEIL £,

2. Create KOwY 4oy MH 5, FromYAML ZZEIRL F 7,

3. access_key id 7 1 —JL K & access_key secret 7 «+ —JU K& L CRIIBHREETE
L. bucketnames. endpoint. & U region 7 1 —IL REFEHALTCA TV I MDORESGH
HEEEITDV—VLy MEEKRLET, ROFITIE. AWSHERINMTULET,

Secret A 7Y hDHI

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

RS

o lokix7YVzHUVMNRAML—Y

10.2.1.4.Web OV Y —J)L&{EHA L T LokiStack h R¥ LYY —R&VERRT D

OpenShift Container Platform Web 3>V —JL %A L T. LokiStack 71 2% &)Y —2X (CR) Z{Em
TXFY,

AR
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.11/html-single/logging/#logging-loki-storage_installing-log-storage
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o EWENERNH B,
® OpenShift Container PlatformWeb AV —JLIC7 VA TE 3,

® LokiOperator B’ Y A h—=JLINTW3,

FIa
1. Operators - Installed Operators XR— (CHEIL £, Alllnstances¥ 7% ) v I LET,
2. Createnew KOy 74> X hH 5, LokiStack #:#IRL 9,

3. YAML view &#&R L., xDOF > 7L — h%&{&FHL T LokiStack CR #/Em L £ 9,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging

logging-loki & WD &RiZFEALZF T,

Loki dF 704 X v b4 X% BIRLET,

AJAMNL—=2YILERATSY—20Ly hEEEELET,

ST DAL —U9 4 THIBELES,
—BAMNL—YVDAIL—YISADERIZAALET, RBELG/NTF—IVR%EFBIC
E. 7OV IRRMNL—VEEYHTEZRAMNL—Y VS REEBELES, V5 RY—TCFER

ARER R ML —Y U 5 RIL, oc get storageclasses IY Y RAFERHLTY A MNKRRTE
9,

0009

10.2.1.5. CLI %Z{§f L T Loki Operator a1 Y A h—IJL 9§ %

OpenShift Container Platform 2 2 24 —ICOF v V%4 Y A M—JL L TERET 2 ICIE. BIND
Operator 4 Y A =)L 2 RENHY £F, Zhik. OpenShift Container Platform CLI H 5T T
XEY,

OpenShift Container Platform Operator l&. AZX% LYY —R (CR) AL T7 TV r—>av ez

DAVER—FVMNEEREBLEY, BLRNIVOEKEEREIF. CRATI—H—HEEL X9, Operator
l&. Operator DOY Y JAICHARAEFNIERIAN TSV T 4 AIZEDVWT, SLRILDTA LI T4
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TEBLALOT IS 3V IERLET, DAY LYY —RES (CRD) I CR %% L. Operator @
A—H—INFEATIEZIRTOEEZ) AN LEY, Operator 24 YA M—JLF % & CRD MMERKS
n. CROERICHEAINET,

AR
o TIEHEIERNH S,
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

o HAR—FNINTWBFTIVZIMNANTILTIVEATES, fHl: AWS S3, Google Cloud
Storage. Azure, Swift, Minio. OpenShift Data Foundation,

¥
1. Subscription+ 7>z MEERL X,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

charsion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat 9
spec:

channel: stable 6

name: loki-operator

source: redhat-operators ﬂ

sourceNamespace: openshift-marketplace

wopenshift-operators-redhat namespace #¥§ET ZUEBAHY £,

9 F+ &)L & LT stable 72 (% stable-5.<x> #1EE L X7,

Q redhat-operators =357 L £ 9, OpenShift Container Platform 7 5 24 —4%, FE#ERHE Y
SR —EERENZHFRINEZRY NT—2IC4 VA M=ILINTWBIHA. Operator

Lifecycle Manager (OLM) ME&ERFIC/ERK L 7= CatalogSource & 72 = 7 h D&ZRI %15
ELEY,

2. SubscriptionZ# 7>V M EFERALET,

I $ oc apply -f <filename>.yaml

10.21.6.CLIZ AL CLokiA# Tz P AML—VDY—I Ly NEERRT D

LokiA 7Yz FARNL—YARBRETDICE, —ILy MEERTIVELGHY FT, Zhid.
OpenShift CLI (oc) AL TEITTEET,

AR
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o TIEERNDH 2,
® | oki Operator B Y Z h—JLINTW3,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

FIR

goEOFAMNL—Y

e RDIAXV REMFEALT, SAZEEF—T77MIUDNEFNZTAL I NI —IZY—V LY bE

ERRTEETY,

$ oc create secret generic -n openshift-logging <your_secret_name> \

--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>

--from-file=ca-bundle.crt=<your_bundle_file>

--from-literal=username=<your_username>
--from-literal=password=<your_password>

. S¥at
EERDERA1E2ICIE. generic T/ld opaque ¥ —J Ly MEFEHALTLEI W,

e RDIAVTVRZRFTLT, Y=Ly bBERINALI EZHABLET,

I $ oc get secrets

BIER R

o lokix7Y¥zHIVMNRAML—Y

10.2.1.7.CLI Z{#f L T LokiStack h R ¥ LYY —R &K T S

OpenShift CLI (oc) A 1% L T. LokiStack h 24 L)Y —2 (CR) 5ERTX £,

[} =355

o TIREMERNH S,

® LokiOperator B’ Y A h—=JLINTW3,

e OpenShift CLI (0c) 1 Y 2 h—LI T W3,
Fa

1. LokiStack CR =/Ep L £ 9,

LokiStack CR Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
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REE
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O00® O

name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 G
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging

Loki DEE(A Y RI VATHR—KMINTWBH A XA T a3 vk, 1x.small &
1x.medium T9,

OJANT7Y—9Ly hOEZBIZAADLET,
QJRANT7Y—OLy hDYATHEADLET,
—BFRANL—YDARNL—V IS ADERIZANLET, RER/NTF—IT VA %EEBIC

i, 7Ov IR ML=V EBYLBTERAN—VISRAEBELET., VSR —THEA
ARER R ML —Y U 5 RIE. oc get storageclasses T—EXRRTI XY,

2. LokiStack CR ##@MBE L 7,

$ oc apply -f <filename>.yaml

o RMDIATY RERITLTHAEZEHR L. openshiftlogging 70> 2 MA®D Pod %) A MK

SLTA VA= ZRERBLET,

$ oc get pods -n openshift-logging

ROYZMDESIC, AF VT AVER—FRY NAD Pod MEHERTRIINTWS I E&MEELE

ER

DBl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mni82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8m2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
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logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjff9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.22. LokiA 7V TV MR ML —Y

Loki Operator (&, AWS S3 7213 T/ <. Minio ¥ OpenShift Data Foundation 7 & Dfthd S3 BEfiA 7
VIV RAMTEHR—BMLTVWET, Azure, GCS, BLUSwift EHR—KFINTVET,

Loki 2 b L—Y O#EREA K LI, logging-loki-<your_storage_provider> T3,

ROFE, FA ML — T O/ F—0 LokiStack 12 % LY Y —2 (CR) AD type E% R L TWE
T EfE. AML—=7ONAM Y —ICEATZ I aVvESRBLTLEIL,

RKO2V—ILy NIATDIAYHIVITI7L VR

AbhL—=o7OnRA 55— ~—J Ly hDtype
AWS s3

Azure azure

Google Cloud gcs

Minio s3

OpensShift Data Foundation s3

Swift swift

10.221.AWS A b L —Y

(1} =355
® LokiOperator B’ Y A h—=JLINTW3,
e OpenShift CLI (0c) 71 Y 2 h—ILINTW 3,
o AWS EIZ /N7y b AERRLTW3,

e AWSIAMKRY ¥—& IAM 2 —H— AR LTWS,

FIR
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https://aws.amazon.com/
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https://cloud.google.com/
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e XDV KAZEFTL T, logging-loki-aws & WD ZRIOA TV MAMNL—Y =D Ly
MEERRL 9,

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure A NL—

AR
® | oki Operator B/ Y Z h—JLINTW3,
e OpenShift CLI (0c) B4 Y A h—ILI N T W3,

e Azure EIZ /N7y N AERRLTWS,

FIR

o XDV KAZEFTL T, logging-loki-azure & WD ZHIOA TV MA ML=V —
Ly hafERLET,

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \0
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

Q HR— NI h T\ 2IBEE
(&. AzureGlobal. AzureChinaCloud. AzureGermanCloud. AzureUSGovernment T
ERR

10.2.2.3. Google Cloud Platform A b L —<

AR
® LokiOperator B’ Y A h—=JLINTW5,
e OpenShift CLI (0c) 1 Y 2 h—LI T W3,
® Google Cloud Platform (GCP) £IZ 7O =7 ~ #/EK L TW3,
e ALFOYIYMRIC AT Yk ZERLTWS,

e ELTOYTY NAICGCPERIIAD H—ERT7HhHo v b BERLTWS,

FIR

1. GCP LRI o7 —ERTAHD Y hDEREEIEHR = key.json & WD ZRID T 7 4 LI 3
l:o_ L/i-a—o
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https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets
https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
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2. ROAX Y RAEEFTL T, logging-loki-gcs E WD ZRIDA TV RA ML=V =T Ly
MEERRL 9,

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4. Minio A L —

[} =355
® | okiOperator B/ Y Z h—JLINTW3,
e OpenShift CLI (oc) 4 Y X h—ILEhT W3,
e Minio VSR —ICF7OMINhTWS,

® Minio EIC /N7y k AL TW3,

FIR

o XDV KAZEFTL T, logging-loki-minio & WD ZHIOA TV MA ML=V —
Ly hafERLE T,

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>"\
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

10.2.2.5. OpenShift Data Foundation A b L —2

[} =355
® |LokiOperator B’ Y A h—JLEINTW 3,
e OpenShift CLI (oc) A4 Y A h—ILIhT W3,
® OpenShift Data Foundation #7704 L TW3,

® OpenShift Data Foundation 7 S A% —% # 7YV F A ML —VHICERELTWS,

FIR

1. openshift-logging namespace IZ ObjectBucketClaim 71 2% LYY —X =R L T,

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io
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https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/
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2. ROOAX Y RERIFTLT, BEEMIFSN ConfigMap 72 7 hH STy k7O
T4—ERBLET,

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOST}")
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath="{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3.RDAY Y RZERITLT, BEMTLONEY—IL Yy bDOLNRNTY M7V EAF—ZBELE
_a—o

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data.AWS_SECRET_ACCESS_KEYY}' | base64 -d)

4. kDAY KAEZEFTL T, logging-loki-odf & WD ZRIDA TV IV NA ML=V =T Ly
MEERRL 9,

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6. Swift A kL —:

AR
® |okiOperator &1 YA RM—JLINTW3B,
e OpenShift CLI (0c) 1 Y A h—LI N TV 3,

e Swift LT\ N BERLTWS,

FIR

o XDV KAZEFTL T, logging-loki-swift E WS ZRIDA TV NA ML=V =T Ly
MEERRL T,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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o MEILMBLT, MOIAXYREERFTLT, 7OV NEAFDT—%. V—r3av, £kidz
DOHAZHEECTEEY,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. Elasticsearch O A N 7O F 704

OpenShift Elasticsearch Operator %Z{#f L T. OpenShift Container Platform 7 5 2 4 —IZ %R
Elasticsearch A A R 7% F 704 TEXF 7,

R

OpenShift Elasticsearch Operator (&IEHER SR> THY., FERDY ) —XTHIFRI N 2
FETY, RedHatld, IBEDV ) —RDSA4 7H A4 VILARICZDEED/NNTIEIE &Y
R—MERELFIA. ZOBBEIFIRI AR < ARY F L7z, OpenShift Elasticsearch
Operator AL TF 74 bDOJTAMNL—VEEET 2KV IC. Loki Operator
HERATEEY,

10.2.3.1. Elasticsearch D A M L—TICEAd 2 EEFEHE

KR 2 — LN ZFNEFND Elasticsearch T 704 X ¥ MNREICHETY, OpenShift Container
Platform Tl&., ZhidkEARY 2 —LEKR (PVC) #FH L TEITINE T,

p= =)

KiEA ML —2IC0—AIRY) 2 —L%EFERHT 5155, LocalVolume#+ 72/ hD

volumeMode: block Tt INdraw 7AY VR 2 —LEZFALABAVWTLLEI WL,
Elasticsearch (& raw 7A Y VR 2 —AZFRATIFH A,

OpenShift Elasticsearch Operator |& Elasticsearch ) VYV — 2 & &R L T PVC ICEFTZ{T 1T £ T,

Fluentd |& systemd ¥ ¥ —7FJL & L T /var/log/containers/*.log & Elasticsearch (CA 7 %% L
£7,

Elasticsearch Tld, KBELRY—VBEEETITEIDICTLRAE) —HIPRETT, +o0BXEY -1
BRWEEIE, ISELARKARYEYT, COMEEZLOEY 2ICE. BERT ) r—>a>ro0ds7—490
BATML, ZXFEON2EZA2EYYTET,

TI7AIKRT, ANL=—VBEDN 85% IIET B &, Elasticsearch IEFBET—9 D/ — KADEIY HT
ZEIELE T, 90% ICA B &, Elasticsearch (XAIRERIGRICBEFEDY v — RKZFD / — KH 6D
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J—RICBEILLSELET, 72 L. BEEREDLRILA 85% KFED ./ — RHBRWIFE,
Elasticsearch I$H#3 81 T v 7 ADEMRAEEE L. AT —49 RIERED IZARY ET,

pa

INSOEEE (BWMESSMEWMEZSD) IFIR1TY) Y —RITH 1T B Elasticsearch D7
T7AIMETY, INHDT 74 MEREETEEY, 75— MIALT7 2L ME
ZHEALIITN, INSDEZTS— M TEETZIERTEI A

10.2.3.2. Web OV —JL%{#[ L 7= OpenShift Elasticsearch Operator D1 > X b —JL

OpenShift Elasticsearch Operator &, OpenShift Logging I & > TR X % Elasticsearch 7 7 X
—%ERL. BELZXT,

=S5

FIR
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Elasticsearch & X Y —&#MB 7 Y5 —> 32 TY, THETND Elasticsearch / — KIZ

l&. ClusterLogging 71 X% L)YV —XATEELRWVWRY., XE) —ZRELTHIROEAIC
16GBLLEDXEY —HDBETY,

#HEAER EE D OpenShift Container Platform / — KMt v M&. Elasticsearch ¥ 5 X4 —%&
R—=MT2DICHRRAREITEHRVEENHYET, TOHE, HEINZ Y1 ILULD X
E ') — (% Elasticsearch / — NIZEK 64GB) A L TEITTE 2 &£ D IZ/ — K% OpenShift
Container Platform 7 5 24 —IZBINY 2 EAH Y 7,

Elasticsearch / — RIZZN LY EWNMED AT —RETHEIEL T4, ThIZEHRBEREIC
IFHEREINEHA,

Elasticsearch DILELRKFTA ML =D H D 2 & =B L F 9, & Elasticsearch / — RIZIZH
HBDODAML—=—YURY) 2a—LBRBRETHD I EITERLTLEILL,

pa 3

KA ML —=2ICO—AIKRY 2 —LAEFEAT 3HAIE. LocalVolume + 7
v x4 h® volumeMode: block Tttt I N D raw 7AY IR 2 —A%FEHL
MWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FHATIFEH A,

OpenShift Container Platform Web 3> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

FIFA A BE 4L Operator M ') X kA5 OpenShift Elasticsearch Operator. Install DIEICS 1) v
JLET,

All namespaces on the cluster?® Installation Mode T:EIRINTWB I E#MEAL X7,

openshift-operators-redhat 7' Installed Namespace TERINTWE I &AL XY,
openshift-operators-redhat namespace Z1#EE 9 2 W ENH Y £T, openshift-operators
namespace ICIEA I 2 =7 4 —®D Operator S FNTWBHEIHY ET, I =71 —
D Operator IXEFEINE D TIEA K. OpenShift Container Platform DX b 2 R &E L4
AIOX M) VR RRAT2HEMEIHYET., HhICLY, BENRETHIENHY T,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
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ZD#A T avid. Namespace & 7 = ¥ I openshift.io/cluster-monitoring: "true" >~
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X5
TEDLIIC. ZDFA TV avEERTBZVENHYET,

6. Update Channel & L T stable-5.x 3 ZR L £ 9,

7. Update approvalstrategy #3&R L £,

® Automatic A b 57—k Y, Operator Lifecycle Manager (OLM) I&FT#R/N\—2 a3 A
FAAREICA D & Operator * HEIMICEHF T E T,

® Manual A M5 7Y —IlId, Operator DB Z AT 57O DERERAIBERZFFDOI—
YP—DRETT,

8 Install #0 )y U LXY,

1. Operators - Installed Operators X— 2 (CH] Y B X T, OpenShift Elasticsearch Operator A%
AVAR—ILEINTVWE I EEZERLET,

2. Status #* Succeeded MIRRET. OpenShift Elasticsearch Operator &* §XTO7OY T ¥ b
WK AMNKRRINTWB I E%RHERLET,
10.2.3.3. CLI % {5 L T OpenShift Elasticsearch Operator #4 Y A k—JL 9 %

OpenShift CLI (oc) =8 L T. OpenShift Elasticsearch Operator 24 ¥ X h—JLTE XY,

Gl s
® FElasticsearch DMMERKFZEA N L —I W H DT E AR L F T, % Elasticsearch / — RIZI3H
BORANL—URY 2a—LHARETHZIEITEFRELTLEIN,
Pz -

KEA ML —=2ICO—AIRY) 2 —L%FERAY 3551, LocalVolume + 7
¥ x4 h® volumeMode: block Tttt I N D raw 7AY IR 2 —AL%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FRHTIFEH A,

Elasticsearch & X T =& 7 S5 —> 30 TF, T 7 4J)L T, OpenShift Container
Platform & X ') —BRE L 16 GB DFHIR %D 3 DD Elasticsearch / — K& 4 VX h—
JL L ZE 9, OpenShift Container Platform / — KD&RFID 3 DDtz v ML, Elasticsearch %
PSR —NTRERITTEDICHDBRATY —DRWATREMLH Y £, Elasticsearch ICEEHET
ZAE)—DOEENMRELLZER. BF/—RFOXE) —ZBPLIOTIEEL,
Elasticsearch / — K% S R4 —ICISHICEBMLE Y,

o TIBEIMERNH S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

. Namespace 7 7YV h%, YAML 7 74L& LTHERLE T,

I apiVersion: v1
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2]

kind: Namespace

metadata:

name: openshift-operators-redhat ﬂ

annotations:
openshift.io/node-selector: "™

labels:

openshift.io/cluster-monitoring: "true"

openshift-operators-redhat namespace Z#E T 2 BENHY T, X M) IR EDFH
BORETHHEMEER CICIE. Prometheus DY SR —EZF YV ITRI VY

%z . openshift-operators namespace 75 TIid72 <. openshift-operators-redhat
namespace M5 X MYV 2 %&INET B L D ICEREL £9, openshift-operators
namespace ICIEFA I 2 =7 4 —®D Operator S EFNTWBHEIHY FEFY, 232 =
T 4 —® Operator (FEFEINLEDTIFARL, A MNJIVRERALARDAN) VR %R
I 2AEMELrHYET, ThitLY, MAVRETZIEIHYET,

XFH, V5 AY—EFE=4 ") > openshift-operators-redhat namespace % X5 T =
LI, TOSRNIVEEZDELIICIEETIREIHYET,

2. RO Y R&EFETLT, Namespace 7 72V M EHALZET,

I $ oc apply -f <filename>.yaml

3. OperatorGroup # 7>z Y %, YAML 7 74L& LTHER LT,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

openshift-operators-redhat namespace #18E§ 2 MENH Y £7,

4. UTFDOY Y R%ERFTL T OperatorGroup # 7V =7 N &BERLE T,

I $ oc apply -f <filename>.yaml

5. OpenShift Elasticsearch Operator IZ namespace 2% 727 54 79 % 7= M Subscription 7
T MR LET,

Subscription DOl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ

spec:

222

channel: stable-x.y 9
installPlanApproval: Automatic G
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source: redhat-operators ﬂ
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat namespace #1§E 9§ 2 MENH Y £ 7,

F+ RJLE LT stable 7z 13 stable-5.<x> 218§ EL ¥ T, UTOFERASHBLTLKE
T,

Automatic IZ & Y. Operator Lifecycle Manager (OLM) I&#3R/N— a3 VA FI AT REIC A4
% & Operator = BEINICEHFR TX X F, Manual IZIX, Operator OEH A &R T 578
DOBEYRRIARREFOI——DPHUETT,

redhat-operators =357 L £ 9, OpenShift Container Platform ¥ 5 24 —4%, FE#ERH Y
SRAY—EERENDZRY NT—ODFIRINAZRIETS VA M—ILINMhTWBIHE,
Operator Lifecycle Manager (OLM) D& ERFIC{ERK X 115 CatalogSource 7 72 = 7 b+
DEAEIEEELET,

O o 990 —

pa )

stable Z1EE T2 &. |RMORELLY ) —RDBITN—Ta v ( VA h—
JLINZE T, stable % installPlanApproval: "Automatic” & & & ICFERT 2
&, Operatar BRFTDRELEAY v —1U ) —R&EAF—1) ) —RICEEH
K7y 7L —RIhET,

stable-x.y Z3EET 25 &, HEDAT v —) ) —ADWEDIYA F—/1N—=Y 3V
A VA RM=ILENFET, stable-x.y % installPlanApproval: "Automatic" &
HTHERAT % &, Operator AT v — 1 1) —ZAHNDRFOD stable ¥4 F+—1)
)—ZICBEWICT Yy T L—RIhET,

CRDAR YV RAERIFTLT, YRV YTV avEEBALEY,

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 >~ X k—Jb
Ih, V5 29—HOETOYV Y MIOE—INET,

CUTFOIY Y REERITLET,

I $ oc get csv -n --all-namespaces

. HA%EER L. OpenShift Elasticsearch Operator @ Pod H'%& namespace IC1FTES 5 T & &1

mLET,
5
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-node-lease elasticsearch-operator.v5.7.1  OpenShift
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Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
kube-public elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded

kube-system elasticsearch-operator.v5.7.1  OpenShift Elasticsearch
Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded

non-destructive-test elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.7.1  OpenShift
Elasticsearch Operator 5.7.1 elasticsearch-operator.v5.7.0 Succeeded

1024. 07 A NL—DEEE

ClusterLogging # 2% ')V —R (CR) AZFT 3 & T, OFX VI TCHEATZIOVRA N —JDI4

TERETEET,

=S5
o THEEWERND S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

V7\ I\_)l/-ShT\l\éo

ClusterLogging CR MMER I TWL\ %,

pa )

EERATEZEY,

FIR

1. ClusterLogging CR @ logStore {t#%#Z&HL £,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> 0
elasticsearch:
nodeCount: <integer>
resources: {}

224

Red Hat OpenShift Logging Operator & HER O 7' X b 7 (LokiStack % 7z l& Elasticsearch) H% 4

OpenShift Elasticsearch Operator IFFEHR > THE Y, KDY ) —XTHIFRI NS
FETY, RedHatld, IREDV ) —RDSA 7H A4 VILHRICZDEED/NNTIEIE &Y
R—MERELFIH. ZORBEIFIRINAR<ARY F L7z, OpenShift Elasticsearch
Operator 2L TF 74 bDOJTAMNL—VAEET 5KV IC. Loki Operator
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storage: {}
redundancyPolicy: <redundancy_type> G

lokistack: @)

name: {}
#...

OJRANT7DIA THEIEELZET, Nl lokistack 73 elasticsearch DLW TN T
-a—o

Elasticsearch 7 X N7 DEEDEREL T2 3 >,

TREDY A TEIBELE T, JOEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CTE X9,

LokiStack DEEDEREA > 3 v,

O o0 o

LokiStack #O 7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERA L £ 9,

I $ oc apply -f <filename>.yaml

10.3. LOKISTACK O X h 7 DERTE
AFX Y IJHTORTLDRF 1 XY MTIE, LokiStack (ZAF VY I H T RAFALATHR—MINhTWDS
Loki & Web 7’0 % & — & OpenShift Container Platform SR E DA EHLE % L 9. LokiStack

D7 0OF > —I&, OpenShift Container Platform 835l AR LTI F T+ v —%#EHA L E 9. Loki
TiE. OJRAMNT7EEROAVR—Y MELIEABIANT EMATWET,

10.3.1. cluster-admin 21 —H%—O—JLOEFR T IL— T DIERK
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BF

cluster-admin 1 —4#'—& L THEHD namespace D7 ) r—oa vy —¢
&, VUSRI —HADTARTD namespace DX FHDEEH 5120 #i#B 4. Parse
error: input size too long (XXXX > 5120) T —A"F 4 L £9, LokiStack DO I AD7T
7% L YUBEYICHIET B IIE. cluster-admin 1 —4'—% cluster-admin 7' /)L — 7
DAV IN—IZLE T, cluster-admin 7 )L—THEELARWVGEIX. R L TRER
aA—H—%EBMLET,

ROFIEAFERE LT, cluster-admin #EREDH 2 21— —HHIC, FILWIIL—TEERLF T,

FIa
L UTOATY REAALTHRINVN—TEERLET,

I $ oc adm groups new cluster-admin

2. UTFDoav Yy RERTLT, BERI—F—% cluster-admin 7 )L—7IZBML 7,
I $ oc adm groups add-users cluster-admin <username>

3. LFDa~v Y K&EETLT cluster-admin 1 —H#—0O—)L%& J)L—FITEBML £,

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2.Loki TA MY — LAR—ZDREEFEDAEML

Logging /A=Y 3 V56 LETIE, OV AN —LICEDWTREFR) Y —42%ETEET, 2hdD
J—=Ibix, 78—nN)b, TFURNTE, FEEZTOEATHRETEET, MATERETSE, F7O—N
JVIL=—ILDFENICT TV ML—IILDERINE T,

1L AN —LR—ZOEHEEMICT 5I21E. LokiStack hRY LYY —2R (CR) 2ER L £,

JO—NIVERA M) —LAR—ZDEFDOH

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' e
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
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replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

TARTODATARNY)—LDREFTRY OV —%RELET, FR: TDT71—ILKRIX, 7
TSI MAML—JICBEINO70FFHRICIEZELI A,

ZD7AYIHNCRICEMINGE, V5RYI—THREIAEMICARYET,

0o o

AJZAMNY—LDERICFERAIND LogQL 7T ) — HEFIATVET,

FTFYNTEDRA MY —LR—ZADEFDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants:
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
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storageClassName: standard
tenants:
mode: openshift-logging

Q@ TP IEORBRYS—EBRELET. BTV MIAT
I&. application. audit. & & U infrastructure T3,

Q AJAMN)—LDEFERIFERING LogQL 7T —AEEFNTVWET,

2. LokiStack CR ##@MBE L £7,

I $ oc apply -f <filename>.yaml

pa

Thid. BRESNAOJORELSET 200D TEHY TtA. EEINEDY
DI O—/ VBRI (BA 30 BREETHR—N . ATV R NL—UTH
Ebi’a—o

10.3.3.Loki L— FHIRTS—D NS TN Y2 —FT1 V7

Log Forwarder API AL — MR ABAZRKZ R X vE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L— NHIRR (429) TS —DERINE T,

INSDIZ—F, BEOEERICRETDARMENDHY T, LEXIE TTICWVWS 20O THH
29329 —ICOFX VI %EBMT 2%E. OFVIPBFOOJIV M) —2dXTRYRAED ETS
EL—MHRIS—DNRETZ2TREDNHYE T, ZDHE. FHLLWOTOEMRENEEF L — MR
SYELBWEE, BET -9 B&EERIICRYAZFN, I —F—DNAZREBEEETICL— MIBRIS—
NERINZET,

L— MBI S —HBl &S RET 38A1E. LokiStack HRY LY Y—2R (CR) AZEET 2 = & T
FEEBRTEET,

BF

LokiStack CR |%. Grafana 7R A M9 % Loki TIHFIATEFZFEA, TDOMEY 714,
Grafana MR A b33 Loki H—/N—ICIXBEAINEF A,

® LogForwarder APl (&, O% % Loki ICERET B L D IBREINT WS,

o VAT LI, RDLIBR2MBAEBADA Vv E—IDT7OY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\
\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}
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e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V5 R4—RDIL Y
=071, ROWTNHDIS—A Yy E—I5ELIIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—J Dfl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v t—TDfl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIZ—REGANICERTIINET, & XIE. LokiStack BRYIAH Pod TUT &7V &
ER

Loki RYAHLTZ— X v tE—T DfI

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

FIR

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —/L NZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize 7 1 —J/L RiE, T4 ANYEa2a—49—LFYHZEICRAO—HIL
L— MHIBRY Y TV A X% MBEMTERLEY, COERFRN—KYIYFTY, 2D
Ex, PR EETIDDTYyYa) VIR MNTREINZIEROTYA XIKRELE
¥, ingestionBurstSize fEL Y KX WE—) VTR MNMIFHATEIEHA,
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ingestionRate 7 1 —JL K&, 1#H7YICRYIAFZFNZ T Y TILOKRKE (MB BAI) IC
X925V T MHERTY, B7DL— MAFHIREZBATVWSICEDIDNDLT, AL VY—D

10.3.4. A& 1Bk
o LokidVR—FYMDRFaxXVI
® LokiZT!)—F5& (LogQL) KFa XYk
o Grafana ¥ v a2 R—RKDRKFa X2

® |okiStorage Schema @ RF a1 X b

10.4. ELASTICSEARCH A Z X N 7 D& E
Elasticsearch6 ZA LT, OV T —9 2 RESIVBETEIT,
AJZRTICMAZZEDTEZERICIE. LWTFAEENET,

® Elasticsearch 75 A9 —DA ML —Y

o Vr—REISRI—HOERDT—9 /—RIZLTYr— 255 (BeRLTYr— 3
UALLTYr— 3 v LET)

® Elasticsearch T—9 ~NDHET IV R

104107 KNL—YVDERE
ClusterLogging # 29 LY —R (CR) 2#ZXE$ 3 & T, OF VI THEATZO7RAMN—TVDF A
TEBETEES,
HIREH
o BEEWERHNDH D,
® OpenShift CLI(0c) H'1 Y A h—IL I TW3,

® Red Hat OpenShift Logging Operator & WERO 'R k7 (LokiStack & 7z Elasticsearch) A% A
V7\ I\_)l/-SnT\l\éo

e ClusterLogging CR BMERK I N T W3,

pa )

OpenShift Elasticsearch Operator IFFEHRE > THE Y, KDY ) —XATHIFRI NS
FETYT, RedHatld, IREDY ) —RDZA4 7HA VILHRIZIDEEEED/NJHIEIE &Y
R—MERELFIA. ZOBBEIFIRINAR<ARY F L7z, OpenShift Elasticsearch
Operator AR L TCF 74/ OOV A ML=V A EET 50 Y IC. Loki Operator
EHEATEEY,

FIR

1. ClusterLogging CR @ logStore {t#%#Z&HL £,
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ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

OJRANT7DIATHEIEELET, TNl lokistack 73 elasticsearch DLW TN T
-a—o

Elasticsearch A7 A N 7 DEBDHREA T3 v,
TTREDY A TEIEELET., TDEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CE X9,

O o0 o

LokiStack DEEDEREA > 3 v,

LokiStack #O7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml

1042.E5FEO 70O A N7 ADERE

7 7 # )L N T, OpenShift Logging TIXEEZE O ¥ % AERD OpenShift Container Platform Elasticsearch
AJZARTIRTFLEEA, Kibana TRRT24E, BEEOJEZIOOJRAMNTICEETEEY,
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EEOJ%T 7 4L MORWER Elasticsearch DY A N7 ITEET B ICIE, Kibana TEEOVAXRTT S
BRE, OJVEEAPI A FHATI2HELHYET,

FI7

BF

MIER OpenShift Container Platform Elasticsearch AZ A 713, BEEO /DL F a2 74
AML—YVERHLIFEA, BEEOTDIEELD Y T LADEBISE L CBFOREICHE
WLTHY, BYICEF2) T —REINTVWBRIEEBRALTCEIL, OF VY
BTN ODMENTEHN L TOWEHEA,

O J#m% APl &8 L TE&E O &V % RER Elasticsearch 4 Y A9 V AITERET BICIE. UTFEZETLE

ER

232

1. ClusterLogForwarder CR#A 7 =V h2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

o IRTPOOYVHA THAER Elasticsearch 4 Y A Y V AITEIET B7-HICCREZEKR L F
¥, EEESTICUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

RATSAVIE, BEISWAEAAFERALTEETZO/7091 T2EHELET, T
74 NDOEAIF. OY %RE Elasticsearch 1 Y 249 >V RICEREL F T,

R

RATSAVDIDDITRTDYA TOOATHINA TSAVIHEET ZHE
BRHYET (TTIr—av, AVISANSIFv—, BLVER), O
TORBEAEEELRVES., Thoon i3 REEINT., bhhxd,

e BX7F® ClusterLogForwarder CR A% %35 & 13, /N TS5 A v A2BEEO VDT 74 MY
HEMLET, 772 NDODENEERT2HEEHY FHA. UTICHAEZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:
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- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ DI TSA ik, B8RS Y RY V RICHINA TEE O Y % AER Elasticsearch 1 >~
YUREFLET,

B ETE R
o OJDINE &#niE

10.4.3. O VR FIFE DR E

F 7 #) MD Elasticsearch QT A RTFHNA VY I7SANS IV Fv—0Oy, 77V 5—3voy, BB
OJ7RED3ID2OO7Y—ZADA VT I A% RFTHHEE2EET 2 RIFR) > — 2RETEE
-a—o

RERY Y —%RET 5ITI1E. ClusterLogging 124 41) Y —2R (CR) IZ&O Y'Y — 2D maxAge /\
A=Y —%HZELEFT, CRIFTNSDIE% Elasticsearch A— LA —/N—R 4T a—)LICEA L.
Elasticsearch A — LA —/N\—A VT v IV R BHIRT 2941 IV T ARELEFT,

Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA Ty IV REBEL, FRA VT v I REFEKRLET,

e {7 v ¥ XiF Elasticsearch CR @ rollover.maxAge DEL Y £ HWMEICRRY £,

o AVUFYIAYAXIE, 40GBXx T5A4X ) —v—ROBLYERSILLRYFET,
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o (VT v ADdocHd, 40960KBx T34 -2 v — ROBLYERE<LRYETY,

Elasticsearch |, BRET2EREFRY v—ICE > WTO—IA—N—AVFyv I R5HKBLET, O
Y—ZADRFRY =R LARWNGE, OJET 74 MT7HRICHIBRINE T,

=55

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
nTtwa,

FIR
A7 DRFREZRET DICIE. UTFZ2ERITLET,

1. ClusterLogging CR % &% L T. retentionPolicy /X5 X —4% —%EMT 5h. TELZET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &= RFT 2REAZEE LT, BRS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALFET, 7z& A 1H
DHFEIF1d ICARY £, maxAge &Y EHVWOJISHEIBRINE T, 74/ 8T, OF
7 BEGRFEIN IS,

2. Elasticsearch 7 2% L))V —2 (CR) CHRE.AMWIATXZT,
7= & Z £, Red Hat OpenShift Logging Operator (&L F® Elasticsearch CR =& #7 L. 8B
BZEIKAVIZANZIFYy—OIDTITATRAVTY YR %2A0—)IbA—/"—L, O—
WA —N=ZINFA VFTyv I REA—IF—N"—0 7 BEICHIRIN 2B ELESTHEFRY
U—%EKRETDHELFT, OpenShift Container Platform (152 Z&ICF v I L, 1 VT v
P2EOA—INA—N—F2RENHZHLEINEZHBLET,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:

policies: ﬂ
- name: infra-policy
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phases:
delete:
minAge: 7d g
hot:
actions:
rollover:
maxAge: 8h e
pollinterval: 15m ﬂ

BROTY—RIIDWT, BERYS—F, 20OV —200758B/0—LF—1—F3
Y43V IERLET,

OpenShift Container Platform A — LA —/X—3NicM T v I A %=HIRT 33568, &
MDEXEIE. ClusterLogging CR ICEXE 9 % maxAge ICA& Y £7,

ATy P 2%&O— VA —/N—F BEIZEE T 5 OpenShift Container Platform DA ~
T v 28R, ZD{ElE. ClusterLogging CR ICEXE T % maxAge ICEDWTREI N
7,

OpenShift Container Platform 28 7 v 7 A& O— )V A —/N—F 2ERHEZIZNE I M
EFIVvISR%BE, COBREEFTIAINNTHZH, BEETEEEA,

pa )

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)O—IIWTTZT
NTDZEHEIF ClusterLogging CR TIT Y MEMNH Y £,

OpenShift Elasticsearch Operator I& cron ¥ 3 7% 5 704 L. pollinterval =#FHE L TR 4
Ja1—IEINBEEINLR)—%2FALTEYYEYITDA YTy VR %EO0— LA —/"—
LEY,

$ oc get cronjob

Bl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.44. O ARNTFDCPUBLIUXEY) —ERDHZE

ZTNENOIAVR—R Y MEERIZ, CPU AT —BROBANDRABEZFHFT L X9, OpenShift
Elasticsearch Operator [JIRIZICHE L/ EARET 572D, INOLDEEZFHTHRET Z2HEEHY X
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pa )

KIFER Y S5 XY —TId, Elasticsearch 7AF > —AVFF—DT I 2L MDA E —
FIRART+DRBELSHY., ChnICLY, 7OF>—T0FF—H OOM IC & ZiEHIHE
T (OOMKilled) NEL £, ZDBEHIFE LB EIE. Elasticsearch 7O F > — D X
EY—BRBLCHIRESI S LEIFET,

% Elasticsearch / — RIZZNLVIEWMED AT —RETEEELFT T, ChiEHRERETDT
TOA4 XY MIEHE ShTWEHA, ERERECTERAT 2568 774D 166G &Y HME
WEAZ Pod ICEIY TR EIFTEFEA, Pod TEICEY YTHERRKIEIL 64GI THY., D
SEHDAT, TIBLRIFZLDAE)—%ZFYUTEHIEEHELET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. CNODEBEROFFEILT B,
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELE T, IhoDFT 7+ )L MBI
BEAEDTTOAAY PTREERKEATEZR3TTYT, 774 MER. XEY—
EXRDIGEIF16GI THY. CPUEKRDIFZEIE 1 TY,

Pod MERTE 3 YV —RADHRKE,

o0

Pod DR Y 2 —JUIZWEBEHR/NRDY V—2Z,
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WHE IS U T Elasticsearch 7AF Y —D CPUB L VA ETY —DHIRBE L VCEREFE L
¥, CNODEAEZEDFFICT S &, OpenShift Elasticsearch Operator (&7 7 # )L ME&

Elasticsearch X E) —DE% AT D& XE, BXR & HIR OmAICACEAFATIHELNHY
-a—o

UFICHZERLET,

resources:

limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

@ '/ romxs
© YERIROE,

Kubernetes I&—#&MIIC 1L/ — KRDEREICHEL. Elasticsearch WMEEINAGIREFHETH Z & 557
LEFtH A, requests & limits ICEIC{EAERET 5 T &ICL Y. Elasticseach MW ER A T —%HEE
CERTE2E5ICLET FIRTEAXE Y —H/— Nihd I E 482 LET).

1045. QA NT7DL T r—2avR) o—DRE

Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—49 /—RICL TV — T2 HEEEHECTCEET,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y 2 h—JLEINT W B HEA
HYFET,
Fa

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" 0

ﬂ Sy —RFORURMR) Y —ZHEELEY, EEOREFRICEENMERAINIT,
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® FullRedundancy:Elasticsearch i&, &1 VT YV RAD T4 =2 v—RETART
DF—8/—RICRLILTY 75— LET, ThEEBLNIVOREMEZRMEL X
TN RREDT A RIDPYBBEERY, NTA—IVRARFRELNILIZARY T,

® MultipleRedundancy:Elasticsearch &, &1 VT v I RADT 54X )—Yv—R%&
T—8/)—RO¥DIRLIL TV r—bLET, Thid, ReEMENNTr—T U2
M@ ML —RA 7 ERBELET,

® SingleRedundancy:Elasticsearch l&., &A1 YT vV RADFZ4< Y —>+— KD
E—% 12K LET, 2DOULOT—4%/—KHAFEETBRY. OFIEEICFAR
BEENDMOERAEETY, SULED/ —NEFEAT 25EE. MultipleRedundancy &Y &
NI —=IVANBLLRYZET, TDRY >—IE, B— Elasticsearch / — KD F 70O
A AV MIFBERATETEEA,

® ZeroRedundancy:Elasticsearch l&. 754U —Yv—ROOAE—%/FRLEHA,
J—RRNMELEFLFEBRLAEGEE. OJEFBARTE LD Ko aaEEsH

YEFT, BERIVENRNT ATV REERT ZHEP. MBDT 1 XU /PVC /Ny
Ty T/ETANS T —EELTWEBAIE. CTOE—RE2FRATEET,

pa 15!
AVFYIRTFVYTL—MNDTS5A4<) —> v — ROEIL Elasticsearch T—% / — KD
MEFELLLARY ET,

10.4.6. Elasticsearch Pod D 2 — )L & >

9 5 A4 —ND Elasticsearch Pod 8% # 59 &, T —4 8K Elasticsearch /N7 # —< V AHET
IEHAEELIHY T,

27—V VT BBEIE. —EBICTI DD PodDART—ILY IV L, V9S5RI—HINTvy—RELVL TS

JADIVNZ UV RERITTELELDICTIMENHY £, Elasticsearch DNV R R T —4 X' green
ICRINZRIC, BIOPod TRT =Y IV TEET,

pa 3]

Elasticsearch 7 5 2 4 —#* ZeroRedundancy IZF8E X 1 535513, Elasticsearch Pod
HRT=IVF O LIEWTLREI W,

10.47. O 2 M7 DXKFFEA b L —T DERTE

Elasticsearch ICIZKBEA ML —YDMETT, AMNL—IUDEREIC/A D &, Elasticsearch M/N T # —
RVALERICRYET,

DIk

H
[=]

NFSR ML=V %R a—LFFKERY 1 —L%ZFEA (X7 Gluster R ED

NAS {89 %) C & & Elasticsearch A A L= TIEHR— M FEHA,
Lucene (ENFSHEELBWVWT 7ML AT LDEMEICKEFT 57HTY, 7—%
DFEEH LV ZDMDOBEBENRET 2 EgEMENHY £,
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lE= 353
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B HEA
HYFET,
=2

1. ClusterLogging CRA2#R&E LTI TR —DET—4 / — KHkEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZOBITIE, V5RI—DET—H /— RKH. 200G D AWS General Purpose SSD (gp2) A kL —
HEERTDZAERY 2—LER(PVO) IS Y RIhBLHIBELET,
Pz -
KA ML —=2IlO—AIRY) 2a—L%FERAY 355IE. LocalVolume 4+ 72 D
volumeMode: block TR INDraw 7OV IR a—LEZFRALALWVWTLEIL,
Elasticsearch (& raw 7AY VR 2 —AZFARATIFH A,
10.4.8.emptyDir A AL —YDOT A N T DERE

OJ X N7 TemptyDir #FHTEEY, Chid, Pod DF—F TR TCHBREFICKDODNE—BKET
O4 XY NEERLET,

pa

emptyDir AT 23541k, O/ NPHERET 2. BF 704 SNBBAICT—
sk bNETS,

Eas

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEA
HYFET,

¥
1. ClusterLogging CR %z #E& L T emptyDir 23 E L 7,

spec:
logStore:
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type: "elasticsearch"

elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 7 S 2% —mO—) v JBEEDETT

elasticsearch s €~ v 7 F /=1 elasticsearch-* T 704 XV NEEDODWIT N AEZTETBHEICO—)
VIBESERITLEY,

IsIcAa—Y) v JBiEE)IE. Elasticsearch Pod "E1TIN %/ — RTHEEHNFVELGAICHEINE
—a—
IS 3as

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

FIR
V525 —0n—Y Y /BREBERITT 0. UTFERTLET,

1. openshift-logging 7O 7 MIYPYEBEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,
I $ oc get pods -I component=elasticsearch
3. AL Y9 —Pod HZRT—ILF D>V LT, Elasticsearch ~DF L WOTDEEEEFILELET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. OpenShift Container Platform es_util ‘y—)lﬂ'&ﬁﬁﬁ LTYvy—RDREHHI7IS Y 21%2ETL
T Vv Y MY VDENCT A RAVADEZAHEFHEL TV BIEZHhDBRENLTVNEDITL
x7,

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
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5. OpenShift Container Platform es_util 'V —JLZ AL T, /— KZ2ERKMICIELT ZED
S —RONSVIVTEREET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLES,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPETLES, ESVTRI—DENRTNOTFTTOA XY MIDWT, UTFEETLE
3—0

a. 7 7 #JL T, OpenShift Container Platform Elasticsearch ¥ 5 24 —&/—RKOO—)L 7
DOV LET, UTOATY REFERLTO—IULT YU MaEFA L. Pod " EE%
NETE5LDICLET,

I $ oc rollout resume deployment/<deployment-name>
UTFICHZERLES,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
Al

I deployment.extensions/elasticsearch-cdm-0-1 resumed

B Pod T 7OA I NFT, Pod ICEMREDI VT F—DHBHEEE. ROTTOA
AV NMIECIEDNTEILT,

I $ oc get pods -I component=elasticsearch-

el
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcdéc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. 77OAAY MNETLAESL, O—IIT7I MEFTLAWVWEIICPodEY Y MLET,
I $ oc rollout pause deployment/<deployment-name>

UFIChZERLET,
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I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H B

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AFERL £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa

BERIOIY Y RTEA L Elasticsearch Pod TA—JILT7 D M A2ZET L5
B, Pod 3BFEELAL B2 TWSE D, I THHE Pod @M EICAY F
£

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
Q RICEDRIIC, TDINSA—4—h green £7zld yellow THB Z & #MALF T,
7. Elasticsearch 58 €~ v 72 EE LLBEIE. ThEHO Elasticsearch Pod IC L TZh 5DF
EA#&YRLET,

8. VSR —DITRTDTTAA AV MAAO=ILTIMINESL, Yvy—RONSVYIYVITER
EAEMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X
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UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H A B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. L WA D Elasticsearch ICEEINZ L DIC, ALYV —PodHRT—ILT7v FLET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.410. O XA M F7H—ERXDIL— k& LTORA

TI7AINNTIE, 7529 —OFVJTT7O4INO07AMN7EOAX VT ISR —DOHNEN LT
VERATEFHA, T—YIKTIERATZY—LIZDOVWTIE, AT R NTADOHET I Z2D=HIC
re-encryption termination T/L— N2 BMICTETE T,
re-encrypt JbL— b, OpenShift Container Platform h—2 VB LA VA =)L IN/OJ X N7 CA
AEAEAER LT, O R MNTICHAEBIS T IV ERTEHIENTEET, RIC. UTFEED cURL EXK
TOJANFPH—ERZRANTSZ/—RIZFIVEALET,

e Authorization: Bearer ${token}

® FElasticsearch reencrypt JL— b & & U Elasticsearch API Z3k

REISIE, OFARNTISZAY—IPAFERALTCOARNTPY—ERICTIVERATEZXYT, Zhid.
DPTFoavy RowdFnhaFRALTERETEET,

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging
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H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

DLTFDOES>RaAT Y REFERALT, V75R9—IP7RLRAEHERTETEY,

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i---- 108

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators B'f Y A h—JLEINT W B HEA
HYFET,

o OJIKTIVEATEZLIICASBICIE. 7OV MADT IV EZRADPBETT,
FIR
ATXANT7EHAEMICARTZICIE, UTFZEITLET,
1. openshift-logging 7O 7 MIYPYEBEZET,
I $ oc project openshift-logging
2. OJAR7H5 CAEBAEZEZHE L. admin-ca 77 M1 ILICEZRAHF T,
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
aepaltl
I admin-ca

3 AJANT7H—ERDI—hEYAML 7 74)LELTHERLET,

a. LTFTOLIICYAML 7 7ML AERRLE T,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
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tls:
termination: reencrypt
destinationCACertificate: | ﬂ

ROFIETAOT R N7 CARIERAEZENT 2N, ATV RZFEALET, —BBD re-
encrypt JL— N TWHAE & I % spec.tls.key. spec.tls.certificate. & & U
spec.tls.caCertificate /X5 X —4% — %R ET IHEEFHY T A,

b. UM FDaAY Y REEFTLT. BIORTY TTHERL7ZIL— N YAML ICO Y X M7 CASEFR
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml

c. W—bEFERLZET,

I $ oc create -f <file-name>.yaml

H A B

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRRNEAINTWB & &EELE T,

a. BEXICEAINSZIOY—ERT7AIDVYMDOMN—OVEREBLET,
I $ token=$(oc whoami -t)

b. e L 7= elasticsearch JL— M 2 IRIELEHE L TERELE T,

I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. L= MHDEBICERINTWE I EAMERT ZITIE. REINIL—MEERT
Elasticsearch IC7 7 R T BLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
UTFDLSBRHEAVRTIINETT,
B

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,
"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",
"build_snapshot" : true,

"lucene_version" : "7.7.0",
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"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility_version" : "5.0.0"
|2

"<tagline>" : "<for search>"

}

10.41. 77 # )L b D Elasticsearch O A N7 AFHA L AWGADOKRERDOD IV R—X
v N DHIR

BEEENMOTE Y —RKNN—FT 4 —DOJTAMT7IZEEL. T 7 2L MO Elasticsearch QY X KN 7 % (&
FLAWESIE. OFX VIS5 29—D5WL DADKREHDIAVR—FY NEBIRTXET,

DFY., T72#I)L D Elasticsearch Y 2 k7 & #H L7aWGE&EIL, AEB Elasticsearch logStore,
Kibana visualization O > 7R—% > k% ClusterLogging 1 X% L') YV —X (CR) " HHIBRTE X9, &
NSO VR—FRY MOHIRIEA T2 a3V TEA ThITLY )Y —REHHNTEET,

[} =355
o OJ7#7—4—H"0OJT—4%%7T7 =4Il bDREL Elasticsearch 7 5 A9 —ITEFE LAV &
ZRERELET, OJEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL
9, INITId default Z#iEEJ % outputRefs EFHA AW & 2R L F T, UTICHETR
lJ ia_o

outputRefs:
- default

DIk

==
[=]

ClusterLogForwarder CR A°0 7 7 —#% % N Elasticsearch 7 5 X & —C#Ri%

L. ClusterLogging CR »5 logStore IV R—% > M &BIRkTZELET, 2D
%A, WEB Elasticsearch 7 S R9 —3O0 V7 — 9 2 RET D LHICKRRIINEE
ho INHBWE, FT—4DNEKbNhBAEEEELNDHY £,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

2. INLAEET B55 L. logStore, visualization X 4 > #'% ClusterLogging CR & Bk
LE9.

3. ClusterLogging CR @ collection 29 Y H#%{RFL £ T, HERIFLLTOHDEL D ICHRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
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spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4. ALY —Pod BT TOMINEIEEBBLET,

I $ oc get pods -I component=collector -n openshift-logging
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BNEOXVJ77—h

N1L.>72x4)bbhoax>o75—K

0¥ > 75— bl&. RedHat OpenShift Logging Operator D4 ~ A h—JLAIZA Y A M—)LINFE
T, P7o— NI, OFRESLUVATRARN L= NI IVRICESTIVRAR—MNINEAN) IR
ICIRELE T, ThodX MY 2 R, Red Hat OpenShift Logging Operator D4 > X k —JUBE

IC. Enable operator recommended cluster monitoring on this namespace7d 7> 3 > %3&R L /=35
BICEMICRY ET, OF > J Operator D1 VA b —)LDFFEMIL. Web IV Y —)LZFEHRALZOF Y
TDAVAR—=IL &2 ZRLTLEI,

AO—AJ® Alertmanager 1 Y 29 Y R EEMICLTWARWRY, 74 boOFxX> 75— b
I&. openshift-monitoring namespace M OpenShift Container Platform €E=4 ) Y J X% v &
Alertmanager ICEEINE T,

11.1.1. Administrator & & U Developer /X—XRV 7 4 TTODT7S—MUINDT IR

75— b Ul &, OpenShift Container Platform Web 3> —JL® Administrator /\— 2RV 74 TH &
U Developer \—2ZARI T4 THLT IV EATEET,

e Administrator /X\— XY 5 4 7T, Observe - Alerting #:#IRLE¥, TDNN—ZARJF 1
TDT7 55— MUl DERR—=IICIE, Alerts, Silences. & & U Alerting Rules &L\ 5 3 DD
R—=IDBHYET,

e Developer /X—2~R % 7 14 7T, Observe - <project_name>—- Alerts ##IRL FT, <D
IN=2ARG T4 TDTZ5—KrTlE YA LVRABLV TS —MIL—ILIETRT Alerts R—Y T
BEINET, Alerts R—JICRTFINZFERIE, ERINAZTOP I MCEBEDEDT
ER

R

Developer /\— 2R 7 4 T TlE, Project: ) A hHh5 7 U £ XA TE 3% OpenShift
Container Platform @7 7OV hBLVP1—HF—EHE OV TV M2 RBIRTEZF
¥, 7272 L. cluster-admin #ERA 7% LN FE, OpenShift Container Platform @7 70
Dz MIBETBZTS—b ALV R BLUT7IT—HMIL—ILERRINFEA,

M12.VectorAL V4% —DT7>— b

Logging 5.7 LAfED/N—2 3~ TlE, Vector ALV H—ICL>TROT7S— MR ERINET, Ihbd
D7 Z— b lE OpenShift Container PlatformWeb I~V — )L TRRTE XY,

FN1Vector ALYV I—DF7>— b

CollectorHighErrorRate <value> of records have X7 4 —HHIT5—DH Warning
resulted in an error by &, 74V N TIIERID
vector <instances>. LAETIOREBAET,
CollectorNodeDown Prometheus could not Vector I&. Prometheus »'4F  Critical
scrape vector ED Vector 1 VRAY VA%
<instance> for more A9 LA EYTTERN
than 10m. TeEHRELTVWET,
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CollectorVeryHighError
Rate

FluentdQueuelLengthinc
reasing

<value> of records have
resulted in an error by
vector <instances>.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

M13.Fluentd AL 2% —D7 55— b

Vector AVR—FRV MI
S—DIFFEEICZL, T
7 A )V N TIEBE S 2EIC
BB EBATVWET,

Fluentd (& 2 —H 1 XH'1E
MLTWBZEARELT
Wwxd,

Critical

Warning

RDT Z—ME, HEDFluentd AT AL I —ICE>TERINET, ThboDT7Z7— M
OpenShift Container Platform Web AV Y —JL TRRTE £,

EKN2Fluentd AL Y2 —DF7>— b

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR
ate

<value> of records have
resulted in an error by
fluentd <instances.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

<value> of records have
resulted in an error by
fluentd <instances.

1.1.4. Elasticsearch 7 2 — M JL—)JL

FluentD H A TS —D#IE,
FI7AINNTIIERMD 152
BTI0OD%EHBAZEY,

Fluentd & Prometheus H%4F
ED Fluentd 1 Y A%V A%
INETERN > EETR
ELET,

Fluentd I3 2 —H 4 XH1
MLTWBZEAERELT
WEY,

FluentD H O TS5 —DHUTIE
BB RYEY, 774
JUKNTIE, ERID 15 2ET
25 %BAET,

Warning

Critical

Warning

Critical

INBDTZ— bL—JLiE, OpenShift Container PlatformWeb I~ Y — )V TRRTCE XY,

N3 F7Z—bMIL—I
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ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High
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Tt A

VSARG—DNIVART—H AUED < & 20m DfF
YELLOW IZ%2 Y &9F, =D +v— KL 7)) AREYETSH
Tt A

PS5 RH =TIk, RD 6 EFEURICT 1 AVBENMFERT 5
EDFRINET,

PSR =TIk, RO1BEEURICT 7 M IVEERFHIARRT 5
EDFRINET,

EEINALE/—RTOIVME—TDFEAERIAELA>TVE
ER

BEINL/—RIE. T4 RIDRERENDVRWVIDITEE
EEIGELTWET, Pvy—REZD/—RIEIYHETSRZ
FTEFHA, /—RIZT 1 RVBEEBNT 5 & ARETT
DHENHYET,

BESN/ —RiE, T4 ROOBIBRDFDBNLDICHE
EEISELTVWET, —EHOY v — RIGTRERIBEICHID / —
RICBEZY LTSI DAEEMLrHYET, /—RIZTFT1 RS
SEIEABININED, D/ —RICEYHETENEZHWNAT v

Ty YPREROY FLET,

EBEIN/ —RIE, TARIDEBERENVRWVIDILEE
HEEIGELTWET, 2O/ —RICYvy—RPEYHBTHND
ITRTCODAV Ty I RE, mARYERTOY JICRY ET,
AVFv o270y T4 RAVDEARIPESELEEET
C2B8ICFETRRINZIBVENHY T,

EBEINKL/ —RODIVM E—TDFEREINTTEET,

Elasticsearch Tld, IEEI N/ — RTEZAHEFHIEML
TWEY, 2O/ —RIFA YTy I ZADEREIGEWTWTLG
WHEEMED DY £,

BEINEL/—RFOYRATLTHEAINS CPUDET EET,

IEE XN/ — KT Elasticsearch IC& > THERAI N 3 CPU B'F
EREED

Critical

Warnin
g

Critical

Warnin

ral|
N[!
[

Info

Warnin
g

Critical
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1.1.5. BEIBE#R

o 775y NIA—LDT7S5S—KMNIL—IOLEE
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BRERTVa-—)VJT)Y—2

121./—KtelLy4—%FRALE-OFXF 7)Y —ADBE

J—KRELI2—1E. /—ROHARILIRILEPod THREINDEL VY —%FHLTERINS
F—/EDODRTOYY THEBELET,

Pod #'/ — R TCERITTI2EHABLTICIE, PodIIE/ —RDIRILERBULF—/IEDRT HRITHIL
BYFHA.

1211. /—FEL 75 —ICDOWVWT

Pod T/ —RKtEL V4 —%FEAL. /—RFTINIVEFERALT, Pod B'RA 7Y 2 —IL I N 250 %
TEEY, /—REL V=&Y, OpenShift Container Platform Id—H 3 2 SRILAEFN D / —
KEICPod&2Z27Ya—I)LLET,

J—RELIVY—AFALTEED Pod AFED/ — RICEEEBL, 75RA4—X2—7TD/—KEL
99 —%BERALTEE/ —ROFEPod 5V SRAY—AODEEDGMAICEEEL., 7OV M/ —K
HHERALTCHERPodAEEE/ — ROV MIBBBETEXT,

TcEZlE, VS5RY—BHEBEEL, FRT B TRTDPodIC/—RELIVY—%EBMLT, 7)o —
T avEAREIHEBNICREEWVGHICHSZ / —RICDOHPod 5T TOAA TEDZAVISARNSY
Frv—A5ERTEET, TOFITIE. V5R9—1F 22D —2avIilpTd5205F5 -9tV 49—
THERINZET, KETIE. /— KIC us-east. us-central, F7zld us-west DSNILAEFIFFT, 7
T KRIEF)—2ar (APAC) Tld., / — KiC apac-east % 7z|& apac-west DS NIV AFITE T, F
FEIE, PodHINBHD/ —RICAT V2= LI ND LI, FRT B Podil/—REL VY —%B
mcEFd,

PodZ 7YV MI/—RELII—DEEINBZHETH., —BIBINLERHD/— RPRVWEA,
Pod IZFRAT Y a—ILIhFEHA,

B

BL PodZRET/ —RKRELIVY—E/—RDT7 74274 —%FHLTWBEEIE. U
TDI—ILHPod D/ —RADEREBEEHIELFT,

e nodeSelector & nodeAffinity DI A% E T 5155, Pod BMEf/ — KRTRY
Ta1—IINBILIREELDORGLHE L TVWBIRENHY X7,

e nodeAffinity ¥ 1 ZICEEE 1T 5783 D nodeSelectorTerms %#18E 9 535
A. nodeSelectorTerms ODWIFNMAHALINTWVWBIFEICPod &2/ — KICR
TI1—ITBIENTEET,

e nodeSelectorTerms |CEHEST 1T 5 782D matchExpressions % 3i5E 3 %15
A. T RXTD matchExpressions M'E7/z- SN TWBIFEICDH Pod & / — RIC
AT a—I)VTBIENTEET,

BEDPodBLT/ —FD/—KELYH—

J—=RELI5—BLVINNZEZFERALT, FEDPod MR TV a1—)LE¥ND/—RZHETEX
3—0

J—RELII—BLUINIWEFERRT I, FT/— RSNV Z[MIFTPod BRI Y 21—l
RINGAVWEDICLTHIL, /—REL I —% PodIZEBMLET,
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pa )

3 J—RELIVI—B5BEORTI1—ILINTWS Pod ICEEENT R EIETE
Fth, TTOAMAYNERERED Pod 2HIHT 24TV MISRNILEITS
WEIHY ET,

r

& Z1E, LLFD Node & 72 = 7 MITIE region: east S RILAH Y 7,

SRIVEEL NodeA Tz hDY VT

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

Q Pod /—RELZH—IL—HT BN,

Pod ICI4 type: user-node,region: east / — Ktz L 79 —HHY 7,

J—KREL 9 —DBEFhBPdATI DYV T

apiVersion: vi
kind: Pod
metadata:
name: s
#..
spec:
nodeSelector: ﬂ
region: east
type: user-node
#..

ﬂ J=REIRNVIC—HTB/ —RELIIY—, /—RIZE &/ —RELIF—DINILD W
2T,
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Y 7) Pod k%= EMA L CPod ZEX 9 2%a. CNWEY YT/ —RTAT2 21—V TEX
ER

PDSRY—RA—TDTF7x NV N/ —KELIH—

254

TIAINDYISRI—RA—TD/—RELIY—%FEAT2HE. VTR —TPod ZEKRT
% &, OpenShift Container Platform &7 7 2L kD / — R L 24 —% Pod IZBIIL. —Hd %
FR)NDHBD/)—KTPodZ=ATPa—J)LLET,

fe& z2I1E. LURD Scheduler 7 72 =2 MIIETF 74 bD Y 5249 —X 31— D region=east &
& U typezuser-node / — KL 745 —DHYZET,

AT a1—F— Operator HRAY L) Y —ZDH

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

72289 —HND /J — RIZIE type=user-node,region=east 7 NIV A H Y £7,

Node A7 x4 DI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

J—REL IV —%5FDPodA TV bDOH

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
...

YO TN SAY—TH YT Pod T4 % FEH L T Pod #EK T 23548, Pod iy S A¥—X—
TO/)—KREL VY —TEHRIN, SNILIFTOLNE/ —RICATY2—I)ILINET,

RIDBFTFSNT=/)—KLED Pod #5858 Pod ) X DB

z
I NAME READY STATUS RESTARTS AGE IP NODE
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pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4

NOMINATED NODE READINESS GATES
<none> <none>

pa )

Pod ZER 9270V M7 Yz b/ —REL I Y—DH D56, TOtL
D=0 S29—20—TDELIVH—LYERBEINET, PodilFOT T b
3 J—=RELIH=DRWGEE, Pod ZEEREINY, A7 Ya—)bEhicY LEE
A’O
&

avzH b/ —FKELYZY—
oYz N/ —RELIVY—%ERATZHAE. IDTOY Y MTPod ZFRTY % &,
OpenShift Container Platform (& / — Rt L 24 —% Pod ICEM L. Pod Z—X¥ 2 NI ZHD
J—=RTRTVa—ILEY, VSRI—RA—=TDT 74 b/ —RELII—DhLhWEE 7
Oz b/ —RELIY—DEEINET,
ez, WTFo7FOY =y Mlld region=east / — KL 79 —HHYZET,

Namespace - 7 = ¥ b DHl

apiVersion: v1i
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LR D 7 — RIZIE type=user-node,region=east 7 NJL2H Y F£7,

NodeZ 7 x4 b DI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

Pod#Z DYy 7Oy hTHY FIL Pod kA FERAL TEKRT 254, Podid7Ov s
N/ —RELIH—TEHRIN, IRILDMFITIENIZ/—RICRATY2—I)LENET,

PodA 7> x4 Dl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
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spec:
nodeSelector:
region: east
type: user-node
#...

SRILHfFF SN/ —KLED Pod &% Pod Y X hDHI

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

Pod ICEM2D/—RELIY—DEFNZHE. TOVLY D Pod BERFLIFRT Y 21—
nNERA, LEZAE UTFDOPodZH YA NTOV Y MIT7O4 T 2BE. CHIFERINZE
TA,

WP ) — KLY —%FDPodA Ty FDOHI

apiVersion: vi

kind: Pod

metadata:
name: west-region

#...

spec:
nodeSelector:

region: west
#...

1212.0FX V7)Y —XADH%E

Elasticsearch 8 & V' Kibana B EDAF UV VY RAF LA VR—RY KD Pod #&74% / — RiIZF 704
9 % & 9 IZ Red Hat OpenShift Logging Operator Z5%E TX £9, Red Hat OpenShift Logging
Operator Pod ICDWT I, 41 YA M—=ILINIIGAADSBETZ I EIETET A,

7= & Z X, ElasticsearchPod @ CPU, X E—8LUVT 1 AV DEHEIFGW=HIC., T D Pod #FID
/_ F‘:%@JT%&TO

=55

FIR

256

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X

ncwa,

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) Z#fR&EL X7,

I $ oc edit ClusterLogging instance
ClusterLogging CR Dl

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogging
#...
spec:
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana
#...

BB ERE ST /- nodeSelector /X A —4 —%, BENTHZMNEDHDIVER—FRYV
MIEBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /—RICIEE
INEBICEDWT <key>: <value> R7Z2FHAT 2B TEET, 1V IFRANTY
Fy—/—RNIZTA Y MEBMLEGEIK. —BT28BELEMLET,

B
AVR—RV MO BEILZ & AFEFRT 5ICIE. ocgetpod-owide XYY RAFEATEET,

EI-I;

UFICHZERLET,
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e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — RO SBEHT Z2UNENH 5155
i UTFEEITLET,

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

H B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

e KibanaPod Z. ERA Y73 A NZ Y Fv—/— KNTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICBET 2 MENH 2HEIE. UTEETLET,

I $ oc get nodes

H B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.24.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.24.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.24.0

/ — RIZIE node-role.kubernetes.io/infra: " SR H D Z EIFRE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

® Kibana Pod ## &9 % ICI&. ClusterLoggingCR %#iR&EL T/ —RKREL 749 —%BIML £ T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...

spec:

#...
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visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

Q J—REBOSRVIC—BTED/ —RELI2Y—5BIMLET,

o CRAIREFELLEIC, IRTED KibanaPod IE#& T L. IR Pod AAF 704 I ZE T,

I $ oc get pods

DBl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m
collector-42dzz 1/1 Running 0 28m
collector-d74rq 1/1 Running 0 28m
collector-m5vr9 1/1° Running 0 28m
collector-nkxI7 1/1 Running 0 28m
collector-pdvgb 1/1 Running 0 28m
collector-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — K IZEM N T,

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

H A B

NAME READY STATUS

NOMINATED NODE READINESS GATES
kibana-7d85dcffc8-bfpfp 2/2  Running 0
east-2.compute.internal <none> <none>

RESTARTS AGE IP

o LIS T3&, JTD Kibana Pod A HIBRI N E T,
I $ oc get pods
Bl

NAME
cluster-logging-operator-84d98649c4-zb9g7 11
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2

Running 0

Running 0

NODE

43s 10.131.0.22 ip-10-0-139-48.us-

READY STATUS RESTARTS AGE

30m
29m
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elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m
collector-42dzz 1/1 Running 0 29m
collector-d74rq 1/1 Running 0 29m
collector-m5vr9 1/1 Running 0 29m
collector-nkxI7 1/1 Running 0 29m
collector-pdvgb 1/1 Running 0 29m

collector-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

12.1.3. EAE B

o /—RELIIY—DERICLBZIFE/— RAD Pod DEZE

122. 71 Y B LUVBZE(TOLERATION) =R L7-O0F > ¥ POD DEE
D i1

T4V MNBLURR (Toleration) ICL Y, /—KNIE/—RETRT V21— VT E2HBEBEDH D (FIER
FI1—IVERETHW)Pod HIEHTEET,

1221. 74V B L TAEFR (Toleration) ICDWT

TAVMIZEY, /—KRIEPod IC—HT 2% BRIPLEWIBEICPodDAT Y 12— I)LEERTDHIEN
TXZEY,

71 ¥ k& Node {£#x (NodeSpec) T/ — RIEA I 1. B&R(IE Pod {L#k (PodSpec) T Pod ICiE A
INFET, T4V a2/ —RNICERT2HE. RT7V21—5—FPod b'7T4 YV MERBLAWRY,
Pod#Z®D/—RICEEE T2 ENTEEHA,

J—REEDOT1 > hOfI

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod 1t CDEZDHI

apiVersion: vi
kind: Pod
metadata:
name: my-pod
#...
spec:
tolerations:
- key: "key1"
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operator: "Equal”

value: "valuel™”

effect: "NoExecute"

tolerationSeconds: 3600
#...

T4V NBLURBIE, key. value, LUV effect THERINFE T,

RKRAITAVISIUARRAVER—FKV

NRIA—5— B

key key i3, 253 XFECOXFINAMATEE Y., ¥—EXFERIBFTH
BIZRELrHY., XF. BFE. M7V, Ry LUV T VY —2aT7%5
HBENTEET,

value value ICId, 63 XFEFTOXFIAFEHATETEY, BIIXFFHIIHFTH
BITDZMELHY., XF. BFE. M7V, Ry hBLUGT7VY—RaAT7%55
HBENTEET,

effect effect FLLTFOWIThNICT B ENTEET,

NoSchedule 1

PreferNoSchedule

NoExecute

operator

FBRERSTVa—YVITIYY—2R

T4V M= LRWHR Pod I
J—=RICATVa—=-ILIhFEtA.

J—RDEEZEPod ZZDFFICHY
i?o

T4V M= LRWHR Pod I
J—RICAHT Y 2a—ILEINBEREMED
HYFITH, RTT1—5—FRHF
Ja—)LLAEVWEIICLET,

J—RDEEZEPod ZZDFFICHY
ij-o

T4V M= LRWHR Pod I
J—KRICATYa—-ILTEFEHA,

—RT 28R e/ — FOBE
Pod IFHIFRE N E T,

Equal key/value/effect /X5 X —4 —3—BT 2
ENHYET, TNETI7HILMIRYET,

Exists key/effect XS5 X —9 —lz—HT 2 HEHNH
YEFT, WIFhMIC—HT % value /85 X —
Y—HBEDEFZILTDIRENHYET,
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. NoSchedule 74 Y hEav hO—ILTL—Y /—RIEBINT 28B4, /—RIZIE. 774

N CEN I 113 node-role.kubernetes.io/master=:NoSchedule &1 > NHHETT,
DFICHERLET,

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BRIFTAVME-EHLET,

operator /X5 X —4 —#A% Equal ICEREI N T W BIHE:
o key/N\TA—F—FALICARY FT,

o value /NI X =% —FRALCICHRY XY,

o effect/ NI X—F—FALCICHRY XY,

operator /X5 X —4 — ' Exists ICEREINT W B IHE:
o key/XTA—4—FEALIZAY XY,

o effect/X\TX—4—EEALICRY X,

LR DT 4 >~ k& OpenShift Container Platform ICHAAZ N TWE T,

262

node.kubernetes.io/not-ready: / — NIZEFREICHY FHA, Thid/ — NEH
Ready=False I[CXfit L £ 7,

node.kubernetes.io/unreachable: / — Ri&/ — K2y hO—S5—H L EEFREETT, ZhiE
/ — K% Ready=Unknown (ZXfi5 L £ 9,

node.kubernetes.io/memory-pressure: / — RICIEX EY) —FREBOBEI/FREELTVWET, &
ik / — K44 MemoryPressure=True I L £ 9,

node.kubernetes.io/disk-pressure: / — K(ZIE&T 4 RV RARDOBEAFEELTVWET, Ihid
/ — K %44 DiskPressure=True ICXfi L £ 9

node.kubernetes.io/network-unavailable: / — KO %Xy N — 2V IZEHTETFH A,
node.kubernetes.io/unschedulable: / — RIER T 2 —ILATAFH A,
node.cloudprovider.kubernetes.io/uninitialized: / — K> hO—Z—HAELD Y~ K7 0O
NAF—%FRLTEANTEE, TDTA Y ME/—FNEICEREIN., FRAFAREEY—7 X

nE 3. cloud-controller-manager DAY hA—5—DTZ D/ — KA L /2% IC. kubelet
NIDTA Y MEHRLETS,
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¢ node.kubernetes.io/pid-pressure: / — KH* pid REDRETT, Zhidk/ — KR&EH
PIDPressure=True ICXi L £ 7,

BF

OpenShift Container Platform Tld. 7 7 # JL k @ pid.available evictionHard &
BREINFH A

122 RBAFEALOY X M7 Pod OEE D&
FIAINNT, OFRA N7 Pod ICIRUTOBRRBELHY T

Elasticsearch A A M7 Pod D7 7 #JL N B2

apiVersion: vi
kind: Pod
metadata:
name: elasticsearch-example
namespace: openshift-logging
spec:
#...
tolerations:
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

LokiStack A XA b7 Pod D77 # )L hDAER

apiVersion: vi
kind: Pod
metadata:
name: lokistack-example
namespace: openshift-logging
spec:
#...
tolerations:
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 300
- effect: NoExecute
key: node.kubernetes.io/unreachable
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operator: Exists
tolerationSeconds: 300
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
#...

T4 > M%EBL. ClusterLogging 1 X% L!) Y —Z(CR)D tolerations X #ZXELCOJV AT
Pod DERZHRETETET,

AR
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,
e OpenShift CLI (oc) B4 Y 2 h—JLI N T W3,

® Elasticsearch 7213 LokiStack DWEFNADRWEOT A R F7E2FFO4 LTW 5,

FIE
L RODOAY Y REEFTLT, OFX VY Pod AT a—I)ILdB/—RIZTA Y MEBIMLET,

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
av Y Rofl
I $ oc adm taint nodes node1 lokistack=node:NoExecute

ZDFEITIE. 714~ h%&FX— collector. & node. &L UV'T 1 >~ k effect NoExecute D#H %
nodel ICEZE L 9, NoExecute effect ./ — R, T4 ¥ MZI—ET % Pod DA %E R4
Ya—J)LL, —BLAWEEED Pod ZHIBR L £,

2. ClusterLogging CR @ logstore /<~ a v %Zig&E L. OJ XA N7 Pod DEREZZRELF T,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: lokistack
elasticsearch:
nodeCount: 1
tolerations:
- key: lokistack ﬂ
operator: Exists 9
effect: NoExecute G
tolerationSeconds: 6000 ﬂ
#...
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J—RICEMLAF—ZEELET,

Exists Operator #38%E L T. ¥ — lokistack & 2>57 4 v "D/ — NILFEET Z2LELDH
2£9ICLET,

NoExecute effect #3IEE L £ 7,

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RINA Y RENBHEERELF T,

ZDRAIE. ocadmtaint IV Y RTHERINEETAVRE—BLEFT, TOBRBEDH S Pod I
nodel ICRAFT 21— ILTEFET,

R23.BEAFAL-OFESY 2754 % — Pod DEE D FIH

ftbd Pod ICIFTEWREDF —/EDRT %ZEA L T, KibanaPod DAMNEEI N/ — RTEITTE S
£IICTBHIENTEXT,

=S5

® Red Hat OpenShift Logging Operator. OpenShift Elasticsearch Operator, & & U Loki
Operator "1 YA h—JILINTW3B,

FIR

L UTFTDOAR Y REERITLT, OVEY 27534 —PodZ AT a—I)Le5/—KIZTAV b
ZEMLET,

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

a< > Kopl

I $ oc adm taint nodes node1 kibana=node:NoExecute

ZOFEITIE. 714 & X —kibana. & node. 8L UV'T1 >~ MD3WER NoExecute DH %
nodel ICEZE L £9, NoExecute 71 ~ b effect 2{FHTZHNEHLHY 9., NoExecute
IE. AV MI—TBPodDHFERTY2a—)LL, —HLAWEEEFED Pod #4IR L £ 9,

2. ClusterLogging CR ? visualization 27 > 3 > ##E& L. KibanaPod DRBEREL X T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: kibana
kibana:
tolerations:
- key: kibana @)
operator: Exists g
effect: NoExecute 6
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tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
#...

Q J—RicEmLAF—%EELET,
9 Exists Operator #3187 L CT. key/value/effect XS XA —4 —HD—HFTZLIICLET,
g NoExecute effect #18E L £ 7.

Q 7+ 7> 3T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod A
J—RINA Y RENBHEEERELF T,

ZDRAIT. ocadmtaint IV Y RTERINIETAV ME—BHLFT, TORARDH S Pod
lZ. nodel ICRAT P a—ILTEZET,

1224. RRBAFALAOZ L V4% — Pod ERE DHI1E

FI7AINT, OFAL VY —Pod ICIFLUTOBREZEN,HY £,

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
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key: node.kubernetes.io/unschedulable
operator: Exists
#...

AR

® Red Hat OpenShift Logging Operator & & T OpenShift CLI (oc)h' M1 Y A h—JLI N TW 3,

FIR

L UTFOaOY Y RAaFERLT, OFX AL 949 —PodAOX> 5L 949 —Pod &Ry
Ja1—ITBEREDOHD ) —RICTAV M EBIMLET,

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
av Y Rofl
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDOFEITIE. 714~ k%X — collector. & node. &L UV'FT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £ 9, NoExecute 71 ~ b effect 2{FHTZHNEHLHY 9., NoExecute
IE. AV MI—HTBPodDHFERTY2—I)L L, —HLAWEEEFED Pod #4IR L £ 9,

2. ClusterLogging 7 2% ') Y —X (CR) @ collection 2% v HAiR&EL T, OF¥>/aL ¥
4 —Pod DERRBREHRELX T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists g
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

J—RIZEBmMLAF—%BELET,
Exists Operator #3387 L C. key/value/effect /X5 X —4 —H—HFTZLIICLET,

NoExecute effect #3iIEE L £ 7,

- -

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod D
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ZDRAIE. ocadmtaint IV Y RTHERINLETA VA E—BLFET, TOBRBEDH S Pod I
nodel ICRAFT 21— ILTEFET,

12.2.5. BEEHR
o /— K74 Y &AL Pod BEDHIE
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FREAXVYIOT VA VA M=

FREOXVIOTFPVAVARN=I

AV A M=ILEINTWS Operator BL VEETHHRXI LYY —Z(CR) ZHIFRT 5T & T,
OpenShift Container Platform 7 S R4 —MoOF Vv JH TR T LEHIRTEZE T,

BLOFYITOT7 VA VA=)

Red Hat OpenShift Logging Operator & ClusterLogging 1 X% ') Y — X (CR) ZHIfRd 5 Z & T,
AT DENZELETEET,

=55
o THEEWERND S,

® OpenShift Container Platform Web 3> Y —JLC Administrator /X\—XRVF 4 TIZT7 VR
TE 3%,

FIR

1. Administration - Custom Resource Definitions R — 2 |[C# & L. ClusterLogging %% ') v
JLET,

2. Custom Resource Definition Details’*— . Instances %7 !)v o7 LZ ¥,

3AVRAIVADEILH DA T a v A=Za— %2 1) w2 L. Delete ClusterLogging %
2)v I LET,

4. Administration » Custom Resource Definitions R—J ICFREIL £ 9,

5. ClusterLogging D#EICH B A T a v X =a— %42 1) v % L. Delete Custom
Resource Definition &R L £ 7,

Digk

==
[=]

ClusterLogging CR ZHIFR L TH. kiR ) 2 —LZFEK (PVC) IFHIFRI h

FtHA,. BYDPVC, KigRY 2—L4 (PV), BLUHEET—9 %HIRT 2
ISk, ISICREARITIZHNELIHY 9, PVC ORERE - IFHIRICEK
Y PV AHIRI N, T—YDERNMELBEEMEIHY T,

6. ClusterLogForwarder CR % {Ef L /=35 &1d. ClusterLogForwarder D&EICH DA T 3 > 4

—a— . %%21) v %2 L. Delete Custom Resource Definition=2 ) v o7 LZ Y,

7. Operators - Installed Operators R—ICHEEIL £ 7,
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8. Red Hat OpenShift Logging Operator D&ICH B4 T a v A Za— =0 )vy
L. Uninstall Operator 227 v 2 LX ¥,

9. & 7 a :openshift-logging 70> 7 M &EHIBRL T,

Digk

==
[=]

openshift-logging 70 = 7 K %ZHIfR9 % &, Persistent Volume Claim

(PVC) #&%. Z®D namespace RICHZDEDH T RTHIRINE T,
OX > J7—49%7ET %5 EE. openshift-logging 7O~ = 7 k% Hl
BRLABRVWTL I,

a. Home - Projects R—J LB L 7,

b. openshift-logging 7OV =V NO#EICHZD A T a v A =a— =70 vy
L. DeleteProject® 2 ) v o L%9,

c. ¥4 707Ky Y I openshift-logging & A1 L THIFR%ZHEEE L. Delete=2 ) v L
i-g_o
13.2. A¥ >~ 7 PVC DHIkR
fthd Pod THFATEZ LD ITKEARY 2 —LFXK (PVC) Z&REFT 5I1CiE. PVC OEUUCHER TN

IWELIEPVCEZRFLEY ., PVC2HRFBITIVLENLWVEEIE, HIRTEIT., A ML—UHEE%
OETI2LENHZGEEIF. KiERY 2—L (PV) ZHIRTHIEEHETEET,

AR
o TEEERNDH D,

® OpenShift Container Platform Web 1> ¥ —JL C Administrator /X—2ZXJ 571 FIZT7 VA

TE %,
¥
1. Storage — Persistent Volume Claims R—J ICHBEL £ 7,
]
H
2. EPVCDHEILHBA T avAZa— %2 1) w2 L. Delete Persistent Volume Claim

ZRRLEYS,

1B3.LOKIDT7 VA4 VR =)L

=55
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FREAXVYIOT VA VA M=

EEEERN’D B,

OpenShift Container Platform Web > Y —JL T Administrator /X\—2XR V7574 FIZT7 7€ R
TZ3,

Red Hat OpenShift Logging Operator &E&E ) V — X & £ ZHIFR L TWAWES
I&. ClusterLogging 1 2% L) Y — X H 5 LokiStack ~DSRBDHIRATT L TW3,

. Administration » Custom Resource Definitions *— ICFBE) L. LokiStack =2 ') vV L %

ER

. Custom Resource Definition Details *— T, Instances %2 ')v 2o LZ T,

CAVARYVADEICHD A T a s A a— %% 1)w % L. Delete LokiStack%= 2 ') v

7 L/i-a—o

. Administration » Custom Resource Definitions R— I ICREIL £ 7,

. LokiStack D#&ICH B A T a v XA =a1— %21) v L. Delete Custom Resource

Definition &R L £ ¢,

ATV RNAML—YY =0 Ly MEHIRLET,

. Operators - Installed Operators X*—J[CRBEL X7,

. Loki Operator Df&ICH DA T a v A =—a— %2 1) w2 L. Uninstall Operator % ¥

Dy o LZET,

. F 7> 3 v: openshift-operators-redhat 70> = 7 b &HIBRL £,

BF

fbd 'O —/3)L Operator H' openshift-operators-redhat namespace IC1 >~ R
h—ILEI N TWBIGEIL openshift-operators-redhat 7O = & b % HlIkR L &2
WTLEEL,

a. Home - Projects R—JIIBEL £,

b. openshift-operators-redhat 7OY ¥V hDREILH B F T a v A Za— =7
2 L. Delete Project#2 ') v 7 LZ9,

c. ¥4 707Ky Y ZIT openshift-operators-redhat & A1 L CTHIFR%= M2 L. Delete % ¥
Vv o LET,

13.4. ELASTICSEARCH O 7 >4 Y X b—Jb

=£48 A2 IH-
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HITERTTH
o TIEERNDH 2,

® OpenShift Container Platform Web 1> ¥ —JL C Administrator /X—2ZXV 571 FTIZT7 VR
TZX35,

® Red Hat OpenShift Logging Operator EF8E Y V — X % LZHIFR L TWLWRWEES
I%. ClusterLogging 1 2 ¥ 1) Y — X H* 5 Elasticsearch ADSROHEIBRAZET LTW3,

FIR

1. Administration » Custom Resource Definitions R— IC#ZE) L. Elasticsearch %2 !') v 7 L

i’g—o

2. Custom Resource Definition Details’*— . Instances %7 !) v o7 LZ ¥,

3AVRAIVADKEICH B A T avA=a— %72 1) w2 L. Delete Elasticsearch % %
w2 LZE9,

4. Administration » Custom Resource Definitions R—J ICFREIL £ 7,

5. Elasticsearch Df&ICH DA T a v A= — %21)v %2 L. Delete Custom Resource
Definition &R L £ ¢,

6. 7TV RNAMNL—=YV =D Ly NEHIBRLZE T,

7. Operators - Installed Operators R— ICHEIL £ 7,

8. OpenShift Elasticsearch Operator D&EICH 2 A T a v A Za— =) vy
L. Uninstall Operator #27 Yv 2 LX ¥,

9. # 7 a :openshift-operators-redhat 70> =7 N %HIR L X7,

BF

fbad 'O —/3)L Operator H' openshift-operators-redhat namespace IC1 ~ R
N—=ILINTWBIHEIX, openshift-operators-redhat 7OY =7 M &HIR L2
WTL I,

a. Home - Projects R—JIIBEL £,

b. openshift-operators-redhat 7OY ¥ hDREILH B F T a v A Za— =7
2 L. Delete Projectz7 ') vV LET,

c. ¥4 707Ky Y ZIT openshift-operators-redhat & A1 L CTHIFR%= M2 L. Delete %= 7
w2 LZE9,
13.5.CLIDOFERICL 27 5 RY —H 5D OPERATOR DHI&
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PSR —EEEIZICLI Z@FEAL T, BIRL 7% namespace 541 R h—JL X N7z Operator % iR
TXF9,

=S5

e cluster-admin #ER =D 7 H 7 >~ N % HH L T OpenShift Container Platform 7 5 24 —I(C
TOEATES,

¢ 0C AV YVRAT—HVRF—avVICAVARMN=ILINTWBZ &,

FIR

. YT R S4 7 L7 Operator D&#H/N\— 3  (serverless-operator 7 &) #, currentCSV
74— RTHNINTWEIEE2HRLET,

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

6
I currentCSV: serverless-operator.vi.28.0
2. Y749 7T 3 (serverless-operator 72 &) ZHIFR L £ 7,
I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless
6
I subscription.operators.coreos.com "serverless-operator" deleted

3. BRIOFIET currentCSVEAER L. ¥ —4 v b namespace M Operator M CSV % HlIkR L
i_a—o

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

H B

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

BEEE IR
o kiERY 12— ADFEEEIY
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F14E= O/ L d3J—RKRDT74—=ILR

OFXVJICEL>2>TIVRR— M INAEOTLO—RIZIE. LTFO 74 —IL REARFINDIBEDHY X
T, OJLI—RIFBEBEJISONA TV RNELTTIA—Ty hIhFTH, ABCTF—YETFTILIZMD
IVvIA—T4VJICEATEEY,

Elasticsearch 8L U Kibana ML INHD 7 1 —IL RERRT 5 ICIE. BRRIFICEIFEDELT7 1 —ILKE
EEALET, & AKX, Elasticsearch /_search URL D354, Kubernetes Pod &A% T 2 I
I&. /_search/q=kubernetes.pod_name:name-of-my-pod ZfEH L £ 7,

REMT7 14—V RIEZITRTOLOA—RICERET T8I HY £,
MESSAGE

TOOJIV M) —FFAMUTF-8TYO—NR), TDT7 14—V RAFEELRWVWA, ETHRLVL EEIL
714 —ILRHAEETBHAEMENHY £, FFMIE. structured DEREFZSIRL T LI,

T—HDYA  text

7
Bl HAPPY
STRUCTURED

BiEbkIhid 7oz e LTOTOAT IV M) —, TOT74—=ILRIE, 747—4—HEELX
N JISON OV AT B EIICREINTWBIGBEICEET 2HEELGHY T, TtOAT IV K
U—®%LKD9#EWT%6% IS, ZDT74—ILRICIIAED JSONBEINSEFNF T, ThlH

Bl ZOT7 4 —IL RIFZELLEHFEELARVWEZD, message 7 1 —JL RIZcDOT Xy 2—I W
aihiToﬁﬁt*hL74—wFKm\Dﬁxvt—yﬁﬁihéﬂ774—wkﬁ%6®T\Z
CTIREMIAEZEINTULEH A,

T—89DYA  group

7
EDHI map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

OJRA4 O— RAMERRINBFmh. EREBIARBELRGEIE. O, O— KPZKAICINE I N2k
PO UTCEDY—FV 7, offEEiFd. FEDHARTHEATESZLIICFHINTVWE 74 —ILRER
L %9, Elasticsearch DIFHE., IFEAEDY —ILIET 7 # )L M T "@timestamp”" Z8FKRL £ 9,

T—HDH4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z

HOSTNAME
OO XAy E—VDRETDERA ML, Kubernetes 7 5 249 —TIlE, Zhid kubernetes.host & [
CTY,
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F14EOQO/LI—FKD714—ILK

F—5DIA  F—I—F

IPADDR4
Y—AY—N—DIPv4T7 KL R, EBAIAIEETEET,

T—9DYA ip
7

IPADDRG
Y=Y —NR—DIPv6 7 KL R (HB5HE). BLIAIEETEET,

T—HDHA ip
7

tl‘_ssigl(_severitytext 7FO/RFT 4 =), python DOF VT EV 12— REDIFIFAY—0OF Y
TN,
LT D& syslog.h DSEGEINE T, EDEICIE AFOHE MEMINET,
e 0=emerg. YATLMNERATERL,
e 1=alert, 77>av%zdICEITTIUENDH B,
e 2-=crit. BEBLIRT,
e 3=err. T7—DHDKM,
e 4=warn. EE50H KN,
e 5=notice. BETIEH 2N, HENKZ VKR,
e 6=info, 1ERIEMH,
e 7=debug. TNV ITLNILDAYE—T,
LITF®D 2 DDfEIE syslog.h D—ETlEHY FHAD, ELFEAIRTVET,
e 8=trace. PL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHAZY FT,
e 9=unknown. OF VY RAFATRHATETRVEEIRE LBA,

mOAFXF VIS RTLADATLNVELIZBEEZFHED ) A P THREEVW—RIITY TLET, k&
Z & python logging Tl&. CRITICAL & crit. ERROR & err B*EILTY,

F—5DIA  F—I—F
7

EDH info
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PID
AFXYJIVT14T714—DO7TOERIDTY (HBHBE).

T—HIDIA F—T—FK
7

H—EX
AFVIIVTF4 54— ICBEERTONAY—ERDERITY (HBIHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/37 1 — 3 —EX 74 —JL KIZY Yy FINFE T,

T—HIDIA  F—T—FR
7
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#5153 TAGS

215% TAGS

FTvavalLid—FhiE /) IS4 —ICL>TEOJICEBEI NS, Operator EEDY DY
ARMNTY, RAO—RIZIE, Km74 PAR—ATRYLNEXFIHN—I VELEEXFHN =0 2D
JSON —E%=FALAEXFINEIEETETET,

T—HDYA  text
7

FILE
L4 —NconlTy ) —%5H#02007 74 IADIRR, BB, ChEISRA9—/—KD
ivarllog 7 7 A1 IV AT LARAD/IRZATY,

T—HDYA  text
7

OFFSET

7ty ME, ENE—OT T 7AILTEREICENT 2HBEIC. N MDEZT7 74)LDOOJ4T (EO
FRFEIR=-) FLEOTTOERES (EO0FLIF1IR—R) ORBRARICKRRITEET, COEIFSY
TTE, OV 774 VOFRN—Ya v aERRTEEFT (OA—T—2 3 V),

T—9DH¥A  Long
7
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%162 KUBERNETES

Kubernetes Bl X ¥ 7—4 M namespace T,

T—HDHA  group
7

16.1. KUBERNETES.POD_NAME
Pod M &Hi,

T—HIDHA  F—T—F
7

16.2. KUBERNETES.POD_ID
Pod @ Kubernetes ID,

T=HIDIA  F—T—FK
7

16.3. KUBERNETES.NAMESPACE_NAME
Kubernetes M namespace MDA,

T—HIDHA  F—T—FK
7

16.4. KUBERNETES.NAMESPACE_ID
Kubernetes @ namespace ID,

T—HIDHA  F—T—FK
7

16.5. KUBERNETES.HOST
Kubernetes / — K4,
F—HDHA  F—T—F

7

16.6. KUBERNETES.CONTAINER_NAME
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#5163 KUBERNETES

Kubernetes @1 ¥ 5+ — D481,

T—HIDEA  F—T—FK
7

16.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MIEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

16.8. KUBERNETES.LABELS

TtD Kubernetes Pod IC# % X)L

T—89DY¥A  group
7

16.9. KUBERNETES.EVENT

Kubernetes ¥ A4 — API N 5EU45 L 7= Kubernetes 1 Rk, T DA RV M DOFrBRIFEARMIC, Event
vl core @ type Event [C#EHL 7,

T—HDHA  group
7

16.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED. MODIFIED % 7= (% DELETED

T=HIDHA  F—T—FK
7

=L EINFE

16.9.2. kubernetes.event.metadata

ARy MERDIZRTSE L CREICEAY 215K

T—HDHA  group
7

16.9.2.1. kubernetes.event.metadata.name
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ARV MERZEN) A—L7ATV o bDEH]

T—HIDEA  F—T—FK
7

E Dl java-mainclass-1.14d888a4cfc24890

16.9.2.2. kubernetes.event.metadata.namespace

ARy MABAICHEE L7z namespace DRI, ZhiL. eventrouter 7 7Y —> avdF 704 %
M namespace CT# % kubernetes.namespace_name & (FE22 2 EITER LTI,

T—HIDHA  F—T—F
7

EDH default
16.9.2.3. kubernetes.event.metadata.selfLink
AR RADY VY

T—HIDHA  F—T—FK
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

16.9.2.4. kubernetes.event.metadata.uid

ARV RDO—EDID

T=HIDIA F—T—F
7

=Rl d828ac69-7b58-11e7-9¢f5-5254002f560c

16.9.2.5. kubernetes.event.metadata.resourceVersion

ANV IDPRELIY —N—DRWN—=Ta V2@ T D2XFIN, 7747 MIZDXFI=ERL
T ATV MDEBRINLSIAIV IR TEET,

T—HDYA  integer
7

E DB 311987

16.9.3. kubernetes.event.involvedObject
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ARV MIETZFTIII N,

T—HDHA  group
7

16.9.3.1. kubernetes.event.involvedObject.kind

FTOTONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

16.9.3.2. kubernetes.event.involvedObject.namespace

#5163 KUBERNETES

B9 24TV MDD namespace &, Tk, eventrouter 7 ) r—> a7 7OA %D
namespace T# % kubernetes.namespace name & [JE2RZAREMENH D Z & ITEREL T EI L,

T=HIDHA  F—T—FR
7

fED ) default
16.9.3.3. kubernetes.event.involvedObject.name
ARV NE N A=LEAFTV Y bD&HR

T—HIDHA  F—T—FK
7

E Dl java-mainclass-1
16.9.3.4. kubernetes.event.involvedObject.uid
72 hO—EDID

T—HIDHA  F—T—F
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

16.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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T—HIDHA  F—T—FK
7

BEDH vi

16.9.3.6. kubernetes.event.involvedObject.resourceVersion

AR NE N H=LIY—N—DRE/NN—2 3 2D Pod Z#BITHXFN, 75347V MIZIDX
FIEGALT, ATV MEBINYA IV T 2HTEES,

T—HIDIA  F—T—FK
7

{ED B 308882
16.9.4. kubernetes.event.reason
CDARY NEERT PEBHETRY. Y2 N EBARERE VWX FES

T—HIDIA  F—T—F
7

EDH SuccessfulCreate

16.9.5. kubernetes.event.source_component

CDARY MNERELZOAVER—RV K

F—5DIA  F—I—F
7

E Dl replication-controller

16.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDH4 Bt
7

E DY 2017-08-07 10:11:57.000000000 Z

16.9.7. kubernetes.event.count

TDARY NHFEE L -EE
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T—HDYA  integer
7

fED I 1

16.9.8. kubernetes.event.type
ARV NDH 47, Normal £7-(Z Warning, $%&. FiLWS A THEBMINZAEELHY £,

T=HIDHA  F—T—F
7

EDH Normal
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2173 OPENSHIFT

openshift-logging Bl D X ¥ 5 — 4% M namespace

T—HDHA  group
7

17.1. OPENSHIFT.LABELS

PSR —OAT 74T —F—REICL>TEMINE SR

T—8YDYA  group
7
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FEIBEAPIYVI 7L VR
BIBEAPI) 77 L VR
18.1.5.6 LOGGINGAPI ') 7 7 L >V R

18.1.1. Logging 5.6 AP1 ') 7 7 L ' X

18.1.1.1. ClusterLogForwarder

ClusterLogForwarder (&, BniXOJ % E&ET 576D API TT,

LR EADDEY MO SEFMTEHITDE Y MIERET % pipelines DY R M &38E LT, %%
Ebi’g_o

— AR O T HT T —IZISHFAADANEDLHY, HRAIYLAAEEELT, BMOT74IIL5 YV
THEITHIZENTEET,

T 7 2 )L b®D OpenShift Y X M ZITIZHEAAHDHDEDHY I, URL ¥ ZDMDERKIBERE
FRALT. MEOHAZERL., V3R —DORWBELEAROMOR N T EALE IOy H—icOd
HELETEE T,

FMICOWTIE, API 74 —IILRICEET B RFa XV MESRBLTLEIY,

spec object ClusterLogForwarder DEifFI 1
ZEMEDLHR

status object ClusterLogForwarder D XA 7 —4
A

18.1.1.1.1.1. &tEA

ClusterLogForwarderSpec i&, B %) E— K9 —4v MIEGET 2 HEEEEZLE T,

18.1.1.1.1.1.1. &Y

® object

FONRT 1 —

inputs array A Fav) AAE &mEINB
O XAytE—YDERIFET 1)L
g_—éj_o
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outputDefaults object (# 7> 3 >~) DEPRECATED
OutputDefaults I, 77 #JL bR
N7 D7 A7 —4—5&E % BT
IKEELEY,

outputs array FFTav)yHAiFE. odxy
- DB EDREETT,

pipelines array pipelines I, —EDAAICEL>T

BRINEAYy -V % —EDH
DICEELET,

18.1.1.1.2. .spec.inputs[]

18.1.1.1.2.1. 5¢HA

InputSpec I, BT X v E—YDEL IV —%EEZLET,

18.1.11.2.1.1. &

® array

FO/nRF 1 —

application object AFay7r7Vr—>ay
(F7E9 %354) I&. application
OJoO&FTEEy MEBMICL
7,

name string pipeline DAL %SRRI 570
ICERI NS AR,

18.1.1.1.3. .spec.inputs[].application

18.1.1.1.3.1. 5itHA

TV r—vavnldtelL iy —, OJERBRTBIE. ELIY—DITRTOFENELZIND (R
H AND) ENHY X T,

18.1.11.3.1.1. &

® object
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namespace array AFravy7FUr—>avno
J % N5 9 % namespace,

selector object FAF2av)SRULHF—BT S
Pod s/ otL 74—,

18.1.1.1.4. .spec.inputs[].application.namespaces[]

18.1.1.1.4.1. &4

18.1.1.1.4.1.1. B¢

® array

18.1.1.1.5. .spec.inputs[].application.selector

18.1.1.1.5.1. 5itBA

INLELIS—EIF, —ED) Y —RICHTEINILI ) —H#BETT,

18.1.1.1.5.1.1. B4

® object

matchLabels object (# 7> 3 ) matchlLabels £
{keyvalue} R7 DY v FTY,
matchLabels D& —® {key,value}

18.1.1.1.6. .spec.inputs[].application.selector.matchLabels

18.1.1.1.6.1. &tBA

18.1.1.1.6.1.1. B¢

® object

18.1.1.1.7. .spec.outputDefaults

18.1.1.1.7.1. 5B

18.1.1.1.7.1.1. &4

® object
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JO/R7 1 — it} B

elasticsearch object (# 7 a ) Elasticsearch
OutputSpec DF 7 # )L ME

18.1.1.1.8.1. &itBA

ElasticsearchStructuredSpec I&. elasticsearch 1 T v ¥ R &RET 572D DEEILO T DERE I
B BHHTT,

18.1.1.1.8.1.1. B¢

® object

enableStructuredContainerLogs bool AF>av)
EnableStructuredContainerLogs
. BRI VT F—oEElkn s
ZHHLETY.

structuredTypeKey string (7> 3 ) StructuredTypeKey
I&. elasticsearch 1 T v 7 XD
BZAE LTHERAINZ XY T—4
F—ZEBELIT,

structuredTypeName string FFTav)
StructuredTypeName (&,
elasticsearch 2 ¥ —< D A7 % 15
ELET,

18.1.1.1.9. .spec.outputs[]

18.1.1.1.9.1. EtBA
HAR, AT Xy E—YDREEZERLET,

18.1.1.1.9.1.1. B¢

® array

syslog object FF>av)

fluentdForward object FFTav)
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elasticsearch object FAF>av)

kafka object FF>av)

cloudwatch object FF>av)

loki object FF>av)

googleCloudLogging object FFTav)

splunk object FF>av)

name string pipeline 5 OH N5 SRY 2
TOICERI N2 A,

secret object AFav)READOY—I Ly
bo

tls object TLSICIE. TLS 754 7> MES
DF T a3 v EFIET 27-DDE%
ENEERLTVWET,

type string HATS 71400947,

url string A FravyosLa—RoEE
4% URL,

18.1.1.1.10. .spec.outputs[].secret

18.1.1.1.10.1. 5B

OutputSecretSpec I&. ZEIDH % EJ. namespace =RV —2I L v NSIRTY,

18.1.1.1.10.1.1. &4

® object

name string OJ7+7—4—v—4o Ly A
ICERE X 117z namespace D
Dl AVE R NOEA-TTR

18.1.1.1.11. .spec.outputs[].tls
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18.1.1.1.11.1. E¢EA

OutputTLSSpec IZIE, HAY A FITEKEL AW TLS EROAF T a vhAEaFhTWET,

18.1.1.1.11.1.1. &

® object

pARVAG P

insecureSkipVerify bool InsecureSkipVerify A° true M5
A, TLS 754 7~ MIEEERED
IZS—%ZERTEHLDIEREIN
x7,

18.1.1.1.12. .spec.pipelines[]

18.1.1.1.12.1. 5B

PipelinesSpec &, —&EDAANZ—EFEDOHNIC) VI LEXT,

18.1.1.1.12.1.1. &

® array

detectMultilineErrors bool #AF>av)
DetectMultilineErrors (&, 3> 7F
FT-OJDEFITIS—HREEE

MCLET,

inputRefs array InputRefs (&, D/ TS54 >
AD A D4R (input.name) %
DAMLET,

labels object AFvar)yzoR1 7514 0%
BiET2O07L1—RICERAIN
57N,

name string (FAF>av) ZRIITEEATRETY

N EBEY 2% EE. pipelines
DAMNHAT—ETHRI2LENHY
9,

outputRefs array OutputRefs (£, D/ TS A4
OB DHADEH]
(output.name) s —EBXRL £
ER
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JO/R7 1 — it} B

parse string FFrav)y@micky, osxc
YN —EEELOVICETTE
E3

18.1.1.1.13. .spec.pipelines[].inputRefs[]
18.1.1.1.13.1. &% EA

18.1.1.1.13.1.1. B¢

® array
18.1.1.1.14. .spec.pipelines[].labels
18.1.1.1.14.1. 52BA

18.1.1.1.14.1.1. B

® object
18.1.1.1.15. .spec.pipelines[].outputRefs[]
18.1.1.1.15.1. 5itBA

18.1.1.1.15.1.1. B4

® array
18.1.1.1.16. .status

18.1.1.1.16.1. &tHA

ClusterLogForwarderStatus . ClusterLogForwarder DESfRIREEZEZ L F 7

18.1.1.1.16.1.1. B

® object
7OonRFq4— B Bl
conditions object O7 747 —49—05&M4,
inputs Conditions AR AAE%EANADEREIC

TyvEVILET,
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outputs Conditions HAE. BARZEDOFRHEIC
RvEVILET,

pipelines Conditions pipelines (&, /XM TS5 4 V&% IR
1TS54 VDFRBICTYEYTL
9,

18.1.1.1.17. .status.conditions

18.1.1.1.17.1. 5itHA

18.1.1.1.17.1.1. B

® object

18.1.1.1.18. .status.inputs

18.1.1.1.18.1. &EA

18.1.1.1.18.1.1. &

® Conditions

18.1.1.1.19. .status.outputs

18.1.1.1.19.1. &4

18.1.1.1.19.1.1. B¢

® Conditions

18.1.1.1.20. .status.pipelines

18.1.1.1.20.1. 5itHA

18.1.1.1.20.1.1. ¢

e Conditions== ClusterLogging A Red Hat OpenShift Logging 1 > X4 > X, ClusterLogging
l&. clusterloggings APl DA F¥—< T,

spec object ClusterLogging DHifF I 2 EF
DR
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status object Status . ClusterLogging DE&#8
REEERLET,

18.1.1.1.21. .spec

18.1.1.1.21.1. 5B

ClusterLoggingSpec (& ClusterLogging DHiF I hakEEEZL T,

18.1.1.1.21.1.1. &

® object

aLovay object 25 A% —® Collection AV R—
A NOLw =

Falb—vay object GEHER) (4 T 3 V) FEiE,
Z A4 —® Curation I VR—%
VANl

T+ 7—4— object GEHESR) (A T a V) FEHEEE,
5 X4 —® Forwarder O VR—%
v Dtk

logStore object AF>av)I5X9—? Log
Storage v R—% ¥ kDL

managementState string FFTrarv)yy—an
Operator IC& > TEEINTL
ZHABEEINTVWARVWAETRTIE

=

BEE object AF>av)r5R49—0
Visualization A V7 R—3x > b Dt
53

18.1.1.1.22. .spec.collection

18.1.1.1.22.1. §itBA

Zhid, OBLTARY NIV I aVICEBET 2ERESTHEERTT,

18.1.1.1.22.1.1. B¢

® object
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PARVAG P il S50

resources object FFvaryarsvy—n)y—
AEMH

nodeSelector object (FAF>av)Pod BRI Y a—Ib

INd/—REEHELEY,

Toleration array (FAF>av)Pod BZIFAND
Toleration # &L £ 9,

fluentd object (A 7> av)Fluentd I&. fluentd
BATDT+7—9—DEREEZ
LEd,

logs object GEHESR) (A T a V) FEHEEE,

Z 29 —DOTIREDHER

type string FFrav)BETZ2OTRED
5147

18.1.1.1.23. .spec.collection.fluentd

18.1.1.1.23.1. &tBA

FluentdForwarderSpec I, fluentd ¥4 707+ 7—45— Dk EEFRKLE T,

18.1.1.1.23.1.1. B¢

® object

Tanrq4—
buffer object
inFile object

18.1.1.1.24. .spec.collection.fluentd.buffer

18.1.1.1.24.1. 5%BA

FluentdBufferSpec I&. T RTD fluentd HAD/NNY 77 —BEEF1—=V 7T 57DD fluentd /Xy
T7—IRSGA=H—DHY Ty hEaRLET, "NSA—9—DH Ty baHR—IMLT. Ny T77—
EF1—DHAXRE, 75y V2 759y 210BHATEZRELET,

— MBI AR/INT A —H —ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZSRR L T I,

294


https://docs.fluentd.org/configuration/buffer-section#buffering-parameters

FBIBEAPIYVTI7L VR

79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZHR L T LI,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSR L T I L,

18.1.1.1.24.1.1. B4

® object

chunkLimitSize string (# 7 3 ) ChunkLimitSize &,
BF vV IDRARYA X %ERLE
To ARV MIUTOLDICARY
£7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDEHRT 27 F v 1DEDR
HEFEERLI T,

flushMode string (7> av)FlushMode I&,. F+
VOEEZAL TSV aAARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (# 7> 3 ) FlushThreadCount
(&, fluentd /Xy 7 7—IC&>T
FEAINZZLY FOBERLE
ER

overflowAction string (# 7> a ) OverflowAction .
fluentd Xy 77 =TS T4 W
EFTIET77avaERLET,

retryMaxInterval string (# 7 a ») RetryMaxInterval
& RNy U F T DRKREER
fRexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHIANCHERITZHAA D&
REFFEERERL T,

retryType string (A 7> a V) RetryType 1Z. BR
T92%725yv>aigtkndv94 7%
®LEY, 75 v agEIIUT
HETTEEY,

retryWait string (F 7> 3 V) RetryWait (£, 2 [
ERLTBEATLTIZy>Yad
2FETOREZRLI T,
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totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd ZT&ICEFRIEI NS / — K
HEFEOLEWMEEZERLET,

18.1.1.1.25. .spec.collection.fluentd.inFile

18.1.1.1.25.1. §itBA

FluentdInFileSpec (&, 9 XT® fluentd in-tail ANDEEEF 12 —=> 7 F %7HD fluentd in-tail 7
STA VNS A—9—DH Ty baRLZET,

—MBIARINT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A2 L T 2X
LY,

18.1.1.1.25.1.1. &Y

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
£9,

18.1.1.1.26. .spec.collection.logs

18.1.1.1.26.1. &tHA

18.1.1.1.26.1.1. &

® object

JO/nR5 1 —

fluentd object Fluentd Log Collection J > R—
x> Otk

type string HRETHZOVREDY A S

18.1.1.1.27. .spec.collection.logs.fluentd

18.1.1.1.27.1. &tBA

CollectorSpecid, ALV —DRAT T a1—)VEYY—REEET DHODEHKRTT,

18.1.1.1.27.1.1. B¢
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® object

FBIBEAPIYVTI7L VR

FONRT 1 —

nodeSelector object
resources object
Toleration array

18.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

18.1.1.1.28.1. A

18.1.1.1.28.1.1. B¢

® object

18.1.1.1.29. .spec.collection.logs.fluentd.resources

18.1.1.1.29.1. &tHA

18.1.1.1.29.1.1. B¢

® object

(#FF¥av)Pod BRL T 12—l
N3/ —ReEELET.

(AFvavyaLss—oyy—
AEMH

(AT av)Pod KEHAND
Toleration #E& LT,

limits object

requests object

18.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

18.1.1.1.30.1. & A

18.1.1.1.30.1.1. B¢

® object

(AT av)Limits &, FAIN
2AvEa—FT4VITYY—AD
RAEEZRLET,

(# ¥ ar)Requests I&, BHE
RIAVE1—FT4 VTV —RD
mNEERLET,
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18.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

18.1.1.1.31.1. &tBEA

18.1.1.1.31.1.1. B¢

® object

18.1.1.1.32. .spec.collection.logs.fluentd.tolerations[]

18.1.1.1.32.1. &tBA

18.1.1.1.32.1.1. B

® array

effect

B (key)

operator

tolerationSeconds

string

string

string

int

string

(FF¥av)Effectid. — T3
Taint WRE=R~LET, ZDHE
&, IRTOTM ¥ PRI
LEY,

(AT av)Key l&. Toleration

MEAINS Taint ¥F—T9, &
DIFEIE. IRTOTFI Y M F—
IK—RLEY,

(A 7> av)Operator l&, F¥—
CEDERERLET,

(& 7> 3 ) TolerationSeconds
I&. Toleration DHAEI AR L &
ER

(# 7> av)Vvalue i3,
Toleration B—E ¥ % Taint fET
E

18.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

18.1.1.1.33.1. 5B

18.1.11.33.1.1. &

® int

18.1.1.1.34. .spec.curation

298



FBIBEAPIYVTI7L VR

18.1.1.1.34.1. 5itBA

ZhiE, OYDFaL—2 3> (Curator) ICEET 21EHRESTRERTT,

18.1.1.1.34.1.1. B¢

® object

FONRT 1 —
curator object BRETHFalL—a vtk
type string HRETEZFaL—ravDiEE

18.1.1.1.35. .spec.curation.curator

18.1.1.1.35.1. &tHA

18.1.11.35.1.1. B¢

® object

nodeSelector object Pod R Y a—ILlINhTWDS
/ - F%E% l/ ij_o

resources object (AF>av)Curator®) VvV —2
£

schedule string Curator ¥ 3 7HE{TIN 3 cron
2T a—)v, 774 ME T30
3***] TY,

Toleration array

18.1.1.1.36. .spec.curation.curator.nodeSelector

18.1.1.1.36.1. 5tHA

18.1.1.1.36.1.1. B¢

® object

18.1.1.1.37. .spec.curation.curator.resources

18.1.1.1.37.1. &HEA
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18.1.11.37.1.1. &

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3av)Requests &, HE
RAVEL—F4VTYVY—RAD
=NEERLET,

18.1.1.1.38. .spec.curation.curator.resources.limits

18.1.1.1.38.1. 5¢HA

18.1.1.1.38.1.1. &

® object

18.1.1.1.39. .spec.curation.curator.resources.requests

18.1.1.1.39.1. 5tHA

18.1.1.1.39.1.1. B¢

® object

18.1.1.1.40. .spec.curation.curator.tolerations[]

18.1.1.1.40.1. 5B

18.1.1.1.40.1.1. &4

® array

effect string (F F¥av)Effectid. —HT 3
Taint WREZRLET. ZDHFE
i, IRTOTA Y PRI
LEY,
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82 (key) string (F T av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RLEY,

operator string (& 7> a>v)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A KR L &
ER

& string (F 7> av)Value I,
Toleration B —3(¥ % Taint {ET
ER

18.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
18.1.1.1.41.1. 52BA

18.1.1.1.41.1.1. B¢

® int
18.1.1.1.42. .spec.forwarder

18.1.1.1.42.1. 52BA

ForwarderSpec ICId. FFED 7 4# T—4F —FREDQ/O— N Fa1—ZVJNRSA=F—DEFNTVZE
To TDT7 14— R, —BORFERICIIVHEDLY FHA, BERERZ 7474 =T /07—
BLTWRA—YHY—DHIPNRIT =TV REF1—VJTEDZLHIICLET, REYR—FINTWDE
®D: fluentd,

18.1.1.1.42.1.1. B¢

® object

fluentd object

18.1.1.1.43. .spec.forwarder.fluentd

18.1.1.1.43.1. 5itBA

FluentdForwarderSpec &, fluentd ¥4 7D 7 #7—49 —DREERKLE T,
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18.1.1.1.43.1.1. B¢

® object

buffer object

inFile object

18.1.1.1.44. .spec.forwarder.fluentd.buffer

18.1.1.1.44.1. 5iEA

FluentdBufferSpec &, TRTD fluentd HAOD/Ny 77 —8EEZF1—=V 7T 27DHD fluentd /X
T7—NIGA=9—DH Ty bERLET, NSA—F9—DH Ty haHR—ILT. Ny T7—
EF1-—DYAXERE, 75y V2 7539y 210BATEZRELET,

— RIS A —4H —IZDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L T LI,

79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZMR L T LI,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSR L T I,

18.1.1.1.44.1.1. B

® object

chunkLimitSize string (# 7 a ) ChunkLimitSize |&.
BF vV IDRARYA X %ERLE
FTo ARV MIUTOLDICARY
7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DOEMT BT Ty aADBEDRF
HEFEEZRLI T,

flushMode string (& 7> a ) FlushMode I&. F+
VOEEZAL TSV aAARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (& 7> 3 ) FlushThreadCount
(&, fluentd /Ny 7 7—IC&>T
FEAINZZALY FOBERLE
ER
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overflowAction string (# 7> a ) OverflowAction .
fluentd Ny 77 =TS T4 W
EFTIET77avERLET,

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, RNy U F T ORKKER
RexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHDIAENICHRITZHAA D&
REFEERERL T,

retryType string (F 7> 3 V) RetryType £, B
79275y a1 REDY1 T%
KLEY, 75 v aBEEEUT

EERTTEET,
retryWait string (# 7> a ) RetryWait (&, 2[0
EmLTHEATLTIov>ad
2FETORMBZERLEY,
totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd ZT&ICEFRIEI NS/ — K
HEFEOLEWMEEZERLET,

18.1.1.1.45. .spec.forwarder.fluentd.inFile

18.1.1.1.45.1. 5itHA

FluentdInFileSpec &, §XT® fluentd in-tail AIDEEREAEF 1 —=> 79 27HD fluentd in-tail 7
STAVRSGA—=F—DHY Ty hERLET,

—MBIAR/INT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A28 L T 72X
(A

18.1.1.1.45.1.1. B¢

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
¥Y9,

18.1.1.1.46. .spec.logStore
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18.1.1.1.46.1. &4

LogStoreSpec ICid, OV DEREAEICEHT ZEHRIEENTVET,

18.1.1.1.46.1.1. B¢

® object

pARVAG P

elasticsearch

lokistack

retentionPolicy

type

object

string

18.1.1.1.47. .spec.logStore.elasticsearch

18.1.1.1.47.1. 5B

18.1.1.1.47.1.1. B4

® object

Elasticsearch Log Store 3~ 7R—
* v hDttEk

LokiStack IZI&. Type A°
LogStoreTypeLokiStack IZE&E X
hTwailpa, OJAML—YIC
#1895 LokiStack I T % 1E#K
NEFEFNTVET,

A Tvav)RERY Y —E 4
Yy ANBIRIND X TOR
AMEEESEL E T,

RETHOTRAMNL—VDHA
7, IRIE. Operator &,
ElasticSearch ZfH L T. Wgh
NMEHR—KNLTWET,

nodeCount

nodeSelector

proxy

redundancyPolicy
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object

string

Elasticsearch ICT 7EH41 9 3%
J— RO

Pod X2 ¥ a—I)LINTWVWS
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Elasticsearch Proxy AV iR—x >
b DtEEk
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JO/R7 1 — it} B

resources object (4 7> 3 ) Elasticsearch D )
vV —2EH

storage object (& 7> 3 V) Elasticsearch 7 —%

J—RDR ML —I 8

Toleration array

18.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

18.1.1.1.48.1. & BA

18.1.1.1.48.1.1. &Y

® object

18.1.1.1.49. .spec.logStore.elasticsearch.proxy

18.1.1.1.49.1. & A

18.1.1.1.49.1.1. B¢

® object

FO/nR5 1 —

resources object

18.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

18.1.1.1.50.1. &tBA

18.1.1.1.50.1.1. B¢

® object

pARVAG

limits object (AT av)Limits &, FAIH
A1 —FTA4VITIVIY—RD
BRAEERLET,
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requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

18.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

18.1.1.1.51.1. 5itHA

18.1.1.1.51.1.1. B¢

® object

18.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

18.1.1.1.52.1. §itBA

18.1.1.1.52.1.1. B¢

® object

18.1.1.1.53. .spec.logStore.elasticsearch.resources

18.1.1.1.53.1. A

18.1.11.53.1.1. B¢

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—RAD
=NEERLET,

18.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

18.1.1.1.54.1. 5itHA

18.1.1.1.54.1.1. B¢

® object
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18.1.1.1.55.1. &tBA

18.1.1.1.55.1.1. B¢

® object

18.1.1.1.56. .spec.logStore.elasticsearch.storage

18.1.1.1.56.1. 5itHA

18.1.1.1.56.1.1. &4

® object

FBIBEAPIYVTI7L VR

size object

storageClassName string

18.1.1.1.57. .spec.logStore.elasticsearch.storage.size

18.1.1.1.57.1. &tBA

18.1.1.1.57.1.1. B¢

® object

J—=RRToEYa=-vI9dim
kz I\ I/_:/“";éq‘%o

A Fvav)/—RoPVC D
BRICERTZ2AMNL—TYIS2AD
EA-1

ER string
d object
i int

S string

FRAEERICEELZ T,
Canonicalize DX Y NEBBEL
TLIEIW,

d.Dec !=nil DFE. d & inf.Dec
FADOHETT,

d.Dec == nil DIFAH. il&inté4 T
A=) v TEINEERAOBET
ER

sid. BEtEABITZDITER
INEZDEDETT,
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18.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

18.1.1.1.58.1. 5B

18.1.1.1.58.1.1. &

® object

FO/nR5 1 —

Dec object

18.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

18.1.1.1.59.1. 5B

18.1.1.1.59.1.1. &

® object

pAsAC R it
scale int
unscaled object

18.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

18.1.1.1.60.1. &4

18.1.1.1.60.1.1. &

® object

abs Word sign

neg bool

18.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

18.1.1.1.61.1. &tHA

18.1.1.1.61.1.1. B¢
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e Word

18.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

18.1.1.1.62.1. FtHA

18.1.1.1.62.1.1. &

® int

scale int

& int

18.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

18.1.1.1.63.1. 5itHA

18.1.1.1.63.1.1. B¢

® array

effect string (FF¥av)Effectid. —HT 3
Taint WRERLET, ZDHFE
&, IRTOTA ¥ PRI
LEY,

82 (key) string (AT av)Key &, Toleration
MEAIND Taint ¥—T9, 22
DIFEIE. IRXTOTFI Y M F—
IK—RLEY,

operator string (# 7> a ) Operator &, F¥—
CEDOBRERLEY,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

& string (F 7> a ) Value I3,
Toleration B —3¥ % Taint {ET
ER

18.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
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18.1.1.1.64.1. &4

18.1.1.1.64.1.1. B¢

® int
18.1.1.1.65. .spec.logStore.lokistack

18.1.1.1.65.1. 5itHA

LokiStackStoreSpec I&. LokiStack #O 7 A ML —Y & LTERT 5 & D IT. cluster-logging 3% E T
HIFERINEY, hid. B L namespace RDBEED LokiStack 23 L TWE 9,

18.1.1.1.65.1.1. &4

® object

pARVAG P

name string LokiStack Y ¥V — X D &,

18.1.1.1.66. .spec.logStore.retentionPolicy

18.1.1.1.66.1. &tBA

18.1.1.1.66.1.1. B¢

® object

FO/NRT 1 —

application object
audit object
infra object

18.1.1.1.67. .spec.logStore.retentionPolicy.application

18.1.1.1.67.1. 5B

18.1.1.1.67.1.1. B4

® object
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diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMEIELGE., WA
YTy REHIRT ZBHENDHY

9 (: 75).
maxAge string FFTav)
namespaceSpec array FFrav)BEIhmNEE

FUEHWRF XY NEHIRRY
% namespace Z & DfHHk

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A R1T9 548
E

18.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]

18.1.1.1.68.1. &itBA

18.1.1.1.68.1.1. B¢

® array

minAge string (FAF>av) D MinAge WU E
&L namespace IC—Hd % L
J—RZHIBRL Z 9 (B 1d).

namespace string MinAge &Y WOV %HIRT %
% —4%"v N namespace (77 # )
Mg 7d)

18.1.1.1.69. .spec.logStore.retentionPolicy.audit

18.1.1.1.69.1. &tBA

18.1.1.1.69.1.1. B¢

® object

JO/nR5 1 —
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diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMBEISELRBE. G0
VTV REHIRYT ZRENHY

9 (: 75).
maxAge string FFTav)
namespaceSpec array FFrav)BEIhmNEE

FUEHWRF XY NEHIRRY
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A R1T9 548
E

18.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|]

18.1.1.1.70.1. 5iBA

18.1.1.1.70.1.1. B¢

® array

pARVAG P

minAge string (FAF>av)IdMinAge WU E
&L namespace IC—H¥ % L
J— FZHIBRL 93 (B1:1d).

namespace string MinAge &YW WOV %HIRT %
% —4%"v N namespace (77 # )
Mg 7d)

18.1.1.1.71. .spec.logStore.retentionPolicy.infra

18.1.1.1.71.1. 5B

18.1.1.1.71.1.1. B

® object
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FO/nR5 1 — it B

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMBEISELRBE. G0
VTV REHIRYT ZRENHY

9 (f: 75).
maxAge string FF>av)
namespaceSpec array A Frav)EEIns/NEE

FUBHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A E1T9 548
E

18.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]
18.1.1.1.72.1. 5#EA

18.1.1.1.72.1.1. B¢

® array

minAge string (FAF>av)IdMinAge U E
2\ namespace IC—HT 5 L
J— RZHIBRL E£9 (I:1d).

namespace string MinAge &YW WO %HIRT %
4 —%4"v N namespace (77 # )L
ki 7d)

18.1.1.1.73. .spec.visualization

18.1.1.1.73.1. FBA
Zhid. AYDREAL (Kibana) ICBEEY 2 EREZOCHEERTT.

18.1.11.73.1.1. &

® object

FO/nR5 1 —
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kibana object Kibana Visualization O Y R—% >
b DRk
type string HRETLHABRELDYA S

18.1.1.1.74. .spec.visualization.kibana

18.1.1.1.74.1. 5B

18.1.1.1.74.1.1. B4

® object

nodeSelector object Pod R Y a—ILlIhTWDS
/ - I\“%A:E% lJ ij‘o

proxy object Kibana Proxy AV R—% > hDft
#k
replicas int Kibana 7704 x> NAICT 7O

1TBAVRY VY ADE

resources object (FF>av)Kbanad YV —2E
s

Toleration array

18.1.1.1.75. .spec.visualization.kibana.nodeSelector

18.1.1.1.75.1. &tBA

18.1.1.1.75.1.1. B¢

® object

18.1.1.1.76. .spec.visualization.kibana.proxy

18.1.1.1.76.1. 5tHA

18.1.1.1.76.1.1. &4

® object
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resources object

18.1.1.1.77. .spec.visualization.kibana.proxy.resources

18.1.1.1.77.1. &tBA

18.1.1.1.77.1.1. B

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
BRIAVE1—FT4 VTV —RD
=NEERLET,

18.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

18.1.1.1.78.1. 5B

18.1.1.1.78.1.1. &

® object

18.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

18.1.1.1.79.1. 5B

18.1.1.1.79.1.1. &

® object

18.1.1.1.80. .spec.visualization.kibana.replicas

18.1.1.1.80.1. &t EA

18.1.1.1.80.1.1. B¢

® int

18.1.1.1.81. .spec.visualization.kibana.resources
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18.1.1.1.81.1. &EA

18.1.1.1.81.1.1. &

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (# 7> av)Requests l&,. HE
BRIAVEL—FT4 VTV —RD
=NEZTRLET,
18.1.1.1.82. .spec.visualization.kibana.resources.limits

18.1.1.1.82.1. &HA

18.1.1.1.82.1.1. &

® object

18.1.1.1.83. .spec.visualization.kibana.resources.requests

18.1.1.1.83.1. 5¢HA

18.1.1.1.83.1.1. &4

® object

18.1.1.1.84. .spec.visualization.kibana.tolerations[ ]

18.1.1.1.84.1. & BA

18.1.1.1.84.1.1. &Y

® array

effect string (FF>av)Effectid. — KT 3
Taint WREZRLET, ZDHFE
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LE9d,
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82 (key) string (AT av)Key &, Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RLEY,

operator string (# 7> a ) Operator &, F¥—
CEDOBRERLEY,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DA K L &
ER

& string (# 7> a ) Value &,
Toleration B —3 9 % Taint fET
£

18.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
18.1.1.1.85.1. 5B

18.1.1.1.85.1.1. &

® int
18.1.1.1.86. .status

18.1.1.1.86.1. &itBA

ClusterLoggingStatus (&, ClusterLogging DEtRREAEZL T,

18.1.1.1.86.1.1. B¢

® object

FONRT 1 —

aLovay object FFTvav)
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*al—>3av object FFTvav)
logStore object FFTav)
AIfRAE object FFTav)
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18.1.1.1.87. .status.collection

18.1.1.1.87.1. 5¢HA

18.1.1.1.87.1.1. &

® object

FO/nR5 1 —

logs object FFTav)

18.1.1.1.88. .status.collection.logs

18.1.1.1.88.1. 5itHA

18.1.1.1.88.1.1. B¢

® object

pARVAG P

fluentdStatus object #AF>av)

18.1.1.1.89. .status.collection.logs.fluentdStatus

18.1.1.1.89.1. §itBA

18.1.1.1.89.1.1. &Y

® object

FO/NRT 1 —

clusterCondition object #AF>av)
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18.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition
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HYET,

18.1.1.1.90.1.1. &

® object
18.1.1.1.91. .status.collection.logs.fluentdStatus.nodes
18.1.1.1.91.1. % B4

18.1.1.1.91.1.1. B¢

® object
18.1.1.1.92. .status.conditions
18.1.1.1.92.1. 5iBH

18.1.1.1.92.1.1. B¢

® object
18.1.1.1.93. .status.curation
18.1.1.1.93.1. 5%BA

18.1.1.1.93.1.1. B¢

® object

pARVAG P

curatorStatus array FF>av)

18.1.1.1.94. .status.curation.curatorStatus[]

18.1.1.1.94.1. & B4

18.1.1.1.94.1.1. B¢

® array

FONRT 1 —
clusterCondition object AF>av)
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2T a—)b string FF>av)
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18.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

18.1.1.1.95.1. §itHA

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BEITE 51 T2 ERAT 2HEN
HYET,

18.1.1.1.95.1.1. 84

® object

18.1.1.1.96. .status.logStore

18.1.1.1.96.1. &itBA

18.1.1.1.96.1.1. B¢

® object

pARVAG P

elasticsearchStatus array AF>av)

18.1.1.1.97. .status.logStore.elasticsearchStatus[]

18.1.1.1.97.1. 5B

18.1.1.1.97.1.1. &

® array

FONRT 1 —

cluster object FF>av)
clusterConditions object FF>av)
clusterHealth string #AF>av)
clusterName string #AF>av)
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T704 XV b array FF>av)
nodeConditions object FF>av)
nodeCount int #AF>av)
pods object FF>av)
replicaSets array #AF>av)
shardAllocationEnabled string #AF>av)
statefulSets array #AF>av)

18.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

18.1.1.1.98.1. 5itBA

18.1.1.1.98.1.1. B¢

® object

FO/NRT 1 —

activePrimaryShards int Elasticsearch 7 5 X4 —D7 7
FATRTSAT)—Vv—RD
"

activeShards int Elasticsearch 7 2 A4 —D7 Y

T4 TRy v — ROH

initializingShards int Elasticsearch 7 5 24 —D#1#A1k
DY v — RO

numDataNodes int Elasticsearch 7 S R4 —DF5—%
J— RO

numNodes int Elasticsearch 7 2 A4 —D / — R
DI

pendingTasks int

relocatingShards int Elasticsearch 7 2 X4 —DHBEE
v — RO
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JO/R7 1 — it} B

status string Elasticsearch 7 5 24 —DIRED
AT—8 R

unassignedShards int Elasticsearch 7 5 24 —DKE|Y

T v— RO

18.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

18.1.1.1.99.1. &itBA

18.1.1.1.99.1.1. B¢

® object

18.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

18.1.1.1.100.1. 5itBA

18.1.1.1.100.1.1. B¢

® array

18.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

18.1.1.1.101.1. &itBA

18.1.1.1.101.1.1. B¢

® object

18.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

18.1.1.1.102.1. &tBA

18.1.1.1.102.1.1. B¢

® object

18.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

18.1.1.1.103.1. & EA

18.1.1.1.103.1.1. &

® array
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18.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

18.1.1.1.104.1. 5itBA

18.1.1.1.104.1.1. B¢

® array

18.1.1.1.105. .status.visualization

18.1.1.1.105.1. A

18.1.1.1.105.1.1. B¢

® object

kibanaStatus array FF>av)

18.1.1.1.106. .status.visualization.kibanaStatus[]

18.1.1.1.106.1. 5B

18.1.1.1.106.1.1. &

® array

clusterCondition object AF>av)
deployment string #AF>av)
pods string FFrav)yaRfearvR—xv

N D% Kibana Pod DX F5—4 X

replicaSets array AF>av)

replicas int (FAFvav)

18.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition

18.1.1.1.107.1. &EA

18.1.1.1.107.1.1. B¢
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® object

18.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets[]

18.1.1.1.108.1. 5B

18.1.1.1.108.1.1. &

® array
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