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ROTA VvR=VUBERRLAELZY, WEAQATA 2 70—=ICYFAM LI b TERDYIC, BIEINTULA
W, 70 -ADI—H—T—Y ¥ hD WWW-Authenticate F+ L U A ZEEL T,

pa )

TS50 =047V MIRTZI0AY4 M)V TA N7 4—2 ) — (CSRF) E
HFHIET 278, EARMAEREF v L >~ VId X-CSRF-Token Ny ¥ —HEBRICEFEET %
BEICOAEEINTE T, EAMZ WWW-Authenticate Fv L VU5 Z{ETIZHEN
HBUVZATYMNTIE, TONY T —AEBTR\MEICRET Z2HENHY T,

FREE 7O F & —H WWW-Authenticate 7+ L >~ ¥ % HR— b L7RL A OpenShift
Container Platform #* WWW-Authenticate F ¥ L Y& HR— M LABWT A TV T 4
TA4—TANA I —EFATILDICREINTWDIFEE, 1—H—R_FT579H—T
<namespace_route>/oauth/token/request n5 h—70 Y ZFETRE T 2HENH Y F
ER

2.3.1.2. APl OHERR{E A

OpenShift Container Platform API ANDEXK %, BDI—HF—HLREINTVEHNDEL D ICRETE
F9, FMIE. Kubernetes K3 2 X >~ M Userimpersonation &8 L TL 72X LY,

1


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation
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2.3.1.3. Prometheus FREEX MY v &

OpenShift Container Platform (EEREEDRITHICLLT D Prometheus Y AT LX N v V& F v 7
Fry—LET,

e openshift_auth_basic_password_count |£ oc login 2 —%'—& & L /27— RDEHTEH
ZhoVhMNLEY,

e openshift_auth_basic_password_count_result (Z. oc login 1 —H#—&ZB LU/ T— KD
AITOE %R (success 7/zld error) BIICHT Y ML ET,

e openshift_auth_form_password _count & Web >V —)LOO T4 VEATEEEZAT >V ML
£7,

e openshift_auth_form_password_count_result (&#55R (success & 7= (& error) Bl Web O~
V=lboa g4 vEfTRREAT Y M LET,

e openshift_auth_password_total |& oc login 5L U'Web VY —)bDO T A VERITEE A B
Vv hLET,

12
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F3E NI OAUTH —/N\—DEEE

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH #—/\—

OpenShift Container Platform ¥ 2 4 —(Ci&. #lAIAF 7z OAuth h—NN—H"'E
JEAN—VVERBLT, APIICW L CRREELE T,

OAuth 77

HLWOAUthD h—2I UBERIND E, OAuth Y —N— R EFADTAT VT A T4

Fhxd, 2—H—F

—7an4g

¥—aFHALTERLEZI—Y—DT7ATYTa T4 —%HBILFT,

RIS EDTATVTATA

L., TDOM—=UV%FERATEDLIICRLET,

DTy T —H—%HHIL, TOI—HY—-DFIER M-I V%

3.2.0AUTH h—7 v E Xk 70— L UVHE

OAuth H—/N—{&, ZE#M7R Authorization Code Grant (RRRI I — RIZL 575~ b) B LT Implicit
Grant (FEE I > b) @ OAuth BBl 7 O—% HR—

l/i-a_o

OAuth h—7% >~ % (openshift-challenging-client 7 & M) WWW-Authenticate F v L Y &K 7

5L DICE%

E I N7 client_id T Implicit Grant (&8I 2 >~ b) 7 O— (response_type=token) % {#

L CTEKT 2%E. LLTH /oauth/authorize M 53X SN B AIEEMEDH D —/NN—EE. BLUVZEIhLHD
MIBFERICARY FT,

302

302

401

401

Z Dt

URL 7 7 X hiZ access_token /X35 X —

4 — % &% Location ~Nv 4 —
73V 422)

(RFC 6749

error 7 L) —/X5 X —4%—%&¢ Location
ANy & —(RFC6749 0> 3> 4120

s Location ~v 4 —

WWW-Authenticate ~v ¥ —H»'ZET %

WWW-Authenticate ~ v 4 —h' W

Z Dt

access_token &% OAuth k—2 v & L TfE
BALEY,

KBLET, #FvavTerror (8LUF T
> a > ® error_description) 7 T —{&%
_#_‘:13—%7_‘_1 lJ ij—o

INSDIIL—=ILEFRLTYYMI LI MR
W, BREMEBLET,

% 4 7 (Basic. Negotiate 7 &) »"ERFI 1
BBEICF YL UVILREL. IhboDIb—
WEeFERALTEREBERFL, BREZLEL
7,

FrLUYDRENTEEFEA, KL, G
BEARRERRLET (TNhITIE, OAuth h—2
VEBRBTAROAEIIOVWTOY VI FE
A S E N D AREMLHY £9)

KWL, A7V a vy Tca—H—IlnEAEE
’BRLET,

13


https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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3.3. AE OAUTH Y —/R—DF T 3 v

MEB OAuth Hr—/N—(TIE, W DD DEEF TV a v EFERTEET,

3.3.1.OAuth h—2 VHIEIOA T 3 >
WE OAUth H—N— L TD 2 BED h— o VA LR LE T,

h—2> iR
TOERAN—=O Y APINDT7 VR %59 2kiEHR N—2 >,
AAa—R TOIERAN—=7 VORBICOMMEDNZ—BENDRN—2 2,

EELDBED M= VICET 74 MNABZRETETE T, BRERIFEIE. OAuthClient+ 7> ¥
NEZREFHRALTT7Z7I7ERA NV VOB AEA—NN—514A KTEFT,

3.3.2.0Auth it 547> 3>~

OAuth H—/N—H, A—H—HLBN/NS—I v aVvaERELTUWARWISATY MIRHTE R—2 Y
ERAEZETDHE. OAuth t—N—HAEFTT2722aVIE0Auth V547V hODRER NS F
y_‘:ct 'D—CE;bU i-a_o
N—4VEERTZO0AUth 7 SAT7Y ML, MEADRER NSFI—5IZHTI2RERHY T,

LTFOTF 72 MDA EAFRATETET,

M54 Fvay BT

auto H55EBERL. BREFRTLET,

prompt AN L CHEORRE L FIETEKH2 7OV TR EHLE
¥,

3.4. REB OAUTH % —/N\—D h— 2 VEARI DR E

RE OAuth H—/N—D h—7 VEARICDOWTDT 74N NA T a3 Vv ABRETEET,

BF

FIFIINT, b= VIE24EBBBEMICARY FT, 24BEEERETIE, BEFEOEY
v a VIRERTNICkRY £9,

774 N DB TET2TEAWNEE, UTOFIRTINZEETZIENTEIET,

FIR

. N—=OVHRBA T avaEURET77AIVEERLEST, UTFTOT774IILTIX, ThE, 57
TAIMED 2 fED 48 BEREICHEELTWE T,

14
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

Q accessTokenMaxAgeSeconds #5%E L C. 77 A M—2 v OBEMIPRE % HIE L £

T 774 NOHEIE 24 BRI E /1L 86400 TT, COBMEADEICTZILIRT

TFEtA, EOREETZE. T74 NOBEVDHEANMERAINET,

2. iR ET AN EEARALET,

pa 3

BEFD OAuth H—/N\N—% BT 576, ocapply A¥> RaFHAL TEE%HE
BY20ENHY £T,

I $ oc apply -f </path/to/file.yaml>
3. BEABMIAR>TWB I E2ERLET,
I $ oc describe oauth.config.openshift.io/cluster

H A B

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. R OAUTHH —R—DN—0 VDTV T4 THA LTI NDETE

OAuth b= V&, BREINDT V714 7 TRWHEORBRERICHRINICARD LD ICRETEEY,
TIAINT, b=V VDT IT4TIALTIMNIBREINEZHA,

R

N—=O VDT IOTATHALTIRNOAUth V54TV NTHEREINTVBIGE,
ZDIEIFAE OAuth Y —/N—BETHREINDIA LTI N EeF—N—F14 FLZT,

Gl s
e cluster-admin A—J)LAEF DODI—H—E L TISARY—ILTIVEATE S,

o PATVUTA4T14—7ANA Y —(DP) R EL TV,

FIR

15
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. OAUth S REAEH LT, h—V VDT IT1THALTIMNEEZRELET,
a. OAuth # 7V xz/V hAafRELZE T,

I $ oc edit oauth cluster

spec.tokenConfig.accessTokenlnactivityTimeout 7 1 —JL RZBIIL. 1 LTV ME
ZRELET,

apiVersion: config.openshift.io/v1

kind: OAuth

metadata:

spec:

tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

BILBENREBEMATHRELF T, & X, 400 HDIHEIE 400s (I, 30 DDIFEIF
30M ICERELET. FFAINERNDY A LT D MEIE 300s TY,

b. TEAEATA/-ODICT 74N AERELET,

2. OAuth —/N\—Pod ""EEBIL TWSH I & =HRELE T,
I $ oc get clusteroperators authentication

UTOEAICH S &£ 51, PROGRESSING A False & RIREN 2 X TROFIRICFHEITLARWL

TLIEE W,

H oAl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.12.0 True False False 145m

3. Kubernetes APl #—/N— Pod DRV ES a A O—ILT7 I RINTWBZIEAHRLET,
INITIE D DEFEIDIIY T,

I $ oc get clusteroperators kube-apiserver

UTOEAICH S &£ 5 I, PROGRESSING A False & RIREN 2 X TROFIRICHEITLARWL

TLEEIW,

Hh 6l
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.12.0 True False False 145m

PROGRESSING 7' True &t RRINTWBBEEIE. B L THrLEBEHITLET,

LIDPD7ATYTATA4—COZARY—IcAJ4 v LEYd,

16



#5353 I OAUTH H—/X— DR E

2. A%V RZEERFLT, VY RPERBICETINALIE2MELET,

3. TATUTATA—EFAETIC. BEINLIALTIMYEIRFHELET. COFIR
DEITIE, 400 LY BERVEEFELET,

4. ABLCTPATYTF4T4—DEYyaryhrob0aAT Y ROEFTERITLET,
FTIT4 TOREDPBEINIZIALTIMLYERLLELS EN—Y7 VOEMERITIN S
7=, Zoavy RigkBLET,

H A B

I error: You must be logged in to the server (Unauthorized)

3.6. NEF OAUTH H—/S—URL D HR¥H¥ <71 X

7 2 X4 —Ingressi& & Mspec.component Routes 7 1 — )L RKTHR Y LRZA ME & TLSAIEAE A%
ETdI LY, A OAUthY—/N—DURLZARI YA XTEXET,

Digk

==
=

AER OAuth Hr—/X—®D URL 2 B#H 9 % &. OpenShift OAuth H—/N—&@EL T

OQAUth 7V A N—V VERET2RENHD IV SAY—HDAVER—Y D5
DEFEHIRONDAREELHY £§, OAuth Y —NN—%EFHEITI2HENHZH OV
R—F Y M, OAuth TV RIRA Y NEAEUHT & X ISHEYR CANY RILEED
ZHEIHYET, UTICHZERLET,

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

BoELIBAEDHE. cacrt7 7M1 IICHRY L CASIRAZASEFNTWS
MEAHYET, EENTLVWAWES., OJ4 VIEKILEE A,

Cluster Authentication Operator (&, OAuth % —/X—0DH%—E > JAIEEE
=

% openshift-config-managed namespace M oauth-serving-cert:¥ €~ v 7 I/~
LEd. sEBAE . REY v FDdata.ca-bundle.crt¥—ICHY £T,

(1} =355
o TWMEMRDHZ1I—HF—TI/ZR4—ICOJ1 Y LTW3,
e openshift-config namespace IC TLSSERAZES S F—Z 20— Ly 2R LTV

%, INiE, DRI LRANEDEERHDRAA VYDA —DRAA VERFHIC—RLR
WIEEICRETY., BREN—BTIHAICIE. Y=Ly MIF T2 a v TY,

A

oc create secrettls AV RAFHLTTLS>—2 Ly hA{ERTEET,

FIR

17
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. V5X%—Ingress XE=MmEL X,
I $ oc edit ingress.config.openshift.io cluster
2. AV LDEAMNEGEREL, # 7> a Vv TRETZIIAEEF—%2RELZET,

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:
name: <secret_name> g

Q AR LK N,

g TLS SEBEZE (tis.crt) & & V¥ — (tis.key) = 2 ¢ openshift-config namespace D& — %
Ly hADBR, Zhid, DRI LRI NEZOEREDRAA YN ISRAI—DRXA Y

BREHIC—BLARAVGEIKRETY, BEFHAFA BT 25/ICE. Y—I Ly M4

3T,

3. ZEABEATLEDICT7MIVERELET,

3.7Z.0AUTH Y —/1N\—X 49 F—%

OpenShift Container Platform TE{TINTW3 7 ) r—> a3 vid, EJL A ¥ OAuth H—/"—(ZD
WTDEREZRET I2VENHIGENHY T, /=& 2 IE. £ 5IE <namespace_route> D7 K L
A=FEDBRES L THRET2LENHY FT, INzXiET 57HIC. OpenShift Container
Platform & IETF OAuth 2.0 Authorization Server Metadata K57 MtkEEELTWE T,

TDEH, VZAI—ARATETINTWERITRTODT I r—ay
I&. https://openshift.default.svc/.well-known/oauth-authorization-server (X L T GET XX % 3
7L, LTOBERZRETEET,

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 9

"code",

"token"

1,

18


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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"grant_types_supported": [G
"authorization_code",
"implicit"

1,

"code_challenge_methods_supported": | ﬂ
"plain”,
"S256"

]

https AF—L%2FRAL, 7TV —FLIE 737 AV MAVER=RY MHRWVWEATY —/N—DHIT
#ZIDTY, IhiE, BAIY—R—[IDOVWTORBEBHHIE EN S .well-known RFC 5785 1) VYV — N
NEINBIBEFTT,

WA Y —/N—DFRBAI LY RAR— KD URL TY, RFC6749 ZBML T LI W,
RAY—N—D =V YTV RRRLAYMDURL TY, RFC6749 ZBHRL T EI L,

DR Y —/IN—DHR— T35 OAuth2.0RFC 6749 A A—TDED ') X M A &L JSON EEFl
TY, YR=—KMINZAOA—TDEITRTHRAAINZRTIIAVTEITEELTLETY,

ZORA Y —N—HHR— M T % OAuth 2.0 response_type fED ') X b =& JSON EBFITY,
FRINZEHDEIZ. RFC 7591 M OAuth 2.0 Dynamic Client Registration Protocol TEZ I
% response_types /X X —4 —THEAINZEDERALTY,

Z ORI Y —N—HHR— M T 2 OAuth 2.0 grant type DIED 1) X M HEF N 5 JSON EBFIT
¥, FHINSEIIOMEIL. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TE
HEINS grant_types XT A= —THEAINSZEDERALTY,

o O ® 660 O

ZORAY—N—THR—FINBPKCERFC7636 A—RDF+ L YyI XYYy KDY RMDEFE
N2 JSONEFITYT, A—RDF v LI XYy RDEIE, RFC7636 DV 3> 43 TS
I N5 code_challenge_method /X5 X —4 —THEAINET, AWARI—ROFvrL I X

Y v RD{&ElX. IANA PKCE Code Challenge Methods L ¥ 2 b ) —TEEFINBETT, IANA
OAuth /XS XA =4 — BB L T EIL,

3.8. OAUTHAPI ARV ND NS TV a—FT4 T

APl H—/RX—(F, APIY R —OJ~ADEZENLT 7AW E Ty JHERE#Z unexpected
condition DI S —X v E—Y %R IEAHYET, TOITS—DRAWREBRHIGERMICIERRIC
INFET, REAEINTVWARVWI—HF— (I —N—DREICODVTDERERMETEE5EITELHT
ER

INLDIS—DY Ty M, Y—EX7HT Y bD OAuth REDRIEICEEST 25D TY, Th
S5OMEIE. BEBEEUADI—HY—HIHERETEZIRY N THFy TFvy—IN £ 7. unexpected
condition & W\ D H#—/N\—TIT 55— OAuth DEITRICHEET S35 A, ocgetevents ZETL. Inb
DA R MIDWT ServiceAccount THEEAL £ 9,

LUTFOFITIE, #EER OAUth Y54 LY NURIDRBRWH—ERT7ATY MIRLTESELTVWET,
I $ oc get events | grep ServiceAccount

H A B

I im im 1 proxy ServiceAccount Warning

19


https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
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https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service_account_name> Z£179 5 &, HBEDT—ERT7 AU Y M&AICEEMIT S
N QAuth 1 Ry MY BREINE T,

$ oc describe sa/proxy | grep -A5 Events

HhH
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

LUFIEELZ2AEEDHZDA RV RNITS—D) A NTT,

YDHFLL I MURIZ/T—>arvhiEEINh WL, #4 URIDPEEEIhTWS

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

|PLIL— FHEEINTWS

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

EWRBRY A THEEIhTWDS

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SA b= U hzwn

20

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens



FEAZOAUTH Y S14 7 NDRTE

FAZ OAUTH V514 7Y NDERTE

OpenShift Container Platform Ti&, W< DHD QAuth 254 7 MBT 74 M TERINE T, B
D OAuth 7547V heZH L, RETSHIEETEEY,

4.7 7AIVNDOAUTH V7 M4 7V K

LUF®D OAuth 7 54 7 > K&, OpenShift Container Platform APl D#2ENES IC BEIMIICIER SN E T,

OAuth 247> b =A%

openshift-browser-client WEAOTA Y EMBTES1—H—I -V MT
<namespace_route>/oauth/token/request T h—0 Vv %z &
kL9, [

openshift-challenging-client WWW-Authenticate ¥ v L v U #LEBTcE 31 —H—T—

VIVhTh—OVEEKRLET,

1. <namespace_route> (& namespace DIL— 2SR LET, Ihidk, LTFOITY REZEITL
THRTEZET,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. B0 OAUTH 2 S5 4 7V N D&%

OpenShift Container Platform 7 5 29 — DR 2 EER T 572 HITBEIMD OAuth 7 54 7 M HREIC
BRBBEIF. INEEFRTEIENTEET,

FIR

o EMDOCAuth 7347V M aZEHIBICIE, UTFZRTLET,

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)
Q OAuth 7 24 7> k@ name |3, <namespace_route>/oauth/authorize & & U
<namespace_route>/oauth/token ~NDE K% E179 BRI client_id /X5 X —%—& L
THERINET,

Q secret |[&. <namespace_route>/oauth/token ~DE K DE1THFIC client_secret /35
A—F—ELTHERAINET,

21
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9 <hamespace_route>/oauth/authorize & U' <namespace_route>/oauth/token ~DE
KTIEINS redirect_uri /X5 X —4 —I(%, redirectURIs /N5 X —4% —{BIC—EBRTRX
NZVWTNHDURI EFLWD, THICL > TEBEHNMITOATVLWEIRELNHY T,

Q grantMethod (3. TV ATV MDNRN—DVEZERTEHEDOD, 12— —IC&>TT Y
EANEINTVWRWGHICET T2 7723V EHET5DICERINE T, (5
ZEEMICER L. EXz2EATTSICdauto ZIBE L. 1 —H—ICxW L TRHEDERR
FhiIft552%k02 70V T M EHTIHBEICIE prompt ZIBEL £ T

43.0AUTH 9 SA 7V NDN—=0 VDT O T4 THA LTI NDETE

OAuth 7 247V Na, BREIND T VT 4 7 TRHRVWEHBODRBRIC OAuth k—2 » DHEIRRA TIN5
EDICERETEZET, TIAILKT, b=V VDFETITATIALT I NEIREINEEA,

R

N—=OVDITIT4TEALTY MNDAE OAuth H —/N—BRETHREIN TS5
B. OAuth 754 7V N TREINBZIM LTI MNIEDEZ A —N—F14 FLZET,

Gl s
e cluster-admin A—J)LAF DODI—H—E LTISARY—IITIVEATE S,
o PATVUTA4T14—7ANA Y —(IDP) #RELTWD,

FIR

e OAuthClient V54 7V MREZEH LT, b=V VDI TITATIALT I NEHRELZE
_a—o

a. OAuthClient A 7o =/ hAfREL £,
I $ oc edit oauthclient <oauth_client> ﬂ

Q <oauth_client> Z3%F ¥ % OAuth 7 54 7> MCBX# X 7 (f: console),

accessTokenlnactivityTimeoutSeconds 7 1 —JL R%ZEBIIL. ¥4 L7V MEZEREL
7,

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

@ FTShBRINOIA LTV ME(WELM) 300 TT.

b. TEAMEATA/=-DICT7AILAERELET,



FEAZOAUTH IS4 7Y DR
LIDPOFZATYTATA—TCIIRY—IICATA4 >V LET, BRELEIENYD OAUth 7547
VINEFRTEZLOICLTLEIN,
2. 702avERITL, CNDPEBICERITINAZEEHRALET,

3. TATUVTATA—EFAETIC. BEINLIALTIMNYEIRFHLET. COFIR
DEITIE, 600 LY BERVEEFKLET,

4 BALCFATYTA4ATA4—DEYYaVUILTIoavDEFTERATT,
KT IVT4A TOREIPBEINLIALT I MNLYERLIELSE M= VY OBEZIHRHI TN B
TeHIl. ZOFRTIEERBLET,

4.4, FAEIEHR

® OAuthClient [oauth.openshift.io/v1]


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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F5E 1 —Y—DFBETAZ0AUTH7Z7 VA N— VDB

I—H—Fk, HEDOOAUth 7V EAN—V VAEHRL, FEBICKR>TEEDEHIBRTIET,

5. 1—H%—AfFAETZ0AUTH 7 V2R =2 VD) R NRR

1—F—HFET S O0AUth PIERAR—IVEY R NKRRTEET, h—2 VRICIEMEMEL <
074 VICRERATEE A,

FIE
o 1—H—HIFRETSEOAUthT7IV/ERA N =Y VB RAMNKRRLET,

I $ oc get useroauthaccesstokens

H A B
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full

<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000

UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

o HEDOAUth 7347 hDA—HY—HIFHEBETSHOAUth 7V XA M=V %Z ) A MKREFLE

ER

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

H A B
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

52. 1—H—H2FET B 0AUTH 77X M—2 v DEMOERER
A—H—DFETZ0AUth 7V EA N =0 VDFEMAERRTLE T,

FIR
o I—H—NFETZO0AUth7 IR M= v DFM%ZELR LT T,

24

I $ oc describe useroauthaccesstokens <token_name>

H A B

I Name: <token_name> 0



F5E 1—YHY—HPETSB O0AUTH 7 VA MN—Y Vv DEH

Namespace:

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:
API Version: oauth.openshift.io/v1

Fields Type:

fieldsV1:

FieldsV1

f:authorizeToken:
f:clientName:

f:expiresin:

f:redirectURI:

f:scopes:

f:userName:

f:userUID:
Manager:
Operation:
Time:

oauth-server
Update
2021-01-11T19:27:06Z

Resource Version: 30535

Self Link:
ulD:
Redirect URI:

wamwa

/apis/oauth.openshift.io/vi/useroauthaccesstokens/<token_name>
f9d00b67-ab65-489b-8080-e427fal3c6181
https://oauth-openshift.apps.example.com/oauth/token/display

User Name: <user_name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

@@ o500 9

N—2>®Dsha256 /Ny a1THB b=V VE, b—IVEBICEEBELNR, ATV
WKIERTEEEA,

=20 VDRETDGBFAETZLRTE7714T7 > M,
ZDM=2 VHHARTINICAR D F TOR/E (FEAD,

OAuth F—N—IC =0 VDT VT4 THA LTI MDREINTWBIHFE, Ihid,
EERINTHDL =7 U HMERATE ALK A5 X TORME (WE) T,

D=2 vDROA—T,

D M= VICEAEMIT O —Y—F,

53. 1— %' —AmMET 2 0AUTH 7V R h—20 VDA

oc logout O < > K&,

TOT4TtEy>arvDOAuth h\—2 VDA EEMILET, UTDOFIES

FERALT AERKRB 71— —HMET S OAuth h—J Y ZHIBFTE XY,

25
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OAUth 7 VA MN—=V V%ZHIKRT BE, ZEDOM =V VZFERATEZIRTOEY Y aUASLI—H—%0O
TJ7IMLET,

FIR
o 1—Y—HFHETSO0AUth PR M=V VEHIKRLET,

I $ oc delete useroauthaccesstokens <token_name>

H A B

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

26



FEFATVTAT14—TANAF—FEICDOWVWT

FBOE AT VTATA—TANA T —EBEICDOWT

OpenShift Container Platform ¥ 24 —(Cid, #&HAF N7 OAuth H— =g FhFEd, ARES L
U%E‘FEE%(«; OAuth 7 7 R I\ 7 /%HX lJT API (v\-}t‘l- lJTDIL.\D.I-.E l/ i -g_

BEHIX, VSRY—DAVAMN=ILEIC, OAUthZT7A TV T4 T4 —7TAONA Y —%BET3LD
ICERETEZET,

6.1. OPENSHIFT CONTAINERPLATFORM D7 A T Y5474 —70/8%1
H—IZDWT
F 7 #JL M TlE. kubeadmin 21— —DHN I SRY—ICEFHELEFT, PATVYT14T4—7ANA

HF—AIETBICIE. FATVT14T4—7ON(5—%2hRL, ThEIVSRY—IZEBMTDHRY
L)Y —AEERTDVELIHY ET,

pa )

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR— I h Ft
Ao

62 Y R—KNINBTATUTAT4—7T0ONA 5 —
LTOREEOTAT VYT AT4—JANA Y —AEETEET,

PATVT1

T4 —FanA
9'—

htpasswd htpasswd 71 7> 7 4 74 — 70/ ¥ —% htpasswd Z{ERA L TEHRI Nz
SYRIT7ANICRHLTCA—F—RBERRT—RERIATELIICEKRELET,

Keystone keystone 74 7> 7 4 74 — 7 0/N14 #—% OpenShift Container Platform 7 5 X
4 —% Keystone ICFEE L. A—HY—ZRET —IN—RIRFT D LD ICREINEL
OpenStack Keystone v3 H—/N—|C L 2 HBRFEEAMCTELIICKRELE T,

LDAP ddap 74 7V 7474 —7ONA ¥ —%, BEflilg/N\1 > NERE%EA L T LDAPV3
P—N=II/ L CA—HF—RBERRT—RNERIAT DL IICKRELET,

Basic 3G basic-authentication 71 7> 71+ 74 =704 ¥ —%, 21— —HYE—-FT7A
TUTATA—TONA I8 L THREIES N/ FREHEHR % 8 L T OpenShift
Container Platform ICA Y4 Y TE 3 £ D ICERE L £ ¥, Basic ZBEEIE. SNAMAR/N Y
DTV RBEEANZZALTY,

BRA Y H— request-header 71 7> 7 1 7 1 —70/314 ¥ —% . X-Remote-User 72 & DER
ANy S —EDLHRNTDEDICKELET., BE. ChIIERANY Y —BEZHET D
RESOF —EHAINET,

GitHub F7 (& github 71 7> 7 14 74 =704 ¥ —%, GitHub &7 (& GitHub Enterprise D
GitHub Enterprise OAuth DILDIE-U-_/\_‘Lﬁ LCTa— -lj- %t/\7\'7— F%*ﬁuﬁjé*j‘:;&ibij—o

27
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PATVT1

T4 =704
9'_

GitLab gitlab 74 7> 74 74 —70/N1 ¥ —%_ GitLab.com £7zldZ DD GitLab 1 ~
RAIVRETFATVTATA—TANA Y —E LTERTZLIICHRELET,

Google google 71 V74 74 —70O/N4 ¥—%_, Google ® OpenlD Connect fi& % fH
LTERELET,

OpenlD Connect oidc 717V 7 1474 —70O/N(1 ¥ —%, Authorization Code Flow % L T
OpenlD Connect 7PA TV T4 T4 —TANA T —ERET DL IICERELET,

TATVTAT4—TANA YT —HIPEHFINLEIC, RBACAFHLT/A—I v avDESHLE
Fﬁ%* TTEXET,
6.3. KUBEADMIN 1 —H— D&

TATFYTA4T4—TANA Y —%FEHL. FiB cluster-admin 21— — &R L7=EIC. V5 RAY—
DEXF1) T4 —%581ET B4DIC kubeadmin ZHIRTEE T,

Digk

==
[=]

BD 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 35, OpenShift

Container Platform (B4 Y A =L TN BZREAHY EFT, OOV REPY
BETZEIIETEEEA,

AR
o 1DULEDTATUT —TONA T —%EZRELTHERED’HY FT,

e cluster-admin O— /)L =1 —H—|JEBML THEKMENHY T,

o ERFELLTOJAVYLTWERENHYFT,

FIE
e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system

6.4.7AT VT ATA—TANA YT — /NS X —4—

LUTRDNRSGA=H—E, IRTDTFATUVTATA—TANA T —ILHET B354 —4H—T7,

28
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FEFATVTAT14—TANAF—FEICDOWVWT

NRIA—5— B

name TR F—BE, IO, I —DA—F—RICHFERE LTRIS N, 74 7Y
TATA—BPMERINET,

mappingMethod #7447V T 4714 —hO7A VEICI—Y—IITy TINDIAEEERLET,
LTFoEOWTIhEADLET,

claim

FIAINDETT, PTATVTAT4—ORILI—YV—ZEFEO>1—H—%70O
EvazviLEd, T0A—HY—Z5F 21— AT TICHOTATVT 1
FTA—IITYEYTINTUVWBBREIEERBLET,

lookup
BEOT7ATVTA4T4—, A=Y —TATVT4 74— vEVT, L0021 —
Y—RRLETH, 2 —F—FLET7ATVT1 T4 —DEEBIOEY 3=V Y
FITWEFA, ChIZLY, V75 R5—BEEITIFET, i?‘;ti%‘tﬁo)jmtzé

FRLTTFAITYTAT4—E1——42RETEZET, COFEEFEHAT 55
T, 21— —2FEgTIOES 3=V ITE2RELNHY ET,

add

TFATVTAT14—OWEI—Y—F5FEO>1—HY—%2 Oy a =V I LET,
WRI1 - 5FOIA—HY DI TICEETSEHE. 7TAT7VT1 71— dBE
DAI—H—IIxvEVITIN, ZO1—HF—DBREOT7AT VT4 71— vEY
JICBIMINEY, chid,. BCLa—H—ty bEFBHNLTRACI—F—HKIZTY
BV 374TYT4T4—TANA Y —PEHRBZEINTVWBBAICNET

3—0
Pz
mappingMethod /X5 X —4% —% add ICERET D&, TATYTA T4 —7TONA 45—
OEMELFEERFICHR IO Y —DT7A TV T4 74— 2R HFI—HF—IlTvE
VITEET,

-

TATYTAT4—TONAY—CRDY VT

UTRDARI LYY —R(CRYIE. FATYTATA—TONAY—%ZRETDDIFERT /85
A—H— ZBJ:UT?#)l/ME’%TbiTQ ZDBFITIE, htpasswd PA T YT AT 4—7TONA 5 —%
FERALTVWET,

PATVTAT4—TANAF—CRDODY VT

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6
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Q IDTANA ¥ —%IF, TANA Y —D1—H—ZICEBHELTHNIN, PFA4ATVT14T74—
EDMERRINE T,

9 IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IND AiE%R
FEL XY,

9 htpasswd ZHBE L TERSNE T 71 ILAEBENBEEFEDNY—I Ly RTY,
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FIETFATVTA4T4—TANA 5 —DHRE

BIBETATVTATA—TANAT—D

JL =

DELTE

71 HTPASSWD 74 TV T4 T4 —JANA 5 —DERE

htpasswd 71 774 74 —7ONA ¥ —%FZ%EL T, 2—H—»" htpasswd 7 7 1 L DFRILIER %
{8/ L T OpenShift Container Platform ICA Y4 Y TE 5 & ICLET

htpasswd ID 7O/NA ¥ —%EHT 2ITIE. RDIRVERTLET,

L A= —BLUVNNRT—NERZFREFT 27HIC htpasswd 7 7 1 L2 LET
2. htpasswd 7 7 1 ILERY >— L v bZER LET,

3. V=9 Ly NEBIRT S htpasswd ID 7ONA 5 —1) Y —2%5EEHE LET,
4. 77 #)U D OAuth &

SEIC)Y—RABEALT, DAY —EEBMLET,

7.1.1. OpenShift Container Platform D71 77 4 74 —7ONA ¥ —IZDWT
77 # )L b Tl&, kubeadmin 1—H—DHIN IS RY—ICFEHELET, P41 TVT14T714—70ONNA
— %1 - .

F—%BESTDICE. PATYTAT4—TONM =%, ThEIFRY—ITBMTDHRY
L)Y —R&FRT D2RENDHYFTT,

pa

/s

. BEL U % % EL OpenShift Container Platform Z—4#'—&(ZH R
Ao

—hIhEE
7.1.2. htpasswd REEICDWT

OpenShift Container Platform T htpasswd &2 & 9 % &, htpasswd 7 7 1 JLICE W T —4H—
A TEEY, htpasswd 7 7ML, FE1—H—Da1—H—FZENYy Y albIhiRRAT—RE2E
L7229y bMT774ILTY, htpasswd 1—7 1 VT4 —%ZFALT. ZOT7 74N EERNTEET

o
/=

Dig¥
Of

EIRIETIE. OpenShn‘t Container Platform T htpasswd R8EZ 8 L 72 W\ T
I LY, htpasswd FREEISHARERIETOAFERAL T LI W,

7.1.3. htpasswd 7 7 1 JLDYERK

htpasswd 7 7 1 LW DIERR A LG, ROWT LD EI L a v ESRBRLTLEZIV
® Linux = L 7% htpasswd 7 7 1 JLDERR

e Windows % {#f L 7= htpasswd 7 7 1 JL DAERK

7.1.3.1. Linux Z{#f L 7= htpasswd 7 7 1 LDYER

31
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htpasswd 74 7TV 74 74 —7ONA 5 —%FEAT 3T, htpasswd ZFALTI S R9—D1—
Y—E2ELONRRT—RE2BET7IY NI 7MLV EERT I2HREDNHY X,

AR

e htpasswd 1—7 1 )T 4 —~DF7 I EANH S I &, RedHat Enterprise Linux Tld, Zhl
httpd-tools /XY 5 —2 %A VA MN—JLLTHIATEZE T,

FIE
L A—HY—EZBLUONY Y 1aXINERRTD—REELTISY NI 74 ILEFERLE T,

I $ htpasswd -c -B -b </path/to/users.htpasswd> <username> <password>
A9V RIZEY, Ny 2aZNnR—=U3 0 DNRRAT—RKPNERINET,
UFICHZERLES,

I $ htpasswd -c -B -b users.htpasswd <username> <password>

DBl
I Adding password for user useri
2. 774V T BEREEEROEMT /I T DEHZMIEL I,

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. Windows % f§i[l L 7= htpasswd 7 7 1 JL DYERK

htpasswd 74 TV T4 74 —7ONA 5 —%FAT 32, htpasswd ZFALTI S R9—D1—
YP—E2ELONRRT—RE2BET7IY NI 7MLV EERT I2HREDHY T,

AR

e htpasswd.exe ~NDT7 VAN HBIE, DT 74IIE. %< D Apache httpd 74 X b 1)
Eai—varvobinTaLI M) —ICBFNET,

FIE
L A—HY—EZBLUONY Y1 XINERRT—REELTISY NI 74 ILEERLE T,

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <username> <password>
AV RIZEY, Ny 2aZNnN—=23 0 DNRRAT—RKPYERINET,
UTFICHZERLEYS,

I > htpasswd.exe -c -B -b users.htpasswd <username> <password>

H A B
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FIETFATVT14T4—TaAnN415—b

X5
wi

I Adding password for user user1i

2. 774NN Y BEEEBROEMTIEZDEFH =ML £,

I > htpasswd.exe -b <\path\to\users.htpasswd> <username> <password>

7.1.4. htpasswd > —7%7 L v kN DYER

htpasswd 74 7Y 74 74 —7TANA ¥ —%FEAT 3ITId. htpasswd T—HF—T 71 ILHEFEN D
Y=Ly NEERTILENDHYIET,

AR
® htpasswd 7 7 1 ILEER L 7,

FIR

® htpasswd I—H—T7 74 IV EFEN 2 Secret 7 7V =V MEER L X T,

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

Q EROOITY RHNRT LIS, ~from-file5IICOVWTDA—HF—T 7ML %EBT—7
Lw bF—ICIE htpasswd & WD ARIAIBET 2MENHY XY,

ek
Flld. UTFOYAML Z@RALTY—J Ly M 2fERTEET,

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.15. htpasswd CR O > )L

UTFDARY LYY —2R (CR) iE. htpasswd 74 FVF 4 74 —FTONAF—DIRS XA —H —B L O
AXh3EZRLET,

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
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- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

‘D IDTANA ¥ —%IlE, TANA Y —D1—H—ZICEBHELTHNIN, FA4ATVT14T74—
ZHERINE T,

9 IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

9 htpasswd ZEBE L TERSNE T 71 ILDAEBENBEEFEDNY—I Ly NTY,

BEEEHR

o TRTDTFATUTATA—TANA YT —IIHBTE/ISA—5—DFMIE. 71TV T 4

T4 —70ONA 5 —=D/NT A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

7N6.7ATYTATA—TANAT—DYI 5 RH—~DEM
DR —DAVAN=IRIL, PATYTATA—TANAY—%FDYU R —ITBML, 21—
Y—DRRAERITTEELIICLET,
([} =355

® OpenShift Container Platform 7 5 24 —%{E L £ 7,

o PAFYTFATA—TANAY—DHRY LYY —2R (CR) BERLET,

e EEEZELLTOJAVLTWEBHMENHYZXT,

=2
L EEINAZCREZEALEY,
$ oc apply -f </path/to/CR>

Pz
CROFEELARWGEE. ocapply [FF# CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& 1E. T DEE
EBELTEEEDY A,

2. TYVTATA—TANA I —DA—H = LTI ZRY—ICAT14 v L, AV T IHH

ok N
=N

bR AT—REZANDLET,
I $ oc login -u <username>

3 A—F—HPEBICOTMIINTWBI Lz L, 1——R%ZRTLET,
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FIETFATVT14T4—TaAnN415—b
I $ oc whoami

717.htpasswd 74 TV T4 T4 —7TAONA T —DEH

BEED htpasswd 74 TV T4 74 —FANA ¥ —([Ca—H—%BMLREZY. BEFD htpasswd 74 7
VTFATA—TANA T =L 1Y —%HIRLAEYTEET,

AR

e htpasswd I—H—T7 7 ILAEFENh D Secret A 7V 7 MEERLTWS, ZOFIET
I&. htpass-secret &t WD ZRITHB I & &RIIRE LTWVWET,

® htpasswd PA TV T4 T4 —TANA T —%BZELTVWE, ZOFIET
(&, my_htpasswd_provider & WD &R THB I & ZFiIRE LTWET,

e htpasswd 1—F 1 )T 4 —~D7 U AN %H 5, RedHat Enterprise Linux Tl&, Zhid
httpd-tools /XY 5y —2 %A VA MN—JLLTCHIATEZE T,

o VSR —EEEDHERDH S,

FIR

1. htpasswd 7 7 1 /L% htpass-secretSecret # 7> =7 "hHSEFL. 771 )L EBFEVD
T77AINY AT LICRELET,

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. users.htpasswd 7 7 1)L 1—H—%EMLAEY., BIBRLEEY LET,
o HRI1—HY—%EBMTZITIE. UTFEERTLET,

I $ htpasswd -bB users.htpasswd <username> <password>
Al
I Adding password for user <username>
o BIFI1—H—%HIBRT BICIF. UTEZETLET,
I $ htpasswd -D users.htpasswd <username>
el
I Deleting password for user <username>

3. htpass-secret Secret = 7> = 7 b %, users.htpasswd 7 7 1 LDEHFIN/Z1—HF—ICE
IHZET,

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

X5
wi
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g 8
F72lE. LLFD YAML %@ L T Operator A BEX#A I EHTEE T,

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. BHDI—HY—ZHIRLAGZEIE, BNTLI—F-—TEICHEDO) Y —XZHIRYT 2BEDDH
L) i’a—o

a. UserA 79/ hEaHIBRLET,

I $ oc delete user <username>
H oAl

I user.user.openshift.io "<username>" deleted

A—H—%ZGTHFRL TKEIW, HIFRLAWSE, 1—Y—(ZHRIN TRVRY .,
=0 %BIEMEHEATEIY,

b. A—#%—d Identity 7 7> =V M EHIBRLET,
I $ oc delete identity my_htpasswd_provider:<username>

H A B

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

718 Web AV Y —IV&FRALETATYT 474 —7TONA T —DERE
CLITIER Web AV Y — I EFERBLTCTPATYT14T14—7ON1 45— (DP) #%ELE T,
(1} =355

o JUSRH—BEEELLTWeb AV Y—LICATA Y LTWBRELNHY X,
Fa

1. Administration - Cluster Settings I[CB81L £,

2. Configuration ¥ 7T, OAuth#7 ) v o LET,

3. Identity Providers £ 3>, Add ROy 740U XA Za—DS5T7AFV5T14T74—70
NAFT—%ZFIRLET,
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FIBETFATYTAT4—7TANA T —DHE

¢ s 0]

BIEDOIDPALEXTZZ LR, Web OV Y —ILTERDIDP 2#IEET BRI ENTE
i’a—o

7.2.KEYSTONE 74 TV T4 T4 —7ANA 5 —DEZE

keystone 71 7> 5 4 7 4 —7F0O/N4 ¥ —%_ OpenShift Container Platform ¥ 5 X 4 —% Keystone
IKRAE L., A— 2R T —IR—IRET 5 & 5 ITERE I N7z OpenStack Keystone v3 H—
N—ICLHBRAZBEDICTEELIICKELE T, TDREICEY. T —F—I3 Keystone FRELFR
% {# A L T OpenShift Container Platform ICA Y (4 ~» TE £ 9,

7.2.1. OpenShift Container Platform O 71 771 74 —70ONA4 5 —|ZDWT
77 #J)U N TlE, kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—%BESTDICE. PATYTA4T4—TONMF—%EB L., ThEIFRY—IIBMTDHRY
L)Y —REERT BDRENDHY FT,
p !
I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
AIO
7.2.2. Keystone FREEIC DWW T

Keystone l&. 74TV T4 74—, h—=0>, A%07. BLUR)—H—ER%ERHETS
OpenStack 7AY ¥ KT,

#r#R OpenShift Container Platform 1 —#'—#® Keystone 1 —#'—& & 72 |&—= D Keystone ID %= X —
AICEREIND L DT Keystone EDMEERETEZE T, EBELDAHAZETEH. 1—H—Id Keystone
A—HY—BBELUVNRNRT—RKEZAALTOY M4V LET, OpenShift Container Platform 1 —4—%
Keystone ID ICEDWTHERT &, LWURLILARY FT, Thik. Keystone I—H—%HIRL., TD
aA—H—ZTH LW Keystone A—HF—%2 KT 5&. FrLLnwi—HF—»rFHnwi—H—-—D) Y —RILT7
JERATEDAREN’HDHTT,

723. =7 L v hDEK

TATYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERALT, 95478 —0 Ly b 2547 NEAES LU F—% TN
ICHARAHFT T,

FIE
o UTDIOVYYRAFALT, ¥F—BLVIHHAENEEN S Secret 7 72 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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Bk
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.24. %E~ v TOEM

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILEEMATEOICERINE T,

FIR

o LFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

EvEh
FolE. UTOYAML ##@ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.2.5. Keystone CR D> 7L

UTOARY LYY —2Z(CR) & Keystone PAT VT AT 4—TANA I —DINF A =85 —B L UVFF
AXN2EEZRLET,

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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FIETFATVT14T4—TaAnN415—b

X5

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca:
name: ca-config-map
tisClientCert: @)
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IDTANA ¥ —%IE, TANA Y —D1—H—ZICEBHELTHNIN, PA4ATVT14T714—
ZHERINE T,

IOTANA T —DTATVT14T14—E UserF 720 MBI Y EY DI IND AE%R
L E9,

Keystone D KX A4 VHZTT, Keystone Tk, I—H—RKIE KX A VICEABDHZRITY, B— KX
1ADDM Y R—NINZET,

Keystone Hr—/N\—~DEHICHEAT 5 URL TY (WH) ., https ZFERT2HELHY £,

AT a3V BEEHD URL DY —/N\—FIEAE AR T 2 7-DICERAT S PEMITYO— K3 hic
FREEF /N> KL% EE OpenShift Container Platform ConfigMap # 7> = 7 hADBIR,

A7 av BEEFH URLADERERITT IRICEEIEZ 547V NMEBEE ST
OpenShift Container Platform Secret # 72 = 7 k~DS R,

SO O 960 o ® O

754 72 MEBRZDF—% 5T OpenShift Container Platform Secret 7 7> = 7 hADS
B8, tisClientCert MEEINTWRIHZEICIIMAICRY FT,

BTG IR
o ITRTDTFATUYTATA—TANA T —ICHBT /IS A—9—DFMIEX. 7ATVT 4
T4 —70ONAF—=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,
726. 7ATYTATA—TONAT—DISRAY—~DEN

JSRAHY—DAVAN=IEIC, PFATVTFATA—TANAY—BFDISAY—IEBML, 21—
HP—ORAARITTEELIICLET,

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYXT,

FIR

Fit
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L EEINLZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>

P2
CRHOFEELARWGE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& E. TDESE
ERALTEHEEHDY A,

2. PATUYTATA—7TANA Y —D1—H—¢ LTIV RY—icas4 L., 7OV 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAVYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

73.LDAP 7A TV T4 T4 —7FAONA F—DEKRE

ldap 74 TV T4 T4 —70ONA 5 —%, Bffize/N1 >V NEREEAER L T LDAPV3 H—/—(Ixd L T
A—HY—RBENRAT—RZBETHLDICERELE T,

7.3.1. OpenShift Container Platform O 74 7> 74 74 —7ANA ¥ —IZDWT

F 27 #JL M TlE. kubeadmin 21— —DHHN I SRY—ICEFHELEFT, PATVT14T4—7ANA
H—HEET DI, PFATVTAT4—7TANAY—%Bd L. ThEISAY—IBMTZHRY
L)Y —REERT DRENDHY FT,

R

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
Ao

7.3.2. LDAP FZEEICDWT

RELRFIC, EINAI—HY—RIL—BITZITVN)—DLDAPTA LI N)—THREINZET, HE—
D—BO—HBHREDOM2KFE. TV M) —DFHAIE (DN) EHREINA/NART— R &AL /2B
NA Y RBRAALNET,

LTOFIEAETINET,

L BREINZ Ul DBES LIV 74— —H—DHEELLLI—V—LZE2HAEDLETKRE
T4V —%EKLET,

2. EREINI2 T4 LY —BFERLTTALIMN)—A2RRLET., RIREICL>TIDHET VK
) —AIRINBWGEIE, 7TO/EAEESTLET,

3. RRTEWFLATIV M) —DODN EI—HY—BEDNNRAT—RK%EEHR L TLDAP H—/X—AD
NA Y REHRAET,
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4. N4 Y RDBKRBLIBEIR., 77X ZESLET,

5 N Y RHBPKHLIZFGEIK. PFATYTAT4— BFA—ILTRLR, RRE., BLUHEE
A—H—FZE L TCERESNLBEEZFERBLTCT7ATYT14T14—%FERLET,

BREINS url lE. LDAPRRAMNEFERTE2MREBNTA—Y—%IBET 5 RFC2255URL T9, URL D
B TFoLH IchY £9,

I Idap://host:port/basedn?attribute ?scope ?filter

Z D URL DIFE:

URL OV R—FY

S

Idap WBED LDAP DAL, XF5ldap =R L XY, £+ 177 LDAP (LDAPS) D5
AlE. KbYiZldaps #FAL X,

host:port LDAP H—NR—D&FIER— M TY, T 74 ME. Idap DHE IS localhost:389.
LDAPS D54 14 localhost:636 T4,

basedn TRTCOBRBDIBEBINDETALI M) —DTSVFODNTY, Zhiddiaed
FALOIRMN) =V —DREMTHIVBELNHYETH, T4LIN)—DHFTY
) —%iBETDIEHETEET,

attribute RBERNROBHETY, RFC2255FIVYRXEIYDEHED) A M EEFTLETH. BMY
EENEITEBELTERNOBHEOANMERAINE T, BEEZIEELAWVEEEF. T
7AW MTUdAFERINEST, FRLTVWRY TV —DFTRTOITY M) —fET
—BEOBMARIRT DI AHELET,

scope MREDEHETY, one £/zldsub DVWIFhHEIBETEEY, SHELZEBELRVIES
d. F74I)NOFEEE L Tsub AMEAINZET,

filter B LDAPRERET 41 IILF—TT, IBELABWHBEDT 7 # )L ~iE (objectClass=*)
TY,

MREREOERTRICEBME., 7409 —, EELAI—HY - HAEDLINTUTOLI BRET 1LY —
MERINZE T,

I (&(<filter>)(<attribute>=<usernames>))
TeEzIE LRDOURLICDWTRTHEL &£,

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

92472 M bob EWS A —REFAL TERZAADHBE. ERNINIBRET 1LY —F (&
(enabled=true)(cn=bob)) IZ7: V) 9,

LDAP 74 L7 k) —DRRICRINRERZEE,. TV b —RRORFTICHEAT 5 bindDN &
bindPassword #f§E L £,

X5
wi
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7.3.3.LDAP > —2 L v NDER
TATYT4T4—7FONA Y —%FERAT 3IIE,. bindPassword H'& £ 1 % OpenShift Container
Platform Secret 7 7> =V = EETDINELH YT T,
FIE
e bindPassword 7 1 —JL RN EFEN D Secret A 7V MEERLZE T,

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

Q --from-literal 8120/ DL\ T® bindPassword 2 &Y —%2 L v b *¥—(% bindPassword &
LTBETBHEIHY XY,

ek
Flld. UTFOYAML Z@RALTY—J Ly h2fERTEETY,

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

73.4. 5%~ v TDIERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =z 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TAT4A—7ONA Y —THRERIIAENY ML EEFADOIERINE T,

=2

o LTFoav v KuERAL T, RIEFEME F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV hNEEHELE Y., RIFIL ConfigMap £ 72 =7 hD ca.crt F—ICRETIHLELH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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FIBETATVT14T4—TONRA T—DF%E

Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.3.5.LDAPCR DY~ 7L

—

UFOARY LYY =2 (CR) & LDAP 7AFYF 47
ShafEETRLTLET,
LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:
id: €

-dn

email: ﬂ

- mail

name: 6

-cn

preferredUsername: G

- uid
bindDN: "
bindPassword: 6

name: ldap-secret
ca: Q

name: ca-config-map
insecure: false @

A —TANAIT—DRFA—5 —BLCHT

url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

INFEY,

o

FEL XY,

ZO7ANA Y —ZIBRIND I—HF—ZICEEEFE LTHMIh, 74TV T 4714 —BDMERK

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
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© 7(FUFATA—ELTHEATIREOY R FTY, BOORTRVEBEASERINET, D
CEBTIDOBRHEDIVETYT, YRAMNKTINIBEHEOWTNICHENRWEE, RAHFKKL F
AX=)L7 RLRELTHERATZEMHED)ARNTY, RIIDZETRVWEENMEAINE T,
RANEBELTHERTZIEMED)AMNTY, RMDZETRWVWEENFERAINIT,

CDTATVTATA—DA—H—A AV a =V I3 3RICHELI—YY—Z2E L THERTZE
MDY ZARNTY, BYDOETHVWEENMERINF T,

MBI —ATNA Y RTZ=HDICFRTEA4 T3 >DDN T, bindPassword "EFEIh
DBEICREINDINENHY T,

F 7T av: N4V RIRRT— R%EE OpenShift Container Platform Secret 7 7> = 7 hADS
H&, bindDN A EZEINDHZEICKEINDIVENHY XY,

7 av BREEBEHFDURL DY —N—SIAZ AR T 27-DIFERATSZPEMIYI—RKIhi
SRELR/NY KL & & T OpenShift Container Platform ConfigMap # 7> = 7 kA®DS
#2, insecure 7' false DIGHICOAMFERAINZE T,

@ O 0 9 909

true DIBE. H—N\—AD TLS ERIIITHON I HA. false DiFE. Idaps:/URL I TLS % {FH
LTERKL, Idap://URL IZTLSICT vy 77 L—KIhFxFd, Zhid. Idaps://URL "MERINT
W3IHE(d false ICEREINZRELNHY ET, INOHDURLIFEICTLS #FA L TERE2HT
LET,

LDAP RA M EFAHT BDMEB/NTA—Y —%$EET % RFC 2255 URL T,

=

p= =)
LDAP iED /=D I—HF—DHKR 74 M) A N EEKT 5ICIE. lookup ¥ v EV JAHE
EHEALET, LDAPDLDOATA UHFAINDREIC. 7T RS —BEEITE LDAP
dA—H—dIdentity 7 7V b UserF 7V 9 NEERT Z2ELHY £,
BEEER
o ITRTDTZATUTATA—TANAYT—IIHBTZNNSA—Y—DFEMIZ. 71 TVT 4
T4 — 70O, 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

736.7ATVTATA—TANAT—DIZ AT —~DEM

TSR —D

7__
AVRAN=IEBIC, PFATYTATA4—7TONA Y —BFDISRY—IEBML, 21—
H— DR EEITT

X54&5I1CLET,

([} =353
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYZXT,

FIa
L EBEINLZCRZEBRALIY,
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N
A

TYTAT4—TAnA —nE
I $ oc apply -f </path/to/CR>

pa

CRAFELARWESE. ocapply IF#5 CRZEM L. ISHICUTOESEE N
H—9 2reEMENHY £9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& E. TDESE
BRELTIEEDY XA,

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icas4 L., 7Ov 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

7.4 BASICEREE7A T VT A T4 —70NA 5 —DETE

basic-authentication 71 7> 74 71« —7ONA ¥ —%, 12— —HPYVE—NTFATVT14T714—7
O/NA & —IT3x L THREES M7 ZREE1BE#R % 8 A L T OpenShift Container Platform ICO 7' ~ TX % &
DICEREL X T, Basic BEElE. RAKNRNY I TV RIEEAH=ZXLTT,

7.4.1. OpenShift Container Platform O 7 A4 7> 74 74 —70/X4 ¥ —IZDWT

77 # )L b Tl&, kubeadmin 1—H—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
H—EI8ET DI, PTATYTAT4—7TANAY—%EL,. ThEISRAY—ITBMTBHRY
LYY —2REERT 2RENDHY T,

Pz

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft

7.4.2. Basic FREEICDWT

Basic 8REEIE. 21— —DPVE—MDTA TV T4 T4 —7FONA 5 =T L THREE L 7= FR5EIE R % F
FA L T OpenShift Container Platform ICAJ A4 v $ 2 Z & ZRAREICT 2NANY I TV RfEX H=X
AT\‘TQ

Basic E@EIELI;FL%'I‘ib{y)éﬁ’_&)s :0)_}7’{ 7_:y7__ T4 7 D/\’f &_{iﬁq L—Cuqé%ﬂitknm IIIIEIII % —J_'
TEXY,
BE

Basic 325 Cld, 1—H—ID E/XRT—RODRAX—EV /BT, AEEREA DR
B7-0IC) E— MY —N—ADHTTPS A FHTIHNENHY T,

Basic AN REIND &, 2 —HF—F1—H—FK & /YA 7T — K% OpenShift Container Platform (23
{E L/\ -U__/\_Fﬁo)gsk%?i—\l\\ Bith DEF%E% BaSIC Bty DIE/\ W 7 t L/'CFT«_ t—C\ :._TLbUJm, DIEIEE$E
ZDE—FMY—NR—IIHLTHRIETZIENTEEYT, ZDLDH, 1—HF—3OT7 1 VEFICREERZ
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OpenShift Container Platform ICEE T 2 ELH Y £,

pa 3]
hF1—4—Z/N"RA7—ROJ74 Y DHEHBRAICDHAEMT. OpenShift Container

PIathl’m ((i U t— |\|:u|. nIE‘U'—/\—hﬁ'a_é?\ Y |\ 7 — 7%?%%13"( %6,%‘%73\ U i
-a—o

[N

j-_-'jl_%BctU/(’ZU_ I\\\(«Et Ba5|c it DIET{%DXL TL% U t— I\ URL LL.-)tI- L'C@DIE“‘TL JSON 73\
IhET,

401 }-‘LJ_\KLIDIL DE@Q&&&%T LTWw ES -g_
200 LADRT—H RFIFETHRVWIS—F—EIS—%2RLTWET,
I {"error":"Error message"}

sub (¥ 7V T M) F—%HED 20027 —4 RlE. BMERLTWET,

I {"sub":"userid"}ﬂ

‘) DY T NIRIFLI—F—ICEETHIUVELHY, TETZIEATEXEHA,

EBRIGEICLY, LTFOL D WEBMT—9DF T a Vv TREINZZENHY F T,
e name ¥— %A LKRTE, UTICHAlZRLET,
I {"sub":"userid", "name": "User Name", ...}
e email ¥F—&ZFALALX—ILT7RLR, UTFICHIZERLET,

I {"sub":"userid", "email":"user@example.com", ...}

e preferred_username ¥ — %A LR I—H—F, Thid, BEOERETIAVWHT T
DD T—=IR=—ZAF—F/IFUD THY. HEGrAEREAANFET 2HBEICERNTT, Ih
&, BREEXIN/T A T T 14T 1 —® OpenShift Container Platform 21— —%7OEY 3=
YITBBEICEY MELTEDNRET, UTFICHIZRLET,

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.43.>—7 Ly b DIEK

TATYT 4T 14— 70/ ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret 7 7V N&EBELT, 7547V =00y b, 9547V NIBREBLUF—%2
ICHAAHRFTT,

FIE
o UTDIOY Y RAFAHALT, ¥F—BLVIAENEEN S Secret 7 7 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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ek
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 3% FE~< Y TDERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILERMATE=OICERINET,

FIR

o LTFToav v KuEAL T, RIEEMNE F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV b
FolE. UTOYAML ##ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.4.5.Basic s8EE CR D% > TIL

UFROHRY LYY —2 (CR) 1. Basic BEEF A F VT4 74 —TONRA F—DNF A —4 —5 L OFH
AShzEERLES,

Basic 82aF CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6
ca: @
name: ca-config-map
tisClientCert: 6
name: client-cert-secret

tisClientkey: @
name: client-key-secret

ZO7ANA Y —ZIBRIND I—HF—ZICEEFFE LTHMIh, 7470714714 —BHMERK
INFEY,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY IDHBILIN D AER
L E9,

Basic REEN v ¥ —TCERiLIBE#®R == |7 AN D URL,

FTa v BEERADURL DY —/N—FIAEERIT H7DIFERAT S PEMITYyO— NIhic
FRELE/N Y KL% &1 OpenShift Container Platform ConfigMap # 7> = 7 k~AD SR,

A7 aV BEEFH URLADERERTT IMICEEIEZ 547V NMEREEET
OpenShift Container Platform Secret # 72 = 7 k~DS R,

754 72 MEBRZEDF—% 58 OpenShift Container Platform Secret - 73 = 7 hADS
H&, tisClientCert MEEINTWRIGZEICIIRAICRY FT,

@ ® 0060 ©® 9

BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

746. 7ATYTATA—7TANAY—DI SR —~DENN

JSRAHY—DAVAN=IEIC, PFATVTATA—TANA Y —%2FDISAY—IEBML, 21—
ﬂs_o)um DIE%ggli'—c % 6 ct 5 ‘: L/ i'ﬁ'o

(1} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

¥

L EBEINAZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>
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i
N
i
N
A

pa 3

CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&1E. TDELE%
BELTEEEHDY A,

J

CTATYTFATA—TaAnNA T -1 - L TISRY—Icav4 v L, 7Ory 7 MHH
INEHNRRAT—REAALET,

I $ oc login -u <username>
3 A—Y—PEBICOTAYINhTVWE I L a2HRAL, 21— —FEXRRLET,

I $ oc whoami

7.47. BERXMBTAT VT 1454 —70/84 5 —D Apache HTTPD X E D

OpenShift Container Platform 4 OEXMRT A T T 4 T4 —7T0O/N( ¥ — (IDP) 2R E TlL. IDP
HP—N—DEIIELTEBRICDOVWTISON TIHET2RENDHY ET, TNEHREICT HDHIC.
Apache HTTPD TCGI RV ) T N FRHTEE Y, A€/ a v TlE. W OHrDHEBNLET,

fll: /etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt

SSL CertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Bl ;var/iwwwi/cgi-bin/login.cgi
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#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

fll: /var/wwwi/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7471 7 71 VDEH
Apache HTTPD Web % —/\—TE T 2 7 7 1 ILDBEHIZUTDEH Y TY,
e login.cgi & & U fail.cgi (FE1THEE (chmod +x) TH I HELHY £T,
e login.cgi & & U fail.cgi ICIE. SELinux ABMICINTWBIHE, #EY)MR SELnux AV TF R
N D7 FIE AR Y £ A:restorecon -RFv /var/www/cgi-bin, 723> 7% X MH'Is -laZ
%Z{E A L T httpd_sys_script_exec t THZDZ & ABEL X,

e login.cgild., 1—H—7»' Requireand Auth 71 L V71 JAFEALTERICAJAVTES
BRICODARTINE T,

e fail.cgi i@, 1—H¥ =074 VICKRKT BBAEICRITINET (HTTP 401 BRI N &
EDE

7.4.8.BasicRED NS TIVYa—Fa VT
BLIKEBIAMEEIEZ. Ny IITYRY—N—ADRy NO—EHKICEELTWVWE T, ELT/NY
TDGBEIF. YRY—Tcurl AYX Y RAEEFTLET, EERAAOTA VAT AMNTBICIE. UTFoadv

v RBID <users & <password> = EWREFREEBRICEIRA T T, BWLROTA V2T AMNTBIC
i, ZTNoZELKRWRIIBRICESTRAZT,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BRINE
sub(H7Ux4 M) F—%$D2002R57—4% ZiF. BHERLTWET,
I {"sub":"userid"}
BTV NI LAY —ICEBTHILENHY., EETZIERETEI A
BRIGEICEY., UTOL D WBMT -0 T a v TRHINZZEDPHY ET,
® name ¥ —%Z &AL KRTH:

I {"sub":"userid", "name": "User Name", ...}
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N
i
N
A

X5
wi

FUTFAT4—TANA Y -0

o email ¥F—%FHALAX—IT7KLZR:

I {"sub":"userid", "email":"user@example.com", ...}

o preferred_username ¥—7% {ff L R 1 —H—£:
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username ¥ —(3, EBDEETCEIAVWH TV LI M T—IR—AF—F7%IF
UlD —Cy)l’) :H.J Lv_.l-ﬁ 7’&%5']75‘?_7_3_51% ‘H—E*U—Ca—o L_n‘!;t\ nlunIEanfx..} ’fT/T'f
7 4 —® OpenShift Container Platform 21 —#'—% 7OEY 3 =V /4 3F8ICEY hE LT
Eohxd,

KB DBE
e 401 mK‘iDIbDEQ%W%T L—Cb\i—g_
e 200 LIADRT—F RELIEETRVWIS—F—IFTF5—%RLTWZET: {"error":"Error
message"}
75.BRNY I —TATUVT4T4—7T 0N T —DERE
request-header 77 o 7_-“/7_-4 T4 —70/N4 ¥—%, X-Remote-User & & DERA v ¥ —{EH 555!
TEHLIIERELET.,. B, ChIEFERANY Y —EELRETIRAETOF > —EHAINET,
7.5.1. OpenShift Container Platform O 71 7> 714 74 —7ONA ¥ —|ZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, 7TATVT14T4—70ONA
H—EIBETDICIE. PTATYTAT4—7TANAY—%EL., ThEISRAY—ITBMTEHRY
L)Y —REEHT 2RENDHY FT,
pa 3]

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIhFt
Ao

752. BRAN Y H—EREFICDWT

BRANY Y —TATVT1T4—7T0O1N1 5 =&, X-Remote-User B EDERANY ¥F—EH S 1 —
H—%2BALET, BF. CHIFERANY Y —ELRETIRAETOFS—EHAINE S, EXAY
F—DTATVT 1T 14—FO/NA 5 —IE, htpasswd. Keystone, LDAP. Basic ZRiE/% & DERE/S R
J—ROJA VAEFERTZMOTATYTAT4—TANA T —EAEDLED I EIETEE A,

pa )

IS, AI2a=2F4—THR—MIND SAML LT B EDFMARBREICERAY ¥ —
PATFYTATA—TONAY—%FRATEET, DV a1— 3 ViERedHat Tl
HR—FINTUVWAWZ EICEFELTLEIY,

A—HF—DIDTATUVTAT4—TANA Y —%FAL TRIAMETOICIE, REETOF2—RAT
https://<namespace_route>/oauth/authorize (B & Y TN R) ICT7 VR T 2RELNHY FT, h
ZEITTBICIE. OAuth h— I v ICH T IR DEKR %
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https://<namespace_route>/oauth/authorize IC 7O0F > —MEBF 2 7O0F > —T Y RIRA U MY ¥
AL METBLD OAuthH—NN—%BELET,

T30 —R=—200O074 Y 70—DBEIND I ATV MDODFREAEKREZVFAL I T BIC
I UATFZRITLET,

o providerloginURL XS X —8—% A V85071 TRISA TV MNeiRild 28570+
v — URL ICERE L TH 5. EK% hitps://<namespace_route>/oauth/authorize (Z 7’0 F
¢/_ L/ i _a—o

WWW-Authenticate ¥ ¥ L VOB BEINZ VATV M OLDIRBIHERE YA LY T BIC
&, UTFEEITLET,

e provider.challengeURL /X5 X —4 —% WWW-Authenticate ¥ v L VDN FREIN2 0514
TV MNERAY BRI TOF— URLICEREL. EXR%E
https://<namespace_route>/oauth/authorize IC7O0F > — L 7,

provider.challengeURL & & U provider.loginURL /X5 X —#4 —(CI&, URL DY ') —E2ICLLTD
N—OVaEEHDBIENTEET,

o ${url} (FIBEDURL EEBEXHA LN, TRT—TINTIITY —NRSA—9—TREINZ
ER
f5l: https://www.example.com/sso-login?then=${url}

o S{query} IHEFDI/IT) —XFIEBEHAON, TRT—TIhFHA,
f5ll: https://www.example.com/auth-proxy/oauth/authorize?${query}
B

OpenShift Container Platform 4.1 DBF T, 7OF Y —IFHEE TLS #HR—MLTW3
MHENHY FT,

7.5.2.1. Microsoft Windows CT® SSPI it R— b

BF

Microsoft Windows T® SSPI #fxtR— MDFERIEIT /Oy —T L Ea—#eEE LT
DHREBINET, 77/0V—T L E1—#EEIE. RedHat HEHYR—MDH—EZR
LARJLT ) —A N (SLA) DREATH Y, HENICERLTRAWVESAHY ET,
Red Hat l&. EBERIETCINSOAFERTZIEA2HBELTCVWERA, 72/0V—7
LEx—#EElE. RFOREGEELZVERIREL T, BHEREBTHEDT A METW
TA—RKNRNYIERHFEEL TV AL EEBRNELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIN,

OpenShift CLI (oc¢) . Microsoft Windows T®D SSO 7 O—%FFa 9 % 7= IC Security Support
Provider Interface (SSPI) & R— ML E T, BRANY I —DTFATVT4T4—TONM5—%
GSSAPI i 7O+~ — & HITER L T Active Directory 1 —/3X—7% OpenShift Container Platform IZ
BT 558, 1—Y—IE. RAA VSIFEHD Microsoft Windows A Ea—4—Hm5o0c ATV K
A4V —7 x4 A%FHERA L T OpenShift Container Platform IZ¥ L TEHEIMICEREEI N E T,

753.8FE~ Y TOERK
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TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TATA—TAONA T —THRERIFENY RILEEMATE=OICERINE T,

FIR

o LFToavy KuERAL T, RIEEMNE L1 5 OpenShift Container Platform ConfigMap 7+ 7'
VI hNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV
Fold, UTOYAML ##BALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

754. BRKANYH—CRDOY >V TIL

UFDARY LYY —R (CR) IE. BRAYVI—FAFYTFATA—TANRAT—DNRFTA—9—54&
VI Nh2EZRLET,

ERAvHF—CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:

challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
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nameHeaders: Q

- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ZOTANA T —ZIRBERANY S —D1—H—ZIEBRHE LTHMIN, PA4T7Vv71474—%
MERINZET,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY D HBILIND AiE%R
L E9,

# 7> a3 v JEFREE D /oauth/authorize EXK D) ¥ 1 L U &% URL TY, Thik, 759
YP—R=—2Z2DV 147> 285 L. ZDEXK% hitps://<namespace_route>/oauth/authorize
IC7O0F>— L XY, https://<namespace_route>/oauth/authorize IC 70+ > —9 % URL &
/authorize (REICRAZ v ¥ ald7aW) T T L, OAuth AR 7 O—EUICHEEET 2L D ICH T
NRRETOFV—FTZ2RELIHY T, ${url} FIBEDURL EBEBEZA SN, TRT—TINT
PJI)—IRSA—F—THREINZFT, ${query} IRFTDI I —XFIEBEBEHMAONET,
COBRMNEZRINLWVIGEIL loginURL AFEREINZHBELAHYET,

Z 7> a > JEFREED /oauth/authorize EXXD Y ¥ 1 L U ME&E74 % URL TY, ThITE

Yy, WWW-Authenticate F v+ L VN FEINZ IS4 7V NORIENThN., TNHDEKRD
https://<namespace_routes/oauth/authorize IC7OF > —3XnFF, ${url} I(ZIRED URL & &
EZON., TIRAT—FINTIITN NS A—9—TREINZT, ${query} ITRF DI T

) —XFHEBEHBAONET, COBMAERZINQWVWEEIE. challengeURL WMER I %0
ErHYET,

PEM T~ O— KRIN7EEBAE /Y RIL % ET OpenShift Container Platform ConfigMap & 7'~ =
PRADSR, VE—PM—N—ICL>TERRINS TLSAAEEZRIET D7-DICNSAMNT Y
A—ELTHEAINET,

BF

OpenShift Container Platform 4.1 DB T, ca 7 4 —IL RIZZDT7A TV T4
TA—TONAT—IIBETY, Thid, 7OFS—DHEETLS #HR—MLTL
DEBENDHDIEEZRBKRLET,

F7av: HBL (En) DY R M, TRHAREINTVWRIFAIE. ERANYSF—D1—H—F%
Fryv U FBEIIBEINS ) X MDD Common Name (cn) 2 D2EMAR Y 54 7~ MERE IR
TINDZBENHY TS, BDIHAE. §TD CommonName HEFAIINFzd, hifca il
HEDOEBGEICOAMEATETET,

A—Y=TAT VT4 T4 —%2IBEICF v I IDRIERT A 5%, EZ2ECRTDNY
=@ T7ATvT4T74—ELTHEAINET, ThIBBETHY., AXFNMNFEZXFILET,

A=VT7 RLRAZIBHBICF Vv IT2RICERT DAY Y-, BE28UVKRIDAY I —EX—I
PRLRELTHEAINIT., ThIFEETHY., AXFIXFZXHLET,

RTBEIRBICF v I TERICERATEZAY S —F, BZEUCRIDAYF—FRTFEELTE
AIhEYT., ThIFERTHY., AXFIXFZRHLET,

WIS —ZE|ERICF v VT IBIERT SNy Y —% (headers ILIEEINEAY F—T
REINDZEEARADTATVTATA—ERRDIFE), BEEEORNOAYY—IF, 7OE
VaZVIBICHERI—Y—-ZE LTERAINET, ThIMERTHY. AXFMXFEERFILE
-a—o



FIETFATVTA4T4—TANA 5 —DHRE

BIER R

¢ TRTDFATUYTATA—TANA T —|ICIHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

755. 7ATYTAT4—7ANAY—DYI S5 RY—~DIENN

JSRAHY—DAVAN=IEIC, PFATYTAT4—TANAY—%BFDISAY—IEBML, 21—
ﬂs_o)mb DIE%;‘%??T X 6 ct 7 ‘L. L/ i'ﬁ'o

([} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAFT—DHRY LYY —2R (CR) VR LET.

o EEEZELLTOJAVLTWEBHMENHYXT,

FIa

I $ oc apply -f </path/to/CR>

Pz
CRHOBFEELAWIGE. ocapply 3 CRZEK L. ISICUTOESEE MY
H—9 2L H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DiF&E. TDE
ERALTEHEEDY A,

Lo~

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icay4 L., 7Ov 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOJAVYINTWEIEEEREL, 1 ——EZA2RRLET,

I $ oc whoami

7.5.6. Exk~Nv ¥ — % L 7= Apache 5RELE% E Dl

ZDFITIE. BRANYY—TATYT 4714 —70O/1 ¥ —%{EH L T OpenShift Container Platform
D Apache BRFE7OF > — %% EL T,

HRAY LATOF>—;
mod_auth_gssapi EV 1 —I/LOFERAIK, BERANY Y —TATFTVT14T74—7TONM5—%FRALT
Apache BRI 7OF > —%BET 2 —MHUAFETITN, RADHETIEHY FHA. UTOEH%TH
dE, o 7OF> —5B{EICERATEET,

o U547 NEXR®D X-Remote-User~vy ¥ —%7Ov I LT, RS—T74 V7 %HEEET,

e RequestHeaderldentityProvider 5 € TV 24 7> NIBAZEDRA ZEA L X,
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FrLrooO—%FALTIRTOERIAERICDOWVTD X-Csrf-Token Ny ¥ —%ZET S
WEIHY ET,

/oauth/authorize T RRA Y NEZDH TNRAOANN T OFY —IhBZBENHY FT,
Ny DTV RY—N=PNIS54 T NEELWGRICEETEREIVSIL I MIESHX
DZURELNHY FT,

https://<namespace_route>/oauth/authorize (Z 7’0 F < —9 % URL |E /authorize T T (R
BORZv>alL) T2MENHY FT, /=& 21X, https:/proxy.example.com/login-
proxy/authorize?... |&. https://<namespace_route>/oauth/authorize?... IC70OF>—9 3
WNEIHY ET,

https://<namespace_route>/oauth/authorize (C7OF > —X 1% URL DY 7/ R

I%. https:/<namespace_route>/oauth/authorize IC7OF > —F 2MEBELHY FT, & X
I&. https:/proxy.example.com/login-proxy/authorize/approve?...

I%. https://<namespace_route>/oauth/authorize/approve?... IC7OF > —F 2 EHLH Y
x7,

R

https://<namespace_route> 77 K L X {3 OAuth H—/X—~DJ)L— K TH Y. oc get
route -n openshift-authentication #3E{T L TS TEX X7,

Bk~ v ¥ —%&fHf L 7= Apache FRREDRE
ZDOFITIE, mod_auth_gssapi EV 12— AFERAL. BRAYY—TATFVTF4 T4 —TANA 5 —
ZFEAL T Apache BREE/OF >V — %R ELE T,

AR
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e mod_auth_gssapi € 1 —JL% Optional Fv¥ 3L DoEFELEFT, O—AILTI VICUT

DI =T %A VARN—IVT2RED’HY T,
o httpd

o mod_ssl

o mod_session

o apr-util-openssl

o mod_auth_gssapi

o EHINIAYI—%XETIEKREZRIATZLHDICCAZERLET, CA%ZET OpenShift

Container Platform ConfigMap # 7Y =/ b2 E&HL FT, Thidk, UTFTEZEFTLTITVWE
ER

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

‘) CAlZ. ConfigMap # 7<% h® cacrt ¥ —IIRET 2HELNHY 7,


https://access.redhat.com/solutions/392003

i
N
i
N
A

BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

TUTAT4—TOnRS —0F%E

o ZNTOFV—HDIZAT Y NIBEAER LT, TDIEBAZEIX, x509 FFAZEY —IL&&F

ALTERTEEY, BRINAAY I —ZXBEITDERERAT 57D, EMLECAT
VA7 MNEREICELRT2HREDDHYEY,

o FAFVFATFA—TOANAY—DHRY LYY —2R (CR) BERLET,

FI7

ID7OXT—3 U547 MNEBREAFHRAL T OAuth —N—ICEHE L EF 9., Zhid. X-Remote-
UserNv ¥ —%EfETELDIEREINET,

1. Apache SREDFEEAE % ERK L £ 9. SSLProxyMachineCertificateFile /X5 X —4% —DfEE L
TEETZIAHATE. TOFY—5H—N— (I L TRIATHLHOIFERINZ TOF2—D
9547 NEBBETY, Thik, ERINAF—DH 1 7 & LT TLS Web Client
Authentication =R d 2 ELNHY X,

2. Apache BREAERLET. UTFDT YL — A2 FRHL THERRESIMEEZEELE T,

BR
TYTL—bE+RICHREL, TORBZREICAILIICHRAITAIALE
_a—o

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com
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DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
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</Location>
</VirtualHost>

RequestHeader unset X-Remote-User

pa

https://<namespace_route> 77 K L {3 OAuth —/X—~DJ)L— K~ THY. oc
get route -n openshift-authentication #5317 L TEVETZ £ 9,

3. ARH LYY —2R (CR) D identityProviders 29 H#%#EH LT,

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. REZHERLIT,

a. BRI SAT Y NIRAESLIUANY Y —ZHBELT. b—IV2EXKL, 7O0¥>—%
NWANRRTEBIEZHRBLETY,

# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. 7347V MIASZRHELLBWERD, SAHASRLTA IV 2ERLTRRTZ L
=HELES,

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. challengeURL Y ¥4 LU DT V714 T THBIEEHERLET,
# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-

client&response_type=token

UTFDOFIETHEET % challengeURL Y ¥4 Lo h=aE—LE T,

d Zoavy REZETLT. WWW-Authenticate EXxF v L VY, XJYI—hkhFv LV
I, FREEEFENSOMADF v LUYIESL 401 HEARRLET,

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>
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e. Kerberos ¥4 v M &R FIFEREFIC. OpenShift CLI (oc) ~DOJ A v &TA ML
i_a—o

i. Kinit #{EHB L T Kerberos ¥4 v MEERLEZEIE. ChERELET,

I # kdestroy -c cache_name ﬂ

ﬂ Kerberos ¥ ¥ v~ 1 DEEIAIEELE T,

ii. Kerberos ZREEEHRZHEALToc Y —iLicOJA4 Y LET,
I # oc login -u <username>

70V 7 NT. Kerberos /A2 —R&EADLZET,
i. ocY—iHo0dT7oMLET,
I # oc logout
iv. Kerberos ZRGEEHRZMEALTF v hZEIGELE Y,
I # Kinit
7OV 7 NT. Kerberos 1—H#—ZHLUPNRRT—FEAALZET,
v. ocV—JLICAJAVTEBIE=HRLET,
I # oc login
REDNELWSEEIE, BIORBREANETICOTIVTEEY,
7.6. GITHUB %7213 GITHUB ENTERPRISE 71 TV 7 4 74 — 7 A/NA
& —DE&E
github 71 757 14 74 —70O/N1 ¥ —%_ GitHub F 7zI& GitHub Enterprise ® OAuth FREEH —/\—
WK LTI —RBENRT—RERIET 2L D ICERE L £29 . OAuth [& OpenShift Container
Platform & GitHub & 7z i& GitHub Enterprise BID h—2 VR O—%ZBZICLZE T,
GitHub #5& %M L T GitHub F 7% (£ GitHub Enterprise DWFNMCEKTE F 9, GitHub

Enterprise fi&DIFHE. 1 Y AH ~ 2D hostname 23I5E T BN HY ., Y —/NN—~DERTHERT
caflfBAZNY NIV EF S a3V TCIRET DI ENTEET,

pa )

ELICERBABWRY . LUFDFIEA GitHub & & U GitHub Enterprise D75 IC @ X
ni’a—o

-

7.6.1. OpenShift Container Platform D74 774 74 —7ONA ¥ —IZDWT
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FIETFATVT14T4—TaAnN415—b

77 # )L b Tl&, kubeadmin 1—H'—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
S—%BET DI, FATYTAT4—TONAY—%hL., ThEISRI—IEMTDEHRY
LYY —2REERT 2RENDHY T,
Pz
I i LV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIh Ft
A’Q
7.6.2. GitHub 5REEICD W T
GitHub F35E ZET D I & ICL 2T 2 —H—IF GitHub FREEIE#R % [ L T OpenShift Container
Platform {ICAY A4 Y TE XY, GitHub 2 —H— ID Z#HF DT X TDI1—H—H" OpenShift Container
Platform 7 2 X4 =IO 74 Y TERWEDICTBHIC. 77X ZRED GitHub ##D 11— —
ICHIRRT 22 &N TEET,
7.6.3.GitHub 7 7)) r—< a v D&%
GitHub F 7% GitHub Enterprise # 74 TV T4 T4 —7ANA ¥ —& L TERT 3ICIE,. FERT 27
TVr—2avaEBRTINENrHYFT,
¥

. 77) 45— 3% GitHub TESRLZE T,

e GitHub M375&. Settings — Developer settings - OAuth Apps - Register a new OAuth
application =2 ) v 2 LZ¥ T,

® GitHub Enterprise M5 & 1. GitHub Enterprise IR—AR—J(CREH L TH S Settings —»
Developer settings = Register a new application z27 ') v 2 LE Y,

2. 7V = av&%E AALET (B: My OpenShift Install),

3. IR—L~_R— URL (f5l: https://oauth-openshift.apps.<cluster-names.<cluster-domain>) = A
ALET,

4. F T2 av:7FVr—2avosBEEAALES,

—

5 R O—J)I/Ny P URLEAALET, TIZT. URLDEDYICIETATYT4T14—70aN
44 —® name *EZFNFT,

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

UFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. Register application=27 Y v 27 L&E 9, GitHub &V 47V NIDEIZATV N —D
Ly MERELET, ThODEIEE. PFATYTAT4A—TONA Y —DEREETT T 5758
ICLETT,

7.6.4.>—2 L v NDOEK
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714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAHFT T,

¥

o UTDOAY Y REFEALT, XFNEEL Secret 7 727 MAEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT Y REZEFTLT, SMBAZE 7 7ML RBREDT 7M1 IIDHRE%EEZL Secret 7 72 ¥ b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. FE~ Y TOEM
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

pa 3]
A ZDOFEIE,. GitHub Enterprise ICOHNHETT,

FIR

o LTFoavy K=ERAL T, RIEEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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i
N
i
N
A

EvEh
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.6.6. GitHub CR D%~ 7L

UTDARY LYY —2R (CR) &, GitHub PA TV F 4 T4 —FONA F—DI85 % — & — 5 L O
INBEZRLET,

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: 6

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

ZDTONA Y —ZIE GitHub O F1—4%— ID (CEEFHE LTHMNIN, PATVYTA4T4—
LHMERINE T, INIET—IL/NY Y URL Z{ERT 27-DICEFERINET,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

7 av BREBEHFDURL DY —N—SIAZ AR T 27-DIFERATZPEMIYI— NI hi
FRELE/\ > KIL % &1 OpenShift Container Platform ConfigMap #+ 72 = 7 hADS8R, JEAF
TEFEINTWSIL— MNEBAZE T GitHub Enterprise DIFEDHERAINFE T,

O o o 9o

HEEHD GitHub OAuth 7 7 r—< a3y OS54 7Y NID, 7 TUHr— 3y
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i&. https://oauth-openshift.apps.<cluster-names>.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—)L/Xv 7 URL 2 FA L CERET 2HELHY £,

GitHub TRITINZ V547V ¥ —2 L v MHE F N B OpenShift Container Platform Secret
FT7Vx0 MADBE,

®

GitHub Enterprise D% & . example.com REDA Y RAY VYV ADKRA NG &EIGET 2MENHY X
¥, ZDfEIL /setup/settings 7 7 1 JLIZ#H % GitHub Enterprise hostname fEIC—H T 2 HEH
HY, R—rEBSEEDDIEIFTITEEA, TDEIBREINRVIGE. teams /=13
organizations DWINMNAERZINZIMENHY £, GitHub DIFHEIE. TDINTAXA—4H—%
ABRLET,

o

Q H#KD Y X b TY, hostname 7 1 —JL RARE I N TWRWLD, mappingMethod 7' lookup I
BREINTWVWBIHEL organizations £ 72 1% teams 7 1 —IL RERETZ2HELIHYET, h
& teams 7 1 — )L REHABRDLETEHERTZIEIEITETEHA,

@ F—LD') A KMTY, hosthname 7 1 —JL RAEREINTLALD, mappingMethod %' lookup

ICEREINTWBI5E L teams F 72 (E organizations 7 1 — /L ROWET MO ERET Z2HENH
YZE9, Ihid organizations 7 1 —)L NEHAGDLETHERTHIEETETEH A,

pa )

organizations 7z (3 teams NIEEINTWVWBIHE. VPR EBEY R MNOWVWTIHADHE
DA YN—TH% GitHub —H—DAHIATA VTEZEY, TDMEEA clientiD T
BREINL GitHub OAuth 7 77—y a v AMABE L TWARWEE, EBOmMEEIZ T
DATYaVvaEFERT DI —R—FT 4 —DT7 IV 2R %EF5T2HENHY F
T, THIFHEBEOEEEA MBI O GitHub O 4 VBRI, F72id GitHub DR E TE
TTEEY,

BIER R

o IRTDTZATUTATA—TANAYT—IIHBTZNNSA—Y—DFEMIZ. 71 TVT4
T4 — 70O, F—D/NF A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

767.T7ATVTATA4—TANAYT—DI SAIT—~DEM

JSAH9—DAVAN=IEIC, PFATVTATA—TANA Y —%BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%;‘%’?T % 6 ct ’) ‘: L/ i'ﬁ'o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTFATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

=2

I $ oc apply -f </path/to/CR>
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Pz
CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DIiF&IE. CDELE%
BRELTIEEDY X EA,

2. QAuth —R— 5 h—J VZBBLET,
kubeadmin 21 —H#—HHIBRINTWBRY, oclogin AT Kk, h—JVEEBTES
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web AV Y —ILDNBLIDR=IIZT VAT BICIE. (?)Help » Command Line Tools -
Copy Login CommandiC#$&1 L £ 7.

3.WAETB =V VEELT, V53R4—-ICAJ1VLET,

I $ oc login --token=<token>

R

CDTATYVTATA4—TANA T —F, 1 —HF—ZENRRT—RAEFRELTAO
TJAVETBEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —F—Ea2RTLET,

I $ oc whoami

77.GITLAB7A TV T4 74 —7ONA Y —DERE
GitLab.com 7zl ZDM®d Gitlab 4 Y X4 VY X% ID 7ONA ¥F—& L TEHEA L T, gitlabID 7O
19—%8ELET,
7.7.1. OpenShift Container Platform O 71 7> 714 74 —7O/NNA4 ¥ —IZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, PTATVT14T4—70ONA
F—5IBET DI, FATYTa4T14—7ANAF—%Ldh L. ThEVSZAS—IEBMTEHRY
L)Y —REERT BDRENDHY FT,

pa !

I v 8LV % %= ED OpenShift Container Platform 2 —H'—&3HR— b I FH
Ao

7.7.2. GltLab nlu\n.l.—t ‘\_ W T

GitLab BREIZERET B &IL > T, 2 —H—I(F GitLab FREEIE#HR % F A L T OpenShift Container
Platform icOJ 4 Y TE XY,

GitLab/X—2 32 77006 1.0 2FAT 3561, OAuth#ia 2B L CERL 9, GitLab /3—
v T EDISZE L. OAuth TlE% < OpenlD Connect (OIDC) 2R L TEfK L £,

773.—7 L v bDERK
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714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAH T T,

¥

o UTDIAY Y REFEALT, XFN%EEL Secret A 727 MEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT VY REZEFTLT, SMBAZE 7 7ML R EDT 7M1 IDODHRE%EEZL Secret 7 72V b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4.58FEX v TOIERK
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

SV =
Z DOF|EIE. GitHub Enterprise ICOHHETT,

FIR

o LTFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.7.5. GitLab CR D> 7))L

»

UTFDOARY L)Y —R (CR) &, GitLab PA TV T4 T4 —TANRAET—DIRF A= =B LVFHFA

INhBEZRLET,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9
ca:

name: ca-config-map

ZDTANA I —ZlE GitLab B F1—H— ID ICEEFHE LTHMIN, PA4ATYT14T74—4%
PERINZET, Chidd—IL/Ny Y URL ERT 27=DICEFERINE T,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

BEEHD GitLab OAuth 7 77— 3> D954 7Y MIDTY, 77V r—vay
I&. https://oauth-openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—J)L/Xv 7 URL #FA L CRET Z2HELHY £,

GitLab THEITINZ IS4 T7 >V ho—U L v MHEE NS OpenShift Container Platform Secret
FT7Vx0 MADBE,

GitLab A4 ¥ —®DHRRX M URL TY, Nl https:/gitlab.com/ H>, fhdD GitLab DEHZ KR
YRV ZDWTIADITRY T,

A7 a3V BEEHD URL DY —/N\—FIEAE AR T 27-DICERAT S PEM Iy O— K3 hic
FMEFR/N Y RILAE ST OnenShift Cantainer Platform ConfiaMan 4 7 7 kANSHE.

@ ® 6 o O 9
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BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 71T VT4
T4 —70O/NA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

776.TATVTATA4—TANAYT—DISAI—~DEM

JSRAH9—DAVAN=IEIC, PATVTATA—TANA Y —BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%%IT—C % 6 ct 5 ‘: L/ i'ﬁ'o

FIE =S5
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEEMEXLTAOJAYLTVWERENHY X,
FIg
L ERINALCREZEALET,

I $ oc apply -f </path/to/CR>

-

Pz
CRHOFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& 1E. T DEE
BRELTIEEDY X EA,

2. PATUYTATA—7TOANA Y —D1—H—¢ LTI RY—icas4 L., 7OV 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>
3 A—H¥—PMEBICOJTAVINTVWE I EAHERL, 21— F—RERRLET,

I $ oc whoami

7.8.GOOGLE 71 TV T4 T4 —7TANA Y —DEE

Google OpenlID Connect #i& % L T google ID 7O/N1 ¥ —%&EL £ T,

7.8.1. OpenShift Container Platform D74 7> 74 74 —7ANA 4 —IZDWT

77 #J)U N Tl kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—HIBET DI, FATYTa4T14—7ANAF—%LdhL. ThEVSZAS—IEBMTEHRY
L)Y —REERT DRENDHY FT,
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https://developers.google.com/identity/protocols/OpenIDConnect

BIBETAT VT4 T4 —TOANRM 5 —D%
pa 3]
I v BEU % %= EL OpenShift Container Platform 1 —#—Z 3B R— M I FH
Ao

7.8.2. Google FREEICDWT

Google 574 TV T4 T4 —7TONAF—E LTHERAT S5 & T, Google I—H—(EH—/"— TR L
THRIAINZE T, hostedDomain ZEBMEEFAL T, HEDERAN KA VDAV IN—IIRIAERE
TEHIENTEET,

R

Google 57 AT VT4 T14—7ANAF—E LTHERT BIC
I&. <namespace_route>/oauth/token/request ZfF L T r—2 v ZE4EL. I< VK
FAVY—ITHERATIVENHY T,

7.83. =7 L v bDYERK
714 T VT 4T 14— 70O/ ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret 7 7z N&ERELT., 7547V =00y b, 9547V NIBREBLUVF—%2
ICHAAHFT T,
¥

o LITDIY Y NEFRALT, XFEET Secret 7 72V MEERRLE T,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B b
FzlE, LTFTOYAML # @R LTY—2Ly NEERTEET,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o UTDIYYRAERETLT, fBHAE IV 7ML RED T 7AILDORETE S Secret 7 7 =V b
HEETEEY,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4.Google CRDY > )L

UTDHARY LYY —R(CR) X, Google PAT VYT AT 4—TANAT—DINS A= —5LVHT
IN2EEZRLET,

Fit
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Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

ZDFTONA F—%IE Google DHFD 1 —H— ID ICEBEEE LTI, P4 T7VT 1
TA—BADPMERINET, ThIFV AL I NURL ZER T 27DICEFERINET,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IN D AE%R
L E9,

BEREHD Google 7OV TV h DU ZA4T7Y MNIDTY, 7OV ¥ ME, https:/oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-name> @ ')
4L I MNURI TRES DHBEVHY ET,

Google TRITINZ V47V b —U Ly MHEF N 5 OpenShift Container Platform Secret
FT7Vx MADBE,

® o @@G

YA VAV TADY "M 2FHIRT 2 7OICFERIND KA ML RNAA Y T, lookup
mappingMethod »"ER I NZIGEIET TP avIilRY £, ZDIHFEIK. TTD Google 77
'7/ I\U)Dlla DIEb\ntFT-kni-a—o

RS

¢ TRTDFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

785. VAT UTATA—TANAY—DYI S AFT—~DEBM

JSRAH9—DAVAN=IEIC, PFATVTATA—TANA Y —BFDISAY—IEBML, 21—
ﬂs_o)um DIE%ggli'—c % 6 ct ’) ‘: L/ ij—o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

o ERELLTOJAVLTWEBHMENHYZXT,

FIR
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FIETFATVTA4T4—TANA 5 —DHRE

EINLCRZHEALIY,

E
I $ oc apply -f </path/to/CR>

R

CRHOIFEELAWGEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& 1E. T DEE
EBELTEEEDY A,

2. OAuth == k= VERR/LET,
kubeadmin 1 —H—AHIRINTWBRY., oclogin A¥ Y Nk, h—JVZEFTE3
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web AV Y —ILDBLZDR=IIZT IV ERT BICIE. (?)Help » Command Line Tools -
Copy Login CommandIiC$&1L £ 7.

AT B =V U EELT, VFRY—ICATA VY LEY,

I $ oc login --token=<token>

pa )

CDTATVTAT4—7TANA T —lF, 21— —ZERXRAT—RAEFRELTAO
TJAVETBZEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —HF—Ea2RTLET,

I $ oc whoami

7.9. OPENID CONNECTID 7O/ 1 ¥ —DE&E
oidc 74 7TV T 14714 —70O/A4 ¥ —7%, Authorization Code Flow % {#F L T OpenlD Connect 7 1
TYVTATA—TANA I —ERETDEIICEELET,
7.9.1. OpenShift Container Platform O 74 7> 71 74 —70O/NA4 ¥ —IZDWT
77 # )L b Tl&, kubeadmin 1—H—DHIN I SRY—ICFEELET, P41 TVT14T714—70ONNA
F—%BESTDICE. PATYT4T4—TONMF %L, ThEIFRY—ITBMTDHRY
L)Y —REERT BDRENDHY FT,

Pz

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
Ao

7.9.2. OpenlD Connect FBEEICD W T

OpenShift Container Platform MER5E Operator Tl FREFHD OpenlD Connect 741 TV T 1
T 4 —70/84 =73 OpenlD Connect Discovery Tk A#RETIZHNELIHY F T,
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)z 6
" ID Token & & U Userinfo DESLIZ Y R— b IhTWEE A,

77 #J)L MT. openid DEEAERINE T, BELRIFEIL. extraScopes 7 1 —JL K TENMDEIH
HIRETEEY,

EXRIE, OpenD 7A T YT AT 4—7ONAF—H5RINS IJWTid_token ™ SFmAE SN, IBE
I N 315513 Userinfo URL ICEL > TiIREI LD JSON D SiiAELLNE T,

1DUEDEREZI—H—DT7AT VT 1714 —%5FRATEHLIIICREINZIBENHYET, ZED
TATYT4T14—EXRITsub ICTRYFET,

e, EOBRZI—F-—DOHBEI—H—F, REEBLVA-LTRFLRELTHERYSZIMNEET S

ZENTEFTY, BHOERDMEEINTWVWSRIGEE., EPANINTVWEIEADOERNMEAINE
¥, RDRIC, BEIL—L%ZRLET,

=K B4

sub subject identifier DEBH TY, FKTAMOI—HF—DYE—rTA TV
T4714—CTY,

preferred_username 1—H—D7OEYa =V IRKIBEINS 1 —KTT,. janedoe
REDA—H—%ZRIZBICERT ERFOEETY ., BEIE.
A—F—BFBEA-NLRED, FBHAVATLOI—H—0OTA V&
el a—4—RIIHIET 2ETT,

email X—=I)L7 KL R,

name KRB,

FHRIE, OpenlDclam D RFa Xy h #BBLTLEIW,

R

OpenlD Connect ID 7A/NA =AY —RFFEHE /AR 7 — REREEER (ROPC) 757
A—%HR—FMLTVWARWRY, 21— —FaATX Y RS VY —ILTHERT BLHIC
. <namespace_route>/oauth/token/request H5 h—0 YV ZRF T 2UHENHY F T,

7.93. 4 R—hXINTW3 OIDC 7O/ ¥ —

Red Hat (. OpenShift Container Platform % f§f L T4 E®D OpenlD Connect (OIDC) 7O/ A ' —
ETFANL, Y R—BMLZET, LLTFD OpenlD Connect (OIDC) 7A/XA 4 —|, OpenShift Container
Platform TT A MBLUVHR— M INTWE T, XD X MIRWOIDC 7O/ ¥ —DEAIE
OpenShift Container Platform CTEIES 2 AREMELH Y I, TDFO/NAM ¥ —IE RedHat ITL > T
TARMINTWARWES, RedHat DY R— M ELRY T,

e Windows Server [} D Active Directory Federation —E X
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FIETFATVTA4T4—TANA 5 —DHRE

= -1o)
BRRTIE. ARY LI L —LMMERINSIHEIC. Windows Server for

Windows Server [+ D Active Directory Federation Services % OpenShift
Container Platform TERT 2 Z &P R— b INTWEHA,

e GitLab

® Google

® Keycloak

® Microsoft Identity Platform (Azure Active Directory v2.0)
)z 6

MEERT, JIL—TEZOREEINBERIZEIC Microsoft identity platform % {5 F
THIERYR—PINTWEHA,

e (Okta

® Ping Identity

Red Hat Single Sign-On

79.4.>—2 L v NOEK

TAT VT 4T 14— 70O/N1 ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret # 7V NEFERALT, 95478 —0 Ly b 2547 NEBAES L UF—% TN
ICHARAHFTT,

FIE
o LUTDIOAY Y REFALT, XFNEESL Secret A 727 MEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

Bk
Flld. UFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o LTOAT Y REZEFTLT, SMBAZE 7 7ML RBREDT 7M1 IDHRE%EEZL Secret 7 72/ b
EEETEET,
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I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.95. 88X Y TDERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =z 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TAT4—FTAONA T —THERITFPFENY NILEEFADEDICERINE T,

y 13!
A ' ZDF|E . GitHub Enterprise ICDHMHETT,

FIR

o LTFoav v KuERAL T, RBIEEMNE L1 5 OpenShift Container Platform ConfigMap 7 7'
VIV hNEEHELE T, RIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETIHLELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

B b
FolE, UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: v1i
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.9.6. OpenlD Connect CRDH > 7))L

UTFDHRY LYY —2R (CR) &, OpenlD Connect 7A FYF 4 74 —FONA F—DIX5 % — 4 —
BLUVHAINZEERLET,

ARG LFEERE/NY KL, BIIOEHHE. EBIMORAER/NT A —4F—, F/ld userinfo URL ZI8E T
ZENHDIHE. T2 OpenlD Connect CREZFERHL X9,

EZH D OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
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FIETFATVTA4T4—TANA 5 —DHRE

openliD:

clientlD: ... e

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
groups:
- groups
issuer: https://www.idp-issuer.com G

EDMERRINET, ThiFVFA1L I MURL 2T 27DICHFERAINIT,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

OpenlD 7ONA F—IIEBINTWE IS4 T MNDIZAT7VMNIDTY, TDIZA4AT VK
I& https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-
provider-name> ICY ¥ A LU N T2 EAFRAINTWEIRELRHY T,

9547 =20 Ly M%EEE OpenShift Container Platform Secret + 7Y = 7 hADEIR,

FATUVTAT4A—ELTHEATZIERDYRANTY, ZTHRVRHAOERNMEAINET,

Q®O6 O O 9

FERYZIBEN DY ITT,

5247 OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenID
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: ﬂ
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"

ZOTANA T —BZBETAT VT4 T4 —BROEICEREFHE LTHNIN, 74TV 74714 —

OpenID A#kICEEMINZ FHITE ID, VTV —FLE 77 AV NIAVER—FY MDA\ hitps %
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OS99 00600 9

claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name

email: G
- custom_email_claim
- email

groups: ﬂ
- groups
issuer: https://www.idp-issuer.com

AT a3V BEEHD URL DY —/N\—FIEAE AR T 2 72DICERAT S PEM Iy O— KX hic
FREEF/NY RIL % EE OpenShift Container Platform 88~ v A DB,

F 7> a v 888 b—2 VEKEIC openid DEFEDIINERT ZEED—ETT,
A7 av @BA b= VEKRIZEBMT 2BMNRNFZA—F—DT v TTY,

CDTATUVTATA—DA—H—A2 OV a -V 5BICHERI—Y—ZE LTERINS
BROYRAMNTY, ETCHRVRTOERNMERINE T,

RRBELTHEATZIERDVRAPMTY, ETRVRHAOERNMEAINET,
A=V TRLRELTERTZERDYZAMTY, BETRVRADERNMEAINIY,

aA—H—m0O7 4 VB OpenlD Connect 7O/ 4 —5H"5 OpenShift Container Platform (Z 4
W—T%RAPT2DIERTZIL—LD) AN, BETRVRMNDERNMERAINE T,

BIER R

797. 745

o ITRTDTFATUYTATA—TANA T —ICHBTZ/IRSA—9—DFEMIEX. 7TATVT 4

T4 —70ONAE—=D/NT A —%— (mappingMethod 72 &) ICDW TSR L TLEI L,

A1 T4—TANAT—DIZAY—~DEN

7__
JSRAH—DAVAN=IEIC, PATYTATA—TANA Y —BFDISAY—IEBML, 21—
/i_r\‘

H—DEREE = R

X54&5I1CLET,

AR

FIR

76

® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

o EEELLTOJAVLTWVWEBHMENHYZXT,

L EEINEZCRZBEBRALIY,



PBIBETATVTAT4—TANA 5—DRE
I $ oc apply -f </path/to/CR>

R

CRHOFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF& &, T DEE
BELTEEEDY A,

2. OAuth == h—=O Vv ERR/LET,
kubeadmin 1 —H'—AHIRINTWBRY., oclogin A¥v Y NiEk, h—IVZEIFTE3
Web R=JICT IV ERTBHEICOVTDIRRZRHLE T,

Web AV Y =D IDR=IIZT VAT BICIE. (?)Help » Command Line Tools -
Copy Login CommandIiC#$&1L £ 7

AT B =V U EELT, V53R —ICATA VY LET,

I $ oc login --token=<token>

pa )

OpenlD Connect 74 T~ 7 4 7 4 — 7 0/34 4 —H* Resource Owner Password
Credentials (ROPC) Grant 7O0—% % /R— K9 3HBEH, 1—HF—HKE&/XZRT—FK
EHEALTCOVAVTBIENTEERT, 7A4TYTAT4—TANA5—D
ROPC Grant 7O—%BMICT 2FIRERITT 22UV ENHDHFENHY T,

OIDC 74 TV T 4 T4 —F0O/\4 ¥ —% OpenShift Container Platform TF&E
L7z, UTFoax Y REFEALTAYA VY TEET, Z0BE. 1—H—%F
ERRT—ROAANKRHZ 7OV TIHBHINFET,

$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>

4, A—H—HAEBICOTAVINTWEIEEHRAL, 2 —HF—Za2RTLET,
I $ oc whoami
798 Web VY —ILEaFR LETFAT VT4 T4 —7ANA Y —DERE
CLITIER Web AV Y — I EFBLTCTPATYT14T14—70ON1 45— (DP) #%EL T,
Gl s

o VISRH—EBEEFELLTWeb VY —IICATA Y LTWERENDHY T,

FIR

1. Administration - Cluster Settings I[CF81L £,

2. Configuration ¥ 7T, OAuthz#7 ) v o LET,
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3. Identity Providers 22> 3>V T, Add ROY 740U X Za—mST7AFVF14F574—70
NAT—%BRLET,

pa 3

BEOIDPALEXT2Z LR, WebAV Y —ILTERDIDP 2#IEET BRI ENTE
i-a_o
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H$£8E=E RBACHEAHICLEBZNRN—Iv I avorEES LUEH
FE8E RBACHDERAICLBZ/NN—ZI v avyDEERSLVOEH

8.1. RBAC O#E

Role-based Access Control (RBAC: A—JLR—ZX 7V 2RI A 7y MME, 22— -0V
P RNATRHAEDT I aVERTTEZIENHFTINEINEINERELET,

ZhICEY., TSy RN T7 A —LBEBERISRI—O—IULELUNNI VT4V J%FHERLT,
OpenShift Container Platform 75 v R 7 # —LBARB L VTRTO O I hADEREDT /R
LN EH2DA—F—%ZH#ETEEY,
MARERO—ANO—NLERM VTV TEFERLT, 7OV M7V ERATE S 1—H— %l
TEEY, BRI EIFERDIFIEBTHDZEITFRLTLKEI W, RBEE 7O a v EETTS
A—HY—DFATUT4 T4 —DHFNCLYBEREICEEL TVWET,

AU TZEALTEEINEY,

BAA T b B4

L= ATV MDY NTHAINATWEEEADOEY Ml 21— —F /B Y —ERTH
7> hHPod D create AT TE 2N ED DY)

O—Jb =lbDaALv>ayv, A—H—8LVCTIN—TE2#EHOO—IVICBEEMITLY, /N
1V RLEYTEET,

NAVTA4VT A—LEEALEI—Y—/JIL—TEOREMITTT,

2DODLRIVORBAC A—=ILEBEELUNA VT4 VDRI EFIELET,

RBAC L X)L Bl

275 X4 — RBAC TARTO7OY Y NCEBATREAO—ILBLIUONA VT4V ITYE, 95RY—
O—NIZISRAY—2EKTHEEL, 25R9—OA—IWVDNRA T4V T IZIS5R5—
O—)IDH%ES|TEET,

O—AJL RBAC MENTOVIY MIADO—THREINTWEO-ILELCNAI VT4V TT
T, O—ALO—I) IZE—TOVII FNOAICHEEL, O—ANLO—ILDONRA VT«
VRIS RS —O—IsLon0—AlO—IIOmA 2SBTIET,

PSRY—DO—IVINA VT4 VT VSRAI—LRIVTHEETEZNA VT4 V7 TIHA, O—ILN
AVT4v7@F7adz 9 NURLVLTHEELET, A=A\ M VT4V Jik, 7OV MLRILTHE
ELEFT, V75R9—Dview (RER) O—iE, 1—H—»H,7OV I FERFTEZLO0-HILD
A=A VT4 VT EFRBLTA—H—IINNM VY RTIZRENrHY FEY, O—H)LO—-IE, 752
H—DO—ILHIREEDIRRICHERNRA—Iv o300ty NERELABAWVWGEICOAMERT 2RENDH
YEd,

ZD2DDLRILOSRZERBICLY., O—HIO—)ILTENTOS Y NRNOHARY YA XHEEEIC
BB—AT. 75R9—O—)Lic&3EH O/ NETOBFMBENTEEICARY £7,
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EEEIC, V2RI —O—ILDONA VT4 78L00—ALa—ILONA VT4 v ITNMERINE
I, UTFICHERLET,

L. 759 —2FD "allow" L—ILHBAFTvoInET,

2. O— ALY RENE "allow" IL—ILDBAFzv oI hEd,

3T 74N IMTEELET,

BILL.T 7N bMDYZARY—O—IL

OpenShift Container Platform (Z1&. 7 5249 —24 T, FhiFO—ANMICa—HF—-BLVPTIL—TIC
NAVRTEBZTI7AILMDYISREI—O—ILDEY RAEENET,

BE

TI7AINMDISRI—O—IEFHTERIT DI EIFHREINFEA, TOLIARY
AT LAO=IANDER|E, VSRY—DEBICHEELRLKRBZELHY £,

FTIAINEDIS B

A4y —0O—J

admin IOV M Rx—Vv—, O—HINA VT4 VI THERINSHE,. admin (i
&, 7OV PROITRTDY Y —RAERRL, 74—9UADY YV —2ADTAX
TDYY—R%EERTIHERIGHY T,

basic-user 7OV MLV AT I DODVWTOERMARBERENECEZ1—H—TT,

cluster-admin ITRTOTAV IV M TIRTODT IV aVHERITTCEDLR—/N—21—%—T7,
O—ANA VT A VT TA—F—IINA VY RINDIFEIE, 74A—FICHT 7L
REHEHS LT TOV T NROITRTOY Y —RIC/TDZIRTOT IV a3 v EET

TEET,
cluster-status BRI SR —DRAT—Y AEREZPSTES1—F—TY,
cluster-reader BEAEDF TV MBS FELIIRRTESDD, BETIALI—H—,
edit 7OV RDEEAEDTOV IV M EEETESN, A—LEFLEINA( VT4V

JERRLEY, BEERELAYTIHELAFAVW1—Y—TT,
self-provisioner MBEO7OY ) MEEKTEZ1—%—TY,

view TETIHVWEDOD, 7OVIVMNTCIEEAEDA TV NAERTEZ I —H—
T, bl O0—IFLENM VvTavIERRLEY, ZELAEYTETEHA,

OA—AWNA YT AV TEDSRI—NA VT4V TIZDODVWTDEWIEELTLCEIL, O—AILD
O—INA V54 VT %FEEALT cluster-admin O—J)L& 21— — |/ Y RT B[S, ZD1—H—
NSRRI —EBEDRHEAFT O TVLWAELDICKRTIINE TN, EBICIEZI> TEHY FHA. —A.
BESOVIY MINA Y RENS cluster-admin 7 S AY—O0—J)LixzZz07AY T hODR—1—F&
BEDL D RHEELIHY, V5RAY—0O—)badminD/X—I v avafdE535EN. L— M RER
ETHEREDODVWS OHIDBININ—I v aveERMHELET, —A. cluster-admin 70 x5 b
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DA—HF—IINA VYV RTBE ZOTAOVIY MIOABRMBRRA—/IN—BEBEDOERI N ZTOI—H—IC
H5EINEzT, TO1I—H—FI5 X9 —0O0—)badmin D/X—I v > avaEHTZIEHN. L— MR
EIRET HHEERED, TOTOVII MIDVWTOWK DHDEBIMN—I v avaFEEd, 0D
NAVTAVTIE VRI—BEBEIINA VY REINDISRY—0A=INNAVT1a VT AREK
RLAEVWWeb VY —=ILUIZFED ERHIVICKCARYET, L. Thidk, cluster-admin =0 —
AIVICNA Y RTBDICERTZ20-HILoO—INNA VT4 VT )AMNKRRLET,

PSR —0O—=)b, V7SR —O—=ILDNNA VT4 >F, A—ANLA—=ILDNNL VT4 VT, 1—
e TI—TELIOCHY—ERTHD Y NOBRIZUTICEHBINTWET,

— Q
faYa

A

A

A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project
pToTTTTTTT A Z0 | Z0 A A A
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

Digk

==
[=]

get pods/exec. get pods/*. B LU get* IL—ILiE. O—ILICERINS & RTHE
RaM5LET. MERORAZERAL, 1——BLI—Y Y MIRBRER
&/NRD RBAC HERDAZEIY B TEY, sFillld. RBACIL—ILIC K 2 ETHERD
Al 2S5 BRLTKEIL,

8.1.2. BRI D
OpenShift Container Platform (&A% {#MH L TERAIZFMM L £ 9,

PATYTAT4—
A—F—ABIZI—F—RETNL—TD) Rk,
rTorav
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e OV IMTIVERTZTIOYIY N, TOAVIY MNIEBIMDT /) T—2 a3V EED
Kubernetes namespace TH Y, INiZLY, 1—H¥F—DI3Ia=71—IF feOII2=
T4 —ENBINRETHBOOA YT VY ERMR L. BETEEY,

e HEjF: get. list. create. update. delete. deletecollection. Zx7-|d watch 72 & D7 ¥
v a v Bk,

o VY—RZ: TFTUVERATBAPITY RIRA Vb,

NA VT4V TOFMA) AN, O—ILERF D DI—F—F @G VI —TEOREERN T,
OpenShift Container Platform (LA TFDOFIEZFER L CTERAT ZaH1E L £,

L. PATYTAT4—B&L07O0YV T NCRO—TEHREINLET IV aviE, 2a—F—84&0
TNOEDTIV—TICERINZTRTDONA VT4V T 5RBLET,

2. N VUTFTAVTE, BRAINDITRTOO—IILERDIFZ-HICFRAINET,
3 A—J)LiE, BEAINZIARTOIL—INERDIFTZEHDICERAINET,
4, —AERDIFBEDHIC, 722 avdAgIL—IIicd L TFzvIINET,

5, =3 2IL—IHBARIODLRWNGE, 722aviET 74 NTHEEINET,

g

A—H—BLCTIN—TIE—EBICERHOO—JVICEEMIFY., NA Y RLEZYTESZZEICEBELT
CIEEW,

7OV MNEEBEZEIICLAFERLTO—ALAO—ILEO—DINA VT4V TERRTEZXT, 2h
IZIE, ZRZ7hoo—IAREERMITONZFHHEELIN)Y—ADI M) VADNEEFNET,

BF

7OV NEBEIINA Y NINZ VSRS —O—E, O—AINA VT4 VT
£oT7OV Y NRTHIBRINZE T, Ihid. cluster-admin F 7zl system:admin
IS5 INE VTR —O—IDEDICVTRY—2EFTNA Y RINBRTEHY F
A,

PSR —O—)LiE, V75AF—LRITEHINDZO—ITITN, V75R9—L X)L
FE 7O MLRNILOWTNNTNN, Y RTEZET,

8.1.21. V5 A4 —O—ILD&EEt

T 7 A JU MDD admin. edit, view. cluster-reader 7 5 X9 —0O—JLTld. VA —O—ILDOEH M
HR—MINTHY., FO—IIEFHRIL—IVIEREFICEIMICEFRFINE T, T O#EEIL. ARILY
Y — A %&{ER L T Kubernetes APl 23R 258 ICDAERETE XY,

8.2. 70 U M LU NAMESPACE
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Kubernetes namespace l&, 7 XY —TRI—THRET DA N =X L%ZRMHEL LT, namespace D
L. Kubernetes RF a2 XV b ZSRBL T LIV,

Namespace IFATO—BORI—F%RHEL £,
o ERNNLMBDERZEITZLHODEFIMNE) Y —X,
o FHEINDI—Y—ICREINLEEER,
o J3Ia=71—)Y—RDBEEFIRYT DHLEE,

VATLRDREDA TV Y PDRAD—F1E namespace THREINFTH, —E/ik/ — RKP1—
H—%EH, BRAIN, namaspace NEREINFH A,

IOy b IXBIDT / T— 3> %D Kubernetes namespace TH Y., BEI—HF—D) YV —2R
ANDT IV EANEBINZHOHAFETY, 7OV MIA—H¥—DaAIa=71—PDI3I2
—Ta—ERUYBELTIY T UV ERERL, BEBEITLIEEFALEY, 2—HF—IiE, BEEIC
£oTTOY I MADT IV EZADPMTEINZBENH Y., FAIINZBEEF IOV U MEERT
X, ThoOMBEO IOV MADOT IV EANBEFMNIFSINET,

7OY ¥y Mk, 3MED name. displayName. & & U description #52ETXZ 7.,

o YEMname 7OV TV hD—EDHIFTHY., CLIV—ILZFLIZAPI 2 FEHT BIFAIC
BHERRINET, EGAIDHRARIE 63XFETT,

e #7713 ®d displayName (£, Web AV —ITOFOY ) NDRRAEERLET (T
7 # )L ME name ICEREIND),

o F7FL3v®ddescriptionilid, 7OV DI SICEHEMARKAFERATE, IhEt Web 1
YY—ITRERTEZEY,

&0z MI. LTORBDOEY hOROI—T52FZELF T,

Ty b ShBA

Objects Pod. ¥—EX, L) r—Yavarybo—5—1,

Policies A—H—HPF TV MITLTTIaVERITTEDD, TELLNICIDODVWTOD
)l/_)l/o

Constraints FIRABRETEDTNTHOEBEODFT 7V b DI +—4,

Service HY—ERT7HAD YV MNE, 7O NDOF TV MADIREINLZT VA THE

accounts BIICHEBEL £ 9,

9525 —EBEFTOV LY PEFRTE, JOV Y FOBBEERELI—F—I132=5 4 —0
EBEOAVNA—CRETEET. V525 —ERER, BREEMRAOTOVI ) MEERTEIES
HATEET,

BRRESIVOEEHEIL. CLFEAEWeb VY —ILAFERALTIOY T NEDREELETTEE
_a_o

83.774/)NTOTVIY K
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OpenShift Container Platform ICIZT 7 # )L D7 OY =V M HZEE TN, openshift- TIHEE % 70O
VI MIA—H—ICE>THREEBEIIRYET, ThonFOY Y ME, Pod &ELTRITINEY
RY—AVR—RXVNBIVMDA VI ANV Fr—aVR—RV MERZA M LFT, Critical Pod
7/ T—av ERFDINSO namespace TEMR I NS Pod (& Critical (BEE) & AR I N, kubelet
ICEBT7RIy Y a Vv RIEINET, TN 5D namespace DY RAY—IAVR—3 Y NBILERI O
7= Pod IZI&. § TIC Critical DY — I BT IF SN TVWET,

pa 3]
7 7 #JU k namespace (default. kube-system. kube-public. openshift-
node. openshift-infra, openshift) DL FNMMTIER I 1u7z Pod I SCC &Y H T3
ZEIETEEFHA, TN 5D namespace | Pod F/2ldY—ERARTT 57<DICER
THIEWETEE A,

84. 7 7R —O—IELUNS VT 1V JTDRR

ocCLI T ocdescribe ¥V RAEFHLT, V7S5R9—O—IELUONA VT4V ITBERRTEE
£

AR
® ocCLIAMYRARM—ILINTWS,
¢ VIR —O—IBLUNA VYT A VI aRTTB/N—IvaVveERELET,
PSR —RKT/INA > RINT cluster-admin D77 4 )L bD Y SR —O—)LEFDI—H—IL,

VISR —O—IBELIUVNA VT4V ITDRFREZET, IRTDVY—RATOITRTDTIaveEE
TTEEY,

FIR

L 95 29—0O—-ILBLVENSDEEMITONIZIL—ILEY NERRTBICIE. LTFEETL
i’a—o

I $ oc describe clusterrole.rbac

H A B

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]
imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]
imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]
secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]
buildconfigs/webhooks 1 1 [create delete

deletecollection get list patch update watch get list watch]
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buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]
rolebindings [ 1 [create delete
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86

deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale 1 1] [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 I [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
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deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]

subjectaccessreviews 1 [ [create]

subjectrulesreviews [ 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate i [ [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io i [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]

builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]
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routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 1 [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status 1 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]

resourcequotausages 1 [ [get list watch]

rolebindingrestrictions 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/log 1 10 [get list watch]

deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]

controllerrevisions.apps 1 1 [get list watch]

rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]

builds.build.openshift.io/log 1 1 [get list watch]

imagestreams.image.openshift.io/status 1 1 [get list watch]

appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]

imagestreams/layers 1 1 [get update get]

imagestreams.image.openshift.io/layers 1 1 [get update get]

builds/details 1 1 [update]

builds.build.openshift.io/details [ i [update]
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Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews 1 1] [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] 1 [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I 1] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. BEOO—ILIINA Y RENA——BLPTIV—T%RT. V59 —0DO—IL/N( YV
TAVIDREDEY N%ERRTBICIE. UTFEERITLET,

I $ oc describe clusterrolebinding.rbac

Al
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:
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Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace
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ServiceAccount default openshift-machine-api

85.O0—AHIDO—IL/N\ VT4 VITDERE

ocCLI Cocdescribe A RAMHALT, O—AHNO—ILBLUONA VT4 VT AERRTEZET,

AR
o ocCLINMVYARAM—=ILINhTW5,
o N—AINAO—ILELUONA VT4 VI BERRTDIN—IvaveEREBLET,

o USRI —2TNNA Y REINni cluster-admin DF 7 4L DY SR —O—JLEED
A—H—E, O—ALO—=—LELUNRI VT4 VITDRREED., IRXTOYY—ATD
TARTCDFPHIIavVEEFTTEET,

o O—ANICNA Y REINmadminDTFT 7 A DI SRY—O— I EaFHEI>I—H—IF, *
oAz hoO—ILEBLUNM VTV IERRL, BETEET,

FIR

L BEOCZOV Y MOKZREOO—ILIINA Y REhEA—H—BLVPTIL—T%2Rd., O—5
LOO—IINA VT4V TDREDEY NERRTBICIE,. UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avzs boO—AlO—IbINNA VT4 VT ERRT RIS, -n 7555072 RICE
mLEd,

I $ oc describe rolebinding.rbac -n joe-project

H A B

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers

Labels: <none>

Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...

Role:
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Kind: ClusterRole

Name: system:deployer
Subjects:

Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

86.O0—)LDOD1—H—A~ADENM

ocadmBEE CLIAZFALTA—IBLIUONSI VT4 Vv TAEBTEZET,
O—EI—HY—FLIFETIV—TICNNA VY RTEH, BINTEIEICEY, ZOO-IIL>TRHEX
N7 AN ZQOI—HY—F@FIIL—FITFE53NET, ocadm policy A7 KEFHERAL T,
O—ILD1—HF—BLOTIL—TADEMNM. FhFx1—F—8LVTI—THS5D8IRETO T ENT
XX,

FIAILMNDISRAY—O—ILDITARTAR, 7OV NROO—AILI—HF—FETIL—TIT/ 4
VRTEZY,

FIE
L O—lEaEEE7ovzy b2 —H—(IBMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>
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feEzlE, UTFERTLTadmin O—)L% joe 7OY 7 b®D alice I —H—ITEBMTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe

7
Frld, LFOYAML Z @B LCA—H—ICO—J)LZEBMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

CHEATOE—ANA—INA VT4 VTR L. BINORBZER LT T,
I $ oc describe rolebinding.rbac -n <project>

fcEZIE joe 7OV hOO—ANO—ILNNA VT4 VT ERRT BICIE. ULTFEETL
9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice 11—+ —7' admins RoleBinding IEMI N TWE T,

8.7. 0—A/)O—ILDERK
JOovz/ boo—AO—ILEERL, IhEI—HY—IINA VY RKTEET,
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FIE
L 7avzy ho0—AlO—ILEERT BICIE. LTFOaATY REERTLET,

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
IOARY FTUTZH/ELE Y,

® <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAYT2FHADIVYXPYDY A MTY,

e cresource> O—J/LABEAINS!) YV —XTT,

® <project>(7O0Y TV b))

TcEZIE, 22— —N'blue 7OV TV FhTPod 2BETE3LDICTH0—HO—ILAE
KT BICiE. LTFOaYY REETLET,

I $ oc create role podview --verb=get --resource=pod -n blue
2. FRO—INZE1—F—IINA 2V RTBZICEF, UTFOAT Y FZERTLEY,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

88. 75224 —0O—ILDVERK
PSR —O—ILAERTIXET,

FIE
L 952249 —0O—I)LAaEHRTBICIE. LTFTOOAT Y RAEEGFTLET,

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ZDARY RTUTZHELE Y,

e <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAT2FHADIVYXPYDY A MTY,

e <resource> O—JLAERAINZ Y)Y —ZXTY,

frEZlE, A ——HDPod 2BETIBLIICT BV S5R9—O—ILEERT BIC1E. LUTO
AV REZETLEY,

I $ oc create clusterrole podviewonly --verb=get --resource=pod

890.0—ANO—INNA VT4 DATVR

LTo#REAFERL, O—HLoO—IN\A VT4 VI TOI——FFTIV—TOEEMIT N
O—J)LEEETBEIC, AV IV MI-NnT7STTIEETEEYT, ThAMEEINTLARWEEIC
X, WEO7OS ) MFEARAINET,
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O—AJLRBAC BEEICUUTOIOYY RAEFHTEZEY,

x81O—AhoO—ILnNA VT4 TE8E

av vk B

$ oc adm policy who-can <verb> <resource> DY =/ LTT7 o> avaEEFTTCER1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> BEINAO—ILEZREOTOY Y NDIEEL—

<username> P—IINAI Y RLET,

$ oc adm policy remove-role-from-user REOCTOY 7 hOBELI—Y—DLIEBEINE

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOYV Y MOBEI—HY—&. TOITART

DAO—ILZHIRLET,

$ oc adm policy add-role-to-group <role> BEINAZO—LEREOIOY Y NOEBES
<groupname> W—FITRA VY RLET,

$ oc adm policy remove-role-from-group REDCTOYV Y NOIBEITIV—THLIEEINE
<role> <groupname> O—ILZHIBRL £7,

$ oc adm policy remove-group <groupname> JRED 7OV I MDI|BEII—TE. TDTART
OO—JLZHIFRLET,

810. 7S A4 —DAO—IINAVFq4vFa<v R

UTOBREEZFEALT, 7R9—00—IN\A VT4V TEEETEET, V53R —0O—LRA
YT 14 V7 IE namespace ZFERALTWAWY Y —X&FRHT 2720, -n 737X 5DREICHER
INFEtA,

K82USRY—OO—INRA VT 1 T E

avw vk Bl

$ oc adm policy add-cluster-role-to-user BEINAO—ILEISRI—DITRTOTOD T
<role> <username> P hOEBEI—HY—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—ILEISRI—DITRTOTOD T
user <role> <username> I NDEBELI—YF—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group EEINAO—ILNEISRY—DITRTOTOD T
<role> <groupname> JRNDEBEITIV—TITNRA Y RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IEISRI—DITRTOTOD T
group <role> <groupname> I NDIBETIV—THSHEIRLET,
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81. 7 5 X5 —EEEDEMK

cluster-admin B—JLiZ, 75245 —Y YV —XADEEME, OpenShift Container Platform 7 5 X% —
TOEBELANIVDY R ZRTTBLODICHETT,

AR EH
o VSRHA—FBHEEL LTEERET DI —%/EHMLTWVWS,

FIR
o 1—H—%JSRY—BEELLTERELIT,

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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8592 KUBEADMIN 1 —+'—DHIkk

9.1. KUBEADMIN 21—+ —

OpenShift Container Platform i&, 41 Y2 k=L 7O ADTET#ICY 5 29 —EEE kubeadmin %
ERLZE T,

ZDa—H—ITIE. cluster-admin O—J)LAABFMISERAIN, 01— —IEV 5 A H—D root 1—
P—ELTHBRINET, NRT— RIFBIWICENR I 1. OpenShift Container Platform BRIZICX L T
—BTY, 1 VAM—IDRTRIZ, RAT7—REA VYR N=LTO7SLOENTREINE T, MU
TICHERLET,

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. KUBEADMIN 1 —H'—DHIf&

TATFVTAT4—7TANA Y —%EFEEHL. FB cluster-admin T —H— &R L-BIC, V5 RY—
DEF1) T4 —%8ET B4DIC kubeadmin ZHIRTEE T,

Digk

==
[=]

B D 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 355, OpenShift

Container Platform IFBA4 YA =)L I NDZRELIHY F T, OOV REPY
BETZEIIETEEHEA,

AR
o 1DUEDTATUTATA—TANA T —5BRELTELKBEIFHYET,
e cluster-admin O— /L&A 21— —(CEBMLTE L DBELHY T,
o TEELLTOFAYLTWBABMRENHY FT,

Fia

e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system
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FIOEHY—ERT7HY Y NOBES L OERK

101 H—EXT7HT Y NOBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container
Platform 7hDU Y T3, Y—ERT7HO Y NI TOP I MIBFEETDAPIA TV Y MNTT,
H—EXRT7HD VM, BELI—HY—0ORMEREHEEBETICAPI 7V 2R &HIET 2R AL FEE=R
#®LEY,

OpenShift Container Platform CLI £7zld Web >V — VAR T 3546, APl h—2 VIX APLIZHT

A TVWEY, AVEAR—XXV MEY—EX7AT Y MIEEMT, EBE1—HY—DRIEREFEH
BTICENODNAPIICT VERATESLDICLET, EAE Y—ERXRT7AHV Y MILY, LLFAH
BEICRY ET,

o L7 r—arvaryhO—3—5"Pod ZEKT 20 HIRT 27HICAPIFUH LE2XETT
%)O

o JIVFF—HDT7 ) r—a Vs REBENTAPIFUH L EETT %,

\

o NEF7 SNV r—a N EZY—FHIIBEESENTAPIEVE LAEETT 5,
BY—ERT7AYY NOIA—HF—ZIE, 2070V NBLUVLRINSORELE T,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—TDAVIN—TEHY F T,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BH—ERDT7HIY MIE 220 —2 Ly MABENICEZTNE T,

e APl N—4 v

® OpenShift Container L ¥ X b Y —DEREEIER
ERINDAPI M=V E LY RARNY —DRIEBERISEBRINICARZ Z EIEHY EFEAD, P—0 L v
NEHIBRT D ETRYBTIENTEET, P—I Ly MBHIBRINBE E, FIEOY—2 Ly MDY E
BERIN, ThICESH#EDY £,
102. b—ERT7HI Y NDOVERK

H—ERT7HAV b ETOS T MTERL, ThEO—ILIZNA Y RTBIETRN—I v avaft
5TEFEY,

FIE
L A7Yav:y—ER7HAO Y NERED IOV T N TRERTBICIE. UTEEFTLET,
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I $ oc get sa
B

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. IR —ERTAO VN AREDO IO NTERTDICIE. UTFAETLET,
I $ ocC create sa <service_account_name> 0

Q MOTOYVI NTH—ERTHI Y Na{ERRT %ICIE. -n <project_name> Z157E L £
—a—o

H A B

I serviceaccount "robot" created

Bk
F/zld. LTOYAML # @R L TY—ER7HO Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AT av—ERT7HO VMDY= Ly hAERRLET,

I $ oc describe sa robot

o
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-qzbhb
Tokens: robot-token-f4khf

Events: <none>

103.0—I)LAEH—ERT7THDO Y MIGE5T 54

A=)zt —EXT7 AV Y MINETZAER. O—LZBE1I—Y—T7HO Y MINS5TEHEER
DT\‘—a—O

100



F10BH—EER7HhY Y FOBES L UCYERK

e WEDOV TV MDY —ERTHI YV NEEETEEY, /z& zldE. view O—JL % top-
secret 7O TV hD robotH—ERT7HDT Y MIBMT 3ICE. UTEEFTLET,

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

g

Fld. LTFOYAML @A L TA—JILZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o 7HOERETIOVIYI MDEBEDY—ERTHU Y MIfG5T22EETEET, &EXIE
H—EXRT7HI VMBS Z IOV MHS, 27575 FEH
L. <service account_name> #EEL 7,

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

B> b

BF

TOC T NOBEEDH—ERAT7HY Y NMITIERANETE2REAHDIIES
ICIE, 2750 %ERALET, COT7T7A5FHETBEIICLY., 7OEADTE
EINY—ERXRT7HO Y NOAINFETEZIENTEET,

Flld. LTFOYAML @A L TA—J)LZEMTE XY,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

101



OpenShift Container Platform 4.12 Z85F & & U0

o FID namespace #ZET HICIE, -nA TP a Vv EFERALT, UTORICH B L DI, #ERL
DFAY Y bk namespace IEL X T,

o fEZIE, IRTOTOV IV POITRTOY—ERTH V> MH* my-project 7O =¥
PD)Y—2%&RTFTEDLIICTBITIE. UTERTLET,

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

Bk
Flld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o managers 7OV LY hDITRTDHY—ERTHD > MH* my-project 7O o DY
V—RAERETEDLDICTBICE. UTFEEITLET,

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

Bk
Fcld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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FNEFSV5—>a v TCOY—ERT7AY Y hOFHA
ENET7 )5 —2a3a v TCOY—ERT7AO Y NDOER

NLY—EX7HO Y NOIBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container
Platform 7hDU Y T3, Y—ERT7HO Y NI TOP I MIBFEETDAPIA TV Y MNTT,
H—EXRT7HD VM, BELI—HY—0ORMEREHEEBETICAPI 7V 2R &HIET 2R AL FEE=R
#®LEY,

OpenShift Container Platform CLI £7zld Web >V — VAR T 3546, APl h—2 VIX APLIZHT

A TVWEY, AVEAR—XXV MEY—EX7AT Y MIEEMT, EBE1—HY—DRIEREFEH
BTICENODNAPIICT VERATESLDICLET, EAE Y—ERXRT7AHV Y MILY, LLFAH
BEICRY ET,

o L7 —avaryhO—3—5"Pod ZEKT 20 HIRT 27HICAPIFUH LE2XETT
%)O

o JIVFF—HDT7 ) r—a Vs REBENTAPIFUH L EETT %,

\

o NEF7 SNV r—a N EZY—FHIIBEESENTAPIEVE LAEETT 5,
BY—ERT7AYY NOIA—HF—ZIE, 2070V NBLUVLRINSORELE T,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—TDAVIN—TEHY F T,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BEY—EZRDT7HIY MIE. 220Y—0 Ly MIBBMNICEENE T,

e AP h—2o Y

® OpenShift Container L ¥ X b Y —DEREEIER
ERMINDAPI =0V EL VRN —DOFRFEBRIFERINICAZ I & EHY FHAD., ¥—V Ly
NEHBIFRT 2 ETRYBTIENTEET, P—27L v MDBIRINZ E, FIROY—I LY MH'E
BERIN, ChICBEETH®DY T,
N2.772xILbDODHY—ERXT7HT VK

OpenShift Container Platform 7 2 24 —Ill&. 7529 —EBADT 74 MDY —ERXTAHDV K
NEFh, E7OV I MDY —ERT7HT Y MIEBIMTERINE T,

N21L. 7274V MDY ZRY—F—EXTAD Vb

— DA VI ZARNZVFry—AV b O—F—d Y—ERT7AHV Y FREEHREFEA L TERITINZE
T LTFOH—ERT7 AV Y M, H—/"—DEEEFIC OpenShift Container Platform 1 Y 75X b5
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JFv—7O2 Y b (openshift-infra) ICER I, V3R —2FTOUTOO—ILAFEINE
-g_o

Y—EX7HI Vb B

replication-controller  system:replication-controller O —JL2'&Y HTHN F T,

deployment- system:deployment-controller O—/LA'E|Y HTHNE T,
controller
build-controller system:build-controller O—/LAYEIY HTHNFET, X 5IC. build-

controller t—EZX7h DV MME, BHESZDEI K Pod #/ERT 27D
EHEEXF2) T —aVFTFRAMIBAHAETNET,

N22. 5774 b07O 9 NY—ERT7HO Y MELTO—IL
3DDHY—ERT7AU Y MAE 7OV Y NTEEWICERINE T,

HY—ERF7HIV b fHE

builder EJL K Pod TEAINET, ZhiliE system:image-builder O—/L AT 5 X
nEzd., ZOO—ILiE. WE Docker LY A MY —%FAHLTA A=Y %O
TSIV MDAA—=VAN)—=LIZT Yy 2T B EETREICLET,

deployer 7704 A2 b Pod TEAIN, system:deployer O—/L 53 hhEd,
oOo—J)LiE, 7Oz bTcL 7)) r—>aryary bO—5—% Pod #RR L7
Y, BELALYTDZEAAREICLET,

default MDY —ERTHD Y MHPEEINTULWARWERY, ZOMTRTO Pod LT
BDIFERAINET,

7OV bDITRTOY—ERTHV Y MIIE system:image-puller O— LA 5EINET, <D
O—Jbid, AEBI VT F—AX—YLIRNY—%EFHLTAXA—VEAA—IZAN)—LDSTIVY
BIEEAREICLET,

N23. BBEMINZ2Y—EX7HO VY NN—9 V=9 Ly b

Y—ERXRT7HT Y IDMERIND E, TOY—ERT7ATD YV NEHD M=V =0 Ly NBBFMICE
BMINEzT, COV—ERT7AUV Y MNN—=0 VY= Ly ML, BEIMICER I N7z Docker BRE S —
JLw h&EEEIT, WEB OpenShift Container Platform LY A M) —II 9§ 2 EREEICERINE T, &
NOoDEEERINZY—I Ly ME, BOTOFEAICKETZZENBRVEIICLTLEIW, Th
5 ZHF32 D OpenShift Container Platform 1) 1) — X THIRI N 2 A REMELH Y £ 7,
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ENEF7 IV —2a vy COY—ER7HDI Y NOFEH

R

OpenShift Container Platform 411 K YHITlE, H—EX7 AT > MDEMREFIC2 ZFBD
Y—EXRT7AO VNNV =0 Ly MDERINFE L, TOY—EXT7AHT VN
=20V —D L v M& Kubernetes APINDT7 7R ITERAINTWE L,

OpenShift Container Platform 411 LAB%, D2 BBDHY—ER7HO VY M N—=0 0¥ —
Ly MIERIhR<RYFLL, h

i&. LegacyServiceAccountTokenNoAutoGeneration 7 v 7' k) — A Kubernetes
T4 —Fv—T—"DPBEMTA>TEY, Kubernetes APIIZT V2R T 27D —7
Ly "R=ZDHY—ERT7AT Y N N—0 VOEBERIMELEINTWSEEHTY,

ANRICTYyTITL—RLEEL, BEOY—ERXR7HO VYN N—=0 V=0 Ly MdHEl
BRINT., BISHmIMELET,

NA Y RINEY—ERTAI VN N—=OVERETEEHIC. FRINEZRY)2a—LT7—0—FK
AEEMICEAINEYS, 7—70—RNIZEBIMOY—EXT7HADO Y N N—=0 UBREBERFZEIX, 7—7
O—RY=Z7zZAMIEBMOFRRY) 2 —ALEZEBMLET, N Y RINEH—ERT7HIVNRN=2
ik, ROEBRICKLY, Y—ERXRT7AHDVYMNN=2 VD=0 Ly MY ERETT,

o NAMYRINIEY—ERT7HAT Y M N—=2 VICIZEMPBHIERINTVET,

o NAYRINAEY—ERTAD Y MNMN—=0VICIEIR/RI—F—HIEETNET,

o NAYVRINLEY—ERTHI VMM =UVEPod FiF—I Ly MINA Y RTE, NA
YRINEF T MDHIRIND ENA Y RENE M—0 VIFEMICRY F7,

FHlE, RYVa—LOvzsoavEFRALERI Y RIhEY—EXT7AI VNNV VORE %
SRLTCEI W,

FAMYAREDRAPIA TV NADBEMEROBWR—I v DtEF 1) T4 —BEDHFEINDIHE

i Y—EXT7AIO M= =0 Ly NeFEBTHERLT ANV ZRBTEHIEETEZEY,
FE, Y—ERF7HI VM= —0 Ly PO 2SR L TSI W,

BIER R

o NAYRINEY—ERTZAHIVYMNN—=O VDYV I IRNEI, R)a—LTOPzrvave
FEALENA Y RINEY—EXTAV YN N—=VVDERE ZBRLTLEILW,

o —ERFAVVIMNMN=I VY=L y NDERIK, b—EXRTAO YN N=O =Ty
hDER ZZRL TSI,

N3.HY—ERXT7HD Y NDVERK

HY—ERT7HO o NETOV 2 NTEMRL. ThEaO—ILICNA VY RTBIETNN—I vy avaft
EYGEER

FIR
L A72avH—ERT7AV YV MNEREDOTOY I N THRERT ZICIE. UTFEETLES,

I $ oc get sa

H A B
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OpenShift Container Platform 4.12 23L& & U'F20]

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FIRY—ERT7AO VN AREDOTOS Y NTERTDICIE. UTFAETLET,
I $ ocC create sa <service_account_name> 0

Q MOTOYI NTH—ERTHV Y Na{ERT %ICIE. -n <project_name> Z157E L £
-g_o

H A B

I serviceaccount "robot" created

(D S
F/zld. LTOYAML # @R L TY—ERT7HO Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. ATV av—ERT7HOVMNDY—O Ly hAERRLET,

I $ oc describe sa robot

6l
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>
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FREY—FERA7HI Y FDOAUTHIZSM4 7Y M LTOEHA

BREY—ERT7HIYMNDOAUTH IS4 7 NELTODOER

121 0AUTH 75472 NELTODY—ERT7 AUV b
Y—ERXT7HT Y NI OAuth V547V NOFIRINAT7 #—LTHERATEEY, Y—ERXRT7AHD Y
ME—EOERI—H—FERADT I/ EREHATZ2RI-TOHY Ty h&, y—EXT7AT Y ME
KD namespace AN OA—I)LR—ZADHERDAEERTET XY,

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!

Y—EXT7HU Y M OAuth 7 247 hELTHRBY 25%4E:

e client_id |& system:serviceaccount:<service_account_namespaces:
<service_account_name> CT9Y,

e client_secret I3, Y—ERXT7HIVMDAPI h—0VDWITFNHIEIBETETE T, UTICH
ERLET,

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 7+ L P Z2BET 2ICE, Y—EXT7AT Y bD
serviceaccounts.openshift.io/oauth-want-challenges 7/ 7—> 3 V% true ICEXEL £ 7,

o redirect_ urild, Y—ERT7HIVNDT7 /) FT—2aVIl—BIB2RELRHY XY,

1211.0AuUth 7547 hELTOY—ER7ZHYY RDODURIDY ALY b

7/ T—arvE—Ilid, LITD & D ICHEBEEE serviceaccounts.openshift.io/oauth-redirecturi. & 7=
I& serviceaccounts.openshift.io/oauth-redirectreference. S Fh 2 MELHY F T,

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—ATE, 7/ 7—2aVEEWRIVIAL I MUR ZEREET SLOICERATEE
¥, UTFICHZRLETS,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

FEROBID first LUV second RRA N7 4 v 2RI 2DV YA LY MURI 0BT 57=-0I1C
FRHINFT,

ISICEMARETIE, BNR)FI1L Y NURIOATRATIRIBEDHY FT, EAE IL—h
DFRTDingress B EMNEARINDZBELIHZHE LNFEEA, ZDHE

I%. serviceaccounts.openshift.io/oauth-redirectreference. EBEF = FH L 28R 1L 2 b
URI =TT X,

UFICHZERLET,
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY) T4 XINEISONT—IDEFNELH, ChEaifR7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

Z ZTlx. OAuthRedirectReference IZ& Y jenkins & WD) ZHIDIL— N 2SR TEEd, TDLDH,
ZTDIL—PMDFTRTD ingress IFBIME #72I N F ., OAuthRedirectReference DFEHA AR IZLAT
DEHICHRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

1

kind ZZBINTWEF TV DYA TAHBSBLEY, BESTIE. route DHDHYR— K
INTWET,

name (34 7YV FOEZRIEZESRLET, COF TV MIY—ERTHI YV MEEL
namespace ICH B ELHY T,

O ® o

group (A 7V MDITIN—TH2SRLET, L—bDITIL—TFREEOXFITH D7, Z
NEZHDOEFICLET,

JT—2avidEbLnt, BEHLHEAADET. SRA TV M TRHINET—9%F —/—
1RTEFET, UFIEHZRLET,

7
5
"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
first RANT7 4 v R T7/T7—2avaBEMITZEDIERAINE T, jenkins JL— KM
https://example.com O Ingress »'% %3 &IC.  https://example.com/custompath (B & AR I 1
9. https://example.com (FEMEARINFHA, T—/N\—F4 RTET7—9 5HWAMIIBET
272007 #—< v MEIUTOL D ICRY X,
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547 B

2F—A "https://"

KA NS "//website.com"

K— "//:8000"

N "examplepath”
R

RANEDF—NR—=F4 REEETZE, SRINDZA TV FORAMET =4SN
BEI@ELY TN, ChIREZLVEFETIEHY TEA,

EROBXOWThOEAEDES, UTOT7+—< vy NaERALTEITTEET,
<scheme:>//<hosthame><:port>/<path>

BLAT7Vx0 h2BBESRLT. ZFREZRALETEIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZHIDJL— N IC https://example.com @ Ingress H'd %3551
I%. https://example.com:8000 & https://example.com/custompath O AN ENE A BRINE T,

VRERLBFEZFELHDIC. BNTENGTY /T—YavzRAKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\"\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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Jax =r ° ~
BBEXROA-—Tr—UV

BLMN~—=VOROA—TICDWT

2OA—TRHEMN—=—VVEFERLT, X"—Ivoavo—8a2l01—Y—FExHY—EIXT7HI Y MC
FETEFT, LE21E 7OV MNEEED Pod DIEHRIEREZZELAWVWE WFRWEENHY
i’a—o

A2d—HEPM=I VI BEINDZI—H—%HBALETH., ZTORA—TILL>THEDT I ¥ 3
VICHIEEXINZ N—2 > T9, cluster-admin O—J)LAFDI1—HF—DHHNRA—TFX =0 V&
RCTXFT,

2a—7l&, b= D—EDAI—T% PolicyRules Dty MIZ#L TFMEINE T, RIZ. EX
NENLDIIL—NICH LTIy FUIInNExd, EXEMEIE. BMDOEAREDLZDIC"ZEE" OF—YV
SAHY—ITEED LD, ROA—TIL—ILDOVWTINMI—HLTWBRELHY FT,

1311 1—%—2x3—7

A—H—0—7 T, BEINAEI—HF—ICDVWTDBEREMBTAIEICTA—HADEINE
T, TNSWEFA VT Y MR—RATH DD, IL—ILIZBENICERINET,

o user:fulll I—HF—DIRTD/IN—Iv >3 VIlL5 API DRELRFHARMY /EZRAATIER
ZEFR LE T,

e user:iinfo: BRIV I — TR EDI—HF—IIDWVWTDIBEROFANYERT7 IV ERAHFTLZ
-a—o

e user:check-access: self-localsubjectaccessreviews & & U' self-subjectaccessreviews ~®
TORAEZHFALEFT, bk, BRA TV MOEOI—H—ELVITIN—TEETE
#HTY,

e user:list-projects: 1—F—HT7 IR TEZ 7OV TV MY AMNRTT HLHDFHANYE
A7 X% LET,

13.1.2.0—J)LRa—7

A—J)LRAO—FIC& Y, namespace TT7 ALY —INBIBEO—IERLLANILDOT IR &2HE
5ZENTEET,

e role:<cluster-role name>:<namespace or * for all>: {57 X 117z namespace DHICH BV T R
# —0O—Jb (cluster-role) THEEINZIL—ILICZOA—T%FIPRL £,

R

FE N TIOERRDIRAL—MEBEEY, O—LIEY—2L v b,
A=A VT4V, BLVO—IREDYY —ANDT I CRA%ZHFATLET
M, ZORA—TREENRSD)Y —ZAADT IR AHIRTZ2DICEZILIEET,
Zhic&Y, FHLAWIZRAL—YavaEBSIENTEZT, edit2ED
O—J)LIEZRAL—FINZO—IILEARINBVN ENLZWVWTTH, ¥—7
Ly NOT7 7R %=FOA—ILDBEIEIIAAL—2avdrELCET,

e role:<cluster-role names:<namespace or * for all>:!: bang (/) 2525 & TIDRAA—ST
TPIECADIZAAL—beHFTINFTTH. ThUNCIELEOF EBRICAY FT,
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FTUENL Y REIhEEY—ER7AO Y M =0 VDA

FUAENA Y RINEY—ERT7HYO9 Y N N—0 Y DFEH

AWSIAM 2 ED I S RTONA F—DTF ATV T4 T4 —T7 9V ERAEE (AM) Y —ER & DHKEE
MIET BN Y RINEY—ERTHI Y N N—O U EFERATEET,

MBI NA Y RINTY—EXRT7AIO Y MMN=I2IZDWVWT

NAY RINEEY—ERT7AD VN N—VVEFERALT. MMEDY—ERXRT7AHTO VYN N—=0 2 D/N—
Ty avOEEEFIRTEET, INSOM—YVIITRTHY., BEONI Y REAHYFT, Th
IC&Y, Y—ERXT7HTY RO IAM O—ILADEREEE Pod IZX D Y NI Nz —BFHY R EREEIBER D A K
NEZICRYET, R)a—L0OO—F7—3 & TokenRequest APl ZER L T/NM V KXt —
EXT7AODMNDMN—VVEERTEXY,

142. R a—L0—F7—>aVAEFERLENA VY RINEEY—ERTHY
VENN—=OUDEE
R a2a—LDF7A4 AV MAFERALTNRNA Y RINAEY—ERT7HI VY MNDMN =YV EERT B LD
ICPod 88 ETCTE XY,
AIRE 4

e cluster-admin O—J)LA&FEDI—H—E LTISRY—ICTIERATES,

o H—ERT7HIVMNEERLTWS, ZOFIETIE. Y—EXT7HT > NDAFID build-robot
ThHdDIEAFIIRELTUVWET,

FIR

L. A7Yav:Y—ERT7HO Y NORTEAZELET,
BE., CORTYTENA VY RINEN—O DTSRI —HNTOMEBAINDIBRICIINE
HYFEHA,

BF

H—ERT7HI Y NDORFTEEARILDEDICER LBES. UEIOHY—E R
ThHO Y NORITEIIEISIHEI 24 FBEEREINET,

VSR —HDTRTD Pod #FETHEHT S, /—RKoOo—Y v /B2
HERITITDZEICEY, TRTOFFEBICHFLLUNSSI Y RSOV EE
KIBLDICHBITEET, WINDHDDT7 V23V AEERTTBHEIIC,
Kubernetes APl t—/X—Pod D#FriL W) EY 3 Y —ERXT7H D v NRITE
DEBREEHICAO—LTIMNINZOEFEET,

a. cluster Authentication 7 7Y 7 hAfREL F 7,

I $ oc edit authentications cluster
b. spec.serviceAccountlssuer 7 1 —JL K%, BEBELQY—ERXTH VY MRITEDEICHKE
LEd,

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ

m
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@ PEIURLTHIBENDHY. NV RIhi b= Y OREQAE -2 Y OBL
DOREEICHEBRNT ) v X —%Z2RBTETET, T 74/ MNE
https://kubernetes.default.svc TY,

c. EEABEARATZI-OICT7 714 ILERELE T,
d. Kubernetes APl H—/X—Pod DF LW ES a3 A O—ILT7 IO RNINDETHEBET, ¢

RTD/)—KRPEFRVED a VICEFINDIETHOIDI DI HZEIHY EFT, LToav
VREERITLEY,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

Kubernetes API % —/X—® NodelnstallerProgressing AR &4 % B L. §TD ./ —
ROASFTDO)EY a3V THBIE2HERLET, BEFHNERBICETINDEE, ZOHAIC
I& AlINodesAtLatestRevision "ERRxI N F 7,

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

‘D ZOBITIR, BFOYEY 3 VvESIZ12TY,

HAIKUTOL D@ Xy E—IUDNRRINDZIGFEIE. BFHIVETHTT, BosmL %
WKEARITLEY,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

e. A7 av./—RoO—) YV IBREEZRERTTEIN VTRI—HDTRTD Pod %= F &

THEHEFTHIZEICLY., FIEBICHFLWAASI Y RINAE N0V AEERT B LD ICHEF
LEY,

e N—YvyJ/)—RKRBEEBEETLEY,

gk

H
[=]

VSR —THRILT—0O—RZRTLTWBRBEIE. /—K

DO—Y YV /BREETITLHIEIIERELEFFA, NI, Y —
EXDHBEE| S THEELAHZ-DTT, KRbYIL, 75 R
H—HNDFTRTD Pod xFEITHEEIL X7,

J—REIEHICBREELE T, RO/ —RN2BEFHT ZHIIC. /— KNI REIFEATTRE
ICR2FETHLET, /—REBURSTY21—I)LTgEELTRLA Y., BitEl, 8L
Y= FBHEIIDODVWTIE., /—ROEELBRESE 25BLTLEIL,

¢ JSRI—ADITANTDPod ZFEHTHEHLX T,

12



BUBNRA Y FINEY—ERT7AI Y M=V DEA

Digk

==
[=]

DAY KIE, §XTD namespace TEITINTWVWBITARTD

Pod # Y89 270, CHDIAXY RAETT 3 EH—E RN
LEd, oD Pod IFHIRRICESMNICEESHLE T,

UFoav Yy RZ2ETLET,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2. R a—LDEMAZFERLTNSA Y RENY—EXRT7AI Y MDD N0V 2ERT2LDIC
Pod Z8%EL £ T,

a. L FOWNAE% ST pod-projected-sve-token.yaml 7 7 1 L &ER L £ 7,

09

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token g
expirationSeconds: 7200 6
audience: vault

BEOY—ERT7HT Y hADSHE,

N—ovDFTOA XY NEERBZT7AILDIY I Y MRA Y MIRT ZERI/SR,

FFavT, Y—ERT7HAI YV MNN—0 Vv OEMERAMEMTEELET, T

7 # )L ME 3600 # (185 T, 600 (10 ) UL EICT BZREAHYET, =TV
DEMHENZTD 80% #BITWVWBIHEY., P—IJVDERNL 24 EZFBL T
WBIES. kubeletiz h—2voO0—F—>avoRTaEBL X,

73 ve, b=V VOERINARREZRELE T, h—2 Vv DZEAIIX. 2E

BOT7ATYTAT A==V VOBMHROBRE—BITHI BB L. —H
LABAWEERE N—0 YV ZESTI2REN’HY XT. MRIET T 4L MTAPIH—/N—

13
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DHANFICREINET,

R

FHI L AWEE %[5 < 72HIC. OpenShift Container Platform (& --service-
account-extend-token-expiration D7 7 # JL b % true IZ L

T. expirationSeconds DEARID h—I YV DERNS 1FICHRD LD IC
F—NRSARKRLET, CORERIEETETF A,

b. Pod Z{ER L T,
I $ oc create -f pod-projected-svc-token.yaml

kubelet & Pod ICib > T =2V AEKRL, (REL. M=V V%ZEREABRRT 71U/
ATPod i LTHRAEAABEICL, BRHRIGET 2 EN—O Vv Z2EHLET,

33NAYRINEMN—=YVEFERTZT7 Y S—Yavik, O—F—YavEilh—o2>nY)
A—RE=NEBFTIZHELHY T,
N—20 Y DBEMDEBNZD 80% #BETWVWBIHZEY. P—JVDERNL 24 BFEEREL T
W3IEA. kubeletlid h—2v&aO0—5F—va v L ET,

14.3.POD OHAEBT/NNA Y REINEY—ERT7HO Y M N—0 Y DERK

=55

FIR

14

e cluster-admin A—J/LEF DODI—H—E LTISARY—IZITIVEATE S,

o H—ERT7HIVMNEFERKLTWS, ZOFIETIE. Y—EXT7 AT ~DAFID build-robot
ThHdIEAFIIRELTVWET,

e ROOAT YV RAEZEFTLT, Pod DAERICNNA Y RI Y —ERT7HO Y N N—0 U &ERL
i’a—o

I $ oc create token build-robot

H A B

eyJhbGciOidSUzI1NilsimtpZClelkY2M1N4MHRvc2xFNnFSQIA4eGIGYZzVPdAnN3NkhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXIyLnRlc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIBMTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL21zc3VIcjludGV
zdC5jb20iLCJrdWJlcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3LNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
MOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQMyoihn



BUBNRA Y FINEY—ERT7AI Y M=V DEA

t_fQjn-NfnlJWK-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqgewlUKQTMv3HPfiSHIBRqVc2eVsOEIMX4-x-

PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdohzwpg59TTcLROICKISEJgAVEEd13Aa_
Mo-

faD11L3MhUGxw0qxgOsPczdXUsolSISbefs70KymzFSIKkTAn9sDQ8PHMOsuyxsK8vzfrR-

EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

B R
o /—RZEBICBEHTS

o H—ERT7HYI Y NDIERK
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55152 SECURITY CONTEXT CONSTRAINTS OEIE

OpenShift Container Platform Tl&. Security Context Constraint (SCC) Zf#H L T. 75X —H®D
Pod D7 7 AHAZHETEET,

TI7AIWBMDSCCIE, 41 VR M=, BLP—EBD Operator £/ EZTDMDIAVR—FV b aEA v
AR—ILTBEXITERINET, V525 —EWEE, OpenShift CLI (oc) %fEFI L THE D SCC
HERTHIEETEET,

BF

T2 MDSCCIFERELAVWTLKEIWN, T7A4ILMDSCCHEIARAITAXTD
E. TZY M T+ —LAD Pod &7 70OA B % 721 OpenShift Container Platform @ 7 v
T — REFICEENRET 2HEEIHY ET., IS, —HDISRY—DT VT
TJUL—RAIZTIAILNDSCCENTZAILMIYEY hIh, ZhE5DSCCITHT
BIRTDARITA ANBEEINET,

TI7AIPMDSCCEZERTBRDYIC, REICHLUTHBEDSCC ZERBLVEREL
F9., FHLFIREZ. EFXa2)74 -3V TFRAMIWOIER 25 LTEIL,

15.1. SECURITY CONTEXT CONSTRAINTS ICDWT
RBAC )Y —ZAA1—H—T7 VR %&HET 2D ERA LHET. BEZEIL Security Context Constraints
(SCC) AEALTPod D/A—3 v avabETEEd, ChADDP I ERHAICL > T, Pod BE
ITEB702aveT7IEATERY Y —ANMREFYEY, SCCEMAL T, Pod BV AT ALICR
FTANLNDZOICRER Pod DETICEHAT 2RXRHED—EZEETEIET,
EIEH T Security Context Constraints T, U TFAHIETE XY,

e Pod %' allowPrivilegedContainer 7 5 /DM W/ FHEN I OV T F—%2RITTESZ N EI D

e Pod %' allowPrivilegeEscalation 7 5 7 THII N TWBEHE D D

o VT T—NEKRTE DA

o RAMNTFALIN)—OR)a—LELTOFERA

e V7 F—®SELinuxAYTFTF+A b

o OVF+—Da1—4H%—ID

® KX MDD namespace &x Y NT—U DEA

e PodRYa1—L%FETY 2 FSGroup DEIY HT

o HFAIINBEENTIL—TDERE

o VT FT—NMroot 77 AW RTLANDEZAART IV ZREMBEETENEI M

o RYa—L¥4A4TDFER

o FrAXh3seccomp 7O7 7 ILDERE

16
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BF

OpenShift Container Platform M & — /s 2 R — X |Zopenshift.io/run-level 5 N )L % 5% &
LBRWTKEIWN, ZDOINIIE, Kubernetes APl H#—/X—* OpenShift AP| #—/X—
BREDEERAPI VI —TDEEEN %= BT % 7 ICAER OpenShift Container Platform

AVAR—Y NTCEAINET, openshiftio/run-level 5 RNILAERE I N BIHBEITIE,

YR D namespace D Pod I SCC BRI NG, Z®D namespace TEITINET—7
A—NICREESRENEIYETONET,

15.1.1. 7 7 # JL h @D Security Context Constraints

PSR —ITIE. LTFORTERAINTWS L DIZ. 77 4J)L b®D SCC (Security Context
Constraints) "EHEEIFNE T, AL —9—F LT ZDMHD IV KR—F > N % OpenShift Container
Platform ICA YA h—IL T B &, BIMDSCCHA VA M= INBHBEDHY XY,

BF

TI7AILMDSCCIREBRLAWVWTLEIW, TT7FINMDSCCHEHRITAXT S
E. Ty M7 F—LDPod %7 704 B F 72 1% OpenShift Container Platform @ 7 v
TUL— REICBEENRET 2R8EMELAHY £T, IS, —EODISRY—DT v T
JL—KRBIZTT72ILNDSCCENT7AILMIYEY RIh, Th5H5D SCCITHT
BIRTDARIITA ANBEEINET,

T4 IDSCCEZEETBZRDYIC, REICIGUCTHBEDSCC 2EBLVERL
F9, FHLAFIEE. X2V 74—V TFAMHIKOENR 2B LTIV,

#*15.17 7 #JU b @D Security Context Constraints

Security context

constraint (SCC)

anyuid SCC DI NTDHEEEN restricted TIREINFITH. 21— —IFEEDUID &
GID TEITTEET,

hostaccess R MDE namespace ICT7 IV EZRATEE T, TRD namespace ICEIY HTH
N7ZUDBELVSELInux AV TFANT Pod 22T 2MELNHY £,

Digk

==
[=]

Z®MDSCC T, KA M&Enamespace. 7 74 I AT L,

BLUVPDIKT7IVERATEZET, EFETE D Pod ElIFH
DSCCE=FARTBIUNENHY F§, [FHICISEFENNET
—a_o

17
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Security context

constraint (SCC)

hostmount-anyuid SCC MINTDHEE% restricted TIRFELFZITH. RAPDYI Y METRT
LEDEEDOUD B&LUGID &ELTEITTEET,

Digk

==
[=]

ZDSCCIE. UDOEZZHEEMUD ELTHRA NI 74

WORTLILT IV EZATEEYS, FEICIEERENIVET

j_o
hostnetwork RAMDRY M7= BLVRAMNR— M E2FRATEETH,. TRD namespace
ICEIYETO5NAUD LV SELInUX AV TFRXNTPod 2E1TT2HELHY
9,
B
=K

BMO7—s0—RK&=3Y ba—ILTL—VKRXNTET

9 %3541%. hostnetwork ~O7 /X &E|Y K T3 &
TICEBLTKESIY, Oy O—ILTL—YRAKNT
hostnetwork #1727 —70—RIZIZISRY—L
Troot 7V R&FOIA—HF—ERAUCHEENH DO, &
PICEBEBINTVWIRELNHY T,

hostnetwork-v2 hostnetwork SCC E I TWE T A, JRDE WL HY T,
o ALL#gerarTF—D5HIKBRINET,
e NET_BIND_SERVICE ¥4 BRRIIEMTE S,

e seccompProfile (7 7 #JU k T runtime/default ICEEEI N TV &
ERS

e T¥Xa1lF«—VTFTFX LTI allowPrivilegeEscalation % E
&R 20, false ICERET H2RENHY T,

18
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Security context

constraint (SCC)

node-exporter Prometheus / — RI V7 ZR—4 —IZEAINE T,

gk

==
[=]

ZDSCCIE. UDOASHEEMUD ELTHRA NI 74

WORTALICT IV EZATEEYS, FEICIEEERENIYVET
j_o

nonroot SCC I RTDHEEN restricted TIREINFIH. 1 —H—Id root LA D
UD TERTTEFYd, 21— —IFUDAIEBET SN, IVFTF—35V914 LDV
ZJTAMIEBETIHELGHYET,

nonroot-v2 nonroot SCC EE#RTITH. ROEWVWLHY FT,
e ALL#geravTF—D5HIKBRINET,
e NET_BIND_SERVICE 5% BERMICEMTE £ 7,

e seccompProfile (&7 7 #JL k T runtime/default ICEEEI N TV FE
ERS

e T¥Xa1lYF«—YTFTFX LTI allowPrivilegeEscalation % 7E
fER T 20, false ICERET H2RENDHY XY,

19
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Security context

constraint (SCC)

b L UEA

privileged TRTCDOFHES LI VKRR MEBEICT VR TE, FEDI—H—. RO IL—
7. FSGroup. H&THEED SELinux IV FF¥ R N TEFTEET,

Digk

==
[=]

INEIHRLHPRDODPREVNWSCCTHY, V7RI —FEICD

HMEALTLEIV, FEIKIEFEIBETYT,

privileged SCC [FLA T A#EFAI L £ 9,

°
°
°

?

?

120

A—F— Ik BRHEMN E Pod DETT

Pod ICLBHRARTA LI M) —DRY2a—LELTDOYI VK
Pod DERI—F—& L TOET

Pod @ MCS ZNILDERIC & 2E4T

Pod IC& 2R R b @ IPC namespace D&

Pod IC& %278 X M@ PID namespace DA

Pod IZ & % FSGroup Df#

Pod IC& BB 7 IV — T DER

Pod IC& % seccomp 707 7 1 JLDEH

Pod IC & BiBEDER

R

Pod Mf1#k T privileged: true 5% L T%. privileged SCC
NBIRINZ EWFRY FRA, I —Y—ICERERIDH BI5E
IZ. allowPrivilegedContainer: true #*'fsEXhTH Y. BE
BRI AR EEL SCC BRI NE T,



Security context

constraint (SCC)

#5153 SECURITY CONTEXT CONSTRAINTS O&EH

restricted TARTDRRMEEADT 7 EADEE I N, Pod % UID & & U namespace I
YLK TOHNDSELINnUx AV THFRANTETTI2LENHY ET,

restricted SCC IELLFAEEITLE T,

Pod NMEER T TERITINAVEIICLET,

Pod BN RRANTFTAL I N =R 2a—L&ETIVFNTERVWELDICLE
ED

Pod AAFERIICEIY HTONAUDEEDI—HY—-E LTEITIEI L%
BZXRLET,

Pod NERIICEIYHTONAMCS INIVTEITIND I EZEBRLE
ER

Pod AERNICEIY BTSN/ FSGroup TEITIND I EEERLZF
ER

Pod MBI VN — T % AT 2 &I LET.

410 LA D OpenShift Container Platform ™57 v U L —RKINi IS5 25 —
TlE. REEFADI—HY—THNIE. TOSCCEFATEEY, 77 AN
RIS INARWERY ., # L UL OpenShift Container Platform 4.1 LABED 1 >~
A2 h=ILDa1—H—(Lrestricted SCC 2 fFRTE R RY T,

restricted-v2 restricted SCC S AR TT A, ROEVWHAHY £,

ALL #gEA IV T F—DHHIBRINZE T,
NET_BIND_SERVICE #8E = BA/RRIICEMNTE X7,

seccompProfile I£7 7 # JL k T runtime/default ICEEEI N TV &
ERS

t¥aY74—2rF7FZMTIE allowPrivilegeEscalation % 5% E
fRlRY 2. false ICRET HIHENDHY T,

CHIEFRA VA M= TRHEIN, T4 MNCRIEFA2—Y—IERIH
ZEREHIBROELL L SCC T,

pa 3

restricted-v2SCC (3. YRFTAIKT 74 FTEFhTWS
SCCDHTHREFBABLUVWEDTY, L, ISICHIRD
BLWHRY LSCCHERTEERT, L&A

I£. readOnlyRootFilesystem % true (Z#IBR 3 % SCC % {EmX
TXXY,

15.1.2. Security Context Constraints D% E

Security Context Constraints (SCC) &, Pod A7 7 XA TE2tFa 7T 1 —HELZHIETIRES
SURNSTY—TRHREINTVET, ChE5DREIUTOATITY —ICHEINET,
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hFdY— B4

T —IVEIC & B I IDIATDT7 4=V RET 74 b TRLFIROHZEICKREINET, &
#&. AllowPrivilegedContainer A8 S L T WAL 5 EIE, false ICEICEK
EINZET,

HFEAINBZEY MIED  ZOYLATDT74—ILRDPEY MIHLTFzvIIN, ZOEIFITIINSZZ
) 7D EEBRELET,

ANSFU—CLBEE EEERTEANSTU—ABOBERRMTARHELET,
o EEEMTZANZZL

o EBEINLENHFAINZMEDEY MIBTSELDICTEIAHN=I L

CRI-OIZIE. Pod DEAVTF—ICDWTHAINZT 74 NDOHEE) A MDHY FT,

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
AVFTF—RBRIDT 74NN ) A D OHEZEALITH Pod ¥ =7 R b DERE G EMKAE
EXRLEY, 774 MNEMEO—EBEHIRLTY R NEZEETE XY, allowedCapabilities /X5 X —
% —. defaultAddCapabilities /X5 X —4% —, & & U requiredDropCapabilities /X5 X —% — % {§ [
LT, PodDoDZDEIBRBEREHRELET., ChO5DNRASA—F—%FHALT, (FIAVTF—IC

BINT5HVEOHDHEY. EAVTT—DoBUEFLRBRETILEDOHDEDRE)BERTE 2K
BEZEETEET,

pa

requiredDropCapabilities /X5 X —% —% ALL ICERET % &. T TD capabilites &
AVTFT—DOMYRSZIENTEET, Thid. restricted-v2 SCC D#BETT,

~

15.1.3. Security Context Constraints A k57—

RunAsUser

e MustRunAs: runAsUser "SR EINB T EEERLFT, 774 MTEREFAD
runAsUser Z{FA L £ 3, ZREFAD runAsUser [C UL THREEL T,

122



#5152 SECURITY CONTEXT CONSTRAINTS O&H

MustRunAs A =Ry kDl

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange: EFIICEIY HTOHNLEEZFERAL TVWRWEEIL, R/MES L URKED
EEINDIEEERLET, 774N M CRERMEAFEALE T, FAIN2EEDEICH
LTHREELZX T,

MustRunAsRange A =X k Dfl

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot: Pod 7' F A LAAD runAsUser TEEINE 2 &, FAIFUSERT 1 L
VT4 TEAA—DVICERTDIEEEKRLET, 774N MNIBEINEHEA,

MustRunAsNonRoot A =R v k Dl

runAsUser:
type: MustRunAsNonRoot

¢ RunAsAny: 77 # )L MIIEEI N FH A, runAsUser DIEEAEFATL £,

RunAsAny 2 =~y kDl

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs: ERIICEIY ETONAEZHERA L TULWAWESEIC seLinuxOptions N EI 1 %
ZEEEBERLEFT, 774 bMELTseLinuxOptions % FH L £9 ., seLinuxOptions (5t
LTHRIEELZE T,

¢ RunAsAny: 77 # )L MIIEEI N EFH A, seLinuxOptions DIEEAEFFATL £,

SupplementalGroups

® MustRunAs: ERIICEIYHTONAEZFER L TWRWEEIC, PR 1 D0HENERE
INBZEZ2BRLET, 772 MELTRNOEBEDOKE/NMEZFERAL T T, TNTOEHHE
WKL THREEL T

123



OpenShift Container Platform 4.12 23L& & U'F20]

RunAsAny: 77 # JL MIIBEEINEH A, supplementalGroups DIEEZFFAIL X7,

FSGroup

MustRunAs: ERIICEY B TOHNEEZFER L TULWRWEEIC, DA< EE1DDEENEE
INBIEEERLET, 772N MNELTHRDNOBEOR/MEEAFBLEY., RUDEHD
=D IDICH L THRIEELE T,

RunAsAny: 77 # )L MMIIBEINEHA. fsGroup ID DIEEEHFTL T,

15.1.4. RV 2 — L D&

BEDORY) 12—L%A4 T7OFEREIF. SCCDvolumes 714 —JILRAEZRELTHIETEET,

ZDT74—ILRDHFBEIE. R 2 —LDERBICERINDRY) 2—LY—RIHWIHLET,

124

awsElasticBlockStore
azureDisk

azureFile

cephFS

cinder

configMap
downwardAPI
emptyDir

fc

flexVolume

flocker
gcePersistentDisk
ephemeral

gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk

portworxVolume


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#generic-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
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e projected

® quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o *(TRTON) a—LHATOFEREFAYT 25HAE)

® none (¥ RTDRY 1—LY A TOFEMAEENICT BRHRME. RAEBRDBRICOHZEFET
2)

I SCCIIDWTHAINERY) 2 —LDHEINIZRNEY b
l&. configMap. downwardAPIl. emptyDir. persistentVolumeClaim, secret. & & U' projected T
ER

pa 3

HFAIINER) 2 —L514TDY) R ML FIRS 1 7D OpenShift Container Platform
DENYY—REHITEMIND O, BENR)VANTHILEEFHY ZHA,

pa 3

BABEHMEEERT 57, allowHostDirVolumePlugin O£ volumes 7 1 —JL K
DREEF—/IN—F4 FLFT, & xIE. allowHostDirVolumePlugin %' false IC5%E
INTWT, volumes 7 1 —JL RTEHAIINTWSHEIE. volumes 5 hostPath {&
DEIBRINE T,

15.15. 77 K X v ¥ 3 VI

SCCHREINLFTRIvy avHiIlsy, 21— —IIRHEINHEICEDWTY YV —XDFEK
IS BHIEAAEICAY T,

SCCOERTIF, TNIET7RFIvvavyarybOo—>—5» SCCO#ENRtEY NERETSHICT
YTHXFANTHAARASI-—T—EREZRETIEISIEZERLET, ThIZLY, Pod EFZDERIER
RICOWTDERZIT272Y, Pod ICHAT 52— EDHIMNEER LY TIERDPEAONET
PRIy a3V Pod ZFFAIT2DIERTZSCCOEY NEA—HF—TATVT4T714—BLV
A—HY—DBITDIIN—TILE>TREINE T, ILIC. Pod MY —ERTAT Y NEIEET 25%E
. BFAIINBSCCOEY M, Y—ERTAV Y NTTIEATEZHMNEFZFNET,

pa )

FTFOAAAXA Y NREDT—oO—R)Y—R5EHRT DHBE. SCCOWMmEE, FRIHN
7= Pod DI, H—ERXRT7HOY NOADNFERAINZET,

-

PRIy aVEBUTOREEZFEMAL T, Pod DERHNAEF21Y T4 -V TFAM2ERLET,
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. FETE2IRTOSCCERBLET,
2. ERIEEINhTVWAVWEF AT —OYFTFFRAMI, BED T4 —ILREEERMLFT,
3. FIEHREAHFMNICT T 2RENAREARIELET,

FHRO—HT 5y MBREINBIFEIE. Pod BRIFANLONFTY, XKD SCCIC—HLAWEE
&, Pod BMEEINZE Y,

Pod ETRTDT 4 —ILR%ZE SCCICH L THREET ZRENHY T, UTIE. RATILENH S 2
2074 =)L ROFITT,

%% R
INSOBNIE. FRICEIY HTONLELZFERTZ2ANSTY—ICEAEL T,

MustRunAs @D FSGroupSCC A h 55T —

Pod »* fsGroup ID 2 E& 9 2%BE. TDIDIET 7 4L b®D fsGroup ID EE—ICT 2ELH Y F
o €D TRWESIE, Pod ASCC THRIEIN T, JRDSCC HAFMINET,

SecurityContextConstraints.fsGroup 7 4+ —JL KIZ{& RunAsAny 2% Y. Pod ft#T
Pod.spec.securityContext.fsGroup "'&EI N2 &, D71 — IV NZBEMEABRINE T, RIEEF
I, D SCCEREIM®D Pod 74 —IL REIEB L. D/ Pod ZRKMI L2 0REELH D T & ITHFE
BLTLCESIY,

MustRunAs @ SupplementalGroups SCC A b 557 —

Pod ft#h% 1 DLLED supplementalGroups ID 2 €9 5354, Pod @ ID I& namespace @D
openshift.io/sa.scc.supplemental-groups 7 / 77— 3D ID DWINAER—ICT Z2RENHY X
T, TITRWIEEIEX, Pod ' SCC THIEINT., JRD SCC MFHEINE T,

SecurityContextConstraints.supplementalGroups 7 4+ —JU KIZ{E RunAsAny 2% Y. Pod {t#&A
Pod.spec.securityContext.supplementalGroups %= &l8 3 23556, D71 —IL RIFAME AT N
9., MEEAFIC, fthD SCCERENMD Pod 74 —IL RAEEF L. TD7Hd Pod KI5 ATHEMED
HBIEITEFRLTLEI W,

15.1.6. Security Context Constraints DB.LERE

SCC (Security Context Constraints) ICIXBEE 7 1 —IL KAHY, PRIy aryaryhO—>—n
ERRAEZHATIT2IEFICHEEZEXET,

BEIRAIIE 0 (TR e R Y B WEBEIRGI T, nil BEIRALIE 0 X/ XHREDBEIRGEALRINZE
¥, BEIBRLDEWSCC &, EREARKICEY POEHAICBELES,

HAATEEZR SCC DLt Y MSRET 2 &, SCCIIRDAETIEREMITSNET,
. REBEEDOEV SCCHARMICHERSNET,
2. BEEHLIELWE, SCCIHREREFIBRDZVEDHSDARVEDDIBICHEREZ SN E T,
3 BEELHROBANEFLVWE, SCCRAFTY —MINET,

FTI7FIKNT, V53R —BEEIMEIN S anyuidSCC ICIZSCC Y POBEENMEEINE

T, INICLY, IS5 —FEEIL Pod D SecurityContext T RunAsUser 2359 5 Z &IC &
Y, FEOI—HF—ELTPod ZETTEET,
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15.2. ERIICEY YT 5N 5 SECURITY CONTEXT CONSTRAINTS {EICD
WT

7RIy aryvadrybO—>—& INnd namespace DERICE|IY Y TOHN/IEERE L. Pod DL
RIS Security Context Constraints (SCC) Z8&E 9 5 & D IC b 5H—F % SCC (Security Context
Constraint) DR EDFGERH#LEFT., FSCCRAMNSTIV—IFMBDRA NS TV —EFBICFEMINE
T, ZOBE. FFAIIN2HBEIC) Pod AERDBEE HICEFTFINALEZR) —DFFNICEYHTONE
HAERAIN, RTHDPod TEEINDKREID DREDENZREINET,

DLFDSCCICLY, PRIy yavaryhO—7—&, ESEED’ Pod TR TEEINTULWAWZGEILE
BIICEREIN/EEZHRETEET,

1 RDMNFLIFFRKREDZRE I N TV MustRunAsRange @ RunAsUser 2 h 557 —T19,
7 KX v ¥ 3 vk openshift.io/sa.scc.uid-range 7 / 7—> 3 VEARR L CEBET7 1 —IL K &
FRELET,

2. LRJIVHERE I N TL AL MustRunAs @ SELinuxContext A A5 572 —T9, ZPRKIwvwI 3
v |3 openshift.io/sa.sccamcs 7/ T —2 3 VEBRBEL TLANILEZRELE T,

3. MustRunAs ® FSGroup A N5 7Y —T9, 7RKIviarw
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA RRL X T,

4. MustRunAs @ SupplementalGroups A k557> —T9, PRIv> 3V
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA RRL X T,

M7 —XTlE, X2 F4—2VFFR2MOT7AONA I =D Pod ICELITHREIN T LWL
TA=—H—EETITAIIMERELET., TI7AIIMERERXBIRINDZA NS TI—ICEDVWTiIThNE
£

1. RunAsAny & & U* MustRunAsNonRoot A b 57— E 77 4L hDEZREL FH A, Pod
BNRSA—5—E(TIN—TIDARE)EVEETZHEIF. E% Pod THRAICERT 2LED
HYET,

2. MustRunAs (B2— D) A M7V —k, BIERAINZ T 74V MEEZRBLET, &%
i, Z7IL—7ID DFBEIE. Pod TN HBED IDEREET 25ETH. namespace DT 7 #
WRRSA—=9—fEN Pod DT IV—FITKRRINZET,

3. MustRunAsRange & & U' MustRunAs (ZIFIN—X) A kS 7Y —(F, SEOHR/IMEZIRAEL
F9., E—ED MustRunAs X b 57 —DIFED L D IC. namespace DT 7 # ) MBEIZETT
FD Pod ICRRINFE T, BENR—XADOR N TY—DEBOHETRETRERIZE. Ihid
RNICREINEEOR/MEEZIEEL X T,

pa )

FSGroup & & U SupplementalGroups A h 5572 —

I&. openshift.io/sa.scc.supplemental-groups 77 / 57— 3 ~ H* namespace ICfF7E L
72\ 55 IC openshift.io/sa.scc.uid-range 7/ 7—2a VIl 7 A=y O LET, W
THhEFELAWESIE, SCCAERINFHA,

R

FTIAIWNT, P7/F57—Y3VYR—ZADFSGroup A b7V —d, BEET /T—
avORMEICEDKBE—QHEBTHRELEY, L&A 7/ 7—2avh 18 %
FHEBE, FSGroup A M7V — 31 DR/MEB S URAETEEAHRELZET, B
Mo T IV—TF% FSGroup 7 1 —JL RTHFRAIT 2 BN H 2IHEIE. 7/ T7—Yavik
FRALBRWARY LSCCERET DI ENTEET,
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pa

openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 V&, <starts/<length F 7 (&
<start>-<end> XD I VIRPYDTAY I DY A M EZIFANZE

9, openshift.io/sa.scc.uid-range 7/ 7 —>aVIidBE—TOv I DHEZIFANE
ER

15.3. SECURITY CONTEXT CONSTRAINTS Dl
AT DfIE,. Security Context Constraints (SCC) BRE L U7/ T—2 3 v ERLTWET,

7/ 7—< 3 & privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
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- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @
i

Pod " ERTEBMED—ETY., HARLES* IEBOHEZHT LI TN, VR M EDIFE
. WINDOBELERTIRAVWIEZEKRLET,

Pod IC2® %BIMMEED ') A T,

X2V T4 —IVTFRANDHFAINZEEEDHS FSGroup A A5 7V —4 14 FTT,
ZDSCCADT I ERERDIIV—TTT,

Pod M SERYU R HEED Y R hTY, F/ld. ALLEZIBEL TCIRTOMEEZ ROy FLET,
X1V FT4A—OAVFTFRANDHFAINDEEEDS runAsUser A NS F7Y—4914TTY,
X1 )FT4—OVTHFRANDHFAIINS{E%RED S seLinuxContext A A5 7Y —4 14T TY,

X2V T —AVTFRANDHFAINZHEENVIL—T%ESH % supplementalGroups X b 57
v—T9Y,

ZDSCCICTIVERATESR1I—H—TT,

X2V T —AVTFANTHBEIND R 2—L~Y4TTT, ZOFTIE, *IETRTDOR
Jai—L94 TOEREHFTLIET,

SCCDusers 71—l RELV groups 7 41 =)L RIESCCILT IV EZRATEZ1—H—%IBLET, T
TA2IKT, V53R —BEE, /—RKRBLUVEL RO MO—F—ICHEREZ SCCADT VAN
FE5EINFT, BAINLITRTOI—H—ITIL restricted-v2SCCADT7 IV ZANTEINE T,

BAREIA: runAsUser SRE % L 2 WGHE

apiVersion: vi
kind: Pod
metadata:

name: security-context-demo

spec:

securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

AV T+ —F 7l Pod ARITFFICERT 21— — ID ZERLARWVEE., BWRUDIEZD
Pod #/ERd % SCC & > TEAY 9, restricted-v2SCCIET 7 4 ) N TIRTDFREEI1—
P E5EINZH, FEAEDHEEFITRTODI—Y LY —ERT7HT Y NTHAT
X, FHINZE T, restricted-v2 SCC &, securityContext.runAsUser 7 1 —)L RDERATX %
EBEFRL. chET 74 MIRET 570IC MustRunAsRange A b 57V —%FHLE
¥, PTRIv avFS5 04V TIRIOEBHEAZBELRVESD, BIT7OYVT I MT
openshift.io/sa.scc.uid-range 7 / 7—> 3 VERR L CEBE 7 1 — L RILT—9 2% ELF

T IEMICT Y TF—O0 runAsUser (E TRV RELEHEDORINDEEEFLWMEICRY EFT, F
AAEHEETHZDIETRTOTAOT Y MIF TN ThELRZEEIZREINDILOHTT,

129



OpenShift Container Platform 4.12 Z85F & & U0

B RMI7Z: runAsUser SEEA BT 31548

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ BEDI—H—ID #ERY 50T F—F 7l Pod H* OpenShift Container Platform IC& > T
FANSNZDIE, Y—ERT7HD Y MELEI—Y—IZZD1—Y—ID %#5F0 5 SCCADT
TEAMIEINTVEIHEDHTY, SCCIE, EED IDPHEDHBEAICH S ID. TLIFEKR
IKEEDI—HY—ID%HFATLET,

ZDEEE L, SELinux. fsGroup. & & U Supplemental Groups ICDWTHR T,

54.2F2)F4—aVFF 2 MNIKWDIERK

OpenShift CLI (oc) % f#F L T Security Context Constraints (SCC) Z#/EETZ £,

BF

MBDSCC DIEREEBIITERBIETHY., V3 RI—EFRLREILTDHAEELHY
F9, WMEDSCCHDFEHICODWTCERBII’H BHEIE. RedHat i R— MIZHERBEWEDLE
{7ZEW, RedHat HR— hADERAEIT. Y R—MEZFDIAEASBELTLES
W,

AR
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

e cluster-admin O— /LA FD>21—H—& LTI ZRY—ICOJ4 > LTW5,

FIR

1. scc-admin.yaml &\ D &EID YAML 7 71 )L TSCC A2 EEZLZE T,

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:
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type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

473> & LT, requiredDropCapabilities 7 1 —JL RICHEREEFRE L T, SCC DIFE
DOHWEEERYMR ZENTEET, BEIhABEFII VYT F—DS ROy TIhEFT, IR
TOTANE) T4 —%WETSICIE. ALLEZIEELF T, & A 1E, KILL#E8E. MKNOD
HEEE, B LU SYS_CHROOT BEBED AW SCC ZERRT B ICId. LA R&E SCC ATV T/ MTE

mLEY,

requiredDropCapabilities:

- KILL

- MKNOD

- SYS_CHROOT
Pz
allowedCapabilities & requiredDropCapabilities DA IC. #EEABINTE F
' A,

CRI-O I, Docker RF a2 AV M ICEBEBEINTVWERERLC—EOHEDEAYR—MLET,

2. 7740V EELTSCC#ERMLET,

I $ oc create -f scc-admin.yaml

H A B

I securitycontextconstraints "scc-admin” created

o SCCHERINTWB I E&MRLET,

I $ oc get scc scc-admin

H A B

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. SECURITY CONTEXT CONSTRAINTS NOO—J)LR—ZADT7 7 A
SCCIZRBAC TMEXINZYY—RELTEETEEY, ThilLY, SCCADT7IEADROA—T

ERETOAVIIMNELRIZRI—2EKICRETEET, 21— — JIL—7, FLEIY—ERT7AH
VY MNESCCIKEHEIVETSE, VIRY—2FORI—THREINIET,
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pa

SCC %7 7 # )L b namespace (default. kube-system. kube-public. openshift-
node. openshift-infra, & & U openshift) DWFIhMNERLET, ThHD
namespace ¥ Pod £zl —EXDRTICHER LBV TLEI W,

A—ILDSCCADT I A% MMHALITIE, O—ILDEKRFFICsce )V —RAZ2BELET,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

ZhickyY, ULTFToO—ILEEI NERINET,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 6
verbs:
- use

I:] _)bo)%ﬁﬁo
EZEIN/ZO—ILD namespace, IBEINTWARWEEIL, default ICT 7 2L MEREINE T,

SecurityContextConstraints |) YV — 2558 APl Z)L—7, sce MY —RELTIEREIN B
BICEEMICEREINE T,

T EATESSCCDAFDY Y L,

®0 009

1—H—H SCC &% resourceNames 7 1 —)L RICIEET B2 E&HFRATB Y —RTIL—TD
AT

Q, O—JLICERT285ED) R KN,
CDEOIBRI—IAEHEOIO—ANLFLIZIZRI—O—ILiE,. O—INA VT4V TFEIEISTRY —

O—ILINA VYT A VT TINIINA Y REINFH Ty bH sce-name & WD) 1I—HF—FEFD SCC
HERTLHZEAETTLET,

yz o-1o)
RBACIZTITRAL—2avaEBCELIICKRE I TWEAD, 7OV Y NEEET

Ho>TESCCADTIEREMETBZEETEFEA, T 7 4J) MTIE. restricted-
- V2SCC %#&8, SCC Y —RATHE)EE use #FHT B EIEHFTINTUVWEE A,
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15.6. SECURITY CONTEXT CONSTRAINTS OY Y KDY 7 7L VR

OpenShift CLI (oc) A L T, 41 ¥ A4 >~ XD SCC (Security Context Constraints) % @& D AP| 7
TV O MNELTEETEET,

R

SCC A# BT X % & 9 IC cluster-admin #ERD 2 IT XY FH A,

15.6.1. SCC (Security Context Constraints) DX~

SCC DIRED—EZEFT 2ICIF, UTZEITLET,

I $ oc get scc

H A B

NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES

anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false ™"
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false [
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

15.6.2. Security Context Constraints DREE
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BED SCC 1T 2154 (SCC BRI NZ1—H—, $—ERT7AIY hBLUTIL—TEEE) &
XRTEET,

7= & Z 1L, restricted SCC #MRET 5 I1CIE. UTFEERITLET,

I $ oc describe scc restricted

Al

Name: restricted

Priority: <none>

Access:
Users: <none> ﬂ
Groups: <none> g

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>

Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

qp SCCAEAINZA—H—EH—ERT7HIVRE YR MNERLET,
g SCCHEAINZ/IL—T5) R MERRLET,
pa T3]

Ty TIOL—REICARITA XINESCCHEREFTBICIE. T74) D SCCDE
EERELALVTLLEIL,
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15.6.3. SCC (Security Context Constraints) MEIfR
SCC %#HIBRYT 2ICid. UTFEEFTLES,

I $ oc delete scc <scc_name>

P
S F7 4D SCC EBIRT 21/E. ThIRI SRS —OBREBICBERINET,

15.6.4. SCC (Security Context Constraints) DB #T
Bi7Z SCC #B#H$ 2ITId. UTERTLES,

I $ oc edit scc <scc_name>

pa 3

Ty TIL—REICARITA XINESCCHREFTBICIE. T74) D SCCDE
EERELALVWTLLEIL,

15.7. FEE B
o HR—|
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FEPODEX2YTA—T7 RIwva VDR EIE

PodtExa)5F4—7KIv>avid, KubernetesPod T a2 ) 574 —12%# DEKETY, Pod Dt
Fal)TFT4—T7RIvarvaERALT. Pod DEMEZFIFRL 7,

161LPOD X2 )T —F7RIvvarvsdteFaly74—aV7FR
h DFIH

PodtEFal)T4—7RKIv>avpiE#EstXxa)T4—aVFTFAMNOFHIKIE, 2 D0DHIILAD
vhO—S5—IC&>THEIN, BAINET, 22032 MO—5—FHII L THEL. LT O
TREFRALTCEXF2Y T —RYP—%=EFHLET,

L EFa)F4—aVFFAMIKOIY bO—F—I1F, PodIZEIY HTHN/AZSCC (¥
TA—AVTEFRAMIK) &I, —BOEF2VF —AVFTFANTIA—ILREZEET A
BEMELIHYET, & Xl seccomp 7AT 7 A ILHE, FEEFBREINTVWARWEE T, Pod
ICEY HT o7z SCC A seccompProfiles 7 4+ —JU K% runtime/default (Z3&%] 9 31586,
J> hO—5—IE7 7 # )L bE % RuntimeDefault ICEREL £,

2. X2 F4—aVFERA MOy MO—5—1F, —HT B SCCICWLTPodDEF 2
DF4—aVFFAMNERIELET,

3. PodtEFa)F74—7RKIvyarodr bO—>—I& namespace IZEIY HT 5Nz Pod
X274 —ZEEICHLTPodDEFa2) T —aAVTFANEZHRIELZ T,

162.PODEXxa!) T4 —BHELDEX21) T —IVTF R MNEIHODEHS

OpenShift Container Platform (Ci&. KubernetesPod DtzF a2 )74 —T7 RIvi 3y NEEFNFE
¥, JO—/NLIC, privileged 707 7 1 LASEA I N, restricted 7O 7 7 A LA BEEEEICHER
INEY,

JO—N)LPodE2F¥a2)FT4—7RKIv2aryay hO—IILDEREICMA T, HBED namespace ICH
2H4—ERT7ATDVMDSCC TV ERFAILK>T, PodtzFa)F41—7FKIvyarvaryhio—
JLD warn S R)L & alert 5 RJ)L% namespace ICEAT 2V NAO—5—HNEFHELE T,

BF

PSR —RA4O—RD—EE L TEZEINTWS namespace Tld, Pod ¥z Y
TA—T7RIvyavORANERICENICA>TVWET, BREICKHLT, o
namespace CPod ¥ al)F4 —7RKRI v aVvEPAEEMCTEZET, Operator
31— —1ERX D openshift-* namespace IC4 ¥ X h—I)L I N TWBIHEH. namespace T
VSR —H—ERN—=U3a v (CSV) BMERI N, T7 4L NTREADN A VIZRY
9,

J> hO—3—I3 ServiceAccount # 7V =7 hDT7 U 2 AFFA %2R L T, & namespace Ttz¥ 2
D74 —aAVT7FAMOFWEFERLES, X2 74—V TFRAMK(SCO)IE. 71 —IL K
BICEDWCPod X2 T4 —7O7 74Ny TINET, AV MO—F—EIh5OEHX
n70774 )V EFERALET, PodDEF21YFT1—F7 KXy 3> warn & aleart 5 R)LId,
namespace N CHREHEFENT W Pod EF 1Y T4 —7TOT7 7 A ILICEREIN. Pod DIERBFICEES &
BEBEOJIMRELGVELDICLET,

namespace M J NJLAFIF &, namespace O—HIH—ERT7HD Y NOEREZEEL TITbhE T,
Pod # B EHT 5 &. Pod #E{79 21— —DSCCHERIFRINZBENHYET, L1L.
BEI SN AT TIRI—Y—ERIEIEZEEINTEEA,
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BEEPODEXF1YTA—TF7RIvavyOBRELIEHR

16.3.POD X a2 l)yF4—T7 RI v 3 rDEHIGIHE

IF&AEDnamespace TEHHPod EF 212U T4 —7 RIv o avORPEAEMETLITEMIITEZE
ER

BF

PSR —RA4O—RD—EE L TEZEINTW S namespace Tld, Pod ¥z Y
FTA—=T RIv a3 VORPEIZELICEMCR>TVWET, Zh 5D namespace ICIELL
THhEFENFET,

e default

e kube-node-lease

e kube-system

e kube-public

e openshift

openshift-operators %= [& <. openshift- CTIEE 2T RTDY AT LYERK
namespace

77 #J)U h Tld, openshift- #EEEFF % D9 X TD namespace [FAMHINEE A, 1—
H—DERK L 72 E = D openshift-* namespace DA BEMICTH I ENTEE

¥, openshift-operators #f& %, ¥ 27 A THEMRI 17z openshift-* namespace D[E
=AM TBHIEIETEEHA,

Operator B*1—H—4ERX D openshift-* namespace IZ4 Y X h—ILINTWBIHFAE,
namespace T¥ 2 A¥ —H—ERN—U 3V (CSV) BMERI ik, T 74/ N THEEHEH
DA IRYET, BEINZI NIV namespace DY —E X7 H Y >~ N DHERR %
ALET,

FIR

e EXTEY % namespace Z &I, security.openshift.io/scc.podSecurityLabelSync S X)L D{E %
BRELET,

© namespace CPodEF¥al) T4 —7 RIv2arySNIORMBAZEMICTSIC
l&. security.openshift.io/scc.podSecurityLabelSync 5 X)L DfE% false IZ5REL 7,
LTIy REETLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

© namespace CPod X al) T4 —7 RIv2arySNIORBZEMICT SIS

)

I&. security.openshift.io/scc.podSecurityLabelSync 5 XL D{E% true ICFRE L £ 9,
LTIy REETLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true

164 PODtFXal)74—77KIvy>aryr7>—»H
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PodSecurityViolation 7 2 — h AN U H—INBDIE, PodEFa2V T4 —7KIvyaravh
O—S5—DEELNJLT Pod NMEEI N/ T &% Kubernetes APl H—/NN—HIREINLIFETT, &
DT7Z—MITEHEFEHELET,

Kubernetes APl H—N—DEEOJARR-L T, NI A—INAT7S— NE2REELET, LEXIE 7
O—/N)LBERAD Pod £ a2!) 714 —LRJLD restricted ICEREINTWD E, 77— 0O— RHEERIC
KT BAEEMELIHY T,

PodtEFal)T4—T7RIVvIaVERDEETEARY NEBET DIHAERICDOWVWTIX, Kubernetes K
FaAXAVNDODEE7/ T—ary #BRBLTLEIL,

16.41.Pod Dt ¥ a1l F 14 —ERDEE

PodSecurityViolation 75— M, ED7—70— KA Pod DEFa T4 —ERZFIEHRILTL
DD DOVWTOFMARMLETA, EEZ(TDT7—2-0— KiE, Kubernetes APl H—/N—DEENO

JEMIRTDIETHETEET, ZOFIETIE. must-gathery —ILEFEA L TEEO/ZNE
L. pod-security.kubernetes.io/audit-violations 7 / 5 —> a v 2 RFEL 7,

AR

o QA YRF—ILEIRTVS,

e cluster-admin O—J)LEFDODI—H—E LTISARY—ICITIVEATE S,
FIE

L BEEOJZPNETBICE. ROAT VY RFEZANDLET,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. WEBAZIIBHRT7—/0—ROFMZEANTBICIE. ROOATYV KEAALET,

<archive_id>/<image_digest_id>/audit_logs/kube-apiserver/*log.gz \
| jq -r 'select((.annotations["pod-security.kubernetes.io/audit-violations"] != null) and
(.objectRef.resource=="pods")) | .objectRef.namespace + " " + .objectRef.name'\

$ zgrep -h pod-security.kubernetes.io/audit-violations must-gather.local.
| sort | uniq -c

<archive_id> & <image_digest_id> %, EEDNNRZICEI|MAFT,

H A B

I 1 test-namespace my-pod

16.5. B E F ¥k
o EEEXOIDRTR

® SSC (Security Context Constraints) D&
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#5173 SYSTEM:ADMIN 21— — DR D&
172 SYSTEM:ADMIN 11— — DR DS

17.1. APl OE[R{E

OpenShift Container Platform API ADEX %, BIDI—H—MNEREINTUVEIHIDELIICERETE
£9, #FMlE. Kubernetes KF 2 X >~ b®D Userimpersonation Z&MR L T XL,

17.2. SYSTEM:ADMIN 1 —H —DEREDE A

PSR —BEEBED/NN—IvPariE[F59 % system:admin DEREEHET 21— —/—I v >3
VEMETEZIENTEET,

FIR

e system:admin D¥EREZEFEAT2HICI—HY—NR—Iv 2 arva[572ICE. UToav
VRERTLET,

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

) 8
FolE, LUTFD YAML %3&EM L T, system:admin DAZEMERZ Y U TEHIENTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

17.3. SYSTEM:ADMIN %' )L — 7 DR D& F
system:admin 1—H#— LI —TRHTI SR —EEBED/N—Iv > arvyMFE5IhTVWBIEE.

O< v RIT --as=<users --as-group=<groupis --as-group=<group2> /X5 X —4 —%8i1 L T, FE&E
T2V —TOEREEBRIZ2VELIHY FT,

FIR

o EETZISRI—BEEBII—TDER%EMER L T system:admin ODHERZER T 27201
A—HY—NR—IvravaRd5d3ICE. UTFTOaATY RERTFTLET,

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>
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2518% LDAP V)L — 7D EEH
BEEL, JIV—TEFERALTCA—Y—%2TEL, EREAZLHL, E¥sBLETEET, HBTIEI—
HP—TIN—T%FTTIER L. ThH% LDAP H—N—ILRELTWBIGELHY £F., OpenShift
Container Platform [&Z 1 5 ® LDAP L O — K % REE OpenShift Container Platform L — K & [EHIT
XT5DT, FI—T%1DDBATEETE XY, BEFST OpenShift Container Platform (&7 )L— 7
AVN—=2y THEETDHOHD 3 DDHBRF—< (RFC 2307, Active Directory, LRI h 7z
Active Directory) B L T/ I —7 & LDAP H—N—DEEEZHR— M L TVWE T,

LDAP D& EDFHMIL. LDAP7AT VT4 T4 —7ANAY—DHRE #SBLTLEIN,

pz -1o)
' JI—T%EHI T 51213 cluster-admin R A F > TWARELNHY £ T,

18.1. LDAP EHID R EICDWT

LDAP Efi%=E1T79 21013, RRETZ 7 A IUVDABRETT, TDT 7AIICIE, LLFDLDAP V3547
v hREDFHEAZTENTT,

e LDAP H—/NN—ADEHDRE,
o |IDAPH—N—THHEINZRAF—VICIKEFET ZEBEREL T3,

® OpenShift Container Platform Group &% LDAP H—/\—DJIL—FII7 v T3 EEBENE
ELELHIvYEYSTDY R NTT,

BREZ77MILOHAIE. FHT S RAF—< (RFC 2307, Active Directory, Z 7= IZ¥i3R Active Directory)
ILE>TERYET,

LDAP 7514 7 hEXE
BREDLDAP VSA TV NRERV Y a Y TlE, LDAP H—N—~DEHEEERLT T,

BREDLDAP VSA TV NREEI Y a Y TlE, LDAP H—N—~DEHEEERXELT T,

LDAP 2 54 7~ hE&E

ﬁlll

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

T—IR—R%EHRANT S LDAP H—N—D#EH{KE7OMNIIL. IPTRLR, LT
scheme:/host:port & L T7 #—< v NI ZEREDKR—NTT,

NA Y RDN & LTHERTZEEDHNG (DN) TY, BHREOI Y M) —2REBTELHICHE
¥ UERDSBE E A B354A. OpenShift Container Platform ik h & FH L £ 9,

NA Y RIERTZERDNRAT—RTY, RAHREOIY N —ZEET 57OICHEE LIER
MLE &2 5355, OpenShift Container Platform i FERAL T, I OEIXRIEEEH. AL
7740, FEEBESEINEZTI7AIVTEERETEET,

O o o 9o
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false DI5E. ¥ 2 77 LDAP (Idaps:/) URL (£ TLS #fFR L C#Efi L. e+ 2 774 LDAP
(Idap:/) URL IZ TLSIZ7 v FIL—RINFT, true DIFE. H—/—~D TLS FHiFiThh F

© BEINLURLOY—N—RBERET B0ICERT BAAEB/ Y KL TY., ZOBA,
OpenShift Container Platform &> 27 ATEFEIN B I — M2 FHE L £, insecure 7° false IC
BREINTWVWBZBEICDA, I BEREHINET,

LDAP /T Y —%&E%H

FHIR E L. FHIICHMEBERZ TV N —DLDAP VI —EHFTHEINTWET, LDAP S T
) —DEFEDEFHIE. LDAP H—N—[TAVYN—=y TIERARET ZEHIFEAINZAF—T
ICRELE T,

LDAP 4 IY) —%F&

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9

derefAliases: never e
timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0

TRTCOBRBRIPBEBINDZTAL I N —DTSVFOBRNELON) TF, F4LI Y=Y —
DEREI/ETDIRENHYETH, TALIMN)—DH TV —%BETDHIEELETEET,

MEOEHFETT, Ax2{EIT base. one. F/ldsub TF, ThEEHRLALWESE. sub DEH
MEARAINZET, SEA TV avicoWnWTid, UTOXRTHBEINTWET,

LDAPY Y —DIA)T7RIEAETZIHREOENETT, Bx/RMEIL never. search, base. F7=
I& always T9, ChEEZLAWGE, T74/) ML always &Y, T4 Y T7RAEHESRLE
T, WSBOEFEICOVWTIIUTORTHBINTWET,

DIAT7 Y MIE > TRRICFHFAIINZHEFEFIRTY, 0 DIEEKT Z14 7> MIDHIRI LW &
EERLEYS,

BWRLDAPRET 1 IILH—TT, IThEERELABWEE. 774/ ~Z (objectClass=*) IZ72 Y
x9,

@ ® 6 o0 ® 9

LDAP TV M) —THIEINE, H—N—DE5DHEER—VDEEDRAY A XTY, 0ILKET
&, IBBER=—UDY A IFHIRIERLSBRYET, 7547V MELIEY—/N"—DF 7 +)L N TEHA
LTWBIVR)—HLIYVZVWIVRN) =% 0T —DRTIFE., R—=VVITH1 ADBRENDLE
ERYFET,

#*18.1LDAP MR A S>3 >

LDAP #&3e%6E B4

base JIT) =L TEEINEZIR—ADNTEET DA TV NDAHFEEELET,

one JITY—IZDWTR=ZADN EV Y —RHOELLRIVICHZITRTDA TV haE
EBLET,

sub DI —IHEEINBER—IADNDOY TV —2ka2EZEBELET,
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LDAP #&3e$5E B4

K18.2 LDAP ¥ RENE
WS REF B4
never LDAP Y Y —IlHBITA VT RSB LI A,
search BRBERICERON2LTIA VT ADHEHSRLES,
base R=Z2ATI ) NaBRRPICIA VT AOHEHSRLETS,
always LDAP Y ) —IZHBDITRTDIA )T RAZEIHESRLET,

1—HY—EEOZRIYYEV S
A—HF—ERDODEZEIY Y EV JIE, OpenShift Container Platform Groups D& &% LDAP H—/3—
TIIN—T%5RHETI2EEDHNFICBHRNICYY TLET, Yy EVTIIEBED YAML XX % F
ALEY, I—HF—EFEREOIYEVJITELDAP Y —NR—DFRTDIIN—TDITY N —%ED
32288, TRHDTIV—TOHTEY NDAEEDHZIEETEEYT, I—F—EHEDLZFIT Y
EY J5EFLBRWTIL—TH LDAP H—N\—ILH B 55, BEEDT 7 + )L b8{ETIE OpenShift
Container Platform Group M &Hi& L TIREINZ2BHENMERAINE T,

A—Y—EROZRIYYEV T

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

18.11.RFC 2307 & E7 7 1 JLICDWT

RFC2307 AF—<TlE, 1—H—=&JIL—TTY M) —EA®D LDAP 7 T ) —EF & NER OpenShift
Container Platform L A— R TZ N O 2RI DIFRAT2EHL2IEETDI2NELrHY E T,

BAHEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEFICRAIND 714 — )L RICHNBUNADOBMZFERTI2HVENHY FT, LEXIE A—ILIC
& o T OpenShift Container Platform Group @ 1 —H—%33I L. — k& & LTI —T D &R % FEA
LET, UTOREZ77MILTE, TOLDREAREEKRKLTVET,

p= T
. A—Y—EBROVYEVIEMEATRBAR. BETFAANERYET,
RFC 2307 A¥—< %89 % LDAP RHIZ%E: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
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url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ZDTIV—TDLI—RKPREEIND LDAP Y —N—DIPF7RLRAEKRRANTT,

false DIF & &, £ 27772 LDAP (Idaps://) URL A TLS #{FH L T L. FE+ 21 7% LDAP
(Idap://) URL DN TLS IZT7 v FJL—RINZFT, true DIFzE. T—/—~DTLS EHRFThh F
H A, Idaps://URL AF¥—LIIFEATEE A,

LDAP #—/R—D V)L —F & —EICHAI T 2B TY . groupUIDAttribute IC DN Z{FER L TW3
m&alE. groupsQuery 7 4 LY —%AIBETITFHA, FMARTAIWVIY—%RTTBITIE. mT74

M)A/ TSI YURMNDAEEFERLET,

T —TO&FIE LTERT 2B,

AVN=2y TIERERETZIIN—TDEMETT,

Q®6 O 09

LDAP H—N\—Ta1—H—%—FEICHA T BEMETI, userUIDAttribute ICDN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FlAT7AINY—%5ETTBITE. mTA N
ANTSv YR NDAFEEFALE T,

Q OpenShift Container Platform Group L A— R Ca1—H%—& & L THERINZBEBMETY,

18.1.2. Active Directory B E 7 7 1 JLIZCDWT

Active Directory AF¥F —< Tld, 2 —H—IT > M) —®D LDAP ¥ ) —EFH & NE OpenShift Container
Platform Group L O— R TCZEN L ARTDIFERHTI2EM.2EETIHNELIHY T,

BAREIC 4 %728 IC. OpenShift Container Platform TYER Y % 7L — 7ld (ATgeieiza) 2 —H—F i
BEEICRRINSE 714 —ILRICHBBUADBEEZFERTZ2LENHYF T, EXIE XA—ILIC
& o T OpenShift Container Platform Group @ 1 —H—%&# 3 L £ 4. LDAP 4y —N—DJIL—T%
TIINV—TDEE%ZEHELET. UTDRETZT 7ML T, DL REAREERLTWVWET,

Active Directory A ¥ —< %19 % LDAP EHIXE: active_directory_config.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform Group L A— R Ta1—H—&£ & LTERINZEHLTT,

@ Vv TEBERET BV —ORKETY,

18.1.3. 3R X 7= Active Directory 58 7 7 1 JLICDWT

AR X N7z Active Directory RF —< Tld, 21—H#—I Vv K N)—EJIL—FTV M) —DEAD LDAP
9 1) —7EFH & WER OpenShift Container Platform Group L A— R TZh 52 RIDICFERAT 2EM %
BETIBENHY FT,

BAFEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEEFICRAIND 714 — )L RICHNBUNADOBMZFERTI2HVENHY FT, LEXIE. A—ILIC
& o T OpenShift Container Platform Group @ 1 —H#—%#A L. —f&&E LTI IL—TD &A% FEH
LET., UTOERET 7ML TIRIDEL D REAREERLTVWET,

#i3R X N7z Active Directory ¥ —< %A 4 % LDAP RHARE:
augmented_active_directory_ config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

LDAP H—N—D I — T % —RICHR T 5EMETT. groupUIDAttribute [CDN ZHAL TV 3
%& 1% groupsQuery 7 1 LY —EIBETEEF A, FMA T4V —5RTTBHITIE. K74 b
VAN TS9O )R NDOFEEFERLET,
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©® /L —TozHsLTERAT 5.
9 OpenShift Container Platform Group L A— R Ta1—H—&Z£ & LTHERINZEHETT,

@ Ny TEBERET BV —ORKETY,

18.2. LDAP RO ELT

FHARE 7 7 1 L= ERR. EHIZBEATE £9, OpenShift Container Platform Tld, HEEILRE U
H—N—%FHELTCZHROERERIARY 1 TE=RTTEET,

18.2.1. LDAP # —/X—® OpenShift Container Platform & D EHA

LDAP H—/\—DFRT DY )L— T % OpenShift Container Platform ICEIHI T £ ¢,

AR
o BHIREI7AMILAEERLET,

FIR

® [DAP H—/I—HM5DFTRTD Y IL—T% OpenShift Container Platform &R 2 ITIE. LA
TEEITLET,

I $ oc adm groups sync --sync-config=config.yaml --confirm

4 s 0]

TI7AIWBMTIE, TRTOTIN—TEERENLRSA S INBDT,
OpenShift Container Platform Group L A— R ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 VAR ETE2HEIHYZET,

18.2.2. OpenShift Container Platform Group @ LDAP H#—/X— & D EI4H

BRET7M4INTEEINL LDAP H—/—D JIL—FITH T % OpenShift Container Platform D %
W—TIRTCERPATEET,

IS 3as
o HHIRET7 7 AILEEKRLET,

FIR

® OpenShift Container Platform Group % LDAP #—/N\—&¢EH T 5 I1C1E. U TFEEITLET,

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
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pa )

TI7AIWBMTIE, TRTOTIN—TEERENRSA SV INBDT,
OpenShift Container Platform Group L A— R%ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,

18.2.3. LDAP % —/X\—D % 7 7 )L— 7D OpenShift Container Platform & D[R

LDAP I —TDH Tty h&, RTA NIRRT 7M. TSV IYRNT 74, FEETDOEA
% (@A L T OpenShift Container Platform & B TE X7,

pa )

TS9OV RNTZ 740, TIAMNYAMNT 7M., EREETARNIZR MDY TSIV
DHAPEDLEEFRATEET, RT7AMIAMNELVTTSYIYRMNDT 74 ILITIKT
FTTERTDOBED T IV—THNFEEDDIUREIHY, K74 KN)ZA MDY T
AT Y FERICEEEDDIENTEEY., IhboDHA RF 4 VIE LDAP H—/N—
IC#H % 7' )L— 7 & OpenShift Container Platform IC3 TICH B I —TIERAI N E
ERR

Gl s
o HHIRET7 7 AILEEKRLET,

FIR

o | DAP ZIL—T DY T+ v b% OpenShift Container Platform & EEId % IC1E. UTFoa< >
NaEfERLET,

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
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p= =)

FTI72ILNT, TRTOVTIL—TEHRENRSA S ENBDT,
OpenShift Container Platform Group L A— R %ZZ&E 9 3 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,

183. JIN—TDTIN—=2TT3aTDET

TIV—THER LT LDAP H——D L aA— RHAEE L AL B> BE. EEEIL OpenShift
Container Platform L A— KW S VI —T%HIBRT 2 & #BIRTEXZF T, TI—=rvIVadid. A
HYaJIERAINZEDERACASEEREZ 7MIIVELVRIA M)A NFELIZTSV I ) AN EZS
ANZET,

UFICHZERLET,

I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

18.4.LDAP 7' )L— A BEIMICEHEIT 5

cronVaTdEBRETDHIEICLY., LDAP VI — A EHIMICEEMNICRBATE XTI,

AR
o cluster-admin O— /LA FDODA—HF—E L TIFTRAY—ILTIERATE S,
e LDAPID 7O/N4 ¥ — (IDP) 252 E L £ L 7,

ZDFEIE. Idap-secret& L\ D ZFID LDAP ~—%7 L v k& ca-config-map &\ ZREIDER
EXY THEERLIZIEZFRE LTWET,

FIE
L cronYa aEITedas7 Oz MEERLET,

I $ oc new-project Idap-sync ﬂ
Q ZDFIETIE, Idap-syncE WS OV hEFRALET,

2. LDAPID AN ¥ —DBERICERLIZY—I Ly Ay TEREYY TERDIFIT. 20D
FLwyo z o MIaE—-LZET,
=Ly by TERET Y Flidopenshift-config7 O = - MIFEEL. # L LIdap-
sync7OY Y MIOE—F2RELNHY T,

3. Y—ERT7AIV VN EEZLEFT,

f3l: Idap-sync-service-account.yaml
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kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. H—ERT7Ho Y M EERLET,

I $ oc create -f Idap-sync-service-account.yaml

5. 9529 —0DO—ILAEHLZET,

f5l: Idap-sync-cluster-role.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. OEZQ_D_)bK_"ﬂEﬁEbi?o

I $ oc create -f Idap-sync-cluster-role.yami

7. VSR —A=INA VT4V T EEELT, 72R9—AO—IEHY—EXT7HD Y MINA
vRKLEY,

51l 1dap-sync-cluster-role-binding.yaml

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

Q COFIEDBIETER LY —ERT A Y hADSE,
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8. VIR —O—INA VT4 v TR LET,

$ oc create -f Idap-sync-cluster-role-binding.yaml

9O RERET 71 IV EEET 2REVY T2EHRLIT T,

Bl

- -

Idap-sync-config-map.yaml

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

(fc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com" G
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

EHRE7 7M1 IVEERLEF T,
URL 2#EEL XY,

bindDN Z#E L ¥,

#518% LDAP /I — D[R4

ZDOFEITIE, RFC2307 AFx—<AFALTWE T, HEISUCTEEZRAZELE T, BD

AF—TEFERTEZIEETEET,
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a groupsQuery @ baseDN %#35E L £7,

6 usersQuery @ baseDN #35E L 7,

10. BRENY THEHRLET,
I $ oc create -f I[dap-sync-config-map.yaml

M. cronYa7zEHLZET,

fll: Idap-sync-cron-job.yaml

kind: CronJob
apiVersion: batch/v1
metadata:
name: Idap-group-syncer
namespace: ldap-sync
spec: 0
schedule: "*/30 * * * *" 9
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttiSecondsAfterFinished: 1800 6
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"
- "-C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm" ﬂ
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
volumes:
- hame: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” 6
- name: "ldap-ca"
configMap:
name: "ca-config-map" G

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
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activeDeadlineSeconds: 500
dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer"

cron P aTDBREERELET, cron P a TREDFHEMICDOWTIE, cron ¥ a TOER
HSRBLTCREIN,

cronR THREINZYa TORTY a—Ib, TOHID cron ¥ 3 T30 DT EICET
INET, AHOETICHI I ZEMEZEELT. REISCTREERZHAZLET,

o ¢ 0 —

T L7y a 7RSI DB (WEA)., chid. KELAEZUEIOY 3 T5HE L TIRE
BRT7S—MNEREIELRVWEIIC, YaTRTVa1—IIOHBEBERLICTZRELHY F
9. FHMICDWTIX, Kubernetes K& a2 X > h® TTL-after-finished Controller &8 L
TLEEW,

Q cron PV aJEEFTTL/-HDOLDAP ATV R, BREXY Y TTCEHRIN-FAHHRE
774NV EELET,

g ZDY—4 Ly ~ZE. LDAPIDP AR EIN- & ZITERINE L,

@ ZDHETY FIE. LDAPIDP ABEI N & XITERINE L1,

12 cron>¥a7su=ERLET,

I $ oc create -f I[dap-sync-cron-job.yaml

BaETE R
o IDAP7ATVUTAT4—7ANA5—DERE

e cron ¥ a 7DER

18.5. LDAP 7 )L— 7D RIHE DA

ZDtv T aviliE, RFC2307. Active Directory, & & UMLAR Active Directory A F—<IZDWT D
BINRBEINTVWET,

pa

INSDFITIE, TRTOI—HYF—HDZNZTNDITIL—TDEFZENLRA VY IN—TH B
EERELTVWET, &I, T—FIIBOTIL—THAAVNR=LTEFNEFE
ho FRAMEINALTN—T2RAETZ2HEDFEMIE. KA MBI A Y NRN=Dy S
BAHDFIESREL TSIV,

18.5.1. RFC 2307 R X —< DFERICL 2 7 IL— T D[REHA

RFC 2307 AF—< DIHFE. LTDHITIE2HBD AV /N— (Jane & Jim) Z$FD admins & WD J )L —
TERMBLET, UTFICHlERLES,

o JI—TE1—H—HLDAP H—N—|ZEBININDHE,

o [FHI%ICEM X 1% OpenShift Container Platform @ Group L 3— K,
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R

INLDHITIE. TRTOA—HY—DZNTNDTI—TDOEENRAVNN—THDBZ
EEEELTVWET, &I, TI—FIRMEDTIV—THA VU N—ELTEFNEHE
ho FAMEINITIN—T%BEHT 2 5EDFMIE. XA MEINAAYNRN=Dy T
BEOHASRLTLEIL,

RFC 2307 AF—<X Tlk, 1 —H— (Jane & Jim) EJIV—TOEAN 7 7—ANISAITV MY =&
LTLDAP H—N—IZHEEL. TIL—TAYN—=2y TR TIV—TORMICIEEINT T, LT Idif
DAZRY NTlE, TORF—TDIA—HF—¢TIN—TA2FHELTWVIET,

RFC 2307 A¥—< % {89 % LDAP T kY —: rfc2307.ldif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

qp ZDTIN—TFIEIDAP H—N"—D T 7—ZANISZATY NY—TTF,

Qg TIW—FDAYN—IE, TI—TOBME L TOHBNSBERICY R MNERRINET,
AIRE 4
o BETFAINEMERLET,

¥
e rfc2307_config.yaml 7 7 1 JLEREHAL £,
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I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPREOHERE LTUTO IV —F L I—R%1{E
’32 L/ i’a—o

rfc2307_config.yaml 7 7 1 JL & fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP #—/\—H'RZ ICEAH I N /ZBEET
9, ISO6801 A ZFEHAL T,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,
B 77 ILDEETZIIL—TETT,

TIW—TDAYN—D1—H—TF, A7 7M1 I TEEINZZRNMMERINE T,

000 O

185.2. I —H—EHRDELEIVNY EV JICEAT 5 RFC2307 A ¥ —< &2 FRALTIL—7
DR EA

TJIV—TEe1—HY—EFEDLAMY Y EV TR T 2568, RETZ771IIIE. LTFIKRTINS5DT Y
EYINEENDLHICERBINZE T,

A—Y—EZORZAIY Y EY JICET % RFC2307 A¥—< & {#fd % LDAP EHiskE:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
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o o o9

groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

AI-—HY-—EROZEIXNYEY T TT,

A—H—ERDZAT Y EV I THF—ILERAINZ2BEEOHBMETY ., groupUIDAttribute IC
DN Zf#f L T\ 315& (& groupsQuery 7 1 LY —%EETE E A, FlRT7 1LY —%ET
THICE RI7AN)RAN TSI ) ZANDAEREFERALET,

BB DHFHNI—Y—EEDRRIY v EY JITETE L AWEEIC OpenShift Container Platform

Group LRI &S IT 270 DEMETT,

LDAP H—N\—Ta1—H—%—EICHA T EEMETI, userUIDAttribute IC DN Z{FRA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FMlAT7AINY—%5ETTBITE. mTA MY

ANTSvIVRNDHFEEFERLIT,

=S5

FIR

154

o BETFAINEMFERLET,

e rfc2307_config_user_defined.yaml 7 7 1 L E ORAPEERITL T,
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform (&, EEORAPEREOHERE LTUTOIIL—F L I—K%1{E

BRLES,

rfc2307_config_user_defined.yaml 7 7 1 JL & {85 L TER X 11 5 OpenShift

Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389

creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com
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@ - V- EBOLHTYEVINEETBIL—THTY,

1853. 1—H—F&HDIS—rL SV RICET 3 RFC 2307 DFEARICEL D TIL—TD
[EHA

FI7FINTIE, BREINBZTIV—TITAVYN—=9 ) —TCEHINSEENIHBT VN —%5HFHED
AVN=—DEEZNBHE. JI—TRBPIIULTOIS—2HLTERBLET,

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

Z Nl usersQuery 7 4 —JU KD baseDN DFRENEE> TWE I EZRLTWVWBR I ENE LK HY F
¥, 7272 L. baseDN ICTIL—TD—EHD AV N—DAEBERMICEEFNTUVRWVE

A. tolerateMemberOutOfScopeErrors: true & E 9 2 Z & T — TR HGEI N E T, SEEA
DAVN—IFEEINET,

A, PIL—TRABEIOCRA TN —TDA VN N—DRBICKKLESS. BEETS—%52H L TE
ﬂ&bij—o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

Zhif usersQuery 7 1 =)L RDERENEE>TWBIEERLTVWBR I EN LS HYFET, L
TI—TICREZELTWBERHINTUVWBAYNRN—TI VN —HDEEN DG

#&. tolerateMemberNotFoundErrors: true 229 % 2 & TH I — TR/ BGEI N T T, BEDH
BDAYN—IFEEAINET,

gk

==
[=]

LDAP I —TEEOIS— ML SV REBMICTDE, A7 OCRIIREEEODH

ZAVN—IVMN)—%EELET, LDAP JIL—TREANEL K ZREINTWA
L\taz:u . [AHIX 17z OpenShift Container Platform Group I X Y /N—HARE T 57
BEMEDHY X7,

BEDHZTIN—F AV R—>y FIZEAT 5 RFC2307 A¥—< % AT % LDAP LY b
1) —: rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
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objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP H—/R—|IHEHELABWVWX Y IN—TT,

Q FHEIHHEMERHZD. BHYa 701 —% -2 T —Tld baseDN ICFFELRWVWA /=T
ER

ERDHITIS—%2FET BICIE. UT2RMERET 7 1 IVISENT 2REELNHY T,

I5—%5A9 % RFC2307 ¥ —< %[ L7 LDAP RIfz%
rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
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userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6

LDAP H—N\—Ta1—H—%—FRICHA T HEMETI, userUIDAttribute ICDN Z{FA L TW 335
Ald. usersQuery 7 1 LY —AIBETEE A, FlAT7AINY—%5ETTBITIE. mTA MY
ANTSv YR NDAFEEFALE T,

true DIHE. EEY 3 TIE—ZDA VY N—HDNREOHNSBRD > LT IV—T%HFR L. LDAPITV k
J—DRONSADN A VN—RBEBFINET, JIL—TOAVNR=DEODSHR\E, R
TaTdDT 74 MNEENKERL ET,

true DIHE. BEY 3 TI&, —ED X V/N—1" usersQuery R— X DN TEEINZ 1 —H—&

BHMCWDIN—T%HEL, AvN—=0T) —HEADX VNN—FEREINET, JIL—TDX
YN—HEEMNIHDE, R aTOT T I MEMEANKRBLF T,

e o o —

GRS a3
o REITFAINEERLET,

¥
e rfc2307_config_tolerating.yaml 7 7 1 L AR L CRABPEERTL T,

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform (&, EEEORAPRFEOFERE L TUTOI/IL—FL O— R%{E
’32 L/ i’a—o

rfc2307_config.yaml 7 7 1 JL % fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

Q B 7 AL TEEINZ T —TDAVYN—DI1—H—TF, BRERICHEFRINDZT

=RV A Y N=TT,

18.5.4. Active Directory ¥ —~< DFERICL 2 I — T DR
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Active Directory AF¥ —~<¥ Tld, mADI—%— (Jane & JM) DT 7—APMNIZTAITV M) —&LT
LDAP H—N—IZFEL. FI—FAVN=2y FF 21— —DOBEHICEEINFE T, ULTOIdif DR
ZRY RNTE, TORF—DA—HF—ETIN—TH2EHFELTWET,

Active Directory A ¥ —< % il 4 % LDAP T k') —: active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

" A—HYF—DITIN—TAVN=2y TEA—HF—DBMEE LTI A MRERIN, TI—TIdFH—/—
FIZZV M) =& LTHEELEFEA. memberOf BHEIFI——DY T SILEETHDIUEILDH
YEHA, —B®DLDAP H—/N—Tl&, THIFMEBEPIERIN, 757147V MORINEFT
N, T—IR—ICAIy hEIhFEA,

IS 3as
o BREITFAINEERLET,

FIg
e active_directory _config.yaml 7 7 1 L= FH L CEAEEZETLET,
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPRFEOHERE LTUTOIIL—TF L I—R%{E
’32 L/ i’g—c

active_directory_config.yaml 7 7 1 JL & L TYEE X 11 % OpenShift Container
Platform Group

I apiVersion: user.openshift.io/v1
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kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: e

- jane.smith@example.com
- jim.adams@example.com

Z M OpenShift Container Platform Group & LDAP #—/\—HA'RZ ICEAHE I N/ T
¥, ISO6801 A EFEALZT,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,
LDAP H—N—|CY A NKRRINB I —TELTT,

TIW—TDAYN—DA1—H—TF, A7 7M1 I TEEINDZZRNMMERINET T,

18.5.5. #i3R X 1 7= Active Directory A ¥ —< DERICL %5 7 I)L— T DREHE

L3R X N7z Active Directory ZF —< Tld, mMADI—H— (Jane & Jim) &I —FRNT77— MY
FATYR)—ELTLDAP H—N—IHFHEL, IN—TAVNR=2y TRIA—Y—DREICREIN
T3, UTFOUHIfDRA=ZRy NTlE, TORF—IDA—HY—& I IN—TE=EHZELTVWET,

#i.5R X I 7z Active Directory ¥ —< %9 % LDAP TV bV —:
augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

159



OpenShift Container Platform 4.12 Z85F & & U0

displayName: Jim Adams
mail: jim.adams@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q A—H—DIN—TAYNR—2y Flga—HF—DEMELTY R NRRINET,

g ZDTI—TFIEIDAP H—N"—D T 7—ZANISRATY NY—TTF,

IS 3as
o REITFAINEERLET,

FIR

e augmented_active_directory config.yaml 7 7 1 L AR L CRAPEEITLE T,
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEORAPERFEOHERE LTUTOIIL—F L I—R%1{E
’32 L/ i-a—c

augmented_active_directory_config.yaml 7 7 1 JL% {8 L T/ERL T v 5 OpenShift
Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins

users: 6

- jane.smith@example.com
- jim.adams@example.com

Z M OpenShift Container Platform Group & LDAP % —/\—A'RZ ICEA I W BT
T, ISO6801 R ZEFEALEXT,

LDAP 4 —NR—D T I —TOEBHNF T,

o
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g COTI—TDLaA— RPEEINS LDAPH—NR—DIP 7 KL REKRZNTT,
Q RE7 7 1 ILDEES 2/ IL—TELTY,
g TIWN—FDAYN—DA—HF—TF, AE7 7ML TEEINZLFNERINET,

18.5.51.LDAP DR A MEIN=X U NR— v TERIEADHI

OpenShift Container Platform @ Group & X MEL FH A, LDAP H—N—F 77— BMERAI N ZH]
ICTWN—T AV N—=2y THFRIETZHENHY T, Microsoft M Active Directory Server

iZ. LDAP_MATCHING RULE IN_CHAIN JL—JLIC &Y - DiEEAEH R — kL THY. ZHICIE OID
1.2.840.113556.1.4.1941 B’ SREINTWVWE T, ILHIC. DY FUIIL—ILA2ERT 5 &, BBRH
ICRT74 M)A MEINAZTILV—TDH%ERPETETET,

DtV arTiE, BRI N7 Active Directory AF —< DI Z#EY EIF, 12D 1—H— Jane & 1
DM I)L—7 otheradmins % X > /X\—& LTHD admins & WD) JIL—TE=FEH L £

9, otheradmins 7L —FICIF1EZD 21— — X NN—JdJimPEFNFET, TOBITIXUTOZ &%
HEALTWETY,

o JI—TEaA—H—HLDAP H—/N—|TEBIX N B Fik,
e | DAP RIHIERE 7 7 1 L DIE,
o [FHI%ICEM X 1D OpenShift Container Platform @ Group L 3— K,

3R X 117z Active Directory ZF—< T, 21— — (Jane & Jim) & JIL—TOEAN 77— MY
SATVRNY—=ELTLDAP H—NN—IIFEL. FI—TXoN=y Fida—H—F/E7IL—T0
BHICREINET, UTOIHIfOR=ZRY MIZDRF—TD1I—H—ETI—TEEHZLFT,

FAMEEINF A Y R—EFK ORI iz Active Directory A ¥ —< %94 % LDAP T b
1) —: augmented_active_directory nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams
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mail: jim.adams@example.com
memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

mz—*f—t/f}b—f@x YN—=2y FRATOV MNOBEELTY A NKRRINET,
wr_@a“w—ﬂ; LDAP H—N—D 7 7—ZA KNI SATY N)—TT,

6 otheradmins %' JL— it admins )L — 7D A Y IN—TF,

Active Directory #fFHA L TR A MEI ATV —T52BEHTZICE, 2—HF—T 2 N —=ETIL—T
IV KN)—DOEADLDAP 7 ') —%EF & WE OpenShift Container Platform Group L A— R TEh b
HERIDICHERTZ2EBHAIEETZ2RENIHY ET, ILIC, CORECTHPFEDEENIVEERY X
-a—o

oc adm groups sync A< ¥ RV IL—F#BATRMICKT7A4 MY R MET ZRERHY T,
e LDAP MATCHING_RULE_IN CHAIN JL—JLIC#LE 270 ic. 1—H—0D
groupMembershipAttributes (Z "memberOf:1.2.840.113556.1.4.1941:" %#BINT 2 HEHLH
YEd,
e groupUIDAttribute % dn ICERET 2 ENHY £,
e groupsQuery:
o filter ZERE LAWVWTL LI,
o B’ derefAliases ZET DMENHY X T,
o baseDN Z:&E LRWTLK IV, ZDEIFERINET,
o scope ZFRELALWVWTLLEIWN, ZOEIRREEINET,
BAHEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — 7 l& (ARERBE) 21— —F id
BEFICRAIND 714 — )L RICHNBUNADBMZFERTI2HVENHY FT, LEXIE A—ILIC

& o T OpenShift Container Platform Group @ 1 —H—%33I L. — k& & LTI —T D &R %= FEA
LEJ. UTFOERETZ7 7ML TIE. ZO&DBEFREEKRLTVWET,
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RRAMEIN AV R—&FHDOHERX /- Active Directory ¥ —< % il 4 % LDAP [EHAz%
FETY, augmented_active_directory config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

groupsQuery 7 1 JLY —IFIBETEX £ A, groupsQuery X—ZX DN L UPRI—TDIEIZHE
BINF Y, groupsQuery TIEHEMA derefAliases 2% ET 2WMELHY £,

LDAP H—N—D I —T % —EILHNTE2EMETT, dnICREINZIHNELHY T,
TJI—TD&RIE L TERT 3EM,

OpenShift Container Platform Group L O— R CaA—H%—R & L THERINZEMTY, FEAE
DA VA M—=)LTIX, mail £7-I3 sAMAccountName 25 Z EHHEINZET,

® 000 O

AVN=2y TIERERET 21— —DEMNTYT, LDAP_MATCHING RULE_IN_CHAIN % {#
343 &EIERLTLEIY,

IS 3as
o REITFAILEERLET,

FIR

e augmented_active_directory config_nested.yaml 7 7 1 L 2R L CRAPEEITL X T,

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

pa 3

cn=admins,ou=groups,dc=example,dc=com 7 L — T %BARHICET A K1) R
MET Z2HENHY XY,
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OpenShift Container Platform (&, EEEORAPRFEOFERE L TUTOIIL—FL O—R%E
’52 L/ i’a—o

augmented_active_directory_config_nested.yaml 7 7 1 JL&{&H L TER X T/
OpenShift Container Platform 7 )IL—7

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP % —/N\—H'®RZ ICEAH I N /2BEET
¥, ISO6801 A ZFEAL T,

LDAP #—N—0D 7 I — T OEEHRNF T,
ZDTIV—TDLI—RKPREEIND LDAP Y —N—DIPF7RLRAEKRANTT,
BH7 7 A ILHDHEET 2 /I —T&TY,
TIW—=TDAYN=QA—HF—TT, A7 7M1 I TEEINIZRNMEAINET, 7

IW—TF X 28— F1F Microsoft Active Directory Server IC& » TIEHEH{EIhTWS
H, FAMEINLETIL—TDAVNR=DEFNZIEITEFRELTLEIN,

18.6. LDAP [EHAZR E D%

B

BXE T

AIIWDF T2y MERIZUTTHAINTWE T, RF—TAF TV MIEFENRETIhOD

T14—=ILRDBHBZEITFRELTLEI W, 72& ZIE vIActiveDirectoryConfig IZ & groupsQuery
714 —ILRBHY FEAD. VILRFC2307Config & vI.AugmentedActiveDirectoryConfig DA I I D
714—ILRBHYZET,

BF

NAFY) —BHERTR—PFINTVWEHA, LDAP H—N—DLEHT—% 3. UTF-8
IYVIA—RKRXFIHOEATHZIUELNHY ET, cExiE. DEMEELT, R4 F1)—
BMAGRT 22 &3 TE £ A (B objectGUID), &by I

sAMAccountName. userPrincipalName 2 & DX FHEME A FRT 2 HEHLH Y £
ER

18.6.1. vI.LDAPSyncConfig

LDAPSyncConfig (&, LDAP VIL—JRAHAERT 2OICBEBERBRES T avaREFELET,
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£

kind

apiVersion

url

bindDN

bindPassword

B4

IDATI Y MK T REST V)
V—RERITXFIDIETY,
Y—N—=F IS4 7V D BEKE
EETHIIVRRSA VIS IN
EWRATEBIENHYES, B
L TEEH A, CamelCase, ¥
]

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds &%
LTSIV,

FTVTI PDIDRIBED/IN—
VavRF—IEEELET.
P—NRN—EFRHINRF—T%
BAHTORNEMEICEH L, BRI N
RWMEIFIER T2 EHYF
¥, Al

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources & &
BRLTLEIWL,

R MR D LDAP H—/3—
DRAF—L, RAMBLIVR—F
I Y £9,
scheme://host:port

LDAP Hr—/\—% /14 >V KT B{E
ZDDN T,

MRITI—XTNA VY RTZEE
DIRAT—RTY,

#518% LDAP /I — D[R4

A¥x—v%

string

string

string

v1.StringSource
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i

insecure

ca

groupUIDNameMapping

rfc2307

activeDirectory
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B4

true DIZE I, BERIC TLS Z{E
ATERWIEARELE

¥, false D&, Idaps://URL
I TLS =&AL Tl

L. ldap:// URL

(&, https://tools.ietf.org/html/rf
2830 THREIND LD IC
StartTLS % {8 L T TLS #&#ft(iC
Ty T L—RInhZE

¥, insecure % true ICERET B
&, ldaps://URL R ¥ — L%
THIEIEFTELZEA,

Y—N—ABKRETOEIFERT
SEEDEBEINLEBIER/NNV R
IWTY, ZDHFEIF. 77410
DY RAF LI — MDAFERINGE
¥

LDAP %' JL.— 7 UID ® OpenShift
Container Platform Group &~ ®
FREOEEIYYEYITY,

RFC2307 EELAZETEY b
7w TEINT LDAP H—/N—H 5
F—YEMHETEEDDEREER
BLET, 77—ANITRY
V—=Ea—H—TU M) —%H
HL, =T A=y FiF
AVN—=%YZARNKRRTBTIL—
TIV MY —DOEBEDEMIC
LoTREINZET,

Active Directory ICfEEINZ D
ECEUAETEY M7y FEINE
LDAP H#—/—Mh 55 —4 % HiH
TERODREZRFLET,
77—ANVZR2A—H%—-TV
)—ZMH L, TI—T AV N—
Sy TEAVYN—DET BT IL—
T 1) ZANKRERT DA VN—DE
BEODBMICE > TREINZE
ER

A¥x—v%

boolean

string

7oy b

vI.RFC2307Config

v1.ActiveDirectoryConfig
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E2:T) Bl A¥—¥
augmentedActiveDirectory LEEE D Active Directory TER X vl.AugmentedActiveDirectoryCon

ha0EEUAETEY MY T Aig
I N/ LDAP H—/IR—Hh557—4
HHHT BODEREERIFLE

I, 1DDBMELT, 77—2R
NOSRTN—TTV N =D
TEL., ZNSIEAYT—Y = REF
TREDIERINETTN, 7
W—TRAN=2y TIFBEIS O
FHA.

18.6.2. v1.StringSource

StringSource ICE > TXFINA VA VEBETEET, FLFREERFLEI 774V E2FRALT
AEHOOIEETSEIEELTEET., XFINDEDAZESTIFEIE. BE#AR ISON XFIICT—2 vIiL L
i-g_o

E:0] B4 A¥—%
value JYTTFXRANME, T string

keyFile BMEEI N TV 2BAIE
ESbINEEEELE T,

env JYTTFERANME, Tl string
keyFile BRI N T L\ 33541
EEtINEZaVREEHZ
BELZFY,

file JYTTFXRANME, T string
keyFile B"EEINTWBIHEIE
ESEINEEZET 771 %
SRLET,

keyFile ExESILT 27DICFERT S string
F—EBUCT77MINVESRLE
£

18.6.3. v.LDAPQuery
LDAPQuery (& LDAP ¥ TV —DERICHERF T a v ERFLET,

E2:T) B A¥x—%
baseDN TRTOMBHIFEBINDT 4L string

J9MN)—DTZVFDDNTY,
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Hui B4 A¥—%
scope RROERDEFETYT, base string

(R—=ZFTVxH bDFH). one
(R=ZLRLDETRTDLT
U M), sub(HTV)—%2
wyowgFnmicaY £9., RE
INTULRWESRIE, 774 b
Tsub (7Y 9,

derefAliases IAN)TRETI2REOERD  string
EETY, never (A ) 7R %
WS L AW), search (&3
DO¥SRDH). base (R—RF
TV 1Y MRBEFROHESED
#). always (BICHSRZ1TY)
OVWFNMIRY ET, BREIN
TWRWER, T74I KT
always (72 Y £7,

timeout ISEDFHARIETZETICH—  integer
N=ADERERLEBOFFICT
ZEFRESIR (MEA) 2 REFL X
T, INZz0ICT2&E. V5347
v MADHIRAFREINF A

filter AN—2Z DN %##D LDAP #f—/\—  string
NoBEETZIANTOIV N —
ST 2HEMA LDAP R T «
IVE—TY,

pageSize LDAP TV ) —THRIEIN 5. integer
EEINIZHERRAR—IHY AT
T, R=IHYAX%&0ICT B &,
R=VVJTREFTINFEA,

18.6.4. v.RFC2307Config

RFC2307Config I&. RFC2307 AF—< AFRA L TED &L S IZ LDAP ¥ )L— TREEAA LDAP H—/X—
ICHEFRT 24 EET DLOICRELRREL TV a Vv EREBELET,

Hnl B A¥—%
groupsQuery JI—TFTLTV M) —%3iRY LDAP  vILDAPQuery
JI)—DTFVTL—MEREL
9,
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groupUIDAttribute

groupNameAttributes

groupMembershipAttributes

usersQuery

userUIDAttribute

userNameAtiributes

B4

LDAP ZIL—T TV R —DED
EBEZEERDHF & L THRY
2 EERLET
(IdapGroupUID),

LDAP Z)L—TITY N)—DED
B D OpenShift Container
Platform Group ICfER 3 3 &Hi &
LTHERINZ I EEEZELET,

LDAP Z)L—FIT YV R —DED
BHYEAYN=E LTHERT ZH
HEEELET, TNODEMICE
Fh %{El% UserUIDAttribute
TOI)—TZEBLHICTBRE
NHYET,

aA—H%—Tv N)—%31RY LDAP
P9I —DFVTL—hEEREEL
x9,

LDAP 2—H#—TI Y N —DED
BHZEBDHBFE L TRIRY
IHEEHRLFE

¥, GroupMembershipAttrib
utes TRHINBEICHIGEL T

WBRELNHY FT,

LDAP 21—H—T > N)—DED
BMHEANEEIC OpenShift
Container Platform 2 —%'—%& &
LTlEbna2N2EHRLET, 22
TRWMEZRDORIDORBEMENER
InET, IniE
LDAPPasswordldentityProvi
der @ PreferredUsername 3%
EE—BLTWBRELNHY F
9, OpenShift Container
Platform Group L A— R Ta1—
YP—BELTHERINBZEKT
T, FEAEDA VA MN—=ILT
(&, mail 7=
sAMAccountName % &f 3 %
EMNHEEINET,

#518% LDAP /I — D[R4

A¥x—v%

string

XFFEESY

string array

VILDAPQuery

string

string array
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EA:0) B A¥x—v%

tolerateMemberNotFoundErr A—H—TV N —=DRWNFED boolean

ors LDAP BEHiY 3 TOEEEREL
£9, true DFE. AHERHL
BRWIA—H—DLDAP YT ) —
EHFBEIN, TS5—0HPOYIC
kI x 9, false DIFAH.
I—H—0/xT)—rEEREL
R E, LDAP BHIY 3 Tk
LEd., 772/ ML false T
¥, TDT7Z V% true ICERE L
7 LDAP BHiY 3 7 DR EH
EoTWBE, TI—TAUN—
Dy THHIBRINE DD BT
H, FELTIDI7S7&FHRAL
TLIEXW,

tolerateMemberOutOfScopeE  #HFEAD1—H—T Y h!)—H%  boolean

rrors HEINBIBEDLDAPEI#Y 3 7
DEMEEREL £, true DiF
B, IRTCOA—H—oIT)—IC
EEINEZR—ZADNAHDI—
H—0 LDAP ¥ 1) —lFFFEX
., TS5—0HHIOTIEHEIN
¥Y, false DG, 11— —7
I)—TIgRTOI—HF—/ T
) —TCEINER—ZDN A%
MBI 5 & LDAP EHIY 3 Tidk
BMLET, D757 % true I
BRE L7/ LDAP Ry 3 7D E
PEE->-TWRE, 2—HF—0DWn
BWITIW—TOHHETZI DD
7%, FRLTCIDIS T %&E
BALTLKEIW,

18.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig (I ERREA T a v A RF L. ED&L D ICTLDAP 7I)L—TEEAH Active
Directory AF¥ —< %A L TLDAP H—N— BRI IIEEELET,

E2: 1} B A¥—¥
usersQuery I—%—TYhMJ—%iRYT LDAP  VvILDAPQuery
JTY—DFVTL—rEREL
=
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E2:T) A A¥x—%
userNameAttributes LDAP A—H¥—I Y N N)—0DED string array

B D OpenShift Container
Platform Z1—H#—%& & L THIRX
naHn%aEE&HELET, OpenShift
Container Platform Group L O —
RTa—H—RK& LTHERAINS
BMETY, FEAEDSA VA M=
JLTE, mail A&
sAMAccountName % &9 %
TEDNHREINFT,

groupMembershipAttributes LDAP 1 —H#—DEDEM% X~ string array
N—DRETZ7I—T& L TER
TELEEELIT,

18.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig [ M BRFREA T a3 VERFL., EDLHICTLDAP JIL—T7A
HADHEER S N7z Active Directory A ¥ —< #fEF L T LDAP H—N—ICHEBEEAT 202 EEL T,

E2:T) Bl A¥—%
usersQuery I—%—TY MJ—%iRT LDAP  VvILDAPQuery
JTY—DTFVTL—MEREFL
£7,
userNameAttributes LDAP A—H%—IT Y N)—0DED string array

B H® OpenShift Container
Platform Z1—#—%& & L TR
naHn%aEEEHEL XTI, OpenShift
Container Platform Group L O —
RTa—H—RK& LTHERINS
BMETY, FEAEDS VA M=
JLTE, mail A&
sAMAccountName % f§fd %
TEDNHREINFT,

groupMembershipAttributes LDAP 1 —H#'—DEDEM% X > string array
N—DRETZVI—T& L TER
TELEEELIT,

groupsQuery JIV—FITV M) —%iBY LDAP  vILDAPQuery
JTY—DTFVTL—MEREFL
Y,
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E:0] B4 A¥—%
groupUIDAttribute LDAP ZI—TF TV M) —DED  string
BZEBDHBFE& L TERIRY
I EEELET

(IdapGroupUID),

groupNameAttributes LDAP ZIL—T TV N)—DED  XFFET
B D OpenShift Container

Platform Group IZfEF 9 3 &1 &
LTEBIRINhBrE2EELEY,
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F19ZFE 757 K 7ONA ¥ —DRIMEROEE
BOE /S50 K7ONA Y —DRILEHRDEE

19.1. CLOUD CREDENTIAL OPERATOR ICDWT

Cloud Credential Operator (CCO) &, 257 K7O/NA ¥ —DFREBERE H R Y LYY —AER
(CRD) & LTE®EL %9, CCO I CredentialsRequest 7 2% A1) YV — X (CR) THHA L. OpenShift
Container Platform AV R—X YV M, VSR I9—DRTICHERFTEDNN—IvaveRIZVIIY
K7ONA 5 —DREBEREBERTEELIICLET,

install-config.yaml 7 7 1 )L T credentialsMode /X5 X —4% —|CER2EAHET 5 &, CCO FEH
DEBBZE—RTIMEITBLIICERETETET, TE— FPEEINTLAWEEP. credentialsMode
NG A—=H—DEDOXFH (") ICREINTVWBIHFE, CCOT I MNE—RTEELET,

1901 E—FK

install-config.yaml 7 7 1 JLIC credentialsMode /X5 X —4% —D &3 {E4&KET S & T, CCO %
mint, passthrough. F7zid manual E— RTEMFT 2L D ICRETEE Y, IhHDA T avitd
Y, CCOMNY v RERFEBE#HR %A L T2 5 X4 —T CredentialsRequest CR = LI L, CCO % #H
BOEF21) 71 —BHIRBTEELIIERET2HEICSVWTERSEEEZHENREINE T, X
TOIZ9RTANA T —TITRTDCCO E—RBPHYHR—FINTWBRTIEHY THA.

o Mint: mint E— R Tl&, CCOIFIREINZBEELANILDY 7 RRBELBEHRZFRAL T, BEE
BREBFEDN—IvavVDHATYIZRAY—RNDAVR—Y NOFFBRDOBIEIBERE=VER L £
-a_o

® Passthrough: passthrough €E— R Cld, CCO &7 57 RERBFIBEHRAERTZ2 IV R—% Vb
1. *E' Y (7 Ay I\DILDIEI‘EE$E%IFL/§TQ

e Manual: manual E— RTid, 22— —IZ CCODKRDYICT S RRFHBEREBIEL X,

o AWS Security Token Service ICL 2F 8 FEIE— FTIX, AWSOV S RX9—%REL T,
Amazon Web Services Securlty Token Service (AWSSTS) Z{FHTEFzd, ZDHRET
(«Et CCO ‘ifﬂ’&%] //—J_\ h‘u_ﬂ#m&nlu\uﬁl‘igﬁé{iﬁq l./i-a_o

o GCP7—/O0—FID%EALEFEHFHTE—RNTIE, GCPY7—2O0—RIDA2FEHT S
EIICGCP ISR —ABETXFT, CORETIE. CCOIFEARZOAVR—FVNIC
_H#E’Jt—kum DEF%E%{EFH L/ i-a_o

FK191CCOE—RDYR—bT M) IR

979 KFang y— i passthrough

Alibaba Cloud X
Amazon Web Services (AWS) X X X
Microsoft Azure x [ X
Google Cloud Platform (GCP) X X X
IBM Cloud X
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A1yl N VAE & A passthrough

Nutanix X
Red Hat OpenStack Platform (RHOSP) X

Red Hat Virtualization (RHV) X

VMware vSphere X

1. F#E— KiX. Microsoft Azure Stack Hub THR— KN INTWBHE—D CCOZRETT,

19.1.2. Cloud Credential Operator €— KDRE

BHDE—RTOCCODFEREYR—KT DTSy N7 +—LDHFE, Web AV Y —ILFIECLI &
FALT, CCONEDE—REFATEILDICEREINTVEIAEZHIBITEZXT,
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B419.1 CCO SREDRE

Determine

platform type

v v v

Red Hat Amazon
OpenStack Web Services Alibaba Cloud
Platform
| global
Red Hat Microsoft Azure 1BM Cloud
Virtualization .
Nutanix

Google
Cloud Platform

Get value of
“spec.credentialsMode’

|
v v v v

SN “Mint®

VMware vSphere

*Passthrough’ “Manual®

| |

Determine if root secret is present

| |
v v

Yes No

v

Cluster
uses CCO in
mint mode with
the root secret
removed

Get value of
*.spec.serviceAccountIssuer’
in cluster ~Authentication” object

Get value of
*.metadata.annotations’
in cluster root secret

v v v v

S "cloud- " "cloud-
credential. credential. .
openshift. openshift. [blank] Cloud provider
io/mode" 1o/mode"
:"passthrough"” "mint"”

v v v v

Cloud credentials

Microsoft
Azure
Stack Hub

Cluster Cluster Cluster managed from
uses CCOin uses CCO in has long-term outside the
passthrough mint mode with m_anuglly cluster, yvhlch <
. the root secret maintained was configured
present credentials using the

“ccoctl’ utility

t t

19.1.2.1. Web 3~V —JL % {#H L 7= Cloud Credential Operator E— K D¥I53!

Cloud Credential Operator (CCO) WNEDE— R ZFEAT L2 LD ICEREINT WS MNE, Web IV YV —

WAL THRTEET,
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[

¢ =T

I 4 BHD CCO E— FEHR—MT2DIE. Amazon Web Services (AWS), 'B—/\)b
oo ' d Microsoft Azure, # & U Google Cloud Platform (GCP) ¥ S X9 —DHTT,

GIErS Jaa

o UVS52H—EEE/N—I v 3 %FD OpenShift Container Platform 7AW ¥ MIT7 7R
TX3%,

FIR

1. cluster-admin O0—)L %21 —%—& L T OpenShift Container Platform Web 3>V —JLIC
RT7A4VLET,

2. Administration - Cluster Settings ICBEIL £ 7,

3. Cluster Settings *— T, Configuration ¥ 7%:&RL £7,
4. Configuration resource T CloudCredential #:#iR L £ 9,

5. CloudCredential details *—2 T, YAML ¥ 7%:ZRL £ 7,

6. YAML 70O ¥ T. spec.credentialsMode D{E% R L X9, ROEDABETT M, TT
DTSy NT+—LTEIRTHYR—PINTVEDIFTIEHY FHA.

o "CCOWRTIAINKMNE—RTEELTWEYT, CDERETIE, CCOIE, 1 VA M—JLH
ICIREINAEZILTY v IILICR LT, SYMNE—RFLEFARRRIL—FE—RTEMELZE
£

e Mint: CCOIEIYMNE—RTEMELTWVWET,

e Passthrough: CCO IZ/XR 2 —E— R TEELTVWE T,

e Manual: CCO IIFE)E—RKTEELZE T,

23

spec.credentialsMode %' ". Mint. Z7-|& Manual T#% % AWS £ 7% GCP ¥
SRY—DEFEDREERET BICIE. ISIAETH2RENHY T,

AWS BELVGCP USRI —IF, IL—r>—2o Ly MPHEIBRINEZI Y MNE—
RofFEREYR—KNLET,

FENTE— REFHT 5 AWS F£721E GCP 2 5 24 —IE, AWS Security Token
Service (STS) F 7z & GCP Workload Identity 2B L T. 75 X4 —DHERH
5057 REBIIBREAERS L VEETILIICEREINTVWRBENHY £
9. 75 R%— Authentication 7 7V =V N EARB I ET, V5 RA9—HZ
DEBEAEFERLTVWEHNEIN EHMTETET,

7. F7ANN ) DHEFHRATEAWS FLIEGCPISRI— VS RY—NIV M E—RFLIZ
NZZN—FE—RTEMELTWBENED I ZHIITBICIE. V5RIY—IL—F =Ly bD
T)TF—avEREARET,

a. Workloads = Secrets ICHEIL., 75 R7ONA ¥ —DIL—h>—2o Ly NEIELE
-a—o
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FIOZE /S RO F¥—0REROESH

pa )

Project KO Y 74 > All Projects ICEREINTWR Z & AR L F
ER

TSy NI x—A =Ly MR

AWS aws-creds

GCP gcp-credentials

b. 75X —MEHBLTWS CCO E— K%A2FKRT 5IZIE. Annotations T 1 annotation %
20y oL, value 714 —IL RZFERELE T, UTOEIATBETT,

e Mint:CCOIEXIVMNE—RNTEMELTWET,
e Passthrough: CCO IZ/XRZ)—E— RTEELTVWE T,

VSR —DNmint E—RZFEALTVWEHE. VFR9—DPIL—hr>—J L v ML TE
ELTWEDEDI D =TT EHTEIT,

8 mntE—RDAHEMHATSEAWS FLIEGCGCP IV FRIY— UV ZRI—DIL—ho—0 Ly MR

LTEIELTWABNE D D AEYIRTT % I1C1E. Workloads — Secrets ICFEIL. 25 R7An
A1 —DI—h>o—o Ly NEELZET,

AL
AN Project KO Y 745~ A All Projects ICEREINTWR Z EAFERLE T,

TSy T x—A =Ly M

AWS aws-creds

GCP gcp-credentials
o INLDEBEBOVWTNIDRIINDIGE., VI7RY—EI—Kr2—I Ly NBIFEET S
YRE—RFLEFRRZRIL—FE—REFHLTVET,

o INLDENRTIINBWGEE, V53R —BIL—ro—2 Ly bDBIBRINZI Vb
E—RTCCOZBERLTWET,

O. FME—RDA%ZFEATDIAWS XLIEGCP I TRI— U FZRI =DV SR —DHEN L

757 REREHERAERB L UVBIET AL DICHEEINTUVWEINEILN AT ZICIE. 25
24 — Authentication 7 7Y 7 bD YAML BEA R T 2NELHY ET,

a. Administration - Cluster Settings ICBEIL £ 7,
b. Cluster Settings *— T, Configuration ¥ 7%:&R L X7,

c. Configuration resource T Authentication &R L £ 7,
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d. Authentication details *—> T, YAML Y 7% Z#RL X7,

e. YAML 7O ¥ T, .spec.serviceAccountlssuer /X5 X —4% —DEEERL £,

o VS RTONAF—ICEAERMITONTWS URL 25 fEIX., CCO N AWSSTS /=
I& GCP Workload Identity TFEE— K2R LT, 72X —DOHAENS Y 57 RER
AIEREERSSLUVEELTWSEZEEZRLET., IhbDY Z R4 —I&, ccoctl
A—FT4 )74 —%FALTEREINZET,

o EDE™M K. VIRY—DFHE—RTCCOAFERLTWSBAH. ccoctl 2—F 1 1)
T4 —EFALTREINLTWAWZ EERLET,
19.1.2.2. CLI #f§f L /= Cloud Credential Operator E— K ®D¥31

CLI #f#EF L T. Cloud Credential Operator (CCO) MFAT 2 LD ICEREINTVWSE—REZHFITE
ia—o

pa )

BH®D CCO E— RAEHYR—MF 5DIE. Amazon Web Services (AWS)., ¥ O—/3\)b
Microsoft Azure, & & U Google Cloud Platform (GCP) 7 S A4 —D# T,

AR

o S RH—EEH/IN—3I v 3 r%&FD OpenShift Container Platform 7 AU > MIT7 7€ R
TE %,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

Fia
1. cluster-admin A=) %#F>21—H—& LTIV ZRAF¥—DoclcATA1 >V LET,

2. CCOMNMFERTBLDICEREINTWEE—REERTZICIE. OOV REAADLET,

$ oc get cloudcredentials cluster \
-o=jsonpath={.spec.credentialsMode}

TRTDTSY F 74— ATTRTHEFR— FIRTVNBDITEHY FHAD. ROLEIE
PEEET T,

o ""CCOWRTIAINKMNE—RTEELTWET, CDERETIE, CCOIE, 1 VA KM—JLH
ICIREINAEZILTY v IILICRLT, SYMNE—RFAEFNRRRIL—FE—RTEMELZE
£

e Mint: CCOIEIYMNE—RTEMELTWVWET,

e Passthrough: CCO IZ/XR A —E— RTEELTVWE T,

e Manual: CCO IIFEE—RFTEELZE T,
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BF

spec.credentialsMode 7' ". Mint. Z7-|& Manual T#% % AWS £ 7% GCP ¥
TR —DRHEDHREEFET BICIE. ILIHAETZIHENHYET,

AWSBLUVGCP IR —Id, ==Ly rDHIBREINAZI Y M E—
FOFERZYR—FLFT,

FEITE— REFHT 5 AWS F£721E GCP 2 5 24 —IE, AWS Security Token
Service (STS) F7zl& GCP Workload Identity #{FB L T. 735X 4 —DHERH
5777 RREIBEREZEFRE LUVEBEETEHLDICEREINTWERHBELNHY X
9., 73R4 — Authentication 7 7V =V N EARB I ET, V5 RA9—HDZ
DEBEFER L TWEINEI N ZHBTE T,

3774 DAHEFERTSEAWNS £/IEGCP VTR — VS RAI—DNIV MNE—RNFLIF
NZAZI—FE—RTEELTVWBENEI D ZHIRT T ZICIE, ROATY REERTLET,

$ oc get secret <secret_name> \
-n kube-system \

-0 jsonpath \
--template '{ .metadata.annotations }'

<secret_name> |&. AWS DIF &L aws-creds. GCP D& & gep-credentials T,

IOV R, V5RY—IL—h>—20 Ly N4+ T2 x4 D .metadata.annotations /3>
A—F—DEERRLET, UTFTOXRAHEEFRATIZET,

e Mint: CCOIWEXIVME—RNRTEMELTWLET,
e Passthrough: CCO IZ/XR 2 —E— RTEELTVWE T,

VSR =D mint E—RFZFEALTWEHEE. 75R9—DMI—h>—JL v MELTEMEL
TWBENEIDZHIMTEHIEHLTEETY,

4. mintE—RDH%EFERTSHAWS F/IECGCPISRY— VSR —DI—ho—0 Ly b
LTEEL TW AN EI D aHlfg 5ICid. ROATY FERTLET,

$ oc get secret <secret_name> \
-n=kube-system

<secret_name> |&. AWS D5 &L aws-creds. GCP D& & gep-credentials T,

I— K=o Ly NABFEETZES. COATY ROHEAIEY—2 Ly MIBET 2EREERL
F9, T5—IE W= O—=O LY MBI SRY—ICEELRVWCEEZRLET,

5 FHE—ROA;EFHTEZAWS F/HIZGCGCP USRI — VS RY—DBISRY—DHEHIS
757 REBEIEREVERB L UVBETALIICHEINTULWEINE DN AR T DICIE. RD
AV REZETLEY,

$ oc get authentication cluster \
-0 jsonpath \

--template="{ .spec.serviceAccountlssuer }'

ZmMax v K&, 23R4 — Authentication = 7> = 7 k@ .spec.serviceAccountlssuer /\
FA—S—DEERTLET,
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o USyRTONAF—ICBEERMITSNTWVWS URL DHEAIK, CCO A AWSSTS F/1d
GCP Workload Identity TFEE— NZERALT. 77 X9—0DOHAEHI SV TV NEREEIBELR
EZERBLIVBEELTWEIEZRLTVWET, IhH6DY 5 R%—Id, ccoctl 1—7 1
D74 —%EALTHEREINET,

o ZEDHAIF, VSAY—DFEHE—RTCCOEMALTWS, ccoctl 1—F1 1)
T4 —EFRALTEREINTVWAWC EARLET,

19.1.3. 77 #JL NEIE

BHOE—RNMYR—KNINBTSY T +—L4 (AWS, Azure. LUV GCP) DIFAH. CCONT T+
IWHRE—RTEETZRIC. CNIFEBEEINSZREERZEMNICF v 7 L. CredentialsRequest CR
BT EDICHHRE—REHBILET,

T 74V MT, CCO IFHEINDIIZET— FD mint T— FITHDAERIEBHRD H 200 E D Hh & H 5
L/\ ;n%o)u:bu | %&%ﬁﬁﬁ L/—CO7Z& WU):I//T 7‘/ I‘@l@tﬂt’»umu | $|§75:1’Eﬁ§bi'§'o mint
t— I\ I +§j\7:’~ﬂlb u | %&7’3{7& \/\i («i passthrough t— |\ ‘n_—l_ﬁj\nmu\uE'lE*Eb\% ) 75\ t‘ 5 b\%:HJIDJU L/
F 9. passthrough €— RIC+27RFREEIEHR D 72 W 5HE. CCO IE CredentialsRequest CR % &t (C 4L
ETEIxtHA,

AV AMN—IVBFICREINALFIERI T+ TH 2 EHAINBIEZE. 1 VA M—ILIFKBLET,
AWS TlE, 1 YA M—5—F7ORORHOEETEHRL., EOMBBENN—I v aVARELTW
Z0ERLET, O 7ONM Y —F, TZ—DPRETZETCIT—OREICOVWTOERNRIER%
RELBWGELHY 7,

SRELIBHAER LA Y 2 P—ILORICEEI N, CCO BHRDBBRNT+HTH 2 LHBIT 515
AIZ. CCO IEF#R D CredentialsRequest CR ICFEHFZEM L. RIABEBI AT+ THZHICENDS
EMEBTERWIEATBLET,

A+ OARIEBRICOVTOREEAMRT 72010, BYAR/NR—I v a3V CRIIBEREEELE T,
IZ—DNM VAN —IBFICRELLGEIE. BEA VAN —ILERITLET., FHRO
CredentialsRequest CR FEDREICD W TIE, CCONBU CRDULEBAHAITTZ2DEFHLET,
ADAEE LT, AWS, Azure, 8LV GCP D IAM ZFETHERTE X T,

19.1.4. BAEER

® Cloud Credential Operator @ Cloud Credential Operator J 7 7 L Y ZAR—=Y

19.2. MINT E— RD{EH

Mint €— K&, Amazon Web Services (AWS) & Google Cloud Platform (GCP) THAR— I TWE
E

Mint E— RiZ, Y R—PFINhTWBTSY NI —LDTI7AIKNE—RTT, TDE— KT
Cloud Credential Operator (CCO) IFIRIIN 2 BEEBEL NILD Y TV REBAEBEHREZFERAL T, BELE
BRBEBBFEEDNRN—IvoavDIHRTISRAYI—KHNDAVER—Y NOFIHEOREREEHR L E T,

AV ZM—IVRICRIIEBRABIBRINARVES., ChIECCOIILL>TRESIN, /5 R9—RDIY
R—x > h® CredentialsRequest CR # LI L, BEBRFED/N—I v a v DATENTNOHAR
DOFGEEREVERT 27OICFERINET, mint E—RTY 57 REBIEBEREBGNICAETZZ &
T, Py T L—RREDBMOZBEBEREF/IIN—I v avapBET 77 aVvaiHiTcEE
ER

180


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/installing/#manually-creating-iam-aws
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/installing/#manually-creating-iam-azure
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/operators/#cloud-credential-operator_cluster-operators-ref

$19FE /77 KFOnS ¥ —DRAEROER

Mint E— RTl&, EEBELRILDI LTV v ILH Y S5 X4 — kube-system namespace ICHEfII N
T, IRT77O—FHIHEBOEF 2 T4 —BHEH L L TLWRWEEIE, AWS F7ld GCP D kube-
system 7O T MCEBELRILDY—I Ly NeffET2H0Y 0)75% BTV,

19.21. mint E—RDNN—I v a VvEH
mint E— KT CCO Z AT %1%5. IEE T H5R:6LFHA OpenShift Container Platform ZEITL. A

VAR=ILLTWBYISY ROBRBEHAFB L TVWBIEAERLTLEIW, IEEINZRIER
N mint E— RTAR+94BE. CCORIAMA—H—%2ERTETFEH A,

19.2.1.1. Amazon Web Services (AWS) /A—X v > 3~
AWS T mint €— FICIEE T 2BRICIEUATDONRN—I v 2 a VIR ETT,

e jam:CreateAccessKey

e jam:CreateUser

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

e jam:SimulatePrincipalPolicy

/,

19.2.1.2. Google Cloud Platform (GCP) /A —X v > 3~
GCP @ mint E— NICIEE T 2FREABERICIEIUTON—I v a VHRETY,
® resourcemanager.projects.get
® serviceusage.services.list
e jam.serviceAccountKeys.create
e jam.serviceAccountKeys.delete
e jam.serviceAccounts.create
e jam.serviceAccounts.delete
e jam.serviceAccounts.get
® jam.roles.get

® resourcemanager.projects.getlamPolicy
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® resourcemanager.projects.setlamPolicy

19.2.2. %ﬁ%@munﬁ| *Eo)}l/_ I\ ¢/_9 l/ b Fﬁ?iﬁ

£ 29 R7O/1M F—IL, Kube-system namespace DFRFEEHRIL— b —I Ly NEFRALET,
Zhid. IRTORIABEREKRZH L. ThEThDOY—I Ly I\’H’Eﬁi?%ﬂﬁ_&bt:ﬁﬁﬁ:‘fhij'o e
i, mint €— K THHROBELIEHR % EMR T 2D, passthrough E— K TEREEE#HR root ¥ —2 L v b
HFOIE—LTEITLET,

=Ly hOEKIZI T RTEICERY, ZREN D CredentialsRequest > — 7 L v MIHFEH
IhFEd,

Amazon Web Services (AWS) >—% L v FER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform (GCP) ¥—Z L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

19.23. BEEEZL NI DOIREBEROYIBRFAIZO0—FT—> 3 VHEEEEEHED mint E— R
HWESET, TOE—RIFAWS BLUVGCP TOHFYR—rINFT,

ZDE—RTEE, 2—HF—IZBED mint E— NEEARKICERE L NIVORFBEREZFEALT
OpenShift Container Platform 4 Y Z h—JLLE T, L. 2OTOCRIEIZTRI—DA VR
I\_)l/?éo)%:iiﬁ I//\o)llo)un, DIE|‘$$E/ 9 I/ W I\%éuﬂ%bij—o

EIEEIL. Cloud Credential Operator ICFRAHY ERADERGIERICOVWTHRBDERZThES Z &
TEEY, IhITLY., TRTD CredentialsRequest 7 7 =V NMIMEBERNAA—Iv >3 UhH 3
EDHERDAREICAYET, TDEH, WINHLDEEIDEICALRWVRY ., BEEL NI OREEE
WIMBICRY FEA. BEMTONLRIBTRIERINLZIC. RERBEE. ThiIZERELRS
V29 RTHEST I FT7IT714TICTEET,

= o-1o)
z-stream A DTy T L — F‘@ﬁﬁt; Eb:ftl wOY—I Ly F’&”‘E% L ~NJLDERE
BREEICTICEIVELNHY 9, SREABEBHIEFEELLRWVGEIX. 7y TIL—KPY
Oy IINDEEELHY FT,

%E‘FEE%l//\\‘)b@DILD | $E(«1751&_‘:7?(%5"]‘:1%1?-311&&/1/0
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FIOZE /S RO F¥—0REROESH

INSOFIEEETTZICIE. EWHRICI SR —TOEBELNILORIBERIVEICAY T,
T, 7 TTL—RTEICBEELNIVOREGEERAFEHALTY—2ILy NEFEITBA VA NI
TEMNELNHY T,

19.231. 279 K7 ¥—pZiEROFEHICLIZO0—FT—> 3>

227 R7aONA §—DRIBFHRN\MMASHDERTEEINDHE. 7757 K701 5 —DREER
DEHIC Cloud Credential Operator (CCO) WMERT 2L — I Ly NaFETEMT 2HELHY F
TQ

5 RFBEIEREO—T—>av$5 70K, CCOEFRTAILIICKREINTULWSEE—RIC
SOoTZEDLYET, mntE—RAEFRALTWE Y SRY—DREEREAO—T—> 3~ L7BIC. HIR
INFEEERTERINALZIVR—2R Y NORHERISFE TYHIBR T IHELHY T,

Gl s

e UVS5RH—F, FAHALTWBCCOE—RTODYSY RZBAIEROFEIO— S avEaEt
R—=RMNTBTSYNTA—LIZAVARMN=ILINTWS,

o mint E— FIZDWTIE, Amazon Web Services (AWS) & & U Google Cloud Platform
(GCP) " R— S hET,

o VS RTONA T —EDA VI —T 4 AFEHEINBZRNERAZTELTWLNS,

o FTIREREIEIRICIE. E—RDCCOMNI S RY—THEAINELIICEKET HDICHDR/N—
Iwvvavrhd,

FIR

1. Web 3> Y —JL® Administrator /X\— X%V 5 14 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKRFOnN/A 55— —r>—o Ly NERBDITFT,

TSy hNTx—A >—9Lvy M

AWS aws-creds
GCP gcp-credentials
]
H
3. Y=Ly hERAUITICH S Options A =121 — 7)) v L. EditSecret Z3ZIRL %
TO
4. Value 74 —JL FORB %=L FT, TOEREZFERAL T, RABHROEMEICENRRS
ZEEMWRRTEET,
5. Value 74 —ILRDFHFRAKNEI S5 R7ANA ¥ —DFFDORIIEHRCTEFHT L, Save 27
Vv o LET,
6. {E % D CredentialsRequest # 7> =7 NI > TESRBINZZEIVR—RV =D L vk
ZHIFRL XY,
a. cluster-admin O—)L %D 1 —%— & L T OpenShift Container Platform CLI A 4 ~
L/ i_a_o
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b. ZRINALIARTOAVER—FXV M —I L v NOZETS LU namespace #BG L £ 7,

)

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Z ZT. <provider_spec> (&7 57 R7ONA ¥F—DRET ZEICRY £,
e AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS O oMY > FILH A

"name" "ebs-cloud-credentials”,
"namespace" "openshift-cluster-csi-drivers"

"name" "cloud-credential-operator-iam-ro-creds",
"namespace" "openshift-cloud-credential-operator"

BINZIVR—%VbDEY—I Ly MZHIBRLF T,

0
\\ﬁt

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

@ I vtommiEEELET.
Q V=YL v MEEE namespace ZIEEL 7,

AWS > —7 L v h DOHIERSG
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

TAONA ¥ =AY —IHh SRIEREFETHIR T Z2BEREHY FHA, BRINZO
VIR—RX VMDY= Ly NEEIRTDE, CCOWRTIY N7 +—LhSEEFEDORIIER
EHIRR L., FRROREIBHRAEFERLET,

REE
PELEHRAEEINICZ E AR T B, UTFZETLET,
1. Web 3> Y —JL® Administrator /X\— XY 5 4 7. Workloads - Secrets IC#¥E L £,

2. Value 74 =)L ROHRBHIPEBEINTWVWSZ EAEELE T,

19.2.3.2. 7579 K70/ ¥ —DZRHER O YIS

Cloud Credential Operator (CCO) % mint €— N T L T OpenShift Container Platform 7 5 X 4 —
HAVAM=I)LLERIC. U5 R Y —OD kube-system namespace h S5 EEE L NILDFRIEBEHRY — 7
Ly NEHIBRTEET, BEELANIVORIERIE. 7Yy TV L—RREDERINLNN—ZIvI 3y
ENBEETEERBICOAMETT,
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pz o-1o)
z-stream WA DT v T L — ROFIIC, BREEBEHROY—2V L v F’éﬁtfi% L ~NJLDERE
FEREHKICTICREITMELHY 9, SBEFERHIEFEELLRWVGEIE. 7y T L—KN
Oy I INDEEMELNHY FT,

AIREH

e USRH—NH, CCONLDY S REREBHROEIBRAEYR—MNTBTSY NI —LICA VR
h—ILIhTW3, YR—MTRTSY M7+ —LIEAWS B LV GCP,

FIR

1. Web 3>V —JL® Administrator /X\— X%V 5 14 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKR7OnNA 55— —r>—2 Ly hERBDITET,

TSy NI x—A =Ly MR

AWS aws-creds
GCP gcp-credentials
]
.
3. ¥Y—=7 Ly bERUTICH B Options X = 21— 71w Y L., Delete Secret %3 &R L
x7,

19.2.4. FAEIER

¢ AWSIZDWTODBEEBELARILDOY—Y L v M% kube-system 7OV TV MIRETIREA
*

o GCPIZDWTOEBEEBELARILDY—Y L v M% kube-system 7OV =V MIRETIREA
*

19.3. PASSTHROUGH £— KD {EH

passthrough €— Ri&. Amazon Web Services (AWS). Microsoft Azure. Google Cloud Platform
(GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV). & & U' VMware
vSphere THR—FMIhF T,

passthrough E— K Tld. Cloud Credential Operator (CCO) (FIR#tE %0 5V RERiEEHRE., 2V
R—RX VP N2EKRKTZAVR-—RY MIELFT, BELFEWRICIE. 4/1h—»%£ﬁb VSR —
ADOIAVR—X Y NCHRELRBREERTIT5ODNR—Iv o a v REBTTN, RIIEREHICE
B Z2BEEHY FHA, CCO L. passthrough E— KT, BIOFIRINARI—TDEREFERD
ERZ3 T LEE A

pa

FHE— N &, Microsoft Azure Stack Hub THR— MNINTWBKH—D CCORET
£
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19.3.1. passthrough E— RD/N\—I v ¥ a VEH

passthrough E— KT CCO # A7 21HE. 18E T 5 REEIBEI A OpenShift Container Platform =
T AVAR=ILLTWR ISV ROBREBEHZHE L L TWE I EZHE LTS CCO #*
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Amazon Web Services (AWS) ¥—Z L v FER

apiVersion: v1i
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>
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apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>
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azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform (GCP) —Z7 L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>
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apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>
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apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere ¥—% L v FER

apiVersion: v1
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>
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Azure azure-credentials
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:

=Ly hERUITICH B Options X Za— %2 1) w2 L, EditSecret &R L £
E

. Value 71 =)L FORBZEHL T T, COBEREFEAL T, BEABROBHRICEIEALD

l:: t %EEEIL\T % i-g_o

Value 74 =)L RDFFRAKNEI ST RTONA Y —DFIRORAIBER TEFH L. Save &7
Dy o LZEd,

vSphere CSI Driver Operator D417 > TWAL vSphere 7 5 R 9 —DERIIBER A FH T S
&lE. Kubernetes AV hO—5—Ix—Y v —%@EHEIMNICO—ILT7 D b L TEHFINLERE
'FE%E’E BRI Z2HENHYET,

yz o)
vSphere CSI Driver Operator B E®ICAR > TW3IHE. COFIBEIFFAETT,

BH I N7 vSphere SREALBEHR A @A 9 5 ICIE. cluster-admin O—J)LEFDO2I1—H—& LT
OpenShift Container Platform CLI IO Y4 > L. L FOaOT Y REZETLET,
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0000_30_machine-api-operator_00_credentials-request.yaml 0
0000_50_cloud-credential-operator_05-iam-ro-credentialsrequest.yaml g
0000_50_cluster-image-registry-operator_01-registry-credentials-request.yaml e
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Network Operator CR "L E T,

Storage Operator CR &4 7> a v @aAVR—x Y N THY., IR —TEMIIAL-T
WaEaHNHY £7,
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0000_26_cloud-controller-manager-operator_16_credentialsrequest-gcp.yaml ﬂ
0000_30_machine-api-operator_00_credentials-request.yaml|
0000_50_cloud-credential-operator_05-gcp-ro-credentialsrequest.yaml 6
0000_50_cluster-image-registry-operator_01-registry-credentials-request-gcs.yaml ﬂ
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Image Registry Operator CR " E T,
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upgradeable-to 77 / 7—2a v &ZEMLF T,

I $ oc edit cloudcredential cluster

EMI37¥X b

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

<version_numbers> (7 v 7L — REDN—=Y a3 VT, BRlE xyz TT, =& 2L,
OpenShift Container Platform 4122 {112 4.122 #FHEL X7,

7/)TF—2avEEMLTH S, upgradeable DRAF—9 ANEEINSE F T, BoIhH 515
aihY £,

. Web O~ Y —JL®D Administrator /X\— 29 7 4 7T, Administration - Cluster Settings IC

BELET,

CCO RAT—4 ADEHMAERKRTT 5ITIL. Cluster Operators ') 2 kT cloud-credential % %
Vv LET,

e Conditions 7 2 3 D Upgradeable 2 7—% X% False D& 12, upgradeable-to 77
JT—2avIiCEEVWSRWI EEHERLIT,

Conditions £ < 3 ~ @ Upgradeable 2 7—% X" True M#H &, OpenShift Container
Platform ®7 v 7L — KRB LET,
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STS %{#M L /=F8)E— K& Amazon Web Services (AWS) THR— M I N F T,
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HIBIAMA—ILZ IV R—FY MIEIYHTEY, InSOREEFRIF. AWSAPIIEUH L %Z1TD
FaAvR—xY MIEE®D IAM O—)LICEEMIT SN ET,
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AWS Security Token Service (STS) & AssumeRole API 77> 3 V%R $ % &, Pod A° 1AM O—)JL
RYY—TEHEINLTIVERAF—ZRBTEZLDILRYVET,
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H5LZFT,

o N—UVDEZREIE namespace B, H—ERXT7H DY NDEZBIE namespace E—HLTW3,
o N—UUNRFRE—BITIRICL>TELINTWVWS, VFRY—THEAINZY—ERT
AoV NBEREDORARABERTIE. AWSS3 NNy MIFEEINET, AWSSTSO7 7L —

avVICE>T, Y—ERT7HYIYMNN—=OVDELNASIN Y MREINTVWS LR
E—HLTWABZIEPRIIINET,

19.5.1.2. AWS STS OsRiF 70—
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OpenShift Container Platform 4.12 Z85F & & U0

RDEIE, AWSSTS %#{FH T 33585 D AWS & OpenShift Container Platform 2 5 X 4 —BE D EREE 7
A—ZRLTWET,

o ~M—2VEH X, OpenShift Container Platform ¥ 5 24 —_E® Kubernetes 4 —EX 7 H D v
I\%%#_ E‘Z—GTQ

e Pod A®D Kubernetes 4 —ERFho v b 3, EEZNESY—ERT7HO VY NN—Y >V TT,

B419.2 AWS Security Token Service DE8:E 7 O —

Amazon Web Services

S3 bucket
with OIDC configuration

<4— Trust tokens signed — IAM Identity Provider

»
»

Public key

AWS services

e
Kubernetes [
service account .

OpenShift

» IAM Role for pod

A
A

Pod

Private key I
e » AWS config file

-

Kubernetes
service account

Token signing

v
v

FTLUWEREHE R & B I NARAIEHROZ R, BUICERE S /e AWS IAM OpenlD Connect (OIDC)
ID 7ONA 4 —& AWSIAM O— LA HAEDETHERTZIETHEEINE T, AWSIAMIZEL >
TEEINTWEHY—EZX7hAHU Y M =2 2I&, OpenShift Container Platform IC&k > TEHZHINT
b l’)\ Pod ‘CEEﬁ L/TDIL u.l.—t‘uﬁﬁﬁ—c X ij_o

19.5.1.3. AWSSTS D h— % VE$

Pod MERTBEBERNEY—EXTAV Y M =2 Vi, —EHEMBEY 2 CHRINICAY T,
AWSSTS ¥ 20 529 —DiFHE. ZOHREIE 3600, DFEY 1KETY,

N—2 2 DEHIE, Pod HEIY HETEHNTWS ./ —RLEDkubelet IC&YEITINFT, kubelet 1.
N—2 > DEWDEB®D 80% #8225 &. h—2vDO—F—>avERAFET,
19.5.1.4. AWS STS @D OpenlD Connect DEH

OIDC BESEO/NT)y 08By E,. NTYUyIFRIETSAR—NSINT Y MIRETEZ

ER

X

OIDC XK TIX HTTPS AT 2 MEHIMHY EYT, AWSH—ERIE, OIDC KF a2 X b% JSON
Web Key Set (JWKS) ABISBOFERXTABETZNTY v VIV KRSV b EBRBEELTVWET, hil
LY, AWS H—E R (&, Kubernetes ICL 2 TELININAI VY RIhiN—Y UV AKRIEL., GIRRE%
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EEITINEIIAHETEBRLDICRYET, ZTODRD, EELDSINTYy NA T avTHENT
)w P HTTPSTY RARA YV MIBETT, TSAR—KRIVRRA YV MNIYR—MIhFHA,

AWSSTS R T 5ICIE. AWSSTSH—ERD/NT Y w2 AWS /Ny JR—2UM, /8T 1w S3N
Ty b, FRENRTY v CloudFront TV RiRA V M&BA LT SAR—=NSINFy NEBIETE
ZELRHYET., 1R M—JLBFIC, CredentialsRequest # 7> =7 NDABICFERT Z /17w K
DY THBIRTEET,

e FI7AIKTIE CCO—TFT 4T 14— (ccoctl) B\ OIDCEET 7 A I %&/NT) v S3N
v MIRFEL, SBURLEZNRTY v OIDCTY RRA Y MELTERALET,

o F/i, ccocl1—F14")T4—TOIDCEREETSAR—KSINTY MIREFEL, TON
v M, 1XT 1Y) w9 CloudFront BB URL ZNN L TIAMID 7ANA Y —HD ST VRT3
EHETEET,

19515, AWS AV R—FXV hD—I L v MER

STS CFEIE— N&FEHT % &, {E5ID OpenShift Container Platform IV R—x > MIRHEI NS
AWS FREHRIROABRINERINE T, ROV—I L v MEREZLEL T EI L,

A3HBEORWERITEREFALIZAWS Y —27 Ly M ER

apiVersion: vi

kind: Secret

metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>

data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

ﬂ IV R—% Y hD namespace,

g AVR—XV R —2 Ly NDKRL

STSTDHDAWS >—o L v pMERX

apiVersion: v1i
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
sts_regional_endpoints = regional
role_name: <operator-role-name>
web_identity_token_file: <path-to-token> )

JYVR—2% > b® namespace,

®9

AVR=—V Y= Ly MO
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g AVER—ZY hOIAM O—),

Pod DY —ERTATVY M= UADINR, BE. Zhik OpenShift Container Platform 1
v R—= >~ b ® /var/run/secrets/openshift/serviceaccount/token TY,

19.5.2. STS TDFE)E— N IZERE X L7z OpenShift Container Platform 7 5 24 —®
A2VA M=

STS & HICFEIE— R%{FMH L T Cloud Credential Operator (CCO) 2T 2 LD ICREINZ I S
A=AV RAN—ILTBICE, UTFEERTLET,

1. Cloud Credential Operator 1—7 4 )74 —%%EL XY,
2. MERAWS Y)Y —% ERICERT DM, 120X RaERALTHERLET,
3. OpenShift Container Platform 1 Y 2 h—5—%FR{TLE T,

4. V52— BMHRDOEVREIFEREZFEAL TWH I EZHEBLE T,

p=a-3]

STS#FEATZMICISRAY —IEFEIE— RTEMET 5728, BRELR/NRXA—I vy 3T
AVR—RY NOFHROBIEEREERT 52 Z &£ IETE EH A, OpenShift Container
Platform QBIDY A F—/N=2a Iy T L — KT BRI, AWS/R—I v 37D
EHENMHZIENEILKHYET, STSEFERTZIZRAIY—%5T v T L— KT 50
IS, V5 RA9—BEBEIZ, AWWSNKR—Iv ¥ aVhABEOIVER—RY MIDWTHERT
X, FRAVAR—RV NTCHATRETHZ I EEFEITHRIRTILENHY 7,

RS

o USRAY—BEHMDI=HD Cloud Credential Operator T1—F 1 1) 7 4 —DKE

19.5.2.1. Cloud Credential Operator 1—7 1 V) 7 1 —DRE
Cloud Credential Operator (CCO) "FEIE— RTEMEL TWB & ZIZV RIS —DAEBNL I Z TR

ILTFUIvIVEFERSLIUCEET 2ICIE. CCOLI—T 4 YT 14— (ccoctl) /X1 F 1) —%H L TH
ﬁbi?o

p= =)
ccoctl I—7 1 UT 4 —Id, LinuxIRIETEITTE2HENH S Linux /X1 F+Y—TT7,
AR E A
o JSRY—EEBEDT VA% D OpenShift Container Platform 7h o > M &FRTX %,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

e ccoctl 1 —F 4 )T 4—HDAWS 7HO Y NEERL., RO¥ERTEHRETESLSICLEL
7=o

RKIOIMBEHRAWS/RA—I vy
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B19E /57 KO3 1 ¥ —DOFEHEROER

iam/NX\—3Iv> 3V

o iam:CreateOpenlDConnectProvider
o iam:CreateRole

o iam:DeleteOpeniDConnectProvider
o iam:DeleteRole

o iam:DeleteRolePolicy

o iam:GetOpenlDConnectProvider
o iam:GetRole

o iam:GetUser

o iam:ListOpenIiDConnectProviders
o iam:ListRolePolicies

o iam:ListRoles

o iam:PutRolePolicy

o iam:TagOpenIDConnectProvider

o iam:TagRole
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s3/N\—3XIvwi 3V

o s3:CreateBucket

o s3:DeleteBucket

o s3:DeleteObject

o s3:GetBucketAcl

o s3:GetBucketTagging
o s3:GetObject

o s3:GetObjectAcl

o s3:GetObjectTagging
o s3:ListBucket

o s3:PutBucketAcl

o s3:PutBucketPolicy
o s3:PutBucketPublicAccessBlock
o s3:PutBucketTagging
o s3:PutObject

o s3:PutObjectAcl

o s3:PutObjectTagging

cloudfront /X\—3x v > 3> . .
o cloudfront:ListCloudFrontOriginAcce

ssldentities
o cloudfront:ListDistributions

o cloudfront:ListTagsForResource

OIDC&#&E%. /N7 v ¥ CloudFront 74« AN E2—2 3V URLBHATIAM7ZA TV T4
TA—TANAT—DBTIERTETSAR—NS3N\Ty MIRET ZFEDHE. ccoctl
A—F 4V T4 —5RTTHANS 7HT Y MIULRODEBMNR—I v > a3 VHABRETT,

o cloudfront:CreateCloudFrontOriginAccessldentity

o cloudfront:CreateDistribution

o cloudfront:DeleteCloudFrontOriginAccessldentity

o cloudfront:DeleteDistribution

o cloudfront:GetCloudFrontOriginAccessldentity

o cloudfront:GetCloudFrontOriginAccessldentityConfig
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o cloudfront:GetDistribution
o cloudfront:TagResource
o cloudfront:UpdateDistribution

o’ pE )

INSDBMD/N—I v 3L, ccoctl aws create-all 1< > R CEREHIERE
K% QLR § % BR D --create-private-s3-bucket = 7> 3 v DFERAE Y R— ML F
ERR

. UTFOaOR Y R&EETL T, OpenShift Container Platform ) ) — R4 A=Y BB L X,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

. UTFOav Y R&EETL T, OpenShift Container Platform ) ) — R4 XA =I5 CCOAV T

T—AXA—VZRELET,
$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE -a ~/.pull-secret)
)z )

$RELEASE_IMAGE ®7 —* 7 7 F v —»'. ccoctlY —/LZ{FERAT BIRIRD
T—FTI9Fv—E—HLTWVWBIEZHRLTLEIL,

. UTFOav Y R&EETL T, OpenShift Container Platform ) 1) — 24 A —YRWO CCO AV T

F—AA—=IUDh 5 ccoctl N1 F)—EHELET,

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret

CROAOAR YV RAEERITLT, #ERAEZZEL T cecoctl Z£1TREICLE T,

I $ chmod 775 ccoctl

ccoctl AT ZHEMBN TITTWB I E MR T ZICIE, ROATX VY RERITLTAILT T 7
AINERRLET,

I $ ccoctl --help
ccoctl --help DH 77

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

201



OpenShift Container Platform 4.12 Z85F & & U0

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
gcp Manage credentials objects for Google cloud
help Help about any command

ibomcloud Manage credentials objects for IBM Cloud
nutanix ~ Manage credentials objects for Nutanix

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

19.5.2.2. Cloud Credential Operator 1—7 14 )71 —% AL/ AWS V) YV — X DIERK

CCOx—TFT1"Y7T 14— (ccoctl) ZEA LT, BEQAWS )Y —R% ERIICEKR LAY, 1D03%
VRZEFERLTHERLEYTEEY,

19.5.2.2.1. AWS Y YV — 2 DER D e

AWS V) Y —ZDZEEFIIC ccoctl Y —ILHMERR T B JSON 7 7 1 L = HER T 2 BN H B15E

¥, ccoctl V—ILAAAWS )Y —REBEERT 27DIFERTZ 7O A’EBOESG %I AW
BAEIE. AWS )Y —2A&@ERICERTEE T, LEAE TOF T avid, ERs1—4—PEM
ATIhhoD)Y—REERT 2EXEAHET H2HMICEKICIBET,

FNLANDIFEEIE. ccoctlaws create-all A¥ Y RAFEHALTAWS UY —RABEEICERTE F
-a—o

pa

T7A#IBMT, ccoctl AT Y RBR[TINBZTALIMN)—IZA T M &KL
F9, ATV RERDT 4 LI MY —IC/ERRT %12k, --output-dir 7SV &FERAL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs #FH L T DZRESRL E

-3—0

—ERD ccoctl A7 Y FIXFAWS API U L 21T, AWS Y —R R FIEEEL
F9, ~dry-run 7572 FRALT. APIEUHE LZE0@WTEEY, CDI7 S5V Z2ERAT
& ROYICA—ALT 74 IV AT LICISON 771 ILHMER I E S, JSON
774 EBBLTEREL, AWSCLI Y —JLT --cli-input-json /X5 X —4 — % {FF L
THEATEET,

Gl s
e ccoctl/ N1+ —%52EBALTEBLTH,

FIR

1. ¥ 524 —® OpenlD Connect 7H/NA ¥ —%{ETHODIEAINZ AT v IBLVT
FANR=FMNRSAF—T 7ML EERLET,

I $ ccoctl aws create-key-pair

H 5
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2021/04/13 11:01:02 Generating RSA keypair

2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.private

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.public

2021/04/13 11:01:03 Copying signing key for use by installer

serviceaccount-signer.private & & U' serviceaccount-signer.public (&, £ I 2 ¥ —
774ITT,

ZOARV R, VZRI—DAVRAN—IVEICBEET DTS4 R—hF—%
/<path_to_ccoctl_output_dir>/tls/bound-service-account-signing-key.key IC{ER L £ 9,

2. AWS T OpenlD Connect 7A T YT A T4 —7ANA T —BLUVSINTy NEERLET,

$ ccoctl aws create-identity-provider \

--name=<name> \

--region=<aws_region> \
--public-key-file=<path_to_ccoctl_output_dir>/serviceaccount-signer.public

2T, LTFD LS IChY £,

o <names> (&, BHEICERINZISTO R Y =RV T FIFBEHIFERINS KA
T“’a—o

e <aws_region> . 7TV K Y—ZAHIERIND AWS )—2 3 VT,

e <path_to_ccoctl_output_dir> (&, ccoctl aws create-key-pair 1< > RAYER L 72/87
Do F—=T74I~AD/INZXTT,

H 5

2021/04/13 11:16:09 Bucket <name>-oidc created

2021/04/13 11:16:10 OpenlD Connect discovery document in the S3 bucket <name>-oidc at
.well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at keys.json
updated

2021/04/13 11:16:18 Identity Provider created with ARN: arn:aws:iam::
<aws_account_id>:oidc-provider/<name>-oidc.s3.<aws_region>.amazonaws.com

openid-configuration ($#H K¥ a1 X~ b TH Y. keys.json (& JSSONWeb F—tv kT 74
ITT,

DTV RiE, YAMLF&E 7 7 1 )L % /<path_to_ccoctl_output_dir>/manifests/cluster-
authentication-02-config.yaml I[CE/ERK L EF T, TDT 7 ILid. AWSIAM 74 TV T 4
TA—TONAT—DBRN—=VVEEFTDELIIC. VIRI—DEKRTZDHT—EZXTHD Vb
=0 YDRTADURL 74 —ILREFZRELET,

3. VR —DEAVR—RY MIDWTIAMO—ILEERLF T,

a. OpenShift Container Platform 1) Iy —Z 4 X —<H & CredentialsRequest 7 7> = 7 b D
—BEzHELET,

I $ oc adm release extract --credentials-requests \
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204

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

credrequests (&, CredentialsRequest # 727 hDY X MARIMINZ T4 L
N)—T9, T4L I MN)—DEELAWVGE, 2OIAYYRNETa LI M) —%4E
ﬁibi’a—o

b. 75 A9—TUS5AY—HEgEaFRLTIDULEDA Y avyaviR—XV NEEMICTS
malE., |\WAa Y R—% > KD CredentialsRequest 1249 L)Y —2%HIRL X T,

AWS _E® OpenShift Container Platform 4.12 @ credrequests 714 L 7 b Y —DRH
B DB

0000_30_machine-api-operator_00_credentials-request.yaml ﬂ
0000_50_cloud-credential-operator_05-iam-ro-credentialsrequest.yaml 9
0000_50_cluster-image-registry-operator_01-registry-credentials-request.yaml 6
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml 9
0000_50_cluster-storage-operator_03_credentials_request_aws.yaml G

Machine APl Operator CR "I ET Y,
Cloud Credential Operator CR " E T,
Image Registry Operator CR " ET T,
Ingress Operator CR WA ETY,

Network Operator CR "L ET T,

QD000

Storage Operator CRIE7# 7> 3 v @aAVKR—RY N THY. U529 —TEMIC
RO TWBIGELHY T,

c. ccoctl YV —JL%&fEA LT, credrequests 71 L 7 k1) —T9 XT®D CredentialsRequest
ATV b EUEBLET,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com
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Pz -
GovCloud R EDREBD IAMAPI T RRA > N EHRAT 3 AWS BIET
&, ~region NS X —4—T) =Y aVaEETIHELHYET,

49 5 24 —T TechPreviewNoUpgrade ##etz v ML > TEMEI AT
v/av—7LEa—#EEsERLTW5IB4A1L. --enable-tech-preview
INGA—H—%EDBUEINHYET,

TN ZNn D CredentialsRequest 77 72 = 7 MMIDWT, ccoctl IFIEE I N7z OIDC 74
TUTATA—7ANA Y —|CEERMFSNAEFERY) > —&. OpenShift Container
Platform ) I) =24 X —2 D% CredentialsRequest 7 7> = 7 MNIEZEINZ/XA—I v
YavRYY—&FERALTIAMO—LAEERLET,

® OpenShift Container Platform &—2 L v MDYERIN 2 T & A2 FEFR T B IC
l&. <path_to_ccoctl_output_dirs/manifests 71 L 7 N —D 7 71 LA —ERRLZF T,

I $ Il <path_to_ccoctl_output_dir>/manifests

il R
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml|
-rW------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-W------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-rW------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSIZV T —%RTTDE. IAMO—IHBPERINTWSE I EEERTIET, FMIFAWS R+
AVRDIAMO—=ILDY A RKRRICDWTSRLTLKEIWL,

19.5.222. 8—O<v Y KD AWS V) YV —ZXDYERK

AWS 1) Y —ZDZEERIIC ccoctl Y —ILBMERR T B JSON 7 7 1 LA RER T 2 BN R WIFE

T, ccoctl V—ILDNAWS )Y — R BEMER T 27-DICERT2 7O A’ EBOESG 5 T5E
lZ. ccoctl aws create-all A~ > RAFALTAWS )Y —RADEKREBEILTE XY,

ZTNLUADIFEIE. AWS )Y — R Z@ERICERTE X,

¢ a0
T2 NT, ceoctl FATY RHAERITINBTALIMN)—=IZATO Y MEERL
F9., ATV MNERIDT ALY M) —ITERT 5 ICIE. --output-dir 75 V& FERL

¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DZAESRL E
ER
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Gl =S
UTHABEICRY ET,

e ccoctl N1/ F)—AHHBLTERBLTWNS,

FIR

1L LTFDOY Y RAEEFTL T, OpenShift Container Platform ) 1) — 24 A =T H 5
CredentialsRequest 7 72V bDY R MEHHE L ZE T,

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ 0
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests (. CredentialsRequest # 7227 DY X MARIINZTa LV K
)—T9., T4 LI MN)—DEFELAWVES, TOIXYRETA LI MN)—%ZERLZE
_a—o

Pz -
- ZOARY ROETITED LEEIIDIZIHBEDHY FT,

2. USRI —TYUSRY—HEEAFRLTIDULEDA T avyaVvR—2Y NEEMICT 15
Ak, B2V R—% > b®D CredentialsRequest 7 29 LY Y —X%HIBRLET,

AWS _E® OpenShift Container Platform 4.12 @ credrequests 714 L 2 b Y —DHA
DBl

0000_30_machine-api-operator_00_credentials-request.yaml 0
0000_50_cloud-credential-operator_05-iam-ro-credentialsrequest.yaml 9
0000_50_cluster-image-registry-operator_01-registry-credentials-request.yaml e
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml
0000_50_cluster-storage-operator_03_credentials_request_aws.yaml G

Machine APl Operator CR "I ETY,
Cloud Credential Operator CR " E T,
Image Registry Operator CR " ET T,
Ingress Operator CR " ET Y,

Network Operator CR WWIHWETY,

Storage Operator CR (&4 7> 3 v @AVR—RV N THY., VT RY—TEMIBR>T
WaEaEHNHY £,

QD009
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3. ccoctl Y —JLZ&1EH L C. credrequests 7 1 L7 b ') —TTF X0 CredentialsRequest 7 7
VI hENEBLET,

$ ccoctl aws create-all \
--name=<name> \0
--region=<aws_region> \9
--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \G
--output-dir=<path_to_ccoctl_output_dir> \ﬂ
--create-private-s3-bucket 9

EBHAICERINEZISORY)Y =Y T AT D-OICERINDELTT,
959 R)Y—ZADMERIND AWS ) —2 3 T9,

OV R—% K CredentialsRequest # 7V kD77 A ILEELT ALY MN)—%15
ELET,

FFvaviccoel —F 4 )T 4 —DA TV MNEERTETALIMN)—BIBEEL
T, T7FIETIE, 2—F1UFT14—lE, ATV RDPEITINBTAL I M) =T
Tz MEERLET,

® o0 000

F7>av:F7 4 MTIE ccoctl 2—F 1 1) 7 1 —I& OpenlD Connect (OIDC) % &
T27AN%EIRT )y S3NTy MIRFEL, SBURL /87 1) v 7 OIDC TV RiRA » b
ELTEARALET. KbYIZ, /8T7Y v CloudFront 8245 URL =/ L CTIAMID 7O
A9—ICE&>TT7IERAINDE TSAR—FS3 /7y MZOIDCREERET ICIE, -
-create-private-s3-bucket /N X =45 —%FHAL X7,

pa )

9 5 X4 —T TechPreviewNoUpgrade #gEtz v MLk > THEMWELI ATV /
AY—7LE1—#E%AFERL TV 5I541E, —enable-tech-preview /35 X —
Y—%EBHOBUENHYZET,

REE

e OpenShift Container Platform ¥ —27 L v RBMERIN B Z & 5 FEERT 51
I&. <path_to_ccoctl_output_dirs/manifests 741 L 7 ) —D 7 74 L E—ERKTLZE T,

I $ Is <path_to_ccoctl_output_dir>/manifests
H Bl

cluster-authentication-02-config.yaml
openshift-cloud-credential-operator-cloud-credential-operator-iam-ro-creds-credentials.yaml
openshift-cluster-csi-drivers-ebs-cloud-credentials-credentials.yaml
openshift-image-registry-installer-cloud-credentials-credentials.yaml
openshift-ingress-operator-cloud-credentials-credentials.yaml
openshift-machine-api-aws-cloud-credentials-credentials.yaml

AWSIZV T —%ETTDE. IAMO—IHBERINTWSE I EAERTIET, FMIFAWS R+
AVRDIAMO—=ILDY A RKRRICDWTSRLTLLEIWL,
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19.523. 41 VAN —5—DET

AR
¢ VSR —HKRANTBZIVSIVRTSYNIA—LTTHIVMNEBRELET,
e OpenShift Container Platform V) 1) =X/ X =Y ZREBLEX T,
FIE
LAYVRN=ULTOTSLDNEENE T4 LY M) —ICHYE X, install-config.yaml 7 7 1 JL
EERLET,
I $ openshift-install create install-config --dir <installation_directory>
Z T T. <installation_directorys> (. 1 YA M=V TOT LD 7 7 A IV EEKRTET1 LY
M)—ICBEHBAFT,
2. install-config.yaml :5%3 7 7 7 1 )L % #&% L. credentialsMode /X5 X —% —A' Manual IZ5%E

INBLHICLET,

> 7 ) install-config.yaml 528 7 7 1 )L

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q Z DfT7iE. credentialsMode /X5 X —4 —% Manual ICERET 27-DIBMINE T,

WE 7R OpenShift Container Platform 4 Y 2 =LY Z7 = A M &ERK L £,
I $ openshift-install create manifests

ccoctl ICL > TERINIYZT T RANE, A VA M=)LTOY S LDYER L 7= manifests
F4LYKMN)—ICOAE—LZET,

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

ccoctl "tIs TA LI MY —ICERLETSAR—MF—BAVRAMN=ITa LI MY—ITO
E_bij—o

I $ cp -a /<path_to_ccoctl_output_dir>/tls .
OpenShift Container Platform 41 Y 2 h—5—%FZ{TL X7,

I $ ./openshift-install create cluster

19.5.2.4. 41 ¥ A b— L DIREE
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1. OpenShift Container Platform 7 5 A4 — |l L £ 9,

2. 75 R5—ICroot BRELBEHRMN RN & 2R L X T,
I $ oc get secrets -n kube-system aws-creds
HARFUTOLSICRY FT,
I Error from server (NotFound): secrets "aws-creds" not found

3. :l‘//j'i’—?\‘/ I\bf CCO (,CJ:'D'C1’|5552"5h%u,u\uﬁﬁiﬁfé{iﬁﬁj'éo)f‘iﬁ< ‘/—7l/“/ |\7
Z7IAMNCHEINALAIAMO—ILEE DI EEHRALET,

Image Registry Operator Z A L7z~ >~ KOl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

HAIKIE, JYVAR—RV MIE>THFERAINZIO-—ILELTCWeb PATVYTATA— =0
#%T*h\uwaokﬁT*hémTTTo

Image Registry Operator % ff [ L 7= tH 7165l

[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

19.5.3. BEEE IR
o FHTCHRIBEINARTBERCTYISRY —EEHT 5%

19.6.GCP7—-O0—RKRID CFHE—KA2FHT S

Google Cloud Platform (GCP) Tl&, GCP 77— 0O— R ID #FH L/FEE— KHPYR—bIhTW
i’a—c

4 s 0]

DYV LTVIvILANZTI—IE, # L L OpenShift Container Platform 2 5 X4 —
TOHYR—FINTEY, A VAN—IVHRICEET I2HENHY £, ZOHEEME
AT 3010, BEDIVSRIY—DRDILTYIYILVANSTI—%FRATELDIC
BRETDHIEETEEEA,

19.6.1. GCP Workload ID DFEE— RICDWT

GCP7—/70—NRNIDZERHYT2FHE— NTIE. fE~% D OpenShift Container Platform ¥ 2 24 —3
vR—% Y M, BHBOREINLFEDIL TV v ILEFRLTIAM Y —ER 7 AT YV N Bk
TXF9,

U WERAEIBR & BRI N2SRAIBE MO E KL, BENITERE I N7z OpenlD Connect (OIDC) ID A/
A= IAMY—ERT7AD Y NaflAEDETHERT I ETEELINET, GCPICL > TER
INTWBH—ERT7HTY M =2 2IE OpenShift Container Platform IC& 2 TERINTEH Y.,
POCl ‘CEEﬁ L—Cu:bul.—t‘uﬁﬁﬁ—c% ij_o |\—7 y(ﬁ:t 1 H%FE??&‘:E%ﬁénij_o
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B419.3 Workload ID ®E25F 7 O —

Google Could Platform Workload identity pool

Cloud storage bucket . Workload

.

e with OIDC configuration 4— Trust tokens signed identity provider

GCP service account I Policy binding
«
Public key ¢
Google Cloud resources Security token service
A i
I [
1 1
Kubernetes GCP Kubernetes Access
service account service account service account token
H i
1 1
i i
: v
nShif
OpenShift Pod
Private key GCP credentials config
» Token signing e Kubernetes

service account

GCP Workload Identity TFEIE— R&fEHT 2% &. B % D OpenShift Container Platform 3~ iR—x
VMIRBHEINZGCP LT Y Y vIILOAVTVYDNERINET,

GCP>Y—9LybhI7x—7vY b

apiVersion: v1i
kind: Secret
metadata:
namespace: <target namespace> ﬂ
name: <target_secret_name>
data:
service_account.json: <service_account> 6

ﬂ JYR—F > h® namespace,
@ VER—%FVbr—ULv oL

g Base64 TIYI— RINEHY—ERTHIV K,

RIABEAEMAR I LTV v L&A L7 Base64 TI Y 11— KX hit service_account.json
Z274A4N0D0ATVY
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"type": "service_account",

"project_id": "<project_id>",

"private_key_id": "<private_key_id>",

"private_key": "<private_key>", 9

"client_email": "<client_email _address>",

"client_id": "<client_id>",

"auth_uri": "https://accounts.google.com/o/oauth2/auth”,

"token_uri": "https://oauth2.googleapis.com/token",

"auth_provider_x509_cert_url": "https://www.googleapis.com/oauth2/v1/certs",

"client_x509 cert_url":
"https://www.googleapis.com/robot/vi/metadata/x509/<client_email_address>"

}

Q YL F vy v LDFESEIT service_account TY,

9 GCP ADFFEICHEAINDIMWERSA *—, COF—RERL2IFETILENHY., EEI LV
TR,

GCP Workload Identity % {# L /= Base64 CTI >~ 11— KX /z service_account.json 7 7
NoarrrYy

{

"type": "external_account”,

"audience": "//iam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,

"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",

"token_url": "https://sts.googleapis.com/v1/token”,

"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-

/serviceAccounts/<client_email_address>:generateAccessToken",
"credential_source": {
"file": "<path_to_token>", ﬂ
"format": {
"type": "text"

}
}
}

7 LTV )LDFESE Idexternal_accountTd,
=Ty NA—F4ITVREGCP 77— O—RID F7ONA Y —TT,
INLDI LTV Y ILTHBRETEDZY—ERT7HAD Y MDY Y —2R URL,

Pod ADY—ERT ATV M M—=0UAD/INZ, BE. INIE OpenShift Container Platform 3
v R—= > b ® /var/run/secrets/openshift/serviceaccount/token TY,

0009

19.6.2. GCP Workload Identity ID % {8 L TFEIE— NAIZERE S 17z OpenShift
Container Platform 7 S X% —DA4 VXA =)L

Cloud Credential Operator (CCO) % F&)E— KT GCP Workload Identity B L CTHERAT 5 & 5 IC5%
EINEIZRI—%HAVAN—ILTBITE,. ROFIEEETLES,
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1. Cloud Credential Operator 1—5 4 ) 74 — %% EL X7,
2. WEMRGCPYY—REEMRLET,
3. OpenShift Container Platform 1 Y A h—5—%FETFL £ 7,

4. V529 =N BMHRDOEVREIFEREZFEAL TWS I EZHEBLE T,

p= =)
GCP Workload Identity % {# L/'C\,\éiﬁm\ PSR —IEFHE—FTHELTWS L
. M\EE*EBE%*#D - /l__k AN @%ﬁ L UWNEREIE F%&%'ﬂ;ﬁi—c X iﬁ'/\, OpenShlft

Container Platform D BID < A 7’—/\—*/ AavILTy 7L — KRB, GCP/N—
T avDREHEL DB ENLLSHY £T, GCP Workload Identity Z{FHA L TW3
PSR —%TyTIL—RKTBHII. VTR — ';’:EE%H: GCP #ERABEED O >~
A=V MIFLTHLTHY, HILWIAVER—Y NTHRATE 2 EFETHESR
TERELrHY FT,

BAEE R

o USRAY—BEH®DI=HD Cloud Credential Operator T1—F 1 1) 7 4 —DRKE

19.6.2.1. Cloud Credential Operator 1—7 1 Y 7 1 —DF&RE

Cloud Credential Operator (CCO) " FEE— RTEMEL TWB EZICI ZRI—DAEBNEIZ TR
IJLTFUIvIVEERS L UOEERT 2ICIE. CCOL—T 1Y T 14— (ccoctl) /X1 F 1) —%HH L TH
{ﬁ:bij_c

yz o-'o)
ccoctl 1—7 14 )75 14—k, LinxIRETEITITBI2RENH S Linux X1+ —T7,

AR F A
o USRHY—EEBEDT VA% D OpenShift Container Platform 7h o > M &FRTX %,

e OpenShift CLI (oc) A4 Y X h—ILThT W3,
FIa
1. LFoa~x Y R%=EFTL T, OpenShift Container Platform ) 1) — 24 X =Y %#BEBLE T,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

2. LFDaY Y R&EZEITL T, OpenShift Container Platform ) V) — XA X =I5 CCO VT
FT—AA=TERELET,

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE -a ~/.pull-secret)

212


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/updating_clusters/#cco-ccoctl-configuring_preparing-manual-creds-update

B19E /57 KO3 1 ¥ —DOFEHEROER

pa )

$RELEASE_IMAGE O 7 —* 7 7 F v —»'. ccoctlY —/LZ{FERAT BIRRD
T—FTI9Fv—E—HLTWVWBIEZHRLTLEIL,

3. LR~ > K%&RFTL T, OpenShift Container Platform ) ) — 24 X—YAO CCO OV T
FT—AX—=IH5 ceoctl /N4 F ) —EHELET,

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
4. ®ROATY R%EETLT, #ERZZEL T ccoctl ZEITHIREICLET,
I $ chmod 775 ccoctl

o ccoctl 5FRHTHHEBNTEITWVWBR I EAERTZICIE. ROAT VY REETFTLTAILT T 7
AINERRLET,

I $ ccoctl --help
ccoctl --help DH 77

OpenShift credentials provisioning tool

Usage:
ccoctl [command]

Available Commands:
alibabacloud Manage credentials objects for alibaba cloud

aws Manage credentials objects for AWS cloud
gcp Manage credentials objects for Google cloud
help Help about any command

ibomcloud Manage credentials objects for IBM Cloud
nutanix ~ Manage credentials objects for Nutanix

Flags:
-h, --help help for ccoctl

Use "ccoctl [command] --help" for more information about a command.

19.6.2.2. Cloud Credential Operator 1—7 1 Y71 — %A L7 GCP V) VYV — XA DERK
ccoctl gcp create-all A< > RZzfERAL T, GCP )Y —ZADEKRZBELTEZXT,

pa )

T7A#IMT, ccoctl AR Y RAR[TINBZTALIMN)—IZA T M &KL
F9., ATV MNERIDT ALY M) —ITERT 5 ICIE. --output-dir 75 V& FERL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DZRESRL E

_a—o
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Gl =S
UTHABEICRY ET,

e ccoctl N1/ F)—AHHBLTERBLTWNS,

FIR

1L LTFDOY Y RAEEFTL T, OpenShift Container Platform ) 1) — 24 A =T H 5
CredentialsRequest 7 72V bDY R MEHHE L ZE T,

$ oc adm release extract \

--credentials-requests \

--cloud=gcp \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ 0
quay.io/<path_to>/ocp-release:<version>

Q credrequests (. CredentialsRequest # 7227 DY X MARIINZTa LV K
)—T9., T4 LI MN)—DEFELAWVES, TOIXYRETA LI MN)—%ZERLZE
_a—o

' Pz -
ZOARY ROETITED LEEIIDIZIHBEDHY FT,

2. USRI —TYUSRY—HEEAFRLTIDULEDA T avyaVvR—2Y NEEMICT 15
Ak, B2V R—% > b®D CredentialsRequest 7 29 LY Y —X%HIBRLET,

GPC L ® OpenShift Container Platform 4.12 @ credrequests 71 L 7 kY —DAA
L]

0000_26_cloud-controller-manager-operator_16_credentialsrequest-gcp.yaml 0
0000_30_machine-api-operator_00_credentials-request.yaml
0000_50_cloud-credential-operator_05-gcp-ro-credentialsrequest.yaml e
0000_50_cluster-image-registry-operator_01-registry-credentials-request-gcs.yaml ﬂ
0000_50_cluster-ingress-operator_00-ingress-credentials-request.yaml
0000_50_cluster-network-operator_02-cncc-credentials.yaml
0000_50_cluster-storage-operator_03_credentials_request_gcp.yaml ﬂ

Cloud Controller Manager Operator CR " E T,
Machine API Operator CR "W E T,

Cloud Credential Operator CR B E T,

Image Registry Operator CR " ET T,

Ingress Operator CR " ET Y,

Network Operator CR W ETY,

Storage Operator CR (&4 7> 3 v @AVR—RV N THY., VT RY—TEMINR>T
WaEaEHNHY £,

OO0 09
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3. ccoctl 'V —J)LA&fER L T, credrequests 71 L ¥ k1) —T9 XTD CredentialsRequest & 7
V) MNEMEBLET,

$ ccoctl gcp create-all \

--name=<name> \

--region=<gcp_region> \

--project=<gcp_project_id> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests

2T, LFD LS IRy £,

e <names> &, FSYFUJIFERAINSG, FEFRINALEITRTOGCP Y Y —ADA—H—%E
E£4TY,

® <gcp_regions (&, V5V K Y —ZAMERIND GCP Y—Y 3 VT,
® <gcp_project_id> (. 75V KUY —XBERINE GCP 7OV MIDTY,
e <path_to_directory with_list_of credentials_requests>/credrequests (&. GCP t/—&

AT HD Y NEERT %78 DCredentials Requestx Z 7 T A D7 7 L EESLT 1 L
2 M) —TT9,

Pz
9 5 X4 —T TechPreviewNoUpgrade #gEtz v ML > THEMELI ATV /

AY—7LE1—#E%AFERL TL5I54(1E,. —enable-tech-preview /35 X —
Y—%EBHOBUENHYZET,

REE

e OpenShift Container Platform ¥ —27 L v RBMERIN B Z & 55T 51
I&. <path_to_ccoctl_output_dirs/manifests 741 L 7 ) —D 7 74 L E—EBRRLZE T,

I $ Is <path_to_ccoctl_output_dir>/manifests

GCPICVITY)—%AETTDE, IAMY—ERT7HYIY MDMERINTWA I EAMERATEE T, 5
ICDOWTIE, IAIMYP—ERT7HT VMDY ARMKRRICEATEGCGCPDRFa XAV MESRBLTLEX
L\,

19.6.23. 1 VA N—5—DEfT

AR
o VSR —HRANTDIVTURTSY NI F+—LTTAIV NEBRELET,

® OpenShift Container Platform Y 1) =24 X =Y BB LE T,

FIR

LAYZAN=WTO7ZLhEEFN2T4L 7 M —ICIYE X, install-config.yaml 7 7 1 )L
e LT,

I $ openshift-install create install-config --dir <installation_directory>

215



OpenShift Container Platform 4.12 Z85F & & U0

Z I T. <installation_directory> (&, 1 YR h—ILTATS LD T 74 IV EERT 2T 4L
M—ICESH]AZETY,

2. install-config.yaml ;%2 7 7 1 L % #&% L. credentialsMode /X5 X —#% —#»' Manual IC5%E
INBLIICLET,

> 7 ) install-config.yaml 2 7 7 1 )L

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q Z D1TlE, credentialsMode /X5 X —4 —7% Manual ICERET 27=DIEMINZE T,

3. WEAR OpenShift Container Platform 1 Y A =LY Z 7z A M EERLZE T,

I $ openshift-install create manifests

4. ccoctl ICL > TERINIYZTIRANE, A VA M=)LTOT S LDHERK L 7= manifests
F4LYMN)—ICOAE—LET,

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

5 ccoctl B tis T4 LI N —ICERLIZTSAR— NEF—BEAVAN—=ILTa LI N)—ICZO
E_bij—o

I $ cp -a /<path_to_ccoctl_output_dir>/tls .
6. OpenShift Container Platform 1 Y A h—5—%E{TL 7,

I $ ./openshift-install create cluster

19.6.2.4. 41 Y A h— L DT

1. OpenShift Container Platform 2 5 24 —ICEHR L 7

2. 75 A9—IC root SEEIFMD AW & 2R L E T,
I $ oc get secrets -n kube-system gcp-credentials
HAFUTOLSICRY FT,

I Error from server (NotFound): secrets "gcp-credentials” not found

3AVKR—=RVIH CCOIKL>TERINZZRABREFERAITHDTIIAL, Y=L v ¥
ZOITAMTEESINLET—ERTAD VM 2RO E2HRBLET,

Image Registry Operator Z A L7z~ >~ KOl
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$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
".data."service_account.json" | base64 -d

HAIKIEK, AVR—FR Y MIL>THERAINZO-—ILELIUWeb PATVYTFAT4— b=V
HPRRIIN, UTFTDOELIICKRRFINDZIETTY,

Image Registry Operator % fff L 7= tH 7165l

{

"type": "external_account”,

"audience":
"/liam.googleapis.com/projects/123456789/locations/global/workloadldentityPools/test-
pool/providers/test-provider”,

"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",

"token_url": "https://sts.googleapis.com/v1/token”,

"service_account_impersonation_url": "https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<client-email-address>:generateAccessToken", g

"credential_source": {

"file": "/var/run/secrets/openshift/serviceaccount/token",
"format": {

"type": "text"
}
}
1

Q 7 L7 v v )LDFESE Idexternal_accountTd,

9 Image Registry Operator MERT 5 —EXT7HT Y hD') Y —2X URL,

19.6.3. BE B
o FHTHRINAMIBERTY SR —EEHT 2%k
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