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£
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BF
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o ctcd DNV I Ty THEREBLTWS,
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haENZERELEY,
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a. kube-apiserver-to-kubelet-signer CA SERAZDE AR A HEE L £ 9
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$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}{"\n"}'

H A B

I 2023-08-05T14:37:50Z

b. kubelet SERAEDEXNHIR A EEE L £,

Vi.

RDAR Y RAEERFLT, Ay ha—ILT L=V /—ROFNyv TRy avaEREBL
F9,

I $ oc debug node/<node_name>

i. ROATY REERFTLT, W—hrFTa4 LI M) —% host ICEELZF T,

I sh-4.44# chroot /host
RDAT Y R%EZETL T, kubelet 754 7 NEEAEDBREABR ZEEL £ 9,

sh-5.1# openssl x509 -in /var/lib/kubelet/pki/kubelet-client-current.pem -noout -
enddate

H oAl
I notAfter=dun 6 10:50:07 2023 GMT
RDAT Y R%EZETL T, kubelet —/N—ZIERE DB WMHIR =rERZ L £ 9,

sh-5.1# openssl x509 -in /var/lib/kubelet/pki/kubelet-server-current.pem -noout -
enddate

H oAl
I notAfter=dun 6 10:50:07 2023 GMT

FNy Ty aVvERTLET,

INOLDFIEAEZEYERELT, §RTOIY MO—ILTL—Y ./ — RKOFBEEDE MR
HHERALET, VSRY—AHEEBICHBEETISLDICTBICE. REBRVWIAZDA
SEARAYINBEICYI S RY —EBREFT DL DICETE L TLEI WL,

2. VSRI—DIRTD/—KREVvy MOV LET, Thid, 259 R7O/84 4 —D Web
aAVY—IbhbEFTLEY., UTFTOIL—TA2EFTTEET,

$ for node in $(oc get nodes -0 jsonpath='{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done

‘) sh1ix, I bO—ILTL—V/ =RV vy RO YINBZET, 20O DM
THEEM (DEAM) A RLET., 10/ —RKULEOKRER I SR —TIE. FTHEDICT
RTOAVE2—RMN/—REV vy ROV T EREBARRT 27201, 100ULEICEE
L/i-a—o
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3.

H A B

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

INSDOFEDOVWITNDZFERALT/ —REY vy MOV TBE Pod BERBICKRT T2
O, TIDRIBT B AEREMEMERL T T,

R
RKRELRI SR —TlH, vy NIV VBENRS LD LD ICHELI T,

$ for node in $(oc get nodes -0 jsonpath='{.items[*]. metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done

R

¥ v b4 UHIC OpenShift Container Platform (IC AR X 11 212 Pod D 3
yhbO=WTL—=Y/—RERLAY (BR) T2HEEHY FHA,
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BEBEERTIZIVEIHYET, HRAYLT—VO—RAPRERETY Yy M5
vEnlav bO—LFL—r/—RERLA Y (BR) LEBEIE. BRE%IC
PSR —HDBUOKET RO NO—ILTL—Y /) —RERT Y 2 —)LAEE
ELTY—VF2RENHYET,

HEBA ML =R LDAP H—N—7R2 & REILR 7V F R —KEFEREZIRTEFELELE
T COEEZTIRNC. RV —DRFa2 AV MEHRLTLEIW,

BF

PSR —=% 9SO RTANA Y =TSy NI +r—LICF 704 LEEBEIZ. B
BIB9SO RYY—REVvy KDY, —BEI1E, FHIEHEHBRLAVWTLE
IV, —BFELEINAREBT YOI 5T K Y —X%HIRY % &, OpenShift
Container Platform AIEEEICETINABRWNZGEIHY £ 7,

2.3. BEEIEHR
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FIZEVSRY—DIEELEBLEE
AETIH, EBERYy Yy N O VRICVSRAY—2BEHNTHZ27OERICOVWTEHBLET,

VSR —SBEBRICKETZZENFRINI TN, V7 R9—RBUTOAIZEL FH L A VIREE
IKE>TEELRVWERELHY X7,

o Jry NI IUEED eted T—4 DIFIE
o N—KRIUIT7HER®D ./ —RKREE
o Xy NJ—VHEKGOREE

P29 —HDOELBWEEIK. 755 —DLAEIOREICETT 2FIEZETLET,

3.1 HIRSRH

o VSAH—AEBICVY Y NIV LTWES,

32. 95 RY—DBEEH
PSR —DEER vy NI VRIS AY— BRI TEET,
AR
e cluster-admin A—J)LEFDODI—H—E LTISARY—IZITIVEATE S,

o ZDFIETIE, V5ARIY—BEEICVYY MUY LTWBZEARIRELTWVWET,

FIE
L HEBRA ML =Y R LDAP Y —NN—=REDV SR —DKEFERRIRTEAVICLET,
2. TRTCDIVSRY—TIoVvABHLET,
2S5 RTANA ST =D Web AVY —ILRETIUVERETSICIK. TEHRDY S RIBE
ICBLAEAEEFERLEY,
HWIoONRESHELTA,L, I hO—ILTL—V/)—RORT—Y ABRICEHRF T,
3. 3IRTOOAYMNO—ILTL—Y /) — KD HERREICHD I EAHERLF T,

I $ oc get nodes - node-role.kubernetes.io/master

UTOHAIKRINTWS LI, Oy ha—ITL—>/—RIERXAF—4 X' Ready D%
a. EREIchY £,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.25.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.25.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.25.0

4, AV O—=ILTL—r/— RO EFIREEIC BRWIBE., KR TEIVNENDHBEREBEHRDIIRAEZEESL
ERK (CSR) b 2D EINERABLET,
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a. REDCSRO—EZRIFLET,
I $ oc get csr

b. CSROFMELE1—L, INABWNTHBIEEHRLET,
I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

c. TNTNDOBEWNLRCSRZERLIEY,

I $ oc adm certificate approve <csr_name>

5. AV O—ILTL—r /) — RHOEFRREICA > 721RIC. TRTDT—H— /) — RHHERBIREEIC
HBEEEALET,

I $ oc get nodes - node-role.kubernetes.io/worker

LTFOHAITRINTWVWE LI, 7—h—/—RKDAFT—4% AN Ready DIFH. 7—H—
J— RIZEBREICHY FT,

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.25.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.25.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.25.0

6. U_jj_/ - I\\\b{i%{ft’iﬁ%‘: i("\‘l\ tﬁl:l\ ulu\'g_é’,lﬁ‘gb‘%%){% EP@DEEHEE%gT (CSR)
NH2NEIDEERLET,

a. REDCSRO—EZRIFLET,
I $ oc get csr

b. CSROFMELE1—L, TNABWNTHBIEEHRLET,
I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

c. TNTNDOBEWNLRCSRZERLIEY,

I $ oc adm certificate approve <csr_name>

7. VSR —HEICEELTWS I EZHELE T,

a. N7 A—IVAMET LY 5 RH— Operator B2V & &R L F T,

I $ oc get clusteroperators

10
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DEGRADED 144" True ICEREINT WS Y 5 R4 — Operator MW & &R L &

EP

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 412.0 True False False  59m
cloud-credential 412.0 True False False  85m
cluster-autoscaler 412.0 True False False 73m
config-operator 412.0 True False False 73m
console 412.0 True False False 62m
csi-snapshot-controller 412.0 True False False 66m
dns 4.12.0 True False False 76m
etcd 4.12.0 True False False 76m

b. ¥XTD/—KH Ready RREICHD & ZMHRLF T,
I $ oc get nodes
ITARTD/—RKRDAT—Y XN Ready THZDZ & ABREL T,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.25.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.25.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.25.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.25.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.25.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.25.0

9S8 —NEICEE LAas>/IFE. eted Ny I Ty TEFEALTI ZRY— %8R
TERENHEHZEDDHYET,

8. AvhO—NLTL—vET—H—/—ROEFHINTEE, VISRAI—KHDITRTD/— K%
AT a—)laggE LTY—2 LEd, UTFTDAY Y REEITLET,

for node in $(oc get nodes -o jsonpath='{.items[*].metadata.name}'); do echo ${node} ; oc
adm uncordon ${node} ; done

BIER R

o VSR —HNEEBRICEAELALRVGEICeted Ny I Ty TEFERLTETT 2HEICDVT
I V7R —DERDIRENDETESRLTILIW,

1
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4.1. OPENSHIFT API FOR DATA PROTECTION D&

OpenShift API for Data Protection (OADP) & (&, OpenShift Container Platform LD B&#D 7 71)
F—oavERELEFT., ZOERIE. OpenShift Container Platform @7 Y —> 3>, 7Y
T—YaVvBEEDISRY—) V=R, KigR) 1 —L, RAEAXA—2hN\—F 2 ENLESEIR
REZRBLET, OADP I, AVFTF—bINAT7 U sr—av e RETY Y (VM) DEA%E/\Y
VT TETBIEETEET,

7272 L. OADP (& etcd ZF 7z Id OpenShift Operator DEERIBY Y 2 —>a v & LTIIHELZH A,

4.1.1. OpenShift API for Data Protection API

OpenShift AP for Data Protection (OADP) i&, N\w 27w T HhA9<4 X L. AEFLIETE A
)Y —ZADHAHEHIET BODEHDT TO—F =A8EICT % API 2R L £ T,

OADP ($3RD APl 1R L £ 7,
o Ny iUTvT
o &
o X4 Ta—)l
® BackupStoragelocation

® VolumeSnapshotlLocation

BIER R

o ctcd DNV O Tv S
42.0ADP ) )—RX /— b

421.0ADP13 ) 1)—X/—Fh

OpenShift API for Data Protection (OADP) @ 1) ) — R / — N Tl&, ¥FHkeE & ILaRMEEAE. FEHER DI
fe. BMOHREEIE, BANOME. SLUFERINAZBEICOWTEHRALET,

4.2.1.1. {OADP-short}1.3.2 Y Y—R /— b

OpenShift API for Data Protection (OADP) 1.3.2 J V) — R/ — MZIE., R I N7-RE & IR BED
REINTWET,

42111 R L /=&

BSLICE®SRARYLS—I Ly FHRMERAINTWSIGA. DPAIXREEICKKLEY,

Backup Storage Location (BSL) ICERIRARY LAY —I Ly RAFEAINTWED, T74IL LMD
Y=Ly RDRONSRWIGE, DPAIFEEICKKL XY, OEEKIZ. RUMCBERT7AIL MO
cloud-credentials Ef T2 2T, HRYLY—I Ly NABERINEE., ThaEELTE
DEFREEZWRTEET,

12
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OADP-3193

CVE-2023-45290: oadp-velero-container: Golang net/http: Request.ParseMultipartForm T® X
TR

net/http Golang F# S 4 73 1) =y 5 —JICREENR DN Y. OADP DLRID/N—Y 3 v ICHE
L 9. multipart 7 # — L%Z B9 5% 4. BARHIIC Request.ParseMultipartForm Z 9 % .
¥ 72 I$BE M IC Request.FormValue, Request.PostFormValue. Z7-|& Request.FormFile % {ff 3
ZMNCHODDST, BIFINZ T A —LDEFT A ZOFIRIE. E—D 7+ —LITOFEAHEY FITHE
INBZAE)—IKIFBEBRAINIEA, INICLY, RWVMITZETCERDHDANICLY. FEOKRKED
AE)=DEYHTOHN, XEY—FRBICORDZHEMELHY £9. TOFEAIE OADP1.25 TfE
REINFE L,

ML, CVE-2023-45290 # BB LTIV,

CVE-2023-45289: oadp-velero-container: Golang net/http/cookiejar: HTTP Y 1 L ¥ ME®D
BEmA v 4 —& Cookie DAELN A $xk

net/http/cookiejar Golang iE2# S 4 75 =Ny F—IIZREENR DN . OADP DLREID/N—2 35
VICHEBLEY, YTRXAUDN—BHLARW, FLEMBARAMA VY ERRIBLABVWR AL VAD
HTTP U 44 L ¥ MNCHES 5E. http.Client (£ Authorization > Cookie 7 & DA Y 4 — & BRi%E L
FtA,. BEEF O TERINALHTTP U FA LI MILY, BEAY Y —DFFHETEHEINZATEE
MAHY T, ZOFEAIEOADP 125 THRINE L,

ML, CVE-2023-45289 A# BB LTI,

CVE-2024-24783: oadp-velero-container: Golang crypto/x509: FEAR AR 7 I TY) XL %FF
DRAEDKREE/ A=Y ¥

crypto/x509 Golang BB#S 4 735 ) — Ry F—JICREERR DN Y. OADP OLREID/N—Y 3 V(T
HELIEY, THARKFEZILIV X LAZFOAMAEZEVIHAEF I — V2 RIAT S

&. Certificate.Verify 2*/X= v 7 |Z72Y £¢, Zhid. Config.ClientAuth % VerifyClientCertlfGiven
% 721 RequireAndVerifyClientCert ICEXET 53 X TD crypto/tls 7 54 7V MBS Y —/1N—[TF
BLEY, 774 NOEETIE, TLSH—N—RE I Z4T7 Y MNIAEZRIALEIHEA, ZOFEGR
OADP 125 THRINF L7,

EFHAIE. CVE-2024-24783 A#BBB LT XL,

CVE-2024-24784: oadp-velero-plugin-container: Golang net/mail: R REZARAD I X~ MHIEL
(MBI RGN

net/mail Golang #5414 75 1) =Ry 5 —IJILREEGHNREDON Y. OADP DLFID/N— 3 VICHE
L &9, ParseAddressList B#id. I XV b, FEMADTFRAM, BLUKRTEBZELUELFE
ho CNITENTZTRLRANR—H—EDREETHBH, BREN—H—%2FHATZTO7S LI
SO TERBZERDRENMTONZAEELIHY XY, COFEEIL OADP 125 THRINZE L,

FEfllE. CVE-2024-24784 #BR LTI,
CVE-2024-24785: oadp-velero-container: Golang: html/template: MarshalJSON X ¥V v KH 5
BEINBZIS—ICLY, 7Y TL—bDIT RS —THENZ NS H S

html/template Golang 1254 75 1) —/\yv 5 —JIIREGHNRE DM Y, OADP OLRID/N—T 3 7 I(C
HELFXT, MarshaldSON XV Y RASIRINZITS—ICA—HF—»4HT22T7T—9rAZFNhTVWDS
BA. TOIS—EHIML/TY T L— My 5= 0OV FF A NEBT R — TEEDODITICER
INZAEENHY., BIFEOT I avIliyY, FHLAVWIYFTYYRTY L —MIEAINEH
BEMEIrHY FEFT, CDODFRESEIEOADPI125 THRINF L7,

EFHAIE. CVE-2024-24785 BB LTI,
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DY) —RTERINIZIRTOBBED Y R M. Jira D OADP 1.3.2 DEARFHDEE DY XA M &
BEBLTLLEIL,

4.2.1.1.2. BRI DREE
OADP %185t L /=% IC Cassandra 7 7Y r—< 3 > Pod ' CrashLoopBackoff 2 7—#4 X IC
A

OADP »*8t XN % &, Cassandra 7 7Y r—< 3 > Pod #' CrashLoopBackoff 2 7 —% Z(l7 %
BEEMAHY £T, ZOREERLET ZICIE. OADP #1875t L7<#%. I 5 —F7(Z CrashLoopBackOff
KEE% IR StatefulSet Pod ZHIFR L £ 9, StatefulSet 1> hO—5—H T 5D Pod ZBERK L.
EBICEMET HLDICRYET,

OADP-3767

4.212.0ADP131 YY) —R/—}

OpenShift API for Data Protection (OADP) 1.3.1 ) V) — X / — NI, FieE & R S M7= BED L&
INhTWET,

4.2.1.2.1. Erikse

OADP 1.3.0 Data Mover B*ELIcH R— b I B LIV FELE

OADP13.0TF4 /Ay —7LEa—& L TEAIN] OADP #HAIAHD Data Mover »*, AV F
F—tINET—0—RERETYVYOT—IO0— ROWATRERICHR—MNINBLDICHBYFL
7=o

42122 R U ICR&E
IBM Cloud (R) Object Storage BX’Xv U 7y FRA ML —IFONRA F—E L THR—bIN 3B
EOIKBYFLE

IBM Cloud® Object Storage I, TNEFTHR— M INTVWARN>/ZAWSSIHEBD/NNY I 7 v TZ K
L—=o7anNA 5 —D12TY, TDEHICELY. IBM Cloud® Object Storage h* AWS S3 E#2D /Ny
Ty TRAML—=o7ONA = LTHR—MINBEIICRYE L,

OADP-3788

OADP Operator # missingregion TS —%IEL<HET D LHICRYFELE

AR, AWS Backup Storage Location (BSL) %% T region % i§E & 9 (T profile:default Z1{§E 3 %
&. OADP Operator ' Data Protection Application (DPA) 1R % &') ¥ — X (CR) T® missing
region TS5 —%#HETEXFEAT LR, COFHICLY., AWS D DPABSL EHDMRIENBIEINE
L7, ZTD#ER. OADP Operator A* missing region TS —%8|ET 5 LI ICAY F LT,

OADP-3044

HRY LS RILD openshift-adp namespace NS HIBRI i< RY X L XL

L EiE. openshift-adp-controller-manager Pod #* openshift-adp namespace ICE|Y HTHNALFN
WEYEy PLTWELE, ThICEY, ArgoCDBREDHRI LIRIVEREESTZTT)r— 3
VCHRBOBENREE L., HMEENEUICEELEFEATLE, COEHMICLY. ZOBBEMEIEI N,
ARH LZ X)L D openshift-adp namespace D SHHIBRI AR < ARY & L7,

OADP-3189
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FABEOADP 7SV r—a vy I 7y TEER

OADP must-gather 1 X—J D CRD #NET S LI ICARY E L

LaTi&. OADP must-gather 1 X —JH, OADP IC& > TIREINZ WA L) Y —REH (CRD) %
INELEFHATLE, ZOHER, omgVY —ILEFERLTHR—PM I TT—92HETEIENT
TFEFHATLE, TOEIEICELY. must-gather 1 X —U D OADP IC& > TIREEI N 5 CRD ZN&E
L.omgV—ILEEALTT—92HMETESLDICARY F L

OADP-3229

HR—ALI2avDTFI74) MEEEDOSZERNMEEINTLE

LIgild. garbage-collection-frequency 7 « —JL KD T 7 # )L MEEEORRAEE> TWE L, Z
DEHITL Y. garbage-collection-frequency @ gc-controller XD T 7 #+ )L MEEEA 1 BFE & L
DIELWMEICARY F LT,

OADP-3486

FIPS €— K27 5 ¥ OperatorHub CHIAAEEICAY F L

fips-compatible 7 5 7' % true ICFXE T % &. OperatorHub @ OADP Operator J X MZ FIPS €— K
7S MNEMINET, ZDHEEIZ OADP13.0 THEMICAY X L7=H'. Red Hat Container Catalog I
IEFIPS WG ERRTINTVWEHATLE,

OADP-3495
csiSnapshotTimeout Z @ WHABICERE LZIBAIC nil KA V9 —ICL B CSI TS 714 VDN
—vIhRELESRYILE

LIFTIE. csiSnapshotTimeout /X5 X —% — &5 WHIREICERE T S &, CSI 7574 T plugin
panicked: runtime error: invalid memory address or nil pointer dereference &\ > TS5 —AF4E L
TWE L7,

ZDEBEICEY, /Ny o 7w 7H Timed out awaiting reconciliation of volumesnapshot TS5 — Tk
BMIdLIICARYFE L,

OADP-3069

DN —RATERAINTZITARTOBED ) R M, Jira® OADP 1.3.1 DR FADEE DY A M &
BEBLTLEIL,

4.2.1.2.3. EAIDO S

{ibm-power-name} & & U {ibm-z-name} 75 v b7 A —LICFTOA IV I/ —K
OpenShift 7 S RY—DNY V7 TELTRA ML —T DHIR

IBM Power® 8L U'IBMZ® 75w M7+ —LICT 704 I V7L /) — K OpenShift 7 524 —
DNy I Ty TELIVCRANL—VFEEDRDEIREERL TLEIW,
AML—Y

WE. NFS R KL —TY D& {ibm-power-name} & & U {ibm-z-name} 7S v b 7 —AICF 70O
A3INBP I/ — K OpenShift 7 5245 —EE#MELRHY £,

Ry 97y S
Ny o7y THELVETIRIETIZ. kopia ¥ restic R ED T 7 A IV AT LNy I Ty THEFEHL
7 7T)r—>avDnRy 07y TOHRDYR—MINZET,

OADP-3787
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OADP %187t L 72#%IC Cassandra 7 7Y r—< 3 > Pod #* CrashLoopBackoff 2 7—#4 R IC
23

OADP »*8t XN % &, Cassandra 7 7Y r—< 3 > Pod #' CrashLoopBackoff 2 7 —% Z(l7%: %
REEMAHY T, COREEDET ZICIE. OADP #1875t L%, I 5 —F 7% (& CrashLoopBackoff

IRRED StatefulSet Pod #HIfR L £ 3, StatefulSet 1> hO—5—HDZINS5D Pod #EEK L. EE
ICEMEST LD ICRYET,

OADP-3767

4.213.0ADP13.0YYV—R/—Fh

OpenShift API for Data Protection (OADP) 1.3.0 @Y 1) — R / — NI, #ridae. RIS h-BEEEN
7. BAMOBEN) A RINhTWET,

4.2.1.3.1. Fiksae

Velero EJU b1 > DataMover

OADP 13 [ZI&. Container Storage Interface (CSI) RY 2 —LDRF v Foav &Y E— ATV
P RANTICBRHT HLHOICHERATES, EILNM Y DataMover ’EFNTVWET, EJ MM > Data
Mover ZfHfd2 &, V3R —DESE. R[HIKR. FLFBEIRELLBEIC. VE—NFTVY
RRANTHOSRTFT—MINT I =23V aBRTEES, ATy Foay hTF—95amAHMY. #
BVRI M) —IIEZRADLDOT Yy 7O—9—XH=XL& LTKopia ZFERAL T,

Velero EJL M1 > DataMover i, 72 ./0Y—70LEa1—#ETd, 7//0V—7L E1—#sE
&, RedHat @Y R— MDY —EZXLNILT T =X N (SLA) OFRATHY . HEEMICTEL T
BWEEHNHY ET, RedHat I, EFRFRETCINSGZFERATAIEA2HRELTWEHA, 77 /0
VTl Ea—#EEld. RFOREREELVWERIREL T, AREBTHEEDT AN TV T 4 —FK
Ny JHEIBELTWEECZEZEHNELTWET,

TFP7ANDRATLNRY Y7y TaFERLTCTZ IV r—>a3 %Ry 97y 79 %:Kopia £l
Restic

Velero D7 7 4 IV R T LNy 7 T v 7 (FSB) I&. Restic /SR & Kopia /82 EWD 2 DDy I Ty
T2473)—aHYR—PLTWLWET,

Velero 232 &, A—H—IF 2 DDA LZERTEET,

Ny 97y TOHEIE. 1~ A M—JLHIC uploader-type 7 5 75 FERA L TR &IBELET., BiR
fEiL. restic 7zl kopia TT ., ENEEINTVWAWGE, D71 —ILKDF 7 # )L k& kopia T
T A VAN —NRICBRREZEFESHIEQETEIEA,

GCP 7 > RER&E
Google Cloud Platform (GCP) Rl %= T % &, BMWHAB DI L Google FRELIEHRAHERATE XY,

GCP & Workload Identity Federation Z{# 9 % &. Identity and Access Management (IAM) Z{#Ef L
T, Y—ERT7AHT Y MIRYRDIEELAED IAMO—ILEARBTA TV T4 T4 —IH5TEE
T ThICEY, Y—ERTHI VM F—ICEETEIA VT FVREEF2YT 4 —D) RIDERRTS
ni’a—o

AWS ROSA STS 2;F

Red Hat OpenShift Service on AWS (ROSA) ¥ 5 X ¥ — T OpenShift API for Data Protection (OADP)
EFEALT, 7V T5—2av7—952N\v )7y TELVETTEET,

—~A~—~aA L A= e . AlAIA — . .1 O 1 —_— - e —_— I\ L Lok L1 axz 10 > 1 —_ _-_—_ s RN


https://issues.redhat.com/browse/OADP-3767

FABEOADP 7SV r—a vy I 7y TEER

ROSA & PEIAVAWS Jd/EI— D, T—YN—A, ITNT. BM=FE. ~rY DM —/, /MM IV, &
FUCZFDMDHY—EREDY—LL ZARBEEERBEL, ZEEINLEITIAR) TV ADEEE BERK
ANDREEISICERIELE T,

AWST7HY Y RDSEBEEY—ERAEYTRISATTEZET,

9524 —DYERH%. OpenShift Web AV Y —ILAGFEHALTY SR —%BFETEXET, ROSAH—FE
ZIE, OpenShift API 8L UATY RSA VAV H—T AR (CLY)Y—ILEERLET,

4.21.3.2. R L -E=E

ACM7 ) r—oa v HHlBEh, BRRICYR—Y KIS RS —LTHREHRINS

RR—VYRISRI—LEDTT) r—>avidflpIn,. Baa7 071 7T EBERINTVE
L 7=, OpenShift API for Data Protection (OADP 12) ®/X\w J 7 v 7HE L ™ETO 7O R I&, HW
N=2a dYEEETT, OADPD/IR T+ —IX VAN EDL2ZET, ACM Y)Y —ZADETRFICT
DEDBREMENRET BEHICARYF L, —EDY Y —RFIMD) YV —ALYRIHIETIN, TOE
RIXR=VRISRY=DPETTVr—a vHlIBRINTWE Lz, OADP-2686

Pod ¥ a2V 57 1 —EH#HFEEAT Restic DETHBOMICKE T S

HEERMOT R MAIC, OpenShlft Container Platform 4.14 @ Pod ¥ a2 1) 7 4 —&— K ' enforce
IKEREINTW2®), Pod MEBEINFE L, Thik, EXEFAREERTHRELE T, Podd®
security context constraints (SCC) ') ¥V — X DRIICEK I % Z & T podSecurity IF4I2ER L TUW e
e, Pod BMEBINF L7, Velero ¥ —N\—THEITBEET 1 —ILRZEBRET D&, ExIEFHIILF
¥, OADP-2688

Velero D¥EHI®D namespace IZA VA P—ILEINTWBIFA, Pod RY 2 —LDNRY I Ty S
KRBT e D H B

Velero HME#(®M namespace IZ1 Y A b—ILEINTW3BI5HAE. Pod Volume Backup (PVB) #8ET Y &
Ly2arypdREELTWE L, PVBaY hA—F—I&. £® namespace AD PVB (@& ICHIR
nxtATLA, OADP-2308

OADP Velero 75 714 1 "received EOF, stopping recv loop" D X v £—J %R §

OADP Tld, Velero 7274 VidBID 7Ot & LTHBINE Lz, Velero BENET 5 &, &K
WLTHERBMLTERTLEYT, ZDEH. T/8v /O IC received EOF, stopping recv loop X v
E—IPRFIINEIGE THIEIS—ORETIERL, 7571 VBEORTEERLEL

7=. OADP-2176

CVE-2023-39325 #E#(®D HTTP/2 X iz Web H—/X—7%% DDoS W% (Rapid Reset Attack) IC
» L THemTH D

OADP MLEIDY) Y —RTlE, VDIIRARDF vV EIICLVEBRDA N —LDTCICY Y hEHh
LZHEEEND B, HTTP/2 7O KRINIEH—EREEREBOEEAZ TP ITH o7z, Y —/N—&,
BRCEDTIVT 4 TRAN) —LDRABUCET 2 —N"—AIOFRIGELRWVWEIICLADN S, R
M) =Ly N7y TELUOBETIVHEIMHYE L, ChIZEY, ==YV —XDHEEICL
YH—ERBEEIRELE L,

S#AlE. CVE-2023-39325 (Rapid Reset Attack) BB L T I\,

DY) —RATERINI-BEBEO—EIL. Jira® OADP 13.0 R FHDEE ICBHINTWB Y R b
ESRBLTLEIL,

4.2.1.3.3. BB BIE
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csiSnapshotTimeout PR CEHEINTCWVWOIBH, nilh Y —TCCSI T 7714 VT 7—ND3HE
93

csiSnapshotTimeout DEIEINEC REINTWBIFEA. CSI TS VA U nl R4 V9 —TCIT5—%
BlECLEYd., BBEATRTY Y ay haRETTERIEEHYETH. ZLDIFE. NV I Ty
7 PartiallyFailed T/X=v Z »"'%4% L. I 35— plugin panicked: runtime error: invalid memory
address or nil pointer dereference "X RINE T,

volumeSnapshotContent CRICT 7 —H'#% 235A. /Ny ¥ 7 v I PartiallyFailed & L T
¥N—973h3

wWgFhnro VqumeSnapshotContent CR IZ VolumeSnapshotBeingCreated 77 / 7—< 3 ~ DHEIRRIC
BET 2T —AH2HE. /Ny U7 v 7Fi& WaitingForPluginOperationsPartiallyFailed 7 = — X
BB L XY, OADP-2871

#HT 30,000 MDY Y —ZADETT BEIC. NT7A—TVADBEIFRET S

BED)Y—RRY) —%FRAEFIZ30,000@DY Y —RA%=NHTETT ZEIC. BEEDY YV —AR
1) —% update I[CFRE L T2EIB & 3MBEDETEEITT HEEERT, 2EORFEANIMNY F
9., OADP-3071

Datadownload #{EH'BAE Y % PV 2B T BHEIIC. BIED 7 v I BRITEFBT 5 ol8EHE
rH >

Data Mover #2{EIZIEBEAD /28, BEET % Pod DA ) 2 — L (PV) A° Data Mover Dk ) 2 —
LER PVO) ICL > THEBRINZEIC. RRAN 7y IR TINZTEMELHY £,

GCP-Workload Identity Federation VSL /X ¥ 7 v /C PartiallyFailed B*F4% 9 %

GCP Workload Identity 8 GCP L TEREINTWBIHE, VSL /Ny ¥ 7 v 7T PartiallyFailed 7" F 4
LET,

DN =BT ZEHMOBEDORLA ) X MIDWTIE, Jira ® OADP 1.3.0 MEEFIDREE D) R
NAESEBLTLEIY,

42134. 7y 7L —KFOFEEER

pa 3

BETRDIAFT—N=I3VIITyTITL—RLTLEIN, N=Y 3 VIFHEFIC R
#wibumf<ﬁémo%Lum—yaynﬁﬁténm\—§n1o®%v?w®

Ty TTL—RKLET, /=& ZIE. OpenShift APl for Data Protection (OADP) 1.1 H* 5
13&;177& RTBIBEe, £T121ICT7yTIL—RKL. RICIBICFZYyTIL—K
LEY,

4.213.41.OADP 1.2 D5 1.3 ADEHRH

Velero —/—H, "= 3V 1INHDSIRICEFINE L.

OpenShift API for Data Protection (OADP) 1.3 I&. VolumeSnapshotMover (VSM) ¥ Volsync Data
Mover X1 Y IZ Velero D EJL b A > Data Mover Z#fFEH L £ 7,

ZhICEY, UTOEENFEELFT,

e spec.features.dataMover 7 1+ —JL K& VSM 7’5 514 >3 OADP 1.3 & E#EA AW s, %
5 MDERE % DataProtectionApplication (DPA) SR EN SHIRT Z2HENHY E T,

® Volsync Operator (& Data Mover DEEICIFAZICA o7/, HIFRTE XY,
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FABEOADP 7SV r—a vy I 7y TEER

o HR4LYY—REZD volumenapshotbackups.datamover.oadp.openshift.io & & U
volumenapshotrestores.datamover.oadp.openshift.io (IR EICR > 77/, BIFRTEZET,

e OADP-12 DataMover IZFRIN DY —2 Ly NEFRBICKR 24D, BIKRTEET,

OADP 1.3 lZ. Restic DRETZ 7 A VY AT LNy I T v Y=L TH% Kopia ZHHHR—MLTWE
ER

e Kopia AT 2ICIE, ROBICRT & SIC, %L L spec.configuration.nodeAgent 7 1 —
IWRZFERALET,

B

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

e spec.configuration.restic 7 1 —JL Ki& OADP 1.3 TIE#IR LY, $%D OADP /XN—T 3>
THIRINZFETY ., FHBOEENRTIINABWVLDICT ZITIE, restic F—& ZTDES
HIBRL. ROFLWEXEZFERLE T,

B

spec:
configuration:
nodeAgent:
enable: true
uploaderType: restic
#...

pa 3

$1% D OADP Y |) — R TlE. kopia Y —JL 1" uploaderType DT 7 # )L MBEIL#R 2 FE
T9,

4213.42. 7y 7L —KFIR

4.213.43.0ADP1.2® DataMover (77 /A —FLEa1—-)DLT7y I L—KT3%
OpenShift API for Data Protection (OADP) 1.2 Data Mover /3w & 7 v &, OADP 1.3 Tl B TX

FHA, PTIVr—2avDT5T—9REICT vy THELBZEEHSCICIEK. OADPI3ICT Y 74
L— R BEICROFIEEERITLET,

FIR

1L 9329 —Dy 9Ty TH+4 T, Container Storage Interface (CSI) X k L —I HFI A BE
BIGEE. CSINY I Ty TEERLTCT IV r—avanv o7y FLET,

2. VS RI—HDINy I Ty THRELRIGEE:
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a. --default-volumes-to-fs-backup=true or backup.spec.defaultVolumesToFsBackup = 7
aAVEBRTEZITFANSATLNY YT TT, 7TV r—>avanNyv o7y 7L
x7,

b. 77V NAKNL—Y TS 54 > (velero-plugin-for-aws 72 &) #FHELT7 I o —
2 avENYITyTLET,

pa )

OADP 1.2 DataMover /Xy 2 7w %1839 5I1CIE, OADP 27 V(4 VA M—=JL L.,
OADP12% A VA M= LTCERETHIVEILHYET,

4213.44.DPAREENY I T v TT 3

IR1E D DataProtectionApplication (DPA) 5R €% /Ny I 7 v T2 ELNHY T,

FIR

e RODIATVRAEEFTLT, BEDDPAREEZERELETT,

B

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

4.2.1.3.4.5. OADP Operator 27 v 7L — K93

OpenShift API for Data Protection (OADP) Operator # 7 v 77 L — R 2551, ROFIEEFERL
x7,

FIR

1. OADP Operator DY 724 1) 7> 3 v F+ X)L %. steady-1.2 i 5 stable-1.3 ICEBLF T,

2. Operator EAVTF—HIEHIN, BREINDIITHEELET,

BIER R

o A VRAM—)LiEH Operator DEH

4213.46.DPAZFH L WA= 3 VIIEBT S

DataMover 2L TNY V7 v TH5 VSR —HIIBET I2LELNHDHEIE. RDLDIC
DataProtectionApplication (DPA) X —Z 7zt A M EBRELE T,

FIr
1. Operators - Installed Operators % ') v ¥ L T. OADP Operator 23R L £,
2. ProvidedAPIst4-> 3> T., Viewmore 27 Y v LEY,
3. DataProtectionApplication " ¥ XD Create instancez 7 ) vV L9,

4. YAMLView %27 1) v -2 LT, BEDDPANT X —H—%KRRLZET,
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FABEOADP 7SV r—a vy I 7y TEER

W{ED DPA DO

spec:
configuration:
features:
dataMover:
enable: true
credentialName: dm-credentials
velero:
defaultPlugins:
-vsm
- CSi
- openshift
#...

5. DPANRNSA—8—ZEHLET,

e DPA N5, features.dataMover ¥ — & {EAEHIRL 3,
® VolumeSnapshotMover (VSM) 75 74 Y %HIBR L £ T,
e nodeAgent ¥— & fEZEML XY,

B X hi- DPA DHI

spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- CSi
- openshift
#...

6. DPADERICAR YT FTHELET,

421347.7v 77— FORKEE
Ty TTL—RERIET 2. ROFIEZFERLEY,

FIR

1. RO ¥ R%%47 L T OpenShift API for Data Protection (OADP) ) V —2 & &R L. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

Hh
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/node-agent-9cg4q 1/1 Running 0 94s
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pod/node-agent-m4lts 1/1 Running 0 94s
pod/node-agent-pv4kr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/openshift-adp-velero-metrics-svc ClusterlP 172.30.10.0  <none>
8085/TCP 8h

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/node-agent 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%EFTL T, DataProtectionApplication (DPA) MR INTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B

{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile

complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L E T,

4. ROAX Y RERITLT, Ny o7y TOREFFAREZHESE L. PHASE 7* Available TH 3% Z &
EHRELET,

I $ oc get backupStoragelLocation -n openshift-adp

H A B

NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

OADP 1.3 Tld. DataProtectionApplication (DPA) (2 EAERK T 2D TlEi<, Ny I 7y FT &I
VIR —HADT—IBE}EFBTEET,

B

22

$ velero backup create example-backup --include-namespaces mysql-persistent --snapshot-move-
data=true



FABEOADP 7SV r—a vy I 7y TEER

B

apiVersion: velero.io/v1
kind: Backup
metadata:
name: example-backup
namespace: openshift-adp
spec:
snapshotMoveData: true
includedNamespaces:
- mysql-persistent
storagelocation: dpa-sample-1
ttl: 720h0mO0s
#...

4.22.0ADP12 ")) =R/ — b

OpenShift API for Data Protection (OADP) 1.2 MY V) —R / — N Tl&, FiaE & IhaRMEEE. FEHER DI
ge. BMOHREEIE, BANOME. SLUVFERINAZBEICOWTEHRALET,

4221.0ADP125 Y )—R/—}

OpenShift API for Data Protection (OADP) 1.2.5 (&, Container Grade Only (CGO) D) 1) —XTH Y.
AVFTF—DANVRTL—REEHT27HICY ) —RIhFE Lk, OADP124 &L T, ®EEK
DA—RICEERFHY Tt A,

42211 R L B&A
CVE-2023-2431: oadp-velero-plugin-for-microsoft-azure-container: seccomp 707 7 1 JL#
DINA INR

Kubernetes ICRESEMNREDMY., OADP DLUFIDN—2a VITHELET, ZOFREEIE. seccomp
A7 74 )i localhost ¥4 TaFEAL, ZBOTOT7 7407 14—V REEET 2HEDFRESIC
&> T, Kubernetes "O—AIEREEINAEREBEICEF 1) 71 —FIROEE A L2BEICRKE
LEd. HBEHIZ. BEAENTERINAZ) IV TZAMNEZEETEHIET, seccomp 7O 7 714 I)LDE
AxOETEET, COFRESIE OADPI125 THRINFE L,

SEMIX. (CVE-2023-2431) BB LTI,

CSI87ch 'PartiallyFailed' R 7—#% AT T L. PVC HERR I iy

CSI #87ch" PartiallyFailed 2 7 —#% X T# T L F L7, PVC IZERINT. Pod DRXT—4 R (&
Pending T9., ZDREIF OADP 125 THRINE L7,

(OADP-1956)

527 L7= Pod /K'Y 12— AT PodVolumeBackup H %kl %

OADP 1.2 DLLFID/N—< 3 > Tld. Restic podvolumebackup %71 Velero /X 2 7 v T TERAI N
% namespace ICAR ) 2 — L%V MLIEET LIZPod BH2HE. Ny I 7y TIEEEBICRET LE
HhA, Ihid. defaultVolumesToFsBackup A\ true ICEREINTWRIZEICKRELE T, JORE
OADP 125 THRINF L7,

(OADP-1870)
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4.2.2.1.2. BB DORB&E

T—YGRET SV r—> 3> (DPA) &, FEHRHODOY— I Ly MAEHRINTERAREZTVE
HA,

IRTE. OADP Operator I cloud-credentials > —2 L v M EH L CTERABETVEH A, ?_TLLI\
cloud-credentials ¥ —%2 L v MM OADP BED S NILFLIEFEESRATWVWI EDRERTYT, 22D
T—HIREDIR S FERELIER % FH L T cloud-credentials >~ —7 L v M &{EfK 9 % &. Operator (&%
DEDT—4 %FH L THE L. Backup Storage Location (BSL) E LY R M) —=F 7O XV N&4{E
BMLET, ZOFER, ELVERELERT cloud-credentials ¥ —2 Ly M =EH L TEH. OADP
Operator (&9 CICFAZE L TH LWRRAIERZNS T2 2 & E LEHA,

[OE#5E : {oadp-short} 1.3 ICEFT

(OADP-3327)

4.2.22.0ADP1.24 ")) —R/— b

OpenShift API for Data Protection (OADP) 1.2.5 (&, Container Grade Only (CGO) D) 1) —XTH Y.
AVFTF—DANVRTL—REEHT 2701 ) —RIhFE Lk, OADP124 &L T, ®EEK
DA—RICERERFHY Tt A,

42221 R LI-BE&E
OADP 124 ICIZfR I N/-BEIEH Y FH A,

4.2.2.2.2. EADREE
{oadp-short} 1.2.4 ICId, ROBEFOEBENHY 7,

T—YGRET S r—> 3> (DPA) X, FEHRHOY—I Ly FAEHRINTERAEEZTVE
HA,

IRTE. OADP Operator I cloud-credentials > —2 L v b2 EH L TERBETVWEHA, i,
cloud-credentials ¥ —7 Ly MM OADP BED S NILFLIEFEESRABTWVWI EDRERTYT, 220
T—HIREDIR > FERELIER % FH L T cloud-credentials >~ — 7 L v b &{EfK 9 % &. Operator (&%
DEDT—4 %FH L THE L. Backup Storage Location (BSL) EL YR M) —=F 7O XV KN&4{E
BLET, ZTOFER, ELUVEREIERT cloud-credentials > — 2 L v K% 8#H L TH. Operator I
CISHELTHLWREEBRZIMS T2 &I LEHA,

[E&# 5K : Joadp-short} 1.3 ICEHT

(OADP-3327)
4.223.0ADP123YY—R/—}

4.2.2.3.1. Fiksae

OpenShift API for Data Protection (OADP) 1.2.3 @ Y I) — R ICHHEEIZH Y FH A,

4.2.2.3.2. @R L&A
LT CIARRTINLREEIX. OADPI123 THRINTWET,

FEHD HTTP/2 ¥ s Web H—/3— 4% DDoS I E (Rapid Reset Attack) ICxt UL CTHESS T

24


https://issues.redhat.com/browse/OADP-3327
https://issues.redhat.com/browse/OADP-3327
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OADP12 DUFIDY J—RATlE, VIIZZAMDF v+ U EIMIILYEBDAN) —LAT I Y b
INZAEMENHBH, HTTP/2 7O M NIEH —EREEREBOHFEAZ TP T o7/, H—/1N—
i, BT EDTIT4ATRAN) —LDRABICEAT 2 —N—BIOHIRIGELARWVE S ICLAD
5. AN) =LYy N7y THELIVEETIVLENGHY E LA, THICLY, Y—NR"—1)Y—DH
BICLYY—EREEIHEELF LA, TOCVEICEETZTRTDO OADP BEIED Y R M. kD
JralJZ K 8B LTLEIY,

#lE. CVE-2023-39325 (Rapid Reset Attack) BB L T I,

OADP 123 DN ) —RA TR INALTRTOBEDTLAY) A MIDWTIE, Jira ® OADP 1.2.3 T
REINCEBEDVAMNESRBLTLIEIN,

4.2.2.3.3. BEMOB&E

joadp-short} 1.2.3 IC&. ROBEMOEENHY F7,

T—YGRET SV r—> 3> (DPA) . FEHRHOY— I Ly FAEHRINTERAREZTVE
HA,

IRTE. OADP Operator I cloud-credentials > — 2 L v b2 EH L TERBETVWEHA, i,
cloud-credentials ¥ —7 L v MM OADP BED S NILFLIEFEESRA TV EDRERTY, 220
T—HIREDIR > FERELIEHR % FH L T cloud-credentials >~ — 7 L v b &{EfK 9 % &. Operator (&%
DEDT—4 %FH L THE L. Backup Storage Location (BSL) E LY R M) —=F7FO4 XV N&4{E
BLET, ZTOFER, ELVEREIERT cloud-credentials > — 2 L v K% 8#H L TH. Operator I
CICAZLTHLWERIIRRZIREI2 I L LEE A,

[OE# R : {oadp-short} 1.3 ICEFT

(OADP-3327)
4.22.4.0ADP1.22YYY—RJ—h

42.2.4.1. Fikkse

OpenShift API for Data Protection (OADP) 1.2.2 M) ) — R ITHHEREIZH Y T H A

4.2.2.4.2. R L7/-B&E
LT CIARRTINAREEIX. OADP122 THRINTWE T,

Pod E¥ a2V 57 1 —EHHFEEAT Restic DETHBOMICEKBLE T

OADP 12 MLLFID ') 1) — X Tldk. OpenShift Container Platform 4.14 (. Restic 85t 7 0+ X AIC Pod
D readiness % §1F % A BEME D 3 B Pod Security Admission (PSA) R 1) & —%8&H L TWE L7,

ZDEIREIZ. OADP122 & OADP11.6 DN ) —RTEAINF LA, 2—H—IFk. ThoD) ) —2X
W7y T — RT3 ENHREINET,

X, PSARY Y —DEEICELY., OCP 4.14 TEDHIIC Restic BTTH LT 2 2S8R L T X
L, (OADP-2094)

REPA A—SHFRALET TV —2a vy I 7y TH, FSTL4NR=vH s 1T5—|IC&
YERSMIICEKBLEX T

OADP 12 DLRIDN ) —RATld, RAEA A=V BFRLAET TV r—23 00Ny 0Ty THESH
ICKRBL, 7S04 Ry O IS—NRINZE L, Ny o7 v THMOSMICKE L. Velero OFIC
RO —HEHRINET,
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time="2022-11-23T15:40:46Z" level=info msg="1 errors encountered backup up item"
backup=openshift-adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f806¢c
logSource="/remote-source/velero/app/pkg/backup/backup.go:413" name=django-psql-persistent
time="2022-11-23T15:40:46Z" level=error msg="Error backing up item" backup=openshift-
adp/django-persistent-67a5b83d-6b44-11ed-9cba-902e163f8

ZDfEREIF, OADP1.2.2 TERINZE L7z, (OADP-1057)

ExEENERET. ACMVSRAY—DETINHFESYICEELIEA

OADP 12 DLEIN Y ) —RATlE, EXIEFEIARET, ACM I SR —DETHEAFES Y ICKEL F
HATLE, ACMT7 U=y avik, BExcEBWICLARICHBRIN, TX—Y RISRAY—LET
BEKRKINE LK, (OADP-2505)

RY) a—LYA4 XDF—BICLY. filesystemOverhead Z{FH L TWB{RET VA, Ny
V97 THEIUETRICKBMLEY

OADP12 DLFIDY ) —RATlk, BIRLAX ML= TONA F—REARRT, 7TV sr—>av
DXKZGERY 2 —LEBER(PVC) DA ML —YEREBUPVC DR Ty Foay b4 XNELRDZ L,
Ny 7y TH LUETTEIC filesystemOverhead # AT 2 RET > UAKBLTWE LAE, DM
7&lE. OADP 1.2.2 @ Data Mover TR INFE L7z, (OADP-2144)

OADP ICIE. VoISync L V5 —2a VY —ADTIN—=—V JRRERET 24T avhE
FhTwIEFHATLEL

OADP 12 DLLFID ) 1) — R TlE, VolSync L 7)) 5 — 3> Y —ZD prunelnterval 2% E 9 54 7
YavhhYEFHATLE, (OADP-2052)

Velero D¥EHI®D namespace IZA VA =L EINTWBIFA, Pod RY 2 —LDNRY I Ty S
NI HAEENIrHY XL

OADP 1.2 DLLRID ') ') — XTI, Velero B"EHD namespace IC4 Y A M—ILINTWBIHBE. Pod R
Ja—LDNy Ty THRETZ2AEEMELHY F L7, (OADP-2409)

VSLDBH RS LY—Y Ly b%&ERAY 315/, Backup Storage Locations MEAAREI 7 = —
XCBBLIELE

OADP 12 DLLFID ') 1) — X Tld. Volume Snapshot Location "R & L —2 L v N&EFERAL LS
A. Backup Storage Locations BMERARI 7 = —XICER L F L7, (OADP-1737)

OADP122 D) 1) —ATERINIZIRTOBBEDTZER) A MIDWTIE, Jira® OADP 1.2.2 TR
REINCEBEDYVARMNESRBLTLIEIN,

4.2.2.4.3. ERDOREE

LT CRIARTINTWVWSEEIX. OADP1220DY) 1) —RICH T BHMDOBEETT,

Must-gather 1< > K® ClusterRoleBinding Y ¥V — X DHIBRIZKB L £

oc adm must-gather <> K&, 7 KI v > 3~ Webhook BNEE T, V7 AF—LIZE>TWS
ClusterRoleBinding ') ¥V — X DHIFRICKBK L £F29, LD >T. ClusterRoleBinding ') ¥V — X DHIR
EXRIFEEINE Y, (OADP-27730)

admission webhook "clusterrolebindings-validation.managed.openshift.io" denied the request:
Deleting ClusterRoleBinding must-gather-p7vwj is not allowed
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https://issues.redhat.com/browse/OADP-1737
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FABEOADP 7SV r—a vy I 7y TEER

D)) =RICHTHEADBEBDTER") A MIDWTIX, Jira® OADP 1.2.2 DEERDERE D) X
FESBRLTCEIW,

4225.0ADP1.21Y) ) —R/— b

4.2.2.5.1. Fikae

OpenShift API for Data Protection (OADP) 121 M 1) V) — R IdFHkaelEH Y FH A,

4.2.2.5.2. @R L&
OADP121 DN ) —RATERINIITARTOBEDTEA ) X MIDWTI, Jira D OADP 1.2.1 THEHR
TNAEBEDOYAMNESBLTLEIY,
4.2.2.5.3. BEMDOBEE
OADP121 M) ) —RTlE. ROBEHIEHMOBESE L TRARRTINTVWET,
DataMover Restic DIFIFRY S —& TN —=V FRY S —HHFEE Y ICBEE L W
VolSync & Restic IC& 2 TIRBEINZRIFHMEEE T —— v THENHFEBYICEELEH A,
VolSync L YU o —>avilid FIV—=V JREREHRET 2EMMRA T 3 Ui awizoH. OADP D4
DSIAML—VICYE—MNTCRBEINIENY I Ty THEEBL, TIN—=V T 20ELRHY F
9, FMIE. UTFESRBRLTLEIWN,

e OADP-2052

e OADP-2048

e OADP-2175

e OADP-1690

BF

OADP DataMover 352 /O —7LE21a—DHDOKRETY, 7./ 0 —TLEa—
HeEEld., RedHat @Y R—FDHY—ERXLRILTTY =XV N (SLA) DERATH
Y, HEEMICSEETIHAWGELHY 9., RedHat i, ERERIETCINSEZFRT
ZTEEHELTVERA, 77/0V—7LEa1—#iEd. RFOEIMEEL VLR
CIRML T, BEREBETHEEDTANETVWI A — RNy I ERHELTVWZECZEE
BHELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

D)) —ZADITRTOEMOBBEDRZEALY) A MIDWTIX, Jira ® OADP 1.2.1 DEERDRERE D)
ARNESRBLTLETY,

422.6.0ADP12O0YY—RA/)—F
OADP 120 U )—R/J— RMICTIZ, Fi%gE, NJIBIE. BANOBBICEAT 3 EHRISENTVWET,

4.2.2.6.1. ke

VY—=RI9A4 LTI+

27
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https://issues.redhat.com/browse/OADP-1690
https://access.redhat.com/support/offerings/techpreview/
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# L\ resourceTimeout 7 7> a vid, IFXF4A Velero )YV —R5F T 2914 L7 N E D
BATEELEFT., CDF TP 3 vid, Velero CRD OATAME. volumeSnapshot DHIFR., /Ny I 7 v
TYRIN)—OAAMLAEDY Y —RIERAINE T, 7724/ NOERBIX 105 TY,

AWSS3H¥DNy 97y TR ML —IFTONRS Y —
AWSS3EBRTOANA Y —TA TV O NERFT Yy TV ay hanNv Ty TTEEY,

422611 T =hNTLE 21—

Data Mover

OADP Data Mover %9 % &. Container Storage Interface (CS) /R 2 —LDRAF vy T av k%
VE—RATPTVMNANTIINY 9Ty TTEEY, DataMover BEMICT B &, V5 R9—D1B
FHQHEIR, V7R —BEE., FLETIHBEIRELLBEIC. 7TV MNANTHLEELE
CSIRYa—LRFTyFoay NeERALTRT—MNINTTYr—2a V5 BRTEET,

BF

OADP DataMover 354 /O —7F L E21a—DHDOEEETY, 7./ 0 —TLEa—
HEEld, RedHat @Y R—FDHY—ERLRILT T Y =XV N (SLA) DERATH
Y, HEEMICKEETIHAWGEDLHY 9., RedHat i, ERERIETCINSEZFRT
ZTEEHELTVWERA, 77/0V—7LEa1—#iEd. RHOESMEL VLR
CIRML T, BEREBETHEEDTANETVWI A — RNy I ERHLTWZECZEE
BHELTWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NaEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

4.2.2.6.2. @R L7-F&E

DY) —RATERINI-BEBEO—EIL. Jira D OADP 12.0 R FADEB ICHEHINTWB Y R b
EHRBLTLEIL,

4.2.2.6.3. BEAIDORERE
LTFCRIARTINTWVWSREEIX. OADP120D Y ) —RICHITBEHNOBETT,

BEHD HTTP/2 ¥ s Web H—/3—74* DDoS I (Rapid Reset Attack) ICxf UL CTHESS T

HTTP/2 7O R3IE, VDIIZZAMDF v+ EIVICE>TEBRDODRANY =LA FTCICY Yy hINEHE
MDA H D7D, Y—EREERBOHEBEZITPILA>TVWET, H—N"—& EHIEDTS
TATRAN) —LORAREBUCET 2 —N"—QIOFRIGELAVEDIICLADNS, AN —LExtY
7y THELVEETIBREFAHYES, ThICLY, —R—D) Y —2EEI N, T —ERER
PREELET,

COBEEBRT S OADP 1237y UL —KR$2Z & #BLET,
S#lE. CVE-2023-39325 (Rapid Reset Attack) BB L T XL,

Y WMINFN—FDRAMNEGEZEETZE, FERKRA MEIMERINDIGENHY T,

7 7 #JU K Tld, OpenShift Container Platform ¥ 5 2 4 —id. openshift.io/host.generated: true 7
JT=avh AR TWE I &ML, NI — M EERINTVWRWIL—MDOEAED
74— RICIEZAALET,
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.spec.host 7 1 —JL RDfE%, EMINIL— M EERINTVWARWIL—RDYI ZRI—DR—Z R X
A VRICEDVWTEETRIEWETEE A,

.spec.host 7 1 —)L RDIE%ZE T %354, OpenShift Container Platform 7 5 24 —IT & > THEMK X
NET 74 MEEZETT S EIETEFH A, OpenShift Container Platform 7 5 249 — %18 L%
. Operator 82D 71 —J)LRDEE) Y NLET,

422647y 7L —RKOFEEE

R

BETRDIAFT—N=I 3 VIITyTITL—RLTLEIN, N=Y 3 VIFHEFIC R

FyTLBWVWTLEIVL, ILWA=U 3 VICEHFRTBICIE. —EICTD2OF v RILD
HTYTTL—RLET, 7z& ZIE. OpenShift APl for Data Protection (OADP) 1.1 H* 5
BTy TIL—RT3BE, £FT121C7y T L—RL, RICIBICFTYyFIL—R
LET,

4.2.2.6.41.OADP 11D 5 1.2 ADEHEKH
Velero H—/N—A, N=U a3 V19 L INICEHFINF L,

OADP 1.2 Tl%. DataProtectionApplication (DPA) % ® dpa.spec.configuration.velero.args (.
ROEENMAONZF LT,

e default-volumes-to-restic 7 1 —JL KD &7IH default-volumes-to-fs-backup ICEEI N F L
7=, dpa.spec.configuration.velero.args % 3 515415, OADP D7 v I L — K&IC,
#LWERITDPA ICBEENY 2EN DY T,

e restic-timeout 7 1 —JL RDZRFIAH fs-backup-timeout ICEEINF L
7=, dpa.spec.configuration.velero.args % fffi 3 315415, OADP D7 v I L — K&IC,
#LWERIT DPA ICBEENY 2EN HY T,

o resticT—Etv PDEZFIH node-agent ICEEINE L7/, OADP &, T—EVEY D
ZEIEEBMNICERLET,

o A R4 LYY —RTES resticrepositories.velero.io D& #F1A' backuprepositories.velero.io (C
TEINF L7,

® HRH LYY —RES resticrepositories.velero.io (. 7 5 A9 —HMSHIRTEET,
42265 7y T —KFIRE

422651 DPAREENYITYvTT S

IR1E D DataProtectionApplication (DPA) 5R €% /\v IV 7 v T2 ELNHY F T,

FIR

e RODIOATVRAEZEFTLT, BEDDPAREEZERZELET,

B

I $ oc get dpa -n openshift-adp -0 yaml > dpa.orig.backup

29
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4.2.2.6.5.2. OADP Operator 27 v 7L —K9 3%

OpenShift API for Data Protection (OADP) Operator 27 v 77 L — R 25 &1E. ROFIEEFERL
x7,

FIR

1. OADP Operator D% 7R 1) 7> a>vF+ %)%, stable-1.1 i 5 stable-1.2 ICEEL £,

2. Operator EAVTF—DEHIN, BREINDIEITHEELET,

BIER R

® Amazon Web Services D% E
e CSIRF v 7S 3w M DataMover AT 2

o A VA M—JLiFEH Operator DEHT

422653.DPAZH LWAA—Ta v ICE#RT B

spec.configuration.velero.args 249 VY TEHINLZ T 1 —IL REFERAT 2HBEI1F. FILWIIT X —
5 —&%=FEHAT 5 & D IC DataProtectionApplication (DPA) Y Z 7 T A N AR ETIMNENHYE T,

FIR

1. Operators - Installed Operators % ') v 7 L T, OADP Operator Z:Z&R L £7,

2. Provided APIs %33R L. DataProtectionApplication 7R v 7 X D Create instance =7 ') v
JLET,

3. YAMLView %27 1) v -7 LT, BEDDPANRTX—H—%KRRLZET,

W{ED DPA DO

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-restic-prune-frequency: 6000
fs-backup-timeout: 600
#...

4. DPANRSXA—49—%BHLET,
5. DPANZSA—49—DEIREEETIC, BRIZEHMLET,
a. default-volumes-to-restic +—%. default-volumes-to-fs-backup ICZE L £ 7,

b. default-restic-prune-frequency ¥ —%. default-repo-maintain-frequency ICZ&® L %
ER

c. restic-timeout ¥—%., fs-backup-timeout ICZEEL X7,

BH I 7= DPA DO
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FABEOADP 7SV r—a vy I 7y TEER

spec:
configuration:
velero:
args:
default-volumes-to-fs-backup: true
default-repo-maintain-frequency: 6000
fs-backup-timeout: 600
#...

6. DPANERBICGHAET 2T THELET,

422654.7 v 7Y L— K ORI
7y T — RERIET BIcid. ROFIEEERLET,

FIR

1. RO ¥ R%&%4T L T OpenShift API for Data Protection (OADP) ) V —2 & FRR L. 1V
AN=ILEWRIELE T,

I $ oc get all -n openshift-adp

6
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

2. RO~ K%A%E4TL T, DataProtectionApplication (DPA) MR INTWE I & &R L
x7,

I $ oc get dpa dpa-sample -n openshift-adp -o jsonpath="{.status}'

H A B
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{"conditions":[{"lastTransitionTime":"2023-10-27T01:23:57Z","message":"Reconcile
complete","reason":"Complete","status":"True","type":"Reconciled"}]}

3. type »* Reconciled ICEREINTWB I &=L T,

4, ROAX Y RERITLT, Ny o7y TOREFAREZHESE L. PHASE 7° Available TH 3% Z &
EHERLET,

I $ oc get backupStoragelLocation -n openshift-adp

6
NAME PHASE LAST VALIDATED AGE DEFAULT
dpa-sample-1 Available 1s 3di6h true

423.0ADP11) ) —X/— |

OpenShift API for Data Protection (OADP) 1.1 M 1) Y —R / — N Tl FHRE & ILaRERE. FEHER DI
BE. HMOHREIR, BANOBRE. BLUERAINBEICDOWTEHBALET,

4.2.3.1. {OADP-short}11.8 YV —R /— b

OpenShift API for Data Protection (OADP) 1.1.8 U V) —X / — MZIE, BIRHIDOBEN TR TERHEINT
WEzT, X)) —XATHERINBBEHY T A,

4.2.3.1.1. BEADORIRE

OADP 118 ILH 1T ZBEMDOBBED LMY X MIDWTIL, Jira ® OADP 1.1.8 MEEFIDEZE D 1) R b
ESRLULTLLEIL,

4.23.2.0ADP117YY—R/—}

OADP117 )Y =R/ —MICIE, BRI NABBEEBMOBELY A I TVWET,

42321 R L /-H&E
LT CIARRTINAREIX. OADP 117 THARINTWE T,

BB O HTTP/2 3 i Web H—/3—7%" DDoS % (Rapid Reset Attack) (3 L CTHES8 T 9

OADPLIDUFINY J—RTIE, VDIIZAMDF v EIVIZLYERORAN) —LDFT I Y X
NBAREMELIH D7D, HTTP/2 7O KNI —EREEREBEDHE A Z I TN o7/, —/N—

&, BT EDTIT 4 TRAN)—LDERABICETZ2H—N—RIOFHIRIGELARVEL D ICLARD

5. AN) =LY N7y THELIVEETILENGHY E LA, THICLY, == Y—DH
BICLYY—EREEIREELF LA, TOCVEICEETZTRTD OADP EIED Y R M. kD

Jiral) A~ Z8RLTLEIW,

FE#IE. CVE-2023-39325 (Rapid Reset Attack) &8 L T X\,

OADP117 D) ) —RATERINIZIRTOBEDTEA ) XA MIDWTIL, Jira @ OADP 1.1.7 TR
INEABEDOYRAMNESRBLTLEIL,

4.2.3.2.2. BRDREEA
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https://issues.redhat.com/issues/?filter=12435971
https://issues.redhat.com/browse/OADP-2868?filter=12421248
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/browse/OADP-2094?filter=12422262

FABEOADP 7 ) r—avydnRy 97y TEER
OADP 117 @) ) —RICIZEEADRBEEIEH Y £ H A,

4.2.3.3.0ADP116 YU —RX/—}h

OADP11.6 ) 1) =R/ — MIZIE, #itkee, BRI NIcEBENY, BRNOBEN) A hIhTWET,

4.2.33.1. R LBEA

Pod E¥ a2V 57 1 —EH#HFREAT Restic DETHBOMICKBLE T

OCP 4.14 TlZ. privileged 7’07 7 1 JLA enforced IZ72% Pod EF a2 74 — 1 ZBEABAINFEL
fco LRI OADP V) 1) —RTld, 2@ 707 74 ILHRET Pod A permission denied T —% 3{5
LTWE L, ZOMBEIE. ETEEARRTHEEL TWE L7/, Pod i security context constraints
(SCC) 1)V — 2 DBIHER I NZE L, T Pod X Pod DEF 1l 74 —(E#ICERT 278, Pod
FEEIN, TORKBL T L, OADP-2420

TaTN)Y—ADETHEIMICKBLET

LIRI®D OADP 1) 1) — R Tk, OCP414 T3 7)Y —ADETHRSMICKBLTWVWE Lz, ZTDM
BIFEWOCP N—Y 3 VU TIRBERAINFEATLZ, TOBEIF. 37U Y—RITEMDSRILY
FETAEDICRELETILEDS., THIFHEWOCP NN—U 3 VICEEELTWERATLE, OADP-
2530

D)) —RATERAINIBED—EIL. Jira® OADP 1.1.6 R ZFAHDEE ICEHEINTWSE Y X K
HSRBLTLCREIN,
4.2.3.3.2. BBMOB&E

DN =BT ZEMOBBEORLA ) X MIDWTIE, Jira ® OADP 1.1.6 OEEAIDREE DY R
NAESEBLTLEIY,

4.2.3.4.0ADP115 Y Y —RX/—}h

OADP 115 ) 1) —R / — MNITIE, #Fitkee., fERINABEE/NY, BHMOBEN) A RINTVWET,

4.2.3.4.1. ks

ZDN—I3 VD OADP IEH—ERY Y —RTE, TDON—I3 I LVEEEIRBMIhTWE
A,

4.2.3.4.2. R L&A

D)) —RATERAINIBED—EIL. Jira D OADP 115 R FADEZE ICEBHEINTWSE Y X K
HSRBLTLCIEIN,

4.2.3.4.3. BEDORB&E

DN =BT ZEMOBBEORLA) X MIDWTIE, Jira ® OADP 1.1.5 DEEAIDREE DY R
NAESEBLTLEIY,

4.2.3.5.0ADP114 Y Y —X/— b

OADP 114 ) ) —R J — MITI, HFH¥EE, ARINLREEENY, BHOBENN ) A NI TWET,
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https://issues.redhat.com/browse/OADP-2420
https://issues.redhat.com/browse/OADP-2530
https://issues.redhat.com/issues/?filter=12420897
https://issues.redhat.com/browse/OADP-2688?filter=12421263
https://issues.redhat.com/issues/?filter=12418875
https://issues.redhat.com/browse/OADP-1057?filter=12421178
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4.2.3.5.1. Fridae

ZDON—=23 YD OADP IZH—ERN ) —RATT, TON—=I 3 VITIFEHLWERIXEMINTWE
A,

4.2.3.5.2. R L /-8

IRTCDveleroTF7OA A M —NR—B|BOHYR—M&EBIMLFE L

LIRID OADP 1) 1) — X Tl&. OADP &7 v TR N —LDFTRTD Velero —N—B|FDHKR— %
RELFEATLE, ZOREIXOADP 114 THRIN, 7Y RN —LDTRTD Velero H—
N=B|HHIPYR—PbINBLDIIHY F LA, OADP-1557

Bt e PVCAICERD VSR 'H B354, DataMover X882 F vy Foay b SET
TXET

PEiD ') Y —Z2®D OADP Tld. 25 X4 —WIZE L Velero restore & & PersistentVolumeClaim (pvc)
£ D Volume Snapshot Restore (VSR) ) ¥V —ZD\E8 & %1% &, OADP Data Mover 2’ B8 > 72X+ v
Toav hHLETTEZABMENAHY F L, OADP-1822

Cloud Storage API BSL ICI& OwnerReference B\ ETY

OADP ML REID ') Y — X Tld. dpa.spec.backupLocations.bucket TERK X 117 Backup Storage
Location (BSL) T OwnerReference 7*R% L TW\ %728, ACM BackupSchedules AHREEICKEIL Z L
7=. OADP-1511

DY) —RATEHRINI-BEBEO—EIL. Jira D OADP 114 R FHDEBE ICEBHFEINTWBY R N
ESRBLTLEIL,

4.2.3.5.3. EADRE=E
A =R, UTOEREMORENHY X7,

UID/GID &IV S X9 — L CEBIN/-niEEdH 5726, OADP Ny U 7 v THEKMY
5D DY £ 9

TPFI)Vr—a v )RANT7EINI S99 —LETUD/GID SSEAIERINTRELEDNH S 7.
OADP Ny 2 7w THRM T ZaEEEL H Y. TDHRER. OADP A* OpenShift Container Platform M
UID/GID EFAX 4 T—8 %Ny I 7y TELVCY AR LEEA, COBBEEZEET 2I01E, /Ny D
Ty TINET TV r—2a VICHEED UUID MR ERIGE, BETRICZOHENMMERAETHD L
ERESRL T ETV, BINOLEERKE LT, OADP 2 ETIEE T namespace #ERTE 5L HICT B
ZEDBTFLNET,

ArgoCD CHEAXI N2 S RIVHERT ArgoCD A 7O RAFICFERAI NS &, BxbRBT S
mabtHYET,

ArgoCD M app.kubernetes.io/instance TER I N % 5 NILHRE T ArgoCD A 7O XA dICfER X
hadeE, BRI B5EHYET. TDSNRILIE. ArgoCD BEETEZRENH D) Y —R%H
BMLET, ThicLY, EXFHIC) Y —RE2EET 570D OADP DFIEEFENRET 2 AN
HYFET, COREZEET ZIIE. ArgoCD YAML @ .spec.resourceTrackingMethod %
annotation+label X 7= (3 annotation ICFRE L £9, BEN R LARWVESIE. BxzRBT 251IC
ArgoCD ZEMIC L., BATT LESBUEMICLET,

OADP Velero 75 714 >~ "received EOF, stopping recv loop" DX v £—J %R §

Velero 7574 >iE, BO7OERELTHEAINE T, VeleroBENTTI5 &, MIMLAEANED
MDD HLLTRTLET, DFY. T3y JO7IC received EOF, stopping recv loop X vt —
DRERINTE, IT—DPRELALIEEZEERKTZ2EDTIEHY EFFA, TDXYvE—VIF F5T4
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https://issues.redhat.com/browse/OADP-1557
https://issues.redhat.com/browse/OADP-1822
https://issues.redhat.com/browse/OADP-1511
https://issues.redhat.com/browse/OADP-1557?filter=12420906

FABEOADP 7SV r—a vy I 7y TEER

VEENRET LI EERLE T, OADP-2176

DN =BT ZEMOBBEORLA ) X MIDWTIE, Jira® OADP 1.1.4 OEEAIDORE DY R
NAESEBLTLEIY,

42.3.6.0ADP113YYy—R/)—}
OADP113 U —R ./ —MITIE, Fiee, RINABEEENY, BHMOBEN ) A NI TWET,

4.2.3.6.1. kst

ZDON—=23 D OADP IZH—ERY ) —RATT, TON—=I 3 VITIFEHLWERIFEMINTWE
A,

4.2.3.6.2. f&3R L 1-[E=&

DY) —RATEHRINI-BEBEO—EIL. Jira D OADP 113 R EFEADEE ICEBHFEINhTWBY RN
ESRBLTLEIL,

4.2.3.6.3. EHIDFERE

DN =BT ZEMOBBEORLA) X MIDWTIE, Jira® OADP 1.1.3 OEEAIDREE 0 Y R
NAESEBLTLEITY,

4.23.7.0ADP11.2Y YV —RXR/—Fh

OADP112 ) ) —R/—PMICIE, BEROHEREEIE, BEINALNNTDO) R b, BLUBAMDRBEDERHA
ArEFhTWVWET,

42371 HROHTEEIR

VolSync

VolSync 0.5.1 n & VolSync stable F ¥ RIL DS AFHEERRH/NN—2 3 VADT v TJ L — K &%l
THICE. ROOAT Y REEFTLT. 2D7T7 / T7T— a v % openshift-adp namespace (BN % wh
ERrHYET,

I $ oc annotate --overwrite namespace/openshift-adp volsync.backube/privileged-movers="true'

Velero
DY )—RTlE, VeleroN/N—3 1920 5/NN—=U 319517y T L—RInFE L,
Restic

ZDY) ') —RTIE, Restic B/N—=2 3> 01BIMNS/NA—=Ua Y 014017y TIL—RIhFE L,

4.2.3.7.2. @R L&
DY) =T, ROBBHIERINZE L1,
e OADP-1150

e OADP-290
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https://github.com/vmware-tanzu/velero/releases/tag/v1.9.5
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OADP-1056

4.2.3.7.3. BADREE

AD) =R, UTOEMORENHY X7,

OADP (F33R7E. Velero Trestic L7 AWSEFSARY 2 —LD/NNy O 7y TEETEY
R—KMLTWZEHA (OADP-778),

PVC Z & @ VolumeSnapshotContent 2+ 7> 3w h® Ceph HlIRRICEL Y., CSI/Ny I T v
TR T 2i5a08HY £7,

BUKERY 2—LEBR(PVC)DRF v Toay NeEBERTEETN. RF+vyTrav b
DEHHLBIERERT V2 —ILTHIEETETEEA,

o CephFS MiB&E., PVC TEICHERKRI00 ATy Foay NEERTEE T, (OADP-804)

o RADOS 7@ v ¥ 7/3( X (RBD) DFZ&EIE. PVC TEICHKRARSREDOR Ty Foay b
ERTE X9, (OADP-975)

FHME. R)a—LDRFTyToay b ZBSRLTIEIY,

4.2.3.8.0ADP111Y Y —R/—Fh

OADP 111 Y =R/ —MICIE, BEAOHREEFEBNOBBEDOHRBAIESEFNTUVET,

4.2.3.8.1 HmDHREIR

OADP1I1 %4 YA N—JLF BHIIC, VolSync051% 4 YA M—=ILT2ZH, ThILTyFIL—KT3
EEHRELET,

4.2.3.8.2. BEADREE

A=, UTOEREMORENHY X7,

36

o BED HTTP/2 FHit Web H—/X—4" DDoS X% (Rapid Reset Attack) (ZXF L THESE T

HTTP/2 7O R, VDIZRAMDF YV EILICE > TERHRDA N —LHFTICY Y b
INDAREMENHZ7D, T—ERETREOHEAZITP T A>TVWET, H—/—(3,
EHIEDTIT4 TRAN) —LDBRRBICET 2 —N"—RIO&IRIGELADVNEDICLA
NE, AN =LYy N7y TELUOBETIHEIHYET, INICELY., —1—0DY)
V—AMNBEIN, Y—EREEHIRELET., TDCVEICEAET 2 TRTD OADP FED
2 ME RD Jira ) A~ #BBLTLEIW,

COREBERT BI21F, OADP 117 F/X123IC7 v 7L —RT BT &5 HBELET,
X, CVE-2023-39325 (Rapid Reset Attack) &8 L T XL,

OADP (F33R7E. Velero Trestic AL/ AWSEFSARY 2 —LD/NNy O 7y TEETEY
R—KMLTWZEHA (OADP-778),

PVC Z & M VolumeSnapshotContent 2+~ 7> 3w kD Ceph HlIfRICE Y. CSINy I 7w
THNRET BI5Ea0HY £T,

BUKBERY 2—LEBR(PVC)DRF v Toay NeEBERTEETN. RF+-vyTrav b
DEHMBRIERE ATV 1—ILTE5ZEETEEEA,

o CephFSDiFA. PVC TEICHRARI00 RF Yy P 3y MaERTEE Y,


https://issues.redhat.com/browse/OADP-1056
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf
https://issues.redhat.com/browse/OADP-2868?filter=12421248
https://access.redhat.com/security/cve/cve-2023-39325
https://issues.redhat.com/browse/OADP-778

FABEOADP 7SV r—a vy I 7y TEER

o RADOS 7Ov 7 7/34 X (RBD) DFHIE. PVC TEICKRASREDR Ty Foay b
ERTEXZ 9., (OADP-804) & U (OADP-975)
MK, R)a—L0D2FvyToay b EBRBLTLEIY,

4.3. OADP FEATURES AND PLUGINS

OpenShift API for Data Protection (OADP) #égElE. 77V r—>a v aNv I T7 v THELUVETT S
TODF T avERHBELETS,

TI7AIWNDTSTAUITLY, Velero FRED YV SV RFONAS F—&#EE L. OpenShift
Container Platform Y Y —X &Ny O 7y TH LI OETTETET,

4.3.1. OADP D#4AE
OpenShift API for Data Protection (OADP) I&, T D#gE%#HHR—bMLE T,

Ry Y7y S
OADP % £ L T OpenShift Platform LD I XRTODT7 FYUsr—>avanNy 97y TLEY, 94
7. namespace. ELIETINILTYY—R%&5T4)Y—LEYTEET,
OADP (&, Kubernetes # 7Y 2V NERAPA XA =TI 5T —AA4 T 7740 ELTH T MR B
L—=VIRET BRI EICEY, ThoazNv I 7y T LET, OADPIE. XA T4 TV5T KRR
F+w 7> 3w b APl ¥ 7zl Container Storage Interface (CSI) ZFHA L TR+ vy T a v NEERT
2Z&IC&Y, KiERYa—LPV)ERNY I Ty TLEST, Ry Foay baedR—KNLAEWS
9 R7anNA F—nizE,. OADP I Restic ZEALTY Y —REPVT—49 %Ry I Ty FLE
ER

4 s
: Ny JTy TEETRERDIEDZIG, PFTVr—2avonNy o7y Ths
A Operator ZIZH T 2 ENHY T,
BEx

Ny DTy THB)Y—REPVEEBTTEEY, NV IT7Yy THOIRTDF TV NEETY
52&%H, A7V Y b%&E namespace. PV, FWESRIVTIANWI )V ITTBZEHTEET,

3 Pz -
Ny Ty TEBTEBRNIEBICIE. PV T5—2a3 >Ny o7y Thd
7 Operator ZIZH S BN DHY T,
AT a—)b
KELERBRTNY I TPy TR a1—)ILTEET,
799

Ty ARFERALT,. Pod EOOYFF—TaAY Y REERFTTEET, & 21E, fsfreeze A#{EHH L
TCI7ANYRATLE D) —XTEFT, Ny I 7y TELIFETORFELIIBICETTELIIC
TV OARBETCEFT, BEx7voE, ntAVFFHr—FALE 7 )V yr— 3>V 5FF—TCEITT
xFd,

43.2.0ADP 75714 >~
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OpenShift API for Data Protection (OADP) (&, XY 97 v THELVRA Ty T ay MEFZETER—b
TREDICAML—=—IFANA T —EMEINLZT 74 MDD Velero 7574 VERELE T,
Velero 75 A VICEDE, hRAYLTZ74 Y 2#ERTEET,

OADP [&. OpenShift Container Platform ') Y —2 /3w & 7w 77, OpenShift Virtualization ') ¥ — 2
Ny 97w T LU Container Storage Interface (CS) R+ v T a3y NAD TS 74 VHIRELE
ER

FKA410ADP 5514 >

OADP 7S94 v~ Hae 2 b L— DGR
aws Kubernetes 7 7 x4 M & /Ny AWS S3

97y 7L, ETLEY,

2FwTFoay NaFERLTK AWS EBS
Ja—LimNYIT7y THELVE
TlLET,
azure Kubernetes 7 7 x4 M & /Ny Microsoft Azure Blob X kL —%

97y 7L, ExTLIEY,

AFvToay NEFERALTR Microsoft Azure ¥ x— K7 1
Jai—LENYITyTELNE RV
TLEY,

gcp Kubernetes # 7¥ U h & /Ny Google Cloud Storage

97y 7L, ETLIEY,

2FwFoay NaEFERLTR Google Compute Engine 714 X %
Ja—LBENYIT Yy THELVE
TlZEd,

openshift OpenShift Container Platform 1) ATV RNRNT
Y=—RENY VT Y TEIVERT
Lxg, [

kubevirt OpenShift Virtualization ') ¥V — X FTVTINRARNT
BNy OTy TELVETLE
¥, 2]

csi CSIZFyF¥ay MaERL CSIZRFyT¥ay haHR—b

T RVa—LaNyHITvTE T2959RANL—
foETLEYT, B
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https://velero.io/docs/v1.12/custom-plugins/

BABEOADP 7 IV r—>avony 97y TEER

OADP 7574~ Hae 2 b —Y DGR
vsm VolumeSnapshotMover I&, 75 FTVTINRARNT

A8 —DHIFRREDKR T, R
FT—KI2IWVT7 Y5 —> a3 %0
BI2OOETTOERFIME
BIha2FvyTravihiass
AY—oF TV RAKMTIC
BEEBLFY., 4
. WH,
2. RV VYTAAVIECSIRFT Yy Foay MELIERestic TN I Ty TINET,
3. ¢si 75714 V&, KubernetesCSI R+ v Foayv MAPIZFARALE T,
e OADP 1.1 LLB%(% snapshot.storage.k8s.io/vl ZFH L X7,
e OADP 1.0 I& snapshot.storage.k8s.io/vibetal Z{#EHA L £ 7,

4. OADP 1.2 D+,

4.3.3.OADP Velero 75 714 IZDWT
Velero DA Y 2 h—JUBFIC, RO 2FBED TS 74 VEBRETEET,
o FIAINKNDIZURTIANAYT =TS T4
o NRILTZTAY
EELDIATDTZTAVEFTa VTN, FBEAEDI—H—FPRLEE1IDDITVRT
ANA Y —TS T4V ERELET,

4331.FT7AN D Velero7Z9 KFANRA T —-TZ54 >

7704 X~ MIZ oadp_vialphal_dpa.yaml 7 7 1 L ARET % & X, ROT 7 4 )L D Velero
9o RTIANA =TS T4V DVWThhESI VA= TEET,

® aws (Amazon Web Services)

e gcp (Google Cloud Platform)

® azure (Microsoft Azure)

e openshift (OpenShift Velero 73 71 )

e csi(Container Storage Interface)

kubevirt (KubeVirt)

F 704 %> hHIC oadp_vialphal_dpa.yaml 7 7 1 L CEMDT 74 I N TS T4 VERELZE
ER

72714 ILDHI:
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RD .yaml 7 7 €)L&, openshift. aws, azure. 8L Ugep 771V EA VAN =L LET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

- gcep

43.32. hR¥ L Velero 7574 >

T 704 A > hrAhiC oadp_vialphal_dpa.yaml 7 7 1 L& ET B & XL, 574 2D image &
name 218E T 5T &ICL Y. DRI L Velero S5 TA VAV AMN—ILTEZET,

T 704 A > hrAhiC oadp_vialphal_dpa.yaml 7 7 1 L CEMO AR Y LTS 71V EIBELE T,

72714 ILDHI:

RO yaml 7 7 4 )LIE. T 7 4L b D openshift. azure. ELUVgep TS5 TM v & A A=Y
quay.io/example-repo/custom-velero-plugin % 2 custom-plugin-example & W\ D ZEID AR Y L
TS5T4 VAV AMN=ILLET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example

image: quay.io/example-repo/custom-velero-plugin

4.3.3.3.Velero 7’5 74 v h X vt— "received EOF, stopping recv loop" %33R d

Pz
Velero 7574 >iE, BlO7OERE LTHAINET, VeleroBEARTT T2, K
HLEHEINMIIDDLLTRTLET, T/8v 707 received EOF, stopping

recvioop X v tE—YF, TS5 74 VIRENRTLEZEERLET, T5—DRELL
bIFTIEHY FH A,

43.4.0ADP CHR—NINBT7—FF U F v—
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OpenShift API for Data Protection (OADP) I&, ROD7—F 7V Fv—%&HR—KFLZET,
e AMD64
e ARM64
e PPC64le

® s390x

v s 0
¢
! OADP12.0 LIBED/IN—T 3 Vik, ARM64A 7 —FF U F v —%HR—MLZET,

4.3.5.IBM Power 8 £ ' IBMZ @ OADP tH7R— |k

OpenShift API for Data Protection (OADP) I 75w M 7 # —AICIKEFELEFHA. LTDERIE. IBM
Power BL V' IBMZ DAICBEAELTWET,

OADP 1.1.0 &, IBM Power & IBMZ @75 T, OpenShift Container Platform 411 I L TIEEICT R
FIhF L, UTOEIVa VTR, ThH6DYRTLADNY Y7y FOr— 3 VILEY % OADP
NODTFRAMBLUHYR—MNEHREIRBLET,

4351 1BMPower LAY —4y Ny o7y Ol —> 3 >® OADP Y R— b

OpenShift Container Platform 411 & & U 4.12. & & U OpenShift API for Data Protection (OADP) 1.1.2
TEITINS IBMPower (&, AWSS3 NNy /7y FOr—>3 vy -7y MIFLTEEICTA NI
Fllko TAMIFAWSSIZ =45y hDANEFENTWE LD, RedHat &, AWS S3 A D~
TONYy I Ty Fayr—3 vy =45y MIXLTEH. OpenShift Container Platform 411 & 412, &
& U OADP 112 % fEF L 7= IBM Power DT HR— ML TWE T,

4352. I BMZ%A2ERALE=Y—4y hNv o7y TOAsr—>a>®d OADPFRA MEYR—F

OpenShift Container Platform 411 & & U 4.12. & & U OpenShift API for Data Protection (OADP) 1.1.2
TEAIINTVWBIBMZIE, AWSS3Ny 27y 7O —>avd—5y MU LTEEIKTA M h
Fllko TAMIFAWSSIZ =45y hDADEFENTWE LD, RedHat &, AWS S3 A DN
TONYy I Ty Fayr—3 vy —45y MIXLTEH. OpenShift Container Platform 411 & 412, &
LU OADP 112 #fEA L/ IBMZDR{TEHR—MLTVWET,

4.3.6.0ADP 7> 71 v DB DRERE

KDY 23> Tlk, OpenShift APl for Data Protection (OADP) 75 &4 >~ MBEEA DREREIC D LW TR
BLEY.

4361 =Ly RDBRWTET, A A—=JAKM)—LD/RY YTy T Velero 7574
VTR IDRET S

Ny 97y FTENy U7y TIRIESGFT (BSL) A¥ Data Protection Application (DPA) DEIFA TEE I h
TW3IFE, OADP OV bO—5— (D% Y DPA DFA%) IC& > TEEY % oadp-<bsl_names-
<bsl_provider>-registry-secret MER I N EH A,

Ny I Ty TaEETETSHE, OpenShift Velero 7537 A YDA A—=I R RNY =Ly T v TTNRZy
DICIRY RONR=Zy Y TS—DRREINET,
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024-02-27T10:46:50.0289517447Z time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"
backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,
namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4.3.6.11./18=y 9 TS5 — %[O %7/ DOLEE

Velero 7274 YOy V) T5—%AET 5I1C1E. ROFIEEEITLET,

L. AR LBSLICETRSNILEZMITET,

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. BSLIZSRILEfFIF7-1%. DPADREAZTEET,

pa v
| DPA BIRICEWMAEEZMA S I & T, BRIBICHHBZITIENTEET,

3. DPA DFAZETIL, @t/ oadp-<bsl_name>-<bsl_provider>-registry-secret " {E I L T LY
228 ELWLIYRMN)—F—9DRFIREINTVWR I E2BRLET,

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq
-r ".data’

4.3.6.2. OpenShift ADP Controller DI A V75— 3 ViER
cloudstorage & restic DA = H%0IC LT DPA 52 E Y % &. openshift-adp-controller-manager
Pod 'V Zv>al, Pod DV 5v2all—TDEIAVF— 3 VBRTERNT 2 F TRIRICHER

BLEY,

velero % 7z cloudstorage IFHEE ICHMbAIA 7 1 —IL RTH B7H. ELOLN—ALITERTEE
-a—o

e velero & cloudstorage DM AN EZIN TV 3IHE. openshift-adp-controller-manager (£
KBLET,

e velero & cloudstorage DWW N EEHZINTUWRWES. openshift-adp-controller-
manager |FXBL £,

CORBEDEFEMIZ. OADP-1054 #HBB L TL XL,

4.3.6.2.1. OpenShift ADP Controller D7 A > 75— 3 VRO BLETE

DPA DX ERFIC, velero 7zI& cloudstorage DWW aEEHET Z2HENHY 9, DPATHEAD
APl % EE%& ¥ % &. openshift-adp-controller-managerPod 'V 2 v > 2 )l—TDE I AV F—a >
ERTERBLET,

4.4.0ADP DA VA =L B LUVEETE
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441.0ADP DA YA b—IJLICDWT

95 A4 —EEHIE. OADP Operator &4 ~ X b—JL L T. OpenShift API for Data Protection
(OADP) A4 Y A h—JL L &9, OADP Operator & Velero112 4 Y A M—JLLZXT,

pa

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEAHRE L TD
HMEATE, R¥ Y K70V Operator & LTIKFERATEE A,

Kubernetes Y Y —REREA X —V BNy O Ty T 3ICIE. ROWTNHADRANL—I 4 A T
E Ny O Ty TERELTA TV IV MNANL—YDNRETT,

® Amazon Web Services

® Microsoft Azure

Google Cloud Platform

Multicloud Object Gateway

AWSS3 BE#ftA 7o /7 N X b L — (Multicloud Object Gateway., MinlO 72 &)

B4 D OADP 704 A hZ &I, B LU namespace RICEBD /Ny V7 v TA ML —Y DGR %%
ETEET,

R

BICIEEDRWRY, "NooBaa" IdBEA 7V NAMNL—VERBTZA—TV Y —
Z270Y x4y b%&EE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat
FTA4AN)E2— a3 EBLET,

MCG DFF#lilE. 7 7Y 4o —> 3 v % L T Multicloud Object Gateway IC7 7R
2 ZBRLTLEI,

BF

ATV MAMNL—UDNNy MER % BEI{E T % CloudStorage APl E. 77 /O
V=Tl Ea—#EDHTT, T/ OV —FL E1—#EElL. RedHat @Y R—b
DY —EZXLRIVT ) =XV N (SLA) DFRATHY ., BEMNICKEETIERWIGED
HYFET, RedHat ld, ERERIETINLEZFERTZIEEHELTVWERA, 77
/AY—7LEa—#EIE. SHORSEEEVSR ML T, BRERETHEEDT
ARETVWI =Ry I ERELTWAEARECZIEEZEMELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

R2Fv T ay bElERestic ZEAL T, kiR a—L PV)ENRY I Ty TTEET,

ATy Toayv MEFERALTPVENY I T Y TIBIE. RMT4 TRy Toay MAPIFEIE
Container Storage Interface (CSI) R+ v 7> a3y hOWThNEHR—K$T250 50 KON 45—
CROWETNOIDY S0 KTANA T—RE) BBRETT,

® Amazon Web Services
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® Microsoft Azure
® Google Cloud Platform

e OpenShift Data Foundation RED CSI A F v ¥ ay MIEI 57 KOS 5 —

R

OCPANLIBETCSINy 7y THERT 35813, OADP1LIx%EA4 VYA M—=JLLZ
E

OADP 1.0x I&. OCPANLETD CSINY Ty THEHR—KMNLTWEHA, OADP

1.0x IZ1E Velero 1.7.x A& FENTH Y. OCP 411 LEICIEFE L AWAPI JIL—7
snapshot.storage.k8s.io/vibetal "IN ETT,

929 RTANAT—N2RF v T ay MY R-—FMLTWAWEE, FLIEZXAML—IDNFS D5
BlE Restic Ny 07y T HFERALTA TSI RARNL—=VIIT I r—>avanNy )7y FTE
Y,

77 # )L b®D Secret #4ER L. JXIZ. Data Protection Application %4 Y 2 k—JLLE T,

4411 AWSS3 H# DNy 7y FAML—I AN, F—
OADP lt. IEXFAHANv I Ty TELUVRFTY Foay NEECHERTEZZHOA TSI MR N
L—o7ang §—EBERERAHYET, WDDDA TV MR ML—I 7O F— 3R ICY

R=FINTVETH, WKODRYPR—FINTUVWRVWEDDEMET 22 &b >TEY., —8RIC
EEERDFIRLNH Y 7,

441NN Y R—PFINTWBNRY I Ty TRANL—I O/, 5 —

ROAWSSIE#A TSIV NA ML —=2FANA =, Ny IO TF7vTRAMNL—YDIFME LTER
TBHDIC. AWS TS T4V AENLTOADP ICE > TREBICHR—MINTWET,

® MinlO
® Multicloud Object Gateway (MCG)

® Amazon Web Services (AWS) S3

pa 3

ROEA T MARML = 7ANA =3 R—KhINhTEY, HWED Velero &
TV NRANTTSTA4UDHYET,

® Google Cloud Platform (GCP)

® Microsoft Azure

4.4112. U R—bIhTWEBWARY STy T2 ML= 7O/ 5 —

RDOAMNSSIE#A TV MNAMNL—=U7ONA T =, Nv O Ty TRANL—UDBATE LTER
T30, AWS TS5 T4V ENLT Velero EEETZZENFMONTVWETA, Y R—FINTSH
57, RedHat ICL 2 TTFRAMINTWLWEH A,

e |BM Cloud
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® Oracle Cloud

® DigitalOcean

® NooBaa (Multicloud Object Gateway (MCG) R L TA Y X h—JILINTULARWESR)
® Tencent Cloud

® Ceph RADOS v12.2.7

® Quobyte

® Cloudian HyperStore

pa )

BICIEEDRWRY, "NooBaa" IdBEA 7V NAMNL—VAERBTZA—-—TV Y —
Z270Y x4V b%&EIE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat
FTA4AN)E2— a3 EBLET,

MCG DFF#lilE. 7 7Y 4o —> 3 v % L T Multicloud Object Gateway IC7 7R
2 ZBRLTLEI,

4.4113. BEAOHIRYEH BNy 97y TR ML —ITOR( §—

RDOAMNWSSIHE#A TV MNAMNL—U7ONA 5 —F, REIN/-HEEtY NEEAT-AWS TS5
JA V%N LT Velero EEETZZENAONTVWET,

o Swift-Nw I TPy TANL—VDONY Ty TRAMNL—UBFAELTHFERTEEITN, 774
WY RTFLAR=ZADKRY) 2a—LRNY 9Ty THELCETICDWTIE Restic E HfMELH Y T
Ao

4.4.1.2. OpenShift Data Foundation CTREEEIH% 1T 5 728 ® Multicloud Object Gateway
(MCG) &3&

OpenShift Data Foundation £ MCG /X% v k backupStorageLocation ICV S A% —ZXA ML —T %
FRYT25581F. MCCEABA TV I MNAMNFPELTERELET,

Digk

==
[=]

MCG ZHEMA T2V FAMTELTRHRELRWGEE, Ny I 7y THRATE

BRERBOEMLHY 9,

Pz

BICIEEDRWRY., "NooBaa" IdBREA 7V NAMNL—VERBTZA—TV VY —

Z270Y x4V b%&EE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat

FTA4AN)E2—> a3V EBLET,

MCG DFF#lilE. 7 7Y —> 3 v % L T Multicloud Object Gateway IC7 7R
" 2 EBRLTEIN,
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FIR

NA Ty RERIFTIVFIZTRDANL—21 Y —ZDEN OFRBRICH> T, MCG %4
BATITIMAMTELTEELET,

BIER R

o Velero R¥axXy Oy I Ty TERFTyTay hOyr—yavolE

4.41.3. OADP BHiF ¥+ RILICDWT

OADP Operator 24 Y A b —ILT 2 & EIC, BRF v RV ZFBRLET, TOFvRILICEY,
OADP Operator & Velero DEELDT Y 7L —R&EZITERBZMDNRFEFVET, WOTEF v R
HEHYUBZ B ENTEET,

ROBEHF v R EFMETETET,

stable 7+ RIVIFIEHEBEIC/RY £ L, stable F v XJLICIE. oadp.vi.l.z & & U oadp.vi.0.z
DHW/A—T 3 FHO OADP ClusterServiceVersion D /Xy F (z-stream B#T) B2 Fh TV
9,

stable-1.0 F ¥ ®*JLICIE oadp.v1.0.z. OADP 1.0 ClusterServiceVersion S FZhTWE T,

stable-1.1 F + X JLIZIE oadp.v1.1.z, =#HTD OADP 1.1 ClusterServiceVersion =2 N TWZE
ER

stable-1.2 F + R JLIZIE, &=#FD OADP 1.2 ClusterServiceVersion @ oadp.vi.2.zHhEFEN T
WET,

stable-1.3 F ¥ ®*JLICIE oadp.v1.3.z. OADP 1.3 ClusterServiceVersion S TWE 7,

BYLREHRF ¥ XVIEENRTYEH?

stable F ¥ RIVITFEHRICAY F Lz, T TICERERF vy RILEFALTWBIEAIE. Bl
T.oadp.v11zHLEHZMELZET,

OADP1ly A4 Y A h—JL¥ % stable-ly B F v+ RV %:E R L. TD/N\Y FZB|ZHmIZITE
YEFT, COF v RIVERIRTDE, N—2 3V 1lyzDFTRTD z-stream /Ny F A Z(FEY
F9,

WOBEHF vy RV ENYEIZRELNHY TTH?

46

OADP 1Ly B’ Y A h—ILINTWT, ZOD y-stream D/Ny FDH%ZIFERY W IHFE
I&. stable B F v RILH S stable-ly B F v+ RIVICHIY B A ZBENHY T, TODIE.
N—=23 2 1lyzDFTRTD z-stream /Ny FEZIFTEY £,

OADPIODA VA KM—=ILINTWVWT, OADPIIICT Y UL — R LEEWES. OADP 1.1 MDHM
DNy FaZIFEBICIE, stable-1.0 B F v RILHS stable-11 EHFF v+ RILICTIVEZ S
MENHY FT, TDHE., N—IU 3V 11zDFTRTOD z-stream /Ny FAEZ(FEY £,

OADP1Ly "M YA M—=JILINTWVWT, yH 0 LYKEL, OADP1O ICHIY E A BIHHIE.
OADP Operator & 74 YA b—JL LTH 5, stable-1.0 BEFHF v RILAFERALTHA VR
=L BREARHYET, TDER, N—23210zDFTRNTD z-stream /Ny F&F(FEY
x7,


https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.13/html/managing_hybrid_and_multicloud_resources/adding-storage-resources-for-hybrid-or-multicloud_rhodf#doc-wrapper
https://velero.io/docs/v1.12/locations/

BABEOADP 7 IV r—>avony 97y TEER

pa 3

BHF v+ RILELIYEZ T, OADP Ly 5 OADP1OICEIUE A B Z &I TE XA,
Operator a7 VA VAN =)L LTHOLEBA VYA M—ILTEBHELHYET,

4.41.4. 8D namespace ~D OADP DA Y A b—JL

OADP 2B LY 5 R4 —LDEHD namespace ICA VA N—ILT B &, EHOTOT Y MNFrEED
MBDOADP A VRAVRAABEBTESLDIIRYET, TDI—RH —RIF Restic L UV CSI TR
IR TVWET,

AEILEFNEZTSY N IA—LTEDFIETHEEINTWLWS OADP DEA VRAY VA&, LLTDE
mEaHEEEHEICA VAN —=ILLET,

¢ ALYVSRAI—LEDTRTDOADP F7AA AV ME, ABULN=Y a3y 11472E) THIZBE
BHYET, ALIVSRI—ICBERZN=UaVDOADP 24 VA M—)LT BT &ldHR—
PEhTwEtA.

o OADPDEl#DF7OA X MIld, —BEDORiEHREY h&—ED
BackupStorageLocation 32 ENNE T, [@L namespace IT., EHD
BackupStorageLocation R E%= AT 5 &ETEXT,

o FIUAIKTIEZ, FOADP FFOA X MIlE namespace 2K T S RAI—LRILDT It
AMEMNH Y £9, OpenShift Container Platform EIEE L, E¥2 Y71 —B LU RBACKTE
EERRCHAL, BRELREEEMA T, EO0ADP A Y RAY VRICELWERLH D T & &5
RTB2RENDHY FT,

B 1SR

o JSRY—HY—ERN=IU3Y

4415 WELI=T—HICEH T < VeleroCPUB LU A EY —DEH
LLTOWREEIFIZ, RT—IEBLIUNRTA—TVADSRTERELENTIA—TVRICEIVTWVE

To N ITYvTHEIVETVY—RIFE, TSTADIA T, ZTDNy I Ty TERIIETICHER
)Y —ZADE, ZDYY—RICEETZAER) 2—L (PV) IKLEEFNDT—IDEELEZITET,

44151 BEICKHERCPUEAEY —

REYM1 T M EBFEHE [2] KEHFF resourceTimeouts
Csl Velero: Velero: B

CPU-J TR} CPU-DY2J TR K

200m, flfR 1000m 200m. fHIFR 2000m

XEY—-YJITX I XEY—-YJITX I

256 Mi, #IBR 1024 Mi 256 Mi, B 2048 Mi
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B v M EBHFEHE [2] KEHFF resourceTimeouts
Restic [31Restic: [4) Restic: 900m

CPU-UJ TR} CPU-UJ TR}

1000m, #lIFR 2000m 2000m., filfRE 8000m

AEY—-YDVITAK AEY—-YIVITAK

16 Gi. R 32 Gi 16 Gi. IR 40 Gi
[5] DataMover gi%t’: lJ gi%t’: lJ 10m - qzi,;]ﬁ}zﬁi

60m - KE K

THERE-FEACORATTCIORE=ZFERLIT,

REHRAE - KRR PV (EHE2 500 GB). #H® namespace (100 LAE), FE120D
namespace ICZ#®D Pod (2000 Pod A L) A% 274 E L THAENMKE K AZHKRRATTIE. K
HELRT—9ty NESUHBEDONY I Ty TEERTTRERN I+ —I VY RAERRT 572D
I COREZFEALET,

Restic ) V—ADFERHER., T—YDEET Y914 I/ LET, L&ZIE ZHONX
BI7ANDPKEDT—9DH2H5EIE. . Restic " RKED YV —R&FRT ML H
YEF, Velero D RFa XY RTIE, T7AILRELTE500mESRBLTVWETH, FEAL
DFANTIEY) 2 TR 200m, HIR 1000m 2S5&EHIT L7, Velero ® KF 1 X ¥ MNIEBEHS

NTW3EHY, EERCPU EXEY —FERAZIF. REOFIRICMA T, Z27/4ILETa LY
M) —DBEIIRKELZET,

. CPUZEEYT &, Ny o7y TEETORREEZ KIBICERBTEEY,

DataMover - DataMover @7 7 # JL b @ resourceTimeout (X 10m T9, TR M Tl&, KEE
72 PV (&2 500 GB) #1859 % ICI&. resourceTimeout % 60m ICEPTHENH S I &N
by F L7,

pa )

CDHA R2EICEHINTWE Y Y —AEHIE, EHMRERSICREINTULE
T, KEIFATZFEIE. EORDOHRIAICK > TEREEAFAEL TLEIWL,

4.415.2. KEFHAD=HD NodeAgent CPU

T A MD#ER. NodeAgent CPU %1% ¢ &, OpenShift API for Data Protection (OADP) {3 %
BD/Ny 97y FERTORENKBICEBIND Z &AM F L,
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FABEOADP 7SV r—a vy I 7y TEER

BF

Kopia &) YV —R = TERIBHIICEE T 57, ERERECEREB 7 —/O0—RE2ETL
TW3 ./ — RNTKopia #HlIfRR< FERAT 2 & IFHEINFHA, 727 L. Kopia &FE
19 2FEDHRMETEDE. CPUDTHIRRI N, Ny o7y FERTMELS QY FT,
TAMNDIER, 2007 & 32Gi X E') —T Kopia #E1TL72HE. 100GBEDT—
4. BHED namespace. F7clZE— namespace D 2000 #B®D Pod DXy I 7 v T &
BERBRENGYR—PINZZENHBBELE L,

TARTIE, 5D Y —REERTIE CPU DFIRP X ) —DREMIIMEINIEATL L,

Zh 5 DFIBR% Ceph MDS Pod ICERE T % ICId. rook-ceph Pod D CPU B LUV AEY —1) YV —2ADZE
B CREINAEFIRICHE > TSI W,

FIRERET ZICE. ANL—=—Y IS RAI—DARY L)Y —R (CR)IRDITEBINT Z2HELHY
i‘a—o

resources:
mds:
limits:
cpu: "3"
memory: 128Gi
requests:
cpu: "3"
memory: 8Gi
4.4.2. OADP Operator 1 ~ A h—JL

Operator Lifecycle Manager (OLM) % {#F L T. OpenShift Container Platform 4.12 I OpenShift API
for Data Protection (OADP) Operator #1 Y 2 h—JLTE XY,

OADP Operator & Velero 112 4 Y A =)L L T,

AR

o cluster-admin ¥R =HF>1—H¥—-—& L TAJV1 L TW5,

FIR

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

2. Filter by keyword 7 1 —JL K% {&EMH L T. OADP Operator 21 8&E L £ 7,
3. OADP Operator Z3&IR L. Install 2" vV LE T,
4. Install %) w2 LT, openshift-adp 7O =% MZ Operator 514 YA M—ILLZE T,

5. Operators — Installed Operators 2 ') v 2 LT, 1 VA M—)ILEHRELZEX T,

4.4.2.1. OADP-Velero-OpenShift Container Platform /X\—< 3 > DB &
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OADP O/X—Ta > Velero D/X— 3> OpenShift Container Platform

NnN—3Y

11.0 1.9 4.9 LI
111 1.9 4.9 LI
11.2 1.9 4.9 LI
113 1.9 4.9 LI
114 1.9 4.9 LI
115 1.9 4.9 LI
11.6 1.9 4.1 LABE
117 1.9 4.1 LABE
12.0 m 4.1 LABE
121 m 4.1 LABE
12.2 m 4.1 LABE
123 m 4.1 LABE
13.0 112 412 LARE

4.4.3. Amazon Web Services % {#F L 7= OpenShift API for Data Protection D& E

OADP Operator %4 ¥ A h—J)L ¢ % Z & T. Amazon Web Services (AWS) % @ L T OpenShift API
for Data Protection (OADP) Z#4 Y XA h—JL L X ¥, Operator (& Velero 112 Z4 VA —ILLZET,

T

pa 3

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEHRE L TD
HEATE, AY Y R70OY Operator & LTIIFERTEEH A,

Velero A7 IC AWS ZF&E L. 77 #JL b D Secret = Ef L. JRIC. Data Protection Application % o
YAR=ILLET, FHliE. OADP Operator DA Y Z h—JL ZBR LTI W,

FIRI Ry M7 —2REIC OADP Operator 24 Y A =)L BICIE, JFRICT 7 AL MDD

OperatorHub ¥ — 2 & #&3fIC L T, Operator A A7 A2 IZ— YV I T2MENHY £, il
&, ®xv b7 —2HHIR I N /<EIE T®D Operator Lifecycle Manager Dfff S8 L T XL,

4.4.3.1. Amazon Web Services D& E

OpenShift API for Data Protection (OADP) A IZ Amazon Web Services (AWS) Z5%E L £,
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AR

e AWSCLINM YA M—ILINTWBIZ &,

FIa
.. BUCKET Z#%=®EL XY,

I $ BUCKET=<your_bucket>
2. REGIONZE# =& EL XY,

I $ REGION=<your_region>
3. AWSS3 NIy MaER LT,

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

Q us-east-1 |+ LocationConstraint #H#7R— b L TWE A, BEFVOHIEA us-east-1
DIiZHEIE. --create-bucket-configuration LocationConstraint=$REGION % &#& L T <
TV,

4. 1AM 2—H—ZERLET,
I $ aws iam create-user --user-name velero ﬂ

Q Velero A L THEED S3NT vy hEFOBBD ISR —2NRv 0T v T¥ 358
. VSR —ZEI—RBDA—HY—ZZFHLFTT,

5. velero-policy.json 7 7 1 L &ERR L £,

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
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"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",

"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"

1,

"Resource": [
"arn:aws:s3::${BUCKET}"

]

}
]

}
EOF

6. RUI—%RMA LT, velero 1—F—ICHBER/NRDEREZNS L FT,

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. velero 1—H4—D7 VA X —% KL ZE T,

I $ aws iam create-access-key --user-name velero
6

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}
8. credentials-velero 7 7 1 L&A {ER L £ 7,

$ cat << EOF > ./credentials-velero
[default]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
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aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

Data Protection Application 4 >~ X k—JL ¢ % HiIC. credentials-velero 7 7 1 L= {FERA L T

AWS @ Secret # 7V =V MEERR L £,

4432. Ny 97y TEELVCRFTY T2 ay bOFA. BOTIKEDY—I Ly MIDOWT

DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I 7 v TELVRFy T ay bhDif
fi. BROMICEDY—I Ly bEIBELEY,

RNy 9Ty TOEFR
Multicloud Object Gateway 7z l& MinlO RED S3HEWMA TV TV MR ML=V %, Ny I Ty 7D
Fre LTERELE Y,

Velero l&, # 7YV MAML—VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R, Kubernetes # 7Yz b, BLIUHIA XA =NV I Ty FLET,

Aty ay MOBM

P9Z9RTAONA T —DRAT 1 TRF v T3y MAPIZFER L TKGER) 2 —LE2RXy 07y Td
3BE. VSO RTANA Y =5 F v Toay NOBRMELTERETZIHRENGHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KSAN—%FHK T 57D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFHiEEET ZHEEHY FH
/‘JQ

Restic #{FAT 3158I1E. Restic A TV TV MAMNL—JILT7AINTRATLENY YT Y T 57
H, ATy Toay NOBFAERETIVNEIIHY FHA,

=Ly b
Ny Ty TERFTyToay hOFRHAB CRIIBEREFHAT 254, FLIEIRA Ty T3y DG
NN ELRWEEIE. T 74/ MO Secret ZER L X7,

Ny Ty TERFTYyToay NOBIACERZRIEREFERATHEIE. RD2 DD secret £ 7
D MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v V7 v TDHZBFAADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, RFv o ay NOFFRADT 7 )L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret ®"HETT, ERLAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIZNY Ty TERIFZRFTYy Toay NOBFRAEIEE L BRVWES
&, ZZD credentials-velero 7 7 1 L =FEBE L TT 7 # )L D Secret #/ERTX £,

4.43.21. 77 #JU bk Secret DYERX

Ny Ty TERFTyToay hOFRHAB CRIIBEREFHT 2548, LI Ty T3y hDig
NN ELRWEEIE. T 74/ MO Secret Z{ER L X7,

Secret @5 7 # )L b &% cloud-credentials T3,
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R

DataProtectionApplication 1 X% ') Y —X (CR) IZI&7T 7 # )L b D Secret XIKET
T FERRLABRVWE, A YA M—LIFKRBLET, Ny VT v TOIFFD Secret DZRTH
BEINTULWARWESIER. T74) MOERINMERAINET,

AVRARN=IVBEEICNNY O 7y TOGFROZBIEEREFERA L AWGEIE. 2O
credentials-velero 7 7 1 LA FRA L TT 7 4 )L N &R T Secret 2{EFXTX X9,

AR
o FTVIVINAMNL—VEITZIORAMNL—UDDHBHEIFE. RLRLEEREZFERAT I2HLEN
HhYyFET,

o VeleroDATYVII RAMNL—VEBRETDHELNHY FT,

o FTY1Y MAKML—UHD credentials-velero 7 7 1 L Z BN R A THERT 2 LENH Y
i’a—o

FIE
e F7#)LNET Secret ZFK L F7,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (. Data Protection Application 24 > X h—JL ¢ % & & (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSBRINZ T,

44322 ERZFAREHROTOT7 71 WDIERK

NPTy TERFyToay NOFMTELZRIIEREERHT 55513, credentials-velero 7 7
AIVICERO 7B 7 74 ILEERLE T,

RIC. Secret# 72 x - M%&{ER L. DataProtectionApplication H 2% L)Y —X (CR) T7O7 7
1IVEEELET,

FIR

LRODBIDESIC, Ny o Ty FTERFyTFoay NOBHICHA4DTOT7 7ML EED
credentials-velero 7 7 1 L &= {ER L £,

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
[volumeSnapshot]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. credentials-velero 7 7 1 JL%={EB L T Secret £ 7V =V M5 ERR L E T,

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero
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3. ROBID L SIZ. AT 74 L% DataProtectionApplication CR IZEMML £,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4.4.3.3. Data Protection Application D&%

Velero ) YV —2DE|Y B TARET 5H., HEER CAFIBAZABMIC L T, Data Protection
Application Z5ZETE XY,

4.43.31.Velero® CPU EXEY—DYY—REY Y THE

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYLTEBRELET,

([} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER
¥

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7 T XA D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%fREL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

55



OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: 9
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

mVeIero podSpec ICIRtEIhZ / —RKEL 9 —%BELZET,

Q 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

4.43.3.2. ECE# CAGAIHRZ DAL

certificate signed by unknown authority T>—%[5 <78 I_. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNERBEL T, 77V MANL—YVDOBECERL CAIIREZEMICT
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JLINTWBHELAH Y F
ER

FIR

e DataProtectionApplicationCR¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —&iR&EL 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"
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@ BosccaTIVI—RIhE CABEXFIERELET.
9 insecureSkipTLSVerify %€ (L. "true" X 7-id "false” DWIFNMIRETE X

9, "true" ICERET B &, SSL/TLS X2 U 714 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa ) T4 —DEBMIRYZET,

4.4.3.4. Data Protection Application D1 > X b—JL

DataProtectionApplication API D1 >~ X4 > X % {Ef L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i -a—o

(1} =355
e OADP Operator 24 YA M=V 2EHLH 5,

o ATV MNAMNL—=UBENY I Ty TIBARE LTRET IVELNDH S,

o 2ty ay haEFERALTPVENYITYTETREE, /70RO —ER1 T4
TR+ w T 3w b APl 71 Container Storage Interface (CSI) R F v 7> av howgh
N R—KNTE2RENDH S,

o Ny YTy TERFTy T ay NOBFATRALURIIBERAFERT 25E61E. 774/ NDOAR]
T# % cloud-credentials Z {3 L T Secret Z{E{§ 2 MEHLH 5,

o Ny I Ty TERFyTay NDGFATERZRIIEREAFERAT 2HE1E. T74ILHMET

% % cloud-credentials % {&F L T Secret 2 {Ef{ T Z2HENHY ET, NIk, Ny o7y
TERFT YT ay NOBROBIIBRAOENDO IO 74 ILHAEEFNET,

yz o-1o)
AVRAN=IVRIZNY 9Ty TERLIFRFYy Toay NOBRRAEIEELALL AW

mEald. 22D credentials-velero 7 7 1 LA {FRH L TFT 7 # )L b D Secret % {F
KTXZEd, 774/ D Secret *AWIFEE., 1 VA M—=JLITKRBLFT,

pa

o

Velero I&. OADP namespace IZ velero-repo-credentials &\ 5 ZRID > — 7

‘:ﬁ)‘" Ly NEFRLET., ChIC. 74U RORY 57y FTYKD h =82

‘*ﬂ T—RABTNET, NV ITYTYRY M —ERRE LERBRIDNRY I Ty

AR THEETT S B IS, base64 & LTIV IA— RINAMED/SRT— RA&(HEA

"’1‘?*’ LTY—7ILy h2EHTEEXY, FHY %+ —DIENL Data[repository-

1*‘% password] T3,

»

RO DPARMRLEE. Sy o Ty TURS MY —ERRE Ly 9Ty TEH)
N

1*‘1.:1. HTEITT B & X, Velero &> —2 L v kA velero-repo-credentials M/\ v

‘t‘)‘v 97y FURI MY —5ERLET, ThICE, F74LDART—REE

> ¢, BIMRINRRT—RPEENET, MOV IT Yy TOHICI—I LY b

IRAT—REBEHT S &, FHLLWIRT— KA velero-repo-credentials M/ 2
J—RE—BLALARY, Velero lZE WAy 7y FICEBRTERLAYE
ER

FIR

1. Operators - Installed Operators % ') v - L T, OADP Operator Z:Z&R L £7,
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2. Provided APIs T, DataProtectionApplication 7" v 7 2D Create instance* 7 ') v 7 L &
ER

3. YAML View %7 1) w - L C. DataProtectionApplication Y =7 T XA ND/INS A —4 —%EH
LET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix> G
config:
region: <region>
profile: "default”
credential:
key: cloud
name: cloud-credentials ﬂ
snapshotLocations: G
- velero:
provider: aws
config:
region: <region> g
profile: "default”

openshift 75 71 VIZHEATT,

®9

Velero CRD DA A, volumeSnapshot DHIBR. /Ny J 7w FYRY M) —DaT MR
ECHIALTINIRETZETICEROD Velero ) V—R 5549 205 0BT
ELEFT., 774/ ME10OMTY,

9 Restic 1 Y A M—ILEEMICT 215EI1E. TDE% false ITFEREL £§, Restic T —F
vy bEFFOA4 LET, TNk, ResticPod B"&EEE/ —RKRTEITLTWE I E%E
BkL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBIT 2 Z & T, /Ny 27 v F7HIC Restic #5%ETEXE T, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,
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Restic #{FHATE %/ —REIBELZXT, T 74/ MTIE, ResticldgTRTD/—KRTE
TINFET,

Ny Ty TORESBHARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2T v T
BERONTy NTRWEEIE, BEEHEZIEETIVENIMHYET,

Ny MOIEBOERNTHERINDIHZEIE. Velero/NXy IV 7y TOEBEHEZRELET
(f51: velero),

ER L7 Secret £ 7V FDARIZIRELET T, COEEEBELRWVGEIX. 774
L K& D cloud-credentials "MERINFE T, hRYLZEIRETDE. Ny I Ty TD
BATICHR Y LEDERINE T,

@ O o & o

CSIZRFvTYay hE/lE Restic 2EALTPVENY V7Y TTRHEERE. X
FyvTFoay NOBFARERELET,

@ 2FvFoay NOBEFIE, PVERULYY =Y avICHBEBENHY FT,

4. Create=7 ')y I LZXY,

5 OADP )V —R%ZRRLT, A VA M-I ZHE LI,

I $ oc get all -n openshift-adp

6
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.4.3.4.1. DataProtectionApplication CR T CSI #8%hICd %
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CSlATY 723y beERALCKERRN) A—LZ/NY T )Y T I HlC
|&. DataProtectionApplication 7 X% A!) ¥/ — X (CR) T Container Storage Interface (CSI) Z BRI
LEd,

AR
o VS RTANA ST —IF, CSIRFyFoay NaHR— NI IBELNHY T,

FIR

o RDHBID &L S IZ. DataProtectionApplication CR %##F&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

Q cSiFI7ANNTSTAVAEBMLET,

4.4.4. Microsoft Azure % {§f L 7= OpenShift API for Data Protection D& E

OADP Operator 4 ¥ X b—J)L$ % Z & T. Microsoft Azure Z{#H L T OpenShift API for Data
Protection (OADP) 4 ¥ A h—JL L 9, Operator I& Velero112%Z4 VA M—JLLZE T,

R

OADP 1.0.4 A%, § T OADP1.0.z/N—< 3 V&, MTC Operator DIREFFEAHRE L TD
HMEATE, R¥ Y K70V Operator & LTIKFERATEE A,

Velero [} 1C Azure 5% E L. 77 #JL b D Secret Z/ER L. *RIC. Data Protection Application %
AVRAM=JLLET, FMlld. OADP Operator D1 Y A h—JL BB LTI,

FRIN/=xy N7 —JIRIEIC OADP Operator &4 Y A h—JLE 2ICIE. T 7 4ILMD

OperatorHub ¥V — 2 & #&3fIC L T, Operator A OJ A2 IZ— YV IS 2RENHY £, il
X, ®xv b7 —27HHIR I N/<EE T®D Operator Lifecycle Manager DfFf S8 L T XL,

4.4.4.1. Microsoft Azure D& E

OpenShift API for Data Protection (OADP) F I Microsoft Azure 252 E L £ 9

AR

o AzureCLINM VA M=ILINTWBI &,

Flia
1. AzureicA 714> LZET,
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I $ az login
2. AZURE_RESOURCE_GROUP Z# %% EL ¥ 7,
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. Azure YUY —R T —THEERLET,
I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS ﬂ

@ sremEELET.

4. AZURE_STORAGE_ACCOUNT IDZ#%=s&EL X7,
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d ' -5 | tr [A-Z] '[a-2])"
5 Azure ANL—YT7HO Y NEERLET,

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. BLOB_CONTAINER 8552 E L 7.

I $ BLOB_CONTAINER=velero

7. AzureBlob R L —Y VT F+H—AERKLZE T,

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

8. ANL=UTFAHODYRNDT IV ERAF—Z2BEBELET,

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

. MEFNEDON—IvaveFEFOARYLO—-ILEERLEY,

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": "$AZURE_ROLE",
"Description": "Velero related permissions to perform backups, restores and deletions",
"Actions": [
"Microsoft. Compute/disks/read",
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"Microsoft. Compute/disks/write",

"Microsoft. Compute/disks/endGetAccess/action”,
"Microsoft. Compute/disks/beginGetAccess/action”,
"Microsoft. Compute/snapshots/read",

"Microsoft. Compute/snapshots/write",

"Microsoft. Compute/snapshots/delete”,
"Microsoft.Storage/storageAccounts/listkeys/action”,
"Microsoft.Storage/storageAccounts/regeneratekey/action”

1,
"AssignableScopes": ["/subscriptions//'$AZURE_SUBSCRIPTION_ID"]

}
10. credentials-velero 7 7 1 L &= {ER L £,

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ W78, credentials-velero 7 7 A JLICH—E X7 VY N EREIEHRDODADNEF N TWLDS
BEIE, REBAAXA =V I Ty TTBIERETEERA,

Data Protection Application 4 >~ X k—JL 9 % HiIC. credentials-velero 7 7 1 L= {EHA L T
Azure D Secret # 7V M EERR L E T,

4442. Ny )7y TELICRFyToay hOGA., BOTICFD—IL vy MIDWT
DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I T7 v TELVR Ty T ay bhDif
. BRONICEDY—I Ly bEEBELET,

Ry 97y TOEFR
Multicloud Object Gateway 7z l& MinlO RED S3HEWMA TV TV MR ML=V %, Ny I Ty 7D
e LT|ELE Y,

Velero l&, # 7YV MNAML—VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R, Kubernetes # 7Yz b, BLUHIA A =NV I Ty FLET,

Aty FTay MOB

P9Z9RTAONA T —DRAT 1 TRF v T3y MAPIZFER L TKGERY) 2 —LERXy 97y Td
3BE. VSO RTANA Y =5 F v Toay NOBRELTEETIHREIHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KSAN—%FHF T 271D
IC VolumeSnapshotClass CR #E§ 27, RFv T ay NOGFHiEEET IHEEHY T
AIQ

Restic 2T 25 AIlE. Restic A TV TV MNARNL—JICT 7AWV AT LENY YT Y TT 57
H, ATy Tay NOBFAERETIVNEIIHY FHA,

=Ly b
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FAZOADP 7 N r—2avony 97y TEER
Ny Ty TERFyToay NOFMHIE CREREER T 3568, FLERATFTy T ay bl
NN ELRWEEIE. T 74/ MO Secret Z{ER L X7,

NPTy TERFy T ay NOBMTERZRIIEREERT 3581, RO2DD secret 7
o) MNEERLET,

e DataProtectionApplication CR TIEE T 5. Ny 77 v TDBZBFIADH X4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v ay NOFFRADT 7 +J)L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, R LAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIINY Ty TERIZRFYy Toay NOBFRAEIEE LK BRVWEES
&, ZZD credentials-velero 7 7 1 JL=FEB L TT 7 # )L b®D Secret #1ElRTX X,

4.4.421. 577 %) b Secret DYERK

Ny Ty TERFTyToay NOFRHAB CRIIBEREFHT 2548, LI Ty T3y NG
DN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Secret @5 7 # )L b &l& cloud-credentials-azure T9,

pa 3

DataProtectionApplication 1 24 4') Y — X (CR) IZI&T 7 # )L b D Secret HNUHET
o FERLABRVWE, 1 VA M—ILIFKRBLET, Ny 27 v TDHFRD Secret DEZHIH
BEINTULWARWEEIR, T74IMNOEZRINMERINET,

’f VR I\_)bﬂ§‘:/{‘y 7 T jwi%ﬁﬁo)muu | %&%ﬁﬁﬁ L/t-!s\/\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 # )L N &R T Secret 2{FXTCX X9,

AR
o FTVIVIMNAMNL—VEIZIOVRAMNL—UDDHBHEIFE. AURLEREZFERATI2LEDN
HYyFET,

o VeleroDA TV T MNAKNL—VBERETINELHYFT,

o F#7Uxy MR ML—YHD credentials-velero 7 7 1 L 2B R X THERT 2LELH Y
i’a—o

FIE
e F7#)LNET Secret ZFK L F7,

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

Secret (. Data Protection Application 24 > X h—JL ¢ % & & (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSRBRINZ T,
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44422 RR5ZBAEBRDO—I L v bDERK

NPTy TERFTyToay NOBRTELZRIEREERT 358IE. )RD2 DD Secret £ 7
VI NEERTDIVELHY ET,

FIR

64

HRY LZEFD/INY VT v TIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIEEINZE T,

2w T3y bDEFT Secret (7 7 # )L h&lE cloud-credentials-azure), < @ Secret
l&. DataProtectionApplication TIEEINTWFEH A,

2+ v T3y NDOFBAO credentials-velero 7 7 1 L&V S5 R7O/NA ¥ —I3E LK
TERLEY,

FIFIWINETRFT Yy T3y NOFBROD Secret 1 L £9,

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

TV MNRAMNL—=UICBLERKT. /Ny 27 v THFRO credentials-velero 7 7 1 )L &
ERLZE Y,

HRYILEEFRLT/INY VT v THBARO Secret 1K L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

RDBEDEL I, hRAY L&D Secret 4 DataProtectionApplication [ZEEMML 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: <custom_secret> ﬂ
provider: azure
default: true
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:



FABEOADP 7SV r—a vy I 7y TEER

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"

provider: azure

Q HRY LEZEFHD/NNY 7T v FEFTD Secret.,

4.4.4.3. Data Protection Application D%

Velero ) YV —2DE|Y B TARET 5H., HEER CAFIBAZABWIC L T, Data Protection
Application Z5%ETE XY,

4.4.43.1.Velero® CPUEXEY—DYY—REIY Y TEHR

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y=Z7 A M %#E&E L T. Velero Pod ® CPU &
FUXENV—YY—ADEIYLTEBRELET,

(1} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER
Fa

o RDFID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ Velero podSpec ICIRINE /  —REL 79 —%BELZE T,

Q 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

4.4.43.2. HEE% CAGEAZEOHEME
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certificate signed by unknown authority T>—%[5 <78 I_. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNERWEL T, 77V MAMNL—VDOBECERL CAIIAEZEMICT
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

e DataProtectionApplicationCR~¥ =7 = X D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

insecureSkipTLSVerify 2. "true” 7% "false" DWTNMIZETEZE
9o "true" ICERET B &, SSL/TLS X2 U 714 —HERICARY 9, "false" ICERET
& SSYTLS EXa YT 14— BMCARYET,

Q Base64 TI Y 1— KX N/ CAHBAEXFIAIEELE T,

4.4.4.4. Data Protection Application D1 > X b—Jb

DataProtectionApplication APl DA >~ X% » X% {ER L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i _a—o

FIE =S5
e OADP Operator 24 YA M—IL T 2EHLH 5,
o FTTVIIRAMNL—VENYITYTHAELTHRET D2LENDH 5,
e 2Fv T ay NaERLTPVENYITYTET2HBE. V79 RTONMT—FR1T4

TRFw T 3w b APl 71 Container Storage Interface (CSI) R+ v 7> av hoWwgh
N R—NTI2RENDH D,

66
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FABEOADP 7SV r—a vy I 7y TEER

o Ny IFTyTERFT YT ay NOBMTREILRILEREFAT 258, T 74/ bDEE]
T# % cloud-credentials-azure % & L T Secret #E{ 9 2 UNENH B,

o Ry VFyvTERFTYTYay NOBATRRZRIABREZFERT 2HEIE. UATDELIIC2

DD Secrets A ENT B2HENH 5,

o Ny o7y TOBRRADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:EHI L £,

o RFTw T3y NDFMDT 7 4L k& cloud-credentials-azure M Secret, Z ® Secret
|&. DataProtectionApplication CR TIXSRIh It A,

Pz -
AVARN=IRIINY Ty TERIFRFTYy T3y NOBREIRE LKL
WAL, ZZD credentials-velero 7 7 1 JLEFERLTT 7 4L bD
Secret #1FXTXF 3, T 74/ hD Secret B2WHEE., 41 VA M—ILIE
KBLET,
Pz -
*
Velero I&. OADP namespace I velero-repo-credentials & L\ ZREID S —
gLy NEERLET, ThICIE, TIFINRDONY I Ty TYRI N —
NRRAT—RPEENTT, NI Ty TYRI N —{HRE LIZFHID
Ny PPy THEEFTTDREIIC, base64 & LTIV IA— RINAHBED/ISR
J7—REEFEHRALTY— VLY NEEHTEET, BEHMITEF—DEIE
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 0Ty TYVRIN) —aR{RELIENYITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy GT7y TYVRIN)—%ERLEST, ThiZiE, 772 bD/RR
D— RNFLREBERAZRRT—RPEFNET., RDONNY I Ty TD
IKo—=2J Ly hMRAT—RZEHTZ &, HTLLWIART— K velero-repo-
credentials D/X2 7 — R &E—HL ALY, Velero lddE Wy 77w FIC

X
Do
v
X
Do
v
RS
(&

S
X
(&

S
KX
K5 ERTEARYET,

1. Operators - Installed Operators % ') v 7 L T. OADP Operator Z:Z&R L £7,

2. Provided APIs T, DataProtectionApplication 7"y 7 2D Create instance= 7 ') v 7 L &
ER

3. YAML View =% ') v - L T, DataProtectionApplication YT =7 T XA hD/INT XA —4 —%EH
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:
- azure
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68

®9

o

O 99900 O

- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure 6
provider: azure
default: true
objectStorage:
bucket: <bucket_name> Q
prefix: <prefix> @
snapshotLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"
name: default
provider: azure

openshift 7> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR. /Ny J 7w FYRY M) —DET MR
ECHIALTINIRETZETITEROD Velero ) V—R 5549 205 0BT
ELEY, 7724/ ME1OM T,

Restic 1 Y A M—ILEEMICT 21FE1E. TDE% false ICTFREL £§, Restic T —F
vy bEFFOA4 LET, Ihik, ResticPod B"&EEE/ —RKRTEITLTWE I E%2E
BkL&E9d, OADP/N—T 3> 1.2 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 5 Z & T, /Ny 2 7 v THIC Restic A58 ETX £ 9, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FHATE %/ —REIBELZET, T 74/ MTIE, ResticldgRTD/—RKRTE
TINFET,

Azure VY —R )N —T%EEELF T,
Azure ANL—YT7HO VY MNIDEIEELE T,
Azure U720 7o a v IDEEELET,

CDEEIEELRZWVWESIE. T 7 4L h&ZD cloud-credentials-azure BMEHEINZE T,
NRAYLELGEIRETDE, NV I Ty TOBRICARY LENERINE T,

Ny 9Ty TORESBHARELTNNY Yy MEIBELE T, N7y D Velero/X\y o7y T



FABEOADP 7SV r—a vy I 7y TEER

@ Ny KB EHOBMTHERINSISEAIE. VeleroN\y 27y TOEEHEIEELET
(f51: velero),
m CSIRFvyFYay NFE/IZ Restic 5EHLTPVAENRNY I Ty TTBBEIF. ATy
23y NDIGMZEIRETZIREIEIHY ZHA.
4. Create=7 )y I LZXY,

5 OADP )V —R%ZRRLT, A VAM—IL =R LI,

I $ oc get all -n openshift-adp

6l
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.4.4.4.1. DataProtectionApplication CR T CSI #8%1IC 4 %

CSIZRFTvTYay haERLTKER) a—LE2NRNYv I Ty TEBIC
I&. DataProtectionApplication 77X 4 A!) ¥/ — X (CR) T Container Storage Interface (CSI) Z BRI
LEd,

AR
o VS RTANA ST —IF, CSIRFyFay NaHR— NI I2BELFHY FT,

FIR

o RDABID &L S IZ. DataProtectionApplication CR %##E&E L £ 9,

I apiVersion: oadp.openshift.io/vialphai
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kind: DataProtectionApplication
spec:
configuration:
velero:
defaultPlugins:
- openshift
- CSi

Q cSiFI7ANNTSTAVAEBMLET,

4.4.5. Google Cloud Platform % {§ [ L 7= OpenShift API for Data Protection D% E

OADP Operator %4 Y A h—)L§ % Z & T. Google Cloud Platform (GCP) % {#F L T OpenShift API
for Data Protection (OADP) Z#4 Y XA h—JL L X ¥, Operator (& Velero1l12 Z4 VA —ILLZET,

pa )

OADP 1.0.4 A%, § T OADP1.0.z/8N—< 3 V&, MTC Operator DIREFFEHRE L TD
HMEATE, R¥ Y K70V Operator & LTIHFERATEEHA,

Velero MIFIC GCP 8 E L. T 7 #JL h® Secret Z{ER L. JRIC. Data Protection Application % A
YA ML LET, FEMIE. OADP Operator DA Y 2 h—JL ZBR LTI W,

FRIN/xy M7 —JIRIEIC OADP Operator &4 Y A h—JLE 2ICIE. T 7 4L MD
OperatorHub ¥V — 2 & #3IC L C. Operator h¥ O %3I5—Y VI T 2RENHY £, 5l
&, ®*v b7 —7HHIR I N 7/<ERIE T®D Operator Lifecycle Manager DfFf 258 L T XL,

4.4.5.1. Google Cloud Provider D&%

OpenShift API for Data Protection (OADP) A IZ Google Cloud Platform (GCP) Z5&E L £ ¢,

=55

e gcloud 8LV gsutilCLIY — LA YA M—=ILINTWBHENHY T, FMIE. Google
CloudD RFaAtyh #TELIEIW,

FIR
L. GCPICETAM Y LET,

I $ gcloud auth login
2. BUCKET ZHAREL X7,
I $ BUCKET=<bucket> )

Q Nry NaEIBELET,

3AML=INRT Y EFERLET,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/operators/#olm-restricted-networks
https://cloud.google.com/sdk/docs/

FABEOADP 7SV r—a vy I 7y TEER

I $ gsutil mb gs://$BUCKET/
4. PROJECT IDZE# %7V T4 7270 ) MIRELET,
I $ PROJECT_ID=$(gcloud config get-value project)

5. U—EX7HhU Y bEFERLET,

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. Y—ERXT7HIO VM E)AMNKRRLET,
I $ gcloud iam service-accounts list

7. email DfE & —3 ¥ % & 5 IC SERVICE_ACCOUNT_EMAIL ¥ %=ZEL X7,

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. RUL—%ERMALT., velero L—H—|IINEFR/NEDOHERE2FTELE T,

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list
iam.serviceAccounts.signBlob

)
9. velero.server 1 2% LO—JLEER L E T,

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. IAMRY > —NRAVvFavdar7Odzy MBMLET,

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

M IAMY—ERT7HIO Y MNA2EHLET,
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I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12 IAIMB—EXT7AT Y MOF—%REDT 1 LU b)) —ITdH % credentials-velero 7 7 1 JLIC
REFELXT,
$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

Data Protection Application =4 > 2 k —JL 9 %RiIC. credentials-velero 7 7 1 L Z{EH L T
GCP D Secret A 7V ¥V NEERLET,

4452. Xy Y7y TELCRFT YT ay bOFA. BOTIKEDY—I Ly MIDOWT

DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I 7 v TELVRFy T ay hDif
fi. BRONICEDY—I Ly MEIBELET,

Ry 97y TOEFR
Multicloud Object Gateway 7z l& MinlO RED S3HEWMA TV TV MR ML=V %, Ny I Ty 7D
freELTHELE Y,

Velero l&, # 7YV MNAML—=—VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R, Kubernetes # 7Yz b, BLUHIA A =NV I Ty FLET,

Aty ay MOBM

PZ9RTAONA T —DRAT 1 TRFv T3y MAPIZFER L TKGER) 2 —LEXv 07y Td
3BE. VSO RTANA Y =% F v Toay NOBRMELTERETZIHREIHY ET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KSA N—%FH T 57D
IC VolumeSnapshotClass CR #E§ 27, RF v T ay NOGFHiEIEET IHEEHY FH
/‘JQ

Restic #{#AT 3158I1E. Restic A TV TV MNAMNL—JICT7AIARATLENY YT Y T 57
H, ATy Toay NOBFAERETIVNEIIHY FHA,

—IJILvy b
Ny Ty TERFTyToay hOFRHAB CRIIBEREFHAT 254, FLIEIR Ty T3y DG
NN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Ny Ty TERFTYy T ay NOBIACRERZRIIEREFERATZH5EIE. RD2 DD secret £ 7
D) MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v 77 v TDHZBFIADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v ay NOFFRADT 7 )L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, ERLAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i’a—o

AVRAN=IVRIINY Ty TEREIFRFYy Toay NOBRREIEE LR RWE
&, ZZD credentials-velero 7 7 1 JL&=FEB L TFT 7 #JL b D Secret % {ER T = 3:"3“

4.4521. 77 #JU b Secret DYERX
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FABEOADP 7SV r—a vy I 7y TEER
Ny Ty TERFyToay NOFMHIE CREREER T 3568, FLERATFTy T ay bl
NN ELRWEEIE. T 74/ MO Secret Z{ER L X7,

Secret O 7 7 # )L b &ld cloud-credentials-gcp T9 .

pa 3]

DataProtectionApplication 1 X% ') Y —X (CR) IZI&7T 7 # )L b @D Secret XIHET
T FERRLARVWE, A YA M—LIFKRBLET, Ny 77 v TOIFZFD Secret DZRETH
BEINTULWARWESI. T74) MOERINMERAINET,

’f VR I\_)bﬂ§‘:/{‘y 7 T jwi%ﬁﬁo)nm DEF%E%@FH L/t-!s\/\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 4 )L N &R T Secret 2{FXTCX X9,

AR

o FTVIVIMNAMNL—VEITIVRAMNL—UDDHBHEIFE. ALRLEREZFERTI2LEDN
L)i’a—o

o VeleroDATYVII RAMNL—VEBRETDIHELNHY FT,

o FT7Y 1Y MAKL—YHD credentials-velero 7 7 1 L Z B BHA THERT 2B ENDH Y
i’a—o

FIE
e F7#)LNET Secret ZFK L F7,

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

Secret (. Data Protection Application 24 >~ X h—JL 9 % & & (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSRBRINZE T,

44522 RI5BAMEHRD—I Ly FDERK

NPTy TERFyToay NOBRTELRZRIEREERT 358, )RD2 DD Secret £ 7
VI NEERTDIVELHY ET,

o NRYLZEFD/NY VT v SIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2 (CR) @ spec.backupLocations 7O v 7 TIEEINZE T,

o Fvw T av hDiGFT Secret (T 7 # )L b &lE cloud-credentials-gcp). < @ Secret
l&. DataProtectionApplication TIEEINTWFH A,

FIR

. AFwv 7T ay NDOBATOD credentials-velero 7 7 A LA S5 R7ONA4 4 —IEL =K
TEMRLEY,

2. TI7AININETRFT Yy T ay NOIBFRD Secret #1ERL L 9,

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero
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3. ATV MAML—UICELERR T, /Ny 97 v TIHBFRD credentials-velero 7 7 1 )L &
ERRLZE 9,

4, AR LEZEFARALT/NY U7 v TIHBAOD Secret M L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5 RDOBEID&L I, ARHY LZD Secret %= DataProtectionApplication (ZEML X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1

Q HRY LEZEFHD/NY 7T v FBFTD Secret.,

4.4.5.3. Data Protection Application D&%

Velero ) YV —2DE|Y B TARET 5H., HEER CAIIBAZABWIC LT, Data Protection
Application Z58ETE XY,

4.4531.VeleroD CPU EXEY—DY)Y—REY B TAEEE

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYLTEBRELET,

AR

® OpenShift API for Data Protection (OADP) Operator B Y XA h—JILINTWBHELAH Y F
E

FIR
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o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X bD
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL LT,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi

ﬂ Velero podSpec ICIRINE / —REL 79 —%BELE T,

Q 1) 2 XN TW3 resourceAllocations (3. FEHEFAHETT,

4.453.2. AEE% CAGIHRZ DAL

certificate signed by unknown authority T>—%[5 <78 IC. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—VDBECERL CAIIREZEMICT
WHWELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
E

FIR

e DataProtectionApplicationCR~¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:

75
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bucket: <bucket>

prefix: <prefix>

caCert: <base64_encoded_cert_string> ﬂ
config:

insecureSkipTLSVerify: "false"

Q Base64 TI Y I— KX N/ CAHBAEXFFAEELE T,

9 insecureSkipTLSVerify 2. "true” £/ (% "false" DWIFNMIZETEF

9. "true" ICERET B &L SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa )74 —DAMICAY T,

4.4.5.4. Data Protection Application D1 >~ X b—JL

DataProtectionApplication API D1 ~ X4 > X % {Ef L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i _a—o

(1} =355

e OADP Operator 24 YA M=V Z2EHLH 5,

o ATV RNAMNL—VBENY YT Y THBRELTHRET IDLELNH D,

o 2ty ayv hEFERALTPVENYITYTETREE, 7720 RTONM T —ER1 T4
TRFw T 3w b APl 71 Container Storage Interface (CSI) 2 F v 7> av howgh
N R—NTI2REN DD,

o Ny IUTyTERFTY T ay NOGMTRURIIEREZERT 255, T7 4L MOEH]
T % cloud-credentials-gcp % & L T Secret 2 {E T 2 BN H %,

[ ] /{‘y 97‘) 7ot Zd"y 7°¢/ 3 v |\@iﬁﬁﬁ'égﬁiéu:quErE%E’é:ﬁﬁﬁTéi%ém LJ\-FO)J: 7 ‘s_

76

DD Secrets A ENT B2HENH 5,

o Ny U7y TOBFRADARY L& %FD Secret, Z®D Secret %
DataProtectionApplication CR (BN L 9,

o RFwv T av hDigFfE LT, 77 %)L b4 cloud-credentials-gcp @ Secret, Z®
Secret |3, DataProtectionApplication CR TIXSRINFIH A,

R

4R I~—)l/l=F'L:/\“y 9Ty TERIIRAFYy T ay NOFMERELEL
WG EIE., ZD credentials-velero 7 7 1 L =R LTT 74/ bD
Secret x/ElTEXEXd., T 74/ hD Secret ' WIFE., 1 VA M—ILIE
KBLET,
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pa 3

Velero I&. OADP namespace I velero-repo-credentials & L\ ZREID S —
Ly MEERLET, ThiZiE, 774NN MDY I Ty TYRY M) —
IRAT—RHPEEFNFET, Nv 2Ty TYRIN) —%WRE LERID
Ny Ty THERTTDHENIC, base64 & LTI VA—RINAHBED/NNR
T—REZFEALTY—JLy hZ2EHTEET, EFRITHF—DER
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 9Ty TYVRIN) —aR{RE LNV ITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TYVRIN)—%EHRLEST, ThiZiE, 772 hD/RR
D— RNEFLRBBERAZRRT—RIEFET., RDVONNY I Ty TD
IKo—=2J Ly hMNRT—RZEHTZ &, HTLLW/IRT— K velero-repo-
credentials D/X2 7 — R &E—H LAY, Velero lddE WY I 7 v FIC
BRCTIRARYET,

Fa
1. Operators - Installed Operators % ') v - L T, OADP Operator &R L £7,

2. Provided APIs T, DataProtectionApplication 7"y 7 2D Create instance= 7 ') v 7 L &
E

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 = XA hD/INT XA —4 —%EF
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcep
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: cloud-credentials-gcp 9
objectStorage:
bucket: <bucket_name> G
prefix: <prefix> a
snapshotLocations:
- velero:
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78

O o9

@ & 9 & 9

o]

provider: gcp

default: true

config:
project: <project>
snapshotLocation: us-west1 Q

openshift 75> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR., /Ny J 7w FYRY M) —DaT MR
ECHALTINIRETZETICEROD Velero ) V—R 51549 205 0BT
ELET., 774/ ME10OMTY,

Restic 1 Y A M—ILEEMICT 215E1E. TDE% false ICTFEREL £§, Restic &7 —F
vy bEFFIOA4 LET, Ihik, ResticPod B"&EEE/ —RKRTERITLTWE I E%EE
KL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBIT 2 Z & T, /Ny 27w F7HIC Restic #5RETEXE T, OADP /N—
23> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FATE 3/ —REIBELZXT, T 74/ MTIE, ResticldgRTD/—KRT=E
TINFET,

ZDEEEELABWVWGEEIE. T 74/ NOABITH % cloud-credentials-gep M EA I 1
¥, HRAYLEZERBETDE. NV I TV TOBRICHRY LEINFERINET,

Ny Ty TORESBARELTNNY Yy MEIBELE T, N7y D Velero/X\y 2Ty 7
BERONTy NTRWEEIE, BEEHE2IEETIVENMHYET,

Ny MO EBOERNTHERINDIFZEIE. Velero/N\y IV 7y TOEBEHEZRELET
(f51: velero),

CSIZRFvTYay hE/E Restic 2EALTPVENY V7Y TT2HEERKRE, X
FyvTFoay NOBFAERELET,

Aty Foay NOFAIE, PVERLY —YavIilHhrBENHY FT,

4. Create=7 ) vy LZXY,

5 OADP )V —R%ZRRLT, A VA M-I ZHEB LI,

$ oc get all -n openshift-adp

o
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s
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NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.4.5.4.1. DataProtectionApplication CR C CSI #8%hICd 3

CSIZRFTvTYay haERLTKER) a—LENRNYv I Ty TTBIC
I&. DataProtectionApplication 1 24 4 1)/ —Z (CR) T Container Storage Interface (CSI) Z&%IC
LET,

AR
o VS RTANA ST —IF, CSIRF Yy Fay NaHR— NI IBELNHY T,

FIR

o RDHBID &L S IZ. DataProtectionApplication CR %##E&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

Q cSiFI7ANNTSTAVAEBMLET,

4.4.6. Multicloud Object Gateway % [ L 7= OpenShift API for Data Protection M
BRE

OADP Operator &4 ~ X h—JL¥ % Z & T, Multicloud Object Gateway (MCG) % {#H L T OpenShift
API for Data Protection (OADP) =4 X h—JL L ¥, Operator I& Velero 112 Z#4 YA h—JL L &
-a—o

pa

OADP 1.0.4 LA, 9T OADP1.0.z/8N— 3 ~Id, MTC Operator DikfFREHRE L TD
HMEATE, R¥ Y K70V Operator & LTIFERATEE A,

Multicloud Object Gateway %& /Ny 2 7 v TDFATE L THREL F9, MCG (&, OpenShift Data
Foundation @O Y R—%x > N TY, MCG |, DataProtectionApplication 7 2% 41) Y —2Z (CR) D
Ny 9Ty TIEMELTHRELET,
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BF

ATV MZAMNL—=UONNTy MER% BEI{E T % CloudStorage APl (E. 77 /O
V=Tl Ea—H#EDHTT, T/ OV —FL E1—#EElL. RedHat @Y R—b
DY —EZXLRIVT ) =XV N (SLA) DFRATHY ., BEMNICKEETIERWIGED
HYFET, RedHat ld, ERERIETINLEZFERATZIEEHELTVWERA, 77
/AY—7LEa—#EiE. SFORSEEEVSRIRML T, BRERETHEEDT
ARETVWI A =Ry JERELTVWAEARCZIEEZEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Ny 9Ty TOIFFTD Secret % ER L. JRIC. Data Protection Application &4 Y X h—JL L £,
FE#iE. OADP Operator D4 Y A b—)L SR LTI,

FRIN/=xy M7 —JIRIEIC OADP Operator &4 Y A M—JLE BICIE. T 7 4ILMD
OperatorHub ¥ — 2 & #&3fIC L T, Operator A A7 A2 I5— YV I T2MENHY £, il
&, *v M7 =272 IR X N 7/2IRE TD Operator Lifecycle Manager DfFERH #SBL T EX W,
4.4.6.1. Multicloud Object Gateway DRI EHR DS

OpenShift API for Data Protection (OADP) ® Secret 1 24 Ls1) Y —2R (CR) Z{EEK T % ICI&.
Multicloud Object Gateway (MCG) FREEIER ST 2 MENHY T,

MCG (&, OpenShift Data Foundation DY R—% > K TY,

AR

e #EEJA OpenShift Data Foundation deployment guide % {#F L T. OpenShift Data Foundation
T 7OA4ATR2MENHY FT,

FIR

1. NooBaa R4 L)Y —RT describe A¥ Y RAETLT. SSTVRKRAVINTHD
AWS_ACCESS_KEY ID & & U' AWS_SECRET ACCESS KEY #H8 L ¥,

2. credentials-velero 7 7 1 L& {ER L £ 9,

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

Data Protection Application 4 >~ X k—JL 9 3FRIC. credentials-velero 7 7 1 L= {FEHA L T
Secret # 72 U MNEERR L £T,

4462 NI Ty THELUTRFTy T ay MO, BOTIKEDY—I Ly MIDWT

DataProtectionApplication 1249 L)Y —2X (CR) T, Nv I TF7 v TELVR Ty T ay bhDif
fi. BROMICEDY—I Ly bEIBELEY,

RNy 9Ty TOEFR
Multicloud Object Gateway 7z l& MinlO RED S3HEWMA TV TV MR ML=V %, Ny I Ty 7D
freELTHELE Y,
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Velero l&, # 7YV NAML—=VDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R., Kubernetes # 7Yz b, BLUHIA XA =NV I Ty FLET,

AFvyFay NOBAT
959 RT7AONA I —DRAT A TRAFTyToay NAPIZFRALTKBER) 2a—LA&5 NNy I Ty TT
DBE. V59 RTANA Y —ARFT v T3y NOBRELTEEETIVNELNHYET,

Container Storage Interface (CSI) 2+ v 7> a v N&FERAT 2HBE. CSI KRSAN—%FHK T 27D
IC VolumeSnapshotClass CR 2 {Ef 9 %78, RF v 7> a3y NOFFAEETI2HEEHY FH
A’O

Restic 2T 25 AIlE. Restic A TV TV MNARNL—JICT 7AWV AT LENY YT Y T 57
H, ATy Tay NOBFHAERETIVLEIIHY FHA,

=Ly b

Ny Ty TERFTyToay NOFRHAB CRIIBEREFHAT 254, FLERA Ty T3y NG
NN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Ny Ty TERFTYyToay NOBIACERZRIEREFERATZHEIE. RD2 DD secret £ 7
D) MNEERLET,

e DataProtectionApplication CR TIEE T 5. \v 77 v TDHZBFIADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v o ay NOFFRADT 7 )L b
Secret,

BF

Data Protection Application ICI&. 77 #JL b ® Secret " HETT, ERLAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i‘a—o

AVRAN=IVRIZNY Ty TERIZRFTYy Toay NOBFRAEIEE LK BRVWES
&, ZZD credentials-velero 7 7 1 L EFEB L TT 7 #J)L bD Secret #{ETX X,

4.4.6.21. 577 #I)U b Secret DYERK

Ny Ty TERFTyToay NOFRHAB CRIIBEREFHT 2548, LI Ty T3y NG
NN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Secret @5 7 # )L b %1% cloud-credentials T9,

R

DataProtectionApplication 1 2% &) Y — X (CR) IZI&T 7 # )L b D Secret HNIUHET
o FERLABRVWE, 1 VA M—ILIFKRBLET, Ny 27 v TDHFRD Secret DEZRIH
BEINTULWARWEEIE, T74INOEZRINMERINET,

’f VR I\_)l/H§L:/\“y 7 T 7°0)i72‘ﬁﬁ®m DEF%E%{%FH L/t!s\:\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 4 )L N &R T Secret 2{FXTX X9,

AR

o FTVIVIMNAMNL—VEIZIVRAMNL—UDDHBHEIF. RLRLEREFERAT I2LEDN
L)i’a—o

o VeleroDATYVII RAMNL—VEBRETDHELNHY FT,

81



OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

o FT7Y 1Y MAKL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2B ENH Y

FIR

i’a—o

F7#) N&T Secret Z{FK L 9,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (. Data Protection Application 24 X h—JL 9 % & & (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSRBRINZ T,

44622 RRZHABEHRD—I L v FDOYEBK

NPTy TERFYyToay NOBRTELRZRIEREERT 358, )RD2 DD Secret £ 7
VIV NEERTDIVHELRHY ET,

FIR

82

AR LZEFD/INY VT v TIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIEEINZE T,

2+ v T3y hDIGFT Secret (T 7 # )L k%l& cloud-credentials), < D Secret
l&. DataProtectionApplication TIEEINTWFH A,

2+ v T3y NOFBAOD credentials-velero 7 7 1 L&V S5 R7ONA 5 —I3E LR
TERLZEY,

FIFIWNETRFT Yy T3y NDOFROD Secret R L £,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

TV MNRAMNL—=UICBLERKT. /Ny 27 v THBFRO credentials-velero 7 7 1 )L &
ERRLZE 9,

BRI LEEFERALT/INY VT v THBARO Secret 1K L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

ROBEDEL ST, h RS L%ZD Secret 4 DataProtectionApplication [ZEMML 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
config:
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profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: <custom_secret>ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q HRY LEZEFHD/INY 7T v FBFID Secret.,

4.4.6.3. Data Protection Application D&

Velero ) V—2DE|Y B TARET 5H., HEER CAFIBAZABWIC L T, Data Protection
Application 288 ETE X7,

4.46.3.1.Velero® CPU EXEY—DYY—REY YHTAR

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEN—YY—RDEIYHTEBRELET,

[} =355
® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
E
Fa

o RDFID &L S IZ. DataProtectionApplication CRY =7 = X h®D
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL £,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"
memory: 1024Mi
requests:
cpu: 200m
memory: 256Mi
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ﬂ Velero podSpec ICIRINE /  —REL 79 —%BELE T,

Q 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

4.4.6.3.2. HCE# CASIEAZ OBEE

certificate signed by unknown authority T>—%[5 <78 IC. DataProtectionApplication 1 X ¥ L
J)Y—R(CRINZTJTAMNERWEL T, 77V MAMNL—VDBECERL CAIIAEZEMICT
WHELHY XY,

AR

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
E

FIR

e DataProtectionApplicationCR~¥ =7 = X D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base64 TI Y d— KNI Nk CAMEBREXFIAIEELE T,

insecureSkipTLSVerify 2. "true” 7% "false" DWIFTNMIZETEFE
9o "true" ICERET B &, SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSYTLS EXa YT 14— BMCARYET,

1]
2]

4.4.6.4. Data Protection Application D1 > X h—JL

DataProtectionApplication APl D1 >~ X% >~ X% {ER L T. Data Protection Application (DPA) % 1
y Z I\ _)l/ L/ i -a—o

AR
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e OADP Operator 24 YA M—IL T 2EHLH 5,
o ATV RNAMNL—VBENYITYTHBRELTHRET ILELNH D,

o RFv T av hEFRLTPVENRNYITYTERHBAE. V7V RTAONM Y- XA T4
TRFw T 3w b APl £ 71 Container Storage Interface (CSI) 2+ v 7> av howgh
N R—NTI2RENDH D,

o Ny I Ty TERFT YT ay NOFMTREILRIIEREFAT 258, T 74/ bDEE]
T# % cloud-credentials % {#F L T Secret Z{E T 2 ELH %,

o Ny I Ty TERFT YT ay NOBMTERZRIBEREAFERT2HE1E. UTDLDIC2
DD Secrets A ENT B2HENH 5,

o Ny o7y TOBRRADHRY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:ENI L £,

o RFTw T3y NDFMDT 7 4L N&TH S cloud-credentials @ Secret, Z D Secret
|&. DataProtectionApplication CR TIXSRIh It A,

= -1o)
AVRAN=IVRIINYy Ty TEEIFIRFYy Toay NOBRRAEIEE LKL
BWIEAEIL. ZZD credentials-velero 7 7 1 JLEFERLTT 7 4L bD
Secret #1FXTXFd, T 74/ hD Secret B72WHEE., 41 VA M—=ILIE
KBLEY,

X pa 3]

Velero I&. OADP namespace I velero-repo-credentials & L\ ZREID S —
Ly MEERLET, ThiZiE, 774N bDNRY I Ty TYRY M) —
IRAT—RHPEEFNFET, Nv Ty TYRIN) —%WHRE LERDID
Ny Ty THERITTDHENIC, base64 & LTI VOA—RINALHBED/NNR
T—REZFEALTY—IJLy hZ2EHRTEET, EFITHF—DER
Data[repository-password] T9,

DPAZ/ER L7ctk. Nv 0Ty TYVRIN) —aR{RELIENYITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TIVRIN) —%EHRLEST, ThiZiE, 772 bD/RR
D— REFLREBERAZRRT—RIEFNET., RDONNY I Ty TD
IKo—=29 Ly hMRAT—RZEHTZ &, HTLLWIART— K velero-repo-
credentials D/X2 7 — R &E—H LAY, Velero lddE WY I 7 v FIC

X
253K
O
X
253K
O
X
Lol

NN,
X
(&

NN,
X
55 BRETIL(RYET,

1. Operators - Installed Operators % ') v - L T, OADP Operator &R L £7,

2. Provided APIs T, DataProtectionApplication 7Ry 7 2D Create instance* 7 ) v 7 L &
ER

3. YAML View =% ') v - L T, DataProtectionApplication ¥ =7 T XA hD/INT XA —4 —%FH
LEY,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
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86

®9

o

@ O 90 O

metadata:

name: <dpa_sample>
namespace: openshift-adp

spec:

configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
resourceTimeout: 10m g
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials G
objectStorage:
bucket: <bucket_name> ﬂ

prefix: <prefix> 6
openshift 7> 71 VIZHEATT,

Velero CRD DA A, volumeSnapshot DHIBR. /Ny J 7w FYRY M) —DaET MR
ECHALTINIRETZETITEROD Velero ) V—R 51547 205 DB T
ELEFT., 774/ ME10OMTY,

Restic 1 Y A M—ILEEMICT 21FEI1E. TDE% false ICTFEREL £§, Restic T —F
vy bEFFOA4 LET, TNk, ResticPod B"&EEE/ — R TEITLTWE I E%EE
kL&E9d, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBIT 2 Z & T, /Ny 27 v F7HIC Restic %5 ETETEX T, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FATE %/ —REIBELZET, T 74/ MTIE, Resticld§RTD/—KRTE
TINFET,

SBTIVRRAVMNDURLAFELZET,

CDEAEEELRWESIE. T 7 4L ED cloud-credentials "MFEARAINFT, HhR¥Y
LEZBEIETDE, NV I Ty TOBRICARY LENERINE T,

Ny Ty TORESBARELTNNY Yy MEIBELE T, N7y D Velero/X\y o T7 v T
BERONTy NTRWEEIE, BEHEHE2IEETIVNENMHYET,

Ny N EHMOBENTHERAINSGIESIE. Velero/N\w I 7y TOEBEHEIEELFT
(f5l: velero),
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4. Create=7 ')y I LZXY,

5 OADP )V —R%ZRRFLT, A VA M-I ZHEB LI,

I $ oc get all -n openshift-adp

6
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.4.6.4.1. DataProtectionApplication CR T CSI = G%hIC 9 %
CSIZRFTvTYay haERLTKER) a—LENY I Ty TTBIC

I%. DataProtectionApplication 1 24 4 1) ¥/ — X (CR) T Container Storage Interface (CSI) Z&%lIC
LET,

AR
o VS RTANA ST —IF, CSIRFyFoay NaHR—NTIBELNHY FT,

¥
o RDABID &L S IZ. DataProtectionApplication CR %##E&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
spec:
configuration:
velero:
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defaultPlugins:
- openshift

-csiﬂ

Q cSiFI7ANNTSTAVAEBMLET,

RS

® Performance tuning guide for Multicloud Object Gateway

4.4.7. OpenShift Data Foundation % {8 L 7= OpenShift API for Data Protection M
X E

OpenShift Data Foundation % f#F L T Openshift API for Data Protection (OADP) &4 Y X2 h—JL ¢ %
ICIE, OADP Operator 24 YA =)L L. Ny 2Ty TOBRERFTYy T ay bOy—2a v %k
ELF9, RIC. DataProtection Application 4 Y X2 h—JLLE T,

pa )

OADP 1.0.4 LA, 9T OADP1.0.z/8N— 3 ~Id, MTC Operator DikfFREAHRE L TD
HMEATE, AH Y R70OY Operator & LTIIFERATEZH A,

Multicloud Object Gateway £ IFEBD SSERDA TV IV NA ML=V BNV Ty TOHRFEL
THRETEET,

BF

ATV MAMNL—=UDNNTy MER % BEI{E T % CloudStorage APl (E. 77 /O
ST L E1—HBEDODHTT, T/ 0V —FLE1—#4EEIZ. Red Hat @Y R—
DY —EZXLRIVT ) =XV N (SLA) DFRATHY ., BEMNICKEETIERVWIGED
HYFET, RedHat ld. ERBBRIETCINSEFRATZIIEAHBELTVWERA, 77
/AY—7LEa—#EIE. RFORSEEEVSRIRHML T, BREE THEEDT
ANEFTWI A — RNy O REFELTWAELESIEEZENELTVWET,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEEICRET 23MIE. 72/ 00—
Tl Ea—#eEDYR—MEE 2#SB LTIV,

Ny 97y TOBARD Secret % 4ERK L. JRIZ. Data Protection Application 24 Y 2 h—JL L E T,
ML, OADP Operator D4 Y A b—)L 2SR LTI,

BRI Ny b7 —VRIEEIC OADP Operator =4 Y A h—IL T 2I2IE, |RAT 7 4L D
OperatorHub ¥V — 2 & #&3%IC L C. Operator h¥ O %3I5—Y VI T 2RENHY £, 55l
. Xy N7 =2 D HIR I N/IRIE TD Operator Lifecycle Manager O Z#5R LTI,
447\ .1V 97y TELURTYy T ay FOBA. BOTICFEDY—ILy MIDOWT

DataProtectionApplication 1249 L)Y —RX (CR) T, Nv I TF7 v TELVRFy T ay bhDif
. BRONICEDY—I Ly hEIBELET,

RNy 97y TOEFR
Multicloud Object Gateway 7z l& MinlO RED S3HEWMA TV TV MR ML=V %, Ny I Ty 7D
Fre LTHELXT,
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FABEOADP 7SV r—a vy I 7y TEER

Velero l&, # 7YV MNAML—YDT7—H4T 7 74)LbE LT, OpenShift Container Platform ')
Y —2R, Kubernetes # 7Yz b, BLIUHIA XA =NV I Ty FLET,

AFvyFay NOBAET
959 RT7AONA YT —DRAT A TRy Toay NAPIZFRLTKBER) 2a—LA&5 NNy I Ty T
DBE. V59 RTANA Y —ARFT v T3y NOBRELTEEETIVNELNHYET,

Container Storage Interface (CSI) 2+ v 7> a v N&EAT 2HBE. CSI KSAN—%FHF T 27D
IC VolumeSnapshotClass CR 2 {Ef 9 %78, RF v 7> a3y NOFFAEETI2HEEHY FH
AIO

Restic 2T 25 AIlE. Restic A TV TV MNARNL—JICT 7AWV AT LENY YT Y T 57
H, ATy Tay NOBFAERETIVNEIIHY FHA,

=Ly b

Ny Ty TERFTyToay NOFRHAB CRIIBEREFHT 254, FLIEIR Ty T3y NG
NN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Ny Ty TERFTYyToay NOBAACERZRIEREFRATZ5EIE. RD2 DD secret £ 7
D) MNEERLET,

e DataProtectionApplication CR TIEE T 5. Ny 77 v TDBFIADH R4 L Secret.

e DataProtectionApplication CR TSRIhA\W, R+ v o ay NOFFRADT 7 +J)L b
Secret,

BF

Data Protection Application ICIZ., &7 #JL kD Secret XU ETT, FERLAWVE, 1
V7\ I\_)l/tigiﬂ& L/ i‘a—o

AVRAN=IVRIZNY Ty TERIZRFYy Toay NOBRFRAEIEE LK BRVWES
&, ZZD credentials-velero 7 7 1 L EFEB L TT 7 #J)L bD Secret #{ETX X,

BIER R

® OpenShift Web 3>V —JL% & L 7= Object Bucket Claim DER o

4.4711. 577 #JU b Secret DYER

Ny Ty TERFTyToay NOFRHAB LRIIBEREFHAT 254, LI Ty T3y hDig
DN ELRWEEIE. T 740 MO Secret Z{ER L X7,

Secret @7 7 # )L b &% cloud-credentials T3,

pa 3

DataProtectionApplication 1 X% ')V —X (CR) IZI&7T 7 # ) b @D Secret H*INET
T FERRLARVWE, A YA M—LIFKRBLET, Ny VT v TOIFZFD Secret DZRTH
BEINTULWAWESIR. T74) MOZRINMERAINET,

’f VR I\_)l/H§L:/\“y 7 T 7°0)i72‘ﬁﬁ®m DEF%E%{%FH L/t!s\:\i% («Et 0)
credentials-velero 7 7 1 LA FRA L TT 7 # )L N &R T Secret 2{EFXTX X9,
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o ATYVITVIMNAMNL—=—VEITUVRAMNL—IUDHZHBEIR. RALRABEREZFERAT IHEDN
HhyFEY,
o VeleroDA TV TV MNAMNL—VERETDIMENHYET,

o FT7Y 1Y MR KL—YHD credentials-velero 7 7 1 L Z B RHA THER T 2B ENH Y
i’a—o

=S ]
e F7#)LNET Secret Z1FK L F7,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

Secret (. Data Protection Application 24 X h—JL ¢ % & ¥ (C. DataProtectionApplication CR
® spec.backupLocations.credential 70 v 7 TSBRINZ T,

44712 R 5BEBERDO— I Ly b DIEBRL

NPTy TERFyToay NOBRTELRZRIEREERT 358IE. )RD2 DD Secret £ 7
VIV NEERTDIVELHYET,

o NRYLZEFDNY VT v SIHFD Secret, 1 X4 L£ld. DataProtectionApplication 71
24 L)Y —2R (CR) @ spec.backupLocations 7O v 7 TIREINZE T,

o XFvw T av hDiGFT Secret (T 7 # )L b &l cloud-credentials). Z @ Secret
I&. DataProtectionApplication TIEEINTWEH A,

FIR

. RFvy 7T ay NDOBEFAD credentials-velero 7 7 1L &0 S5 R7ONA ¥ —ICE L EFR
TERLZEY,

2. TI7AIWINETRFTy T ay NOIBFRD Secret #1/ERL L 7,

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. ATV MAML—UICELERRA T, /Ny U7 v TIHBFRD credentials-velero 7 7 1 )L &
ERRLZE Y,

4, AR LZEFARLT/NY U7 v TIHBAO Secret M L £,

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5 RDOBEID& DI, ARHY LZD Secret %= DataProtectionApplication [ZEML X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
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spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true”

provider: gcp

default: true

credential:
key: cloud
name: <custom_secret>ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q HRY LEZEFHD/INY 2T v FIBFID Secret.,

4.4.7.2. Data Protection Application D&%

Velero ) V—2DE|Y B TARET 2H. HEER CAFIBAZABEWIC L T, Data Protection
Application Z58ETE XY,

4.4721.Velero® CPU EXEY—DYY—REY Y TAERE

DataProtectionApplication 1 X9 L)Y —R (CR)¥Y =7 A M %#E&E L T. Velero Pod ® CPU &
FUXEY—YY—RDEIYHTEBRELET,

=S5

® OpenShift API for Data Protection (OADP) Operator B Y A h—JILINTWBHELAH Y F
ER

FIR

o RDHBID &L S IZ. DataProtectionApplication CRY¥ =7 T X hD
spec.configuration.velero.podConfig.ResourceAllocations 7O v 7 DIE%REL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations: g
limits:
cpu: "1"

o1
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memory: 1024Mi
requests:

cpu: 200m

memory: 256Mi

ﬂ Velero podSpec ICIRt I/ —RKEL V9 —%BELZ T,

Q 1) 2 XN TW3 resourceAllocations (3. FEHEFHETT,

44721V ELET—YICHTE CephD CPUB LU AEY —EH 4RI S

LITOWREEIX, AT—ILBLUONRT+—TVADSHARTERE LENT7A—TVRICEIVWTWVWE
T, COEHEIE, $FIC {odf-first} ICEAEL 9, ODF 2FEHT 35H&E,. BYIARFa—=VTHA4 K
TRAXDHREERZMEREL TLEIW,

447201 REICHER CPU EXAEY —

Ny Ty TELOETREICIE. KED CephFS PersistentVolumes (PV) "B ETY, out-of-
memory (OOM) T —IZ & % Ceph MDS Pod OB A B Y 27010, ROREN RS nE

ER
B K LR
CPU ERNIICEEINFI L LEBRIX 3
XEY— ERDBGIICEBEINFLEL LBRIX 128 Gi

44722 . HEE4 CAGIBAZE DAL

certificate signed by unknown authority T>—%[5 <78 I_. DataProtectionApplication 1 X ¥ A
J)Y—R(CRINZTJTAMNEREL T, 77V MAMNL—YDOBECER CAIIAZEZEMICT
WHWELHY XY,

AR
® OpenShift API for Data Protection (OADP) Operator i1 Y A h—ILEINTWVW B REAH Y £
ER
¥

e DataProtectionApplicationCR~¥ =7 = X b D
spec.backupLocations.velero.objectStorage.caCert /X5 X —% — &
spec.backupLocations.velero.config /X5 X —4% —%&iR&EL £ 7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
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velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base64 TI Y d— KNI Nk CAMEBREXFIAIEELE T,

insecureSkipTLSVerify %7€ (&, "true" E7-|d "false” DWIFNMIRETE X
9o "true" ICERET B &, SSL/TLS X2 U 74 —HERICARY 9, "false" ICERET
&, SSL/TLS EFa T4 —DEBMCAY FT,

1]
2]

4.4.7.3. Data Protection Application D1 > X h—JL

DataProtectionApplication API D1 > X4 > X % {ERX L T. Data Protection Application (DPA) % A
y Z I\ _)l/ L/ i _a—o

AR
e OADP Operator 24 YA M=V 2EHLH 5,
o FATVIIVRNAMNL—VBENY I Ty THMELTERETDUHENH D,
o RFv T av hEFRLTPVENRYITYTEBHBAE. V709 RTONM Y- XRAT 4
T2RFw T 3w b APl 71 Container Storage Interface (CSI) 2+ v 7> av howdh
N R—NTI2REN DD,

o Ny YTy TERFT YT ay NOBMTREILRIIEREFAT 258, T 74/ bDEE]
T# % cloud-credentials %= {#F L T Secret Z{E T 2 ELH %,

o Ny IFTyTERFT YT ay NOBMTERZRIBREFERT 25481E. UTDLDIC2
DD Secrets A ENT B2HENH B,

o Ny o7y TOBRRADHRAY L& %D Secret, Z D Secret %
DataProtectionApplication CR IZ:EHI L £,

o RFTw T3y NDFMDT 7 4L N&TH S cloud-credentials @ Secret, Z ® Secret
|&. DataProtectionApplication CR TIXSRIh It A,

pa )

AVAN=IFIINY I Ty TERIIRAFTYy T ay NOFRERELEL
WG EIE. ZD credentials-velero 7 7 1 LR LTT 74/ bD
Secret #/ElTEXEXd., T 74/ hD Secret ' WIFE., 41 VA M—ILIE
KBLET,
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pa 3

Velero I&. OADP namespace I velero-repo-credentials & L\ D ZREID S —
Ly MEERLET, ThiZiE, 774NN MDY I Ty TYRY M) —
RAT—RHPEENFET, Nv Ty TYRIN)—%WRE LERID
Ny Ty THERTTDHENII, base64 & LTI VA—RINALHBED/NR
T—REZFEALTY—JLy hZ2EHTEET, EFRITHF—DER
Data[repository-password] T9,

DPA Z/ER L7ctk. Nw 9Ty TYVRIN) —aR{RE LNV ITY T
MHTERITT B E X, Velero & —2 L v k1 velero-repo-credentials
DNy Ty TIVRIN) —%ERLEST, ThiZiE, 772 bD/RR
D— RNEFLRBBERAZRRT—RIEFET., RDVONNY I Ty TD
IKo—=J Ly hMRT—RZEHTZ &, HTLLW IR T — K velero-repo-
credentials D/X2 7 — R &E—H LAY, Velero lddE WY I 7w FIC
BRCTIRARYET,

Fa
1. Operators - Installed Operators % ') v - L T, OADP Operator &R L £7,

2. Provided APIs T, DataProtectionApplication 7" v 7 2D Createinstance= 7 ) v 7 L &
E

3. YAML View %7 1) w - L C. DataProtectionApplication Y =7 T X ND/INS A —4 —%EH
LET,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
resourceTimeout: 10m 9
restic:
enable: true 6
podConfig:
nodeSelector: <node_selector> ﬂ
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: gcp
default: true
credential:
key: cloud
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name: cloud-credentials G
objectStorage:
bucket: <bucket_name> ﬂ

prefix: <prefix> 6
openshift 73> 71 VIZHEATT,
Velero CRD A M. volumeSnapshot DHIER, /Ny I 7y FYRY MY —DrHMER

E.AALTIMNDRETZETICERD Velero ) VYV —R A& FH T 252 D EA TIE
ELFT, 774 MEI1IOMTT,

o 90—

Restic 1 Y A M—ILEEMICT 21FEIE. TDE% false ITFEREL £§, Restic T —F
vy bEFFOA4 LET, TNk, ResticPod B"&EEEF/ —RKRTEITLTWR I E%2E
kL& 9, OADP/N—T 3> 12 LIETIE. spec.defaultVolumesToFsBackup: true %
Backup CRICEBINT 5 Z & T, /Ny 27 v THIC Restic A58 ETEX £ 9, OADP /N—

2 3> 11 Tl spec.defaultVolumesToRestic: true % Backup CRIZEEMML 9,

Restic #{FATE 3/ —REIBELZXT, T 74/ MTIE, ResticldgRTD/—RKRT=E
TINFET,

SBTIVRRAVMNDURLAEFELZET,

CDEAEEELRWESIE. T 7 4L MED cloud-credentials "MFERINFT, HhR¥Y
LEZBEIETDE, NV I Ty TOBRICARY LENERINE T,

Ny Ty TORESBHRELTNNY Yy MEIBELE T, N7y D Velero/X\y 27y T
BERONT Yy NTRWEEIE, BEEHE2EETIDNENMHYET,

SO 90 O

@ Ny MOIEBOENTHERINDIHZEIE. Velero/Ny IV 7y TOEBEHEZRELET
(f51: velero),

4. Create=7 ')y I LZXY,

5 OADP )V —R%ZRRLT, A VA M-I ZHEBLITT,

I $ oc get all -n openshift-adp

o
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/restic 3 3 3 3 3 <none> 96s
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NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.4.7.3.1. OpenShift Data Foundation COREEREIHADOA 72V by MEROVERK
OpenShift Data Foundation @ Multicloud Object Gateway (MCG) /N4 v k backupStorageLocation

ICOSRY—AMNL—YAEFERYT 35E1E. OpenShift Web 3> Y — L% L T Object Bucket
Claim (OBC) Z#/Em L £,

Digk

==
[=]

Object Bucket Claim (OBC) MDF&EICKK T 2 &, Ny I 7y THFATE QLA
SREMEDNHY X7,

pa T

BICIEEDRWRY, "NooBaa" IdBEA 7V NAMNL—VERBTZA—TV Y —
270V Y b%&EE L. "Multicloud Object Gateway (MCG)" I& NooBaa M Red Hat
FTA4AN)E2—> a3V EELET,

MCG DFf#ilE. 7 7)) r—> 3 v %FERH L T Multicloud Object Gateway IC7 7 229
A 5 &BRLTLEIL,

FIR

® OpenShift Web 3

v —)L%&{ERA L7z Object Bucket Claim DYER ICEBEINTWE EH Y,
OpenShift Web 3~

Y — )L % {FF L T Object Bucket Claim (OBC) #4FE L £ 9,

4.4.7.3.2. DataProtectionApplication CR C CSI #8®IC T %

CSIRFTyFyay haFRALTKER) 2—LENNY I Ty T 3IC

I&. DataProtectionApplication 1 24 4 1)/ — X (CR) T Container Storage Interface (CSI) Z&%IC
LEY,

([} =355

o VS RTONAF—IE, CSIRTYyFoay NaYR—MNTI2RENHYET,
Fa

o RDABID &L S IZ. DataProtectionApplication CR ##R&E L £ 9,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
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spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

Q cSiFI7AINNTSTAVAEBMLET,

45.0ADP D7 VA4 VA M=)l

4.5.1. OpenShift APl for Data Protection 7> {4 VA h—JL

OpenShift API for Data Protection (OADP) 27 >4 ~ 2 k—)L§ % (ZI&. OADP Operator ZHIfR L %
9, sFMlE. VT A —D 5D Operators DHIfR ZS5BL T EI W,

4.6.0ADP D/X\y V7w 7

4617 TV r—3 > DNy o TF7y S

Backup #1249 L)Y —R (CR) ZER LT, 7TV r—oavaENy 7y T LEST, NvioT7v T
CRDEM #5RLTLLEIW,

e Backup CR IE. Kubernetes )V —REREA X =TV DNY I T v T T 74V % S3 4TV
JRAML—=UICERLET,

o USURTANA T —DBRAT A TRFTyTFoay NAPI A TWSBIBAE, /2L CSIR
FyvFoay beEYR—MLTWSHE, Backup CRIFRF vy T3y NEERTZ I EIC
Lo TKIERY) 2a—L PV ENY I Ty FLET, CSIRF Y T ay NOREDEM
&, CSIRFTy o ay NaFRLAEKGER) 2—LDNy I 7y T #BBLTLEIY,

CSIRYa—LRFyFYay NOEMIZ. CSIRY) 2—LRF vy Toay h #BBLTLEIL,

BF

S3 2 ML —YH® CloudStorage APl (&, 77/ OY—7FLE21—#EDHTYT, 77
/AY—7LEa—#EIE. RedHat BEYR— MDY —ERLRLT T =XV K
(SLA) OFHRHATH Y, HENICTEETIERWSEELHY £9, RedHat 1&, EHRER
BTINOAEFRTHAIEAHMBLTWERA, 77/ -7 E1—#EEIL. &
DHEMBELZVWERIREL T, FAREBTHEDTAMNETWT 1 — KNy 7 & 1R4#
LTWAEREKZEZBHNELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE 2S8R L TLEIN,

o VS RTOANAFT—DRFTyv T3y badR—KNLTLWAWEES, FLET7 ) r—> 3
YIINFS T—4 R 2a—LEICHZIFEIE. Kopia F7zlE Restic #FRALTNY I 7w TH4E
MCTEXT, J7AIWNYRTLNY YTy T2ERLTT T r—2avenNy o7y 79 %:
Kopia &7z ld Restic Z8HR L T LI,
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BF

OpenShift API for Data Protection (OADP) I&, DY 7 b = 7 TEKRINRY 12—
LRFTy T av bRy Ty TerHR—KLTWEHA,

Ny Ty TEREORIEIERICATY Y RERTTZODNY I Ty T I v I %ERTEES, Ny
DTy T 79y IDERZ#SBLTLIEIN,

Backup CR Oft1H Y IC Schedule CR AKX T2 &IC&Y, Ny I 7y THRTVa1a—ILTEE
T, AFVa—IVCREFBALENY ITYTDRTTa1—ILERE EBRLTLEI W,

4.6.1.1. BEHID &

OpenShift Container Platform 4.14 (. Restic #8570+ XA Pod M readiness %15 2 al8EE A $H
2PodtEFal)T4—7RKIvay (PSARYY—%@EILET,

ZDREREIZ OADP 116 8LV OADP 122 ) ) —RATERINTHY, ThoD) ) —RICTFY TY
L—RITBZEDHEINET,

X, PSARYY—DEEICELY., OCP 4.14 TEDHIIC Restic BTLH LT 2 28R L T X
LN,

RS

o EWEMITDYI TRHY —~D Operator DA VA ~—JL

o EIBELIA D namespace IC Operator 54 Y A M—ILT 3

4.6.2. /v 27w 7T CRDIERK

Backup h 2% L)Y —2R (CR) Z{ER L T. Kubernetes f X—<, REA X —, B L WkiER
Ja—LPV)ENRYITYTLET,

[} =355
® OpenShift API for Data Protection (OADP) Operator =4 Y XA h—JL L TW 3,
e DataProtectionApplication CR A* Ready RE&T#H %,
o Ny U7y SIGRORIHREM:
o Velero AICS3ATY TV MNAMNL—VABRETIHENHY XY,
o DataProtectionApplication CR T/X\v U 7 v TOBARET 2HEIHYET,
e 2Fv a3y MDBORHREME:

o V9 RTONAFT =T, FAT1TAFTy T3y NAPIBRETH S H. Container
Storage Interface (CS) R+ v 7Y 3y hEaHR—KNLTWERENHYFET,

o CSIZRFvy T av bhDFBE. CSI R4 N—%FET %7 IC VolumeSnapshotClass
CREVEKT D2UENHY FT,

o DataProtectionApplication CR TR ) 2 —LDIGF%EHRET 2HLELHY T,
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https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/troubleshooting.html#oadp-restic-restore-failing-psa-policy_oadp-troubleshooting
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/operators/#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/operators/#olm-installing-operators-in-namespace

FIR

FABEOADP 7SV r—a vy I 7y TEER

1. ROOY Y K% ABL T, backupStorageLocations CR #EX#3 L £,

I $ oc get backupStoragelLocations -n openshift-adp

6
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m

2. ROBID &L S I, Backup CR Z{ER L F T,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
includedResources: []
excludedResources: []
storagelLocation: <velero-sample-1>
ttl: 720h0mO0s
labelSelector: 6
matchLabels:
app: <label_1>
app: <label_2>
app: <label_3>
orLabelSelectors: G
- matchLabels:
app: <label_1>
app: <label_2>
app: <label_3>

Ny 9 7w T§ B namespace DECFIEIEEL £,

FFa N ITyAILEDB)YY—ADEBIERELET, YY—RIE, ¥a—
Ak (Pods & po 72 &) FIRLEMDBENHY £T, BELRWGE, TRTD
)Y —2ArEENET,

FTavinNy Ty THhSBRATEY—RADEBIEEELET., Y —RIL
v3— KAy b (Pods ld po &) FhidRLBHHDGENHY ET,

backupStorageLocations CR D&RI#EEL 7.

BELESNILVE IRTEINYIT7Y 1) Y—2D fkeyyvalue} R7 DT v 7,

Qv O 09

BELESNIVEIDUERE DN 27y 1) Y—2D {keyyvalue} R7 DI v 7,
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3. Backup CRDRX7—% XA Completed L7 & #MHEELET,

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

463.CSIRFTyToay MaFRLAKGRY) 2a—LDNNy I Ty S

Backup CR #{EE ¥ %RIIC. 2572 KA ML —® VolumeSnapshotClass 1 X4 4!) Y —2Z (CR)
%#mE& L T. Container Storage Interface (CSI) R+ v 7> 3w MEFERA L TKKER) 2 —L%&/1v Y
Ty TLES, CSIRYa—LRFvToayh #8RBLTIEIL,

M. Ny Ty TCROER 25RLTLEI W,

AR
o VS RTANAF—IF, CSIRFyFoay NaHR—NTIBELNHY T,

e DataProtectionApplication CR T CSI #B%ICT 2ELHY £,

FIR

e metadata.labels.velero.io/csi-volumesnapshot-class: "true" O+ —: EXR7 %
VolumeSnapshotClass CR IZEI L £,

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain

ZN T, Backup CR #/FECTZ £ 9,

464. 7 7AW ATLNY DTy THFRLTTZ TNV S—23 v an\y o7y T 5:
Kopia % 7z (& Restic

OADP #fEFH LT, Pod ICT7# v FINTWS Kubernetes R) 2 —L%, ZOR) 2 —LDT 74
VATLMNSNY I Ty THELIVETTEET, 2D TOERIL File System Backup (FSB) & 7z &
Pod Volume Backup (PVB) EMENE T, Thidk, #—FYV—2AD/\vy U7 v 7Y —JL Restic £/
l& Kopia DEY 2 —I)L=FRALTEITTEET,

IS RFANA T =R Fy T a3y MaHR—MLTWRWEE, FET7 V45— 3 A NFS
F—HR) a—LLEICHBIBEIE. FSBAFARAL TN I 7Yy TAERTZZT,
= o-1o)

Restic l&. 77 #JL N T OADP Operator ICE > TA VA M—=ILEINFET, HEIIHL
T. RDYICKopiazZdA VARN—=ITBIEEHETEET,

-

FSB & OADP O#E&ICL Y., FIFTRTDY A TD Kubernetes R 2 — L& /INY I T v TELVETT
T30V ) a—ravhMREINEYT, COBEIE OADP DEMEETHY ., BIEOHELE X
BZ2EDTIEHY FH A,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/storage/#persistent-storage-csi-snapshots-overview_persistent-storage-csi-snapshots
https://restic.net/
https://kopia.io/

FABEOADP 7SV r—a vy I 7y TEER

Backup 1 X% L') Y —2 (CR) %=#R%&% L T. Kopia ¥ 7 £ Restic T Kubernetes ') ¥V — 2R, WEFA X —
I, BLOKR) 2a—LENYITYTLET,

DataProtectionApplication CR TR+ v I a v NDIGFiEIEET I2HEEHY A,

Pz
OADP N—y a V13T, 77V r—23>vm/N\y 27 v 7T Kopia E 7 I& Restic
HEATEEY,

EJ k4 > DataMover DIiF&E &, Kopia ZER T 2ENHY £,

OADP NN—I 3 V12 FIDIHBE. 7TV T—2 3D/ U7 v FIZId Restic D A&
HATE%d,

BF

FSB &, hostPath R 2 —L DNy o7y THuEHR—MLEF A, FHIE. FSB O
[REIE A# SR LTCEIWN,

AR
® OpenShift API for Data Protection (OADP) Operator =4 Y X h—JL L TW 3,

e DataProtectionApplication CR T spec.configuration.nodeAgent.enable % false IC5%E L
T. 77 #J)L b®D nodeAgent 1 > X b —)L&EIC L TWLRW,

e DataProtectionApplication CR T spec.configuration.nodeAgent.uploaderType % kopia %
721 restic ICERXTE L T, Kopia ¥#7/<ld Restic 27 v 7AO—4—& L TGRIRLTWS,

e DataProtectionApplication CR A* Ready K& T#H %,

=2
o RDOBIDEL I, Backup CREZER L F T,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToFsBackup: true ﬂ

Q OADP /X\—2 3 V12 LAFETId, defaultVolumesToFsBackup: true 5% % spec 7 0 v
JARICEMLFT, OADP /N—2 3> 1.1 Tld, defaultVolumesToRestic: true % 3EM0 L
x7,

4.65. /v 07 v TTv I DIEK
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https://velero.io/docs/v1.12/file-system-backup/#limitations

OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

N DTy TEETTDIEIC, Ny ITvyTEINDPodICEDWT, Pod ROV FF—TEITT 3
AV RE1DUEEETEET,

ATV R, ARILT IV aVvRBORI(FY 7v9). FERTRTDODARILT IV avhRRT
L. BRI LTIV a3V THREINCEMTATLDNY I Ty FINLEKE(RAM 7y 7)) ICERTT
2EOICRETEEY,

Backup 124 L")V —X (CR) Z#w&EL T, Pod ANV FF+—TAXR Y REETT DDy Y
Ty TI7vIEERLET,

FIR

o RDHBIDEL S IC. Backup CR D spec.hooks 7Oy 77 v U %&EIML X,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces: 9
- <namespace>
includedResources: []
- pods 6
excludedResources: [] ﬂ
labelSelector:
matchLabels:
app: velero
component: server
pre: G
- exec:
container: <container> ﬂ
command:
- /bin/funame 6
--a

onError: Fail
timeout: 30s

post: ()

F7 av: 7y I ERAIND namespace ZIEETEXE T, COENEBEEI L TLAW
BE. 7V IRTRTDR—LAR—ZITERAINET,

T a v 7y I BEHINAL namespace I EETEE T,
EEE\ POd Lj:\ 7 v a%i@}zﬁf“%éuﬁ_@-}j_zﬁ_ I\i\j-% U \/_Zfo-a_o

AFoav: 7y N BERAINGWI Y - EIBETEET,

000 O
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FABEOADP 7SV r—a vy I 7y TEER

T3 207y, SRIVIC—BTZF T MIOABERINF T, TOE
PEEINTULWARWEE, 7Yy 7Rl IRTOATV I MIERINET,

Ny DTy TORICEITT 57 v 7 DEF,

a3 aAVFF—PEEINTVLWAWMES, O7 Y RIEPod DEHOIYFFH—T
E2ITINET,

ZhiE, BMXINZintavsr+—DITV M) —KRA Y NTT,
IS5—IBICEFRII N B{ElIE. Fail & Continue T3, =7 #JL M Fail T3,

F7ar: AV RORTEEET /[, 774 ME30s T,

09000 99

ZDTAY YT, Nv I Ty TRICEITITS 7y IDE8INE, Ny o7y TRIDIT VY
ERUNSA—=—9—TEHRLZET,

466. A7 21— )LCRAEFAHALENY I Ty TORTY 1 —ILETE

Ry a—VEBEEFERATZE. Cron ATHESINEFEDRBICT -9 DNy I 7y THERTE
i-g_o

Backup CR O Y IC Schedule 7 X% LYY —R (CR) Z/ER LT, Ny o7y TR Ta—)LL
i-g_o

Digk

==
[=]

Ny G Ty TR a—)LTlE. BIDONy 9Ty THERINDRIC/NYy T v S

EHETHHODRKEETOERLTILEIW,

Te& A&, namespace DXy U 7w FITRAE 10 0N BHBEIE. 59T&LYUE
BBICNY O Ty TRV 21—l LABWTLESL,

AR
® OpenShift API for Data Protection (OADP) Operator =4 Y X h—JL L TW 3,

e DataProtectionApplication CR A* Ready K& T#H %,

FIR

1. backupStorageLocations CR #E\S L £ 9,

I $ oc get backupStoragelLocations -n openshift-adp

Hh 6
NAMESPACE NAME PHASE LAST VALIDATED AGE DEFAULT
openshift-adp velero-sample-1 Available 11s 31m
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2. ROBID &L SIZ, Schedule CR K L F 9,

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> 9
storagelocation: <velero-sample-1> 6
defaultVolumesToFsBackup: true
ttl: 720h0mO0s
EOF

Q NPTy TEATT21—ILTEHDDceron R, 7=&ZIE, BR700IICN\v I Ty THEITT
BRI 07***TY,

R

BEDERTNY I 7y THERATI2—IILT3ITE ROFERT
<duration_in_minutes> # AL £ 9,

I schedule; "*/10 * * * *"

- B (" ORICHDEEASDLET,

Ny 97 THEVERT % namespace DEEFY,

backupStorageLocations CR D%,

- -

4723 2:0ADP /N\—2 3 v 12 IETIE, Restic AL TR 2—LDNy I 7y THRET
¥ % & X, defaultVolumesToFsBackup: true ¥ — & {EDR 7 %R EIEML £, OADP
IN—3 3 11 TlE, Restic CRY 2—L%/1\v U7 v T§2%&XIC, defaultVolumesToRestic:
true DF¥F—EEORT7ZEMLZET,

L RTTa—)INnnNy VT y TDOERITEIC. Schedule CR DX 7—4 X' Completed
EROTWBZEERRALET,

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

4.6.7. /Ny 77 v TDHEIK
Backup 1249 L)Y —R (CR) ZHIBR T2 ZET. NI Ty TI7 714 EHRKRTEET,
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FABEOADP 7SV r—a vy I 7y TEER

DIk

==
[=]

Backup CRBE L VEETZA TV A ML —IUTFT—9 %HIBR L7, HIFRL

T—9%5EBETTHIEETEEEA,

[} =355
e Backup CR Z={Em L 7=,
e Backup CR O#&RI & ZN %A &L namespace BH > TW 3,
® VeleroCLIYV—I)L&¥ o >vO—RKL7%,

e VS2AH—KND Velero /N F ) —ICT7 O ERATE S,

FIR

o ROWTNHMDT Y ar%ai#IRL T, Backup CR ZHIFRL £ 9,

o Backup CRZHIfRL. BET2AF TV IV MRAML YT -9 2FRFT BHEE. RD3
YU RERTLEYS,

I $ oc delete backup <backup_CR_name> -n <velero_namespace>

o Backup CRZHIfRL. BET 24TV MR ML —YT—F ZHIRRT 2355, RD3
Y RERITLEYS,

I $ velero backup delete <backup_CR_name> -n <velero_namespace>
I Tl UTFDESICRY ZFT,

<backup_CR_name>
Backup 124 L)V — XD &HI,
<velero_namespace>
Backup 124 L)V — R %& & namespace,
4.6.8. Kopia [CDWT
Kopia t&. MENDEFaT7RA—TFVY—RONY I Ty TELIVPETY—ILTYT, IhEafERAL
T, T—Y9DBEBSINRTyToay haERL. ZORFyToay MEBERLEYE—MZ b
L—YFRE V7T RRAMNUL—YICRETEZEY,

Kopial&d. Ry N7 =08 LVA—HILRAKNL—=Y DGR, BLVELDISTRFLIFYE—FRI
L—YDBmREYR—MLTWET, UTIEZDO—ETT,

e AmazonS3 B LUV S3 EE#MEDH BV 7V KA ML —Y

® Azure Blob Storage

® Google Cloud Storage 75 v N7 # — LA
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Kopiald, R+ vy F>ay MIOVFYYT RLRAEZIBETEDAMNL—YEFERLET,

¢ XF v 7Y av bEBICEIINIY., ITKURIDORFy Toay MIEFATWET—%
& VRV M) —ICBTy 70— REIhEtA, VR MN)—ICBET7Y 70— RIhh30
i T7AIDEBEINIEERITTY,

o REINAET—YEIEEHRINET, BL77MILOIE—DPEREET ZHE. TDOH
DIDEITIMREINE T,

774 IUDBEIINLIGE, FLET77MILOZBIHERINIGE. KopialdZh 50 E L
AVFUYTHDIEEDRHBL. ThoxBE7yO—RKRLEHA,

4.6.8.1. OADP & Kopia D&

OADP13I&. Pod R a—LnNy T v TDNy Ty TAHZXLE LT, Restic IZH1A T Kopia
EHR—MLEY, 1R N—JLBFIC, DataProtectionApplication 71 2% 41) Y —2Z (CR) D
uploaderType 7 1 —JL RZEREL T, EBON%EERTIMENHY T, FHTXZEI. restic
F 7213 kopia T9 ., uploaderType Z15%E L W 5z5E,. OADP 13137 7 # )L N T Kopia Z/Xv U 7 v
TANDNZZXLELTHERALEYS, T—FIEHEEY R MY —ICEZAEFN, BEURI MY —DS5HEHA
monxd,

RDFIE, Kopia ZERAT % &£ O ICERTE I 17z DataProtectionApplication CR #7R L TWE ¢,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
nodeAgent:
enable: true
uploaderType: kopia
#...

4.7. OADP D&t

47177V 5r—2 a3 vDET

TFVr—23 >0y 9Ty TEETT SICIE. Restore HRY L)Y —X (CR) #ERR L ET, &
70 CR DER 25 R L TSI,

Restore CR 2#R5%EdT 252 & T, Pod DIV FF—CAY Y REETITZH-ODETI Y I %{ERT
X9, ExT7vIDERESRELTIEIWN,

4.7.1.1.85c CR OERK

Restore CR % {E L CT. Backup 1A% L)Y —2 (CR) 2B LT,

lE= 33
® OpenShift API for Data Protection (OADP) Operator =4 Y XA h—JL L TW 3,

e DataProtectionApplication CR A* Ready RE&T#H %,
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FIR

FABEOADP 7SV r—a vy I 7y TEER

® Velero Backup CR 2% %,

o KkiEAR) 1a—L (PV)DBEIE. Ny I T7 v TRICERINAYA IE—BTI2HELNHY F
¥, BEICHLT, BXRINAYAIERAELET,

1. JROBID L S IC, Restore CR Z{ERK L 3,

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
includedResources: [] 9
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true e

Backup CR D& i

®9

I a v EXTTOERIIEDD )Y —RADEBIEEELET, YY—RIF, ¥a—+
71w b (Pods (F po &) FIERL2EBHMOBENHY XT, BELABWEE., IXRTD
Y —Z2hgFhET,

9 # 7 3 restorePVs /X5 X — 4 —% false IC2ET &, AVFF—AML—Tq Y
#—7 x4 X (CS) R} v F>av bdD VolumeSnapshot i* 5. F 7zl
VolumeSnaphshotLocation /'S EINTWBBEERA T A TRFT v T3y k5D
PersistentVolumes OET%Z 4 7ICT 22 ENTEFET,

2. ROAR Y R%&EABL T, Restore CRDRAT—%4 A% Completed THBZ AR LFET,

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3RDARYYVYREAALT, Ny o Ty )Y —APERINIEERRLET,
I $ oc get all -n <namespace> ﬂ

ﬂ /Ny 2 7w 7 L7z namespace,

4. Restic %#{#F L T DeploymentConfig # 7> =t/ N &ExT 21546, FLIEETERDI VI %
FARTHBEIE. ROV K% AH L T de-restic-post-restore.sh 7 ) —> 7 v T2 1) 7
PERITLET,

I $ bash dc-restic-post-restore.sh <restore-name>
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108

pa 3

Ex 7Ot ZRFIZ, OADP Velero 73 71 |4 DeploymentConfig # 7> = &
NERT—ILF I L, PodARY¥ Y K7OYPod&ELTERTLEY, Ch
&, 75249 =118t I 17z DeploymentConfig Pod %8 thIC 3 CICHIRRT
5T EHMHE, Restic 7v Y EETHEDT Yy IIETIN/IZPod ET7V Y3
VERTTEDLDICTZEDIITORET, UWTFICRT V) —VTvTRIY
T hE. IhSOEETI N7z Pod % HIBR L. DeploymentConfig 7 7> = ¥ b
EEIRBOL ) AICRT—IL Ty TLET,

f14.1 dc-restic-post-restore.sh 7V —> 7y TR ) T+

#!/bin/bash
set -e

# if sha256sum exists, use it to check the integrity of the file
if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"
else
CHECKSUM_CMD="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1|$CHECKSUM_CMD)
echo "${1:0:57}${sha:0:6}"

f——

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name"
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1

label=$(label_name $1)
echo label: $label

echo Deleting disconnected restore pods
oc delete pods -1 oadp.openshift.io/disconnected-from-dc="$label

for dc in $(oc get dc --all-namespaces -| oadp.openshift.io/replicas-modified=$label -0
jsonpath='{range .items[*]}{.metadata.namespace}{","{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}")
do

IFS=",' read -ra dc_arr <<< "$dc"

if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]}, paused:



BABEOADP 7 IV r—>avony 97y TEER

${dc_arr[3]}

cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
Spec:

replicas: ${dc_arr[2]}

paused: ${dc_arr[3]}
EOF

fi

done

4712. 87 v I DYER

Restore H 24 L)Y —R (CR) 2#®&EL T. Pod ANV T+ —TaAX Y RARTTRERT IV I %
ERRLE T,

2TEEDET IV I EFRTEET,

e init7 v JIiE, intAYFF—%Pod ICEMLT, 77V r—rayayrr—miEsEd 350
WKy NPy ORIV ERITLET,
Restic/N\w 2 7y T ETT 2HEE. BT 7 v 7 init 32T F—DHIIC restic-wait init 3 >
TTF—MNEMINET,

e exec7v /I, BExINAPodDIAVFF—TaAY Y RFELIFIRV) T hEEFTLET,

FIR

o RDABIDEL S IC. Restore CR D spec.hooks 7Ov JICT7 vV &EBMLET,

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- hame: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
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name: pvci-vm
command:
- /bin/ash

--C
timeout: ﬂ

- exec:
container: <container> 9
command:
- /bin/bash @
--C
- "psql < /backup/backup.sqgl”
waitTimeout: 5m
execTimeout: Tm G
onError: Continue g

7 av: 7y I EERIND namespace DECFI, ZDENIBEINTVLAWSGE.
TV IRITRTDR—LAR—RIEAINE T,

IRTE. Podid, 7V V2 BETEZH—DYR—MIRY YV—RTT,

FFav. 207V 0iE INVELII—IL—HTE2F TV MLOAHABERINE
-g—o

74 7 3 v:Timeout &, initContainers ' 7 3 % £ T Velero " &Fid 2 R KR %15
ELFT,

a3 aAVFF—PEEINTVLWAWES., O7 Y RIEPod DEHDOIYFFH—T
E2ITINET,

Zhix, EMIndintarvs+r—0Iv NY—=RA Y TT,

I a v AT F—OEBFBHED FTOFMEB, chid, JVTFF—»rEHLTH
CavF+—ARDETTZIVvIDNRTTEIDICHLRRITHIVLELNHY FET, BE
INTUWAWES., BEx70t A0SR ILEIRICAY £7,

7 ar: AV RORTEEHT /[, 774 ME30s T,

0 00 ® 9 00 9o

IS—NBICHFTINSEIL Fail & Continue TY,
o Continue: Y Y ROKBDAHNOJICEEINE T,

o Fail:Pod DAV T F—TEITI7vIDEITINRLLAY F L7/, Restore CRDR
— % 2|3 PartiallyFailed (Z72 Y £ 7,

4.8. OADP & ROSA

481.0ADP #{#FHLTCTROSA YV SRY— D7 TV r—>avanNy o7y Td5

Red Hat OpenShift Service on AWS (ROSA) 2 5 X4 — T OpenShift API for Data Protection (OADP)
EEALT 77V —2av7—8952RNv 07y THBLVETTEET,

ROSA L., ZIRRZ—Y RDY—vFx—T )5 —3 0TSy NIT4—LTHY., 7I)V5r—ray
EREELTTIOM T EICLY, BERICMEEIRBET DI EICERTETET,
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ROSA (&, B&ALY Amazon Web Services (AWS) AV Ea—k, F—4R—2R, o7, #EEEE. Xv
ho—2, ENSIIL, BLUVZOHDH—EREDY—LL ZARFKEEERMBEL, ZEI /T I AR
JIVADBEEBEFRADRBEISICEFEELLET,

AWS 7 HD Y MDOSEEY—EREYTRISATTEET,

95 A9 —%{EW L 7. OpenShift Container Platform Web 3> Y —JLA&ER L T, F7zI& Red Hat
OpenShift Cluster Manager 2t L TV 2 A8 —Z R {EFTEX T, ROSA TlE. OpenShift API X< >~
RSA VAV —T AR (CLYY—ILELFERATEET,

ROSA DA ¥ R b—JLDEHMIE. Red Hat OpenShift Service on AWS (ROSA) DA Y A h—ILDA > ¥
VT4 TREA EBRLTIEIW,

OpenShift API for Data Protection (OADP) =4 ~ X h—JL ¢ %R1IC. OADP %' Amazon Web Services
APl ZfEATE2 L DIC, OADP DO—JILERY ¥ —DFRFEREZRET DLENHY T,

ZOTOERFRD2EETEITINET,
1 AWS BREEFHR =¥ L £J,

2. OADP Operator 4 Y2 k—JL L., IAMO—=)LE{FELZ T,

4.8.1.1. OADP D AWS SR e R = #fwd %
Amazon Web Services 7717 > k&, OpenShift API for Data Protection (OADP) 4 ~ X k— L& % (¥
AMBEDICEFE L VERET D2RELHY T,
=2 |
LROATY RZETLT, UTORBERZFEKRLETT,

BF

ROSA VS AY—IL—BTBLIICIVSAY—ZAZTEL, BEEELTISRA
H—IICATA 2 L TWB I E=MBELET, WITIT IS, IRTDT74—ILK
NELSHAINTWBRZEAHERLET,

$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ".")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:

${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

Q my-cluster [£, ROSA 7 524 —ZICESHAZF T,

m


https://docs.openshift.com/dedicated/ocm/ocm-overview.html
https://www.redhat.com/en/products/interactive-walkthrough/install-rosa
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2. AWS7HUYRNT, AWSS3IADT7 I ERAHATTBIAMARY —AERLET,
a. UTOaOv Y REEFTLT RYY—DEETINEINEERELET,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text) ﬂ

Q RosaOadp (&, EEDORY S —LZICBXMIFT,

b. MFOATY RZAANLTRY >—JISON 7 7 4L &ER L. ROSA TRY > —%ER L
i-g_o

s

RYS—ARN DR SAWES, O Y RIFRYY—&#FRLET, R
) — ARN BT TICTEET BBEE. f AT —MX Y MNIRY —DERM %
EEMICREFy FLET,

$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json ﬂ
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot"

1,

"Resource": "*"

}

12
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I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \

--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \

--output text)

fi

|D SCRATCH |&. BEZHAICERINE—BETA LI N)—D&KBTY,

c. UTFOAT Y REEFLTRYY—ARNZRRLET,

I $ echo ${POLICY_ARN}

3. VS RA—DIAMO—JLEFER) >—&FRLET,
a. ROOAX Y REEITLT, EBHERVY—T 74 L EEKRKLET,

$ cat <<EOF > ${SCRATCH]}/trust-policy.json
{
"Version":2012-10-17",
"Statement”: [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero"]

b. MFDAYY FZERTFLTA—ILZEFEKRLET,

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-
oadp \

--query Role.Arn --output text)

13
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c. RDATV KRAEZEIFTLT, O—JILARNAFRRLZFT,

I $ echo ${ROLE_ARN}

4, ROAX Y RERITLT, IAMARYY—% IAMO—=I)LICT7Y Yy FLET,

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

4.8.1.2. OADP Operator D4 Y 2 h—ILE LT IAM O— L DIEE

AWS Security Token Service (AWS STS) &, IAM F/E7 57—y 3 vy Ihk1—H— OGRS
RAERMETZ0—/NL Web H—ERXTY, STS %{FH L 7= OpenShift Container Platform (ROSA)
&, ROSA V7 ZRAH —ICHEINZRBTHRE—RFNTYT, TORF2 AV MTIE, AWSSTS 2FEAT
% (ROSA) IZ OpenShift API for Data Protection (OADP) &4 Y A h—IL§ 2 HE%HBALE T,

BF

Restic & Kopia I&, AWSSTS #{#H 9 % ROSAIRIED OADP TlIHR— M INTWVE
H A, Restic 8L U Kopia®D/ —RI—V v MAEMITHR>TWBIEEERLTL
EIW, RYa—LzNy I Ty TS 256 AWSSTS Z#HAY % ROSA D OADP

&, X454 TR+ v F> 3w b& Container Storage Interface (CSI) 2+ v Fo 3 v
DHEHR—MLET,

BF

STSEREFA#FAH Y % Amazon ROSA 7 5 A F —Tld. BIO AWS ) —2 3 v TD/N\wy 9
Ty TTF—9DETIITR—MFINTVWEHA,

Data Mover #8EILIRTE. ROSA V7 SR Y —TIEHR—FrINhTWEEA, T—YDKE
IClERM 74 TJAWSSIY—I)LAFEHTEZET,

=50

o WERTIEAMEE N—72 V%K Z 7= OpenShift Container Platform ROSA 7 5 X4 —, £l
&, BIDOFIETH 5 OADP FAD AWS FREHEHMODER =SB LTI W, Ny o Ty TEiE
TCIC2DDERB VSR —%HERHT B FEDNHZEIE. ROLE_ARN 2 &5 AWS FRAEIEHR %= 7
TR EILER/TIHRENDHY T,

FIR

1L RODATY REAALT. AWS h—2 > 7 7 4 JLH 5 OpenShift Container Platform ¥ — %
Ly hafERLET,

a. aalBRZ 7 AN R LE T,

$ cat <<EOF > ${SCRATCH}/credentials
[default]
role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. OADP @ namespace Z/ER L £ 7,

14
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I $ oc create namespace openshift-adp

c. OpenShift Container Platform ¥—% L v N &/ERK L ¢,

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials

s

OpenShift Container Platform /X—< 3 > 414 L& Tl&. OADP Operator
I& Operator Lifecycle Manager (OLM) & & U Cloud Credentials Operator
(CCO)#BL T, ZEEAEINALHFLWSTS7—r70—-%HR—MLZF
¥, IOT7—U70—TiE, EBEBY—IL Yy NOERIIBEDHY FHA,
OpenShift Container Platform Web 3>V —JL %R L T, OLM TEEX
% Operator DA Y A h—JLHRICO—JL ARN DAHIEET 2 HELHY F
Yo #FHlE. Web 3V —IL%{#EMA L T OperatorHub 54 Y XA b —IL T
3 2SRLTLEIWN,

BB —2 Ly MECCOICL>THEMICERINE T,

2. OADP OperatorZz4 YA h—JLL & T,

a. OpenShift Container Platform Web 1> Y —JL G, Operators » OperatorHub X— % 3
~LET,

b. OADP Operator ##8%& L £ 7,
c. role_ ARN 7 4 —JU RIZ, BIICHER L7z role_arn ZB8Y fHiF, Instal 22 ) v o LE T,

3.RDAYY RZAAL, AWSEREEEHRZFERLTAWS V5 RRA ML —YZERLE T,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4, ROAIXVY RAEAALT, Z7V5r—avDRAMNL—=—YDTIAIIRNARNL—V IS AEHE
BELET,

I $ oc get pvc -n <namespace>

H A B
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16

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h

mysqgl Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO

csi 4d19h

5 RDARVRERITLTAML—Y IS RZEFLET,

I $ oc get storageclass

el
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

pa i)

RDARNL—=D IS ADRELE T,
® gp3-csi

® gp2-csi

® gp3

® gp2

TRTCOF7 TN r—>ay, £FRENYIT Y TENET FY 45— 3V H Container Storage
Interface (CSI) Tk#EAR Y 2 —L4 (PV) ZFERA L TLW3IHE(IE. OADPDPARREICCSI 757

AVEEDDBIEEBSHOLET,

6. Ny I TyvTER)1A—LRAFTYTay hHIREINZANL—IUANDERERET 57D

IC. DataProtectionApplication ')V — X % {ERR L £ 7,

a. CSIARY 2 —LDAHAEFHLTWSRIESIE. ROOY Y K%E AHL T Data Protection
Application #7704 L&,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
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features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true

config:
region: ${REGION}
configuration:

velero:

defaultPlugins:

- openshift

- aws

- CSi
restic:

enable: false

EOF

ﬂ ROSAIEAERA XA —I Ny 9Ty THaHR—MNLET, AX—VDNY Ty TH(E
ALAWGEIE. D74 —IL K% false ICERELZF T,

a. CSIMNY 2 —LFLWEFIECSIR) 2—LZFEALTVWSREHEEIE. ROITY RZAAL T Data
Protection Application #5704 LE ¥,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphat
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true ﬂ
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:

17
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Q® 00600 9O

- openshift
- aws
nodeAgent: 9
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 6
enableSharedConfig: "true"
profile: default

region: ${REGION} @
provider: aws

EOF

ROSAIESAERA XA —I Ny Ty THHR—MNLET, AX—SDNRNv O Ty THEMEAL
BRWESIE. TOT74—JLR%E false ICEEELZX T,

LTOFERESRBLTCETY,
credentialsFile 7 1 —JU RKi&, Pod ®/X4 v REREEIBHRDO~Y U Y MNETT,

enableSharedConfig 7 1 —JL K& {#fH ¥ % &. snapshotLocations /X7 v MIEH
INERIEREHELEBFATEET,

AWSEREFIBERR 7 7 M IVICREINTWA TO7 7/ IVEAFERLE T,

region (&, BEVDAWS =2 avIiliEELFT, ThiZFIVFRY—)—YavERLU
THIUELNHY £T,

INT, PINVr—>avonRy o7y P THEINTWS EH Y, OpenShift Container
Platform 7 )4 —2avanNy o7y THELVETT 2ERIEBENE LT,

18

R

OADP | ROSA IRIE T Restic Z#H7R— k L TWAWA®H, restic D enable /X5 X —
4 —l3 false ICEREINTWVWE T,

OADP 12 #{FRT 215581, ROZXEEEIMRZIFT,

nodeAgent:
enable: false
uploaderType: restic

ROBEICESHATT,

restic:
enable: false
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Pz
Ny Ty TEEBTIC2DODERZ VS RAY—%FEAT 5HBE. cloudstorage CR &

OADP DataProtectionApplication 58 EDM A T, 2 DDV 7 AH¥—D AWSS3 X k
L—YEPRELCTHE2RENDHY FT,

BEfEI

o Web YV —)L%MEMHL T OperatorHub ™54 VA —ILT %

o P —av NNy oTy S

4813.H:FAF>avmy)—r 7y T&FEHLTOADPROSASTS L7 —/ 00— K%
Ny Y7y T+3

4.8.1.3.. OADP & ROSASTS 2R LE/RYy I 7y TOET

RD hello-world 7 7Y 77— 3 VOFITIE, KiERY 2—L4 (PV) B EHEINTVWEH A, RedHat
OpenShift Service on AWS (ROSA) STS % f#FH L T. OpenShift API for Data Protection (OADP) T
Ny )Ty TERITLET,
£ 5 M Data Protection Application (DPA) 3R EHHEBEL £ 77

1L ROARY RERFTLT, Nv o7y 794257 —o0—REERLEFT,

I $ oc create namespace hello-world

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
2. ROAR Y RERTLTUL—bZER/RELET,

I $ oc expose service/hello-openshift -n hello-world
3RDARYRERGLT, 7V 5—2avhBfELTWB I & 2HALET,
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

DBl
I Hello OpenShift!
4. RDATY REFETLT, 7—70—R&aRXv I 7y TLFET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup
metadata:
name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:
- hello-world

19


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.14/html/operators/user-tasks#olm-installing-from-operatorhub-using-web-console_olm-installing-operators-in-namespace
https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/backing-up-applications.html
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storageLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mOs
EOF

5 Ny O Ty TIHRTTEETHEL>THL, ROAX Y RERTLET,
I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

H A B

"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z7",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
b
"startTimestamp": "2022-09-07T22:20:22Z7",
"version": 1

6. ROAXY YV REER[IFTLT, TE7—270—KR%2HIKRLET,

I $ oc delete ns hello-world
7. RODAR VY RERTLT, Ny I TPy Thos7—s0—R&ETLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore
metadata:
name: hello-world
namespace: openshift-adp
spec:
backupName: hello-world
EOF

8. RDAX Y FZERITLT, EXNMRETIBITHEEY,

I $ watch "oc -n openshift-adp get restore hello-world -o json | jq .status"
HhH

{
"completionTimestamp™: "2022-09-07T22:25:47Z",

"phase": "Completed",

"progress": {
"itemsRestored": 38,
"totalltems": 38

b
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"startTimestamp": "2022-09-07T22:25:282",
"warnings": 9
}
9. MDAX YV RERITLT, 7—/70O0—KRPETINTVWSE I EA5EELET,

I $ oc -n hello-world get pods

6
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7¢c6-kdjpj 1/1  Running 0 90s

10. ROOAT Y R%EZETTL TISONPath 2R L X,
I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"
DBl
I Hello OpenShift!

R

NSTIoa—Fa7Dey MIDWTIX, OADPF—LD STV a—FT4 Y
RFraXvbh ZsRLTKEIW,

4.8.1.3.2.OADP & ROSASTS 4FRAL TRV I 7y THRDISRI—% 9 )V—VT7vTd5

ZDFIDINY I Ty TH LU S3 /34y k& OpenShift API for Data Protection (OADP) Operator % 7
VAVAMN—ILTIRENDHBIFEIF. ROFIEZETLET,

FIE
LROOAT Y RAEERITLT, 7—20—RZEZHIBRLET,

I $ oc delete ns hello-world

2. RO Y K%&EZFEITL T, Data Protection Application (DPA) ZHlIf& L £ 7,
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa

3RDARYYV RERITLT, I3 RAML—VZHIRLEYS,

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp

121
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g
Of

ARV KBNV T LIGEIE. ROOAX VY REERITLTI7 714+ 51

Y—ZHIRT 2RENDHDGEDHY T,

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}' --type=merge

4. Operator AR EBICA S LFEIE. ROOATY REERTLTHIBRLEY,
I $ oc -n openshift-adp delete subscription oadp-operator
5. Operator A*5 namespace ZHIBR L £,

I $ oc delete ns openshift-adp

6. NI Ty TELVERT) Y —ADBRBILA>IFEIEF. ROIAT Y REEFTLTITRAY —
"o YY—R%ZHIRL T,

I $ oc delete backup hello-world

7. AWSS3DNy o7y, . BLCVE— F TPV FEEIBRT BICIE. JROOT VR
=ERITLET,

I $ velero backup delete hello-world

8. WRAH L)Y —REF (CRD) P ARBICA>LIBAIE. RDATY REEITLTISRY—N5
HIFRL F 9,

I $ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
9. RDAY Y R&EERITLT, AWSSINT v MNZHIFRLE T,

I $ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive
I $ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp
10. ROAXY REEFTLT, O—IALR)—%HYBLET,
I $ aws iam detach-role-policy --role-name "${ROLE_NAME}" --policy-arn "${POLICY_ARN}"

n UTFoavxvy ReRITLTO—ILZHIBRLET,

I $ aws iam delete-role --role-name "${ROLE_NAME}"
4.9. OADP DATA MOVER
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4.9.1. OADP Data Mover D E

OADP DataMover 2932 &, V5 RY—DEEHNRELLFE. 2o THIRLAGE., FLIEHW
BLEBAIC. ANTHLLRTF—NIWT TV -3V aETTEET,

yz o-1o)
OADP 1.1DataMover (z574 /O —7 L E1—#EETT,

OADP 1.2 Data Mover I3#gE & /R # —<T VAN KIBICALELTWETA, ££5779 /
OY—7LEa1—#ETT,

BF

OADP DataMover 352 /O —7F L E1a—DHDOEEETY, 72/ 0 —TLEa—
HeEEld, RedHat @Y R—FDHY—ERXLRILTTY—XY N (SLA) DERATH
Y, HEEMICSEE2TIHAWSGEDLHY 9., RedHat i, ERERIETCINSEZFRT
ZTEBEHELTVERA, 77/0V—7LE1—#iEd. RHFOEIMELWVER
CIRML T, BEREBETHEEDTANETVWI A — RNy I ERHELTWZECZEE
BHELTWET,

RedHat D574 /Oy —7 L Eax1—#eEDyR— NEEICRET 283MIE. 727/ 00—
TlEa—H#eEDHYR—MIE 2#SBLTLEIW,

e OADP Data Mover % f#f L T. Container Storage Interface (CSI) R 2 —LDRF v 7
vavhEYE—RMNATIVZIVMNRAMNTIINY YTy TTEFES, CSIZAFT Yy Toay M
Data Mover =89 % ZS5B LTIV,

e OADP 12 Data Mover #f£F L T. CephFS. CephRBD. F7/zldZDEA%AFERTZI SR
H—DT7 TNV 5—=2a3vF—95Nv o7y TELVETTELY, CephStorage TD OADP
1.2 Data Mover M SR L T LI W,

e OADP11DataMover #FARA L TWBFEEIE. NXv I 7y THaR2TLIEICT—IDY ) —
Ty ITHEEFTTEIHRENLHY FT, OADP 1.1Data Mover AFERH L=y o 7y T#DY ) —>
Ty T HEBBLTLEIW,

pz o-1o)
OADP 1.3 Data Mover Tld, BITED 7 v U1 D FLMEELRWAREMLHY £,

OADP 1.1 & U OADP 1.2 Data Mover i&,. Afi7OR&#FRALTC7 ) r—>a >
FT=ADNY Ty TEBTETVWEYT, 7OCRIEEAPLTWDERD, BETEDT Y
IDRABRINDDIE. BITEET S Pod DkfEA ') 2 — L (PV) A Data Mover Dk
) 2 —LFEKR (PVCO) ICLYUBBRINRICRY FT,

LA L. OADP 1.3 Data Mover (ZJERIEA 7O A A2 FALE T, DL D LRIEFDEN
IC& Y. DataMover D PVC IC& > TEEYT 5 PV I EBRINDEIIC. BTERDT VY
AEVCHINZATEEMELNHY T, INHRELAIHFE. Podid Pending Z7—4% 2D
FFEICKRY, JvIBEEFTTEFHA, Pod DB INZFICT Y VDRITNYA LT
7 MIRY, BT {ET PartiallyFailed " FE 9 A gEEL H Y £7,

4.9.1.1. OADP Data Mover DRIIIZ 4

e BID namespace TEITINTWBRT—KIZILT T r—o 3 0hH 3,
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e Operator Lifecycle Manager (OLM) % {#f L T OADP Operator 24 Y A h—JL L TW 3,
e Et]7%: VolumeSnapshotClass & StorageClass = {Ef L T\ 3,

o OLMA{HEAL T VolSync ARL—4—%A4 VA =)L LTW3,

492.CSI R+ v >3y M DataMover #EHT %

OADP Data Mover %9 % &. Container Storage Interface (CSI) R) 2 —ALRF v F¥av h&EY
E—MATIVTVRMRAMNTIINY O Ty FTTEET, DataMover "EMICAR>TWBIBE., /TR

Y —DEE. Bo/HIBR, BEISRELALBEIC. A7V MAMNTHLEBLAEZCSIARYY 2 —4LR
FvToay NEFERLTCRAT—MNILT Y- 3 V5 EBTTEES,

Data Mover ¥ 1) 2—3 3 V&, VolSync M Restic A 7> a v aFRLE T,
DataMover l&, CSIRY 2 —ALRF v T3y KON I Ty TEYRNTFTOHEHR—NLET,

OADP 1.2 Data Mover Tl&. VolumeSnapshotBackups (VSB) & & U VolumeSnapshotRestore
(VSR) (&, VolumeSnapshotMover (VSM) ZEAL THF a1 —ICANLONE T, VSMDNT #—T VR
\&. [EBFIC InProgress TVSB & VSR DRI AIEET 22 & THALELET., IXRTOFRAPTS Y
A VBENRTTDE, Ny I Ty FIERTELTIY—V3INET,

pz -1o)
OADP 1.1DataMover (z574 /O —7 L E1—#EETT,

OADP 1.2 Data Mover I3#EE & R # —< VAN KIBICAELTWETA, L5779/
OY—70LEa1—#ETT,

BF

OADP DataMover 354 /O —7FLE1a—DHDOEEETY, 7./ 0 —TLEa—
HEREIZ. Red Hat @Y R— KDY —ERLRILT Y =XV K (SLA) ORRATH
Y, HEEMICSEE2TIXAWSGEDLHY T, RedHat i, ERERIETCINSEZFRT
ZTEBEHELTVERA, 77/0V—7LEa1—#iEd. RFOESMELWVER
CIRML T, BEREBETHEEDTANETVWI A — RNy I ERHELTVWZECZEE
BHELTWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283MIE. 727/ 00—
TlbEa—#gEDYR— MEE 28B LTI,

R

Red Hat Tl. ODF CephFSHRY 2 —LD/NNYy I 7y TH LV X M7 OADP 1.2
Data Mover Z I L TWA BEHICIE., N7+ —<T Y R %ZA LI 27T OpenShift
Container Platform X\— 3 Y 4R UEE 7y 7L —R&ERkIFA VA M—ILT B &
WAL £9, OADP Data Mover (., OpenShift Container Platform /S— 3 > 412 LA
BED CephFS v O—RY 2 —LAFIETEEY, hid, eBDTRMIEDL

EL NI Ty TREBDONR 7+ —I VA EELEIEZENTETET,

® CephFS ROX MFE#f

AR
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StorageClass & & U' VolumeSnapshotClass 124 L)V —X (CR) A CSI ZH/R— ML T
Wb ZE&ZHRBLTWS,

snapshot.storage.kubernetes.io/is-default-class: "true" @7 / 57— 3 V& HD
VolumeSnapshotClass CR M 1 D727 TH B I & 2R L TW 3,

pa 3

OpenShift Container Platform /N\— 3 >~ 412 IETIZ, ThhM—DFT 7 # )L
N VolumeSnapshotClass T#%h % Z & MR L TS XL,

VolumeSnapshotClass CR @ deletionPolicy #* Retain ICEREINTWBH I & =R L TV
%,

SR storageclass.kubernetes.io/is-default-class: "true" % 2 StorageClass CR A1 D72
ITTHB I 2B LTWS,

VolumeSnapshotClass CR IC 5 X)L velero.io/csi-volumesnapshot-class: "true" Z3EfI L T
W3,

OADP namespace |C oc annotate --overwrite namespace/openshift-adp
volsync.backube/privileged-movers="true" 07 /57— 3 VHNEBIMINTWE I & AREREL
TW5,

pa 3]

OADP 11 Tl&, EREDHREIMBEATT,

OADP 12 TlE. 1 FEAEDY F ) # T privileged-movers ;2 EIETHEHY T
ho BITLIVTF—DIERIE. Volsync AE—ICH L TEYITHZNELHY &

¥, —EDI—H—>F 1) F Tl privileged-mover = true (& E TR T i)
ENDHIERI S —DRET BIHED’HY ET,

Operator Lifecycle Manager (OLM) Z{#f L T VolSync Operator #4 Y 2 h—JL L £ L 7=,

pa )
A OADP Data Mover Z £ 9 % ICIE. VolSync Operator "W ETY,

OLM %{#EF L T OADP Operator 4 Y2 h—JL L ZF L %,

CRDE DI .yaml 7 7 A )L EER L T, Resticy—2 L v hEERELET,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>
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pa 3

77 # )L b Tl&, Operator I& dm-credential & W\ > ZiD>—o L v MEFEL
F9. HOERIZFERALTWREA

I&. dpa.spec.features.dataMover.credentialName % &/ L T. Data
Protection Application (DPA) CR THAEIAIEET 2ELHY XT,

2. ROBPIDL S DPACREERLET, T7AIMNDTSTAVICIFCSINEFNTVWET,
F—4H{%ETF SY—a > (DPA) CRDHAI

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>
prefix: <bucket-prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
itemOperationSyncFrequency: "10s"
defaultPlugins:
- openshift
- aws

features:
dataMover:

credentialName: restic-secret

enable: true

maxConcurrentBackupVolumes: "3" 9

maxConcurrentRestoreVolumes: "3" 6

prunelnterval: "14" ﬂ

volumeOptions: 6

sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteOnce
cacheCapacity: 2Gi

destinationVolumeOptions:
storageClass: other-storageclass-name
cacheAccessMode: ReadWriteMany

126



o ® 00

©

FABEOADP 7SV r—a vy I 7y TEER

snapshotLocations:
- velero:
config:
profile: default
region: us-west-2
provider: aws

OADP 1.2 D &,

OADP12 Ddre AT a v Ny I FT v TDEDICEF1I—ICANDIENTIXDZRFY TS
vay NOBOLEREEELET, 74/ MEIX10O TT,

OADP12 D&, FFY a vV BRDEHICF1—ICAND I ENTEDRF Yy T av b
DYDELREEELET. 774 MEIKIOTY,

OADP12 D&, T3 v: )RV MY —TRestic FIN—=V I 5ETT5EREBOEE%
EBELEY, TIN—VBETRT—952B1v I LTEEBEBHRLETH. TOoORD—
HELTRKEDI/O NS T4 v IPERINZAREMEHY ET, TOF T avERE
T5&, BRINGBLCB AT —HILLDAMNL—UBEEET7IV7EZXAOXNEDED M
L— KA 7AHEEICRY XY,

OADP12 D&+, T av: Ny 07y FTEETD VolumeSync R a— LA T av%i
BELZFY,

OADP Operator i&, 2 DDHRH L)V —RXEZ (CRD). VolumeSnapshotBackup & & U
VolumeSnapshotRestore =1 X h—JL L ¥ 7,

VolumeSnapshotBackup CRD Dl

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotBackup
metadata:
name: <vsb_name>
namespace: <namespace_name> ﬂ
spec:
volumeSnapshotContent:
name: <snapcontent_name>
protectedNamespace: <adp_namespace> 9
resticSecretRef:
name: <restic_secret_name>

RYa—LRFTyFoay NHBEET % namespace Z#IBEL T,

OADP Operator ' Y A h—JL I N TS namespace #IEELF T, T 74 &
openshift-adp TY,

VolumeSnapshotRestore CRD Dl

apiVersion: datamover.oadp.openshift.io/vialphai
kind: VolumeSnapshotRestore
metadata:

name: <vsr_name>

namespace: <namespace_name> ﬂ
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spec:
protectedNamespace: <protected _ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
name: <source_pvc_name>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>

ﬁ R a—LRFTv T3y NI EIET S namespace ZIBEL £7
9 OADP Operator 881 ~ A h—)LEN T % namespace 2 ELFFT., T 74/ ME
openshift-adp TY,
3. RDFIEAERFTLT, RYa—LRFTyFoayv bhanNviIF7yTTEET,
a. N\v O Ty TCREEKRLET,

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns> g

storagelLocation: velero-sample-1

Operator 8’1 Y A h—J)LEIN T3 namespace 2 EELEFT., T 74D
namespace (& openshift-adp TY,

e Ny O TF7yT$5F7T)r— 32D namespace IBEL £ T,

b. ROOATY K& AALT. K10 2%# L. VolumeSnapshotBackup CR D X7 —% X
»* Completed ™ EI MR LE T,

I $ oc get vsb -n <app_ns>
I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"
DPATREINLA TV NANTICR Ty T3y RIMERINET,

pa 3

VolumeSnapshotBackup CR D 2 7—#% X" Failed IC72 > 23z& &, M5
TIWNoa—FT14 0 TDHIC Velero O ASRLTLREIW,

4. ROFIE=EEITLT, R)a—LRAFTvToay MEBTTEET,

a. 7Y% —>3>®namespace &, VeleroCSI 73 74 VICL > TERI N7z
VolumeSnanshotContent # Elli& . £ 4.
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b. Restore CR % {Ef{ L. restorePVs % true ICEREL 7,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

c. XRI02EFHL. ROOAY>Y K% AN LT, VolumeSnapshotRestore CR X7 —% X
" Completed THEMNE DI =R L X,

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"
d 77U —2arvs—9&)Y—ZANETINHOEINEERLET,

pa 3]
VolumeSnapshotRestore CR D 2 7—4% AN KKIC R > 7=5EIE. ST
Woa—FT4 2 TDHIT Velero O SR LTI,

4.9.3. Ceph Storage T® OADP 1.2 Data Mover Df#

OADP 1.2 Data Mover #{ffl L T. CephFS. CephRBD., F7/IEZDMmA%FERTZISRY—DT7 T
Vy—2avr—9%Ny )7y TELVETTEET,

OADP 1.2 Data Mover I&, KiRBERIEAZHR— M5 Ceph A EFRALET., TD 12> vO—13

E—7AXT. OpenShift Container Platform 412 LA THIFATE 9., ZDHEEIL. Y — X Persistent

Volume Claim (PVC) IZ% % £ D L4 D StorageClass & &£ U* AccessMode ') YV —XD/\y I 7 v T &
BExEYR—MLET,

BF

CephFS v O—JE—#EIE/NY IV 7y THEETYT., ChIZETRIEO—HTEHY
Tt A

4.9.3.1. Ceph Storage T OADP 1.2 Data Mover % f#ifi9" % 7- O DRiIR 4
AR DR1R &M1&, Ceph Storage =9 % 2 5 X4 —AT OpenShift API for Data Protection
(OADP) 12 Data Mover Z T2 I XRTOT—F DNy I 7y THELIVC) A MNTREICERINE
ER

® OpenShift Container Platform 4.12 AN A Y A h—ILI N TW 3B,

e OADP Operator B’ Y Z h—JLINTW3,
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® namespace openshift-adp IZ>—7 L v b ® cloud-credentials 2*MER I T W3,
® Red Hat OpenShift Data Foundation 1 Y A h—JLI N T W3,

® Operator Lifecycle Manager %z {#fA L T&#1D VolSync Operator #4 Y X h—JL L TW 3,

4.9.3.2. OADP 1.2 Data Mover CE T2 hRAIY L)Y —ADEH

Red Hat OpenShift Data Foundation #41 Y 2 h—J)L§ % &, 77 # )L D CephFS, CephRBD
StorageClass & & U VolumeSnapshotClass 1 24 4 1) YV —X (CR) »*"EEIMICERINE T, Th

5® CR &, OpenShift API for Data Protection (OADP) 1.2 Data Mover TER T 27 DICEEHET 2 HE
NHYFET,

CREEZELLE NvIT7y TELICETREEZERTT 2L, RBICZOMDEEEZ W DAMA
LMENDHYET,

4.9.3.2.1. OADP 1.2 Data Mover C{#fl 9 % CephFS H A9 LY VYV —RADESHE

Red Hat OpenShift Data Foundation #4 Y X h—JL§ % &, 77 # )L b D CephFS StorageClass /1
28 LYY —2R (CR) &FT 7 #JL kD CephFS VolumeSnapshotClass CR BB EIIICIER I NE T,

I 5D CRIE, OpenShift API for Data Protection (OADP) 1.2 Data Mover TEE T 32 72OICEETE
9,

FIR

1. LFDHID & S I VolumeSnapshotClass CR # E& L £ 7

VolumeSnapshotClass CR Dl

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: Retain ﬂ
driver: openshift-storage.cephfs.csi.ceph.com
kind: VolumeSnapshotClass
metadata:

annotations:

snapshot.storage.kubernetes.io/is-default-class: true 9
labels:

velero.io/csi-volumesnapshot-class: true 6
name: ocs-storagecluster-cephfsplugin-snapclass
parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

ﬂ Retain ICERET DM ELHY X T,
9 true ICBRETINELHY F T,
9 true ICBRETINELrHY F T,

2. LTFDFID & S I StorageClassCR = E& L £ 7,

StorageClass CR D4l
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kind: StorageClass

apiVersion: storage.k8s.io/v1

metadata:
name: ocs-storagecluster-cephfs
annotations:

description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: true ﬂ

provisioner: openshift-storage.cephfs.csi.ceph.com

parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
fsName: ocs-storagecluster-cephfilesystem

reclaimPolicy: Delete

allowVolumeExpansion: true

volumeBindingMode: Immediate

Q true ICBRETINELrHY FT,

4.9.3.2.2. OADP 1.2 Data Mover T8l 9 % CephRBD h R ¥ LY) VYV —ADEE

Red Hat OpenShift Data Foundation #4 Y X h—JL§ % &, 77 #JL kD CephRBD StorageClass 7
248 L)Y —2R (CR) &FT 7 # )L kD CephRBD VolumeSnapshotClass CR A" HEIFICER I

T, INHD CRIE, OpenShift API for Data Protection (OADP) 1.2 Data Mover TIER T 272 HICEE
TEZEY,

FIR

1. LFDHID & S I VolumeSnapshotClass CR = E& L £ 7

VolumeSnapshotClass CR Dl

apiVersion: snapshot.storage.k8s.io/v1
deletionPolicy: Retain ﬂ
driver: openshift-storage.rbd.csi.ceph.com
kind: VolumeSnapshotClass
metadata:
labels:
velero.io/csi-volumesnapshot-class: true 9
name: ocs-storagecluster-rbdplugin-snapclass
parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

ﬂ Retain ICERET Z2HEHLHY £ 7,

9 true ICRETINELrHY FT,
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2. LTFDFID & S I StorageClassCR = E& L £ 7,

StorageClass CR D4l

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: ocs-storagecluster-ceph-rbd
annotations:
description: 'Provides RWO Filesystem volumes, and RWO and RWX Block volumes'
provisioner: openshift-storage.rbd.csi.ceph.com
parameters:
csi.storage.k8s.io/fstype: ext4
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node
csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner
imageFormat: '2'
clusterID: openshift-storage
imageFeatures: layering
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
pool: ocs-storagecluster-cephblockpool
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

4.9.3.2.3. OADP 1.2 Data Mover C{Ef 9 2 BIMDH XY LYY —ADEE

T 7 # )L b @ StorageClass & & U CephRBD VolumeSnapshotClass 7 X% 1)) YV —2 (CR) =#HBE
FELI&R ROCRZERTZDBENHYITT,

o JrO—E—#EEAFERT 5L ICEEZEINTK CephFS StorageClass CR

® Restic Secret CR

FIR

1. JROBID & 5 IC CephFS StorageClass CR %z {ERX L. backingSnapshot /X5 X —#4 —% true
ICRREL FT,

backingSnapshot % true IC5%E L 7= CephFS StorageClass CR Dl

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: ocs-storagecluster-cephfs-shallow
annotations:
description: Provides RWO and RWX Filesystem volumes
storageclass.kubernetes.io/is-default-class: false
provisioner: openshift-storage.cephfs.csi.ceph.com
parameters:
csi.storage.k8s.io/provisioner-secret-namespace: openshift-storage
csi.storage.k8s.io/provisioner-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/node-stage-secret-name: rook-csi-cephfs-node
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csi.storage.k8s.io/controller-expand-secret-name: rook-csi-cephfs-provisioner
clusterID: openshift-storage
fsName: ocs-storagecluster-cephfilesystem
csi.storage.k8s.io/controller-expand-secret-namespace: openshift-storage
backingSnapshot: true
csi.storage.k8s.io/node-stage-secret-namespace: openshift-storage
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

Q true ICBRETINELrHY F T,

BF

CephFS VolumeSnapshotClass & & U* StorageClass CR @ Provisioner D&
NRAILCTHD I EZHER LTIV,

2. ROBID &L S I Restic Secret CR =R EL F 9,

Restic Secret CR D

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: <namespace>
type: Opaque
stringData:
RESTIC_PASSWORD: <restic_password>

4.9.3.3. OADP 1.2 Data Mover & CephFSRA ML —C % EALET—YDNRY 97y TEER
OpenShift API for Data Protection (OADP) 1.2 Data Mover 2 {9 % &, CephFS DY+ O— 21—
BEEAMIITBHIET, CephFSAKMNL—Y%FRALTT =95V I 7y TELTYVANTTEE
ER

AR

o XF—hNIWNTT)r—2avh, CephFSZ=7OEY a+—E LTEAL, KiERY 2 —A4A
ER (PVC) 2D BID namespace TERITINTW 3,

e StorageClass & & U VolumeSnapshotClass 1 2% 4!) Y — X (CR) »', CephFS & & U
OADP 1.2 Data Mover HICEZINTWVWE T,

e openshift-adp namespace IC>—%7 L v b ® cloud-credentials 7% %,

4.9.3.3.1. CephFS A b L — TfEF 9 % DPA DYERK

OpenShift API for Data Protection (OADP) 1.2 Data Mover 2 L T, CephFSA ML —YTT7—4 %
Ny o7y TELVY R NT7F 3ICIE. Data Protection Application (DPA) CR 2 {ER S 2 EHLH Y
7,
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FIR

134

. ROV R%ZEFTL T, VolumeSnapshotClass CR O deletionPolicy 7 1+ —JL KA' Retain

ICBREINTWAZEARALET,

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H{"Retention Policy: "{.deletionPolicy}{"\n"{end}'

. ROAOT Y K%EREFTL T, VolumeSnapshotClass CR DS NJLA true ICEREINTWVWB Z &

EHRLET,

$ oc get volumesnapshotclass -A -o jsonpath="{range .items[*]}{"Name: "}{.metadata.name}
{" "H"labels: "}{.metadata.labels}{"\n"}{end}'

. RDAT Y R%&EZETTL T, StorageClass CR M storageclass.kubernetes.io/is-default-class

T)T—oarvhtrue ICREINTWBEIEAHRLEY,

$ oc get storageClass -A -0 jsonpath="{range .items[*]}{"Name: "H{.metadata.name}{" "}
{"annotations: "{.metadata.annotations}{"\n"{end}'

. RDBID & S % Data Protection Application (DPA) CR % {EE L £ 9,

DPA CR Ofil

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my_bucket>
prefix: velero
provider: aws
configuration:
restic:
enable: false ﬂ
velero:
defaultPlugins:
- openshift
- aws
- CSi
-vsm
features:
dataMover:
credentialName: <restic_secret name> 9
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enable: true 6
volumeOptionsForStorageClasses: ﬂ
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow

enable 7 1 =)L RICIET 7 2L MEIEHY A, BPWREIL true F 721X false T,

OADP 1.2 Data Mover 8 £ U Ceph Z121F 3 57O DRI = HEH L 72 & SITHEK L &
Restic Secret = L £ 9, Restic Secret #fFH L7AWHFE, CRIEZD/INSA—4H—D
57 # )l MME& dm-credential #{FAHL £ 7,

enable 7 1 =)L RICIZT 7 2L MEIEH Y FH A, BIWREIL true 721X false T,

T avDIRZ XA —4—, % storageClass R') 2 —LICH LT, R3S
VolumeOptionsForStorageClass NI Dty N EHZTEE T, CDRETIE. BER
27ONAT—DRY) 2a—LDNY I Ty THREINES, 7 7>av0D
VolumeOptionsForStorageClass /X5 X —% — (3@ & CephFS THERAINFTH. £D
ANL—=—U8 A4 TTEFERTEET,

4.9.3.3.2. OADP 1.2 DataMover & CephFSRA L —J %R LET—9DNRy o7y T

OpenShift API for Data Protection (OADP) 1.2 Data Mover 29 % &, CephFSA ML —TY DY +
O—OE—#EXBMIITEIET, CephFSA ML=V AFERLTT—9%21\v 07y TTEET,

1. ROBID & SIC, Backup CR =/ERK L £,

Backup CR Dl

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

2. MOF|IE%AZEFTL T. VolumeSnapshotBackup CR DETIRREER L T,

a.

F AT D VolumeSnapshotBackup CR DEITIRR 2 FEFR T B ICIE, ROIT Y RZEIT
LE9.

I $ oc get vsb -n <app_ns>

b. % E® VolumeSnapshotBackup CR OETIRRZ MR T 2 (ICIE. ROOATY FEETL

i’a—o
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I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. VolumeSnapshotBackup CR D 2 57 —4 X' Completed IC/4: % F T, HOBFELET,
4. ResticSecret TIREINALR Ty T2 ay MAF TV MNANTIIV RS EE1DHB L

e L 9, /<OADP-namespace> & \\ D #EBEFF % 15D, WR D BackupStorageLocation
2L =I7ONRAF—TZIDRFTYy T ay NaBRBTEET,

4.9.3.3.3. OADP 1.2 Data Mover & CephFSA ML —Y &AL AET—IDY R M7

CephFSRA ML —2 DY+ O—JE—HEEN/NY V7 v TFIBTEMICAR > TV BIHE, OpenShift
API for Data Protection (OADP) 1.2 Data Mover Z{#FH L T, CephFSA ML —Y %A FRHLTT—4% %)
ARNT7TEEY, v O—IE—BEIIETFIRBTEERINEEA,

¥
L RDIARY RERITLT, 7Y 75— 3 D namespace ZHIFRL £7,

I $ oc delete vsb -n <app_namespace> --all

2. ROAX Y REETLT, Ny U7 v THICHER S 117z VolumeSnapshotContent CR % Hilfk
LE9.

I $ oc delete volumesnapshotcontent --all

3. ROBID &L S IC, Restore CR &=/ER L £,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

4. ROF|IE%EETTL T. VolumeSnapshotRestore CR DETIRREZER L £ 7,

a. 9 RT D VolumeSnapshotRestore CR DETIKR A FEFR T 2 ICIE, RO Y REEFT
LE9.

I $ oc get vsr -n <app_ns>

b. % E® VolumeSnapshotRestore CR DEITIRR 2 FEER T 2 ICIE. ROOATY RZEITL
7,

I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}
5 RDARVKERFTLT, 7V r—ravr—9 M ExRInicl &t 2BRALET,

I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"
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4.9.3.4. OADP 1.2 Data Mover & 9#l/R 1Y) 21— L (CephFS & & U Ceph RBD) A L =
T—IDNRYITYTEYRMNT

OpenShift API for Data Protection (OADP) 1.2 Data Mover 29 % &, RYa1—L%E2HELEL R
B, DFY) CephFS & CephRBD Dl A% FHTI2RIETCT — 942NV I 7y TELVYRANTTEE

ER

=55

49.3.41. 9HK"Y) 2 —ATHEHT % DPA DIERK

AT—NINWT Y= 3 vh, CephFSET7OEY 3 F—& LTHERAL, kiR Y) 2 —4A
ER (PVC) 2D BID namespace TERITINTW 3,

StorageClass & & U VolumeSnapshotClass 1 24 4') Y — X (CR) »', CephFS & & U

OADP 1.2 Data Mover BICEZEINTWE Y,

openshift-adp namespace IC>—7% L v kD cloud-credentials *% %,

OpenShift API for Data Protection (OADP) 1.2 Data Mover B L T, QIR 2 —LTT—9 %&/\y
9T v TELCY) A MNT T BITIE. Data Protection Application (DPA) CR 2§ 2 LWEAH Y F

ER

FIR

RDBID & 51T, Data Protection Application (DPA) CR Z4ER L £,

2E|IRY 1 — LERED DPA CR OHI

apiVersion: oadp.openshift.io/vialphai

kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <my-bucket>
prefix: velero
provider: aws
configuration:
restic:
enable: false
velero:
defaultPlugins:
- openshift
- aws
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- CSi
- vsm
features:
dataMover:
credentialName: <restic_secret name> ﬂ
enable: true
volumeOptionsForStorageClasses: 9
ocs-storagecluster-cephfs:
sourceVolumeOptions:
accessMode: ReadOnlyMany
cacheAccessMode: ReadWriteMany
cacheStorageClassName: ocs-storagecluster-cephfs
storageClassName: ocs-storagecluster-cephfs-shallow
ocs-storagecluster-ceph-rbd:
sourceVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd
destinationVolumeOptions:
storageClassName: ocs-storagecluster-ceph-rbd
cacheStorageClassName: ocs-storagecluster-ceph-rbd

Q OADP 1.2 Data Mover 8 & Uf Ceph Z1¢1F 3 27O DIREZER L& ZITEKR L &
ResticSecret %L EJ., 5 LAWEE, CRIEZDNSA—=45—DFT 7 %)L ME
dm-credential #{FH L 7,

9 storageClass 7R ') 2 — A T & ICE72 % VolumeOptionsForStorageClass 5 NJ)L Dtz v
NEEETEDHD, BREZ27AONA T —DRY 2a—LAD/Ny I 7y THAREICARY F
9, VolumeOptionsForStorageClass /X5 X —#% —|&, CephFS CHERT2HDED
T9, 7z L. 7> 3> D VolumeOptionsForStorageClass /X5 X —4% —l&, EDR
Mo—C94 FTEFERATEET,

4.9.3.4.2. OADP 1.2 Data Mover EQEBIRY a—L&FALET YD I Ty S

OpenShift API for Data Protection (OADP) 1.2 Data Mover @B L T, 9EIR) 2 —LDH B KRIET
T—HENY YTy TTEET,

¥
1. ROBID & SIC, Backup CR =/ERK L £,

Backup CR Dl

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns>
spec:
includedNamespaces:
- <app_ns>
storagelLocation: velero-sample-1

2. MOF|IE%EFTL T, VolumeSnapshotBackup CR DETIRREER LT,

. AN NN N AP _deeee AP MNEATNL A TERER - 7 - I+ N R e e I E
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d. 97> CW volumeonapsnolbdCrup UK WIEITAAJL ETEEGS 9 D kel AV X 7/ D 2AXR1T

L/i-a—o

I $ oc get vsb -n <app_ns>

b. % E® VolumeSnapshotBackup CR DETIRRZHEER T 2 ICIE. ROATY FEETL
7,

I $ oc get vsb <vsb_name> -n <app_ns> -ojsonpath="{.status.phase}"

3. VolumeSnapshotBackup CR D X2 7—% X H' Completed IZ%4: % £ T, HOBHFLET,

4. ResticSecret TIREINALR Ty T ay MAF TV MNANTIIVRLCEE1DHBE
e L £9, /<OADP-namespace> & \\ D #EBEFF % 15D, WR D BackupStorageLocation
AL =I7ONRAF—TZIDRFTYy T ay NaBRBTEET,

4.9.3.4.3. OADP 1.2 Data Mover & 3&IRY 1 —LEFHALET—IDY R T

CephFSRA ML —2 DY v+ O—JE—HEEN/NY V7 v TFIBTEMICAR > TV BIHE, OpenShift
API for Data Protection (OADP) 1.2 Data Mover Z R L T, D&IRY 2 —LDHZRIETT—9 %)

A b

FIR

FCEEYT, Y rO—dC—HERETFECRERINE LA,

1L ROAYY RERTFTLT, 7Y 45— 3@ namespace ZHIR L £7,

I $ oc delete vsb -n <app_namespace> --all

2. ROAX Y REETLT, Ny U7y THICER I 117z VolumeSnapshotContent CR % Hilfk
LE9.

I $ oc delete volumesnapshotcontent --all

3. ROBID &L S IZ, Restore CR &=/ER L £,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>

4. ROF|IE%EETTL T. VolumeSnapshotRestore CR DETIRRAZEER L 7,

a. 9 RT D VolumeSnapshotRestore CR DETIKR A FEFR T 2 ICIE, RO Y R&EEFT
LE9.

I $ oc get vsr -n <app_ns>

b. % E® VolumeSnapshotRestore CR DEITIRR 2 FEFR T 2 ICIE. ROIATY RZEITL
7,
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I $ oc get vsr <vsr_name> -n <app_ns> -ojsonpath="{.status.phase}
5 RDIARVKERITLT, 7V r—ravr—9 M ExRInNil & 2BRLET,
I $ oc get route <route_name> -n <app_ns> -ojsonpath="{.spec.host}"

o]

4.9.4. OADP 1.1Data Mover 2R L7=/\v o 7y T1ED7 ) —> T v 7

OADP 1.1 Data Mover D&, Ny I 7y THRITLIERBICT 90—V 7y TaRITTEINHELND
YFEd,

D)= TyFITE RDY) Y —ZADBIRINEENET,
o Ny  NADRFTY T3y h
e VSRH—NVY—2R
¢ X Ta—JUIR->TERITINZD, BYBLETINDZNY I 7Yy TFIBEOHEDKRY) 12— LA
2FyvFoay by T T (VSB)
4941 1\ry NADR Ty 7> a vy Ok
OADP 1.1Data Mover (&, /XY I 7y FRICIDULEDR Ty T ay hanNry NMIEKTHBELHY
F9, INTORFTYyTYayv balIRTZ2EE, AADRFTYyToay MaBIRTZIEETEE
ER
¥
o N7y NADIRTDRF Y T3y MNaHIRT 2ICIE. T—9RET S 7—> 3> (DPA)
® .spec.backupLocation.objectStorage.bucket ') ¥V —X TIEEINTW S
/<protected_namespace> 7 # LY —%EHIBR L £ 7,
o H2MRFTyToav NaHIRT I, UTFDEIICHRY F LT,

1. DPA .spec.backupLocation.objectStorage.bucket ') YV —X CHEEINTW3S
/<protected_namespace> 7 # LY —%A SR L F T,

2. /<volumeSnapshotContent name>-pvc & L\ D FEFBEEA T WA@Y R 7 LY —%HIFR L
¥9, ZIT. <VolumeSnapshotContent_names> (&, Data Mover IZ& > TPVC &I
YER X 1 7= VolumeSnapshotContent T9,
4.9.42. 7 329 =1V —RDHI
OADP 11DataMover i, AV TF+—RA ML=V AV H—T AR (CSHRY 2—LDRFvTay
Y E—RMNATVTIOMRARNTFICERBIINY I Ty TE2HEIMIEARRL, V53R —)VY—2R
ERITHBENDHY FT,
4.9.4.2.1.DataMover &ALy I 7y FEYRMNTHERILIZEDI SR 5—Y) YV —ADHIR
DataMover ZER LNy 27y TE YA NTHAKRILEE., 7Y —2 32O namespace ICF >
T W% VolumeSnapshotBackup % 7z i& VolumeSnapshotRestore CR ZHIfR TEX £ 9,

FIR

140



FABEOADP 7SV r—a vy I 7y TEER

. DataMover ZER L7=/NXv o 7 v F1&IZ, 7TV r—< 3 Dnamespace (INv V7 v TE &

VCYRANTTBT7TY S —>3a3 > PVC AEE namespace) IKFE>TWE IS R9—1) Y —R %
HIBRL £ 9,

I $ oc delete vsb -n <app_namespace> --all

. DataMover T2V A NTRICEDVSAYI—)Y—X&HIKRLET,

I $ oc delete vsr -n <app_namespace> --all

. WEICIH LT, DataMover 2T EZNY 97y THLPY R MNT7RICE>TWS

VolumeSnapshotContent ) V — X #HIBR L £ 7,

I $ oc delete volumesnapshotcontent --all

49.42.2. DataMover ALY I 7y TEVRMTPZHBOMICHIIF - IXEKBMLEEEZEDI SR
H—1) Y —ZDHIE

DataMover ZER LAY 27 v THE L) R N TERENKET 2H. BOMICLHKRIILAWEGES
&, 77 r—> 3 > ® namespace ICIE1EF % VolumeSnapshotBackup (VSB) % 7z l&
VolumeSnapshotRestore hH 2% LYY —ZXAEH(CRD) 22 )—>F7vy FL, Z@aA¥ hbO—5—IC
O TERINIZRPR) Y —REV )=V Ty TET2UENHY £T,

FIR

1L ROOAT Y REAALT, DataMover ZFERLI/NNY 7 v THBERIKE KIS AY—1)

Y—2R&5D)—V Ty TLET,

a. 77— 3> namespace LM VSB CRD ZHIfr L £, Z D namespace ICI&, /Vv
VT TELVERTETS)r—2a v PVCHEFATVLET,

I $ oc delete vsb -n <app_namespace> --all
b. VolumeSnapshot CR %#HlIik L 9.
I $ oc delete volumesnapshot -A --all
c. VolumeSnapshotContent CR ZHlIf& L £7,
I $ oc delete volumesnapshotcontent --all

d. R*#& X N7 namespace (Operator 51 ~ X b —JL ¥ N T W% namespace) LD PVC % §
NTHIBRLET,

I $ oc delete pvc -n <protected_namespace> --all
e. namespace £ ® ReplicationSource ') VY — XA % TR TCHIFRL X T,

I $ oc delete replicationsource -n <protected_namespace> --all
RDARY R%EAALT, DataMover ZFA LY A NTPERERICESTIZRI—) V=R
HOV—VTvTLETS,
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a. VSRCRD ZHIFRL £,
I $ oc delete vsr -n <app-ns> --all
b. VolumeSnapshot CR %Ik L 9.

I $ oc delete volumesnapshot -A --all

c. VolumeSnapshotContent CR Z#HlIf& L £ 7,

I $ oc delete volumesnapshotcontent --all

d. namespace L™ ReplicationDestination ) ¥V — 2 % § R THIFR L £ 9,

I $ oc delete replicationdestination -n <protected_namespace> --all

4.10. OADP 1.3 DATA MOVER

4.10.1. OADP 1.3 Data Mover (CDWT

OADP 13 [ZIE. Container Storage Interface (CS) RY 2 —LDRF v Foav hEYE— ATV
JMNARNTICREITH-OICERATES, EJL MMV DataMover "E&FhTWE T, EJL MM Y Data
Mover Zfd2 &, V3R —DESE. R[HIR. FLEBIEIRELLBEIC. VE—NFTV)
NRANTHOSRT—MNINT I =23V aBRTEES, ATy Foay hTF—95aHmAMY. £
BYRI M) —ILEZADLHDOT7 Yy TO—Y—AH=ZXLE LT Kopia Z#FALET,

OADP (. U FTCSIRFyFYay haHR—MNLET,

® Red Hat OpenShift Data Foundation

® Kubernetes Volume Snapshot APl % t7/R— k 9" % Container Storage Interface (CSI) K5 4
N—%FRTIZZOMDI ST RA ML —ITONS 5 —

8%

OADP D EJL k1 >~ DataMoverld, 77 /0 —FLE1—DHDMETT, T2/
AY—7LEa1—#EEIE, RedHat @Y R— MDY —EXLRILTT)—A2 b
(SLA) OFHRHATH Y. HENICTEETIERWSEELHY £9, RedHat 1&. EHREIR
BTINOAEFRATAIEAEHELTVWERA, 77/0V—7L E1—#EE1d. S5
DEGHEEXWVERCIREL T, BERERBETHEDTAMNEITWT 1 — KNy U %124
LTWEECZEEZBEHNELTWVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 283FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TEIN,

4.10.1.1. EJU b1 >~ Data Mover DE%h{t

EJL N A > Data Mover ZBMICT 2 ITIi&. CSI 7574 » % #43A4. DataProtectionApplication
NARYLYY—R(CR)T/—RI—Yzv NaEWILTEHBELFHYES, /—RI—J v b,
T—IRBENETEY 2 —I)LEKRAMNT B Kubernetes T—E vty NTT, ZhillX, DataMover @ bk
A—>—, 7y 7O0—4%— YR KN)—DEFhZFT,

DataProtectionApplication ¥ =7 = X b Dl
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apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: dpa-sample
spec:

configuration:
nodeAgent:

enable: true ﬂ

uploaderType: kopia 9
velero:

defaultPlugins:

- openshift

- aws

- csi 6

#.

ﬂ J—RI—Yzv NEAMITZ TS,

9 7y TO—4—0iEHE, FHETXSMEIL restic /I kopia T3, EJL b1 > Data Mover
i&. uploaderType 7 1 —JL ROMEICEERRL, 774NN MDT Yy TO—F—AH=_XLELT
Kopia ZfEAHL 7,

g FIAIWNTSTAVDYRMIEEND CSITST1M YV,

4.10.1.2. EJL M >~ DataMover @Y bO—5—&hHR Y LY Y —REE (CRD)

EJL b A > Data Mover B4BEICIE, Nw O Ty TEETEBETE/HODCRD ELTEEINZ3ID
DFLWAPI ATV MHABAINTWET,

e DataDownload: R') 2 —ARF vy T3y hDF—449ovO0—RK&aXRLET, CSITZT1
Vi, BT BRY 2 —LTEIC1 DD DataDownload 7 7Y =9 M AR L &
9, DataDownload CR ICIE., #—#4v bR 2 —A, IEEI N/ Data Mover, IREDT—4
FooO—RKROETRRE, BEINNY I Ty TYRIMN)—, 7OECLRARTEDORED
F=44ory0—-ROBERICATZIEBNIEENET,

e DataUpload: R 2 —ALRF vy >3y hDF—497vy7O—-REaXRLET, CSI TS T4V
&, CSIZRFvy T3y hZ&Il1DD Datalpload # 72 =7 %/ L £, DataUpload
CRICIE, BEINLRF Yy T ay b, BEINK DataMover, IBEINLNY I T v T
RYMN)— REODT—47y 70— ROETKR, BLCTOERARETEROREDT—%
7y 70— ROBRICET 2EHRNIEEFNET,

e BackupRepository: /Xy V7 v FYRI N —DSA4 74 V)KL, BELET, OADP
I&. namespace DRHD CSI ATy T ay by I Ty TELIIETHERINS &,
namespace Z&EIWCNY I Ty YRS N —BERLET,

4102.CSIRFTYy T ay NNy I Ty TEETT

OADP 1.3 Data Mover 2R L T, KR 2 —LDNY I Ty FEETEEITTIET,
410.21.CSIRFTy Foay baFALLKGER) 2a—LDNRY I 7y T

OADP Data Mover % &M L CT. Container Storage Interface (CSI) R 2 —ALDRF v F¥av &)
E—MNATIVTORNRANTIINY I Ty TTEET,
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AR
e cluster-admin O—JLTY SRY—ICT7 IV EATE S,
e OADP Operator B’ Y Z h—JLINTW3,
o CSI 73574 v%#HAH. DataProtectionApplication H X% L)Y —Z (CR) T/ — KNI —
VIvhEAMICLTWS,
o FID namespace TEITINTWVWBKGERY a—LEZFOT7 IV Ir—2avhH s,
e metadata.labels.velero.io/csi-volumesnapshot-class: "true" @+ —/{EXR7 %
VolumeSnapshotClass CR IZEfI L TW 5,
FIa

144

ROBID &L S, Backup 772z bOYAML 7 74 L &EERR L £ 9,

Backup CR Dl

kind: Backup
apiVersion: velero.io/v1
metadata:
name: backup
namespace: openshift-adp
spec:
csiSnapshotTimeout: 10m0s
defaultVolumesToFsBackup: false
includedNamespaces:
- mysql-persistent
itemOperationTimeout: 4h0mO0s
snapshotMoveData: true ﬂ
storagelLocation: default
ttl: 720h0mOs
volumeSnapshotLocations:
- dpa-sample-1
#...

CSIRFTwToayvhDY)E—FNAFT TSI MNAMNL—UADEEEENICT BIC
&, true ICEREL X9,

2. XZT7xAMABEALET,

I $ oc create -f backup.yaml

2y T3y NOERDRT $ % &, DataUpload CR MER I £ ¢,

DataUpload CR @ status.phase 7 1 —JL RZBS#H LT, R+ v Foay h7—40YE—FH
ATV MAMNFICEBILEGEINLIEABRALET, FHAINZEI In

Progress. Completed. Failed. Z7z|& Canceled T, # 7Yz bR NT

l&. DataProtectionApplication CR ® backupLocations 2 49 V' CHREINZE T,

o RDAYV RKAETLT, §XTOD DataUpload # 7> V7 hDY A MEEBLE T,
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I $ oc get datauploads -A

H A B

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp backup-test-1-sw76b Completed 9m47s 108104082 108104082
dpa-sample-1 9m47s ip-10-0-150-57.us-west-2.compute.internal

openshift-adp mongo-block-7dtpf  Completed 14m 1073741824 1073741824
dpa-sample-1 14m  ip-10-0-150-57.us-west-2.compute.internal

o RMOATY K%ZE{TL T, DataUpload # 72 = ¥ kD status.phase 7 1 —JL KD{E% &
RLET,

I $ oc get datauploads <dataupload_name> -o yaml

H B

apiVersion: velero.io/v2alpha1l
kind: DataUpload
metadata:
name: backup-test-1-sw76b
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
csiSnapshot:
snapshotClass: "™
storageClass: gp3-csi
volumeSnapshot: velero-mysql-fq8sl
operationTimeout: 10mO0s
snapshotType: CSI
sourceNamespace: mysql-persistent
sourcePVC: mysq|l
status:
completionTimestamp: "2023-11-02T16:57:02Z"
node: ip-10-0-150-57.us-west-2.compute.internal
path: /host_pods/15116bac-cc01-4d9b-8ee7-
609c3bef6bde/volumes/kubernetes.io~csi/pvc-eead8167-556b-461a-b3ec-
441749e291c4/mount
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
snapshotlID: 8da1c5febf25225f4577ada2aeb9f899
startTimestamp: "2023-11-02T16:56:22Z7"

‘) Zhid, 24y Foay hF—9NYE—RF TPV MR NFPICEEICEEI N
ZEAETRLTVWET,

410.22.CSIIKRY a—LRFvyTay hOET

Restore CRZ/Ef§5 2T, R a—LRFyToay NEETTEET,
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Pz -
OAPD 1.3 M EJL k1 > Data Mover % {EF L CT. OADP 1.2 i 5 Volsync /X 7 7 v 7%
BT EIETEZTEA, OADPIBICTY 74U L —RT BHIIC. ResticaEHALTT
RTODT—IA—RDIT7AINVATLANY DTy THEETTEHIIENHERBINET,
AR
e cluster-admin O—J)L CTY S RY—IC TV ERATE 3,

o F—HMETITE XS OADP Backup CRH'#% %,

FIR

L ROBIDLSIC. Restore CRDO YAML 7 7 AL AER L E T,

Restore CR Ol

apiVersion: velero.io/v1
kind: Restore
metadata:
name: restore
namespace: openshift-adp
spec:
backupName: <backup>
#...

2. = J7xAMEBEALEY,
I $ oc create -f restore.yaml

EITHRBIND &, DataDownload AERINZE T,

e DataDownload CR O status.phase 7 1 — /L REAF v Y3352 ET, BEXT/OCRADAT—
HABEFRTEFET, FHINSEIE. In Progress. Completed. Failed. 7% Canceled
TY,

o FARTDDataDownload # 7Y 7 FDY A MEES T BITIE, ROAVY RAEETLE
ERR

I $ oc get datadownloads -A

H A B

NAMESPACE NAME STATUS STARTED BYTES DONE TOTAL
BYTES STORAGE LOCATION AGE NODE

openshift-adp restore-test-1-sk7lg Completed 7m11s 108104082 108104082
dpa-sample-1 7m11s ip-10-0-150-57.us-west-2.compute.internal

o RMDAXY R&EANLT. HED DataDownload + 7~ = & b D status.phase 7 1 —JL
FDEZHRL XTI,
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I $ oc get datadownloads <datadownload_name> -0 yaml
Al

apiVersion: velero.io/v2alpha1l
kind: DataDownload
metadata:
name: restore-test-1-sk7Ig
namespace: openshift-adp
spec:
backupStoragelocation: dpa-sample-1
operationTimeout: 10mO0s
snapshotlID: 8da1cbfebf25225f4577ada2aeb9f899
sourceNamespace: mysql-persistent
targetVolume:
namespace: mysql-persistent
pv:""
pvc: mysql
status:
completionTimestamp: "2023-11-02T17:01:24Z"
node: ip-10-0-150-57.us-west-2.compute.internal
phase: Completed ﬂ
progress:
bytesDone: 108104082
totalBytes: 108104082
startTimestamp: "2023-11-02T17:00:52Z2"

Q CSIZRFyToay NF—o9PRERICETINEZEARLET,

AN NS TIVoa—FT4>7T

OpenShift CLI %Y —JL F 713 Velero CLI Y —JL &EF LT, Velero hA% LY Y —2Z (CR) &F /Xy
JTEET, VeleroCLIYV—ILIE, SYFEHADOI/BLVBERERHELET,

AVAN—IDEE. CRONY I Ty TEBTORE, &£V Restic DREE ZHEBTEIT,
A4 & CRIEHIL. must-gathery —J)L Z#FH L TIRETEZET,
Velero CLIY — L&, ROAETAFTEEY,

® VeleroCLIYV—I%&¥DU>O—KT 3

o VS2AH—MARD VeleroT7OA AV NTVeleroNA T —IZT IV ERT S

411 VeleroCLIYV—J)LA4¥H>vO—Kd$ 3%

Velero D RF a2 Ay hR—T OF|EICHE> T, VeleroCLIY—ILEF D O—RKRLTAVAM—JLT
XX,

IDOR=VICE, UTFICET2FIRNEENTUVET,

® Homebrew Z={# L 7= macOS
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® GitHub

® Chocolatey Zf#F L 7= Windows

AIRE 4
e DNSEOAVTF—XY NT—OWEMICE>TWS, vI16 LIED Kubernetes 7 5 249 —IC T
JERATESD,

o kubectl Z#O0—HILICA VA M—=ILLTW3S,

FIE
. 759 —%FE. Velero Web %4 b_E®D "Install the CLI" ICFZEIL £ T,

2. macOS. GitHub, F7z1% Windows D&t FIEICHFEWVNE T,

3. A L TW3 OADP & & U OpenShift Container Platform @/X—< 3 V(@)% Velero /X —
vavaEdoro—RKLET,

4.11.1.1. OADP-Velero-OpenShift Container Platform /X\—< 3 > OB

OADP D/X—¥ 3> Velero D/X— 3> OpenShift Container Platform

AS -

11.0 1.9 4.9 LI
111 1.9 4.9 LI
11.2 1.9 4.9 LI
113 1.9 4.9 LI
114 1.9 4.9 LI
115 1.9 4.9 LI
11.6 1.9 4.1 LABE
11.7 1.9 4.1 LABE
12.0 m 4.1 LABE
121 m 4.1 LABE
12.2 m 4.1 LABE
123 m 4.1 LABE
13.0 112 4.12 LARE
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4NM2. VS RAY—HD VeleroT7OA4 XY NTVelero/ XA F)—ICT7 RT3

shell AY Y REFAHLT, V75RY—KD Velero T 704 X hD Velero/N4 F 1) —IC TV ERATE
F9,

=55

e DataProtectionApplication 1 X% L) Y —Z2D X 7—4 X1 Reconcile complete T# %,

FIR
¢ RDAXYV RZEAALT, BELIA)T7RAZRELEY,

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.11.3. OpenShift CLI Y — )L Z{EA L7 Velero ) YV —XDFT /Ny J

OpenShift CLIY —JLZ{EB L T Velero h X% L)Y —X (CR) & Velero Pod OV %5 &
T, RBLIENY O Ty TELIEETET NNy I TEET,

Velero CR

oc describe <> K% L T, Backup 7% Restore CRICEET Z2ELE LTS —DENEES
L/ i’a—o

I $ oc describe <velero_cr> <cr_name>

Velero Pod O %
oclogs Iv > R%ZEAL T, VeleroPod A7 ZEEL X7,

I $ oc logs pod/<velero>

Velero Pod @7 /Xy 7/O%
ROBITRT & B Y, DataProtectionApplication )Y — 2T Velero AV LRIV EIBETEET,

v et
' DA T avik, OADP1OI LI TCHEEATEZT,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

RD loglLevel {[EZFERATEET,
e trace

e debug
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® info

® warning
® error
o iy
® panic

FEAEDOVICIE debug AT 2 EA2HELXT,

411.4.VeleroCLIYY — )L AR L7 Velero )Y —XDFT /Xy 5

Velero CLI'Y —)L%&{FH L T. Backup & & U Restore h A9 L)Y —R(CRYAFT/N\vJ L, OV %
METEET,

Velero CLI 'Y —JLIE, OpenShift CLIY —JL &V £ MR BRAIREL T,

Bx
ocexec IV Y R&EFEAL T, VeleroCLIOAYY REETLET,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

NVTA T ay
velero —-help + 7> a3 V& FERAL T, §XTD VeleroCLIAYY K& Y X MKRRLZET,

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe ¥V K

velero describe <> N%{#MH L T, Backup F7-|% Restore CRICEAET 2EEEL I 7 —DEN%
NELET,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

ROFEFEDETIT S — EZLEN, velerodescribe ) V TRA MDODHAICKRTIINE T,

e Velero: Velero BADRIFICEET 2 A v E—YDY RN (V570 KADEK. NvoT7v 7
T77AIVDFHHFRY R EICEETEZA Yy E—URE)
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e Cluster: VS RY—RA—TDNY—RADINy I Ty TEEIZETICEAET X vE—ID)
2k

e Namespaces: namespace ICREINTWE )Y —RONy 97 v TELIFETICEET 3
Avtz—IDY R b

INSDOATT)—DVWITNATIDULEDIS—DFKET D&, Restore IIEDRT—49 AN
PartiallyFailed IC7: Y, Completed TIF < R2Y EXT, BEFICFI>TRTRAT—IADEILTSHI &
ixhY FEA,

BF

o JY—REHFDIZ—, DFY Cluster & ' Namespaces TS — D5
&. restore description --details H/31C. Velero MEFTICAKII LT RTD Y
Y—ZDYVAMEEFNTVWET, CZOLIBRIZ—DRELELYY—RIIDWV
TiE. ZDOVY—ZADERICV SR —HICFEET 2D EI N EHRL TS
(AW

o describe <Y RDOHAIZ Velero TZ5—HH->TH, VY—RBEEFEDIS—NH
BWESIE, 7—70—RFDETTEEOBENRET B ERKETI,ET L
AREELrHYET, 7L, BEXBOT TV —2a v a5 +0ICRIELTLKE
Ty,
=& ZIE, HAIC PodVolumeRestore £/ / —RIT—Y v MNEHEDIT S —
NEFEFNTWBIHEIE. PodVolumeRestores & DataDownloads D X 57 —4 X
ZHIALET, IhooVBWThEERBLTWARWD, FEETHTHBIHFEIE.
RN a—LT—9PERAIETINTWSAEELHY £,

logsAv¥ >V K
velero logs I~ > R%&FMH L T. Backup £7-|& Restore CROOVZEEL £ T,

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

B

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

AN5. A EY—FIECPUDARREICLY Pod NV Sy aZx/-IdBEEFHT S

AEY—FIECPUDTRREICLY Velero £7/zlE ResticPod X7 S v a Lizpa. chonl) Yy —
Z2DWTNMNMIH L THEHED) Y —RY VTR NEBRETEET,

B R
¢ TARIVBLIUXEYY —DEH

4.11.5.1. VeleroPod DY) Y —ARAY I TR MD:E

oadp_v1alphal_dpa.yaml 7 7 1 JL® configuration.velero.podConfig.resourceAllocations ft#k
74 —JLRZERALT. Velero Pod ICX T 2FED) Y —RABERZHBETIET,

FIR
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e YAML77A4J)ILTCPUESLY memory )V —ZADY) IV TAMNEHRELET,

Velero 7 7 1 LD

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
velero:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 200m
memory: 256Mi

ﬂ 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

4.11.5.2. ResticPod DY Y —RXAY IV TR FDEXR

configuration.restic.podConfig.resourceAllocations {t#k 7 « —JL K% L C. Restic Pod DHFE
DY)V —RAEREZRETEEY,

FIR

e YAML77A4J)ITCPUELY memory )V —ZADY) IV TAMNEEZRELET,

Restic 7 7 1 JLDH

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

configuration:
restic:
podConfig:
resourceAllocations: ﬂ
requests:
cpu: 1000m
memory: 16Gi

ﬂ 1) 2 XN TW3 resourceAllocations (3. FHEFAHETT,

8%

)Y —RBEXRT 14 —I)L DEIE., Kubernetes )V —REBH LR LERICK D BELHY
¥9, F7. configuration.velero.podConfig.resourceAllocations % 7= [&
configuration.restic.podConfig.resourceAllocations % 157 L &L\ 54, Velero Pod
¥ 72 1% Restic Pod @7 7 # JL b @ resources {EHkIZRD L D ICAY £F,

requests:
cpu: 500m
memory: 128Mi

152



FABEOADP 7SV r—a vy I 7y TEER

4.11.6. Velero & = {1 Webhook ICEEd % B&

Velero Tld, EITHICZ T Webhook DB A iR I ZHEEENFIRINTWE T, = Webhook % fif
Hd27—0—RHPHBIFEEIE. BIND Velero 7S5 TA4 VA FRT2H. 7—o0— ROETHE
HEEBETINERDZIGENHY £,

BE. 2 Webhook ZEHT 27—V 00— KT, HAICKHEDERED) Y —R%2FNRT 2BEND
YEd, BE. 2 Webhook ldF YUY —RAETOY VT3, TNIFFICT7—70—KIZFI)Y—
ADHBGEICHTRFIYIY,

=& 2 &, service.serving.knative.dev 72 E D LA 72V MaEFIFERTT 2 L. BE. F
)Y —ZABEINICERINE T, ZRIICINZITOHE. VeleroZFEALTINSDY Y —X&/ERK
BLVETTI2HNEEIHY FHA, TNITEY., Velero NMERT Z2ABEMDH 5=+ Webhook IC& 2
TFNVY—2ZPTAvI3InNzdEVIEEIERINET,

4.11.6.1. 24} Webhook Z{# 9 % Velero /Xv ¥ 7 v T7DRIEEDE T

DTV avTlE, 2 Webhook ZFHT BV DHDY A TD Velero /Ny I Ty TD)Y—R%
BRI 3DICHELRBMOFIBEICOVWTHBELET,

4.11.6.1.1. Knative Y VY —ZA D&

Velero A {#EF L T2 {F Webhook #{#H T % Knative YV —RX&/Ny o7y 7T 5BICEENRKET B
BENHY XY,

Z{+ Webhook AT % Knative YV —RENY I 7y THLOETTIHEIE. BICRLEMD
Service ) V —RARMICETT BRI ET, TOEH)LEBELLRTETET,
FIE

e & L{id service.serving.knavtive.dev Service ') YV —R BT L £,

$ velero restore <restore_name> \
--from-backup=<backup_name> --include-resources \
service.serving.knavtive.dev

4.11.6.1.2. IBM AppConnect 1) YV —Z2DET

Velero Z{#F L T3t Webhook %#D IBM AppConnect ) V—R%&E$ % & X ICRBEIRE L5
BlE. ZOFIEOF v 7V ERTTEET,

FIR

1. 7524 —MA kind: MutatingWebhookConfiguration D%t 75 74 V DEENH % H
Fxv I LET,

I $ oc get mutatingwebhookconfigurations

2. % kind: MutatingWebhookConfiguration ® YAML 7 7 1 L AFAXRT, B@EHIEELTWDF
Tz MNOERETOY VT 2I—ILH BN EEBRLET, 5EMIE. Kuberbetes DA
FFraxXvh Z28RLTEIV,
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3. Ny U7y TEICER I N 5 type: Configuration.appconnect.ibm.com/vibetal @
spec.version i', 4 XA h—J)LEIN T3 Operator DY R— kTR THZ I & &R L TL
IV,
4.11.6.2. OADP 73> 7/ 1 ~ OB A DA
RDE Y 23> Tlk, OpenShift APl for Data Protection (OADP) 75 &4 >~ MEEA DREREIC D LW TR
BALEY,
4N621L. Y=Ly MBBRWIET, A A—JRAMY—LD/RY I Ty ThIZ Velero 574 TR
ZyIDRET D
Ny o7y FTENY U7y TIRIESGAT (BSL) A¥ Data Protection Application (DPA) DEIFA TEE I h

TW3IF4E, OADP OV bO—5— (D% Y DPA OFA%) IC& > TEEY % oadp-<bsl_names-
<bsl_provider>-registry-secret MER I N EH A,

Ny 97y TERTTSE, OpenShift Velero 7S5 A VYDA A=V AN =Ly I 7y TTIRZy
JICRY RONR=Zy VIS —HNRRINZET,

024-02-27T10:46:50.0289517447 time="2024-02-27T10:46:50Z" level=error msg="Error backing up
item"

backup=openshift-adp/<backup name> error="error executing custom action
(groupResource=imagestreams.image.openshift.io,

namespace=<BSL Name>, name=postgres): rpc error: code = Aborted desc = plugin panicked:
runtime error: index out of range with length 1, stack trace: goroutine 94...

4NM.6.211. /1=y IV TS5 —%0ORY 3 7/-HDEHEE
Velero 7S94V DIRZy VT S5—%BRT 3IC1E,. ROFIEEETLET,

1. AR LBSLICETRSNILEZMITET,

I $ oc label BackupStoragelLocation <bsl_name> app.kubernetes.io/component=bsl|

2. BSLIZSRILEfFIF7-1%. DPADREAZFEET,

pa 3]
_ DPA BIICEMAEEZINA S I & T, BHEHNICHEZITOZENTEEXT,
3. DPA DFAZETIL. @t/ oadp-<bsl_name>-<bsl_provider>-registry-secret H{E I L TLY

528, ELWLIYRNY)—F—INZICHREINTWEBIEEHALET,

I $ oc -n openshift-adp get secret/oadp-<bsl_name>-<bsl_provider>-registry-secret -0 json | jq
-r ".data’

4.11.6.2.2. OpenShift ADP Controller Dt/ XA V57— 3 ViER

cloudstorage & restic DA = H%0IC LT DPA 52 E Y % &. openshift-adp-controller-manager
Pod BV Zv>al. Pod' I Zvval—TOEIAVT—2 3 ViERTKRRT 2 F CTEIRICEERE
EBLET,

154



BABEOADP 7 IV r—>avony 97y TEER
velero % 7z cloudstorage IFHEE ICHMbAIA 7 4 —IL RTH B72H. ELEOHN—ALITERTEE
ER

e velero & cloudstorage DA AN EZRI N T S55. openshift-adp-controller-manager (&
KBMLET,

e velero & cloudstorage DWW N EEHZINTULWRWES, openshift-adp-controller-
manager ($XB L £,

CORBEDEFMIZ. OADP-1054 LB L T 23,

4.11.6.2.2.1. OpenShift ADP Controller Dt 7 X 57— 3 ViEROELEE

DPA D& ERFIC, velero  7zI& cloudstorage DWW EET Z2HENHY 9, DPATHEAD
APl % E%& ¥ % &. openshift-adp-controller-managerPod 'V 2 v > 2 )l—TDE I AV F—a >
ERTERBLET,

4.11.6.3. Velero 7’5 74 A v t— "received EOF, stopping recv loop" % 3R Y

pa

Velero 7574 V&, Blo7OER& LTHBINE T, Velero BENTTT5E. K
MLIEHEINMIIDDLLTRTLET, T/8v 707 received EOF, stopping
recvioop X v t—d, TS TAVRBRIENIRT LAEZEAETRLET, T5—DRELE
DIFTIEHY FH A,

B EtE R
o ZNTST14Y
e Webhook BS54

e Webhook 2 TS 74 DY A4 T

A4N7.1 VA M—JLDREE

Data Protection Application 4 Y A k=)L § % & XTI, BT 4 LU M) —FHIFER o 7-5R5EER
HEATREIEICE > THRENRET DHEELHY FT,

ANTANRY YTy TAML—=JILBHBRTA LI M) —DPEFEhTVWET

Velero Pod O 7'ICT 5 — X v z—< Backup storage contains invalid top-level directories H*'&/R X
nxv,

RER

TV RMRAML—=YICIE Velero T4 LY M) —=TRBWRY TLANLDTA LY M) —DEFH
TWEY,

fRRTE

72U MR KML—UB Velero EFATRWESIE. DataProtectionApplication ¥ =7 = X b T
spec.backupLocations.velero.objectStorage.prefix /X5 X —4 — %% E L T, /N7 v MDEBERH %R
ETD2MENHY FT,

155


https://issues.redhat.com/browse/OADP-1054
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/architecture/#admission-plugins
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/architecture/#admission-webhooks-about_admission-plug-ins
https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/architecture/#admission-webhook-types_admission-plug-ins

OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

4.11.7.2. FIE % AWS RIS

oadp-aws-registry Pod O 7ICT 5 — X v t— InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records. AR RTINE T,

Velero Pod O 7'ICI&. T Z— X v t—< NoCredentialProviders: no valid providers in chain »*5&k7~
INEY,

EE&A
Secret 7 7Y =V N DERICHERE I/ credentials-velero 7 7 1 LOFRADELL HY FHA.
R Ak

RDEID &L S IC. credentials-velero 7 7 A ILHAELL 74— Y hINTWBZ AR LFE T,

Y > 7))L credentials-velero 7 7 1 JU

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Q AWSF 7L NTOT7 74,

g BEBIART (. ) THEFAVWTLEIL,

4.11.8. OADP Operator D572

OpenShift API for Data Protection (OADP) Operator Tld, R TERVWEENRE CHRENRKET S
AREMEDNHY £,

4.11.8.1. OADP Operator 41 L MCKM Y B

OADP Operator D S3 /N4y MNMIZETHZAREMEDHY £9H. oc get po -n
<OADP_Operator_namespace> 1< >~ K%&ZE{79 % &, Operator D A7 —4 XA Running T$H % Z
EDNbMYET, ZDIFE. Operator IEEITHTH B ERWET 27D, V1LY MIKMLE &5
bnxd,

R
COREI. 757 PR CRMHINDERI TR RBEICKELE S,
R E

Ny 7y TREBABSL) DY) A MNEREBL, #BSLOY =7z X M CERAIBEHROBBEEERL £
-a—o

FIE
LROATY ROWTNIHAAERERITLT, BSLOY XA MERBLET,

a. OpenShift CLI 2R3 %354

I $ oc get backupstoragelocation -A
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b. VeleroCLI A9 3154

I $ velero backup-location get -n <OADP_Operator_namespace>

2. BSLOYAKMEFERAL, ROATYVRZEITLTEBSLOY=ZT7TRAMNERRL, &Y =7
ANMIZTT—DHRUVDEARET,

I $ oc get backupstoragelocation -n <namespace> -0 yaml

BRopl:

apiVersion: vi
items:
- apiVersion: velero.io/v1
kind: BackupStoragelLocation
metadata:
creationTimestamp: "2023-11-03T19:49:04Z2"
generation: 9703
name: example-dpa-1
namespace: openshift-adp-operator
ownerReferences:
- apiVersion: oadp.openshift.io/vialphat
blockOwnerDeletion: true
controller: true
kind: DataProtectionApplication
name: example-dpa
uid: Obeeeaff-0287-4f32-bcb1-2e3c921b6e82
resourceVersion: "24273698"
uid: ba37cd15-cf17-4f7d-bf03-8af8655cea83
spec:
config:
enableSharedConfig: "true"
region: us-west-2
credential:
key: credentials
name: cloud-credentials
default: true
objectStorage:
bucket: example-oadp-operator
prefix: example
provider: aws
status:
lastValidationTime: "2023-11-10T22:06:46Z"
message: "BackupStoragelocation \"example-dpa-1\" is unavailable: rpc
error: code = Unknown desc = WebldentityErr: failed to retrieve credentials\ncaused
by: AccessDenied: Not authorized to perform sts:AssumeRoleWithWebldentity\n\tstatus
code: 403, request id: d3f2e099-70a0-467b-997e-162345e3b54"
phase: Unavailable
kind: List
metadata:
resourceVersion: "

41.9.0ADP # 1 LT 7 k
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HALTINERERTDE, BHALTOCLRAPLY) Y —REKREITEET S OEANERPRTRTISZZ
ERCKEEICRTTEEY, COHRTEICLY., T5—, BEIT. FLIIKKRDOEUTEEEBST I ENT
xFd,

BEICRWIALTIDMNERELAWVWEDIC, REMNAFETIYIILTINERDNZ VA EED>TK
XV, BEICRVWE., 7O ANOREANLEENBNLEEELrHY FT, TAERAD=Z—XEY
AT LAREDNN T =T VA EBRITEYLRIA LTI MEAEEICRETL T, BER LTI,

RIC, SFEIFROADPIALTIRE, TNHDIRSA—H—BWVWDEDL I ICEETIHDFIE
ERLET,
41.9.1. Restic¥M1 L7 I b

timeout (& Restic ¥ 1 L7V b2 EHELE T, T74/) MEIK 1hTT,

LITR®D Y+ 1) # Tld Restic timeout Z#FHA L £9,
o PVT—HDFERAEDEEH 500GB %#i#BZ % Restic /Ny I 7 v TDIHE,
o NYITYTHNRDIZ—THA LTI MIRZHE:

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting
for all PodVolumeBackups to complete”

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X D
spec.configuration.restic.timeout 7Oy 7 DIEZREL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

configuration:

restic:
timeout: 1h

#...

41.9.2.Velero VY —ZADH A LTI b
resourceTimeout | Velero 1R % 1Y) YV —RXEZ (CRD) DM, volumeSnapshot DHIfR, ') R

KNY—DABEMRE, YA LTI MNDERET ZENERD Velero )YV —RA % F T 2B A EHEL
¥4, 774 ME10m T,

RD>F1) A Tld resourceTimeout ZEA L £ 7,
o SEPVT—YFERHENITBEZBADZNYIT Y TDIHE, TDNRIA—=F—E Ny ITy
THEZETELTY—2YF 3H0I. Velero A* Container Storage Interface (CSI) R+ v F¥ 3 v
Ny )=V Ty TELIBHIBRLED ETZEZDIYM LTI MEE LTHERAINE T,

o MDY=V T TDYTHZRZIEVSCIZNNyFEBERALLIELET, TDYALTY
NEZFDYRVICERTEZT,
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® Restic F72E KopiaDIT7 7AWV AT LR=ADINY I Ty TDINy Ty TYRIN)—%
ERFEIFERFTESDLDICT B0,

o NAILYY—R(CR)ELENY T v TIHEYY—REETTBHIC. F5RI—HT
Velero CRD AR EHENE I EMEFELE T,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X D
spec.configuration.velero.resourceTimeout 7O v 7 DEAREL £,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_name>
spec:
configuration:

velero:

resourceTimeout: 10m

#...

4.11.9.3. DataMover D% 1 L7 b

timeout (¥. VolumeSnapshotBackup & & U' VolumeSnapshotRestore #5827 § 571 —H—
MEELIIALT Y NTY, 774/ MEE10M T,

RO F 1) # Tl Data Mover timeout AL 7,

e VolumeSnapshotBackups (VSB) & &£ U VolumeSnapshotRestores (VSR) #{EK§ 2155
&, 0D RICYMLTIMNLET,

o L PVT—4EHEN 500GB 2B A 5 AHRBRIER T, thDY A LTI MNEFRELET,
e VolumeSnapshotMover (VSM) 75 71 V& FERAL £,

o OADP 1.1x M d*,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7 T X hD
spec.features.dataMover.timeout 7O v 7 DIEZREL T,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_name>
spec:

features:

dataMover:
timeout: 10m

#...

4N94.CSIRTyFS>ay hDYA LTI b
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CSISnapshotTimeout (&, Y1 LA )T bE L TCIZZ7—%2Z1R9 AIIc, CSI VolumeSnapshot A7 —% A
' ReadyToUse IC72 % & TR T 2 EREBORBEAIEELET. T 7 2J/L MEIX 10m TT,

UTFDY+ 1) 4Tk, CSISnapshotTimeout #EH L £,
o CSITZU1,

o XFv T ay NOERICIO DULEDGDBEEEMLHBIEEICKIBELANL—YR) 2 —4A
DB, OTICIALT I MDRDODN2LBEIF. TOYAM LTI MNEFABLET,

R

WE. CSISnapshotTimeout D7 7 #JL MEIE, T 7 2V MEEETABRELRI ML —Y
) 1—LIKHIETE S0, AETILEZHY ZHA,

FIR

o RDOBFID &L I, Backup CR Y =7 = X h®D spec.csiSnapshotTimeout 7 O v 7 DIE % fREE
LE9.

apiVersion: velero.io/v1
kind: Backup

metadata:

name: <backup_name>
spec:
csiSnapshotTimeout: 10m
#...

411.9.5.Velero IcB 327 A T LEBEDT 7 AN KMIYIAL LTI b

defaultltemOperationTimeout Tl&. 3EFEHID BackupltemActions & & U RestoreltemActions A%
ALTIMIRBEIICRTT 204525 T 2HHEERLET, 774/ MEIXZ1h T,

LUTFDLF+Y) 4Tl defaultitemOperationTimeout = EH L £ 9,
® Data Mover 1.2.x D &,

o BEDNY I Ty TELIFBRMNFRAPT I/ avORT 2/ T 2EE2EELE T,
OADP BB OV FF XA N T, ZDIEIE. Container Storage Interface (CSI) Data Mover
REICRAET 2FEET VY a VICERINE T,

e defaultitemOperationTimeout %', defaultitemOperationTimeout % &/ L T Data
Protection Application (DPA) ICEZEINTWRHE, Ny I 7y 7L VETREEOEAITE
AXhFd, itemOperationTimeout Tl&. LLF®D Item operation timeout - restore £ < 3
> & & U Item operation timeout - backup 22 2 3 Y THEAINTWB L DI, Ny o7 v
DHEEET DD INOLDCROEBETDHAEERZRTIET,

FIR

o RDHBID &L S IC. DataProtectionApplication CRY¥ =7t X bD
spec.configuration.velero.defaultitemOperationTimeout 7O v 7 DIE%REL X7,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
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name: <dpa_name>
spec:
configuration:
velero:
defaultltemOperationTimeout: 1h
#...

41.9.6. 74 T LIBEDY A LTI N -Bc

ltemOperationTimeout |3 RestoreltemAction E{EDFHICHEAINZ2KEEZEELET. 774/
MNElL 1h TY,

UTFDY+ 1) 4Tk, 18T ItemOperationTimeout % FH L £ 9
® Data Mover 1.2.x D &,

e Data Mover M54 (14, BackupStorageLocation (C7 Y 7O— KLU o >O—KLET,
ALTIMIEZELTEERT7aVIRET LAWESE, KRELTY—I3nET, X b
L=YRY) 2a—LDY A XDBKEWED, 94 LT 7T NDEEHIRET Data Mover DIEREH
KT BRI CDIALT I NREZECPITRLENHBIGEDHY XT,

FIR

o RDHBIDEL S IZ. Restore CR ¥ =7 = X h®D Restore.spec.itemOperationTimeout 7O v &
DEZwREL T,

apiVersion: velero.io/v1
kind: Restore

metadata:

name: <restore_name>
spec:
itemOperationTimeout: 1h
#...

ANOT7. AT LBIEDIALT IO -y o7y S

IltemOperationTimeout (&, FEFHE BackupltemAction 2 {EDFHEIFEIAZIEELE T, T 7 4/ MEIK
1h TY,

RO F YA TlE /Ny o7 v 7 ltemOperationTimeout Z#FH L £ 7,
® Data Mover 1.2.x D &,
e Data Mover M5 &%, BackupStorageLocation (C7 v 7O— KLY o >vO—KLET,
DALTIMIEZELTENY I Ty TTIoavhET LARAVWGEIR. KBELTY—73h

FYo AML—=YURY2—LDHFAZXDNKREWNDH, 914 LT DR E?’J“J?\’C“ Data Mover
DEFENRET 25T, ZDIALT I MNRELZEBPIRBENDHDGEHY T,

FIR

o RDBIDEL S IZ, Backuo CR ¥ =7 = X kD Backup.spec.itemOperationTimeout 7 0 v ¥
DEZwREL T,

apiVersion: velero.io/v1
kind: Backup
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metadata:
name: <backup_name>
spec:
itemOperationTimeout: 1h
#...
411.10.CR DEBED /NNy IV 7 v TE L VETT

Backup $ & U Restore 1 2% Ls1) Y —X (CR) TINLD—BRMARBBENIRET ML HY F
-3—0

AN101. 1Ny F7y FCRIFAKR) 2a—LAZMBTCIFEHA

Backup CR I&. T Z— X v t— InvalidVolume.NotFound: The volume ‘vol-xxxx' does not exist
ERRLET,

-
[RE

KERY 2—L (PV) ERF Yy TYay NOBRIEFERZY—VavIilhYET,

R ITE

1. DataProtectionApplication ¥ =7 = X b @ spec.shapshotLocations.velero.config.region
F—DEEZRELT. RF v Toay NOBANPYVERBLYY —YavildhdLIICLET,

2. L\ Backup CR #/Em L £,
4N102. 8y 97y FCRRAT—H R ETHFDEETY
Backup CR D X7 —% X% InProgress D7 Tt —XDFX X ThY., BT LEHA.
EH
Ny 9Ty THREINBEEIE. BRATZ2IENTETEEA
R I &
1. Backup CR DFFMi=EE L X7,

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. Backup CR ZHIBR L £ 9,
I $ oc delete backup <backup> -n openshift-adp

ETHRDBackup CRIEGZ7 7ML EA TV MR MNL—UICT7y 7O— KL TWRWED,
Ny O T7y TOGFHFEI Y=V Ty TT2REEEHY £HA,

3. # L\ Backup CR #/Em L £ 9,

4. VeleroX\wy o7y 7OHFEMERRLET

I $ velero backup describe <backup-name> --details
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411.10.3. /8y 97 v T CRAT—4 AN PartlyFailed DF FIZi 3

Restic BMERA I L TUL 2L Backup CR D 2 7—4 &, PartiallyFailed 7 t— XD T, ET7 L X
HthA, BETEZPVCORFTYTYay MIERINEHE A,

-
[RE

CSIRFTyFoayv hNISRICEDWTINY I 7y THERINTWB D, SRNILHBRLWEE, CSIR
Ty T av NTSTAVIIRFTYy T a3y POERICEKBLZET, ZOER. Velero Pod XXM &
IRITS—AOFJICEHKLET,

+

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-adp/user1-
backup-check5 error="error executing custom action (groupResource=persistentvolumeclaims,
namespace=busy1, name=pvci-useri): rpc error: code = Unknown desc = failed to get
volumesnapshotclass for storageclass ocs-storagecluster-ceph-rbd: failed to get
volumesnapshotclass for provisioner openshift-storage.rbd.csi.ceph.com, ensure that the desired
volumesnapshot class has the velero.io/csi-volumesnapshot-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

R I &
1. Backup CR #HIFRL 9,

I $ oc delete backup <backup> -n openshift-adp

2. WEITIG U T, BackupStorageLocation ICRFINTWETF—4% 0 -7y FLT. B
HERmLET,

3. Z )L velero.io/csi-volumesnapshot-class=true %# VolumeSnapshotClass & 7> = 7 ~IC
BALXT,

I $ oc label volumesnapshotclass/<snapclass_name> velero.io/csi-volumesnapshot-class=true

4. 3L\ Backup CR #EE L £ 7,

4.11.11. Restic DA

Restic AL TCT7 TV T—>a vy I T7 vy THEHRT 2. TNODBBEIRET 2ATEEMELH
L) i-a—o

4.1M.11.1. root_squash B’BRICAR > TWVWB NFST—4F KR 12— LD Restic/A—Ivy>arvT
3_

Restic Pod O 7'ICI&. TS — X v — controller=pod-volume-backup
error="fork/exec/usr/bin/restic: permission denied" "&®RRIN X7,

-
[RE

NFS 7—# /R 1) 2 — AT root_squash ""EMIZL > TWBIH A, Restic i& nfsnobody ICY vy EV Y
I, Ny I Ty THEERT ZHERIHY FH A

fRR A E
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DB %EMRT 5121, Restic DRI/ IN—T%EH L. ZDJIL—TID %
DataProtectionApplication ¥ =7 = X MZEML £,

1. NFST—#% 1R 1) 12— A _LEIZ Restic DB /I —THERKLZET,

2.NFSTa4 LI M) —ICsetgid By MEEREL T, VIL—TOFMBEENMBEIND LI ICLE
-a—o

3. RDABID &L S IZ. spec.configuration.restic.supplementalGroups /X5 X —4 —B LUV T )L —
7' ID % DataProtectionApplication ¥ =7 = X MIEBML X T,

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

Q WEITIN—TIDAEEELET,

4. Restic Pod ""BEiEEI L. ZENBERHINZ I THEELE T,

ANMN2. Ny MHRICA 57-181C. ResticBackup CREZBERT B 2 & IXTERW

namespace ? Restic Backup CR #{Ef L. # 7YV MA ML —INNFy NEZICLTHS, AL
namespace M Backup CR 2B {EK T % &, BIFK I N7 Backup CRIFKEL XY,

velero Pod O /'IC T 5 — X v t£— stderr=Fatal: unable to open config file: Stat: The specified key
does not exist.\nls there a repository at the following location? "X RxIN X7,

==
,,ﬁ\ A}

FTOMAML—UD B ResticT 14 L7 M) —DHIBRIN/2IHE. Velero I& ResticRepository ¥
ZIJTAMNDSRestic VARY M) —ABERFIZEHFLIETA. FEHMICDWTIX, Veleroissue 4421
ESRLTLCEIY,

R ITE

o RDIAY Y KAREITL T, BETY % Restic Y RY M) —% namespace N HHIFR L £,
I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

RDOIZ—0OJTIE. mysql-persistent B REED H % Restic Y RI M) =TT, by »d<
TBHHIC. VRY N —DAFIERMAEATRRIINE T,

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qge.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistent\n: exit status 1" error.file="/remote-source/
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src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

4.11.12. must-gather Y — L DfEH

must-gather YV — L% FEHA L T, OADP ARA LYY —20OY, A ) vy, BLPBEREZINETE
i’a—o

must-gather 7 — 4 IR TDARIIT—T—RICEIY ETOHNZBELRHY FT,

AR

e cluster-admin O0—)L % D1 —%—& L T OpenShift Container Platform 2 5 X4 —icO 4
1L TW3%,

e OpenShift CLI (oc) 4 Y &2 h—LI N T W3,

¥
. must-gather 7 —% 2 REFIT 274 LV N —ICBEBILE T,

2. ROT—=HPREXF T avonFhHIIR LT, ocadm must-gather ¥ REETL
ER

B TE R
o UVSRHI—T—HDINE

4N.12.1. B2 TR TLS ###E C must-gather 2T 3

ARH L CARERENERIN TV 55E. must-gather Pod I& velero logs/describe @ H 71 % BX{S T
TFEHA, RETARW TLS ## T must-gather Y — )L %2R % ICI&. gather_without tls 75 7 %
must-gather I<¥ > RITEL X T,

¥

o RXMDIAXY R%EFEALT. {E% true IZEX7E L 7= gather_without_tls 7 5 7' % must-gather
‘y_)l/LCﬂE L/ i’g—o

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel9:v1.3 --
/usr/bin/gather_without_tls <true/false>

FI7FINTIE, 75 7DfEILfalse ICEREINTVWET, BELTHRVWTLS EHEHFaTdT 51k, EE
true ICEREL XY,

4.1112.2. must-gather V — V2T 515604 > a v Ofl#&HtE

TR TIE, HEAREZETRVWTLSEREZFAI LSS SM LTI N LEWMEAIBET DAL,

must-gather 227 ) 7K &2 AEDHLEZ I EIETETEHA, WRIZE > TE ROHFID & S IZ must-
gather A¥ Y RS54 Y TCHREHZHRETSHIET. ZOFHIRZERTEET,
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$ oc adm must-gather --image=brew.registry.redhat.io/rh-osbs/oadp-oadp-mustgather-rhel8:1.1.1-8 -
- skip_tls=true /usr/bin/gather_with_timeout <timeout_value_in_seconds>

Z DFITIE. gather_with_timeout 27 1) 7 N 2R{T9 2R0IC. skip_tls EHARELE T, TDHE
. Gather_with_timeout & Gather_without_tls »"fi&#&hb I F 9,

CDHETHEETE2HOERILRDES Y TT,
® logs_since. 77 #JL MElE 72h

e request_timeout. 77 # /L MEIZ Os

41113.0ADP E=4% 1) v
OpenShift Container Platform (&, 1 —H#— & BEEN I XY —2WRNICERE L UVEERTE L
FTRL, VR —LETEGINTVWEZI—H—TTYr—oaveH—EROT7—s0— KN
74— VREERBSIUVPMTESDELDILTIERRY v VERBLET (A XY MEEROT 77—
hDZEFELE),
B 1SR

e E=SNVVITREVY

41.13.1. OADP €E=4 ") » J D%

OADP Operator (£, OpenShift E=4 1) VTR % v 7L > TRHEIN S OpenShift L—H—7—2
O—REZSYVTAHFALT, Velero—ERIVRKRA VDO XRN) v O ERBLET, EZ¥
VU2 O aFERTRE, A—H—FBEDT7S—MUL—ILEEMR LY. OpenShift X M) v o
I)—70YbMIVREFERALTAMN) Y& T —LEYTEEY,

A—HY—0—oO—RKEZF Y T5BMIT D E. Grafana 2 E D Prometheus BE#DH— K/3—
TA4—UZZELTERL, Velero X M) w I BER(EILLTZIENTETET,

AMVw O %EZS YU ITTRICE, 2—F—EHETOVI I MDE=Y ) v T EB/MIC

L. openshift-adp namespace I[CFET 5§ TICHEMICAR OADP H—ERXIY KR4V b HEND
DX KNY w2y EEEFY % ServiceMonitor ')V — X & ER T Z2ELHY 7,

AR

e cluster-admin /X\—3I v > a3 Vv EFE D7 H YV M %EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

o S5 RA%—E8 configmap MER I N E L 7,

FIR

1. openshift-monitoring namespace T cluster-monitoring-config ConfigMap # 7> = /7 N %
wELEY,

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

2. data 27 > 3 > @ config.yaml 7 1 —JL KT, enableUserWorkload #+ 7> 3 > & Bl % /=%
BHICLET,
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apiVersion: vi
data:
config.yaml: |
enableUserWorkload: true ﬂ
kind: ConfigMap
metadata:
#...

Q DA T avEBMTED. true ICBRELET

3. LIE5 <> T. openshift-user-workload-monitoring namespace TRD AV R—F > A
BMEBLTWEHhEOINEERALT, 21— —0—o0—REZY YV ITDEY b7y THREE
LET,

I $ oc get pods -n openshift-user-workload-monitoring

o
NAME READY STATUS RESTARTS AGE
prometheus-operator-6844b4b99c-b57j9 2/2 Running 0 43s
prometheus-user-workload-0 5/5 Running 0 32s
prometheus-user-workload-1 5/5 Running 0 32s
thanos-ruler-user-workload-0 3/3 Running 0 32s
thanos-ruler-user-workload-1 3/3  Running 0 32s

4. openshift-user-workload-monitoring IC user-workload-monitoring-config ConfigMap %7
HEIT2IEEBALET., FETDHE. COFIFEOKRYDOFIEIFRFY FLTLLEIW,

I $ oc get configmap user-workload-monitoring-config -n openshift-user-workload-monitoring

H A B

I Error from server (NotFound): configmaps "user-workload-monitoring-config" not found

5, a—%—7—/0—KE=4") > 7D user-workload-monitoring-config ConfigMap #+ 7
Uy N%E{ER L. 2 _configure_user_workload_monitoring.yaml 7 7 1 L &ZITREFEL £
ER

H A B

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

6. 2_configure_user_workload_monitoring.yaml 7 7 1 L Z#EABA L £ 9,

$ oc apply -f 2_configure_user_workload_monitoring.yaml
configmap/user-workload-monitoring-config created
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4.1113.2. OADP —ERE=49 —DER
OADP &, DPA D& ERFIC/ERK X 11 % openshift-adp-velero-metrics-sve —E X %12 L £ 9,

1-—H—07—/0— RERTHEAINGY—ERE=§ —id, EEINAY—EREETUENDY
i’a—o

RDATY FERITLT, F—ERDFHZRGFL T,

FIR

1. openshift-adp-velero-metrics-svc Y —EADNEET B E#HALET, Ihil
i&. ServiceMonitor 7 7Y =z hDEL V4 —& L THERAINS
app.kubernetes.io/name=velero Z NIV HAEFNTWEIUENHY T,

I $ oc get svc -n openshift-adp -l app.kubernetes.io/name=velero

Hh
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
openshift-adp-velero-metrics-svc ClusterlP 172.30.38.244 <none> 8085/TCP 1h

2. BEDOY—ERS R &E—HT % ServiceMonitor YAML 7 7 1 LEER L. TDT7 714 %
3_create_oadp_service_monitor.yaml & L TREL ¥, ¥ —EXE=4 —IL openshift-
adp-velero-metrics-svc — E AW FE 9 % openshift-adp namespace ICER I N §,

ServiceMonitor 77 7 = 7 kD

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: oadp-service-monitor
name: oadp-service-monitor
namespace: openshift-adp
spec:
endpoints:
- interval: 30s
path: /metrics
targetPort: 8085
scheme: http
selector:
matchLabels:
app.kubernetes.io/name: "velero"

3. 3_create_oadp_service_monitor.yaml 7 7 1 L&A @EHA L £ 9,

I $ oc apply -f 3_create_oadp_service_monitor.yami

H A B

I servicemonitor.monitoring.coreos.com/oadp-service-monitor created



FEATFOADP 7 TN r—2avdnRy 97y TEER
® OpenShift Container Platform Web 3> ¥V —JL M Administrator /X\—2X V57 1 T&ERL
T FILWYH—ERE=ZY D UpRETHD & 2HRALET,
a. Observe - Targets R—JIIBEL X T,

b. Filter MBIRINTWVWARWZ &, Fhid User V—AMNEIRINTWB & AR L. Text
M3 7 4 —JL KIC openshift-adp & AAL T,

c. Y—EXE=9—D Status DAT—F AN Up THB I ZHWRLET,

BI410ADP X M) vy I DI —4 v b

RedHat
FH as (7] kube:admin v

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow cthers to log in

™ Administrator

Metrics Targets

Home

Operators Y Filter = Text w  openshift-adp

Text openshift-adp X Clear all filters
Endpoint Monitor Status. Namespace Last Scrape Scrape Duration

http:4/10.129.2.38.:8085/metrics @D oadp-service-monitor Sup @ cpenshiftadp @ Justnow 41ms

41.13.3. 75— ML—ILDERK

OpenShift Container Platform E=4 ) Y X% v U Tldk, 75— ML= EFRLTEREINLT
S—ME2ZETEEY, OADP 7OV TV DTS5 — MNL—ILEERT 2ICIE. 21— —7—o0O—R
DEFRTREINLAN )y VD1 D2EALET,

FIR

1. %> 7)L OADPBackupFailing 7 5 — b % &% PrometheusRule YAML 7 7 1 JL % {ER%
L. 4 _create_oadp_alert_rule.yaml & L TIREL X9,

OADPBackupFailing 75— kDY > 7L

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: sample-oadp-alert
namespace: openshift-adp
spec:
groups:
- name: sample-oadp-backup-alert
rules:
- alert: OADPBackupFailing

annotations:
description: 'OADP had {{$value | humanize}} backup failures over the last 2 hours.'

summary: OADP has issues creating backups
expr: |
increase(velero_backup_failure_total{job="openshift-adp-velero-metrics-svc"}[2h]) > 0
for: 5m
labels:
severity: warning
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DYV TITIE, PFS5—MIROFHBHTRRINE T,

o BE2EREICKBMUIIFTLULUNY 2Ty TOHMN O LY RKEIHEMLTHY, TORED
P et 5oL ET,

o RADIBMEFED 5 DKREDHZE. 77— M Pending IREEIC/RY . ZD&. Firing KA
IKEDY FT,

2. 4_create_oadp_alert_rule.yaml 7 7 1 JL%#F L T. openshift-adp namespace I
PrometheusRule # 72 =V N &ER L X7,

I $ oc apply -f 4_create_oadp_alert_rule.yaml

H A B

I prometheusrule.monitoring.coreos.com/sample-oadp-alert created

o 73— RNYA—INALRIF. ROAFETTI—MERRTTIET,
o Developer /X—2X Y7 1 7T, Observe X —a1—%&RLZT,

o Observe — Alerting X =21 —® T ® Administrator /X\—2~X %Y 7 4 7T, Filter Ry 7 X
D User ZBIRLF T, ThUNDHZE. 77 2J)L kTl Platform 75— MDA DNRRS

ni-a_o

B44.2 OADP /Xy U 7 v THRBMF7 S5 — k

as © @ kubeadminw

Alerting

Alerts  Silences  Alerting rules

Y Filter = Name «  Searchbyname

Source  Platrorm X User X @ AlertState Fing X @  Clearallfilters

Name Severity State Source

@D croPBackupFailing Warning A Firing
OADP had 2048 backup failures over the last 2 hours, si

BaEE R

o 7

Jl
>
S
R
e

ANB.4 FIHAAEGA MY Yy IDY R B
NSk, OADPICE > TIRMINBZ ANV I EED Type DY XA MTT,

XNYIRE B B
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velero_backup_last _success
ful_timestamp

velero_backup_partial_failur
e_total

velero_backup_success_tota
|
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BABEOADP 7 IV r—>avony 97y TEER

X NY I RH L il
velero_restore_partial_failure #o8ICKBLEV A NTOEE AV —
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|
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velero_restore_validation_fai #EEICKB L2V A NTOERED AoV dH—
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velero_volume_snapshot su HIM LR 2 —LRF v hovsd—

ccess_total

VERANOL -
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OpenShift Container Platform Web 3>V —JL®MD X k1) v 7 (F, Administrator % 7z (& Developer /X —

ARY T4 THLRRITEET, INHDN—XRTF 1 7ITIE, openshift-adp 7O TV hADT
I AEI’BETT,

FIE
® Observe —» Metrics R—JILBHL £ 7,
o Developer N—2ZRYVF 4 TEFERALTWRHEIE. ROFIEICEWNET,
a. Custom query #3%iR$ % H. ShowPromQL ) >0 % ) v LET,

b. 2T —%ABL. Enter 22y LFT,

o Administrator /X—ZRIV 7 4 THFALTWEHEIE. TFRAM 714 —=ILNIZXEAR
L. Run Queries &R L F 7,
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BJ430ADP X k) v oo x')—

RedHat
H oas O @ kube:admin »

Project: openshift-adp  ~

Observe

Dashboard Metrics  Alerts Events

Custom query

velero_backup_total x

0 s
]
Name container | endpoint | instance job ' names pace | pod prometheus service Value
W velerobackup total vel I openshift. workloadk penshift-adp-
fero-m: basfe. ish  monitoring/ oad lero-m

4.12. OADP TER I % API
CDORFa2XYMIIE, OADP THEHETEZXRD AP ICEAT 2 ERIAEH I TUWET,
® \/elero API

e OADP API

4.12.1. Velero API

Velero APl K& 2 X > ME, RedHat TlE7A <., Velero ICL > TEEBINTWVWET, Il Velero API
types lcH Y £,

4.12.2. OADP API

JRDFIE., OADP APl D#EEARLTWE T,

4.2 DataProtectionApplicationSpec

backupLocations [1 BackupLocation BackupStorageLocations |
FRATIRED)RAMEZERELE
ER

snapshotLocations [1 SnapshotLocation VolumeSnapshotLocations
ICERYT28BEDND) A MNEESRL
¥9,
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https://velero.io/docs/main/api-types/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation

FABOADP 7 Y r—2a vy 7y TEER

unsupportedOverrides map [ UnsupportedimageKey ] T7OA INKEA AV EHE
string FKAICA—1N—F4 RTBEDHIC

FRHTEEY, 7 7>av
I%. velerolmageFqin. awsPI
uginlmageFqin. openshiftPI
uginlmageFqin. azurePlugin
ImageFgqin. gcpPluginimage
Fqin. csiPluginimageFqin.
dataMoverimageFqin. restic
RestorelmageFqin. kubevirt
PluginimageFqin. & & U
operator-type T3,

podAnnotations map [ string ] string Operator iC& > TF 704 Xh
JePodIZ7 /7= a v %EBMY
BBOICERINET,

podDnsPolicy DNSPolicy Pod ® DNS D EZE&EL &
ER
podDnsConfig PodDNSConfig DNSPolicy " 5&EK I n /N5

X—%—IZMA T, Pod M DNS
NoX=9—%EELET,

backuplmages *bool AX=IDONRNY Ty TEBETE
BMITBEDICLIRAN) —%
TTOAA Y NTBEHEDIDEIE
ETBLDICHERAINET,

configuration *ApplicationConfig Data Protection Application @
Y—N—RBRELEET HLDIE
RAInxd,

features *Features Fy/Av—J0LEa1—#EsrE

MICT B=HD DPADEREAETE
HLZET,

OADP APl DL A F—I EF,

4.3 BackupLocation

velero *velero.BackupStorageLocationS ~ Backup Storage Location T&iER
pec InTWsEBY, R)a—LR
Fv 73y bDRESB,
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#UnsupportedImageKey
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#DNSPolicy
https://pkg.go.dev/k8s.io/api/core/v1#PodDNSConfig
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataProtectionApplicationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocation
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JO/R7 1 — it B

bucket *CloudStoragelocation [F7/8Y—7 L Ea1—]—%0
759 RRAML—=o 7O —
T, NvIT7yTAMNL—=V DG
e LTEAT 2.0y NOERKR
ZEEIMEL E T,
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bucket XS A =4 —3F//OV—TLEa—#eEs LTOAMRBEINES, 74/08
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T —X> b (SLA)

DOFFRATHY ., BEMNICEL2TIERWGEDLHY FJ, RedHat ld, ERBRIETT

NOoEFERAITIEAHBELTVWERA, 77/00—FLEa1—H#EEIE. SFOER
HEEWERCIREL T, AREBETHEEDT AN 2T\ I 4 — RNy J&RHEL TV
RECZEEBMELTVWETY,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NaEICRET 23FMIE. 77/ 09—
Tl E1—#EDYR— MNEFE 28R L TLEIWN,

BackupLocation ¥ 1 7DZLML A F—T EFo

4.4 SnapshotLocation

JO/nR5 1 —

velero *VolumeSnapshotlLocationSpec Volume Snapshot Location Tt
BXhTwaeEdBY, R)a—~4
2w T3y NORESB,

SnapshotLocation ¥ 7OZLE A ¥ —<7 EFHo

4.5 ApplicationConfig

velero *VeleroConfig Velero —/N\—DFREAEEZL X
ER

restic *ResticConfig Restic f—/\—DEREEEEHL &
ER

ApplicationConfig ¥ 1 7DZLMWMRA ¥ —T EHK.

4.6 VeleroConfig
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CloudStorageLocation
https://access.redhat.com/support/offerings/techpreview/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig

HBAZEOADP 7 SN r—>avonRy )7y TEER

featureFlags [] string Velero 4 Y RH VA TEMICT 3
HEED Y Z M EEHZLZET,

defaultPlugins [] string KDY A TDT 74 bD Velero
TS504 V%4 VA M=)V TEE
ER
aws. azure. csi. gcp. kube
virt. & & U openshift,

customPlugins []CustomPlugin H A% I Velero 7574 DA
VAR—IICERINET,

TIAIWKNBLIUVHRY LDTS
T4 2IZDWTIE. OADP plug-

ins TEREAL TWE T,
restoreResourcesVersionPri string EnableAPIGroupVersions #
ority 7SV EArEabETHERT S

BHICEZEINTWSIHE IR
INBHETY THEERLET, &
D74—ILREEET D
&. EnableAPIGroupVersion
s B¥ Velero —/N—#EET S5 JIC
HERICEMINET,

noDefaultBackupLocation bool TIAIWNDNY 9Ty TR N
L—Y DGR ER T IC Velero
A VAMILTBICIE A VR
ML ZHERT B70DIC
noDefaultBackupLocation 7
SUTERETDHRENHYIT,

podConfig *PodConfig Velero Pod D EEEE L &
ED
logLevel string Velero —/"—DOJ LRV (&

LEMRO V=R T 510
debug =M L. Velero ®F
TAINNEIRBREDEXICLE
¥ B A T ay

I%. trace. debug. info. war
ning. error. fatal. 84
panic T9,

VeleroConfig ¥ 1 7DZLMLAF—I EF.

4.7 CustomPlugin
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https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#VeleroConfig

OpenShift Container Platform 412 /Xy V7 v 76 L UE T

name string WA LTS T4V DEH,
image string ARILTZTA DA A=,

CustomPlugin ¥ 1 7DRELRAF—<I EF.

4.8 ResticConfig

enable *bool true ICERET % &, Restic &f&
ALY I Ty TEETHAEY
IC/Y 9, false ICRET S
s ATy TV ay NAREICKR
YExEd,

supplementalGroups [lint64 Restic Pod ICEA X1 % Linux
IN—TEEHELET,

timeout string Restic ¥ 1 L7V M EEET S
1—HY—EEOHENXFI, T
7 # )L MEIE Thr (185/) T,
HEXFAIE. FESHE0BRE
HDI0EEDY—4 VR TH
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hTY,

podConfig *PodConfig Restic Pod D EZEZEL &
ED

ResticConfig ¥ 1 7OR2MRRA ¥ —T EH.

4.9 PodConfig

nodeSelector map [ string ] string Velero podSpec # 7z i% Restic
podSpec (LRI N B
nodeSelector #E& L 9,

tolerations []Toleration Velero 7 704 A ¥ M FE7&
Restic daemonset [CER I %
toleraton DY) R h A EHL X
ER
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https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CustomPlugin
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#int64
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ResticConfig
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#Toleration

FABOADP 7 Y r—2a vy 7y TEER

resourceAllocations ResourceRequirements Setting Velero CPU and memory
resource allocations MEREAIZHE >
T. Velero Pod 7 (% Restic
Pod DFEED ) VY — 2D limits
B LU requests #ZEL X T,

labels map [ string ] string Pod ICBINY % 5 Nb,

PodConfig ¥ 1 7OREBRAF—T ERK.

F+4.10 ¥ge

dataMover *DataMover Data Mover DR E%* E&E L &
ER

Features ¥ 1 7DRERAF—VT EFE.

K 4.11 DataMover

enable bool true ICEET D&, R a—A
AFwFay ho—N"—=OV
O—2>—&ZE XN/ CSIData
Mover 7S 74 vhF 704 3h
X9, false ICERET D&, 2h
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credentialName string Data Mover ® 1 —H#—3§ED
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https://pkg.go.dev/k8s.io/api/core/v1#ResourceRequirements
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#PodConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataMover
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/github.com/openshift/oadp-operator
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4.13. OADP D= E 0 FHI & HRe

ZDRFa A2 MTlE OpenShift API for Data Protection (OADP) D& FE 7 5 & MEEICEA§ 2 1B R
HRMLET,

4131 B—9 S5 AY —LETDREA S Kubernetes APl /N\— 3 » DgE

413.1.1. 7 5 A9 —_E®D Kubernetes APl ZIL—TF/X— 3> DY A KRR
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Y—ZADN—=23VDHENYITYTLET, IHIC, VeleroMd9—45 v NISRHY—T)VY—R%
BrIsICiE. 49—y NSRRI —THEAABEDRAPI )Y —Z2Dt v bIZ example.com/vl A4 &%
INTVWBIRENHY £,

L2 T. =4 v NI S5RY—LEDKubernetes APl ZIL—T/IN—=I3 VDY R MNEEKRLT, B
SEAPIN—U 3 UNEHEARERAPI )Y —XDtEY MIEFINTWR I EAERTIVNENHY F
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Flia

o LUToav Y RaAALET,

I $ oc api-resources

41312.API I —TFTR— 3 v BFIEICDOWT

T 7 # )L M Tl&, Velero I Kubernetes APl DBHN—2a v EFRTZ VY —RADHENY I T v T
LEJ, L. Velero IZiE, ZDHIR%ZTARY 2HEE (Enable API Group Versions) H & F N TUWX
T, YV—RISAY—TIDHEEEAMICT B &, Velero IIBHER/N—Va v iEFTR, V5R9—T
HR—BMINTWD FRTD Kubernetes APl FI—TFNR—=2 305Ny 9Ty TLES, N—Y3 YV
DRy OT7y T rtar 774 NVICIREINDE, BHIDY S RY—TETTEDLIILRYET,

fc& z21E. Example & WD ZHID APl 28 DY —R V5 R4 —H', example.com/vl & &V
example.com/vibeta2 APl 7' )L — 7 THERTE. example.com/vl BB APIZE LE T,

Enable API Group Versions #8E% B3IC LW & Velero I Example D85 APl JIL—T/N—Y 3 Y
(example.com/V1) D& &Ny IV 7y FLET, ZOHEEZEMICT S &, Velero &
example.com/vibeta2 £/ Xv 7V 7 v L E ¥,

5850 5 X 4 — T Enable API Group Versions HEENBMICR > TWBIHE. Velero l&. API Z)L—7
N=Ya Vv DBEIBMICEINT, EXT2A—YarvaBERLET,

Ve =)
, Enable API Group Versions Id £ EXR—% R TT,
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https://velero.io/docs/v1.9/enable-api-group-versions-feature/
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2. source_ VS RY—DEH/N—T 3V

3. Kubernetes N\—Y 3 VOBEIBMAIAZREEVWHBOIEEL Y R— MR-V 3 >

BIER R

® FEnable API Group Versions Feature

4.13.1.3. Enable APl Group Versions D&

Velero M Enable API Group Versions #E%= A L T, BER/N—2 a3V EITTR, V5 RY—TH
R—KMINTWB §RTOD Kubernetes APl FI—FIN—=I 30BNy O Ty TTEET,

p= o)
‘ Enable API Group Versions &£ EXR—4 R TT,

FIR

e EnableAPIGroupVersions #5875 V4R ELF T,

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
featureFlags:
- EnableAPIGroupVersions

BIER R

® FEnable API Group Versions Feature
A41B2N1DDISRI—DoT—9%NR\v I T7vTL, BIDISRY—ICETT S
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Restic 77 AWV RATLNY I Ty TA T aveagicdd h, FLECSIRFyTFoay MC
OADP Data Mover B3 2 ELAHY 7,
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OADP 11 AR Tl&. VeleroRestic 7 7 A IV AT LDINY U T v TH T 3 »id restic
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< 3 VI file-system-backup &M IEN X T,
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o IBIRANICIE. BITItL YL FL L Kubernetes /N—Y 3 VA BALBITERIC7—/0— KR8
TTBZEIEFAETTN, ARILYY—RTEILIZRAY—BEDAPI JIV—TDOEBRM%E
BT B2URELHY 9, Kubernetes N\=J 3 vDT7y T L—RICKYATFEERAI T4 T
APl JIL—TDHEBMEN KON ZHEIE. FTHEEZIDIARILY Y —REEHTIHE
n"HY ET,

4132.2. 28y 97 v T4 3% Pod RV 12— LDYIEAE

T7AIWNRATLINY DT Y 7°(FSB) BERALTNY I 7Yy T#EERIBTR1IC. Ny I T7vTT3
R)1—LDEFEFNS Pod 2IEETZIVELHY £, Velero TIE. 2D TOERAEFE A Pod R
)1—LD"HRHE" EMATWET,

Velero 1&, Pod R 2 —L DY AEE LT 2207 7O0—F a2 HR—KLTWET,

o AT UF7FOA—F: AT MV T7TO—F Tk, RUa—L%ENvITYTIIEDD (XS
M YTZ)EERITVEIHYET, TNETOICE. Nv I 7y TR 1—L%250
ZPodIil, TEDRY 2 —LDEBTINIVE[IFTET, Velero i, KA 2—L4 (PV) 2R
DFBE. FORY 2 —LAEIVV ML Pod ##5RL F 9, Pod ICRY) 2 —LDEZFIHTW
TW3IBE, Velerold Pod & /N\w o 7y T LET,
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FABEOADP 7SV r—a vy I 7y TEER

o ATFMTFIONFTO—F AT RNTIONTTO—F T NI Ty THSBRATZRY) 2—L4

EZIRETILEIHYET., ChETIICEK. Ny I Ty FLARVWRY 2—L%E50 % Pod
IS, ZDORY) 2 —LDEZBTINIVE[MIFTET, Velerold, PVEREDIFZE, EDRY 21—
L%HI IV KNLIPod ##EERLE T, Pod ICRY 2 —AZDSRILHAIMFTWNTWBIHE, Velero
XZDPod Ny I 7y TLERA,

413.2.2.1. HIPREIR

FSB iZ. hostpath /R 2 —LDNNY U7y FEBREHR—MLTVWERA, 17ZL. FSB
BA—AIWRYY 2a—LDNY YTy TEEETEYR—MNLET,

Velero &, E T 2T RTDONY I Ty TYRI N —|ICEHNLHEBRESEF—2FAHALE
T, COFNXF—IE. NI TP TRAMNL—JIC7IERATCENIE, #HTCENY Ty T5—
HEESIETEBIEERTHKRLIET, NI T7YTRANL—IADTIEREGHIBRTEZ &N
BEETY,

PVC DIBE. TRTOEL/NY I Ty TFI—VIEPod BRIV 1—ILINTEHEHBFTINE
E

emptyDir /R!) 1 — L7 ED PVC TR\ Pod R ) 2 —ALDIFA. 7 & 21 ReplicaSet ¥ 7
TOAAY MREILE > TPod MHIRELIZBERIND E. TORY 2 —LDREID/NY &
Ty TIEEENY 9Ty TTIRIBRLLEENY I Ty TIZBRYEST, Pod R 2a—LDS54 74
A9, FTOPodICL>TERINDEEBEINE T,

Ny IT7y TT—SBBAWIRETEETN, TIR—RBREDKERT 74Dy Y
Ty IR E I EAHY T, Thid. FSBOYEEHREFERL T, Ny o Ty T
NURERENZERDITZLHTT,

FSBi&, Pod ’EITINTWVWB/ —RDIT 7AWV AT ALICTIVERATSBIET, R a1—~A
NoTF—VERIHIEZILET, TDEO, FSBIEPodhSI Y hINARY 2a—LDH/NY
9Ty TTE PVCHOLEENYITYTTBIERETEFEA, —ZBD Velero 1—H—
i&. Velero /Ny 27y FHEITT ZE0IC. |RR Y — T D% % BusyBox ¥ Alpine AV FF—
BREDAT—V VT Pod2EITLTPVCEPYVDRT7TEITDIVRNTBIET, ZOHIRET
fRLTWET,

FSB Tl&. 7R 22— Al <hostPath>/<pod UID> O FICY D > b ¥, <hostPath> H'E&E A
BETHDEMELET, vCluster 72 ED—EFD Kubernetes ¥ A7 ATIE, R 2 —LA% <pod
UD>H 7574 L I R)—ICXO Y NLARWED, TOLDIRY AT ALTIEIVFSBIFHZFESY
BEEL FtH A

413222 AT MM AY Yy REFALTPod R 2a—LERY I 7Y SIS

TTRAVAYY REGHLT, 774NV YRATLNY I Ty T (FSB) TNy I Ty TTBREDH D
R)1—L%IBETEEYT, INh%E1TDICIE. backup.velero.io/backup-volumes O< >~ R%&{FH L

i’a—o

FIR

Ny )7y Td2RY) 12—L%E1DULELE Pod T, ROAYY REAALET,

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes=<your_volume_name_1>, \ <your_volume_name_2>>,...,
<your_volume_name_n>
ZITl UTFOLDICRY FT,

<your_volume_name_x>
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Pod t#D x EEHDRY 21 —LDEREBEL X T,

413223. 77O M XYY FEFEALTPod R 2 —LERYITY TS

FFRTONTTO—FFERATIHE. WODDHHAERE., IRTDPodR) a—LhT7 74
WO RFLNY I Ty 7 (FSB) AERAL TNy 7y FEIhET,

o FIFINKNDY—ERTHOVKNN—=VV, V=V Lvy b, BEYYTETTYNTBR
) 1—L,

o hostPath volumes

FTRNTOMAYY REFERALT, X"y 97y TLARVWRY 2 —L%REBETEEYT, IhETHIC
I&. backup.velero.io/backup-volumes-excludes I~ >~ R&=FERAL X7,

FIR
o Ny 7y TLARWRY 1—L%1DUEEEKPod T, ROAVY REETLET,

$ oc -n <your_pod_namespace> annotate pod/<your_pod_name> \
backup.velero.io/backup-volumes-excludes=<your_volume_name_1>,\
<your_volume_name_2>>,...,<your_volume_name_n>

2T, LFD LS IChY £,

<your_volume_name_x>
Pod t# D x BEDHRY 2 —LDEARIEIBEL X,

R

--default-volumes-to-fs-backup 7 2 7 %Z18E L T veleroinstall <Y >~ R%ZZE1795 Z
A ET, IRTD Velero Xy I 7y TILF/ LTI OBEEBEMITEET,

4.13.2.3.UID & GID O#iH

HBUVSZAI—DOT—FENYITyv T, ThENDIZRAY—IETT 3HE. UD@—H—
ID) 8L GID (FI—7 D) DEE TEENIRET 2R HY E T, ROEI/ 3V TIE, Thbd
DEBENLEBEERRICOVWTEHRALET,

BERDF &

BV T XY —IT& > TlE. namespace D UID & GID DEHEAZTEINDIBELNHY T, OADP
I&. OpenShiftUID S8 DA Y T—9 52N\ I 7y THELVETLERA, NV I Ty FINETT
)r—2avVICBEDOUID ARERBEIE. Bl t0HE MERTRETHD I EERIRLTL
72X\, OpenShift @ UID £ $ & U GID #E OFF#MIE. A Guide to OpenShiftand UIDs =& L
TLEIW,

B D

2 )< Y K oc create namespace % {# [ L T OpenShift Container Platform TR—ALAZXR—2
HEMR Y % &. OpenShift Container Platform (&, fRA®EE%AR UID =LA SO—BED1—H—ID
(UID) 3F. RV I —7 (GID) #F. &L UP—E®D SELinux MCS S )L % namespace ICEL) &
TEY, ZDFRIE. 75 X9 —D metadata.annotations 7 1 —JL RICREEINE T, ZDER
i, EFX¥aVF4—aVFFRAMIK(SCO) T/ F—2avn—8ThHY., ROIVER—FXV KT
BERINhTWETY,

e openshift.io/sa.scc.mcs
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FABEOADP 7SV r—a vy I 7y TEER

e openshift.io/sa.scc.supplemental-groups

e openshift.io/sa.scc.uid-range

OADP % f#F L T namespace 218t 95 &, BEI S AIY—DERE )Y MET
IC. metadata.annotations RNDERABEICFERINE T, TORBR, ROVWTIMNICEET 55
B, 70— R@ENYITYyTF—=HICT I ERATELRVWIREELHY T,

o MDSCC 7/ T7—3avaRFDIEFED namespace M (FE A WD I SRS —LID)HB, T
DIiHE. OADP E/Ny U 7w FHIl, 1859 % namespace Tld 7k < BETE D namespace % A
LET,

o Ny I Ty THIISRILELIY—MERINLA, 77— 0— RKHETI N namespace I
ZTDIRILDIEWN, ZDIHE. OADP IEZ D namespace /Xy 27w FLEBAD, /Ny ¥
7 v FENT namespace DT / T— 3 U EEFERWH L L namespace ZETHICIERKR L £
o INITL Y, FHLWUID A namespace ICEIY HTHNE T,
OpenShift Container Platform A%, kiR ) 2 —LFT—F DNy U7 v TRICEBEI N
namespace 7/ 7—< 3 VIZEDWT Pod IC securityContext UID Z#E|VY ¥ T3IHFE. 2
EEBEHROT—/O—RICE>THRBICRZTREMLHY £7,

o OVFF+—DUDWRIZ7AIFAEZEDUID &E—HLARL o7,

e OpenShift Container Platform B"/Xw 4 7w SO S A9 —F =9 E—HT D LI ILEBEI TR
S—DUDEHEEZZEEL TWRWeH, T5—DFRET D, TOBR. NvITvTIFR
H—IIBE ISR —EIFERDUDEF DI EICRY, 7Y r— 3 VIdBEI SRY —
IR L TT—Y DFHAIY FLIEEZRAAETI I ENTERIARYET,

L35> 5
ROTDUEDEMEEZFEAL T, UDEES LV GCID SEFOBEEBRTEET,
o MEALIEFI:

o Backup CROSNIILELIS—%FEALT. Nv I 7y ICEDZA TV MNET 1)
5 —MIBG BHEE. BT IDOINILELIY—%52T— AR—R%ET namespace I8
ML TLEZIL,

o [E U4&RID namespace =187 BHIIC. 3BTV T X ¥ — LD namespace DEEFD/N—
TavEHRIRLTLEIW,

o SEREMEK:

o #171%1C OpenShift namespace RDEHE T % UID S§H %R d 5 T & T, BITHERDUID
HEEABELEY, ATy S1E4+T>avTd,

HDVZRAI—TDT—IDNY I Ty TERDIZRAI—TD) A N7 OEBEDRRRICEREEW
7=. OpenShift Container Platform @ UID &3 & U* GID £5F DA ERBAIX. A Guide to OpenShift
andUIDs 2= SRR L T EI L,

413241D2DY) ZRY—DST—9 %Ry I F7yvFL. DI ZRY—ILERT S

—f&IC. LI SRY—=IT—95Nv 7y TELICETTZ2DERBUAET. 1 DD OpenShift
Container Platform 2 S 249 —h5F—8 % /Xy 2 7 v 7 L. BID OpenShift Container Platform 2 5
A =BT LET, 7 L. 3 OpenShift Container Platform 7 S A9 —HWSTF—F %Xy U T v
TL., TNERDISZAI—ICY A NTT2BEIE. BMOBREZMEEFIEDEVNHI W DHhHY F
ER
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lE= 353
o BFEWDTS Y M7 +—L (AWS, Microsoft Azure, GCP 22 &) TD/Ny ¥ 7 v F&1ETICE

EY 5T R TOEMNRSEM. $5IC Data Protection Application (DPA) MEMHRFRMEICDOWVWTIE, &
DHAA ROBEEEV Y3 Vv THIAINTWET,

FIR
o ZHEADTIY NI A—LIEBEINTWSFIRIOROEBMEMAFT,

o YY—RERDYVSRAY—ITETT BITIE. Ny I Ty TANTDIHM(BSL) &R 21—
LRF v Ty ay hOBFANELZRE/RRERFDLIICLTLREIL,

o AMLATYI MNAML—YDGMORIERE Y ZRY—2FTHELET,
o XEDERATSICIE. OADP A L T3EEY 5 A4 —IC namespace ZER L 9,
o Velero file-system-backup + 7~ 3 V& FR Y 2B &, ROAYY RERTLT, Ny

97w ThICFERT % --default-volumes-to-fs-backup 7 Z 7 = EMICL £ 7,

$ velero backup create <backup_name> --default-volumes-to-fs-backup
<any_other_options>

Pz
- OADP 1.2 LABETI&. Velero Restic # 7' 3 v 4 file-system-backup &SN £ F,

4.13.3. BEEIFTR

APl I —FDIN—=T 3 v DFMIE, F—2 529 —ETDEMLS Kubernetes APl /X— 3~ D#1E
ESRBRLTLLETY,

OADP Data Mover @E¥#lilE. CSI A+ v 7> 3w kI DataMover #EHT 2 A#SBLTLEIW,

OADP T® Restic DFERDEMIEL, Restic #ERH L7 TV r—>3 0Ny o7y 7T H#SRBRLTK
72X,
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EEEOMO—NLTL—VONRNY I 7y TELUET
FE5E O MOV L=y I Ty TELVET

51.ETCDD/Nw o 7w S

etcd I& OpenShift Container Platform DF¥F —&EDRA N7 THY., IRTDVY—RF TPV bOK
BEREFELET,

P52 —Meted T—4 %= EHBIC/NY U 7 v T L. OpenShift Container Platform IRIEA DR 2435
FRIICREFET 200 EBEMNTYT, 1 VA MN—ILO 24 BFERICTHONBRMDIBREOO—FT—2 a3 N
T 925FETetcd DNV I Ty THERTTZIEWETEEFFA, O—FT—Y I VDRTHICETT S
E. Ny Ty FICHRYNDIIBAENEFND I EICRYET, etecd A Fy T3y MII/OIR b
NaWwrked, E—JFRARFBUN etcd /Ny I 7y TERISTZIEEHMEBEBLET,

PSR —DTy T L—REILUT eted Ny 27y THEERLTLEI W, Chif, 75R9—%
BT BBIC. AL z-stream )Y —ZAHSEEG Liceted Ny 27y THERTIVENHDDICE
BIRY F9, 7z& ZIE. OpenShift Container Platform 4.y.z 7 5 24 —I&, 4y.z hHEYF L /< etcd
Ny )7y TaERTIURENHY T,

BR
AV A=WV TL—VYERRANTRY I Ty TR0 ) T AOE—DOFCHE L EETLT,

PSR —Deted T—FENYy I 7y FLET, A A=ILTL—VKRA MDY
97y TEREBLBEVWTLLEIN,

etcd DNV I Ty THERLERIC. V5729 —DERDKRE~NDETERITTEET,

S5lletcd T—9 DNy I Tv S

LUTDOFIBEICHK>T, eted ATy Foay haERL, B PodDY Y —R%&/Ny 97w TLTetcd
F=HBENy I Ty TLET, TONY I Ty TIIRETE, etcd 2 ETITZ2HEN’HBHAICETHE
AT3ZENTEZET,

BE

B—payhaO—ILTL—YERANDODONY I Ty TO»ERELEFT, VS5RY—
RAOEIAY MO—ILTL—VRAMDLDNY 7y TIEERBLAWTLLEIW,

[} =355
e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—IITIVERATE S,
o VIR —2FEDOTOAFLY—DEMIIRO>TVEINEINEERL TV,
) 8
oc get proxy cluster -o yaml D A%HRAL T, 7OF L —HEMIINTWEIHLE D H %

BTEXEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHIRE
INTVBERICEMIINET,

FIE
L. avbO—ILTL—Y/—KRDroot&E LTTFNy Ty avaERIKBLET,
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I $ oc debug --as-root node/<node_name>

2. TNy T ) TrootT4 LY M)—% /host ICEELF T,

I sh-4.44# chroot /host

3. /S5R9—2EOTOFL—ABIMITR > TWBIESIE. NO_PROXY. HTTP_PROXY. & &
U'HTTPS_PROXY BEZHA T/ A K—FLTWB I EEREBELET,

4. 71Xy 72 1)UT cluster-backup.sh 27 1) 7 & RT L. Ny I 7y TOREXRE R ZB5H
ZELET,

D

cluster-backup.sh X 7 ') 7~ Z etcd Cluster Operator DIV R—F > b & L THERFX
1. etcdctl snapshot save I~ >~ NICEAET 55 v /A—T7,

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
y S/ AL il

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

ZoflTiE, a¥ bO—ILTL—rKRZ ~D /home/core/assets/backup/ 71 L o b 1) —IC
T7ANUD 2 DERINET,

e snapshot_<datetimestamp>.db: 2D 7 7 1 JLif etcd R+ v T 3 v K TT, cluster-
backup.sh 27 ) 7 T, TOBEMMEELHRL £T,
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FsE A MO—NVTL—VONRY YTy TESLTER

e static_kuberesources_<datetimestamps.tar.gz: 2D 7 7 1 JLIZIE, FEHPod DY YV —2R
DNEFNET, etcd BESIEIEMITINTWVWSIHA, etecd Ty T ay hOBESEF—
LEEFENET,

R

etcd BERIEABMICINTWVWBIEE, E¥a )74 —LOEBALNS, D2
DEBD 774 Eetcd ATy Tay NEWRBICIRIEFET D2 EQHEIN
F9, 2L, TOT77ANIEetcd RFTYy TV ay MHSETTBHIC
MEICRY XS,

etcd BEBILIFF —TIFRLBOHEBEBILTZIEITEFRLTLAEIL, D
FY, YY—RH A7, namespace, BLUVA TV MRIIBESEINE
A

52. EETCHWETCD X VNN—DEX#Z

AETIH, B—DEETHWetcd X VUN—2BEX#Z 570 RICDOVWTHBLET,
ZO7OERIF, IRYUNETINTUVARVLD, J— RHPEFBIREICAWT &ICE > Teted X /83—
MNEBRREICAWVWD, etcdPod BV S5y a)l—TFLTWBREHICINAERDIREICA VLIS
FOoTERYET,

pz -1o)

AV hA—ILT L=V KRR MNDODKREBAEBKLALBEIE. COFIRETRARL, T14HR
H—1)HANY—FBICE>T. LIEID Y 529 —READET 2ITVWE T,

AV MO—ILTL—VDIAENBI M TWB X VYN—TANTRVWEGEAIEX. ZDOF
IETIEA< ., HIfRtIhoay hO—IL 7L —VifEREN S OEEFIEEET T INEN
HYFEd,

AvhA—=LTL—r/—RDKkbh, FR/ — KPMERINZ5HE. etcd V528 —
Operator (&## TLSEEBAZ DEM E. / — KD eted XA V/N—& L TDEMZNIE L F
-a—c

5.2.1. BB SR 4

o FTETHWetcd AVN—ABXMZ BHIIC, eted /Ny 07y THERLET,

5.2.2. EFETHW eted X V/N—DHEFE
PSR —ICERTHRWetcd A VNRN—DHENEI DI AEETEHIENTEET,

AR

e cluster-admin O—J)LAEFDODI—HF—E LTISRY—ICTIVEATE S,

FIR

. UFoa~v > RA{#ERHL T EtcdMembersAvailable 2 57— 4% R EHEDRAT—9 A &R L X
_a—o
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$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. HOZHRBLET,
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

ZDOHE AL, ip-10-0-131-183.ec2.internal etcd X Y /NN—AEE TIERWI EAZRLTWE
ER

5.2.3. IEE T eted X V/N\—DIREEDH HI]

EETHWetcd A VN—4ABIXZ Z2FEIZ, etcd A VNN—DLUTOEDREICH DML >TER
YET,

o TIUUNEFTINTULAWLD, /J— RAHE[EIREEICA WL
e ctcdPod AV Svyall—FLTW5S,

LTOFIETIE., etcd A VN—DEDREICHZIIEHBILET, ThICLY., EETARWV eted XV
N—BBERZDOICETIIVEOHDFIEEHATEET,

’ : )
I VUNRERITINTULARWLWSA, /— RKHPERFREBICEVEDD, T CICERRKREICR
BZEDNFHEINBIFEIE. etcd AVN—A2BXRZZ2FIEAETTH2HEEIHY FH
Ao etcd 7 5 A% — Operator IE¥ ¥V F/lE/ — RAEBLRREICES & BEFNICE
HLEY,

AR
e cluster-admin O—J/LEF DODI—H—E LTISARY—ICITIVEATE S,
o FETHWVWetcd XVN—AEELTWS,

FIE

UDNEFINRTWARVWNE I D ZHIFILEXT,

<
$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

6l
I ip-10-0-131-183.ec2.internal stoppedﬂ

Q ZOHAICIE. /—RBEVP/—ROTYVYDRTF—Y 25 RANKRRINET, RTF—
4 25 running LIADIFZEIE. I VIRETINTWEHA,

I VBRRITINTVWARWIGEIZ, I UBRRITINTUWARWD, /— RHAEEFREICR WG
ADEETHEWetcd AVYN—DBEXMZOFIEEETLET,

2. J— RDERREICHRWHEI I EHBILE T,
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LR+ )F0nTFNHD true DIFE. /— RIZEMREICHY FHA,
o YTIUUNREITINTWVWEZEIX., /—RICERETERWAEINERERLET,

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}' | grep unreachable

H A B

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

/— RKh unreachable 714 V hEHICY A MNKRRINDIBE. /—RKOEHFIXTET
WA,

o /—RALIFEIE LTEEATRTHBHEIE. €D/ — KD NotReady & LT R hKRRE
NTWVWBEHLEI D EHRLET,

I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"

H A B
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.25.00

Q J— K75 NotReady & LT R MKRFRINTWVWBIFEA, /— ROERIETETVWEE
AIO

J— RDERFHRTEITVWARWIGEIZ, I UBRRITINRTVWRWD, /— RHA#EFREIC KW
BADEETHEWetcd A VYNRN—DBEXWMZIOFIEEETLET,
. etcdPod DSy all—FLTWBELEI D EHFILET,

IVVUDERITIN, /—RKHPEBFBTETVWDBIFEIE, etcdPod BV Sy ¥ all—FLTWB D
EIDEMELET,

a. IRTOAV  O—=ILTFTL—r/—KH Ready E LTV AMKRRINTWSEZ &AL
i’a—o

I $ oc get nodes - node-role.kubernetes.io/master

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.25.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.25.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.25.0

b. etcd Pod M X F—4% X H' Error ¥ /=& CrashloopBackoff DW\WFNHTH B HE D H %
RLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
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DBl
etcd-ip-10-0-131-183.ec2.internal 2/3 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

ZDPodDZDAT—4H AL Error TH 37, etedPod x5y >al—7FLT
w9,

etcdPod B9V 5y all—FLTWBIEFEA., etcdPod HV S5y all—FLTWBIBEDIE
ETRWVetcd AVNR—DEZIRZICOVWTOFIEZETLET,

524 FFTHWetcd A V/N—DEZXHZ
EETHRWeted X N—DREICIELC T, LTFTOVWTIHADFIEEAFALET,

o IIUUNERITINTULAWLD, FhiE/ — KO EFREICEWVGEDIEE THW eted X v /XN—
DEXHZ

o ctcdPod V5 v a)ll—T LTWBIHBEDEETHEWetcd X V/IN—DEBE XX
o EEEIFLART A ) etcd A VIN—DEBEEHZ
52413 VDEITINTVWAEVD, J— FHBEEFBREICLWVWIZEDEETHL eted XV
N—DEZHZ
UTFTOFIBETIE. T UDBEITINTUVARWLD, /— RHAEFBREICAWVEEDIEE TV eted X v
N—%BXM252FIEEHBALET,
pz -1o)
PSR —pavhO0—ILTL—r3I vty NEFERALTWSIEES, LYBEAR etcd

JANY —=FBIZOWTIE, I bO—ILT L=y vy MDONS TV 2 —TFT1
VT D%t L7 etcd Operator D AN —%SBBL T ZI L,

AR
o FETHWVWetcd XUN—AEELTWS,

o IIUUNERITINTULAWD, /— R ERREBICEVWC EAEELTWS,

BF

boar hO—ILTL—r/—RKRDERIA 7R >TWBIGEIE. FHT 2N
EXxHYET, BEERetcd X UN—DXEWATRTITHET, Iy hao—ILT
L—Y/—RDERAZFT7DOFFICLTHLKBEL,HY FT,

e cluster-admin O—J)LEFDODI—H—E LTISARY—ICLTIVEATE S,

e ctcd DNV I Ty THEREBLTWS,
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BF

BEIARE LEBRICISRY—BETTEDL LI, ZOFIEEEITT BHIIC
etcd/ N\ O Ty THERLTELL ZEREETY,

FIE
. EBTHRWXYN—A2HIRLET,

a. HEAEZIFB/—REICRWPod AERLET,
DSRHY—ICT IV EATESH—XFIJLT, cluster-admin 21— —& L TUTFTDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

el
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. ITHD etcd AV TF—ICEHR L. EZRIFSH/— IRV Pod DARIZEL XY,
PRI —ICTF YV EATESHH—IFILT. cluster-admin 1——& LTUTFOIT VR
ZERITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. AVNR—DYAMZHEBELET,

I sh-4.2# etcdctl member list -w table

Al
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |

https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

INODEIRIDFIBTCRIZENDEE RSO, IDBLVEETARW eted X V/X—DEH]
HFEXBHTEXZT, $etecdctl endpoint health I~ > Kk, #HEFIEATT L. L
WA Y N=PEBIMINZET, BIRINAYNR—%EY X MRRLET,
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194

d. ID % etcdctl member remove <Y > NICFEEL T, IEE TR Weted X V/N—ZHIBRL X

I sh-4.2# etcdctl member remove 6fc1e7c9db35841d

DBl

I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346
CAVYNR—DY)ARNEBERTIL, AVUN—DHIRINZZEZHELET,

I sh-4.2# etcdctl member list -w table

H A B

+- -+ + + + -
----------- +

| ID | STATUS | NAME | PEERADDRS | CLIENT
ADDRS

+- -+ + + + -
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

INT/—RYITIERTTEET,

2. ROAX VY REANALT, 94— LH—KREATICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ZDARVRNIZEY, =Ly MZEBICBERL. B PodZ0—ILT7 I RTEBLIIC
By FE9,

BF

DA—SLHA—REFT7ICT &, BREDEEZRMT B7/2DICEKY D eted 1
VAI VAL BEFTSHET, BRBEIVSRY—ICT IV EATERLL L5 AEEN
rHY FT,

R

etcd I, 2 DDA VN—TERITINTWVWBIFAE, HEB/AVYN—EELHRTE
FHA, BRUDAUYN—DWINOLEZBEHFNT D&, 74—FLDPWHEIN, 7
SRI—THIVIALDPREELET, 74—FLH—KRIZL>T, 941
LEB|IZRITHEEDH ZBRELEBICL Z2HBREN S eted NMREIN D L

H, TOFIEERTTBICNE. 94—SLH—REEPICTEIHEIHYET,

3. BRI NAEEETARWeted XA N—DFWY—2 Ly NEYIRLET,
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a. HIRXINhAEEETAWetcd A YN—DY—F Ly h—BERRLET,
I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

‘D CDFEIETEHRIFEEXZHLEETA W eted XA Y N—DEFIEEL T,

DLTFOHEDICARINBELDIC, ET7. H—EVT, BLUANIIRI—=OLy kDHY

Y9,

DBl

etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2

47m

b. HIRINAEETRWetcd A YN—D—J Ly MZHIBRLE T,
. E7Y—JLy MZHIFRLET,

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. R —I Ly bEHIBRLE T,
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

i. XNYOR—0 1Ly hEHIBRLET,

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

4, A bO=—NLTL—rI U EHBRLTBEFRLET, COXYUDNBERIND &, Fil
JEY 3 UHEEINICETIN, etcd IFBEIMNICAT—ILT7 vy T LE T,
AVAN—=—5—T7OEYa=ZVIINBZAVISANSIVFvy—52EITLTVWBIEE. £z
XYYV APIZFRLTY Y VEER L TWEIGEIE. UTOFIEEZERIFTLET, ThU4D

ZEE. RMICERTBRICERLAAEERLAEZERL THERY RS —%2FNT 208
rHYET,

a. FETRWAYN—DITIVERELET,

DSRY—ICT IV EATESH—IFIJLT, cluster-admin 21—%—& L TUTFDaOvY Y K
EEITLET,

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
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3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ChIEFEETRW/ —Roay hO—ILTL—r< PV TT (ip-10-0-131-
183.ec2.internal),

b. Y VEREET7AINVATLDIT 7AIICIRELET,

'EIIII

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

Q THW/ — ROy hO=LTL -V VDOLRIEEELET,

c. BRIDFIETHER X 17z new-master-machine.yaml 7 7 1 L =fR&E L. FLLWEARIAEE
YHT, FERT74—ILREHIBRLET,

i. statustt/ > aveEEHIBRLET,

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation
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instanceld: i-0fdb85790d76d0c3f
instanceState: stopped
kind: AWSMachineProviderStatus

i. metadata.name 7 1 —J)L REFHHDOLAENICEBL £,
BWIY YV ERBUR—REGEHEL. BREOBSERICHATRELABESICEERET S &
DHREINF T, ZDHITIL clustername-8qwsl-master-0 (£ clustername-8qw5l-
master-3 [ICEEINTWVWET,

UFICHZERLET,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. spec.providerlD 7 1 —JL RZHIFRL F T,

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f
d EBETRVWXYN—DTY U EHIBRLES,
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

Q FETHRWN/—ROaAY  O—LTF L=V vDEesiEE L v,

e. YUUNBIBRINI I EEHIABLEY,

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. new-master-machine.yaml 7 7 1 L AR L THRI O VA2 ERLE T,

I $ oc apply -f new-master-machine.yaml
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g R UMERINI I EZRABLET,

I $ oc get machines -n openshift-machine-api -o wide

H A B

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ ##i < > > clustername-8qw5l-master-3 D /Ef X 1. Provisioning 75 Running

IC7 T —XAHDLTEIND EHERREICARY T,

FRTIUDMERINZ XTI DRELIDINBGZENHY XT, etcd VT RE—
Operator Z¥ >V &F7ld / — RPN EBLGREBICRZ2 CBEMICEAAL XY,

CROAR VY REANALT, 94— L H—KREAVICRELE T,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

RO Y R%&EASL T, unsupportedConfigOverrides 22 > a >4+ 72 =7 M SHIRR
INEIEEERTEET,

I $ oc get etcd/cluster -oyaml

. B—/—R®D OpenShift #FHA L TW2HEIK. /—RZBEBLET., T5LARVE, etcd
9 5 A% — Operator CROLS—HRET ZAEMENHY £,

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]
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1. RTD etcd Pod PBEUIICEITINTWVWS I EAEELE T,
DSRY—ICT IV ERATES49—IFI)LT, cluster-admin 21— —¢ L TUTFTOaOY Y K%
EITLEY,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

Al
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

ERIOOYY ROHEAIK2 DD Pod DHNY XA MNKRRINBZIHE, etcd DBET TAA XV b
HFETRETEEd, VS5RY—ICT7IVERATEXS49—3IFI) T, cluster-admin 11— —
SLTUTOaY Y REEFLET,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason Iz —BE THBHBENHY X T, TDLdD, 91 LRIV T
MEmInEd,

2.370Detcd AVN—DHBEaHABLET,

a. EfTHDetcd AV TFH—IlERKL. EZZITE ./ —NILRHMN >/ Pod DEFIZEL £

ERS
DSRAY—ICT IV EATESH—IFIJLT, cluster-admin 2—%—& L TUTFTDaOY Y K
HEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. XYIN—DYZAMNEHRLET,

I sh-4.2# etcdctl member list -w table

DBl
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -
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BHRIDOATY ROEAIZA4 DL ED etcd A VIR—DRRINBIBEE. FERAVN—%IE
EICHIRT 2HELHYET,

Digk

==
[=]

MBI eted X VN—ZHIBR L F 9, BEUR eted X v /N\—%HIbR
T5&E, V454 (BERE) M RONhBHEEMELHY T,

RS

e %{t L 7z etcd Operator M) 3/ —

52.42.etcdPod 5V 5 v a)l—FLTWBIFEDIEE TR etcd X V/3—D
ZDFIETIE, etcdPod BV Z v 2 a)l—FLTWBRBEDEE TR W eted X Y /N—%
IE%EREA L £ 9,
AR

o FETAHWetcd XYN—ZHELTWS,

® ctcdPod AV T v all—FLTVWBRIEEERLTWS,

e cluster-admin O— )L &2&{F D21 —HY—&E LTI TRI—ICTIERATE %,

o ctcd DNV I Ty THEREBLTWS,

BF

BB’ RELLGRICISRI—%BITTEDLOIL. COFIEERITT BHIIC
etcd/ N\ O Ty THERLTELL ZERFEETY,

FIR

L. 259> a)l—FLTW3 etcdPod 2E1E L F T,
a. V5vyvall—FLTVWB/ —REFNAYTLET,
DSRAY—ICT IV EATESH—XFIJLT, cluster-admin 2—%—& L TUTFDaOvY Y K
EEITLET,

I $ oc debug node/ip-10-0-131-183.ec2.internal ﬂ

‘D NEEETARW — ROZBICBEXHAZET,

b. L—kFT4 LI MN)—% /host ICEELZFT,

I sh-4.2# chroot /host
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c. BED etcdPod 774 )% kubelet ¥ =7z AKTa4 LI MN)—DOBELET,

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/

d eted7—49FT4 LV N)—%RDOBAICHEBEILXT,
I sh-4.2# mv /var/lib/etcd/ /timp
INT/—RIz)LERTTEEY,
2. EBTRWAYN—%ZHIBRLET,
a. HWEAZITD/—RLEICAEWPod #BIRLET,

DSRAY—ICT IV EATESH—IFIJLT, cluster-admin 21— —& L TUTFTDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

aepaltl
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running O 6h6m

b. BT D eted AVTF—ICERL., ®EZRITSD/—FIZRWPod DERTIZEL X T,
VIR —ICT UV ZATESBH—IFILT, cluster-admin 1—H—& L TUTOaAT VR
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. AYN—DYXN=WHELET,

I sh-4.2# etcdctl member list -w table

o
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +
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INLDEIRCDOFIETRIFELDEERDD, IDBELTEFE TR eted X V/N—DHEH]
ZEIBDTHEEET,

d. ID % etcdctl member remove I < >~ RIZIEEL T, EE TR Weted X VNN—%HIBRL F
£

I sh-4.2# etcdctl member remove 62bcf33650a7170a
DBl
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346
e. XUN—D)APMNZBERRL., XUN—DHIRINALZIEZHRBLET,

I sh-4.2# etcdctl member list -w table

aupaltl
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

INT/—RYITIERTTEET,
3ROAR VY REAALT, 94— LH—KREATICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ARV RNICLY, =2 Ly NEEBICBERL, 8 PodZ#0—IL7ORNTEBLDIC
By FE9,
4. BIBRINEEETHEWeted A VY N—DFHWY—2 Ly NEYIBRLET,

a. HIRXINh/AEEETAWetcd A VYN—DY—F Ly h—BERRLET,
I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

Q CDFEIETEHRIFEEXZHLEETA W eted X Y N—DEFIEZEL T,
UTFORAICTRINE LI, ET. H—EV T, BLUARNY IRV —0Ly hhHY
i’g—o
H 61
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etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2

47m

b. HIRINAZEETRWetcd AVYN=—DY—J Ly FZHIBRLZE T,
. E7Y—=JLy bZHIFRLET,

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. B’ —2I Ly MEHIBRLET,

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
ii. XMUOIRY—=ULy MEHIBRLET,

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5 etcd DBT70OA XAV MNa@EIMWICETLET,
DSRY—ICT IV ERATES49—IFI)LT, cluster-admin 21— —¢ L TUTFTOaOY Y K%
EITLEY,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {EIZ—BE THBNENHY X T, TDLdD, 91 LRIV T
MEImInNEd,

etcd 7 5 A4 — Operator "BF 704 #R{T9 %HBH/. I_XTCOAY b O—LTL—V/—
NTetcdPod W"#EEL TWB Z & %#MEERAL X9,

6. ROAX YV KREANLT, 94—SLH—RKEFVICRLET,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

7. RDAY Y K% AH LT, unsupportedConfigOverrides 27> 3 VA4 72 o MH SHIRR
INEIEEERTEET,

I $ oc get etcd/cluster -oyaml

8. B—/— KD OpenShift #ffA L TW3HGIE. /—RE2BEEBLEY. £ LAVWE, etcd
9 5 A% — Operator CROLS—HWRET ZAEMENHY £,

H A B

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
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modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

REE
o HLWXYN—DFATRET, ERBQKREBICHD I EZHALIT,

a. BEETHDeted AV TFF—ICEHELE T,
DISRY—ICT IV EATEDY—IFI T, cluster-admin 2—HF—& L TUTOaATV K
EEITLET,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. IRTDAVN—DNEETHBIEZHWRLET,
I sh-4.2# etcdctl endpoint health

H A B

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5243. X UHRITINTVWEWVD, J— RHAEBREICBWIZEDEETHRWRTZ LAY )L
etcd A V/IN—DBXH %

LUTFOFIETIH, T UREITINTVAWLD, /— R ERREICAWVGEDEE THRULWART A YL
etcd AVN—A2BXZ2FIEAHALET,

AVAN—=—5—T7OEYa=ZVIINBZAVISANSVFvy—2EITLTVWBEBA, Fkidvry

API AFARALTYYVEERLTWSIEEIK. UTOFIEAEITLET. ThUADGEIE. RHICHE
KL-EZERUAET. HrLnwaryro—IL7L—> /) —REERTIVELHYET,

Gl s
o FETHRUWAT XY )betcd AVN—HHELTWS,

o TIUVUNEFTINTULWALD, /— RHEFREICAVWT EEEELTWS,

e cluster-admin O—J)LEFDODI—H—E LTISRY—IITIVEATE S,
e ctcd DNV I Ty THEREBLTWS,
BE
BB’ RELLGRICISRI—%EBITTEDLOIL. COFIEERITT BHIIC
etcd/ Ny O 7w THERLTH <,
FIE

204



FsE A MO—NVTL—VONRY YTy TESLTER

L EETARWAYN—%ZHEEEL., HIFRLZE T,

a. HEBASITD /) —REICHRWPodEZZEIRLE T,
DSRY—ICT IV EATESH—XFIJLT, cluster-admin 2—%—& L TUTFTDaOvY Y K
EEITLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

DBl
etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>
etcd-openshift-control-plane-1  5/5 Running 0 3h54m 192.168.10.10 openshift-
control-plane-1 <none> <none>
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <nhone>

b. ITHD etcd AV TF—ICEH L. EZRITSH/ —NIZIRWPod DERIZEL XY,
PRI —ICTF YV EATESHH—IFILT. cluster-admin 1——& LTUTFOIT VR
ZERITLET,

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

c. AYN—DYXAN=WHELET,

I sh-4.2# etcdctl member list -w table

H A B
+- -+ + + +- -
B +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
B +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+- -+ + + +- -
pmmmmmmmm e +

INODEIRIDOFIBTCRIZENDEE RSO, IDBLVEETHRW eted X V/X—DEH]
HEXBHTHEEXZ T, etcdetl endpoint health I~ > K, BEXBIOFIEN=ET L.
FIAN—DEMINDET, BIRINXAYNR—%YXMRRLET,

d. ID % etcdctl member remove I < >~ RIZIEEL T, EE TR Weted X U NN—%HIBRL
£
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206

2.

3.

DIk

==
[=]

WY eted X V/NN—AHIBR L 9, @EUIA eted X /N —%HIRR

T2E. VF—TL(ERE) B RONDAREMNHY T T,

I sh-4.2# etcdctl member remove 7a8197040a5126¢8
H oAl
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b

e. AVNR—=DYAMZBERTL, AVRN=DHIRIhILZHEBELIT,

I sh-4.2# etcdctl member list -w table

Hh 5
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| cc3830a72fc357f9 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+ + + + +

-+ +
INT/—RYITIERTTEET,

BF

AVN—%HIBRLEE. BYDetcd M VR VADBEIBLTWSBHE., 7
SRY—ICEERT IV ERATERWEELRHY T,

RDODAXV REANLT, 94—FLH—REFXTICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

ZDARVRNICEY, =Ly MZEBICBEKRL. B PodZ0O0—ILT7 I RTEBLIIC
By FE9,

LFDav Y REETLT, HIRINIZEE TR Weted A Y NN—DFHWY—2 Ly MEHIRL
i’a—o

a HIBRXNAFTFETRWeted X VYN—DY—7 Ly h—BAFERxrIl. X9
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B T T T R i -- - P T . A

I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2
CDFIRTHRIFEEZBOLERT TRV eted A VN—DEFIEELET,

DLTFOHEDICARINBELDIC, ET. H—EVT, BLUANIIR—=ILy "DHY

9,
etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. HIRINAEBETHAWeted XY /NN—DY—J Ly NEHIBRLZET,
. E7Y—0Ly hEHIBRLE T,
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted
i. - Ly bEHIBRLE T,
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted
ii. XMYIRY—=ULvy MNZHIBRLEY,
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

4, AvhO—ILTL—rveIUEHIBLET,
AVAN—=5—T7OEYa=ZVIINBZAVISARNSIFvy—52E2ITLTVWBIEE, Tt
YV API ZFRLTI Y VAR L TWEIGEEIE. UTOFIEEZEITLEYT., ThUHSOD
BEIE. MR LAEEEZERAUAET, FrLnwaybo—ILFL—> /) —REERT 20
ERrHYFT,

a. EBTHRWAYN—DIIVERRBLET,

DSRAY—ICT IV EATESH—XFIJLT, cluster-admin 2—%—& L TUTFTDaOvY Y K
EEITLET,

I $ oc get machines -n openshift-machine-api -o wide

6
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned ﬂ

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
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329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

CHIFEETRW/ —RDay bO—ILFL—r<T >V TY (examplecluster-
control-plane-2),

EETT7ANIRATLD T 7AIVIIREELE T,

'EIIII

b. ¥

$ oc get machine examplecluster-control-plane-2 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

‘D THW/ —ROaY hO=LTL -V VDOLRIEEELET,

c. BRIDFIETHER X 17z new-master-machine.yaml 7 7 1 L =fRE&E L. FLLWARIAEE
YHT, FERT74—ILREHIBRLET,

i. statustty Y aveEEHIBRLET,

status:

addresses:

- address: ™"
type: InternallP

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:-feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine
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5. metadata.name 7 1 — )L REZFHROLFNIEEL XY,
BWIYYVERUNR—RBZHMEFL, REOESZRICHATRLESICEERET 5 EMNHE
INFET, ZDHITIE. examplecluster-control-plane-2 ' examplecluster-control-plane-3
IKEREINTWET,

UFIChZERLET,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3

a. spec.providerlD 7 1 —JL RZHIFR L £ 7,

providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. metadata.annotations & & U' metadata.generation 7 1 —JL R&HBIR L £ 9,

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2

c. spec.conditions. spec.lastUpdated. spec.nodeRef. & &£ U spec.phase 7 1 —JL K%
HIBRL £9,

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [{[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z2"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

6. LTFDaT Y REFEITL T, Bare Metal Operator A AR THZ I EEHELET,

I $ oc get clusteroperator baremetal
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H B

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.12.0 True False False 3d15h

7. kDY REEFTL T, i BareMetalHost 7 7Y 2 FAHIBBRLE T,

I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api

H B

I baremetalhost.metal3.io "openshift-control-plane-2" deleted
8. RDAX YV FZERFTLT. EBLBAVYNR—DIIVZHIRLET,
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

BareMetalHost & &£ Uf Machine # 7> = 7 M %HIlR9d % &, Machine 3> hO—5—IC& Y
Node# 7>/ NHEEIRICEIBRINE T,

ASHADIEBHTIYY VOYIRMENEZY., AT Y RABITFONTEREY T23BEIE. <2V
FTTVTIOMNDIT7AFTSAYT =T 14— REHIBRT 22 & THREINICHKBRTEET,

BF

Ctrl+c 23 L T VOB ERI L AAWTLL I W, OV Y RPRTTBET
HITCTEDLDILTEIMRELNHYET, FILWI—IFILD 1V ROERE,
774 FT 54— 14 —ILRERELTHIBRLET,

a. ROARY RZRFTLT, YU UREEZRELIT.
I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

b. Machine h X9 LY —ZADRDT 4 —ILREHIBRL., BERINEZT774ILEREFELE
-a—o

finalizers:
- machine.machine.openshift.io
el
I machine.machine.openshift.io/examplecluster-control-plane-2 edited

9. MTFDOT Y RZRITLT, Y UNHIBRINTWS I & 2R LET,

I $ oc get machines -n openshift-machine-api -o wide

H B
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
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examplecluster-control-plane-0  Running 3h11m openshift-control-plane-0
baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-3ff2-41¢c5-b099-
0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-plane-1
baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-329¢c-475e-8d81-
03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

10. ROAT Y REERFTLT, /—FDHIRRIh I E2HRBLET,
$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.25.0
openshift-control-plane-1 Ready master 3h24m v1.25.0
openshift-compute-0 Ready worker 176m v1.25.0
openshift-compute-1 Ready worker 176m v1.25.0

1. 1L\ BareMetalHost 7 7Y 2 &Y —2 Ly MAERR L TBMC SREEBEHRAREFELE T,

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/sda
userData:

21



OpenShift Container Platform 4.12 /8y 4 7 v 76 L UETT

212

name: master-user-data-managed
namespace: openshift-machine-api
EOF

pa )

A—H—ZENRRAT—RIE, BORTXZYIVHERA MDY —O Ly NTHERTEZE
9, bmc:address TEAT D 7OMNIINIE, BObMh ATy MHOSEEBT
xFd,

BF

BEoady bO—ILTL—VERXMDS BareMetalHost 7 75 7 NEZEH
FMAYT 535A&. externallyProvisioned 7 1 —JL K% true ICERE L72F FIC L
TWTLIEEW,

BEDIY bO—J)L 7L — BareMetalHost # 7> = 7 hh', OpenShift
Container Platform 4 Y2 M=) 7OV S LI >TFOEY 3 =V F3hii5
AITIE. externallyProvisioned 7 5 7" true ICEREI N T WS AIBEMEL H Y £
ER

MEHINRETT5E, BareMetalHost 7 7Y =7 RHAMER I, 7OEY 3=V TEBLDIC
By F9,

12. FIFATEIAEZ: BareMetalHost # 7V 7 MR L TERTOCR R LF T,

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. new-master-machine.yaml 7 7 1 LA FERA L THRIV bO—ILTL—r I U EERL

i’a—o

I $ oc apply -f new-master-machine.yaml

b. M UNMERIN/cZ & ZMABLET,

I $ oc get machines -n openshift-machine-api -o wide

5
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢5-b099-0aa41222964e externally provisioned @)
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examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-
0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-
1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

ﬂ #1# < > ~ clustername-8qw5l-master-3 D' /Ef X 1. Provisioning 75 Running
K7 T —ADNEEINDS & EFMREBICRY £,

RV UDERIN D ETILHD DBEEREAID ZHBELHYET, etcd VT RY—
Operator ZX ¥V F7lE/ — RAEELRREBICR2 EBFNICERLE T,

c. LTFOOATR Y REZEFTLT, RV AFIKRAMNTOEY a3 h, TS5—HRES
NTWhAWZ & EZERALE T,

I $ oc get bmh -n openshift-machine-api

Hh 5
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d UTFDaAY Y RZEERITLT, FHR/— FHPEMS N, Ready DIRETHB I & 2R L E
-a—o

I $ oc get nodes

H A B

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.25.0
openshift-control-plane-1 Ready master 4h26m v1.25.0
openshift-control-plane-2 Ready master 12m v1.25.0
openshift-compute-0 Ready worker 3h58m v1.25.0
openshift-compute-1 Ready worker 3h58m v1.25.0
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ROARXVRHEAALT, V94—5LH—REFVICRLET,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

14. ROV K% AFA LT, unsupportedConfigOverrides 27 > a v HA4 T2 =7 MH SHIBR

SNl ZHEBTEET,

I $ oc get etcd/cluster -oyaml

5. B—/— RK®D OpenShift #EA L TW3IFEIE. /—RFEBESHLET, 5 LAWVWE, etcd

214

9 5 X4 — Operator TROTZ—HMRET ZAEENHY T,

H A B

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-peer-sno-
0": the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0": the object has been
modified; please apply your changes to the latest version and try again, Operation cannot be
fulfilled on secrets "etcd-serving-metrics-sno-0": the object has been modified; please apply
your changes to the latest version and try again]

. TRTD etcd Pod MEUNCERITINTWBR I EAHELE T,

DSRY—ILT IV EATES49—IFI)LT, cluster-admin 21—H—¢ L TUTOaOY Y K%
EITLEY.

I $ oc -n openshift-etcd get pods -l k8s-app=etcd
ol

etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

ERIOOTYY ROHBEAIK2 DD Pod DHHNY XA MNKRRINBIHE, etcd DBET THA XV b
AFETHRETEZd, VS5RY—ICTIVERATES49—3IFI) T, cluster-admin 11— —
SLTUTOavY Y REEFLET,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason Iz —E THBNENHYET, TDLD, 91 LRIV TS
MEmInNEd,

etcd A VN—DBE&DE3IDHBIEZHRT BHICIE. ETHD eted AV TF—ITHEEH L.
HEEZII/ —RKEILRD 2T Pod DERIZELET, VFRI—ILTIVERATEDH—X
+JU T, cluster-admin Z—%—& L TUTFTODOY Y KERETLET,

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
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2. )( \//\‘_0) U Z F’%Eﬁﬁlubijo

I sh-4.2# etcdctl member list -w table

6
+ + + + + +
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+ + + + + +
______________ +

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https://192.168.10.9:2379 | false |

+ + + + + +

pa )

ERIOIOXYY ROEAITA4DUED etcd X VIN—DBRRINDBA. TFERX
" VIN—HEEILHIBRT ZRELrHY T,

3. LJ\-F@]—?/ I‘%%?TL/—C T’\'CU) etcd)(//\—ﬁ‘IE.%'Ci)é t%ﬁﬁﬂlb\bijo
I # etcdctl endpoint health --cluster
HhH

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms

4. LTFDIAT Y RZERITLT, IRTO/—RIRFOIEY a v THB I Z2HELET,

$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AlINodesAtLatestRevision

5.2.5. FEE B
o TUVUSATHAIINTYIICELB I +—5 LiFE

53.RANINEYISAI—TDETCD D/Ny U Ty TEET

OpenShlft Container Platform TRR XNy bO—ILTL—V % FEHT 546, eted /Ny &
Ty TBLIVOETTZ ORI, BEDetcd Ny 27y TTOER EEERY FT,
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BF

Hosted Control Plane l&, &2 /AY—7 L Ea1—#egEE LTOAFATEEY, 77
JAOY—7LEa—#EEIX, RedHat 2ERYR— KDY —EXLRILT T =XV K
(SLA) OHRHATH Y. HENICTEETIERWSEELHY £9, RedHat 1&. EHREIR
BTINSAFRITZIEEHBLTWERA, 70 /0Y -7 L E1—HEEE. S5
DEGHEEEXVWVERCIREL T, BERERBETHEDTAMNEITWT 1 — KNy U %124
LTWEESZEEZBENELTWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE 2S8R L TLEIWN,

531 HKRANINEZISRY—TDetcd DA FT v T3y NOVEK
RAMNINEIVSRY—Detcd /Ny I Ty TT257OVRAD—EELT, etcdDRFYy T3y b
EERLET, ZFvFoay NaERLAK, &2 TREEIRREO—E LTETTEET,

BE
CDFIEICIE, APIDYT I A LDURETT,

FIa
1L ZOATY RZANLT, RRAMINEISRAI—DRBZ—FRFLELZET,

$ oc patch -n clusters hostedclusters/${CLUSTER_NAME} -p '{"spec":
{"pausedUntil":"${PAUSED_UNTIL}"}}' --type=merge

2. ZDOAX Y REAALT, $RTDeted-writer T 7O XY M EEBEIELET,

$ oc scale deployment -n ${HOSTED_CLUSTER_NAMESPACE]} --replicas=0 kube-
apiserver openshift-apiserver openshift-oauth-apiserver

3. BetedAVFTF—Texec AV Y REMEALT, etcd R Fv TFoay hEERLET,

$ oc exec -it etcd-0 -n ${HOSTED_CLUSTER_NAMESPACE} -- env ETCDCTL_API=3
/usr/bin/etcdctl --cacert /etc/etcd/tls/client/etcd-client-ca.crt --cert /etc/eted/tls/client/etcd-
client.crt --key /etc/etcd/tls/client/etcd-client.key --endpoints=localhost:2379 snapshot save
/var/lib/data/snapshot.db

$ oc exec -it etcd-0 -n ${HOSTED_CLUSTER_NAMESPACE} -- env ETCDCTL_API=3
/usr/bin/etcdctl -w table snapshot status /var/lib/data/snapshot.db

4. ROPUCTRT LI, S3NNTy g ¥, B TERETEBIEMICRAFTYy TYay hTF—4%3
l:o_ L/ i’a—o

% R

ROBITIE, BRERN—2aV22FALTVWEY, EGN—YVarv45HR—

FgB)—U3y (Blius-east-2 ) —2a V) ICWBIHEIK, BE/NN—Y 3V 4
A 4 HFEALTCEIV, ZThUADIFEIE, BEN—YVa V252 FALTRTY S
Q%&S vayv hES3N\Ty MIOE—93&, 7y FO—RIFKKEL, BENN—Y 3
& V2 IFIEHEICRY FT,
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B

BUCKET_NAME=somebucket
FILEPATH="/${BUCKET_NAME}/${CLUSTER_NAME}-snapshot.db"
CONTENT_TYPE="application/x-compressed-tar"

DATE_VALUE="date -R
SIGNATURE_STRING="PUT\n\n${CONTENT_TYPE}Nn${DATE_VALUENn${FILEPATH}"
ACCESS_KEY=accesskey

SECRET_KEY=secret

SIGNATURE_HASH="echo -en ${SIGNATURE_STRING} | openssl shal -hmac
${SECRET_KEY} -binary | base64

oc exec -it etcd-0 -n ${HOSTED_CLUSTER_NAMESPACE} -- curl -X PUT -T
"/var/lib/data/snapshot.db™ \
-H "Host: ${BUCKET_NAME}.s3.amazonaws.com" \
-H "Date: ${DATE_VALUE}" \
-H "Content-Type: ${CONTENT_TYPE}" \
-H "Authorization: AWS ${ACCESS_KEY}:${SIGNATURE_HASH}" \
https://${BUCKET_NAME}.s3.amazonaws.com/${CLUSTER_NAME}-snapshot.db

5 BTHLWISRI—TRFyTay haBRTEDLIICTBHBAER. ZOFICRT LD
IC. RAMSINEISRI—DERIDIESEI—IL Yy heRELET,

B

oc get hostedcluster SCLUSTER_NAME -o=jsonpath="{.spec.secretEncryption.aescbc}'
{"activeKey":{"name":"CLUSTER_NAME-etcd-encryption-key"}}

# Save this secret, or the key it contains so the etcd data can later be decrypted
oc get secret ${CLUSTER_NAME}-etcd-encryption-key -o=jsonpath="{.data.key}'

RDRAFY S
etcd RFv FYayv hEETLET,

532.RANINEISRAY—TDeted ATy Tay NDETT

RARNINEISRY—D5Detcd DRAFT Y Toay hHAHDHEAIE. TNAEaETTETET, RE.
PSR —DEKRPICDM etcd RF v Toay hEETTEET,

etcd R+ v F¥av N&EETT BITIE. create cluster --render <Y KNS DH DA EE
L. HostedCluster {t#k® etcd £ > 3 > T restoreSnapshotURL {E%* E& L £ 7

lfi= 353
RANINEYISRY—Tetcd RFYyToay MaERLTWDS,

=2
L aws AX Y RSA VA V¥ —T x4 X (CLI) TERINICERLINA URL 24EmK L. FREIEHR%E

etcd T TOA XY MIEIFTICSID D etcd ATy Tvay hadovO—RTEBLHICL
9,
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ETCD_SNAPSHOT=${ETCD_SNAPSHOT:-"s3://${BUCKET_NAME}/${CLUSTER_NAME}-
snapshot.db"}
ETCD_SNAPSHOT_URL=$(aws s3 presign ${ETCD_SNAPSHOT})

2. JRD URL #5889 % & 5 IC HostedCluster T2 Z&E L X7,

spec:
etcd:
managed:
storage:
persistentVolume:
size: 4Gi
type: PersistentVolume
restoreSnapshotURL:
- "${ETCD_SNAPSHOT_URL}"
managementType: Managed

3. spec.secretEncryption.aescbc ENSSR L7 —I L v M, BIOFIETRELEZEDER
CAES F—HIEFNhTWB I E5#MRALET,

5.3.3. EEIB R

e AWSH—Sa3avRDKRAMNINAEYSRY—DEEEIR

5.4.f[8EEIH

541.FEEIHICDOWVWT

ZDOEZEEIR R+ 2 X~ KTIE, OpenShift Container Platform 7 5 249 —CRET 2 ApEEDH %18
HOBEEDH 2RENSDEIBFECOVWTOEEERITOBREZRHELTVWET, BEEEE, /7R
H—DIREABEET ZREBICET2HOIC. UTDI12FLIFERDOFIBERITTI2HENHBIH5EHDDH
l’) i’a—c

BE
EEEIBICIE, PR EE1TD2OEERIY NA—ILTL—VRANDRETT,

I Z 29 —DBERIDRE~NDETT
oY )a—Taviiz, EBENEZERLDEZHIRLAEGERE, V7 R9—%2BERIOREICET
TEIMRENHDZREBICHBLET, Chilid, XZ#HOaY bO—ILTL—VKRR M Kbhick
BHIC eted 7 4 —F s (ERE) Bikbh. 529 —NF 754 VIichBRELSTNET. etcd
Ny o7y TEEREFLTWSBRY, uTwiﬁkﬁvfﬁ7Z& HERDRREICETTEEY,
ZYUTEBEIE. A bO—ILTL—VIBRZEDHRUINDRENSD ) AN —HAREICA DG
BbHYET,
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DIk

==
[=]

5525 —DERNORE~DETIE. EFHDH 525 —TF > BENT. T

7
BERT7VaVTY, COFIEIE. ZEOFERELTOAMEALTLEX
LN,

BEIRDETRIIC. 7RI —~DHEDFHFMIIOVWTIFRI—DETZSR
LTLEEIL,

» Pz -
KEEDT Y —DMEARE LTHERTEETH Y., etcd DY 4+ —5 LAH DB, F
» JBICHE> TE—DIEE TR Wetcd A VNN—DEIHZAEZTLET,

Ay ha—IFL—ViBAZ0HRTINhOREISD ) h/XY) —
DY Ya—avid, AV bA—ILTL—VIERRZEOHRIA IR ZREICHIGELET, &%
. 1 VAM=ILD 24 BERICITONARNDIABREOO—T—> I VEIIKI TRAY =% vy b
HUd DA, AEEFO—T—YaryInd, BHRUINICAY FT, UTOFIEICK>T, 3
vhO—ILTL—ViIBZDHIRTINDIRENSD Y AN —AERTTEFT,

5.4.2. 7 5 AY —DERIDRE~NDETT

DS Y —ABERIOREICETTZICIE. 27Ty Toay hEERLT, BHIC eted F—F DNy &
Ty T ETO>TWEIREBEABHYET, CORFvToay haFRELT. VSR —DREAETLE
-g_o

5.421. 975 AY9 —DIREDEITICDOWT

etcd Ny O 7y TEFEALT, V7R —%2BERIOREICETTIIEY, ThiE, UTORREL,SEIE
TRHICERATEIT,

o USRH/—IF, REHOOAY MO—ITL—VRANERWVWE L (V4 —FLDEXK),

o ERENEELILDZHIRL., V5 RI—%2EBIBHTBLDIETTILENHY X,

Digk

==
[=]

5525 —DEHORE~DETTIE. EFEDI 525 —TF 5 RENT, FRE
BR70avTd, hid. REDODFEELTOAMEBLTLEIL,

Kubernetes APl —NN—%FRLTT—Y 2B TX 315581, etcd FIATE
3728, etecd Ny I Ty THFHLTETITDIEETEEHA,

etcd ZRMEMICETT 2 E. V7RI —DEERICTICEIN., IRXRTOISA Ty MNMIFREET D5
BEIAFEELFT, Zhid. kubelet. Kubernetes A hO—5—vX—Yv—, SDNOI>Y hO—
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S—, KfER) 2a—L3 b O—F—REDAVR—RV NEERITIEEICHELS X ZAEMEDLDH
L) i_a—o

etcd DAVFVYDNT ARV EOERBOIV TV E—BLARWE, Operator F ¥ —VHFEL.
TARVEDT7 740D eted DAV T VY EHRET B &, Kubernetes APl H—/X— Kubernetes 3~
PO—5—<R—2 v —, Kubernetes A7 ¥ 1 —5—7 ED Operator BMELLT BFENHYE T, T
DFE. BRBOFERICFEDT VY a VM REILRDBENHY X,

WBIHARIZEE. JT7AY—IXKERY) 2 —LEZBIMTIARCAY, BELALLK B> AEELAY—7O—NK
ZHIBRL., 20 DA A=V %BEML. BRYINDIIAE#FRAL T CANY RILAEEXIBRZI B &
5.422. 75249 —DERDIREADETT

BREINFetcd DNy I Ty THEGFAHALT, V75RA9—OLEIOREEETLZY., XZHDOV K
O—ILTL—VRA MDY RbhEISRAY—%EBTLIZYTEET,

0

PSR —pavhO—ILTL—r3I vty NEFERALTWSIEES, LYBEAR etcd
DANY —FBICOWTIE, avbhO—ILTL—vIorvtEYy NDODNSTIVYa—F4
VIESBLTLEIWN,

BE

PSR —%1ETT BEEIC. BL z-stream ) ) —ZADNSEEB Lt etcd /Ny I T v THi

FRITIZHEIHY ET, =& xIE. OpenShift Container Platform 472 7 5 249 —
&, 472D 5MB Liceted Ny O Ty THGERAT ILENHY £,

AR

o A VAM—IBFICERALLEDERE. FEBHEN—XD kubeconfig 7 7 1 LT L
T. cluster-admin O—J)LAFDIDI—HF—E LTIV SRIY—ICTIVEALET,

o YANY—KRANELTHFRATIEERI Y MNO—ILTL—VRAMNDHB T &,

o OVNO—ILTL—YRAMADSSHT7 VR,

o ctcd AT v T3y NeFEHWPod DY Y —2ADEAEECNY I Ty TF4L Y N)— (AL
Ny OTy THhoBmoN2ED), T4LIZMN)—ROT7711L%E

I%. snapshot_<datetimestamp>.db & & U static_kuberesources_<datetimestamps>.tar.gz
DEKICT 2EELHY T,

BF

FEYANY)—arvrO—ILTL—V/)—RODFEIK., SSHEHRAEMIIL]ZY., 58 Pod
BEIELAEYTZRERIHOY FHA, O AN =LA b O—ILTL—V TV
vEI1DTDHIRL., BEKRLET,

FIR

L VANRNY—=FRZAMNELTHERAT 22 O—LTL—VERZANEERLEYT, Ihid, B
FeERITIBRAKITY,

2. UANY—RZAMNEED, £ b O—ILTL—2Y /) —RKRADSSH#EHmAMILZF T,
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Kubernetes APl H—N\— 3BT 7O RADRBRICT IV ERATERLL A% LD, v hO—JL
TL—V/)—RICET7IVERTEFHA, 2TDEH, BIOY—IFI)ITE&IY M O—ILTL—
VIRA MISSHIERAMIITD I EMNHEINET,

BE
COFIEEZTLAWE, ExFEE2ETT5HICaY N A—ILTL—VEKRR

MITOERETBZENTERLSRY, ZOREBHLIFRI—%2OETEAL
Y ET,

eted Ny O Ty TTFaL O N =Y AN)—=ar b O—LTL—VERAMIOE-LET,
ZDFIETIE, etcd RF Yy T ay NBLUVEHPod D)V —2%&ET backup7 4 L7
)—%, YANY)—=ar  hO—=)LTFL—YEKZKND /homelcore/ T4 Lo h)—ICOAE—LT
Wb ZEZRIIRELTVWET,

oI RTOaY M O—ILTL—Y /) —RTENPodAEEILELET,

gy aw

XN, Y AN —KR N TEE Pod £ EILLT 2BBERHY FH A

C)ANY —RRAMTRERAVWIY A=V TL—YERANMITIERALET,

Q

b. BEFE®D etcd Pod 7 7 1 L% kubelet =7z A MFA4 LY N —HDSBEILET,
I $ sudo mv -v /etc/kubernetes/manifests/etcd-pod.yaml /tmp

c. etcdPod MEIELTWR Z & AHBERELE T,
I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

ATV FOBARZETHZIETTY, ZTRVGEEEF. BOFELTHOBERRLE
ER

d. BE%E®D Kubernetes APl H—/X—Pod 7 7 1 L% kubelet =7z A T4 LI K —H5
#ELE9,

I $ sudo mv -v /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. Kubernetes APl H—/N—Pod "MEILLELTWB Z & 2R L £,
I $ sudo crictl ps | grep kube-apiserver | egrep -v "operator|guard"

ATV FOBARZETHZIETTY, ZTRVGEERF. BOFELTHOBERRLE
ER

f.etedT—89T4 LI N)—%ZRIDGBAICEELET,

I $ sudo mv -v /var/lib/etcd/ /tmp

g. /etc/kubernetes/manifests/keepalived.yaml 7 7 1 LD FETEL. / — RBBIRINBEE
. ROFIRICHEWVNE T,
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222

5.

i. /etc/kubernetes/manifests/keepalived.yaml 7 7 1 /L% kubelet Y =7 T A b7 1 L
JR)—DOBELET,

I $ sudo mv -v /etc/kubernetes/manifests/keepalived.yaml /tmp

i. keepalived 7T—EVICL>TEEINTWAAVTF—DEILELTWE I EAREREL
x7,

I $ sudo crictl ps --name keepalived

AYY ROBARBZETHZIETTT, ZTHRVGER, BOTFHL THOBERIRELX
ER

ji. A MO—=ILTL—VIRIBIP(VIP) AEIYHTHOATWEANE I N EFERLET,
I $ ip -0 address | egrep '<api_vip>|<ingress_vip>'

iv. MEINAREIP &I, ROOATY RERITLTRIBIP ZHIBRLE T,
I $ sudo ip address del <reported_vip> dev <reported_vip_device>

h. DANY) —ERZARMNTIERWMEODY hO—ILTL—YRANTZOFIEEHYIRLET,

DANY) =Y b A= TL—YRANITZIEALET,

6. keepalived 7—EVHMEAINTVWBREHAEIF. YANY—ar  O—ILTL—>/— RKHRE

IPZFIBELTWS 2R LET,
I $ ip -0 address | grep <api_vip>

RIEIPO7 KL ANEET Z5E. EARTHRARIINET, REIPAREINLTLAN
M ELLKEREINRTVWAWES, 20T Y RFZEOXFIAERLET,

5525 —2EOTOFY—DEMICAE > TWBEEIE. NO_ PROXY. HTTP_PROXY. &4
U'HTTPS_PROXY BEZHA T/ A K—F L TWB I EEREBELET,

B> b

oc get proxy cluster -o yaml D AEHRAL T, 7OFP—HDEMIINTWELE D L%
BTEEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHIRE
INTVBERICEMIINET,

DANY =3 bA—LTL—VRANTETRAYV ) T E2RTL, KR % eted Ny 9T v T
TA4LIM)—ITELET,

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/assets/backup

P S/ A NOL il

...stopping kube-scheduler-pod.yaml
...stopping kube-controller-manager-pod.yaml
...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml
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Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

pa )

REDetcd /Ny 2Ty TDRIC/ — REBAEIEHINLIGE, Ex/O0ER
IC& 2T/ — KD NotReady IREEICA 2 AIREMEL DY T,

Pt

9. /—KR%EFxv I LT, Ready REETH B Z &L #FERL T,
a. LTFDaOY Y REEITLET,

I $ oc get nodes -w

H A B

NAME STATUS ROLES AGE VERSION
host-172-25-75-28 Ready master 3d20h v1.25.0
host-172-25-75-38 Ready infra,worker 3d20h v1.25.0
host-172-25-75-40 Ready master 3d20h v1.25.0
host-172-25-75-65 Ready master 3d20h v1.25.0
host-172-25-75-74 Ready infra,worker 3d20h v1.25.0
host-172-25-75-79 Ready worker 3d20h v1.25.0
host-172-25-75-86 Ready worker 3d20h v1.25.0
host-172-25-75-98 Ready infra,worker 3d20h v1.25.0

TRTD/ — RBREEZRET2DICHI NN DHEEDHY T,
b. NotReady RE&ED / — Kd'H ZHmAIEE, /—KRIcOJ1 v L. &/ —KD

/var/lib/kubelet/pki 74 L 7 h) =S5 ITRTDPEM 7 71 ILEHIBRLE T, / —RIC
SSH#ERKT D, Web AV Y —ILDY—IF I D4V KU EFEHRHTEEY,

I $ ssh -i <ssh-key-path> core@<master-hostname>

YT IpkiTa LI MY —
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sh-4.4# pwd

Ivar/lib/kubelet/pki

sh-4.4# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

10. $RTOIAY MAO—ILTL—YRANTkubelet Y—EXEBREE L F 7,

a. VAN —=RZAMDLLUTOOAYTY REETLET,
I $ sudo systemctl restart kubelet.service

b. tfOITARTHOIYMO—ILTL—VRAMNTZIDOFIEERYRLET,

N REPRDOCSREEBALET,
pz -1o)
B—)—RISRAHY—PI3IDDRYYa— )R N O—ILTL—Y/—R
THREINDZISARY—KRE, 7T—h—/)—REFHELRWISRY—ITIE, &R

TEHREPDCSRITHY FEA. TOFBEICYVRAMINTWERITRTOITY
ReaXxw TEFET,

a. BEDCSRO—BZHELEY,

I $ oc get csr

DBl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

o

QOREB D kubelet ¥—ER CSR (A—#—ATOEY 3=V I LA YR b—ILA),

w%‘é’a’ # @ node-bootstrapper CSR.

b. CSRODFMZL Ea—L., INIEMTHBIE2ERLET,
I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHEITT,
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c. TNTNDEWA node-bootstrapper CSR # &R L £ 9,
I $ oc adm certificate approve <csr_name>

d 21— —Il&>TTFOEYa=ZvIEINd4A VYR MN-ILDIBEIE. ThZEhOEMA
kubelet 12t CSR # &R L £ 7,

I $ oc adm certificate approve <csr_name>

R B—XN—@aAY  O—ILTL—UHIEBICEBELTWSZ EAERLET,
a. VAN = KRA MDD eted AVTFF—DETHTHDIIEEHEALET,

I $ sudo crictl ps | grep etcd | egrep -v "operator|etcd-guard”

H oAl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. VAN =KX MNE, etcdPod AETINTWVWB I EEHERLET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

Al
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

27 —4 2 Pending DIHZE P HAICEBDETHOD etcd Pod N —ERRI N BI15E.
HOFHRLTHLOBEF IV I Z21TVETY,

13. OVNKubernetes v N7 —2 7S 54 VA FRALTWBBEEK,. VAN —ary i a—IL 7
L—YRAMNTIEAWIOY MO TL—VERAMIBEAERMITONANTWSE ) —RA TV P b
HHIBRLE 9,

I $ oc delete node <non-recovery-controlplane-host-1> <non-recovery-controlplane-host-2>

14. Cluster Network Operator (CNO) #* OVN-Kubernetes A~ hA—ILFL—Y%HBF 7041 L.
EELTWAVWIYMA—F—IPT7RLRAZSRLTVWAWI EZHFELE T, JOBRZMH
BT BICIE. UTFOIXY ROHAEEHMICHERLET, ZORBENRINDZEITH>TH
5. RDFIETTRTDHER M _LED Open Virtual Network (OVN) Kubernetes Pod D FE#2&fIC
EAET,

$ oc -n openshift-ovn-kubernetes get ds/ovnkube-master -o yaml | grep -E '<non-
recovery_controller_ip_1>|<non-recovery_controller_ip_2>'

225



OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

R

OVN-Kubernetes Y hO—I)L L —YABF 704 I, BEIOI<T Y RHZE
DHAEIRT EFTICS-10 DUELDIBIBZEDHY FT,

15. OVN-Kubernetes *v N7 —20 7574 VAFEALTWBHAEIE. §XTDKRRMT Open
Virtual Network (OVN) Kubernetes Pod Z#HBi&&# L £ 9,

R

MEED L OEFEADZ{T Webhook & Pod BB 22 &N TEFE

¥, failurePolicy % Fail ICE%E L TIEIND Webhook Z3ENNT % &, Pod AM4E
BIN, Ex/OCAP’KRET2AESEIHYET, Chid. 759 —DRE
DETHIC Webhook ZRES L VHIRT 5 & TCEMTEEY, V5R9—D
IRENERICETINLEIC., Webhook EBEEMICTEZ T,

Fizlk, 75 R —DREDETHIC failurePolicy % —B8IC Ignore ICERET
XET, VIR —DRENERICETINLRIC, failurePolicy % Fail IC7
5ZENTEXET,

a. J—RNRY Y RF—HR—2 (nbdb) EH ™ Z/RH Y RF—4 ~—2 (sbdb) & B L &
¥, Secure Shell (SSH) #fFRLTY ANY—KR bEeHEYOIY  O—LTL—Y/—K
K772 L, ROAXY RERITLET,

I $ sudo rm -f /var/lib/ovn/etc/*.db

b. DAY RAEITLT. §TD OVN-Kubernetes A hO—JL T L — Pod #HI& L
F9,

I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. ROIAT Y RAEZETLT. OVN-Kubernetes A~ hAO—JIL T L —Y Pod "BETF70O4 X
1. Running REEICAHR > TWBZ & &#MEALE T,

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

ol
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s

d ROOAT Y RAEZEFTLT. §TOD ovnkube-node Pod #HIfE L 7,

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

e. DAY REERITLT. §RTD ovnkube-node Pod A*BE T 7O 4 XN, Running R
BILA>TWA I EEMRALET,

I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node
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6. MOIFRIHOIAY FA—LT L =YYV 1DIDHIBRL TEFRLET. ¥V YV DEIFK
Itk FLWIEY 3 UAEHEII N, eted NEBIRICRT—LT Yy TLET,

o 1—H—HATAEITIZVIULERTAYILA VAN —IEFERT IHBEIE. SICEKR
LizExEAUAZEAFEALT, O hO—ITL—VTY v aBERTEEY, F0

X, TA—%—2A70EEVa=ZVv LIS RI—BERTAYIVICAVAN—ILT D] &
SEBLTLEIL,

gk

H
[=]

JANY =KX DTV ZHFRL, BERLAWVWTCREIW,

® installer-provisioned infrastructure ZZ£{T L TW35HH. FLIETI YV APIZFEALTYY
VEERLTWRIEGEIF. LTOFIEZETLET,

Digk

==
[=]

JANY —RZ DTV ZHFRL, BERLAWTCREI W,

installer-provisioned infrastructure TOXRP7 X & )LA4 2V X h—)LDi5H

A&, Oy bhO—ILTFL—UIPVEBERINFEA, M. TR
FAXAZ)LaAY R O—ILTL—V/— RO #5BLTLEIWL,

EZ N

a. Kbnh/izaryhrg—ILTL—VERAMOWTNDODOYY VEREBLET,

DSRY—ICT IV EATESH—IFILT, cluster-admin 2—H—& LTCULTFOO~Y
YREEITLET,

I $ oc get machines -n openshift-machine-api -o wide

H 1
NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID

STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e
stoppedﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2

3h37m ip-10-0-154-194.ec2.internal
running

Running m4.xlarge us-east-1 us-east-1c
aws:///us-east-1c¢/i-02626f1dba9ed5bba

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large

east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

us-east-1 us-
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clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

Zhix, kbhzavrOo—IL7L—VvKRA DI MO—=ILTL =0T VT
9 (ip-10-0-131-183.ec2.internal),

T77ANWTRATLDI 7AIICEELE T,

&J

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

SbhhiaryrO—IL7L—YERZA MOy MA=ILTL—UIT IV DARIEIE
ELZEI,

c. BRIDFIE TR X 117z new-master-machine.yaml 7 7 1 L Z=fRE&E L. L W&RE]
HE|YLHT, RERT71—ILREZHIBRLET,

i. statustty > aveEEHIBRLET,

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. metadata.name 7 1 —J)L REFIROLEICEELE T,
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HWYY YV ERURN—REZH#RF L. RBOESZRICHAATRAESICEET S
ZENWRINE T, ZDHITIE. clustername-8qw5l-master-0 (£ clustername-
8qw5sl-master-3 ICEEINTWE T,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. spec.providerlD 7 1 —JL RZHIFRL ZF T,
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. metadata.annotations & & U metadata.generation 7 1+ —)L R ZHIBR L £,

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. metadata.resourceVersion & & ' metadata.uid 7 1 —JL KEHIFR L 9,

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a
d kbhzaryhO—ILTL—VHERAMNDTYVEHIBRLET,

I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 0

‘D LbNaAY FO—ILTFL—YERAMDAY FO—ILTL—VI Y DLFIEE
Ebij—o

e. YUUNBIBRINI I EEHIABLEY,

I $ oc get machines -n openshift-machine-api -o wide

A5
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
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east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. new-master-machine.yaml 7 7 1 L AR L TCY V& ER L X T,

I $ oc apply -f new-master-machine.yaml
g FMTIUMNMERINI &R LET,

I $ oc get machines -n openshift-machine-api -o wide

aapal /I
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd  Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#iR < ¥ ¥ clustername-8qw5l-master-3 A ER X 11, Provisioning 5 5
Running IC7 = — XA EEI N3 S EMRBICRY FT,

RO UDMERIN D ETILHD DA IDZHBELNHYET, etcd VT RY—
Operator ZX ¥V F7lE/ — RAEELRREBICRZ2 EBFNICEABLE T,

h. UAN) —FRZAMNTIRAVWELXLZIY MO—ILTL—VERARNT, ThHDRTFY S
ERgYRLET,

7. ROAX VY KEAALT, 94— LA—KR%E=F7ICLET,

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

IOARVRICELY, Y=Ly ZEBICBFERL. BB PodZA—IL7I FTEBLDIC
Y ET,
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18. YANY —KRAMADBDY —IFIL T4V RIT, ROAYY REEFTLTY ANY —
kubeconfig 7 7 1 LA TV AR—MLE T,

$ export KUBECONFIG=/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs/localhost-recovery.kubeconfig

19. etcd DBT7O4 AV M EBHIMICEITLET,
1) 1/X1) — kubeconfig 7 7 {1 V& TV AR—KMLIEDERLCY—IFIVT 4V RIT, RD
OAvY RZ2RTLET,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge 0

Q forceRedeploymentReason Iz —BE THBNENHY X T, TDLdD, 91 LRIV TS
MEmInNEd,

etcd 7 5 A% — Operator " BF 7OA AV NaR{TT2E, W7 —MRAMNSY TORT—
W7y FERKIC, BEED / — RO HE Pod & HICEEIL T,

20. ROOAXRVKEAALT, 94—SLH—RKEFVICRLET,

I $ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides": null}}'

2. kDAY Y K% AFA LT, unsupportedConfigOverrides 27 > a A4 T2 =¥ MH S HIBR
INIEERRBTEET,

I $ oc get etcd/cluster -oyaml

22. IRTD/—RARFDIVEY I VICEHINTWR I EZMHERELET,
PRI —ICT YV EATESH—IFILT. cluster-admin 21— —& LTUTFOOITY N %
EITLET,
$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'
etcd @ NodelnstallerProgressing KR FEH %R L. IXTOD/ —RAFHFOVES 3~ T
HBIEEHALET, BEFHPERICETINDE. ZOHBICIE
AliINodesAtLatestRevision &R R~INE T,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q ZDBITIE, BFEOYEY 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 VB SHE
FN2HE. CNIXEFNMKRAE L TETHTHDLIEEERLET, HOFHLAARICER
TLET,

23 etcd DBTF7OA40%IC. A hO—ITL—VOHEBRO—IL T N aBRENICETLET,
kubelet ARIEO— RNS VU H—AFAL TAPI H—NR—|CEHEINTWSB =8, Kubernetes
APl H—NN— 3D/ — RIZBA VA M=ILEINZET,

L — = e e — e e = - . - - - - e e — R e
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232

T7AI—IC/ I EATESHY—IFTIVTC, cluster-admin 1—H—& LT PDIAYY K%
RTLET.

a. Kubernetes APl H—/N—DFHBEO—IL 7D M E@HINICETLET,

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

ITRTD/—RPRFDVEY I VICEHINTWS I E2HRLET,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing KR FHEZHER L. IXTO/ —RPIRFDIETY 3V THD
CEEBRELEYT., BEFRHNEREICERITIND E. ZOHEBDICIE AlINodesAtLatestRevision
PRRINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q ZOBITIR, BFOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD Y EY 3 v BS
NEENZIHEE. CNIEEFMRRE L TETHTHEIEEEKRLET, BOoFHLE
#giIcEATLED,

. Kubernetes Y hO—5—IRX—J vy —DHFHRO—IILT D M E@EIBICETLET,

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

TRTD/—RPRFDVEY I VICEHFINTWS I E2HERLET,

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing {KR &4 2R L. TRXTD/ —RERFOIED 3 v TH 2B
CEEWRLET, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
NRRINET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q ZOBITIE, BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 v BS
NEENZHEE. CNEEFMRRE L TETHTHEIEEEKRLET, BOoFHLE
#giIcEATLED,

c. Kubernetes A7 ¥ 2 —5—0OFHBAO—IL 77 M &@HIFICEITLE T,

$ oc patch kubescheduler cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge
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TRTD/—RPRFDVEY I VICEHINTWS I E2HERLET,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing SRR E M4 ZHEE L. IRXTO/ —RHPRFOIES 3 v THB
CEEMRLEYT, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
BRIINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q ZOBITIE. BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 v BS
NEENZHEE. CNEEFMRRE L TETHTHEIEEEKRLET, BOoFHLE
BICBRAITLET,

24, IRTOAV MO=ILTL—VRAMEELTEY., 7R —IIBMLTWVWSE I & AMER
LEY,
DoAY —ICT IV EATEB9—3FILT, cluster-admin 1—%—& L TUTFTOOIY Y K%
EITLEY,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

el
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

BERXFIBDORICTRTOT— O0— RBEDEEICRS &L DICT %ICIE. Kubernetes APl 153k % (R 15
LTW3& Pod 2BREEILE T, INniliE, JL—%—, Operator, y— RK/NX—F 4 —JVR—FV b
72 & @ OpenShift Container Platform Y R—% > hAEEFNZE T,

Pz

AOFIELNTT LS, IRTOY—EIADNETINLREICESZ L THOBFOHE
BH2GENHYET, & 2L, oclogin #FH L ER5EIE. OAuth Hh—/X— Pod A°
BEBTZ2FETTCICHELAWVWITREEIHY FT,

ENBFEREEIC system:admin kubeconfig 7 7 1 L& FHA T2 I & E#RFFL T EI W,

ZDAZEIE, OAuth b= Y TIdA LK SSL/TLS 754 7> NEBAZICE D W TERIL %
TWET, ULTOOY Y REEFTL, TO7 74V EERALTCRIETETET,

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig

UFDavxy FaRITT BEFHLI - —FZRTLIT,

I $ oc whoami

233



OpenShift Container Platform 4.12 /8y 2 7 v 76 L U

5.4.2.3. BIEER
o 1—H—|l&>TTOEYIZVIINDZIFRI—DRTAZILADA VA M=)

® SSH %{#H L T OpenShift Container Platform f Y X4 v R Lvrav bhOo—L7FL—>v /) —
RICT7 V2R 570D bastion KRR M &EKT % A%

o RFPXAH)aAvrO—ILTL—Y/)— RO

5.4.2.4. kA ML —Y ORERTICEAT 28 S & CEhEE

OpenShift Container Platform 7 5 X4 —H'WIFNHADFERDKHKA ML =V % FHT 2HE/IC. 77
29 —DREITBE etcd MMRBEINZE T, & AIE. Pod TEITINTWS Elasticsearch 75 R
¥—. ik StatefulSet # 72 2V R TERITINTWVWET—IR—RARXETHHAREELHY XY,
etcd Ny 77 v THBETT B5EICIE. OpenShift Container Platform @7 —2 00— RKDRXF—4 R
EETXTINET, LU, etcd ATy T Y ay MHAFWGEICIE. RT—49 RISEME 2 IEHRTIhD
AEEMENHY £,

BE

KGR 2—L (PV) ODRBIE etcd ATy T ay MUEEEFNFERA, etcd R F v T
< 3 v b H5 OpenShift Container Platform 7 5 24 — %859 28IC. EE TRV
TJ—JO—RKDOOEEBELT—YICTIVEALELY, ZOHNTEXLY T255E08HY X
ER

UFiE. AWRT—9 R 2EMT 52T FHITY,

o MySQLTF—HR—ANPVATIVTIMNTNRY I Ty FEIND Pod TERITINTWS, etcd
AFw ¥ 3y hH 5 OpenShift Container Platform #1859 % &, Pod D& & # YR L&
TLTHE, R)a—LzZAML—=—I7FONM Y —IZRLEY., RTHD MySQL Pod AR L
YINDZHIFTIEHYEFHA, TOPodidk, ARNL—=I7ONAY—TRY 2—L%ETT
L. RICPVERBELTHRARY 2 —LEZBSRIDLDICFEMTETT Z2HENHY T,

® PodPlid, /—RXICEIYHTHNTWSRR) 2a—LAZFALTWS, BIDPodA/—K
YILHDZBELRY 2—LE5FRALTWBHEICetcd RFT Y T a3y MHYERINWAIBEIC,
etcd DETHEITIND E, R a1a—LD/—KRYILEYHETSNTWS I EDREAT Pod
P1 NEBICEEITE R RZABEMELH Y £, OpenShift Container Platform (& Z DEJ Y él
EEREEY. R a—LAHNBEENICTIVEINZDIITIEHY FHA, TNHELZHE
Hl\ R)a1—L%Z/—RYDOLFETUYBEL., /—RKXIZEIYHTTSBZ t'CPOdP17Z‘:i
ETE2LIICLET,

o USYRTOANAF—FLIER ML= 7FONA ¥ —DRFER N eted 2 F v T3y NOE
BRRICEHFIN, AP RET., 7O ¥ —DOREERICIKET 5 CSI KSA4 N—F (i
Operator BERE LR ARY F 9, ThHD KT 4 /N—F 72l Operator THELRFRIIFEREF
BCEHFITINENHIBENHYET,

o FNAANMNeted RF v T 3 v hDERKKIC OpenShift Container Platform / — KH S BIlkR X
nieh, LRI EEINL, O—HILRA ML — Operator T. /dev/disk/by-id 7= (£ /dev
TALIN)—DLBEETZEPVOIVYRY YY)V IBMERINE T, ZORRTIE,
A—AIPYVAFELLBWT NS ZEZSRLTLE D AEMELIHY T T,

COBBEEEBET 2ICE,. EBEIUTEZTOLENHYET,
1. FINA ADEWR PV EFHTHIRLE T,

2. &/ =Ky VRYy IV I ZHBRLET,
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FsE A MO—NVTL—VONRY YTy TESLTER

3. LocalVolume % 7|4 LocalVolumeSet 7 72 =7 FZHIBRLET (R ML —Y 5> k&R b
L—YDFRE->O—ANWVKRY) a—LuxFRALEAKEAMN L —Y > O—ANLZAML—D
Operator 1) YV — A DY %= S MR),

543. 32 hO—I 7L —VIERRZDHRYTINDRENSD ) H/N1) —

54313y hO—NL7L—ViBAE0HRBRNIhORENSD Y H/XY —

S22 —Far bO—IL T L —VIIBRZDHETINOREN S EEMICEETE X T,

7272 L. kubelet FEEAE % O 9 % 7= & ICIR B IKAE D node-bootstrapper SIFAZEE X EK (CSR) & F
HTERRTIVELNHYZET, 1—HF—IlL>TTOEYa =V IINdA VAN ILDBEEIE. R
D kubelet 2D CSR =& L AW E WIFRWGEENHY T,

REPD CSR Z&RT 2. UTOFIRICHNET,

FIa
1L REDCSRO—BZMIFLFT,

I $ oc get csr

Al
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

‘) REBHD kubelet —ER CSR (A—H—A7FOEYa =V L1 VA M—=ILA),

Q %8+ D node-bootstrapper CSR.

2. CSROFMiAELE2LI—L, ThABENTHR I E2ERLET,
I $ oc describe csr <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

3. ThEThDERA node-bootstrapper CSR &2 L £ 9,

I $ oc adm certificate approve <csr_name>
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4, 1—H—(1l&>TTOEYa =V IINdMA VA MN=ILDOBEIE. FNFhOBRA kubelet
REED CSRAEEZBELF T,

I $ oc adm certificate approve <csr_name>

544 AWS ) —Y 3 VHDKRAMNINIZISRAYI—DEEEIH

RANINYSRY—DEEEIH (DR) MPBBELRRRATIE, KA MINALIZTRYI—% AWS ARDE
LY—YavIiCOETEEzY, cezxid, BEISRYI—DOT7y FIL—RKBRBL, RAMIhTW
295 R —NHmAHAMYERREICR>TWBIFE, DRIVRETT,

BF

Hosted Control Plane i, 74 ./OY—70L Ea1—#Es LTOHXFIATEZET, 77
/JOY—7LEa—#EElE RedHat @Y R—PFPDHY—EZXLRILTI) =XV b
(SLA) OFHRHATH Y. HENICTEETIERWSEELHY £9, RedHat 1&. EHREIR
BTINOAEFRATAIEEHELTVWERA, 77/0V—7L E1—#EEId. S5
DERHEAXWERCIREL T, ARBBETHEEDT A MNETWT 1 — KNy V&R
LTWEESZEEZBENELTWVET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 283FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIN,

DR 7Ot RICIE. RD3DDEFERFIBNEFTNE T,
1L V—RBBISRI—TODRARNINILISRI—DNY I Ty
2. SBEBEYISAY—TODRANINIZI SRY—DIET
3. RARNINEIZRI—DY—REEI ZRAY—HbDHIR
TOtRH, 70— RR@BISMIETINET, V729 — APl Z—EHEFERATERWGEDH
YEITN, 7—H—/—RFRTEFTINTVWERHT—ERICERELIZEA,
B

ROFUCTRT LI, V—REBEBISRY—EBEEE Y S RAY—DMEAIC —-external-
dns 757 %% EL T, APIY—/—URL 23 2M0ELHYET,

Bl: A& DNS 754

--external-dns-provider=aws \
--external-dns-credentials=<AWS Credentials location> \
--external-dns-domain-filter=<DNS Base Domain>

ZhiZ&Y, ¥—/N— URL IF https://api-sample-hosted.sample-
hosted.aws.openshift.com Ti&b U £7,

APl H—/N— URL %59 27-9IC —-external-dns 7S5 752 SHRWEE. FAMIH
TSR —%RBTTDIEIXTEEHA.

5441.FEEAVYTEANOH
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BTV TRI—DIDHZVFTNVAEEZTCHET, 2DIFEEBYITRAI—T, 1D2FFRAKMIN
USRH9—TF, AvbhA—ILTL—VvDOH, FhiFaryrO—-—ILTL—vE/—ROWTFhHAE
TTTCEZXT, BRT 2. UTOBHRIAVETT,

® ) — X MGMT namespace: ¥ — X E namespace

® Y —2Z MGMT ClusterName: YV —REEB YV S 28 —%

o Y —2 MGMT Kubeconfig: ¥V — X E kubeconfig 7 7 1 JU

® 3E% MGMT Kubeconfig: 58 & kubeconfig 7 7 1 JU

® HC Kubeconfig: 8RR b ¥t 7= 5 X% —D kubeconfig 7 7 1 L

e SSHERT 71 JL:SSH AR

o TINY—=ULy MY)—RAXA=JILTIVERTDBEODTIN—I Ly T 74

o AWS ZREEIETR

e AWS—Y 3V

o R—ZARNAA V. HEEDNS & LTHEHAT S DNSR—Z KXYV

o SANT Y hNEetedN\v I 7y TH5TYy TO—RTBFEDAWS )= 3Dy b
ZDERIE, ROBBEEHDHISTIINTWVWET,

REZHEOH

SSH_KEY_FILE=${HOME}/.ssh/id_rsa.pub
BASE_PATH=${HOME}/hypershift
BASE_DOMAIN="aws.sample.com"
PULL_SECRET_FILE="${HOME}/pull_secret.json"
AWS_CREDS="${HOME}/.aws/credentials"
AWS_ZONE_ID="202718293M33QHDEQBROL"

CONTROL_PLANE_AVAILABILITY_POLICY=SingleReplica
HYPERSHIFT_PATH=${BASE_PATHY}/src/hypershift
HYPERSHIFT_CLI=${HYPERSHIFT_PATH}/bin/hypershift
HYPERSHIFT_IMAGE=${HYPERSHIFT_IMAGE:-"quay.io/${USER}/hypershift:latest"}
NODE_POOL_REPLICAS=${NODE_POOL_REPLICAS:-2}

# MGMT Context

MGMT _REGION=us-west-1

MGMT_CLUSTER_NAME="${USER}-dev"

MGMT_CLUSTER_NS=${USER}
MGMT_CLUSTER_DIR="${BASE_PATHY}/hosted_clusters/${MGMT_CLUSTER_NS}-
${MGMT_CLUSTER_NAME}"
MGMT_KUBECONFIG="${MGMT_CLUSTER_DIR}/kubeconfig"

# MGMT2 Context

MGMT2_CLUSTER_NAME="${USER}-dest"

MGMT2_CLUSTER_NS=${USER}
MGMT2_CLUSTER_DIR="${BASE_PATH}/hosted_clusters/${MGMT2_CLUSTER_NS}-
${MGMT2_CLUSTER_NAME}"
MGMT2_KUBECONFIG="${MGMT2_CLUSTER_DIR}/kubeconfig"
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# Hosted Cluster Context

HC_CLUSTER_NS=clusters

HC_REGION=us-west-1

HC_CLUSTER_NAME="${USER}-hosted"
HC_CLUSTER_DIR="${BASE_PATH}/hosted_clusters/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}"
HC_KUBECONFIG="${HC_CLUSTER_DIR}/kubeconfig"
BACKUP_DIR=${HC_CLUSTER_DIR}/backup

BUCKET_NAME="${USER}-hosted-${MGMT_REGION}"

# DNS
AWS_ZONE_ID="207342811SH9AA102K1AC"
EXTERNAL_DNS_DOMAIN="hc.jpdv.aws.kerbeross.com"

5.442. \v 97y T8LUCET O RADHE
Ny o7y FEETOTOERIE. UTFTOLdI BRI ER>TVWET,
L BRISRY—1(V—RBEISRY—ERATIENTEET)TIE, avhao—L 7L —

VET—H—DHNEEDNSAPI Z{FRH L THELE T, AEEDNSAPIEZT7 YV ZABEET, BB
PSR —BIcO— RNS U —HIEBEINTWET,

]

External DNS API
(Accessible)

A
i
i
|
AWS region :
i
[0 -]
Management cluster 1 i Load Management cluster 2
! balancer
| |
1
1
Hosted cluster1 | Accesses Points to
\
Control plane <
Workers xN ---|-----------<‘
eted
Hosted cluster N Hosted cluster N
Control plane Control plane
Workers xN Workers xN
etcd etcd

2. RAMNINAEISRI—DRFTy TFoay haERLET, TNICIE, eted. I bO—ILT
L—y, LT —H—/—KPEFNET, 2OTOERADE. 7—H—/— RIZHNE DNS
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APILICT I EATERLL TCHBIES/HT TR 2RAAFT, £, 77— 0— RKPETIN,
Ay bhO—NLTL—YPO—HIIZT T AN T 7AIVITREFEI N, eted BNS3 /Ny MIC

FsE A MO—NVTL—VONRY YTy TESLTER

NG TyTIhFdT, 9T L—VId795747C, Avha—ILTL—Vid—BEELEL

TWE 9,

AWS region
Management cluster 1

Hosted cluster 1 (paused)

Control plane
Workers xN (active)

etcd

]

External DNS API
(Accessible)

Hosted cluster N

Control plane

Workers xN

etcd

A
!
1
1
1
1
[1n_-|
! Load
! balancer
| |
Accesses Points to
< i
i
i
1
i
i
1
Backs up Backs up
i
1
1
]
i
1
!
1
v v
— E!
S3 Local manifest

files

Management cluster 2

Hosted cluster N

Control plane

Workers xN

etcd

3. BEISRAY—2(BEBEBISAI—ERBRTIENTEETY) TlE. S3NNT Y AL eted
HETL. O—AISY=ZTJzRAMNTZ7A )5y O— LT L—VEETLET, 2OTO

T ZADME., AEDNSAPIIFZFILEL, FRANINIZISRAY—APIICT IV EVRATELRLLRY,

API ZEAT27—H—R@B YTz AT 7AIVZEFHTERLRYITN, 7—70—RiF

BIEmERTINE T,
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]

External DNS API
(Unaccessible)

AWS region
Management cluster 1 Management cluster 2
Hosted cluster 1 (paused) Hosted cluster 1 (paused)
Control plane R Control plane (active)

Workers xN (active)

eted e » etcd (active)

Control plane Control plane

Hosted cluster N i Hosted cluster N
1
1
1

Workers xN Restores Restores Workers xN

etcd etcd

S Lk

S3 Local manifest
files

4. HEEDNSAPIICBU 7V ERATESLD5IIRY, 79—h—/—REZh%=EEALTEEI SR
H—2ICBELFT, ALDNSAPIIE, AV bhO—ILTL—rESRTZO0—-RNSUH—|(C
TOEATEZXT,
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]

External DNS API
(Accessible)

A !
! ]
1 :
i :
. !
AWS region ; ;
' 1
! 1
! S [T
Management cluster 1 i Load Management cluster 2
! ! balancer
' 1 |
! 1
I ] -
Hosted cluster 1 (stopped) Accesses i Points to Hosted cluster 1 (active)
! 1
Control plane i Control plane
................................. s [E—
1 1 1 1 1]
i Workers xN E— L--~ Movesto -~------- }i Workers xN (active) E
i i | |
eted eted

Hosted cluster N

Control plane

Workers xN

etcd

Hosted cluster N

Control plane

Workers xN

etcd

L BBYSRY—2TlE, A hO—ILTL—rET—H—/)— RKHHEDNS APl 2 {FERH L Txf
ELET, UY—RIE, etcdDSINY I Ty THERBRWT, BEISAY—1HLHIKBRINE
T, RAMNINEIVSAY—ABBISAYI— 1 TEBERELLIELTE, #EELEFEA,
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]

External DNS API

(Accessible)
A

i
i
|

AWS region :
i

[0}
Management cluster 1 i Load Management cluster 2
! balancer
i I
1
Accesses Points to Hosted cluster 1 (active)
\—} Control plane
. |
SRR, _ 3. Workers xN (active)
eted
Hosted cluster N Hosted cluster N
Control plane Control plane
Workers xN Workers xN
etcd etcd

RANINZV SR —FETNY I Ty TELICETTZN RVY T EETLTTOER%ES
TE2IENTEET, RV TMOFEBICOWTIE. TRRAMNINEISREI—ERNYv I Ty TEL
WETTBDDRY ) ThDET] 25RBLTLLEIL,

5443. KA MNINE=I9SRIY—DNRNy O Ty S

=4y NEEBYISAY—THRAMNINAEISRAY—%ETTDICE. BHNICTRTOEET—9 %
Ny DTy TIBRELrHY T,

FIE

L AFOa<YY REABAL T, configmap 77 M IVEER L. V—REEBISRY—%A2EEL X
3—0

$ oc create configmap mgmt-parent-cluster -n default --from-
literal=from=${MGMT_CLUSTER_NAME}

2 MFOaAT Y REAALT, RRAMNINEISRY—E/—RT—IVOREES vy NSOV
L/i-a—o

PAUSED_UNTIL="true"

oc patch -n ${HC_CLUSTER_NS} hostedclusters/${HC_CLUSTER_NAME} -p '{"spec":
{"pausedUntil":"${PAUSED_UNTIL}"}}' --type=merge

oc scale deployment -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --replicas=0 kube-
apiserver openshift-apiserver openshift-oauth-apiserver control-plane-operator
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PAUSED_UNTIL="true"

oc patch -n ${HC_CLUSTER_NS} hostedclusters/${HC_CLUSTER_NAME} -p '{"spec":
{"pausedUntil":"${PAUSED_UNTIL}"}}' --type=merge

oc patch -n ${HC_CLUSTER_NS} nodepools/${NODEPOOLS} -p '{"spec":
{"pausedUntil":"${PAUSED_UNTIL}"}}' --type=merge

oc scale deployment -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --replicas=0 kube-
apiserver openshift-apiserver openshift-oauth-apiserver control-plane-operator

3. LTF®Dbash A9 ) T hEEIFTLT, etecdZENRXY I Ty T L, T—95SINTy MNMITYv T
O—KLZEY,

B> b

ZDRIV)TREBBTS Yy T L, XA VEENOHVHLET,

# ETCD Backup

ETCD_PODS="etcd-0"

if [ "${CONTROL_PLANE_AVAILABILITY_POLICY}" = "HighlyAvailable" ]; then
ETCD_PODS="etcd-0 etcd-1 etcd-2"

fi

for POD in ${ETCD_PODS}; do

# Create an etcd snapshot

oc exec -it ${POD} -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -- env
ETCDCTL_API=3 /usr/bin/etcdctl --cacert /etc/etcd/tls/client/etcd-client-ca.crt --cert
/etc/eted/tls/client/etcd-client.crt --key /etc/etcd/tls/client/etcd-client.key --
endpoints=localhost:2379 snapshot save /var/lib/data/snapshot.db

oc exec -it ${POD} -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -- env
ETCDCTL_API=3 /usr/bin/etcdctl -w table snapshot status /var/lib/data/snapshot.db

FILEPATH="/${BUCKET_NAME}/${HC_CLUSTER_NAME}-${POD}-snapshot.db"
CONTENT_TYPE="application/x-compressed-tar"

DATE_VALUE="date -R’
SIGNATURE_STRING="PUT\n\n${CONTENT_TYPE}n${DATE_VALUE}Nn${FILEPATH}"

set +X

ACCESS_KEY=$(grep aws_access_key_id ${AWS_CREDS} | head -n1 | cut -d= -f2 | sed
"S/ //gll)

SECRET_KEY=$(grep aws_secret_access_key ${AWS_CREDS} | head -n1 | cut -d= -f2 |
sed "s/ //g")

SIGNATURE_HASH=$(echo -en ${SIGNATURE_STRING} | openssl shal -hmac
"${SECRET_KEY}" -binary | base64)
set -X

# FIXME: this is pushing to the OIDC bucket
oc exec -it etcd-0 -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -- curl -X PUT -T
"/var/lib/data/snapshot.db" \
-H "Host: ${BUCKET_NAME}.s3.amazonaws.com" \
-H "Date: ${DATE_VALUE}" \
-H "Content-Type: ${CONTENT_TYPE}" \
-H "Authorization: AWS ${ACCESS_KEY}:${SIGNATURE_HASH}" \
https://${BUCKET_NAME}.s3.amazonaws.com/${HC_CLUSTER_NAME}-${POD}-
snapshot.db
done
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etcd DNy Ty TOFEMICOWTIX, [HRRAMNINEZISRAYI—TDetcd DNy I Ty
EETl ASRLTLCEIWN,

4, LTFDOOY Y K& ASAL T, Kubernetes & U OpenShift Container Platform 7Y =¥ k%
Ny ITyvTLET, ROATIz IV NNy I Ty TET2RENHY ET,

HostedCluster namespace M HostedCluster & & U* NodePool # 7> = ¥ k
HostedCluster namespace M HostedCluster > —7 L v k

Hosted Control Plane namespace @ HostedControlPlane

Hosted Control Plane namespace @ Cluster

Hosted Control Plane namespace ® AWSCluster, AWSMachineTemplate. & & U
AWSMachine

Hosted Control Plane namespace ® MachineDeployments. MachineSets. & & U
Machines

Hosted Control Plane namespace @ ControlPlane >—7 L v b+

mkdir -p ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}
chmod 700 ${BACKUP_DIR}/namespaces/

# HostedCluster

echo "Backing Up HostedCluster Objects:"

oc get hc ${HC_CLUSTER_NAME} -n ${HC_CLUSTER_NS} -0 yaml >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/hc-${HC_CLUSTER_NAME}.yaml
echo "--> HostedCluster"

sed -i " -e '/"status:$/,$d' ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/hc-
${HC_CLUSTER_NAME}.yaml

# NodePool

oc get np ${NODEPOOLS} -n ${HC_CLUSTER_NS} -0 yaml| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/np-${NODEPOOQOLS}.yaml
echo "--> NodePool"

sed -i " -e '/*status:$/,$ d' ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/np-
${NODEPOOLS}.yaml

# Secrets in the HC Namespace
echo "--> HostedCluster Secrets:"
for s in $(oc get secret -n ${HC_CLUSTER_NS} | grep ""${HC_CLUSTER_NAME}" |
awk '{print $1}'); do

oc get secret -n ${HC_CLUSTER_NS} $s -0 yaml| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/secret-${s}.yaml
done

# Secrets in the HC Control Plane Namespace
echo "--> HostedCluster ControlPlane Secrets:"
for s in $(oc get secret -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} | egrep -v
"docker|service-account-token|oauth-openshift NAME|token-${HC_CLUSTER_NAME}" |
awk '{print $1}'); do

oc get secret -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} $s -0 yaml >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}/secret-
${s}.yaml
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done

# Hosted Control Plane

echo "--> HostedControlPlane:"

oc get hcp ${HC_CLUSTER_NAME} -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}
-0 yaml > ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/hcp-${HC_CLUSTER_NAME}.yaml

# Cluster

echo "--> Cluster:"

CL_NAME=$(oc get hcp ${HC_CLUSTER_NAME} -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} -o jsonpath={.metadata.labels.\*} | grep
${HC_CLUSTER_NAME})

oc get cluster ${CL_NAME} -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -0 yaml
> ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}/cl-
${HC_CLUSTER_NAME}.yaml

# AWS Cluster

echo "--> AWS Cluster:"

oc get awscluster ${HC_CLUSTER_NAME} -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} -0 yaml >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}/awscl-
${HC_CLUSTER_NAME}.yaml

# AWS MachineTemplate

echo "--> AWS Machine Template:"

oc get awsmachinetemplate ${NODEPOOLS} -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} -0 yaml| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}/awsmt-
${HC_CLUSTER_NAME}.yaml

# AWS Machines
echo "--> AWS Machine:"
CL_NAME=$(oc get hcp ${HC_CLUSTER_NAME} -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} -o jsonpath={.metadata.labels.\*} | grep
${HC_CLUSTER_NAME})
for s in $(oc get awsmachines -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --no-
headers | grep ${CL_NAME} | cut -f1 -d\ ); do

oc get -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} awsmachines $s -o yaml >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}/awsm-
${s}.yaml
done

# MachineDeployments
echo "--> HostedCluster MachineDeployments:"
for s in $(oc get machinedeployment -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}
-0 name); do

mdp_name=$(echo ${s} | cut -f 2 -d /)

oc get -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} $s -0 yam| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machinedeployment-${mdp_name}.yaml
done

# MachineSets

echo "--> HostedCluster MachineSets:"
for s in $(oc get machineset -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -0
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name); do

ms_name=3$(echo ${s} | cut -f2 -d /)

oc get -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} $s -0 yam| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machineset-${ms_name}.yaml
done

# Machines
echo "--> HostedCluster Machine:"
for s in $(oc get machine -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -0 name);
do

m_name=3%$(echo ${s} | cut -f 2 -d /)

oc get -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} $s -0 yam| >
${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machine-${m_name}.yaml
done

RO REAALT, ControlPlane L— &7 1) —>T7y FLET,
I $ oc delete routes -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --all

DAYV R&EANT S E. ExternalDNS Operator 5° Route53 TV ) —%HIBRTE 2 LD
IKRYEY,

CRDRAOY) TR AEETLT, RouteS3 TV MY —HDNO Y-V THBIEEHALET,

function clean_routes() {

if [ -z "${1}" II;then
echo "Give me the NS where to clean the routes"
exit 1

fi

# Constants

if [ -z "${2}" I];then
echo "Give me the Route53 zone ID"
exit 1

fi

ZONE_ID=${2}
ROUTES=10
timeout=40
count=0

# This allows us to remove the ownership in the AWS for the API route
oc delete route -n ${1} --all

while [ ${ROUTES} -gt 2 ]
do
echo "Waiting for ExternalDNS Operator to clean the DNS Records in AWS Route53

where the zone id is: ${ZONE_ID}..."

echo "Try: (${count}/${timeout})"

sleep 10

if [[ $count -eq timeout ]];then
echo "Timeout waiting for cleaning the Route53 DNS records"
exit 1
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fi
count=$((count+1))
ROUTES=$(aws route53 list-resource-record-sets --hosted-zone-id ${ZONE_ID} --max-
items 10000 --output json | grep -¢c ${EXTERNAL_DNS_DOMAIN})
done

}

# SAMPLE: clean_routes "<HC ControlPlane Namespace>" "<AWS_ZONE_ID>"
clean_routes "${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}" "${AWS_ZONE_ID}"

REE

I RT D OpenShift Container Platform # 7Y 7 &SIy hEFz v I L, IRTHEEES
YTHBIEEBRLET,

RDRATY S

RANINEVSRI—EB/TLET,

5444, RAMINIVZRAY—DER

Ny JTyFLIEIRTOF TV b aREL, BEBEISRY—ICETLET,

R4

V—RABBIZRI—DOT—9 5N I Ty TLTWS,

vk

SBALEEE Y 5 X4 —D kubeconfig 7 7 1 JLH. KUBECONFIG ZH#ICREINTWREBYIL, HD
Wik, 24U 7 EERT 218413 MGMT2_ KUBECONFIG ZHICBREIN TV R EBYICEEI N

TW3ZE%aMER L E9., export KUBECONFIG=<Kubeconfig FilePath> =3 2, X271 7k
= {EA Y 23553 export KUBECONFIG=${MGMT2_KUBECONFIG} ZfAH L £7,

FIR

L UTFTDATY REAALT, HILWEEBISRY—II, BxT 57 5 XY —D namespace H'E
FNTVWAWIEEBRLET,

# Just in case

export KUBECONFIG=${MGMT2_KUBECONFIG}
BACKUP_DIR=${HC_CLUSTER_DIR}/backup

# Namespace deletion in the destination Management cluster

$ oc delete ns ${HC_CLUSTER_NS} || true
$ oc delete ns ${HC_CLUSTER_NS}-{HC_CLUSTER_NAME} || true

2. UTFoav Y RZ2AAL T, HIBRI N7z namespace ZBIEK L £,

# Namespace creation
$ oc new-project ${HC_CLUSTER_NS}
$ oc new-project ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}

3. RDATY REAHALT, HChamespace DY —2 L v h&ETLET,
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I $ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/secret-*

4. PLFoav > K& AAL T, HostedCluster 3> hO—J)L L — namespace DA T ¥
PeBTLET,

# Secrets
$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/secret-*

# Cluster

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER NAME}/hcp-*

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/cl-*

5. /J—REJ—RT—ILEETLTANS A VRYVAEBFFATIHEAIE. ROOITY RAEA
ALT, HCOY hA—=JILT L —Y namespace DA TV h&ETLE T,

# AWS

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/awscl-*

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/awsmt-*

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/awsm-*

# Machines

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machinedeployment-*

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machineset-*

$ oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}/machine-*

6. RDbash RV ) ThEERTFTLT, etecd T—FHERAMNINLISRI—%ETLET,

ETCD_PODS="etcd-0"

if [ "${CONTROL_PLANE_AVAILABILITY_POLICY}" = "HighlyAvailable" ]; then
ETCD_PODS="etcd-0 etcd-1 etcd-2"

fi

HC_RESTORE_FILE=${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/hc-
${HC_CLUSTER_NAME}-restore.yaml
HC_BACKUP_FILE=${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/hc-
${HC_CLUSTER_NAME}.yaml
HC_NEW_FILE=${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/hc-
${HC_CLUSTER_NAME}-new.yaml
cat ${HC_BACKUP_FILE} > ${HC_NEW_FILE}
cat > ${HC_RESTORE_FILE} <<EOF

restoreSnapshotURL:
EOF

for POD in ${ETCD_PODS}; do

# Create a pre-signed URL for the etcd snapshot
ETCD_SNAPSHOT="s3://${BUCKET_NAME}/${HC_CLUSTER_NAME}-${POD}-
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snapshot.db”
ETCD_SNAPSHOT_URL=$(AWS_DEFAULT_REGION=${MGMT2_REGION} aws s3
presign ${ETCD_SNAPSHOT})

# FIXME no CLI support for restoreSnapshotURL yet
cat >> ${HC_RESTORE_FILE} <<EOF
- "${ETCD_SNAPSHOT_URL}"
EOF
done

cat ${HC_RESTORE_FILE)

if 1 grep ${HC_CLUSTER_NAME}-snapshot.db ${HC_NEW_FILE}; then
sed -i " -e "/type: PersistentVolume/r ${HC_RESTORE_FILE}" ${HC_NEW_FILE}
sed -i " -e '/pausedUntil:/d' ${HC_NEW_FILE}

fi

HC=$(oc get hc -n ${HC_CLUSTER_NS} ${HC_CLUSTER_NAME} -0 name || true)
if [ ${HC} == "" ]];then

echo "Deploying HC Cluster: ${HC_CLUSTER_NAME} in ${HC_CLUSTER_NS}
namespace"

oc apply -f ${HC_NEW_FILE}
else

echo "HC Cluster ${HC_CLUSTER_NAME} already exists, avoiding step”
fi

7. J—R&EJ—RT7—=ILAETLTAWNS A Y RYVRABHATZESIE. kOoa<T Y REA
ALT/—RT—ILEETLET,

I oc apply -f ${BACKUP_DIR}/namespaces/${HC_CLUSTER_NS}/np-*

REE
o /—RIREILETINALIEZHET DICIE, ROBEZFEALETT,

timeout=40

count=0

NODE_STATUS=$(oc get nodes --kubeconfig=${HC_KUBECONFIG} | grep -v NotReady |
grep -¢ "worker") || NODE_STATUS=0

while [ ${NODE_POOL_REPLICAS} = ${NODE_STATUS} ]
do
echo "Waiting for Nodes to be Ready in the destination MGMT Cluster:
${MGMT2_CLUSTER_NAME}"
echo "Try: (${count}/${timeout})"
sleep 30
if [[ $count -eq timeout ]];then
echo "Timeout waiting for Nodes in the destination MGMT Cluster"
exit 1
fi
count=$((count+1))
NODE_STATUS=%(oc get nodes --kubeconfig=${HC_KUBECONFIG} | grep -v NotReady |
grep -c "worker") || NODE_STATUS=0
done
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RODR7Tv TS
VIR =% vy YUV LTHIRLET,

5445 . KRAMINE=ISRAY—DY—REBY SR —HLDHIE

RANINAEISRI—BNY I Ty TLUTREBEBISRY—ICETLAEE V—RABEEISRY—
DRANINIZIVSRAY—%B vy NV LTHIBRLETD,

(I} =S s
T=HENYITy L, V—RABEI SR —ILEATLTWS,

B> b

BEEEY S X4 —D kubeconfig 7 7 1 LA, KUBECONFIG ZHICEREINTWE EBYIL, HD
Wik, 221 7 EERT 235413 MGMT_KUBECONFIG ZHICRESNMTWA B YICRBINT
W2 ZE%ERLET. export KUBECONFIG=<Kubeconfig FilePath> = FfEd2mn. RV T h%&
Y %3553 export KUBECONFIG=${MGMT_KUBECONFIG} = L 7,

FIR

1L LFoa< > K& AL T, deployment & & U statefulset 7 72 =V bR —) V7L E
-3—0

# Just in case
export KUBECONFIG=${MGMT_KUBECONFIG}

# Scale down deployments

oc scale deployment -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --replicas=0 --all
oc scale statefulset.apps -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --replicas=0 --
all

sleep 15

2. ROAT Y RZAH LT, NodePool 77 x4 MEHIFRLZE T,

NODEPOOLS=$(oc get nodepools -n ${HC_CLUSTER_NS} -o=jsonpath="{.items[?
(@.spec.clusterName=="${HC_CLUSTER_NAME}")].metadata.name}')
if [[!-z "${NODEPOOLS}" ]];then

oc patch -n "${HC_CLUSTER_NS}" nodepool ${NODEPOOLS} --type=json --patch=" {
"op":"remove", "path": "/metadata/finalizers" }]'

oc delete np -n ${HC_CLUSTER_NS} ${NODEPOOLS}
fi

3. kDAY RAEAALT. machine 8 & machineset A 7Y 7 M&HIBRLE T,

# Machines
for m in $(oc get machines -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME]} -0 name); do
oc patch -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} ${m} --type=json --patch=" {
"op":"remove", "path": "/metadata/finalizers" }]' || true
oc delete -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} ${m} || true
done

oc delete machineset -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --all || true
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4. RDAXV REAANLT, V5R9—FTIVxV MEHIBRLE T,

# Cluster

C_NAME=$(oc get cluster -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} -0 name)
oc patch -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} ${C_NAME} --type=json --

patch="[ { "op":"remove", "path": "/metadata/finalizers" }]'

oc delete cluster.cluster.x-k8s.io -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} --all

5 KRNIV KEAALT, AWST TV (Kubernetes 7 7V 9 M) %HIBRL £9, EED AWS
RUVOHIRICOWTDERT 2HEBIEIHY FHA, V5T RA VRV AANDEEIHY FH
AIO

# AWS Machines
for m in $(oc get awsmachine.infrastructure.cluster.x-k8s.io -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} -0 name)
do

oc patch -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} ${m} --type=json --patch="[ {
"op":"remove", "path": "/metadata/finalizers" }]' || true

oc delete -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} ${m} || true
done

6. ROV > K% AFL T. HostedControlPlane & & U ControlPlane HC namespace 7+ 7
VIV MZHIRRLET,

# Delete HCP and ControlPlane HC NS

oc patch -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}
hostedcontrolplane.hypershift.openshift.io ${HC_CLUSTER_NAME} --type=json --patch=" {
"op":"remove", "path": "/metadata/finalizers" }]'

oc delete hostedcontrolplane.hypershift.openshift.io -n ${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME} --all

oc delete ns ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME} || true

7. ROAT Y K% AHL T, HostedCluster 5 £ U' HC namespace 7 7V =7 M &=HIBRL £ T,

# Delete HC and HC Namespace

oc -n ${HC_CLUSTER_NS} patch hostedclusters ${HC_CLUSTER_NAME} -p '{"metadata":
{"finalizers":null}}' --type merge || true

oc delete hc -n ${HC_CLUSTER_NS} ${HC_CLUSTER_NAME} || true

oc delete ns ${HC_CLUSTER_NS} || true

¢ INTHNEET DI EZMRIBICIE, ROAYY RZAALET,

# Validations
export KUBECONFIG=${MGMT2_KUBECONFIG}

oc get hc -n ${HC_CLUSTER_NS}

oc get np -n ${HC_CLUSTER_NS}

oc get pod -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}

oc get machines -n ${HC_CLUSTER_NS}-${HC_CLUSTER_NAME}

# Inside the HostedCluster
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export KUBECONFIG=${HC_KUBECONFIG}
oc get clusterversion
oc get nodes

RDODRATY S

RAMEINLEVSZAHY—RD OVNPod #HIFRL T, TILLWERB I S RHY—TEITINSH L L OVN
Ay bhO—ILTL—VICEHRTIELDICLET,

L RARINETSREY—D kubeconfig /SR % {E L T KUBECONFIG IRIEZEH % FiAid #H £
ER

2. LFDaIXYY RZAALET,

I $ oc delete pod -n openshift-ovn-kubernetes --all

5446. KA MINEISRI—%ENRYy IV Ty TELCETRTDLDDRY ) T hDET

RANINZVZRY—%Ny Ty L, AWSORLY—YavRATETT S O E2RRET
DI, RV )T REBELTERITTEEY,

FIE
L RDRY ) TN OERZHRBEOBRICEIHBRAIZT,

252

# Fill the Common variables to fit your environment, this is just a sample
SSH_KEY_FILE=${HOME}/.ssh/id_rsa.pub
BASE_PATH=${HOME}/hypershift

BASE_DOMAIN="aws.sample.com"
PULL_SECRET_FILE="${HOME}/pull_secret.json"
AWS_CREDS="${HOME}/.aws/credentials"
CONTROL_PLANE_AVAILABILITY_POLICY=SingleReplica
HYPERSHIFT_PATH=${BASE_PATHY}/src/hypershift
HYPERSHIFT_CLI=${HYPERSHIFT_PATH}/bin/hypershift
HYPERSHIFT_IMAGE=${HYPERSHIFT_IMAGE:-"quay.io/${USER}/hypershift:latest"}
NODE_POOL_REPLICAS=${NODE_POOL_REPLICAS:-2}

# MGMT Context

MGMT_REGION=us-west-1

MGMT_CLUSTER_NAME="${USER}-dev"

MGMT_CLUSTER_NS=${USER}
MGMT_CLUSTER_DIR="${BASE_PATHY}/hosted_clusters/${MGMT_CLUSTER_NS}-
${MGMT_CLUSTER_NAME}"
MGMT_KUBECONFIG="${MGMT_CLUSTER_DIR}/kubeconfig"

# MGMT2 Context

MGMT2_CLUSTER_NAME="${USER}-dest"

MGMT2_CLUSTER_NS=${USER}
MGMT2_CLUSTER_DIR="${BASE_PATH}/hosted_clusters/${MGMT2_CLUSTER_NS}-
${MGMT2_CLUSTER_NAME}"
MGMT2_KUBECONFIG="${MGMT2_CLUSTER_DIR}/kubeconfig"

# Hosted Cluster Context
HC_CLUSTER_NS=clusters
HC_REGION=us-west-1



FosE OO NLTL—ONRY I 7y TELUER

HC_CLUSTER_NAME="${USER}-hosted"
HC_CLUSTER_DIR="${BASE_PATH}/hosted_clusters/${HC_CLUSTER_NS}-
${HC_CLUSTER_NAME}"
HC_KUBECONFIG="${HC_CLUSTER_DIR}/kubeconfig"
BACKUP_DIR=${HC_CLUSTER_DIR}/backup

BUCKET _NAME="${USER}-hosted-${MGMT_REGION}"

# DNS

AWS_ZONE_ID="2026552815SS3YPHIH6MG"
EXTERNAL_DNS_DOMAIN="guest.jpdv.aws.kerbeross.com"

2. 20V b EOQA—HAL T 7AIILY AT LICRELET,
3RDAYYREAALT, RV ) TFhEEFTLET,
I source <env_file>
ZZDenv fileld, RV ) TFMNERIFELET 74 ILOEZRNICHRY £,
BITRV) TN

l&. https:;//github.com/openshift/hypershift/blob/main/contrib/migration/migrate-hcp.sh M
JRIY MY —TEBINTVET,
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