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1.1. LOGGING 5.8

Red Hat Logging 5.8 24 7Y 1 DK7Y
Red Hat & Logging 5.8 #H#R— b LAR<ARY F L7,

AFX>J58DZA7H AV INETHEHN2025F MBI BAICKTLET., 1Y IC Red Hat Logging 6
DHRINT T, BITOFMIE. OF 7D 7y 7L —RKZSRBLT CEIW,

)z 6
Logging t&. 37 ® OpenShift Container Platform & X725 ) =X A4 7T, 1

YAMN—IVEBEAROVR—R Y ME LTRHEINF S, Red Hat OpenShift Container
Platform 24 744 IR — 1, VU —ROBEHEEHRL TWET,

' Pz
stable ¥ ¥ RJLIX, Logging DEHF) ) —RA&WNRETIEHFOHARBEL 9. LUAT

D)) —ROEFHEBISHMEZETBICE. TRV TV avFv R % stable-x.y
IKERTZRELGHYET, xyld. 1 VA= LAEOTDAT v —N"—=Ta v ETA
F—NR=23vEXRLET, & A, stable-5.7 TT,

1.1.1. Logging 6.0.0

ZM') ) —RITIE, RHBA-2025:8773 $ £ U RHBA-2025:8774 & FEnZE 7,

11.1.1. CVE

o CVE-2025-8941
e CVE-2023-0286
e CVE-2025-8941
o CVE-2025-8941
e CVE-2024-12087
e CVE-2024-12088
e CVE-2024-12133
e CVE-2024-12243
o CVE-2024-12747
e CVE-2024-35195
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941


https://docs.redhat.com/en/documentation/red_hat_openshift_logging/6.0/html/upgrading_logging/index
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2025:8773
https://access.redhat.com/errata/RHBA-2025:8774
https://access.redhat.com/security/cve/CVE-2022-3424
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-4752
https://access.redhat.com/security/cve/CVE-2024-8176
https://access.redhat.com/security/cve/CVE-2024-12087
https://access.redhat.com/security/cve/CVE-2024-12088
https://access.redhat.com/security/cve/CVE-2024-12133
https://access.redhat.com/security/cve/CVE-2024-12243
https://access.redhat.com/security/cve/CVE-2024-12747
https://access.redhat.com/security/cve/CVE-2024-35195
https://access.redhat.com/security/cve/CVE-2024-52005
https://access.redhat.com/security/cve/CVE-2024-52616
https://access.redhat.com/security/cve/CVE-2024-55549
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o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

1.1.2. Logging 6.0.0

2D Y —RITIE, RHBA-2025:7450 $ & U RHSA-2025:7451 & FEN F 7,

11.2.1. CVE

e CVE-2019-12900
e CVE-2020-11023
e CVE-2024-2236
e CVE-2024-25T1
e CVE-2024-3596
e CVE-2024-4603
o CVE-2024-4741
® CVE-2024-5535
o CVE-2025-8941
e CVE-2024-12133
o CVE-2024-12243
o CVE-2024-12797
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e C(CVE-2024-45338
o CVE-2025-8941
e CVE-2025-0395
o CVE-2025-8941

o CVE-2025-8941

1.1.3. Logging 6.0.0

ZD) Y —RITIE, RHBA-2025:3447 & U RHSA-2025:3448 h'EaFEnZE 7,


https://access.redhat.com/security/cve/CVE-2025-0938
https://access.redhat.com/security/cve/CVE-2025-21764
https://access.redhat.com/security/cve/CVE-2025-24528
https://access.redhat.com/security/cve/CVE-2025-26465
https://access.redhat.com/errata/RHBA-2025:7450
https://access.redhat.com/errata/RHSA-2025:7451
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2020-11023
https://access.redhat.com/security/cve/CVE-2024-2236
https://access.redhat.com/security/cve/CVE-2024-2511
https://access.redhat.com/security/cve/CVE-2024-3596
https://access.redhat.com/security/cve/CVE-2024-4603
https://access.redhat.com/security/cve/CVE-2024-4741
https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/security/cve/CVE-2024-8176
https://access.redhat.com/security/cve/CVE-2024-12133
https://access.redhat.com/security/cve/CVE-2024-12243
https://access.redhat.com/security/cve/CVE-2024-12797
https://access.redhat.com/security/cve/CVE-2024-42292
https://access.redhat.com/security/cve/CVE-2024-42322
https://access.redhat.com/security/cve/CVE-2024-44990
https://access.redhat.com/security/cve/CVE-2024-45338
https://access.redhat.com/security/cve/CVE-2024-46826
https://access.redhat.com/security/cve/CVE-2025-0395
https://access.redhat.com/security/cve/CVE-2025-21927
https://access.redhat.com/security/cve/CVE-2025-27363
https://access.redhat.com/errata/RHBA-2025:3447
https://access.redhat.com/errata/RHSA-2025:3448
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11.3.1. CVE

e CVE-2019-12900
e CVE-2020-11023
e CVE-2024-2236
e CVE-2024-25T1
e CVE-2024-3596
e CVE-2024-4603
o CVE-2024-4741
® CVE-2024-5535
e CVE-2024-12797
e CVE-2024-56171
o CVE-2025-8941
e CVE-2025-24928

e CVE-2025-8941

1.1.4. Logging 6.0.0

ZM') 1) —RITIE. RHSA-2025:1983 & & U RHBA-2025:1984 hEFh F ¢,

1.1.4.1. CVE

e CVE-2019-12900
e CVE-2020-11023
e C(CVE-2022-49043
o CVE-2024-12797
o CVE-2025-8941

e CVE-2025-8941

pa 3
| RedHat D+ 2 ) 7« —FMDOFEMIL. ERETE 2SR L TILILWL,

1.1.5. Logging 6.0.0

ZD') Y —RIZIE, OpenShift Logging /NJ{EIE!) ') —R 5.8.8 & OpenShift Logging /N JEIEY) ') —
2588 MEENTVET,

1.1.5.1. BEBEYLAR


https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2020-11023
https://access.redhat.com/security/cve/CVE-2024-2236
https://access.redhat.com/security/cve/CVE-2024-2511
https://access.redhat.com/security/cve/CVE-2024-3596
https://access.redhat.com/security/cve/CVE-2024-4603
https://access.redhat.com/security/cve/CVE-2024-4741
https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/security/cve/CVE-2024-12797
https://access.redhat.com/security/cve/CVE-2024-56171
https://access.redhat.com/security/cve/CVE-2025-24528
https://access.redhat.com/security/cve/CVE-2025-24928
https://access.redhat.com/security/cve/CVE-2025-27610
https://access.redhat.com/errata/RHSA-2025:1983
https://access.redhat.com/errata/RHBA-2025:1984
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2020-11023
https://access.redhat.com/security/cve/CVE-2022-49043
https://access.redhat.com/security/cve/CVE-2024-12797
https://access.redhat.com/security/cve/CVE-2024-53104
https://access.redhat.com/security/cve/CVE-2025-1244
https://access.redhat.com/security/updates/classification/#moderate
https://access.redhat.com/errata/RHBA-2025:1224
https://access.redhat.com/errata/RHSA-2025:1225
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o T DHREILARIC K Y. lokiStack HAIC OTel E~¥ Y T4 v I RN —LSRILHABEMI
. ViaQ & OTel DEADA N —LSRIVAEFHALTAYV AT —TEXBLHICRYE
¥, (LOG-5461)

11.5.2. CVE

e CVE-2019-12900
e (CVE-2024-9287
e CVE-2024-1168
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

P
) RedHat D& F 2 Y 7 4 —FHMDFMIE. EAEFM 2SR TILEIWL,

1.1.6. Logging 6.0.0

D)) —=RITIE, RHBA-2024:10989 & & 1" RHBA-2024:143685 A& FENn £ 7,

1.1.6.1. N TIBIE
o ZOEIENIE, LokildOs X v E—y0oO LN AEEFHNICHALELY LD, OL Y
H—DFTTICINZNIEBL, Lokic AL VY —HDERDZERICARZAREEIH B0, Eil%

BlERBILTWELAE, SHOEHICLY., LokiDBEEFO VL ANILBREIEICAY F L,
(LOG-5461)

1.1.6.2. CVE

e CVE-2019-12900
o CVE-2025-8941
o CVE-2025-8941
® (CVE-2024-2236
o CVE-2024-25T1

e CVE-2024-3596
e CVE-2024-4603

o CVE-2024-4741


https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2024-9287
https://access.redhat.com/security/cve/CVE-2024-11168
https://access.redhat.com/security/cve/CVE-2024-12085
https://access.redhat.com/security/cve/CVE-2024-46713
https://access.redhat.com/security/cve/CVE-2024-50208
https://access.redhat.com/security/cve/CVE-2024-50252
https://access.redhat.com/security/cve/CVE-2024-53122
https://access.redhat.com/security/updates/classification/#important
https://access.redhat.com/errata/RHBA-2024:10989
https://access.redhat.com/errata/RHSA-2024:143685
https://issues.redhat.com/browse/LOG-6322
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2021-3903
https://access.redhat.com/security/cve/CVE-2023-38709
https://access.redhat.com/security/cve/CVE-2024-2236
https://access.redhat.com/security/cve/CVE-2024-2511
https://access.redhat.com/security/cve/CVE-2024-3596
https://access.redhat.com/security/cve/CVE-2024-4603
https://access.redhat.com/security/cve/CVE-2024-4741
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® CVE-2024-5535
® CVE-2024-6232
® CVE-2024-9287
o CVE-2025-8941
e (CVE-2024-10963
e CVE-2024-1168
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

e CVE-2024-50602

1.1.7. Logging 6.0.0

ZM') 1) —RITIE, RHBA-2024:10052 & & ' RHBA-2024:10053 A& FEnE 9,

11.7.1. N JIEIE
o ZDEHAEIL, Loki N—EDHREEELLLO—RKLAahMh o7/, Alibaba Cloud 7zi& IBM
Cloud# 7Yz MAPMNL—VAFERHTZEIICEEIRELTVWE LAE, TOEHICELY.
Loki DEEEFTHAIAAD— RMMBIEEI N, BEI/ERINE T, (LOG-5461)
o ZDEHODHIL, LogFile Metric Exporter 1 Y 24 ¥ ADEET %35H. /A—J3 > 6.0~D

TyvTIL—REIZ—TRRLTVWELE, SEOEHFTHENMEES N, 7y TIL—K
TIZ—DPRETTICRL—XIHITTESELDICAY F L, (LOG-5461)

11.7.2. CVE

e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-6119
e CVE-2024-6232

o CVE-2025-8941


https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-9287
https://access.redhat.com/security/cve/CVE-2024-10041
https://access.redhat.com/security/cve/CVE-2024-10963
https://access.redhat.com/security/cve/CVE-2024-11168
https://access.redhat.com/security/cve/CVE-2024-24795
https://access.redhat.com/security/cve/CVE-2024-36387
https://access.redhat.com/security/cve/CVE-2024-41009
https://access.redhat.com/security/cve/CVE-2024-42244
https://access.redhat.com/security/cve/CVE-2024-47175
https://access.redhat.com/security/cve/CVE-2024-47875
https://access.redhat.com/security/cve/CVE-2024-50226
https://access.redhat.com/security/cve/CVE-2024-50602
https://access.redhat.com/errata/RHBA-2024:10052
https://access.redhat.com/errata/RHBA-2024:10053
https://issues.redhat.com/browse/LOG-6294
https://issues.redhat.com/browse/LOG-6328
https://access.redhat.com/security/cve/CVE-2021-47385
https://access.redhat.com/security/cve/CVE-2023-28746
https://access.redhat.com/security/cve/CVE-2023-48161
https://access.redhat.com/security/cve/CVE-2023-52658
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-21208
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CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-3596

CVE-2024-5535

1.1.8. Logging 6.0.0

2D Y —RIZIE, OpenShift Logging /NJ{EIE!) ') —R 5.8.8 & OpenShift Logging /N JEIEY) ') —
A588MhEFFEFNhTVWET,

11.8.1. NFIBIE

SEIDEHF AL, ClusterLogForwarder 1 X% L)Y —2Z2D
.containerLimit.maxRecordsPerSecond /X5 XA —4 —% Q0 ICERETE F L7/, INITL Y.,
Vector DERENFICHIANRKET ZREMENHY F L, SEIOEHICELY., BRHINZE1ICEE
ENRIEI N, \EWAME (EOLTF) FEBFINET. (LOG-5461)

ZDOEFOHEIIL, Loki Operator &7 7 # JL kD namespace T NI EFTRTDT7Z— ML—IL
ICEBMNICEMLARd > /ictd, I—H—E&HZSOY Y MO Alertmanager 1 Y A9 VAN %
DEIBRTS—PDI—FT 1V TEEZBELTWE Lz, SEDOBEHICLY., TXTOF7S— b
=L B L VEEERIL—ILIZIE namespace T RILDH Y, Alertmanager I 6D7 53— b %
ELKIL—FT 14V I$3EDICHY FLE, (LOG-5461)

CDEFDHEIE, LokiStack —F—aAVR—Y NEa—D@EUICHEEIhiah o7/
O, W—S5—AVR—XV MDEYWTH o7 EZICEMRTA—ILRIS—DHRELTVWEL
eo SEIDEHICELY . ZOMREIE. ZOETHHHEINZ AV R—X Y b2 —ILL>THE
RINZFE L7, (LOG-5461)

1.1.8.2. CVE

10


https://access.redhat.com/security/cve/CVE-2024-21210
https://access.redhat.com/security/cve/CVE-2024-21217
https://access.redhat.com/security/cve/CVE-2024-21235
https://access.redhat.com/security/cve/CVE-2024-27403
https://access.redhat.com/security/cve/CVE-2024-35989
https://access.redhat.com/security/cve/CVE-2024-36889
https://access.redhat.com/security/cve/CVE-2024-36978
https://access.redhat.com/security/cve/CVE-2024-38556
https://access.redhat.com/security/cve/CVE-2024-39483
https://access.redhat.com/security/cve/CVE-2024-39502
https://access.redhat.com/security/cve/CVE-2024-40959
https://access.redhat.com/security/cve/CVE-2024-42079
https://access.redhat.com/security/cve/CVE-2024-42272
https://access.redhat.com/security/cve/CVE-2024-42284
https://access.redhat.com/security/cve/CVE-2024-3596
https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/errata/RHSA-2024:8317
https://access.redhat.com/errata/RHBA-2024:8316
https://issues.redhat.com/browse/LOG-6184

g=YY—R/—h

e (CVE-2023-37920
® CVE-2024-2398
e CVE-2025-8941
® CVE-2024-6232
e CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-39331
e CVE-2024-45490
® CVE-2024-45491
o CVE-2024-45492
e CVE-2024-6119

® CVE-2024-24791
o CVE-2024-34155
o CVE-2024-34156
o CVE-2024-34158

o (CVE-2024-34397

P
A RedHat D& F 2 Y 7 4 —FHMODFMIE. EAEFM 2SR LTI,

1.1.9. Logging 6.0.0

Z?DY ) —RIZIE. OpenShift Logging /SN JHEIE') ') —X 5.8.8 & OpenShift Logging /N JBIE!) ') —
A588MhEFFNhTVWET,

11.9.1. NFIBE

o ZOEHDFENE, AL VY —94TELTFluentd BMERAINLTWS
&, clusterlogforwarder.spec.outputs.http.timeout /X5 X —#% — ' Fluentd % E BRI 1
T HTTP A A LTI MRS THREINTVE L, TOEHFICLY,
clusterlogforwarder.spec.outputs.http.timeout /N7 X =& —HIE L <EAINSB LD ICRY,
Fluentd FEEEIN/Y A LTV M 2HRAL, 21— —DREICHE > THTTP itz LIET 5
&IICHY F L, (LOG-5461)

o SEMEFHLIFIIE. Elasticsearch Operator IS DHIRICOWTA—H—ITBATZ 75— b
ERITLY. BEOA VA M—ILIEBHMARLICYR—FINhTWEHATLE, SEIOEHIC

1


https://access.redhat.com/security/cve/CVE-2023-37920
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-30203
https://access.redhat.com/security/cve/CVE-2024-30205
https://access.redhat.com/security/cve/CVE-2024-39331
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-24791
https://access.redhat.com/security/cve/CVE-2024-34155
https://access.redhat.com/security/cve/CVE-2024-34156
https://access.redhat.com/security/cve/CVE-2024-34158
https://access.redhat.com/security/cve/CVE-2024-34397
https://access.redhat.com/security/updates/classification/#moderate
https://access.redhat.com/errata/RHSA-2024:7237
https://access.redhat.com/errata/RHBA-2024:7230
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& Y. Elasticsearch Operator l& OpenShift Container Platform /N\—< 3 > 4.16 LU Tk
BRT7S—KMNNMN)H—=Ih, 2025FENMADAYOTHSDHIRE I—H—ITBMLE T,
(LOG-5461)

SEDOEFHLLFIIE. Red Hat OpenShift Logging Operator & OpenShift Container Platform

N=232 416 LETHATET. Telco DEERRIESED Logging6.0 Y 1) —RDERE % 58
TTEFHATLE, SEIOEHICL Y. RedHat OpenShift Logging Operator A° OpenShift
Container Platform /X\—> 3> 416 8L UV 417 TRHIATE 2 L5 ICARY F L7, (LOG-5461)

SEIOEFHLAANL, Elasticsearch Operator I& OpenShift Container Platform /X— 3 > 4.17
BLV418 THAHTET. ServiceMesh, Kiali, BLUTDE ML =DM VA M—LIhhFH
ATL7, SEIOFEH TIE, Elasticsearch Operator 7 A/35F 4 — A% OpenShift Container
Platform /X—2 3 > 4177 8LV 418 (I L THRER S M. IEZ MR L. ServiceMesh, Kiali,

B LUV HE Tracing Operator "R Y v &4 VA M=) TEB LD ICRY F L7, (LOG-5461)

1.1.9.2. CVE
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CVE-2025-8941

CVE-2025-8941

CVE-2024-6104

CVE-2024-6119

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-34397

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-39331


https://issues.redhat.com/browse/LOG-5966
https://issues.redhat.com/browse/LOG-6103
https://issues.redhat.com/browse/LOG-6134
https://access.redhat.com/security/cve/CVE-2023-52463
https://access.redhat.com/security/cve/CVE-2023-52801
https://access.redhat.com/security/cve/CVE-2024-6104
https://access.redhat.com/security/cve/CVE-2024-6119
https://access.redhat.com/security/cve/CVE-2024-26629
https://access.redhat.com/security/cve/CVE-2024-26630
https://access.redhat.com/security/cve/CVE-2024-26720
https://access.redhat.com/security/cve/CVE-2024-26886
https://access.redhat.com/security/cve/CVE-2024-26946
https://access.redhat.com/security/cve/CVE-2024-34397
https://access.redhat.com/security/cve/CVE-2024-35791
https://access.redhat.com/security/cve/CVE-2024-35797
https://access.redhat.com/security/cve/CVE-2024-35875
https://access.redhat.com/security/cve/CVE-2024-36000
https://access.redhat.com/security/cve/CVE-2024-36019
https://access.redhat.com/security/cve/CVE-2024-36883
https://access.redhat.com/security/cve/CVE-2024-36979
https://access.redhat.com/security/cve/CVE-2024-38559
https://access.redhat.com/security/cve/CVE-2024-38619
https://access.redhat.com/security/cve/CVE-2024-39331

g=YY—R/—h

o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-45490
o CVE-2024-45491
® CVE-2024-45492
® CVE-2024-2398
o CVE-2025-8941
e CVE-2024-6232
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-39331
e CVE-2024-45490
® CVE-2024-45491

o CVE-2024-45492

v e
Red Hat DE* 1 1) 7 1 —SEQEMIE. EAEIME #5RL T EI W,

1.1.10. Logging 6.0.0
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https://access.redhat.com/security/cve/CVE-2024-40927
https://access.redhat.com/security/cve/CVE-2024-40936
https://access.redhat.com/security/cve/CVE-2024-41040
https://access.redhat.com/security/cve/CVE-2024-41044
https://access.redhat.com/security/cve/CVE-2024-41055
https://access.redhat.com/security/cve/CVE-2024-41073
https://access.redhat.com/security/cve/CVE-2024-41096
https://access.redhat.com/security/cve/CVE-2024-42082
https://access.redhat.com/security/cve/CVE-2024-42096
https://access.redhat.com/security/cve/CVE-2024-42102
https://access.redhat.com/security/cve/CVE-2024-42131
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6232
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-30203
https://access.redhat.com/security/cve/CVE-2024-30205
https://access.redhat.com/security/cve/CVE-2024-39331
https://access.redhat.com/security/cve/CVE-2024-45490
https://access.redhat.com/security/cve/CVE-2024-45491
https://access.redhat.com/security/cve/CVE-2024-45492
https://access.redhat.com/security/updates/classification/#moderate
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ZD') Y —RIZIE, OpenShift Logging /N J{EIE!) ') —R 5.8.8 & OpenShift Logging /N JEIEY) ') —
A588MBFFEFNTVET,

1.1.10.1. NJIEIE
o ZOEHDHENIL L V¥ —IL drop_newest RETHE /Ny 77 )V J%FRALT. XE
) —EEEXASVSH, OFPKEICKHDRTWE L, SEIOEHICLY., aL V45—
default behavior ICRY £9, ZDIHE. sink<>.buffer (AR ¥4 XINFEFHA, (LOG-
5461)

1.1.10.2. CVE

o CVE-2025-8941
o CVE-2025-8941
® CVE-2024-2398
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

e CVE-2024-37370
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https://access.redhat.com/errata/RHBA-2024:6459
https://access.redhat.com/errata/RHBA-2024:6094
https://access.redhat.com/security/cve/CVE-2023-52771
https://access.redhat.com/security/cve/CVE-2023-52880
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-26581
https://access.redhat.com/security/cve/CVE-2024-26668
https://access.redhat.com/security/cve/CVE-2024-26810
https://access.redhat.com/security/cve/CVE-2024-26855
https://access.redhat.com/security/cve/CVE-2024-26908
https://access.redhat.com/security/cve/CVE-2024-26925
https://access.redhat.com/security/cve/CVE-2024-27016
https://access.redhat.com/security/cve/CVE-2024-27019
https://access.redhat.com/security/cve/CVE-2024-27020
https://access.redhat.com/security/cve/CVE-2024-27415
https://access.redhat.com/security/cve/CVE-2024-35839
https://access.redhat.com/security/cve/CVE-2024-35896
https://access.redhat.com/security/cve/CVE-2024-35897
https://access.redhat.com/security/cve/CVE-2024-35898
https://access.redhat.com/security/cve/CVE-2024-35962
https://access.redhat.com/security/cve/CVE-2024-36003
https://access.redhat.com/security/cve/CVE-2024-36025
https://access.redhat.com/security/cve/CVE-2024-37370

g=YY—R/—h

e CVE-2024-37371
e CVE-2024-37891
e CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

e CVE-2025-8941

1.1.11. Logging 6.0.0

Z?DY ) —RIZIE. OpenShift Logging /SN J{EIE') ') —X 5.8.8 & OpenShift Logging /SN JBIE!) ') —
Z2588DEENTVET,
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https://access.redhat.com/security/cve/CVE-2024-37371
https://access.redhat.com/security/cve/CVE-2024-37891
https://access.redhat.com/security/cve/CVE-2024-38428
https://access.redhat.com/security/cve/CVE-2024-38476
https://access.redhat.com/security/cve/CVE-2024-38538
https://access.redhat.com/security/cve/CVE-2024-38540
https://access.redhat.com/security/cve/CVE-2024-38544
https://access.redhat.com/security/cve/CVE-2024-38579
https://access.redhat.com/security/cve/CVE-2024-38608
https://access.redhat.com/security/cve/CVE-2024-39476
https://access.redhat.com/security/cve/CVE-2024-40905
https://access.redhat.com/security/cve/CVE-2024-40911
https://access.redhat.com/security/cve/CVE-2024-40912
https://access.redhat.com/security/cve/CVE-2024-40914
https://access.redhat.com/security/cve/CVE-2024-40929
https://access.redhat.com/security/cve/CVE-2024-40939
https://access.redhat.com/security/cve/CVE-2024-40941
https://access.redhat.com/security/cve/CVE-2024-40957
https://access.redhat.com/security/cve/CVE-2024-40978
https://access.redhat.com/security/cve/CVE-2024-40983
https://access.redhat.com/security/cve/CVE-2024-41041
https://access.redhat.com/security/cve/CVE-2024-41076
https://access.redhat.com/security/cve/CVE-2024-41090
https://access.redhat.com/security/cve/CVE-2024-41091
https://access.redhat.com/security/cve/CVE-2024-42110
https://access.redhat.com/security/cve/CVE-2024-42152
https://access.redhat.com/errata/RHBA-2024:5124
https://access.redhat.com/errata/RHBA-2024:5123
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1111 NTEIE

11.1.2.
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COEHDRENE, TA—A—URL RAF—YZRIAESTICTLS B/ Y a MBI TWk
&, URL A tls THRIBL TWAWSEEICSSLERTIS—MRELEI L, COEHICLY, 7
O—#A—URL A tls THREDIFEICOAHTLS BV a vHBMI N, SSLERT Z—HBHLES
N3ESIcHYE Lk, (LOG-5461)

ZDEHDETIL. Loki Operator FMRFDEBICLYOTARY M E ROy FLILEEILTS—
e h)A—LEFHATLE, TOEHTIE LokiOperator I, MEAEDKBIC LY Loki A0
TJARY N ROy T ULEBEICTS— a2 M) H—F2H LW S—NERENEEFND LD
IR Y% L, (LOG-5460)

SEIDEFLFIE. 416 GA 14 0O 7 ICIE Elasticsearch Operator 5.8 & F N THE LT,
Service Mesh, Kiali, Tracing REDEFZDA Y A =LA FIFSNTWE L, SEOFEHT
i, Elasticsearch Operator 5.8 7 4.16 THIAAREICAY, BEZMBRL. IhS5DHEGEIIHT
% Elasticsearch A AL —Y D#HEHR— T B LD ICAY F L7, (LOG-5461)
ZDOEHOFNL, LokiStack )V —ZART—4 ZDEEFRMHICEL Y. Loki Operator 5D X b
) O ZADEMICR>TWE L, TDEFHFICELY. Operator FRAT—49 ANLEB L& %
HIBR L £, (LOG-5461)

ZDOEHFDHEIIL, Loki Operator A LokiStack Route ) V—R EDaA—H—T7 /F—>a v %Lt

EXL. WRITAIDHIBRINTWE L, TOEHICELY. Loki Operator & Route 77 /
T—2avaEEILRIRY, BEMEEINE L, (LOG-5461)

CVE

CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941

CVE-2025-8941


https://issues.redhat.com/browse/LOG-5896
https://issues.redhat.com/browse/LOG-5911
https://issues.redhat.com/browse/LOG-5857
https://issues.redhat.com/browse/LOG-5946
https://access.redhat.com/security/cve/CVE-2021-47548
https://access.redhat.com/security/cve/CVE-2021-47596
https://access.redhat.com/security/cve/CVE-2022-48627
https://access.redhat.com/security/cve/CVE-2023-52638
https://access.redhat.com/security/cve/CVE-2024-4032
https://access.redhat.com/security/cve/CVE-2024-6409
https://access.redhat.com/security/cve/CVE-2024-21131
https://access.redhat.com/security/cve/CVE-2024-21138
https://access.redhat.com/security/cve/CVE-2024-21140
https://access.redhat.com/security/cve/CVE-2024-21144
https://access.redhat.com/security/cve/CVE-2024-21145
https://access.redhat.com/security/cve/CVE-2024-21147
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-26783
https://access.redhat.com/security/cve/CVE-2024-26858

g=YY—R/—h

o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

1.1.12. Logging 6.0.0
Z?DY ) —RIZIE. OpenShift Logging /SN JHEIE') ') —X 5.8.8 & OpenShift Logging /SN JBIE!) ') —
A588MEBENTVET,
11121 BER DR
o ZOEHDEIL. RIEFEBFMIIT B E. Loki Operator I(FFNREZEEEKRK L TWE L, TD
R, Loki "MEUICEEILFHATL LR, SEIDOEHMICLY. LokiPod MRFEFEZHZETE S &
DTV F L7k, (LOG-5461)
1.112.2. /N J{EIE
o ZDEHDHIIL, ClusterLogForwarder |2 & > T. RFC3164 {THRICERM L BV A v 2—I R
10— RICRDBAR—ZADPBAINTWVWE L, TOEHFHICLY., RDBIAR—ZADHIPRE
n., BEMEEINZE L7, (LOG-5461)
1.1.12.3. CVE

® CVE-2023-6597

e CVE-2024-0450
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https://access.redhat.com/security/cve/CVE-2024-27397
https://access.redhat.com/security/cve/CVE-2024-27435
https://access.redhat.com/security/cve/CVE-2024-35235
https://access.redhat.com/security/cve/CVE-2024-35958
https://access.redhat.com/security/cve/CVE-2024-36270
https://access.redhat.com/security/cve/CVE-2024-36886
https://access.redhat.com/security/cve/CVE-2024-36904
https://access.redhat.com/security/cve/CVE-2024-36957
https://access.redhat.com/security/cve/CVE-2024-38473
https://access.redhat.com/security/cve/CVE-2024-38474
https://access.redhat.com/security/cve/CVE-2024-38475
https://access.redhat.com/security/cve/CVE-2024-38477
https://access.redhat.com/security/cve/CVE-2024-38543
https://access.redhat.com/security/cve/CVE-2024-38586
https://access.redhat.com/security/cve/CVE-2024-38593
https://access.redhat.com/security/cve/CVE-2024-38663
https://access.redhat.com/security/cve/CVE-2024-39573
https://access.redhat.com/errata/RHBA-2024:4629
https://access.redhat.com/errata/RHBA-2024:4665
https://issues.redhat.com/browse/LOG-5821
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2024-0450
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o CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
e CVE-2025-8941
e CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

1.1.13. Logging 6.0.0

Z?DY ) —RIZIE. OpenShift Logging /SN JHEIE') ') —X 5.8.8 & OpenShift Logging /SN JBIE!) ') —
A588MhEFFNhTVWET,

11131 N TEIE
o ZDEHFDAENL, OUVNERINLBZBETEH, BHELARLC AR >/ Pod ZRBIRTEAVEWVWIH
EHYF L, COEHFTIIZOBENMEEIN, TDLD%R Pod B BIRTEXDLHICARHY
F L7, (LOG-5461)
o ZDEIDANIE., LokiStack ICRY) 2 —L APIDIL— MDYV, ROTS—DFRELFL
7= : 404 not found, T DEHIC LY. LokiStack IF Volume APl /AR L. REAEBRRLEFL
f=. (LOG-5461)

o ZDEFHODHAIIL. Elasticsearch Operator &, FIBEEEZZERBETICTRTOY—ERT7AHV Vb
7/)7T—avaEEEELTWE LEL, ZO#ER. kube-controller-manager (¥, FiIEY %
Y—EXT7AOVMAD) V2O JICBEBE LSO, Y—ERT7AUV N =Ly NEB
ERLET, SEIOFHICL Y. Elasticsearch Operator (7 / T—> 3 v avx—Y L., BED
fRINZE L, (LOG-5461)

11.13.2. CVE

® CVE-2023-6597
e CVE-2024-0450
e CVE-2025-8941
o CVE-2025-8941
e (CVE-2024-24790
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-6387
https://access.redhat.com/security/cve/CVE-2024-26735
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-32002
https://access.redhat.com/security/cve/CVE-2024-32004
https://access.redhat.com/security/cve/CVE-2024-32020
https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/errata/RHBA-2024:4334
https://access.redhat.com/errata/RHBA-2024:4335
https://issues.redhat.com/browse/LOG-5698
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-6387
https://access.redhat.com/security/cve/CVE-2024-24790
https://access.redhat.com/security/cve/CVE-2024-26735
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-32002

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

1.1.14. Logging 5.8.8

g=YY—R/—h

Z?DY ) —RIZIE. OpenShift Logging /SN J{EIE') ') —X 5.8.8 & OpenShift Logging /SN JBIE!) ') —

2588hEFEFNTVWET,

1.1.14.1. N IE

o ZDEFAEIIL. Loki Operator #* 1x.demo H4 XD O V' 5&17E XA # replay_memory_ceiling
% O/NA MIEREL TWE®, LokiStack Z5%E T % & X IC Ingester DB EENEENFE
LTWE LA, COFEHMLY, EEADOET 57-5IC replay_memory_ceiling ICfERA I %

1.1.14.2.

B/MENEIMINE L, (LOG-5615)

CVE

CVE-2020-15778

CVE-2021-43618

CVE-2023-6004

CVE-2023-6597

CVE-2023-6918

CVE-2023-7008

CVE-2024-0450

CVE-2024-2961

CVE-2024-22365

CVE-2024-25062

CVE-2024-26458

CVE-2024-26461

CVE-2024-26642

CVE-2024-26643

CVE-2024-26673

CVE-2024-26804

CVE-2024-28182
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https://access.redhat.com/security/cve/CVE-2024-32004
https://access.redhat.com/security/cve/CVE-2024-32020
https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/errata/RHBA-2024:3737
https://access.redhat.com/errata/RHBA-2024:3738
https://issues.redhat.com/browse/LOG-5615
https://access.redhat.com/security/cve/CVE-2020-15778
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2023-6004
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2023-6918
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-26458
https://access.redhat.com/security/cve/CVE-2024-26461
https://access.redhat.com/security/cve/CVE-2024-26642
https://access.redhat.com/security/cve/CVE-2024-26643
https://access.redhat.com/security/cve/CVE-2024-26673
https://access.redhat.com/security/cve/CVE-2024-26804
https://access.redhat.com/security/cve/CVE-2024-28182
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CVE-2024-32487

CVE-2024-33599

CVE-2024-33600

CVE-2024-33601

CVE-2024-33602

1.1.15. Logging 5.8.7

Z?DY ) —RIZIE. OpenShift Logging /N JEIEY) ') —X 587 ¥ 1) 714 —FE# & OpenShift
Logging /N JMEIEY) ) — A 587 NEFENTWVWET,

1115.1. N JEBIE

1.1.15.2.

20

CDEHAEIE. <type>OF (BBEE. 1V I7SANSIVFv—, E@ET7TIV5r—3 ) HIR
EINTWRWES. elasticsearch-im-<type>-* Pod (FK L TWE L7, TOEFHFHICEL

Y, <types OV HBPREINAWIGFGEIC Pod BARBLARLCARY F LA, (LOG-4949)
ZOFEHEIIE. FREFLE URL A EA L Amazon CloudWatch ¥ Google Cloud AF > 772 &M
H—ERXTH>TEH., HAZREDRIMEEICIE SSL/TLSURL AIBET L7z, TOEHICE

Y, URL DZWH—EXDIRIEAY Yy I HBEIN, T7— A v E—JDOBERALY DAY P
LAY F L, (LOG-5467)

Z DEFAEIE. Logglng Operator X MY 7 ZINEJI— FOBEICL Y., HWTFL A M) —
NI OADNBEINTVWE L, TOEHFHICELY. Logging Operator EHEWTFL XA MY —X |\
O 2%RELRLCARY F L, (LOG-5471)

ZDEHAEIE. OF > J Operator ~N\OZEEITL Y. ClusterLogForwarder CR DR EMH'IE L
KD eOILTZ—DRELF L, TOFHER. logging~ADT7 vy FTL—RIZLYTF—F
vy bAL Y —DHIBRINE L, TOEHFHITEY. Logging Operator i, Not

authorized to collect TS —AEE L AHEEKRE, AL IY—FT—FEVEY FEBEXRLE
9, (LOG-5514)

CVE

CVE-2020-26555
CVE-2021-29390
CVE-2022-0480
CVE-2022-38096
CVE-2022-40090
CVE-2022-45934
CVE-2022-48554
CVE-2022-48624

CVE-2023-2975


https://access.redhat.com/security/cve/CVE-2024-32487
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2932
https://access.redhat.com/errata/RHBA-2024:2931
https://issues.redhat.com/browse/LOG-4949
https://issues.redhat.com/browse/LOG-5467
https://issues.redhat.com/browse/LOG-5471
https://issues.redhat.com/browse/LOG-5514
https://access.redhat.com/security/cve/CVE-2020-26555
https://access.redhat.com/security/cve/CVE-2021-29390
https://access.redhat.com/security/cve/CVE-2022-0480
https://access.redhat.com/security/cve/CVE-2022-38096
https://access.redhat.com/security/cve/CVE-2022-40090
https://access.redhat.com/security/cve/CVE-2022-45934
https://access.redhat.com/security/cve/CVE-2022-48554
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-2975

CVE-2023-3446

CVE-2023-3567

CVE-2023-3618

CVE-2023-3817

CVE-2023-4133

CVE-2023-5678

CVE-2023-6040

CVE-2023-6121

CVE-2023-6129

CVE-2023-6176

CVE-2023-6228

CVE-2023-6237

CVE-2023-6531

CVE-2023-6546

CVE-2023-6622

CVE-2023-6915

CVE-2023-6931

CVE-2023-6932

CVE-2023-7008

CVE-2023-24023

CVE-2023-25193

CVE-2023-25775

CVE-2023-28464

CVE-2023-28866

CVE-2023-31083

CVE-2023-3122

CVE-2023-37453

CVE-2023-38469

CVE-2023-38470

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3567
https://access.redhat.com/security/cve/CVE-2023-3618
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4133
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-6040
https://access.redhat.com/security/cve/CVE-2023-6121
https://access.redhat.com/security/cve/CVE-2023-6129
https://access.redhat.com/security/cve/CVE-2023-6176
https://access.redhat.com/security/cve/CVE-2023-6228
https://access.redhat.com/security/cve/CVE-2023-6237
https://access.redhat.com/security/cve/CVE-2023-6531
https://access.redhat.com/security/cve/CVE-2023-6546
https://access.redhat.com/security/cve/CVE-2023-6622
https://access.redhat.com/security/cve/CVE-2023-6915
https://access.redhat.com/security/cve/CVE-2023-6931
https://access.redhat.com/security/cve/CVE-2023-6932
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-24023
https://access.redhat.com/security/cve/CVE-2023-25193
https://access.redhat.com/security/cve/CVE-2023-25775
https://access.redhat.com/security/cve/CVE-2023-28464
https://access.redhat.com/security/cve/CVE-2023-28866
https://access.redhat.com/security/cve/CVE-2023-31083
https://access.redhat.com/security/cve/CVE-2023-31122
https://access.redhat.com/security/cve/CVE-2023-37453
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
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e CVE-2023-38471
e (CVE-2023-38472
e (CVE-2023-38473
e (CVE-2023-39189
e CVE-2023-39193
e CVE-2023-39194
e CVE-2023-39198
e (CVE-2023-40745
e CVE-2023-4175

o CVE-2023-42754
e CVE-2023-42756
e CVE-2023-43785
e (CVE-2023-43786
e (CVE-2023-43787
e (CVE-2023-43788
e CVE-2023-43789
e (CVE-2023-45288
e (CVE-2023-45863
e (CVE-2023-46862
e (CVE-2023-47038
e (CVE-2023-51043
e CVE-2023-51779
e (CVE-2023-51780
e (CVE-2023-52434
e (CVE-2023-52448
e C(CVE-2023-52476
e (CVE-2023-52489
e (CVE-2023-52522

e (CVE-2023-52529
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https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/security/cve/CVE-2023-39189
https://access.redhat.com/security/cve/CVE-2023-39193
https://access.redhat.com/security/cve/CVE-2023-39194
https://access.redhat.com/security/cve/CVE-2023-39198
https://access.redhat.com/security/cve/CVE-2023-40745
https://access.redhat.com/security/cve/CVE-2023-41175
https://access.redhat.com/security/cve/CVE-2023-42754
https://access.redhat.com/security/cve/CVE-2023-42756
https://access.redhat.com/security/cve/CVE-2023-43785
https://access.redhat.com/security/cve/CVE-2023-43786
https://access.redhat.com/security/cve/CVE-2023-43787
https://access.redhat.com/security/cve/CVE-2023-43788
https://access.redhat.com/security/cve/CVE-2023-43789
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2023-45863
https://access.redhat.com/security/cve/CVE-2023-46862
https://access.redhat.com/security/cve/CVE-2023-47038
https://access.redhat.com/security/cve/CVE-2023-51043
https://access.redhat.com/security/cve/CVE-2023-51779
https://access.redhat.com/security/cve/CVE-2023-51780
https://access.redhat.com/security/cve/CVE-2023-52434
https://access.redhat.com/security/cve/CVE-2023-52448
https://access.redhat.com/security/cve/CVE-2023-52476
https://access.redhat.com/security/cve/CVE-2023-52489
https://access.redhat.com/security/cve/CVE-2023-52522
https://access.redhat.com/security/cve/CVE-2023-52529

CVE-2023-52574

CVE-2023-52578

CVE-2023-52580

CVE-2023-52581

CVE-2023-52597

CVE-2023-52610

CVE-2023-52620

CVE-2024-0565

CVE-2024-0727

CVE-2024-0841

CVE-2024-1085

CVE-2024-1086

CVE-2024-2101

CVE-2024-21012

CVE-2024-21068

CVE-2024-21085

CVE-2024-21094

CVE-2024-22365

CVE-2024-25062

CVE-2024-26582

CVE-2024-26583

CVE-2024-26584

CVE-2024-26585

CVE-2024-26586

CVE-2024-26593

CVE-2024-26602

CVE-2024-26609

CVE-2024-26633

CVE-2024-27316

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-52574
https://access.redhat.com/security/cve/CVE-2023-52578
https://access.redhat.com/security/cve/CVE-2023-52580
https://access.redhat.com/security/cve/CVE-2023-52581
https://access.redhat.com/security/cve/CVE-2023-52597
https://access.redhat.com/security/cve/CVE-2023-52610
https://access.redhat.com/security/cve/CVE-2023-52620
https://access.redhat.com/security/cve/CVE-2024-0565
https://access.redhat.com/security/cve/CVE-2024-0727
https://access.redhat.com/security/cve/CVE-2024-0841
https://access.redhat.com/security/cve/CVE-2024-1085
https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/security/cve/CVE-2024-21011
https://access.redhat.com/security/cve/CVE-2024-21012
https://access.redhat.com/security/cve/CVE-2024-21068
https://access.redhat.com/security/cve/CVE-2024-21085
https://access.redhat.com/security/cve/CVE-2024-21094
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-26582
https://access.redhat.com/security/cve/CVE-2024-26583
https://access.redhat.com/security/cve/CVE-2024-26584
https://access.redhat.com/security/cve/CVE-2024-26585
https://access.redhat.com/security/cve/CVE-2024-26586
https://access.redhat.com/security/cve/CVE-2024-26593
https://access.redhat.com/security/cve/CVE-2024-26602
https://access.redhat.com/security/cve/CVE-2024-26609
https://access.redhat.com/security/cve/CVE-2024-26633
https://access.redhat.com/security/cve/CVE-2024-27316
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CVE-2024-28834

CVE-2024-28835

1.1.16. Logging 5.8.6

Z?MY ) —RIZIE. OpenShift Logging /N JEIE') ') —X 586 %21 !) 714 —E#H & OpenShift
Logging /N JEIEY) ) —ZA 586 NEFENTWVWET,

1.1.16.1. BEBEHLAR

Z DEFATIE. LokiOperator ldRA L —2 ¥ —2 Ly M TER TN % Amazon Simple Storage
Service (S3) TV RARA VY MEMIEEL TWEHATLAE, CTOEHICELY., RIETOERIC
£O2TS3ITYRNRA Y MABEMRSIURL TH B Z ENMRIEI N, LokiStack R 7—4 AN E
FIINTEMNRURLA RTINS LD ICARY T, (LOG-5392)

Z OEHEIIE. Loki Operator &, BELE X f17= Amazon Simple Storage Service (S3) IZxf L T/X
AR—ZADAIGAINDT 72X %HATSHELDIC Loki ZBREL TWE L7, TOEHFHICEY,
Loki Operator (&, A—H¥—HDREEZZBLRLCTE, T7A4IMNTREBRRAMZSAILIZRY
=4, (LOG-5402)

1116.2. NJBIE

o Z MOEHAEIIE. openshift-operators-redhat namespace M Elastisearch Operator
ServiceMonitor (&EREEICEFRAY h — 0 > S EEEAHERS (CA) 7 7ML ZERA L TW ek
&. ServiceMonitor X ED1—H—"7—oO0—REZH ) ¥ J 8D Prometheus Operator
TIZ—HWFEELFLEL, TZOEFHICLY. openshift-operators-redhat namespace D
Elastisearch Operator @ ServiceMonitor #°, LocalReference 7 7> 7 ML >TH—ER
THAODYMNRN=9 V=0 Ly NSRBI IEIICRYELE, 2OT77O0—-FITLY,
Prometheus Operator D1 —#%'—7—- 0O— RKEZ=4 ') > J{L#kH" Elastisearch Operator
ServiceMonitor Z EEICMIETE S LD ICARYET, INITL Y. Prometheus (&
Elastisearch Operator X MY VR RV LA EV T TEBLDICRYET, (LOG-5164)

o ZDEHAEIIE, Loki Operator idA L —Y v =0 L v M THEHRIN S Amazon Simple Storage
Service (S3) TV RARA Y MURLEREZRIEL TWEHATLE, TOFEHMLY, S3TV
KR4 > b URL (T, LokiStack DX 7 —4 X% RLY 2REIFIENEREIND L D ICAY F
¥, (LOG-5398)

1.1.16.3. CVE

o CVE-2023-4244

e (CVE-2023-5363

e CVE-2023-5717

e CVE-2023-5981

e (CVE-2023-6356

e (CVE-2023-6535

e (CVE-2023-6536

e CVE-2023-6606
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https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-28835
https://access.redhat.com/errata/RHSA-2024:2094
https://access.redhat.com/errata/RHBA-2024:2095
https://issues.redhat.com/browse/LOG-5392
https://issues.redhat.com/browse/LOG-5402
https://issues.redhat.com/browse/LOG-5164
https://issues.redhat.com/browse/LOG-5398
https://access.redhat.com/security/cve/CVE-2023-4244
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5717
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606

BEYIV)—R/—h

e CVE-2023-6610
e CVE-2023-6817
e CVE-2023-46218
e CVE-2023-51042
e CVE-2024-0193
® (CVE-2024-0553
e CVE-2024-0567

® CVE-2024-0646

1.1.17. Logging 5.8.5

2D ) —RIZTIE. OpenShift Logging /NJHEIE!) ') — X585 MEFhTWVWET,

1117.1. N TBIE

o ZMEHAEIIE. Loki Operator M ServiceMonitor DX EH % < M Kubernetes t—E X & —E
TEHIERHYFE L, TDHER. Loki Operator DA M) J AN ERENINEINZ ZEDHY
Flr, ZOEHICELY, ServiceMonitor DERENEFERADA M) JAY—EXDHE—HT S
E31CBYE L, (LOG-5250)

o ZOEHAEIE. RedHat DEIL K/ TS 4 U h Loki EIN RDEEEDEIL REFEMAFERE T
e ay, 75VF, "=UarvREDEREEBRLTVWELL, ZOEFHICELY,. Red
Hat DEIL RIS S54RI SDEFEM%E Loki EJL RIEBMT 5L ICAY, BEMEES
hF L7k, (LOG-5201)

o ZOEFHAEIL LokiStack DEBFNTETWVWENE DN EHIET 274DIC, Pod KNEITHMNE
S % LokiOperator A F v 27 L TWE L7z, TOEFHICELY., Pod DERBHATETTWSED
EHE Loki Operator AF v V35 & I1C74 Y, LokiStack DE[FIRRAZD IV R—F%
Y NDREERMT DL DICRY F L, (LOG-5171)

o ZOEMAINE. OFANIIRDIIT)—%ETTDE. EANIFLTIZ—DRERELTY
Fll, COBFICLY., EXANITFTLOUYBABEEE V5 7DEMICRY, FERRICRY
Flico EXARNTZLIEAOTAN) D RTIEEELRWZHTY, (LOG-5044)

o ZDEHAEIIE. Loki B &£ Elasticsearch /¥ KLLMD maxOpenShiftVersion 7*EE> TWE L
7o T ODFER. IncompatibilityOperatorsinstalled 75— M A"EEL TWE L7, TDOEHIC
LY. XY K)LD maxOpenShiftVersion 7O/87 1 —& LT 416 MYEMI N, BEIBIES
nNE L, (LOG-5272)

o ZOEHEIE. EINRNRATSAVICEIRBRDY VA—T7F7hEaFhTWah>kik
&. Loki EJL KD buildDate & goVersion ICEDXFHARTIINTWE Lz, TOEHIC
LU, RELTWEN A= ITDBEILNRRS T4 VICBMIh, BMEMEEINFEL
fo (LOG-5274)

o ZDEHAEIE LogQL BITDNTICLY, V) —HE—EDITT7 4L —DBRAINTVE
Lo CTOEHICLY, TV T —DHEBEINBZERL, TRTDITT 14 ILY —HERIFIC
EENDEOICRYFELE, (LOG-5270)

o Z MOEHAEIIE. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor
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https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-51042
https://access.redhat.com/security/cve/CVE-2024-0193
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
https://issues.redhat.com/browse/LOG-5270
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11.17.2.

N BN —OVECAT7AIVERREEICERLTWE L, £D7H, ServiceMonitor 5% E
M User Workload Monitoring f£#k® Prometheus Operator TTS—HMFEL TWE LA, D
BEF#TICL Y. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor

A, LocalReference 7 72 ¥V MIL>TH—ERT7AHI VY MNN—=O V=0 Ly hESR
TELIICRYE L, TOT7FO—FITLY. Prometheus Operator M User Workload
Monitoring f£#& A" Loki Operator @ ServiceMonitor = [EFE ICALIETE 5 & D IC74Y,
Prometheus A* Loki Operator X ) J RZPRETE B LD ICY F L7, (LOG-5240)

CVE

CVE-2023-5363
CVE-2023-5981
CVE-2023-6135
CVE-2023-46218
CVE-2023-48795
CVE-2023-51385
CVE-2024-0553
CVE-2024-0567
CVE-2024-24786

CVE-2024-28849

1.1.18. Logging 5.8.4

2D )=&K, OpenShift Logging /NJEIEY) ') — 2584 AEFEFNTWVWET,

1.1.18.1. N JEIE

26

COEHET, AREFEIVY—ILOO T TIFIRED namespace BERINEN > lcdd, 75
2 =200 TV R E&FLBRVWI—H—DIITY —DEEFINTWE Lk, SO0OFEH

IC&Y, HR—FINTWVWBTARTDOCP/N—T 3 VT, IEELL namespace BFERICEFN
&5 E L, (LOG-4905)

ZDEHE T, Cluster Logging Operator (&, 77 #JL kDO 7 HAA LokiStack DIFEICD
#. LokiStack 7704 X~ M%&HKR— NF % ClusterRoles #7704 LTWZE Lz, SE®D
BHICLY., 2OO—IIEHEARY BLVEZSRAAD2 DO L—FILREIhFE L, EX
AHFO—IVIE, TNFEFTHEAINTWAEIRTOO—JLERKRIC, 74 bDOJTRAMNL—
VREILEDIETTOMINEY, JARMYO—)LE, AFYTAVY =W TS TAVHRT Y
TATHNEIMEDIETTOAINEY, (LOG-4987)

COFEHFE T, 1 DO —EXT ownerReferences "EEINZ &, ALCHALY—N—%%
EET EED ClusterLogForwarder 3 —ERZE4 SR LTWE L, SEIDEFHIC
LY. &L ¥ —/N—AABITIL, <CLF.Name>-<input.Name> D3RAICHE L TEAF T SN ImE
DY —ERPEMINET, (LOG-5009)

ZDEFFE T, ClusterLogForwarder (&, ~—72 L v ML TOY % cloudwatch ICERiX T %
BRICIS—%2®BELFEATLE, SEOEHICLY., ¥—2 L v MR LTAY % cloudwatch


https://issues.redhat.com/browse/LOG-5240
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009

1.1.18.2.

g=YY—R/—h

ICERX$ % &, secret must be provided for cloudwatch output DTS5 — X v £—IHAKRRFX

na&dICHY F L, (LOG-5021)

ZDOEHF T. log_forwarder_input_info IC (% application. infrastructure. audit ® A7 X
R)OVZRA Y MR EEFNTVWE L, SEOEHMICELY., hitpEAXARNYIRRAVMELT
BMINnZE Lk, (LOG-5043)

CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2022-3545

CVE-2022-24963

CVE-2022-36402

CVE-2022-41858

CVE-2023-2166

CVE-2023-2176

CVE-2023-3777

CVE-2023-3812

CVE-2023-4015

CVE-2023-4622

CVE-2023-4623

CVE-2023-5178

CVE-2023-5363

CVE-2023-5388

CVE-2023-5633

CVE-2023-6679

CVE-2023-7104

CVE-2023-27043

CVE-2023-38409

CVE-2023-40283

CVE-2023-42753
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https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
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CVE-2023-43804

CVE-2023-45803

CVE-2023-46813

CVE-2024-20918

CVE-2024-20919

CVE-2024-20921

CVE-2024-20926

CVE-2024-20945

CVE-2024-20952

1.1.19. Logging 5.8.3

2D 1) —RIZIE. Logging Bug Fix 5.8.3 & Logging Security Fix5.83 & Fh X7,

1.1.19.1. N B IE

1.1.19.2.
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COEHAENE. DRI LSIRIABEFTZHED LD ICEEINTLWSIHE, ConfigMap D&H]
FRIFABDEEINTE, LokiOperator IR EEBEIMICEFHFLEFHATL LR, SOIOFEHR
IC& Y. Loki Operator (& ConfigMap NDEEZEHR L., ERIN/IRELBHNICEHRFL X
¥, (LOG-4969)

COBEFEIT. BREINT Loki BAIKEWR URL MR WSGEICAL VY —Pod MV Sy a
LTWE LA, SEOFEHFICLY. HAOIFURLBIIOWR EARY, BEI ERINE L,
(LOG-4822)

Z OEHFAIE. Cluster Logging Operator (&, ¥ —EX7H VY NORT7S—h—0 V% FEH
T5ODDY—I Ly FBELTWAWEDICRLTIAL IS —BRET A —ILREEMRLT
WE L7, SEIOEHICLY., HAIKRELGFEICRY, BEBEI/ERINE LA, (LOG-
4962)

ZOEHENE., =7 L v MBAEEINTWVWARWEGE, HAD tis.insecureSkKipVerify 7 1 —
IWRDED true ICBREINEEFATLEL, SOOEHICLY., CZOEZHRET 2LHDT—7
Ly MEBEARL Y E L, (LOG-4963)

COEHELYRIDHEAFZRETIE, £F 27 TIERWL (HTTP) URL & TLS SREIDMEAEHE O

E-I-isnf \I\i L/TC.Q %@@E%ﬁ"— U TLS un.\uIEFﬁ ‘:;Qﬁ*nfuﬂjjj‘utitzFlvfd\ (HTTPS)
URL AR EICARY ¥, (LOG-4893)

CVE

CVE-2021-35937
CVE-2021-35938
CVE-2021-35939

CVE-2023-7104


https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104

BEYIV)—R/—h

CVE-2023-27043

CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

1.1.20. Logging 5.8.2

ZD) Y —2RITIE, OpenShift Logging /N JEIEY) 1) —2 582 "EFNTVWET,

1.1.20.1. N J{BIE

o ZDHEFFE T, LokiStack b—F— Pod I&., Pod BhBEICFERIN 2 HTTP URL @ IPv6 Pod
IPAE74—<v MLAD D772, Prometheus Bt API AN L7zIL—ILETS— MDY T
)—HAERBLTWE LR, TOEHFICEY. LokiStack b—F — Pod I IPv6 Pod IP & H >
ITh7EIMMELT, BMEEMBELZE LA, (LOG-4890)

o ZOEHET, BAREBI VY —IOJIXIRIED namespace #EE L AN >/lcD, V7 R5—
2EROOTT7 IR EFLRVWI—H—DI T —PEEINTWE L, SEIOFEHFICL
Y. namespace MEMMEEI N, BEI/ERINE L7, (LOG-4947)

o Z MEHF T. OpenShift Container PlatformWeb YV —J)lOOFX Y 1 —FZ 74>
&, BRI LD/ —REEZ I toleration #FFRILEFHFATLz, SEIOEHFICLY. AR

& LD/ — RBCE & toleration MEZFHEH® OpenShift Container Platform Web I >V —)Ld O F
VI 1—F5 5 VICBIMINE L, (LOG-4912)

11.20.2. CVE

e CVE-2022-44638
e CVE-2023-1192

e CVE-2023-5345
e CVE-2023-20569
e CVE-2023-26159
e (CVE-2023-39615

e CVE-2023-45871

1.1.21. Logging 5.8.1

ZMY 1) —2RITIE. OpenShift Logging D/NFIEIEY 1) —R 5.8.1 $ & U OpenShift Logging M/N &
IE) 1) —2581Kibana "EENTWE T,

1.1.21.1. BEBEIL AR

11.21.1.1. O 7 OUNE

29


https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
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1.1.21.2.

30

CDREFICKY, VectoraAL VY —ELTHRET DRIC, Y—EXAT7ATV Y MIEAEMITHL
Nebh—=0 2 DRDYICS—V Ly FTEBEINELN—VVEFERAT20Y Y % Red Hat
OpenShift Logging Operator ICEBIITE S LD ICARY £ LA, (LOG-4780)

ZOEHFICL Y, BoltDB ShipperlLoki v ¥ 27/R— KDEZFIN Index ¥y ¥ 2 R— KILER
IhE Lk, (LOG-4828)

INTIEIE

ZOEHEIIE. JSON O DfET%=BMICT 5 &, ClusterLogForwarder %, O —JL 74 —/X—
FEPHEINTVWAWEETE, ZOA VYTV REFERLTWE L, SEOEHICE
Y. write-index A*ZZMI5%&. ClusterLogForwarder [0 — LA —/NN—% 2% v F95LIC
Y E L, (LOG-4452)

C DEHEIE, Vector #' default O 7L NIV RS> TRELTWE L, COFEHMICELY, O
T NIVRH D= DERKRIR (regexp) OHEEHRRICE Y, ELWAY [//\“)[,75\—“'""""5 ng, &
ISR Y F Lk, (LOG-4480)

COBEHFENE, ATy IRNS—VDERTOCZAFIS, EOTEAOHNRA Ty I ZAh
S5TF7AINRDIA) TIAREFELTWE Lz, ZO/ER. Kibana 2 —4 —I& OpenShift
Elasticsearch Operator ZFHA L TA VT v VAN =V HERTEFHATLE, TOFEHIC
LY. FERLTWBIA ) 7 XA OpenShift Elasticsearch Operator IZIBINS 1, BIREARR X
nNF 9, Kibana 2—H—I%. {app,infra,audit}-000001 1 > 7 v V7 RA=ELA VT v 7 AN
Y—VEERTEDLDITARY F L7, (LOG-4683)

ZOEHFHEIIE. IPv6 7 5 XY — LD Prometheus % —/A—®D /{1 ¥ RARE T, Fluentd 3L
42 4 — Pod ' CrashLoopBackOff IKREICR > TWE LA, CTOEHFHICLY., AL IH—H
IPv6 7 5 R4 —LETEYNICEMET 2L D ICRY F L7z, (LOG-4706)

Z OEHAEIIE. ClusterLogForwarder I[CZEE A % % 7= U Red Hat OpenShift Logging
Operator MAE LA AZITTVWE L, TODEHITELY. RedHat OpenShift Logging
Operator &%, AEEZNYH—LAZALIF—FT—FEVEY MNDRAT—HREEEZERTELD
LAY F L, (LOG-4741)

Z DEFH AL, IBM Power ¥ ¥~ ET Vector 4 3L ¥ 4 — Pod #* CrashLoopBackOff ik
RBOFFICHR>TWE L, TOFHFHITELY. VectorOZ/ AL U4 — Pod A° IBM Power 7 —
FTIOF vV VETERICEEFTHLDICAY L, (LOG-4768)

CODEFENIT, KD T +7—4—%FHL THER LokiStack ICERET S &, Fluentd AL 2
& —Pod DEAICELY SSLAIAZ TS —DEELTWE LA, TOEHICLY, OJ7aL 70
H—H—ERTATY N T 7+ NTRIEICERIN, BETSb—7 > & cacrt BMERAX
nNdLSICARY F L, (LOG-4791)

CDEHHIE, REDT A7 —4—%HH L THER LokiStack IC#5iX T 5 &, Vector ALY
¥ —Pod DEAICL S SSLAIAZ T S —DEELTWE L, TOEHICLY, OJaL 70
H—H—ERT7AHO Y M T 74V NTERELICERIN, BEETZ M= & cacrt HERAX
NdESICARY F L, (LOG-4852)

ZOEBENTONBHEIE. TL—RARILIT—ICH LTI D2ULEDHRR MHFEIEINA1E. IPV6
PRLULADPELLKEIFTINEFLEATLE, COEHFICLY, IPV6 7KL ADNELLBFTINS
£OICARY F LA, (LOG-4811)

ZDEFHENE, HTTP LY —/R— AN DEEEER % INET % 78 IC ClusterRoleBinding % {F
B Z2BErHY F L, TOEFHICELY. ClusterRoleBinding = FE$ 2 BN AL 2L £
L7ice TYRRAYIDTTICYVSRY—FZARBICKFELTWSEDHTT, (LOG-4815)


https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791
https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
https://issues.redhat.com/browse/LOG-4815

1.1.21.3.

BEYIV)—R/—h

Z DEFATIE. Loki Operator N RAY L CANY R)LEIL—F—Pod ICXI Y M LERAT
L7z TR, 75— M=V FLERBHFIN—ILEFMET 2 TORHIC, ATV MR
ML—UADT7 I EADPKBMLTWE L, TOFHFHICE Y. LokiOperator 8R4 L CA /N
YRV ETARTDIL—F—Pod ICX TV T BEDICRYE L, Ib—F—Pod &, #7
VI R ZAML=Uh60OTESYTO—-RLT, 77— Mb—ILELIEEHFI—I%FHE T
xZ7, (LOG-4836)

Z OEHEIIE. ClusterLogForwarder O inputs.receiver 7> 3 v #HIBR L TH. HTTP A
DY —EREZNICEAETSZY—I Ly hDBIRINELEATL, ZOEMCELY, HTTP
AAYY =B, FERIGEICHIRIND LS ICRY F L, (LOG-4612)

Z OEHFAEIE. ClusterLogForwarder DX 7 —4 RICKREEL 5 —ARINTWTEH, HAOEN
ATSAVDRAT—YI AL TOBBIERICKMINTVWERATLL, TOFEHMLY. H
o AR FLETAULI—DPELLREINTVARWEEIL, N TSAVRT—48 ZITHK
SERBMODERAELSRRIIND LD ICAY F LA, (LOG-4821)

COEHFENG, FESECPEREREDIY FO—IILEFEHAT2 LogQL VT —%2ZXET
EL IRy FrY—RBEFHIERRROIDICERINTEEINE L, ZOEHICE
Y, 7Y —DOEFFICERRFEEFHIEEINACARY £ L7, (LOG-4841)

CVE

CVE-2007-4559
CVE-2021-3468
CVE-2021-3502
CVE-2021-3826
CVE-2021-43618
CVE-2022-3523
CVE-2022-3565
CVE-2022-3594
CVE-2022-4285
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074

CVE-2023-1075
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https://issues.redhat.com/browse/LOG-4836
https://issues.redhat.com/browse/LOG-4612
https://issues.redhat.com/browse/LOG-4821
https://issues.redhat.com/browse/LOG-4841
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2021-3502
https://access.redhat.com/security/cve/CVE-2021-3826
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-3523
https://access.redhat.com/security/cve/CVE-2022-3565
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
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e CVE-2023-1076
e CVE-2023-1079
e CVE-2023-1206
e CVE-2023-1249
e (CVE-2023-1252

e CVE-2023-1652

e (CVE-2023-1855

e CVE-2023-1981

e (CVE-2023-1989
e CVE-2023-2731

e (CVE-2023-3138
e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212

e (CVE-2023-3268
e (CVE-2023-3316
e (CVE-2023-3358
e (CVE-2023-3576
e (CVE-2023-3609
e CVE-2023-3772
e CVE-2023-3773
e CVE-2023-4016
e CVE-2023-4128
® CVE-2023-4155
o CVE-2023-4194
® CVE-2023-4206
e CVE-2023-4207
e CVE-2023-4208

e CVE-2023-4273
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https://access.redhat.com/security/cve/CVE-2023-1076
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1249
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1652
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-2731
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3316
https://access.redhat.com/security/cve/CVE-2023-3358
https://access.redhat.com/security/cve/CVE-2023-3576
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3773
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4194
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4273

CVE-2023-4641

CVE-2023-22745

CVE-2023-26545

CVE-2023-26965

CVE-2023-26966

CVE-2023-27522

CVE-2023-29491

CVE-2023-29499

CVE-2023-30456

CVE-2023-31486

CVE-2023-32324

CVE-2023-32573

CVE-2023-32611

CVE-2023-32665

CVE-2023-33203

CVE-2023-33285

CVE-2023-33951

CVE-2023-33952

CVE-2023-34241

CVE-2023-34410

CVE-2023-35825

CVE-2023-36054

CVE-2023-37369

CVE-2023-38197

CVE-2023-38545

CVE-2023-38546

CVE-2023-39191

CVE-2023-39975

CVE-2023-44487

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-26965
https://access.redhat.com/security/cve/CVE-2023-26966
https://access.redhat.com/security/cve/CVE-2023-27522
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-29499
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-32573
https://access.redhat.com/security/cve/CVE-2023-32611
https://access.redhat.com/security/cve/CVE-2023-32665
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33285
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-34410
https://access.redhat.com/security/cve/CVE-2023-35825
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1.1.22. Logging 5.8.0

ZM') Y —RIZIE, OpenShift Logging D/XJHEIE!) 1) — R 5.8.0 & & U OpenShift Logging /X7
EY1)—2580KbanahEZFNnTVWET,

11.221 ERO ML &

Logging 5.8 T. Elasticsearch, Fluentd, & & U Kibana W IE#RERYFE L, ThHIESED
OpenShift Container Platform 1) J — X ICE#lI 11 5 RIAHAD Logging 6.0 THIBRINZFETY,
RedHat (&, RITYY—RDFA 7H A JILICEVT, ZFHIVER—Y h®D [EX] BLED CVE IC
WTBNTEBEEYR—M2REL T TH, BEEILRIFIRE L FH A. Red Hat OpenShift Logging
Operator BT % Vector R—X DL 749 —&. Loki Operator D @#t 9 % LokiStack &, O 7D
INEE ERTFICHEEE I N D Operator T, Vector 8L U Loki OV R4 v VIFSEBIEINDIFETH S
2, IRTOI—HF—IIHLIDRY v IV DEAN’HEINET,

1.1.22.2. #BEHLAR

11.22.21. O DIN&E

o SEDEFHICLY. LogFileMetricExporter 77 #J)L hTAL VY —%FRHLTF O/ 3N
BREBRYF LA, RITHOAVTF—ILEL>TERINZOTHOA RN VR EEMRT B IC
i&. LogFileMetricExporter 1 2% L)/ —2Z (CR) A FEITENT 2ELH Y F
9, LogFileMetricExporter CR % {EE{ L 7L\ 5E. OpenShift Container Platform Web 3 >
Y —ILDH v 1R— KD Produced Logs IC No datapoints found &L\ D X v 2—IAFRR
INBPALHY ET, (LOG-3819)

o ZOEMILY, RBAC TREINEID DB I 17z ClusterLogForwarder 1 X% L)
Y—2Z (CRYM VY RH YV RAEFEED namespace ICT 7AOATEZLDICARYET, Chilk
Y, MILAETIV—TE BEEMOILIVY—FTOM AV IS RBELLFE. £EOD
TEEBDRBEICEETEETT, (LOG-1343)
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openshift-logging namespace LA DIENND namespace TYILF U S5 X4 —0O
JEE Y R— M T 2ICIE. TRTD namespace 2B 9 % & 5 IC Red Hat
OpenShift Logging Operator Z B 2B A H Y F9, ZOHEEEIEX. FLWL
Red Hat OpenShift Logging Operator /A\—> 3V 58 4 YA M=)V TT 7 # )L b
THR—FINhTVET,

o ZOEMILY, JO—HIEHILIEFL - MIBRAA=XLZFERALT, BFGO0J7LI—FN%
HIRR T 2 & CINEF /B ERETI DOV T—YDELFIRTE LD ICRYET., AAFIR
IC&Y, BRI —< V2DV TFH—IT& % Logging DEERAFHIEI N, HAFIRIC &
Y, BEINET—FYANTAOOTEEFEL—MIERIFBEINET, (LOG-884)

o ZOEHIILY., HTTP Efi A MFE L. Webhook & EHEMIEN S HTTP H—N—& L TAOT %A%
B92L2IC. AL VI —%BRETIDLDICRY F L, (LOG-4562)

o ZTHEHICLY., BEBAERYY—AFRELT, OFAL VY —IlL > TEEIN S Kubernetes &
LU OpenShift APl H —/N—A XY R ZHIITED LD IC2Y X L7, (LOG-3982)

11.2222. 07 DAL=

o ZDEHICLY. LokiStack BEE (L., namespace TEICATADT IV ZRAEHATSHI &
T, #PEDATICT IV ERATEZDZLYFMICFIETES LD ICAY X L7, (LOG-3841)
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o ZMEHTIE. Loki Operator I & o T LokiStack & 704 X > kI PodDisruptionBudget %
ENBAINE Lz, TOFER. OpenShift Container Platform 7 5 2 4 —DHBiEEEIFE. B
Yir# &7 T) —NZAOTAEI RIS, BEOBRFZITADLDICAY T L, (LOG-
3839)

o TDEHTIH, TI7ANMDT 74 =74 —LVkT774=FT14—R)>—Dty NEEHA
$5ZET, BEED LokiStack 1 Y A M —ILDEFEMELN Y —LL RICAELE Lz, (LOG-
3840)

o ZOEMILY, VVICEEIRELLBEDEFEMEEZRHS7-0HIC. LokiStack TEEE
ELTY—VRBOT—IL ) r—2a v EaEBTESELIICRY £ L7, (LOG-3266)

o ZOEHMICLY, W<DOADT—/O— NENRELRERYIAHR) 21— L (FRA100GB/H) %
R k9 % OpenShift Container Platform 2 5 24 —IZ, #L K #R— b Ihic/NRER
LokiStack 4 X T % Ix.extra-small A EAINF L7z, (LOG-4329)

o ZODEHICLY., LokiStack BEEEZIEAR Loki ¥y ¥ a2 R—KIZ7IEALT, AL—=YD
NIT7F—TVREBEAVR—XV MNOEBHERETE LD ICAY F Lk, (LOG-4327)

11.2223. 073>y —I)

o ZDEFICLY., Elasticsearch BF 7 # IV NOOT R M7 TH BB EIC. Logging Console 7
STAVEBMITEET, (LOG-3856)

o ZDEHITLY. OpenShift Container Platform 7 7)) r—< 3 VDA HIE. OpenShift
Container Platform /X—< 3 > 414 L& ® OpenShift Container Platform Web 3>V —JL M
Developer X—ZRRJF 4 7T, 77U sr—2arvOIR—ADT75—MNOBAEZETE?
£I1ChYET, (LOG-3548)

11.22.3. BERIDRIRE

e IRTE, Red Hat OpenShift Logging Operator /X— 3V 58 L7y 77 L — K L7,
Splunk A 7D EBE L 7@ WGE D HY £9, TDOREREIE. OpenSSL /A= 3 2 11105
N—=23V307ICBITIBIEICL>TRELEFT, LW OpenSSL /X—2 3 U Tld, T
74 NDOEELNEEIN, TLS12 TV KRS ¥ bADERIE, RFC5746 TV A7 3 YV
ERREALAVWEERESTINET,

B3 & LT, Splunk HEC (HTTP Event Collector) T KR4 > NDREIIC#H % TLS im0 —
KNS UH—TTLSI3HR—REBMIILET, Splunk iFH—RKIR—=F 14— XAFLTH S
=8, IHIE Splunk INSHRET Z2HENHY £,

o IR, HTTP2 7O KRINTODZELR M) —LDUNEICIE, FILLWEELLRA N —LEEY
WBLYSJITRAKML, BE#ICRST STREAM 7L —A%RXELTF v VI TEEZEWVWD RIAH
HUET, chiTkY, Y—N—Dty b7y TTROBEENKEL, A MY —LDLIEFS
N, Y —N—D)Y—HELZRAE T2 —EREEHPRELEFT, RE. COBEICHTT
ZEOEERIEHY THA. (LOG-4609)

o IRTE, FluentDAIAL V44— LTEATSE. OL U4 — Pod & OpenShift Container
Platform IPv6 50 S A4 — L TR TET EH A, Pod AU TIiE. fluentd pod [error]:
unexpected error error_class=SocketError error="getaddrinfo: Name or service not
known TS5 —H4EMINF T, RE. COBBICKT2OEEEIHY THA. (LOG-4706)

o WA, OV7Z—KMNIIPVE GV SRY—THRETIEFHA, IRE. COBBEICHT 2 EEER
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o iR{t. must-gather L FIPSXIILNY ZAY —LEDATJ7 ZINEKTIT I T A, JTUIE TR
OpenSSL S 4 75 1) —1" cluster-logging-rhel9-operator CTERATEXAW/HTY, |{E. &
DOFBICH T 2EEERIEHY THA, (LOG-4403)

o IRTE. FIPS®Y 5 A4 —IC Logging/N\—Y 3> 58 #5704 §5I5AIC. FluentD %3 L
P9 —& LTHERYT2MEIE. AL Y% —Pod % 2ETE Y. CrashLoopBackOff 2 7—4 R
TRy LET, BE. COBBICHT SEEKITHY FHA. (LOG-3933)
1.1.22.4. CVE

e CVE-2023-40217
1.2. LOGGING 5.7
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Logging t&. 37 ® OpenShift Container Platform & IX£742%51) ) =X A4 7T, 1
YAMN—IVEBEAROVR—R Y ME L TRHEINF S, Red Hat OpenShift Container
Platform 24 ZH A4 ZILR) >— & V) —XOBEHEMEEHHRL TWET,

Pz
' stable F ¥ RJLI&. Logging DEHY ) —REWRETIEHFOAEREL T, LUaT

D)) —ROEFHEBISHMEZETBICE. TRV TYavFv R % stable-x.y
IKEBTZREIrHYET, xyld. 1 VAR=LLEOTDOXAT v —NR=TU 32631
F—NR"=23vEXRLET, & A, stable-5.7 TT,

1.2.1. Logging 6.0.0

2D 1)=&, OpenShift Logging /NJHEIE) ') — A 597 hEFhTWET,

1.2.1.1. N JTEIE

o Z DEHAIIE. Loki Operator ' 1x.demo ¥4 XD O 7 %4TE FiA# replay_memory_ceiling
% O/NA MIEREL TWE®, LokiStack Z5%ET % & X IC Ingester DB EENEENFE
LTWE LA, COFEHMLY, EEADOET 57-5IC replay_memory_ceiling ICfERA I %
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1.2.1.2. CVE

o CVE-2025-8941

CVE-2020-15778
o CVE-2025-8941
e CVE-2021-43618
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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o CVE-2025-8941
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o CVE-2025-8941
e CVE-2024-0450
e CVE-2024-22365
o CVE-2025-8941
® (CVE-2024-25062
o CVE-2025-8941
e CVE-2024-26458
o CVE-2024-26461
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o CVE-2025-8941
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o ZDEHAEIIL, Loki Operator idA ML —Y o= L v M THERIN S Amazon Simple Storage
Service (S3) TV RARA VY MEMIEEL TWEHATLAE, COEHICELY., RIETOERIC
LOoTSITYRRA Y MHEWRSZURL TH B I EHMRIES N, LokiStack R T —% A A&
FIINTEMRURLD RTINS LD ICAY T, (LOG-5461)

1.2.3.2. NJIBIE

o Z MOEHAEIIE. openshift-operators-redhat namespace M Elastisearch Operator
ServiceMonitor (&EREEICEFRRY h — 0 > S EEEAHERS (CA) 7 7ML ZERA L TW ek
&. ServiceMonitor X ED1—H—"7—oO—REZH ) ¥ J 8D Prometheus Operator
TIZ—HMFEELFLEL, TOFEFHICLY. openshift-operators-redhat namespace D
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Hat DEIL R84 TSA NN S DFM%A Loki EJL RIEBMT 3L ICAHRY, BRENMEBES
nFE L7k, (LOG-5461)

Z OEHEIIE. Loki Operator M ServiceMonitor DX EH% < D Kubernetes t—E X & —E
TEHIEDRHYFE L, TDIER. Loki Operator DA M) J AN ERENNEINZ ZEHHY
Flr, ZOEHICELY., ServiceMonitor DERENEFERADA M) V Ay —EXDHE—HT S
E31BYE L, (LOG-5461)

ZDEHAENE. EIWRNRLATSAVICEIRBRD) Y A—7FThEFhTWarokk
&. Loki EJL KD buildDate & goVersion ICEDXFHARTIINTWE Lz, TOFEHIC
LY. RELTWEN A= ITDBEILNRRS T4 VICBMIh, BMEMEEINFEL
o (LOG-5461)

Z OEHEIIZ. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor
N BN —O YV ECAT7AIVEREEICERLTWE L, £D7H, ServiceMonitor 5% E
M User Workload Monitoring {£#k® Prometheus Operator CTS—HMFEL TWE LA, D
BE#TICL Y. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor

A, LocalReference 7 72 ¥V MIL>TH—ERT7AHIV VY MNN—O V=D Ly hESR
TELIICRYE L, TOT7FO—FITLY. Prometheus Operator M User Workload
Monitoring ft#kA" Loki Operator @ ServiceMonitor = [EFE ICALIETX 5 & D IC74Y,
Prometheus A' Loki Operator X b ) J R ZPRETE B L DI Y F L7, (LOG-5461)

CVE

CVE-2021-35937
CVE-2021-35938
CVE-2021-35939
CVE-2022-3545
CVE-2022-41858
CVE-2023-1073
CVE-2025-8941

CVE-2023-2166
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https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/errata/RHSA-2024:1508
https://issues.redhat.com/browse/LOG-5202
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1838
https://access.redhat.com/security/cve/CVE-2023-2166
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e CVE-2023-2176

e CVE-2023-4623
o CVE-2025-8941
e CVE-2023-5717

® CVE-2023-6135
e CVE-2023-6356
e (CVE-2023-6535
e (CVE-2023-6536
e CVE-2023-6606
e CVE-2023-6610
e CVE-2023-6817
e CVE-2023-7104
e (CVE-2023-27043
e (CVE-2023-40283
e CVE-2023-45871
e CVE-2023-46813
® (CVE-2023-48795
e CVE-2023-51385
e (CVE-2024-0553
® CVE-2024-0646

® CVE-2024-24786

1.2.5. Logging 5.7.11

DN —=RITIE, OTDONTEBESTINAEEFNTVWET,

1.2.5.1. NFIBIE

o ZOEHAIEL. HRYLSIBIARBETFAINS LD ICHREINTLSIHFE. ConfigMap 74 7
VIV NDEZEEIEABTHIEEREINTE., Loki Operator XX EEBHHNICEHRLEHATL
fco SEIOBEHICL Y. LokiOperator i& ConfigMap + 7> =7 hADEREZEHR L. £HRI
NEBREEEBNICERT LS ICAY E L, (LOG-4968)

1.2.5.2. CVE

e (CVE-2023-39326
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https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-4921
https://access.redhat.com/security/cve/CVE-2023-5717
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-6356
https://access.redhat.com/security/cve/CVE-2023-6535
https://access.redhat.com/security/cve/CVE-2023-6536
https://access.redhat.com/security/cve/CVE-2023-6606
https://access.redhat.com/security/cve/CVE-2023-6610
https://access.redhat.com/security/cve/CVE-2023-6817
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0646
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0694
https://issues.redhat.com/browse/LOG-4968
https://access.redhat.com/security/cve/CVE-2023-39326

g=YY—R/—h

1.2.6. Logging 5.7.10

ZD') Y —2RITIE, OpenShift Logging /NJ{EIEY) 1) —2 5710 AEFNTVWE T,

1.2.6.1. NTIEIE
CDEHFHE T, LokiStack b—F— Pod I&, Pod BBEICER XN % HTTP URL @ IPv6 Pod IP %
TJ4—<v ML >7=7=8. Prometheus BE¥EAPI AN L7ZIL—ILETS—MDIIT Y —HKEELT

WF Lk, TOEHICLY., LokiStack L—F— Pod IZ IPv6 PodIP N> Z TH7EILEL T, B
RBEFFRLE L, (LOG-4891)

1.2.6.2. CVE

e CVE-2007-4559
e CVE-2021-43975
e CVE-2022-3594
e CVE-2022-3640
® CVE-2022-4285
o CVE-2022-4744
e (CVE-2022-28388
e C(CVE-2022-38457
e CVE-2022-40133
e (CVE-2022-40982
o CVE-2022-41862
o CVE-2022-42895
e CVE-2022-45869
e CVE-2022-45887
o CVE-2022-48337
e (CVE-2022-48339
e (CVE-2023-0458
e CVE-2023-0590
e CVE-2023-0597
e CVE-2023-1073
e (CVE-2023-1074

e CVE-2023-1075
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https://access.redhat.com/errata/RHSA-2024:0268
https://issues.redhat.com/browse/LOG-4891
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
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e CVE-2023-1079
e CVE-2023-M8

e CVE-2023-1206
e CVE-2023-1252

e CVE-2023-1382
e CVE-2023-1855
e CVE-2023-1989
e CVE-2023-1998
e CVE-2023-2513
e (CVE-2023-3138
e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212
e (CVE-2023-3268
e C(CVE-2023-3446
e CVE-2023-3609
e CVE-2023-361

® CVE-2023-3772
e CVE-2023-3817
e CVE-2023-4016
e CVE-2023-4128
e CVE-2023-4132
e CVE-2023-4155
e (CVE-2023-4206
e CVE-2023-4207
e CVE-2023-4208
e CVE-2023-4641
® CVE-2023-4732

e (CVE-2023-5678
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https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-5678

CVE-2023-22745

CVE-2023-23455

CVE-2023-26545

CVE-2023-28328

CVE-2023-28772

CVE-2023-30456

CVE-2023-31084

CVE-2023-31436

CVE-2023-31486

CVE-2023-33203

CVE-2023-33951

CVE-2023-33952

CVE-2023-35823

CVE-2023-35824

CVE-2023-35825

CVE-2023-38037

CVE-2024-0443

1.2.7. Logging 5.7.9

2D ) —RITIE. OpenShift Logging /NJHEIE) V) —ZA 579 EFhTWVWET,

1.2.7.1. NTBIE

BEYIV)—R/—h

ZOBENTONBHEIE. TL—RARILIT—ICH LTI D2ULEDRR MHFEIEI N1E. IPV6
PRLULADPELLLKEIFTINEFTEATLE, COEFHICLY, IPV6 7KL ADELLBHFTINS

EIICARYF L, (LOG-4281)

ZOBEFNTONBAENE. Vector B IPv4ER/ — FTEENICKEM L TWE L, TR,
ARNVORZVRRAY MDY RFT—DEMRICKBK L. Failed to start Prometheus exporter:
TCP bind failed: Address family not supported by protocol (os error 97) &L\ D T 5 — A%
ELTWELE, COBEHFICLY., Vector BN IPVAER/ — RTEBICEMFI 2L DICRYFE

L7, (LOG-4589)

COEFAENE, ATy I RANS—VDERTOERHRIC, EOTHAOONEA YTy 9 AH
L5TF7AINRDIA) TINAREFELTWE Lz, ZO/ER. Kibana 2 —4 — I OpenShift
Elasticsearch Operator ZFHA L TA VT v VAN =V HERTEFHATLE, TOFEHIC
LY. RERLTWBIA ) 7 XA OpenShift Elasticsearch Operator IZIBINS 1, BIREARR X
nF 9, Kibana 1—H—I%. {app,infra,audit}-000001 1 > 7 v V7 A=ELA VT v 7 AN

Y—VEERTEDLDICARY L, (LOG-4806)
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https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-38037
https://access.redhat.com/security/cve/CVE-2024-0443
https://access.redhat.com/errata/RHBA-2023:7718
https://issues.redhat.com/browse/LOG-4281
https://issues.redhat.com/browse/LOG-4589
https://issues.redhat.com/browse/LOG-4806
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ZDEFHDITHNBEIIE. Loki Operator BNH R Y L CANY RKILE I —F—PodIZTT ¥ b
LEHEATLE, TOHER. 75— MUL—ILFEEFIL—IL AT 2 7ORAHhIC, 7
VIV PMAML=UADTIEADPKBLTWE Lz, TOEHICELY., Loki Operator A R
AL CANY KL EITRTDIV—F—PodIic¥ o NTBEDICARYFE L, ILl—F— Pod
. A7V MR ML=UDS0O5 &Y O0—-RLT, 75— bML—ILEIERFIL—IL
ZFMECEF Y, (LOG-4837)

ZOEFHINITHN DRI, FEASGECEREREOI Y MO—I)LEFEALTLogQL 7T —
ZEETDRE, ERKRBOLDICERINZHZEEALELDICTNILY Y Fv—BEFIER
INFLk, COEHICIY, /7T —DEHMEFICERKRI|ETEFHAZTEINLRC QY FL
2o (LOG-4842)

CDEHFHIITHONDHEIE, Vector ALV —DFTAA AV D, TITAILMDBRITHE LV
Ny 77—=) 2V TEICEKELTVWE LE, TDEO., HADOTAMIFRRERGE. BEN
A TSAVDRITRTDOAvE—VEBRELLIELTNAY I 7Yy THEHRLTVWELE, 2D
BHICLY, Vector ALY —DFTOA XY DX v E—VOBRTOHEFPEL, LIV
BEBARBRICAYE—VEWHETSHLOIARY F L, (LOG-4536)

1.2.7.2. CVE
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CVE-2007-4559

CVE-2021-43975

CVE-2022-3594

CVE-2022-3640

CVE-2022-4744

CVE-2022-28388

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339

CVE-2023-0458

CVE-2023-0590

CVE-2023-0597

CVE-2023-1073


https://issues.redhat.com/browse/LOG-4837
https://issues.redhat.com/browse/LOG-4842
https://issues.redhat.com/browse/LOG-4536
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

CVE-2023-1079

CVE-2023-1m8

CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

CVE-2023-1855

CVE-2023-1981

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-4016

CVE-2023-4128

CVE-2023-4132

CVE-2023-4155

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4641

CVE-2023-4732

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
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o CVE-2023-22745

e (CVE-2023-23455

e CVE-2023-26545

e (CVE-2023-28328

e CVE-2023-28772

e CVE-2023-30456

e (CVE-2023-31084

e (CVE-2023-31436

e (CVE-2023-31486

e (CVE-2023-32324

e (CVE-2023-33203

e CVE-2023-33951

e (CVE-2023-33952

o CVE-2023-34241

e CVE-2023-35823

e (CVE-2023-35824

e (CVE-2023-35825

1.2.8. Logging 5.7.8

ZDY ) —RITIE. OpenShift Logging /NJHEIE) V) — A 578 EFNhTWVWET,

1.2.8.1. NJIEIE

48

o Z OEHAEIIE. ClusterLogForwarder 124 L))V —2 (CR) @ outputRefs /X5 X —4 —&
inputRefs /XS XA —49 —ICALEZRIMEAINTWVWRIHEE. BEVPRET I EHYFEL
o TODFER. OL 24— Pod #* CrashLoopBackOff 2 7—#% X ICA Y F L, TOEHIC

Y, HASRILENA TS VREBERICKBT 7010, BT NIVICETEER OUTPUT_
KEFNBLIICHRY F L, (LOG-4383)

o ZOEMAEINE. JSON AT /NR—H—DFHREFIC, VTR —OTARL—49—D
structuredTypeKey /35 X — 4% — F /= structuredTypeName /X5 X —4% — % FE LAH >
BE. BWRBREICETEIT7I—MRRIINIFATLEL, TOEHICELY, Cluster
Logging Operator " EDREEZ BT 2 £ DI Y F L7z, (LOG-4441)

o ZDEHAEIL, Splunk HAIEEIN/L—2 L v NThecToken ¥F—HMRZELTWBHMIEL
CIRWSEA. Vector N h—2 VAL TH Y % Splunk ICERiX T 2728, MEEAKBLTWEL
fco TDEFHFICELY. hecToken F—HREOMNSLVMNIE L BRWGFE, WMEEIXKBL. A
non-empty hecToken entry is required S W) TS —X v E—IANRRINBDLDICRYZEL
2o (LOG-4580)


https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHBA-2023:6730
https://issues.redhat.com/browse/LOG-4383
https://issues.redhat.com/browse/LOG-4441
https://issues.redhat.com/browse/LOG-4580

1.2.8.2.

BEYIV)—R/—h

ZOEHAEIIE. O D Custom time range "5 BT %&#IRT S &, Web AV Y —ILTIT—
DRELTVWELEL, COBHICLY, WebJV Y — L THRESESEETILALBMZEEILE
RTEDEDICRY F L7, (LOG-4684)

CVE

CVE-2023-40217

CVE-2023-44487

1.2.9. Logging 5.7.7

2D YY) —RITIE, OpenShift Logging /N JHEIE) ) —ZA 577 BEFNTVWET,

1.2.9.1. N TEIE

1.2.9.2.

C DEFENE, FluentD (& Vector & 132745 5L T EventRouter ICL& > THAINAOJ A IE
MIELTWE L, TOEHICLY., Vectoriz—EBLAFRATOYLI—REERLET,
(LOG-4178)

Z DEHEIIE. Cluster Logging Operator IC& > THERINAX MY I ZAF Y 2 R— KD
FluentD Buffer Availability 72 7 ICERINS VT —IZ, &/IM\y 77 —FHENKTI
naiH, T5—hIHYFELE SEDEHICLY., V7S T7DRANY 77 —FHEHNKRRI
. AR FluentD Buffer Usage ICEEICARY & L7z, (LOG-4555)

COBEHFHEIE. IPv6 DHFEIET 2T ILRH v U D OpenShift Container Platform 7 5 24 —
IC LokiStack #7704 § 3% &, LokiStack X V/N\— 1) X hDEFHINEBLTWE L, TR
R TAAMNIE2—9—Pod IS5y >a)l—FICEY £ L, TOFEHFICELY., BEEE
lokistack.spec.hashRing.memberlist.enablelPv6: {& % true ICEXET 5 Z & T IPv6 ZAMIC
TESLDIRY, MERFEBRINF L, (LOG-4569)

COEHFENE, O7AL VI —ET 74N MNDERELL LI, AV T FT—DOATTEHA 2
TWELE, ZO®BR. O/ 09— O—F7—2avINET7 7MLV ENERNICHEHIRS
ZENTEZFEATLE, SEAOEMICEY. FHAHAERY /N1 MBAEML, B7aL o9 —n
O—7—2avINkEI77MIVENEKRMICMEBTESLDICRY F L, (LOG-4575)
ZDEHANE. Event Router HOKRMBAD XA M) 7 RICL Y, BEMRXE) —FEHREHNRERET

AVTFHF—DRBITIERRER>TVWE L, TOEHICLY., RKEADX M) 7 AHHIBRS
N, ARVIML—F—DXAE)—FRENHIREIN X L, (LOG-4686)

CVE

CVE-2023-0800
CVE-2023-0801

CVE-2023-0802
CVE-2023-0803
CVE-2023-0804
CVE-2023-2002

CVE-2023-3090
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https://issues.redhat.com/browse/LOG-4684
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
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1.2.10.

CVE-2023-3390
CVE-2023-3776
CVE-2023-4004
CVE-2023-4527
CVE-2023-4806
CVE-2023-4813
CVE-2023-4863
CVE-2023-491
CVE-2023-5129
CVE-2023-20593
CVE-2023-29491
CVE-2023-30630
CVE-2023-35001

CVE-2023-35788

Logging 5.7.6

2D ) —RITIE. OpenShift Logging /NJHEIE) V) — A 576 hEFhTWVWET,

1.2.10.1. N J{BIE

50

COEHFAENEZ. ALIY—EFT 74 MNOEREEAEEIC, AV T F—0OJTaHHER>TWL
Flk, ZTORKR, L V9 —13O0—FT—2avINkI7 7ML ENENICHEAINE I EHNT
TFEFHATLE, SEOEHICLY., HHRY /AN MEHEML, LIS —DHO—F—> 3
VINET AN ERNERAICNIBTES L DICRY F Lk, (LOG-4501)

COEHENINE, I—HY—DBREEINLZ T 1IILY—%ET URL 28hY 373556, —ED
T4 —IERBINFEATLE, SEAIOEFHFICELY., UIZIEFURLADIARTDT 1)L
Y—%RBMLZET, (LOG-4459)

CDEHHIE. Fluentd 5 Vector ICHIWEZ B EXZIZ, HRY LSRRV EMEEL T Loki IlEx
ETHEIT—DRERELTVWE L, SEOEFHICE Y. Vector ERE L Fluentd &R U HET
SR)VEHZHIA XL, ALY —HIRBEIEEIL TIRIVEZELKRETES LD ICARYE
L7, (LOG-4460)

Z DEHEIIE. ObservabilityLogs AV Y —ILD®FET 1 —IL RTIEI RS —TT20ELNH B
HHRXFEHATEEFEAT L, SOOEMEY. /T —CREXFEZBEYICIRT—
TEBLDICRYFE L, (LOG-4456)

ZOEHAEIE. Splunk ~ADO T DZEEHIC. Timestamp was not found. & WD EE X v 2 —
UHRRINF L, SOOFHRTIE. Y14 LRI Y TOREBIEAINZOT 714 —ILRD
ZEIDNERICLY EEZIN, EEQRLICSplunk IKEFINE T, (LOG-4413)

SOOEHRNTHONBHEIE. Vector D CPU EXE!) —DFEAENRFEIORBE &€ ITEML


https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413

BEYIV)—R/—h

TWE L&, SEIOFHICL Y. Vector BREIC expire_metrics_secs=60 ZENZFN D LD
IKRY . ARNY I Z2ZOBEMEEEFIRL. BEYT S CPUBAEKEXE) —7 v hTY Y MY
BRENFT, (LOG-4171)

SEOEFHFIITHONBEIE. LokiStack ¥ — bV T A FERINALY VT X N2 I EEICLER
IKF vy PalTWELE, TORBR. ROLRIEEIRELFEZ L, SEOEHICLY
LokiStack “— MU T A IFZEFEMICF v+ v 22 %1TD LD ICRY, ZOMEIRINFE L,
(LOG-4393)

ZOEIFENIE. Fluentd SV A LA X—J1CIF. EFEFICIEIFTELRELY—Y—ILHETN
TWE Lk, SO0FEHFICELY. ELY—Y—IDBIKRIN, BMEIMfERINE LA, (LOG-
4467)

1.2.10.2. CVE

CVE-2023-3899

CVE-2023-4456

CVE-2023-32360

CVE-2023-34969

1.2.11. Logging 5.7.4

ZDY ) —RITIE. OpenShift Logging /NJHEIE) V) — A 574 hEFNTWVWET,

12111 NJBIE

ZDEFAEIE. 07 % CloudWatch ICERE T % & X IC, namespaceUUID {71 logGroupName
74 —ILRNIGEMINFHATLE, ZOEFHTIE. namespaceUUID ENEZF N 57,
CloudWatch @ logGroupName (& logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286 & L TRIRINE T, (LOG-27071)

COFEHEIEZ. HTTPRREATO %297 SR 9 —HADRBEICEZET %3548, 7OF>— URL IZIE
LWEREEBHmAIEEINTWEE L TH, Vector AL VY —IEV SR —LEDHTTP O+
I LRI CEEFHATL L, COBEHICELY, Vector O ALV I—E VT RAY—2

EOHTTP 7OF P —ICH L TRIETESD LD ICRY £ L7, (LOG-3381)

CDEFHAENE, Fluentd AL 74— E LT Splunk 2 AL TEREINTWSIG 7a?|:|\ 1))
BRENYR—FMINTUWAWESD, Operator KRB LTWE LA, SEDEFHFHICLY., BRER
BECHR—PFINTUVAVWEANMESI N, BEIMERINE L, (LOG-4237)

ZDEFAEIE. Vector ALV —DEHIND E. AWS Cloudwatch A4 & Google Cloud
Stackdriver @ TLS 328 @ enabled = true [ENNREATHREL S —HNREEL F Lz, TOEHIC
LY. INS5DOHDD enabled = true {EXHIFR I N, BIEIMRRINFT T, (LOG-4242)

Z DEFAEIE. Vector AL 24 —IZ, B 7IC thread 'vector-worker' panicked at 'all
branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SADEFHICLY., TOITFT—IF
fRINE L, (LOG-4275)

Z DEFHAEIIE. Loki Operator DREREIC L Y. Operator A2 DT+~ NDEMA T 3~ T

EINTWBIHAE. 77°'J r— 3 vF+ > MO alert-manager SR ENRTIINLCRYFL
oo SEIOEHFICEY., ERINT Loki FREICIEARY LREE BFEMINIREDTEAH
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https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
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BENdLDICAY F L, (LOG-436))

Z DEHFAEIE. AWS CIoudwatch BRIX T STS A LR EICEEOO—ILMERI TV
BE. RODEFHICKIYRRIERSA—BTRCRYF L, COFEHFHICELY., STSO—ILEF#
E’JDIL DIE F%&@*ﬁ;ﬁ@%ﬁ%'&bﬁ%ﬁo AWS Cloudwatch —Co)mu DIE‘\—{%%T RSP S 7 ‘n..tk L) ES L
o (LOG-4368)

CDEHFRIE. Loki XTI T4 TRAN)—LDSRIEET ALY )T LTWE LD,

BEEAEHIBR LD /728, Grafana @ Label Browser MR TE A< KY F Lz, SEDE
FICEKY, LokilE7 V74 TRARN) —LDEBETENIEEZT7 1 ILY—THRA L., BE%E
R L ZF L7, (LOG-4389)

ClusterLogForwarder H X% 1Y) Y —2Z (CR) T name 7 1 — /)L RAIEEIhTWARWAA T
4 v H% OpenShift Logging5.7 ADT7 v T L — RRICHEEL A< RY F Lz, SEIDEFH
IKEY, TOTS—R@ERINF L, (LOG-4120)

1.2.11.2. CVE

CVE-2022-25883

CVE-2023-22796

1.2.12. Logging 5.7.3

2D ) —RIZIE. OpenShift Logging /NJHEIE) V) — A 573 EFhTWVWET,

1.2.12.1. N JBIE

52

Z DEHEIIE. OpenShift Container Platform Web OV —JILATO Y #XRRT ERIC,
FrvlaINEI7AMDRRETT =498 7Ly aInEzFHATLE, SEOEHICE
Y, 7= FMAMSY T 774 0IEF vy oaIhied Ay, BEIFBRLE LE, (LOG-4100)

Z DEFAEIE. EQE@F'?E'E#‘%E LI WASET LokiOperator TS —% Yy hLTVWE
L7, SEIDEHFHICLY ., BEIF—DERINZEITIS—MNERITDLDICAY L,
(LOG-4156)

Z DEFHEIIE. RulerConfig 24 L)Y —2R (CR) #ZHE ¢ % & LokiStack Jb— 5 — W FBACE
LEHATLE, SEIOFEHICELY. Loki Operator I& RulerConfig CR DEFHZITIL—F—
Pod ZBEHNT 2 LD ICRY F L7z, (LOG-4167)

ZOFEHEIE. AD—BFRILED ClusterLogForwarder HIC | XEN S FE N BHE L.
vector ALV —DFHETKTLTWE L, SEOEHFHTIE. — BNV %E5HFTH
H ALV —HPOVERBESLVCRETEZLIICTEZIETHREIRRINE L,
(LOG-4176)

Z DEFHENE. LokiStack CR A7 O—/NILEIRTIZRS 7 MElBRZEZE L TW55%E.
Loki Operator " FHIE I T L TWE Lz, SEIDEFTIE. Loki Operator H7 O —/N)LHl
BR% L T LokiStack CR A MMBTX 2 & 5 (CA Y, FEABARINE L, (LOG-4198)

COEHBIE, BEINALMBENIR T L —XTREINTWEBE, Fluentd 07 %
Elasticsearch 7 2 A9 —IIEFE LFHATLE, SEIOFEH TIE, Fluentd I& Elasticsearch &
DEHERILTDEIC, "NRATL—IXATHREINZ2UWBRABIWEBTDZLOICARYZEL
f=. (LOG-4258)

Z DEFAEIE. 8,000 2 A % namespace ZRD Y 7 X9 —DIHE. namespace D) X kA


https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258

BEYIV)—R/—h

http.max_header_size 8 €& Y £ KX {72 %728 Elasticsearch B/ T —&IEEFLTWE L
o SEDEHFTIE. AV I —H A XDFT 74 MENBIE EF SN, BEIRINEL
fo (LOG-4277)

o ZMOEHAEIIE. ClusterLogForwarder CRNIZ /| DXFEEESTLINIVENRET, AL I 4 —
AFHEIFRTLTCVWE L, SEOEHRTIH. RSy a7y F—AAT7ICBEEBZIS
h, BEIERINE L, (LOG-4095)

o ZDOEHAEIIE., unmanaged IKREIZERTE X N7z Cluster Logging Operator A FHHE T L TL
F L7k, SEIOFEHTIE. ClusterLogForwarder CR D% % BHIA 9 S HiIIC ClusterLogging
1)V —ZHEEN 7R Management IRREICH D C & AR T D F T v VDAERBEIND LD ITRY,
BEMNMERINE L, (LOG-4177)

o Z DEHAEIIE. OpenShift Container PlatformWeb YV —JLATOY %#XRRT S & X, k
AN L% RSy LU CEHBEREZRIRLTH, PodFHMAOENDO I/ E 1 —TIEHEEL £
HATLE, SEADEHFTIE. TOE21—DERMNISLE RSy T L THBSEEEZERTSE
2&518YE Lk, (LOG-4108)

o Z MEHAEIIE. OpenShift Container PlatformWeb YV —JILATOY %#XRR"T 5 &, 30 %
HBABIIT)—DNFA4A LT MIRYF L, SEIDOEHTIE. configmap/logging-view-
plugin TY A4 L7 MEZRETE S LD ICRY F L7, (LOG-3498)

o Z MEHAEIIE. OpenShift Container Platform Web IV —JLATO Y %X 5RT %I more
dataavailable # 7> av %0 )y 042 &, HIEV )y JEICOH LYUEBLOOTITV b
)—AO0—RINZF Lk, SEAOEHFTIE. 7Yy I T&IILICELLDIY M) =D FRAA
Fh3ESIChYE LA, (OU-188)

o ZDEHAEIIE., OpenShift Container PlatformWeb O~ Y —IILATOJ 2R RT BFRIC
streaming 47 7> 3 v%E 7Yy U $3RE. REOOVIFRRIINT, streaminglogs X v z—

SOHINERRINE L, SODEHICEY, AvtE—YEOTRNY—LDOBHHEL X
RINBESICAYE LK, (OU-166)

1.212.2. CVE

® CVE-2020-24736
e CVE-2022-48281
e CVE-2023-1667
e CVE-2023-2283
e (CVE-2023-24329
e CVE-2023-26115
e CVE-2023-26136
e CVE-2023-26604

e (CVE-2023-28466

1.2.13. Logging 5.7.2

2D ) —RIZlE. OpenShift Logging Bug Fix Release 5.7.2 & FhTWX T,
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https://issues.redhat.com/browse/LOG-4277
https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
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1.213.1. N TEIE

54

ZOBEHFENE. FREPDT 74 54 F—HFHET 578, openshift-logging namespace %
EFBRTEEEATLE, SEIOEHICLY. 7714 T4 F—DBERINRIARY,
namespace Z BIFHIRTE 2 LD ICRY F L7z, (LOG-3316)

Z DEFHFATIE. OpenShift Container Platform D KF a2 X ¥V MIE> TEEI NG

&. run.sh 7)) 7 MMEER > % chunk_limit_size B2 RRTLTWFE LKk, L. BELTH
$BUFFER_SIZE_LIMIT % {#f L T chunk_limit_size #5%&32&. ZORY Y FRTELWL
EARTIINTVWE L, SEDEFHFICLY., EBE5DYF YA THrunsh 22 7MNTIEL
LY chunk_limit_size EAARRIIN D LD ICAY F L7z, (LOG-3330)

Z DEFHEIIE. OpenShift Container PlatformWeb >V —)LOAOFX v JE2—FS 74 Uik
ARY LD/ — NEEEF /2L toleration ZFFAILEFHAT L, SEOEMCLY,. OF VT
Ea—7354> D/ —REES LU toleration % EFT HHEENBIII N FE L, (LOG-
3749)

ZDEHAEIE. Fluentd HTTP 735514 % LT DataDog ICAOJ %EEL LD T B &,
Cluster Logging Operator T Unsupported Media Type FIADFEEL TWE L7z, SEIOEFHIC
LY, A=Y —EHTTP ANv ¥ — Content-Type 2% E L C. OJ&EEROAVFTVYIA(4 T
HU—LLRICEYHTEZIENTERLDICRY L, BEINALEIFR. 7574 VAD
content_type /XS5 XA —4 —|[CEEMICEIY ETOoh, OJDEEFEIEEICTONE T, (LOG-
3784)

Z DEFHAEIIE. ClusterLogForwarder 1 24 1) Y — 2 (CR) T detectMultilineErrors 7 1 —
VKD true ICEREINTWBHBAIC, PHPYILFSA YIS —HRloOJ Ty M) —&LT
BEIN, RYY I ML —ADEHDOA v E2—JIDEIINTVWE Lz, SEIOEHICLY.
PHP DWILFZ4A Y IZ—REABMICARY., RV I ML —R2EDE—OOT Ay E—Y
IKEFhBLOICAY F L, (LOG-3878)

COFEHEIE. BREICRAR—ANEF N B ClusterLogForwarder /X1 75 1 ¥ A RE T,
Vector AL 74 — Pod WMt/ S v a L TWE Lk, SEIOEFHICLIY., R4 TS1 v
DEHNCEENDTRTOAR—R, Fyva () BLUERY ()BT YF—237 ()
BXHAoNF Lz, (LOG-3945)

Z DOEFHAIIE. log_forwarder_output X b)) 7 R http /X5 A —F —DEFNTVWEHAT
L7z SEIOEH T, FRLTWBNRSA—=9 =X NI RITEBMINFE L, (LOG-
3997)

ZOEHAEIE. 20V THEDZIFEIC Fluentd Id—EDTILF 54 > JavaScript 754 7~ b
BINEHFELEFHATLE. SOOEHICLY. Fluentd/ Ny 7 7 —ZORICTVH—237
DT oh, MRBIFERL X L, (LOG-4019)

CDEHAENE, RAIO—RRDOF—IZ—HT S Katka HH MEY ZICEZADL L D ICOVERE
ZRETDHE, TT7—HAFEATAVMEREINTVWE L, SEDOEFHICELY. Fluentd @
Ny 77 —BOFNCT VY —AAT7MIToh, BRERERLZE L, (LOG-4027)

ZDEFAEIE. LokiStack ¥ — MV A F1—H—D7 V£ A% BERHE T IC namespace D
RNIVEEBELTWE L, SEOEHFICELY. LokiStack Y= bV z A IFNXN—3Iv3vaS
NIVEDY VTZAMIBERTEEDICAY, BEBIFERLZF L, (LOG-4049)

Z OEHFEIIE. tls.insecureSkipVerify & 7> 3 > H true ICEREI N TWBIHEIT, Cluster
Logging Operator API IZIEY — 2 Ly ML YIRHRINZEAENVET L, SEDOEFHIC
LY. TD& D RIFETE Cluster Logging Operator APl &> — 2 L v MIEEBAZ DRHE % K
HIRLRY F Lz, RDXRED Operator D CRIEMINZF L7,


https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049

BEYY—2/—k

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

Z DEFAEIE. LokiStack b— MERENREAT, /T —OEFTRKEN0OMWEZBAZ LY 1 A
TOMEELTWE L, SEIOEH T, LokiStack global & & U per-tenant queryTimeout
DEEICEVIL—NIA LTI NDEBRENTEEZZF. BMERFERLZE LK, (LOG-4052)

ZOEHFEIIE. BIEE LT collection.type D7 7 # )L b % HlIfk L 7= Z & T, Operator I& 1)
Y—2R, /—RDER, toleration ICEAT 2IHEDOUEHREZIT AL QY T L, SODE
#iZ& Y. Operator DEMENZEE X1, collection I£7: < collection.logs DA LB
INBEIICRYFLE, Thid, BET71—ILREIEHEET —ILROEAZFERTETSL
AIDEEE IFRRY £ collection.type N'IEEINTWBIFHICIEHRET 1 — )L K& ESF
L&Y, (LOG-4185)

COEHAEIEZ, 7O0—H—URLHAHATEEINTULWAWESESE., VectorAY AL V4 —(&0O
THBEHD Katka 7O0—H—ICE%ET B=ODTLSEEEZER LETEATLRE, SOOEHFIC
LY, BHOT7O—H—ICH LT TLSFRENMBEUNCERIND LD ICRY F L7, (LOG-
4163)

ZDEHAEIT, Katka ~N\ODAJTEEDNRRA I L —X BT EA T avIdFERATEEHA
Tl ZOFIRICELY., MBRBFRILAINDITREMELHDZD, EFa)Fa—YRID
RELTWE LA, SEHOEHICELY., 22— —IE Katka ~OAOVEERIC/INR 7L —X%H
MICT DY —LLARBRF T avEFERTESLDICARY F L, (LOG-3314)

COBEHAEIIE. Vector OF L U4 —ILEE TLS #E#H D tisSecurityProfile 52 E %= 2 T AN ZE
HATL, ZOEHE. Vector ik TLS R E A BB L 3, (LOG-4011)

ZOEHAEIIE. log_forwarder output_info X b 7 R ICFIBAARERTRTOEAY 1 THE
FNTVWEEATLE, SEOEFHICELY., HAIEEEN TWED D7 Splunk $ & U Google
Cloud Logging T—4H"&F N3 L HICRY F Lk, (LOG-4098)

ZDOEFHAIIE. follow_inodes 7° true ICEREINTWBIHE, Fluentd ALV H—E7 71
O—7—2avBlooy>adaaegEsrdhly) ZLi, SODEFHICELY. follow_inodes
BRENPBRETIALII—DISva LY FELE, (LOG-4151)

COEFENT. 77 M1IVDEBHAENRET, Fluentd AL VY —DERTINENHBZ T 7
AV EBR>THLZHEELHY F Lz, SEIDEFHFT, BIf/AZA—F—DBEINFEL
feo (LOG-4149)

ZDOEHFAEIE. Vector AL U9 —TOJ %85k L. ClusterLogForwarder 1 2% > XD
Bi% audit. application. infrastructure DWZ\gNA TS E, AL U 49— Pod A
CrashLoopBackOff IREED X FICAY ., ROIZ—HAAL 4y —OJICEHINF L,

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

SEOBEHDEIE, N T4 VEADNFHINIARNBERE LA RY, "I TS1VDE
A% audit. application %7z infrastructure ICTX X9, (LOG-4218)

ZDEHAEIE. Vector ALV ¥ —%ERLTOY % syslog 38451 #5% L. addLogSource 7

ST% true ICRET D&, ImEINAvE—TIC
namespace_name=. container_name=. pod_name= DZZED 7 1 —JL RAEMI N F L%,
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https://issues.redhat.com/browse/LOG-3445
https://issues.redhat.com/browse/LOG-4052
https://issues.redhat.com/browse/LOG-4185
https://issues.redhat.com/browse/LOG-4163
https://issues.redhat.com/browse/LOG-3314
https://issues.redhat.com/browse/LOG-4011
https://issues.redhat.com/browse/LOG-4098
https://issues.redhat.com/browse/LOG-4151
https://issues.redhat.com/browse/LOG-4149
https://issues.redhat.com/browse/LOG-4218
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SEOEHICEY. INHDT4—ILRETv—FOJICEBMINRLAY £ Lk, (LOG-
4219)

o ZDOEFAEIIL. structuredTypeKey ""RDMN 57, structuredTypeName HEE I L TLIV AL

BA, AT XAy E—VREBIEHEEIEELRLT TV MIBHINTVWE Lz, SEOFEHICE
Y, OVOBRHIBEESYICRY F Lz, (LOG-4220)

1.2.13.2. CVE

e CVE-2021-26341
e CVE-2021-33655
e CVE-2021-33656
e CVE-2022-1462

e CVE-2022-1679

e CVE-2022-1789

e CVE-2022-2196

® CVE-2022-2663
e CVE-2022-3028
e (CVE-2022-3239
® CVE-2022-3522

e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619

e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129

e CVE-2022-20141

e CVE-2022-25147
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https://issues.redhat.com/browse/
https://issues.redhat.com/browse/LOG-4220
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147

1.2.14

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.7.1 & FNTWE T,

1.2.14.

CVE-2022-25265
CVE-2022-30594
CVE-2022-36227
CVE-2022-39188
CVE-2022-39189
CVE-2022-41218
CVE-2022-41674
CVE-2022-42703
CVE-2022-42720
CVE-2022-42721
CVE-2022-42722
CVE-2022-43750
CVE-2022-47929
CVE-2023-0394
CVE-2023-0461
CVE-2023-1195
CVE-2023-1582
CVE-2023-2491
CVE-2023-22490
CVE-2023-23454
CVE-2023-23946
CVE-2023-25652
CVE-2023-25815
CVE-2023-27535

CVE-2023-29007

.Logging 5.7.1

1. NJEBIE

g=YY—R/—h

o ZDEHAEIIL, Cluster Logging Operator Pod AJHICEZED /1 ADZ WX v E—I NEE
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https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
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T57H. OJOTAFMENMET L, EERVRATALAARY MNHANTZ I EPREICAYEL
o TDEFITELY. Cluster Logging Operator Pod AJH®D / 4 XDZ W XA w2 — U HVKig
ICHIRSI N Z & T, ZOBBIMERINE L, (LOG-3482)

COBEHFENE, ARIL) Y —XATHOENMERINTWBIHEETE. APIF—/1R—(Z
CollectorSpec.Type 7 1 —JL KD{E% Vector IC) v hLTWE L7z, TDEHT

I%. CollectorSpec.Type 7 1 —IL KD F 7 # )L M D HEIFRI N, UBIOEELIETINE T,
(LOG-4086)

ZDEFHDITHN B E TIL. OpenShift Container PlatformWeb I Y —J)LTOJDER N
SLEVYy I LTRSSy I L TCHEEGEHAZRIRTEEHATLE, SEDEHICLY., 7
Jw o E RSy VAERL CREERE2EEIGERTESLDICAY Lk, (LOG-4501)

Z DEFHEIIE. OpenShift Container Platform Web 3>/ —JL T Show Resources ') > 7 % &
Dy 2 LTCHEMADMREHY FHEATLRE, TOEFTIE, OV MY =TI Y —2D
RREYYEZD VY —ZADKRFR] VUV IDOHEABIET S ET, COBBEIMRRINE
L7, (LOG-3218)

1.2.14.2. CVE

CVE-2023-21930

CVE-2023-21937

CVE-2023-21938

CVE-2023-21939

CVE-2023-21954

CVE-2023-21967

CVE-2023-21968

CVE-2023-28617

1.2.15. Logging 5.7.0

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.7.0 & FhTWE T,

1.2.15.1. #BEHLAR

SEIOEHFICLY, AOF V5B WICL TEHTOHANERE L., Thozx 12007 TV N —ILB
TEYTINTEBLIICRY F L

AFXY AWML TERBITOMAMNZREHL, ThoZ 12007V M —ICET7 Y TIVTES &
SIC¥ %3551, ClusterLogForwarder 124 L 1) Y —2Z (CR) T, {&D true @
detectMultilineErrors 7 1 —JL RAAZEENTWB T & 2R L X T,

1.2.15.2. BERI D REIRE

2 Lo

1.2.15.3. NJ{EIE
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https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
https://access.redhat.com/security/cve/CVE-2023-21954
https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/errata/RHBA-2023:2133

BEYIV)—R/—h

o SEMEFHLIATIE. LokiStack M Gateway O~ 7R—X% >~ kD nodeSelector BltiZ., / — KD
AgTa— U TIlHEEBEZFEATLE, SEDEHICEY. nodeSelector BHEATEE &
BYICHET LI ICAY E L, (LOG-3713)

1.2.15.4. CVE

e CVE-2023-1999

e CVE-2023-28617

1.3. LOGGING 5.6

pa )

Logging t&. 37 ® OpenShift Container Platform & X725 1) ) =X A4 7T, 1
YAMN—IVEBEAROVR—R Y ME LTRHEINF S, Red Hat OpenShift Container
Platform 24 744 ZILR) >— & V) —XDOBEHEHEEFHRL TWET,

pa

stable ¥ ¥ ®JLIX. Logging D&V ) —RA&WRETEI2EHFOHERMEL I, LUAT
DYY—RDEHEBIEHMERET 2ICE. Y TRV ) T aryF v R % stable-xy
IKEBTIZRELIHYET, xyld. 1 VA=W LEOTDOXAT v —N—=2 32 ET1
F—N=23vERLET, L&A, stable-5.7 TT,

1.3.1. Logging 6.0.0

2D YY) —RITIE RHBA-2025:11336 A& FEFNTWVWE T,

1.3.1.1. NTIBIE

2 Lo

1.3.1.2. CVE

o CVE-2025-8941
e CVE-2019-12900
® CVE-2024-9287
o CVE-2025-8941
e CVE-2024-10963
e CVE-2024-1168
e CVE-2024-35195
o CVE-2025-8941

e CVE-2024-50602
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https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2023-28617
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:10988
https://access.redhat.com/security/cve/CVE-2018-12699
https://access.redhat.com/security/cve/CVE-2019-12900
https://access.redhat.com/security/cve/CVE-2024-9287
https://access.redhat.com/security/cve/CVE-2024-10041
https://access.redhat.com/security/cve/CVE-2024-10963
https://access.redhat.com/security/cve/CVE-2024-11168
https://access.redhat.com/security/cve/CVE-2024-35195
https://access.redhat.com/security/cve/CVE-2024-47875
https://access.redhat.com/security/cve/CVE-2024-50602
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1.3.2. Logging 6.0.0

2D ) —RICIE RHBA-2025:11336 "EFNhTWE T,

1.3.2.1. NJIBIE

2 Lo

1.3.2.2. CVE

o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-3596
® CVE-2024-5535
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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https://access.redhat.com/errata/RHBA-2024:10050
https://access.redhat.com/security/cve/CVE-2022-48773
https://access.redhat.com/security/cve/CVE-2022-48936
https://access.redhat.com/security/cve/CVE-2023-48161
https://access.redhat.com/security/cve/CVE-2023-52492
https://access.redhat.com/security/cve/CVE-2024-3596
https://access.redhat.com/security/cve/CVE-2024-5535
https://access.redhat.com/security/cve/CVE-2024-7006
https://access.redhat.com/security/cve/CVE-2024-21208
https://access.redhat.com/security/cve/CVE-2024-21210
https://access.redhat.com/security/cve/CVE-2024-21217
https://access.redhat.com/security/cve/CVE-2024-21235
https://access.redhat.com/security/cve/CVE-2024-24857
https://access.redhat.com/security/cve/CVE-2024-26851
https://access.redhat.com/security/cve/CVE-2024-26924
https://access.redhat.com/security/cve/CVE-2024-26976
https://access.redhat.com/security/cve/CVE-2024-27017
https://access.redhat.com/security/cve/CVE-2024-27062
https://access.redhat.com/security/cve/CVE-2024-35839
https://access.redhat.com/security/cve/CVE-2024-35898
https://access.redhat.com/security/cve/CVE-2024-35939
https://access.redhat.com/security/cve/CVE-2024-38540
https://access.redhat.com/security/cve/CVE-2024-38541
https://access.redhat.com/security/cve/CVE-2024-38586
https://access.redhat.com/security/cve/CVE-2024-38608

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-40984

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

1.3.3. Logging 6.0.0

ZD' ) —RITIE, OpenShift Logging /N7IEIE) 1) —2 597 A&FNTWVWET,

1.3.3.1. N TBIE

g=YY—R/—h
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https://access.redhat.com/security/cve/CVE-2024-39503
https://access.redhat.com/security/cve/CVE-2024-40924
https://access.redhat.com/security/cve/CVE-2024-40961
https://access.redhat.com/security/cve/CVE-2024-40983
https://access.redhat.com/security/cve/CVE-2024-40984
https://access.redhat.com/security/cve/CVE-2024-41009
https://access.redhat.com/security/cve/CVE-2024-41042
https://access.redhat.com/security/cve/CVE-2024-41066
https://access.redhat.com/security/cve/CVE-2024-41092
https://access.redhat.com/security/cve/CVE-2024-41093
https://access.redhat.com/security/cve/CVE-2024-42070
https://access.redhat.com/security/cve/CVE-2024-42079
https://access.redhat.com/security/cve/CVE-2024-42244
https://access.redhat.com/security/cve/CVE-2024-42284
https://access.redhat.com/security/cve/CVE-2024-42292
https://access.redhat.com/security/cve/CVE-2024-42301
https://access.redhat.com/security/cve/CVE-2024-43854
https://access.redhat.com/security/cve/CVE-2024-43880
https://access.redhat.com/security/cve/CVE-2024-43889
https://access.redhat.com/security/cve/CVE-2024-43892
https://access.redhat.com/security/cve/CVE-2024-44935
https://access.redhat.com/security/cve/CVE-2024-44989
https://access.redhat.com/security/cve/CVE-2024-44990
https://access.redhat.com/security/cve/CVE-2024-45018
https://access.redhat.com/security/cve/CVE-2024-46826
https://access.redhat.com/security/cve/CVE-2024-47668
https://access.redhat.com/errata/RHSA-2024:8318
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&L,

1.3.3.2.CVE

o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2021-46984
https://access.redhat.com/security/cve/CVE-2021-47097
https://access.redhat.com/security/cve/CVE-2021-47101
https://access.redhat.com/security/cve/CVE-2021-47287
https://access.redhat.com/security/cve/CVE-2021-47289
https://access.redhat.com/security/cve/CVE-2021-47321
https://access.redhat.com/security/cve/CVE-2021-47338
https://access.redhat.com/security/cve/CVE-2021-47352
https://access.redhat.com/security/cve/CVE-2021-47383
https://access.redhat.com/security/cve/CVE-2021-47384
https://access.redhat.com/security/cve/CVE-2021-47385
https://access.redhat.com/security/cve/CVE-2021-47386
https://access.redhat.com/security/cve/CVE-2021-47393
https://access.redhat.com/security/cve/CVE-2021-47412
https://access.redhat.com/security/cve/CVE-2021-47432
https://access.redhat.com/security/cve/CVE-2021-47441
https://access.redhat.com/security/cve/CVE-2021-47455
https://access.redhat.com/security/cve/CVE-2021-47466
https://access.redhat.com/security/cve/CVE-2021-47497
https://access.redhat.com/security/cve/CVE-2021-47527
https://access.redhat.com/security/cve/CVE-2021-47560
https://access.redhat.com/security/cve/CVE-2021-47582
https://access.redhat.com/security/cve/CVE-2021-47609
https://access.redhat.com/security/cve/CVE-2022-48619
https://access.redhat.com/security/cve/CVE-2022-48754
https://access.redhat.com/security/cve/CVE-2022-48760
https://access.redhat.com/security/cve/CVE-2022-48804

CVE-2025-8941

CVE-2025-8941

CVE-2023-6040

CVE-2023-37920

CVE-2025-8941

CVE-2023-52476

CVE-2025-8941

CVE-2023-52522

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-2398

CVE-2025-8941

CVE-2024-5535

CVE-2024-6232

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-24791

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2022-48836
https://access.redhat.com/security/cve/CVE-2022-48866
https://access.redhat.com/security/cve/CVE-2023-6040
https://access.redhat.com/security/cve/CVE-2023-37920
https://access.redhat.com/security/cve/CVE-2023-52470
https://access.redhat.com/security/cve/CVE-2023-52476
https://access.redhat.com/security/cve/CVE-2023-52478
https://access.redhat.com/security/cve/CVE-2023-52522
https://access.redhat.com/security/cve/CVE-2023-52605
https://access.redhat.com/security/cve/CVE-2023-52683
https://access.redhat.com/security/cve/CVE-2023-52798
https://access.redhat.com/security/cve/CVE-2023-52800
https://access.redhat.com/security/cve/CVE-2023-52809
https://access.redhat.com/security/cve/CVE-2023-52817
https://access.redhat.com/security/cve/CVE-2023-52840
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-4032
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https://access.redhat.com/security/cve/CVE-2024-26717
https://access.redhat.com/security/cve/CVE-2024-26720
https://access.redhat.com/security/cve/CVE-2024-26769
https://access.redhat.com/security/cve/CVE-2024-26846
https://access.redhat.com/security/cve/CVE-2024-26855
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https://access.redhat.com/security/cve/CVE-2024-27013
https://access.redhat.com/security/cve/CVE-2024-27042
https://access.redhat.com/security/cve/CVE-2024-34155
https://access.redhat.com/security/cve/CVE-2024-34156
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https://access.redhat.com/security/cve/CVE-2024-38559
https://access.redhat.com/security/cve/CVE-2024-38570
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https://access.redhat.com/security/cve/CVE-2024-41007
https://access.redhat.com/security/cve/CVE-2024-41008
https://access.redhat.com/security/cve/CVE-2024-41012
https://access.redhat.com/security/cve/CVE-2024-41013
https://access.redhat.com/security/cve/CVE-2024-41014
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https://access.redhat.com/security/cve/CVE-2024-42152
https://access.redhat.com/security/cve/CVE-2024-42154
https://access.redhat.com/security/cve/CVE-2024-42225
https://access.redhat.com/security/cve/CVE-2024-42226
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https://access.redhat.com/security/cve/CVE-2024-6923
https://access.redhat.com/security/cve/CVE-2024-30203
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https://access.redhat.com/security/cve/CVE-2022-48632
https://access.redhat.com/security/cve/CVE-2022-48743
https://access.redhat.com/security/cve/CVE-2022-48747
https://access.redhat.com/security/cve/CVE-2022-48757
https://access.redhat.com/security/cve/CVE-2023-6228
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https://access.redhat.com/security/cve/CVE-2023-52486
https://access.redhat.com/security/cve/CVE-2023-52530
https://access.redhat.com/security/cve/CVE-2023-52619
https://access.redhat.com/security/cve/CVE-2023-52622
https://access.redhat.com/security/cve/CVE-2023-52623
https://access.redhat.com/security/cve/CVE-2023-52648
https://access.redhat.com/security/cve/CVE-2023-52653
https://access.redhat.com/security/cve/CVE-2023-52658
https://access.redhat.com/security/cve/CVE-2023-52662
https://access.redhat.com/security/cve/CVE-2023-52679
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https://access.redhat.com/security/cve/CVE-2023-52762
https://access.redhat.com/security/cve/CVE-2023-52764
https://access.redhat.com/security/cve/CVE-2023-52775
https://access.redhat.com/security/cve/CVE-2023-52777
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https://access.redhat.com/security/cve/CVE-2023-52784
https://access.redhat.com/security/cve/CVE-2023-52791
https://access.redhat.com/security/cve/CVE-2023-52796
https://access.redhat.com/security/cve/CVE-2023-52803
https://access.redhat.com/security/cve/CVE-2023-52811
https://access.redhat.com/security/cve/CVE-2023-52832
https://access.redhat.com/security/cve/CVE-2023-52834
https://access.redhat.com/security/cve/CVE-2023-52845
https://access.redhat.com/security/cve/CVE-2023-52847
https://access.redhat.com/security/cve/CVE-2023-52864
https://access.redhat.com/security/cve/CVE-2024-2201
https://access.redhat.com/security/cve/CVE-2024-2398
https://access.redhat.com/security/cve/CVE-2024-6345
https://access.redhat.com/security/cve/CVE-2024-21131
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https://access.redhat.com/security/cve/CVE-2024-26733
https://access.redhat.com/security/cve/CVE-2024-26740
https://access.redhat.com/security/cve/CVE-2024-26772
https://access.redhat.com/security/cve/CVE-2024-26773
https://access.redhat.com/security/cve/CVE-2024-26802
https://access.redhat.com/security/cve/CVE-2024-26810
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https://access.redhat.com/security/cve/CVE-2024-26840
https://access.redhat.com/security/cve/CVE-2024-26843
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https://access.redhat.com/security/cve/CVE-2024-27019
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o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2024-31076
https://access.redhat.com/security/cve/CVE-2024-33621
https://access.redhat.com/security/cve/CVE-2024-35790
https://access.redhat.com/security/cve/CVE-2024-35801
https://access.redhat.com/security/cve/CVE-2024-35807
https://access.redhat.com/security/cve/CVE-2024-35810
https://access.redhat.com/security/cve/CVE-2024-35814
https://access.redhat.com/security/cve/CVE-2024-35823
https://access.redhat.com/security/cve/CVE-2024-35824
https://access.redhat.com/security/cve/CVE-2024-35847
https://access.redhat.com/security/cve/CVE-2024-35876
https://access.redhat.com/security/cve/CVE-2024-35893
https://access.redhat.com/security/cve/CVE-2024-35896
https://access.redhat.com/security/cve/CVE-2024-35897
https://access.redhat.com/security/cve/CVE-2024-35899
https://access.redhat.com/security/cve/CVE-2024-35900
https://access.redhat.com/security/cve/CVE-2024-35910
https://access.redhat.com/security/cve/CVE-2024-35912
https://access.redhat.com/security/cve/CVE-2024-35924
https://access.redhat.com/security/cve/CVE-2024-35925
https://access.redhat.com/security/cve/CVE-2024-35930
https://access.redhat.com/security/cve/CVE-2024-35937
https://access.redhat.com/security/cve/CVE-2024-35938
https://access.redhat.com/security/cve/CVE-2024-35946
https://access.redhat.com/security/cve/CVE-2024-35947
https://access.redhat.com/security/cve/CVE-2024-35952
https://access.redhat.com/security/cve/CVE-2024-36000
https://access.redhat.com/security/cve/CVE-2024-36005
https://access.redhat.com/security/cve/CVE-2024-36006

BEYY—R/—}

CVE-2025-8941
CVE-2024-36016
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2025-8941
CVE-2024-37370

CVE-2024-37371
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https://access.redhat.com/security/cve/CVE-2024-36010
https://access.redhat.com/security/cve/CVE-2024-36016
https://access.redhat.com/security/cve/CVE-2024-36017
https://access.redhat.com/security/cve/CVE-2024-36020
https://access.redhat.com/security/cve/CVE-2024-36025
https://access.redhat.com/security/cve/CVE-2024-36270
https://access.redhat.com/security/cve/CVE-2024-36286
https://access.redhat.com/security/cve/CVE-2024-36489
https://access.redhat.com/security/cve/CVE-2024-36886
https://access.redhat.com/security/cve/CVE-2024-36889
https://access.redhat.com/security/cve/CVE-2024-36896
https://access.redhat.com/security/cve/CVE-2024-36904
https://access.redhat.com/security/cve/CVE-2024-36905
https://access.redhat.com/security/cve/CVE-2024-36917
https://access.redhat.com/security/cve/CVE-2024-36921
https://access.redhat.com/security/cve/CVE-2024-36927
https://access.redhat.com/security/cve/CVE-2024-36929
https://access.redhat.com/security/cve/CVE-2024-36933
https://access.redhat.com/security/cve/CVE-2024-36940
https://access.redhat.com/security/cve/CVE-2024-36941
https://access.redhat.com/security/cve/CVE-2024-36945
https://access.redhat.com/security/cve/CVE-2024-36950
https://access.redhat.com/security/cve/CVE-2024-36954
https://access.redhat.com/security/cve/CVE-2024-36960
https://access.redhat.com/security/cve/CVE-2024-36971
https://access.redhat.com/security/cve/CVE-2024-36978
https://access.redhat.com/security/cve/CVE-2024-36979
https://access.redhat.com/security/cve/CVE-2024-37370
https://access.redhat.com/security/cve/CVE-2024-37371

OpenShift Container Platform 4.12 Logging

e CVE-2024-37891
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e (CVE-2024-38573
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
® (CVE-2024-38615
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

1.3.6. Logging 6.0.0

ZM') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 597 AEFNTVWET,

1.3.6.1. NFEIE

o ZDEHDHIIL. Loki Operator H* LokiStack Route ) V—R EDA—H—T7 /F—> a3 v %L
EXL. WRITAIDHIBREINTWE L, TOEHICELY. Loki Operator & Route 7 /
T—2avaEEILRIRY, BMEMEEINE L, (LOG-5461)

1.3.6.2. CVE

® CVE-2023-2953
o CVE-2025-8941
o CVE-2025-8941
o (CVE-2024-28182

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2024-37891
https://access.redhat.com/security/cve/CVE-2024-38428
https://access.redhat.com/security/cve/CVE-2024-38538
https://access.redhat.com/security/cve/CVE-2024-38555
https://access.redhat.com/security/cve/CVE-2024-38573
https://access.redhat.com/security/cve/CVE-2024-38575
https://access.redhat.com/security/cve/CVE-2024-38596
https://access.redhat.com/security/cve/CVE-2024-38598
https://access.redhat.com/security/cve/CVE-2024-38615
https://access.redhat.com/security/cve/CVE-2024-38627
https://access.redhat.com/security/cve/CVE-2024-39276
https://access.redhat.com/security/cve/CVE-2024-39472
https://access.redhat.com/security/cve/CVE-2024-39476
https://access.redhat.com/security/cve/CVE-2024-39487
https://access.redhat.com/security/cve/CVE-2024-39502
https://access.redhat.com/security/cve/CVE-2024-40927
https://access.redhat.com/security/cve/CVE-2024-40974
https://access.redhat.com/errata/RHBA-2024:5125
https://issues.redhat.com/browse/LOG-5947
https://access.redhat.com/security/cve/CVE-2023-2953
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-35235

1.3.7.Logging 6.0.0

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) 1) —2 597 AEFNTVWET,

1.3.7.1. XJBIE
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CDOEFDAEIIE, LokiStack ICRY) 2 —LAL API DJIL— MH WD, ROTS—HDFEELFL
7= : 404 not found, T DEHIC LY. LokiStack IF Volume APl 2=/ B L. FBEAEBRRLEFL

7co (LOG-5461)

1.3.7.2.CVE

CVE-2020-26555

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2022-48624

CVE-2023-2953

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941
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https://access.redhat.com/errata/RHSA-2024:4336
https://access.redhat.com/security/cve/CVE-2020-26555
https://access.redhat.com/security/cve/CVE-2021-46909
https://access.redhat.com/security/cve/CVE-2021-46972
https://access.redhat.com/security/cve/CVE-2021-47069
https://access.redhat.com/security/cve/CVE-2021-47073
https://access.redhat.com/security/cve/CVE-2021-47236
https://access.redhat.com/security/cve/CVE-2021-47310
https://access.redhat.com/security/cve/CVE-2021-47311
https://access.redhat.com/security/cve/CVE-2021-47353
https://access.redhat.com/security/cve/CVE-2021-47356
https://access.redhat.com/security/cve/CVE-2021-47456
https://access.redhat.com/security/cve/CVE-2021-47495
https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-2953
https://access.redhat.com/security/cve/CVE-2023-5090
https://access.redhat.com/security/cve/CVE-2023-52464
https://access.redhat.com/security/cve/CVE-2023-52560
https://access.redhat.com/security/cve/CVE-2023-52615
https://access.redhat.com/security/cve/CVE-2023-52626
https://access.redhat.com/security/cve/CVE-2023-52667
https://access.redhat.com/security/cve/CVE-2023-52669
https://access.redhat.com/security/cve/CVE-2023-52675
https://access.redhat.com/security/cve/CVE-2023-52686
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o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e (CVE-2024-24790
o CVE-2025-8941
e (CVE-2024-26583
o (CVE-2024-26584
e CVE-2024-26585
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2024-26804
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o (CVE-2024-28182
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https://access.redhat.com/security/cve/CVE-2023-52700
https://access.redhat.com/security/cve/CVE-2023-52703
https://access.redhat.com/security/cve/CVE-2023-52781
https://access.redhat.com/security/cve/CVE-2023-52813
https://access.redhat.com/security/cve/CVE-2023-52835
https://access.redhat.com/security/cve/CVE-2023-52877
https://access.redhat.com/security/cve/CVE-2023-52878
https://access.redhat.com/security/cve/CVE-2023-52881
https://access.redhat.com/security/cve/CVE-2024-3651
https://access.redhat.com/security/cve/CVE-2024-24790
https://access.redhat.com/security/cve/CVE-2024-24806
https://access.redhat.com/security/cve/CVE-2024-26583
https://access.redhat.com/security/cve/CVE-2024-26584
https://access.redhat.com/security/cve/CVE-2024-26585
https://access.redhat.com/security/cve/CVE-2024-26656
https://access.redhat.com/security/cve/CVE-2024-26675
https://access.redhat.com/security/cve/CVE-2024-26735
https://access.redhat.com/security/cve/CVE-2024-26759
https://access.redhat.com/security/cve/CVE-2024-26801
https://access.redhat.com/security/cve/CVE-2024-26804
https://access.redhat.com/security/cve/CVE-2024-26826
https://access.redhat.com/security/cve/CVE-2024-26859
https://access.redhat.com/security/cve/CVE-2024-26906
https://access.redhat.com/security/cve/CVE-2024-26907
https://access.redhat.com/security/cve/CVE-2024-26974
https://access.redhat.com/security/cve/CVE-2024-26982
https://access.redhat.com/security/cve/CVE-2024-27397
https://access.redhat.com/security/cve/CVE-2024-27410
https://access.redhat.com/security/cve/CVE-2024-28182
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o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2024-32487
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941

1.3.8. Logging 6.0.0

ZD') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 597 AEFNTVWET,

1.3.8.1. N JEIE

o ZDEFAEIIE. Loki Operator ' 1x.demo H XD OV 5E17E X iA# replay_memory_ceiling
% O/NA MIERELTWE®, LokiStack Z5%E T % & X IC Ingester DFEENEENFE
LTWE LA, COFEHMLY, EEADOET %7-5IC replay_memory_ceiling ICfERA I %
R/AMEMIEMINZE L, (LOG-5461)

1.3.8.2. CVE
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https://access.redhat.com/security/cve/CVE-2024-32002
https://access.redhat.com/security/cve/CVE-2024-32004
https://access.redhat.com/security/cve/CVE-2024-32020
https://access.redhat.com/security/cve/CVE-2024-32021
https://access.redhat.com/security/cve/CVE-2024-32465
https://access.redhat.com/security/cve/CVE-2024-32487
https://access.redhat.com/security/cve/CVE-2024-35235
https://access.redhat.com/security/cve/CVE-2024-35789
https://access.redhat.com/security/cve/CVE-2024-35835
https://access.redhat.com/security/cve/CVE-2024-35838
https://access.redhat.com/security/cve/CVE-2024-35845
https://access.redhat.com/security/cve/CVE-2024-35852
https://access.redhat.com/security/cve/CVE-2024-35853
https://access.redhat.com/security/cve/CVE-2024-35854
https://access.redhat.com/security/cve/CVE-2024-35855
https://access.redhat.com/security/cve/CVE-2024-35888
https://access.redhat.com/security/cve/CVE-2024-35890
https://access.redhat.com/security/cve/CVE-2024-35958
https://access.redhat.com/security/cve/CVE-2024-35959
https://access.redhat.com/security/cve/CVE-2024-35960
https://access.redhat.com/security/cve/CVE-2024-36004
https://access.redhat.com/security/cve/CVE-2024-36007
https://access.redhat.com/errata/RHBA-2024:3740
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o CVE-2025-8941
e CVE-2020-15778
o CVE-2025-8941
e CVE-2021-43618
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
e CVE-2023-6004
o CVE-2025-8941
e (CVE-2023-6597
e (CVE-2023-6918
e CVE-2023-7008
e (CVE-2023-43785
e CVE-2023-43786
e (CVE-2023-43787
e (CVE-2023-43788
e (CVE-2023-43789
e (CVE-2023-52439
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2019-25162
https://access.redhat.com/security/cve/CVE-2020-15778
https://access.redhat.com/security/cve/CVE-2020-36777
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2021-46934
https://access.redhat.com/security/cve/CVE-2021-47013
https://access.redhat.com/security/cve/CVE-2021-47055
https://access.redhat.com/security/cve/CVE-2021-47118
https://access.redhat.com/security/cve/CVE-2021-47153
https://access.redhat.com/security/cve/CVE-2021-47171
https://access.redhat.com/security/cve/CVE-2021-47185
https://access.redhat.com/security/cve/CVE-2022-4645
https://access.redhat.com/security/cve/CVE-2022-48627
https://access.redhat.com/security/cve/CVE-2022-48669
https://access.redhat.com/security/cve/CVE-2023-6004
https://access.redhat.com/security/cve/CVE-2023-6240
https://access.redhat.com/security/cve/CVE-2023-6597
https://access.redhat.com/security/cve/CVE-2023-6918
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-43785
https://access.redhat.com/security/cve/CVE-2023-43786
https://access.redhat.com/security/cve/CVE-2023-43787
https://access.redhat.com/security/cve/CVE-2023-43788
https://access.redhat.com/security/cve/CVE-2023-43789
https://access.redhat.com/security/cve/CVE-2023-52439
https://access.redhat.com/security/cve/CVE-2023-52445
https://access.redhat.com/security/cve/CVE-2023-52477
https://access.redhat.com/security/cve/CVE-2023-52513
https://access.redhat.com/security/cve/CVE-2023-52520

CVE-2025-8941

CVE-2025-8941

CVE-2023-52578

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2023-52610

CVE-2025-8941

CVE-2024-0450

CVE-2024-22365

CVE-2025-8941

CVE-2024-25062

CVE-2025-8941

CVE-2024-26458

CVE-2024-2646]1

CVE-2024-26593

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2024-26642

CVE-2024-26643

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

CVE-2025-8941

BEYY—R/—}

79


https://access.redhat.com/security/cve/CVE-2023-52528
https://access.redhat.com/security/cve/CVE-2023-52565
https://access.redhat.com/security/cve/CVE-2023-52578
https://access.redhat.com/security/cve/CVE-2023-52594
https://access.redhat.com/security/cve/CVE-2023-52595
https://access.redhat.com/security/cve/CVE-2023-52598
https://access.redhat.com/security/cve/CVE-2023-52606
https://access.redhat.com/security/cve/CVE-2023-52607
https://access.redhat.com/security/cve/CVE-2023-52610
https://access.redhat.com/security/cve/CVE-2024-0340
https://access.redhat.com/security/cve/CVE-2024-0450
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-23307
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-25744
https://access.redhat.com/security/cve/CVE-2024-26458
https://access.redhat.com/security/cve/CVE-2024-26461
https://access.redhat.com/security/cve/CVE-2024-26593
https://access.redhat.com/security/cve/CVE-2024-26603
https://access.redhat.com/security/cve/CVE-2024-26610
https://access.redhat.com/security/cve/CVE-2024-26615
https://access.redhat.com/security/cve/CVE-2024-26642
https://access.redhat.com/security/cve/CVE-2024-26643
https://access.redhat.com/security/cve/CVE-2024-26659
https://access.redhat.com/security/cve/CVE-2024-26664
https://access.redhat.com/security/cve/CVE-2024-26693
https://access.redhat.com/security/cve/CVE-2024-26694
https://access.redhat.com/security/cve/CVE-2024-26743
https://access.redhat.com/security/cve/CVE-2024-26744
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o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o CVE-2025-8941
o (CVE-2024-28834
e CVE-2024-33599
e (CVE-2024-33600
e CVE-2024-33601

e (CVE-2024-33602

1.3.9. Logging 6.0.0

ZM') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 597 AEFNTVWET,

1.3.9.1. N JBIE
o ZDEHAEIIE, LoggingOperator DX MY J ZUINEI— FOBREICL Y., HWFL XA M) —X

M) ORADBBEINTWE L, TOEHFICELY, Logging Operator IFFHEWT L XA K —X K
)2 ERE LAY F L, (LOG-5461)

1.3.9.2. CVE

e (CVE-2023-45288

o CVE-2025-8941
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https://access.redhat.com/security/cve/CVE-2024-26779
https://access.redhat.com/security/cve/CVE-2024-26872
https://access.redhat.com/security/cve/CVE-2024-26892
https://access.redhat.com/security/cve/CVE-2024-26897
https://access.redhat.com/security/cve/CVE-2024-26901
https://access.redhat.com/security/cve/CVE-2024-26919
https://access.redhat.com/security/cve/CVE-2024-26933
https://access.redhat.com/security/cve/CVE-2024-26934
https://access.redhat.com/security/cve/CVE-2024-26964
https://access.redhat.com/security/cve/CVE-2024-26973
https://access.redhat.com/security/cve/CVE-2024-26993
https://access.redhat.com/security/cve/CVE-2024-27014
https://access.redhat.com/security/cve/CVE-2024-27048
https://access.redhat.com/security/cve/CVE-2024-27052
https://access.redhat.com/security/cve/CVE-2024-27056
https://access.redhat.com/security/cve/CVE-2024-27059
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2929
https://issues.redhat.com/browse/LOG-5529
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2023-52425

1.3.10.

BEYIV)—R/—h

CVE-2024-2961
CVE-2024-2101
CVE-2024-21012
CVE-2024-21068
CVE-2024-21085
CVE-2024-21094

CVE-2024-28834

Logging 6.0.0

2D =TI, OpenShift Logging /NJHEIE) ) —2 597 AEFNTVWET,

1.3.10.1. B¢ BEYLAR

Z OEHEIIE. Loki Operator &, BELE X f17= Amazon Simple Storage Service (S3) IZxf L T/X
AR—ZADAIAINDT 72X %EATSHELDIC Loki ZBREL TWE L7, TDEHFHICEY,
Loki Operator (&, A—H¥—HARELZBLRLCTE, T7A2IMNTREBRRAMNZSAILIZRY
=4, (LOG-5461)

Z DEFATIE. LokiOperator ldRA L —2 > —2 Ly M TER TN % Amazon Simple Storage
Service (S3) TV RARA VY MEMIEEL TWEHATLAE, TOEHICELY., RIETOERIC
EOoTSIITVRRAY MDEMARSIURL TH B EMMRIEI N, LokiStack R 7— 4% AAE
FIINTEMRURLDA RTINS LD ICAY FT, (LOG-5461)

1.3.10.2. N T{BIE

Z OEHEIIE. openshift-operators-redhat namespace ? Elastisearch Operator
ServiceMonitor (&EREEICEFRRY k — 0 > S FEERHERS (CA) 7 74 IV ZERA L TWek

&. ServiceMonitor ;X ED1—H'—7—o0O—RKEZH Y > T 8D Prometheus Operator
TIZ—HMFEELFLL, TOEFHICLY. openshift-operators-redhat namespace D
Elastisearch Operator @ ServiceMonitor ', LocalReference 7 72 =7 MI&L>TH—EZR
THOY N N=00o—9 Ly bESRIDZEDIIRYELE, 2OT7TO-FITLY,
Prometheus Operator D A —H#—7—2 2 O— KEZ4 1) > J{1#" Elastisearch Operator
ServiceMonitor Z IERICAIBTE S LD ICAYET, ThiZLY. Prometheus (&
Elastisearch Operator X MY VR RV LA EV T TEBRLDICRY ET, (LOG-5461)

Z DOEHEIIE. Loki Operator lEA ML —Y ¥ —o Ly M TEHRIN S Amazon Simple Storage
Service (S3) TV KR4V NURLFEREZRIEL TWEEBATLE, TOEHICLY, S3TV
KR4 >~ b URL (T, LokiStack DX 7—4 X% RLY 2REIFIENERIND L D ICAY F
+. (LOG-5461)

1.3.10.3. CVE

CVE-2025-8941

CVE-2021-43618

CVE-2022-38096
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https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-21011
https://access.redhat.com/security/cve/CVE-2024-21012
https://access.redhat.com/security/cve/CVE-2024-21068
https://access.redhat.com/security/cve/CVE-2024-21085
https://access.redhat.com/security/cve/CVE-2024-21094
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/errata/RHSA-2024:2092
https://issues.redhat.com/browse/LOG-5404
https://access.redhat.com/security/cve/CVE-2021-33631
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-38096
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CVE-2022-48624

CVE-2023-6546

CVE-2023-6931

CVE-2025-8941

CVE-2023-38546

CVE-2023-46218

CVE-2023-51042

CVE-2024-0565

CVE-2024-1086

1.3.11. Logging 6.0.0

2D ) —RIZIE. OpenShift Logging /NJHEIE) ') — A 597 hEFhTWVWET,

1.3.1.1. N TBIE

o ZDEHANE., RedHat DEIL R/XA TS5 A4 U H Loki EIL ROBEGFEDOEIL RE¥EMAFEREE T,

DEY 3y, TSV F, N=YUavREDEREEBR L TWE LE, TOEFEHICELY. Red
Hat DEIL R4 TSA VA TNLDEFEMA Loki EJL RICEIMT LD ICARY, BREMEEX
hF Lk, (LOG-546))

ZDEF DRI, Loki Operator IZ & % ServiceMonitor D% E (&% < D Kubernetes #—E X
E—HI DAL HY. TDFER, LokiOperator DX MY 7 AHEHENEI N TWEL
fco SEIOEHICL Y. ServiceMonitor DEREIFEAD A ) J A —EZXDHIC—HT 5 &
312 Y E L, (LOG-5461)

ZDEHAENIE. EIWRNRATSAVICEILRBRDO) Y A—7FThEFhTWarokk
&. Loki EJL KD buildDate & goVersion ICEDXFHARTIINTWE Lz, TOEHIC
LU, RELTWEN A= ITDBREILRRS T4 VICBMIh, BMEMEEINFEL
7o (LOG-5461)

Z OEHEIIE. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor
N BN —O YV ECAT7AIVERREEICERLTWE L, £D7H, ServiceMonitor 5% E
M User Workload Monitoring f£#k® Prometheus Operator CTS—HMFEL TWFE LK, D
BEF#ICL Y. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor

A, LocalReference 7 72 ¥V MIL>TH—ERT7AHV VY MNN—O V=0 Ly hESR
TELIICRYFE L, TOT7FO—FITLY. Prometheus Operator M User Workload
Monitoring f£#k A" Loki Operator @ ServiceMonitor = [EFE ICALIETE 5 & D IC74AY,
Prometheus A* Loki Operator X b ) J RZPRETE B L DI Y F L7, (LOG-5461)

1.3.11.2. CVE
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e CVE-2021-35937

e CVE-2021-35938

e CVE-2021-35939


https://access.redhat.com/security/cve/CVE-2022-48624
https://access.redhat.com/security/cve/CVE-2023-6546
https://access.redhat.com/security/cve/CVE-2023-6931
https://access.redhat.com/security/cve/CVE-2023-28322
https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-51042
https://access.redhat.com/security/cve/CVE-2024-0565
https://access.redhat.com/security/cve/CVE-2024-1086
https://access.redhat.com/errata/RHSA-2024:1507
https://issues.redhat.com/browse/LOG-5203
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939

BEYIV)—R/—h
® (CVE-2024-24786

1.3.12. Logging 6.0.0

DN —=RITIE, OTDNRNTEBESTINAEEFNTVWET,

1.3.02.1L. N TEIE
o ZOEHHIE. HRYLSIBIBERHIMD LD KEEINTLWBIHA. ConfigMap D&
FRIEABDEEINTH, LokiOperator IR EE BEIMICEFHFLEFHATL L, SOIOFEHR

IC& Y. Loki Operator (& ConfigMap NDEEZEHR L., ERNIN/RELBHNICEHRFL X
¥+, (LOG-5461)

1.3.12.2. CVE

1.3.13. Logging 6.0.0

2D ) —RITIE. OpenShift Logging /NJHEIE) V) — A 597 hEFNhTWVWET,

1.3.13.1. NSFIBIE
CDEHE T, LokiStack b—F— Pod IE, Pod B@BEICER XN % HTTP URL @ IPv6 Pod IP %
TJ4—<v ML >T=7=8. Prometheus BE¥EAPI AN L7ZIL—ILETS—MDIIT Y —HKEELT

WF Lk, TOEHICLY., LokiStack L—F — Pod Z IPv6 PodIP N> Z TH7EILEL T, B
RBEFRLE L, (LOG-5461)

1.3.13.2. CVE

e CVE-2021-3468
o C(CVE-2023-3446
e CVE-2023-3817
e CVE-2023-5678
® (CVE-2023-38469
e (CVE-2023-38470
® CVE-2023-38471
e (CVE-2023-38472

e (CVE-2023-38473

1.3.14. Logging 5.6.14

2D ) —RIZIE. OpenShift Logging /NJEIEY) ') —ZX 5614 AEFNTWVWET,

1.3.14.1. N J{EIE

o ZOEHFAENL, A VTV IRANRS—VDERTOERHRIC, EOTHAOOPEA VT v I AH
S5TF7AINRDIA) TINREFELTWE Lz, ZORER. Kibana 2 —4 — I OpenShift
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https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/errata/RHSA-2024:0695
https://issues.redhat.com/browse/LOG-4967
https://access.redhat.com/errata/RHBA-2024:0270
https://issues.redhat.com/browse/LOG-4892
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-38469
https://access.redhat.com/security/cve/CVE-2023-38470
https://access.redhat.com/security/cve/CVE-2023-38471
https://access.redhat.com/security/cve/CVE-2023-38472
https://access.redhat.com/security/cve/CVE-2023-38473
https://access.redhat.com/errata/RHBA-2023:7719
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Elasticsearch Operator ZFHA L TA VT v VAN =V HERTEFHATLE, TOFEHIC
LY. RERLTWBIA ) 7 XA OpenShift Elasticsearch Operator IZBINS 1, BIREARR X
NnF 9, Kibana 2—H—I%. {app,infra,audit}-000001 1 > 7 v V7 RA=ELA VT v 7 AN
Y—VEERTEDLDICRY F L, (LOG-4807)

Z DEFAETE. Loki Operator NH R L CANY RILEIL—F—Pod ICXI Y MLERAT
Lo TOHER, 75— ML—ILFLREEHFIN—IETMTETOIFIC, 7TV I MR
Mo—=IANDT7 0 EZANKRBLTWE L, TOFEHMICEY. LokiOperator AR L CAN
VRNILEFTRTDI—F—Pod IOV MNTBLDICRYELE, W—F—Podik. 7
IV MAMNL=UDSOTESTO-RKRLT, 75— Mb—ILFEIEEHFI—IL&FTMT
XF¥, (LOG-4838)

1.3.14.2. CVE
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CVE-2007-4559

CVE-2021-43975

CVE-2022-3594

CVE-2022-3640

CVE-2022-4744

CVE-2022-28388

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2022-45869

CVE-2022-45887

CVE-2022-48337

CVE-2022-48339

CVE-2023-0458

CVE-2023-0590

CVE-2023-0597

CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

CVE-2023-1079


https://issues.redhat.com/browse/LOG-4807
https://issues.redhat.com/browse/LOG-4838
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-43975
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-3640
https://access.redhat.com/security/cve/CVE-2022-4744
https://access.redhat.com/security/cve/CVE-2022-28388
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2022-45869
https://access.redhat.com/security/cve/CVE-2022-45887
https://access.redhat.com/security/cve/CVE-2022-48337
https://access.redhat.com/security/cve/CVE-2022-48339
https://access.redhat.com/security/cve/CVE-2023-0458
https://access.redhat.com/security/cve/CVE-2023-0590
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075
https://access.redhat.com/security/cve/CVE-2023-1079

CVE-2023-1m8

CVE-2023-1206

CVE-2023-1252

CVE-2023-1382

CVE-2023-1855

CVE-2023-1981

CVE-2023-1989

CVE-2023-1998

CVE-2023-2513

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3609

CVE-2023-3611

CVE-2023-3772

CVE-2023-4016

CVE-2023-4128

CVE-2023-4132

CVE-2023-4155

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4641

CVE-2023-4732

CVE-2023-22745

CVE-2023-23455

CVE-2023-26545

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2023-1118
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1382
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-1998
https://access.redhat.com/security/cve/CVE-2023-2513
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3611
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4132
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-4732
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-23455
https://access.redhat.com/security/cve/CVE-2023-26545
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e (CVE-2023-28328
e CVE-2023-28772
e CVE-2023-30456
e (CVE-2023-31084
e (CVE-2023-31436
e (CVE-2023-31486
e (CVE-2023-32324
e (CVE-2023-33203
e CVE-2023-33951
e CVE-2023-33952
o CVE-2023-34241
e (CVE-2023-35823
e (CVE-2023-35824

e CVE-2023-35825

1.3.15. Logging 5.6.13

ZDY ) —2RIZIE. OpenShift Logging /N JEIEY) ') —Z 5613 EFhTVWET,

1.3.15.1. N B IE

2L

1.3.15.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.16. Logging 5.6.12

2D ) —RITIE. OpenShift Logging /NJEIE) V) —ZA 5612 AEFEFNTWVWET,

1.3.16.1. N J{BIE

o ZODEHAEIE. IPv6 DHFEIET 2T ILRH v U D OpenShift Container Platform 7 5 24 —
IC LokiStack #7704 § 3% &, LokiStack X Y /N\—1) X NDEFHNEBLTWE L, FORE
R TAAMNIE2—9—Pod IS5y >a)ll—FICMEY L, TOFEHFICLY., BEEL
lokistack.spec.hashRing.memberlist.enablelPv6: {& % true ICEXET 5 Z & T IPv6 ZAMIC
TEZELDIKRY, MBE>EBAINEZ LA, RE. OJT7 75— MIIPveIEY 5 X4 —THIA
TEFtA. (LOG-4570)

o Z MEHAEIIE. Cluster Logging Operator IC& > TR INAX MY VI ZAF Y 2 R—KD
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https://access.redhat.com/security/cve/CVE-2023-28328
https://access.redhat.com/security/cve/CVE-2023-28772
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31084
https://access.redhat.com/security/cve/CVE-2023-31436
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-35823
https://access.redhat.com/security/cve/CVE-2023-35824
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/errata/RHSA-2023:6790
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5541
https://issues.redhat.com/browse/LOG-4570

g=YY—R/—h

FluentD Buffer Availability 72 7 IZERAIN 27T —IZ. &/INNy 77 —FHENKRTI
hadh, T5—HYF Lk, SEADOEHICELY. F5T7DHRANY 77 —FHENKRRI

. AR FluentD Buffer Usage ICEEICRY & L7z, (LOG-4579)

Z DEFAEIE, Event Router HORBEADX MY I RITL Y, BEIAXAE) —FRAELRAT
AVTFTF—DNRBIBREERER>TWE L, TOEHMICEY ., READA Y T XADHIFRE

e ARNYIML=F—DXE)—ERENMEIRINE L7, (LOG-4687)

1.3.16.2. CVE

1.3.17

2D ) =TI, OpenShift Logging /NJEIE) ) —Z2 5611 AEFNTVWET,

CVE-2023-0800

CVE-2023-0801

CVE-2023-0802

CVE-2023-0803

CVE-2023-0804

CVE-2023-2002

CVE-2023-3090

CVE-2023-3390

CVE-2023-3776

CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

.Logging 5.6.11
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https://issues.redhat.com/browse/LOG-4579
https://issues.redhat.com/browse/LOG-4687
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5095

OpenShift Container Platform 4.12 Logging

1.3.17.1. NTBIE

SEIOEHFIN1THONBHIIE. LokiStack — M D = A IFEBRINLY VT A MAIEEICILEEH
IKF vy alTWELE, ZTOBR. [RoLRIERIMRELF L, SOOEHICELY,
LokiStack “— M D = A IFEFEMICF v+ v 22 %1TD LD ICARY, COBEIFERAINE L,
(LOG-4435)

1.3.17.2. CVE

CVE-2023-3899

CVE-2023-32360

CVE-2023-34969

1.3.18. Logging 5.6.9

2D ) —RITIE. OpenShift Logging /N JEIE) ) —2 569 AEFNTVWET,

1.3.18.1. /N J{EIE

ZDEHHIIE. AWS Cloudwatch #5132 T STS % L ASRELICEROO—IILAFERIN TWE
HBa., BREDEHMICLYRIIBFHEN—B TR AYELL, COEHICLY., STSO—ILEFE
REREEIBERDER DA AL EE BV AWS Cloudwatch TOEREEICHFERATES LD ICAYFEL
fzo (LOG-4084)

Z DEFAEIE. Vector AL 24 —IZ, B Z7IC thread 'vector-worker' panicked at 'all
branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYvE—I TNy IV EREIEZIEPHYFE L, SADEFHICLY., TOITFT—IF
fRINZE L, (LOG-4276)

CDEHENE, Loki &7 VT4 TRARNY—LDSRIEET ALY )T LTWE LD,
BEEEHIFRL AN D778, Grafana @ Label Browser MERTE A< Y F Lk, SOODE
HICEKY, Lokilg7 V74 TRARN) —LDEBETEINIEEZ T 1LY —THRA L., BE%
R L FE L, (LOG-4390)

1.3.18.2. CVE

1.3.19.
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CVE-2020-24736
CVE-2022-48281
CVE-2023-1667
CVE-2023-2283
CVE-2023-24329
CVE-2023-26604
CVE-2023-28466

CVE-2023-32233
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https://issues.redhat.com/browse/LOG-4435
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4342
https://issues.redhat.com/browse/LOG-4084
https://issues.redhat.com/browse/LOG-4276
https://issues.redhat.com/browse/LOG-4390
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/security/cve/CVE-2023-32233

BEYIV)—R/—h

ZM') Y —2RITIE, OpenShift Logging /NJEIE) ) —2 568 AEFEFNTVWET,

1.3.19.1. NJ{EIE

ZOFEHEIE. AD—BFRILED ClusterLogForwarder HIC | XEN S FE N BHE L.
vector ALV —DFHETKTLTWE L, SEAOEHFHTIE. — BRIV E5HFTH
H ALV —DOVERBESLSVCRETEZLIICTEZIETHREIRRINE L,
(LOG-4091)

Z DEFHEIIE. OpenShift Container Platform Web 3>V —JLATO Y % XRR T % FEIC more

dataavailable # 7> 3 V%0 v o3&, M@V )Y VBICDOH, LWUEB<oOJTY b

J)—HO—RFRINFzLk, SADEHTIE. )y I TEICILIZEZLDI Y MN) —DFHRMA
FhaLDICRY FLE, (OU-187)

Z DEFHEIIZ. OpenShift Container Platform Web 3>V —JLATO YV A2 KRRT DRI
streaming 47 7> 3 v%E VY v o $3E. REOOJIFRRIINT, streaminglogs X v z—
VOINMRRINE L, SEIDEHICLY., XvE—IJEOFJAMN)—LDOEANELLCE
TINBLDICAHRY F LA, (OU-189)

COEHFEINE. REOBBEINFE LI WHET Loki Operator TS5 —% Yy NLTWE
Lo SEIOBEHFHICLY, BRELIT—DEBRAINZETCIS—DEFHRILLDOICAYE L,
(LOG-4158)

Z DEFAEIE. 8,000 2 A % namespace ZRD Y 7 X9 —DIHE. namespace D) X kA
http.max_header_size (8 E& Y £ KX { 7235728 Elasticsearch 7 T —%AFEEFZLTWE L
oo SEDEHFTIE. AV I —H A4 XDFT 74 MENBIZ EF SN, BEIRINEL
feo (LOG-4278)

1.3.19.2. CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.3.20. Logging 5.6.5

2D ) —RITIE. OpenShift Logging Bug Fix Release 5.6.5 & FhTWE T,

1.3.20.1. /N T{BIE

ZOEHEIE. TV T L— MNEZEITEY Elasticsearch BA—EBD Z X)L & namespace_label DA
VTV REERTET, T—YDORYAATEEIFEELTWELEL, TOEHRTIE, X
IWADKY NSy VaMBEICLYBIHMZ oh, BEUAIRYIAAIMRIEI N, FEHL D
RHICERINE T, (LOG-3419)

ZOEHFLYRTIE. OpenShift Web IV —ILDO Y R—IH LokiStack ~DIEFICKE L 7=
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https://access.redhat.com/errata/RHBA-2023:3996
https://issues.redhat.com/browse/LOG-4091
https://issues.redhat.com/browse/OU-187
https://issues.redhat.com/browse/OU-189
https://issues.redhat.com/browse/LOG-4158
https://issues.redhat.com/browse/LOG-4278
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:1953
https://issues.redhat.com/browse/LOG-3419
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A, MRHRBRIS—AvE—IUNRRFIN, EBNMOAVFTFFRAMNCNS TN Ya—F14V T
DIRFBIFIRUHINFEATLZ, TOEFICLY, ITS5—AvE—IUdbIh, LVYEKHY
BEME NS TV a—FT14 VTOMREBENEEFNE LD IARY F L, (LOG-3750)

COEFLYANE, BEGERIAIRIEIN TR /2D, hRY LABNEEAEERYT 3
EIS—HDRELTWE LA, COEFHICLY., BEFEANMRIEIND LD ICHAY, 2—H—
NEMREHEZRBIRTEDLDICARY F LA, BYAREERFEIAMNBRINLGESIE. 21—
H—IlIS— X v E—IPRRINET, (LOG-3583)

COEHAIE. Loki TOVAHRET 2L, RORINESROXFEBATVWALTE, <D
BT —IFEKBLTWE L, TOEHFICLY., 7T —EKBSRNILY Y Fv—HEElt
Ih, BEIFERINE LA, (LOG-3480)

ZOEHFMNITHONDHEIE, LokiOperator l&, 7S5 AR—NIPDAYN—Y R NEFRT 2%
ét\T&Twlyﬁ—?yF%%DH6®E+ﬁEX/A—UZF SEEAEMTETEHAT

L7, SEOEEICE i&*nt&ik)hﬂﬁ41«nt$ NEEICEEND LD
IRy, TAT®3/$ VNAEEBICRETEDLDICAY E L, (LOG-4008)
1.3.20.2. CVE

CVE-2022-4269

CVE-2022-4378

CVE-2023-0266

CVE-2023-0361

CVE-2023-0386

CVE-2023-27539

CVE-2023-28120

1.3.21. Logging 5.6.4

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.6.4 AAE2ENTWE T,

1.3.21.1. NJEIE

90

CDEHFDREIIE. LokiStack ’OF R M7 ELTTFFOM4 I N EXIT, LokiPod ICL > THE
RIN-O7DUINEI N, LokiStack ICEEFEINTWE Lz, SEIOEHICELY. Lokillk o
TERINOTIRINEISBRA I, REIT AR ARY T, (LOG-3280)

ZDEFOFEIL. OpenShift Web AV Y —ILOAIR—=IY DI TY =TT 1459 —HEDHFE
&, ROy PO A Za—|CEDPARNINFEATLE, SEDOEFHICLY, BDOI T —
HERITLELEDIETDE, IS AvE—IHRRIN, ROV FII A Za—DEEFESLY
ICADINBEIICARY F Lz, (LOG-3454)

ZOEHFOHEIL, tls.insecureSkipVerify = 7> 3 V¥ true ICEREINTWBIHEIE. Cluster
Logging Operator B2 o 7258 B A EK L TWE L7z, TDHER. Operator |LEERAE DIREE %
2FxyTLEDETBE, T—4 % Elasticsearch ITEETETEFHATLRL, SEDEHICE

Y. tls.insecureSkipVerify i* H&IC7%> TW3IFETH. Cluster Logging Operator I$1E L
WTLSEEEZEM LT, TOER, SAZEORIEERFY FLEDELTH, T—9%
Elasticsearch ICEBICEFETET XY, (LOG-3475)


https://issues.redhat.com/browse/LOG-3750
https://issues.redhat.com/browse/LOG-3583
https://issues.redhat.com/browse/LOG-3480
https://issues.redhat.com/browse/LOG-4008
https://access.redhat.com/security/cve/CVE-2022-4269
https://access.redhat.com/security/cve/CVE-2022-4378
https://access.redhat.com/security/cve/CVE-2023-0266
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-0386
https://access.redhat.com/security/cve/CVE-2023-27539
https://access.redhat.com/security/cve/CVE-2023-28120
https://access.redhat.com/errata/RHBA-2023:1311
https://issues.redhat.com/browse/LOG-3280
https://issues.redhat.com/browse/LOG-3454
https://issues.redhat.com/browse/LOG-3475
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o ZOEFDAEIIE, BWEEINLBITABEMICR>TWVWT, Xy E—IDNERDEBEICEREIN
EBABI. ThbldTs—aAE—3hFHATLE, THICLY, BEEINAAYyE—Y
ZEU—HOZEOITINERINEI LY., FoMoOJIFERINFEATLE, SEIOR
LY, JSONBBITDREIICA v E—V % T4 —FOAE—F 2 LD ICREERDPEREINFEL
o TORR., BHORBEICEEINILIZETE, TIRTDREAYvE—VICEEELA Yy E—
INREENDLIICAY F L, (LOG-3640)

o ZDEHODHIIE. collection 7 41 —JL KIZ {} AEFNTWSB &, Operator Y S5 v > a9 50
BEMELIHYE Lz, SEDOEHICELY. Operator EZDEEFIBET DL DICRY, ARL—%4
EHMT S ERKRAL—XICEITLIITEZ I EATEZXY, (LOG-3733)

o ZDEHDHEIIL, LokiStack DF'— ko =4 IV R—X > kD nodeSelector Bt ITNRNH Y
FEHEATLR, SEOEFHICEY. nodeSelector BHENHIFE S Y ICHEET 2L D IRV FL
Teo (LOG-3783)

o ZDEHDEN, EHIA LokiStack X Y /N—Y X MDFRERF., TFZARX—NPRY KNT—UD
HIEEFELTWE Lz, ZDFER. OpenShift Container Platform 7 5 X4 — Pod &v b7 —
ODRT )y IPHETEREINTWSIHBES. LokiStackPod BV v ¥ al—FLET, &
EDEHFICEL Y., LokiStack BEEEIZ, A VN—) XA MDEREICPodry NT7—V % ERT 3
A7 avEMATESLIICRYELAL, ThiZLY., BEIFERIN., OpenShift
Container Platform 2 2 24 —Pod *v KT =D/ T Y v 7 IPEBETHREINTVWSRIHEES
IC. LokiStackPod 897 v ¥ a)l—TREILRZDEHCIENTEET, (LOG-3814)

o ZDEFHDAEIE. tls.insecureSkipVerify 7 1+ —JL KA true ICERE I N TWBIFE. Cluster
Logging Operator IdBE >R EEER L TWE L, TORR, SIAZORIEERFv 7L
& D &9 %<&, Operator I Elasticsearch ICT—4 X TEFHATLRE, SEIOEHICEL
Y. tls.insecureSkipVerify B"B3ICR > TWBIHBETH. Operator [F1E L W TLS B E & £ /K

LEd. TORBR, AMPAZSOMIMEERAF Yy TLLDELTH, T—4% % Elasticsearch ICIEEIC
EEFETEET, (LOG-3838)

o ZDEIHDHIIC, Elasticsearch Operator % fff 9°IC Cluster Logging Operator (CLO) A% 4
YA M—=JLENTIHE. CLOPod & Elasticsearch DHIFRICEIET 2 TS — X v 2 — U & ki
BICRRLTWE L, SEOEHICELY, CLORIZ—XAvtE—Y%RRT DENEMD
Frv I aEETTDLDICARY L, TOFER. Elasticsearch Operator B F1E L AW GE
l&. Elasticsearch DHIFRICEAET 2T — X v E—IYDNRRIINARCRY LA, (LOG-
3763)

1.3.21.2. CVE

e CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

1.3.22. Logging 5.6.3

ZD 1)=&, OpenShift Logging Bug Fix Release 5.6.3 & FhTWX T,

o1


https://issues.redhat.com/browse/LOG-3640
https://issues.redhat.com/browse/LOG-3733
https://issues.redhat.com/browse/LOG-3783
https://issues.redhat.com/browse/LOG-3814
https://issues.redhat.com/browse/LOG-3838
https://issues.redhat.com/browse/LOG-3763
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0932
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1.3.22.1. N TBIE

SEIDEFHOFEIE, Operator &7 — D T4 FTF 2 DY —2 L v MEER%Z configmap ICR
FLTWE LA, SEDFEHFICELY., Operator IFZDERES—V Ly MIRELET,
(LOG-3717)

SEIOEFHFOHIE, Fluentd 3L 7 4 —I /var/log/auth-server/audit.log ICRIFI N TW3S
OAuthAJA VARV M aFx v TFv—LEFFATLRL, SEDOFEHICELY., Fluentd i&, Z
NSO OAUthOTAVARY NaX+ TFv—L., BEEMBRLE LA, (LOG-3729)

1.3.22.2. CVE

CVE-2020-10735

CVE-2021-28861

CVE-2022-2873

CVE-2022-4415

CVE-2022-40897

CVE-2022-41222

CVE-2022-43945

CVE-2022-45061

CVE-2022-48303

1.3.23. Logging 5.6.2

2D ) —RITIE. OpenShift Logging /NJEIEY) V) — 2562 BNEFENFET,

1.3.23.1. N JEIE
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COEFOFNE, AL VY —IEsystemd O DEBEEICED W Tlevel 74 —JLREIEL <5
ELEFHATLE, SEIOEFHICELY., level 74 —ILRAELLKEREINDLDICARYEL
feo (LOG-3429)

SEOEHLARTIE. Operator (& OpenShift Container Platform 4.12 L& CIE R DES
BoTEKLTWE LA, SEIOEFHICLY. Operator @ OpenShift Container Platform D&
AN=T 3 VEMEESh, BENMERINFT L7, (LOG-3584)

SEOEHLARIE. default D F{ET ClusterLogForwarder 1 2% L)) Y — X (CR) ZERX
L. T5—Z&EMLEFEATLL, SOOEHRICLY. COEIBENICERINDEVND T
F—DEENRTIIND LD ICRY F L, (LOG-3437)

ZDEF DA, ClusterLogForwarder 124 L) Y —2Z (CR) IC1 DD HAA default & L
THREINZEBBONA T4 U HH2HEE, AL V9 —Pod IFBEHLTWE LA, SEOD
BT, HAREEOOY v I MEESI N, BEIERAINF L7, (LOG-3559)

COEFORIE, TL YUY — Pod RIEBEICBREBIINATWE L, SEDEHFICLY,. 77
O4 XL o9 —rEBNICERE LA AY E Lk, (LOG-3608)

SEOEHFLUFNE, /Ny FU)—=AHBA5OTHNSLEID/N—2 3 > D Operator ZHIER L TW


https://issues.redhat.com/browse/LOG-3717
https://issues.redhat.com/browse/LOG-3729
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHBA-2023:0793
https://issues.redhat.com/browse/LOG-3429
https://issues.redhat.com/browse/LOG-3584
https://issues.redhat.com/browse/LOG-3437
https://issues.redhat.com/browse/LOG-3559
https://issues.redhat.com/browse/LOG-3608

BEYIV)—R/—h

Flk, THICLY, WA=V VU AA VAN —ILTXFEEAT LR, SEOEHFICLY
NV RIEBEIZTEIN, ALYAFT—NN=—UaVOLUFROY Y= AYATICEFzDLD
ICi Y F L7, (LOG-3635)

1.3.23.2. CVE

® CVE-2022-23521
e CVE-2022-40303
e CVE-2022-40304
e CVE-2022-41903
e CVE-2022-47629
e CVE-2023-21835

e CVE-2023-21843

1.3.24. Logging 5.6.1

ZM') Y —2RITIE, OpenShift Logging /NJEIE) ) —2 561 hEENE T,

1.3.24.1. /N JBIE

o ZDEIFDAENL., RENEMAIZE., AVNII—IE, V) —TEDBEICEL D TLSEEAE
IZ—%2RELTVWE LA, SOEDOFEHFHICLY., AR U5— 0T —FHAHTTPRET
BoTBIET BRI MK ARY F L, (LOG-3494)

o ZDEHDAIIL, Loki Operator I& LokiStack CR D AT —4 ZADFREEBATLARVWED, R
T—YRABHRAELL LA>TWE L, SOIDEFHICEL Y. Operator IEFEERFICAT—4F RIFH
OEHFEEATTDLHICARY F L, (LOG-3496)

o ZDOEHDHIIL., kube-apiserver-operator Operator H* Webhook DA% FEFE L/ & =
IC. Loki Operator Webhook #H—/N—HATLS T5—%3|ERI L TWE Lz, SEDOEHICL
). Loki Operator Webhook PKI (& Operator Lifecycle Manager (OLM) IC& > TEEINS &£
Sy, BBEMMBRINE L, (LOG-3510)

o ZOEHDAEIL, T—IREMAEDLETIRNILT 4 IVY—%FEHLLFE. LokiStack 7' —
RO TASRIVIV I+ —H—DEWR LogQL VT —DOFEFTITS—%EM L TWE L7,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 1)Ly —%&HKR—
FEBELDICARY, BEMERINE Lz, (LOG-3441), (LOG-3397)

o ZOEFDREIL., EHOSNIF—ICECEBEFEIAHY., —OF—IC Ry F?bf’é“ih’cwé
&, Elasticsearch ICEZAFNAL A—RTEEFRELTWE L, SEDEHICEL >
NIF—D Ry NPT UF—RATICEZSHZ SN, BEIMERINZT LT, (LOG- 3463)

o ZDEHODHINIE, OpenShift Container Platform 3> Y —JL & logging-view-plugin DfEIZ E#:
MEA R W=, Red Hat OpenShift Logging Operator (& OpenShift Container Platform 4.10
VSR —THEATEEEATLE, SEIOEHICLY. 75741 ~Iid OpenShift Container
Platform 410 BV YV — )L EBEEICHEEINS LD ICARY X L, (LOG-3447)

o ZODEHODHAIL, ClusterLogForwarder h X% L)Y —ZDFET, 774 NOTRA N7 %

BRBITDZNATSAVDETRAT—IANB>THREINRTWE L, SEDOEHFICLY., /S
A 754 BRI ND LD ITHRY £ L7 (LOG-3477),
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https://issues.redhat.com/browse/LOG-3635
https://access.redhat.com/security/cve/CVE-2022-23521
https://access.redhat.com/security/cve/CVE-2022-40303
https://access.redhat.com/security/cve/CVE-2022-40304
https://access.redhat.com/security/cve/CVE-2022-41903
https://access.redhat.com/security/cve/CVE-2022-47629
https://access.redhat.com/security/cve/CVE-2023-21835
https://access.redhat.com/security/cve/CVE-2023-21843
https://access.redhat.com/errata/RHSA-2023:0634
https://issues.redhat.com/browse/LOG-3494
https://issues.redhat.com/browse/LOG-3496
https://issues.redhat.com/browse/LOG-3510
https://issues.redhat.com/browse/LOG-3441
https://issues.redhat.com/browse/LOG-3397
https://issues.redhat.com/browse/LOG-3463
https://issues.redhat.com/browse/LOG-3447
https://issues.redhat.com/browse/LOG-3477
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1.3.24.2. CVE

CVE-2021-46848

CVE-2022-3821

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

CVE-2021-35065

CVE-2022-46175

1.3.25. Logging 5.6.0

2D ) —RITlE. OpenShift Logging Release 5.6 A& FNTWE T,

1.3.25.1. JEHERE DO B S &

Logging /\—< 3~ 5.6 Tld. Fluentd [$IEHETHY, 5D ) —ZXATHIRINZFETT. Red
Hat (&, T OMEEICH L TIRED) )V —RXASA4 TH A JIFRIINTEBEESR—NERMHEL T, ik
IREEBEDIRMEIT AR, TOBEEIFSEEIBRINSDFETT, Fluentd DKHYIZ, Vector EHTEX

ER

1.3.25.2. #&REHLAR
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SEIDEHFICE Y. Logging I& OpenShift Container Platform D9 5 2 4 —£ADEESLR Y
S—IEMLE T, (LOG-895)

SEQEHICEY., LokiStack HRY LYY —R&EFALT, TFY hTE. ANY—LT
E.BLTTO—NURY—DREFRY D—%2BEEIBICEETESLDICRYET,
(LOG-2695)

SEIDBEHFHICEY. Splunk K"OTEREDHAA > avE LTHEATESZLIICRYET,
(LOG-2913)

SEOEHFICLY. 774 8L I —H Fluentd B 5 Vector IZRY £F, (LOG-2222)
SEIDEHFHICL Y. Developer O—JLIE, OpenShift Container Platform 4.11 LA %£4T L TW
%7 5249 —® LogConsole Plugin ITEIY HTH5hTWs OV hZTEDT—o0O—R
OJICT79EATEEXY, (LOG-3388)

SEDEHFHICLY., FEDYV—INSDOOJII, Operator T 7OAINTWB Y TR —D

— =B FTHB 7 1—J)L K openshift.cluster idHAEFhz LD ICARYFET, kROaATV R
FEAL T, clusterlD AR TEXET,

I $ oc get clusterversion/version -0 jsonpath="{.spec.clusterID}{"\n"}'


https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/security/cve/CVE-2021-35065
https://access.redhat.com/security/cve/CVE-2022-46175
https://access.redhat.com/errata/RHSA-2023:0264
https://issues.redhat.com/browse/LOG-895
https://issues.redhat.com/browse/LOG-2695
https://issues.redhat.com/browse/LOG-2913
https://issues.redhat.com/browse/LOG-2222
https://issues.redhat.com/browse/LOG-3388

BEYIV)—R/—h

(LOG-2715)

1.3.25.3. BEFND[ERE

CDBEFHF DAL, BEDOINIVF—ICEUCEEFELHY. —OF—IC.AEFENTVWSE &,
Elasticsearch OV %#EEBIT B & HY FE L, ThiE. SRNIVLF—ICEFNS . % _ILE
XX % T & T, Elasticsearch DFIRAEEL X9, CORBEDEEEKE LT, T5—DFRA
ERD>TWB SR EHIERT 2D, namespace & FNJLITEBIIL £9, (LOG-3463)

1.3.25.4. N J{BIE

SEOEHFOFEIL, Kbana A4 L)Y —R%HIKR L 72HE. OpenShift Container Platform
Web OV Y —JLIFBI Efi X Kibana ~ND Y VI ERALTWE L, SEIOFEFH T, Kibana 77
2 L)Y —REHIRT B E, ZDY VIV BHEIBRINE T, (LOG-2993)

COBEHFHOFNEL, I—F—IEZT7 V2 AMEEFED namespace D7 FYr—> a3V OJ%#RRTE
FHATLE, SEIDEFHICELY. LokiOperator (&7 Z R4 —0O—)ILEVZRHY—0O—)L/INA
VT4 VT EBEMICERL., AT ) r—rarolEmEsBRNSLDICLET,
(LOG-3072)

COBEHFOFIC, LokiStack T 74N bDATRA ML —Y & LTHERT %354E. Operator I
ClusterLogForwarder H X% L)V — A TCEHINAR Y LAENZHIRLFZ L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUNEBEFICH R Y LB D% T
TALRHEAET—YLET, (LOG-3090)

CDEHFDAENC, CAF—IECA% Loki YTV NTBLHODDRY) 2 —LZELTFERINT
W7z, CAF—ICIEEMOXFE (Ry MRE)HPEFNATVWEEI S —RENRELTVE
L7c, SEIOEHICELY ., R 2 —LEHNABBXFEIIEELIN, BEIMERINE L

(LOG-3331)

ZDEFOHEIE, LokiStack hRY LYY —AEEHNTEREINZT 74V MEARET, 1D
ReplicationFactor % L T LokiStack 1 Y X9 VY R &EERTEFEFEHA T L, SEDEHICL
Y. Operator (IERAINZ A XDEFRDEZHRET 5L DICRYET, (LOG-3296)

ZDEF DAL, Vector i&, JSON BFTHNBEMICR > TWBIFEIC, structuredTypeKey 7=
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z (&
structuredTypeName O W FNNMENBEICARY F L, (LOG-3195)

ZDOEHFDHEIIL, Elasticsearch Operator DY —2 L v MEKIAVR—F Y MHARE—I L v
FNEBILEBELTWE L, SEIOEHICLY., BIFEOY—2 Ly MASETICAEIND LD
IKi Y F L7z, (LOG-3161)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7AA XY NDRATF—F ADNEEINTWS
BIC. Operator AL V9 —T—FEVt Yy NOBIREBERDIL—TICABABEENHY F L
1= SEIDEHFTIE. Operator DA T —4 ZMEAEEI N, BBEIMERINE LK, (LOG-
3157)

ZDEFOHEIE, Kibana D OAuth cookie DEXNEARIE 24h ICEE I N T W/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana
T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, 77 4 )L MEIX 24h (T2 Y £F, (LOG-3129)

CDEFHONEL. Y —RA%EFET 726D Operator D—EA/NRH—> & LT, BEF LI
BHARADENMEREARATWE L, ZDRH, EREIC—EDHTTP 409 L ARV AH
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https://issues.redhat.com/browse/LOG-2993
https://issues.redhat.com/browse/LOG-3072
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https://issues.redhat.com/browse/LOG-3331
https://issues.redhat.com/browse/LOG-3296
https://issues.redhat.com/browse/LOG-3195
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https://issues.redhat.com/browse/LOG-3129

OpenShift Container Platform 4.12 Logging

FKELTWE L, SEDOEHICELY. Operator FRMICA TV Y NOEBERA. #+7
VI MRELTVWBENMEEINTVWRWEEICORMERELIESEHRTHLDICRY ET,
(LOG-2919)

CDEFDHEIE, Fluentd @ .level 7 1 —JL K & structurelevel 7 4 —JL RICERZENEFE
nNa2eHYFE L, SEOEHICLY, ET71—ILRDOEIAELICAY FT, (LOG-2819)

ZDEHFOBIIE, Operator FEFEI N/ CANRNY RILDEHREZLT, NV RILAEHFINE
BIC2EBOAL V9 —FT7OM AV MERTLTVWE Lz, SEIOEFHICL Y. Operator
&, JLY—FT704 XY NEGITT DRI, NV RULDBFRHAAENNE I D EERET S
OV LEBRT LAY ET, (LOG-2789)

COEFHOENE. X M) I REERT D E X Telemetry AV B 2BRTIINTVE L
oo SEIDEHFICELY., Telemetry AVIBEHRMNMEBEES Y ICKRRINZE T, (LOG-2315)

ZDEHOATIE, JSON EITDEMZEBMIC L7, FluentdPod AJICEEX v E—U DS
FNTWELEL, SOOFEFHTICLY, ZOEEXA vy E—YVRERRIINQRY I L,
(LOG-1806)

COFEHFORNE, ¥+ v axEIRTEOICEZAAEREF O I ALY —% oc B'IE
&9 57, mustgather 27 ) 7 MNEZT LEEATLE, SEDEHICLY., ocld7 # L
H—~DEZIAHEREFS. must-gather RV ) T hAEBICETT5LIICRYET,
(LOG-3446)

COEHFDAEIFZ, OV ALV —SCCHISRYI—EDMBDSCCICER>TRHSHN, aL Y
H—PFERATERARDZIFAEELHY F L, SEOFEFHFICLY, OFIL V49 —SCCDESL
EMNREIN, D SCCLYEHEBEINDLDICAY F L, (LOG-3235)

ZOEHFODHEIIL, Vector IC sequence 7 1 —J)L KiZA<, +/ WEBEMOBEDREIIRNT B
HEE LT fluentd ICEBMINTWE L, SEIOEHICE Y. openshift.sequence 7 1 —JL
RS Ry hOSISEBMINE Lz, (LOG-3106)

1.3.25.5.CVE
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CVE-2020-36518

CVE-2021-46848

CVE-2022-2879

CVE-2022-2880

CVE-2022-27664

CVE-2022-32190

CVE-2022-35737

CVE-2022-37601

CVE-2022-41715

CVE-2022-42003

CVE-2022-42004

CVE-2022-42010


https://issues.redhat.com/browse/LOG-2919
https://issues.redhat.com/browse/LOG-2819
https://issues.redhat.com/browse/LOG-2789
https://issues.redhat.com/browse/LOG-2315
https://issues.redhat.com/browse/LOG-1806
https://issues.redhat.com/browse/LOG-3446
https://issues.redhat.com/browse/LOG-3235
https://issues.redhat.com/browse/LOG-3106
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2879
https://access.redhat.com/security/cve/CVE-2022-2880
https://access.redhat.com/security/cve/CVE-2022-27664
https://access.redhat.com/security/cve/CVE-2022-32190
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-37601
https://access.redhat.com/security/cve/CVE-2022-41715
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/security/cve/CVE-2022-42010
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e CVE-2022-4201
e CVE-2022-42012
e CVE-2022-42898

® CVE-2022-43680

1.4. LOGGING 5.5

)z 6
Logging t&. 37 ® OpenShift Container Platform & IX£72% ) ) =AY A4 7T, 1

VAN—IVEBER O VIR—F Y b & L TRHEINE S, Red Hat OpenShift Container
Platform 4 74 7ILR) > —id, V) —XOBEHEEEZHHRL TWET,

1.4.1. Logging 5.5.18

ZDYY—ZITIE, OpenShift Logging /N7 IEIEY 1) —2 5518 BEENTVWET,

1.4.1.1. NTIBIE

2 Lo

1.4.1.2. CVE

e CVE-2023-40217

o CVE-2023-44487

1.4.2. Logging 5.5.17

ZdDY Y —RIZIk, OpenShift Logging /A ZEIEY ) —2 5517 A& FhATUWET,

1.4.21. N JTIEIE
o ZDEFEIIL. EventRouter ADRMAHDA KU L RICLY ., BEILAEY) —FHENERT

VT F—AEBTBRAE RS> TWE L, COBHICLY, READA b HZHHEIBRS
h, ARYPML—F—DXEY) —FHENHIRINF L, (LOG-4688)

1.4.2.2. CVE

e (CVE-2023-0800
e CVE-2023-0801
e (CVE-2023-0802
e (CVE-2023-0803
e CVE-2023-0804

e (CVE-2023-2002
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https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2023:6791
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5542
https://issues.redhat.com/browse/LOG-4688
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
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e (CVE-2023-3090
e CVE-2023-3341
e CVE-2023-3390
® CVE-2023-3776
e CVE-2023-4004
® CVE-2023-4527
e (CVE-2023-4806
e CVE-2023-4813
e CVE-2023-4863
e CVE-2023-491

e CVE-2023-5129
e (CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630
e CVE-2023-35001

e (CVE-2023-35788

1.4.3. Logging 5.5.16

ZM') Y —2RITIE, OpenShift Logging /NJIEIE!) 1) —2 5516 EEFNTWVWET,

1.4.3.1. N TIEBIE
o SEIDEHFHMNTHNBHIIE. LokiStack ¥— M oA FER XN VTR M IEEICLEH
ICFvvoalTWELE, TORR, BoBHENRKELE L, SOOFEHFICLY.
LokiStack “— M I T A IEEMICF v v 2 25T LD ICRY ., COBEIERINE LT,
(LOG-4434)

1.4.3.2. CVE

e CVE-2023-3899
e CVE-2023-32360

e CVE-2023-34969

1.4.4. Logging 5.5.14

ZM') Y —2RITIE, OpenShift Logging /NJHEIEY) 1) —2 5514 NEEFNTWVWET,
1.4.4.0. N TIBIE
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https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3341
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:5096
https://issues.redhat.com/browse/LOG-4434
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHBA-2023:4343
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o ZMEHAEIIE. Vector AL U4 —II. OZIC thread 'vector-worker' panicked at all
branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—Y TNy IV EREIEZIEPHYFE LI, SEDEFHICELY. VectoraAL ¥

§— L TS—HRFINELAY E L, (LOG-4279)

1.4.4.2. CVE

CVE-2023-2828

1.4.5. Logging 5.5.13

A1) Y —RITIE, OpenShift Logging /N /EIEY) Y —Z 5513 EFhTVWET,

1.45.1. NJIBE

2 Lo

1.4.5.2. CVE

CVE-2023-1999

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26604

CVE-2023-28466

1.4.6. Logging 5.5.12

2D ) —RITIE, OpenShift Logging /N JEIE!) ) —Z 5512 A&FEFNTWVWET,

1.4.6.1. NJIEIE

2 Lo

1.4.6.2. CVE

CVE-2021-26341

CVE-2021-33655

CVE-2021-33656

CVE-2022-1462

CVE-2022-1679
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https://issues.redhat.com/browse/LOG-4279
https://access.redhat.com/security/cve/CVE-2023-2828
https://access.redhat.com/errata/RHBA-2023:3997
https://access.redhat.com/security/cve/CVE-2023-1999
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHBA-2023:3494
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
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e CVE-2022-1789
e CVE-2022-2196
e CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e (CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® (CVE-2022-25265
e CVE-2022-30594
® CVE-2022-35252
o CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
o CVE-2022-41218
e CVE-2022-41674

e CVE-2022-42703
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https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-35252
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
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e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43552
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461

e CVE-2023-1195

e (CVE-2023-1582

e CVE-2023-2491

e (CVE-2023-22490
e CVE-2023-23454
e (CVE-2023-23946
e CVE-2023-25652
e CVE-2023-25815
e CVE-2023-27535

e CVE-2023-29007

1.4.7. Logging 5.5.11

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.11 A& FNTWE T,

1.4.7.1. N TIBIE

o ZDEHMNTHNDE TIE, OpenShift Container Platform Web 3>V —)LTAJDER M
SLEVYy I LTRSSy I L TCHEEGEHAZRIRTEEHATLE, SEDEHICLY., 7
Vw0 ERSy TAERL CREEREAEEIOGBIRTESLDICAY FE L, (LOG-4102)

o ZDEHAEIIX., OpenShift Container Platform Web 3> —JL ¢ Show Resources !) > 7 % &
Dy 2 LTCHEMADMREHY FHEATLRE, TOEFHFTIE, OV MY =TI Y —RD

RAZPYVEZD VY —RADRTR) VI DBREEZEET S & T, COBEIMFERINEL
2o (LOG-4117)

1.4.7.2. CVE

o CVE-2021-26341

e CVE-2021-33655
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https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43552
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3196
https://issues.redhat.com/browse/LOG-4102
https://issues.redhat.com/browse/LOG-4117
https://access.redhat.com/security/cve/CVE-2021-26341
https://access.redhat.com/security/cve/CVE-2021-33655
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e CVE-2021-33656
e CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
e CVE-2022-2196
e CVE-2022-2663
® CVE-2022-2795
e CVE-2022-3028
e CVE-2022-3239
e CVE-2022-3522
e CVE-2022-3524
e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
® CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
e CVE-2022-4129
e CVE-2022-20141
® CVE-2022-24765
® CVE-2022-25265
e CVE-2022-29187
e (CVE-2022-30594
e CVE-2022-36227

e (CVE-2022-39188
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https://access.redhat.com/security/cve/CVE-2021-33656
https://access.redhat.com/security/cve/CVE-2022-1462
https://access.redhat.com/security/cve/CVE-2022-1679
https://access.redhat.com/security/cve/CVE-2022-1789
https://access.redhat.com/security/cve/CVE-2022-2196
https://access.redhat.com/security/cve/CVE-2022-2663
https://access.redhat.com/security/cve/CVE-2022-2795
https://access.redhat.com/security/cve/CVE-2022-3028
https://access.redhat.com/security/cve/CVE-2022-3239
https://access.redhat.com/security/cve/CVE-2022-3522
https://access.redhat.com/security/cve/CVE-2022-3524
https://access.redhat.com/security/cve/CVE-2022-3564
https://access.redhat.com/security/cve/CVE-2022-3566
https://access.redhat.com/security/cve/CVE-2022-3567
https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-24765
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-29187
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
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e CVE-2022-39189
e CVE-2022-39253
e (CVE-2022-39260
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
o CVE-2023-0461
e CVE-2023-1195

e (CVE-2023-1582
e CVE-2023-2491
e (CVE-2023-23454

® CVE-2023-27535

1.4.8. Logging 5.5.10

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.10 A& FNTWE T,

1.4.8.1. NJTIBIE
o SEIMEFHLANIL, OpenShift Web IV —)LDOFXF VI Ea—TS5 4514 IiE, LokiStack IZ
FETERI2EBAICDAISI—TFAMNERRFLTCWE L, TOEHICLY., 554

VTCRBYRIS—XAvtE— &, BETEAL LokiStack DFFELWMEIEFEN RTINS &
SICHY F Lk, (LOG-2874)

1.4.8.2. CVE

e CVE-2022-4304
e (CVE-2022-4450
e CVE-2023-0215

e CVE-2023-0286
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https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-39253
https://access.redhat.com/security/cve/CVE-2022-39260
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/errata/RHBA-2023:1827
https://issues.redhat.com/browse/LOG-2874
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
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e CVE-2023-0361

e CVE-2023-23916

1.4.9. Logging 5.5.9

ZD ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.9 A& FhTWE T,

1.4.9.1. NJIEIE

o ZOEHODANL, Fluentd AL V4 —DREREICL Y. /var/log/auth-server/audit.log ICRF S
NTW2 0AUthOJ A VARV M F v+ TFvr—INFHATLE, ThIZLY. OAuth H—
EXnonOT4 AR NOPRENFZLICKRY Lk, SEDEHICELY. Fluentd I L
749 —l&, FREESHY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EANSLITRTOOTAI VARV N aF v TFvy—322ET, CORBEMRRTDELD
oY F L, (LOG-3730)

o ZOEFDAEIIE, BWEEINLBITABEMICR>TWVWT, Xy E—IDNERDEBEICEREIN
HBEIL. ThLET4—7aE—ShFEATLE, ThICLY, BEEINAAYyE—Y
EEU—HOZEOATINERINEI LY., ZoMoOTIFERINFIEATLE, SEIOE
LY, JSONBBITDREICA v E—V % T4 —FOAE—F 2 LD ICREERDPEREINEL
oo TR, BROBEICEEINLIFETE, IRTOREOAJTIESEEA Yy E—UHE
FNBEIICHRY FE LK, (LOG-3767)

1.4.9.2. CVE

e CVE-2022-4304

CVE-2022-4450

CVE-2022-41717

CVE-2023-0215

CVE-2023-0286

CVE-2023-0767

e CVE-2023-23916

1.4.10. Logging 5.5.8

ZM') Y —RIZIE, OpenShift Logging Bug Fix Release 5.5.8 & FNTWE T,

1.4.10.1. N J{BIE

o SEIDEH DAL, AL V5 —Nlevel 71 —ILRERETZDHEIIIS—DMHoikik
&, priority 7 4 —JL KD systemd O /D HRELTCWE L, SEDOEHMICLY., ThHD
74— RAELLBES N, FE ARRINE LA, (LOG-3630)

1.4.10.2. CVE

e (CVE-2020-10735

e CVE-2021-28861
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https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:1310
https://issues.redhat.com/browse/LOG-3730
https://issues.redhat.com/browse/LOG-3767
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861

BEYIV)—R/—h

e CVE-2022-2873
e CVE-2022-4415

® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
® (CVE-2022-43945

e CVE-2022-45061

CVE-2022-48303

1.4.11. Logging 5.5.7

ZM') Y —RITIE, OpenShift Logging /NJIEIE) ) —Z 557 h"EFNET,

1.4.11.1. N T IEIE

o ZOEFDAEIE, T—IREMAEDLETIRNILT 1Y —%FERLLFE. LokiStack 5'—
ROTASRIVIV 74 —H—DEWR LogQL VT —DRITZ—%%EM L TWE L7,
SEIDEHFICE Y. LokiStack LogQL DREA T —ILREFALEZINILT 4 I)LY —%&HKR—
g2k HICAY, MEIMERINE L, (LOG-3534)

o ZDEHODHIIL, ClusterLogForwarder 124 L)Y —2Z (CR) ' syslog HAD TLS 58 uIE &
$|§’& Fluentd IEI A o 72c®, ERERICIS—HARELTWE L, SEDEHICE
ity DIE IEE$E7§\ Fluentd ICIE L < F*TLZ)JZ 7 [ fck U FﬁEHb\ﬁfF/**ni lJT\_o (LOG 3533)

1.4.11.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.4.12. Logging 5.5.6

ZM') Y —RITIE, OpenShift Logging /N JIEIE) 1) —2 556 AEFNFET,

1.4.12.1. NJBIE

o ZDEHDAENE, PodEFal)TF4—F7RIviarvaryhao—>—5323X)
podSecurityLabelSync = true % openshift-logging namespace IZEEBIML TWE L7, Ihil
LY, BEOEFaAV T4 —IRIHPLEESIN, ZOFER, IL V49— Pod Mg L A< 72
YFE L, SEIDEFHICELY. )L podSecurityLabelSync = false A tzF¥ 21 1) 71 —F X)L
EFRETLELOICAYET, AL VY —Pod FBiFESYICT IO INET, (LOG-3340)

o ZOEHDENF, AVY—IEA—TZTA UV TRI—THEMDICA>TWRWEETH,
Operator AV Y —IVE2—TS 54 %4 VA M=ILLTWE L, ThIZLY. Operator
N ZvalFzFllk, SEOEHICLY, VIZRY—OT7AHDY  TAVY—ILELI—DEAE
ISR D> TWARWIESE, Operator (FEFEICHEEL, AV —IEa—%Z/ VA M=l LA
Yz L7, (LOG-3407)
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https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
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ZDEH DAL, Elasticsearch 7 7OA4 A Y NDRAT—H AWNEHFINLBZWY JL vy a Vil
WY 27DDLURIDEBIEHIRE T, Red Hat Elasticsearch Operator /*7 7’04 I TLVA
WBRY., Operator BV v >alTWEx Lk, SEIOFEHICLY. ZOEBENTICEINLL
&. Operator IFRELLRRBICRYFE L, L. MEINLAT—F RIIEET ZLUEID
BEN BURETEEIICRY F L, (LOG-3428)

ZDOBEHFOHEIIL, Loki Operator I&, BIRINZRH v U4 XITEMFKRARL, LokiStack '— b
DIADLTYAEIDEFTIOA LTWE Lz, SEIDEHFICELY. BRLAEZY 1 XIS
LTLTYADEAELLBESNB LS ICAY L, (LOG-3478)

CDEHFDRENE, EHOINILF—ICEAUCEBEHLHY., —HDF—ICKY MHAEFNITWS
&, Elasticsearch ICEZRAFN/AZLIA—RTEEAFEELTCVWELAL, SHOEHICLY. 5
NILE—D Ry MBATVF—RATICEESHA SN, BEIMERINE L, (LOG-3341)

COEHFOFIE, AF Y1 —T5 514 »IZ, OpenShift Container Platform D4HFED /N —
VavERBEDRWEENEEFNTVWELE, SEIOEHT. 75 T4VYOELW) ) —2R
ZRN)—=LIZEY, COMEIFRBRINET, (LOG-3467)

ZDEH DAL, ClusterLogForwarder h 24 L) Y —RDFFET, 1 D2ULD/NRA FS54 Y
DETRAT—FANER>THREIN, AL IVF—PodH8-10WT&ICHEELTWVWE L,
SEOEHICL Y. ClusterLogForwarder h1 24 L)Y —XDFABAE L K REBINDB LD IC
Y, BENMERINE L, (LOG-3469)

ZDEBEDHIL, ClusterLogForwarder 124 A1) ¥ — 2 ®D outputDefaults 7 1 —JL K D{L#%
&, EEINAITRTD Elasticsearch BHY 4 FIERELZBRAL TCVWE L, SEDEFICE
Y, MERARRIC—HT B LD ICEEPMEIEES N, T 7 4L DT Xx— K Elasticsearch 2 k77
ICDAJRENBERAIND L DICAY L, (LOG-3342)

ZDOEHODFEIL, OpenShift CLI (oc) BAEDF v v > 1 AHBERT 5/1-DICESIAHEREZFD
7AW —%REET B/, OpenShift CLI (oc) D must-gather 27 1) 7 b AT LEHA
TLlLk, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 # LT —~DEZIAHERI T E X

. must-gather 27 ) 7 hAEEICKETT2ELIICAY F L, (LOG-3472)

ZDEFOHEIIE, Loki Operator Webhook H—/N—ATLS TS5 —%5|ZILTVWFE L, &
BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager D& Webhook
BIEICL>TEEINSG LD ICRY, MEIMERINE LA, (LOG-3511)

1.4.12.2. CVE
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CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868


https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868

BEYIV)—R/—h

e CVE-2022-2869
e CVE-2022-2953
e CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012
e (CVE-2022-42898

® CVE-2022-43680

1.4.13. Logging 5.5.5

ZD) Y —2RITIE, OpenShift Logging /NJEIEY 1) —Z 555 h"E&FEhF T,

1.4.13.1. N JIEIE

o ZDEHDHEIIE., Kibana M OAuth cookie DERIHAR(Z 24h ICEIEI N TW =k
&. accessTokenlnactivityTimeout 7 1 —JL K#® 24h KiEDEICFREINTLW S &, Kibana
T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIE S 1, T 7 4L MEIX 24h (L2 Y £¥, (LOG-3305)

o ZDEFHDHIE, Vector (&, JSON BN BMICAR > TLWBIFEIC, structuredTypeKey 7=
I% structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (2, structuredTypeKey & 7z (&
structuredTypeName O W FNNENBEICARY £ L, (LOG-3284)

o ZOEHODAIL., FluentdQueuelLengthincreasing 7 5 — P XA LRI NZ—ED T R)LIC
A—T4FT VT 1 OEEDH-BEIC. TOTT7— MBFEELRVWITREELGHYF L, &
BOEHICEY., PI—MIBDBEAINILDOADNEEND LD ICTNILNEIRI N E L,
(LOG-3226)

o ZDEHODAEIE., Lokilk, YIMIIN/ZISRI—ADHAELRANL —IADT7 V2R %EHKR—
LTWEEATLE, SOOEHFTIE. TS5 0EHKAYR—NTBLHIC, 7OFD—5EE
ZHETOFV—DEBETELZCANY RAATAVTF—AA=JILEFNTVET, (LOG-
2860)

o SEIMEFAIIE. OpenShift Container Platform Web I > Y —)IL D1 —4—I{E, Loki ® CA E
BAEA ST ConfigMap # 72 =V NABIRTERMNo>7c/cddD, Pod NCARLTEMELTW
Fl7i, SEOEFHFICLY, Web AV Y —ILaA—H—ERETY TEBIRTEDLDICAY,
RISEABARINE L7, (LOG-3310)

o ZOEHDHEIC, CAF—IXCA%X LokiICY IV NS BHDDRY) 2 —LZELTERAINT
W7z, CAF—ICIEERMDOXFE (Ry MRE)HPEFNATVWEEI T —RENRELTVE
L7c, SEIDEHICELY., R 2 —LEHNABBXFIIEELIN, BEIMERINE L
(LOG-3332)
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https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
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1.4.13.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016

e (CVE-2022-1048
e CVE-2022-1055

o CVE-2022-1184

e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1852

e CVE-2022-1897
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https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

BEYY—R/—}
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https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
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1.4.14

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404
CVE-2022-27405
CVE-2022-27406
CVE-2022-27950
CVE-2022-28390
CVE-2022-28893
CVE-2022-29581

CVE-2022-30293
CVE-2022-34903
CVE-2022-36946
CVE-2022-37434

CVE-2022-39399

.Logging 5.5.4

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.5.4 A& FNTWET,

1.4.14.1. NTIBIE
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COEFOENL, OF VI —TS T4 VDI T —NR—H—DIT5—IT&Y, 7T —IC
hh>Z {}AEFNTWEE, OV —D—EEATWELE, Thic&Y, 4T —
NEMICARY, BHRITY —IIHLTIZ—NRINFE L, SEDOEHICELY., /A—H—
EInoDITY—%2ELKEBTZ LAY F L, (LOG-3042)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—F ADNEEINTWS
fIC. Operator AL 79 —F—FEVt vy POHIBREBIERDIL—TICADEREELHY F L
1= SEIDEHFTIE. Operator DA T —4 ZMEAEEI N, BBEIMERINE LK, (LOG-
3049)

CDEFDHIE, Vector DAL VY —DREAYR— M T 2HDITT—IMDREINRTVE
HATLZ, TOEEIZLY, Vector Fo—MDEMIN, BIRLAIL VY —DEREICIGL
TENDTZ— M FTOM AV NEINET, (LOG-3127)

ZDOBEHFDHEIIL, Elasticsearch Operator DY —2 Ly MEKIAVR—F Y MHARE—I L v
FNeBILEBELTWE L, SEIOEHICLY., BIFEOY—V Ly MASETICAEIN D LD
KBy E Lk, (LOG-3138)

ZDEHDFIC, O must-gather 27 Y T hNOLFIDY 727 08UV JIC&Y., 7—F 41
777 NOFRINDIGAANVEIBRINE L, COBEHICLIY, P7—FT 414777 b% /must-
gather 7 # LY —ICEZIATEWVWIEENTICRY £, (LOG-3213)
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https://access.redhat.com/errata/RHSA-2022:7434
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COEHFDRIE. BEDY S AHY —T. Prometheus TV AR—4 —H IPv6 Tl < IPv4 I
NAVRLTWE LA, TOFEHE, FluentdiZIP/SNA—Y 3V ABRHEL, IPv4 DBEEIE
0.0.0.0. IPv6 DIFAIE [] IS/NA Y RLET, (LOG-3162)

1.4.14.2. CVE

1.4.15.

CVE-2020-35525
CVE-2020-35527
CVE-2022-0494
CVE-2022-1353
CVE-2022-2509
CVE-2022-2588
CVE-2022-3515
CVE-2022-21618
CVE-2022-21619
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-23816
CVE-2022-23825
CVE-2022-29900
CVE-2022-29901
CVE-2022-32149
CVE-2022-37434

CVE-2022-40674
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ZDY ) —RIZIE, OpenShift Logging /N7 MEIEY 1) —2 553 A& EnE T,

1.4.15.1. N J{EBIE

COEFENIE, BELINIAYE—VEEOOTIV M) —IZTDAYE—I T4 =L RH
BENTVWELED, TVMN)—DRECAQAYFELE, COBHICLY., BELCOTDX Y £—
TT74—ILRDEIBRI N, BINL YA XAENINFE T, (LOG-2759)

COEFHOFIC, IL 749 —i&EIE. Collector. default-log-store. & & U visualization Pod
DOOVEBRALTWELED, 9z 7 7ANICT—HA TINEOQTEBRATEEHATL
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7o SEIOEHICL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7
WELTREINAET—AA4A7O7EBRAINE T, (LOG-2844)

COEFDREIE, FATEARVWPdADY VITAMND T — NI A BATEEINLBE, F
BreZEET277—MNIHYFEFEATLE, SEADEFHICELY., F— MU/ TEZAAZFL
EFHmAIY BEXRDOET ICHEENRELEGZEIC. BRIO7 7 —MYERINET, (LOG-
2884)

COEHFDRIE. EHNSRBICE >TSS A Vv EBBLZZH, Pod X9 F—4 1 fluent 7
STAVICE>TEEINSAREMEL,HY F Lz, TOEFHICLY, O XA vE—IH Pod
A TFT—HDAE—ZMRIIRETBHELIICARY, BEXAvE—IUHMERNICREBINS LD ICR
YF L7, (LOG-3046)

COEHFOFIC, OpenShift AV Y —ILOTE1—THRPALR EAEERIRT 3

&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILORLWAT &
level=unknown DEZFDOOJ A, FABRERKETI7AIINY YV ITTEHERTINDELDIC
Y E L, (LOG-3062)

ZDEFORIIL, Elasticsearch IEFEINAOJ/LI—RICK, OV EREETINENH DA
YTy ZADZRIEEE write-index & W D BRIDEBMZ 4 —IL KD HY X Lo DT 14—
WRIE T ETILO—ETREDHY FEA, TOEHE, DT 14—V FIEEFEINRAR
YE Lk, (LOG-3075)

# L WHAAH Pod Security Admission Controller DEAICEL Y, FO—/NILFE I
namespace L NIV TEEIN@EIEF 2 ) 74 —HFIBICHKE > TEREINTULARWL Pod &3
TCEFHA, SEIOEFHICLY., Operator & Collector IXFHERTEFTL, X2l
TA—EBEDEFPIS—MRLTEITIESLDICAY F L, (LOG-3077)

COBEHFOFNIC, LokiStack T 74N bDATR ML —Y & LTHERT %354, Operator I

ClusterLogForwarder H X% L)V — A TCEHINIARY LAENZHIRLFZ L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 2% L) Y — X DUNEBEFICH R Y LB N %ET

A NEAET—YLET, (LOG-3095)

1.4.15.2. CVE

1.4.16
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CVE-2022-0391
CVE-2022-2526
CVE-2022-21123
CVE-2022-21125
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CVE-2022-32206
CVE-2022-32208

CVE-2022-34903
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BEYIV)—R/—h

2D 1)=&, OpenShift Logging /NJEIEY) ') —ZA 552 hEFENFET,

1.4.16.1. NTIEIE

o SEMEFHLFIE., Fluentd AL ¥4 —D 75— bJL—JLIE OpenShift Container Platform E
ZHNVVTRIAINDHA RZA VICER L TWEEATLE, SEDOEFHICLY, Thod
75— hh namespace FNIVEEL LD ICER IO, BEIMERINE L, (LOG-1823)

o ZOEHODANE. A VTV IRGIERDNA T VXFHNEFNTVWDE, A VTYIRER
A=A —NR—=RJYTRDPFLWA VT Y IREGEERTEEEAT L, SEDEHICE
Y, 41 VT Y I ZABPELLERIND LD ICARY F L7, (LOG-2644)

o ZOEHODAIL, Kibana JL— MIFERAEZEHNFIE L AR LVVIRAE T caCertificate (B4 5% E L TV &
L7z, SEIDERHICE Y. caCertificate [EN'RE I N7 < &Y £ L7z, (LOG-2661)

o ZOEHDENL, AL I Y —DREFEMOERICE Y, RERAD/NAZA—-F—IIHLTES
Ay E—IDRITINTVWE L, SODEHRT. READERE/NNFTA—F—%ZHIRT 5 &,
BENMERINE T, (LOG-2859)

o ZDEHODANC., Loki Operator MERMK L7277 O4 X~ MNRICYER I N7z Pod &, Operator
NETINTWE I TR —TEDLD LR/ — RHIFIEARELRIGE. Linux AA DAL —
TAVIVRTLAD) —RTROTRATVa—ILINTVWE L, SEDOEHICLY.
Operator (FEBID / — Rt L V4 —% Pod EFEICEIY BT, Linux X—D ./ — RTDH Pod
ATV 1—LTE2LIICLET, (LOG-2895)

o ZODOEHODANL, LokiStack — b T4 D LogQL /A—H—ODREEICL Y, OpenShift I~
V=lOOJE1—dOJZERETT74INI ) VT LERATLE, SEOEFHFTIE, /~N—
H—DEBEICLYBEIRRIN, OpenShift AVY —ILOATELI—FERETTI ALY
VITEBLIICARYF L, (LOG-2908)

o ZDEHODHNCI, Fluentd AL VI =TS T4 DY T7708) 0 TIC&Y, ARV DY A
LRIV T T4 —ILRDEIBRINE L, COEHICLY., IRV MNOZERIUNEY—RET
294 LRV T74—=)LRBETINET, (LOG-2923)

o ZOHEFOAENI., BEEOVIC level 7 1 —JL KA WD, ROF—OJTIS—HRELT
WZE L7z, SEO0EHT, EBFOSLI—Rillevel 714 —JL RAEMI N, BIEIRIN
F L7k, (LOG-2961)

o SEODEH DAL, Kibana HRY L)Y —R&EHIBR L 735BE. OpenShift Container Platform
Web OV —JLIEB|E#RE Kibana~ND ) v 7 ZRARILTWE L, SEIDOEFH T, Kibana 77
2 L)Y —R%EHIRT B E, ZTDY VIV BHEIRINZE T, (LOG-3053)

o ZDEHODHIL, ClusterLogForwarder 1 X% A1) Y —ZIT JSON BN ERZEINTW S
B, BO—NWF—NR=V3TTEDA VTV IADERINTWE L, SEIDEHICELY.
FLWA YTy P RIFETIFRLSARY F L, (LOG-3063)

o ZDEHDAIC, L ——5" Loki Operator 5.5 ~NDEF R IC LokiStack ZHIfrd 2 &, B&E
& Loki Operator5.4 IC& 2 TR I N V=AW BRY E L, SEDOEHICLY. YY—2R
DOFEESIRIE 5.5 LokiStack 38 L £9, (LOG-2945)

o ZDEHDHEIE, 1—H—IXT7 I EAMEEFE D namespace D7 S r—avOJARRTE
FHATLR, SEIOEHICLY., LokiOperator (7SR —0O—)L&EY S RH—O—JL/NA
VT4 VT EBREMNIERL, - DTSV 5=y avndEGHFERNELIICLET,
(LOG-2918)

o ZDEIFDANL, cluster-admin #ERZFD>1—H—&,. OJ/IVY—ILAFRALTA VY735 R
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NSO Fv—EBEBEOJVZBEUNICKRTITEEEATLE, SADOEHICELY., BAFzvIN
EER X 1. cluster-admin & & Uf dedicated-admin Z)L—7 D1 —H#—HEEBE S L TRFBIN
2&31CHYE LR, (LOG-2970)
1.4.16.2. CVE

e CVE-2015-20107

e CVE-2022-0391

e CVE-2022-21123

e CVE-2022-21125

e CVE-2022-21166

o (CVE-2022-29154

e (CVE-2022-32206

e CVE-2022-32208

e (CVE-2022-34903

1.4.17. Logging 5.5.1

2D ) — Rl OpenShift Logging /N EIEY 1) —2 551 A& EnE T,

1.4.17.1. #EEHLAR

o SEIDHEENLFRICE Y. Logging Console 7S 74 U AMERIN TW3SIHEIC. Aggregated
Logs ¥ 7 h* OpenShift Container Platform Web 3>V —JL M Pod Details R— IBIIX 1
F L7, ZDYERMEEEIX OpenShift Container Platform 410 I TOAHFMATEE T, (LOG-
2647)

o SEODIARMAEICEL Y. OVEEDHTF T2 3> & LT Google Cloud Logging ASBIIX 1L
L7ze (LOG-1482)

1.4.17.2. N TIEIE

o SMOIMEFHLIFTIZ. Operator (& Pod NWEMIREICHZ I E AR LRV EHNRERT, 75
AY —DHEBEFICY TR —DEMERBEQREICAY £ L, SOOEFHICLY. Operator
&, BREFICHLVWPod ZEFETTELTIY—2I LTHLH LUV Pod ICBEN Z#KITE I &
T, BBEMBRLET, (LOG-2745)

o SEOIMEFHLIAIIZ. Fluentd I& Kubernetes 75w N7 —Ld QY 77/ xO0—F—> 3V
LI &5 HLAWEELrHY, O/ XAvE—VhHmaRLARA>TWELZ, SEIDE
BT, PY7TRAMN)—LDRABEF—LDNRETIRENTA—IY—ERET DI EILYIBE
INTWET, (LOG-2995)

o SEIDEHUAL, BEITOI S —MREBEN|EMI NI ENRET, AERL—T1 2 IH

THEIN, LO—RKPBEELBEICEGEEINTWELAE, SEOEHICLY., WEIL—T 1
YUNRELLARY E LT, (LOG-2801)
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o S[MOMEFHAIIL. OpenShift Container Platform Web VY — LD EFHEIRZZET %
E. Query 74—V RDZEDFZEICIF TSI —DIEELTWE L, SEIDEFHT. Query
74—V RDZEDHZEIC, FEROEENERAFTREICAY XL, (LOG-2917)

1.4.17.3. CVE

CVE-2022-1705
® CVE-2022-2526
e CVE-2022-29154
e CVE-2022-30631
e CVE-2022-32148
e CVE-2022-32206

e CVE-2022-32208

1.4.18. Logging 5.5.0

2D ) —RITIE, OpenShift Logging Bug Fix Release 55.0 & TWX T,

1.4.18.1. BEBEYLAR

o SOOEHTIE, WELOT%ERAL Pod ADERZAVTFT—DIHIEFIERA VTV I RIC
BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TRATSAVEREL, PodIlT7 /T—>a v e[ F20ELNHY T, (LOG-1296)

BF

AJDJISONFERIE. 7TV r—oa Vit >TERYET, ERTBA VYTV IAN
ZdEBENTA—IVRAILHET B0, TOEDFERIE. BEMEDRL JSON
XOOTDA YTy 7 ADERICRELTLEIV, VT —%FALT. IFIFEA
namespace X7 IFE#BMEDH 2 JSSONFXDT7 FYr—avhroO0/ =0 L £,

o SEDEH TIL, Kubernetes BRIV TH B
app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z A L T. Elasticsearch HAOTATZ 74 IL% )V
JTEF Y, Elasticsearch MADHE I 1 FTIL. kubernetes.labels ICEEN 2T RTDS
NIV EFRATEET, (LOG-2388)

o SEMEFH TIE., AWS Security Token Service (STS) BNE#MICR>TWB Y T R4 —Id, STS
SREL% M L T0O Y % Amazon CloudWatch ICERIETE £ 9, (LOG-1976)

o SEIMEFH TIE. LokiOperator 8L U Vector AL VY —HTFT VAT L Ex—HEN 5 —
ARIRMEHEEE (GA) ICRBITLE T, MEIDY ) —REDTEAHEEE/N) 7 1 —ICEA L TIkET
T, —ZSDAPIET VAL T L E2—#EEDFFTY, ¥, LokiStack #fEAL/-OF
VT I avESRBLTLEIY,
1.4.18.2. N JIEIE
o ZDEIDENE., O% % Amazon CloudWatch ICERET B LD ICREI NI SRY—H 1B
BINEOV 7740V E—RAMNL—VICEZRAATW LD, BEDORBEEHICITR
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H—DRREICRY E L7, SOOFEHICLY., TRTORMNL—VF T2 avD—FENY Y
Ty THEMICARY, BENRINE L, (LOG-2746)

o SEOIDEFHLFIIC. Operator (. FEHEZET OpenShift Container Platform DS D/NN—2 3 >
THIRFED APIDN—=Ta v E—BERLTWE L, SEOEHICELY., KERFREAY
R—MRRDAPIN—2 3 VIIBEIINE T, (LOG-2656)

o SEIOEHLFNE., BHITT S —RERICERE I N/EH D ClusterLogForwarder /X1 75
A VIC&Y, aL 2% —71" crashloopbackoff TS5 —JREEICAY F Lz, SEIDEHFICLY.
BHOBREELI a3 VICAL—EO ID MERAINIB@EMEEINE T, (LOG-2241)

o ZDEHFODAEIE., IL U H—IF UTF-8 LA DEES % Elasticsearch A ML —IOJICREFETE
FHATLE, SOOFEHT. ILIVY—EUTF-8 A DREBATYI— KL, BEEMERL
F L7, (LOG-2203)

o SEIDEHLUANIL. T VXFUADIFH Kibana TELK RRINFHATLE, SEDOE
FiTL Y. Kibana IF TR TOEMRUTF-8 ¥ VRILEELKRRLET, (LOG-2784)

1.4.18.3. CVE

CVE-2021-38561
e CVE-2022-1012
e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097
e CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250
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TOAREMEIFIEINTWBIFEDHBELICT R TE Y, Operator (FHEERZAEET 5 L D ICEKE
INTWVWBED, TORFIAYMNTHIAINTWELUADEREAFHRATZE, THIFLEESINZE

ER

pa 3]

' OpenShift Container Platform RF a1 XY N TEAINTWARWVWEREEZRITT 2HELDH
315513, Red Hat OpenShift Logging Operator % Unmanaged ICERET 2 HELNH Y

. ¥9, EBAOOFXF VA VR VARG Y R—IFINTWRWZH, RT7T—9 X%
Managed ICRJ Z TEFIIZTEINIHA,

' pa 3]

. Logging (&, 377 ® OpenShift Container Platform & 3£ 5 ) ) —X A4 IV T, 1
VAN—IVABER O VIR—R Y b & L TRHEINE S, Red Hat OpenShift Container
Platform 4 74 7ILR) > — i, V) —XOBEHEEEZHHRL TWVWET,

Red Hat OpenShift Logging l&. 77 r—>a>y, A V7SRRS9 Fv—, BLVEEOTOHRE
DALIPI—BLY /T4 —TF, Thid, YR—FINTVWBIFZIFERIRATFTALICOV %8R
ETBDIEATIIEEZBEMNELTVWET,
Logging I&. L FTIEHY FH A,

o KM|ELROITINEY RT A

o Xxal) T4 —IFRELUVAM RV MEELR (SIEM) ITHER

o BERFLIIRIAOOJODREFEFIIFE

o REIINh/iOTIVY

o REQAKMNL—Y-BEEOJTETI74IMNTCREEINELEA

21 R— MNHRDAPI ARV LYY —RAESH

LokiStack IJFEFEHR T, WA, —ED API EHR—FIhTVWEHA,

#F2.1Loki APl DY R— MKEE

CustomResourceDefinition ApiVersion HYR— b DIRE
(CRD)

LokiStack lokistack.loki.grafana.com/v1 55 THR— K
RulerConfig rulerconfig.loki.grafana/v1 57 THR— K
AlertingRule alertingrule.loki.grafana/vi 57 THR— K
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CustomResourceDefinition ApiVersion Y R— b DIRE

(CRD)

RecordingRule recordingrule.loki.grafana/vi 57 THR—K

22. B R— NI NABWVWEERTE

PFoavR—%>Y MaZEEY 5IC1E. Red Hat OpenShift Logging Operator % Unmanaged (Z¥Z4})
DREICFKRET D2HENHY T,

e Elasticsearch 1 X% A1)/ —X (CR)
e Kibana 7 70O4 Xk

e fluent.conf 7 7 1)L

® Fluentd 7—E> v b

Elasticsearch 7 704 X > N7 7 4 LA ZHE$ % ITI&. OpenShift Elasticsearch Operator % FEEHR 1k
RBICRETILEN DY ZET,

BATRHICH R— M ERAEINTWE T —RICIE, LTFAEFENET,

o FUANMDODO/O—FT—YaVDRE, T74 N bDOOATO—FT— 3 VEREREETEE
A,

o NELAOJDBHOFE. OF/AL I I—DHAT7 7 A IVDIFFHALEREFTHI LI TIFE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T3,

e OFALYYayvpARay MYV F, AL 9 —IlL>TOIPFEAIARONZEE % FHE
LTRETDZIEIITETEEA,

o RIEZHEZFALAOX /AL VY —DFRE. REZHAFHELTCOJ/ILIY—%ZTET
ZEldcEEtHA,

e O7ILV9—IlI>TOVEERILT DAHEDERE, T 74N MOOTDOERILEZEET S
ZERTEFEEA,

2.3. EEHN D OPERATOR DH/R— kR & —

Operator M EIRIREE (L. Operator NEREHRYICI SRS —HDEETZIVR—FXV DYV —%
TOT4TICEBLTWRNEI DN EEDE T, Operator ' unmanaged JREEICEREINT WS &,
NIFBREDERICGELET. BEFHEZELEIEA.

CNIFFEEBRB I SR =T\ JRICENTT D, BEADIRED Operator IFHR—MIN T,
PSR —EBEFIE4DIVR—X Y MNRES LUV Ty 7L —RER2ICHE L TWS Z & EFIR
ELTWEY,

Operator (FLA T O A EEFERA L CTEBADRBICEETEET,

e {ARBID Operator ¥E
@B D Operator IZIE. Zh 5 DEXEIC managementState /X5 X —4 —hHYU FF, Thid
Operator ICISCTIEFIEFRAETTIEATEEY, /=& A X, Red Hat OpenShift
Logging Operator (EEE T2 HAI LYY —R(CR)ZEBTEHIEILL>TINEEITLE
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g2E Y R— b
A, Cluster Samples Operator &7 5 249 —2&KDERE) V—R=FERALET,

managementState /X5 X —#4 —% Unmanaged ICZ & § %354, Operator D) Y —R %
TOT47ICEBLTELT, AVR—XXVMNIEETZT7I/2avaERLAVWIEEZEKL

9, Operator IC&>Tld, 77 RF—DMFEL. FE) AN —DREICRDAREMENDH 2
=, ZOBEERBICHIG LRWAREELHY 7,

Digk

==
[=]

f&%1®D Operator % Unmanaged REEICEEFE T 2 &, FENIAVER—FR YV

& LOHBEDN Y R— b RFAICAY E T, TR—MEET 2IC1E ]|
HFINMEE% Managed RETHIRT 2BENHY T,

e Cluster Version Operator (CVO) DA —/X—5 4 K

spec.overrides /X5 X —4% —% CVO DFREIEMT 5 &, EEHFIFOAVER—X> D CVO
OEBEICHLTH—N—=F4 RO—EBZEBEBMNTEET, IVKR—XV LD

spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TIL—
FAAZ7Ov 73N, CVODF—N—F4 RBBREINLRICEEZFICTS— MMEEFINZ
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

gk

H
[=]

CVODA—N—F5A4 RAEERETDE, VT RAY—2E DY R—MIhian

REICAYFT, YR—PETTBICIEE F—N—F 1 FZHIFRL 721
I RESNACHEEZBEITIVEDHYET,

24.REDHAT Y7 R— NEOOXF V7T —49 DINE

YR—MNT—REERT B, THEADY ZRI—DT /Ny JIgH % Red Hat HR— MMIIRMH L TV
72< & RedHat DY R— MIKIBFT,

must-gather V—JL ZFERAd 2 &, 7OV MLRILDYY—R, IF5RI—LRILODYY—R, &
SUROF Y TAVR—RY FOZMIBEREZINETET I,

MR Y R— N %185 ICIE. OpenShift Container Platform & A ¥ > VOl A DEZEEREIRME L TL
IV,

pa 3

hack/logging-dump.sh 2 7 1) 7 MIFEA LAWVWTLEZIV, TORV Y FMEIHYR—
hIhiad<iYy, T—9%NELEHA,
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2.4.1. must-gather *J —JLICDWT

oc adm must-gather CLI O~ > Rid, BEDT /NNy JICLEBEERDZUEREDHZ 7 T RY—D5DIE
WEPNELFT,

AOF > 7 Di%B4a. must-gather [XRDBEHREINEL £,

e FOVIY MLANLDPod, configmap, Y—ERXT7HAT Y~ O—Jb, A=A VTV
TELVARY N EEC IOV MLRILDY Y —2R

o JSRAH—LRITHD/—R, O—=J), BLVCA—INA VT4V THELISTRIY—L R
DYy —2

e OJ/ILV4—, OJVRKNT., 8LVOTEY 27 54— ED openshift-logging & U
openshift-operators-redhat namespace ® OpenShift Logging ') ¥V —2X

oc adm must-gather #E1T79 25 &, LW Pod BV TR —ITERINE T, T—4 & Pod TINE
XN, must-gather.local TIHFEZFMT A LI M) —ILREFEINET, 2OTa4 L7 MY —Id |/IT
DEETAL I M) —ITERINFE T,

242.O0F V7 T7—49 D&%
oc adm must-gather CLI AV RAFERAL T, OF VJICET2BERENETEET,

FIR
must-gather TO¥ > JIFHREZNET 2 ICE. U TFEETLET,
1. must-gather R %= RFITI2VEOH BT LV M) —IIBBLET,
2. OJ4 *X—2Ix LT oc adm must-gather <Y > REEITLE T,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather vV — )L, IRT7 14 L ¥ b 1) —N®D must-gather.local TIEF2#HHE T L 2 b
) —%4E L E 9. #Hl: must-gather.local.4157245944708210408

3. fER I N 7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLET, /=& 2, Linux 7
RU—FA4 VIO RTF LA EFERT 21— —TCUTOIT Y REEFTLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EHE7 7AW % RedHat h A4V —HR—% )L TER LI R— N —RICHRMALET,
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B3 AXVI/DOINS TN a—F14vT
EIZEOAXVIDNZ TN a—FTa4VY

3LAF VI RT—F ADERR

Red Hat OpenShift Logging Operator 8L U Z DO OF YV AVR—FX Y NORT—H A%ARRTE
x7,

3.1.1. Red Hat OpenShift Logging Operator D 2 7 — 4% A &K’R

Red Hat OpenShift Logging Operator D A7 —4% A= KRRTCX X T,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
nTtwa,

FIR

1. RO Y KAERETL T, openshiftlogging 7OY ¥ MIZBELEY,
I $ oc project openshift-logging
2. RDAX Y R%EZEFTL T, ClusterLogging 1 VA VY ZADAT—HY RA=RIBFLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd g
nodes:
collector-2rhqgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
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logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAD status A9 VHIZ, V5RAY—RTF—YADT 14 —ILKHARTINZET,
Fluentd Pod ICE8 T 2 B

Elasticsearch 7 2 24 — D@L (green. yellow. F 7 (3 red) 72 & D Elasticsearch Pod
ICBE9 2 1EER

o 0090

Kibana Pod B89 % 1&ER
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B3 AXVI/DOINS TN a—F14vT

3111 KR& X v £— (condition message) D> 7L

BIFiE. ClusterLogging 1 > 24 >~ XM Status.Nodes 7 > a VILEFhZ2REA v E—JDHIT
9,

PLTFDEIBRRT—FAXvE—JE, /—RDOBREINLBEEEEBLZBATBEY., Yvy—RKHZD
J—=RICBEIYYTohAWZ EARLETD,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

UTDEIBRAF—HAA v =Vl /— ROBRESNABEEELBIATHY. ¥v— RO
J—RIBBSEONEEERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTFOLIBRRTF—F A X vE—IE. CR D Elasticsearch / — REL 29—V SR —D\WTFhD
J—RIZE—BLARWZEETRLET,

H A B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

URDESRBAT=H 2 A v =Vl BERINLPVCHPVICNA Y REINBRWI EZRLET,
Al

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

LTFDEIRRT—HZAAvE—JE, /—RELIZY—DPVTIhD/—RICE—H LAV,
FluentdPod # A4 a— )L TERLWZ EARLET,

H A B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
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Failed:
Not Ready:
Ready:

31.2.0F 3 VIR—R VY NDARAT—4H ADERR

¥Z<onF¥y AV R—xY MDRT—Y RERFTEET,

=50

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
nTtwa,

FIR

1. openshift-logging 7O =7 MIYYEZET,
I $ oc project openshift-logging
2. OFX VI BEBEORAT—Y9RAEXRRLET,

I $ oc describe deployment cluster-logging-operator

6
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. AFxILT)AEY NORT—YRERRLET,
a. L) Aty NOZRIZEEBLET,

H A B

I $ oc get replicaset

H A B

125



OpenShift Container Platform 4.12 Logging

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

32 00EZED NS TN a—FTa VY

3.2.1.Fluentd Pod ®&BF 704

ClusterLogForwarder H X% L') / — X (CR) DYERKEFIC. Red Hat OpenShift Logging Operator IC &
Y) Fluentd Pod "BEIMICET 704 INRWIEEIE. Fluentd Pod ZHIFR L T, BHEIMICET 704
TEET,

=S5

e ClusterLogForwarder 1R 4% L)Y —X (CRYA T2V MEEHRLTWS,
=2
o RMDIATY K%AERFTL. Fluentd Pod ZHlFR L TEEFIMICET 701 LE T,

I $ oc delete pod --selector logging-infra=collector

3.22.Loki L— ’EIRIZZ—D NS TN a—F4 7

Log Forwarder API AL — MR ABAZRKZRXvE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L— NHIRR (429) TS —HDERINE T,

INSDIZ—F, BEOEERICRETDARMENDHY T, LEXIE TTICWLS 20O THH
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29ZR9—ICAFX VT EEBMNT 2HE. AFVIHPBRFEOOJI VN —2FRTRYRAEDI LTS
EL—RMEBRT S —HDRET ZEEEDIHY £T, ZDIFA. %ﬁbb\DO“O)LDDEF#‘ &t L — IR
SYUBLEWEE. BET—YEEENICRYAZFHA, 1—F—DONAZBBELETICL—MIBRI S —
b\ﬁﬁF/%{hiTo

L—hEIBRT S —A 5l &I RET 515513, LokiStack hR& LYY —Z (CR) ZZEET S & TMH
BaRTEEY,

BF

LokiStack CR |%. Grafana 7" A M9 % Loki TIFFIATEFZFEA, TDOMEY 74,
Grafana MR A b33 Loki —/N—ICIXBEAINFE A,

=St

® LogForwarder APl (&, O% % Loki ICERET B L D ICBREINT WS,

o VAT ALIFE, RDLIBR2MBAEBAD A v E—ID7TOY V% Loki ICEET %, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75R45—RDIL Y
=071, ROWTNHDIS—A Yy E—I5ELITIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—J DHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v t—TDHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”
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FIR

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —/L NZEH L X7,

CDIZ—REGANICERTIINET, L& X IE. LokiStack BRYIAH Pod TUT &7V &

Loki RYAHTZ—X v E—T Df

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

ingestionBurstSize 7 1 —/L Ni&, T4 A MY Ea—49—L ) hZ&il{ARO—HI
L— hHIBRY Y TV A X% MBEMNTERLEY, COERFRN—KYIYFTY, 2D
Ex, PR EETIDDTYyYa) VIR MNTREINZIEROTYA XIKRELE

¥, ingestionBurstSize fEL Y KX WE—) J TR MNIFHATETEHA,

ingestionRate 7 1 —JU K&, 1#WHYICRYIAFZFNZ T Y TILOKRKE (MB B1I) IC
X2V T MHRTY, O7DOL—MAFHIREZBATVWRICENDIDLLY, LIS —H
AJOEEEZBAITISE. L— MBI RELFTT, GEFFE’FHIRLY DR
WEEICRY ., YXATFLIEAEL. 2—F—DNARLTIS—MBRINET,

33.0075—MNDNZTNa—FTa2T

ROFIEAFHEALT, V75R9—LE0OT7 75— DM TN a—FT4VT5THIIENTETET,

3.3.1.Elasticsearch 7 S A9 —DREEMUR T —F ADNKICR>TWS

1P2ULEDTSA4<) =% —REZFDL T AR/ —RIZEYHETONEREA, TOFS5—MDKNS
TIoa—F4 75T, ROFIEAFARALET,
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)

CDORFaAYMD—EDIT Y KL, $ES_POD NAME > = )LZE# % £ L T Elasticsearch Pod %
SBLET, CORFaAXAY LYY REZEZEIE—LTHYRITZEEIE. COEHE

=N

Elasticsearch 7 5 24 —ICBMRMEICEET 2ELNHY F T,
RDIAY Y R&ERITT 5 &, FIFABER ElasticsearchPod # ) A NRRTE XY,
I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNHNAEERL, ROIT Y RAEEFTLTSES_POD_NAME ZH %% E L
i’g—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>
O% 2 RTS$ES_POD_NAMEZH ZFRATESLDICRY F LT,

FIR

1. JROOY Y R%ZFEITL T, Elasticsearch 7 S A9 —DEEMEE=F v I L. V753R9—D
status DENFTHD T E%=EERLE T,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health

2. 0 ROAT Y RAEEFTLT, V75RY—IZBMLTWSE ./ —REYRRIMNRRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

3. kDAY Y RAEEFTL T, ElasticsearchPod #Y X kL. BIORFTYy 7OOAYY KHEAD/ —
NEtEBRL X9,

I $ oc -n openshift-logging get pods -| component=elasticsearch

4. —ERD Elasticsearch / — KBV SR —IZ&MLTWARWGEEIX. LTOFIEEZEITLET,

a. ROAT Y REZETL, HAO%HESEL T, Elasticsearch ICY A9 —/ — RKANBIRI K TW
32 EEHEELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

b. RDATY FERTLTHAZHE L., BRINLTRAI—/— KD Pod O7ICHEN 7
WABEER L 7,

I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

c. MDAV RERITLTHAZEERL, 77 R9—IZ&MLTWAW/ —RoOJICHEE
BNRWHESRLE T,

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging
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5. §RTD/—RAISRY—IZSMLTWBIESIE. ROOATY RAETLTHAZERL,

1.

130

PSR —DOERNEIDEHR LTS,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

A Y ROHARBWGEER. VAN —TOEIANMREFOIRVICL>TEELTWS
N BLELTWSHBEENDY X7,

RDOARY RZERTL, HH2HER LT REFDIRINHENEI D 2R LE T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

REBHPDIRIDH2HEIF. TDRT—IR%ZEEHLIY, TODRT—FZANELL. 75
RG=N) AN —hDFEIEE, TOFEIFELET., VANY-FKEIE IS5 -0 A
APHMDBRICLYERYIY, REFDIRIDAT—H ADNEEINLZWGZEIE, AN
J—MMEIELTWB I ED DAY XT,

DAN) =MELELTWE LI ICRABHEIF. ROIYY RZEITL THDZHR
L. cluster.routing.allocation.enable {E#* none IZFEREINTVWENE I D EHERLE T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

cluster.routing.allocation.enable {fEA" none ICEREINTWBHBEIE. ROOATY RZETL
TalllZELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

CRDAR Y RERTLTHDZRRBL, FEFVWA YTy I RADHEINEI D ERELE T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

A1 VTY I ANEEFRWNESIE. UTOFIEEETLTHRDOA YTy I 25 LET,

a. ROAXV RZETFLTHFv v a1zl )7 LEY,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

b. RODATY RZHETLT. BYETORRBEATOHRZBEPLLEXT,
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. DAYV REZERFTLT, IRTORY7AO—-I/IIEE%HIBKRLZET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE



FIFOAX VIO TN a—FaT
| |

d ROAYY REXRITLTHIALTI M 2EPLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

2. BIRDFIETHREDS VT v I ADBLLBLRWGERIF. 1 VT v I A%@EBICHIBRLZET,
a. ROAT VY REEFTLT, ZTWAVTY I REERELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ROAY VY RAERIFTLT, ZFWA YTy I R%HIBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. ZBDA VTV IADRL, VSRIY—DRAT—IADNKDIFEEIE. T—4 / — RTHHGEMIC
BEDUWIBAFTLAND > TWRWIEEZRELF T,

kDO Y RAEZEFTL T, Elasticsearch VM E— T DFEREAFTUVNE I EERLE
-a—c

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

J< > R T node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—7HERAEEZHRLFT,

b. FHEMN %\ CPUDNBWHAERERL X9, CPUFEARKRDFEMIL. OpenShift Container
Platform K¥a XY b TEZ4 )V ¥ v aR— RKOWER] 28RLTLEI N,

BTG IR
o E=-XHYVTEH v a1 R— KD
o RIFLIIHFEDISRAI—RAT—HYRAAEBIET S

3.3.2.Elasticsearch 7 S A9 —DIEEMNINEBTH S

1D2UEDTSA43)—2+v—RDLTY AT v— KA/ —RNICEYHTShEEA, ClusterLogging
AR LYY —Z (CR) D nodeCount (EAXFHAEL T, /—REHEEPLET,

BEEEIR
o KRFILIIEBEBDIZAY—AT—HRA%IEBIETD

3.3.3. Elasticsearch / — KDFT 1 RV DR EKESICEL
Elasticsearch 1&. REKESICET S/ —RNICYvy—RA2EIY LY TEEA,
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BV
CDORFaAYMD—EDIT Y KL, $ES_POD NAME > = )LZE# % £ L T Elasticsearch Pod %
SBLET, CORFaAAY LYY REZEZEIE—LTHYRITZEEIE. COEHE

="

Elasticsearch 7 5 249 — LB RMEICKRET 2HELIHY FT,

ROAR Y RERTT S &, FIFTRER ElasticsearchPod # 1) A RRRTEE T,
I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNHNAEERL, ROIT Y RAEEFTLTSES_POD_NAME ZH %% E L
i’g—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > RT $ES_POD_NAME Z¥ % FHTE2 & dIcRY F L,

FIE
L RDOYY RAEEFTL T, Elasticsearch 7T 7O IhTWa ./ —REHFELET,

I $ oc -n openshift-logging get po -0 wide

2. RDAR YV RZERFTLT, REVHTDY vy —RIH2HDEI D ZHRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

3. REWEHTOYvy— KA HZHBEIEE. ROATY REEFTLT, &/ —NOT1 RIVBE%TH
mLET,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4, ATV RHAT, UsedlzHRLT. ZO/—RTHEAINTWSET A RVDEE%HERL X
-3—0

H A B

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

FERFEHT 1 AU DEIEN 85% 2 A 3i5EE. / — NIMEEEFEZBATEY., Yv— KD
D/ —RICAYVETONRIRYZEY,
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5. IR1ED redundancyPolicy =529 % (CIE. ROOATY RZ2ERITLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —RZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WHFEIE. Thi
SingleRedundancy fEICEEEL. CDEREZHFEFLET,

6. ARDFIRTHEEI AR LBRWERIF. WA YTy I XZHIRLIT,

a. ROAT Y RAEZEITL T, Elasticsearch EOTRTODA VTV I RADRAT—Y A &FEERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. EWA YT YV ATHIBRTEZ2LDERFELIT,
c. ROAR VY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4.Elasticsearch / — RDT 14 AV EKESICELE

Elasticsearch I&. BEEBEIELL/ — K15, BEEEOLZIWEFIREZBATWAWT 1 RV EHE
DEWN—RIZVy—REBEBELLDIELET,

Sy —REEBEED/—RICEYYTEICIE. TO/—REDAR—AEBRTIVHELIHYET., T4

ZO@E’&@’PT;&?’J"C%&L\% lE. FTLWTF—4% /—REIVSRAIY—IZEBNTDED. V5RY—
BERMER) D—ERBO L THTLEIV,

B b

CDORFaIAYMO—EDIY Y KiE, $ES_ POD NAME ¥ T L Z# % {#F L T Elasticsearch Pod %
SZHBLET, CORF2XAV LAYV REEEIECE—-LTHYNMITZHBEIE. COTH%
Elasticsearch 7 5 249 —ICBRMEICKRET 2HELIHY FT,

ROAY Y REERTT 5 E, FIAREEAR ElasticsearchPod 2 1) A RRRTE XY,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JRARINTWS Pod DWTFNHERIRL, ROV REEITLT$ES POD NAME ZTH AR E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 2L dIcRY F L.
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FIR

L ROy RAEEFTL T, Elasticsearch 7T 7O IhTWb ./ —REHFELET,

I $ oc -n openshift-logging get po -0 wide

2.8/ —RKRDTARIVBEEHRLET,
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3. VRPN YNFUVRAINTVENEI N ZHRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

AT Y REAICY vy — ROBEREENTINTWBREAIRK. BaKEREBITVWIET, EaK
EEDT T AL MEIZO0% T,

4, IRTD/)—RKRDT A RAVBEEEBYLET, T1RIVBEAIECLT I ENTETRVGEIL.
HFLWTF—9/—REISAY—IBINT D, V5RY—DEEHATRERMERY VD —%FH5LT
ATLIEI W,

5. IRE D redundancyPolicy =529 % (1CId. ROATY REETLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —XZFRA L TW2a5HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WHFEIE. Thi
SingleRedundancy fEICERE L. COEEZFREFELET,

6. FAIRDFIRTEENER LBWSZEIE, WA VT v I XZHIBRLET,

a. ROAT Y RAEZEITL T, Elasticsearch EQOTRTDA VT Y I RADRAT—Y A &ML
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTV VATHIBRTEZ2LDERFELIT,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch / — KD T 4 R 7B W (FVOEEEITEL /=
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Elasticsearch &, MREHIEFNEZTARTOA VT Y IR L TCHARYERDA YTy 2270y
o AREIICERLEY,
o 1DULEDYY—RA/—RICEYYLTONET,
o 1DUEDTFARIN WoIEVDERE #BATWET,

ZDT7Z—MDKRZTIYa—T4 v T%THICE, ROFIEEFERLET,

)

CDORFaAYMD—EDIT Y KL, $ES_POD NAME ¥ = )L Z# % £ L T Elasticsearch Pod %
SBLET, CORFaAXAY LYY REZEZEIE—-LTHYRITZEEIE. COEHE

EZaN

Elasticsearch 7 5 249 —ICBRRMEICKRET 2HELIHY FT,

ROAR Y RERTT S &, FIFETRER ElasticsearchPod # 1) A RRRTEE T,
I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNMEZERL, ROOIT Y RAEEFTLTSES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 5L dIcRY F L,

FIE
1. Elasticsearch / — RKDF 1« A V5EBERMEBS LT,

$ for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. XYY RHEAT, Avail Iz L T, TD/ —FEDEET A RIVREBEZRAL Y,
HHH

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on

/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. IRTD/—RKRDTARAVBEEEOLET, T1RIVBEAIEBEPLPT I ENTETRVGEIL.
FLWTF—9/—REISAY—IBINT D, V5RI—DEEATREMERY VD —%FS5LT
ATLIEI W,

4. IRED redundancyPolicy =529 2 ICIE. ROATY REETLET,
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$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') V —RZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E#4* SingleRedundancy {E & Y KX WFEIE. Thi
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIRTEEN R L AWGSIE, WA YTy I X ZHIRRLE Y,

a. ROAY Y RAEZEITL T, Elasticsearch EOTRTDA VT Y I RADRAT—Y A &ML
x99,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTy I ATHIRTE2EtDEREELET,
C. ROAXV RAEEFTLTAVYTY I AEHIBKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

6. T4 RVBEEBOEREEREHKITES., FHAINTVWET A RIVBEN 90% 2 TFE>75, K
DAYV REEFTLT, TO/—RADEZIIAADTOv I ERBBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM & — {FHEHNZ L\

Elasticsearch / — R®D Java RIEY > ¥ (WM) E—TF X E ) —DEAEHN 75% 2BATWET, E—
THA X AHEPT ZEHERETLTLEIL,

337.&£5HOX VTV AT LD CPUNH W

J—REDVRAFTLDCPUFHEIEKRVET, V5RAY—/—ROCPUEBRELET, /—K~
BYHTBHCPUNY —REBYPITIEZREFTLTLEIN,

3.3.8. Elasticsearch 7Ot X ® CPU A'&m W

/ — RT® Elasticsearch 7O XD CPUBHE NS RYET, V5RY—/— RO CPU 2L
F9, /J—RAFYHTBHCPUNY —REEOTZEERETLTLEIL,

3.3.9. Elasticsearch & 1 R VBEHAFRELTW5S

BEDT 4 AVEHEICEDWT, Elasticsearch 5% 6 BEILKNICT 1 RVBEITRET 3 & FHIX
NTWET, TOT7S— DS T a—F4rT&5THIClE. ROFIEEFHALET,
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FIR

1. Elasticsearch / — RKDF 1« A V$EBERMEBS LT,

$ for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. AV RHEAT, Avail =R LT, 20/ —REDEET A RIVBREEERELZET,
HA%

elasticsearch-cdm-kcrsdab6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/dev/invmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3IRTD/—RDTARIVBREZE P LET, T4 RVBEEEPT I ENTERWNGEIE,
FLWT—8/—R%EIZRI—IEMTZD. VR —DEETRER) O—%@5 LT
HATLRIW,

4. IRED redundancyPolicy #5292 ICIE. ROATY REETLET,
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
9 5 X% —T ClusterLogging ') ¥V —XZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

4 5 X4 — redundancyPolicy {7/ SingleRedundancy fE& Y KX WE&IE. Thi
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIRTEEN R L AWESIE. WA YTy I X ZHIRRLE Y,

a. JROAT Y RAZEITL T, Elasticsearch EOTRTDA VTV IV RADRAT—Y A &MEERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. WA YT v I ATHIRTEZ2EDERELZT,
c. RDAX YV REEFTLTA VT Y I A%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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BEEE IR
o KRFILIIBEBDIZAY—AT—HYRA%IEBIETD

3.3.10. Elasticsearch FileDescriptor DfEHEA H LY

BECERERAICEDOWVWT, /—RTFRHINZ 7 74 LB FORIETOTIEHY FH A,
Elasticsearch 7 7 4 JLERiRF D K F 2 X > MDFERABICHE > T, &/ — KD max_file_descriptors D&
HHERLET,

3.4.ELASTICSEARCHOJ XA N7 DR T—4 ZADFHKR

OpenShift Elasticsearch Operator D A 7—4% A%, #% < @ Elasticsearch AV R—F Y N RRTE
£7,

3.4.1. Elasticsearch O A N7 DR T —H ADKRR

Elasticsearch O A R TFDAT—H A ERRCEET,

=S5

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIa
1. RODOY Y R%EEFTL T, openshift-logging 7Oy 7 MIEBELE T,
I $ oc project openshift-logging
2. AT—HRAERRFTBITIE. LTFEETLET,
a. RDAY Y RAEZEITL T, Elasticsearch AT A NTA VAV ADELEERESLET,

I $ oc get Elasticsearch

H oAl
NAME AGE
elasticsearch 5h9m

b. MDAV K%ERFTL T, Elasticsearch A AN DRT—9 A%=BELZ T,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UTFICHZERLES,

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

HAIIE, UTFO& S RIERIEENET,
A5
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status: @)
cluster: 9

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods: 6
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LHhostaus I UYL VSR -RF—FRADT 4 I RBRFRINET,
9 Elasticsearch A A N7 DR FT—4 R:

o FUTATRTZA47)—2v—RDE

o FUTATRYvy— RO

o MEAILIN DY v— RO

® FElasticsearch AT A N7 DFT—4 / — KO
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® Elasticsearch DY XA N7 ®D / — KD EFHK

o REBHDYRYUDH

® Elasticsearch OY' A N7 DX FT—4% RX:green. red. yellow
o REYHTDYv— KD,

g AT —4 RIREE (H BIBA). Elasticsearch AT AN T DRAFT—4 Rid, Pod 2RET
ERDSBEICAT Y 1a—F—oDEHEZRLET, UTOKRRICEELA N
Y AARRINET,

® Elasticsearch OV A M7 H LU TOF > —aAV T F—DOEA %DV TF—H1FH
LTW3,

® F[ElasticsearchOZ A N7 E7OFxY—aAVFF—OEATIAVYTFHF—IKRTL
7=,

¢ Pod MR T a—IILWRHATHD, F/=-. WO DRBEBICETBZEHEETIN
TWE T, FifllE, REXAYE—JDU YTV 2SBLTLEIL,

Q Elasticsearch O 7'IC I, upgradeStatus DV 5 A4 —HD / — KRBREINE T,

© 7729 —MH2 Elasticsearch AT AR TDIZA TV b F=5, BLUT2R
4 — Pod, failed. notReady. Z7-(|d ready REED TFICY X PRRINET,

3.4.1.1. KB& X v £— (condition message) D> )L

LAFIE, Elasticsearch 41 Y A% >V A D Status £ a yH L D—EDREX vy =T DHFIICARY F
£

LTFDRTF—=HZAAvE—=IlE, /—RDOBREINALBEEEEZBATEY, Yvy—RKHTD/—RIZ
FYBTonhBWwWZ EaRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=F ALy E—ViF, /—RFIRESNESEEEZBATEY., Yv—RiMD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
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reason: Disk Watermark High

status: "True"

type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

RDAT—HAAy =K, BRI LYY —RX (CR) D Elasticsearch A A MF7D/—RKEL V4 —
NISAI—HRNOED/ —REBE—HLABAWZ EZRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

RDRAT—4H A A v t—TF, Elasticsearch BY 2 k7 CR AT L7@WKIEHR Y 2 —LEK (PVC)
EFEALTVWSZEERLET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

RDAT—H AAyt—TF, Elasticsearch A A N7 VS A —ICARER) >—%HR—KT5D
I+ / — KRB RnwWZEERLET,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRATF—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBZEERLTVE
£

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
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reason: Invalid Settings
status: 'True'
type: InvalidMasters

LTFDRAT—=9ZAAvE—IE, MALD & LAZEED Elasticsearch A AL —Y THR— K I AW
ZE&z=RmLEY,

UFICHZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z2"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason 5 LU type 7 1 —IL KiE, Y R— b RARADEEDY A TH5IBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR—FINhTWEHA,
StorageSizeChangelgnored

ARML=SH A XDEENMYR—FIhTWEEA,
StorageStructureChangelgnored

—BRANL—VEKGERA ML —VUBEBRTOEENM Y R—FIhTWEHA,

BF

—BFA ML —=UDBKIEA ML —YICHIYE X B &£ O IC ClusterLogging CR % 5% E
L&D &9 3% &, OpenShift Elasticsearch Operator (kiR 1) 2 —ALAEK (PVC) %
ERRL T8 KFRY 2—L4A (PV) IZ/EERL

A, StorageStructureChangelgnored 2 7—% X %= HlIff ¢ % (CIF. ClusterLogging
CRADEEATICEL. PVC ZHIRRT 2ELNHY £,

342. 0 ANP7AVER—RRY NDRAT—H ADRR
HEZL{DOFANFAVE—RX YV NDRATF—Y AERRTCEET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 YT YV ADAT—H A ERRCEET,

1. Elasticsearch Pod D&Fi%#EE L £,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7
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2. AVTYIADRAT—H A ERFLET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdg0OLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158 kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
1 1 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod
AJANT7ZRANT B Pod DAT—F RERRTEET,

. Pod D&RIZHIEL X T,
I $ oc get pods --selector component=elasticsearch -0 name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. P)dDRAT—9 A=W LE T,

I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

HAOKRE, UATFOLDBRRAT—F BRI INITT,

H A B

Status: Running
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Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started:  Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa 1

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJAML—Y Pod 7704 X MNRE
AJZAMNT7DTFTOAAY MREDRAT—Y AERRCTEET,

L T7O4 AV MEEDRBIZEEBLE T,

I $ oc get deployment --selector component=elasticsearch -0 name

H A B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAAY NEREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE, UTFDLSBRAT—9 RERAZENET,
palyl
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Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

OJRAM7OLTY Aty b
AJRNT7OLFYAhEY NORT—FRERRTEET,
L L7 Aty hOZRIZRBLET,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV AhEY NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
HAIKE, UTOEL D BRT—F RABHRAEFEFNET,

H A B

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch 7 2 A9 —DRAT—H X
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OpenShift Container Platform Web 3> Y — )LD Observetz 7> 3 VIlH B 5 v > 27R-— RITIL,
Elasticsearch 7 S A9 —DRAT—H ANKRRZINET,

OpenShift Elasticsearch 7 5 A% —D X7 —4% XA = B459 % ICIE. OpenShift Container Platform Web
Y —I)LDObservetz /> avIilH B4y akh—R
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL R

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 S 29— X —I KH, Ix—Y R4 ERLE T, UTICHERLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total
Elasticsearch / — KA EEEAEDHEEE)., O—) v /VBES. F/LE AT a—I)ILIn-mEEHR
g BEFHLALAE#HEZRLET. UTICAHlZRLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 1 ¥ 7 v ¥ X namespace DA RRL F T, UTICHAERLE T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
% namespace DL A— RYZRRLET, UTFICHlZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" X v z—
Elasticsearch I admin-cert. admin-key. logging-es.crt. X 7-|d logging-es.key 7 7 1 LAY /R W\ 15
B, Yy aR—RIERDBIDE D BRAT—F ZAA Yy E—IDRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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LA OX VY

75 A4 —&EEE(IL, OpenShift Container Platform ¥ S 24 —ICOFX v VA7 70O4 L., ThuFEH
LT/ —RYRFLEEOY, 77UV r—Yavavs+—ay. AVISANSI2Fry—O7 5%
BLUVENTEET, V5A9—LDRedHat AEETZO/ XML —TYRE, BIRLAOJHAIICO
JHEERETEET, 7704307 AL =YY 1) 22— 3 VI LT, OpenShift Container
Platform Web >V —JLF 7 ld KibanaWeb AV YV —IL T, OV TF—492AHBILTEIEETEET,

pz o-1o)
KibanaWeb 3>V —JLIZIREI R > THY., FkonosY ) —XATHIRINSF
ET\‘TO

OpenShift Container Platform 7 5 24 — & &L, Operator AL TCOFXF VY /455770414 TEXZE
T, FHMlE. OF 704 VA=) #BBLTLREILV,

Operator l&, AF v /07704, 7y Tl —K, BLPRFEBEYLFI., Operator 24 VR
h—JL L7 I(C. ClusterLogging h X9 LYY —R (CR) 2{E LT, OFX v Jpod LrOFx> T
HHR—NTEBEOICHEREOMDY Y —R%ERX5221—)LTEXT, ClusterLogForwarder CR %
ER LT, IN&ET207E, TOEBAESLVGRELEZIBET LI EHETEET,

pa

MER OpenShift Container Platform Elasticsearch AZ' A M 7 IZEEHEO 7 DEF 21 7R R
PL—YBHELABAWES, 7740 N TEEDJIEZAER Elasticsearch 1 Y R4~ T
REINFCA, EEOV % T 7 4L NDHE Elasticsearch A7 X NP ISEET 20 E
NH 31555 (Kibana TEEOJZRRTHRE) I, BEEO/DOJ A N7 ADERiE T
AN TWB LS IC, OVEEAPI ZFHATI2HENHY FT,

41.0F VI 7—F7T0Fv—
O¥Y/OERIAVE—IY MEROEBY T,

Collector

JL Y% —I. Pod %% OpenShift Container Platform / — KIZF7O4 $55F—FE &y AT
T, &/ — o0 J7—49%2&EL., T—9%2EHL T, REINABEDICEELF T, Vector
ALIY—FLIEWED Fluentd ALV Y —6FRTEET,

X s

Fluentd (ZFEHEE LR >THY, 5D —XATHIRINS FETY, RedHat
&, WEDY ) —ZADSA T7H A4 7IRICZDBEEDNTEBEEYR— NEEHLE
A, TDHEEEIXILRI N Y F L7, Fluentd DXH Y IC, Vector Z{FHTX
i’g—c

aOJAxcN7

OJRARNTIIDAOOTTFT—9%REFEL, O 747—45—DFT 74N NOHEATY, T7 =)
N LokiStack AZ X k7. f€3ED Elasticsearch A7 A N7 AFERLEY. BIONEROT R NT
IOV %=EE LY TEET,
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R

Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator O&E#/NA—> 3 V EEF
nTWErtA, OF¥ 558 Tl J—REIN7 OpenShift Elasticsearch Operator %
WHEFALTWSI5E. Logging5.8 M EOL £ THIX#X Logging THBEL 9,
OpenShift Elasticsearch Operator 2L TCTF 74 /) MOATZA N L —Y 2 EET
BRHYIC. Loki Operator 2 TE XY, LoggingDZ4 744 7ILOBMFDE
#i&. Platform Agnostic Operator Z& 8B L T 72X LY,

AIfR1E
UIJIVR—XV I MEFALT, OJT—YDORENRREZRRTETET, U, REINhEODT%
BB, VIT)—, BLUORRTDZEDDITST1ANAVI—T 24 %R HELFT, OpenShift
Container Platform Web 3> —JL Ul I&, OpenShift Container Platform > Y —IL 7374 V%
BMICT B ETREEINE T,

= o-1o)
KibanaWeb v Y —JLIFIRTEIEHE L L>TH Y., HEkons) ) —XATHIKRI N
53FETY,

O¥Xv/Jikarvs+—aos&/—RaysRELET., IhLIERDYA TICHEINET,

7TV y—>avnyd
PSAY—TERIINDG, AVIZANSVFv—aAVT =TTV r—>avaER<a—4%—-7
TVr—avIilEoTERINZ IV FF—0OY,

AVYISZAMZ9Fv—0YT
1> 7 2R MZ 7 F+¥— namespace (openshift*, kube*. Z7z|d default) IC& > TEHRINAIY
TFHF—oAd, 8L/ — KDL Djournald X v 2—,

BEEnJ

/var/log/audit/auditlog 7 7 1 JLILREIN D/ — REEI AT ALATH S auditd ITL > TERS
/=0 7. auditd. kube-apiserver. openshift-apiserver t—EX, 8L UVEMARIHZEIE ovn 7
w7 7 NV Y0 u 7N

BIER R

e WebIdVVYV—ILICLBO7 DAL

42.OxX> 7057704

EIEH (L. OpenShift Container Platform Web 3> Y —JL & 7= |& OpenShift CLI (oc) AfERA L TO¥ >
J%FT7O4 L, OF > Y Operator 54 Y A M—JILTEEF, Operatorl&, AF 7/ OF 704,
Ty FTL—R, BLPRTFEHEHELET,

BEESILIOCT7 ) r—YavRARER. ZRR7I/ERAOHZ IOV hOOTERRTEET,

421 ARZ LYY —20OF VT

% Operator IC& > TREINALARI L)Y =R (CR)IYAML 7 74 )LEFEAL T, OF¥» /o770
IXV M ERETEEY,
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FasE Xy

Red Hat OpenShift Logging Operator:

e ClusterLogging (CL) - Operator =4 > X h—JL L 7=1%IZ. ClusterLogging 1 X% L) —
Z(CR) AR LT, OF vV pod BLUVAFXF YV T A R— KT BDITBHERZDMDY)
Y—2RA% ATV a1—)LTEZET, ClusterLoggingCRIZOAL V94— 740 —4¥—%F704
LET, ME. ol ELELER/—RTETINTVWET—EVEY MIL>TEEIh
TWZE 9, RedHat OpenShift Logging Operator (£ ClusterLogging CR B8 L. ZHIlib
LTaF¥Fv7o77a4 XAV bR LET,

e ClusterLogForwarder (CLF)- A —H—REZ&ICAT 28X 57DV VY —REZE
’52 L/ i’a—o

Loki Operator:

e LokiStack-Loki 7524 —%A0O7 A M7 & L THIEIL. OpenShift Container Platform EREE#
BEFEALTWeb 7OF P —%2HEL T, SILFTFro—%@HILET,

OpenShift Elasticsearch Operator:
a3

ZN 5D CRIE., OpenShift Elasticsearch Operator IC& > TERB L VEEBINE T,
Operator ICE > TEEEZSINARWVWRY, FETEHRIETETEHA,

e ElasticSearch - Elasticsearch 41 YR VR &F 74 OOJANT7ELTEHREL, 704
LEY,

e Kibana- O/ DHKRFK, VT —, RREEITT3LDICKbana 1 VRAY VY RAEEREL, 77
a4 LZxd,
4.22.JSONOpenShift AV FF+—7FZy h74—LOFV T

JSONBFX VI AFAL T, JSSONXFAAEESELA T MBERT LD ICOTERE APl 2% E
TEXEd, UTFTDY RV %ERITLET,

e JSON O DfEH
e Elasticsearch ® JSON OYF—4% DERE

e JSON O % @ Elasticsearch O R b 7 ANDER%E

4.2.3.Kubernetes 1 XY NDINE S L VRE

OpenShift Container Platform 4 X fJL—4 —(&, Kubernetes 1 RV M ZEEfH L., Thb%
OpenShift Container Platform Logging IC& > TIRETEX 2 L&D I1ICO VL5 T % Pod T9, 41 XV b
W= —EFHTTTOMTE2HEIHYET,

ML, Kubernetes 1 XY RDINES L GREFE 28RBLTLEI W,

4.2.4. OpenShift Container Platform ¥ > /D NS TN a—F 1> Y
MDAV ERTLTCOJOBBEAE NS TN a—TFT4 VI TEET,

o OFX VI RT—HADEKRR
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o OJRANTFDARAT—H ADKRMR
e OXVIT7S5—MDIEMF
e RedHatHR—MNEHOOFXFVIFT—HDINE

e CriticalAlerts D NS I a—F4 VY

425. 74—V RO Y AR— b

AXVIYRTLE T4 —IVREIZIVRR—MLEYS, TIVRR—MINE7Z—REOJLO—NR
ICTFTE L. Elasticsearch $ £ U Kibana M bHETEX X7,

HME, 74— ILRDITVRR—F ABBLTLLEILL,

426. ARV MNDIV—T 4V TIZDWT

ARY M=% —F, OF 2V JICEL > TUIET X % &£ 5 IZ OpenShift Container Platform 4 XY ~ % BS
BHBITBPodTT, AIRYRIL=9—EITRTOTAV Y IHSARVINEREL, ThE%E
STDOUT ICEXIAHF T, Fluentd lFETNHDA RV M ZINE L. TN 5% OpenShift Container
Platform Elasticsearch 1 ~ 24 > ZC#53% L £ 9, Elasticsearch (1 X M & infraq4 T v 7 RUTA
VIO AELET,

ARV ML= —RBFETTIO1TI2LENHY FT,

L. Kubernetes 1 XY hDINES L TREFE 28RBLTLEI W,
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BEEOXVIDAVAMN=I

Red Hat OpenShift Logging Operator #4 Y X2 h—JLLTAOF¥ Y I %7704 TE £ 9, RedHat
OpenShift Logging Operator (EAFX Y 724 v 7 OaAVR—2Y M afERR L. BEEBLZE T,

y 3!

Logging I&. 377 ®M OpenShift Container Platform & (F£7%42% 1) ) —RH¥ 4 V)L T, 1
VAMN—IVEBEARO VR—R Y ME L TRHINF S, Red Hat OpenShift Container
Platform 24 744 ZILR) o— & V) —XOBEHEMEEBRL TWET,

BE

HIRA VA M—ILDIBEIX. Vector & LokiStack & L T 72X\, Elasticsearch &
Fluentd [Z3EH#EE LY, 5D ) —ATHIKRINBFETT,

5L.WEBIJ>Y—I)L%{EHL TRED HAT OPENSHIFT LOGGING
OPERATOR A4 YA M—IL T 3

Red Hat OpenShift Logging Operator I&. OpenShift Container Platform Web 2>V —JLZ{EA L TA
y Z I\ _)l/—C‘ 3 i -g—o

IE=S 0
o THEEWERND S,

® OpenShift Container PlatformWeb A Y —JLIC7 VA TE 3,

FIR

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
xY,

2. Filter by keyword 7" v 2 X |C OpenShift Logging & AL £ 9,

3. FFAEEAR Operator @ ') X b A5 Red Hat OpenShift Logging #:#3IR L. Install 2 1) v &
LET,

4. Installation Mode T A specific namespace on the cluster?EIRINTWB Z & %R L Z
ER

5. Operator recommended namespace 7' Installed Namespace T openshift-logging IZ72 > T
WBZE=MRBLET,

6. Enable operator recommended cluster monitoring on this namespacez ER L £ 7,
ZD#F 7T a i, Namespace #+ 7~ = ¥ bIC openshift.io/cluster-monitoring: "true” 5~
WERELET, 77 R9—FE=4Y v openshift-logging namespace ZIRETEX 5 & S
K. ZDF T avERRTZUENHYET,

7. Update channel & L T stable-5.y #3ER L £ 7,
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R

stable ¥ ¥ ®JLIE. Logging D& ) —RAaWRETIEHFOHERELF
¥, LIRIDY) ) —ROEHEFIESHMEZETHICE, TRV TFTvavFex
L% stable-x.y ICEBR T 2MENHY ET, xyld. 1 VA= LAEOTDX
Vy—N—=I3vERAFT—N=UarviERLET, L& XL, stable-5.7 T
ER

8. Update approval #:®#IiRL £,

e Automatic A hS TV —%FRATIE. FILWA—Ua UAFIARREICAR > & XIC,
Operator Lifecycle Manager (OLM) IC & o T Operator # BEIMICEFH TEE T,

® Manual X b T 7Y —I[lI&. Operator DEHF 2 &R T 57O DBV ARFRAIERZFDOI—
Y- BETT,

9. Console plugin T Enable % 7z (& Disable % &R L £ 7,

10. Install 2 vy o2 LZET,

1. Operators — Installed Operators R— < ICt]Y B X T. Red Hat OpenShift Logging
Operator 5’1 YA R—J)LINTWB I EZHELET,

2. Status FUIC, HBDF v I —U B LU InstallSucceeded &, Uptodate EWD FF R b
PRRINTWVWBZEABERLET,

BF

4 VA M=ILHET T BHIIC,. Operator I Failed 2 7 —4% ANRRINDIZFENHY
9, Operator D4 Y A b—JLH5ET L. InstallSucceeded &L\ D X v E—IHKRR
INb, R=IZEHLTLLEIL,

Operator B’ Y A h—=JLiFH & LTRRINABWEEIE, ROMNS TN a—F14 0 TFTavn
WIhh &z BRLZET,

e Operators - Installed Operators R—|[CHEJ L. Status ITT 5 — X FXKBMOBEZHE
RLET.

e Workloads » Pods R— U IL#E) L. openshift-logging 70> =¥ b® Pod TRIBEZ®RE L
TWsO070FEZERALET,

52.WEB J>Y —JL%A{EH L T CLUSTERLOGGING # 7Y x4 N & {ERK
ERA)

Logging Operator %4 >~ 2 k—JL L 7. ClusterLogging 7 A% LYY —R %KL T. V5 R5—
oOJR ML=V, AfL. BLVATALIIY—%BRETIHEDIHY I,

AR

® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,
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® OpenShift Container Platform Web 1> ¥ —JL® Administrator /X—2ZXJ 571 TIZT7 VR
TZ3,

FIR

1. Custom Resource Definitions X— ICHBEL £ 7,
2. Custom Resource Definitions’*—< ., ClusterLogging%=2 v 2 L&Y,

3. Custom Resource Definition detailsR—< T, Actions X =1 —H"5 View Instances % &EiR

LEY,
4. ClusterLoggings R—Y T, Create ClusterLogging%=7 Vv 2 LXY,

5. collection % > 3 > T, Collector Implementation Z3&iRL £ 7,

RHLITHA, ZOWBRIFIRI A< RY £ L7, Fluentd DKH Y IC,

: yz -1o)

Fluentd 3R ELR>THY., S%DY ) —XATHIBRINZFETT, Red

: Hat (X, IREDN Y —ZADSA 794 VILHICZ DEEDNTIBEEYR— N4
Vector ZfFTX %7,

6. logStore 22> 3 VT, #14 THRBIRLET,

P2

' Logging 5.9 1) ) — R IC, OpenShift Elasticsearch Operator OB H/A\— 3 > (&
BFNTVWEHA, OF U 58 Tl ) —R I N7z OpenShift Elasticsearch

. Operator ZIRIEER L TW335A. Logging 5.8 M EOL ¥ TH| XX Logging
THLBE L £ 9. OpenShift Elasticsearch Operator ZEH L TTF 7 4L bDO Y
AMNL—UEEBEETBZRDYIC, Loki Operator ZFHTEX Y, Logging D>

4742 IDOBMIZDWT, FFE#llIE Platform Agnostic Operator Z&8R L TK
EEW,

7. Create=2 )v o LZX9,

5.3.CLI Z {8 L T RED HAT OPENSHIFT LOGGING OPERATOR %= 1 ~
AM=ITB

OpenShift CLI (oc) Z=f#A L T. Red Hat OpenShift Logging Operator #4 Y A h—JLTE X7,

IE=S 0
o THEEWERND S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

. Namespace 7 7V h%, YAML 7 74L& LTHERLE T,

Namespace - 7> = ¥ b DHl
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apiVersion: vi
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

O¥> I N—23 > 57 LRiDIES. openshift-logging % namespace DEZHIICIEET %
MWENHYET, OF v IN—U a3 v 58 URDGZE, FREOAFIZFEATEET,

2. RDAX Y RAZEFTL T, Namespace # 7Y =/ & BERALEY,

I $ oc apply -f <filename>.yaml

3. OperatorGroup# 7>z Y %, YAML 7 74L& LTHER LT,

OperatorGroup A 7 ¥ hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging
spec:

targetNamespaces: [ ] 9

Q namespace 7 4 —JL K#' openshift-logging ICS3ESNTWE I &E5HRLET,

g OF¥>vyJN—<3v57 J«,Lﬁu@i%é\ targetNamespaces % openshift-logging IZE%%E L
F¥Y, Logging/A—2 3 V58 LUEDIZE. TIAIN MDA VA R—ILE—FIFISR
¥ —LEDTARTD namespace TY, F/ld. namespace D'J X &2V <TXEIY THE
LExY,

4. LTFDIOT Y RAEZEFTL T OperatorGroup A 72 =7 M&BERALF T,

I $ oc apply -f <filename>.yaml

5. Red Hat OpenShift Logging Operator IC namespace #4720 54 79 %7=8H®D
Subscription 7 72 MR LE T,

Subscription 7 7 & b DOHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
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name: cluster-logging

source: redhat-operators
sourceNamespace: openshift-marketplace

AFX Y JIN—2 3057 URIDHBE. openshift-logging namespace Z¥8E T 2 WEH H
YFEJ, OF v IN—U a3 58 LIEDHE. EED namespace 2 HATE XY,

Q F+ L& LT stable 7214 stable-x.y #38E L 7.
9 redhat-operators =357 L £ 9, OpenShift Container Platform ¥ 5 24 —4%, JE#ERH Y

SR —EERENZHFRINEZRY NT—2IC4 VA M=ILINTWBIHA. Operator
Lifecycle Manager (OLM) D& ERFIC/ERK L 7= CatalogSource # 72 = 7 h D&ZRI %15

ELXT,

6. DAY R&EFEFTLT, Y72V YT ava@EALET,
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator |3 openshift-logging namespace IC4 Y A h—JILE N X
E

L UTFOOTY RZ2ERTLET,

I $ oc get csv -n <namespace>

2. HA%EZE L. RedHat OpenShift Logging Operator A* namespace ICfF7E S 5 Z & & HEER L

9,

Al
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0
OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4.CLI #{#f L T CLUSTERLOGGING # 7 ¥ NA{ERRT %

;@77#whwu#/9 SEIE. BLAVWREAZYR—MLET, FTEAZHEICDVWTIE, AVER—F
VANDF1—ZVTEREICEATEINEY IV EBSRBLTLEIL,

AR
® Red Hat OpenShift Logging Operator B*1 Y A h—JLEINT W3,

e O X M7 HED OpenShift Elasticsearch Operator 5 Y A h—ILINT W3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
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FIR

1. ClusterLogging # 7>z h& YAML 7 74L& L THER L £ 9,

ClusterLogging # 7 £ 7 b D

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed g
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:

nodeCount: 3 6
storage:

storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

£ZHilL instance THHZHELHY X,

®9

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEE T 355 (1.
Zh% Unmanaged (BB ICRET DI &N ROOLNZIGENHYFET, L. BE

HDFTO4 %> Mg OpenShift Logging B x— RDREBICRI N2 L TEH 215
LEt A,
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Elasticsearch MR EICHERERE, CREFRL TV Yy— KDL Y r—2avR) o —
BLUOKEANL—VAEBRETEET,

Elasticsearch B’& 0O 7Y — XA &2 xFT2HEZEEL 7. BEHS L UREEOEE
(weeks(w). hour(h/H). minutes(m). & W seconds(s)) EAALET, /=& xE. 7H
DIFEIETd &Y £F, maxAge LW EHWOJIBHEIBRINE T, FOTY—XDREF
RYY—%BETIMNENHY XTI, IBELAWE, Elasticsearch 1 T v 7 XEZED
V=R LTERINZEE A,

Elasticsearch / — ROEAIERELF T, ZDOY A MIEHCEREEIELTLEI WL,

Elasticsearch A AL —Y DEBBFEDA RN L —V IS RADEFIEAALET, BEHR/NT 4 —
IUVAEBDICE, 7Oy 2R ML —Y%EYYHTEZRAMN L=V I5A%BELET, R
NL—U 2S5 X%IBE LRV E, OpenShift Logging IE—BERA ML —Y%FERALET,

MHEIZIGLTCPUBEUTAEYY —BEXREZEBELET, TNODEZEODFZFICT D E.
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELE T, I oDFT 7+ )L MEE
BEAEDTTOAAY PTREIERKEATEZRTTY, 774 MERF. XEY—
EXRDIFZEIE 16GI THY. CPUEKRDIFZEIF 1 TY,

MBS U T Elasticsearch 7AF Y —D CPUB L VA EY —DHIRE L VCEREFEE L
T, INODEAEZEDFFICT S &, OpenShift Elasticsearch Operator (&7 7 # )L ME&
HRELET, IMoDT 74 MERIFEAEDTFOA4 XY MTIIBELRKERTE
3139 TY, 774 MEIF, XEY—EKDHFEIE 256Mi. CPU EKRDHE(IE 100m
T9,

Kibana DX EICHELRIEE. CRZFEALT. TRMEZHERT 27DIC Kibana Z A7 —
)7L, Kibana / —RDCPUBLUVAE) —%2ERETEET, FliE,. oJED a7
FAY—DFRE 2SR LTLEIN,

Fluentd DR EICHELRIRTE, CRZEZFEHL T Fluentd ® CPU LU X EY) —4IR %% E
TXZEJ, FMIE. TFluentd DFRE] #BBLTLIEIW,
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REE

pa )

Elasticsearch AY hO—ILTFL—Y /) — ROFABIL3I TY, 3%5B2 >3
nodeCount #3589 535 4&. OpenShift Container Platform I, ¥ 24—, ¥
FATVENBLIVT—HIO0—ILEFEALT, 3D2OYRY—&LTOBEEREDDH
%/ — KNT& % Elasticsearch / — RZ{ER L £9, EBIND Elasticsearch / — K
&, 2547 8L TFT—90—-)EFBLTT—9EAR/— K& L TERS
hEd, avbO—ILTFL—r/—RiE A V7Tv 90 RDEMRS & THIER.
y—RDEIYHET, BLV/—RFRDEHREDI ZRAY—2ETOT7 I3y
ERITLET, 7—9/—RIEv+—REEHF L. CRUD, BR. L UEHA
EOT—YEEDRFEERITLET, T—YBEEDREIL, 1/O. XE)—8B&
U CPUENEDRIETT, ThH5DYY—RAEERL, |WIT/— KB4 —/1—
O—RTBBEAICT—Y/—REBIMTEIENEETT,

7= & Z X, nodeCount=4 OIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

AVTYIRTVTL—MDTS47Y) —> v — ROEIL Elasticsearch 7—4
J—ROBEFLLRYFT,

openshift-logging 70 27 MIPod #—EBRRLT. 1 YA M= EZRIETEET,
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RDOAR Y RFZERFTLT. Pod z—EBRRLEY,
I $ oc get pods -n openshift-logging

ROYZAMDED AR, AOFVFAVR—RY MO Pod #BRELZE T,

READY STATUS RESTARTS AGE

cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 m

elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2  Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s

collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flmgj 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
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55,4 VA KN—=JLEDH RY

Red Hat OpenShift Logging Operator =4 >~ X2 k—JL L 7=%%. ClusterLogging 1 X% L)/ — X (CR)
HERBLUVERELTCT OM XAV MERETEET,

)

Elasticsearch A7 A k7 Z{EHA L TWRWIEE L. AER Elasticsearch logStore & & U Kibana
visualization 1~ R—3 >~ k% ClusterLogging 7 A% L)Y —X (CR) B SHIRTEZE T, IhHd
VA=Y NOHIRIEA T3 v TEH, THICEY DY —REENTEE 9, Elasticsearch OF 2
N7EFEALBRVEEOREAIVR—FY bOBIR 28R L TLEIW,

5.5.1. ClusterLogging IR % L) YV —XICDWT
OFX Y JRIEZZEY %ICIE. ClusterLogging H X% L)Y —2Z (CR) 2K L. ZELZET,

ClusterLogging h A4 LAY Y —X (CRD) DY~ 7L

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed 6
#...

CR O #&Hild instance THEILELHY XT,
CR & openshift-logging namespace IZ4 Y A h—ILINZUEHLHY T,

Red Hat OpenShift Logging Operator D EIRIRAE, JREEDH' Unmanaged ICEREI N T W2 I55,
Operator (FHR— M FRAERY, BHFIEZITERY FHA,

-

552. 07X NL—YDEE

ClusterLogging #2#¥ L)Y —R (CR) AZEF$ 22 & T, OX VI THEATZIOVA ML —J DS A
THERETEET,

GRS a3
o TIEHEIERNH S,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

® Red Hat OpenShift Logging Operator & RO ' X k7 (LokiStack & 7z Elasticsearch) A% 4
V7\ I\_)l/-ShT\/\éo

e ClusterLogging CR BMERKINT W3,
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pa 3

Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator OE#F/NA— 3 VIEEFEN
TWEHA, OF 2 J 58 Tl 1)—R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HBE, Logging5.8 M EOL F TH|E#tE Logging THEBE L £9°. OpenShift
Elasticsearch Operator Z AL TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator 2 TZ X, LoggingDZ 4 7494 7LD BFDEEMIL. Platform
Agnostic Operator ZZBR L T EI L,

FIa
1. ClusterLogging CR @ logStore 1#%#Z&HL X7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}

redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

OJRANT7DIA THEIEELET, I hidlokistack F 73 elasticsearch DWW TN T
-a—o

Elasticsearch 7 X N7 DEEDEREL T2 3 >,

TREDY A TEIBELE T, JOEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CX X9,

LokiStack DEEDEREA T 3 v,

O o000 9o

LokiStack #O7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
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type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml

553. 073l 4749 —DH%E
ClusterLogging H 24 41) Y —R (CR) ALEET 32 & T, OFXV/CHERATZO/ALI5—DF 4
THERETEET,

pz -1o)

Fluentd I$FEHERE > TH Y., SHEDN ) —RATHIRINS FETY, RedHat &, I}
EDYY—ADSA 794 2 ILhIC - OMEED N TIEEE Y R— FERELETA, T
DHEBEISIEEI N AR Y £ L7z, Fluentd Db Y I, Vector EHETET XTI,

(I} =355
o TIEERNDH 2,
e OpenShift CLI (oc) B Y &2 h—JILI N T W3,
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

FIa
1. ClusterLogging CR @ collection ft#%=Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

AX>VJICERATZa/7aAL99—0%14 7, Thid, vector £7/=I& fluentd (252 &

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,
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I $ oc apply -f <filename>.yaml

554.07EY 1754 —DEKE

ClusterLogging h 249 L)Y —R (CR)AZEEF BT, AFXF VI THEATIO/EY 27514 —
DA TERETEET,

FIE=S 0
o TIEERNDH 2,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
® Red Hat OpenShift Logging Operator B*1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKI N T W3,

BF

AI#81LIC OpenShift Container Platform Web OV — L&A 21541k, OF > 7O
YIV=WNT T4V EBNCTIRENHYET., Web AV —IILLZO7DAR
Bl ICEATBRFa XY MESRBLTLIEIL,

FIR

1. ClusterLogging CR @ visualization T#%#ZHE L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

Q AOFXVJIERAT2EY 27548 -0y 17, Ihid. kibana % 7% ocp-console @
WM TT, Kibana 3> Y —Jlid Elasticsearch A A ML —Y % FHAT 27704 X
v hEDHBHBRMENADH Y., OpenShift Container Platform 3> Y —JLI& LokiStack & 7’0
A XY NEDHEBREDLHY XY,
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Qg Kibana ¥V — L DEBEDRE,

9 OpenShift Container Platform Web 3> Y —JLDEE DR E.

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml

555. %Y NDO— O DHBMENENCR>TWVWBRBEO7A I NEDMNS 74 v ID
el

DIRI—RY NT—=0 TS T4 VILE&>T. XY NT—VDRBDNERINZBELHYET, TD
HB& &, OpenShift Logging IC& > TF7 704 I3 Operator EENZ 7OV TV NEOD R Y b
T—OZT74v 0 %HTTE2REDNHYET,

XY NT—ODONEIE, 22OV MIHBPod LUV —ERBORY NT—J 5T 1Yy
2%70v2 LEd, OF > JI&. OpenShift Elasticsearch Operator % openshift-operators-redhat
702 Y MIA4 VX M—JLL. RedHat OpenShift Logging Operator % openshift-logging 7’00
VIV MIAVAM=ILET, LEN>T, chd 220070V NEDKNS 74 vV %HFAT S
WNEIHY ET,

OpenShift Container Platform (&, v N7 —2 75451 > & LT, OpenShift SDN & OVN-
Kubernetes @ 2 DDH R— M IN/BREZRFELET, Tho 22070 F—FIFIFER
XY NT—ODBR) O —ERELZET,

OpenShift SDN ICIE 3 DDE—KHA'HY E T,

network policy (XY k77— R > —)

INETI7AIPME—RNIIRY IS, RYTY—DEREINTULRWEERIZ, IXTOIZTa VY
EEFAHLET, £EL. 2 -—DRIV—ZERTDHE. BERIIRTOMNS 71 v I %ER
L. fIA%EMLCRBLEYS, COTOERTIE, 4270V MTEITIATWET Y
F—oa v BRIET 2AgEL HY £, TDEH, R D—%ZBARNICEEL, 120O0F Y 7
EOOV) Moo O I bADegressDhS 71 v I &HFATLET,

multitenant (¥ ILFTF > B)

ZDE—NRE Ry M7=V DDBEZRGTLET, 2200FJEEDO IOV Y M afEEL T,
Thoo7O0vc I NED NS 74 v 0 EHFTLET,

subnet (F7xv b)

CDE—KRTIE, IRTCDIMS T4 vV %5FTLET, Ry M= DBIZETLEHA, 77
YavIRETY,

OVN-Kubernetes [3EIC Xy hT7—IRY>— 2FRHLET, TD7&H, OpenShift SDN D& &R

IS, RYY—%BARMICEEL., 1200FXFVVEEOTOS Y s 7OV Y hAD
egress DN 74 vV ZHRAT2HENDHY T,

FIR

e multitenant €— KT OpenShift SDN 2 L TW2HEIE, 2207OY Y MISML
T, UFICHlZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging
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e F7lE. network policy ® OpenShift SDN & & U OVN-Kubernetes D& &, L TFDERIE%
EITLET,

a. openshift-operators-redhat namespace ICTNILERELF T, UTFICHERLE T,

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat., openshift-monitoring. & & U*openshift-ingress70 =
2 M Hv 5 openshift-logging 7AY =7 MAD AN %FFAI T %, openshift-logging
namespace ICRY N7 —O R —F TV b EERLET, UTICAIERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

B EE IR
¢ XY KNT—=URYI—IZIDWVWT
® OpenShiftSDN 77 #JL K CNI xy hT—2 a4 —I1conT

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & N7 —2 70/ 4 §—|(C
2WT
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FeE OX VY J/OEH

BR6E OX YV JDERH

AOFYJOEMIE, A4 F—V ) —RBEH Byz) EATv—Y ) —REH; (By) D2@EEIHY &
-g—o

614 F+—1))—RDEFH

Automatic BHF&ASRA T a v EFALTAFX Y Y Operator 4 ¥ A b—)L L735&. Operator 1<%
AF—NRN=2a3VOBEHZEBNICZITRY ET, FETOEHRFIEEZZTTTI2HER>HY A,

Manual BFAZEA T a v aFERALTOFX Y Y Operators 4 Y A =L LB EIE. ¥4 F—/1N—
JavVOEHEFHTERTIMNENDHY FT,

M. REFOD Operator BT DFENCL 2 25RMLTLEI W,

6.2. X T v—Y ) —ZADEH
A —N— 3 VAEEHRTBICE. W ODPDFIEEFEHTETTINELAHY ET,

AV =) 1) =22NR=2 3 vOE#HMNEEYR— MERIE., OpenShift Operator Life Cycles #88 L T
<X,

6.3. ¥ RXT D NAMESPACE %8189 5 7- D RED HAT OPENSHIFT
LOGGING OPERATOR D 7w 74 L — K

Logging 5.7 LARIMD/N—2 3 ~ Tld., Red Hat OpenShift Logging Operator (& openshift-logging
namespace D& % Et] L £ 9, Red Hat OpenShift Logging Operator TP S R4 —EDITRTD
namespace % B#89 23541k, Operator #B T 7O T 2REAHYE T, UTOFIEEETL T,
OFX>JavR—3xV M&HIBRE9IC Operator BT 704 LE T,

AR

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

o THEEWERND S,

FIE
LROAT Y RERFTFTLT, Y TRV T avEHIKRLETD,

I $ oc -n openshift-logging delete subscription <subscription>

2. LTFDOY Y R%EZEFTL T Operator ZJIL—T%HBIBRLE T,
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>

3. ROAR VY KREEFTLT, V5 RY—H—EZRNR=I3a > (CSV) ZHIKRL T,
I $ oc delete clusterserviceversion cluster-logging.<version>

4. TAFVITDA VA M—IV] RF¥a A MIfE>T,. RedHat OpenShift Logging Operator %
B 7O4 LET,
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OperatorGroup ') ¥V — 2 M targetNamespaces 7 1 — /L RAEE L AWD, EDOXFFICEE
EINTWRZEaBERLET,
INETDICE. ROOAYY RERTLTHAZRELET,

I $ oc get operatorgroup <operator_group_name> -o yaml

H A B

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. RED HAT OPENSHIFT LOGGING OPERATOR D &

Red Hat OpenShift Logging Operator Z#T L WX T v —1) ) —=2/X—=2 3 VIZEFHF T 5 ICIE. Operator
HITRO) T aVDOBEHF v RIVEEETD2MENHY T,

([} =355

® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,

o TIREMRNH S,

® OpenShift Container Platform Web 3>V —JLIZ7 2 £ A TXE, Administrator /X —2ZX R 7%
T4 TERRILTWS,

Fa
1. Operators - Installed Operators I[CF5EI L £ 9,

2. openshift-logging 7AOY ¥V M@K L X T,

3. Red Hat OpenShift Logging Operator 2 1) w7 L9,

4. Subscription =% ') v 2 L %9, Subscription detailstz2 2 3 > T, Update channel ') > ¥
HEOVyILET, TOYVITHRRAMEI, REOEHF v FILICL o Td stable 721
stable-5.,y TH B AN HY £ 7,

5. Change Subscription Update Channel”7 1 ~ KO T, RFIDA T v+ —N—=TJa VEHF v
JU stable-5.y ##R L. Save =2 ') v U LE T, cluster-logging.v5.y.z/X—> 3 VITFRL
TLEIW,

MREE
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1. ##%F > TH S Operators - Installed Operators #%2 !1) v 7 L £ 9., Red Hat OpenShift
Logging Operator M/X—< 3 ¥ A HT D cluster-logging.vs.y.z/ X\ —>a v & —HI 2 &%
mRELET,

2. Operators — Installed Operators R—< T, Status 7 1 —JU K Succeeded Z3RET 5D %
HHRLET,
6.5. LOKI OPERATOR D E#fT

Loki Operator ZHT LW XY v — 1) ) —R/N\—=T 3 V|[TEFT ZITIE. Operator Y 7R 7Y Fo3vmd
BHF v RINEEETIHELNHY FT,

AR
® LokiOperator B’ Y A h—=JLINTW 3,
o TIREMRNH S,

® OpenShift Container Platform Web 3>V —JLIZ7 2 £ XA TXE, Administrator /X —2ZX R %
T4 TERRILTWS,

FIR

1. Operators - Installed Operators I[CFEI L £ 7,

2. openshift-operators-redhat 70> =7 & #IRL 7,

3. LokiOperator 27 v o LXY,

4. Subscription #21) v 7 L %9, Subscription details 2 2 3 > T, Update channel ') > ¥
ZOVYvOLES, ZON VI TFHFRANMI, BEOEHF v RIICEL > T stable F 72 &
stable-5.,y TH B AIgeENHY 7,

5. Change Subscription Update Channel”7 1 ~ KO T, RFIDA T v+ —N—=TJa VEHF v

JU stable-5.y Zi#iRL. Save 27 Y v o L%, loki-operator.vs.y.z/X—> a3V ITFELT
IV,

1. B##F > TH S Operators — Installed Operators %2 1) v 7 L9, Loki Operator D/\—
T 3 VHRHFD loki-operator.v5.y.z /N—2 3V E—BLTWR Z 2R LE T,

2. Operators — Installed Operators R—< T, Status 7 1 —JU KD Succeeded Z3RET 5D %
HHRLET,

6.6. OPENSHIFT ELASTICSEARCH OPERATOR (D& #T

OpenShift Elasticsearch Operator ZIRED/N—Y 3 VICEHRTZICIE, Y TRV Y TV avaEERT
ZRENHYET,
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R

Logging 5.9 1) ') —Z T, OpenShift Elasticsearch Operator DEH/N—Y 3 VIdEFN
TWEHA, OF 2 J 58 Tl 1) —R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HBE, Logging5.8 M EOL F TH|E#tE Logging THEBE L £9°. OpenShift
Elasticsearch Operator Z AL TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator ZfHTZ X ¥, LoggingDZ 4 794 7LD BFDFEMIL. Platform
Agnostic Operator ZZBR L T EI L,

=50

FIR

168

Elasticsearch =7 7 # )L hDOJ R M7 & LTHERAL, Kibana % Ul & LTERLTW 35S
l&. Red Hat OpenShift Logging Operator % B #79 % g1(C OpenShift Elasticsearch Operator
EEHFLET,

HE

Operator #[EE>LIEF TE#H T % &, Kibana IEEFH IN Y. Kibana HR ¥ A
)Y —Z (CR) IFERINFE A, TOBEERT ZICIE. Red Hat
OpenShift Logging Operator Pod ZHlIff L £9, Red Hat OpenShift Logging

Operator Pod "5 704 ¥ % &, Kibana CR AMERK I 1. Kibana W"EBEF]
FARTREICIRY £ 7,

Logging DA T—49 ANEETH %,

o FARTDPod DRAT—4 Xid ready T,

o Elasticsearch 7 5 X9 —HEETH %,

Elasticsearch 8 & U Kibana T—% DNy 7 v THERI N TW S,
EEEERD DB,

MEEFIBED 7= IC OpenShift CLI (oc) B Y A h—ILINTW3,

OpenShift Container Platform Web 1> Y —JL T, Operators - Installed Operators =7 ') v
JLET,

. openshift-operators-redhat 7O ¥ & RIRL F T,

OpenShift Elasticsearch Operator 27 ) v 7 L9,

. Subscription » Channel #2 Yy 7 LE ¥,

Change Subscription Update Channel ™V 1 > KD T stable-5.y %#:#3iRL. Save 27 ') v ¥
L 9, elasticsearch-operator.v5.y.z /X\—2 3 VITFEE L T EIW,

1 > TH S Operators - Installed Operators 7 ') v & L &9, OpenShift Elasticsearch
Operator M/N\— 3 VA RF D elasticsearch-operator.vs.y.z /A —Y 3V &E—HLTWB I &
EHERLET,

Operators — Installed Operators X—< T, Status 7 4 —JL K%' Succeeded ZHET 5D %
HRLEY,


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

FeE OX VY J/OEH

LROATY REABDL, BHEHRL T, §TD Elasticsearch Pod #* Ready 27— %4 X I

BOTWBIE=MABLET,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

CUTOaR Y READLTHADEMER L., Elasticsearch 7 5 29 —D X7 —% X ¥ green TH

R LET,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

H A B

{

"cluster_name" : "elasticsearch”,

"status" : "green",

}

CROOAT Y REAAL, HAOEMEEL T, Elasticsearchcron ¥ 3 7HWMERI N/ T & HHEERL

i’a—o

I $ oc project openshift-logging

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

kDO Y REAAL, EAEERELT, OJRAMNTPAELWAA—=U 3 VICEHFIN, 4V

TYIADN BB IR >TWSIEEHRELET,
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

H 771 app-00000x. infra-00000x. audit-00000x. .security 1 7 v J ANEEFNZ I & %
HERLEY,

BN BREDRT—IRADA VT v I AEZCHHH

I Tue Jun 30 14:30:54 UTC 2020
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health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zZWAzieQ 31 222195 0 289 144

green open infra-000004 rtDSzoqsSI6saisSK7Au1Q
31 226717 0 297 148

green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg
11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YNI9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148

green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uOuURTKZMjg_bbUc1g
11 5 0 0 0

green open .kibana-377444158_ kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147

green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146

green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KROMMFUpQI-
jraYtanylGw 3 1 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

5. RDAX Y RZEAAL, HAZERBL T, OJED a7 SA Y —DAELWN=Ya VIIEHRS
NTWBZEezMaBLET,

I $ oc get kibana kibana -o json
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HAIZ ready 27 —4 XD KibanaPod A& XN 2 & &R LE T,

6.2 #fmHIREEICH B Kibana Pod D H

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

}l

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

13

"replicaSets": [
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]

FeE OX VY J/OEH
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F£78 07 DOARIEL

7. 07 DOHRILICDWNT

FT7O04 3O R ML =YY Y 2a—2 3 VI LU T, OpenShift Container Platform Web 3> Y —
JVE I KibanaWeb AV Y — LT, O T—9 ZRAHFILTETET, Kibana I> YV —ILid
ElasticSearch O 7 X b 77 TEHA T X, OpenShift Container Platform Web 3 > Y —JL{Z ElasticSearch
A R b7 F£7I& LokiStack TERATEE Y,

pz o-1o)
KibanaWeb 3>V —JLIZIREI R > THY., FkonosY ) —XATHIRBRINSF
ET\‘TO

711. 0012754 F—DEE

ClusterLogging 72 % L)Y —RZ (CR) AZEI 32 & T, AFX VI THEATZO7EY 2754 H—
DY TEBZETEET,

BHRRM

EIREVERN D D,

OpenShift CLI (o¢) B4 Y 2 h—ILXhT W3,

Red Hat OpenShift Logging Operator "1 Y Z h—JILINTW3,

ClusterLogging CR D" {ER I LT W\ %,

BF

A #R4EC OpenShift Container Platform Web > Y — LA FERAT 3541, O > /0
VI=IWTZ T4V ERMICTZUENHYET, WebdVV—ILICLZOT7 DA
Bl ICBATBRFa2 XV MNESEBLTLEIWL,

FIR

1. ClusterLogging CR @ visualization T4 %#Z&E L £ 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}

proxy: {}
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replicas: {}
tolerations: {}

ocpConsole: 6
logsLimit: {}
timeout: {}

#...

Q AOXVJIERAT2EY 27548 —D4 17, Ihid. kibana % 7% ocp-console @
WM TT, Kibana 3> Y —Jlid Elasticsearch A A ML —Y % FET 27704 X
v NEDHEBRMENH Y., OpenShift Container Platform 3> Y —JLIE LokiStack 70
A AV NEDHBEBMEDRHY T,

‘9 Kibana IV Y —ILDIEEDETE.

9 OpenShift Container Platform Web 3> Y —IJLDEE DR E.

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml

712. )Y —2007 DRE

)y —2070&, FIRINZOTRTEEZIRET 2T 74 MOBEETY ., OpenShift CLI (oc) & &
UWeb VY —ILEFALT, EIR, T7OSMAV N, LUV PodBREDERE) Y —20OT %K
RCEET,

BV
OVDERBERTODIVARYIVAEZ®BIELTSICIFE, OF VT AA VA M—ILLET, OF VI,
J—RIRAFLDEEOY, 7V r—yayvays+r—ao0d, BLCAVISANSVFy—Od i
& @ OpenShift Container Platform 7 S 29— DIRTOOJZERFDOOJ A M 7IZEHLE T,

Z D%, Kibana 3 Y —JL X 7/l& OpenShift Container PlatformWeb AV Y —J)LaNLTOJT—%
HYOTY)—, BRH, ARETEET, VY —RO07EFEOF 7007 ZAMNTICTIEALEE A,

7121 )Y —207DKRK
OpenShift CLI(oc) 8L U Web AV Y —)LTIZXIEA) Y —2ADOV2REFTEEY, OVDKRRE
hromAmshzOy,
AR
e OpenShift CLI (0c) ADT7 2 A D% 5,

FIE (UI)

1. OpenShift Container Platform 3> Y —JL C Workloads —» Pods ICR&) 9 2 h. AET 3 Y
\/_273\6 POd ‘:%@J lJ g-g_o

pa 3

EIRRED—ED) Y —RICIE, BEFEIVIT)—F3PodbHYFEFEA, D
£ORIGEIE. )Y —AD Details *—Y T Logs ) VI AHETEXET,
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2. RAOy T oo A—a—hoFOVc 7 bEREIRLET,
3. AET B Pod DERIZV )Yy I LET,
4. Logs=V ) v LET,
FI| (CLI)
o FHEDPodDAJVERRLET,
I $ oc logs -f <pod_name> -c <container_name>
ZIT UTDLYICRY XY,

-f
7 a v OJIKEESRAFNTVIRBIA>THATEZEA2BELE T,
<pod_name>

Pod D&RIZEEL X7,
<container_name>

723y AVTFF—OEFEEELE Y, Pod CEROIVTF—DH2HEEF. IV
TIT—RERETIHVEDDHYES,
UFIChZERLET,

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

A7 74ILOAREBNHAINZET,

e BEDYY—ADOJERRLET,
I $ oc logs <object_type>/<resource_name> ﬂ

Q )Y —294 T L0EFERELE T,

UTFICHlERLETS,
I $ oc logs deployment/ruby

A7 74IOAREBNHEAINZET,

72.WEB OV —JlickaO7 01t

AFX>7aAvyY—INTS54 V%% ET 5 E. OpenShift Container Platform Web 2>V —JL AR L
TR T7F—9 %k TEET,

AFXYITDAVAN—IEIITS A VERETDHEICDOVWTIE, Web vy —IILAFERALZOFXY
TDA VA=) ZBRBLTLIEIW,
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FTTICAF YV ITEAVRAN—ILTBY., T3 T4 VEBRET 2HEIF. ROVWThHIDOFIREFERAL
i‘a—o

7.2.1. Red Hat OpenShift Logging Operator 24 Y X h—)L Lz oOF¥ > /a1 Y —
VTS T4 nEME
A¥X> s vy —IL7TS %54 ~IiE Red Hat OpenShift Logging Operator 1 >~ X h—JLHRIZEICT

TFEITH. ST % HEWDIC L T Red Hat OpenShift Logging Operator 24 ~ 2 k—JL L &i5E
b, TSTAVERMICTDIENTEET,

=S5
o THEEWERND S,

® Red Hat OpenShift Logging Operator "4 ' X h—JLINTH Y. Console plugin T
Disabled "EIRI N TW 5,

® OpenShift Container Platform Web 3> Y —JLIC7 VA TX %,

FIR

1. OpenShift Container Platform Web 3> ¥ —JL M Administrator /X —2X RV 71 7
T. Operators - Installed Operators ICBE L £ 9,

2. Red Hat OpenShift Loggingz= 7 ') v 7 L &9, Operator ® Details R—YNRRINZXT,
3. Details *—Y T, Console plugin = 7> 3> ® Disabled #7) v 7 L7,

4. Console plugin enablement ¥4 7704 T, Enable Z#iRL 7,

5 Save V') vV LZET,

6. Console plugin = 7> 3 > |C Enabled E RRINTWB Z AR LT,

7. EENMEAINDE, Web AV Y — IRy Ty T4 v ROBNKRRINET, 74V KD

ICWeb O Y —ILD)O—RERKDZ IOV T IDERRINFET, Ry TT7yv o4 RN
RRINLL, 75O —%28HLTCEEAFEALET,

7.2.2. Elasticsearch O X M 7 & LokiStack "1 YA M=)l I hTWaFEAEoOx
AV —IWVTST4 VDERE
OF > 7 /N—< 32 58 LIETIE, Elasticsearch O AR T7HAT 74N MNOOT A NP THBH,

LokiStack 4 YA h—JILINTWBIBEEIE., XOFIEEFRLTCOX VIV —ILTST14 058
MCTEFT,

=55
o THEEWERND S,

® Red Hat OpenShift Logging Operator. OpenShift Elasticsearch Operator, & & U Loki
Operator 1 Y XA h—J)LINTW3,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

e ClusterLogging 1249 &)Y —2Z (CR) BMERINTW3,
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FIR

LROOATY REERFTLT, OFXF 7V —ILTST4 N BEMCHE>TWE I EEERELE
£

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. RDI3< > R%3417 L T .metadata.annotations.logging.openshift.io/ocp-console-
migration-target: lokistack-dev 7 / 57— 3 > % ClusterLogging CR IZ:EHI L £,

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target™:
"lokistack-dev" }}}'\

-n openshift-logging

H A B

I clusterlogging.logging.openshift.io/instance patched

e RODOAXVRAEZEFTL, HABEHRELT, 7/ 57—YavhAERBICENINAZ EA2HRALE
£

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}' \
-n openshift-logging

H B

I "lokistack-dev"

INT, OFJAVY—ITST4 Y Pod BT TOMAINZE LI, OF VI T—9%E2RRT BIC
I&. OpenShift Container Platform Web 2>~V —JLIC#&IL. Observe » Logs R—Y A KRRL £,

73. 95 R9 =4y aRh— RKRORR

OpenShift Container Platform Web > ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v > 2 7R— NITI&, Elasticsearch 41 ¥ 24 > 28 & UME % D Elasticsearch / — KN ICEEdT %
FHHaERIZINTH Y., BEOFHESMICERTEEY,

OpenShift Logging ¥ v ¥ 2/ R—RIZIE, V5 R9—UY—R, AXR=TaLI>av, VJ5R9—D
¥ ¥ — R, Fluentd M5t &, 529 —LRILTD Elasticsearch 1 Y 29V 2D MlaERRT %
Fr—rDAEEFNZET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — NIlIE, Elasticsearch 41 Y 24 ¥ Z DA RTT %

Fr—rEENET, INODF¥—hrDEIEFE/—RLRILDEDTHY, THICIE, 1T D
A2, Yv—R, VY- EDFMAIEETNFE T,

7.3.1. Elasticsearch & U OpenShift Logging ¥ v ¥ 2 R— KADT7 7R
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OpenShift Container Platform Web 1>/ —JL T Logging/Elasticsearch Nodes & & U' OpenShift
Logging ¥ v aR— RERRTEZXT,

FIR

FwvoakR—RaERE;TZICIFE. UTFE2ETLET,

1. OpenShift Container Platform Web 1> —JL T, Observe - Dashboards =7 ') v 7 L %
ER

2. Dashboards *—< T, Dashboard X =1 —M 5 Logging/Elasticsearch Nodes & 7= (&
OpenShift Logging %#:&IR L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— RDIF&EIE, RnT 2EDH % Elasticsearch
J—R%EERL, T—YDRIEEEZRETEZET,

BT Y Y 2aR— KRBRRIIN, T—IDEHDF ¥ — MHRRINIT,

3. BEILH LT, TimeRange X =1 —# & U RefreshInterval X Za2—H 5, T—9 % RRT
ZIFIERBEOEHAELIET YD) 7Ly alL—MaERLET,

&y aih— RKFv— bOFFEMIE. OpenShift Logging ¥y ¥ a/R—RIZDWT &V
Logging/Elastisearch Nodes v ¥ 2 Rh— RICDWT 2S8R LTI L,
7.3.2. OpenShift Logging ¥ v > 27/R— RIZDWT

OpenShift Logging ¥ v ¥ 27 R— KIZI&, 75 X% —L NJLT Elasticsearch 1 ~ 24 ¥ 2 DFF il & &
TIDFvy—IDEFENTEY, InZzFEALTCEEZSMML. FRATEET,

7.1 OpenShift Logging ¥+ — k

bl R/ B4

Elastic Cluster Status (Elastic Cluster D 2 7—% X)) Elasticsearch MIR{TRAT—4 R:

® ONLINE: Elasticsearch 1 Y X% ¥ A7 v
ZAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A4 ¥ AH' A
7240 THBEE=RLET,

Elastic Nodes (Elastic / — R) Elasticsearch 41 > 24 > AN D Elasticsearch / — K

DEEH.

Elasticsearch 1 > 24 >~ AR D Elasticsearch & v+ —
R DEEHE

Elastic Shards (Elastic & ¥ — R)

Elastic Documents (Elastic KF a2 X > )

Total Index Size on Disk (T4 AV LD&EEA VT v
5244 X)

Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 1 YTy 2 RAICEHAINS T4 RV B

ELERE
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XMYIR

Elastic Pending Tasks (Elastic DfREHD S 2 )

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elastic JVM GC Rate (Elastic JVUM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/

7y FDLATYY—DRE

Elastic Query Rate (Elastic 7 T —L — k)

CPU

Elastic JVM Heap Used (Elastic JVM &£ — 7 DEHA)

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D
= F)
File Descriptors In Use (fEFAH®D 7 7 1 JLEZIRF)

FluentD emit count (FluentD M4 %K)

FluentD /X 7 7 — D%

B4

AVTYIADER. A VTIIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM 9 5 X9 —TD Elasticsearch ARX— L 4
2 a VREDRETICE L 2BERE,

VM BB T EICHR—C T ITFA ETF 4 —%ET
ER-R =ik

e VIY)—LAFYvi—: & Elasticsearch &3
7 IT) —DERITICHERITHRE,

o JIvFLATFTVi—: & Elasticsearch &3
JIT)—MNF—5D7 v FICETIEHE
SN

BE. 7zvFLATUVY—OERAEIT)—LA
TUvv—dYtEARYET, JzvFLAITY
=N —BLTEMY 558, IhiET 41 AT DE
EOET. 7—5DEMN. FLEERIZTEIHK
MRLBERDHZ 2R LTVWBARENHY X
ER

£ Elasticsearch / — R®D 1## 7= Y I Elasticsearch
AVRIVAILH L TETINEI ) —DERS

AVviR—3> M EILRRIN S Elasticsearch,
Fluentd. & U Kibana IC& > THEREI NS CPUD

=
==k

FARAINZIVM XA EY—DE, EELRISAY—T
lE. UM AR—=OL 23 vicd>TAEY =N
BRI hzde, VYSTREHEMARETE2RLEY,

% Elasticsearch / — R® Elasticsearch 1 Y X4 > X
ICE>THERAINE T RVBEDEET

Elasticsearch, Fluentd. & & U Kibana IC& » TEHA
INB7 74 IVEERFDEEE,

Fluentd 7 7 #JL NHEAD 1##H 7Y D Fluentd X v
E—VDEEHBE LT 7 4L NHEDDOBHITE.

Fr U OICERINTWS Fluentd /8wy 7 7 —DE|
B, Ny 77 —H—WIZD E, Fluentd " 2ET 3
OJMANMIBTEIRWT EARTAEEELHY F

3—0
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b RN B4

Elastic rx bytes (Elastic rx /31 k) Elasticsearch #° FluentD. Elasticsearch / — K, &
SUTEDMDY —ADLZELLEEF /N1 ML

Elastic Index Failure Rate (Elastic 1 7 v 7 R KK Elasticsearch 1 T v 7 ATKB LA 1#WHYD
%) BEEK. L— MABWESE. A YTy U RICH
B HBI T AREENHY FT,

FluentD Output Error Rate (FluentD {1 T 5 —R) FluentD 2O 7 DHEADICKKT B 1#H 7Y ODEEHD
.

7.3.3. Logging/Elasticsearch / — K%' v ¥ 2 R— KD F+— K

Logging/Elasticsearch Nodes ¥ v < 2 7R — NIZIE, BIIDESRTICfE T X % Elasticsearch 1 ¥ 2%
VADEMERTTEFr—MEEFNET, ThS5DFvr—bDZLIE/ —RLRILDEDTT,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v & 2 78— RICI&, Elasticsearch 1 Y A4 YV ZAD AT —4 R I
TRIUTOFv— D EEFNZET,

&K7.2 Elasticsearch A7 —4% X7 1 —JVL K
XMV R 5]

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. && U red A7—%
2%EEAT D, BRINWBEICEIFZ20529—
DEBEHERT—4H R,

e O:Elasticsearch 1 ¥ 24 >~ X H* green
T—HRATHBZEETLET, Thid,
TARTOYv—RAEYHTHNE T &%
BELEFY,

e I:Elasticsearch 1 ~ 24 > XA yellow R
T—IRATHBIE"RLET, ThiE 1
DUEDYv— KDL T AY v — RKHE
YETHNBWIEEBKLET,

e 2:Elasticsearch 1 Y A%V AH red RFT—
HATHBIEZRLET, ik, 1DL
to7s14<) =Y v—RE&EZDL T A
NEYHTOhARWIEEEKRLET,

Cluster nodes (7 2 A% —/—K) 95 A4 —HD Elasticsearch / — KD EEHEL

Cluster datanodes (7 2R —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,
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b RN B4

Cluster pending tasks (7 2 29 —DRBHDHIRY) HTLTHELT. V5 R9—F21—THEHDI S
A —REEEOH, EzlE. 1 VT v I ADE
B 4V7v Y ZOBIER. ¥v—RKDEIY HTHRE
HYFET, EIMERIIE. 7T7RY—DEEITHE
TERWZEZRLET,

Elasticsearch 7S A9 —A VTV IR ¥ —RKDAT—F R
& Elasticsearch 1 T v 7 RlE, Kbt INT—YDEEXBELMATHD 1 DULEDY v — RDHRIE
TIW—TTE, AVTYIRIv—RILE, 7547 )—Yv—RELTYVAYY—RKD2DO0D%
A THBHYET, RFAXVIDPAVYTYIRICAVTY RSB E, ThigFSM4<) —
Ty —ROWTNNMREEIN, TOVY—RODITRTOLTY AICaAE—3IhEFET, 7514~
)= v —ROEUIA Ty 7 ADERBFICIEEIN., ZORITA Ty 7 Z0EMHEBICERY
52EIFTEFRA, LTV AV Y—ROEIEWDOTEEETEET,

AVFYv IR v —RIE, SATHA N T —XELIFISRAI—TRETEARY MIHL TEH
DREICTYEDYET, Yvy— RIRRELVA VTV I RABRERITTESZHA. Yv—RKE770
TATICRYEYT, P¥y— RPN SDERERITTERVGE, YvY—REFET7I74TILRYE
T, Yv— KL, BEIY YT, REYHETLREDREICHZIBEIE., P¥y—RKDFETIT1 TIC
RBAREEIHY FT,

AVTYVIRYvy—REE, T—IDYBRIRTHZ2A VTV IRAETAY MEFENZEHDNI R
7Oy I TERINET, A VTyIRET AV ML, Lucene BFikiCA VT v I 23T —
H%AIY MLEEZIERINZERI/NILK, 132—9 TR Lucene 1 YT v U A TY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTA VT I RE
TAV N el YRERBREITAVRNMII—I L, E7XAY MOGEREAEBRVWREBICHIEFLE T, 2o XY
Naevx—UF27O0CADFRMEIAY MHBERINDZEELY BEL RZBEE. BEF HZI &%
SO AL DY T,

Lucene "IRBRBIEREDT — Y BRIEAERTT 5156, Lucene FEETZAI VT YIRADA VTV IR
TITAVPMIRLTREEZERITLEY, TDEO, T AV MIE, AE)—ICO—KRIh, vv 7
INBBEDT—IBENEFNET, 1 VT VIARAIYEVTIF, EIXA VY NT—9BETHERIN
DAEY—ICKELKHELEZDHREEIHY T,

Logging/Elasticsearch Nodes ¥ v < 2 7/R— RIZI&, Elasticsearch 41 7 v 7 2> v+ — RIZET B LUTF
DFv—rDFENET,

K7.3 Elasticsearch 7S A9 —D>v—KRAFTF—H ADFv— b

XYY R B
Cluster active shards (V S R4 —DT7 V7147 VSRAY—ILBIBTIT1TRTZA4<7Y —
v —NR) Sy —ROEE, LTV HEELY v— ROEE

B, v —ROEDNKELARDBE, V7TRAY—D/N
T3—IVAMNMBETFLIBO B EELHY £9,
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Cluster initializing shards (7 2 29 —O#HAL > v+ —
K

Cluster relocating shards (7 2 A9 —DBBEEY ¥ —
&)

Cluster unassigned shards (7 5 24 —KE|\) 4T
v —K)

Elasticsearch /— KX MY U R

H7&% 070

B4

DSRI—DT VT4 T TRV vy — RO, 7
T4 TTIRHABVWY v— R, W8I Hh,. BD

J—RIBEREBEINZ TVWEYv—RK¥, ElYHT
LRTWaWS v—REELEFT, B8, /72X

H—ICIFEHE T VT4 TTIRRVWY Y — KDY
¥9., REBICHA>TT7 V74 T TlERVY v —
ROEAIEZ 2I56(1F. BEIH DI &% RT A6
MENHY FT,

Elasticsearch D"#i#i / — NICEBEBEINTW3

2 v — RD#, Elasticsearch i, / —RKTDXE

) —ERAENEWEERHR/ — KNIV Z 28 —IC
BMINABRED0EROERICLY /— KNE2HEE
BELZXY,

KEY LB TOY +— KD, Elasticsearch &+ — K
&, FRA VT Y P RADEMPY/ — ROEELED
HAHTEHY Y TORARVWAREELHY £,

# Elasticsearch / — RICIE, YRV DUBICFRATE 2 Y Y —ADEICHIRBELIHYET, IXTD
1)) —ZAMEHEPR T, Elasticsearch D"#Fi#R49 XV DETAHITT %158, Elasticsearch (&—ERD )
Y —2AWFBEAIREICARZETYR I EFXF1—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 278 — NIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDF v — b & Elasticsearch ¥ 1 —CHEARDY R DBNEEZTNF T,

K7.4 Elasticsearch / — KD XA MY P ZAF v — b

XMYIR

ThreadPool tasks (ThreadPool ¥ X 7)

CPU usage (CPU OffEfK)

AEY)—[FHE

Disk usage (7 1 R V7 {EHE)

B4

BRIDF 2 —DFEPDY R IDE (YRI5 414 THI
IKRRINET), F2—HOY X7 ORPBREL
7=RREEIE, / — KDY —XDAREBPZDMDEED
HBIEERTABEELDHY £,

ARZAPMAVFF—IlEYHTENS CPUDEETDE
&& LT, IR Elasticsearch / — RiIC &k > TfE
HXh 3 CPUDE,

3ZHR L 7= Elasticsearch / — RIC& > THERAIN B X
€ U _%o

EIRX N /- Elasticsearch / — RDA VF v 9 AF—
AELVPAYT—HIFERAINDE T AIVBEDE
&to
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XMYIR

Documents indexingrate (RF a2 XY b U F v I R
ftL—HK)

Indexing latency (4 ¥ T v 2 2L A4 7 —)

Search rate (fR3&L — b)

Search latency (8FEL 1 T ¥ —)

Documents count (with replicas)( KF 2 X > ML (L
7 AER))

Documents deleting rate (K ¥ 2 X > N DHIRL —
M)

Documents mergingrate (RF 21 XY hDT—Y L —
M)

asticsearch /— K74 —JIL K5F—%

B4

R 2 XV hASBIRE Nz Elasticsearch / — R TA
yj_:‘y 71'”3'51’1,%) I/_ I\o

BRI N7 Elasticsearch / — R TRFa AV &L
VTV AT HEDICHEBEERBEE, 1TV Y
2L ATV —lE, VM E—TXEY) =20
BEREDEL DERICLZHELZ T D AN
HYET, LATUY—DEBINT 2ESIE. 1 VR
HVARD) Y —RABENTRLTWS I E%ERL
9,

EIR I N Elasticsearch / — RTEITINZIHRRE
KD,

BRI N7z Elasticsearch / — R THREREEREAZETT
ZDICREERDER, RELATVY—F B
COEROFEAZ DA’ HYET, L1T
VIO—HEINYT BEEIE. AV RYVRAERDY Y —
ABENTRELTWBRZEATRLET,

B®IRI N /z Elasticsearch / — RICIREI NS
Elasticsearch K a2 XY hD#, Zhilik, /—FK
TEYHTOHNBESSAT—Vv—ReELTU A
Dy —ROEAICREREINDS RFa LY MHEEFHL
9,

EIR I N7 Elasticsearch / — RICEIY H TSR B WL
ITNDIDA VTV IRV vy— KO LHEIBRINDS
Elasticsearch R 1 X ¥ hD#,

IR X N7z Elasticsearch / — RICEIY B ToHNh DA
VFY IRy —ROWITNHATY—IIND
Elasticsearch R¥ 1 X ¥ M D#,

Fielddata (34 T v 2 ZDAED ) R k% {R$F 9 % Elasticsearch T—9#EETHY., VM E—7
ICIRFINZE T, fielddata DEI RIEOAR MDOODBIEVETH B 7=, Elasticsearch I fielddata
BEAEF vy alLFd, Elasticsearch l&. BEREERZA VT Y IRAET AV MDEIBRINLY,
I—=IXNBIHBER. TRTD fielddata F+ v ¥ 21 VM HEAP X £ —H+ 2 ICABWZEIC,

fielddata * ¥ v 2% IEY NTEET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&. Elasticsearch fielddata ICEA T LU TDF v+ — b
NEENET,

7.5 Elasticsearch /— K 74—V KF—4%Fv—

—_

XMYIR

B4
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b RN B4

Fielddata memory size (Fielddata X € ') —% 1 X) EIR I N/ Elasticsearch / — KD fielddata F + v
AIERINE VM E—TDE,

Fielddata evictions (Fielddata TEZ & 3 ) BIRXI N/ Elasticsearch / — KA SHIBRI i
fielddata #E DL,

Elasticsearch /— KD/ X)) —F v v a

AVTYIRABREINTVWET—IDPZTEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESLIIC/ —RLRNLDIIY)—F vy allxvyyiaihnixd,

Logging/Elasticsearch Nodes ¥ v & 278 — R(ZId. Elasticsearch / — KDV LY —F v v > aIllET
BUTDFv— DA EFNET,

#7.6 Elasticsearch /— KDY TY—Fv—
AXMYIZR tEA
Query cachesize (V') —F v+ v a4 X) BEIRI N7z Elasticsearch / — RIZEIY HTHNE T

RTDYv¥—RDIT)—FvyPallFHINS
AE)—DBEE,

Query cache evictions (7 TV —F v v 21T kS EIRI N /- Elasticsearch / —RTOI T —F v v

vav) TaADIES Y 3V,

Query cache hits (VT —F v v akv k) EIRI N /- Elasticsearch / —RTOI T —F v v
adkby ML

Query cache misses (Y T —F ¥ v 13 RX) EIRI N /- Elasticsearch / —RTOI T —F v v
910)SZ§&0

Elasticsearch4 YTy 22020y Y5

RE¥xaxXybDAVTy I REERT 5358, Elasticsearch &7 —49 OMEBRIBTHZ A VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE %= &ELT %
FFEELT, JYUNIRBREITA VM ELYREREITAY MCEMICYI—YLET, 1VT YD
ZEBNETAY N e —VU T 5#EELYEERICAZHEIE. =Y 7OAN+20E1E > TR
TETIC. RRPN T+ <V RICEAELEBEI I ELCDAEELHY T, CORRERH LD
IC. Elasticsearch &/ T v 22220y M)V T LET, BE. 1Ty IRAICHYHTLNDS
ALY REEI1DDZAL Y RIELT ZETHIRRTEE T,

Logging/Elasticsearch Nodes %' v & 278 — K ICI&. Elasticsearch 4 7y 22020y M) > JICE
THRUTDFv—IEEFNET,

RKITAVTYHVRZAAY MYV TFv— b
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b RN B4

Indexing throttling (4 7 v 2 2O XQw k) v ) Elasticsearch A%:#IR X L7z Elasticsearch / — R TA
YRy o ABEERDY MY VT LTV BB,

Merging throttling (x —>Y @20y k1) ¥ %) Elasticsearch A%#3IR & 117 Elasticsearch / — KTtz
TAV MO —VBFEZZ2OY M) VT LTWSE
fEl.

J— K JVM b—7O#:5t

Logging/Elasticsearch Nodes ¥ v & 27— RIiZIE, JVM E—TREICETZ2UTOF +— M'E
E I 3-8

K7.8IVM b—THEtFv— b

bl R/ B4

Heap used (E— 7 D) BEIRX N7z Elasticsearch / — R THEAINZEY 4
THEHD IVM £—TEEBDEE

GC count (GC ) FEDOAR—IVAL IV avIcL>T, BRI
Elasticsearch / — R TEITINTELAR—=TOL
73 VigEDE,

GC time (GC BR) UM A, HBDOHAR—I AL IS a3 VIt & > TRR
XN/ Elasticsearch / — R THR—=Y L VY3V
HRIT L TEARE,

7.4.KIBANA IC & 207 Da[{R1E

ElasticSearch 7 A N7 & EA L TWAIBEIE. Kbana AV Y —IL &R LTIREINEO0FF—%
ZHHRIETEEY,

Kibana 32 &, T—FICRLTUTAEERITTEET,
e Discover ¥ 7=EAL T, T—92RFELIVSRLIT,
e Visualize ¥ 72 AL T, T—9%275 7LV EVYITLET,
® Dashboard ¥ 7AFRALTCHRY LY v a2 R—REFERL. TRLET,

Kibana 4 Y9 —7 24 ADFERBLVREIFE. TORF1 AV MNTREVWEREA, 1 V9—TTAAD
FRICET 2FMIL. Kibana R¥F a2 XY kM ASRBLTLEIL,

Pz
BEEOJIE. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %

VAILREINEH A, Kibana TEEOVA2XRTI-T SICIE,. OJEE AP 2#FRL T,
EENJOdefault BEAEFRTZ/1 TS5SA VERETDIVENHY ET,
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E7E 07 ORIk

7.41.Kibana 1 VT v I ANRY—V DESH

ATy YRR =, ARIET D2UHEDH % Elasticsearch 41 VT v VR 5EHLZF T, Kibana T
F—HBEMEL, ARILETDICE. A VT IRRI—VBERTDIREIDHY XT,

=55

e Kibana CTinfraBLCaudit1 V7 v 7 R&2KRRT BICIE, 12— —ICIE cluster-admin 0 —
JU. cluster-reader O—JL, F/IEEADOO—ILHABRETT, T 7 %/ h®D kubeadmin 1—
H—IlIE, INSDA VYTV I RERRTBLODBENRNRA—I v avhHUYET,
default. kube- &£ U openshift- 7O 9 b TPod 8L U0V ERRTEZHEIC. Th
SDAVTYYALTIEZATEZIXTTY, UTFoax >y K=FHRALT, BEQI—H—H
WHIRNR—I v a3 VvaEF >TWEHNEINEHIRTEET,

I $ oc auth can-i get pods --subresource log -n <project>

pa

BEEOJIE. 77 4 I b TIERE OpenShift Container Platform Elasticsearch A
VAIVAIREFEINE R A, Kibana TEEOVZRTT 30, OJERE AP
AFEALTCEERN /O default ENEFERAT /81 T34 VERET 2REDNH
l’) i’a—o

® FElasticsearch R¥a XV ME, A1 VTV I RNY—VAEERTBREICA VT Y I RETEIRE
PHYFET, CNIEEFNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
OO BEEEMENHY £9,

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =)y
L. Logging #ZFERL £ 7,

2. Management - Index Patterns — Create index pattern% 2 ') v 7 L TKibana 4 7 v 7 R
N =V FERLET,

o Ri1—H—F FOVI/MOOVEHRT Z7HIC. Kibana ICHHTOT A »§ BHIC
AVTYYIDANY =V FHTERT D2BENHYET, 2—F—Idapp &I ZFTDOA
VTY YRR =V EERL., @timestamp B 7 1+ —)ILRAEFERLCaOVYFF—0O7%
KRS D2UENDHY ET,

o THI—H—(FFTNZTN, FAICKibana lIcOV A VT BHEIC. @timestamp BE 7 1 —JL
FaEALTapp. infrabLCGauditf V7Y 7V 2ADA VT Y I ANY—VEERT Db
ENHYZET,

3. FRA VTV I RN —Uh 5 KbanaDEY 27 54— 3 > (Visualization) Z/ER L £
_a—o
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7.4.2.Kibana TD Y S A9 —0O7 DEXRR

KibanaWeb A VY —ILTY SR —DOT%EXRRLET, Kibana TTFr—4¥%FXKxL. AHRtLT D HE
IE. TORF2XYMTIRBEWEREA, FMIE. Kbana FFa XY b ZSRBLTLEIL,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X2 h—JLINTWBRHEN
HYFEY,

e Kibana M VT v I RINY—UHNEET %,

e Kibana Tinfrab & Waudit1 7 v I R%ERRT 5IIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—/JL, F/IEEADOO—ILHABRETT, T 7 %/ hD kubeadmin 1—
H—IZIE, INSDA VTV I RERRT BIZODBER/N—IvavhHyYETd,
default. kube- & U openshift- 7O2 9 b TPod 8L UOJERRTEZHEIC. Th
SDAVTYIALTIEATEZIXTTY, UTFoax >y K=FHRALT, BEQI—H—H
WUIRNR—I v a3 VvaF oTWEHNEINEHIETEET,

I $ oc auth can-i get pods --subresource log -n <project>

H A B

I yes

T

R

EEOJIE. 77 #J)L b TIERE OpenShift Container Platform Elasticsearch A
VAI VAR EFEINE R A, Kibana TEEROVZRTT 30, OJERE AP
AFEALTCEEN IO default ENAEFERAT 211 T34 VERET 2REDNH
L) ij—o

FIE
Kibana TOY & XRRT DICIF. UTEEFTLET,

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )vy
L. Logging #ERL £ 7,

2. OpenShift Container Platform AV —JLICAYT A ~§ 57-HDICERT 51 D & E USREEIER
EEALTOJMAVLET,
Kibana 4 ¥4 —7 =4 AbYEEENL £ T

3. Kibana T Discover 22 ) w7 LZ ¥,

4. EEBOROY T I AZa =R LA YTy P R/RF— (app. audit. F7iE
infra) Z: IR L £ 7,
OJ5F—%F. Y49 LRAIVTRHEDORFAAVRNELTRRINET,

5, 94 LRIV TRHEDRF AV MDID2ETTOAMX VY NLET,

6. JSSON4 7% 2w L, R¥axrybhoolsTovh)—AKRRLET,
I Fl7aAKibanaDMA Y 7S5 A SV FyYy—adT o M) —DY T
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—_

"_index": "infra-000001",
"_type": "_doc",
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace",
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024¢c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "8abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

}

"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",

"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": [
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
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b
"sort": [
1600894023422
]
}

7.4.3.Kibana D& E

Kibana 3~V —IL%fEH L T, ClusterLogging 7 A% LYY —R (CR)%#ZEETSHIETHRETEE
ER

7431 CPUB LU X EY —HIRDEE
AOFX V7 aVviR—3RY NI, CPUEXEY —DFHIFROEANDRAEAFTLET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
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memory: 1Gi
proxy:
resources:
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
type: fluentd

ﬂ MEBICIHELTAYTDCPUBELUA T —DHFIRE L VEKRAIEE L 9, Elasticsearch
DIGEIE. BEXRIEEHIREOHA%ZHETIVELHY ET,

Q"B%%Kmbf\D7591754ﬁLﬂMPUB&U%%U—@ﬁ@ﬁ&@%*%%ﬁb
ia_o

QD MBBICISLCT, OFaALI9—DCPUBLUXE) —DFIESLV0EREIEELE T,

7.432. 072754 —/—RORUREORY—) VYT

R4 ZEET Z27DIC, OTET 1TS54 —%2RAMTZPod 2 R7—) VI TEZET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO A#IBEL XY,
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B8EOX /7704 AV NDRE

81 OFXVF/AVKR—ZXYMNDCPUB LU AEY —4IRDHRTE

MBI T, TRNEFNDISZAY—OFVFAVR—FXY MDD CPUBLIUXEY —§IFEOEA %%
ETCEFET,

81L.CPUB LU AT —HIBRDEZE
AOFX> 7 aVviR—3RY MI. CPUEXEY —DFHEIFROBEANDRAEAHFTLET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% LY —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources:
limits:
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memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
resources: G
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi
type: fluentd

ﬂ MHEBEICIHELTAYTDCPUBELUA T —DHFIRRB L VEKRAIEE L9, Elasticsearch
DIGEIE. BEXRKEEHIRIEOHA%ZHETIVELHY FT,

g@z\%nm LT, OVET1T7S5AY—DCPUBLUXEY —DIRSLVEREIEEL
i’a—o

Q MBBICISLCT, OFALI9—DCPUBLUXE) —DFIES L V0BEREIEELE T,

8.2. SYSTEMD-JOURNALD & £ U' FLUENTD D% 7E

Fluentd DY ¥+ —F LD 5 DFHAEY . P+ —FILDT 7 4 ) MREEIFFFEITEL, Vv —F LA
VATLY—EZDSLDOF VY VEEIMVWTW ZENTERAWEDIIY v—FILITY M) —H%kb
nNaaEEENHY £,

S —FILTIV N —DRONBD%EFES I EMNTE S &L D IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (N ERIZGEIF I HICHWME) 2R ET 2 I EN’HREINE T,

8.2.1. OpenShift Logging Fi M systemd-journald D& E

TOC I MNDODRT—=IT Yy THIC. T74IMOAFY TEBEICIEWVW SHDRABIUEICLRDHE
rHY FT,

ez, OU7HROINSAWVESIE. journald DEEFIRA3|E LIFZ2REAHDIGELHY T,
—EHERFET Ay E— I AEFARE L T, OpenShift Logging 07 % KOw FH$ITBEIR) Y —
AEFRALBRVWEDICTEIENTEET,

. QT ZREWIT2REDHZHEDHN. AV 2RETHHE. OT2REITZHE AT 2REY
ENEIDPTDHDREZRESTHIEETEIT,

FIR

1. MELFRE T /etc/systemd/journald.conf 7 7 1 JLAYE £ 5 Butane 5%E 7 7 1 )L 40-
worker-custom-journald.bu % EE L £ 7,

e

Pz -

BRET 71 I TEET % Butane M/N— 3 > &, OpenShift Container
Platform DN\—Y 3 v AU THZIBELNHY., RKEITEICOTY, L&k
£, 420178 T3, Butane DEMMIL. [Butane #FRA LYY VEREDIE
Kl #5BLTLEIW,
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variant: openshift
version: 4.12.0
metadata:

name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"

storage:

files:
- path: /etc/systemd/journald.conf

mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no

MaxRetentionSec=1month ﬂ

RateLimitBurst=10000 @)
RateLimitIintervalSec=30s

Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% 9
SystemMaxFileSize=10M @

journald.conf 7 7 A JLD/IR—X v a VR ELE T, 0644/ N\—I v a V%R ET D
ZEDPHRINTT,
AN 774D AT LICEZIRAEFNZRICEN DOV EERT 2N EIDEBELE
T, YesEZIEL TA v E—V A EMET 2D noZEELTEMBLAWVWEDICLET, T
74 ML yes TT,

AJAYyE—V%EETEINEINZRELTT. TNTNICDOWT, 774/ M Tno
IKREINEY, UTZHEELET.

e ForwardToConsole: 07 %> 257V Y —)LICEELE T,
e ForwardToKMsg: O 7% Ah—xJ)LAJ /Ny 77 —ICERELF T,
e ForwardToSyslog: syslog 7—E >V ICEREL £ 9,

e ForwardToWalll X v tE—Y % wall XvE— &L TIRTOOTVA VY L TWBDI—
YP—Il&EELET,

Vy—FTNLNIVN)—ZRETIRAEEZEELET., BFZANL THHEZEELX
9o Xl "year'. "month". "week'. "day". "h" FE 'm" BREDEMEEHFT, &
WMICTBICE0EANLET, T7 4/ M 1month TY,

L — MHIBR %% E L £ 9, RateLimitintervalSec TEZE X1 58I IC. RateLimitBurst
THREINZULEOOVAZEINZHE. COHBEBROEBINDX Yy E—J1FTRTIOD
HEMRTT2ETICROY FEINZET, 77 1)L METH % RateLimitintervalSec=30s
$ &£ U RateLimitBurst=10000 %% E 9 2 Z & MR INFE T,

OJDREAEEZEELET. T 7 4L ~E persistent TT,



\EEOXV /T O XY FOEE
e volatile: /run/log/journal/ D X €Y —ICOJ %R EFLE 3. chooOJIdBEiEE%
ICEbNET,

e persistent: 07 % /var/log/journal/ D7 4 A7 IZRF L £, systemd IFF7E L AR L
BERTAL I M) —%EHRLET,

e auto: T4 LY N)—HEHETBHBEIC. O % /varlog/journal/ ICRELE T, F1E
LW EIE. systemd (&0 7 % /run/systemd/journal I —BMIICREL X,

e none OV %RELEFHA, systemd g RTHOOV %A KOy FLET,

ERR. WARNING. NOTICE, INFO, &£ U'DEBUG O/ ICDWTYVv—F I 774V %
TARAVICAPIEZ2ETOIMNLT I M EBELET, systemd (&, CRIT. ALERT,
F/IEEMERG OV DZEERTCICAPZFEBLET, 774 ME1sTT,

Vv —FIDMERTEDIRAYA XAEELEFT., 774 KL 8G TY,

systemd "ETHEDHZT 1 AVEEDOY A X&BELEFT, 774/ ME20% T
-a—o

@ 060 9

/var/log/journal |IZKERIICREFEINZEROY v —FIL 7 71 IILDRKRT A X%E/EL
F9, 774 HMEIIOMTY,

pz o-1o)
L— MNEIREHIRT 2548, YATLOAOFXF VI TF—EVODO CPUFEARAENS

KRBZEDHYZET, UANERAOY M) Y TINTWEAREEDH 2
Ay E—IDNBINBZLDHTY,

systemd &% & D&
l&. https://www.freedesktop.org/software/systemd/man/journald.conf.html %588 L T

LIV, TOR=JILT—EBRRIINDT 7 4L M&EIX OpenShift Container Platform
IIGER I AWML HY £7,

2. Butane AL T, /— NICEREIN 5% E% S MachineConfig # 7>/ K7 74
(40-worker-custom-journald.yaml) £ L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3NV UREEEALEY, UTICHZRLET,
I $ oc apply -f 40-worker-custom-journald.yaml

J> bO—5—IEFHHE D MachineConfig # 7Y = 7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v a4ERLET,

4. FROL VIV TINEBREDE ./ — RADO—IVTINDRAT—9R%EE=H—LZFT,
I $ oc describe machineconfigpool/worker

H A B

I Name: worker
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Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

API Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e



WO 07 OIS & Gk
HOE OV DPRES L ViEmX

9.1. O 7 MUNE & #ri%

Red Hat OpenShift Logging Operator I&. ClusterLogForwarder ') ¥V — R T#kICEDWTCaL 74—
7704 LFT, TDOperator TlE, LAY —D Fluentd AL V4% —& Vector ALV H—D2DOD
ALY —FToarvpdR—rINTWET,

R

Fluentd IZFEHER > TH Y., 5D ) —XATHIBRINZFETYT, RedHat &, I8
EDNVYY—ZRDZA 7 A VILHICC DBEDNTBEEYR—MNERELETH. 2
DHEBEISIEEI N ARY £ L7z, Fluentd Db Y I, Vector EHETET XTI,

9.1.1. O Y DUNE

O73Ly4%—& aAv7FF—&/—RFOOT%IET %7HIZE OpenShift Container Platform / —
NICPod 7 704927 —EVEY hTY,

TI7AINTIE, OJAL IS —RBUTOY—R&2FERALET,

¢ URATLBIUVAVIZAINZIFvy—0OTR, ARV—FTA VIV RT L, AVTF—7
V&4 I, &£V OpenShift Container Platform M5 ® journald A7 X v £—I & > TERK
IhFd,

e IARTOIAYTF+—OJHD /var/log/containers/*.log
BEBEOJZRETSHLHI1ICA7IL V9 —%ZRET % &, /var/log/audit/audit.log D SEIEI N F T,

AJ73aL29—Ensny—2r607%#REL, AOF VY ITDEREICIHE U TREBE IEAERICEE L
i’a—o

2.111.873L 945 —D54 7

Vector l&, OF > 7D Fluentd DREBEE L TIRESINZO0/aL 9249 —T9,

ClusterLogging h 249 L)Y —R (CR) ALY >ay AHEZEL T, V5 R9—IFERT S O0FY
JAL IS —DIA THEBRETEET,

Vector2aL 249 —& LTE&ET % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...
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9.1.1.2. O 7 YNE D HIFR

AVTFF—S U944k, 7AYVII M Pod&, $L0TVTFF—DREDOTAYE—IVDY —
2AERBETEHODE/NEDEREZRMHLIF T, COBWRALT TR, OFDY—RE—BIIBET S
EETEFHA, OJIL VY —DOJERETZHEIC, BEINALGRS L TOV I MEED
Pod DHIRRINBZIFAIK. SNILPT/T—3 v RED AP H—N—m5DIERIEFI A TE AR VLWARE
MELRBHYET, TDED, BIzE D BREHD Pod 7OV Y kSO Xy E2—YERXBILIZY.,
OJ7DY—AEBHTEIRWVGELIHYET, COFHIBRICLY., OVDIRESLVERLEIZRZAMT
74— M R—ATHDZERBRINET,

BE
FEARERIVYTFF—SUIMALE, OFXAvE—VDY —REEETD-HODHKRIE

DIERZRHEL. BEROAT Xy E—IDN—RBEQRDIMILFRL, IThbDAYE—Y
IK&Y, TOY—R%ZEBIFTEBRTEDHY THA,

9.113. 94 7RO/ aL v 5 —#ke

Kooy v—2
Hae Fluentd Vector
TZYVaAvrF—ons v v
TTVEEDIN—FT 14T v v
namespace BIO7 FYVEEDIL— v v
TA4VYT
Av277aAv7+—07 v v
17259 v—F)a7 v v
Kube API EEEEO &/ v v
OpenShift API BE& O v v
Open Virtual Network (OVN) EE& v v
mE7

9.2 FBEEH L UFRH
Hae Fluentd Vector
Elasticsearch sEBEE 4 v
Elasticsearch T —#'—%&//3Z v v
7—NK
Cloudwatch ¥ — v v
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$o% O/ DOINES & TRt

Hae Fluentd Vector
729 R4y FSTS v v
Kafka GEFAZE v v
Kafka D1 —H—HK /XX T— R v v
Kafka SASL v v
LokiR7S—h—9 > v v
FOIIERbLEE#

Hae Fluentd Vector
Viaq7—%ETIN-T77) v v
Viag7—9%ETIV -1V 75 v v
ViaqT7—9ETIN-12v7 7 v v
(Fv—FI)

Viag 7—% EF )L - Linux B & v v
Viag 7—% EF L - kube- v v

apiserver Bs &

Viaq 7 —% £ 7 )L - OpenShift v ,
APl EE &

Viag 7—4% €7/l - OVN v/ y
07 L~ILOERIE v ,
JSON 247 y )
Bislk1 Ty IR v ,
BRITTIS—HKRYE v ,
ILFAVFF—/BEAVTY v )
7P

ZRILDT Sy Me v S
CLF &8>~ v ,
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KOAFa1—=2¥

Hae Fluentd Vector
Fluentd readlinelimit v

Fluentd /\w 7 7 — v

-chunklimitsize v

- totallimitsize v

- overflowaction v

- flushthreadcount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype 4

- retrymaxinterval v

- retrytimeout v

<9.5 HI#
Hae Fluentd Vector
ANMNDTR v v
FvaR—FR v v
7Z—bh v v
9.6 T Dfth

Hae Fluentd Vector
JO—\)L7OoFy—HR—b v v

x86 HR— bk v v
ARM HR— b v v
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wae

IBM Power DY 7R— b

IBM Z #R— k

IPv6 HHR— k

OJARYKNDNy 7Y T

R SR —

9114. 2L 79 —0DH7]
RDAL VI —DHADNYR— R I TWET,

RITYR—bIhTWBHD

BaE

Elasticsearch v6-v8
Fluent #xi%

Syslog RFC3164
Syslog RFC5424
Kafka

Cloudwatch

7279 KAy FSTS
Loki

HTTP

Google Cloud Logging

Splunk

9.1.2. O J#53%

Fluentd

Fluentd

B9E O T DINES & UiniX

Vector

Vector

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.6+)

BEEER. W&ET507. TOEMAEEEEL%ZIEET % ClusterLogForwarder ') ¥/ — X = {ER{ T

TFET,
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ClusterLogForwarder ') YV — X &, AV TF— AVIZARNZ IV Fv—, BEEOJTZITRAS—R
HOREDIY RIRA Y MIEET B7-OICERTE £, Transport Layer Security (TLS) A4 R— b
INTWB®, OTERRIERFTZ2LIIKAT I+ —F—%BETEET,

EBEEEF. EOY—ERT7HO Y NI —DNEDBREOOJICT IV EALTEHETED DN 2ESE
L RBACT7 V7 ZRAFHZERITHIEETEET,

9.1.2.1. O JErE D EE

LAY —OREETLFOT 7407 —F—HKEEE WD 2 DDA TEHEREEZFATEEY,

BF

RIWFAOT I+ —5—HeEE E T 3ITIE, Vector AL VA —DHADYR—MI N ZF
T, Fluentd AL 24 —ld. LAY—DEETOHMEATEIT,

91211 LAY —=F%

LAY —FRETIE, VRY—T1200774T7—9—DHEFERATETET, ZOE—FD
ClusterLogForwarder ') ¥V — X 3. instance & \\ D &% 1|+, openshift-logging namespace IZ/E
K9 2ELAHY £, ClusterLogForwarder ') ¥V — R |, openshift-logging namespace

IC. instance &L\ D &ARID. XY % ClusterLogging ) V—XEWMETT,

9.1.212. 7)FOT T + 7 — 45—t
RIVFOT 747 —45—#EEIX. Logging5.8 MIBETHIETE., UTOMENREINE T,

o THEEIZ, DAY -ICOJREDEFRLZHFI T2, DA —H—-ICEDATDIREZFF
AYshzeHElTEET,

o MNERHERMNEYHTONAI—H—IF, BMOOTRERELHEETEIY,

o JEHEED Fluentd AL V9 —D5 Vector AL VY —ICHEITT 2EEEZIX. BEEFEOT7O4 XY
NEEglicHLWwWaYy 7427 —49—425F704TCExFd, BESLHLVWOT T+ —4—
&, 7—270—ROBITHICHEEFICEIMELZX T,

RILFOT T +7—45—DRETIL, ClusterLogForwarder ') ¥V — 2 ICx 9 % ClusterLogging ')
V—REERT DHEIIHY FHA, FEORZFIZFERL T, EED namespace TEHED
ClusterLogForwarder ')/ — X Z{EE TE X T H. ROFIADHY X7,

e instance & \L\D &Z#ID ClusterLogForwarder ') ¥V — 2 (&, Fluentd AL V4% —%FEH9T 5L
AY—O7—0 70— /BT 2077 47— —AFICFHINTWLSDT. openshift-
logging namespace TZ DY)V —R &K TEE A,

o ZhIFOALIVH—RICFHINTWSL®H. openshift-logging namespace IC collector & LY
2 Z8ID ClusterLogForwarder ') V — X = {EK T 2 2 &I TE EH A,
9122. VS RY—DOTIILFOT T+ 7—4—HEOHEMIL

RIVFOT I+ T7— 9 —HEEZFERT2ICE. Y—EXT7AV Y NEEDOY—ERTAVY RNDI SR
Y—O—INA VT4V TEERT DBENHY FI, £DT%. ClusterLogForwarder ')V — XA D
Y—ERXT7HO YV N2SRLT. 77 EAFAZHEHTEET,
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BF

openshift-logging namespace LAA DIBIND namespace TYILFOVEnEAHR— M
%ICIE. TRTD namespace Z B4R 9 % & 5 I Red Hat OpenShift Logging Operator
EEHTTOIMNELNDHY T, I DOHEEIE. FTL L Red Hat OpenShift Logging Operator
N=23 V584 VANV TTITAIITHR—-—FINTVET,

9.1.2.2.1. O 7% D RBAC R DERH

Logging 5.8 LA Tl&. Red Hat OpenShift Operator & collect-audit-logs. collect-application-
logs. & & U collect-infrastructural-logs 7 2 24 —O—JL&RET 27/, JL V¥ —FEEOY.
T r—=ravad, AVISANSVFr—OT TN ThIRETEET,

MBIV ZAY—O—IEHY—EXF7AT Y MINA Y RETEHZET, AL V23D RBAC /N—
TYyYaVERRTIEY,

AR

® Red Hat OpenShift Logging Operator #* openshift-logging namespace IC1 Y 2 k=)L I N T
W5,

o THEEWERND S,

FIR

L ALIY—DY—ERTHV Y M afRLEY, REEICh—IVZREETZA ML —YICA
TEEZAVHEEE. T—EXTAD VY MIN—OVEEDIRENHY FT,

2. @Yy SR —O0—ILaY—EXT7HODY NMINA YV RLET,
N Ravwy Fopl

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

BaETE R
e RBACDERICLZNN—IvsavDEESLVEH
o 7= avTOY—ERTAT Y NOER

® Using RBAC Authorization Kubernetes documentation

90.2. OVHAIDY AT

AR, O 72749 —Nn"oEEINZOTDEEEZEHRLFJ. ClusterLogForwarder 772 ¥ L
)Y —2R (CR) THAY M1 T2BEHEERL. BHROELRZ 7O INEYR—MNTE2H—N—ICOJ %
EETEET,

921 HR— M NROA JTEmEH

HAZROWTNDDY A FITHRY £,

FKo.8 Y R— bROOTEINY (1T
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Jobkan

HR— RO

L9 —%5147

Elasticsearch v6

Elasticsearch v7

Elasticsearch v8

Fluent Forward

Google Cloud

Logging

HTTP

Kafka

Loki

Splunk

Syslog

Amazon
CloudWatch

HTTP 1.1

HTTP 1.1

HTTP 1.1

Fluentd forward vi

REST over HTTPS

HTTP 1.1

Kafka 0.1

REST over HTTP

and HTTPS

HEC

RFC3164.

RFC5424

REST over HTTPS

1. Fluentd &, OFf ¥ N—y 3y

6.8.1,6.8.23

712.2,7.17.7,7.0.

8.4.3,86.

Fluentd 1.14.6,
Logstash 7.10.1
Fluentd 114.5

RAT/IN—Ta v

Fluentd 1.14.6.
Vector 0.21

Kafka 2.4.1,
27.0, 331

23.0. 250,
27, 221

8.2.9,9.0.0

Rsyslog 8.37.0-
9.el7. rsyslog-
8.39.0

RAT/IN—Ta Yy

> 5.6.2 T Elasticsearch 8 % %R —

5.6+

5.6+

5.6+

5.4+

57+

5.7+

5.4+

5.4+

5.7+

5.4+

5.4+

2. Vector I, OF > /"= 32 57 LIBET Syslog & H7R—

9.2.2. A% 1 7 DEREA

default

V5289 —LED, RedHat "EETZO7 X7

A’Q

L
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pa 3

default H1&lE. V75 A9—LEDRedHat EETZO5 RN
FHINTWBLD, default HAO%ZRETHEIST—AXvt—

Fluentd. Vector

Fluentd. Vector

Fluentd [, Vector

Fluentd

Vector

Fluentd. Vector

Fluentd. Vector

Fluentd. Vector

Vector

Fluentd. Vector

(2]

Fluentd. Vector

PLTWEEA,

o TIAIMDHENEZRETIHEIHY FH

HSIBTDDIC
UNRTRINZET,
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loki

Loki: KEAMICRT—Z 7N THRAEOEWIILFTF Y MOTEEF Y AT A,
kafka

Kafka 7O —#—, kafka H711d TCP /(3 TLS EfiAFERATEX X7,
elasticsearch

&8 Elasticsearch 1 ¥ 24 ~ R, elasticsearch H A Tld., TLSEmAFEHTEE T,
fluentdForward

Fluentd 2 R— N B3H4LOVESHY ) 2 —>ay, TDF T avid, Fluentd forward 7’0 ~
J)LEFEALET, fluentForward H X TCP £AIX TLSEMAFATE, ¥—27L v MC
shared_key 7 1 — )L REZIBEL THEF—DORAEZ Y R— ML FE T, HEF ORI, TLSDE
EICEARGCHFERATEEY,

BF

fluentdForward Hl&. Fluentd AL 79 —%FRALTWEFEICOAHTR—KMEh
F9, Vector ALV —%FHLTVWSBEIFYR—MNINFEFHA, VectorIAL Y
Y—%FERALTVWSHEIF. http ENZFERALTAY % Fluentd ICERIXETE X T,

syslog

syslog RFC3164 F7zI& RFC5424 7O MY R— N 2H4EO V&Y ) 2 —> 3>, syslog
HAlE, UDP, TCP., FZlX TLSEMAFHRTEET,

cloudwatch

Amazon Web Services (AWS) BN RZA R T2 E=S )V IBLVTRATRARNL—VH—ERTHS
Amazon CloudWatch,

9.3. JSON O 7 E&rx D BRI
OJEEAPI 2R E LT, BEbEIhAA T2 M LT JISON XFEI A BT TEET,

9.3.1. JSON O 7 Dt

ClusterLogForwarder # 7> =V N &9 5 &, JSON OV %@ L THE&ELA T2V ML,
BR—MINTVWBHAICEETEET,

DUTFoESEEIN/ZISONAT TV N)—DHBZERBELT, IhEDL D ICHKEET ZHERBEL F
-a—o

BEbXhizJsoNOsTY M) —f

I {"level™:"info","name":"fred","home":"bedrock"}

JSON OV OB ABMICT ZICIE. LLFOHID &L S IC, parse: json % ClusterLogForwarder CR D
NRATSAVIEBMLET,

parse: json ZR9 A=y Ml

pipelines:
- inputRefs: [ application ]
outputRefs: myFluentd
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I parse: json

parse: json ZfEfH L T JSON OV D@ EBMICT S E. CRIFUTDFID L S ICHEELINE
JSsONAO4Y T h!)—% structured 7« —JL KICOE—LZF T,

BElkIh/iJsoNOT Ty M) —%Z3T BElIhk AN

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BF

Q7T M) —ICAMARESEIEI N JSON N WSS, structured 7 1 —JL RIZRR
IhEHA,

9.3.2. Elasticsearch ® JSON O 4 5F— 4% D& E

JSON OV D EBDRAF—T IR I ZEIE. TNOEIDDAVTYIRIRETDE. 914 TDHRE
PhH—TFT14F VT4 —DEBEIREET ZEEELHY FT, ChEEET BICIE. 1DDOHADERIC.

BAF—I% T —TT %L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET 2HEN
HYFEFT, Thil&Y, EXF—IDBDA U Tyv I REEINET,

8%

JSON 0O % % OpenShift Logging IC& > TEBIN ST 7 4 )L kD Elasticsearch 1 > X
YV RAIEET 2HEIC. BRELEDWTHRA VT Y I ADERINE T, 1 VTV
PDANETEBZENRRADNT A=<V ADBEALOET 5 ICIE. HBEBORAF—<IC
BEELTHERATESZRAF—TOREZRFTTEHIEZMRET LT LI,

1 (A

ClusterLogForwarder CR TLA T D&Y 1 F%fEM L. Elasticsearch QA NT DA VT v ) X% %
ERRTE £,

e structuredTypeKey (X v 2—Y T 1 —ILRDERITY, D714 —ILKDEIFA VTV IR
BOFERICERINIY,

o kubernetes.labels.<key> (£, 1 T v 7 RZDERKICHER X115 Kubernetes pod R JL
DIETY,

o openshift.labels.<key> (&, 1 V7 v ¥ RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key> %9,

o kubernetes.container name (Z1 V7 F—&A5FRALTA VT v I REZEEKRKLZET,

e structuredTypeName: structuredTypeKey 7 1 —JL RABREINTWARWEE., LEZOD
F—HEELARWSE, structuredTypeName [EHVEELY 1 & L THERAINE
9, structuredTypeKey 7 1 —JL K & structuredTypeName 7 1+ —JL RO A % —#& IC{FH
% &, structuredTypeKey 7 1 —JL ROF—H JSON OV TF—# ILRWGE
IC. structuredTypeName fBICL > T+ —IN\v I A4 VT v I RGN REFEINZE T,
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pa )

structuredTypeKey DfE% "Log Record Fields" hEw ZICEBEINTWBEED T 1 —
JWRICERETEETA, BEY M TORNICEKS Y A MIZREFEHRT 1 — )L RHBRRI

nij—o

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELFET,

o VS AH—h "apache" LU "google" EWI 2 DDEALBZHATISONOTAERKT BT

TY)r—2 3 Pod #ETLTWS,

o 1—H—FZhsD7 ) r— 3> Pod IC logFormat=apache & logFormat=google ® <

NIV ETT 5,

o LUTFTMDR=~vy k% ClusterLogForwarder CRYAML 7 7 1 L CER T %,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9
ﬂ Kubernetes logFormat < X)L TR I 115 key-value R7DEZFEAL X,

g JSON OV DEHEBMICLET,

ZDFEIE. LTO#EELRD S L O— K app-apache-write 1 > 7 v 7 RICEFINFE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

. ULTD#EE/LD VL O— Kid app-google-write 1 > 7 v 7 RITEEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl
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LUTFDR =~y K% ClusterLogForwarder CRYAML 7 7 { L CEAT 2 EREL T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:

myLabel: myValue g

‘D OpenShift myLabel SNJLICE > TSN DX —EEORTDEEFRLET.

9 myLabel £&/3. XFFIDE myValue &0 L O— RICIRHLET,

ZDiZEIE. UTo#ELRD S L O3— KA app-myValue-write 1 7 v 7 RITEEINE T,

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

T DDEEBFIR

o &L O— KD Elasticsearch 4 YT v 7 R (&, #ELY 1 TOHIIC "app-" %, % SIT"-
write" ZBMT B EICL > THBRINET,

o FEEELL I— R, BELINASA VT YIRICEEINEFFA, INHIE. BET T
FT—2avy, AVISANSIFv—, FLRIEFEBEANVTYIRTAVTY IR EINhET,

o TETHRWEELY A1 THAWIESIX. unstructured L J— K% structured 7 1 —JL KA L T
BEELET,

BE|A A > F v Y AT Elasticsearch 5% AR FRWVWLIICT B EDEETY, K7 U yr—rav
* namespace Z &I CTEAEL., BROOY R OHICEEOREELY A TE=FRALET, L&
X, IFEAED Apache 77— a it LogApache 72 EDE L JSON OV R &by 1 7
HEALET,

9.3.3. JSON O %' M Elasticsearch O %7 2 N 7 ~ND#x1E

Elasticsearch OZ A R 7 DIFEIE. JSONOJ IV N) — A BEBRAF—TICHIBE. & JSON R
F—IEIDDHAEEICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ 1s1) YV — X (CR) % 5% E
LEd, ThickY, Elasticsearch EAF—< T EICEBIDOA Ty VA& FRHLET,
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BF

BRZ2AFXF—VEBLCAVTYIRIEETBEYA TOBEPH—FT14FTYT14—D
BEEEIESRITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET BHEIICI D
BRELERTIBILELGHY FT,

AVFYIANGTEDLZENFRERDN T A —T V ADOBE AL T I, HBOX
F—VICEBELL L THEATIARAF—TORAERE T EEMRETLTLLEI WL,

1. LFOR=~v k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 9,

ul

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

. structuredTypeKey 7 1+ —JL R&ZERA LT, AL OA—KI741—ILRDI1DEEBELZET,

structuredTypeName 7 + —JL K& A L CHRARIZIBEL X T,

BF

JSON O 7 % f##r 9 % 1ZId. structuredTypeKey & structuredTypeName
74—V ROWAEZRET D2RENHY XY,

. inputRefs M5 & (4. application. infrastructure £ 72 (% audit 72 & D /X1 751 V& FERL

TEEd 20794 THIBELET,
parse: json X% /N1 54 VIEBMLE T,
CRATVxyU MEFERLET,

I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator AL 24 —Pod ZB7F 704 LEd, L. BT 7
O A% T LARWGEE, JL 2% —Pod #HIBR L TEHINICET 704 LET,

I $ oc delete pod --selector logging-infra=collector

93.4. AL PodADAVYTF—DBRDA VT v I AAD ISON O DERIE

BEknJ%, AL PodADERZIAVTF—DLHDA YTy I RICEETEET, TOMELME
A 23IiE. BV 7 F—DYR— b EFERL T TS14VEFREL, Pod LT/ T—>a Vi
[T2RENHY T, OTIEBEFHEN app- D1 VT VvV RICEZSAEFNET, ChICHIET 57280
I, TA )7 RA%&FEALTElasticsearch #388E T 5T & 5HELZFT,
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=55

BF

AJDJISONFERIE. 7TV r—oa Vit >TERYET, ERTBA VYTV IAN
ZgEBENTA—IVRAILHET D720, TOEDFERIE. BHMEDRL JSON
XOOTDA VT Y P ADERICREL T IV, VT —%FALT. IFIFEAR
namespace X7 IE#MEDH 2 SSONFHXDT7 FYr—avroO/ =0 L £,

® RedHat OpenShift DAF¥ > J:55

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputDefaults:

elasticsearch:

structuredTypeKey: kubernetes.labels.logFormat 0
structuredTypeName: nologformat

enableStructuredContainerLogs: true 9

pipelines:
- inputRefs:

- application

name: application-logs

outputRefs:

- default

parse: json

ﬂ Kubernetes logFormat 5 X)L TR I 115 key-value R7DEZFEAL X,

g TIFAVFTF—HAOEBMCLET,

2. POdCRA TV IV MNEEFITBDYAML 7 7ML AR FE-IIRELF T,
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apiVersion: v1i

kind: Pod

metadata:
annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavy 9
image: heavyimage

- name: low
image: lowimage
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ﬂ 2 3\: containerType.logging.openshift.io/<container-name>: <index>
@ 7/7—rvavaRIAVFIFIELALTRIhIERY FtA,

DREICELY, 77R9—LEDY v — ROBENKIRICIEINT 28N HY X

BEfEI

® Kubernetes Annotations

BEfE

o MO7J#RiE

9.4. O VERX DR E

AFVIFTOAA AV RNTIE. T7ANMMTCAVTF—BLPAVISRANS OV Fv—nOT I
ClusterLogging h 249 L)Y —R (CR) ICEEINLATO I A M T7ICEREINFE T,

EFXaTRAMN —VZRHLAVED, BEBEOJRT 72N MTREOTI MNP ICEGEINEEA,
BEROBER/ICBWT, BEEOTZEET 5V AT LANERBS L OB OREICER L, BEEICRES
NTWBZEZMRB LTI,

DT 74N MERENEH %/ TI5E. ClusterLogForwarder CR #2E T 2L EXH Y FH
Ao CIusterLogForwarder CRABFHEY 25BE. defaut HAZ ST /NS TSA VHAERINTWBI
BERE, OJERBOTRANT7ICEEINEZE A,

94.1. 07 DY —RKRN—F 4 = AF LANDERE

OpenShift Container Platform 2 2 24 —DHAADIFED I Y RRA ¥ MIOJEEET SIC

I&. ClusterLogForwarder 1 X% 1))V —RZ (CR) T A & R4 T4V DiEAEhLEEIEELE
T, ADEFEALT BEOTOV I MIBEEMIIONAT T r—>avnd%sITy RKRA Y M
BETHIEETEET, Rifld Kubernetes Y=Ly M ATV 7 ML > TREINE T,

pipeline

12007894 THho 1 DFLIFEROENADEM LI —FT 4T, FiIEETZIOV2EEL
9, ATY4 FIRUTFToOWTFhichY £9,

e application, 7 S R9¥—TR{ITINZ, A1 VIZANSIFv—aAVTF+—T TV 5—
avERC YT ) r—avili>TERINBZOYTF—0O,

e infrastructure, openshift*. kube*., F7z(d default 7O - hTEITIN % Pod D
vFF—A7BLY/ —RTFANI AT LNSBREBINEZ Y v—FIO7,

e audit/ — FEEE Y X7 A, auditd. Kubernetes APl #—/X—_ OpenShift APl #—/3—,
BLUVOUN XY NT—VTERINBZEEDY,
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A T54 U Tkeyvalue R7E2FEATZE, PO DOV ROTAYE—JIZIRIVEBINTE
F9, LEZE MMOT—9 VI —IlEmEINDI Ay E—JIIIRILEBIMLEY., 94 TR
OISRV ERMIFRLYTEET, 27227 MIEMINESRILEOT XAy £—2 & HITERE
INFET,

input

BEO7OV Y MIBEERITONZ 7TV r—>avnlaznN1 754 VIEELE T,
A TS54TIE, inputRef /RS A —4—%FRAL TERET 207491 &, outputRef /85 X —
Y—%FRALTOV%2&EET 2I5MEEHR LT,

Secret
3 —H—FREHERAG E DB T — 4 %= E L key:value map,

UTFORISERL TSI,

o OJ9ATDNA T4V EERLRWGE, RERYM FonJid Oy F3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 U EBET 2EDD, infrastructure ¥ 1
TORA T4 EEBELRVWE, infrastructure O 71X ROy FINF T,

e ClusterLogForwarder 71 2% &)Y —2R (CR) THADERDY 1 T FERHL. QO 5EHD
B30I EYR—MNF2H—N—ICEETEET,

LFofTld, BEEO Y % tF 1 7449 Elasticsearch 1 Y A9 YV RUIZEREL, A1 VT TANTY
Fr—0OJ%tF 27 TRVWHER Elasticsearch 1 Y RY VY RAIL, 7Y —2 305 % Kaftka 7
O—h—Il&EEL, 7Y 4 —>a>r0%7 % my-apps-logs 7’0 = 2 b H 5 AER Elasticsearch 1 >~
A VAICERELE T,

AOJEEORAENRS TSA VDY T

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:

- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
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pipelines:

- name: audit-logs 6
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:

secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

B9E O T DINES & UiniX

LAY —RETIX, CREITinstance THDIMELRHYE T, YILFOT T 4T —4H—FRET

I, ERORFIZERATEIT,

L AL —3RETIE. CRnamespace & openshift-logging TH2NENHY 9, ILFOT 7+

7 —4—RETIE, EED namespace AFHATEET,

H—ERT7HDI Y NDER, Y—EXT7 AoV ML, OF 7+ 7—4—71 openshift-logging
namespace ICT 704 INTUVWAWEE, YILFOATIAT—F—DRETDHNETT,

=Ly hetEFa1T7RURL ZEBL7KEF 277 Elasticsearch HIIDERE.

o HAN%EERMY 5 EH,

e HADH A 7 elasticsearch,

o EEEIAZL. AWM URL & L TO Elasticsearch 41 YRY VY ADEF 1772 URL &

LUR—k,

o TLSHEEDIY RKRAY NTHERY—V LY b, ¥—7 L v M openshift-logging 7

AYII MIFETIVEDDHYIETS,

JEt & 1 77 73 Elasticsearch HAD

o HAN%ERIMY B5EH,

e HADH A 7 elasticsearch,
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o EEEIAZL., AWM URL & L T Elasticsearch 41 Y R4 Y 2Dt F 2 7 Tl
URL 8 L V'R— K,

@ EX1THRURLENLEYSA4 T MNREETLS BIEAFE A L /- Kafka H DR E:
o HHU%EIRYT %HEHI.
o HHDH A 7 kafka,

o Kafka 7A—H—DURL BLVR— %, HEFZECEPLMET URL & LTHEEL X
-a—o

my-project namespace NS 7 T r—> 3 vO5 % 74 W I—F BDDANDEKRE,

@9

EEBxO VAt F 17N ER Elasticsearch 4 Y 29 YV AITEET BLHOD/M TS54 Y DEE,
o A TS54VAHBAT B LR,
e inputRefs (3074 1 7 T9 (fl: audit),

e outputRefs (ZFHAT 2 HADHARITY ., ZDHITIL, elasticsearch-secure (dtzF 17
% Elasticsearch 1 ¥ 24 > ZILEriX X ., default [&AER Elasticsearch 1 ¥ 24 >~ R TER
EINFET,

o FT7 3. OJIEBMT 2EBDINIL,

T av:xFh, AOTIBMNT 21 DFEIETEBD S NIV, "true" R EDB|BIEIFR. 7—IV{E
ELTTRARL, XFIMEE LTEBINDLDICLET,

o

AVISANSIVFvy—OT%tF 27 THRWHAER Elasticsearch 1 Y RAY V AITEFET 570D
RATS54 VDERE,

o

my-project 7O = 7 b H S WEB Elasticsearch 1 Y XY Y AICOT A ZEET B7DD/INA TS 4
¥ DERTE,

=

o N1 T4 VEHRET SHAHL
e inputRefs (345 E D A1 my-app-logs TY,
e outputRefs (3 default TY,
o FTav:XFH, OJIEMT 21 2FIFEHRDINIL,
@ 1T VEFRWEARICO T % Katka TO—D—ICRET2DHD/ T51 Y DRE,
e inputRefs (07 % 1 7T (fl: application),
e outputRefs [IERAT HHAODERITT,

o FTTav:XFI, OJIEMT 21 DFIFEHRDO I NI,
NBOTTT)T—5 —HDFATERWNEFED Fluentd OO 7 DNIE
AEOF U ITTIT) =5 —pFBETES,. AT ZZETETRVEE, Fluentd [$fitfE L TR T %= INE

L. ENoznNy 27 —ICRELEY, BIT7T) =49 - FAFTRICARZE, Ny T 7—3hkO
T30, OV DEmEN’BREAINIT T, Ny 77 —DREIC—WICARZ &, Fluentd AT DIEZ =
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1IE L £, OpenShift Container Platform [d0 7 %Z0—7—Y 3> L., ENHZHIBRLE T, /Ny
77— A X&RABLEY., KERY 2 —LEXK (PVC) & Fluentd 7—E >t v MF7(E Pod IZEM
LY daZElETEEEA,

/_.k I\ﬁ%@mbuﬁ#_
ZTlE, —BHAF—9 1 THRLET, HAYA TIEEMOFHKRF—%2HR— T 2E0EHY F
'3'0 HABBDRERET 1 —ILICEFEHLNTVWET, IXRTOMERIEIAFT>a v Ty, BET 25—
ZRELT, BEBRQREF12Y T4 —HBEZBAMIILEFT, F—PP—ILy b Y—ERT7AHT VK,
R—MDFA—T Y, FFI/O—"L7O0FY—RERE, AROFTETREE LD ABEMEDH 21BN
BREEERL, HEFETIVNENHY £, OpenShift Logging &, FREEDHEAEHEEDAR—B =R
LEHA.

FSYRR—bL A Y¥—tF2Y 51— (Transport Layer Security, TLS)

$— 4Ly M2 LT TLS URL (http:/l... F7= & ssll...) AEAT 2 &, EAHA TLS H—/—ED
leDIEb ﬁﬂ]k&")i—ﬁ'o =Ly I\%E&D\ /9(031'7/3/74—)1/ I\% Ej—ét JEDDU)
TLS HBEDBICRY 7,

e passphrase:(XFF)) TV A—RINATLSHERETI—RITD2LHDNRXRATL—
X, tls.key "LETT,

e ca-bundle.crt:(3XF5) Y —N—FRERADHRAIY—CADT 71 IL%,

A—H—ZBLUTRRAT—F
e username:(XF5) A1 —F—%, NAT—K PR ETT,

e password:(XF5) FRE/NRT— K, A—HF—F MUBETT,

Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBATRMIICER X IFEMICL T, RUVWIFEIF. SASL IE.
LD sasl. ¥ —HABREINTWVWBHBEICEHNICEMIRY T,

e sasl.mechanisms:(E25)) BF I SN/ SASL A H=ZXLEZDY R b, RELTWEHNEDS
BlE. YRTLOTI7 A MDMERAINET,

e saslallow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXEFET DA A XL%EFHFA
LEd., 74 bk false TY,

9.411.>—0 Ly NDER

ROARY REFALT, BEAZEEF— T 7ML EZBCTA LI M) —IZy =Ly FEERTEF
-a—o

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

p= T
RERERAESSICIE, generic F/cld opaque Y=V Ly hNAGBRATZ & AHELE
-a—o
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9.42. AT 747 —4—DEK

A7 747—4—%FEMRTBICIE. —EXRT7AV Y MPINETETZO07ANDERAIEET S
ClusterLogForwarder CR # i § 2 BN HY FT, OV A2 EETEIIHNEEETSIEHTEE
T, YIVFOTI+T7—5—#eE%EFERAL TW3I55(13. ClusterLogForwarder CR CH—EX7 A7
YNEBRTILENDHY XD,

VSRY—TIIVFOT 77— —#ELZFEALTVWSI5EIE. FROELFIZFERALT. £RD
namespace IC ClusterLogForwarder 1 2% L)Y —RZ (CR) AFfXCTEXT, LAY —FE&AZFEAL
TW315BE1E. ClusterLogForwarder CR D% Hi% instance (C L. openshift-logging namespace I
ERT 2REDNDHY FT,

BE
ClusterLogForwarder CR % {ER{ 9 % namespace DEEEMERIUETT,

ClusterLogForwarder ) ¥V — 2 D4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> 9
outputs:
- name: <output_name> G
type: <output_type> ﬂ
url: <log_output_url>
#...

Q LAY —RETIX, CRLITinstance THIZMLELRHY ET, VILFOAT I 4T —H—FRET
&, FEOELFIZHEHTEXY,

9 L AL —3RETIE. CRnamespace & openshift-logging TH2NENHY 9, ILFOT 7+
7 —4—RETIE. FED namespace AFHATEET,

©® Y-ERTHYVIOEREL. ¥—ERTHYY ME OF 7 57— —7 openshift-logging
namespace ICT 7O4 INTVWARWES, YILFOT T+ T7—9—DRETOHBETYT,

Q IREXNZO7DI14 T, TDT714—ILRDEIE. BEEOSDBEIFaudit. 77 r—>avn
J DHZE L application. 1~ 732 M50 F+—0OJDiFEE infrastructure, £72137 7Y
T—2aVICERINLEBEDOAAICKRY 7,

N7 DEEEDEADYA T, TDT 14—V RDIE
I%. default. loki. kafka. elasticsearch. fluentdForward. syslog. Z7-(& cloudwatch T

ER
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pa )

default DHEAY 1 Fid. BHEOOT 77— —DERETIEHR—FIhhTWE
A,

@ 07 OERESE D H D EHI,
@ O DBREEDH 1D URL,

9.4.3. BBIT ORISR E DBERIE
AVFF—OJOEBITOTS—RHEZBMICLIT,

=2 H-
= [

ORI B E. 18T A —T Y R BB B TR A B Y . EMDT Y
Pa—F4 )Yy —REOOFXF VIV 2a—2 a3 DR BICKRDIBEELNHY
—

O7NX—H—(38%IC. ALCHAADOERDITEZR % DHINE L TERTHILET, TOER, £o%4
ATV M) =DFEL, PL—RAINEBERPIPFZLILRBAERDRETRIINE T,

Java FIA D HI

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

o OFVIZAMILTHEBITOFANZKREL, TNHZ 12007 TV N)—ICBT7 VYTV
TX2 L9519 %5%551E. ClusterLogForwarder 7 24 ')V —2 (CR) IZ, fEH true ®
detectMultilineErrors 7 41 —JL RA'EEFNTWB I L AR LT,

ClusterLogForwarder CR MOl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true
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9.4.3.1. %A

AT Ay E=—IUDBIHRY Yy ) ML —REFRTDERKLAEY—TVRAE LTRRINDIBAE., ThD
FE—DORAOTLIA-FIKEEINET, RAOOT XYy E—JDARIE, ¥—T Y ARDITANTD
Avt—Y 74— )LROEHFIVTUVICBEMEIONET,

FRIOKLIAL VI —THYR— P IhTWBERE:

Language Fluentd Vector
Java v v
JS v v
Ruby v v
Python v v
golang v v
PHP 4 ’
Dart v v

9432 NS TIWNYa—FT4V7
BMCTBE, OIL VY —REICIE detect_exceptions ¥ 1 TOFH LWL/ a vAEEFNZET,

vectorsEEE V> a v opl

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd s &EtEZV > a > ol

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force_line_breaks true
multiline_flush_interval .2
</match>
</label>

9.4.4. O %7 M Google Cloud ~DE5ik
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AREBD T 7 # JL b D OpenShift Container Platform B 2 K 7IZMA T, FhiEFOKHYIL, O %
Google Cloud Logging ICERiXTE X 9,

P
A ZDHEE% Fluentd THEAYT 2 Z LY R—-—FINhTWEHA,

=S5
® Red Hat OpenShift Logging Operator 5.5.1 L&

¥
1. Google U —ER7HV v h*— ZFEALTY—IL Yy bEEHRLET,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service_account_key file.json>

2. LFOFY 7L —h%ERAL T, ClusterLogForwarder 124 A1) Y —Z YAML %=/ L £
TQ

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : ”app-gcp"e
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gep-1

Q LAY —RETIX, CRLITinstance THIZMLELHY ET, VILFOAT 74T —4—F
ETIE, FRDRARIZFERATEEY,

9 LAY —=%TlE, CRnamespace & openshift-logging TH 2 BEAHY ET, TILF
OJ747—4—%R&TE, EED namespace 2FHATE XY,

© V-EATHIVILOLE, Y—ERTHYY ME AT T 57— —7 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTIT+T—F—DRETDH
BETT,
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Q Google Cloud )V —Z[EE ICOV % REFET BEFICIGE L
T. projectld. folderld. organizationld. Z7z(Z billingAccountld 7 1 —JL K, &LV

g Log Entry @ logName 7 1 —JU RIZEMNT 2 EABELE T,

6 NA T4V %FERLTERET 5207 % 41 7 (application, infrastructure. =7 (& audit)
HEELET,

RS

® Google Cloud Billing ICE8d %5 KF a2 XV b

® Google Cloud Logging 7 T —FEBD RKFa X b

9.4.5. O %7 ® Splunk ~ D#R%E

RERD T 7 # JL b D OpenShift Container Platform A A M ZIZMMA T, FHIEZDRKHYIZ, Splunk
HTTP Event Collector (HEC) ICA/ % &ETE XY,

e e
T OMEEE Fluentd TEAT B2 ERYE— FSRATWE A,

([} =355
® Red Hat OpenShift Logging Operator 5.6 LA

e LU #%—& L Tvector BEE I 1u7z ClusterLogging 1 ~ X4 >~ R

® Base64 TIYI1— KNI N7 SplunkHEC h—20 >~

¥
1. Base64 TTY1— NI N7/ SplunkHEC h—2 v AFERALTY—2 Ly FEERLET,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>
2. LFDFY 7L —h%ERL T, ClusterLogForwarder 1 24 L1) Y — X (CR) 2 {ER /= 1E
mELE I,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:

- name: splunk-receiver ﬂ
secret:

name: vector-splunk-secret 6
type: splunk G
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url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure

name: 9

outputRefs:
- splunk-receiver @

LAY —RETIX, CR%ITinstance THIZMELHY ET, VILFOT I 4T —45—F
ETIE. FRDRAFIZFERETEET,

L > —3FRETlE, CRnamespace I& openshift-logging TH 2 WEAHY 9, YILF
OJ747—4—R&TE, EED namespace 2FHATE XY,

Y—ERXRT7HV Y MNOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTIT+T—F—DRETDH
WETT,

HAODOERIZEEL T,

HEC h—J U E&ENh3 —J Ly NOERIZEELET,

HA% 41 7% splunk & LTHEEL X,

Splunk HEC @ URL ((R— M2 &) 2BEL £,

NA T4V %FERLTERET 5207 % 1 7 (application, infrastructure. 7 (& audit)
HEELET,

FTFoav N4 TS4VvDEFERRELET,

CDNRATZ4 TRV EGEET ZRICERTIENOZRIZBELFT,

OO0 99909660 O O O

9.4.6. HTTP ##H T O J#xiX

HTTP A THDOJERE(E. Fluentd & Vector O/ L 249 —DEATHR—MINTWET, BMIC
¥ %ICIE. ClusterLogForwarder H 24 1) —R (CR) DHHY 1 7% http ITIEEL T,

¥
o UTDFY 7L —bM%ERALT. ClusterLogForwarder CR #{EpX X/ IZREL £ 7

ClusterLogForwarder CR Ml

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
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- name: httpout-app
type: http
url:

method: POST
secret:

name: G
tls:

insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

- httpout-app 6

LAY —RETIX, CR%ITinstance THIZMELHY ET, VILFOT I 47 —45—F
ETIE. FREDRARIZFERETEET,

L > —3FRETld, CRnamespace I& openshift-logging TH 2 VEAHY 9., TILF
A7 747—4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTITAT—F—DRETDH
BETT,

AOJDmEE7 KL X,
OJLa—RKEEETBEMDAY T —,
SESCEREEEHRDL — I L v N,

Bl true F 7= IZ false T,

Q90®6 O O 9O

ZDER, HARERLTHIRENHY T,

2.47.BEDTOVII MDLDTS)r—aryay Dink
REOTZARNTOFERICIMAT, FLEZORDYIC, 7YV r—rarvnsoaEE—s2BED7O
VI MOSABOTT TS —HICEETEEY, T, AEOT T 5 —4 —% OpenShift
Container Platform "6 A Y 5F—49 A ZETIX 3 LDIKRETINELEHYET,

TINS5 —2arvnloradz ) MO DEREERETDICE. OV ML DREETDD
AFIT ClusterLogForwarder 1 2% Ls1) Y —X (CR) 24Ek L. thoO 77V 5—49—DF T 3
VHA, BELTETNSDOARNEFERT /81 T4 VEERT D2HELNHY T,

AR

o EEINATOMNINZFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,
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FIR

1. ClusterLogForwarder CR = E%& 9 % YAML 7 7 1 L&A ER F /I3 mEL £,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project G
pipelines:
- name: forward-to-fluentd-insecure Q

inputRefs: @

- my-app-logs
outputRefs: m

- fluentd-server-insecure
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application @
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR M ##ilZ instance TH 2 NELHY 7,
ClusterLogForwarder CR M namespace (& openshift-logging TH32EHNHY X7,
HADEZH,

H 74 1 7 elasticsearch. fluentdForward. syslog. ¥ 7-I|d kafka,

- - i
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©

o

0909000 009

@

BN URL &E LTOABO T TV )5 —9—DURL ER— b, CIDR7 ./ T—2 3
VEMAT IR —2F0T7O0F S —IEMIA>TVWEIGE. EAFRIPTRLR
TR Y —N—ZFIEFQDN THEIRELHY £T,

tls A FERT 2551E. TLSBEDOIY RKRA Y MIBERY—I LYy NOELHI%
EETIRENHYET, ¥—2 L v bd openshift-logging 7OY =7 MNMIEHE

L. tls.crt, tls.key. & LU ca-bundle.crt ¥—AEFN2MRENHY FT, INbHIE,
TNENDAKRTIRELSRLET,

BEINATOV I WS T IV r—2avnd a5 7409 —F52DDAHNDERE.
namespace NMEEINTWARWEE, OJIET RTD namespace MHINEINFE T,
NA T4 VEREF, BT ANDISEZRMEESHEAICOTEEELET, ZDFIT
\d&. forward-to-fluentd-insecure &\ D ZEID/NA 7541 ~iE. my-app-logs &5
BID A DD S fluentd-server-insecure & WD ZRIOHAICAO T &EREL T,

AADY X K,

FAYT2HENDOARL

A7 av:XF5, AJICBMY %1 DFIFEBRDINIL,

A7 &Moo s 775 —89—IEET 2HOD/IN TS 4V DERE,

o AT av:RATSAVDEFEERELET,

o NS4 VAMERAL TEET S04 1 7 (application. infrastructure % 7z |d
audit) ZEEEL 7,

o ZDNATSA4 TRV EGETZRICHERTIENOZRIZ/ELFT,

o I a3 FIAINMNDODOTRANPICOTAEET B0 default HAAIBEL ZF
-a—o

o AT av.xXxFH, AVIEMT 31 2FLIEFEHRDS NI,

CODEREEFERATDE., TRTDnamespace hoDT7 T r—oa v 7rREIN D
JEIERLTLETLW,

2. RDAX Y R%AZEFTL T, ClusterLogForwarder CR 2@ L £ 9,

I $ oc apply -f <filename>.yaml

9.4.8.%FEDPod H6DT 7Y y— a0y Denik

9524 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 T7—49%N&EL. Iz
O7aAL Y9 —IlEETEET,

T —2 a3 I FXE A namespace DD Pod & HICETIND Pod THEERINZELE
T, INLDPod L7 AV r—2ava#ild 25NV LHBIGEIEF. ThooO/F—49 %2 RE
L. FEOQOZIL VY —ICHATEET,

Pod SRILEIRET %ICIE. 1 DLl ED matchLabels DF —/{EDQR T AFAL T, EHOF—/ED
R7ERET HIHE. Pod IBRINZZNSITRTUI—BTI2HENHY T,
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FIR

1. ClusterLogForwarder CR#A 7YV hN2E&HT 2 YAML 7 7 M L EEREIEREL T 7.
7 74T, LTFDAFAIATRT & S IC inputs[].name.application.selector.matchLabels O T
Bl A iR — R (Equality-based) DtzL 74 —%FH L TPod SRILERELET,

ClusterLogForwarder CRYAML 7 7 1 LD Y > F)L

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs: @)
- <output_name>

LAY —RETIX, CR%ITinstance THIMELHY ET, VILFOT I+ —45—F
ETIE, FRDRAFIZFERATEET,

L > —3FRETlE, CRnamespace I& openshift-logging TH 2 BEAHY 9., YILF
O 747—4—RETIE, EED namespace FHATEEY,

inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,
outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

Pod SRILD—EDEY NaFDOET7 L) r— 3 v O—ED inputs[l.name = E&H L £
EP

IN&ET 2077 —9%FDPod SRNILDF—/EQORT7EIBELET, F—7LFTIER
. F—CEOEAERET Z2HENHY £9, Pod ZBIRT ZITIE, Pod IFTRTD
F—EEDORTE—RTI2REIHYFT,

47> 3 v:namespace = 1 DL EIBELZF T,

Q7 F—9%&ET 51 DULEOHENEEELE T,

Q9 O 9060060 O 9O

2. AT a0y F—9 DIREEHFED namespace ICHIFR T 2 IC1E, BRRDBFID &£ S I
inputs[].name.application.namespaces = A L £ 7,
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3 AT avi BB Pod INIVERFDEBMDT T ) y—vavhbB LA TS4vicnsd
T—HEERFTEIEY,

a. Pod INILOD—BDOHAEDLE T EIC, RRINZEDERKRDENMD inputs[]l.name t
o avEERLET,

b. DT T)r—2a>r®dPod FRIVIC—ET S L DI, selectors #FHLE T,
c. ¥R D inputs[l.name {&% inputRefs ITBIML ET, UTFICHERLET,

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

4. CRATV U MR LET,

I $ oc create -f <file-name>.yaml

RS

e Kubernetes ® matchLabels DE¥ffIZ. Ty hR—RADEHEZHR—rTBEY)Y—R ESBL
TLIEI W,

9.49.APIEEET 1 LY —DHE

OpenShift APl H#—/N—d, APIFUHELZ &I, YT LRRVR, VI ITREH—0DID DFHH
ERTEEANY N EENT 27D, REDT—INERINITT, APIEET7 ALY —IFIL—IL%ZE
ALT, EZETHRWARY MNZRALTANRY M A XZFBPTEDLDICL, BEEIHFZ2LYEEL
PILLET, L—IVRIEBICFIvI3h, RPYO—HTELEZFIYILIET, IRV MIEEFN
27—92l level 74 —ILRDEBEICLE > TREINE T,

e None 1RV KNIFIROYTIhFET,
o Metadata: BEEX Y T —9HEFEN., VUIITAMNBLVLRARY ZADAXIIHIBRINE T,
® Request BEEAYT—HEV VIR MEAXDNEFN, LRARYZAAXIFHIBRINET,

e RequestResponse: X9 57—%, VU IRANEAX, LARYZAEAXDITRTDT—IHEFEN
F9. LARYRARXDEEICKE K 258N HY £9, /=& Z1E. oc get pods -A (£
SRAI—AHADITRTD Pod D YAML BB Z2BL L ARV AANEER L FT,

R

COMEEIZ, OFX VDT TAOA4 AV N TVector ALYV I —DHBEINTWBIESICD
HMERATETET,

A% > 7 58 LIBETIE. ClusterLogForwarder 1 2% A1) Y/ — R (CR) IFIZEED Kubernetes B2 R 1)
Y- ERAULEREFERLEI T ROBIMEELRBELET,
T4V KA—FK

dA—H—, JI—7. namespace. BLUWY YV —RADEZFNIIE, HLBELIEKRRBRIC* TRV YRS
XFEELIFZDENTEZET, /& A X namespace openshift-\* |& openshift-apiserver % 7z (&
openshift-authentication & —%(L £9, ')V —X \*/status |&. Pod/status % 7= (&
Deployment/status & —H L £ 7,

FT7#4I MDIL—IL
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R —=DIV—IIC—BLBWARY ME LTFOEDICT ALY —IhEFET,
e get. list. watch R EDFHAMYERS AT LANY MIBEINFT,

o H—EXF7AHDUYMNERALU namespace ATHRET 2 H—EXT7 AV Y MEZIIAHAI XV b
ROy F7E¥hExd,

o MDIRTDANY MIE, BREINIL— MRICKE > TEHEINFT,

INSDT 74 NEEPICTBITIE, level 74 —ILROADEEFNDIL—ILTIL—IL) A NERT
TEN. ZEDIL—ILEEBMLET,

BEI— RKHAEKINS
ERT HEHAT—HZAO— KDY R b, OmitResponseCodes 7 1 —JL REFAL T, 1RV b
MEINGBWHTTP ZT—4XAD— KDY XM EFEALT. IGBEDOHTTP RTF—4F XA0— RIZE
DWTARY MNABIRTEEY, 77 2J)L MEIK [404, 409, 422, 429] TT, ENZED Y R K~ [| D5
B, AT—Y 20— REFEBRINFIFHA.

ClusterLogForwarder CR DEZE /R ) & —I&, OpenShift Container Platform MEZER ') ¥ —IZHIA T
EEFL %9 . ClusterLogForwarder CREEE 7 1 /Ly —IE. OF AL I Y-k T 2HABELEHL,
g5, 1—H—. JIL—7. namespace. F/IEYY—RATT74I9 )V TT2HEARELET, &
BOT7 1IN —%ER LT, ACEERAN)—LDERDZYT) —2ERDIGAHIGEETEES, L&
ZIE FHHAXAN)—LEO—AIISRY—OFZARNTPICEEL. FHEOBEVWRN)—L%EY E—
M4 MIEETEZET,

T

R

REINTVWBHIIE, BEER) Y —THRBRIL-IVOHEEEZTT I E2BNELTS
Y, HRINZRETHEDHY THA.

BEBRY > —of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit 0
filterRefs: my-policy 9
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:

# Log pod changes at RequestResponse level
- level: RequestResponse
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resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: ™"
resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLSs:

- "/api*™" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: "" # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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@ iEShzo/0947. TOT - ROMER, BEEO/OBAR audit, 7Y r—vav0
J D& application. 1 > 732 M50 F+—0OJDIiFE L infrastructure, £72137 7Y

‘9 BEARNY Y —DHHL

BIER R

® Egress 77470 #4—I)bERY NI—ORY—)L—)boOFx> T

9.4.10. 488 Loki OF > V2 AT LAD O J Rk

FI7AIMDATARNTIZMAT, FEEFEZORDYIC, HED LokiOF > F L3OO Y 5ER1E
TXZEY,

Loki NDOVERE%RET B ICIE. Loki DHEAE, HOEFERT B/ T4V T
ClusterLogForwarder 1 X% L)Y —X (CR) 2{EX T 2ENHY F T, Loki~OHAIE HTTP (&
FaT7TRW) XLIEHTTPS (EFa 7R HTTP) EiRA AT XY,

AR

o CROuUrl 74—JLRTIEETSBURL CTLokiOF VI AT LNEITINTWVWEIRELH S,

¥
1. ClusterLogForwarder CRA 7YV h2E&HT 2 YAML 7 7 M L EERREIEREL F T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> g
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: loki-insecure ﬂ

type: "loki" @)
url: http://loki.insecure.com:3100 G
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure a
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
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Q®o O o 9o

@ 9

®9

inputRefs: @
- application
- audit

outputRefs: @
- loki-secure

LAY —RETIX, CRLITinstance THIMLELHY ET, VILFOAT I 4T —45—F
ETIE, FRDRAFIZFEHTEEY,

L ¥ —3FRETld, CRnamespace I& openshift-logging TH2BEAHY 9., I F
O7747—4—RETIE, EED namespace #FHATE £,

HY—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTIT+T—F—DRETDH
BETT,

HADEZRIZI/ELT T,
54 7% "loki" EI_EL X T,

Loki VAT LD URL BLUVR— M E2BMAMIT URL E LTEELE T, http(EF27
TRW F7OMINFELIE https (EF2 7R HTTP) 7O MLV EFHETEE Y, CIDR7
JF—=YavEMRTEZISRAY—2EKOTOFT—IEMIR>TWVWSRIBE, HAKIP
T RLULRATIEBRLSY—N—ZF/<IEFOQDN THEIZBENHY £, HTTP(S) BIEAD
Loki @7 7 # )L h7/R— K& 3100 TT,

EXaT7aEETIE. Y=Ly b ZHBEL T, 5R6ET 5 https /<13 http URL Z15E
TEEY,

https #HEEFH DB AL, TLSBEOITY KRS Y MIBEARY—I Ly POZRIZIBEL
F9, Y=Ly MIE, ENDLKRTIAAZ%ZIET ca-bundlecrt LS ENTVWIHE
KHYET, ThUADIGZE. hitp BL UV https BEFHOBEIZ, 1—H—FLENNRXT—
REELY—I Ly NEEETEET, LAY—FRETIE. ¥—7 L v M openshift-
logging 7Oy =V MIBEHETZIRENHYE T, sEMlIE. 12— —FKE/RRT7—FK
VY- Ly NOERE] Z5RBLTIEIW,

FF2a v A9T—9F%—T 1 —JLR%EIHBEL T, Loki ® TenantlD 7 1 —JL KDIE%

EWLET, & 2L tenantKey: kubernetes.namespace_name %#:%E9 % &

Kubernetes namespace M &Rij% Loki D77+ M IDDfEE LTHERALEY, ffRicEDO

JLA—RT74—ILRZHEETE 20 2B 5ICIE. T BEER®RI £7>avn
[Log Record Fields] ) > 2S8R LTLKEI W,

T3V TIFIIRDLoki TNIVEBEMA DA T =974 —ILRF—DY R %
BELZET, loki INILFAIE, EFHRKIR [a-2zA-Z_:][a-2zA-Z20-9 :* & —HTHHEAHY F
o TINIVBEHKT 27D, AT —9F—DEWRNFIE _ICEIHBAONET, &
& ZIE, kubernetes.labels.foo X ¥ 7—#4 ¥ —|&. Loki 5N/l kubernetes_labels_foo
IC7Y) £9, labelKeys & E LW E, 77 4L MEW [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THEEABRRINILOY A ZEBUCHRINH 2D, INILDEY ME/NMELLE

9, Configuring Loki, limits_config ZZB LTI W, JT)—TJ 1) 5 —%FEAL
T, BJLaA—RI74—ILRICEDWTYI ) —%ETTEET,

FFoav A TSA4AVDEERRELET,

NATS54VEFERLTEXT 2074 41 7 (application. infrastructure = 7 |% audit)


https://grafana.com/docs/loki/latest/configuration/#limits_config

B9E O T DINES & UiniX

® oM TSMvTRUEERT ARICEAT ZHNORREEELET,

R

Loki TIEAJTRA MY —LEELLK YA LAY VY TTIEFLIT2RENH 7
&. labelKeys ICI&357E L 7 < TH kubernetes_host SNtz MO BICE X
hEd, ZOIRILEY MPEFNEZIET, ERAMN) =L T1DDRR DS
REINZOT, RAMD7OY VEDORENREERTY 1 LAY Y TOIEEHE
nNREWEIILRYET,

2. ROAX Y K&EZFE{TL T, ClusterLogForwarder CRA 7Y =7 h&EALZE T,

I $ oc apply -f <filename>.yaml

BAEE R

o |okity—N—DEE

9.4.11. #+&B Elasticsearch 1 VR ¥ V A~AD O T D=EE

AEIOTRARNTIZMA T, FIFZFTORDYICHERD Elasticsearch 1 Y R YV AICO T 58X TE X
¥, AEO T T TV 5 —4 —% OpenShift Container Platform S AY T —49 #%{ET 2 LD ICERET
ZRELRHYFT,

HEB Elasticsearch 4 Y 29 Y AANDOJEREZERET HICIE. EDA VRV AANDHAS L THA
%{FHEY %/31 754 > T ClusterLogForwarder 1 24 1!) Y —R (CR) #/EXT Z2HENHY F
9, HEB Elasticsearch HATIE, HTTP(EF a7 TAW) LIE HTTPS(EF 2 7R HTTP) EFii % &
HTEZEY,

S ER Elasticsearch 4 ¥ R4 >~ R & NER Elasticsearch 41 Y RH VY 2ADOWAICOV #E%ET BICI1E,. HH
BLUHAEA VRV AANDNNA T4V, BLVdefault HAOAFRELTOTEREEA VR Y VR
BT BN, TSA Vv BEEHRLET,
p=
04 % RER Elasticsearch 1 Y A Y YV ADMERET DMENH BH5E
I%. ClusterLogForwarder CR #/EX T 2L EIEHY T A,
AR
o IBEINATONINFAREREZFALTCOXF VY IT—952ZETEHLOICHKEINAOX
VY —=IN—DRETT,
FIa
1. ClusterLogForwarder CR 2% 9 % YAML 7 7 1 L&A {ER F 72 I3 fREL £ 7,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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230

O9®6 O O 9O

o

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:

- name: elasticsearch-example ﬂ

type: elasticsearch
elasticsearch:

version: 8 G

url: http://elasticsearch.example.com:9200 ﬂ
secret:

name: es-secret €)

pipelines:

- name: application-logs 9
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m

-mmmﬂg

myLabel: "myValue" @

#...

LAY —RETIX, CR%ITinstance THIMELRHY E T, VILFOAT T4 T —45—
ETIE, FRDRARIZFERATEET,

L > —3FRETlE, CRnamespace I& openshift-logging TH 2 WEAHY 9., YILF
OJ747—4—RETIE, EED namespace FHATEEY,

HY—ERXRT7HhV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 INTULWAWEE, YILFOTIAT—F—DRETDH
BETT,

HAODEZe2EELET,
elasticsearch ¥ 1 7%##EL 7.
Elasticsearch /N\—Y a3 v AEELZF T, Zhid 6. 7. FLE8owTFnsiciy £79,

S ER Elasticsearch 1 YA VY ZAD URL LUV R— M a2BWAMT URL & LTIEEL
¥, http(EFa7THW) FOMILF L https (EF 2 7R HTTP) 7O NI AFER
TXF9, CIDR7 /57— avaFERATZI 7R —2&K07OF > —DEMITARST
W3IEE, HAKIP 7 RLRATRE RS Y —N—LZF/IEFODN THEI2HELHY ET,

https EZBEFH OB EIFE. TLSEBEDIY RKRA Y MIBEBERY—I Ly NOZRIEZIEEL
F9, Y=Ly MIE, ENDKRTIAAZ%ZET ca-bundlecrt LS ENTVWIHE
BHYFET, ThUADIGZE. hitp BL U https BEHOBEIZ, 1 —H—FLENXT—
REELY—ILy NEEETEET, LAY—FRETIE. ¥—727 L v M openshift-
logging 7OV MIBEHETIZRENHY E T, fElIE. 12— —FKE/RRT7—FK
EEUCY—U Ly MDRE] ZSRLTLLEIW,

FTFoav N4 TSA4AVDEFERRELET,
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NA TS24V EFERLTEZXT 207 %1 7 (application, infrastructure = 7 (% audit)
HEELET,

CDRATZ4 TRV EEET SRICERTIENOZRIZBELFT,

9 o

Z 73047 % KNER Elasticsearch 41 Y A4 ¥ RITEET 37012 default B A% IEE
l./ia—o

® F7v=vXFA. OTIGENT 10 FFEROI NI,

2. ClusterLogForwarder CR # @R L £ 9,

I $ oc apply -f <filename>.yaml

Bl 1 —F—RZERRAT—KEZELY—IL vy hDEE

A—H—RZENRRAT—REZELY—V Ly M&FERL T, AE8 Elasticsearch 1 Y A Y AADtEF 2
TIRERERIITEET,

fe& 2, Y— R/X—F 4 —H' Elasticsearch 1 Y 29V 2 %#BE$ 57, ¥HE TLS (mTLS) ¥—*%
FHETEARWGEIC, HTTP EAIEHTTPS 2B L CA—H—RENRT—REELY—J L v b %
BETETFT,

1. LLFDOBID & S 7% Secret YAML 7 7 4 )L {ER L £ 9, username & &£ U password 7 1 —
JVRIZbase64 TTVI—RIN/EEFRALET, >—IL v 9S4 FET T4 T
opaque T,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. 9_9 I/\y I\%{/Eﬁzbi-a—o

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hDERIZIREL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...
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p= o)
' url 7 4 —JU ROIETE, HEEFEEEE hitp 7213 hitps IC4Y £ 7,

4. CRA7YVz/ h&2HEALZET,

I $ oc apply -f <filename>.yaml

9.412.Fluentd &5 70 M LA R L0 Y DExx%k

Fluentd forward 7O h A EFRA L T, 77 4L KD Elasticsearch O X M 7DRDY, FilEZTh
IKMATTORIANEZIFAND LD ICREINAABOI/ 7Y S—4—ICOJDIE—%ZEEFETE
x9, AEO T T ) 45 —4 —% OpenShift Container Platform WSO 5 R{ET DL D ICEKET B0
ERxHYFT,

forward 7O M I AFRALTCOJVEEERET 5ITIE, Fluentd Y——IIX T2 1 DU LEOHEAS
SUVENSOHANEFERT /814 TS5 4 >~ &I ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEJ. Fluentd DEAIE TCP(EZF 27 TRW) FALIE TLS(EF 2 7R TCP) EfRzFHTE X7,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOLX
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 6
- application
- audit
outputRefs:
- fluentd-server-secure Q

- default )

labels:
clusterld: "C1234" {§)
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- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR MO £ il instance THE2UENHY FT,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZEEL T,

fluentdForward ¥ 1 7%8E L £ 7,

ANEB Fluentd 1 Y 249 VY AD URL BL VP R— M EBRAHMES URL & LTIEEL XY, tep
(EFa7TchRN ORIV FELIFUs(EF2T7RTCP) 7O INEFEHTEEY,
CDR7/7—>avaERAT 275 R9—2&K07OF > —NEMIR > TVWBIFEA,
HAFIP 7 RLRATIRASY—N—ZF/IZFQDN THEI2MHELHY T,

0000

tls Z3EBEFHE L CTHEALTWARIEAIR. TLSHEBEDIY RRA Y MIRELRY—J L v
NOEZRIZIBET D2VELNHY ET., ¥—7 L v M openshift-logging 7O =7 ~C
FETH2HELNHY., TNHNKRITIEHAEZEAIET ca-bundle.crt BASENTWBMENDH
L) i’a—o

o

FTFoav A TS4AVvDE&ERRELET,

NA T4V EFERLTEXT 207 % 41 7 (application, infrastructure = 7z {% audit)
HEELET,

CDNRATZ4 TRV EEET SRICERTIENOZRIZBELFT,

Z 7 3. 047 % KNER Elasticsearch 41 Y R4 ¥ RICERET 57012 default B A& IEE
L/i_a—o

F7Yav:XFH, OJIEMT 212 FBEHRDINIL,

FT7oavHR—MNINBIA TOMOHAEO T T V) S =9 —ICATEHEET D LD
ICERBOENZRELE Y,

0 9060 09

o NATS4V%RBT AR

e inputRefs (&, TD/NA TSV AFERLTEXET 2079147 TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODEREITT,

o AT aviXFI, OTIEMNT 51 DFLIFERDI NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml
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9.4.12.1. Logstash 7" fluentd B 57— 4 Z WAL 7D T/ WIEEDEMIL

Logstash 2" fluentd 5077 —4 ZEYIALICIE, Logstashi&REZ7 7ML TH / WEEEZEMICT
DENHYET,

FIR

=n

® Logstash %% 7 7 1 JLC. nanosecond_precision % true ICEXEL £,

Logstash&E 7 7 1 )L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

9.4.13.syslog 7O ML &@FA L0 Y DERE

syslog RFC3164 £7z1& RFC5424 7O ML AEFEA LT, 77 #JL b D Elasticsearch A7 X k7 DR
HY, FAEFEZINIKMATTAONILEZFAND LD ICERESNAABOI 7Y S5—4H—IlOTD
JE—%Z&FEETEEXT, syslog—/"—R &, AEO T T T 5 —% —% OpenShift Container
Platform "5 A7 %#ZET D LD ICKRET Z2HEHLIHY 7,

syslog 7O RN AEFRA L TCAOVEEERET BICIE. syslog U—N—IId T2 1 DU EOHEABS LT
TNSDHEANEFERT %/31 T34 > &HIT ClusterLogForwarder 1 2 49 1s') —Z (CR) Z{ER L &
¥, syslog HAITI&, UDP, TCP., F/WXTLSERAFATEZT,

=S5

o EEINATONINZFAEFERXEZFRALTCOX VI T—9E2ZETIHILIICHEINZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7V N2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog:
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' ﬂ
secret: 6
name: syslog-secret

234


https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

S9®06 O O 9O

o

B9E O T DINES & UiniX

- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east

secure: "true"
syslog: "east"
- name: syslog-west@
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

LAY —RETIX, CRLITinstance THIZMELHY ET, VILFOT I+ —45—F
ETIE, FREDRAFIZFEHTEET,

L > —3FRETlE, CRnamespace I& openshift-logging TH 2 BEAHY 9., YILF
O 747—4—RE&TIE, EED namespace &FHATEEY,

Y—ERXRT7HV Y NOARI, Y—ERT7 ATV NI OF 7 +7—4—7 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTITAT—F—DRETDH
BETT,

HADERIZEELE T,
syslog ¥ 1 7%5EEL T,
F7av: LTIV RAMREIINT WS syslog/NTA—9—%ELZE T,

HEBsyslog A YV RAI VYV ZADURL BLPR—MEEBELF T, udp (EF 27 TRL), tcp
(EF¥ar7TchRW) Fabal, FhiEts(EFa27R2TCP) 7O NIV AEFRATEET,
CDR7/7—>avaEAT 2075 R9—2E07OFxF > —NEMITR > TVWBIFEA,
HAFIP 7 RLRATIEARSY—N—ZF/IZFQDN THEI2HELHY T,

tls EEHAFRT2HAIE. TLSBEDIY KRS Y MIBRERY—I Ly hOLZRT%
BETH2VENMHYET., Y—I L v MIE. ThHNKRIEAEZ%1ET ca-bundle.crt &
NEINTWIRENHY FY, LAY—FRETIE. ¥—7 L v bid openshift-logging
7O MIBEETZ2HENHY T,
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FFoav N4 TSA4AVDEEIRRELET,

NA TS24V %FERLTEXT 207 % 41 7 (application. infrastructure = 7 (% audit)
HEELET,

DR T4 TOVEEETIHICHERT2HNOERIZHRELET.

Z 7 3. 047 % KNER Elasticsearch 41 Y R4 ¥ R ICERET 7= (C default B A% IEE
L/i-a—o

F7av:xFh, ATICEBMT 2 1 DX EIEERDSINIL, "true" R EDE| BB,
T—=ILEE LTTIERL, XFIEE LTERE#INDLDICLET,

FT7oavHR—bNINBIA TOMOHAEO ST V) S =9 —ICATEHEET D LD
ICERBOENZRELE T,

o O 990 900

NA T4 v %RAT 2 L0

e inputRefs (&, TD/NA TSV AFERLTEETZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT a3 v XFI, OTIEMNT 51 DFLBFERDINI,

2.CRATV U MaFRLE Y,

I $ oc create -f <filename>.yaml

94131 X wvE—IJHAANDOOTY —RIEIRDIEBM

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% L)Y —X (CR) ICEBINT 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL I1— KD Xyvt—Y 74—
JWRIZEMTEEXT,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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yz -8
ZDI/TEIE. RFC3164 & RFC5424 Ol A & BN HY £,

AddLogSource Z [ L W GE D syslog X v 22— HADHI

"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

I <15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",

AddLogSource % ffifl L 7= syslog X v z— I H A DA

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-qgxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

9.4.13.2.syslog /X T A —% —

swmgﬁﬂkm UTABETEEY, #MliE. syslog ® RFC3164 F7lE RFC5424 RFC #5HR L T

(X

e facility:syslog 772U T 14 —, {EICIZ 10 EROBEHFLIZIAXFENMFERXRLRWNF—

l7_

o

ReFRTEXT,
H—RILA Y E—UDIFESIE. 0 £/21F kern

A—HF—LRILDOXAYyE—2DIFEIE. 1 F/id user, 774 KTT,
A—=I)VY AT LDBEIE, 2 F1E mail

AT LT—EVDHBEIF. 3 7213 daemon

TXal)TFa4—/RAA Y E—2DBEIE. 4 F/1F auth

syslogd ICL > TREBICERINE A v E2—Y DIFEIE. 5 7/ IE syslog
SAVT) BT RTLDBEIE. 6 £/ lpr

Y M7 =7 news 7L A7 LDIFEIE. 7 721 news

UUCP % 7Y X7 LDHEIE. 8 £7(1E uucp

o0y I T—EVDHEIF. 9 £ cron

X271 —REEA Y E—TJDFEIE. 10 £72Id authpriv

FTP F—E v DBAaIE. 11 £ ftp

NTP 4 7Y 257 LDIFEIF, 12 71 ntp

syslog B8 O 7 DiZE L. 13 £/ IX security

syslog 7 27— O DiFEIE. 14 £/ console
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o RV a—-YUITF—FEUDIFEIZ. 15 F7-1F solaris-cron

o O—ANNIERINS facility DIFHEIE. 16-23 F 74 local0 - local7

e A7 3av:payloadKey:syslog X v E—2DRA O— K& LTEATSLI—RK714—IL K,

R

payloadKey /X T X —4% —%RET B &, MD/NT5 A —4 —H syslog ITERIEX
Ny xd,

o rfcsyslog &AL TAOJAEET 27-OICERINS RFC, 77 4L MME RFC5424 TY,

® severity: 1S syslog L O— NIZERE I N B syslog DEKRE, {BICIE 10 EROEBHF 21X KX

FEMFERP LBWF—D—NEFRATEET,

o YRTFTLNMEARATHDIEAERT XY E—IDIFEIE, 0 F7zi& Emergency

o BIBFICT VY avaRTI2MEBENHDIEETRT Ay E—IUDIFEIFE. 1 F/1E Alert
o BEAMLREATRT Ay E—TDBEIE. 2 £/ Critical

o IS—DREETT Ay E—IDIHEIE. 3 7L Error

o EEREATT AvE—TDIHFEIE. 4 £72I1E Warning

o FETHINEELMREBETRT XA v E—YDHFEIX, 5 7L Notice

o BFHRERHET I A Y E—2DHEI. 6 721 Informational

o FTNRYITLRILDAY =V %ARBTEA Y 2—TDIFEIE. 7 £7/21E Debug, 77 4L
NTT,

tag: ¥ Jl&, syslog A v =Y THTE LTHERATSLI—RT71—ILRZEELZET,

trimPrefix: I8 E X N/ ZBEFHEA Y VD SHIBRL X T,

9.4.13.3. BN RFC5424 syslog /X5 X — 4 —

UTFDINZ X —4—[E RFC5424 ISBEAINE T,

appName: APP-NAME (&, OJ%#EELALT TV r—>av2@id257)—T7FAMDOXF
FITYd, RFC5424 (LI L TIEET DM ENHY X T,

msglD: MSGID I&, X v E—Y Dy A T%HBHNT 27 ) —TF X MXFFITY, RFC5424 (xd
LTIEETZ2HEIHYZET,

procID: PROCID (27 ) =7 ¥ XA RXFHTT, ENEEINZHEIE. syslog L R— hA T
LTW3Z&%ERLET, RFC5424 (CxF L TIBET 2MENHY £,

9.4.14. O M Kafka 70— —~DExE

FTI7AILMNDATARNTIZMAT, FEIEFEZORDYIC, HED Katka 7O—H—ICOJ AEETE X

ER
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HNEB Kafka 1 Y R Y AANDOJEEZRET BICIE. TDA VYV RAIVANDENZED
ClusterLogForwarder 1 2% 4') Y —Z (CR) &. ZDHEARFERT 2/ 54 VA ERT 2HED
HYUET, HAIKKED Kaftka NEY I &BMT Z0, T 74 M aFERATEET, Katka DHEBDIE
TCP(EF a7 TRW FAIETLS(EX a2 7R TCP) ERAFATEXET,

¥
1. ClusterLogForwarder CRA 7V N2 E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: app-logs ﬂ
type: kafka 9
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- name: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"
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240

o Q®6 O

0090 9060 O

LAY —RETIX, CR%ITinstance THEIZMELHY ET, VILFOT 747 —4—F
ETIE, FRDRARIZFEHTEET,

L > —3RETlE, CRnamespace I& openshift-logging TH 2 BEAHY 9, YILF
A7 747 —4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—7 openshift-
logging namespace ICT 704 INTULWAWEE, YILFOT 74T —F—DRETDH
BETT,

HAODEZRIZEEL T,

kafka ¥ 1 7%3BEL X J,

Kafka 7O0—H—®D URL B L VR— M E2GMAMT URL E LTIREL., #7723 v T
EDMEYIVTHEELET, tep(EFa7TAHAW) FOMINELIF s (EF2 TR
TCP) 7O MINEFRATEEY, CIDR7/T—>avaFERT 27729 —2F&0 70
FO—DEMIRO>TWBIGEE, HARIP7 RLATEH RS Y —N—ZF/IZFQDN T
HELENHYET,

tls A#EBIEE LTHEALTVWEIBAIE. TLSBEDPI Y RRA Y MIBERY—I LY
NDOERIZBET D2HENHYET, ¥—V L v MIE, TNHLNRITIAEEIET ca-
bundle.crt A EFNTVWIHMEAHYET, LAY—FEETIE., ¥Y—IL v hiE
openshift-logging 70y =0 NMIBEHETI2HEFHYET,

7 av: EeFaTRHEAEZEETSITIE. URL OFTIC tep DEBEIHAFERLE T,
Fe. TOHHDD secret ¥—&F®D name *&EE LT,

FTFoav A TS4AVvDEFEIRRELET,

NA TS24V %FERLTERET 207 % 1 7 (application. infrastructure = 7 (% audit)
HEELET,

DA TSA Vv TAYaEETIEICFERT I ENDDOLREEELE T,
7V a v xXFy, OJIGENT 21 2FLIFEHDOINIL,

7o avHR—MNINBIA TOMOHAEO T T V) S =9 —ICATEHEET D LD
ICEBOHENZRELE Y,

o NATS4V%RBT AR

e inputRefs (&, ZD/A1 TS VAEFERLCEGET 20594 ST
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAITDERITT,

o FTFTav:xXFH, AVIEMT 31 2FLIEFEHRDS NI,

AT a v B—DHENEEND Katka 70— H—ITEET D ICiE. ROBICRT £ S I Kafka

7A—h—DRIEEELIT,

#...
spec:

outputs:
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- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: ﬂ

brokers:
- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...

Q brokers & & U topic ¥ — %352 kaftka ¥ — %3 EEL £ J,
@ brokers *—ZIRELT. 1D2MLOTA—H—ZIRELET.

g My s *—%EERALT, OVASETEZI—FY NNEYIEIEBELET,

3. kDAY R%A%EFTL T, ClusterLogForwarder CR #&EMH L £,

I $ oc apply -f <filename>.yaml

9.4.15. O %' ® Amazon CloudWatch ~D&xi%

Amazon Web Services (AWS) BN R R R T2E=F )V IBLTAT AN L—IH—ERXTH S Amazon
CloudWatch ICA YV %#8XTEE T, T 74/ MOOJTZAMTICMA T, FLBOJRAMT7DRHLY
IC. CloudWatch ICAOJ A8RXTE XS,

CloudWatch ~D O JERE AR ET 5 ICI1E. CloudWatch DD B L VCH N A FERT 2/84 514 VT
ClusterLogForwarder 1 X% L)Y — R (CR) 2EX T 2 HELIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —JL K% {EFH T % Secret YAML
774V %EER L. base64 TTYOA— RINKL AWSFRAEIBEREZIBELF T, LTICHZRL
x7,

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK

aws_secret_access_key:
dOphbHJYVXRuURKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly bERLET, LTFICHIZRLET,
I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CRA 72 ¥V N&EHT D YAML 7 7 A IV A ER F /I3 mEL T,
D774, Y=Ly hOERIZEELE T, UTFICHAlZRLET,
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: cw ﬂ
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> a
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

ow@®

Q LAY —RETIX, CRLITinstance THIZMLELHY ET, VILFOAT I+ —45—F
ETIE, FRDRARIZFEHETEET,

L > —3FRETld, CRnamespace I& openshift-logging TH2ZWEAHY 9, YILF
OJ747—4—%R&TE, EED namespace #FHATE XY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—7 openshift-
logging namespace ICT 704 SNTVWAWEE, YILFOTIAT—F—DRETDH
BETT,

HAODEZeEEELE T,
cloudwatch ¥ 1 7%##EL 7.,

ATvarvnla7V—Te A EEBELE T,

Qo6 O

e logTypeld. O %A 7zl I IN—THERLET.

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L
F9, Tl 1VISRANIVFv—BLVCEBEEOJVAOERMNOOY JIL—TEEK
L/ij—o

e namespaceUUID (£, 7 71) 4 —> 3> namespace UUID Z &I LWA T T IL—TF
EERLET, £/, 1V ISAMNSVFv—BLU0EEOVAOERNOO T JIL—
TEERLET,

FFoar I —TOEEICEEFNST 7 4L h® infrastructureName E5EFE A B
XMZDINFHERELET,
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AWS ) —T a3 vaisELET,
AWS SREFBE#HRNI S FEFNDY—I Ly NOEZRIZIELE T,

FTFoav A TS4AVvDEFERRELET,

09009

NA TS24V %FERLTERXT 207 % 41 7 (application. infrastructure = 7 (% audit)
EEELET,

DA T4 TRV EGEET SRICERT2ENOZRIZBELFT,

S

4. CRAT7V U MR LET,

I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder D f&fH

Z T Tl&. ClusterLogForwarder 1 X% L') Y —2 (CR) DY > FJL &, Amazon CloudWatch ICH A
T2O00T7—9DNKRTINET,

mycluster & L\ 5 ZF]D OpenShift Container Platform 7 5 249 —%EfTLTW3 & L F 9, ULTFD3
TV RIE. U5 A4—0 infrastructureName #i5R L £ 9, Ztid, 8 Taws IY Y NDOERRICER L
EJC N

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZDFOATT—8 EEKT BICIE. app & WD &ARID namespace T busybox pod ZE{T L &
9, busyboxpodid, 3T EITstdout ICA Y E—TVAHEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod A*Z17X¥ 1% app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder h X9 LYY —RZX (CR) T, A1V I7SAMSIFv—, BEE. 8L T7TY
H—ravayd 94 7% all-logs /8 TS5A VADAAELTHRELET, T/ 2ONRM TS
% cow HICHEER L, us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:
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outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CW

CloudWatch D& ) =Y avIliE, 3D2DLRIVDA Ty MAEEFNZET,
o OJIJIN—T
o AJAMNY—L
B OJARV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 3 D20OJ 941 7T
Amazon Cloudwatch I3 20ATJIL—TH#ERLF T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£ 7N —FICFa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
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"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"

FOTZARN)—=LIZIEATARY AR EFENFE T, busyboxPod HS5ATA RNV MERRT B
i&. application O 7 7 )—7H507 AN —LERBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\" \"container_image_id\":\"docker.io/library/busybox@sha256:0f{35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1ela-
b9f5-4958-a190-e76a9b53d7bf\" \"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQ1tZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Bl: T IN—TR2OEBFEHFDHARITA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |+ demo-group-
prefix D& D ICEEDOXFIICEZIMA DI ENTEET, COXFAEMADIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EFEF 4B XA F T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”
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Bl: 7 7)Y r—> 3 >®D namespace B EICOT IV —T D4

PSR —NDT T4 — 32 namespace &I, BRI T ) r— 3~ namespace &5 6 & IC
¥ % CloudWatch ICAY VI — T 5 ERTEET,

7Y — 3D namespace 7 7V Y M EHIBR LT, BCEABIOHFLWA T NEERT 2
%AIE. CloudWatch IZBETER L OV VIV —F & FER LG £ T,

HEICEZMARLT7 Y r— a3y namespace 7 7V 19 MBS CFEDIHZEIE. T DHITERER
INTVWEHEEFERALET, THUAT, ERIN207 XAy -2 42 BEICKT 2RENH 515
i, Y IZ "Naming log groups for application namespace UUIDs" DtV > 3 Vv ASRBR L T X
LY,

7)) r—> 3 namespace BEEICLAEARIZEBELTCTZ ) r—2a vl I —T%ERT %
ICI%. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName I[CERET D&, 7 XU Tr—2a vl —TOHDHEEZITET,
ZhiE, audit & &£ infrastructure DO 7 I —FITIEIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZEO VT VI —TEDREILRRIINE T, 7TV —> 3
~ namespace ("app") D1 D TH B 7%H. LLTFDHAIE mycluster-7977k.application Tl <, L
L\ mycluster-7977k.app O 7 VI — TR LTVWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDBDYSAY—ITEHDT T 4r— 3 namespace & E N BBEIE. HAICIE namespace &
EICEHOOT TN —THRRRINET,

groupBy 7 4 —JLRI&, 77XV —2av0d 00 —FRIFIRELET, Ihid auditBLV
infrastructure DO 7 7L —FICIIHELFH A,

Bl: 7 7Y 4Hr— 3> namespaceUUID &2+ & icOV IV —T D@4

PSR —HNDT F)r—< 3 namespace Z & IC, ZEINT S r—< 3~ namespace M UUID %
£ &9 % CloudWatch IcA Y T I —T5ERTEZE T,

7TV r— 3D namespace 7 7V Y MEBIBRLTHFROO T TV —T%ERT 2355 4.
CloudWatch T LWOJ VT IL—T%#ERK L E T,

HEICZANRLDT7 ) r— 3 namespace 4 7V =V MBI X CFEDHZEIE. ZDHITER
BAIh TWBAEZFERALE T, ThUADZEE. BB DA "Example: Naming log groups for
application namespace names" DtV 3 v ZSB L T LIV,

77— 3 namespaceUUID 26 IOV IV M) —IC&RIZ T TSI
l&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{&% namespaceUUID [ZFZEL 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2
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Amazon Cloudwatch Tl&, namespace UUID A&EO T VI —TEZDBRICKRRINE T, 7TV r—
2 3 ¥ namespace ("app") 1D TH B 7. LLTDH I mycluster-7977k.application Tld 7 <,
# L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O 7 /)L — T AR L TVWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 4 —JLRIE, 77U —2av00 00 —FRIFIHELET, Ihik auditBLV
infrastructure DO 7 I —FICIEEE L FH A,
9.4.15.1. B2 AWS O—JL % {#F L 7= AWS CloudWatch > — 2 L v MMEEK
AWS OO O—ILAH 355X, oc create secret --from-literal I~ > K% {HH L T. STS TAWS
D=Ly NEERTEET,
FIE

o CLITRDELIICAALT, AWSDOY—o Ly hEEKRLET,

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

=Ly ol

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

9.4.16.STS Xtitx 7 5 A4 —H 5 Amazon CloudWatch ~M O 7 #x53%

AWS Security Token Service (STS) BAEMICR > TWB I TR —DigE. AWSH—ERT7HV Y b &
FETHERT %D, Cloud Credential Operator (CCO) 1—7F 1 Y5 4 —ccoctl =#FHLTI/L TV
YD)V IRANEERTEZET,

AR

® Red Hat OpenShift DA F > 755 LI

FIR

1. UWFoF> 7L —M%{FBL T, CredentialsRequest 1 X% L)Y —R YAML %4ER L £
3—0

CloudWatch 2 LT v ILY 9T RANDFY L — b

I apiVersion: cloudcredential.openshift.io/v1
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kind: CredentialsRequest
metadata:
name: <your_role_namex>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

*akak

2. ccoctl A¥ ¥ R%&{HA L T. CredentialsRequest CR = L T AWS OO—JLEER L %
¥, CredentialsRequest# 7> 2 FTld, D ccoctl AY Y REFHTZ &, BHED
ODCT7ATYTA4T4—7ANAFT—IIRFIFINZMFRIMRY >—&, CloudWatch )
Y—RATORERTA—Ivoaviafd5d2a/ -3y avRYY—%Z2BELTIAMO—IL
EERLET, D7V RiE, /<path_to_ccoctl_output_dirs/manifests/openshift-
logging-<your_role_names>-credentials.yaml |Z YAMLZ2E 7 7 1 LEERLET, TD—
Ly M7 74ILICIE. AWSIAMID FO/NA ¥ —TORIAFITFEARAIN S role_arn F—/fEH

EFNTVWET,

$ ccoctl aws create-iam-roles \
--name=<name> \
--region=<aws_region> \
--credentials-requests-dir=

<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.

<aws_region>.amazonaws.com a

<name> &, 75T RYY—RDYITRHIFICERINZERITHY, STSTSRI—DA
VAR IVHRICERAIN2EHIE BRI D2RENDHY T,

3 fFRLEY—7 Ly bEBERLET,

I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml

4. ClusterLogForwarder 71 249 L)Y — A& ERFIIREL X,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
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namespace: <log_forwarder_namespace> 9
spec:

serviceAccountName: clf-collector 6

outputs:

- name: cw ﬂ
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @

inputRefs: m
- infrastructure

- audit
- application
outputRefs:

ow@®

LAY —RETIX, CRLITinstance THIZMLELHY ET, VILFOT I 4T —45—F
ETIE. FRDARIZFERETEET,

L > —3FRETld, CRnamespace I& openshift-logging TH2VEAHY 9., YILF
OJ747—4—R&TIE, EED namespace 2FHATE XY,

clf-collector t —ERX7hDU Y hEBELE T, Y—ERF7AV VNI AT 77—
4 — 1 openshift-logging namespace IC7F 704 S TWARWEE, IILFOT 747 —
H—DERETODHINETT,

HAODEFIZEEL T,

cloudwatch ¥ 1 7%#8E L £ 7,

A7 av.0lEIIV—TIT2AEEEELE T,

e logTypeld. O %4 7Oy I —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace & ICOY JIL—T%ER L
9, AVIZANZVFv—BLVOEEONTIIREEZITT. logType ICL>TY
=TI hEFFIIRYET,

e namespaceUUID (Z. 7 7))/ —< 3 namespace UUID Z& LW sy iL—7
EERLET, T 1VIZRAMNIIVFYy—BLU0EEOJTAOENDOO T JIL—
TEERLET,

a7 —TOEEICEEFNST 7 4 J)L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,

AWS EREEIRIAEEND Y — I Ly FOERIZEEL XY,
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QO 7vaviMTSAvoRHERELET,

m NA TS24V %FERLTEXT 207 % 41 7 (application. infrastructure = 7 (% audit)
HEELET,

@ DA TS TCOVAE(ET BFICERTAIHANDOLRIZEELET,

BAER R

e AWSSTSAPI)Z7 7L YA

® Cloud Credential Operator (CCO)

95.OFX> /AL V49 —D&RE
Red Hat OpenShift DOF¥ > Jid, VSR —hoARL—2 3y eT7 ) r—Yavnds=RE&EL.
KubernetesPod & 7OV TV NASF—9TT—4 %KL ET, OJAL IV H—IIR/HT B HR—b
INBTRTODEEIE. ClusterLogging 1 X% L)Y —2Z (CR) D spec.collection 2% %A L
TEITTEET,
951.0O073L V4% —DEE
ClusterLogging 1 24 L) Y —Z (CR) 4ZE$ 32 & T, OXV/CHERATZO/aL9—0D5 4
THERETEET,
pa 23]
Fluentd I3FEHEER>THE Y., 9D —XATHIRINZFETY ., RedHat i, IR
HED))—=ZADZ4A 79 AV IVHRICIDEEDNTEBEEYR— M ZRELEI T Z
DBEIFIARINALCRY F L7, Fluentd Db Y IC, Vector ZFERATEET,
([} =355
o TIREMRNH S,
e OpenShift CLI (0c) 1 Y A2 h—LI N TV 3,
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

Fa
1. ClusterLogging CR O collection T2 Z&HE L £,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

metadata:

#...

spec:

#...
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collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

AXVJICERATZa/7aAL 99 —0%14 7, Thid, vector £7/=I& fluentd (252 &

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml

9.5.2. LogFileMetricExporter |) ¥ — 2 DYERK

OF I N\N—2 3V 58 LAED/N—2 3 0 Tld, LogFileMetricExporter &7 7 4L N TOL V9 —%
FALTTOMIhA<ARYZF LA, EFFOAVFTF—ICL>TERINLZOATDOAN) IR %
£ %ICIE. LogFileMetricExporter 124 1)) Y —R (CR) #FHTEXRT 2HELIHYET,

LogFileMetricExporter CR % {EfX L 72 L\ 54&. OpenShift Container Platform Web 3> Y —JLD 4 v
< 27”R— R ® Produced Logs IC No datapoints found & WD X v E—IUDNRRINDZHBELHY £
ER

AR
o TIREMRNH S,
® Red Hat OpenShift Logging Operator B*1 Y A h—JLEINT W3,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

FIR

1. LogFileMetricExporter CR % YAML 7 7 1 JL.& L THERR L £,

LogFileMetricExporter CR Ml

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...
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Q Z4 7> 3 v:nodeSelector 2 ¥ Vi, Pod AT a—)LE¥hd/ —REEHELET,
Q resources X% %, LogFileMetricExporter CRD ')V —RE#HE=EHL X T,

9 7+ 7> 3 V:tolerations R ¥ V#ix, Pod "=+ AN 3 toleration & EHFL X9,

2. RDAX > R%A%EFTL T, LogFileMetricExporter CR =&AL £ 9,
I $ oc apply -f <filename>.yaml

HREE
logfilesmetricexporter Pod (3. & ./ — KT collector Pod & RARFICEITINZE T,

o RMAX Y REERITLTHA%HEE L. LogFilesmetricExporter CR % {EfX L 7= namespace
T logfilesmetricexporter Pod AAETINTWE I & 2R L X7,

I $ oc get pods - app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging

Al
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcdv  1/1  Running 0 2m46s

953.047 L9V —CPUBLUXEY —4IRDEE
OZ/3L4%—IE. CPUEXAEY —HIROBANDREEAHTLET,

Ka

¥
e openshift-logging 7O = ¥ b T ClusterLogging 1 X% L)Y —2Z (CR) ##R&EL £ 7.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...
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@ i=BUTCPU XEYHIRBLVEREEELE S, RRSNBERT 7 4L ME
T\‘TO

9.5.4. AAAL Y —/IN—DE&E

Red Hat OpenShift Logging Operator i&. 754 7V MDA OAL V4 —ICEZADB LD IC. BREINEL
BAALY—NR—AOHY—EREZTTOM4LEFT, TOY—ERIE, AALY—N—|TBEINR—
FarFALEYT, —EXZIE. UTFICEDWTERINET,

e T J)LFOY 7 +7—4— ClusterLogForwarder CR D7 704 X~ hDiFE. H—EXZIE
<ClusterLogForwarder CR_names>-<input_name> & WO ERICRY T, 7z&x
I&. example-http-receiver 72 & T9,

e fEXD ClusterLogForwarder CR 7 7O X > b (instance & L\ D ZREIHMTIF 5
1. openshift-logging namespace ICFEEINTWS T 704 XV M) DigH. —ERZIE
collector-<input_name> & WO B I Y £9, =& 2. collector-http-receiver T,

9541.BEEAJ%ZHTTP Y —N—& LTRETHLDICALII—%KRET S

ClusterLogForwarder 1 X% L)Y —Z (CR) T hitp ZL ¥ —N—AHELTEET D&, HTTP

Mae) v AV LTEEAJZHTTIP Y —NR—¢ LTEETHLOICATILII—%ZRETCEET, 2
NI & Y. OpenShift Container Platform 7 5 X4 —DAMMEABOEAMNLPEINEEOJICH
BOOJRANT7EFEATEZLDICRYETS,

FIE=S 0
o EIEERNDH 2,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e ClusterLogForwarder CR "MER I N TW 3%,

FIR

1. ClusterLogForwarder CR #Z & L T, http L ¥ —/N\—ANDREZEML X T,

INFOTI7x7—4—7T04 A2 b %&FEHAL TWBIFAO ClusterLogForwarder
CR Dl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service _account_name>
inputs:
- name: http-receiver ﬂ
receiver:
type: http g
http:
format: kubeAPIAudit 9
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port: 8443 @)
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

AALY—NR—DZFEBELET,
ALY —N—8% http ICEEEL X T,

IRTE. HTTP AL ¥ —/N—TIF kube-apiserver Webhook FERX D # A HR— kI nTW
9,

FTF7oav  AALY—N=—PYy RV TEBR-—rEEELZFT, Thik. 102415
65535 T TCHDEELET, IBEINTVLWAWES, T74JL MElX 8443 T,

AALY—=NR=DNRA F5A4 VEBRELET,

® 06 00

kDT IO A M FEHL TWBIFAED ClusterLogForwarder CR D

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

AALY—NR—DEZFIEEBELET,
AAL Y —N—8% http ICEEEL X T,

IZ7E. HTTP AAL & —/N—TId kube-apiserver Webhook XX D A M H7R— b IhTWL
x7,

FTFoav  AALY ==Yy RV TBR—rEEELFT, Thik. 102415
65535 T TCHDEELET, IBEINTVLWAWES, T74JL MElX 8443 T,

® 06 00

AALY—=NR=DNRA FT54 v EBRELET,
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2. ROO< > R%ZEFTL T, ClusterLogForwarder CRICEEZEAL XY,

I $ oc apply -f <filename>.yaml

RS

o APIEEET74ILY—DHEE
95.5.Fluentd A7 7 47— 4 —DaERERTE

R

Fluentd I$FEHEE > TH Y., SHDN ) —RATHIBRINE FETY, RedHat &, IR
EDYY—ADSA 74 2 ILIC - OMEED N TEEE Y R— FERELETA, T
DHEBEIZIEEI N AR Y £ L7z, Fluentd Db Y I, Vector EHETET XTI,

OFX>YJICIE, Fluentd Q7 747 —4—DNR 74—V RF 21—V TIFERATEBZERD Fluentd
NFGA=F—HDEFNET, INSDNSA—=H—%FHETDE, LLTFD Fluentd DEMFZZEETEX X
-a—o

o FyvUIBLUVFVYvIYIDNYT7—HA4X
o FvUIDISyIaAEME
o FvUUELEDBHITEME

Fluentd i&, F¥>27 WO EB—ODBlob TAJT—4%%IEL XY, Fluentd B’F v~V Z/EK T B
IS FY U3 RT—V ILHDERBINET, TITFY Y IET—9T—WHICRYES, Fvo
IO —MICHRB &, Fluentd i3F v V7% Fa— IIBELET, CITFY VU759 a1aIN5HE]
M EELRICEZAFNEGETHEBINET, Fluentd ik, XY M7=V DRIEPEELETOBREDRH
BREDIFIFRERATF Y V745275 vy aTIRVWEELrHYET, FYy VI 5759221 TE
BRWGEE, Fluentd IEREBYICT7 S v a%2BHRTLET,

OpenShift Container Platform @5 7 # )L b T, Fluentd (& I8EBEBM/ Ny V4 7 AixAFERALTY
Sy arBRITLET, TOBAE. Fluentd id75v Y1 %2BRTT 2 TEHET 2% 2&ICL
F9, Thid, EEENDOEREREBMSTDICERIEET, EHRNNv /X 7E5EMIL. KDYICE
WG BATAHZEZEATEIT. IhiE BECERTF vy 7075y a22BATLET,

INLDONRFA—F—F, FERBERIN—TY NEDO ML — KA 7 2HETT 2DICKIBET,

® Fluentd DRI —Ty NEFELTZICIE., TNO5DNRSXA—9—AFHALT, LYKIL
Ny I 7—BLVF21—%BEL. 75y Ya1%2EEL, BREITOBBORCERET SR &
T, XY NT—=ORTy MIEROT I ENTEEY, LYUKEANY T7—ICIE/— KD
T7AINVVRTALATEYZ OBEENMVEICRDZEITERELTLETY,

o FHFHRIFEMEWSEICRELT ST, NIX—F—ZFALTICIKT—FZEFL. Ny
FOEBZELORL, F21—&NvT77—DRILT, SYBEICTS Yy 18I UBHAITEZR
ATEZEY,

ClusterLogging 12 % 1s1) Y —X (CR) TUUTFDNRS X =4 —%FHL T, Fvr oLV 75vva

EEARETEET, RIT. /85 X —4 —|& Fluentd TEA T % 72T Fluentd config map IZHEIHIIC
BIXINhZET,
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P2
INHDRT A=Y —DRFHIETOREY TY,

o FEAEDI—HY—ITIZEAEYNDHY FEA, TT7 I MEET. EHRBICEW
NI =X VADEBLNBIETTY,

® Fluentd BESLUVN T+ —I VY RICEATZEFELWH#EAF > LRI —F—DH
bfﬁ%r\‘j—o

o NI7F—IXVRFa—=—VvIDH%=BENELEY, OF VT OMERICHELRS
iBTERHY FEA,

+9.10 SEL Fluentd 2 /XS A —4 —

INFGA—H— B T7AI b

chunkLimitSize EBEF vV IDERYA X, 8m
Fluentd (T D14 XITEST B &
F=IDF vV INDEZXIAH%
fZIELE Y, RICZ. Fluentd (&
FroohFa1—|IEEL. FIR

DFvVIERETET,
totalLimitSize AF—=I8L0F 2 —DEEYA J—RFA4RIDH15% T RT
XTHBINY T 7—DBRAYA DHEAIEINET,

o Ny T7—H A XN DES
#BAid&E, Fluentd I35 —49 D
FrroADBMAEFELEL, T
S—HHLTKRBLEYT, Fvrv
JICRWT—4IEIRTEbNnE
ER

flushinterval FroIoDT7Zv a0k, S 1s
). m (%), h (BB, Fi&
dBH)=FHTEEY,

flushMode 75wl anRITY A% interval

e lazy:timekey /{35 X —
H—ICEDWTF vy
#7ovialxE
¥, timekey /X5 X —
Y—%ZEBTBHIERT
TEtA.

e interval: flushinterval
INTGA—=H—IZHEDWT
FrooHTSval
9,

e immediate: 7 —% %
Fr U UIlBmMET I
FroO&5T7Sval
£9,
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T4k

flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

retryWait

FYIDISYv1E5ETTD
ALy RO, ALYy RO A
PFE, TSYVADAL—T Y
rAZEL., Xy N7 —0 D5
BN IERTICRY T,

Fai-—N"N—MWIIRdE Frvy
EEIIUTDELD LAY ET,

e throw_exception: O/
ICRRIN D000 % FKE
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFvY
HEIELET,

e drop_oldest_chunk:
HMRZEFYv T
FTANSD=HICREHL
Fryro& ROy FLE
T, aWF v I DEIR
FLOWFr o LYEN
ILRYET,

exponential_backoff B 1T
EDRKERE (FEAL),

759 allkBY BIGEDEHR
1ThHE:

e exponential_backoff:
75y 10BRTOM
fREEPLET,
Fluentd
I%. retry_max_interv
al /NS A—F—|TET D
FT. ROATHETICHF
e BEEZ 2BICLE
ER

e periodic: retryWait /%
TA—=H—ITHEDVWTT
Sy azEHMICER
TLET,

LO3— RAPESINZENCEBRET
= H A B R AKERER.

RDFv VDI Zv1ETD
iyl (RO EAL),

block

300s

exponential_backoff

60m

1s
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Fluentd F¥ 7 D54 794 7 ILOFEMIL. Fluentd KF a2 X > b®D Buffer Plugins #2RL T &
T LY,

FIR

258

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

$ oc edit ClusterLogging instance

2. UTDONRSA =8 —%ZBMELBIEELET,

90 9 @ 96 609

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s 9

flushMode: interval e
flushThreadCount: 3 ﬂ
overflowAction: throw_exception 9
retryMaxInterval: "300s"

retryType: periodic ﬂ

retryWait: 1s

totalLimitSize: 32m @)

BF vV IDBERATAXEIEELTHL, 7Ty PaflIlFa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYU DT Ty a1%xRITTEAEZIEELXT (lazy. interval. F7l&
immediate),

FroIDI7S5yYalFHIBZIALY NKOBZIEELE T,

Fa1—NDN—MIRDBEDF vV I DEE%ZIEE L £ (throw_exception, block. F7c
l& drop_oldest_chunk),

exponential_backoff ¥+ > 7 D75 v ¥ aFEICR LT, R KDOER (FEA) #18E L
i 3—0

FrrIDI7ZvantkBT 2BEDERITY 1 7 (exponential_backoff & 7=
periodic) Z#EE L ¥ 7,

ROF vV IDT7ZyaFETORRE (WEAM) #IBELET,

FroINy 77 —DRAYA XZEELITT,


https://docs.fluentd.org/buffer

B9E O T DINES & UiniX

3. Flunentd Pod BT 704 SN TWB I EEHRALET,

I $ oc get pods -I component=collector -n openshift-logging

4. FIRDMED fluentd configmap ILH B Z EEFERBLE T,

I $ oc extract configmap/collector-config --confirm

fluentd.conf Ml

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592""
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

9.6. KUBERNETES 1 X N DINES L VRE

OpenShift Container Platform 4 X M JL—%4 —|&, Kubernetes 1 RX> MBI L, ThozOx vy
ICE>TRETEZLHICATICERHETE Pod TT, 1RV ML= —EFHTTTOA T E2HEN
HyxEd,

ARV M= —EFTRTOTATV I MDLARY RN EIREL, Th 5% STDOUT ICEZAAFE
9o RIS, ALY —lEFFTNS5DA RV % ClusterLogForwarder 1 2% 1') Y —2X (CR) TEHI
NEAMNT7ICERELE T,

BF

ARV ML—% —HEMDER Z Fluentd IEINL, MEBTE 3OO0 T Xy E—TD
BICHEBEE 220D HY XS,

961 ARV NIL—4—DFT 704 BLUVEE

UTOFIEEFERBLTARY ML—9—% V25 —II7704 LET, ARV MNL—9—%
openshift-logging 70> =7 MIBICTFTOA L. V53R —2FTARY MBIREINZLDICT
DENHYET,

pa

Event Router 1 X — (& Red Hat OpenShift Logging Operator D—ER Tld R W=, &
MY O—RTIBEDNHY FT,
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XD Template 7 72 7 ME, ARV MV—F—IIBRY—ERTHIV N V53R —0—),
BL®IZRY—O—INA VT 1V THEHRLET, T TL—MEARY ML—4 — Pod £&E
L. 7704 LEY, COTVFL— b A2ZEBRHTIFERTECEE, TV L—MERELTT /O
AAVKNATV TV MDD CPUBEIUVATEY —EREZEEFITZEETEEY,

=55

o H—ERT7HIVRAEERL., 75RY—OA—INA VT4 VT EEFRT ZIIE. B4/ —
Sy avUrMETY, &2 UWTFDOFY 7L — %, cluster-admin A—JL&EFD1—
H—TRITTEET,

® Red Hat OpenShift Logging Operator B4 Y A h—JLINTWEHENHY T,

FIE
L ARV ML= —DFVTL— b E2ERLET,

apiVersion: template.openshift.io/v1
kind: Template
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: $§{NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]

verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €))
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
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config.json: |-
{
"sink": "stdout"
}

- kind: Deployment 9
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"

B9E O T DINES & UiniX
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@ 90 & 900 O

o

- name: CPU ﬂ

displayName: CPU
value: "100m"

- name: MEMORY @

displayName: Memory
value: "128Mi"

- name: NAMESPACE

displayName: Namespace
value: "openshift-logging" Q

4 RY ML—4% —O openshift-logging 7O>Y = NTH—ERT7 ATV MEEKL Z
-a—o

ClusterRole Z/E L. VA9 —ARADA XY N EERLET,
ClusterRoleBinding Z#Ef L. ClusterRole #H—EX7HT Y MINA VY KLET,

openshift-logging 7O~ = ¥ b T configmap Z{Ef L. HEA config.json 7 7 1 )L &
ERRLET,

openshift-logging 7O 7 b TF7O4 XV N &R L. 1 RV ML—4 —Pod 4%
L. RELZXY,

V0472 EDY TTHININDA XA -V ZEHEELEY,

ARV MNL—4—Pod ICEIYH TS CPUDRNEEIBELE Y., T 74/ biE100m I
BREINET,

ARY ML= —Pod ICEIYHTEAE) —DIRNEEBELET, T74I M
128Mi (CEREINE T,

7YY M1 VA M—=ILT % openshiftlogging 7OtV M EEELE T,

2. UWFoa~vy REFEALTTF Y IL—MENEBL, ThEaEALET,

I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -

UFIChZRLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

H A B

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —71 openshift-logging 7OV T 7 MIA VA R—ILINTWE I &AL

i’a—c
a. FiIMARY ML= —PodHXRRLET,
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I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H A B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ARV ML= —ICL > TIREINZAIRVNERTRLET,

I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UTFICHZERLEYS,

I $ oc logs cluster-logging-eventrouter-d649f97c¢8-qvv8r -n openshift-logging

H B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 T v V2 A%FRALTA VT v I AN —V%EHK L. Kibana
EHEEALTARYNERRTBIEETEET,
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BIOEOJAML—Y

1001 O0AMNL—2ICZDWVWT

7S5 24— LEDARER Loki 7213 Elasticsearch AV A MNP AERALTCAYV A2 REL:
Y. ClusterLogForwarder 1 2% L)Y —2Z (CR) AL TCAOJVAAEAMFICEZE LY TEXE
_a—o

1011. O R NL—YDFELE

Loki t&., KEAMICAT—STITHEMEOEVWIILFTF+Y NOTEHNS AT LATHY, OXVID
04 X N7 & LT Elasticsearch D& & L TIRHEIhTWE T,

Elasticsearch &, BRYIAAHFICREA/ L I—RERL2IA VT v IR LET, Lokild, ERYIAH
FICWS DD DEREIRIVDHEA Ty 7 RAUCEHEL, OFNMREINDE T, LYEMLEITHIE
HXNBZDOTloki ML YRZEICO/ANETZELEDICRY X,

10.1.1.1. Elasticsearch O 7' A M ZIZDWT

AX > 7D Elasticsearch 1 Y24V RE, 7 HEOEHEORERICRELEINh, TAMIATWL
9., REBO/VAERETINENDHDZHEIE. T—9 52 —RRX—F 1 —DRAMNL—V T RAFTLICHK
I BHIENHREINET,

Elasticsearch I& Fluentd 50O T —49 %27 —9 A NTELIFAVTY IR IR L. TNETIhD
AVFYv IR % Sv— K EEENZEHOEDICHEILFT, Ihik, Elasticsearch 7 5249 —D
Elasticsearch / — Kt v N2KICOEIINZE T, Elasticsearch &, LY Hh EEENZ Y+ — KD
E—%ERTDLDICKRETE T3, Elasticsearch I& Z v % Elasticsearch / — R&{RICHEIL &

9, ClusterLogging AR 4 L)YV —X (CR)IZLY., T—HDRRMS L UTMHESHEHERT 27201
Uy — REEETIZHAEEIBETETEY, /. ClusterLogging CR DRIFR) > —%FHL CKED
OJMREFEINZ2BPEEEETSHIEETEET,

o sg
AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —%4 / — KD
HEZELLLRYET,

Red Hat OpenShift Logging Operator & & U' OpenShift Elasticsearch Operator &, & Elasticsearch
J—RBMEDZARNL—YRY) 2 —LA5EC—EOT7OA4M XY MFERLTT O35 EDI1CL
F 7, ClusterLogging 1 2% L)V —X (CR) Z{#£F L T Elasticsearch / — KO ZBEEHEIEP T &
NTEFET, ANL—YDKREICET 2EEEIEIF. Elasticsearch RF 1AV N 2BRBLTLES
(A

Pz -
B MO E L Elasticsearch IRIZEIC 14 3 DLLE® Elasticsearch / — KD ET, ThZ

NHOBIDRA MIENINDIBEDHY T,

Elasticsearch 41 7 v 7 ZICEAINTWS O—ILR—R 7 7 XH{E (RBAC) £, BAHEED®O T D
M7 EEREFAREICLEY, BEEEZIIARTOOVIC. ARERZEOTOY I hOOJICOHT Y

1012. 07X K7D L) —
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https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html

goEOFAMNL—Y
LogQLAY /T —EEAFEALClokiicy T — ZE{TTEXT,

10.1.3. FEE B
o [okidVR—RVYIDRKFaXVH

o |lokidA TV RMRAMNL—YDRFaXVE

102. AL —YDA VR M=IL
OpenShift CLI (o¢) Z 7= & OpenShift Container Platform Web >V — LA L T, OpenShift
Container Platform 2 S 24 —ICAJ A N7 EF7O1TEE T,

p= 2T

Logging 5.9 1) ') —Z (T, OpenShift Elasticsearch Operator DEH/N—Y 3 VIdEFN
TWEHA, OF 2 J 58 Tl 1) —R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HBE, Logging5.8 M EOL F TH|E#;E Logging THEBE L £9°. OpenShift
Elasticsearch Operator 2R L TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator ZfHTX £, LoggingDZ 4 7494 7LD BFDEMIL. Platform
Agnostic Operator ZZ8R L T XL,

1021 LokiOZ A NT7DF 704

Loki Operator % f#F L T. OpenShift Container Platform ¥ 5 24 —ICHES Loki OV A K7 %5 70O
1 TXZX9, LokiOperator a4 YA h—JL L&, ¥— O Ly NefElT5Z&Tlokida 7Yz b
ZNL—U%BE L. LokiStack # R4 LYY —2 (CR) A ERT 2 UELABHY £,

10211 Loki 7704 XY MDY A X

Loki DH A X 1x.<size> D KICHEWNE T, ZDHBEAD IXIEA VY RIV ADE A, <size> (T HRE
BELEY,

BE
FTOAXY ML XD IXDEIITETT I A,

K101 Loki DY 1 X

1x.demo 1x.extra-small x.small Ix.medium
Data transfer TEFEADOH 100 GB/H 500 GB/H 2TB/H
1#Hi-vVnsx TEFEDH 2002 YMT1- 200 S YMT 25- 200 2 )#T25-
1) —# (QPS) 25 QPS 50 QPS 75 QPS
LFVyr—>ay 2L 2 2 2
fRE
&5t CPU Ek AV {R48 CPU 14 {& {R48 CPU 34 & {R48 CPU 54 {&
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https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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Ix.demo 1x.extra-small x.small Ix.medium
N—>—%fERAT AV {R48 CPU 16 {& {R48 CPU 42 1@ {R*8 CPU 70 &
3EADAEE CPU
N7 iy 3 8
B ATEY—Ek AV 31Gi 67 Gi 139 Gi
V—Z—%EHY L 35Gi 83 Gi 171 Gi
BIGZADEEIATE
Yy—YJxTRXp
BT 1 RV EK 40Gi 430 Gi 430 Gi 590 Gi
N—>—%fFRAT 60 Gi 750 Gi 750 Gi 910 Gi
35805171
A9V 9T X

10.2.1.2. OpenShift Container Platform Web >V — )L A {#F L T MTV Operator =1 > R
h—=IL9 3

OpenShift Container Platform 2 224 —ICAOF¥ v V%A VA M—JL L THRET 5 ICId. BIND
Operator 4 YA M—IL T Z2HELNHYET, Zhik. Web 3>V —JL®D Operator Hub H 5E{T T
XE7,

OpenShift Container Platform Operator l&. B X% LYY —Z (CR) ZERALTCF7 ) r—>avex
DAVER—FVMNEEREBLET, BLRNIVOEKEEREIF. CRATI—H—H2EEL X9, Operator
I&. Operator DOV Y VAICHAAFNIERZAN TSV T7 1 RAILEDVWT, GLRILDTALI T4
THEELALOT IS avicBRLES, DRI LYY —RES (CRD) & CRAEZH L. Operator @
A—HF—DFEATEZIRTDOEREEZ) A MLFT, Operator 24 YA h—JLF % & CRD NMER S
n. CROERICERINET,

AR

o HR—FMINTWBATI TV MNZMT (AWSS3, Google Cloud Storage. Azure, Swift,
Minio. OpenShift Data Foundation) IC7 7 X TE %,

o THEEERND S,

® OpenShift Container PlatformWeb 3> Y —JLIC7 VA TX %,

1. OpenShift Container Platform Web 3> Y —JL @ Administrator /X—XX Y 71 7
T. Operators » OperatorHub ICEEIL £ 7,

2. Filter by keyword 7 1 —JU KT Loki Operator E AL £ 9, FREEEEA Operator DY R b
T LokiOperator=2 ') v 7 L. Install 22 1) w7 LET,
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BE
Community Loki Operator I& Red Hat TIEHR— I TVWEHA,

3. Update channel & L T stable % 7z|& stable-x.y Z: &R L £ 9,

pa 3

stable F v ®JLIE, Logging DE#HY ) —REWRETI2EHOAZREL F
¥, LIRIDY) ) —ROEHAEFISHMEZET I, TRV TFTvavFex
L% stable-x.y ICEB T 2UENHYET, xyld. 1 VA =L LAOTDX
Vry—N=I30ERAFT—N=VarviaERLET, L& AL, stable-5.7 T
ER

Loki Operator (&7 A—/N LA R L —% — %' )L— 7 namespace T# % openshift-operators-
redhat (L7704 §20ENH S 7. Installation mode & Installed Namespace A9 TIC
BIRINTVWE T, ZOD namespace BAARWEHEIE. BEIMICERINE T,

4. Enable operator-recommended cluster monitoring on this namespace. %= #R L £ 7,
ZD# 7> a i, Namespace #+ 7~ = ¥ bIC openshift.io/cluster-monitoring: "true” 5~
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X &
TEDELIIC. TDF TV avEERTBZVENHYET,

5. Update approval C Automatic ZER L. Install Z2 v I LX T,
TR0 T3 VDERBRAMNTTI—H Automatic ICEREINTWSIGE., 7y UL —K
7Ot &, BIRLAEF v RIVTHIR Operator X—2 a3 VAFATREICRZ E T CICHRKBLE
T, HBRANSTFV—H Manual ILEREINTWBIHEIE. BBHROT7 Yy T L—REFHT
ARTIBENHY T,

1. Operators - Installed Operators I[CF8EI L £ 9,
2. openshift-logging 7OY =7 hMBIRINTWB I E2HRBLE T,

3. Status FUIC. HEBDF v I —U 5LV InstallSucceeded &, Uptodate EWD FF R b
NRRINTWBZEZHERLET,

pa )

4 VAM=IVLHTT T BHIIC. Operator I Failed 2 7 —4% ANRRINDZIZFELNH Y
iﬁ'o InstallSucceeded X v £— Y HFRRIN T Operator D1 Y A b—JILAET L1
Al R=YEEHLET,

10.213.Web OV Y —JILAFALTCLokiA TV TV RAMNL—=VDY—9 Ly NEERT 3

LokiA TV T RAMNL—VABRETDICIEK, —J Ly NAERRT DREL,HY £, OpenShift
Container PlatformWeb 3>V —J)LAERBLTY—2 Ly N E{ERRTE XY,

=S5
o THEEWERND S,

® OpenShift Container PlatformWeb 3> Y —JLIC7 VA TX %,
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® | okiOperator B/ Y Z h—JILINTW3,

FIR

1. OpenShift Container Platform Web 1> ¥ —JL M Administrator /X —2X X9V 71 7
T. Workloads — Secrets IC#EIL £,

2. Create KOY 4oy MH 5, FromYAML ZZEIRL F 7,

3. access_key id 7 1 —JL K & access_key secret 7 «+ —JU K& L CRIIBHREETE
L. bucketnames. endpoint. & U region 7 1 =)L REFEHLTCA TV I MORESGH
HEEEITDV—VLy NEERLET, ROFITIE. AWSHERINLTULET,

Secret A 7 hDHI

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

BaEE R

o |lokidA TV RMNRMNL—Y

10.2.1.4.Web OV — )L A {#EFH L T LokiStack h R ¥ L)YV — R & {EF T %

OpenShift Container Platform Web 3>V —JL %A L T, LokiStack 71 X% A') YV —2X (CR) Z{Em
TXF9,

AR E A
o EMENERNH B,
® OpenShift Container PlatformWeb A2V —JLIC7 VA TE 3,

® LokiOperator B’ Y A h—=JLINTW3,

FIR

1. Operators - Installed Operators XR— (CHEIL £, Allinstances¥ 7% 1) v I LET,
2. Createnew KOy 74> X hH 5, LokiStack #:#IRL £ 9,

3. YAML view &R L. xDOF > 7L — h%&{&FHL T LokiStack CR #/Em L £ 9,

apiVersion: loki.grafana.com/v1
kind: LokiStack
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metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- version: v12
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging G

logging-loki & WD &RiZFEALZF T,

FTOAA VYN FAZXAEELEYS, OF VI 58 LIED/N— 3 Y Tld, Loki DERE
AVRIVATHR—MINTWDBYHY A XA T a3 vk 1x.extra-small, 1x.small. F7=
& 1x.medium T9,

BF
T7OM AV M A XD IXDHIIEETEEE A,

AJARNL—=YICERTSEY—JLy hEZEBELEY,

®9

WHTBDRAMNL—US 14 TEIBELET,

—BFAMNLV—YDRAML—=YISADERTZANLET, RBERNT -V VA %F5IC
i, 7Ov IR ML=V EEYLBTERAN—VISRAEBELET., V5RY—THEA
AREAR R ML —Y U 5 RIL, oc get storageclasses IY Y RAFERALTY A MNKRRTE
9,

00

@ LokiStack IZF 7 # I N TR FTFF Y NE—RTEFTINET, TOTF 74 MEER
TETCXZFHA, OJOBEE (BEEOQY. AV ISANSOFv—0OY, PF)45—2 3
O TEIIDDTTFY MDBREINEFT, CThiZkY, B~Da—H—BL0a—
= I—FOIFIEROTRANY —LDOT 7 REEATEEICRY £F,

4. Create=7 )y I LZXEY,

10.2.1.5. CLI #{#fF L T Loki Operator 1 Y A h—JL§ %

OpenShift Container Platform 2 2 24 —ICOF > V%A Y A M—JL L TERET 2 ICIE, BIND
Operator 4 Y A =L Z2REAHY £F, Zhilk. OpenShift Container Platform CLI H5R{TT
XFE7,

OpenShift Container Platform Operator l&. AZX% LYY —R (CR) ZERALT7 TV r—>av ez

DNDAVER—FRVMEBEBLET, SLRILOEBHREEZREIX. CRRATI—H—D8EL 9., Operator
i&. Operator DOV Y JRICHAAENTERZARNT S VT4 RIEDWT, BLRLOTA LI T4
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TEELRLVDT72avIlEBLEST, hRY LYY —RAES (CRD) IZ CRAZEZE L. Operator D
A—HF—DFEHATESZIRTDOEREEZ) A MLFT, Operator 24 YA h—JLF % & CRD NMER S
n. CROEKICHEARAINET,
FIE=S 0

o TIEERNDH 2,

e OpenShift CLI (oc) B Y XA h—JLINTW3,

o HAR—MNINTWBF TV MNANTILTIEATES, Hl: AWS S3, Google Cloud

Storage. Azure, Swift, Minio. OpenShift Data Foundation,

FIg

1. Subscription+ 7Yz MEERL E T,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators 6
sourceNamespace: openshift-marketplace

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY T,

Q F+ &)L & LT stable £ 7214 stable-5.<y> #1EE L X7,

9 redhat-operators =357 L £ 9, OpenShift Container Platform ¥ 5 24 —4%, JE#ERHE Y
SAY—EERENBZHFRINEZRY NT—2IC4 VA M=ILINTWBIHFA. Operator

Lifecycle Manager (OLM) ME&ERFIC/ERK L 7= CatalogSource & 72 = 7 h D &R %= 15
ELEY,

2. SubscriptionZ# 7>V N EFERALET,

I $ oc apply -f <filename>.yaml

10.21.6.CLI#ERHLTCLoki# 7V N A ML=V DY =9 Ly MEERT B

LokiA 7Yz FARNL—VABRETSICE, — Ly MEERTZIVELGHY FT, Zhid.
OpenShift CLI (oc) ZfA L TEITTEE T,

AR
o TIEERNDH 2,
® | oki Operator B Y Z h—JLINTW3,

e OpenShift CLI (oc) 4 Y 2 h—LI N T W3,
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FIR

e RDOIAXVREMFALT, SAZEEF—T77MIUDNEFNZTAL I RN —IZV—V LY b %
ERTEEY,

$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

p= =)
ERDERA1E2ITIE. generic T/ld opaque ¥ —J Ly MEFHALTLEI W,

e RODIAXTVREEFTLT, Y— VL v MERINI-ZEEHERELET,

I $ oc get secrets

BIER R

o lokix7YVzHIVMNRAML—Y

10.2.1.7.CLI Z#{#H L T LokiStack H R ¥ L)V —R&{FKT

OpenShift CLI (oc) %1% L T. LokiStack h 24 L)Y —2 (CR) 5 ERTX £,

AR
o TIBEMRNH S,
® | okiOperator B’/ YA h—JILINTW3,

e OpenShift CLI (oc) B4 Y 2 h—ILI N T W3,

FIE
1. LokiStack CR =/Em L £ 9,

LokiStack CR Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

size: 1x.small ﬂ

storage:

schemas:
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REE

272

000

©

- version: v12
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 e
storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging 9

FTOAA VM FAZXAEELEYS, OF VT 58 LIED/N— 3 0 TlE, Loki DERRE
AVRIVATHR—MINTWBY A4 XA T a3 vk 1x.extra-small, 1x.small. F7=
& 1x.medium T9,

BE
FTOAXY ML XD IXDEIILTETT I A,

OJRNT7Y—=0Ly NOZRIEEBELE T,
AJRNT7Y—=0Ly hDYATEEBELET,

—BHAMLV—YDRAML—Y I SADERIZEBELE T, RBERNT -V RA%FBIC
X, 7Ov IR ML=V EBEYLBTERAN—VISRAEEELET., VSR —TCHEA
AREAR R ML —Y U 5 RIL. oc get storageclasses IY Y RAFERALTY A MNKRRTE
9,

LokiStack &7 7 #IL N TYILFTFTF Y RN E—RTEFINET, DT 72 MNREIE
TETEXFEA, OJVOEE EEQY. 1V ISANSIFy—00, 7Y =23
O ZTEITIDDTTFY MDBREINEFT, CThiZkY, A~Da—H—sL0a—
H—IIN—TOIFIERAOTRAN) —LDT I ZAFEHIATREICARY £T,

2. RODAT Y R%=ZETL T, LokiStack CRA##EB L9,

I $ oc apply -f <filename>.yaml

e RMDAX Y REERITLTHAZERL. openshift-logging 7O =7 hAH®D Pod %Y R kK

SLTA VA= ZRERBLET,

$ oc get pods -n openshift-logging

ROYZAMDESIC, AF VT AVER—RY NAD Pod MEHERTRINTWS I E&MEELE

ER

5
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mni82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
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collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8m2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjff9k 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

10.22.Loki # 72z MR ML —Y

Loki Operator I&. AWS S3 7Z1F T4 <. Minio ¥ OpenShift Data Foundation % & Dfthd S3 BE#A 7
VIV RAMTEHR—BMLTVWET, Azure, GCS, BLUSwift EHR—KFINTVET,

Loki 2 b L—Y O#EREA K EIE. logging-loki-<your_storage_provider> T3,

ROFE, £Z N — T O/ F—0 LokiStack 12 % LY Y —2 (CR) AD type AR L TWE
T EfE. AML—=7ONAM Y —ICEATZ I aVvESRBLTLIEIL,

RKO2V—I9Ly NIATDIAYHIVITI7L VR

A= 7FOnRA 55— ~—J Ly hDtype
AWS s3

Azure azure

Google Cloud gcs

Minio s3

OpensShift Data Foundation s3

Swift swift

10221 AWS A L —Y

AR
® | okiOperator B Y Z h—JLINTW3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
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e AWS EIC /NNy M BERLTWS,

o AWSIAMARY Y—& IAM A—H— &{EH L TW3,

FIR

e XDV KAZEFTL T, logging-loki-aws & WD ZRIOA TV MA ML=V —D Ly
MEERRL 9,

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

10.2.2.2. Azure A NL—

AR E A
® |LokiOperator &1 Y A h—JLEINTW 3,
e OpenShift CLI (oc) A4 Y X h—ILThT W3,

e Azure EIZ /N7y N AERRLTW3,

FIR

o XDV KAZEFTL T, logging-loki-azure & WD ZHIOA TV TV MA ML=V —2
Ly hafERLET,

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\

--from-literal=environment="<azure_environment>" \ﬂ
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

Q HR— NIh T\ 2IBEE
(&. AzureGlobal. AzureChinaCloud. AzureGermanCloud. AzureUSGovernment T
ERR

10.2.2.3. Google Cloud storage

([} =355
® LokiOperator B’ Y A h—=JLINTW3,
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,
® GoogleCloud T 7Oy b #ERKLTWS,

e ALTOYTY MRIZNAT Y N AERLTWS,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets

goENJRAMNL—Y
® GoogleCloudBiEERAL 7OV I M H—EXT7 ATV b AR L TW3,

FIR

1. Google Cloud 5 Z (T >/ —ERT7 ATV N DEREEEHR % key.json & WD ZRID T 7 4
)l/‘: 4 l:o_ L/ i’a—o

2. RDAX Y RAEZEFTL T, logging-loki-gcs E WD ZRIDA TV RA ML=V =T Ly
MEERRL 9,

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

10.2.2.4.Minio A AL —

AR
® | oki Operator " Y Z h—JLINTW3,
e OpenShift CLI (0c) 74 Y A2 h—ILINTW 3,
e Mino AV Z R4 —ICF7O/4IhTW3,

® Minio EIC /Ny M AERLLTW3,

FIR

o XDV KAZEFTL T, logging-loki-minio & WD ZRIOA TV MA ML=V —
Ly hafERLET,

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>"\
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

10.2.2.5. OpenShift Data Foundation A h L —2
(1} =355
® LokiOperator B8 Y A h—=JLINTW3,
e OpenShift CLI (0c) 1 Y 2 h—ILI N TV 3,
® OpenShift Data Foundation A7 704 XhTW3,

® OpenShift Data Foundation 75 X49%—% A7V /7 A ML —URIEELTWS,

FIR

1. openshift-logging namespace IZ ObjectBucketClaim 71 2% LYY —X =R LT,
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https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/
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apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

2. ROOAX Y R&ERIFTLT, BEEMIFSN ConfigMap 72 =7 hH SNy hd 7O/
T4 —ERBLET,

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOST}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath="{.data.BUCKET_NAMEY}")
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3.RDAY Y RZERITLT, BEMTLNEY—IL Yy bDONRNTY A7V EAF—ZBIELE
-3—0

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data.AWS_SECRET_ACCESS_KEYY}' | base64 -d)

4. kDAY KAEZEFTL T, logging-loki-odf & WD ZRIDA TV NA ML=V =T Ly
MEERRL 9,

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

10.2.2.6.Swift A kL —:
AR E A
® |LokiOperator &1 Y A h—=JLINTW 3,
e OpenShift CLI (oc) A4 Y X h—ILIhT W3,

e Swift LT/ b BERLTWS,

FIR

o XDV KAZEFTL T, logging-loki-swift Et WS ZRIDA TV RA ML=V =T Ly
MEERRL T,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
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https://docs.openstack.org/newton/user-guide/cli-swift-create-containers.html
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--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user _domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container _name>"

o MEILMBLT, MOIAXYREERFTLT, 7OV NEAFDT—%. V—rav, £kidz
DHAZHEETEEY,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user _domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

10.2.3. Elasticsearch O 2 N 7OF 704

OpenShift Elasticsearch Operator %z {#f L T. OpenShift Container Platform 7 5 2 4 —IZ %R
Elasticsearch A A K7 %57 704 TXF 7,

. P2
Logging 5.9 1) \) —Z T, OpenShift Elasticsearch Operator DEH/N—Y 3 VIdEFN
. TWEHA, OF 2 J 58 Tl 1) —R I N7z OpenShift Elasticsearch Operator % IRTE(H

FALTW3HBAE. Logging5.8 M EOL F TH|E#iE Logging THEBE L £9. OpenShift
Elasticsearch Operator ZERA L TCTF 74/ hOOJTRAMNL -5 EEBT KD YIC,
Loki Operator 2 TZ X ¥, LoggingDZ 4 7494 7LD BFDEMIL. Platform
Agnostic Operator ZZBR L T EI L,

10.2.3.1. Elasticsearch D X N L —JICHT 2 EEEE

KR 2 — LD ZFNEFND Elasticsearch T 704 X ¥ MNREICHETY, OpenShift Container
Platform Tl&., ZhidkiEARY 2 —LEKR (PVC) #FH L TEITINE T,

| Pz -
KA ML —=2IlO—AIRY) 2—L%=FERY 3551, LocalVolume A 72V D
- volumeMode: block T INdraw 7OV IR a—LEZFALAWVWTLEIL,

Elasticsearch & raw 7Ov VR 2 —LAFERATETEH A,
OpenShift Elasticsearch Operator & Elasticsearch ') V —2 &% #H L TPVC IC&RI AT £ T,
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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Fluentd |& systemd ¥ ¥+ —7FJL & £ T /var/log/containers/*.log H* & Elasticsearch (CO 7 %% L
£7,

Elasticsearch Tld, ABELT—VBEEETITEIDICTLRAE) —HIPRETT, +90BXEY -1
BWEEIK, IRBELAKARAYEY, COREZLOET 3ICE. RERT7 Y S5—>a>yoads—490
BAFML, ZXFEBEON2EBE2EYYTET,

TI7AIBNT, ANL—UREN 85% ITET B &, Elasticsearch IEFIRT—9 D/ — KADEIY HT
ZELELFET, 90% IC/R 3D &, Elasticsearch IFARERIBEICBGFDI v —RZED/ — K oD
J—RIIBEILEDELFET, L. BEREDLARNILH 85% KmD / — KA RWIGEE,
Elasticsearch #1334 7 v ¥ ADEHEEER L. AT7—4% RIERED ITA&RY F 9,

pa )

INSOEEE (BWMESLMEWMEZSD) IFIR1TY) Y —RITH 1T B Elasticsearch D7
7AIWNMETY., INOHDT 74 MERERTEZY., 75— MIALT 7 4L ME
HEALETH. ChoDEAT7S—MNTEETEZIEIETEEEA

10.2.3.2. Web O~V — L% f£F L 7= OpenShift Elasticsearch Operator D1 > X k—)L

OpenShift Elasticsearch Operator &, OpenShift Logging I & > TR Xt % Elasticsearch 7 7 X
—%ERL. BELZXT,

AR

® Elasticsearch [ X EY —&HET7 Y45 —> 32 TY, THETND Elasticsearch / — KIZ
(&, ClusterLogging 7 X% L)YV —XATEELRWRY., XE) —ZRELCHIROEAIC
16GBLLEDXEY —HDBETTY,
#HEAER EE D OpenShift Container Platform / — KMt v M&, Elasticsearch ¥ 5 X4 — %
R=FT2DICHRRAREITEHRBRVEENHYET, TOHE, HEINZH A ILULED X
E ') — (% Elasticsearch / — N IZERK 64GB) Z{FA L TEITTE 2 &£ D IC/ — K% OpenShift
Container Platform 7 5 24 —IZBINY 2 EAH Y 7,

Elasticsearch / — RIZZH L VEWNMED A EY) —RETHEEELZTTH. THITEBRBEEREIC
IFHEREINFE A,

® FElasticsearch DIMMERKIFZEA N L =W H DT E AR L F T, & Elasticsearch / — RIZI3H
BORANL—URY 2a—LHARETHZIEITEFRELTLREIN,

R

KA ML —=2ICO—AIKRY) 2 —L%=FERAY 3551, LocalVolume + 7
¥ x4 h® volumeMode: block Tttt I N D raw 7AY IR 2 —A%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FEHATIFEH A,

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
xY,

2. MATAIBEAR Operator @) 2 kA5 OpenShift Elasticsearch Operator. Install DJEIZZ 1) v
ILET,

3. All namespaces on the cluster?® Installation mode TEIRINTWB Z & A#EL £,
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4. openshift-operators-redhat 7' Installed Namespace TEIRINTWB Z & #MAL X7,
openshift-operators-redhat namespace Z#EE 9 2 W ENH Y £T, openshift-operators
namespace ICIEFA I 2 =7 4 —®D Operator S FNTWBHEIHYET, I =71 —
M Operator IXEFEI NE D TIEA K, OpenShift Container Platform DX b 27 R &@LU %
BIDXN) VA% RNHTE2HEMENHYET, THICLY., FRENRETHIEIHYXT,

5. Enable operator recommended cluster monitoring on this namespace% &R L £ 7,
ZD#F 7> a i, Namespace #+ 7~ = ¥ bIC openshift.io/cluster-monitoring: "true” 5~
WERELET, V7R —FE=4Y >~ JH openshift-operators-redhat namespace % X5
TEDLDIC. ZOFTVavEERTZLENHY FT,

6. Update Channel & L T stable-5.x #3ZR L £ 9,
7. Update approvalstrategy #3&R L £,

e Automatic A b5 7Y —IC& Y, Operator Lifecycle Manager (OLM) I&FT#R/N\—2 3 A
FIFAAREICA D & Operator * HFIMICEHF T E T,

® Manual A M5 7Y —IlIE, Operator DB 2R T 57O DFERERAIBERZFDODI—
F—AUBTY,

8 Install #0)vy U LXY,

1. Operators - Installed Operators X— 2 ICH] Y B X T, OpenShift Elasticsearch Operator A%
AVAR—ILEINTVWE I EEZHERLET,

2. Status #' Succeeded MIREET. OpenShift Elasticsearch Operator g RXTO 7O ¥ b
WK AMNKRRINTWB I EZRHERLET,

10.2.3.3. CLI % f§FH L T OpenShift Elasticsearch Operator #14 Y A h—JL§ 3

OpenShift CLI (oc) =8 L T. OpenShift Elasticsearch Operator 24 Y X h—IJLTE XY,

=55

® FElasticsearch DIMLMELRKIFZEANL =D H D & 5EFEL F T, & Elasticsearch / — RIZI3H
HBDODAML—=YUR) 2a—LBRBRETHD I EITERLTLEIL,

pa

KIEA ML —JICO—AILRY 2 — L& FEHRT 5%451%. LocalVolume & 7
¥ x4 h® volumeMode: block Citit I N D raw 7AY IR 2 —A%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R a— LA FHATIFEH A,

Elasticsearch & X T =& 7 S5 —> 30 TF, T 7 4 J)L T, OpenShift Container
Platform (F X E ) —ERE L V' 16 GB OHIRZFFD 3 DD Elasticsearch / — K& 4 YV 2 h—
JL L E 7, OpenShift Container Platform / — RD&RHID 3 DDt v kI, Elasticsearch %
VSR —HNTERITTEDICHDRAE) —DRWATEEMENH Y 97, Elasticsearch ICEAET
2AE)—DOEBIRELLFZEIE. BFE/—RFOXE) —ZBPTOTIEHARL,
Elasticsearch / — K&V S R9 —ICXLIZEML XY,

o THEEWERND S,
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e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

¥
. Namespace 7 7YV h%, YAML 7 74L& LTHERLE T,

apiVersion: vi
kind: Namespace
metadata:

name: openshift-operators-redhat ﬂ
annotations:

openshift.io/node-selector: ™"
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z1#EE T 2 BENHY T, X M) IR EDH
BORETLHEEMEER CICIE. Prometheus DY SR —FEZF YV ITRI VY
%z . openshift-operators namespace 75 TIid72 <. openshift-operators-redhat
namespace M5 X MYV 2 %&INET B L D ICEREL £9, openshift-operators
namespace ICIEFA I 2 =7 4 —®D Operator S EFNTWBHEIHY EFY, 232 =
T 14 —® Operator [FERINEDTIERLS, A M) IRERMLARBDX M)V X %R
RI2AEMELGHYET, ThiTLY., AP RETZIEIHYET,

9 String, 7 2 A% —E=4") > 7} openshift-operators-redhat namespace %= IN&E T X
2L, ORIV ELEDELDICIEETZ2RELHY T,

2. ROV R&EFETLT, Namespace 7 72V M EHRALZET,

I $ oc apply -f <filename>.yaml

3. OperatorGroup # 7>z Y %, YAML 7 74L& LTHER L ZE T,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ
spec: {}

Q openshift-operators-redhat namespace 8E§ 2 REHLHY 7,
4. UTFDOY Y R%ERTL T OperatorGroup # 7V =7 N &BERALZE T,
I $ oc apply -f <filename>.yaml

5. OpenShift Elasticsearch Operator I namespace 4% 7 X9 54 79 % 7= D Subscription 7
Tz MEERLET,

Subscription DOl

I apiVersion: operators.coreos.com/vialphai
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kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat 0
spec:
channel: stable-x.y g
installPlanApproval: Automatic 9
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat namespace # 18T 2 HELNHY £ 7,

@ FrRILELTstable F7213 stable-x.y #ELET. UTOFBRRESRL T LY
LY,
9 Automatic (Z & Y. Operator Lifecycle Manager (OLM) I&#3R/N— a3 VA FI AT REIC A4

% & Operator # HEIMICEFHF TZ XY, Manual IZIZ, Operator DEBEFH KR T 578
OB AR BERE T OAI—Y—HDRETT,

redhat-operators %357 L £ 9, OpenShift Container Platform 7 5 24 —4%, JE#ERHE Y
SRAY—EEMRENDZRY NT—IDFIRINAZRIETS VA M—ILINMTWBIHEE,
Operator Lifecycle Manager (OLM) D& ERFICERK X 115 CatalogSource 7 72 = 7 b+
DEAEIEEEL T,

pa 3

stable Z#EET 2 &, BRHOLRELL) ) —RD|WITN—Ya N1V A h—
JLINZE T, stable % installPlanApproval: "Automatic” & & & ICFERT %
&, Operator MRIFDRE LI AT v —) ) —RETAFT— ) —RICEBD
K7y 7L —RIhET,

stable-x.y 23 EE 325 &, FEDAT v —) ) —ZADWEDIYA F—/1N—Y 3V
N1 VA RM=ILENFET, stable-x.y % installPlanApproval: "Automatic" &
HTHEAT S &, Operator XY v — 1 1) —RADRFHD stable ¥4 F—1)
)—ZICEBFWICT Y T L—RINET,

CROARV RERGFLT 7RV Y T avEEALEY,

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 >~ X k—Jb
I, V5 29—HOETOV Y MIOE—IhET,

LU0 REERITLET,

I $ oc get csv -n --all-namespaces

. HA%EEER L. OpenShift Elasticsearch Operator @ Pod H'%& namespace IC1FTES 5 2 & &1

mlLET,
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i DBl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1 OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-system elasticsearch-operator.v5.8.1 OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

1024. 07 A NL—YDEEE

ClusterLogging #2# L)Y —R (CR) AZEF$ 22 & T, OX VI THEATZIOVA ML —J DS A

TERETEET,

IE=S 0
o THEEWERND S,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

® Red Hat OpenShift Logging Operator & WERO 'R k 7 (LokiStack & 7z Elasticsearch) H% 4

V7\ I\_)l/-ShT\/\éo

e ClusterLogging CR BMERKINT W3,

R

FIR

Logging 5.9 U 1) —XIZ. OpenShift Elasticsearch Operator DE#F/NA— 3 VIEEFEN
TWEHA, OF 2 J 58 T 1) —R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HBE. Logging5.8 M EOL F TH|E#;&E Logging THEBE L £9. OpenShift
Elasticsearch Operator AL TCTF 74/ bDOJTA ML=V ZEEBT KDY I,
Loki Operator ZfHTEX XY, Logging®Z 4 794 7LD BFDEMIL. Platform
Agnostic Operator ZZBR L T EI L,

1. ClusterLogging CR @ logStore {t#%#Z&HL £,
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apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
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#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

OJRANT7DIA THEIEELZET, Nl lokistack 73 elasticsearch DLW HN T
_a—o

Elasticsearch A7 A N 7 DEBEDHREA T3 v,

TREDSY A TEBELE T, JOEIC
I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CTE X9,

O o600 9o

LokiStack DEEDEREA > 3 v,

LokiStack #O7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml

10.3. LOKISTACK O 7' X N 7 D& E
OFXYJDRFa XY MTIE, LokiStack ZFOF Y I THR—MINTWS Loki BL U Web O F
< — & OpenShift Container Platform BRI A 2 AR HLELLEDEIE L £9, LokiStack D FOF

¥ —I%. OpenShift Container Platform 8ResEZ A LTI FTF U —%ZBAL T, Loki T, O
TJZRNT7HEBROIVER—Y NELIEHBRA N T EFATVET,

10.3.1. cluster-admin 21— —O—J)LOEFR T IL— T DIERK
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BE

cluster-admin 21— —& L THEHD namespace D7 ) r—o 3y T —¢
&, VS5ARAY—HRDTARTOD namespace DXFEHDEETH 5120 ##B %, Parse
error: input size too long (XXXX > 5120) T —A"FE4 L £ 9, LokiStack DO I AD7
7% L YUBEYICHIET B IZIE. cluster-admin 11— —% cluster-admin 7 )L — 7
DAV INR—IZLET, cluster-admin 7)L—FHEELRVGEEIE. FRLTRER
aA—H—%EBMLET,

ROFIEAFEREL T, cluster-admin RO H 21— —HHIC, FILWITIL—TEERLF T,

FIa
L UTOARY READLTHRIINV—TEERLE T,

I $ oc adm groups new cluster-admin

2. UTFoav Y REERFTLT, BEALI—H—% cluster-admin Z)L—7I3BML T,

I $ oc adm groups add-users cluster-admin <username>

3. UFoa~vy R&EZEFTLT cluster-admin 21—H%—0O—J)L & JIIL—FIEML T,

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

10.3.2. 7 S X9 —DHBEEEH D LokiStack EiE

AOFX > JN\N—2 32 58 LIED/N—Y 3 > TlE, OpenShift Container Platform ¥ 5 2 4 — " BiEH#) X
Nn3&. LokiStack DERYIAHE VT Y —/NRIE, /—RRTHEHAAFEDRCPUN Y —REXEY—)
Y—ZAWNTEMELKITET, DF Y. OpenShift Container Platform 7 5 249 —DE#H HIC LokiStack
THYIVHALIERELFHEA, TDENEIZ. PodDisruptionBudget )V —X %= FH L TERINZE
¥, Loki Operator |&. Loki IC PodDisruptionBudget ')V —2 % FOEY 3 =2 7§ 578, HED
FUTCEEOHEARIET ZLHDICAVR—2Y NTEIRER/R, FATREAR Pod BASRE X
nhEd,

BIER R

® Pod disruption budgets Kubernetes documentation

10.3.3. /— RDEE%HETT 57D Loki DERTE

OF > 7 5.8 LAED/N—2 3V Tld, LokiOperator i&, LAY ER—RY RDPod BV R —HD
BERZEHEAER/ —RICAT V12— IENBEIICERTEPodIET7 74 =714 —IL—ILDERE%
YR—KMLZET,

TI74ZT4 =&l ATV $2%/—ReHild % Pod DRFHETT., 7YFT7 7142714 —
iE. /—RETPodDNRTT21—ILENZD%ER Pod DTO/NRT4—TT,

OpenShift Container Platform Tl&, Pod D774 =74 — & PodDIFF7 71 =714 —IC&>T. b
D Pod DF—/EZRIVICEDWNT, Pod DRIV a—)Lili@Liz/—REHIRTEZET,
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Operator I&, §XTOD Loki AVR—FR YV b
(compactor. distributor. gateway. indexGateway. ingester. querier. queryFrontend. & & U
ruler AV R—3 Y MEESD) I LTT 7 4L b DES podAntiAffinity L—ILZRELE T,

requiredDuringSchedulinglgnoredDuringExecution 7 1 —JL RICHRERREAIEEL T, Lokia v
K—%> hDFELD podAntiAffinity BE% FEXTXE T,

AVITRAY—AVR—Y hDI—HF—FZEDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname
#...

@ LER-LVEEBTBRIVYTT,

Qg W—ILEBERT2OIC—BLTVWEREDHBF—/EDRT (SNI) TT,

BEfEI

® PodAntiAffinity vl core Kubernetes documentation

® Assigning Pods to Nodes Kubernetes documentation

¢ PIAZTA—Ib—IEIT 74 =2T4—IL—ILDFERICL BMD Pod & DETTD Pod D
i

10.3.4. V—VNHDOTF—4 L ) r—>3 v

O > 58 LAED/N— 3 > TlE, Loki Operator I& Pod kA ROY —40EHIHNAEBE L TY — U /IGD
T=ILT) = a vy R— ERHLET, COMEEEMICTZE, EREMEIELEL, 100D
V=V TEEFARELALBEOOJTBRIIHT 2RE REINET, T 7O4 XY MM X%
1x.extra.small. 1x.small. F7-(d 1x.medium ICEXE T % &. replication.factor 7 1+ —JL N IZBEIH
K2 ICREINZE T,

BEYARL ) r—2avaRETRICE, PREELTIV T2 a VBEHTEHEEIATWSDERLD
BMOTRASE) T4 =V —=VUPRBETY, LTV T—2arvGZBIUZLDTRIZE) T4 —YY—
VHEBRETDHIEIFHARETTN, V—UNDVRVWEEZRAAZIS—HIRETDABEEIHY ET, &
WERERIRT ZICIE. BV —VTRLBODA VRYIVRERANTZUHENHY T,

J—o LYV — 3B > TLWB LokiStack CR Dl
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apiVersion: loki.grafana.com/v1
kind: LokiStack

metadata:

name: logging-loki
namespace: openshift-logging
spec:

replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:
- maxSkew: 1 e
topologyKey: topology.kubernetes.io/zone ﬂ

ﬂ JEWRD T 1 —IL K, AAINTMEIL replication.factor IC& > TLEEXINET,
g ZOfER., Yy NPy TEICT IO XY A XARBRINZ EHEMICKREINET,

g EED2DO0MROY—RAA VD Pod BDRAZ, F74IMNI1T, ODEEIEET S
EIETEEHA

Q J—RSRICHIET 2 RO —F—DOFRATY—VEEELET,

10341LBEARE LY —VH 5D Loki Pod D[O1E

OpenShift Container Platform Tld, HEDT XA ZEY T4 =Y =V DYV —RILT IV ERATEAL
BBE VVEENRELET, TRAZEVTA—V—Vid, TRMET A —ILM LSV R%ER
bgd2E&xBHNELEL 759 R7ONM Y —DTF—9 V9 —HADRBEINLZTY 7TY,
OpenShift Container Platform 7 2 24 — A Z DR LIB T 2 L D ICEREINTVLWARWEGE, V—V
BEEILLYY—ERFLET—YDEBRIRETITREEIHYET,

Loki Pod |& StatefulSet D—E8T#H Y. StorageClass 7 72/ Ml Lk >TFOEY s =ZvJXhk
KA 2 —LER (PVC) MIBLTWE T, & LokiPod EZDPVCIEEALY —VICHEELET,
PSR —TY—VEENFEET DL, StatefulSet AV hO—F—H, BEFRELLY—VARDE
B%Zf7 Pod DOEZBEMICHAE T,

DIk

==
[=]

ROFIETIE, BENRELLY—VADPVC EZZILAENZTARTDT—F

ZHIRLE T, 2R T—4EK%EE T 5ICIE. LokiStack CRDL 7Y o —
AV T4 —ILREBICTLIYKEIVMEICSEEL T, Loki NFEEICL T r—
REINDELHIICTIRELHY T,

AR
o OFXVJ/I\—T 3> 58I,

o LokiStack CROL ) 75— a VEMNM 1LY KRKEVWT EEERLTWS,
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o OAVNO—/NTL—VILLDCY —VIESHPRHIN, EENRELLEY—VRAD/ — KDY
Sy RTONA Y —HERICL>TIYT—23INh TV 3,

StatefulSet AY hO—5—IF. BEIRELLY—VHOD Pod ZBEMICBER T Va2 —J)LLEDEL

9, BEETZPVCEREBENRELLY —VICH DD, DYV —UADODBEEBRAT Y 1 —I)UIdise

LEEA. FiLWY—VTRTF— K7 LokiPod EZD7OEY a =y 3N/ PVC 2#IEEICEIER
TEBLDHICT DI BEIRELEY—VODOPVC 2FFHTHIKRT Z2HEI HY T,

FIR

1 ROIAYY KEEFFLT. Pending fX>—4 2D Pod ) 2 hERLET,

I $ oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods D H 11

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0O 16m

IN5DPodid. BEA ARELLY —VICHBT S PVC A H 578, Pending 27 —%
2> TWET,

2. ROAX Y RAEETLT, Pending R7—49ADPVCAE2YRKNLET,

$ oc get pvc -o=json -n openshift-logging | jq ".items[] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pve D H A5

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

3 RODIAT Y R%EZEFTLTPod ®PVC ZHIRL F T,

I $ oc delete pvc __<pvc_name>__ -n openshift-logging
4. RDAXY R%ERTL T Pod ZHIFRL X7

I $ oc delete pod __<pod_name>__ -n openshift-logging

INSOATO) MHEBICHIKRING &, FHAERY -V TAH TV MHABENICERYT
Ja—ILINZET,

10.3.4.1.1. terminating KEEDO PVC D NS TV a—F4 v 7

_ e~ = = _-— s 0 = 2 LS . - = - am I==2R.r v Ao =, . = 1A AN —~ s~ L™NIRA
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PVC X% 7—% /74 7 74 7T—7N" KUDErnetes.l0/pv-protection i & @ 1L C L\ o35 5. PV D BIKEK
INTIC terminating REETNY VT 208NN HY ET, 7714 F 74 —%HIRT 5&. PVCHIE
BICHIRINE LD ICARY ET,

L UTFTDAR Y RERITLTEPVCOI7 7454 —%HBIR L. HIREBHAITLED,

I $ oc patch pvc __<pvc_name>__ -p {"metadata":{"finalizers":null}}' -n openshift-logging

BTG IR
o MNROY—LEGIFICET % Kubernetes K¥F a1 XV b
® Kubernetes A hL—YDRFa XAV

e Pod hROY—EEI#Z &R L 72 Pod BLE D

10.3.5. Loki O 7/ ~D 7 ¥ £ A DAL E
0¥ > 7 5.8 LAETIE, Red Hat OpenShift Logging Operator (&7 7 #J)L N TERTODIA—H—ICOY
ANDT VR EHTLEHA, Operator DT v U L — REZICLFIDREEZBERA L TWRWRY, &
BERFI-T—D7 IV R ZRETI2LENHYFET, FEE=—XIKIHLCT. UTFEFEALTOIA
D7V ERAWHICRETEET,

o UIRY—2EKRDRY Y —

o 2 IJ—THBED namespace DR & —

o HRAHLEBEBETI—TDIER

BEEEF., 7O A MIBELAEOQ—IUNA YT AV TEISRI—DO—IINA VT 1 T % AERK
TE2HENHY £Y, RedHat OpenShift Logging Operator IZl&, JRD IV S R4 —O—)LHHY £,

e cluster-logging-application-view |&. 7 7)) r—> 3> OJ7 O5ABRYEREGS LT,

e cluster-logging-infrastructure-view (. 1 V75X NSV F+—OJ DHEHIYIERE 5
L/ i -3—0

e cluster-logging-audit-view (. B&E&EO/ DOHEAMYEREMNSESL X,
LRION—=2avm o7y T L— R LUEGBE, BIDOY 2 X4 —0O—)L logging-application-logs-
reader CBAEY 57 549 —0O—IL/X1 ~ T 1 > 7 logging-all-authenticated-application-logs-
reader |C & Y FAIEBMENREI N, BEI /21— —IC namespace DinAER Y HERAHF AT I N F
ER
pa 3]

namespace C&ED TV 2 AEE T DI—H—IF, 7TV r—>avnsxoxT)—9%
BRIC namespace 2RIt T 2 BN HY £,

10351 7SR —2EDT7 7R

VSR —A—INA VT4V T)Y—REIFR9—O—IEBRL. V53R —2FIHERZRE
L/i-a—o

ClusterRoleBinding Dl

288
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

cluster-logging-infrastructure-view & & ' cluster-logging-audit-view (&, EN®D
ClusterRoles T79,

Qg ZDATT Y NP BEINZI—Y—FIE I —TEEELET,

10.3.5.2. namespace 7 7z R

RoleBinding ) ¥ — 2 % ClusterRole # 7> = 7 b EFERAL T, 2—H¥—FAE/IWL—TH0OTICT
7t A TX % namespace x EHETZ XY,

RoleBinding Dl

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

ﬂ Z ® RoleBinding HYi# A X 11% namespace 218 L £ 9,

10.353. h RV LEBE I —TDT7 U A

ZHOI—F—DEELREREVE L T 2RRETTO04 XV hDIFEIE. adminGroup 7 1 —JL K%
FRALTHRYLYTIL—THERTEZEY, LokiStack CR ® adminGroups 7 1 —/L R TIEEI iz
TI—TDAVN—=THZDA1—H—F, BEEHELAHARINET,

cluster-logging-application-view O—J/L£E|Y X THONTWBEEREI—H—IE, TXTD
namespace DI RTCDT7 T r—>avaJIlT7IERATEET,

LokiStack CR Ml
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apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin

- custom-admin-group G

WA LEEBEITI—TI1F, TOE—RTOIXMFATETET,

TD714—=ILRICED)AME[ZANTBRE, BEESIL—THEDILY T,

-~

T 74 hDJIL—T (system:cluster-admins. cluster-admin, dedicated-admin) % 4 —/\—
4 RFLET,

BAEE R

e RBACDERICLZ/NN—IvoavDEESLVEH

10.3.6. Loki TR N —LAR—ZDRFEFDOHRIE

Logging /A=Y 3 V56 LETIE, O AN —LICEDWTRER) Y —42%ETEET, 2hdD
W—ILiE, 7O—nN)b, TFYRTE, FEIIZTOMATRETEEYT, MATRET D&, F7O—N
JWIL=IVDFNCTF Y ML—=ILERINE T,

BF

s3 /34w ME7Id LokiStack hR % L) YV —R (CR) ILREFEHENEZINTULWRWEG
A, OJIBHBRINT., 337y MIKAIKKEY, s3AML—IUDWo EW IS5 EHE
MEAHY £,

R

AJN=23 Y59 ETRAF—TVR2IYR—FINTUVEITA, VI3HIHEEILF
-a—c

L AN —=AR—ADRFZ=EAWIZT %ICI1E. LokiStack CR =4Em L £ 9,
JO—NIVERA M) —LR—Z2DEFOH

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
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global: ﬂ

retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

TRTODATRARNY)—LDREFTRY S —%RELEFT, FR: D71 =KX, T
TSI MAML—JIBEINO70FFHRICHEZE LI A

ZD7AY I N CRICEIMINGE, V5RY—THREIEMICARYET,

o0

AJZAMN)—LDERICFEHRAINDS LogQL 7T ) — HEFIATVET,

FTFYNTEDRA MY —LR—ZADREFDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

limits:

global:
retention:

application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' g
infrastructure:
retention:
days: 5
streams:
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o
2]

- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

TFTFYVRTEDRFRI) Y —%2ZELET, BT FV N1 T
I&. application. audit. & & U infrastructure T9,

AJZAMNY—LDERICFEHRAINDS LogQL 7T — HEFIATVET,

2. LokiStack CR ##@MBE L 7,

I $ oc apply -f <filename>.yaml

R

Thid. BESNAOJORELSET 200D TEHY TtA. EEINEDY
DY O— NIV BB (BA30 BEETHR— Mk A7V R L—UTH
Ebi’a—o

10.3.7.Loki L— MEIRTZZ—D STV a—FT 4T

Log Forwarder API AL — MR ABAZRKZ R X vE—T T 0Oy V% Loki ICERET % &, Loki IT &
Y, L— NIRR (429) TS —HDERINET,

INSDIZ—F, BEOEERICRETDARMENDHY T, LEXIE TTICVWS 20O THH
50525 —ICOFX VT EBINT %56, AFVIHPBHEOOTIV M) —29dRTRYRAEIETD
EL—MHRIS—DNRET Z2TREDNHY ET, ZDHE. FHLLWOTOEMRENEE L — MR
JYBEWNEE, BET—YREENICIYATZN, 21— —DNAZLEEESTICL—MIRTS—
NERINZET,

L— MEIBRT S —HB| XX FET 218413, LokiStack 124 L)) Y —2 (CR) 4ZET 5 2 & T
BEBRTEZET,

=St
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LokiStack CR |%. Grafana 7R A M9 % Loki TIFFIATEFZFEA, TDOMEY 7L,
Grafana MR A b33 Loki —/N—ICIXBEAINE A,

® LogForwarder APl (&, O% % Loki ICERET B L D ICBREINT WS,
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o VAT ALIF, RDLIBR2MBABADAYvE—IDTOY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75 R4—RDIL Y
=071, ROWTNHDIZT— Ay E—I5ELIIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—J DHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS —X v t—TDHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIZ—REGANICERTIINET, L& XIE. LokiStack BRYIAHA Pod TUTZTL &
ER

LokiRYAHTZ—X v z—2 DI
level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc

= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

FIR

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —JL NZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
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name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

ingestionBurstSize 7 1 —/L Ni&, T4 AN Ea—49—L ) hZ&ilidkARO—hI
L— hHIBRY Y TV A X% MBEMTERLEY, COERFRN—KYIYFTY, 2D
Ex, PR EETIDDTYyVa) VIR MNTREINZIEROTYA XIKRELE

¥, ingestionBurstSize fEL Y KX WE—) J TR MNMIFHATETEHA,

ingestionRate 7 1 —JL K&, 1#WHYICRYIAFZFNZ T Y TILOKRKE (MB BAI) IC
X925V T MHERTYT, B7DL— MAFHIREZBATVWSICEDIDNDLLT, AL VYD
AJOEEEZBAITTISE. L—MIBIZ—ARELFT, GEFFE’FHIRLY DR
WIZBICRY, X7 AROEL, 2—F—DONAR LTI —BRINET,

10.3.8. X V/IN—) XA NDIERDKRB % HFAT % Loki DERE

OpenShift 7 5 24 —Tld, BEEZIEE. IS4 R—MN PRy NV —VEEAAFHALET, ZD
R, LokiStack X VNN—J R KNETITAINTTSAR—NIPRY NT—ODHEFERET D7D,
LokiStack X v /N\—1) R NDEREIFEKBLET,

BEEE, AVN=)ZIEEDPod Xy T —2 % BIRTEZX Y, hashRing £# T podIP % &
TB5LDIC LokiStack CRAZETE XY, LokiStack CREZRET BICIE, UTFDaAT Y RAEFHLZE
ER

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

podIP %= & & % LokiStack Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

10.3.9. BEE 1B
o |lokidVR—RVMDRFaAXVR

o lokiZIT')—F&E (LogQL) RF¥axXr bk
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® Grafana ¥ v ¥ aR— KD RFa XUk
o lokiA TV RMAML—=YDRFaAVR
® | oki Operator IngestionLimitSpec ® K+ a1 X > k

® |okiStorage Schema @ RF a1 X b

10.4. ELASTICSEARCH AZ X M 7 D& E
Elasticsearch6 ZA LT, OV T —9 2 RESIVBETEIT,
AJZRTICMAZIEDTEZERICIE. ULTFAEENET,

® Elasticsearch 75 A9 —DA ML —Y

o Vv—REISZYI—HOEEDT -9/ —RICL TS — T 25%E (EBLTYr—v 3
UALLTYr— 3 v LET)

® Elasticsearch T— 9 ~DHET IV 2 R

104107 KNL—YDERE
ClusterLogging # 29 L)Y —X (CR) 2#ZXE$ 5 & T, OF VI THEATZO7RA ML —TVDF A
TEBETEET,
HIIR 4
o BHEEWERHIDH D,
® OpenShift CLI(oc) H'1 Y A h—IL I TW3,

® Red Hat OpenShift Logging Operator & WEEO 7' R k7 (LokiStack & 7z Elasticsearch) A% 4
\/Z I\_)b-énf\l\éo

e ClusterLogging CR BMERKINT W3,

pa )

Logging 5.9 J 1) — X IZ, OpenShift Elasticsearch Operator DE#F/A— 3 VIEEFEN
TWEtHA, OF V558 Tl 1)—RI N7 OpenShift Elasticsearch Operator % IRTEfH
FALTW3HBAE. Logging5.8 M EOL F TH|E#&E Logging THEBE L £9. OpenShift
Elasticsearch Operator Z{ERA L TCTF 74/ hOOJ R NL -5 EEBT KDY IC,
Loki Operator 2 TZ X ¥, LoggingDZ 4 794 7LD BFDEMIL. Platform
Agnostic Operator ZZBR L T EI L,

FIR

1. ClusterLogging CR @ logStore {t#%#Z&HL £,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

OJRANT7DIA THEIEELZET, T hidlokistack Z 73 elasticsearch DLW\ TN T
-a—o

Elasticsearch A XA N7 DEEDEREL T2 3 >,

TREDSY A TEBELE T, ZOEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7%
FullRedundancy 2§ CTE X9,

LokiStack DEEDEREA > 3 v,

O o000 9O

LokiStack #O 7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £ 9,

I $ oc apply -f <filename>.yaml

1042. 5O /70O A N7 ADERE

AFVIFTOAA AV RNTIE. T7ANUMRTCAVTF—BLPAVISRAMNSVFv—nOT I
ClusterLogging h 249 L)Y —R (CR) IKCEEINLATO T A M T7ICEREINFE T,

EFXaTRAMN —VZRHLAVED, BEBEOJRT 72N MTREOITZ MNP ICEREINEEA,

BEROEEICEWT, BBEOJVZEXT 5V AT LANHEBS S CBUFORENICER L, BYICHRES
NTWBZEZEMR LTI,
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DT 74N MERENEH %A/ TI5E. ClusterLogForwarder CR #2ET 2L EXH Y FH
Ao ClusterLogForwarder CR A’%F/E 9 23154, default HAESL /N1 54 UHAEBRIN TV S
BERE, OJERBOTRANTZICEEINEZE A,

FI7

O J#5% APl % {8 L TEEE O &V % RER Elasticsearch 4 Y A9V RITERET BICIE. UTFEETLE
_a—o

1. ClusterLogForwarder CRA 7V N2 E&HT 2 YAML 7 7 M L EERREIEREL F T,

o IRTPODOYHA T%AER Elasticsearch 4 Y A H V AICEIET B7-HICCREZEK L F
¥, TEESTICUUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines: 0
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

Q RATSA VIR, BEINERNEFERLTEET R0/ D91 TEEHLET. T
74 MOHEAIE. O % KNI Elasticsearch 41 Y XYV AUCEELF T,

R

RATSAVDIDDITRTDYA TOOATHINA TSAVIHEET ZHE
BHYET(FTVr—>ary, AVIZANSIFv—, BLUVERE), O
TORBEAEEELRVES., Thoon i3 EEINT., fbhhxd,

e BX7F® ClusterLogForwarder CR A% %35H 13, /N1 TS5 A v A2BEEO VDT 74 MY
HEMLET, 772V NDODENEERT2HEEHY FHA. UTICHAEZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
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url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ DA TSA ik, HERA Y RY V RICINA TEE QO Y % RER Elasticsearch 1 >~ X
FUREFLET,

B SR
o OJDINE &#niE

10.4.3. O VR FFHFE DR E

F 7 #) MD Elasticsearch QT A RN A VY I7SA NSO Fv—0OY, 77V 5—>3v0), BB
OJ7RED3ID2OO7Y—ZADA VT A% RFTHHEE2EET 2 RIFR) > — 2RETEE
ERR

REFRY S —%RET 5ITIL. ClusterLogging 71 R % L)Y —2X (CR) IC&O Y'Y —XD maxAge /\
A=Y —%HZELEFT, CRIFTNSDIE% Elasticsearch A— LA —/N—X 7T a—)LICEA L.
Elasticsearch A — LA —/N\—A VT v IV R BHIRT 291 IV T ARELEFT,

Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA Ty IV REBEL, FRA VT v IV REFERLET,

e {5 v % Rl Elasticsearch CR O rollover.maxAge DfE L Y £ HWMEICAY £,
¢ AYTFTYIAFARXIE 40CBxTFAT) = v —ROBLYBLRELRYET,
o (VT v YD docHd, 40960KBx T34 -2 v — ROBLYERELRYETY,

Elasticsearch |&. BRETAEFRY v —ICHEWTO— LA —N—AVFyv o254 KLET, OF
Y—ZADRFRY =R LARWNGE, OJET 74 MT7 HEICHIBRINET,
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=55

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
nTtwa,

FIR
A7 DRFREZRET DICIE. UTZ2ERITLET,

1. ClusterLogging CR % &% L T. retentionPolicy /X5 X —4% —%EIMT 5h. TELZET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &= RFT 2REAZEELF T, BEHS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALFET, Fz&AE 1H
DHFEIF1d ICARY £, maxAge &Y EHVWOJIEHEIBRINEF T, 774/ 8T, OF
&7 BEGRFEIN IS,

2. Elasticsearch 7 2% L)Y —2 (CR) CHRE.AMWIATXZT,
7= & Z1£. Red Hat OpenShift Logging Operator (&L F® Elasticsearch CR =& #7 L. 8B
BIEIWKAYISANSVFYy—AIDTIT4TRAVTY IR %20—)bF—/"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—D 7 BEICHIRIN 2B ELESTHRFRY
V—%EKRETDHELFT, OpenShift Container Platform (152 Z&ICF vy I L, 1 VT v
P2EOA—INA—N—F2RENHZHLEINEZHBILET,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
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rollover:

maxAge: 8h e
pollinterval: 15m

BFEOTY—RIIDWT, BERYS—F, 2OV —2007&8B/0—LF—~—F3
Y43V IERLET.

OpenShlft Container Platform A — LA —N—3 A VT v I R %8IRT %1568,
F%7E(E. ClusterLogging CR IZE&E 9 % maxAge IZ72Y) £,

ATy I R%&O—IF—N—F BFEICEET % OpenShift Container Platform D4 ~
T v 28R, ZD{ElX. ClusterLogging CR ICEXE T % maxAge ICEDWTREI N
9,

OpenShift Container Platform A VTFy I REOA—IVA—N—FZRELRHZNEIH
EFTvITBIGEE, CDREETI7IAHINNTHBH, BEETETEHA,

o @@G

pa )

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)O—IIWTZT
NTDZEHEIF ClusterLogging CR TT O MEMNH Y £,

OpenShift Elasticsearch Operator (& cron ¥ 3 7% 7 704 L. pollinterval Z{ER L TR Y
Ja1—IEINBERINLCR)O—2FALTEYYEY DA YTy I R%E0—)b A —/R—
LET,

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

10.44. O ARNTFDCPUBLIUXEY —ERDHZE

ZTNENOIAVR—R Y MEERIZ, CPUEXAEY) —BROBANDRABEZFHFT L X, OpenShift
Elasticsearch Operator [JIRIZICHE L/ EARET 572D, INOLDEEZFHTHRET Z2HEEHY X
A

R

KI5 XY —TlE. Elasticsearch 7OF Y —AVFF—DTF 74 ADXE) —
EIEATR T2 ELHY,. ThiCLY, 7OF>—aYFF—D O0M IZ & Bi8EIKR
7 (OOMKilled) EL 9, C@F‘:ﬁ%ﬁb‘%i L 73%&1&. Elasticsearch 7O F < — D X
T —EXRBLCHIRESIE LIFET,

# Elasticsearch / — RIFZNLVEWMED AT —RETEEEL T T, ChidEHRERETDT
TOA4 AV MIFHE ShTWwIEtA, ERERETERT 255, T7jwh®m@;U%m*
WMEZ R Pod ICE|YHETBRZEIFTEFHA, Pod TEICEY Y THEERRKAEILX 64Gi THY., ZTD
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HHEOPT, TEXDRIFEZLDAET)—%2E|YHTEHIEE=WMELET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) ZfR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: G
cpu:"1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. CNODEBEROFFILT B,
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELET, IhoDFT 7+ )L MEE
FBEAEDTTOAAY NTREERKHEATEZRTTY, 774 MEF. XEY—
EXRDIGFEIE16GI THY. CPUEKRDIFEIL1TY,

Pod MERHETE3) Y —RADRKE,

Pod DR7 Y 2 —VICHER/NNRD Y VY —2Z,

0000

WHE TS U T Elasticsearch 7AF Y —D CPUB LUV A EY —DHIRBE L VCEREFE L
¥, INODEAEZEDFFICT S &, OpenShift Elasticsearch Operator (&5 7 # )L ME&
HRELET, INoDT 74 MERIFEAEDTIOA4 XY MTIIBEAKERTE
9, 774 MEK, XA EY—ERDIFEIE 256Mi. CPU ERDIFEIE 100m TT,

Elasticsearch X E) —DE% AT D& XE, BXR & HIR OmAICACEAFATIHELNHY
-a—o

UFICHZRLET,
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resources:

limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

@ '/ roExs
©® ESIROE.

Kubernetes I—#&MIIC 1L/ — KRDEREICHEL., Elasticsearch WMEEINAGIREZFHET S Z & 55
LEFtHA. requests & limits ICRAILCEARET 5 Z &IC& Y. Elasticsearch AR ER X EY — %R
ICFEATEDEDICLEYT (FIRABERAEY —D/—RNIZHBZ EZFIHRELET),

1045. QA NT7DL T r—2avR) o—DRE

Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—49 /—RICL TV — KT 2 HEFEEHECTCEET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B HEH
HYFET,
Fa

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ
ﬂ Yy —RNRORRMERY S —%ZEELFT. ZEORFRICEENMEAINET,
® FullRedundancy:Elasticsearch i, &1 VT Y I RADTZA Y =+ —REFTART
DF—8/—RICRL2ILTYT—FLET, ChEEELNIVOREMZREL X
TN RREDT A RIDPYBBEERY, NT—IVRARFRELNILIZRY T,
® MultipleRedundancy:Elasticsearch &, &1 VT v I RADT 54X ) —Yv—R%

F—=8 )= ROERPICELICLTYr—MLFET, Thid, Z2BENRTr—T VR
BB ML — RA7ERHFLF T,
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® SingleRedundancy:Elasticsearch l&. &1 YT vV RADFZ4<YY—>+— KD
E—% 12K LET, 2DOULOT—4%/—KHAFEETBRY. OFIEEICFAR
BENDOEARETY, SULED/ —FZEFERT 515EIE. MultipleRedundancy & VW %
NI7F—=IVANRLARYZET, TDRY >—IE, B— Elasticsearch / — KD F 70O
A XY MIFBERATEZE A,

® ZeroRedundancy:Elasticsearch l&. 754 <Y —Yv—ROOAE—%/FRLEHA,
J—RKMMELEFLEFER LGSR, OJEFBRTE LS. Ko aaEEsH

VEYS, ZERIYENT -V REZERTZHEP. BEDT 1 XY /PVC /Y
DTy T/BTANSTY—%RELTWREHEEIF. COE—REFEATEET,

paot-1s)
_ AVFYIRTYTL—MNDTSA4<) —> v — ROHEIL Elasticsearch T—% / — KD
A MrELRY T
10.4.6. Elasticsearch Pod D X — )L & 5 >

9 5 A4 —ND Elasticsearch Pod 8% # 59 &. T —4 8K Elasticsearch /X7 # —< ¥ AWK T
THAEELIHY FT,

RT—=IWI IV BGEIE. —EILIDDPodBRT—II IV L, VFRI—DBIr—RELVLT
JADVNZ YV RERTTELELDICTIMENHY £, Elasticsearch DNV R R T —4 A green
IKCRINKEIC, BIDPod TRT—ILI I VTEZET,
pa 3]
Elasticsearch 7 5 2 4 —#* ZeroRedundancy ICE8E X 1535513, Elasticsearch Pod
HRT—=IVEF IV LIRWTLRIW,
10.47. O X M7 DXKIFEA b L —T DERTE

Elasticsearch ICIZXKBEA ML —IUDMETT, A MNL—IUDEREIC/A D &, Elasticsearch M/N T # —
IUAEERICKRY ET,

DI

H
[=]

NFSRML—U%RY a—LFdkERY) 2 —L%&FERH (71 Gluster RED

NAS %9 %) T & & Elasticsearch A AL =Y TlEHR—MIhEHA,
Lucene (ENFSHHEELBWT 7 ALY AT LDEMEICKET 27D TY, 7—%
DB S LV ZDOMDEBEIFEE T ZAIEMELHY £T,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,
Fa
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1. ClusterLogging CRA2#R&E LTI T RY—DET—% / — K kEHRY 2 —LEBKIT/NNA VR
INBEIICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZDHEITIE, VS RY—DET—4H /— KB, "200G" D AWS General Purpose SSD (gp2) A L —
EERTZAGERY 2 —LERICNAVRINBEIICEELET,
pa
KFEA ML —2ICO0—AINRY) 12— L%ZFERT 33551E. LocalVolume #7247 h®D
volumeMode: block TiEEii I raw 7O Y VR Y 2 —L%ZFHALAWVWTLLEI W,
Elasticsearch ldraw 7Av 7R 2 —LAZFRATETEH A,
10.4.8. emptyDir A ML —YDOT A N T DERE
OJ X N7 TemptyDir 2 FHTEEY, Chid, Pod DTF—F TRTCHBREFICKDODNE—BKT Y
A4 XY M2 ERRLET,
Pz
emptyDir #3254k, OV A NTHBRETZ2H. BT 704 INBHEICT—
IRERODNET,
AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B HEH
HyxEd,
¥
1. ClusterLogging CR %z #E& L T emptyDir 23 E L X7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

10.4.9. Elasticsearch 7 S 2% —mO—) v JBEEDEIT
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elasticsearch config map 7z |4 elasticsearch-* 7 704 X ¥ MREDWT A EZEE T HBICO—
v BEBEERITLET,

IsIcAa—Y) v JBiEEIE. Elasticsearch Pod "E1TIN %/ — R THEEHNVELGAICHEINE
£

[} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y A h—JLEINT W B HEA
HYFET,
FIE

PS29—0O—) Vv ITBEHEETTHICE. UTZERITLET,
1. openshift-logging 7O 7 MIYYEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,

I $ oc get pods -I component=elasticsearch

3. ALY —Pod BERAT—ILY >V LT, Elasticsearch AOFLWOJTDEEEEILELFT,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. OpenShift Container Platform es_util 'V —I)LZFRA LT v — RKORBA 7S v > 2 523ETL

T vy NI D VDRNIT A AVANDEZAA5FHEL TVWBREBPDEENZVNELEDICL
F9,

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. OpenShift Container Platform es_util 'V —J)LZ AL T, /— KZ2ERKMICIELT ZED
Sy —RDONSUY VT EBEET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLET,
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$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ANV RPETLES, ESVTRI—DENTNOTTOA XY MIDWT, UTFEETLE
3—0

a. 7 7 #JL T, OpenShift Container Platform Elasticsearch ¥ 5 24 —i&/— KO- 7
DOV LET, UTOAT Y REFERLTO—ILT Y ML, Pod " EE%
NETESLDICLET,

I $ oc rollout resume deployment/<deployment-name>
UFICHZERLET,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 resumed

M Pod T 7OA4 I NFT, Pod ICEMREDI VT F—DHBHEEE. ROTTOA
AV NMIECIEDNTEIXT,

I $ oc get pods -I component=elasticsearch-

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-5ceex6ts-1-dcd6cdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. 77AAAYMIET LD, B—IL 7O RNEHFALAWVWEIICPodEY Y FLET,
I $ oc rollout pause deployment/<deployment-name>
UFICHZERLES,
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
acpaltl

I deployment.extensions/elasticsearch-cdm-0-1 paused

c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AFEEEL £ 9,
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$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

R

BERIOIY Y RTEA L Elasticsearch Pod TA—JILT7 D M AaZET L5
B, Pod EEELARLLA>TWB LD, I THHR Pod BNBREICAY £
£

UFIChZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

Q RICEDRIIC, TDINSA—4—h green £7zlF yellow THB Z & %=MALF T,

7. Elasticsearch configmap ZZ & L/2i5& &, TN END Elasticsearch Pod IZR LTI 5D
FIEZ#EYRLEXT,

8. VSR —DITRTDTTAA AV MAAO—=ILTIMNINES, D¥y—RONSVYYVTER
EAEMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

X

H A B
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{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"

9. FTLWO U Elasticsearch ICEEINZLDIC, ALYV Y —PodZRT—ILT v TLET,
I $ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":

{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

10.410. AT AN T7H—EXDIL— b & L TDOREH
TI7AINNTIE, OF VI TTTOAMINAOQTRANTIROF VT ISR —DABISLT IV ZRATE
FHA, T—YIKTIERTZY—ILIIDWTIE, OTFARNTADHERT V2 ADHIT re-
encryption termination TIL— N EBMICTEE T,
re-encrypt JbL— b, OpenShift Container Platform h—2 VB LA VA =)L I N/OJ X N7 CA
AEAEAER LT, O R MNTICHAEBIS T IV ERTEZIENTEET, RIC. UTFEED cURL EXK
TOJANFPH—ERZRANTSZ/—RIZFIVEALET,

e Authorization: Bearer ${token}

® Elasticsearch reencrypt JL— b & & U Elasticsearch API 23k

REISIE, OFARNTISZAY—IPAFERALTCO AN —ERICT7IVERATEZXYT, Zhid.
LTFoavy RowdFnhraFRALTERETEFT,

I $ oc get service elasticsearch -0 jsonpath={.spec.clusterlP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&5>%2a% Y R2FERALT. 752RA9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"
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H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i--:-- 108

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X h—JLINTWBHEN
HyFEY,

o OJIKF7IEATESDLDICKRZICIE. 7OV LI MADT I EADNBETT,

FIE
OJZ2 hTEANEBICART 2101, UTFERTLET,

1. openshift-logging 7O0>Y 7 MIPYEBEZET,

I $ oc project openshift-logging

2. OJZAN7H 6 CAEERRE##HHH L. admin-ca 7 71 IVICEZAHFE T,

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

H B
I admin-ca

3 AJANT7H—ERDI—bEYAML 774 E LTHERLET,
a. LTFTDOLIICYAML 7 7ML AERRLE T,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt

destinationCACertificate: | ﬂ

ROFIETOT R N7 CARIRAEZENT 2N, ATV REFEALET, —BBD re-
encrypt JbL— h TWAE & I % spec.tls.key. spec.tls.certificate. & & U
spec.tls.caCertificate /X\Z X —4% —%{RET IHEEFHY T A,
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b. LTFOAT Y REEITLT, BIORATY TTEKRLAIL—bM YAML ICAY X ~ 7 CAEEBB
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml

c. W—bEFERLET,

I $ oc create -f <file-name>.yaml

H A B

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRRNEAINTWB & &R LE T,
a. BXRICEAINZZOY—ERT7HAODRNDODN—=0VERBLET,

I $ token=%(oc whoami -t)

b. e L 7= elasticsearch JL— M ZIRIEEHE LTERELE T,

I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. W= MHDEBICERINTWE I EAMERT ZITIE. REINEIL—MEERT
Elasticsearch IC7 7 2R T BLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
UTFDLSBRHEAVRTIINET,
B

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

10.41. 7 7 # )L b D Elasticsearch O A N7 A FRHLAWGADOXREROD IV R—X
v N DHIR

310



goEOJTAML—Y

EEEN AT Y —RKNR—=F 1 —DAJTRANTPIZEZEL, T 7 4L MO Elasticsearch A A N7 % (&
FLAWESIE. OFX VIS5 29—D50WL DADKREHDIAVR—RY NEYIRTXET,

DFY. T7#I)V D Elasticsearch AY 2 k7 & #A L7aW5E&EIL, AEB Elasticsearch logStore,
Kibana visualization O > 7R— % > k% ClusterLogging 1 X% L') YV —X (CR) " HHIBRTE X9, &
NSO VR—RY MOHIRIEA T2 a v TEA ThITLY )Y —REHHNTEET,

AR

o OJ7#7—4—H"0OJT—4%%7T7#)L bDREL Elasticsearch 7 5 A9 —ITEFE LAV &
ZREZELET, OVEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL
9, NI default #35E % outputRefs EFHA AW & 2R L F T, UTICHZET
L/ i-a_o

outputRefs:
- default

Digk

==
[=]

ClusterLogForwarder CR »'0 7/ 57— 4% % N EB Elasticsearch ¥ 5 X 4 —l#ni%

L. ClusterLogging CR » 5 logStore AV R—% > M &BIRkTZELET, 2D
%a. WEB Elasticsearch 7 S R9 —30 V7 — 9 2 RET D LHDICKRRIINEE
ho INDBWVWE, T—IDKRONZAEMELHY T,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

2. TNLAEET %55, logStore, visualization X 4 > #'% ClusterLogging CR & Bk
LE9.

3. ClusterLogging CR @ collection 29 V H#%Z{RF L X T, HERIFLLTOHDEL D ICRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"”
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4, ALY —Pod BT TOMINEIE2HALET.

I $ oc get pods -I component=collector -n openshift-logging
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Tasd =t RY Y —
ENEOXVI75—h

N1L.>72x4)bbhoax>o75—K

0¥ > 75— blE. RedHat OpenShift Logging Operator 1 Y 2 h—JLO—ER&ELTA VA M—JLX
nNEY, 77— M, OTPRESLVTCOTRAML—IYNY VTV RIZE>TIVRR—FbINFARNY
PJRMEKELET, INHDA MY 2 ZIE, Red Hat OpenShift Logging Operator @4 >~ & b — LB
IC. Enable operator recommended cluster monitoring on this namespace# 7> 3 > % &#IR L =15
BICEMIIRY ET, OF > T Operator D1 A b—)LDFFEMIL. Web IV Y —)LZFERALZOF Y
TDA VA=V #2BRLTILEIW,

O—AJLD Alertmanager 1 Y 248 YV R &BEHICLTOWARWRY, F74)bhoOFxX>J75—b
I&. openshift-monitoring namespace M OpenShift Container Platform €E=4 ) VX% v &
Alertmanager ICEEINE T,

11.1.1. Administrator & & U Developer /X—XRIV 7 4 TTODT7S—MUINDT IR

72— bk Ull&. OpenShift Container Platform Web 1>V —JL M Administrator & & U' Developer
IR=ARG T4 THOLTIEATEET,

e Administrator /X\— XY 5 4 7T, Observe - Alerting ICBEILET, TD/NN—ZARI T«
TDT7Z—MNUICIREBRBRR=IUN3D2HY., Th Alerts *—, Silences X—
Y. Alertingrules R—J TY,

e Developer /X—2~R % 7 14 7T, Observe - <project_name>- Alerts ICLEEILET, <D
IN=2ARG T4 TDTZ5—KrTlE, YA LVRABLUVTZ—MIL—ILIETART Alerts R—U T
BEINET, Alerts R—JICRTFINZBERIE, EBRINAZTOP I MCEBEDEDT
ER

pa

Developer /X—2Z Y 7 1 7 Tl&, 37 OpenShift Container Platform &. Project:
<project_name> ) R NAD 7V LR AgERI—HY—FEH OV I MO OBIRTEZE
¥, 727 L. cluster-admin #ER A4 W\ 5E, OpenShift Container Platform @37 7’0
Dz MIBETBZTSI—bM YALVR BLUT7IT—HMIL—ILERRINFHA,

n2.0xX>saL99—075— b

Logging 5.8 LABEMD /X —< 3 » Tld. Red Hat OpenShift Logging Operator IC& > TRD 7 5 — A4
BKINET, INS5DT Z— M OpenShift Container Platform Web A Y — )L TRRTE XY,

CollectorNodeDown Prometheus could not ALY —ERU2LA4E  Critical
scrape VITEE A,
namespace/pod

collector component for
more than 10m.
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CollectorHighErrorRate

CollectorVeryHighError
Rate

value% of records have
resulted in an error by
namespace/pod
collector component.

value% of records have
resulted in an error by
namespace/pod
collector component.

M13.Vector AL V2% —DT7Z— b

namespace/pod 1L Critical
P9 —AVIR—RVMD
IZ—BNPKREL LT

WZd,

namespace/pod 1L Critical

PH—AVR—XV D
IS5—HAIEBICKEL
BoTWET,

Logging 5.7 LAfED/N—2 3 > TlE, Vector ALV H—ICL>TROT7Z— MR ERINET, Ihbd
DT Z— b E OpenShift Container PlatformWeb IV Y — )L CRRTZE Y,

FN1Vector ALYV I—DF7Z— b

CollectorHighErrorRate

CollectorNodeDown

CollectorVeryHighError
Rate

FluentdQueuelLengthinc
reasing

N14.Fluentd L 2 %

<value> of records have
resulted in an error by
vector <instance>.

Prometheus could not
scrape vector
<instance> for more
than 10m.

<value> of records have
resulted in an error by
vector <instances.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than 1.
Current value is
<values.

—DT7Z—hk

NP —HAT S —DE
&, &7 #J)L NTIHRERID
BoOBTIONEBAEY,

Warning

Vector I&. Prometheus H'4F
ED Vector 1 YV RY VR %
A9LAEYTTERN
FERELTVWET,

Critical

Vector AVR—FR YV MI
S—DIFFEEICZL, T
7 4V N TIBE S 2EIC
B HhEBATVWET,

Critical

Fluentd (& 2 —H 1 XH'1E
MLTWBZEERELT
Wwxd,

Warning

RDTZ—ME, XD Fluentd AT AL VI —ICEL>TERINET, INHDT7F— M
OpenShift Container PlatformWeb 3> Y — )L TRRTEE Y,

EKN2Fluentd AL Y25 —DF7>— b
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FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR
ate

<value> of records have
resulted in an error by
fluentd <instances>.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than 1.
Current value is
<values.

<value> of records have
resulted in an error by
fluentd <instances.

1.1.5. Elasticsearch 7 5 — M JL—JL

FluentD H O TS —D#I,
FI7AINNTIIEND 159
BTI0OD%EHBAZEY,

Fluentd I& Prometheus H'4F
ED Fluentd 1 Y R4V A%
INETERN 2T EER
HLET,

Fluentd |& ¥ 12 —H 4 XHE
MLTWBZEERELT
WEY,

FluentD H O TS5 —DHEUZIE
BB RYEY, 774
JUKNTIE, ERID 15 2ET
25 %5BAEY,

Warning

Critical

Warning

Critical

INBDTZ— bL—)liE, OpenShift Container PlatformWeb I~ Y — )V TRRTCE XY,

N3 F7ZF—bMIL—I

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh
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YEF, V7RI —IF3EZIRAAEZTANT, Pv—RKHRED
MOIRWATREEDLH DD, YRI—/ — RPN FLBRINhTW
Tt A

PSR —DANIVART—H AUFH 7L< EE 20m DR
YELLOW ICARY F 3, —EOY+v—RL 7Y AREYLHTSHh
Ft A,

PS5 RH—TIE, RD6EFBEURICT 1 AVBENMTET S
EDFRINET,

PSR =TI, RO TEBURICT 7 IILVEERFARET S
EDFREINET,

EEINAE/—RTOIVME—TDFEAERAECA>TVE
ER

Critical

Warnin
g

Critical

Warnin
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ElasticsearchNodeDiskW BEINKL/—RIE. TARIDEERFENVRWAEDICEER Info
atermarkReached HEEIGELTWEY, YYy—REZD/—RICEYHTBZE

BTXECA, /— RICF 1 ROEHEBMT 52 & £RET
BULBABDYET.

ElasticsearchNodeDiskW BEINKE/—RIE, TARIVDEIRZENDPLRVOHILEE Warnin

atermarkReached HEEIELTWVWEYT, DY v — NIEABERIBEICHD / — g
NICBEZIYE TSNS HREEIHYEY, /—RIZT1 R
MEEABIMINDD, D/ —RICEYLBTORBEHWNA Y
FywIREROYFLET,

ElasticsearchNodeDiskW BEINKE/—RIE, TARIVDEIRZENDP LRV EOHICEE Critical
atermarkReached HEEICELTWET, O/ —RICYvy—RApEIYHTOHND
TRTDAVTY I RE. JHmAMUVERTOY ZICRY T,
AVFwIRTAYIIE. T4 RAVOFERRAI’SELEEET
B2 ICFETHRRINZIBENHY T,

ElasticsearchdVMHeapUs {§&XNh7ic/— KD VM eE—TOFEARISTTEET,
eHigh

- N
N[
[

ElasticsearchWriteReque  Elasticsearch Tld, #EEIN/c/ — NTEZAAIETHEML Warnin
stsRejectiondJumps TWET, ZO/—RR@EAVTY I ZADOREITEBWNMIWT LA g
WHBEMED H Y £,

AggregatedLoggingSyste #EEINEL/—RDIATFALATHERAINSG CPURSTEET, 7o—
mCPUHigh N
ElasticsearchProcessCPU & XN/ / — KT Elasticsearch ICE > THEEIN S CPUDE 75—
High TEET, N

1.1.6. EAEIEHR

o A7 TSy NIA—LDT7S—KMNIL—ILDERE

315


https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/monitoring/#modifying-core-platform-alerting-rules_managing-alerts

OpenShift Container Platform 4.12 Logging
BRENTA—TVAELEEEDOF1—=V T

121. 70—FEA H=X A

OJDEMBRENINETEEZ2RELY EREWVGE., HAIKEEINZO7DEDFRIPHIEAEEHIC A
2D HYET, HAOWKEEINZOVDEAFRAFAIERIETEAVWE, ONEKbN 5 A[EEMED
HYUET, PVRATLDEIENFREL, 21— —0DFIEAZLICAITNNY J7—HIEBEINS &, EHEIE
LTINS EXIIOERBEEBEN RS AR EEHY T,

EEEE, OJ070-HEANZXLZRESSHIET, ATDREZFHIRTEEY,

1211 70—HIEA D =X LDF =
e OJMDIARMEEELYEMICERTATEET,

o JAZXDZEWNAVTFHF—HIEFRICENRTZAT NS T4 v 0Il&Y, bV F+H—00O7
NIBENDZEARLCFYET,

o MENEVNAVAERTZIET, OXVIIVISAMNSIFv—DAHAEBRINET,
e L—N4IRABIXFIFRZET. BOSVWASE2EOEVNOST LY EBLETZIENTEE
-a—o
121.2. L— MHIRDERE

L—MEIRRIZFOAL V2 —TEICEZEINFT, 2FY, AOVNEDFERL—MNITILIY—AVRIY Y
ADICL—MEIRZEIFZEDICRY T,

AJR3E/ —RDI77ANYRTLADNLREIND D, &EIVFRSY—/—RiIZAL I 57704
INFET, &AW, 3/—KIFRY—TIE, ALV —HYDRRKL— MNIRBRNM1#HEY 10 L
JI—RDBE. BTREDRARL—MIT#HLY 30 LI—RIZRYFT,

HAOREZSAZFNZ L I—ROE#EGRNS MA X, B, TV2—T14 T DEVN, TOMDER
WKL > TRBDARMDLH D7D, L— MIBRIFNA MITIEREAKLI— FETREINZET,

ClusterLogForwarder 1 2% ')V —RZ (CR) TL— MHIRZERET B ICIE. RD2DODDAENHY X
-a—o

Hh L — MREIBR

HADRY hT—IRZA MLV BFEREICGOLET, BRLABNDANDEEOTOREZHIR L
FY, HAL—MHRTIE. HATEDENL—hZHEL T,

AZAL— MEIBR
BRLADYFFHF—0avFF—con7R&EL—MEHIRLE T,
1213.07 77— —0DWHEAL — MIRDEE
ClusterLogForwarder X% L)Y —RX (CR) Z&ET S I & T, EEATDL— M ZiBEDHAICH
[RCTEXT,
AR

® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,
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o THEEWERND S,

FIR

1. HFEDHH D ClusterLogForwarder CR (Z maxRecordsPerSecond FIfRE%EML £ 9.
RDFIE. kafka-example &\ D ZHID Katka 7O—A—HAODAL /4 —T&DHAL— b
FIRZHRET 5 HEETRLTVWET,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example 0
type: kafka g
limit:
maxRecordsPerSecond: 1000000 €)

#...

HA%E,
HADY A T,

09

AJDHEAL— MR, CDEIX. 1#H7YICKatka 7A—H—ICEETI 207D &
AKEHZRELET, COEEFTIAIVINTREEBEEINRTWEEA, T7 2 NOEMEIIAR
ARNIT7A—FTHY, O T+ T7—F—DNEBIABVOHNAWVGE, LIO— KHEIRS
nNEd, ZOEN0DIGFE. OJIFEGEEINEIHA,
2. ClusterLogForwarder CR Z @R L £ 9,

a<v > Kopl

I $ oc apply -f <filename>.yaml

B EE R
o ONJHAIDYAT

121.4. 007 47— —DAAL— MNIRDEERE

ClusterLogForwarder X% ')V —RX (CR) ZBET S & T, NWEINZZEOTDEREZFIRT
XFEY, AvFF—T& F/ld namespace TEICANFIREZRETEE T,

[} =355
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,

o THEEWERND S,
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FIR

1. BE
I F

D AAD ClusterLogForwarder CR I maxRecordsPerSecond FIfR{E%EM L F F,
IFERBRYTVATAAL— MHBREZRET 2 HEEZUTICHRLET,

REDFNNVERFIDAVFTF—ICNLTAY T T - L OHREHRET %
ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1

Ki

nd: ClusterLogForwarder

metadata:
#...

spec:
#...

®9

©

R
O3]

nputs:
- name: <input_name> ﬂ
application:
selector:
matchLabels: { example: label } 9
containerLimit:
maxRecordsPerSecond: 0 6

INILDY R, TNHEDFTNILD Pod ICHAINTWSEINILE—HT %15
AN

& . maxRecordsPerSecond 7 1 —/L NICIEELAOA VT F—CEDFIRAENSD O
yi_j-_‘:ﬁﬁﬁ-snij—o

L — MNEIBRAE%E L £9 . maxRecordsPerSecond 7 « —JL R%& Q0 ICERET D&, TV

FFr—TOJ P REINFEHE A, maxRecordsPerSecond 7 1 —JL RAMMDEICERET
&, AVFTFHF—TIWHLZYDOEREDOL I—RKPMIEINFET,

L 7= namespace HD AV FF— T & ICHIBRZFZE T % ClusterLogForwarder CR

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

inputs:

318

- name: <input_name> ﬂ
application:
namespaces: [ example-ns-1, example-ns-2 | 9
containerLimit:
maxRecordsPerSecond: 10 6
- name: <input_name>
application:
namespaces: [ test |
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containerLimit:
maxRecordsPerSecond: 1000

namespace M ') 2 b, maxRecordsPerSecond 7 1 —JL RTEELALIVYFTF—T&D
HIRRA, Y R M L7z namespace HDTARTDAVFF—ILERAINET,

®9

L — MNEIBRAE%E L £9 . maxRecordsPerSecond 7 1 —J/L K& 10 ICRET D&, U R
b L7z namespace RDZE IV T F—TIWHILYKERKIO L I—RPMREINZET,

2. ClusterLogForwarder CR Z @R L £ 9,
av Y Kofl

I $ oc apply -f <filename>.yaml
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BB3ERTVa-YVITYY—2

1B1L/—RELI5—%FRLALOFXF T Y —ADFE]

J—KRELI2—1E. /—ROHARILIRILEPod THREINDEL VY —%FHLTERINS
F—/EDODRTOYY THEBELZET,

Pod #'/ — R TCERITTI2EHABLTICIE, PodIIE/ —RDIRILERBULF—/IEDRT HRITHIL
BYFHA.

1B11L /—RKREL 75 —ICDOVWT

Pod T/ —RKtEL V4 —%FEAL. /—RFTINIVEFERALT, Pod B'RA 7Y 2 —IL I N 250 %
TEEY, /—REL V=&Y, OpenShift Container Platform Id—H 3 2 SRILAEFN D / —
KEICPod&2Z27Ya—I)LLET,

J—RELIVY—AFALTEED Pod AFED/ — RICEEEBL, 75RA4—X2—7TD/—KEL
99 —%BERALTEE/ —ROFEPod 5V SRAY—AODEEDGMAICEEEL., 7OV M/ —K
HHERALTCHERPodAEEE/ — ROV MIBBBETEXT,

EZE, VSR —BEBEIL, FRTEIRTDPodIC/—RKELZY—%EMLT, 7Y —
Y a VHERENHMEBENICREAEWERICH D/ — RIZDHPod 27 7O TEBAVTSANSY
Fr—5FRTEET, TOHITIE. V5R9—E200DY =V avIlpBTE5007—9t04—
THERINE T, KETIK. /— KIZ us-east. us-central. F7-|& us-west DSNILE[FIFTET, 7
T RIEF)—2ar (APAC) Tld., / — KiC apac-east % 7zI& apac-west DS NIV AFITE T, F
EEIE, PodHINED/—RIZRTTV2—IbINDEIIC, FRT B PodIil/ —REL VY —%E
mcExd,

PodZ 7Y 1I MI/—RELII—DEEINBZHETH., —BIBINLERHD/— RPRVWEA,
Pod IZFRAT Y a—ILIhFEHA,

B

BL PodZRET/ —RKELIVY—E/—RDT774=FT4—%FHLTWBEEIE. U
TDI—ILHPod D/ —RADEREBEEHIELFT,

e nodeSelector & nodeAffinity DI % E T 5155, Pod BME#/ — KRTRY
Ta1—ILINBILIREELDRGLHE L TVWBIRENHY FT,

e nodeAffinity ¥ 1 ZICEEET 1T 578D nodeSelectorTerms %#18E 9 535
A. nodeSelectorTerms ODWIFNMAHLINTWBIFEICPod &2/ — KICR
TI1—=ITBHIENTEET,

e nodeSelectorTerms |CEHEST 1T 5 718 %D matchExpressions % 3i5E 3 %15
A. T RXTD matchExpressions M'E7/z- SN TWBIFEICDH Pod & / — RIC
ATTa—I)VTBIENTEET,

WEDPod LT/ —FKD/—FELI5—

J—=RELII5—BLVINNZEZFERALT, FEDPod MR TPV a1—)ILEND/—RZHETEX
-a—o

J—=RELII—BLUINIEFERT I, FT/— NNV Z[MIFTPod BRI Y 21—
BRRINBVWEDICLTHD, /J—REL I8 —% PodIZEEMLET,

320



BRERFIa2—-YVITY)Y—-2R

: s 0]

J—RELIVI—B5BEORTI1—ILINTWS Pod ICEEENT R EIETE
Fth, TTOAMAYNERERED Pod 2HIHT 24TV MISRNILEITS
WEIHY ET,

& Z1E. BLFD Node & 72 = 7 MIZIE region: east S RILAH Y 7,

SRIVEEL NodeA Tz hDY VT

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
failure-domain.beta.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
failure-domain.beta.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
beta.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
beta.kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

Q Pod /—REL I —II—HT BN,

Pod ICI4 type: user-node,region: east / — Ktz L 79 —HHY 7,

J—KREL U9 —DBEFNhBPodATI DYV T

apiVersion: vi
kind: Pod
metadata:
name: s
#..
spec:
nodeSelector: ﬂ
region: east
type: user-node
#..

Q J—RESRIVI—BT B/ —RELIVY—, /—RIZlE. &/ —RELIVY—DSRILD
ETY,
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Y% )L Pod E#k%FEA L T Pod 2EX T %356, CHiEY YT/ —RTREYV1—-)LTEFE
_a—o

PSRRI —RA—TDTF 7AWV N/ —KELIH—

322

TIAINDYISRI—RA—TD/—RELIY—%FEAT2HE. V7R —TPod ZERT
% &, OpenShift Container Platform &7 7 2L kD / — R L 24 —% Pod IZBIIL. —H9 %
IRNIVDHB/)—RKRTPodERTTa—ILLET,

fe& z2I1E. LUTROD Scheduler 7 72 =2 MIIETF 74 MDY 5249 —X 31— D region=east &
& U type=zuser-node / — REL 785 —2HY FET,

A4 1 —5— Operator h A9 L) Y —ZADH

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

75 A8 —HN®D / — RIZIE type=user-node,region=east Z NJ)LAH Y £7,

Node A7 x4 hDfI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

J—REL VY —%5FDPodA TV DO

apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

YT SAY—TH YT Pod T4 % FEH L T Pod #EK T 23548, Pod iy S A¥—X—
TD/)—KREL I —THERIh, SRNILBPHFITFSN/ —RICRATY2—-ILInhET,

RIDBFTFSNT=Z/)—KLED Pod #5858 Pod ) X DB

=z
I NAME READY STATUS RESTARTS AGE IP NODE



BRERFIa2—-YVITY)Y—-2R

NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

pa 3

Pod ZERd 270V M7 Yz b/ —RELIY—DH D56, TOtL
D=0 Z2A9—20—TDEL VS —LYERBEINET, PodilTOP T b
J—=RELIH=DRWGEE, Pod BEEREINIY, R7Ya—)bEhicY LEE
A’O

oz b/ —KELIY—

TaYzI N/ —RELIVY—%FERTZHE. COFOY Y MNTPod ZEKT % &,
OpenShift Container Platform (& / — R L 7 4 —% Pod ICIEBIIL. Pod Z—X¥ 55NV ZHD
J—=RTRT7Va—)WLET, VZRI—RI—=TDTI7xI N/ —RELIY—DRWVEE. T
Az N/ —RELIY—DEBEINZET,

fEzE, WTFo7FOY =y Mlld region=east / — KL 79 —HHYZET,

Namespace - 7 = ¥ b DHl

apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LR D 7 — RIZI& type=user-node,region=east Z NJL2H Y £7,

NodeZ 7 x4 b DI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

Pod#Z DY FrOY Y hTHY FIL Pod kA FERAL TEKXRT 254, Podixd7Ov s
N/ —RELIZH—TEHRIN, IRIDMFITENIZ/ —KRICRATY2—I)LENET,

PodA 7> x4 Dl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
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spec:
nodeSelector:
region: east
type: user-node
#...

SRV LN/ —FKLE®D Pod 25 Pod Y X DI

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

Pod (L& /—RFEL IS —DEFNZHE. 7OV MO Pod BIERFLIFRT Y 21—
nNERA, LEZE UTFDOPodZH YA N7TOV Y MIT7O4 T 2BE. CHIFERINZE
TA,

BB ) — KLY —%FDPodA Ty MDOHI

apiVersion: vi
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

13.1.2. Loki Pod D&

Pod O toleration £7/zl&/ — KL 2% —%{FMRAL T, LokiPod ’E179 %/ —KA&HIEL, fhd7—
J70—RBZENSD/ —REFBRALAVWELSICTEET,

LokiStack 2% &s') Y — R (CR) =M L T toleration #O Y A b 7 Pod IC@EA L. / — NEik%E(FE
FALTtaint2/ —RICEATEET, /— RO taint i, taint TR LAVWTARTOD Pod 2EET 2
&5/ —NRIZIERT % key:value X7 T, D Pod ICIZAWFED key:value R7 %= FHET % &,
OAJARN7Pod DHAMNZED /) —RKRTEITTEDLIICRYVET,

J—KtL Y45 —%{EHAT 5 LokiStack DHl

324

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:

compactor: ﬂ
nodeSelector:

node-role.kubernetes.io/infra: "" @)
distributor:
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nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ""
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

Q J—RELVHY—ICERINZAVE—FXY MNPod ¥4 THIEELET,

g EEINLESNILIAESENE ) — RICBETZ Pod 2i5ELE T,

AR DEEEFITIE. T RTD Loki Pod #* node-role.kubernetes.io/infra: ™ SRV E ST/ — RICFEE)
IhZxEd,

J—KtL 94 —¢& toleration Z{#fd % LokiStack CR Ol

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: "™
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
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node-role.kubernetes.io/infra: ™"

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

#...

LokiStack (CR) M nodeSelector 7 1 —JL K & tolerations 7 1+ —JL RZ5&E T % 1CI&. oc explain O

XY REFEALT. FEDY Y —RDEHBAET 4 —ILRERRLET,

I $ oc explain lokistack.spec.template

H A B

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

AHMBEHRAIC. RED7 1 —ILRZEBEMTEXT,

I $ oc explain lokistack.spec.template.compactor

H A B

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.
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1313. YUY —2ADBEFEEOFXFV VAL IY—DRT Y 21— )LEEE

BEEIL, HR— KINTL3 ClusterLogForwarder CR & [& U namespace RIC, & U&RID
ClusterLogging 1 X% LYYV —XR (CR) Z{EKXT 22 & T, ALYVH—D)Y—RFLIEFRTL 21—
HEETEEY,

T7OM XY NTEEOOT 747 —49—%ERAY %%BAIC ClusterLogging CR ICERATE 2R %9 v
#1d. managementState & collection T4, DR Y VHFIEITRTEKEINZET,

[} =355
o TIREMRNH S,
® Red Hat OpenShift Logging Operator /8X\—2 3 > 58 LIEA A Y A M—JL I N TW 3,

e ClusterLogForwarder CR "MER I N TW 35,

FIR

1. BE%F D ClusterLogForwarder CR % % R— k9 % ClusterLogging CR = {ER L £,

ClusterLogging CR YAML D

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>0
namespace: <namespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

Q Z D%HIE. ClusterLogForwarder CR &[El LZRITHEIBENHY T,

9 namespace (&, ClusterLogForwarder CR & [& U namespace THZ2MELNHY 7,

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml
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13.14.0FX > 949 —Pod DERE=
OFXYFaL 29 —Pod&. ThOAEFINTLWEIEBT S/ — RERRTEET,

FIR
e JOYIVRNTROATY REERFTLT, OF Y JAL I ¥ —Pod &EZTDFMERRILET,

I $ oc get pods --selector component=collector -o wide -n <project_name>

H A5
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.1.5. BEEE R

e /—RELIIY—DERICLBZIFE/ — RAD Pod DEZE

13.2. TAINT & TOLERATION %A L7=0OF > - POD DL & il fH

taint 8& U toleration ICL Y. /—RIE/—RETRTV 21—V T 2BREDH D (FLERATTa1—Ib
FTARETARVW)Pod 2HIHTEXY,

13.2.1. taint & & U toleration ICDWT

taintic& Y. /— Rid Pod IC—2d % toleration B’ WEEICPod DAT Y a—ILAEERT DI &
NTEET,

taint & Node {14k (NodeSpec) T/ — R IZEM I 1. toleration (& Pod f1#k (PodSpec) T Pod I5E
FAXINhZ%zd, taint2/ — NITERAT %SG, AT Y 1—F—I& Pod M taint /B LAWR Y. Pod
HZED/—RICERBT DI ENTEEEA,

J — REED taint OHI

apiVersion: vi
kind: Node
metadata:

name: my-node
#...
spec:

taints:
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- effect: NoExecute
key: key1
value: value1
#..

Pod ¥ C D toleration M Hl

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"
tolerationSeconds: 3600

#..

taint 3 & U toleration &, key. value, & & U effect THERINZE T,

F13.1taint & T toleration AV KR—FK ¥ b

NIA—5— B

key key (CIE. 253 XFEF TCOXNFNAFEATEEYT, F—EXFELIEHFTH
BT BZRERHY., XF. HFE. N TV, Ry hBLB TV —RO7%5
HBENTEET,

value value ICId, 63 XFETOXFIAFEHRATETEY, BIIXFFHIIHFTH
BT BZRENHY., XF. HFE. N TV, Ry BLVBT7V¥—RO7%5
HBENTEET,
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NRIA—5— B
effect effect ILLTFOWIThNICT B ENTEET,
NoSchedule 1

o taint IC—HLABWHFIE Pod iz /— K
ICRTTa—)ILINnFEA,

o /—RDEEFEPodiEZDFEFICRHRY
i?o

PreferNoSchedule o taint IK—B LBV Pod 15/ — K

ICRAT 12—l ENDEAEEIHY F
ITH, RFV1—-5—EFERT5Ja—-)
LWk SICLEY,

o /—RDEEFEPodEZDFEFICAHRY

g?o
NoExecute o taint E—H LAV Pod i/ — K
ICRT P a—)ITEEEA,
o —H T % toleration =iV — R
DBEF Pod IFHIRI N E T,
operator
P Equal key/value/effect /X5 X —4 —3—BT 2
ENrHYET, INDTITHILRNTT,
Exists key/effect X5 XA —9 —lz—HT 2 HEHNH

YEST, WTFhnIc—ET % value /X5 x —
H—EBDFFICTIHENHY FT,

1. NoSchedule taint#2 > hO—JIL T L —> /) —RIZEMNTDE. /—RIiZlik,. 74 MTEB
1S 11 % node-role.kubernetes.io/master=:NoSchedule taint N E T,
DLFICHERLET,

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢
name: my-node
#...
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spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

toleration (& taint & —& L £ 9,

operator /X5 X —#% —H Equal ICEREI N T W 255!
o key/ NS A—4—HELTH %,

o value /XX —4—H"ELTH 5,

o effect/ NI X—5—HRELTH 2,

operator /X5 X —#4 — Exists ICEREIN TV S 5E:
o key/N\ZA—4—HRELTH %,

o effect /XS A—49—HELTH D,

LUF @ taint (& OpenShift Container Platform ICH&A AT N TWE T,

node.kubernetes.io/not-ready: / — NIZEFREICHY FHA, Thid/ — NEH
Ready=False I[CXfi& L £ 7,

node.kubernetes.io/unreachable: / — Ri&/ — K2y hO—S5—H L EEFREETT, ZhiE
/ — K% Ready=Unknown (X5 L 9,

node.kubernetes.io/memory-pressure: / — KIZIEX EY) —FEBOBEIFREELTVWE T, &
i / — K44 MemoryPressure=True I L £ 9,

node.kubernetes.io/disk-pressure: / — KIZIET 1 AT RDOBEIRELTVWET, hik
/ — K %44 DiskPressure=True ICXfi L £ 9

node.kubernetes.io/network-unavailable: / — KD %y N —2JIFHETIFH A,
node.kubernetes.io/unschedulable: / — RIZR T 12— Il TAFH A,
node.cloudprovider.kubernetes.io/uninitialized: / — K> hO—Z—AAELD I~ K7 0O
NAY—%FRALTEETSE, TDtaintld/ —REICEREIh, FEFRAgEEY—IINE
9, cloud-controller-manager DAY hO—5—HZ D/ — RE{HIE L 721 IC. kubelet A*Z
D taint ZHIRL £9,

node.kubernetes.io/pid-pressure: / — KA¥ pid RRDRETY, Thidk/ — REH
PIDPressure=True ICXi L £ 7,
HE

OpenShift Container Platform Tl&, 7 7 #JL b @ pid.available evictionHard |3
BREINFEEA

13.2.2. Loki Pod D&
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Pod O toleration £7/zl&/ — KL 249 —%{FMAL T, LokiPod ’E179 %/ —RKA&HIEL, fhd7—
J70—RBZENSD/ —REFBRALAVWELSICTEET,

LokiStack 2% &') Y — R (CR) =M L T toleration #OY A b7 Pod ICEA L. / — NEik%EFE
FALTtaint2/ —RICEATEEY, /— RO taint i, taint /B LARVWTARTO Pod 2EEBT 2
&5/ —NRIZIERT % key:value X7 T, D Pod ICIZAWFED key:value R7 %= FHET % &,
OJARN7Pod DHAMNZED /) —RKRTEITTEBLIICRYET,

J—KtL V4% —%EHT 5 LokiStack Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor: ﬂ
nodeSelector:
node-role.kubernetes.io/infra: ™" g
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra: "
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra: "
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: "
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

Q J—RELVHY—ICERINZAVE—FXY MNPod ¥4 FTHIEELET,

g EEINLESRNILIAESENE ) — RICBETZ Pod 2i5ELE T,

AR DEEEFITIE. T RTD Loki Pod A* node-role.kubernetes.io/infra: ™ SXNJILE ST/ — RICFEE)
IhZxEd,

J—KtL 94 —¢& toleration Z{#fd % LokiStack CR Ol

I apiVersion: loki.grafana.com/v1
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kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
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value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

BRERFIa2—-YVITY)Y—-2R

LokiStack (CR) @ nodeSelector 7 1+ —JL K & tolerations 7 1 —JU R&E&E 9 % ICIE. oc explain O

RV REFEALT, FEDY Y —RDEHAET 4 —ILNERRLET,

I $ oc explain lokistack.spec.template

Hi

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>

DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component

FIELDS:
compactor <Object>
Compactor defines the compaction component spec.
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distributor <Object>
Distributor defines the distributor component spec.

AHHEHRAIC, RED7 1 —ILRZEBEMTEXT,

I $ oc explain lokistack.spec.template.compactor

H B

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

13.2.3. toleration #fFAL/A=O47 3L U 4 — Pod B2i& D57

FI7AINT, OFAL 49— Pod ICIZLLTD tolerations s33 ENH Y £ 7,

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
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key: node.kubernetes.io/pid-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists

#...

AR

FIR

® Red Hat OpenShift Logging Operator & & T OpenShift CLI (oc) ' Y X k—JLI N TW 3,

LRODOY Y REERFTLT, OFX L9499 —Pod 2RV a—I)L9 %/ —KIC taint 2810
L/i-a—o

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
av Y Rofl
I $ oc adm taint nodes node1 collector=node:NoExecute

Z DBITIE. taint &=F— collector. {& node. & & T taint effect NoExecute M4 % node1
ICEZE L £ 9, NoExecute taint effect Z#FH T2 0NEAHY £9, NoExecute (&, taint IC—
BIBPodDHERTTa—)LL, —HMLABRWEEEFE®D Pod #HIFRL 9,

2. ClusterLogging 7 2% ') Y —X (CR) @ collection 2% v HAiR&EL T, OF¥>/aL ¥
4 — Pod D toleration ZF&E L 7,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:

- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ

resources:
limits:

memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

Q J—RIEBMLAEXF—%2EEELEXT,

Q Exists Operator #3387 L C. key/value/effect /X5 XA —4 —H—HFT2LIICLET,
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9 NoExecute effect #3IEE L £ 7,

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENZHEEERELF T,

Z toleration I£. oc adm taint I~ > KTHERR I N7z taint E—BL F£9., D toleration D#H % Pod
lZ nodel ICRY Y a1—IILTEET,

13.24. Y)Y —2DBEEOAX VAL II—DART Y 12— )LEEE

BEEIL, YR— KNI TL3 ClusterLogForwarder CR & [& U namespace RIC. & U&RID
ClusterLogging 1 X% LYY —R (CR) Z{EKXT 22 & T, ALYVH—D)Y—RFLIEFRTL 21—
HEETEEY,

T7O4 XY NTEREOOT 7 47 —49—%ERAY %%BEIC ClusterLogging CR ICERATE 2249
#1d. managementState & collection T4, fRDR Y VHFIEITRTEBEINZET,

([} =355
o TIREMERNH S,
® Red Hat OpenShift Logging Operator /8X\—2 3 > 58 LIEA M Y A M—JLI N TW 3,

e ClusterLogForwarder CR "MER I N TW 3%,

¥
1. BEF D ClusterLogForwarder CR %% R — k9 % ClusterLogging CR = {ER L £,

ClusterLogging CR YAML D4

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
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nodeSelector:
collector: needed
#...

Q Z D%HIIE. ClusterLogForwarder CR &[El LZBITHEIBENHY T,

Q namespace |, ClusterLogForwarder CR & & U namespace TH 22BN HY X7,

2. RDAX Y R%AEZEFTL T, ClusterLogging CR #@ERA L £ 9,

I $ oc apply -f <filename>.yaml

13.25.0F >4 L Y% — Pod DR

A¥Y 7L Y% —Pod &, TNOHARTINTVEIHRIET S/ —RERRTEET,

FIR

e JOYIVRNTROATY REEFTLT, OF Y JaAL U9 —Pod &EZTDFMERRILET,

I $ oc get pods --selector component=collector -o wide -n <project_name>

H A B

NAME READY STATUS RESTARTS AGE [P NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com

<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>

collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>

collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>

collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

13.2.6. BAEIEH
e /— K taint Z{#FMA L 7= Pod BZi& D Il fE
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FMAEOQAX Y ITDODTVAVAN—=I

AVAR=ILEINTWS Operator BLUPEETZ2HRY LYY —ZX (CR) ZHIfRT 5 Z & T,
OpenShift Container Platform 7 S R4 —Hh 60XV V% HIBRTE £ 9,

141 0F > JDF7VA4 VA M=)

Red Hat OpenShift Logging Operator & ClusterLogging 124 ') Y — X (CR) ZHIfRd 5 Z & T,
AT DENZELETEET,

=S5
o TEEERNDH D,

® OpenShift Container Platform Web 1~ ¥ —JL C Administrator /X—2ZXJ 571 FTIZT7 VR
TZ35,

FIR

1. Administration - Custom Resource Definitions R — 2 [C# & L. ClusterLogging %% ') v
JLFEY,

2. Custom Resource Definition Details’*— T, Instances =7 !) v I L7,

3AVRAIVADEILH DA T a v A=Za— %2 ') v 2 L. Delete ClusterLogging &
o) v o LET,

4. Administration » Custom Resource Definitions R—J ICREIL £ 9,

5. ClusterLogging D#&ICHZA T a v x=a— %42 1) v % L. Delete Custom
Resource Definition &R L £ 7,

gk

==
[=]

ClusterLogging CR ZHIFR L T%. kiR ) 2 —LZFK (PVC) IFHIFRI h

FtHA. BYDPVC, KigRY 2—L4L (PV), BLUHEET—9 %HIRT 2
ISk, ISICREARITIZINELNHY FT, PVC ORBBEZIFHIRICEK
Y PVHEIRIN, T—YDEREIFELCDHEELHY FT,

6. ClusterLogForwarder CR = /Ef% L /=35 & (&, ClusterLogForwarder D#EICH B4 T 3 > X

—a— . %727 1) w2 L. Delete Custom Resource Definition=2!) v 7 L9,

7. Operators - Installed Operators R— ICHEEIL £ 7,
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8. Red Hat OpenShift Logging Operator D&ICH B4 T a v A Za— =0 )vy
L. Uninstall Operator 27 v 2 LX Y,

9. & 7> a :openshift-logging 70> 7 M &EHIBRL T,

DIk

==
[=]

openshift-logging 70> =7 N &HIBRT 5 &, KA ) 2 —ALFEXK

(PVC) #&T, Z®D namespace RICHZDEDH T RTHIRINZET,
OX > J7—49%75ET %5%E6&. openshift-logging 7O~ = 7 k% Hl
BRLABRVWTLEIWY,

a. Home - Projects R—JIIBEL £,

b. openshift-logging 7OV =V NO#EICHZF T a v A =a— =00 vy
L. Delete Projectz 2 ) w7 L%,

c. ¥4 707Ky Y I openshift-logging & A1 L THIFR%ZHEEE L. Delete=2 ) v L
i-a_o
14.2. OF > 7 PVC DI
fthd Pod THFIATE S LD ITKERY 2 —LFXK (PVC) Z&REFT 5 I1CiE. PVC OEUUCHERF N

IWEIEPVCEZRFLEY ., PVC2HRFBTIVLENLWVEEIE, HIRTEIT., A ML—UMHEE%E
OET2ULELNHZGEEIF. KiERY 2—L (PV) ZHIRTHIEEHETEET,

=55
o THEEWERND S,

® OpenShift Container Platform Web 1> ¥ —JL C Administrator /X—2ZXJ 571 FIZT7 V&R

TE %,
¥
1. Storage — Persistent Volume Claims R—J ICHBEL £ 7,
]
H
2. EPVCDHEILH B A TavAZa— %2 1) w2 L. Delete Persistent Volume Claim

ZBRRLEY,

143.LOKIDT7 VA4 VA M—Jb

=S5
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o THEEWERND S,

® OpenShift Container Platform Web 1> ¥ —JL C Administrator /X—2ZXJ 571 FTICT7 VR
TZ3,

® Red Hat OpenShift Logging Operator EF8E ) V — X % FZHIFR L TWRWEES
I&. ClusterLogging 1 2% L) YV — X H 5 LokiStack ~DSRBDHIRATT L TW3,

FIR

1. Administration » Custom Resource Definitions *R—V ICFEE) L. LokiStack =2 ') v U L %
9,

2. Custom Resource Definition Details’*— T, Instances =27 !) v I LZ ¥,

BAVAIYVADEILH DA T a v AzZa— A21) v L. Delete LokiStack= 7 ') v
Obia—o

4. Administration » Custom Resource Definitions R—J ICREIL £ 9,

5. LokiStack D#&EICH B A T a v A=Za— %727 1) w2 L. Delete Custom Resource
Definition &R L £ ¢,

6. 7TV RAMNL—=YV—0 Ly NEHIBRLZE T,

7. Operators - Installed Operators R— ICHEEIL £ 7,

8. Loki Operator D¥EICH B A T a v A =Za— %% ') w2 L. Uninstall Operator % %
Vv LET,

9. # 7 a :openshift-operators-redhat 7O = 7 K% HIR L E 7,

BF

fbd Z'O0—/\)L Operator ' openshift-operators-redhat namespace IZ14 ~ X
N—=ILINTWBIHEIX, openshift-operators-redhat 7OY =7 M &HIR L2
WTLREEL,

a. Home - Projects R—JIIKEL £,

b. openshift-operators-redhat 7OY ¥V hDREILH B F T a v A Za— =7
2 L. Delete Projectz7 ') vV LET,

c. ¥4 7047 7KRvy Y ZIZ openshift-operators-redhat & A1 L CHIR %2 L. Delete %= 7
Vv o LET,

14.4. ELASTICSEARCH D7 VA4 Y XA h—Jb
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IE=S 0
o THEEWERND S,

® OpenShift Container Platform Web 3> Y —JLC Administrator /X\—XRVF 4 TIZT7 VR
TE 3%,

® Red Hat OpenShift Logging Operator EF8E Y V — X% LHIFR L TWRWEE
I%. ClusterLogging 1 2 % L) Y — X H 5 Elasticsearch ANDSROHEIBRAZET LTW3,

FIR

1. Administration » Custom Resource Definitions *R— IC#EE) L. Elasticsearch 2 !') v 27 L

i’a—o

2. Custom Resource Definition Details’*— T, Instances =27 !) v I L7,

3AVRAIVADKEICH B A T avA=a— %72 1) w2 L. Delete Elasticsearch % %
Dy o2 LZEd,

4. Administration » Custom Resource Definitions R—J ICFREIL £ 7,

5. Elasticsearch Df&ICH DA T a v A =a— #721)v 2 L. Delete Custom Resource
Definition &R L £ ¢,

6. 7TV RNAMNL—=YV =D Ly NEHIBRLZE T,

7. Operators - Installed Operators R— ICHEIL £ 7,

8. OpenShift Elasticsearch Operator D&EICH B A T a v A Za— =) vy
L. Uninstall Operator 227 v 2 LX ¥,

9. # 7> a :openshift-operators-redhat 7O> = 7 N %HIR L £ 9,

8%

fbd 'O —/3)L Operator 1 openshift-operators-redhat namespace IC1 ~ R
N—=ILINTWBIHEIX, openshift-operators-redhat 7OY =V M &HIR L2
WTLEEL,

a. Home - Projects R—JIIBEL £,

b. openshift-operators-redhat 7OY ¥V hDREILH B F T a v A Za— =7
2 L. Delete Projectz7 ') vV LEY,

c. ¥4 707Ky Y ZIT openshift-operators-redhat & A1 L CTHIFR%=#E2 L. Delete %= ¥
Vv o LET,
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145.CLIOFERICELE 7 5 A9 —H 5D OPERATOR DY

PSR —EEEILCLI ZFBA L T, #BIKL % namespace B 54 ~ X b —JL I N7 Operators % Hlf&
TEEY,

AR

e cluster-admin /X—3X v > a3V &FDT7 AUV b %&FEMA L T OpenShift Container Platform
FZARAI—ICT UV ERATES,

¢ OCAVXVYVRAND—URFTF— a3 VICAVAM—ILIhTWSEZ &,

FIR

1. YT R 54 7 L7 Operator D&R#H/N\— 3  (serverless-operator 7 &) H*, currentCSV
74— RTHNINTWEIEEHRLET,

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

6
I currentCSV: serverless-operator.v1.28.0
2. Y749 7T 3 (serverless-operator 72 &) ZHIFR L £ 7,
I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless
6
I subscription.operators.coreos.com "serverless-operator" deleted

3. BARIOFIET currentCSVEAZER L. ¥ —4 v b namespace M Operator M CSV % HlIFR L
i-a—c

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

H A B

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

B AR
o kiERY 12— ADFEEEIY
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gEOJLA—KD714—J)LK

s=BEOJ/LO—RDT74—=JLK

OFXVJILEL2>TITVRR=bEINAOTLO—RIZIE, LTFO 714 =)L RBARTINZDIBEDHY X
9, AJLI—RIZBEISONA TSI hELTT7 =7y hINFTH ALCT—YEFTIIIMEOD
IVA—T4aVJICERTEET,

Elasticsearch 8 L U Kibana MH TN S5D T 1 —J)L REKRFET B ICI1E. RBEEFICEBOL 71 —ILRE

EFEALET, =& 2L, Elasticsearch /_search URL M54, Kubernetes Pod &% %R ¥ % IC
I&. /_search/q=kubernetes.pod_name:name-of-my-pod ZfEH L £ 7,

BEA 74— RIETARTOLO—RICEETDEEEELHY FT,
MESSAGE

TDOATIV M) =FTFZAMUTF-8Ta—FK), DT 14— FHBFEELABVD, ZETRHRW Sl
74—V RDFET HAEMEDNHY £9, FMIE. structured DEREAZSIR LTI W,

T—HDYA  text

7
Bl HAPPY
STRUCTURED

BElbIhhid 7oz bheLTOTROATIVR)—, D714 —ILRIE, 747—9—HEElX
N JSON OT AT AL ICEEINTWABESICEET 2EEENAHY T, tOOT TV K

) —D#EEO TP EMTHBZIBEIC. TDT7 14—V RICIEKEAZ®DO JSON#EBENEFNE T, ThUs
DIFEIE. D74 —ILRIFEFLEEELR VD, message 7 1 —/L RICTTDOT Ay 2—IH
EFEnFd, BELEINLE 74— RICE, O XAy E—JILEEFNE YT 714 —ILRLBHBDT, &
CTIREMIPEEINTLEHA,

T—8YDYA  group

7
EDHI map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

A4 O— RPMER I nzBsmd, EREEARBARGZEIF. OIS O— RARAICINEI h7-b
PO UTCEDT—F> 7, "@" HEHIE. FEDODHETHERATEZLDICFHNINTWE 71 —ILR
XL F T, ElasticSearch DIFHE., FEAEDY —ILIET 7 4L b T "@timestamp” Z#FL 7,

T—HDY4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z

HOSTNAME
OO XAy E—VDRETDERA ML, Kubernetes 7 5 249 —Tl&, Zhid kubernetes.host & [E
CTY,
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F—5DIA  F—I—F

IPADDR4
Y—AY—N—DIPv4T7 KL R, EEAIAIEETEET,

T—HDHA ip
7

IPADDRG
V=AY —NR—DIPv6 7 KL R (HBHE), BIEIEETEET,

T—HDHA ip
7

tEsX)Eg(I;,everitytext property). Python DOF Y JEV 21— ILREDIFTIFRY —R0OF VI L
~N)b,
UTDEIF syslog.h DORGEINE T, EDHRIICIE EFOHIE NMEMINET,
e 0=emerg. YATLMNERATIRL,
e 1=alert, 77>av%zdICEITTIUEDNH B,
e 2-=crit. BEBLIRT,
e 3=err. T7—DHDKM,
e 4=warn. 2505 KN,
e 5=notice. BETIEH 2N, HEINKE WK,
e 6= info. BRI,
e 7=debug. TRV ITLANILDAYE—-T,
LUF?D 2 DDfElL syslog.h D—ETlEdHY AN, LELFEHRINTVLET,
e 8=trace. PL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHAZY FT,
e 9=unknown, OF VIV AT ATRHATETRVEEIRNE LBA,

mOAF YIS RTLADATLNLVELIZBEEZFHED ) A M THREEVW—RIITY TLET, k&
Z & python logging Tl&. CRITICAL & crit. ERROR & err *EILTY,

FosDIA  F—T—F

7
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gEOJLA—KD714—J)LK

B A info
PID
AFXYJIVT14T714—DO7TOERIDTY (H3HBE).

F—5DIA  F—T—F
7

H—EXR
AFVIIVTF 4574 —ICBEERTONAY—ERDERITY (HBIHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/37 1 — i3 —EX 74 —JL KIZT Yy I FE T,

F—5DIA  F—I—F
7
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$16%= TAGS

FFvarv: ALy —Fhkid /) IS4 Y-l >TEOTICEBEIN S, Operator EHEDY T D)
ARTY, RAO—RIZIEK, BFT7A4 PRAR—ATRYSNEEXFHIN—0 v FLEXFIHI =2 VD
JSON —E%#FRALXFIEIE/ETETET,

T—HDYA  text
7

FILE
L=y IVN)—%2HmAR2O07774IVADNRR, BE, CThidIZR9—/—KRD
Ivarflog 7 7 1 IV AT LAD/IRZATY,

T—HDYA  text
7

OFFSET

7ty Mé, ENE—OTT7 7L TERIIEMT 2HBEIC. N MOEZ 7 74)LOOJ4T (EO
FRFEIR=-) FLEOTTOERES (EO0FLIFIR—R) ORBRARICKRRITEET, COEIFSY
TTE, OV 774 IVOFRN—Y a3 v aERRTEEFT (O—T—2 3 V),

T—9DH¥A  Long
7
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%17= KUBERNETES

Kubernetes BB X ¥ 7—4 M namespace T,

T—HDHA  group
7

17.1. KUBERNETES.POD_NAME

Pod M4 Hi,

T—HIDHA  F—T—F
7

17.2. KUBERNETES.POD_ID

Pod @ Kubernetes ID,

T=HIDIA  F—T—FK
7

17.3. KUBERNETES.NAMESPACE_NAME

Kubernetes M namespace M &&l,

T—HIDHA  F—T—FK
7

17.4. KUBERNETES.NAMESPACE_ID
Kubernetes M namespace ID,

T—HIDHA  F—T—FK
7

17.5. KUBERNETES.HOST

Kubernetes / — KR4,

T—HIDHA  F—T—FK
7

17.6. KUBERNETES.CONTAINER_NAME

#5173 KUBERNETES
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Kubernetes @1 ¥ 5 F+— D&,

T=HIDHA  F—T—FK
7

17.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MCEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

17.8. KUBERNETES.LABELS

Tt D Kubernetes Pod IC# % X)L

T—89DYA  group
7

17.9. KUBERNETES.EVENT

Kubernetes ¥ A4 — API B 5EU45 L 7= Kubernetes 1 Rk, T DA RV M DOFnBAIFEARMIC, Event
vl core @ type Event ([CERL 7,

T—HDHA  group
7

17.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED, MODIFIED % 7= (% DELETED

T=HIDHA  F—T—FK
7

BDHI EINFE

17.9.2. kubernetes.event.metadata

ARY MERDIZRTE L CREICEAY 215K

T—89DYA  group
7

17.9.2.1. kubernetes.event.metadata.name

350


https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core

#5173 KUBERNETES

ARY MEKEN)AH—LEATS TV MOERD

T=HIDHA  F—T—FK
7

E D java-mainclass-1.14d888a4cfc24890

17.9.2.2. kubernetes.event.metadata.namespace

ARy NABAICHEE L7z namespace D4R, ZhiL. eventrouter 7 7Y r—>avdF 704 %
M namespace T# % kubernetes.namespace_name & [d£7%402% Z EITERB LTI,

T—HIDHA  F—T—FK
7

EDH default

17.9.2.3. kubernetes.event.metadata.selfLink

ARV bADY VY

T=HIDEA F—T—FK
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

17.9.2.4. kubernetes.event.metadata.uid

ARV RDO—EDID

T—HIDHA  F—T—F
7

B d828ac69-7b58-11e7-9¢f5-5254002f560c

17.9.2.5. kubernetes.event.metadata.resourceVersion

ARV MDRELAEY—N—DREFNN—2a v ZHHTEIXFI. 7747 MIIOXFHEFEAL
T ATV MDEBRINLIAI VIR TEET,

T—HDYA  integer
7

E DB 311987
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17.9.3. kubernetes.event.involvedObject

ARV MNCETZFTI b,

T—HDHA  group
7

17.9.3.1. kubernetes.event.involvedObject.kind

FTONDEIAT

T—HIDIA  F—T—FK
7

E D ReplicationController

17.9.3.2. kubernetes.event.involvedObject.namespace

B%Rd 54729 b®D namespace %, Z1id. eventrouter 7 7Y r— 3> D7 704 %D
namespace T# % Kubernetes.namespace name & [JE2RZAREMENH D & ITEEL TLEIL,

T—HIDIA  F—T—FK
7

EDH default

17.9.3.3. kubernetes.event.involvedObject.name

ARV NEN)A—-LEATV Y b4

T=HIDHA  F—T—F
7

E D java-mainclass-1

17.9.3.4. kubernetes.event.involvedObject.uid

TV ND—EDID

T=HIDHA  F—T—FK
7
E DB e6bff941-76a8-11e7-8193-5254002f560c

17.9.3.5. kubernetes.event.involvedObject.apiVersion
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#5172 KUBERNETES
kubernetes ¥ 24 — APl D/N— 3 v

T=HIDHA  F—T—FK
7

EDH vi

17.9.3.6. kubernetes.event.involvedObject.resourceVersion

ARV NERNYH—=LEY—R—DRE/NN— 3 VD Pod BT DXFHN, V7547 MIZDX
FHEFHALT, ATV MPEBEINYMI VI HIITEET,

T=HIDIA  F—T—FK
7

{ED B 308882
17.9.4. kubernetes.event.reason
DARY NEENRT PEBHETRY. Y2 N EBARERE VWX FES

T=HIDHA  F—T—F
7

EDH SuccessfulCreate

17.9.5. kubernetes.event.source_component

IDARY MNERELLOVYR—FRV b

T—HIDHA  F—T—FK
7

E Dl replication-controller

17.9.6. kubernetes.event.firstTimestamp

ARY MDA RAICEESHFI B

T—HIDH4 Bt
7

E DB 2017-08-07 10:11:57.000000000 Z

17.9.7. kubernetes.event.count
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TDARY NHFE LD

T—HDYA  integer
7

fED I 1

17.9.8. kubernetes.event.type
AR hNDH 47, Normal £7-(Z Warning, $%. FiLWS A4 THEBMINZAEEL’HY T,

T—HIDHA F—T—FK
7

EDH Normal
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%183 OPENSHIFT

25182 OPENSHIFT

openshift-logging Bl D X 4 5 — 4% M namespace

T—HDHA  group
7

18.1. OPENSHIFT.LABELS

PSR —AT 74T —F—REICL>TEMINDE SR

T—HDHA  group
7
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BIOEAPI) 77 L V2R
19.1.5.6 LOGGINGAPIY) 7 7L VR

19.1.1. Logging 5.6 AP1 ) 7 7 L R

19.1.1.1. ClusterLogForwarder

ClusterLogForwarder |&, BmiXOJ % & ET 572D API TT,

LRI EATDEY MO SEFMTEHIDE Y MIERET % pipelines DY R M &38E LT, %%
El/i_a_o

— AR OTHT T —IZIEHFAADANEDLHY, HRAIYLAAEEELT, BMOT74IIL5 1)V
THETHIZENTEET,

T 74 hD OpenShift OV R N 7ITIZHAAAHDHAZHH Y T4, URL »Z Dt DEHKIER %
FALT, MEBOENEERL. VIR —DOABXLEABOMLOR NTELFTOEyH—IiOd
HEETEEY,

ML, API 74 —I)LRICEAT B RFa XAV MESRLTLKEIL,

spec object ClusterLogForwarder DEifF I 1
ZEMEDLHR

status object ClusterLogForwarder D XA 7 —%
A

19.1.1.1.1. .spec

19.1.1.1.1.1. 5B

ClusterLogForwarderSpec i&, B %) E— K9 =45y NMIEGET 2 HEEEHZLE T,

19.1.1.1.1.1.0. 8

® object

inputs array AFav)y AAlE &EINB
O7XytE—YDERIFET 1)L
&_—Gj—o
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FLOEAPIYVTI7L VR

outputDefaults object (# 7> 3 >~) DEPRECATED
OutputDefaults &, 77 #JL bR
N7 D7 A7 —4—5&E % BT
IKEELEY,

outputs array FFTav)yHAiFE. asxy
- DEFMTEDREETT,

pipelines array pipelines I, —EDAAICEL ST
BIRINIAvE—VE—FEDH
NICEEL XS,

19.1.1.1.2. .spec.inputs[]

19.1.1.1.2.1. 5%FA

InputSpec I, BT X v E—YDEL IV —%EEZLET,

19.1.1.1.2.0.1. &

® array

FO/nRF 1 —

application object AFay77Vr—>ray
(F7E9 %354) I&. application
OJo&RifdEEy hEBWMICL
7,

name string pipeline DAL %SRRI 570
ICERI N5 AR

19.1.1.1.3. .spec.inputs[].application

19.1.1.1.3.1. 5itBA

TV r—vavnldtelL iy —, O EBRTBZIE. ELIY—DITRTOFENELZIND (R
# AND) ENHY F T,

19.1.1.1.3.1.1. B

® object
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namespace array AFravy7FUr—ravno
J %N 9 % namespace,

selector object FAF2av)SRULHB—BT S
Pod ™smOs/otL 74—,

19.1.1.1.4. .spec.inputs[].application.namespaces|]

19.1.1.1.4.1. 5% AR

19.1.1.1.4.1.1. B

® array

19.1.1.1.5. .spec.inputs[].application.selector

19.1.1.1.5.1. EitAA

INLELIS—EIF, —ED) Y —RICHTEINILI ) —H#BETT,

19.1.1.1.5.1.1. &

® object

matchLabels object (# 7> 3 ) matchlLabels £
{keyvalue} R7 DY v FTY,
matchLabels D& —® {key,value}

19.1.1.1.6. .spec.inputs[].application.selector.matchLabels

19.1.1.1.6.1. 52 FA

19.1.1.1.6.1.1. &

® object

19.1.1.1.7. .spec.outputDefaults

19.1.1.1.7.1. 55t FA

19.1.1.1.7.1.1. B

® object
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FLOEAPIYVTI7L VR

elasticsearch object (# 7 a ) Elasticsearch
OutputSpec DF 7 # )L ME

19.1.1.1.8.1. 5768

ElasticsearchStructuredSpec I&. elasticsearch 1 T v ¥ A %RET 37O DB ELO T DEREICE
HEY HEHRTY,

19.1.1.1.8.1.1. &

® object

7OnRy 14— B B

enableStructuredContainerLogs bool AF>av)
EnableStructuredContainerLogs
&, BV FF—oEEkkn s
ZEFR LE T,

structuredTypeKey string (7> 3 ) StructuredTypeKey
I&. elasticsearch 1 7 v 2 2D
ZEIE LTHERAINEZ XY T—%
F—ZHEELIT,

structuredTypeName string #AF>av)

StructuredTypeName (&,
elasticsearch A F—< DL % ¥5

ELFT,
19.1.1.1.9. .spec.outputs[]
19.1.1.1.9.1. 57 BA
HAlk, O xvtE—YDREErERLET.
19.1.1.1.9.1.1. &
® array

TO/NR7 14— it} B

syslog object FFTav)

fluentdForward object FFTav)
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elasticsearch object FF>av)

kafka object FF>av)

cloudwatch object FF>av)

loki object FF>av)

googleCloudLogging object FFTav)

splunk object FF>av)

name string pipeline 5 OH N5 SRY 2
TeHICERAI N 3 EH,

secret object AFav)READ—I Ly
bo

tls object TLSIZIE, TLS 254 7> MNERR
DA TV avaEFIET 27-DD5%
ENEFNhTVET,

type string HATS 71400947,

url string A FrarvyosLa—RoEE
%% URL,

19.1.1.1.10. .spec.outputs[].secret

19.1.1.1.10.1. 5itBA

OutputSecretSpec I, BBIDH % EFH. namespace xZFRWVWY—I L v NSIBTY,

19.1.1.1.10.1.1. &Y

® object

name string OJ7+7—4—v—4o Ly A
ICERE X 117z namespace D
Dt/ AVE B NOEA-TTR

19.1.1.1.11. .spec.outputs[].tls
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FLOEAPIYVTI7L VR

19.1.1.1.11.1. &t AR

OutputTLSSpec IZIE, HAY A FITEKEL AW TLS EROA T a vhAEaFhTwET,

19.1.1.1.11.0.1. 2

® object

insecureSkipVerify bool InsecureSkipVerify A° true M5
&, TLS U254 7 MIFERRED
IZS—%ZERTEHLDIEEIN
7,

19.1.1.1.12. .spec.pipelines[]

19.1.1.1.12.1. 588

PipelinesSpec &, —EDANZ—EFEDOHANIC) VI LEXT,

19.1.1.102.0.1. 2

® array

detectMultilineErrors bool #AF>av)
DetectMultilineErrors (&, 3> 7F

T-AOVOEBRGTIS—RLEER

MICLET,

inputRefs array InputRefs (&, D/ TS54 >V
ADASID &R (input.name) %
JRMLZET,

labels object AFvar)ior1 754 0%
BiAYH0O07L 31— NICERAIN
57N,

name string (FAF>av)BREIITEEATRETY

N EBEY B%EE. pipelines
DAMNHAT—ETHBI2BLENHY
9,

outputRefs array OutputRefs (&, T D/ TS 4
VOB DHADEH]
(output.name) x—EBXRL £
ER
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parse string FFrav)y@micky, osxc
YN —EEELOVICETTE
E3

19.1.1.1.13. .spec.pipelines[].inputRefs[]
19.1.1.1.13.1. 52

19.1.1.113.1.1. &

® array
19.1.1.1.14. .spec.pipelines[].labels
19.1.1.114.1. 5288

19.1.1.114.1.1. B

® object
19.1.1.1.15. .spec.pipelines[].outputRefs[]
19.1.1.1.15.1. #ER

19.1.1.1.15.1.1. &

® array
19.1.1.1.16. .status

19.1.1.1.16.1. 5 FA

ClusterLogForwarderStatus . ClusterLogForwarder DESfRIREEZEZ L F 7

19.1.1.116.1.1. B

® object
TO/NR7 1 — it} B
conditions object O7 747 —49—05&M4,
inputs el ANE. AHNEEANADEMEIC

TyvEVILEY,
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FLOEAPIYVTI7L VR

outputs

pipelines

19.1.1.1.17. .status.conditions

19.1.1.1.17.1. 5268

19.1.1107.1.1. B

® object

19.1.1.1.18. .status.inputs

19.1.1.1.18.1. 55 PR

19.1.1.118.1.1. &

o &f

19.1.1.1.19. .status.outputs

19.1.1.1.19.1. 52 BA

19.1.1.1.19.1.1. B

o &f

19.1.1.1.20. .status.pipelines

19.1.1.1.20.1. 5itBA

19.1.1.1.20.1.1. &

HAk, BAREHRDDEREIC
TyvEVILET,

NRATSAvIF, "M TS54VE
B4 TSAVDEKIITYEY
JLET,

e Conditions== ClusterLogging A Red Hat OpenShift Logging 1 > X% > X, ClusterLogging

l&. clusterloggings APl DA F¥—< T,

spec

ClusterLogging DHifF I 2 EF
DR
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status object Status &, ClusterLogging DE5#8
REEERLET,

19.1.1.1.21. .spec

19.1.1.1.21.1. 5t AR

ClusterLoggingSpec (& ClusterLogging DHiF I hakEEEZL T,

19.1.1.1.21.1.1. &

® object

aLovay object 25 A% —® Collection AV R—
A NOLw =

Fab—ray object GEHESE) (£ 7o 3 V) 3EHEE, 4
Z A4 —® Curation I VR—%
VANl

T7AT—5— object GEHER) (F T a ) FEiER, &
524 —® Forwarder AV R—*%
AN OLsw:

logStore object AF>av)r5R9—D Log
Storage d Y R—3x ¥ b DL#k

managementState string FFrarv)yy—an
Operator IC& WEEBINTWS
('Managed) NMEIEI N TLARL
('Unmanaged') % 9 $51Z

AR object AF>aVv)r5R9—0
Visualization IV R—x ¥ Dt
¥k

19.1.1.1.22. .spec.collection

19.1.1.1.22.1. 5208

Zhid, OBLTARY NIV I aVICEBET 2BEREETCHEERTT,

19.1.1.1.22.1.1. 8

® object
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resources object FFvaryarsvy—n)y—
AEMH
nodeSelector object (FAF>av)Pod BRI Y a—Ib

INd/—REEHELEY,

toleration array (FAF>av)Pod BZIFAND
Toleration # &L £ 9,

fluentd object (A 7> a3 v)Fluentd I, fluentd
BATDT+7—9—DEREEZK
LE9,

logs object GEHERR) (F T a ) FEiEsR, &

Z 289 —D0OJIREDHER

type string AFrav)BETH2OTRED
5147

19.1.1.1.23. .spec.collection.fluentd

19.1.1.1.23.1. 5B

FluentdForwarderSpec I, fluentd ¥4 707+ 7—45— Dk EEFRKLE T,

19.1.1.1.23.1.1. &

® object

Tanrq4—
buffer object
inFile object

19.1.1.1.24. .spec.collection.fluentd.buffer

19.1.1.1.24.1. 5%EA

FluentdBufferSpec &, TRTD fluentd HAOD/NNy 77 —REEZF1—=V 79 57DHD fluentd /X
T7—NINFA=H—DH Tty hEaRLEFT, NSA—FY—DH Ty NEHR—MNLT. Ny T 7—
EF21—DYAXEE. 7T7vagle. 72y 10BHATEARELET,

— B9/ S A —4& —IE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters 2SR LTI W,
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72w anNTA—4—E, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZHR L T LI,

BE1T/85 X =4 —I&. https;//docs.fluentd.org/configuration/buffer-section#retries-parameters %
SHRLTCEIV,

19.1.1.1.24.1.1. &Y

® object

TO/NR7 1 — it} B

chunkLimitSize string (# 7 3 ) ChunkLimitSize &,
BF vV IDRAYA X %ERLE
To ARV MILUTOLDIZRY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDEHRT 27 F v 1DEDR
HEFEERLI T,

flushMode string (& 7> a>v)FlushMode I&. F+
VOEEZAL TSV aAARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (# 7> 3 ) FlushThreadCount
(&, fluentd /Ry 7 7—IC&>T
FEAINZZLY FOBERLE
ERS

overflowAction string (# 7> a ) OverflowAction .
fluentd Xy 77 =TS 714 W
RT$2772avERLET,

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, RNy U7 T ORKRFER
fRexRLIT,

retryTimeout string (& 7> 3 v) RetryTimeout I,
HELDHDIAENICHERITZAA DK
AEFEERERL T,

retryType string (#F 7> av)RetryType &, B
TI275y Y1 BEDYA TH
RLET, 75y v agFIRUT
HETTEEY,

retryWait string (F 7> 3 v)RetryWait (£, 2 [
EHELTBEATLTIZy>ad
2FETOREZERLF T,
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FLOEAPIYVTI7L VR

totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd ZT&ICEFRIEI NS / — K
HEFEOLEWMEEZERLET,

19.1.1.1.25. .spec.collection.fluentd.inFile

19.1.1.1.25.1. 5% ER

FluentdInFileSpec &, §XT® fluentd in-tail AIDEREAF 1 —=> 79 27HD fluentd in-tail 7
STAVRSGA—=H—DHY Ty hERLET,

— B9 /85 X — & —(F, https://docs.fluentd.org/input/tail#parameters Z#ZBB L T XL,

19.1.1.1.25.1.1. &

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIFTHAMBITHERL
9,

19.1.1.1.26. .spec.collection.logs

19.1.1.1.26.1. &itHA

19.1.1.1.26.1.1. &

® object

fluentd object Fluentd Log Collection 3~ R—
E AN O

type string HRETHZOVNREDY A S

19.1.1.1.27. .spec.collection.logs.fluentd

19.1.1.1.27.1. 55BA

CollectorSpec i, ALV H—DAT IV 1—I)LEYY—REEETB-ODEHKTT,

19.1.1.1.27.1.1. &
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® object
7anrq4— B B
nodeSelector object (FAFT¥av)Pod BRI T a—Ib
Xh3/—REEHELET.,
resources object FFvaryarsvy—n)y—
AEMG
toleration array (FAF>av)Pod BZIFAND

Toleration #E& L X,

19.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

19.1.1.1.28.1. 5i%BH

19.1.1.1.28.1.1. B¢

® object

19.1.1.1.29. .spec.collection.logs.fluentd.resources

19.1.1.1.29.1. §itHA

19.1.1.1.29.1.1. B¢

® object

A A Bl

limits object (FF>av)Limits &, FFAIIN
2AVE1—FT4VTYY—RAD
EAEZTRLET,

requests object (# 7> av)Requests l&, HE
RAVEL—F4VTYVY—AD
=NEZTRLET,

19.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

19.1.1.1.30.1. 5t FA

19.1.1.1.30.1.1. &

® object

19.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

368



FTIOFAPIVI77L VR

19.1.1.1.31.1. 52 A

19.1.1.1.31.1.1. &

® object

19.1.1.1.32. .spec.collection.logs.fluentd.tolerations[ ]

19.1.1.1.32.1. 52 FA

19.1.1.1.32.1.1. B

® array

JO/n5 1 —

effect string (FF¥av)Effectid. —HT 3
taint WRZRLET., ZDIFE
&, TRTOD taint PRI L
E3

key string (AT av)Key &, toleration
MEAINS taint ¥—T9, &
DiFEE. TTD taint F—IC
—®LFY,

operator string (A 7> av)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

value string (A 7> a ) Value I, toleration
HN—HT 3 taint fETT,

19.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
19.1.1.1.33.1. 5t AR

19.1.1.1.33.1.1. &

® int
19.1.1.1.34. .spec.curation

19.1.1.1.34.1. 5% A

ZhiE, O DF 2L — 3> (Curator) ICEEET 2 1EHRESTRERTT,
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19.1.11.34.1.1. &

® object

curator object BRETHFaLlL—a vtk

type string HRETHFalL—>avDiEE

19.1.1.1.35. .spec.curation.curator

19.1.1.1.35.1. 5t AR

19.1.1.1.35.1.1. &

® object

nodeSelector object Pod R Y a—)ILINhTWDS
/ - F%E% lJ ij—o

resources object (FAF>av)Curator®) VYV —2
£

schedule string Curator ¥ 3 7ME{TIN 5 cron
2T a—)v, 774 ME T30
3***] TY,

toleration array

19.1.1.1.36. .spec.curation.curator.nodeSelector

19.1.1.1.36.1. 5it AR

19.1.1.1.36.1.1. &

® object

19.1.1.1.37. .spec.curation.curator.resources

19.1.1.1.37.1. 5t A

19.1.11.37.1.1. &

® object
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limits object (AT av)Limits i, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—F4 VTV Y—AD
=NEERLET,

19.1.1.1.38. .spec.curation.curator.resources.limits

19.1.1.1.38.1. 5t AR

19.1.1.1.38.1.1. &

® object

19.1.1.1.39. .spec.curation.curator.resources.requests

19.1.1.1.39.1. 5it AR

19.1.1.1.39.1.1. &

® object

19.1.1.1.40. .spec.curation.curator.tolerations[]

19.1.1.1.40.1. 52 AA

19.1.1.1.40.1.1. &

® array

effect string (FF>av)Effectid. — BT 3
taint WRZRLE T, ZDIFE
&, TRTOD taint PRIT—H L
7,

key string (AT av)Key &, toleration
NMEAINS taint ¥—T9, &
DiFEE. TTD taint F—IC
—®LFY,
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operator string (& 7> a>v)Operator l&., F¥—
CEDOBRERLEY,

tolerationSeconds int (7> 3 ) TolerationSeconds
I&. Toleration DHAI K L F
ER

value string (A 7> a>) Value I, toleration

N—HT 3 taint{lETT,

19.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
19.1.1.1.41.1. 583

19.1.1.1.41.1.1.

® int
19.1.1.1.42. .spec.forwarder

19.1.1.1.42.1. 5% ER

ForwarderSpec ICId, FFED 7 4 T—4F —FRED/O—N)LFa1—ZVJNRSA—F—DEFNTVZE
T, TDT714—IL R, —BUAFERICIIVNELY FHA, BERERZ T4 —FT0 /8-
BLTWRA—HY—DNRT =TV REF1—=VJTEBLDICLET, HEYR—MINhTWSE
®D: fluentd,

19.1.1.1.42.1.1. B

® object

Sanr 14—

fluentd object

19.1.1.1.43. .spec.forwarder.fluentd

19.1.1.1.43.1. 55 FA

FluentdForwarderSpec &, fluentd ¥4 707+ 7—45— Dk EERKLE T,

19.1.1.1.43.1.1. &

® object
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buffer object

inFile object

19.1.1.1.44. .spec.forwarder.fluentd.buffer

19.1.1.1.44.1. 5itBA

FluentdBufferSpec &, TRTD fluentd HAOD/NNy 77 —&EEZF1—=V 79T 57DHD fluentd /X
T7—=NISA=9—DH Ty hERLET, NSA—9—0DH Ty hEHR—MLT,. Ny T7—
EFXF1—DYAXE/E., 77vVadfe. 77y 210BHITEZERELET,

—f&BIR/N T A —4 —I. https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L TLEI W,

72w anNTA—4—E, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZHR L T LI,

BE1T/835 X =4 —I&. https;//docs.fluentd.org/configuration/buffer-section#retries-parameters %
SRLTCEIV,

19.1.1.1.44.1.1. &Y

® object

chunkLimitSize string (# 7 3 ) ChunkLimitSize &,
BF vV IDRAYA X %ERLE
To ARV MIUTOLDICARY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDERS BT Zv Y 1DEDF
HEFEZERLE T,

flushMode string (7> 3 >v)FlushMode I&,. F+
VOEEZAL TSV aARLY
I\“o):E_ F%%l}ij‘o t— I\“

flushThreadCount int (# 7> 3 ) FlushThreadCount
(&, fluentd /Xy 7 7—IC&>T
FEAINZZLY FOBERLF
ER

overflowAction string (# 7> a ) OverflowAction .
fluentd Xy 77 =TS 714 W
EFTIET7IavaERLET,

373


https://docs.fluentd.org/configuration/buffer-section#buffering-parameters
https://docs.fluentd.org/configuration/buffer-section#flushing-parameters
https://docs.fluentd.org/configuration/buffer-section#retries-parameters

OpenShift Container Platform 4.12 Logging

7OnRy 14— B B4

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, BNy v F 7 ORKEEREE
RERLET,

retryTimeout string (& 7> 3 v) RetryTimeout I,
HETHLOZAENCERTEAADH
REFEERERL T,

retryType string (F 7> a3 v)RetryType £, B

19272y 1 BREDY1 T%
KLET, 77 v a1 8BFEEUT

EERITTEET,
retryWait string (F 7> a ) RetryWait (&, 2 [0
EmLTHEATLTIov>ad
2FETORMBERLEY,
totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd T & ICEFRIS NS/ — K
HEFEOLEWMEEZRLET,

19.1.1.1.45. .spec.forwarder.fluentd.inFile

19.1.1.1.45.1. 5208

FluentdInFileSpec &, §XT® fluentd in-tail AIDEEREAEF 1 —=> 79 27HD fluentd in-tail 7
STAVRGA—=9 =D Ty bERLET,

— &Y /N T A —4 —I&, https://docs.fluentd.org/input/tail#parameters Z SR L T XLy,

19.1.1.1.45.1.1. &

® object
PARVAG P il S50
readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
¥Y9,

19.1.1.1.46. .spec.logStore

19.1.1.1.46.1. 55%BH

LogStoreSpec ICld, OV DEREAEICEHTIEHRIEENTVET,

19.1.1.1.46.1.1. B
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® object

FO/n5 1 —

FLOEAPIYVTI7L VR

elasticsearch

lokistack

retentionPolicy

type

object

string

19.1.1.1.47. .spec.logStore.elasticsearch

19.1.1.1.47.1. 5264

19.1.1.1.47.1.1. B

® object

Elasticsearch Log Store 3~ 7/R—
v hDOttkk

LokiStack IZI&. Type A°
LogStoreTypeLokiStack IZE&E X
hTWwailpa, OJAML—YIC
EfA9 % LokiStack I T % 1E#K
NEFEFNTVET,

A Tvav)RERY Y —E 4
Yy ANBIRIND X TOR
AHEEESEL E T,

BRETHOJZAMNL—VDHA
7, IRIE. Operator &,
ElasticSearch ZfH L T. Wdgh
NMEYR—KLTWET,

nodeCount

nodeSelector

proxy

redundancyPolicy

resources

storage

int

object

object

string

object

object

Elasticsearch HICT 7EH41 9 3%
J—RDHE

Pod "2 Y a—I)LINTWVWS
J — F%E%l}ij‘o

Elasticsearch Proxy AV iR—x >
b DRk

FF>av)

(# 7> a ) Elasticsearch D 1)
vV —EH

(# 7> a ) Elasticsearch 7—%
J/— RO KL =Ttttk
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toleration array

19.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

19.1.1.1.48.1. 5itBH

19.1.1.1.48.1.1. &

® object

19.1.1.1.49. .spec.logStore.elasticsearch.proxy

19.1.1.1.49.1. 55 BH

19.1.1.1.49.1.1. &

® object

resources object

19.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

19.1.1.1.50.1. 5% FA

19.1.1.1.50.1.1. &

® object

limits object (AT av)Limits i, FAIN
2AVE1—FT4VTYY—ID
RAEARLET,

requests object (F 7> 3 v)Requests &, HE
BRAVEL—FTAVT)V—AD
=NEERLET,

19.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

19.1.1.1.51.1. 5% ER
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® object

19.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

19.1.1.1.52.1. 5% BA

19.1.1.1.52.1.1. &8

® object
19.1.1.1.53. .spec.logStore.elasticsearch.resources

19.1.1.1.53.1. 5itBA

19.1.1.1.53.1.1. B¢

® object

FTIOFAPIVI77L VR

i

Fanyq—
limits object
requests object

19.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

19.1.1.1.54.1. 5itBA

19.1.1.1.54.1.1. &

® object

19.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

19.1.1.1.55.1. 5B

19.1.1.1.55.1.1. &

® object

19.1.1.1.56. .spec.logStore.elasticsearch.storage

19.1.1.1.56.1. &itHA

(AT av)Limits i, FAIH
2AvEa—FT4VITYY—RAD
RAEERLET,

(# 7> ar)Requests l&, BHE

BRAVEL—TA TV Y—RD
=NEZERLEY,
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19.1.1.1.56.1.1.

® object

size object J—Rp7aEYaz=v e s
kz I\ I/_:/“";éq‘%o

storageClassName string FF>av)/ —RKDPVC DF
BRICERATZ2RAMNL—Y IS0
A,

19.1.1.1.57. .spec.logStore.elasticsearch.storage.size

19.1.1.1.57.1. 52 ER

19.1.1.1.57.1.1. B¢

® object

i string ERXE*BEHRICEELET,
Canonicalize DO XY N &S L
TLEIW,

d object d.Dec = nil ®3FE. d & inf.Dec
HRAOHETT,

i int d.Dec == nil DIFAH. il&inté4 T

2= Y IShERRORET
¥,

s string sid. BEtEEEITDOICEK
INAEZDEDETT,

19.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

19.1.1.1.58.1. it AR

19.1.1.1.58.1.1. &

® object

Dec object
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19.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

19.1.1.1.59.1. &itHA

19.1.1.1.59.1.1. &

® object

pARVAG P

scale int

unscaled object

19.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

19.1.1.1.60.1. 5itFA

19.1.1.1.60.1.1. &

® object

7OnRy 14—
abs Word sign
neg bool

19.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

19.1.1.1.61.1. 5 FA

19.1.1.1.61.1.1. B¢

e Word

19.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

19.1.1.1.62.1. §itHA

19.1.1.1.62.1.1. &

® int

scale int
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pASVAG P

value

19.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

19.1.1.1.63.1. 5itBA

19.1.1.1.63.1.1. &

® array

int

B4

effect

key

operator

tolerationSeconds

value

string

string

int

string

(FF¥av)Effectid. —HT 3
taint WRE=RLEF I, ZDHFE

[T, TRTD taint HERIC—HL

9,

(AT av)Key &, toleration
MEAINS taint ¥—T9,
DiFEE. TTD taint F—IC
—®BLFY,

(A 7> a>)Operator l&., F¥—
CEDERERLET,

(& 7> 3 ) TolerationSeconds
I&. Toleration DHAEIA#K L F
ER

(A 7> a>v) Value I, toleration
N—HT % taint T,

19.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds

19.1.1.1.64.1. 5itFA

19.1.1.1.64.1.1. B

® int

19.1.1.1.65. .spec.logStore.lokistack

19.1.1.1.65.1. & BR
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LokiStackStoreSpec I&. LokiStack #O 7 A ML —Y & LTHERT S & D IT. cluster-logging 3% E 9
21HOIEREINET, k. AL namespace RDBEEEFED LokiStack ## L TWE T,

19.1.1.1.65.1.1. &

® object
7OnRF 14— B B4
name string LokiStack Y ¥V — X D £,

19.1.1.1.66. .spec.logStore.retentionPolicy

19.1.1.1.66.1. 52 BA

19.1.1.1.66.1.1. &

® object

FONRT 1 — it}

application object
audit object
infra object

19.1.1.1.67. .spec.logStore.retentionPolicy.application

19.1.1.1.67.1. 5it AR

19.1.1.1.67.1.1. B

® object

diskThresholdPercent int FAFYaV)EST 1 RAVFERAK
DLEWVMEICELRZE, WA
VTV R%EHIRT BRENDHY

9 (B: 75).
maxAge string FF>av)
namespaceSpec array A Frav)EEInR/NEE

FYUEHWRF AV MEHIBRT
% namespace Z & DHHR
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pruneNamespaceslinterval string (A F>av)HF L prune-
namespaces ¥ 3 7 A E{T9 548
i3

19.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]
19.1.1.1.68.1. 52 B4

19.1.1.1.68.1.1. &

® array

minAge string (FAF>av) D MinAge LU E
&\ namespace IC—9 % L
J—RzHBRLF 9 (B 1d).

namespace string MinAge &Y ETWO V% HIRT %
% —4%"v N namespace (77 # )l
Mg 7d)

19.1.1.1.69. .spec.logStore.retentionPolicy.audit

19.1.1.1.69.1. 5 FA

19.1.1.1.69.1.1. &

® object

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVEIELGE, WA
VT REHIRT ZHENDHY

9 (f: 75).
maxAge string FF>av)
namespaceSpec array FFrav)BEIhsNEE

FUEHWRF XY NEHIRRY
% namespace Z & DHHR
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pruneNamespacesinterval string (FF>av)#H L prune-
namespaces ¥ 3 7 A E1T9 548
E

19.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

19.1.1.1.70.1. 55 FA

19.1.1.1.70.1.1. &

® array

minAge string (FAF>av)IdMinAge U E
&\ namespace IC—9 % L
J— RZHIBRL 93 (Bl 1d).

namespace string MinAge &YW WO %HIRT %
4 —%4"v N namespace (77 # )L
ki 7d)

19.1.1.1.71. .spec.logStore.retentionPolicy.infra

19.1.1.1.71.1. £2BA

19.1.1.1.71.1.1. &Y

® object

diskThresholdPercent int FF2aVv)EST 1 AV FEAR
DLEWMEICELZE, WA
VTV RA%HIRT BRENDHY

7 (B: 75).
maxAge string FF>av)
namespaceSpec array FFrav)EEIns/NEE

FUHHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespacesinterval string (FF>av)#H L prune-
namespaces ¥ 3 7 A E1T9 548
E
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19.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec[]

19.1.1.1.72.1. 55FA

19.1.1.1.72.1.0. &

® array
7any4— it L]
minAge string (FAF>av)IdMinAge U E
&\ namespace IC—9 % L
J— RZHIBRL 93 (Bl 1d).
namespace string MinAge &YW WO %HIRT %
4 —%4"v N namespace (77 # )L
Mg 7d)
19.1.1.1.73. .spec.visualization
19.1.1.1.73.1. 5 A
Zhik, OJDERI (Kibana) ICEAEY 382 EUBERTT,
19.11.1.73.1.1. &
® object
TRy — it L]
kibana object Kibana Visualization O Y R—% ¥
b Dtk
type string HRET LB S

19.1.1.1.74. .spec.visualization.kibana

19.1.1.1.74.1. 5288

19.1.1.1.74.1.1. &Y
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® object

FO/n5 1 —

nodeSelector object Pod R Y a—)ILlINhTWDS
/ - F%E% lJ ij‘o

proxy object Kibana Proxy AV R—x% > hDft
#k
replicas int Kibana 7704 X~ NRICT 7O

1TBAVRYVADE

resources object (FF>av)Kbanad YV —2E
(s

toleration array

19.1.1.1.75. .spec.visualization.kibana.nodeSelector

19.1.1.1.75.1. 52 ER

=11

19.1.1.1.75.1.1. B¢

® object
19.1.1.1.76. .spec.visualization.kibana.proxy

19.1.1.1.76.1. 5it AR

=1l

19.1.1.1.76.1.1. B

® object

JO/nR5 1 —

resources object

19.1.1.1.77. .spec.visualization.kibana.proxy.resources

19.1.1.1.77.1. 55 FA

19.11.1.77.1.1. &

® object
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limits object (AT av)Limits &, FAIIH
231 —FT4VTYY—RD
RAEERLET,

requests object (& 7> 3 v)Requests &, HE
RAVEL—F14 VTV Y—RAD
mNEERLET,

19.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

19.1.1.1.78.1. 5 AA

19.1.1.1.78.1.1. &

® object

19.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

19.1.1.1.79.1. 52 AR

19.1.1.1.79.1.1. &

® object

19.1.1.1.80. .spec.visualization.kibana.replicas

19.1.1.1.80.1. 5t FA

19.1.1.1.80.1.1. &

® int

19.1.1.1.81. .spec.visualization.kibana.resources

19.1.1.1.81.1. 5t FA

19.1.1.1.81.1.1. &

® object

limits object (AT av)Limits &, FAIN
231 —FT4VTYY—RD
RAEERLET,
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requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

19.1.1.1.82. .spec.visualization.kibana.resources.limits

19.1.1.1.82.1. 5itFA

19.1.1.1.82.1.1. B¢

® object

19.1.1.1.83. .spec.visualization.kibana.resources.requests

19.1.1.1.83.1. 5t A

19.1.1.1.83.1.1. &

® object

19.1.1.1.84. .spec.visualization.kibana.tolerations[ ]

19.1.1.1.84.1. 57 BA

19.1.1.1.84.1.1. &

® array

effect string (FF>av)Effectid. — BT 3
taint WRZRLE T, ZDIFE
&, TRTOD taint PRIT—H L
7,

key string (AT av)Key &, toleration
NMEAINS taint ¥—T9, &
DiFEE. TTD taint F—IC
—®LFY,

operator string (A 7> a>v)Operator l&., F¥—
CEDERERLET,
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tolerationSeconds int (# 7> a ) TolerationSeconds
I&. Toleration DI A K L &
ER

value string (A 7> a ) Value I, toleration

N—HT 3 taint{lETT,

19.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
19.1.1.1.85.1. it AR

19.1.1.1.85.1.1. &

® int
19.1.1.1.86. .status

19.1.1.1.86.1. 5% A

ClusterLoggingStatus (&, ClusterLogging DEtRREAEZL T,

19.1.1.1.86.1.1. &

® object

JLyyav object FFTav)
conditions object FF>av)
*al—>3av object FFTav)
logStore object FFTvav)
AIRAE object FF>av)

19.1.1.1.87. .status.collection

19.1.1.1.87.1. it AR

19.1.1.1.87.1.1. &

® object
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logs object FAF>av)

19.1.1.1.88. .status.collection.logs

19.1.1.1.88.1. 5% EA

19.1.1.1.88.1.1. &

® object

fluentdStatus object #AF>av)

19.1.1.1.89. .status.collection.logs.fluentdStatus

19.1.1.1.89.1. 5% EA

19.1.1.1.89.1.1. &

® object

clusterCondition object #AF>av)
daemonSet string #FF>av)
nodes object FAF>av)
pods string FF>av)

19.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

19.1.1.1.90.1. it A

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BEITE 51 T2 HERAT2HEN
HYFET,

19.1.1.1.90.1.1. &

® object

19.1.1.1.91. .status.collection.logs.fluentdStatus.nodes
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19.1.1.1.91.1. 5B

19.1.1.1.91.1.1. B¢

® object

19.1.1.1.92. .status.conditions

19.1.1.1.92.1. it A

19.1.1.1.92.1.1. B¢

® object

19.1.1.1.93. .status.curation

19.1.1.1.93.1. 5it AR

19.1.1.1.93.1.1. &

® object

FO/nR5 1 —

curatorStatus array FF>av)

19.1.1.1.94. .status.curation.curatorStatus[]

19.1.1.1.94.1. 5t PR

19.1.1.1.94.1.1. &

® array

clusterCondition object FF>av)
cronJobs string FF>av)
AT a—)v string FF>av)
suspended bool FF>av)

19.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

19.1.1.1.95.1. &t A
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operator-sdk generate crds (&, map-of-slice Z#FFAI L TWEH A, BEITE 91 T2 ERAT 2HEN
HYET,

19.1.1.1.95.1.1. &

® object
19.1.1.1.96. .status.logStore

19.1.1.1.96.1. 5 FA

19.1.1.1.96.1.1. &

® object

FO/nRF 1 —

elasticsearchStatus array FF>av)

19.1.1.1.97. .status.logStore.elasticsearchStatus[]

19.1.1.1.97.1. 5t AR

19.1.1.1.97.1.1. &

® array

TONRT 1 —

cluster object FF>av)
clusterConditions object FF>av)
clusterHealth string #AF>av)
clusterName string #AF>av)
T704 4> b array FF>av)
nodeConditions object FF>av)
nodeCount int #AF>av)
pods object FF>av)
replicaSets array #AF>av)
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shardAllocationEnabled string AF>av)

statefulSets array FF>av)

19.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

19.1.1.1.98.1. 5% A

19.1.1.1.98.1.1. &

® object

activePrimaryShards int Elasticsearch 7 5 X4 —D7 7
FATRTSAT)—v—RD
"

activeShards int Elasticsearch 7 2 A4 —D7 Y

T4 TR v — ROH

initializingShards int Elasticsearch 7 5 24 —D##i1t
DY v — KO

numDataNodes int Elasticsearch 7 2 29 —D7—%
J—RO¥

numNodes int Elasticsearch 7 2 X% —MD ./ — K
D

pendingTasks int

relocatingShards int Elasticsearch 7 2 X 4 —DHBEE
v — RO

status string Elasticsearch 7 5 24 —DIRED
AT—8 2R

unassignedShards int Elasticsearch ¥ 5 24 —DXE| Y

LTy v— RO

19.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

19.1.1.1.99.1. 5% FA
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19.1.1.1.99.1.1. &

® object

19.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

19.1.1.1.100.1. 5% A

19.1.1.1.100.1.1. &

® array

19.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

19.1.1.1.101.1. 55 ER

19.1.1.1.101.1.1. &

® object

19.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

19.1.1.1.102.1. 5 ER

19.1.1.1.102.1.1. &

® object

19.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[]

19.1.1.1.103.1. 5t FA

19.1.1.1103.1.1. &

® array

19.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

19.1.1.1104.1. 5=BA

19.1.1.1.104.1.1. &

® array

19.1.1.1.105. .status.visualization

19.1.1.1.105.1. &t FA

19.1.1.1.105.1.1. B¢

FTIOFAPIVI77L VR
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® object

FO/n5 1 —

kibanaStatus array FF>av)

19.1.1.1.106. .status.visualization.kibanaStatus[]

19.1.1.1.106.1. it AR

19.1.1.1.106.1.1. &Y

® array

clusterCondition object FF>av)
deployment string AF>av)
pods string FFrav)yafarvR—xv

N D% Kibana Pod DX 7—% R
replicaSets array AF>av)

replicas int AF>av)

19.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition
19.1.1.1.107.1. 5t FA

19.1.1.1.107.1.1. &Y

® object
19.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets|[ ]
19.1.1.1.108.1. FitEA

19.1.1.1.108.1.1.

® array
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