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1.3.1. CVE

2023-39325

2023-44487

1.4. NETWORK OBSERVABILITY OPERATOR 1.4.1

Network Observability Operator 1.4.1 Tld, JRD7 KN4 H 1) —%ZFHATEZT,

2023:5974 Network Observability Operator 1.4.1

1.4.1.CVE

2023-44487

2023-39325

2023-29406

2023-29409

2023-39322

2023-39318

2023-39319

2023-39321

1.4.2. NJ{EIE

14121k, Ry b7 =2 70—F—4% Kafka ICEET 2 & X ICBAORBELGHY £ L1,
Kafka X v 2—Y F—HDEHEINLZO. BHEDOEBHTCIZI—AEELTWE L, IRE,
F—R@NR=FT1¥avJIERAIN LD, ALERIOOZETO—DPREL IOt Y H—IC
EEINFF., (NETOBSERV-926)

14T, AL/ —RETEFINTWVWSB PodBO70—%EZET S7=6HIC. Inner 5EAD 7 O—
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NEAINF L, Inner FED 70—k, 70—"5kE L TERI N5 Prometheus X
) O ATREEBRINGD > /cD, NM L —hERXTy ML= M EDMEEINTWEL
oo BIEIEREA M) 2T INner AED 7 0—"EFN, ELWASS NL—hERTy b
L— DRI N B LD ICAY F L7, (NETOBSERV-1344)

1.5.NETWORK OBSERVABILITY OPERATOR 1.4.0

Network Observability Operator 1.4.0 Tl&, JRO7 RNAH) —%ZFBETEXZXT,

® RHSA-2023:5379 Network Observability Operator 1.4.0

1.5.1. F ¥ RJIL DHIBR

BHTD Operator BHF = ZET 2ITIE. Fv¥ RIL%E v1.0x H5 stable ICEYIYEZ ZHELNHY F
T, v1.0.X F ¥ RILIGHIBRI N FE L7,

1.5.2. FTHEE B &K UBEBEYLAE

1.5.2.1. F 73 BEL R

Network Observability Operator M 1.4 1) ) — 2 Tl&, OpenShift Container Platform Web 3>V —JL
>4 > & Operator RENBE I N, FigENEMINTVWET,

Web 1Y —IILO#EEEHLER:

® QueryOptions IC. EELEZT7O0—%2RTT 2HNE DD %ERT 57<HD Duplicate flows
Fxv IRy DANEMINE L,

o EETISTavibLUEErST1voE, T One-way. T I Back-and-forth, Swap
DITANI—TIT4INIYVITTEDELIICRY F LT,

® Observe - Dashboards -» NetObserv. & & U' NetObserv / Health @ Network Observability
AN IZAGT Y aR—=RIEROLDICEBEINET,

o NetObserv v < 27R— KIZIE, /— R, namespace. BLUVT7—27O0— R &I, LI
DA~ EENTY b ZERTY MIRRINET, 70— F7EFIDFva
R— RO LHIBRINF L7,

o NetObserv/Health ¥ v ¥ 2 R— KIZIE, 70—DF—/"—~vy RLSHICE, /— K,
namespace, 7—JH—RZEDHRA7O—L— MRRINZET,

0 AVISAKNSIVFvY—ETTYT—2avdDA MY YU RIE namespace ET7—2O—R
DHEE21—TKRRINET,

ML, Network Observability X M) V2 & VA v I 74— ESRBLTLKEIW,
% T DH e AR

o FIRAERTERE. FREI N ConfigMap F7<Id Secret BRRICK L TE %4 % namespace %38
TEBATvavrEmInzxE L,

e spec.processor.clusterName /X5 X —& —pEIMI N/, VR —DEZFAT7O—
T—HILRTIINDEDICRYFELAE, ChiE JILFISRI—AVTFRANTRIEE
9, OpenShift Container Platform Z 9 235, BEIMICREIND LD ICEDTFIC
LFEY,
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#5123 NETWORK OBSERVABILITY OPERATOR Y Y —Z /J — k
M. Flow Collector Y > FJL1) Y —Z & Flow Collector APl ) 7 7 LV R BB LTLIEIW,

1.5.2.2. Loki % {# [ L % \L) Network Observability

Network Observability Operator &, Loki 7 L THHEBEL. AT 5L DICAY £ L7, Lokib'q v
ARM=ILINTUVWARWEEIX, 70—% KAFKA 723 IPFIXFERICT Y AR — b L. Network
Observability X MYV 24y 2 2 R—RICAANT B EDHAHABETT, FllE. Loki Z#EA LAV
Network Observability Z58 L T I,

1.5.2.3. DNS B

1.4 Tl&. Network Observability Operator I& eBPF kL —2RR4A ¥ k7 v 2 %{FH L TDNS EBii%zH
ML FT, Web 32V —ILD Network Traffic *— & Overview R—I T, Rxv NT7—2 DEE,
X)) T4 —DDOERE. DNSEBEO KNS TN a—F4 VI 5TRIAFET,

HHiZ. DNSEDEE 8LV DNSEDFER 2#28BLTLEIW,

1.5.2.4. SR-IOV O R— b

Single Root I/O Virtualization (SR-IOV) /X1 R &FRAL T, V5 RY—DH KT T4 vV EZINETE
BZEDICRYFLE, FMIE. SRIOVA VI —TTA AN T4 v IDEBRDHKE #BRBLTLLES
LY,

1.5.25.IPFIX T RAIR—F —DHR— K

eBPF Mt I Ny N7 —2 70—% IPFIX AL 24 —ICT OV RAR—NTEBEDICRY F LT,
HME, Bl y h7—270—FT—9DITIAR—KM BZBRBLTLLEIL,

15.2.6.5390x 7 —F TV F v —DHYR— k

Network Observability Operator ', §390x 7 —F 7V F+— L TEITTE B LI ICRY FE L7z, LIAET
I&. amd64. ppcbdle. F7-ld armb64 TEITINTWFE LT,

1.5.3. N JEE

e ZMNFET. Network Observability IC& > TIT Y ZR— kI N/ Prometheus X ) 7 R, &
BI5A8EEDH 23y NT—070—DLEEINTWE L, ZTORER. BETZY Y
< 2 7R— K (Observe — Dashboards) TL — MDA 2 ZICAZAIREMELHY F Lz,
L. Network TrafficEa—D4 v Y2 R—REIFEEZITTVWEFHEATLE, BER. X ~Y
DADEERICRY 7= 70—DT4W8 )V TINTEEIHRINZ D, FvPa
R—=—RIZELWKS 714y I L— b BRRINET, (NETOBSERV-1131)

e LIAI&. Network Observability Operator T—< = > k&, Multus F721& SR-IOV (77 #JL b
A DRy b7 —2 namespace) TRHREINTWBIFEE, XY NT—0A4A V9 —T (AR LD
NST714v0aF v TFv+—TEEEATLE, RER FETERIRTORY NT—7
namespace AR IN., 7O—DF v FF v+ —ILFERAIND/H, SRIOVD IS T1v I %
FrTFv—TEEY, NF71v7%IET 2HEIE. FlowCollector & & U
SRIOVnetwork 1 2% L)Y — X T L ZEIRERE Y X9, (NETOBSERV-1283)

o LIgJIE. Operators — Installed Operators 23R~ X 115 Network Observability Operator D&
#D FlowCollector Status 7 1 —JL KT, 7704 X~ bDRREICEAT 258> LBEBRAHRE X
nNaZerhYFELEL, AT—FRT 14 —ILRICIEK, BEINX Yy Y EBURRELE
TINBLDICAYE L, IRV NDEREIF., AXY MOBNIBICREINET,
(NETOBSERV-1224)
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Panik, Xy b7 =0 574 v 0 DEBEHIRETZE. BED eBPFPod OOMICEL - T
REHI#R T X . CrashLoopBackOff }RA&IC7xY & L7z, IR7EIZ. eBPFagent DX E')—7 v
N7 Y MBREINTD, Pod B OOM (T & > TH#HIFR T X T CrashLoopBackOff 1k
BICEBT D &3 RY £ Lk, (NETOBSERV-975)

LAEi&,. processor.metrics.tls »* PROVIDED ICERE I T W 3354, insecureSkipVerify 7
T a v DENEFIIC true ICEREINTWE LA, IRTEIE. insecureSkipVerify % true £

fold false ICERE L. BEICIGC T CAGAEZRMTET 2 LD ICARY F LA, (NETOBSERV-
1087)

1.5.4. R DREE

Network Observability Operator 1.2.0 1) ) — ZLABE Tld. Loki Operator 5.6 #fffH 9 % &,
Loki SEBAZ DZEFE A EHIHIIC flowlogs-pipeline Pod ICHE % RIF T 726, 70—7h Loki IZE
XAFENY, FOvTFINnFEd, COMBIRLIESKTH2EEHNIEBEINE T, Lokl
BEORITRIC—RNATO—T—YDEEIRELET., COMEIR. 20ULD/ — K%
NET 2 KRBERIETOAREELEXT, (NETOBSERV-980)

IR7E. spec.agent.ebpf.features I[C DNSTracking & ENTWBIHFE, DNS /Ny MHAKZ
W&, eBPFagent B"&#DY Ty /Xy 77— (SKB) 2 A Y R TDNSAY ¥ —%31RT ik
ENHYET, IhEHR—PMT3ICIE. eBPFagent DF L WAILN—FEHERET Z2HEN
HYFY, BE. COMBICHT SEERITHY A, (NETOBSERV-1304)

I37E. spec.agent.ebpf.features I[C DNSTracking & £ TW 535 E. DNSover TCP /X v
FERD & XIZ. eBPFagent ARHD SKB I A Y MHATDNSAY Y —%RTNELNHY F
¥, INEYR—FFT5IT1E. eBPFagent D LWL —BREZERTIHELNHY FT,
WRE. COMBEICRT 2EEEEHY FHA. (NETOBSERV-1245)

WRE. KAFKAT 704 XY N ETIVEFERAT 258, REOEBHIBREINTWDS EREEA
Ny M Kafka AV 22— —BTEET HAEELIHY. ZTORR. RFEDEBHIC—EMEDL
BLRY, R a—LTF—9DNFRERICRDAEEMEDNHY £9, £D7&H. deploymentModel
D KAFKA ICEREINTWRIHEIE. REDEMERET 2 I EIFHEINIHA,
(NETOBSERV-926)

IR7E. processor.metrics.server.tls.type »* PROVIDED (IFAZ A AT 5L D IREINT
W358, Operator DRENRREICARY, NT4+—TVRE) Y —RBEICHEES A DA
BEMAHY T, CORBEIERIND X TIE PROVIDEDSIFIZAFEAE T, KbV ICHE
EMINFBEE % FH L. processor.metrics.server.tls.type = AUTO ICERET 5 Z & H'HE
{AINFET, (NETOBSERV-1293

Network Observability Operator M 1.3.0 1) Y — ZLARE, Operator =4 VA b—JLF 5 &, EE
A—RITA Y IDRRINET, 2OIT>—DEHIE. Network Observability eBPF T —

Y x v NI, HashMap T— 7 2@ ZFRIEIVHTT X EY —HlNH 2 & TT,
Operator eBPF T—< =~ b & BPF_F_NO_PREALLOC 75 7 %% L. HashMap A* X E

) —Z KIBICHERA L TWBRICERZIY B THEMEIND L DICLET,

1.6. NETWORK OBSERVABILITY OPERATOR 1.3.0

Network Observability Operator 1.3.0 Tld, RO 7 KN4 H 1) —%ZFATEET,

RHSA-2023:3905 Network Observability Operator 1.3.0

1.6.1. F v RILDIEHE(
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#5123 NETWORK OBSERVABILITY OPERATOR Y Y —Z /J — k

S1% D Operator B AZET BITIE. Fv¥ RILE v1.0x H 5 stable ICHIYEBZ Z2ELHY £
T v1.0X F ¥ RIVIFFEHRER LAY, RDY ) —IXTHIBRINZFETT,

1.6.2. g & & O'HEREL R

1.6.2.1. Network Observability ICH 75X IV F TV —

o URAFLAEBEW, Loki KREINTWEIO—AOBELDI—HF—TILRFLEIN—T
TOECREHFASLCHIRTEF T, FFMlld. Network Observability ICH T 5 ILFT T~
v—ZBRLTLEIW,

1.622. 70—R—ADX MY O RF Yy aR—R

e ZMY')—RTIE., OpenShift Container Platform 7 2 X4 —HNDO Xy kT —2 7 0—DHE
ERERTDHLWY YV aR—RABIMINTWET, ML, Network Observability X k1
VA ZSZRLUTLEIW,

1.6.2.3. must-gather V — V2R LI NZ TV 2a—FTa VT

® Network Observability Operator ICE 9 2188 %, MZ TN a1 —FT 1 VI THERAT S must-
gather 7T—# ICEBMTE S LD IC7Y F L7, FFMIE. Network Observability ™ must-gather
HSRLTCEIY,

16.24. BHDT7—F TV F ¥ —IIRT 29 R— NEFHIA

e Network Observability Operator I&. amd64. ppc6dle. F7-(d arm64 7 —+F 7/ F+v—LT
EITTEDLDICY F L, LFTIE. amdéd ETOAEMEL X LT,

1.6.3. FFHELE DAL

1.6.3.1. FEHIEDERE/NT A —FH — DR E

Network Observability Operator 1.3 @ ') ') — X Tld. spec.Loki.authToken HOST 5% E A JEHESE (C 72 L)
F L7, Loki Operator 29 %54, FORWARD X EDAHAFERTE2HELNHYET,

1.6.4. NJ{BIE

e LIFNIE. Operator & CLIN S A Y X h—JLE N /B A, Cluster Monitoring Operator A¥ X k1)
9 A %A B 2HITNER Role & RoleBinding AR EHYICA VA R—ILINFHAT
L7, ZORREIX. Operator X Web IV —Ibh b4 YA M—ILINAEBEICEERELETE
ATL, BEK. EBE5DAHET Operator 54 VA M—J)LLTH., HE%X Role &
RoleBinding ' 1 Y X h—JLE N ¥, (NETOBSERV-1003)

o N—I 312 LUK, Network Observability Operator (£, 7 O—DIETRBENKE L LGS
IKT7S—MEERTEET, LA, NTDED, 75— MNE2ENICTELODEERETH
% spec.processor.metrics.disableAlerts B HifF EH Y ICEIMEE T, SIRDDRWIHEDLHY £
L7z BRE. COREIFEEIN, 75— MEEMITETDLIICRY F LT
(NETOBSERV-976)

o LIAETIE. Network Observability @ spec.loki.authToken A* DISABLED ICE8EEI N T W\ 535
A. kubeadmin 7 S 24 —EEBEDHHI XY N7 —IT70O0—%52RRTEFE L, tDYA 7D
PSR —EBEFHFRIIZ—%2ZITRMYELEL, INT, V7R —EEBEZIHETERY b
J—JJ70—%KRRCTEBLDICAY F L7, (NETOBSERV-972)
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o LgilE. NI HRETI—H—IL spec.consolePlugin.portNaming.enable % false |IZZ8E T
TEHATLEL, BAER. Ihxfalse (CRETDE. R— IO —EXANDOEZRIER%Z &
WMICTEFEY, (NETOBSERV-971)

o LIFIE., REAEE->TW kD, AVY—ITSTA VI RETE AN I R, Cluster
Monitoring Operator (Prometheus) IC& > TIREINFHATLR, BEFEEMEEI N,
AVY—=IWTST14 XA M) ZHELCIREI N, OpenShift Container Platform Web 3~
VDS T I EATES LS ICHRY £ L, (NETOBSERV-765)

e LIgil%. FlowCollector T processor.metrics.tls #* AUTO ICERE I N TW 51545, flowlogs-
pipeline servicemonitor (&E L7 TLS A F—ALZFFAIET., X M)V ZAIEWeb VY —ILIC
RRIINFEATLE, TOMEIFXAUTO E—RTEBIEINZE Lz, (NETOBSERV-1070)

e LIETIE. Kafka % Loki ICERAINS & D AREIAZFERE TIE. namespace 714 —JIL RZIEETE
9. Network Observability &7 704 TN TWB D & E LU namespace ICEEBAENEFEET D
ERHY F L, I5IT. TLS/mTLS T Kafka 2#ER Y 3B 4&. 11— —I3 eBPF agent Pod
AT 704 INTWBHEMERE namespace ICFERAE A FEHTIOE— L., JFEOPO—T—> 3
VETOGBEREICFHTIAREOENZEET HIHENHY £ L7, IHWTEIE. FlowCollector
1)V — ZIZEEBAZE D namespace 7 4 —JV R %IBINY % Z & T. Network Observability Dt v
7y THBERIEINTVWET, TR, 21 —H —I& Network Observability namespace IZ
ERAEAFETOAE—F 5 Z & A<, Loki £7 I Kafka % BID namespace IZ4 Y A h—JLT
X2L0ICRYFE L, TOIAZRERINMTVWSLD, REISCTIE—IFEENICE
$FrE¥hxd, (NETOBSERV-773)

e LIEIIL, SCTP, ICMPv4, &L UICMPv6 7O k JJLI& Network Observability T—Y = > k
DANL Yy JIZEEFNTWARN D, Xy NT7—070—-DANL Yy EHFEY SFENT
EHYFEFHATLE, Thoo7OMNINEFERTZIET, 7Z0—ANLYyIHALTE T
ENHEEINTWEY, (NETOBSERV-934)

1.6.5. R D fERE

e FlowCollector T processor.metrics.tls * PROVIDED IR EI N TLW 554, flowlogs-
pipelineservicemonitor (3 TLS R ¥ —AITERAIN FH A, (NETOBSERV-1087)

® Network Observability Operator1.2.0 ') ') — X LABETIL, Loki Operator5.6 A9 % &.
Loki SEBAZ DZEFE A EHIHIIC flowlogs-pipeline Pod ICHE % RIF T 726, 70—7h Loki ICE
XAFENY, FOvTFINnEd, COMBIRLIESKTH2EEHNIEBEINE T, Lokl
BEDORITHRIC—IMRT7O0—T— Y DIBRENIRELFT., COMEIFR. 20U0LD/—F%
NET2ARERETOHAREEL £J, (NETOBSERV-980)

e Operator DA YA M—JLEFIZ, BEDH—RILTA YV MDBPRFIINDGENHYET, ZOT
S5 —DEMHIE. Network Observability eBPF T— = > M Z, HashMap & — 7L &tk & EETE)
YLBTTEAEY —HHLHSIETY, OperatoreBPF T—2 v M
BPF_F_NO_PREALLOC 75 7 %#3&% L. HashMap A" X E ) —%& KIEIC{ERA L TW 2EEICH
AIEY B TAEIMEINZLDICLET,
1.7. NETWORK OBSERVABILITY OPERATOR 1.2.0
Network Observability Operator 1.2.0 Tl&., JRD7 RNA H ) —ZFAHETE T,

® RHSA-2023:1817 Network Observability Operator 1.2.0

171 ROBF D#E(H

4 YR KN—=)LE N7 Operator DY TRV Y T 3 iE, Operator DEHFH % BHS L VZIETZ2EH
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#5123 NETWORK OBSERVABILITY OPERATOR Y Y —Z /J — k

F v RIEEELET, Network Observability Operator @ 12 1) ) — X £ TlE., FIETEEATF ¥ RILIL
v1.0.x 7217 T L7z, Network Observability Operator @ 1.2 ) ) —X Tl&, BFHDBIHE L UZERIC
stable BHF v+ RILDABAINF L, $%D Operator BFIAZET HITIE. Fv¥ RIL%E v10xX D5
stable ICYIU B X Z2MEAHY £, v1.0.x Fv RILIEFEHEELRY, RDY) ) —XTHIBRINEFE
T9,

1.7.2. FitkBe & £ UHkBELER

1.7.2.1. TrafficFlows E2—DEZA NS5 A

o REFMARTIO—DERARNITTLN=TSTHRRFTDLIIGEBIRTISZLDIIAYELA, E
ANTSLEFERTDE, Lokiv T —4IRICET 22 &AL 7O0—BREEZARILTEE T,
HME, EXANTSLDER ZSRLTLEIL,

1.7.2.2. REEDIBHR

e OJHATToA—%VIT)—TEBLHIIRYF LA, THhIZLY, ALREICEEFNS
XYy RND—70—%5T)—FITEBLIICHY F L, FHlIE. 25F0FEH 28BLTL
IV,

1.7.2.3. Network Observability DNV A7 5 — b

® Network Observability Operator (&, & ZAAKETDI 5 —ARE T flowlogs-pipeline A* 7
O—% ROy 79258, £/ld LokiBWiAH L — MEIRRICEL2BE. BEI7 5 — M &K
TBHLOICRY F L, FMIE. BE2MY Yy a2R—KESRLTEIL,

1.7.3. NJ{BIE

o ZNFETIL FlowCollector ff#k® namespace DE%ZZXE Y 5 &, LIAID namespace TEIT
I N T3 eBPF agent Pod DEHIICHIRI NEFEATLZ, Sid. LLEID namespace TE1T
INTW3B Pod HEUICHIBRINZ LS ICAY F L7k, (NETOBSERV-774)

e ZNFETIE. FlowCollector L%k (Loki 2o < 3 7% &) @ caCert.name [EZZEFE L TH.
FlowLogs-Pipeline Pod & & T Console 75 71 ~ Pod "BEEFH I MR\, REDEEN
REINFHFATLE, S, Pod BEBMIND O, BREOEENMBEAIND LD ICRY
F L7, (NETOBSERV-772)

o ZhFTIE ERZ/—KRTEITINTVWE PodBDRY hD—2 70—k, BAZxv b
D=4V —TIARATHF Y TFr—INddH, EEFPELLRFBINBRVNI ELHY X
Lice TORER, AVY—ILTSTAVIZRRINDA N VZADBRICEBE O TWEL
feo BWEW, 7O0—DERELTELLERNIN, AVY—ITSTAVTERRBRANI IR
HARIINZE T, (NETOBSERV-755)

o AVY—INTSTAYDLR=S—FTavig, EET/ —FEFREE/ —FOVWThh

DEAISICEOWT 7042749 ) VT $5-OIERINET, LRI, COF T3
I/ —RFOBEARICEARARC 70—%ZEALTWE LA, Zhid, Xy bo7—2270-—7H

J—RLUANJLTIngress £/ld Egress & LTER> THREINB I ENFERATLE, INT,
XY M7= 70—-FADLR—MPELLARYELL, LR—4F—FT>avig HEES
Y, V—REBRFLIEBERURE T 1LY —LFT, (NETOBSERV-696)

o LIFiIE, 70O—% gRPC+protobuf Y 7 TRAME LTCTO Y H—ICEFEEETILDICERES
NI—YzzY bDBE. EFEINLRAMO—-—RPAKRESTE2REELIHY. 7Oy H—0D
GRPC H—N—|l&>THEEINFLE, Thid, FEICEEFDIFTYAT, IT—2 Vb
D—EHDHRETDARELFE LI, TV ME RDEIBRIS—AvE—V%0O7ICE
LELI grpemax FYRKEWA Yy E—JEZFELIELEL, TOHER. ThoD70—ICE
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THEWMMERLE L, IRE. gRPCRAO—RiF, YA XD LEWVMEZBADE., WD

DDAYE—IJICREINFET, TOHBR, —"— (3 EHmz#FLE T, (NETOBSERV-
617)

1.7.4. BE s D&

® | oki Operator 5.6 % {# 9 % Network Observability Operator M 1.2.0 ) |) — X Tl&, Loki sEBA
EDRBITNERMIC flowlogs-pipeline Pod ICHEZ RIF L. TO/RER. Loki ICEZIAFZFN S
70-7TlEAR< 70ROy FINFET, COBBEELIESTHEHBMITEBEINET
B, KR E LT Loki SEFAZEDRITHIC—BRNAR7O—FT— 9 DEEIEELZE T,
(NETOBSERV-980)

175 ERFEMEOEE SR

o LIENiE. X% L namespace Z{E L T Network Observability Operator #4 ¥ A h—)LTZ
FLl7k, TDY'Y—RTIL ClusterServiceVersion #Z & ¢ % conversion webhook 7' E A
INTVWET, TOEBICLY., FERATEERTRTD namespace ) A I hia<ay xL
fco X BHIT, Operator X M) 7 ZURNE%#HBRIZT 5 1TIE,. openshift-operators namespace 7
E. b Operator & HBF XN % namespace IFFEATETEHA, T I T, Operator &
openshift-netobserv-operator namespace ICA{ Y A K—IL T 2UENHY FT, LEICHARY
I» namespace % {#f L T Network Observability Operator 4 ~ 2 h—JL L 235HE. FrLW
Operator N\—Y a3 VICHEMICT v 7L — RT3 EIETEEHA, LEIICARY A
namespace & L T Operator 4 Y A h—JL L23FEIE. 1~ X =)L I N/ Operator D
4 V2% X%HI L. openshift-netobserv-operator namespace |Z Operator Z#FB 1 ~ R
=T 2RELNHY T, —MRBICHER I3 netobserv namespace IR ED AR 4 L
namespace |&. FlowCollector. Loki. Kafka, 8L UVZDMD TS 74 v THEBIEHEEERT
XL EIEFRTDIENEETY, (NETOBSERV-907)(NETOBSERV-956)

1.8. NETWORK OBSERVABILITY OPERATOR 1.1.0
Network Observability Operator 11.0 ICDWTIE, JROT7 KN4 H Y —%FETEF T,
® RHSA-2023:0786 Network Observability Operator E¥ 2 1) 74 7 R/NA H 1) —DEH

Network Observability Operator IFIRERELTH Y., Y —ZXAF v+ U RILIEVIA0ICTY FIL—R
IhTVWET,

1.8.1. N TEE

o LI, Loki @ authToken 5%E A FORWARD £— RICEREINTWAWERY ., FREEAEAI
19, OpenShift Container Platform ¥ 5 X # —I® OpenShift Container Platform 3>V —
WICEHRTESZIARTOI—HY—ARAAALT7O0—ZRFTEH L, WEIF. LokiD
authToken €— FICBfRAC, VSR —BEEDOAD7A—ZRIFTEET,
(BZ#2169468)


https://issues.redhat.com/browse/NETOBSERV-617
https://issues.redhat.com/browse/NETOBSERV-980
https://issues.redhat.com/browse/NETOBSERV-907
https://https//issues.redhat.com/browse/NETOBSERV-956
https://access.redhat.com/errata/RHSA-2023:0786
https://bugzilla.redhat.com/show_bug.cgi?id=2169468
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Red Hat |&. OpenShift Container Platform 7 2 X9 —Dxy NT—9 K574 v IV ZEHT 2
Network Observability Operator &7 5 X4 —EEEICIRH# L £, Network Observability Operator
iE. eBPF 72/ 0V —%FRAL TRy h7—270—%EHRLET, TDHE, *y hT7—o70—F
OpenShift Container Platform DR TI V) v FINET, xv hT7—270—I(&. Prometheus %
R)ORELT, FE LokidOJELTHATEEY, RESNEZRY M7= 70— BER%
OpenShift Container Platform 3>V —IL TRARB LML T, ILAZFERENT TV 2 —FT«
VIERFTIIENTEET,

2.1. NETWORK OBSERVABILITY OPERATOR O # 7% 3 » O&kEFRE{%

® [ oki Operator: Loki l&, INEINATRTOI7O—%2HAKDFEMETHRETIDOILFERTES
Ny P ITY RTY, Loki ZfEFAH T IC Network Observability ZfH¥T2 &£ BIRTEET
BN ZDFEIF) VIEDODEI Y aVTHAINTLWIW DONDRIEEERT 2UENHY
F9, LokizM YA M=)V BHEIE. RedHat Y R— b % Loki Operator 2 fFHT 2 &
EEEELIET,

® AMQ Streams Operator: Kafka l&, K& ELRT 7O4 X > K@EIFIZ OpenShift Container
Platform 7 2 A4 —ICAT—ZE) T4, B, aTAMZRMHL T, Katka ZFERAT S
Z & &EIRT 315 E1E. Red Hat BAH7R— b9 % AMQ Streams Operator 29 2 Z & A
BINET,

2.2. NETWORK OBSERVABILITY OPERATOR

Network Observability Operator I& Flow Collector APl AR & L) Y —AEZEREL F I, Flow
Collector 41 Y RH Y RlE, 7y b7 —0 70— IREDEREEAREILT DV TR —RA—TD) Y —
AT, FlowCollector 1 YVRH YV RI&, EZH YV INRATSA4 2V %FHRT % Pod e —ERETS
A4 LET, EZVYVITRATSA VTR, *y M7= 70— IREI N, Loki~DREF I
Prometheus X k1) 7 ZDAERAIIC, Kubernetes X4 F—4TIT V) wFENZET, daemonset + 7
VIV RMELTTTOMINBE eBPFI—Y VM, Ry hT—270—%HLZET,

2.3. OPENSHIFT CONTAINER PLATFORM OV YV —I)LkE&

OpenShift Container Platform 3> YV —L#E&d. &, bROY—Ea1— 8LV NZ 71957
O—7—7IERHELET,

2.3.1. Network Observability X N J 7 Z2D¥ v ¥ aR— K

OpenShift Container Platform 3> Y —JL @ Overview ¥ 7 Cld, V75 R4—LDxy hT—U 5
74w 70-DEHNINELENRAN) I RERRTEZET, V—r. /— R, namespace. FiF
#H. Pod. Y—ERZTEICBERERTTEET, 7AW —ERRA T2 avitdyY, A MY IRES
S5ICYALZENTEEY, FMIE. Overview Ea—ND56DFRY NT—U ST 14 v VDER 55
BLTLEIW,

Observe - Dashboards M Netobserv ¥ v & 2 78— K|ZIE, OpenShift Container Platform 7 5 X
Y—HOXRY 7= 70—DEZHAMENKRTIINE T, Netobserv/Health ¥y > 127 R— KiZ,

Operator DEEMICEAT 2 A M) VR ZRMH L F9, #FHIE. Network Observability X k) 7 2 &
VU REBEMERORT 2SR LTLLEI W,

2.3.2. Network Observability h7/ROY—E 21—

OpenShift Container Platform > Y —JLi&, Xy N7 =0 J0—& NS T4 v IE%RTZ 714 AIVIC
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RRY % Topology ¥ 7&RHLF T, MROY—E21—I&, OpenShift Container Platform I R—
XYINBDORNS 7490 %Xy NT—0TS57ELTRLET, 7149 —cRRA TP avaEFERL
T, V5 75BYALZENTEES, Y=Y, /— K. namespace. FiE#&. Pod. H—EXDIER
7OV ERATEZEY,

233. 8774w 70—FT—T

NS74wvo70—F—TIEa—IF, £O70—, ENINTVWRWVWI (LI YV TF T ar, &
SUREARERIIDE 2 —%R# L £9, OpenShift Container Platform >V —JLiE, ®vy kT —2
7O0—D7F—89ERNS T4 v IEARRTIT S Trafficflows ¥ 7B L £ 9,

2.4. NETWORK OBSERVABILITY CLI

Network Observability CLI (oc netobserv) Z {9 % &. Network Observability ICBd 5 %Y b7 —
POBBERRICTNY ITBLUONT TV a—FT14 T TEET, Network Observability CLI (&,
eBPF T—Y Y haRALTRELET 92 —RHNRIL VY —PodICAN)—3IvJF270—
BELCRTy MY —ILTY, F+ TF v —FICKGENRRA M —JEBEHY A, EITE.
HARO—ALT I VIEEINE T, TD7®H. Network Observability Operator %41 ~ X b—JL L
BLTH, Ny hET7O—T—9%2FTIERL T4 TTRETEZET,
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53% NETWORK OBSERVABILITY OPERATOR D1 Y X h—)b

Network Observability Operator ZfEFA 9 515G, BIiRFMHE LT Loki DA Y A M—IL DRI N F
9, Loki ZfEAHE 9 IC Network Observability T2 I & EHEBIRTEEITHN,. TDFHFIEY VoL
RIRDE IS a Y THIBINTWEIW DI DEIREZERT 2UENHY T,

Loki Operator (&, RIVFTF U —ERAERET IS — MM % Loki EMELT, T—9 70—
AML—Y%RBFLET, LokiStack )V —RE, RT—Z 7 TRUBAMO~XILFTF+r hOJTEYN
VAT LTH S Loki &, OpenShift Container Platform E35E %= X 7= Web 7O+ —%2EE L &

¥, LokiStack 7’0 F > —I&. OpenShift Container Platform 835f = FHA L CYILF T+ V¥ —%EH
L. Loki BT R RTTDT—9DREFEA VT Y IV AEREBHICLET,

X5

Loki Operator &, LokiStack A7 2 K 7 DEREICEFEEATE EJ, Network
Observability Operator (CI&, OF ¥ 7 &R DEED LokiStack AMWETY,

3.1.LOKI %= f#F L 72 L NETWORK OBSERVABILITY

Loki DA~ A h—I)LF|IEAEETHE T, EHE [Network Observability Operator D1 ~ X b —JL] %E4T
9% & T, LokiZ L T Network Observability #ATE%£d, 70— % Kafka A2 a—v—Fk
FIPFIXAL I8 —DHICTI RAR—MT2HE. FLEI Y 2R—RAN) I ROHVERIGZE
&, LokiZA YR M—ILL7Y, Loki DR RNL—VARBELEYTIHEIFIHY A, ROK
&, LokiZFRALBEEFERLRVEEDOFN ARREARKEZ LR L TWET,

F3.1Loki Z{EA Li5E A L 2\W5E O AR B HEEE D LB

Loki #fff 9 3155 Loki Z#fff L W&

I AR—4— v v
INFTFII— v X
SRAET AN Y T EERH v X
gell

BANBRTANI)VVTEEEHE VvV v
Bel2]

TJO0—R—ZADA MYV IREY Y v v
aik—K

Traffic flows £ 1 —DO#FEB] v v
Traffic flows Ea—57—7JL v X
Topology Ea1— v v
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/logging/#cluster-logging-loki
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Loki #{fHY 2355 Loki [ L 2WigS
OpenShift Container Platform v v
a2V —IL®D Network Traffic ¥
TOHE

. Pod &4 &,
2. 7—70— RZ/lE namespace TE& R E,

3. 4y b ROy TOKEHERIE Loki TOHFAAEETT,

BEER

o BbkINAERYy hD—o70—-—FT—49DITYRAKR—}I

3.2. LOKIOPERATOR D1 VA b—)b

Network Observability THHR— k T TL % Loki Operator M/X— 3 V&, Loki Operator /3 —2/ 3
V57L& TS, IhHD/N—2 3 Tld. openshift-network 77> FEEE— RAFERAL T
LokiStack 1 ~ 2% V A& {ER T HLEEN IR I N TH Y. Network Observability ICX 3 2552 ICEE)
EINI SR —ARAES L UVRADPYR—FINTWVWET, Lokiza YA M—=ILTBITIEVL DD
DHELHY ET, TDIBED1DH, OpenShift Container Platform Web 3> Y —JL M Operator Hub
ZHEATZHETT,

AR

o WO Y A K7 (AWS S3. Google Cloud Storage. Azure. Swift, Minio, OpenShift Data
Foundation)

® OpenShift Container Platform 4.10 LA £

e Linux 1—=RJL 418 LA

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

2. {EHTAIBEAR Operator M) X b A5 Loki Operator #3&R L. Install 22 1) v 2 LE T,

3. Installation Mode T. All namespaces on the clusterzZERL 7,

1. Loki Operator B’ Y A h—ILINTWB Z & =R L £, Operators— Installed Operators
R—=IIZT7 VXL T, LokiOperator Z#E L £,

2. LokiOperator g RTDTFOY 49 bT Succeeded M Status TY A MINTWB Z &%
mLET,
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https://catalog.redhat.com/software/containers/openshift-logging/loki-rhel8-operator/622b46bcae289285d6fcda39
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E:2

LokiZ77 VA4 YA M—=ILT BITIE. LokiDA YA M—JLICERLEAEICHIET STV
AVAM=TOEZ2%ESR L T LIV, ClusterRole & ClusterRoleBindings. =
TV MZARTICEIMINTT—4%. BLUVHIRT 2BEDH BKEEA) 2 —LH
BoTWBHBEMLHY X,

321LLoki A NL—Y DY —9 Ly NDIERK

Loki Operator I£. AWS S3. Google Cloud Storage. Azure. Swift, Minio. OpenShift Data
Foundation 2 &, WL 2ADAJRA ML= F T avaHR—MLTVWET, ROBIEZ. AWSS3 R
MNL—2DY—0 Ly baERT 2AEF2R"LTVWEY, ZOBITERINILZL—2 L v b loki-s3

&, TLokiStack YV —ZXDEM] TSRINTWEY, TOY—IL vy M. Web IV —ILFERIF
CLI TR TEE Y,

1. Web 3>V —JL%ERL T, Project > All Projects KO 74 > IC#%&) L. Create Project
EEIRLET, 7OV Y M netobserv & WD &RT% 13T, Create 22 ) v 2 LET,

2. BLEBICHZAVER— 742 +IIBELET, YAML 7 74 )LEITT 49 —ICR—Z ML
i’a—o

UTFIE. SSAML—=YDY—0 Ly NYAML 7 714 ILDFITT,

apiVersion: vi
kind: Secret
metadata:
name: loki-s3
namespace: netobserv ﬂ
stringData:
access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
access_key_secret:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

@ COFFIXVMRBBMIMTLEA YR P—PITE, TRTOAVR-—XY FTRAL
namespace T# % netobserv #fEA L TWEd, #F>av T, ERZIVE—XV b
THE7 % namespace #FHTEZ 7,

B®EE
o VU— YLy NEEKRTDE, Web O Y —)LD Workloads - Secrets D FIC—ERRINE
_a—o
BTG IR

® Flow CollectorAPI Y 7 7L VA
® Flow Collector D> L)Y —2R

o loki#7YVzHIVMNAML—Y

3.2.2. LokiStack H R % L)Y — XA DYERK
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/logging/#logging-loki-storage_installing-log-storage
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Web 3> Y —JL £ 7| OpenShift CLI (oc) % L T namespace 7= idFrL W7 OV =¥ b & ERK
L. LokiStack # 24 A Y —2Z (CR) &7 FOA TXZ7,

FIR

1. Operators - Installed Operators IC#&J L. Project KO v 74 > H 5 All projects % KR
LE9.

2. Loki Operator ##£ L £ 9, F##l®D Provided APIs T, LokiStack ZiEiRL 7,

3. Create LokiStack% 7 ') v o LZE 9,

4. Form View £71& YAML view TRD 7 4 —JL RBHEEINTWB & &AL E T,

2]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: loki

namespace: netobserv ﬂ
spec:

size: 1x.small 9

storage:

schemas:
- version: vi2

effectiveDate: '2022-06-01"
secret:

name: loki-s3

type: s3

storageClassName: gp3 6
tenants:

mode: openshift-network

CDORFAAYVMIBEHINTWSEA VA M—ILBITIK, TRTOIVR—RVFTRHL
namespace T# % netobserv Z AL TWEd, HEIZIGE LT, BID namespace % {FH
TEZEY,

F7OA4 XY A XEIBELET, Loki Operator 5.8 LUIED/N— 3 » Tld, Loki DX
BEAVAYVRATHR—KMNINhTWBH A X4 7Y 3 vid 1x.extra-small. 1x.small,
F 7= 1% 1x.medium T,

2
T7OMAY M A XD IXDBIIIEETEEE A,

ReadWriteOnce 77 EAE— RDI S AY —CTHERAATRERRANL—Y IS REEFHL
9., ocgetstorageclasses #{FALT. V5 RY—THHETEZZLDEZHWERTEZE
_a—o

BR
AJE&ICHER LD ER U LokiStack CR =BFA L AW TC LI L,

5 Create=7 )y LZX9,
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3.2.3. cluster-admin 1—%—O—JLOFHIR T IL— T DVEK

2

cluster-admin 1 —4#—& L THEHD namespace D7 ) r—o a3 vy T —¢
&, VS5ARAY—HNDTRTD namespace DXFEHDEETH 5120 ##B 4. Parse
error: input size too long (XXXX > 5120) T —A"F 4 L £ 9, LokiStack DO I AD7
7R 7% L YUBEYICHIET B IIE. cluster-admin 1 —4'—% cluster-admin 7 )L — 7
DAV IN—IZLE T, cluster-admin 7 )L—THEELABWVGEIX. R L TRER
aA—H—%EBMLET,

ROFIEAFERE L T, cluster-admin #REDH 21— —HHIC, FILWITIL—TEEKRLF T,

FIa
L UTOATY REAALTHRINVN—TEERLET,

I $ oc adm groups new cluster-admin

2. UTFDoav Yy RERTLT, BERI—F—% cluster-admin 7 )L—7IZBML 7,
I $ oc adm groups add-users cluster-admin <username>

3. LTFoav Y K&EETLT cluster-admin 1—H#—0O—)L % J)L—FITEBML £ 9,

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

324 WAV LBEEBEITIN—TDT7 VA

ZHOA—F—DLERIEREVEE TI2ARET 04 X2 MDIFEIE. adminGroup 7 1 —JL K %&
FRALTHRY LTI —T%ERTE Y, LokiStack CR @ adminGroups 7 1 —)L KTREI i
TI—TDAVN—THZD1—H—F, BEHEEAHLINET, cluster-logging-application-view
O—LEEYETOLNTWEREBEEI—H—(IE. TXTD namespace DITRTOF7 T r—avn
JICTOVERATEZEY,

LokiStack CR M3l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-network ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group 6

Q HARY LEBETIN—TE. COE—RTOMMEATEET,
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© 0T I AREEOYRMENEANT L, EREIL—THEYIARY ET,

9 T 74 hDJIL—T (system:cluster-admins. cluster-admin, dedicated-admin) %4 —/\—
4 RKLET,

3.25.LokiT7OM XY hDY A X

Loki DY A X1 1x.<size> D RICHEWVE T, CDHBED IXIZA VRV ADE %, <size> (FMEE%E
BELEY,

BE
FTOAXY ML XD IXDEIITETT I A,

xK3.2LokiDHy 14 X

1x.demo 1x.extra-small x.small Ix.medium

F— gk FEFADOH 100 GB/H 500 GB/H 2TB/H
1BHEYDI T FEFADH 200 I YBTI- 200 I UMT25- 2003 YMT25-
1) —3( (QPS) 25 QPS 50 QPS 75 QPS
LFYsr—vay KL 2 2 2

fRE

A3 CPUER AL %48 CPU 14 {& %48 CPU 34 & %48 CPU 54 {&
AAEY—TR AL 31Gi 67 Gi 139 Gi
BEFARVER 406G 430 Gi 430 Gi 590 Gi

3.2.6. LokiStack DEX WA HFIR ENIVR T 5 — b

LokiStack 1 Y R4 Y RITIE, BEINLHYA XITIGLET 74 MEENMIBLTVWET, BYAHA
PO —DHIREE, CNODRED—HE LEEXTZIENTEET, IVY—ILTS T4 VEE
I flowlogs-pipeline O 7'IC Loki TS5 —ARRINDIFEK. ThOEEHRTHIEAMELES, &
NODEIRICET D&, Web AV Y —ILOBEEFT7S— N TRMINET,

REINLHRDOF ZRICRLES,

spec:
limits:
global:

ingestion:
ingestionBurstSize: 40
ingestionRate: 20
maxGlobalStreamsPerTenant: 25000

queries:
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maxChunksPerQuery: 2000000
maxEntriesLimitPerQuery: 10000
maxQuerySeries: 3000

INSDBEDFMIL. LokiStack API ) 7 7L YR ASZBLTLLEIL,

3.2.7. Network Observability TOYILFFF+ > —DE ML

Network Observability Operator DY IV F T+ —Il& Y, Loki ICRFEINTWVWEZ 7O0—ADI1—
=T O RELBIN—T7 I ZAMERNICEHTS L VRIRINEY, TOP ) NEBEDT V&
AHEPITHE>TWET, —EZD namespace NDT7 IV EZAHLFHIRINTWEZ OV =7 NEBEIL,
TN 5D namespace D7 O—DHICT IV EZATEET,

([} =355
® | okiOperator/N\—2 3 57 IFE%EA VA M—=ILLTW3,

e JOvz/NEEBELLTAVIVYLTWS,

FIa
L ROATY RZETLT, userl ICHEAMYERZNE LT,

I $ oc adm policy add-cluster-role-to-user netobserv-reader user1

WHE. T—YEFFTI N2 — — namespace DAHICHIBRINTWET, L& 2L, BE—0D
namespace IC7 7 ZRXATE321—H—I&. D namespace RED 70— RT&, D
namespace NOHAY T Z70—42KRRTEXEYT, 7OV NEEEIE. OpenShift
Container Platform 3> Y —JL® Administrator /\— 2RV 7 1 FIZTF7 7 A LT, Network
Flows Traffic R=JIC7 IV E2ZATEE T,

3.3. NETWORK OBSERVABILITY OPERATOR O 1 ~ X h—Jb

OpenShift Container Platform Web > ¥ —JL Operator Hub % {8 L T Network Observability
Operator 24 Y A h—JLTE XY, Operator 24 XA h—JLF % &, FlowCollector 1X 4 L)Y —
AEH (CRD) MRt XN F 9, FlowCollector Z/EpKd % & XIZ, Web AV Y — L THERZRETE
x7,

E:2

Operator DERED A E) —HEEIX. /SR —DH A X704 3Ini)VY—RD
BICE>TEARYET, THIZIEL T, AT —HEEZ AT IMNENHIHENH
YEY, FMiE. [FlowCollector SREICEAT2EEREREIE] €73 VD

[Network Observability A~ hO—5—YR—Y v —Pod DA EY) —HDFRT 2] =25
BLTLEIW,

Gl s
o |oki®ERHT %5EIE. LokiOperator N\—2 a3 V57L& 4V ARM—=ILLTW3,
o cluster-admin R = HKH> TWBRENHY X T,

o HR—FMINTWBT7—FF7UFv+—TdHhs amd64. ppcédle, arm64. s390x DL\ hhH,
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® Red Hat Enterprise Linux (RHEL) 9 THR— M X 2FE®D CPU,

® OVN-Kubernetes £7zI& OpenShift SODN A X A Y xy NI =9 TS5 74V LTHREL. BE
IS C T Multus BEUSR-IOV 2R LAV —A V5 —T 24 R &FALTWS,

E5C

TSI, ZDA VA M=ILBEITIE. §RTOAVR—%> M THEAINS netobserv
namespace ZfERA L &9, HEICH LU T, BID namespace ZFHATEZ 7,

Fa

1. OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v 7 L
7,

2. OperatorHub T{#E 8% Operator DY) X k5 Network Observability Operator % iR
L. Install 22 ) v 7 LZET,

3. Enable Operator recommended cluster monitoring on this Namespace ¥ = v 7Ry ¥ X %
BRLET,

4. Operators - Installed Operators IC# &) L £ 3, Network Observability @ Provided APIs

T. FlowCollector ) V7 %#2IRLZ T,

5. Flow Collector ¥ 7IC#&)1L. Create FlowCollector22 ') w27 LE¥d, 74#—LE1—TXRK
DEREITVET,

a. spec.agent.ebpf.Sampling: 7O0—DH > 7YV 44 X&BELET, YTV IH4
AWMPNIWNFE, VY —REARAOHFENKRECARY T, FMIE.  [FlowCollector
APl 7 7L VR ] M spec.agent.ebpf SR L TSI,

b. Loki Z#FRA L TW3I5aIE. ROLAKEREL Y,

i. spec.lokimode: Tt % LokiStack E— NIZEEET 5 &. URL., TLS, /5 R4¥—0O—
e V3R —0O—IbA VT4 VT, LU authToken [ELNBEEIMICEREI N
¥, £lE, Manual E— NE2ERATZ2E, ThOoDEREEZLYFMICHETEET,

ii. spec.loki.lokistack.name: Z 11l LokiStack ') YV —ZDEZHEICERELEFT., TDOKRF2
AV MNTIE, loki ZfFRAL X,

c. 77V a v FRLTVWARENKRELIGEIX, OEMERT—ZE) T4 =50 AE
TT—4 %%k 9 5701, Kafka Z{FH L T FlowCollector #:XET 5 Z & AMRETL T
72X\, [FlowCollector % EICEATH2EEREREIH] />3 >d [Katka A ML —
T HEFA L7 Flow Collector )Y —RADEEBE] #SBLTLEI,

d. 7 3 >:RD FlowCollector {ERRFIBICED RIIC, thDA T avaZRELET, L&
ZIE, Loki 2R LAWVWI E5ER LBEIE. Kafka £ IPFIXAD7O0—DI Y R
R—KNEFRETEET, [FlowCollector XEICEATZ2EEREESEIE] £/ avo A
ftxhicxy =20 70—F—4%% Katka BE W IPFIXICZVRR—bT 3] BEES
BLTLLEIWY,

6. Create 27 1)wv o LZET,
FREE
NI LT & %R T BICIE. Observe ICHENT % &, 7+ 7 3 »IC Network Traffic KRR E
hi’a—o
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OpenShift Container Platform 2 S R4 —RIC T FUY5—>a v 374997 BRWESIE. 774
RDT 4ILF—H "Noresults" ERRIIN, HENLI7O-—DEELABVWCELIHYET, 715 —
BIRDIEICH B Clear all filters #:#IR LT, 7O—%2FXKx=~LZFT,
3.4.FLOWCOLLECTORERXEICET 2 EEZREREEIR
FlowCollector 1 VA Y VA% EKT 3 &, TNEBRETDIEIETETEITN, Pod MR T L TEF
KEIND7H, PP ELCZAREMELHY T, TDRH,. #¥HT FlowCollector %= ERK 3 5 FRIC I,
UTDA T aVvaBRETHIEARTLTLEITY,

o Kafka & {#F L 7= Flow Collector ) ¥V — X DE&RE

o BibINARY NhT7—070—FT—%% Kafka £/IZ IPFIX IZT Y AR— bk

® SRIIOVA VA —TIARARNT T4 v I DERDKRE

o ELEMDFEHA

e DNSEFFDEA

BEE R

Flow Collector M{E#&k*¥. Network Observability Operator D7 —FF 7 F+—& 1) YV — X DFERICET
ZEMPIBRBRICOVTIE, ROV Y —RAESBLTLREIL,

® Flow CollectorAPIY) 27 L VR
® Flow Collector %> 7)) Y —2R
o )Y—2DBEEIF

® Network Observability A~ hO—5—Y X —J v —Pod DX EY)—FRRBDO IS TN a2—T 4
7

® Network Observability 7 —F 7577 F v+ —

35.KAFKADA VR M—=I)L(F T2 3 V)
Kafka Operator I&. KIBELRBEBETHR—MINTWE T, Kafka ik, BEEERT—5EY) T4 —D
BWHETRY NT—070—F—9%2BETHHIC. BRIL—TY MBI DREEDT—F 74— R
IR L E T, Loki Operator & & U Network Observability Operator A1 Y 2 h—JLI /D ER L &
912, Kafka Operator & Operator Hub A5 Red Hat AMQ Streams & LCA YA M—ILTEZXT,
KafkaZ A ML —Y A T3V & LTHRET 2541E.  [Kafka Zf#F L 7= FlowCollector ) Y — XD
BME] ZBRLTEIN,
= T8
Kafka 27 VA VA M—=ILTBICIE, A VA MN—JILICERLAEARICHBT 27 VA Y
ZRh=7OERESRLTLEIV,
BaEE IR

Kafka Z#{# M L 7= FlowCollector ') ¥ — X D3R E

27
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3.6. NETWORK OBSERVABILITY OPERATORD 7 VA4 VXA h—Jb

Network Observability Operator I&. Operators — Installed Operators ') 7 T{E%9 % OpenShift
Container Platform Web 3> Y —JL Operator Hub 2FRHLT7 Y14 Y A =L TEE T,

FIE
1. FlowCollector 1 X% L)Y — X &HIBRLZF T,

a. Provided APIs 7] Network Observability Operator D1&IC4 % Flow Collector =7 ') v
7LFT,

b. cluster DA ¥ 3 A=a— %%21)v % L. Delete FlowCollector #3&iR L £ ¢,
2. Network Observability Operator # 74 Y A h—JL L E T,

a. Operators — Installed Operators T') 7IZRY £ 9,

b. Network Observability Operator DBfICHZ A T3 v A Za1— =0 )wy
L. Uninstall Operator %#:&R L £ 7,

c. Home - Projects %3&3R L. openshift-netobserv-operator %Z&R L £ 7,
d. Actions IC#& L. Delete Project #: IR L £9,

3. FlowCollector 1 2% 1s1) YV — X% (CRD) %#HIBR L £,

a. Administration = CustomResourceDefinitions ICFZEI L Z 7,

b. FlowCollector 2L, # 7> a v X =a1— HOYw o LET,

c. Delete CustomResourceDefinition &R L £ 9,

E:2

Loki Operator & Kafka (&, 41 YA b—ILINTWIBE, B> T\
&, BRICHIRT ZHENHY ET, ILIC, TPV MAMTICRES
nreRYOT—4%, BJ@%UB%T%'Z‘%ﬁ%%*ﬁ/T{U 1—LDHBIFED
HYFET,
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54% OPENSHIFT CONTAINER PLATFORM D NETWORK
OBSERVABILITY OPERATOR

v IO EREBLVPRILT DEDICE=Y ) VIR, T4 %&FTTOA4 T % OpenShift

Operator T9,

4.1.

RIRDRT

Network Observability Operator & Flow Collector APl =12t L £, Flow Collector ') ¥V — X AMER

hd&, PodEY—ERZTTOALTRY M7= T70—% KL T Loki BV R MPICREFL,
FvarR—K, AMYIV R, LT O—% OpenShift Container Platform Web I~ Y —JLICRR L
i’a—o

FIR

flowlogs-pipeline Pod (70— %X L. NELAZT7O—42REIHTHNS, 7O0—% Loki A bL—

1. ROO~v Y K&EZEF4TL T. FlowCollector DIRFEEARRL X T,

I $ oc get flowcollector/cluster

=Ll

NAME  AGENT SAMPLING (EBPF) DEPLOYMENT MODEL STATUS
cluster EBPF 50 DIRECT Ready

2. RDAX > R%AZEFTL T, netobserv namespace TEITLTW% Pod DRA7T—4% XA &R L

i’a—o

I $ oc get pods -n netobserv

axaLtll
NAME READY STATUS RESTARTS AGE
flowlogs-pipeline-56hbp 1/1 Running 0 147m
flowlogs-pipeline-9plvv 1/1 Running 0 147m
flowlogs-pipeline-h5gkb 1/1 Running 0 147m
flowlogs-pipeline-hh6kf 1/1 Running 0 147m
flowlogs-pipeline-w7vv5 1/1 Running 0 147m

netobserv-plugin-cdd7dc6éc-j8ggp 1/1  Running 0 147m

JITEE LE 9. netobserv-plugin Pod I&. OpenShift Container Platform 3> Y —JLREDEEL TS

T4

VEERLET,

1. ROOAY Y K% ABL T, namespace netobserv-privileged TE1TL T\ % Pod DA F7—%

AR LET,
I $ oc get pods -n netobserv-privileged
Akl

I NAME READY STATUS RESTARTS AGE
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netobserv-ebpf-agent-4lpp6 1/1  Running 0 151m
netobserv-ebpf-agent-6gbrk 1/1  Running 0 151m
netobserv-ebpf-agent-kipl9 1/1  Running 0 151m
netobserv-ebpf-agent-vrenf 1/1 Running 0 151m
netobserv-ebpf-agent-xf5jh  1/1  Running 0 151m

netobserv-ebpf-agentPod I&. / —RKDxy NT—9 A V9 —T x4 RZEHRLT7O0—%ZEEL.
Zh % flowlogs-pipeline Pod ITEE L E T,

1. Loki Operator 2 L TW3iH&IE. ROIT ¥ R%%E1T L T. openshift-operators-redhat
namespace TEITLTWS Pod DAT—49 R &MHEL XY,

I $ oc get pods -n openshift-operators-redhat

axaRtll
NAME READY STATUS RESTARTS AGE
loki-operator-controller-manager-5f6¢ff4f9d-jg25h 2/2  Running 0 18h
lokistack-compactor-0 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-ghkhv 1/1 Running 0 18h
lokistack-distributor-654f87c5bc-skxgm 1/1  Running 0 18h
lokistack-gateway-796dc6ff7-c54gz 2/2  Running 0 18h
lokistack-index-gateway-0 1/1 Running 0 18h
lokistack-index-gateway-1 1/1 Running 0 18h
lokistack-ingester-0 1/1 Running 0 18h
lokistack-ingester-1 1/1 Running 0 18h
lokistack-ingester-2 1/1 Running 0 18h
lokistack-querier-66747dc666-6vh5x 1/1 Running 0 18h
lokistack-querier-66747dc666-cjr45 1/1 Running 0 18h
lokistack-querier-66747dc666-xh8rq 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-b2xfb 1/1 Running 0 18h
lokistack-query-frontend-85c6db4fbd-jm94f 1/1 Running 0 18h

4.2. NETWORK OBSERVABLITY OPERATOR D7 —F 7V F v —

Network Observability Operator (&, FlowCollector API 212 L £ 9, ik, 41 VA M—JLBFICA ~
24 v 2{tXh. eBPF agent. flowlogs-pipeline. netobserv-plugin Y R—3x > N&FET 2 LS
ICBREINTWE T, FlowCollector i&, 7R —T&IC1DEFHR—MINET,

eBPF agent (3, &V S R9—LTEITIN, XYy M7= 70—-%RN&ETZLDDWVWL DHDMHER%E
F>TWE 9, flowlogs-pipeline (Y 7 —270—7—4%%%F{E L. T—4% IC Kubernetes 3 5IF
ZBIMULET, LokiZFEA L TW3IHE. flowlogs-pipeline (7 0—04F—4 % Loki IC#EE L T,
RESLVM Ty I RE%EITWVWE T, netobserv-plugin (. FBJ OpenShift Container Platform
Web AV VY —INTZ T4 THY., Lokilil/ T —%RFLTRY M7= 70—-FT—9%RELZE
T, V5R9—BEEIX, WebA VY —ITT—95RRTEET,
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Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent Raw ) Flowlogs- Enriched N - —) netobserv-
(privileged) flow data pipeline flow data ,, plugin
Loki storage
Enriched Kafka
flow data (optional)
Network : .
o Packet listening at i
interfaces / Traffic Control ingress/egress Enriched IPFIX
flow data (optional)
Nodes )
(DaemonSet) [r)ni?}fiig —> \,
Prometheus storage

ROEITRT LT, Kaftka A T a v aFHRALTWSIHA, eBPFagentldxy b7 —o270—F—
% % Kafka IC%f5 L. flowlogs-pipeline (& Loki IZ3X{59 2 R0IC Katka PEY 7 DS EHEY £,

Network Kubernetes
Observability Operator objects’
(FlowCollector) metadata
eBPF agent > > Flowlogs- Enriched ) 7 > netobserv-
(privileged) Kafka pipeline — flowdata . plugin
Loki storage
Enriched Kafka
flow data (optional)
Packet listening at
Network / Traffic Control ingress/egress
interfaces Enriched IPFIX
flow data (optional)
Nodes
Derived
(DaemonSet) - meert“rfiis . v
—
Prometheus storage

4.3. NETWORK OBSERVABILITY OPERATOR DA 5T —4% R EEREDERR
oc describe <> RA{#EMAL T. FlowCollector DX T —4% X AR&EL. FHAERTITCEZET,
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FIR

1. ROV R%EZEFTL T, Network Observability Operator DX T —49 R EREEZRRTLET,

I $ oc describe flowcollector/cluster
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555 NETWORK OBSERVABILITY OPERATOR D&% 7E

Flow Collector API 1) YV — 2 % B %7 L T. Network Observability Operator &€ ZDY X —Y KOV R—X
VY MNERETEET, FlowCollector l&, 4 Y X M—JLARICEATRBICERINET, D) Y —RIF7

S22 —2ETEET 5720, BE—D FlowCollector DHHFFaI X1, cluster & WD &Ri% T %
ENHY T,

5.. FLOWCOLLECTOR JY —XARTRT S

OpenShift Container Platform Web 2>~V —JL T YAML 2 BEXR RS L VRETE T,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF58I L £ 9,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,

3. cluster Z:ER L. YAML# 7% ZEIRLFY, €I T. FlowCollector )V —X%EZEHEL T
Network Observability Operator 58 ETX X 7,

LR DfIE. OpenShift Container Platform Network Observability Operator @1 > 7'JL FlowCollector
)Y —R%ZRLTWET,

FlowCollector ')V — XD H > )L

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: Direct
agent:
type: eBPF
ebpf:
sampling: 50
logLevel: info
privileged: false
resources:
requests:
memory: 50Mi
cpu: 100m
limits:
memory: 800Mi
processor: 6
logLevel: info
resources:
requests:
memory: 100Mi
cpu: 100m
limits:
memory: 800Mi
logTypes: Flows
advanced:

o0
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® O

34

conversationEndTimeout: 10s
conversationHeartbeatInterval: 30s
loki: (4]
mode: LokiStack 9
consolePlugin:
register: true
logLevel: info
portNaming:
enable: true
portNames:
"3100": loki
quickFilters: (6]
- name: Applications
filter:
src_namespace!: 'openshift-,netobserv'
dst_namespace!: 'openshift-,netobserv'
default: true
- name: Infrastructure
filter:
src_namespace: 'openshift-,netobserv'
dst_namespace: 'openshift-,netobserv'
- name: Pods network
filter:
src_kind: 'Pod'
dst_kind: 'Pod'
default: true
- name: Services network
filter:
dst_kind: 'Service'

I— ¥ MEEk spec.agent.type & EBPF TR I NIEARY £H A, eBPF I&. OpenShift
Container Platform THR— N INZM—DF T3> T,

> 7)) ¥ Jt#k spec.agent.ebpf.sampling 5% EL T, VY —XREBEEBTEXFET, TV v
TEMEWE, KEDEE., AT —, BLUVRAMN L=V Y Y—AWNBEEINZHTREEIHY X
T ChiE, BTV TLEDEAIBET DI ETERTEET, 1001, 100 Z&IC1DD7
A=Y TV IEndZE#EBHLET, O FAIX1DEIRK. TRTO7O0—HIF+ TF+—
INBIEEEKRLET, EMEWVZE, BRIz 70-28mML. ;REXA M)V XADBEHNAE L
LET, 774 DMTIE eBPFH Y 7)) U JIFMESO ICREINTWSESH, 50 Z&IC1D2D7
A=Y isngZd, dUZBLKDYYFo70—k, LYEZELDAMNL—IUDREICLS
CEIREBFRLTLCEIVN, 774 MEDLIRD TRERIICTHEL, VSR —DEEBTEDH
EERETDIEEWELET,

7Ot v % —{1#k spec.processor %% ET D&, REEHEBAMITEET. BMIT L.
Web AVY —I)LTREANRVYNEIJIT)—TEBLDII7Y XY, spec.processor.logTypes D
f&ld Flows T9, spec.processor.advanced DfE(d. Conversations. EndedConversations.
F/IEALLTY, R NL—YEHIF Al TREE <. EndedConversations THREE < 2L £
E

Loki {t#kCTd % spec.loki I&. Loki 754 7 h&IBELE T, T 7 4L MBI, Loki Operator
DAVRAN=ILEID I VICEBEINTWS Loki41 VA RM—ILIXRE—BLF T, Loki DRIDA
VAN=IAEEFERALESBEIX. A VAN —IVICEYRISA T MEREIEELEX T,

LokiStack E— K&, W< DHDERE (querierUrl, ingesterUrl. statusUrl, tenantiD. & & U'%F
693 TLSEERE) ZBHMICKRELE Y., V5RY—O—IWVEISRY—O—ILNI VT4 VT
M. LokinDOTDFHHEY EEZXAADIHITER I N FE T, authToken | Forward ICERE X
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NFd, Manual E— REFHTZE. CNOAEFHTRETEET,

6 spec.quickFilters {f#kid. Web AV YV —JLICRRINZ 71 I Y —%EHL XT, Application
7 14 )L% —F—_ src_namespace & & U dst_namespace IFEE () SNTWB
&. Application 7 1 )L ¥ —Id. openshift- & 7= (3 netobserv namespace N HFEFEI N T Wi
W, FLEEBENBZVWIRTOIN S T4 v I 2RAFLET, FHlIE UTOIMYv 774105 —D
BREZSRLTLLEIW,

BIER R

KRB OEEMIZ. Working with conversations ZZ8 L T XL,

5.2. KAFKA Z{# A L 7= FLOW COLLECTOR ') YV — X D&

Kafka ZEm AN —Fv MO DEBEDT—4 7 1 — RDDIZERT 5 & 5 IC. FlowCollector ') ¥ —
A%ZRETEET, Katka 41 YV RYI VR ZRITTDHENHY. TDA 2V ZXH > AT OpenShift
Container Platform Network Observability EF® Kafka hEY V2 {ERXT 2 EBEAH Y £9, FFil

&, AMQ Streams #f#f L7 Kafka RK¥F a2 XV b #2BLTLEIW,

AR

o Kafka M Y A h—JLEINTW3, RedHat I&., AMQ Streams Operator % {9 % Kafka %
HR—MLZET,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF$E1 L £ 7,

2. Network Observability Operator M Provided APIs &\ 5 R L DT T, Flow Collector % &
RLZET,

3. VA9 —%BRL. YAMLY T% 0y I LET,

4. ROYHY TV YAML ITRT & D IC, Kafka 2R % & 5 IZ OpenShift Container Platform
Network Observability Operator @ FlowCollector ) V —X % Z&E L £ 7,

FlowCollector ') ¥V — 2 D Kafka 5xEDH >~ 7 I

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
deploymentModel: Kafka ﬂ
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv" 9
topic: network-flows
tls:
enable: false ﬂ

Kafka 7704 X~ NETFTILEBMICT %ITIE. spec.deploymentModel % Direct T id 7k <
Kafka ICEREL F£9,
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Q spec.kafka.address (Z. Katka 7— A NSy TH—NR—DT7 RL 2SR L F9., R— bk 9093
TTLS =R %7-%. kafka-cluster-kafka-bootstrap.netobserv:9093 72 &, HEICH LT

9 spec.kafka.topic (3. Kafka THERINZ R NEY VDEZFIE—RTIBENHY T,

Q spec.kafka.tls £ L T. Kafka & DED TR TDEEFE%Z TLS £7/IE mTLS THSIELTE X
¥, BWICLAEIGE. Kafka CASIBAZ (L. flowlogs-pipeline 7Oty H—dVR—%x > MO FT T
A4 XN TW3 namespace (T 7 # )L b: netobserv) & eBPF T—Y v MO T 7O14 IR TV
namespace (7 7 # JU : netobserv-privileged) M5 T ConfigMap F 7z & Secret & L TEAT
XHMENHY £, spec.kafka.tls.caCert THSRI 2MENHY ET, mTLS 2RI 25
B, VATV RNY—= Ly MEINSHD namespace THHRATE (lc& A 1K, AMQ Streams
User Operator Z {8 L THEM T X £ 9). spec.kafka.tls.userCert TSRINZNELNHY F
ER

53.@tINfRxy ND—0J0—F—495THUVRKR—KrT 5B

*xv N7—7270—% Kafka, IPFIX. F7IEZDOMEAICARFISEFTEZXT, Splunk. Elasticsearch.
Fluentd E%&IF LHET B, Kafka £ IPFIXANEYR—IT 270y —FL@RAML—2
ik, BRIhicxy hD—9o0—FT—95FEHTEET,

AR

® Network Observability @ flowlogs-pipeline Pod & Kafka &7zI& IPFIX L 24 —T ¥ KR
v hEFERTE S,

Fa
1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 9,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,

4. FlowCollector %= w5 L C. spec.exporters = XD L HIZREL T,

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
exporters:
- type: Kafka ﬂ
kafka:
address: "kafka-cluster-kafka-bootstrap.netobserv"
topic: netobserv-flows-export 9
tls:

enable: false
- type: IPFIX

ipfix:
targetHost: "ipfix-collector.ipfix.svc.cluster.local"
targetPort: 4739

transport: tcp or udp 9
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9 Network Observability Operator (&, §RXTD 7 O—%&EI N/ Kaftka hEY 2 IZT S
ZAR—=MLET,
g Kafka & DREID T RTDBIEAR SSL/TLS £/ mTLS THREESILTEXEY, BMICLEIE
A. Kafka CAZEEAZ (L. flowlogs-pipeline 7Ot v H—aYR—x ¥ kA TF7O414 3
T\W 3 namespace (7 7 # JU b: netobserv) T, ConfigMap &7z |d Secret & L TERTE
ZHENHY EFT, Ihid spec.exporters.tis.caCert TSR ITZMENHY £9, mTLS
HERATRHE. VA7 —0 Ly MEIN 5D namespace THFARBRETH Y
(7= & 2 1E. AMQ Streams User Operator B L TERTE Z
7). spec.exporters.tis.userCert CSRINZNENHY 7,

atka IC7O—%2 TV AR—KMTBRDYIC, FLFZhAEHET, 70—% IPFIXICT
91/_.]_2_ I\T\‘ﬁi-a—o

@3 FTVaVTRSVRR—MNEEETEEYS, T7A4N MBI tep TTH. udp 2HET
2ZEHTEET,

5 BE®R. Xy 77— 70—-FT—4% JSON X CRIBETRELENDICOEETETE T, Fi
i, Ry b7—=22720-KADVI77L VA ESHBLTLLEIV,

BIER R

JO0-FROIEBEDFHFMIZ, Ty hT7—2 70KV 77 L VR EHRBLTLEI,

5.4. FLOW COLLECTOR Y)YV —ZADEH

OpenShift Container Platform Web 3>V —JL T YAML % #R&E 9 5 Y IZ. flowcollector 1 2 ¥ L
)Y —Z(CR) IRy FEFEHATEHIET, eBPFH YT VI REDEHERETEET,

FIR

1. ROV REEFTL T, flowcollector CR IC/Vy F% &M L. spec.agent.ebpf.sampling {&
ZEIFLET,

$ oc patch flowcollector cluster --type=json -p "[{"op": "replace", "path":
"/spec/agent/ebpf/sampling”, "value": <new value>}] -n netobserv"

55. 9499749 —DERE
FlowCollector ) YV —RXATT7 4 IV Y —%ZEEHTEXZEY, B2 _B5|EFTCHLE. ZRE2—BHHBEICKR
YET, ThUADHZE. TFAMEILEES—BAFEFRAINE T, F—DOREILHZENV T () XF

id. BEEZBHRLEY, YAMLOEREICEAT 23 MR TF R ML ¥ 7LD FlowCollector ')
V—REBRLTEI W,

x5S
TANI—RYFUITHA4 T allof" &fcld "any of" &, 21— =DV TY—FT>av

NOZEETEDUIRETT, hid, ZONY—RBED—ETIEHY XHA,

FRARERITRTDIANIY—F—DY) A MNERIIILET,

K5I TA4IWNY—F—
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names src_ n dst n $HE®D namespace ILEETEZRNS T4 v I ETAILNI) VT LET,
pace ames ames
pace pace

name src.n dstn HBEDPod H—ER, FhiF/—KEHEAMRYNTI—=I R NST4v D
ame ame B E FEDY—T7VY—RAICAETEINZ T4 v I %7 1)L —LE
LEY,

kind stc. k dst k HEDOYY—ROBEHEICAETEZINZT14vI%2T748) VT LET, Y
ind ind Y —2ADFEBITIE. Y —T 1YY —2R (Pod. Service, F7zi& Node). F7ILFF
B#E Y —2R (Deployment $ & U StatefulSet) "EFNE T,

owner src. o dsto HBEDPVYV—RAFREZBICEETZIINS 74 v IE5TANY)UTLET, OF
_name wner  wner Y, 7—270—KRFEiEPod DY MTY, & ZIE. Deployment £,
_ham _nam StatefulSet 8 ETY,

resour src_r dstr —EICHBTIERLTTRINDI/ED )Y —RICAETZINZT1v 0%
ce esou esou TANEI )T LET, ERORKRLEIE. namespace DIEFEDIFE IE
rce rce kind.namespace.name. /— KD#H&(E node.name TY, /=& %
I¥. Deployment.my-namespace.my-web-server T9,

addre src.a dsta IP7RLRICEETEZINI 740527408 ) YT LET, IPv4 & IPv6 B

ss ddre ddre HYR—PFINhTWEY, CODREREYR—FIhTVET,
ss ss
mac src_ dst_ MAC7 RLZRICEET B NS 7149 0%74IL8 )T LET,

mac mac

port stcp dstp HEOR—MNIBEITEZINZT4vI2T74IL8) VT LET,
ort ort

hostta src_h dsth PoddEIFTLTVWBKRAMNIPTZRLRAILEETSZ NS 74 v 9%T74)L91) Y
ddres osta osta /JLEY,
s ddre ddre

ss ss

proto B B TCP® UDP LD 7O MNINICEET D NS 74 v & 749 ) VT LE
col RL 2L ER

o V—RFLEBEDVWITNADIZN—HILF—T IV —, Fz&zE Z4N5)VV T
name: 'my-pod’ |&. FHINZ—B4H 1 7 (Match all 72| Match any) IZBfR%A <, my-
pod HS5DFTRTDI T T4 v E my-pod NDITRTDIZ T4 v I 5BKRLET,

5.6.SR-IOVA V9 —T T A ANST 14 v I DEHDETE

Single Root I/O Virtualization (SR-IOV) T/\XA A& FR LTI R —DNb M7 1 v I ZINET 3IC
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I&. FlowCollector spec.agent.ebpf.privileged 7 1+ —JL K% true ICERET 2HENH Y £3, JRIC,
eBPF agent l&, 77 4L N TEHRINSZ KR MR Y M7 —7 namespace ICINA. DRy hT—2
namespace H B L 9, IREBHWEE (VF) 1 V¥ —T 24 A%&HFD Pod MEKIN B &, FTLLWRY K
7 —7% namespace MMEK I E T, SRIOVNetwork K) > —®D IPAMRE%IEET D& VF AV
=TT AMNKRA MRy NT—7% namespace B 5 Pod v k7 —7% namespace ICEITINE T,

(1} =355
® SR-IOV 7/31 R % L T OpenShift Container Platform 2 S X4 —ILT7 VXA TE %,

e SRIOVNetwork 124 LYY —2 (CR) @ spec.ipam ZElZ. 1 V9 —T A ADY R MIH
ZEEAF IO TS TAUDNLDIP7RLAAFEALTERETZ2HLELNHY FT,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF5EI L £ 7,

2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,
3. cluster Z3&R L. YAMLY 7% #8IRLZ T,
4. FlowCollector h X5 L)V —RX%ZHZRELE T, REHFIZRDEEY T,
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-ingress
namespace: netobserv
spec:
podSelector: {} ﬂ
ingress:
- from:

- podSelector: {} g
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-console
- podSelector: {}
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-monitoring
policyTypes:
- Ingress
status: {}
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VIV MEREINDEZTOVIV PO Pod DAHEEIRTEET, DO RFa2 XY MTIE,
Netobservability Operator 51 Y X h—JL¥hTWB 7OV Y h, DF Y netobserv 7OY =
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EVWI2DDH LWL H B EITERLTLKEIW, T —F4T> 3> & LT Flow H%&
RINTWBIHE., TXTD Event/Type 7 1 —JL Kid Flow IZ72Y £ 7,

6. Query Options ZER L. Log Type & L T Conversation %=:#IR L £, Event/Type (&, &
BRINRTDRFEANRNY M 2RTTDLDICRY L,

7. RIC, BEDEFEID TTZ4IWY )T 5h, 4 K/XRILH S Conversation & Flow 0%
BATDF T avaEYBZDZIENTEET,
7.2.4.DNS B DFEFH
DNS BRI 2 &, XYy NIT—VDER, X274 —2HDOEMRK. DNSHEZED ST I

aA—FT4 VT EEIFTTEET, RITKT YAML OFIDHLRRICEHE T FlowCollector 2 iR&Ed 5 &
& T. DNS B TEE I,

2

COMBEEEMICT &, eBPFagent TCPU EXEY —DFEREDBMIBRRINE
_a—o

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF$81 L £ 7,

2. Network Observability @ Provided APIs & \\ D B L DT T. Flow Collector #:#IR L %
E

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,
4. FlowCollector H R L)Y —R%=H/BELE T, REHITRDEHY TY,

DNS ;B FHIC FlowCollector 23 F 3 %

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector

50



1]
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metadata:
name: cluster

spec:
namespace: netobserv
agent:

type: eBPF
ebpf:
features:
- DNSTracking (1]

sampling: 1

spec.agent.ebpf.features /NS X —9—U XA N ZEET D&, Web AV Y —ILTERY b
77— 70—DDNSEMERMICTETET,

SYEHBRAN)IREDNS LATYY— %X+ TFv—9 57/HIC. sampling [E% 1
ICBRETEEY, sampling BN 1 LW KEZWEA, DNSLARYZRO—K & DNSID %
B0 %BEHETEETHS. DNSLATYI— 2EBERTEZAREEIIECARY ET,

5. Network Traffic R—J A 8#H 35 &, Overview Ea1—¢& TrafficFlow E 2 —TRRT 5L
WDNSRREBHATERFLVW I A ILI—DRRINET,

a. Manage panels T#Hr L L\ DNS O:&REx%:#IRT 5 &. Overview ICT 57 1 ALK E

DNS X MV ZANKRRINZET,

b. Manage columns T#7 L \MEIRFR % #IRY 5 &. DNS FUAY Traffic Flows E 2 —IZEMMI

ni_a_o

c. DNSId. DNSError., DNS Latency. DNS Response Code 7 & D¥FED DNS X 1) &

ATT74NWE )T LT, Y4 RRRILHSFFHMBEREZHEIRL £, DNS Latency 5l &
DNS Response Code FIA T 7 # )L N THRRINZE T,

E5C

TCPNY R A N7y MTIEDNSAY F—DH Y A, DNSAY F—D7AL
TCP 7O haNT7R—DFE. N574v 0 70—FT—4%IZKRRINSDNS
Latency. ID. & & U Response code D{EA* "n/a" IC74 Y £9, "DNSError" A "0" @
Common 7 4 LY —% RT3 &, 7O0—FT—9% 748" LT, DNSAY
H—5FEOTIO—DHERRTCEET,

725.RTT NL—Y VT DEH

RICTRY YAML OfIDE#kICE 1 T FlowCollector 2if&Ed 52 & T, RTTAEBHTEZET,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 9,

2. NetObserv Operator M Provided APIs &\ B L DT T, Flow Collector ##R L £ 7,

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,

4. RTT L —Y Y 7 AIC FlowCollector h A9 L)Y —AEBRELFT, RIHERLET,

FlowCollector D& E {5
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apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
agent:
type: eBPF
ebpf:
features:
- FlowRTT @)

spec.agent.ebpf.features {t#k!) A N Z FIOWRTT /XS X —4 —% 1) XA N§ 5 T & T,
RTTRYy hD—270-D ML —RERFIBTEET,
MREE

Network Traffic R—2 % &E#9 % &. Overview, Traffic Flow, Topology E2—IC RTT ICRET %57
LWEHRIERRINE T,

a. Overview T, Manage panels D LVVERERZZIRL T, RRT B RTT DTS 7 1 AILRKRT
EERLET,

b. Traffic flows 7— 7JLIC Flow RTTFANRRINZE I, Manage columns TRREZEEBTEZE
ER

c. TrafficFlows E2—TIl, 1 KRR ZREEALTRTT DFEMBERERTIDIEETEE
-a—o

74N Y TDHEI
i. Common 7 4 JL% — - Protocol 2 1) v LZEd,

i. TCP. Ingress DAAICEDWTRY hO—070—FT—%%274L5) >0,
10,000,000 +/ # (10 ms) ##B X % FIowRTT {EA R L £ 7,

ii. Protocol 74 LY —%BIBRLF T,
iv. Common 74 )L —TO0LYKZ\L FlIowRTTEZ 4L Y VT LET,

d. Topology £ 2 —T, Displayoption KO 740> %0 vy L&Y, JRIZ. edgelabels D
ROy FH o YRNTRTITA22 )y LET,

7251 ER NI S LDOMERA
Show histogram%= 2 ) v 732 &, 7JO—DEEZEIZ 7 LTHREIELT B0DY —IL/N—

Ea—»N2RRINET, EA NS AR, BEORAICH > OVTDOEZEZRLEFT, EANITSLD—ER
ERIRLT, YV—=IN—=IImL<RTRY ND—9270—FT—9%74IF% )V JTEEY,

7.26. 7RA4SE) T4 =V —VDEA
PSR —DTRAZEY) T 14—V —=VILEATBIEREINET D L D IC FlowCollector 25X ETX F

T, CDHREICLY., /—NITEBRIN S topology.kubernetes.io/zone ZNJLEEFH L TxY b
J—970—T7—%%ITV )y FTEEY,
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FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 7,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,
3. cluster #3&R L. YAML %Y 7%&RL XY,

4. FlowCollector 71X % L)V —X%Z5%E L. spec.processor.addZone /X5 X —% —7% true |
BRELFT, REMNIIRODEEYTY,

TRASEYF 44— —VINERIC FlowCollector 232 F 3 %

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
#...
processor:
addZone: true
#...

WREE

Network Traffic R—Y Z&E# 94 % &. Overview, Traffic Flow, Topology E2—IZ7 XA ZEY
TA—V=VICATEHLWEBIERTINIT,

1. Overview ¥ 7IZ, fEFAARE/R Scope & LT Zones "RIRINZET,

2. Network Traffic » Traffic flows @ SrcK8S Zone 7 1 —JUL K & DstK8S Zone 7 4 —JL KIC
Zones "R INZE T,

3. Topology E 2 —T. Scope F7zId Group & L T Zones 58 ETCX X7,

7.27. 7 0—"N)LIL—)LEFERAL/-eBPF 7O0—FT—49D 74X ) VYT
FlowCollector #3%E L C. /A—"N)LIL—IL%ZEHALTeBPF 7A—%74J)LH )T L., eBPF 7
O—F—7)iIlxF v y>aIhda\gy hOo7O0—%FHTEET,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF8EI L £ 9,

2. Network Observability @ Provided APIs & \\ D B L DT T. Flow Collector %#:#IR L %
E

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,

4. ROY Y FIVEEEER U L S IC FlowCollector HRY LYY —RAEEHRELET,

PI715ED PodIP TV KRM4 >~ hA®D Kubernetes YW—ERX NS 74 v 9% 74059 >
J43

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
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name: cluster

spec:

namespace: netobserv
deploymentModel: Direct
agent:
type: eBPF
ebpf:
flowFilter:
action: Accept ﬂ
cidr: 172.210.150.1/24 @)
protocol: SCTP
direction: Ingress
destPortRange: 80-100
peerlP: 10.10.10.10
enable: true 6

WED action /N X —F—(F, JO—T4IWVI—IL—ILICHLTERITINBET7 I 3
vERLET., ATEEAMEIL Accept /- I Reject TT,

WED cidr /XS XA —49—ld, 20— 40P —IL—ILDIP7RKLRECIDRYRY %
BELET, PVABLTIPV6 7 RLAER A Y R—MLTWET, IRTDIPT7 K
L REBETBHBE. IPv4 DIFE1X0.0.0.0/0. IPv6 DIFEIE /05 FHTEET,

ZDOHBEEEMICT 5 ICIL. spec.agent.ebpf.flowFilter.enable % true IR ET %
ENHY ET,

B729S2A9—HDF7 KLAAD7O—%MHRT S

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: Direct
agent:

type: eBPF
ebpf:
flowFilter:

action: Accept ﬂ
cidr: 0.0.0.0/0 @
protocol: TCP
direction: Egress
sourcePort: 100
peerlP: 192.168.127.12 @)

enable: true ﬂ

Q flowFilter TR DEEICEDOWT70O—% Accept (ZIFTAND) ZENTETET,

g cidr {& 0.0.0.0/0 IZ. TRTHOIP7RLRE—BLET,

g peerlP % 192.168.127.12 ICERE L/ LT O— %2R LE Y.
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ZDOHBEEEMICT % ITIL. spec.agent.ebpf.flowFilter.enable % true IR ET %
ENHY T,

73. hROY—Ea2a—D6DRY NT—U 5T 14 v DEE

Topology Ea—IllE, Y NT—0T7O0—ENZTAVIENTZ T4 ANIKRRINET, BEE
i, Topology Ea—%HALT. 77V/r—>av2EDhS 74 v 0575 —95ERTEET,
730 MROY—E1—0D#4E

BEIEEIL, Topology Ea—IIBEIL T, AVR—XY MOFMEARN) VR EERETEET,

FIR

1. Observe —» Network Traffic ICFBEIL 7,
2. Network Traffic R— T, Topology ¥ 7% ) vV LET,

Topology HDE IV E—FY h&S Y v s LT, AVE—FY hORMHEA N IV AERTTEE
-a—o

7.32. NROY—E 21—+ 7> 3 Vv DEE

Showadvancedoptions’a’:ﬁﬁﬁ LT, Ea—%ARIXAXBELVPTIRAR—MTEET, Fli4 7
vavEai—Ilid. ROMENHY X7,

® Findinview CREALRIAVER—XRV MERFBLET,
e Display options: JRDA 7> 3 V& FRET B ITIE:

o Edgelabels:iIEE L/ZBIEEAETY VSRNILELTRRLET, 77 4J)L b TIE. Average
rate #' Bytes BiI CTRRINF T,

o Scope: Ry NIT—U R NS 74w I FENZAVER—XY NORO—THERBIRLET, T
7 #JU MElE Namespace TY,

o Groups: AVR—RXY MNETI—FILTBZEICLY., FIEEEZEDIMYPTSLET, T
7 # ) MElX None TF,

o Layout V574 v IKRTDLAT U MNaBIRLET, 77 =4I MBI ColaNoForce T
ER

o KR RNTIDUENHDIFHMEBERLET., 774 KTIE, IXRTOAT>avn
Fry7INTWETY, FRETRERF T2 3 vIiE. Edges. Edgeslabel. # & U Badges
<9,

o Truncatelabels ROy 74OV ) A NDOREBELRSNIVOIEEEIRLEFT, 774/ ME

o ZJJ)—T% Collapsegroups 7 704 AV bFEFY LD, JIL—TIET74)L b
TREAINTVWE Y., Groups DEN None DIFHE. DA TP a vIFEMICAY T,

7321 b ARAOY—Ea2—DI YV AKR—FH
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Ea—%ITJRAR—FrF2IC1F. bROV—E2—DIVRAR—bM %0 ) v LET, Ea—IEPNG
TS U rOo—RKINZET,

74. %2 NT—O NS T4vIoDT74IV YT

FI7AILKTIE, RYNT—U NS5 T 4w O R—UTIE, FlowCollector 1 VR Y VY A THREINLT
TAIRNTANI—ICEDWT, V5 R9—ADKINZ 74y 70—TFT—9HDBRRINET, 71/
H—FToavaEFERALT, TVEY N4 —BEETEIEILLY, RERT—VEBRTEZE
9,

JgxY—AF>av
HUTFIZRT &5 IC. Query Options = {#f L THRFERZ2&ZBEILTEET,

® LogType: #AAAEMRA 72 3~ Conversation & Flows Tld, 70—0O7%, # L UWAEE.
BT LERE. BFLIUVRVKRFEOEHFZ2SOCEMANRL I—RTHZ/N—ME— b EDO
T94TRICT70—% 0T — 9 HHRENMRBINI T, REFER. BLETEHO7O—0%&
BIRTY,

® Matchfilters BER 7 4 LY —TERINLIZTIZART 4L —/RFX—45—EORERK
HRETEEY, FIATABERA 7> 3 v, Matchall & Matchany T9, Matchall (&7
RTCDEIC—BTHHERERE L. Matchany FADIWAEOWT NI —BT IHER%E
R LET, 72/ MEIK Matchall TT,

e Datasource: 7 T —IlFHT 2T —4 Y —2X (Loki. Prometheus, Auto) #RIRTEXF
9, Loki TIEA< Prometheus 7 —49 YV —R&E LTERT B &, /N7 4— 7/175“7@5&;
mLELFI, 272 L. Prometheus Y R—K T 2714 )ILF—EEFHIEROSNTWEY, 7
72 NDT—4Y—2RIE Auto TT, Auto DIHFA. Prometheus #HR— kL TWE ST
I) —Tl& Prometheus A L., YR—KFLTWAWIITY —TIE Loki ZFRAL XY,

® Dropsfilter ROV TY—FF>avaEFERALT, &L ROY Iy NERRTE
i_a—o

o Fullydropped D&, /A7y MIRLICROY F¥NA70—L 21— RARRINZE
_a—o

o Containingdrops DHB&. KOY FHARELALAEEAEARAZ7O—LI—RKHPRRIN
7,

o Withoutdrops DiH&. EEINLAA Y NS5 L I—RKARFINET,
o AllDHZE, LEOLI— MBI RTHRRINET,

o Limit AENY VTV RKRITY—DTF—FHIR, v FUIPT14ILY—DEREICHL T,
NST74v o 70—FT—9DHHMEELLFIRANTERRINET,

DAY 971415 —

DAY D74V — RO TH I A =Za—DFT 7 4)L MElE. FlowCollector
I, AVY =D oF T avaETETITET,

Xa
it
A
frit
i
ok
5
L

BERT1IVY—
ROy FHIVY RIS TAIVEI YV TTBIRITA—F— %L?RT% ET, FMl714IL5—
(Common, Source. Destination) Z8ETEX X9, 7O0—7T— 2 IXBRICEDVWT T4 LYYV

TJEINET, BRAINLT LY — %ﬁﬁitm%ﬁhTéhm\74w& — 47> avoTICY
AREINTWBRHERAINEZTANI—Z0) v I LET,

T One way & Tl Backandforth@7 1 Loy v s 5UB L ErTEES, T Oneway 7 1
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WY —%FRTDE, BIRLAZT7 1LY —ICE DX Source & & U Destination N5 7 14 v 7 DHHR
TINET, Swap 2T 5 &. Source LU Destination N5 74 v IV DABE1—%2FETE
4. T Backandforth7 1 L9 —ICIZ. Source 7 4 L — & Destination 7 4 L4 —IC & 2R
NS 74vIDEFENET, XY NT—V 8NS5 T74 v 0DARMEDLH B 7 0O—Id, Traffic flows 7—
7IL® Direction FiC, /— KRB MZ 74 v 7 DiFEId Ingress’or ‘Egress & LT, YV I/ —KRK
DRST74vIDFEIE Inner ELTERRIINET,

Resetdefault#2 ) v 2 LTBEED 7 1 LY —%HIR L. FlowCollector 53 E CEZ LT 1LY —
AHEEATEET,

X5
| THX¥AMEZIEET HHAUNZEHETHICE. Fl =20 ) v I LET,
F7-l&. Namespaces. Services. Routes. Nodes. & & U Workloads *R—<' D Network Traffic ¥

TTRZ 74w 70-FT—%IC7IEALT, WRISTE2END T4 ILY) TS NT—9%RH#L
i’a—o

BIER R

FlowCollector TD VA v I 74 LY —DREDFMIE. 714 v I T 4L —DKRE H LU Flow
Collector DY > )L Y —Z2 BB LTL IV,
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BEE AN YA R—RNRETFTIZI—FTOAN) ZZDEH
Network Observability Operator &, flowlogs-pipeline ZER L TC7O0—OJ "o X MY VR EERL
T, INODARNYIRIF. ARILTZ—M2BEL, Yy PaR—RNERRTDHIETHATE
i’a—o
8.1. NETWORK OBSERVABILITY X N V2D ¥ v L 27— KDRR
OpenShift Container Platform 3> Y —JL® Overview ¥ 7 Cld, V75 R4—LDxy hT—U 5
T4y 70—DEMINLLENRARN) IV RAERRITEET, /— K. namespace. FIEHE.

Pod, —ERZTEICERERTTDIEARBIRTEET, 74— ERRA T avAEFAHLT,
ANV ZEILIRYIADZEETEET,

Flia
1. Web 3> Y —JL® Observe - Dashboards T. Netobserv¥ v a1 R—RKZZIRLZ T,

2. ROATIN)—DRYNT—V R S T4 9 I XNV RERRLET., KAFTTY—ITIE.
/ — R, namespace. EfETT. WETEDH TEY MHYET,

e XM hL—F
e RXyyhbkov7
e DNS
e RTT
3. Netobserv/Health ¥y > 2 R— K& RIRLE T,

4. Operator DELMICEATZ2ROAT TV —DAMN) IV RERRILET, AT TN =TI,
/ — R, namespace. EfETT. WETEDH TEY MHYET,

e JO—

e JO—DA—N—~AY K
e JO—L—F}

e T—YxVh

o JOtyvy—

® Operator

Infrastructure & & U Application X ') 7 &, namespace € 7—7 00— RDREE1—THRRIN
7,

82 ERFHFDAKNY IR

flowlogs-pipeline IC & > TEMI N2 X M) 7 Zi&. FlowCollector X% L)YV —ZD
spec.processor.metrics.includeList TE&E L TEMF /2 IFBIRTE T,

8.3. NETWORK OBSERVABILITY X b)) 7 X
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Prometheus Jb—JL M includeList X M) V A AL T7 S — b 2{ERKT 22 &HETEFET, 7
S—bMDERK] DBIESIRLTLEIW,
d> Y —JL T Observe —» Metrics %3&iR$ %72 E L T Prometheus TINSDX N I R %IRT 5
B, FEET7S—MEEERTZHE. IRXTDX MY U RZIT netobserv_ & WD FBEFHENMTEZE T,
=& 2 1E. netobserv_namespace_flows_total T3, FIFEAEER XA MYV RZIEUTDELY TY,

includeList DX M) 2 24
ZRIDBICTRAY YR * BN TWBEDIE, T72IL NTEAMTT,

® namespace_egress_bytes_total
® namespace_egress_packets_total
® npamespace_ingress_bytes_total
® npamespace_ingress_packets_total
e namespace_flows_total *

® node_egress_bytes_total

® node_egress_packets_total

e node_ingress_bytes total *

® node_ingress_packets_total

e node_flows_total

o workload_egress_bytes_total

o workload_egress_packets_total
o workload_ingress_bytes_total *
e workload_ingress_packets_total

e workload_flows_total

PacketDrop DX b 1) 7 X4

PacketDrop #8E A" (privileged €— KIC & Y) spec.agent.ebpf.features TEMICA > TLW 55
B, ROEBMOX M) VXA %2EATEET,

® namespace_drop_bytes_total

® npamespace_drop_packets_total *
e node_drop_bytes_total

e node_drop_packets_total

e workload_drop_bytes_total

o workload_drop_packets_total

DNSDX MY I RE
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DNSTracking #£8E 1" spec.agent.ebpf.features TERICA > TWBIHFE, RODEMDX M) I X%
HRTEET,
e npamespace_dns_latency_seconds *
e node_dns_latency_seconds
e workload_dns_latency_seconds

FIowWRTTD X MY U R4

FlowRTT #%#E7" spec.agent.ebpf.features THMIC/A > TWBIHFHE. RDEMDX b)) 7 X% EH
TEEY,

® namespace_rtt_seconds *
e node_rtt_seconds

e workload_rtt_seconds

84. NAYLAN) IR

FlowMetric APl LT, 708—OJF—9DS5HNRAYLANY IV REERTEET, NEINSZT
RTCO7O0—0O77—4%I&E, FETEPRELRE, O TEDSIRILMTIFENIZT 1 —IL KHW
KO2DHYET, TNS5DT 1 —JL K% Prometheus TRILE LTERALT, Fy¥airh—KEDI S
2 —IEREHRAITAXTEET,

8.5.FLOWMETRICAPI A#{FRH LD RYLXN) JRDEE

FlowMetric APl #3%E LT, 728—0%7F5—% 7 4 —JL K% Prometheus ZRJ)LE LTERLTHRSY
LXNY O 2ZAEERTEZET., EHO FlowMetric ) V—2XA 7OV T2 MIEIMLT., 5O Y
YaAR—KE21—%FKRRTIEY,

FIR

1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 9,
2. NetObserv Operator @ Provided APIs RH L T. FlowMetric &R L £ 9,

3. Project: KOy 74> 1) M. Network Observability Operator 1 Y 2% 2D 7FOY ¥
PEERLET,

4. Create FlowMetricZ2 ) w7 LE 9,

5 RDOYYTIVEREERBLU L S IC FlowMetric ) V—R &R ELE T,
| BI81 IS AY —DHEY — A SZ{E L7 Ingress /X1 hMEBHTEZA MY I REERT

kind: FlowMetric

metadata:
name: flowmetric-cluster-external-ingress-traffic
namespace: netobserv ﬂ

apiVersion: flows.netobserv.io/vialphai
spec:
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metricName: cluster_external_ingress_bytes_total 9
type: Counter
valueField: Bytes
direction: Ingress ﬂ
labels:
[DstK8S_HostName,DstK8S_Namespace,DstK8S_OwnerName,DstK8S_OwnerType] 6
filters: G
- field: SrcSubnetLabel
matchType: Absence

FlowMetric ') ¥ — X |&. FlowCollector spec.namespace T X 1172 namespace
(77 # )L b Tld netobserv) ICIERR T 2 ELHY £,

Prometheus X k') 2 ZD 4RI, Web O Y —)L TI3IEEEEE netobserv-
<metricName> & & EHICRTINE T,

type & X NY O XDH 4 T%IBEL XY, Countertype (&, /N1 MLEIF/ Ty b
HEADY MNTZDICRIEET,

FyvIFvr—92b5T74vIDAA, IBELABWEEIE. Ingress & Egress Dl
AErTFr—h, BELEADY MRET HATREENDY £ 7.

SR)VIE, ANV ZADHABREIFZIFRI VT T4 —BOBAREERELET., £
oo ANV OROA—TFT4F+) 71— EELEFT, 12& ZIE. SrcK8S_Name (&
A—=T4FTVT4—DNBVWAM)IRTY,

JARMNINZEEICEDVWTHERERYIAAF T, ZDHFITIE. SrcSubnetLabel H7F
ELRWIO—DHERETEIEILEL2T. VSRYI—DHAEBNS T4 v I DA%
BIRLEFT., Chik. (spec.processor.subnetLabels IC&Y) T xRy NS RILHEEE
DEMIA>TVWEIEERIRELTVWET, COBEIXT 74V N TEMICARST
WET,

@ ® 9 0 ® o

B®EE
1. Pod "E#FHFIN/= 5, Observe = Metrics ICEEIL T,

2. Expression 7 4 —JLRICXA MYV ZZ%EANLT, Hhd 2EREEXRLE
9, topk(5,
sum(rate(netobserv_cluster_external_ingress_bytes_total{DstK8S_Namespace="
my-namespace"}[2m])) by (DstK8S_HostName, DstK8S_OwnerName,
DstK8S_OwnerType)) R EDREANT B I EHTEET,

B82S A —MEB Ingress F5 714 v VD RTTEEARTRT S

apiVersion: flows.netobserv.io/vialphai

kind: FlowMetric

metadata:
name: flowmetric-cluster-external-ingress-rtt
namespace: netobserv ﬂ

spec:
metricName: cluster_external_ingress_rtt_seconds
type: Histogram g

valueField: TimeFlowRttNs
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direction: Ingress
labels:
[DstK8S_HostName,DstK8S_Namespace,DstK8S_OwnerName,DstK8S_OwnerType]
filters:
- field: SrcSubnetLabel
matchType: Absence
- field: TimeFlowR{ttNs
matchType: Presence
divider: "1000000000" 6

buckets. [11.001"’ 11.005"’ 11.01"’ 11.02"’ 11.03"’ 11.04"’ 11.05"’ 11.075u’ 11.1"’ 11.25"’ 11111] °

Q FlowMetric ') ¥ — X |&. FlowCollector spec.namespace T X 117z namespace
(77 # )L b Tld netobserv) ICIERR T 2 ELHY £,

9 type X M)V ADY A FHIEEL T, Histogram type (&, EIEfE
(TimeFlowRttNs) (&5 £ §,

g SUYRN)YTHYL L RIT)IE7O—RTH / WEBEMTREIN D720, HEAIIC
I DICIIBRBE LTI0OEBAEFRLE Y., ZNid Prometheus H4 K514V DIEHE
T“’a—o

Q ARYLNT Y MEIRTTOREAEELET, REABEIXSIUYMHLS 250 I UM
DEH T,

B®EE
1. Pod "E#FHFIN/= 5, Observe = Metrics ICFEEIL T,

2. Expression 7 4 —JLRICA MYV ZZ%EANLT, W 2ERERRTEET,

E:2

H—F4F)FT4—hrEWE. Prometheus DX EY) —FAHEICHET ZE[EMLHY F
T BEDSRILOA—FT 14T )T —DauhHEdINE. 2y h7—270-FAD
)7 7L VA THWERTEZXY,

8.6. FLOWMETRICAPI ZfER LA HRY LTS T DRE
OpenShift Container PlatformWeb 3>V =)L TH¥ v Y 2 R—RKDJ S 7 5ERTEET, /57

&, FlowMetric!) YV —ZX®D charts /> a v %=E&HT 5 & T, BEED Dashboard X —21—T%
RCEET,

Fa
1. Web O~ Y —JL T, Operators - Installed Operators I[CF5EI L £ 7,
2. NetObserv Operator M Provided APIs R L T. FlowMetric 23R L 7,

3. Project: KOy 74> 1) M T, Network Observability Operator 1 Y 2% V20D 7FOY ¥
FEZERLET,

4. Create FlowMetricZ2 ) w7 LE 9,
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EEEH v a1 R—KETS—MTCODAKMNY I ADEH
5 ROYYTIVEREERBLU L S IC FlowMetric ) V—R &R ELE T,
B8.3 V5 RY —DHEY —A D545 L7 Ingress /31 M & BT 57-0DF v— b

apiVersion: flows.netobserv.io/vialphai
kind: FlowMetric
metadata:
name: flowmetric-cluster-external-ingress-traffic
namespace: netobserv
#...
charts:
- dashboardName: Main g
title: External ingress traffic
unit: Bps
type: SingleStat
queries:
- promQL: "sum(rate($METRIC[2m]))"
legend: "
- dashboardName: Main 6
sectionName: External
title: Top external ingress traffic per workload
unit: Bps
type: StackArea
queries:
- promQL: "sum(rate($SMETRIC{DstK8S_Namespace!=\"\"}[2m])) by (DstK8S_Namespace,
DstK8S_OwnerName)"
legend: "{{DstK8S_Namespace}} / {{DstK8S_OwnerName}}"
#...

Q FlowMetric ') ¥ — X 3. FlowCollector spec.namespace TE% S 117 namespace (T 7 #
JU N TlE netobserv) ICERX T 2 ENHY £,

®

EI-I‘

1. Pod "E#F X7/ 5. Observe » Dashboards ICFEEI L £ 7,
2. NetObserv/Main¥v > 2 R— RKR%&#®RFELE9, NetObserv/Main¥ v a1 R—KD

T, FEEBEBIHECTERLEZY Y2 R—REDTICHBIRD2 DONRNRIVEERL
_a_o

o IRTDTA XA avIilbhizy /7a—/NILaAER Ingress L—ME&ETLAETFR b
X DE—DHE

o FERCALXM)IVR%TRY, BET—V/O—-—RIEDBRRINITST

I —EEDFHMIZ. Prometheus D RFa XV b ZZBBLTLLEIL,

B18.4 05X —HiBIngress N5 714 v VD RTTEED T 57

apiVersion: flows.netobserv.io/vialphai
kind: FlowMetric
metadata:
name: flowmetric-cluster-external-ingress-traffic
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namespace: netobserv ﬂ
#...
charts:
- dashboardName: Main 9
title: External ingress TCP latency
unit: seconds
type: SingleStat

queries:
- promQL: "histogram_quantile(0.99, sum(rate($METRIC_bucket[2m])) by (le)) > 0"
legend: "p99"

- dashboardName: Main 6
sectionName: External
title: "Top external ingress sRTT per workload, p50 (ms)"
unit: seconds
type: Line
queries:
- promQL: "histogram_quantile(0.5, sum(rate(SMETRIC_bucket{DstK8S_Namespace!=\"\"}
[2m])) by (le,DstK8S_Namespace,DstK8S_OwnerName))*1000 > 0"
legend: "{{DstK8S_Namespace}} / {{DstK8S_OwnerName}}"
- dashboardName: Main
sectionName: External
title: "Top external ingress sRTT per workload, p99 (ms)"
unit: seconds
type: Line
queries:
- promQL: "histogram_quantile(0.99, sum(rate($METRIC_bucket{DstKk8S_Namespace!=\"\"}
[2m])) by (le,DstK8S_Namespace,DstK8S_OwnerName))*1000 > 0"
legend: "{{DstK8S_Namespace}} / {{DstK8S_OwnerName}}"
#...

Q FlowMetric ') ¥ — X 3. FlowCollector spec.namespace TE% S 117 namespace (T 7 #
JU N TlE netobserv) ICERX T 2 BN HY £,

2732 % dashboardName % 9 % &, #%5EEE D' Netobserv THZHT LW v 2 2 R— K
MERINF T, =& 21X, Netobserv/ <dashboard_name>T¥,

Z DBITIE. histogram_quantile Bz A L T p50 & p99 Z#XRRL X7,

EANITSLZERTDEZICEFMNICERINE XA N2 ZSMETRIC_ sum = X M) U R
SMETRIC count CTEI2 2 & T, EA NI SLDEHARRITEEY, gikDFITIE, ThEFRT
937D Prometheus 7 L) —ZRDEHY TY,

promQL: "(sum(rate(SMETRIC_sum{DstK8S_Namespace!=\"\"}[2m])) by
(DstK8S_Namespace,DstK8S_OwnerName) /
sum(rate(SMETRIC_count{DstK8S_Namespace!=\"\"}[2m])) by
(DstK8S_Namespace,DstK8S_OwnerName))*1000"

®

EI-I;

1. Pod "EFIN/= 5, Observe —» Dashboards ICFEEIL £,

2. NetObserv/Main¥ v > 2/ R— K%&#®RFEL 9, NetObserv/Main¥ v > 18— KD
T FEEBDEISCTERLEY Y Y2 R—REOTICHBZFLLOWARILERRILET,

JIT)—FEDOFHMIE. Prometheus D RF a2 AV KN ZSRBLTLIEIL,
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FE8E Ny aR—KEFS—FTCOAMN) I ZADEA

B
Y j__-lf—;"'E%jD:/“Ia I\OJTE_ I\}b_}bm{/ﬁﬁic

¢ SN—TFTAFIVTA—AMIVRADIZTIVY 2—FT 147 -Prometheus N RKEDT 4 R
ERAHE L CLWSEAOKE
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9% NETWORK OBSERVABILITY OPERATOR DEE R

Web OV —JL%&{EMA L T, Network Observability Operator D2 ICEAET 275 — M EBRTE

i’a—o

O1LEBLMES v a1 R—R

Network Observability Operator gL & ) vV —RERKRICEAT XA M) 7 XidE Web IV —Ib
M Observe - Dashboards R—2ICHY) £9, Operator DELMEICEHTZ2ROATIT)—DXA MY
AERRTEET,

1®HYD70—#

v/
BEI1SEOTS—H
1Wh-vokoy FXhioo—#
flowlogs-pipeline &t
flowlogs-pipeline it 21—
eBPFI—Yx Y MRGIE2—
Operator gt

)V —Z2DERAKHR

90.2.BEMT7>— bk

To2—RrDBMNY)H=—INBE, ¥y PaR—RNIIBEETBEIANILAT T — b/NF—1 Network Traffic
R—=U ¢ Home R—=JIZRRINDZERHYET, 75— MIRDODBEICERINE T,

NetObservLokiError 7 5 — M &, Loki ERYiAH L — MHIRRICGE L 2BEWE. LokiTZ—D°
R T flowlogs-pipeline 7—7 O— KA 70—% KOY T2 EHELET,

NetObservNoFlows 7 5 — b &, —ERE 70— YRAENRWESICRELFXT,
NetObservFlowsDropped 7 2 — b &, Network Observability eBPF T—< = > b D HashMap

F—TIHNSIEWT, eBPFI—Y YV MR T4 —T VU ANMETFLAERET Y O—A0IE
LTW3BIHE, FLIERBEHMRILI N A —INALBEICKRELET,

9.3. LM IBHRDTRT:

Web O~ — )L Dashboards R— H 5, Network Observability Operator DEL£MEE ) VY — A D{FE
ARRICETEA NI VRICTIVEATEEY,

AR

Network Observability Operator B4 Y XA h—JLINTWE T,

e cluster-admin O— /)L E/EZTRTOTOY T NORRNN—I vy avasEo>a—Ho—&L
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#5932 NETWORK OBSERVABILITY OPERATOR D&tk

FIR

1. Web 3> Y —JL® Administrator /X— X% 5 4 TH 5, Observe - Dashboards ICFE) L £
ERR

2. Dashboards KOy 74> X Za—H5, Netobserv/Health #:#IRL £,

3. N ‘/L.i%T"STUL Opel’ator @&.é'lﬂi‘\-%?é X |\ U 7 X%Eﬁulu L i-a_o

9.3.1LANIRT S5 — b DEME

FlowCollector ') YV — 2 &R&EL T, NATS—haATRNT7ORTEET,
1. Web O ~Y —JL T, Operators - Installed Operators I[CF5EI L £,
2. NetObserv Operator M Provided APIs Rt L O FT. Flow Collector &R L £ 7,
3. cluster Z:ZR L. YAMLY 7% ZEIRLZF T,

4, /9(0) YAML %> 7LD & 5 IZ. spec.processor.metrics.disableAlerts %3801 L TNV T
—hMZEMLET,

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:

name: cluster
spec:

processor:

metrics:
disableAlerts: [NetObservLokiError, NetObservNoFlows] ﬂ

@ EHTBTS-LOIDIREAADIA TEEC YA M EIBETEFT,

94.EBPFTI— Y N7S5— NDEH

Network Observability eBPF T— = > b ®D HashMap 7— 7L W o W TS . BEFIRA N1
H—Xh5&, 75— b NetObservAgentFlowsDropped 2 k) H—3NnFz 9, TDT7S5— MHRTR

INEBEIE. ROFICTRT &L SIS, FlowCollector ® cacheMaxFlows #3132 & A RETL TLK 2
X LY,

X5

cacheMaxFlows #3153 &, eBPF I—Y TV DX T —FHEENEINT 2 ATREMD
HYFEd,

1. Web O~ Y —JL T, Operators - Installed Operators I[CF581 L £ 9,

2. Network Observability Operator @ Provided APIs R4 L D~ T. Flow Collector % #iR L £
ER

3. cluster #:#R L. YAMLY 7%2ZIRLZ T,
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4. RO YAML %> FILICRT £ 5 IC. spec.agent.ebpf.cacheMaxFlows D{E%IE» L 7,

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
namespace: netobserv
deploymentModel: Direct
agent:
type: eBPF
ebpf:
cacheMaxFlows: 200000 ﬂ

Q NetObservAgentFlowsDropped 77 5 — M FE&£BFDfEH 5 cacheMaxFlows {E% 315X L 7,
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FLOERSTVa—-YVITYY—R

FLOZERF Va2 - T)y—2

T4V NBLURR (Toleration) IC& Y, /—KNIE/—RETRTV2—-ILVTE2HBEBEDH B (FIER
FI1—IVERETHW)Pod HIEHTEET,

J—RELIY—E. /—ROARIY LSRR E Pod THEEINALEZLIY—%2FHALTEEINS
F—/EDODRTOYY THBELZET,

Pod A"/ — RTEITTZ2EHEZB/AETICIE, PodIZiE/ —RDINILERULF—/EBORT I RITNIE
Y FHEA

10.1LEBED ./ — RIZH TS NETWORK OBSERVABILITY =704 XV b

FlowCollector #:&E L T. HED / — RIZHE TS Network Observability AV R—x > hDFFOA X
YhEHIETEX
9, spec.agent.ebpf.advanced.scheduling. spec.processor.advanced.scheduling. & & U

Ea—]

spec.consolePlugin.advanced.scheduling {t# T. JXDEREHNTRETT .
® NodeSelector
e Tolerations
e Affinity
® PriorityClassName

spec.<components.advanced.scheduling M1 > 7'JL FlowCollector ') ¥/ — X

apiVersion: flows.netobserv.io/vibeta2
kind: FlowCollector
metadata:
name: cluster
spec:
#...
advanced:
scheduling:

tolerations:

- key: "<taint key>"
operator: "Equal”
value: "<taint value>"
effect: "<taint effect>"
nodeSelector:

<key>: <value>
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: name
operator: In
values:
- app-worker-node
priorityClassName: """
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BEEIR
e T4V MNBLUAER (Toleration) ICDWT
® Assign Pods to Nodes (Kubernetes KF a2 X > )

® Pod Priority and Preemption (Kubernetes KF a1 X > )
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-taints-tolerations-about_nodes-scheduler-taints-tolerations
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%113 NETWORK OBSERVABILITY CL|

5115 NETWORK OBSERVABILITY CLI

11.1. NETWORK OBSERVABILITYCLI D1 Y X b —Jb

Network Observability CLI (oc netobserv) i&. Network Observability Operator & IEBICTF FO4M X h
¥, CLIIE. OpenShiftCLI(oc) 7544 v & LTHIBTEES, CLIE. Xy h7— /&S
FRALT ARICTNYITBELIP NS TN a—FT1 VT ETOIBERFETT,

2

Network Observability CLI (oc netobserv) (&7 2 / O —FL Ea—DHDEEETT,

70/0Y—7LEa—#EEIE. RedHat BREHR— MDY —EXLRIVT T =AY
b (SLA) OXRHATH Y., HEMICKETIERVEELHY £, RedHat I&, EHE
BRECINSGAFEATIIEAMBLTVWERA, 77 /00— E2—#EEIZ. &
FORRMEZVWERIIRHEL T, AREETHREDTANETWI 1 — RNy I %R
HLTWAEESZIEZBHNELTWVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

11.1.1. Network Observability CLI ICDWT

Network Observability CLI (oc netobserv) Z {3 5 &, xv hT—JDEBERRICT NNy FEL
NSTIVoa—FT4 v TEEY, Network Observability CLI &, eBPF T—Y x> MR L TIE
LieT—9%—BRNRIL V9 —PodICAMNY—3279270-8L0/y NV —ILT

To ¥ T F v —rhICKBHNRANL—VIEBREHLY A, RTE. BHOPFO—-HILT Y VICEES
nEd., TD7H, Network Observability Operator 54 Y A h—JL LA TH, N4y bETO—
T—YEFTIERL A TTRETEET,

E:2

CLIOFv7Fv—Iid, 8-10 90 EDEVHBDAEITIND L DICHSFINTVWE
T, ETREAIARTEZE, TR0 TOEREYBRTZ2ONEH L B2 aEEMENH Y
i’a—o

11.1.2. Network Observability CLID 1 > X k—JL

Network Observability CLI (oc netobserv) 1 >~ X b —JL &, Network Observability Operator D1 >~
AM=ILEEBIDFIETYE, DF Y. OperatorHub h 5 Operator 54 A h—JL L72IFETH. CLI
ZREA VA N—IVT BRENHY XY,

S SV

AN, BEITIG LT, Krew 28 L T netobserv CLI 7574 V&4 VA M=V TEXT, &
255N fMiE. (Krew 2R LAECLI 7S 4 YDA YA M—)L] 2BRBLTLEIY,
7=

e OpenShiftCLI(oc) 4 YA h—ILLTH<,

® macOS F/ I Linux ZRL—FT 4 VIV RAT LD H S,

FIR
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1. oc netobservClLItar 774 )L 4o >vA—KLZET,

2. T A1 TEREALET,
I $ tar xvf netobserv-cli.tar.gz
3. 77 ANERITARICLET,
I $ chmod +x ./build/oc-netobserv

4. BB L7 netobserv-cli /X1 F 1) —% . Jjusr/local/bin/ 72 ® PATH EOF 4 L o M) —ICF
Eﬂ L/ i _a—o

I $ sudo mv ./build/oc-netobserv /usr/local/bin/

e oc netobserv W*'FIFHRIEECH B I & =R L X7,

I $ oc netobserv version

=Pl

I Netobserv CLI version <version>

BTG IR
o CLITSUA4 VDA VAMN=ILELVER

o Krew AR LAECLI 7STA4 YDA VR M=

11.2. NETWORK OBSERVABILITY CLI ®{g
20—y NTFT—9%559—IF ) NTEEARILS LG T74ILIY )V ITTEE, BEDR—MNEFE
ALTW31—H—DFERE., FHlRERRRZHEFETE XY, Network Observability CLI &, 7

A—% JSONBLUVT—IR—=T74ILELT, XYy hEPCAP 7 74)LELTINELET, &
N7 7AINEY—RNR—=F 4 =Y —)LTEHEHETEEY,

N21. 70—0D%v TFv—

JO0—%F v TFv—L. T—YARADEEDY Y —RFLIFYV—VTI7140LI) 0 TTBE, 20D
V—VBOZTYRMN) vy TEIALRIT) ZRRTDREDI—ZAT—RIIRIGETEEY, CLITD
T—7IERBICEY, RTOHEEE 70— RBEENMREINE T,

AR
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

® Network Observability CLI (oc netobserv) 75 74 U1 VA h—ILINTW3B,

FIR
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LROAT Y REERFTLT, 7409 —sFMcLT7O—%Fv Fvr—LFT,

$ oc netobserv flows --enable_filter=true --action=Accept --cidr=0.0.0.0/0 --protocol=TCP --
port=49051

2. 9—3FI)LOD live tablefilter 7O 7 rTT74IILY—%EBML T, BETHZ 705 ISITK
YirsFd, UTFICHIERLET,

I live table filter: [SrcK8S_Zone:us-west-1b] press enter to match multiple regular expressions
at once

3 FvIFr—%EFLETEICE, C+CEIHLET, ¥+ TFvr—Ihfi7—4%I1dE. CLIDT Y
AMN=IVIZFERLEZOERL/RRILHS Joutput T4 LI M) —HD 2 DDERDZ T 714 LIC
EXIAFhZET,

4. v TFv—INkT—4%. JSON 7 7 1 )L .Joutput/flow/<capture_date_time>.json THE
RBLEFT. TOT7A4INICIE. FY¥ TFvyr—INET—F9DISONEFINEEFNTWVWET,

JSON 7 7 1 JLD:

"AgentIP":"10.0.1.76",

"Bytes": 561,

"DnsErrno": 0,

"Dscp": 20,

"DstAddr": "f904:ece9:ba63:6ac7:8018:1e€5:7130:0",
"DstMac": "0A:58:0A:80:00:37",
"DstPort™: 9999,

"Duplicate": false,

"Etype": 2048,

"Flags": 16,

"FlowDirection": 0,

"IfDirection": 0,

"Interface": "ens5",
"K8S_FlowLayer": "infra",

"Packets": 1,

"Proto": 6,

"SrcAddr": "3e06:6¢10:6440:2:a80:37:b756:270f",
"SrcMac": "0A:58:0A:80:00:01",
"SrcPort": 46934,

"TimeFlowEndMs": 1709741962111,
"TimeFlowRttNs": 121000,
"TimeFlowStartMs": 1709741962111,
"TimeReceived": 1709741964

}

5. SQLite #{#f L T. ./output/flow/<capture_date_time>.db 7 —9 X—X 7 7 L ARETE
F9. UFICHERLET,

a. RDAX YV RERITLTI7 74 IV ERAEET,

I $ sqlite3 ./output/flow/<capture_date_time>.db

b. SQLite SELECT AT — XAV hERTLTT—49%29T)—LET, RIHIZERLET,
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sqlite> SELECT DnsLatencyMs, DnsFlagsResponseCode, Dnsld, DstAddr, DstPort,
Interface, Proto, SrcAddr, SrcPort, Bytes, Packets FROM flow WHERE DnsLatencyMs
>10 LIMIT 10;

=Pl

12|NoError|58747|10.128.0.63|57856]|17|172.30.0.10|53|2841
11|NoError|20486|10.128.0.52|56575||17|169.254.169.254|53| 2251
11|NoError|59544[10.128.0.103|51089]|17|172.30.0.10|53|307|1
13|NoError|32519|10.128.0.52|55241||17|169.254.169.254|53|254] 1
12|NoError|32519|10.0.0.3|55241||17|169.254.169.254|53|254| 1
15|NoError|57673|10.128.0.19|59051(|17|172.30.0.10|53|3131
13|NoError|35652|10.0.0.3|46532||17|169.254.169.254|53| 1831
32|NoError|37326|10.0.0.3/52718||17|169.254.169.254|53|169|1
14|NoError|14530|10.0.0.3|58203||17|169.254.169.254|53|246| 1
15|NoError|4054810.0.0.3|45933||17|169.254.169.254|53|174|1

N22. 80y hDFx v TF v —

Network Observability CLI B LT/ y M eXx v TF v —TZF T,

AR

FIR

OpenShift CLI (o¢) B4 Y 2 h—ILIhT W3,

Network Observability CLI (oc netobserv) 7> 74 V1 VA h—ILINTW3B,

TANWI—EBMILTRTY MR+ TFv—2ETLET,
I $ oc netobserv packets tcp,80

—IFI)LOD live table filter 7O 7R TT7 4L —%BML T, BETEHNT Y MERKYIA
HET, T4 —DFIRDESBY TT,

I live table filter: [SrcK8S_Zone:us-west-1b] press enter to match multiple regular expressions
at once

v TFv—AELETBICIE. Crl+C AL F T,

FrTFr—INT—YERERLET. TOT—FIE CLIOA YR M=JLILERALEDE
B LC/RRICH S Joutput/pcap T4 LV M) —RHD 12D 7 74 ILICEZIAEFIhFT,

a. .Joutput/pcap/<capture_date_times>.pcap 7 7 1 JLI& Wireshark TR ZEMNTE XY,

11.2.3. Network Observability CLID 2 1) —> 7 v

oc netobserv cleanup % £T7LC. CLI7—/0—R%2FETH/)—V Ty FTEXFd, coax>
Kid. 7529 —DoFRTOCLITVR—FY NEHIRLET,

FryTFv—BRTITDE, TOAXYRDNISATY MIL->THBMICETINE T, EHOBE
DPRELALZEIE. FHTETIIVELIHZG5EIHYET,
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FIa
o LIFDIYYREHRITLET,

I $ oc netobserv cleanup

BIER R

® Network Observability CLI YV 7 7 L > X

1.3. NETWORK OBSERVABILITY CLI (OCNETOBSERV) ) 7 7 L~ R

Network Observability CLI (oc netobserv) (&. Network Observability Operator CERATE 2T EA E
DHBEE 7 AN ) v TF T avaERFATWEY., AV RS VBIHZERET I & T, BEP T 1)L
H)VTF T avEBMITEET,

1.3.1. oc netobservCLI ) 7 7 L > X

Network Observability CLI (oc netobserv) I&, FFMiADD/ZHIC, 7O—F—89&RXTy hT—49 %
FrTFv—92HDCLIY—ILTT,

oc netobserv M1& 3L
I $ oc netobserv [<command>] [<feature_option>] [<command_options>] ﬂ

BEEA 7> 3 ~IE. oc netobserv flows ¥ RTOHERATEX £9 . oc netobserv packets 1
vV RTREATEIEA,

FNMIEXKOATU KR
avwv Rk Bl

flows JO0—B®REx vy SFry—LFT, v7aAT Y NIIDVWTIE, T7O—F+7
Fr—DHTaATU K] RESBLTLLEIW,

packets REDTAORMNINFLERIR-PDORTHLNRTYy MeFxv TFvr—LET
(netobserv packets -filter=tcp,80 % &), /X7 v M F v 7F v —DFEH
. IRy hEx v TFr—DHTIT VK] RESBLTLEIW,

cleanup Network Observability CLI A Y R—% >~ M &HIBR L 7
version VINDzT7ON=UavEHRALET,
help NVTERRLET,

11.3.1.1. Network Observability DT> 1) v FX > k
Network Observability DT> v F XY M, V=V, /=K, fiE&E. VVY—R& Uy ROy

7. DNSBE, STVYRN) Yy TIAMLIIETZA T a VvlEEEEST) 2RTT DLHDDEDTT,
IhiE, 720—%F v TF v —9258ICDHFEMITETET, TODBERIE. Xy bx+ S
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Fr—Dpcap HA7 74 IICIERRINEHA,

Network Observability DT> 1) v F X~ hDEX

I $ oc netobserv flows [<enrichment_options>] [<subcommands>]

1.2 Network Observability DTV Yy FA Y hDA T a >

--enable_rit

--enable_dns

--help

--interfaces

FHCcX 5%l
SOVRN)YyTH14 L true, false
EEMICLET,
DNSEffi=HMIC L £ true. false
E
NVTERRLET, -

7A—-IKNLTRET S

AV =T (4R, =&
Z X, "ethO,eth1" T

3—0

N312. 720—F v TFv¥r—DAT>a v

720—Fv 7Fvr—IliF, RAEIATY RDIEFEH, X4y ROy 7, DNSEBIE, SOV KMy T4

"<interface>"

T4k

false

false

AL, 748V TICET 2EIMEEDEMLREDBMA T avhAHY £,

oc netobserv flows D&

I $ oc netobserv flows [<feature_option>] [<xcommand_options>]

KNI 7O0—FvTFv—D74NY—FT>ay

--enable_filter

--action

--cidr

--protocol

76

720—74I)L%—
EEMICLET,

JO0—ICEBEYT 3
7ovav,

7O0—IC LT
&9 % CIDR,

70O0—ICL TR
4937080
o

EATE%E

true. false

Accept. Reject

1.1.1.0/24. 1::10
0/64. F7clx
0.0.0.0/0

TCP. UDP. SC
TP. ICMP. 7%
(& ICMPv6

=W

=W

WL 2

T4k

false

Accept

0.0.0.0/0
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--direction

--dport

--sport

--port

--sport_range

--dport_range

--port_range

--icmp_type

--icmp_code

--peer_ip

70O0—ICL TR
a9 3AM,

7O0—ICL TR
59 BEER—
ko

70O0—IC LT
59 BEETR—
ko

70— L TR
é_d_é/_ﬁ— I\o

70O0—IC LT
59 BEETR—
~ DEEH,

70O0—ICL TR
B9 BEER— K
DEGH,

70O0—IC L TR
A9 BKR—MEE
i

7O0—ICL TR
89 %ICMP 41
R

7O0—IC LT
49 %ICMP O—
Ko

70O0—ICL TR
A593E7IP,

Ingress. Egress

80. 443. FX&
49051

80. 443. FX&
49051

80. 443. FX&

49051

80-100 7= i&

443-445

80-100

80-100 7= (&

443-445

8 F7/x13

0 X7

1111 F721%
1::1

N3I13. Ny vy ITFv—DA T3V

Ny Ny TFv—F—FDR—KETORNINETANLY )V ITTEET,

oc netobserv packets D&

I $ oc netobserv packets [<option>]

RKNANRTYy X v TFv—DITANIY—F T3y

(AR

WLz

WL 2

(AR

(AR

(AR

(AR

(AR

(AR

(AR
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78

T Tvav

<protocol> <port>

59 WA

BEOZ7OMILELY  EW
R—=ERTHENRTY b
HEX¥vTFv—LET,

AV ERYPYXFEL
THERLEY., &k

£, tcp,80 (& tep 7O
baJLER—K 80 %5
ELET,

FI7A4IL N
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5125 FLOWCOLLECTOR R E/NS X —4 —

FlowCollector (&, EBER2F 7O XY N BESLVRETZ Ry h7—270—-NEAPIDR
4:_7—6‘-3_0

12.1. FLOWCOLLECTOR API f1#k

G|

FlowCollector I3, EB L2327 7O/ XY M BESLUVRET DRy N7 —2 70— API
O)Z$_7TTQ

i)
object

apiVersion string APIVersion &4 77 DI D
RIBON—V 3V AF—TAEEE
LEd, ——l@FRF IR
F—VERIMOREBEICER L.
REINARVMEIRIES TR &N
HYFET, FE
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#resources %%
BLTLCEI W,

kind string kind i dZ DA 7T MHKRT
REST )V —R%& KT XFIDIE
TY, ¥—NR—iF, 77472 hK
NEREEEFETDIV RRA VK
NoIhEHRTEEZENHY
¥, INZEHITHIEETE
FtHA, FYAILT—REFERAL
Y., F
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#types-kinds %%
BLTLCET W,

metadata object BEL TSI hDAIT—H,
B2
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#metadata =%
BRLTCEIWY,
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spec object FlowCollector ) V —ZXDEZF L
WREZEEZLI T,

*ZDRFaAYMNT"HR—Fb
STRA" F7oid "FEHEE" SRS
NTW3IHA. RedHat 37 Dk
gEEARICHR—PMLTLEY

ho ToEZIE, JZa=5F14—IC
Lo TIRHIN, AVFF VR
I 2 EXREERLICZITAN
Shi-agEErHY FT, BED
AVTFF—lE, RAMIZT7+—F
ICBRELTINSDHEEICRTT 5
YR— N E2RHETI2HBENHY F
ER

12.1.1. .metadata

G|

BEF TV MDAYT—4, FEMIL. https;//qgit.k8s.io/community/contributors/devel/sig-
architecture/api-conventions.md#metadata &R L T 23 W,

i)
object
12.1.2. .spec
A
FlowCollector Y YV —ZADEZ L WREEEELZF T,
X ZDRFIAY MT"YR— MWRA" T FEHE ERBBINTLSIHE. Red Hat 1&Z D
BEEARICHR—RNLTVWERA, LEAE, J3Ia=F74—ICL>TREIh, XV FF VRIS
BT EXRERRLICRITANONAARUENHYET, BREDAVTF—IF. RAKNI T +—
MIBRELTINODKEEEICHT Y R— MR T 25HBEHY 7,
i)
object
FONRT 1 —
agent object JO0—%=HET SO0 -
v hE&E,
consolePlugin object consolePlugin (&, FIFARRER

%4, OpenShift Container
Platform A Y =TS9 4 ViC
BAEY2HRELEELET,
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deploymentModel string deploymentModel (&, 70—
WBICHERT IOA AV NDF
1 7%2EHELET, AREREIRR
DEHBYTY,

- Direct (77 # )L N) DIBE. 7
O—7OtyH—AIT—ycvh
POoEEVY AV LET,

- Kafka ®i5&. 7Oty H—IC
Lo THEINSRICZO—%
Kafka /8 TS5 A4 VICEELZE
ER

Kafka I&, LW EBNALXT—5E
V74, EEYE BLUETRHME
HIRETEEY (FHA

(&, https://www.redhat.com/en/
topics/integration/what-is-
apache-kafka 8B L T X
Wo

exporters array exporters (. HRY LEEF
FZANL—HDOEMDA T 3
VDI AR—IEERELET,

kafka object Kafka 5% %E., KafkaZ7O—21L
9oavnA T4 v0—EEL
T7Aa—h—&LTERATEE
¥, COREEZFATEZD
I%. spec.deploymentModel

»* Kafka D% & TY,

loki object loki(ZR—X N7)DIZA4 TV
bR E.

hamespace string Network Observability Pod %7 7

04 TN % namespace,

processor object processor (. T—Y T khH
57A—%=%EL. Thz@ik
Lo XMUYRZEERL, Loki
Kbl A v —PEAAREATT
Y AR—F—ICEET 2V R—
XV hDBREEZEELIT,
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prometheus object prometheus (&, a> vV —J)L 7
ZTAVDHAN) YV RAERGT
2OICERAINZ VT —BE
72 E D Prometheus SXE% EFE L
Y,

12.1.3. .spec.agent
A
JO0—%HHTEEODI—V TV MNRE.,
B
object

ebpf object ebpf (&, spec.agent.type #*
eBPF ICEREI N TV 2 I5HE.
eBPF R—2070—LKR—%—
ICEET 28 EERLET,

type string type [FEHEEE ()] TlE. 7R—h
L—RI—Y Vv MNERBERLE
9. MEfE, 2D 74— KTl
eBPF 7/ (ZIPFIX #:@8IRTX X
L7, IR7E. eBPF D&M EFAI X
NTWakH, ZOT74—ILRIE
JEHETHY. APIDSHED/N—
VavTHIBRINEFETY,

12.1.4. .spec.agent.ebpf

G|

ebpf . spec.agent.type »* eBPF [CEREINTWBIHFE., eBPFR—Z2D 70— L KR—4% —|CF
EIERELRLET,

i)

object
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advanced object advanced =Y % &, eBPF
I—Yzv hOREBPHEEDWNL D
NPOREERECEEzT, Dt
v avid, GOGC »
GOMAXPROCS ®RiEZ#x &
DTNy JEFMBRNT r—< v
ADmZELEERENE LTVE
T, INOLDEIXSEHROERED
HERELTLEIW,

cacheActiveTimeout string cacheActiveTimeout (&, L
R—4—D70—%EH L TEE
THFITORKREART
¥, cacheMaxFlows &
cacheActiveTimeout #1EX% 3
ECRYRNT—=O NS TAavID
F—/N—~w K& CPUBRTZ R
LYPIENTEETN, XEY—
SHEEMEZ, 70—13L VY3
YOLATVY—HEINT BRI L
NFEINZET,

cacheMaxFlows integer cacheMaxFlows (&. &#AD
70—-DRA¥TYT, FETS
s, LR—=4—lFvo—%%EL
9., cacheMaxFlows &
cacheActiveTimeout %159
E XY NT=DO RS TawID
F—X—~w K& CPU AR %R
LT ENTEFTN, AEY—
HEEHN L, 70—l 9 ¥ 3
VDLATUI—HIEMTEE
HNFEBINET,

excludelnterfaces array (string) excludelnterfaces (C(E. 7

A—RL—ZXDSBRATDA
H—T 1A RE%E2HET, /br-/
RE, RSy aTHIENEZIY
MNU—IFERKKTE LTRESI N
F9, TG, KXFEMX
FEXTEXFIE LTRES
nExy,
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84

features

flowFilter

imagePullPolicy

interfaces

array (string)

object

string

array (string)

BWICT 2EMBERED ) X b, T
NSIEFT7 4L N TTRTEMIC
RoTWEY, BIEREEBRIC
TBE, NI4TV RICHER
HEagElErHY £3, ATaEalE
[IxRODEBY TY,

- PacketDrop: /84 v h kOy 7
J0—0O¥ Y IHEEEBMICL
FY, COHKBEEEXFERY 555
A—RNWTNRY T T 7AWV AT
LERDV NS DUENH DT
8. eBPF Pod I$4FHEFZ & LT
RITTIRENHY X

¥, spec.agent.ebpf.privilege
dRXSAX—H—PHREINTLAR
WS, T57—IHREINZE
ER

- DNSTracking: DNS B Fit##g
EEMICLET,

-FlIowRTT:eBPF ZT—>Y x> b
TTCP NS T4 v oD
O—3EME (sRTT) #MHZHF/MICL
9,

flowFilter i&. 7a—74)L% 1)
VJICEAT B eBPFI—Y TV b
REEEELET,

imagePullPolicy i3, ETEZ
L7=4 X —< @ Kubernetes 7J
’_.ﬁ U 9_—63—0

interfaces ICI1Z. 7 O—DIX&E
TCHBDAI VY —7 4 ADEH]
EEOHEY, BOHE, I—V
> M & excludelnterfaces ()
ZARINTVWBEDERWT, ¥
ATLADITRTDA VI —Tx
A A%=RFBLET, /br/ R &,
AZvyvaTHENIZI VN —
FERKBFE L TREINE T,
ZThUAE, AXFENMXFERX
AT E2XFIELTREINE
ES
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kafkaBatchSize integer kafkaBatchSize (Z. /X\—7 ¢
Y avVICEEINBEDOY VTR
FDTRARY A X% /XA NEALTHI
FRLZFY, Kafka ZfEMA LARWE
BRERINET, 77401
MB.,

logLevel string logLevel I&. Network
Observability eBPF Agent 0O %'
LRLVEEELEY,

metrics object metrics (. X b I XICET B
eBPF I—Y YV hREEEEL
=

privileged boolean eBPF Agent OV 7+ —D451E
E— K, EHEIN B Hfalse IC5%
EINTWBE, Operator 3
VT T—IlER T4 NE Y
7 4 — (BPF. PERFMON,
NET_ADMIN, SYS_RESOURCE)
HEREL X9, CAP_BPF %325
LARWHWA—RILN= 3 UH
FRINTVWRHBERE, A5H
DEHTINODMEEABRETE
BRWEEIK, TOE—REFVIC
LT, &YBLDTO—/NILIER
ZRMETEZXY, Ny ROy
T DB (BEEE % S 88) % SR-
IOV #R— Mg, —ZDIT—
Vv MEREICIZBIET— KD
BT,

resources object resources (&, DAV TF—
MREETZAVEI—FT1 Y
)Y —ZTY, il
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
KTV,

sampling integer JO—LR—9—DH Ty
L— bk, 100 (&, 100 D 12D 7
O—NEEFEINDIEZBHKLZF
o OFLIFT1IFE. TRTD7
A=Y r )0 ishsdl s
BEKLET,

12.1.5. .spec.agent.ebpf.advanced
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snEA
advanced #fffH 3% &, e BPFI—Y Y FOARAFEREDWL DHODAIEZRETCEET, 2D
723k, GOGC > GOMAXPROCS RIBEHAEDT /Ny JEFHMANT +—< >V AD&HEL
EERENELTVWET, ThODERRSEHROEEDEL EH/ELTLEIL,

it}
object

env object (string) env RT3, HRYLRE
THAEBERZIVKR—XV
ICEgTCENTEET, GOGC
» GOMAXPROCS % &, 3E
ICEERHRN T+ —< VY RAFa—
ZVTA T a v EETDOITHERIL
5F9, INS5DA T 3 vidk,
Ty DTNy TN R—ME
ZIEGBERICOFAERREDTH
%78, FlowCollector &R F®D
—EHELTRRELARVWTCES

AN

scheduling object scheduling l&. Pod A"/ — R T&
DEIICATY1—-)INhdh%
HIEL £9,

12.1.6. .spec.agent.ebpf.advanced.scheduling
A

scheduling l&, Pod n'/ — R TEDLDIICRT TV a—ILINdhEHELET,
i)

object
FONRT 1 —
affinity object {BELBE. PodDRT Y a—
U JE. RFaAy MIDW
<
(&, https://kubernetes.io/docs/r
eference/kubernetes-

api/workload-resources/pod-
vl/#scheduling #8RL T 72X
Ly,
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nodeSelector object (string) nodeSelector Z A3 5 &. 15
ELEEINLERD/— RO
HPodEZRTVa1—)LTEET,
R¥axyhMIowT
(&, https://kubernetes.io/docs/c
oncepts/configuration/assign-
pod-node/ ZZHL T LI L,

priorityClassName string BE LB E. Pod DBEELR TR
LEY, RFaxrhMiowt
(&, https://kubernetes.io/docs/c
oncepts/scheduling-
eviction/pod-priority-
preemption/#how-to-use-
priority-and-preemption &8 L
TLEIW, BEINTWRWEG
BIET 74 NOBEENERX
h. 772 NOBEENRWNE
AIROMNMEAINET,

tolerations array tolerations i&. — %9571~
NEFFD ./ — NITPod B R4
Ja1—ITEBLDIILTBERD
JAKRTY, RF¥FaXTMIDW
T
(&, https://kubernetes.io/docs/r
eference/kubernetes-
api/workload-resources/pod-
vl/#scheduling #8R L T 72X
Ly,

12.1.7. .spec.agent.ebpf.advanced.scheduling.affinity

A
BELEBE., PodDRTYa—Y U JHI#, R¥axy MIoWT
l&. https:;//kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-
vl/#scheduling Z5BR L T EI L,

i)
object

12.1.8. .spec.agent.ebpf.advanced.scheduling.tolerations

A
tolerations &, — BT 271V h2ED/ —RNICPodBART V21— TEDLIILTEHEADY R
FNTY, RFaX2 MIDWTIE, https;//kubernetes.io/docs/reference/kubernetes-
api/workload-resources/pod-vl/#scheduling Z58BR L T ZX L,
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i
array

12.1.9. .spec.agent.ebpf.flowFilter
A

flowFilter (. 70— 48 YV JICET 2 eBPFI—Y Y bREZERELE T,
i

object

action string action¥. 74L& —II—HT
270-ICRLTETTSZT7Y
YavaEHELET,

cidr string cidriz, 7O—o74)L85Y>V Y
ICERATZIPCIDREEZL X
¥, & ZE 10.10.10.0/24
7213 100:100:100:100::/64 T
ES

destPorts integer-or-string destPorts (5. 7B8—D7 1)L

&)U TIERYT %8ER— M
EHELFT, B—DR—F 2T 1
WE ) TFBITE B—DR—
FNEEHESLTHRELET, &
&z £, destPorts: 80 T3,

R—bDEHERE74ILE )V TT
ZICiE. XFIHAD "BA - &
T'EEEFERALET, L&

i&. destPorts: "80-100" ¢

ER

direction string direction (. 7O—D7 1)L %
DU JIERT A EEERLE
ERS

enable boolean eBPF 7O—D7 1 L% )V Tk

BEABRICT ZICIE. enable %
true ICEREL 9,

icmpCode integer icmpCode (F. Internet Control
Message Protocol (ICMP) k5
T4 v IDBEIC. 7E—DT 4
Ve )Y JICERYT % ICMP O—
FeEELIT,
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icmpType integer

peerlP string

ports integer-or-string
protocol string
sourcePorts integer-or-string

12.1.10. .spec.agent.ebpf.metrics
BT

metrics I, X MYV RICEAT B eBPFZT—Y TV

i)
object

icmpType &, ICMP k57 1 v
IDHBEIC, 7O—DT 4L
VIIERTBICMP 94 T%E
ZLIT,

peerlP (. 7O—D71J)L% 1Y)
VIIERTSIPTRLREE
gELET, L&

(¥, 10.10.10.10 ¢9,

portsik., 7O—D7 4%V
JICERATZR—bzEHELZE
¥, INIFEETR— b E3EE
R—PMOWABICEAINE T, &
—DR—bZ2T74WE) VTS
IiE, B—DOR— M EBHEE L
THRELZEY, &z id, ports:
80TCY, R—hrD&EHEZT 1L
SNV TFBICE. XFHHAD
"B - T EBEEFERAL T,
=& z &, ports: "80-100" T
ERS

protocol &, ZO—D7 1JL%
DU JIERT IO EE
ELZET,

sourcePorts &, 70—D7 ¢
WE )Y TICERYT 2EETR—
NeEZLEFT, E—DR—I%
ZANWI YT BITIE. B—D
R—bMZEHEE LTERELE
¥, =& Z1E. sourcePorts:
80 C9Y, R—bhDEEET 1L
HYVTTBICIE. XFEINFXD
"R - T SEEEFERLEY,
7= & 2 1L, sourcePorts: "80-
100" ¢9,

PREZEZELIT,
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disableAlerts array (string) disableAlerts (. #EMICT 5%
EX’HBT7T7—MDYRKTT,
ATEERMBIZRD EH Y TT,

NetObservDroppedFlows
I&. BPF @ HashMap A%\ o (E LY
[T T E EPREFIREMN MY
H—INFEERE eBPF I—
v iATOo—%&RkOv7LT
WBEZILRYA—INZET,

enable boolean eBPFI—Y TV RDXANY IR
IRE = HEMITT BICIE. enable
% false ICEREL £9, Il
TI7AIWBNTAEMTA>TWE

ED
server object Prometheus 27 L 4 /X\—MD X
)2 —NR—TV RRA v M&
Eo
12.1.11. .spec.agent.ebpf.metrics.server
A
Prometheus 7 LA /X—D XA ) J Y —/I"—T Y RRA 2V MEE,
i
object
FONRT 1 —
port integer A NYYRY—IR—=DHTTP R—
~o
tls object TLS 8% 7€,

12.1.12. .spec.agent.ebpf.metrics.server.tls
A

TLS &%,
B

object
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insecureSkipVerify boolean insecureSkipVerify =R ¥ %
& RIS NEREICHT 27
47 MIDKEEE RF Y TT
XEY, true ICRET S
&. providedCaFile 7 «+ —JL K
NEFEINET,

provided object type #* Provided ICEEEX N T
W2IBED TLS & E.

providedCaFile object type #* Provided IZ58E X T
WBBAEDCAT 74 ADS
iR,

type string TLSHREDY A1 THZFIRLE T,

- Disabled (7 )L~ &, T
YRRAVMITLS#BELZE
t#A. - Provided (&, ZFEAZE
774NV EF—T 74NV EFHT
BELEY [HR— bRRHA

M -Auto &, 7/ 7—>3 v
% L T OpenShift Container
Platform M BE14 R EEERE % (£
LEd,

12.1.13. .spec.agent.ebpf.metrics.server.tls.provided
A

type #° Provided ICEREEINTWBIFHED TLS & E,
i)

object

certFile string certFile (. config map F7I&
Y=o Ly NADFREET 71 )L
BADNRREEHELET,

certKey string certKey (&, configmap 7

—o Ly NNDEREMEE
T7AINE~ADNRREEFLE
To F—DARELBEITEELE
ER

o1
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name string SIEAZ % ST configmap £ IE
Dt/ AV NOEA-TTR

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MMERAINZX Y, namespace B
ER2HBE1EF. REICHLTYY
Y MTEB LD, configmap &
iEy—2oLy M OE—3IhZE
ER

type string SEBRE SR D Y 4 7 (configmap
* 7= 1% secret),

12.1.14. .spec.agent.ebpf.metrics.server.tls.providedCaFile

A
type 7' Provided ICEREINTWBIFEED CA 7 7 1 ILADBRE,
i)
object
FO/NRT 1 —
file string configmap ¥7lEv¥—2oL v bR
D774 INH,
name string 7714 %EEE configmap F7

=2 Ly DR

namespace string 774 )V &S configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
INTWBDER L namespace
MMEAINZX T, namespace B
ER2HBE1EF. REICHLTYY
Y MTEBLDIT. configmap &
iEy—2oLy MAOE—3IhZE
ER

type string 27AIWVBROEA1T
("configmap" X 7= I& "secret"),

12.1.15. .spec.agent.ebpf.resources
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BTL

resources |, CDAVFF—HPEETZAVEL—FT1 VT )Y —RTY, 5+l
I&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L
TLEEIW,

i)

object

limits integer-or-string limits (&, FFIS N2V E21—
MY —RADEXREZTRLET,
2

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
(A AN

requests integer-or-string requests (¥, BELIVE1— b
DY —2D®zNEZTRLET, O
VT F—IZDWT Requests h'&
BIN2%mE. ARNICEESN
ZH|AICT 7 #JL M T Limits IC8%
EINXT, BELAWGEE,
EEERDEICKRESNTT., U
JIZAMIFREZBAD I EET
TFEHA, Ml
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
IV,

12.1.16. .spec.consolePlugin

A
consolePlugin (&, FIFAARELIZE. OpenShift Container Platform 3> Y —IL 7574 VICEEY
2HREEEZELET,

B
object

FONRT 1 —

advanced object advanced Z M35 &, IV
V=TS T4 Y DORBEEDL
OV DAEZRETEEY, Z
Dt aviiz. GOGC »
GOMAXPROCS IRIRZE# /4 &
DTNy JEFMBRNT r—< v
ADmELEERENE L TVE
T, INHDEIFBERDOERED
HERELTLLEIW,
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autoscaler object TS7400F77a4 A NAIC
RETBHKEPod A —MRT—
S —o autoscaler 1Tk,
HorizontalPodAutoscaler @ K
Faxv hM((BEEBRT-YY
Tn2) SR LTIV,

enable boolean AVY =TSS40 F7F7a4
AVINEBMCILEY,

imagePullPolicy string imagePullPolicy (&, L TES
L7=4 X —< @ Kubernetes 7J
’_.ﬁ) U :/_—Gj_o

logLevel string AVY—=IWTZ T4 Ry Ty
Ko logLevel,

portNaming object portNaming I&. R—hH5
Y—EXEZANDEBDREE EFE
LEYd,

quickFilters array quickFilters (&, J>vv—)IL7

STAVYDIAY I T4NE—TF
ey hERELEXT,

replicas integer replicas 3. BBT 2L 7Y%
(Pod) D =EZL Y,

resources object resources (1 Ea—F1 >
DY —ZAbREBEICAVT
T—ICE), Fi
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
CFEIW,

12.1.17. .spec.consolePlugin.advanced

snEA
advanced AT 2 &, AVY—ILTSTA4AVDODRBEEDOWL DO DAIEAZETCEFET, Z
DY 3aviE, GOGC ¥ GOMAXPROCS BRIEBEZH A EDT /Ny JEFHMBRN T+ —TV ADK
BEEELBMELTVWET, CNOSDEIRBEROEFEDE ERELTLEIL,

i)
object
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args array (string) args AT 5&. RS LE|
HEEBEREZOAVKR—RY MC
BT ENTEET, URL PERE
IRRAIRE, —EDNTA—49—%
F—N—54 N$BHEICERT
To INEDNRNFTA—4—(F,
Iy IDTNy TEINMYR— K%
ZT2HBEILOHERREDTH
%78, FlowCollector & F®D
—EELTARALAVWTESX
(A

env object (string) env zfEAHT 2 &, HRYLRIE
THEEBERZOAVER—RV b
ICET e TEEYT., GOGC
> GOMAXPROCS % &, 35
ICEERHRN T+ —< VA Fa—
ZVTA T a v EETDITERIL
5%9., IhoDAFT¥avid,
ITvIDTNY TREMMR—MN%
ZT2HBEILOHERREDTH
%7=8. FlowCollector & F®D
—EELTARALABWTESX
(A

port integer port iz 7S U4 vH—ERR—
FCTd, XMNYJZRAICFHNIN

TW3 9002 I fEA LAWTK
Ty,

register boolean register z true ICERET % &,
REIMAIVY LTSIV
% OpenShift Container Platform
Console Operator I EEIFYICE
gZxCcEEY, false ICFHRELEG
&7T%. oc patch
console.operator.openshift.i
o cluster --type='json’ -p
'[{"op": "add", "path":
"/spec/plugins/-", "value":
"netobserv-plugin”}]' I <v > K
<
console.operator.openshift.io/clus

ter 2IRET B &ICL Y., FF

TEHTEET,

scheduling object scheduling I, Pod #*/ — KT
EDLEIICRTYa—-EINdH
EHEIELET,
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12.1.18. .spec.consolePlugin.advanced.scheduling
7L

scheduling I&. Pod &'/ — RTEDLDICRT Y1 —ILINZ D %ZHELF T,
it

object
FO/NRT 1 —
affinity object {BELBE. Pod DRIV a—
DY UEIR, RFa XY MMIDW
T
(&, https://kubernetes.io/docs/r
eference/kubernetes-

api/workload-resources/pod-
vl/#scheduling #8R L T 72X
Ly,

nodeSelector object (string) nodeSelector Z A3 5 &. 15
ELEEINVERD/—RILD
H#Pod R a—)LTEET,
RFaxXY MIDOWT
(&, https://kubernetes.io/docs/c
oncepts/configuration/assign-
pod-node/ ZZHL T EX L,

priorityClassName string BE LB E. Pod DBEEARTR
LET, RFaxrhMIDOWT
(&, https://kubernetes.io/docs/c
oncepts/scheduling-
eviction/pod-priority-
preemption/#how-to-use-
priority-and-preemption &8 L
TLEIV, BEEINTULRWS
BRT 74 NOBEENEAS
N. 774 bDOBEENGRWNG
B OMMERINET,

tolerations array tolerations i&. — %9571~
NEFFD ./ — RIZPod B R4
Ja1—ITEBLDIILTBERD
JARMTY, FFaxryhiZow
T
(&, https://kubernetes.io/docs/r
eference/kubernetes-
api/workload-resources/pod-
vl/#scheduling #8RL T 72X
(A

12.1.19. .spec.consolePlugin.advanced.scheduling.affinity

BTL
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BELEBE. PodDRT Y a—Y U JHI, R¥axy MIDoWT
l&. https:;//kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-
vl/#scheduling Z5BR L T EI L,

i)
object

12.1.20. .spec.consolePlugin.advanced.scheduling.tolerations

G|

tolerations I&, — BT 274 Y MaFE D/ —RICPodHRT TV 21—V TEBLIICTHERDY R
FNTY, RFaX2 MIDWTIE, https;//kubernetes.io/docs/reference/kubernetes-
api/workload-resources/pod-vl/#scheduling Z58BR L T XL,

i
array

12.1.21. .spec.consolePlugin.autoscaler

G2

T304 0DF7a4 A MRICERET 5/KE Pod #— h A4 —S —® autoscaler {1#%,
HorizontalPodAutoscaler D K¥ a2 X > b (BEBIRT — U VT /N2) 25 LTSI,

i)
object

12.1.22. .spec.consolePlugin.portNaming

A
portNaming I, R— M DS —ERXEADLEBRDEREEEEZLE T,
i)
object
FONRT 1 —
enable boolean AVY—=IWTS T4V DR—= D
LY —ERZADEHEFMICL
9,
portNames object (string) portNames (. J >~V —IL T

BAT2EBMOR— NEEEZELE
¥ (f5l: portNames: {"3100":
"Ioki"})°

12.1.23. .spec.consolePlugin.quickFilters
7L

quickFilters (&, IV Y=LV TS T4 VDI4 v 0748 —FVEy hEERELET,
it

array
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12.1.24. .spec.consolePlugin.quickFilters[]
A

QuickFilter (&, AV Y=L DI A v I 749 —DTYty FREEEELFT,
i)

object
WA
o filter
® name

pARVAG P

default boolean default iz, ZO74I5%—%F
TAINNTEMCTZNEI D E
EEZLET,

filter object (string) filter . TD7 1LY —HEIR

INEZICREINDF—L{E
Dty hTY, HF—F U<
XY OXFI%/EALTED Y
ANCEEMTEZIENTEEY
(f3l: filter: {"'src_namespace™:
"namespacel,namespace2"}

)o
name string AVY—IVIIRRIND T 1)
5 — D&l

12.1.25. .spec.consolePlugin.resources

A
resources (1Y E1—T 1 VI YY—ZAMLRABEICAYTFTF—IIBE), i
I&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L

TLEEIW,
i)
object
7anyq4—
limits integer-or-string limits &, FFISNZIvE21—
MY —RADEXREZTRLET,
2

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
KTV,
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requests integer-or-string requests (¥, BELIVE1— b
DY —2D®zNEZTRLET, O
VT F—IZDWT Requests h'&
BIN2%mE. ARNICEEIN
ZHBAICT 7 #J)L M T Limits IC8%
EINXT, BELAWGEE,
EREEEDEICHREINET, )
JIZAMIFREBAD I &ET
TFEHA, il
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
KTV,

12.1.26. .spec.exporters
A

exporters (&, HRY LHEEF/IEANL—HOEBMDOA 72 a VDIV RAR—9%5EELET,
i)

array

12.1.27. .spec.exporters[]

A

FlowCollectorExporter (&, i@t I /70— %X ETZEBMOITIRAR—Y—42EFHLZET,
it

object
WA

* type

Fans 4 —

ipfix object BiEX N IPFIX 7 O—D&EE%
E2D, P77 RLAPR— R AGRE
D IPFIX 3% 7E.

kafka object mibIhA70—DEEkxE R

5. PRLAPMNEY IRED
Kafka%ﬁ?fo

type string type l&. TORKR—49—D¥ A
TEBRLET, HAARAT S
v avid Kafka & IPFIX ©9,
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12.1.28. .spec.exporters[].ipfix
A

LI N IPFIX 70— DEFHLRERSD, IPT7 RLRARR—MRED IPFIX &EE,
i)

object

WA

e targetHost

e targetPort

FO/NT 1 —

targetHost string IPFIX AEBL & —/N—DF7 KL R
targetPort integer IPFIX #AEBL ¥ —/N—FHDR—k
transport string IPFIX #E#RICERIND MS VR

R—b7O M3V (TCP F71Z
UDP), ¥7#JL MNETCP T

3_0
12.1.29. .spec.exporters[].kafka
A
BibINZ70—0FExXERD. 7T RLAP MEY 772 E D Kafka F&E.
i)
object
WA
® address
e topic

Fanyq4—

address string Kafka H—/X—D7 KL R

sasl object SASL FREEDERE, [PR— bR
(M)l

tls object TLS V54 7> M&E, TLS %{F

B9 2%BE1E. 7 RKLRAATLS
ICERA XN % Kafka R— ~ GBE
12 9093) & —H¥ B T & HHEER
LEY.
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topic string M9 % Kafka NEY I, Thidk
BIRET DUEN DY T,
Network Observability I& Z 11 % 4
ML FEEA,

12.1.30. .spec.exporters[].kafka.sasl
A

SASL EI%J\EIEODEQEO [-'j-’—.]_:_ hj“j‘%% (*)]o
i)

object

clientIDReference object VA7V MNIDEESGY—Y

L w b &E72I& configmap ~DS
i}

clientSecretReference object VATV RN —DLy NEBT
=7 Lw b F7IE configmap
~DSHR

type string A9 % SASL ZRELD Y 1 7,
SASL & f#f L &aWig&id
Disabled

12.1.31. .spec.exporters[].kafka.sasl.clientiDReference

A
94T MNIDEESLY—Y Ly NFEIE configmap ~NDSIR

file string configmap ¥7lEv¥—2o L v A
D774 IH,
name string 7714 %EEE configmap F7c

=2 Ly DR
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namespace string

type string

774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—o Ly b aE—INZE
ER

27AINVBROEA1T
("configmap" X 7= & "secret"),

12.1.32. .spec.exporters[].kafka.sasl.clientSecretReference

A
DA77V N —0Ly NEELY—U Ly hZFTIF configmap ~NDSHR

FONRT 1 —

file string
name string
namespace string
type string

12.1.33. .spec.exporters[].kafka.tls
A

102

configmap £/F>—oL v MR
D774 INH,

774 )V &S configmap £7=
R AR N AR

774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
Al L7cI5E. 774 M T
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX Y, namespace B
ER2HBE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—o Ly b aE—INZE
ER

27AINVBROEA1T
("configmap" X 7= I& "secret"),



#5128 FLOWCOLLECTOREEE/NRS A —4 —

TLS 754 7Y MRE. TLS 2ERT 25HEE. 7 KL AN TLS ICERI NS Kafka K— b (&%
I29093) & —HT BT L EMALET,

i)
object
Tanrq4—
caCert object caCert (3. FRELRDIIFAEDS
ReERLETT,
enable boolean TLS Z2B#/ICL T,
insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FERED YV Z1 TV
NUDWKREEE Ry TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHEINET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERL X
T (—ABTLS 2T %%E 1
\BETEET),

12.1.34. .spec.exporters[].kafka.tls.caCert
A

caCert (3. SREEF/DIMAEDSRZERZL X T,
B

object

certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET,

certKey string certKey (&, config map 7 I&

v—o Ly NNDIIFAEME R
T7AINE~ADNRREEFLE
To F—DARELBEITEELE
ER

name string SIEAZ % & configmap £ IE
=2 Lwv NDE&HEIL

103



OpenShift Container Platform 4.12 Network Observability

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7ZE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMERAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly M OE—3IhZE
ER

type string SEBRE SR DY 4 7 (configmap
* 7= 1% secret),

12.1.35. .spec.exporters[].kafka.tls.userCert

G|

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLETT (—ARA TLS ZEAHT 2551
W|IETEET),

N

i)
object
FONRT 1 —
certFile string certFile (. config map 7 I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET,
certKey string certKey (E. configmap 7

v—o Ly NNDEAEMERE
T7AINE~ADNRREEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
Dl AVE R NEA-TTR

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7BE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MMERAINZX Y, namespace B
ER2HmE1E. REICHLTYY
Y MTEB LD, configmap &
iEy—2oLy M OE—3IhZE
ER
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type string SEBRE SR D Y 4 7 (configmap
* 7= 1% secret),

12.1.36. .spec.kafka

A
Kafka 8% E. KaftkaZ70—2aL o> a4 T4 0D—E LT7A—h—& LTHEHRATEE
T, CDREEFIHATEZDIL,. spec.deploymentModel »* Kafka DIZ& T,

i
object
WA
e address
e topic

address string Kafka H—/N—D77 KL R

sasl object SASL FREEDERE, [PR— bR
(Ml

tls object TLS 254 7> M&E, TLS % {F

B9 3581 7 KLANTLS
ICERA YN % Kafka R— ~ GBE
12 9093) & —H¥ B T & HHEER
LEY,

topic string M9 % Kafka hEY I, Thidk
BIHET DUEN DY T,
Network Observability I& Z 11 % 4
BMLFEEA,

12.1.37. .spec.kafka.sasl

A

SASL EI%J\EIEODEQEO [-'j-’—.]_:_ hj“j‘%% (*)]o
i)

object
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clientIDReference object V947V MNIDESGY—Y
L w b &E72I& configmap ~DS
i

clientSecretReference object V24TV R—DLy NEBT
=7 Lw b F7IE configmap
~DSHR

type string A9 % SASL RELD Y 1 7,
SASL & f#f LW ig&id
Disabled

12.1.38. .spec.kafka.sasl.clientiDReference

A
947 MNIDEESLY—Y Ly NFEIE configmap ~NDSIR

FONRT 1 —

file string configmap ¥7lE¥—2o L v A
D774 INH,

name string 7714 %EEE configmap F7-

=2 Ly DR

namespace string 774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
AR L7IE. 774 M T
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2HmE1E. REICHLTYY
Y ETEB LD, configmap &
iEy—2oLy M OE—IhZE
ER

type string 27AINVBROE1T
("configmap" X 7= I& "secret"),

12.1.39. .spec.kafka.sasl.clientSecretReference

A
V247N —=0 Ly NEEULY—Y Ly MFELIE configmap ~DEHR
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file string configmap ¥7lEv¥—2o L v bR
D774 INH,
name string 7714 %EEE configmap F7

=2 Ly DR

namespace string 774 )V EEE configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
INTWBDER L namespace
MMERAINZX T, namespace B
ER2HBE1E. REICHLTYY
Y MTEBLDIT. configmap
iEy—2oLy MAOE—3IhZE
ER

type string 27AIWVBROSA1T
("configmap" X 7% "secret"),

12.1.40. .spec.kafka.tls

BTL

TLS V725472 be&RE, TLS ZFEAT 215H/IE. 7 RL AN TLS ICERAIN S Kaftka R— b~ (BF
13 9093) &E—HIT BT & EHRALET,

i)
object
Tanrq4—
caCert object caCert (3. FRELRDIIFAEDS
ReERLET,
enable boolean TLS Z2B/ICLFT,
insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FEREDV Z1 TV
NUDWKREEE Ry TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHEINET,
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userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T %%E1F
\BETEET),

12.1.41. .spec.kafka.tls.caCert

A

caCert (3. SREEFBDMAEDSRZERZL X T,
i)

object

certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 )L
BADNRREEHZLET,

certKey string certKey (E. config map 7

— Ly NNDEAEMERE
T7AINE~DNRRAEEFLE
To F—DTELBEITEBELE
ER

name string SIEAZ % ST configmap £/ 1E
=2 Ly MDE&HEIL

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7BE. 7740 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMERAINZX T, namespace B
ER2HBE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2oLy MAOE—3IhZE
ER

type string SEBRE SR D Y 1 7 (configmap
* 7= 1% secret),

12.1.42. .spec.kafka.tls.userCert

G|

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLET (—AR TLS ZEAHT 2551
W|IETEET),

i)

N
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object
FO/NRT 1 —
certFile string certFile (. config map 7I&
Y=o Ly NADFRET 71 L
BADNRREEHELET,
certKey string certKey (E. configmap 7

v—o Ly NNDIRAEMERE
T7AINE~ADNRRAEEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £/ 1E
=2 Ly MDE&HEIL

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7mE. 7740 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MEAINZX Y, namespace B
ER2HBE1EF. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR DY 4 7 (configmap
F 7= 1% secret),

12.1.43. .spec.loki
A

loki (70— KT7)DIZ4 TV MRE,
i

object

advanced object advanced =R Y % &, Loki
V747V NOREEED WL D
NPOREERETCEET, Dt
vvavid, TNy T EFERAN
74 —<VADKRELEELEHN
ELTWET,
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enable boolean Loki IC7O—%{R%ET BIC
I&. enable % true IZEREL £
T, AVY—=ILTSTA4UE, XA
N)OZRDT—9Y—RELT
Loki & 7= 1% Prometheus, ZF 7=
ZTOMAEFEHATEEY
(spec.prometheus.querier
BBLTCEIW), TRTDY
I !)—7% Loki 5t Prometheus IC
BLETEBDIITIEDY FH A,
L7=h>T. Loki NEMICA ST
W3IBA. Pod T & DIERDENE
Yraw ZO—DRFHRE, T35
1V DO—EOMEET EMICRY F
9, Prometheus & Loki DA
BWIHE > TWBIFEIL.
Prometheus "B% X .,
Prometheus LB TEXRWI T
)—®D 7 #—J)bsXwy o & LT Loki
MERAINhE T, mAE HEMIC
BOTWBHBE, AVvY—ILTS
TJAvIEFIOIhFEEA

lokiStack object LokiStack €— K ® Loki §% 7.
Zhid. Loki Operator % f&(C
BRETDHDICEILET, D
E—-RTRERINZIT,

manual object Manual €— R® Loki &, &
NIRERHLRETT. D
:E_ F—Gtiﬁ*ﬁ:snijo

microservices object Microservices £— K ® Loki &%
Eo TDF T avid, Lokid'v
170 —EXF7O4 XV b
T—FK
(https://grafana.com/docs/loki/la
test/fundamentals/architecture/
deployment-
modes/#microservices-mode) %
FEALTA YA R—LINTWVD
BRICERALEY, HOE—FT
FERINIT,
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mode string mode (&, LokiDA VX b—Jb
E-RIKISCTRES 2HEND
YEY,

- Loki A% Loki Operator % {#F L
TEEINhTWBIGE
l&. LokiStack #fEFHL %7,

-LokiBNE/ Vv OIRT—2
O—RELTAVRAM=ILEINT
W3i54&1E. Monolithic #{&H
LEY,

-LokintvM O —ERELT
AVAM=ILEINTWBH, Loki
Operator B WEE

I&. Microservices #{FfH L £

ER

-EROA T avH, wFhi
BHEVOEBRICEDRWES
X, Manual #FBELZ Y,

monolithic object Monolithic €— K ® Loki %%,
DA T aviE, LokintE/ )
v OFFOM4 AV M E—FR
(https://grafana.com/docs/loki/la
test/fundamentals/architecture/
deployment-modes/#monolithic-
mode) ZFEALTA VA M—JLX
NTWBBAICERALIT, D
E—-RTIREEREINIT,

readTimeout string readTimeout (. IV —IL 7
T4 D loki VL) —DEEHE
BLEBRTY, 4 L77 AERD
DFEIE. §A4 LTI MNLEYE
Ao

writeBatchSize integer writeBatchSize (3. ={ER1ICE
B9 2 Loki QT DERA/NY FH
A4 X (N1 M) T,

writeBatchWait string writeBatchWait (. Loki /¥y F
TEET 2 ETICRKT 2K
BTY,

m


https://grafana.com/docs/loki/latest/fundamentals/architecture/deployment-modes/#monolithic-mode

OpenShift Container Platform 4.12 Network Observability

writeTimeout string writeTimeout I&. Loki D5/
VYT MNFEDLERTT, 44
LT M EODHZEIF. 1 4
7O MLEEA,

12.1.44. .spec.loki.advanced

st
advanced # 35 &, LokiZ 514 7Y POAFEREDWL DHIDAIEZRETCEET, 2D
gvavid, TNy TEFMBNR T+ —TV AOREELEETLBEHNELTVWET,

it
object

staticLabels object (string) staticLabels (. Loki A L —
VHOZETIO—IIRETIHAES
NIDI Y TTY,

writeMaxBackoff string writeMaxBackoff (&, Loki 7 =5
17V MNEROBHATEOREKX
Ny 9 F TRETT,

writeMaxRetries integer writeMaxRetries (&. Loki 7 5
17V MNERORARBAITEHT
ER

writeMinBackoff string writeMinBackoff (&, Loki 7 5

17V MEROBRITEOYE
/“‘y 77."75%55—6‘10

12.1.45. .spec.loki.lokiStack

BTL

LokiStack E— R Loki 58%E., Z#id. Loki Operator A fHEICRET DDICKRILEE T, fbd
E—RTREHINET,

i)
object

name string fEAY 2BEF D LokiStack ) vV —
A D&,

12
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hamespace string Z @ LokiStack ') V — R H'ECE
TN B namespace, &L 7<%
&1Z. spec.namespace &[& L
THZDEHRINET,

12.1.46. .spec.loki.manual
A

Manual €— R D Loki 8. INITRELERHRRBETT, MOE— RTRHEHINET,
i)

object

authToken string authToken (&, Lokilcx L TR
BT B7DDRN—0VERIST 2
HiEERLET,

- Disabled 0iz&. Y7 I A K
EEBICMN—VUDREEINFE
Ao

- Forward 054, 8BaID7/=I(
A—HY—h—oUBEERELET,

- Host [3E#E2E ()] - O—HL
PodH—ERXR7AY Y NAFRAL
T Loki ICEREEL £ ¢,

Loki Operator Z{#fH Y %15
&. Forward (SR ET 2 MEN
HYFET,

ingesterUrl string ingesterUrl i3, 7O0—0 7y
2 2% R BEFED Loki 1 >~
VIR —HY—EZRDT KL AT
¥, Loki Operator % AT %35
&ld. /X I network 7+ K
NEREIN Loki =~ A
H—ERICKRELZT (B
https://loki-gateway-
http.netobserv.svc:8080/api/logs
/V1/network),

13
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querierUrl string
statusTlIs object
statusUrl string
tenantID string
tls object

12.1.47. .spec.loki.manual.statusTls
A

Loki R7—4% R URLD TLS ¥ 54 7~ MRE.
B

object

14

querierUrl (&, LokiZ TV 77—
H—EROT7 RLREBELF
¥, Loki Operator % ¥ %35
&, /SR network 77 K
NEREIN Loki =~ A
H—ERICRELEY (HI:
https://loki-gateway-
http.netobserv.svc:8080/api/logs
/V1/network),

Loki R7—4% A URLDTLS 75
17V MERTE,

statusUrl (%, Lokiz T 77—
URL £ £4%5%B &I A T, Loki
/ready. /metrics. /config T
KR4V PMDT7RLRERELE
. ZDHE. querierUrl DfE
MERAINZET, Ihid. 70V
NIVRTIZS—XvE—U%O
VTIXFAMNERTTBDICERT
¥, Loki Operator % ¥ %35
Gl&. LokiHTTP 2T —70OY
FITY RY—EX fI:
https://loki-query-frontend-
http.netobserv.svc:3100/) IZERE
L %9, statusTLS % E
tat statusUrl " EI TV S
EEICERAINET,

tenantiD i, &YV ITZXA DT
+> b %517 % Loki X-Scope-
OrgID T9, LokiOperator % {#
B9 2%E1F. Filarrrh
E— NICRY % network (25%
ELET,

LokiURL D TLS ¥ 54 7~ b &
Eo
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caCert object caCert (3. FRELRDIIFAEZEDS
ReERLZTT,

enable boolean TLS Z2B#/ICL T,

insecureSkipVerify boolean insecureSkipVerify =R ¥ %

E. Y—N—FERED YV Z1 TV
NADWREEE R v TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHRINET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLZE
T (—ABTLS 2T %%E 1
\BETEET),

12.1.48. .spec.loki.manual.statusTIs.caCert

A
caCert [&. SREAIBDIAZTOSREZERZL XY,
i)
object
FONRT 1 —
certFile string certFile (. config map 7 I&
Y=o Ly NADFRET 71 )L
BADNRREEHZLET,
certKey string certKey (&, configmap 7

v—o Ly NNDEFAEMERE
T7AINE~ADNRRAEEFLE
To F—DATRELBEITEELE
ER

name string SIEAZ % ST configmap £ 1E
=2 Ly MDE&HEIL
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namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR DY 4 7 (configmap
* 7= 1% secret),

12.1.49. .spec.loki.manual.statusTIs.userCert

BTL

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLETT (—ARA TLS ZEAHT 2551
W|IETEET),

N

i)
object
FO/NRT 1 —
certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET,
certKey string certKey (E. configmap 7

v—o Ly NNDIIFAEME R
T7AINE~ADNRREEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % & configmap £ IE
Dl AVE R NEA-TTR

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7mE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2HmE1E. REICHLTYY
Y MTEB LD, configmap &
iEy—2oLy MAOE—3IhZE
ER

16



#5128 FLOWCOLLECTOREEE/NRS A —4 —

type string SEBRE SR D Y 1 7 (configmap
* 7= 1% secret),

12.1.50. .spec.loki.manual.tls
A

LokiURL D TLS ¥ 54 7~ ME&TE,
B

object

caCert object caCert (3. FRELRDIIFAEDS
ReERLETT,

enable boolean TLS Z2B#ICL T,

insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FERED YV Z1 TV
NADWKREEE R Xy TTEFE
9, true IZE&Ed % &. caCert
74 —ILRHBEHEINET,

userCert object userCert |3, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T 5%E 1
\BETEET),

12.1.51. .spec.loki.manual.tls.caCert

snEA
caCert |&. SREERDIIFAEDSRAEHELE T,

i)
object
FONRT 1 —
certFile string certFile (. config map 7 I&
Y=o Ly NADFREET 71 L
BADNRREEHELET,

17
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certKey string certKey (Z. configmap 7
=0 Ly NADIIRERE R
T7AINE~NDNRREEEZLF
T, F—HITEQIZFRRERLE
ERS

name string SIBAZ % ST configmap £ IE
Dl AVE B NOEA-TTR

namespace string FEEAE A ST config map 7zl
=% Ly kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MMERAINZX Y, namespace B
ER2HBE1ER. REICHLTYY
Y MTEBLDIT. configmap &
iEy—2o Ly MAOE—3IhZE
ER

type string SEERE SR DY 1 7 (configmap
* 7= 1% secret),

12.1.52. .spec.loki.manual.tls.userCert

BTL

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZ LIS (—AM TLS ZEAT 2551
W|IETEET),

N

i)
object
FO/NRT 1 —
certFile string certFile (. config map £7I&
Y=o Ly NADFRET 71 L
BADNRREEHELET,
certKey string certKey (E. configmap 7

Y— Ly NNDEAEMER R
T7AINE~ADNRRAEEFLE
To F—DARELBEITEBLE
ER

name string SIEAZ % ST configmap £/ 1E
=2 Ly NDE&EIL

18
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namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2BE1E. REICHLTYY
YV NTEBLDIT, configmap
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 (configmap
* 7= 1% secret),

12.1.53. .spec.loki.microservices

BTL

Microservices E— KD Loki 58, TDA T avid, Lokid’vA4 70 —EXF7OA4 XV b
£ — K (https://grafana.com/docs/loki/latest/fundamentals/architecture/deployment-
modes/#microservices-mode) ZFRALTA YA M= INTWBIFGHICERLET, thOE—FK
TIREHINET,

i)
object

ingesterUrl string ingesterUrl i3, 7O0—0 7y
2 2% e BEEFED Loki 1 >~
VIR —H—ERODF7 KL RT

ER

querierUrl string querierURL (&, LokiZ T
T—H—EROT RLR%EEEL
Y.

tenantiD string tenantiD i, &YV ITZXA DT

+ > b %517 % Loki X-Scope-
OrglID ANy ¥ —TY,

tls object LokiURLD TLS 7254 7> b
Eo

ks

12.1.54. .spec.loki.microservices.tls

SEf
LokiURL D TLS 7 54 7~ hE&RE.

19
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caCert object caCert (3. FRELRDIIFAZEDS
ReERLETT,

enable boolean TLS Z2B#/ICL T,

insecureSkipVerify boolean insecureSkipVerify =R ¥ %

& Y—N—FEREDYV Z1 TV
NADWREEE Ry TTEFE
9, true IZE&E9 % &. caCert
74 —ILRHBEHRINET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—AETLS 2T %%E 1
\BETEET),

12.1.55. .spec.loki.microservices.tls.caCert

A

caCert (3. SREIFBDAEDSRZERZL X T,
i)

object

certFile string certFile (. config map F7I&
Y=o Ly NADFREET 71 )L
BADNRREEHZLET,

certKey string certKey (E. configmap 7

v—2 Ly NNDEREME R
T7AINE~ADNRRAEEFLE
To F—DRELBEITEBELF
ER

name string SIEAZ % ST configmap £/ IE
Dl AVE B NOEA-TTR
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namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2HBE1ER. REICHLTYY
Y MTEBLDIT. configmap &
iEy—2o Ly MAOE—3IhZE
ER

type string SEBRE SR DY 1 7 (configmap
* 7= 1% secret),

12.1.56. .spec.loki.microservices.tls.userCert

BTL

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLEXT (—AM TLS ZEAT 2551
W|IETEET),

N

i)
object
FONRT 1 —
certFile string certFile (. config map £7I&
Y=o Ly NADFREET 71 L
BADNRREEHELET,
certKey string certKey (Z. configmap 7

Y— Ly NNDIEREME R
T7AINE~ADNRRAEEFLE
To F—DRELBEITEBELZE
ER

name string SIEAZ % ST configmap £ 1E
=2 Ly NDE&EIL

namespace string FEEAE % ST config map 7zl
=% L v kD namespace &
L7BE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX Y, namespace B
ER2HBEEF. REICHLTYY
Y MTEBLDIT. configmap
iEy—2oLy MAOE—3IhZE
ER
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type string SEBRE SR D Y 4 7 (configmap
* 7= 1% secret),

12.1.57. .spec.loki.monolithic

A
Monolithic E— KD Loki €. DA T avid LokinE/ Vv I F7O4 AV ME—NR
(https://grafana.com/docs/loki/latest/fundamentals/architecture/deployment-

modes/#monolithic-mode) ZERA L TA YA M—ILINTWBHBEIFERBLE T, BODE— KTIE
BAINET,

i)
object

tenantiD string tenantiD i, &YV ITZXA DT
+ > b %517 % Loki X-Scope-
OrgID Ny ¥ —TY,

tis object LokiURLD TLS 754 7> bE&
Eo
url string urlid, 1>z —-&4oxY)

T—OmAESRYT BEEED Loki
H—ERD—BDT7 RL AT,

12.1.58. .spec.loki.monolithic.tls

stBEe
LokiURL D TLS 254 7~ MR E.
it
object
FO/n5 1 —
caCert object caCert (3. FRELRDIIFAZEDS
BeaE&ELEY,
enable boolean TLS #BMICLZF T,

122
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insecureSkipVerify boolean insecureSkipVerify =R ¥ %
& —N—ERED IS4 TV
MUDHEEAZ R ¥y TTEZE
¥, true ICEREY % &. caCert
74— RAERINIET,

userCert object userCert |, mTLS ICERAI N
21— —iIAESREERLE
T (—ABTLS 2T 5%E1F
\BETEET),

12.1.59. .spec.loki.monolithic.tls.caCert

SrEA

caCert |3, SREIRDIFAZEDSREZEHL T,
i)

object

certFile string certFile (. config map F7I&
Y=o Ly NADFRET 71 L
BADNRREEHZLET,

certKey string certKey (&, configmap 7

v— Ly NNDIIAEME R
T7AINE~ADNRREEFLE
To F—DTELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
=2 v MDE&HEIL

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7mE. 774 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX Y, namespace B
ER2HBE1EF. REICHLTYY
YV NTEB&LDIT, configmap
iEy—2o Ly MAOE—IhZE
ER

type string SEERE SR DY 4 7 (configmap
* 7= 1% secret),

123



OpenShift Container Platform 4.12 Network Observability

12.1.60. .spec.loki.monolithic.tls.userCert

Bl
userCert [&. mTLS ICERAINZ 21— —FIAESREZERZ LIS (—AR TLS Z2EAT 2551
W|IETEET),

B
object

certFile string certFile (. config map 7I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET,

certKey string certKey (&, configmap 7

v—o Ly NNDIIFAEMER R
T7AINE~ADNRREEFLE
To F—DRELBEITEELE
ER

name string SIEAZ % ST configmap £ IE
=2 Ly MDE&HEIL

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7ZE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1E. REICHLTYY
Y MTEBLDHIT. configmap &
iEy—2oLy MAOE—3IhZE
ER

type string SEBRE SR DY 1 7 (configmap
* 7= 1% secret),

12.1.61. .spec.processor

BTL

processor i, T—Y v A5 T70—-%2FFL. ThaimibL. X M) I R4 L. Loki ki
ELA Y —PHEAATERI IV RAR—Y—ICEGETZ2IVR—XV NORELEEEZLE T,
i}

object
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addZone boolean addZone (3. 7 O0—IZEEFTT
V=V ERES =V DIR) &AL
22 &T, PRAZEY T4 —
V=V ERETEDLDICLE
. COMEZFERAT 2ICIE.
J—RIC
"topology.kubernetes.io/zone" 2
NIVEERET DHENHYET,

advanced object advanced =R 5 &, 7
O—70t vy —0ORBEREDL
KOV DAEZRETEEY, Z
Dt aviiz. GOGC »
GOMAXPROCS IRIRZE# /4 &
DTNy T EFMBRNT +—<
AD&ELEERENE L TVE
T, INSDOEIRSEROEED
HERELTLLEIW,

clusterName string clusterName i&. 7O0—7—%
ICRIRIND I TR —DHART
¥, ZhiE. YILFISRY—1
YTFANTRIBET,
OpenShift Container Platform %
FAYT2HBEE. BFNISRES
N3EDICEDFFICLET,

imagePullPolicy string imagePullPolicy i¥. tTEH
L7=4 X — D Kubernetes 7Jb
’_.ﬁ) U :/_—Gj_o

kafkaConsumerAutoscaler object kafkaConsumerAutoscaler
&, Kafka X v E—Y % HEEBET S
flowlogs-pipeline-
transformer %% E 9 % KFE
Pod 7 — N7 —5—DE#T
9, Kafka BMESNICR > TWBH
&, ZOREFEEINET,
HorizontalPodAutoscaler @ K
FaxvhEBRT-UY
TN2) EBRLTCEI W,

kafkaConsumerBatchSize integer kafkaConsumerBatchSize
&, Avya—I—"RIFAND
BRANY FHA X (N1 ML) &
7O0—hA—IZRLZE Y, Kafka &
FRALAVWGERERINET,
T 7 4L F:10MB,
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kafkaConsumerQueueCapaci integer kafkaConsumerQueueCapac

ty ity i¥. Kafkaavva—v—43
17V NTHEASNZREX v
-V F1-DREEZEELFE
¥, Kafka ZEA L7AWEZE I3
FBINZXT,

kafkaConsumerReplicas integer kafkaConsumerReplicas (3.
Kafka X v E£—Y % HET 3
flowlogs-pipeline-
transformer (23t L CRAAT %
L 7)) A1 (Pod) DE = EZL &
9, Kafka BMESNICR > TWBI5
B, CORERFEHRINFT,

logLevel string TRty —3 08514 LD
logLevel

logTypes string logTypes (&, £md 5L 31— K
Y1 T%EHELEY, TREAEIR
RDEBYTT,

-Flows (77 #JL ) &, BE®D
Xy hND—oO0—%ITH RAKRK—
FNLET,

- Conversations (&, BH#A L 7-
K. BT LERE. BLUTEH
HAR"T14y V" BFOAXRY M
EHRLET,

- EndedConversations (£, #&
TLESEARYNDOHEERKL
E3C I

AL, Ry hO—270—¢&
IRTCOEFEARNY POEAZAE
BRLET.

metrics object Metric (. X MU I RICEAT 2
oty —REEERELET,

multiClusterDeployment boolean CIVFISRY—HEEEERMICT
oy
(. multiClusterDeployment
Ztrue ICRELEFT, Ihilk
Y. clusterName Z ~XJLH 7
O—7—%IEBMINFT,
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resources object resources (&, DAV TF—
MREETZAVEI—FT1 VY
)Y —RTY, il
(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ &8 L T
CIEEW,

subnetLabels object subnetLabels Z A3 % &.
YTXRY MEIPITARY LFAR
IV AEEHZ LY. OpenShift
Container Platform TEREHIN T
W34 7%y NOBEEZ NIV
EEMICLAEYTEEY, BES
RAFIFHE. VSR —DHER -
Z74 vV %HNT BLOICER
IhEY, HT7xy MAT7O—-D
EETIP £IEBEIP &E—HT
58, WHhdd714—ILK
SrcSubnetLabel =% 7= (&
DstSubnetLabel 2B 1L £
E

12.1.62. .spec.processor.advanced

B
advanced 2§35 &, 7O0—O0t€yUy—ORIEREDOWVWL DI DAIEERETCETFT, 2D
2 aviE, GOGC *» GOMAXPROCS IREBZH AL EDT /Ny JEHMANRN T+ —< Y ADHE
btEELBMELTVWEY, ChODERBEROBEDEEREL TLEIN,

it}
object

conversationEndTimeout string conversationEndTimeout
iF *y h7—270—%FfFL
etk WEMERT LI AT h
2 ETORFKEETY, TCP 7
A—®OFIN/X Ty RDIREI B
ma., COBERERINIY
Kby
IZ. conversationTerminating
Timeout #{FA L £9),

conversationHeartbeatinterv string conversationHeartbeatinterv
al al (&, WEED "tick" 1 XY ~NEOD
HHEETY,
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conversationTerminatingTim  string conversationTerminatingTim
eout eout. FIN 7 3 7 EII N TH
HXFENHR T § % F TORBEERFRE
TY, TCP7O—ICOHEEL F

ER
dropUnusedFields boolean dropUnusedFieIds [FEHEEE ()]
DEREE., WEFAINTVLE
ﬁr/\,o
enableKubeProbes boolean enableKubeProbes (&,

Kubernetes @ liveness & & T
readiness 70— 788 F -1k
BT BT TY,

env object (string) env zfEHT 2 &, HRYLIRIE
THEEBERZOAVER—RV b
ICET e TEEYT., GOGC
» GOMAXPROCS % &, 35
ICEERHRN T+ —< VA Fa—
ZVTA T a v EETDITEIL
5F9., IhoDAF T avid,
ITvIDTFNY TRENMMR—MN%
ZT2HBEILOHERREDTH
%78, FlowCollector &&®F®D
—EELTAALABWTEX
(A

healthPort integer healthPort (3. ~JVXFz v/
APl =AY B Pod DL V¥ —
HTTP R—hFTY,

port integer 70—3L 2% —DR—hk (KR
FR—bK), BEICEY, —ED
BIFRELEINTVWET, 1024 &
YREWEE L, 4500, 4789.
6081 IIEATEIEA,

profilePort integer profilePort ZH¥ % &, 2D
R—b%&1) v ZA>Vd 3 Go pprof
TO7745—%8ETIET

scheduling object scheduling l&. Pod A"/ — R T&
DEIICATY 21— INhdh%
FIEL £9,

12.1.63. .spec.processor.advanced.scheduling

BTL
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scheduling l&, Pod »'/ — R TEDLDIICRT TV a— LIz EHELET,
B
object

affinity object {BELBE. Pod DRV a—
Dy UHEIR, RFa Xy MMIDW
T
(&, https://kubernetes.io/docs/r
eference/kubernetes-
api/workload-resources/pod-
vl/#scheduling #8RL T 72X
Ly,

nodeSelector object (string) nodeSelector Z A3 5 &. 15
ELEEINVERD/— RO
H#PodERTTa—)LTEET,
REFaxXY MIDOWT
(&, https://kubernetes.io/docs/c
oncepts/configuration/assign-
pod-node/ ZZHL T LI L,

priorityClassName string BE LB E. Pod DBEELR TR
LEY, RFaxrhMIowt
(&, https://kubernetes.io/docs/c
oncepts/scheduling-
eviction/pod-priority-
preemption/#how-to-use-
priority-and-preemption &8 L
TLEIW, BEINTWRWEG
BIET 74 NOBEENERX
N. 774 bDOBEENRWNG
ABIROMNMEAINET,

tolerations array tolerations i&. — %9571~
NEFFD ./ — RIZPod B8R4
Ja1—ITEBLDIILTBERD
JARMTYT, F¥FaxryhiZow
T
(&, https://kubernetes.io/docs/r
eference/kubernetes-
api/workload-resources/pod-
vl/#scheduling #8RL T 72X
Ly,

12.1.64. .spec.processor.advanced.scheduling.affinity

G|

BELEBE. PodDRT TP a—1) V7, RF¥Fa XY MIDWT
l&. https:;//kubernetes.io/docs/reference/kubernetes-api/workload-resources/pod-
vl/#scheduling ZZ8R L T EI L,
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i)
object

12.1.65. .spec.processor.advanced.scheduling.tolerations

BTL

tolerations &, — T 271V h2ED/ —RNICPodBART V21— TEDLIILTEHEAEDY R
FNTY, RFaX2 MIDWTIE, https;//kubernetes.io/docs/reference/kubernetes-
api/workload-resources/pod-vl/#scheduling Z58BR L T 72X L

i
array

12.1.66. .spec.processor.kafkaConsumerAutoscaler

G|

kafkaConsumerAutoscaler |&. Kafka X v Z—2 % H&E 9 % flowlogs- pipeline -transformer % %
EYBKEPodA— MR —5—DHERKRTY, Kafka NMEMICR > TWBIHBE, D Eﬁitiﬁ*ﬁ*
NE 9, HorizontalPodAutoscaler D RKF¥ a1 X > ~ (BEIRT—) V7 /Vv2) BB LTLES

i)
object

12.1.67. .spec.processor.metrics
A

Metricid. X M)V RICETZ 7Oy —REEEEZLET,
B

object

FONRT 1 —

disableAlerts array (string) disableAlerts (. #EMICT 5%
ErHBT7I7—MDYRKTT,
ATEEARMBEIZRD EH Y TT,

NetObservNoFlows (&, —&
R 7 O—2 8 e WgEaIc
N)AH—ENZET,

NetObservLokiError: Loki =

S—hPEREAET7O-AROY S
nNdzEM)H—-—INZET,
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includeList array (string) includeList (. £M32% X~V
JABBETBLODARN) IR
BN RANTY, ARNE, BEEREF
%R\ 72 Prometheus D& BTN
HLET, Ex
¥, namespace_egress_pack
ets_total (&. Prometheus Tl&
netobserv_namespace_egre
ss_packets_total &R R~I N &
T AN REEMT BT
Prometheus 77— 0O— K1)V —
ANDEENKREL BB EITE
BLTLKEESW, T4 MTH
A RNY U R
I¥. namespace_flows_total
. hode_ingress_bytes_total
. workload_ingress_bytes_t
otal. namespace_drop_pack
ets_total (PacketDrop ##EH
BRR%
&). namespace_rtt_seconds
(FIowRTT #een B 735
&). namespace_dns_latenc
y_seconds (DNSTracking #
RN EMRIBE) TT. AR
BARNY I ZADRLBY) A NEE
LEFMIER
(&, https://github.com/netobser
v/network-observability-
operator/blob/main/docs/Metric
smd ZZR LTIV,

server object Prometheus 27 L 4 /X\—D X
)R —N—T Y RRA >V &
E

12.1.68. .spec.processor.metrics.server

A
Prometheus Z7 LA /=D XA K Y Y —N—IT v KRS ¥ MNEE
i)
object
FONRT 1 —
port integer ANY O RY—=IR—D HTTP R—
bo

131


https://github.com/netobserv/network-observability-operator/blob/main/docs/Metrics.md

OpenShift Container Platform 4.12 Network Observability

tls object TLS 8% 7.

12.1.69. .spec.processor.metrics.server.tls
BT

TLS & 7€,
i)

object

insecureSkipVerify boolean insecureSkipVerify =R ¥ %
& RBINIEREICHT 27
47 MIDKEEE RF Y TT
XEY, true ICHRET S
&. providedCaFile 7 «+ —JL R
NEFEINET,

provided object type #* Provided ICE2E XN T
W2IBED TLS & E.

providedCaFile object type #* Provided IC58EXh T
WBBEDCA T 74 ILADS
iR,

type string TLSHREDY A1 THZBIRLET,

- Disabled (7 )L M) &, T
VRRAVMITLS #BELZE
t#A. - Provided (&, ZFEAZE
774N EF—T 74NV EFHT
BELEY [HR— bIRHA

Ml -Auto &, 7/ 7—>3 v
% L T OpenShift Container
Platform M BE14 KGR E % (£
LEd,

12.1.70. .spec.processor.metrics.server.tls.provided
A

type #° Provided ICEREEINTWBIHFHED TLS & E,
i)

object
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certFile string certFile (. config map 7 I&
Y=o Ly NADFRET 71 )L
BADNRREEHZLET,

certKey string certKey (&, config map 7 &

v—o Ly NNDEAEMERE
T7AINE~ADNRRAEEFLE
To F—DATRELBEITEELF
ER

name string SIBAZ % ST configmap £ 1E
Dt/ AVE R NEA-TTR

namespace string FEEAE % ST config map 7zl
v—%2 L v kD namespace &
L7BE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MEAINZX Y, namespace B
ER2BE1E. REICHLTYY
Y MTEB LD, configmap
iEy—2oLy M OE—3IhZE
ER

type string SEBRE SR D Y 1 7 (configmap
* 7= 1% secret),

12.1.71. .spec.processor.metrics.server.tls.providedCaFile

A
type /' Provided ICEREINTWBIFEED CA 7 7 1 ILADBRE,
i)
object
FONRT 1 —
file string configmap £7/E>—2 L v bA
D774 IN%,
name string 7714 %EEE configmap F7c

=2 Ly DR
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namespace string

type string

12.1.72. .spec.processor.resources

G|

774 )V EEL configmap £7=
lF>—72 L v b®D namespace,
AR L7cI5E. 774 M T
Network Observability 287 7’0 4
ENTWBDER L namespace
MMEAINZX T, namespace B
ER2HBE1ER. REICHLTYY
YV NTEBLDIT, configmap
iEy—o Ly b aE—INZE
ER

27AINVBROEA1T
("configmap" X 7% "secret"),

resources |, CDAVFF—HPEETZAVEL—FT1 VT )Y —RTT, 5+l
l&. https;//kubernetes.io/docs/concepts/configuration/manage-resources-containers/ =& L

TLEEW,
i)
object
FONRT 1 —
limits integer-or-string
requests integer-or-string
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limits (&, FFISN2IvE21—
M)Y—XDHRREZRLET,
Ee2 ]

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
KTV,

requests &, BEQIVEa1—+
DY —2D®zNEZTRLET, O
VT F—IZDWT Requests h'&
BBIN3HE. ARHNICEEIN
ZBEICT 7 # )V N T Limits IC3%
EINXT, BELAWSGEE,
EREEEDEICHREINET, )
JIZAMIFREZBAD I &ET
TFEHA, Ml

(&, https://kubernetes.io/docs/c
oncepts/configuration/manage-
resources-containers/ =& L T
KTV,
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#5122 FLOWCOLLECTOREEE/NRFA—4 —

12.1.73. .spec.processor.subnetLabels

BTL

subnetLabels #3222 &, YT Ry MEIPICARY LSRILEERZLRZY, OpenShift
Container Platform TEREINTWBH Ty NOBESNILSIFEEMICLAY TEET, BE
SRITIFIE, VSR —DHENS T4 v I 5HBITIODICERINET, Y7y b7
O—DEFTTIP £LIFIEEIP E—HT 25BE. W9 57 1 —JL K SrcSubnetLabel & 7= (&
DstSubnetLabel »“EBMI N ZE T,

i)
object

customLabels array customLabels Z{#/H7 % &,
VSR —HEDT—oO0—K»
Web #—EZ DRI 2 E DT
IS 72y MEIPDIARILE
TEHhRITAATEF
¥, openShiftAutoDetect =5
MCTBE, REINhEY TRy
MF—R—=Z v TLTWBIHE
IZ. customLabels 2* D%~
*Y NEA—N—=54 RTEX
ERS

openShiftAutoDetect boolean openShiftAutoDetect % true
ICEXET % &, OpenShift
Container Platform D4 ~ X k—

JVERTE & Cluster Network

Operator DEEICEDIVWT, ¥
vV, Pod. 8LUH—ERDY
Txy NEBEIMICKRHETEE
T, INISEEMICAS NS
T4y EIERICKRHET 2 HET
¥, DFY, ThH0Y TRy b
DZRIHPMFNTWARW T O—
&, V5 R9—DHEBDEDT
¥, OpenShift Container
Platform Tl&T 7 # )L M TEMIC
Bo>TWET,

12.1.74. .spec.processor.subnetLabels.customLabels

BTL

customLabels #{FAT 3 &, V5RAY—HEDT—- 00— R Web H—ERDFHB AR ED=D
IS, TRy REIPDOIRIVFIFTEDRY YA X TEEY, openShiftAutoDetect ZHFMICT 3
&, MEINAEY TRy MBS F—1—5 v T LTWBIFAIC, customLabels " ZDH T xRy M &
F—N—54 RTEET,

i)
array
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12.1.75. .spec.processor.subnetLabels.customLabels[]

G|

SubnetLabel AT 2 &, VS RAY—HAEDT— 00— K» Web U—ERD#BI L EDLDHIT,
TRy MNEIPICSRIVAMITDIENTETET,

i)

object

cidrs array (string) ["1.2.3.4/32"] 72 ED CIDR DY)
b
name string —HTBI70-IC7S5VABRET

B1HICERT BINIVE,

12.1.76. .spec.prometheus

G|

prometheus (&, AV Y=L TS T4 UDLAN) VRERMBI ZHICERINZ ) —BE
7R ED Prometheus EEEZEZL X T,

i)
object

querier object AVY—IULTS T4V TERSh
5, VATV RERERED
Prometheus 7 T!) —3% 7.

12.1.77. .spec.prometheus.querier
A

AVY—LVTZ T4 VTERINDG, 75472 MERERED Prometheus 7 T ') —5%7E,
i)

object

FONRT 1 —
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enable boolean enable H*true OZ&. AV YV —
WTS T4V ATRERIGEIFE
IZ. Loki Tl&%: < Prometheus A
570—XKNY) 2% TY)—L
F9, 774 MNTIEAEMCAS
TWET, ZOBREEEMICT S
ICid false ICERELE 9, TV
V=TS T4V ARV
DTF—HY—RELTLoki T
I& Prometheus, F7zlEZDMEA
HFERATE Y (spec.loki £5
BLTLEIW), IRTODIT
I) —% Loki » 5 Prometheus IC#x5
ETEDDbIFTHEHOYFEA, L
7=D> T, Loki BMEMICA->TW
3154, Pod T& DIEHROENGP
raw 7ZO—DRTRRE., T574
Y D—EDHEBES EMICAY X
9, Prometheus & Loki DA A
BMICR > TWBIHEIL.
Prometheus D@5 X N,
Prometheus "ML TE QWS T
)—®D 7 #—)b/Xvy o & LT Loki
MERAINZET., @AHEHEMIC
BoTWaHE, AVvY—ILTZ
JAvIEFIOIhFEA

manual object Manual €— N ® Prometheus %
E
mode string mode (&, Network Observability

ARNY D RAERETS
Prometheus 1 VA h—JLD % A
TIISCTCRETDIHNENHY F
ER

- BEREZHATT 2ICE. Auto
AL X9, OpenShift
Container Platform T,
OpenShift Container Platform 2
SRY—F=4') D Thanos
JI)—%FERALET,

- FEIEREDHZE L. Manual %
FRALEY,

timeout string timeout (&, Prometheus ~M 1
VY=WTSTA VT —DFH
HPMYIALTIRNTY, 914 L4
7RI EODZEIE. S1LT
7 hLEHEA
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12.1.78. .spec.prometheus.querier.manual

SnEA
Manual £— K ® Prometheus 8.
it
object
FO/nR7F 1 —
forwardUserToken boolean
tis object
url string

12.1.79. .spec.prometheus.querier.manual.tls
A

Prometheus URL D TLS 7 54 7 ¥ NE&TE
i)

object

aJ4 v Lica—t%—hb—o 0%
9 ') —T Prometheus ICER%ET
BIClE, true ICBRELZE T,

Prometheus URL D TLS 7 514 7
v NERTE.

url (X, X Y2207 T —IC
HRAT 25D Prometheus #—
EXDF7 RLATY,

caCert object
enable boolean
insecureSkipVerify boolean
userCert object

12.1.80. .spec.prometheus.querier.manual.tls.caCert

BTL
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caCert 3. FREIFEDIAREDS
BEEHELET,

TLS #BMICLE T,

insecureSkipVerify =R 9 %
& Y—NR—FIREDYV Z1 TV
MUDMREEE RSy S TEZE

¥, true I[CERET 5 &. caCert
T4 —ILRDERINET,

userCert &, mTLS ICFERET N
31— —iIAESREZEHLZF
¥ (—HRATLS 2 FERAT 25HEE
METEEY),
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caCert |3, SREIRDIFAEDSREZEHL T,
i)
object

certFile string certFile (. config map 7%
Y=o Ly NADFREET 71 )L
BADNRREEHELET,

certKey string certKey (&, config map 7 &

v— Ly NNDEAEME R
T7AINE~ADNRRAEEFLE
To F—DARELBEITEBLF
ER

name string SIEAZ % ST configmap £/ IE
Dl AVEE N E-A-TTR

namespace string FEEAE A ST config map 7zl
=% L v kD namespace &
L7ZE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MMERAINZX Y, namespace B
ER2HBE1EF. REICHLTYY
YV ETEB LD, configmap &
iEy—2o Ly MOE—3IhZE
ER

type string SEBRE SR D Y 4 7 (configmap
F 7= 1% secret),

12.1.81. .spec.prometheus.querier.manual.tls.userCert

BTL

userCert [&. mTLS ICERAINZ 21— —FIAESREZERZLET (—AA TLS ZEAHT 2551
W|IETEET),

i
object

N

certFile string certFile (. config map £7I&
Y=o Ly NADFREET 71 L
BADNRREEHZLET,
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certKey string certKey (&, configmap 7 I&
=0 Ly NADIIERERE R
T7AINENDNRREEEZLF
T, F—HTELIZGRRERL X
ERS

name string SIEAZ % ST configmap £ IE
=2 Ly MDE&EIL

namespace string FEEAE % ST config map 7zl
v—%2 L v kD namespace &
L7BE. 7740 b T,
Network Observability 287 7’0 4
INTWBDER L namespace
MERAINZX Y, namespace B
ER2HBE1E. REICHLTYY
YV MTEBLDIT. configmap &
iEy—2oLy MAOE—3IhZE
ER

type string SEBRE SR D Y 4 7 (configmap
* 7= 1% secret),
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513%= FLOWMETRIC R E/NS X —4 —

FlowMetric (&, IN&EXI N7 0—OIDSHRILAN) VR EERTBIEATREICT S APIT
-g_Q

13.1. FLOWMETRIC [FLOWS.NETOBSERV.IO/V1ALPHAT]

Sief
FlowMetric &, INEXIN/7O0—OHDSHAYLAN) VXA EERT DI EAETREICT S API T

apiVersion string APWVersion (&4 77 bD I D
RIBON—V 3V AF—TAEEE
LEd, —"—l@FRF IR
F—VYERMOREBEICERL,
REINARVMEIRIES TR &N
HYFET, FE
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#resources & &
BLTLCEI W,

kind string kind i dZ DA 7T MHKRT
REST )V —R%&XKTXFIDIE
TY, ¥—NR—iE 774725
NEREZEEFTZIV KRSV b
NOIhEHRTESZENHY
¥, INZEHITHIEETE
FtA. FYANLT—R%EFEAL
Y. A
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#types-kinds % %
BLTLEIWL,

metadata object BEA TSI RDAIT—H,
Ee2 ]
(&, https://git.k8s.io/community
/contributors/devel/sig-
architecture/api-
conventions.md#metadata &%
BLTLCET W,
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spec object FlowMetricSpec I&. FlowMetric
DEMOREZERL T, &ZiH
INTW2 API 2T 2 &,
——ZARXHLTINsDXARNY S
RAENAIRAXTEEY,

FLWARNY) IV ZRZEMLEEY.
BEODINIVEZEELRLY T S5
Bl RERFEEZE5X 5N
NHYEY, TDRD,
Prometheus 7—2 0— RD X E
) —EREXZERECERT Y
ERHY FET, https//rhobs-
handbook.netlify.app/products/o
penshiftmonitoring/telemetry.md
/#what-is-the-cardinality-of-a-
metric

ESRLTLEIW,

R T D Network Observability
ANYVORDOA—=T4FVT14—
HHESRY % ICik. promql:
count({name=~"netobserv.*"
}) by (name) #E17L £ 7,

13.1.1. .metadata

BTL

BEF T MDAYT—4, FEMIL. https;//qgit.k8s.io/community/contributors/devel/sig-
architecture/api-conventions.md#metadata #SHBR L T EX Wy,

i)
object

13.1.2. .spec

BTl
FlowMetricSpec &, FlowMetric DEMDREEZEZLFT, BEIN TV APIZFERT 5 &,
=R LTINEDARN) I REHNAITAXTEET,
FLWARNDORZEBMLEY, BEOSINIVEZERLELEY T2561F. RELEEEZS5Z 57HE
MELRHYET, TDH, Prometheus 7—7 O— RKDAE) —FHELZFTEECERTIHLELDH
Y £, https:;//rhobs-handbook.netlify.app/products/openshiftmonitoring/telemetry.md/#what-
is-the-cardinality-of-a-metric
EHRLTLEIV,

I ARTD Network Observability X M) 2 2D Hh—7 14+ ) 71 — %8RI 5ITI1E. promql:
count({name=~"netobserv.*"}) by (name) =17 L %9,

i)
object
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e metricName

* type

buckets array (string) type 7 "Histogram" DB & ICfE
A3y DYR b, DY
AN FEINREE L TER
ARETHILENHY £Y, BRE
INTWAWEEIE.
Prometheus @7 7 # JL k D/
Ty hPMERINhET,

charts array FEE E 21— Dashboards X
Z 1 —IZd % OpenShift
Container Platform 3>V —JL®
F v — MERTE

direction string Ingress. Egress. X7IFEEDAH
MO7A—%740L%) VT LZE
¥, Ingress ICERET S
&. FlowDirection ICIE3RKIR
T 45 —0|2 5BIMLAIBE
B LCICAaY 9, Egress ICERE
¥ % &, FlowDirection ICIEFE
RIE71 L5 —12%E8ML %G
SERALCICARY ET,

divider string EOLUADZE. EOHRERE
BRED). AXMNYVRE=T70—
18/PREL,

filters array filters I, EEIN 37 0— %4l

R BEHDICHERTEZT74—ILR
EEDYRMNTY, L DIFE,
BREEHRT B0

(. Duplicate !'= "true" & & ¢
FlowDirection = "0" &\ 5
T4NS—%ERTI2HEN DY
¥Y, HATRERT 4 —ILFDY
ANMITDOWTIE, RFaXT b
https://docs.openshift.com/conta
iner-
platform/latest/observability/net
work_observability/json-flows-
format-reference.html &8 L
TLEIW,
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labels array (string) labels (. Prometheus Z~NJL
(F4AvyavesMEnET)
ELTHEATZ714—ILRDY R
FTY, SNILEBRTZE, &
DARNYIRADRELNIVE,
T —BFICERARAKEIRE
INET, Thid. AMNJIRD
A—TAFTVT4—ICHEBT D
O, BEIITOBEIHYFT
(https://rhobs-
handbook.netlify.app/products/o
penshiftmonitoring/telemetry.md
/#what-is-the-cardinality-of-a-
metric Z&8), —#&IC. IP7 R
LA MAC 7 RLRIGE, f1—
TATIVT4—DEBICEVNIAN
WEBRET DI EIFBITTCES
W, AJREAFRY .,
"SrcK8S_OwnerName" F 7= (&
"DstkK8S_OwnerName" %
"SrcK8S_Name" F 7= 1%
"DstK8S_Name" & W £ 85 L T
IV, ERAFTREAT 1 —ILK
DYV RABMTOWTIE, FFaxXy
~
https://docs.openshift.com/conta
iner-
platform/latest/observability/net
work_observability/json-flows-
format-reference.html &8 L
TLEIW,

metricName string XN Y ZDEFI, Prometheus
T, BEIMIC "netobserv " &L
dEBEENMITONFT,

type string XN Y254 ("Counter" 7
IE "Histogram"), "Counter” I&.
NA NPTy NS, BERE
ORBEEHITHEML, L—h%
FTETEZEICHERLET,
"Histogram" (&, EIEARE, &35!
WYY TV IS 2UBEDNH HIE
IKERLEY,
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valueField string valueField (&, 2DOX K)o R
DEE LTERAT 2UEDHB 7
O—74—JRTYT, TDT74—
WRICEBUIEZ AN T B2 EL D
YFEY, 70— 8HzhI T3
IKIE, 70— EILREDEAETE
ETHDOTIFRLS, ZEOFFHICL
Y. EATRELT1—ILFDY
APMEDOWTEE, FFaxrv b
https://docs.openshift.com/conta
iner-
platform/latest/observability/net
work_observability/json-flows-
format-reference.html &8 L
TLEIW,

13.1.3. .spec.charts

tEA
EEE E 21— Dashboards X =1 —II# % OpenShift Container Platform I~ Y —J)LDF + — &
Eo

B
array

13.1.4. .spec.charts[]
BTl
ANV ORICEAETZ I 7/ aR—RERERELFT,
i)
object
WA
e dashboardName
® queries

o title

* type

FO/NRT 1 —

dashboardName string BLBHEDY v 1 R— RDEH,
CDEBRDNBEEDS Y ¥ aR— R
HERTEDTRWEEIE, FriLw
Fyvakr—RMERINZET,
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queries array IDTZTICRRTBIT)—D
1) Z b, type #* SingleStat
T, BRI ) —HEEINT
W3iHE. 07T 73EHDN
R (VT —=T&ITT1D)ICEE
HICERRAINZET,

sectionName string REXDY Y aR—KEsv3
Y DEHE, TOZRIBRFOEY
v avERTEDTRWVEEIL,
FLWEIYa VA ERINhE
¥, sectionName H*&BEI 1T
WBEMNEDIFE., /5710 —
NIy TSIV avICEREIh

7,
title string TZ27DF4 KN,
type string 757 DEH,
unit string DT 57 DEA, WIEYR— b

INTWBEAIF T PETY,
— RN BFEERAY 255 I1EZ2
HOFFHICLET,

13.1.5. .spec.charts[].queries

BTL

IDTZTICRRTBIITY)—DY R b, type B SingleStat T, BHD I/ T —DIEEINTWVS
Ba. DT 7R EBONRRIV(VIT)—T&IT1D) ICEEMNICEBRAINE T,

il
array

13.1.6. .spec.charts[].queries[]

SiEf
PromQLZ T —%%ELZF Y,

]
object
WA
® legend
e promQL
* top

146



$13%= FLOWMETRICRE/NS A —4 —

legend string ZDTZTICRRT BERRIIC
BRATZ7T)—DORH, EHD
HRIEZRTT 2HEEF. ThT
heXBIBNH%8RET 2HE
NHYFT, Thid{{Label }}
EWIHATRETEEY, &
ZIE, promQL TSRV &I
BERIE VIL— T 2355 (f:
sum(rate($SMETRIC[2m])) by
(Label1, Label2)). A& LT
Label1={{ Label1 }}, Label2=
{{ Label2 }} &2k L ZF J,

promQL string Prometheus ICX L TETT %
promQL 2T —, ¥357®d
type #'SingleStat 054, <
DYUIT)—FBE—DEFRIDH %
BLEY, ZOMHDS 1 TDi5
&, L7 2R RINFT,
DYY—ATEREINIANI S
A% 58T 351C1E. SMETRIC %
FHTEET, L&X
¥, sum(rate($METRIC[2m]))
TY, promQL DOFHIE.
Prometheus @ KF 1 X > K
https://prometheus.io/docs/pro
metheus/latest/querying/basics/
HSRLTCEIY,

top integer A LRI Y TTEILKRRT DL
fiI N D %7, SingleStat 7>
794 FIIFERAINE A,

13.1.7. .spec.filters

G|

filters (3. ZEEINZ 70— %2HIRT B7OICHERTEZ T4 —ILREEDVRAITY, ZLDIH
B, EEEHIRY 572, Duplicate != "true" & &£ U FlowDirection ="0" &\ 7 4 LY —%1{F
RAT2RENMHYET, FAAEDRTZA—ILROYIARNMIDOWTIE, FFaxv b
https://docs.openshift.com/container-platform/latest/observability/network_observability/json-
flows-format-reference.html ZSB L T I,

i
array

13.1.8. .spec.filters[]
BT

i)
object
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WA
o field

e matchType

field string TANEINVTTBET4—ILRD
E20]

matchType string BRI EZIYFVIDYATS

value string TANINVVTED

&, matchType »*Equal 7=
I& NotEqual 0%

&. $(SomefField) #FRH L /-
TJ4—=ILRA Iy av%EE
ABLT, 7Z0—HOMHD 7 1 —Jb
FasRTEET,
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FUAET Ry MI7— 70ROV TI7L VR

FMUAE Ry N 7O0-FRXDYT77L VR
InslExry b= 70—k THY., RBTHEAIN, 7JO0—% Kafka iCTVAR—KhT B
BARICHEERINEY,

141. xyv No—o70—FRXDY 77 L VR

Zhidxy h7—2270-FADEKRTT., TOFRIE. Prometheus X ) 2 ARV, BLURA
ERT Loki R M7 IC Kafka TV AR—F —DEREINTWVWR EZIIFRINE T,

"TANI—ID"INE. TA VI T AN —EERTHEIIERTIEELZRLET
(FlowCollector {#k® spec.consolePlugin.quickFilters % £ g),

"Loki ZNRIL"FE, Loki ICEEI T —%RTTIHAEICKRIEET, NI T 1 —I)L RKIE, stream
selectors Z{FHA L CGEIRTZIMELHY £,

"H—F4F+YF14—"5lx. TDT 14 —JL K FlowMetric APl T Prometheus SRJL& LTERAI N
DGEDEBEOARN) IV RAA—FT 14+ ) T4 —ILFETZEHRERLET, F#IE. [FlowMetric API 1)
77L VR HHRLTLEIN,

Loki X

)%

Bytes number AT ZERL (AYAY-4 avoid
DnsErrn number DNS S v h—Debpf 7v VBHA dns_errn WX fine
o 5RINAETIS—FS o

DnsFlag number DNSLO—RKR®DDNS 7357 ZHL (AYAY-S fine
s

DnsFlag string BT IN/ZDNS~NY ¥ —DRCODEs dns_flag LLx fine
sRespon # _respon

seCode se_code

Dnsld number DNS L Od—NKid dns_id (AAY-4 avoid
DnsLate number DNSYUZVIRMNELRARYZDED dns_late (AYAY-4 avoid
ncyMs BFRE (X Y ROEAL) ncy

Dscp number Differentiated Services Code Point dscp WL 2 fine

(DSCP) D&

DstAddr string B IP 7 KL R (ipvd 721 ipv6) dst addr VvWx avoid
ess

DstK8S_ string EEHL/—KIP dst host VW x fine

HostIP _address
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DstK8S
HostNam
e

DstK8S
Name

DstK8S
Namesp
ace

DstK8S
OwnerNa
me

DstK8S_
OwnerTy
pe

DstK8S
Type

DstK8S _
Zone

DstMac

DstPort

DstSubn
etLabel

Duplicat
e
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string

string

string

string

string

string

string

string

number

string

boolean

EER/— K&

584% Kubernetes # 7Y = 7 M D&
(Pod . Service £, Node &7
).

585 namespace

BRI A E DI (Deployment 4.
StatefulSet &% &),

SESEATEE DFESR (Deployment.
StatefulSet 72 &),

584 Kubernetes 7 7Y = 7 b DR
(Pod. Service. Node 72 &),

BETRAZE) T4 ==V

5BHEMAC 7 RL R

SIS S R— b

WY TRy RSN
ZOD70—H"RELCEKRAMLEDRIDA

VH—TIAADSEF Y TFv—
INHEIIERLET,

dst_host
_hame

dst_nam

e

dst_nam
espace

dst_own
er_name

dst_kind

dst_kind

dst_zone

dst_mac

dst_port

dst_sub
net_label

ZEaL

WL 2

(AYAY-§

=40

[ZqWN

WL 2

=40

=4

WL 2

WL 2

(AYAY-§

=40

fine

careful

fine

fine

fine

fine

fine

avoid

careful

fine

fine



Flags

FlowDire
ction

IlcmpCod
e

lcmpTyp
e

IfDirectio
ns

15—
2 o 3

K8S_Clu
sterNam
e

K8S_Flo
wLayer

Ny b

PktDrop
Bytes

number

number

number

number

number

string

string

string

number

number

FUUsE Ry b7—270-FXDYI77L VR

Loki X

)%

RFC-9293 IcED<K., 7O0—IC&=F B (AR fine
NE2—EDTCP 737 &EBMARY

L7 T OHREBMOBEAEDLE., R

DTy MDA EDEERLE

ER

- SYN+ACK (0x100)

- FIN+ACK (0x200)

- RST+ACK (0x400)

J— REARDSBRINLT7O0— node_dir W fine
DAME RDOWTHNITKRY £, ection
- O:Ingress (/ — NERImD 5 DF(F

NST4v7)

- 1:Egress (/ — REUAIR D B DEE

NS2T4v7)

-2:Inner GEfST/ — K &%EE/ — K

HE L)

ICMP J— K icmp_co WL 2 fine
de

ICMP @4 4 icmp_typ Wwuwx fine
e

FyNT—=D0A4V5—D 4 REH ifdirectio WV Z fine

RSN A—DAM, ROWTH ns
MMIRY FY,
-0O:Ingress (A Y9 —7 14 ADZAE

NZT4v7)

-1 Egress (A Y9 —7 =14 ADEE

NST4v7)

FXYNT—=DA4VH—T (R interface WL\ x careful
s

ISR —2FE 759 —H5 cluster_ [=qA fine

F name

70—DLAv—app Fhid'infra’  flow_lay WL 2 fine
er

Ny N Bl (AYAY-4 avoid

A—FIIICE->TRAOy FXhin B Y (A4 avoid

1 MK
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PktDrop
LatestDr
opCause

PktDrop
LatestFla

gs

PktDrop
LatestSt
ate

PktDrop
Packets

Proto

SrcAddr

SrcK8S_
HostIP

SrcK8S_
HostNam
e

SrcK8S_
Name

SrcK8S_
Namesp
ace

SrcK8S_
OwnerNa
me

SrcK8S_
OwnerTy
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string

number
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string

string

string

string

string

string

string

RFOROY TORA

BRICROYy XN Ty hD
TCP 27354

BBICRkOYy FE¥NhAETry O
TCP JR&E

H—FINWICE>T ROy I
Ty b

L4 7O k3L

EETIP 7 KL R (ipvd £k ipv6)

EET/—KIP

RET/ — K%

E{ET Kubernetes 7 79 19 D4
fl (Pod &, H—ER&, /—RER
o

1) Y — XD namespace.

EIETAEE DT (Deployment
£, StatefulSet &7 &),

EIETTATEE DFESR (Deployment,
StatefulSet 72 &),

pkt_drop
_cause

ZEaL

pkt_drop
_state

ZEaL

protocol

src_addr
ess

src_host
_address

src_host
_hame

src_nam
e

src_nam
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src_own
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src_kind

WL 2

WL 2

WL 2
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(AR

(AR
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(AR

[ZqW

=40

(AR
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fine

fine

avoid

fine

avoid

fine

fine

careful

fine

fine

fine
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SrcK8S
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SrcMac
SrcPort
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TimeFlo
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TimeFlo
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TimeFlo
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S

TimeRec
eived

_Hashld

_Record
Type

string

string

string

number

string

number

number

number

number

string

string

#{E 7T Kubernetes 7 7Y = 7 hDfE
#8 (Pod. Service. Node % &),

EETTR— b

EETY TRy SN

CDTO—DRT YA LRY VT (3
1) #EAAL)

TCP DERILIhTH Y Kby
744 Ls (SRTT) (F / B EL)

ZD7O—DFRYA LAYV T (3
1) #DEARL)

Zo7Oo—a"7O0—3aL74%—IC
SO TBEHLVCUNEBINALEETD
HALRY YT (FEA

RELEIFTlE, REHBF

LId—RoEE AEO70—O070D
& flowLog'. RFEEBHDIFEIE
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‘endConnection’

FUUsE Ry b7—270-FXDYI77L VR
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ZEaL

time_flo
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15 NETWORK OBSERVABILITY D NS TNV a—Fq4 9
Network Observability DBIED S TV a—F7 4 VT %FZET B72HIC. WKDODD KRS TV a—
FTAVITTOaVERTTEET,

15.1. MUST-GATHER Y — L D{F

must-gather 'V —JL%{FH$ % &, Pod O%. FlowCollector., Webhook 53772 & M. Network
Observability Operator )V —2B LGV S R4 —2FD ) YV —RAICEAT 3 EREZNETEET,
¥R

1. must-gather T—4% 2 REFT 274 LV N —ICBEILET,

2. ROAT Y REEFTLT. 77 RY—2D must-gather )V —RZIREL T,

$ oc adm must-gather
--image-stream=openshift/must-gather \
--image=quay.io/netobserv/must-gather

15.2. OPENSHIFT CONTAINER PLATFORM O VY —I)ILTO XY NTJ—72
NST4v o A=Za—TV N)—DHEE

OpenShift Container Platform AV YV —ILOBER A =2 —ICRXRY N T—I NS T4 v I DAZ21—T YV
M) =D 2 MINTVARWESEIZ, OpenShift Container Platform AV Y —I)LTRXY K7 —2 5
T4V IDAZa—IVMN)—AFHTHRELZET,

AR

® OpenShift Container Platform /X— 3 > 410 gD 1 Y A h—=IL I TW 3,

FIR

1. RDA<T Y R%&ZETTL T, spec.consolePlugin.register 7 1 —JL KA¥ true ICEREIN TS
NEIDEERLET,

I $ oc -n netobserv get flowcollector cluster -o yaml

7651

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: false

2. & 72 3 >:Console Operator i & % FEICT#RE L T. netobserv-plugin 7> 71 ~ % EMNL
9,

I $ oc edit console.operator.openshift.io cluster
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=Pl

spec:
plugins:
- netobserv-plugin

3. A7V av ROV REEFTL T, spec.consolePlugin.register 7 1+ —JL K% true IZF2E
LET,

I $ oc -n netobserv edit flowcollector cluster -o yaml

=Pl

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
consolePlugin:
register: true

4, ROAXV RAEEFTLT, AVY—ILPod DRAT—4% XM running THZHZ &R L XTI,
I $ oc get pods -n openshift-console -I app=console

5 ROV RAERFTLT, IV —JLPod #BiEEEL X T,
I $ oc delete pods -n openshift-console - app=console

6. 720 —DF¥xv v atBEREZV)T7LET,

7. ROAT Y R%EFERTLT. Network Observability 7544 > Pod DAT—49 A &HELE T,

I $ oc get pods -n netobserv -l app=netobserv-plugin

i 451
NAME READY STATUS RESTARTS AGE
netobserv-plugin-68c7bbb9bb-b69g6 1/1  Running 0 21s

8. RDAY ¥ K&EFEFTL T. Network Observability 7574 >~ Pod DOV =R L £ 9,
I $ oc logs -n netobserv -I app=netobserv-plugin
A6

time="2022-12-13T12:06:49Z" level=info msg="Starting netobserv-console-plugin [build
version: , build date: 2022-10-21 15:15] at log level info" module=main
time="2022-12-13T12:06:49Z" level=info msg="listening on https://:9001" module=server
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15.3.KAFKA %=1 ' X b—)L L 7=%. FLOWLOGS-PIPELINE 2’y k7 —
2 78—%HE&ELARWL
E#IC deploymentModel: KAFKA # L TC70—aL 24 —%5704 L. RiCKafka #5704

L7ziza, 70— 7% —H" Kafka ICIEE L < ERMI N WAL H Y £, Flowlogs-pipeline B
Kafka 5Dy T —2 70—%BELARWVWIO—/1 54 Y Pod #FEBTHEZELE T,

FIg
1L ROV RERTLT, flow-pipeline Pod 28Ik L THEEILEX T,

I $ oc delete pods -n netobserv -I app=flowlogs-pipeline-transformer

15.4.BRINTA V9 —TJ T4 AEBREXA VI —TITAADEANLDRY b
J—2 J70—DRRINAGW

br-ex™ & br-int &, OSI LA Y —2 CEETBREBTV Y I TNRLRATY, e BPFI—Y v M, IP
LARIVETCP LRI, ENEFNLAY—3 EA4THELES, XY NT—I RS T74 v IHYEBKRR
Mo RIE Pod 4 V9 —T7 24 AREDHDA VH—T 24 AL > TUEBINDZIHE, e BPFI—Vx
YMNEbr-exBLUV br-int #@BITEZRY NIV RS TA v I %Xy TFvTRIENRETEE

9, eBPFIT—Y IV MDRYKNT—OA V9 —T A A% brex 8LV br-int DAICERHRZT DL DI
FRTBDE, Ry D=2 70—-RERRINhFHA,

XYy RND—DA4 29— 124 X% br-int 8 & U br-ex ICHIPET 5 interfaces Z 7= (3 excludelnterfaces
DED % FENTHIBRL 7,

FIR

1. interfaces: [ 'br-int','br-ex'] 7 1 —J/L K, THIZLY, I—Y YV MNEITRTDI VS —Tx
AZADSEREMETEET, £/E. LAY —31429—T x4 (fl:eth0) 5IEET 3
EHETEFEY, UTFOOATY REETLET,

I $ oc edit -n netobserv flowcollector.yaml -o yaml

7651

apiVersion: flows.netobserv.io/vialphai
kind: FlowCollector
metadata:
name: cluster
spec:
agent:
type: EBPF
ebpf:
interfaces: [ 'br-int', "br-ex’ | ﬂ

‘) XY NTI—HOA VS —T 4 2EEBELET,

15.5.NETWORK OBSERVABILITY 3> hO—5—<% R —2 v+ — POD D X
TY—DARETS
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Subscription & 72 = 7 b @ spec.config.resources.limits.memory Tt % R%E T % Z & T.
Network Observability Operator D X E ') —#lIfR%=5|E LIFH5 I &N TEET,

FIR

1]
2]

. Web 3>V —JL T, Operators — Installed Operators ICBE L £ 7,
. Network Observability =% ') v 7 L. Subscription Z#iRL £,

. Actions X Za1—Hm 5, EditSubscriptionz2 ') v 7 L%7,

a. ¥, CLIZFEALTROIT Y R%E3EFTL T, Subscription 7 72 =V b D YAML 5%
EERACIEHTEET,

I $ oc edit subscription netobserv-operator -n openshift-netobserv-operator

. Subscription # 7> = 7 k% #R% L T config.resources.limits.memory {t#%BML. X E

)—EHEZBL TEZRELET, YV —RICEHTI2ERFHEOFMIT. BAEEHREZSREL
TLEEIW,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: netobserv-operator
namespace: openshift-netobserv-operator
spec:
channel: stable
config:
resources:
limits:
memory: 800Mi ﬂ
requests:
cpu: 100m
memory: 100Mi
installPlanApproval: Automatic
name: netobserv-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: <network_observability_operator_latest_version> 9

TeEZE. AEY—HIPR%Z 800 Mi ICBIX EIFBZENTEET,

CDEIFRELRVWTLLEIWN, ZOEIL Operator DFRFHD ) —RICL>TERY F
ER

15.6. LOKINDHRY LY ) —DEFT

NSTIYa—F4 v TDHIT, LokillTHLTHRYLYI T —AEFTTEFT, ThEITIAHED
BN 2DHY., <api_token> ZHEDEDICEZMZAZIET. —Z—XILEHLETHABTEET,
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E5C

I 5DEITIL. Network Observability Operator & U Loki 7 704 X > MIC
netobserv namespace R L X9, X 5IC, HITIL. LokiStack D&REIH loki TH %
ERELTVWET, £ 7> 3 v, Bl (EFEBIICIE -n netobserv 7 13 loki-gateway
URL) #58% L T, E72% namespace EMZAFATHIEETEET,

AR

e Network Observability Operator T3 % 7= I(C Loki Operator 24 Y A h—JLLTW3

FIR
o FIAABAINRTDOINVERFTZICIE, ROAYY RZRTLET,

$ oc exec deployment/netobserv-plugin -n netobserv -- curl -G -s -H 'X-Scope-
OrglD:network' -H 'Authorization: Bearer <api_token>' -k https://loki-gateway-
http.netobserv.svc:8080/api/logs/vi/network/loki/api/vi/labels | jq

® /— X namespace my-namespace O IR TOI7O—%ZEEFT 5ICIE, RO Y REZELT
LET,

$ oc exec deployment/netobserv-plugin -n netobserv -- curl -G -s -H 'X-Scope-
OrglD:network' -H 'Authorization: Bearer <api_token>' -k https://loki-gateway-
http.netobserv.svc:8080/api/logs/vi/network/loki/api/vi/query --data-urlencode 'query=
{SrcK8S_Namespace="my-namespace"}' | jq

BIER R

o )Y—XDBEEIE

15.7. LOKI RESOURCEEXHAUSTED TS5 —D NS T a—F14 Vv
Network Observability IC& > TEEFEINZRY N7 =0 70—FT—49 P, REINLRAA v E—IY

4 X%#BA 5 &, Lokild ResourceExhausted T 5 — %3R3 Z &H%H Y £9, RedHat Loki Operator
HFEALTWREAR. ZORAAYE—IH A4 XTE100MBICREINTVWET,

FIR

1. Operators — Installed Operators [CFZE) L. Project KO w 74U A =—a—H5 All
projects z R "L F T,

2. Provided APIs ') X kT, Network Observability Operator Z3&IRL £ 7,

3. FlowCollector %) v %2 L. YAMLview%¥ 7% 1) vy LZ%7d,

a. Loki Operator %{EFH L’CL\éiz% I&. spec.loki.batchSize {BA* 98 MiB Zi#B X TLWRW T
EEMEL TSRS

b. Red Hat Loki Operator & (&E7% % Loki 4 ~ A b—JLJi% (Grafana Loki 72 &) #{FH L T
W3Bi5&E I, Grafana Loki —/Y—E&7E D grpc_server_max_recv_msg_size
7’3‘\ FlowCollector ') ¥ — X D spec.loki.batchSize fEL Y KT W & ZHERR L T X
o KELLARWIEAIE, grpc_server_max_recv_msg_size EAIEP Y
73\ spec.loki.batchSize [E% HIfREL Y E /NI K BB LD ITHEOTHELNHY T,
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4. FlowCollector =iR&E L /=35& L. Save =V v U LZ T,

15.8. LOKI @ EMPTY RING T 5 —

Loki @ "emptyring" TS5 —IC&k Y, 70— Loki ICIRFEINT. Web AV Y —ILICKRRI ALY

F9., COIZ—E@EIFIFRRATRETZ2TEEIHYET., IO TRTITHUTZS1D00[g]

BERIEHY FHA. LokiPod BIDO Y %#5EZE L. LokiStack 2L RETHEBHIE-TWEB I &AM
RIBEHIT. WODIDTIaVERITTEET,

DI Z—HRETDIRRICIERDE I BEDHHY X7,

o LokiStack #7141 X h—JL L. B L namespace ICBA YA M—ILT B &, FHLPVC HH
BRINBWD, COIS—HRETIHAEMELHY £,

o 7Y av:LokiStack zBEHIFRL. PVC ZHIPR L TH 5. LokiStack DEA ~ X h—Jb
EBEALCLEIW,

o JIAAZEDO—T—>3aviE, ZOIZ—Il&Y. flowlogs-pipeline Pod & & U console-
plugin Pod & DBENHIF SN B AREELHY £ T,

o 7Y aviPod BEBT 5L, EHEETTEET,
159. Y Y—XOZTIVYa—FT14VT

15.10. LOKISTACK L — MR 5 —

LokiT7F ¥ MIL—MHIRAREINTWVWD &, T—9H—BEMIZKDbN. 429 TS5 — (Per stream
rate limit exceeded (limit:xMB/sec) while attempting to ingest for stream) A" FE ¥ 2 agEEL H Y
FY, IDIZ—ZBHNITZLIICTI— M 2RETDHIEZMIFA LTI W, FlllE, ZDEs
vavOREFERE L TEEINTWS [NetObserv ¥y & 27 R— KD Loki L — MNIBR7 5 — M D1E
Bl #BRLTLEIN,

RICTHT FIE%EZETT L T, perStreamRateLimit & & U perStreamRateLimitBurst {14k T LokiStack
CRDZEH TEE T,

FIR

1. Operators - Installed Operators IC#&) L. Project KO v 74 >~ H 5 All projects % R~
LE9.

2. Loki Operator = R D1+ T. LokiStack ¥ 7% ®#IiRL £,

3. YAML view % L T LokiStack 1 Y 24 Y A5 {EWRT 20 BEEDE DA iRE
L. perStreamRateLimit & & U' perStreamRateLimitBurst {T#% 8L £ 7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: loki

namespace: netobserv
spec:

limits:

global:
ingestion:
perStreamRateLimit: 6 ﬂ
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perStreamRateLimitBurst: 30 9
tenants:
mode: openshift-network
managementState: Managed

Q perStreamRateLimit D5 7 # JL MElE 3 T,

@ rerStreamRateLimitBurst D7 7 # )L MEIE 15 T

4. Save &=V v o LET,

WREE

perStreamRateLimit # & U' perStreamRateLimitBurst (T4 %= EH T2 . 75X 9 —AD Pod H'FE
EEL, 429 L— MHIRRI S —DRE LR BRYET,
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