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BB ET, TOREGRBEREZ I SICHIRL 7,
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® OpenShift 7SR —THR—MNINBZ TSy N T+—LA

¢ I H—I&oTTOEYIZVIINBIVISRAISIFv—AFEALELISRAI—DE
#

e RHCOS DREHEDEIR
® [gnition

o H—XILBIH

o h—XIEVa—-IL

e FIPSHES

e T4 RAYUDEEEL


https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/3.11/html-single/cri-o_runtime/index
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/nodes/#allocate-node-enforcement_nodes-nodes-resources-configuring
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/architecture/#supported-platforms-for-openshift-clusters_architecture-installation
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-requirements-user-infra_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/architecture/#rhcos-configured_architecture-rhcos
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/architecture/#rhcos-about-ignition_architecture-rhcos
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-special-config-kargs_installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-special-config-kmod_installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installing-fips
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-special-config-encrypt-disk_installing-customizing
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® Chrony #14 LY —EZX

® OpenShift Update Service ICDWT

222. REILEDIV T F—DHER

EOREUIE, 7FVr—2aVvREBEEZRAUCYERA N ETOBMIEALREICTZ2DDES 102D
FETY, EL, REYYYEAVTFT—ERBERDZAETHELE T, REBLE. YA MREYY
Y (UM) BT ENAN—NA P —ZFALET, RETIVIEZENETN, RITHOH—RILTHK
RINBZHEBDARL—T 14 VIV RT L (0S) DIFN, RITINZT7 TV r—2a v &ExnkERR
BHYET,

RETY VDIFE, N NRN=—NAHF—FTFRANATEDBEIE, YAMNERAMND—RILOSDBEEL F
To NANR=NAY—(IIT IV ERTBELADI—F =L TOROEID RN, PEY—/N—
THEINZWNROBEN BN LET, L. ZOBELEF1Y T 1 —DEEMRARE L TREIC
BRYFEFT, HBEITAMREIYUBINANR=NAHF—DNTEZFB LT, BORETS VELIEKRR b
H—RIVICT IV EATEZHREEIDHYET, T OSICNYFAEYUTEIRENHBFEIE. TD
OSAFEATAIIRTDTRAMREBY Y IRy FAEYTEIRELNHYET,

AVFFTF—IE T RAMREIYY VATERITARETHY., TRV EBILARDZIBEDI—RAT—AEH BT
L&D, 72EZE VINTFPURYINARTT )y —2avasS5o RICBETTRAE, VT
TR OT T ) r—oavaT a4 T 3880ETT,

LHL, B—FRRAMTOOAVTF—OR8IE. FHRMELHY., RT—) 2 7LPTWVnTFTOM AV NY
Ja—>avaERHBLEYT, COTFTTAMAYRNETIVIE. 959 RRA T4 TR TV =23V
EKICELTWEY, VT +H—Id@E. REYI VLY EEDINMINIWVNEDH, ATY—ECPUD
SHEENMDRIRY FT,

AVTF—EREBTYVDEWICDOWTIE, RHEL7 3 Y77+ —KF a2 XY b®D Linux Containers
Compared to KVM Virtualization ZZ8B L T X W,

2.2.3. OpenShift Container Platform Otz ¥ 21 1) 57 1 —{R#

OpenShift Container Platform 27 704 § 31, 1 YA h—5—TFOEY 3=V /I hd(1 V7
SANSVFv— RAFAMERVWSDODDTSY N7 +—L) Flda—F—Il&>TT7OEY 3=
INZAVISANTVFv—%BIRTEE T, FIPS E— NOAMECHEIDREFFICHER D —F

WEV1—LOEMRE, BLNLOEF2Y T —BBOERERF. 12— —IlL>TFOEYa =Y
TINBAVIZRANTVF ¥ —DFEICRIDBELNHY FT, AKIC, 2—H—lL>TTOE

JaAaZvIINBA VI SIARNT I F v —Id. FEEKD OpenShift Container Platform 7704 X > b
IKELTWET,

¥ 271 —HEIEI N, OpenShift Container Platform ICf DR EZENTTHON 256, UT.2S
CBEZEEPRARICTZLIICL TR,

o HftE72%/— NerRRYANBNGCRETHIET S, BHRD/ —F2d < OEELE
FETHELLYBBLILYTESLIICTIHEDNHY FT,

o /—NRIHLTEENICIERY DEE%1TI DTIEAR <, OpenShift Container Platform T®
J—RADEEETEBRYEET 2,

EREEZEETDE, FEAED/ —ROEREIFA » R M—JLBFIC Ignition TITD D, Machine Config
Operator IC& 2T/ — KDt v MIEA XN % MachineConfig 2R L TR TITOMVELIHYET,
CDAETCEITTESEFa) T4 —BHEORELREDHZLUTICRLET,

o HA—XRILBIEDEN
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-special-config-chrony_installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/updating_clusters/#update-service-about_understanding-openshift-updates
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_compared_to_kvm_virtualization
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e chrony ¥ 14 LY —ERDERE

Machine Config Operator D IEMICE. Cluster Version Operator (CVO) IC& > TEEI NS
OpenShift Container Platform 41 ¥ 7 5 X N5V F v —DFREIFEHA T X 5D Operator BN EHH Y
9, CVO IE. OpenShift Container Platform 7 2 24 —B#HDZ < O = BEMELTE XY,

BIER R

e FIPSHES

2.3.RHCOS ®/\— K= 4

RHCOS I, OpenShift Container Platform IC7 704 §2 & D ICERR I h, A I N F LA, RHCOS
J—RADEBIFIFEAERETTY, OpenShift Container Platform A9 2 3 X TOMBICIE. >
ATLN=RZVJICEAT2HEDOEHLHY £, OpenShift EBEDEE S L UHEEE (Ignition.
ostree. FAHYER lusr 2 &) MBI N/ RHEL ¥ XF L& LT, RHCOS %# RHEL Y AT A& [E
BRICBRIETEE 9, N—RZVJOEEAEICIEEVDSHY T,

OpenShift Container Platform & & U2 D Kubernetes T ¥ > DEEMEEIZ, HEIGELTT T
FT—=2avBLUVAVISARNSVFv—6RRICAT—LVT Yy TELVI IV TERIETY, BT
SNARVKRTARWRY, RAMIOVA Y LTY I NIz T7EEMLAYEREEAEEBLALZY LT
RHCOS ICEEZEZMA 2 EIEHY £ A, OpenShift Container Platform 41 Y A h—Z5—H LV
AV MA—ILFL—YTRHCOSANDEFEAEEL, FEUCLDZNARLICHHE/ — N2 EETES &
DICTEIRENHY FT,

DD, MEOEF21) T4 —LD=Z—XITHIHT %72 IC OpenShift Container Platform T
RHCOS / —R&N—R=ZVJ$2HBE N—RZVIJTIRBEN—RZVIHEOEAEERT S
WNEIHY FT,

2.3.1.RHCOS TO/N\N— RV T DORBEDEIR

RHEL8 ¥ a5 4 —#&1 #4 RTIE. RHEL VAT LDEF 1T 14 —DOF7 7O—FICDWTEHAA
LTWZET,

AETIE, BStO77O0—F, BHEMEOTEMAE BLUEEBY—EIANDBROEMAEICDOWVWT
SEALE T, Fh, AVITSATUVREREIIDVWTDRFT YV, 774 ILOBEMOMER. BEBEDE
7. BEUVRML—=Y TN, ZADOBESILOAEEHERTEIENTEET,

N—RZV T HHEICDVWTOERICEDWVWT, RHCOS TENLAN—RZV I TEHEFERET
B5ZEDNTEET,

2.3.2.RHCOS O/\— K=V JHEDEIR

OpenShift Container Platform T?D RHCOS ¥ A 7 ADBEMAERIIHEINIHA. KDY IC,
D—A—/ =R A—LTL—V/—RBED/—RODT—IVILH BV RATLEERT DI EIC
DWTCERTIVLENDHYET, Fil/ — ROV EBERBE. RTAZIVUADA VA M=V TiE. BHE
BRYATDOFHR/ —REBERTE, /—FIERHCOS A A=Y BLVPERIIToLERICEDVWTERS
nhEd,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installing-fips
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-container-and-container-images-for-vulnerabilities_scanning-the-system-for-security-compliance-and-vulnerabilities
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RTAXGIDA VA ~—ILTIL, OpenShift Container Platform @4 > X b —JL%BIIET ZEIIC/N— K
— U JHEE%E RHCOS IBINTE £ 9, & AIE. RHCOS 1 Y R h—5 —DEHEHFIC, SELinux 7 —
IWEOHBRTILF ALY RREDREDBEL NIVREREDEF 1) T4 — e d v FEATICT
BIODICA—RIVA T avEBIMTEEY,

Digk

H
[=]

RHCOS / — K T® SELinux DEMLIEH R—FIhTUWEEA,

NF7AZ)JVRHCOS DA VY A M—ILDZEIFHZEN LMY T, TDHAE. OpenShift Container
Platform 1 Y 2 M=V &BR T 2HICARL —T 4 VIV AT LADEREZRNEB T ENTEEY, &
niE. 74 RVDOBESIECHERARRY N7 —UBRERE. HEDKEATREQRY BHHICKET 2HE
NHBGEICEBICRYET,

23224 VA M =IEDN—K=VY

OpenShift Container Platform 4 ' 2 h—J)L 7Ot X & H#f L. Ignition SREEZZE TX EJ, Ignition
-

BREEZFEALT MBO7 7ML EL W systemd Y —ER% RHCOS / — NICEMTEF Y, ko 1
v 2 N—=IVICERT % install-config.yaml 7 7 1 JLICEAXWAEF a1 ) T+ —FEEOERAMA D&
£ETEET, COHEATEMLEREAR, &/ — KOYICIEEFICFATEET,

2323. 95 RY—DRITEDN—FK=VT

OpenShift Container Platform ¥ 5 24 —Di2#%IC/\— K= > J#EE% RHCOS IOER T % A3 E
HhHY £,

o FT—EVUEYMNIRTD/—RTH—ERE2ETITINErHDHEIE. TOH—ER%
Kubernetes DaemonSet # 7~ =/ b TEBINTEZY,

o T UERTE: MachineConfig # 7> = 7 Mlld, B LCHEAD Ignition REDH T v MHEF
hEd, YOUREEINRTDT—h—/—RFLEIVbO—LTL—r/—RIZERT S

ZET, VZRY—ICEMINZRALY A TORD/—RTRALEENMBERAIND L IICTE
i’a—o

ZZTEHBLTWS I RTOMEEIL. OpenShift Container Platform OB KF 2 X > MIEHIN T
WEd,
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https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/architecture/#rhcos-deployed_architecture-rhcos
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/nodes/#nodes-nodes-managing

OpenShift Container Platform 412 ¥ a2 Y74 —6LTFAVY T4 7V R

AVAN=IVERET 714 ILDFERK

® Kubernetes ¥ =7 =X b B & W Ignition 5RE 7 7 1 ILDIERK
® SO A—Y%MALELRHCOS DA VA M=)

o /—RDARITAX

o H—RIBIED/— RADEN

o (UVAM—IEE/NTA—F— fips 2SR

o FIPSEESODYR— K

RHEL O 7 crypto AVR—% YV b

24. AT FT—AX—VDEEL

Red Hat |&. Red Hat Container Registry T4 X—Y DEZZRELEF T, T 5DESLIE. Machine
Config Operator (MCO) % {#F L T OpenShift Container Platform 4 7 S5 24 —IC FIL I N ZBRICEE)
BICHREES N E T,

Quay.io & OpenShift Container Platform Z58E T 2 IFEAEDA A=V ARHEL. V) —RA X =Y
DHINBEZLINET, V) —A X —IFEEREHD OpenShift Container Platform 4 X —2 A S8R9
2720, Y7 AF—VEHREISO—ELRNILORENEONE T, L, OFV T, E=FY Y
J. H—ER X v 1 ED OpenShift Container Platform ~DILARHERE D —ER X, Operator
Lifecycle Manager (OLM) 15 Operator & L TIRHINE T, TNOHDA A —YE, Red Hat
Ecosystem Catalog Container 1 X —Y LY Z M) —HhSREINET,

RedHat LY A NY =AYV ISANSIF v —RDA X =V DEAGUEERT DICIE. BELDWRIE%E
AMLET,

2.4.1. Red Hat Container Registry DE & DRI DHIIE

Red Hat Container LY Z M) =DV T F—ERZDOKRIEZEMICT SICIE, ThH5DLIRAKN)—H
LDARX—TVERET2F—%2BET2ELGRIAR) >—T7 7M1V EERT 2LENHY FT., RHELS
J—RDFE., LR KN —IET 7 + )L kT /etc/containers/registries.d ([C 3 TICEZINTWE T,

FIR

. 7—HA—/—RNICHELRERESE S Butane 38 E 7 7 1 JL 51-worker-rh-registry-trust.bu % {F
BLZET,

p= o-1o)
: Butane DF¥#llE. Butane A LYY VEREDEMESRB L TL IV,

variant: openshift
version: 4.12.0
metadata:
name: 51-worker-rh-registry-trust
labels:
machineconfiguration.openshift.io/role: worker
storage:
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-initializing-manual_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-user-infra-generate-k8s-manifest-ignition_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-user-infra-machines-iso_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-jobs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installation-configuration-parameters_installing-aws-customizations
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
https://quay.io/
https://catalog.redhat.com/software/containers/explore

FEAVTF—DEF2YT A —

files:
- path: /etc/containers/policy.json
mode: 0644
overwrite: true
contents:
inline: |
{
"default": [
{
"type": "insecureAcceptAnything”
}
1,
"transports”: {
"docker": {
"registry.access.redhat.com”: [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpom-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"reqgistry.redhat.io": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"

2. Butane LT, 7—H—/—KRDT 1 RVICEZAEFNZ 771D EFNBLDIC. <
T VERTE YAML 7 7 1 )L 51-worker-rh-registry-trust.yaml =4 L £ 9,

I $ butane 51-worker-rh-registry-trust.bu -o 51-worker-rh-registry-trust.yaml
3 FEI vy VEREZBERALET,
I $ oc apply -f 51-worker-rh-registry-trust.yaml

4, J—HA—TIVVERET—IDPHLWLWI I VERETO—ILTIMINTWE I E5HALET,

Bith

a. LW Y VEBREMERN SN & 2R LET,
I $ oc get mc

H A B
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g wLWLYYY v TIhkY

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE

00-master a2178ad522c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

00-worker a2178ad522c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

01-master-container-runtime

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m
01-master-kubelet a2178ad522¢49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

01-worker-container-runtime

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m
01-worker-kubelet a2178ad522c49ee330b0033bb5cb5ea132060b0a
3.2.0 25m

51-master-rh-registry-trust 3.2.0 13s
51-worker-rh-registry-trust 3.2.0 53s 0
99-master-generated-crio-seccomp-use-default 3.2.0
25m

99-master-generated-registries

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

99-master-ssh 3.2.0 28m
99-worker-generated-crio-seccomp-use-default 3.2.0
25m

99-worker-generated-registries

a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 25m

99-worker-ssh 3.2.0 28m
rendered-master-af1e7ff78da0a9c851bab4be2777773b
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 8s
rendered-master-cd51fd0c47e91812bfef2765c52ec7e6
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 24m
rendered-worker-2b52f75684fbc711bd1652dd86fd0b82
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 24m
rendered-worker-be3b3bce4f4aa52a62902304bac9da3c
a2178ad522c49ee330b0033bb5cb5ea132060b0a 3.2.0 48s g

Q HLUWTY VERE

\'1
\
Ko
it

b. 7—hW—< I VBRET—LADFLVLWI Y VERETEHINTWSIEABALET,
I $ oc get mep

H A B

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-af1e7ff78da0a9c851bab4be2777773b True  False

False 3 3 3 0 30m
worker rendered-worker-be3b3bce4f4aa52a62902304bac9da3c False True
False 3 0 0 0 3om @
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UPDATING 7 1 —JL KD True DIBE. ¥ VBRET—IVIEHF LW Y VERETEHR
IhFzd, 74— KM False iCid e, D—H—T I VBET—ILDNFLLITY Y

5 V2R —MRHEL7 7—H—/—REFERHLTWSHE, 7—A—Y Y VDRET—ILAER
INh, TNHD/ — KIZYAML 7 7 1 )L % /etc/containers/registries.d 71 L 7 b —I(C
FERLET, ThICEY, FEDLIZAKN) —H—NR—DHYBHINEBERDOBRMNMEEI N
£9, ROHIIL. registry.access.redhat.com & & U registry.redhat.io TRA I TWS
ARX=VIIRHLTOHEELXT,

a. ERHEL7 7—HA—/ —RADTNy Ty avaERBELET,
I $ oc debug node/<node_name>
b. bL—hTF4 LV K)—% /hostICEELZXT,

I sh-4.2# chroot /host

c. YL'F%& &1 /etc/containers/registries.d/registry.redhat.io.yaml 7 7 1 L= {ER L £ 9,
docker:

registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

d. LL'F% &1 /etc/containers/registries.d/registry.access.redhat.com.yaml 7 7 1 )L %= {E
L ET,

docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

e. TNy Tty avERTLET,

2.4.2. BZDMRELER E DHESR

RV VERERY T A9 —IT#EAT % &, Machine Config Controller [£##1 M MachineConfig = 7> =
7 NEBRE L. FiFE O rendered-worker-<hash> /N\—2 3 VSR L F 9,

FIE =S5
o YIVVRETFAINEMALTELORIEZEMICLTWS,
FIa
L ARV RIAYTUTOIATY RZERITL, BERT—H—DFERERTLIT,
I $ oc describe machineconfigpool/worker

M7 —h—E=4 ) v TDHEAHH

Name: worker
Namespace:
Labels: machineconfiguration.openshift.io/mco-built-in=
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Annotations: <none>
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool

Metadata:

Creation Timestamp: 2019-12-19T02:02:12Z

Generation:

3

Resource Version: 16229

Self Link:
UlD:
Spec:

/apis/machineconfiguration.openshift.io/v1/machineconfigpools/worker
92697796-2203-11ea-b48c-fa163e3940e5

Configuration:
Name: rendered-worker-f6819366eb455a401c42f8d96ab25¢c02

Source:

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
00-worker

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
01-worker-container-runtime

API Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
01-worker-kubelet

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
51-worker-rh-registry-trust

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries

APl Version: machineconfiguration.openshift.io/v1

Kind:
Name:

MachineConfig
99-worker-ssh

Machine Config Selector:
Match Labels:
machineconfiguration.openshift.io/role: worker
Node Selector:
Match Labels:
node-role.kubernetes.io/worker:

Paused:

Status:

Conditions:

false

Last Transition Time: 2019-12-19T02:03:27Z

Message:
Reason:
Status:

Type:

False
RenderDegraded

Last Transition Time: 2019-12-19T702:03:43Z

Message:
Reason:
Status:

Type:

False
NodeDegraded

Last Transition Time: 2019-12-19T02:03:43Z7

Message:
Reason:
Status:

Type:

False
Degraded

Last Transition Time: 2019-12-19T02:28:23Z7
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Message:

Reason:

Status: False

Type: Updated

Last Transition Time: 2019-12-19T702:28:23Z

Message: All nodes are updating to rendered-worker-
f6819366eb455a401c42f8d96ab25¢c02

Reason:

Status: True

Type: Updating

Configuration:
Name: rendered-worker-d9b3f4ffcfd65c30dcf591a0e8cfob2e
Source:

API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0

Machine Count: 1

Observed Generation: 3

Ready Machine Count: 0

Unavailable Machine Count: 1

Updated Machine Count: 0
Events: <none>

2. ocdescribe AY Y REBEETLFT,

I $ oc describe machineconfigpool/worker

7 —HA—DEHREDH A

Last Transition Time: 2019-12-19T04:53:09Z7

Message: All nodes are updated with rendered-worker-
f6819366eb455a401c42f8d96ab25¢c02

Reason:

Status: True

Type: Updated

Last Transition Time: 2019-12-19T04:53:09Z

Message:

Reason:

Status: False

Type: Updating

Configuration:
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Name: rendered-worker-f6819366eb455a401c42f8d96ab25c02

Source:

API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-registries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0

Machine Count: 3

Observed Generation: 4

Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3

R

Observed Generation /X5 X —4 —(&, OV bPO—5—TERINZEREDE
BICEDWTEmMT AT haRRLET, 2OV MA—F—IF, ETHKROL
BEYVEYaVDERICKKT 258 TE. COEEZEHLE

¥, Configuration Source &/ 51-worker-rh-registry-trust ZXx €% SR L &
ERS

3. LTIy REFERAL T, policy.json 7 7 A LABEET DI E#EAELET,

I $ oc debug node/<node> -- chroot /host cat /etc/containers/policy.json

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host

{
"default":

{
"type": "insecureAcceptAnything"

}
],

"transports": {
"docker": {
"registry.access.redhat.com”: |

{

20
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"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
8
"registry.redhat.io": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
}

ocker-daemon™: {
llll: [
{
"type": "insecureAcceptAnything"

4. YTy REFERAL T, registry.redhatio.yaml 7 7 {1 LABEET I E#HELET,

$ oc debug node/<node> -- chroot /host cat
/etc/containers/reqistries.d/registry.redhat.io.yaml

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

5 LTIy REMHERL T, registry.access.redhat.com.yaml 7 7 1 LHEIET 5 T & % FE
RLET.

$ oc debug node/<node> -- chroot /host cat
/etc/containers/registries.d/registry.access.redhat.com.yaml

H A B

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

243 BEFE[REREBEANLRWVWI YT F—A A —JDREEICDWT

#& OpenShift Container Platform Y ) =24 X —=Jld4 I 2 —49 TITHY. RedHat 7O¥ V> a >
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F—TEBLINTWET, OpenShift Container Platform OEH £ 72 ld4 ~ A h—)LrAIT, RIEATREAR
BEDPBWIAVTF—A X =V kY ) =2A A=UNF 7O T HAREIHY TT, KELHEY
)—ZAAXA=VHFAVTAMNIAZI2a—9TILTY, V)—RAA=—IYHOESRIE, BOAA—2D
A2 TWIAPIZAMNIRTZ2EDTHD7H, AVFT VY IIHEBNICERETEET, VWX
niE, V—RAA=—VLEDELIE, IRTOYN ) —ARBTERIELZF T,

&z E BATATREREBEZDNRWA A —UBHRIZ. BRN X OpenShift Container Platform ' 1) —Z A
A=JILEFEFNTVET,

') ) —RERDH 5

$ oc adm release info quay.io/openshift-release-dev/ ocp-
release@sha256:2309578b68c5666dad62aed696f1f9d778ae1a089ee461060ba7b9514b7cad17 -o

pullspec ﬂ

quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:9aafb914d5d7d0dec4edd800d02f811d7383a7d49e500af548eab5d00c1bffdb 9

@ SEHTVU-ZAMX—YSHA

© VU RKEFNZRATRLBELNBRVAVTF—A X =Y,

2.4.3.1. B D B EMREE

EROWMELIEBEMICITHNE T, OpenShift Cluster Version Operator (CVO) &, OpenShift
Container Platform OEFAHIZ) ) —R A XA =Y DEZEZRIALE T, ThIZREBTOELRTYT, BED
MEEHA KT % &. OpenShift Container Platform D4 ¥ A b —JL X IZBHF XKL E T,

ELDWMIEIE, skopeo AXY RS va1—FT4 ) T4 —%FALTEHTITIELEETEET,

BB
® OpenShift DEFDOBE

2.4.3.2.skopeo #fHL CRedHat AV T F— A XA —CDERZERIIT

OpenShift Container Platform ) ) =24 A=Y ICEENZD AV T F—A A=Y DEHAIE. OCP ) —
254 b DoBREZRN/LTRIITEEY, I 5—H4 hDEHRAIL Podman ¥ CRI-O HIEf# T
XA TlE W /-®. skopeostandalone-verify <> K&EFERL T, 1) —X A X—IH Red Hat
IKE>TELINTVWS I AR LET,

AR

e skopeo AX Y RZAVA—FTA4)T4—DNMVAM=ILINTWS,

FIR

LROOAT YV REEFTLT V—RADORELQRSHAZREBLET,
I $ oc adm release info <release_version> \0

ﬂ <release_version> & ') ) —AHFSICE I A X T (fl: 4.14.3),
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/updating_clusters/#understanding-openshift-updates
https://mirror.openshift.com/pub/openshift-v4/signatures/openshift-release-dev/ocp-release/
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H A DikEH

Pull From: quay.io/openshift-release-dev/ocp-
release@sha256:e73ab4b33a9c3ff00c9f800a38d69853calc4dfab5a88e3df331f66df8f18ec55

2. RDAXY Y R&EZFRFTLT, RedHat ) ) —RF—% T EFHD U LET,

I $ curl -o pub.key https://access.redhat.com/security/data/fd431d51.txt

3RDATV RZERITLT, REETEIHFED) ) —ADEZ I 7MILEBBLET,

$ curl -o signature-1 https://mirror.openshift.com/pub/openshift-v4/signatures/openshift-
release-dev/ocp-release/sha256%<sha_from_version>/signature-1\

ﬂ <sha_from_version> %, ))—ZXDSHAIL—HT B IS5—H A1 hADTEER)VID
SHABICB XA T, L&A 41223 V) —RDEEZLAD) VU 1F
https://mirror.openshift.com/pub/openshift-v4/signatures/openshift-release-dev/ocp-
release/sha256%e73ab4b33a9c3ff00c9f800a38d69853calc4dfa5a88e3df331f66df8f18e
c55/signature-1, SHA fEI&
e73ab4b33a9c¢3ff00c9f800a38d69853calc4dfa5a88e3df331f66df8f18ec55 T 9,

4, ROATVREZEFTLT VY —RAA=VDIY=ZTJzAMZREBLET,
I $ skopeo inspect --raw docker://<quay_link_to_release> > manifest.json \ ﬂ

Q <quay_link_to_release> %#. oc adm release info ¥ > NDOHAICEZMA FT, &
Z &, quay.io/openshift-release-dev/ocp-
release@sha256:e73ab4b33a9c3ff00c9f800a38d69853calc4dfa5a88e3df331f66df8f18
ec55 9,

5. skopeo ZfFAL TERLZRIAL X T,

$ skopeo standalone-verify manifest.json quay.io/openshift-release-dev/ocp-release:
<release_number>-<arch> any signature-1 --public-key-file pub.key

2Tk, LFD &L IChY £,

<release_number>

) —XBSEZ/ELXT (f:4.14.3),
<arch>

T—FT IV Fv—%EEL XY ({f:x86_64),

H A B

Signature verified using fingerprint 567E347AD0044ADES5BA8ASF199E2F91FD431D51,
digest sha256:e73ab4b33a9c3ff00c9f800a38d69853calc4dfa5a88e3df331f66df8f18ec55
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https://mirror.openshift.com/pub/openshift-v4/signatures/openshift-release-dev/ocp-release/sha256%e73ab4b33a9c3ff00c9f800a38d69853ca0c4dfa5a88e3df331f66df8f18ec55/signature-1
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2.4.4. BEEER

o IV VREDHE

25. AV T SA TV RICDWT

% < @ OpenShift Container Platform O BEHKICEWTIE, YR T AN ERBRECHERINSEIIC,
—ELRILTORBAOHISFEAY T4 TV ADBRBEITRY 9, ZORFIMRBIE, ERELE,
EREEFIIEBOBEANNF VR TL—LT—VICE>TEELNET,

251 AV TSATUVABLTYRIVEBICDOWVWT

FIPSAY 7547 VRIK, BERBETHREEINZIHFLEERIAVAR—IRXVMDIDTHY., HiR—
NENTWBESIEEMTOAD ) — RETHEITINDLDICLET,

BF

PS5 RAY—TFIPSE—REZBMITBICIE, FIPSTE—RTEET 2L D ICEREINL
Red Hat Enterprise Linux (RHEL) A Y Ea—4—H'54 YA M=)V T AT S L%EEITT
ZELHY FT, RHEL TD FIPS E— RDFREDFMIZ. FIPSE—RKTDY AT A
DA VAM—=IL &ZBRLTLEIV, FIPS#REEE#/Modules in Process l§ 554 75
) —DfERIE. x86_64. ppcbdle. & &£ s390x 7 —F 7 7 F + —_LD OpenShift
Container Platform T 784 XV N TOH Y R—Kh I FET,

OpenShift Container Platform Y 754 7Y 27 L —LT7—JIZDWTD RedHat D7 7O—FIZD
WTIlE, OpenShiftzFa )74 —H4 KDYV RIVEBSLVBRFITHDEZSRERL T LIV,

BIER R

® FIPSE—RTDIZRYI—DA VA=

26. AT F—@AVFTVYDEFa YT 1 —IRE
AVFF—ROAVFYYDEFIY T —ERRTZICE, FTEBTEDIR—21 A— (Red
Hat Universal Base Images 2 &) #{FA L. S TE2VY 7 NIz 7% EBINT 20EAHY FY, OV
THF—AX=20tFa)TF1—%ZREMNICHERT 2IC1E. RedHat 8L —RKX—F 1 —DY—JL
OEAEFEALTAX—YERF vV TEET,

261 VT F—AHOEF2) T4 —

PINVG—2aveEAVI7Z3AMS0Fv—iE, $CIKFATEZAVR—FX VY FTREINTLE
To TDELIE, Linux 7RV —FT 14 V7Y AT A, JBoss Web Server, PostgreSQL. & & U Node.js
BREODF—TVY—ZANRY =TT,

NSOy =DV TF—EINN—YaVvEFIATEEY, L. Ny IT—YDHP.
EIWRLEEA Ry =V DRICEERI—-RAEINTVEIDEI N ZHBT 2VENHY I,

ERTHEIREHICIHUTHAEENT T,
o VT T—DHBNMMVISZARNT IV Fv—%=BRICI LI HREMRIEHDZIH?
o 7= a3 BICBHMOREYENFETDEIHN?

o SUAALBLVARL—TFT A VIV RTLBIIROREICHZH?
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/post-installation_configuration/#machine-config-overview-post-install-machine-configuration-tasks
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/security_hardening/assembly_installing-the-system-in-fips-mode_security-hardening
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.12/html-single/installing/#installing-fips-mode_installing-fips
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Red Hat Universal Base Images (UBI) TAY 7T+ —%ZEIRT B2 &ICLY, AVTF—AA=ID
~N—2 A% Red Hat Enterprise Linux IC&EZN2E L RPM /Ry 5 —J DY I NI P THREINDEDT
HDIEEMRATEET, UBIM A=Y DFERFALEBREAICT IRV I aviInhEHLY FtH A,

AVTFTF—B@fROEF 1Y) 74 — I ENICREINS LD ICT SHICIE. RHEL AL EEFERAIND

M. OpenShift Container Platform ICBMINTWadEFa ) 714 —XF v Vg, AL TWS A
A—=YICRBEEI HZHGEICEEEH LE T, OpenSCAP 1 A —Y X% v VI|E RHEL THIAT

¥, Red Hat Quay Container Security Operator (&, OpenShift Container Platform TERAIN 23>V F
F—AA—THFIVvITBLEDIEMTEET,

2.6.2.UBl = L 7-BE AR ETBER A A —Y DIERK

AVFF—INLT TV =2 avaEERT 3ICE. BEARL—T1 VTV RTAICE > THRES
N2IAVR—FY MaRETZEEINAR—ZAA A —VOFERAISBBLET, ThdilidE, 5147
SU— A—FA4YT14—. BLVZTOHOBENEEINET., Thoid. 7TV Ir—varvs4R

L=FT AV IYRTLDT 74V AT LATRHT DI ENFRINET,

Red Hat Universal Base Images (UBI) IZ. BE®I YT+ —DEIL REFHTINBHIC. £ Red Hat
Enterprise Linux rpm /Xy 5 —I R Z 0OV 7T VY TERIN/ZA VT FH—%EFEHT D & D ERT

BIOIERINTVET, TOLIRUBIM A=V, £Fa )T+ —RyvFEBEHL. HEOY T
Y27 ZMARAOTDICENRINEI VT F—A A=V EHICERICHERAL. BEHRTDLOICE
HMICEHRINZE T,

Red Hat Ecosystem Catalog Z# %L T. ER2Z2 UBIM X—C%ZRDF. ZDA A —Y DIEBM %R
LET. EFaT7RAVTFT—AX=V% KT 2BEIE. UTD2DO20—KREQUBI A X =208 A
THEAT I EERFETEI2NE LNEEA,

e UBIL:RHEL7 £ & '8 DIZ# UBI 4 X —< (ubi7/ubi & £ T ubi8/ubi), 8LV ZTNS5DY T
LHER—2 EF BN A — (ubi7/ubi-minimal $ & U ubi8/ubi-mimimal) #*H Y 9, &
NOEDA A—VETART, BEO yum IYY RBEL P dnf ATV REFALT, EIL KT
AVTFTF—AX—=VIBMTEBRHELY 7 kD 7DEEDYRI MN)—%BBIBLDIC
ERHNCEREINTWVWE T, RedHat lE, Fedora® Ubuntu R EDDT1 A MY Ea— 3V
TIDAA—V%EFRTZIEEHELTWET,

® Red Hat Software Collections Red Hat Ecosystem Catalog T rhscl/ ##8%& L. HEY 1 7D
TITNVG—=23VvDR=—ZA A=V E L THERT2DIERINTcAA—VERDITET,
7= & Z &, Apache httpd (rhscl/httpd-*). Python (rhscl/python-*), Ruby (rhscl/ruby-*).
Node.js (rhscl/nodejs-*) & & U* Perl (rhscl/perl-*) rhscl 41 X = D'H Y £,

UBl M X—YISEHBICHETE, BERAETTH., DA X—JIIxF D Red Hat DHR— b I,
RedHat ®G@HY TRV TP a3V TOHRATERZIEICEELTLEXL,

B, MBI TintUBI M A—Y%FEAL, ThEFERLTEIL RTZHZEICDWTIE, RedHat
Enterprise Linux K3 2 X >~ M ® Red Hat Universal Base 1 X —Y DfFEA 288 LTI,

263.RHELICH X2 ) T4 —RFv Y

Red Hat Enterprise Linux (RHEL) & X7 A TI&. openscap-utils /XY 7 —< T OpenSCAP X ¥ v V%
FETX% 9., RHEL Tl&. openscap-podman OI< Y RAFAL T, 1 X—Y THBEDERE X
F+ VTEFJ, RedHatEnterprise Linux K& 2 X > b ® Scanning containers and container images
for vulnerabilities ZZHR L T LI L,

OpenShift Container Platform Tl&, RHEL ¥+ 7+ —% Cl/CD 7Ot XA TCHAT R I &N TEET,
ez, V—2OA—FOtEFa) 714 —LORMET R NS ZENI— NEFTY —ILY, BERIOMESS
MREDAI T RS 2DIERAT AT VY-S54 TS —%2RFETHY 7771
VIR I VBV IV ERET BRI ENTEET,
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https://access.redhat.com/articles/4238681
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html/red_hat_quay_operator_features/container-security-operator-setup
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/using_red_hat_universal_base_images_standard_minimal_and_runtimes
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening
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2.6.3.1. OpenShift f A —JDAF¥ v~

OpenShift Container Platform TE{TX 1. RedHatQuay LY A MY =B FIEInZaVT+H—1
A—IDIFE, Operator #FHA L TENLDA X —TV DIEFEMEA —ERRTXZE ., RedHat Quay
Container Security Operator % OpenShift Container Platform (3810 L T, 3EIR L 7= namespace IZiB
MINA X = DfEFHEELR— M 2RETEET,

RedHatQuay DAV TF—A X—Y XF v id, Clair IC& > TEITINE T, Red Hat Quay Tl
Clair (¥ RHEL, CentOS. Oracle. Alpine. Debian, & U Ubuntu DARL—FT 4 VTS RAT LY T
FYZTF7TEINRINcA A—VDfFEMZREREL. RETDIENTEIT,

2.6.4. ALY —ERDEHEE

OpenShift Container Platform I&, # 7> =42 b®D7 / 7—< 3~ (object annotations) & FIMH L T
BEAMARLET., HEBRMRAF v F—REDHAEY —IIEAA—=VF TV NMIAIT—H5DT ) T—
2avEMITBZIET, BFROEWNERRLEY., Pod DETZHIEILAZY TEEXY, A&/ 3 VT
. ZO7 /T avORBINBZIHERICOWTCEHRHALEYT, COWKXEFERTZIET, 7/ T7—
2avaEIVY—ITREBICFERAL, 21— —IIBRIDT—9ERRTDIENTEET,

2641 A A= DAY T—4
AA=—VDRET—FITIE. Ny T—Y0EMS LA —TYY—RY T I T7 (0SS) 4>

ADAVTZA TV RABEDKRRBIA THAHY EY, IHIC, BEROTANRA T —HNZDXIT—%
ERMTZBENDHYET, JDLHD. UTOT7/ 7—aYORBAIMREINET,

I quality.images.openshift.io/<quality Type>.<providerld>: {}

K217/ 57—>arvxF—oEk

aAvR—xv b 7 FaXhsfE

qualityType X TFT—=HDYA S vulnerability
license
operations
policy

providerld 70O/4 ¥ —ID OXFF openscap

redhatcatalog
redhatinsights
blackduck
jfrog

264117/ 57— avx—of
quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}
quality.images.openshift.io/vulnerability.openscap: {}

AA=—VDO@RET /T—2avofEid, ATFOBRICH > 7BELLT -2 ICRY T,

K227 )F57—aviEoEk
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https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html/red_hat_quay_operator_features/container-security-operator-setup
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html/vulnerability_reporting_with_clair_on_red_hat_quay/index
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
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Z14—JLE

name (=4 Fang y—nxRné X F5

timestamp [=4A AFX v VDIALRAY Y XFF
7

description (AYA Y-+ & 5 7 5t BR FF

reference (=N BEHRY — 2D URL F7- FF

FEFER, 12— —D
7__“_ & @EIE ": Lz‘go

scannerVersion (AYAY-4 e v AT XF75l
compliant (AYA Y-+ AVTSATVADER  7T—IE
summary (AR MREShZRBOEN )R~ (UUTDERESR)

summary 7 1 —JL RiE, LTFOHRICK I BELNHY XT,

F23EHT 1 - FEOEX

Z4—J)EK B

label AVER=FY FDRTFIRIL (B XFF
critical. important. moderate.
low F 7= health)

data CDAVR=RY I DT—45 Bl  XFF
REINBEEEOHFIEZ O
7)

severitylndex B TELOTZ 710y oFkm  BEY

DEY HTEABEICT 2V R—
FYMNDA VTV IR, EIX0..3
DEEAICHY . 0=low il
9,

reference 15ERY — A D URL X 7= IL35HA15 XF5l
W, £ T3,

26.412. 7/ 57— avEDH

UTofIE. BBMEOENT—98LPAYTSATYVRADT—IVEEZEL A X —2 D OpenSCAP 7
JTF—2avaERLTVWETY,

OpenSCAP 7/ F5r—>3a >
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"name": "OpenSCAP",

"description™: "OpenSCAP vulnerability score",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://www.open-scap.org/930492",

"compliant": true,

"scannerVersion": "1.2",

"summary": [
{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },
{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

]
}

LTFOfIE, FMEHRE LTHASMURL EIEEEMDA VT v I AT —9 %84 X — D Red Hat
Ecosystem Catalog DAV T F—A A= DI a vy OF7 /57— avaERLTVWETY,

Red Hat Container Catalog 7 / 7—> 3~

"name": "Red Hat Ecosystem Catalog",
"description": "Container health index",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }

]
}

2642 A A=A Tz MDT I/ T—>3a Y

OpenShift Container Platform DTy RA—H—(FA A=Y AN =LA TIJ MW L TEEEZTT
WETH, EFa)TFA—A9T—=9TT7/T7—2arvhM I ohdDidA X—YF TV MTY,
AAX=VFTIT YV MIVSRAI—2EATZDRAI—THEEIN, FL DA A—=JRAN)—=LEBELV
YU TBRINDABREDOHIE— A A—IERAV MLET,

26.421.7 /57— arvHMERINhTWS CLIOY Y KO

<image> A f X —UH AV A MNIBEBRIZTT (B
sha256:401e359e0f45bfdcf004e258b72e253fd07fba8cc5c6f2ed4f4608fb119ecc2),

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Ecosystem Catalog", \
"description”: "Container health index", \
"timestamp": "2020-06-01T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference™: null } ]"}'
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2.6.4.3. Pod E{T DI

images.openshift.io/deny-execution 1 X —YRY Y —%FHAL T, 1 A=Y ERTTEINEIDET
O LTHIEILET,

264317 /)57—>avoll

annotations:
images.openshift.io/deny-execution: true

2644. 88V 77L VR

FEAEDHZE. BEERAF v F—REDHIY —ILIEA A —VDBEHEER L., AF v VEEREL.
BET A A—VA TV MBERDT /5= a3 Va0 T NEFRIITST4 VEREL
9, OB TIXEE. OpenShift Container Platform 412 RESTAPI #M U L TP/ T—> 3 >
UER L £ 9, REST APl D—fEHIZRIEERIC D W TIE. OpenShift Container Platform REST API =5 8R
LTI,

2.6.4.4.1. REST API LU HE L 0 1l

curl = AT 2LUTOECHLOAFITIE, 7/ T7—2avDEaLEXLE
¥, <token>, <openshift_server>, <image_id>. & & U <image_annotation> DfE% & X#: 2 T<
72X,

Ny F APIEUH L

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:6443/apis/image.openshift.io/vi/images/<image_id>\
--data '{ <image_annotation> }'

LUFiE, PATCHRA O—RKT—4DHITY,

Ky FHCHLT—S

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":
"{ 'name": 'Red Hat Ecosystem Catalog’, 'description': 'Container health index', timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

}
}
}

BIER R

¢ A A—IURAKNY—LAFATIVIY K

27.AVFF—LIYRAN)—DtEX 1 T7HFER
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AVTFHF—LYARN) =, UTEERTITZEHDICAVTFTF—AX =V %FRELET,
o (M A=IITHHISLETIERATESRLDICTS
0 (M A=—IUBAXR=—VDEPN—VavEaEEQIENTEDZNRIY M) —ICEIET S

L] 2]-7093)—6\ g@énrbuiEﬁ/f‘ugj\/\—c’rx /’\0) 7'&1%%‘]@3’675\ ’f)(—?“’é:—
BICFIATES&LDIC9 %,

Quay.io ¥ Docker Hub 2 ED/RXT ) w AV FF—L IR M) =BHY, T I TIEE K DAREBD
AA—VEHBLET, RedHat LY A M) =&, HR—IMRRD RedHat BLUV/N— K~ F—DA X —
UERM L F 95, RedHat Ecosystem Catalog TIEINSDA X —IILEAT 2aFEMARES L UL

AFIVvINREINT T, WEDOL YA M) —%Z2EHET 5ICIE. RedHat Quay L&DV T+ —L
VAN)—%EBATDHIENTEET,

X2 )T —DBEATIE, —BOLYZARN) =&, AVTF—DOEEMEEHEEL, BT 5D
BIAAMEBE AR LT, & 21K, RedHatQuay (., Clarz¥a) 74 —RF v F—%FHLALIY
TT—EHEMEDRF v+, GitHb BLUVZTDMDIFATY —RADA—RABBEINLFEICA A —V%
BEMICBEILRTZODEIN RO NI H— BLIPAMA—INDT7 IR E2EF2T7LT2DD
A—ILR—D T Yt A% (RBAC) A AT A RHILET,

2713V TF—DY —XADHER

HooO—REHAD DT TOAAFAFDAVTF—AA—=2DAVFT UV EIF vV L, BT BICIEE
DY —ILEFRATEEY, LML, AVTFT—AXA—CDREAY —RAEHZLHYET, RAINT
WBIAVFF—LIZARN)—%2ERAT2HEIF. GEINZY—A42FERALTRERDEZEMNT S
ENTEEY,

AI2a—9TNRAVFTF— 2EEBTIEIC, X271 —FBFHEFERTEIEIFELICEEICRY
F9, 13247 RAVFTF—E ETHRICEEEINZZEDARVWIAYTF—TF, 132—%
TNRIAVTFHF—%TTO4 $25EICE. ZTHOIAVTFHF—ILRATY AV LTIDUED/NA F
) —%2BEXMABIEETETERA, ERFLOBRTIE,. BFIINAZOVTHF—AX—=U%ZBEILR,
BF 040, AT F—%ZEEITZOTERL, AVTTF—DEIBAIAATVWET,

,LJ\-FH: Red Hat Bith E’f )( /@ﬁﬁ&“—t& U i-a_o

o Sy NI+ —LDEEIAVKR—FY MNELIZBICBEMOMEIEMEH L,

o RFPAFIHNSYISIRET, RHEL TS5y N7+ — LK TEEBRELH B,

® RedHatllL > THR—IMIN 3B,
BERNDMESEMED ) A MIBICEHINDIDT, T7OMFHFQOAVTF—AA=I0aAVTVYDIF
M FHRRICY D O— R LA A=V 5 BENICBHIT2RENHYET, RedHat 2F a2 )74 —7
I\‘/\"f*f')— (RHSA) #F AL T, RedHatEBEAV T T —A A=Y THLRICERINBBEEICDOWT

EEZF, BFINCAA—VERRI B ENTEEY, £/IE, Red Hat Ecosystem Catalog

L._) OtZL’C ZTOBMEB L UVE RedHat 1 X = DfeDEF 2 ) 74 —FAEOBBICDOWVWTIHRET
5ZEHTEFT,

2.7.3.RedHat L Y 2 M) =& &L T Ecosystem Catalog A" 5D 0V 7+ —DEE

Red Hat Tl&. Red Hat Ecosystem Catalog @ Container Images £ a Y H» 5, RedHat #@EB LU
N=RKF—F 77V IDREAVTFT—AA—C%YVARMKRILTVWEY, 20oASOTH L,
CVE. Y7 IRy T—VDYRAM ANVARATREDEA A=V DOFMERRETEET,
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RedHat 4 X =&, /X7 Y v o avFF+—L IR MY — (registry.access.redhat.com) & & U'EREE <
h7cL Y X M) — (registry.redhat.io) ICL > THRERINS, RedHat LA M) —EWVWS L TR b

) —ICRBICREINE T, EBELICEHEEARMICRedHat Y TR0 ) 7o 3 VEREBHR CORI = L E
EFTBHVLODDEINA X —T %5 registry.redhatio CEARKIC. BLIVFTF—aA X—=YDEY b
NEEFNET,

RedHat TIEd V77 —0aAV 7YY DMHEMEEZERL. V7YY AERMICEHRFLTWE

9, glibc. DROWN, #F7IE Dirty Cow DIEIE/RE, RedHat B EFal) T4 —EHZ U ) -7 3K
I, HEBAZIFTZIRTDAVTTF—AM A=Y EBEI RIN, RedHatRegistry ICTy a3 ZE
ER

Red Hat Tl& health index % {£f L T. Red Hat Ecosystem Catalog #HCIRHEI NIV T+ —
DEFa)T4—LDIVRIVEERBLEFY, IVTF—ldRedHat BL VI Z—4 FO X TRHE TN
2YI7bh0zT7EFERTZED, XU T —DLRVE, AVFFHF—DHVEELSRY, FROO
VTFT—0BEREEFIYT A —DLRILNENY XY,

AV TFF—OEHICTDWVW T, Red Hat Ecosystem Catalog TIEHA TV AT LA FERALET., RFEIC
DWTOFIE, 41 A—JICHIATZ2RIEK. REEXREOGVWEF2IV T+ —IF—FICEDL
TIIhbhET. BATEADLF ETHY, ADVEHERYEY, TOBRMIFIRTLADFMICOWT
l&. Container Health Index grades as used inside the Red Hat Ecosystem Catalog %#&MRL T X
(A

RedHat V7 bz 7ICEAEYT X1 ) 74 —EHB L OMEBHICOWTOFMIL, Red Hat
Product Security Center #8B L T XV, RedHat ¥ al) 574 =7 KN/ H1) — 2B L T,
BEDT RNAHY —BLVCVE #REBTEET,

2.7.4. OpenShift Container L 2 X 1) —

OpenShift Container Platform (Z1&, AV T F—A A -V A ER T ILODIERTEE2 TSy M 74—
LDOHEINLZIVR—FY NELTETINS, 514 X—= ML Y Z Y —D OpenShift Container
LYZARMY—DEEFNZET, OpenShift Container LY A MY —E, O—ILR—ZDT 7 A% 12
MLET, ThICLY, EQTAVYTF—AX—VEH#ITIV/ T 213200 %EETEELDICR
YET,

¥ 7=. OpenShift Container Platform |& Red Hat Quay 2 EDF TICHER L TW S AREMHD H B4thd 7
SAR=PLIRNY=—LDHEEEHR—PLTVET,
B EfE R

o #fE OpenShift f X—Y LI RN —

2.75.RedHatQuay z{FA L a2V T+ —DRFREF

Red Hat Quay ¥, RedHat DT V¥ —FS 4 AL RILOFEDEVWIVTF—LIZARMN)—HEFT
9. RedHat Quay MDBIFIX. 7v TR M) —L®D Project Quay TThbN 9, RedHat Quay I&. =
Y7L I RFELIE Quayio DRR RB/N—Y 3 VD RedHat Quay TF 7041 TEXE T,

Red Hat Quay Dt F a2 ') 7 1 —FEEKEEICIE. UTAEFEFNET,

e Time Machine (¥~ DOBERE): 5 E LB F /23 12— —HBIR L BRHARICE D W
T BWITEFOA A=V DEMPRSIND L DICLET,

® Repository mirroring (Y RY MY —DIZ—) VI Exa T4+ —LOEHAIGMHDL IR
N)—%2IS—)VILET, L&A, SHDT 7477+ —ILDEED Red Hat Quay T
NRT)y P )RI M) —%KRAMLEZY, R7+—I VA LEOBHEMSL YA MN) —AFHAX
N2BTOELICEELRLY LET,
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® Actionlogstorage (777 < 3 > 0O%7 OR1F): Red Hat Quay DO F >~ FH % Elasticsearch 2
ML —2F 7 Splunk ICRFEL. BRICKRRELUAMICHERTESLDICLET,

o Clair&IVTT—AA—VOBRICEDE, IXIFQLnuxBERET—FIR—RIC/HLTA
)(_‘\/“75:7\#"\"\/L/§_§—o

® Internal authentication (WEREREE): Red Hat Quay ~® RBAC SR A LIBT 57 7 4L kD
O—AILT—IR—%&FEHRT BH. LDAP. Keystone (OpenStack). JWT Custom
Authentication, Z7zd External Application Token ZBEEH 53R L £ 7,

e External authorization (OAuth) (#8525 (OAuth): GitHub. GitHub Enterprise, & 7z (&
Google FREEA 5 D Red Hat Quay ~NDEREEAFFAI L £ 7,

® Access settings (79 2 A5&%E): docker, rkt. BERT7 VR, 22— —1ERDOT7HU > b B
BEINELISA4T7 Y MR T— R, FIEEHE, 12— —R0OBE TOD Red Hat Quay
TORRAERREICTD NV EERLET,

Red Hat Quay & OpenShift Container Platform O#f& D it I N TH Y. & < ICEAET % OpenShift
Container Platform Operator & D&M MEI N TWE T, Quay Bridge Operator #EHT 5 &, A
IR OpenShift f A—Y LY ZA M) —% Red Hat Quay ICEZX# X % 2 EATEXFJ, RedHat Quay
Container Security Operator ¥ % &, Red Hat Quay L Y & k) —H 5 )L E Iz OpenShift
Container Platform TETINTWVWE A A=V DB AER TN TEET,

28. BN RT7ORADEFX 1Y) 714 —1RE

AVFFHF—EBETIE., YVZIMNI2I7OELRTOCRIESA T7HAIILDRAT—ITHY., T T,
TN —2ayaA—RKRPRERSVIALSATS)—EHEEINET, COELRTOERDERE
lE. VIMNIZT7DRYYIDEF21) T4 —%RETDHLETHELY FT,

28L1EDEN RTEZICTET 7O AATHE

OpenShift Container Platform # Y7+ —EI RDEBE TSy K74 —LELTHERTSZ I E T, l:"
WRBREDOEF21) 74 —2HRATEEY, 1OOEIRTEZICTET7OM D AREE WHER
I ELRTOEROERATOEFORETERBICT I OMINEELIICT B tb‘fﬁi'ﬁ'o

AVTFF— DA Ia— 9TV RREAHIFITEIEELEETT, TR0 VT F—ICNNyFAEYETS
ZEIFETEZTEA, FORDYICBEILRBLIUBTO045ETLET,

VINDZT7HEIR, TRM BLUERBREOERRT—CZBBTHEIC. VI T70Y
TI53AF—VERETDY—IDEBRTEIINEINIEETY, UTFTORIK, JvFF—tIhic
YVINIITTPDEBETEBYINIITHTISAF—VICHMAAD I ENTE R O0RAELTY —
JILERLTWET,
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S A

Trusted code repo CCB rapid ATO

Unit Code Sec Int QA v
EEE— EE——— >
Req Dev Test |[”| Qual [”| Scan [”| Test [”| UAT Prod
Jira Che, GitHub Cucumber, Sonarqube, AtomicScan, Automated Quality Sysdig, EFK
JUnit Fortify Anchore,
Twistlock cM cS

OpenShift Software Factory

OpenShift Container Platform &, ¥ a2 74— R%&/EM L. BETEZSLDHIC, FFETESI—F
YIRY k1 — (GitHub 2 &) B L CBIR TS v h 74— L4 (Che BE) EHMATEET, BT~

&, Cucumber BL U JUnit ILIKET Z2UEL’HBHFEIHYET, IV T F—DHRBEDER

. Anchore F7zI& Twistlock RED AV TS5 4 7V AEAEDHEBEDHEERE L. AtomicScan F 7zl
Clair REDA A=V RF v Y — )V EFATEEXY, Sysdig REDY =L, AV TFTFH—bINiT
TUr—2arOGEHRE=Y Y V2R TEET,

2.8.2. EJL ROEE

Source-to-lmage (S2) Z#FAL T, V—RA—RER—ZAA A=V EHAEDEZIENTEE

T, ENI—A A= FZS20 2FIAL. ARESSLCERF—LDOBIRAREAZEIN FNRIETORE% 06
ICLE 9., RedHatS2l 1 X —I 4% Universal Base Image (UBI) 1 X —Y & L CHIBETRERIGE. ZR
D RHELRPM Ry F—=I ML E RENFR—ZAA A=Y TY I NIz 72BHICBRHATIET,
RedHat &, CHEFBEICTZEDICY TRV ) T a v OFIR%ZHIBRL ZF L7,

ARENEIRAX—YRFERALT, 7FUr—2avAICGItTIA—RE2a3Iy NT 2158,
OpenShift Container Platform (&L FDO#EEARITTEE T,

e O—RYRIYKY—D Webhook F7 3D BENML S itz ( v 7L —a > (Cl) 7O
TERAOWETNDT, FAEATERT—T1 777 M S20ELT—A A=Y BLUHLICT
Sy MNINAEI—RAEFERLTHFRAA—VOEEB 7Y TILE N H—-LET,

o HIMICEIRLAAXA—VEEBNICTIO4 L. TAMLET,

o FRANEHFDAX—VEERBICITOFE—MNLET, ZZTIRCTOELREHFEHAL TEEN
IF7oq43IhzEd,
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Development
Configure triggers
' Git repository
Developer
Build
Container registry —p Builder image —Pp Build

Deployment

Node (xN)

Base image
Pod (xN)
<4 <

Container image Code

B I N/ OpenShift Container LY A M) —Z2 AL T, &AA—IADT7 VR ZEETEX
To SA A A=V BLVRA T4 TEI KA A=Y DMAIL OpenShift Container LY R M) —ICEHED
BICTyvaihxd,

Cl DHMIAFENT= Jenkins DIFMIT, HMEODEIL KB LUV CIERIE%S RESTful APl & U API LD A
A=Y L IR M) —%ER L T OpenShift Container Platform ICf& 22 & TE X,

283. EINRBOANDEF2Y) 71 —1R5E

SFUFICE>TE, EWRBEICEWT, &ET2Y Y —RICT VAT 2LDICRAIETRNBEIC
BBIGEDNHY £ITH. CORABEREEIN RTERINDIRENRT T r—>a v 4 A—UTHA
AlBEICT BT EIFBEUITIEHY FHA, DD, ANY—I LY NEERTDHIENTEET,
fe&E ZIE Nodejs 77U r—3avDEIL RBFIZ, Nodejs EVa—IVDTFAR—NIS—%BET
XEY, TZAR—PIS—HPHEVa—-)LEYIO—- KT ZICIE. URL, 2—H—F&, 27— NK
20, EIWNAOAHRS L .npmrc 771 IVZIBET DHENHY ET, £F21 ) T4 —LDERIC
LY, BRI T TV —2avA A=V TREALAVNTLEIL,

ZOPITRLEYF YA Z2FERALT. AAY—2 Ly MEFHRO BuildConfig 7 7 =/ MIEBMTE
i’a—o

L =Ly "B RWHEIRERLZE T,
I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

ZhniZ& Y, secret-npmrc &W D ZRIDFHRS —I Ly MHAERINZF T, Thic
&, ~L.npmrc 7 7 4 )LD base64 TTYIA—RIhALAVFUYINEEFNET,

2. ¥—2Lv b%EEED BuildConfig# 7> ¥ h® source 27> a VITEBMLET,
source:
git:
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uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- destinationDir: .
secret:
name: secret-npmrc

3. =2 L v bEFIROD BuildConfig # 7> =7 MUEMT 5I1CIE. UTFOOAYY REETLE
_a—o

$ oc new-build \
openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

284. E)L K 7O ADES

AVFHF—OBEFEATIEZLDICAVTT—AA—VEESLPEIL N TOERZ2E LT, fl#H%
DEARICTHIENTEIXT,

Core build Core build Core build
/ / Middleware 4 Middleware

A A / A
/ Application

Operations Architects Application developers

T2, BRF—LIEIR—RAAA—VEBELFEFT, —AT, 7—FFTI7MEIRILDZT. SVF
1L, T=HIR=R, ZOMHOY)21—2avaBELET, ChilLY, BREEFI7TVr—>3 v
BoA%uERL. O—RNDERICERTEIENTEET,

HLWRESEBRIIBICEHRINDZDT, AVFF—0aAVFUYERGEMNDTOT V5714 TICHESR
TERELFHYFT, ThEERTTBICIE. BRMEINAEFa2 )T —FRAMNEEIRFLIEC S
OERICHEETIVELIHYFET., UTICHIERLET,

e SAST/DAST-#MbBLUOFMAEFI )T —FTAKMY—IL
o HHDMBEHUEE Y FILIALICFIVITERLODRAFTvyF—, TDLHIBRY—ILIE, VT
FT—ROFA =TV =2 r—=I% A5 a7, BRMOBEEICOWTERML, AFv Y
BHRDINY T —I LT RRBEEIREINE EZTOEHBEHREEEFELET,
Cl7OtRiICE, X2 FT14—RAF vV THREINZBEBICOVWTHEHYF—ANBEICHULTES L
I, TNLDOBBED 7S %EIRICHITER) D —%2EDZRENrHYFT, hAYITA ALK
VFFT—ICEBRTBHIET, ELRETFTTOAMAY MEIKBRIADRELALZWVWELDICLET,
GitOps D AFE%AFEATSE. AL CI/CDAANZXLEFRALT7 Y T—2 3 VORERITTRL,
OpenShift Container Platform 41 Y 73 A NSV F v+ —tLBETEET,
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2.8.5.Knative H— X— L 277U H5r—>3VDEII R

Kubernetes & Kourier Z#fi 9 % &, OpenShift Container Platform © OpenShift Serverless Z{#f L
T B—N=LRT7F)r—o a3V aEEE F704, BETEET,

OB REBREIC, S04 A—CAFRALTIYTFF—42EILRLTHS, Knative H—E R & {EH

LTENSERETETE T, OpenShift Container Platform Web I~ Y —JL M Topology £ 2 —% {#F
LTKnative 77) 75— a v DELRERTLET,

2.8.6. FEIBR
o M A—=YEIRIZDNT
e EILRDKN)A—BLVER
o EILRANDIERK
o ANY—ILy hBLUVERETY S

® OpenShift Serverless DR E

e Topology Ea—%FRALAELT YT — a3 vEEDRR

290. AV F—oF70O4

EBOFEEZFEALT, 704923V T F—DIRFOEREICELZREOI VT VY ERFEL,
BIAINTUVWRWI EZMRBIBIENTEET, INLHDFEICKE, FHOI— NZEHMATD
DEIRRMNYA—OEY 7y TPV TH—2MERTEZY—ADSIMEIN, BEINLWVEDIC
TELLODELDERAPEENE S,

291 MU A—ICE 2OV F+—F704 X FD#IE

ELNRT7OECRTEALHIDEBEIELZHBEN. A XA—=—VDTO1BICEBUEIEREINDIFEIC.
BEMEINZRY —R—2ADFT 701 DEHDY —IILAEFRLTEETIET, 1 X—YOBEILR
BLUVBEEZEIMN)A—A2FRLTEGTL, /32— 70ROV FF—DOTOCRAKETEE

¥, ROIHFOAVTF—IINy FEUTEIHEIHEREINRTULWEHA,
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FEAVTF—DEF2YT A —

Can configure triggers for
automated deployments,

git O builds, and maore.

Reqgistry

imaqe

ﬂ Can configure different

Container Image AB Rm zgagradn ik
Automated basa updates,
and more.

fExE. 300AYFF—AA—YB(AT. IRLITTF. PFUr—2a) 6EELTF 7Y
F—2avaEBEIVRTRELET, AT7AA—JICEEIRDONY., TDA X—JIFBEILRINEL
co EIWVKRDET B E. 4 A—T Ik OpenShift Container LY A MY —IZ Ty a3 h&EFd,
OpenShift Container Platform (&4 X —IU A EBEI NI EEZRAML. EBINL M) HA—ICEDWT
TFVr—23a v A=Y EEMICBEILRL, 7704 LFd, COEBRICIFBEINEZSATS
) =D HAFEN, EREI— RORFTOA X —JERAUCREICAY T,

oc settriggers AY Y REFRALTT7AMA Y NN Y H—%BETETFET, & ZIE. deployment-
example EWD BRIDTFTOA A Y MO M) H—%BET HICI1E. UTERTLES,

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web

292. 4 A=Y —2DFT 704 O
BELHEELT, GRETBAX—IDPERICT IO/ INTVWB I EP, liAAFNATWR VTV

VERFOA A= UHMEFEINDY —ADNLDEDTHDIE, FLETROLATEINTVWARWNT & %5E
RCIDIREN’HYET, Thid. BEICLDELEZMEA L TEITTEEY, OpenShift Container
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Platform Tl&, 7SR —BEBENT O AV MNRIBEEF 1Y T4 —BHERBLE (BEE LI
BEOELDEEL)EF2Y T4 —R)Y—%2HBATEET, TORYY—E UTD2D0D/8F5 A —
Y—TEHEINZET,

o 1DUEDLYRNY—=(FTavdDFOY Y b namespace % F )
o (534 1 7 (accept. reject. F7zId require public key(s))

INLDRY Y—NRF A= —%FALT, LYRAMN)—2&K, LIXAN)—D—F, FHIXERDA
A=IIIx L CEFERRAFFA. DS, FREEBERTZIENTEET, FREINAANNT)vIox—%
FRALT, V—ANPEESTRIEINTWVWE I EAMRATEET, TORYY—IL—Lid/ —RISERI
nEd, RUY—lE, TRTO/—RE2FRICH—ICERIN S, BLRZ/ —R07—20—K #l: E
WR, V=V, FEERE) &Y =Ty MIBREINZIGFENHY T,

AAXA—VBER) =T 741 ILDH

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}
1,
"172.30.1.1:5000": [{"type": "reject"}]
}
}
}

K1) < —Id /etc/containers/policy.json & LT/ — NICRFETEET, TDT7 74D/ — RADREF
&, R D MachineConfig 7 7> =V b EA L TETT2OMNRELRFETT., ZOFITIE, UTF
DIL—ILEERBLTVET,

® RedHat L Y X k1) — (registry.access.redhat.com) 5D A X —(E RedHat /X T v &
F—TELINDIUELNH D,
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® openshift namespace A® OpenShift Container LY XA M) =D DA X —21d Red Hat /Y7
VY X —TEBRINDIUENH S,

e production namespace R ® OpenShift Container LY XA M) —M5D A XA —T 1
example.com O/X7 ) v VX —TEZINDIUENH 2,

o /O—/N)LD default EBETHREINTLWAVWEFDOMIRTOLIYRAMN) —IFEETIND,

293. BLZL NSV RKR— MNDER

EBLMNSVRR—=NE, N1 F)—DELBlob 2 RESLVNETZAHETT, BE&NSVAKR—FH
Ik, 220894 THY ET,

e atomic: OpenShift Container Platform AP TEE XN %,
e dockerr O—AILT7 74L& LTREINZ D, Web —N—ICL>TRHEIN D,

OpenShift Container Platform API (&, atomic kS Y RR— b ¥4 T FERHTZI2ELEZEELET., 2
DY TDELEFERT 54 A —V & OpenShift Container LY R M) —ILRET Z2HELIHY T,
docker/distribution extensions API i34 X —YBHZDIY KRSV N2 BERET 5720, BIMDEE
EREBICRY T,

docker NSV RR—KMNYA TAFERETEERLIZ. O—HILT 74 ILFT=1E Web H—/N— 2 & - TR
INFET, CNSDERICIIFRREIHY ET, FEOAVTFT—LIRAN)—HDEA A=V %RHET
TN F)—BEZOEEICERNDY —/N—%FRETZIEILTEET,

772U, docker b TV AKR— MY 1 TOBEICILBINDRENVETY, FERICEZTINMMTIFSNE
YAML 7 74 V& KRR NV AT LDT 14 LY b)) — (letc/containers/registries.d) IC7 7 )L b & LT
BREL. /—FZBEEY—/N—ODURITRETZLENHYET., YAMLEREZ 71 ILICIE, LYRX b
)—URI BLVBRZY—NN—URIDEFNEFT, ELY—/N—URI L, sigstore EEMEENFT,

registries.d 7 7 1 JLOHI

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

ZDOFITIE. RedHat LY X b — (access.redhat.com) (£, docker ¥ 1 7D kT~ AKR— NDES
HIRMYT BB RY—/N—TT, RedHat LY X MY —®D URI I, sigstore /XS X —4 —TEHEINZE
9. D7 74 IIC letc/containers/registries.d/redhat.com.yaml & L\ 5 Z#i1% {31+, Machine
Config Operator 2L CZD7 74 IV &V S RY—HNDE/— REICEBENICEET 2 &N TS
F9, RY>—&registriesd 7 7 A IIEAVTF—DZ V91 LATENICTEHATNE D, H—FE
A=EREHTILEEFHY FH A

294.>— 0Ly NBLUVEREY Y TDVERK

Secret 7 7V U N9 4 T/ 7 — K, OpenShift Container Platform 7 54 7> N&RET7 7 1

JU. dockercfg 771, TSAR—=KNY—RYRI N —DFRFBERBEDHEBRBEREFRETELH
“ALERBLET, —I Ly MIBENT%Z Pod M SEIVBELET, >—27 Ly MERY 2 —4
T50AVEFERLTIAVYTF—IIRI VNS B2EH, PRAT LD Pod DRDYICI—I Ly &
FRALTEET7IYaVvaRTIBIEETEET,

e ZlE, TIAR—RM A= YRIRN)—ICTIERATERLHICL, Y=Ly MNETFTOA XY
NEEEISEBIMT BICIE. UTFEETLET,
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FIR
1. OpenShift Container Platform Web >V —jLicao/4 v L& 7,
2. FR IOV b EERLET,

3. Resources - Secrets ICREIL., R —2I L v bZER L £9, Secret Type = Image

Secret I, Authentication Type % Image Registry Credentials ICEXREL. 7514 X— b1
A=DYRIRN) =TIV RS 27OICHELRRIEREADLET,

4. 7704 AV MREEERT 2354 (f: Add to Project > Deploy Image R— I ILREENT %),
Pull Secret Z#¥#R>— 2V L v MIEREL T,

BETY TIEY—I Ly MIBTUWETA, BEBERASFAVTEINOFEREYR— 245108
XN TWET, ConfigMap 7 7Y x4 &, Pod TERLAY., IV hO—5—REDYRF LD
VER—RYV NDBRET— Y ERETAEOIEACEIRET—IDF— L EORTAEEFLE T,
2.95. T O4 X NOBEENME

ME DMK T 704 A2 b (CD) DY —JL% OpenShift Container Platform ICiE T 5 2 &N TEXE
ER

Cl/CD & & T OpenShift Container Platform #9232 2 & T, 77U sr—>avOBEIL R TOER

ZEBEL. RFOBECHEAMAL. TAM BLVPRENODEZEIATOTF/OM E/HEICLE
_a—o

BIER R

o ANY—ILy NBLUVERETY T

210. AV FF—TS5SYy N7 4—LDEF1Y) T4 —1RE

OpenShift Container Platform & & Uf Kubernetes APl I&, R4 — 1) VY VIOV T H—BEB2BH8{LT
EBYFET, APHIELUTOEMTHERAINE T,

e Pod. H—FE R, BLUVLFTUHr—2ayvaryhO—S—DTF— 9 DRI L VEE,

o ZEEXRILSITZ27O0V Y MIEIOERE, HOFEAYRFTLIAVR—RVATDRY
H—DIEVH L,

Kubernetes % X— 2 & § % OpenShift Container Platform Dt ¥ 2 1) 7 4 —BEMEEICIX. UTHE
FhEd,

o IIFFF U —AO—IR=ADT7IERAGHERY NTD—I0R)O—%HEEL. EHDOL AR
ITcaAVTF—%=o08LET,

e APl & API DEXREIE DEDEREFRT 224 TS 71 v,
OpenShift Container Platform (& Operator Z £ L T Kubernetes L NJLDEF 2 ) 7 1 —#eEDEE
=AML, Bl FT,
210L. %IV FFFro—IIl& VT —ONH

RIVFTFFry—l, BHOI—HF—ILL>TABEIN. BHEDOKRR B L namespace TEITIh
% OpenShift Container Platform 7 S 29 —DET7 7)) r—>a v h, HEICHBMINREDE £
ICL. AEOBELNSEHINIREBICTZZENTEET, O—IR—RT7 7 X (RBAC) %
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Kubernetes namespace ICEA L T, YILFTFVo—ZRELET,
Kubernetes Tl&. namespace &7 7 r—>a v a7 ) r—a v enBLARRETERITTE
%5XI') 7T9, OpenShift Container Platform (&, SELinux ® MCS NI ZELEIMDT / T— 3
>V %&BNL T namespace A L. &KL, TN S5DIIRI N7z namespace & 7OV ¥ b
ELTHELEY, 7OV MOSERNT, 12— —&k Y—EXT7AHD Y b RYUY— §I0. &
SUVZEOMDA T bRE, MBEOVSRY—) Y —R%&H#HFTEET,
RBACA 7Yz o/ ME7OVzy MIBEIYHETLHh, BIRShc1—HF—-DThs0o7OY Y bAD
TOEREDRALET, TORAIICIE. Ib—Ib, O—Jb, BLUNS VT4 Y TOBAIERINE
_a—o

o JL—iF, I—H—HLTOV Y NATERFELIET I/ EZRATEZEDEEELET,

o O—J)LiF, BRINAEI—HY—FLEIL—TIINA Y RTEZIIL—ILOALI>aVTT,

o NAYTAVJIFE, A—H—FLEFE /N —TeO0—- I EOREMITEERZELE T,
A—AJRBACA—IBLUVNA VT4 VTR, A—H—FLRBIVI—TE2HEDOTOI T MIEIY
HCET, VTRAY—RBACTIE. VFRY—2FEDO—IELUVNAVTA VT ZTRI—DITA
TO7AY Y MIEIYHTZZENTEET, admin, basic-user. cluster-admin, & & U
cluster-status 7 7 R R T 2 1-DICEIYH TR IEDTESR T 74N MDY ZRE—O—IL D
L) i’a—o
2102. 2754 vy hO—ILTL—YDIR#E
RBAC ZA—H—B LU VI —FEFAAERTOY ) NEADT 7 ERIIL—ILEFIEL £955 24
7574 > |E OpenShift Container Platform Y 249 — APIANDT7 V2R E&HLE T, RT3 74
Vg, LFCHREINZIL—LDOF—VEHKRLET,

o FIAIKNDERNTZTM . Zhik. OpenShift Container Platform > hO—)L L —> D
AVKR—Y MIBRAINZR)D—BLVCN) Y —REROT 7+ by hEEELET,

o Ia—FTAVITRIVYAVTSTAV:IN6DTITA4 VI TRIvYavFz—vi
EMICIER L E T, IS ld Webhook —/R— It 2 FUH LEERITL. EXRORIES &£
VCBBRINAL) Y —ROEEOEAEEITLET,

o RIAADEMTS T4V BIRINL) Y —RADBERERIEL., BXRERIET D EHICY Y —R
NBEEEINLBVLIICTEIENTEET,

APIEREFI—VHDEN TS /M v &BBL. BRTERBMLULBEICEIERNMESINE Y, Th
ThORR TS T4 VIRFED) V—RICEHEM TSN, ZhH5D) Y —ZDERICOAGELFT,

2.10.2.1. SCC (Security Context Constraints)

Security Context Constraints (SCC) #{#fH L T, Pod DY X7 ATDZIFANEZAEEICT 272D
Pod DRTIFICHBERDZ —BEORGEZERT DI ENTEET,

LAIFid, SCC TEETEZZ29HD—EHTT,
o HEMEIVFTF—DET
o VT T—NEKRTEBHEEDIEM
o RARFALYINY—DRY)a—LELTOFER

e OVFF+—®MSELinuxAVF5FFA K
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WMWEBLNRN—I v avhHdEIE. DEIHSLCTTIAILMDSCCRY >—DHFBREALEITE LD
IS ENTEET,

210.22. 0—IIDY—ERT7hDo Y hADRHES

A—JLiE, 2—HF—IlO0—IR—ZADT7IVER%ZE|YHTEZDERUAET. Y —EXT7HD Y MIE
YEBTBRIENTEZT, E7AYVIIMIZIDDTIAING—ERTHYY MHERINZE T,
Y—EXT7HhD UK

o XO—T7HMEEIOV Y MIKHIEIN S
o ZDARMIFZFDTOT Y MDSIRELTWS,

® OpenShift Container LY A M) —IZT7 V22 $27HICAPI h—20 VB L URILIERI BEN
IKEIYHTHN S,

TSy RNI7x—LDIAVR—2Y MIBAEMITONY—ERXRT7HD Y TR, F—HPEIMICO—
7___93 \/-Sni-a—o

2.10.3 le\ﬂIEb J: Uﬂlb\j’

2.10.3.1. OAuth 2R L =77 XA DHfH

AVFF—TS9v M7+ —LDEFaY) T 1 —%REICTBHIC. RIS L VKR TAPI 70 R
EBEFEHT D ENTEET, OpenShift Container Platform ¥ X4 —ICi&, EJL b1 > ® OAuth H—
N=DEFNFET, 21— —IF CAUth7I/ A M—UVZEREBLTAPIICH L TRIETEHIENTE
i_a—o

EEHE LT, LDAP, GitHub, F7%I& Google RED PAT VT4 T4 —TOANA Y — %FEAL TR
FETE B L DICOAUth ZERETE 9, HID OpenShift Container Platform 7 704 X > MTIE,
TIAIWKNTTATVTATA—TANRA T —DMERINETH, ThEHES VR M—ILRFEEA
YAM—ILRICERETEET,

2.10.3.2. API 7V R &l s L UCETE

TA)r—avicid, BEAREETEZEBOIY RRA Y M OBEHOMIILZAPI Y —E %
EQE'C X X9, OpenShift Container Platform IC1& 3scale API " — b =4 DOV T F—{bI i/ —
TVavhEgEFhnTsY, THICLY APIZEEBL, 77X %2GHHTEIENTEET,

3scale . API DRSS LVPtEF 2 T4 —ICDWTOBRAREEAF T a Vv AEHBLET, Thd
m\mﬁﬁﬁ%%ﬁb\)Otl%ﬂ@TétwhiﬁfﬁﬁTé EE, thEHAEDLETERT S
CEETEET (PLEBEAPIF—, FTUHS—2 3V IDEF—RT, OAuth20 2 &),

TOERAICDODWTIH, BEDIVRKRAV M XYY R, BLUOY—ERICHIPBRT DI ENTE, 72

AR — 21— —JI—FICERTEZIENTEET, 7V 5—> a3V OEEICEDWVWT,

Amwﬁ%hv NEIRRESRELZY., BEEIIL—TOMNSTav o 70—%FHLAYTEIEN
b—C _a—o

APlcastv2 (A Y7+ —{bI N7z 3scale API ¥ — h T 2 4) DFERICDOWVWTDF 2— M) 7ZILIE, 3scale
K% a2 X >~ b®D Running APlcast on Red Hat OpenShift Z58B L T 7ZX L,

2.10.3.3. Red Hat Single Sign-On
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Red Hat Single Sign-On % —/\—% {3 % &, SAML 2.0, OpenlD Connect, & & U OAuth2.0 72 &
DIREICED Web ¥ VA VBEEERHBEL. 77— av0tFxa) T4 —%RESTDED
TEXFd, 2O —/"—[&, SAML F7<IL OpenlD Connect R—RADTA TV T4 T4 —TONS 5 —
(IdP) & LTHBEL F 9, DFE Y., ZER—DMN I VEFERALT, 747714714 —BHRELV
TINVG—23aviloWCIVY—T54 X1 —FT4 LI MN)—F@Y—KX=F1—DF7147F
VTATA—7ANA Y= DHNETWVWE T, Red Hat Single Sign-On % Microsoft Active Directory
& U Red Hat Enterprise Linux Identity Management Z & $ LDAP XR—Z2DF 4 LI M) —H—E X
EMBETBIENTRETT,

21034 I TY—EZAWeb AV Y—IOtF21Y) 71 —RE
OpenShift Container Platform i Z)L 7H—E XD Web IV — )L &ZHE L T, F—LDEREA LM
DIRBICTVEZATERWVWEIICLEF T, OpenShift Container Platform IFLA T DOFBICEDWTE
FATFRIIVFTFTFVITRY—ERBLET,

o IRH—A~MDT Y+t A & Transport Layer Security (TLS) #EH T %,

o APIH—NR—=~ADT7 I ERIE X509 MAEXIE OAuth 7V X =0 Vv ZERT %,

o JOVIIMNDIA—HIEREN—IVILLBIA—VEFIRT B,

o ctcdH—ERIFVSRY—ICEEARINAL,

210.4. 7S5y N7 A —LDEIBAZEDEIE

OpenShift Container Platform ICI&, ZTD7 L —ALT—2WIZ, TLSIIAEIC L S AFIA L
RESTR—ZXD HTTPS BIE 2 FA T 28OV R—F Y kB H Y £9, OpenShift Container
Platform D4 Y A =5 —I&, INS5DRHTEEA VA N—ILBFICRELE T, UTK. TORZT 1 v
VEERT DIV OHDDEEIVR—FRYFTY,

¢ YAY—(APIY—N—&arbO—5-)

® etcd

e /—NK

LYY —

=5 —

2.10.4.1. h A9 LEFRAZDEEE

APIH—N—BLUPWeb VY —=ID/IRXT Y)Y VRANEDHRAY LRBEEFAZE X, WIEIDA ~ R
N— LB F - IFSEAZEDB T 7O/ BICRETCEET, DAY LCAAFHTZIEEARETT,

BIER R

® OpenShift Container Platform D#E1T

o RBACOFERICLZNN—I vy avDESRS L THEH
o ZRNTSTAUICDONT

® SSC (Security Context Constraints) D&

e SCCY7rwlLvyRAROAT VNN
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® Red Hat OpenShift Data Foundation *
® AWS Elastic Block Stores (EBS) *
® AWS Elastic File System (EFS) *
® Azure Disk
® Azure File
® OpenStack Cinder *
® GCE Persistent Disks *
® VMware vSphere *

o XYy NIT—=UTF7A4IVY AT L (NFS)
® FlexVolume

T774N—F v )

e (SCS|

BMTOEYa =V I TOINLDRAMN =84 TDTS 74 VICid. TRE VR () BMFLTW
9, ZEFOT—4 1. HEITERE L TULWS OpenShift Container Platform @ ¢ RTHDIAVR—R >
MIDWTHTTPS BHETHESIEINE T,

KEARY 2 —L (PV)IZRAMNL—YF A TTHR—IMNINDZAETHRAMNLEIIYD Y NTEEY, AR
2947TDARNL—VILETNThERZHEELHY., EPVOTI7EIE—RNIE BEDRY 2—4
ICE > THR—PFPINBZIBFEDE— NICREINZ T,

fe&E 2. NFS IZEBDZHNY /EZAH VATV b aYR—MLETH., HED NFSPV EFHEH
RUERELTY—N—LETIVRR— M INBHEEIrHY FT, FPVIC

I&. ReadWriteOnce. ReadOnlyMany, # & U* ReadWriteMany 7 &, 45E®D PV #ae#5RB L 27
JEAE—RFDOHBEDOEY MHYFET,

22 HEBA ML =Y

NFSOLIBREFR ML= TONA Y —DIFE, PVIETVIL—FID(GID)EPVYY—RADT /) T—
vavELTERLIT, RIS, Pod BPVZEKRTZRIC. 7/ T7—Y 3 VHFF 57 GID A Pod
DTN —TITEMIN, TOPod ICHBERAMNL—2DAVFUYANDT I ERERFELET,
2123.7Av 2R MNL—Y

AWS Elastic Block Store (EBS). GCE Persistent Disks, & & W'iSCSIaED 7Oy 72 ML —y 7ON
4 ¥ —DiBE. OpenShift Container Platform (& SELinux #gE% A L. #ERDL W Pod DYV Y b X
NiR) 2—LALIKDVWT, TOXIY MINALR) 2 —LFBEERTONALIYTFTF—ICOHFEI
N, ZOAYTFTF—ILDHFRTIINDLIICLTZDI— M EFRELZET,

B =Sk

o KiEAML—TICDWT
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F2HEIAVTF—DEF2LY T A —

o CSIKRYa1—LDEE

e WOV a=VvY

o NFSAfALLKKANL—Y

® AWS Elastic Block Store = L7zkim A b L—2

® GCE Persistent Disk B L 7zkfEA ML —

21. VSR —ARY NEOQTDER

OpenShift Container Platform 7 5 24 —%# BB L VEEE T 2 H#aeld. AEVAFMAICRKLTI SR
Y—BLVEDI—F—%2RETDHLTEEREREQYIET,

INICEEL, AR PEATEWVWD 2DODERBRIRZ I ZRAI—LANLDBERE LTHEATERX
-3—0

213195 RI—A RV NDEAR

VSR —EEEIE, BETIAIRYMNEHFTEDZLIICARYE DY) Y=Y A4 TITDODWTESR
Ly YRATLARV MDY AN 2HRTZIEEZHRELIT., 1NV NI BETZIY—D
namespace Z 723 default namespace (7 5 24 —4 XY MDIFE) DLW NH D namespace | BEEST
ITonEd, 774K Dnamespace l&. VS5 RY—%5ERFIEEET2HOOEETEIAI XV b
ERELET, L&A IR/ —RARVEBLPAI VY IZRANSVFy—aVR—3 Y MIE
BLEYY—ZRARY MDEEFNET,

YRAI—API LV ocITY NI, ARVEIDYR M/ —RICAETSZEDICHIRT /87 A —
Y—ERBELIFEA, ThEEITTIHELRFEE LT grep Z2FHATHIENTEET,

I $ oc get event -n default | grep Node

H A B

I 1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

SYUFERHLRAEELT, DY —ITUEBTIZHATIRY NEHANTEIENTEET, &%
X, LLFDOFITIx NodeHasDiskPressure 1 XY NDH AT TOA XV M 57512 JSON HAICH
LCjqV—ILE@ELTWET,

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

H B

{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"

b
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"kind": "Event",
"reason": "NodeHasDiskPressure",

}
DY —ADERPER, FLEHIRICEET IRV ME, V529 —DOFREAEREZRET 27

FRTZIENTEEY, LEXE UTOIITY—F, A A—VDBRERTINOBEEEHDRT 2720
ICERTEET,

$ oc get events --all-namespaces -0 json \
| jq [.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'

H A B

| -

—

Pz

namespace ZHIfR T 2 &, ZDANRY MBHIRINE T, 1 AXY MEHRUNICAZH
ML DY, etcd AL —IDN—MIZROSBRVWED ITHIBRINE T, 41 XY MIKkiRT
2LO—FELTREINT., —EHEORET 9 E2BET 57HDICR—Y) Vv T %4
HICETTIHREN’DHY X,

2132.0x> 5

oclogd~¥ Y REMALT, AvF+—0O7, ELRRESLVCTIOMAY N &Y TILY A LTERR
TEEY, 1—HF—IlE>T. OVANDELGDZT IV EADNREILLRDGZEDHY T,

e JOVIVIMITIVERATESI—H—F, 774/ TEOTOTY bOOTEHRT S
ZENTEET,

e EEO—IEZRFODAI—Y—F TARTOIVTF—OJILTIEATEET,
FHAREES L UMD EHICO T ERET 5121, cluster-logging 7 R4 g =BMIC LT, &
ATL, AVTF— BEEOJZREL. BE L, RIRTET XTI, OpenShift Elasticsearch Operator
$ & U Red Hat OpenShift Logging Operator % f§fi L T OpenShift Logging #7704 L., EE L.
T\y 707‘|/_ I\“T\‘ﬁ i’a—o
2133. 8807V
EFEnS 2FHETE. 1—Y—, BEHE, FIEZDMD OpenShift Container Platform 3V R—%

VENOEMEICEAEST 2 —EDT7 VT4 ET4—%2740—TXFd, APIEEEOXV JIZE Y —/—T
ThhExEd,

RS
¢ VATLARY MD—E
® OpenShift Logging ICDWT

o EHXOJ/DRR
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FI=E IHEDERE
HIE APBORE
3177 #J) N®D INGRESS SFEAZ D& X #2 %

3.11. 77 # )L b®D Ingress sSEAAZICD W T

T 7 # )L b T, OpenShift Container Platform (& Ingress Operator % {8 L THE CA =/ER L.
apps H 7 KX A VD FEHBT T — 3 VICAMBRT AL Kh— REFHEERTLET, Web I
VY—IECLIDEDLLE ZDEIFAEZFERALE Y,

REA V7 S5RANSVFv— CAAEIIECERLETY, —HOtEFa1) 714 —F/IEPKIF—L4IC
EoTIDTOERFBENEHARINLVWAREELGHY FTH, CITEEINDY RVIIR/IEED
EDTY, TNODIIRELBARMIEFFETLZISAT Y RIS RAI—ROMD IV R—F Y MR
YES, 774 DMDTAIRKA—RiEBAE %A, AV T F—1—HF—ZERTRHEEINS CAXY NILIC
TTILEFNTWEBRNRTY Y Y CAICBIMZADIET, AU ATV ME.apps T KAV TE
TINBT7 TV r—yavileRlERTIET,

312. 77 %)L D Ingress sEFAEZE DB X X

Apps YT RAA VICHBIRTCDT TN =23 DT 74 D Ingress sFFAZABEIMA B &
DNTEEY, AAELBEIMALRZIC. WebJAV Y — IR CLIZELITRTOT T r—avic
&, BEINLIAAETIREINZIBISEIFZREINT T,

AR E A

o TE2EM.apps VT KAA VELVETDORIETZTZAR—hF—DT ()L NFH— REEEAED
BETY, TNENIMERD PEMBERDT7 71V THERENDHY XY,

o FSAR—IMNF—DESLIEEBRINTVEIHNENHYET, F—DBESLLINTVIIEE
l&. I N % OpenShift Container Platform IC1 Y R— NI 2FIICESIELZE T,

o ZEBAZEICIL. *.apps.<clusternames.<domain> %<9 subjectAltName ILERA S F N TV S
MHELRHY ET,

o FIBAE T 7AW T, Fx—VICI1DULDIAEZEHDZ I ENTEFTY, TM1IFA—FK
FERRAEE. 77 M IVDRVDIBETHIMNENHY £T, ZORICITHEFEHRENHTE.
77 AIVDREIFIV—F CARRRAZICT S I ENTEET,

o JL— KN CASIBHZAEMD PEMEROD 7 74 )LicaAE—LZX T,

leDE%(CA)%E%ﬁTé& DSRY— W@/-l‘?ﬂ‘@tiﬂbi?’

FIR

. 74 RA— REBAZOEBLZICFERAINSIL— N CASIBAZOANEZEZNDIB/ET Y THEK
L/i-a—o

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config
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</path/to/example-ca.crt> (&, O—HI T 7 AV AT LLEDIL— K CARIRAZE 7 7 1)
ANDINRTT,
2. HIERINIZERER Y TTOZRY—2f07O0F Y —BREEFHLE T,
$ oc patch proxy/cluster \

--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. DAV RA—REEBAEF -V ELVF—DEFNDC—I Ly bR LET,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \9
--key=</path/to/cert.key> \6
-n openshift-ingress

Q <secret> |&, FSIBAZEFz—VBLVTSAR— I F—DEFNBZ—I Ly NOLREIT
£

@ <pathitocerterts &, O—HILT 7 AV Y 2T A LDIAEF 2 — Y ~D/SRTT,

</path/to/cert.key> |3, Z DFRAEICEEMITONDE TSAR— M F—~D/XRXTT,

4. Ingress A hO—5—%E%. FRRIERINZY—I Ly NTEHFLET,

$ oc patch ingresscontroller.operator default \
--type=merge -p \
{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator

|D <certificate> %#. BERIOFIETY—2 L v MIERAINAELBICBIRIZET,

EPEALE

o CANYRNJVEGEEARZEDE X %

e JOFY—GEHEDHNRYIVAX

3.2. API % —/N—EBAZ DENN

T 74 bD API H—/N—ZFBAZE (L, WEF OpenShift Container Platform 7 5 24 — CA IC& o THIT
INFET, VSRY—HDIZAT Y ME TT7FIKNTAPIY—N—DFIAEERIITETEEA, &
DIRAEIE, V54TV MHMERET B CAICK > TRITINDAAEICEZI BRI DI ENTEET,
3.21. APl H—/N— D &FIT EFERAZE DB

T 74 bD API H—/N—ZFBAZE (L, WEF OpenShift Container Platform 7 5 24 — CA IC& o THIT

INFEYT, UN—RTOFL—O-—RNSUH—DBFERINZHBERE., 75147V MEXRT 5%
2B N XA VB (FQDN) ICEDWT, APIH—N—RIREIRES 1 DU EEINTE XY,

AR

50



3% SIEED

&'I

€

X5

FQDN & ZNICRIET 2 T4 R— N —DFAENMTVETY, ZTRTIAHER D PEM X
DT 7AINTHBIZULEIHY T,

T3AR— M X —DBESLIIBRINTVWIHRENHY ET, F—DPESELINTWVWRES
l&. I N % OpenShift Container Platform IC4 Y R— NI 2HIICESIELZE T,

FEEAZICIE. FQDN %7~ subjectAltName L3RS FNE2MELIHYE T,
SFRRZE 7 7 AL TlE. Fx—VICIDULEDIEIBBEAESHB I ENATEZET, APl H—/N—

FQDN DFRAZEIE, 7 7M1 IIVDORFDIIBETH DI VELHY £, ZDEICITHEEAED
E. 7714 ILOKEIFI— N CASIRREICTZZIENTETET,

DI

==
[=]

AO— RNRS U —ICEBRI EDAEZEELAVL DI ICL TSIV (KRR
N £ api-int.<cluster_names>.<base_domain>), N %EET S &, VS5 RY —
DREEITBMEDET LIREBICRY F T,

£ ]
1. kubeadmin 21 —H%—& LTHLWAPIHICOYA Y LET,

I $ oc login -u kubeadmin -p <password> https://FQDN:6443

2. kubeconfig 7 7 1 L ZEEL F 7,

I $ oc config view --flatten > kubeconfig-newapi

3. openshift-config namespace ICFIFAZE S L VTS AR— X —DEENB>—I L v MEER
L/ i_a_o

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g

--key=</path/to/cert.key> \6
-n openshift-config

Q <secret> |3,
E

MAEF—VBELVTITAR— I F—HEFNEV—I L v NOLZRIT
@ <pathitolcertert> i&. O—HIL T 7 VY 2T L LDIAEF 2 — Y ~D/SRTT,

9 </path/to/cert.key> |3, ZDFRAEICEEMITONDE TSAR— M F—~D/XRXTT,

4, API Y —N—%ERIN—I Ly haSRIBEIICEHLET,
$ oc patch apiserver cluster \

--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
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I [{"names": ['<FQDN>"], @)

"servingCertificate": {"name": "<secret>"}}1}}}' 9

Q <FQDN> %, APIH—/N—HiIBAZE %124t 3 5 FQDN ICEB XX X7,

g <certificate> %#. BERIOFIETI—2 L v MIERAINAELBICBIRIZET,

5. apiserver/cluster # 72 =V FABREL, ¥—7JL v MDBSBBINTVWEIEE2HELET,

I $ oc get apiserver cluster -o yaml

H A B

spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

6. kube-apiserver Operator 52 L. Kubernetes APl #H—/N—DFH L WY EY 3 vHhO—ILT
IRINBZEEMRELE T, Operator NREDEREZRHELTHLWLWT TOM XV &R
H=F2DIC1 0N 2EELPHYET, LW EDaVARAINTWS
. PROGRESSING (& True #3R&E L X9,

I $ oc get clusteroperators kube-apiserver

UTOHAICH S L S IC. PROGRESSING 7' False & RAI N5 F TROFIEICHEIT L AL

TLEEIW,

ol
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.12.0 True False False 145m

PROGRESSING 7' True &t RRINTWBBEIE. B L THrLBEHITLET,

R

Kubernetes APl HH—/A—D#F L W) EY a3 vk, APl H—/\—0DZRi{T EIAE
DO TEMINALBZEICOAFO—ILT I MINET, API Y —N—DZFIT =
SFEAZEAEFH I N5 &, kube-apiserver Pod B EHFH I N/ AAE %~ HMICH
O— K9 %78, Kubernetes APl H—NN—DFH LW EY 3 vigOo—ILT7 7 K
IhFEt A,

3.3. U —EREHIBFEDY — VL v MIELBY—ER NS T4 v oDt
*Xal)Fqa—1RE
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$B3F AIAEDOHRE

331 Y —ERRMEAZFICOVT

H—ERRHIIAZR. BSILEVBEETIEMAINLI T T r—vaveaYR—- g3
AEHINTVWEY, INSDIAEIF. TLSWeb HF—/N—GEEE L TRITINE T,

service-ca J v hO—5—Il3, VY—ERGBAEAEKT 5725 IC x509.SHA256WithRSA E&L 7))L T)
ALZEFRALET,

ERINZAPFEE L CF—EPEMERDEDT, RSN —I L v FRD tIs.crt & £ U tis.key
IKENTNREFEINE T, SIAES L UF—13. BUHAIGEDK CBFMICEZ B OGN IS,

H—ERBPAEEXRITIT ST —ERX CASIAEZIIZ 26 n BEBsITHY . BxHEIE» 13 n BREICAD
EEHFMNICO—FT—YarvIhiEd, O—F—YavEgd, BROY—EX CAREIEWDEREI TN
Z2ETEEINET, ChICLY, BEAEZFZIRTOY—ERIZDOWVWT, HE/MINZHEIICZRS
DF—DFEREBH CXDLDIHFHBIHFAIINE T, COBFHPBPICISRI—%2T v TV

L=—R(H—EXZBEBLTENSDOFXF—BRZEFHT2) Z2ETLAWVES, BRIOYT—EXCAD
HRAINABDORBERC DI —EREFHTHREETI2HEN’HBIH5ENHY FT,

.-"'-.

R

LUFDaxY KEFERALT, 75R9—HADITRTODPod 2FHTHEMTEET, Z
DAY RIE., $§RTD namespace TEITINTWSBTARTOD Pod ZHIFRY 278
IDARV R ZRTIT2EH—EXADNHELE Y, TN 5D Pod [FRIFRER ICEBNICE
eLET,

$ for I in $(oc get ns -0 jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

3.3.2. —E RFEEAZE DENN

H—EREDBEOEF1Y T4 —%RETBICIE. Y—ERXERL namespace D¥—I L v MIE
BBEHDIRMIPAZSE F—DRTEEHR LT,

Eﬁi“f N2IEAEIE. AEHY —E X DNS £ <service.name>.<service.namespace>.svc ([CDHEN T

. RERERICOABWTYT, —EZXDNANY KL XY —E X (clusterlP EAERE I T L RLY)
’C % %>i72-é\ RS N7 FEBAE T 1 *.<service.name>.<service.namespace>.svc XX D7 1 )L K 71—
KDY T2z hEEBENET,

BF

ERRINEREICIEIANY RLAY—EZRDTAILRA—RY TV MEFN B
O, V7472 MIMERD Pod 2 XFIT 2UENHZZAEEY—EXCAZFERLEW
TLEIW, ZOHBER. UTOLDICRY XT,

o HDCAZMALTERDTLSAHBREZER LT,

o H—EXCAIL LD PodICTEEFEINZIERMCOVWTOEFREINSCAEL

THATDZEIITET, thD Pod BN DIERAEHEIT D EIETETEHA,

IhoDERIE. ERD TLS SEREDERICHFEAINTWS CAAEET I L
IICREINZIMENHY X,

AR
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e H—EXNERZRINTWSEI &,

FIR

1. ¥—E X IC service.beta.openshift.io/serving-cert-secret-name 07 / 57— 3 V&[T £
ER

$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

ﬂ <service_name> =, T¥al) 714 —RETEHIHV—EXDOHBICEITAZTT,

9 <secret_names (&, SFAEE X —DRTVEESVERINLY—I Ly hOLRITY, &
BHLE. Ih% <service name> A UICT BT ENRHEINT T,

ez UMTFOaAY Y REFRALTY—ERtest1 17/ T—>ava[HITET,
I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2. V) T—YavhFERET B I E MBI HLDICY —EXRZREBELIY,

I $ oc describe service <service_name>

Al
Annotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>
service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-

signer@1556850837

3. VSRI—NDBMHY—ERDI—I L vy hEERLERIC. Pod ANz~ > M TE, Pod
Ey—2 Ly NOFBEAREICR D IZRICINAERTTEET,

BIER R

o H—ERFAEEMFEAL T, reencrypt TLSKRImAFRAL TCEF 2 7RI —MARETEE
9, FHMIE. DAY LGEEREAFEA L7 re-encrypt Lb— b DIERL SR LTI W,

333.H—ERXCANY RILDEBE~T Y TADIEN

Pod I&. service.beta.openshift.io/inject-cabundle=true 7 / 7— 3 > D {F\ 7z ConfigMap 7+ 7
I MERTDVMNLTY—ERCASIBAEILT7VERATEEY, 7/ 7—Yavsidirohs &, 7
S2AY—IFH—E X CARAE AR E~ v 7D service-ca.crt ¥ —ICHEMICEALZE T, D CASE
BBEICTIVERATEDE, TLSV54 7Y MIY—ERRHIIBBEZFA L TH—EXAANDEHK %= MEE
TEET,

BF

DT /) TF—avhRESTY TIBIMIN3E, TZOFRICEFNEZIARTOEET—
S BHIBRINE T, service-ca.crt ZFHAALEREY Y T& LTI, Pod DEREDRE
HERBURETY TTIEARL, JDREYY TEFERTIZIENIHEINET,
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FIR

1. 8RE~ v 7IC service.beta.openshift.io/inject-cabundle=true 7 / 57— 3 VAT E T,

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <config_map_name> %, 7/ 57— avaiF3%EYY TORRNICBEMIFT,

‘ . : )
R 2—L< Y MO service-ca.crt ¥ —%BARMICSIBT B &I1ICL Y., aﬁﬁf_
IYTNCANY RIVEHIEHEAINEE T, Pod #BENTIARCAYET, &

DENMEIZ. R 12— LDRMBIIBAEDEEEICDWT optional 7 1 —JL K% true
IKBRELTLEEXTEET,

ez, UWFoa~v Yy RAFERLTEREYY Ttestl IC7 /57— ava[fiFEd,

I $ oc annotate configmap test1 service.beta.openshift.io/inject-cabundle=true

2. RENY THERRILT, Y—ERXRCANRY RIDEBAINTWS I EABERLET,
I $ oc get configmap <config_map_name> -o yaml

CA/NY RJLiE. YAML D service-ca.crt ¥F—DfEE L TRERINF T,

apiVersion: v1
data:
service-ca.crt: |

33.4.H—EXCANY RILD APl H—EZADEM

APIService + 7 = U b I service.beta.openshift.io/inject-cabundle=true 07 / 57— 3 v % ¢
i+, Z® spec.caBundle 7 1 =L RICH—ERXCANY RILERETEET, Thicky,
Kubernetes APl H—/N— (34 =4y MIBREINLIVRRSA Y b OEFa2) T 1 —%RETBDIC
FRAINDZY—EXCABAZEEZRIIT 2 ENTEET,

FIRr
1. APl #—E X (C service.beta.openshift.io/inject-cabundle=true D7 / 57— 3 V& {FF &
ER
$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true
Q <api_service_name> &, 7 /57— 3 vAaEMITEAPIY—ERDLRNICEBXMAET,

TEZIE, UWTFOaOvY Y REFEHALTAPIY—ERtestl ICT7/F—YavaftitEd,
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I $ oc annotate apiservice test1 service.beta.openshift.io/inject-cabundle=true

2. APl —EREZRRL., Y—ERCANY RIBBBAINRTVWE I EERRBLET,
I $ oc get apiservice <api_service_name> -0 yaml
CA /XY R)LIE YAML H71®D spec.caBundle 7 1 —JL RIZRRINFE T,

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
caBundle: <CA BUNDLE>

335 H—EXCANY RILDARY LYY —AEFZADEN

CustomResourceDefinition (CRD) # 72 = ¥ kT service.beta.openshift.io/inject-cabundle=true
DT /) TF—3avuEHF. D spec.conversion.webhook.clientConfig.caBundle 7 1 —JL R {ZH—
EXCANYRILERETEET, Ihild Y, Kubernetes APl H—/N—F & =4y MIEEINLT
VRRAVMNDEF 2 T4 —%2RETDEDIFEAINDIY—EXCARIAEZRIITH I &N TE
9,

pz o-1o)
H—E R CA/NY KLk, CRD A"Z#2IC Webhook T2 LD ICEREINTWBIE
BICDMCRDIZA Yz hENF T, CRD D Webhook B’ —E R CASEEAZE Tt

Fal) T4 —REINTVWBFEICOH T—EXCANYVKNILEBAT S &IE%IC
I5FET,

Fa
1. CRD IC service.beta.openshift.io/inject-cabundle=true 7 / 57— 3a v &7 £ 9,

$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <crd_name> %27 /T —> 3 V%t % CRD DERICEIMAF T,

feEZE UTFDaAY Y REERALTCRDtest1 (L7 / T—YavafiiEd,
I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true

2. CRDZRRLT, Y—EXCANY RILAEAINTWE I EZMHERELET,
I $ oc get crd <crd_name> -o yaml

CA /XY RJLIE, YAML 1D spec.conversion.webhook.clientConfig.caBundle 7 1 —JL K
IKRTINET,
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apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
webhook:
clientConfig:
caBundle: <CA_BUNDLE>

3.3.6. ¥ —E X CA/\V RILDZEEFH Webhook 5% E N DIENN
MutatingWebhookConfiguration = 7> = ¥ k(T service.beta.openshift.io/inject-cabundle=true
7/ T7—>3vEHIF, & Webhook @ clientConfig.caBundle 7 1 —JL KIZH—EX CANNY KL A
RETEFY, INICEY, Kubernetes API H—/R— 3 & —45 v MIBREINEZIY KRSV bt
FaT1—%2RETDEDIHEAINZY—ERXRCARAEEZRIATHIENTEET,

= o-1o)
£72% Webhook ICE7%% CA/NNY RIVEIRET 2HENH 52T Webhook BREICIEZ

D7/ T—2aVeERELBVWTLLEIVW, ITheERTT355. Y—EXCANRVER
VT XTD Webhook ICDWTHRAINE T,

FIR

1. Z & Webhook %7€ IC service.beta.openshift.io/inject-cabundle=true 7 / 7—> 3 V%
S EER

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <mutatingwebhook-name> %, 7./ 7— 3 ¥ & {f+ 2ZE A webhook 52 ED ARITIC
BEMAFT,

e ZIE, UWTFoav Y REEHRL TEERH webhook 8 E testl1 ICT7 / T—> a3 v afiTE
£

$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true
2. ZEMA webhook FEEEZRRL T, H—EXCANY RLDBBAINTWEZE52MRBLET,

I $ oc get mutatingwebhookconfigurations <mutating_webhook _name> -o yaml

CA /Y R)LIE. YAML HAD TR T®D Webhook @ clientConfig.caBundle 7 1 —JL KIZKR
IhExEd,

I apiVersion: admissionregistration.k8s.io/v1
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kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

3.3.7.%—E X CANNY RILDZEF webhook 5 EADEN

ValidatingWebhookConfiguration & 7’2 = 7 bk IC service.beta.openshift.io/inject-cabundle=true
D7 /) T—aviEfF. & Webhook @ clientConfig.caBundle 7 1 —JL RIZH—E X CA/NY KL
HERETEFET, INIZL Y, Kubernetes API H—/R—[F 4 —4y MIBEREINEZIY KR4V hDE
FaT1—%2RETIEODIHEAINZY—ERXCAMAEEZRIATHIENTEET,

= -1o)
£72% Webhook ICE7%4:% CANY RILEIRET 2HENH %% T Webhook BREICIEZ

D7) T—2aVeERELBVWTLEIVW, IheETT355. Y—EXCANRVER
WL T XTD Webhook ICDWTHRAINE T,

FIR

1. #REEA Webhook %7€ IC service.beta.openshift.io/inject-cabundle=true 7 / 7—> 3 V%
S EER

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

ﬂ <validating_webhook_name> %7 / 7—< 3 ¥ % {F (7 2 #EEF webhook & E D& HIIC
BEMAFT,

7z ZE, UWTFoa~ Y RAFERE L THEEA webhook 58 E testl IC 7/ F—Y a v aHITE
-a—o

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. REEF webhook FEEAZRRL T, H—EXCANY RLDBHEAINTWR ZE52MRBLET,
I $ oc get validatingwebhookconfigurations <validating_webhook_name> -o yaml

CA/NY RJLiE. YAML HAD T R T®D Webhook @ clientConfig.caBundle 7 1 —JL KIZKR
IhEd,

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:

annotations:
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service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

338 EMINAY—ERBEDODFHICLEZO0—FT—Y 3V

BEMIONLY—I Ly NERIRRT 52 &ICLY, Y—ERFARZELZO-—T -3V TEIT, ¥ —
Ly hN2BIBRS 5 &, FRROY—I Ly MPBEEBICERI N, FREEASMERINE T,

AR

o FIAELF—DRT7ZELY— Ly MY —EXRHICEHRINTWS Z &,

FIR

L EBAEEECY— Ly NaRRT 2OICY—EREZRELE S, hid. UTICRT LD
IC serving-cert-secret-name 7 / 7—> 3 VIlHY F T,

I $ oc describe service <service_name>

H A B

service.beta.openshift.io/serving-cert-secret-name: <secret>

2. U—ERDERINIY—I Ly hMEHIKRLET, TOTAERAT, ¥—7 Ly NPEEMIC
BERINZET,

I $ oc delete secret <secret> ﬂ

Q <secret> &, BHFIOFIEDY—I L v NOZRIICE XM ET,

3FHBY—ILy heEE L. AGE ZFfNT, AAENMBERINTVWE I 2HEBLET,

I $ oc get secret <service_name>

H oAl
NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

3.39.%—EX CAIBBEDFHFHICL2O0—FT—> 3V
H—ERXCAIX26 n BEIAEMT. BREBEN 13 1 BERBICADZEEBFMICEFHRINET,
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BEIGLT, LTOFIETY—ERCAZFETEHITLIENTEET,

Digk

==
[=]

FETO—FT—>arvIhdHYH—ERCAIZ. BRIOY—ER CATEBEEMHIFL

FtHA, V73R —DPod H"BiREIT 2 X TH—EXN—FRICHETT 5 ATaEM
BHYET, ThITLY, Pod BT —ERX CATRITIN S Y —EXRMEEA
EFATESLDICAYET,

AR
e VSRY—EEELLTAJAVLTWRRENHYET,

=S ]
L UTFoa~vy RaFEHEALT. REDY—EX CASIBHZ0EMEARARTLE T,

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template="{{index .data "tls.crt"}}'\
| base64 --decode \
| openssl x509 -noout -enddate

2. W—ERCAARFHTAO—FT—>Yarv Ll Fd, 2OTACRIF. TRy —ERERAEICELT
D1OICFERAINGHFRY—ERXCAEERLET,

I $ oc delete secret/signing-key -n openshift-service-ca

3. HIREAAZEA T ARTOY —ERICEAT3ICIEK,. 75RAY—RDTARTO Pod 2BEEL ZF
T DAYV NIZEY, TRTOY—ERADREHFRINIAREAFRITZLOICARY ET,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

gk

==
[=]

ZDAX Y KIE, §RTD namespace TEITINTWBITARTD Pod %

AR, INLZHIRT 57, Y—EXZHHIEET, TIN50 Pod &
HIFRRICEEIMICHEEEH L X T,

3.4.CANNY RILDOEH
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b
W
1
%
B
O
S
X5
&t

H o
SRR (CA) 2EHT2E, V5R9—0 /) — KHEBEREShET,

3.41.CA/NY RJLVEEBAZICDWT

7OFY—IAEICLY., I —H—Ild egress BEHMOETIRKFICT S Y N7+ —LAVER—FV MIL>
THEAINZ1DUEONRY LRER (CA) AIEETEET,

7OFxF>—ATI Y D trustedCA 7 1 —JLRIE, 2—HPF—ICL > TREINZEFEINZRIAR
(CAY XY RIVEBUEREY Y TOBRTY, ZD/VY KJLIE Red Hat Enterprise Linux CoreOS
(RHCOS) f548/NY RILIZY —Y XN, egressHTTPS U L AT TS5y b7+ —LaVR—F Vb
DEFEAMTICEAINE T, & 2L, image-registry-operator [EAZEA XA —J LI R N —%IF
VCHLTA A=Y O0—-RLET, trustedCA BIEEI N TWARWES, RHCOSEFE/NNY KL
DOHHNTAFL—IND HTTPS EMRICHERINE T, MEDIRAEAN VISR NSV Fv—%FERAT
3iHE. I RY L CAGEEAE % RHCOS 58/ RILICEBEL XY,

trustedCA 7 1 —J)L KiE, 7O0F>—N)TFT—9— LI >TOHERINZBELNHYE T, /N T—
& —%. BERF— ca-bundle.crt " SEEEAE /N Y ML EFEAERY . 1% openshift-config-
managed namespace ® trusted-ca-bundle &\ 5 ZRHIDREY Y FICOAE—L £ 9, trustedCA IC
£ > TBRINDEET Y 7D namespace IE openshift-config T,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

3.42.CA/NY R)VEEBRZEDE X#: X

FIR

1L 74 RA— REIBAEDERICHERINDIL— N CARIRAENEFN D/ EY Y TEER L F
-a—o

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

Q </path/to/example-ca.crt> (. O—HAIL T 7 A I AT L LD CAFEBAE /XY RILAD/N
AT,

2. HICERSINEBREY Y TTY SR —2F60TO0F Y —BELZBHLET,

$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'
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BEE R

o T 74U KD Ingress FEEAEZEDE X2
o VSRY—2EDTOF—DEML

o JOXL—FEREDOARYIVAX
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P45 FIAZ DR/ S L USA
B4 SFBREDFEFE S L U'EREA
41. APl H—/N\N—D1—H— (& > TERH I N BEFEE

4.1.1. BB

AP| —/X—(&, api.<cluster_names.<base_domain> OV S A9 —HIZH BV ATV DB T7 I
ATEET, V54TV MIBIDERRARNETAPIY—N—IZT7 IV 2AIERLY, V525 —EEDR;
B (CA)ERREZ YV ZA4 7Y MIBEAETICAPI Y —N—ICT7 VERAIELY TE2UENELZHED
HYFT, BEEE, VT UYERHRTBIBICAPIY—N—|CL>THEAINZNRILT T I K
IEREA R ET B2V ENHY F T,

4.1.2. 35

dA—H—IT& > TIREI N ZEEAZ L. openshift-config namespace @ kubernetes.io/tls ¥ 1 7D
Secret TIEEINZMELIHYET, 1—H—ICLI > TIREINZIBAEEFHTE DL T, API
H—N—20 525 —RED apiserver/cluster ) V—REBH L 7,

4.13. 518

A—H—ICI > TRHINBZEAPFERFI I —F—ICL > TEEINZX T,

4.1.4. BEARR
APl H—NN—0 54 7> MNEBREDBRHIRIEZ 5 KRBT,

A—H—ICF > TRHINBZEAPFERF I —F —ICL > TEEINZL T,

415. hR9<A4 X
BEIHLT, - —d2EEI BRIz —ILy beEHLEY,
BAEE R

o AP|H—/N\—FFEAEDEM
42. 7OF%F > —iIBRE

4.2.1. BHY

7OFY—IAEICLY., I—H—Ild egress BEHROETIRKFICT S Y N7+ —LAVER—FV MIL>
THEAIN3 1 DU LEDHRY LARIER (CA) SRBLIEETEET,

7OF>—ATT UMD trustedCA 7 1 —JLRIE, 2—HYF—ICL > TREINZEFEINZRIAR
(CAYNNY RIVEEDRET Y TOSIBTYE, ZD/VY KL Red Hat Enterprise Linux CoreOS
(RHCOS) 238/ RILICY —Y XN, egressHTTPS MU L AT TS5y R 73 —LaAVER—%V K
DEFERAMTICEAINE T, & 2L, image-registry-operator [EAZEA XA —J LI R N —%IF
VCHLTAA—=Y%F o O0—RKRLET, trustedCA DIEEINTVLAWSE, RHCOS {8/ Y KL
DOHHNTAFL—IND HTTPS EMRICHERAINE T, MEDIRAEAN VISR NSV Fv—%FERAT
3iH1E. ARY L CAGEEAE % RHCOS EF8/NY RILICEBEL XY,

trustedCA 7 41 —JL RiZ, 7OF>—N)F—H—1CL>TOAMFERAINBZUELGHYFT, N F—
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& —l%. BERF— ca-bundle.crt " SEEEAE /NN Y ML EFHEAERY . 1% openshift-config-
managed namespace @ trusted-ca-bundle &\ 5 ZRHIDFREY Y FICOAE—L £ 9, trustedCA I
Lo TBRINDEET Y 7D namespace IE openshift-config T,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

BIER R

o VSRHA—2EOTOFT—DHRE

422. A VA N—I)LEEO T OFx Y —SFBHZDEE

4 VR MN—5—BFD additionalTrustBundle f&l&. 1 Y XA M—ILEFICTOF > — (S8 CAGIRAE A I
ETHHIFRINET, UTICHAZERLET,

I $ cat install-config.yaml

H A B

proxy:
httpProxy: http://<https://username:password@proxy.example.com:123/>
httpsProxy: https://<https://username:password@proxy.example.com:123/>
noProxy: <123.example.com,10.88.0.0/16>
additionalTrustBundle: |

4.2.3. 35

A—H—ICE>TREINZEFE/NNY ML, RETY TELTREBINE T, RET Y Tl egress
HTTPSMUH LAETY TSV 74 —LAVR—RXV MDIT 7MLV RT ARV NINET, &
. Operator I3 E~ v 7% /etc/pki/ca-trust/extracted/pem/tis-ca-bundle.pem ICX V> ML EF T
BN InETOFY—TRBEHY FEA, 7OFP—IFHTTPSERAZE LAY, RELALYTE
F9, WThDizes., TO0FY — 3 EGRAOFRIABEELERL T, ChILBRTZVENHY F
E

TRATOFY—HR—bMEE, BEINALTOF O —ICERL. ERLABREZERITSI&5EL
F9., TOEH, FBEINLIL—MIERLTVWIVWThOIREF -V EERINZLDIC. 21—
P—NEZDERMINLI— N 2EBETILENHY T,

RHCOS {§%8/VY ML A L TW315E. CASEBIE % /etc/pki/ca-trust/source/anchors ICERE L &
ER
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F4%= AIAZEOERS L R
F£#llE. Red HatEnterprise Linux ¥ a2 XY hD HEY X F LFEAZEDFER 2SR L T LI,

4.2.4. ENHEAMR
I—H—F, A—P—ICL > TIEREINBEBNY RILOABRREZEL T,

T7A4I NDEWERIEZ CASIBBZREGFTEREINE T, ZDEREIX. OpenShift Container Platform
F7-I1F RHCOS THERAY %HIIC. CABEENMHEZICH L TITVWET,

R

Red Hat Tl&. CADEBEMERENMINZ Y1 IV IEEBRBLEFRFA. 7272 L. CADER
HEIEIRCEREINS O, BERBIIELCEFEA. =L, EFENNY RILEEINIC
HHITANENHBBENDHY T,

425 %—EX

T 74 NT, egressHTTPSMUH L AZTIIRTOTSY M7+ —LAVER—F Y MNMERHCOS 1§
RNV RILEFERLET, trustedCADVEEINZIFE. CEFEEINET,

RHCOS / — RTEFTINTWVWBZRIRTOY—ERIE, /—ROEBENNY RILAFERTEZET,

4.2.6. &1

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

427. HAITA X
A—HF—ICE > TREEINZEENNV NILEBEFHT BICE. UTFTOVWThhrERITLET,
o trustedCA CHEBINSHBEYTY TOPEM TIYI— RINFEERAZEOEHR

o L WEFE/NY NILHE F N B namespace openshift-config TOREY Y TDER. LV
FIRET Y TORRAEBSRBRTESLIICT 57HD trustedCA DFEH

CABEBAZE % RHCOS ERE/NNY RILICEZ AU X A =X AIE, YYVEREEFEALTITON 2 Z0MmO
774D RHCOS ANDEZIAHEL AL TY, Machine Config Operator (MCO) A #7#i CA FEERZ
NEFNIFHIVEREEAERATSE. /— NEBREEINE T, REORERIC. —EX
coreos-update-ca-trust.service & RHCOS / — R TETINF T, ThicLY. i CAIRETIE
FANY NIV BEEMICEFINE I, UTFICHERLET,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- contents:
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source: data:text/plain;charset=utf-

8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLS0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmNuTUEWRONTcUdTSWIzRFFFQkN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5Y|J4cGJtRXhFREFPQmMdOVkJBY01CMUpoYkdWCcAZ
eXJ1eTlpckxaaWINZmZpM2kvZON1dDBaV3RBeU8zTVZINXFXRi9lbkt3Z1BFUwpZOXBvK1RkQ3ZS
Qi9SVU9IQMFNNzYxRWNyTFNNMUdxSE51ZVNmcW50bzNBakxRNmRCbIBXbG82MzhabTFWZWJ
LCKNFTHIoa0OxXTVNGa0t3RG1uZTBqUTAYWTRnMDc1dkNLdkNzQOF3RUFBYU5qTUdFdOhRWUR
WUjBPQkJZRUZIN1IKNXIDK1VIaEIJUGV1TDhacXczUHpiZ2NaTUI4ROExXVWRJdA1FZTUJhQUZIN1I0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY]NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtIbjVYejloWGN4Skl1cGh4Y1pROGpGbOcwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXKO0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamIi2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTkQ
gQOVSVEIGSUNBVEUtLSOtLQo=

mode: 0644

overwrite: true

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

TOVDEFEANTIE, /- ROGRANTOEHRETR— NI I2BELNHY X T,

4.2.8. EHT
RHCOS / — N TitERE %= BEIE# T & % Operator (H Y FH A,

pa )

Red Hat Tl&. CADEBEMNERENMINZ Y4 IV IEEBRBLEFRFA. 7272 L. CADER
HEIIEIRCEREINS O, BERBIRELCEFEA. 2F L., EFENNY RILEEIRNIC
HHITANENHBBENDHY T,

4.3.—E 2 CAEIFEZE

431 B8

service-ca |&. OpenShift Container Platform 7 S 24 —DOF 7O BICESER D CA 2{EKT %
Operator T9,

4.3.2. BHHARR

HRY LDEMHARE Y R—FIhFEEA, BEERCARK. 71 —JL K tis.crt (FEERE). tis.key (7
Z4~RX—FM*—), LV ca-bundle.crt (CA /N> R)L) DIEEHE service-ca/signing-key 22> — ¥
Ly MIREFEINE T,
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BAE FIBAZEOER S L UEH

b —EXIE. H—E RV —2XIC service.beta.openshift.io/serving-cert-secret-name: <secret
name> D7/ 7— 3 VEMIFTH—EARMAMPAEZERTEXY, & E LT, Operator I, £
BIfTEY—2 Ly ML, FRAIAE A tisert & LT, 754 R—bF—% tiskey & LTERML F
¥, BEBAZEIE 2 FEAMTT,

oY —ERIE, Y—EXCADNLEMINZAREDORIIZ Y R—MT 270

IC. service.beta.openshift.io/inject-cabundle: true 7 / 7 —> 3 v & IF TH—EX CAD CA /N
YRILEAPIY—ERFLIFERETY VY —RIEATEELIICERLE T, B E LT, Operator
& ZDIRIED CA/NY KL% APl —E XD CABundle 7 1 —J)L RIZEZ AL H. service-ca.crt & L
THREXY TILEZAAHET,

OpenShift Container Platform 4.3.5 DR =T, BEIO—7—>avidHyR—bIh, —8D 42284
V43z))—RINYy IR— INhFET, BEIO—T—2aVEYR—bTEZITRTOY Y —RIZD
WT, Y—EXCAIZ26 n AEAEMTHY. BVHPRE X TOREY ORI 13 » BREICA S & BEIW
IKEHFINFET, HBICSL T, Y—EXRCAAFETEHRIHIENTEET,

H—EX CAEMEBR®D 26 n Bk, ¥R — kXN 3 OpenShift Container Platform 7 5 24 —D %48
INB7y L —RERLYERCRYET, ZDLH, Y—ERCAERAEDI Y bO—-ILTL—
VUHADAV 21— = CADA—F—>avEICEHRIN, FLO0—FT— 3 VEID CADEME
AN BENICEHRFINE T,

Digk

==
[=]

B CO—F— 3 v ShaH—EX CAd. BEOH—E 2 CA CEBAHRL

FtHA, V7RI —DPod "BEFHT DFE TH—ERN—BFMICHETT 2 ETREMN
AHYUFEd, TNICLY. Pod BFiRV—E R CA TRITIN S —E RIZHEEAA
EAFHATEELIICRYFET,

BF

service-ca sfAAZAFAT 27 U r—>avidk, CAIIRAEAZEMNICEFEAAAFTE
DREIAHYET, FHLAVWE, BEO—FT—YarvnMRELALEEIC, SIAZEAE
I BDICT T ) r— 3> Pod aBEEBTIVELNHBIBELNHY T,

433. 51

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

434.%4—EX
H—ER CAGIRREZFAT 2 —ERICIILUTAEEFNET,
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator

® cluster-ingress-operator
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® cluster-kube-apiserver-operator

® cluster-kube-controller-manager-operator

® cluster-kube-scheduler-operator

® cluster-networking-operator

® cluster-openshift-apiserver-operator

® cluster-openshift-controller-manager-operator

® cluster-samples-operator

® machine-config-operator

® console-operator

® insights-operator

® machine-api-operator

® operator-lifecycle-manager
CNIFITARTEZ@ELIZYZRNTIEHY FTEA
BEEIR R

o Y—EARWIAMEOCOFHO—FT—Y a3V

o H—ERIEBMEFBAZD Y — VL v MILBY—ERNS T4 v DX T4 —1RE
4.4, ) — REFAR=

4.4.1. BH

J— REFBABZEIE VS AV —ICL > TE LI N, kubelet ' Kubernetes APl H—/NN—¢@BETE S LD IC
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coreos_vsyscall_kernel_argument DEEZ4EK L TWE LA, ))—X140T
I%. coreos_vsyscall_kernel_argument )L — /LA A —x)LB|1E & EENICEEM L. @I REE%E
MY BEDICARY F L, (OCPBUGS-8041)

o ZOEHLYRFIEZ. BEBENERAINLETH. rhcosd-audit-rules-login-events-faillock
DIL=ILHBKRBLTWE L, TOEFHFHICLY. rhcosd-audit-rules-login-events-faillock ®
KOy I7HEEEBERICELCERINS LD ICAY F LA, (OCPBUGS-24594)

e LIHEiIlE. Compliance Operator 1.3.1 5 & Compliance Operator 1.4.0 IC7 v 7L —RK9$ 3 &,

OVSIL—ILD R F v »#5RH PASS i 5> NOT-APPLICABLE (CZEDY F L, TOEHMICE
Y, OVSIL—ILDRAF + VHERICPASS RARIND L DI Y F L7 (OCPBUGS-25323)

5.2.2. OpenShift Compliance Operator 1.3.1

OpenShift Compliance Operator .31 12D W T, UWTFD7 R4 H1) —HFETEET,
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® RHBA-2023:5669 - OpenShift Compliance Operator M /XN J{E1E & HEBEHRER D BT

COEFHFTOTI AL, EITRDEEFEMRO CVEICHLRLFT,

BF

OpenShift Container Platform 7 2 A4 —%/N\—2 3> 414 LIREICE#HT B HEIIC,
Compliance Operator Z/N\—2 3 V131 LBICE#H T2 I N HEEINET,

5.2.2.1. FileE & & U BEHLAR

e Compliance Operator I&. FIPS £— R TE{TI N T\ 3% OpenShift Container Platform 7 5 X
H—ICA VAM—ILLTHERATEET,

BF

9529 —TFIPSE—REEBMICT BICIE, FIPSTE—RTHET B LD ICHKE
INAZRHEL AVE21—49—DSA VA MN—ILTOTSLEERTTZHRENHY
¥9, RHEL TDFIPS E— RDEREDFHMIE. FIPSTE—RTDI AT LDA >~
A= ZSRBRLTLEIL,

5.2.2.2. BEHI DA
e Windows /—RAAVTSATUVRARAF VYV TARAFT Yy TEINLWZH, Windows / — REED

P52 —TlE, BBEDOBERRERIC—EHDIL—ILHIEKRBLET, RXF v VBFIC Windows / —
Ka2¥y TT2UENH DD, CHIFBEINIHEREIFEMRY £29, (OCPBUGS-7355)

5.2.3. OpenShift Compliance Operator 1.3.0
OpenShift Compliance Operator 1.3.0 ICDWTIE, UTFDT7 RN H 1) —pFBETEET,

e RHBA-2023:5102 - OpenShift Compliance Operator DHEEEHL IR D B #Hr

5.2.3.1. Miae b & UHEREHL TR
® OpenShift Container Platform DEPIERY AT oBEF 2 Y 7 1 HMTEAH A K (DISA-
STIG) »'. Compliance Operator1.3.0 MSFATE S LD IV £ Lz, FMllE. YR— by
ROAVTZAT7VR2TOT7 740 ZBRLTLEIL,
® Compliance Operator 1.3.0 I&. NIST 800-53 Moderate-Impact Baseline for OpenShift

Container Platform @ 7S5y N 74 —ALAB L/ —R7O7 74 ILICKHIRT % IBM Power & &
UIBMZAEHYR— FBLIICRYF LT,

5.2.4. OpenShift Compliance Operator 1.2.0
OpenShift Compliance Operator 1.2.0 ICDWTId, ATFD7 RN H) —AFETEF T,

® RHBA-2023:4245 - OpenShift Compliance Operator D #REHLFR D B #T

5.2.4.1. Fitdee b L UHEBEHLAR

® CIS OpenShift Container Platform 4 Benchmark vi4.0 7O7 7 AU DTSy 7+ —L B LV
J—RT7FN =23V THREATESLDICRY £ L, CIS OpenShift Container Platform
VARYFI—PERDIFBICIE, CISRYFY—J ILBEL. RO CISRYFI—V %57
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vO—KR &2 Yy LEFET, TTTRYFIT—VAFHIVO—RTREHDICEHFETEET,

BF

Compliance Operator 1.2.0 IC7 v 74 L— K¥ % &, CIS OpenShift Container
Platform 4 Benchmark1.1.0 7O7 7 A WA LEXZ I FE T,

OpenShift Container Platform ¥&1E ICBE1F D cis & &£ U cis-node B EL SN
TW3HEIE. Compliance Operator 120 IC7 v 7L —RKLEBDRF+ >
ERICZDVDOEVWVHIELCZTEMELNHY T,

o Xal)F4—aVTFR MK (SCC) DEEE % X 5 ICBAREIC sce-limit-container-allowed-
capabilities L — )L THIATE S LD ICRY F L7,

5.2.4.2. ERIDREE

® CIS OpenShift Container Platform 4 Benchmark v1.4.0 7O7 7 1 L& EHA T 23546, —2D3
> b O—JLIE OpenShift Container Platform & W £ &R CIS 7O 7 7 4 ILD/R—X w3 ¥
CEYKKT BREBEMN DY FT, FEMIE. V) a—2 3 vERE#7024725 #BRLTKES
LY,

5.2.5. OpenShift Compliance Operator 1.1.0
OpenShift Compliance Operator 1.1.0 ICDWTId, AFRO7 KNS H) —AFBETEET,

® RHBA-2023:3630 - OpenShift Compliance Operator M/XJEIE & #EEEHLAR D B HT

5.2.5.1. FitdeE b & U eE R

e ComplianceScan 1 X% L)Y —RAEFH (CRD) AT — 9 A THIBELUVRT DY A LAYV
THMATESLDICRY F LT,

® Compliance Operator I&. Y TRV U F>a>y 774 IV EERT S I & T, OperatorHub % f&#
ALTRRAMINAZDY NO—LTL—VITFTOM AV NTEDLDICTRY £ L7, il

ik, "RAKMEIh/Za>y bO—IL 7L —2~DCompliance Operator D1 Y A b—J)L #BRL T
XV

5.2.5.2. /NJEIE

o SOMEFHAIIL. Compliance Operator L—ILDI/ETRO—WHAEFEEL TVWEHATLA, SE
DEHFHE., UTOIL—ILOFIELIHEINF LT,

o classification_banner

o oauth_login_template_set

o oauth_logout_url_set

o oauth_provider_selection_set
o ocp_allowed_registries

o ocp_allowed_registries_for_import
(OCPBUGS-10473)
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o ZOEHODHEIE, FIvIDEELI—ILDIETRHFPET L, SEOEHE. RO sysctl
W—=ILDF v IVBEEFIEIREINF L,
o kubelet-enable-protect-kernel-sysctl
o kubelet-enable-protect-kernel-sysctl-kernel-keys-root-maxbytes
o kubelet-enable-protect-kernel-sysctl-kernel-keys-root-maxkeys
o kubelet-enable-protect-kernel-sysctl-kernel-panic
o kubelet-enable-protect-kernel-sysctl-kernel-panic-on-oops
o kubelet-enable-protect-kernel-sysctl-vm-overcommit-memory

o kubelet-enable-protect-kernel-sysctl-vm-panic-on-oom
(OCPBUGS-11334)

o SEOMEFHLIFIIEZ. ocp4-alert-receiver-configured L —ILIZEHSHAEFNTVWEHATL
o SEIOFEHICL Y. ocpd-alert-receiver-configured L —ILICEFEF N HEHIREINE
L7, (OCPBUGS-7307)

o SEMEFH L YHIIL. rhcosd-sshd-set-loglevel-info /L —JL(E rhcos4-e8 7O 7 7 1 LTIk
BMLTWE LR, COEHFHICEY. sshd-set-loglevel-info JL—)LDIBELFEHFI N, EL WK
EEENMEAIN., BEOERRBRICERKEORAF+ HNEBTESLIICRY F L,
(OCPBUGS-7816)

o SEOEH DAL, FXFTD Compliance Operator 1 ~ 2 k—JL % & L 7= OpenShift
Container Platform D## 4 > X h—JLi& . scheduler-no-bind-address L —JL TKE L TW
Flr, SODEFHTIE, NI A—F—DHIFRIN/=DT, OpenShift Container Platform M
# L WN—2 3 >~ Tld scheduler-no-bind-address /L — )LDV ERNIC/ARY F L7z, (OCPBUGS-
8347)

5.2.6. OpenShift Compliance Operator 1.0.0

OpenShift Compliance Operator 1.0.0 ICDWTI&, UTFD7 KN4 H ) —%=FEATEZT,

® RHBA-2023:1682 - OpenShift Compliance Operator /N 7 {EIE BT

5.2.6.1. itk b L B aEHRAR

e Compliance Operator & stable (Z4&Y, Y1) —XF v X)LiL stable ICT7 v UL —RInFEL
Teo FED Y 1) — R & Semantic Versioning ICEWVWE T, &=FTU ) —RICT IV ERATBIC
&, OV 754 72 Operator DFEFH 2SR L TLLEIN,

5.2.6.2. NJEIE

o Z MFEFAIL. compliance_operator_compliance_scan_error_total X b)) w ZICIE, TS5 —
Ay =Y TEILRMRDEERDERROR INADHY L, TOEHICELY,
compliance_operator_compliance_scan_error_total X k) v 7 O{EIFIEINL £ A,
(OCPBUGS-1803)

o Z OEHAEIIE. ocp4d-api-server-audit-log-maxsize )L —/LIC &Y FAILRKREAFEELTWEL

Too COEHFICELY, TS5 AV E—IDBARMN) Y IDLHEIBKRIN, RAKNTSVF71 RIS
HSOTAMN) Y IDA—TFT14FVT14DBEPLF L, (OCPBUGS-7520)
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o Z MEHAEIIE. rhcosd-enable-fips-mode JL—ILDEREAN MY ICL K, 4 VA M—ILIEIC
FIPS ZBMETEZE WO BRMERBLEDT LR, TOEFHICELY, rhcosd-enable-fips-
mode JL—JLDEREAT, 4 Y A MN—ILBFICFIPS ZBMEL T 2ENH S & ZBREICRINE
L7, (OCPBUGS-8358)

5.2.7. OpenShift Compliance Operator 0.1.61

OpenShift Compliance Operator 0.1.61ICDW T, ULFDO7 RNA H) —%FFETET Y,

® RHBA-2023:0557 - OpenShift Compliance Operator bug fix update

5.2.7.1. FieE b & U REIL R

e Compliance Operator I& Scanner Pod D% 4 L7 7 "EEEZ Y R—FF2LDICRY F LT
&4 LT ~E ScanSetting 7 7Yz N THEEINE T, RF v UDBNYA LTI MNRICET
LAWEE, AF¥ v VIIGEREBHAITORIGET 2 X THEAITLE T, #FMlE. ScanSetting ¥
ALT7IMDHRE ZSRLTLEIW,

5.2.7.2. \TEIF

o SEIDEFLIAIIE. Compliance Operator IFMEBELAEHEANE LTEELTWE L, B
DEEINTVRWMERIZI S R5 —2FKIERI N, BEILELSERINAELBETE.
/=Ky LTWE Lk, SEIDEHICELY. Compliance Operator l&, BED7=HIC
TailoredProfile %= A L TEH 2RI T I2MELNHEINEINERIEL £, (OCPBUGS-
3864)

o SEMEFHLIFIIZ. ocp4d-kubelet-configure-tls-cipher-suites D FIENRZLTH % 720,
A—H—@F I T —%FHTRBIZMENMHY E L, SEDOFEFHICLY. ocpd-kubelet-
configure-tis-cipher-suites TIRHI N2/ T —HAEREDHEREERL. BEERT v T&ET
L%¥. (OCPBUGS-3017)

o SEOEHLUANL. YRATLFHINTA—F—NH kubelet FRET7 71 ILTERINT,
Compliance Operator (¥ ¥ VERE 7—ILD—BHEIEICKB L TWE Lk, SEOEHICE
). Compliance Operator (&, ¥ ¥ VERE T —ILDFHMBFICY AT LAFH/INT X —4H — & A
L %9, (OCPBUGS-4445)

o SOMEFHLIFIIZ. ComplianceCheckResult 7 72 =7 NMIIEL WA HY FHATL
fco SEIOFHICL Y. Compliance Operator (&, JL—ILDEREAHI S
ComplianceCheckResult {8 Z & L £ 9, (OCPBUGS-4615)

o ZDEHDAIIL, Compliance Operator £ ¥ VR E DEEMTEFICZED kubelet BRE7 7 1 L &
Fryv I LEFHATLE, TDFHER. Compliance Operator I&/X=v 2 IZRY, V5w al
F9., SODEHFHICLY. Compliance Operator I kubelet B ET — ¥ BEDHEI N/
Fryv P EREL, BEIKL YY)V ITINLGEICDOAMEITLET, (OCPBUGS-4621)

o ZDEHODAIE., Compliance Operator I&,. ¥ V& E 7—IL & &M FHRICE DL T kubelet
IEI avOBEEERLTWELD, B—DIEI Y 3 VIL—IILOBEHDOEBEIREELT
WE L7k, SEIOFEHICL Y. Compliance Operator (FE—DIL—ILIZT L TIRTDEE%
AT 3L ICRY E LA, (OCPBUGS-4338)

o ZOEHDEIC. T 7 4L LA D MachineConfigPool T TailoredProfile %= #H ¥ %
ScanSettingBinding = {Ef L & 5 &9 % &. ScanSettingBinding 7' Failed & L Tv—7 X
nzEWHINTLyyarvhrRELTVWE L, SODEH T, HENETS
.. TailoredProfile =& L T7H X% A ScanSettingBinding #*IE L < Ef73 N3 LD IZiY
F L7, (OCPBUGS-6827)
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SEIOFEFHLFTE, —EBOD kubelet FEE/XT X —F —ILTF 7 £ MEDHY FEAT L,
BOEHICLY ., RONRSA—=H—IITFT 7+ MENEEN E I (OCPBUGS-6708),

N2

o ocp4-cis-kubelet-enable-streaming-connections

o ocp4-cis-kubelet-eviction-thresholds-set-hard-imagefs-available
o ocp4-cis-kubelet-eviction-thresholds-set-hard-imagefs-inodesfree
o ocp4-cis-kubelet-eviction-thresholds-set-hard-memory-available
o ocp4-cis-kubelet-eviction-thresholds-set-hard-nodefs-available

SEIOEHLLATL. kubelet DRITICHER/N—I v Y 3 VHRE

T. selinux_confinement_of _daemons L — /L1 kubelet TE{TTEXEHATLL, SEDE
#C. selinux_confinement_of _daemons L —)LAYEMICARY £§, (OCPBUGS-6968)

5.2.8. OpenShift Compliance Operator 0.1.59

OpenShift Compliance Operator 0.159 ICDW T, UTFD7 RN ) —HFETEET,

® RHBA-2022:8538 - OpenShift Compliance Operator /N J{EIE B #T

5.2.8.1. Fitkae b L CHaEHRAR

® Compliance Operator (&, ppc64le 77—+ 7 2 F + — T Payment Card Industry Data Security

Standard (PCI-DSS) ocp4-pci-dss & & U ocp4-pci-dss-node 7O 7 7 1 LAY R—FT 3 &
2ICrY F L1,

5.2.82. NJEIE

e LIFIIE, Compliance Operator |3 ppc6dle 72 EDE %% 7 —F 7 9 F + —T Payment Card

Industry Data Security Standard (PCI DSS) ocp4-pci-dss & & U ocp4-pci-dss-node 7’07 7
A %EHR—KMLTWEHATLR, Compliance Operator I, ppc6dle 7—F 7V F+—T
ocp4-pci-dss & & U ocp4-pci-dss-node 7O 7 7 A ILEHYR—bTBELIICHR/YF L1,
(OCPBUGS-3252)

LAIE. /N—2 3> 0157 ANDOREDEH %, rerunner Y —EXF7 ATV b (SA)IEIF R
H—H—EZRNR=T3 Y (CSV) ICL>TRBEINARLCARY, Operator D7 v I L — KA
SADHIBRINFE LA, IBIE. CSVIZ0.159 TrerunnerSA AL TH Y., UEID/N—Y 3
YINeTYyTIL—RLTESADNRET D EEHY A, (OCPBUGS-3452)

5.2.9. OpenShift Compliance Operator 0.1.57

OpenShift Compliance Operator 0.1.57 ICDWTIE, UTFD7 RNNA ) —%FBHTXFT,

® RHBA-2022:6657 - OpenShift Compliance Operator /N 7 {EIEE#7T

5.2.9.1. HFitkae b L CHaEHisR
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e KubeletConfig ¥ v 7 #* Node »* 5 Platform ¥ 1 FILEBEINF L7, KubeletConfig

i&. KubeletConfig D7 7 # L NEREEZHRLE T, BRET7MILIE, TRTD/ —RHH
J—=RT=IVZEITIDODGAICENINET, 774 hDOEREEEEEICLE
KubeletConfig JL— L DOFEfli #5R L T ZX W,
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e ScanSetting 1 X% L)YV —ZTlE, scanLimits BM%ZFERALT. RF¥F v+ F—Pod DT 7 #
IWRDCPUBLIUAE) —HIRZA—/N—F4 RTEBLDHICAY F L, FiM
l&. Compliance Operator ) V —ZXHIRDIEM 2SR L TSI,

® PriorityClass & 7> = 7 M & ScanSetting TERETE 5 LD IRV F LA, IhITLY,
Compliance Operator MBEIN, VSR —HDAV T54 7V RERICRZATREMENR/IR
ICNZ 5N FET, ML, ScanSetting 2 & + > D PriorityClass DX E 2SR L T X
(A

5.2.9.2. XJEIE

o LIFIM/N—< 3 v Tl&. Compliance Operator (&3 % 7 7  JL k D openshift-compliance
namespace IC/N—RO—7 4 7 LTWZ L7z, Operator 587 7 #JL b LS D namespace IC
AVZAPM=ILINTWBIGE, BRITFEBYICKELEFEATLEL, SED) ) —2 &Y,
BRET 7 4 )L b LA D openshift-compliance namespace THEET 2 L D ICARY F L7,
(BZ#2060726)

o LIFID/N— 3V TlE, Compliance Operator & kubelet # 7Y 7 ML > TERIN ST
T4 NEBREETAETE T, FEBABREBREIRELTWE Lz, OHEEE IF
kubelet % E&FM L. EMEICHRET 2L DICAY F L, (BZ#2075041)

o LIHIlI&, Compliance Operator |&. eventRecordQPS DEN T 7 4 )L MEL Y HKE Lo,
HENMSEDEAR IC FAIL )RR T ocpd-kubelet-configure-event-creation JL— )L & & L TL
¥ L7z, ocp4-kubelet-configure-event-creation L —JLIEEIEZT 7 # )L MEZEREL. IL—IL
NELCHEAINZ LD ICAY F L, (BZ#2082416)

e ocp4-configure-network-policies L —JL Tld, SHRMICETT 2DICFHDONADIBET
T, HLWVWEREAMRIERE I —ILDOEHFHICE Y., CalicoCNI ZEHT 27 SR —IIFT 3
ocp4-configure-network-policies L — )L DERAMA M EL F9, (BZ#2091794)

o LIFIDYY—RTIE, AVTIATVRARL—9—E, ¥+ ViRET debug=true & 7
YaAVvEFRTDZE AVIZAMNIIFY—DRF v VILERIND Pod &V =Ty
LEHATLE, ThiZLY. ScanSettingBinding #HIR L7 TH Pod 'V 5 A4 —ITH
INnF L7, IRE. ScanSettingBinding ABIFRI N5 &, Pod IZEICHIBRINE T
(BZ#2092913),

o LIFIMD/N—< 3V Tl&. Compliance Operator (&&5Ls/X—2 3 > D operator-sdk A< > K% f&#
ALTHY., FEHEOKEICOVWTTS— M EELTWE L, BE. operator-sdk O <~
ROBEHFN—JavhAEaEnTsY., BLEINAHEICETZ2T77— MREETSE I &1FAL
Y F L7, (BZ#2098581)

o LIRID/N— 3~ TlE, Compliance Operator I& kubelet &< ¥ VERE DR % HIB) T X AW
BEIL, BEOBEBICKKL F LA, Compliance Operator (47 ¥ VEREDUIEBE = HE L.
kubelet FRENT Y VEREDH T2y NTHZIHNEI M EZHRTEELIICARYE L,
(BZ#2102511)

o LEID' Y —RATIlL. ocp4d-cis-node-master-kubelet-enable-cert-rotation M JL —JL TEIHE
ENBEICEERINTVWEEATLE, TODHER. RotateKubeletClientCertificate D Z 4"
TEfET Lz, SED'Y) Y —XTlE. ocp4-cis-node-master-kubelet-enable-cert-rotation M
JV—ILT, kubelets&@E 7 7 A WICHBREICEARDCERICLR—PMINZLDICRYFL
7z. (BZ#2105153)

o LIFIDYY—RTIE, 74 RIVAMN =V ITIA4LTIMNEFTYITBI—ILTTI4I
MENSZRBINLMN ST/, L—ILLR—IDEBTIEHY ZFHATLE, SEIDY Y —X
SYU, FvIDNLYBEEICITONEEDICAY, TI7FIMNOREBICEDVWTHRORE
AmtE L F L, (BZ#2105878)
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o LIRIMD/N— 3~ TlE. Compliance Operator I& Ignition ft#k% L T ¥ VR E A T T B8
ICAPI Y Y —REESTE Y, api-check-pods 7OtEAA VS v>alTWELE,
Compliance Operator (& Ignition f£ERHVIE L < 7L\ 5E E Machine Config Pool Z LI % & 5
Ik Y & L, (BZ#2117268)

e LIFID'Y ') —ZTIE. modprobe ZXEDEN—H LAV EMNRAT, BEDEARKIC
modprobe ;X EZFHE T 2L —ILHBKRRT 2 EHYFE L, SEDYY—RELY, Fxv
65 L MEE D modprobe B EICE LENMERAINZ LD ICAY, BRO—EMENMMRENS &
DITRY F L, (BZ#2117747)

5.2.9.3. JEHtiE

e |Install into all namespaces in the clusterz &€ ¥ % . WATCH_NAMESPACES IRIEZ ¥ =
"ICERELTH, TATD namespace ICEREMNBEHAINARCARY F LA, Compliance
Operator DA ¥ A b —JLBFICIEE I N TV A namespace IC4 Y A K—J)LEI N API ) Y —
ZIFEMEL ALK RY ET, API ) Y —XTIE, FEIR L7z namespace £/lET 7 #JIL M T
openshift-compliance namespace Z{Ef{ 3 2 UENH 2 HZEDHY F T, SODEREICEL
). Compliance Operator D X E!) —FHEA REINF T,

5.2.10. OpenShift Compliance Operator 0.1.53

OpenShift Compliance Operator 0.1.53 ICDWTIE, UTFD7 RNXA H 1) —AFETEET,

® RHBA-2022:5537 - OpenShift Compliance Operator bug fix update

5.2.10.1. /N JEIE

e LJAEIlE. ocp4-kubelet-enable-streaming-connections L —JLICER > B HLEE NS T T W
ez, RF¥ v VERMBEBREBINTWE Lz, TRE. Compliance Operator
i&. streamingConnectionldleTimeout #5%E 9 % & X ICERRRAF v VIERZRHELZF T,
(BZ#2069891)

o LIHiIE. /etc/openvswitch/conf.db DV I)L—TRiEEN IBMZ 7—F T 7 Fv—TELLK#R
Mo 7728, ocp4d-cis-node-worker-file-groupowner-ovs-conf-db OF = v 7 AR L TWE
L7z, BIE. COFzv I IBMZ7—F7T 9 F+—2 X7 ATIENOT-APPLICABLE &< —
HENTWET, (BZ#2072597)

o LIENK. T7OAMAYMADEFIY T4 —IVTFRMNIK(SCOIIL—ILICETEZT—FN
T2/, ocpa-cis-scc-limit-container-allowed-capabilities )L — )L A° FAIL JREETIRE
INTWZE L, IREEF., FRIEMANUAL TT A, Zhid. ABDNAZREET B0
FryvsE—HLTWET, (BZ#2077916)

o LIFNE, UTFDIL =LA API H—N—B LU TLSEERAZE L F—DEMDERE/ N X Z2EREL TV
RO 27l FRAZFEF—NEDICRESNTOWTERMPREI N TWE L,

o ocp4-cis-api-server-kubelet-client-cert
o ocp4-cis-api-server-kubelet-client-key
o ocp4-cis-kubelet-configure-tis-cert

o ocp4-cis-kubelet-configure-tis-key

INT, W—IVIFIEEREICLR—bBM L. kubelet FREZ7 7M1 IIVTEEINZL A —T7 74 IL/NR
EERLET, (BZ#2079813)
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e LIgIiE. content_rule_oauth_or_oauthclient_inactivity timeout/L—JLIZ, ¥4 LT hD
AVTSATVRA%FTHET 2 & I, TTOMAY MIE > TEREISNLERETRRY A LT
DR EERBLTVWEEATLE, ZTOHER. 94 L7 7 MDBENTH>THIL—ILAKBLT
W& L7, IBE. Compliance Operator &, var_oauth_inactivity timeout Z#{% {Ff L T.
BRI A LTI MORIZHRELTWET, (BZ#2081952)

e LIRETIE. Compliance Operator (&, FFHEFEAISELIIC S NILATF I N TULRL namespace (XX
LTEEEERAFRAL TWEED, PodDEF 2 T4 —LRNIVERICEATIEEA Yy E—
UNRRIINTWE LA, IBIE. Compliance Operator &, &I/ namespace X)L & &R
BEITW, ERICERT 2 ZERBRICTIEATES LD ICA>TVET,
(BZ#2088202)

o LIg1i. rhcos4-high-master-sysctl-kernel-yama-ptrace-scope & & U rhcos4-sysctl-
kernel-core-pattern [CEENEBE ZEHAT 5 L. TROHDIL—ILHBEINTE, ZTDOEDR
FrURBRTREIZIENHY T L, RE. BENMERBINLETE, L—ILIZ PASS %
IEHICERE L E T, (BZ#2094382)

e LIHIIE. Compliance Operator I&. X E ') —FREDHIAARE T CrashLoopBackoff KA Tk
BLTWZE LAk, IRETIE. Compliance Operator I&, X € —HNOARERT Y VERET —
Yty NEMIBL, ELKHEETZ2LDICHEINE L, (BZ#2094854)
5.2.10.2. BB D&

e ScanSettingBinding # 7 =V AT debug:true B8 EINTWVWBIHFEIC. TD/NNA VT 4
v IHBIBRINTE. ScanSettingBinding + 7Y =7 ML > TERI N/ Pod IZBIRI 1
FtA, EEEKELT, ROOTY REETLTEY D Pod ZHIFRL T,

I $ oc delete pods -I compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.2.11. OpenShift Compliance Operator 0.1.52
OpenShift Compliance Operator 0.1.52 ICDWTIld, UTFD 7 RN 1) —AFETE T,

® RHBA-2022:4657 - OpenShift Compliance Operator bug fix update

5.2.1.1. Fri#eE & & U RE AR

® FedRAMP M SCAP 7’07 7 1 JL high #°. OpenShift Container Platform IRIE CHERTX % &
ICARYE LA, #lld. YR—FIhTW2aV 5472707740 #8BLTLE
el AN

5.2.N.2. NJEIE
e LIFiIZ. DAC_OVERRIDE #EENHIRINTVWE X1 T4 —RETOIYI Y =3y
v avOBEMNRRET. OpenScap AV 7 +H—H75valTWik Lk, SEIE. ETAEE
BRIV M=o auRNIRTOI—HY—IZEAIND LD IZRY £ L, (BZ#2082151)

e UgilE. O 7FZ4 7 ZXJL—JL ocpl-configure-network-policies = MANUAL & L TE&E
TXF LA, SEIE. 3> 73417 2RIJL—IL ocpd-configure-network-policies A
AUTOMATIC ICEBEIND &£ ICAY F L7, (BZ#2072431)
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