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OpenTelemetry Collector DfERFID—E 2 RICRLE T,

—iR T — 5 INEE
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SHTEET,

7T —% DfisE & NE

F—8 HEDITY —IVICERET BREIIC. Collector iEZDF—4 &b, 745 VT, BLVUE
TXZEY,

IIWVFNRY YTV RDREFEETIRAR—F
Collector I, BHOERSLUVOM TSy N7+ —LICABKICT Y52 EZETEET,

Red Hat build of OpenTelemetry I&. Red Hat build of OpenTelemetry Operator % U TiRE I £
ER

1.1.2. CVE
AYY—ZTlE, UTOCVEMEBEINZE L,

® (CVE-2024-25062


https://opentelemetry.io/
https://opentelemetry.io/docs/collector/
https://access.redhat.com/security/cve/CVE-2024-25062/
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® RedHat HR— NI TBHHR—MNr—IADEE,
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https://opentelemetry.io/
http://access.redhat.com
https://console.redhat.com/openshift
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® Host Metrics Receiver
® OIDC Auth Extension
® Kubernetes Cluster Receiver
® Kubernetes Events Receiver
® Kubernetes Objects Receiver
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® Forward Connector
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® Filelog Receiver

® File Storage Extension
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Red Hat build of OpenTelemetry 3.0 (&, #—7> Y —2Z® OpenTelemetry 1) 1) —2 0.89.0 IC
EJOVWTWET,

OpenShift distributed tracing data collection Operator(d. Red Hat build of
OpenTelemetry Operator & W\ D ZREIICEBEINF L 7,

ARM 7 —F%F7 I F v —DHR—b,
X N1 RUINERH D Prometheus Receiver D R— K,

NL—REXNY Y% Kafka ICEET B72DDKatka LY —NN—B LUV TV RAR—9—D
R— K,

VSR —2F0 70X —REOHYR— b

Prometheus T% Z7R—4 —H G4 > TWSIHE. Red Hat build of OpenTelemetry
Operator & Prometheus ServiceMonitor 1249 L)) VYV —X &EK L £ 7,


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://opentelemetry.io/
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ZOEHMTIE RONRTEENBAIRTVET,

e oc adm category Mirror CLI A< >~ R EHT 31HED. FEHREOY R— MNMBEINZE
L7,

1.2.5.4. BRI DEE
RE. ROL DS BEMNOBELIHY £9,

e IR7E. RedHat build of OpenTelemetry Operator DY S A9 —FE =4 ) v Jl&, T
(TRACING-376N) ICK WEMICA>TWET, TONJICLY, VS5 RY—BER/RBLUVH—E
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1. Operator namespace ICRD ZNJL7%IEN L £ 9 oc label namespace openshift-
opentelemetry-operator openshift.io/cluster-monitoring=true

2. Y—ERE=ZH—, O—Jb, BL0O0—INNA VT4 VT 5EHRLET,

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: opentelemetry-operator-controller-manager-metrics-service
namespace: openshift-opentelemetry-operator
spec:
endpoints:
- bearerTokenFile: /var/run/secrets/kubernetes.io/serviceaccount/token
path: /metrics
port: https
scheme: https
tisConfig:
insecureSkipVerify: true
selector:
matchLabels:
app.kubernetes.io/name: opentelemetry-operator
control-plane: controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:


https://issues.redhat.com/browse/TRACING-3761
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name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
rules:
- apiGroups:
resources:
- services
- endpoints
- pods
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: otel-operator-prometheus
namespace: openshift-opentelemetry-operator
annotations:
include.release.openshift.io/self-managed-high-availability: "true"
include.release.openshift.io/single-node-developer: "true"
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: otel-operator-prometheus
subjects:
- kind: ServiceAccount
name: prometheus-k8s
namespace: openshift-monitoring
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https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://bugzilla.redhat.com/show_bug.cgi?id=2246470
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AEHRELZET,

e resourcedetection 7Ot v % —RHT. OpenShift Container Platform 1) V —XEM %= IX&E L
7,

e OpenTelemetryCollector 7 2% A1) ¥V —Z M managed & & U' unmanaged DIREE % 7R —
FLET,

1.2.8.2. M DEE
RE. RDL D> RBMOBELHY T,

o IRTEIL. Operator DEFAE % Level IV D Deep Insights ICFENTHRET Z2HEIHYET,
(TRACING-3431)

1.2.9. Red Hat build of OpenTelemetry2.8 @) ) —X / —

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, 7o/ 0¥—7
LE 21—, RedHat R HYR—FMDH—EZALRILT T =XV K~ (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRTHIEEHBELTVWERA, 77 /0V—7LEa—#EEE. RFOE ML
WERCIRHL T, FARBBETHREDT AN E2TWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Red Hat build of OpenTelemetry 2.8 I&, #—7> Y —X® OpenTelemetry 1) ) —2 0.74.0 ICE DL
TWEY,

1.2.9.1. NTHEIE

ZD') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.10. Red Hat build of OpenTelemetry 2.7 ®Y) ) —X / — bk
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E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—iETd, Fo/0 -7
LE21—#8ElE. RedHat ®RYR—FDH—EZALRILTT) =XV K~ (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRTHIIEEHBELTVWERA, 77 /07 Ea—#EEE. RFOR M
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry 2.7 {&. #—7> Y —2® OpenTelemetry 1) ) —Z 0.631IZEDWT
WEd,

1.2.10.1. N J{BIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.11. Red Hat build of OpenTelemetry26 ') 1) —X / — K

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, 7o/0Y—7
L Ea1—#8EIE. RedHat #EHYR—MDH—EZXLRIVLT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESNHY FJ, RedHat ld, ERERETINL %
FRIZIEEHBELTVWEREA, 77 /0Y—FL Ea—#EEIE. RFOE DA
WERCRHL T, AREEBTHEDT AN Z2ITVWI 1 — RNy JZRH#E L TV L
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Red Hat build of OpenTelemetry 2.6 I&, #*—7> Y —Z® OpenTelemetry ) 1) —2 0.60 ICEDWT
WET,

1211 NJBIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEEICH IS L TWE
ER

1.2.12. Red Hat build of OpenTelemetry 25 MDY 1) —X / —
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BEYIV)—R/—h

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, Fo/0¥—7
L Ea1—#8E1E. RedHat #EYR—MDH—EZXLRIVT T =XV K (SLA) DR
HTHY., BENICKELTIFRWEESRHY £J, RedHat ld, ERERETINS %
FRHIZZEEHBELTVWEEA, 77 /0Y—FL Ea—#EEIE. RFOE ML
WERCRHL T, AREBTHEDT AN Z2ITWI 1 — RNy JZRH#E L TV L
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEnyR— NEICRET 23FMIE. 72/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 25 &, #—7> Y —2® OpenTelemetry 1) 1) —Z 0.56 ICED W T
WEY,
1.2.12.1. FeE & & UHRetiaR
ZDEHFTIE, ROBEBEHRDBEAINTWVWET,
® Red Hat build of OpenTelemetry Operator IC Kubernetes 1) YV — X B % IET 272D DY
R—b
1.2.12.2. NJIEIE
ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) $ & /X JEEICH IS L TWE
ER
1.2.13. Red Hat build of OpenTelemetry 24 0 \)—X / — bk

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—t#gETd, Fo/0¥—7
L Ea1—#8E1E. RedHat EHYR— MDY —EZXLRIVT T =XV K (SLA) DR
HTHY., BENICKEETIFRWEESNHY FJ, RedHat ld, ERERETINL %
FRITZZEEHBELTVWERA, 77 /0Y—TL Ea—#EEIE. RFOE ML
WERCRMHL T, AREEBTHEDT AN ZITWI 1 — RNy JZRHE L TV L
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.4 (&4 — 7> YV — 2 ® OpenTelemetry J 1) —X 049 (CEDWLTW
7,

1.213.1. N TIEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.14. Red Hat build of OpenTelemetry 2.3 DY) |)—X / —

13


https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/
https://access.redhat.com/support/offerings/techpreview/
https://opentelemetry.io/

OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—iETd, Fo/0 -7
LE21—#8ElE. RedHat ®RHYR—FMDH—EZRLRILT T =AYV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRTIIEEHBLTVWERA, 77 /0V—7LEa—#EEE. RFOE ML
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy &R LTV EEL
ZEEEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 231 (&, #—7> Y —2Z® OpenTelemetry J ) —Z 0.441ICEDW
TWET,

Red Hat build of OpenTelemetry 2.3.0 I, #—7> Y —X® OpenTelemetry ) 1) —2 0.44.0 ICED
WTWET,

1.2.14.1. N TIEIE

ZD') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.15. Red Hat build of OpenTelemetry 2.2 ®Y) 1) —X / — bk

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—tETd, 7o/ 0Y—7
LE 21—, RedHat R HYR—FMDH—EZALRILT T =XV K~ (SLA) ODFR
ATHY., BENICELTIERWEELHY £9, RedHat IF. ERERIETINS %A
FRTHIEEHBLTVWERA, 77 /0V—7LEa—#EEE. RFOE M
WERCIRHL T, FARBBETHREDT AN ZTWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

Red Hat build of OpenTelemetry 2.2 &, #—7> Y —2® OpenTelemetry ') ) —2 0.42.0 ICED W
TWEY,

12151572 ./0Y—7 L B 1—#ee

21V ) —=RICEFN B Y ER— MIFRHD OpenTelemetry Collector AV R— > MAHIBRINF L7,

1.2.15.2. /NJEIE

ZM') Y —RTIE, . CVE (Common Vulnerabilities and Exposures) & /X JEIEICH IS L TWE
ER

1.2.16. Red Hat build of OpenTelemetry 21 DY) ) —X / — K
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BEYIV)—R/—h

E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—iETd, Fo/0 -7

HATHY., BEMICEETIIAWEEDLHY £T, RedHat 1Z. EFERIETCINLE
FRTZIEAHBLTVWERA, 77 /0V—7LE 31— SHORDMEEE
WEBCIRHL T, ARERBTHEEDT AN ETVWIT 4 — RNy IR HLTWEEL
ZEEEMELTVWET,

TLEax—HEOTR— MEE 2SR LTI,

Red Hat build of OpenTelemetry 2.1k, #—7> Y —X® OpenTelemetry Y 1) —2 0411 ICEDWT
WEd,

12161577/ 0Y— 7L a1 —#ae

A1) —RTlL, OpenTelemetry HRY L)Y —R T 7 A I THRAEXRET 2 HEICERABEREN
mMmashFzlLk, ROBUIRT LI, SEIDEFHFTIE ca_file " HRIY LYY —D tls DFICFKEE)
LFE L7,

OpenTelemetry /X\—> 3> 0.33 D CA 7 7 1 JLERTE

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

OpenTelemetry /X\— 3> 0.411 D CA 7 7 1 JLERTE

spec:
mode: deployment
config: |
exporters:
jaeger:
endpoint: jaeger-production-collector-headless.tracing-system.svc: 14250
tls:
ca_file: "/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt"

1.2.16.2. N J{BIE

Z?DY ') —RTIE., . CVE (Common Vulnerabilities and Exposures) & & U/ N JEIEICHIGE L TWE
ER

1.2.17. Red Hat build of OpenTelemetry 2.0 ®Y) ) —X / — bk

L Ea—#EEIE. RedHat BBV R— MDY —EXLNRIVLT T =XV K (SLA) DRE

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
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E:2

Red Hat build of OpenTelemetry &5 % / OY—FL Ea—igETd, Fo/0¥—7
LE21—#8ElE. RedHat ®RHYR—FMDH—EZRLRILT T =AYV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS %A
FRATZIEAMEBLTVWERA, 77/ 0V 7L Ea—#EEIE. SHORBIEEE
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy &R LTV EEL
ZEEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEnyR— NEICRET 23FMIE. 72/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Red Hat build of OpenTelemetry 2.0 &, #—7> Y —2® OpenTelemetry !) ) —2 0.33.0 ICE DL
TWEY,

ZMD') ) —XTlE. RedHat build of OpenTelemetry Operator Z{#A L TA >~ X —JL ¢ % Red Hat
build of OpenTelemetry A%, 77/ OY—7 L E1—#EE & L TEBIMINE T, Red Hat build of
OpenTelemetry &, OpenTelemetry APl &4 Y A MLA Y T—2a VICEDVWTWETY, RedHat
build of OpenTelemetry ICIE. OpenTelemetry Operator & Collector A& ENTWE 9§, Collector %
AT 5 &, OpenTelemetry £7zid Jaeger 7O MANLTML—R&Z{EL., TORL—RT—% %
Red Hat build of OpenTelemetry ICEETEF 9, IREERTIL. Collector D Z DM D#EREILHR— b X
NTWEH A, OpenTelemetry Collector 29 5 &, AEEHIFIRVY—ITEKEFELRWAPITI—FK
ZAVAMVXY MEL, RS —0OY VA v %ZDOEL T, JEHUMEY —ILOIALAZTIIAYRT A
EREMICTEZEY,

1.218. R— b

AETHBAINTWSFIE, F7<Ik OpenShift Container Platform TRIBENFE L /2i5& &, Red Hat
HAIT—R—=FILIZTIVEALTLEIWN,

ARIT—R—=FIITIE. ROIENTEZET,

o RedHat®RICEATET7T—T 17 ILELVY ) a—2arvaRE L RedHat 7Ly UR—
2ADWBFLIETSIX,

® RedHat HR— NI TBHHR—MNr—IADEE,
o ZDMOEBMRFIAYIMADTIEZR,

VS5 R9—DOEEERET 2ITIE. OpenShift Cluster Manager T Insights 2 TX &9, Insights IC
Y, EEOFME., FAATRLSAEEBORRAEICET ZBERMEEINE T,

AEDHENDRENHZHBE. FLRIZT—2RDOFLBEE. REEEROEVWRFa XY IV
R—F Y bD Jiralssue ZEFE LT REI W, £ 3 %% OpenShift Container Platform /X —2 3
VIREDEBEMRBERERHBLTILEI W,

1.2.19. ZHMAEZ T ANDZ A —T YV — D51t

RedHat Tl&, O— K, RFa XY h Web 7ONRF 4 —ILHEIFBEEICRITZHAEBOBZHRZICERY
HMATWET, £T1E. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DDOABOEZ AN OBOHFET, COMYBAHIWARBIEXZET 270, AFE
DEZXHZIFT. SEOERDY) ) —RIhl> TEEMICEREINF T, M. RedHat CTO TH
% Chris Wright DX v —Y # ZTEL LIV,
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¥
1k

E2ZE A VA M=
Red Hat build of OpenTelemetry %4 Y X h—JL§ B Ik, ROFIEEZERITLZE T,
1. Red Hat build of OpenTelemetry Operator #4 Y XA h—JL L E T,
2. OpenTelemetry Collector 1 > 2% > 2D namespace = /EM L £ 7,

3. OpenTelemetryCollector 1 X% L)V — X% {ER L T. OpenTelemetry Collector 1 ¥ X% >~
REFTO4LET,

21.WEB O~ —J)LHh 5 ®D RED HAT BUILD OF OPENTELEMETRY O 1
VA M=

Red Hat build of OpenTelemetry (&, Web 3>V —JL®D Administrator E2—HH6 A4 VA M=)V TE X
ER

AR
o cluster-admin O—J/ILZH DV SR —BEEELTWeb Y —JliZOYA4 > LTWS,

® Red Hat OpenShift Dedicated M35#. dedicated-admin O—J)LAED27hU Y M EFERALT
AJ4 v LTW3,

Fa
1. Red Hat build of OpenTelemetry Operator #4 Y XA h—JL L E T,

a. Operators - OperatorHub (&) L. Red Hat build of OpenTelemetry Operator % 132
LE9.

b. Red Hat »*#24£9 % Red Hat build of OpenTelemetry Operator ;&R L. Install -
Install - View Operator & A F 7,

E:2

TI7AINMDTY Y MT Operator B4 VA M—=)LINZET,
® Update channel - stable
® |Installation mode — All namespaces on the cluster

e Installed Namespace — openshift-operators

® Update approval » Automatic

c. 1A M—JLiEd Operator R— D Details ¥ 7 ® ClusterServiceVersion details T, 1
VX =)L D Status A* Succeeded THB I E AR LF T,

2. Home — Projects — Create Project ICHEEIL T, "ROFIRTIEK T % OpenTelemetry
Collector 1 YR VY 2DEFED 7OV Y NaER L £ T,

3. OpenTelemetry Collector 1 Y 2% V A% ERR L £ 7,

a. Operators — Installed Operators I8 L £ 9,

A2VA M=
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b. OpenTelemetry Collector » Create OpenTelemetry Collector—» YAML view ZZIR L £
ER

c. YAML view T, OTLP. Jaeger, Zipkin LY —N— BLVTFNY TIT Y AR—FH—%(F
FA L T OpenTelemetryCollector 17 X% L)YV —X (CR) ZhH A4 XLZXT,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
zipkin: {}
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug: {}
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

d. Create #:EBIRL £ 9,

1. Project: KOy 74> X M%FEAL T, OpenTelemetry Collector 1 Y24 >0 70O
Jry hEERLET,

2. Operators — Installed Operators IC# &) L T, OpenTelemetry Collector 1 Y X% Y XD A
7—4% X " Condition: Ready TH B & =B L XY,

3. Workloads —» Pods IC# &) L T. OpenTelemetry Collector 1 Y X4 Y 2D I RTOHOIAVR—
XY M Pod ARITINTWVWR I EEHIRALET,
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2.2.CLI Zf# M L 7= RED HAT BUILD OF OPENTELEMETRY D41 >~ X k—
)}

Red Hat build of OpenTelemetry (XYY RS VD SA4 VA M=) TEE T,

(1} =355
e cluster-admin O—JL %DV S XY —BEEILL 57 VT 4 772 OpenShift CLI (oc) v
av,
D

o OpenShift CLI (oc) D/N—2 3 YD EH TH Y. OpenShift Container Platform /X —< 3 >~
EHLTVWB I EZEMRLTLEI W,

o oclogin zE17L 7,

I $ oc login --username=<your_username>

FIR

1. Red Hat build of OpenTelemetry Operator #4 Y XA h—JL L E T,

a. JRDOA<Y Y R&EZFETTL T, RedHatbuild of OpenTelemetry Operator D 7O = & b &4E
BLET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
labels:
kubernetes.io/metadata.name: openshift-opentelemetry-operator
openshift.io/cluster-monitoring: "true"

name: openshift-opentelemetry-operator
EOF

b. MTFDIY > K&E=EFTL T, Operator JIL—THEHRL T,

$ oc apply -f - << EOF
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-opentelemetry-operator
namespace: openshift-opentelemetry-operator
spec:
upgradeStrategy: Default
EOF

c. UTFOIATY RERFGFLT YTRV YT avaFERLET,

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/vialphat
kind: Subscription

metadata:
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name: opentelemetry-product

namespace: openshift-opentelemetry-operator
spec:

channel: stable

installPlanApproval: Automatic

name: opentelemetry-product

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

d JRDOY > KAEZEFTL T, Operator DRAT—4% A &MREL X7,
I $ oc get csv -n openshift-opentelemetry-operator

2. BIEDFIETHYER T % OpenTelemetry Collector 1 Y 24 V ZRBIGEIRL 7OV Y M 4F
’32 L/ i_a—o

o XHF=HRLTTOY Y MEERTZICIE, ROATY FERITLET,
I $ oc new-project <project_of_opentelemetry_collector_instance>

o AIF—HEESLTOVII MEERTBICIE. ROATY RERTLET,

$ oc apply -f - << EOF
apiVersion: project.openshift.io/v1
kind: Project
metadata:
name: <project_of_opentelemetry_collector_instance>
EOF

3. OpenTelemetry Collector FICYER L7270 = ¥ K IZ OpenTelemetry Collector 1 ¥ 24 > R

EERLEFT,
p= T8
. ALY —LDRl<2D7FOY Y MIEEHD OpenTelemetry Collector 1 &
" ARYVRAFRTEZE Y,

a. OTLP. Jaeger, Zipkin LY —N—,FNRNy T AR—9—%FAHL
T. OpenTelemetry Collector AR Y L)YV —ZXA (CR) ZHAITAXLET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <project_of_opentelemetry_collector_instance>
spec:
mode: deployment
config: |
receivers:
otlp:
protocols:
grpc:
http:
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jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
zipkin:
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
exporters:
debug: {}
service:
pipelines:
traces:
receivers: [otlp,jaeger,zipkin]
processors: [memory_limiter,batch]
exporters: [debug]

b. ROAYY RERITLT, ARITYAXAINCRZEALZET,
$ oc apply -f - << EOF

<OpenTelemetryCollector_custom_resource>
EOF

i3
qEI-I'l

1. ROOAT Y R%&EZEFTLT. OpenTelemetry Collector Pod @ status.phase #* Running
T. conditions 7 type: Ready TH 3 Z & &R L 9,

$ oc get pod - app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_namex -o yaml

2. RDAX Y RAEZEFTL T, OpenTelemetry Collector Y —EXZB#FL £ 7,

$ oc get service -l app.kubernetes.io/managed-by=opentelemetry-
operator,app.kubernetes.io/instance=<namespace>.<instance_name>

2.3. FEIBR
o VSR —EBEDIEMN
® OperatorHub.io
e Web VY —ILADT IR
e WebdYY—IL%{#EMA L7 OperatorHub 5D 1 ¥ X h—)L
o {VRAM—)LENT Operator ™’SDT7 TV r— 3 DIER

e OpenShift CLI DA % FAA
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=t —
253% COLLECTOR D% 7E

3L LY—/nN—

LYy —N—g5F—4%% Collector ICANE T, LY—N—E Ty arR—RFLIFTIAR—RIITBZ
ENTEFEY, BE. LY—N—EEEINLERADT—YE2Z T ANTARERICE#LRL, Thiz#
FREER/NA TSAVTERIND Oty —BLUVITIVRR—F—ITELET, T 74/ NTId
LY —N—@FEREINTVWERA, 1 DFLIFEHDL Y —N—%2BETIVNEIHYET, LY —
N—=F 1 DFLIIEHDT -9V —RA =Y R—NTDIHELRHYET,

3.1.1. OTLP Receiver

OTLP Receiver I&. OpenTelemetry Protocol (OTLP) 2B LThL—R, XKV, BLvOs %
B YiA#HF 9, OTLP Receiver &, OpenTelemetry Protocol (OTLP) Z#fFBA L ThL—REXRNY VR
ZRYRAHFET,

OTLP Receiver B*EIZ7% > TL % OpenTelemetry Collector H 2% L) YV —2R

#...
config: |
receivers:
otlp:
protocols:
grpc:
endpoint: 0.0.0.0:4317 @)
tls:
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
client_ca_file: client.pem
reload_interval: 1h
http:
endpoint: 0.0.0.0:4318 @
tls:

service:
pipelines:
traces:
receivers: [otlp]
metrics:
receivers: [otlp]

OTLPgRPC T RiRA v b, EBBLIHFE. 77 4L~ 1D 0.0.0.0:4317 BMERINF T,

Y—/N—BD TLS 52%E., TLSEBAEANDNRAEZEEZELFY., A LAHZE. TLS IFEMIIAY X
£

Y—NN—D0 547 NEREEZRIET % TLSEEFAEAD/NR, ZhiZ& Y. TLSConfig T
ClientCAs & & U ClientAuth D' RequireAndVerifyClientCert IR EI N F 3, FFiH
l&. Config of the Golang TLS package MR L T X,

O o o9

FIRAEA ) O— R I 2MREEEELE Y. COEIBREINTVWRWES, SIFAZE)O—-RKRIh
Ft A, reload_interval 7 1+ —JL K&, ns., us (F7iE pus). ms. s. m. h B EDEMLEFEE
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MESOXFIESFANET,
g OTLPHTTP TY KR4 > by F7 #JL MEIZ 0.0.0.0:4318 TT,

QO V- /BOTLSHRE. FME. grpc TOMILFEELI Y3 v EBRBLTRS

3.1.2. Jaeger Receiver

Jaeger Receiver [&, Jaeger BT hL —RZHYRAAHFT,

Jaeger Receiver " GMIC 7% > T % OpenTelemetry Collector h X% L) Y —2R

#..
config: |
receivers:
jaeger:
protocols:
grpc:
endpoint: 0.0.0.0:14250 )
thrift_http:
endpoint: 0.0.0.0:14268 @)
thrift_compact:
endpoint: 0.0.0.0:6831 €)
thrift_binary:
endpoint: 0.0.0.0:6832 )
tls:

service:
pipelines:
traces:
receivers: [jaeger]

JaegergRPC TV RiRA v k, BB LHBE. 77 4/ 5D 0.0.0.0:14250 A ERAINE T,

Jaeger Thrift HTTP T RiRA » b, BB LIBE. 77 #J)L D 0.0.0.0:14268 NMEA I N F
ERS

Jaeger Thrift Compact T KR4 >~ b, BBEL7HE. 77 4L h® 0.0.0.0:6831 AAERAINZF
ER

Jaeger Thrift Binary T KR4 » b, ABELEHBE. T 7 4J)L 5D 0.0.0.0:6832 iMEAI N F
E

o ® 99

© V- ROTLSRE, #MIE. OTLP Receiver REL /Y a3V ESRLT(LIL

3.1.3. Host Metrics Receiver

Host Metrics Receiver I&, OTLPFERTX M) VR E=RYIAHF T,
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E:2

Host Metrics Receiver &5 / AY—J L Ea—DOHDH#ETT, 7./ —7L
Ea—#EEIE. RedHat BYR— KDY —EXLRILTJY =X K (SLA) DFRHN
THY., BEMICELTIKRWGEDNHY T, RedHat I, ERBERETINLZF
AT3ZEAHRELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDEEESE W
SREIRHELT. ARBETHREDT AN ZITWT 4 — Ny 7 2R LTVWEELSZ
EEEMELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE 2S8R L TLEIN,

Host Metrics Receiver B E%IZ7% > T\ % OpenTelemetry Collector 7 X% A1) Y —2R

24

apiVersion: vi
kind: ServiceAccount
metadata:

name: otel-hostfs-daemonset

namespace: <namespace>
#...
apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
allowHostDirVolumePlugin: true
allowHostIPC: false
allowHostNetwork: false
allowHostPID: true
allowHostPorts: false
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities: null
defaultAddCapabilities:
- SYS_ADMIN
fsGroup:

type: RunAsAny
groups: []
metadata:

name: otel-hostmetrics
readOnlyRootFilesystem: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- system:serviceaccount:<namespace>:otel-hostfs-daemonset
volumes:
- configMap
- emptyDir
- hostPath
- projected
#...
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
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metadata:
name: otel
namespace: <namespace>
spec:
serviceAccount: otel-hostfs-daemonset
mode: daemonset
volumeMounts:
- mountPath: /hostfs
name: host
readOnly: true
volumes:
- hostPath:
path: /
name: host
config: |
receivers:
hostmetrics:
collection_interval: 10s ﬂ
initial_delay: 1s @)
root_path: / 6
scrapers:
cpu:
memory:
disk:
service:
pipelines:
metrics:
receivers: [hostmetrics]

%33 COLLECTOR D%

RAMXA M) O ZREOHREFERERELF T, BB LABA, 774/ MEEIMTY,

RAMXNY O RZEOMAREELEZREL T, BRLLEBE. T4/ MEK1s TTY,

Host Metrics Receiver B’IL— N7 7 1 IV AT LDIGFI%E R TE 5L D IC. root_path =5 7E L
F 9, Host Metrics Receiver D4 Y R4 V R A EHEITT 215681, 81 VAV RICAL

root_path [E%E&EL £,

BUWRRAMANYIZRAR I L—I=%)ZAMLET, EHABEGRRI L —/—
I&. cpu. disk. load. filesystem. memory. network. paging. processes. & & U process

TY,

3.1.4. Kubernetes Objects Receiver

Kubernetes Objects Receiver I&. Kubernetes APl H—/"\—HD'SIEINZ ATV M2 TILEIE

EERRLFET, TOLY—/N—IF, FIZ Kubernetes 1 RN N EESRH L F 3 1%

HoBHIEHED

Kubernetes 7 7V 7 hEANETEF T, ZOLY—N—FIVS5SRI—2FDFL X MN) —BINET
572, TRTOTFT—YERET BRI IDLY—N—DA VR VA1 2HNIE+2DTY,
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E:2

Kubernetes Objects Receiver &7 / AV —FL Ea—DHDIEETT, 77/ 0Y—
Tl E1—#EEIE. RedHat BEHYR— MDY —ERLRJLT T =X K (SLA) DRt
KATHY., BENICKEETIFRWEENHY £9, RedHat l&, ERERETINS

HEEATHZIEEAMBLTIVERA, 77/ 0V L Ea1—#EEld. RFOEREE
HEVWBER IR L T, BIRBRBTHEDT AN 2TV I 1 — RNy I EREFEL TV
CZEEBMELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

Kubernetes Objects Receiver B G372 > TL % OpenTelemetry Collector 7R ¥ A1) YV —

A

26

apiVersion: vi
kind: ServiceAccount
metadata:

name: otel-k8sobj

namespace: <namespace>

#...

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: otel-k8sobj

namespace: <namespace>

rules:
- apiGroups:

resources:

- events

- pods

verbs:

- get

- list

- watch

- apiGroups:

- "events.k8s.io"

resources:

- events

verbs:

- watch

- list

#...

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: otel-k8sobj

subjects:

- kind: ServiceAccount
name: otel-k8sobj
namespace: <namespace>

roleRef:
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kind: ClusterRole

name: otel-k8sobj

apiGroup: rbac.authorization.k8s.io
#...
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otel-k8s-obj

namespace: <namespace>
spec:

serviceAccount: otel-k8sobj

image: ghcr.io/os-observability/redhat-opentelemetry-collector/redhat-opentelemetry-collector:main

mode: deployment

config: |
receivers:
k8sobjects:
auth_type: serviceAccount
objects:
- name: pods ﬂ

mode: pull g
interval: 30s

label_selector: ﬂ
field_selector: 9
namespaces: [<namespace>,...] G
- name: events
mode: watch
exporters:
debug:
service:
pipelines:
logs:
receivers: [k8sobjects]
exporters: [debug]

ZDLY—N—NERT )Y —REL, lc&zIE. pods. deployments. events 72 & TY,
ZDLY—N—ERTZEAE— K, pull £7/(F watch TY,

TLE—RICOHERSNES, 77910 ETLTBEROMBTY. ABLEBAE. F74
JUMEIE1h TY,

A=y NeEBHETDEOHOIRILELIY—,

=Ty NeTAa VI ) TT2-0DT1—ILREL IS —,

QDO 009

ARV N%&EUNEET % namespace D) A b, BABEL7ZIFE. T 74/ MEZ all T,

3.1.5. Kubelet Stats Receiver

Kubelet Stats Receiver I&. kubelet ® APl —/X—H5 /) — R, Pod, AvF+—, R 12— ALICEE
TEIAN)IREHELET, ThOHDARMN)IRIF, ISBRZDFTDEHICA N I RNIE/NRA TS
A VICELNET,
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E:2

Kubelet Stats Receiver i35 /Oy —7 L Ea—DADMEETT, 7o7/05—TL
Ea—#EEIE. RedHat BEYR— KDY —EXLRILTJTY =X K (SLA) DR
THY., BEMICKE2TIERBRWEELHY £J, RedHat l&, ERBEIRIETINLAE
AT HBLTVWERA, 77 /0 -7 E1—#EEE. SHORDIEEL W
LREIRHELT. AREBEBETHEDTAMNZITVWI 4 — RNy I ZRHELTVWERLLCZ
EEBERNELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Kubelet Stats Receiver "' E%IZ72 > TL' % OpenTelemetry Collector 1A% A1) YV —2

#...
config: |
receivers:
kubeletstats:
collection_interval: 20s
auth_type: "serviceAccount"
endpoint: "https://${env:K8S_NODE_NAME}:10250"
insecure_skip_verify: true
service:
pipelines:
metrics:
receivers: [kubeletstats]
env:
- name: K8S_NODE_NAME @)
valueFrom:
fieldRef:
fieldPath: spec.nodeName
#...

Q API |CEREE 9 % 7= 1C K8S_NODE_NAME %3 E L £ 7,

Kubelet Stats Receiver (Zl&. OpenTelemetry Collector DRITICHERINZ Y —ERXT7HT Y MIFT
ZEMDIERNBETT,

H—ERTH TV MIBERIER

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [']
resources: ['nodes/stats']
verbs: ['get’, 'watch’, 'list']
- apiGroups: ["]
resources: ['nodes/proxy"] ﬂ
verbs: ["get"]
#...
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extra_metadata_labels Z 7= (3 request_utilization % 7= (& limit_utilization X ) 7 X = {FEH 7
% & FITRESHER,

3.1.6. Prometheus Receiver

Prometheus Receiver (X M)V RTV RIRAV N &RV LA T LET,

E:2

Prometheus Receiver l&7 2 /O — L Ea—DHDHETT, 70/ Q9 —7L
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
THY., BEMNICELTIKRWGENHY £F, RedHat I, ERERETIN S ZF
AT3ZEAHELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDHEEESE W
LREIEBL T, AREBTHBEDT AN Z2TVWI 1 — KRRy 7 ZREHELTWEELCZ
EEEMELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIW,

Prometheus Receiver B 83127 > T\ % OpenTelemetry Collector AR % A1)V — 2R

#...
config: |
receivers:
prometheus:
config:
scrape_configs: ﬂ
- job_name: 'my-app' 9
scrape_interval: 5s
static_configs:
- targets: ['my-app.example.svc.cluster.local:8888] ﬂ
service:
pipelines:
metrics:
receivers: [prometheus]

Prometheus KR & FRA L THREERA LA TLET,
Prometheus M 3 74,

ANVOGRT=9%20 14T 50Mm HEEMEZITANES, T74I MEEZIM T,

0009

AN ZADBPREINDEY—T v b, ZDHITIE. example 7O Y MDD my-app 7 7 1) r—
AV LANY I RERILATLET,

3.1.7. Zipkin Receiver

Zipkin Receiver &, ZipkinvVI 8LV V2R TML —RZRYRAAHFT,

Zipkin Receiver B’ MIC7% > TW % OpenTelemetry Collector H1 24 L)V —2R
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#...
config: |

receivers:

zipkin:

endpoint: 0.0.0.0:9411 @)

tls:
service:

pipelines:
traces:
receivers: [zipkin]

#...

‘D Zipkin HTTP T RiRA4 v b, BBELBE. 77 4L D 0.0.0.0:9411 BMERI NI T,

Qg H—/N—AD TLS 38 E., FHik. OTLP Receiver 8EL /> avaSRB LTIV,

3.1.8. Kafka Receiver

Kafka Receiver (&, Kafka b5 hL—R, XKUYV R, O % OTLPHATZELET,

2

Kafka Receiver &5 /A —J L Ea—#eETd, 77 /0V—FL E 1 —#EEIL.
Red Hat @Y R— FDHY—EZXLRILT T ) =X N (SLA) DFRATH Y., HEAEEH
ICRBETIEAWEAELHY £T, RedHat 1F, EHREBRETCINSAFRAT I & AH#
BLTWERA, 77/0V—TLEa—#EEIE FORREELVWERREL
T. FARKRETHEEDT AN 2TV I 1 — KNy I R#FELTWEELZEZBHNEL
TWEY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 283FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TEIWN,

Kafka Receiver " B3I/ > T % OpenTelemetry Collector # A% A1) YV —2

30

#...
config: |

receivers:

kafka:

brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0

topic: otlp_spans 6

auth:

plain_text: ﬂ
username: example
password: example

tls:

ca_file: ca.pem

cert_file: cert.pem

key_file: key.pem

insecure: false

server_name_override: kafka.example.corp ﬂ

service:
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pipelines:
traces:
receivers: [kafka]

H

Kafka 7O0—H—®D"Y X b, 77 #JL ki localhost:9092 T,

Kafka 7R RN D=3y, & ZE 2008ETY, ThiFBEZ71—ILRTY,
FAHEY JTTD Kafka M EwY ¥ D&, 77 4L Md otlp_spans TY,

TL—VT7F X NRARE. B LABE. TL—r 73X MREEIIEMICRY £,

9547 MIDTLSEBFE, TLSEFAZADNRAETEHZLEX T, B LIBE. TLS SREFIXER
IRy x99,

H—N—QDIHRAEF T —V ERANEDORIEZEENICLET, T 74/ N false T,

ServerName I&, RIEBRRAT 4 V%Y R—bT2=DICIV ATV MIE>TERINALY—
/(_o)%ﬁﬁ%zﬁbia—o

3.1.9. Kubernetes Cluster Receiver

Kubernetes Cluster Receiver I&. Kubernetes API H—/NN—MNS5I9S5AF—XA N)DREIVTAT 14—
ARV NERELFT, TDOLY—/N—[F, Kubernetes APl L CEHICEAT 2BEREZELZ
T, TOLY—N—0DFEIE, Y—ERT7HOVMNEEBLTOAYR—MINhFET,

E:2

Kubernetes Cluster Receiver (577 /O —7 L E2a—DHDIEETT, T ./0V—
T Ea1—#EEIE. RedHat RYR— KDY —EXLRILT T —X > K~ (SLA) DR
KHATHY, BENICELTIIRWGEDLNHY £9., RedHat I, EHRERIETINDS
BEATARIEAHBLTVWERA, 77/05—7LE1—#EEk. SHOR e
EFWHRCIRM LT, FAXRBETHEDT AN ETWI 4 — RNy I 5RBELTWEE
CZEEEMELTVWET,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE 2S8R L TLEIN,

Kubernetes Cluster Receiver B BRIC72 > TL\ % OpenTelemetry Collector H1 X4 LY YV —

A

#

receivers:
k8s_cluster:
distribution: openshift
collection_interval: 10s
exporters:
debug:
service:
pipelines:
metrics:
receivers: [k8s_cluster]
exporters: [debug]
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logs/entity_events:
receivers: [k8s_cluster]
exporters: [debug]
#...

ZDLY—N—IlIF, BEFAHFDODHY—ERTHOV N, 95X —O0—JILDRBACIIL—IL, LTV
RBAC#H—ERT7HI Y MINA Y RTBZBIZAY—O—ILINA VT4V ITHBETT,

ServiceAccount 7 7Y 7 b~

apiVersion: vi
kind: ServiceAccount
metadata:
labels:
app: otelcontribcol
name: otelcontribcol
#...

ClusterRole # 7> £ @ RBAC JL—JL

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otelcontribcol
labels:
app: otelcontribcol
rules:
- apiGroups:
- quota.openshift.io
resources:
- clusterresourcequotas
verbs:
- get
- list
- watch
- apiGroups:
resources:
- events
- namespaces
- namespaces/status
- nodes
- nodes/spec
- pods
- pods/status
- replicationcontrollers
- replicationcontrollers/status
- resourcequotas
- services
verbs:
- get
- list
- watch
- apiGroups:
- apps
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resources:
- daemonsets
- deployments
- replicasets
- statefulsets
verbs:
- get
- list
- watch
- apiGroups:
- extensions
resources:
- daemonsets
- deployments
- replicasets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- watch
#...

ClusterRoleBinding =7 7> = 7 k

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otelcontribcol
labels:
app: otelcontribcol
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: otelcontribcol
subjects:
- kind: ServiceAccount
name: otelcontribcol
namespace: default
#...

%538 COLLECTOR D%
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3.1.10. OpenCensus Receiver

OpenCensus Receiver (&, OpenCensus 7OY TV N EDTFRUEBRMEARHE L. FHEFADI—RKR—
ADBITEBRZICLET., gRPC F/IE HTTP 8L U Json #/ L T OpenCensus B TA R U R &
PL—2%EZELET,

OpenCensus Receiver "M IC7E > TL % OpenTelemetry Collector h 24 LY YV —2

#...
config: |
receivers:
opencensus:
endpoint: 0.0.0.0:9411 @)
tls:
cors_allowed_origins: 6
- https://*.<example>.com
service:
pipelines:
traces:
receivers: [opencensus]

OpenCensus T RiR4A v b, BB LABE. T 7 4 )L b 0.0.0.0:55678 T,

H—/N—AD TLS 38 E., FHik. OTLP Receiver 8ELZ /> avaHRB LTIV,

-

HTTPJSON TV KR4 v h&FHAL T, 73V TCCORSARETDIEEHETEET, Th

X, TDT74—ILRTHAINBZCORSAN S VDYRNEIBETZIETAMICARYET, *%
BU7414I)V KA—NKI&, cors_allowed_origins TZIFANLNE T, FEDA Y DV E—HIHE
Il *DOHEAHDLET,

3.1.11. Filelog Receiver

Filelog Receiver (£7 7 4 LA SOV % BH L TR L £ T,

2

Filelog Receiver (379 /AY—7 L Ea—DHDEETT, 7/ AV —TL Ea—#
BEIZ. RedHat BB Y R— MDY —ERLRILT T =XV K~ (SLA) ODRRHATH Y.
HEEMICRELTIERWSEEDLHY T, RedHat ld. ERERIETCINSEFRTSZ
EEHRLTVWERA, T7/0V—7LE1—#EEE. SHORMELVERIR
LT, FAREBTHEEDT AN ETVWI A — KRNy VA REFELTWERELLZEEEYN
ELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TEIN,

TH¥FAMNT 74 %BHT % Filelog Receiver AE%1I72 > TL % OpenTelemetry Collector
NAY LYY —R

#...
receivers:
filelog:
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include: [ /simple.log ] @)
operators:
- type: regex_parser
regex: '"M(?P<time>\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2}) (?P<sev>[A-Z]*) (?P<msg>.*)$'
timestamp:
parse_from: attributes.time
layout: '%Y-%m-%d Y%H:%M:%S'
severity:
parse_from: attributes.sev

‘) FHARMYBRD 7 7AIVIRRIIIR Y FTET 74 glob/R¥—>D1) X b,
e F9., OV %BEMNOHRICLIET BTk, BED Operator ZEFEL 7,

3.1.12. Journald Receiver

Journald Receiver (&, systemd ¥ ¥ —FJLH5 journald 1 XY h&fEfTL, OJELTEFBLET,

2

HEEld, RedHat @Y R—FDH—ERLRILTTY =XV N (SLA) DXERATH

Y, BEEMICREETIEAWEEDSHY £9., RedHat Id. ERERIECINSAFERT
ZIEEHBELTVWERA, 77/ 0T L Ea1—#iEE. BRROMAMEELVWER
CIRELT, AREBEBTHEDTAMNEITVWI A — RNy V7 E2RHBHLTWEECZESE
BRELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Journald Receiver BB IC7% > TL % OpenTelemetry Collector h1 2% L) YV —2R

apiVersion: vi
kind: Namespace
metadata:
name: otel-journald
labels:
security.openshift.io/scc.podSecurityLabelSync: "false"
pod-security.kubernetes.io/enforce: "privileged”
pod-security.kubernetes.io/audit: "privileged"
pod-security.kubernetes.io/warn: "privileged"
#...
apiVersion: vi
kind: ServiceAccount
metadata:
name: privileged-sa
namespace: otel-journald
#...

apiVersion: rbac.authorization.k8s.io/v1

Operators MEEF, & Operator l&. ¥4 LAY > 7% JSON DR E DB Y X7 HRITL

Journald Receiver 54 /O3 —F L Ea—DHDEETYT, 52 /05—FLEa—
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kind: ClusterRoleBinding
metadata:
name: otel-journald-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:openshift:scc:privileged
subjects:
- kind: ServiceAccount
name: privileged-sa
namespace: otel-journald
#...
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel-journald-logs
namespace: otel-journald
spec:
mode: daemonset
serviceAccount: privileged-sa
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- CHOWN
- DAC_OVERRIDE
- FOWNER
- FSETID
- KILL
- NET_BIND_SERVICE
- SETGID
- SETPCAP
- SETUID
readOnlyRootFilesystem: true
seLinuxOptions:
type: spc_t
seccompProfile:
type: RuntimeDefault
config: |
receivers:
journald:
files: /var/log/journal/*/*
priority: info
units:
- kubelet
- crio
- init.scope
- dnsmasq
all: true 6
retry_on_failure:
enabled: true ﬂ
initial_interval: 1s 6
max_interval: 30s G
max_elapsed_time: 5m ﬂ
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processors:
exporters:
debug:
verbosity: detailed
service:
pipelines:
logs:
receivers: [journald]
exporters: [debug]

volumeMounts:

name: journal-logs
mountPath: /var/log/journal/
readOnly: true

volumes:

name: journal-logs
hostPath:
path: /var/log/journal

tolerations:

key: node-role.kubernetes.io/master
operator: Exists
effect: NoSchedule

#...

AvtE—YDBEEFLIIEBXAEDSEBETHEANZ 74 ) I LET, T7 2/ MEWL info T
_a—o

IVMN)—DFEARYTOIZY b2 )AMLET, ZDHFE. IRNTOIZY MHLI VM) —
HFmAMONE Y,

EBICEVAOVPHATEIRVWEFAZOCOVE2E20FT, T 74/ MEIK false TT,

true ICERET 2 &, YO VARN)—LDAVER—ZXV MDLIS—HIRERELLFEEIC. LY —
N=DT 74 ILDFHEHNY #—EEL, WEOOTDNNY FEBEELLDIELEYT., 774
N{& (& false T,

BOKBMHISBHAITI 2 TCHET 2REOEMR. =7 4/ MEIX1s TY, BT
ms. s. m. h 9,

BEATNY X TEBOLR, CODEICETZE. ZOROBHATEOBRN I DET—EICIRE
NEd, 774 MEIE30sTY, HYR—MINTWBELIE S, s. m. hTY,

ANy FESFIVIAN)—ALADAV Y 21— —IIEETH2RITORARBEBR (BEHTE22D).
CDEICET R E, T—IDPWEINE T, REEHN 0DIFE. BAITIELELEFEA, T7 2
JVMNMBIEBM TY, YIR—RMAINTWBEMIEms., s. m. h T,

3.1.13. Kubernetes Events Receiver

Kubernetes Events Receiver |&. Kubernetes APl H—/ A=W S5 ARV K EIRELF T, REI AR
Y MEOJIZEBRINE T,
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2

Kubernetes Events Receiver (354 /A —7F L Ea—DADIEETY, 70 /AT —
Tl E1—#EEIE. RedHat BEHYR— MDY —ERLRJLT T =X K (SLA) DRt
KATHY., BENICELTIERWGENHY T, RedHat lE. ERBERETING
BEATRZIEEHBLTVWERA, 77 /0 -7 L E1—#EEIZ. REFOR A
EFWHSBRCIRML T, BREETHEEDTAMNEITWI A — RNy 7 ERHFELTWEE
KZEHEEMELTWVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICREAT 23FMIE. 727/ 00—
T Ex—#EDYR— MNEFE 2S8R L TLEIN,

Kubernetes Events Receiver | E 7 OpenShift Container Platform DHE[R

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
labels:
app: otel-collector
rules:
- apiGroups:
resources:
- events
- namespaces
- namespaces/status
- nodes
- nodes/spec
- pods
- pods/status
- replicationcontrollers
- replicationcontrollers/status
- resourcequotas
- services
verbs:
- get
- list
- watch
- apiGroups:
- apps
resources:
- daemonsets
- deployments
- replicasets
- statefulsets
verbs:
- get
- list
- watch
- apiGroups:
- extensions
resources:
- daemonsets
- deployments
- replicasets
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verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- watch
#...

Kubernetes Events Receiver B3I/ > TL % OpenTelemetry Collector h X% L) YV —
A

#...
serviceAccount: otel-collector ﬂ
config: |
receivers:
k8s_events:
namespaces: [projecti, project2] 9
service:
pipelines:
logs:
receivers: [k8s_events]
#...

ﬂ WWE 7L ClusterRole otel-collector RBAC % #D Collector DY —ERXT7ho Vv b,

ARV NEINEET % namespace D) A by T 74 MEIFETY, ZOHE. §XTD
namespace BMEINF T,

32. 70ty —

TOtyvH—lE, T—YEZELTHSIIRR—IMNTZETICT—YENELEYT, Oty H—I1F
F72avTd, T7HIMNTIE, 7Oy —3EMICR>TVWEEA, 7AEYH—IF, TRTD
T—HY—RH L TEMITEIRELGHYET, IRXRTOTOLY Y —DBITRTOT—FY—R%&H
R—RMNTB2HIITEHYFEA, T—FY—RICE>TIF. EEOTOEY H—DBRICAR > TWBHE
EMEIrHYET, 7O v Y —DIEFRIEETHD I EITERELTLEIL,

3.2.1. Batch Processor
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Batch Processor &, ML—REXNY DOV RAENYFUIBLT, FL XN —(FREEET D7D
EREEEROBERS LET,

Batch Processor %2 £ ¥ %3155 D OpenTelemetry Collector hH 24 A1) YV — 2D

#...
config: |
processor:
batch:
timeout: 5s
send batch_max_size: 10000
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]
#...

Z=3.1Batch Processor ClEH XN B/ N A —4—

T4k

timeout Ny FH 4 XERARL, FED  200ms
ARy FAEXEELET,

send_batch_size EEINLEMDRNVFEIE XN 8192
1) J 2AD1EIT, Telemetry 7—%
DNy FEEEFELET,

send_batch_max_size Ny FOERRFETA 0
X, send_batch_size LA ET#H
IRENHYET,

metadata_keys TIOT47ICT 3 ]
&, client.Metadata TRE>H -
F-—EBDEEY hZTEIT/NY
Fr—AVRYVAPERINZE
E

metadata_cardinality_limit metadata_keys %% EY 5 &, 1000
TOERAFICMBINDE XY F—
S DF—EEDHAEHLEDED
FIRINE T,

3.2.2. Memory Limiter Processor

Memory Limiter Processor &, Collector DX € ) —fFHEZEMHAMICF v I L. VI MXE)—)
SYMIZBELAESIT—AUEBE—RELLET, 20Oty —Id. PL—R, XMNYIR B
SOV EHYR—MLET, BITIVAR—IXVN@ERLY—N)IE, BLT—Y0EEEBHATT
ZZENMEEINTHEY., BET VNI T Ly vy—5BRITZBEIHYET, XE)—FEH
BENN—RKY Iy NEHBZA25E, Memory Limiter Processor IC& 2 THR—=I AL U 3 VA 5&HIMIC
EITINET,
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Memory Limiter Processor % £ ¢ %1% & D OpenTelemetry Collector h1 X4 L) YV —RX D

Ll
#...
config: |
processor:
memory_limiter:
check interval: 1s
limit_mib: 4000
spike_limit_mib: 800
service:
pipelines:
traces:
processors: [batch]
metrics:
processors: [batch]
#...

3.2 Memory Limiter Processor CEX N 3/35 XA —4—

T4k

check_interval X E) —EAE0RERDORRE,
RERMEIF 1S TT,
IHEET BN -V DIHFE
i&. check interval % 5 9
. spike_limit_mib % %3
ZENTEET,

limit_mib N—RIUIy b, E=TI1CEIY Y
TONBAEY —DRAR (MB
Bfi1), BH. OpenTelemetry
Collector D&EE A E) —FHE
&, ZDELYHKSOMBKREL

BrYET,

spike_limit_mib AL 1) 2y b, TNIFE. FRE
INBAE)—FEREDEARN
42 (MiB #4I) T, miBER{E
(&, limit_mib ©#J20% T9,
VI7RM)Iy NEEET BIC
(&, limit_mib » 5
spike_limit_mib #B&E L

3—0

limit_percentage limit_mib t@LCT9 . EHT
A AE) —DNR—tVT—
JELTERINZET, limit_mib
BREF. CORELVEBEIN

ij—o

Os

limit_mib ® 20%
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T4k

spike_limit_percentage spike_limit_mib R CTY 0
A FEATRLEEHXE)—D
N—tErTF—IELTERINZE
¥, limit_percentage % E & #f
BY2I&2BHELTVWETY,

3.2.3. Resource Detection Processor

Resource Detection Processor I, OpenTelemetry DY YV =23 V754 v VBEEIZEHDE T, KA b
DY —20FMEHNLET. o0y H—d BREINABEREZFEALT FLAN)—F7T—%
AD)Y —AEEBMELIEEIBRAIZIEHNTEET, 20Oy —IEbL—REX NI R %E
HR—MLET, COTOYHY—IL Docket A9 F—9T1TI89—%
OTEL_RESOURCE_ATTRIBUTES BIEZH T« 70 9 —h &, BHOT 1709 —CHEATEXT,

2

Resource Detection Processor (3572 /O —J L Ea1—#gEOHATT, 70./09—
T Ea1—HEEIE. RedHat RYR— KDY —EXLRJLT T —X > K~ (SLA) DR}
RATHY., BEMNICREETIHABRWGEDLHY £9, RedHat I, EFEFRETINDS
BEATRZIEAHELTVWERA, 77/80 -7 Ea1—#ElL. EHOE MM
EFWHBRECIRML T, BARBETHEEDTAMNETVWI A — RNy 2 ERHELTWEE
K ZE&EZBMELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMiE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Resource Detection Processor IZ W E 7 OpenShift Container Platform DH&R

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

#...

Resource Detection Processor % {§fi 3 % OpenTelemetry Collector

#...
config: |
processor:
resourcedetection:
detectors: [openshift]
override: true
service:
pipelines:
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traces:
processors: [resourcedetection]
metrics:
processors: [resourcedetection]
#...

RIEZHT 1 TV 9 — %1% 2 7= Resource Detection Processor % {#fi 9" % OpenTelemetry
Collector

#...
config: |
processors:
resourcedetection/env:

detectors: [env] ﬂ
timeout: 2s
override: false

#...

Q FATET4T05—%EELET, COBITIR. BETATI5—PEEINTVET,

3.2.4. Attributes Processor

Attributes Processor (&, R/X>, OF., FLWEAN) IV ROBRUALERETXET, AAT—9%5 T4
WH )T LTEBEL BEDT7I72avIlHLTZEDLIRT—IAE2EDLEVBRA LY TE LI
DAty —ARETEET,

E:2

Attributes Processor (&7 %2 /A — 7L Ea—#EETY, 77 /0—FL E1—#ke
. RedHat &R Y R—bDH—ERLRNLT T =X N (SLA) OXRATHY . #
BEMICSELTIERWGEDNHY T, RedHat 1Z. ERBRETCINLOAFEFRTL L
EHBELTWERA, 727/05—FL Ea—#id. RFOR LS WS B R4
LT, FAREETHEDTAMNETVWI A — RNy I ERHFELTWARLCZEZBHNE
LTWEY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

07Oty —@TIavn) A EREL. RETEEINEIRFETT /2 a v ERITLET,
RDT V2 aVvhPR—FINTVET,

Insert

BEINEF—DFLEEELLVGERE. AAT—PICHLVWERHEZFBALET,
Update

F—DITICHFAET 2HER. ANT—IDOEHEZEHLIT,
Upsert

BAT7IaVvERHT7IaveldabEET, F—NFELEELAVGERIE. FILLWEKZ
BALET, F—DITIKHEETIEEEERZERLET,

Delete

ANT—IDLEBHEZHRLET,
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Hash
BEORBRMEA SHATE LT/Ay a2 LET,
Extract

FRRBIL—ILAEFALT, =L TEREINLAAF—HISIY—Fy hF—FTOEEHELZ
To =4 v hF—DTTILEET BB E X, Span Processor D to_attributes 5% & & F#kIC, BE
FEORBMEY—R&ELTY—Ty hF—DF—N"—F4 REIhZET,

Convert
BEORMAEEINLBICERLET,

Attributes Processor % {9 % OpenTelemetry Collector

#...
config: |
processors:
attributes/example:
actions:

- key: db.table
action: delete

- key: redacted_span
value: true
action: upsert

- key: copy_key
from_attribute: key_original
action: update

- key: account_id
value: 2245
action: insert

- key: account_password
action: delete

- key: account_email
action: hash

- key: http.status_code
action: convert
converted_type: int

3.2.5. Resource Processor

Resource Processor I&, VYV —ZABMICEREAFEALE Y., oSOty y—i&. bL—R, XKUY
2, Lo EYyR—NLET,

E:2

Resource Processor &7 / OV — L Ea1—#EOHTT, 77 /0V—FLEa1—
HeEEld, RedHat @Y R—FDHY—EXLRILTTY =XV N (SLA) DHERATH

Y, BENICEETIERWEELNHY £9, RedHat I, ERFRETCINSZFERT
ZZEEWBLTVWERA, 77/0V—TLE1—#EEIX. BFORRBEELWNVEE
CIRELT, AREETHEDTAMNEITVWI A — RNy JERHFHLTWEECZESE
BRELTWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23MIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,
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Resoiverurce Detection Processor % {#f3 9 % OpenTelemetry Collector

#...
config:
processor:
attributes:
- key: cloud.availability_zone
value: "zone-1"
action: upsert
- key: k8s.cluster.name
from_attribute: k8s-cluster
action: insert
- key: redundant-attribute
action: delete
#...

Blix. BEOHIKR. BHEOEA, FLEBEOT Yy TH— R NE, VY —ZABHICERINS 7Y
vaveExRLET,

3.2.6. Span Processor

Span Processor &, Z/NVEHICEDWTRNVZEZETEN, ANVEADPLANVEEHZHBEBELE
T, 207AtyY—iE, RNRNVDRT—IREEELLY, ANVEBMLEYBRALLEYTEZZE
£tTEFY, 0Oy —E ML —REHR—-MLTWET,

ANV DEHBERICIE, from_attributes SREZFEAL T, FILLWERIOBUHZIEET 2HENHY X
-a—o

E:2

Span Processor 377 /AY =T L E1—#EDHTT, 77 /0 —FL Ea—iEE
I, RedHat &R YR—bDH—ERLRNLT T =X N (SLA) OXRATHY .
BEHICER2TRAWSEEDHY £9, RedHat ld, ERBERITCINLEFERID &

EHELTWERA, 77/0V 7L E1—#EEIZ. RFORMMAELX WS R R
LT, AREETHEDT AN ZITVWI 4 — KRRy I ZRHLTVWERECZIEZBNE

LTWEY,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

ANV DZBIZEIC Span Processor % {1l 9 % OpenTelemetry Collector

#...
config: |
processor:
span:
name:
from_attributes: [<key1>, <key2>, ..] ﬂ
separator: <value> 9
#...

@ FLURVEERRTBF—EEHELIT,
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@ 77vavoRgyYxF,

07Oy —%FALT. ANRNVENSLEBHEAMBTEET,

ANV EDSDEMHE IC Span Processor % {§f 3 % OpenTelemetry Collector

#...
config: |
processor:
span/to_attributes:
name:

to_attributes:

rules:
- NapiVv1VdocumentV/(?P<documentld>.*)Vupdate$ ﬂ

@ o MEORTHEEERELET, IOWKL—LEERTEET, L Z0B
A, ERRENERIE—BHT 5 E. documentlD BENERINE T, ZDHITIE. AHDR/IRY
£ 1° /api/vi/document/12345678/update DiHE. HAR /XU &I
/api/vi/document/{documentid}/update & 7Y, #7L L\ "documentld"="12345678" &4 H* X /\
VIEMEINET,

ANVAT—HAEETETEFET,

AT —4 AZ BT Span Processor % {1 4 % OpenTelemetry Collector

#...
config: |
processor:
span/set_status:
status:
code: Error
description: "<error_description>"

3.2.7. Kubernetes Attributes Processor

Kubernetes Attributes Processor Tld., Kubernetes X9 7 —4 %FEHALT. ANV, XMNYI R, &
Loas) Y —2AEMHEBHMICRETEET, 27Oty —id, PL—R, XKYIR, BLV
AJ%&aHYR—KLET, TOTAEYH—IE, Kubernetes )V —REBHEMICEHRIL. TIDNDH XY
T—HEMBELT. COMBINLXYT—9%E)Y—ABMEE LTEET BNV, XNV R, O
TICHAHAHE T, KubernetesAPI R LTI SRY—KHNTEMELTWSTRTD Pod AR L.
IP7 KLR, PodUID., 8LV ZDMDEEXY TF—4 DigsxzMIFLET,
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E:2

Kubernetes Attributes Processor &5 %7 / OV — 7L E1—#EEOHTT, T4 ./0
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T =X b (SLA)
DRRATHY., BEMICER2TIFAWGELHY F9, RedHat l&, EFRERIET
NOAFHETEZIEAHBELTVWERA, 727/0Y -7 L Ea1—#EEIX. RFOER
HMEEEWERIREL T, AREBETHEDT AN ETVWI 41— RNy J5R#LTY
RS ZEEBHELTVWET,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

Kubernetes Attributes Processor I E /IR D OpenShift Container Platform &R

kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [']
resources: ['pods', 'namespaces’]
verbs: ['get’, 'watch’, 'list']
#...

Kubernetes Attributes Processor % {4 % OpenTelemetry Collector

#...
config: |
processors:
k8sattributes:
filter:
node_from_env_var: KUBE_NODE_NAME

3.2.8. Filter Processor

Filter Processor I&. OpenTelemetry Transformation Language Z2;FFA LT, 7L XA M) —F—4% %1

BILHELBIILET., TNOSDREDOVWTIAONH/LEINDE, TLAN—F—YIWEINFE
¥, ORMIEBEEFAFERHTZE. RUEHEAEDEZIENTEEY, 2o Oty —IE, bL—
A2, AMNYOR BLUOTEYR—MLET,

E:2

Filter Processor (372 /AY =L Ea—#EDHTY, 727 /0TI —TL E1—#pE
. RedHat & FZYR—bDH—ERLRNILT T =X N (SLA) OXRATHY .
BEHNICRETIEARWGEDNHY £, RedHat Id. EHRERIECINSOAFHRHT I &

EWELTWERA, 77/00—FL Ea1—#fiEd. RFOMGMES SR IR
LT, HAREBETHEEDT AN E2ITVWI7 41— RNy 0 ZREFELTW RS I EEBME

LTWEY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 09—
T E1—#EDYR— MNEFE 2S8R LTI,

OTLP Exporter B BMICT7R > T % OpenTelemetry Collector 7 A% A1)V —2R
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#...
config: |
processors:
filter/ottl:
error_mode: ignore 0
traces:
span:
- 'attributes["container.name"] == "app_container_1" 9
- 'resource.attributes["host.name"] == "localhost™
#...

ﬂ IS—E—REEHELET, ignore ICRET 5 &, FEICL > TRINAIS—HIEEINFE
¥, propagate ICERET D&, TT—DNNA TSAVIGRINET, TS5—HRETIE. RA
O— R4 Collector B SHIBRINE T,

9 container.name == app_container 1 B4 %=fFOANVEZ 745 )V JLZET,

9 host.name == localhost ) V —RBMAFODANVZT74ILY )T LET,

3.2.9. Routing Processor

Routing Processor I&, OJ. X MUV R, FLIEFEMNL—RERFEDI YV AR—F—III—FT14VJL
F9., coFOtyvH—iE VY—XBHEP. FELELZGRPC ELIETL—Y HTTP ERMOAY §—
HinAEY ., AN EICHLC TN L —RIBEHREEETZ2 IV AR—I—ICEFETEET,

E:2

Routing Processor 5% / OY— 7L Ea1—H#EODHTYT, T/ OV —FLE1—#
BEIZ. RedHat BB Y R—MDHY—ERLRNILT T =XV K~ (SLA) ODRRHATH Y.
HEEERMICEL TIRABRWEEDHY £T, RedHat IZ. EHRERETCINSA2FEATSZZ
EEHWELTVWERA, 77/07 7L 11—, SRFORGMEEL VSRR
LT, BAREBETHEDT AN ATV I+ — RNy I ERBLTW LRSI EZEN
ELTWVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

OTLP Exporter B BICT7R > T % OpenTelemetry Collector 7 A% L)V —2R

#...
config: |
processors:
routing:
from_attribute: X-Tenant ﬂ
default_exporters: 9
- jaeger
table: @)
- value: acme
exporters: [jaeger/acme]
exporters:
jaeger:
endpoint: localhost:14250

48


https://access.redhat.com/support/offerings/techpreview/

%33 COLLECTOR D%

jaeger/acme:
endpoint: localhost:24250
#...

‘D IW—REEFTTREXDILYITY TEDHTTP AY ¥ —4,

Qg BHEEINROEI Y a3 VORICEELAWEADT 7 4L MDIT I RR—4 —,

g EDEEEDITVRAR—I—II—F 1 VI T 2DEEETET—T I,
WHEICIH LU T, from_attribute A TOREMDRZRBT 2 €& T 5 attribute_source SZEZFX T X
T FAIINZIEIE, HTTPAY A —A2E0CAVTFAMNEMRERT DA X context, F/iEYV—2R
BMHAWRERT 5155 (d resource T,
3.2.10. Cumulative to Delta Processor

Zo7atyd—iE, B/ A=V IXNIIR BEANIIR, BLITVERMNISLANYIR%EE
JRZVITLIXAN) O RICEBLET,

include: £ 7-(3 exclude: 7 1 —JL KZ{FRA L., strict X M) 7 RE&—HF /=L regexp X b U 2 &—
BEBETDE ANV IRETAIILI YV ITEET,

Zo7OtvY—id, B/ MY ILUNDEETEEBBEA NS LETHLEE A,

2

Cumulative to Delta Processor &7 %7 / OY— L E1—DHD#EETT, 72 ./0
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T =X b (SLA)
DRRATHY., BEMICKER2TIFAWGELHY F9, RedHat l&, EFRERIET
NoAEFEHETLIEAHELTVWERA, 77/00—7FLEa—#EElL. RFOER
HEEWERIREL T, RAREBETHEDT AN ETVWI 1 — RNy I 5R#LTY
RS ZEEBHELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

Cumulative to Delta Processor A" E%IZ 7 > T\ % OpenTelemetry Collector 71X % L)
Y — 2D

#...
config: |
processors:
cumulativetodelta:
include: 0
match_type: strict 9
metrics:
- <metric_1_name>
- <metric_2 name>
exclude: ﬂ
match_type: regexp
metrics:
- "<regular_expression_for_metric_names>"
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‘D 73V BMTBEA RN IRERELET, AT 2E., exclude 74 —ILRICYURMINT
WBEDERRLSKTRTDARNY ATV ARNY D RIZEBINE T,

metrics 7 1 —JL NICHEET 5{E%. strict E2—HF /I regexp EFRFKRIKE L TEHRLE T,
TIIARNY) I RAICERTZ (RE—BFELITERKRBIC—BTZ)A NI IRADXA N V2%
DRAMLET, X MY UM include 7 1LY —& exclude 7 1 LY —DEAIC—HT %15

&. exclude 7 1 LY —DBEINF T,

FTaVv AT EANIVRERELET, BT DE. TILIANY IV ZADERLIS A b
) O ABBEAIhEE A,

o oo

33. TV AR—H—

ITHORR—=F—IF, 1DUEDONY VTV RFELIFBREILT—YEEEFELET., TIVRAR—F—F Ty
VAR—RFLETIR—=RAILTZIENTEET, 774N DMTEH, TIRAR—Y—IFREINL TV
FtA, 1 DFLIFEBOI VAR —%RET IMUEINHYET, TIRR—F—IF1DUELED
T—HY—REYR—NTEFET, TVAR—FI—ET I NRETHERATETETH. <L DHA.
DR EEBEBLVEF2) 71 —RELIBET D1-DDERENVETT,

3.3.1. OTLP Exporter

OTLP gRPC Exporter I&. OpenTelemetry Protocol (OTLP) ZfERA L TChL—REXKNY IV REIT VR
R—MLET,

OTLP Exporter B BMIT7R > T % OpenTelemetry Collector 7 A4 L)V —2X

#...
config: |
exporters:
otlp:

endpoint: tempo-ingester:43170

tls: g
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
insecure_skip_verify: false #@
reload_interval: 1h 6
server_name_override: <name> G

headers: ﬂ

X-Scope-OrgID: "dev"
service:
pipelines:

traces:
exporters: [otlp]

metrics:
exporters: [otlp]

#...

" OTLP gRPC T~ KR4 >~ k, https:// AF¥—LIFERINZIGE. 75147 MV RAKR—b
X)) F4—DBEWIRY., tils D insecure BEEA—/N—54 RLFT,
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9547y MDD TLS R E, TLSHFBAZEADNRREEHLF T,

true ICERET D&, V5347V MNNSVRR—MEFa ) T4 —EEMRYET, T74IK
&l false T,

true ICEREINTWBIEE., G[AZDRIEIZEELET., T 7 4L MEIX false T,
FERAZEA ) O— NI 2RREEELEF T, COEIREINTVWARWEGE, SBAZE)O—-RKRIh

Ft A, reload_interval &, ns. us (F7zl& us). ms. s, m, h R EDEMRFEHEME ST X
FHEZFTANES,

@ O®©060 00

ERD authority Ny F—7 4 —JL K2 &, BEARBDRBARR hEZF—1N—=51A KLET, Ih
T ANMIERTEIY,

Q ANy F—F, BEHESEIINTUVWARICETINEIARTOERICH L TEEINIET,

3.3.2. OTLP HTTP Exporter

OTLP HTTP Exporter I&. OpenTelemetry 7’0 b 3JL (OTLP) #EHALTRL—REX NY VR AT
JRAR—MLET,

OTLP Exporter B BICT7R > T % OpenTelemetry Collector 7 A% A1)V —2X

#...
config: |
exporters:
otlphttp:
endpoint: http://tempo-ingester:4318 ﬂ
tls: 9
headers: 6
X-Scope-OrgID: "dev"
disable_keep_alives: false ﬂ
service:
pipelines:
traces:
exporters: [otlphttp]
metrics:
exporters: [otlphttp]
#...

OTLPHTTP T KR4 vk, https:// AFx—LDMERAINZHE, V514 F7 VMV RR—F
Xl T —DEMILY, tls D insecure FEE A —/N\—F 14 KLET,

9547 MDD TLS B E, TLSHFBAZEADNRREEHZLF T,

ANy —F, TRTOHTTPERTEEINE T,

oO0o0® 9O

true DB A, HTTP keep-alives ZEMICLEX T, E—DHTTP UV T A MIRLTDH. H—
N=~D¥EHmE=ERALET,

3.3.3. Debug Exporter
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Debug Exporter (&, ML —REX M) VR EZBEHAICHALET,

Debug Exporter BAE%IC7 > TL' % OpenTelemetry Collector AR ¥ L) YV —2R

#...
config: |
exporters:
debug:
verbosity: detailed @)
service:
pipelines:
traces:
exporters: [logging]
metrics:
exporters: [logging]

FINy T Y RAR— N DFME: detailed F 72 1% normal % 7z (3 basic, detailed ICEZET % &,
A T4V T—YDOEMPOTICEEBEINES, 774/ ME normal T,

3.3.4. Load Balancing Exporter

Load Balancing Exporter (&, routing_key &% EICfE>T. R/Xv, XKUYV R, BLvvOs/a—8ELT
IOZ/_.R_ I\ L/ i’a—o

E:2

Load Balancing Exporter (77 / OY—7FL E1—DAHDHETT, 70 /05—7L
Ea—#EEIE. RedHat BEYR— KDY —EXLRILTJY =X K (SLA) DFRH
THY., WEMICER2TIEARWEELHY F9, RedHat ld, ERBRIETCINLAME
AT HRBLTVERA, 77/0V 7L Ea1—HEERK. SHFOMRMESE
S5REIRHELT. ARBEBTHREDT AN ZITWT 1 — RNy 7 2R LTVWEELSZ
EEEMELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Load Balancing Exporter B’ 8IC7 > TL % OpenTelemetry Collector h A% LY YV —2

#...
config: |
exporters:
loadbalancing:
routing_key: "service"
protocol:
otlp: 9
timeout: 1s
resolver: 6
static: ﬂ

hostnames:
- backend-1:4317
- backend-2:4317
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dns:e

hostname: otelcol-headless.observability.svc.cluster.local

k8s: G

service: Ib-svc.kube-public
ports:

- 15317

-16317

routing_key: service (&, EMQEF 2R T 2701 BLY—EXRZDR/NVZEL
Collector 1 ¥ 24 > ZIZT Y AR— KM LZE 7, routing_key: tracelD (&, tracelD [CE W T AN
VEIYVAR—MLET, BROT 7+ NI, tracelD XR—Z2DI—F 4 VI TY,

HR—PMINTWBZEFLE O ML OTLP 215 T9., OTLP Exporter D74 > a v ikd
RTCHR—PFINTVET,

BETEDYYVILN—IF1DEFTT,
By ILN—E, YURAMNINETY RBAY N2RICEEESBLET,
DNS Y YV JL/N—&, Kubernetes Ny RL ZAH—ERXTOMMEATEZET,

Kubernetes J VILIN—HHEEINE T,

3.3.5. Prometheus Exporter

Prometheus Exporter I&. Prometheus 7 |& OpenMetrics R TA ) VR T U AKR—MLE T,

2

Prometheus Exporter (377 /AY—7FL Ea—DHDHEETT, 7o/ 0¥ —7L
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
THY., WEMICER2TIEARWEELHY F9, RedHat ld, ERBRIETCINLAME
AT HRBLTVERA, 77/0V 7L E1—HEERK SFOMMMESE L
SREIRHELT. ARBETHEDT AN ZITWT 4 — Ny 7 2R LTVWEELSZ
EEEMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Prometheus Exporter B ERIC/R > TL\ % OpenTelemetry Collector 1 R4 LYYV —2R

#

ports:
- hame: promexporterﬂ
port: 8889
protocol: TCP
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889 €)
tls:
ca_file: ca.pem
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cert_file: cert.pem

key_file: key.pem
namespace: prefix
const_labels:

label1: valuei
enable_open_metrics: true G
resource_to_telemetry_conversion: ﬂ

enabled: true
metric_expiration: 180m 6
add_metric_suffixes: false Q

service:
pipelines:

metrics:

exporters: [prometheus]

Collector Pod L UO'H—E XN 5 Prometheus R— M & AB L £ 9, ServiceMonitor & 7= 1
PodMonitor h1 X% L)Y —ZXDR— b &% FHL T, Prometheus ICEB XA RNY T ADRI LA
EYIA5BMITETET,

ANV IZABRRAINZ XY NI TV RRA VN,

H—N—BID TLSERE, TLSHBAE~DIAEZEHELET,

BREINTWERIEEIEF, RBINLETA NI IREZTIIRAR—MLET, T7FINMEIHY FHE
A’O

ITHVRAR=—PMINETRTOAN) VRITEAINDF—EEDORTDINI, TI7HILNEHY
FEA.

true DZBE. X b)Y X% OpenMetrics KR ZFERA LTIV RAR— I FET., FK (exemplar)
I&. OpenMetrics ¥R T, EA NI T LELVTE/ hZv I L XN D R (counter 72 &) (T3
LTOAIYVAR—ITEEXY, 774 bTIEEMTA>TVWET,

enabled ' true MIFE. IRTONY—RABMIEIT IR TA RN I ASRIVICEBRINE
To T 74 NTIEEMIIR>TVWET,

BEHRLTAMI AN RREAINSEEZERLES, 774/ ME5M T,

ANV ZDOBEBNOEZERFABMLE T, Jaeger AV Y —ILDERY THBEMICR>TWS
ek, BMICTI2RENHYET, 774/ ML true TT,

90 & o ® 9600 9O

3.3.6. Kafka Exporter

Kafka Exporter (&, A@J, XKV IU R, BLUVPML—R%&EKafka ICZ VP AR—FLET, TDIVR
R—=F—lF, AvtE—r%70vy I L TNy FRELAVWAR OF2—4—%2FALET, R)L—
Ty NEAENEBDDICIE. Ny FEAT IOy —8L0F 21 —BRAT IOy —&—#ICE
RAy2uELrHYZET,

54



%33 COLLECTOR D%

E:2

Kafka Exporter &7 / AY—F L E21—#EEDATY, 77/ O —FL Ea1—#EE
I, RedHat & JZYR—PDH—ERLRNLT T =X N (SLA) OXRATHY . #
BEEMICELTIERWGEEDNHY T, RedHat 1E. ERBRECINLOAFEFRTLZ L
EWELTWERA, 77/00—7FLE1—#Eld. SHOEIMEEEL VSR CIRH
LT, BAREBTHEDT AN TV I — RNy 72 RHBLTWEECIEEZBHE
LTWEY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICREAT 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

Kafka Exporter BB %7 > TL\ % OpenTelemetry Collector H 24 L) YV —2R

O 0 09

#...
config:
exporters:
kafka:
brokers: ["localhost:9092"] ﬂ
protocol_version: 2.0.0
topic: otlp_spans 6
auth:
plain_text: ﬂ
username: example
password: example
m13
ca_file: ca.pem
cert_file: cert.pem
key_file: key.pem
insecure: false
server_name_override: kafka.example.corp ﬂ
service:
pipelines:
traces:
exporters: [kafka]

Kafka 7O—A—D"Y) X b, 7 #JL b localhost:9092 T9,
Kafka 7O NI DNN—=V a3y, TzEZIE 2002ETT, ThidmBET71—ILRTT,

FiAEY JTD Katka FEY JDEER, T7A4IMEIRDEHYTY, bL—RADFEIIE
otlp_spans. X b 7 XDFE L otlp_metrics. 07 DIFEE otlp_logs TY,

TU—rv TR MRAHE, BBLEBE, TL—VTFXMNRAREDICRY FT,

9547 MIDTLSEBFE, TLSEFAZADNRRETEHZLEX T, AR LIBE. TLS SREFIXER
IRy E9d,

H—N—QDIARAEF T —V ERANEDORIEZEENICLET, T 74/ N false T,

ServerName I&, RIEBRAT 4 V%Y R—b T 2/=DICIV ATV MIE>TERINALY—
/(_o)%ﬁﬁ%zﬁbia—o
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34. A%V 85—

AR —E2D0DNNA TSAVHEEHRLET, 12O TSAVDRTHRICTIVAR—49—&LT
F—HHEMEEL, DR TSA VORBEICLY—N—ELTTF—952HNLET, BLELIIER
37— 9BDT— Y EHEBLIVHATEZET, TV E2ERBLVPHALT, BEINT—H%2E
Wedzet, BILT—95EEFLRIIN—FT1 v IT22E5TEET,

3.4.1. Forward Connector

Forward Connector &, RICZ A TD2D2D/1 TS5A v AaEALET,

E:2

Forward Connector i35 /O — 7L Ea—DAHDEEETY., 7./ 00—
Ea—#EEIE. RedHat BYR— KDY —EXLRILTJY =X K (SLA) DFRHN
THY., BEMNICELTIKRWGENHY 9§, RedHat I, ERERETIN L ZF
AT3ZEAHELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDHEEES W
LREIEBL T, AREBTHBEDT AN Z2TVWI 4 — KRRy JZREHELTWEELCZ
EEEMELTVWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Forward Connector A" 3IC /A > TW % OpenTelemetry Collector h 249 L) YV —2R

#...
receivers:
otlp:
protocols:
grpc:
jaeger:
protocols:
grpc:
processors:
batch:
exporters:
otlp:
endpoint: tempo-simplest-distributor:4317
tls:
insecure: true
connectors:
forward:
service:
pipelines:
traces/regiona:
receivers: [otlp]
processors: []
exporters: [forward]
traces/regionb:
receivers: [jaeger]
processors: []
exporters: [forward]
traces:
receivers: [forward]
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processors: [batch]
exporters: [otlp]
#...

3.4.2. Spanmetrics Connector

Spanmetrics Connector I&, Z/X>F7—%4 H 5 Request, Error, and Duration (R.E.D) OpenTelemetry X
MO RZ&EETLET,

E:2

Spanmetrics Connector &7 7 / OY—7FL Ea—#EEOHTY, 77/ QY—7L
Ea—#EEIE. RedHat BV R— MDY —EXLRILT T =X K~ (SLA) DRIFRH
ThY., BENICEETRRWGEDLHY FJ, RedHat ld, EERBRIETCINLEME
A2 E5HBELTVWERA, 77 /0V—7LEa1—#EEId. BFOEDEEE W
LRIEMLT. ARBRETHEDTAMETVWI 1 — My 7 ZRHLTVWALLSZ
EEBRHELTVWET,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEEICRET 283FMIE. 77/ 09—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

Spanmetrics Collector BB 3127 > TL % OpenTelemetry Collector AR % L) VYV —2R

#...
config: |
connectors:
spanmetrics:
metrics_flush_interval: 15s 0
service:
pipelines:
traces:
exporters: [spanmetrics]
metrics:
receivers: [spanmetrics]
#...

‘D ERINEAN)IVZRDT7Sy Y afREEELET., 774/ MNE15s T,

35, TR Fvav

IHVRTUIavil&Y, Collector ICHRENBIMINE T, LEAIK, BREAEAEL—NN—ET VR
R——ICHEMIENMTEE T,

3.5.1. BearerTokenAuth Extension

BearerTokenAuth Extension I&. HTTP 8 & U'gRPC 7O P ANICE DK LY —N—E TV AKR—4% —
ROA—t>7 1445 —4%9—T9, OpenTelemetry Collector HIR& LYY —R&EFEAHL T, L¥—/"—
BLVIT Y AR—4 —{AIT BearerTokenAuth Extension D9 54 7~ MREEE Y —/N—ZR5f AR ET X
F9, COTVRTVYavid, ML—R ANV R BL0OTE2HR—MLET,
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2

BearerTokenAuth Extension (574 /O —7L Ea—#EDHTY, 72/ a5 —7
LE 21—, RedHat BRYR—FMDH—EZALRILTT) =AYV K (SLA) OFR
ATHY., BEMICKE2TIEAWGEDLHY £, RedHat l&, EFERIETC IS %
FRATHIEABELTVWERA, 77/00—7L 21—, RO DHiE
WHEBRCIREL T, AREBETHEEDT AN TV I 4 — MNNy V&R#H L T EL<
ZEEBRNELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICREAT 23FMIE. 727/ 00—
Tl E1—#EDYR— MNEFE #S8RB LTI,

BearerTokenAuth Extension FICY 54 7> MREEE Y —/N—FREEA R EI N/
OpenTelemetry Collector 1R 4% L) YV —X

00 O® O

58

#...
config: |
extensions:
bearertokenauth:
scheme: "Bearer" ﬂ
token: "<token>"
filename: "<token_file>"
receivers:
otlp:
protocols:
http:
auth:
authenticator: bearertokenauth ﬂ
exporters:
otlp:
auth:
authenticator: bearertokenauth 9
service:
extensions: [bearertokenauth]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#...

H R4 L scheme #3%{E9 5 & 5 IC BearerTokenAuth Extension #5838 ECXF 9, T 7 4L Mk
Bearer T9,

Xyt —I%HBBTB7-HIC. BearerTokenAuth Extension h—27 V& X4 F—4 & L TEMTSE
9,

TRTDAY =V EEEHITEEINBZRIAEPN—V VEEL T 7M1 ILADINZ,
FT—toT45—49—%E% OTLP Receiver ICEIY Y TDIENTIZET,

F—trT1—49—5%E% OTLP Exporter ICEIY H TR ENTETET,
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3.5.2. OAuth2Client Extension

OAuth2Client Extension (&, HTTP 8& W' gRPC 7O M ANICE DK TV RKR—9—FHOA -tV T 1
r—#—T7Y, OAuth2Client Extension @7 S 4 7> NERAEIE. OpenTelemetry Collector X 4 L)

YV—2ADFDEI 3 VTHREINFT, TOTIVRFryYavid, hL—R, XKNUSV R, BLTO

TJEYR—MLIT,

E:2

OAuth2Client Extension (&7 /O —7L Ea—#gEOHTT, 7./ 05—
Ea—#EEIE. RedHat BYR— KDY —EXLRILT T =X K (SLA) DFRHN
THY., BEMNICELTIKRWGENHY T, RedHat I, ERERETIN L ZF
AT3ZEAHELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDEEES W
LREIEB LT, AREBTHBEDT AN Z2TVWI7 1 — KRRy 7 ZREHELTWEELCZ
EEEMELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

OAuth2Client Extension FICY 54 7 > FEREEM'EEE S L7z OpenTelemetry Collector 1 X
YL)Y—2R

#...
config: |
extensions:
oauth2client:
client_id: <client_id> @)
client_secret: <client_secret> 9
endpoint_params: 6
audience: <audience>
token_url: https://example.com/oauth2/default/v1/token ﬂ
scopes: ["api.metrics"] 9
# tls settings for the token client
tls:
insecure: true ﬂ
ca_file: /var/lib/mycert.pem 6
cert_file: <cert_file>
key_file: <key_file> ()
timeout: 2s

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:
auth:
authenticator: oauth2client @

service:
extensions: [oauth2client]
pipelines:
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P00 9 @ 9 9090 609

traces:
receivers: [otlp]
exporters: [otlp]

ID7AnNA =L >TREINB IS4 7> MID,
ID7ANA T —IIRLTISAT7Y MNaBiAT57-DIEREIN RS —,

F—EEDORTHEADEBIIDAY T—4, BIAHRICEEINT T, /=& X (1F audience 1Z. 77 &
AR=0 DRREEREL., b=V VDREEERLET,

Collector 7V A N—9U U AERT S OAuth2 h—2 > TV KR4 ¥ h®D URL,
2O0—TlE. 9547V ML TERINIEFEDERTZIZITI/ERALRILVLEERLE T,

N—2 >0 >4 7> KD Transport Layer Security (TLS) 8%%&E. bP—7 V% EKT % & XIIEER
BRI 2DIFERINET,

true ICRET 2 &, BETHRVWFARIKRIEINTUVWAWTLSERAFRLT, BEINELN—7
VIV RRA Y MNEROHET LD IC Collector BAEREINE T,

TLSNY R A JHRICH —/N—DIIRE R T 27 DICERINBREER (CA) 774D
INZ,

DS5AT Y MDREICHLCTOAUtR2 —/N— I L TBBART57-OICFERT2UNELAH S
9547V MNEBBET7 71 ILADINZA,

LIS BIRIGRICT ATV MIREEHABINZ V54TV NOMBEF—T 71 ILADIKZ,
N—=OYVOZATV MDYV IVIRARNDIALT I N 2RELET,

=t TFAT—9—BEEOTLP TV RR—F —ICEIY L TR ENTEET,

3.5.3. File Storage Extension

File Storage Extension &, fL—X, X MNY VR, BLOV%EHYR—bLET, TOTIRTYV
vavid. RBEZO—ANT 7MLV RATLIEFETEET, TOIIVRATVYavid, HTTPB LUV
gRPC 7O RJNICEDC OTLP TV AR—F9 —DEFEF 21— %2R FLET, TOTIRFTY¥avi
I TALI M) —~DRAMYBLVEIRAAT IV EAPBETY., ZOIIRTVYavidTI4
WhDTFALIN)—%FRTEZIN, TTIAILMDTALI MY =BT TICFEELTVWEIRELD
L) i_a—o

60
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File Storage Extension (&7 7 / OY—7 L Ea—DHDM¥ETY, 7/ /00—TL
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
THY., WEMICER2TIEARWEELHY F9, RedHat ld, ERBRIETCINLAME
AT HRBLTVERA, 77/0V 7L E1—#EERK. SFOMMMESE
SREIRHELT. AREBETHREDT AN ZITWT 4 — My 7 2R LTVWEELSZ
EEEMELTVWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 09—
T E1—#EDYR— MNEFE 2S8R LTI,
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OTLP %5 % 1 — % {%¥ ¥ % File Storage Extension 738 & X 117 OpenTelemetry Collector
AR LYY —R

@ @6@@6

#...

config: |
extensions:
file_storage/all_settings:

directory: /var/lib/otelcol/mydir ﬂ

timeout: 1s

compaction:
on_start: true @)
directory: /tmp/ ﬂ
max_transaction_size: 65 536 9

fsync: false G

exporters:
otlp:
sending_queue:
storage: file_storage/all_settings

service:
extensions: [file_storage/all_settings]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

TLAN)—=F—89%REFETZTAL I N —%EBELFT,

REINLT 7AWV ERSBEOY A LT MR EEEL T,

Collector »'2E) T 2 E EfEZRIKRL T, BB LAIBE. T 74 M false TY,
ARG =BT LA N) =T =9 % REFTDTA LI N —ZHBELIT,

ERbS Yo avDERYt1Xe5EELET, MU I a v A XAE BT SICE. €O
ICERELE T, BB LB E. T 7 4J) ML 65536 /81 KT,

HRETDHE, BEZIAAREDRICT—HIR—RL B fsync HUH L A EFIFICEITINE T,
IhiC&Y, T=IR=—RATOCANFMINIIBEICT —IRN—ADBEU AR TETETH.
NRIA—=IVAMEFLET,

3.5.4. OIDC Auth Extension

OIDC Auth Extension (£, OpenlD Connect (OIDC) 7O h )L AFEAL T, LY —N—"ZEFELLEXR
ZRREELE T, REANYF—ADID b= Y Z2RHTEICHLTRIEL. RELACEROREIVTF
ANZEEHLET,
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E:2

OIDC Auth Extension 72 / OV —F L E1—DHD#EETT, 72 ./09—TL
Ea—#EEIE. RedHat BYR— MDY —EXLRILT T =X K~ (SLA) DRIFRH
THY., BEMICELTIKRWGEDNHY T, RedHat I, ERBERETINLZF
AT3ZEAHRELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDEEESE W
LREIEH LT, AREBTHBEDT AN Z2TVWI7 1 — KRRy 7 ZREHELTWEELCZ
EEEMELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICREAT 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,

OIDC Auth Extension A% % X 17z OpenTelemetry Collector h 2% L) YV — 2

#...
config: |
extensions:
oidc:
attribute: authorization ﬂ
issuer_url: https://example.com/auth/realms/opentelemetry g
issuer_ca_path: /var/run/tls/issuer.pem
audience: otel-collector
username_claim: email
receivers:
otlp:
protocols:
grpc:
auth:
authenticator: oidc
exporters:
otlp:
endpoint: <endpoint>
service:
extensions: [oidc]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#...

ID h=2VvEEUAY Y —DEREI, T 7 #JL h%&IL authorization T3,
OoIDC 7a/\4 #—D~R—2X URL,
F T a v RITED CASERAEAD/NR,

N—o > vDORRE,

0009

A—HY—Z%Z20 I L —LDER., T7 4 MEE sub TY,

3.5.5. Jaeger Remote Sampling Extension

Jaeger Remote Sampling Extension # {4 % &, Jaeger DY) E— NS> T VT APIDEICH Y T
VUV TARNS TV 5RETEZLDIICRYES, TOTIRTV2avaRELT. XM T4V D
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Jaeger Collector REDNYy £V F ) E— YV ) U JH—N—C, FLEO—HAINT 7ML RT
LDHEBISON 77 ALY VTR M2 TOF S —TEET,

E:2

Jaeger Remote Sampling Extension &7 2 / OY— L Ea—DO##EETY, 72 /0
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T —X> b (SLA)
DORRATHY ., BENICELTIRARWEENHY £7T, RedHat IE, EREFIRIETT
NOAEFRTIIEEHBELTVWERA, 77 /0T L E1—#EEIE. RFOER
BEEE WHEBRCIRHEL T, AREETHEDT AN ETVWT 1 — KXy & RHLTWL
RCZEEBMELTVWETY,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23MIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB L TLEIN,

Jaeger Remote Sampling Extension 1'5%E X 117z OpenTelemetry Collector AR % LY Y —
A

#...
config: |
extensions:
jaegerremotesampling:
source:
reload_interval: 30s ﬂ
remote:
endpoint: jaeger-collector:14250 9

file: /etc/otelcol/sampling_strategies.json 6

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:
service:
extensions: [jaegerremotesampling]
pipelines:
traces:
receivers: [otlp]

exporters: [otlp]
#...

Q@ V7V IBRENERSNBEMMRE
9 Jaeger Remote Sampling A NS 7YV —7ONA ¥ —ILEET BDDITY RRA VK,

g JSONHRDHY Y TY VIR MNSTY—RELZSCO—HALT 7 ILADIZR,
Jaeger Remote Sampling A kS 7L —7 7 1 JLDAI
I (

63


https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry

"service_strategies™: [
{
"service": "foo",
"type": "probabilistic”,
"param": 0.8,
"operation_strategies": [
{
"operation”: "op1",
"type": "probabilistic”,
"param”: 0.2
b
{
"operation”: "op2",
"type": "probabilistic”,
"param”: 0.4
}
]
b
{
"service": "bar",
"type": "ratelimiting",
"param": 5
}

1,

"default_strategy": {
"type": "probabilistic”,
"param": 0.5,
"operation_strategies": [

{
"operation": "/health",
"type": "probabilistic”,
"param”: 0.0
b
{
"operation": "/metrics",
"type": "probabilistic”,
"param”: 0.0
}
]
}
}

3.5.6. Performance Profiler Extension

Performance Profiler Extension IZ& Y. Go net/http/pprof T KR4 >~ RABEMICARY ET, DT
JRTFvvavidz, AEEINIA— 270774V E2REL, Y—EXOREAZRET 2701
FEARALEY,
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2

Performance Profiler Extension 72 / A —7 L E1—DHDHEETT, 7./ 0
V-7l Ea—#EElE. RedHat @Y R— MDY —EZXLRILT T =X b (SLA)
DORRATHY ., HENICEETIRARWEGENHY £7T., RedHat &, EREFIRIETT
NOAFHETLZIEAHBELTVWERA, 727/ -7 L Ea1—#EEIZ. RFOER
HEEEWERIREL T, AREBETHEDT AN ETVWI 1 — RNy 5 R#LTWY
RS ZEEBHELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NaEICREAT 23FMIE. 727/ 00—
Tl E1—#EDYR— MNEFE #S8RB LTI,

Performance Profiler Extension ‘5% X 11.7= OpenTelemetry Collector H1 2% L) YV —2R

o o o o

#

config: |
extensions:

pprof:
endpoint: Iocalhost:1777ﬂ

block_profile_fraction: 0 9
mutex_profile_fraction: 0 6
save_to_file: test.pprof ﬂ

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:

service:
extensions: [pprof]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]

CDIVPRTFyavyN)vwRVEBITY RiRA > ~, localhost: AL TA—AHILTOMER
TIXBLDHICTDD, """ AFHALTIRTORY NTDT—IA VY —T A ATHERATETSELDIC
LE¥d., 77/ MElZ localhost:1777 T,

TOvFx Vv TARY NO—ENTO 774 )V TEINBEIICEKELET, 7OT774 )V J5E
WITTBICIE, CNEOFAITEDOERICKELE T, runtime /Sy —JIZDWTIHE, KFa X
v ESRBLTCEIY, 774 MNMEIKXOTY,

A7 7A4) v IINBZIA—FTIVIRABEARYVINO—RERELEFT, TOT7714 )V TEE
WICTBICIE,. CNEOFAITEDOERIKELE T, runtime /Sy —JIZDWTIHE, FFa X
vk ESRBLTCEIY, 774 MNMEIXOTY,

CPUZO7 74 I ERIFT DT 74 ILDERI, Collector B’EENT 2 &, FTOT7 74 )V IHERIA
IhFEd, 7O774Y) Vv JIE. Collector DIRTEHI 7 7 A IVITRBEINE T,
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3.5.7. Health Check Extension

Health Check Extension I&. OpenTelemetry Collector DA T—4% A% F T v 73 57HD HTTP URL
ERELET, TOITI RT3 vk, OpenShift @ liveness $ & U readiness 7O—7 & L TEH
TXXY,

E:2

Health Check Extension &5 /Ay — 7L E21a—DH&DigETd, 7o/ A —7L
Ea—#EEIE. RedHat BYR— KDY —EXLRILTJ Y =X K (SLA) DR
THY. BEMICELTIKRWGENHY 9§, RedHat I, ERERETCIN L ZF
AT3ZEAHRELTVWERA, 77/05—T L Ea1—#EEld. BRFOEDHEEESE W
LREIEB LT, AREBTHBEDT AN Z2TVWI7 1 — KRRy 7 ZREHELTWEELCZ
EEEMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

Health Check Extension ‘5% X 117z OpenTelemetry Collector H1 249 L)V —2R

#...
config: |
extensions:
health_check:

endpoint: "0.0.0.0:13133" 0

tls:
ca_file: "/path/to/ca.crt"
cert_file: "/path/to/cert.crt"
key_file: "/path/to/key.key"

path: "/health/status"

check_collector_pipeline: ﬂ

enabled: true
interval: "5m"
exporter_failure_threshold: 5 ﬂ

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:

service:
extensions: [health_check]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
#...

‘D ANVRAF TV I RAT—YRERNETEEHDI—45 Yy NIPFRLZR, 74U MiZ0.0.0.0:13133
Y.
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TLS —N—IDERE, TLSEEAEADNRAZEEH LTI, B LGS, TLSITERNICAY
£

ANIVAF Ty IH—N—DIRR, T74I ML/ T,

Collector /8 TS A VDANILRAF vV HDRE,

Collector /X TS5 A VY DANIVRF v V&BMMILES, 77 #J)L M false T,
KM AR T 2R, 774/ ME5m TY,

AVF A EREREI B ERARERO LRE, F7 4L ME5TT,

OS9H®O00 O

3.5.8. Memory Ballast Extension

Memory Ballast Extension 232 &, 77U —>a A TOCRADAEY —NSANEERETE
2EDICRVEFET,

E:2

Memory Ballast Extension (727 / AY =L Ea—D&DHETY, 7o/0V—7
LE 21—, RedHat R HYR—FMDH—EZRALRILTT) =XV K (SLA) ODFR
ATHY., BENICELTIFRWEELHY £F, RedHat IF. ERERIETINS A
FATZIEAHBELTVWERA, 77 /0T E1—#EEIZ. SHOMRIEEE
WERCIRHL T, FARBBETHREDT AN ETWI 4 — RNy I &RHE L TWEEL
ZEEEMELTVWET,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NaEICRET 283FMIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,

Memory Ballast Extension ‘3% € X 117 OpenTelemetry Collector 7 X% L)V — 2R

#...
config: |
extensions:
memory_ballast:
size_mib: 64
size_in_percentage: 20 9

receivers:
otlp:
protocols:
http: {}

exporters:
otlp:

service:
extensions: [memory_ballast]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
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@ 4TS OYAXEMBEMTHRELFT. AANEEIRTLEHE
I&. size_in_percentage D&Y HBEINE T,

© XEU-NSRLEARATY—KHTBA—LYTF—Y (1-100) & LTHELET, AV T
F—bIhAWEBRR NBEEYR—NLET,

3.5.9. zPages Extension

zPages Extension |&, zPages 2RIt T 2T IR T VY I VICHTTP IV RARA V M ERHBLET, T
VRERAVITI, TOIZIVRTFYYaviE, AVARMVAYNINEZOVR=—XV  NETNRYTT3
DA TTF—9ERHELES, IRXNTOATIIRAR—Y—&L¥—N—(FE, —ED zPages 1
ZAMVAVTF—oavEREBLET,

zPages i, RL—ZAP XA NY I RERARZLOHICNY I TV RIIKET Z2HENLL, TOERARZ
BTICIRIIBE T,

E:2

zPages TV RF v avidsy/ad—7LEa—DOHMEETYT., 7/ 00—TL
Ea—#EEIE. RedHat BEYR— KDY —EXLRILTJY =X K (SLA) DR
THY. HEEMICTEETIFRWEANHY T, RedHat ld. EREBRETCINS &
AT HBLTVWERA, 77/0Y—FLE1—HEEIE. SHFOETMEES
LREIRHELT. ARBETHEDT AN ZITWT 4 — Ny 7 2R LTVWEELSZ
EEEMELTVWETY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,

zPages TV A7 V> 3 Y HEE I 1/z OpenTelemetry Collector A X4 LY YV —2R

#...
config: |
extensions:
zpages:
endpoint: "localhost:55679" 0

receivers:
otlp:
protocols:
http: {}
exporters:
otlp:

service:
extensions: [zpages]
pipelines:
traces:
receivers: [otlp]
exporters: [otlp]
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zPages 1R TZ HTTP TV RRA4 >V hEEE L F 7. localhost: Z{FH L TH— AL TDHE
ATE2L2IC50. """ EFRALTIRTORY NI—V A4 VI —T A RATHERATED LD

3.6. TARGET ALLOCATOR

Target Allocator I&. OpenTelemetry Operator DF F¥ 3>V R—RV N TE, 7704 I i
OpenTelemetry Collector 1 Y29 Y ZD 7Y — hEIEDRI LA TH—Fy e v—RNELZET,
Target Allocator I&. Prometheus PodMonitor & & U ServiceMonitor 1 2% ') YV —X (CR) &#EE
L 9, TargetAllocator "EMWAHE. OpenTelemetry Operator A%, Target Allocator % —E X IZ#&
g 2 AM7% Prometheus L > —/X—|C http_sd_config7 1 —JL K&EBML £,

2

Target Allocator &5 2 / AY—FLE2—DHEETT., 70 /AOY—TL E1—sE
I, RedHat & @Y R—PDH—ERLRNLT T =X N (SLA) OXRATHY .
BEMICELTIERWSEEDNHY £T, RedHat 1Z. ERBRECINLAFERTL L
EWELTWERA, 77/05—7LE1—#Eld. SHOEIMEEEL VSR CIRH
LT, BAREETHEDT AN TV I — RNy V2 RHBLTWEECIEEZBHE
LTWEY,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TEIWN,

Target Allocator A*E %72 OpenTelemetryCollector CR Dl

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: statefulset ﬂ
targetAllocator:
enabled: true 9
serviceAccount: 6
prometheusCR:
enabled: true ﬂ
scrapelnterval: 10s
serviceMonitorSelector: 9
name: app1
podMonitorSelector:
name: app2
config: |
receivers:
prometheus: ﬂ
config:
scrape_configs: []
processors:
exporters:
debug: {}
service:
pipelines:
metrics:
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o0 o

SO O 0

receivers: [prometheus]
processors: []
exporters: [debug]

Target Allocator BAE#AIHE. T 704 X~ N E— K% statefulset ICERETZ2HELNHY F
ER

Target Allocator ZBMICLE T, T 7 #JL hid false T,

Target Allocator 7 704 XY MDY —ERTHD Y b, Y—ERT7THI Y MIE, REINE
ARNY O RITTRIVEBELICERET 27-8IC. ServiceMonitor, PodMonitor 1 24 A1) Y — X,
BLVEOMDA TSI M2V ZRY—DOMIGT 2/2DDRBACHBETT, T74I D
H#—E X £1E <collector_name>-targetallocator T3,

Prometheus PodMonitor & & 7' ServiceMonitor H 249 L)Y —REDHEEEBIICLF T,

Prometheus ServiceMonitor h X9 L)Y —ADSRI)EZL I —, ZBOFFICTRE, TRT
DH—EREZSI—HIEMIRY ZET,

Prometheus PodMonitor 1 X% L)Y —ADIRILELIVH—, BOFFICTSE, TRXTD
Pod E=Z4—d'BMWICRY F T,

=

&/NRDZED scrape_config: [ R EA 7 3 ~ %#38E L %= Prometheus Receiver,

Target Allocator 7 704 X > &, Kubernetes APl #FHA LTI SR —HIL@EEAF TV I N5
"LEY, TDLHD, HRY LRBACEKENVLETT,

Target Allocator DH—E X747 > kD RBAC & E

70

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-targetallocator
rules:
- apiGroups: ["]
resources:
- services
- pods
verbs: ["get", "list", "watch"]
- apiGroups: ['monitoring.coreos.com”]
resources:
- servicemonitors
- podmonitors
verbs: ["get", "list", "watch"]
- apiGroups: ["discovery.k8s.i0"]
resources:
- endpointslices
verbs: ["get", "list", "watch"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-targetallocator
roleRef:



apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: otel-targetallocator
subjects:

- kind: ServiceAccount

name: otel-targetallocator
namespace: observability

#...

ﬂ Target Allocator DY —E X7 HD > b D&,

9 Target Allocator D —E X7 A7 >~ b D namespace,

%33 COLLECTOR D%
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lanllp P = = o > Sl
BABE A VANV AYT—2 3 VDERE

2

OpenTelemetry 1 YA M AVF—2 a3 VEFART I/ OV —TLE2—DHDHEEET
T, 70/0V—TLEa—#EElIE. RedHat BBYR— MDY —EXLRILT T —
AV KN (SLA) ODRRATHY, BENICERTIFARWEEDLHY £9, RedHat F, =
BERETCINOAFRAIZIIEEHBELTVWERA, 77 /0 -7 L B2 —#8E
&, REFTOHEMBELZVERIRHL T, FARBEBTEEDT AN ETWVWT 4 — K \y
JERBLTWEELSZEZBEMELTVWET,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEICRET 283FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

Red Hat build of OpenTelemetry Operator (&, 1 YA MILXA Y TF—a vV DREEEET DNRAILY
Y —2%% (CRD) 7 7 (L&A LET.

4.1.OPENTELEMETRY 1 YA NI AV FT— 3 VREA TV a v

Red Hat build of OpenTelemetry Tl&, OpenTelemetry BEi4 Y A MNILAYFT—2a v 54 T3) —%
77— 0—RIEALTRETEEY, BHIE. YOV Y ME. Go. Java. Nodejs. Python. .NET.
B &L U Apache HTTP Server (httpd) B 5D A Y A MILAYTF—2a v 54 T3 ) —DEAEHR— K
LTWEY,

OpenTelemetry DEEIM VA MIAYTF—> a3V e, O—REFETERETLZ IR, 7L—~4A
D=7 TV r—2aVEBEMICA VA MNLAYT—2a Vv 28EEEELET, ThiliY. H
HECEEER, RMREOFHEBEEOI—RR—ZAADEET, 77V r—ya vICTgMsEA
TEDLIICRYET,

E:2

Red Hat build of OpenTelemetry Operator i&. 41 YA MNILAYF—2a3 V54 TS5 —
DEAAAZZALDHEYR—RNLETH, A VARMAYT—=23 V34T F)—%
TYTAN) =LA A=V EYR—PMLEFA. BEFRITREBDOI VA MLAYT—
AVAA=VHEINRTBZIEE, AI2a=ZT 14— A A=V BFHTZIEETEE
ER

AV AVANVAYTF—=2avFrToay

AYANMVAYTF—=2 3 v A T aviE, OpenTelemetryCollector H 24 L) Y —RATIREINE
ER

OpenTelemetryCollector H A9 LYY —RT7 74 ILDH > )L

apiVersion: opentelemetry.io/vialphai
kind: Instrumentation
metadata:

name: java-instrumentation
spec:

env:

- name: OTEL_EXPORTER_OTLP_TIMEOUT
value: "20"
exporter:
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endpoint: http://production-collector.observability.svc.cluster.local:4317

propagators:

- w3c
sampler:

type: parentbased_traceidratio
argument: "0.25"

java:
env:

- name: OTEL_JAVAAGENT_DEBUG

value: "true"

4.1 Operator b1 Y A ML A Y

—2aVEERTDEOICHERATINGA—5—

X5

env

exporter

propagators

resource

sampler

apacheHttpd

dotnet

Go

java

nodejs

python

TRTDAVRAMVAYT— 3
VIO o TERT 2 HBORIE
EHe.

171/1{’—&—@5&/%0
Tangy—4~—d, FOotZEo
AVTFAMNGREREZERELE
ER

)V —ZBHEDERE,

YT U TRE,

Apache HTTP Server 1 ~ X ML
AV TF—2 3 VDFRE,

NETAVAMLAYFT— 3y
=1

o)EXA-Eo

Go A VANMNIVAYT—2a VD

=
X Ao

Java M VARMNILAYFTF—2 3y
DERLTE,

Nodejs 1 YA MILXVFT—2 3
v DRE

Python 41 YA MNILA Y FT— 3
v DEEE,

tracecontext. baggage. b3
. b3multi. jaeger. ottrace.
none

4.1.2.Service Mesh TOA YA RMNILAYFTF—2 32 CRDFER

Red Hat OpenShift Service Mesh T Y A MLXA Y F—a v hHRY LYY —R (CR) A ERT 254

(&, b3multi 7ANS =49 —%FRTIBENDHY FT,

73



OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry

4.1.2.1. Apache HTTP Server DBEE)1 Y A ML AV T—2 3 YV DERE

#4.2 .spec.apacheHttpd 7 1 —JL KD/XFZ X —4H —

E:0] L] F74Ib
attrs Apache HTTP Server ICEIE DB
M,
configPath Apache HTTP Server 52 E D5 /usr/local/apache2/conf
i
env Apache HTTP Server ICEIB DR
BEH.
image Apache SDK & BE)1 ~ R hJL X
vr—vavE®itiavrr—
/f )( _9“0
resourceRequirements JvEa—R~)Y—ROEH,
version Apache HTTP Server D/X—< 5 2.4
Ve

FEANEBWET B7HD PodSpec 7/ T— 3 >~

\1

I instrumentation.opentelemetry.io/inject-apache-httpd: "true"

4122. NETBHEA VA MILAYTF—2 3 VDRE
i st
env NET ICEE DIRIEEEH,
image NETSDK EBEIM VA RMNILAYT—YavEEAL

| yj__j-_4 )( _90

resourceRequirements AvEa—N)Y—ROEH,

NETBEEA VANMLAYTF—2aVvDFE., TIVAR—FDIY KRSV MHAMT7ICEREINTWS
BAIE. %HAED OTEL_EXPORTER OTLP _ENDPOINT BRELH AR ET 2HEIHYET, NETH

A VAMLAYT—23VIET 7 4J)0 NT http/proto ZFHA L. T LA KN)—F—4 (3 4318 R— b
ICERET 2RENHY T,

3V

\1

FEAZEBIMIET 726D PodSpec 77 / T —

I instrumentation.opentelemetry.io/inject-dotnet: "true"
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4123.Go HEIM YA NI AYFTF— a3 VDRE
e A
env Go ICEHE DRIEEH,
image GoSDK EBHEIM VA MUAYF—YavaiEik

- yj__j-_4 )( _:/“o

resourceRequirements AvEa—N)Y—ROEH,

3V

\1

FEAZEBIMIET 576D PodSpec 77 / T —:
I instrumentation.opentelemetry.io/inject-go: "true"
OpenShift 7 5249 —®M Go BENA Y A ML A VT — 3 VICKHELRBIMDWER

apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:

name: otel-go-instrumentation-scc
allowHostDirVolumePlugin: true
allowPrivilegeEscalation: true
allowPrivilegedContainer: true
allowedCapabilities:
- "SYS_PTRACE"
fsGroup:

type: RunAsAny
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
seccompProfiles:
supplementalGroups:

type: RunAsAny

b

OpenShift 7S A9 —TGo BEA VA MVLAYT—2a Vv DO¥REZBERT 27260 CLI a7 ¥ RIER
DEBYTY,

I $ oc adm policy add-scc-to-user otel-go-instrumentation-scc -z <service_account>

412.4. Java BENM VA MNILAYFTF—2 3 VDERTE

E4:T] S
env Java ICE B DBREBELEH,
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E:0] BLL]
image JavaSDK EHEIM YA MULAYT—YavaEA

| yj__j-_4 )( _90

resourceRequirements AvEa—N)Y—ROEH,

FEANEBWET B7HD PodSpec 7/ T— 3 >~

instrumentation.opentelemetry.io/inject-java: "true"

4.1.25.Node.js BENM VA MILA YT — 3 VDRE

Hmi B4
env Node js ICEHB DERIEZEH,
image NodejsSDK & HEIM VA MILAYT—2a VA

TC: yj__j-_4 )( _90
resourceRequirements AvEa—N)Y—-ROEH,
SEANEEMET B7-8D PodSpec 7/ T —a v

instrumentation.opentelemetry.io/inject-nodejs: "true"
instrumentation.opentelemetry.io/otel-go-auto-target-exe: "/path/to/container/executable”

instrumentation.opentelemetry.io/otel-go-auto-target-exe 7 / 77— 3 V&, BER
OTEL_GO_AUTO _TARGET EXEREZHDEZFZRELFT,

4.1.2.6.Python BEI1{ VA MILA YT — 3 VDRE
Hmi B4
env Python ICEHB DRIEZH,
image Python SDK & BEIM YA ML AV F—Yavaf|A

TC: yj__j-_4 )( _:/“o

resourceRequirements AvEa—N)Y—ROEH,

Python BEI4 YA MILAYTF—aVDIFE, TIVRAR—F—DIV RRA Y MDATICREINT
W3i541k. OTEL_EXPORTER_OTLP_ENDPOINT RIEBEZH AKX ET HZ2HEHNHY £, Python B
A VANMLAYT—23VIET 7 4)0 MT http/proto ZFHA L. T LA KN)—F—4 (3 4318 R— b
ICERET2RENHYFET,
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arv

\1

FEAZEBIMIET 726D PodSpec 77 / T —:

I instrumentation.opentelemetry.io/inject-python: "true"

4.1.2.7. OpenTelemetry SDK Z# D& E

Pod ® OpenTelemetry SDK Z#&. RDT7 / FT—>a v FHRALTHRETZET,

I instrumentation.opentelemetry.io/inject-sdk: "true"
IRTDT/T—ravid. UTOEZZFAND I EITERELTLLEI W,

true

namespace »*5 Instrumentation ') V —X&F AL T,
false

AVARMVAYTF—=2avEW>IWEALEEA
instrumentation-name

IRTED namespace 'SFEATBA VA RNILAYTF—2 30 1) Y —ADEEI,
other-namespace/instrumentation-name

BID namespace MEFATEA VAMLAYTF—>3a v )Y —Z2DEH

4128. %)V F3YF7F—Pod

AVANMUVAYTF—Yavid, Pod DERRICHE>TT 740 N THRIBAAIEERZAO I Y T+ —ETET
IhFEd, BARICL>TIE, FADY—F Yy NAVFF—%BETDHIEEHETETET,

Pod®D7 ./ 7—>3 Y
I instrumentation.opentelemetry.io/container-names: "<container_1>,<container_2>"

E5C

GOBEMA VANMNILAYTF—avid, AV FFHF—0OBEA VANLAYTF—Y 3 Y
FAEHR—MLTWEHA,
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B5E NL—REX N2 X% OPENTELEMETRY COLLECTOR
JXEET D

Red Hat build of OpenTelemetry v 7 v 7L THEAL. hL —X% OpenTelemetry Collector &

7ol& TempoStack 1 Y 24 Y RICEETEE T,

Obpel_wa'_l'elemetry Collector ~AD ML —REX MYV ZDEEFF. Y14 RA—FADOEREICHIDSTH

BETY,

514 RA—FAEFEALTAL—REAXANY Y X% OPENTELEMETRY
COLLECTOR ICZIET B

Y4 RAH—FA%EEERAL T, OpenTelemetry Collector f Y 28 YV AADT L X N —F—4 DiES
Ty N7y T TEET,

%

lll[

Red Hat build of OpenTelemetry Operator Tl&, 7704 XY 77— 0O—RADH A1 RA—FA &,
OpenTelemetry Collector ICT L X M) —=F =9 % XETB/DDA VAN AYT— 3V DB
ENFRETT,

AR

® Red Hat OpenShift distributed tracing platform (Tempo) #*41 > X h—JL & 1. TempoStack 1
VA VAT TOMAINTWS,

e Web 3V —JLE7IE OpenShift CLI (o¢) #EH LTI SRAY—ICF VA TE 3,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb VY —)bicAZ4 LTV
R

o cluster-admin O— L&DV 5 X4 —EEEIZL 57 U T 1 773 OpenShift CLI (oc)
Ty al,

o Red Hat OpenShift Dedicated = {#f ¥ %355 |3 dedicated-admin O— )L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 2D 7OV Y N aERLET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. U—ERT7HO Y MEERLET,

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-sidecar
namespace: observability

3. k8sattributes & & U resourcedetection 7Ot v H—DHERE Y —ERXT7HD Y M5 LE
_a—o
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apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:
name: otel-collector

rules:

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "i
verbs: ["get", "watch", "list"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: otel-collector

subjects:

- kind: ServiceAccount
name: otel-collector-sidecar
namespace: observability

roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

infrastructures”, "infrastructures/status"]

4. OpenTelemetry Collector 44 KAh—& LTF7O4 LE Y,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
serviceAccount: otel-collector-sidecar
mode: sidecar
config: |
serviceAccount: otel-collector-sidecar
receivers:
otlp:
protocols:
grpe: {}
http: {}
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
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traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A &5BLETS,

5. otel-collector-sidecar Y —EX7hHo Y hAFARALTT7OA4 A Y M EERLE T,

6. sidecar.opentelemetry.io/inject: "true" 77 / 7—3 3 >~ % Deployment = 7> = - MIEML
9, chiZkY, 7—20— KH5 OpenTelemetry Collector 1 R4 ¥ AIZT —4 % iE(F
TREDICHEBERIRTORREHNFEAINET,

52.04 RA—3FAEFAETICML—REXN) IR %E
OPENTELEMETRY COLLECTOR ICE(ET 2

YA RA—FAEFERAETIC. 7L XA MY —FT—%% OpenTelemetry Collector 1 ¥ 24 ¥ ZITEFET
£y N7y FTEET, ThilE, WS ODWDREZRAFENTHRET IHENHYET,
[} =355

® Red Hat OpenShift distributed tracing platform (Tempo) #*41 > X h—JLE 1. TempoStack 1
VA VAT TOMAINTWS,

e Web 3V —JLE7IE OpenShift CLI (o¢) #EH LTI SRAY —ICF VA TE 3,

o cluster-admin A—JLZFDV SRV —BEEE L TWeb VY —)bicAZ74 LTV
R

o cluster-admin O— L&DV 5 X4 —BEEEIZL 57 U T 1 773 OpenShift CLI (oc)
Ty al,

o Red Hat OpenShift Dedicated = {# ¥ %355 (3 dedicated-admin O— )L Z&F D27 HD v
Mo

FIR

1. OpenTelemetry Collector 1 Y24 2D 7OV Y N aERLE T,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

2. Y—ERT7HO YV MEERLET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability
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3. k8sattributes & & U resourcedetection 7Ot v H—DHEREH—ERXT7HO Y M5 LE
_a_o

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:
- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status"]

verbs: ["get", "watch", "list"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. OpenTelemetryCollector 1 X% L)/ — X %{#F L T OpenTelemetry Collector 1 > X 4
REF7O4 LET,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpc: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
opencensus:
otlp:
protocols:
grpc: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
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spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-<example>-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

ﬂ ZhiE. <example> Tempo Operator Z A L T7 704 I TempoStack 1 ¥ X 4
VADT—hT A &5BLET,

5, AVAMNIAY MESW AT T ) r—yavaERALTCIY T F—ICBREBEEHERELET,

EA:0) ShBA F 74 MéE
OTEL_SERVICE_NAME service.name ')V —X B
DEEZELET,

OTEL_EXPORTER_OTLP_ #7/YavTHEELLR—b https://localhost:4317
ENDPOINT BSEROVITFINEDOR—
ATV RRA Yk URL,

OTEL_EXPORTER_OTLP_ gRPC 7247V FDTLSER https://localhost:4317
CERTIFICATE FEIBERODEEAE 7 7 1 ILAD
INZ,

OTEL_TRACES_SAMPLE Mo—RICERAINhZH VT parentbased_always_on
R 7

OTEL_EXPORTER OTLP_ OTLP I/ 2E—4—Dr>> grpc
PROTOCOL ZR— k7O N3N,

OTEL_EXPORTER_OTLP_  OTLP T4 ZK—4—#%&/y  10s
TIMEOUT FITOAK— N T IR
KBS R,

OTEL_EXPORTER OTLP_ gRPC Y/ T2 +D%#54 7> False
INSECURE NNSYVRAR—bEF2Y
TA—EBMIILET,
HTTPS ¥ —<ld i+ —
N—=Z4 RLFT,
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e
wi

FOEE=_AVIYVITRIYIDARNY) D RDEBE

75 249 —EEBEIL, OpenTelemetry Collector AR ¥ L)Y —Z (CR) #REL T, RDY RV &EE
TTEET,

e Collector /8 TS5A4 U X M) & R EBRA Prometheus T AR—9—5R VLA TT 5%k
& D Prometheus ServiceMonitor CR = {Ep L £ 9,

o JSRAN—HNEZNVYVITRIYIDOLAN) I RA%EEUFT B &£ D IZ Prometheus Receiver %
RELEY,

6LE=ZY YV TRIYIIIAN) D RBEZEETDLEOHDETE

MD2DDHRAI L)Y =R (CRYDVWTFNRMNCEL DT, EZHNV VY ITRIYIADXAN) I ZADEE
DNEEINET,

® OpenTelemetry Collector CR
® Prometheus PodMonitor CR

% X1/ OpenTelemetry Collector CR &, Collector D/X1 FS 4 VX MY U R &EBHR
Prometheus T R R—4% —% X9 L A 79 %7 ®HD Prometheus ServiceMonitor CR % /Ef T X £
ER

Prometheus T2 R R—% —% [ L 7= OpenTelemetry Collector CR D

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
spec:
mode: deployment
observability:
metrics:
enableMetrics: true ﬂ
config: |
exporters:
prometheus:
endpoint: 0.0.0.0:8889
resource_to_telemetry_conversion:
enabled: true # by default resource attributes are dropped
service:
telemetry:
metrics:
address: ":8888"
pipelines:
metrics:
receivers: [otlp]
exporters: [prometheus]

Collector DREPA M) VATV KR4 >~ b & Prometheus T AR—F—X N U RIT Y RRA
v M%&EZRY LA 79 % Prometheus ServiceMonitor CR #/Ef 3 % & S IC Operator #5&E L &
T, A MY YR OpenShift E=ZF )V TR Y VIREFEINET,

HDWIE, FENTIERK L 7= Prometheus PodMonitor CR % {9 % &. Prometheus DX 7 LA EV Y
RICEMINEZEESNILOEIRARE, hWEIEETY ZENATEET,
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Collector A NY DV RERIV LA TTBEIICEZY Y VT RY YU AHERET 5D PodMonitor
CR D5

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:
name: otel-collector
spec:
selector:
matchLabels:
app.kubernetes.io/name: <cr_name>-collector ﬂ
podMetricsEndpoints:
- port: metrics 9
- port: promexporterg
relabelings:
- action: labeldrop
regex: pod
- action: labeldrop
regex: container
- action: labeldrop
regex: endpoint
metricRelabelings:
- action: labeldrop
regex: instance
- action: labeldrop
regex: job

ﬂ OpenTelemetry Collector CR D &,

9 OpenTelemetry Collector DREEX k) 7 AIR— M D &R, TDR— bZIE. %9 metrics IZ72Y
x7,

9 OpenTelemetry Collector @ Prometheus T2 R R—% —R— b DHAHR],

62.FE=ZH NV ITRIVIDBLARNY IV REZIETB-ODDERE

X E S N7z OpenTelemetry Collector A X% ') Y —Z (CR) (&, Prometheus Receiver =zt v k77 v
TLT. VSR9—RE=ZFGVVITRIVIDBAN)IRERY LA TTEET,

DZRA9—HNDE=ZY )V IRIVIDBANIVRERY LA TS 2HD
OpenTelemetry Collector CR D15l

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: otel-collector
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-monitoring-view ﬂ
subjects:

- kind: ServiceAccount

name: otel-collector
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namespace: observability
kind: ConfigMap
apiVersion: vi
metadata:
name: cabundle
namespce: observability
annotations:
service.beta.openshift.io/inject-cabundle: "true"
apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
volumeMounts:
- name: cabundle-volume
mountPath: /etc/pki/ca-trust/source/service-ca
readOnly: true
volumes:
- name: cabundle-volume
configMap:
name: cabundle
mode: deployment
config: |
receivers:
prometheus: 6
config:
scrape_configs:
- job_name: 'federate’
scrape_interval: 15s
scheme: https
tls_config:
ca_file: /etc/pki/ca-trust/source/service-ca/service-ca.crt
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
honor_labels: false
params:
'matchl]":
-'{__name__="<metric_name>"}' ﬂ
metrics_path: '/federate’
static_configs:
- targets:
- "prometheus-k8s.openshift-monitoring.svc.cluster.local:9091"
exporters:
debug: 9
verbosity: detailed
service:
pipelines:
metrics:
receivers: [prometheus]
processors: []
exporters: [debug]
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o cluster-monitoring-view 7 5 249 —O—JL % OpenTelemetry Collector DH—E R T HD ¥ M
BAYHET, Y—ERTATVYIMDOANYIRT=HICTIERTERLIICLET,

Prometheus Receiver T TLS #ERE T 57=HD OpenShift t —EX CA%EFALE T,

PDSRAY—RNEZY YV ITRIYIDMLTTFL—MNIVRRAVINEREBTDLDIC
Prometheus Receiver #58E L 7,

Prometheus 7 TV —EE%#HFHLT. RILA T3 AN) IV RERBRLET, 7zFTL—FT

VRERA Y MNDFEMEFIRICOVWTIE, V75 RY—REZFINVVIDORFaXLV NESRLTLCE
T LY,

AN Y REBEERANCENTEEIICTNY TTVAR—9—%RELET,

® o0 oo

6.3. EAEIER

® Prometheus D7z FL—>a VIV RRAVNEFRHLIZAN) 22D T —
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F7%3 FL—R% TEMPOSTACK A YA ¥ >V RICE¥ET B

B7Z ML —R% TEMPOSTACK 1 V24 ¥ RICER*ET %
TempoStack 41 Y XY Y ZAAD b L —ADErE % RET 2 ITIE. OpenTelemetry Collector 27 704
LTHRELEY, BEIN Oty Y —, LY—N— TV RR—4—%FHEL T. OpenTelemetry

Collector 27 7OA AV N E—RTTF7OMTEZE Y, TOMDE— RIZDWTIE, BERER IS
In) U %&FERL T, OpenTelemetry Collector RKFa XY hEBRBLTLEI W,

AR
® Red Hat build of OpenTelemetry Operator B4 Y A h—JLINTW3,
e Tempo Operator B4 Y Z h—J)LINTW 3,

® TempoStack 1 YRAY VANV ZAH—ICTF7TO14INTWS,

FIR

1. OpenTelemetry Collector DY —EX7HU > MEEHRLET,

ServiceAccount Dl

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment

2. U—ER7HO VMDY SRS —O—ILEERLET,

ClusterRole D5

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (Cl&. Pod & & U namespace 1) V — R ICH T ZHERNHET
ER

resourcedetectionprocessor ICld, 1 V7 SRANTVF v —ERT—F RIS BHER
NBETY,

3. VSR —O— ) —EXT7AD Y MINA YV RLET,
ClusterRoleBinding D

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
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metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-example
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

4. YAML 7 7 4 L% 4ER L T, OpenTelemetryCollector 1 X% L)Y —Z (CR) A E&L X7,

OpenTelemetryCollector Ml

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpe: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
opencensus: {}
otlp:
protocols:
grpc: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-simplest-distributor:4317" ﬂ
tls:
insecure: true
service:
pipelines:
traces:
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F7%3 FL—R% TEMPOSTACK A YA ¥ >V RICE¥ET B

receivers: [jaeger, opencensus, otlp, zipkin] g
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

ﬂ Collector TV R R—4% —Id, OTLP 2TV RR— T B LI ICREIN, {EEHD
Tempo T4 ANYE2—49—ITV RKRA Y M (ZDHITIE "tempo-simplest-
distributor:4317") 25 L £ 7.

9 Collector . Jaeger b L—2Z, OpenCensus 7’0 k JJLIEHED OpenCensus b L — X,
Zipkin 70 b 3 JLEREB® Zipkin fL—X, 8L GRPC 7O M JJLRHD OTLP b L —
ADLY—N—%EALTREINET,

v b
telemetrygen # 7 X b & LTCF7O41 TE X,

apiVersion: batch/v1
kind: Job
metadata:
name: telemetrygen
spec:
template:
spec:
containers:
- name: telemetrygen
image: ghcr.io/open-telemetry/opentelemetry-collector-contrib/telemetrygen:latest
args:
- traces
- --otlp-endpoint=otel-collector:4317
- --otlp-insecure
- --duration=30s
- --workers=1
restartPolicy: Never
backoffLimit: 4

BIER R

® OpenTelemetry Collector RF a2 X2k

e GitHub ETOF7O4 X Ml
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%82 OPENTELEMETRY COLLECTOR X MY U R DEZE

OpenTelemetry Collector 1 Y RV ADA MYV RETS5— M eBMETEET,

AR

o I—H—FHTAVIVMDEZS ) VINIFIRAI—THEMIIN TN,

FIR

® OpenTelemetry Collector 1 Y ZAH VY ZADM X MY U A %BHITT BIC
I&. spec.observability.metrics.enableMetrics 7 1+ —JL K% true ICERE L X,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: <name>
spec:

observability:

metrics:
enableMetrics: true

MREE
Web 3>V —JL®D Administrator E21 —%Z2 AL T, ERBICREINLIEZHERTIET,
® Observe » Targets ICF8E) L. Source:User T7 4L ') >4 LT, opentelemetry-

collector-<instance_name> 2D ServiceMonitors DA T7—49 AN Up TH 3 I & AL
x7,

RS

o 1I—H—EHSOVIIrMNDE=Y ) VI DEMIE
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BOBEHEHDYI R —H 5 DOEBANLT— 5 INE

BB EHDI R =L DORERMET — 5 IN&E

RIVFOUSRAY—BEDHE. YE—NIFRH—T&IT1 DD OpenTelemetry Collector 1 Y R4 >~
2HFERLTHDE, IRTDTLAMNY—FT—4%1DD OpenTelemetry Collector 1 ¥ 24 > ZT#x
ETEET,

(1} =355
® Red Hat build of OpenTelemetry Operator B4 Y A h—JLINTW3,
® Tempo Operator "1 Y A h—JLINTW3,
® TempoStack f YRH VAN ZRAH—IIF7TO1INhTW3,

o FIEBRE (Issuer., BE2ERIAE. CAissuer. 9547V &Y —N—DFIRE) HYT ¥ b X
nTWa, TNHDIREOVT IO EEKT ZICIE. FIR1EZSRLTLEIW,

FIR

1. OpenTelemetry Collector 1 Y 2% ¥ AITRDEIAEZEZY VY ML, TTICTT Y IR TV
ZIEAEZ BB L X7,

a. Red Hat OpenShift @ cert-manager Operator % L TEEEAZ % £ M T % Issuer

apiVersion: cert-manager.io/v1
kind: Issuer
metadata:

name: selfsigned-issuer
spec:

selfSigned: {}

b. BECERNRE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: ca
spec:
isCA: true
commonName: ca
subject:
organizations:
- Organization # <your_organization_name>
organizationalUnits:
- Widgets
secretName: ca-secret
privateKey:
algorithm: ECDSA
size: 256
issuerRef:
name: selfsigned-issuer
kind: Issuer
group: cert-manager.io

c. CAissuer

o1
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apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: test-ca-issuer
spec:
ca:
secretName: ca-secret

d 9347 MY —N—0DiERE

apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: server
spec:
secretName: server-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" ﬂ
issuerRef:
name: ca-issuer
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: client
spec:
secretName: client-tls
isCA: false
usages:
- server auth
- client auth
dnsNames:
- "otel.observability.svc.cluster.local" e
issuerRef:
name: ca-issuer

ﬂ H—/8— OpenTelemetry Collector 1 Y 2% Y ZADYV IJL/IN—ICT v TEI N2 IEHER
DNS&ZDY R bk,

9 254 7> b OpenTelemetry Collector 1 Y R YV 2DV IILIN—IIT v TINDIERE
RDNSEZDY R K,
2. OpenTelemetry Collector 1 Y A9 Y ADHY—ERT7 ATV MEERLET,

ServiceAccount D

apiVersion: vi
kind: ServiceAccount
metadata:
name: otel-collector-deployment
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3 —ERTAV VMDY SR —O—LVEFERLET,

ClusterRole D5

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (ZIZ. Pod & namespace )V —ZILK T ZHERISHBHETT,

resourcedetectionprocessor ICl&, 1 V7 SRANTVF v —ERT—F R T BHER
NPLETY,

4, VSR —O— I —ERXRT7AT Y MINA 2V RLET,

ClusterRoleBinding D

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: otel-collector-<example>
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

5 YAML 7 74 )L&E{ERR LT, TvP 9> RX4—T OpenTelemetryCollector 71 X% LY YV —2X
(CRYEE&HLET,

Iy 5 AY—F®D OpenTelemetryCollector 1 2% Ln1) Y — 2 D

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: otel-collector-<example>
spec:
mode: daemonset
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
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grpe: {}
thrift_binary: {}
thrift_compact: {}
thrift_http: {}
opencensus:
otlp:
protocols:
grpe: {}
http: {}
zipkin: {}
processors:
batch: {}
k8sattributes: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlphttp:
endpoint: https://observability-cluster.com:443 ﬂ
tls:
insecure: false
cert_file: /certs/server.crt
key_file: /certs/server.key
ca_file: /certs/ca.crt
service:
pipelines:
traces:
receivers: [jaeger, opencensus, otlp, zipkin]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

ﬂ Collector TV AR —4 —I&, OTLPHTTP 2TV AR— b FTBLIIIHREINTH Y,
RY S RH—H5 OpenTelemetry Collector 15 L £ 7,

6. YAML 7 7 1 JL&EER LT, RS 5 24 —I|Z OpenTelemetryCollector 1 X% L!) YV —2R
(CRYEE&HLET,

Rk - S X 4 —®D OpenTelemetryCollector 1 X% L) Y — 2D

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:

name: otlp-receiver

namespace: observability
spec:
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mode: "deployment”
ingress:
type: route
route:
termination: "passthrough"
config: |
receivers:
otlp:
protocols:
http:
tls:
cert_file: /certs/server.crt
key_file: /certs/server.key
client_ca_file: /certs/ca.crt
exporters:
logging: {}
otlp:
endpoint: "tempo-<simplest>-distributor:4317" g
tls:
insecure: true
service:
pipelines:
traces:
receivers: [otlp]
processors: []
exporters: [otlp]
volumes:
- name: otel-certs
secret:
name: otel-certs
volumeMounts:
- name: otel-certs
mountPath: /certs

ﬂ Collector L ¥ —/—(CI&, HUDFIEIC) AMINTWBIAENVETT,
@ Collector TV RE—5—I&, OTLP £T Y AR~ hF B S ICHEI N, Tempo 71 X

N)JEa—4ITV R4V NEEELET, ZOFITIE. Zhid "tempo-simplest-
distributor:4317" T. 9 TICERINTVWET,
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F10= NS TINYa—FTq40Y

OpenTelemetry Collector DANJLZREBIE L, T—9 ORMYIAAICET 2ME%HET 2 HEIEEEH
L) i-a—o

10.1. OPENTELEMETRY COLLECTOR O Y MEZ

OpenTelemetry Collector DA J ZEG 9 2 IC1E. L TFOFIRZERTLF T,

¥
1. OpenTelemetryCollector 1 X% L)Y —RZ (CR) CEETZAOVLARILERELZE T,

config: |
service:
telemetry:
logs:
level: debug ﬂ

Q Collector DO L NI, HR—PMINTWBEICIE, info, warn, error. Z7zi& debug
NEFENEY, 774 ML info TT,

2.oclogs A~ RFE/AklEWeb VY —ILEFHALTOVEZREBLET,

10.2. X MY U ZADRH

OpenTelemetry Collector (&, BB LT —49R) 2 —LICEBTEA M) VR EZR/ALET, FARRD X
R)OZAXARNY22ELTOTITFIVRICINTOVETH, UTERARXVEDX M)V RTT,

otelcol_receiver_accepted_spans
A TSAVICEEIL Ty aX3hiRRVDH,
otelcol_receiver_refused_spans
A TSAVIITY I 2aTERD LRIV DE,
otelcol_exporter_sent_spans
SEIEICIERISEF INL RNV DHL
otelcol_exporter_enqueue_failed_spans
EEF1—ITEBMTERD > RNV D,

Operator l&. X M) I RITY RKRA Y MDRY LA FI{ERATE % <cr_name>-collector-monitoring
FLAMNY—H—EREERLET,

=2 |
1. OpenTelemetryCollector 1 2% L) YV —RITRDITEEMLT, FLAKN)—H—ER%EH
MCLET,
config: |
service:
telemetry:
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metrics:
address: ":8888" ﬂ

Q IR Collector DX R Y Z ZAARNEINDZT7 KL R, 74l k4 :8888 T,

1. IR— MER3E Collector Pod #{EH T3 XDOATY REEFTLT, ANYIRERELEY,

I $ oc port-forward <collector_pod>

2. http://localhost:8888/metrics TX M) VATV RRA VY MIT7VERALZET,

103. 7Ny JT I AR—=4—
IRES NI T — 5 EEERMAICT I AR— T 2L TRy IO AR— I —ERETE T,

FIR

1. OpenTelemetryCollector 1 29 L)YV —R %= RDELDICEELF T,

config: |
exporters:
debug:
verbosity: detailed
service:
pipelines:
traces:
exporters: [debug]
metrics:
exporters: [debug]
logs:
exporters: [debug]

2.0oclogs 7YY RELEWeb AV Y —ILEFERLT, OJZRELENICTIAR—MLET,

97



OpenShift Container Platform 4.16 Red Hat build of OpenTelemetry
S a4 < ’=
ENE BT

BE

Red Hat OpenShift 28I b L —> > 7S5y N7+ — A (Jaeger) (&, FEHERDHEET
T FEHEDMLEEIZMKIR & L T OpenShift Container Platform ICEEhTH Y. 5l X
THR—PINFTTH, FEROSEDY ) —RATHRIN 2D, FIRT 7O A
NTOFERIIEEINIEA,

OpenShift Container Platform TIEHE L > 72 b, HIBRI N X RBEEORHTO—EIC
DWTIE. OpenShift Container Platform 1) U —2Z / — kD JEHERS L CHIBR S 7=
BB Y avaESRLTIEIW,

7 71) sr—< 3 1T Red Hat OpenShift distributed tracing platform (Jaeger) =9 TILERA L TW 515
AlE. OpenTelemetry 7 —7> vV —27OY ¥ MMIED < Red Hat build of OpenTelemetry ICF1T
TXFY,

Red Hat build of OpenTelemetry I&. D8 AT ATHDAEAMEARET DO D AP, 5475
J— I—=YzVh BECAVYRAMAYT=2a 0Dty MERBEL £T, Red Hat build of
OpenTelemetry IZ& F 115 OpenTelemetry Collector (&, Jaeger 7O ML EZERYADH B D, 77
J7r—>avDSDKZEET2uEEHY THA,

distributed tracing platform (Jaeger) 5 Red Hat build of OpenTelemetry IC#179 %11, L —2X
HY—ALLRICLR— M BL DI OpenTelemetry Collector E 7 ) r—2 a3 VERETIZHNELNDH
YEFT, B4 RA—BLUPHY A RA—LRTTOM AV N EBITTEET,

NL YA RAh—%F> 71T

Red Hat build of OpenTelemetry Operator (&, 7704 XY N7 — 00— RADH A RA—FA%H
R— KL TW37®H, distributed tracing platform (Jaeger) %4 K71 —»'5 Red Hat build of
OpenTelemetry 4 RA—ICRITTE XY,

AR
® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S A4 —TERAINTW 3,

® Red Hat build of OpenTelemetry i1 Y X h—JLE N TW3,

FIR

1. OpenTelemetry Collector 44 RA—& LTERELF T,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: <otel-collector-namespace>
spec:
mode: sidecar
config: |
receivers:
jaeger:
protocols:
grpe: {}
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thrift_binary: {}
thrift_compact: {}
thrift_http: {}
processors:
batch: {}
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
timeout: 2s
exporters:
otlp:
endpoint: "tempo-<example>-gateway:8090" 0
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, resourcedetection, batch]
exporters: [otlp]

ﬂ DIV RKRA Y ME. <example> Tempo Operator 2R L TF 704 I hic
TempoStack 1 YA VY ADT— Iz 1 % LET,

T)Vr—2avaRITd5OD0Y—ERT7HT Y NEaERLEFT,

apiVersion: v1i
kind: ServiceAccount
metadata:

name: otel-collector-sidecar

—Ho Oty —CRELHERDLODISRAY—O—ILEERLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: otel-collector-sidecar

rules:

- apiGroups: ["config.openshift.io"]
resources: ["infrastructures”, "infrastructures/status"]
verbs: ["get", "watch", "list"]

resourcedetectionprocessor ICl&. 1 VI SARNSZIVFv—EA VT SZANS IV Fv—/
AT—H AT BHERIVETT,

4. ClusterRoleBinding = {Ef{ L CT. ¥Y—EX7H VY NDERZHREL X T,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
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metadata:

name: otel-collector-sidecar
subjects:
- kind: ServiceAccount

name: otel-collector-deployment

namespace: otel-collector-example
roleRef:

kind: ClusterRole

name: otel-collector

apiGroup: rbac.authorization.k8s.io

5. OpenTelemetry Collector %4 RAh—& LTF7O4 LE T,

6. Deployment # 7 = - b H 5 "sidecar.jaegertracing.io/inject": "true" 7 / 7—3 3 V & Hl
BRe B ET, SFAINK JaegerAgent 27 T ) r—2a v hSHIBRLET,

7. sidecar.opentelemetry.io/inject: "true" 77/ 7—3 3 % Deployment £ 72 = hD
.spec.template.metadata.annotations 7 1 —JL KIZ:EHI L T, OpenTelemetry %4 KA —®D
BEFEAZEMILET,

8. X LI —ERTHAV Y NET TV r—>avD7r7 a4 Ay MIUERALEY, 22952
ET, Oy —R@BRELWEREZEIELTANL—RITEBMTEET,
N2. 94 Rh—72 L THRIT
Y4 RA—%F 70487, distributed tracing platform (Jaeger) H* % Red Hat build of
OpenTelemetry ICRBITTE %9,
AR
® Red Hat OpenShift distributed tracing platform (Jaeger) B9 S A4 —TERAINTW 3,

® Red Hat build of OpenTelemetry 1 Y A h—JLEINT W3,

FIR

1. OpenTelemetry Collector 7 704 X~ M &REL £7,

2. OpenTelemetry Collector D7 7O %&&R2 7OV MR LET,

apiVersion: project.openshift.io/v1
kind: Project
metadata:

name: observability

3. OpenTelemetry Collector 1 Y A9 Y R %7 5ODY—ERTHU Y M aERKLZF T,

apiVersion: vi

kind: ServiceAccount

metadata:
name: otel-collector-deployment
namespace: observability

4. Oty Y —ICHBELRERERET 272ODI 7R —O—ILaERLET,
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: otel-collector
rules:

8

- apiGroups: [, "config.openshift.io"]
resources: ["pods", "namespaces”, "infrastructures”, "infrastructures/status”]
verbs: ["get", "watch", "list"]

Q k8sattributesprocessor (I, pods & &£ U namespace ') ¥V —RIIW T BHERINNET
ER

9 resourcedetectionprocessor (3. infrastructures & & U infrastructures/status (%t
T LERNBETT,

5. ClusterRoleBinding Z/Ef L T. ¥—ERX7HV Y FO¥EREZFRELF T,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: otel-collector
subjects:
- kind: ServiceAccount
name: otel-collector-deployment
namespace: observability
roleRef:
kind: ClusterRole
name: otel-collector
apiGroup: rbac.authorization.k8s.io

6. OpenTelemetry Collector 1 ¥ 2% V R &=ER L £ T,

E5C

Z @ Collector &, b L —R7% TempoStack 1 Y R¥ Y RICT UV AR—FMLZE
9, RedHat Tempo Operator Zf#f L T TempoStack 1 ¥ X4 ~ A= {ERK L.
ELWIVRRAV NEEBRET Z2HENHY X7,

apiVersion: opentelemetry.io/vialphai
kind: OpenTelemetryCollector
metadata:
name: otel
namespace: observability
spec:
mode: deployment
serviceAccount: otel-collector-deployment
config: |
receivers:
jaeger:
protocols:
grpe: {}
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thrift_binary: {}
thrift_compact: {}
thrift_http: {}
processors:
batch: {}
k8sattributes:
memory_limiter:
check interval: 1s
limit_percentage: 50
spike_limit_percentage: 30
resourcedetection:
detectors: [openshift]
exporters:
otlp:
endpoint: "tempo-example-gateway:8090"
tls:
insecure: true
service:
pipelines:
traces:
receivers: [jaeger]
processors: [memory_limiter, k8sattributes, resourcedetection, batch]
exporters: [otlp]

7. NL—RT Y RiRA ¥ k% OpenTelemetry Operator ICIEE L £

8. ML—R%ET7FY s —>avhb Jaeger ICEEI YV RAR—NT2HEIE. APITY KRSV b
% Jaeger TV KR4 ¥ hH 5 OpenTelemetry Collector T RiRA > MIEEL XY,

Golang % i3 % jaegerexporter Th L —R%& TV AR— NT BIHEDH
I exp, err := jaeger.New(jaeger.WithCollectorEndpoint(jaeger.WithEndpoint(url))) ﬂ

ﬂ URL | OpenTelemetry Collector API T KiRA4 ~ h&$EL X T,
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BERETFTYTIL—NR
N—=TarvDT7yv I L—RKDHAE. RedHat build of OpenTelemetry Operator I& Operator Lifecycle
Manager (OLM) 2R L £9, Ihik. V5 RF—HNOD Operator DA Y A h—Jb, 7y FTL—K,
BLVO—IR—ADT U RHIE (RBAC) #HIEH L £ 9

OLM (X, 77 #JL kT OpenShift Container Platform TE{TXh &3, OLM I&FIFHAHEA Operator
DYLT)—%A4 VA KN=)LENT Operator D7 v T L —RKREERTLE T,

Red Hat build of OpenTelemetry Operator B L WA= a VL7 v 7L —RKIhd &, BET2E

fTH D OpenTelemetry Collector 1 ¥ 248 ¥ AN X F v+ XN, Operator DFT L W/AA—T3 VITHIGT
BZN—=2avIlTyTIL—RINhZET,

12.1. BEE B
® Operator Lifecycle Manager Dt 2B L ') V—2

o A YA M—JLiFEH Operator DEHT
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SB13E HIbRH

OpenShift Container Platform 7 5 X 4 —H' 5 Red Hat build of OpenTelemetry % BIFRY % FIEIERD
EBYTY,

1. Red Hat build of OpenTelemetry Pod 2§ RXT>+ v YOV LET,
2. OpenTelemetryCollector 1 ¥ 24 Y R %ZHIFRL £ 9,

3. Red Hat build of OpenTelemetry Operator ZBIf& L £ 9,

13.1.WEB OV Y —J)LA{#EA L~ OPENTELEMETRY COLLECTOR 1 > X
4 ZDHIR

Web 3> Y —JL®D Administrator 2 —T OpenTelemetry Collector 1 Y A% VR &HIBRTEXZ 7,
IE= Jia
e cluster-admin O—J)LZ{HDI SR —BEEE L TWeb OV —)LIZATA VY LTWS,

® Red Hat OpenShift Dedicated M54, dedicated-admin O—JLAFD27H oY M&FAL T
A4 LTW5,

FIR

1. Operators — Installed Operators = Red Hat build of OpenTelemetry Operator—
OpenTelemetrylnstrumentation % 7z|& OpenTelemetryCollector ICF%&1 L £ 9,

2. BEET A VRYVAEHIBRT BT, - Delete ... » Delete &R L F 7,

3. # 7Y a ~:Red Hat build of OpenTelemetry Operator ZHIf& L &9,

13.2.CLI Zf#£ L 7= OPENTELEMETRY COLLECTOR 1 > X 4 ~ Z DHIER

O~ K54 T OpenTelemetry Collector 1 Y 24 VA %HIRTE XY,

AR

e cluster-admin O—JL %DV S XY —BEEILL D7 VT 4 772 OpenShift CLI (oc) v
av,

(7

o OpenShift CLI (oc) D/N—2 3 YD EH TH Y. OpenShift Container Platform /X —Y 3~
EHLTWB I EZEMRLTLEI W,

o oclogin zE17L 7,

I $ oc login --username=<your_username>

FIR
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1. kDAY Y K&EZEFTL T, OpenTelemetry Collector 1 Y 24V ZAD &R =BG LT,

I $ oc get deployments -n <project_of_opentelemetry_instance>

2. RDAT Y RAEZETL T, OpenTelemetry Collector 1 Y 249~ A% HIBR L 9,

$ oc delete opentelemetrycollectors <opentelemetry_instance_name> -n
<project_of_opentelemetry_instance>

3. # 7Y a ~:Red Hat build of OpenTelemetry Operator ZHIf& L &9,

i
EI-I;

® OpenTelemetry Collector 1 Y 24 Y AN EEICHIBRI N Z & #HERT 5ICId. oc get
deployments #BEZETL X7,

I $ oc get deployments -n <project_of_opentelemetry_instance>

13.3. BE&EIE IR
o S —h 5D Operator DHIRR

e OpenShift CLI DA % AA
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