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FIEHHADODN—RIDTT7ELVRSAN—DERL

Driver Toolkit (DTK) (&. OpenShift Container Platform R4 O— RKDAYFF—A A=Y THY., KZ
ANR—AVTFT—ZBRTEIN—RAA A=V ELTHERTSZ I ENBERTT, Driver Toolkit 1 X —
IR, A—RIVEV 22— ZEELRELEBA VA M—ILT B2ODOKEFRMRE L T—REICBELRD—
RNy =8 RSAN—AVTF—IIBRELBWVWLSDHPDY —ILHAFENTVWET, ThHD/RY
F—oDN—=T 3 vk, /59 5 OpenShift Container Platform 1) ') —Z®M RHCOS / — R TE{TIh
TWBH—FRILDN—=T a3V E—BLET,

RSAN=—VFTF—& VT F—FRL—T 4 27> X7 L (Red Hat Enterprise Linux CoreOS
(RHCOS)) TY ) —HDA—RINET2—ILERFAN—ZEIRBLVCT IO A N ZLOICE
AIN2IVTF—AX—=—VTd, A—FRILEV2—LELVRSAN=E LRILVOBWHERT, 7
RU—=FAVIVRTLA—RIVATEITINDY I NI TS54T5) =T, £, h—FIHEE
DR, FTLWT NS ZOFENCHBRN— Rz 7EEOI—RERHELF T, A& LTIE,
field-programmable gate arrays (FPGA) % graphics processing units (GPU) 728 & D/N— R = 7 7/ A
2%, VINIITEBEDARNL—IYYa1—>avRELPrHYET, IhLIEFTRT, V547V b
RYVTH—RIVEY 2—IV2BEELEY, RTI4/8—=02FF—I&. OpenShift Container
Platform 77O XV N TINHDT Y/ OV — BN 27HDILERAINDZY I NI 7RIV Y
DRADEEETY,
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2% DRIVER TOOLKIT

Driver Tookkit ICD2W T, BLUVRSFAN=OAVFF—DR—=AA X—=Y L TENEFAHLT,
OpenShift Container Platform 7 704 XY hTHBIARY I MV 27 HELUON—RI 27 FNNA R %H
MICT BAEICDWTEHRBLET,
2.1. DRIVER TOOLKIT (CDWT
BBk
Driver Toolkit (&, R4 /N—OYFF—%2EI RTEBR—ZAAM X =Y & LTERT % OpenShift
Container Platform R4 O— KOOV FF—A4 X—I T, Driver Toolkit 1 X—JICIE. H—XRILE
Ta—)VEENRFEFLEEFA VAN LT EEODEREFEEFRE L T—RHICBERA—ILNy 5=
E. RSANR=—OVFTFF—IIBELZVLDOHIDY—ILHEFNRTVWET, TR5D/NNyH5—ID/N—
v avidk, ®I5Y % OpenShift Container Platform !J ') —Z M Red Hat Enterprise Linux CoreOS
(RHCOS) / — RTEIINTWVWBEA—RIUNN—=Y 3V EFLUTY,
RSAN—=avFF—IF, RHCOSAEDA YT+ —HARL—F 14 VY A5 AT out-of-tree H—=*
WEYa2—ILEEINRLTTOMT2DIFERTZIVTF—AAXA—=ITY, A—RILEV2—Ib
SURSAN=F, LRILVDEWHERT, ARL—F A VIV RATFLA—RIATEITINBEY T K
DITSA4ATF)—TY, £, h—RIBEDIEEREY. FTLWT /A ZDHEIEICHERN—RKDI T
BEODI—RERHELE T, flE LT, Field Programmable Gate Arrays (FPGA) & 7zl& GPU 2 & @
N=RIOTTTNARN, VAT VKRNIV VTHA—FIVEY 12— EZEET S Lustre parallel 7 7
ANWNSATLREDY I NI TEHEDAMNL—2(SDS) VY a—2 3 VIREDNHYFET, RTA /18—
AV FF—IE. Kubernetes TTNSDFEMEAMICT D/DICFERINZY I NI TRV IDR
HIDETY,
Driver Toolkit D A —X /Xy 5—I D) X MIIE, LT EZDRERZIESENE T,

e kernel-core

o kernel-devel

o kernel-headers

o kernel-modules

o kernel-modules-extra
F 7. Driver Toolkit ICIE, WIHT DY TILIA LA—FRINNy5—=IFHF5FNTVWET,

o Kkernel-rt-core

o kernel-rt-devel

o Kkernel-rt-modules

o kernel-rt-modules-extra

Driver Toolkit ICIE, A—FRILEZ 2 —ILOEI RBLVTA VA M—=JLIT—BRICHEE LR EY —ILD
BEHYFET, EZIE UTHEEFNET,

o elfutils-libelf-devel
e kmod

o Dbinutilskabi-dw
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o kernel-abi-whitelists
o LERDKIFER

=]y

Driver Toolkit &) ) =X EN2HIE, TUHA LAY MDHZEI R ZERATEH. KA D
machine-os-content D 1 —RJLRPM 54 Y A h—JL L T, Pod £/ EIL REEEDH—RIL/NY
4r — < % OpenShift Container Platform (Z4 Y A h—JLTETWZE L7, Driver Toolkit #fEH ¥ %
ECIVHARNLAYRZRTYy THRLCARY O A0 EM{EI N, Pod T machine-os-content IC 7
IR T BIFEREARLETE X, Driver Toolkit I&, 7L Y 1) —RiFEHD OpenShift Container
Platform N—2a VICT7 VA TE S /- F—3LEATE. $1&D OpenShift Container Platform ')
J)—ZBIKN=—RIZTP7TFNRAZADRKSZAN=AVFTF—%2FFUEILRTEET,

Driver Toolkit (& Kernel Module Management (KMM) THER I N F 9, Kernel Module Management
(KMM) (&, IR7E OperatorHub TJX 21 =7 14 — Operator & LTHATEZF I, KMM (&, out-of-
tree BLUVT—FRNRN=FT 4 —DHA—FILRFANRN— BLCERERDZIARL—FT 4 VT RATLDY
R—=MNYI7bhDz75EYR—IMLET, 2—F—ld. KMIMDL Y EEERLTRSAN—OVFTF—
EBELTCTIOSALEY., TRARTSTAUPA RN Y IREDY I NI T HYR—NLEYT
TFEY, EVA—IITKIE. EINRREZEML T, Driver Toolkit ZR—UICRSA/N—=aVFF—%
EIWRTEFT, FLEKMM THERIEL RSN RSAN—aVTF—%2T7 04 TEET,

22.DRIVERTOOLKIT AV T+ —A A=Y DT

driver-toolkit 1 X —|&. Red Hat Ecosystem Catalog & & U OpenShift Container Platform ') ') —
RAO—=RDIAVTFT—A A= 2O aVhHHLAFTEET, OpenShift Container Platform D1 %ﬁ
DIAFT—=YV)—=RIHRT 24 XA—=TE, A¥OTDONR—=Y 3 VBEBSTYIHIINET, BEDY
)—Z2DA4 A—Y URL &, ocadmCLI IY Y REFERLTHEETEET,

2.2.1. registry.redhat.io 5 5 ® Driver Toolkit A~ 7+ —A4 X = DT )L

podman 7= (3 OpenShift Container Platform Zf#f L T registry.redhat.io »* 5 driver-toolkit 1
A—T% TILF B FEIL. Red Hat Ecosystem Catalog #8R LTI\, RFOIAF+—U)—2
DRZAN=Y—=)bFv b A=T&, registry.redhatio D<A F+—1) ) —ZR/NRX—=I 3V TH JHIF
INFE T (f: registry.redhat.io/openshiftd/driver-toolkit-rhel8:v4.16),

2.2.2. %4 O— KT Driver Toolkit 1 X —< URL D&%

([} =355
® Red Hat OpenShift Cluster Manager 54 A= )L —o Ly b ZEELTWS,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

. ocadmI~Y Y RAFALT, HEDY Y —RIIHIET D driver-toolkit D1 X — URL % #h
HLUFET,

o X6 A A—YDFH., ATV RIERDESY TT,

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.16.z-x86_64 --image-
for=driver-toolkit

¢ ARMAX—=UDIFE, ATV RIFROEBEYTY,


https://www.openshift.com/blog/how-to-use-entitled-image-builds-to-build-drivercontainers-with-ubi-on-openshift
https://registry.redhat.io/
https://catalog.redhat.com/software/containers/openshift4/driver-toolkit-rhel8/604009d6122bd89307e00865?container-tabs=gti
https://console.redhat.com/openshift/install/pull-secret

OpenShift Container Platform 4.16 FHDN— Kz 7S L R4 X—DHRL

$ oc adm release info quay.io/openshift-release-dev/ocp-release:4.16.z-aarch64 --
image-for=driver-toolkit

H A B

quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:b53883ca2bac5925857148c4alabc300ced96c222498e3bc134fe7ce3aldd404

2. OpenShift Container Platform @1 Y Z h—JVLIZEBER IV —I Ly MR E, BRIV
=Ly NEFRALTIDA A=V ERBLET,

$ podman pull --authfile=path/to/pullsecret.json quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:<SHA>

2.3. DRIVER TOOLKIT D& F

fc & Z2 &, Driver Toolkit |% simple-kmod & MEEN 2 BEMAR A —RILED 12— ILEEET ER—1(
A=V ELTHERATEEY,
Pz
Driver Toolkit ICI&, H—RIVET 2 —ILICEBLZ T B-OICHNERKEFEEFETH S
openssl. mokutil. & & U keyutils "EFNTWET, L L. ZDHFITIE. simple-

kmod A —XRILEY 2 —ILIFBELINTWLWALWE®, Secure Boot "EMICAHE>TWD
SRATFALICIFO—-—RTEFEFHA

23175 R9—TOsimple-kmod K4 /NX—JYFF—%2EJIRNL, ZTLZFT,

AR
® OpenShift Container Platform ¥ 5 24 —HE{THTH %,
o VSR —DA A=Y L TR KM — Operator DIRAE% Managed ICEZE L TLW 5,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,
e cluster-admin ¥[RA 4% 5 1 —H'— & LT OpenShift CLIICOY A4 >~ LTW5,

FIE
namespace Z{ER L F T, UTICHZRLET,

I $ oc new-project simple-kmod-demo

1. YAML (&, simple-kmod K54 /N—3YFF—4 X —T%{Rr#FT % ImageStream &, IV T
F—%EJL K9 % BuildConfig ZE& L £9, Z®D YAML % 0000-buildconfig.yaml.template
ELTHRELET,

apiVersion: image.openshift.io/v1
kind: ImageStream
metadata:
labels:
app: simple-kmod-driver-container
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name: simple-kmod-driver-container
namespace: simple-kmod-demo

spec: {}

apiVersion: build.openshift.io/v1
kind: BuildConfig
metadata:
labels:
app: simple-kmod-driver-build
name: simple-kmod-driver-build
namespace: simple-kmod-demo
spec:
nodeSelector:
node-role.kubernetes.io/worker: "
runPolicy: "Serial”
triggers:
- type: "ConfigChange"
- type: "ImageChange”
source:
dockerfile: |
ARG DTK
FROM ${DTK} as builder

ARG KVER

WORKDIR /build/

RUN git clone https://github.com/openshift-psap/simple-kmod.git
WORKDIR /build/simple-kmod

RUN make all install KVER=${KVER}

FROM registry.redhat.io/ubi8/ubi-minimal

ARG KVER

# Required for installing "'modprobe’
RUN microdnf install kmod

COPY --from=builder /lib/modules/${KVER}/simple-kmod.ko /lib/modules/${KVERY}/
COPY --from=builder /lib/modules/${KVER}/simple-procfs-kmod.ko
/lib/modules/${KVER}/
RUN depmod ${KVER}
strategy:
dockerStrategy:
buildArgs:
- name: KMODVER
value: DEMO
# $ oc adm release info quay.io/openshift-release-dev/ocp-release:<cluster version>-
x86_64 --image-for=driver-toolkit
- name: DTK
value: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:34864ccd2f4b6e385705a730864c04a40908e57acede44457a783d739e377cae
- name: KVER
value: 4.18.0-372.26.1.el8_6.x86_64
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output:
to:
kind: ImageStreamTag
name: simple-kmod-driver-container:demo

2. LT3~ KT, "DRIVER TOOLKIT_IMAGE” b Y I, Ei7HD OpenShift Container
Platform X—Y 3 VD RSAN—=Y—)LFxy N A=V BEBIBRZIFT,

I $ OCP_VERSION=$(oc get clusterversion/version -ojsonpath={.status.desired.version})

I $ DRIVER_TOOLKIT_IMAGE=$(oc adm release info $OCP_VERSION --image-for=driver-
toolkit)

$ sed "s#DRIVER_TOOLKIT_IMAGE#${DRIVER_TOOLKIT_IMAGE}#" 0000-
buildconfig.yaml.template > 0000-buildconfig.yaml

3UTFTAA=—IVRAMN)—LBLVEINRBREZEKRL T,
I $ oc create -f 0000-buildconfig.yaml

4. EINF—Pod AEEICET LD, RSAN—OYFF+—A X—2% DaemonSet & LTF 7
a4 LZxd,

a. RARNETH—RIVEY 2 -V EFHFATITIE, FEMEEF2) 74—V FTFRMT
RSAN—OVFFT—%ETTI2REFHYZET, ULTFDYAML 7714 LICIE. RS54
W=V T+ —%FT957HDRBAC IL—ILB L' DaemonSet *EFNET, <D
YAML % 1000-drivercontainer.yaml & L TIREL £ 9,

apiVersion: vi
kind: ServiceAccount
metadata:

name: simple-kmod-driver-container
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: simple-kmod-driver-container
rules:
- apiGroups:

- security.openshift.io

resources:

- securitycontextconstraints

verbs:

- use

resourceNames:

- privileged
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: simple-kmod-driver-container
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role



%23 DRIVER TOOLKIT

name: simple-kmod-driver-container
subjects:
- kind: ServiceAccount
name: simple-kmod-driver-container
userNames:
- system:serviceaccount:simple-kmod-demo:simple-kmod-driver-container
apiVersion: apps/v1
kind: DaemonSet
metadata:
name: simple-kmod-driver-container
spec:
selector:
matchLabels:
app: simple-kmod-driver-container
template:
metadata:
labels:
app: simple-kmod-driver-container
spec:
serviceAccount: simple-kmod-driver-container
serviceAccountName: simple-kmod-driver-container
containers:
- image: image-registry.openshift-image-registry.svc:5000/simple-kmod-
demo/simple-kmod-driver-container:demo
name: simple-kmod-driver-container
imagePullPolicy: Always
command: [sleep, infinity]
lifecycle:
postStart:
exec:
command: ["modprobe”, "-v", "-a" , "simple-kmod", "simple-procfs-kmod"]
preStop:
exec:
command: ["'modprobe”, "-r", "-a" , "simple-kmod", "simple-procfs-kmod"]
securityContext:
privileged: true
nodeSelector:
node-role.kubernetes.io/worker: "

b. RBACI—IBLUVOF—FvEy hEEKLFT,

I $ oc create -f 1000-drivercontainer.yaml

5 Pod "7 —Hh—/— RKTEITINLRIC. simple_kmod H—FRILEY 2 —J)LH Ismod DK R

NYY VU TEBICHRAAZTND I EAERLET,

a. POdHDEITINTVWB I EEHERELET,
I $ oc get pod -n simple-kmod-demo
ol

NAME READY STATUS RESTARTS AGE
simple-kmod-driver-build-1-build  0/1  Completed 0 6m
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simple-kmod-driver-container-b22fd 1/1  Running 0 40s
simple-kmod-driver-container-jzZ9vn 1/1  Running 0 40s
simple-kmod-driver-container-p45cc 1/1  Running 0 40s

b. K4 /=Y F7F—Pod Tlsmod IY Y REETLZET,
I $ oc exec -it pod/simple-kmod-driver-container-p45cc -- Ismod | grep simple
Al

simple_procfs_kmod 16384 0
simple_kmod 16384 0

2.4, FEIER

o VIRA—DLIYARN)—=RML—UDREICET 2L, OpenShift Container Platform
DA A=Y LY RN —Operator & ERLTLEI W,

10


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/registry/#registry-removed_configuring-registry-operator
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53% NODE FEATURE DISCOVERY OPERATOR

Node Feature Discovery (NFD) Operator & & U, Ih % L T Node Feature Discovery (/N\— K7 =
THEER Y AT LAREERE T 570D Kubernetes 7 KA V)Y &+ —4 A L —Ya3 v LT/ —KLAR
IWDIERELRRAYT2HEZHRALIT,

3.1. NODE FEATURE DISCOVERY OPERATOR [CDWT

Node Feature Discovery Operator (NFD) I, N— KD = 7EBDIFEHRT / — RIZS NIV &,
OpenShift Container Platform 7 2 24 —D/N\— R = PHEEC REDREBEZEE L £9. NFD I,
PCIA—R. A—FIb. ARLV—FAVIIRFLON=U 3V RE, /—REBEDOBMETKRANIS
NIV EMITET,

NFD Operator I&. “Node Feature Discovery” &3 L T Operator Hub THEERTE XY,

3.2. NODE FEATURE DISCOVERY OPERATOR D1 Y A b—JL
Node Feature Discovery (NFD) Operator (&, NFD 7—E Vv NORTICHERIRTD) Y —R %

FT—ZAMNL—3 v LET, 77RF—EEHIE. OpenShift Container Platform CLI £ 7z |& Web 3
VY —I)L%{EALTNFD Operator &4 YA M—ILTEXY,

3.2.1.CLI #{#F L 7= NFD Operator O 1 > X b —)b

VS5 RY—EEBHIE, CLI =R L TNFDOperator 24 YA M—JLTEE T,

AR
® OpenShift Container Platform 7 5 X 4 —,
e OpenShift CLI (oc) 54 Y Z h—LINT W3,

e cluster-admin ¥R =HFEo>1—H¥—& L TAJV1 L TW5,

FIa
1. NFD Operator M namespace Z{Ef L £ 9

a. openshift-nfd namespace % E#&9 5 LL T D Namespace 1 2 ¥ L) Y — R (CR) % {ERK
L. YAML % nfd-namespace.yaml 7 7 1 JLICIRTEL £ 9,

apiVersion: vi
kind: Namespace
metadata:

name: openshift-nfd

b. LFDO< > K%&ZETTL T namespace ZEM L £ 7,

I $ oc create -f nfd-namespace.yaml

2. LTFDA TV MaEEKRL T, BERIOFIETIERK L 7= namespace IC NFD Operator &4 >
I\ _)l/ L/ i _a—o

a. LLR® OperatorGroup CR % {ER L. YAML % nfd-operatorgroup.yaml 7 7 1 JLIZ{RTE
LEY,

1
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apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
generateName: openshift-nfd-
name: openshift-nfd
namespace: openshift-nfd
spec:
targetNamespaces:
- openshift-nfd

b. LMD a~< Y K%A%E4T L T OperatorGroup CR #/Em L £,

I $ oc create -f nfd-operatorgroup.yami

c. LT Subscription CR #4E L. YAML % nfd-sub.yaml 7 7 1 JLICIRTEL X,

Subscription DOl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: nfd
namespace: openshift-nfd
spec:
channel: "stable"
installPlanApproval: Automatic
name: nfd
source: redhat-operators
sourceNamespace: openshift-marketplace

d UTFDIOT Y R&EZEFTL T Subscription 4 7Y 9 M&ER L £,
I $ oc create -f nfd-sub.yaml

e. openshift-nfd 70> - MIHIUYEBZZF T,

I $ oc project openshift-nfd

&
qEI-I.l

e Operator DT 7OA4 AV MHEBILITONI I EAERT HICIE. UTFERITLET,

I $ oc get pods

Al
NAME READY STATUS RESTARTS AGE
nfd-controller-manager-7f86ccfb58-vgrdx 2/2  Running 0 10m

EBILTF7O043N% &, Running 27 —49 ANKRRINET,
3.22.Web O~V —J)LT®D NFD Operator D1 > X b—Jb

12
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P29 —EEHIF. Webd> YV —JL%ZEHLTNFDOperator a4 YA M—JLTEZT,

FIR

1. OpenShift Container Platform Web 3> —JL T, Operators » OperatorHub =2 ') v 7 L
x7,

2. MFTAIBEAR Operator D—EH' 5 Node Feature Discovery %3ZR L TH S Install 20 Y v &
LE9.

3. Install Operator *— < T A specific namespace on the clusterz:#iR L. Install 7 ') v ¥
L %9, namespace BMERINB7-D. ThEEKRT D2HEIFIHY FHA,

HREE
LLFD & SIS, NFD Operator AIEEEICA VAN —ILINTWB I E2MHRLET,
1. Operators - Installed Operators R— ICHEEIL £ 7,

2. Status 7" InstallSucceeded @ Node Feature Discovery #* openshift-nfd 7O =7 1)
ARMKRINTVWB I EZMERELET,

pa )

4~ R N—)UBEIC, Operator | Failed 27 —4% R 5 KRR$ 2 AEMELHY F
To 4R M—=ILH1RIC InstallSucceeded X v Z—T A H L TIEEICETIN
%3B451E. Failed X v E—VAEEBTEET,

NSTNSa—F44

Operator B’ Y A b —JLiFAHE LTRRINBWEEIC, ILIKMNZ TV a—T14 Vv J%EETLE
ER

1. Operators - Installed Operators R— 2 |CF & L. Operator Subscriptions & & U Install
Plans ¥ 7 C Status ICT S5 —2H 2N EINERELE T,

2. Workloads » Pods R— L&) L. openshift-nfd 7O 9 N TPod DOV %A L £
ER

3.3. NODE FEATURE DISCOVERY OPERATOR D&
Node Feature Discovery (NFD) Operator (. NodeFeatureDiscovery CR % E5#% L T Node-Feature-
Discovery 7T—E >t v NOEFTICHERRY Y —R%EF—4TZAKL—YavLFE
9. NodeFeatureDiscovery CR ([CE DWW T, Operator IFEED namespace ICARZ > K (NFD) OV
R—RV MaERLEY, CREBEL T, ICHZA T2 avoFhrs. FIO
namespace. image. imagePullPolicy. & & U nfd-worker-conf %= #IRTX £ 7,

75249 —EEHIE., OpenShift Container Platform CLI £7zld Web AV —JILAFERL T
NodeFeatureDiscovery 2 {EfX CTEX X7,

3.3.1.CLI =#{# [ L 7= NodeFeatureDiscovery 1 > 24 ~ ZDYERK

75249 —EEEIL, CLI %= H L T NodeFeatureDiscovery CR 1 Y 29 V A HERTEE T,

AR
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® OpenShift Container Platform 7 5 X 4 —,
e OpenShift CLI (oc) 54 Y Z h—LINT W3,
e cluster-admin Rz HFo>21—H—& L TATM Y LTW5,

e NFD Operator 24 YA h—JL L TW3,

FIR

1. AR @ NodeFeatureDiscovery 1 X% L') Y —2Z (CR) Z{E L. YAML %
NodeFeatureDiscovery .yaml 7 7 1 JLICIREEL 7

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-instance
namespace: openshift-nfd
spec:
instance: "" # instance is empty by default
topologyupdater: false # False by default
operand:
image: registry.redhat.io/openshift4/ose-node-feature-discovery:v4.16
imagePullPolicy: Always
workerConfig:
configData: |
core:
# labelWhiteList:
# noPublish: false
sleeplnterval: 60s
# sources: [all]
# klog:
addDirHeader: false
alsologtostderr: false
logBackiraceAt:
logtostderr: true
skipHeaders: false
stderrthreshold: 2
v:0
vmodule:
NOTE: the following options are not dynamically run-time configurable
and require a nfd-worker restart to take effect after being changed
logDir:
logFile:
# logFileMaxSize: 1800
# skipLogHeaders: false
sources:
cpu:
cpuid:
# NOTE: whitelist has priority over blacklist
attributeBlacklist:
-"BMIT"
- "BMI2"
- "CLMuUL"
-"CMOV"
-"CX16"

Hh

%%#%%%%%%%%%
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- "ERMS"
-"F16C"
-"HTT"
- "LZCNT"
- "MMX"
- "MMXEXT"
- "NX"
- "POPCNT"
- "RDRAND"
- "RDSEED"
-"RDTSCP"
- "SGX"
- "SSE"
- "SSE2"
- "SSE3"
-"SSE4.1"
- "SSE4.2"
- "SSSE3"
attributeWhitelist:
kernel:
kconfigFile: "/path/to/kconfig"
configOpts:
-"NO_Hz"
- "X86"
- "DMI"
pci:
deviceClassWhitelist:
-"0200"
-"03"
-"2"
devicelLabelFields:
- "class"
customConfig:
configData: |
- name: "more.kernel.features"
matchOn:
- loadedKMod: ["example_kmod3"]

NFD 7—H—A%HRAITA XTBHEIF. nfd-worker DEEETZ7 74ILY) 77 L VA A#SRBLTLKES
LN,

1. LFDO~Y > K%A%E1TL. NodeFeatureDiscovery CR 1A~ 24 VXA &ERM L £,

I $ oc create -f NodeFeatureDiscovery.yaml

i3
qEI-I'l

o (VR VAMERINALI E%MHRT BICIFE. LTFZ2ERTLET,
I $ oc get pods
5

I NAME READY STATUS RESTARTS AGE

15
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nfd-controller-manager-7f86ccfb58-vgrdx 2/2  Running 0 11m
nfd-master-hcn64 1/1 Running 0 60s
nfd-master-Innxx 1/1 Running 0 60s
nfd-master-mp6hr 1/1 Running 0 60s
nfd-worker-vgcz9 1/1 Running 0 60s
nfd-worker-xgbws 1/1 Running 0 60s

EBILTF7O43IN3E,. Running 27 —49 ANKRRINET,
3.3.2.Web O~ Y —JL%{#HA L 7= NodeFeatureDiscovery CR D{ERK

FIR

1. Operators - Installed Operators R— 2 ICHEEIL £ 7,

2. Node Feature Discovery # R D}, Provided APIs TRy 7 AR RLZET,
3. Createinstancez7 ') v 7 L&Y,
4. NodeFeatureDiscovery CR D% #REL 7

5 Createz7 v LZET,
3.4. NODE FEATURE DISCOVERY OPERATOR D% E

34137

core /v avilid, HBORENEFNTHY., ThIFFEDOHEY —XICEBEDEDTIEHY F
A,

core.sleeplinterval

core.sleepinterval (&, RICHEERE X IIERET 52X TORREIEETZDT. /—ROBINI
T OBREREL T, EDOEUMNE, FEROR) —TREEZBKRT 20T, BREPEINILGT
FiThhErt A,

CDEI, BEINTWDIHEIE., FEHBED --sleep-interval IY Y KSA4 VI7 5V TLEEXINE
ER

{sE Fa

core:
sleepinterval: 60s ﬂ

F 7 #JL MEIL 60s T,

core.sources

core.sources (&. BMABEEY —XADY A MEIEELE T, BFHAME all T RTOHEY — X =F%
ICLEY,

ZDIEIK, IBEINTWBIBEIZIEHED -sources ATV Y RSA VIS5 7ICLY EEETINF T,

F 74 b all]

{sE Fa

16
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core:
sources:

- system

- custom

core.labelWhiteList
core.labelWhiteList (3. ERRIVAFLE L TSRNILBICEDVWTHESNILA T4 IILY—LET, —
BHLAWSRIIEAREINEE A,

EHRKRBIE, IRILDNR—Z (/' DRICZFID—ER) ZIFTERBELET, SNILOEBERFHFF LI
namespace IF B INE T,

ZDEIE. EBEINTWBIHEAIK. FEHED --label-whitelist ¥ RSA V7S5 TLEEXINFE
£

F 74 )L M null

{sE Fa

core:
labelWhiteList: "*cpu-cpuid'

core.noPublish

core.noPublish % true ICE8E 9 % &. nfd-master IC & 2@ ENEMICAY FT, ThIFEEMIC
ERSA4 5> 757TY, nfd-worker (ZBEBYBEREZETLETH. INILLIFEXRIE nfd-
master ICEEINE T,

ZDEIE., BEINTWBIHFEICTIE, —-no-publish AY Y KSA4 VI7STICLY EEEINZET,

IR

{sE Fa

core:
noPublish: true 0

57 # ) MElZ false T,

core.klog
UTOA Ty avid, ETRICIEEACEZBNICRAETCI20H—RELIBELE T,

AA—AF>avidavy RSAVISTAFERALTEETSZIEHTIETN, WHT2RET 74
WA ToaviYETE5oMBEINET,

core.klog.addDirHeader

true ICEX¥E 9 % &. core.klog.addDirHeader A7 7 A LT 4 LU MY —%O T XAy =2 DAY §—
IEMLET,

T 7 4 )L b false

Z V81 LFREFEE: yes

core.klog.alsologtostderr
BEIS—BLV07740ICOF VI LET,
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F 7 #JL b false
SV A4 LFREFRE: yes

core.klog.logBacktraceAt
fleNDTICAF Y IDEETZE RV IRAMNL—RZHAOLET,

T 7 4~ empty
SV A LFRETRE: yes

core.klog.logDir
ETRWEEIE, TOTAL I MN)—ICOQT7 74V 2EZIAHET,

T 7 4~ empty
S84 LFREFEE: no

core.klog.logFile
ZETHRWEEIR., 20077714 &FERLET,

T 7 4~ empty

V84 LEREFEE: no

core.klog.logFileMaxSize

core.klog.logFileMaxSize (&, OJ7 7 71 IILDH/RATA X ZEHZLEXT, BAIEAH/NNA ~TT, EDN
0 DFEICIE. JRRT77MILT A ZTEFIRICRY £T,

77 #J)L ~:1800

V84 LEREFEE: no

core.klog.logtostderr
77AIVDRDYICRET S —ICOT =R &H LS,

T 7 AU ~:true

T84 LFREFEE: yes

core.klog.skipHeaders

core.klog.skipHeaders 7' true ICEREINTWBHZEICIE, AT Ay E—ITAY ¥ —1EBEEFAHER
LEtA.

T 7 4L K false

T84 LFREFEE: yes

core.klog.skipLogHeaders
core.klog.skipLogHeaders 7' true ICEREINTWBIHEIE. OV 771 ILERTT BBEIIAY Y —IF
FERINEZEA,

T 7 4L K false

Z V91 LFREFEE no

core.klog.stderrthreshold
ZDLEWMEL EDO YIS stderr IZ2Y 9,
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T4 K2
T84 LFREREE: yes

core.klog.v
core.klog.v IZO 7 L NILDOFEHMEDHETT,

TI7#ILK:0

T84 LFREFEE: yes

core.klog.vmodule

core.klog.vmodule I, 774 TT7 1 ILH—IhiOF >V /D pattern=NZE (AVIRXPY DY R
M) TY,

T 7 4 b~ empty

S VYA LFREFRE: yes

3.42.YV—R
sources TV ¥ avIllE, H#EEY —ABEBDHRE/NNSXA—Y—DEFENZET,

sources.cpu.cpuid.attributeBlacklist
DA T avIlEBI N TS cpuid EEIZARINEHA,

ZDfEIE. IBEINTWSIHE L source.cpu.cpuid.attributeWhitelist [T > TEEXINFE T,

7 7 #JU ~:[BMI1, BMI2, CLMUL, CMOV, CX16, ERMS, F16C, HTT, LZCNT, MMX, MMXEXT, NX,
POPCNT, RDRAND, RDSEED, RDTSCP, SGX, SGXLC, SSE, SSE2, SSE3, SSE4.1, SSE4.2, SSSE3]

{sE Fa

sources:
cpu:
cpuid:
attributeBlacklist: [MMX, MMXEXT]

sources.cpu.cpuid.attributeWhitelist
DA T avIlEBhINTWS cpuid EED A ERNFAL £,

sources.cpu.cpuid.attributeWhitelist |& sources.cpu.cpuid.attributeBlacklist & Y £ B I N X T,
T 7 4~ empty

{sE Fa

sources:
cpu:
cpuid:
attributeWhitelist: [AVX512BW, AVX512CD, AVX512DQ, AVX512F, AVX512VL]

sources.kernel.kconfigFile
sources.kernel.kconfigFile |&, A—RILEEET7 7M1 ILD/RATY, ZDHFEICIE. NFD IF—HEHIARE
G CTRRERTLET,
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T 7 4~ empty

{sE Fa

sources:
kernel:
kconfigFile: "/path/to/kconfig”

sources.kernel.configOpts
sources.kernel.configOpts (&, #EES NI E LTRART2H—RILEREA TVavaRLET,

57 #JL h:[NO_HZ. NO_HZ_IDLE. NO_HZ_FULL. PREEMPT]

{sE Al

sources:
kernel:
configOpts: [NO_HZ, X86, DMI]

sources.pci.deviceClassWhitelist

sources.pci.deviceClassWhitelist (£, S NIV ZRFT S PCI T /XA X7 ZAID D—ETY, XAV
525 LTDH (BI:03) . RERYSAY TS5 ADMAEDHE (B 0300) & LTHEETEET,
AIEIE. IRTOYTISIADNFAINTVWEIEEBKRLET, INILOER

I&. deviceLabelFields T HICRETEE T,

77 # )L h:["03", "0b40", "12"]

{sE Fa

sources:
pci:
deviceClassWhitelist: ['0200", "03"]

sources.pci.deviceLabelFields

sources.pci.deviceLabelFields . #EES NIV DERIAEBRT ZFICFERT S PCIID 714 —ILK®D
£y NTT, WA T 1 —JL KL class. vendor. device. subsystem_vendor & & O
subsystem_device TY,

7 7 # )L b:[class, vendor]

{sE Fa

sources:
pci:
devicelLabelFields: [class, vendor, device]

LEEDEREHITIEL. NFD & feature.node.kubernetes.io/pci-<class-id>_<vendor-id>_<device-
id>.present=true 2 ED SNV AERNFEL 9,

sources.usb.deviceClassWhitelist
sources.usb.deviceClassWhitelist (3. #EESNILERAFRTBUSB 7/N1 2RV A IDD—ETT,
SARIVDOFR L. deviceLabelFields TI HICRETEF T,

7__“7 j‘ )l/ I\: ["Oe", "ef", l‘fe"’ l'ff"]

20


https://pci-ids.ucw.cz/read/PD
https://www.usb.org/defined-class-codes

%33 NODE FEATURE DISCOVERY OPERATOR

{sE Al

sources:
usb:
deviceClassWhitelist: ["ef", "ff"]

sources.usb.devicelLabelFields
sources.usb.deviceLabelFields (&. #AES NILDOEGRIAEKT B USBID 74 —IL RDEY N TY,
BT 14 —JU R class. vendor., & & U device T,

7 7 # JL b:[class, vendor, device]

{sE Al

sources:
pci:
devicelLabelFields: [class, vendor]

LEEDEREHITIX. NFD (& feature.node.kubernetes.io/usb-<class-id>_<vendor-id>.present=true
REDINIEREALET,

sources.custom
sources.custom (&, I —HF—BHEDSNRIVEERT 27=DICHAY LY —ATUETBIL—ILD
~BTY.

T 7 4 b~ empty

{sE Fa

source:
custom:
- name: "my.custom.feature"
matchOn:
- loadedKMod: ["e1000e"]
- peild:
class: ['0200"
vendor: ["8086"]

3.5.NODEFEATURERULE I A% L")V —RIZDWVWT

NodeFeatureRule 7 7Yz 7 M. / —RICHT BN —IR—RDARG LSNILNIFRICKE S
7= NodeFeatureDiscovery h 29 L)Y —RTY, —EOI—RT—RITIE. TNNA1 RAEESRNIL %
RS 2HD. N—RYIFPRYFI—LEBT T r— 3 VEBED SN FdBE ST
9,

NodeFeatureRule # 7 x4 NAFB T2 &, RUVS—EBEEFLIIT7IVr—SavEBEDOSRNILE
FUOTFA Y RNEERTEZ T, LI —IINR—RADA WXL AHFRHLT, SRNIVEFEHRL. 77
avT/)—ROBEEICEDETA Y NEERLE T,

3.6. NODEFEATURERULE H R ¥ L)Y —ZADEHA

—EDIL—ILHEHEIC—HT DHEIC/ — RICSNILA{FIF 5 NodeFeatureRule = 7 = 7 N & {ERL
L/ i’a—o
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¥
L RDTHERRANEEL AR L)Y —R %, nodefeaturerule.yaml &L\ D ZEITTER L F T,

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureRule
metadata:
name: example-rule
spec:
rules:
- name: "example rule"
labels:
"example-custom-feature": "true"
# Label is created if all of the rules below match
matchFeatures:
# Match if "veth" kernel module is loaded
- feature: kernel.loadedmodule
matchExpressions:
veth: {op: Exists}
# Match if any PCI device with vendor 8086 exists in the system
- feature: pci.device
matchExpressions:
vendor: {op: In, value: ["8086"]}

IDARY LY Y—RE, veth EYV1—)bHO—RIh, R —0— K5 8086 D PCl /3
AADNI SR —RICERET BERICTINILNTTELIICEELE Y,

2. RDAX Y R%AEFTL T, nodefeaturerule.yaml 7 7 1 LAV S R4 —ITHEBALE Y,

$ oc apply -f https://raw.githubusercontent.com/kubernetes-sigs/node-feature-
discovery/v0.13.6/examples/nodefeaturerule.yaml

ZDOFEITIE, veth EY 22—/ O—RINhTHEY, Ry —0—KH 8086 D PCl T/34 AN
FETS/—NICHESNILEZBERALET,

P
, IRIVDOBRETIE. RRI1DOEENRET DAEMESDHY T,

3.7Z.NFD b ROY—7 v 75— DFEH

Node Feature Discovery (NFD) Topology Updater I&. 7—H—/—RIZEIYHTOHNELY) Y — A %5
RZT—EVTY, Thid, V=V T EICHRPod ICEIY B TR ENTES Y Y —RITHIGL.

v/ — > % Non-Uniform Memory Access (NUMA) / — RIZCT B Z ENTE XY, NFD Topology Updater
i, 1B % nfd-master ICEELE T, THICLY, V53R —HADITRTDT—A—/ —RICRBT
%NodeResourceTopology1 X4 1) Y — R (CR) BMER I F 9. NFD Topology Updater D4 > R
SUAMIEB V5RAY—D&/—RTEFTINET,

NFD T Topology Updater 7 —#—%AE%IC ¥ % IZIE Node Feature Discovery Operator Dfff Dt

723V THEBINTWLWS LS IZ. NodeFeatureDiscovery CR T topologyupdater Z#{% true 5%
ELET,

3.7.1. NodeResourceTopology CR
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NFD Topology Updater R L TEITTF 5 &, NFD X, KDL IR/ —RKRYY—AN—KJ 7 MR
AY—ICHIETBHRIL)Y—RA VAV REFEHRLET,

apiVersion: topology.node.k8s.io/vialphat
kind: NodeResourceTopology
metadata:
name: node1
topologyPolicies: ["'SingleNUMANodeContainerLevel"]
zones:
- name: node-0
type: Node
resources:

- name: cpu
capacity: 20
allocatable: 16
available: 10

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3

- name: node-1
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic2
capacity: 6
allocatable: 6
available: 6

- name: node-2
type: Node
resources:

- name: cpu
capacity: 30
allocatable: 30
available: 15

- name: vendor/nic1
capacity: 3
allocatable: 3
available: 3

3.7.2.NFD Topology Updater Y RS54 >V 735 7

FRARERITY RSM4 V757 %FKKRT 5IIE. nid-topology-updater-help 1< > KEE{TL
¥, & ZIE podman AV FFH—T, ROATVY REEFTLET,

I $ podman run gcr.io/k8s-staging-nfd/node-feature-discovery:master nfd-topology-updater -help
-ca-file
-ca-file 7 5 71, -cert-file 75 7 H LUV -key-file> 757 & &I, NFD MRAOAY—=T v FF—%

THEETLSRHAAZFHIEHTE3IDDT7ZID1DTY, TDT7Z 7. nfd-master DISFEMEMREE I F B
9B TLSI—MIEEAEAEBELZX Y.
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T 7 A4 b empty

BF

-ca-file 7 5 7'1%. -cert-file & -key-file 75 7 & —#EICIBET 2MENHY T,

B

$ nfd-topology-updater -ca-file=/opt/nfd/ca.crt -cert-file=/opt/nfd/updater.crt -key-
file=/opt/nfd/updater.key

-cert-file

-cert-file 7 5 7%, -ca-file & -key-file flags & &£ IC. NFD hAROY—7 v 757 —4 THE TLS &R
MEFIETZ3IDDT7ZIDIDTY, TDT7ZJE, EEEKRORRFICIRTY 2 TLSARAE 2 15E
LExY,

T 7 A4 b empty

BF

-cert-file 7 5 7'1&. -ca-file & -key-file 75 7 & —#EICIEET 2HELNHY XTI,

B

$ nfd-topology-updater -cert-file=/opt/nfd/updater.crt -key-file=/opt/nfd/updater.key -ca-
file=/opt/nfd/ca.crt

-h, -help

FEREEZEDLTKRTLET,

-key-file

-key-file 7 = 7'|d. -ca-file & -cert-file 75 7 & & £IZ. NFD Topology Updater THE TLS 5REE % il
WE2320737D1DTY, D7 TE IBEDIAET 7 1 L& -cert-file ICXI ST 21
B CEEEKROREEICHER) 2 BELX T,

T 7 A4 b empty

BF

-key-file 7 5 7'1%. -ca-file & -cert-file 75 7 & —#EICIEET 2MENHY T,

B

$ nfd-topology-updater -key-file=/opt/nfd/updater.key -cert-file=/opt/nfd/updater.crt -ca-
file=/opt/nfd/ca.crt

-kubelet-config-file
-kubelet-config-file (Z. Kubelet DFRET 7 1 L AD/NRZEEL X T,

7 7 # )L b /host-var/lib/kubelet/config.yaml

B
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I $ nfd-topology-updater -kubelet-config-file=/var/lib/kubelet/config.yaml

-no-publish

-no-publish 7 5 7l&, nfd-master & DT RTDBE%EMIC L. nfd-topology-updater D K1 =
Y75 7ICLEY, NFD Topology Updater i, Y Y —ZRN—K2xz7 hAROY—REEZIEREICETL
F9H. CREXIE nfd-master ILEFEINF A,

T 7 # )L b false

B

I $ nfd-topology-updater -no-publish

3.7.2.1. -oneshot

-oneshot 75 7% AT 2 &, YY—ZAN—Roz7 MROY—OBRENM1ETHONZEE. NFD
Topology Updater A&7 L £ 9,

F 7 # )L h: false

vl
I $ nfd-topology-updater -oneshot -no-publish

-podresources-socket
-podresources-socket 7 5 7', kubelet &* gRPC H—E X% TV RR— K L THERAHD CPU &EFN
A2ERETEZLDICL. TNODAST—IEZRETZ Unix VI Yy hADNRREZIBELX T,

7 7 # )L b: /host-var/liblib/kubelet/pod-resources/kubelet.sock
vl

I $ nfd-topology-updater -podresources-socket=/var/lib/kubelet/pod-resources/kubelet.sock

-server
-server 7 5 7%, #¥id B nfd-master TV RRA Y MDF7 RL AEIEELE T,

7 # )l k: localhost:8080

B
I $ nfd-topology-updater -server=nfd-master.nfd.svc.cluster.local:443

-server-name-override

-server-name-override 7 5 7'l&, nfd-master TLSSEFAENLMEBEINZ ATV R*—L (CN) 2187
LET, TOT7F7F FIKERET NNy JZBEHNELTWVWET,

T 7 A4 b empty

B

I $ nfd-topology-updater -server-name-override=localhost
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-sleep-interval

-sleep-interval 7 7 /&, VYV —RN—RI7z7 hROD—DBREE ARSI L)Y —RAOBEFHFOMEE
EIRELEFY, ETAWMER R)—THERIERTHZ ZEE2EBKL. BREIIThbhEEA,

7 7 # )L h:60s,

B
I $ nfd-topology-updater -sleep-interval=1h

-version

N=2avaHALTHRTLET,

-watch-namespace

-watch-namespace 7 7 7/ |d namespace Z#E L T, $#EE I N /z namespace TERITIN TS Pod
IKFLTOARAN) Y —ZRN—=ROz7 ROV —DBREIMTHNZLDICLET, BEINEL
namespace TEITINTWAWPod &, YY—RT7HhV VT4 VI TEREREINFZEA, ThiE. T
ZARETNY TOENTHICIZRIIEE T, *fEld. £ namespace ICEENDZTARTD Pod BT AT v
TAVITOERARICERIND I EERBHKLET,

TR

B

I $ nfd-topology-updater -watch-namespace=rte
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4% KERNEL MODULE MANAGEMENT OPERATOR

Kernel Module Management (KMM) Operator ICDW T, &LV ZN%FEH L T out-of-tree DH—FRJL
EVa—IETNA AT S 4 % OpenShift Container Platform 2 5 24 —IC7 704 § 5 AEICD
WTERBALE Y,

4.1. KERNEL MODULE MANAGEMENT OPERATOR (CDWT

Kernel Module Management (KMM) Operator I&. OpenShift Container Platform 7 5 X4 —_E® out-
of-tree DA—FRINETa2a—IVETNARTS T4 VEEE, EILK, B, $L0F77O01LFT,

KMM i, Y —8HDOH—RIVEZ 12— EZTNICEETEZTNARTSTA4 Vv EERTDIHLWL
ModuleCRD # &ML EX3d, EZa—I VY —RAFEHALT, EV2—I)LA2O0—RTBHEAETE

L. B—xJI/X—2 32O ModuleLoader 1 X—Y A E&HFL. BEDOH—RILNN—U3VDEY 21—
IWEEIRLTELZLTDE-ODIEREESHDIIENTIET,

KMM IE, FEDOH—RILETV 2 —IICH L T—EBICERDO D —RINN—U a3 VICHRIGETED L I1C5%
HINTWBRD, /—ROV—LLARBRTYTITL—RETTIVr—3 0D 00594 LDOYERED
"AeEICARY £,

4.2. KERNEL MODULE MANAGEMENT OPERATOR DA A b—IL

5 R4 —EEEIL, OpenShift CLI 7zl Web 3>V —JL%EA L T Kernel Module Management
(KMM) Operator &4 Y A h—JLTEZ T,

KMM Operator &, OpenShift Container Platform 412 BAIfETHR— M INTWET, /A=Y 340
IKCKMM Z 4 Y 2 =)L 3356, FICEMFIRISVEDY FtH A, KMM Z/N—2 3 >~ 410 LARTICA
VAN=ILT BAEDFEMIZ. TLEID/X— 3 > ®D OpenShift Container Platform ~® Kernel
Module Management Operator D4 Y XA h—J)L] 023V EZSRLTLEIL,

421.Web OV —)L%{EHA L 7 Kernel Module Management Operator D1 > X b —
Y

75 A8 —EEEIL. OpenShift Container Platform Web 3> —JL%{#MA L T Kernel Module
Management (KMM) Operator &4 Y A h—JLTEF 7,

FIR

1. OpenShift Container Platform Web >V —jLicao/4 v L& 7,

2. Kernel Module Management Operator #4 Y XA b—JLL XY,

a. OpenShift Container Platform Web 3> Y — )L C. Operators » OperatorHub =7 ') v
LEd,

b. fFFAAE%A Operator M) X b H* 5 Kernel Module Management Operator % 3&3iR
L. Install 22y o LZET,

c. Installed Namespace ') 2 h n 5. openshift-kmm namespace % &R L £7,
d Instal 22Uy o LET,

WREE

KMM Operator AIEEICA Y A M= I NI & BRI BHITIE. UTFEERITLET,
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1. Operators - Installed Operators R— 2 ICHEEIL £ 7,

2. Kernel Module Management Operator #* openshift-kmm 7OY 7 NI R b X
1. Status 7' InstallSucceeded THB I & B L XY,

Pz
4 >~ R N—)UBEIC, Operator | Failed 27 —% R %2R $ 2 AEMELHY F

9o 4 VA M=JLH1EIT InstallSucceeded X v E—Y A H L TEFEICEITIN
3EEE. Failled Xy Et—YAEETEET,

NoTWNoa—Fav T

1. Operator DA YA R—JLICAT2MEE NS TN 2 —FT4 7T 5I1F. LTFERTLE
ER

a. Operators — Installed Operators R— ICFE) L. Operator Subscriptions & & U Install
Plans ¥ 7 C Status ICT S —2H 2N EINERELE T,

b. Workloads » Pods R— (L&) L. openshift-kmm 702 49 N TPod OOV %ML
7,

4.2.2.CLI %#{#HA L 7= Kernel Module Management Operator D > X b —)L

75249 —EEHIE., OpenShift CLI % {EA L T Kernel Module Management (KMM) Operator % 4 ~
Z I\ _)l/T\‘ 3 i -a—o

([} =355
® OpenShift Container Platform ¥ 5 24 —HE{THTH %,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

e cluster-admin ¥[RA 4% 5 1 —H'— & L T OpenShift CLIICO Y4 >~ LTW5,

FIa
1. KMM % openshift-kmm namespace IC1 Y A =L L X T,

a. JR® Namespace CR %= {Ef L. YAML 7 7 1/ JL (kmm-namespace.yaml 72 &) % {77 L
i’a—o

apiVersion: vi
kind: Namespace
metadata:

name: openshift-kmm

b. JR® OperatorGroup CR %#{Em L. YAML 7 7 1 JL (kmm-op-group.yaml 72 &) %277 L
i -a—o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm
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c. JR® Subscription CR #{Ef L. YAML 7 7 1 )L (kmm-sub.yaml 72 &) 2 ®REFZ L £ 7

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

d UTFOIOT Y R&EZEFTL T Subscription 4 7Y o M&ER L X7,
I $ oc create -f kmm-sub.yaml

e Operator DT 7OA4 AV MHEBILTONIZ EAERT 2ICIE. ROITY REERITLE
EE

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

H A B
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator (&FIFARIEET Y,
4.2.3. LLEID /N —< 3 ~ D OpenShift Container Platform ~® Kernel Module
Management Operator D1 > X b —Jb

KMM Operator &, OpenShift Container Platform 412 LAETHR— M INTWEY, /A=Y 3 410
LA TI&. # L\ SecurityContextConstraint 7 7>~ = 7 M & {ER L. EH % Operator M
ServiceAccount IC/N1 ¥V RTBZMBEAHY XY, 77 RY—FEEEIEL. OpenShift CLI ZFEAL T
Kernel Module Management (KMM) Operator #4 Y A h—J)LTE X9,

([} =355
® OpenShift Container Platform ¥ 5 24 —HE{THTH %,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

e cluster-admin ¥R 4% % 1 —H'— & LT OpenShift CLIICOY A4~ LTW5,

FIR
1. KMM % openshift-kmm namespace IC1 Y A =L L X T,

a. JR®M Namespace CR % {Ef L. YAML 7 7 4 JL (kmm-namespace.vaml 7 7 1 JL73 &)
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ERELET,

apiVersion: vi
kind: Namespace
metadata:

name: openshift-kmm

b. JR®D SecurityContextConstraint # 7> = 7 N & {Ef& L. YAML 7 7 1 )L (kmm-security-
constraint.yaml 72 &) Z#REFL £ 7,

allowHostDirVolumePlugin: false
allowHostIPC: false
allowHostNetwork: false
allowHostPID: false
allowHostPorts: false
allowPrivilegeEscalation: false
allowPrivilegedContainer: false
allowedCapabilities:

- NET_BIND_SERVICE
apiVersion: security.openshift.io/v1
defaultAddCapabilities: null
fsGroup:

type: MustRunAs
groups: []
kind: SecurityContextConstraints
metadata:

name: restricted-v2
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:

- ALL
runAsUser:

type: MustRunAsRange
seLinuxContext:

type: MustRunAs
seccompProfiles:

- runtime/default
supplementalGroups:

type: RunAsAny
users: []
volumes:

- configMap

- downwardAPI

- emptyDir

- persistentVolumeClaim

- projected

- secret

c. ROV K&EZEFTL T, SecurityContextConstraint = 7> = ¥ k% Operator ®
ServiceAccount (/X1 >~ KL 9,

I $ oc apply -f kmm-security-constraint.yaml

$ oc adm policy add-scc-to-user kmm-security-constraint -z kmm-operator-controller -n
openshift-kmm

30



8#54% KERNEL MODULE MANAGEMENT OPERATOR

d. JR® OperatorGroup CR % {Ef L. YAML 7 7 1 JL (kmm-op-group.yaml 72 &) %277 L
i _a—o

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management
namespace: openshift-kmm

e. JR® Subscription CR #{Ef L. YAML 7 7 1 )L (kmm-sub.yaml 72 &) 2 REF L £ 7

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: release-1.0
installPlanApproval: Automatic
name: kernel-module-management
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: kernel-module-management.v1.0.0

f. LFDO< Y R%&ZETL T Subscription 7729 &R LE T,
I $ oc create -f kmm-sub.yaml

e Operator DT 7OA4 AV A EBILITONAZ EAERT HICIE. ROITY REERITLE
EE

I $ oc get -n openshift-kmm deployments.apps kmm-operator-controller

H A B
NAME READY UP-TO-DATE AVAILABLE AGE
kmm-operator-controller 11 1 1 97s

Operator (&FIFHRIEET Y,

4.3. KERNEL MODULE MANAGEMENT OPERATOR D& E

1T & A EDIFE. Kernel Module Management (KMM) Operator D7 7 # )L NEREEZEE T 2 NEIEH
YEHA, L. ROFIEAFEFRAL T, BEICEDE T Operator REEAZLEHTEXE T,

Operator §%7E l&. Operator namespace M kmm-operator-manager-config ConfigMap (Z5&8E I T
WZEd,

FIR
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L BREALETHICE. ROOAYY KEAHALT ConfigMap 7—4 2 fREL £,

I $ oc edit configmap -n "$namespace" kmm-operator-manager-config

H A B

healthProbeBindAddress: :8081
job:
gcDelay: 1h
leaderElection:
enabled: true
resourcelD: kmm.sigs.x-k8s.io
webhook:
disableHTTP2: true # CVE-2023-44487
port: 9443
metrics:
enableAuthnAuthz: true
disableHTTP2: true # CVE-2023-44487
bindAddress: 0.0.0.0:8443
secureServing: true
worker:
runAsUser: 0
seLinuxType: spc_t
setFirmwareClassPath: /var/lib/firmware

4.1 Operator EE/NFA—F —
NFA—5H— B4

healthProbeBi  Operator »* kubelet NVA T O—T7ABERT 27 NLAAERLF T, HEE
ndAddress |%:8081 T9,

job.gcDelay I L7=EJL K Pod ZHIRT 2 Z CORFHHBEEZERLF T, TOREICHE
BlEHY FtA, TOREDERDMEICDWTIE, ParseDuration #88 L TK
72X,

leaderElection  leader election % {#F L T KMM Operator DL 7Y ANEIC1 DEIFRITIND
.enabled EOICTEINMRELET, FMllIE. V-2 EZSRLTLEIW, #EEID true
<9,

leaderElection  leaderelection ') —4—0Ov V2 REFT2OICFERTZ )Y —RADERT %
.resourcelD REL X9, #EEEIE kmm.sigs.x-k8s.io T,

webhook.disa true DIFE. cve-2023-44487 DFEME E LT, webhook H—/X—®D HTTP/2
bleHTTP2 WMEMICARY £, HEEIL true TY,

webhook.port  Operator #* webhook ) 7 TR M 2EERT 2 R— M aEHEL F T, HEEIL
9443 ¢,
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https://kubernetes.io/docs/concepts/architecture/leases/
https://access.redhat.com/security/cve/cve-2023-44487
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NFA—5H— B4

metrics.enable X ') 7 ZDEREEIC TokenReviews %= £/ L. 52d I kube-apiserver T
AuthnAuthz SubjectAccessReviews Z T 2 MREL X7,

SREEE SRR DI, OAY bO—5—ICiZRDIL—IL %D ClusterRole »* i
BT,

e apiGroups: authentication.k8s.io, resources: tokenreviews,
verbs: create

e apiGroups: authorization.k8s.io, resources:
subjectaccessreviews, verbs: create

7=& Z I, Prometheus L TAMN) VRER VLAY TTDICIE. 75
47 MIRDIL—IL %D ClusterRole " ETT,

e nonResourceURLs: "/metrics", verbs: get

WAZ(E (L true TT,

metrics.disabl true IZA. CVE-2023-44487 DFEMEE LT, A MY I ARG —1R—D
eHTTP2 HTTP/2 BN EMIC/RY ¥4, #HEE(EIL true TT,

metrics.bindA AN YRYG—=N=DNA 2V RP7RLRAZRELET, BELAWGE, T
ddress 74 ME:B080 TY, XM IRY—N—ZENICTZICIE, 0ICKRELE
9, #2E(E(30.0.0.0:8443 T,

metrics.secure A MY I ZABHTTP T3/ < HTTPS RETIRHINDINEI D ERELE T,
Serving HEEE L true TY,

worker.runAs J—A—avsFrF+—DtFa)F4«—aFFAMDrunAsUser 7 1 —JL R
User EAEREL XY, sFMIE. SecurityContext #8HB L T IV, HEEI
9443 ¢4,

worker.seLinu J—A—AVTF—0OtFa') T4 —327TF X bODseLinuxOptions.type
xType 74—V MEEZRELEFT, ML, SecurityContext #BR LTI W, #
FfEIE spc_t T,

worker.setFir H—=FRIVDT 7 =L T T7HRENRNRA%E/—RKLED

mwareClassPa /sys/module/firmware_class/parameters/path 7 7 1 JLIZEEEL £,

th D—h—TT)r—avEBLTERS m@”éz\gb\%é ma. HEREIR
/var/lib/firmware T3, ThUADBEFFREL T A,

BREARLBELELL, ROoAv v RTaAry hO—>—%=BEELE T,

I $ oc delete pod -n "<namespace>" -| app.kubernetes.io/component=kmm
<namespace> DfEIL., TTDA VA M= HEHICL > TERYF T,
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https://access.redhat.com/security/cve/cve-2023-44487
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/

OpenShift Container Platform 416 FHDN—F Yz 7B LT RS 1 X—DHFRE

BEE R

o ZE#llE. Kernel Module Management Operator M4 ~ 2 h—JL SRR L T XL,

431 h—RIVEYV2—I)LOF7>rO—R

HLWN—=U a3 VICBITT28E, TEEHA—FRILEYV21—IA/ —RICEZLLAVERA2LE 5T
e, A—RXIWVED2—I)LEZT7O—RT2RELHY £,

FIR

e KMMTO—RINALEYa—I%E/—RKOST7rO—KRT3I21E W5 T % Module ') VvV —2
ZHIBRLET, RIC. KMM HDREICH U T7 —H— Pod 24E8 L. modprobe -r 217 L T
=R hH—RINEYV2—I)LET7A—KLZET,

DIk

==
=

J—h—Pod%7>O—K935E8, KMMIZA—RILE Y 2a—)L=0O—

REZEZIFERTZINRTONY—RE2REBELET, NI

I&. Module T&BX 1 % ServiceAccount &, $FHERE KMM 7 —H—
Pod DER{TZHAA T 272DICERINICRBACHEFNE T, &

7. .spec.imageRepoSecret TERINZ TSIV —V L v hEEFIFE
ER

KMM A — KOS A—RILEYV21—)LETYO— RTERWNVRTZEET
%IZlZ. Module ') ¥V — X %' Terminating 7 & DEEDIRET I S X4 —
RICEELTWAEIE. ZhoD) Y —ZRBBIRINAVEIICLTLE

IV, KMM IZIE, 272 < &E 12D Module ) YV —R % &E namespaces
DHIRZIEE T BHREET7 KX v >3~ Webhook "EFEFNTWVE T,

432. H—FIN T 7—LT T T7HRREINZADEE

77 =L T T DRFNZA THEAINTWS EEY, Linux 1—xJLIE firmware_class.path /35 X —
F—%T77—LVITDRRNNRELTRIFTANET,

KMM 7 — 51— Pod (&, kmods DO — R%Z A B RIIC sysfs ICEZIAL I E T, /—NICZDEZHRE
TEEY,

FIR

o J7—LIVTTRR/NNRAEEET BIIE, Operator 3% E T worker.setFirmwareClassPath %
/var/lib/firmware I[ZERXEL £,

BaEEIR
o worker.setFirmwareClassPath /X X DF%ffild. Kernel Module Management Operator D&% iE

EHRLTCLESI,

4.4, KERNEL MODULE MANAGEMENT OPERATOR D7 >4 Y XA b—Jb
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https://www.kernel.org/doc/html/latest/driver-api/firmware/fw_search_path.html
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KMM Operator D4 ¥ X b —JLAZEICH LT, ROVWTNADFIEAER L T. Kernel Module
Management (KMM) Operator 27 >4 Y XA h—JL LT,

441.RedHat A% 04 AMN—=ILDT7 A VAN=IL
KMM A RedHat A4 O oA VA MN—ILINEHEEIE. ZOFIEEFRLET,

FIR
KMM Operator 27 V4 Y A =)L § B I1CIE, ROFEEFALE T,

® OpenShift 3> Y —JL M Operators -— Installed Operators {8 L T. Operator # R D3 T
PUAVARN=ILLET,

’ E
%% WIiE. KMM namespace @ Subscription ) YV — X % HIlR9T5 2 &ETEET,

442.CLIM VYA M=ILDT7 VA2V AN=)b

KMM Operator #* OpenShift CLI #RA L TA Y A b—ILIhEBEIE. ATV REFRALET,

FIR

o RMDIAYY KAZEITLT, KMMOperator a7 VA1 VA K—=ILLZET,

$ oc delete -k https://github.com/rh-ecosystem-edge/kernel-module-
management/config/default

= -1o)
ZOAR Y RKRAEHFEHRATSE, ModuleCRD &9 S5 R9—KHWDTRTD Module 1
VRV ANHIBRINET,

45 h—FXIEY1—)LOF70O4

Kernel Module Management (KMM) (&, 7 5 X4 —A® Node & & U Module ') V —X Z &K L T,
A—RIWVEYV2—IE/—RICO—RTEHD, /—Kro7rO0—RTBHNERELET,

EV2-)DO—RFRELRDZITIE, /—RIRODEDHEEFNTWVWBHELNHY T,
e EVa—)LD .spec.selector 7 1 —IL K&E—BT BRI,

e T 1—)L® .spec.moduleLoader.container.kernelMappings 7 1 —JL RRDIEED 1D &
—B¥2Ah—RINN=TYay,

o EVa—I)LTIEBFAZT v 5L —K (ordered_upgrade.md) B2 EI N TWBIHE, TD
.spec.moduleLoader.container.version 7 1 —JL K& —E T 3 N,

KMM (&, Module )V —RTHREINTWSIEHOREICEDE T/ — NEFET D LI, BDER
TOTavERIFTIZEDILY—SYy N/ —RKREILT7—H—Pod #/EM L £9, KMM Operator £
Pod DIERZEM L. BHRZELHRKL T, Operator FZDEREFAL T, EV2—IAEEICO—
REIn/EeXIINodeA TV LY MISGRIVE[MIF, TNARTS T4V ERTLET BREIR TV
2%E).
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J—Ah—Podix. KDY R %ETT S KMMworker /N1 F+ 1) —%FETLZET,

e Module!)YV—RXTHEINZkmod A X—JAHTILLET, kmod A X—V Ik, ko 774
HAEUCEEDOCIA X —ITT,

¢ PodDI7 7AWV AT LRNDA A=V B LET,

o IEEINLBIAEMEAL T modprobe 17 L. HERTVavaERITLET,

451 Module hR9 L)Y —RAEEH

Module 1 2% L) Y —REZ (CRD) £, kmod 1 X —JIC& > TITRY—HDTRTE/IE—ED
J—RICO—RTEBZHA—FRILEV2—I)ILERLZET, Module h2 4% L)YV —2R (CR) I&. E#fMED
HBDI1DLULLEDH—FINR—=30E ) —RELIVY—2EELZTT,

Module ') V — XD E#MD#H %5/N— a3 ~ &, .spec.moduleLoader.container.kernelMappings ®
TIRYRRMINTWET, A—RITyEVTIE, literal X —2 3> &E—FT 5H. regexp ZFEMA L
TENLDEL ZRAKIC—HRIEEZIENTEET,

Module ) ¥V — X DAL — T TlE, ROFIBHEITINET,
1. .spec.selector [IC—H T 2I~XTD/—FZYRAIKRRLET,
2. TNHD/—RTEITINTVBRITRTOA—RILNN—=U3 0Dty M2EBRLET,
3 BHA—FRIWN=IYaVTUTFTERTLET,

a. .spec.moduleLoader.container.kernelMappings %A T, EYIRIVTF—A XA =T %
EROIFTET, h—Ivy EVJICbuild £/ sign AEZEINTWTC, AVTF—41
A—=IUWNEREELRBRWVEEIE. HEISLUTEILR, B Pod. £AIEZOMEAERET
LE9.

b. BIDATY TTHELLIVTF—A4 A=Y % TI)L L. modprobe 2179257 —H—
Pod #{ER L ¥,

c. .spec.devicePlugin " E&ZINTLW3IHEIE. .spec.devicePlugin.container TIEEI 1
REEFEALT TNARTZ T4 T—FEvEy MERLET,

4. LUFICx L T garbage-collect #3=1TL £ 9,
a. EO/—REFFRELTWRWL, EBIEINET /NS R T 5514 >~ D DaemonSets,
b. &IhL7EI K Pod,

c. K L7EL Pod,

452 H—RIVED 2 —ILBEDY 7 MEEERERET 3

—HDBRETIE. BEOAN—FLEYV21—IHYVYRILEBCTHEICEZEKEL TVWAWEETE.

ITNODEV2—ILAEBEDIEFTO— R LATNIEETNICEEL EHA, ThIEY 7 MREBRET
N TWET, depmod (FBE. INoDERERFREZRHET. EXTZ2 7 7M1 VICERRFINEE

Ao T=EZIE, mod_all mod_b ICxd %Y 7 MEEREFKELH 5%E. modprobe mod_a (& mod_b
ZO—RLFEEA,

Z D& D ARIZ. modulesLoadingOrder 7 4 —J)L REZFR L TCEY 2 —ILARY L)Y —RAESE
(CRD) TY 7 MEKGFRERZEE T DI &L THRRTEET,
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#...
spec:
modulelLoader:
container:
modprobe:
moduleName: mod_a
dirName: /opt
firmwarePath: /firmware
parameters:
- param=1
modulesLoadingOrder:
-mod_a
-mod_b

LERDFBETIE, 7—A—Podd', kmod M X—I 5 mod a%zH0— KT 3H1C, FTYY—KHOD

mod b 7>O0—RKL&IELEFT, 7—H—Pod DT L. mod ahn'7>O—KIh3
E. mod bIFBEO—RINEHA,

pa )

LAk ) 2 NDOBRDDEIXERZICO— NI, moduleName & L < RlFhidiay FHA,
46. X1 )5F1—BFLUVN—Iv 3V

BF

A—XIVEY2—)bOO—RiE, EBICERBEHEOSWRETY., ThodrOo—REIhb
ECHA—FIVET2—IVITIE, /—RETHLWBEHEDREERITIDLHDTART
DR BERERD T EINF T,

4.6.1. ServiceAccounts & & U SecurityContextConstraints

Kernel Module Management (KMM) I&, A—RIVETVa—ILE/—RICO— KT Z7DDEHET—7
O—REERLET, TDT7—20O— KIZIE, privileged SecurityContextConstraint (SCC) ') ¥V —2X
DEM % 557l X /- ServiceAccounts "W ETTY,

ZTDT7—70— RKRDEZBETIIL Module ') Y — XD namespace & ZDAERKICE > TERYET,

e _spec.moduleLoader.serviceAccountName Z 7z (&
.spec.devicePlugin.serviceAccountName 7 1 —J)L RO BREINTWBIHZEITEICERAI N
F9,

e INHDT7 14—V RHBBREINTVWRWEGS:

o Module ') ¥ —Z ' Operator M namespace (7 7 # JL b Tl& openshift-kmm) IC/ER S 1
=3%mE. KMM IE7 7 # )L kD38 717% ServiceAccounts A L TT7—H—B LT /31
RTZT4 Y Pod &aEITLET,

o Module ! VYV — B Z DD namespace ICHER I N7zi5E. KMM I namespace D

default ServiceAccount £ L T Pod Z%fT7 L ¥9 ., Module ') vV —X &, privileged
SCCOERZFETAMILAWVWRY., FET—I/O0—RZETTEEEA,
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HE
openshift-kmm (Z{E%8 T & % namespace T,
RBAC ¥#R%E&E T % & X &, 1 —H—F /2L ServiceAccount Aopenshift-kmm

namespace C Module ) V — 2% {EKd5&. KMM AU SR —ADTRTD/—NK
THE7— /70— RZ2BENICETIZILIERLTLEIY,

ServiceAccount 7" privileged SCC #FH L TC7—H—FLIETNNA R TS 4 Y Pod #R1TTX 3
EDICTBITIE. RDBIDEL S IZ ocadm policy AV REFAHALZET,

I $ oc adm policy add-scc-to-user privileged -z "${serviceAccountName}" [ -n "${namespace}" ]

462.PodDEFxa1l) 54 —HH

OpenShift (X, FHEADEF 1Y T+ —aYFTFRXMIEIWTnamespacePod ¥ 2 ) 574 —L R
W AEBEMICHRET PRAEAHN=ZZALEEITLES, 7V aVIERETT,

BIER R

® PodtFal)T4—T7 RKIvIa v vDBFEEE

47.9 ) —RED2—IL%EY ) —HEFET21—ILICEZXHZ S

Kernel Module Management (KMM) #fEA LT, # YTV RTH—RNICO—RKFAIET7O—-RKT
FD2H—FRINEVa2—ILEEIRTEEY, TNOLDEVa—E, YRATLEBEHTIZ &AL
H—RIVDMEEERELET, EV1—IEk, EILM VFELEENICO—RINEZLIICKRETEZE
ERR

FHICO—RINZEY2—)LICE YY—REY2—)LEY)—H(O0T) EVa—IIrEEFNZE
T, Y—AREYa2—I)biE, §TICA—FRILO—EE LT Linux A—RILY ) —DAEBICHY £, VY
)—HEL 2—ILIE, Linux A—RILY U —DH/BRIZHY £, INHITEE. V) —KHNTHEINS
A—RILVED2—ILDOFLWA=23a v DT MR, EE#REICHNT 548, ARSI UTCTAMNDE
BWTERINE T,

KMMIZE>TA—RINTWBEY2—)ILO—8IE, /—RIZTTICA—RINhTWBY)—HE
Va1—VEBEMZBIENTEEY, EVa1—I)b2O0—RTBRICYV)—AEY21—I)bEz7>rO—FK
9 %ICiE. .spec.moduleLoader.container.inTreeModulesToRemove 7 1 —JL KDfEAZ 7> O— K¢
BZEVA-NNICERELET, UTDRIE, IRTOH—RILYYEVITDEY 2—LBHRERLTWE
_a—o

#...
spec:
modulelLoader:
container:
modprobe:
moduleName: mod_a

inTreeModulesToRemove: [mod_a, mod_b]

Z DI TlE. moduleLoader Pod I&. moduleLoader 1 X —> 5 mod_a%z MO — K9 3]

IC. inTreeModuleToRemove Z AL TY ) —HNDO mod_as LU mod_b%=7>O— KL ZF

9, moduleLoader pod is terminated and ‘'mod_a 77> O0— RINTH, mod_b FEO— NI hZE
A,
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/authentication_and_authorization/#understanding-and-managing-pod-security-admission
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LRI, BFEDOH—RILTyEVYITDEY 12— ILBBDOHITT,

#...
spec:
modulelLoader:
container:
kernelMappings:
- literal: 6.0.15-300.fc37.x86_64

containerlmage: "some.registry/org/my-kmod:${KERNEL_FULL_VERSION}"
inTreeModulesToRemove: [xmodule_name>, <module_name>]

BEE R

® Building a linux kernel module

471. €Y 1—J)L CR D

UTFIE, 7/57—Y 3 {ED Module DI TY,

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: <my_kmod>
spec:
moduleLoader:
container:
modprobe:
moduleName: <my_kmod> ﬂ
dirName: /opt 9
firmwarePath: /firmware 6
parameters: ﬂ
- param=1
kernelMappings: 6
- literal: 6.0.15-300.fc37.x86_64
containerlmage: some.registry/org/my-kmod:6.0.15-300.fc37.x86_64
- regexp: "".+\fc37\.x86_64%' G
containerlmage: "some.other.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
- regexp: "".+$' a
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: 6
- name: ARG_NAME
value: <some_value>
secrets:
- name: <some_kubernetes_secret> Q
baselmageRegistryTLS: @
insecure: false
insecureSkipTLSVerify: false {§)
dockerfileConfigMap: @
name: <my_kmod_dockerfile>
sign:
certSecret:
name: <cert_secret> @
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keySecret:
name: <key_secret> @
filesToSign:
- /opt/lib/modules/${KERNEL_FULL_VERSION}/<my_kmod>.ko
registryTLS: @
insecure: false
insecureSkipTLSVerify: false
serviceAccountName: <sa_module_loader> m
devicePlugin: @
container:
image: some.registry/org/device-plugin:latest @
env:
- name: MY_DEVICE_PLUGIN_ENV_VAR
value: SOME_VALUE
volumeMounts: @
- mountPath: /some/mountPath
name: <device_plugin_volume>
volumes:
- name: <device_plugin_volume>
configMap:
name: <some_configmap>
serviceAccountName: <sa_device_plugin> @
imageRepoSecret: @
name: <secret_name>
selector:
node-role.kubernetes.io/worker: "

000~

O 00 &9 0900600
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TFvav,

Z* 7> 3 v firmware/* %/ — K E® /var/lib/firmware/ ICJE—L E 9,

T7Tvav,

PR EETIDOH—RIBEBENVETT,

ERRBPI—HTE2H—RILEETLTWVWSE/ —RIT &I, KMM IE
${KERNEL_FULL_VERSION} # 7 —RJL/N\— 3 VICE X #: X T. containerimage TiEEI 1
TcA X—T%ET3 % DaemonSet )V — X&KL F 9,

FTDMDH—RILDIFEIE. my-kmod ConfigMap M Dockerfile ZfFA L TA A=A EI KL
x7,

T7Tvav,

7+ 7> 3 »: some-kubernetes-secret D& I&. /run/secrets/some-kubernetes-secret ® )L K
RENSERIETEXY,

D7 14—=ILRIZMBEHIHY FHA, kmod M X—I % EJLRT BH, kmod 1 X —Y AT kmod

ICBRT I5AE, EHETIAVEIEER (CA) ILL > TELZINAHREARHETEILIAN) —
DO, R=AA A=V HERFFTNTEIEEHRELET, KMMHAZD CAARERTRICIE. 75
A9—DCANYRNIVEBEBMATHLWCALEET Z2RENHY T,

PSR —DCANY RIVEBEWZ ZAFICOVWTIE, "BEEHR #SHBLTLEIL,
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ATV ZONRSIA=F—IFFEALABVWTLEIW, true ICRET D&, FL—Y HTTP %f&
FA L T Dockerfile FROM @5 TA X =Y & TILT B & X1, EIL RIE TLS 4 —/N\—ZFBAZ DREE
W,
WNIE: B ‘cert ERORBAEF AT T MNEERFITEV—IL v b,
WA 'key' EWDENEFNZ2EF2T7 T - MNUIBRBERFITZV—VL v N,

T3 ZONRSGA—F—FFERLAVWTLLEIWN, true ICBRET2E. KMMIZTL—V
HTTP 2B L CaAVYTFT—AX—ID T TILBEETINE DI EERTEET,

T3V ZONRSIA—F—IFFEALABVWTLKEIW, true ICRET D&, AVTF—AX—Y
gTTEﬁE16#85#%E%Tét3E\mmmxns#—ﬂ—ﬂ%%@@ﬂ%1$vfbi
FTrvav,

FTrvav,

WETNARTS T4 029> a v EET 56,

FTrvav,

FTrvav,

Trvav,

T aviEVaAa—NA—Y—ETNARTSTAVAX=V % TIVTBDIERINET,

D990 O 90900 O

BIER R

o CANYRNJVEGEEARZEDE XX

48. 4 V) —kEBR/RDI VR v o)UY

—BDOA—RIETa—ILiE, /—RDARL—FTA VI RATLICABRINTVWSHDA—RILE
TVa—ILILEKELET., INSDOERERFRA kmod 1 A—JICOAE—3nZD%[EhET 572010,
Kernel Module Management (KMM) 1&, EJLR&ET—H—Pod DEAD T 7 ALY AT AIC
/usr/lib/modules =~V > b L X7,

/opt/usr/lib/modules/<kernel_version>/<symlink_name> %" % /usr/lib/modules/<kernel_version> ~
DIVRY PP EERTDIEICEY, depmod IFEIRK/ —RDT7 74 IV AT LEDA Y
|) — kmods = L TIREFERZMRATE XY,

ETRFIC. 7—H— Pod I& <symlink_name> > VR v I Y VI AEUA X =V 2EEHMELET,
CDVVR)y I DIE, J—RDIT7AIN VAT LILRY T NEINDET—H—Pod HD
/usr/lib/modules/<kernel_version> Z#5 L £3 . modprobe [ZD') V%Y, BEICIHLTA
YY) —DEKEFR{REO—RFTEET,

RDFITIE. host (& /opt/usr/lib/modules/<kernel_version> D DY VR w7 )V VR TY,

ARG DTK_AUTO

FROM ${DTK_AUTO} as builder

41


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/security_and_compliance/#ca-bundle-replacing_updating-ca-bundle

OpenShift Container Platform 4.16 FHDN— Kz 7S L R4 X—DHRL

#
# Build steps
#

FROM ubi9/ubi
ARG KERNEL_FULL_VERSION
RUN dnf update && dnf install -y kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

# Create the symbolic link
RUN In -s /lib/modules/${KERNEL_FULL_VERSION}
/opt/lib/modules/${KERNEL_FULL_VERSION}/host

RUN depmod -b /opt ${KERNEL_FULL VERSION}

pa )

depmod (&, kmod 1 A=Y EIN RZEITTSZ/ —NICEETDIH—RILET 1 —)LIC
EOVWTKEBRR7 71 ILEERLET,

KMM A A—RIEY 2—I)l%EO—K$ 3/ — KTl modprobe (&, 771 ILA
/usr/lib/modules/<kernel_version> O FICFEEL, BL7 7MWV AT LLLATURNT
HEZEEH/LES, EWR/—REY—FTY N/ —RTRALARL—FTA VTV R
TLEY)—REHBTEHIEa@mHEELET,

4.9.KMOD 1 X — DERL

Kernel Module Management (KMM) I ®D kmod 1 A —Y &AL EYd, chid.ko 771 ILEST
BEOCIA A—ITY, ko 7 71 ILDiGFTIL. <prefixs/lib/modules/[kernel-version]/ & L\ 5 /X% —
VIS TWEBMENHY XY,

ko 77 AR EZTIF. ROKUTFBLTLLEEI WL,

o FELAEDHZE. <prefix> & /opt EELICARY FT, Nl Module CRD D77 #J)L MET
ER

e kernel-version (I TH > TIFRLT, I—XILEV21-ILDEI RIFERINIZA—FIL
N—=I3VERBLUTHBERELNHYET,

4.9.1. depmod D E1T

EI R T7OE2D&%IC depmod 21T L T. modules.dep 7 71 /L& .map 7 71 ILEERT S Z
EEWRLET, Ihid. kmod M A —VICEBDOH—FILETV2—IHEEFNTEY., EVa2—ILD]
DHBIDEY 2 —ILICEKTF L TLWBBEICRKICEFTY,
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pa 3]
' kernel-devel /Xy 7y —2 % 45> 00— K9 %ICI&, Red Hat Subscription "I ETY,

FIR

o RDIAXVRAERITLT. BEDH—FI/X—Y 32D modules.dep $ LU .map 7 7 1 )L %
ERLET,

I $ depmod -b /opt ${KERNEL_FULL_VERSION}+".

4.9.1.1. Dockerfile D Hl

OpenShift Container Platform T4 X —Y % EJ)L K3 %35& 1. Driver Tool Kit (DTK) DA Z#&ET L
TLEEW,

FHHlE. BEROHBEIRFDOER ZZRLTLLEILW,

apiVersion: vi
kind: ConfigMap
metadata:
name: kmme-ci-dockerfile
data:
dockerfile: |
ARG DTK_AUTO
FROM ${DTK_AUTO} as builder
ARG KERNEL_FULL_VERSION
WORKDIR /usr/src
RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.qgit"]
WORKDIR /usr/src/kernel-module-management/ci’/lkmm-kmod
RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM registry.redhat.io/ubi9/ubi-minimal
ARG KERNEL_FULL_VERSION
RUN microdnf install kmod
COPY --from=builder /usr/src/kernel-module-management/ci’/lkmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
COPY --from=builder /usr/src/kernel-module-management/ci/lkmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/
RUN depmod -b /opt ${KERNEL_FULL_VERSION}

BEE R

® Driver Toolkit

492. VSR —TDEILK

KMMIE9 529 —RICkmod 41 X—Y B EIRTEF T, ROHA RSA VI TLEIL,
o H—XITvEYIDbuldEsYaraFERALTCbuldaSERHELET,

o V7 +—4 X—® Dockerfile %= ConfigMap ') ¥ — X ® dockerfile ¥F—DFICOAE—L Z
ER

e ConfigMap %' Module & [& U namespace ICH 2 Z & AR L F T,
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KMM (Z. containerlmage 7 1 —/L NTREINAA A —VEZDBEETEIHLEINEERLE T, TOD
BE. EWRRERFYy TINET,

ZThLUADIZEE. KMMEBuild )V —XZFBLTA A=Y ZEINRLET, A X=IDEILRFSH
& KMMIEEY 2—)LDFAZE% Module LFE ¥, UTDHIZSELTLLEILW,

@ 990 O® 9000

#...
- regexp: "N.+$'
containerlmage: "some.registry/org/<my_kmod>:${KERNEL_FULL_VERSION}"
build:
buildArgs: ﬂ
- name: ARG_NAME
value: <some_value>
secrets: g
- name: <some_kubernetes_secret> 6
baselmageRegistryTLS:
insecure: false
insecureSkipTLSVerify: false @)
dockerfileConfigMap: G
name: <my_kmod_dockerfile>
reqistryTLS:
insecure: false ﬂ
insecureSkipTLSVerify: false @)

T7vav,
T7Tvav,
/run/secrets/some-kubernetes-secret & L TEJL KPod IC¥ T FENZE T,

a3 ZONRSGA—F—FFERLAVWTLLEIW, true ICEBET3E. ELRIETL—Y
HTTP A {#H L T Dockerfile FROM 5 TA X —J A5 SIVTEXE T,

a3 ZONRSGA—F—FFERLAEVNWTLLEIW, true ICEEET 2E. JL—Y HTTP %18
FA L T Dockerfile FROM &GS TA X—V AT B E XIS, B RIETLS Y —/N—EEBRZ OMREE
HE2AXxyvTLET,

R,

FFo a3 ZONRSGA—F—FFERLAVTLLEIW, true ICBRET2E. KMM I T L—V
HTTP ZEB LTIV T F—A A =IO T TILEETEINEIDEERTEET,

T3 ZONRSGA—F—FFERLAVWTLCEIW, true ICRET &, AVTF—A A=Y
N TICBEETAINEINEHRT D EXIC, KMMIZTLS —/N—iFFRZDRIFE R ¥ vy 7L X
£

Operator %7 T job.gcDelay /X5 X —4 — D EBEEINTWARWERY ., I LZEIL R Pod IZIEd <IC
AR—=UaLsvvavpElEINEd, KELEZEI R Pod BICREINS O, EILNEBHT
DICITBEENFETHIRT 2B, HY £7,

RS

44

o EILREREYY—R


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/builds_using_buildconfig/#build-configuration
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e Kernel Module Management (KMM) £ 2 —JILD 7Y 754 M&EEE

4.9.3. Driver Toolkit Of#

Driver Toolkit (DTK) i&. EJL K kmod A—4—A4 X =Y % EI KT B/HDDEFRR—IA A =TT
T, ChIClE, V5 R —THRAERITINTLS OpenShift N\—T 3DV —ILEZATF)—HEFE
nTwxd,

FIE
TIF AT —T D Dockerfile DERHDAT—TE L TDTIKEFALE T,

L. A—RILETV2—-IEEIRLET,
2. .ko 7 7 14 JL% ubi-minimal R EDNIRTY Ra—HF—4 A= ICaAE—-LZE T,

3. V3R —REIRTDTKZFAT 5ICIE. DTK_AUTO EL R %ZFERALEY, TDE

I, Build )Y —XDEMBFICKMM ICL > THEWICKREINE T, UTOHESRLTLE
-S\I\O

ARG DTK_AUTO

FROM ${DTK_AUTO} as builder

ARG KERNEL_FULL_VERSION

WORKDIR /usr/src

RUN ["git", "clone", "https://github.com/rh-ecosystem-edge/kernel-module-management.git"]
WORKDIR /usr/src/kernel-module-management/ci/kmm-kmod

RUN KERNEL_SRC_DIR=/lib/modules/${KERNEL_FULL_VERSION}/build make all
FROM ubi9/ubi-minimal

ARG KERNEL_FULL_VERSION

RUN microdnf install kmod

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_a.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

COPY --from=Dbuilder /usr/src/kernel-module-management/ci/kmm-kmod/kmm_ci_b.ko
/opt/lib/modules/${KERNEL_FULL_VERSION}/

RUN depmod -b /opt ${KERNEL_FULL_VERSION}

BIER R

® Driver Toolkit

4.10. KERNEL MODULE MANAGEMENT (KMM) ICEBEBRDER
X277 ENRYRAT LTI, IRTOA—FRILEY 2—)b (kmods) . ¥ VFiEEDE
(MOK) T—AR—RICEBFINL LR/ WBREORT TELIT 2BLENMHYET, T4+ AN Ea—
avD—EHELTEREGEINBERSAN—E, T AMN)IE2a =3 VOMBRICL>TI TICELS
NTWBRELRHYFITHN, Y)—HATEILRINEA—RILEY 2—ILDIFE. KMMIZH—XIL
RvEVIDsign /2 avEFRALEA—FRIVEY 2 —IIL~ADEZEYR—MLET,

X277 - MOFERAOFEMIE. ARBEMEREORTDERN 2S8R LTIV,

[} =355
e IFL\W (DER) XD LRAMBRHENRT,

o NEENMMOKT—IR—RIIEHFEINTWVWS, PR EE12DEFa2T7T—- MR/ — R,
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o EINRBHFDRSAN=—OAVTF—AX—=Y, FLIEIVSRAI—KHNTEILRTZLDICHER
Y — 21— K & Dockerfile DLW\ 31 h,

4.11. SECUREBOOT D DENN

KMM Kernel Module Management (KMM) Z B L TH—XILEY 2 —ILICERT B ICIE. FERAE ™
BRERIAVETYT, INSDOERAEDFMIZ. ARABEMBREORTDER 25R LTIV,

NEABEMBRORT ZHE T 2HEOFMIEL, MBREZEALTA—FLEY2-VICELT S 25
RLTCESWY, FIR1~4%ZFALT, ¥F—%Z27 7/ LICHBELET,

FIR

1. BEBAEZ ST sb_cert.cer 7 7 M)V &, MERZEZL sb_cert.priv 7 7 1 ILEZERR L X T,

$ openssl req -x509 -new -nodes -utf8 -sha256 -days 36500 -batch -config
configuration_file.config -outform DER -out my_signing_key_pub.der -keyout
my_signing_key.priv

2. ROWTNHADEEEFARALT, 7714 I)L%=EMLET,
o JyA)lAE V—ULy hELTEEEBMLET,

I $ oc create secret generic my-signing-key --from-file=key=<my_signing_key.priv>

$ oc create secret generic my-signing-key-pub --from-file=cert=
<my_signing_key_pub.der>

® base64 TV A—FT 4 VI TIT774ILEBIMLET,

I $ cat sb_cert.priv | base64 -w 0 > my_signing_key2.base64

I $ cat sb_cert.cer | base64 -w 0 > my_signing_key_pub.base64

3. I VA—RINETFAMNE YAML 7 74 I)LISEIML £,

apiVersion: vi
kind: Secret
metadata:
name: my-signing-key-pub
namespace: default
type: Opaque
data:
cert: <base64_encoded_secureboot_public_key>

apiVersion: vi

kind: Secret

metadata:
name: my-signing-key
namespace: default
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type: Opaque
data:
key: <base64_encoded_secureboot_private_key>

@@ amespace - default & H%7% namespace KB XHBAE T,

4. YAML 7 74 )L =ERALZE T,

I $ oc apply -f <yaml_filename>

4.11.1. ¥ —DHER
F—ABMLES, F—HPELLREEINTVEIEEBRITINELHY 7,

FIR
L AR —I Ly PPELSREINTWS I EZHELE T,

/A
$ oc get secret -0 yaml <certificate secret name> | awk '/cert/{print $2; exit}' | base64 -d |
openssl x509 -inform der -text

ZhiZEY, YUTILES. RBITE. Y7020 MR EEEBUIAPENERTIINET,
2. MEBR—I LY MDPELKEREINTWS I EZHELET,
I $ oc get secret -0 yaml <private key secret name> | awk /key/{print $2; exit}' | base64 -d

INICE Y, memm- BEGIN PRIVATE KEY----- B LW wmmmm END PRIVATE KEY----- TTHENT:
F—DARRINET,
412. EJL RiFAA XA —J RO KMODS NDEH

N= RO TFPRYYT—ICE > TREINEA A —IPRDBFHTEN RIhicd X—IRE, EILKE
HDA A —I B BBEIE. COEIEEEELET,

RDYAML 7 7 4 I)Vid, RAREMBERORT ZHBELRF—8 (MEBEDOBEIE key, 2ARDBEIE
cert) =DV — Ly hELTEMLET, RIZ. 7524 —Id unsignedimage 1 X —2 % )L Y

7V L. IhEBRWVWT filesToSign IC—BRRINTWVWEIA—RILEYV21—IILILELZL., ThoEEY
BML., I N1 A — % containerlmage & LTy aLE9,

RIS KMME, EL Y —IC—TBITARTD/ —RICELINAkmod #EO0— KL ZFF ., kmods

&, MOK T— I R—RINBERAFOITANTD ./ — R, 8L0tEF2T77T— M ERNICAE > TULWAW
TRTD/— KN (EBREERTLZ/— N ICEEICO—RINFET,

AR

e keySecret & U certSecret > — 7 L v hA HYDY Y —ZXER L namespace ICERE 1
W3,

FIE
e YAML 774 )L=EALZET,
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apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
spec:
moduleLoader:
serviceAccountName: default
container:
modprobe: ﬂ
moduleName: '<module_name>'
kernelMappings:
# the kmods will be deployed on all nodes in the cluster with a kernel that matches the
regexp
- regexp: '"*.*\.x86_64%'
# the container to produce containing the signed kmods
containerlmage: <image_name>
sign:
# the image containing the unsigned kmods (we need this because we are not
building the kmods within the cluster)
unsignedimage: <image_name>
keySecret: # a secret holding the private secureboot key with the key ‘key’
name: <private_key_secret_name>
certSecret: # a secret holding the public secureboot key with the key ‘cert’
name: <certificate_secret_name>
filesToSign: # full path within the unsignedimage container to the kmod(s) to sign
- Jopt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret:
# the name of a secret containing credentials to pull unsignedimage and push
containerlmage to the registry
name: repo-pull-secret
selector:
kubernetes.io/arch: amd64

ﬁ 00— K9 % kmod D&RT,
9 AV T+H—A4 X—=YD&HI, =& ZIE. quay.io/myuser/my-driver:<kernelversion T3,

9 BELZDIRWA A—TDEREI, =& ZIE. quay.io/myuser/my-driver:<kernelversion T3,

413.KMOD 1 X—Y DEI REEL

Y—Z2OA—KHHY, BIICAXA—VBEILRTIBRELRHZIFEIF. COFIEAFEALET,
RDOYAML 7 74)bix, VRIS M) —DY—RO—KREFALTHLWVWIAVYTF—A A=V EIRL
T, ERINAA—JIF—BHNALRHTLYZAMN) —ILREIN. ZO—BEHAA X —JiE sign
T avDNSA—Y—%5FHRLTERLRINET,

—BF R A XA — D RITRIEHRA X =V RZIZEDWTH Y., <containerimage>:<tag>-
<namespace>_<module name>_kmm_unsigned ICEEEINTWE T,

7= & Z1E. Kernel Module Management (KMM) &, JR®D YAML 7 7 4 L& {EHA L T, ELD%L kmod

=2 EIL K% &8 example.org/repository/minimal-driver:final-default_example-
module_kmm_unsigned & WD ZHIDA A —Y % EI KL, LYRAMY—=IZTy>a LET, RIT,
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E& I N7 kmod % &5 E example.org/repository/minimal-driver:final &\ D ZHID 2 BEDA A —Y
EERLET, CO2FBDA A —VIE, 7—HA—PodIl&>TTINEh, V53R —/—KicO—
FIN%kmod Z2ATUVWET,

—RHRA X —JIE BREICLYZA N —DOLRLICHRTEEYS, BEISLTHBBRINI T,

AR

e keySecret & U certSecret > — 7 L v hA HY DY Y —ZXER L namespace ICERE 1
W3,

FiE
e YAML 7 74L& EALZET,

apiVersion: vi
kind: ConfigMap
metadata:
name: example-module-dockerfile
namespace: <namespace> 0
data:
Dockerfile: |
ARG DTK_AUTO
ARG KERNEL_VERSION
FROM ${DTK_AUTO} as builder
WORKDIR /build/
RUN git clone -b main --single-branch https://github.com/rh-ecosystem-edge/kernel-
module-management.git
WORKDIR kernel-module-management/ci/lkmm-kmod/
RUN make
FROM registry.access.redhat.com/ubi9/ubi:latest
ARG KERNEL_VERSION
RUN yum -y install kmod && yum clean all
RUN mkdir -p /opt/lib/modules/${KERNEL_VERSION}
COPY --from=builder /build/kernel-module-management/ci/lkmm-kmod/*.ko
/opt/lib/modules/${KERNEL_VERSION}/
RUN /usr/sbin/depmod -b /opt
apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:
name: example-module
namespace: <namespace> 9
spec:
moduleLoader:
serviceAccountName: default 6
container:
modprobe:
moduleName: simple_kmod
kernelMappings:
- regexp: '"*.*\.x86_64%'
containerlmage: <final_driver_container_name>
build:
dockerfileConfigMap:
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name: example-module-dockerfile
sign:
keySecret:
name: <private_key_secret_name>
certSecret:
name: <certificate_secret_name>
filesToSign:
- /opt/lib/modules/4.18.0-348.2.1.el8_5.x86_64/kmm_ci_a.ko
imageRepoSecret: ﬂ
name: repo-pull-secret
selector: # top-level selector
kubernetes.io/arch: amd64

wdefault l&. B namespace ICEZ#AET,

9 T 7 # )L b @D serviceAccountName IC(X, FETY 2 —IL AT T ELDICNERERIHY F
TAh, Y—ERT7HDY MDERICDOWTIE, 2O Yavo TBEBR] © TH—EX7hHD
v MDERM] ASBLTLCEIWN,

Q DaemonSet 4 7 = ¥ k@ imagePullSecrets & L TEASN, EJL NipEE BLBEDTIL &
Ty allERINET,

B TSR
o H—ERT7THD Y NDEK

414. KMM N7 B LUV RR—7

NTBELUVRR=V2FYVATIE. ZLDODRAR=V VSR —NHROBEARNT VS A9 —ITHEHES
nZE 7, Kernel Module Management (KMM) (&, NT B L VPRR—VRIETEET 27281 Red Hat
Advanced Cluster Management (RHACM) IZI&EFE L £ 9,

KMM (£, KMM#EEDDBEICE U NT B LIV RAR—IRIBEEERENHY £T, BEED Module CRD
v L. BEDRAR—I VS5 R9—ICHRYT %728 IC. ManagedClusterModule 1 X% A1) Y —
AEZE (CRD) NMEEINTVWET, /oo NTISRI—LETAA—IVEHEEL, EV21-ILILES
THRHLWRA Y R7O0OY bO—5—TH 3 KMM-Hub £ 1IN E T,

NTBLVRR=IDEY N7y TTIE. AR—VRFINTISRIY—ICL>TERBEEINS, )Y —
2IHEDH B2ERNB I SAI—TT, AR—VIF, VY —RAEKREBITHET ¥ EEAEMICLIR
BT, KMMDE—YV SR —I574>aVv%aERITLET, KMM Z ZDOIREBICEIGIEZICIE, NTH
SMAY A7 ENIBLEANS, AR—VTEITINEZT7—70—-REaHNRICIHNAZHRELHY X,
HD—RIWET 2= A A—VDHEEE ko 774 IVADELZIE., NTLELTEFTTI2NELrHYET, £

Ja—)O—4—BLVTFNARTS5514 DaemonSet DR T a1—") U JlE, AR—YU ETOHE
TTEFT,

BIER R

® Red Hat Advanced Cluster Management (RHACM)

4.14.1. KMM-Hub
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KMM 7OV 7 M, NTI9SRY—FEHDKMM I T4 3> THsdKMM-Hub Z#L £ 7,
KMM-Hub I&. RIR—J ETEFTLTVWBRITRTOHA—RIMN—VUaVvEEHRL, h—XILEV21-)
ERITNBIMEINHD I TAY—LED/—KRERELFT,

KMM-Hub I&, 41 X =Y DEI K kmod EZREDFTEENEISI R VT ARTEITL. RHACM 217t
LTRAR=VICEEINDLIICNY I VT ENT Module # %l L £ 7,

L

p= -

KMM-Hub 2R L TNT ISR —ICH—XRIWVEV21—-I)E2O—RTBEIFTEE
Ao —RIWETV2—I)LEO—RTBITIE. KMM OBEEREZEA VA M—ILLET,
BTG IR

e KMM®DA YA K—Jb

4.14.2. KMM-Hub 1 > X h—)L
ROWTNHODAEEFEAL T, KMM-Hub 24 Y R h—ILTEZE T,
e Operator Lifecycle Manager (OLM) D {# A

e KMM )Y —ZXDER

BIER R

® KMM Operator /N> Kb

4.14.2.1. Operator Lifecycle Manager % ffi L 7= KMM-Hub @1 >~ X b —JL

OpenShift 3> —JL M Operators 27 > a3 v FHAL T, KMM-Hub %4 Y2 h—JLLE T,
4142.2.KMM Y Y —ZDYERKIC & 5 KMM-Hub D1 X h—JL

FIR

¢ KMM-Hub # 7OV S ALTA YA N—=IT2HEIF RDYY—R%HEAL T. Namespace
1) —2Z. OperatorGroup ') ¥ — R, # &1 Subscription )V — 2% {ERKTEET,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-kmm-hub
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kernel-module-management-hub
namespace: openshift-kmm-hub
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
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name: kernel-module-management-hub
namespace: openshift-kmm-hub

spec:
channel: stable
installPlanApproval: Automatic
name: kernel-module-management-hub
source: redhat-operators
sourceNamespace: openshift-marketplace

4.14.3. ManagedClusterModule CRD D& F

ManagedClusterModule 1 X% 4') Y —XE& (CRD) #{F#HA L T. RAR—V IS5 R9—TDHh—FI
EV21-VDTFTOMAY NEZRELET, COCRDIFVZRY—ROA—TTHY. Module {t#%
Sy 7L, ROEMZ7 1 —ILREEMLET,

apiVersion: hub.kmm.sigs.x-k8s.io/vibetat
kind: ManagedClusterModule
metadata:

name: <my-mcm>

# No namespace, because this resource is cluster-scoped.
spec:

moduleSpec: ﬂ

selector:
node-wants-my-mcm: 'true’

spokeNamespace: <some-namespace> 6

selector: ﬂ

wants-my-mcm: 'true’

moduleSpec: Module ') ¥V — X & @#kIC. moduleLoader 7 < 3 > & devicePlugin 2> 3>~
NEFhFET,

ManagedCluster I/ — R & R#IRL £ 7,

Module % {ERX 9 % namespace A3 8E L £,

oO0o0® 9O

ManagedCluster # 7> = 7 M % ZRL £ 9,

EIL RFLIFELDGETD .spec.moduleSpec I[CFET 5 &, D Pod (FF R L —% —D namespace
DNTHYPSRA9—LETERITLET,

.spec.selector ' 1 DLL E® ManagedCluster ') YV — X & —HF % &, KMM-Hub (&5 %
namespace (C ManifestWork ') ¥V — X = {Ef L £ 9, ManifestWork IC(&. h—FIL7 v EY T3 &RE
INTVWETHA, §RTDbuild & sign 77> 3 UaHIBREIhe, ) IV Ehi Module )
Y—ZNBENTWVWET, 97 TRDLZAM A—TZ%EET containerlmage 7 1 —JL KiE, BFEDS A
VIZAMIBERZALONET,

4.14.4. AIR—9 £ETKMM ODEIT

Kernel Module Management (KMM) Z R R—JICA Y A =L L72b, ThULDREIMKHEDHY X
Ao /N7 H 5 ManagedClusterModule + 7> =7 M AER LT, RIR—V VSR —ICHA—FRILE
Ya—)IETF7AM4LET,
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FI7

RHACMPolicy # 7V 27 2 BLTKMM 2 RAR—V VSR —ITA VA M=)V TEZET,
OperatorHub M5 KMM 24 VA h—J)L L, BEAR—V E— R TEITT S &ITMA T, Policy 1.
RHACMI—Y z v hhA Module )Y —RABEBTIX2LDILTELDITNEREMD RBAC #587E L
EJC I

e RORHACM AR Y—AFHLT. RAR—V I ZRAI—ICKMM&EA VA RN=ILLZET,

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: install-kmm
spec:
remediationAction: enforce
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-kmm
spec:
severity: high
object-templates:
- complianceType: mustonlyhave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-kmm
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: kmm
namespace: openshift-kmm
spec:
upgradeStrategy: Default
- complianceType: mustonlyhave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: kernel-module-management
namespace: openshift-kmm
spec:
channel: stable
config:
env:
- name: KMM_MANAGED @)
value: "1"
installPlanApproval: Automatic
name: kernel-module-management
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source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: kmm-module-manager
rules:
- apiGroups: [kmm.sigs.x-k8s.io]
resources: [modules]
verbs: [create, delete, get, list, patch, update, watch]
- complianceType: mustonlyhave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: klusterlet-kmm
subjects:
- kind: ServiceAccount
name: klusterlet-work-sa
namespace: open-cluster-management-agent
roleRef:
kind: ClusterRole
name: kmm-module-manager
apiGroup: rbac.authorization.k8s.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: all-managed-clusters
spec:
clusterSelector: g
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: install-kmm
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: all-managed-clusters
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-kmm

Q ZOBETHIE. RR—V USRI —TKMM 2 ETT2ESIHNETT,

spec.clusterSelector 7 1 —JL Nid, BRIV SRI—DHZF—T v MITBLIICHR
IYRAXTEEY,

A5 A—FRIVEYV2a—IVDT Y TIL—RDARITA X
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WMEBICHLUT, /—ROBEHFHGE., /—RTOX VT F Y RABEOETHRICHA—RILEY 21—l %
7y TIL—RLET, VSAY—TEFTLTWVWBET7— 20— RADHEAZINRICHZABICIF. H—
XIWDTyTITL—R7ORA—EIC1D2FD2EITLET,

pa )

COFIETE, A—RIVEV2—-I)VZERTSE7—70—-FICETSHBHIVBET, 7
SR —EBENEETILEN DY ET,

AR

FIR

Ty TTL—RIZENIC. A—RILEV2—ILTHERINZIRTD/—RT
kmm.node.kubernetes.io/version-module.<module_namespace>.
<module_name>=$moduleVersion S X)L #ZKEL T,

J—REDETRTOA—HY—T7FYr—3v0— 00— RERTTEH, BID ./ — RICKRE
L/i_a—o

REZAAAFTAFDOH—RIVES 2 —)LET7O—RKLET,

A—RIVEY2a—I)Z27rO—RT2F1ICA—F—T7—I0— K (A—FRIVET21-NITIE
ZALTWB IS RI—NTEITINTWET7 TV r—>a )N/ —RETEIFLTLWARWS

ECBLUVHFLWH—RILEYV 2—INAN=TYaryAO0—RInh/iBICD—s0—-KH/—KRE
THUETLTWSZEaHELET,

J—REDKMMICE > TEEBINTWEBTNARTSTA DT VYA—RINhTWEI &%
EEELET,

Module h 2% L1) Y —X (CR) DRD7 1+ —IL REBHLET,
e containerimage (EYIAH—FRIL/NN—23UA)

® version
BHETANIVITHIVLENGHY ET., DF Y. containerlmage 7 1 —JL K & version
74— I)LROEHFEZRBICEHRTI2LENHY £,

TYyTJTL—RLTWB/—ROA—RILVEV2a—IEFRALT, IRXTOT—/0— K&K
T L/i-a—o

/ — K ® kmm.node.kubernetes.io/version-module.<module_namespace>.
<module_name> SNV EHIBRLE T, ROAXY RERTLT, /— KDL h—FILE
Ja—)IET7vE—RLZET,

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>-

MHEIHRLT, VRY—BEEHELT, h—FRILEYV2—-ILDOT v FJL— RICBHREREMN
DAVTFVA%E /) —RETETFTLET,

BMOT7 Y 7L —RKABRELWGEIX. kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name> S NJL{E% . Module DEXEEH Y ICH L W
$moduleVersion ICEFH L T, FIEI NS 6 28 TEFT,

KDY v R&EZREFTL T, kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=$moduleVersion S N)L% / — NIZEML £
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9, $moduleVersion (&. Module CR ® version 7 1 —JL ROF L WMEEZE L K RIFhiXAY
Ft A,

$ oc label node/<node_name> kmm.node.kubernetes.io/version-module.
<module_namespace>.<module_name>=<desired_version>
pa 3]

ZNI)LED Kubernetes DHIPRICE Y. Module % & namespace DA EHHE D
RINIOXFEBADIENTEEEA,

7. J—REDA—FINVEY 21—V %EFRTE7—I0—-FZETLIEY,

8. /J—REDKMMICL > TEBEBINSZTNARTS T4 )O—RLEFT,

416.DAY1 H—RIIEVa—)bDOO— R

Kernel Module Management (KMM) (&i@%. Day 2 Operator T9, A—XRJILEY 2 —JbI&, Linux
(RHCOS) 4 —N\—DOHPIAATT LARIFNIEFO—RINF A, L. PFVAICEL>TEE, A—
FIWED21—IEBVERBETO—RTI2MENHY £9, Day | #EEAFERHT % &, Linux systemd D
FER{LEXBE T Machine Config Operator (MCO) ZfRA L TH—XRILEY 2 —)LZO—RTEET,

RS

® Machine Config Operator

4.16.1.Day 1 DY R— b HRI—ZAHT—2

Day 1 HEEA Y R— M T 21— T —ZADHUIBRSNhTWET, FHLI1—A—RIE, NetworkManager
H—EZDOHEALRITY ) —H (OOT) DA—RIVEY2—IILAEO—RTEBRLDICTEHIET

9, initramfs RETOH—RILEY 2—)LOAO—REYR—FINTWWEHA,

Day 1BBEICHBERRHIIRDEEYTY,

o N—XINEV21-I)LEA—FIILIZO—RINTULARL,

o YVY—RHWA—FILEV1—)HAA—FNICO—RINTVWEH, 7A—KLTOOT A—=*
WEDA—VIIBEHMA DI ENTES, Thidk, YV)—REV2—-ILIMBOA—RILE
VA= SBRINTVWAVWIEEEKRLET,

o Day | HBEENIEEICHEET 27HICIE. / —NICHETZ2RY NI =04 V9 —T (4R, DF
YEDA VI —T A AADOY ) —HWA—RIRKZANR=DPRHE, OOT A—FRIEJ 21—
&, EEICHEETEZ2RY NT—I RSAN—EZBEWMIDZRY NT—IU RTAN—IITEFE
ER

416.2.00T A—XJILEY2a—)lOA—FT 47 70—

Y1) =% (O0T) A—RIEY 2—)LDO— RIZIE. Machine Config Operator (MCO) NFIAI N &
-a—o 7 D—D_b'VZLi;k@tB l’) —6‘—9'—0

FIR
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1. MachineConfig ') ¥V — 242 RTHDBREFEIV SR Y —ICERALET, BT 2M0ELNHB/—FK
EHREET S ICIE. #Y A MachineConfigPool ')V — X A EK T 2 ELNHYET,

2. MCOlF/—RZEIlBEBZERLET, BREIINL/ — RIZE, pull t—EX & load
H—EREWVWD 2 DD LW systemd H—EZXAXTFFO4 IhhET,

3. load #—E X (&, NetworkConfiguration  —EXDRIICEITIND LD ICREINTVE
T, Y—ERIF, EREREINLA—FILET2—NA A=V TILL, RICEFDA A=V %
FRALTY)—HNEYa2a—I/ILET7YO—KL, OOTA—FIEVa—)lEzO—RL&LDELE
ER

4. pull H—E ZE. NetworkManager ¥ —EZDRICEITIND LI ICKREINTVWET, ¥—
ERE, BRIREINAEHA—RLVETV2—NWAA=IHDN /= ROT 74V AT LEICEEYX
NTVWBEHIERLET, TDEIILR>TWVWBIHE, T—ERRFERBICEEL., H—1—&
T—hN7OEREZHEITLET., TITRWVWGEIF, 1A=V /—RIZTILL, ZD®’/—R
=HEFBLET,

4163. h—RIVEV 2 =LA X =
Day 1#8EI&. Day2KMM EJL RTHIEINZDER U DTKAR—RDA A=Y %FERALEYT, V) —
HDA—FRIVED 2—)LiE. /opt/llib/modules/${kernelVersion} DECTICHZHELHY T,

BIER R

® Driver Toolkit

416.4.V ) —REYV1—J)LDBE=EHZ

Day 1#EEIXEIC, Y —HDA—FRILEV21—I)ILE QOTN=VaVIIBEHALO>ELET, VI —
AA—FRILED2—/AO—RINhTVWRWES, 70— E#E%2ZTFtHtA, T—ERIEHEITL.
OOTH—XRINEYVa—ILEO—KRLZET,

4.16.5. MCO yaml D ERK

KMM (Z, Day 1#48EMD MCO YAML ¥ =7 = X MDERRICERT % API 21RHE L E T,

ProduceMachineConfig(machineConfigName, machineConfigPoolRef, kernelModulelmage,
kernelModuleName string) (string, error)

BINBZHEAIE, BEAINZMCOYAMLYZ7 TR MNDOXEHRIETYT., 2D YAML 2@HATZHE
IMEBERENHIBTLE T,

NIRX—=F—FLUTFDEEY TY,

machineConfigName

MCOYAMLYZ7 xR bDEH], TDINFA—H—(F, MCOYAMLYZT7TRARNDAIT—HD
name /XS X —4—& LTCHREINE T,

machineConfigPoolRef
Y=y N —RZz#HAT 570HICHEAI NS MachineConfigPool %,
kernelModulelmage
OOTA—RIVEV 21—V ZEqTVIAVT T —A X—Y DEHL
kernelModuleName
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OOT A—RIWVEV2—IVDERF, TDNRFA=F—E YY—RA-FIVET 21— (A—FIIC
A—RINTWRHE) D7 YA—REOOT A—RILEYV 21— OO— FOBAIKERINET,

APl |&, KMM VY —2 30— KD pkg/mcproducer /Xy 7 —I DFICHY £, Day | HpEAFRT 57
I KMM Operator #5179 2 M EITHY FH A, BERDIL, pkg/mcproducer /Ny r—J %
Operator/2—7 4 )T 4 —A—RIZAVR—FML, APIZEUE L, EHXI N/ MCOYAML 270 5
2 —|ERAT B ERIFTY,

4.16.6. MachineConfigPool

MachineConfigPool (3. BRI N7~ MCO DEZZF5/—FKDaLIYavz#HRILET,

kind: MachineConfigPool
metadata:
name: sfc
spec:
machineConfigSelector: ﬂ
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker, sfc]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/sfc: "
paused: false
maxUnavailable: 1

Q MachineConfig IR SN &E—BL £ T,

g J—REDSRILE—BHLET,

OCP 7 5 24 —IClE. BRHIEZ I I/z MachineConfigPool h*'% Y £ 9,
o worker: 7 Z A —AHDETRTDT—HA—/—REZ5—Fvy MILET
e master: 7 S A —HDITRTDIYAY—/—RKESY—=Fy MILET

< X% — MachineConfigPool =% —%" v MZF %78IC, JR®D MachineConfig ZE& L £,

metadata:
labels:
machineconfiguration.opensfhit.io/role: master

7 — 71— MachineConfigPool 2% —%' v MId 27=IZ. JRD MachineConfig s E& L £ 9,

metadata:
labels:
machineconfiguration.opensfhit.io/role: worker

BIER R

® MachineConfigPool ICDWT

A17. T\ JE NS TNV a—FTa 9
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RSAN=OYFF—HD kmod BABRLHINTWVWARWD, BESLF—TELINTWBREHEE, IV T
7+ —|% PostStartHookError ¥ 7= |& CrashLoopBackOff 2 7—# X ICAZ HEMENHY ET, IV T
F7—7Tocdescribe 1YY NEETTEHIETHRTEET, ZOVFVATIE ROAYE—IDNK
T~INET,

I modprobe: ERROR: could not insert '<your_kmod_name>": Required key not available

418. KMM 7 7 — LU = 7 DY R— b

H—FRIVETVa2—ILE, 774NV ATLADS T 7—ALI T I774IA0—RTE2NENHDBIBED
HYET, KMM I, kmod A XA —I DS/ —RDIT7AINVATLAND I 7—LI T 774D
E—%&HR—KMLTWET,

modprobe Y Y RARITLTA—RIVEY a—I)LAEAT 58]
IC. .spec.moduleLoader.container.modprobe.firmwarePath DA AH / — KD /var/lib/firmware /X
Z2ICaE—XhZET,

Pod O# T HFIC modprobe -r A7 Y RERITFLTA—RIVEY2a—I)LET7YAO—RTBHIC, T
D77ANEEBDT 1LY N)—DZDHBMAMLHIBRINET,

4181. / —RTDILY I T v TIRADERE

OpenShift Container Platform / — R Tld, 727 —LDxT7DT 74 DLy I Ty TRADEY K
IZ /var/lib/firmware /X2 AEF N FH A,

FIR

1. Machine Config Operator Z{#F L T. /var/lib/firmware /X2 % &% MachineConfig 71 2 % A
Y —Z (CR) 2ER L £,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker ﬂ
name: 99-worker-kernel-args-firmware-path
spec:
kernelArguments:
- 'firmware_class.path=/var/lib/firmware'

ﬂ MHEIGCTIRIVERETE £, #—/ — KD OpenShift ®iF&E. control-pane
FldmasterF 7oz hOVWIT D ZFERLET,

2. MachineConfig CR 2@ 9 2 &. /— RAEFNICEEHINE T,

RS

® Machine Config Operator
418.2.kmod 1 X—YDEJ R

FIR
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o H—XIEVa2a—ILEEEEIRTBLEIFITRLL, NMF)—T7—LoxzT7HEILY—A
X_D“‘:E&)i-a_o

FROM registry.redhat.io/ubi9/ubi-minimal as builder
# Build the kmod

RUN ["mkdir", "/firmware"]
RUN ["curl", "-0", "/firmware/firmware.bin", "hitps://artifacts.example.com/firmware.bin"]

FROM registry.redhat.io/ubi9/ubi-minimal
# Copy the kmod, install modprobe, run depmod

COPY --from=builder /firmware /firmware

4183. EVa—-ILY)Y—RADFa—=9

FIR

® Module 1 X% A1)/ —X (CR) T .spec.moduleLoader.container.modprobe.firmwarePath
ZRELXT,

apiVersion: kmm.sigs.x-k8s.io/vibetal
kind: Module
metadata:

name: my-kmod
spec:

moduleLoader:

container:
modprobe:
moduleName: my-kmod # Required

firmwarePath: /firmware 0

'D A+ 7 a v firmware/* % / — K_E® /var/lib/ffirmware/ ICIE—L £ 9,

419.DAYO > DAY2 FTDOKMOD 1 VY X h—JL

Kernel Module Management (KMM) &+ 9°IC. Day O A5 Day 2 DIREFICWL DD H—RILE
Sa—Jb (kmod) A YA h—ILTEET, Zhid. kmod A5 KMM ~DBATICEIIE £ 7,

BEA kmod 1 VA M—ILZRET B ICIE. ROEEAFEHLET,

Day O

93285 —RNT/—KFH Ready LR 7 DI BEREREEARE kmods, T 5D A 7D kmod
DHNTRDEH Y T,

o J—hNTOBRAD—EELTrootFSAHYDU Y N BDICREBERANL—Y RS A /N—

o IV UNT—HMRAKNFvY TS/ — K_LED machine-config-server |IC7 2 2 L T ignition & 7
WL, V3R9—IIBMT Z1DITBRERRY NT—9 RS54 /13—
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Day1

92X —HNT/— KD Ready ICRB7DICRETIEHY ZEHAD, /— KD Ready D& X7
> O— KR TEQRL Kmods,

ZDH A TDkmod DFIE L TIL. NetworkManager &7z L T\ EIC NIC DETEREN & R AR
WERT 27010, ARV ) —HARFAN—ZBXHZZY) =4 (O0T) Xy hT—U RS
AN="HYFETF, /— K Ready DIi5E. NetworkManager DIRFREFRD /=D, K4 /\—%
7O—RTBHIEETEZEA,

Day 2
BREREDISRI—AVIZANSIVFY—ICFHT BRI &AL, A—RNMIIHWIIO—RL
Y. A—RILHDSHIFRLAY TE S Kmod,
INSDH A4 7D kmod DENERDESHY TY,
® GPU Operator
o EHVSFY—RY NT—OTHTH—

® Field-Programmable Gate Array (FPGA) 7 /314 X

4191 FRDOL 1V —1t

Day Okmod BV S A% —IC4 Y X h—JLE N % &, Machine Config Operator (MCO) @ LT L A

Y — LA BRI . OpenShift Container Platform @7 v 77 L —RKIL&>T/—RKDF7y 7L —K
EhYH—INFEHA,

J—=RDARL—=F A VI RTLERALFHERDT, NS4 /NN—ICH L WEEEZBINT 258IC0D
H. RSAN—EFBIAVRALTIHENrHY ET,

419.2. 74 794 VIERE

RS NR—DEFT L TWBIHEEIE. KMM ZFRAL T, BREEE T IC kmod D Day O A5 Day2 £ TD
SATHA VN EEETEET,

pa 3

& 2, initramfs 7 7 1 LOBRBEINVELRIGERE, 7y TSI L—RKIL/—RKDHE
EFHIVELRIBE. ThiTEELEEA,

FATHA VIIVERITIE, ROWThHIDF T avaFRLET,

419.21. kmod Y Y—RHNKZA4 =& LTHKD

kmods 27 v 7L —R$2BE1F. COAEEFERALET, CDHE. kmod 1 VY1) —K354
N—¢& LTI, inTreeRemoval 7 1 —JL R %DV 5 X4 —RIC Module Z/Ep L T, HLMv/N—
JavORIAN—%F7rO—KLZET,

kmod 4 VWV —RSANR—=& LTIRIGBEDRDODEEITERL T I,

o KMMAERINLITARTOD/ — RTHEKICKModZ 7 VH—RELTO—RLEDIET DL,
T4 LADNRET DRABRMEDIHY T,

e ZhiE, KMMDE—DPod ZFERALTRIAN—%27O0—-FELVA—RTBLHD, K3
AN—%HIRT B &/ — FOEBIRDONZBEICHKEL XY,
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41922 [BFRE 7y 7L — RFOFER

IEFfTE 7y 7L — K (ordered_upgrademd) 2 {4 5 &, kmod Y TICO—RINhTWB
O, WROBRVWkmod ERT VS RY—RICN—Y 3 VEEI N/ Module #/FFRTEX X7,

IEFAET7y 7L —REFERT 2561, ROFHISEELTLLEIW,

o 7 TTL—ROR—RERBEICTYTIL—RINE /) —RO¥EHIEHTESELD, V5 R
H—DI I IALIRELFHA, LEDRST, 90894 LDEBWVWT Yy T5L— KAERE
IRy £9,

o RSAN—%T7vO—KRTBE/—RKADEEINIKDODNDIGE. COAEIIHEELZEA,

nig. KMMA 70— REEO—RAIC2DDERDZT—H—Pod 21K T 57/-DTT, &
NEDPod R a—IILINFHA,

420.KMM DO NZ TV a—FT4 27

KMMA YR M—=IBEBED NS TV 2a—T4 7 %7556, OJZ2ERL T EORBETHRENRE
ELEDNZHMTEXT., RIS, TORBEICEET BT -9 ZBELET,

4.20.1. Operator M 0O 7 DR
ROBIDE D IC oclogs AV Y RafEHT 5 &, Operator DOJ MR TEE T,

KMMIadr hO—3—da<v > Rl

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller

KMM Webhook #—/X—mn <> Rl

I $ oc logs -fn openshift-kmm deployments/kmm-operator-webhook-server
KMM-Hub O > bO—5—Da< > Kl

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller
KMM-Hub Webhook #—/X—®M < > K{I

I $ oc logs -fn openshift-kmm deployments/kmm-operator-hub-webhook-server

4202. 1 RV NDER
KMM ARy NAERRTBICIE. ROFEEFRLET,

ELVREYLIY

KMM (£, kmod 1 X—YDEIN REFRT 272N, FLIETOREREBER T H-TITIRY M EN
TYyoalZEzEd, TDARY NI, ModuleA 7V MIT7HyFIN, ROFIDLSIT. oc

describe module I~ ROHADREICKRRINE T,

$ oc describe modules.kmm.sigs.x-k8s.io kmm-ci-a

[..]

Events:
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Type Reason Age From Message

Normal BuildCreated 2m29s kmm Build created for kernel 6.6.2-201.fc39.x86_64
Normal BuildSucceeded 63s kmm Build job succeeded for kernel 6.6.2-201.fc39.x86_64
Normal SignCreated 64s (x2 over 64s) kmm Sign created for kernel 6.6.2-201.fc39.x86_64
Normal SignSucceeded 57s kmm Sign job succeeded for kernel 6.6.2-201.fc39.x86_64

EVai—-ioo—KFxEE7ro—K

KMM Iz, /—RETCH—RIVEV2—ILEEEICO—RFEFALRET7YO—RTZLECICARY NE/RT
Jw2alEzF, TDARY NI, Noded 7V MIT7HvFEINh, ROBIDLDIC. oc describe
node A< Y ROHHDHZRICKTIINE T,

$ oc describe node my-node

[..]

Events:
Type Reason Age From Message

[...]
Normal ModuleLoaded 4m17s kmm Module default/kmme-ci-a loaded into the kernel
Normal ModuleUnloaded 2s kmm Module default/kmm-ci-a unloaded from the kernel

4.20.3. must-gather VY — L D{F
oc adm must-gather A< >~ Ni&, Y R— KXY RLEIEL TT /NNy JiEHR% Red Hat H7R— MR

T 2OOHEEINZHETT, ROEIV L aVTHATRLDIC, BYASIHEZIEELTIATUR
ZETL. BEOBREZNELZ T,

BIER R

® must-gather WV —JLIZDWT
4.20.3.1. KMM OF— 4% OINE

¥
1. KMM Operator Y hA—5—IX—Y v —DTF— 9 &INELZF T,

a. MUST_GATHER_IMAGE Z# %= E L X7,
$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm kmm-
operator-controller -ojsonpath="{.spec.template.spec.containers[?
(@.name=="manager")].env[?

(@.name=="RELATED_IMAGE_MUST_GATHER")].value})
$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather

s

KMM % 73 24 s namespace IC4 Y A b—JL L TWBIHFEIE. -n
<namespace> X v F%ZfEf L T namespace Z#EE L 7,

b. must-gather Y —J)L AT L X7,

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather
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2. Operator AV %#RRLZE T,

I $ oc logs -fn openshift-kmm deployments/kmm-operator-controller

B4 Hhe

10228 09:36:37.352405 1 request.go:682] Waited for 1.001998746s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/machine.openshift.io/vibetal ?timeout=32s

10228 09:36:40.767060 1 listener.go:44] kmm/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10228 09:36:40.769483 1 main.go:234] kmm/setup "msg"="starting manager"
10228 09:36:40.769907 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10228 09:36:40.770025 1 internal.go:366] kmm "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10228 09:36:40.770128 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm/kmm.sigs.x-k8s.io...

10228 09:36:40.784396 1 leaderelection.go:258] successfully acquired lease
openshift-kmm/kmm.sigs.x-k8s.io

10228 09:36:40.784876 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *vibetal.Module"

10228 09:36:40.784925 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.DaemonSet"

10228 09:36:40.784968 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Build"

10228 09:36:40.785001 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Job"

10228 09:36:40.785025 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
"source"="kind source: *v1.Node"

10228 09:36:40.785039 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="Module" "controllerGroup"="kmm.sigs.x-k8s.io" "controllerKind"="Module"
10228 09:36:40.785458 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod" "source"="kind
source: *v1.Pod"

10228 09:36:40.786947 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *vibetal.PreflightValidation"
10228 09:36:40.787406 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Build"

10228 09:36:40.787474 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1.Job"

10228 09:36:40.787488 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation" "source"="kind source: *v1betal.Module"

10228 09:36:40.787603 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node" "source"="kind
source: *v1.Node"
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10228 09:36:40.787634 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="NodeKernel" "controllerGroup"="" "controllerKind"="Node"
10228 09:36:40.787680 1 controller.go:193] kmm "msg"="Starting Controller"

"controller"="PreflightValidation" "controllerGroup"="kmm.sigs.x-k8s.io"
"controllerKind"="PreflightValidation"

10228 09:36:40.785607 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10228 09:36:40.787822 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.i0"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetal.PreflightValidationOCP"

10228 09:36:40.787853 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10228 09:36:40.787879 1 controller.go:185] kmm "msg"="Starting EventSource"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.i0"
"controllerKind"="PreflightValidationOCP" "source"="kind source:
*vibetai.PreflightValidation"

10228 09:36:40.787905 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="preflightvalidationocp" "controllerGroup"="kmm.sigs.x-k8s.i0"
"controllerKind"="PreflightValidationOCP"

10228 09:36:40.786489 1 controller.go:193] kmm "msg"="Starting Controller"
"controller"="PodNodeModule" "controllerGroup"="" "controllerKind"="Pod"

4.20.3.2. KMM-Hub ®5— % IN4

FIa
1. KMM Operator N7V hO—5—<IX—Vv—DT7—9%NELET,

a. MUST GATHER IMAGE Z#%#%E L7,

$ export MUST_GATHER_IMAGE=$(oc get deployment -n openshift-kmm-hub kmm-
operator-hub-controller -ojsonpath="{.spec.template.spec.containers[?
(@.name=="manager")].env[?
(@.name=="RELATED_IMAGE_MUST_GATHER")].value})

$ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

R

KMM % 73 2 4 s namespace IC4 Y A b—JL L TWBIHFHEIE. -n
<namespace> X v F%ZfEfH L T namespace ZEE L 7,

b. must-gather YV —JL AT L £ 7,

I $ oc adm must-gather --image="${MUST_GATHER_IMAGE}" -- /usr/bin/gather -u

2. Operator O &#RRLE T,

I $ oc logs -fn openshift-kmm-hub deployments/kmm-operator-hub-controller
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Bl4.2 HhH

10417 11:34:08.807472 1 request.go:682] Waited for 1.023403273s due to client-side
throttling, not priority and fairness, request:
GET:https://172.30.0.1:443/apis/tuned.openshift.io/v1 ?timeout=32s

10417 11:34:12.373413 1 listener.go:44] kmm-hub/controller-runtime/metrics
"msg"="Metrics server is starting to listen" "addr"="127.0.0.1:8080"

10417 11:34:12.376253 1 main.go:150] kmm-hub/setup "msg"="Adding controller"
"name"="ManagedClusterModule"

10417 11:34:12.376621 1 main.go:186] kmm-hub/setup "msg"="starting manager"
10417 11:34:12.377690 1 leaderelection.go:248] attempting to acquire leader lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io...

10417 11:34:12.378078 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"127.0.0.1","Port":8080,"Zone":""} "kind"="metrics" "path"="/metrics"

10417 11:34:12.378222 1 internal.go:366] kmm-hub "msg"="Starting server" "addr"=
{"IP":"::","Port":8081,"Zone":""} "kind"="health probe"

10417 11:34:12.395703 1 leaderelection.go:258] successfully acquired lease
openshift-kmm-hub/kmm-hub.sigs.x-k8s.io

10417 11:34:12.396334 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source:
*vibetal.ManagedClusterModule"

10417 11:34:12.396403 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManifestWork"
10417 11:34:12.396430 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Build"

10417 11:34:12.396469 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.Job"

10417 11:34:12.396522 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "source"="kind source: *v1.ManagedCluster"
10417 11:34:12.396543 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule"

10417 11:34:12.397175 1 controller.go:185] kmm-hub "msg"="Starting EventSource"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "source"="kind source: *v1.ImageStream"

10417 11:34:12.397221 1 controller.go:193] kmm-hub "msg"="Starting Controller"
"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream"

10417 11:34:12.498335 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="local-cluster"

10417 11:34:12.498570 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498629 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="local-cluster"

10417 11:34:12.498687 1 filter.go:196] kmm-hub "msg"="Listing all
ManagedClusterModules" "managedcluster"="sno1-0"

10417 11:34:12.498750 1 filter.go:205] kmm-hub "msg"="Listed
ManagedClusterModules" "count"=0 "managedcluster"="sno1-0"

10417 11:34:12.498801 1 filter.go:238] kmm-hub "msg"="Adding reconciliation
requests” "count"=0 "managedcluster"="sno1-0"

10417 11:34:12.501947 1 controller.go:227] kmm-hub "msg"="Starting workers"



8#54% KERNEL MODULE MANAGEMENT OPERATOR

"controller"="imagestream" "controllerGroup"="image.openshift.io"
"controllerKind"="ImageStream" "worker count"=1

10417 11:34:12.501948 1 controller.go:227] kmm-hub "msg"="Starting workers"
"controller"="ManagedClusterModule" "controllerGroup"="hub.kmm.sigs.x-k8s.i0"
"controllerKind"="ManagedClusterModule" "worker count"=1

10417 11:34:12.502285 1 imagestream_reconciler.go:50] kmm-hub "msg"="registered
imagestream info mapping" "ImageStream”"={"name":"driver-
toolkit","namespace":"openshift"} "controller"="imagestream"
"controllerGroup"="image.openshift.io" "controllerKind"="ImageStream"
"dtklmage"="quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:df42b4785a7a662b30da53bdb0d206120cf4d24b45674227b16051badb7¢393
4" "name"="driver-toolkit" "namespace"="openshift"
"oslmageVersion"="412.86.202302211547-0" "reconcilelD"="e709ff0a-5664-4007-8270-
49b5dff8bae9"
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