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l&. OpenShift Container Platform Z X WFEA LY T <. JYEBRNICHERATES2LDICT BRI
RedHat IC& > THEAINZE T,

BIER R

o VSRH—DEHMELIET v TJL— KOFEMIL. OpenShift Container Platform M EHTICD
WTDORFaXAY M ZZRLTIEIW,

4.1.1.1. Telemetry CTINE X1 153K
LTFOERIE. Telemetry ICL > TIREINE T,
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o CPUI7DHBLUVEFNEFNIFEAIND RAMDBEASL., V5RAY—, V947,
BLUVTUUIIDVWTOHA TV JIEER

o ctcd AVUN—DEBLWetcd VSRY—IRBEIND AL TIVTI MO


https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/updating_clusters/#updating-cluster-web-console
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https://www.redhat.com/en/about/privacy-policy
https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml
https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/
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https://github.com/openshift/insights-operator/blob/master/docs/gathered-data.md
https://console.redhat.com/openshift
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/monitoring/#monitoring-overview_monitoring-overview
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installing/#configuring-firewall
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1. V5R4—lcas4 v LEd,

2. ROOAT YV REEFTTDE., V5RF—D Prometheus H—E R IO ) —HETI .
Telemetry ICE > THF + TF ¥ —INBERIT—IDRLEEY MHRINF T,

pa )

RDFNCIE. OpenShift Container Platform on AWS ICE B DEAN W DhMEENTWVE

ER

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__=~"cluster:usage:.*"}'\
name__="count:up0"}'\

name__="count:up1"}'\
name__="cluster_version"}' \
name__="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \

name__ ="cluster_version_payload"}' \
name__="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\

name__ ="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_ bytes:sum"}'\
name__ ="openshift:cpu_usage_cores:sum"}'\



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
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name__="openshift:memory_usage_bytes:sum"}'\

name__ ="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__="cluster:virt_platform_nodes:sum"}' \

name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{
--data-urlencode 'match[]={__
-

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__ ="subscription_sync_total"}' \
name__="olm_resolution_duration_seconds"}' \
name__="csv_succeeded"}' \
name__="csv_abnormal"}' \

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__

\

--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:
--data-urlencode 'match[]={__
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=

{
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
--data-urlencode 'match[]={
{_
{_

name__ ="cluster:kubelet_volume_stats_used_bytes:provisioner:sum"}'

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}' \
name__="job:odf_system_pvs:count"}' \

name__ ="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \

name__="job:ceph_versions_running:count"}"\
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}'\

name__="odf_system_bucket_count", system_type="0OCS",
name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

name__="console_url"}"\

name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \
name__="cluster:network_attachment_definition_instances:max"}' \

{_ _name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
\

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{
{
{
{

name__="cluster:ingress_controller_aws_nlb_active:sum"}' \

name__ ="cluster:route_metrics_controller_routes_per_shard:min"}' \
name__ ="cluster:route_metrics_controller_routes_per_shard:max"}'\
name__ ="cluster:route_metrics_controller_routes_per_shard:avg"}' \
name__="cluster:route_metrics_controller_routes_per_shard:median"}'

name__ ="cluster:openshift_route_info:tls_termination:sum"}' \
name__="insightsclient_request_send_total"}' \
name__="cam_app_workload_migrations"}' \

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\
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--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}'\
name__ ="openshift:prometheus_tsdb_head series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \

name__ ="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9
9"\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \

--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\

name__ ="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__ ="cluster:velero_backup_total:max"}"\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}"\



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
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name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}'\
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}'\
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}'\
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\

{
{
{
{
{
{
{
{

--data-urlencode 'match[]={__name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.2.2.Insights Operator ICL > TIREI N BT —H DERR

Insights Operator TINEINZT— 9 2R T DI ENTEET,

AR

e cluster-admin A—J)LAEFDODI—H—E LTISARY—IITIVEATE S,

FIR

1. Insights Operator MIRERITHD Pod DEZFIZRFEL T,

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. Insights Operator TIEIN B RIEDT—9T7—h4 72— LZXT,

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

B D Insights Operator 7—74 71 insights-data > 1 L 7 ) —CRIEAREICARY £7,
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43. ) E—MJVALR—MNDATNT7I N

9529 —DRESEPERKRICOVWTDOT—YDLR—IaF T 7T NTZ2LENE L DHTREMEDN
HYyFET,

JE—MANIVALR—= EFTNTIRTBZICE. UTERTIILELFHY T,
. 70—V S 2A9—=TIo—I Ly baZELTYE—MILALAR—MNEEMCLET,

2. ZOEBEINLETINY—I Ly beERTREDIC VIR —%FH LET,

431V E—MILVRALR—MNEEN L IGEDORE

OpenShift Container Platform Tld. FRKRZICOVTOBEBRDOL R— E2F TR T7INTEET,
L, BfiIFRY—IE Red Hat ARIREICK WRREICHIGE L. BEHKELYMNRMICHR—ML, ®&H
D7 TITL—RILEBITRI—~DOFEELYIPARICIEET 2 & 2TBEICLET, FLEHRIN
S RA9—IC&Y, YTR7 YT aveET V94 MULAY MO TOEZADEMMIEI N, OpenShift
Cluster Manager Y —ERILL 2 TISRI—BLVHYTRI ) T3 VDAT—F AILDOVWTOHE
HIRWMT 2 ENTRICRYFET,

ZTDd, EREEISRI—TOF T T I MBERBETH>TH, ERELUAORECTA MY
S2AY—TIEREES L CFERAKRICOVWTOLR— M E2EMAREBICL TE ZENRCHREINE
¥, ZhiZL Y. RedHat I OpenShift Container Platform % CERDRIFEIES X &, B AEEDRE
BICLYREICHIST B2 LTEMT B ENTEET,
BRISAY—DFTNTIMIELZEEICIE. UTHEEFhET,

o RedHat lEHR—MTr—ABERINDWRY, BRFT7Yy TIL—RKRODEEEYITRY—D
BEMAEERTLIIENTETER A,

® RedHat FRET—F=FEALT. BEHROYR—MTr—XADBEMITP. BEKRICELTE
BRREERETDHIENTETEEA,

® OpenShift Cluster Manager [ E2MPHERRRICOVTDERZFVC I RAI—ICDWVTD
T ERRTETEHA,

o FRHINHROBEILR— MNEEAFERTEARWED, Y TRV T3y ¥4 MULAY R
1B5# (T consoleredhat.com TEENTANT Z2HELHYFT,

2y M7= hEHRINCREDGZES. 7OFS —DBUREREICELY Telemetry & &£ U Insights
T—RIIKARE LTLR—MINFET,

432. 70—V YSRI—=FIV>—=I Ly NOERILLDZ)E—MILZALER—FOD
E1k
BEOIO—NVIZRI—=TINo—U Ly hEZEELT, YE-IMILALR—-FEZEMCTEIE
NTEFEYT, ThIZLY. Telemetry & Insights Operator DA M EMICARY £,

([} =355

e cluster-admin O—J/LEFDODI—H—E LTI SRY—IZITIVEATE S,

FIE
L. 70—"NILISRY—FINo—I Ly haO—AIL I 74NV ARATALICYDyO—-—RLET,
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I $ oc extract secret/pull-secret -n openshift-config --to=.

2. T¥RAMITFT 449 —T., ¥ >0O— K L7 .dockerconfigjson 7 7 1 L& fRE L 7,

3. L FD & S IC cloud.openshift.com JSON T b —ZHIBR L £ T,

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. 7714V ERELET,

CDEBEINLETINY =Ly FeERTESLIICITRY—EEHTEET,

43.3. BRI SR —DEF

FE#E#E OpenShift Container Platform 7 7 2 4 —% Red Hat Hybrid Cloud Console IC&# L. [ E—
RAIWZLR— R EENLAIBEDOHE] £/ aVIRBBEIN TV IHEEZITAVLIICLET,

BF

FEHRI TR —ABHTDHIET, BISHmEY TRV T2 avnFERARRE Red
Hat ICIRETE FJ, RedHatldk, 7RIV 7 aVICEAET I ERAFEREERE
DIEBAAERT ZENTERD, I—F—IHRINALBREFHL T, Y Y —2FIC
WLTLYBNCH TR T avaslYyTarIehNTEET,

AR

® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & L TOJ 4 >~ LTW3,

® Red Hat Hybrid Cloud Console ICAY' 4 > TX 3%,

FIR

1. Red Hat Hybrid Cloud Console @ Register disconnected clusterWeb R—IICBEL £,

2. & 7> 3 ~:Red Hat Hybrid Cloud Console D7k — AL ~R—IH 5 Register disconnected cluster
Web R—=JIZT IV ERTBICIE. TES—>2 32 A =2 —IEHD Clusters ICFEED
L. Registercluster R4 ~ & R#IRL £,

3. Register disconnected cluster R—Y DIFEI N/ T 1 —ILNICIV SRS —DFFEMEANL X
ER

4. FMR—I D Subscriptionsettings 7> a>vh s, THEHADRedHat 7R 7)) Foa v
77UV TIGERINR YT oY T avEREEBIRLET,

5 Y T RY—%FERKT BICIE. Registercluster 8% V& EIRL £,

BEEEIR
o UE—MANILRLR—PMNEEMDLLBEORE
o HITRV YT avH—ERTOHTRY ) Toavr—9DRRAEMT TRV T3y
H—ERDRY—MHANR)

43.4. 70—V SRI—DTI—o Ly NOESH

g
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REOTINY—9 Ly NEBEHZEZD, FILWITILY—I Ly NEBINTARIET, 95R9—DYT
O—N)LFIY—o Ly haBHRTEET,

A—H—HIBNA VR M=ILHRICFEALEZLIYAN)—ER@BRDLIYAN)—2FRALTA A—VBRET
3i5EIE. ZOFIEFVHETT,

Gl s
e cluster-admin A—J/LEFDODI—H—E LTISRY—IITIVEATE S,

FIR

L A7 av:BEOTIVLY—2ILy MCHLWTILY—2 Ly hEBINT 3ICIE. LTOFIES
EITLEY,.

a. UFoavy REAALTIY—o Ly hEYOIyO—RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

Q TILY—HLy NI 7ANNADRRAEEELET,

b. MTFDATY REETFTLT, ILWIILY—2 Ly hEBIMLET,

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

@ FLuLURbU—EEELEYS. ALLYZ M —RICERO YRS~ —2ED
%52 ENTEZXT (P -registry="<registry/my-namespace/my-repository>"),

@ FLLLYZM)—OREEREEELFT,
© TV ILY I IAMADRREBELET,

FrlEk, TIWY— O Ly NI 74 IVEFEITEHTA2EEHETEET,

2. LTFDaOY Y REEFTLT, 95R9—0/O—NILTIy—o Ly hEaEHFLET,

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

Q RTINS =Ly N7 7 A IIADNRAEREELET,

CODEFHIIITARTO/—RIZA—=ILT7IohENFET, ThIZIE, 75R5—DH A1 XKL T
ZVEBAIDNBIBEDNDHY FT,

: ! s 0

OpenShift Container Platform 4.7.4 @B T, V7 O—/NIL I —o L w b
DEBICE>T/—FNRLAVFELEEBEBNN) -3 RYF Lk,
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4.4. ) E— MV AL R— MNOAEMEL

DY E— MR L R—MNEEMICLTVWDIGEIEF. COMEEZBEBAMNICTE XY, OpenShift
Container Platform Web 3>V —JLDBER— D Status ¥ 1 JLIZKIR I 115 Insights not available
AyE—=IH5, UE—MNIILALR—=IDPEPIIINTVWDRZ ELDDNY FT,

JE—MNIVALR—=MEEMCTBITIE, FALWRIAEN—2 v AFEBLT /7O0—-—"ILY SR —T)b
=Ly NEZTRETEIRENHYZET,

p=
JE—MANILALR—PMEBMITT S &, Insights Operator & Telemetry DA D ER
ICRY FY,

4.41.70—=NIVISRY—=TI>—9 Ly hDEBICLDYE—IMILALE—ID
Bt
BEO/O—NIVIZRY—TIo—I Ly hEZEELT, VE—MIRALR-—MEEMITEZ L
NTEET, URHCY E— ML REZY ) VT EENICL TWBIHFEIC. 9 Red Hat OpenShift
Cluster Manager »* & console.openshift.com 7 7 X =0 VA FRALTHLWT L —IL v b %
¥ O0—RI2EBEAHYET,

AR
e cluster-admin O—J)LEF DODI—H—E LTISARY—IITIVEATE S,

® OpenShift Cluster Manager ~ND 7 2 £ X,

FIR

1. https://console.redhat.com/openshift/downloads ICEI L £ 9

2. Tokens - Pull Secret 5 Download 27 ) v 7 L %9,
JSON = @ cloud.openshiftcom 7 7 X h—2 U & FEN 2 7 7 1 )L pull-secret.txt 1'%
DvaO—RKRINhET,

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens",
"email": "<email_address>"

}
}
}

3. JA—NIISRI—TIVo—o Ly haOQ—hAIL T 74V RTFALICY 9 O0—-—RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data ".dockerconfigjson" |
base64decode}}' > pull-secret

4. W= Ly bRy O Ty FTaAE—%ERLET,

I $ cp pull-secret pull-secret-backup
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5 T¥AMNITFTA4H9—T TNO—IL vy b 2HZET,
6. pull-secret.txt @ cloud.openshift.com JSON T k') —% auths [CEEML 9,
7. 774NV ERELET,

8. VIRI—DY—YU Ly haEHLET,
I oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=pull-secret

Y=Ly hDEFIN, VFRI—DLR—MNEFHBT2ETICHDOREANIIDZHBENDHY F
-a—o
HREE

1. OpenShift Container Platform Web >V —JLOBER—JICHHLTCOTI VY LE T,

2. Status 7 1 )L ® Insights IR E I N -BEBOHZHREL T,

45.INSIGHTS 2 L7V 5 X4 —DREIBEDRE

Insights (&, Insights Operator DEFET—4 2 YR L2 L F 9. OpenShift Container Platform M
3 —4—(d. Red Hat Hybrid Cloud Console @ Insights Advisor H—EZICLR—MERRTEZET,
4.5.1. OpenShift Container Platform D Red Hat Insights Advisor ICDWT

Insights Advisor % {8 L T. OpenShift Container Platform ¥ 5 24 —DIEE M Al L TEHRTEF
T, BeDISRI—EAVISIANSVFv—2FDELLICREDHDINMINDDLLT, F—EX
DAY, 74—V MLS VR RT 4=V R, FBFtEF2)T14—ICHEEZRIEITTREEDODH
PEBICILINTWVWRILERHBITDIENEETT,

Insights &, Insights Operator TIREIN/ZI T RIY—T—9 %2FRALT. TDT—%%
recommendations 74 75U — & YR LB L 9, &HRESEIEIL, OpenShift Container Platform
PSR —%YRVICILTAREEDH 2 —EDY TR —RIEFZH T, Insights DT DIERIE.
Red Hat Hybrid Cloud Console @ Insights Advisor  —EXTHEATE 9, AV —IL Tl RXRD7
P avERITCTEET,

o BEDHEEHONEAZITIZIZRAY—%ERALET,

o BRERTI IV IKEEZFALT, BREZTNODHESHICRYIAHET,

o ERIDEREEIR, TNOHNRT VRV DFM. BICERNDY ZRAY—ICHE LIRS EZHE
mlLET,

o HMREMOATEHALIT,

4.5.2. Insights Advisor D#EBEEIFICDWT

Insights Advisor &, 75 X9—DHY—EXDERAY, 74—ILh LS VR NT3—T VR, T
XA TA—ICEBREESZADTEMEOHZIZIFZRISRAI—DRES LA VR— Y MNRE
ICEAT2B®mRENY RILLTWET, ZDBERIE Insights Advisor THEEREIEE I IEH, UTOEHR
BEnxd,

o FHl: HRERIRDBHELFREA
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o EMN: #IREIEA Insights Advisor 7—H A TICABRINTWBIEE

o AHFrdY— ZOREHIY—ERTAME, 74A—ILNMNLZ VR, NT7x—T VR, Fidt
Fal) T4 —ICEFELRIITIHEE,HZHED D

o RERDVRV:FUNM VISAMNSIVFvy—ICBREZSAS gt OB LEE, %
NORELEBEICY AT LAREICKIEFT 8

¢ JIRY—HRERIRHEINILIZZAI—DY R b
o G VSR —~DREBEZED. BEOHRELYPE

e BAETSZIMEYIADY VJ:RedHat 1M RHET 5. BIBICET 5 FHMIER

453. 7 5 R 9 —DEENLEEDRR

ZDtY 2 a v Tk OpenShift Cluster Manager @ Insights Advisor IC Insights L IR— A2 %RR"9 %
FEzFHRBLET,

Insights (7 524 —%#YIBLOH L. &RMOBERERTTHILICERLTLLI W, BEZELE
LEBEPH LWEBIMREINBEA LR, INODORBRIEILT 5R8MEN’HY £,

([} =355
o 5 24— OpenShift Cluster Manager ICEERINTW 3,
o JE—RMANIALR—=FMBIEMIA>TWS (TT74IK),

® OpenShift Cluster Manager ICA Y4 >~ L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
FERICH U T, Insights Advisor Il RDWEFNHERRLET,

® |Insights TRIBEMRE I NAh > 15EE. No matching recommendations found A%k~
IhEd,

e Insights BRHE LZZBED ) A T, YRY (B, B, EE. BLVTEX) T&IKT/IL—7
EENTVWET,

o Insights ’EL VS XY —%0H L TWARWEEIX, Noclustersyet "&RR-INET, o
id, 73R —NA VY AM—ILENTEHEIN, 1 V9 -y MIIERIShCBERICH
IDA L/ i’a—o
2. BEA’RTINEBEEE. TUN)—DRICHZ >T7AAV %0 ) v LTeFEMlZHEEL T
Ve Y A
BREIC & o> TIE. Red Hat MR T 2BEZEBEHRAD) VI DHY X T,
4.5.4. § XRTD Insights Advisor DHEIREIE % R~

Recommendations Ea—IEFT 74K T, V5RY —THREINIHBFEEOAERTLET, £
L. ZPRANAYF =T —hHA T TITRTCDHREFEAEARRITIET,

AR
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o JUE—MIIRALR—=FMDIERTH>TWS (T72IL ),
o 7524 —71" Red Hat Hybrid Cloud Console IC & ShTWE T,

® OpenShift Cluster Manager ICA %74 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,

2. ClustersImpacted 7 1 L% —8E LU Status 71 LI —DREICHB X T7AAV %I ) v UL

i’a—o

INT, V53R —DBEMNLHEEZHZINTSRTEIS,
455 7 RNA Y —DFRFRICHT ST 1LY —
Insights 77 RN HF—H—E X3, SHOHERFIRZRTIENATEIET, REEELQHERFRICER
EHTHROIC. PRNAF—DOHRESIE YAMITZ74LY—%ZEAL T, BEEORVWHERESIEZHI
BRTEET,
TI7AIEMTIE, T4 —E1DUELEDI SR —ICHBEZEZD2EWNAHESTHOAERTT DL
DICREINTWVWET, Insights 54 75 —ADITRTOMESRIFL L ITEMEINAHEEEEEZR
TIBICE, 74— hRITAXTEZET,

T4 —%FARTDBICIE, 7409 —914T%FRL, ROy TV Y)Y ANTERTESZ TV 3
VICEDEEARELET T, HEEEDOY A NMIEF, BEOT7T4IIVY—A2BEATIET,

RDT AN =94 THH/ETEET,
® Name: BEITHREERZRRLE T,

e Totalrisk: 7 A9 —ICW T 5BRHEDOARMEECEREZRIEE L
T. Critical. Important., Moderate. Low "5 1D EEIRL F 7,

e Impact: 7 5 R Y — R {EDMIFEICT T 2B ENLTHEEZTRTE
% . Critical. High. Medium. Low "5 1 DLLEZEIRL £,

o Likelihood: #EEEAERITINLBAILI SR —ILBHEA RIFTIRELEATITE
% . Critical. High. Medium. Low "5 1 DL EZEIRL £,

® Category:5¥B 925 AH7 3" —%. Service Availability. Performance. Fault
Tolerance. Security., BestPractice "5 1 DLLEZIRL X7,

o Status: SVARY V&V v I LT, BRREREFIR (T 740+, BENLHRESRIR, I
IANTOHREREZRTLET,

® Clustersimpacted: IRIE 1 DU LDV SR Y —ICHEEZSG X TVWBHESRIR, w2252 TV
IMWEREIR, LR IRTOHRSEIREZRTIDLIICTAINI—ZRELET,

® Risk of change:fERERDEREN Y TR Y —BEICRIEFTAIGEMDH 2 ) RV &= RTE
%. High. Moderate. Low. Verylowm 5 1D E#BIRL £,

4.55.1. Insights 7 K/ F—DHRBBEO 71 VLYYV T
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OpenShift Container Platform 7 5 24 —<v 32—V v —Id, #REFIF) A MIRTINSHEEEE
T4 —TEET, 749 —%EATZE, WRESNIHERFHOBEZRO L. REBEEORWV
WREIRICEFTEET,

RDFIEIE, Category 74 IV —DREAESLTRIRAEZRLTVWEITN, ZOFIRIFERD
T4 =84 TELVCETNTIDOEICEBRATEET,

Gl
OpenShift Cluster Manager Hybrid Cloud Console IO 44 >~ LTW3,
FIa
1. Red Hat Hybrid Cloud Console— OpenShift » Advisor recommendations ICF5&1L £,

2. XA VDT 4INI—94F KOy FH¥ IV XNT, Category 71 I —84 THBIRLZE
-a—o

3. 749 —EoOROy T I VYR MNERRAL, RATOHEREOZAT I —HEILHD
Frv IRy IREZBIRLET, FERATIT)—DF v IRYIREATOFEFICLE
-a—o

4. 73 : 74V —5EBMLT, VAMEISITRYRAAET,

BERULAHATT) —OHEEREHOAN) A MIRRIINET,

REE

o T4 A —%EALLR. BEHINLHESHEY)AMNERITEEY, BAINALT71ILY—
&, TI7AIDMNDT ALY —DBEICEBMINET,

4.5.5.2. Insights Advisor O#RFEENS 7 1 LY —%HIBRT %

WREEOYZAMIIF, BHOTAIWVIY—5FAHTEIT, EHEIPTT L7145 —1F. ERICHIR
T52EE, BRI EYMNTBZEETEFET,

7 14 I)LY —%@ERICHIBRY B

o TIAINIMDITAINI—%ED, BT74NIY—DWEICHDIXTAAVED )y I TBE, T4
LY —AERICHIBRTEZT,

FTIAIVNIHADT 4V Y—%FTRTHKT B

® Resetfilters® 7)) v 32&, BEALLETAILI—DHFDEIBRIN, T74ILMDT 1)L
Y—IFFDFEHRY FT,

4.5.6. Insights Advisor D#tEEIFD EM{L

PSR —ICHERSZ2BEOHREEIEAEMICLT. TROHALAR—MIRRIINBLVWLDICTE
X9, B—DISAI—FHIETRTDISRY—DHEREEMTEET,

;é%; P
| TRTCDY R —DERZJEMICT DL, SHROIFRI—ICEBAINET,
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([} =355
o JE—RMANIALR—=IBIEMIA>TWS (TT74IK),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICA Y14 > L TW3,

1. OpenShift Cluster Manager C. Advisor » Recommendations I8 L £ 9,
2. 77> a v EILKR LT, Clusters Impacted $ & U Status 7 1 LY —%FERALZE T,
3. ROWETNDDAETT 77— M EEMICLET,

o TS RNEBMCTBITIE. UTEETLET,

a. 77— h® Options X =1 — %% 1) v L. Disable recommendation % ¥
Vv LET,

b. BBHRAASL., Save®2 27 v U LZET,

o TS NEEMICTRHIC. TOTI— FOHEEZIEIFRY—EFRTRTHIE. M
TZEITLET,

a. EMICTAHEZEEOLRA Vv I LET, TOWREEEOR-JICBBLET,
b. Affectedclusters 22> a > T, V75 R9—DJAMNEHERLET,

c. Actions — Disable recommendation 22 !) vy 2 LT, IRXRTDISRI—DT7Z—h
EEMICLET,

d EBH%Z=AHDL. Savex 27 v I LZET,

4.5.7. UETICENIC L 72 Insights Advisor OD#EREIEAZFWICT 5

TRTDYSRAY—CHEFIEEEWNICT S &, Insights Advisor ICHRFIBIIRRTIN A ARYET,
OBEREETEET,

(1} =355
o JE—RMANIALR—=FIDBIEMIA>TWS (TT74IK),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICA Y14 > L TW3,

1. OpenShift Cluster Manager ©. Advisor » Recommendations I8 L £ 9,
2. |BMCRO TWAHBHREENDL, RTRTDWRFERZ 7L ) VITLET,
a. Status KOy 749 X Za2—H5 Status Z:BIRLE T,
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b. Filter by status KO 74> X Za—Mm5, Disabled 23R L F 7,
c. 77> av:Clustersimpacted 74 LY —% V)7 LET,

3BT B HREREBELEY,

4. Options X —a1— %) w7 L. Enablerecommendationz7 ') v 7 LXY,

4.5.8.Web O~ Y —JLT®D Insights A 7—% ADKR

Insights (&2 5 X4 —%#&Y) &R L2O# L. OpenShift Container PlatformWeb AV Y —J)L TV 5 R4 —
DOREINLBENREEDRAT—IRERTTDIIENTEET, TORT—HRIE, IFIFAN
TO)—DOBBOHAERL, FHMICDWTIL, OpenShift Cluster Manager LIR— hAD Y ¥ 7 %R L
7,

([} =355
o 5 24— OpenShift Cluster Manager IZ &8k I N TW %,
o JUE—MIIRALR=MDERITH>TWS (T72IL ),

® OpenShift Container Platform Web O >V —JLicO s 4 >~ L TW3,

1. OpenShift Container Platform Web 1> —JL T, Home — Overview I[CBBIL £,

2. Status A— KD Insights #2 )v 2 L7,
Ry TPy T o4V RIIE YRITEITIL—TIEINBENLBEEN Y A KRR
x99, FlAERTT BRI B2c0oh7T)—%2Y v o9 3H. Viewallrecommendations
in Insights Advisor #%&R~ L £ 9,

4.6.INSIGHTS OPERATOR O H

Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUIEL., TT7 4L NT 28
BMCEICZEDT—49 % RedHat ICHRE L F T, TDBEHICEL Y. RedHat IFEREN Telemetry THRE X
nNa37—49LYERBEORVWT —¥ 2FIITX £9 ., OpenShift Container Platform M 1 —+4—I(Z,
Red Hat Hybrid Cloud Console @ Insights Advisor ¥ —E R ICLR— N E2RRTEET,

BIER R

® Insights Operator (7 7 # )L N TA VA M—=)LE N, BHITINFE T, VE—MILRALR—
NEATRTINTERERHDIHEIE. JUE—MILALER—=r DT TNTO N EBRBLT
IV,

® Insights Advisor 2 L7V 2 X9 —ORIBOFFEICEAY &, Insights ZEA LY 2
25 —DREEDFHE #8RBLTLLEIW,

4.6.1. Insights Operator D& E

= = s

Insights Operator 8% (. 7 7 # )L kD Operator 5% 7E &. openshift-insights namespace M
insights-config ConfigMap # 7> = ¥ k. 7| openshift-config namespace DHR— k> —7%
Ly NOWTHNMIREIN TV ERELHAADLELEDTT,
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ConfigMap # 7Y 14 hAHR—ho—s Ly MAEET2HE. SENIEMEICL>TF 740
N @D Operator R EEA T —/N—5 14 REINFJ, ConfigMap A 7> =/ hEHR—F =0 Ly MDY
WALt FHET B5BEA. Operator I& ConfigMap #+ 7> =¥ M &GEHEY £ 7,

ConfigMap # 72 7 M3 T 7 # )L h TIIFE LRV, OpenShift Container Platform 7 5 24 —
ERENMEKNT DREN DY FT,

ConfigMap # 7Y = ¥ M DR EDHEE

Z M insights-config ConfigMap &+ 7'~ = 7 k @l (config.yaml 3% 7E) I&. #=%ED YAML X % (£
LIcREA T avaRLTVWET,

J
=

W

2
2
2
2
2
2
2

REMHRBEET 7 4V ME
ROFRIC, EATELRERMEZTLET,

R

insights-config ConfigMap # 7> = 7 h i3, 1Z2#0D YAMLERICERL TWET, F
DEHLVFBEEDOTICHY ., 2DDAR—IATA YTV MINTWET, Obfuscation B
MTIE. REMHOFELTERXESTEEZANLET,

#4.1Insights Operator D& E A HELEH

Attribute name B moy1 7 F7 4 ME
Obfuscation: - IP7RKLREVZRA Boolean false
networking Y—RKXA4v&ZOTO—

NIV EEBMIC L &

3_0
Obfuscation: - Deployment Validation Boolean false
workload_names Operator B8 X k—

IIEINTWBIHEE,

Deployment Validation
Operator 5 DT —4%
H#FELET,

sca: interval Simple Content Access BF I P P 8h
IVHARMLAY DY
JvO—NEEEIEEL
7,
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Attribute name Bl BEny1 7S T2 4J) MéE

sca: disabled Simple Content Access Boolean false
IVHARMLAY NDY
DvO—REEDICLE
ER

alerting: disabled ISR —D Boolean false
Prometheus 1 Y X% ~
AND Insights
Operator 7 5 — h & &
MCLET,

4.6.1.1. insights-config ConfigMap # 7 £ ¥ k D¥ERk

ZDFIETIE, Insights Operator (C& %71 R % LFRTE % 1T D 7= D Insights-config ConfigMap 7 7
VY heFRT B HEICODVWTHBALET,

BF

7 7 # ) b D Insights Operator 8% € ZE B 9 A1IC. RedHat HR— MIMEHT D &
EWRLFET,

(1} =355
o JUE—MIIRALR=FMDIERTH>TWS (T72IL ),

e cluster-admin O—JL%Z D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJ4>vLTW3,

¥
1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. Create ConfigMap%=27 vV LXY,

3. Configure via: YAML view Z3Z R L. ROL D ICREZAADLEXT,

apiVersion: vi
kind: ConfigMap
metadata:
name: insights-config
namespace: openshift-insights
data:
config.yaml: |
dataReporting:
obfuscation:
- networking
- workload_names
sca:
disable: false
interval: 2h
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alerting:
disabled: false
binaryData: {}
immutable: false

4. AT av:FormviewEREIRL, 7+ —LTHRERBFEREADLET,
5. ConfigMap Name 7 1 —JU KT insights-config E AL £ 9,
6. Key 7 4 —JU KIZ configyaml EAHD L £ 7,

7. Value 74 —JLRT, 7274IEHELT74—ILRICKSy T T7Y ROy T§5h, HBEN
A= —%FHTAHALZET,

8. Create 27 v 95 &, ConfigMap +# 7> =¥ b ERERBBRIERTIINET,

4.6.2. Insights Operator 7 5 — MM ZDWT

Insights Operator (. Prometheus =4 Y >V 72 X7 L%t LT Alertmanager IC7 52— M %2EF
F9., INLDOT7T7—hME, UTFTOWThHIDAZEEMEAL T, OpenShift Container Platform Web 1
VY—=IDT7Z—MUITERRITEXT,

e Administrator /X\— 2~ 7 7 4 7T, Observe —» Alerting%=7 ) v 7 LXY,

® Developer /X\—2 %Y 7 4 7T, Observe - <project_name>— Alerts ¥ 7% 7 v U L&
ER

IRTE. Insights Operator l&, £HUEDNBINLEZITRDTS— M EEELET,

4.2 Insights Operator 7 7 — b

77— b Bl
InsightsDisabled Insights Operator BMERNICAR > TWE T,
SimpleContentAccessNotAvailable Red Hat Subscription Management T. Simple

Content Access BBEMICR> TWEH A,

InsightsRecommendationActive Insights I, 7 5 A9 —ICET 270714 JaiERE
HhHY £T,

4.6.2.1. Insights Operator 7 5 — k O #Eh1L

Insights Operator 5% 5 X4 — Prometheus 1 Y 29 YV RILT 57— M EZEEFELAVELDICT BIC
I%. insights-config ConfigMap # 7> =V M {ERRF-IXmBEL T,

pa )

DRI, 25249 —&EEEIL, openshift-config namespace ® i R— b —J L v b
% {E A L T Insights Operator 52 E A {ER F 7= 13#RE&E L T\ & L7z, Red Hat Insights
A, Operator #EXE T 57D ConfigMap 7 72 =V NDEREYR— b T 5 LD IC
BRYF Lk, MAEEEET 2HBAE. Operator lEHR—b>—2 L v &Y E config
map REZBEL X T,
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insights-config ConfigMap # 7 =7 "D EFELARWGEEIE. ARY LERELZMOH TGEIMT % & X
ER T 2ENDHY £F, ConfigMap = 72 =7 NADEKEIL. config/pod.yaml 7 7 1 L TEHI
NTVWBTI7AILMRELYEBEINDZLITERELTLEIL,

AR
o JE—RMANIALR—=IBIEMIA>TWS (TT74IK),
® OpenShift Container Platform Web 3> Y —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

FIa
1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 7 LTHE XY,
3. Actions #%7 1) w - L. Edit ConfigMap #:®IRL £7,
4. YAMLViewWDZ Y FA RV &) v I LET,

5 774 JVUAT. alerting Bt % disabled: true ICEXEL £,

apiVersion: vi

kind: ConfigMap

#...

data:
config.yaml: |

alerting:
disabled: true
#...

6. Save 27 1) v 7 LZ 9, insights-config config-map DFFMR—IHDHAT XY,
7. config.yaml @ alerting B D{&7" disabled: true ICEREINTWSE Z AR LT,

LHEERFT 5 &, Insights Operator (&7 5 X4 —®D Prometheus 1 Y R¥ VAT 5 — M &EF LA
Y £,
4.6.2.2. Insights Operator 7 5 — k DER1L
7o — NEEMICYT B &, Insights Operator (&2 5 24 — Prometheus 1 Y A% Y RIZT7 5 — M &EfF
LR RYEST, 75— MNIBEAMITETET,
Pz
LRilE. 75249 —&EE&L, openshift-config namespace ® i R— b —J L v b
% {F M L T Insights Operator 8% & ER & 7= I&#mE& L TUWZE L7z, Red Hat Insights
A, Operator #EXE T 27D ConfigMap 7 7> =V NDEREYR— b T 5 LD IC

BRYF Lk, MAEEEET SHE. Operator lEHR—b>—2 L v h&YE config
map &REZBHELE T,

AR
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FIR

ZEERTFET 5 &, Insights Operator &7 5 X4 — Prometheus 1 Y RV RILT7 57— NaBEZERFL

3.

4.

5.

6.

JE—MILALR—=RIDBBEMTA>TWS (TT74IN),
OpenShift Container Platform Web 3> Y —JLIC cluster-admin & LTOZ 4 >~ LTW3,

insights-config ConfigMap #+ 72 = 7 k', openshift-insights namespace ICFE Y %,

Workloads —» ConfigMaps IC# &) L. Project: openshift-insights Z#iR L £,
insights-config ConfigMap # 7> =/ 22 Yy LTHREZT,

Actions %% ') v & L. Edit ConfigMap #3ZR L £ 7.

YAMLview DSV ARV %D ) v I LET,

7 74 JVAT, alerting B % disabled: false ICEXE L £ 7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

alerting:
disabled: false

#...

Save 7 ) v Y LE T, insights-config config-map DFMIR—I AT T,

7. config.yaml @ alerting B D{EAH® disabled: false ICEREINTWS I EEERLET,

i’a—o

4.6.3. Insights Operator 7—Hh4 7D 4¥ > O— K

Insights Operator (. IX&E L7727 —% % U 5 X9 —®D openshift-insights namespace ICH 5 7 —H 1

TICRTFL T, Insights Operator IC& > TIEINT—49 %29 O0—NLTHRTEET,

AR

FIR

34

cluster-admin O—J)LAF D1 —H—E L TITRI—ICTIVERATX S,

1. Insights Operator MEITHD Pod DEZREIZR DT X T,

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. Insights Operator TIEIN B RIEDT—9T7—H4 72— LZET,

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data
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Q <insights_operator_pod_names> %, RNV RASHAI NI Pod ZICEXMZ F
ERP

BED Insights Operator 7—7#4 71" insights-data > 1 L 7 ) —CRIEAEICAY £7,

4.6.4. Insights Operator DNERIEDRET

Insights Operator 7 — ¥ N&E#EE%ZF VTV RTEITTEEXT, ROFIETIE. OpenShift Web 3~
Y=L EIE CLIZERA L TNERFEDOT 74 MDY R NERTT2HEERBALET. V77V
NIREHBREZ W RAH YA XL T, BRUENEREEZRATELZT, 774D R DL DUNEER
FaBE\EMCT B E. 7RI —ICNRMLIEREIEZ R T % Insights Advisor DHERENMET L £,

2 A% —WT Insights Operator DUVERZREZEIC L TWEIFEIE., COFIRERDPENLD/INT X —
Y—%A—nN—Z14 RKLZET,

BF

DataGather h 29 L)V —RFF Y/ OV —TLE21—DHDHETT, 77/ 09—
T E1—#EEIE. RedHat HEHYR— MDY —ERLRJLT7 T =X K (SLA) DRt
KHATHY, BEMICER2TIZRWEEDHY £, RedHat 1d. EFREIRETING
EEATIIEEMBELTVWERA, 77/ 0V -7 Ea—#EEIE. RFORRMEE
EFWHSRRHBLT, BAREBTHEDTRAMEITVW I 1 — RNy 2 E2RELTWER
(ZEZEMELTVWET,

RedHat D574 /Oy —7 L Eax—#eEnyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

R

VSRY—TT0/0Y—TLE2—%2BMIT S &, Insights Operator (&1 % D Pod
TINERFEEERITLET., Zhidk. Insights Operator DF % / OY — 7L E 1 —##E
Ty hO—ETHY., FLWTF—YINERKEZYR—MLET,

4.6.4.1. Insights Operator OYEHIB DFR=

Insights Operator 887 — 714 FICEEFN 2 BERENET IEICHDNZFEEZRRITEET, hid,
Insights Operator M 1) ¥V — 2 DEAKR & Insights Advisor DRERE% B S % L THRIIEE T,

(1} =355

® |Insights Operator 7—h 4 7ORHFDIE—,

FIR

1. 7—7h4 7H5 /insights-operator/gathers.json 5 X £ 9,
Z D7 74 IITIE, Insights Operator INERIED Y A A EEFNTVWE T,

—_

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors™: null,

"panic": null
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@ duration_in_ms i&. BIREBREITHN B I ) BHBMORETY,

2. BNEBRFICEEDRVHIRELET,

4.6.4.2.Web O~V —)L%{EH L 7 Insights Operator IR EDR1T

OpenShift Container Platform Web 3>V —JL %M L T. Insights Operator IXN&E#REF%ZETTE X
E

AR

e cluster-admin O— /L% D1 —+4— & L T OpenShift Container Platform Web 3> Y —JLIZ
AJ4 v LTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL K% (@ L T DataGather
VY —AEE&EERD2FTIO) v I LET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v 7 LF 7,
4. Create DataGatherx7 ) vV L9,

5. 1L\ DataGather # XL —> 3 V= {EMT BICIE, BREZ7 7ML ERELE T,

apiVersion: insights.openshift.io/vialphat
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers:

- name: workloads

state: Disabled

Q <your_data_gathers = [REREO—BORZMICBEIHRIF T,

9 gatherers /X5 X — 49 —THEMICT 2B DINERFEEAHNLES., ZOHIT

i&. workloads 7 — ¥ INEIREZEMICL., BRYDT 74N M REEZEITLES., T7 4
IV N DINERIEDTLRY A NERITT HICIE, spec /ST A—F—EZBOFFIILTSH
TFET, WEREDREAY R ME, Insights Operator D KF¥ 2 XY N THERTEET,

6. Save =2 )v o LZET,

1. Workloads - Pods I8 L 9,

2. Pod R—Y T, Project FIVF DV *=1—%3FIR L. Show default projects Z#FR~%& 7 > IC
LE9.

3. Project 7L ¥ > X = a—hH 5 openshift-insights 7O/ & RIRL T,
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4. openshift-insights 7O 7 RO Pod DY A MT, FHILWIREARL —2 3 VITRIRLES
AIDEERFHNMMT VW TWB I & ZHELF Y, 5TT 92 &, Insights Operator ([FAED 7= (1C
T—4#% % RedHat ICEBIMICT vy 7O— KL &F T,

4.6.4.3. OpenShift CLI #{§[ L 7= Insights Operator INEEEEDR1T

OpenShift Container Platform A¥ > RS54 V4 49 —7 24 R %A L T, Insights Operator N &#
EEERITTEET,

AR

e cluster-admin O—)L %A D1 —+4—& L T OpenShift Container Platform (ICO 74 > L TW
%,

FIa
¢ RXDAXYV RZANLT, NEHEFZEITLES,

I $ oc apply -f <your_datagather_definition>.yaml

<your_datagather_definition>.yaml %, JRD/XS XA —4 —%FHALEERET 7 1 ILICE X
ZET,

apiVersion: insights.openshift.io/vialphat
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers:

- name: workloads

state: Disabled

<your_data_gather> Z JNEIRFO—BDEZRICE I AT T,

®9

gatherers /NS X —4 —TCEMICT 2@~ DPNEREZANDLET, ZOHIT

i&. workloads 7 — ¥ INEIREZEMICL. BRYDT 74 M REEZEITLES, T 74
IV N DINERIEDTLRY A NERITT HICIE, spec /ST A—F—EZBOFFIILTSH
TFET, WEREDREAY R ME, Insights Operator D KF¥ 2 XV N THERTEET,

e openshift-insights 7O 27 hDOPod DY A MT, HFILWIREARL —2 3 VIGERLES
AIDEERFHNMT VW TWB I & ZHELE T, 5TT 92 &, Insights Operator ([FAIBD 7= 1C
T—4#% % RedHat ICEBIMICT vy FO— KL &F T,

4.6.4.4. Insights Operator DIVEREDEI1L

Insights Operator DUNEIREABMICTH I ENTEF T, INEREEZEMICT 5 &, Insights
Operator A Insights 7 5 24 —L 7 R— M & UX&E L T Red Hat ITEE LA 2578, fEBO TS 1/
V—EBHBIENTEET, ThiTLY. VTRI—EELREDRedHat EDBEEMBEE T 2D
OATHEEICREEREZ 528/, 759 —0 Insights DT & HREBIBBHNEMICARY £F, Insights

37



OpenShift Container Platform 4.16 47/ R— b

Operator 7 — 711 7 ® /insights-operator/gathers.json 7 7 1 JLH 5, 75 X5 —ICF L THITI N
TINERED) AR ZRARTEET, —BONERERE. FEDODRENFLINLBEICOAIFEEL.
BHOT7 —AA TITRRRINBVWARELIH D I EITSFRLTSREIL,

AR

BF

InsightsDataGather 7 X% LYV —2 &, 77/ 0V —TFLEa—#iEs L TOHRE
IhFd, 7//0V—TLEa—#eEElE. RedHat BRYR— MDY —EZALR)LT
T =AY BN (SLA) OFRATHY ., HENICTEETIERWEELHY £F, Red Hat
d. EEEARECINOAFERIZIIEAHBELTVWERA, 77/0V—FLEa—
HEREIX, RFTOERMELXWERCREL T, FAREETHEDT AN ETWI 1 —R
Ny JHEIBEHELTWEESCZEZEHEHNELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

R

VSRY—TT0/0Y—TLE21—%2BMIT S &, Insights Operator (&1 % D Pod
TINERFEEERITLET., Zhidk. Insights Operator DF % / OY — 7L E 1 —#E
Ty hO—ETHY., FLWTFT—YINEMKEZYR—MLET,

e cluster-admin O0— )L % D1 —%#—& L T OpenShift Container Platform Web >V —)LIC
AJq4vLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXE&HZZRD2F TV ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o7 LF 7,

4. clustera )y L, YAMLY 7%0) vy o LET,

5. InsightsDataGather 32 7 7 1 JLICH L TROWT A DIREAERIT L T, INEREEEMIC
LEY,

38

a. IRTONERFEEENICT 3ICIE. disabledGatherers ¥F—D TFiC all # AL ZE T,

apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec: @)

gatherConfig:
disabledGatherers:

-2l @

Q spec /85 X —4 —|F, INERTEEEELET.
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© aliEE. TRTOREREEEMICLET,

b. {4 OUNEZREEEMICT BICIE. disabledGatherers ¥ —DTFIC{EAZAALE T,

spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q@ EREREDH

6. Savez U )v o LET,
ZRE%REFET 5 &, Insights Operator DINEHRENEFH I . BIEFTHOIRIARY FT,

o ¥
IEREEBEMICT B E. 7529 —ICHMBMARHEEE% 1249 3 Insights Advisor O
WEMETLET,

4.6.4.5. Insights Operator DUVEEEED AR
INEIRENEMIC A > TWBIHE L. Insights Operator DIERIEEBMICTEE T,

BF

InsightsDataGather 7 X% LY YV —2 &, 77/ 0Y—TF L Ea—#EEs L TOHRE
IhFd, 7//0V—TLEa—#EElE. RedHat BRYR—bDH—EZALR)LT

T =AY BN (SLA) OFRATHY ., HENICKEETIERWEELHY £F, Red Hat

d. EHREARETCINOAFERIZIIEAHBELTCVWERA, 77/0V—FLEa—

HEEEIX, RFTOERMELXWERCREL T, FAREETHEDT AN ETWI 1 —R

Ny JHEIBELTWEECZEZEHNELTWET,

RedHat D574 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 72/ 00—
T Ea1—#EDYR— MNEFE 2S8R LTI,

AR

e cluster-admin O0— )L %D —%—& L T OpenShift Container Platform Web > Y —)LIC
AJq4vLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXAE&ZZRDF TV ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o7 LF 7,

4, clustera )y L., YAMLY 7%0) vy o LET,
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5. ROWTNHO DiREZETL T, WERFZEMILET,

o MM >TWVWBITRTDINEREEABMICT %ICIE. gatherConfig R ¥ ~ HAHIR L
_a—o

apiVersion: config.openshift.io/vialphai
kind: InsightsDataGather
metadata:

spec:

gatherConfig: ﬂ
disabledGatherers: all

@ T TORERFEEEMIT B0/, gatherConfig 25V HFAHBIRL T,

o EA~LZDINERFEEBMICT 3ICIL. disabledGatherers ¥ —D TDEEEIFRL F 9,

spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q 1 DU EDINEREEERLET,

6. Save=/V )v o LZEY,

TEERTFET 5 &, Insights Operator DINERENEFH I N, ZTOFELZIFINEIRIENF
IDA L/ i-a—o

pa 3

INERRFZENICT D&, VT RY —ICHRNSHESRIRZRA T 2 Insights Advisor D
BEMETLEY,

4.6.5. Deployment Validation Operator D5 —4% D#EE{L
Deployment Validation Operator (DVO) "1 Y A M—JLINTWBIFE, V5 RY—EEEIZ. 20D
Operator 5 DT —4% & #55LT % &£ 5 IC Insight Operator %2 5% E TX £ 9, workload_names & %

insights-config ConfigMap # 7> = 7 MIEMY % &, UID TER< 77— 0— K& Insights for
Openshift ICRRIN, VTR —EBENRHLPITKRYET,

([} =355
o JUE—MIIRALR—=FMDPERTH>TWS (T72IL ),

e ‘cluster-admin" O—)L % L T OpenShift Container Platform Web 2>V —JLicaos4 >~ L
TW5,

® insights-config ConfigMap #+ 7> = 7 k', openshift-insights namespace ICFE 9 %,
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o VIR —NEITITR—I RTHY. Deployment Validation Operator 81 Y XA h—JL I N
TWa3,

FIR

1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 7 LTHE XY,

3. Actions #%7 1) w - L. Edit ConfigMap #:®IRL £7,

4. YAMLViewWDZ Y F RV =)y I LET,

5 774 JLAT, workload_names % {8 L T obfuscation B % EL X7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

dataReporting:
obfuscation:
- workload_names

#...

6. Save 27 1) v 7 L% 7, insights-config config-map DFFMR—IHDHAZT XY,

7. config.yaml @ obfuscation B D{&1" - workload_names ICEREINTWE Z & AR L E
ER

47.FREMNLRRY ND—VBREBTOYE—MIRALKR—MNDFEH

Insights Operator 7—h 4 7% FETIEL., 7Y 7O—RKLTREMARRY NT7T—VRENMSHEER
BETEET,

REEH DR Y N7 —2VRET Insights Operator AT 5 1CI1E. UTFEITOBRELHY T,
® |Insights Operator 7—A4 7O —%{EK L £7,
® Insights Operator 7 —#H 4 7 % console.redhatcom IC 7y 7O— KL &,

X 5T, 7v 7O— KA1 Insights Operator 7—4 % &5t §5 2 & & BIRTEXE T,

4.7.1. Insights Operator DUNERIFDEIT
Insights Operator 7 —HA4 7 &EKT 5 1C1d. INERFEZRTII2MENHY XD,

AR

e cluster-admin & L T OpenShift Container Platform ICO 71 > L TW 5,

¥R
L. UWFOF>FL—bM%FBL T, gather-job.yaml & WD ZFEID 7 7 1 ILEER L £,

41


https://console.redhat.com

OpenShift Container Platform 4.16 47/ R— b

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
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containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. insights-operator f X —2/X—Y 3 v &#OE—LZ Y,
I $ oc get -n openshift-insights deployment insights-operator -o yami
6

apiVersion: apps/v1
kind: Deployment
metadata:
name: insights-operator
namespace: openshift-insights
#...
spec:
template:
#...
spec:
containers:
- args:
#...
image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805adO0... ﬂ
#...

Q Insights-operator { X —Y D= a3 v ERELE T,

3. gather-job.yaml TA XA —YD/N\—T 3 VERBRYFIFE T,

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0...
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

ﬂ BIFDfE% Insights-Operator 1 X —YD/N—Y 3 VICEEXMA T,
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4. WEY a THERLET,
I $ oc apply -n openshift-insights -f gather-job.yaml
5. Y37 Pod DERIZRDITET,

I $ oc describe -n openshift-insights job/insights-operator-job

5
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>

T, LFOLSICRY FT,
insights-operator-job-<your_job> (& Pod D&#I T,

6. BENTET LI L ZHRLET,
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
o

I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. B L7 —hA T2 REFELET,

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data
8. YaJuayY—VvTvTLET,

I $ oc delete -n openshift-insights job insights-operator-job

4.7.2.Insights Operator 7—HA4 707 v 70— K

Insights Operator 7 —7# 4 7% console.redhat.com ICFETT7 v 7AO— KN L. BENLEELZEIT
TET,

AR
e cluster-admin & L T OpenShift Container Platform (2O 74 >~ L TW 3,
o FIRBRLCAVI—RY NTIECADNTERZT—VRT—>avhdHs,

® Insights Operator 7— A4 7OIE—%/EHK L TW3,
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¥
1. dockerconfig.json 7 7 1 JL&4¥ o >O—RKLZXT,

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. dockerconfig.json 7 7 1 L5 5" cloud.openshift.com"” "auth" k—7 > %ZJE—L %7,

{

"auths": {
"cloud.openshift.com™: {
"auth": "<your_tokens",
"email": "asd@redhat.com”

}
}

3. consoleredhatcom IC7—HA 757y 7A—RKRLET,

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_tokens" -F
"upload=@<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Z ZTC. <cluster_id> (&7 5 X4 —ID. <your_tokens> (ZFIL>—V Ly b BHDM—2
~. <path_to_archives (& Insights Operator 7 —HA 41 F7ADNRAICESHTZ T,

BEICHKINT 2 &, a7 Y K "request_id" & "account_number” %R L £ 7,

H A B

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%
WREEFIR
1. https://console.redhat.com/openshift ICAY 1 >~ LE T,
2. ZRIDRA VT Clusters X Za2—%7Yvy I LZET,
3. VIR —DFMERRT BICIE. V7 RI—DEZFIEV) v I LET,

4. 7524 —D Insights Advisor ¥ 7 =R E £ 9,
7y 7O—RIZKIHTBE, YTIKIEUTOVWTRHIIRTIINE T,

® Your cluster passed all recommendations Insights TRWE BEEANRE I WA - 725

PAN
Ho

® |Insights Advisor ©&HE L7=fBIRE, Y RV (B, #. EESSLVTERX) JICBEENFIT SN
i’a—o

4.7.3. Insights Operator 7— % DL DEMIL
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HFEEBMIL T, BEUEIEL. HMBATEERIPVAT RLREI TR —R=—ZARASL VETRY
L. Insights Operator A* console.redhat.com ICEETE S LD ICLF T,

B
E =

CDOHREIFFIAFARETYT D, RedHat TREYR— M —EXELYMRMICITAS
£OIC, BT 2ENDOEHICT DI EZHELIET,

#Hbld, BASNTVWAWNMEEYI SR —IPvA 7 RLRICEIY YT, XEY—ICREFIN LR
T—7IWEFEHAL T, T—4 % consoleredhat.com IZ7 v 7O— K9 BHIIC, Insights Operator 7 —
AATE2ETIPT7 RLRZE#FEN—Va VICEBLET,

PIRY—R=ZARRXAVTIE, EEFREICLY, R=ZARAAYDPN—=RI— I TIXFAICE
BXIhZxd, & ZIE, cluster-api.openshift.example.com (& cluster-api.
<CLUSTER_BASE_DOMAIN> (C732Y £9,

L FDFIETIL. openshift-config namespace T support > —72 L v M &{FEH L TE#GbEEMICL
7,

AR

® OpenShift Container Platform Web 3>V —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

FIR

1. Workloads - Secrets IC#&1 L F 9,
2. openshift-config 7O> 7 M &BIRL F T,

3. Searchbyname 7 1 —JL R AR L Tsupport > —7 L v FERRLEFT., BELRVEE
ICI&, Create —» Key/valuesecretx 7 ') v o LTERL XY,

4. Options X Z 21— Vv LTHhL EditSecret=#7 vy I LET,

5. AddKey/Valuez7 ') v 7 LEY,

6. {B7" true M enableGlobalObfuscation &L\ D ZEIDF—%/EK L. Save V) v U LE T,
7. Workloads —» Pods ICHEIL £,

8. openshift-insights 7O 7 & RIRL X7,

9. insights-operator Pod ##3%& L £,

10. insights-operator Pod = B#EE) ¢ % (CId. Options X =1 — Oy LTHD
DeletePod 27 ) v 7 LE T,
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1. Workloads - Secrets IC#&1 L F 9,
2. openshift-insights 70 2 M %&RL £ T,

3. Searchbyname 7 1 —JL K% {f [ L T obfuscation-translation-table ¥ —%2 L v b &#3%& L
7,

obfuscation-translation-table > — 7 L v N\ FET 2155513, BN BWIR > THEL X7,

F72l&. Insights Operator 7 — /14 7 @ /insights-operator/gathers.json T
"is_global_obfuscation_enabled": true DEA R TE XY,

BIER R

® Insights Operator 7— A4 7D ¥ o > O— RAEDFMIE. Insights Operator IZ & > TINES
N27—9DERRFESRLTLEIY,

4.8. INSIGHTS OPERATOR % £ L 7= SIMPLE CONTENT ACCESS T v
4 RMNLAY MDA VR— b

Insights Operator I&. OpenShift Cluster Manager 5 simple contentaccess TV 4% 4 MLX Y N%&E
#AmIZ 4 >~ 7R — bk L T openshift-config-managed namespace ® etc-pki-entitlement & —72 L v K|
R L 9., SCA (Simple content access) & RedHat DY TRV 1) o3 VY —)LDMEET, T4
ARMVAYRY =V OEMFERERIELE T, CORBIZ. TRV T2 avy—IVERET HEMS
EREDTIC, RedHat DY TRV ) Foa v R d 207UV ABRICFIATEET,

A, Operator ZEXE T 27-H®D ConfigMap # 72 =V NDEREYR— b T 5L IC
BRYF Lk, MAEEEET SHBAE. Operator ldHR—b>—2 L v &Y E config

Pz

PRI, 25249 —&EEBEIX, openshift-config namespace ® i R— b —J L v b

% {#F L T Insights Operator 8% % ER & 7= I&#mE& L TWZ L7, Red Hat Insights
map REZBEL T,

Insights Operator (& 8 BffE & & IC Simple Content Access TV 49 1 ML AV N4 ViR— ML ET
. openshift-insights namespace @ insights-config ConfigMap # 7> =z 7 N {FEHT 5 &, 1V
R— RN EREXLIIEMNITEHIIENTEET,

' pa 3]
. 4 VR— M E#EEX % ICIE. Red Hat Subscription Management T Simple Content

Access ZBMICT 2MELHYET,

BIER R

® simple content access MFEMIL. Red Hat Subscription Central K& 2 X > b ® simple content
access ZZR LTI W,

® OpenShift Container Platform EJL K T® Simple Content Access T4 1 ML XAV NDERAD
FillE. EIWRTORedHat 722 1) 73y OFER ZSRLTIEI W,

4.8.1. Simple Content Access D1 V' R— KBIRDRE

openshift-insights namespace @ insights-config ConfigMap + 7> = 7 b £ L T. Insights
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Operator #¥ Simple Content Access (SCA) TV %A MLAY N & VIR— NS 2HEZERETEET,
IVH4 RMLAY RDA VR— MLOBEE 8B & ICThNE T, insights-config ConfigMap 7+ 7'
¥ 1% N T Simple Content Access DR E%=E#H T2 &, SCADZDERERSTHIENTEET,

COFIETIF. 4V R—MER%Z 2058 (2h) ICEHRT S AEICOVWTEHRALF T, BEE (h) F 7 I3HE
EDHE/ETETET (f: 2h30m),

([} =355
o JUE—MIIRALR—=FMDPERTH>TWS (T72IL ),

e cluster-admin O— /L% D1 —+4— & L T OpenShift Container Platform Web 3> Y —JLIZ
AJ4 v LTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE Y %,

FIR

1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 7 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:#IRL £7,

4. YAMLviewDZ Y F RV =) v I LET,

5. AVFUYE2BEBBITEICA VIR— T BICIE,. 771400 scaBE% interval: 2h ICERE L
9,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
interval: 2h

#...

6. Save 27 1) v 7 LZ 9, insights-config config-map DFFR—IHDHAZ XY,

7. config.yaml ® sca B DMEN interval: 2h I(CEREINTWSE I EAERLE T,

4.8.2. Simple Content Access 1 ~7;R— b DER1L

openshift-insights namespace @ insights-config ConfigMap + 7> =7 b &R L T. Simple
Content Access T4 4 MLAY hDA ViR—NEEMCTEET,

AR
o JE—RMANIALR—=FMBIEMIA>TWS (TT74IK),
® OpenShift Container Platform Web 3> —JLIZ cluster-admin & L TOJ 4 >~ LTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE Y %,
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FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights &R L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 )y 7 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:®IRL 7,

4. YAMLvViewDZ Y F RV =)y I LET,

5. 774 )L T, sca @4 % disabled: true ICE8EL 7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: true

#...

6. Save 27 1) v 7 L% 9, insights-config config-map DFFMR—IDHAT XY,

7. config.yaml @ sca B D&M disabled: true ICFREINTWR Z & 2R LE T,

483. BYPICLTWEY Y TINAVFTFUYTIERA VR— NOEMI

SUTNAVFTFUITIRAIVEIA MLAY MDA VER— MHEMICA > TWBIHEE. Insights
Operator &> Y TN AVF YT IERRAIVIA MULAY NEA VIR—FLERA, ZOMERFER
TEEY,

[} =355
o JUE—MIRALR=FMDIERTH>TWS (T72IL ),

e cluster-admin O—JL %D —%—& L T OpenShift Container Platform Web 3>V —JLIC
AJq4rvLTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights %= :#IiR L £ 7,
2. insights-config ConfigMap + 7> =/ b &2 Yy 7 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:®#IRL £7,

4. YAMLvViewWDZ Y F RV =)y I LET,

5 77414 J)LAT, scaE#% disabled: false ICEZE L F 7,

apiVersion: vi
kind: ConfigMap
#...

data:
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config.yaml: |
sca:
disabled: false
#...

6. Save #%7 ') v 7 L¥ ¥, insights-config config-map DFFMIR—I AR F T,

7. config.yaml @ sca B DEA disabled: false ICEREINTWE I E A LE T,
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BEE VSRV —ICEAT BT —YIDINE

PR—MNT—REEHRTIE. CHERADIZRY—ICDVWTDT /Ny JIEH % Red Hat ¥ R— M ICiR{H
LT\ & RedHat DY R— MIZIZIEET,

UTFERETEIENHRINET,
e oc adm must-gather I~ > RAFERAL TIREINET—%

o —EDYVSAY¥—ID

5.1. MUST-GATHER *J —JLICDWT

oc adm must-gather CLI A< > K&, UTDOL D BREEOTNY JICHBERDAREEDHZ 0 TR
H—DLDEHREIEL T,

o JY—EH
o H—EZ20OY

77 4J)V N T, ocadm must-gather IX Y KIET 74NN MDD TS T14 V4 A=Y %FERL, /must-
gather.local ICEZAAZITVWET,

FzlE, LTI 3V THEAINTWE LI, BYASIMAEELCAY Y RERITTDE.
EDFHRENETEET,

o 1D EDRHEDHEICEEST ST —FZRETZICE, UTOEIVaVITRTLIIC, 1

A—T EHIT —~-image BIBEFERL X,
LFICHlERLES,

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

o EFXOJANETHICIE. UTDEI Y aVTHEEINTWS LD IC -
/usr/bin/gather_audit_logs 5|18 =R L 7.
LFRICHlERLES,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

pa )

T77A4NMDHYA X %NILTEHIL, BEEOTIET 74 MDIEHREY hD—
e LTIEIhEHA,

oc adm must-gather #1795 &, VY LRZFERF OFIRPod NV SRS —DFHRTOT /7 b
WER I NE T, T—4I1EZFD Pod LTIEI N, IREDEZET 1« L U b)) —HD must-gather.local
THREDFHFLULWTAL I M) —ICREINFET,

UFICHZERLET,

NAMESPACE NAME READY STATUS RESTARTS AGE

openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
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I openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

fEET. --run-namespace 7 7> 3 V& HEHA L T, $ED namespace T oc adm must-gather 1<~
NERITTEET,

UFICHZERLET,

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

511.RedHat Y R— NED I SRY—ICDWVWTDTF—4¥ DINE

oc adm must-gather CLI AY Y REZFRAL T, 75 R9—ICDVWTOTNYy JERENETEET,

AR
e cluster-admin A—J)LEFDODI—H—E LTISARY—IZITIVEATE S,

® OpenShift Container Platform CLI (o¢) ' 1 Y XA h—JILI N TW 3,

¥
1. must-gather 7 — 9 2 RETBT74 LV M) —ICBEILZE T,

4 s 0

VSR —HDEEHRFICHDHBEIE. BMOFIRZEITITI2HELNHY T,
I5-LYZAN)—ICEEINZ CANDHZI5E. FTEEINDCAEISTR
H—IEMT 2HENHY FT, FERRREOITRTODIFIRI—IIHLT, T
7 # )L b®D must-gather 1 X —Y %A A=V XA MNY—LELTAVR—IT S
WENHY XY,

I $ oc import-image is/must-gather -n openshift

2. oc adm must-gather ¥ > K&ETL XY,

I $ oc adm must-gather

BF

IEHRREAFEA L TWSBEICIE. must-gather D—E& L T ~-image 75 7
EERAL. RAAO—RAX—V%5SRBLET,

= o-1o)
ZOAR VR, TIANNTS Y LROYNO—ILTL—V /) — K5 ERT

%78, Pod & NotReady & & U SchedulingDisabled Sk J > bO—I)L T
L=y /—=RIZRATVa—-IINBBEIHYET,

a. ZOOARY RHIKRBT BGE (VTAY—TPod 2R T 1—IILTERWEERE), oc
adminspect v RZFEAL T, HEYV—RICEATZEREZNELXT,
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R

INET D) Y —RICDWVWTIE, RedHat A R— MCHBWEDELES
W,

3. FETA LY M) —ITERSI /- must-gather 71 L7 N —D S ERE7 71 L EER L £
T, ILEZE, Linux ARV —FT 1 VIV AT LEERT S E2a—49—TUTFTOOT VR
ERITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q must-gather-local.5421342344627712289/ = EEDT 4 LV M —ZICBI BT L
X,

4. RedHat h A9 —R—FID HhAIYT—HYR—K =T T, EI7I 7M1V EYR—Kr—
2IICRFLETS,
51.2. B EDMEEICET 5T — Y INE

oc adm must-gather CLI < > K#% --image % 7|3 --image-stream 3% & HICEA L T, HFEICH
BEICDVWTOTNY JIEREZINETEZ Y, must-gather) —JLIZEHDA A —Y %Y R— T 5%
O, B—DIATY FZ2ET L TEHROBEICODVWTDT 92 RETEIET,

F5.1YR— FRHRD must-gather 1 A —

A A= BEY

registry.redhat.io/container-native- OpenShift Virtualization D7 — 4 IR,
virtualization/cnv-must-gather-rhel9:v4.16.0

registry.redhat.io/openshift-serverless- OpenShift Serverless D7 — % N4,
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh D7 — % IX&,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration- Migration Toolkit for Containers D7 — 4 IX&,
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/ocs-must-gather- Red Hat OpenShift Data Foundation M7 — % IX&,
rhel8:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster- OF¥vJ7ROT—9 &,
logging-rhel9-
operator:v<installed_version_logging>

registry.redhat.io/openshift4/ose-csi-driver- OpenShift Shared Resource CSI Driver ® 7 — 4 IX
shared-resource-mustgather-rhel8 %
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AAX=T

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel8:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai
ners>

registry.redhat.io/workload-availability/self-
node-remediation-must-gather-
rhel8:v<installed-version-SNR>

registry.redhat.io/numaresources/numaresou
rces-must-gather-rhel9:v<installed-version-
nro>

registry.redhat.io/openshift4/ptp-must-
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/workload-availability/node-
maintenance-must-gather-rhel8:v<installed-
version-NMO>

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets-
store-csi-mustgather-
rhel8:v<installed_version_secret_store>

registry.redhat.io/lvms4/lvms-must-gather-
rhel9:v<installed_version_LVMS>

pa 3

E]:y)

O—#AJL R b L— Operator D5 — 4 IN&E,

OpenShift > KRRy V22V T+ —DT—4 X
%

Self Node Remediation (SNR) Operator & & U' Node

Health Check Operator (NHC) @5 — 4 U5,

NUMA Resources Operator (NRO) D7 — 4 IN&,

PTP Operator D5 — 4 X4,

Node Maintenance Operator (NMO) D5 —4 IR,

Red Hat OpenShift GitOps M5 — 4 U5,

Secrets Store CSI Driver Operator D7 — 4 V&,

LVM Operator D5 — 4% N4,

OpenShift Container Platform Y R—R Y DA X =Y DRFH/NN—2 3 v &HERT 51
&, RedHat 1R 4% ¥ —R—% )LD OpenShift Operator 54 714 7 )L Web R—I %

~ SZRLTCEI W,

AR

e cluster-admin A—J)LAEF DODI—H—E LTI SARY—IITIVEATE S,

® OpenShift Container Platform CLI (oc) A1 Y 2 h—JLI N TW3,

FIR
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BESE I FRY—ICET BT -9 DIE

1. must-gather 7 — 9 2 RET 274 LV M) —ICBEILZE T,

2. oc adm must-gather 1< > K% 1 D £/ (3B D --image Z 7= --image-stream 5[# & H(C
EITLET,

R

o REDMEET —HITIATT 7 4L h®D must-gather 77— % % IX5E T 5 IC
i&. --image-stream=openshift/must-gather 5|5 % B L £ 9.

® Custom Metrics Autoscaler ICBET 27 —49 DUNEIZDWTIL, UTFOREE
BRI avaESRBLTLEIW,

frEzE UTFOaAYY RiE, T74I MDY Z Y —F—4 & OpenShift Virtualization IC[E
BORBOMAZRELET,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0 9

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 OpenShift Virtualization @ must-gather 4 X —<

must-gather Y — )L ZEBINDE[# & HICEHA L. OpenShift Logging 8L VY7 2 X4 —HD
Red Hat OpenShift Logging Operator ICBIET 27— 4 ZINETE £9, OpenShift Logging
DIgA. UToavy RaETFLET,

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
——cr
— collector

operator")].image}')
$15.1 OpenShift Logging @ must-gather ® 1 141
— cluster-logging
F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— Ccsv
—— deployment
| — fluentd-2tr64
F—eo

logging-operator \
—— clusterlogforwarder_cr
—— logforwarding_cr
—— Ccsv

—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4
F—es

— cluster-elasticsearch

| |— aliases

| |— health
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—— indices
— latest_documents.json
—— nodes
—— nodes_stats.json
—— thread_pool
—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
— install_plan
—— olmo_logs
—— subscription
L— kibana
——Cr
—— kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
—— namespaces
— openshift-logging

— apps
—— daemonsets.yaml
—— deployments.yaml
—— replicasets.yaml
—— statefulsets.yaml
— batch
—— cronjobs.yam|
jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— elasticsearch-im-app-1596020400-gm6nl.1626341a296¢c16al.yaml
—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml
—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt

| — cluster-logging-operator
| | — cluster-logging-operator
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| L—Iogs
| — current.log
| L previous.insecure.log
| L previous.log

L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff

|— cluster-logging-operator-registry
L cluster-logging-operator-registry

L— logs
current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db

L— mutate-csv-and-generate-sqlite-db

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs
—— current.log
—— previous.insecure.log
previous.log
—— fluentd-2tr64.yaml
—— fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana
L— kibana

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy

L kibana-proxy

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
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L— route.openshift.io
L— routes.yaml

|— openshlft operators-redhat

3. oc adm must-gather 1< > K% 1 D £/ (XEHD --image Z 7= --image-stream 5[# & H(C
EIFLET, &K UTOaARYRE, 774 MDY S RY—FT—4 & KubeVirt ICEH
DEHROTMHZIEL XY,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 KubeVirt M must-gather 4 X —<

4. FET 4LV M) —ITERI N/ must-gather T4 L7 M) —DSERB7 71 L EER L £
T, LEZIE LinuxARL—FT 14 VIV RTLEFERTZIAVE2—49—TCUTOOT R
EEITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ ﬂ

Q must-gather-local.5421342344627712289/ = EEDT 4 LV N —ZICBI BT L
T LY,

5. RedHat h RO —R—FILD HhAIT—HYR—h =T T, EI 71V EYR—Kr—
2RI LET,

5.2. EEIE#H

® Custom Metrics Autoscaler @ /3%y 5 —4 DUVE,

® Red Hat OpenShift Container Platform D54 744 JJLKR1) ¥ —

5.21. %y N7—o O DINE
HS2AHY—RDTRTD) —RTRy NT—IOTENETEET,

FIR

1. -- gather_network_logs % $§% L T oc adm must-gather ¥ > KZETL X7,

I $ oc adm must-gather -- gather_network_logs
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P2
T 7 # )L b TlE, must-gather Y — LIV SR —HDFTRTD/ —RKHS
OVN nbdb & & U sbdb 7—4 X— % IX& L ¥4, --gather_network_logs

Z 7T avEEMLT, OVNnbdb &—% X—Z® OVN-Kubernetes b5 >
7 avEESLEBNOOTAEHET,

2. FET 4L M) —ITERSI /- must-gather 71 L7 M) —D S ER7 71 L EER L £
T, L&A Linux ARL—=F 4 VIV AT LAEFERTZAVE2—9—TUTOIT YR
EERITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

Q must-gather-local.472290403699006248 (. EED T4 L7 M) —RICEIH|MAF T,

3. RedHat h RO X —R—FILD HhAIT—HYR—h =T T, EI7I 7M1V EYR—Kr—
2RI LET,

5.2.2. must-gather X b L —VHIRDZE R

oc adm must-gather I7v > REFRAL TTF—9 2 IN&ET 5%, FTROT 74 MDFRRKAMNL—
. AVTFTF—DARNL—UBRED30% TY . 30% DHIRISET D&, AV TF—2@HHET L. IX
E70EZANMBELET., TTIKRESINALBRIE. O—AILRML—JILFT7vO0—-RINFT,
must-gather ¥ Y REBERITTZICIE. AML—VYRENLYKRZIRIAVTF—.2FERATIH. &
ARV 21— LDEEZRET Z2UENHY XY,

AVFF—HAML—VHIRICET R &, ROBFDEIBRIS—XvE—IPERINET,

H A B

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISRY—ICLTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

e volume-percentage 7 5 7 %157%E L T oc adm must-gather I< >~ RAZETLZE T, FLWME
ELTIO0 #BABEZIBET B EIFETETE A,

I $ oc adm must-gather --volume-percentage <storage_percentage>

53.72X%—ID OHF

Red Hat HH7/R— MIBERZRME T BICIE. VSR —ICEBDHMNFEREL TUWALLEL &&KICILSE
F 9., OpenShift Container PlatformWeb AV Y —J)LAFRALTY 3R —ID #BEBANTEET,
Web OV —JL# 714 OpenShift CLI (oc) AL TV 5249 —ID 4 FBHTIEBT L L ETXE
_a—o

59


https://access.redhat.com/support/cases/#/case/list

OpenShift Container Platform 4.16 47/ R— b
BIRERMF
e cluster-admin O— )L &ZHD21—H—E LTI ZRI—ILT IV ERATE S,

e Web VY —JLEfiEA YA M—ILIN T2 OpenShift CLI (0c) KT 7 EZRTX 3,

FIR

o WebAVY—ILEFEBALTYR—MN—REHE, V759 —IDDBEEBAAETICIE. U
T&EEITLET,

a. Y—=IL/N=H5, (?)Help ICFEEIL. ') X bH S Share Feedback Zi#IRL £,
b. Tell us about your experience™” 1 > K7 T Openasupportcasez=?7 ') v 7 LXY,

e Web AV —I)LZEALTYISRY—IDZ2FHTRFITSICE. UTZERITLET,

a. Home = Overview ICBEIL X T,
b. {El& Details 22> 3> ® ClusterID 74 —JL RTHBETZET,

e OpenShift CLI (oc) AL T 529 — D BT 3I0E. UTFoaAvY REEFLET,

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.4. SOSREPORT ICDWT

sosreport |3, EREDFHM. ¥R T LIER. L UEMT —4 % Red Hat Enterprise Linux (RHEL) & &
U* Red Hat Enterprise Linux CoreOS (RHCOS) ¥ A7 LM LINET %Y —ILTY, sosreport (&, / —
NICEIET 22MMEHRZINET2ODFELLELAEZRELIF T, ZOERIE. BEOBEDLD
ICRed Hat HR— MICIRHT X F T,

HR— ML o T, Red Hat Hr7R— M IEHKFE D OpenShift Container Platform / — K@ sosreport

T—hAT=PRETHLOEBET 2HE1HY FT., & xIE. oc adm must-gather DHAICEF N
BWORTFLOT MO/ — REEDT—9 BRI 2HENHDHZEDHY T,

5.5. OPENSHIFT CONTAINER PLATFORM VS 24—/ — KD
SOSREPORT 7—Hh4 7 D4R

OpenShift Container Platform 4.16 ¥ 5 X4 — / — KD sosreport = £/ ZBRICHRE I N 5 AL,
TNy J Pod AT 2 & T,

AR
e cluster-admin O— )L &2{F 21— —&E LTI TRI—ICTIERTE S,
o RAMNADSSHT7 VAN HDBZ &,
e OpenShift CLI (oc) 1’1 Y 2 h—ILI T W3,
® RedHat DIFREFLWITLIT LY TRV T avhH s,
® RedHat hRHX—R—=FINDT7HIY "NH 5,

o BIFD RedHat Y R— M7 —ZID 1'% %,
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ISR —/—RDYRAMERRBLET,

I $ oc get nodes

2. 9=y N/ —ROTFNv Ty aVICAYET, ZOFIEIE. <node_name>-debug & L

DTNy T PodEA VAV ZAILLET,

I $ oc debug node/my-cluster-node

NoExecute T7 =¥ hTtaint BMIF SNy =4y N/ —RT, TNv Ty > avVICAB
IZI&. 4 X — namespace IC toleration 2B L T, €MD 4 I — namespace TT/\v ¥/ Pod &
eLET,

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

./host =T /NNy T T )HDroot T4 LI M) —ELTERELEY, T/8v ¥ Pod &, Pod A

D /host ICTKRA MDD root 77 ANV AT LEIYTIYMNLET, rootT4 L2 M)—% /host IC
BHEHITDE, RAMNDEFTNRRAILEEFNZNNA ) —AE{TTEET,

I # chroot /host

L

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift Container
Platform 416 V5249 —/—Rid, 1 32—49TIVTT, VS RYI—DEE%
BAY 5ICIE, Operator AL EY, SSHZFRALLISZAI—/—RAD
TOERIHREINZHA, =72 L. OpenShift Container Platform API A%l
TEARWSGERP, kubelet B9 —4'y b/ — R TEUICHEE L ARWSE. oc BE
NEDHEEZITEY, JOHEIF. Kb YIC ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VXA TE XY,

. sosreport #E1T T BDITBEBERNA T ) BT 74 U HNEFEN S toolbox IV T

T—EZBEHLEY,

I # toolbox

pa )

BE7Z D toolbox Pod A" TICETINTWBIHA, toolbox A7 ¥ RIFLLT %
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T
ETHD toolbox AV 7+ —%HIBR L T. sosreport 7S 71 > DA% [0k 3
BB, FIRD toolbox AV T F—%ERKLET,

5. sosreport 7—hHA TEIELZF T,
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a. sosreport AV R&ZE{TL T, crio 5L podman TRER KNS TV a—FT1 VT
T ERELET,

I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q KICEY, T4 MUK D sosreport 7554 YIRS A—H—EFEHTEET,

b. # 7> av: /—RKH5D OVN-Kubernetes v N — VR EICEAT3EHREL R— NS
HBITIE, ROOATY REEITLET,

I # sos report --all-logs

c. 7AVITRDBRRINAES Enter 2L THITLE T,

d. RedHat H R—hs—XIDAZ$BEELF T, sosreport (& ID%ET7—hA TDT 74 ILAIC
BmLxd,

e. sosreport HAlE, 7—HAA TOBREF v VY LERELE T, UTOHENSERA
&, /—2R1D 01234567 =SBR L £ 9,

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

toolbox AV T+ —IERA MDroot 74 LY ) —% /hostIiC¥ VY NT 572
&. sosreport 7—HA TD7T 74 JL/XZIE chroot RIEHNICHY £T,

6. LTFTOAEDWTIOEMERL T, BITDRDHIC sosreport 7—H 1 7% Red Hat H7 R — b IC
RELZET,

e 7 71 JL% OpenShift Container Platform 7 5 2 4 —H 5 E#HBE7E D Red Hat H7R— k
F—RIZT7v7O—RLET,

a. toolbox ¥ F+—MAh 5, redhat-support-tool 1T L T7—Hh A 7 %BEED Red
Hat R— M —RICEEEIYHETE T, ZOFITIE. YR—M7—21D 01234567
EHEALET,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

ﬂ toolbox AV 7+ —I&, "RAKMDrootT714 LV MNY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 71 I %EEET 5E
i, toolbox AV TFF—Droot T4 LI M) — (/host/ ZEL) DX/ %S
RLEY,

o BIFDRedHat Y R—MNr—RIZT7 74V %ET Yy FO—-KLZET,
a. oc debug node/<node_name> 1< > K% 3T L T sosreport 7 —H 4 745 &EE L.

HAE 7740542 LET, COOAX Y RIE ERID ocdebug v > 3>
ERTLTWBZE%xRIIRELTWVWET,
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$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-
01234567-2020-05-28-eyjknxt.tar.xz )

Q FNyZAVFF—E, FARMDrootF4 L M) —%/hosticvo Y hLE
T, BIEDEDICY =Ty N T 7AIVEIRETDIERIC, TNy AT+ —0
root ¥4 L4 M) — (thost BT H S/ X2 ESBLET,

R

Q[

N
(2
5

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5249 —/— K&, 1 3 2—4% I TY, ¥
SAY—DERE%EFEHAT SICIE. Operator ZFRALE 9., scp #FEHAL
TYISAY—/)—KH5 sosreport 7—HA THERET 5 T &SRS
nNEFt A, 27 L. OpenShift Container Platform API A% T X 7Ly
BEN. kubelet B9 —4 v N/ — N TEUNICHEERE L 2L EHE. oc 21
NEDHEEZITES, TOKRRETIE, scp core@<nodes.
<cluster_names>.<base_domain>:<file_path> <local_path> #2317 L
T. /— Kb 5 sosreport 7—HA 7% AE—F B ENTEET,

b. RedHat AR % ¥ —R—4 JL(D Customer Support X—2 [CHDBEFOHR— T —
AICBELET.

c. Attachfiles #:ZR L. 7OV 7N K->T7 7427y 7O—RLZET,

56. 7—NANSY T/ —ROTYv—FH)LasyoyxT!)—

T—rANSy TEAEOREIRE LBE. 7— M KNS5y T/ — KH 5 bootkube.service D
journald 1=v hOJHLVIVFTF—OJERETEET,

Gl s
o J—KNAKNSYT/)—RADSSHT VAN H B,

o J—RNRNSYT/—ROZLBEHRNXA VEDNH B,

FIR

1. OpenShift Container Platform 4 Y A h—JLBICT— MR NSy T/ — KD 5
bootkube.service ® journald 21 =v hOJ %V L) —LF Y, <bootstrap_fqdn> % 7— k X
Sy T/ —ROREEBMHNAA VRICBE]AET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa

J— MR NS v T/ — KD bootkube.service ® O %13 etcd D connection
refused T>—%HAL. T— A NSy TH—NR—parbo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV bO—ILTL—>
J—RTiEEIL., /—RKRDBIVSRY—ICBMLIZEICIEK,. TS5—@EEELALR
3139 TY,
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2. 7—FRA N5y 7/ —KTpodman £EALTT—hA ISy T/ —KOIAVFF—H507
ZINE L E T, <bootstrap_fqdn>% 77— A NSy T/ —ROR2BEIR A VRICEXH
ZET,

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.7.092AR9—/)—KIv—H)basymox!)—

BRIDYI S A5 —/—KD /var/log AT journald 1=y NOJE LV ZDMOO T EZIRETETET,

AR

cluster-admin O—J)LAF D21 —H—E L TITRI—ICTIVERATX S,

OpenShift CLI (oc) ' f Y A h—ILINTW3,
o APIH—EZXNHEREL TWLB,
o RANADSSHT7 VR HDI &,

FIR

1. OpenShift Container Platform ¥ 2 X4 —/ — RH 5 kubelet @ journald 1=y OV %V T
J—LZEd, UTFOfITIE. I hO—LTL—Y/—ROFNIIT)—INFET,

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q fep1=w hASTEHITY —F 270!, kubelet = EEEBEXMRIFT,

2. VSR —/ =KD Narllog/ DFICHBFEEDY TT4 LI MN) =07 2RELET,

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—EZHRFLET, UTOFTIE, TR
THIY hO—JIL7TL—> /— RO Ivar/log/openshift-apiserver/ ICH 27 71 L% 1) X
PRIILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ ¥ 774 L2 M) —ADKEO TR LE T, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 varllog/openshift-apiserver/auditlog > 5>V E#HAO L F
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WSS, KD YICSSHZERALTE/ —FoOJ %A LET, UTD
f5li&. /var/log/openshift-apiserver/audit.log # X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log
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pa 3

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4%7/ITY, 73R
Y —DEREFEHAT SITIE. Operator #FRLE$., SSHEFERALAEY S
A=) =R DTV ERAFHEEINEEA, SSHIRHATEMT —49 DI
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIHNEI N ERERL TLEIWL, 7L,
OpenShift Container Platform API B FIF T E R WEE ¥, kubelet 1'% —
Tv b/ —RTHEUICKEELRWGE, oc BRIENZOREEZZITET, Z
DiFEIE. KH Y I ssh core@<node>.<cluster_names.<base_domain>
EFERALT/—RNIZ79EATEET,

58. XY NT—O K L—XAAXYyY K

NIy hFvy TFr—LA—ROBATRY NT7T—I ML —RENETZE, RedHat Ry KT —2
DEBED NS TNV a—FTa VT R—NTEET,

OpenShift Container Platform Tl&, ®*v 7 —J ML —RDETAHEE L TC2EEYR—MLE T,
UTOXREHEL., ——XICE2AEERRLE T,

FK52YR— M HROXRY hT—U ML —RAPEDSHE

XYy KR Flms L UHEe

RARDERY b 1DUED/ —RTRBICEEETZHBET. "Tyy b+ FTFr—%2FTLFET,
J—O9 K L—2RD Ty RFvy TFr—T74)IE BEELAEBEIGETSZE, / — RS9 514 72 b
g RUVICEEINE T,

REDT7IavhHRETERY N7 —VRBEICEEEZRESINZEHE NS TIL
YaA—TAVITWEY, N7y b v TFv—%FTL. BBEREIEDT Y
YavERITLTO/ CTHREZSMLET,

OpenShift 120/ —RFEFE 120V T F—TNRTY N+ TFv—%RTLET, T vk
Container Fr 7Fv—OHBEEFIETES LD ICtecpdump 7 Y RAEREMICEITLET,
Platform / — K &
Fixavs+—n Ry My TFv—%5FHTHRBL, Xy N7—7BEOBEE NI A—-LTH
SDExy NT7—4 5. Ny M+ TFv—%5FETELETEET,
hL—2 DU
COFETI, cat A~ Y RELVYzIDYSFA LI MEFRLT, Xy b+
Fy—T7T—8%/—RFLEFAVFFT—DLIS5A4T7 VI VICOE=LET,

59.RANDRY hT—49 ML —2ADINE

XYy ND—VFEEOBBED NS Ty a—FT14vTEk. Xy M7=V @BEEZEBIL TEHRD ./ — RKTH
BlCTy Naxvy TFv—932 & TRREINET,

oc adm must-gather 1< > K& & U registry.redhat.io/openshift4/network-tools-rhel8 1> 7+ —
AA—VDEAEDEEFEALT, /—KDORXTY MEF+ TF v —%NETEET, XNy hFv T
Fr—ODME, Ry M7=V BEOEBEDO NS TV a—T14 Vv JILBIBET,

oc adm must-gather A< > R, HED ./ — K®D Pod T tepdump I > ROETICHFERAINZE

¥, tepdump IX ¥ KidE, Pod TH+ F7F+—In/c/Xsy MEREHKLET, tepdump A7 Y KA
T$ % &, ocadm must-gather A< > K, Pod DSV 54 7Y MV VICEF vy TFvyr—I N
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Ty MDEFNB T FAINEEELET,

B> b

UTOFIETHEAT 2T KEIE, tepdump XY REFRAL T Yy b+ FTFvyr—%5ET9 3
FEEZRLTWET, L. ~-image 5| TERELALAVTF—AX—YTAT Y NEE[TT B L,
BEO/ —ROSRABICNS T a—FT1 Vv JIERENETEET,

AR

FIR

66

e cluster-admin O— /L% D1 —+4— & L T OpenShift Container Platform (IC@ 27 4 > L TW

%,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

L UTFOIARY RERFLT, —8O/ —RTHEARRY NT—=ID6RTy MF v TFv—%

EITLET,

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
--timeout 30s \ <.>
-\
tcpdump -i any \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 5|3{ Ti&. oc adm must-gather DEITHIC. V51 T7V kI VD
/tmp/captures EHERNRXZUICH BT AL I M) =L, F+TFv—LETy N2RETE
EHEBELET, ESAATARERERDT ALV M) —%IBETETE Y, <>oc adm must-
gather H'BH15 9 27 /Vy ¥ Pod T tepdump "ETI N 3IHEIC. --source-dir 31 #UL, /¥
v M F v TF v —H Pod D tmp/tcpdump 71 L U MY —IC—BMICREIND Z & B E
LE¥d., <>--image 5|1#Z. tcpdump AX Y RAEEL AV T F—A A=V AIBELE T, <> -
-node-selector 518 &> TIVEIX, T—H—/—RTRTYy NF v TFvr—5FT954LD
ICEELE YT, BloAEE LTI, KD YIC —-node-name BI1E = EEL T, 12D/ — KT
Ty hFv¥ TF v+ —%ETTEET, --node-selector & --node-name B DA % EIET %
ELITRTOD/—RTRTY M FR v TFv—DRITINET, <>/ —RODRY NT—0 1Y
H—TTARATRTY MF v TFv—HERITINB LI, —-host-network=true 5| H N E
T9, <>-timeout 31 &EIZ. T/8v ¥ Pod # 30 MBERITIBLIICEELET, -
timeout 518 & HIAAIEE L ARWES. T/VY ¥ Pod 1310 #EETINFE T, <> tcpdump 3
XY RD-iany Bl#E. TRTORY N T—V A VI —T A ATy haFv TFv—7
ZEIICEELET, Foo FRYNT—IA VI —T A RBEIRETHIEETEET,

L RYRNT=ORL=RDNRNTy M EF v TFy—LTWBREIC, Ry NT—VBEOBEE R

EIED. Web 7 TN 5—2avVIl7 0 ERTZ2RE BEDT7V7avERITLET,

. oc adm must-gather CPod "SI S A 7Y NI VICERELEZRAT Y MF v TFv—T 74

IWERRBLET,

tmp/captures
— event-filter.html



BESE I FRY—ICET BT -9 DIE

— ip-10-0-192-217-ec2-internal @)

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:30.pcap

—ip-...

—— timestamp

QO 7y boF e TFr -l KRN AVFF— T ALEEBATET AL b

) —ILREINZE T, --node-selector 5| A EE LM >LHFEICIE. RANEDT 1
LK) —LRIVIFEELEZEA.

5.10. OPENSHIFT CONTAINER PLATFORM / — R AlFavs+—»5
DXy NT—9 MNL—2ADINE

v b7 — U BEE®D OpenShift Container Platform OEENLEE%ZAET BIC. Red Hat HHAR— b
I$45E D OpenShift Container Platform 2 S 24—/ — RFLEBEDIA VY T F—I5%xy b7 —20 R
Ty b ML—REERTDEEEELHY £, OpenShift Container Platform Txv b7 —2 ML —2
HxX v TFv—92HEE LT TNy Pod 2FERATEET,

AR

FIR

cluster-admin O —J)LEFDODA—HF - LTIZRI—ICTIVERATE S,
OpenShift CLI (o¢) 74 Y 2 h—ILI T W3,

BEFD RedHat Y R— N7 — 2 ID B*dH %,

RedHat DIREZ/2IF T LI 7 LY TRV Y T avdbH s,

RedHat AR X —R—FIDT7HI Y N$H 5,

RAMNANDSSHT VA H B T &,

VA9 —/—RFRD)RAMZERFLET,
I $ oc get nodes

=Ty N/ —=RDTNy Ty avICAYET, ZOFIEIE. <node_name>-debug & W
DTNy T Pod %A VYRIVZALLETY,

I $ oc debug node/my-cluster-node

/host =T /Ny L T )JLJHDroot T4 LI M) —&ELTEHRELET, T/8%y ¥ Pod i, Pod N
D /host ICTRA MDD root 77 ANV AT LEIY DY MNLET, rootT4 L2 MJ)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNNAF ) —A5FETTEET,

I # chroot /host
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform 416 V5249 —/—Rid, 1 32—49TIVTT, VS RYI—DEE%
BWATY 5ICIE, Operator AL EY, SSHZFRALLISZAI—/—RAD
TOERIHREINEZHA, =72 L. OpenShift Container Platform API H'%l
TEARWSGEY. kubelet B9 —4'y b/ — R TEUICHEE L ARWSE. oc BE
NEDHEEZITES, JOHEIF. Kb YIC ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VA TE XY,

4. chrootIRIEA VY —ILADS, /—RDA V9 —T x4 AZ&=BFLE T,
I #ip ad

5. sosreport xR{TT B1DICMERNAF Y —BLVTS 71 UHEEN S toolbox IV T
T_%Eéjjbi_a—o

I # toolbox

R

BE7Z D toolbox Pod A" TICETINTWBIHA, toolbox A7 ¥ RIFLLT %
H 7L £ 9: 'toolbox-' already exists.Trying to start... tcpdump OREREAFKE
25D %[O % ICIE. podman rm toolbox- TEITHD toolbox IV FF—%
HIFR L. #FED toolbox AV F+H—24%WRLE T,

6. VR —/—RTtepdumpty > avaRIBL. HAEF+ TFvr—T 7451 L
JhLET, CDBITIL, enss5 %24 V99— 1 RZ{ELTHERLET,

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap @)

toolbox AV T F—IERA MDroot T4 LI MY —% /host ICY VY NT 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

7. /—REDHEIAYTF—ICtepdump ¥+ TF v+ —DRERIFEIE. UTOFIBICHKWE
-a—o
a. ¥—4 v hIVFTF+—IDEWHEELFET, toolbox AVFTF—IEHRA D root T4 L7 K

)—% /host IC~¥ O Y N9 B4, TDOFIETIE. chroothost A~ KA crictl A~v > K
DENICEITINZE T,

I # chroot /host crictl ps

b. AT +F—O7O0LZAID%#ERLET, ZOFITIE. a¥F7F— ID I a7fe32346b120 T
ER

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. AT F—Ttepdumpty > avERBL. BAOEZF+TFvr—T774ILICYSAL Y b
LET. ZORITIX, 49628 AV FF+—D7AEAID ELTHEAL, ensb 51 V4 —
TJIMRZELTEHEALET, nsenter AY Y KiE¥—4 v M 7O+E XD namespace ICA



BESE I FRY—ICET BT -9 DIE

Y, ZF®Dnamespace TAVY Y REETLET, COBITERY—Fy hTOERAIV T
FT—O7OERID THSB7H, tepdump IV RIEZRZR M S VT F—D namespace

TEITINZET,

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

toolbox AV T F—IERA MDroot T4 LI MY —% /host ICY VY NT 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

8. UTFTOHEOWITFNMAFEAL T, DWAIC tepdump ¥+ 7F+—7 71 JL% Red Hat
R—MIRHLET,
® 7 74 JL% OpenShift Container Platform 7 5 24 —H* 5 B##%BE7F D Red Hat 7R — b
F—2Z2IC7y7O—RKRLEY,
a. toolbox AV 7+ —MWMH 5, redhat-support-tool 2T L TC77MILT1 LI M) —
HEEFED Red Hat Y R— M r—RICEEEIYHTE T, ZOHITIE. Y R—FTr—2
ID 01234567 = fFA L 7,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

ﬂ toolbox AV 7+ —I&, "RAKMDrootT714 LV MY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 71 I %EEET 25E
i, toolbox AV FF—Droot T4 LI M) — (/host/ ZEL) DI/ %S

RLET.

o BIFDRedHat Y R—MNr—RIZT7 74V %ET Yy FO—-—KLZET,
a. oc debug node/<node_name> 1< > K% 3T L T sosreport 7 —H 4 7 A &EE L.
HAE 774054 L2 LET, COOAX Y RIE ERID ocdebug v > 3>
ERTLTWBZE%aRIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

Q FNyZAVFF—E, FARMDrootF14 L M) —%/hosticvo Y hLE
T BIEDDICY—T Yy NI 7A4IVEIRETDIERIC, TNy AT +H—0
root ¥4 L4 M) — (thost BT B S/ R ESBLET,
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 V5249 —/— K&, 1 S 2—4% I TY, ¥
SAY—DER%EFEHAT SICIE. Operator ZFRALE 9., scp #FAL
TSR —/— KOS tepdump ¥+ FF v —T 7 A IV AERET S T
CIFHREINFHA, 27 L. OpenShift Container Platform APl A2°F]
FATERWEEP, kubelet B9 —4' v~/ — RTETNICHEEE L A&WE
B, ocRIENTOHEEZITET, ZDRETIE. scp core@<nodes.
<cluster_names.<base_domain>:<file_path> <local_path> #2317 L
T. /— KRS tepdump ¥+ FF+—T7 74 ) EAE—FTBIENT
R

b. Red Hat AR 4 ¥ —R—#% )LD Customer Support X— ILHBBEFEDH R— M7 —
AICHEELE T,

c. Attachfiles #:ZR L. 7OV 7N K->T7 7427y 7AO—RLZET,

5.11. RED HAT t%H7IR— MDD T — % DR

OpenShift Container Platform OERE%FAE Y 2R IC. RedHat 7 R— MNEIBMIT—9 &2 R— K~ —

27y FO—RTBLHKFET DML HY T, 774I)LIE. RedHat h R —KR—%FILHh 5
HR—MNr—2II7 vy 70— RK$ %, redhat-support-tool I< > K%M L T OpenShift Container
Platform 7 S 24— bEET7 Y 7O—RKTEX £,

AR

FIR
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cluster-admin O —J)LEFDODI—HF - LTIFRI—ILTIVERATE S,
OpenShift CLI (oc) 74 Y 2 h—ILI T W3,

RAMANDSSHT7 VA H B &,

RedHat DIREZ/2IF T LI 7 LY TRV Y T avdbH s,

RedHat AR X —R—=FIDT7HI Y N$H 5,

BEFD RedHat Y R— M — R ID B %,

RedHat h A9 X —R—F LD SBEFD Red Hat 7 R— N —RICEMT—49 %27y 7O— R
Lji-a—o

1. oc debug node/<node_name> 1< > K% {#f L T OpenShift Container Platform / — K
THARAENTWIEBM 7 7ML EERFL, HAZT 74UV FAL I MNLET, UF
DFITIE. /host/var/tmp/my-diagnostic-data.tar.gz = 7/Nv OV 7+ —H5
/var/tmp/my-diagnostic-data.tar.gz ICJE—L £ 7,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

ﬂ TNy TAVTFF—IE, KA MDrootTa4 LV M) —%/hostiC~¥O VY MLET, E
BOEDICY—=T Yy N7 7AIVEERET BRI, /Xy AV FF—Droot T4 L7
MU — (/host 25 KSR ESRBLE T,


https://access.redhat.com/support/cases/#/case/list

BESE I FRY—ICET BT -9 DIE

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5 24—/ — K&, 1 32 —4%7ITY, V75 R
Y —DERZFEHAT SITIE. Operator #FRALE T, scp #FHAL TS
A=) =R T 7AINEEET B EFHEEINIEA, L.
OpenShift Container Platform API B FIF T X R WEE ¥, kubelet 1'% —
Ty b/ —RTEUNICEELRWVES., oc RIENETDREEZZITET, 2
DIRRE T, scp core@<node>.<cluster_names>.<base_domain>:
<file_path> <local_path> #2217 LT/ — KO LEH7 74 I EIE—T 3
ZENTEZXT,

2. RedHat h X% < —7KR—4% )LD Customer Support X— (LHBBEEDHR— M r—IC

BELET,

3. Attachfiles 2R L. 7OV T MIH>TI7 74N AET7y T O—RKLET,

® OpenShift Container Platform 7 5 24 — b B2 T — 4% 2 BEF D Red Hat 7 R— M5 —
27y 7O—KRLZET,

L V2RA9—/—RD)APZEFELET,

I $ oc get nodes

2. 9=y N/—ROTNv Ty avVIZAYET, ZOFIEIE. <node_name>-debug
EWSITNRY T Pod e v AYVAELLET,

I $ oc debug node/my-cluster-node

3. /host 5T /Ny L zIHADroot T4 LI M) —ELTERELET, T/8v ¥ Pod &,
Pod D /host ICRA MDD root 77 AV AT LEYDYMNLET, rootT4 LI M) —
“host ICEET 2 &, RRAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

—

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5 2% —/— K&, 1 32 —4%7ITY, V75 R
Y —DERZFEHAT SIIE. Operator FRLE$., SSHEFERALAEY S
A —)—=RADT7 I ERIEHEINFZEA, 7272 L. OpenShift Container
Platform API AAFIFA T E R WFE P, kubelet 9 —4 v h/ — RTEHIC
KEEL MW EH. oc RIFVNZDREZRITE T, ZDFHIEE. Kb YIC

ssh core@<node>.<cluster_name>.<base_domain> Z{#H L T/ — KIC
TORATEZLT,

4. redhat-support-tool ZXE1TY 27 DICHER/NA T ') —%ET toolbox IV T F—%iLE

L/i-a—o

I # toolbox
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R

BE7Z D toolbox Pod A TICETINTWBIHA. toolbox 7~ NIFLLTF
%H 7L £ 7: 'toolbox-' already exists.Trying to start... BI@EHNFKET D
%[O 9 %ICIE. podman rm toolbox- TE{TH D toolbox IV 7+ —%Hl

BRL. D toolbox AVFF—&4ERLET,

a. redhat-support-tool Z%E17L T, BT /\v ¥ Pod » 5 BEHFD Red Hat H#/R— b
T=RIZT7 74NV ERMILET, ZOFITIE. B R—Mr—2R1D'01234567' &4 7
LD 7 74 )L/ /host/var/tmp/my-diagnostic-data.tar.gz ZfEH L £ 7,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

ﬂ toolbox AV 7+ —I&, RAKMDroot7T14 LV MY—% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 71 I %EEET 5E
i, toolbox AV FF—Droot T4 LI M) — (/host/ ZEL) Do/ %S
RLET,

5.12. TooLBOX ICc DLW\ T

toolbox (. Red Hat Enterprise Linux CoreOS (RHCOS) Y A7 ATAV T+ —%iEET 5V —I T
T, DY —ILiE, EIC sosreport ¥ redhat-support-tool R END AT Y RARITT B7DICHERN
ATV —=BLV0TSTAVEECIAVTF— 4B THDIFERINE T,

toolbox I V7 F—DELBEMIE. BEERZINEL. INn% RedHat Y R— MIRHT DI &IHY

F9, 7z72L. BMOZEY —ILDRERIGZEIX. RPM ARy S —U%BINT 50, EEDOHR— K
V= A X =V DREAA—VEEFTTEIENTEZET,

toolbox AV T F—~ADNY5—I DAV A =)L
77 # )L T, toolbox O~ K%ZE1TY % &, registry.redhat.io/rhel8/support-tools:latest 1
A= TAVTFHF—IEEILET, TDM A—JICIE, ZEBEIFERAINSZHR—MNY—ILHAEZEFH

F9, A A—VDO—EBTREABWYR—MNY—ILEZRLEELTE/ —REEDT—Y2NETIHENDH D
BAIX. BNy S-S54 VA N—ILTEET,

AR

e oc debug node/<node_name> IY Y RT/—RIZ7IVEALTW3,

FIR

1. host =T /Ny 7> T )VHADroot T4 LIV MN)—ELTEHRELET, T/VY ¥ Pod &, Pod N
D /host ICTRA MDD root 77 ANV AT LEY DY MNLET, rootT4 L2 M)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNNAF ) —A5FETTEET,

I # chroot /host
2. toolbox AV TFFH—%EHLET,
I # toolbox

3. wget R EDEMDNY F—2 %AV AM—=ILLET,
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I # dnf install -y <package_name>

toolbox A L7I=RE AL A —T DiEE)

77 # )L Tl toolbox O~ K%ZE1TY % &, registry.redhat.io/rhel8/support-tools:latest 1

A= TCaAvTFF—»HEELF T, .toolboxrc 7 7 1 ILEERMR L. ETT B4 A—VEIEEL TREA
X_D“%E@—G%ia—o

AR
e oc debug node/<node_name> AY Y RT/—RIZ7IVEALTW3,
Fa
1L /host 27 /Ny Tz )VHADroot T4 LI MY—ELTHERELET, 7/8Y U Pod &, Pod A
D /host iCIRA KD root 77 AWV AT LEY DY NLET, root T4 L2 M) —% /host I
THITDZE, RAMDEFTNRICEFNZNAF)—%ETTEET,

I # chroot /host

2. root I —H'—IDDFE—ALT 4L 7 M) —IT .toolboxrc 7 7 1 L EVERR L £ ¢,

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

Q@ 77 avREIVFFILIRMNY—EBELET,
@ FmTIREX—VEEELET.

g FToa v V= IRy s 2AVFF—DORELAEEELE T,

3. REAA—UAFALTC toolbox AV FF—AEEILE T,

I # toolbox

pa )

BE7Z D toolbox Pod A" TICETINTWBIHA, toolbox A7 ¥ RIFLIT %
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T
ETHD toolbox AV 7+ —%HIR L T. sosreport 75 71 > DA% [0k 3
B7=-HIC, FIRD toolbox AV T F—EERKLET,
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FE6E V7 RY —{IDERN

61 IVSRY—N—=2avF Tz MEaFRALTISRY —EHKEENT
%

clusterversion )V —X %V T —9 5 &IT &Y. OpenShift Container Platform 7 5 2 4 —{t#&®D
EWERETEEY,
([} =355

e cluster-admin O— )L &2&{F 21— —& LTI TRYI—ICTIERTE %,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

LI9SR —N"=Uay, A% Ty 791446 BIUV—BHRAT—HR%E2/T)—LZF
_a—o

I $ oc get clusterversion

H A B

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. V2R —1HROFMAEN, BEFOTRAY. BLUEFBEEZIELIEY,

I $ oc describe clusterversion

H A B

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457
State: Completed
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BEE I SR —HERDOEN

Verified: false
Version: 4.13.8
# ...

75



OpenShift Container Platform 4.16 47/ R— b
BIE NS TN a—FTavT
JLAVARN=IDNSTINDa—FT4V7T

7114 Y XA = )VOREBAELET 25T DH 5!
OpenShift Container Platform 4 Y X h—ILDBED cZ TV Ya—FT 4 VBRI, 41 VA h—)LO
JEERLT, M@’ RELLEBEZHNTEET, RIC, TORBICEETZZMT—9Z2RELE
-a—o
OpenShift Container Platform 4 > X M —JUIELL T DEREICHE > TEITINFE T,

1. Ignition BXE 7 7 1 ILHMERR I N E T,

2. T—RMRMSyTRoupEFHL, avbO—ILTL—yI o VDREICHER) E—N)
YV—2ADKAT A VT AEBLET,

3. avbhO—ILTL—uvIvid. T—RMNANSYTIOUNSLYE—RNYY—RETIVTF
L. @& TLEY,

4, A O—NLTL—UII VT RANSY T VAERALT, eted VS5 RY—%1ERL
i’a—o

5. 7— MRSy I UE Fiiletcd VSR Y —%EH L T—EMA Kubernetes 3> hO—
WTL—raEBELET,

6. —BHAIaYNO—ILTL—Vik, EBEBIY MO—LTL—VAEAY NO—ILTL—VTY
JICAFTa—I)LLET,

7. —EMALIy  O—LTL—YiE vy MOV L, AV bO— L EEEBI N O—ILT
I/_\/‘:ﬂgbi-a—o

8. 7— MR MZ v F< T VId OpenShift Container Platform AV R—% > M &EHEFHI Y bO—
WL —VITEBMLEY,

0. AVAM=NTOVZLR T NANSY TRV ES vy MOV LET,

10. Ay hA—LTL—VE9—h—/—REEYy N7y TFLET,

N a2y bO—)L7L—2IE—&ED Operator DX TEMOY—ER A4 VA M—=ILLET,

2. V5R9—@EHR—FINZRETOT—H— Y VOERLE, BHEDOREICHLELREY D
AVR—xv h&EFovO—RL, BELZXT,

7102. 1—H4—|l&o>TT7OEEY 3=V IEINBAVISZRANIIFvY—DA VA KM—
JVICET 2EESIR

TI2AIWNDA VR RN=IVEEIF, AVAN—5—TTOEY 3=V IINBAVITISARNTVFv—
Td AVAMN—=5—TFOEYIZVIINBAVIZANSIF v —U SR —DIFA.
OpenShift Container Platform (&, #RL—F 4 Y IV AT LBREEL I IR —DITRTOAIE %
BELEY, ARELGEIE. COBEEFERALTISRAI—AMVYIZRAMN SV Fy—D7OEY 3 ZY
TERTFOFEEZEASELDICLTLEIW,

OpenShift Container Platform 4.16 (&, I —H#—HDMBICIRHT 21V I7SA NIV F v —IC4A VR
h=ILT2IEETEEY. CDAVYAM—IUVEEEFERT2HBAR. 1—¥—(IlL>TTFAEY 3=
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FIB NS TN a—FTaVT

VIINBAVISANSIFv—DAVAPMN=ILRFIAY MIFERELHLTLEIW, T A
VAMN=IEHIUTDERBSEEZRESR L TLEIL,

® Red Hat Enterprise Linux (RHEL) Ecosystem Z#EER L. BRLIH—N—NnN—KD 7 FE
R8TV / OV —mIFICRHEE I LTV S Red Hat Enterprise Linux CoreOS (RHCOS) # R —
POL~NLZHIBILET,

o ZLDRB/ERESLIVIZTVRRIETIH, YAMNARL—FT A VI RATALICI—V Vb
HEAVAN—ILTIRELHYEST, ThODI—V v MAF—Evty MNEHTF 704
TIN5 F— 1IN —70—RELTAVRAM=ILINTWVWB I EEREBELET,

o FMANL—Y, FAVUFIYRY—ERIL—FT41 VY, /—REKXMEZD Kubernetes FA &
ANDERER, VSRAI—DBEERT— ) VTR EDOKEEBMICT 2BEIE. 757 K704
T—DFHEEEAVAN—ILLET,

pa )

BR237Z5R7ONM5—DY Y — A& HEHE 7 OpenShift Container
Platform RIBETD V57 K 7ONA ¥F¥—DfEEEAMIC LY., EHOYESE
IR T Sy M7+ —LILELNZ 057 RTONM S —DHEEBMIT S
ZEWETEEFRA, /—RSA47H142)bay bO—5—7Tlk, BEETO/NA
H—DNEICHZ /) —REISRAY—ICBIMTRIEETES, BHDISTUR
TONA T —DREEIBET DI LIETEEEA,

o YUty NFELIFBEEMAS—"Y) VU %EM L T OpenShift Container Platform ¥ 2 X4 —
J—RNEEBMICTOEY 3=V I3 20 EN’HZHE. TONMI—BEDY YV APl £
NBETY,

o FERLAIVZURTONA S =1, M7 7O4 A bO—EE L Tlgnition58E7 71 )L &
RAMIBATEZHEEZREBETIHEDIDZERLE T, BELABWEEIE, HTTP H—/N—
ZEAL Tlgnition SREZ7 7 A IV R A NT2RENDHY FT, Ignition RE T 7 1 ILDREED
NSTINa—F 1V T7%5TFIFIBIE. INOD2DO0ORFEDEELETTOMTEMNITELD
TERYZEY,

o MHAAHAIAVTFH—L IR NI —, Elasticsearch, Prometheus B EDA T a v DI L —A
D=7 AVR—3x NeHBETILERHDIGEIE. ANL—YEFHTTOEY 3 ZVJT
ZREFHYET, TIAINNDRAMNL—U IS RUE, BARBICEREINLRWRY, 21— —
IKE>TTAEYaZVIINBAVITRARNSIF v —DA VA M=) TEHEZRINFE
Ao

o O— RNZUH—E, THMDEL OpenShift Container Platform IRIEICHZ T NTOHOIV b
O—IIL7FL—>/—RICAPIEREZ QBT 272OICHETY, OpenShift Container Platform
DNSIV—F 4 YT BLVR— FDEKZRBLT TCPR—RDEFIHY )1 -3 v &
TXXY,

7.1.3. OpenShift Container Platform 1 > X h—JLRID O — KNSV H—REDHEER
OpenShift Container Platform 4 Y X h—JLZBIR T $HIIC. O— KNS U H—DREZHRL TKE
-S \I\Q

AR &M

® OpenShift Container Platform 4 > 2 b —JLD#EFED7=HIT, BIRLAAZO— KNSV H—
ZRELTWS, LLTOHITIE, HAProxy Z {8 L 7= Red Hat Enterprise Linux (RHEL) " X b
ICEDVWT, BEBY—ERE2I SR —ICRELET,
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® OpenShift Container Platform 4 > 2 k=)L D#fE D 7= IC DNS Z 58 E L TW %,

o O—RNRSFUYHB—ADSSHT I EANH %,
FIa
1. haproxy systemd Y —EZXNT7 V74 TTHZ I L =HRLE T,
I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. O—RKRNSUH—HDPREBRR—KFNTY YAV LTWEZEAHALET., UTOHITIE. R—
N 80. 443. 6443. B L1V 22623 A BB L X T,

® Red Hat Enterprise Linux (RHEL) 6 TE{fT L TW% HAProxy 1 Y X9 V ADHBE
i, netstat IvY FZFEALT. R—bDRT—9R%EHERLFT,

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

® Red Hat Enterprise Linux (RHEL) 7 £71& 8 TE1T L TW% HAProxy 1 Y A% ¥ A D15
A, ssIVYREFALT. R—bDRAT—9R%EHERLFT,

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'

pa )

Red Hat |, Red Hat Enterprise Linux (RHEL) 7 LAB% M netstat T (374

<. ssOAVYV REHELTWET, ssid. iproute Ny F—Y TREINZE
9, ss A7 ROFFEMIZ. Red Hat Enterprise Linux (RHEL) 7 /87 # —< &
AF1—ZVTHAR ZSRBLTLEIWN,

3. A4V RKA—=RDNS LO—=RAA—=RKNSUH—IFRINTWE I E%#HRALE T,

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. OpenShift Container Platform 1 Y 2 h—5—DO 7 L NILDIEE

7 # )L M T, OpenShift Container Platform 41 Y A h—5—DOY LRk info ICREINEF T, K
B L 7= OpenShift Container Platform 4 > 2 h—JLDOBMBFICL YEMARO X Y VDR ERIBEIE. B
VA VA M—=ILEFAT BRI openshift-install O 7' L X)L % debug ICB| X EIFB5 2 ENTEET,

AR

o fVAM—IJVKRAMITIERATES,

FIR

o AVAM—=IERIBTIHEIC. 1 VAM=ILOOJLR)L% debug ICRELE T,

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

Q A7 LA~JLICIE, info. warn, error. & & U debug K& ENET,
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FIB NS TN a—FTaVT

7.1.5. openshift-install 3~ > NEEDBED N Z TV a—FT 1 VT
openshift-install < >~ ROETICHEDNH BHEICIE. UTEHRL T I,

o A VR M—JLidIgnition FRE T 7 A ILDERKD S 24 BEREILINICEIB I L TWLW 5, Ignition 7 7
AIELLTDOOY Y ROETEFICERINTWS,

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml 7 7 1 JLIFA VA h—F—ERAULCTA LI M) —IlH B, RBEA VR M—
JLIXZ A Jopenshift-install --dir 7 7> 3 VA FA L TEEIN2HBE. TOTA LI M) —
IC install-config.yaml 7 7 { L'\ EET R & 2R LE T,

7.1.6. 1 V2 M — L DEH DER
OpenShift Container Platform 4 Y X h—ILDEH E LT, SLANILDA YA h—)b, T—rZA KT

7. Loy ho-ILFL—roOlEE=ZY—TEFT, ThicLY, 1 VAN -ILDEBE LY
BAFEICIBIR CTE B L DICARY ., A VA MN—ILAKKMT 2EBEAFELYT LAY FT,

AR
e cluster-admin 7 S X9 —O— ) aFODA—HYF - LTISRI—IITIVEZATEET,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,
o RAMNANDSSHT7 VAN HB I &,

o J—hRAKSYTBLUPAVMO—LTL—V/—RORLEBH A VEDH S,

pa )

#WHAD kubeadmin /X2 7 —RiE, 41 VA M—JLIKRRA MD
<install_directory>/auth/kubeadmin-password (C%H ') £,

FIE
L AVAM—ILOEBICIHELCTA VA M= )LOTAEERLET,

I $ tail -f ~/<installation_directory>/.openshift_install.log

2. BEERICT— MR MZ v 7/ — KT bootkube.servicejournald 1=y hOJZEHLFT, &
nCEY, ROV " A—LTL—VDT— ANy TEARIELTEE
¥, <bootstrap_fqdn>% 77— A KRS v T/ —ROZLEBMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa )

77— MR NS v T/ — KD bootkube.service ® O 4|3 etcd D connection
refused T>—%HAL. T— A NSy TH—NR—parbOo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV MO—ILTL—>
J—RTiEEIL., /— KRBV SRAY—ICBMLIEICIEK,. TS5—@EEELALLR
3139 TY,
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3. BEgoIY bO—IL 7L —> /— KT kubelet.servicejournald 21 =v hOJ%#EH L7,
Zhic&Y, v hO—ILTL—VY /) —RI—CVIVMNDT7IT4ET4—AARILELTEZE
ER

a. oc AFRHLTCOVAERLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' eEL 2 WEEIF. KD YICSSH ZFEALTOJ %52 L £9 ., <master-nodes.
<cluster_names.<base_domain> %@t EICE XA T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. BEEOIY hO—J)LFL—>/— KT crio.servicejournald 1=y hOJAEERLFY, &
hic&Yy, Ay ba—L7L—Y/—=ROCR-OAVTF =SV I9MLDTIT1ET 1 —%
HFRETEET,

a. ocAFRHLTCOVAERLET,

I $ oc adm node-logs --role=master -u crio

b. API D' #eEL 2 WEEIF. KD YICSSH ZFEALTOJ %52 L £9 . <master-nodes.
<cluster_names.<base_domain> %@t EICE XX F T,

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

717. 7—NA KNSy T ) —RDOZLET—9 DINE

T—h2AKNSy TEHEORBEIRELLBE. 7—MNAMZ Y T/ — KD 5 bootkube.service D
journald 1=v hOJVHBLVIVFTF—OJERETEET,

[} =33
o J—hRNZYT/—=RADSSHT7 IV AN H %,
o J—hRNSYT/—RORLEMHNXA VENDH B,

o HTTP H#—N\—%FEHL Tlgnition RE 7 7 1 ILE KRR MT BI5E. HTTP Y —/—DZ 2B
KX VEBELIVR—"NESHBETY, HTTPERAMADSSHT7 VEZRAEMETT,

FIR

T—RMNANSY T/ —ROAVY—ILIIT I EATEZHBAIF. /—Rkpradq4>r7ar7k
ICEBET ZFETCOAVY—ILEERLET,

2. Ignition 7 7 A LEREEWRIEL £ 7,
o HTTPH—N—%EAL TlgnitionFREZ7 71 LA KR N BI54A,

a. 7— MR KNS v T/ —RK®DIgnition 7 7 1 JL URL 282 L £ 9. <http_server_fqdn>
HEHTTP H—N—DTL2EM N A VRICEIMZAET,

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ
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ﬂ AT avEAY T —DAHEIRL ET, Ignition 7 71 ILHIEEI N/ URL T
FEATERBE, OV RIZ2000K R57—49 R &R LET, ThHFIATER
W& X, O~< > KiZ 404 file not found 3R L £ 9§,

b. Ignition 77 A IV T—hRMSY T/ —RTREINALIEE2HRT DITIE, 1=24A
RAMNDHTTPH—N"—OJ %0 IT)—LFd, lc& ZIE. Apache Web h—/N—%f&
FA L Tlgnition 7 7 M L& RRHT 235E81F. UTFOITY REAALET,

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

T—hZRNZ v Flgnition 7 7 1 L DREINBI5E. BEMITSNAHTTPGETO
TAYE—VICEBERDMI LA E%TRY 200 0K DRNRAT—F ADNEENFT,

c. Ignition 7 7 A LD ZEINTUVWRWEEITIE, Ignition 77 A ILHBFEL. ENbHIC
REARZNOBEY R T 7AILEL T Web b —NRN—R—3I v a3 Hz L%xBEE
HERLEY,

° 957FTDN4§ DAAH= XA%ﬁmbt@mmn&E7 AIVEDEHT7O4 X b
—EELTHRAMIHEAT 56,

a. 7—|~7\|\7/7°/—|~0)Il/‘/—)l/7&5EE.,b T7—MRA NSy T/ — KD Ignition
FANWEELKIFEATDEAAZXLDEEL TWENEI N ZERLET,

3. 7—hMRANSYT/—ROBEYETONEZRAMNL—ITNA ZOATAMEERRLE T,

4. T—MAKNSY T/ —=RIZDHCP H—N—D5 P 7 RLADEYHTLN TS I & &R
L/i_a—o

5. 7— MR NZ v 7/ — KH 5 bootkube.servicejournald 1=y hOJZINEL &
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —RKROZLEBMRAA VEICEZTAET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa )

77— MR NS v 7T/ — KD bootkube.service ® O 4|3 etcd D connection
refused T>—%HAL. 7= NRAKSy TH—N"—parbOo—iL7L—:
J—RDetcd ICEMTERVWIEERLET, eted IV bO—ILTL—V
J—RTEEIL, /—RDBIVSRI—IZBMLEEICIF. TS5—FRELDLA
3139 TY,

-

6. 7—NAKNSw T /—RavFF+r—r o075 RELET,

a. 7—MRANZ YT/ —RTpodman 2fFHL TRV %ZEL T, <bootstrap_fqdn> %
T—hAKNSY T/ —ROZLEMN XA VRAICEESHAFT,

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. 7= RZ NSy T TOERICKB LGSR, UTEERALFT,

o VA M—JLIRA D5 api.<cluster_name>.<base_domain> i8R TX X9,
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¢ N— KN —EXTV—PMANDZYITHEXOCAYME—IVITL—2/ —RKANDIR— b 6443
EHRex70x>—LFEd, 7OF > —5&ZED OpenShift Container Platform @1 ¥ & k—
WEHEFLZLTWEIEE2HRLET,

718. 2 hO—)ILTL—>/—RDA YR M—=ILORBEDRE
A hO—WTL—v/—ROA VA M—VICE@ED H BIHEICIE. I hO—ILTL—r /=K,
OpenShift Container Platform ¥V 7 kD T 7E&HZ R Y N7 —7% (SDN). 8L U R Y kT —7% Operator
DAT—4 A%HH L F9, kubelet.service. crio.servicejournald 2=y hO %, LI bO—
W=y /—RavrFr—oJ%=R&EL, avhO—IV7FL—>Y/—RI—YxzVv b, CRFOOVT
FT—SV84 L, BLVPPodT7VT1ET1+—%0RELLET,
[} =355

e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—ICTIVERATE S,

e OpenShift CLI (oc) B4 Y X h—ILIhTW3,

¢ RAMADSSHT7 VAL HB I &,

o J—RZAKSyTBLUIYNO—NLTL—V/—ROREEBMNAA VENH S,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MT BI5E. HTTP H—/—D 2B

KA VEBLIVR—IMNESHBETYT, HTTPRRAMADSSH 7 7 EREMHETY,

¢ = )

#WHAD kubeadmin /X2 7 —RiE, 41 VA M—=JLIKRRA bD
<install_directory>/auth/kubeadmin-password (C%H ') £,

FIR
L ayhbaO—iLF L=y /—ROAVY—IVIITIEATERHEIE. /— KOs q4>v 7Oy
TMIEETZETAVY—IEERLET, 41X M—JLBIC, Ignition O X v tE— (&3
Y =IVICHAIhFT,
2. Ignition 7 7 1 IV EE R L F T,
o HTTP H#—N—%@FEHL Tlgnition FREZ7 7 1 ILE KRR MNT 21545,

a. A bO—)ILTFL—>/—KDIgnition 774 JL URL 282 L £
¥, <http_server_fqdn> % HTTP H—N\—DRL2BEIRN X4 VRICBEIBIF T,

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ
Q AF T aVEAY T —DHERLET, Ignition 7 7 1 LHHEEI N/ URL T

FEARERZEES., IXY RIZ2000K R57—49 2% RLEFT, ThDPFBETEAR
WiEEIld., O< > KiZ 404 file not found =& L F ¢,

b. Ignition Z 7 A UAAY FO—=ILTFL—Y /) —RTREINLIEEHRTBICIE. B
MAIKRZMOHTTP H—"—OJ %) — L&Y, /2& ZlE. Apache Web H—/X—
Z{EMA L Tlgnition 7 7 1)Lz 1R T 2HEIF. UTZERL T LI,

I $ grep -is 'master.ign' /var/log/httpd/access_log
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Y A% —lIgnition 7 7 A W HBIREIN 255G, BEMITONAHTTPGETO Y Xy
E—JVICREERDIMIN LI E%TRY 200 00K DRI RT—F ANEINET,

c. Ignition Z 7 A ILDREINRD 27cBE. INDRBAIKRI MIFETZ I &2 ER
BALET, BURT7AILELVOWeb H—N—DNR—I v aUpBERINTWS
EEHEERELET,

° 957FTDN4§ ®xt-zA%ﬁﬁbt@mmn&E7 AIVEDEHT 704 X b
—EE LTHRAMIHEAT 55,

a. dAvbhO—ILFL—rv/—ROavY—JILEESRL, JvhO—ILTL—Y/—ROD
Ignition 7 7 A ILEIELLKBATBANZXLDHEEL TVWENE I EREL XTI,

vhO—ILTL—Y /) —RICEYHTONZANL—IFNA ZOTHAMEESELET,

4. AV bA—=ILTL—Y/—=KRICDHCP H—N—HMSIP7RLRADEYLE TSR TWSR I &S
EEDIL\ L/ i -a—o

yhO—ILTFL—V/)—RORAT—YRAEHBILFT,
vhO—ILTL—Y /) —RDRTF—HRAEIVIT)—LZET,

I $ oc get nodes

b. A hO—ILTL—>/—ROWEFhhh Ready 27— XITEL TOWARWEEIE, FHi
7/ — ROFRIAZEGEL T,

I $ oc describe node <master_node>
y 13!
4 V2 M—=ILDORBREICL Y OpenShift Container Platform APl B'£{T T X 4

{Ho7zY, kubelet &/ — R TEEEITINTULWAWSSE, oc ATV K
AERITTBEIFTETEHA

6. OpenShift Container Platform SDN DX 7—4 X =#IF L £ 7,

a. openshift-sdn namespace T. sdn-controller, sdn, &V ovs 7T—E> v PDR
T—Y AR LET,

I $ oc get daemonsets -n openshift-sdn

b. ZhodD!) Y —ZXH Notfound & LT R RMRRIINTWBIHFEICIE, openshift-sdn
namespace M Pod #HEE L £ 9,

I $ oc get pods -n openshift-sdn

c. openshift-sdn namespace T L 7= OpenShift Container Platform SDN Pod ICE8E Y %

DO%EEEL L/i_a—o

I $ oc logs <sdn_pod> -n openshift-sdn

7. VSR —DRY NT—VBREDAT—H A =R LET,
a. VIR —DRY NT—VRENFEETEINEDNEHRLET,
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I $ oc get network.config.openshift.io cluster -o yaml

b. 1 VAN ==Y NT—VREDEMRICKE LIFE. Kubernetes¥=Z7 T A MA5FH
BEEML., AvtE—YOHRNEERLET,

I $ ./openshift-install create manifests

c. openshift-network-operator namespace T Pod D X7 —4% X 58 L. Cluster Network
Operator (CNO) BETINTWBENE I L EZHIFIL £,

I $ oc get pods -n openshift-network-operator

d. openshift-network-operator namespace M5 * v k7 —7% Operator Pod A7 %= X&E L F
ER

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BBy hO—J)LFL—>r /— KT kubelet.servicejournald 1=y OV EZEHRL T,
ZhickY, v k=T L—Y /) —RI—Y IV NDTIT4ET A —5TRLTEZX
ER

a. ocxAFRHLTOVEREBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' #eE LR WEEIF. KDYICSSH ZFEALTOJ %R L £9 ., <master-node>.
<cluster_names.<base_domain> % @Et) R EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4% ) TJ, 73R
Y —DERZFEHAT SIIE. Operator #FRALFd., SSHEFERALAEY S
A=) =R DTV ERAFHEEINEEA, SSHIRHATEMT —49 DI
%179 %RE1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTREINET—IDNTDTHZHDNEI N EHERLTLEIWL, L.
OpenShift Container Platform API B FIF T X R WEE ¥, kubelet 1'% —
Ty b/ — RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET, I
DIiFEIE. KH Y I ssh core@<node>.<cluster_name>.<base_domain>
EFERALT/—RNIZ7I9EATEET,

9. EEEMOY hO—)LFL—>/— KT crio.servicejournald 1=y hOJZEFLET, &
nic&kyY, avbhO—LFL—Y/—ROCRF-OAVTF—FVIALDTITAET1—%
ARETEET,

a. ocxAERHLTOVERBLET,

I $ oc adm node-logs --role=master -u crio
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b. API D' #gE L W 581X, KD YICSSHAMRALTOV 2L ET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. Ay hO—LTL—> /=KD varllog/ ODFICHBREDT TT74 LI M) —H 607 %INE
L/i-a—o

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—EZHRFLET, UTOFTIE, TR
THIY hO—JIL 7L —> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 71 L% 1) X
PRIILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ 4774 L2 M) —ADRFEO T AR LE T, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 [varllog/openshift-apiserver/auditlog > 5>V E#HAO L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WS SIE, RDYICSSHZEALTE/ —FOOJ %A LET, LUTD
f5lid. /var/log/openshift-apiserver/audit.log # X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

N SSHAEFALTaAY  A—ILTL—ry/—ROaAVvF+F—O7 %8B LET,
a. AVFFr—%—8XRRLZET,
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. crictl #FRALTCIYFF+—DAJVEZREBLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

2. avbO—ILFL—r/—ROBREICEELIHZHBEICIE. MCO. MCOTY RKRSAV M &
SUDNS LO—RHOBEBEL TWB Z & 2 HFR L £9, Machine Config Operator (MCO) (&,
AVARN—IVEILAR L =T A VIV RTLDEREEEELET, YRATL7O0YIDBEEL
FERAE DB MR LF T,

a. MCOITY RRA > MO FEATENE I NE TR M LET, <cluster_name> % Et] 7B I
BXHMAET,

I $ curl https://api-int.<cluster_name>:22623/config/master

b. TV RRA Y MPBELRBRWEEIZ, O— RNV —DBREEZHRLET, TV RRA
YRR —F 22623 TEITINDLIIREINTVWE I L 2HALE T,

c. MCOZYVRRAVMDDNS LO—RAEEIN, O— KNS UH—IF L TERLTWL
I EEHELET,

P ERIN/EMCOIYRRA VY NEDDNSILY I Ty THEEFTLET,
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I $ dig api-int.<cluster_name> @<dns_server>

i O—RNASUH—DEYETOHNAEMCOIP 7 RLRICH L TCHEB|XSHBAEETLE
£

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d MCONT—hMRAKNSY T/ —RKRHLEZEEELTWD I EEERL
¥, <bootstrap_fqdn>% 77— K2 KSv T/ — I\O)méﬂ“ﬁﬂil\)('f/%k IHZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. YRAFLVAOYIIE. T—MAKNSY T, YRY—, BLUVT—H—/—RKETHEHEIN
DUNEAHYET, &/ —RDVAFLIOY I DSRBIEEE LR OMBETAHEL
-a—o

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. AEAZE DB ZHE L T,

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

719.etcd 1 VR M—J)LDOREBEDRAE
A VA MN—IVEFIC etcd DREAENRE LT-15E tdi etcd Pod DA T—4% A %R L. etcdPod OV %

INETEZX T, etcd DNS L O— REBESZL vhO—ILTFL—Y/—RTDNSOAHEMAEHERET S
Lt%r%i’a—o

FIE=S 0
e cluster-admin O— )L &ZH 21— —E LTI ZRY—ILT IV ERATE S,
e OpenShift CLI (0c) B’ Y2 h—ILI T W3,
¢ KRAKNANDSSHT7 IV EZANHBI &,
e IV hO—IWTL—V/—RORLEMNXA VEDDH D,
FIg

1. etcdPod DAT—49 X %=MALET,

a. openshift-etcd namespace ® Pod DA T —% X %fEZE L £ 9,
I $ oc get pods -n openshift-etcd
b. openshift-etcd-operator namespace @ Pod DA T —4 A =R L 7,
I $ oc get pods -n openshift-etcd-operator
2. BRIOOY Y RTY R MRERIINS Pod DL F1HIC Running % 7-1& Completed 2 57—%

ADNRRINRWIGEIF, Pod DERTIERZINEL X7,
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a. PodDA RV NARERLET,

I $ oc describe pod/<pod_name> -n <namespace>

b. Pod DAV ZHREAL FT,

I $ oc logs pod/<pod_name> -n <namespace>

c. Pod IKEBOIYFF—1'H2/A. AEOIAYY RTIS—AERIh, AVvF+H—4%
BIS—AvE—VJIEBEINEY, EAVFTF—0OJa2RELET,

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. API D BERE L R WG EICIE, KDYICSSHAFREL KAy hAO—IL L —Y / — R T etcd
Pod B&vtavr+—0O7 %2 L £J., <master-node>.<cluster_name>.<base_domain>
AEYREICBEIMIET,

a. HEavhO—IL7TL—r /) —RiZetcdPod ') A NKRRLZF T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. Ready R 7 —4 ANRRINARLPod ICDWT, Pod DRAT—4% ADFMAEREL X
9, <pod_id> ZFHRD AT Y ROHEAICY A MRRIINTWS Pod DIDICEZ#HA F
ER

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>
c. PodICEET 22V T FHF—%2)RARMKRRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. Ready R 7 — ¥ ANRAFINTWAWIVTFT—DIFEIEF, AT F—DAT—8 ADEF
MERELZ T, <container_id> 2D IY Y ROEAICY A MKRRINATWEAV T
FT—DICBEX#AFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready R 7 — ¥ ANRSFINTWAWIVTF—DOJ =B L £9, <container_id> %
BRI YY ROHEAIL—ERRTINTWE I VT FHF—IDICEXH®ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITY, 73R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
2=/ =R DTV 2RAEHEHEINFEEA, SSHIRHATEIT —9 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIHNEI N EERL TLEIWL, L.
OpenShift Container Platform API D' FfH T EX AW FE . kubelet 8% —
Tyv b/ — RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET, I
DIFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
HHEALT/ —KNII79ERATEET,

4. O hO—ILTL—V /) =K TS543)—B8LUVtEHVHS) — DNS H—/N—3EfHEAREEL
i-a_o
7110.av hO—I)ILFL—> ./ — KR®D kubelet 8 LV API H—/N—DRIBEDRAEE
AVRAMN=IEICOYMAO—ILTL—Y /) —R®Dkubelet BL W API H—/NN—DREEAFAET 5121,

DNS., DHCP, 8&LUO—RKRNSUH—DHEEERE L T EIW, T/, AAEOEMHREHITINT
WARWZ &EEEELET,

AR
e cluster-admin O— )L &Z{F 21— —&E LTITRI—ICTIERATE %,
e OpenShift CLI (0c) 1’1 Y2 h—IL I T W3,
o RAMNANDSSHT7 VAN HB I &,

o OhO—ITL—V/—ROZTLEBEERAA VELH D,

FIR

1. APIH—/A—@DNS L 3— KAaY hO—J)LFL—> / — RO kubelet % https:/api-int.
<cluster_name>.<base_domain>:6443 IC¥ (L UV 922 & %R LZFd, LO—KHO—
RSV —%BRITBIEZHRLET,

2. O— RNSYUH—DR— N 6443 EZENEA MO—ILTL—V /) —RESBT B & 5FEE
LEY,

3. DHCPICE»TEAE®aAY M O—ITL—Y /) —RDKAMNEGHEEINTWA I EAFERL
i’a—o

4. £ bO—J)LTL—> /— KT kubelet.servicejournald 1=v hOJVZRELE T,

a. ocxAFHLTOVEREBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' eE L2 WEEIF. KD YICSSH ZFEALTOJ %52 L £9 . <master-node>.
<cluster_names.<base_domain> %@t EICE XA T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£1T79 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% ) TY, V3R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
29—/ =R DTV ERAEHEHEINFEEA, SSHIRHATEIT — 4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc Y ¥ REELT
LTIEINET—IDNTDTHZIHNEI N EERL TLEIWL, L.
OpenShift Container Platform API D' FIFH T X W FE . kubelet 8% —
Tyv b/ —RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET,
DIFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
HHEALT/—RKNII79ERATEET,

5. Qv hA—=ILFL—Y/—K®Dkubelet OF TEEBAZDAEMMEARDOA v -V DEE LR L
F9,

a. ocxAERHLTOVEEREBLET,

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. API D' EE L2 WEEIF. KD YICSSH ZFEALTOJ %52 L £9 . <master-node>.
<cluster_names.<base _domain> %@t REICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7N T7—Hh—/—RDA VR M=)VILEET 2REORE

T—H—/—RDA VA= IVICEEIHBHZEICIE. 7T—HA—/—RORT—HY R%=HERTEZF

9, kubelet.service. crio.servicejournald 1=v hOJ, BLVPT—H—/—RaAVFF—OT7 %I
SL. 7—HA—/—RFRI—YzUh CRFOAVTFT—3VFM L BLUPPdTIT1ET1—%
AR LET., I5IT. Ignition 7 71 IILE LUV~ APl Operator DHEREA SR T 52 & HTEZE
T T—H—/—RDA VXA M—IVIEDEREMN KRBT 2% E(1E. Machine Config Operator (MCO) & &

U'DNSHBEA MR L F T, F/oe T—RAMNSY T, YSRY—, BLUVT—H—/—REDODYRFT A
o0y DOREHIRAL, IAEARIETEIEETEET,

AR
e cluster-admin O—J)L&Z{F 21— —& LTI TRI—ICTIERTE %,
e OpenShift CLI (0c) 1’1 Y 2 h—IL I T W3,
o RAMNADSSHT7 VAN HDBZ &,
o J—RAKNSYTBELIVT—H—/—ROZLEBMNAA VELH B,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MT BI5E. HTTP H—/—D 288
KX VEBELIVR—"NESHBETY, HTTPERAMADSSHT7 V EZRERETT,

pa

#HE D kubeadmin /X2 7 — R, 41 VA M—JLIRRA MD
<install_directory>/auth/kubeadmin-password (C%H ') £,
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FIR

L 7—h—/—RDAVY—INITIVEATERHAEIF. /— KO J4 > 70V 7 MIELET
2FTCAVY—ILEEBRLEST, 41 VX M—=JLEFIC, Igniton A Xy E—J1F 2V Y —ILICH
HINET,

2. Ignition 7 7 A LEREEER L X7,

o HTTP H#—N—%FEHL Tlgnition REZ7 7 1 L E KRR M 2154,

a. 7—Hh—/— RDlIgnition 7 71 JL URL 22 L £7, <http_server_fqdn> = HTTP
P—N—DELEBEMRNXA VEICESTAZET,

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

‘) AT aviEANY I —DAHERLET, Ignition 7 7 A ILHIEEI N URL T
FEATRERBE, OV RIZ2000K R57—49 R A& RLET, ThHFIATER
Wi&ald., O< > KiZ 404 file not found =& L F ¢,

b. Ignition 77 A IV T —H—/ —RTREINLI EZHRT HICIE. HTTPRA MD
HTTPH—N—nO7 %0 TY—LFd, /=& ZIE. Apache Web H—/—%FHL T
Ignition 7 7 1 ILZRMT BB EIE. UTZERLTLEI W,

I $ grep -is 'worker.ign' /var/log/httpd/access_log

7 —7Hh—Ignition 7 7 A ILAZEINBZHFE. BEMITONIHTTPGET O A v
T—UIKIEERDSHIN LA E%ZRT 200 0K DRINRT—F ADNEENET,

c. Ignition Z 7 A ILDREINRD 27cBE. INDRBAIKRI MIFRET H I &2 ER
HEELEY, BEURT77MILEL U Web H—R—DNRX—I v a3 UMBEHRINTWVS
Lt%ﬁ&;b L/i-a—o

° 957FTDN4§ DAA= XA%ﬁmbt@mmn&E7 AIVEDEHT 704 X b
—E&E LTHRAMIHEAT 55,

a. 7—HhA—/—ROAVY—)IVZEHRL. 7—h—/—R®DIgnition 771 IJLZEL &
ATBDANZZALIBEL TVWENE DI N ZHERLET,

37—/ —FREYETONALA ML —ITNA AOTHNZHBLET,
4. 7—=H—/—RICDHCP H—N=D5 IP7 RLANEYEHTOLNTWE I EZREAELE T,
5. 7—A—/—RKRDR7—9 R=HHILEY,

a. /—RDRTFT—=9R%JT)—-LZET,

I $ oc get nodes
b. Ready 2 7 —#% ANKRTFIINABEWT—H—/ — RDFMAR/ — ROHRBPAZRBLET,

I $ oc describe node <worker_node>
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pa 3]
4 VA M=I)LDEREIC L Y OpenShift Container Platform APl H'3E4T T X 4R

{H>272Y, kubelet &/ — R TEEEITINTLWAWESE, ocAVY VK
AERITTBEIEFTEEHA

6. A hO—ILTL—r/—KREWEERY, 7—Hh—/— K& Machine APl Operator #{FfH L T
FrO43h, A=Y 7 ENFEF, Machine APl Operator DR T —4% A &R L £,

a. Machine APl Operator Pod D27 —% 2 %R L £ 7,
I $ oc get pods -n openshift-machine-api

b. Machine API Operator Pod ® 2 7—#4 X A* Ready Tl W& X, Pod DA R N %5E
MRICPERC L 9

I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. machine-api-operator 1> 57+ —0O7%&&L 9, 17 7F—I& machine-api-
operator Pod I TETINZ T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. ¥7. kube-rbac-proxy IV TFF—OJEHEREL X T, I 7T 7F—I& machine-api-
operator Pod I THEITINZE T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. kubelet.service journald 1=v hOJ %, BEEDT—H—/—RTE=ZF—LZFT, Thic
Y, 7—H—/—RI—SzVMNDT7IVT1ET1—%0HIELTETET,

a. ocxAERELTOVERBLET,

I $ oc adm node-logs --role=worker -u kubelet

b. API A EE L AWEE(IF. KD YICSSH ZFEHA L TO /%2R L £9 ., <worker-node>.
<cluster_names.<base_domain> %@t EICE XX F T,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

o1



OpenShift Container Platform 4.16 47/ R— b

92

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£1T79 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITY, 73R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
29—/ =R DTV ERAEHEHEINFEEA, SSHIRHATEIT — 4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIHNEI N EERL TLEIWL, L.
OpenShift Container Platform API D' FIFH T X W FE . kubelet 8% —
Ty b/ — RTEUNICHEBE LRWES., oc RIEDNTDOREEZITET, I
DIFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
HHEALT/—RKNII79ERATEET,

8. HENEDT —H—/— KT crio.servicejournald 21=v OV EZEREFLET, ThiTLY,
T—A—/—RDOCR-OAVTFT—F V94 LDTIT1ET1 —%aHRELTEET,

a. ocxAERHLTOVEEREBLET,

I $ oc adm node-logs --role=worker -u crio

b. API D' #gE L W58 1k, KD YICSSHAMHALTOVA#HEALET,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. 7—H#—/— KD Narllog/ DFICHZFEDH TT4 LI N =507 ELET,
a. var/log/ 774 LI N)—RICEFNZO070—EEWMELETT. UTOHIL T

DIT—h—/— KO Ivar/log/sssd/ ICH B 774 IL%E) A MFKRRLET,

I $ oc adm node-logs --role=worker --path=sssd

b. ivarllog/ ¥ 774 L2 M) —ADRFEO TR LE T, UTORITIE, §XTOT—

H—/— Kb 5 /var/log/sssd/auditlog AV 7Y EHALET,

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. API D' HERE L W GEIE, RDYICSSHZFRALTE/ —RoOJ %232 LEd., ULTOD

fliL. /var/log/sssd/sssd.log #RX—2 & LTWET,

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. SSHEFRHLTY—A—/—ROoavFr-—OJ =L £,
a. AvrFr—%—8BxRRLZET,

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. crictl #FRALTCIYFF+—0AJVEZREBLET,

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f

<container_id>
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N 7—H—/—RKOREICHEELNHBHEICIE. MCO, MCOITY RRA Y b, BLUVDNS L
JO—RAHEL TWB Z & %R L £ 9. Machine Config Operator (MCO) I&, 4 YR k—JL
BRICARL—T A VI RATLDEREEABELET, YATALA7OY VDRBEEIHAEDEMN
MHEHRLET,

a. MCOILY RRA ¥ MO FBEAENE I NET XM LET, <cluster_name> % Et] /2B
BXHMAET,

I $ curl https://api-int.<cluster_name>:22623/config/worker

b. TV NRA Y IPBELRWGERK, O— KNS UY—DREEHAELET, TV RKRA
VIRDIR—F 22623 TEITINDLIIREIN TV I L 2HALE T,

c. MCOZIYVRRAVIMDDNS LO—RAEEIN, O— KNS UH—I L TERLTWL
3 EEHELET,

. EBINAEMCOIYRRAY MEDDNSILY I Ty THEFTLET,
I $ dig api-int.<cluster_name> @<dns_server>

i A—RNASUH—DEYLETOHNAEMCOIP 7 RLRICH L TCHE|XSBAEETLE
E

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d MCONT—RhZARS YT/ —RDOLEEBEL TVWSIE2RALE
¥, <bootstrap_fqdn>% 77— A KRS v T/ —RKROZLEBMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker
e. YATLVOY I, T—hRAMNSY T, YRE— BLVPT—H—/—FETRBEIN

ZRENHYET, &£/ —ROPRFTL00v 7 DSREHE & BFIRABPOME2ERL £

ER

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

f SIEAZE DB ZHEL T,

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7112. 41 VA =)L D Operator A7 —4% ZAD Y L) —
A VAN=ILDIHYIZ Operator DA T—4H A &R TEF 9, FIATEXRL Operator DT —%

ZEELET, Pending E—EBERTINTWVWSED, T57—XT—4H ADdH % Operator Pod DO 7 %
RBLET, BBEDHZ Pod ICL>THERAINEIR—ZAM A=V ERIELE T,

AR
e cluster-admin O—J/LEF DODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR
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94

1. 75 ZX%— Operator BT RTA VA M—ILOERDYICHIBARERIRETHD & 2R LE

I $ oc get clusteroperators

2. MWERFIAEZBRAEKR (CSR)NTARTERBINTWE I 2HRALET, —3D/ —KiF
Ready 25 —#% R ICIZFBITI$. —ED Y 5 R4 — Operator IZRFEHD CSR 1 2355 1 F!
FATEQWAEEN DY £,

a. CSRORT—HR%EMEL, V7 RI—IIBMLAEZTNREThOIIVYDISA TV B

U —/N—FKIC Pending £ 7z | Approved 27— 9 ANKRRIINTWE I E =R L Z
ER

I $ oc get csr

H A B

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-

bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-

bootstrapper Pending
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending g

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

Q 2547 NERD CSR,
Q #—/N—ZERD CSR,

ZDBITIE 22DV YNNI ZRAI—ICEMLTVEY, DY PMIIFIHICE D&
MINICCSRARTINZARMLIHY T,

CBINLET Y Y DREBHOD CSR T RTH Pending R 7—4 RIT/R > 7=141C CSR MVE&GR S

NBEWEEICIK. V5RY—TVDCSRAEEZRLFET,

R

CSROAO—7T—YaVIBFMICKRTIND LD, V7RI —-ICXI VB
ANt 1 BFRLAMNIC CSR Z &R L T 23 W, 1BEREILARICERR LRWBEIC

. EEAEOO—T—YavifTbh, &/ — RIC3 DLULDEMRENEFE
TBEIICRYET, INODIRFEIARTZERT 2VENHY I Y, &
#D CSR DA%, &ftD/ —RKIZ47 >~ CSRIFY T X —OD Kkube-
controller-manger IC & > TEHEIMICEKRINE T,
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R

RTXHIE LMD user-provisioned infrastructure 8 ED Y > >~ API T
ERWTSY N7+ —LTRITINTWVWE I S5 RY—DIFAE. kubelet 121
FERAEEK (CSR) = BEIMICERR T 2 A a5 RET IMENHY T, XK
AR INBWES, APl H—/N—2% kubelet T 9 2 BRICIRHEEIFAE N
WETH D78, ocexec. ocrsh, LU oclogs A7V NIFIEEEICEST
TEEHA, Kubelet TV RIRA V MIT VR T 2BEICIE. ZOEAE
DEBIPYVETY, TOFEIFHHRCSROBEZEHR L. CSRH
system:node 7z | system:admin 7' JL— 7'M node-bootstrapper — £
AT7ADY MIE>TREINTWR Z & 52MHERAL. /—RKDT7A TV T4
T4 =R LET,

o TNLZMEICERT BICIE. TRENOBEWLRCSRICDVWTLUTOIYY R&XT
L/i-a—o

I $ oc adm certificate approve <csr_name> ﬂ

‘D <csr_names (&, RITD CSRDY X MH 5D CSR DEHITT,

o INTDREBHPDCSR ZERT BICIF. ULTFOITY FEERITLET,

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

. Operator {1 RV h&RRLE T,

I $ oc describe clusteroperator <operator_name>

. Operator M namespace T Operator Pod DA T —4% A %=MEB L £ 9,

I $ oc get pods -n <operator_namespace>

. Running 257 —4% X &#7R\V Pod ICDW T DFFMAGEEERSEL T,
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>

. PodOJZR&ELZXT,

I $ oc logs pod/<operator_pod _name> -n <operator_namespace>

. Pod R=A A=Y I|CEAET HEENRELLIZGRICIE, R—XA A=V DRAT—8 A %R
LET,

a. BEDH S Pod THEAINZIRN—RA X -V DFMZEREFLET,

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. R=ZA A=YD) ) -—REHRZ) A IRTLIT,

I $ oc adm release info <image_path>:<tag> --commits
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7A13. kLM VA M=)l O T DINE

SSHF¥F—AAVAMN=)ITOVSALICEELTWRIES., KBLEA VAN =ILIZDWTDTF—4 %X
ET52ENTEET,

pa

RITHDISRAI—DoO7%ZNETHIFEERIERZIT Y FEZFERALTRBRLEA
VAM=IZOWTORTZRELE T, EITHFDISRI—HDo07 %2 NET H2RE
NH 535EIE. oc adm must-gather A~ > RAFEHRL 9,

=55

e OpenShift Container Platform @4 Y A =LA T— A NSy 7O XD THEIICKEL
TW3, 7—h2ARSY T/ — REEFTHRTHY, SSHTPIERATE 2,

e ssh-agent 7Ot REAVE21—49—LETT7I 71T THY. ssh-agent 7O EA VR
N—70J5LOEAICEL SSHF—%RMH L TW5,

o MBEICTOEYaZV I LAV ISAKNSIFY—ICIVSAY—DA VA M =ILERITLE
BAICIEK, 7= MANSy 7L 0= TL—Y /) —RORDEBEH R XA VEADD
60

FIR

L. 77— MZANSy THELaYy b O—ILTL—UIIUNDBA VA MN—IOTENET D01
WMEBRIATY REERLET,

¢ (YAN—F—TT7OEYa=ZVIINEAVIZANZVFv—%FERATZHEF. 1
VAN TOTSLNEEFNDETAL YN —ICPYERL UTFTOIYY RERTLE
-3—0

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

installation_directory (&, ./openshift-install create cluster %3217 L 72F&ICHEE L
TF4LI R M)—=TY, ZOTALIMY—ITE. A VRN TOT S LDMERT
% OpenShift Container Platform &7 7 1 L& ENE T,

AVAN—=5S—T7AEYa =V IINBZAVISANSIFv—DHBEA. 1 VA M=
TATS AL, RAMNEFLFIP7RLRAEBELASTELIVEDIICISRY—IIDW
TOEHREFRELET,

o FETIOEY 3=V I LEAYVISANSYFv—AFRLEBEE. A VA NS
OJZLNEENZTALI M) —=ICPYEZL, UTOaAY Y KEETLET,

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

Q installation_directory IC|%. ./openshift-install create cluster #3217 L 7[R ICIEE

LEDERLCTA LI M) —%8BELET, ZOT4 LI M)—ITIE A VA=
7075 LDMER T % OpenShift Container Platform E& 7 7 1 LA EENE T,

96
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<bootstrap_address> I&. V75X —DT—h ATV IV VDREEHRNA A >
ZFERLIFIPTRLRTY,

OO0/ > 19— HOZTAZTAOAY PO—LTL—Y (FLRIRAI—) T VITDOW

Tlk. <master_*_address> = ETDZELEE N XA VRFLIEIPT7 RLRIZEE
BmzEd,

= -1o)
FIAILNISZRAY—ICE 320y ha—ILTL—rIoUrEEhnzE

T VSR —DEARTRHODIDHET, RRINBZLHIICTRTHOIY
fO—ILTFL—vxoVvaEYAMNRRLET,

H A B

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

AVARMN=ILOEKBICDOWTD RedHat Y R— M —REERT 2361E. EfELAOT %
T—AILEHBELDICLTLEIL,

7.1.14. FAEER

e OpenShift Container Platform D4 Y A =LY 4 TE LV 7O 2 ICEET ZEMIE. 1V R
h—L 70X #SBBLTLEIL,

7.2. / — KDELMEDHEER
721/ —RDRF—F R, VY—ZADERRRES L VR EDHER
P59 —)—RKRDBEELERT—F9 R, VY —HERE, 8L/ —ROJEERELET., IHIC,

ERdD ./ — KT Kubelet R 7—4% X% T)—LZFT,

AR
e cluster-admin A—J)LEF DODI—H—E LTISRY—ILTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

DA —DIRTD/ —RFDEHL, RAT—FRELPO0—-IL%EY X PMRTLET,

I $ oc get nodes

PSR —HNDE/—RDCPUBLUAEY —DFERAREEAEHNLET,

I $ oc adm top nodes

BED/—ROCPUBLUAEY —DFEARREENLET,
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I $ oc adm top node my-node

7.22. ) —RIZET S kubelet R7—4% 2D 1) —
VSR —)—ROBLUERT—F R, VY —HEERE, 8L/ —RFOVEBRRTEET, I
IZ. 851D/ — KT kubelet R 7—% 2%V T)—TCXEY,
AR
e cluster-admin O—J)L&2&{F 21— —& LTITRI—ICTIERTE %,
o APIH—EXNHEELTWS,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

FIR

1. kubelet &/ — KD systemd Y —ERXZFA L TEEINET, T/Vv ¥ Pod WT kubelet
systemd H—ERX% 4V T —L. kubelet DAT—4 XA %=WHZE L X7,

a. /—RDF/NNy Y Pod 2EL X7,

I $ oc debug node/my-node

R

vyhO—=)ITFL—>/—KRTocdebug #ETLTW3HE
I&. /etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs 7 1 L 7 ) — B kubeconfig 7 7
1ILDHY FY,

b. lhost =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod 1,
Pod A®D /host ICRA MDD root 77 ANV AT LAEYDVYRNLET, root T4 LI M1 —
% lhost ICEET D&, RAMDRITNRNRICEEFNDENAF) —%RTTIET,

I # chroot /host

pa

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% ) TY, 73R
Y —DEBEEBEAT SICIE, Operator AFHALF I, SSHEFALKI S
A —)—=RADT7 I REHEINFEEA, 72 L. OpenShift Container
Platform API A T X R WS . Kkubelet 5% —4' v b/ — RT#EIIC
KEEL WG H. oc BRIFVNEDREZRITE T, ZDFHIEF. KHYIC
ssh core@<node>.<cluster_name>.<base_domain> Z{#H L T/ — KIC
TOEATEZLT,

c. kubeletsystemd Ht—EXDN /) —RKTT7 I 71 THOEI I EHERELET,

I # systemctl is-active kubelet
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d. & Y74 kubelet.service R 57— 4% ADEMAEHEADLF T,

I # systemctl status kubelet

723. 9 S5R9—/)—RKTv—F)basny ) —
BRIDYI S A5 —/—KD /var/log AT journald 1=y hOJE LV ZDMOO T EZIRETETET,

AR
e cluster-admin O— )L &Z&{F 21— —& LTI TRI—ICTIERTE %,
e OpenShift CLI (oc) B4 Y 2 h—ILI T W3,
o APIH—EXNHEELTWS,

¢ RAMNANDSSHT7 VAN HZ I &,

FIR

1. OpenShift Container Platform ¥ 2 X4 —/ — RH 5 kubelet @ journald 1=y OV %Y T
J—LZEd, UTFOfITIE, I hO—ILTL—V/—ROBFNIIT)—INFET,

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q fep1=w hASTEHITY—F 270!, kubelet #EEEBEXHRI T,

2. VSR —/ =KD Narllog/ DFICHBFEEDY TT4 LI MN) =07 2RELET,

a. varflog/ 7774 LIV M) —RILEEFNZ2O07D—EZHRFLET, UTOFTIE, TR
THIY hO—JIL 7L —> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 71 L% 1) X
PRIRLET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ ¥ 774 L2 M) —ADRFEO T AR LE T, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 varllog/openshift-apiserver/auditlog 3> F >V Z#HAO L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WS, RDYICSSHZEAL TR/ —FoOJ %A LET, UTD
f5lid. /var/log/openshift-apiserver/audit.log #X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log
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R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£1T79 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% ) TY, V3R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
29—/ =R DTV ERAEHEHEINFEEA, SSHIRHATEIT — 4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc Y ¥ REELT
LTIEINET—IDNTDTHZIHNEI N EERL TLEIWL, L.
OpenShift Container Platform API D' FIFH T X W FE . kubelet 8% —
Tyv b/ —RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET,
DIFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
HHEALT/—RKNII79ERATEET,

73.CRI-FO VT F+—S V94 LDBEDODN S TN a—FT4 VT

731LCRI-OOAVTFHF—FVHALIVIVIZDWVWT
CRI-O & Kubernetes %4 74 JAVFF—I VI VRETYT, ThEARL—FT 1A VIV RATLILE
EILHA L. Kubernetes DMRM TRBILINAT IV ARY IV RAERHELET, CRFOTI VT FH—
IV VlE, & OpenShift Container Platform 7 5 X4 —/ — R T systemd Y —ER & L TETINZE
ERS
AVTFHF—S V91 LDOBENRET 2HEIE. &/ — KD criosystemd Y —EXDRT—4% A%
RBLET, AVTT—DI VYA LICEEDLHS/— KD 5 CRI-Ojournald 2=y hOJZINEL &
ER
732.CRI-O VA LTV VDAT—H ADHESR

%

BUVZRAI—/—RTCRFOAVTFT—FVHMLIVIVDAT—YRAEHRTEET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISARY—ICTIVEATE S,
e OpenShift CLI (oc) 1’1 Y 2 h—ILI T W3,

FIR

1. /XY 7 Pod AT, /—KR®Dcriosystemd t—EX%4J T!)— L TCRI-O RT7—% R &R
LEY,

a. /—RDF/N\Ny Y Pod 2EL 7,

I $ oc debug node/my-node

b. lhost =#F/N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v ¥ Pod I,
Pod AD /host ICTRA MDD root 77 ANV AT LAEYDYNLET, root T4 LI MY —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITY, 73R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
A —)—=RADT7 I RIEHEINFEA, 7272 L. OpenShift Container
Platform API AAFIFA T E R WFE P, kubelet 9 —4 v M/ — RTEHIC
KEEL WG H. oc BRIFNZDRELZRITE T, ZDFEIEE. KDY IC
ssh core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIC
TOEATEZLT,

c. criosystemd Yy —ERN /) —RTT7 I 71 THhEIDEBRBLET,
I # systemctl is-active crio

d. &Y% crio.service AT — Y ADEHNEHADLF T,

I # systemctl status crio.service

7.3.3.CRI-O M journald 2= b O Y DINE

CRI-O DEI@EMNRE L BEICIE. /— KD 5 CRI-Ojournald 1=v hOJZEETE XY,

AR
e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—ICTIVERTE S,
o APIH—EXHLHEEL TWS,
® OpenShift CLI (o) B'1 Y A h—JLINhTW3,
e IVMO—ILTL—rFEEFEIAYMNO—LTL—UIPVDREBMRNAA VEDH S,
FIg
1. CRI-Ojournald 2=y bOJZINELET, UTOHIE. 7 RFY—ADITRTOIY hO—
WFL—=r/—RponOJzlRELET,
I $ oc adm node-logs --role=master -u crio
2. HED/— KNS CRI-Ojournald 2=w OV EIRELE T,
I $ oc adm node-logs <node_name> -u crio
3. API HB'EE L R W R IE. KD YICSSHAEFERALTAO/ %2R L 9., <nodes.

<cluster_names.<base_domain> %@t EICE XX T,

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service
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pa 3

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform416 2 5 A4 —/—KRi&, 1 32 —9T)ITT, VS RI—DEE%
BAY 5ICIE,. Operator AL XY, SSHZFERALKELIVZRY—/—KAD
TORRIHEINFHA, SSHIRBETEMT —4 DINEZHAITT 2RI, oc
adm must gather 5 LV Z DD oc A¥ Y RERITLTINEINETF—9H+
DTHEIZNE DD EHER L TLLEIW, & L. OpenShift Container Platform
API DRI TERWZEN. kubelet B89 —4 v b/ — N THEYIICHEE L R\ 5
B, oCBRIELNZTOREEAZITE T, ZDIHFHEIK. Kb YIZ ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VXA TE XY,

73.4.CRI-O X NL—YDEE
LTFOBENRKE LIES. CRFOD—BANL—SAFHTIY T2 ENRTEET,

J—RHPEDPod THEEFTTET, TOIFT—DRRINDS,
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

EZE /) —RIZFHLWAYTF—%EKT BT ENTEF, can'tstatlower layer EWVD TS5 =2
RRIND,

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

DSA9—%TyvTTL—RLkE Fhid/—REERBBILED>ETEZE, /—KRH
NotReady {KR&IC 7%,

AVFTFT—5 094 LFEE (crio) NNIEL <EfEL TULRL,

AVTF—S 094 L4 VA9 R (crio) HENMEL TWRWZ&. oc debug
node/<node_name> #{FHA L T/ —RETTFN\Y IV )L ERHBTE RV,

CDFIET, CRFODRAML—VEREITEEL, IT7—ZELTLEIY,

AR
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
e OpenShift CLI (0c) 1’1 Y 2 h—IL I T W3,

FIE

/—RTcordon 2R LZFd, hik. /— KH Ready RREICAR>FEIC. 7—2O—FK
MR a1a—) V73 NBD%E/H<THTY, Status £ 2 a3 > SchedulingDisabled & 3
TINTWAIE, RTVa—Y YV INEWICAR>TWE I ENbhY £,

I $ oc adm cordon <node_name>

2. cluster-admin 2—%—& LT, /—KZRLA1 2V LZET,
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I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data

pz -1o)

Pod F7- 1% Pod &~ 7L — h ® terminateGracePeriodSeconds Bif(3. EHE
R THEZHELEST, COBMOT 74 MI30OMWTIH, BREBIHLT
TN —2av Il EICHRIRAXTEFET, OOWAEBATHRET B,
Pod A* SIGKILLed & ¥ — 7 31, EEITRT LAWAEEENDHY £7,

3. J—RHPER-TEALL, SSHEAEOAVYY—ILT/—RICERELBELET, FDE. root 1—
F—-—TERLET,

$ ssh core@node1.example.com
$ sudo -i
4. kubelet =#FEITIEILELZE T,

I # systemctl stop kubelet

5 A7 F7—P Pod ZELELFT,

a. UFoavy RaEFEAL T, HostNetwork ICZ2WNPod 221t LE T, T HHNHEIBRINS
MNE DML, HostNetwork ICHBDRY NT—0 TS5 54V Pod ICEEINEDT, K&ICH
R 2ELHY FT,

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" = "NODE" ]]; then crictl rmp -f $pod; fi; done

b. iDFTNT®D Pod ZfEL L FT,
I # crictl rmp -fa
6. cio DY —EREFHTEILELET,
I # systemctl stop crio
7. INSQARY RERTTDE, —RHAMN —YVERRIHET I ENTEIET,
I # crio wipe -f
8. crio B& Wkubelet t —EX&REIL X7,

# systemctl start crio
# systemctl start kubelet

9. crio 8L Wkubelet Y —EXNEEIL TH Y., /— K Ready DR T—4H IR >TWBIHE
I, 2=V 7y THAERICHKBELZZ ENDDY T,

I $ oc get nodes

H A B
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NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.29.4

10. /J—RERZTa—)VJaERREBICLEST, ATTa—Y VU INBMICAR>IE
I&. SchedulingDisabled D 2 7 —4% AW R Ro>7cEXIThHY £,

I $ oc adm uncordon <node_name>

H A B

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.29.4

74 FRLV—FT A VI RATLDEBBED NS TN a—FTa VY

OpenShift Container Platform (& RHCOS TETINEFd., UTOFIRICE>T, ARL—FT1 VT2
AT LICEAETBZRAEDN S TN a—FT 4 VT BTHIIENTEET,

74\ A=WV Z v 1DRE

kexec-tools /3w r—JILE&FNZ kdump H—ERIE, 75 v v a ¥V TANZILERBELET,
ZDY—EREFEALT, BTHOMTDLOICVRATLDAEYY —DRBEERETEET,

x86_64 7 —F T U F v —E— kiRt (GA) AT —49 XD kdump ZHR— M LFTH, tDT7—FF775
Fr—ldFo/0Y—FLE21—(TP) A7 —% XD kdump = HR—hMLZF T,

RDFIE, IFIFERT—FTIF v —Dkdump DY R— ML ANJVICEAT 25FlEZRLTVWET,

#7.1RHCOS T®D Kdump #R— k

F—*FI0Fv— YR—b LW
X86_64 GA
aarch64 TP
$390x TP
ppc64le TP
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BF

ROFD, RMDID2DT7—F TV F+—IIT S Kdump 7 R— Mk, 7o/0v—7
LE1—HEEDHICRY FET, T/ 0V —FLE1—#4EEIZ. Red Hat @Y R—

DY —EZXLRIVT ) =XV b (SLA) DFRATHY ., BEMNICKEETIERVWIGED
HYZET, RedHat I, ERARBETCINSAFRATIIEAHRELTCWERA, T2

/AY—7LEa—#EiE. SFORSEEEVSR ML T, BREETHEEDT

AMNZEITVWIT A — RNy JZRFBLTVWEESZIEZBEMELTVWET,

RedHat D54 /Oy —7 L Ea1—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T Ex—#EDYR— MNEFE #S8RB LTI,

7.4.1.1. kdump DERNE

RHCOS I I kexec-tools /Xy 7 — I A EMINTWE T A, kdump H—EREBWICT B ITIEFED
THRETIHVENHY T,

Fa
RHCOS T kdump #8MICT BI1CIE. UTDFIEEEITLET,

L FIEDA—RIVDBEIFICIS Y 2 H—RILDAE) —AFRTBICE. ULTFTOaOT Y KA
AALTH—FRILBIEEIEELE T,

I # rpm-ostree kargs --append='crashkernel=256M'

R

ppc6dle 7S v b7+ —LDIFE. crashkernel DH#HEE(EIL crashkernel=2G-
4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G T,

2. AT av: T4 MOO—HILD var/crash DIBFFTIEAL< . Xy N — 0B F - I1dM
DFBFRICI Ty ad Y THEEZADITIE, /etc/kdump.confFZET7 71 L ERELE T,

5

J— RN LUKSBESIET /N A% fEA L TWBIHE. kdump 1E LUKS BES1ET
NAZANDY Z v a8 TOREFEEYR—MLTWRWED, Ry hT—0 4
vIEERTIBENHYFT,

kdump % —E XD EICD W T DML, /etc/sysconfig/kdump. /etc/kdump.conf, & &
kdump.conf manual R—Y DX Y M ESRLTLKEIWV, ¥V F9 -5y NOEREICEAT S
MBI, RHEL kdump documentation MR L T XLy,

3. kdump systemd Y —EXE=BMICL F T,

I # systemctl enable kdump.service

4. DATLEBEHLEY,

I # systemctl reboot
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5. kdump.service systemd 7 —EXADPNEBICHBSE LUK T LIl &, &L U cat
/sys/kernel/kexec_crash_loaded <> RHME1 2 H T 52 & &AL T, kdump 2%
Syvah—x)INEO—-—RNLAZEA2EALET,

7.4.1.2. Day-1®M kdump DAL

kdump ¥ —E R, A—FRIVORBBEETNY J$T2LHDI, /—RITEICEMITEIEHNERIN
TWET, kdump OBMEICIEA R MADHY, THS5DIR ME kdump BEMEI N/ — RK%&B
MY 2GICEA 27D, kdump Y —ERXZMEBERIFGEICOAE ./ — RTEMIIT I ENHEEINFE
T, &/ —RKTkdump H—ERZBMICT ZIGEOEENLRIRMIE. UTFHAEENFET,

o V5w aAaA—FRILAIATY —DFHINTWDH, FIFEFAEER RAM BP0,
o H—XXIHAAT7ESFYTLTWBREIC/ —RAFIATERL RS,
o EBIMDRAKINL—CBRENYISYL 1YY TERETBEHDICERINS,

kdump H—EREZBMICTE I LICHEIFFRRP ML —RAT7ZIBELTWVWRHBEICIE. V7R
H—2ETkdump EEMICTZZENTEET, YV VEBEDOIY Y VERERFAYR— NI TVE
HAD, DaylDHRH <4 X& LT MachineConfig #7249 T systemd 1=y N&FERL., ¥
SAY—HDITRTD/ — R Tkdump ZBMICT 5 EMNTE XY, MachineConfig # 72/ b %
ER L. TDATV I NS RI—DEY M7 v TBIC Ignition MFERTZY =7z AN 7714 L
DY MIBEATZIENTEET,

pa )

Ignition BREDFERAEICDOWTOFMIE. 1 YAM =>4V APM—IFEEI V3
YD) —RDHARIRARXESRBLTLLEIL,

FIE
7529 —2EDRED MachineConfig # 7V =7 N &ERLZE T,

1. kdump ZRES L CBEMICT B Butane BE 7 7 1 )L 99-99-worker-kdump.bu % X L &
ER

variant: openshift
version: 4.16.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker 9
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31
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- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |
KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"
KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"

KEXEC_ARGS="-s"
KDUMP_IMG="vmlinuz"

systemd:
units:
- name: kdump.service
enabled: true

J> hO—IL7L—>/—K® MachineConfig # 7> = ¥ N DYERRBFIC. T DIBAFIC
#» % worker %= master ICEI# 2 F 7,

9 A—FIBIEEZRELT, 72y 2ah—FIAIXE)—2FHNLET., BHEIKEL

T, BDA—RILBIEEZBINTEZET, ppcédle 7> v b7+ —LDizAE. crashkernel
DHEER{E X crashkernel=2G-4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-

4G TY,

Q 77 IV kD5 Jetc/kdump.conf DRBA2ZEET 25HEE. 2SI av&EML, 4
VA O TV avEERELET,

g /etc/sysconfig’lkdump DRB%E T 7 )L MASEET ZIBEIF. OIS a3 V5B
L. B, 1314 O T2 avaZEELET,

6 ppcédle 75 v k7 # —LDHAIE, nr_cpus=1 % maxcpus=1 ICBEX#IFTH, Th
WEZDTSY NI+ —ATIEYR—FIRTWEHA,

2. Butane 2L T, /—RNICERET2HRENEEND. YV VEERE YAML 7 7 1)L (99-
worker-kdump.yaml) =4/ L £,

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

3. V5229 —0ty h 7y THIZ. YAML 7 7 1 L % <installation directory>/manifests/7_-“4
L2 M) —ICRBBLEFY, YAML 7 74 LAEFERAL T S RAY —DERERICID
MachineConfig # 7Y =/ N2 EK T2 EETEE T,

I $ oc create -f 99-worker-kdump.yami

7.4.1.3. kdump XEDT R b

kdump ICDWT &, RHEL RF 2 X > MDD Testing the kdump configuration €2 ¥ a v #&R L TK
W

7.41.4. A7 5V TO5H
kdump ICDWTIE, RHEL RF 2 X > hD Analyzingacoredump 223 v &SRB L TLES
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Pz
A D RHEL ¥ 27 AT vmcore DT ERITT 2 EMNHERERINET,

BIER R

e RHEL T® kdump DEXE

kdump ICDWTD Linux A—RIL KF a2 XV b

e kdump.conf(5): FIFRIRER A 7> 3 v DFMA NF 2 4> & EE /etc/kdump.conf X ET 7
AID man R—

® kexec (8) —kexec /Ny —I D man R—Y

® kexec B&UWkdump ICEAYT B RedHat 7 L v P DidE

7.4.2. Ignition DK DT /Ny 7
RIOVETOEY 3 ZV JTERWVGEA. Ignition KB L. RHCOS IFRAY I TRELEY, T
Ny JERERET 2ICIE. ROFIEEFBRLET,
¥
LROATY REEFTLT, KRLAEY—ER2=y bERRLET,

I $ systemctl --failed
2. 77V avi e —EZR2I=Zy hTROOAYY REETLT, FlERERELET.

I $ journalctl -u <unit>.service
75. %y NO—VEEDOBBONZ TNV a—T4 V7

751 %y NTD—04 V9 —T x4 ADEREE

RPAGLTDA VR R—IL®, EEORY NT—H 45 —T 4 2TY hO—5— (NIC) TDA ¥
2 M —=JLDIFEIT. OpenShift Container Platform #' Kubernetes APl #—/X— & D@EICFER T % NIC
&, / — KOEEIFFIC systemd TE1T I 11 % nodeip-configuration.service t—E 21 =y MI& -
TREINZE T, nodeip-configuration.service (&, 77 #JL ML— NMCEE[MITONZA V9 —Tx
1ADL IPERBRLET,

nodeip-configuration.service t —EXAIEELWNIC ZRET D&, TDH—ERIE
/etc/systemd/system/kubelet.service.d/20-nodenet.conf 7 7 1 L& {ER L £ 9, 20-nodenet.conf
7 74 )i, KUBELET_NODE_IPRIEZE#H %, H—EXNBRLAEZIP7ZRLRICERELE T,

kubelet +—E X D2 EFFFIC, 20-nodenet.conf 7 7 1 L LIREBEZHMDEEFHIY. IP7 KL X%
--node-ip kubelet AY Y RS A VEBIHICHREL X T, TOHER. kubelet T—ERIFFERLEZIPT7 KL
2 /)—RKRIP7RLRELTERLEY,

AVAN=IBIIN—RDzT7FIEIRYy NO—ODBREINLEZE. FHLE/ —RIPHATT74IL

ML—RA V=T A RDSBMEINRVRY NT—=J LA T77Y MNH B5E. BESRIC nodeip-
configuration.service  —E XA BID NIC = EIR T AN HY £, oc get nodes -o wide I~
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/managing_monitoring_and_updating_the_kernel/configuring-kdump-on-the-command-line_managing-monitoring-and-updating-the-kernel
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https://access.redhat.com/site/solutions/6038

FIB NS TN a—FTaVT

Y ROHAID INTERNAL-IP 7 % fEZ3 L T, BID NIC BRI TWBH I E 2B TEBHE’HY X
-a—o

BDNIC HBIRINTWBEHICRY NT—OBENHEFLIFER > TEEINTWVWSIHE., RO
S—HNRIINSD I ENHY ZF: EtcdCertSignerControllerDegraded. NODEIP_HINT Z# 42 SO k&
VRIZFANWEERLT, TI7AINMDIPEBBIROY Y V54 —N—54 RTEFT, FHLLIE, 7
av:FI7AILED/—RIPRBIRAY Y IV DF—/N—54 RESBLTL LI,

7511 AFav:TI7A N0 MDD/ —FRIPEROS Y VDA —/N—514 K

T7AIWMDIPEIROD Yy V&A—/N—F4 RF5ICIE&. NODEIP_HINTZEHZSCEY 774
EERLT, 774 MDIPEIROY Y V% F—N—S1A RKLET, eV N T 7M1 IVEERT S
E. NODEIP_ HINTZHTHEEINLIPZ RLADY TRy NRDA VY —T (4 ADSEED / —
RIP7RLRAZEBIRTEET,

=& ZIE. 7 —KRI1210.0.0.10/24 D7 KL XA %D eth0 & 192.0.2.5/24 D7 KL XA %D eth1 ® 2
DDA VI =T A ZADHY., T74IML— KD eth0(10.0.0.10) 25 L TWBiHE., /—RKDIP 7
KL RIZ@EE. 10.00.10IP 7 RLREFALZET,

dA—H—ik, BOY TRy ~192.0.2.024 BERIND L DT, T2y NADBEMOD IP (& %
&, 192021 REDHY TRy M — b0 x4) %3 LD IC NODEIP_HINT ZEHAH{RETEEY, ©
DIER. eth1 M 192.0.25IP 7 KL AW/ —RICFERAINZET,

ROFIEIFZ, T7AIV MDD/ —RIPBIROY Y V524 —NN—F4 RTE2AEERLTVWET,

FIR

1. /etc/default/nodeip-configuration 7 7 1 JLICE Y b7 74 L ZEBIILE T, &z, UTF
DEHICHRYFET,

I NODEIP_HINT=192.0.2.1

BF

e 192.025%4¢, /—ROEERIPZRLRAEZEY MELTERLAWVWTL
EIW, /J—ROEERIP7RNLRAAFRATSE, eV MNIP7RLREE
A3/ —RHPELKERETEIARLLARYET,

o EVNIFZFAIADIPT7ZRLRIE, ELWH TRy NERETZHICD
HMEAINET, EV RN IT7AMNICRRIINDE D, NS T714v 0 %FFEL
Tt A

2. ROAX Y R&EFEIFTLT, base-64 TTYA—RINAIVFUYEERLET,
I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0
el
I TKOERUIQXOhJTIQIMTKYLJAUMCXXXX==

3. VS5R9—%F704F Da1IC. master D—J)L & worker O—J)LOBEHDIY Y VERERY =7 T
ANEERLT, eV NEBHICLET,

99-nodeip-hint-master.yaml
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 {1 JL M base64 TIL YV
A—RINAAVFUVICBEBRIET (B
Tk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhkaV T
VYDFNCAR—ZAZAND L@ TEAVWI EITEFRLTLREI W,

99-nodeip-hint-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 1 JL D base64 TIL YV
A—RINAAVFUVICBEBRIZT (B
TKk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhikav T
VYDRNCAR—REZAND I EETERVWI LITEFRLTLEIW,

4. ~/clusterconfigs 72 &, VSR —BEEREFTZ2TAL IV N —ICX=ZT7 AN EREFLE
-a—o

5 V3R —07 704
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7.5.2. Open vSwitch DEED S TNV a—F4 v

Open vSwitch(OVS) DREE%E NS TN a—FT 4 V7 2HICTE. LUESKDBERESET LD ICO
TLRIVEBRETZ2REIHINELNFHEA,

J—RoOgLRIVE—RHICEBLEGE. ROBPIDELSIC/ —REDYY VERET—EvAHAY
AVvtE—VAhRETEIENHDIOTEENIVETT,

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

A—HICEAETZ2O07 Ay E—Y%EMT2ICIE. NSTNV a—TFT1 Y IHARETLAEZIC, OJLAR
IWOEEZTICEL TSI,

7.5.2.1. Open vSwitch @O 7 L NJILD—E 12358 €

BHBDO NS TV 2 —T 1 VT D=HIZ, Open vSwitch(OVS) DO Y L R)L % —BFMICERET 5
ENTEFT, UTOFIRTIE, /—F2BREETI2VEIIHY FHA, T, /—N2BRELLS
B, REDEHRIIREBEINEEA,

COFEEERFTLTATLARILEZEELK%. ovs-vswitchd.service DIV T VY DA—H4ARd O

TAYvtE—VBhITIVVEBET—EUHNSZITRBIENHYFT, O AV E—IDBRTIINALVELD
ICF5ICIE. TOFIEEZEYRL, OJLRNILETOMEICEREL TLIEIWL,

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—ICLTIVEATE S,
e OpenShift CLI (oc) 1’1 Y 2 h—IL IR T W3,

FIE

. /J—ROFNNy T Pod%xEFLET,

I $ oc debug node/<node_name>

2. lhost 5T /Ny o z)HADroot T4 LI M) —ELTERELEFT, T/8v ¥ Pod &, Pod A
D /host ICIRAMDLDIV— T 7AIVVRATLEIIVMNLET, L= T4 LI N)—%
/host ICEET DL, RARNTZ7AIVV AT LDLDNAF ) —BETTIXZET,

I # chroot /host

3. OVS EYV 12— J)LDIRIED syslog LRI ERRLET,

I # ovs-appctl viog/list

RDEABITIE, syslogDOT L R)LA info ICEREINTWET,

H A B

console syslog file

backtrace OFF INFO INFO
bfd OFF INFO INFO

m
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bond OFF INFO
bridge OFF INFO
bundle OFF INFO
bundles OFF INFO
cfm OFF INFO

collectors OFF INFO
INFO INFO

command_line OFF

connmgr OFF INFO
conntrack OFF INFO
conntrack_tp OFF INFO

coverage OFF INFO
ct_dpif OFF INFO
daemon OFF INFO

INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO
INFO
INFO

daemon_unix OFF INFO INFO

dns_resolve OFF INFO
dpdk OFF INFO

INFO
INFO

4. etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf 7 7 1 )L TO Y

LRIVEIBELE T,

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

FROBFITIE. OF L AL dbg ¢

)

BREINTWEY, syslog:<log_level> =

off. emer. err. warn, info. F7/<i3 dbg ICEET 2T & T, RED2T2EELFT., 47
D OTLRIVTIE, IRTOATA v EZ—IDBRAINET,

5. ¥—EXZBEFHLFT,

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. Open vSwitch @O 7 L X)L DB AW 5%

Open vSwitch(OVS) DBV L NIV REANICER 256, O LNV EZEANICERETZ I &N

TEEY,

AR

e cluster-admin A—J)LAEFDODI—H—E LTISRY—ILTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

1. LLFOBID & S 7 MachineConfig 7 72 = & kT, 99-change-ovs-loglevel.yaml @ & 5 7

774V EERLET,
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]

ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg 9
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

@ coFEEREFLTAVIO-ATL—V/—RERELLK. FEE®RYEL, O—L

% worker ICEREL T —H—/—KRAEZRELET,

Q syslog:<log level> DIE%E&XE L9, O L R)LIL off. emer. err. warn. info,
feld dbg TY, fE% off ICERET D E. TRTOAT Ay E—IDRAINET,

2. RV VREEZBERLIY,
I $ oc apply -f 99-change-ovs-loglevel.yaml

RS

® Machine Config Operator IZ2 W T

o IIVUVRBET—IDRT—H ADIER

7.5.2.3. Open vSwitch ®O 7 DX

Open vSwitch(OVS) ®AJ %= RRT 2 ICIE. LFOFIRTITWE T,

AR

e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) B Y &2 h—LI N T W3,

FIE
o LITFoav Yy RoWwsTnhrhraETLET,

o VIRI—HANHLocaIY Y RaFERALTATZRTT %,

I $ oc adm node-logs <node_name> -u ovs-vswitchd

FIB NS TN a—FTaVT
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°© VIRI—RND/—RICATHF Y LERICOTZRTT %,
I # journalctl -b -f -u ovs-vswitchd.service

J—RIiZaJ# 9% 120DA%IE. oc debug node/<node_name> X~ RAFEHT 3
Z&ETY,

7.6. OPERATOREEDEAED NS TN a—FT14 Y

Operator &, OpenShift Container Platform 7 7)) r—> 3 v &Ry —IJ{ L, 7704 L. BET
32HETY, Operator iV 7 MOz 7RV —DT VI ZT ) U JF—LDILRMEED & 5 ICENE
L. OpenShift Container Platform IRIEZ B L. ZTORIMRBICEDVWTY 7ILY M1 LOBRRE %
TWE T, Operator 37y T L—RK&EY—LL RICETL, BEICBEMNICHIRT 5 & D ICERETS
nNTHY, BEOEHHWDLDICY I NI TONYy Ty FTORAA2EKTZ2REDYa— Ay K
ERITTBIEIEHY FHEA,

OpenShift Container Platform 4.16 (Zl&, 75 A4 —HEEICHEEET 272 DICEBERT 7 4L bD
Operator v FH'EEFNTWVWE T, INSHDT 7 4 J)L b Operator I& Cluster Version Operator (CVO)
ICE>TEEBINET,

75 A9 —EEE(IL, OpenShift Container Platform Web 3>V —JLF72I& CLI #FHAL T
OperatorHub ™57 7 1) r—> 3~ Operator 4 Y A =)L TX 9, ZDH%. Operator 5 1D F /-
IXEED namespace ICH TR IS4 T L, V5 A9 —LTHREENFATESLIICTEEY, 77
|) sr—< 3 > Operator I& Operator Lifecycle Manager (OLM) IC& > TEEINE T,

Operator ICEIBENFE L 7235 E1I1&. Operator Subscription D AT —4% A %=MELET, V57 RY—
21K T Operator Pod DIEE M %252 L. 2BiAIC Operator O/ ZINE L £ 7,

7.6.1.0perator Y 7RV 1) T a v DREDS 1 7
HTR) FToavIidREIOWTOUTDY A TEBRELET,

K724 TRV T avoREDS1 T

7N B4

CatalogSourcesUnhealthy RICEAINZ—BOXLEIRTOAYOTY —ARFEETIEHY
Tt A

InstallPlanMissing YTRON)Toavo4 2 M—IVEtEDHY FH A,

InstallPlanPending YTRO9N)ToavDA4 YA M—IVEEIFA VA M—ILDREBHTT,

InstallPlanFailed YTRONVToavn4 2 M—ILETBEINREL F L7,

ResolutionFailed BTN T ar DREBROBRICKBLI L,

14
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pa 3

7 7 # )L b D OpenShift Container Platform Cluster Operator & Cluster Version
Operator (CVO) IC& > TEEB I, Ih 5D Operator ICI& Subscription # 72 = &
hBS®HY £/ A, 7Y 4r—2 3> Operator & Operator Lifecycle Manager (OLM) IZ
Lo TEEIN., TN 5HITIE Subscription A 72V MAHY F T,

RS
e HSOJVDEEUEMH

7.6.2.CLI #{FH L7/ Operator 7 727 7> 3 VAT —49 ADKRR

CLIZfFER LT Operator Y 724V 1) 73V AT —9RERRTEXET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

¥
. Operator Y 7242 1) 7o aveE)ANKRRLET,

I $ oc get subs -n <operator_namespace>

2. oc describe O~ K% LT, Subscription )V —X=R&ELXT,

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. <Y RHAT. Conditions ¥ < 3> T Operator t 7R 1) > 3V DREY A1 TDR
T—HREHRLET, LUTOHITIE, FIARBERIANTOAYOTY —IADEETHD
&. CatalogSourcesUnhealthy JRR&% 1 DX F7—% 2|3 false IC7 Y £7,

H A B

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...
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R

7 7 # )L b D OpenShift Container Platform Cluster Operator & Cluster Version
Operator (CVO) IC& > TEEB I, Ih 5D Operator ICI& Subscription # 72 = &
hBS®HY £/ A, 7Y 4r—2 3> Operator & Operator Lifecycle Manager (OLM) IZ
Lo TEEIN., TN 5HITIE Subscription A 72V MAHY F T,

7.6.3.CLI #{fifH L /= Operator h¥# A Y'Y —ZADRAT—4% AKR

Operator A% AT Y —ZADAT—4 A&, CLIZFRAL THETEET,

AR
e cluster-admin O—J)LEFDODI—H—E LTISRY—ICLTIVEATE S,

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

FIR

1. namespace DAY ATV —R%&VZAKRNKRLET, A, VFRY—2FOAHSOTY—2R
ICfEF X T % openshift-marketplacenamespace ZHiR T 5 &N TE XY,

I $ oc get catalogsources -n openshift-marketplace

H A B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. A9ATY —ADFMP AT —9 A %=MHERT BICIE. ocdescribe AT REFRALET,

I $ oc describe catalogsource example-catalog -n openshift-marketplace

el
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
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Port: 50051

Protocol: grpc

Service Name: example-catalog

Service Namespace: openshift-marketplace
#...

BRDHAFITIE, REICERIS N7/ REED TRANSIENT _FAILURE &> TWE T, TDIR
BElX, h90O7Y —RADEHGEIICEAE, M DB EERLTVWET,

. A ATY —ZADMER I Nz namespace D Pod ) A M7 v 7L E T,

I $ oc get pods -n openshift-marketplace

Al

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

namespace ICAY O Y —R&EEMT B E. ZD namespace ([CA¥Y OYY —XED Pod HE
BInFEd, sk A% TIL,. example-catalog-bwt8z Pod D 2 5 —4 A
ImagePullBackOff [C%> TWE Y, TORT—HFRIE, A9OATY—RDA VT YIRS
A=Y DFIVICEBIHZ & ERLTVET,

. ocdescribe YV R&EFHAL T, LYFEMABHRASD/EHICPodERELET,

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

HhH
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
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manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized
Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

BPRDHEABITIE, TS5S—AvE—JF, AYOTY—RADA VT Y I RA X —IWEEBEE
DIZDOICEBICTIVTCERWIEERLTWET, BIZIE, 1 VYT IRAXA=IHOT4 Y
FEEERAMVEETBLIARNY—IREEINRTVWEBBELHY FT,

BEEE IR
® Operator Lifecycle Manager DI RE LTV —X > AH5¥0OTYV—2R
® gRPC RF a1 X MEEmMEDIRAE

o JSAR—=KNLIZKNY)—=H5D Operator DA A—IADT V&R

7.6.4.OperatorPod A7 —4% ANV L) —

7228 —KW®D OperatorPod 8L VPENLDRAT—H X% ) A MNKRTEZXY, #Ffl72 Operator Pod
DEWNENETDEEHETEET,

AR
e cluster-admin O— )L Z&{F 21— —& LTITRI—ICTIERTE %,
o APIH—EXNHEELTWS,
e OpenShift CLI (0c) 1’1 Y 2 h—IL I T W3,

FIR

. VA —THRITINTWS Operator ') A NKRL F T, HAICIE, Operator /X— 3
v, AR, BLUVOT Y TIYM LDIEBIEEFNET,

I $ oc get clusteroperators

2. Operator M namespace THEITIN T3S OperatorPod 2 ') A hFR/RL. Pod DR FT—%
2, BEE. BLURERFBEYAMRRLET,

I $ oc get pod -n <operator_namespace>
3. F¥#l7: Operator Pod DEHMAEH AL X,
I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. Operator DEEL / — REBEDBETH 2358, €D/ — KT Operator AVTF—DRAT—
2% TY—LZET,

a. /—RDF/NNy Y Pod 2EL T,

I $ oc debug node/my-node
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b. /host =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3vY J Pod I,
Pod ID /host ICTRA RDroot 77 A IV AT LEIDY MNLET, root T4 LI MY —
% lhost ICEET D&, RAMDRITNRNRICEEFNDENAF) —%RTTIFET,

I # chroot /host

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4% ) TY, V3R
Y —DEREFEAT SITIE. Operator FRLFd., SSHEFRALAEY S
A=) —=RADT I ERIHEINFTFHA, 7272 L. OpenShift Container
Platform API A T E R WFE . kubelet B4 —4'v kN / — R TEYIIC
KEEL MW EH. oc BRIFVNZDRELZRITE T, ZDFHIEF. Kb YIC
ssh core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIC
TOEATEZLT,

c. REBSLIUVEEMITONAEPodAIDEZEL, /J—ROOVFFHF—IZDWTOFEE) A MK
~LET,

I # crictl ps

d /—RKLEDEED Operator AV T F—ICDVWTODEHREY A MRRLET, UTDHIT
I%. network-operator 1> 7+ —IlBET 21EHRE YA MKRRLET,

I # crictl ps --name network-operator

e. TN T TIERTLET,

7.6.5. Operator O 7 DUIN&E

Operator DEENFKE L /2355, Operator Pod OV A SEEMARBMIIEREINETZET,

AR &M
e cluster-admin O—J)LAFD2A—HF—& LTI TRI—IITIVERTE S,
o APIH—EXDHELTWS,
® OpenShift CLI(oc) B'1 Y 2 h—ILIhTW3,
o OV MO—LTL—rFAEFEIAY I O—ILTL—UIIVDOREEBMHRNAA VEDH D,

FIR

1. Operator M namespace TEITIN T3 Operator Pod. Pod DX F—4% X, Bit#). LV
ZEmEEEAE ) A RRRLET,

I $ oc get pods -n <operator_namespace>

2. OperatorPod DAV %A L £,

I $ oc logs pod/<pod_name> -n <operator_namespace>
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Operator Pod ICEED IV T F—HH2HBE. ARDOITY RICLYRZRI VT F—DERHINE
FNBZ3IS—NERINET, BEROIVTFF—DA607%29TY—LET,

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. API B'EE L R WA ICIE. KDYICSSHAEERLT&IY bO—ILFL—Y /) —RT
Operator Pod 8&U'a 7+ —0O7 %58 L £ 9., <master-node>.<cluster_name>.
<base_domain> Z B RAMEICEIMA T T,

a. &EavhbO—ILTFL—Y/—KDPod %Y AMRRLET,
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Operator Pod T Ready 2 7— % AWRRINBWIGEEIE. Pod DA T—4 X &FFMICHK
HELF 9. <operator_pod_id> Z#ERIDO AT Y RDOEHIT) XA MFRRINTL 3 Operator
Pod D ID ICEBE#MA T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

. OperatorPod ICEAES 23V FF+—%2YRARKRRLET,

(@]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

d. Ready 2 7—4% ZAH* Operator AV T+ —ICRRINBRWEEIK, AVTF—DRT—%4
A%z FHICHREL X T, <container_id> ZHHRDIY Y ROEAIC—EBERTIINLTWS
VTFFT—IDICEESHAZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready A7 —#% ANKRRINAL Operator AV FF—DO YV EMERL Z

9, <container_id> ZFHAD AT Y ROHAIK—ERRINTWEAVTF— IDICESH
ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% /I TY, 73R
Y —DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
A=) =R DTV ERAEHEINFEA, SSHRHATHRMT—4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZINEI N EERL TLEIWL, L.
OpenShift Container Platform API W FIF T X R WEE Y. kubelet 1'% —
Tyv b/ — RTEUNICHEBE LRWES., oc RIEDNTDOREEZITET, I
DiFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
ZFERALT/—RNIZ79EATEET,

7.6.6. Machine Config Operator O HEIH L& DL
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R EZ E D Machine Config Operator (MCO) IC & 2 TiTh N %354, Red Hat Enterprise Linux
CoreOS (RHCOS) 4 BRE L TEFE A RMT ZUENHY T, REDEENEHEEFEHTHS
HEIMIDDHST, RHCOS / — RiE, —FHRILEINAQWRY BEIRICHEE LI T,

P2
UTFOESEE. /—NOBEEE M) H-LEEA.

e MCOMNUTDEEOWITNIINZRET D E, /—ROKNLA VFLRIBESZ
TOTICEMEZERALIT,

o T VERTED spec.config.passwd.users.sshAuthorizedKeys /X5 X —
¥ —DSSH ¥ —DEHE,

o openshift-config namespace TO/O—/N)L T —U Ly MERIETIL
=Ly hADERE

o Kubernetes API Server Operator I & % /etc/kubernetes/kubelet-ca.crt 52
BEfE (CA) WBEEIO—T—> 3>,

e MCO I&. /etc/containers/registries.conf 7 7 { L NDEE
(ImageDigestMirrorSet. ImageTagMirrorSet. 7z(3
ImageContentSourcePolicy 7 72 = 7 M DEIIVIRERE) 2RET 5 &, 3
BB/ —ReRL14v L, ZEEZEAL, /—FODBEZMRLIT. ROE
BT/ —RRLIVERELZFHEA,

o pull-from-mirror = "digest-only”" /X5 X —4 —ANI S —TEILREINEL
TR N —DiEM,

o pull-from-mirror = "digest-only" /X5 X —4 —AL I M —ICBREI N
I Z—DIEM,

o unqualified-search-registries ~D 7 1 7 L DB,

AERFMAEFCDIC, IV VERET—IL (MCP) #ZE LT, Operator ’Y Y VEREAZTH L /2%
ICEHEBBEEHEBCIENTEET,

7.6.6.1. > Y —ILDERAIC & % Machine Config Operator @ HEIFEREID L

Machine Config Operator (MCO) DZEEH b RNEQLHRETZ 5 <'ICI1E. OpenShift Container Platform
Web AV Y —ILEFALTIYVERET—IL (MCP) Z#ZE L., MCONZDT—ILAD ./ —RILER
EMAGNABVWEIICTEZIENTEET, CNICLY, BEMCOEH OLZAD—EE L TERITI
haBEEgrTcEARARYET,

p= =)
Machine Config Operator D BEIFEEEIDEMNL D2 DE® NOTE 25 L T X
LY,

AR

e cluster-admin A—J)LEF DODI—H—E LTITARY—IITIVEATE S,
FIE
HEIMCO BEHOBREIHO—FH ST/ I3 —BEELAHERT2ICE. UMTEETLET,
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122

o HIBFEH OEREZ—MHELELET,

1.

6.

cluster-admin O—JL %D 1 —4—& L T OpenShift Container Platform Web 2>V —
mcas4 v LEY,

Compute » MachineConfigPools 27 !) v 7 L ¥ 9,

MachineConfigPools R— T, Bi2g% —FIET 5/ — NIZADHE T master £/
worker DWFhha oY v I LET,

. master ¥ 73 worker R—Y T, YAML%Z2 v  LZE9,

YAML . spec.paused 7 1 —JL K% true ICEF L 7,

MachineConfigPool # 7 x4 DYV T

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: true ﬂ
#...

Q spec.paused 7 1 —JL K% true ICEH L. BiREE—BELELET,

MCP " —BHEIEI N TW3 Z & 28R T % 1IE. MachineConfigPools R—YILR Y &
ER

MachineConfigPools X—< M Paused 7 Tl&, ZHE L7 MCP ICx L T True AMREI 1
79,

MCP D' —BHE LR ICIREBHPDEENH 5155 1. Updated F1iE False TH Y. Updating
I& False IC72 Y £ 9, Updated A° True T4 Y. Updating »* False D&, REFDEE
iEhY FEA,

BF

REBHPOEENH 554 (Updated & & U Updating 51D A False D5
B). CEXLRITBRBICHEREOX VTV RABEE ATV a—ILT5I &
AHREINET, BB O ERO—RKELAMBRL T, REICHERZE
LTHOLFa1—IBMINAEEEEZERAT 2ICIE. UTOFIRICHEVNET,

e HEBEH O EAD—FFLEEZMBIRT I, UTERITLET,

1.

cluster-admin O— )L %D 1 —+4— & L T OpenShift Container Platform Web O~ Y —
e g4 v LEY,

. Compute —» MachineConfigPools #7 ) v 7 L9,

MachineConfigPools R— T, Bi2gi% —FIET 5 / — NIZADHE T master £/
worker DWInhEs Y v I LET,

master F7=1& worker R—Y T, YAMLA27Jv - L&,

. YAML T. spec.paused 7 1 —J)l K% false ICEH L £,
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MachineConfigPool # 7 x4 DYV T

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: false ﬂ
#...

Q spec.paused 7 1 —JL K% false ICEH L. BRBEZZFTLET,

= -1o)
MCP O—BEIt A #R{d 5 &, MCOW—BELELAETARTOLTEAER

L. #EITIS LU T Red Hat Enterprise Linux CoreOS (RHCOS) % Bi#2&) L £
ER

6. MCP " —BHEILL I TWB Z & %R T %ICIE. MachineConfigPools R—UIZRY £
ER

MachineConfigPools X—< M Paused 7 Tld, ZHE L7 MCP ICx L T False B R&EI N
9,

MCP WREHDEFRAEA T %354, Updated 5llid False (7Y, Updating 3% True
ICAY) £9, Updated #° True T#H Y. Updating »* False D&, BIMOZERIEIMA 5N
Ft A

7.6.6.2. CLI [ IC & % Machine Config Operator ® BEiFEE D E1L
Machine Config Operator (MCO) IC& > TIMA LN BZEENOE U DR EAFHRT AR CICIE,
OpenShift CLI (oc) #FRA LTI Y VR ET—IL (MCP) #Z&E L., MCONZDT—ILH®D / — NIZE

BAMAONABVWEDIICTBIENTEZTT, ThICLY, BEMCOEHF I OERD—EE L TET
INhZBEBIFITIARCAY ET,

R

Machine Config Operator ® BENBIEEIDELL D2 DB®D NOTE Z5RB L T L£X
LY,

AR &M
e cluster-admin O— )L &ZH 21— —E LTI ZRI—ILTIVERATE S,
e OpenShift CLI (oc) 1’1 Y2 h—ILI T W3,

FIR

BHE MCO BFiOBEED—FHEL X — L %2M@RT2IC1E. UTERITLET,
o HEBREOtRAA—BELELET,

1. MachineConfigPool 1 X% Ls') ) —X %, spec.paused 7 1 —JL K% true ICRET 5 &
DICEHLET,
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avhkao—nL7L—rv (XRY—)/—K

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

7—h—/—FK

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. MCPA—FHEIEINhTWB I & Z2MERRL T,

avhkao—L7L—rv (XRY—)/—K

I $ oc get machineconfigpool/master --template="{.spec.paused}}'

7—h—/—FK

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

H A B

I true

spec.paused 7 1 —JU K(d true THY., MCP [E—BHELEIN F T,
3. MCPILRBHOEELNHZHNEIDEHBILE T,

I # oc get machineconfigpool

H A B

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fab0 False False

UPDATED %A False T#% Y. UPDATING »' False D& (3. REBFOLEELIDHY F
9, UPDATED #' True T Y. UPDATING 7' False D354, REBFDEHIIHY FH
ho ZDHITIE, 7—h—/—RICRBHOEELIrHY ET, A bO—ILTL—V ) —
RICITRBHDEELHY FHA,

BF

REBPOEENH 554 (Updated & & U Updating 51D A A False D5
B). CIXBRITBRBICHEREOX VTV RABEE ATV a—ILT5I &
AHREINE T, BHBRB O ERO—RKELAMBRL T, REICHERZE
LTHLFa1—IBMINAEEEZERAT 2ICIE. UTOFIRICENET,

e HEBEH O EAD—FEFLEZMBIRT I, UTERITLET,

1. MachineConfigPool 7 2% L') YV —X %, spec.paused 7 1 —JL K% false ICFRET % &
DICEHLET,
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avhkao—nL7L—rv (XRY—)/—K
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
7—h—/—FK
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

pa 3

MCP O—BHELL % fRBR e 2 &. MCO [E—BHELE L7 IR TOEFE % #EA
L. #EITIS U T Red Hat Enterprise Linux CoreOS (RHCOS) = HBi#2&) L £
-3—0

2. MCP O—BFHZLED BRI NTWB I & ZRER L T,
avhkao—L7L—rv (XRY¥—)/—K
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
7—h—/—FK
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
DBl
I false
spec.paused 7 1 —JL Rid false ThHY. YV VERET—ILDO—BELIZRBRINET,
3. MCP ILRBHDEENHZHEI D EHIBILET,
I $ oc get machineconfigpool
DBl

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

MCP BMRBHRODLEEAEAT 2154, UPDATED %liZ False T. UPDATING %liZ True
IC7Y £9, UPDATED 7' True T#H Y. UPDATING 7' False D54, BIMOZEREIIINA
bhFEthA, BERIOHTIE, MCOWT—H—/—REEHFLTWVWET,
7.67.BEOHBZ Y TR T avDEHR
Operator Lifecycle Manager (OLM) T, XY NT—9 TT7 V7 BATERWA A=V BRI 3

Operator a4 720 54 79 %358, LLFOIS—%H L TKHBL 7% openshift-marketplace
namespace TP a7 RDIFTBIENTEET,

H A B
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ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

H A B

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

ZTORR. YTRV) T2 aVEZOBEEOHZREDE L&Y, Operator &4 Y A M—ILE7IE
Ty TITL—REETTEERA,

YIT29)Toav, 93R9—H—EZRN—=U3a > (CSV) TOMDEEA TV M&HIRL T, &

EOHBZYTRIN) T aVvaEBHTEES, YTRV) T avaBERLAELRZRIC. OLM I
Operator DIEL WA=V a v EBA VAN =)LLET,

AR E 4
o FUOVARHEERNY RIVA A=V ETITELRVWEEDHZYTRI) Toarvhrh s,
o FLWAYRILAMA=JIZT I EATIXZZEEEELTWS,

FIR

1. Operator ' ~ 2 h—JL I N T3 namespace H 5 Subscription & & U
ClusterServiceVersion 7 72 =V NDEZFIZEBLE T,

I $ oc get sub,csv -n <namespace>

H A B

NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. TRV )T avEHIBRLETD,

I $ oc delete subscription <subscription_name> -n <namespace>
3. V2RI —H—ERN—=IaVEHIRLET,

I $ oc delete csv <csv_name> -n <namespace>

4. openshift-marketplace namespace DXL 722 3 7B L VBEET IHREY Y TOAFI 2 IE
L¥Ed.

I $ oc get job,configmap -n openshift-marketplace
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Al
NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. YVaJZ&HIRLET,

I $ oc delete job <job_name> -n openshift-marketplace

INICEY, TOERTERVWAA—=IDTIVEFITT 5 Pod IFBERI N A ARY FT,
6. REYY THEHIKRLET,

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. Web 3>V —)L®D OperatorHub Z{#f L 7= Operator DHA ~ X k—JL

e Operator NIEEBICHEA VA M—ILINTWE I EA2BELET,

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. 74 VA M—JLKKIZED Operator DFA VA h—JL

B U Operator DBA Y X M—JLAITY BHIIC. Operator ZIEENDTRIZT VA VA M=V B h
ERHY 9, Operator EFINDRLRICT VA VA R—ILTETCVWAWSGE, 7OV M
namespace 72 ED ) Y — A M "Terminating” A7 —4% XA TR¥ v ¥ L. "error resolving resource" X
T—IPNRTIINZET, UTFICHIZRLET,

Project 1) ¥ — X D&iBAHI

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

INSDH A4 TDORIREIE. Operator DIEEREA VA M—ILEIHTZREEMEAHY £7,
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DIk

“®

[ |

namespace % s&HIAIICHIBR L TH. "Terminating" IREEDBIRENBER X 1 2 AT REM:
FMEL<. V5 R —DEMEDNTRE X I FRTEEICAZAREMELH B/,
namespace DHIRZIFIF TW A AREMDH ZEE) YV —RDOFEIEFNT B &

AR INF I, FMIE. Red Hat Knowledgebase Solution #4165791 &R L.
FICEREESITEBLTLESIY,

ROFIETIE, LLETA >~ 2 b—JLEI N7z Operator S DEEFEH X4 L) Y — R EF (CRD) A RE T
9 % namespace NNIEFBICHIBRI N W/®HIZ Operator #BA Y A M—I)LTERWFED NS 7L
91_7__4 yg‘%zﬁbij—o

FIR

1. "Terminating" JREED & F (T4 > T % Operator ICFAE T % namespace h'$H % H & D M & FEER
LET,

I $ oc get namespaces

H A B

I operator-ns-1 Terminating
2. PUAVAM=)LDKRKIEE Operator ICFIET 2 CRDAHEIHMEZELE T,

I $ oc get crds

T

R

CRDIE7/O—/N)L Y S R9—FHTY., CRDICEET ZEEOHRY L)Y —
A(CRYM VY RH Y RIE, D namespace IZH BN, 7O—NILYFRY—A
VA VATHBAREMEDDHY XS,

3. Operator ICL > TIREFAIIBEINTWS CRDAHY, TOCRDET VA VA M—)L1.IC
HIR g 2 BN H B5EIE. CRD #HIBRLE T,

I $ oc delete crd <crd_name>

4. PA VA M=) LT % Operator ICEET S CRA VAY VA E > TVWBMNHER L. o
TW3IEAIECREZHIBRLET,

a. 74 VA M—=IEIZ. RET D CRDY A TOHIEHIEEEICA LY, Operator MEET 5
CRDZ{BIEL TWBMENHZHEEHY 9, /=& A X, EtcdCluster CRD %12t 9 %
etcd Operator D7 VA VA M= A NS TN a—F 127 F %5HE. namespace Th
) @ EtcdCluster CR #HR%RTX 7,

I $ oc get EtcdCluster -n <namespace_name>
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BIE NS TNYa—TFTaVY
£ L< &, §RTD namespace TRERTEXZ T,

I $ oc get EtcdCluster --all-namespaces
b. BIFRT 2EDH S CRME>TWBIHEIF. 1 VY RY VR EHIBRLET,
I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>
5. namespace DHIRNEBICHRIN/Z E#ERELE T,

I $oc get namespace <namespace_name>

BF

namespace ¥ Z DM ®D Operator ) YV —ZANEREICT VA VA M—=ILINTWVA
WigEIE. RedHat HR— MIBBWEDLECEIL,

6. Web 3> —JL® OperatorHub % f# L 7= Operator DBA ~ X k—Jb

MREE
e Operator NIEEBICHEA VA M—ILINTWE I EA2BELET,

I $ oc get sub,csv,installplan -n <namespace>

BB
o USR8 —HbMD Operator DHEIKR

® Operator DY S XY —~DIEM

7.7.POD OEBEDRAE

OpenShift Container Platform (&, KA M EICEICF 7O/ I3 12U L0 YT+ —TH2 Pod D
Kubernetes D&% EA L TWE 9, Pod I&. OpenShift Container Platform 416 TE&. 7704
EECTEXSR/NOIVEL—NEAITY,

Pod EEINDE, AVTFT—NKRTIZET, FLREAVT T —DHIBRINSEET/ — FTERITS
NEEDICEVETONET, RYP—BLTRTI—FIZIEL T, Pod I3# 7 I3 RFFRICHIFRS
h, Zhoon IR 7I7EXATESLIICLET,

Pod DEEAFELE LIZHEICIE. FT PodDRT—9R%EFxv Y LET, Pod DEARMIREEHNH

£ LAHBEICIE, PodDIZ—REEF v I LT BEDA A=Y, AT+ —, £hiEPod xv

NO—VDORBEEHELTLEIV, T5—REILEDLZHT—YDINEETVWET, Pod IRV K
AvtE—VBLUVPodBELTIVTF—OOVEREZERLET, ATV KT YV ETEITHD Pod

K7 ERAT 2D, BBEDHZ PodDFTOA XY RREICEDWTroot 727 E2RATTF /Ny & Pod %
wE L CHBZERICEE L X T,

7.71.Pod DTS —JRREICDWT
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Pod DEEEICL Y. oc get Pods DH D status 7 1 —J)L NTHERTE 2TRHNALT S —RKEMRS
NEFT, PodDIZ—REIF, A A=Y, AVvTF— $LVAVTF—3y 7=V ILEET BES
IKDWTOREZRLET,

LUTFDxRIE, Pod DT Z—RED) A M EZN5DFRAZEEHL TVWET,

*x7.3Pod DTS5 —ikEE

Pod DTS —RE  SiA

ErrimagePull

ErrimagePullBa
ckOff

Errinvalidimage
Name

Errimagelnspec
t

ErrimageNeverP
ull

ErrRegistryUna
vailable

ErrContainerNot
Found

ErrRuninitConta
iner

ErrRunContaine
r

ErrKillContainer

ErrCrashLoopB
ackOff

ErrVerifyNonRo
ot

ErrCreatePodSa
ndbox

ErrConfigPodSa
ndbox
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—fEHRA X =T DEIET S —,

AX =Y DRFICKBL, MYBINhE L7,

BEINAAXA—JZIFENTT,

A A=V DREICKBLE L,

PullPolicy (& NeverPulllmage (CE2EX M. 4 —F v MM A=Y FRA METO—

AIICRDOMY FH A,

LYRANY—D0AX—VDEEBEHABMEIC, HTTPIS—2FELF L7

BE IN7 Pod RICAWD, kubelet ICE > TEBEINTUWLWE

rk
my
ot
Ll
\
NI
N
g,
|}
(][

AVT T —OHEEICRIRL T L,

Pod DIAVTF—DWThILERBICEELEEATL.,

Pod DIV FF—DWFNEERIEBHKRTINhFEFEATLE,

AVTF—D T LFE L, kubelet FBEHZHTL I A,

AVFF—FlldA A —Ih root EBRTERITEHATLE L7,

Pod B> KRRy 7 ZDEBRD I L EFHATL,

Pod Y RRY 7 AREZBMSTEEEATL .,
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Pod DTS —RE&E  SibA

ErrKillPodSand Pod %Y Ry 2 RIXEEICELELEHATL,.
box

ErrSetupNetwor v b7 —2 OHEALICKREL & L7,
k

ErrTeardownNet Xxv hT7—2DRTICKBLZE L,
work

7.7.2.Pod AT —% X DHER

Pod DAT—9 ZABLVIT—REE VT —TEXY, Pod ICEETZTTOM AV FNEEE VT
J—L. R=ZAA-VDITAUZHEIDIEHTEIY,

(1} =355
e cluster-admin O—J)LA2FD2A—HF—& LTI TRYI—IITIVERTES,
® OpenShift CLI (o) ' 1 Y A h—JLINhTW3,
e skopeo 1 VA R—JILINTW3B,
FIB
L 7Oy MCHIYEAET,
I $ oc project <project_name>

2. namespace N CETINTWS Pod, Pod DAF—4 R, TS5—DREE, BitE., 8LURE
BFFEZ ) A RRERLET,

I $ oc get pods
3. namespace AT 7OA AV FRETEEINTVLEHNEINEZHFILZF T,
I $ oc status

namespace A7 7O4 XV FRETERBINZHE, HAIKE, T7O14 AV MREZER—
AAA—VDBRINEENZT,

4. FIROATY ROHEATBRINTVEIR—RM A—JERELFT,
I $ skopeo inspect docker://<image_reference>
5. R=ZA A=Y DBWAELLLBAWEEIE., 77014 XY MNEEDSREFHLE T,

I $ oc edit deployment/my-deployment
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6. TTOAMAY NEREMRTIFICEEIND &, RENBBNICET 7O/ IhExd, 7704
AV NDETHICPod RT—49 R ZHR L. BENMEBRINTVENE >IN ZHBILET,
I $ oc get pods -w
7. Pod OKBUICEEY 2 2MEIRICD W TIE. namespace HTARY MNERESEL £,

I $ oc get events

7.73.Pod 8LV FFHF—O7DRE
AR Pod DRICEE T 2EES LV IS —AvE—YDEEIIDWT Pod L0 aryF+—0O

JaRETETFET, RVY—BLTKRTI—NIIEL>TE, PodBLVaAYTFH—0OJE Pod DT
BEMATROIFICRY T,

AR
e cluster-admin O—J)LAEF DODI—H—E LTISARY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIE
. BEDPodOs/ s T )—LZEY,

I $ oc logs <pod_name>
2. PodADHFEIAVTF—DOOT 2T )—LET,
I $ oc logs <pod_name> -c <container_name>

FID oclogs AX Y REFHL TEREINDOJIE. Pod Fida YT+ —HNOEERD
(stdout) ICEEINDI A v E—VTREINET,

3. Pod A®D /var/log/ ICEEN5O7%REBELE T,
a. Pod D /var/log ICEENZ 7 7ML ELVOY TTF4 LI MN)—% )X MRRLET,

I $ oc exec <pod_name> -- Is -alh /var/log

H A B

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
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drwx------ .2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. Pod A®D /var/log ICEENBHFEDCA T 7740V %E 0 T)—LET,

I $ oc exec <pod_names> cat /var/log/<path_to_log>

H A B

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FEDIVTF—AD varlog ILEEFNZO7 7 7AILBELVYTTF4LIN)—%Y R
FRRLEFT,

I $ oc exec <pod_name> -c <container_name> Is /var/log
d HEDIVTFT—HNOD arlog ICEEFNZRHEOO T 774V %= L) —LET,

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.7.4. ZT7HD Pod ~NDT7 VR

Pod ITY zILERLC D, R—FEZEICLEYRY NT—ITF7 IR ETEB LT, ETHD Pod 2 EFH
ICHEERT B2 ENTEET,

AR
e cluster-admin O— L2 {F 21— —& LTI TRI—ICTIERTE %,
o APIH—EXNHEELTWS,
e OpenShift CLI (0c) B’ Y 2 h—IL I T W3,

FIR

L. 7R $BPodhEENZ IO MIEIWEAET, Chik. ocrshd< Y KA -n
namespace 4 7> 3 VEZIF ANBWEOHICHETT,

I $ oc project <namespace>

2. JUE—bF>T)L% Pod CEEIL T,
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I $ oc rsh <pod_name> ﬂ

Pod ICEB# DO YT F+—hH B354, ocrsh (T -c <container name> HNIEEI N TLR
WERBYSHOAVTF—ICT 72 I MNREINET,

3. PodHDFENDIAVTFHF—TIE— ML ZEEILET,
I $ oc rsh -c <container_name> pod/<pod_name>
4. Pod DR— hADR— bmEtEy Y a VEERLET,
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q R—NegpEtyoavaxvyyEILT2ICE ClkCE AN LE T,

7.75.root 7V A TDT /Ny 5 Pod DIELE)

BEDH 2 Pod DT TAA XY NEIETTAA XY MREICEDWT, root 7V ERATTF Ny &
Pod ##TXFd, BE. Pod 1—H— (T root LA DIERTEITLFTH., BBEEFEET D7=0HIC
— B root EFRE CPod D RS TN a—F 4 VA EFTT B EIFBICIIBET,

Gl s
e cluster-admin O—J)LEFDODI—H—E LTI SARY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) B4 Y &2 h—JLI N T W3,

FIE
L 704 AV MIEDWT, root 7PV ERATTF/Ny J Pod 8L F T,
a. 7OV hNOTFTOAM AV NEERBLET,

I $ oc get deployment -n <project_name>
b. 7704 XY MIEDWT, root ¥R TT /Ny ¥ Pod ##2EIL £7,
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. TTOAMAX Y MNBEICEDWVT, root 7PV EATT /Ny ¥ Pod #i2EL T,
a. AV MNDFTOM AV NREREDRELEY,

I $ oc get deploymentconfigs -n <project_name>
b. 7704 XY MREICEDWT, root R TT /Ny ¥ Pod Z2EIL £,

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>
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R

AV9S0T74 TRV EERTTERDYIC, - <commands> % FiiRD oc debug 1
<V RIZEML, /8y JPod ITE~ZDIAYY RERTTHIENTEET,

7.76.Pod 5LV TF—AD/DLDT7 7A4IDIE—
Pod (I/ DB 7 74— LT, REZEEEZTAM LAY, BIBERENELLYTEET,
GIE =30

e cluster-admin O— /)L &ZH 21— —E LTI ZRI—ILT IV ERATE S,

o APIH—EXDHEELTWS,

e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

FIR

. 7740 % PodiCaE—LZET,
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

Q CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

2. Podo 7740 2EE—LET,
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

Q CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

Pz
occp WH#ERET B ICIE, tar XA F U —A AV T F—RNTHARARETHIUNEN
HYET,

7.8. SOURCE-TO-IMAGE (S2I) TOvRONZ TN a—Fav YT

7.8.1.Source-to-Image (S2) D NS TN a—FT 4 VIDANSTI—
Source-to-lmage (S2I) A L C. BIRAEER Docker WD AV FTF—A A=Y %ZEIRNLET, 7
TNVr—23avyY—RA—REQVTF—AX—=VICHEAL, FRAA -2 TV T L TERTARE
BAX—VBERTEET, FRAA—JICE, R A=V (EWY ) BLVEILRINELZY—2R
MEAIAEFNTVWET,

S2l 7O R CRERENRETIEMEEET SDICIE. UTDORS20 AT —JICEAET % Pod DIRREA T
RTEZET,

. EIVKREBEEDER T, EILRPod ER—RAX—IUEBLOCT7 IV r—vavyoy—2d—RKH
ST T)r—o3vaAvTr—AA—CHERT 3E0IERINET,

2. TTOA XAV MNEEDRRE C. 704 X2 kN Pod IXEJ REEEEETEIL RINETTY
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H—=2ayAVUTt—AX—=—IhoT7 T Y r—a3 Y PodaT7AO(4 T 520ICERINE
T, 704XV NPod g, Y—ER®I— NG EDHRDYY—REFTOA4LFT, 770
A AV NEREIX. EIRERENKINT B EHBAINET,

3. F7A4 AV MPodD7 Y r— 3> PodDilZEIEIC. 7Y —2 3 DEENAETH
D7) — 3y Pod NTHRETDAEELGHY FT, IcExIE, 7TV —2 3> Pod
A Running RETH>TH, 7V r—2a VIEFEBY ICEMELAVWTREMELGHYET, &
DYFNVATIE, EFHROT7TYr—23 Y PodIil7P2EALT, PodRODTF7 Y 5r— 3>
DEEAFAETTET,

SADEBED RS TN 2a—FT 1 T %TOBRICIE. UTFORANSTI—IIRVWET,

L. EIR, F7OMA YN, BLUOT7TUT—2 32 Pod RTF—9 ZADER

2. B@EAIRELES27OEZADRT—Y DR

3. KB LAERTF—JIC/IineT 500 DHEER

7.8.2. Source-to-lmage Z#i7—4 DINE

S21Y—JLiE, EILRKPod &EF7OA4 X b Pod Z#BEBICEITLET, 7704 X2 M Podid. ENL
RRF—VTERINAEZT T r—2ayaryst—AX—JIKEWTT7 T Y r—>3 Y Pod 55
TO4LET, S20 7O R TRERENRET Z2HAEHRNTZAHIC. EILR, TFOM XV N &
V7Y —2 a3V Pod DRAT—HREERLET, RIS, ThIKELCT2HMT—9 %2 RELE T,

AR

e cluster-admin A—J)LEFDODI—H—E LTISARY—IZITIVEATE S,
o APIU—ERDHEEEL TW 5,

® OpenShift CLI(oc) H'1 Y A h—IL I TW3,
FIR
1. S21 7OERLETDPod DRAT—H R%ERL., BENRETIAT—VEHFILET,
I $ oc get pods -w ﬂ

Q WAEFEHALT, Ctrl+C A FERHLTCOY Y KA TT 2 X TCPod CEEODEEAERL £
_a—o

2. BEDOHD Pod DAJTCIS—DEEAERLE T,
o EJILKPod k9 35158, EILRKPodDOV AR LET,

I $ oc logs -f pod/<application_name>-<build_number>-build

e

R

F 7=, oc logs -f be/<application_names> ZfEfA L T, EJLREEDOO Y
ZHRTEEY, EILREREDOOVICIE. EINRPodbDOTNEEN
Y,
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o FOA AV PodHkHT ZI5A. T7AOAM AV NPod DOV AR L T,

I $ oc logs -f pod/<application_name>-<build_number>-deploy

pa 3

F72l%. oc logs -f dc/<application_name> 2R LT, 7704 X~ bE&
EDOOJERRTEET, ThICLY., F7O94 XV b Pod NEEICEST
INDET. 77OM AV N Pod SO THAEAINET, T7OM XY
N Pod D5ETHRICEITTSE, AV RKET7FY s —>av Podhrb0%
EFHALET, 77044 M Pod D5ET#HE. oclogs -f
pod/<application_name>-<build_number>-deploy #32{T L CO/IZ7 ¥
TRATEEY,

o 7Y — a3y PodHBkBLEZBEY. 7V r—arvhRiFho7 IV r—ay
Pod ACHFABY ICEMELAWES. 77V 5—Ya vy PodoO v &R LET,

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

783. 7 ) hr—a v DEEEREETLLODT S b— a vBlT—49 DOINE

TNV —2aVvDEERETHROT T YSr—2a Y Pod RTHRETHEREMIGHYET., ZDLD
BIRETIE, UTFOANSTFY—%FHL CEMBEREDNESTI T,

o 7)) —2 3V PodICBET ANV MNEHRLET,

o 77U —avPodhoOJERIALET, Ihilid. OpenShift Logging 7L —LT—4
IKE>TREINMBRWT ) r—ravEFoa/ 7714 LA EEFNET,

o PN —2avBREERENICTANL, P S—2a vV TS —THRMY —ILERT
L/i-a—o

AR
e cluster-admin O—J/LEF DODI—H—E LTISARY—ICITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

L HEDT7 TV T—2 3V Pod ICEAETZARYMNEYZRMRTRLET, UTOHITIE. my-
app-1-akdlg E WD ZRIDT7 FY I —2 3V Pod DARY NERBLET,

I $ oc describe pod/my-app-1-akdlg
2.7V 5=y avPod DRI EERBLET,
I $ oc logs -f pod/my-app-1-akdlg
3 ETHDOTTY =3V Pod ATRHEDPOT A I L) —LFET, ZEHA (stdout) ITEF S

%071 OpenShift Logging 7L —AL7—2 L& > TPREI N, ZhiFpmboa~x >y KOH
AICEENF T, UTDI I —Iid. ZEHT (stdout) ICEFINLRVWOTICOHBETT,

a Pod R TCroot#ERAIICT FTUAA—a3avafIc 7oA TERIESE UMTOLSICO
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R T T N TSt -

TI774) & LET,
I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. 77XV r—> 3O DRFRICroot 7YV CADNMBELRIZEIL, rootERTT /Ny AV T
F—%EHL., IVTF—ATOT I 7ML ERRTEEY, 7OV bOD
DeploymentConfig 7 7> =/ kDS TF Ny JaVFF—%RELE T, BH. Pod 1—
H—Id root LA DERTERITLEIH. BMEZFAET 57O —BFMIAR root ¥R T Pod
DTN a—T4 VT aETTEHIERERILIEET,

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

pa )

oc debug dc/<deployment_configuration> --as-root % -- <command> %
BIETICERTTZBE. T/NY T PodATroot 72 EATA VY57
TATRYTIVICT IV EATEZT,

4 AVIZVTATRYTITT T r—oa vl edE@IcT AL, 77— av0
YTFT—TCHMY -V ERITLET,

a. 77N r—>avavsrr—TA V89S0 T4 7RI ERELE T,
I $ oc exec -it my-app-1-akdlg /bin/bash

b. YTIWSTFUT—arOBEEENENICTAMN U EY, £E2IE aVvFF—DT
VMNY—RAV IOV REETLT, BREWBRTDIENTEET, RIS, V—2R
I—REEHL, S20 7AERATCF7 IV r—rayarys+F—2BEI R BHEIC, ATV
RSA VDO ERICEEATAMNLET,

c. AVT T —ATHRAARREMNAFT) —Z2RTLET,

pa

—ERDEMT/NA F V) —%RITT BICIE. root ERABETT, TDL DK
SLTI&. oc debug dc/<deployment_configuration> --as-root #2317 L

T. BEDH % Pod M DeploymentConfig = 7> =7 MIEDWT, root
MEBRTT /Ny U Pod ZBEITE X T, RIS, T/3v U Pod AD SR/ N A
F)—%root ELTETTEET,

5. BMNA )=V TFF—RHNTHRTIAWESIE. nsenter 2FERAL T, AvFF+—D
namespace I TR M DBMI/NA F1) —%RITTEXT, UTOHFITIE. RRXAMDip /N1 F
)—%FALT., AT+ —®0namespace ATipad #ETLE T,

a. =Ty N/ —ROTFTNv Ty aVIZAYET, ZOFIEIE. <node_name>-debug
EWDITNY T Pod AV RAYVZAELET,

I $ oc debug node/my-cluster-node

b. lhost =T /N\w 7> T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod AD /host ICTRA MDD root 77 ANV AT LAEYIYNLET, root T4 LI MY —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,
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I # chroot /host

—

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITY, V3R
Y —DEBEEBEAT SICIE, Operator AFHALF I, SSHEFALKI S
A=) =R DTV ERFHREINFEFHA, 7272 L. OpenShift Container
Platform API A T E R WFE . kubelet B9 —4'v kN / — R TEYIIC
BEEE L RWNEE. oc BRIEDNZDHEEZITE T, ZDFEIF. KbYIC
ssh core@<node>.<cluster_name>.<base_domain> Z{#H L T/ — KIC
TOEATEZLT,

c. ¥— v haAVFF—IDZEHHILEXT,
I # crictl ps

d Avr+— o)jthlD %ﬁﬁwbi?—o L_@WIJ—C‘:I 5 — /7-/ N7+ —1ID &
a7fe32346b120 T,

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. RAMDipNAF)—%FALT. YT F—D namespace AT ipad #ETLZE T,
ZOBITIE, 31150 37 F—D7OERID & LTHEMALE Y. nsenter A7 ¥ Kid,
& —4y N FO+& XD namespace # AA L. Z®D namespace TAX Y R&EERITLET,
ZOFIDSY =4y NTOEREAVTF—DTOERID THZ7EH, ipad IV K,
RAMMSAYFTF—O namespace TEITINE T,

I # nsenter -n -t 31150 -- ip ad

R

TNy T ) —RREDFEREIVTF—A2FRALTVWRIHEADA, VT
F—® namespace A THRRA MDA 1) —%EITTEET,

7.8.4. EAE IR

o S2IEIRR NS TV —DFEMIZ. Source-to-lmage (S2NEIL K #ZRL T XL,
79. A ML —VDEEDO NS TNV a—FT4 VY

791 EHEIY LTI S — DR

J—=RPFHETICISy Y aFzlE vy MU VT B &, EY H TSN ReadWriteOnce (RWO)
R)2—LH/—RKIST7UIIVFEN, ZORIFFID/ —RTR7Y21—I)LENS Pod THEAH
BEICR D ZENFRINET,

2L, BENRELL/ —RRBEIYHETONER) 2 —LEZT YYDV NTERVWED, FifR/— K
L:?'?/ P22 EETEEEA,

BHEVETOIS—DREINIT,
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H A B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

FIE
BHENY L TORBEBRATZICIF, UTOVYa—YaryownwsnhraFHELET,
o RWXARYa—LAFRALT EHIVHTZEMCLET,
FEAEDRA ML=V Y1) 2—2 30 TlE. ReadWriteMany (RWX) /R 2 —A%FEH L T,
BHENY LU TIS—4.H<CTENTEET,
e RWORY a—LDFEARICEENAREL/—RA2EETZH. HIKRLET,
VMware vSphere 72 &M RWX #H7R— f LIRWA KL =Y DIBE., RWO R 2 —Lh Kby
ICERINZMEADYET, 7L, RWORY 2 —LIFEHD /) —KRIIYTOVNTEFEH
/\JO
BHEYYTDIS—AvE—IHPRWORY 2—LEHIIRRINZZEICIE., vy Y

DVERIFIVTvalle/— KT Pod Z@HIRIICHIFR L. BIBUKGERY 2 —LDEIY HTH
BREDEERT—/O—RTOT—YEELEERLET,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZDARVRIK, vy MO VFERIEISYy a2l /—RTEIELERY) 2 —Lb% 6 014
ICBIRRL F 95,
710. €E=% ) v JRAEOREBEDHREE
OpenShift Container Platform (Z1&, A7 7Sy M 74 —LaAVR—FXV FNDODE=S ) VI %RET S
BRIICREIN, BAICA VYA M= INAEHCEHFHOE=ZY Y VTR v IDNEEFNET,
OpenShift Container Platform 4.16 Tl&, 7524 —EBHFELEBILGLCCA—HY—E&ZSOY I b
DEZS )V ITEBMITEET,
ROBBEINRELIBEIE. OV a3 VOFIBICH > TLEIWY,
o JMEDA KNV ZAHNFATERL,
® Prometheus " KEDT 1 RV BEXHEEL TV,

® Prometheus IC¥f L T KubePersistentVolumeFillingUp 75— D' R4E L TW 3,

7.10.1. :L—"js_i%@7°|:|¢/‘\l JRANYOZNMERATELRWEROREE
ServiceMonitor ) ¥V — 2 & {FHdT 2 ¢, 1—H—FEH OV T N TH—ERICL>TABEIN 3 X

N ZDERAEEHBITEFE T, ServiceMonitor )V — XA EF L TWBIBET. X MY IR UI
IR BA MY VADBRRRIINBEWIGEEIFZ. COFIETHAINZ ATy TEETLET,

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
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o 1—H—FFZFDTOIIMNDE=ZSYVITEBIICL, BFELTWS,

e ServiceMonitor ')V —XA & {EK L TW 3,

FIE
1. Y—EX B LU ServiceMonitor ) V —RZRET, WHd 2 RILO—BE=HR LET,

a. Y—ERILERINLINIVERELET, UTOHFITIE, ns1 7OV hOD
prometheus-example-app F —EX%Z /T —L X7,

I $ oc -n ns1 get service prometheus-example-app -0 yaml

H A B

labels:
app: prometheus-example-app

b. ServiceMonitor !) ¥V — X% E D matchLabels E&H'. ERIDFIEDSNILOHEHTE—H
TEHIEEHALET, RDOFITIE. ns1 7OY ¥ kD prometheus-example-monitor
H—EXRE=ZH4—%VT)—LZET,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

H A B

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

R

7OV NORTIERAZF OEFEEE LT, Y—EXB LY
ServiceMonitor )V — XA SRV AHERTEF T,

2. openshift-user-workload-monitoring 7’0 = % kM Prometheus Operator DO 7 %#R&E L
9,

a. openshift-user-workload-monitoring 7Ot hD Pod ) A KRR LZF T,

I $ oc -n openshift-user-workload-monitoring get pods

H A B
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NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator Pod @ prometheus-operator 1> 57+ —HM507%ZBELET,
LUFDBITIE,. Pod I prometheus-operator-776fcbbd56-2nbfm (Z7: Y 9,

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

Y—EXEZS—ICEBENH2HBE. OTICIBUTOLIBRIS—NEENDARMENDH
l’) i’g—o

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. OpenShift Container Platform Web 3> ¥V —JL Ul @ Metrics targets X—2 T, TV KR4 >~
hDY—5y NRAT—HR%EWHE LI,

a. OpenShift Container Platform @ Web IV —JLicAJ 4 v L, EEE X—2ARIF 4T
@ Observe — Targets ICEIL 7,

b. UARTAKNYIZADITY RIRA YV MAIEL, Status T THY—45 v NDRAT—4H A =R
L/i-a—o

c. Status »* Down DIFE. TV RRA VY NDURLEV vV TBE, TDAMN) VRS —
7w M@ Target Details R—Y CTHMBERERZ2 I &N TEET,

4. openshift-user-workload-monitoring 7’0 = ¥ b T Prometheus Operator D7 /3y 7L X
roo¥r 7S LEY,

a. openshift-user-workload-monitoring 7’0 = ¥ b T user-workload-monitoring-config
ConfigMap # 7>z V b AREL X T,

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator @ logLevel: debug %* data/config.yaml [Z:EIIL. OJ L N)L%
debug ICEREL 7,

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
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prometheusOperator:
logLevel: debug
#...

c. TEAFERATLL-ODICT7MILERELET,

pa )

openshift-user-workload-monitoring 7”0 = ¥ k ® prometheus-
operator (. OV LRI OEFRFICHBNICHEHL .

d. debug O %7 L RJLA* openshift-user-workload-monitoring 7’0 = & b @ prometheus-
operator 7 7O4 XV MIEAINTWRZ 2R LE T,

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

H A B

I - --log-level=debug

debug L)L OF > JIZ& Y, Prometheus Operator IC& 2 TITHhN 2 TR TOFEUH
LARTINET,

e. prometheus-operator Pod B"EfTINhTWS I 2R LF T,

I $ oc -n openshift-user-workload-monitoring get pods

pa 3]
258 X N7\ Prometheus Operator @ loglevel B4 configmap IC&E N3

%&. prometheus-operator Pod W IEE ICHEEH I NAWAREMELNH Y £
ER

f. 7wy 07 %R L. Prometheus Operator A* ServiceMonitor ') ¥V — X &#FEH L TW3
NEIDERRELET, O/ THOREET 2T —OERZBRAL T,

BaEEER
o I-—Y—EHEDT—IO—REZI YV ITRETY TOERK

o H—ERXREZH—F7lEPod E=ZH—DEMAEICOVWTDFMIEZ. Y—ERDE=ZY—F&
DIEE SR LTLLEI W,

o XKNYIRY—47y MIETZFMBEROMEF 2L TLLIW,

7.10.2. Prometheus " XED T 4 R V7582 HE L CWSIERHDEE

RAEEIZ. F—EEORTOERXTA NV ZOBHAEERT BIZOICTNIVEERTEET, EHT
XLEREMDOHZF—EEORTOHIT, BHICODWTHFATI2TRMOHZEOBICHHLET,
BHEFROEEZFOBMIE. N Y RINTWARWEMERIENE T, 7z& XL, customer_id BE
&, FERATIEZENERICHDD, NM Y REINTLWRVWEHICRY X,
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HYLUTONDIF—EEORTICIETART, —BORRIIPDHY FT, SRNIIZZHD/INM Y RINT
WARWMEZFERT % &, EFRINZERIOHHAIERBHROICENT 28I HYET, ThiT
Prometheus M/XT7 # =YV AICHET DML DH Y., ZLL DT 1 RAVEEEEET %L’ HY
i-a—o

Prometheus "% < DT 1 AV %BE T %1548, UTOFEAFHATEET,

o YDINIVNRELDIFRINT—F %/EHM L TWBHEFEL <HSICTIE Prometheus HTTP
APl %A L CHRNT—IR—RX (TSDB)DRAT—Y RAEHBE LFTT, INEERTTBIC
&, VSR —BEEERIVETT,

o INEINTWVWE RILATHYTNOBEHE LT,
o 1—H—FHFEXARNIIRICENYLETONBINSA Y RINTVWARVWEBEDOHERSTZET.
BRI —E0RRIMNOBERSLET,
pz o-1o)
FEATREAEOFIREINEZEY MM Y RIN2EMAFER T2 &, TRER
F—EEORTOHEAEDLEDOHARY £,

o 1—H—FEHOTOVIINEAERTRILAEYTTCEZY Y TIOBUCHIBREZEA LE T,
NICE, V5 RY—BEEDODERIMNETT,
Gl s
e cluster-admin 7 S R4 —O— I a2FD01—HF—-ELTITRI—IITIEATEET,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

FIR

1. Administrator /X\— X~ % 5 4 7T, Observe = Metrics ICEL 7,

2. Expression 7 1 —JL KIZ, Prometheus Query Language (PromQL)7 L) —% AHALZET, X
DT —FlE. T4 RVEHDOEEEDEMIC OB BARMEDOHE2EN—T 1T T4 X
MYV ZEHNT B2DICHKIBET,

o RDHUVIT)—AEFTTBE. RV LA TH Y TINOEHIRELZVWa TAI0ABFETEZ
-a_o

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

¢ RDIVITV—%ETIdE, BEIRKBICELEORRIT—FZFERLELYaTZ10
BEFELT. BRINOFv¥r—VZERICHEETETET,

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MELYEH Y TIVLDODRI LA TEDLZWA RN IRICEY BTOHNTZSNILT, EHNVEIYY
TONTWARVWEDDE AR L F T,

o XMNYHZRNA—Y—gFROIOT Y MCEETBZIBEE. 7—27O0—RICEYHETSH

ARV ZADF—ELEORTEBRBLET, ThbDZATZ)—E, 77U 45— 3
YL ARI)IT Prometheus 7 A7V M54 T35 —%FRALTEREINET, IRILTS
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BINDZNA Y REINTVWRVWEEHOBDOFIRZEHITL T,

o X MY & ZH OpenShift Container Platform @7 7O & MIBEEY %154, Red
Hat Y7 R— Ko — 2% RedHat H R ¥ ¥ —HR—4% )L TEHRLTLEI W,

4. J)SRAY—EEBHLLTAOTA Y LTH L, ROFIEICHEL Prometheus HTTP API 2B L T
TSDB ZT QZ%EEDL bij'o

L ROOAT Y RAEZETL T, Prometheus APl JL— M URL #EREB L 9,

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})

b. ROAYY RZER{TLTEEEM -V VEHHLI T,

I $ TOKEN=$(oc whoami -t)
c. ROAY Y RAHZEITL T, Prometheus D TSDBRAT—49 X% T —LZFT,

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"

H A B

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

B EfE R
o INEHYTIDHIREHREL., BETZT7 77— ML—ILEEKT Z2HEICDVNTOFMIE
I—HY—EHTOVV b OREY Y TIVHIROFRTE 2SR L TEI W,
7.10.3. Prometheus IZX § % KubePersistentVolumeFillingUp 7 5 — b DR

92249 —EEHIE. Prometheus IZX LT MY H—I T % KubePersistentVolumeFillingUp 77
S—MafBRTEEY,

openshift-monitoring 70 = ¥ b @ prometheus-k8s-* Pod IC & > TER I N7k ) 2 — A
(PV) DEFTHRYBEN 3% RMICRDE, ERXT7I7—MEELFT, INICLY,. Prometheus DEf
EEED’RET DAEMELHY FT,

pa 3]

KubePersistentVolumeFillingUp 75— M2 2H Y £ 9,

o BR77—MIUYMNINAEPYODESHKRYBEN 3% KMICADS
&. severity="critical" ZNILDFFWETZ—MDNRM)H—INZXT,

o BEEYVS— hv@/h*ntpvw FFTEEREN 5% KiFmicay, 4 BUR
KW IEWITA S EFRINZIHEE. severity="warning”" 5 X)L DfFW =T
Z—MDMNYA—INZET,
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ZDBBICHNT ZITIE. Prometheus BFRSIT—49 RXR—Z (TSDB) D70 v 7 ZHIFRL T. PVADZR
R—AEEPTIENTEET,

AIRE 4
e cluster-admin 7 S R4 —O— I a2FD01—H—-ELTITRI—IITIEATEZT,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

L ROOATYRAEEITLT, IRTOTSDB 7Ov 7 DA XE5FHVWEDHLLHLWEDDIEIC
JARKRRLET,

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ

-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 > — b M3iEA
ICEEEINTUWS Pod ICBEX#AE T,

H B

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HiRTXRZ7Ov &2 EREL., 7OV I EHIRLET, ROaT Y Rl
l&. prometheus-k8s-0 Pod M 5 &€ H L) 3 DD Prometheus TSDB 70w 7 Z#HIBR L £ 9,

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. RODOAT YV REEFTLT, YUY MINEZPYVOFARARRAERL., TOREXRELNHD
CEBRELEY,

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ

--image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9
-0 jsonpath='{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/
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prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 > — k M3iEA
ICEEEINTWS Pod ICBEX#AE T,

ROHEABIIE, prometheus-k8s-0 Pod ICL > TERINZ YUY MIN/PV I, 63% DZE
EREIPEO>TWVWBIEERLTVWET,

H A B

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.11. OPENSHIFT CLI (oc) FAE D BB D21’

7.11.1. OpenShift CLI (oc) A7 L NJLICDWT

OpenShift CLI (o¢) T2 &, 9—I TS T Y sr— 3 v %&ERK L. OpenShift Container
Platform 7OY xtJ N BB TXZ T,

oc OV Y REBDEEILAFREE L-HBAIIE. ocDOTLRIEB|EEIF, OV RTERINS APIE
K, API IS, 8LV curl BXRDFMAHEALE T, ChICLY., FHEDoc AT Y NOEBE 12
EDFHME 21 —DEBOLNET, ThICLY, BEOUBEICDWTOREIEONDFTEELHY T,

oc OV LN 1DB510FTHYET, UTDRIE, ocATLARILDYARMNEZFNLDERBAAZTRL
TWE 9,

#7.4 OpenShift CLI (oc) O % L~

aoJL~i B4

1-5 BETS— (stderr) NDEBMOOF Y T EHY FH A,

6 BHETS— (stderr) ICAPIEROO SV A#EHELE T,

7 BHETS— (stderr) ICAPIBERB L UANYy ¥ —0O V%KL E T,

8 BHET S — (stderr) ICAPI B3R, Ny ¥ —BLUVOEEF, B5CICAPIIGEAY I —B&
UHREOOTZRHELET,

9 BHET S — (stderr) ICAPI EXR, Nv ¥ —BLUVKE, APIBEANY F—B LUK

&, curl ZBRDO V%0 L X7,

10 BHET S — (stderr) ICAPIER, Ny ¥ —BLUVOKE, APIBBEANY Y —BLUK
K, curl B RO/ #3#MICEEHELE T,

7.11.2. OpenShift CLI (oc) O 7 L NILDIETE

%Y RO LARILAEE| % EFT, OpenShift CLI (oc) DRIEAFAETET,
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BHE. OpenShift Container Platform 2 —H#—0DRTEv Y a v h—o vk, REBICHLTOVICEE
INDcurl BRICEZFNE T, /. oc AV Y ROEMERZTOEREFIETEICTANT BRI
FRT 2201, BIT1—Y -0ty ay h—JVAFHTMEIZIEETEET,

AR

e OpenShift CLI (oc) A1 Y X h—ILIhTW3,
FIg
¢ ocAY Y RDEFTHICoc OV LRILERBELET,
I $ oc <commands --loglevel <log_level>
ZITIE UTFOELD LAY ET,

<command>
ETLTWAIT Y RERELEY,
<log_level>
Av Y NICERAT 207 LANILVERELET,

o RiIT1—H—DEYy IV N—UVZERETBICIE. ROOATYY REETLET,
I $ oc whoami -t
H oAl

I sha256~RCV3Qcn7H-OEfqCGVIOCvnZ6...
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