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O, TARIN=FT 42 aVRENDODEMNALERZBEICITO I LIFTEEHA, cloud-ini
TlE., /—RORBREB7OCADRTHOEE 7O ADBEREIFHHEICERITTE LA,

o Ignition FEIFEV AT LZERETBHI &K, YRATLZYHIELT 5 EANBRINTWET,
ROVHPEEI N, A VA M=ILINEIRATLADLHA—RILHIRITIN/EIC. OpenShift
Container Platform ¥ 5 2 4 —® Machine Config Operator " ZDED TR TDT Y VERESE
TWET,

o EEREINALTI arvty MeERITTEIRDYIC, Ignition FESHDREEZERELET, Ch
R VOBFFNCIARTDNN—=FT 13y, 774, Y—ERZOM”DT A T LD H
2ZEERELET, o FRY YV VARBEINAREIC—BIEILOICBER 7 714
DT ARAIADIAE—REDEBRATVET,

o Ignition YL VDEREERT LIEBEA—FRIVEETLKBITE T, M RAM 71 XU &H
BEL, TARVIKA VAN = INLYRATALICERY NLET, YATLEBRELARLT
tH, TRTOHFLVWI AT LAY —EREZTDMMOMEEITREIL XY,

o Ignition IEFHL WY VIRTHWEFEDREIC—HT 5 &L A2HRT 5720, BOMICEKES
NIV AEESDBIEWRTEERA, Yoty N7y THKRBL, #8702
T LWGEE, Ignition LW Y ZREILEHA. 7R —ICIEFHONICEREINLY
DUNEBEFNBILEHY FE A, Ignition AET LAWEE, YUV T RI—ITEMI N
2ZEEHYEEA, TOBAE FILOUIY VAEKRBETEMT Z2RENGHYET., ZOHE
. KELEREIRVICKEFETB2IRIDNERTRRT2ETHREI RV ICEEDLH B &
BEINDWGERED, IVVDOTNY IHAREICRDIRAEHSIENTEET,

o YYDty N7y TOXRKES|ZEZ IEIRESD Ignition BREICH BI5E . Ignition (FED < >
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VOREILAUCREEAFERATIZCEARBITLIELEFT, L&A E KBMORRAIK. AL77
AIWEERLELD ETEIHEFTREINS Ignition REICHZBENHY T, TDIFA.
BENFRINARVRY ., ZO Ignition BREEZFERA L TROTI Y EEy N7y 422 &
TEZtA,

BHEO Ignition SRET7 7ML HBIHE. ThODEREDESHFEZIMELE T, Ignition IFES
BTHddD, INLOREBTHEDNELD &, Ignition IEX YDy M7y FICKBLE
¥, IIT, TNHD7 74 IILDBERDIEFIEEBICIEARY ZFH A, Ignition IFZENENDEE
HEROZEB/MEATHERER, RITLET., LEXE. HD2T 71 IUHBEHLRILDFEVNLRIL
DFALIN)—ERBEELTBY, BOT7AUDBZDRRCHETAL Y N)—EREL
TRGHE. BEOI7 7AIVDEIERINE T, Ignition I FTRTDT7 74, 4L M) —
BFIPY VI EFRIITHCTERLET,

Ignition IEFERICED/N— KT 4 Y TREITE 5D T, cloud-init TIEETTI ARV & %1T
DIENTEFY, ThITIE, (PXET—MREDHEAFERALT). YRATLERTAZILT
EONrSEY N7y TT2IENEEFNET, RT AV ILDIFA. Ignition FREIFEEN/ A —T 1
TaAaVICEAINDDT, IgnitionldZhERDIF, PRATLEELKERET DI ENTEE
ER

5.1.4.2. Ignition DJEF

OpenShift Container Platform 2 5 2 4 —(N®M RHCOS ¥ ¥ ~ @ Ignition 7O+t X IZl&, LULTFOFIEA
BEFEhET.

o TIUNED Ignition FRET 7AIVERELET, YRY—T Y Vi Ignition ET 71 IV &

T— MRS T UDNLEEBL., 7—H— 2 VIKIgnition RET7 7 M L ETRY —D 5
MELET,

Ignition IE¥ Y Y ETT A RV N—=F142 a3y, J7A4NVIRATAL TaLIMN)=BLUL) ¥
V&EERLET, Ignition A RAD 7L A ZHR—KLETH, LVMARY) a—LlEHR—KL
Ft A

Ignition I&7K#E 7 7 1 LY AT LDIV— b % initramfs AD /sysroot 7« LV MY —IZT TV b
L. €D /sysroot 71 LU b —THBELIROX T,

Ignition T RTDEBEINLZ I 7AINVATLEREL. TNOET VYA LABRFITEICTD
YRhRINBEOEY N TYTLET,

Ignition (& systemd —B§7 7 1 L2 EITL T, BELT74I)% NarT4 LU M) —ICREL
9,

Ignition (& Ignition B8 E 7 7 1 L ZET L, 1—H—. systemd 1=v T 7 1 ILZDDEZRE
T7ANVEEY N7y TLET,

Ignition (& initramfs ICY T Y NI NKFEY AT LADAVR—R Y NEgTRTT7UITV ML
9,

Ignition IFFTL WYL VD init 7OER &L, Y AT LADRERICETINS TV Y L0
DIRTOY—ERZRFEBLET,

YOV SRI—ICBMTESRREICAY ET, BEHFIITETT.

5.2.IGNITIONERE7 7 1 JLDERTR

T—R ANy TRV ETTOMTHDIFERIND Ignition FRE 7 7 1 L ERFT BICIE. LUTOD
IV REEITLET,
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I $ openshift-install create ignition-configs --dir SHOME/testconfig

W< OHDOERMICEE Y 2 &, bootstrap.ign. master.ign. workerign 77 A LAAALLT 4 LY
M) —ICRRINET,

bootstrap.ign 7 7 1 L DHNB AR T 2ICIE. TDT 7AW E jQ 714 IWI—TEDIT7AINEIRLT
LEd. LTI, ZD7 714 ILDKR¥HTY,

$ cat SHOME/testconfig/bootstrap.ign | jq
\\({
"ignition": \\{
"config": \\{},
"storage": \\{
"files": [
\\({
"filesystem": "root",
"path": "/etc/motd",
"user": \\{
"name": "root"
b
"append": true,
"contents": \\{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2UgaXMgimJvb3RrdWJII
nNIcnZpY2UiLiBUbyB3YXRjaCBpdHMgc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1m
IC111GJvb3RrdWJILnNIcnZpY2UK",

bootstrap.ign 7 7 1 LIC—BRXRRIN/ T 7M1 ILORBETI—RT3ICIE. TOT7 71 ILORB%
%9 base64 TTVA— NINELT—F9XFF % basebd-d A~V RIELE T, UTFICRTDIE, £
EOHANST—MAMT Yy IV ITBIMINE letc/motd 7 7 1 LORBDFERBI T,

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemltY XJ5IHNIcnZpY2UgaXMglimJvb3RrdWJILnNIcnZp
Y2UiLiBUbyB3YXRjaCBpdHMgc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC111GJ
vb3RrdWJILnNIcnZpY2UK | base64 -d

This is the bootstrap machine; it will be destroyed when the master is fully up.

The primary service is "bootkube.service". To watch its status, run, e.g.:

journalctl -b -f -u bootkube.service

IN5MIOT Y K% master.ign & worker.ign 7 7 1 L ETIRYRLETL, 2 V94 FT&D
Ignition FEEZ7 71 IVDY —R%EBRBLEYT, T—MAMNZTY TP UHL Ignition SREEZEIST 2 H
EERET S, worker.ign ICDWTDLUTDL D BRITARTIINSIZTTY,

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",
bootstrap.ign 7 7 1 JLIZDWVWT, UTFOWLK DADRICERL TLRETW
o JA4—I VM TFAIDTF—< v b Ignition configspec ICEZINTWVWET, AL

T74A—=IYMDT7AIUDEICMCOILE>THERIN, IO VDREICEENAYT—IINE
£
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o AVFUY:T—=RANSYTIIVIIMDTY VD Ignition REERMT B/, YRIY—7
YV ET—A— T VDEAD Ignition FHEERIE. T— MR NS Y TOREBRE HIC
bootstrap.ign ICREI N E T,

o HAXBEYATDNY—ZA~NDNRREELT 71 ILDHY A XiE, 1300 T2BAZRIT
-a—o

o YTUVICAE—INBZET7AINDOAREERICT—HY URLICZTVOA—RINZET, JDH
B, BBV LFEARYICK K RZIER’HY £ (FIHRD jqg ¥ base64 ATV K&EFERAT 2
EARABDEYFKAPTCRYET),

o ERIE: Ignition EZ 7 M ILDENETNDEI Y aviE, —MAICKEBEIFET7 7M1 IV %2EBEYT 2D
IYRTEBL, IVVDT7AITVRATALICEBICRAOY TINB 774 IILEEL T EHERE
INTVWET, EAE, ZOY—EREZBRETDINFS LOEIV P a v A2/ ETHDTIERA
{, BIINFSEREZ77MILEEBMLEY., ZHIXZDHRDY AT LADEERFIC Nt 7OERIC
FoTHIBINET,

o 1—H—icore EWHEFDI—H—HIEHRIN, SSHF —DZDI—H—(lEYYETHNhZE
T, INILY, ZOA—H—ZERABEREFERA L TI/SRY—ICOTAVTBIENTE
i’a—o

o ML= RML—YEI2aviE, EXVVICEBMINZ 774V ERELET, ThHD
774N, (RBEDIVSRY—DNAVTF—A A=Y LIRN) =TT I2REDH S
SRELIE R & 1219 % )/root/.docker/config.json &, VSR Y —%BRETZDIFERAINDS
/opt/openshift/manifests AOY =7 T A7 741Dy "BHY T,

e systemd:systemd 24> 3 Vid, systemd A=Y N7 7 A I EERTZAVT UV ERELE
T INHDT77AILIE, BERICH—ERZRKT 27D, FLEETVRATLTYH—ER
EEEYTZLOICFERINET,
o J1)IF 4 J:lgnition ZhDY —ILAEI RILERTEZELARILOTY I T+ TER/HALE
-a—o
53.1 YA M—JLED IGNITION R EDZE R
Machine B8 E 7=/ — RDI SR —B LV ETNLDORIGT 2V VEREEEELET, YUk

EBICEI S 29 —DEREBEBIEEFNFT T, BHAIOIRTOYYVRET—ILE—BRRT DICEE U
TZeRTLET,

$ oc get machineconfigpools
NAME CONFIG UPDATED UPDATING DEGRADED

master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

TRTCDIYVVEREE—ERRITBICIE. ULTFEETLET,

$ oc get machineconfig

NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL

00-master 4.0.0-0.150.0.0-dirty 2.2.0 16m

00-master-ssh 4.0.0-0.150.0.0-dirty 16m

00-worker 4.0.0-0.150.0.0-dirty 2.2.0 16m
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00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 2.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 2.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 2.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 2.2.0 16m

Machine Config Operator A Machineconfig Z#A Y % & T DEIMEIL Ignition EIFEFERYET, <
D URREIL (00 Hh 5 9 FTO) EFCHRAMOLNE T, YO VEREARADINILIE, ENEThD/ —
RDYA T (RRAI—F/IFT—H—)E2/ELET, AL77MILDERDOYY VERET 71 ILILKRTR
INZGHE REDOT7AUDEMIARYET, L& 99* 774 IVICHIRT 27 7 14L&, 00*
T77AIICHIRTER—DI7 74 ILEBE]X T, ANI N/ MachineConfig 7 7 =/ ML~
1) >IN’ MachineConfig 7 7Y =/ MIfEEINZE T, Ihid Operator DI —4'v h& LT
FRIN, YO VERES I THRRETEZETY,

RYVERENLGEEINTWE 7 7ML ERRT 2ICIE. FFED MachineConfig # 727 NKAT
"Path:" Z8EBELF T, UTICAZERLET,

$ oc describe machineconfigs 01-worker-container-runtime | grep Path:

Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

TV VERERET 7 4 LITIE (10-worker-container-runtime 72 E M) & WH L WEFIZFIF T IV, &
Z77ANLVDARABICOVTIE, URLIERDT =9 THZ I EICEBLTSREI W, RIS, FHiR~vo v
75:757\&_‘:5@}% L/i-a—o

Mo
it
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2R6ZE CI/CD DHERE L UK

BB V7 J L — 3 > /RGN ) /3 — (Cl/CD) OB EMRERMYT 3L, MABLUTA IO
TT—ZADBTYNY)=BLOFTOAM AV MNMIEZETOT TV r—2 a VRARODEHOEREICEE
bEBAL, 77V 5—>avaB8BRICERNICEETCEEY, ClI/CD 7O&RIE. Cl/CD /X1 T
SAVERENBZENELLSHY FT, CI/CDICBEET ZEABRICIE. iGN VT IL—2 3
V. R T YN — BLUENT 04 XY MDEEFNRE T,

61V RY—EBBLVT TV r— 3 VEREEEMITD CI/CD

BN T L—2ay i, BREAGOEEMEOERTY, 7V Sy—YaryDd— REREE
HMICEILREh, RAMIN, YR N ==Y ENFET,

B|ENTIN)— L0 BENTYRY) — G BEICERICEEY 2MARMEBIRTHY ., 1T
A4 VDOEFLICERTBZHMETY. MEHNT YA —TEk. BEMEICEY, BAREEICLZ 7T 75—
YavOEEETAML, YRV M) —ICEBL, ARV =2 a3V F— LA TN O E2EREREICT T
O4TEZEDICLET, MEHNTTOM XY ME, VRS M) —DOERBRTICTICRETIERE
DY) —2EBMILET, #ENTTOMA Y NEIT ) 5= a v 0iREERELL, T —
YaVF—LDF—N—O—RZEHETFET,

6.2. GITOPS O 73Em b L UEHK

GitOps &, Git TVERAEFEALTA VYV ISANSIFv—8LVT7 TV r—a v0REEEET S
—EDFETT, GitOps D Git YR MY —lF, YRATFLBLV T TV r—a VREDEETES
W—DY—RTY, VR M) —IZIEYRATLDEREDRENE TN, Y AT LREBOEEDEBINER
WFRRIN, BEBABEICARY X T, GitOps 2fEFA L T DevOps DAEMEERTEE T,

GitOps Y —IL %M L. OpenShift Container Platform 7 S 29— L7 U s—>a Vv DEES &
UBEROODREFTENDFRTREATOCRAERTEE T, GitOps ZFRATZIET, 1V
IS5ZANSVFv—BLVOT7 TV r—2aVvEREDORTO—ILOBMBEICHLTEET, Chid, 17
SANSVFv—ET TN r—2avDEHEEI—RELTEETDIET, 1V ISANSIVFv—
BLUVT7 TNV =Y aVEREOERDGREEBEMELE T, VSR —FKRET 71 ILIC GitOps % R
T5E. BEIMVAMN—IDBEZIRY, V7 R9—DODEBFEINTCARYTA XDFEENTREICRY
F9, Gt URI M) —TOVY I NIV ZT7ORRESLVCA VYT F—VADATERZERE, V5 R
=BT TNV r—>aVvEE7 7M1 VOERSLUERICERATEE Y,

OpenShift Container Platform Z AL TV SR Y —ZES LIV FF—RARTOLROEA %= EE
td2Z&IC&Y., GitOps FEZBATRGZEBLIUVTDIANI VI ARBIRTZIENTEET,
GitOps A NS TV —ERTEHBEERICCI NS T4 U &FERAT 5 2 &EHAEEMTY, OpenShift
Container Platform I, COAEMEETV XA TSV T 1 AREENRA T4 VIHKETRI914IV Y
EZTDHEERIRTZ2ECOERRMELZIRELE T,

GitOps #i& 1 & Y. OpenShift Container Platform 7 5 24— EABESHICEREL. RET R I &N
TEEY,

GitOps IFV A9 —%BEMICKREL. V7RI —BEDKEZE Git ICRTFETZIENTEX D70,
OpenShift Container Platform EIRBICHEBEL £ 9, FMIE. FIARTERI SR —DHRITA X
ESRLTCEIY,

621LEB—V SR —BLUVTILF VS RY—BEMRITD GitOps

M IZ L 7= OpenShift Container Platform 7 5 2 4 — F 7o [$EHEEL D OpenShift Container Platform 7 2

A —DWITNHIREERDIFETEH, GitOps AN TY—%FHHALTUTDI RV ZEETEE
_a—o
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8863 CI/CD O h%iMb & Rk
o VSRAH—IIEBE. E=H -V TFRIFAMNL—JICDVWTOREKOREDHRENHD I &
%EEEL L/ i’a—o
o VSR —%BHMDIRENSOET ZH. FLITBEKRLET,
o BIHIDRETYISRY—%ERLET,

o EH D OpenShift Container Platform 7 5 24 —ICR§ 2R ELE 4 EHAT 20 £idTic
RLZEY.

o TUTL—MEINAREEZERDELIZRIBICEEMITZS,

6.22. 7 7)) 5r— 3 VEREEEMRIT D GitOps

GitOps FHAMAL TP 7 r—> 2 VRELERT 5L LTIES, TNICEY, REBE (F
. AT—Y, EHRARERE) DERDZISRI—IT U r—2ava77O04$ 2561 77
Jr—o a3 vD—BEMPI’ERINE T, £/, GtOps TPV TN r—o a VEREEBETL &k 7

SYURFLRBAVTILIZOWTINTHN, BROIVSRI—ICT TV r—2avea7 704§ 20E
DH35EIC. TRAMECRT—7E) T4 — %IRRT D LTHRETT,

GitOps AN STV —%Z AL TUTZITIIENTEET,
o RT—UNLEREREANE, VIRIY—2EKTTIYs—YavETIOE—MLET,
o EH D OpenShift Container Platform 7 S A9 —~ADT7 ) 5r—2a v DERZERT %D\
FLIFTICELETY,
6.23.GitOps 77 /Oy —7OanNA ¥—8Lt1 7L —%—

BEOAIa=FT1—F77 ) v IBLVY— R/IX—F 4 =RV &F—25" OpenShift Container Platform
EDEERREKEEZREBELTUVWET,

UFOIZa=74—N—=bF—BLY—KRKR—F 14— VFJL—49—%FEALTGitOps &
OpenShift Container Platform IC¥ & TE X 9,

® ArgoCD
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5575 OPENSHIFT CONTAINER PLATFORM T® ARGOCD D f&
F

7.1. ARGOCD D#8E

ArgoCD I£. GitOps ZfFH LTI S R9— Y —R%=#HEFETI2EERHOMENT ) N —Y—)LT
¥, ArgoCD IE, Git YRV MY —TEREINZ 7T r—>a v EERS L UREEMKGIICEEIRL.
TNODEREDBEINLREBE IV SRI—DFM4 TREBELERT 2O  O—F5—& LTEEINE
T, Git YJRY M) —THREINREDL 5% L 725%E 1E OutOfSync & L TH$EINE I, ArgoCD
FINS5DEVWEREL, BEEENEELAREBICADODETCRELZBHFI AL IIFETERBETES LD
IKLEY,

ArgoCD %9 % &. OpenShift Container Platform ¥ 5 24 —% & ET 2 HICFRAI N Y Y —
AREDTO—NIVARY L)Y —RA%=ERETETET,

7.2. 7 R— NIZTDWTODERAA

Red Hat Tl&, ZOY—ILDHR—PMERELTVWEE A, ArgoCD DHR— NEEEFT B ITIE,
ArgoCD RF a2 X > MDD Support Z5R LTI,

7.3.ARGOCD F¥*a X b

ArgoCD DERICD W TDFMIE. ArgoCD RFa XY b #BRLTLKEIN,
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2375 71 &, OpenShift Container Platform 4.4 DIREDRABICKIEE T, TR T 71V

iE. YRY—APINDEREA VY —ET LT Y —REROBRIEZITV, BEXRORIES L ORT#
IR Y —DIEFINDEIICLET, EAIE, IhblE—MHUICEF2 Y7 —RYY— VY—
ZDFIR, REBHOBEAICERAINET,

TS T4 VIEZAAF £ — 7 (admission chain) & L TIEFBICERTINE T, P—F Y 2AROZA T
STAVHEREERETSDE, F—r2ENRIESIh, ITS5—MRINET,

OpenShift Container Platform IZI&, &Y —2X49 4 FIZOVWTHMIIIMTWRRE TS 71 VDT
TAIN Y DB BHYET, TNOHEITRY—DBECHET 2DICBETY., ZRNTST1 V&
ZTNODIELTVWAWY Y - 5B\ R LET,

FI7AILNIUSICE, BRF—IE. B RHY L Webhook H—/N—EIEUH § Webhook 275 4

AN L TEMICHERTE 9, Webhook B TS5 4 VIClE, EERORN TS V4 v EREEH

DRATSTA4 2D 25ED Webhook BF TS TA U BYET, TEADZMTSTM4 U HRAIC
EIFIN, VY—RDEBRSLVCERORIIOMANTRETYT, MIAFDZL TS 74 VITEKRERSL
L. ZEADERM TS TAVICE DTN A—SN/EEERIATEDLDICEETEROZRN TS 74 v
DEICKRITINET,

EEADZMN TS U4 V% ERAL T Webhook 4y —N—Z2UYET E, =Ty hA TV I MNMIEE
BNV —RIREEZEADTARMEDIHYITT, ZDLIRHEIC, ERERIMEEBY THD I L%
MEET B7DICWK DO DFIEZRTTBHELHY T,

DIk

==
[=]

FMNAZMISRAY—Fa b O—IL T L—VOREICHET -0, ThIFEE

LTHERATZHELNHY FT, OpenShift Container Platform 4.4 M Webhook 347
T4 % ERALT Webhook H—\—%2UHTIFEIF. BERICLDHEICD

WTOERZE +2ICHR L. TNHODREBOARICOVWTTAMFSLIICLTK

IV, BRIZMNFI—V2BF2EBLAWVEEIE. VY —XZ2ZEHRIOTOR
RRICETT2FIEZEMLET,

82T 7A#INNDENTZTA4 Y

TI7ANBNDREG TS 742Dty ~E OpenShift Container Platform 4.4 TEMICI N TWET, &
NoDTI7AINNTS T4 VIE Ingress RY > —, V5R5—YY—FIROLEEE, I/ +—FKY
Y—REDEARNAAY FO—ILTL—VOBEICEBRT 2D T,

8.3. WEBHOOK Z{F 7S5 V1 v~

OpenShift Container Platform @7 7 # JL NG TS 71 Y DIFMIC, ZRF = — 2 OHEEAILRT
7=8Z Webhook #h—/X—% MU' d Webhook 27574 VA FERA L THNAZHEERETEZE
. Webhook H—/N—lx, EHEIN/ZITY RKRA Y MITHTTP THUEINET,

OpenShift Container Platform (Z(&, 2 #&$HMD Webhook 2 7S 74 'Y £9,

41



OpenShift Container Platform 4.4 7 —*% 7 7 F v —

o ZMTOERT, ZEEADENTZT/AVIE. P74 T4 —SRIVODBEAREDI R &E
TTEFEY,

o RMATOLADRRKIC. RAADER TS T4V 2FEALT. 774 =T 1 —SRIHFEE
YIZINTWEDEIDDERRE, 77V MABENICEREINTWE I EABRTEE
¥, MEEIC/NR T B &, OpenShift Container Platform &4 7Y = 7 M &R EFHE LTRYT
Ja—JLLET,

APIERNZEEIND &, RERILREAEADOZMNI Y bO—F —ZREARDHER Webhook D—E&
ZEAL. ThHZUTLTHETHLET,

® Webhook DY RTHBRZEZRT 5156, INFz—ViFMKELET,

e Webhook DWINMABRZHEERT H155. BNBERIZEEIN. IThid. FOOESTEHIC
EDOWTEITINIET,

o BHD Webhook "ZNER%ZIEEY 5355, HEDEFEHDOANI—H—ICIRINET,

e Webhook DU LEFICT S —0FELLIFE. BXRIFESIN B M, F7id Webhook 1T
Z—R)Y—ty MIISCTERINZE T, TF7—RY>—7HIgnore ICEREINTWBIHAE,
ERIFKBT D EBEHTZIFANLONE T, RYP—DFaill ICREINDZHBE. KBLELE
KIFIEEINET, Ignore 2FAT D&, IRTDIZAT7Y MOFRTERVWEELNEL S
ATEEMED B Y T,

Webhook %4175 41 > & Webhook 4 —/N—ED@BEIL TLS #FARAT Z2NENHY £, CAEEA
EAERML., TOIAZE AR L T Webhook 2t —N—THERINZH—N—FRASICELLE
9., PEMFKOD CARIAEIE. Y —ERBHFEAEDY —I Ly MREDAAZXLEZFALT
Webhook 24 7S 51 VICIRMINF T,

LUFDOEIE, 88D Webhook H —R—AHUHINZEHRLAZMFz—rO7OtERE2RLTVE
-a—o

H81ZEAS L URIIADRNN TS /14 v &E50 APIZAF—V

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

Webhook 2 7554 v DAI—R 5 —2ADHIE LTHERATEDZ T —IXTIE, §RTD Pod ICHBEDS
ROty MBRIFNIERY FEA, ZOBITE, BEERAOZL TS 74 VIFTNIVERATE, Wil
BOZRG TS 74 VTSRV FEBY THB I EEERTETET, OpenShift Container Platform
B SO THELASRNILDAETFNEPodE AT Va—ILL, TNEDSRILAEFENA Pod %3E
aLET,

—R&BY72 Webhook @ 7544 v D1—25—2E LT, ULTFAEENET,
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® namespace D F#,

® SR-IOV XY NT—=UFTNRARTSTAVILE>TEEBINDZARILRY NT—=0 )V —2
DR,

¢ TAVNT/—RIERTV2—IVTBUEDH 2 PodZRHETETDHLIICT 2RRDER,

® Pod BFEIRAL Y 5 A DIRELE,

8.4.WEBHOOK Zt 75714 D454 7

PSR —EBEE. APIY—NR—DZNF—VTLEEROZN TS VA VELIIRIIADZN TS
4 v %&EFEHRLT Webhook b—/N—ZUHT I ENTETET,

841 ZFN TS V14 VDER

EE%@&N7574VH\&ﬁfﬂtl@ﬁ%71—f?ﬂ@bi?°ZhEJU\UV—ZJV%
VY BKEHME T BREIICETNOAERET S t?b“’cﬂ?iﬁ'o ZEAORNS TS 74 THUHE LAgER

Webhook O—f#ll& LT, Pod /—RKtEL 745 —HeELHY X9, I DHEEIX namespace T7V / 7—

avEFALTINILELIY—%2RERL. c._ihfa': Pod fX#kICEML £,

EERHOZN TS 741 > DOFREHI:

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> g
webhooks:
- name: <webhook_name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> )
sideEffects: None

EEAOZN TS VA VEELZBELE T,

MutatingWebhookConfiguration & 7> = 7 h D £Fl, <webhook_name> % Et] /R EICE X #2
ZET,

®9

IO Webhook MBI TY, <webhook names % Bt {EICE I AT,

o
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O O ® 999006006

Webhook #t—/N— |l L. IhEFEHEL. T—9 2 INICEETEHEICDODVWTDRERTT,
70V MIY RY—EZXDMER IS namespace TT,

JAY ATV RY—EXDERITT,

SRERICHEAIN D Webhook URL T, <webhook_url> @I ARAMEICEIRAZE T,

Webhook #t = N\—THEAINZ Y —N—FAZICEL TS PEMTIYO—T 1 v J I/ CA
SEEAZ T, <ca_signing_certificate> % base64 R DBEUIRFIAEICEI]MAF T,

AP| % —/N—BZ D Webhook Bt 7S5 V1 VA FRATIVNENHZIAI VI AERT BIL—IL
T’a—o

APl H#—nR—% Y H— LTI D Webhook B TS 74 V& OHT 1 DU LDERIETY, FFA
TX %fElE. create. update. delete. F7-Id& connect T3, <operation> # & U <resource>
EEUSEICEITMAET,

Webhook #—/\—AFHATERWGEICRY >—%2FR1T9T 2 HF%2EBEL X T, <policy> %=
Ignore (KL 725 B ICERABEGTRITAND) £4I1E Fail (KR LAEKREZEETZ) OV
NMMCEIHAZFT, Ignore ZFEAT2 &, IRXTDI ATV MNOFATELRVWEENEL S
ATEEMED B Y T,

8%

OpenShift Container Platform 4.4 Tl&, 2—H#—IC&>TERI N2 ATV b, &
FIEZEERAORM IS4 A FERTZ I hO—ILIL—7k YIEOERTHREIN
PENEEZINZENLEZINZGEREICFHLAVERZRTZAENH D
H., EEINTLWEEA,

8.4.2. 2T Z U1 v DWREE

MEEFA D2t Webhook IZM 7O RO 7 — X CEEILET, TOT7x—XTlE. FEAPIY

\/_

ADEENBVEBOEBATMEICL, JY—AABUEEINAVNEI LTI ENTIET,

Pod /—RtL 74 —I& T XTDnodeSelector 7 1 —JL KA namespace D/ — Kt L 7 4 — Dl
FROFIKEZIFTZELIICTBHDIC. MIEABOZH TS 74 VICL > THUEIN S Webhook D—7l
T“’a—o

WEEA D3+ Webhook &5 DHil:
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apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration )
metadata:

name: <webhook name> 9

webhooks:
- name: <webhook _name> e

clientConfig: ﬂ
service:

namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> 6

rules: Q



- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> ()
sideEffects: Unknown

MEEA D2+ Webhook SR EAFEEL X,

ValidatingWebhookConfiguration 7 7> = - h D &#il, <webhook_name> % E 78 IC & X #t
ZET,

ML § Webhook D&ZREITY, <webhook _name> %@L REICE S A T,

Webhook #t—/\— |l L. IhEFEHEL. T—9 2 INICEETIHEICDODVWTDRERTT,
70V NIV RY—EZXHDMEMI NS namespace T,

JAY ATV RY—EXDERITT,

ZRERICHEAIN D Webhook URL T, <webhook_url> @I ARAMEICEIRAZE T,

Webhook #t = N\—THEAINZ Y —N\—FAZICEL TS PEMTIYO—T 1 v I/ CA
SEEAZ T, <ca_signing_certificate> % base64 R DBEUIRFIAEICEIMAF T,

API H#—/R—=HZ D Webhook 2t TS5 V1 v ERTI2LENHDYMIVIEERTDIL—I
T’a—o

APl H—/—% ) H—L TZ D Webhook TS 74 Y EFUHT 1 DULDERETY, FEH
TX %fElE. create. update. delete. F7-Id& connect T3, <operation> & U <resource>
EEUEICEI]MAET,

O O O 99909909006 OO

Webhook H—/N—AFHATERWGEICRY >—%2R1T7T 2 HF%2EBEL X T, <policy> %=
Ignore (KL BB ICERZEFHTEZIFANS) £/ Fail (%ﬂibt%‘k%?ﬁ’rﬂ'é)@b\?
NMMCEZIHAZFT, Ignore ZFAT2 &, IRXTODI ATV MNDOFATELRVWEENEL S
ATEEMED B Y T,

8.5. IMZ (T DE&E

COFIRTI., BNZNZRET DODFIROBEZHAL T, HF = — 2 DHEEIL. Webhook
H—N—%FOHET &£ DI Webhook BN TS 74 U %&ZRET 25 & THERINFT,

Webhook #—/N—(F&EHINZ API Y —NN—E LTEEREINE T, TNIZLY. 8D OpenShift
Container Platform OV R—3 > MMIAERERELE#R % 6 L T Webhook tJEL:.’C i?\ oc OV Y R&(#
FALETZAMNEBRZICLET, IHIC, INICEYO—ILR—DT 7t X (RBAC) H* Webhook
nﬁbtﬂ%tmu\@@Amﬂ—ﬂ—#B@h—?v%ﬁﬁW&mwkuﬁﬁén@miiumUi
ERS

=50

o USRY—EEEDT VA% D OpenShift Container Platform 77 > k,
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® OpenShift Container Platform CLI (oc) 2*1 Y 2 h—JLI N TW3,

o NEAINTWS Webhook b—/N—aVFF—a X—,

1. Webhook #—/"N—VFF—A A=Y %ZEJRL, A X—=YLIRAN)—ZFALTINEZY
SAI—THEATEBLIICLET,

2. O—HAIVCAF—B I VEAZZFEK L. Th 5 %ZERA L T Webhook ¥ —/N\—DFIRAZEELE
K(CSR) ICBHZLZET,

3. Webhook ) V—XDFHR 7OV MEEHRLET,
I $ oc new-project my-webhook-namespace ﬂ

© Vebhook #—/S—THED BN EAI N THMEANHS T LISEBL T LI,

4. rbac.yaml &\ D 7 7 A L TEHMINIAPIY—EZXDRBACL—ILEEHZLET,

apiVersion: vi
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:
- namespacereservations 6
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
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metadata:

name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:

- admission.online.openshift.io

resources:

- namespacereservations 6

verbs:

- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: RoleBinding
metadata:

namespace: kube-system

name: extension-server-authentication-reader-my-webhook-namespace
roleRef:

kind: Role

apiGroup: rbac.authorization.k8s.io

name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
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- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

FRELH & V'ER A % Webhook —/N— API ICEEL £ 7,

Webhook —/"—=DNI SR =)V —RICT IV ERATEZLIICLET,

)y —2R%=5BBLEY, ZDOHITIE. namespacereservations )V —X 2SR L X7,
EHINIAPI Y —N—DERMLE2—%ERTESDLDICLET,

)y —2R%=SBLEY, ZDOHITIE namespacereservations )V —X A SR L X7,
Webhook #—/"N—=DNI SR =)V —RICT IV ERATEZLIICLET,

RALZRT T HOICREEHTAMBODOA—INS VT4V ITY,

ENINI-APIY—N—DFT 74N MDY ZRI—O—ILELVC I TR —O—ILNA YV
T4 VITY,

Q99909000

5. INSLDRBACIL =Y SR —ICERLET,
I $ oc auth reconcile -f rbac.yaml

6. namespace IZ Webhook 7 —E >ty h—N"—E LT TF7OM4T2DIFERINS
webhook-daemonset.yaml &\ YAML 7 7 1 L&E/ERR L £,

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:
name: server
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labels:
server: "true"

spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS

volumes:

- hame: serving-cert
secret:

defaultMode: 420
secretName: server-serving-cert

Webhook ' —/X—THEDIV T F—ENMMERINZTRMI’HZ I EIERELTKE
TN,

Webhook ' —/N—OVFF+—A A=Y %HRLE
¥, <image_registry_usernames/<image_path>:<tag> # Bt RBEICEZBAE T,

Webhook A7+ —run A% > RA&IEEL £9, <container_commands> % @72 {&IC
BEXMAZET,

Pod DS —4% v hR—hEEHLET, ZOHITIE, R—hF 8443 AL FT,

®0 o ® °

Readiness 7O—JIC& > THEAIN S R—MAEELEF T, ZOHITIE. R— b 8443
HFEALET,

7. T—FEvEy hEFIOMLET,

I $ oc apply -f webhook-daemonset.yaml

8. Y—ERRMIIAEDELB D —- L v b % webhook-secret.yaml &V YAML 7 7 1 )L
RICEHELZXT,

apiVersion: vi

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls
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data:
tls.crt: <server_certificate> ﬂ
tls.key: <server_key> g

Q ZERINT Webhook H—/N—FEBAE%#S8B L £9, <server_certificate> % base64 &=
DBEYNREIAEICEIHRAET,

e EHINT- Webhook H—/N—F—% BB L F9, <server_key> % base64 5=\ D)7
FoICBEMAZET,

9. 9_9 I/\y I\%{/Eﬁzbi_a—o

I $ oc apply -f webhook-secret.yaml

10. Y—ER7HAD Y LU H—E X%, webhook-service.yaml &V YAML 7 7 4 JLRIZTE
&ZLET,

apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.alpha.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"
ports:
- port: 443 ﬂ
targetPort: 8443 g

qp H—EZNY v RVTBR—MAEEHELET, COBITIR. R—F443 2FEALZET,

Qg H—E2ANEEAEXT D Pod DY —4 v hR—ME2EHELET, ZOFITIE. R— b
8443 A#FAHL T,

. 2524 —IZ Webhook —/"—% R LZT,
I $ oc apply -f webhook-service.yaml

12. Webhook #+—/X"—DHh R 4% LYV —RXEFH% webhook-crd.yaml &\ ZFID 7 7 1 JLICTE
ZLET,
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apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:
name: namespacereservations.online.openshift.io ﬂ
spec:
group: online.openshift.io g
version: vialphai e
scope: Cluster ﬂ
names:
plural: namespacereservations 9
singular: namespacereservation G
kind: NamespaceReservation ﬂ

CustomResourceDefinition spec fE %= XL X &, <plural>.<group> o %= {EH L £
9. ZDFITIE. namespacereservations ')V —XEFRALE T,

RESTAPI J I —T&TY,

RESTAPIN—Y 3 V& TY,

A X h % {ElL Namespaced 7z (Z Cluster T9,
URLICEZEN2EHDOERITT,

oc HAOICRRINZITA)TFARATY,

O9H9000® O

VY —ZAIX=T7 A MNDBRTYT,

3. ARA L)Y —RAEEZEHLET,
I $ oc apply -f webhook-crd.yaml

14. Webhook #—/X—%,, webhook-api-service.yaml &\ > 7 7 1 JLRICEH I iz APl H—
N—& LTHRELET,

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetal

ﬂ Webhook 4t = N—THEAINZ Y —N—FIAFICBEL TS PEMTIVI—T1 /3
7= CASEBAZ T . <ca_signing_certificate> % base64 X D@L LEAE ICE I # X
7,
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52

15 EWINEZAPIY—ERAF7O4LZET,

I $ oc apply -f webhook-api-service.yaml

16. Webhook {175 &' 1 ~ 5% E % webhook-config.yaml & W) 7 7/ LRICERELE T, UT
OFITIE, MIIAORR TS 714 v AFERLET,

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service:
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetail/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 6
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

nkn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration = 7> = 7 kD &g, ZDHIT
I&¥. namespacereservations ')V — X =EHALZF T,

LU 9 Webhook DEBITY ., Z DI TId. namespacereservations ')V — X & FER L
7,

M3 N/ APl 2FH L T Webhook —/N—ADT7 72X 5BFMITLET,

SAAEKRICHEAIN S Webhook URL TY, Z DI TIE. namespacereservation ) ¥V —
A=ERALZEY,

® 0060 ® o

Webhook 4t = N—THEAINZ Y —N—FIAFICBEL TS PEMTIYI—T1 /31
7= CASEBAZ T . <ca_signing_certificate> % base64 X D@L LFAE ICE X # X
7,

17. Webhook #5704 L% ¢,



I $ oc apply -f webhook-config.yaml

18. Webhook " EEBY ICHEEL TWA I & 2R L E T, & A IE. FFED namespace &= FH
TEEDICEMNZAFEREL TWBIHEIE. TN 5D namespace DIERERMNMIBEEZ I N, FH9
INTULARL namespace DIEFRBERDNEEICETIND I L AR LE T,

8.6. BEAE Bk

® Limiting custom network resources managed by the SR-IOV network device plug-in
® Defining tolerations that enable taints to qualify which pods should be scheduled on a node

® Pod priority class validation
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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