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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installation-special-config-chrony_installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/updating_clusters/#update-service-overview_updating-cluster-between-minor

OpenShift Container Platform4.4 % a5 1 —

AVFFTF—IETRAMRBEIYY VATERITARETHY., TR EBILARDZIBEDI—RAT—RAEH BT
L&D, 72EZE VINFPURYINARTT )y —2avasSo RICBATTRAE, VT
TR T T ) r—oavaT a4 T 3880ETT,

LHL, B—FRRAMTOOAVTF—OR8IE. FHRMELHY., RT—) 2 T7LPTVnTFTOM AV NY
Ja—>avaERHBLET, COTFTTAMAYRNETIVIE. 959 RRA T4 TRT7 TV 5= 3 i
EICELTWEY, VT +H—Id@E. REYI VLY EEDINMINIVEDH, ATY—ECPUD
HEENMDRIRY T,

AVTF—EREBTYVDEWICDOWTIE, RHEL7 3 Y77+ —KF a2 XY b®D Linux Containers
Compared to KVM Virtualization ZZ28B L T X W,

1.2.3. OpenShift Container Platform Otz ¥ 2 !) 7 1 —{3#

OpenShift Container Platform 27 704 § 31, 1 YA h—5—TFOEY 3=V /I hd(1 V7

SANSVFv— RFAFTMERVWSDODDTSY N7+ —L) Flda—F—Il&>TTOEY 3=V
INDAVISARNZIVFv—%2BIRTEEY, FIPSOAV T 54 7V ZOBML B DEEENIFIC

BERA—FIED2—ILDEMRE, BELRNILOEF21) 74 —FBEDREF. 2—H—IlLk>TFO
EYaz=VI3IN2A VI ZRAMNI IV Fv—DFRIIRIDBENHY FT, RAKIC, 2—H—IlLo
T7OEYa=Zv 334 VY75 RMS0Fv—I&, FEEFD OpenShift Container Platform 7 7’0
AAVMIBELTWET,

¥ 271 —HEIEI N, OpenShift Container Platform ICf DR EZENTTHON 256, UT.2S
CBEZEEPRARICTZLIICLTLREIL,

o HftE72%/— NerRRYNBANGRETHIET S, BHRD/—F2d < OEELE
FETHELLYBEBLALY TESLIICTIHEDHY TT,

o /—NRIZHLTEENICIERY DEE%1TD DTIEAR <, OpenShift Container Platform T®
J—RADEEETEBRYEET 2,

LEEEBEETRE, FEAED/ —RDEEIFA VR N—IUBEFIC Ignition TITD . F7=& Machine
Config Operator IC& 2T/ — KDt v MIBERAI N % MachineConfig Z#H L TETITOIBELH Y
F9, COHETEITTEZ X)) 74 —BAEOREZEDOHZUTICRLET,

o H—XILBIEDENM

o H—XRILEY2—ILDENN

® FIPSESOYR—rDEME

o T4 RVESILDRE

e chrony ¥4 LY —EZXDRBRE
Machine Config Operator D IEMICE. Cluster Version Operator (CVO) IC& > TEEI NS
OpenShift Container Platform 41 ¥ 7 5 X N5V F v —DFREIFEHA T X 5D Operator BN EHH Y
9, CVO IE. OpenShift Container Platform 7 5 24 —B#HDZ < O = BEMELTE XY,
1.3.RHCOS D/\— K=V
RHCOS I&. OpenShift Container Platform IC7 704 2 & D IC/ER I N, AR INZE LA, RHCOS
J—RADEBIFIFEAERETTY, OpenShift Container Platform A4 2 3 X TOMBICIE. >
AT LN=RZVJICEAT 2 HRBOESLHY £9, OpenShift EEDEE S & UH#EE (Ignition,

ostree, FAHYER /usr 2 &) MBI N/ RHEL Y XF L& LT, RHCOS %# RHEL Y A F A& E
BRICBRIETEE g, N—RZVJOEEAEICIEEVDSHY £T,
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_compared_to_kvm_virtualization

FEIAVFTFI—OEFIYT 14—

OpenShift Container Platform & & U2 D Kubernetes T ¥ > DEEMEEIZ, HEIGELTT T
F—=2avBLUVAVISARNSIFv—6RREICRT =Ty TELVI IV TERBIETY, BT
SNABRVKRTRWRY, RAMIOVA Y LTY I NIz T7EEMLAYEREEAZEBELLZY LT
RHCOS ICEEZEZMA 2 EIEHY £ A, OpenShift Container Platform 41 Y A b= =B LV
AV MA—IVTL—YTRHCOSADEELZEE L., FENCLDNARLICHR/ —REEHTES L
DICTEIRENHY FT,

DD, MEOEF21) T4 —LD=Z—XITHIHT 7= IC OpenShift Container Platform T
RHCOS / —R&N—R=VJ$2HBE. N—RZVIJTIRBEN—RZVIHEOEAEERT S
WHEIHY ET,

1.3.1. RHCOS TDO/\— R=V T ORHRBDEIR

RHEL8 ¥ a5 4 —3&1t 4 RTIE. RHEL VAT LDEF 1Y FTF14—DOF7 TO—FICDWTEHHA
LTWZET,

AETIE, BSto77O0—F, BHEMEOTEMAE BLUEEBY—EIANDBROIEMAEICDOWVWT
SEALE T, Fh, AVITSATUVREREIIDVWTDRFT YV, 774 ILOBEMOMER. EEBEDE
7. BEUVRMNL—=Y TN, ZADBESIEOAEEHERT B ENTEET,

N—RZV T HHEICDVWTOERICEDWVWT, RHCOS TENLAN—RZVITEHEERET
B5ZEDNTEET,

1.3.2.RHCOS D/\— K=V T HEDEIR

OpenShift Container Platform T?D RHCOS ¥ A 7 ADBEMAERIIHEINIHA. KDY IC,
D—A—/—RPIYRI—/)—RRED/ —RDT—NVILHD VAT LEEET DI EICDVWTERT
DNENHYET, FR/ — RBREBELRIFE., RTAYIVLUADA VA M=V TIE, BHERY A TOH
H/—RKEERTE, /—RIERHCOS A A=V B LVEIIT 20 ERICETVWTERINE T,

AVZAM=IVEI®, A VAM=ILEF, BLVI TR —DHEEERICRHCOS Z2ZEET 2 ENTEX
_a—o

13214 VA M=IRIDN—KR=V YT

RTXAGILDA VA ~—ILTIL, OpenShift Container Platform @4 > X b —JL%BIIET ZEIIC/N— K
ZVJHEEE RHCOS IDBMTE &9, =& AI1E. RHCOS 1 Y R h—5—DEEBFIC, SELinux ¥ x5t
MIYIWFALY RBREDRIEDEL RNIVEREREDEX 2 71 —BEEE IV FE A 7ICT B720DIC
h—XIWF T avaEBIMNTEET,

NFAZ)JVRHCOS DA VY A M—ILDZEIFHZEN LMY T, TDHAE. OpenShift Container
Platform 1 Y A M=)V %BR T 2HICARL —T 4 VIV AT LADEREZRNEB T ENTEEY, &
nidk. 74 RVDOBESIECHERARRY N7 —UBRERE. FEDKEATREQRRY BHHICKET 2HE
NHBGEICEBICRYET,

13224 VA M—IBEDODN—FK=VJ
OpenShift 1 Y Z h—J)L 7O X & Flf L. Ignition SXAEAZETE XY, Ignition FREEFEAL T, M
BD774ILE LU systemd —ERX%Z RHCOS / — RIEMTEE Y, /e 1 VA M=ILILFERT

% install-config.yaml 7 7 1 JVICEARNREF 2 ) T4 —BEEOEREEZMASZIEETEET, DA
ETEMLEZRRIE. &/ — ROYLCEESBICARATEET,

1323. 95 R —DRITEDODN—K=VT

1


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-container-and-container-images-for-vulnerabilities_scanning-the-system-for-security-compliance-and-vulnerabilities

OpenShift Container Platform4.4 ¥ a5 14—

OpenShift Container Platform 7 2 X9 —DEEIRIC/N— K=Y J#EE% RHCOS ISERHY %2 A/EIEE
BHYFY,

o F—EFEUEYMNIRTD/—RTH—ERERTTI2MNEIHDEEIE. TOH—ER%
Kubernetes DaemonSet # 7~ =/ b TEBINTEXY,

o T UEETE: MachineConfig # 7> = 7 Mlid, ELCHEAD Ignition REDH T v MHEF
hEd, IVVBREETRTOT7—H—/—RFkiFavybo—IL7FL—r/—RIEAT 3
ZET, VSR —ICEBMINZELY A TORD/—RKRTCRALEENI EAINDLIICTE
7,

ZZTEHBLTWS I RTOBEBEIL. OpenShift Container Platform &G KF 2 X > MIEEHIN T
WEd,

B SR
OpenShift ¥ a ) 571 —HA K

RHCOS DERE 73R DR

o /—RDERE

o AYVAM—IERET 71 IVDFEMEMK

® Kubernetes ¥ =7 T X b B & W Ignition 5RE 7 7 1 ILDIERK

® SO 1 *—<%{FEM L7z Red Hat Enterprise Linux CoreOS (RHCOS) ¥ & ~ D ERK
o /—RDARITAX

o H—XIBIED/— RADIEM

o A VAKM—IEE/INTA—4H — fips

® FIPSEESDHR—b

e RHEL O7 crypto AVAHR—X >V K

14. AV T54T7 2V RAICDWT

% < @ OpenShift Container Platform @O BEHRICEWTIE, YR T AN ERBRECHERINDEIIC,
—ELRILTORFADRIGE/IEAY TSATVADBBEICRY FT, IOREINHIZ. ERELE,
EREEZITEBOLEANT VR TL—LT7—VICL>TEELSNFE T,

141V TSATVRABLT) RVBEBIZDWT

FIPSAYTSAT7 VR, RELBETREEINSIFHEELAVR—XVMDIDTHY., YR—
FINTWBBESERMOADN ) — FETHFAINS L DICLET, OpenShift Container Platform O
VISATVAITL—=LT—=DIIDOWVWTDRedHat D7 7O —FICDWTIE, OpenShift 1)
TA4—HAARDYRVEBS LVPHRFITIGDEZSRRL T LI,

B SR

® FIPSE—RFRTDIZRY—DA VA M=)
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https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/architecture/#rhcos-deployed_architecture-rhcos
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/nodes/#nodes-nodes-managing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installation-initializing-manual_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installation-user-infra-generate-k8s-manifest-ignition_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installation-user-infra-machines-iso_installing-bare-metal
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-working
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installation-configuration-parameters_installing-aws-customizations
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/installing/#installing-fips-mode_installing-fips

FEIAVFTFI—OEFIYT 14—

15.aYF+F—aVFoyDtExal) 514 —(RE

AVFF—ADAVFUYDEF1Y T —ERIETBICE. EPEBETEBER—21 A—Y (Red
Hat Universal Base Images 72 &) A L. S TE2VY 7 M7z 72BN 20EAHY Y, OV
THF—AX=2DtFa )71 —ZREHNICHERT 2IC1E. RedHat 8L —RKX—F 1 —DY—JL
OEAEZFEALTAA—VERF vV TEET,

151 V7 F—ROEFa1)F 14—

FPINVG—2aveEAV 7320 Fv—iE, $CIKFATEZAVR—FX Y FTREINTLE
To TDELUE, Linux 7RV —FT 14 V7Y X F A, JBoss Web Server, PostgreSQL. & & U Node.js
BREODF—TVY—ZANRY5r—ITYE,

NSOy = DAVTF—EINN—YaVEFIATEEY, L. Ny T—YDHP.
EIWRLIEA Ry =YV DRICEERI—-RAEINTVEIDEI N ZHBT 2VEIHY I,

BT BIREZRIIIUTIAEENZET,
o VT FT—DRBEVMVIZANIIF vy —%BRICS ST HBREREHEN?
o 7Y —2avEBILBMOKRBULIEET DD ?
o TUNALBELUARL—T A VIV RTLBIIRTDREICHZ N ?

Red Hat Universal Base Images (UBl) TAY 7T+ —%ZEI KT B2 &ICLY, AVTF—AA=ID
~N—2 A% Red Hat Enterprise Linux IC&EZN2E L RPM /Ry 5 —J DY I NI P THREINDEDT
HDIEEMRATEET, UBIM A=Y DFERFALEBREAICT IRV T aviInEHLY FtH A,

AVFTF—BHROEF1 Y T4 —HIRGEIICRESN D L DICTBICIE. RHEL D LEEFERAINS
M. F7=IE OpenShift Container Platform ICEMINTWSEF 1) T4 —XF v VBl EALT
WB A A=DICHESEENHIBEICESZELET, OpenSCAP 4 X —IY X ¥ v VL RHEL THIAT
&, Container Security Operator &, OpenShift Container Platform CERAIN2 AV FF—a X =Y
EFTVvITBIEDIEMTEEY,

1.5.2. UBI #{F A L =-BEHRAERA X —T DIERK

AVFF—eINT7 TNV =23V EFERTBICE. BEARL—FT A4 VIV AT ALICE > TRMHX
NZAVR—FV N RBITIEEINER—AMA—VDOFERAISHHBLET., LI 547
S)— A—FTa4 VT4 —, BLVZTOMDHEEINEEZNET, Ik, 7TV Ir—2arvhr+R
L—74 ‘/7““/7\7_‘A0)77’f)l/°/7\7_‘b\'cum5&'§'%> ENFRINET,

Red Hat Universal Base Images (UBI) iZ. BE®I YT+ —DEIIL REFETINBHIC. £ Red Hat
Enterprise Linux rpm /Xy 5 —I 20OV 7T VY CTERINIA VT FH—%EFEHT DL D ERT

BIOIERINTVWET, TOLIRUBIM A=V, EFa )T+ —RyFEBEHL, HEOY T
Y7 ZMARAOTDICENRINEI VT F—A A=V EHICERICHERAL. BEHRTDLOICE
HIMICEHRINZX T,

Red Hat Ecosystem Catalog Z# %L T. R2Z2 UBIM X—C%ZRDF. DA A —Y DIEBM AR
LET. EFaT7RAVTFT—AX=V% KT 2BEIE. UTD2DO20—KREQAUBI A X =208 A
THRFEAT LI EERFETEI2NE LNEEA,

e UBI:RHEL7 £ &' 8 DIZ# UBI 4 X —< (ubi7/ubi & &£ T ubi8/ubi), 8LV ZTNS5DY T

LHENR—Z ET BN A — (ubi7/ubi-minimal & & Uf ubi8/ubi-mimimal) "% Y £9,
NODA A —JETRT, EEO yum AT Y KBL P dnfIvY REFAL T, EILRTS
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https://access.redhat.com/articles/4238681
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://catalog.redhat.com/software/containers/explore

OpenShift Container Platform4.4 % a5 1 —

AVFF—A X—VIBMTEBRHEL V7 b I 7ORED YRV b ) —2BBT 3L
FRICREINTWE T, RedHat I, Fedora® Ubuntu BEDMDT 1 A M) E2—>3 Y
TIDAA—VEFRTEZIEAMELTVET,

® Red Hat Software Collections Red Hat Ecosystem Catalog T rhscl/ ##8%& L. ¥EY 1 7D
TTNVG—=23VvDR=—ZA A=V E LTHERT2DIERINIAA—VERDITET,
7= & Z &, Apache httpd (rhscl/httpd-*). Python (rhscl/python-*), Ruby (rhscl/ruby-*).
Node.js (rhscl/nodejs-*) & & U* Perl (rhscl/perl-*) rhscl 41 X = DH Y £,

UBl M X—VISEHBICHETE, BERAETTN., DA X—IIIxT D Red Hat DHR— b I,
RedHat @Y TRV TP a3V TOHRATERZIEICEELTLEIW,

B, MBI CintUBI M A—U%ZFEAL, ThEFERLTEIL RTZHZEICDWVWTIE, RedHat
Enterprise Linux K3 2 X >~ h® Red Hat Universal Base 1 X —Y DfFEH 288 LTI,

1.5.3.RHEL ICH T DX T4 —AF vV

Red Hat Enterprise Linux (RHEL) ¥ X 7 A TId. openscap-utils /X 57— T OpenSCAP X ¥ + > %
FETX %9, RHEL Tl. openscap-podman OI< Y RAFAL T, 1 X—Y THRBEDERE X
F v+ TEXT, RedHatEnterprise Linux K& 2 X~ b ® Scanning containers and container images
for vulnerabilities ZZHR L T XL,

OpenShift Container Platform Tl&, RHEL ¥+ 7+ —% Cl/CD 7Ot XA THATZ I &N TEET,
ez, V—2OA—FOtEFa2) 714 —LORMETRANTZEMI— NEFTY —ILY, BERIOMESS
MREDAI T % RMT 2DIERT AT VY —RZA4 TS —%2RFETHY 7771
VIR I VBV IV ERET BRI ENTEET,

1.5.3.1. OpenShift f X—S DR ¥+ >

OpenShift Container Platform TE{7X 1. RedHatQuay LY A MY =D FIEINZaAVT+H—1
A=Y DIFE., Operator ZFA L TENLDA A —T D5 %E —BERRTE Y, Container
Security Operator % OpenShift Container Platform (2801 L T, IR L 7= namespace ICEBMI iz 4A
A= DL R— N E2RETEIENTEET,

RedHatQuay DAV TFH—A A=Y RF v Uk, ClartF®al) 74 —ZAF v F— ICL>TEFTINE
9, RedHat Quay Tl&. Clair I& RHEL, CentOS. Oracle. Alpine. Debian, & & U Ubuntu @74~
L—FT A VI RTLY TRV T TCEINRINAEA A—DDiEHEEZREL, METBIENTEE
ER

15.4. A —ERDEHEE

OpenShift Container Platform I&, # 7> =42 b®D7 / 7—< 3~ (object annotations) ZFIMHE L T
BEEINRLE T, MBHERAF v T —REDHAIY —IEA A =TI Tz MIAIYT—SDT /) 77—
vavEMIFBIET, BROENERRLEY, Pod DETZFMELALY TEXY, A€ 2 30T
. 27/ T avORHBINBZERICOVWTEHALEY, o zEATEIET 7/7—
2avEIAVY I TREIFEAL, - —IIBIDT -9 2RRTDHIENTEZET,

1541 AX—S DAY T—%

AX—YDRET—FITE, Ny T—VDfRESLIVOF—TVY—ZAY T T T7 (0SS) T4V
ADAVTZA TV RARBEDKRRBIATHHY EY, IHIC, BEROTANRA ST —NZDXIT—%
BRI ZEENDHYET, DD, UTO7 /7= aYORANMREINIT,

I quality.images.openshift.io/<quality Type>.<providerld>: {}
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/using_red_hat_universal_base_images_standard_minimal_and_runtimes
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/

FEIAVFTF—ODEXAVFT 14—

KNP /)F5F—2aryx—oEk

AVER—FV b 7 FaXhsfE

qualityType X TF—=HDYA S vulnerability
license
operations
policy

providerld 70O/4 4 —ID OXFF openscap

redhatcatalog
redhatinsights
blackduck
jfrog

154117/ 7—>arv%—0OH
quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}

quality.images.openshift.io/vulnerability.openscap: {}

AA=VDRET7 /7= 3 VDEIF. UTORRICK > LBELT—5ICRYET,

K27/ T7—avEDOER

Z4—IF

name [=4A Fang y—nxRné F5

timestamp [=4A AFXF v VDIALRAY Y XFF
7

description (AYA V-4 &5 5 7 5t PR FF

reference (=40 BEHRY — 2D URL F7- F5

FFFMER, 1 —Y—D
T Y REEICDE,

scannerVersion (AYAY-4 e A e AT XF5
compliant (AYAY-4 AVTSATVADER 7T—IE
summary (AR MREIN/-BEBEDERN —&8 (UTOXRESR)

summary 7 1 —JL K&, L TFOHRICK I BELHY XT,

FKIIENT 1 — L FEOER
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Z4—J)EK B 947

label AVER=FY FDRFIRIL (B XFF
critical. important. moderate.
low F 7= health)

data ZDAVR=RV I DT—45 Bl  XFF
REINBEEEORFIE RO
7)

severitylndex IEFR R TH LTI 71 v KRR BH

DENY B TEAREICT DIV R—
XY NDA YTy IR, EIZ0..3
DEFRICHY . 0=low ITHRY
EJC N

reference 15ERY — A D URL X 7= L5015 XF5
W, £ T3,

15.41.2. 7/ 77— a {EDHI

UTofIE. BBHEOENT—98LPAYTSATVRADT—IVEEZEL A X —2 D OpenSCAP 7
JTF—2avaERLTVWETY,

OpenSCAP 7/ F5r—>3a >

"name": "OpenSCAP",

"description™: "OpenSCAP vulnerability score",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://www.open-scap.org/930492",

"compliant": true,

"scannerVersion": "1.2",

"summary": [
{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },
{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }

]

}

LLFofE, FEMliERE L THEBURL EEBHEDS VT v I RAT—95EL M4 A —2 D Red Hat
Container Catalog 7 / 7—>3a YR LTWET,

Red Hat Container Catalog 7 / 7—> 3~

"name": "Red Hat Container Catalog",

"description™: "Container health index",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
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https://catalog.redhat.com/software/containers/explore

FEIAVFTFI—OEFIYT 14—

"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }
]
}

1542 A A=A Tz VDT I/ T7—>3aY

OpenShift Container Platform DTy RA—H—(FA A=Y RN —LATI 7 ML TEEEZTT
WETH, EFa)T1—AITFT—9TT7/T7—>arvhMFIohdDEA A= F TPV T,

AA=IFATITINEIVSRAI—2FETZTORIA—THEEIN, L DA A=I RN —LBELV
YU TBRINDABREDOHIE— A A—IERAVMLET,

154217/ 57— arvHERAIhTWS CLIAvY Y Ko

<image> A f X —UH AV A MNIBEBRIZTT B
sha256:401e359e0f45bfdcf004e258b72e253fd07fba8cc5c6f2ed4f4608fb119ecc2),

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Container Catalog", \
"description”: "Container health index", \
"timestamp": "2020-06-01T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference"”: null } ]"}'

1.5.4.3. Pod 17D HI1H
images.openshift.io/deny-execution 1 X —YRY Y —%FHAL T, 1 A=V ERTTEINEIDET
72 LTHIEILET,

154317 /57— a vl

annotations:
images.openshift.io/deny-execution: true

1544.88V77L VR

FEAEDHZE. BEERAF v F—REDHIBY —ILIEA A —VDBEHEER L., AF v VERREL.
BET A A—VA TV MBEROT /5= a Va0 T NERLIITST14 0 EREL
9, COBELTIXEE. OpenShift Container Platform 4.4 RESTAPI MU L TP/ T—> 3V
UER L £9, REST APl D—fEHIZRIEERIC DLW TIE. OpenShift Container Platform REST API =5 8R
LTI,

1.5.4.4.1. REST API FEU'HE L 0 Bl
curl AT HIUTOEPCELDOFITIK, 7/ T—>avDEarLtEXLE

¥, <token>, <openshift_server>, <image_id>. & & U <image_annotation> DfE% & X#: 2 T<
I,
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Ny F APIEUH L

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:8443/oapi/vi/images/<image_id>\
--data '{ <image_annotation> }'

LUTFiE, PATCHRAO—RKT—4DHITY,

Ky FHCHLT—S

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":

"{ 'name": 'Red Hat Container Catalog', 'description’: '‘Container health index', 'timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index’, 'data’: '4', 'severitylndex': 1, 'reference': null}] }"

}
}
}

BIER R

¢ A A—IURAKNY—LAFTVITY K

16. V7T F—LYRAMN)—DEF 2 T7REFEH
AVTFHF—LIARMN)—F, UWTFEERTTR2EHOICAVTFTF—AAXA—2%RELET,

o A A=JIMALTIERATESLLDIICTS

0 A A=A RX—IDEBN—2aVvEEUIENTEDRVRIY N —ICEET S

o FT7LavT, BRBBIAAEFIEIVTAA—IANDT I ERZHIRT 20, FldM X —
VE—MRICFIATE2L£5ICT %,

Quay.io ¥ Docker Hub 2 ED/RXT Y w AV FF—L I AR =BHY, T I TIEE K DAREBD

AA=—VEHBLET, RedHat LY A M) =&, HR—IMRRD RedHat BLUV/N— K~ F—DA X —
UERM L FIH. Red Hat Ecosystem Catalog TIEINSDA X —JILEAT ZEFEMARES L UL
AFIv VN RMINE T, MEBOL I AN —%ZEET SICIE, RedHatQuay REDIAVTFH—L

VAN)—EBATDHIENTEET,

X271 —DERTIE, —WOLIYAMNY)—IF, IVTF—OEBHEEZHIEL. #bdT 572D
BIAMEBE AR L §, =& AKX, RedHatQuay (., Clarz¥a) 74 —RF v F—%FHLALIY
TH—IESEHEDRF v, GitHub BLVZDMDBATY —XA— RAEBEINLBEICA A —D%
BEMICBEILRTZODEIN RO N H— BLIPAMA—INDT7 IR E2EF2T7ILT2DD
A—ILR—D T Y7t A% (RBAC) A AT A RHLE T,

1.61. 37+ —DY —XDHER

Ao O—RFEAD DT TOAAFADAVTF—AX—JDAVFTFUYERFTY Y L, BHT 3ICIER
BOY—ILEFRETEET, LHAL, AVTF—AX=—VDORRAY—RAREZLIHYET, REINT
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/images/#images-imagestream-use_images-understand
https://access.redhat.com/products/red-hat-quay

FEIAVFTFI—OEFIYT 14—

W2aAVTF—LIYZAMN)—%2EATEEEIF. EEINDY - 2EAL TREROBZEMY 5
ENTEET,

162. 41X 2— 49 I TCREFADIY T+ —

AI2a—9TNRAVFTF— #EEBTIEIC, X271 —FBHEFERTEIEIFELICEEILRY
F9, 132497 RAVFTF—E ETHRICEEEINZZEDARVWIAYTF—TT, 1321—%
TNRIAVTFHF—%TTO4 $T25EICE. ZTHOAVTFHF—ICRATY AV LTIDUED/NA F
) —%BEMAZIEETEFEA, BERLOBRTIK, BHINALIVTF—AX—=I%ZBEILK,
BF 040, AT F—%ZEHTZOTERL, AVTF—DEIBIAATVWET,

HUTFIE. RedHat BBEA A —Y DFHICAY £,
o TSy NITA—LDOEBIVR—RY MELIEBICBERMOMBEIBED L,
o R7AHIMNSIZIRET, RHEL 5y M7+ —LLEKTHEHBRMELH S,
® RedHatilk>THR—IIN B,

BHOBEED—BIXEICEHRINDOT, TAMFADIAVTFT—AX—=UDAVT VY DIED,
FRICA D O— R LA A= %BGMIEBH T 2RENHY T, RedHat ¥ a2 ) 574 —7 KN
AH1)— (RHSA) #FIFAL T, RedHatREIA VT FT—A A=Y THLEICKREINIMEICDOWTODE
EE5ZF, BFINICAA—VERRT DI ENTEEYT, F/ld. Red Hat Ecosystem Catalog IC 77
JEZAL T, TOHEELUVEE RedHat 1 X—2 DD tEFa ) 714 —BEDOHEBICDOVWTHRET S
EEHETEET,

1.6.3.RedHat L ¥ X ') —& & U Ecosystem Catalog 5DV 5+ — DS

Red Hat Tl&. Red Hat Ecosystem Catalog @ Container Images £ a v Hh 5, RedHat #@EB LU
W= NFT—F 77V IJOREAVTFT—AXA—V % —ERRLTWVWET, 2DAHAHOTH L. CVE,
YIRIZTNRYT—VD—E, NVRARATREDEA A —VDOFMERRETEES,

RedHat 4 X =&, /XT Y v o avFF+—L IR MY — (registry.access.redhat.com) & & U'EREE <
h7=L Y X b1 — (registry.redhat.io) IC& > THRERIN S, RedHat LY A MY — &V LY B

) —ICRBICREINE T, EBELICHEEARMICRedHat Y TR 7o 3 VEREBHR CORI = L E
EFT BV ODDEMA X —T %S registry.redhatio CEARKIC. BLIVFTF—A X—=YDEY b
NEEFNET,

RedHat TIidaAvFF+—0aAV T YOMHEEEZERL. IVTUYEERMICERLTWE

¥, glibc. DROWN, F7 I Dirty Cow DIEERE, RedHat A tEF a1 T4 —BHFZ)—XTBHE
I, HEBAZFIZRIRTDAVTTF—A A=Y EBEI RIN, RedHatRegistry ICTy a3 E
ER

Red Hat Tl& health index % {#f L T. Red Hat Ecosystem Catalog #HCIRHEI NIV T+ —
DEFa)T4—LDIVRIVEERBLFY, VT F—ldRedHat BL VI Z—4 O XA TRHFE I N
2VY70hN0xT7EFERTZED. EX2U T —DLRVIE, AVFFHF—DHVEELSRY, FEDO
VTFFT—0BEREFIYT A —DLRILNENAYET,

AV TFF—OEHICTD W T, Red Hat Container Catalog TIEHBA T AT L% FEALET. BRFEIC

DWTOFIE, 41 A—VICHIATZ2RIEL. REEXREOGSVWEF2IV T —IF—FICEDL
TIIhhET. BATEADLF ETHY, ADVEHERYEY, TOBMIFIRTLADFMICOWT
I&. Container Health Index grades as used inside the Red Hat Container Catalog A#&HB L T X,

RedHat V7 Iz 7ICEAET 2 X)) 71 —BFHS L UMEHIEICDOWTODFEMIL. Red Hat

Product Security Center Z8BB LTIV, RedHatzF¥a ) 5714 —7 KR4 %) — 258 L T,
BEDT RNAH) —BL VP CVE ZRFETEET,
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https://access.redhat.com/security/security-updates/#/security-advisories
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/security/vulnerabilities/drown
https://access.redhat.com/blogs/766093/posts/2757141
https://access.redhat.com/articles/2803031
https://access.redhat.com/security/
https://access.redhat.com/security/security-updates/#/security-advisories
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1.6.4. OpenShift Container LY A 1) —

OpenShift Container Platform WKiE, VT F—A A=V EEBTRLOIFERATESZ Sy 74—
LOMEINLZIVR—FY MNELTETINSG, 514 X— ML TR Y —D OpenShift Container
LYARMY—NE ihi?‘ OpenShift Container LY Z M) —l&, O—ILR—ZAD7 V7 = AHEH%1Z
HMLET, CNICEY, EQTAVTF—AX—VEH#ITIV/ T 213200 %EEBTEELDICR
YEd,

¥ 7=. OpenShift Container Platform |& Red Hat Quay 2 ED T TICHER L TWS AREMHD H B 4thd 7
FAR—=KNLIYAN)=EDHEEEYR—MNLTWET,

BIER R

e fk& OpenShift Container Platform LY A b 1) —

1.6.5.RedHatQuay Z R L /AJ YT+ —DREF

Red Hat Quay ¥, RedHat DT V¥ —FS5 4 AL RILOFEDEVWIVTF—LIZARMN)—HFZT
9. RedHatQuay DBIFIX. 7v TR M) —L®D Project Quay TThN £ 9, RedHat Quay I&. =
VLI RAFELIE Quayio DR R RB/N—Y 3 VD RedHat Quay TF 7041 TEX X,

Red Hat Quay Dt F a2 ') 7 1 —FEEKEEICIE. UTAEFEFNET,

e Time Machine (¥ DOBERE): 5 E LB F /23 12— —BIR L BRHARICE D W
T BWITEFOA A=V DEMPRSIND L DICLET,

® Repository mirroring (Y RY MY —DIZ—) VI X2 T+ —LOEBEEAIGMHDL IR
N)—%2IS—)VILET, L&A, SHDT 7477+ —ILDEED Red Hat Quay T
NRTYy P )RI M) —%HKRKAMLIZY, R7+—T VA LEOBHEMSL AN —AFHAX
N2BTOELICEELRLY LET,

® Actionlogstorage (777 < a3 >~ 0% MfR7E): Red Hat Quay DO ¥ > JH % Elasticsearch 2
=Y IREFL, BRICRRBLUIINICERATESLDICLET,

® Clair security scanning (ClairE¥ 274 —X2F v+ V) &EAVTF—A A —JDEKRICEDW
T IFETFERLnuX BT —IR—RIIH LTI A=V %ERF v LET, &EIAVTFH—
AA—VDOBRUEDIVT, IFIFQRLnuxEFET —IRXR—RIIH LTI A—T %2R F v
vLEF,

® Internal authentication (WEREREE): Red Hat Quay ~® RBAC SR A LB T 57 7+ )L b D
O—AILT—IR—%&FEHT BH. LDAP. Keystone (OpenStack). JWT Custom
Authentication, Z7zd External Application Token ZBEEH 53ZIR L £ 7,

e External authorization (OAuth) (#-&85R5E (OAuth): GitHub. GitHub Enterprise, & 7z (&
Google FREEA 5 D Red Hat Quay ~NDEREEAFFAI L £ 7,

® Access settings (79 2 A3&%E): docker, rkt. BER7 IR, 2—H—1ERDOT7HU > b B
BEINLI AT MR T— R, FIFEEFH, 12— —RDOBEH TOD Red Hat Quay
TOEAZARICTBN—DO Vv EEHRLET,

Red Hat Quay & OpenShift Container Platform O#f& D it I N TH Y. & < ICEAET % OpenShift
Container Platform Operator & D&M MEI N TWE T, Quay Bridge Operator #EHT 5 &, A
EB OpenShift Container Platform LY X M) —% Red Hat Quay ICEE# 2 5 Z EATE XY, Quay
Container Security Operator ¥ % &, Red Hat Quay L Y & M) —H 5 FILE I/ OpenShift
Container Platform TETINTWE A1 A —Y DOfHEEEEETIET,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/registry/#architecture-component-imageregistry
https://access.redhat.com/products/red-hat-quay
https://docs.projectquay.io/welcome.html
https://quay.io
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#repo-mirroring-in-red-hat-quay
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#proc_manage-log-storage
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-bridge-operator
https://access.redhat.com/documentation/ja-jp/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup

FEIAVFTFI—OEFIYT 14—

17Z.E)L R7ORDtExa 514 —1RE

AVFFHF—EBETIE., YVZIMNI2I7OELRTOCRIESA THAIILDRAT—ITHY., T T,
FI)r—2avyaA—RKRPRERS VM LSATIS)—EHEEINET, COELRTOERDERE
g, VIMNDIZITFDRIYYIDEXF21) T4 —%RETDHLETHERERYET,

17L1EDEL RTEZILTEF 701 a4

OpenShift Container Platform # QY7+ —EI RDEBE TSy K74 —LELTHERT S E T, l:"
IWRBREDOEF1) 74 —2HRATEEY, 1OOEIRTEZICTET7OM D AREE WHER
I ELRTOEROERATOEFORETEREICT I OMINDELIICT B tb\f%ij—o

AVTFF— DA Ia— 9TV RREAHIEITEZIEELEETT, PO VTFTF—ICNNyFAEHETS
ZEIFETEFTEA, FORDYICBEILRBLIUBTO0/45ET7LET,

YIMTZT7HEILR, TR, BLUEBREBREOERAT—VEBBTIEIC. VIO T7OY
TOAFI—VHERETDY—IDNEETEIBEINEINIEETT, UTOHIF, JvF+H—ibIhi
YVIRNITTDEBTEBYINII T TSAF—VICHARAL I ENTEZTOERBLVY —

WeRLTWETY,
Trusted code repo CCB rapid ATO
A
S I
Unit Code Sec Int QA v
EEE— EE——— >

Req Dev Test |[”| Qual [”| Scan [”| Test [”| UAT Prod

Jira Che, GitHub Cucumber, Sonarqube, AtomicScan, Automated Quality Sysdig, EFK
JUnit Fortify Anchore,

Twistlock <M cs

OpenShift Software Factory

OpenShift Container Platform (&, ¥ a2 74— R%&/EM L. BETEZSLDHIC, FFETESI—F
JRI MY — (GitHub B E) BLVHE TSy b7+ — A (Che BRE)EMBETEEY, BT A

(&, Cucumber BEL Y JUnit ICIKBFET 2ENHZDGENHYET, IV T TF—DOHRBUEDER

. Anchore £7I& Twistlock & ED IV TS 4 TVZEEEJEUJF'&%E@E%%@E L. AtomicScan F 7z i
Clair REDA A=V RAF v Y — )V EFATEEXY, Sysdig REDY =L, AV TFFH—bIhiT
TUT—avOBGNAREZI - VI ERETEET,

1.7.2. EJL FDEE

Source-to-lmage (S2) Z#FAL T, V—RA—RER—ZAA A=V EHAEDEDZIENTEE

T, ENIT—A A= FZS20 2FIAL. ARSSLCERF—LDOBIRAREAREIIN FNRIETORE% 06
ICLE 9., RedHatS2l 1 X —I 4% Universal Base Image (UBI) 1 X —Y & L CHIBETRERBE. ZR
D RHELRPM Ry F—=I DB EN REINR—ZAA A=Y TY I NIz 7 2EHICBRHTEET,
RedHat &, CHEFBEICTZLEDICY TRV ) T a v OFIREHIFRL ZF L7,

ARENELNRA A= FERLT, 77U 75— aVAICGtTI—R2a3y g 254,
OpenShift Container Platform &L FDO#EEARITTEE T,
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https://cucumber.io/
https://junit.org/
https://anchore.com
https://sysdig.com

OpenShift Container Platform4.4 % a5 1 —

e O—KRYRIYKY—D Webhook F7 3D BENML S itz ( v 7L —a > (Cl) 7O
TERAOWETNHT, FAEATERT—T1 777 M S2ELT—A A=Y BLUHLICT
Sy MNINAEI—RAEFERLTHRAA—VOEEB 7Y TILE N H-LET,

o FMICELNRLAEA A=Y EBMICTIOML. TRAMLET,

o FRANEHFDAX—VEERBICITOFE—MNLET, ZZTIRHCTOELREHERAL TEEN
IF7aoq43IhzEd,

Development
Configure triggers . .
' Git repository
Developer
Build
Container registry —> Builder image —> Build

Deployment

Node (xN)
Base image
Pod (xN)
<« <
Container image Code

B I N/ OpenShift Container LY A M) —%Z2 AL T, &AA—IADT7 VR ZEETEX
To SA A A=V BLUVRA T4 TEI KA A=Y DMAIL OpenShift Container LY R M) —ICEHED
BICTy > aihxd,

Cl DMAIAFE N7z Jenkins DIFMIT, HMEODEIL KRB LUV CIERIE%S RESTful APl £ U API LD 1
A= L IR M) —%ER L T OpenShift Container Platform I 322 & TE X T,

1.73. EIL REEODADDEF 1) 71 —1RE

FVFICE T, ENREREICEWT, &ET BV Y —RICT IV ERT 27DICREEHERIDEIC
BBIGEDNHY £ITH. ZORABEREEIN RTERINDIRENRT T r—>a v 4 A= THA
AEEICT B EIFBEYITIEHY FHA, DD, AAY—V LY NEERETBHIENTEET,
feEZIE Nodejs 77U r—3avDEIL RBFIZ, Nodejs EVa—IDTFAR—NIS—%BRET
XY, TSAR—RNIZS—DELEVa2—-)EY Y O—-KRT3ITIE. URL, 2—H—F&, /X7 —K
’éai} l:")l/ READARY L .npmrc 7 74 L EBET2HENHYET, EFa )71 —LDERIC
LY, FEIBERIIT TV a v A X—ITRBALAVWTL I,

ZOBITRLEYF YA EFERLT. AAY—2 Ly MEFROD BuildConfig £ 7> =7 MIEINTE
i’a—o

LY=Ly hDRWEEIZERL X T,
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I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

IniZ& Y, secret-npmrc &V D ZRIDFHRS — I Ly MAMERINZF T, Thic
&, ~L.npmrc 7 7 4 )LD base64 TTYIA—RIhAAVFUYINEEFNET,

2. ¥—2Lv h%EBEED BuildConfig# 7> ¥ h® source 22> a VITEBMLET,

source:
git:
uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- destinationDir: .
secret:
name: secret-npmrc

3. =2 Ly bEFIROD BuildConfig # 7> =7 MUEMT 2I1CIE, UTFOaAYY REERTLE
_a—o

$ oc new-build \
openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

17.4. EJL R 7O ADHE

AVFHF—OBEFEATEZLDICAVTT—AA—VEESLPEIL RN TOERZE LT, fl#H%
DEEARICTHIENTEIXT,

Core build Core build Core build
/ / Middleware 4 Middleware

A A / A
/ Application

Operations Architects Application developers

T2, BRF—LIEIR—RAAA—VEBELFEFT, —AT, 7—FFTI7MNEIRILDT,. SV4F
1L, T=IR=R, ZOMHOY)21—2avaBELET, ChilLY, BREHEEI7TVr—>3 v
BoA%uaERL. O—RNDERICERTEIENTEET,

HLWRESEBRIIEBICEHRINDZDT, AVFF—0aAVFUYaEREM» D2 7O7 V571« TICHESR
TEHEREFPHYFT, TNEERTTBICIE. BRI X2 )T —FRAMEEIRFLEEC S
OCRICHEETIVLELIHYFET., UTICHIERLET,

e SAST/DAST- BB L UBNAEF1UF1—FRAMNY—I
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o BIHODMESHEME) PILIALILFIVITELZODAFTYyF—, TDLIRY—ILIX, VT
FT—RHDFA =TV =2y 5= %AsO7k L. BROMESEEICOVWTEMNL, ¥+
BHADINY T —JITHTZRGEBREIREINS EZTDEHBEREEE LTI,

Cl7OERICIE, EF2YT4—RAF v Y TERERINZIBEICOVWTHEF—LANEICHULTE 3 &
I, INLOBED 7S 72EINRICHITZR) S —42EDB2RENHYET, HRAIITA XL
VFIT—ICELTBIET, ENRETFTTOAMAY NEICKRIADERELAVWEIICLET,

GitOps D EAEATZE. FL C/CD X H=RLEBALTT FUr— 3 vOBELF TR,
OpenShift Container Platform 41 Y 73 A NSV F v+ —tLBETEET,

1.7.5.Knative —/X\—L 27 7)) s5r—> 3 VDEII R

Kubernetes # & 1" Kourier &9 % &. OpenShift Container Platform T Knative % L TH—
N=LRT7FYr—ravzaE)LRL, 77040, BETEET, thOEIL REBRRIC, S20 1 A —
JEFERALTCOAVTF—AEILRLTHS, Knative " —ERXRZFEHALTENLARHTEET,

OpenShift Container Platform Web 2> —JL® Topology E' 2 —%{#fH L T Knative 7 7Y s —> 3
YDENRERRTLEY,

BaE R R
o M A—=YEJIRNIZDWNT
o EILRDKN)A—BLUVER
o EJLRAHNDIER
o ANY—ULY hBLUBREYY S
o CI/CD DHERMBLURER

e Knative Serving 7—F 77 F v —

7|

® Topology Ea—%FERALET7T)r—2a vEEDRK?

1.8. a5 F+—0F 704

ERBOFEEZFEALT, 7704923V T F—DIEFOEREICELZREOI VT VY ERFEL,
BIAINTUVWRWI EZMBIBIENTEET, INLHDFEICE, FHOI— NEEHMATD
DEIRNYA—OEY 7y TPV TH—2MERTEZ Y —ZADSIEIN, BEINLWVEDIC
TEHLODELDERAVEENE S,

181 N H—ICLDaVFFH—F704 X2 bDOFIH

ELNR7OECRTEALHIDEBEIELZHER. A A—=—VDTO1BICEBUEIREINDIFEIC.
BEMEINZRY S—R—2ADFT 701 DEHDY —IILAEFRLTEETIET, 1 X—YOBEILR
BLUVBEEZEIMN)A—A2FRLTEGTL, 12— 7ROV FF—DOTOCRAHETEE

¥, RIHFOAVTF—IINy FEUTIHEIHEREINRTULWEHA,
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https://knative.dev/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/builds/#understanding-image-builds
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/builds/#triggering-builds-build-hooks
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/builds/#creating-build-inputs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/architecture/#cicd_gitops
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/serverless_applications/#serverless-serving-architecture
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/applications/#odc-viewing-application-composition-using-topology-view

EEIAVTF—OEF1YF1—

Can configure triggers for
automated deployments,

git O builds, and maore.

Reqgistry

imaqe

ﬂ Can configure different

Container Image AB Rm zgagradn ik
Automated basa updates,
and more.

fEAE. 3D0AVFF—AA—YB(AT. IRLITF,. PTUr—oa) 6 EELTT 7Y
F—2avaEBEIVRTRELET, AT7AA—JICEEIRDONY., TDA X—JIFBEILRINEL
co EIVKRDET B E. 4 A—T Ik OpenShift Container LY A MY —IZ Ty a3 h&EFd,
OpenShift Container Platform (&4 X —IU A EBEI NI EEZRAML. EEINL M) HA—IZEDWT
TFVr—23a v A=Y EEMICBEILRL, 7704 LFd, COEBRICIFBEINEZSATS
) =D HAFEN, EREI— RORFTOA X —JERAUCREICAY T,

oc settriggers AY Y REFRALTT7AMA Y NN Y H—%BETETFET, & ZIE. deployment-
example EWD BRIDTFFTOA A Y RO M) H—%BET BICI1E. UTERTLES,

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web

1.82. A A=Y —2DFT 704 DI
BELHEELT, GRETBAX—IDPERICT IO/ INTVWB I EP, liAAFNATWR VTV

VERFOA A= UHMEFEINDY —ADNLDEDTHDIE, FLETROLATEINTVWARWNT & %5E
RTCIDIREIHYET, Thid. BEICEIDELEZMEAL TEITTE XY, OpenShift Container
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Platform Tl&, 7SR —BEENT O AV MNRIBEEF 1Y T4 —BHERBLE (BEE L
HEOHLDEZEL) X2 T4 —R)I—%ZBHTEET, TORYY—IF. UTD2D2D/IRF X —
Y—TEEINZET,

o 1DUEDLYRNY—=(FTavdDFOY Y b namespace % F )
o (534 1 7 (accept. reject. F7zId require public key(s))

INHEDRY) =N A= —%FAHALT, LYAMN)—2F, LIRAMN)—D—E, FHIZERDA
A= L CTERERRR A FFA. BE. FREERTBZIENTEEY, EEINANNT)vIx—%
FRALT, V—AHPBETHRIIINTWEIEABERTEET, COR)I—IL—ILIF/ —NITERX
nNEd, RUY—IF, IRTO/—R2EKICH—IEAINE D, FLEELRZ/ —RKDD7—20—R
Bl EILR, V=, FERBIE) ZEILY—Fy MPBEINBBAPHYET,

AAXA—VBER) =T 741 ILDH

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com™: [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}
1,
"172.30.1.1:5000": [{"type": "reject"}]
}
}
}
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M2 HEXMNL—Y

NFSOLIBREFR ML= TONRSF—DIFE, PVIETIL—FIDGID)EPVYY—RADT /) T—
2avELTEELET, RIS, Pod B PV EEKRTZRIC, 7/ T7—YavsfdiFs5hnik GID A Pod
DTN —TITEMIN, TOPod ICHBERAMNL—2OAVFUYANDT I ERERFELET,
Mm3.7av I AKL—Y

AWS Elastic Block Store (EBS). GCE Persistent Disks, & & W'iSCSIaED 7Oy 72 ML —y 7ON
4 ¥ —DHE. OpenShift Container Platform (& SELinux #8EA A L. #ERDL LN Pod DXV ¥ b X
NiR) 2—LALIKDVWT, TOXVY MINLR) 2a—LABEERITONALIYTFT—ICOHFEI
N, ZOAVTFTF—ILDHFRTFIINDLIICLTZDIL— M EFRELZET,

B EfE R

o KiEAML—TICDWT
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EEIAVTF—OEF1YF1—

o CSIRY1—LDERE

o FWISOEYa=ZVY

e NFSZMALLKKANL —Y

® AWS Elastic Block Store & L 7=kt A ML —

® GCE Persistent Disk B L 7zkfEA ML —

112. VSR —A R NEOTDEER

OpenShift Container Platform 7 5 24 —%# BB L VEEE T 2 H#aeld. AEVAFMAICRKLTI SR
Y—BLVEDI—F—%2RETDHLTEEREREQYIET,

CNICEREL, /1R MNEOATEWVWD 2DDERBEREEZIVTRAI—LRILDERE L THERATEE
-a—o

1M1 VSR —ARY NDER

VSR —EEEIE, BETIAIRYMNEHFTEDZLIICARYE DY) Y=Y A4 TITDODWTESR
L. YRATLARYND—E2HERTEHIE2EHMHOLET, ARV KNI BETZIVY—ID
namespace ¥ 7z (3 default namespace (7 7 2% —4A4 XY M DIFE) DLW NH D namespace | BEEST
ITonEd, 774K Dnamespace l&. VS5 RY—%5ERFIEEET2HOOEETEIAI XV b
ERFELET, L&A IR/ —RARVEBLPAI VY IZRANSVFy—aVR—2 Y MIE
BLEYY ARV IMDEEFNET,

YRAI—APIBLVoc ATV NIE, ARV KIND—EZ/—RNICEETZEDICHIRT /837X —4—
ERBLEFA, ThEETIT2HELAEZE L TCgrep 2RI 2 ENTEET,

$ oc get event -n default | grep Node
1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

SYRRLFEELT, DY —ILTUREBTESZHATINY M2HATEIENTEET, L&A
&, AT DHBITIE NodeHasDiskPressure 1 N> kD # % RET 57812 JSSON EHICH LT jg ¥V —
WaFERLTWETY,

$ oc get events -n default -0 json \
| jq ".items]] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'
{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"
b
"kind": "Event",
"reason": "NodeHasDiskPressure",

}
DY —ADERPER, FLEHIRICEET IRV ME, V529 —DFREAERERET 27D

FRTZIENTEEY, LEXE UTOIITY—F, A A—VDBREBRTINOBEEEHDRT 2720
ICERTEET,

35


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/storage/#persistent-storage-using-csi
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/storage/#dynamic-provisioning
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/storage/#persistent-storage-using-nfs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/storage/#persistent-storage-using-aws-ebs
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/storage/#persistent-storage-using-gce

OpenShift Container Platform4.4 ¥ a1 V)51 —

$ oc get events --all-namespaces -0 json \
| jq '[.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'

4
Pz
namespace ZHIfR T &, EDANRY MBHIRINE T, 1RV NBHRUINICARS A
ML DY, etcd AML—IDN—MIZROSBRVWED ITHIBRINE T, 41 RV MIkiRT
2LO—RFRELTREINT., —EHEORET 9 EEET 57HDICR—Y) Vv T %4
HICETTIHREN’HY X,
1122. 0%

oclogd~¥ Y REMALT, AvF+—0O7, ELRRESLVCTIOMA Y NEYTILY A LTERR
TEEY, 1—HF—IlE>T. OTVANDELGDZT IV EADNREILADGZEDHY T,

e JOVIVIMITIVERATESI—H—IF, 774/ bTEOTOT Y bOOTEHRT S
ZENTEET,

o EEO—IIEZRFDAI—Y—F TARTOIAVTF—OTICTIEATEET,
FHAEES L UMD EHICO T ARET 5121, cluster-logging 7 R4 g =B/MIC LT, &
ATL, AVTF— BEEOJZREL. BE L, RIRTE XY, Elasticsearch Operator 8 £ U

Cluster Logging Operator 2L T/ X4 —0OFX > %7704 L. BEBL, 7y 7SI L —KTZ
i’a—o

1123.82&0 7
EFENS 2FEETE. 12— —, BEHE, FIEZDMD OpenShift Container Platform 3V R—%

VENOEMEICEAET 2 —EDT7 VT4 ETA—%2740—TXFd, APIEEEOX Y JIZE Y —/\—T
ThhxEd,

BEEE IR
¢ VATLARY MD—E
o US4 —OFVJIZDWT

o EHEOJ/DRR
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$£2E SIBAE DR E
21. 77 #JL N®D INGRESS SFFHEZ D& X2 2

211. 77 #JL b D Ingress FEBAZICDWT

T 7 # )L b T, OpenShift Container Platform (& Ingress Operator % {8 L THE CA =/ER L.
apps HT KA YO TFIHBT T r—> 2 VICHMARTA L KA — REEPBARITLE S, Web 3
VY—ILECLIDEDBLE ZDEIFAEZFERAL XY,

REA V7 S5RANSVFv— CAAEIIECERLETY, —HOtEFa1) 714 —F/IEPKIF—L4IC
EoTIDTOERFBENEHRINLVWAREELGHY FTH, TITEEINDY RVIIR/IEED
EDTY, TNODIIRELBARMIEFFETLZISAT Y RIS RAI—ROMD IV R—F Y MR
YES, 774 DMDTAIRKA—RiEBAE %A, AV T F—1—HF—ZERTRHEEINS CAXY NILIC
TTILEEFNTWEBNRTY Y Y CAILBEMZADIET, AU ATV ME.apps T KXV TE
TINBT7 TV r—yavileRlERTIET,

21.2. 77 # )V b @D Ingress SFBAZDE X #1 X

Apps YT RAA VICHBIRTDT TN =23 DT T4 D Ingress sFBAEABEIMA BT &
NTEFEY, SIAZZBIMIALEIC. Web AV Y =P CLIZELITRTODT T r—avic
&, BEINLARAECREINIBSIENIREINE T,

AR &M

o TR .apps VT KAA VBELVETDORIETZ T4 RXR—hF—DT ()L NFH— REEEAED
BETY, TNENNMERD PEMBERD T 7ML THEZRENHY XY,

o FTAR—IMNF—DESEIIBREINTVEIMRENHYET, F—DBESLLINTVIIES
l&. I N % OpenShift Container Platform IC4 Y R— NI 2FIICESIELZE T,

o ZEBAZEICIL. *.apps.<clusternames.<domain> %<9 subjectAltName ILERA S F N TV S
MHENHY FT,

o FIAAZE 774 I T, Fx—VICI DU LDIIBAZEAZEHBIENTEET, T4 KA—F
EERREIX, 77 MIIVDRADIABRETHBIVELNHY T, ZORICITHBEAEIH X,
T774IDHKREIFIN—N CAERAEICTZ I ENTEET,

o JL— KN CASIBHZAEMD PEMEROD 7 74 )LicaAE—LZX T,

FIR

L. 74 RA— RBAZDOEBLICFERAINSIL— N CASIBAZOANEZEZNDIB/ET Y THEK
L/i_a—o

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

</path/to/example-ca.crt> (. O—AINT 7 AN AT LLEDIV— K CARIERAE 7 7 1)L
ANDINATY,

2. HICERINEREY Y TTY SR —2F607O0F Y —BELZEHLET,
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$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. DAV RA—REEAEF -V ELVF—DEFNDC—I Ly bR LET,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \9
--key=</path/to/cert.key> \6
-n openshift-ingress

Q <secret> |$, SIAAZEF z—VE LV TSAR— I F—DEFNBY—V LY FOKZRIT
£

@ <pathitolcerterts & O—HILT 7 IV Y 2T A LDIAEF 2 — Y ~O/SRTT,

9 </path/to/cert.key> |3, Z DFRAEICEEMITONDE TSAR— M F—~D/XRXTT,

4. Ingress A hO—Z5—%E%. FIRRIERINZ—I Ly NTEHFLET,

$ oc patch ingresscontroller.operator default \
--type=merge -p \
{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ
-n openshift-ingress-operator

|D <certificate> %, BERIOFIETI—2/ L v MIERAINAELBICBIRIZET,

2.2. APl —/N—ZEREZ DB

T 74 bD API H—/N—ZFBAZE (L, WEF OpenShift Container Platform 7 5 24 — CA IC& o THIT
INFET, VSRY—HDIZAT Y ME TT7FIKNTAPIY—N—DFIAEERIITETEEA, &
DIAEIE, 75147V MHMERET B CAICK > TRITINDAAEICEZI BRI DI ENTEET,
2.2.1. APl H— /X — D EZ T E FEFAZE DEMN

T 74 bD API H—/N—ZFBAZE (L, PWEF OpenShift Container Platform 7 5 24 — CA IC& o THIT
INFEYT, UN—RTOFL—PO-—RNSUH—DBFERINZHBERE., 7547V MDEXRT 5%
2B N XA VA (FQDN) ICEDWT, APIH—N—RTREIREA 1 DU EEINTE XY,

(1} =355

e FQDN &EZNICRIET B TSAR— N —DIAENMVETY, ThEZTNIERID PEM ER
DT 7AIVTHBIZULEIHY T,

o FSAR—IMNF—DESLIIEBRINTVEIHRENHYET, F—DBESLLINTVEIES
l&. I N % OpenShift Container Platform IC1 Y/ R— NI 2FIICESELZE T,

e ZFBAZEICILX. FQDN %7RY subjectAltName L3RS FNE2MELIHYET,
o SIAET 7ANTI. Fx—VIKTIDULEDIRELEHEIENTEXY ., APIH—/N—

FQDN DFRAZEIE, 7 7M1 IIVDORFDIEPETH DI VELHY £, ZDEICITHHEEAED
E. 7714 ILOKEIFI— N CASIRREICT DI ENTETET,
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==
[=]

AEO— RNSUH—(ICHZAITEDIEAEZEELBWVWE D ICL T LIV (KRR

N £ api-int.<cluster_names>.<base_domain>), N %EET S &, V5 RY —
DREEITBMEDET LIREEICRY F T,

FIa
1. openshift-config namespace ICSEFAZE S L VTSI R— M F—DEFEFNDZP—V L v M EERK
L/ i-a_o

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g

--key=</path/to/cert.key> \6
-n openshift-config

2]
©

<secret> |&, SIBAZEFz—VBELVTSAR— I F—DEFNBZ—I Ly NOLREIT
£

</path/to/cert.crt> (&, O—HAIL T 7AWV AT LLDIIREF T — 2V AD/XRTT,

</path/to/cert.key> |3, ZDFRAEICEEMITONDE TIAR— M F—~D/XRXTT,

2. APIH—NR—%EfliIhio—o Ly haSRIBEDICEFHFLET,
$ oc patch apiserver cluster \
--type=merge -p \

'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"],

"servingCertificate": {"name": "<secret>"}}1}}}' g

Q <FQDN> %, APIH—/N—HiIBAZE %124t 3 5 FQDN ICEB XX X7,

g <certificate> %#. BERIOFIBETY—2/ L v MIERINAELBICBIRIZET,

3. apiserver/cluster # 72 =V hABREL, ¥— VL v MHDBSBINTVWEIEE2HELET,
$ oc get apiserver cluster -o yaml
spec:
servingCerts:

namedCertificates:
- names:

- <FQDN>
servingCertificate:
name: <secret>
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23. H—ERBHIIBAZEDY— I Ly ML DY —ERNS T4 v o DE
Fal)7q—1RE

231 Y —ERRHEIBAZICOWT

Y —ERIRMHIIAE(IZ, BEIbAVBEETE2EMRLI NI IV r—raveaR— N3 E
PEHINTWET, TNSDIFAZEIX, TLSWeb H—/N—3FBAZ S L TRITINZE T,

service-ca J v hO—5—I3,. Y—ERGBAEAEKT 5725 IC x509.SHA256WithRSA E&L 7 /)L T)
ALZEFERALET,

ERINZARAEE L CF—EPEMBERDEDT, RIS —I L v NRD tIs.crt & £ U tis.key
IKENETNREFEINE T, SIAESE L OF—13. BUHRAIGEDK CBFMICEZ ]I ONE T,

H—ERIBAEARITT DY —E R CAZIAE(IZ 26 » BEAMTHY. BRHIEI 6 n BREICAKR S
CEHEMICO—FT—YavIhiEd, O—F—YaviEgd, BRIOY—E X CARTEITEWHREI TN
2ETEBRINET, ChIlLY, EBZZITZIRTOY—ERICDOWVWT, HREIMTINZRIICENDS
DF—DBFREBHTIDLDIMFHEIFIINE S, COBFHRBARICISRY—5T v T

L—R(—EXZBREBFHLTCENLDF—IFREZETHT ) 2EZTLAWVGE. BRIOY—EXCAD
RS IN - EBOERREH SOOI —ER 2 FH THEETIVNELNHDIIGEIHYET,

pa )

LUFnaxY KEFERALT, V75R9—HADTRTODPod FHTHEMTEET, Z
DAY R, $§RTD namespace TEITINTWSBTRTOD Pod ZHIFRY 728,
IDARV R ZRTIT2EH—EXANHMTLE Y, T 5D Pod IFRIFRERICEBNICE
eLET,

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2.3.2. —E RGEBHE DB

H—EXREDBEOEF1Y T4 —%RETBICIFE. Y—ERERL namespace D> —o L v MIE
BBEHDIRMIIPAZTE F—DRTEEHR LT,

HE

M I N BEERE L. WEHY —E X DNS £ <service.name>.
<service.namespace>.svc ICOABMTH Y. REBERICOABMTT,

AR

o H—EANEHRINTWBI L,

FIR

1. #—E X IC service.beta.openshift.io/serving-cert-secret-name 07 / 57— 3 V& [F T £
ER
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$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

ﬂ <service_name> =, T¥a )74 —RETEIV—EXDOHRBICEITAZTT,

<secret_names &, FEAAZE L F—DRT7EZELERINLI—I Ly NOARITY, &
BHLE. Ih% <service name> EEUICT BT EARHEINT T,

EZE, UTFOaATY REFERLTY—ERtest1 (L7 / T—Yava/IFET,
I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2.7/ T—YavhBERETSHIEEHWAB T DLDICH —EXZRELIT,
I $ oc describe service <service_name>
V)T arvMHAR—BERRINTVWE I ZHELET,
A-nnotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>

service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-
signer@1556850837

3. VSRI—NDBMHY—ERDI—IL v MEERLERIC. Pod ANz~ U M TE, Pod
Ey—2 Ly NOFBEAREICAR D IRICINAERTTEET,

233. H—ERXRCA/NY RILDEBET Y TADEMN

Pod I&. service.beta.openshift.io/inject-cabundle=true 7 / 7—3 3 > D{F\ /= ConfigMap 7+ 7
I MERTDVMNLTY—ERCASIBAEILTVERATEEY, 7/ 7—Yavsidironhs &, 7

S2AY—IFH—E X CARAE AR E~ v 7D service-ca.crt ¥ —ICHEMICHEALZE T, D CASE

BBEICTIVERATEDE, TLSV54 7Y MIY—ERRHIIBBEZFA L TH—EXAANDERHK %= MEE
TEET,

FIR

BF

DT /)TF—avhRESTY TIBIMIN3E, ZOFRICEFNEZIARTOEET—
S HHIBRINE T, service-ca.crt ZFHAALEREY Y T& LTI, Pod DEREDRE
HERBURETY TTIEAL, JDOREYY TEERTIZIENHREINET,

1. 8RE~ v 7IC service.beta.openshift.io/inject-cabundle=true 7 / 57— 3 VAT E T,

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <config_map_name> %, 7/ 57— avaiF 3% EYY TORRNICBXMIFT,
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)z 6
RYa1—L3T Y MO service-ca.crt ¥ —%BRMICSIBI I &ICLY, BE
RYTNCANY RV ERICIHEBAINDE T, Pod ZBEITERSCAYET, T
DENMEIF. RN 12— LDRMIIAZDEEEICD W T optional 7 1 —JU K% true
ICBREL TCLEEETEEY,

FEZE, LTI Y REFERLTEREYY Ftest1 ILT7 / T7—2ava[FITET,

I $ oc annotate configmap test1 service.beta.openshift.io/inject-cabundle=true

2. BENY TAERTRLT, Y—ERXCANY RILDEAINTWE I EEHERALET,

I $ oc get configmap <config_map_name> -o yaml

CA /Ny KLk, YAML 7D service-ca.crt ¥ —DfEE L TRRINZE T,
apiVersion: v1

data:
service-ca.crt: |

23.4.1—EX CA/XY R)LD API H—EZX~DEN

APIService + 7 = 7 b I service.beta.openshift.io/inject-cabundle=true 07 / 57— 3 v %
i+, Z® spec.caBundle 7 1 =L RICH—ERXCANY RILAERETEET, Thicky,
Kubernetes APl H—/N— (34 =4y MIREINLIVRRA Y b OEFa2 )T 1 —%RETBDIC
FRAINDZY—EXCARBAZEAZRIIT 52N TEET,

FIR

1. APl #—E X IC service.beta.openshift.io/inject-cabundle=true D7 / 57— 3 v & {FF &
ER

$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <api_service_name> &, 7 /57— 3 vAaEMITEAPIY—ERDLRNICEBXMAET,

rEAR, UT0aAY Y REEALTAPIY—ERtest1 IC7 / T—>avaffizEFd,
I $ oc annotate apiservice test1 service.beta.openshift.io/inject-cabundle=true
2. APIH—EREZRRL., Y—ERCANY RIBBBAINRTVWE I EERRBLET,
I $ oc get apiservice <api_service_name> -o yaml
CA /XY R)LIE YAML H71®D spec.caBundle 7 1 —J)L RIZRRINFE T,

I apiVersion: apiregistration.k8s.io/v1
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kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"
spec:
caBundle: <CA BUNDLE>

235.H—ERXRCANY RILDARI L)Y —RAEZRADIEMN

CustomResourceDefinition (CRD) # 72 = ¥ kT service.beta.openshift.io/inject-cabundle=true
D7) T—avaEfiF. 0 spec.conversion.webhook.clientConfig.caBundle 7 « —JU K{ZH —

EXCANYRILERETETET, INITLY., Kubernetes APl H—/R— 34 —4 v NIEREIN/ZT

VRRAVDEF 2T —ZRETIEOIERAINDEG T —EXCAGERELZRLETHIENTE
i’a—o

= -1o)
Y —E X CA/NY R)LiE, CRD BZEH#IZ Webhook Z{FRAT 2L I ICEREINTWSRIE
BICDHMCRDICA Yz hENF T, CRD D Webhook B’ —E R CASEEAZE Tt

Fal)T4—REINTVWBFEICOH T—EXCANYVKILEEBAT S I &IEZIC
I5F9,

Fa
1. CRD IC service.beta.openshift.io/inject-cabundle=true ®7 / 57— a v &7 £ 9,

$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ <crd_name> %27 /T —> 3 V%% CRD DERICEIMAZF T,

EZE, UTFDa<TY REERALTCRDtest1 IC7 / T—2avaf[ITET,
I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true

2. CRDZRTLT, ¥—ERXCANRY NLDPEAINTWSE IR LET,
I $ oc get crd <crd_name> -0 yaml

CA /XY RJLIE, YAML 1D spec.conversion.webhook.clientConfig.caBundle 7 1+ —JL K
IKRTINET,

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
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webhook:
clientConfig:
caBundle: <CA_BUNDLE>

2.3.6.—E X CA/NNY RILDZEHEH Webhook :2EADEN

MutatingWebhookConfiguration = 7> = ¥ k(T service.beta.openshift.io/inject-cabundle=true
7/ T7—>3avEF, & Webhook @ clientConfig.caBundle 7 1+ —JL RICH—EX CA/NY R)L %
RETEFY, INICEY, Kubernetes API H—/R—3 & =45 v MIBREINEZIY KRSV bk
FaT1—%2RETDEDIHEAINSZY—ERXRCAMREEZRIATZIENTEET,

R

£72% Webhook ICE7%:% CANY RIVEIRET ZHEDH %% T Webhook BREICIEZ
D7) T—aVERELBWVWTLLEIY, ThaRTT25E8. Y—EXCANV K
LIE T RTOD Webhook ICDWTHEAINZE T,

FIR

1. ZEF Webhook 5% % IC service.beta.openshift.io/inject-cabundle=true D7/ 7—> 3V %
NEER

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q <mutatingwebhook-name> %, 7/ 7—> 3 ¥ &{f+ 2ZE A webhook 52 ED ARITIC
BEMAFT,

e ZIE, UWTFoav Y REEHRL TEERH webhook 8 E test1 ICT7 / T—> a3 v afiTE
£

$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. ZEA webhook FEEAZRRL T, Y—EXCANY RLDBBAINTWEZE52MIRBLET,
I $ oc get mutatingwebhookconfigurations <mutating_webhook _name> -o yaml

CA/NY R)LiE. YAML HAID T R T D Webhook @ clientConfig.caBundle 7 1 —JL KIZKR
IhEd,

apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:

- myWebhook:
- vibetai
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clientConfig:
caBundle: <CA_BUNDLE>

2.3.7. H—E X CA/NY RILDZFE A webhook :2E DB

ValidatingWebhookConfiguration & 7’2 = 7 bk IC service.beta.openshift.io/inject-cabundle=true
D7) T—>aviEfiF. & Webhook @ clientConfig.caBundle 7 1 —JL RIZH—E X CA/NY KL

HRETEFET, ThiCLY, Kubernetes APl H—/N— g5 =4y NMIEREIN/ZZTV RRA Y hDE

Fa1)T4—%FETIEODIERINZY—EXCARAEZEEZRITEIENTEET,

= -1o)
£72% Webhook ICE7%:% CA/NY RILAEIRET 2HENH %% T Webhook BREICIEZ

D7/ T—2aVeERELBVWTLLEIVW, ITheERTT355. Y—EXCANRVER
WIE T XTD Webhook ICDWTHRAINE T,

FIR

1. #REEFA Webhook %7€ IC service.beta.openshift.io/inject-cabundle=true 7 / 77— 3 V%
S EER

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

ﬂ <validating_webhook_name> %7 / 7—< 3 ¥ % {F (7 2 ¥EEF webhook & E D& HIIC
BEMAFT,

7z, UWTFoa~ Y RAFERE L THEEA webhook 58 E testl IC 7/ F—Y a v aHITE
-a—o

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. MREFEF webhook S8 EARRLT. Y—ERXRCANY RILDMEAINRTWRZEEHERELET,

I $ oc get validatingwebhookconfigurations <validating_webhook _name> -o yaml

CA NV R)LIE. YAML HAD T RTD Webhook @ clientConfig.caBundle 7 1 —JL KIZKR

INFEY,

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>
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238 AR INAY—ERBAEDFEICLZO—FT—2 3V

BEMITONY—I Ly MERIRRT 52 &ICLY, Y—ERFAPAZELZO-—T -3V TEET, ¥ —
Ly hN2BIBRS 5 &, FRROY—I Ly MO BEEBICERI N, FREEASMERINE T,

AR
o FIAELF—DRT7ZELY— Ly MY —EXRICEHRINTWVWS Z &,

FIR

L SIAZEASUY— I Ly MEERTHLHDICH—EREZRELEFT., Ihid. LTICRT LD
IC serving-cert-secret-name 7 / 7 —>3a vIlHY XY,

$ oc describe service <service_name>

service.beta.openshift.io/serving-cert-secret-name: <secret>
2. Y—ERDERINEY—I Ly MEHIRLEY, 2OTOERT, Y=Ly M EEIKIC
BERINFT,
I $ oc delete secret <secret> ﬂ

Q <secret> &, BHFIOFIEDOY—I L v NOLRIICE XM ET,

3HFHEY—ILy heEE L. AGE ZFfNT, AAENMBERINTVWE I 2HEBLET,
$ oc get secret <service_name>
NAME TYPE DATA AGE
<service.name> Kubernetes.io/tls 2 1s
239. Y —ERXRCAGIRREDFHICLZO—T—Y a3V
Y —EX CAIZ26 n BEAMT. BWEBEL 6 » BRBICAZ EBFMICERINET,
MHEICHLT, LTFOFIETH—ERCAEZFETEHRHIT LI ENTEET,

Digk

H
[=]

B CO—F— 3 ShaH—EZ CAd. BEOH—E 2 CA CEBAHRL

FtHA, V7RY—D Pod "BEHT DX TH—ERN—BFMICHETT 2 ETREMN
AHYUFEd, TNICLY. Pod BFiRV—E R CA THRITIN S —E RIZHEAA
EAFHATESLDICRYFET,
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AR
e VSRY—EEELLTATAVLTWRRENHYIT,

FIE
L UTFoa~vyY RaFEHLT. REDY—ERX CASIBHZ0EMERARRTLE T,

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template='{{index .data "tls.crt"}}'\
| base64 -d \
| openssl x509 -noout -enddate

2. W—ERCAARFHTAO—FT—>Yarv Ll Fd, TOTAERIF. TRy —ERERAEICELT
D1-OIFERAINIHFRY—ERXCAEERLET,

I $ oc delete secret/signing-key -n openshift-service-ca

3. HREIAZE 2 I RTOY—ERICERTSICIFE. 757 RXAF—RADTARTD Pod ZHEHH L X
T ZDATY RICEY, INTOY—EZANEHFINERELZERI2LDICARYIT,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

Digk

==
[=]

ZDAT Y RIE, §TD namespace TEITINTWB T ANTD Pod %=

AR, INOLAYIKRT 270, Y—ERAHEIEET, T 5D Podld
MR ICEEMNICEREILE T,
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FEIF AAAEDEES &L UERAA
BLAPI Y —N—Da1—H— Il L > TRHI N ZEMRE

3.1.1. B8

AP| —/X—(&, api.<cluster_names.<base_domain> OV S A9 —HIZH BV ATV DB T7 I
ATEFET, V74TV MIBDKRRAMNETAPIY—N—IIT7 I RAIERLY., V529 —EEDFE
B (CAIBRZA V47 Y MIEAETICAPI Y —N—ICT7 IV RAIELY TEIHENELZHED
HYFT, BEEE, VT UYERHRTBIBICAPIY—N—|CL>THEAINZNRILT T I K
IEREA R ET B2V ENHY F T,

3.1.2. 3%GFR

dA—H—IT& > TIREI N ZEEAZ L. openshift-config namespace @ kubernetes.io/tls ¥ 1 7D
Secret TIEEINZMELIHYET, 1—H—ICLI > TIREINZIBAEEFHTE DL T, API
H—N—20 525 —RED apiserver/cluster ) V—REBH L 7,

3.1.3. B

A—H—IlE > TREINZAPBR LY —ICL > TEEINE T,

3.1.4. B HARR
A—H -l &> TREINZAPBRE 1Y —ICL > TEEINE T,

315, HRI YA X
BEIHLT, - —d2EEI BRIz —ILy beEHLES,
RS

o APl H—/N—ZEERE DB
3.2. 7O% Y —EfBRE

3.2.1. BY

7OFY—IAEICLY., I—H—Ild egress BEHROETIFICT S Y N7+ —LAVER—FV MIL>
THEAINZ 1DULEDARS LR (CA) SIAEZIBETE T,

7OFxF>—ATI UMD trustedCA 7 1 —JLRIE, 2—H—ICL > TREINZEFEINZRILR
(CAY NV RIVEEDREY Y TOSIBTY, ZD/VY KL Red Hat Enterprise Linux CoreOS
(RHCOS) {548/NY RILIZY —Y XN, egressHTTPS U L AT TS5y b7+ —LaVR—F Vb
DEFERAMTICEAINE T, & 2L, image-registry-operator [EAZEA XA —J LI R N — %I
VCHLTA A=A 9O0—-RLET, trustedCA BIEEINTVWARWES, RHCOSEFE/NNY KL
DHHNTAFL—IND HTTPS EfMICHERAINE T, MEDIRAEAN VISR NSV Fv—%FERAT
3iHE. ARY L CAGEEAE %= RHCOS 58NV RILICEBEL XY,

trustedCA 7 1« —JL RiE, 7O0F>— N F—4—|CL>TOMMEBINZIHRELNHY FT, N)FT—

& —l%. BERF— ca-bundle.crt " SEEEAE /N Y NIV EFEAERY . 1% openshift-config-
managed namespace ® trusted-ca-bundle &\ 5 ZRHIDFREY Y FICOAE—L £ 9, trustedCA I
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Lo TSRBRINBHRET Y 7D namespace I& openshift-config T,

N

apiVersion: v1i
kind: ConfigMap
metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

BIERHR

o VSRHA—L2EOTOFT—DHRTE

3224 VA MN—LBEEO TOFx Y —ERRZENDEIE

4 VR MN—5—BFD additionalTrustBundle f&l&. 1 Y XA M—ILEFIC T OF > — (S8 CAGIRAE A I
ETHHOIFRINET, UTICHAERLET,

$ cat install-config.yaml

proxy:
httpProxy: http:/<HTTP_PROXY>
httpsProxy: https://<HTTPS_PROXY>
additionalTrustBundle: |

3.2.3. %P

A—H—ICE>TREINZEFE/NNY ML, RETY TELTREBINE T, RET Y Tl egress
HTTPS U LETD TSV M 74 —LAVER—X YV MDT 7AWV RT LRIV NENET, B
. Operator I3 E~ v 7% /etc/pki/ca-trust/extracted/pem/tis-ca-bundle.pem ICX V> N L EF T

BN InETOFY—TRBEHY FEA, 7OFP—IFHTTPSEREZE LAY, RELALYTE
F9, WThoDizes., TO0FY — 3 EGRAOFRIABELERL T, ChILBRTZ2VENHY F

ERP

BRARTOFY—HR—bEE, BEINALTOF O —ICERL. ERLABREZERITSI&5EL
F9., TOEH, FBEINLIL—MIERLTVWIVWThOIPREF -V EERINZLDIC, 21—
P—NEZDERMINLI— N 2EBETILENHY T,

RHCOS {§%8/V> ML A L TW315E. CASEBIE % /etc/pki/ca-trust/source/anchors ICERE L &
ER

F£#llE£. Red HatEnterprise Linux ¥ a2 XY hD HEY X F LEAZEDFER 2#SB L T LI,

3.2.4. BEHEARR
I—H—d, I—F—ICL > TEREINZEE Y RILOEDHREZEL T,
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T74INDEWERIEZ CASIBBZEFTEEREINE T, JDREIX. OpenShift Container Platform
F7<IEZ RHCOS THEAT 2HIIC. CABEENIBEZICH L TITVWET,

R

Red Hat Tl&. CADEBEMERENMINZ Y1 IV IEEBRBLERFA. 7272 L. CADER
HEIIIRCEREINS D, BERBIIELCEFEA. F L., EFE/NNY RILEEIRNIC
HHITANENHBBENDHY T,

325.—EZX

T 74V NT, egressHTTPSMUH L AZTIIRTOTSY N7+ —LaAVER—F Y MNMERHCOS 1§
RNV RILEFERLET, trustedCADVEEINZIZE. CNEFEREINET,

RHCOS / — RTEFIFTINTWVWBZRIRTOY—ERIE, /—ROEBENNY I AFERATEZET,

3.2.6. B

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

327. HRITA X

A—H—ICEL>TREINBERMNA Y RILEZEFIBICIE. UTFOVWThrZEERTLET,

o trustedCA THRBINZEBEYTY JTOPEM CI Y O— RINEIIAZOEH

o L WEFE/NY NILHE F N B namespace openshift-config TOEREY Y TDER. LV
FIRET Y TORRAESRBRTESLIIT 57HD trustedCA DFEH

CAGEBAZE % RHCOS ERE/NNY RILICEZ AU XA A =X AIE, YYVEREEFEALTITON 2 Z0MmO
774D RHCOS ANDEZIAHEL AL TY, Machine Config Operator (MCO) A #7#i CA FEERZ
NEFNIFHRIVEREEZERATSE. /— NEBREINE T, REORERIC. —EX
coreos-update-ca-trust.service |& RHCOS / — R TETINFE T, ThilLY. i CAIIRETIE
FANY NILABEEMICEHFINE I, UTFICHERLET,

50

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOILSO0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmMNuTUEWRONTcUdTSWIzRFFFQKN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5YjJ4cGJtIRXhFREFPQmMdOVkJBY01CMUpoYkdWcA
pBMmd4RmpBVUJNTIZCQWINRFZKbFpDQkIZWFFzSUVsdVISNHhFekFSQmdOVkJBcO1DbEpsWk
NCSVIYUWdTVIF4CkheQVpCZ05WQKFNTUVsSmxaQ0JJWVhRZ1NWUWdAVbTI2ZZENCRFFURWhAN
QjhHQ1NxR1NJY]NEUUVKQVJZU2FXNWOKWGpDQnBURUXNQWIHQTFVRUJoTUNWVk14RnpBYV
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kdnTIZCQWdANRGs1dmNuUm9JRU50Y205c2FXNWhNUkKF3RGAZRApXUVFIREFKkU1IXeGxhV2RvTV
JZd0ZBWURWUVFLREExU1pXUWdTROYWTENCSmMJtTXVNUk13RVFZRFZRUUXEQXBTCkFXUWd
TROYwSUVsVU1Sc3dHUVIEVIFRRERCSINaV1FnUOdGMEIFbFVJRkp2YjNRZ1EwRXhJVEFmQmdrc
WhraUcKMHcwQkNRRVdAFbWx1WmO05elpXTkFjbVZrYUdGMExtTnZiVENDQVNJdORRWUpLb1pJaH
ZjTKFRRUJCUUFEZ2dFUApCRENDQVFvQ2dnRUJBTFFOOU9KUWg2ROM1TFQxZzgwcU50MHU 1
MEJRNHNaL3laOGFFVHhOKzVsbIBWWDZNSEt6CmQvaTdsRHFUZIRjZkxMMm55VUJKMmMZRRGsx
QjBmeHJza2hHSUlaM2ImUDFQczRsdFRrdjhoUINvYjNWAE5xU28KSHhrS2Z2RDJQS2pUUHhEUFdZ
eXJ1eTlpckxaaWINZmZpM2kvZON1dDBaV3RBeU8zTVZINXFXRi9lbkt3Z1BFUwpZOXBvK1RkQ3ZS
Qi9SVU9IQMFNNzYxRWNyTFNNMUdxSE51ZVNmcW50bzNBakxRNmRCbIBXbG82MzhabTFWZWJ
LCKNFTHIoa0OxXTVNGa0t3RG1uZTBqUTAYWTRnMDc1dkNLdkNzQOF3RUFBYU5qTUdFdOhRWUR
WUjBPQkJZRUZIN1IKNXIDK1VIaEIJUGV1TDhacXczUHpiZ2NaTUI4ROExXVWRJdA1FZTUJhQUZIN1I0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY]NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtlbjVYejloWGN4Skl1cGh4Y1pROGpGb0cwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXKO0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9SIWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamI2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTKQ
gQOVSVEIGSUNBVEUtLSOtLQo=

filesystem: root

mode: 0644

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

YU VDEEANT J—ROEBANTOEFHELYR—NTILEN HY T,

3.2.8. B
RHCOS / — N CtERE %= BEE# T & % Operator (H Y FH A,

R

Red Hat TlE&. CADEBEMERENMINZ Y1 IV IEEBRBLERTA. 7272 L. CADER
BRI R<E E‘\Snét&) BEBEITELCEFEA. L. BNy RILAEEERMIC
B ITOIMNELNHDIFELHY FT,

3.3. —E X CAZIFRZE

3.3.1. BW

service-ca |&. OpenShift Container Platform 7 S 24 —DOF 7O BICESER D CA 2{EKT %
Operator T9,

3.3.2. BWHARR

HRY LDEMHARE Y R—FIhFEFEA, BESELCAK. 71 —JL K tls.crt (GEERE). tis.key (7
Z4~X—KM*—), BLV ca-bundle.crt (CA /N> R)L) DIEEHE service-ca/signing-key 22> — 7
Ly MIREFEINE T,

hoH—EXIE, H—ERY Y —XRICT service.beta.openshift.io/serving-cert-secret-name: <secret
name> D7/ 7— 3 VEMIFTH—EARMAMAEZERTE XY, & E LT, Operator i, £
BIfdEY—2o Ly ML, FRIEBAZE A tisert & LT, 54 R—bF—% tiskey & LTERLZE
¥, BEBAZEIF 2 FEAMTT,

DY —ERE, H—ERCADSERINDIAAEORIAEZTR— T 578D
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IC. service.beta.openshift.io/inject-cabundle: true 7 / 7—> 3 v & IF TH—EX CAD CA /N
> RJL% APIService £ 7-IE ConfigMap ')V —RICHEATZLOICERLET, B E LT,
Operator [ F DIRED CA /N> KL% APIService ® CABundle 7 1 —J)U RIZEZ AN, FhiE
service-ca.crt & L CEREY Y FICEZAAF T,

OpenShift Container Platform 4.3.5 DR =T, BEIO—7—>avidHR—bIh, —8D 42284
V43z))—RINYy IR— INhFT, BEIO—T—>aVEHR—bTEZIRTOY Y —RIZD
WT, Y—EXCAIZ26 n AEAMTHY. AVHPRE X TOREY OHREN 13 » BREICA S & BEIW
IKEHFINET, HBICSL T, Y—EXRCAAFETEHRITAIENTEET,

H—EX CAEMEABR®D 26 n Bk, ¥R — kXN 3 OpenShift Container Platform 7 5 24 —D %48
INB7y L —RERLYERCRYET, TDLH, Y—ERCAEREDI Y bO—-ILTL—
VUKDV 12— CAOAO—FT—YaVREICEHIN, F/cO—F—> 3 VEID CA DA
AN ZENCEFHRINE T,

gk

==
[=]

B CO—F— 3 ShaH—EX CAd. BEOH—E 2 CA CEBAHRL

FtHA, V7RY—D Pod "BEFHT DX TH—ERN—BFMICHETT 2 TREMN
PHYZET, ThICEY. Pod B —E R CA TRITIN DY —E RIBHEFRA
EAFATEELIICRYFET,

3.33. B

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

334.H—EZX
H—ERCAIRREAFERAT 2 —ERICKEUTIrEEFNE T,
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator
® cluster-ingress-operator
® cluster-kube-apiserver-operator
® cluster-kube-controller-manager-operator
® cluster-kube-scheduler-operator
® cluster-networking-operator
® cluster-openshift-apiserver-operator

® cluster-openshift-controller-manager-operator
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® cluster-samples-operator

® cluster-svcat-apiserver-operator

® cluster-svcat-controller-manager-operator

® machine-config-operator

® console-operator

® insights-operator

® machine-api-operator

® operator-lifecycle-manager
INEIRTEZPBELL—ETIEHY FHA,
BER R

o Y—EARWIAMEOCOFHO—FT—V 3V

o H—ERIEBMEFBAZD Y — VL v NMILBY—ERNS T4 v DX T4 —1RE
3.4. /— RNEfHEZE

3.4.1. B
J—REBAEIR ISR —ILL>TERLAINE T, Thbold, 7— A NSy F77OCATERIND
SREER (CA) DSDIFBAETY, VS RY—MNA VA M=)LINB &, /—RIEAEEEHNICO—
7___93 \/-Sni_a_o
3.4.2.E1&
INSDFERAEIF. 21— —TIER<, YPRATALICE>TEEINET,
BEEER
e /—KDFEA

35.7—NR NSy JEERRE

3.5.1. HH

OpenShift Container Platform 4 LABETId, kubelet (& /etc/kubernetes/kubeconfig IZ#H % 7— k 2 k
Sy THRAEEFERLTHEDO T — MR NSy TEEITLET, TORIC, 7— MR NZ v TOMEL
7Ot LU CSR AZVEHRT 576D kubelet MEREE ICEAF T,

ZDT7OERATIE, kubelet id7— MR NS Y TF v R ETO@BEPRICCSRAEERMRLET, TV K
A—5—<YX—V+v—IECSRICEBELT % &. kubelet NEIET ZEBAZENERINZE T,

35.2. B

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

53


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/security/#add-service-serving
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/security/#add-service-serving
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/nodes/#nodes-nodes-working
https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet-tls-bootstrapping/#bootstrap-initialization
https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet-tls-bootstrapping/#authorize-kubelet-to-create-csr
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3.5.3. B EARR

ZDT—MRANSY T CAKIOEBENTT,
kubelet "EIE T ZIFFAZIX 1 FREBENTHY. TO1FEOHN8O /X—tY hvy—s TcEHBMNICO—T—
>avlLET,

354 HRH<TA X
T—hANSY TEAEEZ NRITAXT B LR TEE A,

3.6.ETCD iFFRZ

3.6.1. BHY

etcd FEPAE (X etcd-signer ICL > TERINE T, TNOHDMBEER T — MR MNS Yy TTOERTER
INZERERE (CA) M ORBEINET,

3.6.2. BRNHAIR
CAGIBEIR 10 ERBMTY, E7. 4547V b BLUY—N\—DIERER 3 E[MEMTT.

3.6.3. 5

INLDFEAER, 21— -T2, YATAICL>TEEINIET,

3.64.%—EX
etcd SEFAZ I, etcd X Y N—DETEOBSIEINBEEESIEINAISAT VNN T4y Y
ICERAINET, UTDHBEZEd etcd BL Peted EBMETHMODTOVRICEI >TEKRI N, FEHS
ni‘a—o
o P TFIIBAZ eotcd X VN—BDBEICFERAINT T,
o USATYNIBPAEBESEIN/ Y —N=—E054 7Y NEOBEICERINF T, RIS
T, 954ATF7 Y NEBBZIZAPI Y —N—ICL > TOAMFEAIN, 7OF S —52BRVWTEDOMD
YP—EXF eted ICBEEERINIZEA, 77147 =20 L v b (eted-client. etcd-

metric-client. etcd-metric-signer. & & U' etcd-signer) (& openshift-config. openshift-
monitoring. # & U openshift-kube-apiserver namespace IJEBIII N FE 9,

o F—N—GIRAZF: V347V NEREZFAT H7DICeted T—N—ICE>THEAINIT,

o ANYDREBAEZ X NY IV ZADTRTOIAV Y 2 —<— & metric-client SFBAZAFAL TT
D#s\/—‘:$§ﬁbi_§—o

Bmyyv—=x
e TR —RAMDEROLNIRENSD ) A/ —

3.7.O0LM ifFRZ

371 EE
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/backup_and_restore/#dr-scenario-1-recover-master-hosts_dr-infrastructure-recovery

H3E AREOERS L UHA

OpenShift Lifecycle Manager (OLM) O~ 7R—% > K (olm-operator. catalog-
operator. packageserver. & & U marketplace-operator) D¢ R TODIFEAE TS AT ALICK > TERE
IhFEd,

Webhook F7zl& APl —E X % & ¢ Operator % ClusterServiceVersion (CSV) A 7> 7 MIA >~
AN=ILTBHBE. OLMIEINS5D) Y —RADFIAEZEHR L. B—F—> 3> L& T, openshift-
operator-lifecycle-manager namespace M ') ¥V — X DFEAZF X OLM ICL > TEEBINZX T,

OLM E 7O+ —IRIETEE Y % Operator DIFAEAZFH LEH A, TNOHDIERAEFIF. 21—
HITRY) T avRETEETILENHY FT,

3.8. 77 #JV N INGRESS O 1 —H— |l & > TR I N BEIRE

3.8.. HHY

7Y r— 3 VId@EE <route_names.apps.<cluster_names.<base_domain> TRRAI N F

9, <cluster_name> & &£ U <base_domain> (&1 VA N —ILERET7 7M1 IILHASEREBINFE

9, <route_names (&, (BBEINTWVWBHEE)IL—FMDERRA N7 1 =LK, FLEFIL—FEZTT, fFi
hello-openshift-default.apps.username.devcluster.openshift.com hello-openshift (3L — ~ D &A]
T. Jb— MiZ default namespace ICEDMNE T, VSR —BED CAREEL I 4 7V MIO¥E
T, VATV NIT IV T—=2a VLTI AIEI2RENHZGEENHY ET, EBHIE. 77
Vr—2avavF oY ERETIRICARY LDT 74V NIBEEBRET I2HELNHY £T,

Digk

==
[=]

Ingress Operator I&. BRI LDT 7 # )V NEBAE%#RET 2 E T, FL—RKIL

H—& L THEET B Ingress A NO—5—DT 7 4L MERAEZEK L F T, =X
MfE Y 5 A9 —T Operator MK T 5T 7 4 )L MEBAZEZFEA L AWVWTLES
LY,

3.8.2. 315
dA—H—IT& > TIREI N ZEBAZ L. openshift-ingress namespace @ tls ¥ 1 7D Secret TIHE X
NBZMELNrHYET, -1 —H—ICL > TREINZIAPELBNICTEELIICT B0

IC. openshift-ingress-operator namespace T IngressController CR#E#H L 9., <D 7Ot RIC
DWTOFFMIE. ARSI LT T4V MEAEDHRE ICDWTSRLTLEIWL,

3.8.3. B

A—H—IlE > TREINZAPBRE 1Y —ICL > TEEINE T,

3.8.4. AR

A—HF—IlE > TRHINZARAZTR 11— —ICL > TEEINZE T,

385 H—EZX

VIR —ITFOA4INBT TV r—2aviE, T7 4K Ingress ICA—H—(ICL > TRHEI N S
ARAEZFEALE Y,
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386. HA¥~TA X
BEIHLT, - —2EEI BRIz —ILy beEHLEY,
RS

o F7#4JL KD Ingress SFEAZDE XX
3.9.INGRESS iFFAZE

3.9.1. B®Y
Ingress Operator (FLA OB TEBAZE ZFRAL X7,

® Prometheus DX KY JZAANDT I ADExa) 714 —%IRET S,

o IL—MADTIERADEFXF21) T4 —%RET S,

3.9.2. AR

Ingress Operator & Wingress AV hA—F—X NV ZAADT 7 EZAD X1 ) T4 —%FRET S
7=®IZ. Ingress Operator (&1 —E R ZHFIBAEZE 2 A L £ 9, Operator (FMBD X M) 7 XIZDWT
service-ca >~ hO—Z—MHABAEZEXK L. service-ca 1 b O— 3 —I(F5EAAE % openshift-
ingress-operator namespace M metrics-tls E WD ZRIDY—I Ly MIEBBELE T, I 51T,

Ingress Operator (&% Ingress A~ hO—Z>—DIEAZE %= E K L. service-ca I~ b O— 35 —I(FFEAAE
% router-metrics-certs-<name> & WO ZREIDY—J Ly MIERELE T, T I T. <names &
openshift-ingress namespace @ Ingress A~ hO—Z5—D&ZFITY,

Fingress A¥ bAO—5—IliF, MEDFRAESZEELBWVWEFX 1) T4 —REI NI — MNIFERAT
2774 NEBAEDRHY £T, W RY LFIAEEIFE LARWVWIEE, Operator 377 4L N TEZE
HIAEEFEA L X9, Operator FHMEDBECERIMAEEZFAL T, £XT 57 7 4L MNEREIC
E#LZEY, Operator (FZDELFMPBEZEM L. I 1% openshift-ingress-operator namespace M
router-ca & WD ZRIDY—J Ly MIBLE L £9., Operator BF 7 # ) M DFERAE ZE M T D EIC,
T 7 # )L MEEBAZE % openshift-ingress namespace @ router-certs-<names & WD ZEIOS —J L v
MIEEELEXY (I T. <names & Ingress I NAO—5—DHERITY),

DI

==
[=]

Ingress Operator I&. BRI LDT 7 # )V MNEBAE%#RET S5 F T, FL—RKIL

H—& L THEET B Ingress A NO—5—DT 7 4L MERAEZEK L T, =X
&)V 5 A4 — T Operator NEKT 27 7 # )L MEFAZEFERA L BRWVWTL X
LY,

393.7—770—
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H3E AREOERS L UHA

E31h RS LASHEDT—5 70—

-
---Pp Reference — Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress
ingresscontrollers/ deployments
default default j

B3.2574J)L NOIIBAEY—H 70—

]

---Pp Reference — Contents are copied J
namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/ deployments

o 22 defaultCertificate 7 «+ —JL KIZ & Y. Ingress Operator (3 ZNDHECERL CA%=FHL THEE
INRNAAVORMEAEEZERLF T,

o Ingress Operator IC& > TEKRIND T 7+ )L D CAFERAEH L 'F—, Operator WEMT 5T
74 NORHIAZICEL T 2LDIFEAINET,

e T7AIbDT—- 7O—TI&, Ingress Operator IC& > THERI N, EXINET 7 +J)L K CA
AAEEZEALTERINZ VAN RA—ROT 7 4I)L MRHEIFAE T, HhRHLT—-T70—T
&, Chida—H—ICL > TRHEINBIIHEETT,

e I—4%—DFFO4 Xk, secrets/router-certs-default DifEAEZ %, F7A4J/)LhOD7OY T
v RYy—N—FAZEE LTFEARALEY,

"?7#»#@7—77D—Tm\74»Ft—ﬁ®?7jwh%ﬁﬁ%%UVjuwﬁB;Uji
A R—KDED) ODRABNZ ZICIE—I N, QAuthBEEIEMICARY EST, hRYLT—970—T
iE, ChiEa—4—IC& > TRESI N BEREETT,

e Operator N4 T 57 7 # )L k CAFERAZEDIERRE (/X7 ) v V DED) 28THBIT) vV — R,
EFEAMIIT 27OICOAUth BL U Web AV Y —ILILL > THAMONET, CDFTV I M,
SHBDY ) —ATHBRINET,

e T 7 IV NMREEERAE D/ T ) v U (FEBRE) O T, configmaps/router-ca ')V —RX =B X
BAET,
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o 11— —I3 ingresscontroller {RHFEAAE ICER L7 CARIBAE T S X9 —O0F Y —RELET
#FLET, TNIZELY, auth, console REDTIVR—F Y b, RIMIAEZASHET L-OICERT
DZLYRARNY—=DEMCARYET,

o A=Y=V RLBEEINTWRWEEIC, #HAaEHE 7 Red Hat Enterprise Linux CoreOS
(RHCOS) B & a1 —H—(C & > TIRMIND CANY RILE /L RHCOS DHDNY RILEERL Y S
Ay —2EDERINS CANYRILTY,

9 k> a v R—% > b (auth & &£ U console 72 &) Ah R LFEBAETHREI N
ingresscontroller Z{E38 9 5 & D8RI H5H XY L CAGEERAENY FILTY,

daummMM74—me\l—ﬁ—nxofﬁﬁén5CANyFw%é%?%&ﬁtﬁ%ﬁni
ERR

0 Cluster Network Operator (£, fS8X11% CA/NY KJL% proxy-ca R EY Y FICHEALZE T,

@ OpenShift Container Platform 4.4 Ti&, —#d 1V R—% > b T router-ca DEAH S default-
ingress-cert DEAANDBITNTHORTVWET,

3.9.4. BZHAR

Ingress Operator DEEEAZEDEMEARITLLTDREY TT,

e service-cadY hA—Z—HERT B X N U AEAEDOAEMEARIEX. ERBEHIS 2 FET
_a—o

e Operator DEZGAEOEEARIZ. FXBED»S 2 FEETY,
® Operator NEMT 57 7 # )L MNEEREDOBWHARIE. /ERRBEDS 2 FETT,

Ingress Operator 7z |d service-ca I~ hAO—Z—HER T 25EAZED AR Y LBEWHREZIEET 5 2
EIETEFEEA,

Ingress Operator % 7= service-ca O~ kO — 5 —HERK T S EEEAE IC D L\ T OpenShift Container
Platform 24 Y A =L 25EIC. BWHRZEET DI LETEI A,

395 H—EX
Prometheus (X M) V2 2ADEF21 ) T4 —%RETDHAEAFHLE T,

Ingress Operator (& E DB RFIAEAFERL T, ARYLDT 7 # )L MERAEAFRE L AL Ingress O
YhO—Z—BICEKTET 7 I MNERAZICERLET,

X2 )71 —REINALL—PMNEFERTZIVSRAI—TVER—FV ME, T7 4L MDD Ingress IV
NO—Z5—DFT7 4L NEEEAEZHERATEZX T,

X271 —REINLIL—MREHTDI S RAH—ADIngress I&, IL— bR BDIIAEEIEE L
BWRY, =MD T7 I EZAI NS Ingress AV NA—5—DF 7 )L MNEBAEAFRALZF T,

3.9.6. 51
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o

Ingress sEFAZIF 1 — Y —ICL > TEEINFI Y, FMIE. 7740~ ingresssfFAZDEE#Z %
BLTLEIW,
3.9.7. &

service-ca J v hO—5—Il3. ThARTTZIAZE2BEEMICO
delete secret <secret> %A L TH—E RIZHIBAZE 2 FETO—

YavlL%xd, L. oc
aveBIENTIEET,

7__
7__

Ingress Operator (&, MEDERIIAEFZIFERT 2T 74 MEREA2OD—FT—> 3 v LEEA,
Operator "M T 2T 7 # )L MEEBAZIE, BRET D HRAILT 74 I NEBAED T L —RAKRILY—&
LTHERAINZET,

310. E=4 -V JBLVT YV ZAF—OF > 7 OPERATOR O ViR—
EIE EH =

3.10.1. E%HHEARR

EZH/-)YTAVR=RY M Y—ERCAGIRET IS 71 v 0 DEFa2 )71 —%2RELZ
T, IhODAER 2 FRBAEMTHY. BrRIELIKETINEY—ERCAOO—T—Y 3V TH
BHICBESRAONET,

SEBAE A openshift-monitoring ¥ 7= |& openshift-logging namespace IZH %356, TNIEY AT ALT
BEIh, BEMICO—FT—>aryIhZEd,

3.10.2. €32

INSOIIAEILX, 11— —TIERL, YRATALAICEL > TEEBINET,
3N aryhrO—IL7L—YDifRE

3.1.1. %P

v hO=ILTL—VDIRAEIEZINSD namespace ICEF N E T,
® openshift-config-managed
® openshift-kube-apiserver
® openshift-kube-apiserver-operator
® openshift-kube-controller-manager
® openshift-kube-controller-manager-operator

® openshift-kube-scheduler

3.1.2. EiE

YhO—ILTL—VOIBAZEIEF Y AT ALICL>TEEIN, B8NICO—FT—Ya3aryIhzxd,

Bhs—2&LTCaryba—IL7L—VOIBRE0AMBERIINZZEIF. 2 bO—IL T L —VEE
BAZDHRTINORENSD ) AN — ZBBLTLEIW,

59


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html-single/security/#replacing-default-ingress
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.4/html/backup_and_restore/dr-recovering-expired-certs

OpenShift Container Platform4.4 ¥ a1 V)51 —

FAZEEBEO VDR
EEIL. YDRATALIIHEAEZ—EDOT7 T4 ET 1 —%@ANODI—HY—, BEEZTOMATLD
AVvR—RY MR LAEF 1) T —EEDOERFIOL I— RERELE T,
41. APl OEEOVICDWT

EBIFTAPI H—N—L R TEITIN, Y—N—ICESNZTRTCOERAZOVICEHELETT, ThE
NOEFEOJICIEK. LTOBHBISENET,

FKA4IBEEOTT71—ILF

74—JLE B

level ARV MPERINEEEL NI,

auditiD BRTEICERINDZ—BOEE D,

stage ZDARY N VRY Y ZADERBEDOEKRULIEBDRT—,
requestURI IS54T7 Y MIE2TH—NR—ITEEINBER URL

verb ERICEE I 5N B Kubernetes DENEE, 1)V —ZALUANDERDG

B, NIFNIFOHTTP AV Y RIZRY FT,

user RAI N1 —H—DIER.

impersonatedUser FT7vav, RELI-Y-DBER(ERTHOI—F—%HRET 25
Ao

sourcelPs FFvav, BROEERTSLICHETOF L —H560DY —R 1P,

userAgent FToav, VA7V REST 21— —T -V hOXFI,

AI—HF—I—C U NIISATYMIL->TRIEINTSY., 55T
TRV EITERLTLEIN,

objectRef FTav, TOBRDY—Ty heoTWBAFTV I MBR, &
hid, List 44 T7OER® ) YV —RALUADEKRICITBERAINFEA,

responseStatus # 7> 3 v, ResponseObject »* Status ¥ 1 7T THH/REI N
ZMBERAT—Y R, EBRIGEDFZE. ThIlIFI—ROADPNEFENFE
To AT—FRUADY A TOIS—RBEDHZE. THITIEITS—Xy
UM EEMICREINE T,
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Z4—J)EK B

requestObject A7 av, JSSONERDERNSDAPI ATV )
b. RequestObject i&. /N\—Ya v DZE#R;, 74 MRE. ZHF
R —YDRICERDZED L D ICEHEINEFT (JUSON & LTHI
YA—RINDAREEDLH D), TNIFABON—=Y 3 FIFI NS
TP MNIATTHY, ThEEFTEEDRA TV 20 MTRAWT
REELHY ET, ThiF) Y —RAUADEKRDBEICITER I, X
LRIV ETOHFOTICEHEINE T,

responseObject A7 av, JSSONFERDIGETRIND APIA TV )
b. ResponseObject (345845 1 TADE#IZICFEEEZI . JSON &
LTIV T7IA4ARXINET, InFY) Y —RUADEKRDIBZEICITEE
Ih, RBELRILTOHOTICEHINET,

requestReceivedTimestamp FRHY API H—/N—(TEIE L - BEfE,
stageTimestamp BRDBFEDEER T —VITE L R,

annotations FT7vav, BEARY M EHIREINZBELIhTVWARAVWF—&
EDvy 7, Ihnid. R RBA. BT 74 vARE, BXRIREMH
Fr—VTHUPHINZ TS TA VICE>TREISNDAREMELHY F
T INLDT/T7—2aViEEANRNY NAOEDT, EEINLA
7Y = 7 k@ metadata.annotations (I LAWT EISER L TK
IV, ¥—IiF, BRIOHBEENRELAVL D ICEMIVR—XV M
—RICHNT 2MELNHY £ (B
podsecuritypolicy.admission.k8s.io/policy), {Eld5E< 2 HE
BHYET, 7/T—2aviEAd9T—9LRIICEEFNET,

Kubernetes APl H—/X—® & H14l:

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce 1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata:
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.2009622","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole
\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

42 . BEBEO T DRT

ENENDTYRAY— /) — RIZDWT OpenShift Container Platform API % —/X— Z 7z |& Kubernetes API
Y—N—DOJT%ERTTBHIENTEILT,
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FI7

BEBEOJZRTTDICE. UTFZ2EITLES,

62

1. OpenShift Container Platform APl #t—/X—0O 47 %# XKL X T,

a. REICWLT, RRTIHZ2LEDHZ2O7D/ —REZRRFLET,

$ oc adm node-logs --role=master --path=openshift-apiserver/

ip-10-0-140-97.ec2.internal audit-2019-04-09T00-12-19.834.log
ip-10-0-140-97.ec2.internal audit-2019-04-09T11-13-00.469.log
ip-10-0-140-97.ec2.internal audit.log

ip-10-0-153-35.ec2.internal audit-2019-04-09T00-11-49.835.log
ip-10-0-153-35.ec2.internal audit-2019-04-09T11-08-30.469.log
ip-10-0-153-35.ec2.internal audit.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T00-13-00.128.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T11-10-04.082.log
ip-10-0-170-165.ec2.internal audit.log

b. BEDTYRAY—/)—RKEH A LRHY > TD OpenShift Container Platform APl #—/X—m 0O
TJERRLEY, ZOIYRY—DIRTOOTERRFLET,

I $ oc adm node-logs <node-name> --path=openshift-apiserver/<log-name>

UFIEBICaY £,

$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=openshift-apiserver/audit-2019-
04-08T13-09-01.227.log
$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=openshift-apiserver/audit.log

UFD&LDREADNRTIINETS,

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce1-fec7-
4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-
kube-controller-manager/configmaps/cert-recovery-controller-lock?
timeout=35s","verb":"update","user":{"username":"system:serviceaccount:openshift-kube-
controller-manager:localhost-recovery-client","uid":"dd4997e3-d565-4e37-80f8-
7fc122ccd785","groups":["system:serviceaccounts”,"system:serviceaccounts:openshift-
kube-controller-manager”,"system:authenticated"]},"sourcelPs":
["::1"],"userAgent":"cluster-kube-controller-manager-operator/v0.0.0 (linux/amd6é4)
kubernetes/$Format","objectRef":{"resource":"configmaps","namespace":"openshift-kube-
controller-manager”,"name":"cert-recovery-controller-lock","uid":"5¢57190b-6993-425d-
8101-8337e48c7548","apiVersion™:"v1","resourceVersion":"574307"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2020-04-
02T08:27:20.2009627","stage Timestamp":"2020-04-
02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of
ClusterRole \"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-
kube-controller-managen\""}}

2. Kubernetes AP H—/N—0OJ%XRRLZET,

a. MBIHLT. RARTIUNEBEOHZO07D/) —REZMELET,



BAEEEOTDXRR

$ oc adm node-logs --role=master --path=kube-apiserver/

ip-10-0-140-97.ec2.internal audit-2019-04-09T14-07-27.129.log
ip-10-0-140-97.ec2.internal audit-2019-04-09T19-18-32.542.log
ip-10-0-140-97.ec2.internal audit.log

ip-10-0-153-35.ec2.internal audit-2019-04-09T19-24-22.620.log
ip-10-0-153-35.ec2.internal audit-2019-04-09T19-51-30.905.log
ip-10-0-153-35.ec2.internal audit.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T18-37-07.511.log
ip-10-0-170-165.ec2.internal audit-2019-04-09T19-21-14.371.log
ip-10-0-170-165.ec2.internal audit.log

b. FEDYARAY—/)—REFALRY Y TDKubernetes APl H—NN—OFARRLEY., %
DIAY—DITRTOOTERRLET,

I $ oc adm node-logs <node-name> --path=kube-apiserver/<log-name>
UTFEFICRY X7,

$ oc adm node-logs ip-10-0-140-97.ec2.internal --path=kube-apiserver/audit-2019-04-
09T14-07-27.129.log
$ oc adm node-logs ip-10-0-170-165.ec2.internal --path=kube-apiserver/audit.log

UFD&LDREADNRTIINET,

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"ad209ce1-fec7-
4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-
kube-controller-manager/configmaps/cert-recovery-controller-lock?
timeout=35s","verb":"update","user":{"username":"system:serviceaccount:openshift-kube-
controller-manager:localhost-recovery-client","uid":"dd4997e3-d565-4e37-80f8-
7fc122ccd785","groups":["system:serviceaccounts”,"system:serviceaccounts:openshift-
kube-controller-manager”,"system:authenticated"]},"sourcelPs":
["::1"],"userAgent":"cluster-kube-controller-manager-operator/v0.0.0 (linux/amd6é4)
kubernetes/$Format","objectRef":{"resource":"configmaps","namespace":"openshift-kube-
controller-manager”,"name":"cert-recovery-controller-lock","uid":"5¢57190b-6993-425d-
8101-8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":
{"metadata™:{},"code":200},"requestReceivedTimestamp":"2020-04-
02T08:27:20.2009627","stage Timestamp":"2020-04-
02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of
ClusterRole \"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-
kube-controller-managen\""}}
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B5%F BINAR A MDD APl H—/N—A®D JAVASCRIPT XR—XD 7
9tz ZDEFA]

5.1 EMARX MHD S API H—/X—AD JAVASCRIPT R—ZXD 7 VA DEF
Gl

7 7 # )L kD OpenShift Container Platform 5% %E(&. OpenShift Web O > Y —JLHER % AP H—/\—
ICEET D EDHEHFATLET,

AOZFIEER L T JavaScript 7 ) r—2 a o h S API Y —/N—F 72id OAuth ' —/—IIT7 I R
TOIUELNHDHE. FATIEMDRR NEERETEET,

AR E 4
e cluster-admin A— /)L ZF 21— —E L TDISTRAY—ADT I AN H B &,

FIE
1. APIServer )YV —X&RELF T,

I $ oc edit apiserver.config.openshift.io cluster

2. additional CORSAllowedOrigins 7 1 —JL K% spec 27> a YO TFIEML. 1 DL EDEN
DRAMBZELET,

apiVersion: config.openshift.io/v1
kind: API1Server
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q R N%IE Golang IF3FRIE & LTEESNE T, Thid. APIH—/8—& £ T OAuth

Y—N—IIx T B HTTP BKD CORSAYH —IIRT BT Y F VI 5THHICERIN
i_a_o
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Fo5E=BMAR MDD S API H—/R—AD JAVASCRIPT R—ZDF7 I ZADFFA]

= a-3]
ZOBITIR, UTOBTEERLET,
o (%) BAXF/IXFERBLET,

o /[IFRXAVDRBICE=Z"Z7 L. http: £72& https: DEDY TILZR v
TalIl—HLEY,

o LIERAMVEDRY NETRT—TLEY,

o () IFRAAMVE (\2) FLBFR—bEARAL—F— () DKRTEIC—HLZF
-a_Q

3. ZEABEATLAEODICT7MIVERELET,
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FE6ZETCD T — % OIEE1t

6.1.ETCDEES1LICDWT

T 7 # )L N T, etcd T—%4 I& OpenShift Container Platform TSI hEFt A, 75X —D etcd
ESEEBAWMILT, 79X ) T4 —DBEZEMTRHETZIENATEET, & A, eted
Ny 9Ty THELL BRWAREICABRINZBEILKE T —90KbhBRWL D ILRET DI ENT
E

etcd DEESIEAEBMICT 5 &, LT D OpenShift APl #f—/X—& & U Kubernetes APl #—/X—1) Y —
ANEESLINET,

o V—JLvh
o XEVYS
e JL—Fh
e QAUth7/7 &R =0V
o OAuths&sEh—72 >
etcd BEEZAMICT B &, BSEF—DMERINIE T, IhodF—BZEIlO—T—YavyIh&
T, eted NV I Ty THLETTZICE. ChoDF—DPRETY,
6.2. ETCD B St DBMIL
etcd BESEZBMICL T, 75X —THREMEDOEW) Y —XZBESETEIY,

Digk

==
[=]

MRORSIETOLRNRTTHE T, eted D/<y 57y TERBZ & RIS

nNFEtA. BSETOCZADNTET LAWGE, Ny 27 v TIIELHICDOAHESIE
$n6ﬂ%ﬁ# YEd,

AR E 4
e cluster-admin A— /)L ZF 21— —E L TDISTRAY—ADT I AN H B I &,

FIE
. APIServer 7 7z hEZTELF T,

I $ oc edit apiserver

2. encryption 7 1 —JL K% 4 7% aescbc ICEREL £,
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FE6EETCD T—4Y DEES1E

spec:
encryption:
type: aescbc

aescbc ¥ 1 7lE. BEELEETT D/-DICPKCSH7 INT 4 VT HEE L TWD AES-
CBC &R/ bNDF—IFERAINZEEZEKLET,

3. ZEABEEATLEODICT7MIVERELET,
ES 7O RAPEBINET, V5RAY9—DHA4XICL>TiE, 2OTOERADPRTTSF
T20 DU EDDBIZEDHY T,

4. etcd ESEDERBICITON I L ZHEBLE T,

a. OpenShift APl #—/X—® Encrypted R 7—4% 2 %2R L. ZDY YV —IAHNERBICESE
INEZEERABLET,

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BSIEIEEICEITINSE EncryptionCompleted ERRINE T,

EncryptionCompleted
All resources encrypted: routes.route.openshift.io, oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

H 731 EncryptioninProgress B"&RRI N 26, CHIEBSENETHTHEIIEER
BRLET., o LERICBRTLET,

b. Kubernetes APl % —/X—® Encrypted 2 7—% RRE%=HRL. TDY YV —IADEEICH
SleIhicz e asmBLET,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BSIEIEEICEITINSE EncryptionCompleted ERRINE T,

EncryptionCompleted
All resources encrypted: secrets, configmaps

H 731 EncryptioninProgress B"&XRI N 26, ChIEBSENETHTHEIIEER
RLET., o LERICBRTLET,

6.3. ETCD EE=1t D EM1L

VSR —Tetcd T—Y DESLEEMITEET,

AR

e cluster-admin A— /)L ZFDO2A1—HF—E L TDISTRAY—ADT I AN H B I &,

FIE
. APIServer # 7z hEZTELF T,
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I $ oc edit apiserver

2. encryption 7 1 —JL K% 4 7% identity ICEREL £,

spec:

encryption:
type: identity 0

Q identity ¥ 1 12T 7 4L METHY, BESILRIETINAVNI EEEKLET,

3. TEABRTZE=HICT774IVERELET,
ESi70t AN A ni?°971& —DHA XL >TEE, 2OTOECANETTSHF
T20 UL EDDBIZEDLHY T,

4. etcd DESIEDAEREICTONAI EZ2HRLET,

a. OpenShift APl #—/X—® Encrypted R 7—4% A& M2 L. £DY Y —IADERICHE

"5'”::')51’1;7‘;&_ t%ﬁ&;b L/i_a—o

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H7711C DecryptionIinProgress A" R "IN BI5E. CNIFESEIETHTHEZIEEE
RLET, HoFELBICBRATLED,

. Kubernetes APl # —/X—® Encrypted 2 7—% ZAKREEEZEL. TD) Y —IANEHICE

"5'”3’*1171«.&%5&5 L/i_a—o

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, ESIEIEEICEITIN S E DecryptionCompleted ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptionIinProgress A" R "IN BI5E. CNIFESEIETHTHEIEEE
RLET, HoFELBICBATLED,



7%= POD DIESBHDAF v >~

B7% POD DffEFMED R F v ~
Container Security Operator (CSO) % {#fH ¥ % &. OpenShift Container Platform Web 3>V —JLH
5, V952A9—DT7 VT4 TR Pod TERAINZAVTF—AA—=VICDVWTOMHEERF v Dt
RICPIVERATEZY, CSV

o FARTD namespace X IFIETE X 17z namespace D Pod ICEE[ IF by T FH—%ER
L/ i_a—o

¢ A A=YDLIAN)—DNAM A=Y ZXF+ U %ZETLTWBIHEE (B: Quay.io, Clair 2 F v >
Z28 RedHatQuay LY A MY =722 &), BEHEDOERICOVWTIVY T F—OHEA>7/3
VFF—LYZARN)—%UIT)—-LZET,

e Kubernetes API @ ImageManifestVuln 7 7> =7 M FH L CHEHEEELARALE T,
ZOFIE=FEAT 5 &, CSO IE openshift-operators namespace (24 ¥ X b—JLE 1, OpenShift 7
SR —DFRXTD namespace THIFRBEICRY X7,

7.1. CONTAINER SECURITY OPERATOR D17

LTFTHBEINTLWS L DIC. Operator Hub 5 Operator 23R L. 4~ A h—JL L T, OpenShift
Container Platform Web > Y —JLH & Container Security Operator &I TE £ 7,

[} =355
® OpenShift Container Platform 7 5 X4 —~DEBEMERL H

o UVS5RH—TREITEIND RedHatQuay £7/I& Quayio LY AKMNY) —DaAVFF+H—5b0'H 3

FIR

i

1. Operators —» OperatorHub (C#E) L. Security Z:#RL F 7,

i

2. Container Security Operator %33R L. Install %
JICBEILE Y,

R L T Create Operator Subscription R —

3 BREEAMIRLET, §TDnamespace BLUVBEIEBAN TN T 74/ FTERIN
7,

4. Subscribe %3#3iR L £ 9, Container Security Operator |£. Installed Operators E/H& IC #4#%
IKRRINFT,

5. A7 3V T, HRYLFAER CSOICEBMTE Y, UTOHITIE, BEDOTAL VM) —
IC quay.crt &W D ZRIDEEAZE 2 EM L 7, RIS, LTOAYTY RZETL CEERAE %
CSO IEmL £9,

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -n
openshift-operators

6. NAY LGEBAEZEZEM L 25E. FRAAE2EBMICT 27O IC Operator Pod = FBiEcE) L £
-a—o

7. OpenShift Dashboard %% £ 9 (Home — Overview), QuayImage Security ~D ') > 7 H"

status £ a VICRRIN, ThETIKRION > ABEBEHOBO—ELNRTIINE T, UTF
DEDEL ST, V)7 %FER L T Quay Image Security breakdown #%R R~ L £ 9,

69


https://quay.io
https://access.redhat.com/products/red-hat-quay

OpenShift Container Platform4.4 % a5 1 —

70

— RedHat
— OpenShift

Container Platform

Home

Overview

Projects Details

View settings Status

Search

Cluster APl Address @ Cluster Quay Image Security x
Explore https//api.cnegus- breakdown
Eans ocp44c.devcluster.openshift.com:6443 o Quay Image Securi

Cluster ID Container images from Quay are analyzed

55247¢cle-9ced-4013-82ea-cd79bc7e045e to identify vulnerabilities. Images from ather

registries are not scanned

OpenShift Cluster Manager & o Acluster version update is

Severity Fixable

Provider Jun 26, 3:30 pm
A ; 1High ]
AWS Automatic image pruning i
referenced by ImageStrea 1total

OpenShift Version

remains healthy. To remowe

2443 ) .
imageprunerimageregistry
@ Update Ensure that the “suspend”
Update Channel Jun 26, 3:30 pm Fixable Vulnerabilities

stable-4.4 Alerts are not configured t @ bind-libs I namespace
not be notified in atimely £

8. ZOHAET, MEINAREMAE 74 O0—F23DIULTD2 DO0OWTNHIDRIEAREITTE
i’a—o

o MEFHUADY VI ERRLIEY, AVTF—ZBELLAVYTF—LIZANI—-IITIE
AL, BEBHEICOVWTOERZHEATETT., LUTOMIE. Quayio LY A M) =D Bk
INncESBEHDOHZERLTVWET,

@ RED HAT Quay.io EXPLORE  APPLICATIONS  REPOSITORIES  TUTORIAL + - p

Iy ro4fd70e06e7

.»f’

{

\

Quay Security Scanner has detected 6 vulnerabilities.

Patches are available for 6 vulnerabilities.

|

A 6 High-level vulnerabilities.

@

Vulnerabilities Filter Vulnerabilities Only show fixable
cvE SEVERITY | PACKAGE CURRENT VERSION FIXED
RHSA-2019:4190 A Hig nss-util 3.44.0-3.el7 © 0:3.44.0-4.el7_7

® namespaces |) ~ 7 %#IR L. ImageManifestVuln BEICKEIL 9., < I Tld, BRI
NicA A=Y DEFIL, BLUA A—IHNERITINTWVWSBTARNTD namespace IR TE X
T, UTOREIE, HFEDHIFLA X — T quay-enterprise namespace TETINTWS
ZEZERLTVWET,



$B7% POD DDA ¥ v >

Project: all projects =

ImageManifestVuln

Create ImageManifestVuln Filter by name...

Name T Namespace Created
VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise 9 minutes ago

53b8b%0ac79b55d55e7a25bcd4
b83d5512a846575a2

ZDRERTIH. BBEHEDOHZAA—IP, A A—VDREMEBRT ZLOIBRELRIE, BLUVA
A=V PNETINLETARTOD namespace 2R TEET, UTZEETTBIENTEET,

o ML EBETIREDHDAA—TVZ2RTLTVWEI—HF—ICBEELIET,

o MA—INEBEMMTWS Pod ZRBEIL/TTOA AV NERIEMDOAFTI o MEHIBRL T,
AA—VDEITZEFELELIT,

Pod %#Hlf&d % &. Dashboard THESIMEDH ZREN ) Y NINDFETROIDDIGEDHY FT,

7.2.CLITODA X —CHesgEn o ) —

oc O< > R%{FEF L T. Container Security Operator IC& > TREI N BB HEICOVTDIERE XK
RCEET,

AR

® OpenShift Container Platform 4 > 24 >~ 2 T Container Security Operator "E{TI N TW 3%
Z&

FIE
o MHEINAEOVFTFHF—AXA—VDORBHEICODWTIITY) —F3ICFE. UTFEAHADLET,

$ oc get vuln --all-namespaces
NAMESPACE NAME AGE
default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

o RFEDMHBMDOFEMAERTT 5ICIE, HMESBMHDORARIS L UVZ D namespace % oc describe 1
TYRNICEBELET, UTDHIE. 4 X—JICHESREDH S RPM Ry IS —INEEND TS
T4 7RAVTF—%ERLTWEY,

$ oc describe vuln --namespace mynamespace sha256.ac50e3752...
Name: sha256.ac50e3752...
Namespace: quay-enterprise

Spec:
Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7
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Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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