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Red Hat OpenShift DAF > JH T XA FLlE, 41 VA M—JLVAER OV R—R Y b & LTR#ESI 1.
37 @ OpenShift Container Platform & 327435 ") ) =AY A4 V)V &g A TWE T, Red Hat
OpenShift Container Platform Life Cycle Policy (& ) — XD E#ME AR L TWE T,

11.0¥%> 7549

A1) ) —RITIE, OpenShift Logging /N7{EIEY) ) —2 549 AEEFNF T,

111 NTBIE

o ZODEFHDAIL, Fluentd AL VY —ERFEADEENTA—F—Z2EELTWVWELE, D
BHICLY, CNLDRENTA—I—EZTOEEX v E—UNHIBRINE T, (LOG-3074)

o ZOEHDHIIL, Kibana D OAuth cookie DENEARRIL 24h ICEIE I N TW o/
&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLW S &, Kibana

T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DBEZNHARRA
accessTokenlnactivityTimeout ICEHiS ., 77 4L MEIZ 24h IC72Y £9, (LOG-3306)

1.1.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908

e CVE-2022-0909


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
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e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e (CVE-2022-2938
e CVE-2022-3515
e (CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628

o CVE-2022-22624


https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
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o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e C(CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.2.0%>454.8

A1) —ZITIE, RHSA-2022:7435-OpenShift Logging /A7 1EIEY 1) — 2 5.4.8 AEEhE T,

1.2.1. NTEIE


https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
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1.2.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304
e CVE-2022-2509
e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e (CVE-2022-30293
e CVE-2022-32149
e CVE-2022-37434
e CVE-2022-40674
e CVE-2022-42003

e CVE-2022-42004

1.3. LOGGING 5.4.6

A1) —ZRITIE. OpenShift Logging /NJBIEY 1) —2 546 BNEFEFNET,

1.3.1. N JIBIE


https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558

gEOXVITOYVY—R/—}

o SEIDEHLIATIE. Fluentd I Kubernetes 75w N7+ —LAOJ 774 )& O0—F—> 3>
L E5RBHELAWVGELHY., O XvE—YiHFHF:ILARR>TWE LA, SEDOE
T, TYTAN) —LDEAREF—LIRRTIRENTA—I—%EBRET DI EICLYELE
INTVET, (LOG-2792)

o ZDEHDHIIL, ClusterLogForwarder 124 A1) Y —ZIT JSON BN ERZEINTWSIG
B, BO—NWAF—NR=V3TTEDA VTV IADERINTWE L, SEIDEHICELY.
FLWA YTy I AERTERLARY F L, (LOG-2823)

o SEDEHDAEIE. Kibana HRY L)Y —R&EHIBR L 735BE. OpenShift Container Platform

Web OV Y —JLIEBIEH=X Kibana~ND ) V7 #RRLTWE LA, SEIOEH T, Kibana 51
ZSLYY—2EERTDE, ZOY VI EEIBRINET, (LOG-3054)

1.3.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
o CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e (CVE-2022-34903

14.0%> 7545

A1) —ITIE. RHSA-2022:6183-OpenShift Logging /NJEIE!) 1) —X 545 AEFNFE T,

1.4.1. NJIBIE

o SEIDEFLIATIL, Operator I& Pod DN EMKRREICH D Z & 2R LBWVWI EANRERT, 77
AY —DHEEEFICY T RAY —DEMERBEQRREICAY £ L, SOIOEFHICLY. Operator
&, BEHFICHFLWVWPod ZERBRETELTY—I LTHSH LV Pod ILEE; EREITDZ &
T, BEZHERLET, (LOG-2881)

o SEOIDEFLUFIE., EHITOI S —MRHEMEENEBIMINEZI EARREAT, REIL—FT1 v IH
TEIN, LO—RKRHPRBEE>LBEICEEINTWELAE, SEOEHICLY., REBIL—T 4
VIRELL Y F L, (LOG-2946)

o SMOIMEFHLIFIIE. Operator (FBIARFTHEHENLZT—IVETA VT v I RF&RE JSON [EEET
O—RTEF, IZ—DPHRLELTVWE L, SODOEHHICEY. Operator 1&Z D JSON [HE %
WEICTFOA—RTEBLDICRY F LA, (LOG-3009)

o ZDEIDAEINIC, Elasticsearch 4 YTy I RFV L —hME, SRILDT1—ILREEE-S
A4 TTERELTWE LIz, TOEEICLY, ThoDFYFL—MDEHRIN, OyaL Y
H—IlE>TEBHREINZEFEIND I TEELICAY F L, (LOG-2972)


https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
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1.4.2. CVE

e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.5.LOGGING 5.4.4

A1) Y —2RITIE, RHBA-2022:5907-OpenShift Logging /NJHEIEY 1) —RX 544 HEFhE T,

1.5.1. N J{EB1E
o SEOMEHLAIIEX. ST VXFEUHNDIEN Elasticsearch TELLK RRZINFEBATLE, &
EDEHICEL Y., Elasticsearch (FIT R TOBERMRUTF-8 L VRILZELLRRLET,
(LOG-2794)

o SOOBEHULUAINIE. 5T VXFUNDIED Fluentd TELLKRRINFHATLE, SED
BHICL Y, Fluentd IZTRTOEMRUTF-8 YV RILEELLKRRFLET, (LOG-2657)

o ZOEHLANIIE., ALIF—DAN) v IH—N—lF, BREFBICL>TARINLEEFER
LTZ7RLRICNRAVRLEDELFE L, SEIOEREICLY, FRAATRERAVY—T (4R
THNIETENTENRA VY RTBEDICERENEEINE T, (LOG-2821)

o SEMEFHLFIIE. cluster-logging Operator (7 24 —ITIRKEFEL T —I Ly M EER L
TWE L, DI S RY—DEEIE OpenShift Container Platform 411 TEE I/ &N

FEET, OF 707704 A MIRBLE L, SEOEHICELY. cluster-logging
Operator BBEBICHLTY—I Ly b2ERT 52 & TRIBZMAL XY, (LOG-2840)

1.5.2. CVE

e CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.6. LOGGING 5.4.3

A1) —ITIE. RHBA-2022:5556-OpenShift Logging /N JEIEY) ') —RX 543 BEENF T,

1.6.1. Elasticsearch Operator M IE#EEE @ A

logging %t 7 A7 L1 5.4.3 Tld. Elasticsearch Operator (FIFHEBEE Y, S%DY ) —ZATHIBRI N
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https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5556

gEOXysoVY)—xJ)—

5FETYT, RedHat lZ, TOMEEICRLTIRED) ) —RSA4 7H A JILRICNTBEEYR— %
R LTI, ILEREEBEDIRMIT A, T OHBEIESREIBRIN S FETY, Elasticsearch Operator
EHEALTT 74 MOOTRAML—V2BET 20 YIS, LokiOperator ZFHTX XY,

1.6.2. NJIBIE

CDEHFDEIE, OpenShift AF V74 v v aR—Rid, PIT4 TRIRTDY v— KTl
B, POTATRTIZARY =+ —ROEERTLTVWE L, SEIOEHICLY. Fv
YaR—RIZIETRTDT I T4 TR+ —RBERFINEF T, (LOG-2781)

ZDEFIC, elasticsearch-operator NMEAT 254 73 1) —D/NJICIE. DoS WEDMEHMHE
AEFnTWwE L, SO00FHICLY. S4TFY)—DIOMHEEEZEFR/VWAN—I 3 V(L
BHINE L&, (LOG-2816)

SEOFEHLFNIE. OJ % Loki ICER*ET 5 & D IC Vector 22 E T 5 & X1, Loki TTLS A'F
TR TWBRIBEICIE, ARILRTS— —OVEERELEY, 774 DMNN—0 V% F
FALAEYTRIEDNTEFEATLE, SEOEHRICELY., Vector T TLS AR N— V%
BRALTOY% Loki KKERETE24 5 IChY % Lk, (LOG-2786

SEIDEFLLRNIC, ElasticSearch Operator I&. oauth-proxy 1 X —J %3&R§ % & X

IC. ImageStream 71 X% L!) Y — D referencePolicy 7O/NF 4 —%#&AB L TWFE LA, &
DEHICTORT 1 —DEBIND ZENRRTHEDRIET Kibana DT 7O/ IZKELEF L
o SODOEHFHTIL. referencePolicy =R 9 % Z & TRIEM BRI 1. Operator | Kibana
HEEBICTTOMTES LD ICAY FE L7, (LOG-2791)

SEOEHFLRTIL, ClusterLogForwarder 124 L)Y —2ZADT 5 — ML—IL T, EHDERE
HANERBINTWEHATLE, SO0EHFHTHBEIMERINE L, (LOG-2640)

COEHFDREIIE. O % Amazon CloudWatch ICERET B LD ICHREI NI SRY—H. 1B
BEXINOV 7740V E—RAMNL—VICEZRAATWZASD, BEDORBEEHICITR
H—HDRREILRY F Lz, SEIOEHICELY. CloudWatch DF + > 7 /8y 2 7 v THEM
iKY, BENMERINE L, (LOG-2768)

1.6.3. CVE

HNn12Y v LTCVEZER

e CVE-2020-28915

e CVE-2021-40528

e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576

e CVE-2022-25313

e CVE-2022-25314

® CVE-2022-26691

e CVE-2022-27666

S

1


https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
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o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.7. LOGGING 5.4.2

A1) Y —2RITIE, RHBA-2022:4874-OpenShift Logging /NJHEIEY 1) —R 542 hEFhF T,

1.7.1. NJIEIE

o SMOOEHLIAIX. ZEHDOFERHIC—EMUML AN >LTD, ocedit =FRL/ZIL VY —HED
REHI’EET L, SEIDERICLY. Operator ICL ZBHFHDANCEREEERILE LV T+ —
Iy hgTBHOVYIHNEAIN, ocedit #FH L CTEBIRETESLDICRY E L,
(LOG-2319)

o SEDMEFHLIANIEL, FluentdNodeDown 75— K&, XvtE—Y w292 avVILAVRI VRS
NIV EBENICRBETETEREATLE, SEOEFHTIE. BOWRA VAI VAT T —DIFEIC
AVAI VAR ERBETZELIICTSI—MNL—ILEBIETDZ T, BBEEEBRLET,
(LOG-2607)

o SEDEHLIANIEL. “critical’ REDEHDOO T L NILT, RF¥axXy MIIHR— IR ER

HINTWBILERLT, YR—FINTLWEHATLA, SEAIOEHRICLY RA—BHIEBIEI
N, BHEHINTLWBZOVLRLARRETHR—NINBLIICHRY F L, (LOG-2033)

1.7.2. CVE
fNn.24-"Y v % LTCVE = ER

e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
o CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737

e CVE-2021-3743
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https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
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e CVE-2022-0002

e (CVE-2022-0286

e (CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.8. LOGGING 5.4.1

2D Y —RITIE, RHSA-2022:2216-OpenShift Logging Bug Fix Release 5.4.1 a2 Fh X7,

1.8.1. N TEE

COEFORENG, OTT7ANARN) Y VT RAR—F—F, TV RR—4H—DETHIIER
INEOTDOHEHRE LD, QT DEMT -9 DFRERICRY E L, COEHT
i&. /var/log/pods = E=49—9 5 & TIDMBEEBRLTVWET, (LOG-2442)

COBEHFOFNL, IL ¥ —I&, O % fluentd DEREL ¥ —/N\—(TERE T 5 & X ITHWER
EMEHICERLELY E LD, JOvoIhTwE L, TOYY—XT
i, keepalive_timeout {E%* 30 # (30s) ICEREINTWS S, AL V¥ —3EkmE ) 1
VL., BEIARREERICKKR LIy E—VDREEEBRITLET. (LOG-2534)

COBEHOFIG. OV EHmANDIHODT TV —%@HT 25— I AVR—RV D
I5—IC& Y. Kubernetes namespace ZRDOJADT7 IV EANHIRI 1, BEEQ VT &—F
DAVIZANZVFrv—OIDNHmABRNALLRZIENHY F L, TOEFHMCLY, 7O
FO—EEEETVERAEEFOI— Y —ZEL<HHE L. namespace R L TOVADT7 /&
AZFHFAILFET, (LOG-2448)

SEOREFHF DAL, system:serviceaccount:openshift-monitoring:prometheus-k8s t— &
AT AUV MTIL. clusterrole & & U clusterrolebinding & L TV 524 — L RILDIFEDL H
YFE Lz, SEOEHICLY., O—)LEO—IL/NL VT 1~ T %FHD openshift-logging
namespace ICH—ERT7 AT Y KD FIRINE T, (LOG-2437)

COEFDHEIE, Linux BEEOJ OEAEITIE. F—E{EDODRTDIERFICEKEL TWE L,
COEHFICLY, BEIVMN)—A2RBDIF2LODICERRBAFAT LD ICHETHITEIN
9. (LOG-2321)

1.8.2. CVE

N3 42" v4- LTCVE ZREH
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e CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

CVE-2021-37137

CVE-2021-43797


https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797

gEOXVITOYVY—R/—}

e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434
o CVE-2022-21443
o CVE-2022-21476
o (CVE-2022-21496
e CVE-2022-21698

® (CVE-2022-25636

1.9. LOGGING 5.4

UTFD7 RINAH1) —iF, OF V754 ICFEHATEFI Logging subsystem for Red Hat OpenShift
Release 5.4

191577 ./0Y—7LkEa—

BF

Vector l37 7 /AOY—FLEa—#ETY, 7/ /0Y—TL Ea1—#EEIZ. RedHat
DEBRBRIRICHITE2H—ERLRILTTY =XV N (SLA) OFRATH Y. BEEERIC
RETIFRVWZ EDHY T, RedHat EEHRBRIETCINOAFER T & AMBEL
TWEHA, 77/00—TLEa1—0DHEEIX. SFORBHEEZVWERERELT.
R THEDTAMNEITVWI 4 — RNy I ERHFHLTWEECZEEBHELTY
Er N

RedHat D54 /Oy —7 L Eax—#eEnyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,

1.9.2. Vector ICDWT

Vectorld, OFX VI TV RAFLDWEDT 74 AL VI —ICRbB T/ AY—TLEa—&L
TIREEIh2O073L 949 —T79,

ROBADNYR—PFINTVET,

e elasticsearch., #ZB Elasticsearch 4 ¥ 24 > X, elasticsearch H A Tlk. TLS A EE T
xFd,

e kafka, Kafka 7O—Hh—, katka BHlk., X)) T4 —TREINTVWAWERFAIETLS
ERaFERATEET,

e loki, Loki: KEAMICAT—F TV THREOEWVILFTF Y MOTEEY AT L,
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https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://access.redhat.com/support/offerings/techpreview/
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1.9.2.1. Vector D %hik

Vector &7 7 # )L P TIRREMICAR>TVWEEA, UTDRFT Y F%FH L T. OpenShift Container
Platform ¥ 5 X4 —TC Vector #B®MICL XY,

BE
Vector . FIPSTWHY SR —%HR—MLTWEHA,

AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y JH T X7 L:54

e FIPS N ERM

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

2. logging.openshift.io/preview-vector-collector: enabled 77 / 7—< 3 ~ % ClusterLogging
ARG L)Y —Z(CR)ICEMLET,

3. ClusterLogging 124 L)Y —R (CR)ICAL Y av¥%47&LT vector ZBIML ET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

BIER R

® \Vector RK¥Fa XU b
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https://vector.dev/docs/about/what-is-vector/

gEOXysyoY)—x/—»h

BF

Loki Operator (372 / AY—FL Ea—#EDAHTY, 77/ 0 —FL E1—#eE
l&. Red Hat DEHERIEICE TR —EXLRILTTY =XV K (SLA) DHRATH
Y, BEEMICEETIEARWI EPHY FT, RedHat IEHRBIIRIETCINOSAEZFERAT S
ZEEWBLTVWERA, 77/0V—TLE1—DHiERK. RROXUAMELVWER
CIRELT, AREEBTHEDTAMNETVWI A — RNy V7 ERHBHLTWEECZESE
BRELTWET,

RedHat D574 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

1.9.3. Loki IC2D W T

Loki t&., KEAMICAT—S I THAMOEVWIILFT+Y NOTENS AT LTHY, RE. OF
VY TORFLADOT R M7 ELTElasticsearch DREE L TIRHEIhTWE T,

BIEER
® Loki F¥axrh

1.9.3.1. Lokistack @7 7’04
OpenShift Container Platform 2> Y —JL%f#F L T LokiOperator 24 Y A h—JL TE X7,
AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y JH# T X7 A:54
OpenShift Container PlatformWeb 3>V —JLZ{#H L T LokiOperator =4 > X b —JL ¥ % (T

1. LokiOperator #4 YA h—JLL & T,

a. OpenShift Container Platform Web 3> Y —)LC. Operators - OperatorHub =7 ') v &
L&,

b. fFFAAE%A Operator M) 2 b H' 5 LokiOperator 2#3%IR L. Install 2 ) v 2 LT,
c. Installation Mode T, All namespaces on the clusterzZERL 7,

d. Installed Namespace T. openshift-operators-redhat Z&iRL £ 7,
openshift-operators-redhat namespace #1§E€ 4 2 M ENH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
D Y. OpenShift Container Platform X b)) 2 R ER LCARITX M)V A= RAFET 2 A8
HEDRHB7DH, TNICE>THRAEVELDHBEMELIHY X,

e. Enable operator recommended cluster monitoring on this namespacez ZR L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, V7RI —FE=4—") I openshift-operators-redhat
namespace ZUNETZEX DL DI, TDFH TV aVvERBRTIDLENHY X,

f. Approval Strategy #:#RL 7,
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https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/
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e Automatic A h 7Y —IC& Y, Operator Lifecycle Manager (OLM) I&#T#R/N\—27 3
VO FIFEETEEIC AR D & Operator # BEIMICEHF T F 7,

° Manual7\ N> 72 —ICI&. Operator DEH 2 KR T 57O DB RERAIERZFFD
—M"BETY,

g Instal 22 1) v 7 LET,

h. LokiOperator &4 Y A h—JL L7 Z & %=fE L £¥, Operators— Installed Operators
R—=IIZF7 VP EALT. LokiOperator L £7,

i. LokiOperator #* Status #* Succeeded TH2ITRTDFAOT TV MIVRAMIhTWS
JEERBLET,

1.9.4. NJTIBIE
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SEIDEHF LA, cluster-logging-operator (. V7 5 X9—20—70O—ILENS VT 4
v %EMALT, Prometheus U —ERT7HDY MDA RNY Y V%R L—TF B-DDHER
EZREMILTVWE LR, ChODHERIE, IV =49 —T 1 R%FEHL T Operator 7
TOA4TBRICEIFERIN, AV RS DS D Operator 57 704 §3BEICIER
ELTWE LA, COBHFHTIE, O—ILENS YT 1% namespace AA—FILF B ET
REABELTWET, (LOG-2286)

COBEHFOFN, v aih— NOFRBEZIEET B-HDDEEICELY. namespace £2FD 1)
Y — X IC ownerReferences 7 1 —JL RABAINE L7z, TORR, [EYY F&¥v>a
R— KD A D namespace ICIERRINFEHATLL, SEIDEFHF TIL. ownerReferences
74—V REHIRYT 2 BB #ER L. 3> Y —ILT OpenShift Logging ¥ v & 2 R— K&f&
ATX3L5ICRYET, (LOG-2163)

SEIDEHF LA, cluster-logging-operator T4 v ¥ a7R— K7 &, BEFE®D ConfigMap & B
BID ConfigMap AAIEL K kBRI gD o 72fcdd, X MYV I I Y 2 R—RADEENT S
O1MINTWERATLE, COEHTIE, ATV MSRIVIC—ED/NY V2 {E%=EBINT
2 ETHRBMIMERLET, (LOG-2071)

ZDEH DAL, OpenShift Logging ¥ v ¥ 27 R— Kk, #BE 24 BEICIEI A L0 a Y
TFT—%KRTNTBT—TIVIC pod & namespace AIEL K RRLEFHATLE, SEIDEHT
l&. pod & namespace NIEEL K RTFINET, (LOG-2069)

ZDEF DAL, ClusterLogForwarder %' Elasticsearch OutputDefault CE8EI N TWT,
Elasticsearch B AICHEELF —D AN o756, ERINALBREICRIAADR > ENEETH
TWE L, COEHRTE, FAINTWEY—I Ly MEIAEMEEINZE T, (LOG-
2056)

CDEFLUANE, EEA M) v IADSEBHIEREEA T, OpenShift Logging ¥ v 2 aR— RIC
ZEDCPUITZINKRRINTUVWE L, TOEMILY, ELWT—FRA Y MHNEIRI 1,
BEMNMERINE L, (LOG-2026)

SEOEHLFIE. Fluentd AV TFTF—a A —=JITIE, RITRKFICRBERELY =Y —IHEFE
NTWELAL, COEHICLY., ILDY =DM A=V BHIBRINET, (LOG-1927)

CDEHFODAENE, 53V Y —RTF A INALIL VY —DERIDPEEINLzH, AF VY
dL 24 —I& FluentdNodeDown 7 5 — h 24 L TWE Lk, TOEHF TIL. Prometheus
T772—hDYaTEHEBET DI ETHEEBALTWET, (LOG-1918)

COBEHFOFNE, AVR—X VY NEDEEDY 7709 ) 0 TDHIC, OJ7AL I8 —3H
BoOJZRELTWELL, ZhiZLY, AL IVI—DBEEOO T Z0EBY 2 BEMAL
TA—RNRNYDI=TFHBREL. XEV—EQTAYvE—2V DY A XOBBEIFKET 2 ATHEMH


https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918

gEOXVITOYVY—R/—}

HYFET, COEFHTIX, AL24—0O7%2aL 072 arvhoEATEIETHREZRRL
TVWET, (LOG-1774)

o ZOEHDHEITIEZ. PVC AT TICHEET %355, Unable to create PersistentVolumeClaim
due to forbidden: exceeded quota: infra-storage-quota & W\ D TS5 —%Z 4K L TWE L/,
CDEFICL Y, Elasticsearch IBEFEDOPVC ZF v/ L. MEEBRLET, (LOG-2131)

o ZDEHODHIIE. elasticsearch-signing >— 7 L v MDY IR I N7 & X I Elasticsearch (4
HERTREICRDIENTEFEAT LR, COFEHICLY, Elasticsearch &, TN —2
Ly RDHIBRI N2, BT TREBICESZ I ENTETET, (LOG-2171)

o ZCOEHMODHENF, AL VY-V TF—OJ2HmAIMBNADNEEINLLSO, ILIF—
E—EDOLI—REBES A YTy VRICEELTWE L, COEFHICLY, JLISH—
BELWSEREZFEAL TEBZHERT LD ICARY F L, (LOG-2160)

o ZDEFHODAEIE. namespace D) XA MHANY §F—H A4 XDIJAFIPRICE L 72728, namespace
BEHHDIFRY—ICLY, Elasticsearch (&) V7 TA MDUEAELELTVWELEZ, TOE
LY, Ny F—ITlE namespace HED ) A MDHDEENZ LD ITAY, BENMBRINE
L. (LOG-1899)

o ZDEHDHEIIE. OpenShift Container Platform Logging ¥ v & 2 78— RICI&. Elasticsearch
IKx /— KB 2GEDERBEDED xFEDY v+ — ROEARRIINTWE L, ZOBREIE.
HAIEE I Elasticsearch 7 7 A9 —2FICHT2HDTH>7ICEH S S, Elasticsearch Pod
TERKTRTDT A7) =V v—REHEAL, ZOREFEGHEL TWEEDICRELFL
oo TOEHFICELY, v —ROBHNELLEEIND LD ICAY L, (LOG-2156)

o ZOEHODHIL, —2 L v b kibana & kibana-proxy IEFETHIRI N2HE. BIERI N
FHATLE, COFEHICLY., elasticsearch-operator i)V —R&BR L. HIRI B
BIFBEBMICEFERL Y, (LOG-2250)

o ZOEHODAENI, NvI77—F vV IPAX%FAESTZE, ALV FyrVIH4 D
ARYRNZARNY —LDNA MHIREBATWSEWIEEAERT I2HEEN DY E Lz, T
DEHTIE, HTmAHANYITOFIRZAREL T, BEZFRTSZIEETEET, (LOG-2379)

o SEIDEHLAFIICIE. OpenShift WebConsole ®AOF > F 2> —)LY) > U H ClusterLogging
CRTCHIBRINTWEEHATLE, COFEHIILY. CREHIFRT 2. Cluster Logging
Operator a7 VA VA M—=ILT B E) VI DHIBRINE T, (LOG-2373)

o SEMDEFHLANIE. AVFFT—OJVNREZEETRE, TD/NNATHREINLHW)J—XT
&, ZOaALIvavAMN)yo3EIcEOicKyiz i, TOEHFTIK, IEINAZOTIC

Be2ARN) v I ERETEZTZ74 0D, BEEBRT 2OICVTIID/NRAD S DEFRH
BY%EHR—MLET, (LOG-2462)

1.9.5.CVE
e CVE-2022-0759

o BZ-2058404

e (CVE-2022-21698

o BZ-2045880

110. O0F > 7 5.3.13

A1) —2RITIE. RHSA-2022:68828-OpenShift Logging /N JMEIEY) ') —R 5313 AEENF T,
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https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:6882
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110.1. N JEIE

o ZDEHDHEIIC. log-file-metrics-exporter IV R—3x Y MIL > TERIN/ZOT T 7ML
YA X7y FlE BIRINAT774ILOTY M) —%HIBRLAN D, 7744 X
TOERAEY —HMEMLTVWE L, SEIOEHICLY., O 7714 A4 Xy T, Hl
BRINZT7AILDIY M) —DEFhR<ARY F LA, (LOG-3293)

1.10.2. CVE
fNn.4a4-Y v - LTCVE2ER

e CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e CVE-2022-1353

e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515

e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e (CVE-2022-23816
o CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149
e CVE-2022-37434
e (CVE-2022-39399

e CVE-2022-40674

1.1. LOGGING 5.3.12

A1) —RITIE, OpenShift Logging /N Z{EIEY) ) —Z 5312 h"EFhET,

20


https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560

(RINFPASZX >

2 Lo

1.11.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

112. OF >~ 7 5.3.11

A1) Y —RITI&, OpenShift Logging /NZEIEY) ) —Z 53N AEEFNFE T,

112.1. NTBIE

gEOXYI/DOYY—R/— b

o SMOOEFHLIAIIE. Operator & Pod DWERKREICH D I & 2HAELABWVWI ENRERAT, 77
29 —DEBERFICT TR —DEERBERREICAY X L, SEOEHICEY. Operator
&, BEBFAICHLVPod ZEHBRETELTY—7 LTHLEH LW Pod ICBEIZ#RITE I &

T, BEZHRLET, (LOG-2871)

112.2. CVE

113. LOGGING 5.3.10

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-30631
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https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
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2D Y —RITIE, RHSA-2022:5908-OpenShift Logging /NJMEIEY) 1) —RX 5310 AEENF T,

113.1. X JBIE

® BZ-2100495

113.2. CVE
fNn.5421Yv4 LTCVE = R&H

e CVE-2021-38561
e CVE-2021-40528
o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

114. LOGGING 5.3.9

A1) 1) —RITIE, RHBA-2022:5557-OpenShift Logging /NJEIE!) Y —2X 539 HEFEFNE T,

114.1. N JEIE
o SEIMEHLFIC, OF /AL V9 —ITId. ERINTZANIIZADIRILE LT/RADE
FNTVWELE, TONRRIIEEICTEIN, Prometheus —/N—D R hL —I D KIBICE

BXNF Lk, SODFHT. BEZHERL. AML—VDBEEEZRBSTOHIC. TRILHHEI
BInFELE, (LOG-2682)

114.2. CVE

22


https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682

Hne 7Y v o LTCVE ZREEH

CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

115. LOGGING 5.3.8

A1) 1) —RITIE, RHBA-2022:5010-OpenShift Logging /N 7{8IEY 1) — 2 538 AEFEFNE T,

1.15.1. NJBIE

(78 L, )

115.2. CVE

#n.74-Yv % LTCVE ZEH

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
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CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189
e CVE-2021-4197
e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056

e CVE-2021-43389
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https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389

gEOXVITOYVY—R/—}

e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.16. OPENSHIFT LOGGING 5.3.7

2D Y —RITIE, RHSA-2022:2217 OpenShift Logging Bug Fix Release 5.3.7 aFh X7,

116.1. N J{BIE

o ZOEFHDAIL, Linux BEEO YV DIFEMITIEF —/EXRTDIEFICEKELTWE LA, ZOE
FICELY, BETYN)—%2RDOF2DICERRREZMBAT LD ICBAHIEEINE T,
(LOG-2322)

o ZOEHMURNCIZ, —BHOOT T 27— —HARELY M LRSIy TTOTEUREZLDZ
EDNTEF LA, COEHICELY, M1 LRIV TH—BITEIVN)—%5FXTH20D
= UZABSMOTLI—-RIZEBMINZF LE, (LOG-2334)

o ZODEHODAIL, namespace DY) A MDY F—H 1 TDwRAFIPRICE L 72728, namespace
NERHDI 5 AY—IT&Y, Elasticsearch (1) VP TXA DB AEIELTWELE, TOE
LY, Ny F—ITld namespace HED ) A MDHDEENZ LD ITAY, BEMBRINE
L7, (LOG-2450)

o ZMDEFDAIIL, system:serviceaccount:openshift-monitoring:prometheus-k8s |
I&. clusterrole & & U clusterrolebinding & LTV 2 R4 —LNJLDENHY F L, D
BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 4 > 7 %FD openshift-logging
namespace ICHIBRI N EF T, (LOG-2481))

1.16.2. CVE

fn8 - ') v - LTCVE =RH
e (CVE-2018-25032
e CVE-2021-4028

e CVE-2021-37136
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https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
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e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

e CVE-2022-21426
o CVE-2022-21434
o CVE-2022-21443
o CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.17. OPENSHIFT LOGGING 5.3.6

A1) Y —RITIE,. RHBA-2022:1377 OpenShift Logging Bug Fix Release 5.3.6 & Fh 7,

1171 N JB1E

o ZOEHMODANL., F—RLTHABEEZERL. BFEOFRL—F—DERT. #RXL—F—IF
Ty TIL—RaRTTEEHATLE, SOAOEHICLY., COFRBHEICL>TT Y FJ
L—RORETHMHEITFONZ I EFA<AY F LA, (LOG-2126)

o ZOEEDHIE, AL IVY—DF v IN\A MIBRPETINIARY NEBATVWBRIHAEIC
EBEAERTDIENTRETLE, TOERILLY, PYTRAMN)—LDRFa2 AV MDTR
NAZIHEST, V—RZA VOFIREZREL TREEZBRTEET, (LOG-2380)

1.18. OPENSHIFT LOGGING 5.3.5

ZDY ) —RIZIE. RHSA-2022:0721 OpenShift Logging Bug Fix Release 5.3.5 A& En X7,

118.1. N JELE
o ZDEHFDHIIL, OpenShift Container Platform H* 5 OpenShift Logging % HIF& L 72354,
Web OV Y —JLIEBIEHEE Logging R—IAD) VI HRRLTWE LI, TOEHTIE,

OpenShift Logging ZBIRRF/IE T VA VA N—=ILTBEZD) VI HBIRINE T, (LOG-
2182)

1.18.2. CVE
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https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
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1.19. OPENSHIFT LOGGING 5.3.4

CVE-2020-28491

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4192

CVE-2021-4193

CVE-2022-0552
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A1) —ITIE. RHBA-2022:0411 OpenShift Logging Bug Fix Release 5.3.4 A& ENF T,

119.0. N TEE

o ZOEHLAIIL. cluster-logging-operator T¥' v > 2 R— KESUEEDREY Y T B
DFREX Y THE LK BRI S/d, XNy IF Yy aR—RANDEENELETT
OMINTVWERATLE, COEHTIE, 7TV MINIVIC—EDNY Y 2{EZEBMNT

ZTEICEY, AV Y IEBELET, (LOG-2066)

o ZDEHODHIE., FIPS ZE%IC L TEH L7/, Elasticsearch Pod # 2 TETEFHATL
fco TODBEFICLY, Elasticsearch Pod IFIEEICHEEIL £9, (LOG-1974)

o ZOEHDHEITIE. PVC AT TICHEMET 35A. Unable to create PersistentVolumeClaim due
to forbidden: exceeded quota: infra-storage-quota. EWD I Z—Z4K L TWE Lk, TDE
#iTk Y. elasticsearch [EBEFEDPVC #F v o L, BEEBRLE T, (LOG-2127)

1.19.2. CVE

Hnio oYy LTCVEZER

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4155
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https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
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e CVE-2021-4192

e CVE-2021-4193

e CVE-2022-0185

o CVE-2022-21248
o CVE-2022-21277
e CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291
e CVE-2022-21293
o CVE-2022-21294
e CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360
e CVE-2022-21365

e CVE-2022-21366

1.20. OPENSHIFT LOGGING 5.3.3

A1) 1) —RITIE, RHSA-2022:0227 OpenShift Logging D/XJEIEY ') —ZX 533 'EFEFNF T,

1.20.1. /N J{EIE
o SEIDEHLANIL, cluster-logging 7 XL —49—T4¥H v a2 R—RESUREDHRETY T&
BHDEREST Y THELLEBEINA 2D, X M)y o5y aR—RADEENZS
F7OMINTVWERBATLE, COEHTIE, Yy a2 R—RO—BD/N\Y Y 1{EEFT
SIHRSARCEBIMT B ET, OV Yy JEBELTWET, (LOG-2066)

o SEDEHMICLY. logdj DKEREZRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
feo (LOG-2102)

1.20.2. CVE

HNn4sYv4- LTCVE #ERH

e CVE-2021-27292
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https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
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o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.21. OPENSHIFT LOGGING 5.3.2

A1) —ITIE. RHSA-2022:0044 OpenShift Logging D/XJHEIEY) ) —RX 532 HEaFhZET,

1.21.1. N JEIE

o SMOMEFHLIFIIE. Elasticsearch (XM TS —DNREATI XY ML—4—Hm500O7%EEL
TWE Lk, SO0EHTIE. BT —%2BRTDILIDICT—IETIDEREINTVE
T, L. TOHER. UEIOA VT v I ANRET Kibana N TELEFLIETS—HIHRET S
ATREMEA H Y 9. kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, Bi7E
DAVTY I ADEIRELIEBA VT Y IRAINDZETIS—DHEELES, TOT1—ILR
M Kibana THERAINTLWARAWESIE, T5—AvE— Y58 ETESES, sWAI VTV IR%E
BIRR T 2RFER) =D HZHEICIE. TORYS—ICLY, BRENIZHWAS VT v 7 ZAHH|
BRINTIS—AvE—V%EFEELET. ThUADBER. FETI VT v 7 RAEBERL
TIZ—AvtE—Y%ELELEFT, (LOG-2087)

o SEMEFHLIAIIZ. OpenShift Logging Dashboard (&, @% 24 BEEICHERS L PUINE I AD
VT —DLEAERTT BT—TIVIC, BiE> 7 Pod D namespace R AL TWE L, &
BIDEFHICL Y. OpenShift Logging Dashboard ICIE L LY Pod @ namespace ARRI N &F
9, (LOG-2051)

o ZODOEHDHEITIE. ClusterLogForwarder 1 X8 LYY —X (CRY MV RYVAD
outputDefaults.elasticsearch.structuredTypeKey IC#EiE b F —H > IHE. CRIZHED
Y—=OLy  NETT7AINOOTRANTEDBEICERINET 74 MDY= Ly MIE

XMATVWE L, SEOEHF TR, EHEINLEAY—I Ly MELHERINET,
(LOG-2046)

1.21.2. CVE

#1249y 45 LTCVE %2R
e CVE-2020-36327

o BZ-1958999

e CVE-2021-45105

o BZ-2034067
e CVE-2021-3712
e CVE-2021-20321

e CVE-2021-42574

1.22. OPENSHIFT LOGGING 5.3.1
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https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
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A1) 1) —RITIE, RHSA-2021:5129 OpenShift Logging /X JEIEY 1) — 2 531 B"EFNFE T,

1.22.1. X TIBIE

SEIOEHRLEIIX. Fluentd AV T+ —4 X —=VICIE. 2FRFICRELRELY—Y—ILHEF
NTWE Lk, SADEHICLY. INS5DY =DM A—IUDLHEIBRINET, (LOG-1998)

SEOEHLAIE, EHRXRN) vy IAOSBEBIARET, OJY vy 2 R—RICEDCPUYS
INRTIINTVWE L, SEIOEHFICLY., OF VI vy o aR—RKICCPUTSTIHIELKL
RERINFET, (LOG-1925)

SEIOEHLIATIX. Elasticsearch Prometheus TV A:IR—4 — TS5 45 4 v, Elasticsearch
J—RDNRTA—IVRICHEEEZDEIA MDYV T —AFRALTA VT Y I ALANLD
AMN)wozAVNRALLTWELE, ZOEHT, NT74—TVREZEALEIES, KR+
DY IT)—HREINTWET, (LOG-1897)

1.22.2. CVE
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e CVE-2021-21409

o BZ-1944888

e CVE-2021-37136

o BZ-2004133

e CVE-2021-37137

o BZ-2004135

o CVE-2021-44228

o BZ-2030932

e (CVE-2018-25009

e CVE-2018-25010

e CVE-2018-25012

e CVE-2018-25013

e CVE-2018-25014

e CVE-2019-5827

e CVE-2019-13750

e CVE-2019-13751

e CVE-2019-17594

e CVE-2019-17595

e CVE-2019-18218


https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-22876
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https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
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e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153

e CVE-2021-31535

e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527

e CVE-2021-45046

1.23. OPENSHIFT LOGGING 5.3.0

A1) 1) —RITIE, RHSA-2021:4627 OpenShift Logging D/XJEIEEY 1) —RZ 53.0 "EFNhF T,

1.23.1. Friee & & O'HEREL AR
o ZDEHICLY., OVEGEEDERA T a vk INnE L, HAE, SASL, 2—H—%/
INZAT—R, FLEETLSTHRETESLDICAY F L,
1.23.2. /N JIEIE
o SEIDEFHLIFIE, syslog 7O MINAEFRAL TOV &EELLBEIC. E—/NY a1 TI
VA—RINEF—EEDRTEV Y TIEL T>XFEEHDTITE#NICBETBAF L,
SOOEHRTIE. BENMMEBEIN,. APLRISON ELTOT Xy E—IUBDELLL DY 7ILES
nEd, (LOG-1494)

o SEOEFHLUANIL, BHITOIZ—RENBERMARIFZEIC. IEL W Cloudwatch 2 b 1) — AICER
EINBLIIC, PTUr—vavOlnELSREINTVEEAT LA, (LOG-1939)

o SEIOEHLFNE., 77OA4INEIL VS —DEFM’EI ) —RATERINO, 7
Z— b fluentnodedown MEKRINTWE L7, (LOG-1918)

o SODEHLUFNE. 1210V Y —RBRETRELLY Ly aVARAT, LI —&
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https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
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Yy N OVEIICNY 77 —3INc Xy E—T% 75y 22 L TCaALYY—Pod DIRT EB
BEIZELETWE Lz, SEIOEHRT, fluentd i v v NI VBICNY I 7—B TS5y
valiakiy, BMENMERLFLE, (LOG-1735)

o SEOIDEHLURITIE, 12ROV Y —RATHRELLV Ly a VDA RET, JSON Xy -
DEMHPEHICEDIIINhTWE L, SEIOFEFHFICLY. JSONEBFHIBEEMICKRY F
Lize Tz, BITINIZISON Ay E—IDlevel 74 —IL REE &S, FALIFIERRKRIREE
FALTAYE—Y 74— )LD L—RZ2METSHIET, OV N ) —level ZFRELF T,
(LOG-1199)

o SMOMEFHLFITIL, Cluster Logging 71 X% LYY —2R (CR) I&. HER/NY T 7 —AR—
ADFEATEARWSGETH, total Limit Size 7 1+ —JL KD{E% Fluentdtotal_limit_size
74— RICERALTWE L, SEIOEHICEY. CRIE2 DO total Limit Size F 7= (3
'default'{E M/ X L\ 5 % Fluentdtotal_limit_size 7 1 —JL KIERA L. BEIFRINFEL
fo (LOG-1776)

1.23.3. EEXN D&

o O %4 &R Elasticsearch H—/\—(ZERE L TH S, A—HF—ZENRRAT—RBREDNNA TS 4
V=) Ly NTRHREINLEEZEET BHEIC. Fluentd 747 —49—I3FHBR>—o L v b
HRATICE DD 5T, LIATDEAEA L THEB Elasticsearch H—/\—ZERLET, &
DEREIE. IRTE Red Hat OpenShift Logging Operator AV TV Y DEERICDWTY—J L v
PEEBERLAWDICRELFY, (LOG-1652)

EEERELT, =2 Ly MEZTELABEICIE., LLF2 AHAL T Fluentd Pod A &HIAYICHE
F7O4TEET,

I $ oc delete pod -| component=collector

1.23.4. IEHEE S L OHIBR I N - #aE
LIEIDY 1) — 2 TRIFTRETH o - —EBDOMBENIEHRIC A DD, FREYHIBRINE L,

FEHESE DHEAREILIKRSR & L T OpenShift Container Logging ICEENTH Y., BIXHMIYBR— I NINZET
B AHBDOSEDY ) —ZATHIBRIN D, FiIFHT IO XY NTOFEREHEEIhEFEA,

1.23.4.1. 3K D Fluentd B L UKD syslog A Vv REFAL/ZO T DIREFHIBRINE LE

OpenShift Logging 5.3 Tl&. A% % Syslog & & U Fluentd ICERET 2R D AENHIBRINTVWE
¥, NTBIEEHR— M. OpenShift Logging52 54 7494 7LD TETREINE T, ZDH%
&, FEERILRIT T E A
RKHYIZ, RICV)—RINBLAY—BDADAY Y REFRLTLLEIWL,

o Fluentd&E 7O NJJLAEMEALAO Y DERE

® syslog 7O NI NZEFEA LDV DERE

1.23.4.2. (EEDIEEHEDHREA W= X ALITHIBRIhFE LE

OpenShift Logging 5.3 Tld, AJEREDL HY —REX A=ZXLDBIRI N F L7z, L H¥— Fluentd
AVy RELAY—Syslog AV Yy AL TOVA2EGETETI A, KDYIC, BEOOVERES
EEFERALTCREIV,

1.23.5. CVE
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https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
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#1142 v - LT CVE % ER

e CVE-2018-20673

CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-14615
e CVE-2019-17594
e CVE-2019-17595
e (CVE-2019-18218
e CVE-2019-19603
e (CVE-2019-20838
e CVE-2020-0427
e CVE-2020-10001
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
® CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-24502
e CVE-2020-24503
e CVE-2020-24504

e CVE-2020-24586
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https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html

CVE-2020-24587

CVE-2020-24588

CVE-2020-26139

CVE-2020-26140

CVE-2020-26141

CVE-2020-26143

CVE-2020-26144

CVE-2020-26145

CVE-2020-26146

CVE-2020-26147

CVE-2020-27777

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

gEOXYI/DOYY—R/— b
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https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
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CVE-2021-3481

e CVE-2021-3487
e (CVE-2021-3489
e CVE-2021-3564
e CVE-2021-3572
e CVE-2021-3573
e CVE-2021-3580
e CVE-2021-3600
e CVE-2021-3635
e CVE-2021-3659
e CVE-2021-3679
e CVE-2021-3732
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20194
e CVE-2021-20197
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20239
e CVE-2021-20266
e CVE-2021-20284
e CVE-2021-22876
e (CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23133
e CVE-2021-23840
e CVE-2021-23841

e CVE-2021-27645
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https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html

CVE-2021-28153

CVE-2021-28950

CVE-2021-28971

CVE-2021-29155

ICVE-2021-29646

CVE-2021-29650

CVE-2021-31440

CVE-2021-31535

CVE-2021-31829

CVE-2021-31916

CVE-2021-33033

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574

1.24. LOGGING 5.2.13

gEOXYI/DOYY—R/— b

ZDY Y —RITkE, RHSA-2022:5909-OpenShift Logging /N EIEY ) — 2 5213 A& Fh T,

1.24.1. NJIEIE

® BZ-2100495

1.24.2. CVE

HNnis521) v LTCVE 2&H

e CVE-2021-38561
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https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
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CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.25. LOGGING 5.2.12

A1) 1) —RITIE, RHBA-2022:5558-OpenShift Logging /N 7BIEY ) —ZX 5212 AEENE T,

1.25.1. /N {EIE

2 Lo

1.25.2. CVE
fNnie o)y LTCVE 2 ER
® CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
® CVE-2022-22576
e CVE-2022-25313

e CVE-2022-25314
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https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314

gEOXYI/DOYY—R/— b

® CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.26. LOGGING 5.2.1

A1) Y —RITI&. RHBA-2022:5012-OpenShift Logging /N JEIEY 1) — X 5211 BAEEFNF T,

1.26.1. /NJEIE
o ZDEFHODHEIE. CloudWatch ERiEAETT 2 LI ICBREINLYISRI—A, EEINLDO
77 AN E—BEAN —JICEXZRAATWEED, BEDORBE EEHICISRAI—HFRE

ICRY F L, SEDEHFICELY. CloudWatch DF v > 2 /8Ny J 7w THEMICARY ., BE
AR I hE L, (LOG-2635)

1.26.2. CVE
fNa7 vy - LTCVE ZRHA

e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737

e CVE-2021-3743

e CVE-2021-3744

e CVE-2021-3752
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https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
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CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002

e CVE-2022-0286
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https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286

gEOXVITOYVY—R/—}

e (CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.27. OPENSHIFT LOGGING 5.2.10

2D ) —RITIE, OpenShift Logging /N JEIE!) ') —Z 5210 AEFENTWVWET

1.27.1. N JIEIE

o ZOEHDAEITIE, —HDOOTT7 27— —HARELY M LRSIy TTOTEUREZLDZ
EDNTEF LA, COEHICELY, M1 LRIV TH—BITEIVN)—%FXTH20D
S—HYRESHAOTLI— RISEMINE L, (LOG-2335)

o ZODEHODAIL, namespace D) A MDY F—H 1 TDwRAFIPRICE L 72728, namespace
NERHDU 5 AY—IT&Y, Elasticsearch (1) V TX MDABAEIELTWELEL, TOE
LY, Ny F—ITlE namespace ZED ) A MDHDEENZ LD ITAY, BEMBRINE
L7z (LOG-2475)

o ZMDEFHDAIIL., system:serviceaccount:openshift-monitoring:prometheus-k8s |
I&. clusterrole & & U clusterrolebinding & LTV 2 XA —LNJLDENHY F L, D
BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 4 > 7 %FD openshift-logging
namespace ICHIRINF T, (LOG-2480)

o ZODOEHODuIIL. cluster-logging-operator |, 7 5 R4 —RA—7FOO—ILENSA VT 1V
J%FMAL T, Prometheus Y —ERT7HI Y MDA RN) Y VBRI L —TFBDDHER%
I LTWE L, ChOoDERIE, AV —Ib14 V¥ —T7 x4 A%FBL T Operator 57 7
O §2BICEFERIN, OV RSA4UH5 TD Operator 57 704 §3I5EICIERE
LTWELE, ThiZ&Y, 20O—IILENS VT 1% namespace DA A—THEREI N,
BEMEEINE T, (LOG-1972)

1.27.2. CVE
fNnigs oYy - LTCVEZ2ER

e CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778

e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
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https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
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e CVE-2022-21434
e CVE-2022-21443
o CVE-2022-21476
o CVE-2022-21496
e CVE-2022-21698

e C(CVE-2022-25636

1.28. OPENSHIFT LOGGING 5.2.9

A1) —RITIE. RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 & ENnF 7,

1.28.1. /N JHEIE
o ZOEHODHIE., F—RLTHBELERL. BEOARL—9—DRERAT, #L—%—&
Ty TJIL—RamTTCEEFHATLE, SODOEHICLY., COFFEHERICL>TT v TV
L—ROETMHEITFONZ I &FAL<AY F LA, (LOG-2304)
1.29. OPENSHIFT LOGGING 5.2.8

ZD') Y —RITIE, RHSA-2022:0728 OpenShift Logging Bug Fix Release 5.2.8 A& FENF T,

1.29.1. N JIEIE
o ZDOEHFHDHIIL, OpenShift Container Platform H* 5 OpenShift Logging % HIF& L 72354,
Web OV Y —JLIEBIEHEE Logging R—IAD) VI HRRLTWE LIz, TOEHTIE,

OpenShift Logging ZBIRRF/IET7 VA VA M—=ILTBEZD) VI HBIRINEF T, (LOG-
2180)

1.29.2. CVE

#hi19 s Y v - LTCVE Z &M
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.30. OPENSHIFT LOGGING 5.2.7

A1) —ITIE. RHBA-2022:0478 OpenShift Logging Bug Fix Release 5.2.7 A& FhF 7,

1.30.1. NJ{EIE
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https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
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o SEIOFEFLANCIE, FIPS ZHB®IC L TEH L /1. Elasticsearch Pod Z B TE FHAT
L7co ZDEFHICLY, Elasticsearch Pod IFIEEICHEEEIL £9, (LOG-2000)

o ZOEHFDEITIE, KIFARY 2 —ALY L—L4L (PVC) T TILEFEET 554, Elasticsearch I
Unable to create PersistentVolumeClaim due to forbidden: exceeded quota: infra-storage-

quota. EWDI TS —Z&EMLF L, TDEHICEY., Elasticsearch [EEFFD PVC ZF T v
7L, BEZFRRLEXT, (LOG-2118)

1.30.2. CVE
202" v o LTCVE Z&H
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185

1.31. OPENSHIFT LOGGING 5.2.6

A1) Y —RIZIE, RHSA-2022:0230 OpenShift Logging D/NJHEEY 1) —R 526 AEFEFNZET,

1.311. N JEIE
o SOHDEHLURD) Y —RICE T ALY —DEEAEENTH LT, Fluentd &V Zv>alX
HTHREER>TVWE L, SEOEHRT, RELTWETAILI—DBEINF LK,
(LOG-2104)
o SEDEHICLY. logdj DKEREFZRH 2171ICEEI N, CVE-2021-44832 H R I N FE L
fzo (LOG-2101)

1.31.2. CVE

#2129 v LTCVE %2 &R
e CVE-2021-27292
o BZ-1940613
e CVE-2021-44832

o BZ-2035951
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https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
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1.32. OPENSHIFT LOGGING 5.2.5

A1) —ITIE. RHSA-2022:0043 OpenShift Logging D/NJEIEY) ') —ZX 525 BFENF T,

1.32.1. X JHBIE

o SEMEFLIAINIL, Elasticsearch T TS —HARETAIRY ML= =500 %EEL

TWE L7, SEOEHTIE. BTIS—42BRIDLIIICT—HIETIVHIEEINTULE
T, L. TOER., UFIOA VT v I ANRET Kibana ATELEF XIS —HRET S
ATREMEAH Y £ 9, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADNBIRELIEIBSA VYTYIRAINDETCIS—HIRELEST, D71 —ILK
M Kibana TEEAINTVWAWGEIZ, T5—XvEe—VsBETEET, WM VYT Y IR %E
HIRR S 2RBRY —D2HBZHBAICE. TORYY—ICLY., BRIICEWS VT v 7 ZHH|
BRINTIS—XyvtE—V%EILELET, ThUNDBEIZ. FATIUTY I RAEBERL
TIZ—AvtE—Y%EFELLET, LOG-2087)

1.32.2. CVE

#n.224"Y v % LTCVE % ER

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

e CVE-2021-45105

1.33. OPENSHIFT LOGGING 5.2.4

A1) —ITIE. RHSA-2021:5127 OpenShift Logging D/NJEIE) 1) — 2 524 HEFENET,

1.33.1L. NTIELE

o SEIDEHLANL, syslogBHBETEEINALLI—RIFE, E—NYZa2TYA—FT4VJTD

F—LEDORTEIYTIELT2XFEASD,. Y72 #NICBIBATWE LEL, SEOFEH
Tl Xy E—IUDETRISON ELTELLS ) PIEINhE T, (LOG-1775)

SO DEHLLFIIE, Elasticsearch Prometheus T9 A/ R—4 —7F5 4 4 ~d, Elasticsearch
J—=RONT7 =<V RAICHEEAEZZ250AAMNDIT)—%2FHALTA VYT Y I ALRILD
AMN)wozaAVNRALLTWELE, ZOEHT, NT74—TVREEALEIES, KR+
DY IT)—HREINTWET, (LOG-1970)

SEOFEHLFIE., AOTERENERDHNTEREINTWSIFEIC, Elasticsearch B X v £ —
VEEBRTEIENHYE L, ThiE, HODI1DEBRETEE. XvE—VDHBEN1DD
AvE—VICEBINEEOICEELFZ L, SOAOEH T, OVEEIFHATEICA Yy 2—
VEHEETDILHICRY, HABREDOUEIMIOHENDICHEEZS 2D EIEHY FHA.
(LOG-1824)

1.33.2. CVE
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https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105
https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824

$n.232') v - LTCVE =ZR&H

CVE-2018-25009

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200
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45


https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
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CVE-2021-3426
e CVE-2021-3445
o CVE-2021-3481

e CVE-2021-3572
e CVE-2021-3580
e CVE-2021-3712

e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-21409
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-37136
e CVE-2021-37137
o CVE-2021-42574

e CVE-2021-43267
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https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
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e CVE-2021-43527
o CVE-2021-44228

e CVE-2021-45046

1.34. OPENSHIFT LOGGING 5.2.3

A1) 1) —RITIE, RHSA-2021:4032 OpenShift Logging D/NJEIE!) Y —2 523 HEFNhFE T,

1.34.1. N J{EIE

o SEDEHLAINIE., —EZBDT Z— Ml namespace FRILAEFNTVWEHFATLRE, TDELD
ICTRIVDERR I N TWLW S &, OpenShift Container Platform T7 5 — MIL—ILAERR T % 72
& D OpenShift Monitoring Team DA A R4 VICER L F A, SEIOEFHRTIE.
Elasticsearch Operator @ 3§ RXRT®D 7T 5 — I T namespace FRILHE FH., OpenShift
Container Platform TP 53— MUL—IL&ERKT B7cDDE2HA R4 VICERLF T, (LOG-
1857)

o SEIDEFHLUFITIE, 12ROV Y —RATHRELL) Ly aVHRET, JSON Xy tz—Y
OEMABERMICEMDICINTVWE Lz, SEIOEFHICLY,. JSON EBFABEAMICARY X
Lo Fh. BIINZISON Xy EZ—TDlevel 74 —IL REE &I, FLITERRBEAME
ALTAYE—Y 74— I)LRDO—HZMHTEHIET, OV M) —level Z8&EL &
¥+, (LOG-1759)

1.34.2. CVE

#h24 Y v LTCVE Z&H
e CVE-2021-23369

o BZ-1948761
e (CVE-2021-23383

o BZ-1956688
e CVE-2018-20673
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603

e CVE-2019-20838
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https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4032
https://issues.redhat.com/browse/LOG-1857
https://issues.redhat.com/browse/LOG-1759
https://access.redhat.com/security/cve/CVE-2021-23369
https://bugzilla.redhat.com/show_bug.cgi?id=1948761
https://access.redhat.com/security/cve/CVE-2021-23383
https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827
https://access.redhat.com/security/cve/CVE-2019-13750
https://access.redhat.com/security/cve/CVE-2019-13751
https://access.redhat.com/security/cve/CVE-2019-17594
https://access.redhat.com/security/cve/CVE-2019-17595
https://access.redhat.com/security/cve/CVE-2019-18218
https://access.redhat.com/security/cve/CVE-2019-19603
https://access.redhat.com/security/cve/CVE-2019-20838
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CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-24370
e CVE-2021-3200
e CVE-2021-3426
e CVE-2021-3445
e CVE-2021-3572
e CVE-2021-3580
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085

e CVE-2021-36086
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https://access.redhat.com/security/cve/CVE-2020-12762
https://access.redhat.com/security/cve/CVE-2020-13435
https://access.redhat.com/security/cve/CVE-2020-14155
https://access.redhat.com/security/cve/CVE-2020-16135
https://access.redhat.com/security/cve/CVE-2020-24370
https://access.redhat.com/security/cve/CVE-2021-3200
https://access.redhat.com/security/cve/CVE-2021-3426
https://access.redhat.com/security/cve/CVE-2021-3445
https://access.redhat.com/security/cve/CVE-2021-3572
https://access.redhat.com/security/cve/CVE-2021-3580
https://access.redhat.com/security/cve/CVE-2021-3778
https://access.redhat.com/security/cve/CVE-2021-3796
https://access.redhat.com/security/cve/CVE-2021-3800
https://access.redhat.com/security/cve/CVE-2021-20231
https://access.redhat.com/security/cve/CVE-2021-20232
https://access.redhat.com/security/cve/CVE-2021-20266
https://access.redhat.com/security/cve/CVE-2021-22876
https://access.redhat.com/security/cve/CVE-2021-22898
https://access.redhat.com/security/cve/CVE-2021-22925
https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841
https://access.redhat.com/security/cve/CVE-2021-27645
https://access.redhat.com/security/cve/CVE-2021-28153
https://access.redhat.com/security/cve/CVE-2021-33560
https://access.redhat.com/security/cve/CVE-2021-33574
https://access.redhat.com/security/cve/CVE-2021-35942
https://access.redhat.com/security/cve/CVE-2021-36084
https://access.redhat.com/security/cve/CVE-2021-36085
https://access.redhat.com/security/cve/CVE-2021-36086
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I e CVE-2021-36087

1.35. OPENSHIFT LOGGING 5.2.2

&Y Y —ZITIE, RHBA-2021:3747 OpenShift Logging D/NZ1EE) ) —2 522 AE&FhF T,

1.35.1. N JIEIE

o SEOFEFHLAAITIE. Cluster Logging 1A% LYY —2Z (CR) I&. HER/NY T 7—AR—
ADFEATERWSAETEH, total Limit Size 7 1+ —JL KD{E% Fluentdtotal_limit_size
74— )RICERLTWE LA, SEOEHICELY. CRIE 2 DO totalLimitSize F 7= (&
'default fED /N E W % total_limit_size 7 4 —JL RIERA L. BEHIEBRINZE L7 (LOG-
1738),

o SEIDEFHLUANL, 1 D2RIOY ) —RABETHRELLY Ly avAERT, ALY Y—Id
Yy R OVRIINY 77 —I N X vE—V%RT75v2a L TCIALY9—Pod DIRT EH
EEEESETVWE L, SEIOEHT, fluentd i vy NI D VREICNY D7 —%T 5
a7y, BEMNMERLE LA, (LOG-1739)

o SEOOEHLUANIE. NV RILTZT7 X NDOEENRET, OpenShift Container Platform 4.9
® OLM % f#F3 L T Elasticsearch Operator #4 Y X2 h—ILTEEXEHATLL, SOEDOEFHFT
iE. NYRIVIZTZZARMMBEIN, 49 TI VR M= ET Yy FTL— RPBETBEICK
Y L7, (LOG-1780)

1.35.2. CVE
fNn.254-Yv - LTCVEZEMRA
e (CVE-2020-25648
o CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
® CVE-2021-36222
e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201

1.36. OPENSHIFT LOGGING 5.2.1

A1) —RIZIE. RHBA-2021:3550 OpenShift Logging D/SJEIE!) ') —X 521 AEFENZE T,

1.36.1. /N J{BIE

o SEMBHUANZ. VI)—RRATSA VRV ) T rOREEHIRET. olm.skip Range
74—V ROED, BED) ) —REBSERMTZ2DOTIEAL, 520DFFEEINTVE
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https://access.redhat.com/security/cve/CVE-2021-36087
https://access.redhat.com/errata/RHBA-2021:3747
https://issues.redhat.com/browse/LOG-1738
https://issues.redhat.com/browse/LOG-1739
https://issues.redhat.com/browse/LOG-1780
https://www.redhat.com/security/data/cve/CVE-2020-25648.html
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37576.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
https://www.redhat.com/security/data/cve/CVE-2021-38201.html
https://access.redhat.com/errata/RHBA-2021:3550
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HTATLE, SEIOEH Deha, ) —RBSOERBICCD T4 —ILRDEZEFHFITDLDIC
NRATSAVRY ) TRBMEEINTEY, (LOG-1743)

1.36.2. CVE

(& L)

1.37. OPENSHIFT LOGGING 5.2.0

A Y —ITIE. RHBA-2021:3393 OpenShift Logging /N JBIEY) ) —RX 520 AEFhFET,

1.37.1. Ftkge 5 L UHERELAR

SEDEFHTIE, PV 5—2arvBLVPA VIRV F v —%BEHRT 5 Amazon
CloudWatch ICAY T —49 %X TE DL HICRY F L, FMIE. 07D Amazon
CloudWatch ~D#5i £#BB LT £E W, (LOG-1173)

SEDEHTIE. Loki(AVTF—F EKEARICRT—5 I TAREOBWSILFTFH> MO
TEHWY AT L) ICEETEEY, ML, Forwardinglogs to Loki &8 L T XL,
(LOG-684)

SEDEFTIE, Fluentd&EE 7O M INEFHALTTLS CTHESEINCERTCO/T—9 %
X L72IBBIC. NAT—RTHESIEINLEMBBER I 7ML EERALT. 75249 —07 7%
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OpenShift Container Platform Logging ¥ v ¥ 28— RIZI&, ¥ 5 X4 —L RV T Elasticsearch 4 >~ X
YUVRCETZFMERTFr— IO EFENTVWET, ThHDFv— M, BEDOBMTE FRIICET
5F7,

F£#lE. About viewing the cluster dashboard &R L T EX W,

2.2.5. OpenShift Container Platform OFX Y /D NS TV a—FT4 v
ROHRVERTLTCAOTOMEE NS TN a—TFT4 VI TEEY,

e OFVIRT—HADKRMR

o NJRANTFDAT—4H ADRMNR

o OFVIJT7Z5— MDD

e RedHat#R—MAOOF VI T—4 DK

e CriticalAlerts D NS I a—F4 VY

2.2.6. OpenShift Container Platform O¥X > D7 VA4 VA k=)L

ClusterLogging AR % L) Y —Z (CR) ZHIBR L T, OV KEIZ2{EFLLTEE T, CRDHIFRERICTK S
DY ZRAY—AFVTAVR=RV IHHY., IhblEA T 3V THIRTEET,

FHffIL. About uninstalling OpenShift Container Platform Logging Z&8RL T £33 W,
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OX VIV RTALE 71— IVREIZIVRR—MLES, TIVRR—MINET7s—REOJLO—K
ICTF7E L. Elasticsearch & £ U Kibana N bHRETEX X7,

FEHAIE. About exporting fields ZBR L T 2 W,
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2.2.8. OpenShift Logging AV R—% Y MIDWT

OpenShift AF Y JAVR—RV MIE, IXTO/—KsLvaryF+F—O/%=z&E L. ThozO
J 2 N 7IZEZIAL OpenShift Container Platform 7 2 249 —D& / —KIZF 704 Xh33L 04—
NEENFY, —wlbIN7cWebUl ZEAL. 53 NhAT—9Z2FERAL TRERTRL
(visualization) BLUPF v 2 2 R— REERTEE T,

PSR —AXFVITDEFEEIVR—Y MIULTO®EY T,

e collection: 2hid, 7R =075 NEL. ThoE 74—y ML, O RAMNT7ICER
E$HaAVHR—RY NTT, BEDEEIL Fluentd T,
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TEFY, 7740 b0OJR M7 BHOREFEICOVWTHRELEIN, TAMINTVWE
_a—o

e visualization: 2k, OF, V57, V57 R EERRTBEHIERAINZ U IVR—FRY
NTY, IRIEDZEEIL Kibana T,

AETIE, BEINQRWRY., logstore & Elasticsearch, visualization & Kibana. collection &
Fluentd ZXKBIE S ICHERAT 2ma0HY F T,

229. 0¥V 7aALV49—IlDWT
OpenShift Container Platform (& Fluentd ZEA L TCAY T F—8LUV/—FOOJZR&EL XY,
T7AINKTIE, OV V9 —FUTOY—R%&=FERALET,
o IRTDYRFTLOYHED journald
e IARTOIAVTF—OJHD /var/log/containers/*.log
BEBEOJZRETHLHI1ICA7IL V59 —%%RET % &, /var/log/audit/audit.log D SEEI N F T,

AFX> 7L 2% —I&. Pod %% OpenShift Container Platform / — NIZF7O4 §%7—E> v b
TYo YVATLBLIVAVISANSVFv—0OTIE, ARV—TFT A VI RTL, AVTHF—5Y
54 I, B &£V OpenShift Container Platform 25 ® journald A7 XA v £—JICEk > TERINE T,
TV r—23vOJECRFOAVTF—I VI VLI >TERINE T, FluentdidZhdDy —2
MNHOJ%INE L. OpenShift Container Platform TERE L7 & D ICHEBE /2 IIASBICEELE T,

AVFF—S V894 AI1F, 7AYVII M Pod&, L0V FF—IDREOATAYvE—TDY —
2EBETELEOOR/NEDBRARHBELET, ZOBERLITITIE. OOV —RE—BICEBET D
EETEFEHA, OVL VY —HIOJENETZEIC, BEINEZELO IOV MEHED

Pod B EIBRINBIZE. IRNILP T/ T—2 3 VvREDAPI H—NR—15DFERIEFI B TEARVWAEENE
PHYET, TDRH, HlzEDRBREBRID Pod 7OV SO AvE—VYAERRLAEY, O

TDY—RA%BHTDIENTERVWGELHY £, COFIRICEY. OTDIES LCERLIE R
AMITA—BMR=—ATHBERRLINZET,

B

FMATRRIYTT—Z V9 ML OTXvE—YDY—RZERHET 5HDZNR
DERZRMHL, BRIOOTX Yy E—IDN—BERDIMIARLL. INLDAYyE—Y
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T, 703>, OVEEMEEAFER L T, Fluentd 7O M3JL, syslog 7B MO, FhiZ
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E—%ERTDLIICKRETE T3, Elasticsearch I& T % Elasticsearch / — R&{RICHEIL &

¥, ClusterLogging AXR 4 L)YV —X (CR)IZL Y., T—YDRRMS L UTHESHEHERT 27-0IC
y— REERETIZAEEIBETETEY, F/. ClusterLogging CR DRIFR) > —%FHL CKED
OJMRFINZ2BEEEETSEIEETEET,

R

AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —4 / — KD
HMEEZELLLRYET,

Red Hat OpenShift Logging Operator & & U' OpenShift Elasticsearch Operator . & Elasticsearch
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TAVTy PRI Nh3077—9 5Kk~ LET,

Kibana l&. ERXA NS AL, 8T 57, BIS5 7 TDMOEARIIEE% A L T Elasticsearch ¥ — 4 %
2TY—L,. BEL, FRIETZLDDT SV —R—20AVY =)L VF—T A RTY,

FHME, OTJEYATIA Y —DOREICDODVWTSRLTCEIL,

2212.ARY NDIV—T 4 Y TIZDWT

ARV NL—4% —I&. OpenShift Logging TIXE T = % & 5 IC OpenShift Container Platform 4 R b
HEERTBPod T, IRV ML= —REITRTOTOVII IDSARY MEREL, Thd%k
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vFy 2 LET,

ARV MNLV=Y—EFHTT IO TEI2RELFHY T,

FEHIX. Kubernetes 1 XY FDINES LI MEEF ICDWTHRLTLCEI WL,

2.2.13. O V853X
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XN Elasticsearch 7 2 R4 —%{ER L. BHE L 9, RedHat OpenShift Logging Operator (&0 ¥
VIR yOAVIR—RY MEE L. BELZFT,
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FI A BE 4% Operator D—EH* 5 OpenShift Elasticsearch Operator %3#3iR L. Install %
2)v I LET,

. All namespaces on the cluster?' Installation Mode T:EIRI N TWB I & 2R L X T,

. openshift-operators-redhat 7" Installed Namespace TERINTWB I & ZHREL Z

ER

openshift-operators-redhat namespace #1§E€ 9§ 2 M ENH Y £, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & X 3 AREM
D Y. OpenShift Container Platform X b)) 2 R ER UCARITX M)V X% AT 2 A8
HEDRHB7DH, TNICE>THAEVELDHBEMELHY X,

Enable operator recommended cluster monitoring on this namespace%#R L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, V7RI —FE=4—") I openshift-operators-redhat
namespace ZUNETEX DL DI, TDFH TV aVvERBRTIVLENHY F T,

Update Channel & L T stable-5.x Z:#RL 7,

Approval Strategy Z:#R L £ 7,

e Automatic A h 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I&##R/N\—27 3
VO FIFEEEEIC /R D & Operator # BEIMICEFHFTXF 7,

e Manual X b T 7Y —|[CI&. Operator DEF 2 KR T 57O DBV REFRAIFERZFFD
A—H—PNURETT,

Install 2 ) w2 LET,

Operators — Installed Operators R— (ZH] Y E X T. OpenShift Elasticsearch Operator
DAVRAM—IINTWEZEERRLET,

Status /' Succeeded MIKRET. OpenShift Elasticsearch Operator &' ¥ XTO7OY <
JMI—EBRRIINTWSIE2HALET,

2. Red Hat OpenShift Logging Operator 4 Y X h—JL L X T,

a.

OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v
L&,

FI AT BE 4L Operator D—EH* 5 Red Hat OpenShift Logging %##3R L. Install 22 Y v
ILET,

. A specific namespace on the cluster?® Installation Mode TERINTWB I & MR L

i’a—o

Operator recommended namespace 7' Installed Namespace T openshift-logging I
MO TWBIEzERLET,

. Enable operator recommended cluster monitoring on this namespace%EZR L £ 7,

ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
SRIVERELET, V5 RA9—E=4—1) v JH openshift-logging namespace % X%
TEDELIIC. TDFA TV avEERTBZVLENGHYET,

Update Channel & L T stable-5.x #3&R L £ 7,

Approval Strategy Z:#R L £ 7,
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® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I$#T#R/N\—27 3
VO FIFEEIEEIC R D & Operator # BEIMICEHF T F 7,

e Manual X b T 7Y —|[CI&. Operator DEF 2 KR T 57O DBV REFRAIFERZFFD
A—HY—PNURETT,

h. Install 2 1)v 2 LZET,

i. Operators — Installed Operators XR— ICHJYU E X T. Red Hat OpenShift Logging
Operator B’ YA h—JLINTWB Z AR LT,

j. Red Hat OpenShift Logging 7' Status #* Succeeded DIRRET openshift-logging 7’00
VIV MI—BRRIINTWS I EZ2HRALET,
Operator B’ Y A M—JLiFEH & LTRIRIINABWERIC, ISICNSTIVoa—Fav 7
ZEITLET,

® Operators — Installed Operators R—ICHIYE X, Status I TIT S5 —F 2 IZKKD
E%%EEEIL\ L/ i _a—o

® Workloads » Pods R—Zt]YE X, openshift-logging 70> =7 kD Pod T/
BERELTWHO07DEEEZHRALFT,

3. OpenShift Logging 1 Y R % YV A &R L £,

a. Administration » Custom Resource Definitions R— ICHYIUE X £ 9,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz2 ) v o L%,

c. Custom Resource Definition details’*— T, Actions X =21 —»"5 View Instances %

BRLET,

d. ClusterLoggings *—< T. Create ClusterLogging%=7 ') v 7 LZX7,
T8 EHmPAVTDIIR—VZBHTILELNHZ2BENDHY FT,

e. YAML 74 —JLRT, O—RAELUTFICBEXHRZF T,

pa )

ZDT 7 # )L h®D OpenShift Logging SR E R EBORIEEZYR—MT BT &
NFEINF T, OpenShift Logging 7 5 X% —L:le]i 53ZEDTEXBER
ICDWTDFIE. OpenShift Logging O /7]'\ YNOFa1—Z=UTBL
UREICDODVWTDOMEY V2R L TKES

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
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infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Zuils instance THHIVELHY F 7,

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEE T 3155
&, T % Unmanaged (BEBHN) ICRET 2MENHZ2HEIHYET, L. B
BADT TOA4 A2 M OpenShift Logging A EEFRODKEBICEINDE TEH %=
ZRELEEA

Elasticsearch DR EICHERERE, CREFAHALTYy— KDL TV r—>3viKRY
V—BLUVKBANL—VABRETEZXT,

Elasticsearch B& 0OV Y — XA &2 xFT2HEZEEL £7T. BEHS L UREEOEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFT, =& &I,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFBEIBRINET, O Y —
ZDFRFRY S —%BETIMENHY FT, O LAWESE, Elasticsearch 4 ~
TYIRETDY =R L TERINEH A,

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRELTLLIEI W,

Elasticsearch A AL =Y DBFEDA ML =V IS ADERIAANLE T, @R/
TA—XVRAEBBICE, 7OV IRMNL—VBREIYETERANL—VISAEEE
LET, AML—Y I FR%ZHEELQRWES. OpenShift Logging ld—BFX ML —¥
HEALET,

BEBIGLCTCPUBIUXE) —BREZBELET.,. ChHoDEEZZEDFFICT S
&. OpenShift Elasticsearch Operator &7 7 # )L MEZRELEXT, INHDT 7 4
IWMNEIKIZFEAEDT7OA4 A Y NTIHBERSFERTES1ET T, 774/ ME
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. XE)—ZEKRDIFEIF16GI THY. CPUEKRDIFEIF 1 TT,

© UYEBCIEUT Elasticsearch 7O¥ Y — 0 CPU B & UX £ ) —DHIIRSE L UER &
ELEFT, INOSDEEZEDFFICT % &, OpenShift Elasticsearch Operator (&7
TV MEERELET., TNODTFT 74 MERIFEAEDT FTOAM4 XV N TIEH
B ERTEBRRTTT., 774 MBI, XEY—ERDIHZEIF 256Mi. CPUE
KDIGZEIE 100m T,

@ Kibana DEREICMHEBRIRTE, CRAFAL T, TRUEZEEFET 57-HIC Kibana &= X
=1L, Kibana /— KD CPUBLUVA TN —AFRETIZEY, Mz, O
EJa7SAF—DHFRE ICODVWTSEBLTLEIL,

QD Fluentd DB EICHEREF, CRAZFEHAL T Fluentd D CPUBLUAEY —4IfR%
METEZET, FHIEFluentd DEEEZSHB L TLEI L,

O
s

pa )

Elasticsearch ¥ hA—ILTL—> /=K (X RAY—/—RKREEMIEN D)
DERAHIL3 T, 3%BA % nodeCount #I15EE T %355, OpenShift
Container Platform &, Y24 —., 7547 LUV T—9 00—V 52 EH
LT, 32OFRY—ELTOERMEDH D/ — KTdH 5 Elasticsearch / —
REVER L E I, BIND Elasticsearch / — Kix, 2547V MLV FT—
YO—ILEFERLTT—9DHD/ —RELTERINET, I bO—)L
TL—V /=R ATy I RDERS L VHIRR, v — ROEIY HT,
BLV/—RDEHREDI ZRY—2ETOT I aVvERTLET,
TF—4/)—RKRE>v¥—R%ERFL. CRUD, MFK. BLUVESHREDT—4
FEAEDOREEARITLET., T—YEEDEREIX. 1/O0. XEY—ELVCPU
SHNBRORETT, chosDYY—REEHL, ]BIT/— KP4 —1"—0O—
R ZGEICT—49 /—RKEBIMTBIEHNEETT,

B

7= & ZIX. nodeCount=4 OIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

ja‘Hﬁhsﬁ%‘ﬂﬁh&ﬁ%‘ﬂﬁhﬁﬁ%‘ﬂﬁhﬁﬁﬂﬁs
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!

AVTYIRTYTL—bDTZ4< Y —> v— ROFIZ Elasticsearch
T—9/—ROBEFLLRYZET,

. Create 227 Y vV L&Y, InICLY, OpenShift Logging AV R—FR YV
N. Elasticsearch 129 L)Y —ABLVPaAVR—%V b, LU Kbanaf V¥ —7 =
1A ANERINZE T,

4. A VA MN—I)ILEERLZET,
a. Workloads » Pods R—JICHIYEZF T,

b. openshift-logging 7AY 7 F&RIRLF T,
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LT D—ED & 5 7 OpenShift Logging. Elasticsearch, Fluentd. & & U Kibana @L< D
DD Pod ARRINDIET T,

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

® fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

e fluentd-zqggx

® kibana-7fb4fd4cc9-bvtdp

BIER R

e OperatorHub M5 ® Operator DA ~ X h—)L

3224 VA RN—ILIEDI R Y

Kibana #{#fH 9 %354, Kibana D7 —4% %#5R L. UL d 274DIC, Kibana 1 7 v 2V /845 —
VBLVETATISAE - a Vv EFHTHERT S RENHY FT,

VSR —3y D=0 TFONA =Ry NO—0 ODBEEER L TLWSIHEA. OpenShift Logging
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,
3.3.CLI Z#{EH L 7= OPENSHIFTLOGGING A1 Y A h—JL

OpenShift Container Platform CLI % {# > T OpenShift Elasticsearch & & Uf Red Hat OpenShift
Logging Operator 4 Y XA h—JLF B ENTEET,

AR
® FElasticsearch DIMELRKIFZEANL =D H DT & 5EFEL F T, & Elasticsearch / — RIZI3H
BORANL—URY 2a—LHARETHZIEITEFRELTLEIN,
Pz -

KA ML —=2IlO—AIKRY) 2 —L%FERAY 3551, LocalVolume + 7
v x4 b® volumeMode: block Tt XN D raw 7Oy V7R 2 —L%&FHL
MWTL I, Elasticsearch i raw 7Oy 2R a— LA FEHRATIFEH A,

Elasticsearch & X Y —&#MB 7 Y —> 3> TY, 77 4J)L b T, OpenShift Container
Platform IZ X € ') —ERKB £ V16 GB DHFIRRZHFD 3 DD Elasticsearch / — K& VA h—
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JL L &9, OpenShift Container Platform / — RD&RFID 3 DDt v bIZIE, Elasticsearch %
PSR —NTRITTEIDICHDRXAE) —HABWVWHHEEEDLHY £, Elasticsearch ICEEET
DA —DOREBEIRELLGE. BE/ —ROXE) —%2BPTDTIEA <, Elasticsearch
J—R&EVSRAI—ICISITEML T,

FI7

CLI Zf#f L T OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator % 4 ~
AM=TBICIFE UTFERITLET,

1. OpenShift Elasticsearch Operator @ namespace % {ER L £,

a. OpenShift Elasticsearch Operator M namespace 7 7> % k YAML 7 7 1 JL (eo-
namespace.yaml 73 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z#E T 2HENHY FE T, X MI IR ED
BANRET HARMEE CICIE. Prometheus DY SR —FEZH4—YVITRY Y
7 % . openshift-operators namespace 5 Tld7%: <. openshift-operators-redhat
namespace M5 X MYV 2ZEZINET B LD ICRET 2REHNHY £9., openshift-
operators namespace ICIFEFEINTWARWII 2 =7 1 — Operator & FE N 51
BEMEM B Y. OpenShift Container Platform X b 2 R ER LERITA M) U 2R
MI2HEMLGHBD, ThICE>TEANELZTREELIHY FT,

Q XF5, V5 A —FE=4—") > 7 openshift-operators-redhat namespace % X
ETEDLDIC, ZOINNWELEDLDICEET Z2RENHY T,

b. namespace Z{ER L 9,
I $ oc create -f <file-name>.yaml
LUTFICHlZERLET,
I $ oc create -f eo-namespace.yam!

2. Red Hat OpenShift Logging Operator M namespace Z{Em L £ 7

a. Red Hat OpenShift Logging Operator M namespace ## 7 =¥ b YAML 7 7 1 JL (olo-
namespace.yaml 72 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
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openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. namespace &Z{ER L £ 9,
I $ oc create -f <file-name>.yaml
UFIChZERLEYS,
I $ oc create -f olo-namespace.yaml

3. LFDA T2 U bAEMER L T OpenShift Elasticsearch Operator #4 Y X h—JL L £ 9,

a. OpenShift Elasticsearch Operator M Operator ZI—7# 7Y x4 D YAML 7 71 )L
(eo-og.yaml 72 &) H{ERR L £ 9,

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY T,

b. Operator ZI—7F 7V MR LZE T,
I $ oc create -f <file-name>.yaml
UFIChZERLET,

I $ oc create -f eo-og.yaml

c. Subscription # 7<¥ xJ b YAML 7 7 1 )L (eo-sub.yaml 72 &) Z{ER L. namespace %
OpenShift Elasticsearch Operator ICH 7RV 54 7L &9,

Subscription DOl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" 0
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY F T,
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5.0. stable 7|3 stable-5.<x> 2 F v RJILE LTHELEF T, UTOFELRASH
LTLEIW,

9 Automatic I & Y. Operator Lifecycle Manager (OLM) (ZF738/8—> 3 VA FI AT 88
IC78 % & Operator # BEIMICEFHF TE X9, Manual (Z1E. Operator DEF % K52
T 5ODBEYRRABTREFOI—F—DIYBETT,

Q redhat-operators =357 L £ 9, OpenShift Container Platform ¥ 5 X4 —h%, JE#E
ISR —EEHENDZ XY hT—IDFIRINAZRIETSI VA M—ILEIRTVS
% & . Operator Lifecycle Manager (OLM) D& EBFIC/ERK X 115 CatalogSource # 7'
VIl bDEREIZEELET,

pa 3

stable 21§95 &. RFORELLY ) —RORIFNN—=Jarvyh4 VR
h—JIL XN F T, installPlanApproval: "Automatic" T stable FFH 3 %
&, Operatar PEFMICRFTIORE LA v —B LTI F—) =2
W7y 7L —RKRLZET,

stable-5.<x> #1EET 5 &, BEDA T+ —1) U —ZADBWAEDT A F—/\—
JavhrM VR M=ILEINZET, installPlanApproval: "Automatic" T
stable-5.<x> Z AT 2 &, X THELAEXYv— ) —AHNTRHFDELE
Y4+ —1UY—2RIZ Operator NEEIMICT Y 7L —RKRIhZET,

d. Subscription 7YV &R LE T,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 > X
h—LEh, VSR —ROETOY Y MIOE—INET,

e. Operator D4 VA M=)V ZMEAL XY,

I $ oc get csv --all-namespaces

6l
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0

70



#5338 OPENSHIFT LOGGING DA YA h—JL

Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

TN END namespace ICI& OpenShift Elasticsearch Operator M7 I3 NIEARY £H A,
N=U 3 VEBESHRRINDELDEERERDZFZENHY T,

4. LFOA 7Y 9 b%&EER L T Red Hat OpenShift Logging Operator &4 ~ XA h—JL L £ 9,

a. Red Hat OpenShift Logging Operator M Operator ZIL—7# 7Y 7 D YAML 7 714
JU (olo-og.yaml 72 &) Z#/ERK L £,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

wopenshift-logging namespace Z¥EET BN DHY T,

b. OperatorGroup #7737 MR L X7,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f olo-og.yaml

c. Subscription # 7<= ¥ b YAML 7 7 1 )L (olo-sub.yaml 72 &) %= {ER L. namespace %
Red Hat OpenShift Logging Operator ICHH 72754 7L XY,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

ﬂ openshift-logging namespace #18E 9 2 WELH Y £ 7,

71



OpenShift Container Platform 4.8 O¥ > &

72

Q 5.0. stable F7-(Z stable-5.<x> #F v XL & LTEELF T,

9 redhat-operators #3157 L £ 9, OpenShift Container Platform 2 5 X4 —h%, JE#E
IR —EEMENZHPRINAERY NT—JIC4 VA M—ILINTWBIFE,
Operator Lifecycle Manager (OLM) D& EBFIC{ERK L 7= CatalogSource # 72 = 7 b+
DEFIZEELET,

I $ oc create -f <file-name>.yaml

UFICHZERLET,

I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator (& openshift-logging namespace IC1 Y X k—)L &

ni’a—o

d. Operator D4 VA M=)V ZMAL XY,

openshift-logging namespace IZI& Red Hat OpenShift Logging Operator A% (3 1uid 7 V)
FtA, "=V aVEBSHPRRAINDIEDERRDZIFENHY XY,

I $ oc get csv -n openshift-logging

H A B
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. OpenShift Logging 1 Y 2% Y A &/ER L £,

a. Red Hat OpenShift Logging Operator D4 Y R4 Y AA T2 - N YAML 7 7 1 )L (olo-
instance.yaml 72 &) Z/ER L £ 9,

R

ZDT 7 # )L hD OpenShift Logging X E R EEDIRIEEZYR— T &
NFEINZE T, OpenShiftLogging 7 ZRY —ICMA B I ENDTEZER
ICDWTDFMIE. OpenShiftLogging AV R—X Y hDFa1—=v b &
VREICODVWTDIEY 7 E2HBRELTLEI W,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

metadata:

name: "instance"
namespace: "openshift-logging"

spec:

managementState: "Managed" 9

logStore:

type: "elasticsearch" e
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retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"

visualization:

type: "kibana"
kibana:
replicas: 1

collection:

logs:

type: "fluentd” @
fluentd: {}

Zuils instance THHIUELHY F T,

OpenShift Logging DEEIREE, OpenShift Logging DT 7 # )L MEAZEF T 3155

&, ZT%x Unmanaged (BEBHN) ICRET 2MENHZ2HBEIHYET, L. B

BADT TOA A2 M OpenShift Logging A EEFRODREBICEINDIE TEH %=
ZELEEA. 7701 XY MNE2BERROKREBICET &, MALEELNTICEI N
AL HY £T,

Elasticsearch DR EICHERIZE, DRI LYY —Z (CR) ZFEHALTY+— KDL
T)r—2avR)o—BLVKBRARNL—VAERETEET,

Elasticsearch B’& 0O 7Y — XA &2 xF T 2HEZEEL £7T. BEHS L UREOIEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& &2,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFHEIBRINET, KOV —
ZDFRFRY S —%BETIHENHY FT, O LAWESE, Elasticsearch 4 ~
TYIRFEDY —RIIF L TERI N E A

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRALTLIEI W,
Elasticsearch A AL —Y DEEEFEDARNL—J VS ADERA AN LT T, mEa/N

T+—XVAEBZICE, JOVvIRAMNL—VEEYYNTERAMNL -V IS REEE
LEd, APML—UU S5 RAEIRE LRWVWIES. OpenShift Container Platform (& —BF
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74

A2 ML =Y DHD OpenShift Logging #7701 LT,

Q@ LECHUTCPUBLUXEY —BREZRELEY. CNOOBEROFFILT S

&. OpenShift Elasticsearch Operator &7 7 # )L MEZRELEXT, INLDT 7 4
IWMEIKIZEAEDT 7O AV NTIHBERSFERTE2£9, 774/ MEI,

XEY—FERDFEIFX16GI THY. CPUERDIFEIF 1 TY,

© UYEBICIEUT Elasticsearch 7O¥ Y — M CPU B & U X £ ) —DHIIRSE L UER &I
ELET, INHDEEZDF FICT S &, OpenShift Elasticsearch Operator (&7

TJAIMEERELET, INOSDT 74 MERKIZFEAEDTIOA4 AV MTIERE
BRLFERETEZIEXTTY, 7724 MEIE, XTYY—ERDIFEIL 256Mi. CPUE

RKDIBEIE100m TY,

@ Kibana DEREICHERERTE. CRAEFEHRALT. TRMEZHEIERT 579 IC Kibana & X

g—1) L, KibanaPod D CPUBLUVA T —ARETI XY, ML, OJE

TATFSAY—DRE I OVWTEBRBLTLEI L,
QD Fluentd DB EICHEREF, CRAZFEAL T Fluentd D CPUBLUAEY —4IfR%

METEZET, FIEFluentd DEEEZSIB L TLEI L,
bz ot

Elasticsearch A hO—ILTL—Y /) —ROBAREIZ3ITY, 358BALD

MDHD./)— RKRTH D Elasticsearch / — RAEEHR L F T, BIND

DHD)—RELTERINET, 2 bhO—ILTL—V/—RlE, 41V

EBIMTHIENEETY,

7= & ZI1X. nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

aspalt
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

AVTYIRTYTL—bDTZ4< Y —> v— ROFUZ Elasticsearch
T—9/—ROBEFLLRYZET,

b. 1 VAV RAAEERLET,

I $ oc create -f <file-name>.yaml

nodeCount #3¥5E 9 %354, OpenShift Container Platform I, ¥ X4 —,
VA7V RBELUT—HA— LV EFERALT. 320OYRY—& L TOERE

Elasticsearch / — K, 7547V hBLUPT—9O0—ILA&FERALTT—%4

Ty ADERBE LVHEHIR, >¥—RKRDBIYHT, LU/ —KDBHARE
DY SAY—BERTOT7IavERTLES, 7—%/—KiEv+— K%
REFL. CRUD, MFR., BLVEHREDT—IEEDREEERITLET,
T—YEEDREIX, /O, A BN —BLVCPUENBEDRIETYT, b
DY)Y—RAEEBRL, RiT/— KA —1N"—0O—-KRT32BEICT—9/—K
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UTFEFICRY X7,
I $ oc create -f olo-instance.yaml

ZhiZ& Y, OpenShift Logging Y R—x > b, Elasticsearch 724 LYYV —2B LT
AVvR—Vh, BLUPKbana 1 V9 —T7 4 AMERINZET,

6. openshift-logging 7OY Y NI Pod #—EXRRLT. 1 VAN =L EZWRIELET,
LLTFD—&ED & 5 7% OpenShift Logging. Elasticsearch, Fluentd. & & U Kibana @WK DA
@ Pod RRINBIETTY,

I $ oc get pods -n openshift-logging

DBl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m

elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s

elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s
fluentd-flmej 1/1 Running 0 2m33s
fluentd-gn4rn 1/1 Running 0 2m26s
fluentd-nlgb6 1/1 Running 0 2m30s
fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3414 VARN=ILEDY R

Kibana #{#H 9 %2354, Kibana D7 —4% 2R L. UL d 574HIC, Kibana 1 7 v 2 /845 —
VBLVET AT ISACE— a3V EFHTERT S RENHY FT,

VSR —y NT—=07ONA =Ry N =V ODBEAERRE L TW3IHBE. OpenShift Logging
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,

3.4.1.Kibana 1 VT v I RANRY—VDESH

ATy AN =i, ARIET ZHEDH 5 Elasticsearch 1 VT v IV A EEHL F T, Kibana T
F—YEMEL, ARILETDICIE. A VT IRRI—VBERTDIREIDHY XT,

Gl s

e Kibana TinfraB L Waudit1 V75 v I A%RRT BICIE. T—H—ITI& cluster-admin O —
JU. cluster-reader O—JL, F/=IZ@MADOO—ILHABRETT, T 7 4L ~®D kubeadmin 1—
HF—IZIE, IO VT Y IRERTTDZODBEYLAN—Ivoarvrby £7,
default. kube- & & U openshift- 7O 19 N TPod 8L UPAVARRTEBIHEA. Inb
DAVTYIRARTIEATESETTY, UTOAYY F2FERLT, BEOI -V —1E
PRNR—I v avaEFHE >TVWENEIDNEHRTEZIENTEET,

I $ oc auth can-i get pods/log -n <project>
6
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I yes

R

EEOJIE. 77 4J)L b TIERER OpenShift Container Platform Elasticsearch
VAI VAR EFEINE R A, Kibana TEEOVZRTT 30, OJERE AP
AFEALTCEEQN /O default ENAEFERAT /81 T34 VERET 2REDNH
L) i‘a—o

® Elasticsearch R¥a XV ME, A1 VTV I RNY—VAEERTZREICA VT Y I RETEIRE
PHYET, CNIEEFHNICETINI TN, FIRFLEEFRINLI T RAY —TIIED DR
OO BEEEMELHY £9,

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2avaERT3IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )vy
L. Logging #ERL £ 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 7 v 7 R
N =V FRLET,

o Ri1—H—F OV MOOVEHRT Z7HIC. Kibana ICHHTOT A ~§ BHIC
AVTYYIDANY—V FHTERT D2BENHYET, 2—F—Idapp &I ZFIDOA
VTP ARG =V EER L., @timestamp BfE 7 1+ —)ILRAEFRLCaOVYFF—0O7%
KRS DUBENHY FT,

o BEI—H—(FZhTh., RHICKbana lCOY M v BHIC. @timestamp BfE 7 1 —JL
FaERALTapp. infras&Paudits 7y I RICDVWTA VT Y I RIS =V %K
TEIREFHYFT,

3FRA VTV IRNRNY—UH 5 KibanaDEY 2754 £— 3 > (Visualization) Z/ER L £
ER

342 %y NT— ) OHBIEMCSNTUBBEOTOVT Y NED RS T 1 v /D
=

VSR —Fy ND—=0TONA =Ry NO—V ODBEEBENCT 2TEENHY E T, ZDIH
A. OpenShift Logging IC& > TF 704 I3 Operator ’EEN 270V NED XY T —2
NZT74 vV %HFRATEIREN DY FT,

XYy NTO—0DN8EE, BRZ7OVTY MIHZPod BLUVY—ERBORY NT7—U ST 14w
2%70v %2 LEY, OpenShift Logging I&. OpenShift Elasticsearch Operator % openshift-
operators-redhat 7O =7 M1 > X b—JL L. RedHat OpenShift Logging Operator %
openshift-logging 70 =7 MIA YA M—=ILLET, LEN>T, Ihs22o070Y ) NED
NS4y V%S RENDHY XY,

OpenShift Container Platform (&, 2 DDHR— MFRD A TS 3> %7 7 )L b D Container Network
Interface (CNI) x v k7 —% F0O/31 4 —, OpenShift SDN & & 1" OVN-Kubernetes FHICIRHE L £
T, INS2207ANA Y —FIFIELQRY NT—IDBRY O —%ERRLFT,

OpenShift SDN IZIE 3 DDE—KH'HY E T,
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network policy (XY h 77— KR > —)

INETI7AIPME—RNIZRY IS, RYUTY—DEREINTULRWZEEIZ, IXTOIZTav 7Y
EEHFHLET, £EL. 2 -—DRIVY—%ZERTDHE. BERIRTOMNS 71 v I %ER
L. fIAA%EMLCRRBLEYS, COTOERTIE, EA4%70V 7 MTEITIATWET Y
F—oavhRIEd 2agEL HY £, TDEH, R D—ZBARNICEEL, 120O0F Y 7
EOOYV) Moo 7O I bADegressDhZ 71 v I &FATLET,

multitenant (¥ ILFTF > B)

ZDE—FRIE XY M7=V DDBEZRGTLET, 2200FVJEEDOTOY Y M afEEL T,
Thoo7O0vc I NED NS 74 v 0 EHFTLET,

subnet (7% v b)

CDE—RTIE, IRTCDIMS T4 vV %58FTLET, Ry MNT—ODBIZETLEHA, 77
YaviIRETY,

OVN-Kubernetes [ EIC Xy hT—I R > — R LE T, TD/H. OpenShift SDN DIFE & [E
RIS, RYO—%2BARMICEREL, 1200FX Y JEECOV I MASd 7O ) hAD
egress DN 74 vV ZFHRATHI2HENDHY T,

FIR

e multitenant E— N T OpenShift SDN # A L TW2H&IF. 22070V s MISMLF
¥ UFICHZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

e F7/IE. network policy @ OpenShift SDN & & U OVN-Kubernetes D& &, L TFDRIE%
EITLET,

a. openshift-operators-redhat namespace ICTNILERELF T, UTFICHERLET,
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat. openshift-monitoring. # & Uopenshift-ingress70O0> =
2 b D5 openshift-logging 7OY 7 hAD AN %EFAI S 5. openshift-logging
namespace ICRY N7 =R —F TV MR LET, UTICHERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
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matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

BEEER
o XYy RNT—UR)I—IZTDVWT
® OpenShiftSDN 77 #JL K CNI v D=2 FONAHF—=IIDWT

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & v b7 —4 FO/4 & —I(C
W
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FaE X/ 7O4 A FDEE
LBATE OX VT 7O XY NOEBTE

41 DAY —OAF VT HRIL)Y—RIZTDWT

OpenShift Logging #5&E ¢ % ICld. ClusterLogging 1A% LYY —X (CR)ZHRAITAALZET,

4.1.1. ClusterLogging AR Y L)) —XICDWT

OpenShift Logging BRIEAZE ¢ %ICIL. ClusterLogging 1 X4 LY Y —R (CR) 4K L. ZEEL X
ER

CROEMELIIEEFEICDOVWTI, CORFa2 XY NTEESRAINIT,
BAFIE. OpenShift Logging DIBEDARY L)Y —ZDHFITT,

ClusterLogging h A4 LAY Y —X (CRD) DY~ 7L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
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replicas: 1
collection: G
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR O #&Hild instance THEILELHY XT,
CR |Z openshift-logging namespace IZ4 Y A h—ILINBZREHLHY T,

Red Hat OpenShift Logging Operator O EIR{KAE, Unmanaged ICEXE T % &. Operator 4
R—hERAERY, BEFREZRELIEA,

RER)Y— /=R VY —RBRBLVHRELVCRA ML= SRBEOOATR NT DR
'-.E-'-O

)Y —RBERBLVCHEIR, Pod L T ARBEDEY 27 54— DERE,

Q® 0 009

)Y —ZABRBSLVHRZEZZTCATAL 7Y —DRE,

42.OFXF AL 949 —DETE

OpenShift Container Platform (& Fluentd 2L T, 73R =SS LVCT7 U sr—> a0
JHEIE L. KubernetesPod 8L TAOYV I MAYT—HTTF—9%LFTLET,

A7ALJ9—DCPUBLIUXEY) —HIRRZHREL, O3 V% —Pod ZHED/ — NICHEE) TE

F9., OJaLIH—ICHTEHR—MINZTRTDEEIE, ClusterLogging TR Y L)YV —2R
(CR) @ spec.collection.log.fluentd 2% VH#'%FH L TERITTEET,

421. Y R—MINBERE

OpenShift Logging DFREDH R— M INZHEE LT, AETHEINTVWEA TV a v AaFRALT
INERETEBIENTEEYT, YR—FMINTLRWMBOREXFRALAVWTLLEIL, RED/S
%4 Lh* OpenShift Container Platform 1) ) —RBE TEEINZ TEEMELH Y. TDLDIREFIL, &
EDTRTOITREEAHHINTVIBEOHABENCHIGETEET, AETHAINTWLWRHREUAD
HREAEMAT 5B A. OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator
NEDERET ZH. EEARIGKDONE T, Operator IET 7 4L h TEZEINLRBICTRTE
LE9.

R

OpenShift Container Platform K¥ 2 X > M TEHEBAIN TWRWVWREZRTY 5 BED
H % % E. Red Hat OpenShift Logging Operator X 7z & OpenShift Elasticsearch
Operator Z Unmanaged (BIEMN) ICRET 2 ELFHY X T, BEIEH D OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZELEEA.
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FAE QX T/TFIO4 XY bDE

422.0xX> 4731494 —Pod DR~

Fluentd BF¥ > 7L V48 —Pod BLUZENOLARTINTVWERIGT S/ —RERRTXET,
Fluentd ¥ > 3L 7 4 — Pod |£ openshift-logging 7O 7 hTOHERITINE T,

FIR

e openshift-logging 7O Y N TUTDIYY RAEEFTL, Fluentd AF >~ L 49 4% — Pod
EETNLDFMERTLET,

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

H A B
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

423.072L 249 —CPUBLUXEY —4IRDETE
O7aL 24—t CPUEXEY —4IBROBA~NDHAEAHTLE T,

Ka

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0

memory: 736Mi
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requests:
cpu: 100m
memory: 736Mi

@ LBEEUTCPU XEY—HIRBELUBRZBELEFT. RRINBEET 7 4L M8
T“’a—o

424 QT 747 —H—DEERERE

OpenShift Logging ICI&. Fluentd A7 747 —4—D/NRT7 =XV AFa1a—ZV JIFERTEX 2EHK
D Fluentd NS A =9 —HDEENET, INLDNFA—F—%FATZE. LUTD Fluentd DENIE%
EETEXET,

o FyvUIBLUVFVYvIYIDNYy T 7—H4A4X
e FvUIDITSyIaEME
o F v UUELEDBHITEME

Fluentd I, F¥ Y9 EWHEBE—DBlob TAYTF—9%NELZET, Fluentd B’F v > U % ERR T B8
IS, FY U3 RT—V ILHDERBINEY, TITFY Y IET—9T—WICRYES, Fvo
IR —WICRB E, Fluentd i3 F vy V7% Xa— IIBHBLET, TITFY Y IE75y > aEhbE
N FREEERICEZIAFNDZETHEREINE T, Fluentd ik, *v 7=V DREEPEELXTOR
EOBEREDIFIEILREBERHTTF Y V75753 yaTERVNGELNHYET, Fyr o575y

YA TERWESE, Fluentd IFEREBYICT7 v azBATLETD,

OpenShift Container Platform @5 7 # )L b T, Fluentd & I8EBEBM/ Ny 4 7 AixAFERALTY
Sy arBRITLET., TDBAE. Fluentd id75v Y1 %2BRTT 2 THET 2% 2&ICL
F9, Thid, EFENDEREKRERSTDICEILET, EHREHRN Ay /A T7E2EEDICL. Kb
YIC BN BRITHEZFERATEEY, Jhid, BEOEBRTF Yy ID0T75 v a1%zEBHITLE
T T7AINDNT, Fluentd @F ¥ I DT75 v a%xERICHERITLXT. OpenShift Container
Platform Tl&. EEOBHATEMFZEE TSI LI TET XA,

INLDONRFA—F—F, FERBERIL—TY NEDO ML —RF 7 2HBTT 2DIKIBET,

® Fluentd DRI —Ty NEFELTZICIE. TNO5DNRSX—9—AFHALT, LYKIL
Ny I 7—BLV0F21—4%BFEL. 75y Ya1%2EEL, BREITORBORCERET SR &
T, XY NT—=ORTy MIERST I ENTEEY, LYUKEANY T7—ICIE/— KD
T7AINVVRTALATEYZ DBENMVEICRDZEITGERELTLETY,

o FHFHRIFEMEWSAICRELT ST, NIX—F—ZFALTICIKT—FZEEFL. Ny
FOERZEEL, F2—EeNvT77-DRILT, JYBREICT Sy a1E8LV0BEHATEZRE
HATEZET,

ClusterLogging 1 2% 1s1) Y —X (CR) TUUTFDNRS X =4 —%FHAL T, F¥rrI6LV075vva

BIEASRETEET, RIS, /N5 X —4 — L Fluentd THEARAT 272 Fluentd SR E~ v FICEEIMIC
BMINZEzT,
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pa )

FAE QX T/TFIO4 XY bDE

INLDINFA =8 —DRFHIFILLTDOEY TY,

FEAEDI—H—ICIZEEYLDHY FEA, T7A4IMBET. 2BHICEW
NI =X VADEBLNBIETTY,

Fluentd 8ES L VN T # =TV RICAT2F LW E /O LKL —H—DH

NI =X VRAFa2—=ZV7DIHEEHNELEFT, OF VT OMERICHKELA S
iBTERHY FEA,

RKANBER Fluentd SBE/NSA—4H —

FI2AI bk

chunkLimitSize

totalLimitSize

flushinterval

flushMode

EF v IDRRYM X, 8m
Fluentd &2 DY A4 XITET B &
F—=IDF vV I~NDEZXIAH%

fZ2lIE L&Y, JRIC. Fluentd I
Fryuohxa—IlEEL. TR

DF vV I EREET,

AT—UBLF1—DEEHA 8G
ATHBIN\Y 77 —DI KA

o Wy T 7—H A INZDES
#BAid&E, Fluentd I35 —49 D
FrrvIADEMZFELEL, T
F—HLTEKRLET, Frv
TILIRWTF—=FIETRTERbNRE

ES

FroIoDT7ZvYa0ER. S 1s
@), m ). h @), Fhi
d(BE)2#FHETEEY,

7oy anRTTBEE interval

e lazy:timekey /X35 X —
H—ICEDWTF vy
E7owialZE
¥, timekey /X5 X —
Y—ERETDHILIFT
TEHA,

e interval: flushinterval
NG A= —IZHEDWT
FrooHTSval
x9,

e immediate: 7 —% %
F v ICEBMNEYT <IC
FroO&5T75val
ij—o
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flushThreadCount

overflowAction

retryMaxinterval

retryType

retryWait

Fluentd Fv¥ > 7 DZ4 794 27I)LD

T LY,

84

FYIDISYv1E5ETTD
ALy RO, ALYy RO A
PFE, TSYVADAIL—T Y
ARAZEL., Xy N7 —0 D51
BREINIERTICRY 7,

Fai-—N"N—MWIIRdE Frvy
EEIRUTOLD LAY FET,

e throw_exception. O/
ICRRIN D000 % FKE
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFv>7y
HEIELET,

e drop_oldest_chunk:
W2 EFv v I%T
IFTANZ=DHICREHL
Frro&ROY FLE
T, aVWF v I DEIR
FLOWFr o LYEN
IKRYET,

exponential_backoff B 1T
EDRKEE (FEBAL.

72w allkBT B5E0HER
ThHE:

e exponential_backoff:
75y 10BFRITOM
REEPLET,
Fluentd
I%. retry_max_interv
al /NS A—F—|TET D
FT. ROATETICH
e BEEZ 2BICLE
ERS

e periodic: retryWait /<
FA—=H—ICHEDVWTT
ZviaxERNICER
TLEY,

RDFvVIDITZ9vI1ETD
Bl (RO EAL),

T4k

block

300s

exponential_backoff

1s

FHffIE. Fluentd K& 2 X > k@ Buffer Plugins =58


https://docs.fluentd.org/buffer

FAE QX T/TFIO4 XY bDE

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,
I $ oc edit ClusterLogging instance
2. LTFDONSG A= —%BMERBFBERELET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s @)
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

BF vV I)DBEATAXEIEELTHL, 7Ty PaflIl*Fa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYoIDT Ty a1%xRITTEAEZIEELXT (lazy. interval, F7l&
immediate),

FryrIODT73vallERTZALY ROBZRELET,

F1-—D—MIIRBIFEDF v I DEMFZIEE L £ (throw_exception. block, 7z
l& drop_oldest_chunk),

exponential_backoff ¥+~ 7 D7 Z v ¥ aFAERICDOWTHRARDER (WEA) ZEEL X
ER

Frr D7y antkBT 2HBEDERITY 1 7 (exponential_backoff & 7=
periodic) Z#EE L ¥ 7,

RDF v IDT7ZvaXTORR (EAM) Z2HBELXT,

OO0 &9 9 90 6009

Fr IRy 7 7—DAYM A %=BELXT,

3. Flunentd Pod BT 704 SN TWB I EAHRALET,

I $ oc get pods -n openshift-logging
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4. FHEDED fluentd SRE~Y Y FIChHD T Ex2HELET,

I $ oc extract configmap/fluentd --confirm
fluentd.conf OHl

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

425 T 7 # )L bD Elasticsearch A7 A N7 #FA L AWGEDRFEHROI VR—F
v N DHIR

EEE AT EY—RNR—=F 14 —DOTRANTIZEZEL. 7_“‘77r)l/|~0)EIasticsearchII|7“7\I\} = fFE
ALAWEEICIK, OFX VTSR —5WL DHhDOKRFEADIVR—RY N2YIRBRTEET,

DFY., 77 #J) MO Elasticsearch OY X b 7 & fE L A& WI5A. AEB Elasticsearch logStore,
Kibana visualization 3 //‘J‘i’ ?\ > N % ClusterLogging 7249 L)V —X (CR) N SHIFRT 2 Z &N T
XFE9d, INS5DAVR—XY MDBIRIEA T arTID, ThIZLY Y Y —RAEEHHNTEET,

AR

o OJI747—4—NNOJ5FT—4%FT7#4JL NOKWER Elasticsearch 7 S RAY —ICEE LW &
ZREELET, OJEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL

9, NI default Z#35EJ % outputRefs EFHA AW & 2R L F T, UTICHZET
l./i_a_o

outputRefs:
- default

Digk

==
[=]

ClusterLogForwarder CR A°0 7 7 —#% % N Elasticsearch 7 5 X & —C#Ri%

L. CIusterLogging CRM 5 logStore AV R—3x > M &HIBRTZ2ELET, <D
&, WEB Elasticsearch 7 2 A4 —3O0 77— 9 R EFT 2 LDICKTIINIEHE
ho INDBRWVWE, T—HIDKDNZAEMELHY X,
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FLas OX /704 A Y FNDOEE

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,
I $ oc edit ClusterLogging instance

2. TNLAEET %355, logStore. visualization 2 4 > % ClusterLogging CR 7 SHIBR L
7,

3. ClusterLogging CR @ collection 29 V H#%Z{RF L X T, HERIFLLTOHDEL D ICHRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. Flunentd Pod BT 7O4 SN TWBZ EAHEELET,

I $ oc get pods -n openshift-logging

BIER R

o NJDY—RKN—FT 14— AT LANDERIE

43. 072 N7 DRE
OpenShift Container Platform (& Elasticsearch 6 (ES) #fffA L TO/7—4% %2R&EFL. BELZ T,
OJRARNTICMABIEDTEZERICE, UFHEEFNET,

® Elasticsearch 7 2 X9 —DX ML —Y,

o Vv—RNEVSRI—HNOERDT—H/—RIILTY 5= NI BHE(RRBLTYr— 3
S L) r—2a v LET),

® Elasticsearch T—9 ~NDHET IV 2 R

Elasticsearch & X Y —&#MB 7 Y5 —> 32 TY, THETND Elasticsearch / — KIZ

I&. ClusterLogging H 2% L)Y —XTIRELRBRWRY, XEY—ERELCHIBRDOEAIC16G U E
DAEY)—NRETY, #HIERED OpenShift Contamer Platform J—RK®Dtv M. Elasticsearch 7
SAY—%HR—NTBEDICTRRREITIIAWEALHY XY, TDFEE. #HEINZ Y1 XL
MDA E ') — (% Elasticsearch / — NIZERK 64G) %ﬁﬁﬁ L'C%ﬁ'c X3 & 512/ — K% OpenShift
Container Platform 7 5 24 —IZBINY 2 EAH Y 7,

£ Elasticsearch / — RIZZNLVIEWMED AT —RETEEEL T . ChIXEHREIREICITHE
BIXhFEFtA.
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431 EFO/70OT R NFADERE

7 7 # )L N T, OpenShift Logging TIXEEZE O ¥ % AERD OpenShift Container Platform Elasticsearch
OJRARMT7IRFELEFE A, Kibana TRRTZHRE, BEBEOJZ OO RAMNTICEEFETEZXT,

EEOJ%T 7 4L M@ORWER Elasticsearch O Y A N 7 ITEET B ICIE,. Kibana TEEOVAXRTT S
BRE, OJVEEAPI A FRTI2HELHYET,

BF

MER OpenShift Container Platform Elasticsearch AZ XA 713, BEEO VD EF 274
AMNL—YVERMHLIFEA, BEEOTZEET 52 AT LDEBISE £ CBFOREICE
AL, BICEFa2) T4 —DREINTVWE AR L £, OpenShift Logging
XIS DRFNTERL A,

FI7

O J#m% APl % {8 L TE&E O & % RER Elasticsearch 4 Y A9V AITERET BICIE. UTFEZETLE
-a—o

1. ClusterLogForwarder CR#A 72 19 h2EHT 5 YAML 7 7 1 L EERFIZIRE L 7,

o IRTPHDOYVHA THAER Elasticsearch 4 Y A Y V AITEIET B7-HICCREZFEK L F
¥, TEESTICUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

A TSAVIE, BEISWAEAAFERALTEETZO7D091 TaEHELET, T
74 NOHEAIE. O % KNI Elasticsearch 41 Y A9 V AUCEELF T,

pa

RATSAVDIDDITRTDYA TOOATHINA TSAVIEET ZHE
‘%Ui?(} TVr—2ary, AVIZANSVFv—, BLUVESE), O
TJDEFEAIEELAWVGES. Tho0nJIdREEINT., kbhFxEd,

-

e BI#Z D ClusterLogForwarder CR 1'% 31556, /N 54 VEBEEOT DT 7 4L MES
IKEBMLET, 774N NOENEEETI2VERHY FtHA. UTICHZEZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
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o O /J#x5X APl MFF#IEZ. Forwarding logs using the Log Forwarding API %

FAE QX T/TFIO4 XY bDE

metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

DA TSA ik, BERA VRV RICINA TEE QO Y % AER Elasticsearch 1 >~

YU RIEEFELET,

4.3.2. O JIRFIFEI DR E

F 7 4 )V ND Elasticsearch QA NTPHNA VY ISANSOFv—0O7, 77V r—aray, EF
OJREDIDDOTY—ADA VT v I A% FET2HBE2EET 2 REFERY>— 2RETEF

ER

LTI,

REFRY O —%RET BITIL,. ClusterLogging 1 R ¥ L)Y —2X (CR) IC&O Y'Y — XD maxAge /¥

A=Y —%HZELET, CRIFTNSDIE% Elasticsearch A— LA —/N—X 7T a2 —)LICEA L.
Elasticsearch A —I)LA—/N—A VT v U R 5HIRTBI91M IV ITERELET,
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Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA Ty IV REBEHL, FRA VT v I REFEKRLET,

e 1 Y7 v RId Elasticsearch CR O rollover.maxAge DfEL Y EHMEICARY T,
¢ AVTYIAYAXIE, 40GBxTFAT =Y v —ROBIYERELRY LT,
o (VT YYD docHd, 40960KBx T34 -2 v — ROBLYERE<LRYETY,

Elasticsearch |, BRET2EREFRY v—ICEWTO—IA—NN—AVFyv I R5HKBLET, OF
Y—ZADRFRY =R LARWNGE, OJET 74 MT7 BEICHIBRINE T,

AR

® OpenShift Logging & & ' OpenShift Elasticsearch Operator 884 Y A h—JL I TW 3,

FIR
A7 DRFREZRET SICIE. UTFZ2ERITLET,

1. ClusterLogging CR % #®% L T. retentionPolicy /X5 X —4% —%BINT %H. FLIFEFRL
7,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &= RFT 2REAZEE LT, BRS LUREADIEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALFET, Fz& A 1H
DHFEIF1d ICARY 9., maxAge &Y EHVWOJIIHEIBRINE T, 74 8T, OF
&7 BHEGRFEINZX T,

2. Elasticsearch 7 2% L)Y —2 (CR) CHRE.AMWIATXZT,
7= & Z1£. Red Hat OpenShift Logging Operator (&L F® Elasticsearch CR =& #7 L. 8B
BZEIKAVIZANZIFYy—OIDTITATRAVTY YR %20 —)bA—/1"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—D 7 BEICHIRIN 2B ELESTHEFRY
U—%EKRETDHELFT, OpenShift Container Platform (2152 Z&ICF vy 2L, 41 VT v
P2EOA—INA—N—F2REBENHZHLEINEZHBLFET,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
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metadata:
name: "elasticsearch"
spec:

indexManagement:
policies: 0
- name: infra-policy
phases:
delete:
minAge: 7d g
hot:
actions:
rollover:
maxAge: 8h e
pollinterval: 15m

BEOTY—RIIDWT, BERYS—F, 2OV —2007£8B/0—LF——F3
43IV IERLET,

OpenShlft Container Platform A — LA —N—3 A VT v I R %BIRT %1568,
FXTEd. ClusterLogging CR ICE&E 9 % maxAge IC72Y £,

ATy I R%&O—IF—N—TF BFEICEET % OpenShift Container Platform D4 ~
T v 28R, ZD{ElX. ClusterLogging CR ICZEXE T % maxAge ICEDWTREI N
F9,

o @@G

OpenShift Container Platform PAVTY I REQA—INF—N—F2UhEBENHZHED D
HEFTvISBGEE, CDRERFTI7AINNTHB0, EETIEHA,

R

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)—IIWTTZT
NTDZEHEIF ClusterLogging CR TIT O MEMNH Y £,

OpenShift Elasticsearch Operator I& cron ¥ 3 7% 5 704 L. pollinterval ZEALTRY
Va1 IINBERINLERY Y —EFRALTEYYEY DAV Ty I REO— LA —/N—
LE9.

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

433.O00RANT7DODCPUBLUAE) —ERDBTE
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TNTNOAVR—FY MEERIE, CPU EXEY —BKROEMANDHREEEZFT L £, OpenShift
Elasticsearch Operator IXIRIBICE L/ EXERET 27, CNOLDEAFHCTRETIHNEIIHY
ﬁ/\'o

pa

KRR Y S5 A9 —Tld, Elasticsearch 7AOF L —AVFF—DT T AI MDA E) —
FIRAFRT2THBHBELHY., ChiCLY, 7OF>—a0FF—D OOMIZL %58
FHL T (OOMKilled) MELE 9, TDBIBAREE LIFEICIE, Elasticsearch 7O F
V—DAEY—EBERELUVHREFI X LIFET,

% Elasticsearch / — RIEZN L WIEWMED XA EY) —BRETHEMELEZTH. ThiIZERERETOT

704 XY MIEHE ShTWEHA, ERERETCOFEADOBEICIE. 774 bD16GI LU /N
I WMEEZ Pod ICEIY KB TR EIEITEEFEA, Pod TEICEIY B THEERRZKIENIL 64Gi THY., &
DEFHADHT, TXDLRITEZLDAE) —%BNYYHTEZIEEHELET,

=55

® OpenShift Logging & & U Elasticsearch 1 Y XA h—JILI N TW3,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g

memory: "32Gi"

requests: €

cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. NODEBEROIFEILT B,
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELE T, I oDFT 7+ )L MEE
FEAEDTTOAAY PTIIRBERKFERATEZET T, 774 MEIE, XEY—
EXRDIGFEIF16GI THY. CPUEKRDIFZEIE 1 TY,

g Pod "MEETX2) Y —RADRKAE,
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Pod DR Y 2 —JUIZWEHR/NRD Y YV —2Z,

MBI U T Elasticsearch 7AF Y —D CPUB L UA TN —DFHIRB L VEKREIRE L
F9, CNODEZZDFEFICT B E. OpenShift Elasticsearch Operator (&7 7 # )L ME
ERELET, INSDOTI7AIMERIFEAEDTTOAM A Y NTIIEEREATE
%9, TI7A4IMERF XEY—ERDFZEIE 256Mi. CPUEKRDIZEIE 100m T

ER

o0

Elasticsearch X EY) —DE% AT D& XE, BXR & HIR OmAICRACEAFATIHELNHY
-a—o

UFICHZERLET,

resources:

limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

‘D Y —2DEAE,
©® ESIROE.
Kubernetes I&—#&MIIC 1%/ — KRDEREICHEL., Elasticsearch WMEEINAGIREZFHET S Z & 557

LEFtHA. requests & limits ICRAICIEAERET 5 Z &IC& Y. Elasticseach NBER X T —%FER
ICEATESEIICLET FIRTRERATEY =D/ —RICHB I EEFHRELET),

434.002AKT7DOL TV =23V R O—DRE
Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—49 /—RICL TV — KT 2 HEEEHECTCEET,
AR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
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type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ Sy —RFORRMR) Y —ZHEELEY, EEORFRICEENMERAINIT,

® FullRedundancy:Elasticsearch i, &1 VT Y I RAD T4 =+ —REFTART
DF—8/—RICRLILTYT—FLET, ChEEELNIVOREMZRHEL X
TH. RRKEDT A RAIVDBBEERY, N7 =V RAFHFELNILIZRY £,

® MultipleRedundancy:Elasticsearch &, &1 Y Fv I RADT 54X )—Yv—R%&
T—9/—RODEBICERICL TV r—hLET, Thid, ReEBENRTH—T VR
OB RN — KA 7E2RHELET,

® SingleRedundancy:Elasticsearch l&, &A1 YT vV RADFZ4< Y —>+— KD
E—% 12K LET, 22ULEDT—4%/ —RKHEFEETZRY. OFJIEEICFIAA
REMNDEEAETY, SUED/ —REFEAT %FEICIE. MultipleRedundancy &Y
ENRNTA—TVANRBLLARYET, TDKRY > —I&, BE— Elasticsearch / — RKDFT 7
O4 XAV MIEBEHATEEEA.

® ZeroRedundancy:Elasticsearch l&. 754 <Y —Yv—ROOAE—%/FRLEHA,
J—RBBELEFLEERMLABE. OVREFIBRTERZD, KbhbagEErHY

FY, REMSLVENRNTA—T VY RZERT BHEP. HBDT 1 XY /PVC /Ny Y
Ty T/ETANS TS —EELTWEBAIE. COE—RE2FRETEET,

pa )

AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —%4 / — KD
MEELLLRYET,

4.3.5. ElasticsearchPod D 25— )L & o >

9 5 A4 —ND Elasticsearch Pod 8% # 59 &, T —4 8K Elasticsearch /N7 # —< ¥ AHWET
ITHAEEEMEIDHY FT,

27—V I VT BIFBE. —EBICTIDDPodDARAT—IEI IV L, V9S5RY—HIBv—RELUVL T

ADVNZ UV RERTTELELDICTIMNENHY £, Elasticsearch DNV R R T —4 X' green
ICRINRIC, BID Pod TRT—IVY IV TEET,

pa

Elasticsearch 7 5 2 4 —#* ZeroRedundancy ICF8E X 1 5354, Elasticsearch Pod %
AT—=WEF T LIEWTLREI W,

43.6. Q7 A NTDXKEANL—YDERE

Elasticsearch ICIZXKBEA ML —YDMHETT, AMNL—IUDEREIC/A D &, Elasticsearch M/N T # —
IURAEERICKRY ET,
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Digk

==
[=]

NFSAKL—Y%RY) a—LFEKERY) 2 —L%@EA (& Gluster @ ED

NAS %9 %) T &I Elasticsearch R AL =Y TlEHR—PMIhEHA,
Lucene IENFSHPIEELABWVWIT 7 M ILY AT LDEEICIKEFET 2726 TT, T—%
DB LVCZOMDOBBLIRE ST ZHEELHY £,

AR

® OpenShift Logging & & U Elasticsearch &1 Y XA h—JILI N TW3,

FIR

1. ClusterLogging CRA2#R&E LTI T RY—DET—4 / — RHKkEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZDBEITIE, VS RY—DET—4H /— KB, 200G D AWS General Purpose SSD (gp2) A kL —
HEERTZAERY 2—LER(PVO) IS Y RIhBEIIEBELET,
Pz -
KiEA ML —=2ICO—AIRY 2 —L%EFHT 35E1E. LocalVolume + 72 7 bD
volumeMode: block Tt I N b raw 7AY IR 2 —LEZFARALABAVWTLLEI WL,
Elasticsearch i raw 7Ov 2R a— LA FHATE FH A,
4.3.7.emptyDir A A\ L—YDOJ X M7 DERE
AYJZX K7 TemptyDir 2T 2 ENTEET, Ihid. Pod DF—9 TRTHABEERFICKDN
Z—ETF O/ XV M EERLET,
Pz -

emptyDir 29 2B4. OJ XA NTHBEHT 2D, £LEET 704 INBBEIC
T—IDBKbNhET,
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AR

® OpenShift Logging & & U Elasticsearch B’ 1 Y XA h—JILI N TW3,

FIR

1. ClusterLogging CR Z#E& L T emptyDir 23 E L 7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

4.3.8.Elasticsearch 7 S 2% —mpO—") v VBEEEDEIT

elasticsearch 3% €~ v 7 F /=1 elasticsearch-* T 704 X v hEBEEDODWIT N EZTETBHEICO—)
VIBESERITLEY,

IsIcAa—Y) v JBiEE)IE. Elasticsearch Pod "E1TIN %/ — RTHEEHNFVELGAICHEINE
£

AR
® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW 3,

FIF
V525 —0n—Y Y /BREBERITTICE. UTFERTLET,

1. openshift-logging 7O =7 MIYYEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,
I $ oc get pods | grep elasticsearch-
3. FluentdPod 2R —J)L¥ 2> L. IO Y D Elasticsearch ~DEF&EFIELF T,

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. OpenShift Container Platform es_util Y —JLZ AL T v —FORPT7Z v 2 2 %2ETL
T. v Y MO VDRINIT A AVADEZAAHEFHEL TVWBREBPOBEEN VLD ICL
x99,

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,
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$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. OpenShift Container Platform es_util 'V —J)LZ AL T, /— KZ2ERKMICIELT ZED
Yy —RDONSUY VT EBEET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPET LS, ESVFTRI—DENRTNOTTOA XY MIDWT, UTFEETLE
-3—0

a. 77 #JL KNT., OpenShift Container Platform Elasticsearch 7 5 X4 —I&/ —RKDpO—J)L 7
DhET7Ov I LET, UTOIATY REFERALTO—IILT7 I hEFFAI L. Pod B EE%
BNETEBHLDICLET,

I $ oc rollout resume deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
Al

I deployment.extensions/elasticsearch-cdm-0-1 resumed

I Pod BT TAA INZET, Pod ICEBREDIAVTF—AHBH/E. ROTTAOA X
YMIELIENTEET,

I $ oc get pods | grep elasticsearch-

H A B

I NAME READY STATUS RESTARTS AGE
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elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. 77OAAY MNETLAESL, O—JILT7I MEaFTLAWVWEIICPodEY Y MLET,
I $ oc rollout pause deployment/<deployment-name>
UFIChZERLEYS,

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AR L £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

R

BERIOIY Y RTEH L Elasticsearch Pod TA—JILT7 D M AaZET L5
B, Pod EEELARLLA>TWE LD, I THHR Pod BNREICAY F
E

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

Q RICEDRIIC, TDINSA—4—h green £7zld yellow THB Z & #MALF T,
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7. Elasticsearch s8 E~ v 72 EE LBE. ThENOD Elasticsearch Pod ICDW T I 5DF|E
ERRYRLET,

8. VSR —DITRTDTTAA AV MAAO=ILTIMINESL, D¥y—RONSVYYVTER
EAEMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
UFIChZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H A B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}
}
}

9. Fluentd Pod # X4 —)L 7w LT, #iRO Y % Elasticsearch ICIEELE T,

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

439. 0 R NT7H—EZADI—KhE LTORH
T 7 #J)U N TlE, OpenShift Logging T7 704 SOV RAMNFIEOFXF VTV A9—DHEHI ST
JEATEERA, T—YIKTIERTZY—IIZDOWTIE, OFZANTAOHABT 7 ZADHIC
re-encryption termination TIL— N EBMICTBH I ENTEE T,
re-encrypt Jb— k. OpenShift Container Platform h—2 B LUA Y A =)L h/OF X M7 CA
SEEAEZER LT, QTR NTICAEBD LT VR T B ENTEFRT, RI. LTFEEL cURL EX
TOJANFPH—ERZRANTSZ/—RIZFIVEALET,

e Authorization: Bearer ${token}

® FElasticsearch reencrypt JL— b & & U Elasticsearch API Z3k

REHISIE, OFARNTISZAY—IPAFERALTCOARNTPY—ERICT7IVERATEZXYT, Zhid.
DLTFoavy RowdFnhraFRALTERETEET,
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I $ oc get service elasticsearch -0 jsonpath={.spec.clusterIP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&>%2av Y R2FERALT. 75R9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- --i---- 108

AR
® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,
o OJIKF7IVEATESDLDICKRZICIE. 7OV MADT I EADNBETT,

FIE
OJZARNTP7ENERICARTBICIE. UTEEITLET,

1. openshift-logging 7O =7 MIYYEZET,
I $ oc project openshift-logging
2. AJZAN7H 5 CAGERAE ZHE L. admin-ca 7 7 1 LICEZIAAF T,
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
DBl
I admin-ca

3. AJANTPH—ERDI—bEYAML 7 74)LE LTHERLET,

a. LTFTOLIICYAML 7 7ML AERRLE T,

I apiVersion: route.openshift.io/v1
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kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

ROFIETAT AN CARERAZEZEMNT 5H, FLEOATY R2EALEXT, —88

D re-encrypt JL— k TWHE & XN 5 spec.tis.key. spec.tis.certificate. & &V
spec.tls.caCertificate /XT3 X —4% —%{ZET IHEFHY T A,

b. UMFDaAY Y REEFTLT. BIORTY TTHERL7ZIL— N YAML ICO Y X M7 CASEFR
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
C. )l/_ I\ %{’Eﬁi L/ i’a—o

I $ oc create -f <file-name>.yaml

H A B

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRNEAINTWB & &EELE T,

a. BXRICEHAINZZOY—ERT7HODNDODN—=0VEREBLET,
I $ token=%(oc whoami -t)
b. e L 7= elasticsearch JL— M ZIRIEEHE L TERELE T,

I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. =MD EBICERINTWE I EAERT ZITIE. REINIL—MNMEERT
Elasticsearch IC7 7 2R T BLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
UTFDLSBRHEADRTIINET,

H B

{

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,
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"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

4407217514 —DFRE

OpenShift Container Platform (% Kibana % {8 L T OpenShift Logging TIR&EI N2 077 —4 &K
~LET,

MTRYEEZERT Z7-HICKbana 2R —1) > L, Kibana /— KD CPUBLUVA T —%RET S
ZENTEET,

441.CPUBLUXEY —HIFRDERTE

OpenShift Logging AV R—% ¥ MME, CPU EXE) —DFIROEANDRAEEHFALE T,

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
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storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEICIHELTAYTDCPUBELUA T —DHFIRB L VEKRAIEE L 9, Elasticsearch
DiGE. BXRIEEHIREOHA%ZHETIVELHY T,

t"a%%KmDT\D7591754ﬁLﬂMPUB&U%%U—@ﬁ@ﬁ&@%*%%ﬁb
i-g_o

QD MBBICISCT, OFaALI9—DCPUBLUXE) —DFIESLV0EREIEELE T,

442. 072754 —/—RORARMEDR =YV
NRMZEERTZEHIC. OJEY 2754 —%KRAMNT B Pod A=)V JTEZET,
¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
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name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO A=IBEL XY,

4.5. OPENSHIFT LOGGING X b L —Y D& TE

Elasticsearch & X ) —&#MB 7 F) r—2 3V TY, 77 2L h®D OpenShift Logging 1 ¥ & h—JL
T AEY—BREIUTXEY —FIROAAICHLTIECDAEY —%2T7T 704 LET., HHRED
OpenShift Container Platform / — K@D+ v k&, Elasticsearch 7 5 249 —%HR— KT 5DIC+9%
REITEHARWGEDHYET., TOHE, HEEINZHA XLULEDOAE) —%2FHALTEITTESL
912/ — K% OpenShift Container Platform 7 5 24 — BN 2 BN H Y £9, & Elasticsearch
J—RREINLYBWMEDOXE) —RETLEMEL T I, CHIEFERERBICIIEEINIEA,

4.5.1. OpenShift Logging & & U' OpenShift Container Platform @ X kL —< (2D W
THOEREIR
KR 2 — LM ZFNEFND Elasticsearch T 704 X ¥ MREICHETY, OpenShift Container
Platform Tl&., ZhidkiEARY 2 —LEKR (PVC) #FHA L TEITINE T,

p=

KA ML —2ICO0—AIRY 21— L%EFERT 2%BEIE. LocalVolume 7Y =/ hD

volumeMode: block TR INdraw 7OV IR a—LEFHALABWVWTLEIL,
Elasticsearch (& raw 7AY VR 2 —AZFRATIFH A,

OpenShift Elasticsearch Operator & Elasticsearch ) VY — X & %f> T PVC ICEBI A HIFTE T,
Fluentd |& systemd ¥+ —7JL & &£ U /var/log/containers/ & Elasticsearch ICAJ %X fE L 9,

Elasticsearch Tld, KBELRY—VBREEETITEIDICTLRAE) —HIPRETT, +oBXEY -1
BWEE, BRELACAYEYT, CORBEALOETSICE. REARAT7SYyr—raryonds—9nE
EEMHL, EXREON2EEBYHTET,

TI7AIBNT, ANL—UREN 85% ITET B &, Elasticsearch IEFIRT—9 D/ — KADEIY HT
ZEIELFE T, 90% IC% B &, Elasticsearch A RERIGEICBEED Y v —REZZD/ — KHh S
J—RICBEILELDELET, L. BEREDLANILD 85% KimdD / — KA RWIGFE,
Elasticsearch #1334 7 v 7 ADEHEEER L. A7 —4% RIERED ITA&RY 7,

pa T
INSOEEE BWMES SMEWMEZSD) IFER1TY) Y —RITH 1T B Elasticsearch D7

T2 KMNMETY, ThHoDT 72 MNMEFEETEEY, 75— MNIBELT 74 ME
BEALEITN, ChoDEETS—MNTEETRIEIITEEHA,
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4.5.2. FEEIER

o OJRXANTPDKXKIEAML—TDERE

4.6. OPENSHIFTLOGGING OV R—XRX Y MDD CPUB LU XEY —HIFED
RE

HEITHE LT, ThENhD OpenShift Logging AV ER—X Y D CPUB LU X T —HIRRDE A %%
ETCEFET,

46.1.CPUBLUXEY —4IFRDERTE

OpenShift Logging A Y/ R—% ¥ &, CPU EXE) —DFIROEANDRAEEHFALE T,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
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resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUA T —DFIRRE L VEKRAIEE L9, Elasticsearch
DiGE. BXRIEEHIRIEOHA%ZHETIVELHY T,

g@z\%um LT, OVET1T7S5AH—DCPUBLUXEY —DFIRSLVEREIEEL
i’a—o

Q BBICISCT, OFaALI9—DCPUBLUXAE) —DIES L V0BEREIEELE T,

4.7 . BEA{FEA L 7= OPENSHIFT LOGGING POD FZi& o4l

TAY MNBLUVBRREFEHT 5 & T, OpenShift Logging Pod MMEED / — R TERITI N, ZDMD
T—J0— RN ENLD/ —RTEITINGBVEIICLET,

T4V MBLIUARRIE, BHA key:value DRXT7TY, /—RKRDTFTA Y ME/—RIZHL, 71V b %
BRLBRVWITARTOPod BT DL IERLET,

key (35K 253 XFF TOXFFHT, value ldHRAX 63 XFEXTOXFIIIRYEY, XFIEXFF
TIIBETHIBTZIDEIHY., XF. HFE. M7V, Ry MNBLUOT7UY—RAT75EDHBEN
TXZEY,

A% L2 OpenShift Logging CROY > 7L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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tolerations: ﬂ

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

resources:
limits:

memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy
visualization:
type: "kibana"
kibana:

tolerations: 9

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

resources:
limits:

memory: 2Gi
requests:

cpu: 100m

memory: 1Gi

replicas: 1

collection:
logs:

type: "fluentd"

fluentd:

tolerations: 6

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ Z DRERIZ Elasticsearch Pod ICEMI N FE T,

©

r

()
DAL Kibana Pod ICEMINFE T,
()]

RAFAFXF /AL V9 —PodilBMINET,

r

471 AR AFAHAL/=-O07 X N7 Pod DEZEDHIE

AJXAMN7 Pod hET§3/—K%EHFEIL, Pod DBRZFERAL THhOT7—27O0— KB ZEN5D /) —
REFRALBEWEDICTDZIENTEZET,
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ClusterLogging H R ¥ L)YV —R (CR) AR L TRRBEZOV A N7 Pod IERAL, T4V &/ —
NEikT/—RIERALET, /—RDTFA YV ME TAYVMERRBELABVWITRTD Pod 2EF T 5
&5/ — RIZIERT % key:value pair T3, D Pod ICIZAWEFED key:value R7 %2 FHET 5 &
T, OJZRARNT7 Pod DHANED/ —RKRETERITINDLIICTEZET,

FI7AINT, AT A NT Pod ICIZFUTORELHY £,

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

=S5

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

FIR

1L UFoax > R%&@EHEL T, OpenShift LoggingPod #X45 Y2—)IL$%/—RKIZTFTA Y &
BmLExEd,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

ZDBITIE. T4~ b % F— elasticsearch, {& node. &L U T 1 >~ ~DIWE NoExecute D
#» 5 nodel ICEEE L 9, NoExecute effect D/ — Kk, 74~ MI—T % Pod DA %E R
HTa—)LL. —BLABWEEED Pod #HIBR L X9,

2. ClusterLogging CR @ logstore 27 < 3 >~ %##R%&% L. Elasticsearch Pod DR %HREL &
ER

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RICEMLAF—%Z2EELET,

Exists Operator #38%E L. F— elasticsearch D% 271 > M/ —RICEET ZHE
NH3dEDICLET,

NoExecute effect #3iIEE L £ 7,

o0 09

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENBHEEERELF T,
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ZDARIE. ocadmtaint AY Y RTHERINI=TA VY hNE—BLFET, TOREDH S Pod IE
nodel ICAH 21—l TEZXT,
472. BAREFAL7AOTEY 2754 % — Pod DEZE D &1

OJEY 2754 —Pod AETINE/—REHIEH L. Pod DBERZFERA L THEOT7—70— KD
FNoD/)—REFRALAVWEDIICTERIENTEET,

ClusterLogging 1 2% 1) Y — 2 (CR) A L CARAO/EY 1754 #— Pod ICEAL. 74
VIMNE)—REKRT/—RICEALZEY, /—RFRDTFA YV ME T4V MEBTRLABAWVWTARTO Pod
HHEETBEL D/ — NIZIERT % key:value pair TY, D Pod ICIEAWFED key:value R 7 % {§
A9 % Z & T, KibanaPod D&% €D/ —RKETEITTEET,

([} =355
® OpenShift Logging & & U Elasticsearch 1 Y XA h—JILI N TW3,

FIR

L UTFTDaY Y REFRALT, OJEY 2754 —Pod A7 a1—ILTB2UREDHD/—K
IKTA4 >V MEEBMLEY,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 kibana=node:NoExecute

ZDOFITIE, T4 & X —kibana. & node. B&L VT 1 >~ MD3WER NoExecute DH %
nodel ICEZE L £ 9, NoExecute 71 » b effect 2{EHTZHNELHY 9., NoExecute
. TAYMI—BTDPodDHFERTTa—ILL., —BLABVWERFED Pod #4IBR L X9,

2. ClusterLogging CR ® visualization 27 > 3 % #E& L. KibanaPod DRBEREL X T,

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RIZEBmMLAF—%2BELET,
Exists Operator #3187 L C. key/value/effect /X5 X —4 —H—HFT2LIICLET,
NoExecute effect #¥gE L £ 7

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod D
J—RICNA Y RENBHEBEERELF T,

0009
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ZDRAIT. ocadmtaint IVY RTERINIETA VM E—BHLEFT, TORBRDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

473. BRRBAFALAOY L U4 — Pod EREDH1E

AX>JaL 979 —Pod X795/ —RK%WHEL., Pod DRRE=FEHAL THHOT7—27O0—KHZh
5D/ —REFALAEVWEDICTZIENTEET,

A% ClusterLogging X% L)Y —Z (CR) TAFX Y /AL V49 —PodIlBEAL., T4V M/ —
Kk T/ —RNICBERALET, 741V MBLUVBERZFEHAT S E. Pod BN A EY — CPU R EDRERE
ICE2TIEYI RINABWEDICTBIENTEET,

FI7AINT, OFFAL V49 —Pod ICIELULTORZBELHY £7,

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

AR
® OpenShift Logging & & U Elasticsearch 5’1 Y XA h—JILI N TW3,

FIR

L UTFOaOY Y RAaFERLT, OFX AL 949 —PodOX> 5L 949 —Pod &Ry
Ja1—ITBEREOHD ) —RICTAV M EBIMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDFEITIE. T4~ h%&FX— collector. & node. &L UVT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £9, NoExecute 71 » b effect 2{FHTZHNELHY 9., NoExecute
. TAYMI—BT2PodDHFERTTa—ILL., —BLABVWEEFED Pod #4IBR L X7,

2. ClusterLogging 7 2% ') Y —X (CR) @ collection 2% v HAig&EL T, OF¥>/aL 7
4 —Pod DRREHRELE T,

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

ﬂ J—RIZEMLAF—%Z2EELET,

110



FAE QXY I/TFIOM AV bD

Q Exists Operator #3387 L C. key/value/effect /X5 X —4 —H—HFT 2 LIICLET,
9 NoExecute effect #3§E L %7,

Q 7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENZHEEERELF T,

ZDRAIT. ocadmtaint IV RTHERINIETA VM E—BHLEFT, TOBRARDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

4.7.4. EEIER

® Forwarding logs to an external Elasticsearch instance .

48. /— Rl 7% —7%{FHL 7% OPENSHIFT LOGGING ') YV — X D&

J—REL V4% —%{#ALTElasticsearch. KibanaPod #2745/ —RICTF7TOAT2IENTEZE
£

4.8.1. OpenShift Logging ') ¥V — 2 D# &)

Elasticsearch # & U Kibana 7 & M OpenShift Logging AV R—3® Y kD Pod #2423 /— RIZF 70O
4 4 % & 5 IC Cluster Logging Operator Z5%E CX £ 9, Cluster Logging Operator Pod IZDWT I,
AVAM—IWINLGANOBETEIEETEI A,

7= & Z X, ElasticsearchPod @ CPU, X E—8LUVT 1 AV DEHEIFGWN=HIC., T D Pod #FID
/_ F‘:@@JT%&TO

=S5

® OpenShift Logging & & U Elasticsearch "1 Y A h—ILINTWB, I 5DHEEIXT 7 4L
NTAVRAM=ILINFEHA,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3

X5
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nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

w@ﬁ]@ﬁb“%&i:‘f N7 nodeSelector /XS XA —4—%, BHITEZ2HEBEOHZIVR—FRY
MIBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /—RICIEE
IN/MBEICED VT <key>: <value> R7 2 HHT2IEETEXET, 1 VITTRANTY
Fr—/—RNIZTA Y MEBMLEGEK. —BT28RELEMLET,

%
AVR—RV MO BEIL-Z & AFERT 5ICIE. ocgetpod-owide Y Y RAEFEATEET,

EI-I;

UFIChZERLET,

e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — KO SBET 2 NENH 515
a. UTzaERTLET,

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide
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H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2  Running 0 27s 10.129.2.18 ip-10-0-147-79.us-

east-2.compute.internal <none> <none>

e KibanaPod Z. ERHA Y7 3ANZ U Fv—/— KTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICBEIT 2HENH DHBE. UTEEITLET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.21.0

/ — RIZIE node-role.kubernetes.io/infra: " SR H D Z EIFRE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Kibana Pod ##% &9 % ICI&. ClusterLoggingCR %#iR&EL T/ —REL 749 —%BIMLE T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
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14

kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

J—REKROSRIVICT—HT D/ —REeEL VY —%EBMLET,

o CRAIREFELLZIC, IRTED KibanaPod IE#& T L. R Pod AF 704 I FE T,

$ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — R IZEHM N F T,

$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

LIES<92E. JtD Kibana Pod B HEIBRI N ZE T,

$ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
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X5

elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.9. SYSTEMD-JOURNALD & & U FLUENTD D& %E

Fluentd DY ¥ —FILD S DFHEARY Y, v —FILDTF T 4 IV FBEEIZFEEBITELS., vy —FILD
VAT LAY —EZNSLOOF VT FEEICHVWTW ZENTIRVWEDICTy—FILIT Y M) —BD5%bh
naaEELIrHY £,

Jvy—FITIVRN)=DEKbNED%FE<C T ENTE B LD IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (N ERIFGEIF I HICHWME) 2R ET 2 I EN’HREINE T,

4.9.1. OpenShift Logging Fi M systemd-journald D% 7E

TOCz I MNDODRT—=ILT Yy THIC. T74I M 0OAFY TEBEICIEWVW SHDRABIUEICLRDHE
rHY FT,

ez, O7HROINSAWVESIE. journald DEEFIRA3|E LIFZ2REAHDIGELHY T,
—EHERFET Ay E—IUBEAE L T, OpenShift Logging 07 % KO v FH$ITBEIR) Y —
ZEFALABAVEIICTEIENTEET,

. QT ZREWIT2REDHZHEDHN, ATV 2RETHHE. OJT2RETZHE AT 2REY
ENEIDPTDHDREEZRESTHIEETEIT,

FIR

1. MWERFRE T /etc/systemd/journald.conf 7 7 1 LW E £ 5 Butane 5RE 7 7 1 /L 40-
worker-custom -journald.bu % E L £ 9,

ya 13!
_ Butane DFFfflild. Butane A LYY VEREDERESIRL T I L,

variant: openshift
version: 4.8.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes 9

1

fit
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® o

ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month ﬂ
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% Q
SystemMaxFileSize=10M @

journal.conf 7 7 A JILD/IN—3X v a VR ELE T, 0644/ N\—I v a3 V%R ET D
EDVHRINTT,

AN 774NN AT LICEZIRAEFNZRICENODOVEEMRT 2N EIDEBELE
T, YeSHIBEL TA Y E—VEEMTED. Ll noaBEEL TEMLAVEDICL
9., 774/ ML yesTT,

AJA Y=V %EETEIHNEIDNERELTT, TRhENICDWT, T74/IFTno
IKREINEY, UTZHEELET.

e ForwardToConsole: 07 %> 257V Y —)LICEELE T,
e ForwardToKsmg: O/ % h—xI)LAJ /Ny 77 —ICERELF T,
e ForwardToSyslog: syslog 7—E >V ICEREL X 9,

e ForwardToWalll X v tE—Y % wall XvE— &L TIRTOOTA VY L TWEDI—
YP—IlEELET,

v —FIIV N - RETIRABEEZIEELEFT. HFEEZADLTHHEEELE
9. i, year, month, week, day. hEFhlEmABEDEMEEHTT, EWICTS
ICIF0EAANLET, 74/ M 1month TY,

L — MNEIBRAE%E L £ 9, RateLimitintervalSec TEZHE I N 5 HIRIIC. RateLimitBurst
TEEINZULOOITD’ZEINDHE. COHBHROEBIMDOA Y EZ—JETARTID
HEMRTIZETICRAY 7ENET, 77 4/ METH % RateLimitintervalSec=30s
$ & V' RateLimitBurst=10000 238 E T2 Z &N HEINF T,
OJDREAEEEBELET. T 7 4L K& persistent TT,

e volatile: O 7 % /var/log/journal/ D X E ) —ICHFEELE T,

e persistent: 07 % /var/log/journal/ D7 4 AV IZRF L £, systemd IFF7E L A2 L
BERTAL I M) —%EHRLET,

e auto: 71 LY N —HEHETBHBEIC. O % /varlog/journal/ ICIREL X9, F7E
LAWHEEIE. systemd &0 7 % /run/systemd/journal I —BMICREL X T,

e none OV %REFELEFHA, systemd g RTHOOV %A KOy FLET,

ERR. WARNING. NOTICE, INFO, 8&U'DEBUG OJICDOW TV v—F I T 71 %
TARVICAPIE2ETODYAN LTI MNA2IBELET, systemdd. CRIT. ALERT,
F72IE EMERG OV DZERT CICAPEMABLET, 774/ ME 1sTT,

Iy —FIPMERTE2RAYA XEHELEY, 774/ ML 8GTY,
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systemd "ETHEDH ST 1 AVHEEDOY A X =B ELET, 774/ ML20% T
-a—o

o

/var/log/journal |IZKERIICRFEINZEROY v —FIL 7 71 IILDRKRT A X %E/EL
F9, 774 KMEIIOMTY,

o

R

L— MNEIREHIRT 2548, YATLOAOFXF VI TF—EVODO CPUFEAENS
KBRBZELPHYZFTT, LanzrOoy NI NTWEAIEEHDH D
AvE—IPNBIND-HTT,

systemd SR EDFFHMICDOWNT

I&. https;//www.freedesktop.org/software/systemd/man/journald.conf.html Z &R L T
KXV, TOR=JILT—EBRRINDT 7 4L M&EIX OpenShift Container Platform
ICIEBERINARVWEREENHY £7,

2. Butane AL T, /— NICEREIN 3% E% S MachineConfig # 7>/ K7 74

(40-worker-custom-journald.yaml) # £ L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3V UREEHEALET, UTICAlERLET,

I $ oc apply -f 40-worker-custom-journald.yaml

J> bO—Z—IEFHE D MachineConfig # 7Y = 7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v a4ERLET,

4. FIROL VF ) VITINZBREDE /) — RADOO—ILT7IMNDRAT—9REE=H—LFT,

I $ oc describe machineconfigpool/worker

H A B

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

4100. AV TFVREHFR—K
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4101 Y R—MI N BEE
OpenShift Logging DFREDH R— M I N2 HEE LT, AETHEINTVWEA TV a VA FRALT
INERETBIENTEET, YR—FMINTLRWMBDOREXFRALAVWTLLEIL, BRED/S
%4 L' OpenShift Container Platform 1) V) —AETEBEIN S AEELAH Y. TDO LI REFIE. %
EDTRTOAREEIFHEINTWEBEOAHABENICHIETEET, AETHAINTWBEREUAD
HREAEMMAT 5B A. OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator
NEDZRAET Z7H, EERBRIEEKRDODNET, Operator idT 7 4 IV N TEZEINLREBICTRTE
LET,
Pz
OpenShift Container Platform K¥ 1 X > M TSI TWRWREZERITT 5 BED
3 %5E. Red Hat OpenShift Logging Operator & 7z l& OpenShift Elasticsearch
Operator = Unmanaged (BIEN) ICRET 2 ELFHY T, EIEH D OpenShift
Logging IRiElL Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZRELEEA
410.2. B R— M INARWVEERE

PFoavR—%xY MaZEEY 3ICIE. Red Hat OpenShift Logging Operator % Unmanaged (ZIE4)
DRREICERET D2HENHY T,

e Elasticsearch CR

e Kibana 7 7A4 Xk
e fluent.conf 7 7 1)L

® Fluentd 7—E> v b

DUFDIvR—3> N%ZET %ICIE. OpenShift Elasticsearch Operator % Unmanaged(ZE44) DIk
RBICRETI2REIHYFT,

e Elasticsearch T 7O4 XY K7 714,
BRBICH R— MRRAEINTUVWBE Y —RIZIE, UTFAEENET,

o FUANMDO/O—FT—YaVDRE, T74 N bDOOATO—FT— 3 VERERIEETEE
A,

o ELAOJDIZHORE. OF AL I —DHEAT7AILNDIBHE2EESTHI LI TEIE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T9,

e OZALYYayvoARay MYV F, OJaL 79 —IlL>TOIPFEAIARONZEE % FHE
LTEETDZEIFETEEHA,

o RIEZHZFALAOX /AL VY —DFRE. REZHAFHALTCOJ/IL IV —%ZTET
ZEldcEEtHA,

e O7ILU9—IlI>TOVEERILT DAHAEDERE, T 74N MOOJTDOERILEZEET S
ZERTEFEEA,

4.10.3. EEEA D Operator DHR—FRY o —
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FAE QX T/TFIO4 XY bDE

Operator M EIBIREE (£, Operator NEREHRYICIV SRS —HDEETZIVR—FKV DYV —%
TOT4TICEBLTWREHNEI DN EEDE T, Operator ' unmanaged JREEICEREINT W15
B, INIFEREDERICREZLET. BEFMEZELIEA,

INIEEEBRB I SR —PT /Ny JRFICEFITT D, BSEHADIRED Operator IFHR—MIN T,

PSR —BEEFEFIELZDIAVR—RVINBEESLVC Ty T L —REaZ2IHELTWSZ & ARIR
ELTWET,

Operator (FLA T DA EEFER L CTEBADRBICEKETEET,
e {ARBID Operator &E
fERID Operator IZI&, Zh 5 DEEEIC managementState /X5 X —4 —AHY F T, ik
Operator ICISCTIFEFIFERAETTIVEATEEY, /=& A X, Red Hat OpenShift
Logging Operator (EEE T Z2HAILYY—R(CR)ZEBTEHIEILL>TINEEITLE
A, Cluster Samples Operator &7 5 249 —2&kDERE) VYV —R=FERALET,

managementState /X5 X —4 —% Unmanaged ICZ & § %354, Operator D) Y —R %
TOT47ICEBLTHELYT, JVR—XXVMIBAETZ772avERLAVWIEEZEEKL

Y, Operator IC&>Tld, 77 RF—DEL. FE) AN —DREICRDAREMENDH 2
&, TOEBRREBICHG LARVWAREELGHY X7,

fE@%I D Operator # Unmanaged JRAEICEE T2 &, FEDIAVR—FRYV

& L OHBEDN Y R— P RFAICAY E T, TR—MEET 2IC1E ]|
HIN/MEE% Managed RKETHIRT 2BENHY T,

DIk

H
[=]

e Cluster Version Operator (CVO) DA —/X—5 4 K

spec.overrides /X5 X —4 —% CVO DFREIEMT &, EEHFIEOAVR—XY MIDWT
D CVO DEMEICH L TA—/NN—F4 RO—EZEMNTEZEYT, JVR—RV MIDWVWT
spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TIL—
FATOv I3, CVODF—/N—F4 RABREINLRICBEEEICT - MIEFINF
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

DIk

H
[=]

CVODA—N—F5A4 REERETDE, VTR —2EDPHR—MIhian
REICARYFT, YR—MEBGETBICIE. —/N—F 14 REHIRL =%
IC. RESNBEEZBRIIVENINHYET,
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FE5E )Y —200O07 DR

OpenShift CLI (oc) 8L UWeb IV YV —ILAEFERAL T, EIR, 77O XY M, LV Pod BED
£@B)Y—200752RRTEET,

R

Yy =207, FIRINOVRIEREZRHBTEIT 74V NOBRETT., OJ D
BBLIUVRRODI VAR TV R%5@IET BT, OpenShift Logging 24 Y A h—JL
TEHIENHERINE T, OpenShift Logging id. / — R RFLDEEQY, 77
—ravavrr—o7v, LAV ISAMNTIFv—0O7 72 ED OpenShift
Container Platform 7 2 24 —D'6DIRTOOVEFHOOT A M FPICEFLE T,
RIS, Kibana A V9 =71/ A AL TAYT—9%20T)—L. RHEL. ARET
XFEY, YVVY—20O771E OpenShift Logging A7 A MNFICT VA LFEHA,

51 )YV —20O07 DK

OpenShift CLI (oc) & U Web AV Y —ILT, BNV Y —RADOOJ%ZRRTEET, OTDOREHMI D
smARLNZOY,

AR

® OpenShift CLI (oc) ~NDT7 V£ X,

FNE (UI)
1. OpenShift Container Platform 3> Y —JL T Workloads —» Pods ICREIT 20\, £LIEAET
%)Y —2H5 Pod ILKEEIL T,
p= T
EIRRED—ED) Y —RICIE, BEFEIIT)—F3PodbHYFEFEA, D

EORIGEITIE., VY —RIZDWT Details R—Y T Logs ) V7 #HETEXFE
ER

2. RAOy T oo x—a—hoFOVc 7 bEREIRLET,
3. AEBT B Pod DERIZV )Yy I LET,
4, Logsx 2 Yy LET,
FIE (CL)
o HEDPodDAJERRLET,
I $ oc logs -f <pod_name> -c <container_name>
ZIT UTDLYICRY XY,

-f
F7a v OJICEESRAFNTVWIRBIA>THATE I EA2BELE T,

<pod_name>
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-visualizer-using

E5E Y Y —2007DFKRK

Pod D&RIZEEL X7,

<container_name>
A72av: AVFF—ORFMEBELE T, Pod ICEHOIAVTF—DH2HBE. IV T
T—REEBETIHVENHY T,

UTFICHlERLES,
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

A7 74ILOARBNPHAINZET,

e BEDYY—RDOJEKRRLET,
I $ oc logs <object_type>/<resource_name> ﬂ
Q@ /91 TBLURMEEELET.
UFICHZERLEYS,

I $ oc logs deployment/ruby

A7 74ILOARBNHAINZET,
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BEEKIBANA ZERA LI SR —OJ DRR
OpenShift Logging ICi&, INEL7OJT—9 ZRBILT 2/2DD Web AV Y —ILAEFNET, B
?51 OpenShift Container Platform Tl&, ARt TEX 2 LI ICKbana IV Y —IL%ETF 704 LE
AJEY 2754 —%FEALT. T—9 TUTERTTEET,
e Discover ¥ 7=HALTT—9%2®mFEL. ZRLIT,
e Visualize ¥ 7&EALTCT—9 DIV 7%Kkn~L. 7—9%<3 vy FLET,
® Dashboard ¥ 7AFERALTCHRY LY v a2 R—REFERL. TRLET,

Kibana 4 V¥ —7 24 ADFEREBLVREICDOVTIE. FETIRFEWVWEFEA. FEMICDWTIE, Kibana
RFraXvbh ZzsRLTKEIY,

pa 3

EEOJIL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %
VAIREINF A, Kibana TEEOVZ2RRT 5ICIE. O78REAPI 2fEAL T,
EEOJD defaut EOHAEFERT /11 TS5 VERETIVLENHY FT,

6.1L.KIBANA A VT v I AINY—VDES

ATy YRR =, ARIET DUHEDH % Elasticsearch 1 VT v VR 5E&HLZE T, Kibana T
F—YBEMEL, ARILETDICE. A VT IRRI—VBERTDIREIDHY XT,

=S5

e Kibana TinfraB LW audit1 V75 v I A%RRT BICIE. 12— —ITIE cluster-admin O —
JU. cluster-reader O—JL, F/zId@MADOO—ILHABRETT, T 7 4L D kubeadmin 1—
HF—IZIE, TNODA VT Y IRERTTDEODBEPLAN—I v avrby £7,
default. kube- & & U openshift- 702 19 hTPod 8L UPAVARRTEBIHA. Inb
DAVTFYIRITIEATESIFTTY, UTOAYY REFERAL T REQOI—HY—H1HE
PRNR—I v avaFHE >TVWBENEIDNEHRTEZIENTEET,

I $ oc auth can-i get pods/log -n <project>

R

EEOJIEL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRAIREINFEH A, Kibana TEEOV%ZXRAT 5ICI1E. O JERE AP
HEALTCEEO/D default HA%AFERT /N1 TS5A VARET D2HELDH
L) i’a—o

® Elasticsearch R¥a XV ME. A1 VTV I RNY—VAEERTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
BADDBAEEEELIHY £,
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store

6= KIBANA ZFHLAY7 A9 —OJDERR

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2aVvaERT2IC1E, UWTFEERITLE
£

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )w Y
L. Logging #ERL £ 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 7 v 7 R
N =V FERLET,

o ZFa—H—E TOVI/MOOJEWRT B7HIC, Kibana ICFIHTOY A VT BERIC
AVTYYIPANY =V EFHTERT D2UENHYET, 2—F—Iidapp &I ZFIDA
VTY YRR =V EER L., @timestamp BfE 7 1 —)ILRAEFRLCaOVYFF—0O7%
KRS DUBENHY ET,

o BEI—H—(FZhTh, RHICKbana lCOY M >~ 9 BKIC. @timestamp B 7 1 —JL
FaEA L Tapp. infras &P audits1 7y I RICDVWTA VT I RN =V %K
TEIMENHY FT,

3.FRA VTV I RN —Uh 5 KibanaDETY 2754 £—2 3 > (Visualization) Z/ERK L £
ER
6.2.KIBANA 2 FH LAY SR —O7DXRK

KibanaWeb VY —I)LTY SR —DAOJ%#KRRLET, Kibana TF—¥ %2FKRL. /BT 5%
[CDWTlE, AETEHEWFE T A, FMIE. Kbana FFa XY b 2#5BLTLEIWL,

([} =355
® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,
o Kibana 1 VT v I RN —VUDEFET 5,

e Kibana TinfraB L Waudit1 V75 v I A%RRT BICIE. T—H—ITI& cluster-admin O —
JU. cluster-reader O—JL, F/IZWMADOO—ILHABRETT, T 7 4L ~®D kubeadmin 1—
HF—IZIE, INODA VT YIRERTTDZODBEPLAN—Ivavrby £7,
default. kube- & & U openshift- 7O 19 hTPod 8L UPAVARRTEXBIHA. b
DAVTFYIRITIEATESIFTTY, UTOAYY REFERAL T, REOI—HF—H1HE
PRNR—I v avaEFHE >TVWBENEIDNEHRTEIENTEET,

I $ oc auth can-i get pods/log -n <project>

pa

BEEOJIE. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRIREFEINFEH A, Kibana TEEOV%ZXRAT I, O JERE AP
HZEALTCEEO/ O default HA%EFERT /N1 TS5A VARET 2HELDH
L) i’a—o
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html
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FIE
Kibana TOVA2XRTRT DICIE. UTEEITLET,

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )vy
L. Logging &R L 7,

2. OpenShift Container Platform 3>V Y —JLICA YA v 2OICFERT 21 D &R CRELIER
AERALTOJ14 Y LET,
Kibana 4 ¥4 —7 =4 AN EEL £ T,

3. Kibana T Discover 22 ) w7 LZ ¥,

4. EEBOROY T I AZa =R LA VT v P R/RF—> (app. audit. F7i
infra) Z:#8IRL £ 7,
OJF—=%13, 91LRAYVTREDRFIAVNELTRREINET,

5, 94 LRIV IHEZDORFaXVMNDIDEEBELET,

6. JSSON4 7% w2 L., R¥axrybhoolsTovh)—5KRRLET,
fl6.1Kibana DA Y I7SA SV Fvy—aAJTITV M) —DH VT

"_index": "infra-000001",
ll_typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFiIOGUyOWMS3",

—_

_version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"

}

"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace",
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

2
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
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"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.4222"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
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F7EOTVDOHNEDODY —RKRNN—F 4 —AFXF VTV AT LANDERTE

7 7 # ) b T, OpenShift Logging I ClusterLogging 1 249 L) YV —RICEHZINE T 74 NDOA
I8 Elasticsearch AV A R 7ZICAVTF—BLVA VI AMN SV Fv—OT%EELET, EL.
BEEOJIIHBRANTICEFLEFRA, EFa2aT7RAMNL—YJZRHBELARVEZDTT, TOTFT7A4IK
RENBEMARLITHEICIE. V5R9—OT 7479 —%BRETIIVEEHY A,

A7 Mo T7 ) 5—4—IFEET %I2IE. OpenShift Container Platform 2 5 X4 —0O49 7 #
D—45—%FRALET, COAPIAFRTZE, AVTFHF— AVISARNSVFr—BLUEEQY
EOSAY—RADEEDIY RRA Y MIEETEET, ISHIK, BRZI9M 700723 FIFEA
VATLIGEETEDS LD, IFIFRI—Y—DPZRTIhDIA SIITIERATEET, k.
Transport Layer Security (TLS) D% 7R— b Z2B#ICL T, BOZEHICEDLETCOTA2RLIEET S
ZEHTEXET,

R

EBXOT AT 7 4L MORWER Elasticsearch AY A N PISEETBICIE. BEEO /0Oy
A NTADERE THEINTWEEDILIVZRY—OT 747 —49—%FHALET,

71. 070 — RK/IRN—F 4 — AT LAANDERE

PSR —0O7ENEY— KR—F 1 =Y A7 LICERET % I21E. ClusterLogForwarder 1 X4 L)
Y—2Z (CR)ICBEIND HAO BLV 1TS54 > %#FEL T. OpenShift Container Platform 7 5
AY—HADREDIY RRA Y MO EZEELFT, ADEZFEALT. HEOTOY = MIEE
FFohz7F)r—>a30005T Y RRA Y MIEGEETEZIEETEET,

o HAOld, EHETZO/F—YDIEE. FHIEOTDEELETT, HAORUTOWThADY A
TICRYFT,

o elasticsearch, #Zf Elasticsearch 1 ¥ 2% > X, elasticsearch H 1 Tl&., TLS #EfxsE
HATE%d,

o fluentdForward, Fluentd #4%R— M 24OV EEHY Y a2 —>ay, DA T3y
\& Fluentd forward 70 b JJL%AERA L 9, fluentForward tH711d TCP & 7% TLS #i%
HEATE., ¥—2J L v M shared_key 74 =L REBEL THEF—DRIAE Y R— b
LEd. £EF—DRLIE. TLS OERICERAKFERTEET,

o syslog. syslog RFC3164 F7<l& RFC5424 7O M J)L&HR— N3 B H4EO0 £V
)a—> 3, syslog HAlE. UDP, TCP, /X TLSEHAsFHATEET,

o cloudwatch.Amazon Web Services (AWS) B RRA RN BE=Z4—Y v IBLvO7 R b
L—YH%—EXT#H 3 Amazon CloudWatch,

o loki, Loki:Z KEAMICAT—FTIVTHREDOEWVILFTF Y NOTEEY XT L4,
o kafka, Kafka 70—7—, kafka li70id TCP £/ I3 TLS itz AT X7,

o default, FIER OpenShift Container Platform Elasticsearch 1 Y A4 VX, 77 #JL hDH
NZEHBET2REIEHY FHA, default ENZERET 5% A, default £ 0% Red Hat
OpenShift Logging Operator BICFHINZ /2D, TT7—XvE—IUMEEINET,

HAURL ZF—AIC TLS(HTTPS TLS. F7<1F UDPS) " ERIZE, TLS H—/—RAIDFR
AEDNEMICRYET, V5477 MREEBEMICT ZITIE. H 1T openshift-logging 7’00
IV RDY—=T LY Ft:%ﬁﬁ’é? ETI2HENHYET, P—7 L v NI, tls.crt,
tls.key. &L U ca-bundle.crt DF —HAEFFNIZRENHYET., I bld. ThENLKRT
AAEESRLEY,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

F7E OTONBOY— KNR—F 4 —AX VT AT AANDERE

o RATSA VI, 1200794 Thb12FLIEFEROED~ANDEMIL—FT VT, TiE
EETZOVEERLET, O794 TEUTOWThMICAY £,

o application, 7 S R9¥—TR{TIND, A1 VIZANSIFv—aAVTF+—T TV 5—
vavERLAI—Y-—TFTFTr—avil&oTERINBAYTF—OY,

o infrastructure, openshift*. kube*., 7 (f default 7O - M TETIN S Pod DO
VFT—O78LT/—RT7AINIRATLDORBINE Y v—F)OY,

o audit/ — FEEE Y X7 A, auditd. Kubernetes APl #—/X—_ OpenShift APl #—/3—,
BLUVOUN XY NT—VTERINZEEDY,

NAT54 v Tkeyvalue R7%2FERATZE, PFUMNDYROTAYE—JITRILEEN
TEET, L&A OT—9 VI —ICEEINZIA v E—VIITINILEEMLEY., ¥
A7NCATICSRIVEMIFRLYTEIENTEET, 77V MBI EIN)LE0
TAyv =Y ERICEEINET,

e ANF. REDTOY Y MIBEEMITONZT TV r—2avndanR4 754 VIlEEL
i’a—o

A TZ54TIE, inputRef RS A —4—%FRAL TERET 207491 &, outputRef /85 X —
Y—%FRALTOV%2&EET 2I5MEEHR LT,

RORUSTERL TSI,

e ClusterLogForwarder CR#A 7> =7 MDFHET AT, default HADHZ/X4 TS5 4 UM
BRWRY., O7IE&T 7 4L K Elasticsearch 1 Y 249 Y RICEREI W FH A,

e 77 # )L KNT. OpenShift Logging I& ClusterLogging h 24 L) VY —RICEEIND T 7+
JU N DREB Elasticsearch A AN FZICAV T F—BELPA VISRV Fvy—O7%EFL
F9, 2L, BEEOJIIRBRAMZICEELEFRA. EFa2T7RAML—VERBLAVE
HTY., IDOT 74N MNRENEHZB/IIZAICIE. AOTEEAPI ZRET HHRIEIHY F
Ao

o OJ9ATDNA T4V EERLRWEE, RERYM FonJid Oy F3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBET 2EDD, infrastructure ¥ 1
TONRA T4 U %&IBELRWEA., infrastructure O KOy I F T,

e ClusterLogForwarder 1 2% L) Y —X (CR) THADERD Y 1 TxFEAL. OJEEHD
ER27O0MINEYR-FTEIH—N—ITEEFETEIET,

e NI} OpenShift Container Platform Elasticsearch 1 Y R4 YV R l&, BEEO/DEFa2T7RA b
L—Y%RELERA. BEEOVAGEET 2V RATLNMEBE L OCBUTORFICER L TH
Y, BYICEF 2V T4 —DPREINTVWDBZEAERT DI EIHREINTVET,
OpenShift Logging &N 5 DIRFNICER L FE A,

o X—PvY—ILy bk, Y—ERTHIV KN K—rODA-TV, FFZ/o—-—)L7Ooxs—
BRERE, NEDBETHREERDIURMEDH ZEBMREEERL, HIFTINHELGHY F
ER
UTofITld, BEEOQ Y %t 2 744 ER Elasticsearch 1 Y AY Y RICEEZEL, 1V T7S5AKNS Y
Fy—AOJ A tx 17 THRUVWHAER Elasticsearch 1 Y RY YV RIC, P7FY 45— 3 vay % Katka 7
O—h—Il&EEL, 7Y —>a3>r0%7 % my-apps-logs 7O =2 b H 5 AER Elasticsearch 1 >~
AH T AICEELF T,

AOJEEORAENRS TSA VDY T
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app 6
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

Q ClusterLogForwarder CR D £Hild instance THE2UNENHY T,
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o9

o O o

F7EOTOABOY—RKNRN—F 1 —AOF VI AT LANDERE

ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
Y=Ly hetEFaTRURL ZEALAtEF 2772 Elasticsearch B DERE,

o HAN%EHY 2 &AL

e HHDH A 7 elasticsearch,

o EEEIAZL. AWM URL & L TO Elasticsearch 41 YR VY ADEF 172 URL &
J:U{‘/_ﬁ_ I\o

o TLSEBEDIYRKRRAY NTHERY—V LY b, ¥—7 L v M openshift-logging 7
AV MIFRETIRENHY I,

FEt & 1 7772 Elasticsearch H DR E:
o HAO%EEEhd B LA,
e HADH A 7 elasticsearch,

o EEEIAZL., AWM URL & L T Elasticsearch 41 Y 29 Y 2D+ 2 7 Tl
URL 8 L V'R— K,

EFXF1TRURLZN LY 547 MEREE TLS BIE &M L 7 Kafka MO DERE
o HAO%ZEMRY 5 HHL
o HAOD% A 7 kafka,

o Kafka 7A—H—DURL BLVPR— %, EEFLZECEPLMBT URL & LTHEEL X
-3—0

my-project namespace NS 7 ) r—> 3 vO5 % 74 IV —F BDDANDEE,
EEOY &t F 17 2HER Elasticsearch 4 Y A Y YV RIEET BN/ TS54 VDHRE,
o A T754VEERAT 5AR
e inputRefs (3074 1 7 T9 (fl: audit),
e outputRefs (ZFFAT 2 HADEARITY, ZDHITIL, elasticsearch-secure &tz 217
% Elasticsearch 1 ¥ 24 ¥ ZIZEriX X ., default [&AER Elasticsearch 1 ¥ 24 >~ R TEx
EINET,
o F 7 ar:OJIEINTZ2EHDINI,
A7y av:EEkIhiJSONOY TV M) —% structured 7 1 —JL KD JSON A T2 ¥ b
ELTEETENE DN ERELET, OV M) —ICBWNRBELLINL ISONDEETN S
DEIHYET, 5 THRWIHEIX OpenShift Logging I #&Elt 7 4 —JL RZHBIBRL. KDY
IKAJITV MY —=%5FT 74 MDA VT v Y R app-00000x ([CEELF T,

T av:XFH, AOTIEBMNT 21 DFEIETEBDS NIV, "true" R EDB|BIEIE. 7—IVE
ELTTRARL, XFIMEE LTEHBINDLDOICLET,

AVISANSIVFvy—OT%tF 217 THRWHAER Elasticsearch 1 Y RAY V AITEFET 570D
RATS54 VDERE,
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my-project 7O = 7 hH S HEL Elasticsearch 1 Y XY Y AICOT A ZEET B7DD/INA TS 4
v DERE.

o NATS4V%RBT AR

inputRefs (345 E D A 71 my-app-logs TY,

outputRefs (3 default T9,
o FTTav:XFI, OJIEIT 21 DFIFEHRDOI NI,

@ NRATZAVEDBRWBERICOT % Katka TO—H—ITEET BDD/RM 514 VDRE.
e inputRefs (207 % 1 7T (fl: application),
e outputRefs [IFERAT HHAODEREITT,

o A7 av.xFH, AVIEMNT %1 2FLIEEHRDS NI,

NEBOTT7IT) T —4—HLFEATERWGAED Fluentd ® O 7 DNE

AEOXVIT7 ) F—5—DFETEY, OV EZETETRVIGE, Fluentd &k L TO 7 % IN&E
L. ThozN\y 77—IREFELET, Q77 )5 =9 —hrHATREICRD &, Ny T77—3h/O
JHEESE., OV DERENBRAINET, Ny 77 —HNTRIC—MIZARS &, Fluentd (20O 7 DINE % =
1IE L9, OpenShift Container Platform 3@ 7 Z0—7F—Y 3> L. ENHZHIBRLE T, /Ny
77— A X&RABLEY., KERY 2 —LEXK (PVC) % Fluentd 7—E >t v MF7(E Pod IZEM
LY BIEETEERA,

7]‘ &R DOFEEE ¥ —
ZTlE. —BHARF—91TE2RLET, HAYA TIEEMORRF—%2HR— T2EDEHY F
To HABBDRET7 1 —ILICEFEHLNTVWET, IXRTOMERIEIAFT>a v Ty, BET 25—
ZRELT, BEBRQEF2Y T4 —HBEZEAMIILEFT, F—PP—ILy b Y—ERT7HT VK,
R—MDA—T Y, FEI/O—"NLT7OFY—RERE, AROFTETRLEE LD ABEMEDH 21BN
BREEERL., HETIVENHY T, OpenShift Logging &, FREEDHEAEHLEEDAR—B =R
LEHA.

Transport Layer Security (TLS)

v—29 L v LT TLSURL( 'httpy//.. E7cid 'ssly//..) A ERT 5 &, HAMA TLS H—/N— @53
DM\EWJ:M ¥9, V=LY NEED, ROATa v 74—l REERFELT. BIND TLS #
%E-LJJ“— L/i_a—o

o tiscrt:(XXF5) V547V MNIREEZSTU 7 7M1 V%, HERIEEZBMICLET, tis.key
NBETT,

o tiskey:(XFF) V547 NEBEDOY V5B T 2-ODMBRESC I 7ML
%o tiscrt ’UHETTY,

e passphrase:(XF3) T I—RINATLSHEREZTIA—RT5DDIRTL—
X, tls.key "LETT,

e ca-bundle.crt:(3XF5) Y —N—FREADHRAIT—CADT 71 IL%,
A—Y-RBELTRRT—F
e username:(XF5) A1 —F—%, NAT—K PR ETT,

e password:(XF35)) BREA/ART— K, A—HF—F "W ETT,
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Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBARMIICEM X ZIFEMICL X T, LRWHEICIE. SASL
&, D sasl. F—AREINTWBBEICEBNICEMICRY T,

e sasl.mechanisms:(E25)) BF I SN/ SASL X H=ZXLEZDY R b, RELTWEHNEDS
B, YRATLDT 7 A EDBMEAINET,

e saslallow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXEFET DA A= XL%EFHFA
LEd., 74 M false TY,

7AL.—20 Ly NOYERR

ROARY REFALT, BEAZEEF— T 7ML EZBCTA LI M) —IZV =Ly FEERTEZ
-a_Q

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

& e
' EROBERE/TSICIEE, — LB I LERBRLRY—I Ly h2E8DHLET,

7.2. OPENSHIFT LOGGING 5.1 CH/R— b X hz007—9 Y17

Red Hat OpenShift Logging 5.11&. BY7—4 %4 =4y hOAJ AL V9 —ILEETRDICLLTOH
Ho4F78LTOMINVERELET,

RedHat (&, UTORICEHINTVWE TN ThOEAEDLEETZAMLET, 2ZL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOTT—9 % EETE 2T T,

Hhoy14 7 Jakan A b CEMA

elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0

syslog RFC-3164, RFC-5424 rsyslog-8.39.0
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Pz

PRID/IN— 3 VTl syslog HAIE RFC-3164 TOHHYR— I F LA, BED

syslog 71 TlE RFC-5424 DY R— M &8ML 9,
7.3.OPENSHIFTLOGGING 5.2 CHR—hIhzO005—%EA0514 7

Red Hat OpenShift Logging/X—> 3> 52k, OJF7—4%%49—4y hOJIAL VY —ITEET 7
ODICUTOHEAYA TELOTOMINERELET,

RedHat (3, UTORICEHINTLE TR ThOEAEDEETZAMLET, 2ZL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhosv1 7 Zaokan 7 A M CiEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®DIR17/3—
av

elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki REST over HTTP and HTTPS OCP $ & U Grafana SRICTF

04 Ihiloki2.3.0

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.4.OPENSHIFT LOGGING 5.3 CH/R— b I hzO/0T7—9HHN54 7

Red Hat OpenShift Logging 5.3 1&. O F—4% %4 —4 v hOJ AL I —ITEEFET BHICLLTD
HAOv4 FTsLo7oraERELET,

RedHat (&, UTORICEHINTVWE TR ThOEAEDEETZAMNLET, 2EL. ThbD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOQTT—9 % EXETE 2T T,

L [OL v Zaokan 7 A M CHEA
Amazon CloudWatch REST over HTTPS Amazon CloudWatch DIR17/3—
av
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Hhos 147 Zakan 7 A M TR
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1
Loki REST over HTTP and HTTPS OCP LT 7 B4 I N7z Loki221
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

7.5.OPENSHIFT LOGGING 5.4 CTH/R— X hzaO/7—49HHN54 7

Red Hat OpenShift Logging 5.4 l&, Y 7—4%4—4y AT AL VY —IZEETBDICLLTD
HAOv4 FTsLo7oraERELET,

RedHat (&, UTORICEHINTVE TR ThOEAEDEETZAMLET, 2EL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOTT—9 % EETE 2T T,

Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5
logstash 7.10.1
Loki REST over HTTP and HTTPS OCPIZ7 704 I7z Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

7.6.OPENSHIFTLOGGING 5.5 TH/R—bhXIha007—9HEAY1 7T

Red Hat OpenShift Logging 5.5 &, A F—4% %4 —4% v NOJT AL I8 —ITEET BHDICLLTD
HAOv4 FTsLo7OraERELET,

RedHat (&, UTORICEHINTVE TN ThOEAEDEETZAMNLET, 2ZL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE2IETTY,
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Hhos 147 Zobkan 7 A N CEH

Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav

elasticsearch elasticsearch Elasticsearch 7.10.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki REST over HTTP and HTTPS OCP LT 7H4 I N Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.7.OPENSHIFT LOGGING 5.6 THR— I a0 7—9HAY1 T

Red Hat OpenShift Logging 5.6 I&. BY7—4%4—4y AT AL VY —ITEETB7DICLLTD
HAOv4 FTeLo7OraLERELET,

RedHat (&, UTORICEHINTVWE TR ThOEAEDLEETZAMLET, 2ZL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EETE 2T T,

i[O v Zaokan T A M CiEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch DIR17/3—
av

elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki REST over HTTP and HTTPS OCP L7 7H4 I N7z Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

134



F7EOTOABOY—RKNRN—F 1 —AOF VI AT LANDERE

BF

Fluentd I&. 5.6.2 ®B¥ T Elasticsearch8 #H7/R— Kk L TWEH A, Vectorid, 5.7.0
&£ Y IO fluentd/logstash/rsyslog ZH#R—k L TWEH A,

7.8. A& ELASTICSEARCH 1 Y 24 V ZAAMD O T DiEfF

4 7> 3 T, WE OpenShift Container Platform Elasticsearch 1 ¥ 24 ¥ ZITMA T, FIEZDR
HYICHEB Elasticsearch 4 Y A VROV %X TEX XY, ABO T 7 ) 45— 4 —% OpenShift
Container Platform 5077 —4% 2 Z{ET 2 LD ICERET 2RENHY F T,

ANER Elasticsearch 41 Y 29 Y AANDOVEEEZRET BICIE. TDAVRI VY ZAANOEAB L CHEA
%{FHEY %/31 754 > T ClusterLogForwarder 1 X4 1)V —R (CR) #/EXT Z2RENHY F
¥, HEB Elasticsearch HATI&, HTTP(ZF 2 7 TRW) F/IE HTTPS(F 2 774 HTTP) iR %
ATXZY,

¥R Elasticsearch 1 > A4 > A & WER Elasticsearch 1 Y R Y VY ZADOWMAICAT #85% T 5121, B
BLUHAELA VA AANDIRA T4V, LV defaut EOAEFERALTAOTEREAS VR Y U RIUC
BETEINA T4V EERLET, default HA%ZERTE2HEILHY FHA, default HOERET
%3154, default £ 711& Red Hat OpenShift Logging Operator BICFHINZ7H, TS5 —XvtE—
NEEINET,

pa )

0 7 % HNER OpenShift Container Platform Elasticsearch 1 Y A4 ~ X M |ZERET B b
ENH B15E L. ClusterLogForwarder CR #/EX I 2 X ElEH Y A,

AR

o EEINA7ONINFAREFERXEZFRALTOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DBETT,

FIR

1. ClusterLogForwarder CRA 7Y =V N2 E&HT 2 YAML 7 7 A L EERREIEREL T T,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
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136

0009

o 9

® 90 009

o

- application

- audit

outputRefs:

- elasticsearch-secure @

- default ()

parse: json @
labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR D £ Hild instance THE2UENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZEEL T,

elasticsearch ¥ 1 7%#1EEL £ 7.

AER Elasticsearch 41 Y A9V AD URL BLUVR— M =BT URL & LTIEELE
T, http (EF 27 THRW) 7O MILE I https (EF 2 7R HTTP) 7O NIV AEMH
TEXJ, CDR7/T7—>avaERAT2 IR —2f07O0F > —DEBMITA>T
W3I5E, HARIP 7 RLATIRRLSY—N—ZX/IEFQDN THEIUVENHY F T,

EXaT7aEETIE. Y=Ly b ZHBEL T, 5R6ET 5 https /<13 http URL Z15E
TEEY,

https EFBEFH OB EICIE. TLSBEDOIY RRA Y MIBEBERY—J Ly NORZFIZIEE
LE¥EFd. ¥—7 L v Mid openshift-logging 7O = MMIFEEL. tls.crt. tls.key & &£
U ca-bundle.crt DF—AEENZ2RELNHY ET, Ihbid. ThENDNKRTIARES
SRLET., ThUADHZEIE. hitp 8LV https FHEFHOHZEIF, 1 —HF—FKE/R
T—RZBUY—7J Ly MEIEETE XY, #FH#MlE. Example: Setting secret that
contains a username and password.Z S8 L T XL,

FTFoav A TSA4VvDEFERRELET,

NA TS24V %FERLTEXT 207 % 41 7 (application. infrastructure = 7z (% audit)
HEELET,

CDNRATZ4 TRV EGEET ZRICERTIENOZRIZBELFT,

Z 73O % KNER Elasticsearch 41 Y R4 ¥ RITEET 37012 default B A EIEE
L/i-g—o

F7F av:EElkIniJSONAS T M) —% structured 7 1 —JL KD JSON # 7
I PMELTEHBETINEINEIRELET, OV N —ILEMAEELEINL
JSONDEFNBMENHY EXT, 5 THRWHEIE OpenShift Logging & #iE1k
74 —ILREHIFRL, KRDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
IKEELE T,

A7 a v XFH, OJIEMY 51 DFBFERDI NI,
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@D 27 VR SNBYA TOBOHABOI T =5 —ICO T EERET 5 &
CEBOHNERELET,

NA T4 v %HRAT 2 EH.

e inputRefs (&, TD/NA TS VAFERLTEXET 207914 TTY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODERITT,

o A7 av.xXxFH, AVIEMT 31 2FLIEEHRDS NI,

22CRATV U MEFEHRLET,

I $ oc create -f <file-name>.yaml

Pl 1 —F—RZERRAT—KREZELY—I7L vy hDEE

A—H—RZENRRAT—REZELCY—V Ly M&EFERL T, AE8 Elasticsearch 1 Y A Y AADtEF 2
TIRERESRIITEET,

fe& 2, Y— R/X—F 4 —H¥ Elasticsearch 1 Y R4V A %#BE$ 57, ¥HE TLS (mTLS) ¥—*%
FHETERWGEIC, HTTP EAIEHTTPS #FBHA L CA—H—RENRT—REELY—I L v b %
BETETFT,

1. LLFDBID & S 7% Secret YAML 7 7 4 )L {E L £ 9, username & &£ U password 7 1 —

JLRIC base64 TCIT v I—RIN/EEFEHRALET, >—VL vy 914 F1ZF 74 TR RS
EHT\‘TQ

apiVersion: vi

kind: Secret

metadata:
name: openshift-test-secret

data:
username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

2. 9_9 I/ b I\%{/Eﬁzbi-a—o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hDERIEIEEL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

137



OpenShift Container Platform 4.8 O¥ > &

Pz
url 7 4 —JL ROMETIL, $EBEFEIE http £ 7213 https ICR2Y £ T,

4. CRAT7V U MR LET,

I $ oc create -f <file-name>.yaml

79.FLUENTD =0 M JJAERLAO T DR

Fluentd forward 7O h QI EFR L T, T 7 4L KD Elasticsearch O X M 7DRDY, FilEZTh
IKMAT7ORIANEZFAND LD ICEREINALABOI/ 7Y S—4—ICOJDIE—%ZEEFETE
x9, AEO T T ) 45 —4 —% OpenShift Container Platform W5 A7 5 R{ET DL D ICKRET B0
ERrHYFT,

forward 7O ML AFERA L COJVEEERET I, Fluentd H—NN—IIX$ 2 1 DU LEOHEAS
SUVENSDOHANEFERT 5/814 TS5 4 >~ & (T ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEJ. Fluentd DEAIE TCP(ZF 27 TRW) FALIE TLS(EF 2 7R TCP) Bz FHTEXZ 7,

v s 0
Folk, BESY TEFEALCEE JOMN I EFRALTOV2E%ET DI EETEXX

¥, 7L, ZTDAEIE OpenShift Container Platform TIZIFHEREE Y, S DY
) —ZATRYBRHINET,

=50

o EEINA7OMNINFAREFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

¥
1. ClusterLogForwarder CRA 7V N2E&HT 2 YAML 7 7 M L EERREIEREL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.nhome.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application
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- audit
outputRefs:
- fluentd-server-secure Q

- default )

parse: json m
labels:
clusterld: "C1234" (B
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR MO £l instance THE2UENHY FT,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNHY X7,
HAODERIZEEL T,

fluentdForward ¥ 1 7%8E L £ 7,

ANEB Fluentd 1 Y 249 Y AD URL BLVPR— MBS URL & LTIEEL XY, tep
(EF¥a7TchRW) FOMILFEUs (EF2T7RTCP) 7OMILEFHTEET,
CDR7/7—>avaERAYT 20759 —2E07Ox > —NEMITR > TWBIFEA,
HAFIP 7 RLATIRASY—N—ZF/IZFQDN THEI2MHELHY T,

tls A AFER T 2HBE. TLSBEDIY KRS Y MIBELAY—I Ly NOARIAIE
ETI2HEIHYET, ¥—7 L v M openshift-logging 70> =7 MIEE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBEENHYET., I bl
TNENDAKRTIAZT 2SR LI T, ThLUADHZEIE, http & & U https EHEEFHDIFE
i, A—HY—RBENRRAT—REELY—I Ly bEBETEET, FMIE. Example:
Setting secret that contains a username and password. =& L T 72X W,

FTFoav A TS4VDEFAERRELET,

NA TS24V %FERLTERXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EGEET SRICERTIENOZRIZIBELFT,

Z 7 a3 047 % KNER Elasticsearch 41 Y R4 ¥ R ICERET 57012 default B A& IEE
L/i-a—o

FFav:EElkIhiJSONAS Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ICEMAESELEINL
JSONDEFNBMENHY EXT, 5 THRWEEIE OpenShift Logging & #i&1k
74 —ILREHIRL, KRDYICOTIVN)—%2FT 74 MDA VT v o R app-00000x
IKEELE T,

A7 a v XFh, OJIEMY 51 DFBFERDI NI,

7o avYR—MNINBIA TOMOHAEO T T V) S =9 — LAV EGEET D LD
ICEBOHENZRELE Y,
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NA T4 v %RAT 2 EH.

e inputRefs (&, TD/NA TSV AFERLTEXT 207914 TTY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT av:XFI, OTIEINT 51 DFLIFERDINI,

2.CRATV U MaFRLE T,

I $ oc create -f <file-name>.yaml

7.9.1. Logstash 7' fluentd B 57— 4 ZRYALHDF / WEEDEMIL
Logstash 2" fluentd 50 V7 —4 ZEYIALICIE, Logstashi&REZ7 7ML TH/ WEEEZEMICT
DRENDHYET,

FIR

B ==

® |ogstash 5% E 7 7 1 /LT, nanosecond_precision % true ICZXEL £ 7,

Logstash3&E 7 7 1 )L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

7.10.SYSLOG 7O hJJLAFEA L /0O Y DEgk

syslog RFC3164 F7z1& RFC5424 7O )L AFEA LT, 77 #JL b D Elasticsearch A7 X k7 DR
DY, FEEINIKMATTORN IV EZFAND LD ICERESNALARO I 7Y F—4—I1c0 7D
JE—%ZFETEET, syslog—/"—R &, AEO T T T 5 —% —% OpenShift Container
Platftorm OO 752 RET B LD ICKRET 2RENHY T,

syslog 7O NI AFRALTOJEEERET BITIE, syslog —N— (I T2 1 DULEOHEDE LT

TNSDHEANEFERT %/31 54 > &HIT ClusterLogForwarder 1 2 49 1s') —Z (CR) Z4ER L &
¥, syslog HAITI&, UDP, TCP., F/XTLSERAFATEZT,

Pz
Frold, REYT Y TEFEAL TsyslogRFC3164 7O NI AFRHLTCAV %85%T %

ZEETEZET, L. TDAEIE OpenShift Container Platform T3 FEHESE & 42
Y, S%OY ) —ZATRYBRIMNET,

=S5

o EEINATOMNINFAEFERXEZFRALTOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FIR
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1. ClusterLogForwarder CRA 7V M2 E&HT 2 YAML 7 7 M L EERREIEREL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs:
- rsyslog-east
- default
parse: json @
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR D £Hild instance THE2UENHY T,

ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNH Y X7,

®9
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® 90 009 o QD00

o o

HAODOEFIZEEL T,

syslog ¥ 1 7%BEL T,

F72av: BUTFI—ERRIINTWS syslog /N XA = —%BELET,

NEBsyslog A YV RAI VYV ZADURL BLPZR—PMEEELF T, udp (EF 27 TRL), tcp
(EF¥a7TchRW) ZFObal, FhiEts(EFa27R2TCP) 7O NIV AEFERATEET,
CDR7/T7—2avaERT 229240 70F 2 —AEBMICA>TWDBIFE.
HAKIP 7 RLRATIERLSY—N"—ZF/IEFQDN THEZLELHY 7,

tls FBEFHEFAT 256, TLSEBEDIY KR4 Y MIBERY—I Ly NOZRIEIE
ETI2HEIHYET, ¥—7 L v M openshift-logging 70> =7 MIEE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBENHY ET., bl
ThENIRTIAASESRLET,

FFoav: "M T4 VD&RIEEELE T,

NA TS24V %FERLTERXT 207 % 1 7 (application. infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EEET SRICERTIENOZRIZBELFT,

Z 7 3. O % KNER Elasticsearch 41 Y R4 ¥ R ICERET 57012 default B A% IEE
L/i-a—o

F7av:EElkIniJSONAS T M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ILEMAEEEINL
JSONHDEFNZMELNHY ET., 5 TRWESIE OpenShift Logging I #&1k
74 —ILREHIRL, KRDYICOTIVN)—%2FT 74 MDA VT v o X app-00000x
IKEELE T,

F7av:xFh, ATICEBMT 2 1 DFEIEERDSINIL, "true" R EDE| BB,
T—=ILEE LTTEERL, XFIEE LTRE#INDLDICLET,

7o avHR—MNINBIA TOMOHAEO ST V) S =9 —ICATEGEET D LD
ICERBOENZRELE T,

o NATS4V%ERBT AR

e inputRefs (&, TD/NA TS VAEFERLTEXETZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODEREITT,

o AT av.xXxFH, AVIEMT 31 2FLIEEHRDS NI,

2.CRATV U MaFRLE T,

I $ oc create -f <file-name>.yaml

7000 Ay E—YHAANOOTY —RIEFRDIEMN
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AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% L)Y —X (CR) ICEBINY 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL I1— KD Xvt—Y 74—
JWRIEMTEEY,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

P2
| ZDREF. RFC3164 & RFC5424 OMlA S ERMENHY £,

AddLogSource Z [ L AW GE D syslog X v 22— HADHI

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v — I H DAl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

7.10.2.syslog /X T X —4 —

syslog HAICIE, ATFEBRETEE T, FMIE. syslog D RFC3164 F7zl& RFC5424 RFC #5MR L T
IV

o facility:syslog 77 ) 714 —, EICIZ 10 EBDEH XL ITKXFENMXFEXF LARWVF—
77— REZFERATEET,

o H—XRIAvE—TIDFHE. 0 £7/21F kern
o A—H—LRILDAYE—VDFE, 1 F/zlFuser, T7#ILKNTT,

o X—JLY AT LDFE. 2 £7IF mail
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o

AT LT—EVDHBE. 3 £72iE daemon
TXal)Fa4—/BHAAYE—VDHE, 4 £/214 auth
syslogd ICL > TAREBICERINDE A v E2—T DIFE. 5 £/ syslog
SAVT) I —HYTORTLDIGZE, 6 £/IE Ipr

XY RNT—7 news 4 T R 7 LDIGFE. 7 7213 news
UUCP # 7Y R 7 LDIFE. 8 £7Id uucp

IOy I TF—EVDIBAE. 9 /21 cron

X2 7qa—REXA Y E—TJDFE. 10 /I authpriv
FTP F—E v DIEa. 11 £/ fip

NTP #7257 LDIFBE. 12 F7/<Id ntp

syslog B8O 7/ D&, 13 F /2% security

syslog 7 2— O T DiFH. 14 £7=1d console

AT a—Y v IF—EVDIBA. 15 721 solaris-cron

O—AIIICERAI NS facility DIFE. 16-23 F 713 local0 - local7

#4 7> a3 v:payloadKey:syslog X v 2—Y DR O— K& LTEATZLI—KT71—ILRK,

R

payloadKey /X5 X —4% —%EET D &, MBD/NT A —4 —H syslog ICEREX
na Y £,

rfc: syslog Z A L COJAEEFE T 27-OICERINS RFC, 77 4L MME RFC5424 T9,

severity: 315 syslog L A— RIZEREIN S syslog DEKXE, EICIE 10 ERDEBERFE 2IEAX
FENINXFEERFLABAWF—7—REFEHATEET,

SATLWERARRTHZ I EETRT Ay =Y DIFE,. 0 721 Emergency
ENBFICT 02 a Vv aRTT 20BN H DI EERT Ay E—2UDIFE. 1 F£4(1d Alert
BARREETRT XA v E—YDIBA. 2 /I Critical

IS—DREETRT Ay E—IDHE. 3 /I Error

EZEREBERT Ay -V DIFEIE. 4 £7/<I1F Warning
EETHINEERREETRT XYy E—TY DAL, 5 7|3 Notice
BRERET DAy 2—TDIFEIE. 6 £/<Id Informational

TNRYTLRIVDAYy 22—V % RBTEA Y- DFE. 7 F7IE Debug, 77 4L
TY,


https://tools.ietf.org/html/rfc5424#section-6.2.1
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e tag: ¥ JId. syslog Ay tE—YTHJELTEATSZLI—FIT1—ILFZEELET,

e trimPrefix: IEEIN/EEHEEY VO LHIKRLET,

7.10.3. 3B1®MD RFC5424 syslog /X5 X —4 —
LLTFRDINS A —4 —|E RFC5424 |ICERXINE T,

e appName:APP-NAME &, OV %FEELALT TV r—>ava#ae27 ) —TF A MNDXF
FITY, RFC5424 ICxf L TIRET 2MENHY X T,

e msgID:MSGID i&, Xy tE—YD8 4 T%#HNT 27 —FF R MXFITY, RFC5424 (xF
LTEETZ2REN DY FT,

® procID:PROCID IZ7 Y —FF XA MXFIHTY, ENEEINDIHEIE. syslog L AR— ~ DI AT
LTWBZ&%RLET, RFC5424 ILK L TIRET 2MENHY T,

7.1. 07 D AMAZON CLOUDWATCH ~D#53%

Amazon Web Services (AWS) N RZA RN T2 E=SH—) v IVBLVATRAMNL—JH—ERTHS
Amazon CloudWatch ICAJ 28X TEX X F, T 7 4/ b D OpenShift Logging NEIET %
Elasticsearch O X R 7ICIA T, F7/E20oO7 XA M 7DRHYIC CloudWatch ICAO VA ErE TE X
ER

CloudWatch ~D O JERE AR ET 5 I1CIk. CloudWatch DD B L VCH N A FERT 2/84 51V T
ClusterLogForwarder 1 X% L)Y —Z (CR) 2EK T 2 HELIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —J)L K% {EFH Y % Secret YAML
774V %EER L. base64 TTYA— RINA AWSFRAEBEREZIBEL XTI, UTICHZSRL
x7,

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly befFRLET, UTFICHZRLET,

I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CR4 72tV N&EHT 2 YAML 7 7 A VA ER F /I3 mEL T,
D774, Y=Ly hOERIZHEELE T, UTICHAlZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
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0009

9009 O

=

namespace: openshift-logging 9

spec:

outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret G
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P

ClusterLogForwarder CR M &#ild instance THZMELHY F T,

ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,

HAODERIZIEELX T,

cloudwatch ¥ 1 7%#8E L £ 7,

F7varv. 007V —TIbd2HEEEBELET,

e logTypeld. O %4 7Oy I —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > @ namespace CTEICOY T IL—T%ER L
F9, Tl 1VISRANIVFv—BLVOEBEEOJVAOERMOOY 7IL—TEEK
L/ i’a—o

e namespaceUUID (&, 774/ — 3> namespace UUID Z& LW sy IL—7
EERLET, Tl 1 VIRV FYy—BLUCEEODJTAOENDOO T JIL—
TEERLET,

a7 —TOEEICEEFNST 7 4 )L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,
AWS SREFIBEHRNMIEFEFNDY—I Ly NOEZRIZIEELE T,
FTToav: A TS5SA4AVDERAEEELET,

NA TS24V %FERLTERXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRAT 4 TRV EEET ZRICHERTIENOZRIZBELFT,

4. CRAT7V U MR LET,
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I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder D f#fH

Z ZTl&. ClusterLogForwarder h X% 1Y) Y —2Z (CR) D> FJL &, Amazon CloudWatch (ZH 73
TH5O0T—9DNKRRINZET,

mycluster & L\ D ZF]D OpenShift Container Platform 7 5 24 —%EfTLTW3 & L F 9, ULTFDO
TV RIE. U5 A4 —0 infrastructureName iR L £ 9, ik, & Taws IY Y NDOERRICERL
EJC N

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZoBIOOTTF—9 %KY BICIE. app &\ D AFTD namespace T busybox pod #3417 L &
9, busyboxpodid, 3T EITstdout ICA Y E—VAEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod #1731 % app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid

"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"
ClusterLogForwarder h X9 LYY —RZX (CR) T, AV I7SAMSI9Fv—, BEE. 8L T7TY
F—ravoyd ¥4 7% all-logs /X1 T5AVADAAELTERELET., T ZORA T4V
% cew HICHER L. us-east-2 ') —< 3 @ CloudWatch 4 Y 24V RICERE L £ 7,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
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- application
outputRefs:
- CcW

CloudWatch @& Y —Y 3 v IllE, 3D2DLRILDA Tz MBEFEFNFET,

o OJUIN—7
o OAJAKNY—LA

R OJ4RV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 3 D2DOJ 4941 7T
Amazon Cloudwatch I3 20AT VI —TH#ERLE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£ 7N —FIFa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baece761911a9ef.log"

FOTZARN)—=LIZIEATARY A EFENFE T, busyboxPod S5O TARNY M ERRT BIC

(=N
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application O 7 )L—7Hh 607 AN —LEZBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{
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"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":

{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35

4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\" \"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\"\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viag_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Fl: Q7 IIN—TE2DEBHEDHRAY<TA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |+ demo-group-
prefix DL D ICEBDXFINBEEIMADZIENTEET, COEFEEMASIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EEF 4 B XM F T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B EICOT IV —TDw4

PSR —NDT T4 — 32 namespace &I, BRI T ) r— 3~ namespace &% & IC
9% CloudWatch ICAY VIV —T5ERTEET,

7Y — 3D namespace 7 7V Y M EHIBR LT, BCEABIOHFLWA TV NEERT 2
BEITIE, CloudWatch IR LDV VI —FAERA LGEITE T,

HMEILEGRAE L7 7Y —> 3 namespace # 7V V M4BT EDIZEICIE. ZDHITER
BINTWEAEEFERALET, ThUAT, ERIN200 X v —Y2BEICRNT 2RELNH S
HBalE. 4 YIZ Naming log groups for application namespace UUIDs D27 > 3 V&SR L T X
LY,
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7Y —2 3 namespace BEEICLABZRIZBELTCT Y r—2a vl 7V —T%ERT 2
ICI&. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName ICERET 2 &, 7 XU r—2a vl —TOHDHEEZITET,
ZhiE. audit & £ infrastructure DO T IIL—FITIIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZEO VT VI —TEDREILRRIINET, 7TV 45— 3
~ namespace (app) 1 D TH 572, LLTDH AL mycluster-7977k.application Tld7R <, FHL W
mycluster-7977k.app O 7 7 )L — 7% RLTWET,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDFIDY S A —ITEBDT T — 3 namespace B EEF N BIHEICIE. HFITIE namespace
TEILEBOD T IIN—THRRINETS,

groupBy 7 4 —JLRIE, 77U —2av0J0 00 —7FRFRELET, Ihid audit LV
infrastructure DO 7 7L —FICIIHELFH A,

Bl: 7 7Y Hr— 3> namespaceUUID &2 & icOV IV —T D@4

VS A —HNDOT T) r— 3~ namespace ZTEIC, ZEINT 7Y r— 3~ namespace D UUID %
£ &129 % CloudWatch ICA Y VI —TAERTE XS,

7TV r— 3D namespace 7 7V Y MEBIBRLTHFROO T TV —T%ERT 235514,
CloudWatch T LWOJ VIL—T%#ER L E T,

HEICZMARRLDT7 Y r—>3 Y namespace 7 7V 7 M 3| ECFEDHZEICIE. ZDHIT
AN TWBAHEEFERALE T, ThUADBEICIE. FIEDAI: Naming log groups for application
namespace name NtV > a v ESRB LTI,

77— 3 namespaceUUID 2 IOV ITY M) —IC&RIZ T TSI
I&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{E% namespaceUUID [ZFZE L 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&. namespace UUID A& OV I —TE2DREICKRRTINE T, 7)o —
< 3 ¥ namespace (app) ' 1 D TH %728, LT DH L mycluster-7977k.application Tl <, #
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ V)L — %A RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 4 —J)LRI&, 77U =23 v00 00 —FRIFIRELET, Ihif audit LV
infrastructure DO 7 7L —FICIIHELEH A,
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7.12. O @ LOKI ~DExi%E

RERD T 7 # JL b OpenShift Container Platform Elasticsearch 1 Y 24 ~ RICIMA T, FlFZDRb
YICHERD Loki OF VY IV AT AICOT 5BETEE T,

Loki NDOVERE%RET B ICIE. Loki DHEAE, HOEFERT B/ T4V T
ClusterLogForwarder 1 X% L)Y —R (CR) 2 {EX T 2ENHY F T, Loki~DOHAIE HTTP (&
Fa1T7TRW) EFLIEHTTPS (EF a2 7AHTTP) ERA2FEHATEET,

AR

e CROuUrl 74—JLRTIEETSBURL CTLokiOF VIV RATFLNEITINTWVWEIRELNH S,

FIR

1. ClusterLogForwarder CRA 7V h2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure 6
type: "loki" @)
url: http://loki.insecure.com:3100 @)
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- loki-secure
loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo @

ClusterLogForwarder CR M &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
HAODERIZIEELX T,

54 7% loki & LTIHRELF T,

0009

Loki VAT LD URL BLUVR— M EaBWAMT URL E LTIEELE Y, http (EF¥ 27
TRW F7OMINFELIE https (EF2 7R HTTP) 7O MLV EFHRETEZE Y, CIDR7
JTF—=2avEFRTZ IR —2EAOTOF T —IEMICAR>TWBIGE, HAOWEIP
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7 RLULRATRRLY—N—ZF/IEFODN THEI2RENHY X,

@ EX1TREHETIE. Y—ILy b 2EEL T, R5ET % hitps £7213 http URL 238E
TX%9,

https EFBEFH OB EICIE. TLSBEDOIY RRA Y MIBERY—J Ly NORZFIEIEE
LEFd. ¥—7 L v M openshift-logging 7O =7 MMIFEFEL. tls.crt. tls.key & &£
U ca-bundle.crt DF—AEFXZNZ2RELNHY ET, Ihbdid. ThENDNKRTIARE%
SRLET., ThUADEHEEIE. hitp 8LV https FHEFHOHZEIF, 1 —H—FKE/ R
T—RZBUY—7J Ly MEIEETE XY, #FHMlE. Example: Setting secret that
contains a username and password.Z S8 L T X W,

o

FTFoav A TS4AVDEFERRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EEET SRICERTIENOZRIZBELFT,

FF2av A9T7—9F%—T71—JLR%EIHBEL T, Loki ® TenantlD 7 1 —JL KDIE%
EWLET, & 2L tenantKey: kubernetes.namespace_name %#:XE9 % &,
Kubernetes namespace D&% Loki DT+ M IDDEE LTHERALZFT, fiICEDO
JLOA—R74—ILRZEBETEH0%MHRT 2IC1E. LT D Additional resources &2
2 av®dLogRecordFields ) 7 &SR LTI,

00 00

T3V TIFIRDLoki TNIVEBEME DA T—9 71— RF—D—E%F
ELFET, loki ZNILFIE, EFHRKIR [a-2zA-Z_:][a-2zA-Z20-9 :* & —HTH2HELHY F
o TINIVAEHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFT, &
& ZIE, kubernetes.labels.foo meta-data & —I& Loki X)L kubernetes_labels_foo
Y 9, labelKeys #ZE LA WE, T 7 4L MBI [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THEEABRRINILOY A ZEBUCHIRNH 2D, INILDEY ME/hILLLE

9, Configuring Loki, limits_config ZZB LTI W, JT)—TJ 15 —%FEAL
T. B7L3—R74 =)L RIZEDVWTIITY —%2ETTEET,

S

pa )

Loki CIHOJTA M) —LEELL YA LRY Y TTIEFHTZ2RELNH S

&. labelKeys ICI&357E L 7 < TH kubernetes_host SN)Ltzv MO BICE X
nEd, COIRILEY MEFNZIET, EAMN)—LNTDDERRAMDS
REINDZOT, KA DI OY VEDORENRETY A LAY Y TOIREHE
nNREWESILRYET,

22.CRATVzV MEHEHRLET,

I $ oc create -f <file-name>.yaml

7.121."entryoutoforder" TS —D STV a—F 4T
Fluentd L — MHIBRZBA DA AOKEWA v =Y T OV V% Loki AFXF VI AT LICERET %

malllE. Lokild "entryoutoforder" DI Z—%Z4%MLET., COFBEZIEET BICIE. Loki H—
IN—ERTETZ 7 1)L lokiyaml DWW DO DEEEH LT,
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R

loki.yaml |&, Grafana "R X b ¥ % Loki TIHFERATEEFHA. TDMEY 7L,
Grafana MR A M3 3 Loki —/NA—ICIXBEAINE A,

=S

e Cluster Log Forwarder h X% L)YV —Ri&, O % Loki ICERiET B LD ICRREINTWE
ER

o VAT ALIF. ROLOSAL2MBAEBADAvE—D7OY V% Loki ICEELET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

e oclogs-c fluentd & A719 % &, OpenShift Logging 7 5 A4 —® Fluentd A7 ITRD X v
TE—IDNRTEINZT,

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:

code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o |okitt—NR—TO/%zMA< &, RO &L D% entry out of order X v E—Y NRRINFE T,

s\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18
06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

FIg
1. Loki Y —/N— loki.yaml B8 E 7 7 1 ILDRD T 1 —)L K%, TZICRIETEHRLET,
® grpc_server_max_recv_msg_size: 8388608
e chunk_target_size: 8388608
® ingestion_rate_mb: 8
® ingestion_burst_size_mb: 16

2. loki.yaml DZ&E % Loki % —/\—(CEA L £ 7,
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loki.yaml 7 7 1 JLDH

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16
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chunk_store_config:
max_look_back_period: 0s

table_manager:
retention_deletes_enabled: false
retention_period: 0s

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http://localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

BIER R

o Loki DEE

BTG IR
e OJLId—KDT7414—ILRK,

® |oki t—/N\—D3&E

713. BEO OV ML DOT Y r—avad Dk

PSR —OT 7475 —%FRALT. AMOTT7I7VS5—49—IC. BEO IOV I b BT T
F—2ava/7OaE—%F#ETEET, Thidk, 77 4J)L bOD Elasticsearch A7 Z 7 DHRH Y

IS, FLEINICMATT 7 4L MD Elasticsearch A7 A N7 AEFERA L TEITTEET, T, A5
A4J 77 4 —4 —% OpenShift Container Platform ™5 O Y T —9 2 Z{ETX 2 LD ILKRET 2 HE
EtHYET,

PA)r—2arvnio7adzy M SDEEERETZICE. TOYV IV ML RLELTDOD

AFIT ClusterLogForwarder 1 2% 1) —X (CR) 24E L. thoO 77V —49—DF T 3
VHA, BELTETNSOARNEFERT /1 T4 VEERT D2HELNHY T,

AR
o EEINATONINFAEFERXEZFRALTCOX VI T—952ZETLILIICHEINZOL
VY —=IN—DRETT,
=S ]

1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR M &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZIEELX T,

H 714 1 7 elasticsearch. fluentdForward. syslog. F 7% kafka %#38E L 9,
ANEBOTT T ) 7= —DURL BLUVR— b EBWRIMETURL & LTIEEL XY, CIDR
T)T—2avEFERAT ISR —2E0TOF T —NEMR>TWBIHEA, HAlE
IP7 RLATIFARL Y —N—LF/IEFQDN THZRELHY £,

tls A AFER T 25BE. TLSBEDIY KRS Y MIBELAY—I Ly NOARTAIE
ETI2HREIHYET, ¥—7 L v N openshift-logging 70> =2 MMIEFEEL.

tls.crt. tls.key. B &LV ca-bundlecrt ¥F—HD'EZFEN2RELrHY XY, Thbid, Th
TNHORTAPAEZSRLI T,

@ 90009
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EEINALTOVII MO T TN r—2a3 vl a7 409 —F2HDANDEE,

ANEFRELTCI Oz N7 Y= aynd 5848 Fluentd 4 Y R Y RISEET
5D, TS5V DBE,

my-app-logs A 73,
ERAYT 2 HDDARL

0900 09

F7Fav:EElkIni JSONAS Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ILAMAESEEINL
JSONDEFNBMENHY XT, 5 THRWHEIE OpenShift Logging & #iE1k
74 —ILREHIRL, RDYICOTIVN)—%2T 74 MDA VT v o R app-00000x
IKEELE T,

7V a v xFy, OJIGENT 21 2FLIFERDOINI,

s S

A7 &7 o) 5F—4—ICEET OO0/ TS54 VDERE,
o AT RATSAVDEEIEEELET,

o NS4 VAMERAL TEET S0 %1 7 (application. infrastructure % 7z |d
audit) ZEEEL 7,

o ZDNATSA TRV EGETIRICHERTIENOZRIZRELFT,

o AT 3. 04 %NER Elasticsearch 4 Y R4 ¥ AIERET 57912 default H %
BELEY,

o AT av:XFI, OTIENT 51 DFLIFERDINI,

2. CRATV U MaFRLE T,

I $ oc create -f <file-name>.yaml

714 BEDOPOD MDD T T r— 3y 4y D

75 A4 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 7—49%N&EL. %z
A7aAL Y9 —IlEETEET,

T —2a I X E A namespace DALd Pod & HICETIND Pod THREINDELE
T, INLDPod 7 AV r—2ava#ild 2 oNILEHB5E. ThodOI/F—9%2R&EL.
BHEOOJ/ILIHY—ICHATEET,

Pod SNRILEIRET %ICIE. 1 DLl ED matchLabels DF¥ —/{EDQR T AFERALF T, EHOF—/ED
R7ERET H5E. Pod IBRINZZNOSITRTUI—BTI2HENHY T,

FIR

1. ClusterLogForwarder CRA 7YV hN2E&HT 2 YAML 7 7 M L EERREIEREL F 7.
7 74T, LLTFDAHAIATRT & 5 IC inputs[].name.application.selector.matchLabels D T
Bt R Effi X — R (Equality-based) DL 74 —%{FHA L TPod SNILEEBELET,

ClusterLogForwarder CRYAML 7 7 1 LY > T)L
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] G
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR D £l instance THE2UENHY T,
ClusterLogForwarder CR M namespace I& openshift-logging TH 2 NEHNHY £,
inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,

outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

0009

F7 av:EElkIhiJSONAS Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ICEMAEEEINL
JSON D EFNBMENHY EXT, 5 THRWEEIE OpenShift Logging & #iEik
74 —ILREHIFRL, KRDYICOTIV M) —%2FT 74 MDA VT v o R app-00000x
IKEELE T,

Pod SRILOD—BEDEY NIRRT T r— 3 v O—EO inputs[l.name % E5 L &
ERP

o

IN&ET 2077 —9%FDPod SRNILDF—/EDQORT7EIBELET, F—7LIFTIER
. F—CEOEAEBET Z2HENHY £F, Pod ZBIRT ZITIE, Pod IFTRTD
F—EEDORTE—RTI2RENHYFT,

o

Z 7> 3 v:namespace = 1 DL EIBELZF T,

(o

OJ7—4%%&G%Ed2 1 DULEOHNEEELET, TITRRINDA T3 VD
default £ A3 0% 5 —4 A RER Elasticsearch 1 Y AI YV RICEELE T,

2. AT a0y F—9 DIREEHFED namespace ICHIFR T 2 IC1E, BRRDBFID & S I
inputs[].name.application.namespaces = {#H L £ 7,
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3. ATV av:ERDPod IRIVAEFEDEMODTZ I r—avh bR UL T4 oy
T—HEEETEET,

a. Pod INILD—EBDOHAEHLE T EIC. RRINZEDERKDENMD inputs[].name t
o avEERLET,

b. 2TOF7 75— a>v®Pod SRIVIC—HTBLHIC, selectors xFH L F T,

c. ¥R D inputs[l.name {&% inputRefs IZBIMLEF, UTFTICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRA7V U bEERLET,

I $ oc create -f <file-name>.yaml

BIER R

e Kubernetes M matchLabels ICDWTOFMIZ. &y MR—ZADEBEHAGR—KTBZ)Y—2R
ICDWTESRLTLEIW,
715.0VN xv kD —2 R O—EHEO T DINE

OVN-Kubernetes Pod ® /var/log/ovn/acl-audit-log.log 7 7 1 L5 OVN Ry KT —20RY o —BE &
AJ%I&EL. T0OJ 20Xy JH—N—ICEGETEXET,

AR
® OpenShift Container Platform /X—Y 3 > 48 LA R L TW 3,
e Cluster Logging5.2 A FERH L TW3,
e ClusterLogForwarder AR % LYY —ZX (CRYA TPV MM TILREINTWS,
® OpenShift Container Platform 7 5 2% —H' OVN-Kubernetes *v 7 —2 R 1) > —BEFEOF
VURBICREINTWS, UTOREFEROEI S aVvESRLTIEIW,
pa 3]
ZL DIBE. BEET—YA2BNT2AOFX VI —N—lk, IV TSAT7VRELTVE
Fa1) 74 —HAEOHBS LUCBFOEM /T LENHY T,
FIa

L BJDY—RNRN—=F 4 =Y RAFTLICEETZMOMEY V THAINATWE LD
IC. ClusterLogForwarder CR4 72 9 NaEHT 5 YAML 7 7 1 L EER F /< I3imE L £

ER
2. YAML 7 74 )L T, BE&EOY 94 T%/31 754 D inputRefs EXRITEIML 9., LUTICA
enRLET,
pipelines:
- name: audit-logs
inputRefs:
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- audit @)

outputRefs:
- secure-logging-server 9

Q audit#, AHT20091470oWTFhhre LTEELET,
g OFX Yy JH—N—|lEET2HNEEELET,

3 BHIINLECRATV Y MEBERLET,

I $ oc create -f <file-name>.yaml

REE

AOXY Iy —N—PR&ELEOQFT—HYDOHIC, EZH4—Y) VT LTVWSE/—RHALOEEOS/ TV M
) —HAFHET B EABELET,

Ivar/log/ovn/acl-audit-log.log CTOEEOJ/ IV N —%2RBDiF. ThzOFX v JH—N"—0OXIET
20TV M) —EHBLET,

=& Z1E. Ivar/llog/ovn/acl-audit-log.log D7t O V7 TV ) —ZLUTD LD ICRY T,

2021-07-06T08:26:58.687Z2|00004|acl_log(ovn_pinctrl0)|INFO|name="verify-audit-
logging_deny-all", verdict=drop, severity=alert:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10
.129.2.18,nw_dst=10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttI=64,icmp_type=_8,icmp_code=0

Fr, OF VT —N—IIHDHHTZOUNEETEOI/ T M) —iE. UTDLIITHY FT,

"@timestamp" : "2021-07-06T08:26:58..687000+00:00",

"hostname":"ip.abc.iternal”,

"level":"info",

"message” : "2021-07-06T08:26:58.687Z|00004|acl_log(ovn_pinctrl0)|INFO|name=\"verify-audit-
logging_deny-all\", verdict=drop, severity=alert:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10.129.2.18,nw_dst=
10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttl=64,icmp_type=8,icmp_code=0"

}

FHMIELLTOLS ICRY £,
o @timestamp (O TV N)—DH¥ A LAYV TTY,
e hostname [FO0 V7 DHETD/ —RKTT,
e levelFO /T h)—TT,

e Message [ITTDEEO I Ay E—YTT,
pa 3]

Elasticsearch % —/X—T, 4 Y5 v 9 X" audit-00000 CHEx2A07 T M) —%3FL
9,
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STV a—FavT

1. OpenShift Container Platform 7 5 24 — NI R TOFIHRFH ZHIL L TWEH I & 2HERL £
ER

2. FIEARET LI &AM LET,

3. OVNOJ%4%mKY %/ — KAERT. /varllog/ovn/acl-audit-log.log 7 7 1 L H%H % T & % &
RLET.

4. FluentdPod O/ CTRIBEDHEAERAL X,
BEEER
o XYy KNT—VRYI-BEEEOFXVY
76.Q78EDNZ TV a—FTa VT
ClusterLogForwarder H X% L') / — X (CR) DYERKEFIC, Red Hat OpenShift Logging Operator C &

Y) Fluentd Pod ""EEIMICET 704 INRWIBEEICIE. Fluentd Pod ZHIFR L T, BHEINICET 7O
1TEET,

AR
e ClusterLogForwarder 17X 4% L)Y —X (CRYA T2V MEEHRLTWS,

FIE
® Fluentd Pod Z#HIf& L CHFIMICET 7O/ LE T,

I $ oc delete pod --selector logging-infra=collector
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HF8E JSON OFX >V JDBEML

AJEEAPI ZREL T, BEEINLF TV MIWH LT ISON XFIEBITTETET,

8.1. JSON O 7 D f&#r

JsONOZ/#iaEmOJiL, &% message 7 1 —)L RKADXZFFE LTRINET, Thicky,
JSON RFa XY NADFHEDT7 4 —ILRZIT)—925Z ENEEICAY £T, OpenShift Logging
DOOJEEAPI ZFHT 25 &, JSONOJEBEF T2 2V ML, Th 5% OpenShift
Logging W& Y % Elasticsearch F721& 0 JE53X AP THR— M I 2D HY— K X\—F 1 -2 X F
LICERETE T,

DTFoESEEIN/ZISONAT TV N) —DHBZERBELT, IhDEDL D ICHEET ZHERBEL F
_a—o

BigltIhiisoNOsTy Y —ofl
I {"level™:"info","name":"fred","home":"bedrock"}

#HE. ClusterLogForwarder 1 2% L)Y —X (CR) (Z. ZMOJ TV ~!)—% message 7 1 —JL R
ICERX L 9, message 7 1 —JL RIZIE, LTFOHIDLSICJISONAT T M) —ERAFD JSON 5]
AR CHEINAEXFINEFNET,

message 7 1 —JL KAl

{"message":"{\"level\":\"info\",\"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON OV OEMAEBMICT 2ICIE. LLFOHID &L S IC, parse: json % ClusterLogForwarder CR O
NRATSAVICBMLET,

parse: json ZR9 A=y il

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json Zf#fH LT JSON OV DT EEMICT S E. UTDOHDELSICCRIK #h&ElL 71 —IL
NIZ JSON-structured O TV h)—%ZJE—L X7, ;tDmessage 7 1 —JL RFZEEINhFH A,

BElkIh/iJsoNOT Ty M) —%Z3T BEIhk AN

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BF

OJIY MN)—ICAMRESEEINEZ IJSONPEFTNTUVWARWESIC. BEEIh
T4 —=ILRIZERL Y £,
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WEDOAFX VT TSy NT4—LDJISONOTDFEHZBMCT 2ICIEE. OJDY—K/N—=F1—2 2R
T LNDEE ZSR LTIV,

8.2. ELASTICSEARCH @ JSON O 7 —% DR E

JSON OV D EHDRAF—TICRIBEIR. ThOEI1 DDA VT Y IRIRET &, 914 TOHE
PH—TFT AT ) T4+ —OREIKET 2HEMENHY T, ThELOET ZICIE. 1 DDHEADERIC,
BAF—I% T —TIT %L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET 2HEH
HYUET, ThiCLY, EXAF—IHMBDA YTy I RICEEINET,

8%

JSON 0O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
Y URICEET BHEIC. BEICEDVWTHRA VT Y I ADNERINET, 1 VT Y
DANEGTEDIENREADNR T+ —< Y ADRBEAEET 5 I1IE. HBORF—<IC
BEELTHERATESZRAF—VTOREFRTFITDIEEZRFTLTLLEI W,

3 [

ClusterLogForwarder CR TLA T D&Y 1 T%fEM L. Elasticsearch QAT ZANT DA VT v ) A% %
ERRTE £,

e structuredTypeKey (string, optional) I&. X vE—Y 714 —JILKOEZRITY, TDT71—IL K
DE(HBHE)FA VT Y I AEDERICERINE T,

o kubernetes.labels.<key> (Z. 1 T v 7 RELDERKICHER X115 Kubernetes pod XL
DIETY,

o openshift.labels.<key> (&, 1 7 v 7 RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (V7T F—&ZA5FRALTA VT v I REZEEKRLZE T,

e structuredTypeName:(XF%. 7 7 3 V)structuredTypeKey NS EINTHE ST, ZD
F—HEELAWISE, OpenShift Logging I structuredTypeName D& % #:&LE & L TE
AL %9, structuredTypeKey and structuredTypeName Ol A % {FH 9 254
IC. structuredTypeName &, #i&E{b X7z TypeKey D F—H JSON OV TF—# ILRWGE
K7 2—INY DAV Ty ) RELERBELET,

5

structuredTypeKey DfE% Log Record Fields hEY ZICEBEINTWBEED T 1 —
IWRICRETEEITN, BEYM TORNICKZ —BICKREEN LT 1 —IL KBARERI N
x7,

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,

o U524 —h, apache BL U google EVWI 2 DNEARZHATISONOTEERT BT T
r—23YPod #ERITLTWS,

o 1—H—FZhbD7 Y4 — 3 Pod Il logFormat=apache & logFormat=google ® >
NIV EftT %,

o LUFMDR=~v k% ClusterLogForwarder CRYAML 7 7 1 L CERT %,
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outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9
ﬂ Kubernetes logFormat - X)L TR I 115 key-value R7DEZFEAL X,

@ JsoNmvomiTEAMICLET.
ZDiFE. LTo#EE(kn 7 L d— K app-apache-write 1 7 v 7 ZILEFEINE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

. ULTD#EE/LD Y L O— Kid app-google-write 1 > 7 v 7 RITEEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl
LTFDR =~y k7% ClusterLogForwarder CRYAML 7 7 1 L CERT 2 ERELZE T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

Q OpenShift myLabel SNJLICE > TSN B F—EEORTDOEEFRLET.

g myLabel £&/3. XFFIDE myValue Z#E(LO L O— RICIRHLET,

ZDFE., LTo#Ekn 7 L d— KA app-myValue-write 1 7 v 7 RITEEFEINZE T,
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{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

T DDEEBFIR

o #EiE{bX N/l I— KD Elasticsearch 4 YT v 7 R &, #EELELDHIIC app-%&. % 5 T-write
EMULTHREINE T,

o JFEIEMLI—FIEK BEEINAEA YT YIRILEEINEEA, OO BET T
T—=2av AVIZANSVFv— FREEBEEA VTV IRATA VT I REINZET,

o ETHRWEELLY A1 THWIHEEIX. unstructured L J— K% structured 7 1 —JL KA L T
gEELET,

BE|AA > T v U AT Elasticsearch A RAFHRWVWEDICT B EPNEETT, K7V yr—> 3y
*° namespace Z & ICTIRAL, EROOVER OHBHEDEELY A THFALET, & xIE
IFEAED Apache 7 7)) r— 3 ik, LogApache 72 EDE L JSON OV ER &L 1 THF
ﬁ Lji-a—o

8.3.JSON O 4 ™M ELASTICSEARCH O X N 7 AMDE#5%E
Elasticsearch O A N7 DHFE. JSSONOJ IV N —HRBREZAFXF—TICHIBES. & IJSON R

F—IEI1DDODHAEERICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ Ls!) ¥V — R (CR) % 5% E
LEd, ThicLY, Elasticsearch EAF—< T EICEBIDA vTFy IV A& FRHLET,

BF

BRZ2AFXF—VAEBLCAVTYIRIEETBEYA TOBEPH—FT14FYT14—D
BEEEI SR TSN H DD, T—4 % Elasticsearch A M 7 ICERET BHEIICI D
BREERTIZILELGHY FT,

AVFYIANSGTEDLZENFRERDN T A —T V ADOBE AL T 5ICIE,. HBOX
F—VICEELL L THEATIARAF—TORAEFRE T EAMRETLTLLEI WL,

FIR

1. LFOR=~v k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 7,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. 7> av: EICIE, Elasticsearch @ JSON O 45 —4 MR E THAINTWDE LD

IC. structuredTypeKey Z#fRA L COJLI—RK7 1 =)L ROVWThHOEIBEL X T, ThlL
HDFEIE. ZDTEHIKRLES,
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3. 7> 3 v:Elasticsearch ® JSON O Y5 —4 MERTE TRPAL TWB LD I
structuredTypeName Zf#fH L T <name> 2 EEL ¥, ThUADHZEIF. ZDTZHIRL
7,

8%

JSON O 7 % f##r 9 % IZId. structuredTypeKey ¥ 7 |£ structuredTypeName
M. structuredTypeKey & structuredTypeName DS 4R ET 2 ELH Y
7,

4. inputRefs MiF& 1. application. infrastructure 72 (% audit 72 & D /X1 751 v &EFERL
Tk d 207914 TaIBELET,

5. parse: json EXR% /N1 T4 VITEMLE,

6. CRA7Vxzy NEERLZET,
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator I& Fluentd Pod 2B 7 704 LE ¥, £7Z L. BF 70O
A D57 LAWEAIE. Fluentd Pod ZHBIER L T, BHIMICET 7O/13INh3L5ICLET,

I $ oc delete pod --selector logging-infra=collector

BEfEI

o NJDY—RKN—FT 14— AT LANDERE
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29%E KUBERNETES 1 N NDINE S L WMRTE

OpenShift Container Platform 4 N> hL—4 —(&, Kubernetes 1 N> hZEfH L., Th b %
OpenShift Logging IC& > TIRETE 2L HICAOJICEEHRT S Pod TF, 1RV MIL—9—ZFEFTT
TO04$2RENHY ET,

ARV ML= —FITRTOTAY I MDLARY MNEREL, ThH% STDOUT ICEZAHF

9, Fluentd FZNS5DA RV M ZIE L. Eh 5% OpenShift Container Platform Elasticsearch 4 >~
A9V AICERE L £9, Elasticsearch g XY h&infraA VT v I RICA Ty I RIELET,

BF

ARV ML—% —IEMDER Z Fluentd ICEINL, BT EZMOO0T7 Xy E—TD
BICKEEZSZ 5 LHY 7,

QL ARV NIL—H—DFT 704 BLVETE

UTFOFIEEAFERLTARY ML= —%9ZR9— L7701 LET, 1RV PMNIL—F—%
openshift-logging 70> =7 MIBICTFTOA L. V53R —2FTARY MBIREINZLDICT
DRHENHYET,

UTFDOFvFL—hATIzI ME, ARYRNIL=I—IIMEBERY—ERT7AD VN 959 —0O—
WBELPIZRAY—O—IN\A YT 1V THERLET, T TL—MEARY ML—4 —Pod &
EL. 7704 LFT, TOTVTL—RNIZBEEFTIFERTZD, 77O AL TV RD
CPUBLUAREYY —BERELEEFITBIENTEET,

=S5

o H—ERF7AYYRNAFERL., 7SR —0O—INA VT4V T5EHFTBITIE. B/ —
SyvavIrMETY, &K UTFDOFY 7L — M%, cluster-admin O—J)LAFD>1—
H—TERITTEET,

® OpenShift Logging B’ Y X h—ILINTWBRELNHY 7,

FIE
LARYMNILVL—9—DFVTL— b E2ERLET,

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
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name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €}
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/vi
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:
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requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.3"
- name: CPU a
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

4 RY ML—4% —® openshift-logging 7O>Y = NTH—ERT7 ATV MEEKRL Z
-a—o

ClusterRole Z/E L. 75 A9 —ADA XY N EERLET,
ClusterRoleBinding %= Ef L. ClusterRole #H—EXT7HU Y MINA Y RKLET,

openshift-logging 7O = - N THRE~Y Y 7A/EMK L. HEA config.json 7 7 1 )L &
ERRLET,

openshift-logging 7O 7 b TF7O4 XY N &R L. 1 RV ML—4% —Pod 4%
L. RELZXY,

VO3 EDY TTHININDA XA -V ZHEELEY,

ARY ML= —Pod ICEIYLTEAE) —DIRNEEEELET, T74I M
128Mi ICEREINFE T,

ARV MNL—4—Pod ICEIYHTSCPUDRNEEIBELE Y., T 74/ biE100m I
BREINET,

@ 90 ® 00600 O

7YY M1 VA M—=ILT % openshiftlogging 7OtV M EEEELE T,

o

2. UTFoav Yy REFERLTF Y FL—MEREBL, ThEaBERLET,
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
UFICHZERLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
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H A B

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —1 openshift-logging 7OV T 7 MIA VA R—ILINTWVWE I &AL
x7,

a. FiIMARY ML= —PodHRRLET,

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H A B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ANV ML= —ICE>TREINZAINY FERTLET,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UTFICHZERLES,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H A B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

F 7. Elasticsearchinfra 1 T v 2 A%FERALTA VT v I AN —V%EHK L. Kibana
EHEEALTARYNERRTBIEETEET,
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210%= OPENSHIFT LOGGING O E#H

#10.1Red Hat OpenShift Logging (RHOL) M OpenShift Container Platform /3x—< 3 > MY R— b

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

OpenShift Container Platform /A\—< 3 >~ 46 IBITY 2 X ¥ —OF » 7 H 5 OpenShift Logging 5.x
ICT7y T L— K9 BICIE. OpenShift Container Platform 7 S 249 —%/N\—T 3> 47 £/13 48 IC
BHFLE T, RIC. LLF®D Operator #B#H L £ 9,

® F[lasticsearch Operator 4.x 55 OpenShift Elasticsearch Operator 5.x ~

® Cluster Logging Operator 4.x 5 Red Hat OpenShift Logging Operator 5.x ~
LI M /N—2 3 > D OpenShift Logging BN IRIT/N— 3 VL7 y FJL— RK$ %IT1E. OpenShift
Elasticsearch Operator $ & U Red Hat OpenShift Logging Operator ZIg{7/N\—2a VICEFHF L X T,

10.1. OPENSHIFT CONTAINER PLATFORM 4.6 LIRITD Y S A9 —0OF v~
75 OPENSHIFT LOGGING 5.X ~DE#,

OpenShift Container Platform 4.7 XL FDEZBIA#ZEE L £ 7,

o /S RH—OX >V #eElE. Red Hat OpenShift Logging5x #FICAY F L7,

® Cluster Logging Operator |3 Red Hat OpenShift Logging Operator (27 Y £ L 7=,

e Elasticsearch Operator I& OpenShift Elasticsearch Operator (27 Y & L 7,
OpenShift Container Platform /A\—< 3 >~ 46 LIRITY 2 X ¥ —OF » 7 H 5 OpenShift Logging 5.x
ICT7 v 7L —RK§%ICIE. OpenShift Container Platform 7 S 24 —%/X—2 3> 47 /13 4.8 IC
B LE T, RIC. LLF®D Operator #E#H L £ 9,

® Elasticsearch Operator 4.x 5 OpenShift Elasticsearch Operator 5.x ~

® Cluster Logging Operator 4.x 5 Red Hat OpenShift Logging Operator 5.x ~

BF

Red Hat OpenShift Logging Operator % B #1 9 % aillc OpenShift Elasticsearch Operator
EEHTILENHDY ET, /. MAD Operator EEL/NN—Y 3 VILEFHTIHEN
HyxEd,

Operator #EE>IEF TEH T % &. Kibana IEEFH IN T, Kibana HRH L) Y —2Z (CR) IE/ERK
InFtA, COREZERT ZIIE. Red Hat OpenShift Logging Operator Pod % Blkk L £ 9., Red
Hat OpenShift Logging Operator Pod "B 7 704 1% &, Kibana CR MMEMK I 1. Kibana AABE
FIRAREICRY £,
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® OpenShift Container Platform /A\—> 3 ' 4.7 LIETH 5,

® OpenShift Logging DA T —4% AN IEETH %,

o

o

TRTD Pod »* Ready REEICH B,

Elasticsearch 7 S A9 —HEETH %,

® Elasticsearch 8L U Kibana T—9 DNy 2 7w THERINTW 3,

FIR

1. OpenShift Elasticsearch Operator B L £ 9,

a. Web O~V —JL T Operators - Installed Operators #7 ) v 2 LE ¥,

b.

openshift-operators-redhat 70> = 7 b & RIRL £ 7,
OpenShift Elasticsearch Operator 27 ) v 7 L9,
Subscription » Channel #7 1) v 7 L% 9,

Change Subscription Update Channel V 1 > KD T 5.0 7 (4 stable-5.x % :#iR
L. Savez2 ) v LZET,

HE > TH S Operators - Installed Operators 22 Y v 7 L £ ¥,
OpenShift Elasticsearch Operator D/X—2 3 VI 5xx THD & AR L F T,

Status 7 4 —JU KT Succeeded 3 RET DA FHL F 7,

2. Cluster Logging Operator Z#E# L £ 9,

a

b.

3. A

a

172

. Web O~ Y —JLT Operators - Installed Operators 7 ') v 7 L £,
openshift-logging 7O 7 b & RIRL T,

Cluster Logging Operatorz 7 1) w2 LE 9,

Subscription » Channel 27 1) v 7 L% 9,

Change Subscription Update Channel V 1 > KD T 5.0 7 (4 stable-5.x % #iR
L. Savez2 ) v LZET,

HEF > TH S Operators - Installed Operators 22 Y v 7 L £ §,
Red Hat OpenShift Logging Operator d/X— 3 VA 5.0x £7/21d 5xx TH B T & A FEER
LET,

Status 7 4 —JU KT Succeeded 3 RET DA EFHL F 7,
FUUAVER—3V NEHRBALET,
. §RTD Elasticsearch Pod ' Ready R 77— A THZD & &R L £,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B
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NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. Elasticsearch 7 S A9 —HNEETHB I EHHERLET,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

}

"cluster_name" : "elasticsearch”,
"status" : "green",

c. Elasticsearchcron ¥ 3 7HERRINTWB Z & %#HRALE T,

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d AJARMT7H50 FLEEXICEHIN, 1Ty I XM green THBH I & ZHEBL &

ER

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

H771Z app-00000x. infra-00000x. audit-00000x. .security 1 7T v 7 A AEFN 3T
EEWRLET,

FIONBEBDARAT—YADA Ty I R ESGHIHI

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168

green open infra-000014
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YPOU6R7FQ_GVQVQZ6Yholg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 3 1 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

e OJAL U —N50FLEEXICEHFINTWEIEERRLET,
I $ oc get ds fluentd -o json | grep fluentd-init
HAIC fluentd-init AV 7T F—DEFFENTWVWBH I E 2T LTI,
I "containerName": "fluentd-init"

f. KibanaCRD ZFRA L TOJEY 2754 =D 50 LIS IKERINTWDE I &%
mLET,

I $ oc get kibana kibana -o json

HAIZ ready 27 —4 XD KibanaPod A& XN 2 & 5RLE T,

0.2 #e4HIREEIC H B Kibana Pod D H i
[
{
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"reason": "ContainerCreating",
"status": "True",

]

}

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"status": "True",
"type": ™"
13
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"type": "
}
"deployment": "kibana",

"pods": {

"failed": [1,

"notReady": []

"ready": []

13

"replicaSets": |

"kibana-5fdd766ffd"

1,

"replicas": 1

}

]

10.2. OPENSHIFT LOGGING DIR{T/N—2 3 Y ANDEF

OpenShift Logging Z 5x MO IRIT/N—2 3 VIZEH T 5 ICIE. OpenShift Elasticsearch Operator & &
U Red Hat OpenShift Logging Operator D% 7 X4 1) ¥ avaZEELE T,

BF

Red Hat OpenShift Logging Operator %Z &#19 % Hillc OpenShift Elasticsearch Operator
EREHTEVLENHYET, /. WAD Operator ERA L/XN—V 3 VICEH T D2HEH
HYFET,

Operator #[EE > ZIBF CTEH T 2 &. Kibana IEEFH INT, Kibana HR Y L) Y —Z (CR) IE/ERK
InFtA, COREZERT ZIIE. Red Hat OpenShift Logging Operator Pod % Blkk L £ 9., Red
Hat OpenShift Logging Operator Pod "B 7 704 1% &, Kibana CR MMEMK I 1. Kibana AABE
FIRAREICRY £,
([} =355

® OpenShift Container Platform /N\—> 3 VAN 47 LIETH %,

® OpenShift Logging D AT —4% AN IEETH 5,

o FARTD Pod » Ready JREEICH B,
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o

Elasticsearch 7 S A9 —HEETH %,

e Elasticsearch 8L U Kibana T—9 DNy 2 7w THER I TW 3,

FIR

1. OpenShift Elasticsearch Operator ZE# L £,

a.

b.

Web O~ Y —JL T Operators — Installed Operators 2 1) v 7 L% ¢,
openshift-operators-redhat 70> 7 P& RIRL FF,

OpenShift Elasticsearch Operator 27 ) v 7 L9,

Subscription » Channel 22 1) v 7 L% ¢,

Change Subscription Update Channel” 1 > KU T stable-5.x Z#{R L. Save =/ ') v
7LFT,

) EF > TH S Operators - Installed Operators 7 ) w7 L 7,
OpenShift Elasticsearch Operator D/X—2 3 VI 5xx THD & AR L F T,

Status 7 4 —JU KT Succeeded i RET DA EFHEL F 7,

2. Red Hat OpenShift Logging Operator ZE# L &7,

a.

b.

Web O~ —JL T Operators — Installed Operators 2 1) v 7 L% ¢,
openshift-logging 7OtV & RIRLE T,

Red Hat OpenShift Logging Operator =27 ') v 7 L9,

Subscription » Channel %7 1) v 7 L9,

Change Subscription Update Channel” 1 > KD T stable-5.x Z#R L. Save =/ ') v
7LFT,

W EF > TH S Operators - Installed Operators %7 Y w7 L 7,
Red Hat OpenShift Logging Operator D/X\—2 3 U A 5xx THD Z E#MALF T,

Status 7 4 —JU KT Succeeded 2 RET DA EFHL F 7,

33 AFX VO VER—RV MNEERLET,

a.

b.

176

I ARTOD Elasticsearch Pod " Ready R 7 —9 A THZD & &AL X7,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

Elasticsearch 7 SR Y — D EETHD I &R LEFT,
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$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

}

"cluster_name" : "elasticsearch”,
"status" : "green",

c. Elasticsearchcron ¥ 3 7HERRINTWB Z & %#HRALE T,

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

d OJZRTHEXICEFHFIN, 1 VT v I XD green THZ I & 2R L FT,

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

H771Z app-00000x. infra-00000x. audit-00000x. .security 1 7T v 7 A AEFN 3T
EEWRLET,

BNOIBEBEDARAT—IADA VT v I R aZLHIH

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqgsSI6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
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green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO084KoguQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147

green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146

green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

e AZAL VY —NEXICEHFINTWVWD I EZHALIT,
I $ oc get ds fluentd -o json | grep fluentd-init
HAIC fluentd-init AV 7T F—DEFENTWVWSH I E 2T LTI,
I "containerName": "fluentd-init"

f. KibanaCRD 2L TAJEY a7 A4 - 5xICEHINTWVWE I L 2R LE T,
I $ oc get kibana kibana -o json

HHIZ ready A7 —% XD KibanaPod A& F N5 Z & #HEALET,

[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"status": "True",

lltypell : "
2

{

5110.4 #=GFIREEIC 3 D Kibana Pod ® 41
"lastTransitionTime": "2020-06-30T14:11:07Z",
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"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

2

"deployment": "kibana",
"pods": {

"failed": [1,
"notReady": []
"ready": []

b

"replicaSets": [
"kibana-5fdd766ffd"
1,

"replicas": 1

}

]
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ENEIVSRY—F v aiRi—RKROEKRTR

OpenShift Container Platform Web > ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v ¥ 27R— Ri&, Elasticsearch 1 Y 24 V2%, BBEORKEMIES LUBHICERTE S
@RI D Elasticsearch / — RICDW T DEFMIERERRTLE T,

OpenShift Logging ¥ v ¥ 2/ R—RIZIE, V5 R4—UY—R, AXR=TaLo>av, V5R9—D
2+ — R, Fluentd 5t E. V5 R4 —L RV TD Elasticsearch 1 VY A4 ¥ ZITDWT DFM %= TR
TE2Fv—MDEFNET,
Logging/Elasticsearch Nodes ¥ v & 2 7R — NIlIE, Elasticsearch 41 Y 24 ¥ Z DA RTT %
Fr—hrHEFENET, INODFr—hDEZLIE/—RLRLODEDTHY., ThiIlIE. 1VFTv D
A, v —R, VYRR EDHEMIEENE T,

p= T

SYFHRRT—2IZDOWTIE, vy aR—KOD GrafanaUlY > 2% v LT

Grafana ¥'v > a2 R— K& L £9, Grafana ICI& OpenShift cluster monitoring A¥[E
MEIhTWET,

11.1. ELASTISEARCH & & Uf OPENSHIFT LOGGING ¥ v & 27h— KA D
TR

OpenShift Container Platform Web 1> ¥/ —JL T Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v aR— RERRTEZET,

FIE
Sy aR—REEETZICEE. UTFZ2RTLET.

1. OpenShift Container Platform Web 1> —JL . Monitoring -» Dashboards =7 ') v 7 L £
E

2. Dashboards *—< T, Dashboard X =1 —/'5 Logging/Elasticsearch Nodes F 7= (&
Openshift Logging #:&R L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— KDIFE., TR 2UEDH % Elasticsearch / —
NEZEIRL, T—9DRBEEEZRETEET,

BT Y Y 2aR— RBRRIIN, T—IDEHEDF ¥ — hHRFIINIT,

3. BEICH LT, TimeRange X — 21— LU Refreshinterval X Za2—H5, F—9 &2RRT
I FEIFABEOHEEE/ET—ID) 7Ly al—MEBRLET,

p= -
SYFEMALT—2ICDWTIL, GrafanaUl) 2% %2 1) w4~ LT Grafana ¥ v ¥ 27R—

FeEHLEY,

FwaR—RKFv+—PMIDODWTOFEFMIE OpenShift Logging ¥ v ¥ aRh—RIZDOWT &LV
Logging/Elastisearch Nodes ¥ v & 27/R— K [CDWTER L TLEI W,

11.2. OPENSHIFT LOGGING ¥ v ¥ 2 R— RIZTDWT
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OpenShift Logging ¥ v ¥ 2 7/R— RNIZIE. 75 X% —L ~NJLT Elasticsearch 1 ¥ X4 » A DFF#ll = 3Kk

BNEISRI—F v 1 R—FDERR

TEBFv—hAEENTEY., IheERLTHEZZL. FHTEEY,

#1.10penShift Logging F ¥ — b

XMYIR

Elastic Cluster Status (Elastic Cluster D X 7—4 X)

Elastic Nodes (Elastic / — F)

Elastic Shards (Elastic & ¥ — R)

Elastic Documents (Elastic ¥ 21 X > )

Total Index Size on Disk (T4 XAV LDO&EEA VT v

5 2% 4 X)

Elastic Pending Tasks (Elastic DIREHD Y X 7)

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elastic JVM GC Rate (Elastic JVM GC L — I)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/
TIVvFDOLAFTYI—DAE

B4

Elasticsearch DIR{TRFT—4 R

® ONLINE: Elasticsearch 1 Y X% ¥ A7 v
ZAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A4 > AH' A
7240 THBEERLET,

Elasticsearch 1 > 24 > AR D Elasticsearch / — K
DEEHEL

Elasticsearch 1 > X4 ~ AR D Elasticsearch & v+ —
KR DEEHE

Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 4 T v 2 RAIERAIND T A RV A

ELEE

AVTYIADER. A VTIYIADIYEY Y,
Sr—RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM 9 5 X9 —TD Elasticsearch ARX— L 4
2 a VREDRETICE L ZBERE,

VM BB T EICHR—=C T ITF A ETF 4 —%ET
ER-N =i Ik

e VIY)—LAFVi—: & Elasticsearch &3
7T —DETICHERITIGIR,

e 7IvFLAFrL—: & Elasticsearch 152
JTY—PNF—F DT v FICETEHR
SN

BE. 7zvFLATUVY—OEREIERIT)—LA
TUvV—dYEtEARYET, JzvFLAITY
YN —BLTEMY 558, IhiET 41 XT7D&E
EOET. 7—9DEM. FLFIHERIZTEEK
MRLBERDHZ &R LTVWB ARSI HY X
ER
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AMYIR B

Elastic Query Rate (Elastic 7 T —L — ) % Elasticsearch / — RIZDWT1# T &I
Elasticsearch 1 ¥ 24 ¥ ZICi L TERITIh B A5
T —,

CPU ZTRENROIAVR—FY MIDWTRRINS

Elasticsearch, Fluentd. & & U Kibana IC& » TEHA
I3 CPUDE,

Elastic JVM Heap Used (Elastic JVM &£ — 7 DfEHA) FRAINZ VM XEY—DE, EERIZAY—T
[E. IWMAR=I AL I3 VICL>TAEY) =N
BRINnd &, V773 EHNRETERLET,

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D % Elasticsearch / — KIZTDWT Elasticsearch 1 ~ R
/) YURCE>THERAINE T 1 ROVBEDEET
File Descriptors In Use (fEFAHF D 7 7 1 JLEZIRF) Elasticsearch, Fluentd. & & UfKibana IZ& > TfEMR

TN 7714 INEBRFOEEEL

FluentD emit count (Fluentd M4 m%K) Fluentd 7 7 #JL NHEAICDWTD 1#H 7Y D
Fluentd X v E—Y DEFBB LT 74 NEAD
BEITH

FluentD Buffer Availability (Fluentd /8 7 7 —DH Fv U OIFEFRATES Fluentd /Ny 7 7 —D/N—+

FAt) Ve Ny 77 —=D—MIZAD &, Fluentd BZET
Z2O7HENEBTERV EARTHEEIHY X
ES

Elastic rx bytes (Elastic rx /31 k) Elasticsearch #* FluentD, Elasticsearch / — K, &

JUZDMDY —ADBRELLEE/N1 ML

Elastic Index Failure Rate (Elastic 1 7 v 7 R KK Elasticsearch 1 T v 7 A TR L 1#WHYD
) BEOH, L—rDEWEEIE. 41 VT v 7 RICH
B HBZ T AREENHY FT,

FluentD Output Error Rate (Fluentd HH 1 T 5 —) FluentD 2O 7 DHEADICKKT B 1#H 7Y DEEHD
.

11.3. LOGGING/ELASTICSEARCH / — K% v Y a R— KD F v — K

Logging/Elasticsearch Nodes ¥ v & 27Kk — RIZId, BINDEZETICEHE T X % Elasticsearch 1 Y X 4
VADFHMERRTDFr—bEEFNET, ThoDFvr—bDELIE/ —RLRILDEDTT,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v & 2 78— RCI&, Elasticsearch 1 Y A4 Y ZAD AT —4 R I
THUTOFv—MDEFNET,
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BNEISRI—F v 1 R—FDERR

E1.2 Elasticsearch A7 —4% X714 —JL K

XMV IR B4

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. & U red A7—%
2%&ERAT 5, BIRINABEICEIIZ95R4—
@IE"I%“"‘EX?_& zo

e O:Elasticsearch 1 ¥ 24 >~ X H green
T—HRATHBIEETLET, Thid,
ITRTOYvy—RAEYHTHNE T E%E
BERLEFY,

e 1:Elasticsearch 1 ¥ 24 > XA yellow R
T—HRATHBZEERLET, Thid 1
DULEDYv—ROL T HY v — RHE
YL THONBRWI EERBHERLET,

® 2: Elasticsearch 1 Y A%V AH red RF—
HRATHBIEHERLET, ik, 1DL
to7s4< )= v—RE&EZDL T A
MHEYHTOENABWCEEEKRLETY,

Cluster nodes (7 2 2% —/—K) 9 5 A% —HD Elasticsearch / — KD EEHEL
Cluster datanodes (7 2 X8 —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,

Cluster pending tasks (7 2 29 —DRBHDIRY) HTLTHELT. V5R9—F21—THEHDI S
R —REEEOH, EzlE. 1 VT v I ADE
B 4Y7v I ZOBIER. ¥v—RKDEIY HTHRE
HYFET, EBIMERIE. 7529 —DEBITHIEK
TERWZEZRLET,

Elasticsearch 7 S A9 —A VTV IR ¥ —RKODAT—F R

& Elasticsearch 1 T v 7 RlE, Kbt INT—YDEKXBELMATHD 1 DULEDY v — RDRIE
TIW—TTF, AVTYIRv—RILE, 7547 )—Yv—RELTYVAYY—RKD2DO0D%
ATHBHYET, RFAXVIDPAVYTYIRICAVTYIRMbINhBE, ThigFSM4<) —
Ty —ROWTNNMREEIN, ZOVY—ROITRTOLTY AICaAE—ShFEd, 7514~
)= v —ROEUIA Ty 7 ADERBFICIBEIN., ZORITA Ty 7 Z0EMHEBICERY
2EIFTEFRA, LTV A Y—ROBIEWDOTEEETEET,

AVFYv IR —RIE, SATHA N T —XELIFISRAI—TRETBARY MIHL TEH
DREICHTYEDYET, Vv — RPRBEL A VT Y I REREZRITTEZHE. Yv—RKE7 72
TATICRYET, Vy— KR INSDEBERERITTERWEES, v —REFET7V 714 TICRY ZE
T Yv— KL, BEIYYHT, REYYETREDREICHZIFE., Vvy—RKDETIT14 Tk
ZAREMLHY £T,

AVTYIRIY—RIE, T—IDMEBRBETHZ2A VT Y IRAETAY NERENZEE < DINI R
A7 OV I TEREINET, 1 VTvIRET XAV ME Lucene B2l Ty I 23 hic
T—H%IY PLAEEZITERINZHERI/NSIL, 1 32—49T )V Lucene M VT v I RTY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTA VT I RE
TAV RN ELYREREIAVMII—V L, 80 AY NOEBEHEBWVREICHFTLES, 29X
NaET—YT27OANFREIA Y MBERINEZEELY BB RDI5E. BELIHD AR
THREMEL DY FT,
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Lucene WMRFRIBER ED T — Y RIEAEITT 2158, Lucene IEBEET 21 VT Y I ADA VTV IR
TIAYVMIRLUTEBEEETLET, TOED., EEITXAVMIE, XEY—ICO—KTh, vv 7
INDIBFEDT—AIBENEENET, 1 VT VIAIRYEVTIX, EIA YV N T—9EETHERAIN
DAEN—ICKELKHEEZZDHEEIHY XTI,

Logging/Elasticsearch Nodes ¥ v & 2 7/R— RIZI&, Elasticsearch 41 7 v 7 2>+ — RIZET 2 LUTF
DFv—rBEEFNFT,

KN.3 Elasticsearch 7S AY —D v — KRAF—FADFv— b

XRMYIR E7L
Cluster active shards (2 S R4 —DT7 V7147 VSRAY—ILBIBTIT1TRTZ4<Y —
S —F) Sr—ROBE, LTYNEEDY v— ROAE

B, v —ROEDNKELARBE, VTR —D/N
T—IVAMNMBETFLIBO ML HY £9,

Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERBVWS v — RO, 7
k) 574 TTHANY v— Kid, eI, B0

J—RICBEBEINDZTWSYvy—KPp, FYHT
bR TWRWov—REHBLET, BE. 75X

H—ICIZEEB 7 VT4 T TlERBRW vy — R H Y
9., REIBICODA>TT7 VT4 TTIRABVWY v—
ROBMNIEZ 255, BELH S &5 RT oIk

NHYFET,
Cluster relocating shards (7 5 29 —DBBEEY ¥ —  Elasticsearch B'i#i / — NICBEREEINTW3
K) v — RO, Elasticsearch &, / —RKTODXE

) —ERAXIABWGEPHR/ — KNI S5 —IC
B3I/ l0BEROERICLY / — N2BE

BLET,
Cluster unassigned shards (7 5 24 —KE|\) 4T RENWHTDY v— NDHL, Elasticsearch ¥ ¥ — K
v —NK) & FHRA VT v I ZADENY / — ROEERED

HERTEHYETOhAWARELIHY X7,

Elasticsearch /— KX MY U R

% Elasticsearch / — RICI&, YRV DUBICFRATEZZ Y Y —ADEILHIRBELIHYET, IXTD
1)) —ZAMMEHEPR T, Elasticsearch D"Fi#R4 XV DETAHITT %158, Elasticsearch (&—ERD )
V—2AWFBEAREICARZETYR I EFXF1—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 27K — FIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDF v — b & Elasticsearch ¥ 1 —CHEFRDY I DBNEEITNF T,

FK1.4 Elasticsearch / — KDXA MYV RAFv— b
XMV R Bl

ThreadPool tasks (ThreadPool ¥ 2 ) BERIDF 1 —DFEFRDY R DE (Y X054 THl
IKRTINET), F2—HOYRIVORIPEREL
F2IRREIE, /—RDY—XDARBPZDMDREED
HBIEERTAREENHY FT,
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CPU usage (CPU O XK)

Memory usage (* € —fFHE)

Disk usage (T 1 X 7 {FHE)

Documentsindexingrate (RF a2 XY bV F v I R
ftL—=H)

Indexing latency (4 ¥ T v 2 2L A4 T —)

Search rate (832 L — b)

Search latency (8FEL A1 TV ¥ —)

Documents count (with replicas)( KF 2 X > M (L
7 AER))

Documents deleting rate (K ¥ 2 X > N DHIRL —
M)

Documents mergingrate (RF 21 XY hDT—Y L —
M)

Elasticsearch /— K7 4 —IL K5 —%

BNEISRI—F v 1 R—FDERR

B4

ARRAMNIVFF—ICEY H¥TEHND CPUDEETDE
&& LT, BEBIRLJ Elasticsearch / — RiIC & > Tf&E
HXh 3 CPUDE,

EIR L 7= Elasticsearch / — RIC &k > THERAIN B X
€ U _%o

EIRI N7 Elasticsearch / — RDA VT v I AT —
HELVOAYT—HIFERAINDE T RAIVBEDE
it

R 2 XY hASBIRE Nz Elasticsearch / — R TA
yj_:‘y 71'“3'51’[,5 I/_ I\o

BRI N7 Elasticsearch / — R TRFa AV &L
VT YRS BDILNEBEERDEE, 1 VTV Y
2ILATFVY—F, WM E—TXE —DLHE0
BREAREDE DERICLZIFEAZ T DAL
HYET, LATVI—DEINTZHE. 1 VRS
VARDYY —RBENFRLTVWSEZEAERLE
ER

EIR I N Elasticsearch / — RTETINZIHRERE
KD,

BRI N7z Elasticsearch / — R THREREEREAZETT
ZDICREERDER, RELATVY—F B
COEROHEAZ DA’ HY ET, L1T
VYU—hEmMT BEEaE. A VAYVAHRDY Y —R
BENMFRLTWEZEERLET,

B®IRI N /z Elasticsearch / — RICIREI NS
Elasticsearch KF¥ a2 XY hD#, Zhilik, /—FK
TEYHTOHNBETSSAT—Vv—ReELTU R
Dy —ROEAICREREINS RFa LY MHEEFHL
9,

BRI N7z Elasticsearch / — RICEIY B THR D W
ITNDIDA VTV IRV vy— KO LHEIBRINDS
Elasticsearch K¥ 1 X ¥ M D#,

IR X N7z Elasticsearch / — RICEIY B ToHNh DA
VFY IRy —ROWITNHATY—IIND
Elasticsearch R¥ 1 X ¥ M D#,

Fielddata 34 5T v 9 AOBEED—E % {RFF T 5 Elasticsearch T —4#&ETHY. JVM E—TIC
BREINFE T, fielddata DEIL RIFTRX MDD BIRETH 578, Elasticsearch & fielddata 1##
ExF+vv>alLZEY, Elasticsearch &, EEERDA VTV I RET AV MHEIBRINEY,
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fielddata # ¥ v 1% ITEJ FNTEET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&, Elasticsearch fielddata ICEA T 2L TFDOF v+ — b
NEFEFNET,

—_—

1.5 Elasticsearch / — K 74—V KF—% F ¥ — b
XMV R Bl

Fielddata memory size (Fielddata X € ') —4% 1 X) EIR I N/ Elasticsearch / — KD fielddata F + v
YA ERINS VM E—TDE,

Fielddata evictions (Fielddata TEZ ¥ 3 V) BEIRX N7z Elasticsearch / — KO SHIBRI Lz
fielddata #& DEL,

Elasticsearch /— KD/ IT)—Fvva

AVTYIRABREINTVWET—IDPZETEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESZLIIC/ —RLRNLDIIY)—F vy allxvyyviaihnixd,

Logging/Elasticsearch Nodes ¥ v & 2 78— R(ZId. Elasticsearch / — KDV T —F v v > aIllET
LUTDFv—rDBEENET,

X1.6 Elasticsearch / — KDY Y —Fv— bk

bl R/ B4

Query cachesize (P T!) —F v v a4 X) BEIRI N7z Elasticsearch / — RIZEIY HTHNE T
RNRTOYvy—RDI T —FrvPalIlEAIND
XEY—DEEE,

Query cache evictions (7 TV —Fvv 21T S EIRI N /- Elasticsearch / —RTOI T —F v v
vav) TaADIES Y3V,
Query cache hits (VT ) —F v v akv k) EIRI N /- Elasticsearch / —RTOI T —F v v

adkw I\&o

Query cache misses (Y T —F ¥ v 13 RX) EIRI N /- Elasticsearch / —RTOI T —F v v
91®SZ§&0

Elasticsearch4 YTy 22020y YV 5T

RExaxXybDAVTy I REERT 5358, Elasticsearch 357 —4% OMEBRIBRTHZ A VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE%*&ELT %
FFEELT, JYUNIRBREITA VN ELYKREREITAY MCEMICT—YLET, 1VT VY
ZEBRNETAY N ex—V T 5EELYEERICARZIGE. X—Y 7O +28IE > TKET
HIC, MBECN T A =TV RICEELBENME LD HEEIHY EFT, TORREHSKD
IC. Elasticsearch &/ T v 22220y M) YT LET, BE. 1Ty IRAICEYHTLENDS
ALYy RE1DDRL Y RICHKO T ZETHIBRTEE T,

Logging/Elasticsearch Nodes %' v < 2 7/R— R IZI&. Elasticsearch 4 7y 720220y ) > 7D
WTOUTOFvy—rDEENET,
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KN7ATFyIRAAY MYV TFv—

XMV IR B4

Indexing throttling (1 ¥ ¥ 72020y b >7)  Elasticsearch AMBRE Nc Elasticsearch / — KT A
VFy o 2BEEZOY MY YT LTV BER,

Merging throttling (* —>Y @220y k1) > %) Elasticsearch A%#3IR & 117 Elasticsearch / — KTtz
TAV MO —VBFEZZ2O0Y M) VT LTWBE
fEl.

J— K JVM b—7O#5t

Logging/Elasticsearch Nodes ¥ v & 27— RIiZIE, JVM E—TREICET Z2UTOF +— M'E
FhEd,

ERN8JIVM E—THEtFv— b

b RPN B4

Heap used (E— 7 D) BEIRI N7z Elasticsearch / — R TERAIN2EIY H
THEHD IVM £—TEEBEDEE

GC count (GC ) HFHDAR—YOL 72 avIilE>T, BRINE
Elasticsearch / — R TEITINTELAR—=TOL
73 VigtED#,

GC time (GC B5R) UM A, FHBDOAR—I AL IS a3 Vit & > TRR
YN/ Elasticsearch / — KR THR—=Y L V3V
HRIT L TEARE,
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12.1. OPENSHIFT LOGGING A 7—4% Z DR~

Red Hat OpenShift Logging Operator D 2 7—% X%, #(% < @ OpenShift Logging AV R—% ¥ K &
RRTEET,

12.1.1. Red Hat OpenShift Logging Operator D 2 7 — 4% A K7~

Red Hat OpenShift Logging Operator DA T —4% A% RRT DI ENTEET,

AR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

¥
1. openshift-logging 7O =7 MIPYEZET,

I $ oc project openshift-logging

2. OpenShift Logging AT —4% A &KRRT SITIE, UTFEEITLET,

a. OpenShift Logging DAT—4% A =BMEBLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
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- fluentd-6l2ff
- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization:
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAOD status RY VI, VS5RY—RAT—H9ADT7 14— L RBERFINZET,
Fluentd Pod IC2D W T DIER

Elasticsearch 7 5 X 4 — D22tk (green. yellow. F7=(& red) 7 & D Elasticsearch
Pod ICDWT DIE#R

Kibana Pod ICD W T DIELR
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12.1.1.1. kB X v 2— (condition message) DY~ FIL

LUFIE. OpenShift Logging 1 ~ 24 > XD Status.Nodes Z7 > a U Hh S5 D—EDREXA v 2—T D
BlTY,

PLTFDEDIBRRT—FHAXvE—JE, /—RKRDOBREINLBEEEEBLZBATEY., Yv—KHZD
J—=RICBEIYYETohAWZ EARLETD,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

UTDEIBRRAF—HAA v =V, /— REBRESNABEEELBIATHY. ¥ v— RHOHED
J—RIBBSEONE I EERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTOLIBRRTF—F A X vE—IE. CR D Elasticsearch / — REL 29—V SR —D\WTFhD
J—RIZE—BLABRWZEETRLET,

H B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

UTFDEIBRAT—FZAX v E—=VF, BRKINLPVCHPVICNSA Y RENGAWTI EZRLET,

H A B

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

LTFDEIBRRT—FZAAvE—TE, /—RELIZY—DPVThD/—RICE—H LAV,
FluentdPod # A4 a— )L TERLWZ EARLET,

H A B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
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Failed:
Not Ready:
Ready:

12.1.2. OpenShift Logging IV R—3R Y RDRAT—4% ADFRR
#% < M OpenShift Logging AV R—X Y NDRAT—H R%ERRTDIENTEZET,

AR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW 3,

Fa
1. openshift-logging 7O 7 MIPYEBEZET,

I $ oc project openshift-logging
2. OpenShift Logging IRIED AT —9 XA =XKL ET,

I $ oc describe deployment cluster-logging-operator

ol
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. OpenShift Logging L 7Y Aty RDRAT—9 R ERRLET,
a. L7V Aty hORFIZERIBLET,

B
I $ oc get replicaset

H A B

I NAME DESIRED CURRENT READY AGE
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cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current/ 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

12.2. ELASTICSEARCHOJ XA N 7D AT —4 ZADFKRR

OpenShift Elasticsearch Operator D 2 7—4 X%, #% < @ Elasticsearch AV R—R Y N & RRTE
x7,

R21L.AT7RARTDAT—H ADRR

AJXANTPDRAT—I R 2RRTBIENTELT,

AR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

Fa
1. openshift-logging 7O =7 MIYPYEZET,

I $ oc project openshift-logging

2. AT =9 RAERFRTBHITE, UTFZ2ERTFTLET,

a. AJANPAVRIVADEZRZBREBLET,

I $ oc get Elasticsearch

H A B
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NAME AGE
elasticsearch 5h9m

b. AJANTDRAT—IRA=EWMIBLET,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UTFICHZERLEYS,
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
HAIKE, UTOL S RERVFENET,

H A B

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] e
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: ]
notReady: []
ready:
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- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LHhostaus I UYL VSR -RF—FRADT 4 I RBRRINET,
@ /2R bTORT—HZ:

o TIUTATRTZAT) =2 v— KDY

o FUTATRYvy— RO

o WMHLINDY v— RO

e NJRN7T—%9/—RDH,

e OJZAKNT/—RKRDEEH,

o REBHDY RV D,

e OJRANFPDRAT—4H X:green. red. yellow,

o KEYHTDYv— RO,

g 2ATF—8 RRE (HDHR), OFRARNTDRT—4 XL, Pod KRB I N TULARWE
BICRAT Y 1—5—HD56DEHAZRLET, UTORRICEAELLA XY MDRRS
n¥d,

e OJANTHLVTAFY—aAVTF—DEAICDOWTIAY T F—HFEEH,

e OJVRAN7HELIVTOFY—aAVFF—OEAIKODVWTIVYFF—IERTLTW
<

o Pod BRIV 1—ILHRATH 2, ILHICEZHOBBICDOVWTORENRRIN
FY, FlE. RKEAYE—JDH YT 2B LTIEIL,

Q upgradeStatus D#H %7 S99 —ADOT A N7/ — R,

9 'failed”. notReady 7z |3 ready RKEED FIC—BRRINKL. /T RY—ROOT R
NT7OZSAT7V N T—48., BFLUVTRH— Pod,

12.2.1.1. YREE X v 2— (condition message) DY~ FIL

LAFIE, Elasticsearch 1 Y A4 > A D Status £/ a vHLD—EDREX vy - DHFIICARY F
£

LTFDRTF—=HZAAvE—IlE, /—RDOBREINALBEEELEZBATEY, Yvy—RKHTD/—RIZ
HYYTcohBLnwZeEarrmLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:22Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.

195



OpenShift Container Platform 4.8 O¥ > &

reason: Disk Watermark Low

status: "True"

type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=FZAX v 2=V, /—RFIRESNESEEEZBATEY., Yv—RKiMD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDODRTF—=9ZAAyvE—21k, CROATVARNTF /) —RELIVIY—DPIZTZAY—DVWTIhD/—KIC
LEt—HLAVwWZEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

UFDRT—H2AAvE—Vk, O A RNT7 CRAEFEELABWV KERY) 2 —LFEXR (PVC) 2#FHT 3
Z&zER~LET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

UFDRT—=FZAAvE—YIF OJZARNTISRI—ICERARER) =% R—T27DD+5
) — R EWZ EEZRLET,

status:
clusterHealth: ™
conditions:
- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or
add more nodes with data roles
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reason: Invalid Settings
status: "True"
type: InvalidRedundancy

IDRAT—HAAyE—=VIE, V75R9—AOAY b O—=ILTL—>/)—K GBIFFRRY—/—R) O
NS BEBIEERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: 'True'
type: InvalidMasters

LTRDRAT—=FZAAvE—IE, MALD & LAZEED Elasticsearch A AL —Y THR— K I AW
ZE&z=RmLEY,

UFICHZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 5 LU type 7 1 —IL RiE, Y R— b RRADEEDY A THIBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMY R— I TWEHA,
StorageSizeChangelgnored

ARML=SH A XDEENMYR—FIhTWEEA,
StorageStructureChangelgnored

—BRANL—YEKGERA ML —VUBERTOEENM Y R—FINhTWEHA,

BF

ClusterLogging 1 2 ¥ A1) Y — 2 (CR) & —BF 2 hL—Uh SkEER b L—J 81y
B2 2L ICRET B%EIC. OpenShift Elasticsearch Operator (kiR 1) 2 — A
ZK (PVC) ZERM L 2 A, KigAR Y 2—L4 (PV) IFERIhFt

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (CIE. ClusterLogging
CRADEBEATTICE L. PVC ZHIRT 2 BN HY E T,

1222. 072 7AVR—=RY MDRAT—8 ADRT
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HMEZ<OATARNTIAVR—ZX Y NDRAT—YRAERRTEIIENTEZET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 VT YV ADAT—H A%RRTDIENTEET,

1. Elasticsearch Pod D& FiZ#EE L £,

I $ oc get pods --selector component=elasticsearch -0 name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. AVTYIADAT—H A ERFLET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

H B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéwg
1 1 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod
AJRANTERARNT B Pod DRAT—H RERRTDHIENTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -0 name

H A B
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. POdDRAFT—9RAZHRIBLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

HAOKRE, UATFOLIBRRAT—F RABERIZINIT,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJAML—Y PodTF70O4 XY MNRE
OJANTPODTF7TOAAXA Y NBEDAT—YRAERTTDBIENTEET,

L 7704 AV MEEDZBIZREBLE T,
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I $ oc get deployment --selector component=elasticsearch -0 name

H A B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAAY NREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE UTFOLIRRTF—9 RIBERIEENET,
H A5

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

OJZRM7OLFYhEy b
AJZRNT7OLT)AtEY NODRTF—H9RERRTEDIENTEET,

L LFYAtY hOEZRIZRBLES,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV hEYy NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAIKE UTFOLIRRTF—9 RIBERIEEFNET,
A5
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Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-

g

rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1

c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s

period=5s #success=1 #failure=3

Events: <none>

12.2.3. Elasticsearch 7 S A% —DAT7—4% R

OpenShift Container Platform Web 3> —JL M Monitoringtz ¥ > 3 »Il#% % Grafana ¥ v & 27K —
NiZId. Elasticsearch 7 X9 —DRAT—8H ADNKRZINZET,

OpenShift Elasticsearch 7 2 A9 —D AT —4% XAz HE 9 % 1CI&. OpenShift Container Platform Web

3> —J)LDMonitoringtz 7> 3 VIl#$H % Grafana ¥ v ¥ 2 RK— K
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL R

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 5 24 —HAEBW RN, EERRANEZEZRLET, UTICHAlEZRLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZDHRE., O— 1 Vv IVBREH. FLERA TV a—ILINEBEER
S, BEELAO#HERLET, UTFICHAERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 4 > 7 v 7 X namespace Dff#aRRL 9., LTFICHEZRLF T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
& namespace DL I— RERTFLET. UTFICHZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5
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Secret Elasticsearch 7 41 —JL RAAR DO SHRVA, BEWHI Ay E—T

Elasticsearch IC admin-cert. admin-key. logging-es.crt. 723 logging-es.key 7 7 1 JL V72 N5
B, YV aR—RIZERDFDE I BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12.3. OPENSHIFT LOGGING 75— M ICDWT

OX> 7L 049 —07 55— METRT, OpenShift Container Platform Web 1> Y —JL® Alerting Ul
IK—EBRRINIT,

1231.8F¥>732L 945 =75 — MDRR

72— hM&. OpenShift Container Platform Web 3>V —JL M. Alerting Ul @ Alerts ¥ 7IZKRRI 1
FY., 77— MIUTFOREOWThANITHRY FT,

® Firing7 27— b DIRREIE S 4 LT 7 b DHIEIZ true IC72Y £9, Firing 72— MOKRED
Option X=a1—%7 Y v o L. FHlEREZRTT 5. 77— b%IEEH (silence) ICL X
_a_o

® Pending: 2O 75— MRREBIFIRFFRT true TEH. 94 LTI MIEFELTVWEEA,

® NotFiring7 72— MIRIGR TR H—IhTLWEEA,

FI7

OpenShift Logging & & U Z Dt D OpenShift Container Platform 7 5 — k& RR$ 2 ICIE. LLTF%EE
TLET,

1. OpenShift Container Platform > Y —JLC. Monitoring - Alerting=7 ') v 7 L7,

2. Alerts ¥ 7% )y LET, BIRLIETAWLI—ICEDVWTTS— M —BRRINZET,

RS

e Alerting Ul WEE#lIZ. Managing alerts #8R L T 72X W,

1232.0F 7L 99 —D7 53— RMIDWT

PFO75—RMEOF 7L I —ICE>TERINET, INHDT75— bE. OpenShift
Container Platform Web O3>V —JL® Alerting Ul D Alerts R—Y TR TE XY,

#F+12.1Fluentd Prometheus 7 5 — k

FluentDHighErrorRate <value> of records have FluentD H AT 5 — D&, Warning
resulted in an error by T 74 NTIZEROD 152
fluentd <instances>. BTIORZBAET,
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FREAOX VY IOMNS TN a—Fa VT

FluentdNodeDown Prometheus could not Fluentd (& Prometheus 2§  Critical
scrape fluentd ED Fluentd 1 Y A9V X%
<instance> for more INETERD LI EER
than 10m. HLEY,

FluentdQueueLengthinc  In the last 12h, fluentd Fluentd (dF 12— 4 XAME  Critical

reasing <instance> buffer queue ML TW3Z&%EHRELT
length constantly WET,
increased more than
1.Current value is
<values>.

FluentDVeryHighErrorR <value> of records have  FluentD HAT S — DI  Critical

ate

resulted in an error by
fluentd <instances.

Bl Y ET, T+
LR TIE, BRID 15 0BT
25 %BAEY,

12.3.3. Elasticsearch 7> — N JL—JL

INS5DF7Z—MIL—IL% Prometheus ICRRTCXZE T,

K12277—ML—IL

ElasticsearchClusterNotH 7324 —DANIVRZF7—4 R E P70 < &5 2m O RED (74 Critical
ealthy YEF, V7RI —IFEZRAHEZITANT, Pv—KHRD
MORWABEELNH DD, ThIETRI—/ — KRB FEEIRS
nNTVWEtA,
ElasticsearchClusterNotH 73249 —DANIVRZRF7—4 R E D7 EH 20m OF Warnin
ealthy YELLOW IC%Y &¥F, —HOIv— KL T AREYHETSh ¢
T A
ElasticsearchDiskSpaceR 7524 —Tld. JRD 6 BELAICT 1 A VEBEITRET S Z Critical
unningLow EDNFRINET,
ElasticsearchHighFileDes 7324 —7Tld, RO 1BEAURICT 71 LERFAFRRT ST Warnin
criptorUsage EDNFRINET, g
ElasticsearchJVMHeapUs EEIN//—RTOIVM E—TOFERARINBELLR>TVE 75—
eHigh ERS S
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ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

EBEINL/—KRiE. TARIDERERENVRWVIDITEE
HEEIELTWET, Yv—RE2ZD/—RIZEYHTBZ &
FTEFHA, /—RIIT 1 RVEEEBINT 5 & A2RETT
DHENHYET,

BEINKL/—RiE, TARIDEERENDLRVWLDICEE
HEIGELTWEY, — DY v — RIZABERIFEEICBID / —
RICBEZIYS TSNS HEEIHYEY, /—RNIZT1 R
EEMBIMINZD, FLEFID/—RICEYETSABEHEWL
AVFy PR ROy TLET,

BEIN/ —KRiE, TARIDBERENVRVEDILEE
HEEIGELTWET, O/ —RICYvy—RPEYHTHND
ITRTCODAV Ty I RIE, mARYERTOY JICRY ET,
AVFv o270y T4 RAVDERRIPESELEEET
E2BEICFHTHRRINZVENHY X,

BEINKL/ —RODIVM E—TDFERENTTEET,

Elasticsearch Tld, IEEI N/ — RTEZAHEFHIEML
TWEY, 2O/ —RIEA YTy I ZADEEIGEWTWLWTL G
WHEEMED DY £,

BESNKE/—RDYRATLTHERAIND CPUNBT EET,

IEE XN/ — KT Elasticsearch IC& > THERAI N 5 CPU B'GF

ITEEY,

124. REDHAT Y R— NEHOOFXF v J5F—49 DINE

PR—MNT—REEHRT IE. THERADI R —IZDVWTDT /Ny JIEH% Red Hat ¥R — M ICHR{H
LT\ & RedHat DY R— MIZIIEET,

Info

Warnin
g

Critical

- N
N
[

must-gather 'V —)L 2FRA$2 &, 7OV MLRILDYY =R, IFRI—LRILD)Y—2ZR,
B L V'L OpenShift Logging AV R—% Y MIDOWTOBZKIEREZINETEZ T,

MBS R— N %152 ITI&. OpenShift Container Platform & OpenShift Logging D75 DR 1E R %

RHELTCEI W,

pa

hack/logging-dump.sh 2 7 1) 7 MIFEA LAWVWTL IV, TORV ) FMIHR—
hIhad<iYy, T—952R&ELEHA,

12.4.1. must-gather Y —JLICDWT
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gREAXVI/DONSTVN a2 —FT14VT

oc adm must-gather CLI O~ > Kid, BEDT /Ny JICLEBEERDZURMEDHZ V7 TR Y —D5DIE
WEPNELFT,
OpenShift Logging IRIEDIHZE. must-gather I(ZLATDBEHRZNELE T,

e JOVIYIRLANILDPod, BEYY S Y—ERT7AYY M O—Jb, A=A VT a4V
TELIVARY M EEC IOV MLRILDY Y —2R

o JSRAH—LRITH/—R, O—=J), BLVCA—INA VT4V THELISRIY—L R
DY)y —2

e OJ/IaLV4%—, OJVRKNT., BLUOTEY 27 54 H—7% ED openshift-logging & U
openshift-operators-redhat namespace M OpenShift Logging 'J ¥V —X

oc adm must-gather #E1T79 2% &, LW Pod BT X9 —ITERINE T, T—4 & Pod TINE

XN, must-gather.local TIHFEZFMT A LI M) —ILREFEINET, 2OTa4 L7 MY —Id |/IT
DEETAL I M) —ITERINE T,

12.4.2. IR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

12.4.3. OpenShift Logging 7 — % D%

oc adm must-gather CLI <> R%Z{#EH L T. OpenShift Logging IRIREICDWTDIEHRZINETE F
ER

FIE
must-gather T OpenShift Logging I8 ZIN&ET 5 I1Cid. U TFZ2EITLE T,
1. must-gather R %= RTFTI2VEOH BT LIV M) —IIBBLET,
2. OpenShift Logging 1 * —2 X L T oc adm must-gather ¥ > RZETL XY,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather 'V — )L, IRT7 14 L ¥ b 1) —N® must-gather.local TIEF2#HHE T L o b
) —%4E L E 9., #Hl: must-gather.local.4157245944708210408

3. fER I N 7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLET, /=& 2, Linux &
RU=FA VIV AT LAEFERATSAVELI—Y—TCUTOATY REETLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408
4. EWEZ 74 )% RedHat h A X —R—F )L THERLAYR— M 7r—RITRHRHFLETS,
12.5.CRITICALALERTS O NS TNV a—F4 V7
12.5.1. Elasticsearch 7 2 29 —DIEEMEN KR TH 5

12ULEDTSA4T)—v—REFDL T AL/ —RICEIYHETONER A,
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NSTWNoa—Fav T
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1.

Elasticsearch 7 S A9 —DIEEEM%=HEL. V5AY—D AT—HADNETHD I &EA5HR
Lji-a—o

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. USRI —=ICIBmLiz/ —REa—BRXRRLZET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. ElasticsearchPod #—&*&/~L. T D Pod ZERIDFIEDITY RHEHADILHZ / — K EHEL

x7,

I oc -n openshift-logging get pods -| component=elasticsearch

—ERD Elasticsearch / — RNV S R4 —IZHML TWRWEEIF, LTOFIEEZETLET,
a. Elasticsearch ILBIEN Y hO—ILTFL—> /) —RKB'HZD & =HALET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. Bldh/AaY bO—ILTFL—>Y/—RKDPod OV THEBEERRL T,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging
c. BIEMNGEWVD, JFRI—ICBMLTWERW/ —ROOTZHE LT,

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

2/ =RV ZRI—ICBMLTWVWBIGERIEE. UTOFIRZERTL. 75 R5 =01 AN —
TOERICHENEDI D EERLE T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

A9 Y ROBEALRWEEICIE., VAN —TOEANMREBEROYRVICL>TERELTWS
M FIELTWBHEELHY T,

REBHRDIRIDHZHDEI DR LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

REBHDYZI D HBHE1FE. TORT IR ZER/RLIT,
ZDARAT—IANELL, IRV AN) —HDFEICIE. TOIEIFHELIT. VA
N —FEE. 77X —DF 4 APMODERICLYERY T,

FREBHRDIZIDAT—FADEEINBWGHICIE, VAN —MEELTWE Z &M DD
L) ij—o
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8. YUANY—HZIELTWB LD THNIL, cluster.routing.allocation.enable /* none IZ5% & X
NTWBEHNEI D EHRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. cluster.routing.allocation.enable 7* none ICEREINTWBIHFE., IhZx all ITERELEXT,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. EDAVTYIADNFTDTINEHRL T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

N ATy IADNFELERFVGEIE. UTOFIEEETLTHEDA YTy IR &R LET,
a. ¥vviary YFLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. RAEIYETOBHATEHZECPLET,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. A7 O—ITATLETRTHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d 4 LT7IMNEEPLET,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

2. BRDFIETHREDA VT v I AN R BLERWGEICIE, 1 VT v I A &@ERICHIBRL F
-a—o

a. "BEDAVTY I RADELRERELET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. RBDA VT v I RA%ZHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE
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13. KBDOA VTV IADRL, VS5RIY—DRAT—IADNKDIFEIE. T—4 / — RTHEGEMIC
BEIDWBAFTINN > TOWAWNIEFERLET,

a. Elasticsearch JVUM E—=TDFERAENZ VN E I D EERL T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

J< >~ KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—THEREEHRL T,

b. HRAENSE W CPUNRWAZERHERLET,

BEfEI

® Elasticsearch T "Free up orincrease disk space" &EMFEL. V7 AY—DAT—F ANRFE
FEBEDOEBEZEBELZXT,

12.5.2. Elasticsearch 7 S 29 —DEEMUIEBTH
1D2UEDTSA43)—2+v—RDLFTY ATV v — KA/ —RNICEYHETOREEA,
NSTNoa—F42T

1. ClusterLogging CR T nodeCount ZiHZ L T/ — N ZEPL L XY,
BB

o VISR —OAFXVITHRYILY)Y—RIZDWT

o OJRANTDK#EANL—L DERTE

® C[lasticsearch T "Free up orincrease disk space" &R L. V5 A —DAT—H ANFREL
FEBDOBEZEBELXT,

12.5.3. Elasticsearch Node Disk Low Watermark Reached (Elasticsearch / — K ®
T4 R TERVWEEEIET D)

Elasticsearch T, EEEEICEEZELL /— NIV vy —RKAEY LB TS hFEHA,
NSTWNoa—Fav T
1. Elasticsearch 7 7O1 %D/ — RERHELE T,
I oc -n openshift-logging get po -0 wide
2. RAYHBTOYvy— KR DBHENEI DR LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3AAREVETDOY vy — KD HB5HEIE. &/ —ROT 1 RAVBEEZHELI T,
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for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEET 1 RVBFEHERLFT,
FRERAT A AVDEEHN 8% 5#HBA2H5EIE. /—NIEREEEEBITHY., Yv— KD
D/ —RICEIYETONRARY FT,

5 $RTD/—RTT 4 RVBEHEE P L THTLEIW,

6. T4 RAVBREFEEPERWVEARE, FILWT—F9/—REISXI—ICEBMLTHTLES
LY,

7. FRT—4 /- ROBMICEELHZHEICIE. VTR —DRERMERY) O —#HBERS L
-3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,
I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

T

pa 3]
ClusterLogging CR = L TW3H&1F. UTZABLZET,

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE8EL. COEEZFFLXT,

8. FIMDFIRTEENER LBRWSZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADAT—Y A 5WHAELFET,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. WA YTV IV ATHIBRTEZ2LDERFELIT,
c. 1Ty I RAEHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BEEE R

o VS22 —OFVITHRYL')Y—Z D ClusterLogging HRA¥ LYY —R (CR) DY~ T
T redundancyPolicy #8RB L £ 7,

12.5.4. Elasticsearch Node Disk High Watermark Reached (Elasticsearch / — K ®
TARIVTEVWREEIIET D)

Elasticsearch B &E#EEICEL: / — KLY vy —RAEBELLS I ELET,
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NSTNoa—F427T
1. Elasticsearch 7 7O1 %D/ — RER/FELE T,
I oc -n openshift-logging get po -0 wide
2. 8/ —RDTARVBREEZHERLZET,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

3. VSR YNFUVRAINTVWENEI N ZHRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

IV ROBEATY vy — ROBREHNREINZHAICE. SVWEEFEABBELTVWET, &
WEEBOT 7 4 )L MEIX 90% TT,

HEFEODLTWMELRABATELST., T4 AIVDFEHEN VAW —RIZ, v —RKEEE)
L/i-a—o

4. v —RZRE/—FICEYETSICIE, BEO—MB2RBRLET,
5. $RTD/ —RTTA RAVBEZE P LTHTLRLIW,

6. T4 RAVBREEEPERVWERE, FILWT—F9/—REIS5RI—ICEBMLTHTLES
LY,

7. FRT—4 /- ROBMICEELHZ2HBEICIE. VTR —DRERMERY O —#HBERS LE
-a—o

a. IZ7E®D redundancyPolicy #f#52 L £ 9,
I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
)z )
ClusterLogging CR = L TW35&1F. UTFTZABLZET,

' oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICEX8EL. COEEZFFLX T,

8. FIMDFIRTEENER LBEWSZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YT YV ATHIBRTE 2L DERFELIT,
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c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BIER R

o VS22 —OFV T HRY L)Y —Z D ClusterLogging HRA¥ LYY —R (CR) DY > T
T redundancyPolicy #2R L £ 7,

12.5.5. Elasticsearch Node Disk Flood Watermark Reached (Elasticsearch / — K ®
T4 ATV IEVDOEE[BITET D)

Elasticsearch &, MREHIEFNBEZ3ITARTOA VT Y VRN L TCHARYERDSA YTy o270y
o AREIMICERLEY,

o 1DULEDYY—RA/—RICEYYLTONET,

o 1DUEDTARIN WoIEVDEM ABITWET,
KSTNa—F4vT

1. Elasticsearch / — RKDF 1« A V$ES =R L £ 7,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXTF 1 A VBB EHELET,

2. ERBEHT A RV DEIEN 5% B Bi5EIEF. /— KBV FVWOEEEIBRA LI EER
RLET, CORED/ —RICEIYETOLNEY vy — RADEZAAIE, 7O I3INFT,

3. §RTD/—RTT 4 RVEHAEP LTHTLES W,

4. TARVBEHEBOLERWVGEEIE. FILWT—F/—RE2I SR —ICEBMLTHTLLES
LY,

5. $iT—4 /— ROEMICEELHZHBEICE. VTR —DRNRMERY O —#HBERS L
3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

pa 3]
ClusterLogging CR = L TW35&1F. UTZABLZET,

' oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
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b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE8EL. COEEZFFLZX T,

6. BIRDFIRTEENER LBWSZEEE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &AL E T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy I ATHIRTEZ2EtDERELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. T4 AV ERABEEN 00% KiFICHRDET, COFFT A RAVEEHEABHR L TCERLET, &
I, COHED/ —RKRADEZAHZRILEHBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

RS

o VS22 —OFVITHARYL')Y—Z D ClusterLogging H A¥ LYY —R (CR) DY > T
T redundancyPolicy #2B L £ 7,

12.5.6. Elasticsearch JVM £ — 7D FEAHENF L

Elasticsearch / — R CERFAHAD IVM E—TAEY) —HN75% 2B2F T,

NSTNSa—Fa0Y

E—TH A4 XA&EPT ZEERETLTLEIL,

125.7. &5tOF v J Y X7 LD CPU AEWL
/—=REDYRT LD CPUFEREN®SBY T,

NSTNYa—Fav5

P95RA9—/)—KRDCPUZMHEELET, /—RABIYHTBCPUNY—REBEPIT I &=RETLTK

I,

12.5.8. Elasticsearch 7Ot X ® CPU A'&m WL

/ — RTO Elasticsearch 7Ot XM CPU FHEAES L ARY X T,

NSTNa—Fav4
D959 —/)—KRDCPUZWHEELET, /—RABIYHTBCPUNY—REBEPIT I &=RETLTK
7230,

12.5.9. Elasticsearch & 1 X 7 {8 AR E L TW3
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Elasticsearch 7 5 24 —&, IREDT 4 RV FERAZBICEDVWTROD 6 RFELAICT 4« R VBN FRET
BZENFRLET,

cSTNa—F1404
1. Elasticsearch / —RKDF 1« A V5EBEREBS LT,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. A< Y KHA®D nodes.node name.fs 7 1 —JL KT, /WR/—RKDEXT 1+ R V5B %L
7,

3. TRTD/— RTF 4 RVEEHAED LTHTLEX W,

4. TA RVBEHEBOERWVGEERE. FILWT—F/—RE2I SR —ICEBMLTHTLLES
LY,

5. $iT—4 /— ROEMICEELNHZHBEICE. VT R9—DRNRMERY O —#HBERS L
-3—0

a. IR7E®D redundancyPolicy #f#52 L £ 9,
I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

L

pa 3]
ClusterLogging CR = L TW35&1F. U TFTZABLZET,

. oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE28EL. COEEZFFLXT,

6. FIRDFIRTEENBR LBEWSZEE, WA VT v I XZHIBRLET,

a. Elasticsearch D2A VTV PV ADAT—Y A =MMRLET,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. WA YTy IV XATHIRTESLDERHELEY,
c. 1Ty I RAEHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

BAEE R

o VS22 —OFVITHRYL')Y—Z D ClusterLogging HRA¥ LYY —R (CR) DY~ T
T redundancyPolicy #8R L £ 7,
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® C[lasticsearch 75— kJL—JL T ElasticsearchDiskSpaceRunningLow #&8B L £ 7,

® Flasticsearch T "Free up orincrease disk space" &R L. V5 A —DAT—H ANFREL
BEBOBEZEBELXT,

12.5.10. Elasticsearch FileDescriptor Dff HEh & L
BEOFERBERICEDOVWT, /J—RTFRHINZ 7 74 VERFORII+LTIEHY HA.
NSTNoa—F42T

WHEIZR U T, Elasticsearch 7 7 1 LR F D REY V TEEAINTWE LI, &/ —KRD
max_file_descriptors D{E% R L TREL X7,

RS R

® C[lasticsearch JL—JL T ElasticsearchHighFileDescriptorUsage 228 L £ 9,

® OpenShift Logging ¥ v & 27R— K T File Descriptors InUse 28 L £ 9,
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https://www.elastic.co/guide/en/elasticsearch/reference/7.13/fix-common-cluster-issues.html#fix-red-yellow-cluster-status
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2132 OPENSHIFTLOGGING D7 VA VA MN—)L

OpenShift Logging % ${#L\D OpenShift Container Platform 7 5 24 —H L HEIRT 2 2 &N TE X
ER

13.1. OPENSHIFT CONTAINER PLATFORM 5 M OPENSHIFT
LOGGING D7 VA4 VA M—)b

ClusterLogging 129 s1) Y — 2 (CR) Z¥Ifa LT, OVESH4ELETEET, CROHIKRILICE 3
@ OpenShift Logging AV R—R Y MIDWTIK, 7> 3 v THIKTEZT,

ClusterLogging CR ZHIFR L TH. KieRN ) 2 — LR (PVC) FEIFRINFHA. &Y D PVC, Kk

Ra—LPV)., BLUBEET—F2REFT 2D, TLBERT ZICE. ILHICTIYavaRTT
LMENHYET,

AR

® OpenShift Logging & & U Elasticsearch "1 Y XA h—JILI N TW3,

FIE
OpenShift Logging Z Bk 2 ICI&. ATFEETLET,

1. OpenShift Container Platform Web O > —JL % {# > T ClusterLogging CR Z#HIfR TX £ ¢,

a. Administration » Custom Resource Definitions R—J ICHIU B X £ T,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/7 ) v o L%,

c. Custom Resource Definition Details *—> T, Instances %7 ') v 7 LZE 9,

d 141 VAR4 >V ADKEITH % Options X =1 — %2 1) w2 L. Delete ClusterLogging
EERLET,

2. A7V av: hRY LYY —RES (CRD) MR LET,

a. Administration » Custom Resource Definitions R— ICHIYE Z £ 9,

]
L]
]
b. ClusterLogForwarder D#&(Z4 % Options X =1 — 71 v %7 L. Delete Custom
Resource Definition #:&R L £ 7,
]
H
c. ClusterLogging M##IZd % Options X =1 — 71 v %7 L. Delete Custom
Resource Definition &R L £ 7,
]
H
d. Elasticsearch M#&EIZ# % Options X Za1— x7') v L. Delete Custom

Resource Definition #&R L 7,

3. # 7> 3 ~:Red Hat OpenShift Logging Operator # & U OpenShift Elasticsearch Operator %
HIBRL X9,
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a. Operators - Installed Operators R—JICHIUEZAF T,

]
L
b. Red Hat OpenShift Logging Operator M#&IZ# % Options X =1 — - =0 )vy
L. Uninstall Operator %#:&R L £ 7,
]
H
c. OpenShift Elasticsearch Operator D45 d % Options X =1 — =)y
L. Uninstall Operator %#:&R L £ 7,

4. #F 7> av:Cluster Logging $ & U Elasticsearch 7O = 7 M &HIBR L 9,
a. Home - Projects R—JICHIUEBZ XY,

b. openshift-logging 70 =¥ M D#EIC4H % Options X =1 — =70 vy
L. Delete Project #:&R L £ 7,

c. ¥4 707Ky Y XT openshiftlogging Z#AJJL T, Delete27 'Y vy L. HIBREMHER
L/ i’a—o

d. openshift-operators-redhat 7O~ = ¥ b D#&IZ#H % Options X =1 —
L. Delete Project #:&R L £ 7,

=) vy
BF

ftbad 'O —/\)L Operator A Z M namespace ICA Y A =)L INTW 35
&. openshift-operators-redhat 7O =7 M EHIBRLAWVWTL 20,

e. ¥4 70747 7KRv Y X T openshift-operators-redhat = A1 L. Delete %7 ) v - L THIR
HHERLET,
5. D Pod TEFIAY 279IC PVC 2 REFT 5 ICIE. PVC OEIICHERZNILFIE PVC
2ERFLET,

6. 7723V PVCERFTILENDWVEEIX. ThOZHIBRTEET,

gk

H
[=]

PVC DR FEZITHIRICE Y PV BRI N, T—9 DEKXHIEL B AHE
MrHY F9,

a. Storage — Persistent Volume Claims R—JIZHPYEZ T,
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b. & PVC D#&IC# % Options X =1 — 7 ') w7 L. Delete Persistent Volume
Claim ;&R L X7,

c. AMNL—VHEEZEETZLENHDHEEIF. PV ZHIBRTEXT,

B TE R
o KiERY 12— ADFEEIY
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B4E QL I—-RDT714—ILR
FD7 14 —JL K&, OpenShift Logging TZZ ZAR—hINZO07LO—RICRRIINDIGENHY
F9, OJLA—RIIBEISONA TV I MELTI74—<y hINFTH, ABCTF—YET/)IEM
DIVA—T4 VJIERTEET,
Elasticsearch 8 L V' Kibana D5 N 6D T 4 —IL RERFRT 3121, RFREFRICEBOELT7 1 —IL K%
EEALET, & AKX, Elasticsearch /_search URL D354, Kubernetes Pod &A% T 2 I
I&. /_search/q=kubernetes.pod_name:name-of-my-pod Zf#EH L £ 7,

BREM 74 —ILREIARTOLI—RNICHFEET 2HEEIHY X7,
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153 MESSAGE

21532 MESSAGE

TOOJIY M) —FFAMUTF-8TYO—NKR), TDT7 14—V RAFEELRWA, ETHRLV EEIL
714 —ILRHAEETBHAEMELHY £, FiMIE. structured DEREFZSIRL T LI,

T—HDYA  text
7

=KL HAPPY
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220

%162 STRUCTURED

BiEbkIhid 7oz heLTOTOATIV M) —, TOT74—=ILRIE, 747—4—HEELX
N JSON OV AT AL ICREINTWAESICEET 2A8EEAHY X3, TtOAT TV K

) —D#EEO TN EMTHZERIC. TDT7 14— RICIKAZDO JSONEBENEZNE T, Fhls
DIFEIE. D74 —ILRIFEFLEEELR WD, message 7 1 —/L RICTTDOT Ay 2—IH
EFhFd, BELEINE 70 —ILRICEE, AT XYy E—JILEFNE YT T4 —ILRDPHBDT, &
CTCIREIHAEZEINTULEHEA,

T—HDHA  group
7

E Dl map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]



$17%= @TIMESTAMP

2#17% @TIMESTAMP

OJRA4 O— RAMERRINBFmh. EREBIARBELRGEIE. O, O— KPZKAICINE I Nk
RDUTCIEDY—F 2T, oEiEHIE. FEDHETHERTESLIDICFHINTWE 71 —ILREX
L £ 9. Elasticsearch DIFE. IFEAEDY —ILIET 7 #+JL b T “@timestamp” ZHFEL 7,

T—HDYA4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z
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%182 HOSTNAME

ZOATXAyE—YDRETDHRRA ME, Kubernetes 7 5 A4 —Tld. Zhid kubernetes.host & &
CTY,

T—HIDIA  F—T—F
7
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%193 IPADDR4

5192 IPADDR4

Y—AY—N—DIPv4T7 KL R, EBAIAIEETEET,

T—HDHA ip
7
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520%= IPADDR6

V=R —N—=—DIPv6 7 FL R (HB158), EIZEETETET,

T—HDHA ip
7
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5213 LEVEL

821Z LEVEL

rsyslog (severitytext 7O0/35 1 —), python DAF YV JEV 2 —IBREDIFIFEFARAY —R0OOF Y
7"//\“)b0

UTDEIF syslog.h DOEGEINE T, EDHIICIE EFOHIE NMEMINET,
e 0=emerg. YATLMNERATIERL,
e 1=alert, 77>av%z9dICEITTIVEDNDH S,
e 2= crit. e,
e 3=err. T7—DHDKMN,
e 4=warn. 2505 KN,
e 5=notice. BETIEH DN, HEN KWK,
e 6= info. HEH#HRIZHL.
e 7=debug. TNV ITLNILDAYE—T,
LUF?D 2 DDfElL syslog.h D—ETlEdh Y AN, LELFERINTVLET,
e 8=trace., PL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHRZY FT,
e 9=unknown, OF YV VL AT ATRETERWVMEEZIRNRZLLBSE,
OAFXF VIS RTLADATLNVELIZBAEZFHRO—BETREEV—BUCYY TLET, LEX

I& python logging Tl&. CRITICAL & crit. ERROR & err B'RIL T,

T=HIDEA  F—T—F
7

EDH info
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522 PID

AFXYJIVT14T714—DO7OERIDTY (H3HBE).
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F23mHY—ER

B23EH—ER
AFVIIVTF 4574 —ICBEERTONAY—ERDERITY (HBHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/37 1 — 3 —EX 74 —JL KIZY Yy FINFE T,

F—5DIA  F—I—F
7
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$24% TAGS
FTvavalL iy —Fhid/ IS4 =ICL>TEOJICEBEI NS, Operator EEDY JD—

BETY, RMO—-FIKIE RTA PAR—ZATRYYSNAEXFI b—I Y ERBXFHN =T 2D
JSON —EZFEALAEXFIZEBETEXT,

T—HDYA  text
7
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2525% FILE

ALys—NNzondTV MN)—%2HmHAHWMBZO7 T 7AIADNRR, BB, ThIZISRI—/—RD
Ivarllog 7 7 1 IV AT LARAD/IRZATY,

T—HDYA  text
7
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526%= OFFSET

F7ty ME, ENE—OT T 74V TEBICENT 2HBEIC. XM MOEZT 74)L0O 71T (EO
FRIFIR—R) FLIFOTTOES (EOFLIEIR—R) ORIBARICKRTITEES, ZOEIFSY
TTE O 774V DFHRN—2Y a3 VvERRTEET (O—FT—> 3 V),

T—89DH¥A  Long
7
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5272 KUBERNETES

Kubernetes Bl X ¥ 7—4 M namespace T,

T—HDHA  group
7

27.1. KUBERNETES.POD_NAME

Pod D &Hi,

T=HIDHA  F—T—F
7

27.2. KUBERNETES.POD_ID

Pod @ Kubernetes ID,

T=HIDHA  F—T—F
7

27.3. KUBERNETES.NAMESPACE_NAME

Kubernetes M namespace M &Z&1,

T=HIDHA  F—T—F
7

27.4. KUBERNETES.NAMESPACE_ID
Kubernetes M namespace ID,

T—HIDHA  F—T—FK
7

27.5. KUBERNETES.HOST

Kubernetes / — K4,

T—HIDHA  F—T—FK
7

27.6. KUBERNETES.CONTAINER_NAME

#5273 KUBERNETES
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Kubernetes @1 ¥ 5+ — D481,

F—5DIA  F—7—F
7

27.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MIEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

27.8. KUBERNETES.LABELS

TtD Kubernetes Pod IC# % X)L

T—89DYA  group
7

27.9. KUBERNETES.EVENT

Kubernetes ¥ A4 — API N 5EU45 L 7= Kubernetes 1 Rk, T DA RV M DOFrBRIFEARMIC, Event
vl 37 O type Event ([CERL 7,

T—HDHA  group
7

27.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED. MODIFIED % 7= (% DELETED

F—5DIA  F—I—F
7

=L EINFE

27.9.2. kubernetes.event.metadata

ARy MERDIZRTSE L CREICEAY 215K

T—HDHA  group
7

27.9.2.1. kubernetes.event.metadata.name
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.21/#event-v1-core
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AR MERZENYH—=LATT U MDEE]

T—HIDEA  F—T—FK
7

E D java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

ARy MABAICHEE L7z namespace DRI, ZhiL. eventrouter 7 7Y —> avdF 704 %
M namespace T# % kubernetes.namespace_name & (FE722 2 EITER LTIV,

T—HIDHA  F—T—F
7

BEDH default
27.9.2.3. kubernetes.event.metadata.selfLink
AR RADY VY

T—HIDHA  F—T—F
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

ARV RDO—EDID

T=HIDIA F—T—F
7

=Rl d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

ANV IDPRELIY —N—DRWN—=Ta V2@ T D2XFIN, 7747 MIZDXFI=ERL
T ATV MDEBRINLSIAIV IR TEET,

T—HDYA  integer
7

E DB 311987

27.9.3. kubernetes.event.involvedObject
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ARV MIETZFTIII N,

T—HDHA  group
7

27.9.3.1. kubernetes.event.involvedObject.kind

FTOTONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace

B9 24TV MDD namespace &, Tk, eventrouter 7 ) r—> a7 7OA %D
namespace T# % kubernetes.namespace name & [JE2RZAREMENH D Z & ITEREL T EI L,

T=HIDHA  F—T—FR
7

EDH default

27.9.3.3. kubernetes.event.involvedObject.name

ARV NE N A=LEAFTV Y bD&HR

T—HIDHA  F—T—FK
7

E Dl java-mainclass-1

27.9.3.4. kubernetes.event.involvedObject.uid

TV ND—EDID

T—HIDHA  F—T—F
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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F—5DIA  F—I—F
7

EDH vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

AR NE N H=LIY—N—DRE/NN—2 3 2D Pod Z#BITHXFN, 75347V MIZIDX
FHEGALT, ATV MEBINIA IV T2HTEEY,

T—HIDIA  F—T—FK
7

{ED B 308882
27.9.4. kubernetes.event.reason
CDARY NEERT PEBHETRY. Y2 N EBARERE VWX FES

T—HIDIA  F—T—F
7

EDH SuccessfulCreate

27.9.5. kubernetes.event.source_component

CDARY MNERELZOAVER—RV K

F—5DIA  F—I—F
7

E Dl replication-controller

27.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDH4 Bt
7

E DY 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

TDARY NHFEE L -EE
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T—HDYA  integer
7

fED I 1

27.9.8. kubernetes.event.type
ARV NDH 47, Normal /i Warning. $%. FiLWS 4 THEBMINZAEELIHY T,

T=HIDHA  F—T—F
7

BEDH Normal
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5528%= OPENSHIFT

openshift-logging Bl D X 4 5 — 4% M namespace

T—HDHA  group
7

28.1. OPENSHIFT.LABELS

PSR —OAT 74T —F—REICL>TEMINE SN

T—HDHA  group
7
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