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1.1. LOGGING 5.5.8

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.5.8 & FhTWE T,

111 NJBIE
o SEOMEHDANL, AL VY —Nlevel 74 —ILRAERET B2 AHEICIS—DHoi7k

&, priority 7 1 —JL KD systemd O VDO RZELTWEHE L, SEDOEHFHICLIY, Thibd
74— RAELLBESh, FEARRINE LA, (LOG-3630)

1.1.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
o CVE-2022-43945
e CVE-2022-45061

e CVE-2022-48303

1.2. LOGGING 5.5.7

ZM') Y —2RITIE, OpenShift Logging /NJIEIE) ) —Z 557 h"EFEFNET,

121 N TJELE

o ZDBEHODAFINE., T—IREMAEDLETINILT 1LY —%FERLKIHFS. LokiStack 7'—
RITASRIVIV T4 —H—hIEWAL LogQL VT — DB TS —%EMLTWE L,
SEIDEHFICE Y. LokiStack LogQL DREAT—ILREFALEZINILT 4 I)LY —%&HKR—
FEBEDICARY, MEMERINE L, (LOG-3534)


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
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o ZDEHDHIIL, ClusterLogForwarder 124 L 1) Y —Z (CR) h' syslog B D TLS FREETE
% Fluentd IEI WD > 7/c®d, EERICIT—ARELTWE L, SEOEHICELY.,
SRELIEER A Fluentd ICIEL KEIND LD ICRY, BEIERINE LA, (LOG-3533)

1.2.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.3. LOGGING 5.5.6

ZDY) ) —RITIE, OpenShift Logging /N JBIEY) ) —Z2 556 NEFEFNFET,
1.3.1. BRI DA

1.3.2. NJELE

o ZDEHDAENE, PodEFal)F4—F7RIvIararyhao—>—523X)
podSecurityLabelSync = true % openshift-logging namespace IZEEIML TWE L7, Ihil
LY. BEOEFaAV T4 —IRIHLEESIN, ZTOFER, IL V49— Pod Mg L A< 72
YFELE, SEIOFEHFICELY. I podSecurityLabelSync = false A’tzF¥ 2 ) 71 —F X)L
EFRETDLOICAYET, ALV Y —Pod FBIFESYICT IO INET, (LOG-3340)

o ZOEHODFENE, AVY—IE1—TSTAUNI SR —THEMIAL>TLWRWEETEH,
Operator (ZAY Y —IVE2 =TS 544 VA M=ILLTWE L, ThiZLY. Operator
NI ZvalFzFllk, SEOEHICLY, VFZRY—OT7AHIY  TAVY—ILE2LI—DEA
MICTR > TWARWIESE, Operator (FEFEICHEEL, AV —IlEa—%Z/A VA M=l LA
YE L7, (LOG-3407)

o ZDEHODAINL. Elasticsearch T 7OA XY KDRAFT—Y ANEHFRINLW) JL vy 3 Vi
XI5 72D DLFEIDEEHRET. Red Hat Elasticsearch Operator A*7 7’04 S TWAR
WBRY. Operator 7 Zv>a Ll TWE LA, SEDEHFHICLY. TOEBENTICREINL
&. Operator IFRELLRREBICRYFE L, L. MEINLAT—F RICEET BZLUEID
BEI’BURET DL DICAY F L, (LOG-3428)

o ZDEHDHIIL, LokiOperator I&, BIRINZRAH v U4 XITEMKRARL, LokiStack '— b
DIADLT)AEI1DEFTIOA LTWE Lz, SEDEHFICELY. BRLAEZY 1 XIS
CTLTVHDOEHPELLEREIND LD ICARY F LA, (LOG-3478)

o ZOEFDANIE, EHOSNILF—ICALCEBHEIHY, —HOF—IZRKRy MHEFhTWS
&, Elasticsearch ICEZRAFN/AALI—RTEEAFEELTVWELAL, SEHOEHICLIY. 5
NILE—DRY MATVF—RATICEESHA SN, BEIMERINE L, (LOG-3341)

o ZOEHDENL AF VI Ea1—TF U4 I, OpenShift Container Platform M¥FED /N —
TavEEBEDORWHENEFATVWE L, SEIOEHT, 7571 VDELVWI Y —X
2R —=LIZEY, TOMEIFBRINET, (LOG-3467)

o ZDEHDHIIL, ClusterLogForwarder 1249 L)Y —ZADAEET, 1 DULD/IRA TZ1 >
DETRT—FANR>THREIN, ALV FY—PodH8-10MT&ICHESL TWE L,
SEIOEHICL Y. ClusterLogForwarder h 24 L)Y —XDFFABAIE L K REBINDZ LD I
By, BENMERINE L, (LOG-3469)

o ZDEHEODHIIE. ClusterLogForwarder 12 % L)V —Z D outputDefaults 7 1+ —JL K D{t#k
&, BEEI NI ARTD Elasticsearch HAY A FICHREEBFAHA L TCWE L, SEDOEREICE
U, IERERIC—HRT DL D ICEEMNMBIES N, T 74 DY X— K Elasticsearch A b 7


https://issues.redhat.com/browse/LOG-3533
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
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ICOARENBEAIND L DICAY F L, (LOG-3342)

o ZODEHDHIIE., OpenShift CLI(oc) BNEDF v v 15 ERT 2/-DICEZAHEREZRFD
7AW —%REET BB, OpenShift CLI (oc) D must-gather 7 1) 7 b AT LEHA
TL%k, SEIOFEHICL Y. OpenShift CLI (oc) IZT7 #ILF —~DEZIAHERI TS X
. must-gather 27 ") 7 hAEEICTKETT2LIICAY F L, (LOG-3472)

o ZDEHODAIL, Loki Operator Webhook H—/N—ATLSTZ—%5|E@ILTWE LK, &

BIOEHICEL Y. Loki Operator Webhook PKI I& Operator Lifecycle Manager M E)# Webhook
BIEICL>TEEINSG LD ICARY, MEIMERINF LA, (LOG-3511)

1.3.3.CVE

e CVE-2021-46848
® CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
e CVE-2022-2521
® CVE-2022-2867
e CVE-2022-2868
® CVE-2022-2869
e CVE-2022-2953
® CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201
e CVE-2022-42012
e CVE-2022-42898

® (CVE-2022-43680

14. 0% >4 555

A1) 1) —RITE, OpenShift Logging /NZ1EIEY 1) —A 555 AE&FENET,

1.4.1. NJIBIE


https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
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o ZOEHDHIIL, Kibana M OAuth cookie DENEARRIL 24h ICEIE I N TW o/

&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLW S &, Kibana
T4 I —DFEELTVWE L, SEDEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICRIH S 1, T 7 4L MEIX 24h (IC72Y £¥, (LOG-3305)

o ZDEHDHIE., Vector (X, JSON BEFNBMICAR > TLWBIFEIC, structuredTypeKey /-
I& structuredTypeName DEEL EZETICA v E—Y 71 —ILRE@BHFLTWE Lz, SED
BHICL Y, #iE{bO V% Elasticsearch ICE ZIAT & X (T, structuredTypeKey & 7z (&
structuredTypeName O W F NN ENBEICAY F L, (LOG-3284)

o ZODOEHODAEIL, FluentdQueuelLengthincreasing 7 > — P XA SIRINFZ—ED T R)LIC
H—T14FT VT 1 ORELFH-BEIC. TOTF— M RELARVAREMELGHYELE, 5
BOEHFHICLY. PI—MNIBBRINILVDOADNEFEFNDLDICTNILNHIBEINE L,
(LOG-3226)

o ZODEHODHENE, Lokilk, tIIIN/ZISRI—ADABRAMNL—IADT7 IV EREHR—K
LTWEHATLE, SEOEHTIE. ThoDEREYR—MTZHDIC, TOFV—BKE
ZHETOFV—DEBRTELZCANY RAAIVTF—AA=—JILEFNLTVET, (LOG-
2860)

o SEMEFHAIIE. OpenShift Container Platform Web O Y —)L®D 1 —4 —|&, Loki ® CA i
BEZE% &L ConfigMap 7 7Y =V M & BIRTE MDA 5778, Pod NCAZR L TEIMEL TWL
Fl7, SEAOEFHICLY., WebAV Y —ILaA—H—ERETY TEBIRTEDLDITAY,
RN RS NE L7, (LOG-3310)

o ZDEHDAENI, CAF—IEZCAZLokiICYI Y NTBLODRNY 2 —LZELTHEAINT
Wiled, CAF—ICHEERNDOF (Ry PAEYPEEFNTVREIS—REBARELTWE
L7z, SEOBEFHICLY. R 21— LEZIREBXFIIEELI N, BEIMERINE L,
(LOG-3332)

1.4.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854

e CVE-2022-0865


https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
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e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e (CVE-2022-2938
e CVE-2022-3515
e CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619

e CVE-2022-21624
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https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903

CVE-2022-36946

CVE-2022-37434

CVE-2022-39399
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https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
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https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
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5.0 > 4 55.4

A1) Y —RITIE, RHSA-2022:7434-OpenShift Logging /NJEIEY) YU —2 554 BEFENF T,

1.5.1. NJ{EIE

COEFOENEL, OF VI E2a—TST4 VDI T —R—H—DIT5—Il&Y, 7T —IC
FA->Z (}AEFNTVWSRIES, OV —D—EAEATWELEL, ThiZLY, 7T
) —HEMICARY, BRI —IIRLTIS—MRINF LA, SEIOFHFICLY., /—
H—EIhoD/ T —%ELKAETELIICRY F LA, (LOG-3042)

CDEHFDAEIIE. Elasticsearch ¥/l Kibana T 7OA XY NDRATF—F ADNEEINTWS
fIC, Operator AL 79 —F—EVt vy POHIBREBERDIL—TFICADEEEELHY F L
1= SEIDEHFTIE. Operator DAT—4% ZMEBAEBEI N, BBEIMERINE LK, (LOG-
3049)

CDEFDHEIE, Vector DAL VY —DREAYR— M T 2HDITT—MDEREINRTVE
HATLRZ, TOEEIZLY, Vector Fo—MDEMIN, BIRLAILIZY—DEREICIGL
TENDOT7Z—MT7OM4 XY bPINET, (LOG-3127)

ZDOEHFOHEIIL, Elasticsearch Operator DY —2 L v MEKIAVR—R Y MHARE—I L v
FNeBILEBELTWE L, SEIOEHICLY., BIFEOY—7 Ly MASEICAEIND LD
KRy E Lk, (LOG-3138)

ZDEHDFIC, O must-gather 27 Y T MOLFIDY 727 08UV JIC&Y., 7—F 41
770 NDFRINDIGADEIRINE LI, TOEHMEIY. P7—FT 47 77 % /must-
gather 7 # LY —ICEZIADEVWDIEELNTICRY £9, (LOG-3213)

COEHFDRIE. BHEDY S AHY —T. Prometheus TV AR—4 —H IPv6 Tl < IPv4 I
NAYRLTWE L, TOFEHE, Fluentd IZIP/N—Y 3 v ABHE L, IPvA DFESIE
0.0.0.0. IPv6 DIFEIE[:] I/N1 VY RLET, (LOG-3162)

1.5.2. CVE
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CVE-2020-35525

CVE-2020-35527

CVE-2022-0494

CVE-2022-1353

CVE-2022-2509

CVE-2022-2588

CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626


https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626

gEOXVITOYVY—R/—}

e CVE-2022-21628
e (CVE-2022-23816
e (CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149
o CVE-2022-37434

e CVE-2022-40674

16.0+> 74553

A1) —ZITIE. OpenShift Logging /X 7{EIEY) 1) —Z2 553 AEENF T,

1.6.1. NTIBIE

o ZOEMAEINIE. BELINAYE—VEETCOVIVRI)—IZTDAYE—I T4 —IL KA
BFEFhTWikd, TVRMN)—DPRELAQAYFE L, COFEHFICLY., BELOTDA Y 2—
74— RDHIBRI N, BINLAY A XIENINET, (LOG-2759)

o ZOEHOEICI, L V¥ —XEIL. Collector. default-log-store. & & U visualization Pod
NoOVEBRALTWELED, 9z 7 7ANICT—HA4 TINEOTEZRATEEFHEATL
o SEIDEHICEL Y. collector. default-log-store. & & U visualization Pod @ .gz 7 7 1
WELTREINAET—AA47O7EBAINE T, (LOG-2844)

o ZOEHDAENE., FATEXARWPodADY I TR Y — Y/ BATEEINLBA, &
BraZEET277—MNIHYFEFEATLE, SEADEHICLY., F— MU/ TEZAAZFL
EFHmAIY BEXRDOET ICEENRE LGZEIC. BRIO7 77— MERINET, (LOG-
2884)

o ZDEFOHIE. EHFBBICL > TS TS VEBBLAELSD, Pod X9 F—4 % fluent 7
FUTAVICE>TEBRBINZAEMESHY E L, COEHICLY, O Ay tE—UH Pod
A T—HDAE—%EHRICZETELOICRY, BAvE—INERNICREINS LD ICA
YE L, (LOG-3046)

o ZOEHHDAII, OpenShift AV Y —ILOJE21—THRPAR EAEERIRT S
&, levelz=unknown EQ OV HBRAINTWE Lz, SEIOEHICLY., LRILOREWNWAT &
level=unknown DEAFDOOJ N, FREARERETIANI NV ITTBERTIINDE L DI
Y FLE, (LOG-3062)

o ZDEHODAENIE. Elasticsearch ICEEINAOVLI—RICIK, OV AEXETINELH DA
VT ADEZREIE ST write-index & WD ZREIDEIM 7 1 —ILKDRHYF L, TDT 1 —
IWRIE, 7T—9ETIVD—EBTIEHY EFHA, COFHE. D71 —IL RIFEFINALLR
YE Lk, (LOG-3075)

o #H LW AAH Pod Security Admission Controller DEBAICL Y, FO—/NJLFEXIE
namespace L RV TEHEINEHIEF 1) 714 —HRBICHK > TEREI N TLARL Pod 133
TTEFEHA. SEIDEFHFHICEL Y. Operator & Collector IFIFHERTEFATL. ¥ )
TA—EBEDEFPIS—MRLTEITIESLDICAY F L, (LOG-3077)
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https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759
https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
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COBEHFOFIC, LokiStack 2T 74 bDATRA ML —Y & LTHERT %5E. Operator I

ClusterLogForwarder H X% L)V — A TCEHINI AR Y LAENZHIRLFE L, SEOE
#riZ & Y. Operator I& ClusterLogForwarder H 24 L) Y — X DUNEBFICH R Y LHE D% T

TN MEAET—Y LET. (LOG-3095)

1.6.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-2526

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.7. LOGGING 5.5.2

A1) 1) —2RITI&,. OpenShift Logging /NZEIEY ) —A 552 h&EFEhF T,

1.7.1. NTIEIE

14

SEOEHLFIE. Fluentd AL 7 9 —D7F7 5 — b JL—)LIE OpenShift Container Platform €
ZHNVVITRIAINDHEA RZAVICERLTWEREATLE, SEOEHICLY., IhHD
75— hH namespace INILEZBL LD ICEEIh, BEIMERINI L, (LOG-1823)

CDEHFHDENE, 1 VT v I RBICEBDONA T VUXFEREFATWEE, A VT v I REE
A=A ==Y TRDPFLWA VT Y IREGEERTEEFEAT L, SEDEHICE
Y, 41TV I ZZADPELLERIND LD ICARY F L7, (LOG-2644)

CDEHFDHEIE, Kibana JL— MIEEBAE N FIE L 2 LWIREE T caCertificate flE% 2 E L TV E
L7z, SEIDERICE Y. caCertificate [EN'RE I N7 &Y T L7z, (LOG-2661)

COBEHFOFNE, ALV —DEREBRFROERICLIY, READNIX—5—II L TES
Ay E—IDRITINTVWE L, SODEHRT. READERE/NFTA—F—%ZHIRT 5 &,
BENMERINE T, (LOG-2859)

ZDEHODANIC, Loki Operator BMERR L727 70O4 X~ MRICER I 17z Pod (&, Operator
NEITINTWVWBE I ZRI—TEDL D%/ — KO FAATREARIZE. Linux A DAL —
TAVIIVRATLAD) —RTELOTRIVa—ILINhTWELL, SOOFHICLY,
Operator (FEBID / — Rt L V4 —% Pod EFEICEIY BT, Linux X—D ./ — RTDH Pod
ALY a1—TE5EIICLET, (LOG-2895)

ZOEHOFEIL, LokiStack F'— b7 4 D LogQL /A—H—DREAEICL Y, OpenShift I~
V=IlOOJE21—EAJZERET74IW5 ) VT LFHATLE, SEIOEHTIE. /8—


https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823
https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895

gEOXVIOY)—X/—}b
H—DBEICLYRBEIRIN, OpenShift AV Y —ILOOYELI—IZERETT7 ALY
VITEDEIICAY E L, (LOG-2908)

o ZDEHDENI, Fluentd ALV I —=FSTA40D) T 708 ) v TIC&Y. ARV EDEA
LRIV TT74—ILRDHIBRINE L, COEHICELY., ARV MNOZERAUEY —RET
294 LRV T 74—V RBETINE T, (LOG-2923)

o ZOEHODHENI, BEEOVIClevel 74 —IL AW eh, XJF—OJTIZ—DNRERELT
WE L&, SEIOFEHT, EEOSLO—KRillevel 7 1 —J)L KBTI N, BEIFERIN
F L7, (LOG-2961)

o SEDEHDAEIE. Kibana HRY L)Y —R&EHIBR L 735BE. OpenShift Container Platform
Web a2V —JLIEB|E#RE Kibana~ND ) v 7 ZRARLTWE L, SEIDEFH T, Kibana 77
ZILYY—AEBRTDE, ZOY VI EEBRINET, (LOG-3053)

o ZDEHDHIIL, ClusterLogForwarder 1 24 L)Y —ZIT JSON BN ERZEINTW S
A, BO— WA —N=V3TTEOA VTV IAMERINTWE L, SEDEHFHICLY.
FLWA YTy I REZTIERLBY E L, (LOG-3063)

o ZDEHDAII, L ——5" Loki Operator 5.5 ~NDEF R IC LokiStack ZHIfrd 5 &, B&E
& Loki Operator5.4 IC& > TR I N V—ZAHBRY E L, SEDOEHFICLY., YY—2R
DOFfEESRIE 5.5 LokiStack 35 L £ 9, (LOG-2945)

o ZOEHDFNL, I—H—IEZT V EAMEEFED namespace D7 FYr—> a3 Vv OJ%ERRTE
FHATLE, SEDEFHICELY. LokiOperator (&7 T R4 —0O—)ILEVZRHY—0O—)L/INA
VT4 VT EBEMICERL., AT ) r—rarolEmEsBRNELDICLET,
(LOG-2918)

o ZODEHODHEIL, cluster-admin #ERZFD>I—H—F. O/ YV —ILEZFEALTI VISR
NSV Fv—EBEEBEOJTABUNICRTITEEHATLE, SODEHICLY, BAIAFzvod

ARSI N, cluster-admin & & U dedicated-admin ZIL— 701 —H—tBBEE S L TERHBIN
2E31CHYE L, (LOG-2970)

1.7.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
o CVE-2022-29154
e CVE-2022-32206
e CVE-2022-32208

e (CVE-2022-34903

1.8. LOGGING 5.5.1

A1) 1) —RITI& OpenShift Logging /NJEIEY) 1) — 2 551 BAEFENE T,
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https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344

OpenShift Container Platform 4.9 OX > &/

1.8.1. B BEHAER
o SEIDHEENLFRICE Y. Logging Console 7S 74 Y AMERINTW3SIHEIC. Aggregated
Logs ¥ 7 h* OpenShift Container Platform Web 3>V —JL M Pod Details XR—IBIIX 1
F L7, ZDYERMEEEIX OpenShift Container Platform 410 I TOAHFATEE T, (LOG-
2647)

o SODMEEIRFRICEL Y. OVEEDHTA T2 3> & LT Google Cloud Logging AYBIIX 1L
L7ze (LOG-1482)

1.8.2. N JEIE

o SMOOEFHLIAIIE. Operator I Pod NWERKREICHD I & 2HE LAV ENRERAT, 77
A —DHEEEFICY TR —DEMERBEQRREICAY £ L, SOOEFHICLY. Operator
&, BEFHFICHF LW Pod ZERBRTELTIY—I LTHSH LV Pod ILKEE; ERHITE &
T. BEZBRLET, (LOG-2745)

o SEIDEHLIAIIE. Fluentd I Kubernetes 75w N 74 —LAOJ 774 ) &O0—F—> 3
L2 E5RBHELAWVGELHY, O XvE—YiHHF:ILARR>TWE LA, SEHDOE
T, TYTAN) —LDOEAREF—LIRETIERENTA—I—%EBRET DI EICLYELE
INTVET, (LOG-2995)

o SEIDEFHLUANIE., EHITOIZ—REMEN/EMINLZIENFRERT, REIL—FT 1 2 IH
ZREIN, LO—FKHPEELBEICEGEEINTWE LAE, SEIOEHICLY.,. AEIL—FT 4
VOBRELLBY E L, (LOG-2800)

o S[EMEFHAIIL. OpenShift Container Platform Web > Y — )LD EHEREZEERT %

E. Query 74 —JLRBEDFZEICII T —DNEELTWE L, SEIDEFHFT. Query
74—V RDBZEDHZEIC, BROEENERAATREICAY F L, (LOG-2917)

1.8.3.CVE

e CVE-2022-1705
® CVE-2022-2526
e CVE-2022-29154
e CVE-2022-30631
e CVE-2022-32148
e (CVE-2022-32206

e CVE-2022-32208

1.9. LOGGING 5.5

Logging 5.5 K DWT Ik, ROT KA HF Y —aFBETEES (U ) —2 55),

1.9.1. B BEHLAR
o SEOMEHTIX, HBELOVEFBL Pod NDELRZIAVFTF—HIOIFIERSI VT v I RIC

BETEDLDICAYFE L, COREZFERTZICIE, BRIV TF—DOYR—M2FERAL
TNRATSAVEREL, PodIlT7 /T—>a v e [T 20ELNHY T, (LOG-1296)
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https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
https://issues.redhat.com/browse/LOG-1296

gEOXVITOYVY—R/—}

BF

AJ7DJISONFERIE. 7TV r—2a Vit >TERYET, ERTBA VYTV IAN
Z9IEXDENTA—TVRIHET DD, ZOMEDFERIX. BEEEDRL JSON
XOOTDA YTy I ZADERICBREL TS RIW, 7)) —%FRALT. IEIFA
namespace 72 IFHIMEDH 2 JSSONHXDOT7 TV r—ravhosn0 /298 L £7,

o SEDEH TIL, Kubernetes B RILTH B
app.kubernetes.io/component. app.kubernetes.io/managed-by. app.kubernetes.io/part-
of. & & U app.kubernetes.io/version Z & L T. Elasticsearch HATOJ %27 45—
VY TEEY, Elasticsearch MADHEIT Y 1 FTlE, kubernetes.labels ICEF 123 RXTD
SNV EFEATEET, (LOG-2388)

o SEDEFH TIL. AWS Security Token Service (STS) BAEMICR > TWB Y TR Y —Ik, STS
SREL% A L TO Y % Amazon CloudWatch ICERIETE £ 9, (LOG-1976)

o SEIDEFH TIE. 'LokiOperator Operator LU Vector ALV —DF VAN TL E 21—
BEDN O — AR IRMEMERE (GA) ICBITLE T, LIEIDY ) —RE&EDFRLLHEE/N) 74 —ICAL T
ISVEERT, —EDAPIIXT IV ZAILTLE 2 —#EDFEFTT, FMICDWTIE LokiStack
EEALEOX YT Ot/ avESRLTIEIV,

1.9.2. NJHEIE

o ZDEHDAEIIE., O% % Amazon CloudWatch ICERET B LD ICREINL I T RAY =D B
BINOT 774N E—FHAM L —VILEZRAATWELD, KEADOKRBEEEHICITR
H—DARREILAY E L, SEDEHFHICLY, IRTDRAIN—IF T avn—EN vy
Ty THEMICARY ., BENRINE L, (LOG-2746)

o SEOIDEFHLFIIC. Operator (. FEHEZET OpenShift Container Platform DS D/NN—2 3 >
THIRFEDAPION—= 3 v a—EFERALTWE L, SEOEHICLY. KEFEFEENY
R—MRRDAPIN—2 3 VI IIBEIINE T, (LOG-2656)

SEIOEFHLFNC, Operator I&. FEHEE T OpenShift Container Platform DS#& D /N\—2 3 » THIRR
FEDAPIDN—=2ave—8ERALTWE Lk, SEOEMICELY., KERFRYR— MR API
N=2 3 VIIBEIINET, (LOG-2656)

o SEIOEHLFNE. BHITT S —MRERICERE I N/<EH D ClusterLogForwarder /X1 73
A VIC&Y, aL 2% —71" crashloopbackoff TS5 —JREEICAY F Lz, SEIDEHFICLY.
BHOBEELIYaVICAL—EO ID MERAINIB@EMEEINE T, (LOG-2241)

o ZDEHFHODEIE., IL U H—IF UTF-8 LA DEES % Elasticsearch R ML= OJICREFETE
FHATLE, SOOFEH T, ILIF—IEUTF-8LIMADEETAZT Y I— KL, BEEMRL
% L7, (LOG-2203)

o SEIDEHLUANIL. T VXFUADIFH Kibana TELK RRINFHATLE, SEDOE
FiTL Y. Kibana IF TR TOE MR UTF-8 ¥ VRILEELKRRLET, (LOG-2784)

1.9.3.CVE

® CVE-2021-38561
e CVE-2022-1012
e CVE-2022-1292

® CVE-2022-1586
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https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
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CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-21698

CVE-2022-30631

CVE-2022-32250

110. LOGGING 5.4.14

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.14 A& FENTWVWE T,

1.10.1. N JHEIE

2 Lo

1.10.2. CVE

CVE-2022-4304

CVE-2022-4450

CVE-2023-0215

CVE-2023-0286

CVE-2023-0361

CVE-2023-23916

1.1. LOGGING 5.4.13

2D 1) —RIZIE. OpenShift Logging Bug Fix Release 5.4.13 A& FNTWVWE T,

(RINFPASZE >

ZOEHFOFIL, Fluentd AL 24 —0DRREICL Y. /var/log/auth-server/audit.log ICR7F X
NTWEO0AUthOTA VAR RPF+ TFr—INFEATLEL, ThiZLY, OAuth H—
EXnrsnOT4 VAR NOPRENFZLICKRY F Lk, SEDEHICELY. Fluentd I L
74—k, FREESHY. I/varllog/auth-server/audit.log ICFEFEINTWVWEEDAEE®H. OAuth
H—EZXDSITRTOATA VAR NaF v TFr—9252&T. COBEERBRTDELD
IcAY F L, (LOG-3731)

1.1.2. CVE
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CVE-2022-4304


https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304

gEOXYI/DOYY—R/— b

e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

112. LOGGING 5.4.12

ZM') Y —RITIE, OpenShift Logging Bug Fix Release 5.4.12 A& F N TWE T,

112.1. N TBIE

2 Lo

112.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e (CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

113. LOGGING 5.4.11

ZD') Y —2RITIE, OpenShift Logging /NJIEIEN) ) —2 5411 AEFNFET,

113.1. XN JBIE
e BZ 2099524

e BZ2161274

113.2. CVE

e CVE-2021-46848

e CVE-2022-3821
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https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
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e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
e (CVE-2022-42898

e CVE-2022-43680

114. LOGGING 5.4.10

ZD1) Y —2RITIE, OpenShift Logging /NJEIEY 1) —2 5410 hE&FhZET,

114.1. /N JEBIE

2 Lo

114.2. CVE

e CVE-2021-46848
e CVE-2022-2056
e CVE-2022-2057
e CVE-2022-2058
e CVE-2022-2519
e CVE-2022-2520
o CVE-2022-2521
e CVE-2022-2867
e CVE-2022-2868
e CVE-2022-2869
e CVE-2022-2953
o CVE-2022-2964
e CVE-2022-4139
e CVE-2022-35737
e CVE-2022-42010
e CVE-2022-4201

e CVE-2022-42012
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https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012

gEOXYI/DOYY—R/— b

e (CVE-2022-42898

e (CVE-2022-43680

115. 0% >4 5.4.9

A1) 1)) —RITIE, OpenShift Logging /NZ{EIEY) ) —2 549 AEEFNF T,

1.15.1. N B IE

o ZODEFHMDAIL, Fluentd AL VY —ERFEADEENTA—F—Z2EELTWVWELE, D
BHICLY, INLDRENTA—I—EZTOEEX v E—IUHMHIBRINE T, (LOG-3074)

o ZOEHDHIIL, Kibana D OAuth cookie DENEARRIL 24h ICEIE I N TW o/
&. accessTokenlnactivityTimeout 7 1 —JL K#' 24h KiEDEICFREINTLWS &, Kibana

T4 I —DFEELTVWE L, SEDOEFHICL Y. Kibana D OAuth cookie DEZNHARRA
accessTokenlnactivityTimeout ICEHAS ., 77 4L MEIZ 24h (IC72Y £9, (LOG-3306)

115.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e (CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e (CVE-2022-0924

e CVE-2022-1016
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https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
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e (CVE-2022-1048
e CVE-2022-1055
o CVE-2022-1184

e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
® CVE-2022-2639
e CVE-2022-2938
e CVE-2022-3515
® CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628

e CVE-2022-22629
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https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629

gEOXYI/DOYY—R/— b

o CVE-2022-22662
o C(CVE-2022-22844
® CVE-2022-23960
o (CVE-2022-24448
® (CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
o CVE-2022-36946
e CVE-2022-37434

e CVE-2022-39399

116.0F> 7 54.8

A1) 1) — 2RIl RHSA-2022:7435-OpenShift Logging /A 71EIE Y 1) — 2 5.4.8 AEEhE T,

116.1. NT{BIE

2L
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https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
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1.16.2. CVE

e CVE-2016-3709
® CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304
e CVE-2022-2509
e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e (CVE-2022-30293
e CVE-2022-32149
e CVE-2022-37434
o CVE-2022-40674
e (CVE-2022-42003

e CVE-2022-42004

117. LOGGING 5.4.6

A1) 1) —RITI&,. OpenShift Logging /NZ1EIEY ) —2 546 BEFEFNET,

117.1. N TIBIE
o SEMDEHLIRIIE. Fluentd I& Kubernetes 75w N7 —LhDOJ 774 I)EaO0—F—> 3y

Ll &z2@BBLARWEEYHY, O Xvtt—YZmimbaRoTWELL, SODE
T, PYTAMN)—LDORAEF—LIRREITIRENTA—I—ERETDIEICLYIELE

24


https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558

gEOXVITOYVY—R/—}

ThTWET, (LOG-2792)

ZOEHDFEIL, ClusterLogForwarder 1 X% A1) Y —ZIZ JSON i EZRIN TV S5
B, BO—NWAF—NR=I3TTEDA VTV IADERINTWE L, SEIDEHICELY.
FLWA YTy I 2FE TR AY F L, (LOG-2823)

SEIDEF ORI, Kibana hR Y L)Y —RA%&HBIKR L7HBE. OpenShift Container Platform
Web a2V —JLIEB|E#EE Kibana~D ) v 7 ZRARILTWE L, SEIDOEFH T, Kibana 77
ZILYY—2EERTDE, TOY VI EEBRINET, (LOG-3054)

117.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

118.OF > 545

A1) —ITIE. RHSA-2022:6183-OpenShift Logging /NJEIE) 1) —X 545 AEFNFE T,

118.1. /N {EIE

SEIDEFHLLAIIE. Operator (& Pod BN EFREICH D & 2B LABAWVWI EMNERERRT, 75
AY —DHEEEFICY T RAY —DEMERBEQIRREICAY £ L, SOIOEFHICLY. Operator
&, BEFHFICHFLWVWPod ZERBRTELTY—I LTHSHFH LV Pod ILKEE ERHITDZ &
T, BEZHERLET, (LOG-2881)

SEOBEFHLANL, EHITOI 7 —REEENEBNINL I EHNREERT, REIL—T1 I
TEIN, LO—RKRHPRBEE>LBEICEEINTWELE, SEOEHICLY., REBIL—T 4
VIRELL Y F L, (LOG-2946)

SEIDEHFLLFIE, Operator (EBIBAFTHENLLT—IETA VT v 7 ARE JSON HEE= T
O—RTEF, IZ—DPHRLELTVWE L, SOOEHICEY. Operator 1&Z D JSON [HE %

BYIKFI—RTEBLD LAY E L, (LOG-3009)

CDEHFDREIIC, Elasticsearch 41 YTy VATV L —hME, SRILDT1—IL REEE-
Y4 TTEHZRLTWE Lz, TOLEREICLY, ThoDFV T L—MAEHIh, OJyaL 2
H—IlE>TEBHREINZEFEIND I TEELICAY F L, (LOG-2972)

1.18.2. CVE
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https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
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CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-30631

1.19. LOGGING 5.4.4

A1) —RITIE. RHBA-2022:5907-OpenShift Logging /N JEIEY) 1) —ZX 544 HEENET,

119.0. N TEE

o SEOMEHLFIIEX. ST VXFEUHNDIEN Elasticsearch TELLK RRTINFEATLE, &

EDEHICEL Y., Elasticsearch (FIT R TDOERMRUTF-8 L VRILZE LK RRLET,
(LOG-2794)

SEOBEHFLURNIEL. 5TV XFUADXFED Fluentd TELLKRRINFHATLR, SEOD
BHICL Y, Fluentd T RTOEMRUTF-8 YV RILEELLKRRFLET, (LOG-2657)

COFEHFLANCIE, AL II—DARMN) v IH—N—F, REBEICE > TRARINEEER
LTZ7RLRICNRAVRLEDELE L, SEIOEREICLY, FRAATRERAVY—T (4R
THNIEENTENI VY RTDEDICERENERINE T, (LOG-2821)

SEIDEHF LA, cluster-logging Operator &7 S 29 —ICikELTY—2 Ly b EERKL
TWE L, DI S RY—DEEIE OpenShift Container Platform 411 TEE I N/ &N
FEET, OF 77704 XY MIKRBLELE, SEOEHFICELY. cluster-logging
Operator BBEBICHLTY—I Ly b2 T 52 & TRIBEZMAL XY, (LOG-2840)

1.19.2. CVE

e CVE-2022-21540

o CVE-2022-21541

e CVE-2022-34169

1.20. LOGGING 5.4.3

A1) —RITIE. RHSA-2022:5556-OpenShift Logging Bug Fix Release 543 A& FhF 7,

1.20.1. Elasticsearch Operator M IEH#ELE @ A

logging %t 7 A7 /s 5.4.3 Tld. Elasticsearch Operator (ZIFHEEE Y, SHBDY ) —ZATHIBRI N
5FETY, RedHat &, ZODHBEICH L TIREDY V—RASA4 7H A VILHICNTEBEEYR—ME
R L I, ILEREEBEDIRMIT A, T OHBEIESREIBRINS FETY, Elasticsearch Operator
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https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556

gEOXVITOYVY—R/—}

EHEALTT 74 MNOOTRAMNL—V2BEYT 20 YIC. LokiOperator ZFHTX X7,

1.20.2. NJBIE

CDEHFDETE, OpenShift AF Y I v v aR—Rid, PIT4 TRIRTDY v— KTl
B, POTATRTIZARY =2+ —ROEERTLTVWE L, SEIOEHICLY. Fv
Y aR—RIZIETRTDT I T4 TR+ —RBERRFINEF T, (LOG-2781)

ZDEFIC, elasticsearch-operator NMEAT 254 73 1) —D/NJICIE. DoS MEDMEIHMHE
AEFnTWE L, SO00FHICLY. 4T —DIOMHEEEZEFR/VWA—I 3 V(L
BHINE LA, (LOG-2816)

SEIOEHFLENIE. OY % Loki IlEE T D &£ D IC Vector X ET 5 & XIT, Loki TTLS 'F
MR TWBIBEICIE, DAY LRTS— =0V %EFZELEY, T72INKNN—=0 V%
FALEYTZIENTEEHATLE, SAIOEHICLY, Vector i ETLSHEMRN—I V%
FALTOY% Loki ICERETED LD ICRY F L, (LOG-2786

SEIDEFHLLANIC, ElasticSearch Operator I&. oauth-proxy 4 X —J %3&R§ % & X

IC. ImageStream 71 X% L!) Y — D referencePolicy 7O/NFT 4 —% &AL TWFE LA, &
DEHICTONRT 1 —DEBIND ZEDNRRTHEDRIET Kibana DT 7O/ IZKELEF L
7o SODOEHFHTIL. referencePolicy = A9 % I & TRIEM BRI 1. Operator (F Kibana
HEEBICTTOMTES LD ICAY F L7, (LOG-2791)

SEOEHFLRTIL, ClusterLogForwarder 124 L)Y —ZADT 5 — ML—IL T, EHDER%E
HANERBINTWEHATLE, SO0EHFHTHBIMERINE L, (LOG-2640)

COEHFDREIIE. O % Amazon CloudWatch ICERET B LD ICREI NI SR I - 1B
BINEOT I 74NV E—RFA ML —YICEZIAATW LD, REORBEEHICI TR
H—DARREICRY FE LIz, SEIOEHICLY. CloudWatch DF v > /8y 9 7 v THEW
Ay, B@ENSRINE L, (LOG-2768)

1.20.3. CVE

N1y LTCVEZER

e CVE-2020-28915

e CVE-2021-40528

o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576

e CVE-2022-25313

e CVE-2022-25314

® CVE-2022-26691

e CVE-2022-27666

o CVE-2022-27774
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https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
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® CVE-2022-27776
e CVE-2022-27782

e CVE-2022-29824

1.21. LOGGING 5.4.2

A1) Y —2RITIE, RHBA-2022:4874-OpenShift Logging /NJHEIEY 1) —RX 542 H"EFhE T,

1.21.1. XTI 1E

o SMOOEHLIAIX. ZEHDOFERHIC—EMUML RN >LTD, ocedit =FERAL/-IL VY —ZED
REHI’EET Lz, SEIDERICLY. Operator ICL 2 BHFHDAENCEREEERIELE LV T+ —
Iy hgTBHOVYIHNEAIN, ocedit AL CTEBIRETESLDICRY E L,
(LOG-2319)

o SEMEFHLIANIEL, FluentdNodeDown 75— K&, XvtE—Y I avVILAVRIVRS
NIV EBENICRETETEREATLE, SEOEFHTIE. BOWRA VAI VAT T —DIFEIC
AVAIVASGRIERBETZELIICTSI—MNL—ILEBETDZ T, BBEEBRLET,
(LOG-2607)

o SEIMEHLIFIIL. criticall BMEDEHOOTLRILT, RF¥FaXAy MIFEYR—IMERES

HINTWBILERLT, YR—MFINTLWEHATLA, SEAIOEFHRICLY RA—BHIEBIEI
N, BHEHINTLWBZOVLNUARRETHR—NINBLIICHRY F L, (LOG-2033)

1.21.2. CVE
fNn.24") v % LTCVE = ER

e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737

e CVE-2021-3743

e CVE-2021-3744
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https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
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e CVE-2022-0286

e CVE-2022-0322

e CVE-2022-101

o CVE-2022-1271

1.22. LOGGING 5.4.1

2D Y —RITIE, RHSA-2022:2216-OpenShift Logging Bug Fix Release 5.4.1 a2 Fh X7,

1.22.1. X TIBIE

COEFORENG, OTT7ANARN) Y VT RAR—F—F, TV RR—4 —DETHIIER
INEOTDOHEHRE LD, QT DEMT—IDFRERICRY E L, COEHT
i&. /var/log/pods # E=49—9 5 & TCIDMBEEMRLTVWET, (LOG-2442)

COBEHFOFNL, IL ¥ —I&. O % fluentd DEREL ¥ —/N\—(TERE T 5 & X ITHWER
EMERICERLELY E LR, JOvoIhTwE Lk, TOYY—RT
(. keepalive_timeout {E%* 30 # (30s) ICEREINTWS S, AL Iy —3EkmE) T4
VL., BEARREERICKKR LIy E—VDREEEBRTLET. (LOG-2534)

COBEHOFIG. OV EHmANDIHODT TV —%@HT 25— MV AVR—RV D
I5—IC& Y. Kubernetes namespace ZRDOAJADT7 IV EZANHIRI N, BEEQ VT &—F
DAVIZANZIFrv—OIDNHmAPBRNALLRZIENHY F L, TOEFHCLY, 7O
FO—EEEET VLA EFODI— Y —ZIELLHE L. namespace R L TOVADT7 /&
AZFHFAILFET, (LOG-2448)

SEOREFHF DAL, system:serviceaccount:openshift-monitoring:prometheus-k8s t— &
AT AUV MTIL. clusterrole & & U clusterrolebinding & L TV 5 24 — L RILDIFED H
YFE Lz, SEIOEHICLY., O—)LEO—IL/NAL VT 1~ T %FD openshift-logging
namespace ICH—EZRT7 ATV KD FIRINE T, (LOG-2437)

CDEFDHEIE, Linux BEEOJ OEAITIE. F—E{EDODRTDIEFICEKEL TWE L,
COEHFICLY, BEIVMN)—A2RBDIF2LODICERRBAFATLIL D ICHETHIETEIN
9. (LOG-2321)

1.22.2. CVE
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CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778


https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
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e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434
o CVE-2022-21443
e CVE-2022-21476
o (CVE-2022-21496
o CVE-2022-21698

® CVE-2022-25636

1.23. LOGGING 5.4

UFDO7 RINAH1) —iF, OF V754 ICFEHATEF I Logging subsystem for Red Hat OpenShift
Release 5.4

123177 /89—l Ea—

B

Vector l37 7 /AY—FLEa—#EETY, 7/ /0Y—TL Ea1—#EEIZ. RedHat
HROY—EZRALRILTIT) =X~ (SLA) ORRHATHY ., HENICKELTIZRWT
ENBHY FET, RedHat IEBRBRIETCINSZFRITAIEEHELTVWEHA, T
/09— Ea—D#EElIk. SFOERMEEEVEER CIREL T, AR THEE
DTAMNETVWITA—RNy VERFELTWALESIEZBNELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB LTI,

1.23.2. Vector [CDWT

Vectorld, OFX VYTV RAFLDWEDT 74 ALV —ICRbB T/ AY—TLEa—&L
TIREEEIhZ2O07a3L 949 —T79,

ROBADNYR—PFINTVET,

e elasticsearch., #ZB Elasticsearch 1 ¥ 24 > X, elasticsearch HHTlk. TLS #EfAERE T
xFd,

e kafka, Kafka 7O—Hh—, katka BHlk. ¥ 21T 1 —TREINTVWAWERFAIETLS
ERaFERTEET,

e loki, Loki: KEAMICAT—F TV THREOEWVILFTF Y NOTEEY AT L,

1.23.2.1. Vector ®DH%h1b
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https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
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Vector T 7 # )L P TIREMICA>TVWEEA, UTDRFT Yy T%FH L T. OpenShift Container
Platform ¥ 5 24 —TC Vector #B®MICL X T,

BE
Vector . FIPSTHY SR —%HR—MLTWEHA,

AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y JH# T X7 A:54

e FIPS N EM

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,
I $ oc -n openshift-logging edit ClusterLogging instance

2. logging.openshift.io/preview-vector-collector: enabled 77 / 7—< 3 > % ClusterLogging
ARG LYY —R(CR)IEMLET,

3. ClusterLogging /2% L)Y —R (CR)ICAL V¥ a ¥4 7&LT vector ZEBIML ET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

BIER R

® \Vector RK¥FaX2Uh

8%

Loki Operator (77 / OY—FLEa1—#EDHATY, 77/ 0V —FL Ea1—##e
&, RedHatBREDHY—EZRLNILT T =AY b (SLA) ONRATH Y. BEEERIICSE
ETRAVWZEDNHY FY, RedHat IEHRERIETINSZEATEIIEZHELT
WEBA, 77/0YV—FLE21—D#EEId. RFOERBELVERRHEL T, H
HEEFETHEDT A M ETVWI A — RNy VERBLTVWARLRCZIEEZBNE LTVE
ER

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIWN,
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https://vector.dev/docs/about/what-is-vector/
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gEOXVITOYVY—R/—}

1.23.3. Loki ICDWT

Loki t&. KEARICRT—STITHAMEOEWIILFTFFr NadEHNS AT ALATHY, IRE. OF
VY TORFALADOT R M7 ELTElasticsearch DREE L TIREIhTWE T,

BEfER
® Loki F¥axXrh

1.23.3.1. Lokistack ®F 704

OpenShift Container Platform 2> Y —JL %@ L T LokiOperator 24 Y A h—JL TE E T,

AR
® OpenShift Container Platform: 4.10
® RedHat OpenShift DAFX Y JH# T X7 L:54

OpenShift Container PlatformWeb 3>V —JLZ{#H L T LokiOperator =4 > X b —JL ¥ 3 (T
1. LokiOperator #4 YA h—JLL & T,

a. OpenShift Container Platform Web 3>V —)LC. Operators - OperatorHub =7 ') v &
LEd,

b. fFFAAE%A Operator M) 2 b H' 5 LokiOperator %R L. Install 5 ) v 2 LT,
c. Installation Mode T, All namespaces on the clusterzZERL 7,

d. Installed Namespace T. openshift-operators-redhat Z:&iRL £ 7,
openshift-operators-redhat namespace #18E€ 9§ 2 M ENH Y £9, openshift-
operators namespace |CIZEBINTWAWI I 2 =5 1 — Operator & XN 3 AREM
D Y. OpenShift Container Platform X b)) 2 R ER UCARITX M)V A% RET 2 A8
HEDRH B, TNICE>THAEVELDHBEMELIHY X,

e. Enable operator recommended cluster monitoring on this namespacezER L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
IN)VEBRELET, V7RI —FE=4—") 7N openshift-operators-redhat
namespace ZNETZX S LI, TDF TV aVvERBRTIDLENHY X,

f. Approval Strategy #&RL £7,

® Automatic A b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I$#T#R/N\—27 3
VO FIFEEIEEIC AR D & Operator # BEIMICEHF T F 7,

® Manual X 5 7Y —([lIE, Operator DEHF 2 KR T 57O DBV RERAIFERZFFD
A—HY—HIBETT,

g Instal 22 ) w7 LET,

h. LokiOperator #4 Y A h—JL L7 Z & %=fE L £ ¥, Operators— Installed Operators
R—=IIZF7 YA LT. LokiOperator L £7,

i. LokiOperator #* Status #* Succeeded THZITRTDFAOT TV MIVRAMIATWS
JEERBLET,
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1.23.4. NJEIE

34

SEIDEHF LA, cluster-logging-operator (. 7 5 X9—20—70O—ILENS VT 4
v %EMALT, Prometheus U —ERT7HDI Y MDA RNY Y V%R L —TF BDDHER
EREMMLTWE L, CThODHERIZ, IV =49 —T 1 R%FEHL T Operator 7
TOA4TBRICEIFERIN, AV RS DS D Operator 57 704 §3BEICIER
ELTWE LA, COBHFHTIE, O—ILENS YT 1T % namespace AA—FIZF B ET
REABELTWET, (LOG-2286)

COEHOFN, v 21— NOFBEZIEET BHDDEEICLY. namespace 2FD 1)
Y — X IC ownerReferences 7 1 —JL RABAINFE L7z, TORR, [EYY F&¥v>a
R— RDMEA D namespace ICIERINFEHATLL, SEIDEFHF TIL. ownerReferences
74—V REHIRYT 2 ERBEI#ER L. 3> Y —ILT OpenShift Logging ¥ v & 2 R— K&f&F
ATX3L5ICRYET, (LOG-2163)

SEIDEHF LA, cluster-logging-operator T4 v ¥ aR— K7 &, BEE®D ConfigMap & B
BID ConfigMap AAIEL K kBRI N Agh o7z, X MYV I I Y2 R—RADEENT S
O1MINTVWERAT LA, COEHTIE, ATV MSRIVIC—ED/NY V2 {E%EBINT
22 ETHRBNIMERLET, (LOG-2071)

ZDEHDFEIIE. OpenShift Logging ¥ v ¥ 27 R— Kk, #BE 24 BEICIEI WA ELOa Y
TFT—%KRTNTBT—TIVIC pod & namespace ZKIEL K RRLEFHATLE, SEIDEHT
l&. pod & namespace NMIEEL K RTFRINET, (LOG-2069)

ZDEH DAL, ClusterLogForwarder 1° Elasticsearch OutputDefault TFRE I TWT,
Elasticsearch B NICHEEILF — DD o IFE. ERINEREICRIAADR >ENEFN
TWE L, ZOBEHTIE, FRAINTWSEY—2 Ly MNEIBAENMEEINE T, (LOG-
2056)

ZDEFLANE, BEAA M) v IADSEBHIEREEA T, OpenShift Logging ¥ v 2 aR— RIC
ZEDCPUITZINKRRINTUVWE L, TOEMILY, ELWT—FRA Y MHNEIRI 1,
BEMNMERINE L, (LOG-2026)

SEOEHLFIE. Fluentd AV TFTF—a XA —=JITIE, RITRKFICRERELY =Y —IHEFE
nNTWELAE, COEHICLY., INLDY =DM A=V BHIBRINET, (LOG-1927)

CDEHFODRENE, 53V Y —RTF A INALIL VY —DERIDPEEINLzH, AF VY
dL 2% —I& FluentdNodeDown 7 5 — F 24 L TWE Lk, TOEHF TIL. Prometheus
T772—hDYaTEHEEBET DI ETHEEBALTWET, (LOG-1918)

COEFDHIE, AVER—RV NEGOEEDY 77049 ) 7D=HIC, AL V49 —dH
BoOJA#RELTWE LA, ThiCLY, ALY —2BEHOO7A0NIEBT 5 EENL
TA—RRNY DI —THREREL, AE)—OQTAvE—SDOY A AORBNFEET ZEEEM
AHYFET, COEHFTIK, LYY —0O752L I avhbBRATEZIETRBEREL
TWET, (LOG-1774)

ZOEFDEITIE. PVC A Y TICHEET %355, Unable to create PersistentVolumeClaim
due to forbidden: exceeded quota: infra-storage-quota & W\ D TS5 —% 4K L TWE L7,
ZDEFICL Y, Elasticsearch IBEIFEDOPVC ZF v/ L. BEEBRLET, (LOG-2131)

ZDOEFOHEIIL, elasticsearch-signing > — 7 L v KA HIBRI 17z & X IC Elasticsearch (%
HERTREICREDZIENTEFEAT LR, COFEHICLY., Elasticsearch &, ZD¥—7
Ly RDHIBRI N2, BT TREBICEZ I ENTETET, (LOG-2171)

COEHOFNE, AL II—DAVTF—OJZHmAHNENADNEEINLLH, ALY —
F—EDOLIA—RNEBESTA VT Y I RICEELTWE L, TOEHICLY, LIS —
BELWSEREZFEAL TCEBZHERT LD ICARY L, (LOG-2160)


https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160

gEOXVITOYVY—R/—}

o ZDEFHODHAIIE. namespace D) XA MHANY §F—H A4 XDIRAFIPRICE L 72728, namespace
BERHDIFRY—ICLY, Elasticsearch &) 7V TA MDUNEAELELTWELZ, TDE
LY, Ny F—ITld namespace ZED ) A MDHDEENZ LD ITARY, BENMBRINE
L7, (LOG-1899)

o ZDEHODHAIL, OpenShift Container Platform Logging ¥ v & 2 7R— R(ZId. Elasticsearch
IKx /) —RDHBGEDEBEDED X FEDY v — ROBHIARRINTVWE Lz, OB,
H 713 IC Elasticsearch 7 2 29 —2EKICH T2 EDTH > 72ICEH ST, Elasticsearch Pod
TERLTRTDTZA4T) =V v—REHAL, TOEEEHEL TV DIZRELFL
oo ZOEHFICELY, v —ROBHNELLEHEIND LD ICAY L, (LOG-2156)

o ZOEHFHODEIL, —7 L v b kibana & kibana-proxy IEFETHIRIN2HGE. BIERI N
FHATLE, COFEHICLY., elasticsearch-operator i)V —REER L. HIRI B
BIREFNICEERLEFT, (LOG-2250)

o ZDBHODHNI, NV IT7—F vV IHVAX%FARTZE, ALIIY—E FYrVIH4 N
ARYNARNY —=LDNA MIREBATWSEWIBEAERTZTREMEIGHYE L, &
DEHFHTIE, FTARYITOFRIEZFAEL T, BBZERTSIIEEHETEET, (LOG-2379)

o SEIDEHLATICIE, OpenShift WebConsole ®AF > F 2> —)LY) > U H ClusterLogging
CRTCHIBRINTWEEHATLE, COFEHIILY. CREHIFRT 2H. Cluster Logging
Operator a7 VA VA M=)V T B E) VIDHIBRINE T, (LOG-2373)

o SEIOEHUFNIK, AVFTF—OJNRREEETSHE, TO/NNRATHRESINALHW) Y—XT
., ZoaALIYav ANy EBICEOIRRYE L, ZOEHTIEK. REINOTIC
Be2AN) v IERBATZTST4 VN, BBERRT ZEDICVTIDLD/IIZID S DFHH
BY%EHR—MLET, (LOG-2462)

1.23.5. CVE
e CVE-2022-0759
© BZ-2058404
e CVE-2022-21698

o BZ-2045880

1.24. 0% > 7 5.3.14

AU 1) —RITI&. OpenShift Logging /N 7EIEY 1) —2 5314 AEFNF T,

1.24.1. N JIEIE
o ZODEHDHEIIC. log-file-metrics-exporter AV R—3x Y MIL > TERIN/ZOT T 7ML
HA Xy Tl BIRINAT7 740DV N) —%EBRLAD D, 7744 X
TORZAXEY—HDEIMLTVWELE, SEOBHICLY., O 77481 X< v 7T, Hl
BRINZT7AILDIY M) —DEFhR< QY F LA, (LOG-3293)

1.24.2. CVE

e CVE-2016-3709

e CVE-2020-35525
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https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:8889
https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
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e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e C(CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016

e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184

e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
® CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068

e CVE-2022-2078
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https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
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e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
® CVE-2022-29581
e CVE-2022-30293
e (CVE-2022-34903
o (CVE-2022-36946
o CVE-2022-37434
e CVE-2022-39399

o (CVE-2022-42898

1.25. 0+ > 7 5.3.13

A1) 1) —RITIE, RHSA-2022:68828-OpenShift Logging /N JBIEY 1) —ZX 5313 AEFENE T,

1.25.1. /N {EIE

2L

1.25.2. CVE
fhasY) v - LTCVE 2R

e CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e CVE-2022-1353

e CVE-2022-2509
e (CVE-2022-2588
e CVE-2022-3515

e CVE-2022-21618
e CVE-2022-21619

e CVE-2022-21624
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https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/errata/RHSA-2022:6882
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-39399

CVE-2022-40674

1.26. LOGGING 5.3.12

A1) 1) —2ITI&, OpenShift Logging /NZEIEY ) —Z 5312 h&FhZE T,

1.26.1. N JIEIE

2 Lo

1.26.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.27. 0% > 7 5.3.1

A1) 1) —2ITIE, OpenShift Logging /NZEIEY ) —A 5311 BAEFEFNET,

1.27.1. /N TBIE

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
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o SEIDEFLIATIL, Operator |& Pod DN EMRREICH D Z & 2R LBWVWI EANRERT, 77
AY —DHEEEFICY TR —DEMERBEQREICAY £ L, SOOEFHICLY. Operator
&, BEIFICHFLWPodEZEFBRETELTY—I7 L THLHH LW Pod ICREIZEITE I &
T, BREZFRLET, (LOG-2871)

1.27.2. CVE

e CVE-2022-1292
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.28. LOGGING 5.3.10

2D Y —2RITIE, RHSA-2022:5908-OpenShift Logging /NJIEIEY) 1) —RX 5310 AEENF T,

1.28.1. NJ{EIE

® BZ-2100495

1.28.2. CVE
f.521Y v 4 LTCVE = R&H

® CVE-2021-38561
e CVE-2021-40528
o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e (CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314

o CVE-2022-27774
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https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
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e CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.29. LOGGING 5.3.9

A1) 1) —RITIE, RHBA-2022:5557-OpenShift Logging /NJEIE!) Y —RX 539 HEFEFNE T,

1.29.1. NJEIE
o SEMEHLFINIC, OF /AL V9 —ITId. ERINIZANIIZADIRILE LT/RADE
FNTVWELE, TONRRIIEEICTEIN, Prometheus —/N—D R hL —I D KIBICE
BXNFLE, SODEHT, BEEBREL. AML—VDMBEEBEERSTLDIC. SNILHHE
BRInF L, (LOG-2682)

1.29.2. CVE
f.e sy - LTCVEZREHA

e CVE-2020-28915
e CVE-2021-40528
o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
® CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.30. LOGGING 5.3.8
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https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
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A1) 1) —RITIE, RHBA-2022:5010-OpenShift Logging /N /{8IEY ') — 2 538 iEFNE T,

1.30.1. NJ{EIE
(7L, )

1.30.2. CVE
#7429 v % LTCVEZEH

e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941

e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197
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https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

CVE-2022-0286

CVE-2022-0322

CVE-2022-10T1

CVE-2022-1271

1.31. OPENSHIFT LOGGING 5.3.7

ZDY ) —RITIE. RHSA-2022:2217 OpenShift Logging Bug Fix Release 5.3.7 A& En X7,

1.31.1. /N JBIE

o ZOEHOAENL, Linux BEEDOJ OIFEMBTIEF—/EXRTDIEFICEKEFELTWE L, TOE
FICELY, BETYN) 2RO 2DICERRRZMBAT LD ICBAHIEEINE T,
(LOG-2322)

gEOXYI/DOYY—R/— b
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https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
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o ZOHEFLARIICIK, —FDOAOT 77— —HAWREELY A LAYV TTAJTZHLREALDZ
ENTEE L, COEMLY, M1 LRIV THA—HIT 2TV MN)—%2EFXTH7HD
S—VZBEAOTL - RICBMNINE L, (LOG-2334)

o ZODEFHODHAIIE. namespace D) XA MHANY F—H A4 XDEZAFIPRICE L 72728, namespace
DNEHHB Y S5AY—IT&Y, Elasticsearch &) VTR FDAEBAEELELTWE L, TOE
LY, Ny F—ITlE namespace HED ) A MDHDEENZ LD ITARY, BEMBRINE
L7 (LOG-2450)

o ZODEFDAIIL., system:serviceaccount:openshift-monitoring:prometheus-k8s |
I&. clusterrole & & U clusterrolebinding & LTV 2 R4 —LN)LDENHY F L, D

BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 1 > 7 %FD openshift-logging
namespace ICHIBRI N E T, (LOG-2481))

1.31.2. CVE
fNn.8 sy 4- LTCVE%ZEMR

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
o CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

® CVE-2022-25636

1.32. OPENSHIFT LOGGING 5.3.6

A1) Y —RITIE, RHBA-2022:1377 OpenShift Logging Bug Fix Release 5.3.6 & Fh 7,

1.32.1. /X JHBIE
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https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377

gEOXVITOYVY—R/—}

o ZOEHODHEIE, F—R L THBMELEEERL. BEFD Operator NRE T, Operator (7 v 7
JUL—RERETTEEEATLE, SEAOEHICLY., COFFEEICL>TT Yy TIL—K
DETMIHTFOND I EIFRLAY F L, (LOG-2126)

o ZOEEDHE., AL IVY—DF v IN\A MIBRPETINIARY NEBATVWSIHFEIC
BEEEERTDIEDARETLE, TOERICLY, PYTAMN)—LDORFa2 AV DT R
NA RIS T, Y= RSV O4IREFE L CRBEARTEET, (LOG-2380)

1.33. OPENSHIFT LOGGING 5.3.5

2D Y —RITIE. RHSA-2022:0721 OpenShift Logging Bug Fix Release 5.3.5 aFh X7,

1.33.1. N JEIE
o ZDEHDHIIL, OpenShift Container Platform H* 5 OpenShift Logging % HIf& L 72354,
Web O Y —JLIFBI EHEE Logging R—I~ADY VI ARRLTWE L, TOEHTIEL,

OpenShift Logging ZBIRRF/IET7 VA VA M—=ILTBEZD) VI HBIRINE T, (LOG-
2182)

1.33.2. CVE
fNn.osYvy4- LTCVEZREHA

e CVE-2020-28491

e CVE-2021-3521

e CVE-2021-3872

e CVE-2021-3984

e CVE-2021-4019

e CVE-2021-4122

e CVE-2021-4192

e CVE-2021-4193

® CVE-2022-0552

1.34. OPENSHIFT LOGGING 5.3.4

A1) —ITIE. RHBA-2022:0411 OpenShift Logging Bug Fix Release 5.3.4 A& ENF T,

1.34.1. /NJ{EIE

o ZOEHLAIIL, cluster-logging-operator T4 v L 2 R— KESUEEDREY Y T BHH
DFREXY THELKEBINRD >/d, XNy IF Yy aR— R NDEENELETT
OMINTVWERATLE, COEHTIE, 7TV MINIVIC—BEDNY Y 2 {EZEBMNT
2&IC&Y, OYy v EBELEY, (LOG-2066)
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https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
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o ZDEHODHEIE., FIPS ZE%MIC L TEH L7/, Elasticsearch Pod # ) TEEFHATL
fco TODBEFICELY, Elasticsearch Pod IFIEEICHEEIL £9, (LOG-1974)

o ZOEHODAITIE., PVC AT TICHFEET %% A, Unable to create PersistentVolumeClaim due
to forbidden: exceeded quota: infra-storage-quota. EWD I Z—Z4K L TWE Lk, TDE
#iTk Y. elasticsearch [EBEBFEDPVC #F v o L, BEEBRLET, (LOG-2127)

1.34.2. CVE

#Nnio oYy LTCVEZER

CVE-2021-3521

e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122

e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193
e CVE-2022-0185
o CVE-2022-21248
o CVE-2022-21277
e CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291
e CVE-2022-21293
o CVE-2022-21294
e CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360

e CVE-2022-21365
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https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365

gEOXVITOYVY—R/—}

I e CVE-2022-21366

1.35. OPENSHIFT LOGGING 5.3.3

A1) —ITIE. RHSA-2022:0227 OpenShift Logging D/NJEIEY 1) —ZX 533 AFENF T,

1.35.1. /N J{EIE

o SEMEFHLIAIIE. cluster-logging Operator T4 v ¥ 2 R— K& SUEBEEDRE~Y Y T BH
DEREX Y THELL BRI WM >72ked, A MYV I YY1 R—RKRANOEENELETS
O INTWEEATLE, COEHTIE, FYyYaR—RO—BONYY1{EEFTI L)
FSALICEMTZIET, AV Y JEBELTWET, (LOG-2066)

o SEDEHICLY. logdj DIKEREGRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
fzo (LOG-2102)

1.35.2. CVE

finmo 1Y) v LTCVE ZRH
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.36. OPENSHIFT LOGGING 5.3.2

A1) —RITIE. RHSA-2022:0044 OpenShift Logging D/NJHEIEY) ) —RX 532 NEFhZET,

1.36.1. N JEIE

o SEIDEFHLAFIIE. Elasticsearch EBIFT TS —HNRETAIRY ML= —H5DO7%EEL
TWE Lk, SEOEHFTIE, BRI S—%2FRIDLIICT—HIETIHIEEINATVE
T, L. TOER., UFIOA VT v I ADRET Kibana ATELEFLIXIS—HRET S
ATREMEAH Y £ 9, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADNBIRELIEBSA VYTYIRAINDETCIS—HIRELET, D71 —ILK
M Kibana TEEINTVWAWGEIZ, T5—XAvE—VsBETEET, WM VYT Y IR %E
HIRR S 2RBRY —D2HBZHBAICIE. TORYY—ICELY., BRIICEWNS VT v I ZHH|
BRINTIS—XyvtE—V%ELELET, ThUNDBEIZ. FHTIUTY I RAEBERL
TIS—AvE—Y%ELELET, (LOG-2087)

o SEMEFHLIFIIZ. OpenShift Logging Dashboard (&, #@% 24 BEREICERS L CUINEI N AD
VTFFT—DLEERRT BT—TIII, BE>7 Pod D namespace xR RLTWE L1z, &
BIDEFHICL Y. OpenShift Logging Dashboard ICIE L LY Pod @ namespace ARRI N F
¥, (LOG-2051)

o ZODEHDHEITIE. ClusterLogForwarder 1 X9 LYY —RX (CR)Y M VY RYVAD

outputDefaults.elasticsearch.structuredTypeKey IC#EiE b £ —H > BE. CRIZHED
Y=Ly NETIAINMNOOTRANTEDBEICERAINDT 74 MNDY—0 Ly MIE
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https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
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XMATVWE L, SEOEHF TR, EHEINLEAY—I Ly MELHERINET,
(LOG-2046)

1.36.2. CVE

#1249y 45 LTCVE %2R

e CVE-2020-36327

o BZ-1958999

e CVE-2021-45105

o BZ-2034067

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

1.37. OPENSHIFT LOGGING 5.3.1

A1) 1) —RITIE, RHSA-2021:5129 OpenShift Logging /X 7EIEY ') —Z 531 H"EFNFE T,

1.37.1. NJEIE

SOEOEFHLENE. Fluentd AV T FH—A A =TI, EFRICABREILY—Y—ILAEF
NTWE L, SEOEFICLY. ChdDDY—ILHA A—IhLEBRIhET, (LOG-1998)

SEDOEHLFIE, EHRXKN) vy IAOSBEBIARET, OJY vy a2 HR—RICEZDCPU TS
IHNRTIINTVWE L, SEOEHICLY., OF Iy aR—RKICCPUITSTIHIELKL
RAINZET, (LOG-1925)

SEIOEHLIATIX,. Elasticsearch Prometheus T AIR—4 — TS5 4 4 v, Elasticsearch
J—RDNRTA—IVRICHEEEZDEIANDI T —AFRALTA VT Y I ALANLD
AMN)wozAVNRAILLTWELE, COEHT, NT74—TVREEALEIES, KR+
DY IT)—HREINTVWET, (LOG-1897)

1.37.2. CVE

#Nn13 s 1) v - LTCVE Z&H
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e CVE-2021-21409

o BZ-1944888

e CVE-2021-37136

o BZ-2004133

e CVE-2021-37137

o BZ-2004135


https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135

CVE-2021-44228

o BZ-2030932

CVE-2018-25009

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

gEOXYI/DOYY—R/— b

49


https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
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CVE-2021-3200
e CVE-2021-3426
e CVE-2021-3445
o CVE-2021-3481

e CVE-2021-3572
e CVE-2021-3580
e CVE-2021-3712

e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
o CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527

e CVE-2021-45046
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https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
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1.38.3.
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SEDOEHTIE. BEMEEI N, BWARISON ELTATAYyE—IDELLI) 7ILES
nEF, (LOG-1494)

SEIOEHLUANE, BEITOIS—REIDEWDRIHZEIC, EE LW Cloudwatch 2 1) — AICTER
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SEOEHLURNE. T 704 IN/AAL VY —DEHFINLEI )Y —RATEEINLLD, 7
Z— b fluentnodedown BMEKRINTWEH L7, (LOG-1918)

SEIOBEHLANL, 181D Y ) —RRETHRELLY Ly aVydARAT, ILIY—F
Ty NI DVRENIINY D7 —ENfc Xy tE—T% 75y a2 L TALIY—Pod DT EH
BHEESETCWELE, SEADEHT, fluentd lF> vy NI UVBHINRNY D7 —%T7 5y
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https://access.redhat.com/errata/RHSA-2021:4627
https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
https://issues.redhat.com/browse/LOG-1652
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1.38.5. CVE
fNn14 o) v LTCVE ZEH

e CVE-2018-20673
e CVE-2018-25009
e CVE-2018-25010
e (CVE-2018-25012
e (CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827

e CVE-2019-13750
e CVE-2019-13751

e CVE-2019-14615

e CVE-2019-17594
e CVE-2019-17595
e (CVE-2019-18218

e CVE-2019-19603
e CVE-2019-20838

e CVE-2020-0427
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html

CVE-2020-10001

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-24502

CVE-2020-24503

CVE-2020-24504

CVE-2020-24586

CVE-2020-24587

CVE-2020-24588

CVE-2020-26139

CVE-2020-26140

CVE-2020-26141

CVE-2020-26143

CVE-2020-26144

CVE-2020-26145

CVE-2020-26146

CVE-2020-26147

CVE-2020-27777

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523
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https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
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CVE-2020-35524
e CVE-2020-36158
e CVE-2020-36312
e (CVE-2020-36330
e CVE-2020-36331
e CVE-2020-36332
e (CVE-2020-36386
e CVE-2021-0129

e CVE-2021-3200
e C(CVE-2021-3348

e CVE-2021-3426

o CVE-2021-3445

o CVE-2021-3481

o CVE-2021-3487

e (CVE-2021-3489
e CVE-2021-3564

e CVE-2021-3572

e CVE-2021-3573

e (CVE-2021-3580

e CVE-2021-3600
e CVE-2021-3635

e (CVE-2021-3659

e CVE-2021-3679

e CVE-2021-3732

e CVE-2021-3778

e CVE-2021-3796

e (CVE-2021-3800
e CVE-2021-20194

e CVE-2021-20197
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https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html

CVE-2021-20231

CVE-2021-20232

CVE-2021-20239

CVE-2021-20266

CVE-2021-20284

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-23133

CVE-2021-23840

CVE-2021-23841

CVE-2021-27645

CVE-2021-28153

CVE-2021-28950

CVE-2021-28971

CVE-2021-29155

ICVE-2021-29646

CVE-2021-29650

CVE-2021-31440

CVE-2021-31535

CVE-2021-31829

CVE-2021-31916

CVE-2021-33033

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084
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https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
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CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574
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1.39.1. N J{BIE

® BZ-2100495

1.39.2. CVE
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e CVE-2021-38561
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e (CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782
e C(CVE-2022-29824

e CVE-2022-34169
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https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
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1.40.2. CVE
#ihie 2V v - LTCVE % EH

e CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824
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#1742 ') v - LTCVE Z&H

e (CVE-2018-25032

e CVE-2020-0404
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https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
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https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
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CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189
e CVE-2021-4197
e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154

e CVE-2021-37159
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https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
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e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.42. OPENSHIFT LOGGING 5.2.10

ZDY ) —2RIZIE. OpenShift Logging /NJEIEY 1) —Z 5210 EFNTVWET

1.42.1. NJIEIE

o ZCHNEHDEITIK, —ZDOATI7+T7—9—HABELYALRY Y TTATELEREZLD
ENTEF Lz, TOEFICLY., Y1 LRIV TIDR—HITEZIIVN) —%5FXT 22600
= VARBSHIOTLI-RIZEBMINZE Lk, (LOG-2335)

o ZODEHODAIL, namespace DY) A MDY F—H 1 TDRKFIPRICIE L 72728, namespace
NERHDU 5 AY—I&Y, Elasticsearch (1) V TX DB AEIELTWELEL, TOE
LY, Ny F—Illd namespace HED ) A MDHDEENZ LD ITARY, BENMBRINE
L7. (LOG-2475)

o ZMDEFDAIIL., system:serviceaccount:openshift-monitoring:prometheus-k8s |
i&. clusterrole & & U clusterrolebinding & LTV SR — L NILDFFENHY Z L7z, TOD
BHICL Y. serviceaccount A*O0—)L & O—IL/NA > T 1 > 7 %FD openshift-logging
namespace ICHIRINF T, (LOG-2480)

o ZDEHODHIIE. cluster-logging-operator i&. 7525 —aA—FoO—ILENS VT4V

J%FMAL T, Prometheus Y —ERT7HI Y MDA RN) Y V%RV L —TTBDDHER%
B LTWE L, ChODERIE, AV —Ib1 V¥ —T x4 A%FHL T Operator 57 7
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https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
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O4 $2BICEERIN, OV RS UD5 TD Operator 57 704 §2I5EICIERE
LTWELE, ThiZ&Y, 20O—ILENS VT 145 namespace DA A—THEREI N,
BEMEEINE T, (LOG-1972)

1.42.2. CVE
fNnigs oYy LTCVE2ER

e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
o CVE-2022-21434
e (CVE-2022-21443
e CVE-2022-21476
o CVE-2022-21496
o (CVE-2022-21698

e CVE-2022-25636

1.43. OPENSHIFT LOGGING 5.2.9

A1) 1) —RITIE, RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 A& FEh £ 9,

1.43.1. /N {EIE

o ZDEHODANE., F—RLTHAMEEEEL. BIFE®D Operator AIRE T, Operator (&7 v 7
JL—RERETTEEHATLE, SOOFEHICLY. COFBHEHEICL>TT7 Yy FIL—FK
DETMIHTFOND I & IFRARY F Lk, (LOG-2304)

1.44. OPENSHIFT LOGGING 5.2.8

Z?DY ) —RIZIE. RHSA-2022:0728 OpenShift Logging Bug Fix Release 5.2.8 & Fh 7,

1.44.1. NJIEIE
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https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
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o ZDEHFHDHIIL, OpenShift Container Platform H* 5 OpenShift Logging % Ik L 72354,
Web OV —JLIEB| E#E X Logging R—IADY VI ERRLTWE L, TOEHTIE,
OpenShift Logging ZBIRRF/IET7 VA VA M—=ILTBEZD) VI HBIRINEF T, (LOG-
2180)

1.44.2. CVE

#hi19 s Y v - LTCVE Z&H
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.45. OPENSHIFT LOGGING 5.2.7

A1) —RITIE. RHBA-2022:0478 OpenShift Logging Bug Fix Release 5.2.7 A& Fh &7,

1.45.1. N J{BIE

o SEIOEFLANCIE, FIPS ZHBRIC L TEH L /1. Elasticsearch Pod Z B TE FHAT
L7z ZODEFHICLY, Elasticsearch Pod IFIEEICHEEIL £9, (LOG-2000)

o ZOEHDEITIE, KIFEARY 2 —ALY L—L4L (PVC) NN TILEFEET 554, Elasticsearch I
Unable to create PersistentVolumeClaim due to forbidden: exceeded quota: infra-storage-

quota. EWDI TS —Z&EMLF L/, TDEHICEY., Elasticsearch [EEFFD PVC ZF T v
7L, BEZRRLET, (LOG-2118)

1.45.2. CVE
.20 7Y v - LTCVE Z&H
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185
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https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
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1.46. OPENSHIFT LOGGING 5.2.6

A1) Y —RIZIE, RHSA-2022:0230 OpenShift Logging D/NJHEEY 1) —R 526 AEFEFNZET,

1.46.1. /N J{EIE

o SOHDEHLURD) Y —RICE T ALY —DEEAEENTH LT, Fluentd 2/ Zv>alX
E5RERAER>TWE L, SEIOEHRT. RELTWETAILIY—DNMEBEINhF LK,
(LOG-2104)

o SEDEHICLY. logdj DIKEREZRH 2171ICEEI N, CVE-2021-44832 AR I N FE L
=0 (LOG-2101)

1.46.2. CVE

#n.2129Yv %5 LTCVE %2R
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.47. OPENSHIFT LOGGING 5.2.5

A1) —RITIE. RHSA-2022:0043 OpenShift Logging D/NXJEIEY) ') —ZX 525 BEENFT,

1.47.1. NTIBIE

o SEIDEFHLAFIIE. Elasticsearch XTI S —HNRETAIRY ML= —H5DO7%EEL
TWE L7, SEOEHTIE. BTIS—42BRITDLIIICT—HIETIVHIEEINTULE
T, L. TOER, UEIOA VT v I ANRET Kibana ATELEFLIXIS—HRET S
AREMAH Y £ 9, kubernetes.event.metadata.resourceVersion 7 1 —JL RARE T, BifF
DAVTYYIADNBIRELIEBSA VYTYIRAINDETCIS—HIRELEST, D71 —ILK
M Kibana TEEAINTVWAWGEIZ, T5—XvE—VsBETEET, WA VYT Y IR %E
HIRR S 2RBRY —D2HBZHBAICE. TORYY—ICELY., BRIICEWS VT v 9 ZAHH|
BRINTIS—XvtE—V%ELELET, ThUNDBEIZ. FHTIUTY I RAEBERL
TIZ—AvtE—Y%EFLELET, LOG-2087)

1.47.2. CVE

HNn224"v - LTCVEZER

CVE-2021-3712

CVE-2021-20321

CVE-2021-42574

CVE-2021-45105
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https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105
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1.48. OPENSHIFT LOGGING 5.2.4

A1) Y —RITIE, RHSA-2021:5127 OpenShift Logging D/XJBIE) V) —R 524 HEFhE T,

1.48.1. /N JHEIE

o SEIDEHLANL, syslogBHTEEINALLI—RIF, E—NYZa2TYA—FT4VJTD
F—LEDORTEVYTIMEL T=2NFEEEH,. Y75 #MMIBESBATWE LA, SEOEH
TlE, Ay E—IDNERISONE LTELL ) 7PILMEINET, (LOG-1775)

o SEMB|EHLLIFTIL. Elasticsearch Prometheus T2 RAR—4 — 7544 v i&. Elasticsearch
J—RDONRT74—TVRICHEEAEZ525IRA MDY T) -2 FHALTA VYT Y IALRNILD
ANy oI VNRAILTWE LI, COEHT, NT7+—<IVRE2ALIES, EIX K
DY) —HREINTWET, (LOG-1970)

o SEDEFHLANIL, OVEENERHOENTHREINTWSIBEIL, Elasticsearch B X v 2 —
VEERTLZIENHYFE Lz, ChiE. HADI1DERETDE, AvE—JDARBN1DD
AvE—VILEBINZOICKELZ L, SEOEHT. AOJVEmEIIHBATEICA v E—
VEBERETELSICRY, HAOBREOUEAMMEOENDICHELESEZEZ I EEHY FHA,
(LOG-1824)

1.48.2. CVE
fn.234-"Y v - LTCVE 2 ER
e CVE-2018-25009
e CVE-2018-25010
e (CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e (CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e CVE-2020-13435

e CVE-2020-14145
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https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
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CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e (CVE-2020-35521
e (CVE-2020-35522
e (CVE-2020-35523
e CVE-2020-35524
e (CVE-2020-36330
e CVE-2020-36331
e CVE-2020-36332
e CVE-2021-3200
e CVE-2021-3426

e CVE-2021-3445

o CVE-2021-3481

e CVE-2021-3572

e CVE-2021-3580

e CVE-2021-3712

e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-21409
e CVE-2021-22876
e (CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645

e CVE-2021-28153
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https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
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e CVE-2021-31535

e CVE-2021-33560
e CVE-2021-33574
e (CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527
o CVE-2021-44228

e CVE-2021-45046

1.49. OPENSHIFT LOGGING 5.2.3

A1) —RITIE. RHSA-2021:4032 OpenShift Logging D/NJEIEY 1) —2 523 AEFNET,

1.49.1. /NJ{EIE

o SEDEHLAINIE., —EZBDT Z— M namespace FRILAEEFNTVWEHFATLRE, TDELD
ICTRIVHDERR I N TLW S &, OpenShift Container Platform T7 5 — ML—ILAERR T % 72
& D OpenShift Monitoring Team DA A R4 VICER L FE A, SEIOEFHRTIE.
Elasticsearch Operator @9 RT D7 5 — b IZ namespace ZRILHAEE N, OpenShift
Container Platform T7 2 — MNIL—IVEERT 272D DE2HA R4 VIZERLF T, (LOG-
1857)

o SEIDEHLBITIE, 12DV ) —RXATRELZV Ly avARET, JSON Xy tE—Y
DEFTHPEHBICEDNICINTWE LE, SEIOEHICLY. JSONEBFHIBEEMICAY X
Lize Tz, BTSN ISON X v E—SDlevel 714 —IL REE &S, FAIFERKRIEAE
FALTAYE—Y 74— IR S—RZHHTEIET. OV M) —level Z5%EL F
¥+, (LOG-1759)

1.49.2. CVE

$Nn244-' v LTCVEZER

e CVE-2021-23369
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https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
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57 # )L N T. OpenShift Container Platform 45 TEAIN/TF—¥ EFILIE. BHEOERS
namespace NS5NDOT % 1 DOHBDA Ty IV RIEYET, SODERICLY, OV %K
£ % <HEMK LT namespace 2R T D EHNEELCRY F T,

A1) 1) —Z & namespace X k') 7 X% OpenShift Container Platform 3> Y —JL M Logging
FyoaR—RIZBMLET, ThoDXA M) VR EFRTZE. OTEERT S
namespace, BLUPIBEDHY A1 LAY Y T TH namespace WERT 2O VAR TE £

ER

INBLDANY Y RA%EFRERT 5ICIE. OpenShift Container Platform Web 2> Y —JL T
Administrator /X—2 7 7 1 7%FE. Observe —» Dashboards - Logging/Elasticsearch
ICRBELE T, (LOG-1680)

WEDY 1) =R, OpenShift Logging52 &2 DDHFMA MY VR EBMICLE T, BEDY A
LR Y TEIFEHBICDOWTIE, B0 YT F—CEREAROSICEBHEINEEEtOY
E, ALV —TIREINZEEFOTERTITEET, INHD XA M) U RITIE namespace.,
Pod. 8L VAV T FHF—RBTINILMMTIF 6N B7=8. & namespace B & U Pod BNNES &
VCEMINZ2O7DHEHEBTETET, (LOG-1213)

INTIEIE

SEIDEHFLLFTIE,. OpenShift Elasticsearch Operator B4 5 v ¥ REH cron ¥ 3 7 DYERK
BFIC. POLICY_MAPPING IRIEZ# % 2 MEM L 7= Z &E A RE T apiserver NEBEZHRE L T
WE L7k, SEDEHTIE. BEIMEEI N, POLICY_MAPPING IRIEZ A cronjob T &I 1
B2 FREI N, apiserver TEEMREI N AY F L, (LOG-130)

SEDOEHLFIE, Elasticsearch 7 S A9 —%—BEELT/—RKOf@EICLTE, 1 VT vy
AEB cron Va3 JIE—BELEINAN 2D, cron TV a TONy I A THRERKRICRYFEL
7o X 5T Elasticsearch 7 5 A9 —D—BHSIL AR L7=BIC. Ny I F IDRKRRIEL L
CEDNBRET, InbDcronY 3 JI3fFIELAEFET LA, SEOEFHF SO S ALlL. cron
VIaTEVSRY—%—BEILT R TRIEEFERLET, (LOG-1268)

SEIDEHFLLFIIE. OpenShift Container Platform ¥V —IboAFXF Y I 4 v > 28— KT,
EI0ooO7ERI Y TFH—D ') R NI chart namespace DI NRILHRL, BRoTeA MY v D
% fluentd_input_status_total_bytes_logged MW TWE Lz, SEIDEHF TIE,

F ¥ — MZIE namespace INILEIEL WX MY v U4 log_logged_bytes_total "RRI N &
9. (LOG-1271)

SEDBEFLFNE. 1Ty I RABEEB cronjob "I —TRT LAEFZEI, T7—KTa3—FK
PHREINT, TDY I TDRT—4 XD complete EHREINTWE L, SEDEHT
X, T5—TRTITD2AVTYIREBcon VI 7DIZ—RTI—RNERETZ & THE
R LET, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io (& 1.22 THIFR X 1.
priorityclasses.vi.scheduling.k8s.io ICE X2 5N F L7 (vibetal (Z v1 ICEX#A 5N
F LK), SEIOFHLFNL, vibetal NELEEL TW/s, priorityclasses I L T
APIRemoved In Next Release InUse 7 5 — h MM I N TWE L7z, SEIDEF TIL,
vibetal Z V1 [CEZI#A D I ETREZBRL., 75— MERINGALC QY T L, (LOG-
1385)

LARIIE. OpenShift Elasticsearch Operator & Red Hat OpenShift Logging Operator (ZI&, 7
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operators.openshift.io/Infrastructure-features: '['Disconnected"]' 7 / 7—> 3 U H' L& 2
DD Operator IEMIN, #7754 VIRIERTEITINDS Operator ) A MIKRRZ"INDLDIC
Y FY, (LOG-1420)

SEIDEHF AL, Red Hat OpenShift Logging Operator Pod &, /87 # —< ¥ A A &b &
NIV /) —RKIS 29 —TCEEDT7—/70— RAIFICFHIN/EZCPUIT T, A7
Jai—I)INTWELL, SOOFEHTIE. ¥ FRF¥—OF Y Operator Pod (&, 1EL L
CPUTTPTRETY1—ILEhEd, (LOG-1440)

SEOEHFLFNE, —POOJTITY M) —TRBINBWVWUTF-8 /N1 M EEN TV,
Elasticsearch ldX v E2—Y %EEF L, Ny 7 7—=) v 7E¥ R4 O—RK£E%=7O0v oL T
WE Lz, SEIOEHTIE, EEINARIO— R ENLROTT Y MY —%BIFRL T, &Y
DIV M) —ZBEEFELTHBZBRLFT, (LOG-1499)

SO OFEHFHLETICIE. kibana-proxy Pod #° CrashLoopBackoff JREEIC7A Y. Invalid
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ICEEER T 22 DD Y F L, EFRERERDONA MU ERDIBEVHYET, SEDOEHT
&, Kibanatvy>av>y—JLy MAELLERINDLDICAY, ZOIZ—AREAT
kibana 7 0%~ — Pod %' CrashLoopBackoff SREEIC/AR 574 < 1Y F L7z, (LOG-1446)

SO OEHLFTIE, AWS Cloud Watch Fluentd 7S5 74 VI3 RTOA Y L RJLT AWS API
MO L % Fluentd B 71C5E8% L. OpenShift Container Platform / — K1) Y — X % BI1T3H
BELTWZE L, SO0EHTIX. AWS Cloud Watch Fluentd 7S5 74 Y IidT /Ny I LT N
L—2O07LARIVEFTTAWSAPIEUHE LEZOSICEELET, DL, TIAILMDE
HEOTLANITE, Fluentd BRDMR/— RV —REHELEHA, (LOG-1071)

SEIDEFH LA, Elasticsearch OpenDistro ¥ a ) 714 —7 3554 Y ARRTCI—H—1 >~
Ty I ZADBTICKRBLTWE Lie, SEOEHFTIE, FILWA=YavDT574 v &R
LTEEEZMRLTVWEY, INT, 1 VTYIRADBITIEIS—RLTEITLET, (LOG-
1276)

SEIDEFLLFIIE, OpenShift Container Platform Y —IboAFXF Y I 4 v > 27 R— KT,
ER0EOOVERIAVTFTF—D)RAMIT—IRA YV MDBHYFHATLE, SEDOEHT
i, BENERAIN, Sy aR—RIZITRTOT—Y RSV MDBRRINZE T, (LOG-1353)

SEIOEFHLATIL. chunkLimitSize & totalLimitSize D{E% A L T Fluentd OJ 7 + 7 —
F—DINT =V A%FAEL TWIFEIZ. Setting queued_chunks_limit_size for each
bufferto DX v E—JIlHB L DI, EMETELIEMREINE T, SODOEHTIEID
BEMEEIN, COXYE—IDELWMEZRET DL DICA>TUVET, (LOG-1411)

SEOEH LRI, Kibana OpenDistro E¥ 1Y 574 —7 S 74 VHARATI—H—A VT v
J2ADBITICKBLTWE L, SEOEHFHTIE. FILWA—23 VDTS04 v ERELT
BBEZALTVWET, INT, 1 VTY IV RADOBITIZTS - LTHEITLET, (LOG-1558)

SEIOEHLLRIE. namespace AT 4 ILY—%FHT D E. €D namespace DA T DD
ANICKRRINFZFEATLE, SEOE#HTIE. O ZZFTANDZIENTESZITRTOAN
IKEBINET, (LOG-1570)

SEIDEFLFIE, viag/logerr IREFEZRD A YR T7 74 LBV EARRRET, 1Y
ZADRAF v F—DHHETICHETLTWE Lz, SEIOEFHTIL, viaq/logerr KFRE % IE
Apache20 TSA YV ANERHEIN, SAEVRAF+F—EEBICETINE T, (LOG-
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SEIDEF LA, elasticsearch-operator-bundle EJL K/X41 7S 41 ~IZ#H % curator5 D
BRofbrew ¥ YD REAT, ¥I—DSHATIICBEEI A A—IDTILIhTWELE, $0
DEHTIL, EIL K/1 TS 4 ~iE curator5 D logging-curator5-rhel8 SR AFH L. 1 v
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T v ZAEE cron ¥ a 7 registry.redhatio " SIEELWA X = A FILTEBZELIICLE
T, (LOG-1624)

SEIDEFHLLFIIE. Service Account #ERDEREIC L Y. no permissions for
[indices:admin/aliases/get] R ED TS —HEEL TWE Lz, SEIDEFH TIE, HERIMEIE
INTHEEIRINTVWET, (LOG-1657)

SEIDEHFLLFIIE,. Red Hat OpenShift Logging Operator DA X% A1) Y —ZAEZ (CRD) I
Loki HA% 4 THeWwike, 7 KX v 3>rar kO—>—7 ClusterLogForwarder 1 2 4
LYY —=2FTIx) hEEBLTWELL, SEOEHTIE, CRDICHAIY 1 F& L T Lok
NEENZH, BEFIE. O % Loki —/N\—IT#E(ET % & S IC ClusterLogForwarder %
BRETEET, (LOG-1683)

SEIDEFHLLFTIE,. OpenShift Elasticsearch Operator T serviceaccounts i FEAE X, o —
IJLy NEEOY—RRA—FT 4 —PRETZ 71— ILRPEEEIhTVWE L, ZORED
BET, =27 Ly MSEBICBERINS 2D, XY —& CPUDFEARINRBLE L,
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SEIDEFLLFNICIL, Cluster Logging H 24 L1) Y —X (CR) £ T. flush_interval {& % 15
ELZICHE# ST, flush_mode % interval IZEXTE L 2D > 7235 E 1. Red Hat OpenShift
Logging Operator & Fluentd 82 EZ2EM L E£ L7, 7272 L. Fluentd AL 74 —IFETRICT
S—ZEMLE L, SEIOEFHFTIE. Red Hat OpenShift Logging Operator (&
ClusterLoggingCR E&Z%#MILL T, MAD 7 1 —IL RAIEEEINTWBIHEICDH Fluentd
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2. Red Hat OpenShift Logging Operator 4 Y X h—JL L £ T,

a.

OpenShift Container Platform Web 1> —JL T, Operators » OperatorHub =2 ') v
LEd,

FI A BE 4 Operator D—EH* 5 Red Hat OpenShift Logging %#3#3R L. Install 22 Y v
ILET,

. A specific namespace on the cluster?® Installation Mode TERINTWB Z & MR L

i’a—o

Operator recommended namespace 7' Installed Namespace T openshift-logging I
BO>TWB I EZHRALET,

Enable operator recommended cluster monitoring on this namespace%ER L £ 7,
ZDA T aviE, namespace 7 7Y = ¥ b IC openshift.io/cluster-monitoring: "true"
SRIVERELET, V5 RA9—E=4—1) v JH openshift-logging namespace % X%
TEDEHIC, TOATVavERIRTZVENHY T,

Update Channel & L T stable-5.x #3&R L £ 7,
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g. Approval Strategy Z:#IRL 7,

e Automatic X b 7Y —ICZ& Y, Operator Lifecycle Manager (OLM) I$#T#R/N\—27 3
VORI AAEEICA D & Operator * HEIMICEH T T,

® Manual X b T 7Y —|[CI&. Operator DEHF 2 KR T 5 /O DBEYNRERAIFERZFFD
A—HY—HIPBETT,

h. Install 2 v 2 LET,

i. Operators — Installed Operators XR— ICHJYU E X T. Red Hat OpenShift Logging
Operator B’ YA F—J)LENTWB I E&HERELE T,

j. Red Hat OpenShift Logging 7' Status #* Succeeded DIRRET openshift-logging 7’00
VIV MI—BRRINTWEIEEERLIET,
Operator B’ Y XA h—JLiFEHE L TERRINBRWERIC, LIS TN a—FT14V 7
EERITLET,

® Operators — Installed Operators R—ICHIYE X, Status I TIT S5 —F 2 IZKKD
BEZHIELIET,

® Workloads » Pods R—Zt]YE X, openshift-logging 7O =7 kD Pod T/
BERELTWHO07DEEEZHRALFT,

3. OpenShift Logging 1 Y R % VY A &R L £,

a. Administration » Custom Resource Definitions R—J ICHYIUE X £ 9,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/2 ) v o L%,

c. Custom Resource Definition details’*— T, Actions X =21 —»"5 View Instances %
EIRLET,

d. ClusterLoggings R—< T, Create ClusterLoggingZz% ') v 7 LZ9,
T8 EHmPAVTDIIR—VZBHTILENHZ2HBENDHY FT,

e. YAML 74 —JLRT, O—RAELTFICBEXHRZF T,

pa )

ZDT 7 # ) hD OpenShift Logging X EREEDRIEEZYR— T &
NFEBINZE T, OpenShiftLogging 7 ZRY —ICMAB I ENDTEZER
IKCDWTOFHMIZ, OFX VIV RFALAAVER—RXV MNDF 12—V TBLT
BREICDODVWTOREY VEBRLTLREI W,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
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application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Zuils instance THHIUELHY F T,

®9

OpenShift Logging DEEIREE, OpenShift Logging DT 7 # )L MEAZEE T 3155
&, Zh%x Unmanaged (BEBHN) ICRET 2MENHZ2HEIHYEFT, L. B
BADT FO4 A2 M OpenShift Logging A EEFRODKREBICEINDIE TEH %=
ZELEEA.

Elasticsearch DR EICHEREZRE, CREFAHALTYy— KDL T 5r—> 3 ViR
D_BJ:U*HJ:‘:LZ I\ I/_t/“%gﬁféfc‘i? i-a—o

o

Elasticsearch B’& 07 Y — XA &2 xFT2HEZEEL £7T. BRS L UREEOEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& &2,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFHEIBRINEST, KO Y —
ZDFRFRY S —%BETIHENHY T, €O LAWESE, Elasticsearch 4 ~
TYIRFEDY —RIIF L TERI N E A

o

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRALTLIEI W,

Elasticsearch A AL =Y DBFEDA ML =V I S ADERIHANLE T, &@EAL/N
TA—TVRAEBBIE, 7OV IRMNL—VBREYYETERANL—VISAEEE
LET, AML—Y I FR%ZHEELQRWES. OpenShift Logging l&—BFX ML —
HEALET,

(o
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o
&)

o)

BEBIGLTCPUBIUXE) —BREZEBELET.,. ChoDEEZZEDFFICTS
&. OpenShift Elasticsearch Operator &7 7 # )L MEZRELEXT, INHDT 7 4

WHEITG U T Elasticsearch 7AF Y —D CPU B LU AT —DFHIRRS L VEKXR %R
ELET, INOLDEEZEDFFICT % &, OpenShift Elasticsearch Operator (&7
T MEERELET., TNODT 74 MERIFEAEDT IO XV N TIEH
BRERTERRTTY., 7740 MEIR, XEY—ERDIFZEIF 256Mi. CPUE
KDGEIE 100m T,

Kibana DEREICHERRE. CRAEFERAL T, TRMEZHEIERT 57-9IC Kibana & X
=1L, Kibana /— KD CPUBLUVA TN —AFRETIZEY, Mz, O
EJa75AF—DFRE ICOVWTESEBLTLLEIL,

Fluentd ME&EICHERFRTE, CRZEHAL T Fluentd D CPU B LU X T —HIRE %
BRETEZET, FMIZFluentd DEREAEZSHB LTI,

R

Elasticsearch A¥ hO—ILTFL—Y /) — ROFABIL3I TY, 345823
nodeCount %#3¥5E 9 %354, OpenShift Container Platform I, ¥ X4 —,
VATV RBLUVT—HO0—ILEFERALT, 3D2OTRY—& LTOEE
MDH B/ — KT Elasticsearch / — REERLE T, BIND
Elasticsearch / — Kk, 7547V hELOF—490—-ILE=FRALTT—%
DHD/—RKRELTHERINES, A bhO—ILTL—2/—RiEk, 41~
TYIADERBLVHEIBR. >vy—RDEY YT, BLT/—ROEHARE
DY SR —2ETOT7IavaERTLET, T—9/—FEPv—R%
RIFL. CRUD, BRR. BLUVEHAREDT—YEEOREEERITLET,
T—YBEEDEEIL, /0. ATV —BLVPCPUEHNBRDEETT, Ihbd
DYY—REEHL, RIT/— RPN F—N"—O—RTBE/ICT—F9/—K
BMTBIENEETT,

7= & ZIX. nodeCount=4 OIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

AVTYIRTYTL—bDTZ4< Y —> v— ROHIZ Elasticsearch
T—9/—ROBEFLLRYZET,

f. Create =27 )w o LEd, ChickY, OFVIH T RAFLOAVER—RY
N. Elasticsearch h X9 L)Y —REQVR—FRV M, BL P Kibana 1 Y9 —7 14 R
MERINFE T,

4. A VA= %R LET,

a. Workloads » Pods R—JICHIYEZF T,
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b. openshift-logging 7OY ¥ N5 ERLF T,
LT D—ED & S 7 OpenShift Logging. Elasticsearch, Fluentd. & & U Kibana @L< D
DD Pod ARRINDIET T,

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® elasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

® fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

e fluentd-zqgqgx

® kibana-7fb4fd4cc9-bvtdp

BIER R

e OperatorHub M5 ® Operator DA ~ X M—)L

322 A VAN—IVIEDIRY

Kibana #9354, Kibana D7 —4% %2R L. UL d 274HIC, Kibana 1 V7 v 2V /845 —
VBLVET AT ISAE - a Vv EFETHERT S RENHY FT,

PSR —y NT—=07ONA =By NI =V ODBEEREL TWBHBE, OF VIV AT A
Operator & EN3 7OV NEDRY NT7—O NS T4 v 0 5HFTLET,

3.3.CLI Z#{EAH L7~ REDHATOPENSHIFTOOX VY T RFLDA >~
AM=IU

OpenShift Container Platform CLI % f# > T OpenShift Elasticsearch # & Uf Red Hat OpenShift
Logging Operator 4 Y XA h—JLF B ENTEZET,
[} =355

® FElasticsearch DIMMELRKIFZEANL =D H DT & 5EFEL F T, & Elasticsearch / — RIZI3H
BORANL—URY 2a—LHABRETHZIEITEFRELTLEIWN,

pz o-1o)
KA ML —=2ICO—AIKRY) 2 —L%FERAY 3551, LocalVolume + 7

¥ x4 h® volumeMode: block Citit I N D raw 7AY VR 2 —A%FEHL
MWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FHRATIFEH A,
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Elasticsearch & X Y —&#MB 7 Y —> 3> TY, 77 4J)L b T, OpenShift Container
Platform (X €Y —ERB £ 1V'16 GB DHFIRZRFD 3 DD Elasticsearch / —R%& 4 VR h—
JL L &9, OpenShift Container Platform / — RD&RFID 3 DDt v bIZIE, Elasticsearch %
PSR —HNTRITTEIDICHDRXE) —HABWVWHHEEENHY £, Elasticsearch ICEEET
ZAE)—DOREBENIRELLIGE. BE/ —ROXE) —%2BPTDTIEA <, Elasticsearch
J—REVSRI—ICEISITEMLET,

FI7

CLI Zf#f L T OpenShift Elasticsearch Operator & & U Red Hat OpenShift Logging Operator % 4 ~
AM=LTBICIE UTFERITLET,

1. OpenShift Elasticsearch Operator @ namespace % {ER L £,

a. OpenShift Elasticsearch Operator M namespace 7 7> ¥ k YAML 7 7 1 JL (eo-
namespace.yaml 73 &) = ER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z#E T 2BENHY FE T, X MI IR ED
BANRET HARMEE CICIE. Prometheus DY SR —FEZH—Y VIR Y Y
7 % . openshift-operators namespace 5 Tld7%: <. openshift-operators-redhat
namespace M5 X MYV 2Z&ZINET B LD ICRET 2REHLNH Y £9 ., openshift-
operators namespace ICIFEFEINTWARWI I 2 =7 1 — Operator ’ZEN 51
BEMEM B Y. OpenShift Container Platform X Y 2 R ER LARITA M) R %R
MY 2ARMEL’H DD, TNICL>TEHEANELZ ARG HY T,

Q XF5, V53R —FE=4—") > 7 openshift-operators-redhat namespace % X
ETEDLDIC, ZOINNWELEDLDICEET Z2RENHY T,

b. namespace Z{ER L 9,
I $ oc create -f <file-name>.yaml
LUTFICHlERLET,
I $ oc create -f eo-namespace.yam!

2. Red Hat OpenShift Logging Operator M namespace Z{Em L £ 7

a. Red Hat OpenShift Logging Operator M namespace ## 7 %2 b YAML 7 7 1 JL (olo-
namespace.yaml 72 &) ZER L £ 9,

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
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labels:
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openshift.io/cluster-monitoring: "true"

b. namespace &Z{ER L £ 9,
I $ oc create -f <file-name>.yaml
UFIChzERLET,

I $ oc create -f olo-namespace.yaml

3. LFRDA T2 =Y bAEMER L T OpenShift Elasticsearch Operator #4 Y X h—JL L £ 7,

a. OpenShift Elasticsearch Operator M Operator ZI—7# 7Yz D YAML 7 71 )L

(eo-og.yaml 72 &) H{ERR L £ 9,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat

namespace: openshift-operators-redhat ﬂ

spec: {}

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY T,

b. Operator ZIL—TA TV MEER L £,

I $ oc create -f <file-name>.yaml
UTFICHZERLEYS,

I $ oc create -f eo-og.yaml

c. Subscription # 7<¥ xJ b YAML 7 7 1 )L (eo-sub.yaml 72 &) Z{ER L. namespace %
OpenShift Elasticsearch Operator ICH 7RV 54 7L 9,

Subscription DOl

apiVersion: operators.coreos.com/vialphai

kind: Subscription
metadata:
name: "elasticsearch-operator"”

namespace: "openshift-operators-redhat" ﬂ

spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ

sourceNamespace: "openshift-marketplace”

name: "elasticsearch-operator"

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY F T,
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Q F+ RJLE LT stable 713 stable-5.<x> 2 EELFT. UTOFESA2SHBLT
CIEEL,

9 Automatic I & Y. Operator Lifecycle Manager (OLM) (ZF738/8—> 3 VA FI AT 88
IC78 % & Operator # BEIMICEFHF TE X9, Manual (Z1E. Operator DEF % K52
T 5ODBEYRRABFREFOI—F—DIYBETT,

Q redhat-operators =357 L £ 9, OpenShift Container Platform ¥ 5 X4 —h%, JE#E
MO ZRAI—EEMENDZRY RT—IDFIRINAZRIETI VA M—ILINTWS
%&. Operator Lifecycle Manager (OLM) D& EBFIC/ERK X 115 CatalogSource # 7'
VIl bDEREIZEELET,

R

stable Z1IEE T2 &, JFORELLY ) —ZRDWIFTN—=IaryNM4 U R
h—JIL XN F T, installPlanApproval: "Automatic" T stable FFH 3 %
&. Operatar NEEIMICRITIDELEL /AT vy —BLUVT1F+—1)—2
K7y oL —RKLET,

stable-5.<x> A#1EET 2 &, HEDA T v —) U —ADBREDI A F—/\—
JavhrM VR M=ILEINZET, installPlanApproval: "Automatic" T
stable-5.<x> 92 &, XTEELEXYvy—) ) —ARNTHEIFDLE
XA F—Y ") —2RIC Operator ’BEWICT v T/ L—RKINFT,

d. Subscription 7Y o &R LET,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 > X
h—LEh, VSR —ROETOY Y MIOE—INET,

e. Operator D4 VA M=)V ZMEAL XY,

I $ oc get csv --all-namespaces

6l
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-

202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
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Succeeded

openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

TN END namespace ICI& OpenShift Elasticsearch Operator M7 I3 IEARY £H A,
N=U 3 VBEINRRINDZIEDEERDBENHY T,

4. LFOA 7Y U b%&EER L T Red Hat OpenShift Logging Operator &4 ~ XA h—JL L £ 9,

a. Red Hat OpenShift Logging Operator M Operator ZIL—7# 7Yz D YAML 7 714
JU (olo-og.yaml 72 &) Z#/ERK L £,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

wopenshift-logging namespace Z¥EET BN HY £,

b. OperatorGroup # 7Y ¥ MEER L £,
I $ oc create -f <file-name>.yaml
UFICHZERLEYS,

I $ oc create -f olo-og.yaml

c. Subscription # 7<= ¥ b YAML 7 7 1 )L (olo-sub.yaml 72 &) %= {ER L. namespace %
Red Hat OpenShift Logging Operator ICH 72754 7 LY,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

ﬂ openshift-logging namespace #18E ¢ 2 ELH Y £ 7,
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90

Q F+ &)L & LT stable F7- 1< stable-5.<x> #15E L 7,

9 redhat-operators #3157 L £ 9, OpenShift Container Platform 2 5 X4 —h%, JE#E
IR —EEMENBHPRINAERY NT—JIC4 VA M—ILINhTWBIFE,
Operator Lifecycle Manager (OLM) D& EBFIC{ERK L 7= CatalogSource # 72 = 7 b+
DEFIZEELET,

I $ oc create -f <file-name>.yaml

UFICHZERLET,

I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator (& openshift-logging namespace IC1 Y X k—)L &

ni’a—o

d. Operator D1 YA M—)L &R LZE T,
openshift-logging namespace IC & Red Hat OpenShift Logging Operator A8k IF fuid 72 V)
FHA. N—PVaVvBEBSHRIINDIEDEERZGENHY FT,

I $ oc get csv -n openshift-logging

H A B
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. OpenShift Logging 1 Y 2% Y A &/ER L £,

a. Red Hat OpenShift Logging Operator D4 Y R4 Y AA T2 - N YAML 7 7 1 )L (olo-
instance.yaml 72 &) Z/ER L £ 9,

R

ZDT 7 # )L hD OpenShift Logging X E R EEDIRIEEZYR— T &
NFEBINZE T, OpenShiftLogging 7 ZRY —ICMA DI EDTEZER
IKDWTOFHMIZ, OFX VIV RFALAAVER—RXV MNDF 12—V T6LT
BREICDODVWTOREY VEBRLTLREI W,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

metadata:

name: "instance"
namespace: "openshift-logging"

spec:

managementState: "Managed" 9

logStore:

type: "elasticsearch" e
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retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

£ZHaild instance THEZHELHY X,

OpenShift Logging DEEIREE, OpenShift Logging DT 7 # )L MEAZEE T 3155
&, T % Unmanaged (BEBHN) ICRET 2MENHZ2HEIHYET, L. B
BADT 7O4 A2 M OpenShift Logging A EEFRODREBICREINDE TEH %=
ZELEEA. 77O XAV NE2EERRORBICET & MALEENTICRI N
DHEEEEDRHY S,

Elasticsearch DR EICMHERIZE, DRI LYY —Z (CR) ZFEHALTY+— KDL
T)r—2avR)o—BLVKBRANL—VAERETEET,

Elasticsearch B& 0OV Y — XA &2 &FT2HEZEEL 7. BERS LS UREBEOEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALFET, =& Z I,
7HDSZEILTd &Y F9, maxAge LY EHWOJIFBEIBRINET, OV —
ZDFRFRY S —%BETIHENHY FT, £ LAWESE, Elasticsearch 4 ~
TYIRETDY =R L TERINEH A,

Elasticsearch / — RO AEIEE L F T, TO—BICHESERAEHRALTLIEI W,
Elasticsearch A AL —Y DEEFEDA ML —J VS AL A AN LE T, mEa/N

TA—TXVRAEBBICE, JOVYIRMNL—VBREIYYETERAMNL—VISAEEE
LEd, AML—Y IS RAEEELAWVIEE,. OpenShift Container Platform (& —HB¥
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7]

A2 ML =Y DH®D OpenShift Logging #7701 LE T,

BEBIGLTCPUBIUXE) —BREZEBELET.,. ChHoDEEZZEDFFICT S
&. OpenShift Elasticsearch Operator &7 7 # )L MEZRELEXT, INLDT 7 4
IWMEIKIFEAEDT 704 XY FTIHBBAKFERTEZ2E9., 774/ MBI,
XEY—ERDIFEIF16GI THY., CPUEKRDZEIZ1TY,

WHEITG U T Elasticsearch 7AF Y —D CPU B LU AT —DFHIRRS L VEKR %R
ELEFT, INOSDEEZEDFFICT % &, OpenShift Elasticsearch Operator (&7
T MEERELET., TNODT 74 MERIFEAEDT IO XV N TIEH
B ERTEBRRTTT., 7740 MEIR, XEY—ERDIFEIF 256Mi. CPUE
KDGZEIE 100m T,

Kibana DEREICHERERTE. CRAEFEHRALT. TRMEZHEIERT 579 IC Kibana & X
g—1) L, KibanaPod D CPUBLUVA T —ARETI XY, ML, OJE
TATSFATF—DBRE ICODVWTBBLTLEIL,

Fluentd ME&EICHEARFRTE, CRZHEHAL T Fluentd D CPU B LU X T —HIR%
BRETETET, FMIZFluentd DEREEZSHB LTI,

pa )

Elasticsearch AY hO—ILTFL—Y /) — ROFAIL3I TY, 345823
nodeCount #3¥5E 9 %354, OpenShift Container Platform I, ¥ X4 —,
VATV RBLUVT—HO0—-ILEFERALT, 3D2OTRY—& LTOEE
MDH 3/ — KTH 5 Elasticsearch / — REER L F T, BIND
Elasticsearch / —Kix, 7547V L F—490—-ILE=FRALTT—%
DHD/—RKRELTERINES, avbO—LTL—V/—KiE 1~
TYIADERSLVHEIBR. >vy—RDEYHT, 8L/ —ROEHARE
DY SR —2ETOT7IavaERTLET, T—9/—FEPv—R%
RFL. CRUD, BRR. BLUVEHAREDT—YEEDORIEEERITLET,
T—YBEEDEEIE, 1/O. ATV —BLVPCPUEHNBRDEETT, Ihbd
DY —REEHL, RIT/ — KA —N"—0O—KFT2BEHICT—FH/—RK
BMTEIENEETT,

7= & ZI1X. nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

aspalt
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

AVTYIRTYTL—bDTZ4< Y —> v— ROFIZ Elasticsearch
T—9/—ROBEFLLRYZET,

b. 1 VAV RAAEERLET,

I $ oc create -f <file-name>.yaml
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UTFICHZERLEYS,
I $ oc create -f olo-instance.yaml

Zhic&Y, OF v I/H4 TV RF LV R—% >V M, Elasticsearch h X9 A1)V —2 &3
VIR—RZV M, BLUKibana M VY —T A ADERINFE T,

6. openshift-logging 7O0Y Y MIPod #—EBRRL T, 1 VA M—ILERIEL £,

MDY RZARDEDIT, Logging M TV AFLDIAVR—FY M®D Pod AWK DHARTRINE
ER

I $ oc get pods -n openshift-logging
el

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3414 VARN=ILEDY R

Kibana #{#H 9 %354&. Kibana D7 —4% %25 L. UL d 574DIC, Kibana 1 7 v 7 /845 —
VBLVET AT ISACE— a3V EFHTERT S RENHY FT,

PGSR —Fy RD—=0TANA YT =Dy NT—VDDEEERL TWBIFAE. OF VIV AT A
Operator & EN3 70V NEDRY NT7—O NS T4 v 0 5HFTLET,

3.4.1.Kibana 1 VT v I RANRY—VDESH

ATy AN =i, ARIET ZHEDH 5 Elasticsearch 1 VT v IV A EEHL F T, Kibana T
F—YEMEL, ARILETDICIE. A VT IRRI—VBERTDIREIDHY XT,

Gl s

e Kibana Tinfrab & Waudit1 7 v I R%ERRT 5II1E, 2 —H—ITI& cluster-admin 0 —
JU. cluster-reader O—JL, F/4IXWMAOA—ILDIUBETY, T 7 2/ ~D kubeadmin 1 —
H—IlIE, INSDA VTV I RERRTZLODBENRNRA—IvoavhHUET,
default. kube- & & U openshift- 7O 19 N TPod 8L UPAVARRTEBIHEA. Inb
DAVTYIRARTIEATESBETTY, UTOAYY F2FERLT, BEOI-Y—1E
PRR=—I v avaF oTWENEINERRATEZIENTEET,

I $ oc auth can-i get pods/log -n <project>

H A B
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I yes

R

BEEOJIEX. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRAIREINFEH A, Kibana TEEOV%ZXRAT 5IC1E. O JERE AP
HZEALTCEEO/O default HAAFERT /N1 TS5A VARET 2HELDH
l’) i’a—o

® Elasticsearch R¥a XV ME. A1 VTV I RNY—VAEERT BREICA VYT Y I RETEIRE
PHYFET, CNIEEFHNICETINI TN, FIRFLEEFRINLI T RAY —TIEED DB
OO BEEEMELHY £9,

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
E

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0y
L. Logging #ZERL £ 7,

2. Management - Index Patterns — Create index pattern% 2 ') v 7 L TKibana 4 Y7 v 7 R
N =V R LET,

o Fi1—H—(F, FOVII MDOJTAEERT 272HIC, Kibana ICfIHTOT 1 VF BEEIC
AVTYYIYANY =V EFHTERT D2UENHYET, 2—F—Iidapp &V D ZFIDA
VTY YRR =V EER L., @timestamp B 7 1 —)ILRAEFRLCOVYFF—0O7%
KRS DUBENHY ET,

o THI—H—(FFTNZTN, KRNI Kibana IOV 1 VT BHEIC. @timestamp BE 7 1 —IL
FaEALTapp. infras&Paudits 7y I RICDVWTA VT Y I RN =V %K
TOIMENDHYET,

3.FRA VTV I RN —Uh 5 KibanaDETY 2754 £—2 3 > (Visualization) Z/ERK L £
-a—o

342. %2y N7 =V DHBNBEMIINTWRIFEO IOV MNED RS T4 v 7D
=

VSR —Fy ND—=0TONAF—ERy NO—V ODBEEENCT 2TEHENHY T, ZDIH
A. OpenShift Logging IC& > TF 704 I3 Operator ’EEN 270V NEDXRY T —2
NST4v V%S 2URENHY FT,

XY NT—ODONEIE, B3OV MIHBPod BLUVH—ERBORY NT—J 5T 1y
2%70v 92 LEY, OF T X7 A%, OpenShift Elasticsearch Operator % openshift-
operators-redhat 7O =7 MZ4A > X b—JL L. RedHat OpenShift Logging Operator %
openshift-logging 70y =7 MIA YR M—ILLET, LEN>T. Ihs22o070Y ) NED
NZ2T4v V%A RENDHY XY,

OpenShift Container Platform (&, 2 DDHR— MFRD A TS 3> %7 7 )L b D Container Network
Interface (CNI) * v k7 —% F0O/31 4 —_ OpenShift SDN & & 1" OVN-Kubernetes FHICIRHE L £
T, INS2207ANA Y —FIFIEAQRY NV —IDBRY O —%aRRLFT,

OpenShift SDN ICIE 3 DDE—KA'HY £,
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network policy (XY h7—2 R > —)

INETI7AIME—RIZRY IS, RYUTY—DEREINTULRWZEEIZ, IRXTDOIZTav 7Y
EEFAHLET, LEL. - DRIV —%ZERTDHE. BERIRTOMNS 71 v I %ER
L. fiA%EMLCRRBLEYS, COTOERTIE, EA4%70Vc7 MTEITIATWET Y
F—2avhRIET 2AgELHY £, TDEH, R D—%ZBARNICEEL, 120O0F Y 7
EO7OV) Moo O I bADegressDhZ 71 v I &FATLET,

multitenant (¥ ILFTF > b)

ZDE—NRIE XY M7=V DDBEZRGTLET, 2200FJEEDOTOY Y M afEEL T,
o770V NED NS 74 v 0 EFTLET,

subnet (W 7x v )

CDE—KRTIE, TRTCDOKINZ T4 v %HFTLET, XY NT—VDBITIERITLEEA, 77
YavIIRETY,

OVN-Kubernetes [ EIC Xy hT7—IRY>— R LEF T, TD/H. OpenShift SDN DIFE & [E
RIS, RYO—%BARMNICEREL, 120O0FX Y JEEOCTOV I MASMOTOT Ty hAD
egress DNZ 74 vV %HRATI2HENHY T,

FIR

e multitenant €— KT OpenShift SDN 2 L TW3HAIE. 22070V /7 MISmL
T, UTFICHZRLET,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

e F/IE. network policy ® OpenShift SDN & & U OVN-Kubernetes D& &, LT DRIE%
ETLET,

a. openshift-operators-redhat namespace ICTNILERELF T, UTFICHlERLET,
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. openshift-operators-redhat. openshift-monitoring. # & Uopenshift-ingress70O0> =
2 b D5 openshift-logging 7OY 7 hAD AN %EFAI S 5. openshift-logging
namespace ICRY N7 —O RN —FTIx ) MR LET, UTFICHERLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
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matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

B EE R
¢ RYKNT—=UR)I—IZIDVWT
® OpenShiftSDN 77 #JL K CNI Rxy hT—2 IO -2\

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & b7 —4 7O/ & —|(C
2W\WT
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FaE X/ 7O4 A FDEE
LBATE OX VT 7O XY NOEBTE

4. 0 SR —AXF VT HRAI L)Y —RITDWVWT

Red Hat OpenShift DOX > JH# TV R F L%F&RET %11d. ClusterLogging 7 2% L) Y —2X (CR)
HHNRAIIAXLET,

4.1.1. ClusterLogging # R Y L)) —XICDWT

AFXF Y IHTORTLAREBICER %A %IC1&. ClusterLogging 124 LY Y —2X (CR) Z/EH&H L O
ZTELFY,

CROEMZFERIZEEAEICOVNTIE., TORFa XY NTHEESRBINET,
ROBIE, OF VT TORATLD—EHBRARAIY LYY —RERLTWVWET,

ClusterLogging h A4 LAY Y —X (CRD) DY~ 7L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" 9
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
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memory: 736Mi
replicas: 1
collection: G
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

CR O #Hild instance THEIMLELHY XT,
CR & openshift-logging namespace IZ4 Y A h—ILINBZREHLHY £ T,

Red Hat OpenShift Logging Operator O EI2{KAE, Unmanaged ICEXE T % &. Operator (4
R—hERAERY, EREZRELIEA,

RER)Y— /=R VY —RBRBIVHRELVCRA ML=V SRBEOOATR NT DR
'-.E-'-O

)Y —RBERBLVCHEIR, Pod L T ARBEDEY 27 54— DRE,

Y —2ABRBLVHRZEZZCATAL 7Y —DRE,

Q® 0 009

42. OFXF7aAL 949 —DETE

Red Hat OpenShift DAF Y IV H TV AT L, V5 R9—moARL—2aveET7T)r—2 300
J%INE L, KubernetesPod & 7AY TV MXYT—HTT—9%BIELLET,

O73LJ89—DCPUBLIVUXEY) —HIRRZEREL., OV L V49— Pod ZHED ./ — NICHEE) TX
F9., OJILIF—ICHTEHR—PMINZTRTDEEIE, ClusterLogging T RY LYYV —2R
(CR) ® spec.collection.log.fluentd 24 > & FH L TERITTZET,

421 R—MINBERE

Red Hat OpenShift DOF >V JH T AF LEERET BH/OHOICHR—FINTWEHEIF. TORFa
AV RMNTHPAINTWEF T a Vv EaFRLTERETSIETT, Y R—MINRTULRWBOREREIE
ALABEWTLEIWN, RED/NS Y A LD OpenShift Container Platform 1) ) —XB TEE I N S AT
HERHY, COLDIBREREF, BEDITANTOAREENFEINTVWSBEDOABUICHHRTEET,
AETHHAINTWRERELUANDEREZFAT 2355, OpenShift Elasticsearch Operator $ & U Red
Hat OpenShift Logging Operator =2 %A T 570, EENABIFEKDNE T, Operator (&7 7 #
IWETEHEINLREICTIRTRELET,

pa

OpenShift Container Platform K¥ 1 X > M TERIAINh TWARWREZERITT 5 BED
H 3 %5E. Red Hat OpenShift Logging Operator & 7z l& OpenShift Elasticsearch
Operator = Unmanaged (BIEN) ICRET 2 HELFHY T, EIEH D OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T F TEHR %
ZELEEA
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FAE QX T/TFIO4 XY bDE

422.0xX> 473149 4% —Pod DR~

Fluentd BF¥ > 7L 748 —Pod BLUVZENOLAERTINTVWEIRIGT S/ —RERRTXET,
Fluentd ¥ > 3L 7 4 — Pod |£ openshift-logging 7O 7 hTOHERITINE T,

FIR

e openshift-logging 7O Y N TUTDIYY RAEEFTL, Fluentd AF¥F >~ L 494 — Pod
EETNLDFMERTLET,

I $ oc get pods --selector component=collector -0 wide -n openshift-logging

H A B
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

423.072L 249 —CPUBLUXEY —4IRDETE
O7aL 24—t CPUEXEY —4IBROBA~NDHAEAHTLE T,

Ka

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0

memory: 736Mi
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requests:
cpu: 100m
memory: 736Mi

@ LBCEUTCPU XEY—HIRBELUBRZIBELFT. RRINBEET 7 4L M8
T“’a—o

42400747 —4—DFERETE

Red Hat OpenShift DAF >V % 7Y X7 AICIE, Fluentd AJERED/N T # —I VA% LT 2720
ICFERTEZEBOD Fluentd RS X = —DEFNTVWET, TNOHDIRFTA—Y—%FHTDE. LU
TO Fluentd DBIMFZZEETE XY,

o FyvUIBLUVFVYvIYIDNYyT7—HA4X
o FvUIDISyIaAEME
o FvUUELEDBHITEME

Fluentd I, F¥ 29 EWHEBE—DBlob TAYT—9%NELZET, Fluentd B’F v > 7 % ERR T B8
IS FY U3 RAT—V ILHDERBINEY, TITFYVIET—9T—WMICRYES, Fvo
IR —WICRB E, Fluentd i3 F vy V7% Xa— IIBHBLET, TITFY Y IE75y > aEhbE
N FREFEEERICEZIAFNDZETHREINE T, Fluentd ik, *v 7=V DREEPEELXTOR
BEOBEREDIFIEIREBERHTTF Y VI 5753y aTERVNGELNHYET, Fy U I5T75 Y

YA TERWESE, Fluentd IFEREBYICT7 v azBATLETD,

OpenShift Container Platform @7 7 # JL kT, Fluentd (& I8BBERMINY V47 AixxFALTY
Sy arBERMTLET, TDFE. Fluentd i F75y Va1 52BRITTH2ETEHEET BEB%E 245ICL
F9., Chid. EEENDERERERSTOICKRIEET., BNV /X 7E2EMICL. RDYILRE
MG BERTAEZ2FERATEEY, Ihid, BEDOERTF vy /D75y az@BaATLET,

INLDONRFA—F—F, FERBERIL—TY NEDO ML —RF 7 2HITT 2DIKIBET,

® Fluentd DRI —Ty NAEFELTZICIE. TNOHDNRSX—9—AFHALT, LYKIL
Ny I 7—BLV0F21—%BFEL. 75y Ya1%2EEL, BREITOBRBORCERET SR I &
T, XY NT—=ORTy MIERSTZIENTEEY, LYUKEANY T7—ICE/— KD
T7AINVVRTALATEYZ OBEBENMVEICRDZEITEFRELTLETY,

o FHFHRIFEMEWBAICRELT ST, NIX—F—ZFALTICIKT—FZEEFL. Ny
FOEEELORL, F2—&NvT77—DRILT, SYBEICTSy Y 18I UBAITEZR
HTEZET,

ClusterLogging 1 2% 1s1) Y —X (CR) TUUTFDNRS X =4 —%FHL T, Fvr oLV 75vva

BIEASRETEET, RIS, /X5 X—4 — L Fluentd THEARAT 2728 Fluentd SR E~ v FICEEIMIC
BMINZEzT,
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P2
INHD/IRTA—9 —DRFHIZLLTOREY TY,

o FEAEDI—Y—ITIIEAEYLDHY FEA, TT7 I MEET. EBRBICEW
NI =X VADELNZIETTY,

® Fluentd BESLUVN T+ —I VY RICEATREFELWHHEAF > LRI —F—DH
bfﬁ%r\‘j—o

o NI7F—IVRFa—=—VvIDH%=BENELEY, OF VT OMERICHELRS
iBTERHY FEA,

RKANBER Fluentd SBE/NSA—4H —

T4k

chunkLimitSize EBEF vV IDERYA X, 8m
Fluentd (D4 XITEST B &
F=IDF vV I~NDEZXIAH%
fZIELE Y, RIZ. Fluentd (&
FrooEF1—|IEEL. IR
DFv VI EREET,

totalLimitSize ATF—UBIPFa1—0EFY1  8G

XTHB/Ny T 7—DERAYA

Xo Ny 77 —H A XN DIEZE
H#A2&, Fluentd 37—4 D
FryYIADEMEFLEL. T
Z—HLTRBLET, Fvrv
TILIBWT =9 IETRTERDbIE

ER

flushinterval FrooDT7ZyvYa0ER. S 1s
@) m ). h @), Fhi
d(BE)2#FHETEEY,

flushMode 75wl anRITY A% interval

e lazy:timekey /X3 X —
H—ILBEDWTFv V)
E7owialZE
¥, timekey /X5 X —
Y—%EBTBHIERT
TEHEA.

e interval: flushinterval
NS A—=H—ICTEDWT
FrooHTSval
£,

e immediate: 7 —% %
F vV UIBMEY <IC
FroO&5T7Sval
£9,
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flushThreadCount

overflowAction

retryMaxinterval

retryType

retryTimeOut

retryWait

102

FYIDISY1EERITTD
ALy RO#E, ALYy RO A
PFE, TSYVADAL—T Y
rAZEL., Xy N7 —0 D5
BN IERTICRY T,

Fai-—N"N—MWIIRdE Frvy
EEIRLUTDELD LAY ET,

e throw_exception: O/
ICRRINDH050 % FK4E
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—YDFv>Y
HEIELET,

e drop_oldest_chunk:
W2 EFYv T
FTANSD=HICREHL
Fryro&ROyFLE
T, aVWF v I DEIR
FLOWFr o LY EN
ILRY T,

exponential_backoff B 1T
EDRKEFRE (FEAL),

759 allkBY BIGEDHER
ThHE:

e exponential_backoff:
75y 10BFRTOM
fREEPLET,
Fluentd
I%. retry_max_interv
al NS A—F—|TET D
FT. ROATETICHF
e BEEZE 2BICLE
ERS

e periodic: retryWait /%
TA—=H—ITHEDVWTT
Sy azEHNICER
TLET,

LO— RAEINZENCERT
= H A B RABERER.

RDFv VDI Z91ETD
iyl (R EAL),

T4k

block

300s

exponential_backoff

60m

1s



FLas OX /704 A Y FNDOEE

Fluentd F+ 7 D> 4 744 7 ILOFFMIE. Fluentd K¥F 2 X~ M@ Buffer Plugins #8B L T2
Ty,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,
I $ oc edit ClusterLogging instance
2. LTFDONS XA =4 —%EBMELIFEELZXT,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m g

BF vV I)DBEATAXEIEELTHL, 7Ty PaflIl*Fa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYo DT Ty a1%xRITTEHAEZIEELXT (lazy. interval, F7l&
immediate),

FroIDI7S5yYalFHIDZIALY NKOBZIEELE T,

Fa1—NDN—MIRDIBEDF vV I DEE%ZIEE L £ (throw_exception, block. F7c
l& drop_oldest_chunk),

exponential_backoff ¥+ > VD7 Z v ¥ aFAEICDODWTHRARDER (WEA) ZEEL X
ER

FrrODI7ZvantkBT 2HBEDERITY 1 7 (exponential_backoff & 7= (3
periodic) Z#iEE L ¥ 7,

RDF v IDT7ZvaXTORR (FEAM) Z2FBELXT,

FrorINy T 7—DRAYA XZEELITT,

OO0 &9 9 90 0009

3. Flunentd Pod BT 704 SN TWB I EAHRALET,
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$ oc get pods -I component=collector -n openshift-logging

4, FHEDOMED fluentd SREXT Y TIChHBD I EAHELET,

$ oc extract configmap/fluentd --confirm

fluentd.conf Ml

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

425 .77 # )L M®D Elasticsearch O A M7 A2 FRALAWGEDOXRFEROI VR—X
VANOLES

EEE, AT Y —RKNR—=F 14 —DAJTANT7IZEEL, T 7 4L MO Elasticsearch A A N7 % (&
ALAWEEICIK, OF VTSR —D5WL DHhDOKRFEHADIVR—RY N2YIRBRTIET,

DFY, 77 #J) MO Elasticsearch OJ X b 7% L A& WI5A. AEB Elasticsearch logStore,
Kibana visualization O > 7R—Xx > k % ClusterLogging 1 X% L') Y —X (CR) " LHBIRT 2 Z &N T
XET, INSDIVR—XY MDHIRRIEA T2 a v TN ThiITLY )Y —REHHNTETET,

AR

o OJ7#7—4—H"0OJT—4%%7T7+)L bDAREL Elasticsearch 7 5 A9 —ITEF LAV &
ZREELET, OJEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL
9, NI default Z3I5EJ % outputRefs EFHA AW & 2R L F T, UTICH %R
L/ i’a—o

104

outputRefs:
- default



FAE QX T/TFIO4 XY bDE

DIk

==
[=]

ClusterLogForwarder CR "0 27— 4% % R EB Elasticsearch ¥ 5 X ¥ —l#nik
L. ClusterLogging CR » 5 logStore IV R—% > M &BIRkTZELET, 2D

A, REB Elasticsearch 7 S A Y — 3O T — 9 5 RETE-HICKRTIINTE
Ao TNDHWNE, T—IDNKDNDAEELHY F T,

FIR

openshift-logging 7”0~ = - b T ClusterLogging h X% LYY —2Z (CR) ##R&EL £7,

I $ oc edit ClusterLogging instance

INSHEHET B5E. logStore. visualization 2 4 > % ClusterLogging CR 7 SHIBR L
7,

ClusterLogging CR @ collection 249 VY H#Z{RkF L X T, HERIFLLTOHIDL D ICRY FT,
apiVersion: "logging.openshift.io/v1"

kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
spec:

managementState: "Managed"
collection:

logs:
type: "fluentd"
fluentd: {}

4, ALY H—Pod HBT 7O INIEEBALET,
I $ oc get pods -I component=collector -n openshift-logging
BEfEIR
o OJDY—RN—=FT 14— AT LNDERIE
43. 07X N7 DHRE
Red Hat OpenShift DO ¥ > 74 7Y X5 Lld, Elasticsearch 6 (ES) 2R L TRV TF—4 2Rk EH L
UEELXT,

AJXARMNTICMASIEDNDTEZERICKE, UFHEENFT,

® Elasticsearch 7 2 A% —DA KL —,

o Vv—RNEVZRI—HOERDT—9/—RIILTY 5= NI BHE(RRBLTY r— 3
S L ) r—2a v LET),
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® Elasticsearch T—9 ~DHET IV R

Elasticsearch [ X ) —&WBT7 Y45 —> 3 0 TY, ThENO Elasticsearch / — RiZ

i&. ClusterLogging 712 % L)Y —RXTHEELRWRY., XEY —ZEXRBELTFHIBROEAIC16G L E
DAEY) —HDPRETY, #EIERE D OpenShift Container Platform / — KD+t v M &, Elasticsearch 7
SR — A R—NTEDICHFDBAZITIHAVEESLHYET, TOHBE., HEIND YA UL
DA E') — (& Elasticsearch / — RIZHRK 64G) AL TEITTX 5 & DI/ — K% OpenShift
Container Platform 7 5 24 — BN 2 AELAHY T,

£ Elasticsearch / — RIZZNLVIEWMED A TY —RETEEMEL T . ChIXEHREREICITHE
BIXInFtHA,
A3LEEO/OOYT R NP ADERE

7 7 # )L N T, OpenShift Logging TIXEEZE O ¥ % AERD OpenShift Container Platform Elasticsearch
AJZARTIRTFLEEA, Kibana TRRT24E, BEEOJZIOOJRAMNTICEETEEY,

EEOJ%T 7 4L MORWER Elasticsearch DY A N 7ITEET B ICIE,. Kibana TEEOVAXRTRT S
BRE, OJVEEAPI AFRTI2HELHYET,

BF

MER OpenShift Container Platform Elasticsearch AZ A 713, BEEO VD EF a2 74
AMNL—YVERHLIFEA, BEEOTZEET 52 AT LDEBISE L CBFOREICE
AL, BICEF2) T4 —DREINTVWE I AL £, Red Hat OpenShift
OOFXFVITHTVRTLIE, ThODORFNTERLTVWEEA,

FI7

O J#m% APl & {8 L TEE O & % RER Elasticsearch 4 Y A9 V AITERET BICIE. UTFEZETLE
_a—o

1. ClusterLogForwarder CR#A 7 =V N2E&HT 2 YAML 7 7 M L EERREIEREL T T,

o IRTPHOYHA T%AER Elasticsearch 4 Y A Y V AITEIET B7-HICCREZERK L F
¥, TEESTICUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

RATSAVIE, BEIWAEAAFERALTEETZO7D091 T2EHELEFT, T
74 MOHEAIE. O % KNI Elasticsearch 41 Y A9 V AUCEELF T,
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pa 3

RATSAVDIDDITRTDYA TOOATHINA TSAVIEET ZHRE
BRHYET (TTIr—vay, AVISANSIFv—, BLVER), O
TORBBEAEEELLRWVES., Thoon 3 REEINT., £bhhxd,

e BI#Z D ClusterLogForwarder CR 0'% 331556, /N 54 VEBEEOIT DT 7 4L MES
IKEBMLET, 774N NOENEEETI2VERHY FtHA. UTICHZERLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ DA TSA ik, HERA VRV RICINA TEE QO Y % %R Elasticsearch 1 >~ X
YUREFLET,

BIER R

o [ 7J#rX API MFF#AIE. Forwarding logs using the Log Forwarding APl 258 L T XL,
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4.3.2. O JIRFIFEI DR E

F 74 )V ND Elasticsearch QA NTPHNA VY ISANSOFv—0O7, 77V r—aray, EF
OJREDIDDAOTY—ADA VTFv I A% FET2HBE%EEET 2 REFERY>— 2RETEF
-a—o

REFRY —%RET ITI1E. ClusterLogging 7 R ¥ L)Y —2X (CR) IC&O Y'Y — XD maxAge /¥
A=Y —%HZBELET, CRIFTNSDIE% Elasticsearch A— LA —/N—R 7T a2 —)LICEA L.
Elasticsearch "A—ILA—N—A VTV IV A %HIBRTDIYMI VI HRELET,

Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA YTy IV REBEHL, FRA VT v I REFEKRKLET,

e 17 v X% Elasticsearch CR O rollover.maxAge D& Y £EHWMEICAY T,
¢ AVTYIAYARXIE, 40CGBxTFAT =Y v —ROBIYEARELRY LT,
o (VT YYD docHd, 40960KBx T34 -2 v — ROBLYERELRYETY,

Elasticsearch |, BRET2EREFRY v—ICEWTO—IA—N—AVFyv I R5HKBLET, OF
Y—ZADRFRY =R LARWGE, OJET74ILMT7HEICHIBRINET,

AR

® Red HatOpenShift DO F > 74 72 X7 s & OpenShift Elasticsearch Operator 281 ~ X b —
IWENTWBRENHY X7,

FIR
A7 ORFFEZRET SICIE. UT2RTLET,

1. ClusterLogging CR % &% L T. retentionPolicy /X5 X —4% —%BINT %H. FLIFEFRL
7,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &2 RFT 2REAHEE LT, BRS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALEFT, Fz&AdE 1H
DHFEIF1d ICARY £, maxAge &Y EHVWOJISHEIBRINE T, 74/ 8T, OF
&7 BHEGRFEIN IS,
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2. Elasticsearch 7 2% 1))V —2 (CR) CHRE.AMWIATXZT,
7= & Z1£. Red Hat OpenShift Logging Operator &L F® Elasticsearch CR =& #1 L. 8B
BZEIKAVIZANZIFYy—OIDTITATRAVTY YR %O —)bA—/1"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—0 7 BEICHIRIN 2B ELESTHEFRY
U—%EZRETDHELFT, OpenShift Container Platform (215 & ICFzvy 2L, 41 VT v
PREO—IVF—N—F2UREIrHZIZNEDINZHFILET,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h 9
pollinterval: 15m

BEOVY—RIIDWT, BERYS—F, 2OV —2007&8B/0—LF—~—F3
Y43V IERLET,

OpenShift Container Platform A — LA —/X—3NicM VT v I A %=HIRT 33568, &
DR EIE. ClusterLogging CR ICEZE 9 % maxAge ICRY £9,

ATy P 2%&O— VA —/N—F BEIZEET % OpenShift Container Platform DA ~
T v A8, ZDfElE. ClusterLogging CR ICEXE Y % maxAge ICEDWTREI N
F9,

OpenShift Container Platform A VTFy I REOA—IVA—N—FZRELHZNEIH
EFTvITBIGEE, CDREETIAHININTHBH, BEETEZIHA,

o @@G

pa )

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)—IIWTTZT
NTDZEHEIF ClusterLogging CR TIT O MEMNHY £,

OpenShift Elasticsearch Operator I& cron ¥ 3 7% 5 704 L. pollinterval ZFEALTRY
Va1—IINBERINLERY Y —EFRALTEIYEY DAV Ty I RE0— LA —/N—
LE9.

I $ oc get cronjob

H B

I NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
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elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

433.O00RAMNT7DODCPUBLUAE!) —ERDBTE

ZTNENOIAVR—R Y MEERIF, CPU AT —BROBANDRABEZFHFT L £, OpenShift
Elasticsearch Operator [JIRIZICHE L/ EARET 572D, INOLDEEZFHTHRET Z2HEEHY X
A

pa

KRR Y S5 XY —Tld, Elasticsearch 7AF L —AVFF+F—DT T AI MDA E) —
FIRAFRT2THBHBELHY. ChiCLY, 7OF>—a0FF—D OOMIZL %58
FHLT (OOMKilled) MELE T, T DBIBEAREE LB AEICIE, Elasticsearch 7O F
V—DAEY—EBERELUVHREFI X LFET,

% Elasticsearch / — RIZZNLYVIEWMED AT —RETEEEL T T, ChiEHRERETDT

TO4 A MIEHERE ShTwFEtA, EFRERETOFERDIZEICIE. T74IL KD 116G LU E M
TVWMEEZZ PodICEIYYETBZEETEEZHA, Pod TEICEIY Y THEERFRKEIX 64GIi THY.,
DEEDHT, TEDLRITEZLDAE) —%EYLBTEHIEEHELET,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g

memory: "32Gi"

requests: €

cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
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memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZBELEY. NODEBEROIFILT B,
OpenShift Elasticsearch Operator &7 7 # )L MEZRRELE T, IhoDFT 7+ )L MEWE
BEAEDTTOAAY NTREIERKEATEZRTTY, 774 MERF. XEY—
EXRDIGFEIF16GI THY. CPUEKRDIZEIL 1 TY,

Pod MERHETEX3!) YV —RADRKE,

Pod DR Y 2 —JUIZWEHR/NRDY V—2Z,

- -

WHE TS U T Elasticsearch 7AF Y —D CPUB L VA EY —DHIRE L VCEREFE L
¥, INODEAEZEDFFICT S E. OpenShift Elasticsearch Operator (&7 7 # )L ME&
ERELEFT, TNOSDTFTI7AIMEIZIZFEAEDT7OA XY MCILBIBEARKFERTSE
%9, 774 MEIFR. XE)—ERODFEIF 256Mi. CPU ZKRDIHFEIF 100m T
ER

Elasticsearch X ) —DE% AT D& XE, BXR & HIR OmAICACEAFATIHELNHY
-a—o
DRI E=RLET,

resources:

limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

@ '/ roExs
© YERINROE,

Kubernetes I&—#&MIICIE / — KRDEREICHEL., Elasticsearch WMEEINAGIREFHET S Z & 557
LEFtH A, requests & limits ICEIC{EAERET 5 T &ICEL Y. Elasticseach WML ER A E Y —%HEE
ICFERATEZEDICLET FIATRERAE) =D/ —RILHBZEERHIRELET).

434.002AKT7DOL TV =23V R O—DRE
Elasticsearch ¥ ¥ — K&V S A9 —HNOEHDT—49 /—RICL TV — KT 2 HEFEEHECTCEET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y 2 h—JLEINT W B HEA
HYFET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit clusterlogging instance

m
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e

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ Sy —RFORRMR) Y —ZHEELEY, EEORFRICEENMERAINIT,

® FullRedundancy:Elasticsearch &, &1 VT YV RAD T4 —2v—RKETART
DTF—4/—RIKR2IKL TV 75— LET, ThREESLNILOREMZREEL F

TH, RAKEDTARAIDREERY, NT =TIV RTRELRILIZARY T,

MultipleRedundancy:Elasticsearch (&, &1 VT Y I ADT 547 )—>v— K%
F—8 /) —ROERIER2IL TV I5—rLET, Thid. REMENRTF—T VR
FOBER ML —RAT7ERBELET,

® SingleRedundancy:Elasticsearch (&, &4 YT Y IV RADT 543 )—>v— KD

E—%12FMLET, 2D2ULEDT—%/—RAEFEETBRY., OJIEXEICFET
BENDMOERIREETY, SULED/ —NEFEAT 2HFEICIE. MultipleRedundancy & Y
HENRTA—T VAR AYFT, TDRY —I&, B— Elasticsearch / — KD T 7
O XY MITBEERETEEHA,

® ZeroRedundancy:Elasticsearch l&. 754 <Y —Yv—ROaE—%/ERL i'lif/uo

J—RKHPEIEFLIFERB LGS, OV EFIBRT RS D, Kbz AN’ H
T, ZeMIYERTH—T UV REERT BHEP. &E@74ZOﬁWCA/7
Ty T/ETANS TS —EELTWEBAIE. COE—RE2FRATEET,

R

AVFYIRTFVTL—MDTS547) —> v — RO Elasticsearch ¥ —4 / — KD
MEEZELLLRYET,

4.3.5. ElasticsearchPod D 25— )L & o >

7 5 A4 —ND Elasticsearch Pod 8% # 59 &, T —4 8K Elasticsearch /X7 # —< V AHWET

ERCEN: 2

MLRHY XY,

RT=VEI oA, —BILIDDPod BRI —ILEIIV L, V53R —DYv—RBELULTY
ADVNZVRERTTELLDICTIMNENHY £, Elasticsearch DNV R R T—4 X1 green
ICRINIRIC, BID Pod TR =IOV TEET,

12

R

Elasticsearch ¥ 5 2 4 —#* ZeroRedundancy IZE8E X 1 %354, Elasticsearch Pod %

2= LEEWTLEIW,
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436. O ANTDXKEANL—YDERE

Elasticsearch ICIZXKBEA ML —IUDMHETT, AMNL—IUDEREIC/A D &, Elasticsearch D/N T # —
IURAEERICKRY ET,

gk

H
[=]

NFSRAKL—Y%RY) a—LFEKERY) 2 —L%@EA (& Gluster @ ED

NAS 29 %) Z & Elasticsearch A AL =Y TR>EYR—FIhFEH A,
Lucene IENFSHPIEELABWVWT 7 M ILY AT LADEEICIKEFET 27-6HTT, T—%
DB L VCZDOMDOBEBHIEET DEEELHY T,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
¥

1. ClusterLogging CRA2#RE&E LTI T RY—DET—4 / — KHKkEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZOBITIE, V53R —DET—4 /— RKH. 200G D AWS General Purpose SSD (gp2) A kL —Y
HERT DAGER) 2 —LER (PVO) IINA VY RINEEDICHBELET,

y 3!

KIEA ML —=2ICO—AIRY 2 —L%ERY 535513, LocalVolume 4+ 72z hD

volumeMode: block T INdraw 7OV IR a—LEZFALALWVWTLEIL,
Elasticsearch (& raw 7AY VR 2 —AZFRATIFH A,

ol

4.3.7.emptyDir A A\L—YDOJ X M7 DERE

OJRXKN7TemptyDir 2FHT2ZENTEEYT, i, Pod DTF—9 I RTHBEEERFICKDN
Z—EF7O4 AV NEFERLET,

13
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Pz
emptyDir 29 2%B4. OJ XA NTHBEHT 2D, FLEET 704 INBBEIC
T—IDBKbNhET,

([} =355

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

FIR

1. ClusterLogging CR Z#E& L T emptyDir 23 E L 7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

4.3.8.Elasticsearch 7 S 2% —mpO—") v VBEEEDEIT

elasticsearch 3 €~ v 7 F /=13 elasticsearch-* T 704 X v hEBEEDODWIT N EZTETBHEICO—)
VIBESERITLEY,

IsicAa—Y) v JBiEEIE. Elasticsearch Pod "E1TIN %/ — R THEEHNVELGAICHEINE
£
AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

FIR
V525 —0n—Y Y /BREBERITT I, UTFERTLET,

1. openshift-logging 70> 7 MIPYEBEZET,
I $ oc project openshift-logging
2. Elasticsearch Pod D&RIZEEL XY,
I $ oc get pods -I component=elasticsearch-
3. AL Y9 —PodHZRT—ILF D>V LT, Elasticsearch ~DFH L WOTDEEEEFIELET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. OpenShift Container Platform es_util Y —JLZ AL T v — FORPT7Z v 2 2 %2ETL

T vy NI D VDRNIT A AVNDEZAA5FHEL TVWBREBRDEENTLZVNELDICL
F9,

14
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I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFIChZERLET,

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. OpenShift Container Platform es_util 'V —JLZ AL T, /— RKZERKMICIELT ZED
Sy —RDONSUY VT EBEEET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLEYS,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPET LS, ESVFTRI—DENTNOTTOA AV MIDWT, UTFEETLE
-3—0

a. 77 #JL NT, OpenShift Container Platform Elasticsearch 7 5 X4 —I&/ —RKDO—J)L 7
DhET7Ov I LET, UTOITY REFERALTA—IILT7 I 2RI L. Pod B EE%
HNETEBLDICLET,

I $ oc rollout resume deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
Al

I deployment.extensions/elasticsearch-cdm-0-1 resumed

iR Pod A7 704 XN F 9, Pod ICEBREDI VT F—1H2H5E. ROTTOA X
VNCEDIENTEET,
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I $ oc get pods -I component=elasticsearch-

Al
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. 7T7OA XY MET LS, B—IUTI MEHTLAVWEDICPodE Y Y FLET,
I $ oc rollout pause deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & AFERL £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa )

BERIOIY Y RTEA L Elasticsearch Pod TA—JILT7 D M &aZET L5
B, Pod 3FEELABL B2 TWSE D, I THHE Pod @M EICAY F
£

UFIChZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
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"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
Q RICEDRIIC, TDINSA—4—h green £7zld yellow THB Z & #MALF T,
7. Elasticsearch 58 €~ v 72 ZEE LHE. ThENOD Elasticsearch Pod ICDW T I 5DF|E
ERRYRLET,

8. VISR —DITRTDTTAA AV MAAO=ILTIMINESL, D¥vy—RONSVYYVTER
EA#MICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H A B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. L WA D Elasticsearch ICEEINZ L DIC, ALYV —PodHRT—ILT7y FLET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

439. 07 AN7H—EZXDIL— k& LTOAMA

77 #J)U N TlE, RedHatOpenShift DOF Y JH T RFLEEHITTOMINTWEOTZANT
Ik, OF VT IS R9—DHEISLT IV ZATEEFHA, T—FILT I ERAT Y —ILITDWTIE,
OJZXNTADOHERT 722D 7=HIT re-encryption termination TIL— M EBWICTZ I ENTEFE
ER

re-encrypt Jb— k. OpenShift Container Platform h—2 B L UM VA =)L Nh/OF X M7 CA

EERREAEM LT, OV RARMNFICHAEIS T IV ERTEIENTEET, RIC. ULTAEED cURL B3R
TOJARNT7H—ERERANTD /) —KRIZT7I2EALET,
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e Authorization: Bearer ${token}
® FElasticsearch reencrypt JL— b & & U Elasticsearch API Z3k

REISIE, OFARNTPISRAY—IPAFERALTCOARNTPY—ERICT7IVERATEZXYT, Zhid,
DPTFoavy RowdFnhraFRALTERETEET,

I $ oc get service elasticsearch -o jsonpath={.spec.clusterIP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&S>%2a% Y REeFERALT, 752RA9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 29 100 29 O O 108 OQ--i--i-- --i--i-- == 108
(1} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,

o OJICTIVEATERLDICABICIEK,. 7OV Y MADTIVEADNRETT,

FIE
OJZARNTP7ENERICARTBICIE. UTFEEITLET,

1. openshift-logging 70> 7 MIYPYEZET,
I $ oc project openshift-logging
2. AJAN7H5 CAGERAE ZHHE L. admin-ca 7 7 1 VICEZIAAFE T,

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

H A B
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FAE QX T/TFIO4 XY bDE

I admin-ca

3 AJANTPH—ERDI—bEYAML 7 74)LE LTHERLET,
a. LTFTOLIICYAML 7 74 L AERRLET,

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

RDOFIETOT AN CARIBAEZEZENT 50, FhEIT Y REERALET, —EF
D re-encrypt JL— k TWHE & XN 5 spec.tis.key. spec.tis.certificate. & &
spec.tls.caCertificate /X5 X —49 — %% ET2LEEHY FH A,

b. MTFOOAYY REZEFIFTLT, BIORTY TTHERLIZIL—K YAML ICOZ X N7 CA ZEBB
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. b—hZERLET,

I $ oc create -f <file-name>.yaml

el

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDR NI TWB & &EELE T,

a. BRICEAINZ DY —ERT7AD VMDD =V ZERIBLET,
I $ token=$(oc whoami -t)

b. #ERX L 7z elasticsearch JL— M #IRIBEZ#H & L TERELE T,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. =MD EBICERINTWE I EAERT ZITIE. REINIL—MEERT
Elasticsearch IC7 7 2R FTBLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
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UFD &S B ANRTEINET,
HHH

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

4.4. 0721754 F—DERE

OpenShift Container Platform (&, Kibana ZfFH LT, OF VI H TV RAFALICL >TRESIN O T
T—H%ERNLET,

MTRYEEZERT B7-HICKbana 2R —1) > L, Kibana /— KD CPUBLUVA T —%RET S
ZENTEET,

441.CPUBLUXEY —4IFRDERTE
AFX VI HITVRTFLAAVR—RV NAFHETEE, CPUEXE) —OEADHIREFEEZTIZET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUVA T —DFIRB L VEKRAIEE L9, Elasticsearch
DiGE. BEXRIEEHIREOHA%ZHETIVELHY T,

t"a%%KmDT\D7591754ﬁLﬂMPUB&U%%U—@ﬁ@ﬁ&@%*%%ﬁb
i-g_o

QD BBICISCT, OFaALI9—DCPUBLUXAE) —DIES L V0EREIEELE T,

442 O 12754 —/)—ROREREDRT—1Y VY5
TREAERT SOOI, OVEY 2754 —%KRANTBPod &R —) VI TEET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,
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I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ Kibana / — RO AIBEL XY,

AS5. OFX YV IHTVRATALAARNL—VDETE

Elasticsearch & X E Y —&MBT7 TV r—>3a3 v Td, 7740 b0OOAF VI TV RFLDA VR
=L TlE. XEY—BREAE) —HIROAAICI6GC DAE) =D T TOMIhFT, MEHEED
OpenShift Container Platform / — KM+ v M&, Elasticsearch 7 5 29 —%HR— M 5DIC+D7R
REITREABRWEEDNHYET, TOHE, HEINZ VA IULDOAEY) —%2FHALTEITTES L
312/ — K% OpenShift Container Platform 7 5 24 — BN 2 BN H Y £9, & Elasticsearch
J—RIEINSLYEBWMEDAEYY —BRETHLIELFITA, THIFERBRRICIIHEREINIEA,

4.5.1. Red Hat OpenShift DOFX > JH T XAFLDA ML —YILEY 2EEEIR

KR 2 — LM ZFNEFND Elasticsearch T 704 X ¥ MREICHETY, OpenShift Container
Platform Tl&., ZhidkiEARY 2 —LEKR (PVC) #FH L TCEITINE T,

-

pa )

KA ML —=2IlO—AIKRY) 2 —L%=FERAY 3551, LocalVolume 4 72V D
volumeMode: block TR I N D raw 7OV IR a—LEZFRALAWVWTLEIL,
Elasticsearch (& raw 7AY VR 2 —AZFRATIFH A,

OpenShift Elasticsearch Operator & Elasticsearch ) YV — 2 & %{f> T PVC ICEBIAHIFTE T,
Fluentd |& systemd ¥ ¥+ —7FJL & &L U /var/log/containers/ & Elasticsearch ICAOJ %X fE L 9,

Elasticsearch Tld, KBELAY—VBEEETITEIDICTLRAE) —HIPRETT, +0BXEY -1
BWEES, BRELALAYFET, COBBEALDET 3ICE. REART7 ) r—yayvond5s—490E
ML, ZXFREOWN2EBA2HYHTET,

TI7AIBNT, ANL—UREN 85% ITET B &, Elasticsearch IEFIRT—9 D/ — KADEIY HT
ZEIELFE T, 90% IC% B &, Elasticsearch A RERIGEICBEED Y v —REZZD/ — KH S
J—RICBEILEDELET, L. BEREDLANILD 85% KmD / — KA RWIGFE,
Elasticsearch #1334 7 v ¥ ADEH%EEER L. AT7—4% RIERED ITA&RY 7,
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pa )

INSOEEE (BWMES L MEWMEZSD) IFIR1TY) Y —RITH 1T B Elasticsearch D7
7AINMETY., INOHDT 74 MERERTEZY., 75— MIALT 7 4L ME
HEALETH. ChoDEEAT7S—MNTEETEZIEIETEEEA,

4.5.2. FEIER

e OJRAKNT7DKIRA ML —Y DEEE

46. OX VY TORFLAAVR—XY MO CPUB LU AT —HIRDE%
iE

WMEBICIHLCT, AFVIYTURTLAAVR—R Y NZEICCPU EXEY —DEAFDHIREERETE
i-g_o

46.1.CPUBLUXEY —4IFRDERTE

AX VI HTORTFLAAVR—RV NAFHETSEE, CPUEXTEY)—OEADHIREFEEZTCIZET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:

resources: 9
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limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUA T —DFIRB L VEKRAIEE L 9, Elasticsearch
DiGE. BEXRIEEHIREOHAZHETIVELHY T,

g@z\%um LT, OVET 1754 —DCPUBLUXEY —DFIRSLVEREIEEL
i’a—o

Q BBICISCT, OFALI9—DCPUBLUXE) —DIES L V0EREIEELE T,

4.7 . BEA{FEA L 7= OPENSHIFT LOGGING POD FEZi& 04l

taint & toleration T2 & T, OF VI Y RATF L pod MEFEED / — RTERITIN, TOMD
T—J7O0— RPN ENLD/ —RTEITINGBVEIICLET,

T4V MBLIUVARRIE. BHA key:value DRXT7TY, /—RKRDTFTA Y ME/—RIZHL, 71V b %
BRLBRVWITRTDOPod BT DL IERLET,

key (35K 253 XF £ TOXFFHT, value ldHRKAX 63 XFEXTOXFIIIRYEY, XFIEXFF
TIIBETHIBTZIDEIHY., XF. HFE. N7V, Ry MNBLUOT7UVY—RAT75EDBEN
TXZEY,

toleration ®H 3> naxX>r 547 A5 L CR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging
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spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: 9
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

Z DAERIE Elasticsearch Pod ICEBMINZE T,
Z DRERIZ Kibana Pod ICEBIMINFE T,
D

RAFAFXF /AL V9 —PodilBMINET,
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471 AR AFHAL=07 X N7 Pod DEZEDHIE

AJXAMN7 Pod hET§3/—RK%EHFEL, Pod DBRE=FERAL THhOT7—27O0—- KB ZEN5D /) —
REFRALBEWEDICTDZIENTEZET,

ClusterLogging h R ¥ L)YV —R (CR) AR L TRRBEZOV A N7 Pod IERAL, T4V &/ —
NEtkT/—RIERLET, /—RDTFA YV ME TAYV M EBRRBLABVWTRTD Pod 2EEF T 5
&5/ — RIZIERT % key:value pair T3, D Pod ICIZARWEFED key:value R7 %2 FHT 52 &
T, OJZRANT7 Pod DHANED/ —RKRETERITINDLIICTEZET,

FI7AINT, AT ANT Pod ICIZFUTOREBELHY £,

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEA
HYFET,
¥

1L UFoa~x > R%&@EHEL T, OpenShift LoggingPod # X4 Y a2—)IL$%/—RKIZTAM Y &
BmLExEd,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

ZDBITIE. T4~ h%F— elasticsearch. {E node. &L U T 1 > ~ DR NoExecute D
#» 5 nodel ICEEE L 9, NoExecute effect D/ — Kk, 54~ MI—ET % Pod DA %E R
HTa—)LL. —BLABWEEED Pod #4IBR L 9,

2. ClusterLogging CR @ logstore 27 < 3 ~ %K% L. Elasticsearch Pod DR %HREL &
ER

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
@ /FrEmMLAEF-EEELIT.

9 Exists Operator #38§%E L. F— elasticsearch D% 2741 >V M/ —RICEET ZHE
NHdEDICLET,
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9 NoExecute effect #3IEE L £ 7,

Q 7+ 7> 3T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENZEEERELF T,

ZDRAIE. ocadmtaint IV Y RTERINEETA VY RE—BLEFT, TOBRBEDH S Pod I
nodel ICAH 21—l TEZXT,

472. BRAFALOFEY 2754 % — Pod DEE D FI1H

OJEY 2754 —Pod RTINS/ —REHIEH L. Pod DBERZFERALTHEOT7—70— KD
FNoD/)—REFRALAVWEDIICTERIENTEET,

ClusterLogging 71 2% 1) Y —2 (CR) A L CARAO/EY 1754 #— Pod ICEAL. 74
VIEhNE)—REKRT/—RICEALZEY., /—RFRDTFAVME T4V MEBRRBLABAWVWTARTO Pod

HHEBTBEL D/ — NIZIERT % key:value pair TY, D Pod ICIEARWFED key:value R 7 % {§
9% Z & T, KibanaPod D&% €D/ —RNKETEITTEET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEA
HYFET,
=2

L UTFOaAYY FeERALT, AJEY 2754 —Pod 2 AT V21—V T20EDHZ/— R
IKTA Y h2EBMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 kibana=node:NoExecute

ZOFEITIE. T4 h%& X —kibana. & node. 8L UV'T1 ¥ D3R NoExecute DH %
nodel ICEZE L £9, NoExecute 71 ~ b effect 2{FHTZHNEHLNHY 9., NoExecute
IE. AV MI—TBPodDHFERTY2—I)LL, —HLABWVWEEEFED Pod #4IR L £ 9,

2. ClusterLogging CR ? visualization 27 > 3~ %##E%£ L. KibanaPod DRBEREL X T,

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

ﬂ J—RICEMLAF—Z2EELET,

9 Exists Operator #357E L T. key/value/effect /X5 X —4 —A—HT2LDICLET,
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9 NoExecute effect #3IEE L £ 7,

Q #4732 3 V. tolerationSeconds /85 X —4 —%A3ELT. TEY XN BHIIC Pod A
J—RIZNNA Y RENBHBEZEZELZX T,

ZDRAIT. ocadmtaint IV Y RTHERINIETA VM E—BHLEFT, TORARDH S Pod
lZ. nodel ICRAT P 2a—ILTEZET,

473. BRBAFALAOZ L U4 — Pod EREDHI1E

AX>JaL 979 —Pod X795/ —RK%WHEL., Pod DRRE=FEHAL O —27O0—KHZh
5D/ —REFALAEVWEDICTZIENTEET,

A% ClusterLogging A1 X% L)Y —Z (CR) CA¥X Y /AL V9% —PodIlBAL, T4V M/ —
KT/ —RICERALEY, T4V MBLUVBRRZEHRATSE. Pod BAE —% CPU 72 EDRERE
IKE2TIEI RINABVWEIICT R EDNTEET,

FTI7AIKNT, AF VL U9 —Pod ICIFLLTORELNHY 7,

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

[} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEH
HYFET,
¥

L UTFoav Yy RAFERALT, OX> a9 —PoddOX L2949 —Pod R4
Ja1—ITBEREOHD /) —RICTFA VM EBMLET,

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
UFICHERLET,
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDOFEITIE. 714 ¥ h%&Fx— collector. & node. &L UV'FT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £ 9, NoExecute 71 ~ b effect 2{FHTZNEHLNHY 9., NoExecute
. TAYMI—HTBPod DAHAERTYa2a—ILL, —HLAWERFEOD Pod 28I L 9,

2. ClusterLogging 7 2% ') Y —2X (CR) @ collection 2% v HAiR&EL T, OF¥X>/aL ¥
4 —Pod DRRBREHREL XY,

collection:
logs:
type: "fluentd"
fluentd:
tolerations:
- key: "collector"
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FAE QXY I/TFIOM AV bD

operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

J—RICEMLAF—%Z2EELET,

9 Exists Operator #357%E L T. key/value/effect /X5 X —4 —A—HT2LDICLET,
9 NoExecute effect #3§E L %7,

Q 7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod
J—RICNA Y RENBEEERELF T,

ZDRAIT. ocadmtaint IVY RTHERINIETAV ME—BHLEFT, TOBRBRDH S Pod
lZ. nodel ICRAT P a1a—ILTEZET,

4.7.4. EEER

® Controlling pod placement using node taints .

48. /—RKREL V9 —%FRLALOFVIH TV AT LYY —ADBE
J—RKtlL Y% —%{HMHL T Elasticsearch, KibanaPod #8743/ —NILT7O/4 T35 ENTEE
-3—0

4.8.1. OpenShift Logging ') ¥V — 2 D# &)

Elasticsearch $ & W' Kibana 2 EDOFXF VY VY RF LA VR—RY D pod BER S/ — RiF7OA
9 % & 9 IC Cluster Logging Operator Z 5% E CX £9 ., Cluster Logging Operator Pod ICDWTId, A
VAN INEGANOBETEHIEIETETEEA,

e & Z &, ElasticsearchPod @ CPU, X EY—BLUVT 1 RVDEHENEWEDHIZ, D Pod % HID
/_ F‘:%Eﬂ?%i’a—o

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYET, TNODHBEIRT 74 M TI VR M—ILIhEH A,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
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fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

BB ERE ST /- nodeSelector /XS XA —4 —%, BENTHZMNEDHDIVER—FRYV
MIEBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /— RICIEE
INEICEDWT <key>: <value> R7Z2FHT 2 EHTEET, 1 VITFRANTY

Fr—/—RNIZTA Y MEBMLEGEE. — BT 28RELEMLET,

%
AVR—RV MO BEILZ & AFEFRT 5ICIE. ocgetpod-owide XY R&FEATEET,

EI-I;

UFICHZERLET,
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e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — RO SB T 2 HENH 515
a. UTFEERTLET,

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpgq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

e KibanaPodZ. ERHA Y73 ANZ U Fv—/— KNTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICBET 2 HENH DHBE. UTEEITLET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m vi1.221
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.221
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m vi.22.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m vi1.22.1

/ — RIZIE node-role.kubernetes.io/infra: " SRILAH D T EIFERE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Kibana Pod ##% &9 % ICI&. ClusterLoggingCR %##R&%EL T/ —REL 749 —%BIMLE T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

Q J—REBOSRVIC—BTED/ —RELI2Y—5BMLET,

o CRAZIREFELLEIC, IRTED KibanaPod IE#& T L. R Pod AF 7014 I ZE T,

I $ oc get pods

DBl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m
fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1° Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1  Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — K IZEM N F T,

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

el
NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-

east-2.compute.internal <none> <none>
o LIS T3&, JTD Kibana Pod AMHIBRI N E T,
I $ oc get pods

H A B
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m

elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m
fluentd-42dzz 1/1 Running 0 29m

fluentd-d74rq 1/1 Running 0 29m

fluentd-m5vr9 1/1 Running 0 29m

fluentd-nkxI7 1/1 Running 0 29m

fluentd-pdvgb 1/1 Running 0 29m

fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.9. SYSTEMD-JOURNALD & & U' FLUENTD D& %E

Fluentd DY ¥ —FILD S DFHEARY Y, v —FILDFT T 4 IV FBEEIZFEEBITELS., vy —FILD
VAT LAY —EZNLOAOF VT FEEICHWVWTW ZENTIRVWEDICTy—FILIT Y N —B2%b
NZAEELIHY £7,

Jvy—FITIVN)—=DEbnED%FE<C T EMNTESBL D IC RateLimitintervalSec=30s & & U
RateLimitBurst=10000 (N ERIFGEIF I HICHWME) 2R ET 2 I EN’HEINE T,

4.9.1. OpenShift Logging Fi M systemd-journald D% 7E

TOCz I MNDODRT—ILT Yy THIC, T74I M 0OAFY TEBEICIEWVW SHDRABIUVEICRDHE
rHY FT,

ez, OU7HROINSAWVESIE. journald DEEFIRE3|E LIFZ2MEAHDIGELHY T,
—EHERFET 2 Ay E— I AEFARE L T, OpenShift Logging 07 % KO v FH$ITBEIR) Y —
AEFALBRVWEDICTEIENTEZET,

T, QT ZREWIT2REDHZHEDHN,. ATV 2RETHHE. OT=2REITZHE AT 2REY
ENEIDPTDHDREEZRESTHILEETEIT,

FIR

1. MWERFRE T /etc/systemd/journald.conf 7 7 1 L& £+ 5 Butane 5RE 7 7 1 /L 40-
worker-custom -journald.bu % Es L £ 9,

v a8
Butane DF¥#llE. Butane A LYY VEREDEMESRB L TL I,

variant: openshift
version: 4.9.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ

133



OpenShift Container Platform 4.9 OX > &/

134

® O

overwrite: true
contents:
inline: |

Compress=yes 9
ForwardToConsole=no e
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% Q
SystemMaxFileSize=10M @

journal.conf 7 7 A JILD/IN—X v a VR ELET, 0644/ N\—I v a3 V%R ET D
EDHRINTT,

OJNT77AINDRATALAICEZIAFZFNZENCEN DO ZEMBT 2N EINEIBEL X
T, YesEBELTA Y E—VAFEMHBIEH. Tl no ZIBEL TEMBLABWVEDITL
9., 774/ ML yes TT,

AJAYE—V%EETEINEINZRELET. TNTNICDOWT, 74/ hTno
IKBREINE Y, UTFZ2EELET.

ForwardToConsole: A/ 2 RF AV Y —ILICEEELE T,

e ForwardToKsmg: 07 % h—xI)VAJ /Ny 77 —ICERELF T,
e ForwardToSyslog: syslog 7—E >V ICEREL £ 9,

e ForwardToWall: X vtE—Y % wall AvE—vELTIRTOAOTAI VY L TWEBI—
ﬁ_‘:$£%bi-a—o

v —FIIV N —HRETIRABEEZIEELEFT. HFEEZANDLTHHEEELE

9. i, year, month, week., day. hEFhlEmABEDEMEEHET, EMICTS

ICIF0&EAANLET, 74/ M 1month TF,

L—MHIBREEREL XY, RateleltIntervaISec TEHINSHREIC. RateLimitBurst

TIEEINZIULEOOVDIZEINDHE. COBBEROEBINOX Yy E2—213d XTI

AR TIZETICRAOY f*hiﬁ'o 57 # )L MET# % RateLimitintervalSec=30s
$ & U RateLimitBurst=10000 238 E 95 Z &N HWEINF T,

OJDREREEEELET. T 7 4L K& persistent TT,
e volatile: O 7 % /var/log/journal/ D X E ) —ICHFEELE T,

e persistent: 07 % /var/log/journal/ D7 4 AV IZRFL £, systemd IF7F7E L 220
BERTAL I M) —%EHRLET,

e auto: 71 LV N —HEHETBHBEIC. O % /varlog/journal/ ICIREL X9, F1E
LAWESIE, systemd &0 Y % /run/systemd/journal IC—BFHICREL XY,

e none OV %RELEFHA, systemd g RTHOOV A KOy FLET,

Q ERR. WARNING. NOTICE. INFO. LU DEBUG O7ICDWTIYv—FILT 74 %



FAE QX T/TFIO4 XY bDE

TAAVICEBAIELEXTODIMN LTI MEBELFXT, systemd &, CRIT. ALERT,
F/IEEMERG OV DZEERTCICAPZRFEBLET, 774 ME1sTT,

Jvy—FTIDMERTESRAY A XA EHB/ELET, 774 MEB8GTT,

(o

systemd "ETHEDH ZT 1 AVHEEOY A X#BELET, 774/ ML20% T
_a—o

/var/log/journal |IZKERIICREFEINZEROY v —FIL 7 71 IILDHRKRT A X %E/EL
F9, 774 HMEIIOMTY,

o

R

L— MNEIREHIBRT 2548, YATLOAOFXF VY ITF—EVODO CPUFEAENS
K BBZEAHYET, LEankzOy M) Y ITINTWETREEDH B
AvE—IPNBIND-HTT,

systemd SR EDFFHICDOWNT

I&. https;//www.freedesktop.org/software/systemd/man/journald.conf.html Z &R L T
KXV, TOR=JILT—EBRRINDT 7 4L F&EIX OpenShift Container Platform
ICIEBERINARVWEREENHY £7,

2. Butane AL T, /— NICEREIN 2% E% S L MachineConfig 7 7>/ K7 74
(40-worker-custom-journald.yaml) =4 L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3NV UREEBERALET, UTICHAZRLET,
I $ oc apply -f 40-worker-custom-journald.yami

J> bO—Z—IEFHIE D MachineConfig # 7Y = 7 M &#H L. #FRD rendered-worker-
<hash> N—Ya v aERLET,

4. FIROL VF) VT INZEREDE /) —RADODO—ILT7IMNDRAT—9REE=H—LFT,

I $ oc describe machineconfigpool/worker

H A B

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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4100. AV TFVREHFR—K

4101 Y R— NI N BEE
Red Hat OpenShift DAF >V JH T RAFLEZFRET BDICHR—IMINTWEHEIK, TORFa
AV NTHBAINTWEA T avaFRALTRETSIETY, TR— MIMTVWRWBOZREIXE
ALAEWTLLEEIWL, BED/NF Y A Lh OpenShift Container Platform 1) |) —XAE TEE I N % I8
EAHY., COLIRBEREIF, BEDITANTOAEEIHEINTWEBIZEOABEICKHETEET,
AETHHAINTWERRELANDEREZFAT 5355, OpenShift Elasticsearch Operator $ & U Red
Hat OpenShift Logging Operator "= % AT 570, TERNABIFEKDNZE T, Operator (&7 7 #
IWETEHZINLREICTIRTRELET,
Pz
OpenShift Container Platform K¥ 1 X > M TERIAINh TWARWREZEITT 5 BED
H % % E. Red Hat OpenShift Logging Operator X 7z & OpenShift Elasticsearch
Operator = Unmanaged (BIEN) ICRET 2 ELFHY T, EIEH D OpenShift
Logging IRiElE Y R— M TH Y. OpenShift Logging % Managed ICR T £ TEHR %
ZRELEEA
410.2. B R— M INARWVEERE

PFoavR—%Y MAZEEY 3IC1E. Red Hat OpenShift Logging Operator % Unmanaged (ZIE4)
DREICFERET D2HENHY T,

e Elasticsearch CR

e Kibana 7 7A4 Xk
e fluent.conf 7 7 1 )L

® Fluentd 7—E> v b

DTV R—%> N%ZEET %ICIE. OpenShift Elasticsearch Operator % Unmanaged(Z I 44) DIk
RBICRET I2RELIHYFT,

e Elasticsearch T 7O4 XY K774,
BRBICH R— MRRAEINTUVWBE Y —RIZIE, UTFAEENET,

o FUANMDO/O—FT—YaVDRE, T74NbDOATO—FT— 3 VEREREETEE
A,

o NELAOJDBFHOFE. OF/AL I I—DHAT7 7 A IVDIBFHALEREFTHI LI TIFE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T3,

e OZIALYYavoARay MYV F, OJaL 9 —IlL>TOIPFAIARONZEE % FHE
LTHETDZEITTEEHA,

o RIEFEZHEZFALAOX /AL IHY—DFRE. REZHAFHELTCOJ/ILIY—%ZTET
ZEldcEEtHA,

e O7ILV9—IlI>TOVEERILT DAHEDERE. T 74N MOOTDOERILEZEET S
ZERTEFEEA,
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4.10.3. EEEA D Operator DHR—FRY o —

Operator M EIBIREE (X, Operator NEREHRYICI SRS —HDEETZAVR—FKV DYV —%
TOT4TICEBLTWRAHNE I DNEEDE T, Operator ' unmanaged JREEICEREINT W15
B, INIFREDERICRELET. BEFME2ZELIEA,

INIEEERB I SR —PT /NNy JRFICEFITT D, BSEHADIRED Operator IFHR—MIN T,

PSR —BEEFEFIELZDIAVR—RVINEBESLVC Ty T L —REaZ2ICHELTWS Z & ARIR
ELTWwWxd,

Operator (FUATDHE%=FERA L TEEBNADORREBICERETE XY,

«axX
e {ARBID Operator ¥E

&R D Operator IZI&. £ 5DEEEIC managementState /X5 X —4 —h'HY F9, Ihid
Operator ICISCTIEFIEFRAETTIEATEEY, /=& A X, Red Hat OpenShift
Logging Operator (EEE T Z2HAI LYY —R(CR) ZEBTEHIEILLI>TINEEITLE
A, Cluster Samples Operator &7 5 249 —2&KDERE) V—R=FERALET,

managementState /X5 X —4 —% Unmanaged ICZ & § %354, Operator D) Y —R %
TOT47ICEBLTELY, AVR—XXVNIBEETZT7I/2avaERLAWIEEEKL

£, Operator IC&>Tld, 77 RF—DFEL. FE) AN —DREICRDAREMENDH 2
=, ZOEERBICHIG LRWAREELHY 7,

&%) D Operator = Unmanaged SRREICEE T 5 &, FENIVR—R Y

& LOHBEDN Y R— P RFAICAY E T, TR—MEET 2ICIE ]|
HIN/MEE% Managed IRKETHIRT 2BENHY T,

DIk

==
[=]

e Cluster Version Operator (CVO) DA —/X—5 4 K

spec.overrides /X5 X —4% —% CVO DFREICEMT S &, BEEHIFIVR—RV MIDWT
D CVO DEMEICH L TA—/NN—F4 RO—EZEMNTEET, JVR—RV MIDWVWT
spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TIL—
FATOv I3, CVODF—NN—F4 RABREINLEBICBEEEICT - MEFINFE
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

DI

==
[=]

CVODA—N—F5A4 RAEERETDE, VT RAY—2E DY R—MIhian
REICRYFT, YR—MEBGETZICIE. —/N—F 14 REHIRL =%
IC. RESN-BEEZBRIZIVENINHYET,
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BEE )Y —20O7DERTR
OpenShift CLI (oc) 8L UWeb IV YV —ILAEFERAL T, EIR, 77O XY M, LV Pod BED
BE)Y—20O75KRRTEET,
Pz -
Dy —2071F, HIRINAOVRTEEAIRETZ2T 74 MOKETY, OJDE
BBLIUVRRODI VAR TV R%5@IET BT, OpenShift Logging 24 Y A h—JL
THIENWEINET, OF VIV RAT AL, /—RIORATLQEEDY. 7Y
—ravavrr—o7v, LAV ISAMNTIFv—0O7 72 ED OpenShift
Container Platform 7 S R4 —H56DITARTOOVABFERAOOT A MNT7ICESTLE T,
RIC, Kibana4 V49 —7 x4 X 2fFRALTCAYT—49%T!)—L, ®RHEL. AHRILT
XF9, VY—RO7EE, OFVIHTORTFLAOATRANTICT VA LEH A,
5. VY —207 DXk~
OpenShift CLI (oc) & U Web AV Y —ILT, BNV Y —RADOOJ%ZRRTEET, OTDOREHMI D
mAmSNhBOY,
Gl s

® OpenShift CLI (oc) ND 7 7 R,

FNE (UI)
1. OpenShift Container Platform 3> Y —JL T Workloads —» Pods ICREIT 20\, £LIEAET
%)Y —2H5 Pod ILKEEIL T,
Pz
EIRRED—ED) Y —RICIE, BEFEIIT)—F3PodbHYFEFEA, D

EORIGEITIE., VY —RIZDWT Details R—Y T Logs ) V7 #HETEXFE
ER

2. RAOy T oo x—a—hoFOVc 7 bEREIRLET,
3. AEBT B Pod DERIZV )Yy I LET,
4, Logs =V ')y 7 LET,
FIE (CL)
o HEDPodDAJERRLET,
I $ oc logs -f <pod_name> -c <container_name>
ZIT UTDLYICRY XY,

-f
F7a v OJICEESRAFNTVWIRBIA>THATE I EA2BELE T,

<pod_name>
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/logging/#cluster-logging
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E5E Y Y —2007DFKRK

Pod D&RIZEEL X7,

<container_name>
A72av: AVFF—ORFMEBELE T, Pod ICEHOIAVTF—DH2HBE. IV T
T—REEETIHVENHYFT,

UTFICHlERLES,
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

A7 74IOARBENHEHAINZET,

e BEDYY—RDOJEKRRLET,
I $ oc logs <object_type>/<resource_name> ﬂ
Q@ /91 TBLURMEEELET.
UFICHZERLEYS,

I $ oc logs deployment/ruby

A7 74ILOARBNHAINZET,
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FE6EZEKIBANA A FH L=V SR —OT7DERK
AOF VI TORATALICIE, WEINOTT—YA5EERTELDDWeb AV Y —ILAEENTW
9., TR T, OpenShift Container Platform Tld, AI#R{LTE 2 LS ICKbana YV —IL AT 7O
1LE9d,
QY2754 —%2FRHALT. T—9 TCUTEERITTEXET,
® Discover ¥ 7aFRLTT—945WmE&EL., Z2BLZET,
e Visualize ¥ 72 FEALTT—9DIS575KRR~L. T—957v T LET,
e Dashboard 9 7#EBE L TCHARY LY v a2 R— REERHRL, TRLET,
Kibana 4 V¥ —7 24 ADFEREBLVREICDOVTIE. FETIRFEWVWEFEA. FEMICDWTIE, Kibana
RFraXvbh ZzsRLTKEIY,
pz o-1o)

EEOJIL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1 >~ X %
VAIREINF A, Kibana TEEOVZ2RRT 5ICIE. O78REAPI 2fEAL T,
EEOJD default EOAEFERT /1M TS5 VERETIVNENHY T,

6.1L.KIBANA A VT v I AINY—VDES

ATy YRR =, ARIET DUHEDH % Elasticsearch 1 VT v VR 5E&HLZE T, Kibana T
F—YBEMEL, ARILETDICE. A VT IRRI—VBERTDIREIDHY XT,

=S5

e Kibana TinfraB LW audit1 V75 v I A%RRT BICIE. 12— —ITIE cluster-admin O —
JU. cluster-reader O—JL, F/zId@MADOO—ILHABRETT, T 7 4L D kubeadmin 1—
HF—IZIE, TNODA VT Y IRERTTDEODBEPLAN—I v avrby £7,
default. kube- & & U openshift- 702 19 hTPod 8L UPAVARRTEBIHA. Inb
DAVTFYIRITIEATESIFTTY, UTOAYY REFERAL T REQOI—HY—H1HE
PRNR—I v avaE >TVWBENEINEHRTEZIENTEET,

I $ oc auth can-i get pods/log -n <project>

R

EEOJIEL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRAIREINFEH A, Kibana TEEOV%ZXRAT 5ICI1E. O JERE AP
HEALTCEEO/D default HA%AFERT /N1 TS5A VARET D2HELDH
L) i’a—o

® Elasticsearch R¥a XV ME. A1 VTV I RNY—VAEERTBREICA VYT Y I RETEIRE
PHYFET, CNIEEFNICETINI TN, FIRFLEEFRINLI T AY —TIEED DR
OO BEEEMELHY £9,
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6= KIBANA ZFHLAY7 A9 —OJDERR

FI7

Kibana TA VT v I RNY—VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )w Y
L. Logging #ZERL £ 7,

2. Management - Index Patterns — Create index pattern% 2 ') v 7 L TKibana 4 Y7 v 7 R
N =R LET,

o BIaA—H—(x, 7OV MOOJVAEMERT B7-HIT. Kibana ICFIHTAOT A V§ BERIC
AVTYYIDANY =V EFHTERT D2BENHYET, 2—F—Idapp &I ZFIDOA
VTY YRR =V EER L., @timestamp BfE 7 1 —)ILRAEFRLCaOVYFF—0O7%
KRS DUBENHY FT,

o THI—H—(FFTNZTN, KRNI Kibana IOV 1 VT BRI, @timestamp BE 7 1 —JL
FaEALTapp. infras&Paudits 7y I RICDVWTA VT Y I RN =V %ERK
TOIUENDHY T,

3.FRA VTV IR —Uh 5 KbanaDETY 2754 £—2 a3 > (Visualization) Z/ERK L £
ER
6.2.KIBANA 2B LI 5 R4 —0OJ DERT

KibanaWeb A VY —ILTY SR —DOT%EXRRLET, Kibana TTF—4¥%FXKRL. AHRLT D HE
[CDWTlE, ARETEHEWFE T A, FMIE. Kbana FFa XY b Z25BLTLEIWL,

=S5

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

e Kibana M VT v I RINY—UHNEET %,

e Kibana TinfraB LW auditf1 V75 v I A%RRT BICIE. T—H—ITI& cluster-admin O —
JU. cluster-reader O—JL, F/Id@MADOO—ILHABRETT, T 7 4L ~®D kubeadmin 1—
HF—IZIE, TRODA VT Y IRERTTDEODBEYLAN—Ivoarvrby £7,
default. kube- & & U openshift- 702 19 hTPod 8L UPAVARRTEXBIHA. Inb
DAVTFYIRTIEATESIFTTY, UTOAYY REFERAL T REQOI—H—H1HE
PRNR—I v avaFHE >TVWBENEIDNEHRTEZIENTEET,

I $ oc auth can-i get pods/log -n <project>

H A B

I yes

pa

EEOJIEL. 77 4L b TIEAER OpenShift Container Platform Elasticsearch 1
VA VRIREFEINFEH A, Kibana TEEOV%ZXRAT 5IC1E. O JERE AP
HEALTCEEO/O default HA%EFERT 21 T4 VARET 2HELDH
L) i’a—o
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FIE
Kibana TOVA2XRTRT DICIE. UTEEITLET,

1. OpenShift Container Platform 3> Y —JL . Application Launcher@ =0 )vy
L. Logging &R L 7,

2. OpenShift Container Platform 3>V Y —JLICA YA v 2OICFERT 21 D &R CRELIER
AERALTOJ14 Y LET,
Kibana 4 ¥4 —7 =4 AN ECEL £ T,

3. Kibana T Discover 22 ) w7 LZ ¥,

4. EEBOROY T I AZa =R LA VT v P R/RF—> (app. audit. F7i
infra) Z:ZIRL £ 7,
OJ5F—%13. 9A4LRAI VY TREDORF AV MNELTRRINET,

5, 94 LRIV TRHEDRFa2AVIMDIDEREALET,

6. JSSON4 7% w2 L., R¥axrybhoolsTovh)—5KRRLET,
fl6.1Kibana DA Y I7SA SV Fvy—aAJTITV M) —DH VT

"_index": "infra-000001",
ll_typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFiIOGUyOWMS3",

—_

_version": 1,
_score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"

}

"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace",
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

2
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
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"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.4222"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
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F7EOTVDOHNEDODY—RKNN—F 4 —AFXF VTV AT LANDERE

T7A4INBMT, OF VT2 X7 Ll ClusterLogging h R LYY —RICEEINDT 7 4L hDHER
Elasticsearch A A R FZICAVTF—BL VA VIS AMN SV Fv—OT5EELET, EL. BEE
OJIERERANTICEELEFRA, EF2T7RANL—VERBELAVEZDTYT, TOTFT 74 MRE
NEUEBITHBEICIE. VSRY—OT747—F—%5BRETI2LEIIHY FHA,

A7 Mo T7 ) 5—4—IFEET %I2IE. OpenShift Container Platform 2 5 X4 —0O49 7 #
D—45—%FRALET, COAPIAFRTZE, AVTFHF— AVISARNSVFr—BLUEEQY
EOSAY—RADEEDIY RRA Y MIEETEET, ISHIK, BRZI9M 700723 FIFEA
VATLIGEETEDS LD, IFIFRI—Y—DPZRTIhDIA SIITIERATEET, k.
Transport Layer Security (TLS) D% 7R— b Z2B#ICL T, BOZEHICEDLETCOTA2RLIEET S
ZEHETEXET,

R

EBXOT AT 7 4L MORWER Elasticsearch AY A N PISEETBICIE. BEEO /0Oy
A NTADERE THEEINTWEEDIIVZSRY—OT 747 —49—%FHALET,

A7 %NEBICERET 2BE. OV TR T LI Fluentd EX Y TEERFLIIEELT. BHOTS
AfJLEFERALTOVEXELET, ABAIT7I) S5 =9 —TT7ORINERET Z2LELHY
-3—0

BF

BULYSARY—THRETYTOAYVY RBLV ISR —OTI74+7—4—%FHTS
ZEETEZHA,

71. 070 — RK/IRN—F 4 — AT LANDERE

OpenShift Container Platform 7 2 24 —ORAADEFED T KR4 ¥ MOV &EEFET 5121,
ClusterLogForwarder h X% 1Y) Y —R (CR) THAOENRM T4 Vv DA»EDLEERELEFT. AN
HFEALT. BEOOV I MIEERIIONALZT Y r—23 002y RRA4 Y MIERET 2
ZEEHETEET, FB5EIE Kubernetes>— 7Ly NA TV ML > TIREINZE T,

output

EEITDHZOTT—HYDEE, FLIEATDREEELETT, HARUTOWThHIDY 1 FICHRY F
-3—0

e elasticsearch, #ZF Elasticsearch 1 ¥ 2% > X, elasticsearch H 1 Tl&., TLS #EfxsE
HATEZd,

o fluentdForward, Fluentd #H/R— Mg 2AEMOTEEY V2 —>a Yy, DX TP avik
Fluentd forward 70O b 2L %FEH L £, fluentForward H3ld TCP £ 714 TLS #ii %
FAHATE, Y—2L v Mlshared key 71 —IL REBELTHEF—DRIEEYR—KL
¥9, HEXF—DFRE. TLSOERICEARLCFERTEET,

e syslog. syslog RFC3164 F£7zi& RFC5424 7O M J)L &Y R— Mg 2450 JE5HY
)a—> 3, syslog HAlE. UDP, TCP, /X TLSEHKAFHATEET,

e cloudwatch.Amazon Web Services (AWS) BN RRA RN 2 E=Z4—Y v I/BL0O07A ML —
T —E X Tdh % Amazon CloudWatch,

e loki, Loki: KEAMICAT—F TV THREDOEWVILFTF Y NOTEEY AT L,
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F7E OTONBOY— KNR—F 4 —AX VT AT AANDERE

e kafka, Kafka 70—7—, kafka lE70id TCP £/ I3 TLS itz AT X7,

o default, PIER OpenShift Container Platform Elasticsearch 1 Y 249 VX, 77 4L hDH
NeBETD2REEHY FHA. default HEH%ZRET 5%, default 7113 Red Hat
OpenShift Logging Operator BICFHINZ /2D, TT7—XvE—IUMEEINET,

"L TS54 >

12007894 THho 1 DFLIFEROENDADEM LI —FT 1T, FiFEETZIOVE2EEREL
9, ATY4 FIRUTFTowWTFhnicikhY £9,

e application, 7 S RY—TR{TINZ, A1 VIZANSIFv—aAVTF+—T TV 5—
avERCI—Y—-—T ) 5=y avili>TERINBZOAYTF—0OY,

e infrastructure, openshift*. kube*., 7 (f default 7O =¥ M TETIN 3 Pod DO
VFFT—O78L&T I/ —RT7AINIRATLDORBINE Y v—F)LOY,

e audit/ — NEEE Y X7 A4, auditd. Kubernetes APl #+—/X—_ OpenShift AP| #r—/X—,
BLITOUNRY NT—ITERINDEEDY,

NAT54 v Tkeyvalue R7%2FEATZE, UMDY ROTAYE—JIZTIRIVEBINTE
F9, LEZE MMOT—9EU I —IlEmEINDZA v E—JIIIRLEBIMLEY., 94 TR
OISRV EMIFEYTEZIENTEET, ATV MIEBMINESRLEOT Ay
EHICEEINTT,

input

BEO7OV Y MIBEERITONZ 7TV r—>avnlaznN1 754 VIEELE T,
A TZ54TIE, inputRef RS A —4—%FRAL TERET 207491 F&. outputRef /85 X —

/y_

Secret

1_

EERLTCAY Z20mEd iGMeEHRLIT T,

H—ERBERL OB T —49 25T Key:Value ¥ v 7,

RORUSTTERL TSI,

ClusterLogForwarder CR A 72 =V NI FIET 2356 (1C. default BAODH B /814 TS5 4 VB
BRWRY., O7IE&T 7 4L K Elasticsearch 1 Y 249 Y RICEREI W FH A,

T7A4INNT, OF VY2 X7 AL ClusterLogging h 29 L)Y —RICEEINDZT 74
N DAER Elasticsearch A A R TZICAVTF—B LA VIS A NSV Fvy—OT%EELE
T L, BEEOVIIREBAMNTICEELEFHA, BEXFaT7HRIANL—UERMELAEVZD
TY9, COT 74N IEENERHEZR/ITHEICIE. OJVEREAPI 2RET H2HEEFHY FHE
Ao

Q794 TDONRA T34 Vv EEHELBRWEE, KERYAM 7OoOJE Oy F3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBET 2EDD, infrastructure ¥ 1
TONRA T4V %&BELRWEAR., infrastructure O KOy I FEd,

ClusterLogForwarder 1 2% L)V —R (CR) THAODEHDY 1 T FHAL. OV &EHD
ERZ7O0M IV EYR—bTE2H—N—ICEETEET,

MER OpenShift Container Platform Elasticsearch 1 Y 24 v 2 E, BEEOJDEFa 7R b
L—V%RELEFA, BEEOVEERET VAT LANEBS LOCBFORBRHICENL TS
Y, BEICEF2) T4 —DIREINTVWEI AR ZIEA/HRINTVWEYS, OF Y
THTORTLIEEINSDHFFICER L TWEHEA,
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UTofITld, BEEO Y %t 2 7A4ER Elasticsearch 41 Y AY Y RICEEZEL, 1 VT S5AKNS Y
Fy—AOJ A tx 17 THRUVWHAER Elasticsearch 1 Y RY YV RIC, P7FY 45— 3 vay % Katka 7
O—Ah—Il&EL., 7Y —>a>r0%7 % my-apps-logs 7O =2 b H 5 AER Elasticsearch 1 >~
AY U AICEELFT,

AOJEEORAENRS TSA VDY T

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: elasticsearch-secure 6
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch"
url: http:/elasticsearch.insecure.com:9200
- name: kafka-app 9
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
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F7EOTOABOY—RKNRN—F 1 —AOF VI AT LANDERE

- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

ClusterLogForwarder CR M &#iid instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
Y=Ly hEetEFaTRURL ZEAL7tE+F 2774 Elasticsearch HHDERE,

o HAN%EHY 2 EHI

o HHDH A 7:elasticsearch,

o EEEIAEZL. AWM URL & L TO Elasticsearch 41 YRY VY ADEF 172 URL &
J:U{‘/_ﬁ_ I\o

o TLSHEEDIY RRAY NTHERY—V LY b, ¥—7 L v M openshift-logging 7
AV MIFRETDIRENHY I,

JEt & 1 7 73 Elasticsearch HA DR E:
o HA%ET KA,
e HADH A 7 elasticsearch,

o EEEIAZL., AWM URL & L T Elasticsearch 41 Y 29 Y 2D+ 2 7 Tl
URL 8 L UV'R— K,

EFXF1TRURLZN LY 547 MEREE TLS BIE &M L 7 Kafka MO DERE
o HAO%ZEMY 2 HH.
o HAD% A 7 kafka,

o Kafka 7A—H—DURL BLVR— %, HEFZECEPLMET URL & LTHEEL X
-a—o

my-project namespace Mo 7 TN r—> 3 vOT % T4 IWI—F BDDANDERE,
BEENOJ % t¥ a1 7HRMER Elasticsearch 1 Y 29 Y RIEET B71DDIM 754 VDRE,
o NA T4V EHRAT AR
e inputRefs (3074 1 7T9 (fl: audit),
e outputRefs (ZFHAT 2 HADEARITY ., ZDHITIL elasticsearch-secure (dtzF 217
73 Elasticsearch 4 ¥ 24 ¥ R |CERiX X N, default (& AER Elasticsearch 4 ¥ 24 ¥ X lEx
EINFET,
o AT ar.OJIEBINT 2EHDINI,
A7 av EBEkIhizJSONO I T MY —% structured 7 1 —JL KD JSONF TV =¥ b

ELTEETEINE DN ERELET, OV M) —ICBWNRBELLINL ISONDEETNS
HEAHY T, T THWEEIE. OpenShift Logging I #iElb 7 « —JL REHIER L. KbY
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IKAJITVMNY—=%5FT 74 MDA VT v Y R app-00000x ([CEELF T,

7V a v XFy, OJIGENT 21 2FLIFEBDINIL, "true" R EDB|REIR. 7—ILE
ELTTRARL, XFIMEE LTEHBINDLDOICLET,

o

AVISANSIVFvy—OT%tF 217 THRWHAER Elasticsearch 1 Y RAY V AITEFET 570D
RATS54 VDHRE,

o

my-project 7O = 7 S NEB Elasticsearch 1 Y X9 Y AICOT A ZEET B72DD/INA TS 4
¥ DERTE,

=

o NA T4 VEHRAT AR
e inputRefs (345 E D A1 my-app-logs TY,
e outputRefs (3 default T9,
o FTTav:XFI, OJIEIT 21 DFIFEHRDO I NI,
@ TS VEFRWEARIKO T % Katka TO—D—ICRET2LDHD/M T51 Y DRE,
e inputRefs (07 % 14 7T (fl: application),
e outputRefs [ZFERAT HHAODEREITT,

o AT av.xFH, AVIEMNT 31 2FLIEFEHRDS NI,

NEBOTT7TY) T —4—HFEATERWGAED Fluentd d O 7 DNE

AEOXV IT7 ) F—5—DFEATEY, OV EZETIRVIGE, Fluentd &k L TO V% I&E
L. ThozRNy 77—IRkEFELES, O 77 )5 =9 —rFATREICRD &, Ny T77—3hO
JHEESE., OV DERENBRAINET, Ny 77 —DNRLRIC—MIZARS &, Fluentd (2O 7 DINE % =
1IE L9, OpenShift Container Platform (d0 7 Z0—7F7—Y 3> L. ENHZHIBRLE T, Ny
77— A X&RABLEY., KERY 2 —LEXK (PVC) & Fluentd 7—E >ty MF7(E Pod IZEM
LY BZEETEERHA,

7]‘ &R OFEEE ¥ —
ZTlE. — B ARF—91TE2RLET, HAYA TIEEMORRF—2HR—NT2EDEHY F
To HABBDRET 1 —ILICEFEHLNTVWET, IXRTOMERIEIAF T a v Ty, BET 25—
ZRELT, BEBRQEF2Y T4 —HBEZBAMIILEFT, F—PP—ILy b Y—ERT7HT VK,
R—MOFA—T Y, FFI/O—"L7O0FY—RERE, AROFTETRLEE LD ABEMEDH 21BN
BREEERL, HEFETIVNENHY £, OpenShift Logging &, FREEDHEAEHEBDAR—B =R
LEHA.

Transport Layer Security (TLS)

v—29 L v LT TLSURL( 'httpy//.. 7zl 'ssly//..) A ERT 5 &, HARMA TLS H—/N— @53
uEb\*ﬁ“ﬁhM ¥9, V=LY NEED, ROATav 74—l REERFELT. BIND TLS #
%E-Lj]‘h L/i-g—o

o tiscrt:(XF5) V547V MNIREEZSTV 7 71 V%, HERIEEZBMICLET, tis.key
NBETY,

o tls.key:(XFF) VSA TV NEBREDOY V2 RBT2-DOMBERESL T 7ML
%, tls.crt "UHETT,

e passphrase:(XF3) TV I—RNRINATLSHEREZTIA—RT5LDD/IRTL—
X, tls.key "LETT,
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e ca-bundle.crt:(3XF5) Y —N—FRERADHRAIY—CADT 71 IL%,
A—Y-—RELTRRT—F
e username:(XF5) A1 —F—%, NAT—K PR ETT,
e password:(XF35)) BREA/ART— K, A—HF—F "B ETT,

Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBARHIICEM X ZIFEMICL X T, LRWHEICIE. SASL
&, D sasl. F—AREINTWBBEICEBNICEMNICARY T,

e sasl.mechanisms:(E25)) BF I SN/ SASL X H=ZXLEZDY R b, RELTWEHNEDS
B, YRATLDTI7 A EDMEAINET,

e saslallow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXEFET DA AXL%EFHFA
LEd., T 74 bk false TY,

7. —20 Ly NOYERR

ROARY REFALT, BEAZEEF— T 7ML EZBCTA LI M) —IZo =Ly FEERTEF
-a_Q

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

_ P2
BRROEREBZ I, —ROLREZCITERLY—ILy beBBOLET,

7.2. OPENSHIFT LOGGING 5.1 CH/R— X hz007—9HAY14 7T

Red Hat OpenShift Logging 5.11&. BY7—4 %4 =4y hOJ AL V9 —IZEETDDICLLTOH
ho4F78L7TOrILERELET,

RedHat (&, UTORICEHINTVWEZThThOEAEDEETZAMNLET, 2ZL. ThboD7O
NIWERYADLYEREREOSY -7y hOJAL VY-l T—9 % EETE 2T T,

Hhovy14 7 Zakan A b CEMA

elasticsearch elasticsearch Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2
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Hhoy14~7

fluentdForward

kafka

syslog

pa 3

Jobkan

fluentd forward v1

kafka 0.1

RFC-3164. RFC-5424

7 A N CEH

fluentd 1.7.4

logstash 7.10.1

kafka 2.4.1

kafka 2.7.0

rsyslog-8.39.0

LRID/N—2 3~ Tld, syslog HAlE RFC-3164 TOHYR— M IhF Lz, |RED

syslog 71 TlE RFC-5424 DHR— M &8ML 9.

7.3.OPENSHIFTLOGGING 52 THR— XN 207 7—9HN91 7

Red Hat OpenShift Logging/N\—> 3> 52k, OJF7—4%%4%—4y hOJIaAL VY —ITEET 7
DICUUTOEANY A4 TELTO ML ERELET,

RedHat (3, UTORICEHINTVWE TN ThOEAEDEETZAMNLET, 2ZL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICOQTT—9 % EETE 2T T,

Hhoy14~7

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

syslog
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REST over HTTPS

elasticsearch

fluentd forward v1

REST over HTTP and HTTPS

kafka 0.1

RFC-3164, RFC-5424

7 A N CEH

Amazon CloudWatch ®IR17/3—
Tav

Elasticsearch 6.8.1
Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentd 1.7.4

logstash 7.10.1

OCP $ & U Grafana SRICTF
O4 Xz loki2.3.0

kafka 2.4.1

kafka 2.7.0

rsyslog-8.39.0
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7.4.OPENSHIFT LOGGING 5.3 CH/R— b I hzO/7—49HHN54 7

Red Hat OpenShift Logging 5.3 1&. O F—4% %4 —4 v hOJIAL I8 —ITEET BHICLLTD
HAOv4 FTsLo7oraLe=RELET,

RedHat (3, UTORICEHINTVWE TR ThOEAEDEETZAMLET, 2ZL. ThbD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.7.4
logstash 7.10.1
Loki REST over HTTP and HTTPS OCPIZ7 704 IM7z Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

7.5.OPENSHIFT LOGGING 5.4 TH/R—bhIXhzO/07—9HHN54 7

Red Hat OpenShift Logging 5.4 l&, BY7—4%4—4y ATV AL VY —IZEETBDICLLTD
HAOv4 FTsLo7OraLERELET,

RedHat (&, UTORICEHINTVE TR ThOEAEDEETZAMNLET, 2EL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhos 147 Zokan 7 A M TR
Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.5
logstash 7.10.1
Loki REST over HTTP and HTTPS OCPIZ7 704 I7z Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0
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7.6.OPENSHIFTLOGGING 5.5 TH/R— b I ha007—9HEAY1 7T

Red Hat OpenShift Logging 5.5 &, A F—4% %4 —4 v hOJT ALV —ITEET BHICLLTD
HAOv4 FTsLo7oraLe=RELET,

RedHat (3, UTORICEHINTVWE TR ThOEAEDEETZAMLET, 2ZL. ThbD7O
NIWERYADLYEREREOSY -7y hOJAL VY —ICATT—9 % EETE 2T T,

Hhos 147 Zokan 7 A hCHEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch MIR47/3—
Jav

elasticsearch elasticsearch Elasticsearch 7.10.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki REST over HTTP and HTTPS OCP LT 7H4 I Nz Loki25.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.7.OPENSHIFT LOGGING 5.6 THR— I hhaO07—9HAY1 T

Red Hat OpenShift Logging 5.6 l&. BY7—4%4—4y AT AL V9 —IZEEFETBDICLLTD
HAOv4 FTsLo7OraLERELET,

RedHat (&, UTORICEHINTVE TR ThOEAEDEETZAMNLET, 2EL. Thbo07O
NIWERYADLYEREREOSY -7y hOJAL VY —ICAQTT—9 % EXETET2IETTY,

Hhos1 7 Zaokan T A M CiEA

Amazon CloudWatch REST over HTTPS Amazon CloudWatch ®IR17/3—
av

elasticsearch elasticsearch Elasticsearch 6.8.23

Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki REST over HTTP and HTTPS OCP IZF7H4 I N7 Loki25.0
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Hhos 147 Zobkan 7 A N CEH
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

BF

Fluentd I&. 5.6.2 ®B¥R T Elasticsearch8 #H7/R— K L TWEH A, Vectorid, 5.7.0
& Y HIOD fluentd/logstash/rsyslog Z#HR— bk L TWEH A,

7.8. A& ELASTICSEARCH 1 Y 24 ¥ ZAAD O T DiEfF

4 7> 3 T, WE OpenShift Container Platform Elasticsearch 1 ¥ X4 ¥ ZITMA T, FEZDR
HY ICHEB Elasticsearch 1 Y RF VROV ZERETEFE T, AEO T 7T ) 4 —% —% OpenShift
Container Platform ™o 0/ 7 —49 % ZET 2L D ICRET D2HENHY X T,

ANER Elasticsearch 41 Y 29 Y AANDOJEEEZRET BICIE. TDAVRI VY ZAANOEAB L CHEA
%{FHEY %/31 754 > T ClusterLogForwarder 1 X4 1!) Y —2R (CR) #/ERXT Z2RENHY F
¥, HEB Elasticsearch HATI&, HTTP(ZF 2 7 TRW) F/LIE HTTPS(F 2 774 HTTP) i %
ATXZY,

¥R Elasticsearch 1 > A4 > A & NER Elasticsearch 1 Y R Y Y ZAOWMAICAT #5% T 2121, B
BLUHAELA VY RAI VY AANDIRA T4V, LV defaut EOAEFERALTAOTERNEA VR Y U RIUC
BETEINA T4V EERLET, default HA%ZERTE2HEILHY FHA, default HOERET
%3154, default £711& Red Hat OpenShift Logging Operator BICFHI N7, T5—XvE—Y
NEEINET,

R

0 7 % HER OpenShift Container Platform Elasticsearch 1 Y A4 V' X M |IZERET B b
ENH B155 L. ClusterLogForwarder CR #/EX T 2 X ElEH Y FH A,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOLX
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7YV N2 E&HT 2 YAML 7 7 M L EERREIERELF T,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: elasticsearch-insecure 6

type: "elasticsearch" ﬂ
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154

0009

o 9

(o

o

url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure

type: "elasticsearch"

url: https://elasticsearch.secure.com:9200 G

secret:

name: es-secret ﬂ

pipelines:
- name: application-logs 6

inputRefs:

- application

- audit

outputRefs:

- elasticsearch-secure @

- default ()

parse: json @
labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR D £l instance THE2UENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZEEL T,

elasticsearch ¥ 1 7%#1EEL £ 7.

M ER Elasticsearch 1 Y AY VY AD URL BLVHR— &AM URL E LTIBEL Z
T, http (EF 27 THRW) 7O MILE I https (EF 2 7R HTTP) 7O NIV AEMH
TEFd, CIDR7/F7T—YavaERT3I7SRA9—2KD7TAF Y —DEICA ST
W3iHEa., HAOEIP7 RLATIEARLS Y —/I"—LZF/IZFQDN THEZHELHY T,

EXaT7aEETIE. Y—2Ly b ZHBEL T, 5R6ET 5 https /<& http URL Z15E
TEEY,

https EFBEFH OB EICIE. TLSBEDOIY RRA Y MIRERY—J Ly NORZFIZIEE
LE¥Fd. ¥—7 L v Mid openshift-logging 7O = MMIFEEL. tls.crt. tls.key & &
U ca-bundle.crt DF —AEENZ2RELNHYET, Ihbid. ThENDNKRTIARES
SRLET., ThUADHZEIE. hitp 8LV https FHEFHOHZEIF, 1 —HF—FKE/ R
T—RZBUY—7JL vy MEIEETEEY, #FH#MlE. Example: Setting secret that
contains a username and password.Z S8 L T XL,

FTFoav N4 TS4VvDEFERRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EEET ZRICERT2ENOZRIZBELFT,
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=

Z 7 a0 %KNER Elasticsearch 41 Y R4 ¥ RITEET 37012 default B A EIEE
L/i-a—o

@ F7Fav EElbkIniJSONOT Ty M) —% structured 7 4 —JL KD JSON 7+ 7
IV PMELTEHEETINEINEIRELET, OV N —ICEMAESEEINL
JSONDEFNBIMENHY EXT, 5 THRWEEIE OpenShift Logging & #iE1kb
74 —I)LREHIRL, KDYICOTIZVN)—%2FT 74 bDA VT v o R app-00000x
IKEELET,

A7 a v XFH, OJIEMY 51 DFFERDI NI,

=

T avHR—MNINBIA TOMOHAEO ST V) S =9 — LAV EHEET D LD
ICERBOHENZRELE Y,

o NATS4V%RBT 2HR.

e inputRefs (&, TD/NA TS VAFERLTEXT 207914 T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODERITT,

o AT aviXFI, OTIENT 51 DFLBFERDINI,

2.CRATVxU MaFRLE Y,

I $ oc create -f <file-name>.yaml

Bl: 1—H—BENRRT—FEZELI—I Ly bDK

A—H—RZENRRAT—RZELY—V Ly M&FERL T, AE8 Elasticsearch 1 Y A9 Y AADtEF 2
TIRERESRIITEET,

fe& 2, Y— R/X—F 4 —H' Elasticsearch 1 Y R4V 2 %#BE$ 57, ¥HE TLS (mTLS) ¥—*%
FHETERWGEIC, HTTP EAIEHTTPS 2B L CA—H—RENRAT—REELY—I L v b %
BETETFT,

1. AT DBID & S 7% Secret YAML 7 7 4 )L {E L ¥ 9, username & &£ U password 7 1 —
JVRICbase64 TTYOA—RINEAEFERALET, >—2VL vy N9A4 FIET 74 M THRE
EHT\‘-a—O

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:

username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

2. 9_9 l/ v I\%{/Eﬁibi-a—o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hDERIEIEEL X T,

I kind: ClusterLogForwarder

155



OpenShift Container Platform 4.9 OX > &/

metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

' ¥
_ url 7 4 —JL ROMETIL, $EBEFEIE http £ 7213 https IC2Y X7,

4. CRATIV U bafFRLE Y,

I $ oc create -f <file-name>.yaml

79.FLUENTD &2 7O N JJ)LAFER L0 7 DEsE

Fluentd forward 7O h I EFR L T, T 7 4L KD Elasticsearch O X M 7DRDY, FilEZh
IKMATTORIANEZFAND LD ICREINAABOI/ 7Y S—4—ICOJDIE—%ZEEFETE
9., AEOT 7T 5 —4—% OpenShift Container Platform WSO 7 %% {ET DL D IEKRET 20
ERrHYFET,

forward 7O ML AFERA L TOJEEEFZRET ICIE. Fluentd H—/"—IIF T 212U ELOHEIS
SUVENSOHANEFERT 5/814 TS5 4 >~ &I ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEJ. Fluentd DEAIE TCP(EF a7 TRW) FALIE TLS(EF 2 7R TCP) EfRzFHTEXZ 7,

pa

Froldk, RETY TAEFERALCEE JOM IV AFEALTCOAEET R EETEE
T, 722 L. TDAEIE OpenShift Container Platform TIZIEHE L LY, 5D )
) —ZTRYBRINET,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINAZOL
VY —=IN—DRETT,

¥
1. ClusterLogForwarder CRA 7 =V N2 E&HT 2 YAML 7 7 M L EERREIEHREL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

outputs:

- name: fluentd-server-secure 6
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00 09

F7EOTOABOY—RKNRN—F 1 —AOF VI AT LANDERE

type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default )

parse: json m
labels:
clusterld: "C1234" @
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR M ##ilZ instance THZ2NELHY 7,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNHY X7,
HAODERIZEEL T,

fluentdForward ¥ 1 7%18E L £ 7,

ANEB Fluentd 1 Y 249 Y AD URL BL VP R— M EBRAHMES URL & LTIEEL XY, tep
(EF¥a7ThRW) FObILFEUs (EF2T7RTCP) 7OMILEFHTEET,
CDR7/7—>avaEAT 2075 R9—2EK07OFxF > —NEMDIR > TWVWBIFEA,
HAFIP 7 RLATIEARSY—N—ZF/IZFQDN THEIHELHY T,

tls A AFER T 25HBE. TLSBEDIY KRS Y MIBELAY—I Ly NOARTAIE
ETI2HEINHYET, ¥—7 L v M openshift-logging 70> =7 MIEE

L. tls.crt. tls.kkey & & U ca-bundle.crt DF —HEFFNZ2MEBEENHY ET., bl
TNENDAKRTIAZT 2SR LI T, ThLUADHZEIE, http & & U https EEEFHDIFE
&, I—HY—RENRRTV—REELY—V Ly MEIBETEZET, FHMIE. Example:
Setting secret that contains a username and password. =& L T 72X W,

FTFoav A TSA4AVDEFERRELET,

NA TS24V %FERLTERET 207 % 1 7 (application. infrastructure = 7 (% audit)
HEEELET,

CDNRATZ4 TRV EEET SRICERTIENOZRIZBELFT,

Z 73O % KNER Elasticsearch 41 Y R4 ¥ R ICERET 5701 default B A% IEE
L/i_a—o
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m AT a v #EEINhi JSONOYITY b1 —% structured 7 4 —JL KD JSON % 7
ST RELTEETENEINAEELES., OFTY N —ICEDAEE LI N
@ F 7Y ayv:XFEy, OJIENYT 312X IRERDSNIL,

@ F7av B R—NINZI9A TOMONRO T T I ) F—9—IcO T 28E%ET 5 LD
ICEBOENEBRELET,

o NATS4 U %RBT 2HR.

e inputRefs (&, TD/NA TSV AFERLTEXETZ0789 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT av:XFI, OTIENY 51 DFLBFERDINI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

7.9.1. Logstash 7" fluentd B 57— 4% B Y AL HDF / WEEDOEMIL

Logstash A" fluentd M5O 77 —4 2B YIALICIE, LogstashfRE 7 71 IV TH / WEBEZBMICT
ZRENHYET,

FIR

B

® | ogstash 3%%E 7 7 1 /L C. nanosecond_precision % true ICEXE L £,

Logstash&E 7 7 1 L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

7.10.SYSLOG 7O MO )L &ERA L7007 DER%E

syslog RFC3164 £7z1& RFC5424 7O )L AFEA LT, 77 #JL b D Elasticsearch A7 X k7 D
HY, FAEAEFEZINIKMATTAONILEZFANS LD ICEREISNWAABOI 7Y S—45—IlOTD
JE—%Z&FEETEEXT, syslog—/"—R &, AEO T T ) 5 —% —% OpenShift Container
Platform "5 AV %#ZET D LD ICKRET Z2HEHIHY 7,

syslog 7O NI AFRALTOJEEERET BITIE, syslog —N— (I T2 1 DULEOHEDE LT

TNSDHEANEFERT %/31 54 > &HIT ClusterLogForwarder 1 2 49 1s') —Z (CR) Z4ER L &
¥, syslog HAITI&, UDP, TCP., F/WEXTLSERAFATEZT,

p= T
Frold, REYY TEFEAL TsyslogRFC3164 7O NI AFRLTCAV %85%T %

ZEETEZET, L. TDAEIE OpenShift Container Platform T3 FEHELRR & 42
Y, SHDOY ) —ZATRYBRIMNET,
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F7E OTONBOY— KNR—F 4 —AX VT AT AANDERE

=55

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7V hN2E&HET 2 YAML 7 7 M L EEREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east

- default ()

parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
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160

® 90 009 9 QD000

o o

- default
labels:
syslog: "west"

ClusterLogForwarder CR D &#iid instance THZMELAHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNH Y X7,
HAODERIZIEELX T,

syslog ¥ 1 7%5EEL T,

F7aV: UTI—EBERRIINTWS syslog /N XA —F—%EELET,

N&Bsyslog A VRAYVZADURL BLPR—MEEELF T, udp (EF 27 TRL), tcp
(EF¥a7TchRW) ZFObaL, FhiEts(EFa2 7R TCP) 7O NIV AEFRATEET,
CDR7/T7—2avaERT2I IR 240 7O0F Y —AEBMICA>TWDBIFE.
HAFIP7 RLURATRALKY—N—ZF/IZFQDN THEIUHENHY £7,

tls A AFER T 25HBE. TLSBEDIY KRS Y MIBELAY—I Ly NOARIAIE
ETI2HELNHYET, ¥—7 L v M openshift-logging 70> =7 MIEE

L. tls.crt. tls.key & & U ca-bundle.crt DF —HEFEFNZ2MEBEENHY ET., bl
TNENDAKRTIARETLZSRLIT,

FToav: R4 T4V DERIERELE T,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

ZDNRATZ4 TRV EEET SRICERT2ENOZRIZBELFT,

F 73 07 & RE Elasticsearch 4 Y R4 ¥ AIERET 7= default H % EE
Lji-a—o

T avBEbLIh/ZJSONOSY Ty M) —% structured 7 1+ —JLU KD JSON # 7
VIV MELTEETINEDIETELET, OV Y M) —ICEWAEELINE
JSON B EFN2RENHY XT, €5 TRWEEIE, OpenShift Logging (& BiEl

74 —ILREHIRL, KRDYICOTITVN)—%2FT 74 MDA VT v o X app-00000x
ICEELFET,

T av:XFy, ATICENT 212X IEERDS NIV, "true" 2 E DB BIEIE.
T—IMEE LTTIEAL, XFIMEE LTREHEINDLDICLET,

7o avYR—MNINBIA TOMOHAEO T T V) S =9 —ICATEGEET D LD
ICEHDOHNZRELE T,

o NATS4V%RBT AR

e inputRefs (. TD/NA TS VAFERLTEETZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODEREITT,

o AT av.xXxFH, AVIEMT 31 2FLIEEHRDS NI,

2. CRATV U MaFRLE Y,



B7E OATONBOY— RNR—F 4 —OF VT RT ANDERE
I $ oc create -f <file-name>.yaml

7000 Ay E—YHAANOOTY —RIEFRDIEMN

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% L)Y —X (CR) ICEBINT 52 &
T. namespace_name. pod_name. & & U container name EXR%ZL 11— KD Xvt—Y 74—
IWRIGEMTEZY,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

’ E
Y ZDF&EIF. RFC3164 & RFC5424 DEA E E#|MELH Y 7,

AddLogSource Z [ L AW GE D syslog X v 22— HADHI

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v z— I H DAl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

7.10.2.syslog /X T X —4 —

syslog HAICIE, UTFEFRETETET, M. syslog ® RFC3164 F/ld RFC5424 RFC #5HR L T
I,

e facility:syslog 7 7 1) 714 —, fBICIF 10 ERDEHF /I AXFENXFEXF LAWF—
77— REZFERATEET,

o H—XRIAvE—TDHE. 0 £7/21F kern
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o A—H—LNLDAYvE—IDIFE, 1F/ld user, 77 4L KTT,
o0 A=Y AT LDIHZE, 2 /L mail

o VAFLT—EVDIHA. 3 7213 daemon

o E¥xal) T4 —/REEAYE—VDIFE. 4 £/1F auth

o syslogd ICL > THEBICERI NS X v 22— DIHFHE. 5 /I syslog
0O SAVIYVI—HB TV AT LDIFE, 6 /L Ipr

o XYy MNT—Tnews TV RTFLDIFE., 7 £/=13 news

o UUCPH 7Y RFLDIEA. 8 £7-I1d uucp

o /Ov Y T—EVDIHFE. 9F7Ild cron

o EFXal) T4 —FEEAYE—YDHE. 10 £/ IF authpriv

o FIPF—EVDBAE. 11 £/t ftp

o NTPH 7Y RFLDEA., 12 £/ ntp

o syslog EEOJ DIFE. 13 £/ I(E security

o syslog 77— bOJDHFAE. 14 £7213 console

o R Ta—Y)UITF—EVDHE. 15 /=L solaris-cron

o O—ANIERAINS facility DIFHE. 16-23 7| local0 - local7

e A7 3 v:payloadKey:syslog X v E—2DRA O— K& LTEATZLI—RK714—IL K,

R

payloadKey /X5 X —4% —%EET D &, MD/NT A —4 —H syslog ICEREX
ngad Y x7d,

o rfcisyslog &AL TCAOJAEET27OICERINS RFC, 77 4L MME RFC5424 T9,

® severity: 3A{S syslog L O— RICEREI NS syslog DERE, EICIE 10 EROEMFE 2 IEAX
FENMFEXF LAWF—T—RZFRATETET,

o YRATFTLMNMEAARTRTHDIEERT Ay E—IDIFE,. 0F/<id Emergency

o BIEFICT V> avaEERTTIMENHZIEERT Ay E—JDHFE, 1 £(1E Alert
o BARABREATRT A v E—IDIFE, 2 £/ Critical

o IS—DREETT Ay E—IYDIHAE. 3 £7IE Error

o BEREBATRTAvE—YDHEEIE. 4 £/ Warning

o ERTHINEZRKREEZRT Ay E—IDHFEIK. 5 F/Iid Notice

o [FHRERMIDZIA Yy E—TDIFEIIE. 6 £7/-1F Informational
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B7EOTOABOY — FNR—FT 14 —OF VT2 AT AANDERE
o TNYITLRIDAYE—V%TREBTEIAYvE—TDIHE, 7 F72id Debug, 77 #J)L b
T9,
e tag: ¥ JId. syslog Ay tE—YTHJELTEATSZLI—FT71—ILFZEBELET,

o trimPrefix: IEEIN/EEHEZY VO LHIKRLET,

7.10.3. 3B1®MD RFC5424 syslog /X5 X —4 —
LLTFDINS A —4 —|E RFC5424 |ICERXINE T,

® appName:APP-NAME &, OV %FEELALT TV r—>ava@EHpd27 ) —TF A MNDXF
FITY, RFC5424 ICxf L TIRET 2MENHY X T,

® msglD:MSGID &, Ay tE—2Dy4 TaHANT27 ) —FTFXNXFITY, RFC5424 IZxd
LTIBETZ2HEIHY ZET,

® procID:PROCID IZ7 Y —FF XA MXFITY, ENEEINDIHEIE. syslog L AR— ~ DA
LTWaZ&%RLEY, RFC5424 ICR L TIBET 2MENHY £T,

7.1. 07 D AMAZON CLOUDWATCH ~D#53%

Amazon Web Services (AWS) BN RRA N B E=Z4—) v /BLVTOTRAMNL—PH—ERTHD
Amazon CloudWatch ICAJ 28X TEE T, T 7420 hDOFX VTP AT LADNEIET B Elasticsearch
OJXMNZICMAT, FEEC0OOZANT7ORHYIZ CloudWatch IOV %X TEE T,

CloudWatch ~D O JERE AR ET 5 ICIk. CloudWatch DD B L VOCH N A FERT 2/84 514 VT
ClusterLogForwarder 1 X% L)Y —Z (CR) 2EK T 2 HELIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —JL K% {EF 9 % Secret YAML
774V EER L. base64 TTY OA— RINK AWSFRAEBEREZIBEL X T, LTICHZSRL
x7,

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRESONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly bEERLET, LTICHZRLET,
I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CRA 72 ¥V N &EHT 2 YAML 7 7 A VA ER F /I3 mEL T,
D774, =Ly hOERIZHEELE T, UTICHAlZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
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164

0009

O 9909 9

metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:

outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 9
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret 6
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

~ew P

ClusterLogForwarder CR D &#iid instance THZMELAHY F T,

ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,

HAODERIZIEELX T,

cloudwatch ¥ 1 7%#i8E L £ 7,

F7varv. 007V —TIbdB2HEEEBELET,

e logType ld. O %4 7Oy I —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L
F9, el 1 VISANIVFv—BLUEBEEOJVAOERMOOY JIL—TEEK
L/ i’a—o

e namespaceUUID (Z. 7 7))/ — 3 namespace UUID Z &L WA sy —7
ZERLET, £l AVISAMNIIFy—BLCEERTAHOEANDOO T JIL—
TEERLET,

FFoar:adII—TOEEICEEZFNST 7 4 J)L h® infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —T a3 vaisELET,
AWS SREFIBE#HRNMI S EFNDY—I Ly NOEZRIZIBELE T,
FTTvav: A TSAVDEREEEELET,

NA TS24V %FERLTEXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,

ZDNRATZ4 TRV EGEET SRICHERT2ENOZRIZBELFT,



F7EOTOABOY—RKNRN—F 1 —AOF VI AT LANDERE

4. CRAZ7V VU MR LET,

I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder Df#fH

Z Z T4, ClusterLogForwarder H X% 1Y) Y —2Z (CR) D> FJL &, Amazon CloudWatch (ZH 73
50T —9NKRRINZET,

mycluster & L\ D ZF]D OpenShift Container Platform 7 5 24 —%EfTLTW5 & L F 9, ULTFD3
TV RIE. U5 A4 —0 infrastructureName iR L £ 9, ZHid, £ Taws IY Y NDOERRICFERL
EJC N

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZDFDOATT—FEEKT BICIE. app &L\ D BARID namespace T busybox pod ZE{T L &
9, busyboxpodid, 3T EITstdout ICA Y E—VAEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod A’Z17X % app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder h X% LYY —RZX (CR) T, AV I7SAMSIFv—, BEE. 8L F7TY
H—ravayd 94 7% all-logs /N TS5A VADAAELTHRELET, T/ 2ORM TSV
% cow HOICHER L. us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
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- application
outputRefs:
- CcW

CloudWatch @& Y —Y 3 VIl 3D2DLRILDA Tz MBEFEFNFET,

o OJJIN—7
o OJRAKNY—LA

B OJ4RV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 320074941 7T
Amazon Cloudwatch I3 20AT VIV —TH#ER L F T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£ 7N —FIFa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baece761911a9ef.log"

FOTZARN)—=LIZIEATARY A EFENFT T, busyboxPod S5O TA RNV M ERRT BIC

(=N

166

application O /) —7Hh 607 AN —LEBELET,

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{
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"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":

{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35

4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683be44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\" \"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\"\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viag_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Fl: Q7 IIN—TE2DEBHEDHRAY<TA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |+ demo-group-
prefix DL D ICEBDXFINBEEIMADZIENTEET, COEFEEMASIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EEF 4 B XM F T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B EICOT IV —TDw4

PSR —NDT T4 — 32 namespace &I, BRI T ) r— 3~ namespace &% & IC
9% CloudWatch ICAY VIV —T5ERTEET,

7Y — 3D namespace 7 7V Y M EHIBR LT, BCEABIOHFLWA TV NEERT 2
BEITIE, CloudWatch IR LDV VI —FAERA LGEITE T,

HEICZMARLT7 Y r—> 3> namespace 7 7V 7 MBI CFEDIHZEICIE. ZDHITER
BINTWEAEEFERALET, ThUAT, ERIN200 X v —Y2BEICRNT 2RELNH S
HBalE. 4 YIZ Naming log groups for application namespace UUIDs D27 > 3 V&SR L T X
LY,
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7)) r—> 3 namespace BEEICLAEZARIZEBELTCTZ ) r—2a vl I —T%ERT %
ICI&. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName ICERET 2 &, 7 XU r—2a vl —TOHDHEEZITET,
ZhiE. audit & £ infrastructure DO T IIL—FITIIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZEO VT VI —TEDREILRRIINET, 7TV 45— 3
~ namespace (app) 1 D TH 572, LLTDH AL mycluster-7977k.application Tld7R <, FHL W
mycluster-7977k.app O 7 7 )L — 7% RLTWET,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDFIDY S A —ITEBDT T — 3 namespace B EEF N BIHEICIE. HFITIE namespace
TEILEBOO T IIN—THRRINETS,

groupBy 7 4 —JLRIE, 77U —2av0J0 00 —7FRFRELET, Ihid audit LV
infrastructure DO 7 7L —FICIIHELFH A,

Bl: 7 7Y Hr— 3> namespaceUUID &2 & icOV IV —T D@4

VS A —HNDOT T) r— 3~ namespace ZTEIC, ZEINT 7Y r— 3~ namespace D UUID %
£ &129 % CloudWatch ICA Y VI —TAERTE XS,

7TV r— 3D namespace 7 7V Y MEBIBRLTHFROO T TV —T%ERT 235514,
CloudWatch T LWOJ VIL—T%#ER L E T,

HEICZMARRLDT7 Y r—>3 Y namespace 7 7V 7 M 3| ECFEDHZEICIE. ZDHIT
AN TWBAHEEFERALE T, ThUADBEICIE. FIEDAI: Naming log groups for application
namespace name D7 > a v ASRL T LIV,

77— 3 namespaceUUID 2 IOV ITY M) —IC&RIZ T TSI
l&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{E% namespaceUUID [ZFZE L 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&. namespace UUID A& OV I —TE2DREICKRRTINE T, 7)o —
< 3 ¥ namespace (app) ' 1 D TH %728, LT DH L mycluster-7977k.application Tl <, #
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ V)L — %A RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy 7 4 —J)LRI&, 77U =23 v00 00 —FRIFIRELET, Ihif audit LV
infrastructure DO 7 7L —FICIIHELEH A,
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7.12. O @ LOKI ~DExi%E

RERD T 7 + JL b OpenShift Container Platform Elasticsearch 1 Y A4 » RICMA T, FiIFZDRb
YICHERD Loki OF VY IV AT AICOT 5BETEE T,

Loki NDOVERE%RET B ICIE. Loki DHEAE, HOEFERT B/ T4V T
ClusterLogForwarder 1 X% L)Y —R (CR) 2 {EX T 2ENHY F T, Loki~DOHAIE HTTP (&
Fa1T7TRW) EFLIEHTTPS (EF a2 7AHTTP) ERA2FEHATEET,

AR

e CROuUrl 74—JLRTIEETSBURL CTLokiOF VIV RATFLNEITINTWVWEIRELNH S,

FIR

1. ClusterLogForwarder CRA 7V h2E&HT 2 YAML 7 7 M L EERREIEREL F 7.

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: loki-insecure 6
type: "loki" @)
url: http://loki.insecure.com:3100 @)
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- loki-secure
loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo @

ClusterLogForwarder CR M &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZIEELX T,

54 7% loki & LTIHRELF T,

0009

Loki VAT LD URL BLUVR— M EaBWAMT URL E LTIEELE Y, http (EF¥ 27
TRW F7OMINFELIE https (EF2 7R HTTP) 7O MLV EFHRETEZE Y, CIDR7
JTF—=2avEFRTZ IR —2EA0OTOF T —HIEMICAR>TWBIGE, HAOWEIP
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7 RLULRATRRLY—N—ZF/IEFODN THEI2RENHY X,

@ EX1TREHETIE. Y—ILy b 2EEL T, R5ET % hitps £7213 http URL 238E
TX%9,

https EFBEFH OB EICIE. TLSBEDOIY RRA Y MIBERY—J Ly NORZFIEIEE
LEFd. ¥—7 L v M openshift-logging 7O =7 MMIFEFEL. tls.crt. tls.key & &£
U ca-bundle.crt DF—AEFXZNZ2RELNHY ET, Ihbdid. ThENDNKRTIARE%
SRLET., ThUADEHEEIE. hitp 8LV https FHEFHOHZEIF, 1 —H—FKE/ R
T—RZBUY—7J Ly MEIEETE XY, #FHMlE. Example: Setting secret that
contains a username and password.Z S8 L T X W,

FTFoav A TS4AVDEFERRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EEET SRICERTIENOZRIZBELFT,

FF2av A9T7—9F%—T71—JLR%EIHBEL T, Loki ® TenantlD 7 1 —JL KDIE%
EWLET, & 2L tenantKey: kubernetes.namespace_name %#:XE9 % &,
Kubernetes namespace D&% Loki DT+ M IDDEE LTHERALZFT, fiICEDO
JLOA—R74—ILRZEBETEH0%MHRT 2IC1E. LT D Additional resources &2
2 av®dLogRecordFields ) 7 &SR LTI,

00 00

T3V TIFIRDLoki TNIVEBEME DA T—9 71— RF—D—E%F
ELFET, loki ZNILFIE, EFHRKIR [a-2zA-Z_:][a-2zA-Z20-9 :* & —HTH2HELHY F
o TINIVAEHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFT, &
& ZIE, kubernetes.labels.foo meta-data & —I& Loki X)L kubernetes_labels_foo
Y 9, labelKeys #ZE LA WE, T 7 4L MBI [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THEEABRRINILOY A ZEBUCHIRNH 2D, INILDEY ME/hILLLE

9, Configuring Loki, limits_config ZZB LTI W, JT)—TJ 15 —%FEAL
T. B7L3—R74 =)L RIZEDVWTIITY —%2ETTEET,

S

pa )

Loki TIEAJTRA MY —LEELL YA LRIV TTIEF LT 2RENH 7
&. labelKeys ICI&357E L 7 < TH kubernetes_host SN)Ltzv MO BICE X
nEd, COIRILEY MEFNZIET, EAMN)—LNTDDERRAMDS
REINDZOT, KA DI OY VEDORENRETY A LAY Y TOIREHE
nNREWESILRYET,

22.CRATVzV MEHEHRLET,

I $ oc create -f <file-name>.yaml

7.121."entryoutoforder" TS —D STV a—F 4T
Fluentd L — MHIBRZBA DA AOKEWA v =Y T OV V% Loki AFXF VI AT LICERET %

maIclE. Lokild "entryoutoforder" DTS —%Z4%MLET., COFBEZIEET BICIE. Loki H—
IN—ERTETZ 7 1)L lokiyaml DWW DO DEEEH LT,
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R

loki.yaml |&, Grafana "R X b ¥ % Loki TIHFERATEEFHA. TDMEY 7L,
Grafana MR A M3 3 Loki —/NA—ICIXBEAINE A,

=S

e Cluster Log Forwarder h X% L")V —Ri&, O % Loki ICERiET B LD ICEREINTWVE
ER

o VAT ALIF. ROLSHL2MBAEBZADAvE—D7OY V% Loki ICEELET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

e oclogs -c fluentd & A719 % &, OpenShift Logging 7 5 X4 —® Fluentd A7 ITRD Xy
TE—IDNRTEINZT,

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:

code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o |okitt—NR—TO/%zMA< &, RO &L D% entry out of order X v E—IY NRRINFE T,

s\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18
06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

FIg
1. Loki Y —/N— loki.yaml B8 E 7 7 1 ILDRD T 1 —)L K%, TZICRIETEHRLET,
® grpc_server_max_recv_msg_size: 8388608
e chunk_target_size: 8388608
® ingestion_rate_mb: 8
® ingestion_burst_size_mb: 16

2. loki.yaml DZ&E % Loki % —/\—(CEA L £ 7,
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loki.yaml 7 7 1 JLDH

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16
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chunk_store_config:
max_look_back_period: Os

table_manager:
retention_deletes_enabled: false
retention_period: 0s

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http://localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

BaEE R

o Loki DEEE

B EtE
e OJLId—KD7414—IL R,

o |okity—N—DEE

713. BEOOV I ML DOT7 ) r—a Ay ek

PSR —OAT 7475 —%FRALT. AMOTT7IVS5—9—IC. BEOTOV I BT
F—2ava/7OaE—%F#ETEET, Thidk, 77 4J)L bOD Elasticsearch A7 Z 7 DHRH Y

IS, FEEINICMATT 7 4L MD Elasticsearch A7 A N7 AFER L TEITTEET, T, A5
aO4J 771 4'—% —7% OpenShift Container Platform 507 T —49 5 Z{ETEX D LI ICKRET IHNE
EtHYET,

FPA)r—2arvn/o7adzy M oDEEERETZICE. 7OV LR EETDD

AFIT ClusterLogForwarder 1 2% 111) Y —X (CR) 24Ef L. thoO 77V —49—DF T 3
VHA, BELTETNSOARNEFERT 281 T4 VEERT D2HELNHY T,

=55

o EEINATONINFAREFERXEZFRALTOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FI7
1. ClusterLogForwarder CR#A 73V h2E&HT 2 YAML 7 7 M L EERREIEREL T T,
apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder
metadata:
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name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR M &#ild instance THZMELHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HAODERIZIEELX T,

H 714 1 7 elasticsearch. fluentdForward. syslog. F 7% kafka %#38E L 9,
NEBOATT T )T—H—DURL BLUVR— b EBWRETFURL & LTIEELZF Y., CIDR
T)T—2avEFERAT ISR —2E0TOF T —NEMR>TWBIHEA, HAlE
IP7 RLATIFARL Y —N—LF/IEFQDN THZRELHY £,

tls A AFER T 25BE. TLSBEDIY KRS Y MIBELAY—I Ly NOARTAIE
ETI2HREIHYET, ¥—7 L v N openshift-logging 70> =2 MMIEFEEL.

tls.crt. tls.key. B &LV ca-bundlecrt F—HEFNZ2UEIHYET, IhbiE, Th
TNHORTAPAEZSRLI T,

@ 900090
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EEINALTOVII MO T TN r—2a vl a7 409 —F2HODANDEE,

ANEFRELTCI Oz N7 Y= aynd 5848 Fluentd 4 Y R Y RISEET
7DD TS54VDERE,

my-app-logs A 73,
ERAYT 2 HDDARL

0900 09

F7Fav:EElkIni JSONAS Ty M) —% structured 7 1 —JL KD JSON # 7
IV PMELTEHBETINEINEIRELET, OV N —ILAMAESEEINL
JSONHDEFNZMELNHY ET., T TRWESIE OpenShift Logging I #&1k
74 —ILREHIRL, RDYICOTIVN)—%2T 74 MDA VT v o R app-00000x
IKEELE T,

7V a v xFy, OJIGENT 21 2FLIFERDOINI,

o S

A7 &7 o) 5F—4—ICEET OO0/ TS54 VDERE,
o AT a3 NRATSAVDEEIEEELET,

o NS4 VAMERAL TEET S04 1 7 (application. infrastructure % 7|3
audit) ZEEEL 7,

o ZDNATSA TRV EGETZRICHERTIENOZRIZRELFT,

o A7 3. 04 %NER Elasticsearch 4 Y R4 ¥ AIERET 57912 default H %
BELEY,

o AT av:XFI, OTIENY 51 DFLBFERDINI,

2. CRATV U MaFRLE T,

I $ oc create -f <file-name>.yaml

714 BEDOPOD MDD T T ) r— 3y 4y D

7S5 A4 —EEBEIL. Kubernetes Pod SRV AFRAL TRED Pod 507 T7—4%N&EL. Ih%z
A7aAL Y9 —IlEETEET,

TT)r—2 3 X F X F A namespace DD Pod & HICETINS Pod THREINDELE
T, INLDPodICT TN r—2ava#HNTZINULHZBE. ThooOodT—9ZR&EL.
BEOOV/IALISI—ICHEATEET,

Pod SNRILEIRET %ICIE. 1 DLl ED matchLabels DF¥ —/{EDQR T AFERALF T, EHOF—/ED
R7ERET H5E. Pod IBRINZZNOSITRTUI—BTI2HENHY T,

FIR

1. ClusterLogForwarder CRA 7YV hN2E&HT 2 YAML 7 7 M L EERREIEREL F 7.
7 74T, LTFDAIATRT & I inputs[].name.application.selector.matchLabels O T
Bt R Effi X — R (Equality-based) DL 74 —%{FHA L TPod SNILEEBELET,

ClusterLogForwarder CRYAML 7 7 1 LD Y > F)L
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

0009

o 9

(o

name: instance
namespace: openshift-logging g

spec:

pipelines:

- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json

inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ

environment: production
app: nginx

namespaces:

- app1

- app2

outputs:
- default

ClusterLogForwarder CR D £l instance THEZUENHY T,
ClusterLogForwarder CR M namespace (& openshift-logging TH22EHNH Y X7,
inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,

outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

F7F av:EElkIniJSONAST Ty M) —% structured 7 1 —JL KD JSON # 7
VIV MNELTEETINEIDNEBELE T, OV Y M) —ICBAWREELI N
JSONHDEFNEHEIHY ET., T THRWHEIX, OpenShift Logging & #i&1b
74 —ILREHIFRL, KRDYICOTIZVN)—%2FT 74 bDA VT v o X app-00000x
IKEELE T,

Pod ZRILD—EDEY NaFOIET S r—2 3 v O—ED inputs[].name = E& L £
ER

IN&ET 2077 —9%FDPod SRNILDF—/EDQORT7EIBELET, F—7LIFTER
. F—CLEOEAEEBET Z2HENHY £F, Pod #BIRT ZITIE, Pod IFTRTD
F—ELEORTE—HTILENHY X,

#4773 v:namespace 1 DL EIREL T,

OJT7F—49 %% T2 1 DULEDOHEA%EEELEFT., CITERRIINDZA T3V
default £ 7130475 —4 A RER Elasticsearch 1 Y AF YV RICEELE T,

2. A7 ar: 077 —9 DIRNEEEED namespace ICHIBRT 2 ICIE. BRROBHID £ S I
inputs[].name.application.namespaces Z{#H L £ 7,
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3. A7V a v BB Pod SRIVEFDEBMOT T ) r—avsrb@U/NA4FS54vicay
T—HEEETEET,

a. Pod INILD—EBDHAEDHLE T EIC, RRINZEDERAKRDENMD inputs[]l.name t
o avEERLET,

b. 2OF7 T r—>3a>v®Pod SRIIC—EHTBLDIC, selectors FH L F T,

c. ¥R D inputs[l.name {&% inputRefs ITBML EF, UTICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRATV U bEERLET,

I $ oc create -f <file-name>.yaml

BAEE R

e Kubernetes M matchLabels ICDWTOFMIZ. Ty hR—2ADEHAYR—F T ZYY—2R
ICDWTESHRLTLEIY,

B =Sk
o Ry KNT—VRYI-BEEEOFXVY
75 078FED NS TV a—T4 T
ClusterLogForwarder H X% L)/ — X (CR) DYERKEFIC, Red Hat OpenShift Logging Operator C &

Y) Fluentd Pod AABEIMICET 704 SNQRWEEITIE. Fluentd Pod ZHIFR L T, #HIKICET 70
1TEET,

lE= 33
e ClusterLogForwarder 7R 4% L)Y —X (CRYA 7YV MEFEHRLTWS,

FIE
® Fluentd Pod ZHIf& L CHFIMICET 7O4 LE T,

I $ oc delete pod --selector logging-infra=collector
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HF8E JSON OFX >V JDBEML

AJEEAPI ZREL T, BEEINLF TV MIWH LT ISON XFIEBITTETET,

8.1. JSON O ¥ D fi##7

JsONOZ/#iaEmOJiL, &% message 7 1 —)L RKADXZFFE LTRINET, Thicky,
JSON RFa XY NADHFEDNDT7 4 —ILRZE/T)—9 25 ENEEICAY £F, OpenShift Logging
DOOJEEAPI ZFHT 25 &, JSONOJZBELF T2 20 ML, ETh 5% OpenShift

Logging W& 9 % Elasticsearch £7z1& 0 JE53X AP THR— M I BMDHY— K X—F 1 —2 X F
LICERETEET,

LTO#EEEINALISONOT IV N —DHBERELT, DB EDLD ICHKBET 2HMERAL
_a—o

BigltIhiisoNOsTy Y —ofl
I {"level™:"info","name":"fred","home":"bedrock"}

BE. ClusterLogForwarder 7124 L)Y —X (CR) I&. £M@O4Y TV ~!)—% message 7 1 —JL K
ICBRX L F 9, message 7 1 —JL RIZIE, UTFDHIDLSICISONBT TV M) —EREFD JSON 5|
AR CHEINAEXFINEFNET,

message 7 1 —JL KAl

{"message":"{\"level\":\"info\" \"name\":\"fred\",\"home\":\"bedrock\"",
"more fields..."}

JSON OV OB AEBMICT 2ICIE. LLFOHID &L S IC, parse: json % ClusterLogForwarder CR O
NRATSAVICBMLET,

parse: json ZR9 A=y il

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

parse: json Zf#fH LT JSON OV DT EEMICT S E. UTDOHDELSICCRIK #h&ElL 71 —)L
N{Z JSON-structured A7 TV h)—%ZJE—L X7, st message 7 1 —/L FFZEEINhFH A,

BElkIh/iJsoNOT Ty M) —%Z3T BEIhk AN

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BF

OJTY M) —ICBWREELINEZ JSONAEF N TUVAWESIC, BEbtXhE
T4 =)L RIZERL Y F9,
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WEDOAFX VT TSy NT4—LDJISONOTDFEHZBMCT 2ICIEE. OJDY—K/N—=F1—2 2R
T LNDEGE SR LTLLEIW,

8.2. ELASTICSEARCH @ JSON O 7 —% DR E

JSON OV EHDRAF—T IR ZBEIR. ThOEI1 DDA VT Y IRIRET &, 914 TOHE
PH—TFT AT ) T4 —OREIRET 2N HY £T., ThELOET ZICIE. 1 DDHEADERIC,
BAF—I% T —TT 3L DI ClusterLogForwarder 1 2% L)Y —Z (CR) 2R ET HHEH
HYUET, ThiCLY, EXAF—IHMBDA YTy I RICEEINET,

BE

JSON O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
Y URICEET BHEIC. BEICEDVWTHRA VT Y I ADNERINET, 1 VT Y
DANEGTEDIENREADNR T+ —< Y ADRBEAEET 5 I1IE. HBORF—<IC
BEELTHERATESZRAFXF—VTOREFRTFITDIEEZRFTLTLEI W,

BiEsts1 7

ClusterLogForwarder CR TLATF D&Y 1 F%EM L. Elasticsearch QAT ZANT DA VT v ) X% %
ERTEZET,

e structuredTypeKey (string, optional) I, X vt&—Y 714 —JILKOEZRITY, TDT7 14— K
DIE(HBHE)FA VT Y I ABEDERICERINE T,

o kubernetes.labels.<key> (£, 1 > T v 7 RZDERKICHER X115 Kubernetes pod XL
DIETY,

o openshift.labels.<key> (&, 1 > 7 v 7 RZDEMICHERA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (V7T F—&ZA5FRALTA VT v I REZEEKRLZET,

e structuredTypeName:(XF%I. 7 7 3 V)structuredTypeKey NS EINTHE ST, TD
F—HEE L RWVWIGE,. OpenShift Logging IE structuredTypeName D1E %= ##&LE & L T
L %9, structuredTypeKey and structuredTypeName Ol A % FEH T 2545
IC. structuredTypeName &, #i&E{b X7z TypeKey D F—H JSON OV TF—# ILRWGE
K7 2—INY DAV Ty ) RELERBELET,

AL R
{ ]
' structuredTypeKey DfE% Log Record Fields hEY ZICEBEINTWBEED T 1 —
IWRICRETEEITN, BEYM TORNICKZ —BICKREEN LT 1 —IL KBARERI N

VA T
structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,

o U524 —h, apache BL U google EVWI 2 DNEARZHATISONOTEERT BT T
r—23vPod #ERITLTW3,

o 1—H—FZhbD7 Y4 — 3 Pod Il logFormat=apache & logFormat=google ® >
NIV EfT %,

o LUTFMDR=~v k% ClusterLogForwarder CRYAML 7 7 1 L CERT %,
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outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9
ﬂ Kubernetes logFormat - X)L TR I 115 key-value R7DEZFEAL X,

@ JsoNnIvomiTERMICLET.
ZDFE. LTo#EE(kn 7 L Od— K app-apache-write 1 7 v 7 ZILEFEINE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

7. ULTD#EE/LD Y L O— Kid app-google-write 1 > 7 v 7 RITEEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> D
LTFDR =~y k% ClusterLogForwarder CRYAML 7 7 { L CERAT 2 EREL T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue g

Q OpenShift myLabel SNJLICE > TSN B F—EEORTDOEEFRLET.

9 myLabel £&/3. XFFIDE myValue Z#E(LO L O— RICIRHLET,

ZDFE., LTo#Ekn 7 L d— KA app-myValue-write 1 7 v 7 RITEEFEINZE T,
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{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

T DfDEEBEIR

o EiE{bI N/l I— KD Elasticsearch 4 YT v I R &, #EELBIDFIIC app-%&. % 5 T-write
ZEMLTHREINET,

o FEEELL I— R, BELINASI VT YIRICEEINEFA, INDIE. BET T
FT—2ay, AVISANSIFv—, FLRIEFEBEANVTYIRTAVTY IR {EINhET,

o TETHRWEELY A1 THRWIESIX. unstructured L J— K% structured 7 1 —JL KA L T
BEELET,

BERA T v Y AT Elasticsearch 25 AAFRWVWEIILT B EHNEETT, 7 SV r—r a3y
* namespace & ICTIRAL, BERDOOTHER OHEEDORELY A TEFRALET., &2,
ITEAED Apache 7 7)) r— 3 ik, LogApache 72 EDE L JSON OV ER EEELY 1 THF
ﬁ L/i-a—o

8.3.JSON O % M ELASTICSEARCH O X N 7 ~ND#r1*E
Elasticsearch O R R 7 DiHE, JSSONOI TV MY —DELBZAX—TICHKSIEE. & ISON R

F—IEIDDHAEEICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ 1s1) YV — X (CR) %% E
LEd, ThickY, Elasticsearch EAF—< T EICEBIDOA vTFy VR & FRHLET,

BF

BRZ2AXF—VAEBLCAVTYIRIEETBEYA TOBEPH—FT14FYT14—D
BEEBIESRITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET BHEIICI D
BREERTIBILELGHY FT,

AVFYIANGTEDLZENFRERDN T A —T V RAOBEALOET 5ICIE,. HBOX
F—VICEBELL L THFATEIARAF—TORAEFRE T EEMRETLTLEI WL,

FIR

1. LFOR =~y k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 9,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. 7> av: EICIE, Elasticsearch @ JSON O 45 —4 MR E THAINTWDE LD

IC. structuredTypeKey AL COJLI—K7 1 =)L ROVWThHOEIBEL XY, ThLL
HDIFEIE. ZOTEHIKRLES,
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3. 7> 3 v:Elasticsearch ® JSON O Y5 —4 MERE TRPAL TWB LD I
structuredTypeName Zf#fH L T <name> 2 EEL ¥, ThUADHZEIF. ZDTZHIRL
7,

BF

JSON O 7 % f##r 9 % IZId. structuredTypeKey ¥ 7 |£ structuredTypeName
M. structuredTypeKey & structuredTypeName DS 45 ET 2 ELH Y
7,

4. inputRefs MiF& 1. application. infrastructure 7213 audit 72 & D /X1 7514 v &EFERL
TerXd 207914 THIBELET,

5. parse: json EXR% /N1 T4 VITEMLET,

6. CRA7TVxzy NEERLZET,
I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator I& Fluentd Pod #8704 LE ¥, £7ZL. BF 70O
A D5 T LAWEAIE, Fluentd Pod ZHBIER L T, BHIMICET 7O/ 3Nh3L5ICLET,

I $ oc delete pod --selector logging-infra=collector

BEfEI

o NJDY—RKN—FT 14— AT LANDERE

182


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/logging/#cluster-logging-configuration-of-json-log-data-for-default-elasticsearch_cluster-logging-enabling-json-logging
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/logging/#cluster-logging-external

%593 KUBERNETES 1 XY hDINES L C1REF

29%E KUBERNETES 1 N NDINE S L WMRTE

OpenShift Container Platform 4 XY M L—4 —{&, Kubernetes 1 XY h&BEHR L., ThoxzOx> )
VATALICE>TIRETEZLDICOTICEHE TS pod T, ARV ML—Y—REFETTTO4T 2
WHEIHY FT,

ARV M= —EFTRTOTAT I MDA RY RN EREL, Th 5% STDOUTICEZAAFE
T RIS, ALV —lFFNS5DA RV % ClusterLogForwarder 1 2% 4') Y —R (CR) TEHI
NEAMNTICERELE T,

HE

ARV ML—% —IEMDER Z Fluentd ICEINL, BT EZMOO0T7 Xy E—TD
BICKEEZSZ5AkMLHY T,

QL ARV NIL—H—DFT 704 BLVETE

UTFOFIEAFERLTARY ML= —%9ZR9—ICT7 701 LET, 1RV PMNIL—F—%
openshift-logging 7Oy =7 MIEILTFOA4 L. VSR —2RFTARY MPIREIN D LI ICT
ZRELFHYFT,

DFOFY L= ATV ME, ARYMNIL=F—IIREBELRY—ERT7HO VM V5249 —0O—
WBELPIZRAY—O—IN\A YT 1V THERLET, T TL—MEARY ML—4 —Pod &
EL. 7704 LFT, TOTVTL—RNIZBEEFTIFERTZD, 77O AL TV RD

CPUBLUAREYY —BERELEEFITBIENTEET,

=S5

o H—ERF7AHYYRNAFERL., 7SR —0O—INA VT4V T5EHFT BIIE. B/ S—
SyvavUhrMETY, &K UTFDOFY T L — M%&, cluster-admin O—J)LAFD>1—
H—TRITTEET,

® RedHatOpenShift DAFXF VI H T RTLEAVAMN—ILTERENHY T,

FIE
LARYMNIL—9—DFVTL— b E2ERLET,

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
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name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter"
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:
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requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"
- name: CPU ﬂ
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"
- name: NAMESPACE
displayName: Namespace
value: "openshift-logging”

4 RY ML—4% —O openshift-logging 7O>Y =7 NTH—ERT7 ATV MEEKRL Z
-3—0

ClusterRole Z/E L. V5 A9 —ADA XY N EERLET,
ClusterRoleBinding %= Ef L. ClusterRole #H—EXT7HU Y MINA Y RKLET,

openshift-logging 7O = - N THREY Y TA/EMK L. HEL config.json 7 7 1 )L &
ERRLET,

openshift-logging 7O 7 b TF7O4 XY N &R L. 1 RV ML—4% —Pod 4%
L. BRELZXY,

V0472 EDY TTHININDA XA -V ZEHEELEY,

ARV MNL—4—Pod ICEIYHTSCPUDRNEEIBELE Y., T 74/ biE100m I
BREINET,

ARY ML= —Pod ICEIYHTEAE) —DRNEEIEELEFT., T74I M
128Mi (CEREINE T,

@ 990 ® 00609 O

7YY M1 VA M—=ILT % openshiftlogging 7OtV M EEEELE T,

o

2. UTFoav Yy REFERLTF Y FL—hEREBL, ThEBERLET,
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
UFICHZERLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
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H A B

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —1 openshift-logging 7OV TV MIA VAR —ILINTWB I &AL
x7,

a. FiIMARY ML= —PodHRRLET,

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r

b. ANV ML—=F—ICE>TREINZAINY FERTLIT,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UTFICHZERLES,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H A B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 VT vV A%=FERALTA VT v I AN —V%EHK L. Kibana
EHEEALTARYNERRTBIEETEET,
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%10Z= OPENSHIFT LOGGING DO E#

101 Y R—KMGRN—=V 3

N—2 3 VDR EHR— MEHRICDWTIE, Red Hat OpenShift Container Platform Life Cycle
Policy Z8BR L T EX L,

OpenShift Container Platform /A\—< 3 > 46 IBITY 2 R ¥ —OF ~ 7 H 5 OpenShift Logging 5.x
IC7y T L— K9 BICIE. OpenShift Container Platform 7 S 249 —%/1N\—T 3> 47 £/13 48 IC
BEHLET, RIS, LLTF®D Operator #E8#FH L FJ,

® Elasticsearch Operator 4.x 5 OpenShift Elasticsearch Operator 5.x ™~

® Cluster Logging Operator 4.x 5 Red Hat OpenShift Logging Operator 5.x ~
LIRID/N—2 3 > D OpenShift Logging BN IRIT/N— 3 VL7 y FJL— K %IT1d. OpenShift
Elasticsearch Operator $ & U Red Hat OpenShift Logging Operator ZIg{7/N—2a VICEFHF L X T,
10.2. LOGGING %#IHED/NN—T 3 VILEHT 2

Logging ZIRFED/N— 3 VIZEHFHT 5 ICIdE. OpenShift Elasticsearch Operator & & U Red Hat
OpenShift Logging Operator DY 727 1) 7> a v aZEBELE Y,

BF

Red Hat OpenShift Logging Operator %Z &#1 9 % Hillc OpenShift Elasticsearch Operator
EREHTEVLENHYET., /o, WAD Operator EFA L/XN—V 3 VICEH T 2HEH
HYFET,

Operator #EE>IEF TE#H T 2 &, Kibana IEEFH IN T, Kibana HRAH L) Y —Z (CR) IE/ERK
InFtA, COREZERT ZIIE. Red Hat OpenShift Logging Operator Pod % Blkk L £ 9., Red
Hat OpenShift Logging Operator Pod "B 7 704 1% &, Kibana CR MMEMK I 1. Kibana AABE
FIRAREIC Y £,

[} =355
® OpenShift Container Platform /A\—> 3 ' 4.7 LIETH 5,
o OFVIJRT—HRIFEETTY,
o FARTD Pod » Ready JREEICH 5,
o Elasticsearch 7 5 A4 —HIEETH %,

® FElasticsearch 8 LU Kibana T—9 DNy 7 7 v THERI N TW3,

FIr
1. OpenShift Elasticsearch Operator ZE# L £ 9,

a. Web > Y —)L T Operators - Installed Operators 27 ) v 7 L ¥,

b. openshift-operators-redhat 70> =7 h&#IRL F 7,
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. OpenShift Elasticsearch Operator 27 1) v 7 L9,

Subscription » Channel #2 1) v 7 L ¢,

Change Subscription Update Channel” 1 > KU T stable-5.x Z#R L. Save =/ ') v
7LFT,

HE > TH S Operators - Installed Operators 2 Y v 7 L £ §,

OpenShift Elasticsearch Operator D/X—2 3 VI 5xx THBD & AR L F T,

. Status 7 4 —JU R T Succeeded 2 ET DA FHELF T,

2. Red Hat OpenShift Logging Operator ZE# L £ 9

a.

b.

g.
h.

Web 0> —JL T Operators — Installed Operators 2 1) w7 L% ¢,
openshift-logging 7OtV M5 RIRLE T,

Red Hat OpenShift Logging Operator =27 ') v 7 L9,

Subscription » Channel #2 1) v 7 L% ¢,

Change Subscription Update Channel” 1 > KU T stable-5.x Z#R L. Save =/ ') v
7LFT,

HEF > TH S Operators - Installed Operators 2 Y v 7 L £ §,
Red Hat OpenShift Logging Operator D/N\—2 3 U A 5yz THD & &#MRL T,

Status 7 4 —JU KT Succeeded 2 RET DA FHL F 7,

3. AFX VA VER—RV MNEERLET,

a.

b.

C.

188

I RTOD Elasticsearch Pod ' Ready R 7 —9 A THZ & &AL T,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

Elasticsearch 7 SR Y — D EETHD I &R LEFT,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

Elasticsearchcron ¥ a3 7HERINTWB Z & &R LE T,
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I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d AJRANTHESXICEHFIN, 1 VT v VA green THBZ EAERLE T,

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

e. H7IC app-00000x. infra-00000x. audit-00000x. .security 1 T v I XA NEENB T
EEWRLET,

FIONBEBDARAT—YADA Ty I XSG HIH

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 3 1 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
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green open infra-000011
J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9

green open infra-000002 Hz6WVINtTvKcQzw-

ewmbYg 31 228994 0 296 148

green open infra-000013 KROmMMFUpQI-

jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

. AZALII—DLUTIKERINTWD I EZHRALIT,
I $ oc get ds collector -0 json | grep collector
g Al collectort AV T F—NEFNTWEI 2R LET,
I "containerName": "collector"
h. KibanaCRD A L TAOVEY a7 54 HF—MN5x ICEHINTVWBR I L AR LE T,

I $ oc get kibana kibana -o json

"status": "True",
"lastTransitionTime": "2020-06-30T14:11:07Z",

i. HAIC ready 27 —% XD KibanaPod A&F N2 & =#HEALET,
lltypell: nn
"reason": "ContainerCreating",
"status": "True",

f5110.2 ##HIREEIC B B Kibana Pod D1
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
1,

"reason": "ContainerCreating",
{
"type":

}
]
}

eployment": "kibana",
"pods": {
"failed": [1,
"notReady": []
"ready": []
13

"replicaSets": [
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"kibana-5fdd766ffd"
I

"replicas": 1

}

]
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ENEIVSRY—F v aiRi—RKROEKRTR

OpenShift Container Platform Web > ¥/ —JL® Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v ¥ 27R— Ri&, Elasticsearch 1 Y 24 V2%, BBEORKEMIES LUBHICERTE S
@RI D Elasticsearch / — RICDW T DEFMIERERRTLE T,

OpenShift Logging ¥ v ¥ 2/ R—RIZIE, V5 R4—UY—R, AXR=TaLo>av, V5R9—D
¥ — R, Fluentd 5t &, 75X —L RIJLTD Elasticsearch 41 Y A ¥ ¥ AICDWTDFM%ERT
TEIFv—MDEEFNET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — NIlIE, Elasticsearch 41 Y 24 ¥ Z DA RTT %
Fr—hrHEFNET, INODFr—hDELE/ —RLRLODEDTHY., ThilIE. 1VFTv D
A, v —R, VYRR EDHEMIEENE T,

= o-1o)
JYFEMHALT—FICDOWTIE, vy aR— KD GrafanaUl) o %021) v LT

Grafana ¥'v ¥ 2 R— K &#EEIL £ ¥, Grafana ICI& OpenShift 7 S A9 —FE=4—1)
V7 hEEINTWET,

11.1. ELASTISEARCH & & Uf OPENSHIFT LOGGING ¥ v & 27h— KA D
TR

OpenShift Container Platform Web 1> ¥/ —JL T Logging/Elasticsearch Nodes & & U' Openshift
Logging ¥ v aR— RERRTEZXT,

FIR
FyvoaR—REzRET I, UTZ2ETLES,

1. OpenShift Container Platform Web 1> —JL . Observe - Dashboards =7 ') v 7 L %
EP

2. Dashboards *—< T, Dashboard X =1 —/'5 Logging/Elasticsearch Nodes F 7= (&
Openshift Logging #:&R L £ 7,
Logging/Elasticsearch Nodes ¥ v & 2 7/h— KDIFE., TR 2UEDH % Elasticsearch / —
NEZEIRL, T—9DRBEEEZRETEET,

BT Y Y 2aR— RBRRIIN, T—IDEHEDF ¥ — hHRFIINIT,

3. BEICH LT, TimeRange X — 21— LU Refreshinterval X Za2—H5, F—9 &2RRT
I FEIFABEOHEEE/ET—ID) 7Ly al—MEBRLET,

p= -
SYFEMALT—2ICDWTIL, GrafanaUl) 2% %2 1) w4~ LT Grafana ¥ v ¥ 27R—

a FEEBLET.

FwaR—RKFv+—PMIDODWTOFEFMIE OpenShift Logging ¥ v ¥ aRh—RIZDOWT &LV
Logging/Elastisearch Nodes ¥ v & 27/R— K [CDWTER L TLEI W,

11.2. OPENSHIFT LOGGING ¥ v ¥ 2 R— RIZTDWT
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BNEISRI—F v 1 R—FDERR

OpenShift Logging ¥ v ¥ 2/R— RIZI&. 25 X% —L NJLT Elasticsearch 1 ¥ 24 > A DFFM &= &
TIBFvyr— I EFNTEY, InZzFRALTEEZSZML. FRATEET,

#1.10penShift Logging F ¥ — b

XMYIR

Elastic Cluster Status (Elastic Cluster D X 7—4 X)

Elastic Nodes (Elastic / — R)

Elastic Shards (Elastic & ¥ — R)

Elastic Documents (Elastic ¥ 21 X > )

Total Index Size on Disk (T4 XV LDO&EEA VT v

5 24 X)

Elastic Pending Tasks (Elastic DfREHD Y 2 7)

Elastic JVM GC time (Elastic JVM GC B¥f&)

Elastic JVM GC Rate (Elastic JVM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/
JIvFOLATVI—DEE)

B4

Elasticsearch DIR{TRAT—4 R

® ONLINE: Elasticsearch 1 Y 2% ¥ A7 v
SAVTHBIE=RLET,

® OFFLINE: Elasticsearch 1 Y A4 > AH' A
T4 THBEERLET,

Elasticsearch 1 > 24 > AAD Elasticsearch / — K
DEEHEL

Elasticsearch 1 > 24 > AR D Elasticsearch ¥ v+ —
RDEEHEL

Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 41 YTy 2 RAICERAINDS T4 RV A

ELERE

AVTYIADER. A VTIIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM B9 5 X9 —TD Elasticsearch AR— L 4
2 a VBREDRETICE L 2BERE,

VM BB T EICHR—C T ITFA ETF 4 — 5T
ER-N =i CIE=

e VIY)—LAFYvi—: & Elasticsearch &3
7 T) —DERITICHERITHERE,

o JIvFLATFTVi—: & Elasticsearch &3
JTY—=HDTF—HDT7 v FICETEHR
SN

BE 7JTvFLATUVY—OEREIERIT)—LA
Tvv—dYtEARYET, JTzvFLAITY
YN —BLTEMY 558, IhiET 41 X7 D&E
EOET. 7—5 DEMN. TLEERIZTEIHK
MRLBERDHZ I EZRLTVWBAREENHY X
ER
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AMYIR B

Elastic Query Rate (Elastic 7 T —L — ) % Elasticsearch / — RIZDWT1# T &I
Elasticsearch 1 ¥ 24 ¥ ZICi L TERITIh B A5
T —,

CPU ZTRENROIAVR—FY MIDWTRRINS

Elasticsearch, Fluentd. & & U Kibana IC& » TEHA
I3 CPUDE,

Elastic JVM Heap Used (Elastic JVM &£ — 7 DfEHA) FRAINZ VM XEY—DE, EERIZAY—T
[E. IWMAR=I AL I3 VICL>TAEY) =N
BRINnd &, V773 EHNRETERLET,

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D % Elasticsearch / — KIZTDWT Elasticsearch 1 ~ R
/) YURCE>THERAINE T 1 ROVBEDEET
File Descriptors In Use (fEFAHF D 7 7 1 JLEZIRF) Elasticsearch, Fluentd. & & UfKibana IZ& > TfEMR

INd 7714 IEBRFOEEEL

FluentD emit count (Fluentd M4 m%K) Fluentd 7 7 #JL NHEAICDWTD 1#H 7Y D
Fluentd X v E—Y DEFBB LT 74 NEAD
BEITH

FluentD Buffer Availability (Fluentd /8 7 7 —DH Fv U OIFEFRATES Fluentd /Ny 7 7 —D/N—+

FAt) Ve Ny 77 —=D—MIZAD &, Fluentd BZET
Z2O7HENEBTERV EARTHEEIHY X
ES

Elastic rx bytes (Elastic rx /31 k) Elasticsearch #* FluentD, Elasticsearch / — K, &

JUZDMDY —ADBRELLEE/N1 ML

Elastic Index Failure Rate (Elastic 1 7 v 7 R KK Elasticsearch 1 T v 7 A TR L 1#WHYD
) BEOH, L—rDEWEEIE. 41 VT v 7 RICH
B HBZ T AREENHY FT,

FluentD Output Error Rate (Fluentd HH 1 T 5 —) FluentD 2O 7 DHEADICKKT B 1#H 7Y DEEHD
.

11.3. LOGGING/ELASTICSEARCH / — K% v Y a R— KD F v — K

Logging/Elasticsearch Nodes ¥ v & 27Kk — RIZId, BINDEZETICEHE T X % Elasticsearch 1 Y X 4
VADFHMERRTDFr—bEEFNET, ThoDFvr—bDELIE/ —RLRILDEDTT,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v < 2 7R — K Il(E, Elasticsearch 1 Y 249 Y ZAD AT —4 AT
THUTFTDOFv—rhEFEFNET,
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BNEISRI—F v 1 R—FDERR

E1.2 Elasticsearch A7 —4% A7 4 —JL K

XMV IR B4

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. & U red A7—%
2%&ERAT 5, BIRINABEICEIIZ95R4—
@IE"I%“"‘EX?_& zo

e O:Elasticsearch 1 ¥ 24 >~ X H green
T—HRATHBIEETLET, Thid,
ITRTOYvy—RAEYHTHNE T E%E
BERLEFY,

e 1:Elasticsearch 1 ¥ 24 > XA yellow R
T—HRATHBZEERLET, Thid 1
DULEDYv—ROL T HY v — RHE
YL THONBRWI EERBHERLET,

® 2: Elasticsearch 1 Y A%V AH red RF—
HRATHBIEHERLET, ik, 1DL
to7s4< )= v—RE&EZDL T A
MHEYHTOENABWCEEEKRLETY,

Cluster nodes (7 2 2% —/—K) 9 5 A% —HD Elasticsearch / — KD EEHEL
Cluster datanodes (7 2R —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,

Cluster pending tasks (7 2 29 —DRBHDIRY) HTLTHELT. V5R9—F21—THEHDI S
R —REEEOH, EzlE. 1 VT v I ADE
B 4Y7v I ZOBIER. ¥v—RKDEIY HTHRE
HYFET, EIMERIIE. 77 —DEEITHE
TERWZEZRLET,

Elasticsearch 7 S A9 —A VTV IR ¥ —RKODAT—F R

& Elasticsearch 1 T v 7 RlE, Kbt INT—YDEKXBELMATHD 1 DULEDY v — RDRIE
TIW—TTF, AVTYIRv—RILE, 7547 )—Yv—RELTYVAYY—RKD2DO0D%
ATHBHYET, RFAXVIDPAVYTYIRICAVTYIRMbINhBE, ThigFSM4<) —
Ty —ROWTNNMREEIN, ZOVY—ROITRTOLTY AICaAE—ShFEd, 7514~
)= v —ROEUIA Ty 7 ADERBFICIBEIN., ZORITA Ty 7 Z0EMHEBICERY
2EIFTEFRA, LTV A Y—ROBIEWDOTEEETEET,

AVFYv IR —RIE, SATHA N T —XELIFISRAI—TRETBARY MIHL TEH
DREICHTYEDYET, Vv — RPRBEL A VT Y I REREZRITTEZHE. Yv—RKE7 72
TATICRYET, Vy— KR INSDEBERERITTERWEES, v —REFET7V 714 TICRY ZE
T Yv— KL, BEIYYHT, REYYETREDREICHZIFE., Vvy—RKDETIT14 Tk
ZAREMLHY £T,

AVTYIRIY—RIE, T—IDMEBRBETHZ2A VT Y IRAETAY NERENZEE < DINI R
A7 OV I TEREINET, 1 VTvIRET XAV ME Lucene B2l Ty I 23 hic
T—H%IY PLAEEZITERINZHERI/NSIL, 1 32—49T )V Lucene M VT v I RTY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTA VT I RE
TAV RN ELYREREIAVMII—V L, 80 AY NOEBEHEBWVREICHFTLES, 29X
NaET—YT27OANFREIA Y MBERINEZEELY BB RDI5E. BELIHD AR
THREMEL DY FT,
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Lucene WMRFRIBER ED T — Y RIEAEITT 2158, Lucene IEBEET 21 VT Y I ADA VTV IR
TIAYVMIRLUTEBEEETLET, TOED., EEITXAVMIE, XEY—ICO—KTh, vv 7
INDIBFEDT—AIBENEENET, 1 VT VIAIRYEVTIX, EIA YV N T—9EETHERAIN
DAEN—ICKELKHEEZZDHEEIHY XTI,

Logging/Elasticsearch Nodes ¥ v & 2 7/R— RIZI&, Elasticsearch 41 7 v 7 2>+ — RIZET 2 LUTF
DFv—rBEEFNFT,

KN.3 Elasticsearch 7S AY —D v — KRAF—FADFv— b

XRMYIR E7L
Cluster active shards (2 S R4 —DT7 V7147 VSRAY—ILBIBTIT1TRTZ4<Y —
S —F) Sr—ROBE, LTYNEEDY v— ROAE

B, v —ROEDNKELARBE, VTR —D/N
T—IVAMNMBETFLIBO ML HY £9,

Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERBVWS v — RO, 7
k) 574 TTHANY v— Kid, eI, B0

J—RICBEBEINDZTWSYvy—KPp, FYHT
bR TWRWov—REHBLET, BE. 75X

H—ICIZEEB 7 VT4 T TlERBRW vy — R H Y
9., REIBICODA>TT7 VT4 TTIRABVWY v—
ROBMNIEZ 255, BELH S &5 RT oIk

NHYFET,
Cluster relocating shards (7 5 29 —DBBEEY ¥ —  Elasticsearch B'i#i / — NICBEREEINTW3
K) v — RO, Elasticsearch &, / —RKTODXE

) —ERAXIABWGEPHR/ — KNI S5 —IC
B3I/ l0BEROERICLY / — N2BE

BLET,
Cluster unassigned shards (7 5 24 —KE|\) 4T RENWHTDY v— NDHL, Elasticsearch ¥ ¥ — K
v —NK) & FHRA VT v I ZADENY / — ROEERED

HERTEHYETOhAWARELIHY X7,

Elasticsearch /— KX MY U R

% Elasticsearch / — RICI&, YRV DUBICFRATEZZ Y Y —ADEILHIRBELIHYET, IXTD
1)) —ZAMMEHEPR T, Elasticsearch D"Fi#R4 XV DETAHITT %158, Elasticsearch (&—ERD )
V—2AWFBEAREICARZETYR I EFXF1—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 27K — FIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDF v — b & Elasticsearch ¥ 1 —CHEFRDY I DBNEEITNF T,

FK1.4 Elasticsearch / — KDXA MYV RAFv— b
XMV R Bl

ThreadPool tasks (ThreadPool ¥ 2 ) BERIDF 1 —DFEFRDY R DE (Y X054 THl
IKRTINET), F2—RHOYRVORPEREL
F2IRREIE, /—RDY—XDARBPZDMDREED
HBIEERTAREENHY FT,
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XMYIR

CPU usage (CPU O XK)

AEY)—[FHE

Disk usage (T 1 X 7 {FHE)

Documents indexingrate (RF a2 XY bV F v 7 R
ftL—=H)

Indexing latency (4 ¥ T v 2 2L A4 T —)

Search rate (832 L — b)

Search latency (8FEL A1 TV ¥ —)

Documents count (with replicas)( KF 2 X >~ ML (L
7 AER))

Documents deleting rate (K ¥ 2 X > N DHIRL —
M)

Documents mergingrate (RF a2 XY hDT—Y L —
M)

Elasticsearch /— K7 4 —IL K5 —%

BNEISRI—F v 1 R—FDERR

B4

ARRAMNIVFF—ICEY H¥TEHND CPUDEETDE
&& LT, BEBIRLJ Elasticsearch / — RiIC & > Tf&E
HXh 3 CPUDE,

EIR L 7= Elasticsearch / — RIC &k > THERAIN B X
€ U _%o

EIRI N7 Elasticsearch / — RDA VT v I AT —
HELVOAYT—HIFERAINDE T RAIVBEDE
it

R 2 XY MASBIRE Nz Elasticsearch / — R TA
yj_:‘y 71'“3'51’[,5 I/_ I\o

BRI N7 Elasticsearch / — R TRFa AV &L
VT YRS BDILNEBEERDEE, 1 VTV Y
2MELATFVY—Id, WM E—TAEY —P2ED
BREAREDE DERICLZIFEAZ T DAL
HYET, LATVI—DEINTZHE. 1 VRS
VARDYY —RBENFRLTVWSEZEAERLE
ER

EIR I N Elasticsearch / — RTETINZIHRERE
KD,

BRI N7z Elasticsearch / — R THREREEREAZETT
ZDICREERDER, RELIATVY—F B
COEROHEAZ DA’ HY ET, L1T
VYU—hEmMT BEEaE. A VAYVAHRDY Y —R
BENMFRLTWEZEERLET,

BRI N /z Elasticsearch / — RICIREI NS
Elasticsearch KF¥ a2 XY hD#, Zhilik, /—FK
TEYHTOHNBETSSAT—Vv—ReELTU R
Dy —ROEAICREREINS RFa LY MHEEFHL
9,

BRI N7z Elasticsearch / — RICEIY B THR D W
ITNDIDA VTV IRV vy— KO LHEIBRINDS
Elasticsearch K¥ 1 X ¥ M D#,

EIR I N7 Elasticsearch / — RICEIY H TSN B A
VFY IRy —ROWITNHATY—IIND
Elasticsearch R¥ 1 X ¥ M D#,

Fielddata 34 5T v 9 AOBEED—E % {RFF T 5 Elasticsearch T —4#&ETHY. JVM E—TIC
BREINFE T, fielddata DEIL RIFTRX MDD BIRETH 578, Elasticsearch & fielddata 1##
ExF+vv>alLZEY, Elasticsearch &, EEERDA VTV I RET AV MHEIBRINEY,
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Y—UINDBHAEY. TRTO fielddata F v v ¥ 210 VM HEAP X E ) =B+ ITRWEEIC,
fielddata # ¥ v 1% ITEJ FNTEET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&, Elasticsearch fielddata ICEA T 2L TFDOF v+ — b
NEFEFNET,

—_—

1.5 Elasticsearch / — K 74—V KF—% F ¥ — b
XMV R Bl

Fielddata memory size (Fielddata X € ') —4% 1 X) EIR I N/ Elasticsearch / — KD fielddata F + v
YA ERINS VM E—TDE,

Fielddata evictions (Fielddata TE Y ¥ 3 ) BEIRXI N/ Elasticsearch / — RHSHIBRI i
fielddata #E DL,

Elasticsearch /— KD/ IT)—Fvva

AVTYIRABREINTVWET—IDPZETEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESZLIIC/ —RLRNLDIIY)—F vy allxvyyviaihnixd,

Logging/Elasticsearch Nodes ¥ v & 2 78— R(ZId. Elasticsearch / — KDV T —F v v > aIllET
LUTDFv—rDBEENET,

X1.6 Elasticsearch / — KDY Y —Fv— bk

bl R/ B4

Query cachesize (P T!) —F v v a4 X) BEIRI N7z Elasticsearch / — RIZEIY HTHNE T
RNRTOYvy—RDI T —FrvPalIlEAIND
XEY—DEEE,

Query cache evictions (7 TV —Fvv 21T S EIRI N /- Elasticsearch / —RTOI T —F v v
vav) TaADIES Y3V,
Query cache hits (VT ) —F v v akv k) EIRI N /- Elasticsearch / —RTOI T —F v v

adkw I\&o

Query cache misses (Y T —F ¥ v 13 RX) EIRI N /- Elasticsearch / —RTOI T —F v v
91®SZ§&0

Elasticsearch4 YTy 22020y YV 5T

RExaxXybDAVTy I REERT 5358, Elasticsearch 357 —4% OMEBRIBRTHZ A VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE%*&ELT %
FFEELT, JYUNIRBREITA VN ELYKREREITAY MCEMICT—YLET, 1VT VY
ZEBRNETAY N ex—V T 5EELYEERICARZIGE. X—Y 7O +28IE > TKET
HIC, MBECN T A =TV RICEELBENME LD HEEIHY EFT, TORREHSKD
IC. Elasticsearch &/ T v 22220y M) YT LET, BE. 1Ty IRAICEYHTLENDS
ALYy RE1DDRL Y RICHKO T ZETHIBRTEE T,

Logging/Elasticsearch Nodes %' v < 2 7/R— R IZI&. Elasticsearch 4 7y 720220y ) > 7D
WTOUTOFvy—rDEENET,
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KN7ATFyIRAAY MYV TFv—

XMV IR B4

Indexing throttling (1 ¥ ¥ 72020y b >7)  Elasticsearch AMBRE Nc Elasticsearch / — KT A
VFy o 2BEEZOY MY YT LTV BER,

Merging throttling (* —>Y @220y k1) > %) Elasticsearch A%#3IR & 117 Elasticsearch / — KTtz
TAV MO —VBFEZZ2O0Y M) VT LTWBE
fEl.

J— K JVM b—7O#5t

Logging/Elasticsearch Nodes ¥ v & 2 7/R— KIZId, JVM E—TREICETI2UTOF +— b H'E
FhEd,

ERN8JIVM E—THEtFv— b

b RPN B4

Heap used (E— 7 D) BEIRI N7z Elasticsearch / — R TERAIN2EIY H
THEHD IVM £—TEEBEDEE

GC count (GC ) HFHDAR—YOL 72 avIilE>T, BRINE
Elasticsearch / — R TEITINTELAR—=TOL
73 VigtED#,

GC time (GC B5R) UM A, FHBDOAR—I AL IS a3 Vit & > TRR
YN/ Elasticsearch / — KR THR—=Y L V3V
HRIT L TEARE,
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BREOXVIDOMNSTANYa2—FT1 VT

12.1. OPENSHIFT LOGGING A 7—4% Z DR~

Red Hat OpenShift Logging Operator DA 7—4% AB LUV DDA F Y JH TV RAF LAV R—F
YhNERRTEET,

12.1.1. Red Hat OpenShift Logging Operator D 2 7 — 4% A K7~

Red Hat OpenShift Logging Operator DA T —4% A% RRT DI ENTEET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y 2 h—JLEINT W B HEA
HYFET,

¥
1. openshift-logging 7O =7 MIPYEZET,

I $ oc project openshift-logging

2. OpenShift Logging DAT—4% A &RRT BITIE, U TFEERITLET,

a. OpenShift Logging DAT—4% A =BEBLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:
daemonSet: fluentd 9
nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
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-

gREAXVI/DONSTVN a2 —FT14VT

- fluentd-6fgjh
- fluentd-612ff
- fluentd-flpnn
- fluentd-n2frh
logstore: 6
elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAOD status RY VHIC, VS5RY—RAT—H9ADT 14— L RBERFINZET,
Fluentd Pod ICD W T DIER

Elasticsearch 7 2 X 4 — D24tk (green. yellow. F7=(& red) 7% & D Elasticsearch
Pod ICDWT DR
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Q Kibana Pod 12D W T DIE4R

12.1.1.1. kB X v 2— (condition message) DY~ FIL

LUFIE. OpenShift Logging 1 ~ 24 > 2D Status.Nodes Z7 > a U Hh S5 D—EDREXA v 2—T D
BT,

PLTFDEDIBRRT—FAXvE—JlE, /—RDOBREINLBEEEEBLZBATBEY., Yvy—RKHZD
J—=RICEIYYTohARWZ EAERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

UTFDEIBRAT—HAA v E—VIE, /—RIRESNALSEEEZBATEY., v — RHIMED
J—RICBEBIELNDEIEZRLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTOLIBRRTF—F A X vt—IE, CR D Elasticsearch / — REL 29— ISR —D\WTFhD
J—RIZE—BLARWZEETRLET,

H A B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0

Relocating Shards: 0
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Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

UTDEIBRAT—FZAX v E—VIF, BRKINLPVCHPVICNSA Y RENGAWTZ EZRLET,

H A B

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

UTFDEDBRRT—FRAyvE—JF, /—RELIZZ—DVTIhDO/ —RIZE—H LW,
Fluentd Pod 5 A7 ¥ 12— )L TERWVWIZ EAERLET,

H A B

Status:
Collection:
Logs:
Fluentd Status:
Daemon Set: fluentd
Nodes:
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Pods:
Failed:
Not Ready:
Ready:

R12.OF VB TORFLAVR—FXY MDAT—H ADKT

W22 DOAXVIHTVRFALAOAVR—R VY NDAT—H A ERRTEFET,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
Fa

1. openshift-logging 7O =7 MIYPYEBEZET,
I $ oc project openshift-logging
2. RedHat OpenShift RIEEOAOF Vv JH T RFLDAT—9 R &KRRLET,

I $ oc describe deployment cluster-logging-operator

ol
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. AFXF VI TIORFALLT Y ALY NORF—9RERRLET,
a. L7V Aty NOZRIZEBLET,

sspalyll
I $ oc get replicaset

H A B
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NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current/ 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

12.2. ELASTICSEARCH O J XA N 7D AT —4 ZADFKRR

OpenShift Elasticsearch Operator D A 7—% A%, #% < @ Elasticsearch AV R—% Y N & RRTE
£7,

R21LAO7ARNTDRAT—4H ADKRR

AJANTPDRAT—H R ERRTBIENTEET,

AR
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,
¥

1. openshift-logging 7O =7 MIYYEZET,
I $ oc project openshift-logging

2. AT RAERFTBHICE, UTFZ2ERTLET,

a. AJANPA VRV ADERZBREBLET,

I $ oc get Elasticsearch
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H oAl
NAME AGE
elasticsearch 5h9m

b. AJANTDRAT—IRA=WMIBLET,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UFICHZERLEY,
I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
HAIKE, UTOL S RERIZENET,

H A B

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] e
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
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failed: ]

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ LHhostaus I UYL FSRI-RF—FRADT 4 I RBRRINET,
@ /R TORT—HZ:

o TIUTATRTZAT) =2 v— KDY

o 7UT 4TI v— KD

o MEALINDY v— ROK

o OJVANTT—4/)—RDH,

e OJANT/—RDEEH,

o REBEHDY YU DH,

e OJRANFPDRT—4H X:green. red. yellow,

o REYLTDOYv— RO,

g ATF—8 RARE (HDBR), OFRARNTDRT—4 XL, Pod KRB I N TS
BICRATV1—5—»oDERAZRLEYT, UTORRICEZEL /A NV MHRRE
n¥xd,

e OJANTHLVTAFY—aAVTF—DEAILDOVWTIAY T F—H R,

e OJVRAN7HELIVTOFY—aAVFF—OEAICODVWTIVYFF—IERTLTW
%,

¢ Pod BRIV 1—ILHRATHZ, ILHICEZHOBBICDOVWTOREIRRIN
FY, FlE. KEAYE—TJDH YT 2SR LTIEIL,

Q upgradeStatus D#H %7 S99 —ADOT A N7/ — R,

9 ‘failed”. notReady F7-|d ready REED FIC—BEXRRINL, V5RAY—ROAOT R
NPOSATV M T—4%., BFLUPYRXH—Pod,

12.2.1.1. IRE& X v £— T (condition message) DY~ FIL

LAFIE, Elasticsearch 41 Y A% >~ A M Status £ a vH L D—EDREX vy - DHFIICARY F
7,

UTDARATF—FAAvE—Vk, /—RKHPBREINEEEELBILTBEY., Yvy—RKPZD/—KIC
YLK TonhBWI EAaRLET,

status:
nodes:
- conditions:
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- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=F ALy 2=V, /—RFIRESNESEEEZBATEY., Yv—RiMD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

LUFDRTF—9AA =21k, CROATVARNT /) —RELIVY—DPIZTZAY—DVWTNIhD/—KIC
F—HLAaWwWZEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LFDRT—HAAvE—Vik, O A RNT7 CRAEFEELABWV KERY) 2 —LFEXKR (PVC) 2#FHT 3
Z&ER~LET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

LUFDRTF—=9ZAAyvE—=Y1Fk, ORISR —ICIETTRYER) > —%2HR—MT2L0D+9
) —RDEBRWZEAERLET,

status:
clusterHealth: "
conditions:
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- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or
add more nodes with data roles
reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRATF—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBZEERLTVE
E

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:34Z'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

LFRDAT—=FZAAvE—IE, MALD & LAZEED Elasticsearch A AL =Y THR— K I AW
ZE&z=RmLEY,

UFIChZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z2"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason H LU type 7 1 —IL RiE, Y R— b RRADEEDY A TH5IBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR— I TWEHA,
StorageSizeChangelgnored

ARML=SH A XDEENMYR— I TWEEA,
StorageStructureChangelgnored

—BRAML—YEKGERA ML —VUBERTOEENM Y R—FIhTWEHEA,

8%

ClusterLogging 1 29 A1) Y —Z (CR) & —BF 2 hL—Uh SkEER b L—J I8y
B2 2L ICRET B%EIC. OpenShift Elasticsearch Operator (kiR 1) 2 — A
ZK (PVC) ZER L 2 A, KR Y 2—L4 (PV) IFERIhFtE

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (C1F. ClusterLogging
CRADEBEATTICE L. PVC ZHIRT 2HELNHY E T,
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122 A7AN7AVER—XX 2V MNDRT—4H ADKRR
HMEZ<OATARNTIAVR—ZX Y NDRAT—IRAERRTEIIENTEET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 VT YV ADAT—H A%ERRTDIENTEIET,

1. Elasticsearch Pod D& Fi%=EE L £,

I $ oc get pods --selector component=elasticsearch -0 name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. AVTYIADAT—HY A ERFLET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod
OJRANTERARNT B Pod DRAT—H RERRTDHIENTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -0 name

Hi B
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pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. POdDRAFT—9RAZHRIBLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw

HAOKRE, UATFOLIBRRAT—F RABERIZINIT,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJAML—Y PodTF70O4 XY MNRE
OJANTPODTF7TOAAXA Y NBEDAT—YRAERTTDBIENTEET,

L 7704 AV MEEDZBIZREBLE T,
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I $ oc get deployment --selector component=elasticsearch -0 name

H A B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAAY NREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE UTFOLIRRTF—9 RIBERIEENET,
H A5

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

OJZRM7OLFYhEy b
AJZRNT7DOLT) ALY NODRTF—HRERRTEIENTEIET,

L LFYAty hOZRIZREBLES,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV hEYy NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAIKE UTFOLIRRTF—9 RIBERIEEFNET,
A5
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Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

12.2.3. Elasticsearch 7 S A% —DAT7—4% R

OpenShift Container Platform Web 3> Y —J)LMDObservetz 7 > 3 VIZ#H % Grafana ¥ v ¥ 2R — RIC
l&. Elasticsearch 7 5 A9 —DRAT—9 ANKRRINZET,

OpenShift Elasticsearch 7 2 A9 —D AT —4% XAz HE 9 % 1CI&. OpenShift Container Platform Web
JYY—I)LDObservetz V> 3 v Il#H B Grafana ¥ v ¥ aR— K
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging IC7 7 X L £ 7,

Elasticsearch A7 —% X714 —JL R

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 5 24 —HAEBW RN, EERRANEZEZRLET, UTICHAlEZRLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZDHRE., O— 1 Vv IVBREH. FLERA TV a—ILINEBEER
S, BEELAO#HERLET, UTFICHAERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 4 ~7 v 9 X namespace D aRRL 9., UTICHERLZE T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
& namespace DL I— RERTFLET. UTFICHZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5
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Secret Elasticsearch 7 41 —JL RAAR DO SHRVA, BEWHI Ay E—T

Elasticsearch IC admin-cert. admin-key. logging-es.crt. 723 logging-es.key 7 7 1 JL V72 N5
B, YV aR—RIZERDFDE I BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

R3.AF VI TORAFLTS—MIDWT

OX> 7L 049 —07 55— METRT, OpenShift Container Platform Web 1> Y —JL® Alerting Ul
IK—BRTINIT,

1231.0xX> 7L 99 —T7 53— MDERR

72— hM&. OpenShift Container Platform Web 3>V —JL M. Alerting Ul @ Alerts ¥ 7IZKRRI 1
Y. 77— MIUTOREOWTHANICHRY FT,

® Firing7 27— b DIRREIE S 4 LT 7 b DHIEIZ true IC72Y £9, Firing 72— MOKRED
Option X=a1—%7 Y v o L. FHlEREZRTT 5. 77— b%IEEH (silence) ICL X
_a_o

® Pending: 2O 75— MRREBIFIRFFRT true TEH. 94 LTI MIEFELTVWEEA,

® NotFiring7 52— MIRIGR TR H—IhTLWEEA,

FIE
OX Y IH T RT7 LB LVEDMMD OpenShift Container Platform 75— b & &RR 9 5 IC13:

1. OpenShift Container Platform 3> ¥ —JL T Observe — Alerting DIEICV ) v 7 LE T,

2. Alerts # 7% 0w o LET, BIRLETANI—ICEDVWTT I — M —BRRINZET,

RS

e Alerting Ul WEE#llIZ. Managing alerts #8B L T 72X W,

1232.0F 7L 99 —D7 53— KMIDWT

PFO75—MEOF> 7L 79 —ICE>TERINET, INHDT75— bE. OpenShift
Container Platform Web 3>V —JL® Alerting Ul D Alerts R—Y TR TE XY,

#+12.1Fluentd Prometheus 7 5 — k

FluentDHighErrorRate <value> of records have  FluentD H AT 5 — DI, Warning
resulted in an error by T 74 NTIZEROD 152
fluentd <instance>. BTIODEZBAET,
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FREAOX VY IOMNS TN a—Fa VT

FluentdNodeDown

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR
ate

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 12h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

<value> of records have
resulted in an error by
fluentd <instances.

12.3.3. Elasticsearch 7> — N JL—J)L

INS5DT7Z—MIL—IL% Prometheus ICRRTCXZE T,

RK12277—ML—IL

Fluentd I& Prometheus H'4F
ED Fluentd 1 Y R4V A%
INETERN 22 &%
HLET,

Fluentd I3 2 —H 4 XH1
MLTWBZEAERELT
WEY,

FluentD 21T 5 —DEULIE
BB RYEYT, 774
JUNTIE, ERID 15 2ET
25 %BAET,

Critical

Critical

Critical

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

PRI —=DNIVART—H AUFH < EE 2m DOfE RED 127
YEF, V7RI —I3EZRAAEZTANT, Pv—RKDRED
MORWATREMEDH DD TLEFYRY—/ — RPN EBRS
nTWEtA,

PSR —DANIVART—H AUFH7RL< EE 20m DORF
YELLOW ICY F 3, — DO +—RL 7Y AREYLHTSHh
Ft A,

PS5 RH—TIE, RD6EFEURICT 1 AVBEENMTFET 5
EDFREINET,

PSR =TIk, ROTEBURICT 7 A IVEERFHIARRT S
EDFRINET,

EEINAE/—RTOIVME—TDFEAERIAELA>TVE
ER

EEINL/—RiE, TARIDEERENDARWVIDITEE
HEEIELTWET, Yv—RE2ZD/—RIZEYHTBZ &
FTEFHA, /—RIZT 1 RVBEEBINT 5 & ARETT
DHENHYET,

Critical

Warnin
g

Critical

Warnin

Info
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ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

BEINKL/—RiE. TARIDEERENDLVWLDICEE
HEIGELTWEY, — DY v — RIZABERIZEEICBID / —
RICBEZIYS TSNS HEEIHYEY, /—RNIZT1 R
MEEMBIMINED, FLEFID/—RICEYETSABEHEWL
AVFy 7R ROy TLET,

EEINL/—KRiE, TARIDEERENDVRWVIDILEE
HEEIGELTWET, TO/—RICYvy—RPEYHTHND
ITRTCODAV Ty I RE, mARYERTOY JICRY ET,
AVFv o270y T4 RAIVDERRIPESELEEET
C2BE8ICFETRRINZIMVENHY T,

EBEINAE/ —ROIWM E—7OERRASTXET,

Elasticsearch Tld., IEEI N/ — RTEZAHEEFHEML
TWEY, 2O/ —RIEA YTy I ZADEEIGEWMTWLWTLG
WHEEMED DY £,

BESNKL/—RDYRATLTHERAIND CPUNBT EEY,

IEE XN/ — KT Elasticsearch IC& > THERAI N % CPU B'F

ITEZY,

124. REDHAT Y R— NEHOOFXF V5 —49 DINE

PR—MNT—REEHRTIE. SHERADIFRY—ICDVWTDT /Ny JIEHR % Red Hat #R— M ICIR{H
LT\ & RedHat DY R— MIZIIEET,

Warnin
g

Critical

- N
N
[

must-gather 'V —)L 2FRA$ 2 &, 7OV MLRILDYY =R, IFRI—LRILD)Y—2ZR,
BLUVROAFX VIV RATFALAAVR—FRY MIDOWTOZHBEREINETE T,

MBS R— N %152 ITIE. OpenShift Container Platform & OpenShift Logging D75 DRI TE R %

RHELTCEI W,

pa

hack/logging-dump.sh 2 7 1) 7 MIFEA LAWVWTLLEZIVL, TORY Y FMIHR—
hIhiad<iYy, T—95RELFEHA,

12.4.1. must-gather V) —JLICDWT

oc adm must-gather CLI O<Y > K&, BEDT Ny JICLEERDZUREREDH DV T RY—D5DIE

ReMELEY,

AFX Y JH 7Y 7 LDIGE. must-gather [IRDIFERZNELE T,
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e JOVIYVKMNLANLDPod, BREYY 7, ¥—EXTAHD Y M B—lb, A=A VTV
TELIPARY N EEC IOV MLRLDY Y —R

o VSR —LRITH/—R, O—=J), BLVPA—INA VT4V THELISRIY—L R
DYy —2

e OJ/IaLV4%—, OJVRKNT., 8LVOTEY 27 54 H—7% ED openshift-logging & & U
openshift-operators-redhat namespace M OpenShift Logging 'J ¥V —X

oc adm must-gather #E1T79 2% &, HFTILWPod BT T X9 —ITERINE T, T—4 & Pod TIE

XN, must-gather.local TIHFEZFMT A LI M) —ILREFEINET, 2OTa4 L7 MY —Id I|/IT
DEETA LY MN)—ITERINET,

12.4.2. BB S
o OXVJHY T AT LE Elasticsearch 4 VA M—ILTBZRELAHY T,

12.4.3. OpenShift Logging & — % D%

oc adm must-gather CLI AY Y REFRAL T, OF VIV H TR FTLICET HERENETEFT,

FIE
must-gather TOF¥ >V /4 TV X7 LBERENET 511F. LTFERITLET,

1. must-gather [ER%=RTFTI2VEOHZT1 LIV M) —IIBBLET,

2. OpenShift Logging 1 * —2 X L T oc adm must-gather <> RZETL XY,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather vV — )L, I{T7 4 L ¥ b 1) —N®D must-gather.local TIEF2HHE T L 2 b
) —%4E L E 9. #Hl: must-gather.local.4157245944708210408

3. fER I N 7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLE T, /=& 2, Linux &
RUL—=—FA VIV RTLAEFRTZIVE2—49—CUTOOY Y REETLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EfE7 714 % RedHat hH R4 —KR—% )L THER LY R—Mr—RTHAFLET,
12.5.CRITICALALERTS O NS TNV a—F4 VY

12.5.1. Elasticsearch 7 S A9 —DEEMIHRTH 3
12UEDTSA7)—v—REZDOLTY) AL/ —RIZEYLETSRERA,
STV a—54a25T

1. Elasticsearch 7 S A9 —DIEEMEHR L., V53R —D AT—YRADKTHDI & =MHER
Lji-g—c

217


https://access.redhat.com/

OpenShift Container Platform 4.9 OX > &/

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. USRI —ICIBmLiz/ —RE—BRXRRLZET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. ElasticsearchPod #—&*x/R~L. T D Pod ZERIDFIEDOITY RHEADILHZ / — KK EHEL
i_a—o

I oc -n openshift-logging get pods -| component=elasticsearch

4. —ERD Elasticsearch / — KBV SR H—IZ&MLTWARWEEIX. LTOFIEEZEITLET,

a. Elasticsearch ICEIEN/=a>v b O—ILTL—V /) —RK2HBT xR LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. Bldh/AaY bO—ILTFL—>Y/—RKDPod OV THEBELERRL T,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging
c. BIEMNGEWD, JFRI—ICBMLTVWEAW/ —ROAOTZHE LT,

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. 2/ KNI SR —ICEMLTVWEHEIR. UTOFIRZEITL. 53R —) AN —
TOERICHENEDI D EERLE T,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

A9 Y ROEADRBRWEEICIE., VAN —TOEANMMREROYRVICL>TERELTWS
M FIELTWBHEELGHY T,

6. REFDIYRIDHZHDEI DR LET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. RBHRDIRIDHB5EIE. TDRAT—IRA=EHRLIT,
ZDRAT—IANEILL, IRV AN) —HDFEICIE. TOIEIFHELIT. VA
N —FEE,. 7729 —DF 4 APMODBERICLYERY T,

FREBHRDIZRIDAT =Y ADEEINBWGHICIE, YAN)—NMEELTWE Z & DD
L) i’a—o

8. YANY—=HZIELTWB LD THNIL, cluster.routing.allocation.enable /* none IZ5%E X
NTWBEHNEIIZHERLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty
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— = - — ==

9. cluster.routing.allocation.enable »* none IZEREINTWBIHFE., InZz all IlRRELE T,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. EDAVTYIADNFTDOFINEHERLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

N ATy IADNELERFVGEIE. UTOFIBEEZETLTHEDA YTy IR &R LET,
a. ¥vwrar s YFTLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. RAEIY HTOBFFHTOHEZECLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. A A—ITATLEITRTHIRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d #4LT70 M 2EPLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

12. BRDFIETHREDA VT v I AN R BLRWGEICIE, 1 VT v I A &@ERICHIBRL F
-a—o

a. "BEDAVTY I RADELRERELET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v
b. REBDA VT v I X&EHIBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. KBDA VTV IADRL, VS5RY—DRAT—IADNKDIEEIE. T—4 / — RTHEGEMIC
BEIDWBAFANN > TOWAWIEFERLET,

a. Elasticsearch JVUM E—=TDFERAENZ VN E DI D EEEL T,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

J< > KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—7ERAEEHRLET,

b. EAENE L CPUNRVWHZHERL XY,

BIER R

® C[lasticsearch T "Free up orincrease disk space" &R L. V5 A —DAT—H ANFREL
FEBOBEZEBELXT,

12.5.2. Elasticsearch 7 S A9 —DEEMNIEEBTH S
1D2UEDTSA4 Y= +v—RDOLFY AT +— R/ —RIZEIYHE TS hFEHA,
kST a—57429
1. ClusterLogging CR T nodeCount ZiHZ L T/ — N ZEP L X,
B EfE R
o JVSRA—OFVITARI L)Y —RIZDWVWT
e OJRXANFDXKIEA ML —YDERE

® Elasticsearch T "Free up orincrease disk space" &EMFBEL. V7 AY—DAT—F ANKRFEL
FEBEOBBEZEBELZXT,

12.5.3. Elasticsearch Node Disk Low Watermark Reached (Elasticsearch / — K ®
T4 R TERWEEEIET D)

Elasticsearch T, EEE(EICEZELL /—RICYvy—RPEIYHTONEE A,

NSTNoa—F1429
1. Elasticsearch D7 704 %D/ — REFEL T,
I oc -n openshift-logging get po -0 wide
2. RAYHBTOYvy— KR DBH 2N EIDEHERLET,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards
3REYVHETOYv—RDBHB5EEF. &/ —FOT 1+ RAVEFEZER LI T,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXT 1 AVBEFEHERLZF T,
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FRBFAT 1 AVDENEN 85% AHBADHEIE. /—RNIMEEEEEBLITEY, Yv¥— KN
D/ —RIZHYYTEN RS ARYET,
5, §RTD/—RTT1 RAVBEEBEBPLTHTLEIVN,

6. T4 RAVBEHEECELRWERIE. HLWT—9 /- K2R —ICEBMLTHTLLLES
L

7. BT/ — ROEBMICEBNHZHZEICIE. V7R —DITRMER) >—#HBEZRL LF
-a—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

’ AT
ClusterLogging CR = L TW3H&1F. U TZABDLET,

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE28EL. COEEZFFLZX T,
8. AIRDFIRTRENER L BRWGEIE, WA VT IV RZHIBRLET,
a. Elasticsearch DA VTV I ADRAT—Y A%=MHRLZF T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy IV ATHIRTE2EDERELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

RS

o VS22 —OFVITHRY L' —Z D ClusterLogging HRA¥ LYY —R (CR) DY~ F)L
T redundancyPolicy #2RB L £ 7,

12.5.4. Elasticsearch Node Disk High Watermark Reached (Elasticsearch / — K ®
TARIVTEVWREEIIET D)

Elasticsearch D' &E#EEICEL: / — KoY vy —RAEBELLDSIELET,

STV a—F54>9
1. Elasticsearch DT 7AA4 %D/ —REHELZXT,

I oc -n openshift-logging get po -0 wide
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2.8/ —RDTARIVBEEHRLET,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

3. VSR YNFUVRAINTVWENEI N Z2HRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

IV ROBEATY vy — ROBREHNRRINZHAICE. SVWEEFEABBELTVWET, &
WEEBOT 7 4 )L MEIX 90% TT,

EEBOLEIWMELRZBATELT, T4 RAVDEAEN DRV — NI, v — REBE)
L/i_a—o

4. v —RZRE/—FICEYETSICIE, BEO—HB2RBRLET,
5. $RTD/ —RTT A RAVBEZE P LTHTLRLI W,

6. T4 RVBEHEELPERWESIE. FILWT—F/ —FEIFRE—ICEMLTHTLES
L,

7. BT —4 /- ROBMICEELHZHEICIE. VTR —DRRMERY O —#HBERS L
-g—o

a. IZ7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

—

pa 3]
ClusterLogging CR = L TW3I5&1E. UTFTZABLZET,

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W54
(&, SingleRedundancy ICE8EL. COEEZFFLZX T,

8. FIMDFIRTEENER LBRWSZEIE, WA VT v I XZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy IV ATHIRTEZ2EtDERFELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE
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BIER R

o UVS24—OF VT HRYL')Y—Z D ClusterLogging HRA¥ LYY —R (CR) DY > F)L
T redundancyPolicy #2RB L £ 7,

12.5.5. Elasticsearch Node Disk Flood Watermark Reached (Elasticsearch / — K ®
TARAIDPVIEVDOEEBISET D)

Elasticsearch &, MREIEFNBEZTARTOA VT Y IR L TCHARYERDA YTy 270y
I AREIICERLE T,

o 1DUEDYY—RKA/—RIZEYLETOSNET,
o 1DLULEDTARIDN LWolXVWDERE 2#BATWET,
STV a—F427

1. Elasticsearch / — RKDF 1« R V5EG =R L £ 7,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

nodes.node_name.fs 7 1 —JL KT, WRD/ —RDEEXTF 1 A VBEBEHELET,

2. ERBEHT A RV DEIEN 5% B BiHEIEF. /— KOV FVWOEEENBRA LI EEER
RLET, COFED/ —RICEIVETOLNEY vy — FADEZAAIE, 7O0vI3hFT,

3IRTD/—RTTARAVBREEZE P L THTLREI W,

4. TARVBEHEBOERWVGEEIE. FILWT—F/—RE2I SR —ICEBMLTHTLLES
LY,

5. $iT—4 /— ROEMICHELHZHBEICE. VTR —DRNRMERY O —#HBERS LE
-a—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

—

pa 3]
ClusterLogging CR = L TW35&1F. UTZABDLET,

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. ¥ 5 X% — redundancyPolicy /' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE28EL. COEEZFFLXT,
6. AIRDFIRTRAEN R L BRWGEIE. WA VT IV RZHIBRLET,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,
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I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy I ATHIRTEZ2EtDERELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. T4 AV ERABEEN 00% KiFICHDET, TOFFET A RAVEEHEBHR L TCERLET, &
I, COHED/ —RKRADEZLAHZRILE@EBRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

BEEEEIR
o VS22 —OFVTHRY L' Y—Z D ClusterLogging HA¥ LYY —R (CR) DY~ T
T redundancyPolicy #8R L £ 7,
12.5.6. Elasticsearch JVM £ — 7D FEHENF L
Elasticsearch / — RTERFEAD VM E—TFAE) =N 75% 28BZE T,
NSTNYa—F42Y
E—TH 4 XA&EPT ZEERETLTLEIL,
125 7. &5 AX VY AT LD CPU N H W
J—REDYRAFTLDCPUFERENELAY T,
NSTNYa—F42%
VSR —/)—RDCPUZHERLET, /—FABYHTBCPUNY—RAEEBPTIEAERETLTL
EI W,
12.5.8. Elasticsearch 7Ot X ® CPU A'&m W
/ — RTO Elasticsearch 7Ot XM CPU FHEAES ARY X T,
NSTNYa—F42%
VSR —/)—RDCPUZHERLET, /—FAFYHTBCPUN Y —RAEEBPT I EAERETLTL
EI W,
12.5.9. Elasticsearch & 1 X 7 {8 AR E L TW3

Elasticsearch 7 2 A% —l3, WEDT 1 AV FERAEICE DV TRD 6 BBELURNICT 1« R VEBEITET
L2ENFRLET,

NoTWNoa—Fav T

1. Elasticsearch / — RKDF 1« AV 5EBERMES LT,
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for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. A< Y KRHHA®D nodes.node name.fs 7 1 —JL KT, WR/—RKDEXT 1+ R V5B %L
7,

3. TRTD/— RTF 4 RVEEEHAED LTHTLEX W,

4. TARVBEHEBOERWVGER. FILWT—F/—RE2I SR —ICEBMLTHTLLES
Ly,

5. $iT—4 /— ROEMICEELNHZHBEICE. VT RI—DRNRMERY O —#HBERS L
_a—o

a. IR7E®D redundancyPolicy #f#52 L £ 9,

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

pa 23]
ClusterLogging CR = L TW35&1F. U TFTZABLZET,

oc -n openshift-logging get cl -o
' jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'
P

b. ¥ 5 X% — redundancyPolicy ' SingleRedundancy & Y £ XX W 5&
(&, SingleRedundancy ICE8EL. COEEZFFLZX T,
6. ARDFIRTREN R L BWEEIE. WA VT IV RZHIRLE T,

a. Elasticsearch DA VT Y I ADRAT—Y A &EELE T,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. WA YTy IV ATHIRTEZ2EDERFELET,

c. 1Ty I REHIKRLET,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

RS

o VS22 —OFV T HRYL')Y—Z D ClusterLogging HRA¥ LYY —R (CR) DY > F)L
T redundancyPolicy #8RB L £ 7,

® C[lasticsearch 75— kJL—JL T ElasticsearchDiskSpaceRunningLow #&8B L £ 7,

® C[lasticsearch T "Free up orincrease disk space" &R L. V5 A —DAT—H ANKREL
FEBOBEZEBELXT,

12.5.10. Elasticsearch FileDescriptor ODfERAEH &\
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BEOEREAICEDVWT., /—RTFRHINZ 7 7ML EBRFORIFLTIEHY FH A,
NSTNSa—F4v4

WEICIN U T, Elasticsearch 7 7 A IV F D REY V THEAINhTWE LI, &/ — KD
max_file_descriptors DIE=HER L THREL £,

BEtER

® C[lasticsearch JL—JL T ElasticsearchHighFileDescriptorUsage 228 L £ 9,

® OpenShift Logging ¥ v & 27R— K T File Descriptors InUse A28 L £ 7,
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OpenShift Container Platform 7 S R4 —MoOF VI TR T LEHIRTEZE T,

13..REDHATOAX VY T RFTLDT VA VA N—)L

ClusterLogging 1 2% 1s1) Y —XR (CR) %#HBlIff L CT. OJV&EEH%ZFIETEXZ 9, CRE2HIKRL 1%,
BoTWAMOAFXF VI TV RFTLAAVR—ZR Y MEHY, 7 a Vv THKRTEZT,

ClusterLogging CR ZHIFR L TH. KieRN ) 21— LR (PVC) FEIFRINFHA. &Y D PVC, KkiE

RYa—LPV)., BLUBEET—F2RKEFT 2D, TLEBHRT ZICIE. ILHICTIYavaRTT
DMENDHYETY,

=55

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y 2 h—JLEINT W B HEA
HYFEd,

FIE
OpenShift Logging ZHIRT 2 ICI&. ATFEETLET,

1. OpenShift Container Platform Web 0> —JL % {# > T ClusterLogging CR Z#HIfR TX £ ¢,

a. Administration » Custom Resource Definitions R— ICHIUE X £ 9,
b. Custom Resource Definitions*—<' T, ClusterLoggingZz/2 ) v o L%,

c. Custom Resource Definition Details*— T, Instances#2')v 27 LF T,

d. 1 VRA49 > ADKEITH % Options X =1 — %2 1) w2 L. Delete ClusterLogging
EERLET,

2. A av: ARY L)Y —REE (CRD) ZHIFR LT,

a. Administration » Custom Resource Definitions R—J ICHYIUEZ F T,

]
L]
]
b. ClusterLogForwarder D#&lZ4 % Options X =1 — 71 v %7 L. Delete Custom
Resource Definition Z:&R L £ 7,
]
H
c. ClusterLogging D#5ICd % Options X =1 — 7' v 7Y L. Delete Custom
Resource Definition #:&R L £ 7,
]
H
d. Elasticsearch M#&EIZ# % Options X Za1— x7') v L. Delete Custom

Resource Definition &R L 7,

3. # 7> 3 »:Red Hat OpenShift Logging Operator # & U OpenShift Elasticsearch Operator %
HIFRL X9,

a. Operators - Installed Operators R—JICHIUEZAF T,
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]
L
b. Red Hat OpenShift Logging Operator M#&IZ# % Options X =1 — - =)y
L. Uninstall Operator %#:&R L £ 7,
]
H
c. OpenShift Elasticsearch Operator M1&IC# % Options X =1 — =0 )vy
L. Uninstall Operator &R L £ 7,

4. #F 7> 3 v:Cluster Logging # & U Elasticsearch 7OY = 7 M &HIBR L 9,
a. Home - Projects R—JICHIUEB X XY,

b. openshift-logging 70 =¥ M D#EIC4H % Options X =1 — =0V vy
L. Delete Project #:&R L £ 7,

c. ¥4 707Ky Y XT openshift-logging ZAJJL T, Delete27 Y vy L. HIFRAEMHER
L/ i’a—o

d. openshift-operators-redhat 7O~ = ¥ b D#&IZ#H % Options X =1 —

oV wy
L. Delete Project #:&R L £ 7,

BF

fhad Z'0—/3)L Operator ' Z M namespace IC4 VA M—ILINT W35
&. openshift-operators-redhat 70> =7 M EHIBRLAWVWTL ZX W,

e. ¥4 70747 7KRv Y AT openshift-operators-redhat = Af1L. Delete #7 ) v o L THIR
HHERLET,
5. fidD Pod TEFIAY 279HIC PVC 2 REFT 5 ICIE. PVC OEIICHER S NILFIE PVC
2ERFLET,

6. 7723V PVCERFTILENDWVEEIX. ThOZHIBRTEET,

Digk

==
[=]

PVC OB FZITHIRICE Y PV BRI N, T—9 DEEXHIEL B AHE
MrHY F9,

a. Storage — Persistent Volume Claims R—J(ZHPYEZ T,

b. & PVC D4 % Options X =1 —

721) v 2 L. Delete Persistent Volume
Claim Z:&R L £ ¢,



85132 OPENSHIFTLOGGING O 7 (YA b—JL

c. AMNL—VHEEZEET ZLENHDHEEIF. PV ZHIBRTEXT,

B TE R
o kiERY 12— ADFEIEIY
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BAZEOQ/LI—RDT714—ILKR
RDT 4 =)L RIE, OF VI TORATFAILE>TIVAR— NI NAEOFLI— RICEET B2 E8EMH
PHYEYT, OJLOA—RIFBEISONA TV MELTT A=y hINFTH, BLT—F%ET
Vo aA—FT4 VJICBERETEEY,
Elasticsearch 8 L V' Kibana D5 N 6D T 4 —IL RERFRT 3121, RFREFRICEBOELT7 1 —IL K%
EEALET, & AKX, Elasticsearch /_search URL D354, Kubernetes Pod &A% T 2 I
I&. /_search/q=kubernetes.pod_name:name-of-my-pod Zf#EH L £ 7,

BREM 74 —ILREIARTOLI—RNICHFEET 2HEEIHY X7,
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153 MESSAGE

21532 MESSAGE

TOOJIY M) —FFAMUTF-8TYO—NKR), TDT7 14—V RAFEELRWA, ETHRLV EEIL
714 —ILRHAEETBHAEMELHY £, FiMIE. structured DEREFZSIRL T LI,

T—HDYA  text
7

=KL HAPPY

231



OpenShift Container Platform 4.9 OX > &/

232

2163 STRUCTURED

BiEbkIhid 7oz heLTOTOAT IV MN)—, TOT74—=ILRIE, 747—4—HEELX
N JSON OT AT A2 LDICEEINTWAESICEET 2EEENHY T, tOOT TV K
) —D#EEO T ERMTHBZBEIC. TDT7 14— RICIEKEZ®DO JSON#EENEFNE T, ThUls
DIHFEIE. D74 —ILRIFEFLEEELRWVZH, message 7 1 —/L RIZTTDOT Ay 2—IH

EFnFEd. BEEINE 7J4—ILRICIE, O AYE—JILEFNBEY T I74—ILRDHBDT., &
CTIFAMIAEEINTLEH A,

T—HDHA  group
7

EDHI map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618

worker:0]



$17%= @TIMESTAMP

2#17% @TIMESTAMP

OJRA4 O— RAMERRINBFmh. EREBIARBELRGEIE. O, O— KPZKAICINE I Nk
RDUTCIEDY—F 2T, oEiEHIE. FEDHETHERTESLIDICFHINTWE 71 —ILREX
L £ 9. Elasticsearch DIFE. IFEAEDY —ILIET 7 #+JL b T “@timestamp” ZHFEL 7,

T—HDYA4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z
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%182 HOSTNAME

ZOATXAyE—YDRETDHRRA ME, Kubernetes 7 5 A4 —Tld. Zhid kubernetes.host & &
CTY,

T—HIDIA  F—T—F
7
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%193 IPADDR4

#19%Z IPADDR4

Y—AY—N—DIPv4T7 KL R, EBAIAIEETEET,

T—HDHA ip
7
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520%= IPADDR6

V=R —N—=—DIPv6 7 FL R (HB158), EIZEETETET,

T—HDHA ip
7
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5213 LEVEL

821Z LEVEL

rsyslog (severitytext 7O0/35 1 —), python DAF YV JEV 2 —IBREDIFIFEFARAY —R0OOF Y
7"//\“)b0

UTDEIF syslog.h DOEGEINE T, EDHIICIE EFOHIE NMEMINET,
e 0=emerg. YATLMNERATIERL,
e 1=alert, 77>av%z9dICEITTIVEDNDH S,
e 2= crit. e,
e 3=err. T7—DHDKMN,
e 4=warn. 2505 KN,
e 5=notice. BETIEH DN, HEN KWK,
e 6= info. HEH#HRIZHL.
e 7=debug. TNV ITLNILDAYE—T,
LUF?D 2 DDfElL syslog.h D—ETlEdh Y AN, LELFERINTVLET,
e 8=trace., PL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHRZY FT,
e 9=unknown, OF YV VL AT ATRETERWVMEEZIRNRZLLBSE,
OAFXF VIS RTLADATLNVELIZBAEZFHRO—BETREEV—BUCYY TLET, LEX

I& python logging Tl&. CRITICAL & crit. ERROR & err B'RIL T,

T=HIDEA  F—T—F
7

EDH info
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522 PID

AFXYJIVT14T714—DO7OERIDTY (H3HBE).
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F23mHY—ER

B23EH—ER
AFVIIVTF 4574 —ICBEERTONAY—ERDERITY (HBHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/37 1 — 3 —EX 74 —JL KIZY Yy FINFE T,

F—5DIA  F—I—F
7
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$24% TAGS
FTvavalL iy —Fhid/ IS4 =ICL>TEOJICEBEI NS, Operator EEDY JD—

BETY, RMO—-FIKIE RTA PAR—ZATRYYSNAEXFI b—I Y ERBXFHN =T 2D
JSON —EBZFERLEXFIZEETEET,

T—HDYA  text
7
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2525% FILE

ALys—NNzondTV MN)—%2HmHAHWMBZO7 T 7AIADNRR, BB, ThIZISRI—/—RD
Ivarllog 7 7 1 IV AT LARAD/IRZATY,

T—HDYA  text
7
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526%= OFFSET

F7ty ME, ENE—OT T 74V TEBICENT 2HBEIC. XM MOEZT 74)L0O 71T (EO
FRIFIR—R) FLIFOTTOES (EOFLIEIR—R) ORIBARICKRTITEES, ZOEIFSY
TTE O 774V DFHRN—2Y a3 VvERRTEET (O—FT—> 3 V),

T—9DH¥A  Long
7
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Kubernetes Bl X ¥ 7—4 M namespace T,

T—HDHA  group
7

27.1. KUBERNETES.POD_NAME

Pod D &Hi,

T=HIDHA  F—T—F
7

27.2. KUBERNETES.POD_ID

Pod @ Kubernetes ID,

T=HIDHA  F—T—F
7

27.3. KUBERNETES.NAMESPACE_NAME

Kubernetes M namespace M &Z&1,

T—HIDHA  F—T—FK
7

27.4. KUBERNETES.NAMESPACE_ID
Kubernetes M namespace ID,

T—HIDHA  F—T—FK
7

27.5. KUBERNETES.HOST

Kubernetes / — K4,

T—HIDHA  F—T—FK
7

27.6. KUBERNETES.CONTAINER_NAME

#5273 KUBERNETES
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Kubernetes @1 ¥ 5+ — D481,

F—5DIA  F—7—F
7

27.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MIEAEMITONZ 7/ FT—> 3V,

T—HDHA  group
7

27.8. KUBERNETES.LABELS

TtD Kubernetes Pod IC# % X)L

T—89DYA  group
7

27.9. KUBERNETES.EVENT

Kubernetes ¥ A4 — API N 5EU45 L 7= Kubernetes 1 Rk, T DA RV M DOFrBRIFEARMIC, Event
vl 37 O type Event ([CERL 7,

T—HDHA  group
7

27.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED. MODIFIED % 7= (% DELETED

F—5DIA  F—I—F
7

=L EINFE

27.9.2. kubernetes.event.metadata

ARy MERDIZRTSE L CREICEAY 215K

T—HDHA  group
7

27.9.2.1. kubernetes.event.metadata.name
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.22/#event-v1-core
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AR MERZENYH—=LATT U MDEE]

T—HIDEA  F—T—FK
7

E D java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

ARy MABAICHEE L7z namespace DRI, ZhiL. eventrouter 7 7Y —> avdF 704 %
M namespace T# % kubernetes.namespace_name & (FE722 2 EITER LTIV,

T—HIDHA  F—T—F
7

BEDH default
27.9.2.3. kubernetes.event.metadata.selfLink
AR RADY VY

T—HIDHA  F—T—F
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

ARV RDO—EDID

T=HIDIA F—T—F
7

=Rl d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

ANV IDPRELIY —N—DRWN—=Ta V2@ T D2XFIN, 7747 MIZDXFI=ERL
T ATV MDEBRINLSIAIV IR TEET,

T—HDYA  integer
7

E DB 311987

27.9.3. kubernetes.event.involvedObject
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ARYMNIBETZATVZI M,

T—HDHA  group
7

27.9.3.1. kubernetes.event.involvedObject.kind

FTOONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace

%954 7YY bDnamespace &, Z1id. eventrouter 7 7Y r— 3> D7 704 %D
namespace T# % kubernetes.namespace _name & (B2 ZAREMENH D & ITEE L TLEIL,

T—HIDEA  F—T—FK
7

EDH default

27.9.3.3. kubernetes.event.involvedObject.name

ARV NN A—-LEAFTV Y bD&HRI

T—HIDHA  F—T—FK
7

E D java-mainclass-1

27.9.3.4. kubernetes.event.involvedObject.uid

TV ND—EDID

T=HIDHA  F—T—FR
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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F—5DIA  F—I—F
7

EDH vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

AR NE N H=LIY—N—DRE/NN—2 3 2D Pod Z#BITHXFN, 75347V MIZIDX
FHEGALT, ATV MEBINIA IV T2HTEEY,

T—HIDIA  F—T—FK
7

{ED B 308882
27.9.4. kubernetes.event.reason
CDARY NEENRT PEBHETRY. ¥ N EBBARERE VWX FES

T—HIDIA  F—T—F
7

EDH SuccessfulCreate

27.9.5. kubernetes.event.source_component

CDARY MNERELZOAVER—RV K

F—5DIA  F—I—F
7

E Dl replication-controller

27.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDH4 Bt
7

E DY 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

TDARY NHFEE L -EE
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T—HDYA  integer
7

fED I 1

27.9.8. kubernetes.event.type
ARV NDH 47, Normal /i Warning. $%. FiLWS 4 THEBMINZAEELIHY T,

T=HIDHA  F—T—F
7

BEDH Normal
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228 OPENSHIFT

openshift-logging Bl D X 4 5 — 4% M namespace

T—HDHA  group
7

28.1. OPENSHIFT.LABELS

PSR —OAT 74T —F—REICL>TEMINE SN

T—HDHA  group
7
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