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OpenShift Dedicated Be & (3. *‘/Z?‘Ak%—%%'—i&fc— D774 ET 4 —%@RDLI—H—,

BE, LTI RATFLOOVR—

RFELET,

VhRICER LAtEFa ) T« —BEEDERINOL I — |~75:

1LAPIOEEQJICDOWT

EEIFAPI H—/NN—=L R TEITIN, Y—NN—IIESNBZITRTCOERAOQVICEHLET, ThT

hOEEOJICE. UTOBEHRIASEINETT,
KUNEEODT 7414 —IEK
Z4—)E B2L
level ARV MDERINEEEL NI,
auditlD BERTEICERINE—RDEE D,
stage ZDARY N VRY Y ZADERBEDEKRULIEBDRFT—,
requestURI IS54T Y MI&2TH—NR—ITEEINBZER URL
verb ERICEEM T 5N B Kubernetes DENEA, ) Y —ZAUADERDIG
A, INIENMXFEDOHTTP XYy RIZRY T,
user REALI N1 —H—D1ER,
impersonatedUser FT7vav, RELI-Y-DOER(ERTHOLI—F—%HRET 255
I:l)o
sourcelPs AT av, BROEXEXTSLCFEAIOF> D060V —2R 1P,
userAgent FTvav, VA7V P RETZ1—HY—IT—-IV hOXFI,
A—H—I—VzVMIISATYMIL>TREINTSY., EFET
TRV EITERLTLCESTW
objectRef FFvav, TOBRDY—Fv heRhoTWEATVI SR, &
niE, List 94 7OEXRP Y Y —RLADEXRICITEAINE LA,
responseStatus 47> a >, ResponseObject 7 Status ¥ 1 7 THR TH/ZEI N

BBRAT—HY R, EERBBEDSZE., INIEI—ROoHDEENhF
To AT—FRAUNDY A TDILS—IHEDHBE. THNITIEIS—XA Y
T—UNBEMICEREINE T,
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requestObject A7 av, JSSONERDERNSD API ATV )
b. RequestObject i&. /N\—Y a3 v DZE#H}|, 74 MRE. ZHF
R —YDRICERDZED L D ICEHEINET (JUSON & LTHI
YA—RINDAREEDLH D). TNIFABON—=Y 3 fFIFI NS
TP MNIATTHY, ThEFTEEDRA TV 20 MTRAWT
REMELHY ET, IhiF) Y —RAUADEKRDBEICITERK I, BXR
LRIV ETOHFOTICEHEINE T,

responseObject A7 av, JSSONFERDIGETRIND APIA TV )
r. ResponseObject 3455 1 TADE#IZICFEEEZI N, JSON &
LTIV T7IA4ARXINET, InFY) Y —RUADEKRDIBZEICITEE
Ih, RBELRILTOHOTICEHINET,

requestReceivedTimestamp FRHY API H—/N— (T EIE L - BEfE,
stageTimestamp BERDVBFEDEER T —VIE L R,

annotations FT7vav, BEARY M EHIREINZBELIhTOWARAVWF—&
EDvy 7, Ihnid. R RBA. BT T4 vARE, BXRIEMH
Fr—VTHUPHINZ TS TAVICE>TREISNDAREMELHY F
T INLDT7/T7—2aViEEANRY NHAOEDT, EEFEINLA
7Y = 7 k@ metadata.annotations IC R LAWT EITER L TK
IV, ¥—iF, BRIOHBEENRELAVL D ICEMIVYEAR—XV M
—RICHNT 2MELNHY £ (B
podsecuritypolicy.admission.k8s.io/policy), Eld5@< 2 HE
BHYET, 7/ T—2aviEgAd9T—9LRIICEEFNET,

Kubernetes APl H—/X—® & H14l:

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","audit|D":"ad209ce1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.200962Z","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole

\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

1250 DRT
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ZThThody bO—)ILFL—Y /— KIZTDWT OpenShift APl % —/3—_ Kubernetes API # —/X—,
OpenShift OAuth API #r—/X— & L U OpenShift OAuth —/"X—DOJ AR RTE XY,

R

OpenShift Dedicated 7 704 X > k Tldk, Customer Cloud Subscription (CCS) €7 /L
AL TWRWEERRIE, RedHat Y R— MIEK LTI F RS —DEED I/ DO
E—%2EXRT2HEIHYET, IhiE. APIY—N—DEEEOJVERTT SIC

(&, cluster-admin t#EfRDLETH B7HTT,

FIR
BEBEOJZRTTDICE. UTFZ2ETLE,

® OpenShift APl H—/N—DEEOJ/A2RRLET,

a. £Av hO—ITFL—>r/— RTHRATEER OpenShift APl H—N—BE&EOV %) 2 hK
a_—\bi-a—o

I $ oc adm node-logs --role=master --path=openshift-apiserver/

H A B

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T00-12-19.834.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T00-11-49.835.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T00-13-00.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—RZ&EOTEZEBEL T, HED OpenShift API Y —N—BEEOJERFLET,
I $ oc adm node-logs <node_name> --path=openshift-apiserver/<log_name>

UFICHZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=o0penshift-
apiserver/audit-2021-03-09T00-12-19.834.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"381acf6d-5f{30-
4c7d-8175-
c9c317ae5893","stage":"ResponseComplete”,"requestURI":"/metrics","verb":"get","user":
{"username":"system:serviceaccount:openshift-monitoring:prometheus-
k8s","uid":"825b60a0-3976-4861-a342-3b2b561e8f82","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.129.2.6"],"userAgent":"Prometheus/2.23.0","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2021-03-

08T18:02:04.086545Z","stage Timestamp":"2021-03-
08T18:02:04.107102Z","annotations":
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{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"prometheus-k8s\" of ClusterRole \"prometheus-k8s\" to
ServiceAccount \"prometheus-k8s/openshift-monitoring\""}}

e Kubernetes APl H—NN—DEBEO VAR RLET,

a. FEaAv hO—ILFL—>r /) — RTHHEARER Kubernetes API EEEH—/N\—0O 5% 1) A MK
a_—\Lji-a—Q

I $ oc adm node-logs --role=master --path=kube-apiserver/

H A B

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T14-07-27.129.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T19-24-22.620.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T18-37-07.511.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—RZEOTEZ%EIBEL T, BHED Kubernetes API BEEH —N—0OJ%2RRLET,
I $ oc adm node-logs <node_name> --path=kube-apiserver/<log_name>

UFIChZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=kube-apiserver/audit-
2021-03-09T14-07-27.129.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"cfce8alb-b5f5-
4365-8c9f-
79¢1227d10f9","stage":"ResponseComplete","requestURI":"/api/v1/namespaces/openshift-
kube-scheduler/serviceaccounts/openshift-kube-scheduler-sa”,"verb":"get","user":
{"username":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-operator”,"uid":"2574b041-3c8-44e6-a057-baef7aa81516","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-scheduler-
operator","system:authenticated"]},"sourcelPs":["10.128.0.8"],"userAgent":"cluster-kube-
scheduler-operator/v0.0.0 (linux/amd64) kubernetes/$Format","objectRef":
{"resource":"serviceaccounts","namespace":"openshift-kube-
scheduler","name":"openshift-kube-scheduler-sa","apiVersion":"v1"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T18:06:42.512619Z2","stage Timestamp":"2021-03-
08T18:06:42.516145Z","annotations":{"authentication.k8s.io/legacy-
token":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-
operator","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"system:openshift:operator:cluster-kube-scheduler-
operator\" of ClusterRole \"cluster-admin\" to ServiceAccount \"openshift-kube-scheduler-
operator/openshift-kube-scheduler-operator\""}}

® OpenShift OAuth API #f —N\N—DEEEFEN V2R~ L E T,
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a. FaAv hO—ILFL—> /— RTHEAABEA OpenShift OAuth API BSEH —/N—0OJ % Y
ARRRLET,

I $ oc adm node-logs --role=master --path=o0auth-apiserver/

H A B

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T13-06-26.128.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T18-23-21.619.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T17-36-06.510.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—RZHEOJVEZ%EIBEL T, HED OpenShift OAuth API EEEH —/N\—OJ %R KL E
-a—o

I $ oc adm node-logs <node_name> --path=o0auth-apiserver/<log_name>

UFICHZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-apiserver/audit-
2021-03-09T13-06-26.128.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"dd4c44e2-
3ea1-4830-9ab7-
c91a5f1388d6","stage":"ResponseComplete","requestURI":"/apis/user.openshift.io/v1/users
/~""verb":"get","user":{"username":"system:serviceaccount:openshift-

monitoring:prometheus-k8s","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.0.32.4","10.128.0.1"],"userAgent":"dockerregistry/v0.0.0 (linux/amd64)
kubernetes/$Format","objectRef":
{"resource":"users","name":"~","apiGroup":"user.openshift.io","apiVersion":"v1"},"response
Status":{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T17:47:43.6531872","stage Timestamp":"2021-03-
08T17:47:43.660187Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"basic-users\" of ClusterRole \"basic-user\" to Group
\"system:authenticated\""}}

® OpenShift OAuth —N\—DEEO /2R~ L T,

a. £y hO—)I7FL—>/— RTHATEEA OpenShift OAuth #—/X—0O%7 % Y X KRR
L/i-a—o

I $ oc adm node-logs --role=master --path=o0auth-server/

H A B

I ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2022-05-11T18-57-32.395.log
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ci-ln-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2022-05-11T19-07-07.021.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2022-05-11T19-06-51.844.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. /—R&&EOJVE%EIBEL T, HED OpenShift OAuth y—/N"—OJ&#RKRLE T,
I $ oc adm node-logs <node_name> --path=o0auth-server/<log_name>

UFIChZERLET,

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-server/audit-
2022-05-11T18-57-32.395.log

H A B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"13c20345-
f33b-4b7d-b3b6-
e7793f805621","stage":"ResponseComplete”,"requestURI":"/login","verb":"post","user":
{"username":"system:anonymous","groups":["system:unauthenticated"]},"sourcelPs":
['10.128.2.6"],"userAgent":"Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101
Firefox/91.0","responseStatus":{"metadata":
{},"code":302},"requestReceivedTimestamp":"2022-05-
11T17:31:16.280155Z","stage Timestamp":"2022-05-

11T17:31:16.297083Z","annotations":

{"authentication.openshift.io/decision":"error","authentication.openshift.io/username":"kubea

dmin","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":""}}

authentication.openshift.io/decision 7 / 7 —< 3 VICEHATX %{&E(d. allow. deny.
F7ld error TY,

13. 82O DT 1LY —
jq £/21EBID JSON Y — L&A FERA LT, APIY—N—BEEOJ%2 714 —TEET,

T

pa )

API H—N—EEEOVICEEHY 2BHREIE. RESNDEEAIRY O —THEITEX
-a—o

UTOFIETI., jgrFERALTCIY bO—/IL T L —>/— K node-1.example.com TEEO V% 7 1
W —926%RLET, jg DFERICEAT 25FMIE. jgManual Z5RLTLEI W,

AR
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

o gqAAYRAR—ILERTWE,

FIR

® OpenShift API Y —N\—BE&HEOJ%Z1—H—T74)L5—LZET,


https://stedolan.github.io/jq/manual/

FEEEOTOXRST

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.user.username == "myusername")’

e OpenShift API Y —N—BEENJ%Z1—H—I—Yz VR TT4ILI—LET,
$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.userAgent == "cluster-version-operator/v0.0.0 (linux/amd64)
kubernetes/$Format")’
® Kubernetes APl —N—BEEOVARFEDAPIN—2 3V TT 4 —L, 2—HF—I—Vzx

VhDHEHEDLET,

$ oc adm node-logs node-1.example.com \
--path=kube-apiserver/audit.log \
| jq 'select(.requestURI | startswith("/apis/apiextensions.k8s.io/vibetal")) | .userAgent’

o EJFAAFRA L T OpenShift OAuth API 4 —N\—BEEO V% 74 LY —LE T,

$ oc adm node-logs node-1.example.com \
--path=0auth-apiserver/audit.log \
| jq 'select(.verb = "get")'

o 1—H—FZAEHHL., TF7—TKRBLEZA R NT OpenShift OAuth Y —/N\—BE&EO V% 7 1
WE) U TLET,

$ oc adm node-logs node-1.example.com \

--path=0auth-server/audit.log \

| jq 'select(.annotations["authentication.openshift.io/username"] = null and
.annotations["authentication.openshift.io/decision"] == "error")'

14. 5O DOINE

must-gather V—J)LAFRA LT, V5 R9—%T NNy J35ODEEOT/#RETEET, Oy
&, HEERL72Y. RedHat 7 R—MNICEFLAEZYTEET,

Pz
OpenShift Dedicated 7 704 X > k Tld&, Customer Cloud Subscription (CCS) €7 /L
AL TWRWEERRIF, RedHat Y R— MIEK LTI/ F RS —DEED I/ DO

E—%2EXT2HLENHY T, INik. must-gather 'V —IL&ER T % ICI& cluster-
admin ERNMBRETHB7LHTT,

FIR

1. - /usr/bin/gather_audit_logs %= 15%E L T oc adm must-gather A< > RZETL X7,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs
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2. FET A LI M) —ITERSI /- must-gather 71 L7 M) —D S ER7 71 L EER L £
T, LEZIE LinuxARL—FT 14 VIV RTLEERTZIAVE2a—49—TCUTOOT YR
ZEITLET,
I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q must-gather-local.472290403699006248 (. EED T4 LV M) —RICEIH|MAF T,

3. RedHat h RO —R—FILD HAIYT—HYR—h R—I T, EBI7 7M1V EHYR—Kr—
2RI LET,

1.5. BE B R

® must-gather 'V —Jb

10


https://access.redhat.com/support/cases/#/case/list
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/support/#about-must-gather_gathering-cluster-data

PE2ZESREV SRV —TF IV RAICHERFAIYZXAMIPTERLR
B2EESRE YV SRY—T IV BRIIHERHFAYZAKNIPTZRL R

21 E

Red Hat SRE #* OpenShift Dedicated ¥ 2 24 —HOB@E%E Z TV a—FT 4 v J$ 221, 559 )
AMIP7RLRAEZNLTAPI ==l Ingress 77 ERATEBLDICTEHENHYET,

22. A A MICEHFEINIP 7 KL ZDRE
OpenShift Dedicated 2 —4 —|&. OpenShift Cluster Manager CLI A< > K% L T. OpenShift

Dedicated 7 S RAY —~DSRE 7V LR ICWHER RedHat ¥ VY DRFDHFAY A MNIP 7 KL R A
BsBTEFd,

yz o-1o)
INLDEFAYAMDIPT7 KL RIFKFEHREDTIEIARL, TEINSHEEIHY F

T JFDHFRATYRARNIPT RLRICDWTIE, API B A BGHICHESRTIRELHY
i’a—o

AR

® OpenShift Cluster Manager API AY Y RSA VAV 5—T x4 X (ocm) 24 VA M—=JLL T
W5,

o HAURAMDIPT7RLREEDDELIIL T 7AT IO A—IARETETET,

FIR

1. OpenShift Dedicated 7 5 A4 —~D SRE 7V Z RICHBRIFEDEHFATY A M IP 7 KL A %E
B9 2ICIE ROOAY YV RERTLET,

I $ ocm get /api/clusters_mgmt/v1/trusted_ip_addresses|jq -r ".items[].id'

2. AN RAMNDIPZRLAANDT VR EHATEDEIDICT7AT 04— ILEFRELET,

1


https://console.redhat.com/openshift/downloads
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