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TIEINZBEE®DY) X MIDWTI, Insights Operator D7y 7ZA M) —L70OY TV b %
SBLTLEIY,

4.1.3. Telemetry & & U Insights Operator 7—#4 7 O0—IZDWT

Telemeter Client I&. Prometheus API 7* 53&IR L7z RINT—4 2 IRELF T, BRIT—F L. L
BY370HIC449 30T &I api.openshift.com IC 7y 7O— KX EF T,

Insights Operator (&, iR L7=7—4 % Kubernetes APl & U Prometheus API 55 7 — 14 7IZUX
SELET, 7—HA Tk, LEDAHIC 2 BB I & IC OpenShift Cluster Manager IZ7 Yy 7AO— KX h
F 9, Insights Operator (. OpenShift Cluster Manager B S &#H D Insights ¥ 7> O— KL &
9, Zhik. OpenShift Dedicated Web O~V —JL®D Overview R—IC&F N 5 Insights status
Ry TPy THERET HLOICHERINET,

Red Hat & MBS 129 R T, Transport Layer Security (TLS) & &K OB EIIEAZ R A FH L T, BS1L
INEFYRIVETITONET, IRTOT—YRBEBFS LI CELEPRICESEINET,

BT —Y5NIBTEIVRATLAANDT IV ERIE, TIVFT 7048 —EREF & BRI AREREEHIMENIC & - THIHE
INET, 77 ERFEREUNBRHTHEIN., BDELBEICERINET,

Telemetry & & T Insights Operator 7—% 70—
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https://github.com/openshift/insights-operator/blob/master/docs/gathered-data.md
https://console.redhat.com/openshift
https://console.redhat.com/openshift
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OpenShift Red Hat
Container Platform Web
console Insights
—> analysis engine
Kubernetes —» Insights HTTPS (443) Red Hat
API ) Operator R mmmms 4 Cloud.redhat.com Support
Prometheus TeIe_meter N .pi.openshift.com Subscription
API > Client HTTPS (443) g : : management
OpenShift
—  Cluster Manager
E3pC oF:
® OpenShift Dedicated E=4 ) Y 724 v U DML, E=4 )V JOME 28R L TLEX
(A

414.") E— MR EZY Y VI TF—YDERAEICEAT 2 BINER

DE—MIIWRAEZS ) VT ZBNCT 2LDICNNEINZIFHROFFMIE. Information collected by
Telemetry & & T Information collected by the Insights Operator #&8 L T 72X W,

CORFa2AVPMNTHIBLZEB Y, RedHatld, Y R—FELVT7 Y TIL—RORMH, X7 x—%
VA/REDRBEL. Y—EANDREOR/NME. BROFESLIPER., STV —-FT1V7,
277V 78LVLI-HF-—TIARY TV ZADRIE, BEAOWIEE L VHERZBNE LT (EEY
%1558). BEKRD RedHat HmEAT—9ZINEL T T,

INEICH 1T Bk

Red Hat &, Telemetry BLUVRET — 4 ZRE T 27 DITERKET I NS L HEBH AR %E F
ALTWETY,

#H

RedHat &, 2 —H—IT VAR IV AOMELEICAIT T, Telemetry & & U Insights Operator TI&E X
N7 —952RNEBTHETZHEDHY £F, RedHat iE., L FOEMTRedHat DEY R Z/8— |
F—&, BEHREBELAVWERNINLEXT Telemetry 8L UVRET— Y2 HET 2FENHY FE
T, 2FY, R="F—DHBBLUVBEFRD RedHat DA 7 7 ) Y FDFEAICOVWT LY RSEMRET
FRLDICKETHIEEZBNETED, TNHEDN— M F—EHBETHR—MLTWBRZDKES
MRBIITIZEZBEME LTVWET,

B—KR=F1—

Red Hat I&. Telemetry 8L UVRET — 9 DINEE. DM, BLUVRELZIRT 27010 HFEDH—FK
N—T 14— BETDHEADHY T,

42. ) E—KMANIVAEZY YV TICE > TIREINDE T —Y DERT
aA—H—2aY hO—J/Telemetry 8L CHRET — Y PNEDEMLS L CEML

13


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/monitoring/#monitoring-overview_monitoring-overview
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BIEEIL, Telemetry & & U Insights Operator ICE > TINEINDZ X N Y VR AHEATEET,

4.21.Telemetry ICL > TIEINZ T—F DR

Telemetry THX ¥ 7F v+ —SNB VS5 —EAVER—FX YV NOBEBRIWT—YERRTEIENTEE
-a—o

([} =35
® OpenShift Container Platform CLI (o¢) ' 1 Y XA h—J)LEI N TW 3,

e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

FIR
L 95249 —lcay4 v LET,
2. ROAX YV REE[TT D&, U5 R —0D Prometheus T —E XV T ) —HRTI N,
Telemetry ILE > THF+ TF ¥ —INBERIT—IDEEEEY MHRINF T,
)z 6
RDFNCIE. AWS ED OpenShift Dedicated ICEIEDEHN WS DHAEEFNTWVWET,
$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \

openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="count:up0"}'\

name__="count:up1"}'\
name__="cluster_version"}' \
name__="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \

name__ ="cluster_version_payload"}' \

name__ ="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\

name__ ="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__ ="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\
name__="openshift:memory_usage_bytes:sum"}' \
name__ ="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \
name__="cluster:virt_platform_nodes:sum"}' \
name__="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\



--data-urlencode 'match[]={__

--data-urlencode 'match(]=
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name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

{
--data-urlencode 'match[]={__
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="subscription_sync_total"}' \
name__="olm_resolution_duration_seconds"}' \
name__="csv_succeeded"}' \
name__="csv_abnormal"}' \

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__

\
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match(]
--data-urlencode 'match(]

{

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:
--data-urlencode 'match[]={__
system_vendor="Red Hat"}' \

--data-urlencode 'match(]=

{
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=

L

name__="cluster:kubelet_volume_stats_used_bytes:provisioner:sum"}'

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total_used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}'\

name__ ="job:odf_system_pvs:count"}'\
name__="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \

name__ ="job:ceph_versions_running:count"}' \
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}'\
name__="odf_system_bucket_count", system_type="0OCS",

name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \

{_
{_
--data-urlencode 'match[]={__name__="console_url"}'\
{_
{_

--data-urlencode 'matchl[]=
--data-urlencode 'matchl[]=
{_ name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:min"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:max"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:median"}'
\

--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\

--data-urlencode 'match[]={__name__="cam_app_workload_migrations"}' \

--data-urlencode 'match(]=

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\
--data-urlencode 'match[]={__name__="cluster:alertmanager_integrations:max"}' \

--data-urlencode 'match[]={__name__="cluster:telemetry_selected_series:count"}' \

--data-urlencode 'match[]={__name__="openshift:prometheus_tsdb_head_series:sum"}' \
--data-urlencode 'matchl[]=

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}'\

--data-urlencode 'match[]={__name__="monitoring:container_memory_working_set_bytes:sum"}'\
--data-urlencode 'match[]={__name__="namespace_job:scrape_series_added:topk3_sumih"}'\

name__="cluster:network_attachment_definition_instances:max"}' \

et et et )
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--data-urlencode 'matchl[]=
{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \
--data-urlencode 'match[]={__name__="monitoring:haproxy_server_http_responses_total:sum"}' \
--data-urlencode 'match[]={__name__="rhmi_status"}'\
--data-urlencode 'match[]={__name__="status:upgrading:version:rhoam_state:max"}'\
--data-urlencode 'match[]={__name__="state:rhoam_critical_alerts:max"}'\
--data-urlencode 'match[]={__name__="state:rhoam_warning_alerts:max"}' \
--data-urlencode 'match[]={__name__="rhoam_7d_slo_percentile:max"}' \
--data-urlencode 'match[]={__name__="rhoam_7d_slo_remaining_error_budget:max"}" \
--data-urlencode 'match[]={__name__="cluster_legacy_scheduler_policy"}"\
--data-urlencode 'match[]={__name__="cluster_master_schedulable"}' \
--data-urlencode 'match[]={__name__="che_ workspace_status"}' \
--data-urlencode 'match[]={__name__="che_ workspace_started_total"}' \
--data-urlencode 'match[]={__name__="che_ workspace_failure_total"}' \
--data-urlencode 'match[]={__name__="che workspace_start_time_seconds_sum"}'\

{

{

{

{

{

{

{

{

{

{

{

--data-urlencode 'match[]={__name__="che_ workspace_start_time_seconds_count"}' \
--data-urlencode 'match(] name__="cco_credentials_mode"}' \

--data-urlencode 'match(] name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
--data-urlencode 'match[]={__name__="visual_web_terminal_sessions_total"}' \
--data-urlencode 'match[]={__name__="acm_managed_cluster_info"}' \
--data-urlencode 'match[]={__name__ ="cluster:vsphere_vcenter_info:sum"}'\
--data-urlencode 'match[]={__name__="cluster:vsphere_esxi_version_total:sum"}' \
--data-urlencode 'match[]={__name__="cluster:vsphere_node_hw_version_total:sum"}'\
--data-urlencode 'match[]={__name__="openshift:build_by_strategy:sum"}'\
--data-urlencode 'match[]={__name__="rhods_aggregate availability"}' \
--data-urlencode 'match[]={__name__="rhods_total _users"}'\

--data-urlencode 'match(]=
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{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9
9"\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_storage types"}'\

--data-urlencode 'match[]={__name__="jaeger_operator_instances_strategies"}' \

--data-urlencode 'match[]={__name__="jaeger_operator_instances_agent_strategies"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\

name__ ="openshift_csi_share_secret"}'\
name__="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__ ="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}"\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
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name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \

name__ ="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}' \
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}'\
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\

{
{
{
{
{
{
{
{

--data-urlencode 'match[]={__name__="openshift:openshift_network_operator_ipsec_state:info"}'

43.INSIGHTS Z A L7V S X9 —DRIEDRE

Insights (&, Insights Operator DEFET—4 21 YR L 24 L 9, OpenShift Dedicated D 1 —4—
l&. Red Hat Hybrid Cloud Console @ Insights Advisor Y —EZXTLR— M E2RRTEET,

4.3.1. OpenShift Dedicated M Red Hat Insights Advisor IC 2D\ T

Insights Advisor Zf#f L T. OpenShift Dedicated 7 Z 24 —DIEBHZFHE L. BER T T, E~
DISRI—EAVTZANTIFv—2RFDELLICBEIDNH DM DHLLT, H—EXDAH
M. 72—V MLI VR RT3 VR, FBEtEF21)T14—ICRELZRIITTREEDODH 2HE
IKILINTWBRIEEZRHTHIENEETT,

Insights . Insights Operator TIREIN/ZI TR I —T—9 %2FRALT. TDT—%%
recommendations 54 73 ) — &g YR LB L 9, KHEEFEIFIL, OpenShift Dedicated 7 5 R
Y—ZERICIOTARMEDH 27 7RI —RIBEFHTY, Insights 2T DFERIE. Red Hat Hybrid
Cloud Console @ Insights Advisor Y —EXTHIETEZXY, AV YV —I T, ROF7V >3 v&ERETT
XFE7,

o BREDHREEHONEARITIZIZIRAYI—%ERALET,

o BRELQTAIII)VIKEEZFERAL T, BREZZNSOHEEFRICRYAAFT,

o ERIDEREEIR, TNOHART VRV DFM. BICERNDI ZRAY—ICHE LR EZHE
mlLET,

o HMREMODATEHALIT,

4.3.2. Insights Advisor O#REEIFICDOWNT
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https://console.redhat.com/openshift/insights/advisor/
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Insights Advisor &, 75X —DHY—EXDERAY, 74—ILh LS VR NT3—T VR, T
X2V T A —ICBYELEZZTREMEOHZIFIERISRAI—DRESLVPIVR—FY MEE
ICEAT2B®mRENY RILLTWET, ZDBERIE Insights Advisor THEREIEE I IEH, UTOBEHRS
EEhEd,

o Al HREIHDEHEAFA

o SEMN: #IREIFA Insights Advisor 7—H A TICABRINTWBIEE

o AWFrdY— ZORENIY—ERTAME, 74A—ILNMNLZ VR, RNT7x—T VR, Fhidt
Fal) T4 —ICEFELARIITIHEME,HZHED D

o RERDVRV:FUNMM VISAMNSIVFv—ICBREZSAS gt OB LEE, %
NORELEBEICY AT LAREICKIET 8

o VIR HRERIRHEINILIZZAI—DY R b
o G VSR —~DREBEZED. BEOHRELYPE

e BAEITSZIMEYIADY VJ:RedHat N RHET 5. BIEICET 5 FFMIER

433. 7 5 R Y —DEENLEEDRSR

ZDtY Y avTiE. OpenShift Cluster Manager @ Insights Advisor I Insights L iR— k2 KRRT %
HiEzHRBLET,

Insights (9 5289 —%#YIBLOH L. &RHOBERERTTDHILICERLTLLIW, BEZELE
LEBEPH LLWEBIMREINBEA LR, INODRBRIEILT 5RRMENHY £,

([} =355
o US54 —7hH OpenShift Cluster Manager ICEERINTW 3,
o JE—RMANIALR—=FIBIEMIA>TWS (TT74IK),

® OpenShift Cluster Manager ICA %714 >~ L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
FERICTH U T, Insights Advisor Il RDWEFNhERRLET,

® |Insights TRIBEMREE I NAh > 15EE. No matching recommendations found A%k~
IhEd,

e Insights B"RHE LZZBED ) A T, YRY (B, B, EE. BLTEKX) J&IK/IL—7
fEENTWET,

o Insights ’EL VS XY —%0H L TWARWEEIX, Noclustersyet "&RR-INET, o
WiE. 95 R =DM VAP —LVINTEHEIN, 41 V5 —Fv MIIEHINZBERICH
lﬁbi-a—o

2. BENRTINLBZERE, TV N)—DRICHZ >TAAV %20 )y I LTEHEMZRFEL TS

I,
PIZEIC & > TUE. Red Hat 2RI 2BIEBBRADY Y I 2B Y £ 7,

18


https://console.redhat.com/openshift
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4.3.4. $ XT D Insights Advisor DHEREIE % KRR

Recommendations Ea—IEFT 74V KN T, V53R —THREINIHBFEEOAERTLET, £
L. ZPRANAYF =T —hHA T TITRTCDHREFELARRITIET,

AR
o JUE—MNIRALR—=FMDERTH>TWS (T72IL ),
o 7524 —71H" Red Hat Hybrid Cloud Console IC & ShTWE T,

® OpenShift Cluster Manager ICA Y14 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,

2. ClustersImpacted 7 1 L% —8E LU Status 71 LI —DREICHZ X T4 AV %I ) v UL
i’a—o
INT, V75RY—DEBENBERERZINTSRTEIT,
435 7 FNA Y —DHFERRICH T ST 1LY —
Insights 77 RN HF—H—EXE, SHOHEERHEZRTIEHNTEIY, RLEELHERHICESR

EHTBEOIC, VRNAFT—DHEFIHEVAMIT74IVY—%2HAL T, BEEORVWHESIEZH|
prCTEZXT,

TI7AILRTIE, 749 —F1D2ULEDISRY—IIHEAEZ 28WREEFIEOAARTT 5L
DICREINTWVWET, Insights 54 75 —ADITRTOMESRIFL L ITEMEINAHEEEEEZR
R BICIE, 749 —5HRAITAXATEZEY,

T4V —%FARTDBICIE, 7409 —914T%FRL, ROy T OV YA NTERTESZF TV 3
VICEDEEARELT T, HEEEDOY XA NMIEF, BEOT4IIVY—ABETIZT,

RDT AN =94 THHRETEET,
® Name: BHITHREERZRRLE T,

e Totalrisk: 7 A9 —ICWT 5BRHEDARMEECEREEZRIEE L
T. Critical, Important, Moderate. Low "5 1D EEIRL F 7,

e Impact: 7 5 R Y — R {EDBIFEICHT T 2B ENLTFEEZRTE
% . Critical. High. Medium. Low "5 1 DLLEZEIRL £,

o Likelihood: #EEBEARITINLIBAILI SR —ILBHEA RIFTIRELETITE
% . Critical. High. Medium. Low "5 1 DL EZEIRL £,

® Category:5¥B 925 AH7 3" —%. Service Availability. Performance. Fault
Tolerance. Security., BestPractice "5 1 DLLEZIRL X7,

o Status: SVARY V%V v I LT, BRREREFIR (T 740+, BNLQHRESRIR, I
ITANTOHRERZRTLET,

® Clustersimpacted: IRIE 1 DU LDV SR Y —ICHEEZSG X TVWBHESRIR, w2252 TV
IMWEREIR, LR IRTOHRBIREZRTIDLIICTAINI—ZRELET,
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® Risk of change: FESRTRDEEN YV T R4 — 1 EICKRIFTOIREEDH 2 ) RV 2RI B
%. High. Moderate. Low. Verylowm 5 1D E#BIRL £,
4.3.5.1. Insights 7 K/X F—DHRFHED 71 VLI )V T
OpenShift Dedicated 7 2 289 =Y Rx—Y v —F, HEEHY A MIRTINDHEESHEZ 745 —
TEEY, 7409 —%2ERAIT2E. BESNIEREFTHOBZHS L. REBEEOSWHERESIEIC
EHRTEET,

RDFIEIE, Category 74 )L —DREAESLTRIRAEZRLTVWEITN, ZOFIRIFERED
T4 =84 TELVCETNTNDOEICEBRATEET,

AR &M
OpenShift Cluster Manager Hybrid Cloud Console IO 44 >~ L TW3,

FIR

1. Red Hat Hybrid Cloud Console— OpenShift » Advisor recommendations ICF5&1 L £ 7,

2. XA VDT 4INI—94 ROy FH¥ I X NT, Category 71 I —4 4 THBIRLZ
_a—o

3. 749 —EoROy T I VYR MNERRAL, RATOIHETEOZAT I —HEILHD
Frv IRy IREZBIRLET, FERATIT)V—DF v IRYIREATOFERFICLE
_a—o

4. 723 : 74V —5EBMLT, VAMEISITRYRAAET,

BERLAHATT) —OHEESEHOAN) A MIRRIINET,

REE

o T4 A —%EALLR. BEHINLHESHEY)AMNERITEEY, BAINALT71ILY—
&, TI7AIMDT ALY —DBEICEBMINET,

4.3.5.2. Insights Advisor D#REIEN ST 1 LY —%HIRT S

WREEOYZAMIIF, BHOTAIWVY—2FAHATEIT, EHEIPTT L7145 —1F. ERICHIR
T52EE, BRI EBYMNTBZEETEFET,

7 1LY —%@ERICHIBRY B

o TIAINIMDITAINI—%ED, B74NIY—DWEICHDIXTAAVED )y I TBE, T4
LY —AERICHIBRTEZT,

FTIAIVMNIHADT A VY —%FTRTHKT B

® Resetfilters® 7)) v 32&, BRALLTAILI—DHFDEIBRIN, T74ILMDT 1)L
Y—IFFDFEHRY FT,

4.3.6. Insights Advisor D#EEIFD ML

PDSRY—ICHERSZ 2B EDOHRERIEAEMICLT. TROHALAR—MIRRIINBLVWLDICTE
X9, B—DISAY—FHIETRTDISRY—DHEREEMTEET,
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v ET
TRTDIZRY—DEREBEBMICTZE, SEROIVZRY—ICHEBERINE T,
([} =355
o JUE—MNIRALR—=FMDIEMTHA>TWS (T72IL ),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICAZ'4 > L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
2. 77> a v EILKR LT, Clusters Impacted $ & U Status 7 1 LY —%FRALZE T,
3. ROWETNDLDAETT 77— M EEMICLET,

o 77— MNEEMITBICE. UTFEERTLET,

a. 77— h® Options X =1 — %% 1) v L. Disable recommendation % ¥
Vv LET,

b. BHZAHNL. Savex 7 Jwv U LZET,

o TS NEEMICTRHIC. TOTI— FOHEEZTIEIFRY—EFRRTHIE. M
TZERTLET,

a. EMICTAHEZEEOLRAV vV LET, TOWREZEEOR-JICBBLET,
b. Affectedclusters 2> a>v T, V75 R9—DJAMNEHERALET,

c. Actions — Disable recommendation =2 !) v 2 LT, IRXRTDISRI—DT7Z—h
EEMICLET,

d EBEZ=AHDL. Savex 7 Vv I LZET,

4.3.7. LENICENIC L 72 Insights Advisor DHEREIE A HRICT 5

TRTDYSRAY—CHEFIEEEWICT 5 &, Insights Advisor ICHREIBIIR RTINS ARYET,
OBEREETEET,

(1} =355
o JUE—MIRALR—=FMDPERITH>TWS (T72IL ),
o 5 24— OpenShift Cluster Manager ICEERINT W3,

® OpenShift Cluster Manager ICA Y4 > L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
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2. NSRS TV B HREEN S, RFY IMRFRETANI IV ITLET,
a. Status RO Y 74UV A =1 —7H5 Status ZBIRL £ 7,
b. Filter by status KO 74> X Za—Mm5, Disabled 23R L 7,
c. 77> av:Clustersimpacted 74 LY —% V)7 LET,

3BT HHRERERBELEY,

4. Options X —a1— %) w2 L. Enable recommendationz7 ') v 7 LXY,

4.3.8.Web O~ Y —JLTO Insights A 7—% ADKR
Insights &2 5 249 —%#Y)3&R L4 L. OpenShift Dedicated Web I Y —ILTY S XY —DIFEX
NIBEMRBEBEORT—YRERRTEET, CORT—FYRE, IFIFRATITY —DEBEOHK
L. BEMICDWTIE, OpenShift Cluster Manager LIR— hAD) V7 &2 RLET,
([} =355

o 5 24— OpenShift Cluster Manager IZ &8k I N TW %,

o JE—RMANILALR—=IBIEMIA>TWS (TT74IK),

® OpenShift Dedicated Web I~V —J)LicOy4 >~ LTW3,

1. OpenShift Dedicated Web 3> Y —JL C Home — Overview [CREIL £ 7,

2. Status A— KD Insights 2 ) v 7 L9,
Ry TT7yT o4V ROICE, VDRI ZTEIKTIN—TILINIGBEENLBEENY A MRRIN
F9, dFMERTTZICE. B2D0ATT)—%0 ") v ¢35, View allrecommendations
in Insights Advisor #%&kR~ L £ 9,

4.4. INSIGHTS OPERATOR D {&H
Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUNEL., T7 4L NT 28
BCEICEFDT—49 % RedHat ICHRELE Y., TODBERICEL Y. Red Hat IEFREP Telemetry THRE X

n37—48 &Y EFEMREST—9 2l TE £9, OpenShift Dedicated M1 —H'—I(&, Red Hat
Hybrid Cloud Console @ Insights Advisor #—E X TCLR— K E2KRRTEET,

BB
® Insights Advisor 2 L7V 2 X9 —OREIBOFFEICEAY 25FHE. Insights ZEA LY 2
25 —DEEDFE 25R LTIV,
4.4.1. Insights Operator 7 2 — M ZDWT
Insights Operator (&, Prometheus =% ") > 72 X7 L% LT Alertmanager IC7 2 — & E

E5L
F9., ROWTIHDAE%EMEAL T, OpenShift Dedicated Web AV Y —ILDT7Z— K UI TIN5
D7 Z—hNaRRTEFET,
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e Administrator /X\— 2~ %J 7 4 7T, Observe -» Alerting%=2 ) v 7 LXd,

® Developer /X\— 2”9 7 4 7T, Observe - <project_name>— Alerts ¥ 7% 7 v I L&
ER

IRTE. Insights Operator l&, FHUENBIINLEZITRDTS— M EEELET,

#*4.1Insights Operator 7 53— b

77— b Bl
InsightsDisabled Insights Operator BMERNICR > TWE T,
SimpleContentAccessNotAvailable Red Hat Subscription Management T, Simple

Content Access BBEMICR> TWEH A,

InsightsRecommendationActive Insights I, 73R —ICET 279714 TaiERE
HhHY £7,

4.4.2. Deployment Validation Operator O 75 —4% D #5t1t

Deployment Validation Operator (DVO) i'f Y A M—JLEINTWBIFE, V5 RY—EEEIEZ. 20D
Operator 5 DT —4% & #55{LT % &£ 5 IC Insight Operator %#E%E TX £ 9, workload_names & %
insights-config ConfigMap # 7> = ¥ MIEMY % &, UID TER < 7—2 00— K& Insights for
Openshift ICRRIN, VTR —EBENRHLPTKRYET,

AR
o JUE—MIIRALR—=FMDPERTHE>TWS (T72IL ),
® ‘cluster-admin" O —JL C OpenShift Dedicated Web 3>V —JLicOJ4 >~ LTW3,
e insights-config ConfigMap 7+ 7'~ = ¥ h#%, openshift-insights namespace ICFET %,

o USRHA—DEINTTR—Y RTHY. Deployment Validation Operator A1 ¥ XA h—JL I h
TW5,

FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights &R L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 2 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:®IRL £7,

4. YAMLvView DS 2RIV %=y I LET,

5 774 JLAT, workload _names % {3 L T obfuscation B %Z&EL X7,

apiVersion: vi
kind: ConfigMap
#...

data:
config.yaml: |
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dataReporting:
obfuscation:
- workload_names
#...

6. Save #%7 ') v 7 L9, insights-config config-map DFFMIR—I AT F T,

7. config.yaml @ obfuscation B D{&1" - workload_names ICEREINTWE Z &2 HER L E
ER
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BEE VSRY—ICEAT BT —YIDINE

RDY —I)V%&ER LT, OpenShift Dedicated 7 2 X4 —ICBT 27 /Ny JIEREMETEET,

5.1. MUST-GATHER *J —JLICDWT

oc adm must-gather CLI A7 > K&, UTDL D BREEOTNY JICHBEERDAREEDH B0 TR
H—DLDEHREIEL T,

o JY—ATERH
o H—E2ZOY

77 #J)V N T, ocadm must-gather IX > KIET 74NN MDD TS T4 V4 A=Y %FERL, /must-
gather.local ICEZAAZITVWE T,

FzlE, LTI 3V THEAINTWE LI, BYASIMAIEELCAY Y RERITTDE.
EDIFHRENETEET,

o 1D EDREDHEICEET 2T —9%2INETZICIE. UTFOE I avITRT LI, 4
A—T EHIT —~-image BIBEFERL X,
LFRICHERLES,

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0

o EFXOJANETDICIE. UTDEI Y aVTHEINTWS LI -
/ust/bin/gather_audit_logs 5|18 =R L £,
LFICHlERLES,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

pa )

T77A40MDHYA X %NILTEHIL, BEEOTIET 74 MNDIEHREY hD—
e LTIEIhEHA,

oc adm must-gather #1795 &, VY LARZFERF OFIRPod NV S R4 —DFHR O/ b
WER I NE T, T—4I1EZFD Pod LTIEI N, IREDEZET 1« L U b)) —HD must-gather.local
THREDFHFLULWTAL I M) —ICREINFT,

UFIChZERLET,

NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

fEET. --run-namespace 7 7> 3 V& HHA L T, $ED namespace T oc adm must-gather 1<~
NERITTEET,

UFICHZERLET,
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$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0

5.1.1.RedHat 4 R— hNADI S RH—ICET BT —4 DINE

oc adm must-gather CLI AY Y REFRAL T, 75 R9—ICBT2T7 Ny JIEHRENETEET,

[} =355
e cluster-admin O—J)L&2&{F 21— —&E LTITRYI—ICTIERTE %,
Pz
OpenShift Dedicated & 704 X > b Tlk, Customer Cloud Subscription (CCS)

EFILEFEAL TVWARWLWSZERIL, cluster-admin RN NEL /. oc adm
must-gather ¥ > RZHERATI T H A,

e OpenShift CLI (oc) 4 Y &2 h—LI N T W3,

¥
1. must-gather 7 —% 2 REFT 274 LV N —ICBEILE T,

2. oc adm must-gather ¥ > K&ETL XY,

I $ oc adm must-gather

pz o-1o)
ZOARVRIF, TIAININTS VI LROYNO—ILTL—V /) — K5 ERT

%78, Pod & NotReady & & U SchedulingDisabled Sk J > hO—J)L T
L=y /—RIZRTYa—-LIndgarbiixd,

a. ZDIAXRY KKK T 2158 (VT7AY—TPodZRT 2 a—I)LTERWVWEERE). oc
adminspect AV Y RZFEALT. HEY YV —RICETIEHR2NELZFT,

R

INET DHE) Y —RIZDWVWTIE, RedHat A R— MCHBVWEDELLES
W,

3 FETA LY M) —ITERSI /- must-gather 71 LV M) —DSERB7 71 L EER L £
T, LEZIE LinuxARL—FT 14 VIV RTLEERTZIVE2—49—TCUTOOT YR
EEITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ ﬂ

Q must-gather-local.5421342344627712289/ = KD T 4 LV N —RICEI#WMA T &
T,

26



BESE I FRY—ICET BT -9 DIE

4. RedHat h R4 X —R—FIVD HAHYI—HYR—F =T T, EE7 71 IV R—Nr—
2RI LET,

5.1.2. must-gather 7 57

DLTFORICEEHINTWS 75 71E. oc adm must-gather IY > KTERATE XY,

#5.10c adm must-gather® OpenShift Dedicated 75 ¥

7237

av v Kopl

B4

--all-images

--dest-dir

--host-network

--image

--image-stream

--node-name

--node-selector

=-=run-
namespace

oc adm must-
gather --all-
images=false

oc adm must-
gather --dest-
dir="<directory_
name>'

oc adm must-
gather --host-
network=false

oc adm must-
gather --image=
[<plugin_image
>]

oc adm must-
gather --image-
stream=
[<image_stream
>]

oc adm must-
gather --node-
name='<node>'

oc adm must-
gather --node-
selector="<node
_selector_name

>

oc adm must-
gather --run-
hamespace='<n
amespace>'

operators.openshift.io/ must-gather -image @7 / 75—
avofdWwiky A9 —EDTRTD Operator DT

AWM A—J%FEALT, RRARET—F2E&E L

j—o

IRELTF -9 E2BHACO—ALT Y VITREDT 1 LI b
)—%HRELET,

must-gather Pod % hostNetwork: true & L TETL 9,
HEDIATYY RBLVA A—=IUDKRRAMLRIVLOT—9 ZE1E
TEIMENHDIGRICEELET,

%2179 %2 must-gather 75 /1 VA X —Y%BELE T, 15
E L7 Wi5E. OpenShift Dedicated M5 7 # JL k ® must-
gather 1 X—YUNEAINET,

£179 % must-gather 75 /1 V1 X —IUHREFN D

namespace X 7z( name:tag {E% f# [ L T'<image_stream>' % 1§

ELEY,

ERTHED/ — RERELET, HELRWEA, T4
IWNTSUFLBRITAY—NERINT T,

FRTIHED/ —REL VY —BBELET, V55—
J—RO—RADTFT—Y5EBICEFy TFvr—d20ELIFH SO
RYRBLUVAM A=V EBETIHAICOAEELFET,

must-gather Pod % 179 2 7 DFFHER & namespace, 1§
ELARWESEE, —BF namespace NERINE T,
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7259 av > Kol Bl

--since oc adm must- BEOHRELYEFHFLWOSDAERLET, T 74 MNET
gather --since= RTOAYTTY, T34 VEHEEINZIH, Y R—bOD
<time> BIHY FEA. UEFLEZFA LR, DICULMERTE

FH A

--since-time oc adm must- HEDHRFORICOV/DAHZIRLFXT, (RFC3339)FATERS
gather --since- nEFT, 7740 METRTOOTTY, TS574 VIEHEX
time='<date_ an hFTH. Y R—FNOBBEHY A, UETLIEZELLIE
d_time>' X, DIKLAMERTEE A,

--source-dir oc adm must- INELETF—9%52IE—F % Pod ICEEDTALY N)—%E%

gather --source- EL %7,
dir="/<directory_

name>/'

--timeout oc adm must- HA4A LT MIDT—8 ZNET 2REORS (. 2. Tk
gather -- (3B (Bl : 3s. 5m. F/id2h) ) . BEITSEEIEEEOLY
timeout="<time> KX T2MRELHYFT, IBELRWEE, T 74 ME10
' BTY,

--volume- oc adm must- must-gather IC{FHTXE % Pod OFEIY Y THRY 1 —LDEKERK

percentage gather -- N—trF—V%BELFT, ZOFIREZEX S &, must-
volume- gather [FIPNEZEFELLFTH, KA L TUWNELLT—9 %0
percentage= E—L&F¥, BELAWEE. T74IIME30% TY,
<percent>

513. HEDHEEICET 2T — Y INE

oc adm must-gather CLI I< > K% --image % 7|3 --image-stream 3% & IR L T, HFEICH
BEICRAT 27 /Ny JIBRAINETE £, must-gather Y —LIZEHDA A =TV %SR- T B/,
B—DIOvY RERTLTEROBEICETZ T 92 INETEET,

#5.2 Y R— FRRD must-gather 1 A —

A X= BE

registry.redhat.io/container-native- OpenShift Virtualization D7 — 4 IX&,
virtualization/cnv-must-gather-rhel9:v4.17.0
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A A=

registry.redhat.io/openshift-serverless-
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration-
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/openshift-logging/cluster-
logging-rhel9-
operator:v<installed_version_logging>

registry.redhat.io/openshift4/ose-csi-driver-
shared-resource-mustgather-rhel8

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets-
store-csi-mustgather-
rhel8:v<installed_version_secret_store>

pa 3
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BB

OpenShift Serverless D7 — 4 I,

Red Hat OpenShift Service Mesh M7 — % IX&,

Migration Toolkit for Containers @7 — 4 IR 4,

a 5\:‘\/7‘}5‘30)7_"‘—'9”&%0

OpenShift Shared Resource CSI Driver ® 7 — 4 X
%

Red Hat OpenShift GitOps M5 — 4 U5,

Secrets Store CSI Driver Operator D7 — 4 IN&,

OpenShift Dedicated AV R—X Y bDA A=Y DERF/N—2 3 VAHEERT 5 ITI1E. Red
Hat 124 ¥ —HR—4 JLD OpenShift Operator 74 7H 4 7 )L Web R—T % SR L T

CTEEW,

AR

e cluster-admin A—J)LAEFDODI—H—E LTISARY—ICITIVEATE S,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

1. must-gather 7 — 9 2RET 274 LV M) —ICBEILZE T,

2. oc adm must-gather 1< > K% 1 D £/ (XEH D --image F 7= --image-stream 5[# & H(C

EITLET,

R

o REDMEET —HITIATT 7 4L D must-gather 77— % % IX5E T 5 IC
I&. --image-stream=openshift/must-gather 5|5(% B L £ 9.
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ez UTFOaAYY RiIE, 740 MDY ZRY—F—4 & OpenShift Virtualization ICE
BORBOMAZRELET,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.17.0 g

Q 7 7 # )L b D OpenShift Dedicated must-gather 1 X —<

9 OpenShift Virtualization @ must-gather 4 X —<

must-gather YV —JL ZBIMD3B|E & HICHEA L. OpenShift Logging 8L UV X9 —AD
Cluster Logging Operator ICE&E Y 27— 4 ZINETE £9, OpenShift Logging DiZ&E. LT
DAYV RERTLET,

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \
-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')
| L— curator-1596028500-zkz4s
F—eo

$15.1 OpenShift Logging M must-gather M 1 151
— cluster-logging
F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr
——Cr
—— CSV
—— deployment
—— logforwarding_cr
—— CSV

— curator

— collector
—— deployment

| |— fluentd-2tr64
elasticsearch-operator-7dc7d97b9d-jb4r4

F—es
— cluster-elasticsearch

—— aliases
— health
—— indices
— latest_documents.json
—— nodes
—— nodes_stats.json
—— thread_pool
—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs

|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
— install_plan
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| |— olmo_logs

| L— subscription

L— kibana

—cr

— kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes
— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
—— namespaces
— openshift-logging
— apps
—— daemonsets.yaml
—— deployments.yaml
—— replicasets.yaml
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— curator-1596021300-wn2ks.162634ebf0055a94.yaml
—— curator.162638330681bee2.yaml
—— elasticsearch-delete-app-1596020400-gm6nl.1626341a296¢16a1.yaml
—— elasticsearch-delete-audit-1596020400-919n4.1626341a2af81bbd.yaml
—— elasticsearch-delete-infra-1596020400-v98tk.1626341a2d821069.yaml|
—— elasticsearch-rollover-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-rollover-audit-1596020400-s8d5s.1626341a31f7b315.yaml
elasticsearch-rollover-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt
|— cluster-logging-operator

L— cluster-logging-operator
L— logs

|
|
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry
| L cluster-logging-operator-registry
| L—Iogs

| — current.log
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—— elasticsearch-delete-app-1596030300-bpgcx.yaml
—— indexmanagement

L— indexmanagement
—— fluentd-init
L— fluentd-init
L— logs

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64
F— fluentd
L— fluentd
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— kibana-9d69668d4-2rkvz
— kibana
L— kibana
L— logs
—— current.log

OpenShift Dedicated 4 #:R— b
—— current.log
—— previous.insecure.log
—— previous.insecure.log
—— previous.log

—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db
L— mutate-csv-and-generate-sqlite-db
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
curator-1596028500-zkz4s
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml

—— elasticsearch-delete-app-1596030300-bpgcx
— fluentd-2tr64.yaml
—— kibana-proxy

L kibana-proxy

L— logs
—— current.log
—— previous.insecure.log
—— previous.log

L— route.openshift.io
L— routes.yaml

L openshift-operators-redhat

3. oc adm must-gather 1< > K% 1 D £/ 3EH D --image Z 7= --image-stream 5[# & H(C
EIFLET, L&A UTOaARYRE, 774 MDY S RY—FT—4 & KubeVirt ICEH
DEHROTMHZIEL XY,
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$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

Q 7 7 # )L b D OpenShift Dedicated must-gather 1 X —<

9 KubeVirt M must-gather 4 X —<

4. FET4 LY M) —ITERI N/ must-gather T4 L7 M) —DSERB7 71 L EER L E
T, LEZIE LinuxARL—FT 14 VIV RTLEERTZIAVE2—49—TCUTOOT YR
EEITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ ﬂ

Q must-gather-local.5421342344627712289/ = KD T 4 LV N —RICEZI#WMA T &
T,

5. RedHat h A9 —R—FILD HhAIT—HYR—h =T T, EI7I 7M1V EYR—Kr—
2RI LET,

5.2. EAEE R

® OpenShift Dedicated DEF 1 7414 V)L

521 %xv h7—o 07 DINEE

PSR —HDIRTD/—RTRYy M7= 07 %RETEET,

Fa

1. -- gather_network_logs %157 L T oc adm must-gather ¥ > KZETL X7,
I $ oc adm must-gather -- gather_network_logs

Pz
T 7 # )L b TlE, must-gather Y — LIV SR —HDFTRTD/ —RKHS
OVN nbdb & & U sbdb 7—4 RX— % IX& L ¢, --gather_network_logs

Z 7 avEEMLT, OVNnbdb &F—% X—ZX® OVN-Kubernetes b5 >
7 avESLEBNOOVTAEHET,

2. FET A LI M) —ITEREI /= must-gather 71 L7 M) —D S ERB7 71 L EER L £
T, LEZIE LinuxARL—FT 14 VIV RTLEERTZIVE2a—49—TCUTOOT YR
ZEITLET,

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

Q must-gather-local.472290403699006248 (. EED T4 LV M) —RICEI|AF T,
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3. RedHat h RO XY —R—FILD HAIY—HYR—h =T T, EI 7M1V EYR—Kr—
2RI LET,

5.2.2. must-gather Z b L —VHIRDZE R

oc adm must-gather v REFRAL TTF—9 2 IN&ET 55HE. FTROT 74 MDFRRKAMNL—Y
. AVTFTF—DRARNL—UBRED30% TY . 30% DHIRISET D&, AV TF—2@HHET L. IX
E70EZANMBELET., TTIKRESINALBRIE. O—HILRAML—JIZFIvO0—-RINFT,
must-gather ¥ Y REBERTTZICIE. AML—VYRENLYKRZIRIAVTF—.2FERTIH. &
ARV 21— LDEEZRET D2UHENHY XY,

AVFF—HAML—VHIRICET B &, ROBFDEIBRIS—XvE—IPERINET,

H A B

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

Gl s
e cluster-admin A—J)LAEF DODI—H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y &2 h—LI N T W3,

FIR

e volume-percentage 7 5 7 %357%E L T oc adm must-gather I< >~ RAZETLE T, FLWME
ELTI00 ZBASPEEZIBET DI ELIFTETEEA,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.3. 75 X% —ID OERE
Red Hat ' 7/R— MICIBERARM T DEICIE. 7S RY—ICEABOHNFERELTWALEL EBICILD

F 9, OpenShift Dedicated Web AV Y —ILZFALTI ARSI —IDZEHANTEXY, Web IV
Y —JLE 7213 OpenShift CLI (oc) AR LTV SR —ID 4 FEITERR/ TR IEHTEET,

AR
e dedicated-admin O— /LA F DI —E LTI SRY—IITIVEATE S,

e WebId¥Y—JLEfidEA YA h—ILINTW2 OpenShift CLI (oc) K7 7 EZRTX 3,

FIR

® OpenShift Cluster Manager ZffA LTI S R4 — D ZFFHTEET ZICIE. UTFETVWE
-a—o

a. ClusterList icBEIL F 7,
b. Y R— K r—XR &R BB’ HDZIVSAY—DEEIEV ) v I LET,

c. Overview ¥ 7D Details 22> 3> ® ClusterID 74 —JL RTEERDIFTE T,
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BESE I FRY—ICET BT -9 DIE

o WebAVY—ILEFERALTYR—MN—REHE, 75X —IDDBEEBAAETICIE. U
T&EEITLET,

a. Y—=IL/N=H5, (?)Help ICFEEIL. ') X bH 5 Share Feedback i EIRL £,
b. Tell us about your experience™” 1 > K7 T Openasupportcasez=?7 ') v 7 LXT,

e Web VY —ILAFRALTYSRARY—IDEFETHETSICIE. ULTEEFTLET,

a. Home - Overview ICBEIL X7,
b. {ElE Details 22> 3> ® ClusterID 74 —JL RTHBETZFT,

e OpenShift CLI (oc) AL T/ 529 —ID #EET 3ICiE. UTFoaAvY REEFLET,

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

54729 —/—RKIvy—F)bOs/noxl)—

BRIDYI ZRAH—/— KD /var/log AT journald 1=y NOJE LV ZDMOO T EZIRETETET,

AR

e cluster-admin O—J)LAEF DODI—H—E LTI SARY—IITIVEATE S,

R

OpenShift Dedicated & 704 X > b Tlk, Customer Cloud Subscription (CCS)
ETINEFERALTVWAVWSEERIE. cluster-admin RN HEL /<D, oc adm
node-logs A<~ RZFEATE A,

e OpenShift CLI (oc) B Y &2 h—JLI N T W3,

FIR

1. OpenShift Dedicated 7 2 X% —/ — KD 5 kubelet @ journald 1=v hO /%o T!)—L &
T, UTFOfITIE. a2 bhO—LTL—V/—ROHHBIIT)—INFET,

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q fep1=w hASTEHITY —F 20!, kubelet #EEEBEXMRI T,

2. V3R89 —)—R®D Narllog/ DFICHBZHEDY TT4 LI M) =0Tz RELET,

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—E2HRFLET, UTOFTIE, TR
THIY hO—J)L7L—> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 7 1 L% 1) X
PRIILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. varllog/ ¥ 774 L2 M) —ADRFEO T AR LET, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 [var/llog/openshift-apiserver/auditlog 3> 5>V E#HAO L F
ER
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I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

55.RXY MNID)—O FML—A XYy R

NIy hFvy TFr—LA—ROHATRY NT—I ML —RENETZE, RedHat Ry kT —2
DEBBEDNZ TN a—FT4 T Y R—KNTEET,

OpenShift Dedicated Tld, *Yy 77—V ML —ROERTHERELTC2BEYR—MLET, ULTOX
EHERL. ——XIE 2 AEEERLET,

KEIYVR—IMHRDOXRY hT7—0 ML —RAPEDFHE

XYy KR Flms & UHEe

RAMDRY b 1DUED/— RTRKICEEY 2HET. XNy vy TFr—2RTLET, N
77— hL—ZAD Ty RF vy TFr—T740E BELLBREICESTSE. /— K5035 4T7 Vb
e YU VICEREINE T,

BEDT7VYavhHARETRY N7 —VBEICHEZRESNDEHREZ ST
YaA—TAVITWEY, N7y v TFv—%FTL. BBEREIEDT Y
YavERITLTO CHREZSIMLET,

OpenShift 120/ —RELRF 120V T F—TRTy M F v+ TFv—%RTLET, /Ty b
Dedicated / — K Fv 7Fr—OHEEHETES LS ICtcpdump O Y RAEMEMICETLET,
FhEavFs—

PODEZRY hT— NTy N2+ TFv—%FETHRIBL., XY N7—VBEOBEEZN) A—LTH

2 ML —ZADINE 5, Xy M ¥ v TF v —%2FETELTEET,

CDAETIE, cat AV RBLUYTIDUSFA LY "NEFRLT, Xy hx+v 7
Fry—T7T—8%/—RKFELEAVTF—D0I534T7 M vICaE—=LEY,

551LKARDERY NTD—4 ML —ADUNE

Xy ND—VBEEDBBEORN S T a—FTavJd, 2y 7=V BEZBIHL TEHD/ —RKTH
BlCXTy Naxvy TFvy—d352 & TRREINET,

oc adm must-gather 1< > K& & U registry.redhat.io/openshift4/network-tools-rhel8 1> 5+ —
AA—VDOEAEDEEFEALT, /— KSR TY MEF+ TF v —%NETEET, XNy hFv T
Fy—DaHIE. Xy M7=V BEOCRAEDO NS TN a—T 1 Y JILRIBET,

oc adm must-gather A< > RiZ, HED ./ — K®D Pod T tepdump I > ROETICHFERAINZE

¥, tepdump X ¥ KidE, Pod THF+ 7F+—In/c/Xsy MEREHKLET, tepdump A7 Y KA

T$ % &, ocadm must-gather A< > R, Pod DSV 54 7Y MV VICEF vy TFv—I N
Ty MNP EENZ T 7ML EEELE T,

Bk
DTOFIETHERTZ2IT Y RFlIL, tcpdump A< Y REFERAL T Yy b+ TF v —%5E£179 5%
FHEEZRLTWET, L. ~-image 5l TERELALAVTF—AX—IYTOAT Y NEE[TT B L,
BEO/—KHOSEABICNS TV Ya—FT1 Vv JBERENETEET,

AR
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® OpenShift Dedicated (. cluster-admin O—JLAFE>a—H#—& L TOJ4 > LTW3,

R

OpenShift Dedicated & 704 X > b Tlk, Customer Cloud Subscription (CCS)
ETINEFERALTVWAVWSERIE. cluster-admin RN HEA /<D, oc adm
must-gather ¥ > RZFERATI T H A,

L

OpenShift CLI (o¢) B4 Y 2 h—ILIhT W3,

CUTFTOaATY RERITLT, —8O/ —RTHRRAMRY RD—=ODSR Ty hF v TFv—%

EITLET,

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
--timeout 30s \ <.>
-\
tcpdump -i any \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 5|3{ Ti&. oc adm must-gather DEITHIC, V51TV kI VD
/tmp/captures EHERNRXZUICHBTA LI M) =L, F+vTFv—LE Ty N2RETE
EHEBELET, ESAATARERERDT ALYV M) —%IBETETET, <>oc adm must-
gather H'Bi159 27 /Vv ¥ Pod T tepdump "ETI N 3IHEIC. --source-dir 31 EUL, /¥
v MF v TF v —H Pod D tmpitcpdump 71 L U MY —IC—BMICREIND Z & B E
LE¥Fd., <>--image 5|1#E. tcpdump AX Y REEL AV T F—A A=V AIBELE T, <> -
-node-selector 318 &> TIVEIR, T—H—/—RTRT Y NF v TFvr—5FT954LD
ICEELE YT, BloAEE LTIE, Kb YIC —-node-name BI1E = EEL T, 12D/ — KT
Ty hFvTF v+ —%RTTEET, --node-selector & --node-name B DA % LT %
ELITRTOD/—RTRTY M FR v TFv—DRITINFET, <>/ —RODRY NT—01 Y
H—DTARATRTY MF v TFv—HERITINB LI, —-host-network=true 5| HH N E
T, <>-timeout B3I &EIZ. T/8v ¥ Pod # 30 MBERITIBLIICEEELET, -
timeout 518 & HAAIEE L ARWESE. T/VY ¥ Pod 1310 #EETINE T, <> tcpdump 3
XY RD-iany BI#E, TRTORY N T—V A VI —T A ATy M aFv TFv—7
ZEIICEELET, Foo FYNT—IA VI —T A RBEIRETHIEETEET,

L RYRNT= IRy M EF v TFy—LTWBREIC, Ry NT—VBEOBEE R

EIHEB. Web 7TV 5—2avVIlT7I0ERTZ2RE BEDT7V7avERITLET,

. oc adm must-gather CPod "5V 54 7Y NI VICERELEZRAT Y hF v TFv—T 74

IWERBLET,

tmp/captures

— event-filter.html

— ip-10-0-192-217-ec2-internal @)

| L— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L—2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

| L— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
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| L— 2022-01-13T19:31:30.pcap

—ip-...
—— timestamp

ww\y hDF+FFvr—Iid, RRANE, AVFF—. 774V EEHBNTEFa4L Y K
) —ITREINZE T, --node-selector 5| A EE LM > LFEICIE. RANEDT 1
LK) —LRIVIFFEELEZEA.

5.5.2. OpenShift Dedicated / — R XXV T F—D5D%RY hT7—7 FL—ZXDIX
&

x v N7 — U 8ED OpenShift Dedicated DBEEMABBZAE T 2MEIC. Red Hat Y 7R— MIFED
OpenShift Dedicated 7 S A4 —/ — RFLIFFEDCAVTTF—DoRY NT—ONTy NMNL—2 %
ERT DAEEMENHY £, OpenShift Dedicated TRY 7=V ML —REF+ TFv—9F 2 H%EE
LT. Ny Pod #FRHTEET,

Gl s
e cluster-admin A—J)LAEF DODI—H—E LTISARY—ICLTIVEATE S,
yz o-1o)

OpenShift Dedicated & 7’04 X > b Tlk, Customer Cloud Subscription (CCS)
ETINEMFERALTVWARVWEERRIE, cluster-admin #ERAHERZH. oc
debug v REFEATEE A,

e OpenShift CLI (oc) B Y &2 h—JILI N T W3,

o BEFD RedHat Y R— M7 —ZID 1'% %,

FIR
L V525 —/—FD)AMEBRRBLET,

I $ oc get nodes

2. 9=y N/—=RODFNy Ty avItAYES, TOFIEIE <node_name>-debug & L
SFNY T PodaAVAYVAIELET,

I $ oc debug node/my-cluster-node

3. /host 5T /Ny T T )VADroot T4 LY M) —ELTERELET, T/3Y ¥ Pod &, Pod N
D /host ICTRA MDD root 77 ANV ATFLEYIYMNLET, rootT4 L2 MJ)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNAF ) —A5FETTEET,

I # chroot /host
4. chrootIRIEA VY —ILADS, /—RDA V9 —T x4 AZE=BFLE T,

I #ip ad
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5. sosreport 21T H7LDICHBIGNA T —HLVCT 714 UDEFENS toolbox I T
T_%Eéxbi_a—o

I # toolbox

pa 3

BE7Z D toolbox Pod A" TICETINTWBIHA, toolbox A7 ¥ RIFLIT %
H 71 L £ 9: 'toolbox-' already exists.Trying to start... tcpdump OREIREA FE
T2D %[O % ICIE. podman rm toolbox- TEITHD toolbox AV FF—%
HIFR L. #FED toolbox AV F+H—24EMLET,

6. VR —/—RTtecpdumptty > avaERIBL. HAEF+ TFvr—T 7451 L
JhLET, CDBITIE, enss5 %24 V9 —T7 1 RZ{ELTHERLET,

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap @)

toolbox AV T F—IERA MDroot T4 LU MY —% /host ICY VY NT 57
. tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

7. /—REDHEIAYTF—ICtepdump ¥+ TF v+ —HDARERIFEIE. UTOFIBICHKWE
-a—o

a. Y= w hIVFTF+—IDEWEELEFT, toolbox AVFTF—IEHRAMDroot T4 L7 K
)—% /host IC~¥ DY N9 B4, TDOFIETIE. chroothost A~ KA crictl A~v > K
DENICEITINZE T,

I # chroot /host crictl ps

b. AV TFF—O7O0RAID%#ERLET, ZDOFITIE. a¥F7F—ID I a7fe32346b120 T
ER

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. AT F—Ttepdumpty > avERBL. HAOEF+TFvr—T774ILICYSAL Vb
LET. ZOPITIX, 49628 AV FF+—D7AEAID &ELTHEAL, ensb 51 V4 —
T RZELTEHEALET, nsenter AY Y KiZ4—4 v b 7O+E 2D namespace ICA
Y, ZF®Dnamespace TAVY Y REETLET, COBITEY—Fy hTOERA IV T
FT—O7OERID THSB7H, tepdump IV RIZRZ MH S VT F—D namespace
TEITINZET,

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

toolbox AV T F—IERA MDroot T4 LU b —% /host ICY VY N 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

8. UTFToHEOWITFN M AEAL T, DWAIC tcpdump ¥+ 7F+—7 7 1 JL% Red Hat
R—MIRHLET,
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e 7 74 )% OpenShift Dedicated 7 2 X9 — L BEFEBFD Red Hat 4 7/R— b 7 — XIC
T\y 7°|:]_ I\“L/i_a—o

a. toolbox AV 7+ —MWMH 5, redhat-support-tool 2T LTCT77MILT1 LI M) —

#BEFED RedHat Y R— M —RICEHEBIYHTEY, ZDHITIE, YR—MT—2R
ID 01234567 ={FA L £ 9,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

ﬂ toolbox AV 7+ —I&. RAKMDrootT714 LV MY —% /hostiC¥ TV ML &
¥, redhat-support-tool ¥V RT7v 7O—RT27 71 I %EEET 25E
i, toolbox AV TFF—Droot T4 LI M) — (/host/ ZEL) DX/ %S
BLEY.
o BIFDRedHat Y R—MNr—RIZT7 74V %ET Yy FO—-—KLZET,
a. oc debug node/<node_name> <~ K% 3T L T sosreport 7 —H 4 745 &EE L.

HAE 774054 L2 LET, COOAXY RIE ERID ocdebug v > 3>
ERTLTWBZE%&RIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

ﬂ FNyFAVFF—IE. KA RDroot T4 L MY—% Jhosticw oY hLE
T BIEDDIZY—T Y N7 74 I ERBETDIEIC, TNy JTaAVTF+H—D
root 74 L7 M) — (lhost &) Hh SR 2SR LET,

b. Red Hat AR 4 ¥ —R—#% )LD Customer Support X— ILHBBEFEDH R— M7 —
AICHEELE T,

c. Attachfiles #:ZR L. 7OV MK ->T7 7427y 7AO—RLZET,

5.5.3.Red Hat ' 7R— N~ DEZITT— 4% DR
OpenShift Dedicated DEE% FAE T 2M(IC. Red Hat Y R— NMIBUMT—9 &Y R— M T —RILT v
TO—RTDEEKFET2HESELHYET., 771/)IE RedHat HRI T —R—FILHSHR— b

=27y 70— K$3H. redhat-support-tool I< > K%M L T OpenShift Dedicated 7 5 R
Y—hoEET7Y 7O—-RKTEET,

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
= -1o)

OpenShift Dedicated & 704 X > b Tlk, Customer Cloud Subscription (CCS)
ETINEMFERALTVWARVWEERIE. cluster-admin RN ER/ZH. oc
debug Iv Y FEZFEATEE A,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

o BEFD RedHat Y R— M7 —Z ID 1'% %,
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FIR

e RedHat hRH VY —R—YILDSEEFED Red Hat 47 R— N —RICEMT—49 %27y 7O— K
Lji-a—o

1. oc debug node/<node_name> 17 >~ K%z ffif L T OpenShift Dedicated / — K THiAA
FNTWIBM 7 7ML EERE L, HAZT7 74 MICYTA LI MNLET, UTOHIT
i&. /host/var/tmp/my-diagnostic-data.tar.gz = 7/\v &' 3> 7+ —5 5 /var/tmp/my-
diagnostic-data.tar.gz ICOE—L £ 9,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

ﬂ TNy TAVTFF—IE, KA MDrootTa4 LV M) —%/hostiC¥O VY MLET, E
BOEDICY—=T Yy T 7AWV EEBET BRI, /Xy AV FF—Droot T4 L7
MU — (/host 5L KSR /NRRESRBLE T,

2. RedHat 24 ¥ —R—4# JL®D Customer Support *— ([LHBEEFEDYR— M r— 2RI
BEgLEd,
3. Attachfiles #®#iRL., 7OV NI R>TI7 7400 ET7yTO—RKLET,

o HfT—4 % OpenShift Dedicated 7 5 29 —h L BEIZEBEF®D Red Hat Y R— M —ZIZT v
7o—KFLET,

. 92RA9—/—RDOVAMZERELZET,
I $ oc get nodes

2. 9=y N/—ROTFTNv Ty aVIZAYET, ZOFIEIE. <node_name>-debug
EWDITNY T Pod e VAYVAELLET,

I $ oc debug node/my-cluster-node

3. /host 5T /Ny Tz IHADroot T4 LI M) —ELTERELEFT, T/8v ¥ Pod &,
Pod D /host ICRA MDD root 77 AV AT LBEYDVYMNLET, rootT4 LT M) —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

4. redhat-support-tool = XE1TY 27 DICHER/NA T ') —%ET toolbox IV T F—%iLE
LE9.

I # toolbox

pa )

BE7Z D toolbox Pod A TICETINTWBIHA. toolbox <7 NIFLLTF
%H 7L £ 7: 'toolbox-' already exists.Trying to start... BN FKET D
%[O 9 %ICIE. podman rm toolbox- TE{TH® toolbox IV 7+ —%Hl

BRL. D toolbox AVFF—&4ERLET,

A radhat_eiinnaritanl A =51 7 BTN w A DAAd AL RS M DAA LA+ HR— K
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a. ICUIIGI_QUPPUI TLIVUVI 'C2XN1d VU =1/ /7 7 1 YU /J TPLATTT VY INTU L 1al v gy L

T=RIZ7 74NV ERTLES, 2OFITIE, HR—Mr—2R1D'01234567' &4 7
LD 7 74 )L/X A /host/var/tmp/my-diagnostic-data.tar.gz ZfEH L £ 7,

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

ﬂ toolbox AV 7+ —I&, RAKMDroot7T14 LV MY —% /hostiC¥ TV ML &
¥, redhat-support-tool I¥ Y RT7v 7O—RT27 71 I %ERET 5E
i, toolbox AV TFF—Droot T4 LI M) — (/host/ ZEL) DX/ %S
RLEY,

5.5.4. toolbox IC DWW T

toolbox (. Red Hat Enterprise Linux CoreOS (RHCOS) Y A7 ATAV T+ —%iEET 5V —I T
T, DY —ILiE, EIC sosreport ¥ redhat-support-tool R END AT Y RARITT B7DICHERN
ATV —=BLV0TSTAVvEECIAVTF— 4B THDIFERINE T,

toolbox IV 7+ —DEHRBEMIE, BEIEHREZINEL. INh% RedHat Y R— MIRRHET DI &ICHY
FY, LEL, BINOEZY — I DBELIZEIE. RPM Ry S —IU%BINY 50, REDHKR— b
Y= A A=V DREANA—JERITTEIIENTEET,

toolbox AV FTFH—AADNRY5—I DAV A M=)

77 #J)L M TIE, toolbox O K%ZE1TY % &, registry.redhat.io/rhel8/support-tools:latest 1
A= TAVTFHF—IEEILET, TDM A—JICIE, ZEBEIFERAINSZHR—MNY—ILHAEEFN

F9, A A—VDO—EBTEBRWYR—MNY—ILEREETE/—REEDT—Y2NETIHENDHD
BAIX. BNy S-S54 VA RN—ILTEET,

AR

e oc debug node/<node_name> AY Y RT/—RIZ7VEALTW3,

FIR

1. host =T /Ny 7> T )VHADroot T4 LYV MN)—ELTEHRELET, T/3Y ¥ Pod &, Pod N
D /host ICTRA MDD root 77 ANV AT LEYTIYMNLET, rootT4 L2 M)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNAF ) —AFETTEET,

I # chroot /host

2. toolbox AV FFH—%REEHLET,
I # toolbox

3. wget W EDEBMDNY F—I%A VA M—=ILLET,
I # dnf install -y <package_name>

toolbox & L=REM1 X —2 DiEH)

77 # )L T, toolbox O K%ZE1TY % &, registry.redhat.io/rhel8/support-tools:latest 1
A=Y TaAvTF—HiEEE L F T, .toolboxrc 7 7 1 ILEERR L. RITT 24 A —T%IBEL TREAS
A=V B TEIET,
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AR
e oc debug node/<node_name> AY Y RT/—RIZ7IVEALTW3,
Fa
1. /host 27 /Ny Tz )VHADroot T4 LI MY—ELTHERELET, 7/8Y U Pod &, Pod A
D /host iCIRARNDroot 77 AWV AT LERY DV NLET, root T4 L2 M) —% /host I

EEITDE, RAMDEITNRRICEFNDENA T ) —%ERTTEIXY,

I # chroot /host

2. root I —H'—IDDE—ALT 4L 7 M)—IT .toolboxrc 7 7 1 ILEVERR L £ ¢,

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

@ 77 avREIVFFILIRMNY—EBELET,
@ FmTIREX—VEEELET.

g FToa v V= IRy s 2AVFF—DORELAEEELE T,

3. REAA—UAFALTCtoolbox AV FF—%EEILE T,

I # toolbox

R

BE7Z D toolbox Pod AA Y TICETINTWBIHA, toolbox A7 ¥ RIFLIT %
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T
ETHD toolbox AV 7+ —%HIBR L T. sosreport 75 71 > DA% [0k 3
7B, FIIRD toolbox AV T F—%EKLET,
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BROE VT RY —HHRDEW

61 IVSRY—N—=2avF Tz MaFRALTISRY —EHKEENT
%

clusterversion ') YV — X% 7 T ') — L. OpenShift Dedicated 7 5 A% —tHROEHNEZBETZZ T,

AR
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) B Y &2 h—ILI N T W3,

FIR

LI9SR —N"=Uay, GJAK. Ty TI14L BLIUV—BHRAT—9 %2/ T)—LZF
-a—o

I $ oc get clusterversion

H A B

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. VA9 —HROFMLEN, BEFOTRAY. BLUEFBEEZIELIY,

I $ oc describe clusterversion

HohBl
Name: version
Namespace:
Labels: <none>

Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457
State: Completed
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Verified: false
Version: 4.13.8
# ...
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FIZE N TN a—FTaVT
7./ — FOREREMDOHESR

711/ —RDRATF—H R, VY —ADFERARRS L VEREDHESR

VSR —/)—ROBREMERAT—F R, VY —HEEREG. LU/ —FOJTZHERLET, I 5,
ERdD ./ — KT Kubelet R 7—49% X% T)—LZFT,

Gl s
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

FIR

¢ JIRA—DIRTD/—RDEZF, AT—FRABLUvO—-ILZYY A MKRRLET,
I $ oc get nodes

o VSRH—HDE/—RDCPUBIUXEY —DHEARREZENLET,
I $ oc adm top nodes

o BHEND/—RDCPUBLIUXE) —DHEARREENLET,

I $ oc adm top node my-node

7.2. OPERATORBEEDEBED b TV a—FT4 VT

Operator l&. OpenShift Dedicated 7 7Y —> avayr—Udk, 704, BLVEET A%
T9, Operator EV 7 RV TPRYST—DI VI =T ) VT F—LDILRERED £ 5 ICEMEL.
OpenShift Dedicated IRIEZ B L. TORMKEBICEDVWTI TILI A LOBRBREEZTVET,
Operator &7 v 77 L — K& —LLRICETL. BEICHEBMICRGT 2L D ICRFIN TS Y,
BREOEHNDEZDICY 7 N0z T7ONy I 7y 77O R ERTHHEDa— My NEERITT S
ZElEHhY FEA

OpenShift Dedicated 4 ICId, 7 5 X4 —HELNICHEET 5 72D ICWE Operator DT 7 # )L b v b
NEFNTWVWET, INHDT 7+ b Operator I& Cluster Version Operator (CVO) IC& » TEEX
nxd,

S5 248 —EEEIE, OpenShift Dedicated Web 3~V — )L F /& CLI #fMH L T. OperatorHub A
57 Y4 —> 32 Operator 54 VA M—ILTEF T, TD%. Operator & 1 DF2ILEHD
namespace ICH TRV S4 T L, V53R —LTCHREENMEATEZLIICTEEY, 77—
< 3~ Operator & Operator Lifecycle Manager (OLM) IC& > TEEBINZE T,

Operator ICEIBHMNFAE L7235 A 1CI&. Operator Subscription DX 7 —4 A=A LFd, V5 RAF—
21K T Operator Pod DIEEEM =R L. 2MTAIC Operator O ZIN&EL 7,

7.21.0perator Y 72V 7> a3 v DREDY 1 7
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BIT2R9) T aviBREICEATEUTDS A T2RELF T,

R7VG TRV FoavoREDS 1T

7N B4
CatalogSourcesUnhealthy RICEAINZ—BOXLEIRTOAYOTY —ARBEETIEHY
Tt A

InstallPlanMissing YTRON)Toavn4 2 M—IVEtEDHY FH A,
InstallPlanPending YTRO9N)ToavDA4 YA M—ILEEIIFA VXA M—ILDREBHTT,
InstallPlanFailed YTRON)Toavd4 2 M—ILETEINREL X L7,
ResolutionFailed BTN Ty 2y DREBROBRICKBLI L,

)z 6

7 7 # )L b D OpenShift Dedicated ¥ 5 X ¥ — Operator (&, Cluster Version Operator
(CVO) ICL > TEEBINZE T, D Operator ICI& Subscription # 72 =7 hAH Y £
H A, 77— 3 Operator IZ. Operator Lifecycle Manager (OLM) IC& > TEE
INFEJ, ZD Operator IZId Subscription 7 7> 7 KA HY £T,

RS
o HHYOJDEEMEH

7.22.CLI ZfEF L7 Operator Y 7R V) 7> 3 VA 57 —4% ADFKRR

CLI #fER L TOperator Y 7RV Y T3V AT -9 RERRTEET,

Gl s
e dedicated-admin O— /LA FD1I—H—E L TISRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIg
. Operator 724 ) Foaval)AMRRLET,
I $ oc get subs -n <operator_namespace>
2. oc describe <7 K% L C. Subscription )V —XZR&ELXT,
I $ oc describe sub <subscription_name> -n <operator_namespace>
3. O< > KHAT, Conditions 22 3> T Operator Y 7R ) T a >V DREY A TDR

T—YREHRLET, ULTOHITIE, FIRAATERIARTOASIOTY —IADNEETHB
&. CatalogSourcesUnhealthy JRR&% 1 DX F7—% R | false IC72 Y £7,
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H A B

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

pa 3

7 7 # )L b D OpenShift Dedicated ¥ 5 2 ¥ — Operator (&, Cluster Version Operator
(CVO) ICL>TEEINZE T, D Operator (I Subscription # 72 =7 B Y F
H A, 77— 3 Operator I&. Operator Lifecycle Manager (OLM) IC& > TEE
INFEJ, ZD Operator IZId Subscription 7 7> 7 KA HY £T,

7.23.CLI 2 L7 Operator 1% 07 Y —ADRAFT—4 AKX

Operator A% OV —ADATF—4 &, CLI #fERAL THIERTEET,

AR

e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

FIR

48

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

1. namespace DAY OTY—R%&YRARNKRRLET, LEZAE IR —2F0AH5OTY—
ZILfER X 1T L % openshift-marketplace namespace 2295 &N TEET,

I $ oc get catalogsources -n openshift-marketplace

H A B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators  Red Hat Operators grpc Red Hat 55m

2. AAATY —ADFMP AT —9 A %=MH5RT BICIE. ocdescribe AT REFERALE T,

I $ oc describe catalogsource example-catalog -n openshift-marketplace
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o
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z

Port: 50051
Protocol: grpc
Service Name: example-catalog

Service Namespace: openshift-marketplace
#...

BRDHAFITIE. REICERIS N/ REEH TRANSIENT _FAILURE &4 > TWE T, TDIK
RElZ, Ay OTY —RDOEHEIICEAE N HBZIEAETLTVWET,

. hv0OTY —ZRHMER I N7z namespace D Pod ) A N7y FLET,

I $ oc get pods -n openshift-marketplace

Al

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

namespace ICA¥Y OJY —R%=/EWRT % &, D namespace ([CAY O Y'Y —XAE®D Pod HE
BInEd, sk A% TIL. example-catalog-bwt8z Pod D 2 5 —4 A A
ImagePullBackOff [C%> TWE Y, TORT—HFRIE, ATV —RDA VT YIRS
A=Y DFIVICEBIHZD & ERLTVET,

. ocdescribe YV RAEFHAL T, LYFMABHREASD/HICPodERELET,

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

Al
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
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Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

BRDOHEAFITIR, TS—AvE—JF, A0V —ADA VT Y IR A—INEEREE
DIZDICEBICTIVTCERWI EERLTWET, BIZIE, 1 VT IRAX=IHOT4 Y
FEEBEHRAEVEETBLIYRAN) —IIREINTWBRIGERHY ET,

BTG IR
® gRPC RFa X v MNEHEDIKE

7.2.4. Operator Pod A 7—% ADY L) —

92 A5 —KHN®D Operator Pod BLUVENLDRAT—F X% ) ANKRTEEXY, #F#l74 Operator Pod
DENENET DI EETEET,

AR
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
o APIH—EZNHEEL TV,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

FIR

. VSR —THRITINTWS Operator ) ARKILET, HAICIE, Operator /8A— 3
v, JfAM. BLUVT Y TIYSM LDOBEBIEENE T,

I $ oc get clusteroperators

2. Operator M namespace TEITINTW5S OperatorPod 2 A XTI L. Pod DRAT—%
2, BEH, BLURERFEEYRIMNRRLET,

I $ oc get pod -n <operator_namespace>

3. F¥#l7: Operator Pod DEHMAEH AL X,
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I $ oc describe pod <operator_pod_name> -n <operator_namespace>

7.2.5. Operator O 7 MUNE
Operator DEENFKLE L /235E. Operator Pod OV D SEEMARZMIEREAINETZET,

AR
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
o APIH—EXNHEEL TV,
e OpenShift CLI (0c) B’ Y2 h—IL I T W3,

e OvhO—ITL—rvFAFavybOo—ILTL—rTY TEBEERX A VEDDH B,

FIR

1. Operator M namespace TEITIN T3 Operator Pod. Pod DX F—4% X, Bit#). LV
ZEpEEEAE ) A RRRLET,

I $ oc get pods -n <operator_namespace>
2. OperatorPod DAV %A L £,
I $ oc logs pod/<pod_name> -n <operator_namespace>

Operator Pod ICEE DIV T F—DH2HBE. AROITY RICLYRZRI VT F—DERINE
EFNBZIS—HNERINET, EROIVTFF—A607%27TY—LET,

I $ oc logs pod/<operator_pod_names> -c <container_name> -n <operator_namespace>

3. API B"EE L R WA ICIE, KDYICSSHAEERLT&IY bO—ILFL—Y /) —RT
Operator Pod 8& 0O 7+ —0O7 %58 L £ 9., <master-node>.<cluster_names.
<base_domain> Z B RAMEICE IR F T,

a. EavbhO—ITL—Y /) —ROPod&aYAMNKRRLZET,

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Operator Pod T Ready R 7— % AWKRRINGEWIHEEIE, Pod DA T—4 X Z5FMlICHR
E L Y, <operator_pod_id> A#ERIOIAYT Y KOHEAICY X MRIRIN TS Operator
Pod D IDICBEX#AFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. OperatorPod ICBAET 2V T F—% ) AMKRRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>
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d. Ready 2 7—4% A A Operator AV FF—ICRRINBRWEEIK, AVTF—DRT—%4
A%z FHICHREL X T, <container_id> ZEHADIY Y ROEAIC—EBERTIINTWS
VTFF—IDICBEHAET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready A7 —#% AHNKRRINA Operator AV FF—DO YV EMERL Z
9, <container_id> ZFHAD AT Y ROHAIK—ERRINTWE AV TF— IDICEZH
ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Dedicated4 7 5 24—/ — RIFEETEJ, Operator Z2FALTY R
Y—DERZEALEY, SSHEZFERALLIZRI—/ —RADT7 7 RIF
HEINFEE A, SSHIZRHTRET—49 DINE%=F1TT 5HIIC. ocadm
must gather 8 L P ZDMD oc A¥ Y REETFTLTUNEIN BT -9+
DTHBEHNEIDEREREL TLLEIW, 27 L. OpenShift Dedicated API
NMEATEARAWGE, £ kubelet B9 —4y b/ — K ETEENICHEAE
TWAWEEIE, oc BRIENHEEZZITE T, JDHBAEIEF. KD YIC ssh
core@<node>.<cluster_name>.<base_domain> Z{#fH L T/ — KIZ7 ¥
TRTEEY,

7.3.POD OB DREE

OpenShift Dedicated (&, Kubernetes @ Pod O#@%ZFAL TWE Y, Pod &idk. 1DDHRR b EIZ—
BT 704 3N 1D EOOYFTF—T9, Podl&. OpenShift Dedicated4 TEZ. 7 /01
EETEIRNDIAVEL—FT 1 VTBMTY,

Pod EEINDE, AVTFT—NKRTIZET, FLFAVT T —DHIRINSDET/ — FTERITS
NBEDICEVETONET, RYS—BLTRTI—FIZIE LT, Pod I3# 7 I3 RFFRICHIFRS
h, Thoon IR 77 EXATESRLIICLET,

Pod DREIBARE LFZEICE. FT PodDRT—9R%EFxv Y LET, Pod DEFRBIGEENF

ELEGFEICIE, PodDIS—REAEF v I LT, HEDA A=Y, AVTF—., £lld Pod v

RO —ODREEERELTLEIN, TS—REICED(BHT—YDNEEITVWET, Pod IRV b+
AvtE—VBLUVPodBELTIVTF—OOVIEREZERLET, ATV KT Y ETEITHD Pod

KT 2R$ 20, BEDHZ Pod DT TAA XY REEICEDW T root 77 2ATT /Ny ¥ Pod %
B L CRBASMICEEILEY,

7.31.Pod DT Z—RREICDWT

Pod DEEZEICL Y. oc get Pods DH D status 7 1 —J)L NTHERTE 2TRMNAT S —REMRS
NET, PodDIZ—REIF, 1 A=Y, AVTF—, BLVAVTF—Ry NT—VILHET IES
ICEAT 2 REERLET,

UTFDXRIE, Pod DTS —REOY R M2 TN ODFHRAEZREHE L TVET,

*K7.2Pod DTS —iKEE
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Pod DT> —RE  SibA

ErrimagePull —IRA X =V DIEL S —,

ErrimagePullBa 1 X—YOEEICKKL. BRYUBEIhF L,
ckOff

Errinvalidimage $EEIN/iA X —JZEBEMTY,
Name

Errimagelnspec 1 X—YOREFICKBL F L7,
t

ErrimageNeverP  PullPolicy (& NeverPulllmage (CE2ESI ., 4 —F v A X —=YIFHRZA M ETO—
ull AIICEDODY FHA,

ErrRegistryUna LYZRMN)—=DSoA A=Y DESEHAZEIC, HTTP IS —DFELF L1
vailable

ErrContainerNot $EEI N/ FF—HESIN7/ Pod RIZAWLD, kubelet ICL > TEBEIhTWE
Found

ErrRuninitConta IvF+—0#E{bICKKLEL =,
iner

ErrRunContaine Pod ®dVFF+—0OWFThEEEBICEELFEATL .,
r

ErrKillContainer Pod ®DdYF+—0DWTFNEERICHREHRTINEFEATL,

ErrCrashLoopB IV 77+ —m#7 L F L7, kubelet 3BEEIZHITLFEA,
ackOff

ErrVerifyNonRo OV FF—F7/d M4 A= D root R TEITEHATLF L7,
ot

ErrCreatePodSa Pod %> RiRw 7 ZDEMDEIILEFRATL
ndbox

ErrConfigPodSa Pod %Y KRy VI ZBEEZMB/TETEHATLE,
ndbox

ErrKillPodSand Pod YRRy 2 RIXEEICELELEHATL .
box

ErrSetupNetwor v b7 —2 OH#HEEICKBKL F L7,
k
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Pod DT> —RE  SibA

ErrTeardownNet Xy bh7—27 DR TICKBLEL -,

work

7.3.2.Pod A7 —% Z DR

Pod DAT—9 ZABLVIT—REE VT —TEXY, Pod ICBEET DT TOMAY MEEE VT
=L, R=ZA A -V DITAUZHEIDIEHTEIY,

EIE=S 0

e dedicated-admin O—J)LAZFDODI—H—E LTI FTRI—ILTIVERATE S,

e OpenShift CLI (oc) A1 Y X h—ILIhTW3,

e skopeo M1 VA R—JILINTW3B,

FIr

L 7OV MIYIYEBZET,
I $ oc project <project_name>

2. namespace I TEITINTWS Pod. Pod DRAF—4% R, T5—DRE, BiLE. SLURE
Bz ) A PRERLE T,
I $ oc get pods

3. namespace BT 7OA4 AV MEETEEBEINTLARNEI N ZHBILE T,
I $ oc status
namespace A7 704 XAV MRETEEINDIGE,. HAOIKIE, 7704 XY FRERER—
AA A=Y DERHIFINIET,

4. FHIRDIATY ROEATESRINTVEIR—RM A -V EZRELET,
I $ skopeo inspect docker://<image_reference>

5. R=ZA A=Y DBWAELLLBWEEIE., 77O XY MNEEDSREFHLE T,
I $ oc edit deployment/my-deployment

6. TTOAMAY MREMTBICEEIND &, REFBHFNICET SO0/ h&Ed, 7704
AV NDETHICPod AT —9 %R L., BE/MERINTUVENE D DEHFILFT,
I $ oc get pods -w

7. Pod OKBUICEAEY 2 2MEIRICD W TIE, namespace HTARY MNERESEL £,
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I $ oc get events

7.33.Pod B LUV F+r—OsoRsE
AR Pod DERICEE T 2EES LV IS —AvE—YDEEICDWT Pod L aVyF+—0O
THEBRBETEFET, RYY—BLPKRTI—RICEL>TIE, PodBLUaVFF—A51d Pod DIRT
BEFATEDET FICARY FT,
Gl s

o dedicated-admin O— )L AEH D1 —H—E L TISRI—ICTIERTE S,

o APIH—EZXNHEREL TWL3B,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

Fia
. BEDPodOs/ %o T!)—LZE9,

I $ oc logs <pod_name>
2. PodADFEIAVTF—DAT %29 T)—LET,
I $ oc logs <pod_name> -c <container_name>

FID oclogs AX Y REFHAL TEREINSOJIE. Pod Fida YT+ —HNOEERND
(stdout) ICEEFEINDI A v E—V TERINET,

3. Pod A®D /var/log/ ICEEN507 % REBELZE T,
a. Pod D /var/log ICEENZ 77 A ILELVY TTF4 LI MN)—% )R MRRLET,

I $ oc exec <pod_name> -- Is -alh /var/log

H A B

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 witmp

b. Pod AD /var/log ICEEN2FECA T 77400 T)—LET,
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I $ oc exec <pod_name> cat /var/log/<path_to_log>

H A B

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FEDIVTF—AD varlog ILEEFNZO07 7 7AILBELVYTTF4LIN)—%Y R
PRRLFT,

I $ oc exec <pod_name> -c <container_name> Is /var/log
d HEDIVTFH—AOD /varllog ICEENBHFEOCOT 7740V %E 0 T)—LET,

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.3.4. ETHD Pod ~DT7 VR

Pod ITY zILERLC D, R—FEZEICLEYRY NT—IT7 IR EBEB LT, EITH0D Pod 2 EFH

ICHEER T 22 &N TEET,
AR E A
o dedicated-admin O— /LA FDODI1—H—& LTIV FTRI—ICTIVEATE S,
o APIH—EXDHELTWS,
e OpenShift CLI (oc) B’ Y 2 h—ILI T W3,
FIg
. 792X F2PodhEENZ 7OV MIYIYEZET, Chik, ocrsha< > KA -n
namespace 4 7> 3 VEZIF ANBWEOHICHETT,
I $ oc project <namespace>
2. YE—KFY )% Pod TEBILX T,
I $ oc rsh <pod_name> ﬂ
Pod ICB# DO YT F+—hHBI35AE. ocrsh (T -c <container_name> HIEEI N TULR
WERYSHOAVTF—ICT 72 I MNREINET,
3. Pod HDBFEDIAVTFF—THE—M I EREILZET,
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I $ oc rsh -c <container_name> pod/<pod_name>
4. Pod DIR— hADR— bmEtEy Y a VEERLE T,
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q R—N&gEtEyoavaxyyEILT2ICE CtlkCE AN LE T,

7.3.5.r00t 7V EATDT/Nv & Pod DiCE

BEDH 2 Pod DT TAA XY NEIETTAA XAV MREICEDWT, root 7V ERATTF Ny &
Pod ##TXFd, BE. Pod 1—H— (T root LA DIERTEITLFTH., BBEEFEET D7=0HIC
—BEH root EFRE CPod D RS TNV a—F 4 VA EFTT B EIFBICIIBET,

AR
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

FIE

L 704 AV MIEDWT, root 77 ERATTF /Ny J Pod 8L F T,
a. 7OV hNOTFTOM AV NEERBLET,

I $ oc get deployment -n <project_name>
b. 704 XY MIEDWT, root#ERTT/Ny ¥ Pod 28I L £ 7,
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. T7OAAXR Y MNBEICEDWVT, root 7PV EATT /NNy ¥ Pod #i2EILEX T,
a. 7OV MDTIOSMA Y MERERERISLET,

I $ oc get deploymentconfigs -n <project_name>
b. 7704 XY FREICEDWT, root R TT /Ny ¥ Pod Z2EIL £,
I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>
)z 6

AV9S0T714 TRV EERTTERDYIC, - <commands> % FiiRD oc debug 1
TV RIZEML, 78y T Pod ITE~ZDIAYY RERTTZIENTEET,

73.6.Pod BLUIAYFF—~AD/HEDT 74 DI E—
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Pod I/ A5 7 74 LETE— LT, REEEAFR L LEY, BIFEBRENELLY TEET,

AR
e dedicated-admin O— /LA FD1—H—E LTI SRY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) B Y &2 h—ILI N T W3,

£ ]
. 7274 %PodiCaE—LZET,

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

Q CATIIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

2. Poddo 774 )% 2EE—LET,
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

Q CcATIVHEEINTVWAWES., Pod DEFHOIVFF—MBIRINET,

Pz
occp WH#EET B ICIE, tar XA F U =AYV T F—RNTHAATRETHIUVEN
HYET,

74X NL—YDBEBDNZ TN a—TFTa VT

741 EHEYETI S — DR

J—=ROBFHETICISy Y aFzld vy MU YT B &, EY H TSN ReadWriteOnce (RWO)
R)a—LD/ =KL T7UIov bIN, ZOREHDO/ —RKRTRTYa1—IbE N3 Pod THEAH
BEICR B ZENFRINET,

2L, BENRELL/ —RREEIYHTONER) 2 —LEZT YYD NTERVWED, FiflR/— K
KXYV RN BIEEFTEIEA,

BHEVETOIS—DREINI T,

H A B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition
Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

FIR

BHEYVETCORMELZBRT ZICE, LTFOVYai—YarvonwdynrzEALET,
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o RWXARYa—LAFRALT EHIYVHTZEMCLET,
FEAEDRAML—UY ) 2—2 3V TlE, ReadWriteMany (RWX) /R ) 2 —A%FH L T,
BEEYYTIS—%H<CIENTEET,

e RWORY 2a—LDFEARICEENRE LA/ —RE2OETZ D, HIKBRLET,

VMware vSphere 72 &M RWX #H7R— f LIRWA KL =Y DIBE., RWO R 2 —Lh Kby
ICERAINZIBRELHYET, 7272L. RWORY 2 —LIIEHD/ —RICYO Y hTEFHE
/\JO

BHEYYTDIS—AvE—IUHPRWORY 2—LEHIIRRINZZEICIE., vy Y
DU FERIFEV Ty a2l / — RTPod Zi&EHIRIICHIBR L. BIBKGEARY 2 —LDEIY L THE
REDEERT—/O—-—RTOT—YERELOELET,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZOARVRIE, Yy NI VERIEI Sy a Lk /—RTELELERY 2—L% 6 5%
ICHIBRL £ 9
75. =% ) v JEEDEEDREE
OpenShift Dedicated ICI&, A7 7S5y M7 —ALAVER—X Y NOERERMT 5, HRE. E00
AVRARN=ILHThh, BREHFINDIERIAY v INEFNTWET, OpenShift Dedicated 4 T
id, VS5 R9—EBREFIAEBRTCI—HF—FEHZ OV NDEZSI ) VT ABMITEIENTER
-a—o
ROBBEINRELIBEIE. OV a3 VOFIBICH > TLEIWL,
o JMEDA KNV ZAHLFATERL,
® Prometheus "KEDT 1 RV BELHEEL TV,

® Prometheus I3 L T KubePersistentVolumeFillingUp 75— D' R4E L TW 3,

7511 —H—&D7OVT IV MA M)V ANMERATETAWERDIAE
ServiceMonitor ) V —R A FRT2 &, 1 —H—EHEAOV IV N TH—ERICL > TRABEIN S X

N O ZDERAEEHBITEF T, ServiceMonitor )YV — XA EFR L TWBIBET. X MY TR UI
IR BA MY IADBPRRIINBEWVIGEEIF. COFIETHAINZ ATy TEETLET,

AR
e dedicated-admin O—J)LAFDODI—H—E LTI FTRI—ILTIVERATE S,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,
o 1I—H—FHROIOAVIIMDE=S IV ITEBMIL, BELTWS,
e ServiceMonitor ') V — X Z{ERK L TW 3%,
FIa
1. ¥—EX & LU ServiceMonitor 1) V —XEET, WHTDINNVO—HEMHRB LT,

a. Y—ERIKERBINLINIVERELET, UTOHFITIE, ns1 7OV D
prometheus-example-app F —EX%Z /T —L X7,
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I $ oc -n ns1 get service prometheus-example-app -0 yaml

H A B

labels:
app: prometheus-example-app

b. ServiceMonitor ') ¥V — X% E D matchLabels E&H'. ERIDFIEDOSNILOHEHTE—H
TEHIEEHAELET, RDOFITIE. ns1 7OY ¥ kD prometheus-example-monitor
H—EXRE=ZH4—%VT)—LZET,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

H A B

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

R

7OV NORTIEREZF OEFEEE LT, Y—EXB LY
ServiceMonitor )V — XA SRV AHERTEF T,

2. openshift-user-workload-monitoring 7’0 = % kM Prometheus Operator DO 7 %#R&E L
9,

a. openshift-user-workload-monitoring 7Ot hD Pod ) A KRR LZF T,

I $ oc -n openshift-user-workload-monitoring get pods

Al
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator Pod @ prometheus-operator 1> 57+ —HM507%#BELZET,
LUFDBITIE, Pod & prometheus-operator-776fcbbd56-2nbfm (C7:Y 9,
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$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

Y—EXEZI—ICEBENH2HBE. OTICIRUTOLIBIS—NEENDARENENH
L) i’a—o

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. OpenShift Dedicated Web O > —JL Ul ® Metrics targets *—Y T IV KR4V bD 4 —
Yy MRT—9A%HELEXT,

a. OpenShift Dedicated Web O~ Y —)LiZA Y4 >~ L. Administrator /X\—2XR9J 54 T T
Observe — Targets ICFBEIL £ 7

b. UARTAKNYIZADTY RRA Y M%EIEL, Status T THY—45 v NDRAT—4H A =R
L/i_a—o

c. Status * Down ®FE. TV RRAVMDURLAEYZ ) v I TBE, TDOXN)IRY—
7w M@ Target Details R—Y CTHMBERERZ2 I &N TEET,

4. openshift-user-workload-monitoring 7’0 = ¥ b T Prometheus Operator D7 /3y 7L X
roo¥rJeESE LET,

a. openshift-user-workload-monitoring 7’0 = ¥ b T user-workload-monitoring-config
ConfigMap # 7>z ¥V b AREL X T,

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator @ logLevel: debug %* data/config.yaml [Z:EfIIL. OJ L N)L%
debug ICEREL 7,

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. BEZHBEATSILEDICT 7MLV EREFELET., E%Z(F % prometheus-operator Pod &
HEMWICET 704 INhFE T,

d. debug O %7 L RJLA* openshift-user-workload-monitoring 7’0 = & b @ prometheus-
operator 7 704 XV MIEAINTWR Z & 2ERLE T,

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"
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H A B

I - --log-level=debug

debug L)L OF > 7T &Y. Prometheus Operator IC& 2 TITHhN 2 TR TOFEUVH
LARTINET,

e. prometheus-operator Pod B"EfTINhTWS I & ZHMRLF T,

I $ oc -n openshift-user-workload-monitoring get pods

pa )

258 X N7\ Prometheus Operator @ loglevel B4 configmap IC&E N3
%&. prometheus-operator Pod W IEE ICHEEH I NAWATREMENH Y £
ER

f. 7y O %R L. Prometheus Operator A* ServiceMonitor ') ¥V —X & {FRA L TW 3
MEIDEERLEYT, OV CHORBETZIS—DEELERLET,
BEEEIR
o 1—H—FFEDT)—VO—RKEZHYYVITHRETY TOEK

o H—ERXREZH—F7lEPod E=Z4—DEMAEICET 25FMIE. T—EZXDE=Z4—FHED
BE ZSRBLTLLEIY,

o XKYIREY—=47y MIET2FMBHROME 2S5RML TLLI W,

7.5.2. Prometheus " AKEDT 1 R VMBEEZHE L TWAEHDEFE

REEIZ. F—CEORTOERXTA NIV ZOBEHAEERT DIZOICTNIVEERTEET, EFHT
XLTEEREMDOHDZF—EEORTOEIT, BHEICODWTHATI2TRMOHZEOBICHHLET,
BN EFIRDEEFOBMIX. XM Y RINTWAWEBMERIENET, 72& XL, customer_id Bt
&, FRATEZENERICHDD, NM Y REINTLWRVWEHICRY XY,

YL TONDZF—EEDORTICIITART, —EOEBRIAHY ETT, SNILICZHDNNA Y RINT
WRWMEAFERT S &, ERINZERIOBEAIERERMNICEBMNT 2, HY £, Ihik
Prometheus M/X 7 # =TV RICKET ZAEEMEIHY. ZLL DT 1 RAVBEEEZEET 2AEENHY
i’a—o
Prometheus "% < DT 1 AV &HEET 256, UTOFERA*FEHETEEY,
o YDINIDRELZLDERINT—FEFERKLTWBHEEL < 1% 1CIE Prometheus HTTP
APl %A L CHRINT—IR—RX (TSDB)DRAT—Y RAEHBE LET, INEERTTBIC
&, VSR —BEEBEERNIVETT,
o INEINTWE RILATHYTNOBEHE LET,

o 1—H—FEFEAMNIIRICEVHETOHNENA Y FEINTUVWRWVWBHOHZRST I &T, £
BRI —EORRMNOBERES LI,
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R

FERATREMMEDCFIRINZEY MINA VY FEIN2BMHZERAT S &, ATER
F—CEDRTDEAELEDEAREY T,

o 1—H—FROTOVIIMNEFETRIVLIEYITEZH Y TINOBICHIBRE®EH LET,

IhiliE, 7SR —EBEDERNMBETT,

=S5

dedicated-admin O— /LA F D1 —H—E LTIV SRI—ICTIVERATX S,

OpenShift CLI (o¢) B4 Y 2 h—ILIhT W3,

. Administrator /X\— 2~ % 5 4 7T, Observe = Metrics ICHEL £,

. Expression 7 4 —JU RIC, Prometheus Query Language (PromQL) 7 TV —% AL Z T,

ROV T —FlE. T4 RVEHDOEEEDEMIC OB B TRMEOHE2EN—T1 T T4
XNV 2B HDICKRIEET,

o RDHUVIT)—AEFTTBE. RILATH Y TILOEHIPREZVWa THAI0@AKETEZ
-a_o

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

¢ RDIVTV—%ETIdE, BEIRKBICELEORRIT—FZFERLELYaTZ210
BEFELT. BRINOF¥—VZERICHEETETET,

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

CRELVEY Y TVDRI LA TENEZWA MY I RICEIY ETHNIINILT, EDEIY S

TONTWARVWEDDE AR LT,

o XM/ 2AMA—Y—EZROTOT Y MIBEET ZIZAE. 7—/70O0—RICEYHTLHH
TeARNY D ZADF—LEORTERRBLET, InH6DIA4TZ)—F 77TV r—2 3
YL ARJVT Prometheus 7547V bS4 735 —%FRALTEREINZT, SNILTS
BINZNA Y RINRTOWAVWBEOHOEIREZHITLET,

o X MY ZHA7 OpenShift Dedicated 7O ¥ MIEE L TW3BIFH 1E. Red Hat
Customer Portal ©RedHat Y R— M — X EZ{ERR L E T,

. UTFOFIEICHEL. dedicated-admin & L TH% 1 > L. Prometheus HTTP API A#{ER L T

TSDB AT —4 XA =ML T,

a. ROAT Y RAZETLT. Prometheus APl JL— N URL #ERB L ZF 9,

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath=
{.status.ingress[].host})

b. ROAYY RZR{TLTEEEM -7 VY EHHL I T,

I $ TOKEN=$(oc whoami -t)
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c. DAY Y RAEEITLT. Prometheus D TSDBRAT—4 X&) —LZFT,

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"
B

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

BEfER
o VLA THYTINKIROBEREEEET D75 — MNL—ILOERFEDOFEMIZ. 1—H—
EHZ7OVIIMDRI LA TH Y TIVHIROBEE 2S8R LT LIV,
7.5.3. Prometheus IZ¥f 9 % KubePersistentVolumeFillingUp 77 5 — b DR

92249 —EEHEIE. Prometheus IZX LT MY H—I N TL % KubePersistentVolumeFillingUp 77
S—MEfBRTEEY,

openshift-monitoring 70 = ¥ b @ prometheus-k8s-* Pod IC & > TER I N7kifmAR ) 2 — A

(PV) DEETHRYBEN 3% RKmICR2E, ERXT7S—MMEELFTT., ThiZLY. Prometheus DEY
EEEDNRET DAEMELHY T,

pa 3]
KubePersistentVolumeFillingUp 75— M2 2H Y £ 9,

o BR77—MIVUYIMNINAEPYODEIHKRYBEN 3% KMICAD
&. severity="critical" ZNILDFFWETZ—MDNRM) H—IhZET,

o BEFS—MIIUVMNINAEPVOAHEZIRTEN 5% KFEICAY, 4 HURA

ICW WA & FRINBIHA. severity="warning" 5 X)L DfFWE T
Z—MDBMNYAF—INZET,

ZDBBICHNT ZITIE. Prometheus BFRFIT—49 RXR—Z (TSDB) D70y 7 ZHIFRL T. PVADZR
R—AEEPTIENTEET,

Gl s
e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

FIR

L ROOATYRAEEITLT, IRTOTSDB 7AOY DA XEFHVWEDHLLHLWEDDIEIC
JARKRRLET,

I $ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
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-¢c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \
-- sh -c 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 5 — k MD3iER
ICEEEIN TV Pod ICBEXHAF T,

H A B

308M 01HVKMPKQWZYWS8WVDAYQHNMWG6
52M 01HVK64DTDA81799TBROQDECEZ
102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HiRTXR27Ov /20 ERHEL., 7OV 7 EHIRLET, ROaT Y Rl
l&. prometheus-k8s-0 Pod M 5 &€ H L) 3 DD Prometheus TSDB 70w 7 ZHIBR L £ 9,

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

-- sh -c 'ls -latr /prometheus/ | egrep -0 "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3RODAT YV REEFTLT, YUY MINAZPYVOFEARRAHEREL., TOREXRELNHD
CEBRELEY,

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ

--image=%(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 > — b M3iEA
ICEEEINTWS Pod ICBEX#AF T,

ROHEABIE, prometheus-k8s-0 Pod ICL > TERINZ YUY MIN/PV I, 63% DZE
IREIPEO>TWVWEBIEERLTVWET,

H A B

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...
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7.6. OPENSHIFT CLI (oc) BAE DR D2k

7.6.1. OpenShift CLI (oc) A7 L NJLICDWT

OpenShift CLI (o¢) AT 5 &, 9—IFIDST Yo — 3 V%R L. OpenShift Dedicated
O7avzy NEEETEET,

oc OV Y REBDEEILAFRE L-HBAIIE. ocDOTLRIEB|EEIF, OV RTERINS APIE
K. API IS, 8LV curl BRDFMAHALE T, ChICLY., FHEDoc AT Y NOEBE 11513
EDFHME 2 —DEBOLNET, ThICLY, BEOMEICEAT ZRARIEONDTEELHY T,

ocOJLANRIIE 1HDB10FXFTHYFET, UTDRIE., ocATLARILDYRARNEETNSDERAZRL
TWE 9,

#7.3 OpenShift CLI (oc) O % L~

aovL~Ri B

1-5 BETLS— (stderr) NDEBMOOF Y JTEHY FH A,

6 BHETS— (stderr) ICAPIEROO SV #EHELE T,

7 BHETS— (stderr) ICAPIBERB L UANYy ¥ —0O T %KL E T,

8 BT S — (stderr) ICAPI B3R, Ny ¥ —BLUVOEE, BS5CICAPIIGBEAY I —B &
UAREOOT %R LE T,

9 BHET S — (stderr) ICAPI EXR, Nv ¥ —BLUVKE. APIBEANY F—B LUK

&, curl ZRDO 7% L I T,

10 BHETS— (stderr) ICAPIER, Ny ¥ —BLUVOKE, APIBBEANY Y —BLUFK
K, curl BsRoO 7/ #3MICEEHELE T,

7.6.2. OpenShift CLI (oc) A7 L NILDIEE
Ay koo LRV %EB|E EIFT, OpenShift CLI (oc) DREAFAETEE T,
OpenShift Dedicated Z—H#—DIWED Y>3 v h—o ik, BF. BLEICHLTOJICEHFINE

cul Y7 TR MICEFNET, T/, oc AV ROEMELZTOCRAAEFIBITEICTRAMNT BEIC
FRTZLHIC, RiTa—HY -0ty ay =Y VvAaFHTHNETHIEELTEET,

AR

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

FIR

e oc OV Y RDEFTHEICoc AT LRI AEIEELET,

I $ oc <commands --loglevel <log_level>
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2T, LFD LD IChY £,

<command>
EITLTWAIT Y RERELET,
<log_level>
AV NICERAT 207 LANLVERELET,

o RiTA—HY—DEyIavb—JVERETAICE. ROATY FEETLET,
I $ oc whoami -t

H A B

I sha256~RCV3Qcn7H-OEfqCGVIOCvnZ6...

7.7.REDHATE®) YV —2X

7.7.1. &

BAF &, Service Reliability Engineering Platform (SRE-P)F— A TEB X LIEREINDZ T RTOD
OpenShift Dedicated ) V—RZW{RELTVWE T, VS RAY—DFRREICRDAEELHBH. Z
NoD) Y —RRFEELGWVWTLEEIL,

77.2.Hive v x—Y K1)y —2R

LTFDY R ML, EREDBREEEY R T L TH S OpenShift Hive IC & o> TEE I N 5 OpenShift
Dedicated YV —XZRLTVWET, LD Y —RIE, 4 VR N—ILBFICYERNR S 1% OpenShift
Container Platform 1) V — R ITEBMI N E ', OpenShift Hive I&, 3 X T®D OpenShift Dedicated 7 5
A8 —THGRIC—BMZ#IFLL D & LET, OpenShift Dedicated ') V —AANDZEE I,
OpenShift Cluster Manager & Hive BEIHII 15 & 5 (2. OpenShift Cluster Manager 24t L T1T D
ENHLY 9, OpenShift Cluster Manager B’IRDY) YV —RADEEFEEHR— K L TLWRWEE

l&. ocm-feedback@redhat.com ICBRBWEDHLHE K EZI L,

Bl7AHive v x—Y KYY—RDY R b
Resources:
ConfigMap:
- namespace: openshift-config
name: rosa-brand-logo
- namespace: openshift-console
- namespace: openshift-deployment-validation-operator

name: custom-logo
name: deployment-validation-operator-config
- namespace: openshift-file-integrity
name: fr-aide-conf
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-config
- namespace: openshift-monitoring
name: cluster-monitoring-config
- namespace: openshift-monitoring
name: managed-namespaces
- namespace: openshift-monitoring
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name: ocp-namespaces
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-code
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-code
- namespace: openshift-monitoring

name: sre-ebs-iops-reporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-code
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-trusted-ca-bundle
- namespace: openshift-security
name: osd-audit-policy
- namespace: openshift-validation-webhook
name: webhook-cert
- namespace: openshift
name: motd
Endpoints:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
Namespace:
- name: dedicated-admin
- name: openshift-addon-operator
- name: openshift-aqua
- name: openshift-aws-vpce-operator
- name: openshift-backplane
- name: openshift-backplane-cee
- name: openshift-backplane-csa
- name: openshift-backplane-cse
- name: openshift-backplane-csm
- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-compliance-monkey
- name: openshift-container-security
- name: openshift-custom-domains-operator
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- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

openshift-customer-monitoring
openshift-deployment-validation-operator
openshift-managed-node-metadata-operator
openshift-file-integrity
openshift-logging
openshift-managed-upgrade-operator
openshift-must-gather-operator
openshift-observability-operator
openshift-ocm-agent-operator
openshift-operators-redhat
openshift-osd-metrics
openshift-rbac-permissions
openshift-route-monitor-operator
openshift-scanning

openshift-security
openshift-splunk-forwarder-operator
openshift-sre-pruning
openshift-suricata
openshift-validation-webhook
openshift-velero

openshift-monitoring

openshift

openshift-cluster-version

keycloak

goalert

configure-goalert-operator

ReplicationController:
- namespace: openshift-monitoring

name:

sre-ebs-iops-reporter-1

- namespace: openshift-monitoring

name:

Secret:

sre-stuck-ebs-vols-1

- namespace: openshift-authentication

name:

v4-0-config-user-idp-0-file-data

- namespace: openshift-authentication

name:

v4-0-config-user-template-error

- namespace: openshift-authentication

name:

v4-0-config-user-template-login

- namespace: openshift-authentication

name:

v4-0-config-user-template-provider-selection

- namespace: openshift-config

name:

htpasswd-secret

- namespace: openshift-config

name:

osd-oauth-templates-errors

- namespace: openshift-config

name:

osd-oauth-templates-login

- namespace: openshift-config

name:

osd-oauth-templates-providers

- namespace: openshift-config

name:

rosa-oauth-templates-errors

- namespace: openshift-config

name:

rosa-oauth-templates-login

- namespace: openshift-config

name:

rosa-oauth-templates-providers

- namespace: openshift-config

name:

support

FIB NS TN a—FTaVT

69



OpenShift Dedicated 4 H7/K— b

- namespace: openshift-config

name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-ingress

name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-kube-apiserver

name: user-serving-cert-000
- namespace: openshift-kube-apiserver

name: user-serving-cert-001
- namespace: openshift-monitoring

name: dms-secret

- namespace: openshift-monitoring
name: observatorium-credentials
- namespace: openshift-monitoring
name: pd-secret
- namespace: openshift-scanning
name: clam-secrets
- namespace: openshift-scanning
name: logger-secrets
- namespace: openshift-security
name: splunk-auth
ServiceAccount:
- namespace: openshift-backplane-managed-scripts
name: osd-backplane
- namespace: openshift-backplane-srep
name: 6804d07fb268b8285b023bcf65392f0e
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-custom-domains-operator
name: custom-domains-operator
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: configure-alertmanager-operator
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator
- namespace: openshift-rbac-permissions
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name: rbac-permissions-operator
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-scanning
name: logger-sa
- namespace: openshift-scanning
name: scanner-sa
- namespace: openshift-sre-pruning
name: sre-pruner-sa
- namespace: openshift-suricata
name: ids-test
- namespace: openshift-suricata
name: suricata-sa
- namespace: openshift-validation-webhook
name: validation-webhook
- namespace: openshift-velero
name: managed-velero-operator
- namespace: openshift-velero
name: velero
- namespace: openshift-backplane-srep
name: UNIQUE_BACKPLANE_SERVICEACCOUNT_ID
Service:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
AddonOperator:
- name: addon-operator
ValidatingWebhookConfiguration:
- name: sre-hiveownership-validation
- name: sre-namespace-validation
- name: sre-pod-validation
- name: sre-prometheusrule-validation
- name: sre-regular-user-validation
- name: sre-scc-validation
- name: sre-techpreviewnoupgrade-validation
DaemonSet:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-scanning
name: logger
- namespace: openshift-scanning
name: scanner
- namespace: openshift-security
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name:

audit-exporter

- namespace: openshift-suricata

name:

suricata

- namespace: openshift-validation-webhook

name:

validation-webhook

DeploymentConfig:
- namespace: openshift-monitoring

name:

sre-ebs-iops-reporter

- namespace: openshift-monitoring

name:

sre-stuck-ebs-vols

ClusterRoleBinding:

- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

aqua-scanner-binding
backplane-cluster-admin
backplane-impersonate-cluster-admin
bz1980755
configure-alertmanager-operator-prom
dedicated-admins-cluster
dedicated-admins-registry-cas-cluster
logger-clusterrolebinding
openshift-backplane-managed-scripts-reader
osd-cluster-admin

osd-cluster-ready
osd-delete-backplane-script-resources
osd-delete-ownerrefs-serviceaccounts
osd-patch-subscription-source
osd-rebalance-infra-nodes
pcap-dedicated-admins
splunk-forwarder-operator
splunk-forwarder-operator-clusterrolebinding
sre-pod-network-connectivity-check-pruner
sre-pruner-buildsdeploys-pruning

velero

webhook-validation

ClusterRole:

- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

backplane-cee-readers-cluster
backplane-impersonate-cluster-admin
backplane-readers-cluster
backplane-srep-admins-cluster
backplane-srep-admins-project
bz1980755
dedicated-admins-aggregate-cluster
dedicated-admins-aggregate-project
dedicated-admins-cluster
dedicated-admins-manage-operators
dedicated-admins-project
dedicated-admins-registry-cas-cluster
dedicated-readers

image-scanner

logger-clusterrole
openshift-backplane-managed-scripts-reader
openshift-splunk-forwarder-operator
osd-cluster-ready
osd-custom-domains-dedicated-admin-cluster
osd-delete-backplane-script-resources
osd-delete-backplane-serviceaccounts
osd-delete-ownerrefs-serviceaccounts
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- name: osd-get-namespace
- name: osd-netnamespaces-dedicated-admin-cluster
- name: osd-patch-subscription-source
- name: osd-readers-aggregate
- name: osd-rebalance-infra-nodes
- name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- name: pcap-dedicated-admins
- name: splunk-forwarder-operator
- name: sre-allow-read-machine-info
- name: sre-pruner-buildsdeploys-cr
- name: webhook-validation-cr
RoleBinding:
- namespace: kube-system
name: cloud-ingress-operator-cluster-config-v1i-reader
- namespace: kube-system
name: managed-velero-operator-cluster-config-vi-reader
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-mustgather
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-mustgather
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-cloud-ingress-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-custom-domains-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-image-registry
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
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- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: admin-dedicated-admins
- namespace: openshift-logging
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-logging
name: openshift-logging-dedicated-admins
- namespace: openshift-logging
name: openshift-logging:serviceaccounts:dedicated-admin

- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: sre-ebs-iops-reporter-read-machine-info
- namespace: openshift-machine-api
name: sre-stuck-ebs-vols-read-machine-info
- namespace: openshift-managed-node-metadata-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-must-gather-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-network-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ocm-agent-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-operators-redhat
name: admin-dedicated-admins
- namespace: openshift-operators-redhat
name: admin-system:serviceaccounts:dedicated-admin
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- namespace: openshift-operators-redhat
name: openshift-operators-redhat-dedicated-admins
- namespace: openshift-operators-redhat
name: openshift-operators-redhat:serviceaccounts:dedicated-admin
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-route-monitor-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-scanning
name: scanner-rolebinding
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-splunk-forwarder-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-suricata
name: suricata-rolebinding
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-create
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-edit
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-managed-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-velero
name: prometheus-k8s
Role:
- namespace: kube-system
name: cluster-config-v1-reader
- namespace: kube-system
name: cluster-config-v1-reader-cio
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
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name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring

name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: dedicated-admins-openshift-logging
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-scanning
name: scanner-role
- namespace: openshift-security
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name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security

name: prometheus-k8s
- namespace: openshift-suricata

name: suricata-role
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-user-workload-monitoring-create-cm

- namespace: openshift-user-workload-monitoring
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name: dedicated-admins-user-workload-monitoring-manage-am-secret

- namespace: openshift-user-workload-monitoring

name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring

- namespace: openshift-velero
name: prometheus-k8s
Crondob:
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-sre-pruning
name: builds-pruner
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-sre-pruning
name: deployments-pruner
- namespace: openshift-suricata
name: ids-tester
Job:
- namespace: openshift-monitoring
name: osd-cluster-ready
CredentialsRequest:
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-aws
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-gcp
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-aws-credentials
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-aws-credentials
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-aws
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-gcp
APIScheme:
- namespace: openshift-cloud-ingress-operator
name: rh-api
PublishingStrategy:
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- namespace: openshift-cloud-ingress-operator
name: publishingstrategy
ScanSettingBinding:
- namespace: openshift-compliance
name: fedramp-high-ocp
- namespace: openshift-compliance
name: fedramp-high-rhcos
ScanSetting:
- namespace: openshift-compliance
name: osd
TailoredProfile:
- namespace: openshift-compliance
name: rhcos4-high-rosa
OAuth:
- name: cluster
EndpointSlice:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics-rhtwg
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-4cw9r
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-6tx5g
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-gmdhs
- namespace: openshift-scanning
name: loggerservice-zprbq
- namespace: openshift-security
name: audit-exporter-ngfdk
- namespace: openshift-validation-webhook
name: validation-webhook-97b8t
Filelntegrity:
- namespace: openshift-file-integrity
name: osd-fileintegrity
MachineHealthCheck:
- namespace: openshift-machine-api
name: srep-infra-healthcheck
- namespace: openshift-machine-api
name: srep-metal-worker-healthcheck
- namespace: openshift-machine-api
name: srep-worker-healthcheck
MachineSet:
- namespace: openshift-machine-api
name: sbasabat-mc-ghgkn-infra-us-east-1a
- namespace: openshift-machine-api
name: sbasabat-mc-ghgkn-worker-us-east-1a
ContainerRuntimeConfig:
- name: custom-crio
KubeletConfig:
- name: custom-kubelet
MachineConfig:
- name: 00-master-chrony
- name: 00-worker-chrony
SubjectPermission:
- namespace: openshift-rbac-permissions
name: backplane-cee
- namespace: openshift-rbac-permissions
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name: backplane-csa
- namespace: openshift-rbac-permissions
name: backplane-cse
- namespace: openshift-rbac-permissions
name: backplane-csm
- namespace: openshift-rbac-permissions
name: backplane-mobb
- namespace: openshift-rbac-permissions
name: backplane-srep
- namespace: openshift-rbac-permissions
name: backplane-tam
- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts
- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts-core-ns
- namespace: openshift-rbac-permissions
name: dedicated-admins
- namespace: openshift-rbac-permissions
name: dedicated-admins-alert-routing-edit
- namespace: openshift-rbac-permissions
name: dedicated-admins-core-ns
- namespace: openshift-rbac-permissions
name: dedicated-admins-customer-monitoring
- namespace: openshift-rbac-permissions
name: osd-delete-backplane-serviceaccounts
Velerolnstall:
- namespace: openshift-velero
name: cluster
PrometheusRule:
- namespace: openshift-monitoring
name: rhmi-sre-cluster-admins
- namespace: openshift-monitoring
name: rhoam-sre-cluster-admins
- namespace: openshift-monitoring
name: sre-alertmanager-silences-active
- namespace: openshift-monitoring
name: sre-alerts-stuck-builds
- namespace: openshift-monitoring
name: sre-alerts-stuck-volumes
- namespace: openshift-monitoring
name: sre-cloud-ingress-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-avo-pendingacceptance
- namespace: openshift-monitoring
name: sre-configure-alertmanager-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-control-plane-resizing-alerts
- namespace: openshift-monitoring
name: sre-dns-alerts
- namespace: openshift-monitoring
name: sre-ebs-iops-burstbalance
- namespace: openshift-monitoring
name: sre-elasticsearch-jobs
- namespace: openshift-monitoring
name: sre-elasticsearch-managed-notification-alerts
- namespace: openshift-monitoring
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name: sre-excessive-memory

- namespace: openshift-monitoring
name: sre-fr-alerts-low-disk-space

- namespace: openshift-monitoring
name: sre-haproxy-reload-fail

- namespace: openshift-monitoring
name: sre-internal-slo-recording-rules

- namespace: openshift-monitoring
name: sre-kubequotaexceeded

- namespace: openshift-monitoring

name: sre-leader-election-master-status-alerts
- namespace: openshift-monitoring

name: sre-managed-kube-apiserver-missing-on-node
- namespace: openshift-monitoring

name: sre-managed-kube-controller-manager-missing-on-node
- namespace: openshift-monitoring

name: sre-managed-kube-scheduler-missing-on-node
- namespace: openshift-monitoring

name: sre-managed-node-metadata-operator-alerts
- namespace: openshift-monitoring

name: sre-managed-notification-alerts
- namespace: openshift-monitoring

name: sre-managed-upgrade-operator-alerts
- namespace: openshift-monitoring

name: sre-managed-velero-operator-alerts
- namespace: openshift-monitoring

name: sre-node-unschedulable
- namespace: openshift-monitoring

name: sre-oauth-server
- namespace: openshift-monitoring

name: sre-pending-csr-alert
- namespace: openshift-monitoring

name: sre-proxy-managed-notification-alerts
- namespace: openshift-monitoring

name: sre-pruning
- namespace: openshift-monitoring

name: sre-pv
- namespace: openshift-monitoring

name: sre-router-health
- namespace: openshift-monitoring

name: sre-runaway-sdn-preventing-container-creation
- namespace: openshift-monitoring

name: sre-slo-recording-rules
- namespace: openshift-monitoring

name: sre-telemeter-client
- namespace: openshift-monitoring

name: sre-telemetry-managed-labels-recording-rules
- namespace: openshift-monitoring

name: sre-upgrade-send-managed-notification-alerts
- namespace: openshift-monitoring

name: sre-uptime-sla
ServiceMonitor:
- namespace: openshift-monitoring

name: sre-dns-latency-exporter
- namespace: openshift-monitoring

name: sre-ebs-iops-reporter
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- namespace: openshift-monitoring
name: sre-stuck-ebs-vols

ClusterUrlMonitor:

- namespace: openshift-route-monitor-operator
name: api

RouteMonitor:

- namespace: openshift-route-monitor-operator
name: console

NetworkPolicy:

- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-insights

- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-olm

ManagedNotification:

- namespace: openshift-ocm-agent-operator
name: sre-elasticsearch-managed-notifications

- namespace: openshift-ocm-agent-operator
name: sre-managed-notifications

- namespace: openshift-ocm-agent-operator
name: sre-proxy-managed-notifications

- namespace: openshift-ocm-agent-operator
name: sre-upgrade-managed-notifications

OcmAgent:

- namespace: openshift-ocm-agent-operator
name: ocmagent

- namespace: openshift-security
name: audit-exporter

Console:

- name: cluster

CatalogSource:

- namespace: openshift-addon-operator
name: addon-operator-catalog

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-registry

- namespace: openshift-compliance
name: compliance-operator-registry

- namespace: openshift-container-security
name: container-security-operator-registry

- namespace: openshift-custom-domains-operator
name: custom-domains-operator-registry

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-catalog

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator-registry

- namespace: openshift-file-integrity
name: file-integrity-operator-registry

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-catalog

- namespace: openshift-monitoring
name: configure-alertmanager-operator-registry

- namespace: openshift-must-gather-operator
name: must-gather-operator-registry

- namespace: openshift-observability-operator
name: observability-operator-catalog

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-registry
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- namespace: openshift-osd-metrics
name: osd-metrics-exporter-registry

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator-registry

- namespace: openshift-route-monitor-operator
name: route-monitor-operator-registry

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-catalog

- namespace: openshift-velero
name: managed-velero-operator-registry

OperatorGroup:

- namespace: openshift-addon-operator
name: addon-operator-og

- namespace: openshift-aqua
name: openshift-aqua

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-codeready-workspaces
name: openshift-codeready-workspaces

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-customer-monitoring
name: openshift-customer-monitoring

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-og

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-logging
name: openshift-logging

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-og

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator-og

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-og

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-og

- namespace: openshift-velero
name: managed-velero-operator

Subscription:

- namespace: openshift-addon-operator
name: addon-operator
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- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-compliance
name: compliance-operator-sub

- namespace: openshift-container-security
name: container-security-operator-sub

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator-sub

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: openshift-splunk-forwarder-operator

- namespace: openshift-velero
name: managed-velero-operator

PackageManifest:

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-velero
name: managed-velero-operator

- namespace: openshift-deployment-validation-operator
name: managed-upgrade-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-file-integrity
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name:

file-integrity-operator

- namespace: openshift-custom-domains-operator

name:

managed-node-metadata-operator

- namespace: openshift-route-monitor-operator

name:

custom-domains-operator

- namespace: openshift-managed-upgrade-operator

name:

managed-upgrade-operator

- namespace: openshift-ocm-agent-operator

name:

ocm-agent-operator

- namespace: openshift-observability-operator

name:

observability-operator

- namespace: openshift-monitoring

name:

configure-alertmanager-operator

- namespace: openshift-must-gather-operator

name:

deployment-validation-operator

- namespace: openshift-osd-metrics

name:

osd-metrics-exporter

- namespace: openshift-compliance

name:

compliance-operator

- namespace: openshift-rbac-permissions

name:
Status

PrOJect:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:

rbac-permissions-operator

dedicated-admin
openshift-addon-operator
openshift-aqua

openshift-backplane
openshift-backplane-cee
openshift-backplane-csa
openshift-backplane-cse
openshift-backplane-csm
openshift-backplane-managed-scripts
openshift-backplane-mobb
openshift-backplane-srep
openshift-backplane-tam
openshift-cloud-ingress-operator
openshift-codeready-workspaces
openshift-compliance
openshift-container-security
openshift-custom-domains-operator
openshift-customer-monitoring
openshift-deployment-validation-operator
openshift-managed-node-metadata-operator
openshift-file-integrity
openshift-logging
openshift-managed-upgrade-operator
openshift-must-gather-operator
openshift-observability-operator
openshift-ocm-agent-operator
openshift-operators-redhat
openshift-osd-metrics
openshift-rbac-permissions
openshift-route-monitor-operator
openshift-scanning

openshift-security



- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
ClusterResourceQuota:
- name: loadbalancer-quota
- name: persistent-volume-quota
SecurityContextConstraints:
- name: osd-scanning-scc
- name: osd-suricata-scc
- name: pcap-dedicated-admins
- name: splunkforwarder
SplunkForwarder:
- namespace: openshift-security
name: splunkforwarder
Group:
- name: cluster-admins
- name: dedicated-admins
User:
- name: backplane-cluster-admin
Backup:
- namespace: openshift-velero
name: daily-full-backup-20221123112305
- namespace: openshift-velero
name: daily-full-backup-20221125042537
- namespace: openshift-velero
name: daily-full-backup-20221126010038
- namespace: openshift-velero
name: daily-full-backup-20221127010039
- namespace: openshift-velero
name: daily-full-backup-20221128010040
- namespace: openshift-velero
name: daily-full-backup-20221129050847
- namespace: openshift-velero
name: hourly-object-backup-20221128051740
- namespace: openshift-velero
name: hourly-object-backup-20221128061740
- namespace: openshift-velero
name: hourly-object-backup-20221128071740
- namespace: openshift-velero
name: hourly-object-backup-20221128081740
- namespace: openshift-velero
name: hourly-object-backup-20221128091740
- namespace: openshift-velero
name: hourly-object-backup-20221129050852
- namespace: openshift-velero
name: hourly-object-backup-20221129051747
- namespace: openshift-velero
name: weekly-full-backup-20221116184315
- namespace: openshift-velero
name: weekly-full-backup-20221121033854
- namespace: openshift-velero
name: weekly-full-backup-20221128020040
Schedule:
- namespace: openshift-velero
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name: daily-full-backup
- namespace: openshift-velero
name: hourly-object-backup

- namespace: openshift-velero
name: weekly-full-backup

7.7.3. OpenShift Dedicated 377 nhamespace

OpenShift Dedicated 177 namespace l&, 75 A9 —DA VA N—=)LBICT 74V NTA VA =L
- name: openshift-authentication-operator
- name: openshift-cloud-controller-manager
- name: openshift-cloud-controller-manager-operator
- name: openshift-cloud-credential-operator
- name: openshift-cluster-machine-approver
- name: openshift-cluster-node-tuning-operator
- name: openshift-cluster-samples-operator
- name: openshift-cluster-storage-operator

IhFET,
$17.2 37 namespace MY R k
apiVersion: vi
kind: ConfigMap
metadata:
name: ocp-namespaces
namespace: openshift-monitoring
data:
managed_namespaces.yaml: |
Resources:
Namespace:
- name: kube-system
- name: openshift-apiserver
- name: openshift-apiserver-operator
- name: openshift-authentication
- name: openshift-cloud-network-config-controller
- name: openshift-cluster-api
- name: openshift-cluster-csi-drivers
- name: openshift-config
- name: openshift-config-managed
- name: openshift-config-operator

- hame: openshift-console

- name: openshift-console-operator

- name: openshift-console-user-settings

- name: openshift-controller-manager

- name: openshift-controller-manager-operator

- name: openshift-dns

- name: openshift-dns-operator

- name: openshift-etcd

- name: openshift-etcd-operator

- name: openshift-host-network

- name: openshift-image-registry

- name: openshift-ingress

- name: openshift-ingress-canary
- name: openshift-ingress-operator
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- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:

openshift-insights

openshift-kni-infra
openshift-kube-apiserver
openshift-kube-apiserver-operator
openshift-kube-controller-manager
openshift-kube-controller-manager-operator
openshift-kube-scheduler
openshift-kube-scheduler-operator
openshift-kube-storage-version-migrator
openshift-kube-storage-version-migrator-operator
openshift-machine-api
openshift-machine-config-operator
openshift-marketplace
openshift-monitoring
openshift-multus
openshift-network-diagnostics
openshift-network-operator
openshift-nutanix-infra
openshift-oauth-apiserver
openshift-openstack-infra
openshift-operator-lifecycle-manager
openshift-operators
openshift-ovirt-infra

openshift-sdn
openshift-ovn-kubernetes
openshift-platform-operators
openshift-route-controller-manager
openshift-service-ca
openshift-service-ca-operator
openshift-user-workload-monitoring
openshift-vsphere-infra

7.7.4. OpenShift Dedicated 77 K74 > namespace
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OpenShift Dedicated 7 KA > id, 75 A9—DA VAR =ILEICA VAN =ILTEZET, ThH5DB
Nt —E XICIE,. Red Hat OpenShift Dev Spaces. Red Hat OpenShift APl Management, & & U
Cluster Logging Operator &N F 9., LLFD namespace AD Y Y —ANDERIZ, 7y TIL—
REFICT RAVICE 2 THA—N—=F A4 RENDARMEDHY FT., ThICLY. 7 RF VHBETYR—
FINTWRWERENELSHEMENHY £7,

managed-api-service-internal: redhat-rhoami-operator

codeready-workspaces-operator: codeready-workspaces-operator

managed-odh: redhat-ods-operator
codeready-workspaces-operator-qe: codeready-workspaces-operator-qe
integreatly-operator: redhat-rhmi-operator
nvidia-gpu-addon: redhat-nvidia-gpu-addon
integreatly-operator-internal: redhat-rhmi-operator
rhoams: redhat-rhoam-operator

ocs-converged: openshift-storage
addon-operator: redhat-addon-operator

| B17.3 7 K4 > < %x—Y KD namespace D') X b+

addon-namespaces:
ocs-converged-dev: openshift-storage
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prow-operator: prow
cluster-logging-operator: openshift-logging
advanced-cluster-management: redhat-open-cluster-management
cert-manager-operator: redhat-cert-manager-operator
dba-operator: addon-dba-operator
reference-addon: redhat-reference-addon
ocm-addon-test-operator: redhat-ocm-addon-test-operator

7.7.5. OpenShift Dedicated # 5 F§ Webhook

OpenShift Dedicated #REE Webhook (. OpenShift SRE F— AIC & o THERE I W 2 B Z{IHIEI D
Yy RTT, TNHDOHTTP I—JL/XvY ¥ (Webhook & EMEIEN D) I&, IFXFHRY A TOEXRICH
LTHEUEIN, VR —DLREMEZHRELET., UTOY X ME, BHRINCBESSLTHEIIN
)Y —2ABEENZI—IHIEFNDHEFE Webhook ZERBAL TWE T, Zh 5 DIREEA Webhook
ZOELEDETRE. VSRI—DREES LUCHYR— MEICHENHEZAEEMELHY 7,

7.4 MEEH Webhook @ 1) X b
"webhookName“ "clusterlogging-validation”,
"rules" [

"operations": [
"CREATE",
"UPDATE"

],

"apiGroups": [
"logging.openshift.io”

],

"apiVersions": [

"V1 "

],

"resources": [
"clusterloggings"

1,

"scope": "Namespaced"

"documentStrmg" "Managed OpenShift Customers may set log retention outside the allowed

range of 0-7 days"

"webhookName“ "clusterrolebindings-validation”,
"rules" [

"operations": [
"DELETE"
],
"apiGroups": [
"rbac.authorization.k8s.io"
],
"apiVersions": [
"V1 "
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1,

"resources": [
"clusterrolebindings"
P
"scope": "Cluster"
}
]

documentString": "Managed OpenShift Customers may not delete the cluster role bindings
under the managed namespaces: (“openshift-.*|kube-system)"
b
{
"webhookName": "customresourcedefinitions-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"apiextensions.k8s.io"
1,

"apiVersions": |

"in

],

"resources": [
"customresourcedefinitions”
1,
"scope": "Cluster"
}
]

documentString": "Managed OpenShift Customers may not change
CustomResourceDefinitions managed by Red Hat."

b

{

"webhookName": "hiveownership-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"quota.openshift.io"
1,

"apiVersions":

"xn

1,

"resources": [
"clusterresourcequotas”
1,
"scope": "Cluster"
}

],
"webhookObjectSelector": {

"matchLabels": {
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"hive.openshift.io/managed": "true”

"documentStrmg" "Managed OpenShift customers may not edit certain managed resources. A
managed resource has a \"hive.openshift.io/managed\": \"true\" label."

"webhookName“ "imagecontentpolicies-validation”,
"rules" [

"operations“: [

"CREATE",

"UPDATE"

],

"apiGroups": [

"config.openshift.io"

1,

"apiVersions™: [

1,

"resources": [

"imagedigestmirrorsets”,

"operations“: [

"imagetagmirrorsets”
"CREATE",

],

"scope": "Cluster"
"UPDATE"

],

"apiGroups": [
"operator.openshift.io"

],

"apiVersions": |

"in

1,

"resources": [
"imagecontentsourcepolicies"

1,

"scope": "Cluster"

"documentStrmg" "Managed OpenShift customers may not create ImageContentSourcePolicy,
ImageDigestMirrorSet, or ImageTagMirrorSet resources that configure mirrors that would conflict
with system registries (e.g. quay.io, registry.redhat.io, registry.access.redhat.com, etc). For more
detalls see https://docs.openshift.com/"

"webhookName“ "ingress-config-validation”,
"rules" [

"operations“: [
"CREATE",
"UPDATE",
"DELETE"
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1,
"apiGroups": [

"config.openshift.io"
1,

"apiVersions": [

wxn

1,

"resources": [
"ingresses"
1,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift customers may not modify ingress config resources
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

}
{

"webhookName": "ingresscontroller-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"operator.openshift.io"
1,

"apiVersions": [

nxn

1,

"resources": [
"ingresscontroller",
"ingresscontrollers”

1,

"scope": "Namespaced"

}
]

"documentString": "Managed OpenShift Customer may create IngressControllers without
necessary taints. This can cause those workloads to be provisioned on infra or master nodes."

}
{

"webhookName": "namespace-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [

1,
"apiVersions": |

nxn

1,

"resources": [
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"namespaces”
1,
"scope": "Cluster"
}

1,

"documentString": "Managed OpenShift Customers may not modify namespaces specified in
the [openshift-monitoring/managed-namespaces openshift-monitoring/ocp-namespaces]
ConfigMaps because customer workloads should be placed in customer-created namespaces.
Customers may not create namespaces identified by this regular expression (*"com$|"io$|"in$)
because it could interfere with critical DNS resolution. Additionally, customers may not set or
change the values of these Namespace labels [managed.openshift.io/storage-pv-quota-exempt

managed.openshift.io/service-Ib-quota-exempt]."
b
{
"webhookName": "networkpolicies-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

apiGroups™: [
"networking.k8s.io"

],

"apiVersions": [

],

"resources": [

"networkpolicies"
],
"scope": "Namespaced"
}

]

documentString": "Managed OpenShift Customers may not create NetworkPolicies in
namespaces managed by Red Hat."
b
{
"webhookName": "node-validation-osd",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

"apiGroups": [

I,

"apiVersions": [

I,

"resources": [
"nodes",
"nodes/*"

1,
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}
],

"SCOpe": wxn
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"documentString": "Managed OpenShift customers may not alter Node objects.”

b

{

cause those Pods to be scheduled on infra or master nodes."

"webhookName": "pod-validation”,

"rules": [

{

}
],

"operations": [

1,

"apiGroups": [
IIV1 "

1,

"apiVersions": |

"in

],

"resources": [
llpodsll

1,

"scope": "Namespaced"

"documentString": "Managed OpenShift Customers may use tolerations on Pods that could

b

{

namespaces managed by Red Hat."

}
{

"webhookName": "prometheusrule-validation",

"rules": [

{

}
],

"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"monitoring.coreos.com”
1,

"apiVersions": [

"xn

1,

"resources": [
"prometheusrules”

1,

"scope": "Namespaced"

"documentString": "Managed OpenShift Customers may not create PrometheusRule in

"webhookName": "regular-user-validation",

"rules": [

{

"operations": [
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}
{
}
{
}

94

wxn

1,

"apiGroups": [
"cloudcredential.openshift.io”,
"machine.openshift.io”,
"admissionregistration.k8s.io",
"addons.managed.openshift.io”,
"cloudingress.managed.openshift.io",
"managed.openshift.io”,
"ocmagent.managed.openshift.io”,
"splunkforwarder.managed.openshift.io”,
"upgrade.managed.openshift.io”

1,

"apiVersions": |

"in

1,

"resources": [

ll*/*"

1,

"SCOpe": wxn

"operations": [

"in

],
"apiGroups": [

"autoscaling.openshift.io"
],

"apiVersions": |

"in

1,

"resources": [
"clusterautoscalers",
"machineautoscalers”

1,

"SCOpe": "in

"operations": [

wxn

1,
"apiGroups": [

"config.openshift.io"
1,

"apiVersions": |

wxn

1,

"resources": [
"clusterversions”,
"clusterversions/status”,
"schedulers”,
"apiservers",

"proxies”

1,

"SCOpe": "in
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{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

1,

"apiGroups": [

1,
"apiVersions": [

"in

1,

"resources": [
"configmaps"
],
"SCOpe": wxn
b
{
"operations": [
],
"apiGroups": [
"machineconfiguration.openshift.io”
],

"apiVersions": |

wxn

1,

"resources": [
"machineconfigs",
"machineconfigpools”

1,

"scope": "*"

b
{

"operations": [

"in

],
"apiGroups": [

"operator.openshift.io"
],

"apiVersions": [

"in

],

"resources": [
"kubeapiservers",
"openshiftapiservers"

1,

"scope": "*"

b
{

"operations": [

],
"apiGroups": [
"managed.openshift.io"

1,
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96

],

"documentString": "Managed OpenShift customers may not manage any objects in the
following APIGroups [autoscaling.openshift.io network.openshift.io machine.openshift.io
admissionregistration.k8s.io addons.managed.openshift.io cloudingress.managed.openshift.io
splunkforwarder.managed.openshift.io upgrade.managed.openshift.io managed.openshift.io
ocmagent.managed.openshift.io config.openshift.io machineconfiguration.openshift.io
operator.openshift.io cloudcredential.openshift.io], nor may Managed OpenShift customers alter
the APIServer, KubeAPIServer, OpenShiftAPIServer, ClusterVersion, Proxy or SubjectPermission

"apiVersions": |

"in

],

"resources": [
"subjectpermissions”,
"subjectpermissions/*"

1,

"SCOpe": win

b

{

}

"operations": [

nxn

1,
"apiGroups": [

"network.openshift.io"
1,

"apiVersions": |

"xn

1,

"resources": [
"netnamespaces”,
"netnamespaces/*"

1,

"SCOpe": nxn

objects."

}
{

"webhookName": "scc-validation”,

"rules": [

]

{

}

"operations": [
"UPDATE",
"DELETE"

1,

"apiGroups": [
"security.openshift.io"

I,

"apiVersions": |

wxn

1,

"resources": [

"securitycontextconstraints”

1,

"scope": "Cluster"

documentString": "Managed OpenShift Customers may not modify the following default SCCs:
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[anyuid hostaccess hostmount-anyuid hostnetwork hostnetwork-v2 node-exporter nonroot
nonroot-v2 privileged restricted restricted-v2]"

b

{

"webhookName": "sdn-migration-validation",
"rules": [
{
"operations": [
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

"in

1,
"resources": [
"networks"
1,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift customers may not modify the network config type
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."

},
{

"webhookName": "service-mutation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [

1,
"apiVersions": [
"
1,
"resources": [
"services"
1,
"scope": "Namespaced"
}
1,

"documentString": "LoadBalancer-type services on Managed OpenShift clusters must contain
an additional annotation for managed policy compliance."
b
{

"webhookName": "serviceaccount-validation”,
"rules": [
{
"operations": [
"DELETE"

1,
"apiGroups": [
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],
"apiVersions": [
IV1 "
],
"resources": [
"serviceaccounts"
1,
"scope": "Namespaced"
"documentStrlng" "Managed OpenShift Customers may not delete the service accounts under
the managed namespaces, "
"webhookName“ "techpreviewnoupgrade-validation”,
"operations“: [

"rules" [
"CREATE",
"UPDATE"
],
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

win

1,

"resources": [
"featuregates”

1,

"scope": "Cluster"

"documentStrlng" "Managed OpenShift Customers may not use TechPreviewNoUpgrade
FeatureGate that could prevent any future ability to do a y-stream upgrade to their clusters."
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