& RedHat

Red Hat Advanced Cluster Security for
Kubernetes 4.5

P=F%T7Fv¥—

VAT LT —XFTVF v —

Last Updated: 2024-09-16






Red Hat Advanced Cluster Security for Kubernetes 45 7 —*% 757 U F ¥ —

YRAFLT—FTHF v —



ZEEEDBER
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

Red Hat Advanced Cluster Security for Kubernetes 7—F 77 F+ — DB ES L OFEMAHRA L £
ER



=P

=P

#5132 RED HAT ADVANCED CLUSTER SECURITY FORKUBERNETES 7—F T2 F ¥ — . .oivviiinninn.. 3
1.1. RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 7 —F 54 F ¥ —DHE
1.2. CENTRAL #¥—E R
13. %270 7R —H—EX
4. AV R—=v K
15. —EXABDOREE

o 00 N U1 W



Red Hat Advanced Cluster Security for Kubernetes 4.5 7 —%7 7 F v+ —




8512 RED HAT ADVANCED CLUSTER SECURITY FORKUBERNETES 7—*% 77 F ¥ —

531% RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES 7 —F% 7V F v —

Z T TlE. RedHat Advanced Cluster Security for Kubernetes D 7 —% 57 F v — &R &HBAL X
ER

1. RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES 7 —
FTIF v —DOHE

Red Hat Advanced Cluster Security for Kubernetes (RHACS) (&, XiRELT FOA4 A Y MIFH L&
PET—FTIOFvyv—Z2FEALTEY., E#&E 435 OpenShift Container Platform / — N & 7z (&
Kubernetes / — RADHEZH/NRICINZ 3 L) ICKRBEINTWVWET,
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RDBEIE, StackRox Scanner & ScannerV4 #8807 —F 77 Fv—% L TWE T, ScannerV4 @
A VAN —IEFERTIN, 1 VAT EEILRBFRIPELNET,
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INLDEEY—ERICMA, RHACS IZMBOAE IV R—R Y MEEMEL T, V5 RAY—DEFx2
)54 —%@iblLEd,

AVABM=ILDEW

Operator Z{#F L T RHACS % OpenShift Container Platform 24 Y X2 h—JL§ % &, RHACS &3 X
TOEF2T7HRISRAY—ICEEN—T 3D Scanner 24 YA R—JLLZE T, B&E Scanner |, #
B OpenShift f A=Y LI ZAPMN)—ADAA—C%RF v TEBELIICLET, Helm A VA =L
XYy K& FT74) bk ETEHERL T OpenShift Container Platform & 7z (& Kubernetes IZ RHACS % o
VAN=ITBE, BE/N—T3 VD Scanner i34 VA M —)LEINFHA, Helm ZFERALTEFXa7
Y S5 A —|8E Scanner &4 ¥ A b—JL 9 %ICIE, scanner.disable=false /X5 X —4% — %X ET
PRENHY XY, roxetl 1 VA M—ILAEZFEAL T, BE Scanner 24 VA M=)l T B EIFTE
FthA.

BIER R

e AEaAVR—XV b

1.2. CENTRAL H—E X

Central U—ERIF1DDISRY—ICA VA M= LET, TOH—ERIIRODIAVR—RY M
EFNTVWET,

® CentralRHACS 7 /U —> a3 VEBA VI —T A ABLUVY—ERTY, APIFEEE 1—
HP—A V=T 24X (RHACS R—4IV) 7V R %=MEBLEY, BL Central1 YV RH¥ VR
FEA LT, EH® OpenShift Container Platform & 7zl Kubernetes 7 5 29 — % {R#ETX X
-a—o

® Central DB: Central DB I RHACS DT — 49 R—RXA T, IRTOT—Y KM%= NELET, IR
1E. PostgreSQL13 ZX—XICLTWE T,

® ScannerV4: /N\—2 32 44, RHACSIIEAVY T FHF—A A=V %RAF v VT 520D
Scanner V4 fES8MER F v+ F—HEENTWVWE T, ScannerV4 &, Clair AF v F—ICHFEX
NTW3 ClairCore LICHEBEINTWE Y, ScannerV4 3, EEB LIV OSEAEDA X— 0
VR=RXVMNDRF v v EYR—MNLTWET, N—T 32 44 Tld, ScannerV4 L& > T
J—=RBLVTSY NI —LDRAF v VHENYR—KNINDE T, ThoDMEEEIRET
57T, T D Scanner % StackRox Scanner A EHLETHERATIHNELHY T,
Scanner V4 ICIE, Indexer. Matcher, BLUDBAVR—RXY ADBAEEFNTVET,

o Scanner V4 Indexer: Scanner V4 Indexer I&. ETEA A =YD EMIENT WA A=Y
DAVTY Y AERERTLET, Indexerid, 1 X—YELIRMN) —DREREIEE
INzE LPARN)—DoAAXA—VERRBLET, R—RAARVL—FT A VIV AT L%
BRBL, YATADNBEETBHEEEZTONRNyrF—V%RBLET, HEINLAX—VD
BRASOCA VT YIALR— MR RESLUCHEADLET,

o Scanner V4 Matcher. Scanner V4 Matcher (&, eSS DREAZEITL X T, Central H—
E' A M Scanner V4 Indexer B’ X —=TIlA VT v U A% ERR L7=3%E. Matcher XZ®D
Indexer 54 VT v I RALR—KMEZEE L. TDLHR— M% ScannerV4 7—4 R—2|C
REINTVWIHREBEERELET, EFX2 795 RF—H—E XD Scanner V4 Indexer
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ScannerV4 7 — 49 R—QA & R DOESEMET—4 TEHF L X J . Scanner V4 Matcher (3.

A A=V DREERESOCHREBEL R—MEHALET,

0 ScannerV4DB: DT —4HR—ITIE, IRTOMHEET—FE1 VT IRALER— %
&8, Scanner V4 DEBRIMMREINZE T, Central M VA M—=ILEINTWVWDBITRAY—
£ ®D Scanner V4 DB IZId, JKiER ') 2 —LEKR (PVC) "BETT,


https://github.com/quay/clair
https://github.com/quay/claircore
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e StackRox Scanner: StackRox Scanner (&, RHACSDF 7 # ) NDAF ¥ F+—T9, /N\— 3
V44T, FiLWRAF ¥ F—TdH 3 Scanner V4 hVBINI N & L7z, StackRox Scanner .
Clarv2A—7FYY—RRF+F—DO7 =V hbEFhF L/, RHCOSD/—RZAFvr &
TZ2YNTA—LRAFTVICIE, CORF+ T —%B|SH{IERITI2HENHYET,

® Scanner-DB: TDF—4% RXR— X |TI&. StackRox Scanner DF—4HE&FNTWET,

RHACSDRAF v+ F—IE, EAAX—I LAY —ZRLTIR—RARL—T A VI RATLZRFEL.
TOAUVSIVIEBENRNYT—VEARL—=—FTAVIVRTANRY =IO F—T v —IlL2TA VR
F—=LEINFRyr—V%HBRLET, RFvF—Id, IFIFLMEEY - SOOI &
AFx v UIEREBELF T, I 5IC, StackRoxScanner 'y, / —RDARL—F 4 VIV RTFLETS
SYNITA—LDBHEEEFELET, INoDHEEIX. SEDY ) —X T Scanner V4 ILEBIIX 1L 5
FETY,

1215y — R
RHACS IR Difes8MEY — R &#ERLZE Y,

Alpine Security Database

® Amazon Linux Security Center TRBEFINETF—4%
® Debian Security Tracker

® Oracle OVAL

® Photon OVAL

® RedHat OVAL

® RedHat CVE Map: Z1ild. Red Hat Container Catalog ICRIINZ A A —JICFERAINE
ER

e SUSE OVAL
e Ubuntu OVAL
® OSV:Go. Java. Node,js (JavaScript). Python, Ruby 7 & D EEREEDMESEMEICERINE

T, TDY—RIE, HEF5MED CVE S T4k < GitHub Security Advisory (GHSA) ID 129
2BENHYET,

pa )

RHACS ScannerV4 I3, 2655054 Y 2 IZETWT OSV.dev TAFHREA
OSVF—HIR—22&FALZET,

o NVD:RVF—HNERARUBL TOWAWVESICEROX v v TABHB LY, SFIFTLEMNT
FRINET, &z Alpine (. ##l. CVSSRO7., EXE. NHEAERFLTVEY
A’Q

pa 3

CDEFIET. NVDAPI ZFEHLTWETH, NVDICLDEBPREEAZITTWL
Ft A,


https://secdb.alpinelinux.org/
https://alas.aws.amazon.com/index.html
https://security-tracker.debian.org/tracker/data/json
https://linux.oracle.com/security/oval
https://packages.vmware.com/photon/photon_oval_definitions/
https://access.redhat.com/security/data/oval/v2/
https://access.redhat.com/security/data/metrics/cvemap.xml
https://catalog.redhat.com/software/containers/explore
https://support.novell.com/security/oval/
https://security-metadata.canonical.com/oval/
https://osv.dev/
https://github.com/google/osv.dev/blob/master/LICENSE
https://osv.dev/
https://nvd.nist.gov/vuln/search
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® StackRox: 7w A KNY—LAL®D StackRox 7AY 7 M, tBDY —ZADBSDT—ID T +—
IYRPT—YDORMARRTREINTVWARAVWARMEDH 2 —EDHRBUEEEIEL TV
£

Scanner V4 Indexer [FXRDY — XA &FAL T,

® repository-to-cpejson: RPM YR M) —%8ET S CPEICY Yy EY I LET, Ihid.
RHEL N—ZDA X =YV DIeHEHEZRET 27<DICHETY,

® container-name-repos-map.json: AV 7+ —% &, AVTF—DEBHLED)RI M) —%2RE
LET,

13. X279 5 R —H%—EXR

RERROEIZRY—ICIE, X279 5 A9 —H—E X% RHACS Cloud Service #{FR L T1 ~
AM=ILLET, EFXFaT7IVSRY—H—ERICIK. ROOAVER—FRV MHREFNTWET,

® Sensor: 7 S AY —DHITEEREITO Y —ERXTY., OpenShift Container Platform F 7z (&
Kubernetes API 8 £ U Collector f RV h &2 w RV LT, V5 RY—DIRIEDREERE L
9, RHACS Cloud Service R ¥ —ICEDE, T7OM4 91 LELVZT VI M1 LDERE b
DH—LEzT, ISHIC, *y bT7—2R) —Oi@EFE. RHACS Cloud Service /R & —DHEAL
DR, Admission Y hO—Z5—&EDWFERE, TRTODIFRI—DONFEHLHEHLE
ERS

e Admission Y bO—5—: 2 —#H#—A' RHACS Cloud Service Dt * a5 4 —RYT—ITE
R¥27—70—REERTZE2DEHETET,

e Collector: 75 R9—/—REQAVFTFTF—T VT4 ET1—%9BLVERLEYT, TV
FF—OSUIALEFRY NI DT IF 1 EF 4 —OERENEL, ELLT—F%
Sensor ICEELE T,

e StackRox Scanner. Kubernetes Tld, E¥a1 7SR —H—ERIL, A7 avpavR—
%Y h& LT Scanner-sim @ FNTWE Y, —7F. OpenShift Container Platform Tl&.
OpenShift Container Platform &L Y A MY — &, BB CTHROL Y XA N —HAD A
A=V %RAF v F57=HIC. RHACS Cloud Service ICE 2 TEEF 2TV RAY—IC
Scanner-slim /A=Y a4 VA M—=ILEINET,

® Scanner-DB: ZDF—4% RXR— R |TI&. StackRox Scanner DF—49HAE&FNTWE T,

® Scanner V4: Scanner V4 BEMRIEE. ScannerVAD AV R—R Y MDA EF2TISRY —
‘:’f V7\ I\_)l/-éni-a—o

o Scanner V4 Indexer: Scanner V4 Indexer I&. ETEA A =YD EMIENT WA A=Y
DAVTY Y AERERTLET, Indexerld, 1 X—YELIRMN) —DREREIEE
INzE LPARN)—DOA A=V ERRBLET, R—RAARVL—FT A VIV AT L%
BRBL, YATADNBEETBHEEEZTONRNy =V RBLET, HEINLAX—VD
BRASOCA VT YIALR— N ERESLUCHEADLET,

o ScannerV4DB: 2D YR—X Y MZ. Scanner V4 DEMRIZEICA VA M—ILINZE
To TDT—IR=RITIE, 41 VT v P ALKR—KMEED Scanner V4 DIBERIEIMI N F
T, RBAR/NT =TV A %F5ITIE. Scanner V4 DB HICKERY) 2 —ALEXR (PVC) %
BRELTLCEIW,


https://github.com/stackrox/stackrox/blob/master/scanner/updater/manual/vulns.go
https://www.redhat.com/security/data/metrics/repository-to-cpe.json
https://access.redhat.com/security/data/metrics/container-name-repos-map.json
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pa )

X277 IS ARY—H—EZAN Central U —EREBLI A —ITA VR
F—JLEH, AL namespace ICA YA M—ILINTWBIFE, X277

S22 —H—ERIE ScannerV4 AV R—2x Y hAaF7O04 LEHFA, KD

Y2, Central t—E R I ScannerVA DT 7AA XV MATTICEEFNTWL
2EHBLET,

14. ALV R—F v K

Red Hat Advanced Cluster Security for Kubernetes (RHACS) (&, LTFOAELI VY R—F Y M EXFEL
x9,

o H—KR—F 4 —YZRFL:RHACS %, CI/CD /X F54 ¥, 1RV NEHE (SIEM) ¥ R F
LA, AFVY, BFA—NAREDBDY AT LEHATEET,

e roxctl roxctl (&, RHACS TAY Y RZETT5HDDATY RFA (1 vF—T 14 X (CLI)
TY,

¢ A A—JLIAM)—RHACS I FIFR/AA—IYLIYRMNY—EHEE L. RHACS 2#fFH
LTAA—VERAFT Y VELUVRRTEEY, RHACSIE, EFXF 2795 RY—THREINA
A=I TN —9 Ly NEFRLT, 79714 TRAA—VDLY RN —E%EBHNICER
ELET, L. FTITATRAA—TVERAF Y VT BITE. LYAN) A5 FET
HRETHIVLENHY FT,

e definitions.stackrox.io: RHACS I&. definitions.stackrox.io T K/R4M ¥ N TCI XX F 45
74 —RKD6DTFT—9%KEH L., CDEHR%E Central ITELE T, 71— NITIE, —&H9%A
National Vulnerability Database (NVD) 7—# &. Alpine. Debian, Ubuntu & D7 4 X MY
Ea—vavBEEDODT—9NEFNET,

e collector-modules.stackrox.io: Central I&. collector-modules.stackrox.io (C7727 XL T,
PR=—RINTVBA—RILEYV2—ILEREFBL. INHDEY 1—)% Collector ITEL &
9,

1.5.  —EZE DX EE
DTV avTlE, RHACSH—EANED LD ICHEET 2 %EmBAL £ 9,

ZF11RHACS & Scanner V4

AVviR—xV b AVviR—xV b

Central | Scanner V4 Indexer Central I, BEDA A=Y %S oO—KL
TA VT v I RERR (BH7) T2 & DI Indexer
ICERLEYT, co7OtRICLY, 1V
TYYIALR—RMDMERRINFEF T, Scanner
V4 Indexer l&, 41 VT v I ZER O R %
XEITBYVEY T T 74 )% Central ICEK
LEY,
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AVviR—xV b AVviR—xV b

Central | Scanner V4 Matcher  Central I&. $FEDA X —Y % B DHETEME &
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9, COTOERICLY, BRABRRAFv
VIER, DEYUKRBML R— M ERINE
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FOMHEEEERLET,

Sensor | Scanner V4 Indexer Operator A L T7 704 I/ Red Hat
OpenShift RIEDHZE. FLIFRXF v v FEDN
FRINTWSHBA. SecuredCluster ® 2
FrUNTITAILNTEMCRY X
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SR —THERINIIGBEICDARELZE
T, COWEEIE, EF2T7IVSRIY—TTIV
T RERINT=A A=Y DifeTatE %
Scanner V4 AR E T 2IGHICIFREL FE
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Scanner V4 Indexer - Scanner V4 DB Indexer I, 41 A=Y LA v¥—D¥ovO—NK
EAVTY Y RAERNTEIEZIFThNE LD
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YEREFELEIT, INICLY, FRELARY
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Scanner V4 Matcher - Scanner V4 DB Scanner V4 Matcher I&, X TOHEEMET—
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Sensor 1 Central Central & Sensor BIOWAREETT .
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YO— K9 27HICEBIC Central Z/KR—1)
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