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5513 COLLECTOR O 4 & POD R 5 —4% ZAMEE & 40#1
NSTIYa—F4VIDRYIORATY Tk, O EPodDRAT—IRERMEBTEZETT, OJIC

SY, T7—DRAREZHETEE Y, THIC, Pod DRMDRAT—F R %&if{NB &, KBEX v E=—
VICET BBEHRIMELONTT,

1.1. COLLECTOR O 7 M EYE

FY. KB L7 Collector hoDO VT %ANZBENHY FT, WIBEET IV ERERICIELC T, RD 2
DDOHFETATZRIETEZXT,

e oc F7/-ld kubectl a~v Y REFEALZOZDEE

o RHACSEZHi/Ny RiLAasonJOEE

1.1.1. 0c F7/z L kubectl A~Y YV RIZ KX 207 DEE

oc ¥7I& kubectl A~ > RA&FH L T, £1TH®D CollectorPod 5OV EREBTEE T, BEICGL
T. IRIED Collector Pod B HBHEEN L TWBIFE L. LARI®D Collector Pod DOV %R T D &H T
xFd,

=S5
® Pod &O7%2—BRTRY DHERIH S,

I $ oc auth can-i get pods && oc auth can-i get pods --subresource=logs ﬂ

ﬂ Kubernetes A3 %58 1%. oc Db Y IC kubectl Z AA L F T,

¥
1. S ~JL app=collector B’ W= FRTD Pod a—EXRTLF T,

I $ oc get pods -n stackrox -l app=collector ﬂ

ﬂ Kubernetes A3 %35 &1%. oc Db Y IC kubectl Z AA L F T,

DBl

I collector-vclgs 1/2  CrashLoopBackOff 2 (25s ago) 2m41s+
2. CollectorPod DOV #EEL XY,

I $ oc logs -n stackrox <collector_pod_name> collector ﬂ

ﬂ Kubernetes Z A9 235& 1. oc DXH Y IC kubectl Z# AL £
9, <collector_pod_name> ICI&. Collector Pod M ##i (collector-velgs 72 &) = 387E L
x7,
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3. (7> av)RED Collector Pod B8 L TWSHEIE. LLETID Collector Pod D O ¥ % B
RTEET,

I $ oc logs -n stackrox <collector_pod_name> collector --previous ﬂ

ﬂ Kubernetes # A9 %235& 1. oc DXH Y IC kubectl Z# AL £
9, <collector_pod_name> ICI&. Collector Pod M ##i (collector-velgs 72 &) = 387E L
x7,

11.2. RHACS 2B/ RILHA SO J DEE

Red Hat Advanced Cluster Security for Kubernetes (RHACS) 1 —H#'—4A 4 —27 =4 AH LW/
KILESF S >O—RKLT, Collector QY ICT7 IV ERTBIEELTIET, ANV RILEY DY O—
RL7ZB, §RTD CollectorPod DAY %FARZ ZENTETET, FMIL. 2/ Y RILDOER 25
BLTLEIW,

1.2. COLLECTORPOD DR F—4 XA DO #f

Pod DRI DRAT—H A %HFANBZ &ld, Collector DV Z v Y 1DREAEZKET 2H D 1 DDORHELA
ETT, KA Yy E—YVEHEHFOKREICEIZKI M. kubectl describe pod Z 7= 13 oc describe pod 1
YU REBALTT7 IV EATEIT,

FIE
® Collector Pod ICEA Y 2 1B ZXR R CZZET,

I $ oc describe pod -n stackrox <collector_pod_name> ﬂ

ﬂ Kubernetes Z A9 %235& 1. oc DXH Y IC kubectl Z# AL £
9, <collector_pod_name> ICI&. Collector Pod M ##i (collector-velgs 72 &) = 387E L

F9,
B
#...
Last State:  Terminated
Reason:  Error
Message:  No suitable kernel object downloaded ﬂ
Exit Code: 1

Started:  Fri, 21 Oct 2022 11:50:56 +0100
Finished:  Fri, 21 Oct 2022 11:51:25 +0100
#...

ﬂ ZDFEITIE, Collector BA—RILKSANRN—=—DF o vO—RIZKBLAEZERDIY F
-a—o


https://access.redhat.com/documentation/ja-jp/red_hat_advanced_cluster_security_for_kubernetes/4.5/html-single/configuring/#generating-a-diagnostic-bundle
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Collector », BE%ZHZREL. YATLDH—RIVKRFAN—%KREZFLIFY O O0-RT258. T
Z—MDKER 1 Collector @t@]ﬁ%h%i LEYd,

JRODOEIE, Collector DEEI 7O ERADEEEHHAERLTWVWET,

B42.1 Collector Pod &) 7Ot R

Collector startup process

Parse configuration —— Failure

Success

v

Analyze host —— Failure

Success

v

Connect to Sensor —— Failure

b FATAL

Success

v

Search for kernel driver —— Failure

Success

v

Load kernel driver —— Failure

i

Begin collecting

EBFIEO—MMNRELIBE, OFICIE. BN FLRKBRLUFIROF#Z RSB ENRTIN
Y9,

ROAT774ILDHNIE, EELEEERLTWET,

[INFO 2022/11/28 13:21:55] == Collector Startup Diagnostics: ==

[INFO 2022/11/28 13:21:55] Connected to Sensor? true

[INFO 2022/11/28 13:21:55] Kernel driver available? true

[INFO 2022/11/28 13:21:55] Driver loaded into kernel? true

[INFO 2022/11/28 13:21:55] ====================================

O HAlE. Collector A Sensor ICEfHE L. B—RXIWKSAN—52BDlFCO—RNLAZEAERLE
9, OOV %AEHL T, Collector NIEEICEEIL AN E DD EERTEET,
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2.1. SENSOR [Z#E#E T E QAW

BEIL/ZD, £ Sensor ICIERTCIEINEHERLET, Sensorld, FY NT—4 R NA&ET 3B
ODH—RIVRSAN—=ECIDR7AY I DY O—RA2ETL, BBTOCADEELED &
BRo2TWET, ROAJIE, Sensor ICEHRTERWTIEERLTWETD,

Collector Version: 3.15.0

OS: Ubuntu 20.04.4 LTS

Kernel Version: 5.4.0-126-generic

Starting StackRox Collector...

[INFO 2023/05/13 12:20:43] Hostname: 'hostname'

[...]

[INFO 2023/05/13 12:20:43] Sensor configured at address: sensor.stackrox.svc:9998
[INFO 2023/05/13 12:20:43] Attempting to connect to Sensor

[INFO 2023/05/13 12:21:13]

[INFO 2023/05/13 12:21:13] == Collector Startup Diagnostics: ==

[INFO 2023/05/13 12:21:13] Connected to Sensor? false

[INFO 2023/05/13 12:21:13] Kernel driver candidates:

[INFO 2023/05/13 12:21:13] ====================================
[INFO 2023/05/13 12:21:13]

[FATAL 2023/05/13 12:21:13] Unable to connect to Sensor.

ZDIZ—IF. Sensor BNIEL <EEIL TWARWLA. Collector DERENELL BVWZI EAEZTKRLTWDS
AEMELrHY ET., CORBEERRT BICIE. Collector DEREEMER L T. Sensor 7 KL ANIE L
<. SensorPod AIEELL EITFINTWB I AR TINELHY FT,

Collector OV A RRL T, BEINA Sensor 7 RLAEEEXMICHERLE T, FAE, OOV R
HERITCEET,

$ kubectl -n stackrox get pod <collector_pod_names> -0 jsonpath='{.spec.containers[0].env[?
(@.name=="GRPC_SERVER")].value}' ﬂ

Q <collector_pod_name> ICI&. Collector Pod M4 Hil (collector-velgs 742 &) 23 8E L £ 9

22.H—RIVLRSAN—AFETEHZWV

Collector i&, /—RDA—RIN—=U 3 VEHDOA—RILRSAN=—DHE2H0EI M EHELET,
Collector I, FITO—AINRAML—YTELWNAN=I a3V EFLTDRSAN—5BREL, RIC
Sensor 'S RSANR—%4F o vO—RKLEIELET, ROOJIE, O—HAILA—FRIL KA 1N—%
Sensor D RZA N—FLFELARWVWIEEZRLTWVWET,

Collector Version: 3.15.0

OS: Alpine Linux v3.16

Kernel Version: 5.15.82-0-virt

Starting StackRox Collector...

[INFO 2023/05/30 12:00:33] Hostname: 'alpine’

[INFO 2023/05/30 12:00:33] User configured collection-method=ebpf

[INFO 2023/05/30 12:00:33] Afterglow is enabled

[INFO 2023/05/30 12:00:33] Sensor configured at address: sensor.stackrox.svc:443
[INFO 2023/05/30 12:00:33] Attempting to connect to Sensor

[INFO 2023/05/30 12:00:33] Successfully connected to Sensor.

[INFO 2023/05/30 12:00:33] Module version: 2.5.0-rc1

[INFO 2023/05/30 12:00:33] Config: collection_method:0, useChiselCache:1, scrape_interval:30,
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turn_off_scrape:0, hostname:alpine, processesListeningOnPorts:1, logLevel:INFO

[INFO 2023/05/30 12:00:33] Attempting to find eBPF probe - Candidate versions:

[INFO 2023/05/30 12:00:33] collector-ebpf-5.15.82-0-virt.o

[INFO 2023/05/30 12:00:33] Attempting to download collector-ebpf-5.15.82-0-virt.o

[INFO 2023/05/30 12:00:33] Attempting to download kernel object from
https://sensor.stackrox.svc:443/kernel-objects/2.5.0/collector-ebpf-5.15.82-0-virt.0.gz ﬂ

[INFO 2023/05/30 12:00:33] HTTP Request failed with error code 404

[WARNING 2023/05/30 12:02:03] Attempted to download collector-ebpf-5.15.82-0-virt.0.gz 90 time(s)
[WARNING 2023/05/30 12:02:03] Failed to download from collector-ebpf-5.15.82-0-virt.0.gz
[WARNING 2023/05/30 12:02:03] Unable to download kernel object collector-ebpf-5.15.82-0-virt.o to
/module/collector-ebpf.0.gz

[WARNING 2023/05/30 12:02:03] No suitable kernel object downloaded for collector-ebpf-5.15.82-0-
virt.o

[ERROR 2023/05/30 12:02:03] Failed to initialize collector kernel components.

[INFO 2023/05/30 12:02:03]

[INFO 2023/05/30 12:02:03] == Collector Startup Diagnostics: ==

[INFO 2023/05/30 12:02:03] Connected to Sensor? true

[INFO 2023/05/30 12:02:03] Kernel driver candidates:

[INFO 2023/05/30 12:02:03] collector-ebpf-5.15.82-0-virt.o (unavailable)

[INFO 2023/05/30 12:02:03] ====================================

[INFO 2023/05/30 12:02:03]

[FATAL 2023/05/30 12:02:03] Failed to initialize collector kernel components. 6

AJRRTIE, FTEYV2—ILOMREREIFAITIN, JRICSensor PS5 RZA4/X—%4 D >O—KL
£H5&LFET,

‘9 404T5—E, /—ROA—RIWICHA—RILRSAN=—DPLE\WZEERLET,

g RS A /8—p# W, Collector & CrashLoopBackOff REEIC Y £ 4,

H—FRIN—=23 2 Z74I)LICIE,. YR—FMINTWBITRTOI—RILANA—=T3 VD) A MBEFNQ
TWE 9,

23. W—XRILRSAN—DO— RICKKT S

Collector BEENT BREIIC. H—FRILKSAN—=PO—RINZFT, /L. NI, Collector B’ H—
FILRZAN—=%2O0—RTEY, IFIFRIST—AvE—IUPHAIEIDINDEVOBEIEET
BGENHYET, CDLIRIFEIF. OJZHERLT. I—XIVRFA4RX—DO— NIZKK L -HE
ZRHETIRENHYET,

JR®D Collector AT %=MRET L TL I LY,

[INFO 2023/05/13 14:25:13] Hostname: 'hostname'

[...]

[INFO 2023/05/13 14:25:13] Successfully downloaded and decompressed /module/collector.o
[INFO 2023/05/13 14:25:13]

[INFO 2023/05/13 14:25:13] This product uses ebpf subcomponents licensed under the GNU
[INFO 2023/05/13 14:25:13] GENERAL PURPOSE LICENSE Version 2 outlined in the /kernel-
modules/LICENSE file.

[INFO 2023/05/13 14:25:13] Source code for the ebpf subcomponents is available at

[INFO 2023/05/13 14:25:13] https://github.com/stackrox/falcosecurity-libs/

[INFO 2023/05/13 14:25:13]

-- BEGIN PROG LOAD LOG --

[..]


https://github.com/stackrox/collector/blob/master/kernel-modules/KERNEL_VERSIONS
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-- END PROG LOAD LOG --

[WARNING 2023/05/13 14:25:13] libscap: bpf_load_program()
event=tracepoint/syscalls/sys_enter_chdir: Operation not permitted

[ERROR 2023/05/13 14:25:13] Failed to setup collector-ebpf-6.2.0-20-generic.o
[ERROR 2023/05/13 14:25:13] Failed to initialize collector kernel components.
[INFO 2023/05/13 14:25:13]

[INFO 2023/05/13 14:25:13] == Collector Startup Diagnostics: ==

[INFO 2023/05/13 14:25:13] Connected to Sensor? true

[INFO 2023/05/13 14:25:13] Kernel driver candidates:

[INFO 2023/05/13 14:25:13] collector-ebpf-6.2.0-20-generic.o (available)
[INFO 2023/05/13 14:25:13] ====================================
[INFO 2023/05/13 14:25:13]

[FATAL 2023/05/13 14:25:13] Failed to initialize collector kernel components.

CDEIBRIS—HIRELIIBAE. BOTBETIZTRELIZIFEAEHDYEFEA, TDLILRIBE
l&. Red Hat Advanced Cluster Security for Kubernetes (RHACS) H7/R— N F—AILHRET
A GitHub DfERE Z R L T EI L,


https://github.com/stackrox/collector/issues
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