& RedHat

Red Hat Ceph Storage 4

Nagios {8 L 7= Ceph DEAZH A K

Nagios Core Z{#f L 7= Ceph DB

Last Updated: 2023-02-19






Red Hat Ceph Storage 4 Nagios % {8 L 7= Ceph DEHR A1 K

Nagios Core % {#F L 7= Ceph DE45

Enter your first name here. Enter your surname here.
Enter your organisation's name here. Enter your organisational division here.
Enter your email address here.



EEEDBEA

Copyright © 2022 | You need to change the HOLDER entity in the en-
US/Monitoring_Ceph_with_Nagios_Guide.ent file |.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

AHA4 RTIE. RedHat CephStorage 7 5 A9 —%BH T 5 & D IC Nagios &4 VA M—ILE LY
RETDHEEZHRALEFT, RedHat TIE, I— KR, RF¥axXr b, Web7O/NRT1—IlBIFS
BEEICRITZABOBEBRZIICRNYBATHWET, £F1E. YRAY— (master), AL—7

(slave). 75w oY R K (blacklist), "7 4 K'Y Z b (whitelist) D 4 DDABDEZIMA N SIRD
F9, COMYMARERGERZET 2RO, SEOEBD) ) — A TEREMICHZBOEI# A
ARELTEY ET, FMIE. 44D CTO. ChrisWright DX v =Y &SRB LTI,



BBIE NAGIOS B E T CEPH ittt et

B2E NAGIOS CORE DA A M= JU & B oottt e

21. Y —ZAD 5D NAGIOS CORE H—/N—DA YA M—ILE L VBRE
2.2. NAGIOS CORE #—E X D&}
2.3.NAGIOS CORE H—/N—ApO %A v

FEITENAGIOSYE— N TSTA VI TEXFI—F—DAVAMN I ..

3.1. NAGIOS REMOTE PLUG-IN EXECUTOR D4 Y & k —IL & L VR E
3.2. NAGIOS REMOTE PLUG-IN EXECUTOR #—E 2 D2 &l
33.)F—F/—RAD1DD NAGIOS CORE H—/IN—F 2 ZADEE

AT NAGIOSCORE H—/R—TDYVE—F/ —FDEE ...oveiiiiiiiiiiiiiiaeenn.

EBS5E CEPHEIT NAGIOS 5 A D oottt

=P



Red Hat Ceph Storage 4 Nagios % {#f L 7= Ceph DE#RH A K




F13= NAGIOS & & U CEPH

21Z NAGIOS & & U CEPH
Nagios Core l&, / —RKRZERTZ2LODF—TVYV—2AY 1) a—2 30T, KRER Red Hat
Ceph Storage 7 5 X% —I&, Nagios Core B EDNHWEMRL AT LADBREZZIFTWET, Nagios
Core ld. BERERZARL—TFT 1 VI RAT LDELMS Red Hat Ceph Storage 7 S A9 —7—E >
DEBMRE, VSR9—ADE/—REFzv I LET,
Ceph & #(T Nagios Core 27 704 3 5I1C1&. UTFHABRETT,
o M@ D Red Hat Ceph Storage 7 5 24 —

Nagios Core DfXH Y IC, L YKEEELEMAMT®H % NagiosXl ZHKATHIELETEET,

B

Red Hat I&. Nagios /\w o —I #REFELEFH A,

B

RedHat (3. D72 /AY—N—hF—EHBALT, FEZBBERICH—EREL
TIRHBLET., 2L L. RedHat ZZDHEFZDYFR— R LIETA, JOHRBDK
TR R — N DB ERIFEIE. Nagios ICHR— M EEKFEL TSI L,




Red Hat Ceph Storage 4 Nagios Z{#fl L 7= Ceph Q&A1 K

£52% NAGIOSCORE D1 VR h—JL &34 7E
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21. YV —2ZH 5D NAGIOS CORE #—/"—D A Y XA b=V B L VFRE
Nagios Core ¥ 7 k7 = 771C1& Red Hat Enterprise Linux /3y 7 — I DN W 728, VY —ZAH 5 Nagios
Core V7 Mo xzT7%AVINANT ZDHENHYET,
([} =355

® OpenSSLANDT7 V7R,

o (VH—RYyMNFIEZR,

FIE
. BREHAEA VRN =ILLZET,

[user@nagios]# yum install -y httpd php php-cli gcc glibc glibc-common gd gd-devel net-snmp
openssl openssl-devel wget unzip

2. httpd TR— Kk 80 ZRZ X 7,

[user@nagios]# firewall-cmd --zone=public --add-port=80/tcp
[user@nagios]# firewall-cmd --zone=public --add-port=80/tcp --permanent

3. Nagios Core DA—H—B LV T IV —THEHRLET,

[user@nagios]# useradd nagios
[user@nagios]# passwd nagios
[user@nagios]# groupadd nagcmd
[user@nagios]# usermod -a -G nagcmd nagios
[user@nagios]# usermod -a -G nagcmd apache

4. &#F/N—2 3 VD Nagios Core 8LV TS 1 vaFovO—RKLET,

[user@nagios]# wget --inet4-only
https://assets.nagios.com/downloads/nagioscore/releases/nagios-4.3.1.tar.gz
[user@nagios]# wget --inet4-only http://www.nagios-plugins.org/download/nagios-plugins-
2.2.1.tar.gz

[user@nagios]# tar zxf nagios-4.3.1.tar.gz

[user@nagios]# tar zxf nagios-plugins-2.2.1.tar.gz

[user@nagios]# cd nagios-4.3.1

5. ./configure #XE{TL ¥ 7,
I [user@nagios]# ./configure --with-command-group=nagcmd

6. NagiosCore V—22A—RK&IJIV/IRAMJLLET,
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I [user@nagios]# make all
7. Nagios V—RA—RZAVAK—ILLZET,
[user@nagios]# make install
[user@nagios]# make install-init
[user@nagios]# make install-config

[user@nagios]# make install-commandmode
[user@nagios]# make install-webconf

8. ANVYIMYRNZ—%ZOE—L, ZOFMEEZZEELZT,

[user@nagios]# cp -R contrib/eventhandlers/ /usr/local/nagios/libexec/
[user@nagios]# chown -R nagios:nagios /usr/local/nagios/libexec/eventhandlers

9. TLI7F4 MNFzv I ERITLET,

I [user@nagios]# /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

10. Nagios Core 7574 V&R LTA VA R—=ILLZET,
[user@nagios]# cd ../nagios-plugins-2.2.1
[user@nagios]# ./configure --with-nagios-user=nagios --with-nagios-group=nagios

[user@nagios]# make
[user@nagios]# make install

1. Nagios Core A—H#'—A V¥ —J7x1—2Q1—H—%/EHLZF T,

I [user@nagios]$ sudo htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

BF

nagiosadmin LAA D 1 —H—%EINY 3355 1&. /usr/local/nagios/etc/cgi.cfg
T77ANMCA——ZEEHINTVWD I EEMRELTLLEI W,

BEIGLT, 2—%—%, K& BLUX—IVTKFLAT
/usr/local/nagios/etc/objects/contacts.cfg 7 7 1 L EZE L £ 7,

2.2. NAGIOS CORE H—E X D2 Ef

Nagios Core % —E X %281 L T. Red Hat Ceph Storage 7 7 A9 —DIEEMLHAER L 7.

FIE=S 0
® Nagios Core T —EZXADIL— ML RILDT VLR,

¥
1. H—E X & L T Nagios Core Z8IIL. BMWICLET,
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[user@nagios]# chkconfig --add nagios
[user@nagios]# chkconfig --level 35 nagios on

2. Nagios Core 7—E v & & U Apache ZiE2EIL 7,
[user@nagios]# systemctl start nagios

[user@nagios]# systemctl enable httpd
[user@nagios]# systemctl start httpd

2.3.NAGIOS CORE H—/N\—~DO T 4 v

Red Hat Ceph Storage 7 2 A9 —DIEBMRT—4 A% KRRT %IZ1E. Nagios Core H—/N—iCOJ 1
v LET,

AR

® NagiosWeb 1 V¥ —7 x—2ADA1—HY—ZHLVP/IRZAT—RK
¥
1. Nagios #i&Z8 L TETL. Web 1 —H—a V4 —oxz—RICO71 >V LZF7,
I http:/IP_ADDRESS/nagios

Nagios Core l&, 21— —ZENRAT—ROAN%ERHZ 7OV T hERRLET,

2. 77 #JV D Nagios Core A—H—DOJA4 Vv ELUVNNRT—RKEABLET,
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AMNL—VBEEIZ, CephAMNL—UVS5R9—/—K%EERL T, Nagios 75714 >, Ceph 73
JA4 YV, LUK Ceph / — KAD Nagios V E— NS T4 VT EFXFa2—49—(NRPE) 7 KAV %
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AtV 3 vTlE, KRR KNED mon @ Ceph Monitor / — RKICNRPE #BIML F 9., BERTIHLED
H5% Ceph / —FTHEYDFIRZEYIRLFT,

3.1. NAGIOS REMOTE PLUG-IN EXECUTOR D 4{ Y X h—)L & L URE

Nagios Remote Plug-in Executor (NPRE) =4 > X h—JL L. Nagios Core Y —/\—&@FT 5 LD IC

BRELEXT,
AR
® OpenSSLANDT7 7R,
e CephMonitor / = RADI—H—LNILDT IV EZX,

FIR

NSOy =% ) —RICAVAMN=ILLET,
I [user@monl# yum install openssl openssl-devel gcc make git

NRPE 1 ~ R b —JLICIE, Nagios L—H—DRBETY, LA >T, RAIKI—F—%FEHKL
i’a—o

[user@mon]# useradd nagios
[user@mon]# passwd nagios

BH/N—Y 3D Nagios TST4 &S vO—RLET, RIC.C INEERLTA VR M—
IWLET,

[user@mon]# wget http://www.nagios-plugins.org/download/nagios-plugins-2.2.1.tar.gz
[user@mon]# tar zxf nagios-plugins-2.2.1.tar.gz

[user@mon]# cd nagios-plugins-2.2.1

[user@monl]# ./configure

[user@mon]# make

[user@mon]# make install

NRPE (3@EIC xinetd 2B L Ed. NRPEEY 12— I)ILAf VYA M—JILTBHEIINhES VR
I\_)bbij—o

I [user@mon]# yum install xinetd
Ceph 7S 74 VDBRFN—YaveEYooO—RKLET,

[user@mon]# cd ~
[user@mon]# git clone --recursive https://github.com/valerytschopp/ceph-nagios-plugins.git
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[user@mon]# cd ceph-nagios-plugins
[user@mon]# make dist
[user@mon]# make install

6. NagiosNRPE =4 o> O— K, &iE SLVPSAI VYA M—=ILLET,

[user@mon]# cd ~

[user@mon]# wget https://github.com/NagiosEnterprises/nrpe/releases/download/nrpe-
3.1.0/nrpe-3.1.0.tar.gz

[user@monl# tar xvfz nrpe-3.1.0.tar.gz
[user@mon]# cd nrpe-3.1.0
[user@monl]# ./configure

[user@mon]# make all

[user@mon]# make install-groups-users
[user@mon]# make install
[user@mon]# make install-config
[user@mon]# make install-init

7. letc/services 7 7 1 L AMRE L. Y —E ZXXFF nrpe 5666/tcp ZEML £7,
8. "— | 5666 #FIX. NRPE ED@EAFITLE T,

[user@monl# firewall-cmd --zone=public --add-port=5666/tcp
[user@monl# firewall-cmd --zone=public --add-port=5666/tcp --permanent

BIER R

o ZEHAIL. https;//github.com/valerytschopp/ceph-nagios-plugins &8 L T X\,

3.2. NAGIOS REMOTE PLUG-IN EXECUTOR H#— E X D&

Nagios Remote Plug-in Executor ¥ —ERXZEE L TT—4 ZIN&E L. Nagios ¥ —/\—ITHREL F
ER

AR

e CephMonitor / = RADI—H—LNJILDT7 7R
FIR
1. xinetd ZHB%). BEH. BLUBHRAAHALITT,

[user@monl# systemctl enable xinetd
[user@mon]# systemctl restart xinetd
[user@mon]# systemctl reload xinetd

2. NRPE =&z L eI L £ 9,

[user@monl# systemctl enable nrpe
[user@monl# systemctl start nrpe

33.UFE—F/—RAD1D2D NAGIOSCORE H—/N\—7 7 ADEE


https://github.com/valerytschopp/ceph-nagios-plugins

FITNAGIOSYE— M TFSTA VT TEXF2—H9—DA VAN

Nagios Core #—/3—H'1) £— b ¥ £ T Nagios Remote Plugin Executor (NPRE) IC7 V2 2R ¥ % 1
OHICIE. ) E—FT 22D xinetd & NRPE D% TE % Nagios Core —/N\—®D IP 7 NL X TEHF L 2T
niERY FHEA,

FIE =S5
® Nagios Core —/N=ADI1—HF—LNILDT IR,
e (VI —XRYNTIEZR,

® Nagios Remote Plugin Executor ~ND7 7 X

FIR

1. Nagios ¥ —/N\—DIP 7 FL X %A L T, xinetd DREZMmEL T,

I [user@monl# vi /etc/xinetd.d/nrpe

# default: off
# description: NRPE (Nagios Remote Plugin Executor)
service nrpe

{

disable =yes

socket_type = stream

port = 5666

wait =no

user = nagios

group = nagios

server = /usr/local/nagios/bin/nrpe

server_args = -c /usr/local/nagios/etc/nrpe.cfg --inetd

only_from =127.0.0.1,IP_ADDRESS_OF_NAGIOS CORE_SERVER
log_on_success =

}

2. Nagios Core t—/X\—®D IP 7 KL X % only_from % 7> 3 VIZEML 5, xinetd H—E X
=HEEELET,

I [user@mon]# systemctl restart xinetd
3. Nagios —/X—®DIP 7 KL AT NRPEREEAREL X,
I [user@monl# vi /usr/local/nagios/etc/nrpe.cfg
I allowed_hosts=127.0.0.1,IP_ADDRESS_OF_NAGIOS_CORE_SERVER

4. allowed_hosts (%€ IC. Nagios Core t—/X—DIP 7 KL Z%EML 9, JRIC. nrpe 25
eEsBLEY,

I [user@monl# systemctl restart nrpe

5 A VAM=IEFANLZET,

I [user@host]# /usr/local/nagios/libexec/check_nrpe -H localhost
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4% NAGIOS CORE H#—/X—TD ) E— b/ — RDFRE
Nagios Core —/N\—%i&ELT. YE— M/ —RFRZFEHIEZXT,
([} =355
® NagiosCore ¥ —/X—LED) E—F/—RADI—HF—LRNILDT7 I EZ,
o fUH—RYKNTIEZR,
Fa

1. check_nrpe 7> 4 %4 VA N—=ILLET,
[user@nagios]# cd ~
[user@nagios]# wget https://github.com/NagiosEnterprises/nrpe/releases/download/nrpe-
3.1.0/nrpe-3.1.0.tar.gz
[user@nagios]# tar xvfz nrpe-3.1.0.tar.gz
[user@nagios]# cd nrpe-3.1.0
[user@nagios]# ./configure

[user@nagios]# make check_nrpe
[user@nagios]# make install-plugin

2. VDE—PMKRRAMNDEBREEFERLET,

[user@nagios]# cd /usr/local/nagios/etc/objects
[user@nagios]# cp localhost.cfg mon.cfg

localhost #, JE— M KA MDKRKAKNBICEZH]RZ, L=y I IP7RLR%E, JE—F

RAMNDIPP7RLRAICEZTRZFET., BRI, RAMNTIIL—TOEZREHIREAIEIXANT
JhLET,

3. 774 IVDFiEE % Nagios ICEBL T,
I [user@nagios]# chown nagios:nagios mon.cfg
4. Jusr/local/nagios/etc/nagios.cfg ® mon.cfg 7 7 1 JLIC cfg_file= SR AZEML £ T,

I [user@nagios]# vi /usr/local/nagios/etc/nagios.cfg

B

I cfg_file=/usr/local/nagios/etc/objects/mon.cfg

5. Nagios —/\—ZzHEH;L T,

I [user@nagios]# systemctl restart nagios

6. FERB L VM VA M—ILF|ELHEEBE L. Nagios Core —/3—& NRPEAEEN 2 Y E— MK
ANEDREICERMENHD I R LET,

[user@nagios]# /usr/local/nagios/libexec/check_nrpe -H
IP_ADDRESS_OF REMOTE_HOST

At

1
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Red Hat Ceph Storage 7 2 24 —DHEICIE. Nagios 7574 VAR ELE T,

AR

FIR

Ceph Monitor / — RADI—HF =L NILDF7 IR,
¥ @ D Red Hat Ceph Storage 7 5 24 —

Nagios Core Server ~ND 7 7 2R

monitor % —/X—(ZAO %4 > L. Nagios ® Ceph F—&F—1) VT %R LET,

[user@mon]# ssh mon
[user@monl# cd /etc/ceph
[user@mon]# ceph auth get-or-create client.nagios mon 'allow r' > client.nagios.keyring

BETSTAVICRBANDVETY, T34 UHNEENZE/— KT, ZOFIREBRYRLE
_a—o

. check_ceph_health 7> /1 voa<x Y K&EML T,

I [user@monl# vi /usr/local/nagios/etc/nrpe.cfg

B

command[check_ceph_health]=/usr/lib/nagios/plugins/check_ceph_health --id nagios --
keyring /etc/ceph/client.nagios.keyring

nrpe Y —EXEZBMICL THEBL XTI,

[user@mon]# systemctl enable nrpe
[user@monl]# systemctl restart nrpe

J—RIGERINEE Ceph 7571 VIR LT, ZOFIEEZEYRLET,
Nagios Core %#—/X—|CRY. NRPE 7541 ~® check_nrpe I¥ Y REEHL T,

[user@nagios]# cd /usr/local/nagios/etc/objects
[user@nagios]# vi commands.cfg

define command{
command_name check_nrpe
command_line USER1/check_nrpe -H HOSTADDRESS -c ARG1

}

Nagios Core % —/X\—T, /—RDHREZ7 71 IV EHREL. Ceph 73714 DY —ER%EM
LE9.

B
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I [user@nagios]# vi /usr/local/nagios/etc/objects/mon.cfg

define service {

use generic-service
host_name mon

service_description Ceph Health Check
check_command check_nrpelcheck_ceph_health

}

R

check_command 5% E Tld. Ceph 7371 V& DHIIC check_nrpe! /A L
9, chickY., YUE—bF/— KT check_ceph_health v > K%&E1T9 %
LDICNRPEICIEERLET,

6. 2D/ —RICEAINZETZ VA VICHLT, COFIRERYIRLET,
7. Nagios Core Y —/\—%ZHiEEE L £ 7,

I [user@nagios]# systemctl restart nagios
8. BIDZREEEDDRIC, TDTZTAVNHELTWEIEEERLIET,

B

[user@monl]# /usr/lib/nagios/plugins/check_ceph_health --id nagios --keyring
/etc/ceph/client.nagios.keyring

pa )

check_ceph_health 73 71 > (&, cephhealth I<¥ > K&FEEDNDIT Y K%
EITLET,

BIER R

o {HMA.IL. CephNagios 574 D Web R—Y BB LTI,
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