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FIEO—IR—AT7I7EAFEICLZEF2 ) 714 —KER

A—ILR—27 7 R (RBAC) #EETIE, IFIFR/N—I v a3 v IR EFEAL T, Data
Grid EDA—HF—DFEEFIRL F T,

pa )

DE—PMFv v Y aFhEEAHPAAF Y Y Y 2ICBBEDOI—H—DOEN & ERDEREIC
B aaFilld. UTZ2ZRLTCLEIW,

® Configuring user roles and permissions with Data Grid Server

® Programmatically configuring user roles and permissions

1.1. DATAGRID ® 1 —H—0O—)L & ¥R

Data Grid ICl, ¥+ v > a2 DataGridD) Y —RICFT IV ERTB-HDERE 1I—H—|TIRET S
A=AV D2HhHY F7,

admin ALL Cache Manager 24 7% 4 7L
DOHEERE, $RTDN—=I vy
VI VERFDRA—/N—1—H—,

deployer ALL_READ. ALL_WRITE, application /X—3 v > 3 >N
LISTEN, EXEC. MONITOR, A 7T. DataGrid ) YV —XX &{ERK
CREATE BLUVHIBRTEET,

application ALL_READ, ALL_WRITE, observer /X—X v > 3 TN
LISTEN, EXEC. MONITOR 7. DataGrid ) Y —ZAAD&FHEH

BRYBIUVEZRAAT I EADD
WEF, s ARV IMED) YR
Yl Y=NR=9RITBLVRY
VM ERITTBHIEETER
ER

observer ALL_READ. MONITOR monitor /Xx—3 v > 3 VI
Z. DataGrid ) Y —ZAADiRH
BRYT7IEAHY £,

monitor MONITOR JMX & £ U metrics T KRA
YV MEHTHEIZRRTEEY,

BEFR

® org.infinispan.security.AuthorizationPermission Enum

® Data Grid BREAF—< SR

1ML /N—3Ivy 3y
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I—H—O—Jbid, SEIERTIEALNLVEREDNA—I v avDty hTY,

#<1.1Cache Manager D/X—3 v < 3>

Permission HEeE SRR

BE defineConfiguration FLOWF vy akEETERLE
ER

LISTEN addListener Cache Manager Iy L TY R
j-_%ﬁfﬁ lJ i j—o

ZA4 7401 stop Cache Manager #{Z1E L £ 7,

CREATE createCache, removeCache Frvia, HAOVE— AF—
T, RO TR RrEOOVFF—
)y —REERSE LVCHIRT B
ENTEET,

MONITOR getStats JMX #%EtH & U metrics T K
KAV MADT IV ERAEHFALE
ER

ALL - 9§ N T D Cache Manager D7 ¥
AN EEFNET,

FK2F* v v aER

Permission HeE SRR

READ get contains FryvamnrbITv MY —EEE
LEd,

WRITE put, putlifAbsent, replace, FryPaROT—YDEEXIA

remove, evict . B HIFR, TEV N,

EXEC distexec, streams Frwiall®ddd— RKDET
A LET,

LISTEN addListener FryPall®HLTYRFT—%F
BJLET,

BULK_READ keySet, values, entrySet, —ENSREEEGTLEY,

query
BULK_WRITE clear, putAll —RBEILAHBREERTLIET,
A1) start, stop FrviazRBABLOEILELE

j—o
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ADMIN getVersion, addinterceptor*, HEBELR2aAVR—3 MERAER
removelnterceptor, BEANDT IV ERAEHFTLET,
getinterceptorChain,
getEvictionManager,
getComponentRegistry,
getDistributionManager,
getAuthorizationManager,
evict, getRpcManager,
getCacheConfiguration,
getCacheManager,
getinvocationContextContai
ner, setAvailability,
getDataContainer, getStats,

getXAResource

MONITOR getStats JMX #%EtH & U metrics T K
RAYVIMADT7 IV EAEHFTLE
ER

ALL - TARTDF vy ¥anN—3Iva
vhEFEFNET,

ALL_READ - READ /X\—3X v o3&
BULK READ/N—3X v avaif
HAEDEFT,

ALL_WRITE - WRITE/XN—3X v ave&
BULK WRITE/X—X v >3 v%s
HArEbEET,

ESPERCE:H

® Data Grid Security API

112. 0—I)LE/NRXR—=I v 3T v/N—

DataGrid &, 2—H%—%7F) >/ L0aLv2av e LTRELET, TY Yo /LE, 2—H—
ZREDELZDI—Y—ID, FLFI—HF—DEITZ/IL—TOVThhiarRLET, ABHICIE.
1 53 javax.security.auth.Subject 7 5 A TEREINE T,

AREAMCTZICE. TV oo\ EO—ILZIIIYy L, ZD%, O—ILEE—ED/IN—I v 3
VICEREAT2REN DY FXT,

Data Grid IZI&, EF¥ a2 ) 74— VoL O—)VICEEER T 5 PrincipalRoleMapper AP| &
O— I ERED/N—I v a v |lE&ENMIT 5 RolePermissionMapper API A& FEN TWE T,

DataGrid A TOAO—ILELIP/IN—I v avDvy/NN—DEELEHLE T,

922 —A—)bvv/N—
PSRAI—LYZARNY ==Ly EYTDTY) NI ERELET,

DoAY —IN—3Ivyraq I v/N—
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O—)ILENR—3IvoarvDOrRvEV IS RA9—L VAN —IIRELEY, 2—H—0DO—JL
EN—ZIwoavEFNICERETEEY,

IDO—JL~ w/N\—

A—LBAELTTY IRV EAEFERALES, TV VIRV EDIA TERIE 74—y MY —
RIHKELE T, &AW LDAP T4 LY M) =TI, TV LE%#HRE (DN)ICT DI &

OFEVR—LALO—I)LY v /IN—

A—)BELTAEVYR—LCN) ZFERALEY, 2OO—Ibvv/A—(F, #Hil& (DN) 280
LDAP T4 LY N)—FRF V47V MNIBAETHERATEET, L& X

I&. cn=managers,ou=people,dc=example,dc=com (&, managers O—/LICY Y EV T INFE
E

)z 6
FI7AIRTIE. FTUreEO—ILoIyEY TG TI—TEKRTTY VIR
WKDABEAINES, 2—F—FY U 2/LDYy EYTEEITT S LS IC Data Grid
ZRETEEY,
1121 DataGrid COO—J)LENR—I v arvADI—HF—-DIvEV Y
LDAP H—/R—=HD5DNDIL I avE LTREINLRDI—Y—%EZXTHEL LD,
CN=myapplication,OU=applications,DC=mycompany
CN=dataprocessors,OU=groups,DC=mycompany
CN=finance,OU=groups,DC=mycompany
AEVR—LA-IURyNR—ZEATZE. - —ROO-IVICTYEYTEINZET,

dataprocessors
finance

Data Grid ICIZRODO—IILEEZLHY T,

dataprocessors: ALL_WRITE ALL_READ
finance: LISTEN

1P —IERDNA—Z v a VBB SNET,

I ALL_WRITE ALL_READ LISTEN

BEFR

Data Grid Security API

® org.infinispan.security.PrincipalRoleMapper

® org.infinispan.security.RolePermissionMapper

® org.infinispan.security.mappers.ldentityRoleMapper

® org.infinispan.security.mappers.CommonNameRoleMapper

10
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113. 0= v /R—DEE

DataGridl&. T7 4 KNTISRY—AO—ITY/IR—EDSRAY—IR—I v a3y yv/N—aFRIC
LET, O—IvvEVTICHOREAFHETSICIE. O—ILY Y N—%BRETEIHELNHY X,

FIig
1. Data Grid S8 EZ=FRWTIHIREL £ 7,

2. O—J)L< v /X—%, Cache Manager iEDEFa )71 —FIJD—FE LTEELZF T,
3 EBEEREIRELET,

HAAHF+ v a1%FERAT S &, principalRoleMapper() $ & U rolePermissionMapper() X% v K
EHEALT, O—LELUONR—Iv > aryvyNR—4TOJVSLTERETEET,

O—J)L< v /N—DRE
XML

<cache-container>
<security>
<authorization>
<common-name-role-mapper />
</authorization>
</security>
</cache-container>

JSON

{
"infinispan" : {
"cache-container" : {
"security" : {
"authorization" : {
"common-name-role-mapper": {}

YAML

infinispan:
cacheContainer:
security:
authorization:
commonNameRoleMapper: ~

ESPERoE:H

® Data CGrid BREAF—< SR

1
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Red Hat Data Grid 8.5 DataGrid ¥ a1 Y54 —HA4 K

114. 7529 —DO—)LEHERT v /IA—DBE
S22 —O—I)LTw/N—iF, TYVI L EO—IBOEHARTYE Y T A #EZELET, V545 —

MR~ v /N—X, BMARO—IEELEY NaRLET, EB50BEH. v EVYJIFZISR9—L
AN —ITREIN, SUYA LRFICCLI F/AIERESTAPI AR L CigETEZ T,

AR &M
e Data Grid IC ADMIN 1EfRD 3 %,

® Data Grid CLI A& L TW 3,

o E(THMDataGrid 7 5 R4 —IlEHKLTWS,

1141 :LVwO—IILDER
wLWwO—ILEEHRL, ERERELZXT,

FIig
e userrolescreate IV RAFAHALTCO—IILEFERLFT, UTICHERLET,

I user roles create --permissions=ALL_READ,ALL_WRITE simple

WBEE
userrolesls OV RTca—H— i[5 LEEO0—ILE—BRRLET,

user roles Is
["observer","application","admin","monitor","simple","deployer"]

user roles describe IY > K=FRALTAO—I)LZRBBL X9,

user roles describe simple

{
"name" : "simple",
"permissions” : [ "ALL_READ","ALL_WRITE" ]
}
11.4.2. 2 —H—~0O—IILfF5

A—HF—ICO—IVZEYET, FvrvPagFPDataGrid D)V —REDPYRY ZITOHREZNS
L/i-a—o

)

BLAO—ILEZEHDI—F—IlEYYET, ThoDEREY—TEERT 2561F. 1 —F—TlEa< s
I—7iIco—ILat5LET,

AR
e Data Grid IC ADMIN 1EfRD 3 %,

e Data Grid A—H—%{ERd 22 &,

12
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Fig
1. Data Grid ~A®D CLI #EfmAEM L £,

2. userrolesgrant ¥ Y RCaA—H—ICO—)L&BYLHTET, UTIHERLET,

I user roles grant --roles=deployer katie

WEE
userrolesls v RTca—H¥—Ic5LEEO0—ILE—BRRLZT,

user roles Is katie
["deployer"]

1143. 95R9—0O0—II Yy /X—Z)S54 49—

FTI7AILETI, TV oL EEO—ILBOBBEAXFINEMEEFER LTI Yy EYIHNRITINE
T Iy I Ty THERITTBHENC, TNV BICRNS VR T A—A—2avaEERTZEOICIS
AY—O— LYY N—%RETDIENTEET,

FIig

1. Data Grid S8 EZ=FRWTIREL X7,

2. Cache Manager FEDEF 1) 74 —RBAD—TRE LT, 75R5—0O—ILYv/X\—D&RTY)
SA49—%EELET,

3 EHEZBREICHRELET,

TV RWEOERIE, £Fa) T4 —LILLADEEICIECTERY FT,
o JONRFA—E b=V VLA, BHEXFIERTIHEENHY FT
o (SFH& LDAP LIV A X500 ERD#EBIBZBRTIGENHY T T
e Kerberos L)L AslE user@domain XX D &R IR TIZGELNHY ET

ROWTNHDD NS VR T7+—T—%FAL T, ERiZHBERICERIELTEET,
MA431L5—RATY)Y VNIV NSVYRTA—T—
XML

<cache-container>
<security>
<authorization>
<cluster-role-mapper>
<name-rewriter>
<case-principal-transformer uppercase="false"/>
</name-rewriter>
</cluster-role-mapper>
</authorization>
</security>
</cache-container>

13
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JSON

{

"cache-container": {
"security": {
"authorization": {
"cluster-role-mapper": {
"name-rewriter": {
"case-principal-transformer”: {}

YAML

cacheContainer:
security:
authorization:
clusterRoleMapper:
nameRewriter:
casePrincipalTransformer:
uppercase: false

11.4.3.2.Regex 7Y VIV RS VYR T +—<—
XML

<cache-container>
<security>
<authorization>
<cluster-role-mapper>
<name-rewriter>
<regex-principal-transformer pattern="cn=([",]+),.*" replacement="$1"/>
</name-rewriter>
</cluster-role-mapper>
</authorization>
</security>
</cache-container>

JSON

{

"cache-container": {
"security": {
"authorization": {
"cluster-role-mapper": {
"name-rewriter": {
"regex-principal-transformer": {

14
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"pattern”: "cn=([",]+),.*",
"replacement”; "$1"

YAML

cacheContainer:
security:
authorization:
clusterRoleMapper:
nameRewriter:
regexPrincipalTransformer:
pattern: "cn=([",]+),.*"
replacement: "$1"

BEFR

® Data Grid BREAF—< SR

12X F4—&BICLDF vy 1DERTE
FrydalltFa )T —EKREEML, O—ILR—RT7 2t 244 (RBAC) 2EfHET B ENTE

F9, TNICIE, DataGrid —H—, ¥+ v a1 FaETTDICTHLRLRNILDIN—I vy 3
VERBDODO—ILEEH >TWIRENHY XT,

AR

e DataGrid DA—H—%{EH L. O—IAH5TEH. TIL—FICEYHTTWES,

FI&
1. DataGrid &% EZHWVWTIREL X,
2. SREICsecurity E/ > avEEMLEY,
3.2Mmmmmn%§%ﬁ%bf\l—ﬁ—ﬁ#vv&z%#%%ﬁ?ét@ﬂ%%@m—w%%
?atcjhi ?/I_;nager TEEZEINLETARTOO—IILZBEERNIGEMNT 20, O—ILDY Ty b %EF
THICERETEEY,

4. BREREICREFELIT,

FEEMAO—IVERE
RDERETIE, Cache Manager TEZINTARTOO—ILABEERMIIEMINE T,

XML

15
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<distributed-cache>
<security>
<authorization/>
</security>
</distributed-cache>

JSON

{

"distributed-cache": {
"security": {
"authorization™: {
"enabled": true

}
}
}
}

YAML

distributedCache:
security:
authorization:
enabled: true

B O0—IVEEE
RDEXETIE, Cache Manager TEZEINAO—/ILDOY Tty NEBARMICEMLTWET., ZDF
&, DataGrid &, BREIN/ZO—ILOVWTNAERF/LBVWI—HY—DF vy ai@FEEELET,

XML

<distributed-cache>
<security>
<authorization roles="admin supervisor"/>
</security>
</distributed-cache>

JSON

{
"distributed-cache": {
"security": {
"authorization™: {
"enabled": true,
"roles": ["admin","supervisor"]
}
}
}

}

YAML

16



PBIEO-—NWR—ZAT7I7EAFANELD XY T 1 —KR

distributedCache:
security:
authorization:
enabled: true
roles: ["admin","supervisor"]

17
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F2EvFXal)TF1s—LILA
TXa)Fa4—LILALE, 22— —IDICTFI/ERABLVURIET I BRENORY NT7—2 70N E
SCAYVISAMNSYFv—& DataGridServer 7 7AA4 XV M AaEALET,

21. X2 FT 4 —LILLDIERK

¥ a1l)F14—LJILL% Data Grid Server SREICEBML, TTAAA Y MADT IR EHIELE T,
BREICIDUEDEF ) T4 —LILALAEZBIMTIET,

R

BREICEXFI) T4 —LILAZEEBIT % &, Data Grid Server | Hot Rod & & ' REST
IVRRAYMND—HTDRAA DX LEBEWICARICLE T,

AR
o WMEIIHULT, YT v MNA VT 4 4% Data Grid Server SR EIBIML F 9,
o X—ANT7%EEXTBH). PEM 774 ILDHY. TLS/SSLESETEFa) T4 —LILL%E
RELEY,
Data Grid Server (FFBEBEFICF—RA N T EERT B EETEFET,

o TXa)FA—LILBEIKETD)Y —RFLIY—ERAZTOEY 3=V T LET,
T2, M=V LILALAEBINT 55HEEIE. OQAuth—ERA7OEY 3=V I3 30%EN
L)i’a—o

ZOFIETIE, #ROTAONRT A —LILLAEZRET DA EEHALEY, BAT ZHIIC. 21— —%E

ml, ARV RSA VAU —T AR (CL) TR—Iv2arvaEYETZ7OT1—T7 74 )L %
ERT ZENDHY £9, usercreate I¥ Y REFAHALZE T,

user create <username> -p <changeme> -g <role> \
--users-file=application-users.properties \
--groups-file=application-groups.properties

user create <username> -p <changeme> -g <role> \
--users-file=management-users.properties \
--groups-file=management-groups.properties
BV bk

Y FILE L OEEMIERICDO VLT user create —-help #2217 L £ 9,

pa )

CLIZFERALTTANT 1 —LILAICRIIEHREAEMT S &, BHLTWE Y —/N—F
VA VRILDHA AT —DMERINFE T, AT —LILLDRIERE Y SR
HY—HNDE /) —RNICFHTREATINELHY FT,

FIR

1. Data Grid Server REZ=HWVWTIREL XY,

18
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2. BHOEX 1) T4 —LILLADEREED S ICIE. security 5RED security-realms B3R % {&
ﬁ L/ i’a—o

3. security-realm E2TCtz¥a ) 71— LI/ L%EBIL. name BEO—ED&RI AT E T,
Z DBIUTHE D ICIE, application-realm & W\ D ZFIOEF 1) 71 —LJLAE, management-
realm E WD ZRID1D2DEF a2 T4 —LILLEERLET,

4. Data Grid Server @ TLS/SSL #3(C server-identities Ex%EEL T, BEILHLTF—R
N7ZRELET,

5 UTFTOEHRFAIFT14—ILN1DEBMLT, X2V F14—LILLDYA THEIBELET,

® properties-realm

Idap-realm

token-realm
e truststore-realm

6. BVEICHLT, RETZ2EF2UT1—LILLYAT7OTONRT 1 —%5BELET,
BIZHED ITIX. user-properties & & U group-properties ER 7217 1 —JL KD path B%
{FEA LT, CLI TR L7 *.properties 7 7 1 ILEIBELZE T,

7. BHRORRZIYIATDEFX2) T4 —LILLEREIENT 3235481, distributed-realm £
F/E 74— REEZHT. DataGridServer "L ILAZHEICHASHLETHERATES LD
ICLEY,

8. security-realm B TEF 2 )71 —LILA%EFERAT 5 &£ DI Data Grid Server TV RKiRA &
NasELEFT,

9. BEEREICREFLIT,

B O/RF14—L I A
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="application-realm">
<properties-realm groups-attribute="Roles">
<user-properties path="application-users.properties"/>
<group-properties path="application-groups.properties"/>
</properties-realm>
</security-realm>
<security-realm name="management-realm">
<properties-realm groups-attribute="Roles">
<user-properties path="management-users.properties"/>
<group-properties path="management-groups.properties"/>
</properties-realm>
</security-realm>
</security-realms>
</security>
</server>
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JSON

{

"server": {
"security": {
"security-realms": [{
"name": "management-realm"”,
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name™: "management-realm",
"path": "management-users.properties”
}
"group-properties": {
"path": "management-groups.properties”

b {
"name": "application-realm",
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "application-realm",
"path": "application-users.properties"
I3
"group-properties": {
"path": "application-groups.properties"

YAML

server:
security:
securityRealms:
- name: "management-realm"”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "management-realm"
path: "management-users.properties"
groupProperties:
path: "management-groups.properties”
- name: "application-realm"”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "application-realm"
path: "application-users.properties”
groupProperties:
path: "application-groups.properties”
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2.2. KERBEROS ID D& E

Data Grid Server 5B ED ¥ 2 1) F 14 — L JL LI Kerberos ID #3BHN L T. Kerberos /S X7 — RH 5k
£ —ERTY VIRV EEBESEINF—DEEFND keytab 7 71 L EFERALE T,

AR

e Kerberos t—ERTHO Y NTY) VI hH B,

= o-1o)
F—HT 774N, 2—F—EH—ERDT7HI N TY) VO OEAEEED B
ZENTEZY, LML, DataGridServer ldH—ERT7 A N T Vo mRILDI%E

FRHLET, chidk, 7547 MIIDERHEL. 754 7 bH Kerberos Hh—/3—
TREICEXBZEAEKRLET,

FEAEDHA. HotRod BEURESTITY RARA Y MIEBD Y Vo NIV EERLET, & X
IE. "INFINISPAN.ORG" R X A VI(Z "datagrid" H—/"\—H2H 2 HEIE. UTFTOY—EXT) oL %A
ER T 2ENHY T,

e hotrod/datagrid@INFINISPAN.ORG (& Hot Rod H—ERX#HFEL £ T,

e HTTP/datagrid@INFINISPAN.ORG (& REST H—E X Z=#HAIL £ 7,

FIig
. HotRod BL U RESTH—ERDF—49 T 774 ILEERLZE T,

Linux

ktutil

ktutil: addent -password -p datagrid@INFINISPAN.ORG -k 1 -e aes256-cts
Password for datagrid@INFINISPAN.ORG: [enter your password]

ktutil: wkt http.keytab

ktutil: quit

Microsoft Windows

ktpass -princ HTTP/datagrid@INFINISPAN.ORG -pass * -mapuser
INFINISPAN\USER_NAME
ktab -k http.keytab -a HTTP/datagrid@INFINISPAN.ORG

2. keytab 7 7 1 JL % Data Grid Server 1 ¥ 2 h—JL D server/conf 74« L 27 N —|ICOE—L &
EP

3. Data Grid Server s E&#HWTHREL X T,
4. server-identities &% Data Grid Y—/N\—DtEF 1) F 4 —LILALIEMLE T,

5. HotRod 8L REST ARV 9 —ICH—ERT Y VI NIV ERBTEZXF—9 T 7 714 ILDIFFR
HIRELET,
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6. Kerberos H—ERX 7 v /RVICERI AT E T,
7. EREAEREICRELEY,

Kerberos ID M3%

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="kerberos-realm">
<server-identities>
<I-- Specifies a keytab file that provides a Kerberos identity. -->
<I-- Names the Kerberos service principal for the Hot Rod endpoint. -->
<I-- The required="true" attribute specifies that the keytab file must be present when the server
starts. -->
<kerberos keytab-path="hotrod.keytab"
principal="hotrod/datagrid@INFINISPAN.ORG"
required="true"/>
<!I-- Specifies a keytab file and names the Kerberos service principal for the REST endpoint. -->
<kerberos keytab-path="http.keytab"
principal="HTTP/localhost@INFINISPAN.ORG"
required="true"/>
</server-identities>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="kerberos-realm">
<hotrod-connector>
<authentication>
<sasl server-name="datagrid"
server-principal="hotrod/datagrid@INFINISPAN.ORG"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication server-principal="HTTP/localhost@INFINISPAN.ORG"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "kerberos-realm”,
"server-identities": [{
"kerberos": {
"principal": "hotrod/datagrid@INFINISPAN.ORG",
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"keytab-path": "hotrod.keytab",
"required": true
b
"kerberos": {
"principal": "HTTP/localhost@INFINISPAN.ORG",
"keytab-path": "http.keytab",
"required”: true

1]
b
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "kerberos-realm",
"hotrod-connector": {
"authentication™: {
"security-realm": "kerberos-realm",
"sasl": {
"server-name": "datagrid”,
"server-principal": "hotrod/datagrid@INFINISPAN.ORG"
}
}
b
"rest-connector": {
"authentication™: {

"server-principal": "HTTP/localhost@INFINISPAN.ORG"

YAML

server:
security:
securityRealms:
- name: "kerberos-realm"
serverldentities:
- kerberos:
principal: "hotrod/datagrid@INFINISPAN.ORG"
keytabPath: "hotrod.keytab"
required: "true"
- kerberos:
principal: "HTTP/localhost@INFINISPAN.ORG"
keytabPath: "http.keytab"
required: "true"
endpoints:
endpoint:
socketBinding: "default"
securityRealm: "kerberos-realm"
hotrodConnector:
authentication:

F2EtXaY571—LILA
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sasl:
serverName: "datagrid”
serverPrincipal: "hotrod/datagrid@INFINISPAN.ORG"
restConnector:
authentication:
securityRealm: "kerberos-realm"
serverPrincipal” : "HTTP/localhost@INFINISPAN.ORG"

23. 7ONXF 14 —L IV A
TONF =L LR TanNT s =774V EFHALT, 21— —BLPTIL—TE2EHZLET,

e users.properties || Data Grid A —H'—DFRFHEBRAEENF T, /YA T— KL, DIGEST-
MD5 & & U' DIGEST S35 X h=Z X L. FRA L CEMELTEET,

e groups.properties |&., 1—HF—E2O0—I)LBELUVN—Iv > a VICEAEMITET,

pa 3

DataGridCLIZfAL T, 774 NMICELWEFa) T4 —LILAREAANTEHI L
T, 7ONRFT 4 =774 IVICEAET R DOEEEZOE T ENATEFE

¥, infinispan.xml 7 7 1 JLABI X, <security-realm name> 70O0/37 1 —ILRBRE#T 2
&, DataGridServer DIELWEF 2 YT 1 —LILLRERDIFZIENTEET,
Data Grid Server 55 B Data Grid Server NTANRTF A — 7 74 LA IE—F %35
B, EFaAVTA—LILEDNY—T Yy RIZTYRRA Y RDELWEREEX A= X ALITH
IELTWBZEEERLTLEIL,

users.properties

myuser=a_password
user2=another_password

groups.properties

myuser=supervisor,reader,writer
user2=supervisor

TanNF 4 —LILALEE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<!I-- groups-attribute configures the "groups.properties” file to contain security authorization roles.

<properties-realm groups-attribute="Roles">
<user-properties path="users.properties"
relative-to="infinispan.server.config.path"
plain-text="true"/>
<group-properties path="groups.properties"
relative-to="infinispan.server.config.path"/>
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</properties-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default”,
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "default”,
"path": "users.properties”,
"relative-to": "infinispan.server.config.path”,
"plain-text": true
}
"group-properties": {
"path": "groups.properties”,
"relative-to": "infinispan.server.config.path”

YAML

server:
security:
securityRealms:
- name: "default"
propertiesRealm:

# groupsAttribute configures the "groups.properties” file

# to contain security authorization roles.
groupsAttribute: "Roles"
userProperties:
digestRealmName: "default”
path: "users.properties”
relative-to: 'infinispan.server.config.path’
plainText: "true"
groupProperties:
path: "groups.properties”
relative-to: 'infinispan.server.config.path’

2.4.LDAP L)L A

F2EtxXaY57F1—LILA
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LDAP L JL Lld. OpenLDAP. Red Hat Directory Server. Apache Directory Server, Microsoft Active
Directory 72 &M LDAP #—/N— [T L T, 2—H—%FEEL. AU N\—Yy TEREDBLE T,

pz o-1o)
LDAP *f—/\‘—cat *f—/ﬁ‘—ow/r 7°t?“7°E|/r Ay M:rr\ <. -;E?EL%I/ N U —

RFaxy Ffti?‘&ofb\iﬁ'/\m

2.41. LDAP ¥fx7O/NF5 14 —

LDAP LIV ASRET LDAP EfJONF 1 —2BEL X T,

ROTANRT 4 —DBETT,

url LDAP #—/N—D URL 23 EEL F T, TLS ZFEALtF 1 7AEHKDOZHIC. URL &
Idap://hostname:port /- & Idaps://hostname:port DX TH Z2NELHY £,

principal LDAP #—N—ROBEMRI—H—DH5I% (DN) #3BEL £9, DN, LDAPT1 L7 K
)—BERNTI—HY—%—RICHIL XTI,

credential BRD T Y Vo RILICEEET /AT — RICHIBLE T,

BF

LDAP #E#HiD 7Y /N )LiliE, LDAP 2T Y —%AETL. BFEOBMICTIERT S
TeDICHELRMERIVHETT,

g

connection-pooling ZEBMICT B &, LDAP H—/N—|[IW T 25D/ T 4+ —< VY AN KIREICAEEL
FY, BRI AANZXALIZIDKICE>TREINE T, FlIE. BTV Vv J70RE B &
ClavaFa—h)T7Ib: 7=V #SBLTLEIV,
242.LDAP L)L LD A —Y—EREE AL
LDAP LIVATODA—F—FRAAEERELX T,
LDAP l/)l/-bs‘i\ ;kOD 2 D@ﬁ;ﬁfc\l_ﬁ_%munﬁ—c X i-g_

Ny YakX aA—H—0/ 27— KEM GBEIL userPassword) ILREINTWE/NAY Y abIhfin

N7 — RT—K%ELE®BLET,
Ko HLE

B MR BHINARIFERAFER L T, LDAP H—/N— I L CEREEATVWE T,

Active Directory THERET 2ME— D AEIFEREIRIETY . password BHEADT V E A HEE
EXINTWBEHTT,
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F2E XY FT1—LILA

BF

direct-verification B T/\v > 2t ARITT BTV RRA Y MDEREEX h = X LIEEH
TEFEHA, COFETRIVTTFRANDNRRAT—RIBETHBZLHTT, DL
&. Active Directory Server &Efi& 9 % ICI&. REST T KR4 >~ hTld BASIC FREE £
H=ZZX L%, HotRod TV KRS~ K TIZPLAIN 2R 20EFrHYET, LULE
BB AEE LT, SPNEGO. GSSAPI. 8L GS2-KRB5 SREEXA D= X L% AEEICT
% Kerberos 2T 52 ENTETET,

LDAP LIV AT 4 LY MY —%Z2REBEL T, RSN —HF—ICHBETZ2ITUMN)—ZFLEHLE
9, rdn-identifier B (. EEINALBTF (BRBEFI—F—R) 2L &Ila—HF—ITV M) —%KRE
92 LDAP BMEAEE L £ 9 (fl: uid F 7zi& sAMAccountName [E%f), search-recursive="true" %
BREICEMLT, T4LI M) —ZBRUICKRELET., 774 8TIE 22— -T2V M) —DKRER
I& (rdn_identifier={0}) 7 1 LY —%FAL 9, filter-name BIEA2FHAL T, BOT7 1LY —%IEE
TEEY,

243. 21— —TV N)—DEEITIL—T~DIvEVT

LDAP L JL LAF%E T attribute-mapping ZR%ZEEL T. 2—HY—DAVNR—THB2ITRTOIIL—7
S L CREMITE T,

AVN=2y TERITEE., RO2DODFETREINET,

e @E member EMEICY S X groupOfNames 7z i& groupOfUniqueNames %D/ IL— 7T
YR —=DTF, Znlk, Active Directory ZFR<. IFEAEDLDAP A YA M—ILICEITZT
T72IVNDEETYT, ZDHBE. BETANY—%2FATEET, TDT7 19 —F, BE#EX
NE74WVS—IC—BTBITVMN)—Z2RRLET, 749 —F, 1—F—DDNEFLW
member BIEABFE D VI —TEBRRLEF T, RIT. 71409 —Ik from TIREINWATIL—T
IVM)—DCNEZHEL, Thiax1—4%—0 Roles ICEML £,

e memberOf EHDI1—H—T Y NJ—KN, IhIFBE. Active Directory DIFHFICHTIEFY
9, ZDHFE. UTDOLDBEUSREZERITILENHYET,
<attribute-reference reference="memberOf" from="cn" to="Roles" />

COBRBIE, 2 ——DIT YV MN)—HD5FTRTO memberOf EEAES L. from TIEEI N
7m=CNEHHL., Thoar1—H—0JIL—FICEBMLET (Roles TN —7mvy EY I
FRAINZIAILELTY).

2.4.4.LDAP LIVLEREY 727 L VR

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">

<!I-- Specifies connection properties. -->

<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword"
connection-timeout="3000"
read-timeout="30000"
connection-pooling="true"
referral-mode="ignore"
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page-size="30"
direct-verification="true">
<!I-- Defines how principals are mapped to LDAP entries. -->
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=o0rg"
search-recursive="false">
<!I-- Retrieves all the groups of which the user is a member. -->
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=o0rg"/>
</attribute-mapping>
</identity-mapping>
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "ldap-realm",
"ldap-realm": {
"url": "ldap://my-ldap-server:10389",
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"credential": "strongPassword",
"connection-timeout": "3000",
"read-timeout": "30000",
"connection-pooling": "true",
"referral-mode": "ignore",
"page-size": "30",
"direct-verification": "true",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": "false",
"attribute-mapping": [{
"from": "cn",
"to": "Roles",
"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org"

YAML
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server:
security:
securityRealms:
- name: ldap-realm
ldapRealm:
url: 'ldap://my-ldap-server:10389'
principal: 'uid=admin,ou=People,dc=infinispan,dc=org'
credential: strongPassword
connectionTimeout: '3000'
readTimeout: '30000'
connectionPooling: true
referralMode: ignore
pageSize: '30'
directVerification: true
identityMapping:
rdnldentifier: uid
searchDn: 'ou=People,dc=infinispan,dc=org'
searchRecursive: false
attributeMapping:
- filter: '(&(objectClass=groupOfNames)(member={1}))'
filterDn: 'ou=Roles,dc=infinispan,dc=org'
from: cn
to: Roles

2441 LDAP LILLATY NI DEX#Z

GSSAPI. GS2-KRB5. Negotiate 72 &M SASL SRFEA W= XA LILL > TEHEINZ T 2/
X, BE. RXA V& (B: myuser@INFINISPAN.ORG) W"&FEnEd., ThoDT) voRNiLE
LDAP /T —THERY RIS, TY VIV EEH L TERELABERTZ2LE MDY ET, 2070
CERIEEB|IETENTE T,

Data Grid ICIFRD NS VR T —v—DESFEFNTWVWET,

case- TNV ETRTRANFELRBIRNTUNLFICES]RZAZEY, &z id MyUser &, X
principal- XFE—RTIEMYUSER ICEX# A 6N, IMXFE—RTlEmyuser ICEZM2IOoNE
transformer ER

common- 7)o L% LDAP EBRIEHR (RFC 4514 TER) ICEXHIFEFT., 414 7CN

name- (commonName) DRFNDEMEIHEINF T, L&A

principal- (¥, DN=CN=myuser,0U=myorg,DC=mydomain (& myuser (CEZX#HI 5N ET,
transformer

regex- Fy I Fv—UIN—TEECERRBEEFEALTTY VIV EEESH]Z, L2l R
principal- DOEAXFHDOHMEBEZRABEICLET,

transformer

2442 LDAP 7YV NI EXBMZEEY 77L VR

T—2TYV NIRRT VR T +—<T—

XML
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<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">
<ldap-realm url="ldap://${org.infinispan.test.host.address}:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<name-rewriter>
<!I-- Defines a rewriter that transforms usernames to lowercase -->
<case-principal-transformer uppercase="false"/>
</name-rewriter>
<!I-- further configuration omitted -->
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "ldap-realm",
"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://${org.infinispan.test.host.address}:10389",
"credential": "strongPassword",
"name-rewriter": {
"case-principal-transformer": {
"uppercase": false

YAML

server:
security:
securityRealms:
- name: "ldap-realm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://${org.infinispan.test.host.address}:10389"
credential: "strongPassword"
nameRewriter:
casePrincipalTransformer:
uppercase: false

# further configuration omitted

30



AFEVR—LTYV IR NSVYR T+ —T—
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">
<ldap-realm url="ldap://${org.infinispan.test.host.address}:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<name-rewriter>
<!I-- Defines a rewriter that obtains the first CN from a DN -->
<common-name-principal-transformer />
</name-rewriter>
<!I-- further configuration omitted -->
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{

"name": "ldap-realm",

"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://${org.infinispan.test.host.address}:10389",
"credential": "strongPassword",
"name-rewriter": {

"common-name-principal-transformer": {}

YAML

server:
security:
securityRealms:
- name: "ldap-realm"
ldapRealm:

principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://${org.infinispan.test.host.address}:10389"
credential: "strongPassword"

F2EtxXaY57F1—LILA
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nameRewriter:
commonNamePrincipalTransformer: ~
# further configuration omitted

Regex 7)YV NSV R T+ —<—
XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">
<ldap-realm url="ldap://${org.infinispan.test.host.address}:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<name-rewriter>
<I-- Defines a rewriter that extracts the username from the principal using a regular
expression. -->
<regex-principal-transformer pattern="(.*)@INFINISPAN\.ORG"
replacement="$1"/>
</name-rewriter>
<!I-- further configuration omitted -->
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "ldap-realm",
"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://${org.infinispan.test.host.address}:10389",
"credential": "strongPassword",
"name-rewriter": {
"regex-principal-transformer": {
"pattern”: "(.*)@INFINISPAN\\.ORG",
"replacement"; "$1"

YAML
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server:
security:
securityRealms:
- name: "ldap-realm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://${org.infinispan.test.host.address}:10389"
credential: "strongPassword"
nameRewriter:
regexPrincipalTransformer:
pattern: (.*)@INFINISPAN\.ORG
replacement: "$1"
# further configuration omitted

2.4.43.DataGrid AL/ LDAP A—Y—¢ I —TFD~vv Y/ 7OER

ZOPITIE. LDAP A—H—& ) —TF%0— KL, DataGrid 4 7YY MIRABYYEY IS ST
AtXZzRLEFET, UTFIE. B8O LDAP T b)) —%E2ik L 7= LDIF (LDAP Data Interchange
Format) 774 JLTY,

LDIF

# Users

dn: uid=root,ou=People,dc=infinispan,dc=org
objectclass: top

objectclass: uidObject

objectclass: person

uid: root

cn: root

sn: root

userPassword: strongPassword

# Groups

dn: cn=admin,ou=Roles,dc=infinispan,dc=org
objectClass: top

objectClass: groupOfNames

cn: admin

description: the Infinispan admin group

member: uid=root,ou=People,dc=infinispan,dc=org

dn: cn=monitor,ou=Roles,dc=infinispan,dc=org
objectClass: top

objectClass: groupOfNames

cn: monitor

description: the Infinispan monitor group

member: uid=root,ou=People,dc=infinispan,dc=org

root 1—4%—I(%. admin & U monitor 7 /L— T DX Y /IN—TF,

T RRA Y bD1DT/RA7— K strongPassword % R L Ta1—4— root #5359 5 & D BRI
had&, ROBENLETINET,

. e P L TP S U
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¢ I—U—FE BIRTSNLITYVY/NIVNTVATA—X—ZEALT BLEICWDLTEIR
AbnEY,

o LIJLAiE, uid BED root ICFELWI Y MY —% ou=People,dc=infinispan,dc=org v ') — (4
TH#Z%R L. DN uid=root,ou=People,dc=infinispan,dc=org DT> ) —%FELHLFT, &
DTV MY —=DaA—HF—=FY 2 )LIZRY £,

e L JLAIE, u=Roles,dc=infinispan,dc=org '/ ') —AT. member EBMHIC
uid=root,ou=People,dc=infinispan,dc=org = = ¢ objectClass=groupOfNames DT > k
) —%H®FKRLFT., ZDiFAE. cn=admin,ou=Roles,dc=infinispan,dc=org &
cn=monitor,ou=Roles,dc=infinispan,dc=org D 2 DO TV h)—HARDOMNYET, ThbHD
IVKY)—=DS, FI—FT) v ERBenBEEHEBELET,

LD > T, BRELTELNZY TV MIRDELDICRYFT,
® NamePrincipal: uid=root,ou=People,dc=infinispan,dc=org
® RolePrincipal: admin

® RolePrincipal: monitor

COBET, VyO—NILEBRT Yy /NRN—NLEEOHY Ty MERIN, 7Yoo —ILIicETifk
INET, FO®%, O—IDP—EFEDIR—I v avVIIBRAIN, X—IvvavpBRINEFv vy
VaAEREICRHLTHRIEINE T,

25. =0 LIL A

=YV LIALIIAESBY—EXEFRALTIAN—2 Y %MRIEL. Red Hat SSO % &M RFC-7662
(OAUth2 k=2 Y4 Y hORRYI Y 3 V) EEBRMEOHZTONA Y —%REELET,

=2 YL IALDETE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="token-realm">
<!I-- Specifies the URL of the authentication server. -->
<token-realm name="token"
auth-server-url="https://oauth-server/auth/">
<!I-- Specifies the URL of the token introspection endpoint. -->
<oauth2-introspection introspection-url="https://oauth-
server/auth/realms/infinispan/protocol/openid-connect/token/introspect”
client-id="infinispan-server"
client-secret="1fdcadec-c416-47e0-867a-3d471af7050f"/>
</token-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

|
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"server": {
"security": {
"security-realms": [{
"name": "token-realm"”,
"token-realm": {
"auth-server-url": "https://oauth-server/auth/",
"oauth2-introspection™: {
"client-id": "infinispan-server",
"client-secret": "1fdcadec-c416-47e0-867a-3d471af7050f",
"introspection-url": "https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect”

YAML

server:
security:
securityRealms:
- name: token-realm
tokenRealm:
authServerUrl: 'https://oauth-server/auth/
oauth2Introspection:
clientld: infinispan-server
clientSecret: '1fdcadec-c416-47e0-867a-3d471af7050f'
introspectionUrl: 'https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect’

26. N\ZAMANT LIV A

FSRAMZRRTZLILAIR, EHEORTS T— MFIC Data Grid Server 8LV 54 72 b ID Z1REET
ZARAE FLSEAREF = — v ZEALE T,
F—AMN7

Data GridServer PA T YT AT A — %5054 T MIR#BT 2 —N—ZAZENETNZTT, U —
N—EIBAZTXF—RA N7 ABRET BBA. Data Grid Server [FEFREHED SSL/TLS 7O KL% (F
ALThrS 74 v 0 %5BSILLET,

FNSAMZXMNT

754 7 hd Data Grid Server ICIRRT 59754 7Y MNIEBBEF - IFABAEF = —UAEF N F
To VS5ATVYMDRINSANRAKNTIEA T 3T, DataGridServer B89 54 7 > MNEBRZ R &
EITILLIICH>TVWET,

754 7> MEEBAESREE

Data Grid Server TV 54 7 > MNEBAEZE Z R X 7 \EEREE T 3% & 1. require-ssl-client-auth="true"
EBMEEIY RNRA Y MNREIEMT 2RENHYFT,

FSAMRAMNZLIVLDETE

35



Red Hat Data Grid 8.5 DataGrid ¥ a1 Y54 —HA4 K

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="trust-store-realm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
</security-realms>

</security>
</server>
JSON
{
"server": {
"security": {
"security-realms": [{
"name": "trust-store-realm”,
"server-identities": {
"ssl": {
"keystore": {
"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret"”,
"alias": "server"
b
"truststore”: {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"
}
}
b
"truststore-realm": {}
1]
}
}
}
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YAML

server:
security:
securityRealms:
- name: "trust-store-realm"
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm: ~

27. 98X )4 —LILA

DELIL LT, BROIYA TOEXF21 T4 —LILLEHAEADEEXET, 21— —H Hot Rod 7= 1%
RESTIZTVRRAVMITZ7IRRALEDET R E, BRAAETTEZEDER DTS £ T, DataGrid
Server i3& X1 ) T4 —LI AR BEICERALET,

DL I LDETE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="distributed-realm">
<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org"
search-recursive="false">
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))’
filter-dn="ou=Roles,dc=infinispan,dc=org"/>
</attribute-mapping>
</identity-mapping>
</Ndap-realm>
<properties-realm groups-attribute="Roles">
<user-properties path="users.properties"
relative-to="infinispan.server.config.path"/>
<group-properties path="groups.properties"
relative-to="infinispan.server.config.path"/>
</properties-realm>
<distributed-realm/>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "distributed-realm”,
"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://my-ldap-server:10389",
"credential": "strongPassword",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": false,
"attribute-mapping": {
"attribute™: {
"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org",
"from": "cn",
"to": "Roles”
}
}
}
b
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "distributed-realm”,
"path": "users.properties"
I3
"group-properties": {
"path": "groups.properties”
}
b
"distributed-realm": {}
1]
}
}
}

YAML

server:
security:
securityRealms:
- name: "distributed-realm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://my-ldap-server:10389"
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credential: "strongPassword"
identityMapping:
rdnldentifier: "uid"
searchDn: "ou=People,dc=infinispan,dc=org"
searchRecursive: "false"
attributeMapping:
attribute:
filter: "(&(objectClass=groupOfNames)(member={1}))"
filterDn: "ou=Roles,dc=infinispan,dc=org"
from: "cn"
to: "Roles"
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "distributed-realm"
path: "users.properties”
groupProperties:
path: "groups.properties”
distributedRealm: ~

28. E¥MtEXxa YT —LILA

EHLILLAIIEROLILEZHAEDEET, RTDLILAIZERIEFIER T, BOLILAIKERTFIED
TATYT4T4—%0—RT2HODEDTY, L&A ThEFERALT. V7547 MNIBBEA
ML TCaA—4—%ZFIAL., 7ONRF A —FHLIELDAP LILLADSTATYT14 T4 —5BTEET,

E£HLILLDETE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default" default-realm="aggregate">
<server-identities>
<ssl>
<keystore path="server.pfx" password="secret" alias="server"/>
<truststore path="trust.pfx" password="secret"/>
</ssl>
</server-identities>
<properties-realm name="properties" groups-attribute="Roles">
<user-properties path="users.properties" relative-to="infinispan.server.config.path"/>
<group-properties path="groups.properties" relative-to="infinispan.server.config.path"/>
</properties-realm>
<truststore-realm name="trust"/>
<aggregate-realm authentication-realm="trust" authorization-realms="properties">
<name-rewriter>
<common-name-principal-transformer/>
</name-rewriter>
</aggregate-realm>
</security-realm>
</security-realms>
</security>
</server>
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JSON

{

"server": {
"security": {
"security-realms": [
{
"name": "aggregate-realm",
"default-realm": "aggregate”,
"server-identities": {
"ssl": {
"keystore": {
"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret"”,
"alias": "server"
b
"truststore”: {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"

}
}
3
"properties-realm": {
"name": "properties”,
"groups-attribute™: "Roles",
"user-properties”: {
"digest-realm-name": "distributed-realm”,
"path": "users.properties"
b
"group-properties": {
"path": "groups.properties”
}
3

"truststore-realm": {
"name": "trust”

}

"aggregate-realm™: {
"authentication-realm": "trust",
"authorization-realms": ["properties"],
"name-rewriter": {

"common-name-principal-transformer": {}

}

YAML
server:
security:
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securityRealms:
- name: "aggregate-realm"
defaultRealm: "aggregate”
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm:
name: "trust”
propertiesRealm:
name: "properties”
groupsAttribute: "Roles"
userProperties:
digestRealmName: "distributed-realm"
path: "users.properties”
groupProperties:
path: "groups.properties”
aggregateRealm:
authenticationRealm: "trust"
authorizationRealms:
- "properties”
nameRewriter:
common-name-principal-transformer: ~

281 &E) 1449 —

TV RWEDOERIE, £Fa) T4 —LILADEEICIECTERY FT,
o JONFA—E M=V VLA, BHAXFINERTBEEIHY T
o {SH& LDAP LIV AIE X500 X D#HBI & ZRTHBENHY FT
® Kerberos L)L AslE user@domain XX D &R &R TIZGELNHY ET

ROWTIHD RS Y275 - — %0 L TEHLILAEERT 315815, BE%HBHRICERL
TERENHY T,

2811 5—RATFTYIINIVNS VAT A—T—

case-principal-transformer |&, &ZRZ TR TANFLLIFTRTUINLFICERLET,
XML

<aggregate-realm authentication-realm="trust" authorization-realms="properties">
<name-rewriter>
<case-principal-transformer uppercase="false"/>
</name-rewriter>
</aggregate-realm>
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JSON

{
"aggregate-realm™: {
"authentication-realm": "trust",
"authorization-realms": |
"properties”

1,

"name-rewriter": {
"case-principal-transformer": {

"uppercase": "false"

}

}

}
}

YAML

aggregateRealm:
authenticationRealm: "trust"
authorizationRealms:
- "properties”
nameRewriter:
casePrincipalTransformer:
uppercase: false

2812 AFVER—LTYIYINIVNSVYR T A —T—

common-name-principal-transformer (£, LDAP F7/Z|$S[BAZIC L > THERAIN S DN HSRAD
CNEXRZMHLZFT., /=& 21X, CN=app1,CN=serviceA,0OU=applications,DC=infinispan,DC=org
BROT) 2RI PEEINTWBIEA. ROBETIE app1 B 7)o /NLE LTHEINET,

XML

<aggregate-realm authentication-realm="trust" authorization-realms="properties">
<name-rewriter>
<common-name-principal-transformer/>
</name-rewriter>
</aggregate-realm>

JSON

{
"aggregate-realm™: {
"authentication-realm": "trust",
"authorization-realms": |
"properties”

1,

"name-rewriter": {
"common-name-principal-transformer": {}
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YAML

aggregateRealm:
authenticationRealm: "trust”
authorizationRealms:
- "properties"
nameRewriter:
commonNamePrincipalTransformer: ~

2.81.3.Regex TUY VIRV ISV R T A—<T—

regex-principal-transformer (&, ERKXFZHEAL THRBELEHRZERITTETEY, ZOHIT
I&. user@domain.com FH3FHS5O—HIL Lo EHMETEHEERLET,

XML

<aggregate-realm authentication-realm="trust" authorization-realms="properties">
<name-rewriter>
<regex-principal-transformer pattern="(["@]+)@.*" replacement="$1" replace-all="false"/>
</name-rewriter>
</aggregate-realm>

JSON

{

"aggregate-realm™: {
"authentication-realm": "trust",
"authorization-realms": |

"properties”
1,
"name-rewriter": {
"regex-principal-transformer": {
"pattern” : "(["@]+)@.*",
"replacement": "$1",
"replace-all": false

}
}
}
}

YAML

aggregateRealm:
authenticationRealm: "trust"
authorizationRealms:
- "properties”
nameRewriter:
regexPrincipalTransformer:
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pattern: "(["@]+)@.""
replacement: "$1"
replaceAll: false

29. EFa )71 —LILLDF vy

X2 TF1a—LILAEE, BEREBICEFNICEREINSGT—95RYERLINETI2HNEALORET S
DICF vy amaRELET, TI7A4IMTIH. LTFTOLIICHRY FT,

LILAX vy alLILLERE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default" cache-max-size="1024" cache-lifespan="120000">
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default”,
"cache-max-size": 1024,
"cache-lifespan": 120000

1]
}
}
}

YAML

server:
security:
securityRealms:
- name: "default"
cache-max-size: 1024
cache-lifespan: 120000

291 LIVAxvywaDT7ova

CLIZERALT, 73R —2(DExa)T4—LIlLFxvyyvPa%T75v2aLET,

I [node-1@mycluster//containers/default]> server aclcache flush
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BIE IV RRA Y MREEA D =X A

Data Grid Server &, HotRod 8LV REST T Y RARA Y MIHRI LSASL BELCHTTPEREEX H =
AL%EFRATEEY,

3.1. DATA GRID SERVER D&ZEE

FEEE, TV RRA Y MADI—HY—T7 1A &, DataGridConsole 8L AT Y RSA VAV —
JIA A (CL)&HIFBLET,

Data Grid Server IZ1&, 1 —H—5RiE%x@HT2T7 74 bOEF 21T 10— l/)l/Ai)‘ ihi?'o T
7 # )L b DEREEIE. server/conf/users.properties 7 7 1 LILREINTWE 21— —FRIIEHRE &
IC7aNTF 4 —LILL%EFRALET, DataGridServer &7 74 M TF2 Y T4 —RAEEMICT
%7=%. server/conf/groups.properties 7 7 1 JLICREINTWVWENR—I v avaFoai—H—%
YL TIRENDHY ET,

)

AV RZSA4 49— x4 X (CLI) Tusercreate A~¥ > R&EFHL T, 21— —%8ML. /8—
v avEEYETEY, YU TIILE LCFMIBERIC DV T user create -help #E1TL £ 7,

i

3.2. DATA GRID SERVER DFREEX hH = X LDFRTE

BEDREAN=XLAEHFATELIICHtROdAB LV REST TV RARA ¥V NEBERMICERET 52 &
NCEET, REANZXLDEREIF, EF2)T1—LILLDTI7AILMA AW ZZXL%ZBRARHICEE
XTEIMENHZBGEICDHMDETT,

pa

FRE D endpoint 27 > 3 ~ITIE. hotrod-connector & & U rest-connector E3R &
iE714—ILRDBEFNTWDIRENHY FT, 7z& AL, hotrod-connector % FA7RHY
ICEET2HBEIE. RAEAXAN=ZXLEZFHRELBWEETD rest-connector tEE T 51
ENHY ET,

o WEIISU T, DataGridServerif&EICtEFa )74 —LILLEEBMLEY,

1. Data Grid Server REZ=HWVWTIREL XY,

2. endpoint ERF /<1&7 1 —JL R&EIM L. security-realm B THERIT 2 zFa)T71—LIL
LZEHELEY,

3. hotrod-connector 22 F 72137 1 —)L K%EEBIML T, HotRod TV RARA vV hE=RELZ T,

a. authentication E&F /21371 —JILRAEBMLZET,

b. sasl mechanism B TERT % HotRod T R7IRA4 ¥ MDD SASL REEA W= X LAIEE
LEY,

c. %ETBIGAIE. qop BMETSASL mBEDOREXRELIEBELET,
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d. HEITH LT server-name B4 %#H L T DataGridServer PA TV T4 574 — %3 EL
EJC N

4. rest-connector EXF7/2E 71 —ILREBIMLTCRESTT VY RRA VY M EEZRELE T,

a. authentication E2&F /71 —JILRKEZEBML XTI,
b. mechanism B4 TCHERATBZRESTTY RIRA Y MO HTTPERIEA W= XL A5BELE T,
5, ZEAREICRELET,

BRSEA H =X LDEE
LUTFTDHRETIE, HotRod TV RRA >~ MNAEREFICERET 2 SASL A A= X LAIBELET,

XML

<server xmIns="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="my-realm">
<hotrod-connector>
<authentication>
<sasl mechanisms="SCRAM-SHA-512 SCRAM-SHA-384 SCRAM-SHA-256
SCRAM-SHA-1 DIGEST-SHA-512 DIGEST-SHA-384
DIGEST-SHA-256 DIGEST-SHA DIGEST-MD5 PLAIN"
server-name="infinispan"
qop="auth"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication mechanisms="DIGEST BASIC"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "my-realm"”,
"hotrod-connector": {
"authentication": {
"security-realm": "default",
"sasl": {
"server-name": "infinispan”,
"mechanisms": ['"SCRAM-SHA-512", "SCRAM-SHA-384", "SCRAM-SHA-256", "SCRAM-
SHA-1", "DIGEST-SHA-512", "DIGEST-SHA-384", "DIGEST-SHA-256", "DIGEST-SHA", "DIGEST-
MD5", "PLAIN"],
"qop": ["auth"]
}
}
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b

"rest-connector": {
"authentication™: {
"mechanisms": ['DIGEST", "BASIC"],
"security-realm": "default"

YAML

server:
endpoints:
endpoint:
socketBinding: "default”
securityRealm: "my-realm"
hotrodConnector:
authentication:
securityRealm: "default"
sasl:
serverName: "infinispan”
mechanisms:
- "SCRAM-SHA-512"
- "SCRAM-SHA-384"
- "SCRAM-SHA-256"
- "SCRAM-SHA-1"
- "DIGEST-SHA-512"
- "DIGEST-SHA-384"
- "DIGEST-SHA-256"
- "DIGEST-SHA"
- "DIGEST-MD5"
- "PLAIN"
qop:
- "auth”
restConnector:
authentication:
mechanisms:
- "DIGEST"
- "BASIC"
securityRealm: "default"

3.2.1. FREE D ERN L

O—HIVRARRBEX R OBMINRY N7 =7 TR, BEINTVWRWISAT7 Y NERZFTT S
L5 DataGrid 2BRETEX Y, 1 —Y—aREL = EWICT 251, DataGrid EF¥ 21 71 —8RE
TEROEDICTILENHY T,

FIR

1. Data Grid Server REZ=HWVWTIREL XY,
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2. endpoints & F 717 1 —JL KD 5 security-realm BHEABIRL £ 9,

3. cache-container £ &L U'& ¥ v v ¥ 25X ED security XEH 5. authorization EXR % §RT
HIBRL £ 9,

4 BREZREICREFLIET,
XML

<server xmIns="urn:infinispan:server:14.0">
<endpoints socket-binding="default"/>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default"
}
}
}
}

YAML

server:
endpoints:
endpoint:

socketBinding: "default"

3.3. DATA GRID SERVER DFREE XA T =X I

DataGridServer l&, ¥ 21U T4 —LILAKREIC—HTIRAAA=_XLTIY NRM4 v M= BEIM
ICERELE T, & AIE, KerberostzFa) T4 —LILAL%EEBINT % &, Data Grid Server I3 Hot Rod
IV RARAY MDD GSSAPI 8L GS2-KRB5 SR X W= X LEBMICLET,

BF

IRTE. Lightweight Directory Access Protocol (LDAP) 7’0 b O JL & DIGEST 714
SCRAMEREEA A= X L&, HEDNY a2 lbINFNRRAT—RIZT VAT EIZHEN
HBH, FRATETIEA,

Ay bhO—F—a VIV RRAV b

Data Grid Server I&, BREICHRTZ2EFXF 1) T4 —LILADNEFNTWVWBIFEEIC HotRod TV RRA
Y NDLLTF D SASL mb( A=A LZEZBMLET,
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TONRT 4 —LILLABELCLDAP LIV A SCRAM. DIGEST
N—=orvLILL OAUTHBEARER
BRLIL LA EXTERNAL

Kerberos ID GSSAPI. GS2-KRB5
SSL/TLSID PLAIN

RESTTY RIRA4 >~ b

Data Grid Server I&, BREICHRTZ2EFXF 2T 1 —LILADNEFNTWVWBIBEICREST T Y RIRA Vv
ROUTOHTTPEREEXA W= X LEFMLE T,

t¥alVr71—LILA HTTPRBEEX h =X A
7ONRTFT 4 —LILLAB LV LDAP L)L A DIGEST

AT IN BEARER_TOKEN
BRLIL LA CLIENT_CERT
Kerberos ID SPNEGO
SSL/TLSID BASIC

Memcached T RiRA4 >~ b

Data Grid Server I&, BREICHRTZ2EF 12T 1 —LILLADNEFNTWBIHEE. Memcached /31 F
J—ZORMINLVITYVRKRA Y MIFLTROSASLEBEEX DA LEBMICLET,

TONRT A —LILLABELCLDAP LIV A SCRAM. DIGEST
A DIZN OAUTHBEARER
BRLIL LA EXTERNAL

Kerberos ID GSSAPI. GS2-KRB5
SSL/TLSID PLAIN
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Data Grid Server |&, NAT7—RKXR—=2DREE=HR—bT2EF2) T4 —LILLATDH,
Memcached 7 ¥ X2 ORIV IT Y RRA Y NTOREEEBRICLET,

ZXaYr1—LILA Memcached 7=+ R bEREE

TONRTF 14 —LILLBE LV LDAP LI A =40

N—=22LILA WV Z
ERLILA ARV
Kerberos ID (AR
SSL/TLS ID WV Z

RESPTY RRA4 b

Data Grid Server I&, /{27 —RKR—2 DY R—bF2EF21) 71 —LILTDH, RESPT
YRRAY P TOREEBEMLET,

t¥al)F4—LIA RESP 525t

TONRT 4 —LILLB LV LDAP L L A (=4

h—=o > LI (AYA V-4
BELIA (AYAY-S
Kerberos ID (AYAY-4
SSL/TLSID (AYAY-4

3.3.1.SASL FREEXA A= X L

Data Grid Server (&, HotRod & T Memcached /N1 + 1 —7OKNJJ TV RRA v MAFERL T,
WD SASLEREEX =X LBEHR—MNLET,

FAEAD=X L = L¥XalYr1—LILLSY BaxE 9 5 5
17
PLAIN 7°I/ VFFAMELD TANRFa—LILLBE L BASICHTTP X =X
R EREFEAL & U LDAP L LA LERKBRTTY,
‘9*0 PLAIN F35E(E. BE
FlEINHEHRTOAE

A3 50EI HYEY,
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FAEAD=X L

EIE IV RRA Y FREEA D =X A

¥aYr1—LILLSY

17

BEY 25

DIGEST-*

SCRAM-*

GSSAPI

GS2-KRB5

Ny aT7ITYXLE
TURAEEFERLEY,
Ay MOy KOAxRI 4 —
&, BEDIE

(.. DIGEST-

MD5. DIGEST-

SHA. DIGEST-SHA-
256. DIGEST-SHA-
384. & & U DIGEST-
SHA-512 /Ny > a7 )L
JYUXLEHR—KLE
ER

Ny aT7ITYXLE
TYREICIMATY IV
MEEERLEY, K
fOw KORI4H—
&, SCRAM-

SHA. SCRAM-SHA-
256. SCRAM-SHA-
384. &4 U SCRAM-
SHA-512 /Ny > a7 )L
JY XL %EBENBICY
R—bMLET,

Kerberos ¥4 v N % f&
A L. Kerberos KX A
varyv hkO—>—HmMpRE

TY, Wind 3
Kerberos t+—/Xx— D
HLIVAEREICEINY %

BENHYET, FEA
EDZE, A—F—XY
N=2y TIERERET
% 1=& I Idap-realm &
BELXY,

Kerberos ¥4 v N %{&
A L. Kerberos KX A
varvha—>—h1rpE
TY, WiHhd 2
Kerberos tt—/X—ID
LIVAEEEISENT 5
MEAHY XY, ITEA
EDFE., A—F— AV
N—=2y TIEREIRET
% 1=& I Idap-realm
BELEY,

TOnRF4—LILLB &
U LDAP LU A

FanF4a—LiLab L

U LDAP LU L

Kerberos LU L

Kerberos LU L

Digest HTTP X 71 =X
LICETWET,

Digest HTTP X 71 =X
LICETWET,

SPNEGOHTTP X A=
ALITETWET,

SPNEGO HTTP X A=
ALITETWET,
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FEAHD=XA B X1 —LILLSY BaEd 256
147
EXTERNAL 54T NEBRE & F NSZAMNAMNTZLILA CLIENT_CERTHTTP
BLZEY, XAZZXLITETWE
ER
OAUTHBEARER OAuth h—2 V% (A k=2 2L ILA BEARER_TOKEN
L. token-realm & E HTTP X A= X AT
MHETY, WX,

3.3.2. SASL Quality of Protection (QoP)

SASL A W=ZZXLHWEBEEES LV T4 NY —IR# (QoP) REAZ Y R— MT 25E1E. qop BIEAERA
L T HotRod & & ' Memcached T RKRA4 ~ FEEIEBMTE X7,

QoP %€ Bl

auth FREED o

auth-int BEMGREICSL BFREL

auth-conf BAME T4\ —(REICL 2EREL

3.3.3.SASL R ¥ —

SASL 7R ¥ —I%. HotRod & & W' Memcached SREEX W= X L& ZHMMCHIEL T,

(D S

DataGrid DF v+ v ¥ 2 &R TIE, O—ILBELUVNR—Iv I3 VIIEDVWTHF vy va~DT7IER%

FRLET., ¥+ v aBi%REL. <no-anonymous value=false /> %% E L CEZLO V1 ~ %5
AL, 720V 9 0% vy akiRIlRELE T,

F 74 MéE

forward-secrecy v a VEO forward secrecy false
H“HR—NTBSASL X A=K A
DHEFEALET., Ihid 12
DEy>avIlREILTH, [k
DEYyYavILRET 2HDIE
WHOBEMICREI AW &%

BHRLET,

pass-credentials 9547 FREEBERI B ER false
SASL X h=XLDHEFEALT
CEIW
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$3ET TV KRS v MRS

F 74 MéE

no-plain-text BHAZHNREBORZEEZZITP  false
FTWSASL X H=ZXALEFEARALA
WTLEIW,

no-active TOT 1 TRIEFZEREDHE S false
ST T UVSASL X A= X ALlEfE
ALAVWTLEIW,

no-dictionary TEHNLHEREOHELZITP  false
U SASL X W= X AEER LA
WTLREEIWL,

no-anonymous E&OJAV%FFr 4% SASL X true
A=ZZXLEFEERLBAVWTLES
(A%

SASL 7R ¥ —DHRE

LLTFDERETIE, HotRod TV RARA VM, IRTDSASLRY O —ICHENTIHM—DAHZXLT

HB7=, FBEEIC GSSAPI X h =X L%ZfERALET,

XML

<server xmins="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="default">
<hotrod-connector>
<authentication>
<sasl mechanisms="PLAIN DIGEST-MD5 GSSAPI EXTERNAL"
server-name="infinispan"
qop="auth"
policy="no-active no-plain-text"/>
</authentication>
</hotrod-connector>
<rest-connector/>
</endpoint>
</endpoints>

</server>
JSON
{
"server": {
"endpoints" : {
"endpoint" : {

"socket-binding" : "default",
"security-realm" : "default",
"hotrod-connector” : {
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"authentication" : {
"sasl" : {
"server-name" : "infinispan",
"mechanisms" : [ "PLAIN","DIGEST-MD5","GSSAPI","EXTERNAL" ],
"qop" : [ "auth"],
"policy" : [ "no-active","no-plain-text" ]
}
}
b
"rest-connector" : ""
}
}
}
}

YAML

server:
endpoints:
endpoint:
socketBinding: "default"
securityRealm: "default"
hotrodConnector:
authentication:
sasl:
serverName: "infinispan”
mechanisms:
- "PLAIN"
- "DIGEST-MD5"
- "GSSAPI"
- "EXTERNAL"
qop:
- "auth”
policy:
- "no-active"
- "no-plain-text"
restConnector: ~

334 . HTTPERSEA W =X A
Data Grid Server &, RESTIZT Y RARA ¥ MILUTOHTTP R EA A= X LxHYR—KMLZET,

FAEAD=X L = ¥XaYr1—LILLSY BaxE 9 5 5
17
BASIC TL—rFFZA RO TAanRFas—LILBL HTTPBasic HTTP i23
AR EFEALE T, U LDAP L LA AHRIHS L. PLAIN
ESbINERTOH SASL A h =X L &R
BASIC 2549 % <9,

BEIDHYET,
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FAEAD=X L

EIE IV RRA Y FREEA D =X A

t¥aYrT4—LILALY BEEY DM

17

DIGEST

SPNEGO

BEARER_TOKEN

CLIENT_CERT

Ny aTIITYXLE
TURAEEFERALEY,
REST %V 49—

IZ. SHA-512, SHA-

256, L TMD5 /Ny
aT7ILTYXLBEY

RK—MLET,

Kerberos ¥4 v k% ff
L. Kerberos KX A
vayvha—>—»5"%E
TY, W92
Kerberos #+—/3—ID
T LIVARREICEINT 5
WMEBENHYET, FEA
EDHBE. 1—HF—Xv
N=2y TIERE RS
%18 Idap-realm &
BELEY,

OAuth h—2 v % {FHA
L. token-realm:%E
PUHETY,

9247 MNERE % E
RLET,

FanF4a—LIlab L

U LDAP L L A

Kerberos LU L

=2 YL ILA

FSAMNIMTLILA

Digest HTTP ZREER
F— LTI

L. DIGEST-* SASL *
A=ZZXLICPTWET,

Negotiate HTTP Z25E R
F—LITHIR

L. GSSAPI 54U
GS2-KRB5SASL % 7
ZZALICEMLTWE
ERS

Bearer HTTP EREE R
F— LIRS

L. OAUTHBEARER
SASL X A= X AL
TWEY,

EXTERNAL SASL X A
ZALICETVWET,
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B4 TLS/SSL B St D& E

Data Grid DR EMBRISINZIF—RAMNTERET S EICLY., SSL/TLSES{EEFERLT
Data Grid Server DA X 1 7ICT DI ENTEE T, HETLS KRERIBE. 754 7 NiEBE
EFNIARETBIEETEET,

4.1. DATA GRID SERVER ¥ — X M 7 D& E

F— 2R M7 % Data Grid Server IZBIML. TDID %AV 54 7> MIF L THREEY % SSL/TLS SIFAE %
RBARLET, EX¥2YUT1—LILAILTLS/SSL7A TV T 14714 —DEFNBHEIE. TOEF2Y
T4 —LIL%EEHT % Data Grid Server TV RARA4 ¥ MADEKAESIELE T,

BIRS G
e Data Grid Server DFFBAZE X /- FFBAEF 1 — D EFNDE2F—AMNT7EHEHRLE T,

Data Grid Server &, JKS. JCEKS. PKCS12/PFX. 8L U PEMDF—Z M 7R EHR—F L ZF
¥, Bouncy Castle 54 735 1) —HEET %5E &, BKS. BCFKS, 8L WUBEREHR—KINFE
ER

AEBRZICIE. RFC 2818 R TEBININ—IIIRL2 T, 795347V MHRA MEDMREEZEL K E
TTE 3L DI, dNSName & & U/ F 7214 iPAddress ¥ 1 7'M subjectAltName ILERAAS TN TL S
BEIHYET, COLDRIRF2RFLVIRAZT2EAL TH—N—%2EET 5 &, BEENRTI
ni’a—o

BF

ERERETIE. Y —/N—FFBEZE L Root /= 1F Intermediate CA D WTFNHADEFEI 1
DILDIE%“—J: 9'('%%“‘%6%‘%17‘ Uij—o

ek

LTFOWFNIDNEEFNZHBEICE. PEM 774 )L EF—X M7 E L THERATEET,
® PKCS#1 F7=I& PKCS#8 o DR R i,
o 1D EDIIRRE,

PEM 7 74 ILF¥F—ZA N7 AHZD/NAT— K (password="") CTHET 2HENHY XTI,

FIig
1. Data Grid Server 58 E =W THIREL X7,

2. DataGridServer D SSL/TLS 74 TV T 14714 —HEFNEF—ANT7 %
$RHDG_HOME/server/conf 71« L2 b)) —ITBIML E T,

3. server-identities &% Data Grid Server ¥ a2 ) 74 —LIJILAICEMLE T,
4. pathBETF—AMNT7 7714 IVEERBELE T,

5 ¥F—XAPMF/RRAT—KNEFREEIT A ) 7 RIC keystore-password & £ U alias BIE%EE L &
ER

6. EEZREICRELET,
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RORATY S

724 7> hH Data Grid Server D SSL/TLSID ZHERTES L DI, NSAMNIANTZFERALTY S
17V NERELET,

F—A M7 DFRE
XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<I-- Adds a keystore that contains server certificates that provide SSL/TLS identities to clients.

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="my-server"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"alias": "my-server",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "default"
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serverldentities:
ssl:
keystore:
alias: "my-server"
path: "server.p12"
password: "secret"

BEF#R

® HotRod 754 7Y NDESIEDEE

4.1.1. Data Grid Server ¥— X N 7 D4R
BIRFICF—ANMNTEBEMNICERT 5L DI Data Grid Server #58E L £ 9,

BR
BEBERINF— LT
o EEERETIHMEALAVTILEIW,

o REIGLTERINITT, LEAE V74TV M ORYOEREZNTT S
BRAAEICERINE T,

¢ HotRod 754 7Y N CEEFERARLGAMPENZINIT,

1. Data Grid Server 5% EZ=HWTIREL £,
2. H—/\—E&%EIC keystore E3% D generate-self-signed-certificate-host B == £ 7,
3. Y—N—FIAEDKRAMNEEEEL LTIHELZET,
4. BEEHREIHFELET,
ERINIZF—RNTDERE

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="generated-keystore">
<server-identities>
<ssl>
<I-- Generates a keystore that includes a self-signed certificate with the specified hostname. --

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"
generate-self-signed-certificate-host="localhost"/>
</ssl>
</server-identities>
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</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "generated-keystore",
"server-identities": {
"ssl": {
"keystore": {

"alias": "server",
"generate-self-signed-certificate-host": "localhost",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "generated-keystore"
serverldentities:
ssl:
keystore:
alias: "server"
generateSelfSignedCertificateHost: "localhost”
path: "server.p12"
password: "secret"

412.TLS =Y a3 VB LUBES A1 — MDERE
SSL/TLSEB{tAZFERLTCT/OM AV hDEF 1Y T4 —%RETZHBEE. FEDONN—23 VD

TLS 7O bha)E, 7OMIIKHOEEDESAA — M2 FEHAT % & 5 IC Data Grid Server #8E T X
i-g_c

FIig
1. Data Grid Server REZ=HWVWTIREL XY,

2. engine 3% % Data Grid Server M SSL EXEITEML £ 9
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3. enabled-protocols B %= FD1 DU LD TLS NN—Y 3 v &ERAT 5 & S IC Data Grid Z % E
LEY,
Data Grid Server i, T 74N KR TTLSN=Ya v 128L P13 5 R—bMLET, ZHTD
BB, VSAT7 Y MNEROEX1) T4 —7OMILESIRT 57HI1C, TLSVI.3 DH %K
ETEXT, DataGrid I&, TLSv1.1 OBEMEEHEL TVWEHEA, TN, HR— MDFIR
InEVWIOMINLT, EF2 T4 —REIFBUDHSTY, 1LY EWAN—=T3 2D TLS
EEMICTBIEIETEEZHA.

Digk

==
[=]

Data Grid Server @ SSL engine :XE%= A% 3 51551, enabled-

protocols B A FERA L TTLS N—Y a3 Y ABERMIERET Z2HENH Y
F 79, enabled-protocols B Z&EMET 5L, TRNTDTLS/N—=TYavH
HFEINnZEd,

I <engine enabled-protocols="TLSv1.3 TLSv1.2" />

4. enabled-ciphersuites B (TLSv1.2 LLF) & & U enabled-ciphersuites-tls13 B (TLSv1.3)
ZHEALT 1DFLIFEBRDOBESAA —MNaFEHT 5L DICDataGrid 288 EL £
FRITZFEDTO N IJLELEE (B): HTTP/2 ALPN) 2 R— M T3S A1 — M 28R EL TV
2RI IVENDHYET,

5. EREZREICREFELIT,

SSLI VY VDERTE

on

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
<!I-- Configures Data Grid Server to use specific TLS versions and cipher suites. -->
<engine enabled-protocols="TLSv1.3 TLSv1.2"
enabled-
ciphersuites="TLS_DHE_RSA_WITH_AES 128 CBC_SHA,TLS DHE_RSA WITH_AES_128_CBC_
SHA256"
enabled-ciphersuites-
tIs13="TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_128 GCM_S
HA256"/>
</ssl>
</server-identities>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"alias": "server",
"path": "server.p12",
"password": "secret"
b
"engine": {
"enabled-protocols": ["TLSv1.3"],
"enabled-ciphersuites":
"TLS_DHE_RSA WITH_AES_128_CBC_SHA,TLS DHE_RSA_WITH_AES 128 CBC_SHA256",
"enabled-ciphersuites-tls13":
"TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_128_GCM_SHA25

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
alias: "server"
path: "server.p12"
password: "secret"
engine:
enabledProtocols:
-"TLSv1.3"
enabledCiphersuites: "TLS_AES 256_GCM_SHA384,TLS AES 128 GCM_SHA256"
enabledCiphersuitesTls13: "TLS_AES_256_GCM_SHA384"

4.2. FIPS 140-2 B DES A FHT 5 A5 LA TOD DATA GRID SERVER
DEXTE
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FIPS (Federal Information Processing Standards) & l&. KEEHRBFO I E1—9—Y XA T LDIFHE
BLUTHA R4 VT, FIPS IFKEEBBBNMERAT2LHDICHAFEINLZEDOTT N, EEERMAD
ZLRBENICINODFREZFRLTVWET,

FIPS140-2 13, BB EY a—IICRd2EFa) 71 —EBEHfE2EELTVWET, REDIDKEF2 )

FA—TONA T —5FRAT BT ET, FIPS140-2 HHRICENT 2ESIEAREFAT 5 L D IC Data
GridServer #388E$ 5 ENTEXFE T,

BEFR

e Java PKCS#N SO/ ¥ —

® The Legion of the Bouncy Castle cryptographic provider

42.1.PKCSNEES7O/NA 4 —DERE
SunPKCS11-NSS-FIPS 7 O0/84 # —TPKCSNF—RX N7 AEET 5 &, PKCSNEES{LTO/N1 45—
BERETEET,
BIRS
o FIPSTE—RAICVATLERET D, YATALADFIPSET—REZBEMIILTWLWBEHNE D HIE,
DataGrid AX Y RS4 VA 4% —7 x4 X (CLI) T fips-mode-setup --check 1< >~ K& F
T9BTETHRIBETEET,
e certutil V—ILEFARALT, YATLLEKDNSS T—IR— %L L F T,

e SunPKCS11 7O/NA ¥ —%8MIZT 5L D IC java.security 7 7 1 L &EERE L 72 JDK % 1 ~
AM=ILLET, 2OTANAF—E, NSST—IR—RESSL FONS F—%ELZET,

o NSST—4R—ICEAEA I VA M—ILLZET,

FIig
1. Data Grid Server REZ=HWVWTIREL XY,

2. server-identities &% Data GridServer E¥ 2 ) 714 —LJLALITEML £,
3. SUnPKCS11-NSS-FIPS 7O0/3( ¥ —TPKCSN ¥ — R M7 %BEL T,
4. BEEREIHRELET,

F—RANT7DHRE

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>

<ssl>
<!-- Adds a keystore that reads certificates from the NSS database. -->
<keystore provider="SunPKCS11-NSS-FIPS" type="PKCS11"/>

</ssl>
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</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {

"provider": "SunPKCS11-NSS-FIPS",
"type": "PKCS11"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
provider: "SunPKCS11-NSS-FIPS"
type: "PKCS11"

4.2.2.Bouncy Castle FIPSEES 7'0/31 ¥ —DE&E

Bouncy Castle FIPS (Federal Information Processing Standards) B 51t 7’0/34 4 —I%. Data Grid
Y—N—DRETHRETDHIENTEIXT,

BIRS G
o FIPSETE—RAICVATLERET D, YATALADFIPST—REZBEMIILTWLWEHNE D HIE,
DataGrid A Y RS4 v 4A 4% —7 x4 X (CLI) T fips-mode-setup --check 1< >~ K& F
T4 ETHRETEEY,

o FIAZEZESLBCFKSHADF—ZA M7 ZFERLE T,

FIR
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3.

4.

5.

6.

Bouncy Castle FIPSJAR 7 74 JLZ=%4 > > O— K L. Data Grid Server D4 >~ X b —)L5ED
serverllib 71 L M) —IZ7 74 EBMLTLEI W,

Bouncy Castle #4 Y A h—)L ¥ B|CIE, install A¥ > RAERTLET,

I [disconnected]> install org.bouncycastle:bc-fips:1.0.2.3

Data Grid Server S8 EZ= W TIwREL 7,

server-identities &% Data Grid Server ¥ a2 ) 714 —LILAISEIML F T,
BCFIPS 7O/ ¥ —TBCFKS ¥—X h7.HEELZET,

EREZREIREFELET.

F—RANTDERE

XML

<server xmIns="urn:infinispan:server:14.0">
<security>

<security-realms>

<security-realm name="default">
<server-identities>
<ssl>
<!-- Adds a keystore that reads certificates from the BCFKS keystore. -->
<keystore path="server.bctks" password="secret" alias="server" provider="BCFIPS"

type="BCFKS"/>

</ssl>
</server-identities>
</security-realm>

</security-realms>

</security>
</server>

JSON

{

"server": {
"security": {

64

"security-realms": [{

"name": "default",
"server-identities": {
"ssl": {
"keystore": {

"path": "server.bctks",
"password": "secret",
"alias": "server",
"provider": "BCFIPS",
"type": "BCFKS"



$4% TLS/SSL BES{b DR

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
path: "server.bcfks"
password: "secret"
alias: "server"
provider: "BCFIPS"
type: "BCFKS"

43.797 54 7 MNEBREFRIDERE

Data Grid Server "EE TLS 2 {FR LTI SA 7Y MEHEOEX 1) T4 — %R ETHLDOICEELFE
_a_o

NSXAMXANTDERENS IS4 72 MID ZHREEY B & D IC Data Grid ZERET B ICIE. LLTFD 2
DDHEDHY FT,

o EEILFRIRE (CA) T%é%%uﬁﬁﬁiw&b‘ FNENSAMNAKNTTHEMBETYT, CAICEDT
ELINABAEAIRTTSE7 7147 ML, DataGrid ICERTIE T,

o EBHFMAEFEICMA T, INTDI 47V MIRENS iné NSRAMZKTHBETT, b

ZANANTICEET Z2ERBAHIPELIRTTSE VT4 T7 Y NDOHH Data Grid ICIEKET X
i_a_o

g
FSAMAMNT7ZRETEZRDYIC, HEV AT LAGRAZZFERATEIT,
AR

o CAGIFAZFLRINTOAREMEOVWT NI ZECISAT Y MNSRA NI MNP 2R L F
_a_o

e Data Grid Server DF¥F —RX M 7% {ER L. SSL/TLS 7 VTATA—ERELEY,
pa )

PEM 7 74L&, 1 DU EDIEIBAENEEFNE NS AMNA MNP E L THERTEEY, &
NoDOMZ Y MRAMNTIE, ZBD/XR 77— K password=""CRET I2HEHIHYZET,

FIR

1. Data Grid Server REZ=HWVWTIREL XY,
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2. require-ssl-client-auth="true" /X< X —4% —% endpoints FZEIEML £,
3. 2547 M5 X KMNA M7 % $RHDG_HOME/server/conf 71 L2 M) —IZEBML £ 9,

4. Data Grid Server ¥ a2 1) 74 —LJLAFRET. truststore 2= D path & &£ U password EE
ZIEELXT,

5. Data Grid Server T& 7 54 7~ MEEAE % FR5L 9 5355 (3. <truststore-realm/> EXR% 2
*al)Fqa—LILALIEBMLET,

6. REZREICRTFLET.

RDRTY

o TXxa)F4—O—IBLUVNRN—Iv>arTT7IEREHEHT S5HE1E. Data Grid Server
RET, V7247V MlBHE 2 FA L TEARBRZRELX T,

o U547 N%EREL L. DataGridServer & SSL/TLS iz xJ>IT—bMLET,

75477 MERAERERE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="trust-store-realm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that
contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates
or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="trust-store-realm"
require-ssl-client-auth="true">
<hotrod-connector>
<authentication>
<sasl mechanisms="EXTERNAL"
server-name="infinispan"
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qgop="auth"/>
</authentication>
</hotrod-connector>
<rest-connector>

<authentication mechanisms="CLIENT_ CERT"/>

</rest-connector>
</endpoint>
</endpoints>

</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "trust-store-realm”,
"server-identities": {
"ssl": {
"keystore": {
"path": "server.p12",

"relative-to": "infinispan.server.config.path”,

"keystore-password": "secret"”,
"alias": "server"
b
"truststore”: {
"path": "trust.p12",

"relative-to": "infinispan.server.config.path”,

"password": "secret"

}
}
b
"truststore-realm": {}
1]
b
"endpoints": [{
"socket-binding": "default",
"security-realm": "trust-store-realm”,
"require-ssl-client-auth™: "true",
"connectors": {
"hotrod": {
"hotrod-connector": {
"authentication": {
"sasl": {
"mechanisms": "EXTERNAL",
"server-name": "infinispan”,
"qop": "auth”
}
}
3
"rest": {
"rest-connector": {
"authentication™: {
"mechanisms": "CLIENT_CERT"

}

$AE TLS/SSLEES{bD%
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YAML

server:
security:
securityRealms:
- name: "trust-store-realm"
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm: ~
endpoints:
socketBinding: "default"
securityRealm: "trust-store-realm”
requireSslIClientAuth: "true"
connectors:
- hotrod:
hotrodConnector:
authentication:
sasl:
mechanisms: "EXTERNAL"
serverName: "infinispan”
qop: "auth"
- rest:
restConnector:
authentication:
mechanisms: "CLIENT_CERT"

ESPERoE
® HotRod 7547 hDESILDERE

® Using Shared System Certificates (Red Hat Enterprise Linux 7 Security Guide)

4.4. 7547 MiEBAEZ ER L ERDRE

> MERTE T Data Grid 21— —FRILIEHRAIEET %
NEEEAZE D Common Name (CN) 7 1 —JL RICEE

VA7 MNEBREREAEBNICT D E. V5347
MEI LK RYFES, 2FY. O—LZEI5314T7 Y
HIT2RENHYET,
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$4% TLS/SSL BES{b DR

AR

o USAT Y MI, RFAEXLIFEAZEF T — Y O—8 BEIT AR CAEHSE) ovnwdnd
NEEND JavaF—RA M T ZRMHLFT T,

o USA T NIEBBERAETT DL D IC Data Grid Server #88E L 9,

FIig
1. Data Grid Server REZ=HWVWTIREL XY,

2. ¥ a) 74 —&ERE%E T common-name-role-mapper = &%IC L £ 9,
3. 7547 MEBAE D S5 Common Name (CN) IZ, BEUIAMERZFOO—ILEZEYHTET,
4. BREHREILREFELET,

75477 MERAEERRE
XML

<infinispan>
<cache-container name="certificate-authentication" statistics="true">
<security>
<authorization>
<!I-- Declare a role mapper that associates the common name (CN) field in client certificate trust
stores with authorization roles. -->
<common-name-role-mapper/>
<!-- In this example, if a client certificate contains "CN=Client1" then clients with matching
certificates get ALL permissions. -->
<role name="Client1" permissions="ALL"/>
</authorization>
</security>
</cache-container>
</infinispan>

JSON

{
"infinispan™: {
"cache-container": {
"name": "certificate-authentication”,
"security": {

"authorization": {
"common-name-role-mapper": null,
"roles": {

"Client1": {
"role": {
"permissions": "ALL"
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YAML

infinispan:
cacheContainer:
name: "certificate-authentication”
security:
authorization:
commonNameRoleMapper: ~
roles:
Clientt:
role:
permissions:
- "ALL"
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5% ¥ — X h 7A®D DATA GRID SERVER ZiHE R DR

B5E £+ — 2 N 7A®D DATA GRID SERVER 2B DR TF

AERH —E R ITIE, Data Grid Server TOEREEICEREIIBHRAIMETY, AT — RAREDEHRLTF R
NSCFHAIRET BICIE. TN D% DataGridServer 8E 7 7 A1 JLICEEENNT 2D Tld/ia <. RiFFE
WEF—AMNTIEMLET,

RIS, T—IR—ZAPIDAPTA LI N —REDY—EREEHZAWEILTE-OD/IAT— RAaES
b9 2L, DataGridServer 5 Ed 32 ENTEZET,

BF

$RHDG_HOME/server/conf D /L —>FF XA RD/IXAT— RIZBSELINhFH A, K
ART 7AWV RATFLANDHEHIRY 7V CAEEFEF DODITRTOI—F—THT Y M.
TL—VFFRAMNDIRRT—RERTRTEET,

mu|ﬁ$ ARNTIENRZAT—RTREINLZRANTPESIE/SRAT—RTTH, KA K
FAWSATLANDEZI LA TV EAEFE O D>A—H—ThHo v ML, F—ZMT7H
%%&@AT%C&ﬁﬂ%TTQ

Data Grid Server DFREFEHR % T2 ICIR#E T 5 1IE. Data Grid Server 258 EH L OE1T
TEB2A—YHY—THI Y MNIDHRAEZT IR EFETIHELHYET,

51 BEIEHRF—ANTOEY N7y T

Data Grid Server 7 7 2 A DRIIEHR =BT B2F—A N T EERLZE T,
RELERF—RAMTICIE, BEIAEININRRAT—RICEETZIIA ) T7ADNDECESTIDEEFNFE
T F—RANTOEKRZIC. T—IR—REHRT IR EDERBEICTA Y TRAAIEELEFT, TD
#%. Data GridServer I&, Y —ERADREAEHITT D EZIL, F—ARNTHSZEDIA YT ADINR
7—RK%EESILLET,

BERBEDIA)7A%ZFERALT. BELGHOREBTRF—A M2 FRTEEY,

5

LX) FA—DRANTSSI9F4RELT, ¥F—X KT Data Grid Server D 7Ot
AERITT2A—H—DADPHABNE LD ICTE2HRELHY 9,

Flg
. $SRHDG_HOME T4 —I F)L 5B X £,

2. ¥F— A M7 H{EK L. credentials I~ RA&{FA L CEREFIEREZEML F 7,

)

FTI7F2ILETIE, F—AMT7DY A FIEPKCSI2 T, F—AMTPDTF 7L MNDOERICET
%ML, help credentials #=T L X7,

ROBE, /X2 — K "changeme" AIC "dbpassword" DTA Y 7R E=ESLF—XA M T &EHRT
2HEERLTVWET, F— 2 N POEREIC, palMABEALTF—RANTICTIERT S
2HDIRRAT—RE/ELET,

Linux
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I bin/cli.sh credentials add dbpassword -c changeme -p "secret1234!"

Microsoft Windows

I bin\cli.bat credentials add dbpassword -c changeme -p "secret1234!"
3IANVTADRF—ZAMTICEMINTWSZ E2HERLET,

bin/cli.sh credentials Is -p "secret1234!"
dbpassword

4. Data GridServer S8 EAHWVWTIREL X T,

5. DILDIEI‘E%EA: A I\ %ﬁﬁﬁ'ﬁ'%:ﬁ 7 (C Data Grid % /'-:.E_‘.l/ij_o

a. security 5% IC credential-stores 27 > 3 V& EBML £,
b. SREERF— AN T DABIEHGAEEEL X T,

c. clear-text-credential DX E T, FRIABHRF—RAMTICT IR T ZLOD/INA T — K%
ELZFT,

= o-1o)

Data Grid Server B8 EICFRAIBERF—ANTDI U T7TFAMRAT— K%
BMT3RKDYIC, AT Y RFELIITRIINRZAT—REFERL
T, EF¥a271—%8LTBHIENTEET,

iTC\ y)énm DIE|EE$EZ I\_)?@/\ZU I\é—: )DJIJO)DIL DIE|EE$EZ |\'70)77\9—
NAT—RELTHEATSZIEHETEET,

6. Data Grid Server B8 7 —4 YV — 2% LDAP H—N—RR EDHAIRY AT L & DERICHERT 55%
EICBWT, SBEERF—ANT7ZSRLEY,

a. credential-reference 7> a v ZEBMLZE Y,
b. store BT, FRABEHRF— A M7 DOHEAZIBEL X7,
c. aliasBMETIART7T—RDITA YT RAERELZET,
Bk
credential-reference X EDEMHEIEF T3 v TY,
o store iF. BHOF—ZAKNTHAHIBEICOHNBETY,

e aliasld, F—ANTFILEHDNXAT—RIA ) TIAREFNTVWEBEILOANET
_a—o

7. EEEREIRELEY,

5.2. SREFBEHRF —A N T7D/INRT— RDIRE
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Data Grid Server Tld. REIERTF—AMNTFICT IR T Z7HDICNAT—RHPBETT, FD/NR
77— RK%F1) 757 %R MT Data Grid Server DFREICEMT %5, EFa )71 —5@bE LT, /X8R
J—RICHASLaAT Y REFALEY, "RAT—REIRVLEYTBIENTEET,

BIRS G
® Data Grid Server ICFREEEHRF—RA M7 EZBZEL TW 3,

FIE
ROWT NI EITVWET,

e credentials mask 7Y REFEAL T, XAT—RABELMMIALAEWVWEDIICLET, LLTFIC
BlarmLET,

I bin/cli.sh credentials mask -i 100 -s pepper99 "secret1234!"

Masked /Y2 7 — K% Password Based Encryption (PBE) % {#f L. Data Grid Server :% % T &
ROATHBHENHY F9: <MASKED_VALUE;SALT;ITERATION>

o BREHNELTNART—RNERHFTIABITY REFERLET,
AEIATY RiE, YzILRI ) TRPR1 Y =i
&, java.lang.Runtime#fexec(java.lang.String) = FH T 2 FEDETAE I 7M1 IILT B Z
ENTEXY,
AR Y RICRS A= —PRBLBEIE. AR—ATRISNAXFEIDOY A MNTEELE
ER

5.3 |:|:L,\I:I | $E$_Z |\7 EQ/HE_I

Data Grid Server MR EICFREIEHRF—A M7 EZEBIML., 2V T7TFAMNDIRRAT—RK, YRV I Nk
IRRAT— R, FLEFRRAT—REHKTINAEBIATY REFERTZIEHLTEET,

IV TTFXFAMRIT—REFOFRIMBERF—ANT
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials" path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores": [{
"name": "credentials”,
"path": "credentials.pfx",
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"clear-text-credential": {
"clear-text": "secret1234!"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"

IRAT— KRBT R INERIERF—ANT
XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">
<masked-credential masked="10TMDZ5JQj6DVepJviXMnX;pepper99;100"/>
</credential-store>
</credential-stores>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"masked-credential": {
"masked": "10TMDZ5JQj6DVepJviXMnX;pepper99;100"

YAML

I server:
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security:
credentialStores:
- name: credentials
path: credentials.pfx
maskedCredential:

masked: "10TMDZ5JQj6DVepdviXMnX;pepper99;100"

HEaA<vY RONRRT—K

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">

<command-credential command="/path/to/executable.sh arg1 arg2"/>

</credential-store>
</credential-stores>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"command-credential™: {
"command": "/path/to/executable.sh arg1 arg2"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
commandCredential:
command: "/path/to/executable.sh arg1 arg2"

5.4 FREIBEHRF —RA M TSR

Data Grid Server [CEREEBEHRF —A M7 ZEBMT 5 &, BRRETENSZSRI DI EHNTEIT,
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F—8Y—RERE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
</security>
<data-sources>
<data-source name="postgres"
jndi-name="jdbc/postgres">
<I-- Specifies the database username in the connection factory. -->
<connection-factory driver="org.postgresql.Driver"
username="dbuser"
url="${org.infinispan.server.test.postgres.jdbcUrl}">
<I-- Specifies the credential keystore that contains an encrypted password and the alias for it. --

<credential-reference store="credentials"
alias="dbpassword"/>
</connection-factory>
<connection-pool max-size="10"
min-size="1"
background-validation="1000"
idle-removal="1"
initial-size="1"
leak-detection="10000"/>
</data-source>
</data-sources>
</server>

JSON

{

"server": {
"security": {

"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"clear-text-credential™: {

"clear-text": "secret1234!"

}

e

"data-sources™: [{
"name": "postgres",
"indi-name": "jdbc/postgres”,
"connection-factory™: {
"driver": "org.postgresql.Driver",
"username": "dbuser",

"url": "${org.infinispan.server.test.postgres.jdbcUrl}"
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"credential-reference": {
"store": "credentials”,
"alias": "dbpassword"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"
dataSources:
- name: postgres
jndiName: jdbc/postgres
connectionFactory:
driver: org.postgresql.Driver
username: dbuser
url: '${org.infinispan.server.test.postgres.jdbcUrl}'
credentialReference:
store: credentials
alias: dbpassword

LDAP ¥k
XML

<server xmIns="urn:infinispan:server:14.0">
<security>

<credential-stores>

<credential-store name="credentials"
path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>

</credential-store>

</credential-stores>

<security-realms>
<security-realm name="default">

<!I-- Specifies the LDAP principal in the connection factory. -->

<ldap-realm name="ldap"
url="ldap://my-ldap-server:10389"

principal="uid=admin,ou=People,dc=infinispan,dc=org">

B

AHEIRORE

<!I-- Specifies the credential keystore that contains an encrypted password and the alias for it. -

<credential-reference store="credentials"
alias="ldappassword"/>
</Ndap-realm>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"clear-text-credential™: {
"clear-text": "secret1234!"

}
H,
"security-realms": [{
"name": "default",
"ldap-realm": {
"name": "ldap",
"url": "ldap://my-ldap-server:10389",

"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"credential-reference": {

"store": "credentials",
"alias": "ldappassword"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:

clearText: "secret1234!"
securityRealms:

- name: "default"
ldapRealm:
name: ldap

url: 'ldap://my-ldap-server:10389'

principal: 'uid=admin,ou=People,dc=infinispan,dc=org’
credentialReference:

store: credentials
alias: Idappassword
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J—RPBEEEINIAYE—JEBETED LI, VTRI—ISVRAR— 2RELET, &
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DataGrid V S A9 —%RET DI EEHTEET,

6LTLS 7ATVTAT4—%FALILISRARY—NSVRR—FDtEF2
71t

SSL/TLS 71 FUTF 4 T4 —% DataGridServer 2% 2 ) F 4 —LILAICEML. 2haEALTY
SRY—KNSVRAR—PEEF2171LLF 9, DataGridServer 7529 —D /) — K&, SSL/TLS ZEHH
EET|MLT, 7OZRYA ML TN 5= 3V ERET BHED RELAY X v 22— % & JGroups
Avte—U%BESELET,
AR &

® DataGridServer 7 2 A9 —%A4 VA=) LET,

FIR

L1 DDEREEHIEFNB TLSF—A M7 AERH L. Data Grid Server Z8EL X9,
PKCS#1 £ 7= 1% PKCS#8 R DM, SEAE. B L UVED/ARXT— K TH % password=""
PEFNTWBIHEEIX. PEM 774 A2EAT2EHTEET,
p= -
F—2 N7 OFEAENABERER (CA) TEZINTULWAWGEEIL. BELIHE
FRIFARBOWTNAIDNEEZFNENSAMNANTEERTIVHEEHY FT,

2. ¥—X b 7% $RHDG_HOME/server/conf 71 L7 M) —IZEBML £ 9,

3. ¥F— A M7 % Data GridServer S REDFH LWEF 2T 1 —LILAITEMLET,

BF

Data GridServer TV RIRA VY DIV SR —KSVAR—KMERBLCEF2Y
TA—LILEFRALAVWEDIC, BEEOF—AMNT7EEFa2)T1—LILL%E
BT 2B HY FT,

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="cluster-transport">
<server-identities>
<ssl>
<I-- Adds a keystore that contains a certificate that provides SSL/TLS identity to
encrypt cluster transport. -->
<keystore path="server.pfx"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
</ssl>
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</server-identities>
</security-realm>
</security-realms>
</security>
</server>

4. server:security-realm B\ TEF 1Y T4 —LILLADERIZEEL T, EF¥aYF1—LIA
HEEATEEIICVIRI—FNSIVRAR—PEBRELET,

<infinispan>
<cache-container>
<transport server:security-realm="cluster-transport"/>
</cache-container>
</infinispan>

R

Data Grid Server #8813 5 &, UTOOATX v E—J I ISRI—DBISRAI—MNSVRAR—MICE
FalFT4—LILLEFERALTWSEZEZRLET,

I [org.infinispan.SERVER] ISPN080060: SSL Transport using realm <security_realm_name>
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FERFESILIE. UTDEIICISAY— S T4y oDEF2T1—%RELZET,
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NEEILEFNTVWET,
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2. /J—RIZVSR9—I8ML., MBETAYytE—VEESIELELVTESLELET,
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Gridld, ZD¥—2 Ly hF—ZBBNICERL. F5RI9— 53T 1 v 7 Z0E L, BEBDEME
ICHEELE Y, LEXE /—RDBENZBAICHEDOY— I Ly M F—ZERTBLIICITRY—
ERETEEY, IhICLY, /—FHEIRAEEEEZEE L THWF —TEMTERLRYEY,

—7%. SYM_ENCRYPT (& ASYM_ENCRYPT &Y £ &&ETY, /— KNV SRY——FT1x—4%—
EFXF—ERBTDIUENGRVWLHTY, SYM_ENCRYPTADBENGRKUEL, FTRAI—DX 2 /N—
Sy TOBEBICHRY — oLy NF—ABBNICERT BLOORENANI ETT, 1—F—I
J—RBOSRE— 574y VEESET BOIEATE oLy hF—EER L TEAT 5 BE
By ET,

6.3. FNMEBILZFERALLISTAI— I VAR—bDEF2T1L

DataGrid 7 S A9 —%5&E L. JGroups X v —Y %BESLTE>—7 Ly bF—%4EMK L CEBFEL
i_a—o

FIR
1. DataGrid "/ — KD ID Z1REETED L D ICT BEAEF T — VY THF—A MNP 2L F T,

2. VA —ADE/—RDIVZANAIF—RAMNT7EBELEF T,
Data Grid Server D& 1. $RHDG HOME T4 LY M) —ICF—RA N7 AEBREBELE T,

3. LTFofID &SI, SSL_KEY_EXCHANGE 70O b OJL& &1 ASYM_ENCRYPT O k3L
% Data Grid 52D JGroups X% v ZIZEML T,

<infinispan>
<jgroups>
<!I-- Creates a secure JGroups stack named "encrypt-tcp” that extends the default TCP
stack. -->
<stack name="encrypt-tcp" extends="tcp">
<I-- Adds a keystore that nodes use to perform certificate authentication. -->
<I-- Uses the stack.combine and stack.position attributes to insert
SSL_KEY EXCHANGE into the default TCP stack after VERIFY_SUSPECT2. -->
<SSL_KEY_EXCHANGE keystore_name="mykeystore.jks"
keystore_password="changeit"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT2"/>
<!I-- Configures ASYM_ENCRYPT -->
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<I-- Uses the stack.combine and stack.position attributes to insert ASYM_ENCRYPT into
the default TCP stack before pbcast NAKACK2. -->
<I-- The use_external_key exchange = "true" attribute configures nodes to use the
‘SSL_KEY _EXCHANGE" protocol for certificate authentication. -->
<ASYM_ENCRYPT asym_keylength="2048"
asym_algorithm="RSA"
change_key_on_coord_leave = "false"
change_key_on_leave = "false"
use_external_key_exchange = "true"
stack.combine="INSERT_BEFORE"
stack.position="pbcast. NAKACK2"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<!I-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

REE

DataGrid 7 S A4 —%EEIL/ME. UTFOOT Xy E—Jlk, 25X =21+ 277 JGroups R
Fy P EFRALTWSZEERLTVWET,

[org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack
<encrypted_stack_name>

Data Grid / — KX ASYM_ENCRYPT #f#FH L TW3BEDH YV T AH —ICBMTE, I—7T 4 X—
H—/ =Koy —JLy hF—ZMRBTEEY, THUADIFZEIK, RDX v E—I % Data Grid A
TJICEZTAFTNIY,

[org.jgroups.protocols.ASYM_ENCRYPT] <hostname>: received message without encrypt header
from <hostname>; dropping it

ESPERoE

® JGroups 4 Manual

® JGroups 4.2 Schema

6.4. WHES{LZFERALALIZRI— NIV RAR—bDEF2171E
EBELEF—ANTHoOMBTEREEZFHRL T IGroups X v £—I %BES{ET S &L D IC Data Grid 7 5 R
Y—ZRELZET,
FIE

L =Ly b EF—DEFhBF—AMNT7EZERLZET,

2. VSR —HNDE /) —RDIVSZANRRICF—ANTA2BELZET,
Data Grid Server D& &, $RHDG HOME T4 L M) —ICF—RA N7 EBREBELE T,
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FEOE IV FARI— MV RAKR— hDOBESIE

3. Data Grid 3#E®D JGroups 2% v 7 (Z SYM_ENCRYPT 7O hJL&EML E T,

<infinispan>
<jgroups>
<!I-- Creates a secure JGroups stack named "encrypt-tcp" that extends the default TCP stack. -->
<stack name="encrypt-tcp" extends="tcp">
<!-- Adds a keystore from which nodes obtain secret keys. -->
<I-- Uses the stack.combine and stack.position attributes to insert SYM_ENCRYPT into the
default TCP stack after VERIFY _SUSPECT2. -->
<SYM_ENCRYPT keystore_name="myKeystore.p12"
keystore_type="PKCS12"
store_password="changeit"
key_password="changeit"
alias="myKey"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT2"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<!I-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

REE

DataGrid 7 5 A4 —%EEIL/ME. UTFOOT XAy =Yk, 75X =21+ 277 JGroups &
Fy P EFRALTVWSZEERLTVWET,

[org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack
<encrypted_stack_name>

Data Grid / — Ki&. SYM_ENCRYPT zfFAH L. HEF—XAMNT7HHY—V Ly NF—ZEEBTE S
BEICRY VSR —ICBMTEET., ThUADEBEEIE. ROX v tE—IH Data Grid AT ICE XA
FhZEd,

[org.jgroups.protocols.SYM_ENCRYPT] <hostname>: received message without encrypt header from
<hostname>; dropping it

ESPERoE:H

® JGroups 4 Manual

® JGroups 4.2 Schema
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$F7%Z DATAGRID R— B L 7O MOl

DataGrid &, &2y N7 —2ICTF—9%98L. AEI ATV NERDOEREEILTE D725, Data
GridhBRY N T—O " S T4 v 0 5NIBTEE-ODICERTIR— MBI TOMNINERBTINEN
HYFEd,

DataGrid #!) E— MY —N—=¢ LTEITITZHBEIE. 7747 04—ILENLTYE—NISAT YV
NaEFRI§ 2 MBAHZIHZEDLHY ET, ALK, BmEPRY NT7—VDORIEZBECZHIC, Data
Grid /— KDV SR —BEIFERATEIR—MN2FAEITIVNELHY ET,

71.DATAGRID SERVER R— hHB L7700 b

Data Grid Server (&, 22 7O0MNIINTDISA T NI RAEHFATERY NT—U TV RRA
VIMNERHELET,

Zokan
11222 TCP Hot Rod & & U' REST
11221 TCP Memcached(7 7 # JU b Tld &
)
B—R—F

Data Grid Server {&. 12D TCP R— K~ 11222 TEHO 7O NI ERBELE T, 1 DDKR— b TEH
D7OMNINENIETZE, BENBERIEIN, DataGrid VS5 R9Y—4A2FT 704 T BEDOEEDEM
IHPBHINET, T/, 12OR—MAEFHATZE. X2y N7 —9 LOREBERRBEEIHRICHI X
bhadid, E¥xaUrs—L@bINET,

Data Grid Server i&. 754 7Y HASDHTTP/11, HTTP/2. 8L U HotRod 7O M DI ER%E, X
FIFELAETE—DR—MENLTUIEBLET,

HTTP/11 7y 7L — KAy §—

9547 MY TR MIIE, HTTP/1.1 upgrade Ny ¥ —7 4 —JL R%&3EI0 L T, Data Grid Server
EHTTP/ OEHRARIBTEE Y, WT. 254 7> 77 r—< 3 >4 Upgrade: protocol
ANy F—D4—)ILREZEETEET, T IT, protocol (TH—/IN—T > RRA ¥ MIRY FT,

Application-Layer Protocol Negotiation (ALPN)/Transport Layer Security (TLS)

9S54 T MEKICIK, TLSEfFEsNLTTOMNINERTY I — N %725 D Data Grid Server TV
KR4 >~ N ®D Server Name Indication (SN) ¥ v EV I hNEENF T,

Hot Rod ® BEI#H

HotRodANY ¥ —%&EL V547 M) VTR ME, BEWICHotRod TV KRS ¥ MIIL—F 4 v
IhZxEd,

7101.DataGrid NS 74 v IVRBEDRY NTD—D T 7 AT 94— ILDERE

T74T794—)LIL—I)L AL T, DataGridServer E2SA T NPT r—oavOBEO NS
T4y EHFALET,

FI7
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Red Hat Enterprise Linux (RHEL) 7—2 27— 3 Vv Tld, & ZIE. UTFD & S IT firewalld % FH
LTR—=M12ADIS T4 vV RHFATTEET,

# firewall-cmd --add-port=11222/tcp --permanent
success

# firewall-cmd --list-ports | grep 11222

11222/tcp

XY ND)— O 2EKICERINDZ 7747 94— ILIL—ILERET BICIE. nftables 1—F 1) F74 —%
FHETEFT,

N
(==
|

o firewalld DFERAH L VERE

e nftables MOfF

72. 95X —8Z74 v DTCP HLUVUDP R— b

DataGrid &, 7SR —KSVRAR—KMX v E—IICUTFTDOR—MNEFEARALET,

T2 bDR—F Zokan

7800 TCP/UDP JGroups 7 5 A9 —/NA ¥ RiR—
k

46655 UDP JGroups ¥ ILFF v+ X b

gORYA ML TY—2 3y
Data Grid IZ. JGroups RELAY2 7O M JJLICUUTFDR— M E2FEALE T,

7900

OpenShift TE4TL TW3 DataGrid 7 2 249 —D AT,
7800

J—REDKIZ 714 v IICUDP ZERAL., VA9 —FBDOINZ 714 v VICTCP 2ERAT %55,
7801

J—REDONZT74 v VICTCPAFERL, V75RY—BDMZ74 v 7ICTCP %EAYT 2155,
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