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o authselect select sssd O~ > K Z /=13 authselect select winbind I~ > RIRDA
vavEEBMLT, T74)LMNDTO77MIVEBEALTETCEET,

m  with-faillock
m  with-smartcard
= with-fingerprint

*Uﬁﬁﬁfﬁgtﬁ? 7°°/ 3 ‘/U)ﬁ )2 MIZDWTIE. authconfig A5 authselect ADZ 2 Y 70 N
Z# F 71 authselect-migration(7) # &R L T 2T W

p= o-1o)
authselect select %JHE%ETTZQEMC\ TAT77AIVICEETZERET 7M1 ILDIEL L
BREINTWVWBRZIEAEERLTLKEIWY, &AL, sssd T—EVHELLKEREINT

BEOTTIT 14 TTIREBWEEIC authselect select #£1795&,. O—AHIL1—H—D
37‘75“\ pam_unlx %ﬁﬁﬁ lJTDIb\DIET X zu) J: 7 ‘\- tL U i —g_

BREEFIR

1. SSSD @ sss T k1) —7' /etc/nsswitch.conf ICH B T E AR LE T,

passwd: sss files
group:  sssfiles
netgroup: sss files
automount: sss files
services: sss files

2. pam_sss.so TV k) —® /etc/pam.d/system-auth 7 7 1 L OARBT AR L £ 9,

# Generated by authselect on Tue Sep 11 22:59:06 2018
# Do not modify this file manually.

1
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auth required pam_env.so

auth required pam_faildelay.so delay=2000000

auth [default=1 ignore=ignore success=0k] pam_succeed_if.so uid >= 1000 quiet
auth [default=1 ignore=ignore success=0k] pam_localuser.so

auth sufficient ~ pam_unix.so nullok try_first_pass

auth requisite pam_succeed_if.so uid >= 1000 quiet_success

auth sufficient  pam_sss.so forward_pass

auth required pam_deny.so

account  required pam_unix.so
account sufficient  pam_localuser.so

BIER R

e authselect DEA A
o BIHIM authselect 7O 7 7M1 IILDEE

o JME® authselect 7O 7 74 IILDEKR ET TOA4 AV K

2.3. B8 M AUTHSELECT 707 7 1 LDE R
YRATFLBERER, ——XEDLETCT 7408 TOT77MILOVWTIDNEEET DI ENTEET,
LUFDIEE %X, /etc/authselect/user-nsswitch.conf 7 7 { L= ZEETE X J,
e passwd
e group
® netgroup
e automount
® services
% M1 authselect select profile_name Z %179 % &. /etc/authselect/user-nsswitch.conf 1 5

letc/nsswitch.conf 7 7 1 JVICEFRAIREREENGEINE T, TITANLONABAWERIE, 77406
DTOT7AINEBEICEI>TEEETINZFT,

8%

/ete/nsswitch.conf 7 7 1 LA BIERE L RWVWT LI,

=S ]
1. authselect 7O 7 71 ILERIRLE T, UTFICHIZRLET,

I # authselect select sssd

2. WERZET /etc/authselect/user-nsswitch.conf 7 7 1 L &2 fREL £ 7,

3. /etc/authselect/user-nsswitch.conf 7 7 1 LD S ZEEAEHALF T,
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X5
wi

#5288 AUTHSELECT Ca1—H¥—325FD

I # authselect apply-changes

BEEFIE
e /etc/nsswitch.conf 7 7 1 JL T, /etc/authselect/user-nsswitch.conf H 5> DZEEMNMEEIN T
WBDAEERLTLEETL,
BTG IR
e authselect DEA A

2.4. B ® AUTHSELECT 7O 7 74 LDERK E T 704 X > b

VATFLABEEIZ, T7ALMNTOTFAIILOVWTNROIDARY LAIAE—EER LT, hRY LTO
774NV EERELTTF IO/ TEET,

ZhiE, FEMOD authselect 7O 7 740 #ZEBTHZDIEFICENTT, hRYLTO7 74V ETS
O435&, ZO7O77AIEEELEZRANMIOTA YL TWRITRTOI—F—ICEAINE
-a_o

FIR

1. authselect create-profile I¥ > REFERALTHARYLTOT7 7M1V EERLET, & X
X, BXBD sssd 707 7 1 JLICED < user-profile WD HRY L TOT 74 )L %ER
L. /etc/nsswitch.conf 7 7 1 L CIHBZRET 2 ICIE. UTFOITY RZ2EITLET,

# authselect create-profile user-profile -b sssd --symlink-meta --symlink-pam
New profile was created at /etc/authselect/custom/user-profile

Digk

==
[=]

/etc/authselect/custom/user-profile/{password-auth,system-

auth,fingerprint-auth,smartcard-auth,postlogin} 4 Z %9 3 T EDIFE
(. --symlink-pam # 72 3 V2 BEEFICEROIATY REABDLZF
¥, ik, authselect-libs D7y 7/ L — RAICEBENBERICHZIL
BHDITITVWET,

O Y KT --symlink-pam# 7> 3 V& FEAd25 &, PAMTY 7L — b JE—TIERL<

FTDTAT7AINT7AIADIVR) v ) VIR Y £9, —-symlink-meta 4 7> 3> %
ffA$ % &, README, REQUIREMENTS R ED XY 7 74 J)LH, JE—TIEa<xTn 70O

T7ANT7ANANDIVRY v ) OICRYET, ChilLY, TDZTOT7 740D PAM
TYVTL—bBELUVAIT7AIINADSEOEFN, hRYLTOT7AIICERBINE

ERS

Zmoax v RiZ& Y., /etc/authselect/custom/user-profile/ 74 L 7 1) —®D
letc/nsswitch.conf 7 7 1 LD IE—DERINF T,

2. letc/authselect/custom/user-profile/nsswitch.conf 7 7 1 L Z&EL £ 7,
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3. authselectselect Y REZETLTHRY LTOT7 71 ILERER
L. custom/name_of_the_profile /X5 X —4 —%BIML T, /=& ZIL. user-profile 7O
774NV EERTBICIE, UMTFTOOATY REETLET,

I # authselect select custom/user-profile

BFEVWDY T VT user-profile 7O 7 7 1 L& EIRT D&, TDE RedHat ¥ sssd 7007 7
1IVEEH LB EIC. /ete/nsswitch.conf 7 7 1 JLICIT > 2BHLUAD TR TOEH % FIA
TEDLIICRYET,

B2 707 74 IWDERK

ROFIEIZ, sssd TOT77AIICEDWTTOT7 74 IV EERT D AEEARLTVWET,
ZZT, RAMBICHTZ2O—HILOEFENT—TILILy 27 v T%, Jetc/hosts 7 7 1 )L
TOHBEBL. dns T—49 R— F/=|& myhostname T—9 R—R ISR L FH A,

1. /ete/nsswitch.conf 7 7 1 JL T, RDITAwRELE T,

I hosts: files

2. sssd ICEDWTHRYLTA7 74 I EER LT, /etc/nsswitch.conf ICXHT 3%
BIIBRALZET,

I # authselect create-profile user-profile -b sssd --symlink-meta --symlink-pam
3. 7A77MIEERLET,
I # authselect select custom/user-profile

4. BEIHLT, ARYLTOT77M4ILT, ROBEHRALET,

o BIRNL7/ sssd 7O7 7 1 JLIZIS LT /etc/pam.d/system-auth 7 7 1 LHMER I h
W3,

e /etc/nsswitch.conf DEREITZEEIN TR,

I hosts: files

R

& ¥FiC authselect select sssd #3179 % &, hosts: files dns
myhostname O & 5 I Y £7,

BIER R

® authselect DfEAFE

2.5. AUTHCONFIG 1 5 AUTHSELECT AND R J V) 7 N DZ#

ipa-client-install 7z (% realm join 2R L T KX A VIZBMT %B41E. X2 Y 7 b ® authconfig
MOHLZHBRLTCEEEIEHY FHA. INHTERVIEEIE. & authconfig I—I)L %, AED
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552% AUTHSELECT Ta1—%—3R5EDXE
authselect A —JLICEZIMATLEIV, ZOHBEIE. ELWITOT7 7L E#ENRA T 3 v 5 RIR
LEd, ILHIC, MERERE7 7ML ERELE T,

o /etc/krb5.conf

o /etc/sssd/sssd.conf(sssd 707 7 1 JLDIFE) F 7=l /etc/samba/smb.conf (winbind 7’0
771ILDHER)

authconfig # 7> 3 ~ &E[A%® authselect 7A 7 74 b4 7 3> & authconfigd 7o a v &
authselect 7O 7 7 1 JLDER Tl&. authconfig # 7> 3~ &A% ®D authselect # R L TWE T,

#2.1authconfig 4 7> 3 >~ & authselect 707 7 1 L DB

authconfig4d 7> a3~ authselect 7AZ7 7 1 )L

--enableldap --enableldapauth sssd
--enablesssd --enablesssdauth sssd
--enablekrb5 sssd
--enablewinbind --enablewinbindauth winbind
--enablenis his

2.2 authconfig # 7> 3 >~ & A%F® authselect 7O7 7M1 IV A T3>

authconfigd 7> 3> authselect 7”07 7 1 JLHEE

--enablesmartcard with-smartcard
--enablefingerprint with-fingerprint
--enableecryptfs with-ecryptfs
--enablemkhomedir with-mkhomedir
--enablefaillock with-faillock
--enablepamaccess with-pamaccess
--enablewinbindkrb5 with-krb5

authconfig A%~ K & FEZF D authselect A< > KDAI Tl authconfig ~DF* v I X5 — N DV H
L % authselect ~\DF v 7 X5 — hDIFECH LICE#RT =0 ZBNMLE T,

#2.3 authconfig A<~ K &EEFD authselect A7 > FDHI
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authconfig A< > K R%® authselect A¥ > K

authconfig --enableldap --enableldapauth --
enablefaillock --updateall

authconfig --enablesssd --enablesssdauth --
enablesmartcard --smartcardmodule=sssd --
updateall

authconfig --enableecryptfs --
enablepamaccess --updateall

authconfig --enablewinbind --
enablewinbindauth --
winbindjoin=Administrator --updateall

2.6. EAEIEHR

® Whatis pam_faillock and how to use it in Red Hat Enterprise Linux 8 & 9?
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authselect select sssd with-faillock

authselect select sssd with-smartcard

authselect select sssd with-ecryptfs with-
pamaccess

realm join -U Administrator --client-
software=winbind WINBINDDOMAIN

® Red Hat Enterprise Linux 8 /SR 7 — KR & —/1EHMEDERTE


https://access.redhat.com/solutions/62949
https://access.redhat.com/solutions/5027331

SE3%F SSSD & ZDFRUICDWVWT

FB3ESSSD & EDFHICDWT

SRATALEF2YT 14— —ERT—F YV (System Security Services Daemon: SSSD) (. Y E— b
TALIN)—ERARANZXLILT IV ECRT DV AT LY —ERTY, AETIE, SSSD DL,
SSSD DERBFDFI =, FREZ 7 1 VDB E, FREAMEERID B LR TONS F—DBEEA R

BLEY,

3.1.SSSD O {+#H

YRATLEF2Y T 14— —ERXT—F YV (System Security Services Daemon: SSSD) (. Y E— b
TALIMN)—ERBANZALILTIERATESRLIILT BV RATLY—ERTY, SSSDIVFM4 7
YMNTHBZO—NNYRTL%E, AEBONY I TV RIRATFTLA(TOANRM T ) ILERTEET,

UFICHZERLET,
e IDAPTA LY KY)—
® |dM (ldentity Management) KX A ~
e AD (Active Directory) KX A >
® Kerberos LV A
SSSD (&, BATF®D 2 ERfETHBEL X7,
L9247V e )E—TONRAT—ICER L. IDERE LURABERZME LI,

2 Hy LT;DILDIEI‘E%E%{E% L/—C 77’( I\‘:j-_ﬁj:_tnlbDIEIEE$EO)D jj)l/#’\" b /:Lia—f'ﬂz
’ﬁbia—o

A—ANYRATLDI—H—F, YE—FTONA S —IIREILTVWEZI—H—THI Y MNaFERAL
TDILD T%i-a—o
SSSD &, H—ANYRFATI—HF—THIY bEFERLEEA, £ L. &ﬁDH\mMJ—ﬁ—

@$—A?4b?hU—%W&T%JvE&ET%iTQWﬁ# TT3E, M A—H—DHR—
FA4LON)—&, V54T NEQOYFUYIE, - —HPOFT 7#Lr%%%*niﬁh

E43.1SSSD D 4t#f &
S SSSD retrieves and stores
SSSD ! information about users
Local System | cache | Remote System
(SSSD Client) t-----mmmmemmmeed (Provider)

SSSD (£, NSS (Name Service Switch) ¥ PAM (Pluggable Authentication Modules) 72 & DD~ R
TLY—ERDF vy Y1 2R HTBIEETEET,
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R

21— EROF v v L AT SSSD Y —ERDHEFEALET, ALY RATAT
F + v 2 2 AIC Name Service Caching Daemon (NSCD) & SSSD DA %=E1T9 % &,
NI =TV ADBBERHEENRET DAL HY £,

3.2.SSSD #{#FFH ¢ 5F =

SSSD (System Security Services Daemon) {9 5 &, 1—H— ID OEG & 21— —FREEICEED
F=pHY T,

*754 VB

SSSD i, MEICHLT, VE—MNTANA Y =I5B LAI—Y— D BELVRIEHFERDOF v v
VaHERELEYT., TORETI., By avoRBEICTTICVE-—N AR —IIHLT—
BRI NTWBEEEIF. YVE—NTAONA Y —FHRIEISA T RDBFTTSAVTH>THY
Y=L L TEBICERIITEE T,

B—a1—H—7hov MERETOERO—EHOMR L

SSSD Tld. #7534 VERAERICHRT AU Y heA—ANA—HF—ThU Y NOWAZHET S
BERIHY THEA, FERZRODEEYTY,

o BENDEYYaVTEH, 1——PRETEHE—EOSTA YL TWEIREAHYFY, 21—
HF—HAHTOTA Y LIzEZIIC, 54T MIYE—NTONRNA Y —|1IEHGTIHREN
HYFEd,

® SSSD THv v aaxBMITEIHLENHY X7,
SSSD #fFALAWVWE, JVE—FI—H—IlIE. ZLLDHE. EBOI—YF—ThHho VY
BELET, KEzlE RETSA4XR—Mxy =2 (VPN) IZE/RT 5I121E. VE—bH
A—H—2, O—HIYRATFTLEADTHIY bDIENMI, VPN Y AT LBDDT HD v
EAAREBIZRYET, COVFNVF T, RIMICTSAR— 2y N7—9 ETEREEL T,
DE—MY—N—D51—H—ZREL. 21— —-FRARHREZ2O0—AHILTHFvrva1d s
ERrHYFET,

SSSD TlE. F+¥ v aBLUVF 754 VEREEICL Y, VE— b2 -V —FA—HILTI Y
ICEREET 52 & Ty RYMNT—=J Y —RICERTEFT Y, SSSD IRICRY hT—U DR
AEIRImEMRLE T,

ID AN ¥—s L CEETONA F—~DAaTOER

BHREVIVIANTDE, V547 MEFETO—HILDSSSD Fv v a1%zMaBLET, SSSD
. Fr v aTHERIFMATETAWVERICRY., VE— M TORNM Y —ICBVWEDEFT,

33. 94T N EICERDSSSDEEET 71 )L

SSSD DT 7 # )L MERE T 7 1 )L IZ /ete/sssd/sssd.conf T, ZD 7 74 ILEIXBIIC, SSSD

I&. /etc/sssdiconf.d/ T4 L7 h)—D*conf 77 A ILDITRTHDSZEDERELEFZAND I EDNTE
EJC N

:._OJ%E%A:thh CIRTDYISAT Y MNTTF T4 MD Jete/sssd/sssd.conf 7 7 1 )L % {F
. BINOEET 7 4»KEM&E%EMLT\9547)#3&[%%%@%[%%?3§T0

SSSD AR E7 7 M I & NH T % Hk
SSSD I&, UTDIEETEREZ7 71 IV A2FHAHIY T,

1. 754 <) — letc/sssd/sssd.conf 7 7 1 JL

18
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2. letc/sssd/conf.d/ DD *.conf 7 7 1)L (7L 7 7 X NR)

BUNRIA—F—DEHDERET 7M1 IVICKRIIND &, SSSD IHEEICHAND/NTX—5 —%EH
L/i_a—o

pa 3

SSSD &, confd T4 LV M) —HODELT7 74 (. THREZ 7 714)) Zindrdd+ £
A

34.SSSDDID 7ONA Y —E L VERIETAO/NA F —

SSSD US4 7 v ME, AEID BLUERIETO/NA ¥ — (LDAP T4 L7 b1 —_ Identity
Management (IdM), Active Directory (AD) K X A >, Kerberos LIV AR E) IR TEE T, RIC,
SSSD V547> MESSSD 7ANA ¥ —%FHELTID L VRN E— M —ERIZT7IEALE
¥, SSSD A, EXRZID FAONA Y —BLVRETONA Y —, FrEThoDEAEDLEAFERT
2LIICRETEZT,

SSSD KA & LTDID BLURETONA F—

IDHLVRIETO/NA F—IF, SSSDRET 7 1 )L letc/sssd/sssd.conf T KAV & LTEREI N
¥9, 7O/NA1 45—k, 7 71 )L [domain/name of the domain] 2% > 3 > F 7z |& [domain/default]
I avIlBEHERINET,

I1D2ORXA V%, UFo7ann4 ¥ —ondFnsr e LTERETEET,
e UDYGIDAREDI—Y—IEREIRMELT S ID TOANS ¥ —

o /etc/sssd/sssd.conf 7 7 1 JLD [domain/name of the domain] 7 < 3 > ® id_provider
AT avEFBALT, KXV IDFORMYT—ELTHBELET,

® & uIEgT%LfET%) ;gniE-j,D/\’f y_

o /etc/sssd/sssd.conf @ [domain/name of the domain] 2% > 3 > @ auth_provider + 7
YavEFALT RXAVE@BETON(Y— ELTEELXT,

° um_.fg"kfa':kfi?% atlfﬁﬂﬁﬂ]jﬂl\'f y_

o /etc/sssd/sssd.conf @ [domain/name of the domain] %7 2 3 > ® access_provider 7=
ToavEFERLT, RAMVE 7HEABATONRMF— ELTEELEY, 774/
Tk, 7Y avidpermit ICEREINTHY., BICIRTOT7 IV RE2HFTLET, #
#Hl sssd.conf(5) man R—IEBIR L T I,

o WIET 2 IRTOBRENMIEDY—N—HNTRITINZHERE, ThoDTO/( 5 —0H
HrEDYE

o ZmizA. id_provider # 7 3 >, auth_provider # 7> 3 >, & &£ U access_provider
F 7 aviEdT T, letc/sssd/sssd.conf ® [domain/name of the domain] % 7z (&
[domain/default] Z 7 > 3 VICEHINE T,

pa )

SSSDICEHD KA VERETEE T, PR EEFEVTNHAD KA VERET D
EAHYET, HZELAWE, SSSD IFEFHLFHA.

Ox>o—7O/nNqg ¥—
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TOF>—7OnNA ¥ —IE, SSSD &, SSSD AFATE AW Y —REDBEDHEY L —& L THEE
LEY., 7AF>—TaNN( Y —5FHETZFA,. SSSDIE7AOF>—H—ERICERL., 7AF> —
WBHEEINLSA TS —45HmHIAIET,
sssDAAaxFy—7AanNd ¥—%sFRHLTUTEEMCTELIICKRETETET,

o EMRAXyF—REDRDIRIF X

o NSKHREDLHY—YRT A

e Jetc/passwd 7 7ML TID 7ANA F—E LTERINDZO—AILYRTLTADIV b E,
Kerberos 7 ED ) E— REREET AO/NA 4 —

ID 7ONA ¥ —B L CRATO/NA Y —OFATELEAEDE
SSSD A, UTDID AN = 7O/ ¥ —DAEDLEEFRTELIICKRETTET,

R3ND 7AONA Y —B LR TONA F—oFIHAELHASHE

ID 7O/NRA §— ZE SO Y —
Identity Management [a] Identity Management
Active Directory Active Directory
LDAP LDAP

LDAP Kerberos

Proxy Proxy

Proxy LDAP

Proxy Kerberos

[a]LDAP T O/ A & — % 4 T DYk

B EE R
® authselect TA—H—EREEDHRTE
o SSSDAMEALE KX A vig@®o oy ) — [

o SSSDAHELAERAMNDA—HY—T7 o ERICETBLR—K

sssctl2a—71 74 —%2FERALTRAAYDRT—F9 %) X bFRTLTHIRY 5ICIE, Active Directory
(AD) 7 # L 2 b & DEFERAMRIC#H % Identity Management (IdM) IZ/R A M = EERT 2 HELHY T,
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5E4E LDAP #fF L. TLSEREIAWE L9 5 SSSD DFEIE

4% LDAP #{FHE L. TLSERIZNE S 9 % SSSD DEXE

System Security Services Daemon (SSSD) I&. Red Hat Enterprise Linux "2 M TID 7 —4% DG &5
MEEETET—EVTT, YVATLABEEER, RV R7OVDLDAP H—NR—%1—H—=ThHOV
FTF—INR—RELTEHERTELIICHRAMZRETETEY, BEFIE, LDAP ¥ —N— & D%
TLSEIERE CHESIL T 2 MENH D EVIEHEIBETEET,

pa )

TLS %%l 9 % SSSD 24 7> 3 v Idap_id_use_start_tls D7 7 # JL k(L false T
9, IDRRICTLS 2 L T ldap:// AT 2 &, WEXY ML, DF Y HFEE (MITM)
KEDVRIDNEELET., INICLY., LDAPRETRINZ ATV D UD %
IECIDEZZEETSZIET, A—H—DHEREZERT2H8EELIHY T,

Ty N7y THMERTERRIETEMELTWS Z & 2R L. id_provider = Idap ICF
FEINTVWARVWRBEZFERALTERENEIDZHIMTL TSI W, Fi:
id_provider = ad & & U id_provider = ipa (. SASL & U GSSAPI IC& > TIREI 1
rEStiERzERT 50, EZZITEEA.

EEEINTVWARVEEAFERT 2 I ENRELTIHRWEGEIL, /etc/sssd/sssd.conf
7 74 )L T Idap_id_use_start_tls = 7> 3 > % true ICERE L T TLS 2@ 2 HED
HyET,

41.SSSD #{FRH L T, BBSIELIN/=AHAETLDAP ST —9 5B T 5
OPENLDAP 754 7Y b

LDAP # 72 x4 MDA AEIE. Kerberos /SRA T — RF7/2IX LDAP /SR T — ROWEFNMITHRY F
T, LDAP ATV NORES L URAICEAT 2ERMIE. I TREWEHA,

BF

LDAP T SSSD #8E Y 5 DId. SSSD 8L U LDAP TEREREMA#MEVEL T 2E
HAFIETY, KD YIS, Active Directory ¥ Red Hat Identity Management (IdM) 7t &
DOMEROBEY ) 1—2a v /AT LRI LTSEIW, [dM OFHIE
Identity Management METE ZZR LTI,

Identity :leveloffset: +1
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E5Z LDAP Z{EH L. TLSERFANEE T 5 SSSD D& E

LUFDOFIEICHE > T, Red Hat Enterprise Linux (RHEL) & X7 Ls% OpenLDAP 7 54 7> b & L TE&
ELET,

UFDI 747 bREZFERALEY,

® RHEL Y RF7 LN OpenlDAP A—H =T AT Y N T —IR—IRFINTWVWEZ 1 —H—%F]
Y %,

® RHEL ¥ 27 A% SSSD (System Security Services Daemon) —EX #FH L a1 —H%—F—
Y EIET 5,

o RHEL Y27 AN TLS THSLIN/2ERHR T OpenLDAP Hf—/\— L BET %,

pa )

Frix, TOFIEICHE>T. RHEL ¥ A7 A% Red Hat Directory Server D92 54 7> k
ELTHRETBIEETETET,

([} =355
® OpenlDAP H—N—=HDA VYA M—)LIN, I—HF—BHRESOHTHREIN TV S,
® LDAPVZA 7Y NELTRET DKRRAND root tERRD % %,

® IDAPYV 547V MNELTHRETSDKRRANT, /etc/sssd/sssd.conf 7 7 1 LHMERR I 1. Idap
% autofs_provider & & ' id_provider & L TIEE TS5 LD ICEREINT WS,

® OpenlLDAP #—N—iERAE A KT LRERHN 5D PEM B DIBAEF = —> 1'H Y. core-
dirsrv.ca.pem & WD ZEIOO—AIN T 74 VIR EINTWS,

FIR
L BBy T—=T%A VAP LET,

I # dnf -y install openldap-clients sssd sssd-ldap oddjob-mkhomedir
2. BREE7O/NA Y —% sssd ICHIUEZE T,
I # authselect select sssd with-mkhomedir

3. OpenLDAP H#—/N—®D SSL/TLS isEBAE 2 KT LR/ N 5 DI — b CAEBRFPREF = —
v %= &1 core-dirsrv.ca.pem 7 7 {1 )L % /etc/openldap/certs 7 # )L —ICOAE—L XY,

I # cp core-dirsrv.ca.pem /etc/openldap/certs

4. LDAP H#—/X—® URL & #EF# % /etc/openldap/Idap.conf 7 7 1 JLIZEML £ 9,

URI Idap://Idap-server.example.com/
BASE dc=example,dc=com

5. /etc/openldap/Idap.conf 7 7 1 JL T, /etc/openldap/certs/core-dirsrv.ca.pem =S 7 %
TLS_CACERT /XS A —4 —DITZEML 7,
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5% LDAP ZfEM L. TLSEBEE2WEE T 5 SSSD DFKE

# When no CA certificates are specified the Shared System Certificates

# are in use. In order to have these available along with the ones specified
# by TLS_CACERTDIR one has to include them explicitly:

TLS_CACERT /etc/openldap/certs/core-dirsrv.ca.pem

6. letc/sssd/sssd.conf 7 7 1 )L T, IRIEDEZ Idap_uri /NF X —45—E LV

Idap_search_base /X5 X —% —|ZEHIL. Idap_id_use_start tls = True ICEEEL £ 7,

[domain/default]

id_provider = Idap

autofs_provider = Idap

auth_provider = Idap

chpass_provider = Idap

Idap_uri = Idap://Idap-server.example.com/
Idap_search_base = dc=example,dc=com
Idap_id_use_start_tls = True
cache_credentials = True

Idap_tls_cacertdir = /etc/openldap/certs
Idap_tls_reqcert = allow

[sssd]
services = nss, pam, autofs
domains = default

[nss]
homedir_substring = /home

letc/sssd/sssd.conf T, [domain] 7 2 3 > ® Idap_tls_cacert & & U Idap_tls_reqcert O
ExZELTTLSRAEHZHEELIT Y,

cache_credentials = True
Idap_tls_cacert = /etc/openldap/certs/core-dirsrv.ca.pem
Idap_tls_reqcert = hard

. letc/sssd/sssd.conf 7 7 1 L DIERZZE L X T,

I # chmod 600 /etc/sssd/sssd.conf

SSSD #—ERXE LW oddjobd T—EVZHBEH L THEMIILET,

# systemctl restart sssd oddjobd
# systemctl enable sssd oddjobd

. (BEITIECT) LDAP H—/N—AFE#E3R @ TLS1.0 7O ML FEAIE TLS11 7O M LA EA

LTW2BEIF. V54TV N RATALATYRATLALEDES{ERY) ¥ —% LEGACY LARJLIC
YIYEZ T, RHELAZO 7O NN AFEHLTCEBETESLDICLET,

I # update-crypto-policies --set LEGACY
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FFMilE. RedHat ARSI T —R—FILDF L v T R—2ZStrong crypto defaults in RHEL 8 and

deprecation of weak crypto algorithms# & U man RX— < D update-crypto-policies(8) = &
LTI,

REEFIR

e daOvYNZ@EAL., LDAPA—H—%#EEL T, LDAP Y —NR—N51—H—F7—5 215
TEBIE=MWRLEY,

#id Idap_user
uid=17388(Idap_user) gid=45367(sysadmins)
groups=45367(sysadmins),25395(engineers),10(wheel),1202200000(admins)

VAT LEEHEIE, dAY Y REFEALTLDAP MASA—H—% 0 T)—TEBLHICRYF LT,
ZDATYRIF, ELWIA—HY—IDETI—TXUNR—2y THERLET,
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#6235 |D FO/NA Y—B LCRETO/51 ¥ —DBRINEE

FB6EID 7AONA Y —BLUVRIAETO/NA ¥ —DENMRE
SRATLEF2Y T 14— —ERXT—F YV (System Security Services Daemon: SSSD) I, ) E— b
FTALIRNY) =B A N ALICT IV ERTDBZVRTLAY—ERXTY, SSSD DEREZRET 714 ILIE
letc/sssd/sssd.conf T9, AEZETIL. /etc/sssd/sssd.conf 7 7 1 ILERD L HICEE L T, SSSD
P—ERBLIUVRAA VU EBRETDHEZBHRLET,

o FISAVEREIZBMICT B/, SSSD ICL B REBI—F—ZOMBRNEB DA EZREL
i’a—o

e DNSH—ERFTARANY— SV TFINTFTorERTONA 5 —)L—Ib, LV SSSD »' LDAP
TORCRAT74 NI —%EBHTZHLIICERELZET,

6.1.SSSD WL 1—H—RZ 5 IRT 5 AEDFE

SSSD lF, BERIA—Y—ZOXFHNEBH LT, 21— —RERNAAVAVR—FXVMILET, T
7 # )L M Tl SSSD (&, Python X DL TDIEHRKIRICE DLW T, user_name@domain_name 7
ANDTLBRI—HY—ZEMBRLET,

I (?P<name>["@]+)@7?(?P<domain>["@]*$)

R

Identity Management 70/ 4 —& & O Active Directory 7A/NA ¥ —l&, T 7 %)L b
D1—HF—Z DXL user_name@domain_name Z 7z (& NetBIOS_name\user_name
TY,

SSSD IL& 22 R —F—RZDOMEIRAEIL. re_expression & 7> 3 > % Jetc/sssd/sssd.conf 7 7

AIVISEML, W RY LERKRIVZERIT DI ETHETEET,

o FHKXWEZITO—/NILICEERT ZICIE. EFRKREOITO—NILAIOES OFITRINTWVWS L
Sl sssd.conf 7 7 1 ILD [sssd] zV > a VICERKRBEEEMLET,

o BEDRAAVICERKRIEEZERT DICIE. HED KA VY TERKREDESE OBICHD LD
IC. sssd.conf 7 7 A ILDXIHT S RX At 9 < 3> ([domain/LDAP] 7 &) ICIERKIRZE
mLEd,
([} =355

e root77 1R

FIR

1. /etc/sssd/sssd.conf 7 7 1 ILEFRAIT £,

2. re_expression # 7> a VAFALT. hRYLDERKAZEELET.
fle 1 ERKFHRD I/ O—/NIL TCDEE

ITRTORAA VIR LTI O—/NIVICIERKRIBEZEERT 5I1C1E, sssd.conf 7 7 1 LD
[sssd] 22 < 3 >~ IC re_expression ZEML £9,

LR @D glob RIF%EA L T. domain\\username Z 7= (& domain@username DX T
A—HF—R%ZEFHETIIY,
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[sssd]
[... file truncated ...]
re_expression = (?P<domain>["\\[*?)\\?(?P<name>["\\]+$)

Ble2BED KA YADEREKBRDES

BEDRAA VIERICERRBAEERT SICIE,. sssd.conf 7 7 A ILDXIRT B R XA v
47> 3 I re_expression ZEML XY,

LUF®D glob RIFAEFEA L T. LDAP K X4 >~ ® domain\\username 7z &
domain@username DX CA1—H—KEEETIET,

[domain/LDAP]
[... file truncated ...]
re_expression = (?P<domain>["\\[*?)\\?(?P<name>["\\]+$)

FFHliL. sssd.conf(5) man X—<' M SPECIAL SECTIONS and DOMAIN SECTIONS &34 D
re_expression ZZHR L T LI,

6.2.SSSD 2R 1 —H—Z = HHNT B HEDRAE

letc/sssd/sssd.conf 7 7 1 JL T use_fully_qualified_names 7+ 7'~ 3 VA EMICR > TWBIHA.
SSSD &, 77 # )V M TUTDILRAZEIC L 2 @domain XX T, BeR1—F—ZE2HALET,

I %18s@%2%s

R

use_fully_qualified_names "SR EINTWARAWGEP, EHEIND KA/ VIIHLT
BARBIIC false ICEREINTWBIHAIC, KA Y IVR—FX Y bORBRWI—HF—FZD
HEHALET,

full_name_format -+ 7> 3 > % /etc/sssd/sssd.conf 7 7 1 JLICBIL THR Y LHRAEEET S 2
ET, SSSDILL B RERA—F—BOHENHAZRARTEET,

AR

e root 77 t2R

FIR

1. root & L T /etc/sssd/sssd.conf 7 7 1 IL I,

26

2. TRTDRAA I LT/ O—NICHRZEERT B ICIE. sssd.conf D [sssd] zv > 3>
IC full_name_format BN L £,

[sssd]
[... file truncated ...]
full_name_format = %1$s@%2%s



PB6EID TONA Y- L CEATONA ¥—DBEN

X5

ZDFHE. 1—%—4Ild user@domain.test E R-RINF T,

3 FEDRAA Y DA—F—BHAWRZERT 2IC1E. sssd.conf DFHT S KX A&
< 3 >|C full_name_format % EfNL £,

® %2%$s\%1$s % fF A L T Active Directory (AD) KX A > DILARZZRET B ICIE. U T &=ET
L/i_a—o

[domain/ad.domain]
[... file truncated ...]
full_name_format = %2%$s\%1$s

ZDIFE. 1—%—%&ld ad.domainwuser E RXRRINFE T,

® %3$s\%1$s % {FF L T Active Directory (AD) KX 4 ~ DIRAR%ZERET B ICIE. UTFEET
L/ i_a—o

[domain/ad.domain]
[... file truncated ...]
full_name_format = %3%$s\%1$s

Z DA, Active Directory KXA YD 75y M KX VEN AD ICREINTWBIFA.
a—4H—%I(& AD\user E RRINFE T,

FFHiX. sssd.conf(5) man X—<' M SPECIAL SECTIONS & DOMAIN SECTIONS #3438 %
full_name_format DFEEAZ SR L T LI L,

pa )

SSSD IF. ZRIDBETEZHDRAA Y IVR—X Y NEYIRTE 37/, RIETS5—
NEET DML HY £, full_name_format ZZELADEICKRET D E. Chi
BEBRICERETSLDICERTIEENERRINET,

6.3. 7754 VEREEODEMIL

SSSD k. T7 AN MTIE, 2 ——OREHRET vy v a2 LFEHA, BAEEROUIERFIC, SSSD
WBICTATYTA4T4—7TANAF—ICBRVEDLELEY, 7ANA Y —HIFETETLRVGEEIL,
:L_-'f leDIE“-—giﬂﬁbi-a—o

TATFVTATA—TANA Y —DFATERWNGEICI——DRIAETEDLDICTBIC

I&. /etc/sssd/sssd.conf 7 7 1 )L T cache_credentials % true ICERE L CEREAEIEHRF v v 2 5B

ET%§T°$VJ>1*htaﬂlﬁtm IRRAT—RE 2ERFBIANMFERAINTWVWSIHGE DR
DFFIEREZBLET, AY— M H— NERELDIHA. cache_credentials % true ICERE LY. EBIND
BREETORYITEIVEEHYFEFHA, EBICETINAEA Y SA VRIS F v+ v P2 IIEBHEINTYL

6@U\#754>T%@WT6HTTTO

BE
SSSD i, MRAT—RETFL—VFFARMTFryvalFHA, NAT—RKD/N\Y
YaDHERELET,

FEEEHRIZVIL MIZDSHA-SR2 Ny Y2 LTIREINEZT T, WEBENTIL— K
TA—AWBAFRAL T vy 227 74T AL, "RATD—REBFTE/I5
B, X2V T4 —VRIDPELBUEEIHYET, FrvPaTd 7 ILIITIER
T3k, RHELOT 72N THBIEET IV CADBNBETT,

fit
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AR

e root 77 t2R

FIR

1. /etc/sssd/sssd.conf 7 7 1 ILEFRAIT 9,

2. KX4A4>+% > 3>, cache_credentials = true 58 E%BML £,

[domain/your-domain-name]
cache_credentials = true

3B \ER):TATUTAT4—7TANA T =D HAETERWGEIISSSD ¥4 754 VERIED
AT HAREICHIBRZRE L F T,

a. SSSD ¢ E#¥ET B LHIICPAM Y —ERAZBZELFT,
SIS authselect T —H—FREEDEEE #S B L TLEI WL,

b. offline_credentials_expiration # 7> 3 VAR L T, BEGREEELZ T,
FIRIFBBATEREINS ZEISERELTLEIWL,

EAE, REOTAVICKRHILTHS 3 AM. 7754 VEREEZABEICT BICid. UTF
ZERALEY,

[pam]
offline_credentials_expiration = 3

BIER R

e sssd.conf(5) D man R—

6.4.DNS 4 —ERXT 4 A AN —DHRE

DNS H—E2RRHEAEFRTZE, PV r—2avhEEY A TOBEY—ERICH L TIEED K X
AYDSRV LOA—RKREHEL., RELRYA TOY—N—%BRTIENTEET, ID F/IERAH—
N—71" Jetc/sssd/sssd.conf 7 7 1 L CHARMIICEZR I N TWLWAWEEIX, SSSD (& DNS H—E Xt H
EFERALTH—N—%Z2FHNICKRETEEY,

7=& 21, sssd.conf T id_provider = Idap X ENEENTWVWBEDD, Idap_uri + 7> 3 Y THRR b

ZFELIEIPTRLADEBEINTVWAWEEIZ, SSSD IZ DNSH—EAWREAFRAL TH—/\—%F)
BICHRHELET,

yzo-1o)
SSSD NHRHETBDIE. TS5A <) —H—/IN—DHT, Ny I Ty TH—N—EFHHIC
EMETEFEA,

AR

e root 77 t2R

FIR
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PBEID TONA ¥ —B LR TO/1A ¥ —DBMHE

1. /etc/sssd/sssd.conf 7 7 1 IL AT £ 9,

2. 7547 —H—N—0DfE% srv_ICRELET,
LDAP 7ONA ¥ —DifE,. 7734 ) —H—N"—{LIdap_uri 4+ 7> a VA FHLTEHREIN
i’a—o

[domain/your-domain-name]
id_provider = Idap
Idap_uri = _srv_

3 NRT—REETANA I —TH—ERREEBNICTZICIE. Y—ERS1 TE2HRELF
-a—o

[domain/your-domain-name]
id_provider = Idap
Idap_uri = _srv_

chpass_provider = Idap
Idap_chpass_dns_service_name = Idap

4. MBICHLUT, Y—ERRHIE. YRATFLARIAMNED KA VEDE RAAVZE L THERL
9., BIDODNS KXA > %&FERAT 5ICIL. dns_discovery domain 4+ 7> a Vv FHLTHK
X UREBELET,

5. A7 av: 774 MTlE H—EXABRHIFLDAP H—ERXS 1 THXF vV LET, D
H—ERY 41 TEFEAT BICIE. Idap_dns_service_ name #+ 7> a Vv EFHALTY A &5
Ebi’a—o

6. A>3V TI7AIPMTIE SSSDILIPv4 7 KL ZDHMBREZHTLE T, AITICKRT S
&, SSSDIEIPV6 7 RL ZADMEZHATLE Y, COEFEARI YA XTSI
I%. lookup_family order = 7> a v AFERLZE T,

7. U —EZRHEZFERTH2IANTOY—ERICDWT, DNS LId— K% DNSH#—/N—|JEML
i’a—o

I _service._protocol._domain TTL priority weight port host_name

BEEE IR
e DNSH—EXR#MHICEEY % RFC 2782

e sssd.conf(5) D man XR—<

6.5.SIMPLE 772 7O/NNA4 5 —DIL—ILEE

simple 7 7 227014 5 —d, 1—HF—ZFLEITIL—TD)ZAMIEDWTT IR EHFAFL
FEEBLET, ThildY, FEDI I UADT I EREZFIRTEET,

fcEzIE Simple 772X 7ONA ¥ —%FAL T, HEDPI—HY—FLEIIN—T D7/ 2%
FIRTEET, DI —F—FLETI—TE. BEBFAHDORIETONAS ¥ —IIx L TEEICRRIEI
TWBBAETHEOJA VY TEFEHA,

AR
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® root 77t

FIR

1. /etc/sssd/sssd.conf 7 7 1 ILEARAT £ 9,

2. access_provider + 7> 3 > % simple ICEREL X T,

[domain/your-domain-name]
access_provider = simple

3. A—YH¥—DF7 IV RAFEIL—ILEEEZELET,
a. A=Y —~ADT7 I EREHATT 5L, simple_allow users + 7> 3 v EFRLET,

b. A—HY—~DT7 IV A%EERT ICIL. simple_deny users + 7> 3 v AEFRHLEY,

BF

BEDI—HY— D7 IR %ZHEET2HEICIE, BOI—H -3 RTICT
VEREEHNICHRALET, BFEI— Y —IIT7 IR EFAT 2ADESR
TBHIYERETHDEEEALNET,

4. JIW—TOT7 0 ZAHEIL—ILEEHZLEFT. UTFTOWThH%EREIRLET,
a. JI—T~ADT7 VR %HATT 5ICIE. simple_allow groups = 7> a YA FRLE T,

b. JIW—T~DT7 VA %IBET 5ICIL, simple_deny groups = 7> a v AFRLE T,

BF

BEDITI—TADT7 IR EEETT3HBEICIE. DT IL—FFRTIC,
TOEREBENICHFTLET, BWEIN—TICT VR 52HTTEANE
BI2LYERLETHBEEZONET,

Ple3EDI—YY—BLTCITIN—TADT7 I RFFA

UTFOHFTIE, OI—HF—Fg_RTUIH LT, PV EREEETS—AT. userl
user2, BL W groupl DA YN—ICT VR %=HTLET,

[domain/your-domain-name]
access_provider = simple
simple_allow_users = user1, user2
simple_allow_groups = group1

BF

BEEVAMEZEICTDE, IRTDA—H DT IEATEDSLIICRYFT,
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R

{E$8TX % AD 21— —7% simple_allow_users ') X MIENMT 2551, BIT2E
i K X 14 > 4% (FQDN) 2= (fl: aduser@ad.example.com) A L T 2T W, EAS
RXA 2V DEHBRIIELC THIAEENHZH., INICLY 7O ERFEEREICET
2EENERINET,

BIER R

e sssd-simple @ man R—

6.6.LDAP 7V R 7 4 LY —%ERT B7/-HD SSSD X E

letc/sssd/sssd.conf T access_provider # 7> 3 U HARREINTWBIFHIC, SSSD IFFEEINLT
JERAT7ANA T —%FRAL T, YATALILTIVEATE32—H—%2MLET, FALTWSETY
27N T =P LDAP T7ANA ¥ —85 4 TOUIRTH 2HEIF. Y RATLADT I RFFAIAIC

A—HY—HI—HBITI2NENHZ IDAP 7V ERAFE 7 1 LY —%5EETDIEETEET,

7o & Z £, Active Directory (AD) Y —/\—% 72701 ¥ —& L THERT %HEIE. Linux ¥R
TFTLANDT IV ERAEFIRTEET, BEINAL 7L —ICEZE LAV I - —ETRT, 77t
ZANEBFINZET,

R

TOER74IWI—IELDAP A—H—IT Y MN)—ICOABRAINET, ZTDRH., RR
MEINETIN—TTIDIATOT I ERAGEEFERT 2 EHMEELRWAREELHY
F9, RAMNINLTN—TICT V2 RAGHEZBERT 2I121E, Simple 77 2 70/34
F—IL—ILDEE #SRBLTLEIW,

BF

FI75AVvF vy a5 FERTBIHA, SSSD I, 21—V —AREBEICAVYS1 O
VORITICHIMLIEDNE DD EHRE LET., BAEEOA Y4 a4 VHRICERICOY
A Llca—H%—E 722X 74 W9 —IC—BLAWEETEH, 7754 cOJ4
VTEBLDIIRY FT,

AR

e root77 1R

FIa
1. /etc/sssd/sssd.conf 7 7 1 ILEFRAIT £,
2. [domainl| o> 3 VT, LDAP 7V AFIH 7 1LY —%EELE T,

o |DAP 7R 7ONA ¥ —Di5&IL. Idap_access filter # 7> 3 V= FHA LT, HH
I& sssd-ldap(5) man R—T A SB L TLEI W,

o AD7 /U EZRTONA ¥ —DiFEIL. ad_access filter+ 7> a VA FRLF 9., FMlE
sssd-ad(5) man R—YAESR LTI,

Bl6.4ED AD A—H—~D T ¥ &z ZAFFa

& zE admins 1—H#—7)L—FICE L. Bt Y bd* unixHomeDirectory ® AD
A—Y—IKDHT7 IR ZHFTTBICIE UT2ERLET,
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[domain/your-AD-domain-name]
access provider = ad
[... file truncated ...]

ad_access_filter = (&(memberOf=cn=admins,ou=groups,dc=example,dc=com)
(unixHomeDirectory="))

SSSD &, T k1) —® authorizedService 7213 host BIEICL YIERAHRT DI EHTEET,
R, 1Y -V M) —BLUREICIELT. 2472 3D MDASHLDAP 7 1 JL

4 —. authorizedService & & U host D MDASH %Z i CTX £ ¢, Idap_access_order /X5 X —4% —
&, THMETAREEIC, FEITR 77XV MA—ILOFEEITRTRRLET,

[domain/example.com]
access_provider = ldap

Idap_access_filter = memberOf=cn=allowedusers,ou=Groups,dc=example,dc=com
Idap_access_order = filter, host, authorized_service

BIER R

e sssd-ldap(5) ® man R—<
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P7ESSSD V147 MilDE 21—

B7ESSSD V47 MIlOE 2 —
SSSD ICiE sss_override 1—F7 4 ) 74 —hHZDT, O—HILII VICEBF®D POSIX 2 —H—F /-
BFIN—TBHEDEEZRRT 20— AL E1—%2FRTEET, ipa LA D=2 id_provider fEIC L& X
HERETEEY,

ipa 7ONA Y —%FHALTWEHEIX. PATDE2a—%2—TtHICEHELET, FMi DEx—%
FRALLIM IS4 T7Y bOI—F—BHEEBEOLEX 28RBLTLREIV,

SSSD DN T #—X VRAICEZAZABEMEDOHZBHEICDWVWTIE, SSSD /N T4 —T Y ZAILHITBID
Ea—IlL2BHEDTREME ASRBLTIEIL,

71.LDAP 1 —H—&ZEMDO LEX
TEEIE, BFEORIAMDLDAP LT ATV MAERTALDICKRETEEY, L. LDAPD
d—%— (&AL, UD, GID, R—ALTFT 4L I M)—, L) DEIE. O—AILY AT LDEE IXER

VEY, UTFTOFIETEAHVY ) —D username % EF L T LDAP @ username BEA FEXTXF
_a—o

FIE=S 0
® root 77X
e sssd-tools A1 X h—JLINTW3
FIr
L A—Y—DREDEFERERTLET,
I # id username
username (&, 1—H—ZILEZIWA XY,
2. BAVH)—0 A—YF—F 2BMNLET,
I # sss_override user-add username -n secondary-username

username |1 —H—HIZ, secondary-username [EF LW AI—HF—F ICEXH|ZF T,

3. sss_overrideuser-add v > RZFEA L THRIMDOLEEZ/EMR LD, SSSD ZHiELEI L T
TEAERBLET,

I # systemctl restart sssd

BREEFIR
o MLWIA—Y—FZAEMINALIEZRELET,

I # id secondary-username

e FETYd, 1—H—DLEEEXZRTLIET,
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# sss_override user-show user-name
user@ldap.example.com:secondary-username::::::

Bl7atho ) —21—HF—LZOEE
1 —4'— sjones ICtZH V4 1) —D username @ sarah ZEBMNT ZITIFLATEEITLE T,
1. 11— — sjones DIRFEDFEHREZRTLEXT,

# id sjones
uid=1001(sjones) gid=6003 groups=6003,10(wheel)

2. EAVHY—D 1—Y—F 2EBMLET,
I # sss_override user-add sjones -n sarah

LW A —ZNEMIN, 21— —DLEEZXNAELLRRINDZEAHEALE
-a—o

# id sarah
uid=1001(sjones) gid=6003(sjones) groups=6003(sjones),10(wheel)

# sss_override user-show sjones
user@ldap.example.com:sarah::::::

BIER R

e sss_override M man XR—

7.2.LDAPUID B EE X
BEEIZ, BEORAMNNLDAPOST7HIDV N E2FHETEELDICKRETEEY, /=72 L. LDAP D

d—#H— (&AL, UD, GID, R—ALTFT 4L I M)—, V) DEIE. O—ALY AT LDEE IXER
VEd, UTOFIETEALSBUD #E&L TLDAPUID EtA2 LEXTE XY,

GRS Jia
e root77 1R

e sssd-tools ’1 Y XA h—JLINTW3B
FIR
L A—Y—DFEEDOUD ZRRLET,
I #id -u user-name
user-name (¥, 1—HF—RICEZW!Z T,
XL

2. A—Y—DT7HhOVMDOUD Z L ERS
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I # sss_override user-add user-name -u new-UID

user-name (1 —H—ZIZ, new-UID IFFTLWUID BESICEI|MA LT,
BAVAE)—F vy a1 EKPIEET,

I # sss_cache --users

4. sss_override user-add v RZ AL THRIDEEEZ/EKR LD, SSSD ZHiELEI L T
TEAERBLET,

I # systemctl restart sssd
WREEFIR
e HILLWUDMEAINTWRZEEMRLET,
I #id -u user-name

e FETYd, 1—H—DLEXZRTLIET,

# sss_override user-show user-name
user@ldap.example.com::new-UID:::::

P72 12— —DUIDDLEEX

d—H—sarah D UID % 6666 ICEEXJ 5ICIE, ROOAY VY KEETLET,

1. —H%—sarah DIREFEDUD #XRR~L X7,

I #id -u sarah
1001

2. A—H—sarahD7HT Y bDUID % 6666 ICEEXL XY,

I # sss_override user-add sarah -u 6666
BAVAE)—F vy Y asFBTERBIELET,

I # sss_cache --users
4. SSSD = HiEEE L TEEZBEAL X T,

I # systemctl restart sssd
5. I LLWUD MRS, I—H—DEEIAELKRRIINTVWE I EZRALET,

# id sarah
6666

# sss_override user-show sarah
user@ldap.example.com::6666:::::
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BIERHR

e sss_override M man XR—

7.3.LDAPGID Bt EEX

TEEIE, BFEORIAMLDAP LT ATV MNAERTELDICKRETEET, L L. LDAPD
d—H— (&AL, UD, GID, R—ALTFT 4L M)—, Px)V)DEIE. O—AILY AT LDEE IFER
VEd, UTOFIETH®DGID #E&L T, LDAPGID @M% EEXTXZXY,

GRS 3aa
e root77 1R

e sssd-tools ’1 VA h—JLINTW3B
FIR
L A—Y—DEEDGCD ZRRLET,
I #id -g user-name
user-name (¥, 1—HF—RICEZW|Z T,

2. A—YH—DT7AVVNDGDELEEXLET,

I # sss_override user-add user-name -g new-GID

user-name (1 —H—HZIZ, new-GID IEFHL W GID BEICEIM|MAF T,
3AVAE)—Fr U aTRYIETXT,

I # sss_cache --users

4. sss_override user-add v RZ AL THRIDEEEZEKR LD, SSSD ZHiELEI L T
TEAERBLET,

I # systemctl restart sssd

BRI FIE
o HILLWGID MBERAINTWSZEA2BRALET,
I #id -g user-name
o FETCY, 1—H¥—DLEEXERRLZET,

# sss_override user-show user-name
user@ldap.example.com:::6666::::
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73 1——D GIDDLEEX

11— —sarah D GID % 6666 ICEEXF5ICIE. ROOATYV KEEITLET,

. A—H—sarah DIRED GID =X~ LF 7,

I #id -g sarah
6003
2. A—H—sarah 7hHV YV hDGID % 6666 ICEEXLZET,

I # sss_override user-add sarah -g 6666
BAVAE)—F vy Y asFBTERIIEET,

I # sss_cache --users
4, INHDPRPDLEEZDHZAICIE, SSSD 2HEH L TEREEZRELET,

I # systemctl restart sssd
5. #LLWCGID MERAIN, 1—HF—DEEIHELSRRIINTVWE I EZRALIET,

#id -g sarah
6666

# sss_override user-show sarah
user@ldap.example.com::6666:::::

BIER R

e sss_override M man XR—

7.4.LDAP R—LT4 LV MN) —BHEDODEEX
TEEIE, BFEORIAMLDAP ML T ATV MNAERTALDICKRETEET, L L. LDAPD
d—#H— (&AL, UD, GID, R—ALTFT 4L M)—, Px)V)DEIE. O—AILY AT LDEE IXER

VES, UTOFIRTHDR—LTA LI M) —ZEHLT. LDAPKR—LT A LI N)—BEZLE
ITETEY,

GRS a3
e root77 1R

e sssd-tools B'1 VA M—ILINTW3B

¥
L A—Y—DREOKR—LTA LI MN)—%ERRLZET,
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# getent passwd user-name
user-name x:XXXX:XXXX::/home/home-directory:/bin/bash

user-name (&, 1—HF—RICEZW|ZFT,
2. A—HY—DKR—LT4LIMN)—ELEEXLZET,
I # sss_override user-add user-name -h new-home-directory

user-name (& 1 —H—H&(Z, new-home-directory (EFTLWER—LFT 1 LV M) —ICESH#Z
x7,

3. SSSD =z HBiRE L TEEZEAL X T,
I # systemctl restart sssd
REEF IR
o HILWER—LTALIMN)—DNEEINTVWEILEZHERALET,

# getent passwd user-name
user-name :x:XXXX:XXXX::/home/new-home-directory:/bin/bash

e FETYd, 1—H—DLEEEXZRTLIET,

# sss_override user-show user-name
user@ldap.example.com:::::::new-home-directory::

P74 21— —DK—ALT4L I MN)—DLEEX

dA—%—sarah DFR—LT 4L 2 M)—% admin ICEEXTZIC1E, ROOY Y REET
LEY,

. A—H¥—sarah ODIREDK—LTF A LI N —AKRFLET,

# getent passwd sarah
sarah:x:1001:6003::sarah:/bin/bash

2. A—%—sarahDE—LT4 L2 M) —lF, FTLLWI—HY—DKR—LTFT1 LI M) —
admin ICEEXLE T,
I # sss_override user-add sarah -h admin

3. SSSD = HBEE L TEFEZEALET,

I # systemctl restart sssd

4 FHLWR—LTA LI M) —DEREIN, I—HF-DLEESHELKRREINDI L%
HERLET,

# getent passwd sarah
sarah:x:1001:6003::admin:/bin/bash
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# sss_override user-show user-name
user@ldap.example.com:::::::admin::

BIER R

e sss_override M man XR—

75.LDAP > TILEHED EE X

TEEIE, BFEORAMLDAP OISO T ATV MNAERTALDICKRETEET, L. LDAPD
dA—H— (&AL, UD, GID, R—ALTFT 4L I M)—, Px)V)DEIE. O—AILY AT LDEE IXER
VEd, UTOFETHDY zILAEEL T, LDAP VT IILEMA LEXTEET,

7S a3
e root77 1R

e sssd-tools B'1 VA M—ILINTW3B

=S ]
. A—%—00BEDOY I ERTLET,

# getent passwd user-name
user-name :x:XXXX:XXXX::/home/home-directory:/bin/bash

user-name (&, 1 —H—RICEZIWZAZET,
2. A—HY—Dv ) ELEEXLET,
I # sss_override user-add user-name -s hew-shell

user-name [F 11— —DEZENIC. new-shell IFFTILWY T IILICEZZF T,

3. SSSD = HBEE L TEFEZEALET,

I # systemctl restart sssd

BREEFIR
o LW IIHEREINTWSILZHEAELET,

# getent passwd user-name
user-name X:XXXX:XXXX::/home/home-directory:new-shell
o E%Tj—o l_ﬁ_o)igﬁ%%ﬁbij—o

# sss_override user-show user-name
user@ldap.example.com::::::new-shell:

IﬁW51—ﬁ—wy1»®i%3
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a1 —%'— sarah M )L % /bin/bash 5 sbin/nologin ICEE T %IC1E, ROOAY Y K%
T LI,

. A—%—sarah DIREDY I ERRLET,

# getent passwd sarah
sarah:x:1001:6003::sarah:/bin/bash
2. A—1%—sarah D> )L % L\ /sbin/nologin & T JLICEEZ LT,

I # sss_override user-add sarah -s /sbin/nologin

3. SSSD ~#HiEg L TEFE=EALET,
I # systemctl restart sssd
4. FILWO ZILDAEEZEIN, I—HF—DEEIHNELLKRFIINSE ZEEZERALE T,

# getent passwd sarah
sarah:x:1001:6003::sarah:/sbin/nologin

# sss_override user-show user-name
user@ldap.example.com::::::/sbin/nologin:

BIER R

e sss_override M man XR—

76. RAMDEEETDY) X MR

EREE, FAMNLEOR2DI—H—BLVPIN—TOEEZEZ YA MRRL., ELLEENEEE IV
R TEEY,

GRS Jia
e root 77 t2R

e sssd-tools i'1 VA M—ILTINTW3B

FIa
o 20— H—DEEZZ)AIRTLET,

# sss_override user-find
useri@ldap.example.com::8000::::/bin/zsh:
user2@ldap.example.com::8001::::/bin/bash:

o 2UN—TDLEEXEYZAMKRRLET,

I # sss_override group-find
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group1@Idap.example.com::7000
group2@Idap.example.com::7001

7.7.0—AILDLEE= DY

JO—NILILDAPTA LI M) —ICEZINTWAO—HILOLEEXEHIRT BICIE. UTOFIEAE
ﬁ L/i_a—o

GRS i3
e root 77 t2R

e sssd-tools '1 Y X h—JLINhTW3
FIa
o I—H—TFTAHUVMNDLEEZTZHIRYTZICIF. UTFZERLET,
I # sss_override user-del user-name
user-name [&, 1—HY—RICBEIWZF T, THRIFT CITEMIRY £,
o JI—TDEEZEHKRT I, UTEFERALIET,

I # sss_override group-del group-name

e sss_override user-del ¥ 7z% sss_override group-del O~ > K% FEH L THRID LE X %4
PRL75, SSSD =@iEE L TEEZRMLF Y,

I # systemctl restart sssd

A—H—FRFIN—TOEEZEHIRT2E. COF TV MOLEEEIHNITRTHIBRINET,

78.0—AIE2—DIJAR—FBELVA VR—b

O—AILDOLEEZEZEE., O—AILDSSSD F+ v Y allFEINTVWET, ZDFvvianbd
KA —BLPITIN—TOLEEEEIVRR—IMNLT, Ny I Ty THERTEET, Ny
T B IETHF vy VaANHIRINTE, BTREZETTEIT,

714

NN
N
&
N

GRS Jia
e root 77 t2R

e sssd-tools I'1 VA M—ILINTW3B

FIR
o 1—H—BL®IN—TE2—DONY I Ty TEERTDIIE. UTFEFERLEFT,

# sss_override user-export /var/lib/sss/backup/sssd_user_overrides.bak
# sss_override group-export /var/lib/sss/backup/sssd_group_overrides.bak
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o 1—H—BL®IN—TE2—%2ERTTZICE. UTEFEALET,

# sss_override user-import /var/lib/sss/backup/sssd_user_overrides.bak
# sss_override group-import /var/lib/sss/backup/sssd_group_overrides.bak
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E8EAD AFRAE7ONA Y —¢ LT{HERAT 5 RHEL KRR NDERTE

YRTLEEEIZ, RRM%E ADICSMIEFIC. Red Hat Enterprise Linux (RHEL) R X b DFREEZ O
/N4 4 — & L T Active Directory (AD) #{EHTE £ 9,

EZE, UTDEDIBIBARICETTEIT,
e ADEHEZIIWLT. RX MDEWNLS FTEMEDOHEZMS LRWVES,

o ZTMHRRAN (BEPC) IR, HATIADI—HF—DHNERTIFETH 5.

BF
ZOFEF. ZOF7TO—FHHEEINZIFHIPRYEBRLTLLIWV, BERFIHES
nFEtA

KbWIZ., ¥ AT L% AD F7IE Red Hat Identity Management (IdM) IZ5E2ICSMI &
5 EHEMETLTLKEIWN, RHELTRAME RAXA VIZSIMIE2 &, REABRICE
BTEEY, VA7V MN2EBEEREADICSMIBRIEICEESTR VATV NTO®
A4V AIDODVWTREDNH BHEIE. AD & DFEFEBERICH S 1AM H—/"—%EH
THIEERFTLTLEI W, IAM-AD FFEDFFHIE. |dM & AD EDED T # L X ME

DEREDEE & IdM EAD EDED 74+ L A NEDEFBEDSA VA M= 25BLTLE
-S \I\O

CDOFIEEETT B E. AD_user &V ZRID I —H—A', example.com K X 4 > D Active Directory
(AD) A—H'—FT—IR—RICEREIN/Z/NRXT—RAEFERAL T, rhel_host VAT ALICOYAVTES
£OICRYFT, ZDFITIL, Kerberos L JLLs EXAMPLE.COM £ example.com R X A Y (TxIG L £
ER

AR
e rhel_host ~D root 7V AN H 5,
o AD_user 1—H—777 > Mh example.com KX A VIZH B,
e Kerberos L)L Ls%h* EXAMPLE.COM T# %,

e realmjoin A< R%&{FEAL T, rhel_host A AD IZSIILTWEH A,

FIE
. AT —R%EZYYHTYIT, ADuser1—H—THo Y haO—HILITERMRLF T,

I # useradd AD_user
2. /etc/nsswitch.conf 7 7 1 ILEZFAWVWTIREL. UTDITAEEFNTWE & %=/EELE T,

passwd: sss files systemd
group:  sss files systemd
shadow: files sss

3. /etc/krb5.conf 7 7 1 L ZFAWTIREL. UTOEI Y a v EEEMEEFNDELDICLET,

I # To opt out of the system crypto-policies configuration of krb5, remove the
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# symlink at /etc/krb5.conf.d/crypto-policies which will not be recreated.
includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log
admin_server = FILE:/var/log/kadmind.log

[libdefaults]
dns_lookup_realm = false
ticket_lifetime = 24h
renew _lifetime = 7d
forwardable = true
rdns = false
pkinit_anchors = /etc/pki/tls/certs/ca-bundle.crt
spake_preauth_groups = edwards25519
default_realm = EXAMPLE.COM
default_ccache_name = KEYRING:persistent:%{uid}

[realms]
EXAMPLE.COM = {

kdc = ad.example.com
admin_server = ad.example.com

}

[domain_realm]
.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM

4. letc/sssd/sssd.conf 7 7 1 IL=VER L. LFDEI > a v ETEZFDT774ILICEMLEY,

[sssd]
services = nss, pam
domains = EXAMPLE.COM

[domain/EXAMPLE.COM]
id_provider = files
auth_provider = krb5
krb5_realm = EXAMPLE.COM
krb5_server = ad.example.com

5. /etc/sssd/sssd.conf 7 7 1 L DIERAZEZEL X T,

I # chmod 600 /etc/sssd/sssd.conf

6. SSSD (Security System Services Daemon) % #2& L £ 7,

I # systemctl start sssd

7. SSSD =AML E Y,

I # systemctl enable sssd
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8. /etc/pam.d/system-auth 7 7 1 L ZHZ, UTO €I/ aVETNEEFNELOICERLE

ER

# Generated by authselect on Wed May 8 08:55:04 2019

# Do not modify this file manually.

auth required
auth required

pam_env.so
pam_faildelay.so delay=2000000

auth [default=1 ignore=ignore success=0Kk] pam_succeed_if.so uid >= 1000 quiet
auth [default=1 ignore=ignore success=0Kk] pam_localuser.so

auth sufficient
auth requisite
auth sufficient
auth required

account  required
account  sufficient
account  sufficient

pam_unix.so nullok try_first_pass
pam_succeed_if.so uid >= 1000 quiet_success
pam_sss.so forward_pass

pam_deny.so

pam_unix.so
pam_localuser.so
pam_succeed_if.so uid < 1000 quiet

account [default=bad success=0k user_unknown=ignore] pam_sss.so

account  required

password requisite
password sufficient
use_authtok

password sufficient
password required

session  optional

session  required

-session  optional

session  [success=1 default=ignore]
use_uid

session  required

session  optional

pam_permit.so

pam_pwquality.so try_first_pass local_users_only
pam_unix.so sha512 shadow nullok try_first_pass

pam_sss.so use_authtok
pam_deny.so

pam_keyinit.so revoke
pam_limits.so
pam_systemd.so
pam_succeed_if.so service in crond quiet

pam_unix.so
pam_sss.so

9. /etc/pam.d/system-auth 7 7 1 L(ORA % /etc/pam.d/password-auth 7 7 1 JLICOAE—L
T, yesEANLT, 771 IDREOHETELEEXLET,

# cp /etc/pam.d/system-auth /etc/pam.d/password-auth
cp: overwrite '/etc/pam.d/password-auth'? yes

REEFIR

1. AD_user D Kerberos ¥4 v MREEF T v b (TCGT) Z#ERLEF., AD_user D/SA7T7— K%

BEIGCTABDLEY,

I # kinit AD_user

Password for AD_user@EXAMPLE.COM:

2. IS LATCT 2RALET,

# Klist
Ticket cache: KEYRING:persistent:0:0

Default principal: AD_user@EXAMPLE.COM
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Valid starting  Expires Service principal
11/02/20 04:16:38 11/02/20 14:16:38 krbtgt/EXAMPLE.COM@EXAMPLE.COM
renew until 18/02/20 04:16:34

AD _user |Z. Kerberos KX 4 > EXAMPLE.COM D:2:FIE#HR%ZF A L T rhel_host ICEEEICOY A~
LZx L7,
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FOESSSD AFAHLERANDI—HF—T7 I RAICEET B L R—
~

SSSD (Security System Services Daemon) I, EDA—HF—DNI A4 TFY MIT7 IV EZATESH, T
BUWHNZEBHFLET., AETIE, sssctlV—ILZ2FALTT7 I/ ERE#ELR—MEERL. 21— —
T—H RN DHEEHRBALET,

AR

e SSSD Ny T —IUNRYy NT—VBRIBICA VA M—ILINhTWS,

9.1.SSSCTLO~Y YV K

sssctl (£, SSSD (Security System Services Daemon) D A7 —4 A ILEAT 2 EHREZRBTE D LI
—BLAAEERHBETZIATVYRIAI VY —ILTT,

sssctl1—7 1 )74 —%ZEALT. UTOBERZPETEET,
o RXAVDIREE
o VA7V ha1—H—5R;
e HEDRKAAYDYZAT Y MADI—Y =TIt
o XyrvyaXhiavFUYILAYT 2ER
sssctlV— L &2 fEAT 5 &, UTFHAREICAYET,
e SSSDF¥+vvYaDEE
e OJDEE

o RET7AINDHER

Pz
' sssctl 'V —JL %, sss_cache 'V — /L& &L U sss_debuglevel V —ILICKH5EDTT,

BIER R

e sssctl --help

9.2.SSSCTL 2{FRHLAT7 7 RHEL R— N DERK

SSSD k. V347 MIATA VY TERA—Y—%HlHlT 27D, LR—FEETLTWETI VI
BAINZ 77 ERAHEIL—ILE) A RNKRRTEXT,

p= o)
F—EHAEEYIY—KDO XAV I TI N LIca—H—%Y—ILHBELAWED, 77
TRALR—MIERETIEHY £ A,

AR
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o FTIEERTO/A YL TWES,

e sssctl V=)L RHEL7 BL U RHEL8 Y AT ATHIATES

FIa
e idm.example.com KX A VDL R—MNE4EHT ZICIE. UTFEAALET,

[root@client1 ~J# sssctl access-report idm.example.com
1 rule cached

Rule name: example.user

Member users: example.user
Member services: sshd

9.3.SSSCTL Ta1—H —ERrAI DFFHD RS

sssctl user-checks 1< > K&, SSSD (System Security Services Daemon) &1 —H'—J)Ly 7 7 v
7. BEE. BLURAIFERTET7 SV r—> a3V TOMEDT NN JITIRIEET,

sssctl user-checks [USER_NAME] O~ >~ K&, NSS (Name Service Switch) 8L U D-Bus 1 > ¥ —
74 AD InfoPipe L ARV ¥ —THAAIGERI—F—T—9%KRLET, ZnIhdT—4I,
1 —4'—2A% system-auth @ PAM (Pluggable Authentication Module) ¥ —EX & FHLTCOJ1 v $ 3%
CEEFFAINTWAIAE DD ZERLET,
av Y RICK, 220FFvavhhyEd,

e -a(PAMT7 VY avh)

e -s(PAMH—EZMA)

ad T arvedP-sHToarvEERLABWVEGA, sssctl Y —ILIET 74 DA TP 3> -aacct
-s system-auth ZFHE L7,

Gl s
o FTIEERTO/M YL TWES,

e sssctlV—ILARHEL7 8L U RHEL8 Y AT ATHATES
FIa
e HEL—H—D1—H—-—FT—F9%RRTDICIFZ. UFEANLFT,
[root@client1 ~J# sssctl user-checks -a acct -s sshd example.user
user: example.user

action: acct
service: sshd

BIER R

e sssctl user-checks --help
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F10EZESSSD A FRA LI KX A VigsRD o T ) —

SSSD (Security System Services Daemon) (&, Identity Management (IdM) D KX A4 > &, 74 L X b
BIDIEFE T IdM IT#E#RE § % Active Directory D KX A V&) A NKRRTEET,

10.1.SSSCTL AR L7 K X414 D) R KR

sssctl domain-list I~v > REZFAL T, RXA Y MROYV—DREEET /NNy JTEET,

R

AT—FRAFITCICHATELQVWAREDHY FTT, KX UDBRFINGWGZEIR,
ARV RZ#BYRLET,

Gl s
o FTIEERTO/M YL TWES,

e sssctl V=)L RHEL7 BL U RHEL8 Y AT ATHIATES

FIR

1. sssctt A Y RDOANTARRT 2ICE. UTFOIAY Y REEIFTLETD,

I [root@client1 ~J# sssctl --help

2. MAAEARRXA VDY R MERFTBICIE. UTFZAALET,

[root@client1 ~]# sssctl domain-list
implicit_files

idm.example.com

ad.example.com
sub1.ad.example.com

1) Z MITIE. Active Directory & Identity Management & DRI T7 # L 2 NEDEFEEARICH D KA A
VHBENZET,

10.2.SSSCTL TR XA VAT —49 A DHE:R
sssctl domain-status AV FAFAL T, FAA Y MRAOY—OREA TNV I TXZET,
4 : )

AT—F AT CICHATELQVWAREDHY FTT, KX UDBRFINGWZEIE,
ARV RZ#HBYRLET,

Gl s
o FTIEERTO/MA YL TWES,

e sssctlV—I/LAWRHEL7 BL TP RHEL8 Y R T ATHIATES
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FIR

1. sssctt AV Y RDOANTAHRERT 2ICE. UTFOIAY Y REEIFTLETD,

I [root@client1 ~J# sssctl --help

2 BERAAVDA—H—T—9%2RTTBIE, UTZ2ANLET,

[root@client1 ~]# sssctl domain-status idm.example.com
Online status: Online

Active servers:
IPA: server.idm.example.com

Discovered IPA servers:
- server.idm.example.com

KX 4 > idm.example.com [&74 > 54 VIZiRY, ARV RERELELIZA TV MHALRRINFE
ER

RXAVHFATERWE, BRIBUTOLSICRY XY,

[root@client1 ~J# sssctl domain-status ad.example.com
Unable to get online status
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FNTESSSD AL PAMY—EZRD KX 14 > OHIE

FENESSSD ZFAHLZPAMH—E XD KX 4 >V DHIR

TS UARARBEY 2 —IL (PAM) I&, SRS L URETD— B2 T L — LT =TT, RedHat
Enterprise LInux DIEFEAEDY AT LT Y r—avid, BEEERTDOERE & 4D PAM REICIKE
LTWEY,

SSSD (System Security Services Daemon) =35 &, PAMY—ERDT IV ERATESZ N XM V%
FIRTEZ 9, SSSD I, HEDPAMH—ER%ZFETIT 21— —ICEDTVWTPAM Y —EZINSDER
AEEREFMELE T, DFEY. PAM Y —ERX2I—H—HSSSD RAA VIZT V2R TE2HEE.
PAMHYH—EREZDRAAVICT IV ERATESZIEE2EBKRLETS,

N1 PAM ICDWT

Pluggable Authentication Module (PAM) I, Y RFT L7 T r—>avh, RARTHRELLZIL—ALA
7_9L:EEDE%qJ%Té@‘hﬁFHT%6$¢DILDIE)(jJ ZA%*IE{ L/i-a—o

PAM €Y 2 —JllE. Kerberos. SSSD. NIS, O—HIL T 7AIV AT LAREDIZIZRY A TDR
Y —RICBFEET 570, PAMIZTSJEEETT, BIDREY —RICBEIBLA G132 ENTEE
£

COEVAF—T—F70Fv—Icd Y, EREQGRTLAORARY Y —ERRIKET 5L T
XEY, PAM G, BIRES LUCBEEICE > TUTOL I REHARY RTLTT,

o PAM I, BIEWT U —> a3V CHEATEZ—RUARIERF—LERHBHLET,
o PAM I, YATLBEHICFLT. BNAZTHMEEHEEEARELET,

e PAMTlE, BBICRF AV MEINSZZA4 TS =D 1DEIH, ERENMHBEDFREER
F—LEERLALL THE IOV SLEERTIELDICHRY ET,

N2. RAA VYT O EREIROA T3>
BIRLERAAUADT IV ERAEFIRT BICIE. UTDOF TV avaFERTEET,

pam_trusted_users in/etc/sssd/sssd.conf

DA T avTik, SSSD AMEFET D PAM Y —EREZRITHEO UID F/lE2—HF—ELZDY R b
HERATEEY, T74IKEEIFaANITT, D2FY, IRTCOY—ERI—H—DEFIN, &OD
RAXAVICETIVERATEET,

pam_public_domains in/etc/sssd/sssd.conf

DA Toavik, XTYw I SSSD RXA VDY ARNEZIFANT T, /NTY v RXA VI,

EHETCELRVWPAM Y —ERI—YHY—THo>TERAANVIITIVEATEEY, 2OFF>arT

&, all & none DIELFEETEZZET, 774 MEIEnone TS, DFY., RAAUYAREINT
LT, EETCILVWT—ERI—H—EEDRAASVIIETIVEATEEHA,

PAMERE 7 7 1 )LD domain

DA T avid,. PAMY—EXNREEETIBRAAM VDY RN EBELE T, XA VEEER
9IC domain ZFAT D&, UTDELIBRXA VI L TIFEBIEEIhFH A,

I auth  required pam_sss.so domains=

PAME&E 7 7 1)L T Domains # {7 321581E. TOHY—EREERETCEZ21——TEITLT
WBEZIC, TIRTDORAAVICFLTPAM Y —ERAEREETEEY,

/etc/sssd/sssd.conf SSSDEEE 7 7 1 LD domain 7 7> 3 V&, SSSD MEREfA 1T 2 KX A
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VOYVRAMNEEELET, PAMBEZ 74 J)LD domain 7 7> 3 vid, sssd.conf TIZ KX A D
JRANZIREETCTE WD), BiBLAEYVRAMNEIBETSIET, RASM VD sssdeconfD!) XA M &
FIRTZZELDTERVWTEITERELTLEIN, ZDRDH, RAMVYHAPAM 7 74 L TIREX
NTWTEH, sssd.conf TIFIEEEINTWLWARWEE, PAMY—EXIE R A A VI L TERAEZ TV
FH A

T 7 # ) MERFED pam_trusted_users = all $ &£ U pam_public_domains = none T3, 3XT®D
PAM#—EX1—H—HEHEIN, FEORAAVIITIVERATESRIEEBELET. PAMERE
7 74)VIC domain 2T 5 E. KX UADT IV ZANGHRINET,
sssd.conf | pam_public_domains ©& ¥ %1% &(C PAMEE T 7 1)L T domain ZfEf L T K X
4 U %IEET %ICIE. pam_public_domains TR XA VAIBET2HENHY T, BERRNAA Y
%&£ 72\ pam_public_domains # 7Y a VA FERT 2 &, FRETIAVI—HY—TH—EREET
LTWBHBEIC, KA VIIRT 2 PAM Y —EXDRIANKBLE T,

Pz

PAMEBREZ 7M1 IV TERT 5 KX A Y OFIRIF, SRET7 V¥ a VICOHABBARIN, 1—

HF—DILy 2Ty FIEERINWEF A,

BIER R

e pam_trusted_users & 7> 3 > & £ U pam_public_domains 7+ 7> 3 ~ OFFMIE. man R—
2D sssd.conf(5) ZSMR L T XL,

o PAMBRETZ7 7M1 I THEEAINDG RAA Y 7> 3> DeEMIE. man *—T D pam_sss(8) %
SHBLTLEIV,

N3.PAM Y —EZXD KX 1 > DHIR
CDFIETIE., RAAVICHLTPAM Y —ERZTNAHIETE2AHEERLET,

AR

e SSSDASM VYA R—ILTIh, EFLTWVWS,

FIE
L. MBRRAAVICTIERATEEDIISSSD #5%E L9, /etc/sssd/sssd.conf 7 7 1 JIL—D

RAAM> T, SSSDWERIATED RAAVEEHELET,
[sssd]
domains = domaini, domain2, domain3

2. PAMEREZ7 74 )L Tdomain 4+ 7> a3 VARET DI ET, PAMY—EZRHNRIETE S KX
AVEEEELET, LTICHAERLEY,

auth sufficient pam_sss.so forward_pass domains=domain1

account [default=bad success=0k user_unknown=ignore] pam_sss.so
password sufficient pam_sss.so use_authtok

ZDBFITIE. domaint ICXT T BEREEDH=FT L9,



FNESSSD A FAHLE PAMY—ERD KX 1 >V OHIRE

HRAEFNR
e domaint (CX L CEREEZ1TWE T, TNIIKIIT DRENHY FT,
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B512Z NSLCD H» 5 SSSD NDEREED#1T

121.RHEL 7 514 7> M % NSLCD » 5 SSSD Ic#%179 %

nss-pam-ldapd /X 7 — A RHEL D S HIR I /=78, Red Hat l& SSSD & Z® Idap 7'O0/31
F—IIBITTRIEaMHRELET, INnidnsled T—ERDHEEABEIRZIET, ROFIETIE. nss-
pam-ldap SREEFRE A FERHT 5 & D ICLARNIICEREINLZ Y 47V NTLDAP A—H—%5R 95 LD

ICSSSD #58ET A AEICDODWTEHREALE Y,

GRS 3aa
e RHEL V547> MEIRHEL8 £7/IX RHELO LIZHY FT,
o LHINIC, nsled  —ERXREZFEHALTLDAP T4 LY M) —H—N—(IW L TEREET DL IC
RHELVSA 7Y hERELF LT
e |DAPF 4« L% MNJ—H—ERIE, RFC-2307 TEEIN/IAFXF—AFALZET,
FIR
. WEDORERZREENNY I Ty T LET,
I # authselect apply-changes -b --backup=Idap-configuration-backup
2.8SSD Xy =% A4 VA M=)LLET,
# yum install sssd-ldap sssd-ad sssd-client \
sssd-common sssd-common-pac \
sssd-krb5 sssd-krb5-common
3. nsled 8LV nsed —EXAEEIELTEMCLET,
# systemctl stop nslcd nscd
# systemctl disable nslcd nscd
4, SSSD CTERRAEIZ#EREL X7
I # authselect select sssd with-mkhomedir --force
5 SSSDRE7 7 A IV ERFBEEHERZEZELX T,
# chown root:root /etc/sssd/sssd.conf
# chmod 600 /etc/sssd/sssd.conf
6. letc/sssd/sssd.conf 7 7 1 JL=FAVWTIRELEX T,
7. RDEZE%EAA L. example.com ¥ dc=example,dc=com 72 & D{E% CFEHADREICEL
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BICEEH®ATT,

[sssd]
config_file_version = 2
services = nss, pam



85128 NSLCD H 5 SSSD NDERE D11

domains = EXAMPLE.COM
debug_level =6

[domain/EXAMPLE.COM]

id_provider = Idap

auth_provider = Idap

Idap_uri = Idap://server.example.com/

Idap_search_base = dc=example,dc=com
Idap_default_bind_dn = CN=binddn,DC=example,DC=com
Idap_default_authtok_type = password

Idap_default_authtok = <bind_account_password>
cache_credentials = True

= o-1o)
SSSDXETLDAP A ¥ —T ZiEET 2NEL’HIIGEDHYET,

T4 LU M) —H—/X—TRFC-2307bis AF¥x —<v % HA L TW25%&
(&, [domain/EXAMPLE.COM] £ < 3 VITRDIT%EML XY,

I ldap_schema = rfc2307bis

Microsoft Active Directory H—/X—%{FH L TW3I5&
I&. [domain/EXAMPLE.COM] 7 > a VICRD1TAEML T, LDAP RXR—2X
DOFRFEE=BMICLET,

I ldap_schema = ad
Kerberos REENMERIHE. Red Hat Ik, SSSD H—E R A BEIWICRET %

realm YV REFEALTRHEL 7 54 7Y %5 AD RAA VIZEMIER &
EWRELET,

8. SSSD H—ERZHAMICL THIKL T T,

# systemctl enable sssd
# systemctl start sssd
REEF IR
L LDAP A—H— LT 2BHREMISTES I 2WABLE T,

# id Idapuser
uid=100424(Idapuser) gid=100424(Idapuser) groups=100424(Idapuser)

# getent passwd Idapuser
Idapuser:*: 100424: 100424:User, LDAP:/home/ldapuser:/bin/bash

2. LDAPA—%#—& L TAJA Y TEDIE=MHALIT,

# ssh -l Idapuser localhost

Idapuser@localhost's password:

Last login: Tue Dec 07 19:34:35 2021 from localhost
-sh-4.2$
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pz o-1o)
nslcd & nscd #EfA L CoD LDAP FREA BT T 2 WMENH BFEIE. JROAT VK
HFEALET,

# authselect backup-restore=Idap-configuration-backup
# systemctl stop sssd && systemctl disable sssd

# systemctl start nslcd nscd

# systemctl enable nslcd nscd

B EE IR
® RFC-2307: %Y N7 —VIEHRY—ERE LTLDAP AT 57007 O—F

o V4 —xRv M-RFC-2307bis AFx—<YD KT b

12.2. NSLCD.CONF Z 7> 3  ICHHY § % sssp.cONF 4+ T 3

nslecd 5 SSSD ~ND#ITAHXIET BH7=HIC. RDKRIZ, nsled.confRET 7 1 ILD—EH AR A4 7
vave sssdeonfBRET 7 AIDRAZEDA T avaRLET,

FK12.1nslcd.conf A 7> a VICHHY T B sssd.confA T3>

nsicd.conf A 7> a3 > sssd.conf#4 > 3>

uid ZHAL T—EVEEFTTELHDI—
H— 1D, =7 #JL M TI&, SSSD
ldsssd 12— —& LTETIN
9,

gid B " T—EVEETTBIRICERTS
JI—T1ID, 74 hTIL
SSSD g sssd TS5 A R— K
W—TELTETINET,

uri Idap_uri RDOFAD LDAP $—/X—®D URI:
Idap[s]://<host>[:port]

base Idap_search_base RBR—ZADHI A,
binddn Idap_default_bind_dn LDAP B{EDEITICHERT 2T

74 bD/NA 2 K DN,

bindpw Idap_default_authtok T7 A MDA K DN DERE
N—=2ov, BE. VIVT7THFRb
DIRRAT—RDOHMNHFR—FIh
TWET,
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85128 NSLCD H 5 SSSD NDERE D11

nsicd.conf A 7> 3> sssd.conf#4 > 3>

ssl start_tls Idap_id_use_start_tls = true T 74 bD/NA > K DN DERE
=, BIE. JVT7T7FAb
DIRRAT—RDADBYR—FIh
TWET,

tls_reqcert Idap_tls_reqcert Y—N—REOFAS IS L TE
T92FzvIEBELET,

tls_cacertfile Idap_tls_cacert IRCORIAFOIAREE ST
774,

tls_cacertdir Idap_tls_cacertdir BRID 7 7 4 IVICERELRELRAE D
BENTVWETA4LI MY —DNR
Ao

base passwd Idap_user_search_base I1—4H—®O LDAP MER%HIRT %

7=HDR— 2 DN, MZREH.
LDAP 74 )L ¥ —% 4T 3T
BELET,

base group Idap_group_search_base JI—TD LDAP MR &FIRT 2
7=bDA T 3 v DR—Z DN,
RFREH, BELULDAP 74U
85—,

BEER

e nslcd.conf(5) man R—

e sssd-ldap(5) man R—<
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$13E O—HJL SSSD B EDERFDHER

sssctl config-check <> K%&EHA L T, KRR bD /etc/sssd/sssd.conf 7 7 1 JLICBRFD TS —H%H
EOEIDETARNTEET,

Gl s
e root TAYVA Y LTW53,
o sssd-tools X\ —IB A VA M=ILEINTWS,

FIR

1. sssctl config-check I<¥ > KARTLE T,

# sssctl config-check

Issues identified by validators: 1

[rule/allowed_domain_options]: Attribute 'ldap_search' is not allowed in section
'‘domain/example1'. Check for typos.

Messages generated during configuration merging: 0

Used configuration snippet files: 0

2. letc/sssd/sssd.conf 7 7 ILERHE, 941 TIRAEBELET, BIDPHITIS—XvtE—IN
R4 LHBEIE. Idap_search % |dap_search_base ICEX# A T,

[...]
[domain/examplei]
Idap_search_base = dc=example,dc=com

[...]
377N EREFELET,
4. SSSD zHEBL X7,
I # systemctl restart sssd
BREEFIR
e sssctl config-check ¥ > KZETLZE T,

# sssctl config-check
Issues identified by validators: 0
Messages generated during configuration merging: 0

Used configuration snippet files: 0

/etc/sssd/sssd.conf 7 7 1 LT, BBRENILRLLHRY F LT,
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$F14E=IDM TSSSD A FRALAERED NS TN a—FTa4 Y

E514% IDM TSSSD 2R LR DP N TNV a—FT 14T

Identity Management (IdM) IRIBEOFREEICIE, IEIFRAVAR—FXV MDEEFNET,
IdM 7 547> T, LTFZTVWE T,

® SSSDH—EZXR

® Name Services Switch (NSS)

o PAM(ZZ VHRERFRIEEY 2 —)b)
[dM Y —/R—T, LI TF&TVWEd,

® SSSDH—EZXR

® |dM Directory Server,

® |dM Kerberos Key Distribution Center (KDC)

Active Directory (AD) 1—H—& L TCREREEL TWBIEHEE. LTFETWE T,
e AD RXA >1r kO—7—_L® Directory Server,
e AD RXA4 vy bhO—F—_LD Kerberos ¥ —/\—

A—H—%FRET 511, SSSD Y —ERTLUTOMEEERITTIDIMNENHY 7,
o RV —N—DL1-HY—-IFREMELEY,

L] l_ﬁ_‘:EEEE'I‘%E%E%j?&) BTL\ %TLB@u.unIEF*E%mnIE"T_/\ "—ﬂg L/\ %ﬁ%%miibi
_a_Q

ad— #_'I‘E$&%{%ﬁ-§_6 SSSD -'j- tZt*T—/\—F'3®'|‘$$E7 a— ﬁ/ﬁ%nﬁﬁﬂ lJ I_iﬁ.fgeﬁ&le\_mu\n
BITDORZ TN a—FT 4 VT %TII0EE, RESRLTIEILW,

1. SSSD TldM A —H—IEHRZEG T 57— 70—

2. SSSD TAD A —H—1ERZNEF T 5RO T—4 70—
3.1dMTSSSD #ALTaA—H—& LTREAT SHAEICT—F 70—
4. FRELREBE DEE DO HIR

5.SSSD OV 77 A IsLvOT LRI

6. sssd.conf 7 7 4 JL T SSSD OO ¥ > JDEME

7. sssctl A% R%&MER L7 SSSD OFF#iaOF > 7 0BEML

8. SSSD H—EZRNSTFNy I/ OdaNEL, IAM Y —N—IC L ZERMBED NS TILY 12—
FA4VYT

9. SSSDH—EZANLTF Ny /O %#IREL, IdAM V54 7> MLLBEREBED MZ T
Sa—Fa4vY
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10. SSSDXY VTV RTDY 74 7V NERDIEES

N A7+ A=Y= IVaFEBLELYS4 7 MEKXKDEH

14.1.SSSD T IDM 2 —H%'— 1§ =89 5 7—49 70—

LUFDOEIE. getent passwd <idm_user_name> 1< > RAERE L T IdM 2 —H —FHRDEKEFIC
M IS4 TV hE MY —N— DB DIER 7 O—%FWEIFHAL X T,

[user@client ~]$ getent passwd <idm_user_name>

A

IdM client IdM server

SSSD SSSD

LDB cache

LDAP

Directory Server

nsswitch.conf

memcache <+ I °

T

1. getent A< R, libc 5473 —05 getpwnam FUH LA MY H—LEF T,

2. libc 514 73> —I&. /etc/nsswitch.conf:XE7 7 1 ILASRBRL T, EDHY—EZANI—H—
IERAIBBETEINEHEL, SSSDH—ERDIV N —sssEHRHELET,

3. libc 5175 —I& nss sssEVa1—IILERAZET,

4. nss_sss EVaA—ILIE, I—H—IERDA T -y Txv v a5HBLET, T—9N
FrvvallBFEET SHEIE nss_ sssEVaAa—IAENERLET,

5. A—H—1F#HD memory-mapped ¥+ v ¥ 2 IZHRWEE, Y I TR MESSSD sssd_nss L
Ry &F—TOEAITEINET,

6. SSSDH—EREF vy asaFzv I LET, 7T—9D0F v v allFEL. BWRIEGSE
&, sssd_nss L ARV Y —DF+vandbTr—9%HA#M>T. 7Y 5= 3 VIGRL
£7,

7. T=ADF Y v Y Il BRWEECHIRYN TH 215G, sssd_nss L ARV F— @2/ Y
JIVR7AOERRICHLTITY —%2FTL. BWEEZRFBLET, SSSDY—ER
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tE14E IDM TSSSD A LR D C S TNV a—FT 14V Y
I&. sssd.confi&E 7 7 1 /LT id_provider=ipa 3% E L TEMIC L. IAIMERED IPA /Ny
VIV REFEALEY,

8. sssd_be /Ny TV RO AL IdM H—/X—|T#EH L T. IdM LDAP Directory Server H 5
BHREERLIT,

9. M H—/IR—=DSSSD /Ny VTV RiE, I[dM 254 7Y RO SSSD Ny VT RFOE R
BLET,

10. 7247 DSSSD Ny VTV RiE, EMINDT—F % SSSD ¥+ v ¥ aIlRFL.
Fry P alBEHRINLLRARYY—TOEREEELEY,

. sssd nss 7OV FPIY RLRATAOEZANSSSD £+ v ¥ ahbBEREMELET,

12. sssd_nss L ARV Y —|k, nss sss L ARV Y —|ICa—H—IFHRAEEEL, VITAMER
TLEY,

13. libc 514735 —d. BRLEZF )V r—yavila—4—1EHREERLET,

14.2.SSSD TAD 2 —H%—Esk 2G93 DTF—4 70—

IdM IR1E & Active Directory(AD) KX A VY & DET7 4 L A NEDEBAEBILLLBEIE. M 2514
7Y MDAD A—H—ERENBTIRICER7O—2. AD A—H—F—IRXR—IADBMDFIEE
EBIT, IAM IS4 7 Y MO AD A —H—IFHROWMERFICHEEICLUTUVET,

LUFDEIE. getent passwd <ad_user_name@ad.example.com> A< > R&EH L T —H%—H AD
A—H—ICEATRIEREERTIEIC, FHR7O—2@BHRELLFI., TORICIE. SSSD T I1dM 11—
H—IgHmEEI 27— 70— HEaFhFHA, MU Z14 7 bDSSSD H—E R, IdM H—
N—DSSSDH—E R, BLUVAD KA AV NO—F—LEDLDAP F—49R—2 & DEIDBEIC
T74#—HALET,
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[user@client ~]$ getent passwd <ad user_name>@ad.example.com

A

IdM client IdM server Active Directory

SSSD

14.3.1

domain controller

o0 oo \

SSSD LDAP

Directory Server
LDAP

Directory Server

IdM DS
extdom_extop

v

plugin

[dM 2754 7> MME, AD A—H—1BHRICEATZ2O0—HILDSSSD F+ v az@KRLET,
dM 2 54 7 MZaA—HY—IBHRHILBRWVIGEP. BERIAEWEEIC. 754 7> D SSSD
H—E XD IdM H—/S—D extdom_extop 7°7’7 4 VICBAWEbHE T, LDAP ILRIRIE A R1T
L. B®E=EKRKLFT,

[dM % —/N—dD SSSD H—E Rk, O—HIF+v a1 TAD I—H—FHREREZELE T,

I[dM H—/X—[ZSSSD F ¥ v ¥ 2 Il A —HF—IFRHIABWVIHEPL., ZOBERIFWIEE I
LDAPRZFEAEZEITLT. AD RXq4vavbhO—F—bso1—H—FREERKLZET,

[dM H—/N—D SSSD H—E R &, AD RXA4>vav hrO—5—H5 AD A—H— 5% Z (T
Y, FvvvallZrELET,

extdom_extop 75 71 vid. LDAP HisRIEEAET § % IdM H—/X—®D SSSD #—EZH 5
BHRE=ZELET,

IdM 2 54 7> h®D SSSD H—E R I&. LDAP RRBEN S AD 22— —IFHRE=ZELF T,
dM 254 7> M, AD2I—H—1EHRAESSSD ¥ v v 2 IR FEL. BRLET7 T 54—
avIlERERLET,

DM TSSSD #fflHLCa1A—H%—& LCERMET 3BAICT—49 70—

|dM "j'—/\‘—ifcti75’f Ty h—él_ﬂ_t LTDILEIET%“—LI L/L-FO)] //—J_\ F?bfl\‘g'@'a_o

62

sshd ﬂ—tlﬁlg@n,bnﬁg'kfé:ﬁ?ﬁﬁ‘*j_éﬂ' EX

PAM (7S VHBEREBIIEY 2 —I) A4 TS5 —&ZDEY 21—,



F14=IDM CSSSD A FH LSO NS TNV a—FT 1Y

e SSSDH—FER, FEOLARVYET—, BLUONY I TV R,
o AT —MA—REREINBEINTVWBESIE. AVN—MNH—R—4—,
o ZREFH—/N—:

o |dM 2 —H—|&. IdM Kerberos Key Distribution Center (KDC) IZ¥ L TEREEI N FE T,

o Active Directory (AD) —#'—I&. AD KX4>a> +O—F— (DC) I L CRREEI N F
E

UTFoME, a7 FSAYDSSHY —EXZNLTHRAMIO—ALTATI Y LEDET B E,
RO —Z2BEICRAT 20BN’ HEHBEERLTVET,

S

[root@client ~]# ssh -1 idm_user@example.com client.example.com Password:

Smart card
f reader

IdM client

IdM server or
Active Directory
domain controller

<—°—> pll_child  ¢—

— O ]

krb5_child Kerberos KDC

system-auth

‘ A

Environmental Kerberos
variable ¢ credential cache

— krb5_child o
e

1. sshAX Y RTERRIEERAAD &, libpam 14 TS =D M) H—INF T,

2. libpam 4 73 1) — (3. BREADHATEEKRT 2 —ERICHIET % /etc/pam.d/ 71 L & b

J)—DPAM 774 VSR LET, ZOFITIE, O—AIKRZ D SSH H— l:Z‘f"EEI'Cwu

INTWBHITIE. pam_sss.so 1 735 ') —I& /etc/pam.d/system-auth 5% 74 %= R
L. SSSD PAM @ pam_sss.so T k) —%H L F 7,
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64

1.

12.

13.

14.

15.

I auth sufficient pam_sss.so

FIFARIBEAREREE AAZ HIBT 9 5728, libpam 51 75 1) —id pam_sss T2 a2 — LA X,
SSSD #—E 2 (D sssd _pam PAM L 2 K> 4 —(Z SSS_PAM_PREAUTH Y 7 T X k %3%(5
LE9.

AX—MA— RBALFREINTWS &, SSSD H—E R F—B5#7% p11_child 7Ot X %4
L., AV—hAO—RZWHEB L. TIHDHAREEZIELEY,

A—H—ICAY— M A— REBAHIREINTWS &, sssd_pam L ARV F—lE, A3v— b
A—ROIAEE I —H—%BELE T, sssd_pam L ARV T —&, JIL—T AV R—=2y
THT7 0 AHECHET 20U’ H DD, I —HF—DPEITZIVINL—TORREETLE
-a—o

sssd_pam L ARV ¥ —(&, SSS_PAM_PREAUTH E3 % sssd_be /\v 7 T KL RITEE
L/\ /(’ZU I\“)(b 2%3%:@:E7&8@'U'—/“—75‘ /—J—\ hjéulb\ﬂEH/ﬁ%%Tbijo SSSD
Y—EZANIPAL ARV Y —%FAT 2 IIMERETIE. T 7 )L NDEREEA LI Kerberos T
T, ZOPITIE, 21— —I3EE L Kerberos /XA — RTEREESINFE T,

sssd_be L AR ¥ —IE—B5H97% krb5_child 7O XA %#EEFHL £,

krb5_child 7Ot R &, |dM H—/X—@ KDC IZE#E L T, FAATREARRIEAEEHEEL
-a—o

KDCIZU VTR MIBRBELZET,

a. krb5_child 7O R BB EFHAI L. #EHR% sssd_be /Ny VTV R7OERIEFELE
ER

b. sssd be /Xy VTV R7OEANEREZITRY £,
c. sssd_pam L ARV ¥ —IFEREZITEIRY £,

d. pam_sss EY 21— LIdEREZITRY £,

A=Y —ICNRRAT7— RERANREINTWS E, pam_sss EVa—I)LIC&Y, NAT—RODA

ABRDLENET, AV— M A— RRANREINTWSD E, pam_sss EV1—)LICLY, R
X—KNA—RKDPINOAADKDONET,

EVa—E, - —RBENRT—R%FAHL TSSS_PAM_AUTHENTICATE Bk % %8
LET, ThIEUTAERITINET,

a. sssd_pam L R RV 4 —,
b. sssd_be/Xv/ IV R7OEZA,
sssd_be 7Ot Xk, KDC ICEWEDHLHE 2 —BEE%A krb5_child 7Ot X =& L 9,

krb5_child process (&, 21 —%—& & /X277 — K%&{FRH L TKDC H 5 Kerberos F4 v MREE
F4ov b (TGT) DERESAHAE T,

krb5_child 7Ot 2 &, FBEORTOBRAZITRY £7,
krb5_child 7O+ Z:
a. TGT %le DIE|E$E:\:‘V v ‘\—{%Z— L i-a_o
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b. sssd be/N\v VTV R7OERICFRIAKRERL T,
16. FREIFERIL sssd_be 7O ANSLUTAITVWE T,

a. sssd_pam L R RV 4 —,

b. pam_sss £ a1—)l,

7. pam_sss EV 1—)lid, TOHODT7 TV r—>a v hASRTEZLI I, BELHEI—F—
D TCT DIFAATHREL XY,

14.4. R B8 D 6 B D §lI IR

A—HY—ZEEICFREIT5ICE, 2 —H—BREFREITE2T—IR—AMNSSSSD H—ERTCa—H—
BREMESTIZNEGHYET, UTOFIETIK, BETOELADERZAVR—X VY MNETARNT
2FIEEHALET, ChICLY, 22— —H0OJA VY TCELRWGAICRIOBBEDRA I —TA24IBR T
DHEESRIALET,

FIR
1. SSSDH—ERBLUPZOTOECANETLTWR I EA2HRLET,

[root@client ~]# pstree -a | grep sssd
|-sssd -i --logger=files
| |-sssd_be --domain implicit_files --uid 0 --gid 0 --logger=files
| |-sssd_be --domain example.com --uid 0 --gid 0 --logger=files
| |-sssd_ifp --uid 0 --gid O --logger=files
| |-sssd_nss --uid 0 --gid 0 --logger=files
| |-sssd_pac --uid 0 --gid 0 --logger=files
| |-sssd_pam --uid 0 --gid O --logger=files
| |-sssd_ssh --uid 0 --gid 0 --logger=files
| “-sssd_sudo --uid 0 --gid O --logger=files
|-sssd_kcm --uid 0 --gid O --logger=files
2. 94TV D IPTRLREZEFERALTA— Y —FT—IR—AY—N—|CERTXDI & 5HR
LET,

I [user@client ~]$ ping <IP_address_of_the_database_server>

COFIENKRBRLIEGEIE. XY NT—DET7AT O A—IEREN., M IS4 TV &
Y—N—EOEZBREIHFIINTWVWE I EEMHR LTIV, firewalld DERES L UVERE
ESRLTLKEIN,

3. USA TV, RRBEERR N AMALTIAMLDAP #—/A— (IdM 21—+ —F) /&
AD RXA4 >y O—5— (AD A—H—0DIFE) #HRHL TERTEEIE2HELET,

[user@client ~]$ dig -t SRV _Idap._tcp.example.com @<name_server>
[user@client ~]$ ping <fully_qualified_host_name_of_the_server>

ZDFIEMNKRBL 2B AL, /etc/resolv.conf 7 7 1 )L % & T Dynamic Name Service (DNS) dD
BREEBRALTLLEIV, DNSH—N—DEFDHEE #BBLTLEIL,
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TI7A4IBMTIE, SSSDH—ERIEDNSH—ERX (SRV) LO—K%ENL T
LDAP #—/X—& ADDC ZBEIRICHRIE L LD & LE Y, sssd.confZET 7
AITUTOA TS aVvaEBRETDE, SSSD H—ERDHFED Y —/N—%FH
TBHLIICHIRTEZXT,

e jpa_server = <fully_qualified_host_name_of the_server>

o ad_server = <fully_qualified_host_name_of the_server>

e |dap_uri = <fully_qualified_host_name_of_the_server>

AT avaEaFRTIHRAIK. TOLXTVavIilEHIhTwady—nN—¢
WETEDZEAWRLET,

4. 95472 MDLDAP H—/"—(Ix L TEREET &, Idapsearch 1YY R T1—H—I5#R % B
BT LEMALET,

a. LDAP #—/X—17"server.example.com 72 ED |[dM H#—/N—TH 2B EIE. "R D
Kerberos ¥4 v M &EE L. KA N Kerberos 71 /LTI N T — 9 R—AMRE
ERITLET,

[user@client ~]$ kinit -k 'host/client.example.com@EXAMPLE.COM'
[user@client ~]$ Idapsearch -LLL -Y GSSAPI -h server.example.com -b
“dc=example,dc=com” uid=<user_name>

b. LDAP # —/X—7" server.example.com 7 & D Active Directory (AD) Domain Controller
(DC) H—/N"—TH 3HEIE. KA ND Kerberos F47 v MEEEL. KRR~ Kerberos 71)
VIUNITRIEINDZ T —IR—ARREEZTLET,

[user@client ~]$ kinit -k 'CLIENT$@AD.EXAMPLE.COM'

[user@client ~]$ Idapsearch -LLL -Y GSSAPI -h server.ad.example.com -b
“dc=example,dc=com” sAMAccounthame=<user_name>

c. LDAP #—n—HnFL —> LDAP % —/—TH') . sssd.conf 7 7 1 JLIC
Idap_default_bind_dn & & 7* Idap_default_authtok + 7> 3 V% E LA, BL
Idap_default_ bind dn 7 A7V > & LTRIINZE T,

[user@client ~]$ Idapsearch -xLLL -D "cn=Idap_default_bind_dn_value" -W -h
Idapserver.example.com -b “dc=example,dc=com” uid=<user_name>

CDFIENKBLIHZERIF., T—IN—RFZET, RA D LDAP H—N—ZRERTEBHI &
=HELES,

5. SSSD #—E X & Kerberos BEES{b = AT 57, AV Y TERVWI—HF—ELT
Kerberos F7 v hZEGTE XY,

a. LDAP H#r—/—H'1dM H# —/"—DIF 4!
I [user@client ~]$ kinit <user_name>
b. LDAP % —/N—=F =4 X—2H AD H# —/\—Diza:

I [user@client ~]$ kinit <user_name@AD.EXAMPLE.COM>
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CDFIEHIKE LB EIE. Kerberos —/N—HA@EEIIEMEL, §RTOH—N—1FHX
N, A—4Y—T7AhHov POy IINRTWAWZ &R LE T,

6. ANV RIAVICEHT 2 —BRENBSTES I ZHEBLE T,

[user@client ~]$ getent passwd <user_name>
[user@client ~]$ id <user_name>

ZDFIBENMKRBLEBEIE. 7747 MDD SSSD H—EZRN LI —HF—F— 4 RXR—ZAH S IER
ERETEBHIE=MALET,

a. /var/llog/messages 07 7 7 (1D I 5 — %R L F T,

b. SSSD 4 —EXTCEHEMAOX Y V=AML, TNy /O %= REL T, BEDY —RIC
EdzO07%EELET,

c. (AF¥av)RedHat TV Z AU R—FTr—%EFHRL. WELELNS TV 2—TFT1
VIUERERHBELET,

7. RARNTsudo #ETT 32 ENFAINTWDIESIE, sssctl2—F 1 T4 —%FHL
T, A—HY—H0O74 VEHFITINTWE I EZHRELET,

I [user@client ~]$ sudo sssctl user-checks -a auth -s ssh <user_name>

ZDFIENKBLHEEIE. PAMEEBE. M HBAC JL—JL. IdMRBAC JL—JL7 E DERAIERE
%EEDIL L/ i’a—o

a. A—H%—m UID »%, /etc/login.defs 7 7 {1 L TEHZINTWS UID MINU ETHZZ &%
AL TLREI W,

b. /var/log/secure 07 7 7 4 )L & & U /varllog/messages 07 7 7 1 )L TEREE T T — % HEER
LET,

c. SSSDH—ERXTCEHEMAOX Y V7 EAMICL., TNy /O %= REL T, BEDY —RIC
EdzO07%®ELET,

d (AF>¥3av)RedHat 7V Z AN R—FTr—%EFHRL. WELELNS TV 2—TFT1
VIUERERHBELET,

BTG IR
® sssd.conf 7 7 4 JL T SSSD OEMADOF > I DAERIE
® sssctl AV Y RAEMALA SSSD OFMAOX Y JOBEMEL

o SSSDH—EZAMNSTNy /O EIREL, |dAM Y —N—(CL ZFRERED NS TV 2 —
FaAYT
o SSSDH—EZXNLTNAy /O %EIREL, MV 54 7> ML BEREBED M TIL

Ya—TFq4 Y

145.8SSD OV 7 74 )IELTAT L NI

TNETND SSSD H—E R, /var/log/sssd/ 71 LV MY —IZHBOOT 7 7ML A8k L &
9, example.com |[dM KX A VD IdM H—N"—DOJ 7 74 I)bid. LTFDLDICRY £,
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[root@server ~J# Is -I /var/log/sssd/

total 620

-FW------- . 1rootroot 0 Mar 29 09:21 krb5_child.log
-W------- . 1 root root 14324 Mar 29 09:50 Idap_child.log
-PW------- . 1 root root 212870 Mar 29 09:50 sssd_example.com.log
-W=------ . 1rootroot 0 Mar 29 09:21 sssd_ifp.log

-fW------- . 1rootroot 0 Mar 29 09:21 sssd_implicit_files.log
-fW------- . 1rootroot 0 Mar 29 09:21 sssd.log

-fW------- . 1 root root 219873 Mar 29 10:03 sssd_nss.log
-fW------- . 1rootroot 0 Mar 29 09:21 sssd_pac.log
-fW------- . 1 rootroot 13105 Mar 29 09:21 sssd_pam.log
-W---=--- . 1rootroot 9390 Mar 29 09:21 sssd_ssh.log
-fW------- . 1rootroot 0 Mar 29 09:21 sssd_sudo.log

145.1.SSSD OV 7 71 JLDEK

krb5_child.log
Kerberos EREEICEAE T 2 MR DEWAILAA—=TOZ2OOT7 7 71 L,
Idap_child.log

LDAP H#—/\— & DRBIERAD Kerberos F7 v N DESICEEY 2REBAILAA—TOEROOT 7 7
1),

sssd_<example.com>.log
sssdconf 77 A1 ILD R AA VI3 TEIC, SSSD H—E X & LDAP H—/R— & D@EEICHE
TRHERENOOT 7 74 IICEERLE T, & 2L, example.com & WD ZRID 1AM R XA VA
HBH\RETIE, SSSD #—E X E sssd_example.com.log & WD ZEID 7 7 4 )LD O JIZZ DIER
ik L £ 9, KR MH ad.example.com & WD ZRID AD KX A YV EBEEREINTWVWBIGESE
l&. sssd_ad.example.com.log & WD EZREID T 7 AL OO JICERMNEHRINE T,

pa )

IdMIRIEE, AD RAA VAFD 74 LA NEDEFEIH D E. AD RXAA VICEAT S
IEEIFB|ZHME 1AM RAA 07 7 74 IIVICEREBEINE T,

BE#KIC., RANMDAD RXA VICEERAINTWSIGREIE. 754 —RXA Y
OAT T 7AW, FRAAVICEAT BERIPEZIATNE T,

selinux_child.log

SELinux R EZMSE L VRET 2EBEAANLAA—TOEROOT 771,
sssd.log

SSSD #BEfAL T, LARY I —BLUNy I TV N TOERERBETZHOOOT T 714,
sssd_ifp.log

InfoPipe LARYF—DOT T 7 Ay YATLNINST V2 AEREAR/RT ) v o D-Bus 1 ~
H—T7 A RERHILET,

sssd_nss.log

A—H—B LV T I —TEREZEIG T % Name Services Switch (NSS) L RAR>V ¥ —0O T 7 74
Vs

sssd_pac.log
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AD Kerberos 747 v 5 PAC ZUN& 9 % Microsoft Privilege Attribute Certificate (PAC) L AR >
F—HEOoOT774)iE PACHL PACICET2EHREZIRELET., ChilLY, ADI—H—%
EEERLAVESICLET,

sssd_pam.log

PAM (Pluggable Authentication Module) L R RV ¥ —FHoO7 7 714 ILTY,
sssd_ssh.log

SSHLZRRVF—=FOwzxoOs 774,

14.5.2.SSSD OF Vv 7L ~NJL

TINYTURIVERETDE, TRNTDTRTDTNY FTLRILHBEMICRY T, 7z& 21X, debug
LRIVEGIRETDE, TNRAYITLRILODMSSEBEMICAY FT,

FKl4a1ssspO¥v 7L ~RIiL

LRI B

0 B AEENrRELF L, SSSD H—EZNE
LAY, BTLAWEDIIKTEZIS—, C
ik, RHELS3EIDT 7L bDF NNy Oy L
RITY,

1 BAMLIS—SSSD Y —ERZRT LAWVWEDD,
FELOHEEIZ T DU EELSHBEL ZEA

2 FARITS—, BEDERFLIFBRIENKRE LS
EHERTIS—, Thik, RHELSALIBEDFT 7 # )L
NDFNy 7O LNILTT,

3 RATFT—REENIFEELFZLE, LRI 2 TRED
KNy TFvr—IhhikTS5—,

4 RAE

5 BE¥T—%,

6 BEBHOAvE—UEBIFLET,
7 REBHIE EHEOA vy -V b L—2,
8 BEAER ZHDOAR,

9 FBICEVNLRILO L —2R 1ER,

14.6. SSSD.CONF 7 7 1 JL T SSSD O&Fffi/a O ¥ >~ 7 DB ML

77 #J)U N Tld, RHEL 8.4 LAFED SSSD #f—E R E, ERBREB(TNNY IL NI 2) DHEOTICE
SRLEITH, RAEMBON S TNV a—FT 1 VJICBEBELGFHLANLTROZICESZINEE A

SSSD H—EZXOBEHFICEMAOX YV A2EWICT 5121E, /etc/sssd/sssd.confiRET 7 1 LD
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£tV > 3 vIZ debug_level=<integer> # 7> 3 v AEML£9$, T I T. <integer> DfEIE O M5 9
DEFICRYET, TRV ITLRIVERARIDOAT T, {RA3ID2OAT T, LRILBUETIE, %<
DFMROTAYE—VARBLET., LRIV 6, SREOBEDT /NNy JIRIBEE T,

AR
e sssd.confiRET7 7ML EwEL. SSSD 4—ERX A2 BRET 5I11d. root /82T — KRAANE
T\‘_a_o
FIE

. T¥ANMNIF 144 —T letc/sssd/sssd.conf 7 7 1 L EBHETF T,

2. debug level 7 7> 3 Y& 774 ILDITRTOEI > aVIEBML, TRy TLR)L%E, &R
LFFHBICERELEF T,

[domain/example.com]
debug_level =6
id_provider = ipa

[sssd]

debug_level =6

services = nss, pam, ifp, ssh, sudo
domains = example.com

[nss]
debug_level =6
[pam]
debug_level =6
[sudo]
debug_level =6
[ssh]
debug_level =6
[pac]
debug_level =6
[ifp]
debug_level =6

3. sssd.conf 7 7 M ILEREFELTHLE T,

4. SSSDH—EREZBEFL T, HILLWEREZHAIAAET,

I [root@server ~J# systemctl restart sssd

BIER R

e SSSDOV 774 )LdLUATLANIL
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14.7.SSSCTL O~ Y RA&{#EH L 7= SSSD OFAOxX > 7V OBERIL

T 7 4J)V N TlE, RHEL 8.4 LIFED SSSD HH—E R, EABRKB (T NNy JLRIL2) DAHAEOTICE
ﬁ%bij—b\ DILDIEFﬁEEO) |\77)l//1 T A /OLL.M\%&H¥%H“//\)[/—C(«1D9‘ Eﬁl“hiﬂ'/\m

sssctl debug-level <integer> I<¥ > R&2FRAL T, AYY R4V TSSSD H—ERDT/NNy L~
IWEZEETEEY, I T, <integer> DEIX O NS O DEFICRYET, TNV T LARIVIEHRKI3I D

DOAJT, RRK32OAJT, LNV BUETHE, ZLDFMRATA v E-—VZRHIELIT., LN
6 I, leDIE@FﬁEE@T/\ P4 7 ‘\-‘fX_LB i'?'o

=S5

o sssctl OV Y RAEZETT BICIE, root /SRT— KAMRETT,

FIR

® sssctldebug-level ¥ Y REFRAL T, FEOFMEEICH L TGERLAETNNY TLNIVERE
Lji-a—o

I [root@server ~J# sssctl debug-level 6

RS

e SSSDOV7r7AIBLvOTLRNIL
14.8.SSSD H—E AN ST /Ny O &2 INE L., IDM Y —/N—|Z & HEREE
BRBEDO NS TN a—FavY

IdM L —H =D 1dM B —/N—~ DRI % 1T T R ICRAENFRE LB, Y —/"\—LED SSSD #—
ERXTHMART Ny /OXyJ2BMIL, 2—F—ICET2EROGZHAITIZO072ELF
-a—o

AR

o sssctl OV RAEZETLTSSSD 4—ERE=BEENT BITIE. root /NAT— RKHMRBRETT,

FIE
1 1dM B —N—TFM4A SSSD /Ny /ax v /a8 L7,

I [root@server ~J# sssctl debug-level 6

2. SNIMEINREL TWBI—HY—DSSSD X v v aTH TV NEEWIT D0
LDAP H—/N—%&BE L. SSSD AT TICF v v aINTVLWBIBEHREATELEFHA.

I [root@server ~]# sssctl cache-expire -u idmuser
3. HWSSSD AV %HIBRL T, b TN a—FT1a v IDTF—9ty NER/NRICINZ 3,

I [root@server ~]# sssctl logs-remove
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. RELEEAEE L. EITRIRICYA LRI VT 2RET BRIC, I —F—DREEENEEL

£HERBFT, INLDIM LRIV TIE, =9ty hORO—TH#ISIKRYIAD T &
bff\‘ﬁ i’a—o

[root@server sssd]# date; su idmuser; date
Mon Mar 29 15:33:48 EDT 2021
su: user idmuser does not exist
Mon Mar 29 15:33:49 EDT 2021

(AT av) FHMRSSSD OV DIRE AT LAWEEIE., TRy JLRLETIFES,
I [root@server ~J# sssctl debug-level 2

. BEOHBEKICET BI1EHRZ SSSD AT THFELET., L&A

I£. /var/log/sssd/sssd_example.com.log 7 7 1 L 2552 5 &, SSSD H—E D

cn=accounts,dc=example,dc=com LDAP %# 7V ) —Ta1—H#—%RDlFohiar il & %

RLTWET, Thid, 22— —DEELAGVD, BIDGMICEETZIEZRLTVWETY,

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [dp_get_account_info_send] (0x0200):
Got request for [0x1][BE_REQ_USER][name=idmuser@example.com]
(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_get_generic_ext_step] (0x0400):
calling Idap_search_ext with [(&(uid=idmuser)(objectclass=posixAccount)(uid=)(&
(uidNumber=)(!(uidNumber=0))))][ch=accounts,dc=example,dc=com].

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_get_generic_op_finished]
(0x0400): Search result: Success(0), no errmsg set

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sdap_search_user_process] (0x0400):
Search for users, returned 0 results.

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_search_by name] (0x0400):
No such entry

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_delete_user] (0x0400): Error: 2
(No such file or directory)

(Mon Mar 29 15:33:48 2021) [sssd[be[example.com]]] [sysdb_search_by name] (0x0400):
No such entry

(Mon Mar 29 15:33:49 2021) [sssd[be[example.com]]]
[ipa_id_get_account_info_orig_done] (0x0080): Object not found, ending request

. WlEREDRAZHWITERWGEIE. UTZETVWET,

a. BEERLZSSSD O/ A INEL T,

[root@server ~)# sssctl logs-fetch sssd-logs-Mar29.tar

b. RedHat 77 =AY R— 5 —X %K L. UTERHFEELET,

i. SSSD O 7' sssd-logs-Mar29.tar
i. AZICHIET 2ERDYA LRV TELP1—H—FE2ETCIVY—ILOHEA,

[root@server sssd]# date; id idmuser; date
Mon Mar 29 15:33:48 EDT 2021

id: ‘idmuser’: no such user

Mon Mar 29 15:33:49 EDT 2021
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149.SSSD H—EZXAMSHTF/NNy FOJa#REL. IDMI7S5A4 7Y ML
n:L,\nIEFﬁEEO) |\77}l/y1 T’f 7

[dM 254 7 MIIdM A—H%—& L TR ZHITT 2RICEEIRE L LHEIE. | M H—/R—T
1—H—ERENMEB T EEWRALET, IdM*)L—/\—'C:L H—FHRAEIES TIRWVGEIE.
(IdM B —=NR—DSIEREMFTZ) M IV A 7Y hTENERRBZTEIRCRYET,

SREEDOREN IAM H—/R—D 5 ERINTW W EEHER LS, M —/NR—¢ IdM 754 7
NOmAMS SSSD TNy /Oy %=IRELTWE L,

AR
o [dM Y —N—=TIFHR<, IdM IS4 TV hTRIADEBEDHDHY £7,

o sssctl OV Y RAEZETLTSSSD 4—ERE=BEENT BITIE. root /NAT—RKHIRBETT,

. 92247 MNC, ¥ A NI T 1449 —T letc/sssd/sssd.conf 7 7 1 ILEFHT X,

2. V547V NT, ipa_server4 7> a>v% 7 74)LD [domain] £7 > 3 VITEM L. 1dM
H—N—ICRELET, TNICEY, I[dM I 54 72 MEMOD 1dM H—/3—D B ETRH % 8
I, SOTARZIDDIZATY MBIV —N—18LFICHRLZET,

[domain/example.com]
ipa_server = server.example.com

3. 9547 b Tsssdeconf 771 LA RELTCHALET,
4. 947V MNTSSSD Y —ERZBEEL T, REDERZHALAAET,
I [root@client ~]# systemctl restart sssd
5. Y—NR—BLUTI 147V FC, FMRSSSD TNy /OXy J2BMLET,
I [root@server ~J# sssctl debug-level 6
I [root@client ~]# sssctl debug-level 6
6. Y—N—BLTI54 7 T, FEABEIREL TWVWEI—H—DSSSD F + v ¥ 1 DIREE

7T MTlE, LDAP T—49R—R&ZFEHET, SSSDATTICF v+ v oaINTVWE
EP

I [root@server ~]# sssctl cache-expire -u idmuser
I [root@client ~]# sssctl cache-expire -u idmuser

7. Y—NR—BLTIS5AF7Y T, HVWSSSD OV &HIBRLT. STV a—FavIDFT—
Yty NER/NRICINZ S,

I [root@server ~]# sssctl logs-remove
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I [root@server ~]# sssctl logs-remove

8. V747V MNC, RIBEHIREL., HTAIRICIMI LRIV THERET BRI, 1—H—1
REIBBIRELLD EHAFET, CNEDIMLRY Y TE, T—9%Ey hDROA—-T%X
S5ICRYAD I ENTEZET,

[root@client sssd]# date; su idmuser; date
Mon Mar 29 16:20:13 EDT 2021

su: user idmuser does not exist
Mon Mar 29 16:20:14 EDT 2021

9. (AFYaV)Y—N—BLUTIS4 T b 57 SSSD OV DYE L BRWEE IR T /Ny &
LRILETFIFET,

I [root@server ~J# sssctl debug-level 0

I [root@client ~]# sssctl debug-level 0

10. ¥Y—NR—BIUVTI5347V T, KRRLAERICET 2E®RE SSSD AT ZHRALE I,
a. 7247 ATDI AT MDODEREZHEDBLET,
b. ¥—N\—OT DI ATV MDOLDEKREZMZEL TT,
c. ¥—N—AOJTIVIIAMDHEREZMZELET,
d ¥—NR—D2SVITRAMDERERETDIIAT7V NORREHWEL T T,
N. SREEBEDORAZHIITERWNGEIE. UTZTVWET,

a ldM Y —NR=BLPIM 7 47V b TEEMLASSSD OV ZIRELFT, KA ME
FEO=IICIECTIRIVEFTET,

I [root@server ~J# sssctl logs-fetch sssd-logs-server-Mar29.tar

I [root@client ~]# sssctl logs-fetch sssd-logs-client-Mar29.tar

b. RedHat 77 Z AN Y R— "5 —R%&EEH L. UTFERHELET,
i. SSSD F/\w /O
A. H—/\—H5 sssd-logs-server-Mar29.tar
B. 7247 hH b D sssd-logs-client-Mar29.tar
i. AZICRIET 2ERDI A LRI THELP1I—Y—ZEETCI VY —ILOEH T,
[root@client sssd]# date; su idmuser; date
Mon Mar 29 16:20:13 EDT 2021

su: user idmuser does not exist
Mon Mar 29 16:20:14 EDT 2021

1410.SSSD /XY UV TV RTOD YUV 54 7V NERDBERH
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F14=IDM CSSSD A FH LSO NS TNV a—FT 1Y

SSSD X ERAIERHICHMIELE T, HOBRDA Yy E—IUARALOT 7 74 ILIEBMI NS, —
BOEXRBAHFEIVSAT7VNIDAEFERLT, Ny I ROJADI A7V NEREZEBIHTEX

¥, —BE0DY 7 TR NEBIFIE. RiD#<integer> DX TT /Ny JOJ7IEMIN, 254 F7 >~ ~ID

I 7 #+ — L [CID #<integer] ICBIMINET, ChickY, E4«DEKRICEETZO/ 208 TE, &
HDSSSD AVR—RY MDA T 774 IVEETY VIA N 2RI ORELZTEIFTEET,

Gl s
o TNy /AOAXVITEBMICL, M I SA TV MHALERNMEEFEINTWS,

o SSSDOAVI77AMIDABERIT B7DD root tERAZFF>TW 3,

FIR

1. SSSD AV 7 74 IV =R T 2ICId. less1—T 4 ) T4 —%ZEHALTOV 7704V 2HEE
9, 7z& ZIE, /var/log/sssd/sssd_example.com.log A&k R"Y 3 ICIE, ROOATY REETL
x7,

I [root@server ~# less /var/log/sssd/sssd_example.com.log

2. V347V MERICEAY 5158IE. SSSDATZHEL T T,

(2021-07-26 18:26:37): [be[testidm.com]] [dp_req_destructor] (0x0400): [RID#3] Number of
active DP request: 0

(2021-07-26 18:26:37): [be[testidm.com]] [dp_req_reply_std] (0x1000): [RID#3] DP Request
AccountDomain #3: Returning [Internal Error]: 3,1432158301,GetAccountDomain() not
supported

(2021-07-26 18:26:37): [be[testidm.com]] [dp_attach_req] (0x0400): [RID#4] DP Request
Account #4: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-07-26 18:26:37): [be[testidm.com]] [dp_attach_req] (0x0400): [RID#4] Number of
active DP request: 1

SSSD O 774D DEAMIE, 2 DDERZERICDOVWT—EDHRFD RID#3 &
SU'RID# ERLTWE T,

7272 L. SSSDVSA TV MAVI—TITARANDIDDISAT Y NERD, Nv I Ty RTEHD
BEREN)H=—FTBIEDNZWVED, V54TV RERENY VIV ROEKREDREIC T 1 DHEERE
AR BYFET, Ny I Ty RROEHD) VTR MNIIZERZRDESHIHY FITH. HRIVDK
Ny DIV RYGJIRAMIEFE—ZEDISATMNDAEFRATWDE LD, BEEFIE—DISAT YV
F)JITZAMIFLTERDORDBZBSEBIFCTIET,

LFoHlE, 1202547 M)A [sssd.nssCID#1] &, /Ny VTV RTERINLEEHD
)2 T2k ([RID#5] 55 [RID#13]) R LTWET,

(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#5] DP Request [Account #5]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#6] DP Request [AccountDomain
#6]: REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:16): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#7] DP Request [Account #7]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#8] DP Request [Initgroups #8]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#9] DP Request [Account #9]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#10] DP Request [Account #10]:
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REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].
(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#11] DP Request [Account #11]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].
(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#12] DP Request [Account #12]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].
(2021-10-29 13:24:17): [be[ad.vm]] [dp_attach_req] (0x0400): [RID#13] DP Request [Account #13]:
REQ_TRACE: New request. [sssd.nss CID #1] Flags [0x0001].

UNOT7FSAF =Y = 2ERALLY 47 NERDER

System Security Services Daemon (SSSD) ICId, #B# D SSSD IV R—X ¥ kA 60O 7 7 7 4 )L 21K
THIIZAMN BN OREFTTEIfT2HDIERATEZ207@AY—ILAEENTVET,

14N a7 7+rZ4FY—=ILDLL &

Oy —ILaFET2E, BHOSSSD AVR—Y MHS5DOT 774 ILEETSSSD ) VTR
NERHSHREBEEFTEBIFCEZETY, sssctlanalyze Y Y RAEFRLTCT7F 74—y —ILERTL
i_a_o

AT 7F+54% Y=Lk, SSSD D NSS LU PAM OEA NS T a—F 4V J L, SSSD T
Ny JO7%LYBBICHERTZ2DICERIIEET, SSSD 7O R LEDOREDI ATV M) I IR
MIDHEETZSSSD OV AMHL THATEET,

SSSD (&, 1 —H—&R3E (su. ssh) BREFRIC, 2 —H—B LTV IL—T7D ID 1B (id. getent) %=
BIHFLET, NSSLRRYIDYS47 > MIDCID) IEPAM L ARV F—D CID &IFHMIILTH Y,

NSS &EPAM DY VTR M2 EEB LEBENIRTIINE T, —-pam £ T 3 > % sssctl
analyze XY REEHIHERALT. PAMYJ I AN EHBRELET,

pa )

SSSD AEY—F vy rahbiRINAY VIR MNIOJICEHEINT, OV T7F54
PY—ILTEITEEHA,

BIER R

e sudo sssctl analyze request --help
e sudo sssctl analyze --help
e sssd.confman R—Y

e sssctl D man R—

14M2. 07754 %Y —ILDET

RI7F5A4F—Y—IVERLTSSSD T4 7Y M) VTR MEBHY 5T, ROFIRICHEWN
i’a—o

AR

o OJRITHEBEABMICT ITIE. /etc/sssd/sssd.conf 7 7 1 )LD [$responder] £ > 3 v
B & U [domain/$domain] £ > 3 > T debug_level %= 7 LA LICERET Z2HELH B,
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F14=IDM CSSSD A FH LSO NS TNV a—FT 1Y

o NIrdZOVIL, libtevent Fz—2 DAY R—MNTE2EBHEDHZ/N—T 3 DSSSD, D F
\) RHEL 8.5 LAFED SSSD "S5 DEDTHDIUELH D,

FIR

. OJ7Fo4Y—IL% list E—RTETLT. BIILTWBYIITRAMNDIZAT7VMNID %
BEL, vA7YarvaBMLERRENERRILET,

I # sssctl analyze request list -v
SSSDICR L TIThNARAEDI A 7Y M) VT X NOFEMAY A MARRINE T,
)z 6

PAM 1) UV TR b =94 2355 1&. sssctl analyze request list 17> K% -
pam 7> 3 U ETEITLET,

2. show [unique clientID] 4+ 7> a v ABELTCAIV 74P Y—ILERTL, BELLI S
17V NI DESICEETZO7ZXRRLET,

I # sssctl analyze request show 20

3 MBILGLCT, O 774w LlcOyd 7oAy —ILERITTEET, RIHZERLE
_a—o

I # sssctl analyze request --logdir=/tmp/var/log/sssd

BIERHR

e sssctl analyze request list --help
e sssctl analyze request show --help

e sssctl D man R—,

14.12. BEE1EHR

® General SSSD Debugging Procedures
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BBEVINGA VA VEOT T ) 5r— 3 VDERE
SN A VA Y (SSO) 1. 1EOOJA VFIETERDY AT ALICOTA VY TIXBRMRAF—LALT
T, 1—H—DEREEFEHEE LT, KerberosF4& v b, SSLERE. ok bh—ovaERETELDIC,
TS9O —EXA=IWISAT7 VY NERETETET,

TTN)Vr—2a Vil >THRENERDZIBELHY T, AETIEX. Mozilla Thunderbird X —ILY 54
7> b8 LU Mozilla Firefox Web 72 O H—(IC SSO SRR X —V AR ET D HEEHE L TERBBL X
-a—o
15.1. IR &4

o LUTDOF7T ) r—>avaAVAMN=ILLTWS,

o Mozilla Firefox /A—< 3 > 88

o Mozilla Thunderbird /83— 3> 78

15.2. > )L A4 A4 I KERBEROS #{#H 3 % &£ 5 IC FIREFOX %38 F
ERG)
Firefox i&. 1 Y b SRy bH A MR ZDMDFREI N Web o hADT Y TILH A V> (SSO)

IC Kerberos AT 2L DICRETEE T, INEITHOITIE. RIS, Kerberos EREEIEHR % @t 7 52
itz ¥ — (KDC) ILEET B L I IC Firefox 55X ET D2HENHYET,

o

= -1o)
Firefox #* Kerberos SREFIEHREET L D ICERE LR TH. B4 Kerberos F7 v b

WMEIIRY F9, Kerberos F4y NaEMT BICIE, kinitAY > K&EHR LT, KDC
toa—4—pa1—4—R2AT7—-REEELZT,

Password for jsmith@EXAMPLE.COM:

I [ismith@host ~] $ kinit

FIR

1. Firefox ®7 KL Z/X—(C about:config & AIL. MEDEREA F>avD) A MERRLE
ER

2. Filter 7 1+ —JL KIC negotiate EF AL T, 72 a v )X MEHFIBRLEFT,
3. network.negotiate-auth.trusted-uris DT> M) —% 5T ) v I LET,

4. BTEVA R () 2830, BEAIKERTEIRXAVEBZANLET, ERO XAV ZEBINT 2
BEIF. XA VEIVIRYPY TAALET,
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BSE Y INYAVAVRADT T 5r— 3 Y ORE

B415.1 Firefox D&% E

~

Advanced Preferences X | + x

&« C o &) Firefox | about:config g +yINn@D @ & =

., negotiate [ ] Show only madified preferences
network.negotiate-auth.allow-non-fqdn false

network.negotiate-auth.allow-proxies true
network.negotiate-auth.delegation-uris

network.negotiate-auth.gsslib

< BRI
5

network.negotiate-auth.trusted-uris .example.com,.example2.com
network.negotiate-auth.using-native-gsslib true
negotiate © Boolean Number String +

BEER

® |dentity Management T Kerberos % {9 % & D IC Firefox 5% E 9 2 HiEIE. Linux KX A
~ Identity, Authentication, BLUVRY O —HA ROWIET B I3 #8RLTLEX
LY,

15.3. FIREFOX TiFBRZE DR
UTFDOMFIE,. Mozilla Firefox TEFRAZEARTRT 2 AEE=R~RLTWE T,

Firefox TEIBAE AR~ Y 5 ICIL. Certificate Manager ZF < MENH Y 7,

FIR

1. Mozilla Firefox T Firefox X —= 21 —%RFdX. Preferences #ZiRL £,
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X
¥ IND ®@ & =
@ Sign in to Firefox >
kin Protections Dashboard
£ New Window Ctrl+MN
e MNew Private Window Ctrl+5hift+P
BJ Restore Previous Session
Zoom — 100% +
Edit X 0 g
I\ Library 3

=0 Logins and Passwords
4. Add-ons and Themes Ctri+Shift+4

IF Preferences

o/ Customize Toolbar...

Cpen File... Ctrl+0
Save Page As... Ctrl+5
e Print... Ctrl+P
Q, Find in This Page... Ctrl+F
More >
Web Developer >
@ Help by
M Quit Ctrl+Q

2. ZIDY 1+~ KT, Privacy & Security 27> a VA RERLE T,
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BEESYINGAVAVRAOT TV 5—>a Y OFRE

= Sync

3. Certifications ¥ ¢X7A—J/LL T,

4. View Certificates %;#iR L T. Certificate Manager Zf X £ 7,

'ﬁ' General Allow Firefox to send technical and interaction data to Meozilla Learn more

Q Merms Allow Firefox to make personalized extension recommendations Learn more

Q Search

ﬂ Privacy & Security

Allow Firefox to install and run studies View Firefox studies

Allow Firefox to send backlogged crash reports on your behalf Learn more

& Sync

Security

Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

Query OCSP responder servers to confirm the current validity of | View Certificates...

certificates ] .
Security Devices...

15.4. FIREFOX T CAGFFHE DA Vi R— k

AT DFIIE, Mozilla Firefox TEEBAZ A A1 VIR— N2 AFEERLTVWE T,

AR
o FNARICCAGIRAEDNH 2,

CABIRAZEZ A Y R— T BICIE, UTFZRTLET,
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Fa
1. Certificate Manager Z5X £ 9,
2. Authorities Z:ZiRL. Import =7 v o LX T,

B415.2 Firefox TD CAGEBAZE D1 ~R— b

Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Default Trust
Global Chambersign Root - 2008 Default Trust
~w AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce R... Default Trust

Camerfirma Global Chambersign Root  Default Trust

Authorities

a

View Edit Trust Import... Export Delete or Distrust

3TNRAZANSGE Y yO—R UL CARRAZEZERLF T,

15.5. FIREFOX CELEHZ D EHEREDIRESE

LATFDHFIIE. Mozilla Firefox CRIRAEREAmMET 2 HEZR~LTWET,

FIE=S 0
L EEAEAEBICA Y R— I hF L,
AAED M A MREZRET B ICIE. UTFZITVWET,
FIa
1. Certificate Manager ZBX £ 9,
2. Authe ¥ 7T, BEYIREIAAZEZ:#R L, EditTrustz2 ) v/ LET,

3 AAE RN SR MREZRELI T,
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B415.3 Firefox COEEEAE b 5 X MREDIRE

Edit CA certificate trust settings x
The certificate "AffirmTrust Commercial” represents a Certificate Authority.
Edit trust settings:

2 This certificate can identify websites.

This certificate can identify mail users.

Cancel QK

15.6. FIREFOX TEREEFHDEAGFBED A v R— b
BUFDfIE, Mozilla Firefox TEREERICEANIBAEZE %M Y R— b5 HEE2RLTVWET,

=55
TR REANERENMREFEIN TV S,

L ICENGEERE Z AT 2ICI1d, LLTFZEITLET,

¥
1. Certificate Manager ZBX £ 9,
2. Your Certificates Z:ZiR L. Import=z2 ) v 7 LEX T,

B415.4 Firefox COREADEAGERAEZED 1M R— b

Certificate Manager x
Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On B
View.. Backup Backup All.. Import... Delete...
OK
]
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3. AVE1—49—HoBEULARAEEZERLET,

15.7. THUNDERBIRD TifBRZ DX

AT DFIE. Mozilla Thunderbird X =LY 54 7~ M TatBAEZRRT 5 HEZ R L TVWET,

FIE
1. Mozilla Thunderbird T, XA v X =Za1—%F X, Preference #:#RL 7,
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B15.5 X = 1 —H LRI E & E A

X
4+ New >
] Attachments

Edit ¥ o @ »
Q. Find 3
#= Print >
By Save As >
[ Empty Trash
4. Add-ons

ED Account Settings

IF Preferences

L7 Customize >
File >
View >
Go >
Message >
Tools >

@ Help 3

M Quit

2. ZIDY 1+~ KT, Privacy & Security 27> a VA RERLE T,
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Biset¥XalVr1—E72avnER
-!:I- General

# Composition

ﬂ Privacy & Security

CJ Chat

3. Certifications F X7 A0—J/LLZE T,

4. Manage Certificates = E1R L T. Certificate Manager Zf X £ 7,

E15.7 SEBAE ¥ X2 — T v —DiCE)

Security

Scam Detection
Thunderbird can analyze messages for suspected email scams by looking for commeon techniques used to

deceive you.

+| Tell me if the message I'm reading is a suspected email scam

Antivirus
Thunderbird can make it easy for antivirus software to analyze incoming mail messages for viruses before they

are stored locally.

Allow antivirus clients to quarantine individual incoming messages

Certificates
When a server requests my personal certificate:

Select one automatically @ Ask me every time

v| Query OCSP responder servers to confirm the current validity of certificates Manage Certificates...

Security Devices...

15.8. THUNDERBIRD T:iFBAZ DA ~VRh— b

LAFDFIE. Mozilla Thunderbird X =LY 54 7> NTifBBEA (A VI R— M 923 AFERLTVWE T,

AR
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BISE YV INYA VA VRAOT T 5— a Y ORE

o T/NA R CAFIRRENMEEINTWS,

CABIFAZEZ A Y R— T BICIEE, UTFZRTLET,

¥
1. Certificate Manager ZBX £ 9,
2. Authorities #:#iRL. Import =7 v o LXT,

B415.8 Thunderbird T CASEBAZED 1 ~R— b

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

PE

Certificate Name Security Device
~ AC Camerfirma S.A. l
Chambers of Commerce Root - 2008 Default Trust
Global Chambersign Root - 2008 Default Trust
v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce R... Default Trust

Camerfirma Global Chambersign Root ~ Default Trust

View.. Edit Trust... Import... Export... Delete or Distrust

oK

3. 40— RLECASIFAEZEBRL XY,

15.9. THUNDERBIRD TiFBRZDEFEREDIRE

T DFIE. Mozilla Thunderbird X =LY 54 7~ M CitFAEREZmET 2 A E2R L TVWET,

AR
o FFAAENERBICA VR—FIhF L,

AAAEERBRERET 2ICIE. UTFZITVWET,

FIR

1. Certificate Manager ZfX £ 9,
2. Authe ¥ 7T, #EY)AFEAEZ#IRL, EditTrustZ22 ) v I LE T,

3 AEAE RN SAMREZRELI T,
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E415.9 Thunderbird CIBAZ DEHEREDRE

Edit CA certificate trust settings X

The certificate “Chambers of Commerce Root - 2008" represents a Certificate Authority.

Edit trust settings:
3 This certificate can identify websites.

% This certificate can identify mail users.

Cancel ‘ | OK

15.10. THUNDERBIRD T{EASERAZ D A ~R— b

LATFDFIIE. Mozilla Thunderbird X =LY 54 7> N TEANZRGEADIIRES A v R— N T D2 AEAETR
LTWET,

[[i=S0
L 7 ZICBEANGERE MRS N TV 2,

SREEICEAGEAE 2 A 5ICI1E. BUTFZRITLEYS,

FIg
1. Certificate Manager Zf X £ 9,

2. Your Certificates ¥ 7 C. Import 22 ) v o7 L %9,
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E415.10 Thunderbird CEREEADEAIIBHED 1 ~R— b

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | Security Device | Serial Number | Expires On =

View. .. Backup... Backup AlL... Import... Delete...

0K

3. BEVOIAVELI S —DOMBELIRAEEZRLET,
4. Certificate Manager =B U £ 9,

5 X4 Y AZa1—%FIX. Account Settings %3EZIR L £ 7,
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BN A=Za—Hm5F7ho Y MEEDER

+ MNew >
] Attachments

Edit ¥ o & »
Q. Find 3
#= Print >
Y Save As >
B Empty Trash
4. Add-ons

ED Account Settings

IF Preferences

L7 Customize >
File >
View >
Go >
Message >
Tools >

@ Help 3

M Quit

6. PTAHOYMDA—IT RLZADTICH ZZERD/N%)LT End-To-End Encryption %:EiR L &
ER
IVRY—IVROEBEEEI Y 3V DO=ER
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v B john@example.com
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings

Synchronization & Storage

Return Receipts

. S/IMIME T, =%1D Select 2 ZRL T, Avt—YDERLICHERT ZEAGREZERL X
-3—0

8. SIMIME T, 2&HB® Select #3ZIRL T. X v tE—VDES{LEESAEITO EANGBEEZEAEIR
L/i-a—o
ELB L URESb/ESIERT ZERAEDREIR

SIMIME

Personal certificate for digital signing:

Select... Clear

Personal certificate for encryption:

Manage S/MIME Certificates S/MIME Security Devices

pa )

BWRIBAEAFHAD Z & 2N /iimEE. Manage S/MIME certificates % L T
Certificate Manager Z B < 2 &N TE XY,
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