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[defaults]
inventory = /home/ansible/inventory
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become = True
become_method = sudo
become_user = root
become_ask_pass = True

Pz
~l.ansible.cfg 7 7 1 L DR EIFBEEIE L. FO—1NIL7R
letc/ansible/ansible.cfg 7 7 1 VDR EA A —/N\—5 4 KL Z T,
INLDHREEMFAL T, Ansible [RDT7 V> avaRITLET,
o BEINIKAUNYN) =T 74V THRANEZEELET,

o EIWR ./ — KADSSHEREMIIT 5 & XTI, remote_user /XS5 X —49 —THREIN
TAODYNEFERLET,

e sudo1—F4YUT4—%FAHLT, root 21— —& LTBENR/ —RTYRIEZETL
i’a—o

® Playbook Z#EAT /I, VE—FI—H—Droot N\AT—RDANZERDHLENFT,
Zhix, a7 —LOERAISHREINET,

6. BEEXNRHKEANDERANE%EY X MT S ~/inventory 7 7 1 L% INI 72iF YAML =X TIERK
LET. A YRVYKN) =T 7AILNTHRAMNDIIN—THAERTBIEEHETIET, &2
LUFIE. 32DKRAMEUSEVWDILZRIDIDDRANTI—TEEZL INIERDA VRV bk
)—774IJLTY,

managed-node-01.example.com

[US]
managed-node-02.example.com ansible_host=192.0.2.100
managed-node-03.example.com

A A=/ —RRIRRANEGEBRTEZRENH DI EITEEL TSIV, DNS H—
N=—DFEDKRRA MNRERTERWEEIF. KA NIV M) —OD#IC ansible_host /35 X —
Y—%BMLT. TOIPT7RLRAEEBELET,

7. RHEL > A7 A0—J)LEA4 VA M—=ILLET,

® Ansible Automation Platform @72 RHEL "R R M IZ, rhel-system-roles /X o — < % A
V7\ I\ _)l/ L/ i -a—o

I [root@control-node]# dnf install rhel-system-roles

Zoavv Kk
I&. /usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/ 7 1

L2 N)—icaLv>aveE=4 A M=JLL, &KEFERKE L T ansible-core /Xy r— 7%
4)7\ I\_)l/bi-a—o

® Ansible Automation Platform T. ansible 1—%'—& L TROFIEAEITLE T,

i. ~/.ansible.cfg 7 71 JL T O VFUYDTS4<)—Y—RE LT RedHat
Automation Hub ZE&H L £ 9,

1


https://access.redhat.com/documentation/ja-jp/red_hat_ansible_automation_platform/2.4/html/getting_started_with_automation_hub/configure-hub-primary
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ii. Red Hat Automation Hub #*5 redhat.rhel_system roles AL 7> a>v %4 VX h—
IWLET,

[ansible@control-node]$ ansible-galaxy collection install
redhat.rhel_system_roles

ZOaAXVRFE, aALosavz
~/.ansible/collections/ansible_collections/redhat/rhel_system_roles/ 1 L 7 k
U _‘:’f V7\ I\_)l/ L/i-a—o

RORATY S

o TENR/—NZERBLIT, FMlIE BENR/ —FOERF ZSRLTILIW,

BIER R

® RHEL 9 & & U RHEL 8.6 LAf&®M AppStream Y RY M) —IC&E N5 Ansible Core /Xy r—
DY R— b EEH

® subscription-manager 2 L T RedHat AR X —R—F IV R T LEZEHRLTH T RS
24793

e ssh-keygen(1) man R—<
® ssh-agent ZEALTSSH*—TYE— MY VIlERT 2FIR
® Ansible #E%E

o A URYKNY—DEEAX

22. BEWR/ — KD %E(H

BEWR/ —RIFA VRPN —IZVARNINRTWBYRTLTHY, Playbook ICfiE>TaY hO—
W) —RICE>TEREINT T, BENFRIANMIAnsible 54 VA MN—ILT2HREEIHY FTH A,

AR

e OvhO—J)L/—RE#EfFELTWS, F#llld. Preparing a controlnode on RHEL S =SB L T
(I,

e O hA—IN/—FKDPBLSSHT7 V7 ERXATE S,

BF

root I —H—& L TCOEESSH 7/ ERIFEF2a) T4 —) RV EB|EFIL
F9, COVRVEBRRTZICIFE. EENR/ —REEFEITHEXI, 2D/ —
KEico—AhAlai—H5—%/FR L, sudo R >—%FELFT, HEWT, TV
RO—JL/—R®DAnsible &, O—HIL2A—HF—THo Y M aERAL TEENS
J—RicaZ4 > L. rooteEDRIDI—H—& LT Playbook ZZE{TTEZF
ERS

FIE
1. ansible & W) &R I —HF—%/EMR L X7,

12
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https://docs.ansible.com/ansible/latest/reference_appendices/config.html
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I [root@managed-node-01]# useradd ansible

dvbAO—)I/—REETCIDI—HY—%ZFHALT. TORIAMDSSHEGEEZHWILE T,
2. ansible 1—H4"— DR 2AJ7—RKEZELZ T,

[root@managed-node-01]# passwd ansible

Changing password for user ansible.

New password: <password>

Retype new password: <password>

passwd: all authentication tokens updated successfully.

Ansible B’ sudo AL Croot 1 —4%'—& L TH RV EETT 2HBBIE. CDONRNRAT—R%
AT EZRELIHY T,

3. ansible Z1—%'—® SSH NEAFEAEEERR/ —RNICA VA M=ILLET,

a. ansible 2 —%—& L TCcavbhaO—JL/—RiICAY A4 L, SSH AKBAEEENR/ —K
ICaE—LZE9,

[ansible@control-node]$ ssh-copy-id managed-node-01.example.com
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansible/.ssh/id_rsa.pub”

The authenticity of host 'managed-node-01.example.com (192.0.2.100)' can't be
established.

ECDSA key fingerprint is
SHA256:9bZ33GJNODK3zbNhybokN/6Mq7hu3vpBXDrCxe7NAvo.

b. 7OV IMRRINLL, yesEANDLTERKLET,
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

c. 7AVIIPRRINESL, XRT—FEAHALZEY,
ansible@managed-node-01.example.com's password: <password>

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'managed-node-01.example.com™
and check to make sure that only the key(s) you wanted were added.

d JdvhO—JIL/—KRTOATVREYE—-FMTEITLT, SSHEGEERLF T,

I [ansible@control-node]$ ssh managed-node-01.example.com whoami
ansible

4. ansible 2—%—® sudo BREEEXK L F 9,

a. visudo I~v > KA L T, /etc/sudoers.d/ansible 7 7 1 L EER B L TIREL 7,

13
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I [root@managed-node-01]# visudo /etc/sudoers.d/ansible

BEDIT 1449 —TlER< visudo 2 FAT 2 mIE. COI—F14)FT14—DT7714)L%
AVAN—IILT BRI IS —REDEANLF v V2 RETZHICHY FT,

b. /etc/sudoers.d/ansible 7 7 1 L T, B#IZHU7= sudoers R o —ABELF T, JRIC
FlERLET,

e ansible 1—%—DNRX2XAT—REAHLEE., TORAMNETEEDI—F—BLVY
W—=TELTITRTOOAT Y REETT SR % ansible 2 —H— (59 5 121&, LA
TEFEHRALET,

I ansible ALL=(ALL) ALL

e ansible 1 —H%—D/XZAT7—KEZAHDETIC, COKRAMNETCEEDI—HY—BLTY
I—TELTIRTODAY Y RAEETT SHER% ansible 21— — 153 5121, KL
TAFERALEY,

I ansible ALL=(ALL) NOPASSWD: ALL

Frld, Ex¥a )71 —BHICEDETIYMIVWRY O—%KREL XTI, sudoers R o —
DML, sudoers(5) man R—IYEHBLTLEIW,

L. IRTOBEWRKR/—REOI M O—IL/ —RHOSHIAVY Y REERTTILIEAMELE
£

[ansible@control-node]$ ansible all -m ping
BECOME password: <password>
managed-node-01.example.com | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python3"
b
"changed": false,
"ping": "pong"
}

N—RIOA—=—F AV ITINFZITRTORRANTIL—TITIE, A RN =T 7A4I)LICY) AR
NTWBITRTORRA MDENICESENET,

2. Ansiblecommand €Y 21— )L HERA L TEENKHAIZ M ET whoami 21—F 1 ) 74 — %=X
7L, EREBNELBETEIEZHALET,
[ansible@control-node]$ ansible managed-node-01.example.com -m command -a
whoami
BECOME password: <password>
managed-node-01.example.com | CHANGED | rc=0 >>
root

av Y FDroot ZIRL 72356, BENR/ —FETsudo NMEELKBEEINTWET,

BIER R
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e RHELO9 T v hO—JL/ — RD#AE

e sudoers(5) man R—
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3% ANSIBLE VAULT
ABITL o2 TIE. Playbook T, BEXNRERANEHRET B72HIC. /XAT— R, APl F¥—, ZTOMD
=Ly N EDHRT—YAFERTINEI,NHYFTT, ZOEBFREZTHILITFOMD Ansible B
MDD 7AIICTL—VTFRANTRETDE, FNODT7AIVCT IV EATEZ T RTCOIA—HF—N
BT — Y ERANDIENTIELEH, X2 TFs—LEDYVRINPELFET,

Ansible Vault 2{Ff T 5 &, BERBEHRZESL. 8. X, BLPRETETET, TNHIERDED
ICEHBENTETET,

e Ansible Playbook ICHEALAZHT 71 )L
o KRRANEHETI—TEHK
® Playbook ZZE{TT 5 & XIIBIHE L TEINBZER T 714U
® Ansible O—/LTEEINLEH
Ansible Vault T2 &, B4 DEH. 7712, ISICIEYAML 7 7 4 L7 EDBEEILT —

Y aREIEETEIEY, ZOT—9RN—VaVvEBRIYRATLILREIREFLEY., BREBEREZ AR
FTRIERLKF—LAVYN—EHBLELEYTEET,

BF

7 4 JLIE. Advanced Encryption Standard (AES256) D FREESILIC & > TRE I 1
T&U T DRESEEESTORAICE—D/NRRT— RELEFNRRT L —IXMPMERS
hij—o k—@ji/f(«i%—%‘\-ct 'D—CIET‘L- E"‘TL'CL\EL\Q_&L;/EE? bf(?‘;"i\,\

BEABRILT DICIE, MBETHEZDMHRDITRTOEENNAD T 74 ILFERIFTa4L I M) —ITFR
BINELDICAnsble 7OV TV MABRET Z2DOHLNBEMTY, RIC. ansible-vault I~v > K& {#HH
L THBLEHAESO 7T 7MLV A RETEET,

BeSt3INn=7 71 ILDIEK

RDOAXY RiE, FILWVaut ST —RDARNERDET, RIS, T7AIVMDITFT49—%FHL
THBREREARETR2HOD07 714 IVERETFT,

# ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

BeStIh=7 71 ILDEXRR
ROAX Y R, BEED Vaut /SRAT7—RDANERDF T, JRIC, T TICESIEINTZT 71 )LD
ROAVvFoYERRLET,

# ansible-vault view vault.yml
Vault password: <vault_password>
my_secret: "yJJvPghsiusmmPPZdnjndkdnYNDjdj782meUZcw"

St 74 I DORE

ROATY RIE BEOD Vault /SAT—ROANZRHEF ., RIC, $TIKHESEINALT 7ML %R
ETIAINMDIT 49— % AL THRELZHREZERLET,

16



# ansible-vault edit vault.yml
Vault password: <vault_password>

BED7 714 VOES{E

%33 ANSIBLE VAULT

ROAT Y RIE, FTLWVault /S RAT7—RKDAANEKRDFT, RIZ, BFEOESIEINTVWARAVWT 74

WSk LET,

# ansible-vault encrypt vault.ymi

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Encryption successful

BEDO7 71 IVDES

RDOAT Y RiE, BED Vault S AT7—RDANEKRDFT, RIZ, BEOBSILEINLZT7714IL%518

SLET.

# ansible-vault decrypt vault.ymi
Vault password: <vault_password>
Decryption successful

BEE{tINE=T7AILDNRRAT—REZEHRT S

RDAT Y RIE, TD Vault /SR T — RDAA%ZERD, RICH LW Vault S2AT—RDABDZERD X

ER

# ansible-vault rekey vault.yml

Vault password: <vault_password>

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Rekey successful

Playbook T® Ansible vault EH D E A48 A

- name: Create user accounts for all servers
hosts: managed-node-01.example.com
vars_files:

- vault.yml
tasks:
- name: Create user from vault.yml file
user:
name: "{{ username }}"
password: "{{ pwhash }}"

Ansible Playbook @ vars_files £V > a3 VIZEHZET 7 7 4 )L (vault.yml) Z 5 A A, BEDEE
EAULELDICHFEMAFERL 9. RIC. ansible-playbook --ask-vault-pass <> K&FRAL T
Playbook Z%fTL. NRAT—RZFETANLET, FiF. "AT—RZHDT7 74 IICKRE

L. ansible-playbook --vault-password-file /path/to/my/vault-password-file 1~ > R L T

Playbook #Z1T L % ¢,

BIER R
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e ansible-vault(1). ansible-playbook(1) man R—<
® Ansible vault

® Ansible Vault DRRANTS U514 R

18


https://docs.ansible.com/ansible/2.9/user_guide/vault.html
https://docs.ansible.com/ansible/2.9/user_guide/playbooks_best_practices.html#variables-and-vaults

854% RHEL @ ANSIBLE IPMI €Y a1 —JL

543 RHEL @ ANSIBLEIPMI Y 2 —JL

41.RHEL MGMT O L V> 3V
Intelligent Platform Management Interface (IPMI) I&, R—RR—REEI Y hO—F— (BMC) 7/314
REBETZHOO—EDZETONIILDOHERKRTT, IPMI EV 21—V E2FERATZE. N—RKDxT
BEOBEMLEZBMCLTHR—KFTEZET, IPMI €Y 2 —ILIZRDIGFATCHEATE XY,

e rhelmgmtadL 7> 3y, /Ny 45— %ZId ansible-collection-redhat-rhel_mgmt T9,

e L L\ ansible-collection-redhat-rhel_mgmt /Xy o — > D —ER T d % RHEL 8 AppStream,
RO IPMIEY 2—)bh rhelmgmt AL V> 3 Y THERATETT,

e ipmi_boot: 7— hF/\1 RDIEFDERE

® ipmi_power. ¥ Y DENERE

IPMI EY 2 —VICERINBZHEBENTA =Y —EROEHYTT,

e ipmi_boot /X5 X —% —:

EZa—0%
name BMC ORRA NEFEIZIPT7 KL A,
password BMC IC#EiR g 2720DD/XZXT— R
bootdev REEERFICERT 27/854 R

* network

* floppy

* hd

* safe

* optical

* setup

* default
User BMC ICEfRT /D1 —H—%

e ipmi_power /X35 X —4 —:

EVa—-I%

name BMCHRRAMNEZEIFIP7RLR

19
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EZa—M%E
password BMC IC#EiR g 272D D/XZXT— R
user BMC ICEfRT 5D 1—H—%
KARE& RVUHNBRDRAT—YRIHEMNEIDEERL
E3CN
*on
* off
* shutdown
*reset
* boot

4.2.1Pm_BOOT EY 2 —ILD{EFH

RDFIE. Playbook T ipmi_boot €Y a— VAR L T, REOEEBICEET /N1 AAERET DA
FEERLTWET, DHYUPTLLTELHOIC, TZICRTHITIE Ansible > hA—ILERR MBLUVT
F—IV RKRAMNEBUKRRAMNZFERLTWS7ZH, Playbook AETINZDERUKRRANTEY 2 —
VWEZERITLET,
Gl s

o OV RO—J)L/—REBERR/ —RE#EELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H—¢Lcarybo—jb/—Kicasq4rLTw
%,

o TEWR/ —NADERFERATZIT7HTY M. TD/ —RIIHT % sudo tERDH %,
e ansible-collection-redhat-rhel_mgmt /Xy 7 —I A4 VXA =)L I N TW3B,

e python3-pyghmi/Xy s —I A, O hO—J)L/ —RFLIFIEELR/ —ROowFhnic( v
Z I\_)l/-SnT\:\éo

o HEITZIPMIBMCIZ, I bO—IL/ —RFLIFEEBRREZA N (BEERRKEAMELT
localhost Z A L TWARWEE) DO Ry NT—JATTY IV EATES, EVa—/ILHIPMI
7OMINEFRALTRY N7—JRHBTBMC ICERT 570, 8. EYV1—IICL-T
BMCHREINTWVWERRAME, BEMRFANEIFELZ I LITERLTLEIW,

o FMIBRLANILDTIVEATBMCICTIERATBEDDILTYIvILEHY £,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Set boot device to be used on next boot
hosts: managed-node-01.example.com

20
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tasks:
- name: Ensure boot device is HD
redhat.rhel_mgmt.ipmi_boot:
user: <admin_user>
password: <password>
bootdev: hd

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZ2EDTIEAN
CEIEFRLTLEIWY,

3. Playbook #%2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

R

® Playbook #3179 % &. Ansible #' success =ik L £,

BIER R

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md 7 7 1
y)Y

4.3.1PMmI_POWER £ 1 — )L DfEHA

Z D&, Playbook T ipmi_boot €Y 2 —I)LZfERALT. Y RATLADF VICR>TWEHNE DI I
RITDAEERLTVET, DOWUPTLLTELDIC. TIIRTHTIE Ansible I hA—JLRA b
BIUOITR—IVRKRAMERBLHRRAMEFERLTWS78®, Playbook AEITINBZDERUKARNT
T2 EETLET,

AR
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KT Playbook #R{TTER1—H¥—&LTcarybo—jb/—Kicasq4vLTw
%,

o TIEWR/—KADEBKMERTZT7HVUY M, TD/—RIIRT % sudo &R H 2.
e ansible-collection-redhat-rhel_mgmt /Xy 7 —I A4 VXA =)L I N TW3,

e python3-pyghmi /Xy s —I A, av hO—J)L/ — RFLIFIEELR/ —ROoVnWFhnicq v
ZAh=ILEINTWS,

o HEITZIPMIBMCIZ, I bO—IL/ —RFLIFEEBRREZA N (BERRKEAMELT
localhost Z A L TWARWEE) HO Ry NT—JATTY IV EATES, EVa—/ILHIPMI
JOMINEFERALTRY N7—JHTBMC ILERT 2720, 8%, EVa1—LILL>T
BMCHBREINTWSERRAME, BEMRFZANEIFELZ I LITERLTLEIW,

o FIRLANILDTIEATBMCICTIERTEEDDILTYIvILEHY £,
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FIR

1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Power management
hosts: managed-node-01.example.com
tasks:
- name: Ensure machine is powered on
redhat.rhel_mgmt.ipmi_power:

user: <admin_user>
password: <password>
state: on

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #Z21T L7,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l

® Playbook #3179 % &, Ansible h'true iR L £ 9,

BIER R

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md 7 7 1
y)Y

22



#55% RHEL @ REDFISH €Y1 —JL

%52 RHEL ® REDFISH €Y a2 —JL

TINA 2D E— MEEAD Redfish EY 2 —JLIE. redhat.rhel_mgmt Ansible L 22 3 v O—EBIC
72Y F L, Redfish €Y 1—I2EAT2E, REDHTTPS hS Y AR— b & JSONFERZERL

T, T—N—CAYT2BERENELELY., BEAOOB) I bO—F—ZNLTEhHZHELRELY

LT RPAINWNY—N=TS5y NI 4—LN—RI 7 CEEOHELZBEICFERATEET,

5.1. REDFISH > 2 —JL

redhat.rhel_mgmt Ansible 2L 7 > 3 >~ &, Redfish £L® Ansible TO/N— Rz 7EEBAZHR— N7
% Redfish EV a— )L &R#H L £, redhat.rhel_mgmt O L 7 > 3 V|4 ansible-collection-redhat-
rhe_mgmt Ny 5 —Y THRHIATEEX Y, 41 VA M—IILT BT, CLI Zf#EM L /= redhat.rhel_mgmt 3 L
703 vDA VA= HEBRLTLEIN,

JR®D Redfish €2 2 —JLid. redhatrhel_mgmt aL 27> 3V THIATEEY,

1. redfish_info: redfish_info € 2 — L&, Y RT LA VYRV NY—REDYE—RNTIMNET
NV R(OOB)aY bO—F—ICEAT2IEHRZIMSEL X T,

2. redfish_command: redfish_command €< 1 —/lLi&, OV EEYI—H—EEL EDHEEHN
(OoB)av bO—ZF—#F&. PRTLDEEE). EROAVEATLREDERIEFEZEITL
7,
3. redfish_config: redfish_config €~ 2 —JLIZ., OOBFREDZEE BIOS FREDFREMRE D
OOBIaY hOA—Z5—#FEEZETLET,
5.2.REDFISH EY 2 —JLD/INT X —4 —

Redfish €Y 2 —JILITERAINZ /NS A =9 —ERDODESY T,

redfish_info /X5 X —4% —:

baseuri (WHB)-00B Y bO—5—D~RX—2ZR URI,

category (%E)-O0BAY hA—5—TEFTIZHTTY—
DY) AN, 77 A MEWE["Systems"] TT,

command (WE)-00BAY hOA—F—TEIFTI2IAYV KD
)R b,

username OOBIdY hO—Z5—~DRIAADI—H—%£,

password OOBIOY hA—F—~ADRIAAD/NZXT— K,

redfish_command /X5 X —4 —:

baseuri (HB)-00B Y bO—5—D~RX—2R URI,

category (%E)-O0BAY hA—5—TEFTIZHTTY—
DY) AN, 77 A MEW["Systems"] TT,
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redfish_command /X5 X —4 —:

command (WHE)-0O0BAY hOA—F—TEIFTIHIAYV KD
)R b,

username OOBIdY hO—Z5—~DRAADI—H—%£,

password OOB Y bA—F—~DERFHAD/I AT — R,

redfish_config /X5 X —%—:

baseuri (WHE)-00B Y hOA—F—DR—2 URI,
category (WR)-00B Y hA—F5—THTI2H7TN)—

DY) AN, 77 A MEW["Systems"] TT,

command (WE)-O0BAY hOA—F—TEFTIHIAYV KD
)2 K,

username OOBIaY hA—F—~DFRIADI—H—4,

password OOB I hA—F—~DFBEEAD/IZXT— K,

bios_attributes BT % BIOS B,

5.3.REDFISH_ INFO B 2 — )L D{FEH

RDABIE, Playbook T redfish_info EY 2 —J)LZFRHALTCPU A YRV N —(ILET 2 BEHREINEST
2HEERLTVWET, DHhYUPTLLTELHIC, TZICRTHITIX Ansible Y FA—ILRRA ME &
VEEBNRAAMNEBURRANEFHALTWSEH, Playbook AEITINZDERLUKAMNTE
Va—IEERITLET,

AR
o OVhO—JL/—REEERG/ — REEFELTWD,
o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,
o FTEWR/—NADERMFERTZIT7HTY M. TD/ —RIIHT % sudo tERD D %,
e ansible-collection-redhat-rhel_mgmt /Xy 7 —I A4 VXA =)L I N TW3,
e python3-pyghmi/Xy sy —I A, av hO—J)L/ —RFLIFIEELR/ —ROVWFhnic( v
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#55% RHEL @ REDFISH €Y1 —JL
e OOBIv hA—Z—7 Y ADM,

¥R
1. ROWAB%EL Playbook 7 7 1 JU (fll: ~/playbook.yml) % {ER L % ¢,

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:

- name: Get CPU inventory
redhat.rhel_mgmt.redfish_info:
baseuri: "<URI>"
username: "<usernames"
password: "<password>"
category: Systems
command: GetCpulnventory
register: result

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIEFRLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

REE

® Playbook #1795 &, Ansible ®CPU A YRV N —DEFMAERLZF T,

BIER R

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md 7 7 1
y)Y

5.4. REDFISH_COMMAND £ 1 —JLD{FFH
RDOBIIE, playbook T redfish_command EY 12— LA FHA L TY AT LR VICTEAEETRLT
WET, bhUP T TEEHIC. TZIRTHITIE Ansible Y bO—ILERX B LVOCEBETRKER

FEBURZAMZFERLTWS®, Playbook NEITINZDEBMURAMTEY 2 —ILZETLE
-a—o

AR
e OV INO—JL/—REBERTR ) —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/)—RKADOEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
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e ansible-collection-redhat-rhel_mgmt /Xy 57— A4 VA =)L I N TW3,

e python3-pyghmi/SXy sy —I A, O hO—J)L/ —RFLIFIEELR/ —ROLWFhnic( v
Z I\_)l/-SnT\/\éo

e OOBIOry bhA—Z5—7 U tADFHM,

FIR

1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:
- name: Power on system
redhat.rhel_mgmt.redfish_command:

baseuri: "<URI>"
username: "<usernames"
password: "<password>"
category: Systems
command: PowerOn

2. Playbook D#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

o JRTLDERNAVICHYET,

BIER R

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md 7 7 1
y)y

5.5. REDFISH CONFIG B> 2 —JLD{EH
RDFIE. Playbook T redfish_config €2 2 — L &fERA L T, UEFI CREIT AL DIV AT LAERE
TE2AFEERLTWET, bHMYUPTLLTEHHDIC, TZICRTHTIX Ansible > hA—JLIRRA NS

SUBENRRANEBURR M EFERALTWS7E8, Playbook NEITINZDERMUKRRAMNTE
Vai—-IEERITLET,

Gl s
e OVINO—JL/—REBERTR ./ —RAEELTWVNS,
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o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢Lcarybo—jb/—Kicasq4vLTw
%,

o TIEWR/—KADEBMERTZT7HUY M, TD/—RIIRT 3 sudo &R H 2.
e ansible-collection-redhat-rhel_mgmt /Xy 7 —I A4 VA =)L I N TW3,

e python3-pyghmi/SXy sy —I A, I hO—J)L/ —RFLIEFIEEYR/ —ROVnFhnic( v
Z I\_)l/-ShT\l\éo

e OOBIOxv bhA—Z5—7 U tADFHM,

FIE
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Manages out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:

- name: Set BootMode to UEFI

redhat.rhel_mgmt.redfish_config:
baseuri: "<URI>"
username: "<usernames"
password: "<password>"
category: Systems
command: SetBiosAttributes
bios_attributes:
BootMode: Uefi

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #%2fT L 7,

I $ ansible-playbook ~/playbook.yml

o VATLDEEE— RN UEFIICEREINZET,

BIER R

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md 7 7 1
y)Y
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$F6ERHEL A7 L0—)%Z AL/ RHEL> X7 A& AD DE
ERE

ad_integration > 27 40— )L %{#H9 % &. Red Hat Ansible Automation Platform % f#F L T RHEL
2 A7 L& Active Directory (AD) DEZMRE A BELTEE T,

6.1. AD_INTEGRATION RHEL > XA 74 0—)b

ad_integration ¥ 27 A0 — L&A T 2 &, RHEL & 25 A% Active Directory (AD) (< BT =
9,

O—J)LIExRDIAVEAR—2V M aERALET,
o FRDIDBLVERIEY —REWTEET B7HD SSSD

o FRHTAAEAAD RAA VAR L, EBE4 S RHEL Y AT LAY —E R (ZDIFEIE SSSD) %
BRELT, BIRLAZAD KX A VIl#ERHRT % realmd

Pz
ad_integration 0 —)JL(E. Identity Management (IdM) IRIE%FR B ICEE AD i

FATZ2T7704 XY NATY, IIMIRIEDIFAIE. ansible-freeipa O— )L &AL £
ER

BEETEIR
e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 7 7 1 JI
e /usr/share/doc/rhel-system-roles/ad_integration/ 71 L 7 1) —

e SSSD A L TRHEL ¥ RF A% AD | B
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F7ERHEL VAT L0 AFERAL CAIRAEA2EkKT 2

F7ZRHEL VAT LAO0—)LAFERA L TCIAEAEKRT S

certificate > 27 L0O0—I)LA5EHE T35 &, SBAEZRITHLUVEERTZET,

7.1. CERTIFICATE RHEL > X774 8—)b

certificate > 2 7 L0 — )Lz fEAT % &. Ansible Core ZfA L TTLS B LU SSLEAIAZEDHITER
MEBEETEEY,

A—JL& certmonger ZEIBAZE 7ONA ¥ —& LCTHERA L. BCERMAZORTEEH. LT 1dM
AR (CA) DERZBREKRTYR—MLTVWET,

certificate > 257 L0 — )L % & T Ansible Playbook Tld, ROZEH AFRHTETZ T,

certificate_wait

SRAVNERAEZRITT 2T THBTINE > ZHBELET,
certificate_requests

HITTDRIAAT L ETDNIA—F—%KRTITIFE. ROATY NEETLET,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/certificate/ 71 L 7 k1) —

7.2. CERTIFICATE RHEL Y 27 LA0— LA FEHALZHF LUV B ELIIAZEDE
3k
certificate Y R FLO0—J)LAEHET 5 &, Ansible Core A L TESELAIAZARITTIZET,

IO 7Ot certmonger 7O/NA ¥ —%fHEMA L. getcert ¥ Y KNTIRAEAZERL X,

GlEE s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/)—RKRADEMICERTEZT7HIYMI, TD/—RIINT 2 sudo HERENH 5,

=2
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
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- name: mycert
dns: "*.example.com"
ca: self-sign
e name /NTAXA—48—%FHLET ZAEDHAI (mycert 72 &) ICREL X T,
e dns/NT X—4% —% *example.com 7R EDFAEZFICEL N A A VICERELZF T,

o ca/NTA—4—% self-sign ICERELE T,

77 #J)U K Tld, certmonger [EBEMIARIIN S RIICAIFAZ DO EFH 2 BBINICHITLE T,
Z 1. Ansible Playbook @ auto_renew /X5 X —4% —% no ICFRET 2 EEMICTITE T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., BNEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z21T L9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/certificate/ 71 L 7 k1) —

7.3.CERTIFICATE RHEL > A7 AL O0—)LA{FERA L 7= IDM CA 5 D#r L LWEEBA

EDEX

certificate > 2 7 LAO0— )L Z2EAT % &, AR (CA) Z2HFH D IAM Y ——%ZFH LN

5. ansible-core #{FA L CIAZ#RKTTXFd, LA 2T, IdM%E CA E L THERTZHZAEIC.
BHDYATLADIRENSANF I —VAENRUADOD—E L CEETXZET,

ZD7OtRIE, certmonger 7O/NA ¥ —%fHEMA L. getcert ¥ NTARAEAERL X,

Gl s
e OV INO—JL/—REBERR . —RAEELTWNS,

o TIEWR/— KT Playbook #R{TTEH1—H¥—¢sLTcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- hosts: managed-node-01.example.com
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roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- name: mycert
dns: www.example.com
principal: HTTP/www.example.com@EXAMPLE.COM
ca: ipa
® name /NS X —4 —%FHLT BFEAED KR (mycert 72 &) ITRELF T,
o dns NS X—4—% NAAVICEREL. FEBAZEICEML £9 (#: www.example.com),

e principal /X5 X —% —%Z&E L. Kerberos 71 /X)L EIBELE T (Hl:
HTTP/www.example.com@EXAMPLE.COM),

o caNTA—H—% ipallFZELZXT,

77 #J)U K Tld, certmonger [EBEMIARIIN S RIICAIFAZDEFH 2 BBNICHITLE T,
Z 1. Ansible Playbook @ auto_renew /X5 X —4% —% no ICFRET 2 EEMICTITE T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITFERLTLEXIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.yml

BIERHR

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/certificate/ 71 L 7 k1) —

7.4. CERTIFICATE RHEL ¥ R F A0 — /LA {EHA L CAERRERITRI X - I3 FKTHE
CETTBIATYREEETS

certificate 0 —JL Cl&. Ansible Core Z{FA L T, SEFAZEDORITE L IEEFOFIRICOTY KEEITT
xFd,

UTFofITIE, EEED www.example.com DB ERFIAEZ RITX/ZIEEH T SHIIC httpd —
EX%zELEL, #THEHLIY,

AR
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KT Playbook #RTTEH1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,
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o BIENR/)— RKRADOEMICHERTEZT7HIYMI, TD/—RIINT 2 sudo HERENH 5,

FIR

1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L £ 9,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- name: mycert
dns: www.example.com
ca: self-sign
run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service

® name /NS X —4 —%FHLT BFEBHEDHKEI (mycert 72 &) ITRELF T,
e dns /NS X—4—7% XA VICEREL. BEBAZEICEML £ (#: www.example.com),
o caNTA—H—%IIAEARITTIBRICHERT 2 CAILREL £7 (f: self-sign),

o ZDIIFAEARITELIIEH I SH1IC. run_before /X5 A —4—%FT7¢d 27 NIZEK
E L £ 9 (fl: systemctl stop httpd.service),

o CZDIFFAEARITELITFHR L2KIC. run_after NS X —4—%FR{TF2a7 2 NILERE
L %9 (ffl: systemctl start httpd.service).

77 #J)U K Tld, certmonger [EBEMIARIIN S RIICAIFAZ D EFH 2 BBNICHITLE T,
Z 1. Ansible Playbook @ auto_renew /X5 X —4% —% no ICFRET 2 EEMICTITE T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., BNEDPRBEYNLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,
I $ ansible-playbook ~/playbook.ymi
BEEEIR

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/certificate/ 71 L 7 k1) —
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F8ERHEL Y AT AAO—JIEEALTWEBIAYY —ILAA VA M ILBLUEET S

H8ERHEL YR F7LO0—)LZERALTWEBOIYY —ILEA VR
N—ILBELUVEERET %

COCKpitRHEL ¥ 27 LAO0—ILAFERAT D E, YRATALICWeb AV Y —IL%EA VA M—ILLTHRETE

9,

8.1. RHEL ¥ A7 A BA—JL cockpPIT

cockpit V27 LO—)LAFERAL T, Web AV Y —I)LZBBMNICT 7O4 LTEMITEEY, ZOHE
£, Web 759 H—HNSRHEL VAT LABETES LD ICRYET,

8.2.cockPITRHEL Y A5 LO0—I)LAFEHL/AZWEBIYY —ILDA VA KN—
U

cockpit VA7 ALAO—)LEFERAL T, RHELWeb AV Y —JILAEA VAN =)L L TEMICTZIENTE
7,

T 74 NTIE, RHELWeb VY —JLISBECELIAZEAFRHLEY., X2 )T 1 —LOEHAD
5. Kb YICEBEINLRIERICL > TRITINHBEELIEETCEFT,

Z DHITIE, cockpit?Z?AD—)b%ﬁFﬁ LTRODZEEITWET,
¢ RHELWeb VY —ILEAVAN—=IT B
e WebIdvVY—JLh firewalld xEETEX35LHICT S

o BCERIMPAZEEFEATA2RDYIC, ipa DEFEINLRIAB/HNSDIAEEZFERTE L DI
Web VY —ILABET S

o HAHLKR—HPMOOS50 ZFAHTBHLIICWeb AV Y —ILAERET S

R

7747 04— IVaBEBLALYIRELZEX LY 57812, Playbook T firewall %
& certificate ¥ 27 AO0— L ZIFVOHITBEIIHY T A, cockpit ¥ AT L0O0—)b

A A BBEICHLTENSEBBMICECHL T,
BiR A M

e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTER1—H¥—¢Lcarybo—jb/—Kicasq4rLTw
%,

o BIENR/)— RKRADEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Manage the RHEL web console
hosts: managed-node-01.example.com
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tasks:
- name: Install RHEL web console

ansible.builtin.include_role:
name: rhel-system-roles.cockpit

vars:
cockpit_packages: default
cockpit_port:9050
cockpit_manage_selinux: true
cockpit_manage_firewall: true
cockpit_certificates:

- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost', 'www.example.com’]
ca:ipa
group: cockpit-ws

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.yml

BEER

e /usr/share/ansible/roles/rhel-system-roles.cockpitREADME.md 7 7 1 JI
e /usr/share/doc/rhel-system-roles/cockpit 71 L 7 b 1) —

e RHEL Y RFLO0—)LA&{ERALAIAZDEK
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5
t

PFOERHEL A7 ALAO0— I EFHALTHRY LBESIELRY > —%KET S

BOERHEL YR F7 A0 ZFRALTHRY LESIER) > —%
BRET D

EEEIL. crypto_policies RHEL ¥ 27 L 0O—J)L%fEA L T, Ansible Core /Xy r—IJ%&FERAL, X

FIFLAVRTLDARY LBESER) O —2RENDOD—BLTEHETEET,

9.1. cRYPTO _POLICIES RHEL ' A5 L0 —JLAFERA LA R Y LEESILRY
> —DRE
crypto_policies ¥ 257 LA0—LEFERAL T, E—0ay bO—IL/— RO SZHOBEERR/ — K%
—BLTERETEZXT,
AR F A

e OV hO—JL/)—RESENG/ —REEEBELTWDS,

o TIEWR/— KNTPlaybook R{TTER1—H¥—¢Lcarybo—ib/—Kicasq4vLTw
%,

o BIENR/)— RKRADEMHMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

¥R
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L £ ¢,

- name: Configure crypto policies
hosts: managed-node-01.example.com
tasks:
- name: Configure crypto policies
ansible.builtin.include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

FUTURE DfEl, EEDIES{ERY > — (f5l: DEFAULT. LEGACY. & & U FIPS:OSPP) ICE
IMZBIENTEET,

crypto_policies_reboot_ok: true #Ed 5 &, Y RATFLO—IDBESIERY Y —42Z&ELL
BICOATLDNBEHLET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #Z1T L £ 7,

I $ ansible-playbook ~/playbook.yml
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g

==
=

AT LR2EDY TRY ¥ — FIPS:0SPP (Ci&. Common Criteria (CC) BREICWHE

BRESE7ILIY AALICEYT2EBMOFRASENTVWEYT, TDEH, ZOHT
RYY—%BETDE, YVRATLOHEBEERENMETLET, L& A2IE 3072
Ey bEYBWRSASEE DHEE, BIMDSSH 7ILTY XL, BLUTEHRD TLS ¥
W—T%FETEFEHA, /. FIPS:OSPP #:3%E3 5 &, RedHat AV F VY
BifExy N7—72 (CON) BBE~NDEHBHM’HIEINE T, I 51, FIPS:OSPP % &
9% IdM 7704 X > ML Active Directory (AD) ##i& TX F &

Ao FIPS:OSPP #{#fd 2% RHEL /KA k& AD KX A VBED@IE D HERE L 7Ly
N —EDAD TAHD Y MHEREETEARVWATREELHY 7,

FIPS:OSPP BES bt TR O —%8ET D&, Y RATLD CCIHERICARSZ 2 &
IWERLTLKEIW, RHEL Y R T L% CCHEEICENIEIH—DIEELWAE
l&. cc-config/X\vr—S %A VA MN—ILTBIETY, RBERHD RHEL /N—
Y3 v, BWEELR— b, & &£V National Information Assurance Partnership (NIAP)
TREHEINTVWE CCHA RADY VY IDI)ZAMIDWTIE, FLyIR—IEE

[Compliance Activities and Government Standards] ® Common Criteria &2 %
vavESRBLTIREIW,

REE

1. O kO—Jb/— KT, =&z verify_playbook.yml & L5 ZETIDBID Playbook % EM L
9,

- name: Verification
hosts: managed-node-01.example.com
tasks:
- name: Verify active crypto policy
ansible.builtin.include_role:
name: rhel-system-roles.crypto_policies
- debug:
var: crypto_policies_active

2. Playbook DX ZMREEL £ 7,
I $ ansible-playbook --syntax-check ~/verify playbook.yml
3. Playbook #Z&fT L %7,

$ ansible-playbook ~/verify_playbook.yml
TASK [debug] hkkkkhkkkkhkhkhkkhkhkhhkhkx
ok: [host] => {

"crypto_policies_active": "FUTURE"
}

crypto_policies_active Z#id. BENR/ —RKTT7 V74 TRR)>—%RLZET,

BEE R
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$FOERHEL VA7 AO— &AL THRY LABRSIERY > —%RET S

e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/crypto_policies/ 71 L 7 b ') —

37



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

58103 RHEL Y R F L 0—)LA&{EA L /= FrewaLd DR E

firewall RHEL Y R FLO0— LA EHRAT 2 &, —EICEHRD Y 54 7> MC firewalld Y —EX 2B ET
XFEd, TOBREIUTOEBY T,

o ANBRENMERMALA VI —T M A%RHET 3,

o HMO firewalld /X5 X —% —% 1 Hh AT CTREFT %,
JvbhO—J)b/—NRTfirewall O—J)L%ZEITT S E. RHEL Y AT LO—)LA firewalld /X5 X —4% —
HEEWR ./ — NICEEICERL, BRERE/NNIXA -9 —%H#RELET,
10.1. RHEL ¥ 2 5 A0 —JL FIREWALL DI E
RHEL ¥ X FAL0O—JLiE, Ansible BE8ft2—FT4 VT4 —DaAVFVYEY NTY, ZOAVTVY
¥, Ansible BEMEZI—FT 1 VT4 —&E&BHIC, BBDVRATLZ)E-—FTEETSLOD—ELL
BREAVI—T A RERBLET,
RHEL ¥ X7 4 0O—/JL® rhel-system-roles.firewall O —JL %, firewalld ¥ —EXDBEIEEED/=HIC
BAINZE LT, rhel-system-roles /Xy 7 — (1, TORHEL YR FLA0—)ILEY) 77 LY ARFa
AV RADBEFEFRTVET,
1D EDY 27 LI firewalld /X5 X —% — % BEIMICEA T % ICIE. Playbook T firewall RHEL &
AT LO—)VEHEFERLE T, Playbook (. TFRX MR—D YAML X Tk S 1 D2 LD
TLAD)ZARTY,
AR NY =T 74 EFEALT, Ansible NEEETZ2VRTLEY NEERTEET,
firewall O— L Z{FEAT2 &, LTFDL D ARG S firewalld /N5 X —89 —%ZRETEET,

o J—1,

o Ny M AIINBH—EZR,

o R—KMADINZT74 v I T ADME, EE. TITHIFR,

o V—VDR—MFLIFR— FNEEDEIE,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 JI
e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 k1) —
® Playbook OfEF

o A URYKNY—DEERAX

10.2. FIREWALL RHEL > X 5 L0 — )L % {#FH L /= FIREWALLD ¥ ED ') v b

firewall RHEL Y 27 L0O0—)LAFEHET 5 &, firewalld 58E%=T 7 AL bDREIC) Y hTEET,
Z#) X MIC previous:replaced /8T X —#4 —%EBIT 5 &, RHEL Y AT LAA—IILABFEOI—H—
EEDHRELTNTHIFRL. firewalld 277 )L MZY Y MLZET, previous:replaced /35 X —
H—%hDREEMAEDLE D &, firewall O—)LIZFH L WEREABER T 2a1ICBEDRESE TR TH!
BRLEY,
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$10Z=E RHEL ¥ A7 A 0—)L%{#HA L 7= FIREWALLD D5%E

Ansible A bA—=JL/ —RTUTDFIEEAETLET,

AR
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #RTTEH1—H¥—¢sLcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKADOEMICHERTEZT7HIYMI, TD/—RIINT 25 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Reset firewalld example
hosts: managed-node-01.example.com
tasks:
- name: Reset firewalld
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- previous: replaced

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEDNLERENSRETZEDTIEAN
CEITEFERLTLKEIWY,

3. Playbook #%21T L £ 7,
I $ ansible-playbook ~/playbook.ymi
o TEWR/—KTroot&E LTROIAYY RERITL, IRTOYV—VEERELET,

I # firewall-cmd --list-all-zones

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 1) —

10.3. FIREWALL RHEL > 257 40— )L %{#EFH L T. FIREWALLD DE{E NS
74y 0 %H5O0—AIR— 6RO O—AIAR—MNIEET S
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firewall O— /LA FHT 5 &, EHOBETRHRRA N TERENKHELIND DT firewalld /35 X —
H—%)E—NTERETZTZET,

Ansible A bA—=JL/ —RTUTDFIEAETLET,

AR

FIR

A hO—=IL/—REBERR/ —RE#EELTWS,

BIEWR/ — KT Playbook #R{TTEd1—H¥—¢LCcarybao—jb/—Kicasq4rvLTw
%,

BEWR ) — RADERKICERTZ27HT Y M, FO/— RICXT 5 sudo #EEHLH 5,

ROAR%EEZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) =/ L £,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Forward incoming traffic on port 8080 to 443
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }

. Playbook DX =ML £9,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEDNLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

. Playbook #Z17 L X7,

I $ ansible-playbook ~/playbook.ymi

EEWRHARANT., firewalld 8EAXRT-LET,

I # firewall-cmd --list-forward-ports

BIER R

/usr/share/ansible/roles/rhel-system-roles.firewallREADME.md 7 7 1 JL

/usr/share/doc/rhel-system-roles/firewall/ 71 L 7 b ') —

10.4.FIREWALL RHEL ¥ A 57 A0 — )L A L T. FIREWALLD DR— k % EIE
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$10Z=E RHEL ¥ A7 A 0—)L%{#HA L 7= FIREWALLD D5%E

firewall RHEL Y 27 L0—J)LEFEBALT. BEMN S 74y 7BOO—AIL T 7AT 2 4—ILDR— b
=L, BEBZREFLVREELZMIBZITEEY, L&A HTTPSY—ERDEBEE NS 71 v I %
HATELIICTIAININY—VEBETEET,

Ansible A bA—=JL/ —RKRTUTDFIEAEAETLET,

Gl s
e OVINO—JL/—REBERTR ) —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADEMHMICERTEZT7HIY M, TD/—RIINT 5 sudo HEREDNH 5,

=2
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L £ ¢,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- port: 443/tcp
service: http
state: enabled
runtime: true
permanent: true

permanent:true 7 7> 3 VA FEAT 5 &, BREBZREHLVERENMHREINET,
2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l

o EWWR/— KT, HTTPS Y —ERICEEM T SNz 443/tcp R— MAFHWVWT WS Z & = HERR
L/i-a—o

# firewall-cmd --list-ports
443/tcp
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 k1) —

10.5. FIREWALL RHEL ¥ X 57 L0 — )L % {FFH L /= AIREWALLD DMZ ¥V — > D%

=

&£

VAT LEBEL, firewall RHEL Y R 7 ALO0—)L%FERAL T, enplsO 1 49 —7 x4 X LEIC dmz
V—VEBREL, V—UANDHTTPS b3 74 vV HFTTEET, ThicdY, A1 —H—5 Web
H—N—[IT7IERATEBLIICLET,

Ansible A A=)/ —RTUTOFIEAEAETLET,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)—RKADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in DMZ
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZ2EDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi
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&
qEI-I'l

o T/ —RT, dmzV—VICHATZFMERERTLET,

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 k1) —
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BNERHEL YR T7 L0 /)LAaFEHALIEESUREKEY 2R —DRTE

ha_cluster > 27 LAO0—JL%&fERAT % &, Pacemaker DEAIAMI ZRY—) Y —AI =T v—%
HERIT2ETRAEY SRS —%REL. BETIET,

11.1. HA_cLUSTER RHEL ¥ R 57 A0 —JLDZEE

ha_cluster > 27 4 0—)L Playbook Tld, 73R4 —F7O4 XY NOEHIK>T, 2 AKY S
A —DEHEEHELFTT,

ha_cluster ¥ A7 LAO0—JLICRETE B ZEHIIRDEHY TY,

ha_cluster_enable_repos

ha_cluster ¥ 27 LO0— )L TREBEANRY T—IJ5EL VR N) —52BMITET—ILET TV,

COEHDNT 74 MED true ICEREINTWSEIHE, V7RI —XVUN—ELTHERTZVRT

L2 RHEL & & U RHEL High Availability Add-On &4 TR T avrnETYT, TR
90) T avhngs, YAFLAO0-LIFKBLET,

ha_cluster_enable_repos_resilient_storage

(RHEL 9.4 LAB%) dim %> gfs2 R EDTHEZEHRA ML —I Ny 5= BTL Y RI N —2BMICT
2773 Y, IDATTavEFMIT SICIE ha_cluster_enable_repos % true ICFRET %
MDEFHYET, ZOEHDT 74/l MES false T,

ha_cluster_manage_firewall

(RHEL 9.2 LAf%) ha_cluster ¥ A7 LO—ILB T 7 AT 04— aBEBTEHNEINERET 2T —
IViEZ S, ha_cluster_manage_firewall ' true ICEREINTWBIHE., 77147 94—ILD5F
AAMEY —E R & fence-virt R— M AAEMICAY £9, ha_cluster_manage_firewall A false |Z5%
EINTWBIEE, ha_cluster VA7 LO0—)LIET7 7470 +—ILEBEBLEFA., YATLD
firewalld Y —EX #3217 L TW3I5E(E. Playbook T/XS X —4 —% true ICRET Z2ENH Y
£9,

ha_cluster_manage_firewall /X5 X —4% — %R L TR— M %2EBIMTE I EIETEEIA, ZDON
SA—H—HFALTR—N2HIRTZIERETEEFEA, R—MNEHIRT ZICIE, firewall > 25
LO—ILEBEEFERALET,

RHELO2 LR, 77470 4—IET 74 NTREEINARLLSARYFELE, ThiZ, 7747
7+ —ILHEREIN D DIL. ha_cluster_manage_firewall /' true ICEREINTWBIZGEDHTH
57HTTY,

ha_cluster_manage_selinux

(RHEL 9.2 LA[%) ha_cluster > X 7 L0 —)L A selinux ¥ A7 0=V EFRALTI7 74 704 —I)b
SAAMY —ERIIBTEZ2R—MN2BEEBITINEINERET DT —ILET S

7. ha_cluster_manage_selinux #' true ICEREINTWBIHBE, 771 7V —ILaadA%Y—
EXIZET 5KR— M&E. SELinux R— k4 4 7 cluster_port_t ICESETIF SN FE

9, ha_cluster_manage_selinux 7" false ICEREI N T\ 515 E. ha_cluster ¥ 27 AL0— )L
SELinux #EEB L Xt A.

2 RT L selinux H—EXAZEITL TWBIHEIE, Playbook TID/RNT A —4 —% true ICERET
IRENHYET, 7747 74— ILEREIE. SELinux 2 BB T B7-DDRMHRZHTT., 77147
DA =DM VA R=ILINTWRWEE, SELinux R Y—DERBIFRFY TINFET,

ha_cluster_manage_selinux /X5 X —4 —%Z AL TR —%ZEBMT2IEETETETHL. 2D

NIA—H—%FHLTR) Y —%HIBRTEIEIFTETERA, R T—%HIBRT 5I1C1E. selinux
VATLO-ZERERALIEY,

ha_cluster_cluster_present
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PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

true ICERET 5 &, O—IILICEINAERHIEODTHAYV S RAY—DNRANLETHREINEZ I &%
RET BT —IET ST, Playbook ITIREINTHE LT, O—ILTHR—MINTVWRWVWIFR
Y —REIFRDNET,

ha_cluster_cluster_present % false ICFRET D&, TRTDHA YV S RY—RENY—4F v bR
A MDLHIBRINET,

ZDEHDT 7 )L MEIE true T,
LLF @ Playbook DT, nodel LU node2 DI RTDY S RAY—BREZHIBRLET,

- hosts: node1 node?2
vars:

ha_cluster_cluster_present: false

roles:
- rhel-system-roles.ha_cluster

ha_cluster_start_on_boot

EEFICI SR —H—EADNBENTELDICEREINEINEOINERETET—IWETSY, &
DEHDT 7 4 )L MBI true TT,

ha_cluster_fence_agent_packages

AVAN—=NWNTBTVRI—=VzV My 5—=UD) A NZOEHDT 7 4 )L MEIZ fence-
agents-all, fence-virt T9,

ha_cluster_extra_packages

AVAMN=ITBEMNNYT—ID) ANZOEHDT 7 4L MEFXRY =2 TlEHY FH A,
COZEHIEZ, O—JIVICE>TEIEMNICA VA M —ILINTWAWEBNNRY S —SA A VA N—=ILT
ZEOICFERTEET (Bl HRIYL)Y—RIT—=IU TV M),

TJIVRI—VIVRNEZDYRAMNDAYN—ELTENTEZET, =7

L. ha_cluster_fence_agent packagesid. 7TV AI—Y YV MNDIEEICHERTIHEINS
O—IEHTHBD, T74ILMEDNEEXINZET,

ha_cluster_hacluster_password

hacluster 21 —%'—®D/XX 7 — RZ2EET 2 XFIDIE, hacluster 1—F—I(lI1F. V53R —~D
T IEADNHYET, BT —45 %{RET 5ITI&. Encrypting content with Ansible Vault T§%
BINTWE LI, NRAT—R%Evault THEESIELE T, T 74 hD/RRT— REDNRWO,
CDEREIRET 2HENHY T,

ha_cluster_hacluster_qdevice_password

(RHEL 93 LUB%) ¥ # —5 LT /N1 2D hacluster 21 —H#'—D/X2A 7 — K%ZBET 2 XFEIDE,
DINT A= —HEICRZDIE. ha_cluster_quorum /X5 X —49—HW45 (1 T netDV +—S LT
NAREFEATDLIICEREINTEY., 7 +—5 LT /81 LD hacluster T—H'—D/X 27—
K%' ha_cluster_hacluster_password /X5 X —#4 —TiEE I vz hacluster 1 —H%'— D/ 7 — R
ERRDIGEDHTTY, hacluster T—H—IlIE, V5 RIY—~"DRET VLA HY T, #E
T—4 % {R#ET B ITIE. Encrypting content with Ansible Vault TEREBI N TWB LD IC, /AR T —
K% vault THEBILLET, TONRRT—RIZT 74 MEEHY FH A

ha_cluster_corosync_key_src

Corosync authkey 7 7 1 JLAD/X R, Ihid, Corosync BIEDFRIAS L UVESETT, VTR

& —IC—RD authkey [EZEET B I ENBCHBINE Y, F—ld. SVFLRT—FD 256/
1 M TREFNERY FE A

CDEHDEEIBET 5155 1E. AnsibleVault ZEBR LAY TV Y DESIE THEBINTWS L
JIT, EAE vault lEB{ET 5 I EMNHRINZE T,

45


https://docs.ansible.com/ansible/latest/user_guide/vault.html
https://docs.ansible.com/ansible/latest/user_guide/vault.html
https://docs.ansible.com/ansible/latest/user_guide/vault.html

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

BABEEINTVWAWGEIE., /—RICTTICEET2F—NMERAINET, /—NICEAUCELIR
WIGE., H5/— ROBEIMED/ — RIZOBIN, IXRTO/—RPEICF—%ZHOLIICLE
T, /—RNIZEILBRWGEEIE., FTLLWREIERIN, /—RICOBINET,
CDEHMNZREINTUVWBIBEIL. TDF—T ha_cluster_regenerate_keys "EHRINE T,

ZDEHDT 7+ MBI null TG,

ha_cluster_pacemaker_key_src

Pacemaker @ authkey 7 7 1 JLAD/NZATY, TNk, Pacemaker BEDEREES & VIESHE T
o BV TRY—IC—ED authkey [EAIEET 2 I E MBS HEEINZT T, ¥F—I1F. TV LA
T—H D256 /N4 KTRIFNIERY FHA,

CDEHDHEEIBET 5155 1E. AnsibleVault ZEBH LAY TV Y DESIE THEBINTWS L
JIT, EAE vault iEB{ET 2 EMNHRINZE T,

BAMBEEINTVWAWGEIE., /—RICTTICEET2F—NMERAINET, /—NICEAUCELIR
WIGE., H5/— ROEIMED/ — RIZOBIN, IXRTO/—RPEAICF—%Z/HOLIICLE
T, /—NIZEPBRWGEIE. FILLESERIN, /—RIOBIhET,
CDEHMNREINTUVBIBEIL. TDF—T ha_cluster_regenerate_keys "EHRINE T,

ZDEHDT 7 4 MEE null TG,

ha_cluster_fence_virt_key_src

fence-virt £ 7z |3 fence-xvm OERIHER T 7 1 ILAD/INR, Zhid, fence-virt %73 fence-
XVm 7 TV RAI—Y Y NORIEF—DIFRICKRY £,

CDEHDEAIBET 2156 1E. Ansible Vault ZFR L7 Y DIES{L TERBEAINTWS &L
DI, % vault BEB{ET 2 &EAHEINT T,

BAEEINTVWAWGEIE., /—RIZTTICEET2F—NMERAINET, /—NICEAUCELIR
WHE., 3/ —RKDEIMED / — RIZOEIN, IRXRTO/—KPEALCF—%2FDO2LDICLE
T, /— NIZEILBRWGEEIE., FTLLWREIAERIN, /—RIZoOBINEd, TOAET

ha_cluster > X7 LO0—=ILBHLWF—5EMT 25481k, 8%/ — KON /=N H—(Z3
E—LT. 72V V7D BETELDICTIHELNHYET,

ZOEHAREINTWVWSIEEIE. TDF—T ha_cluster_regenerate_keys B EHINFE T,

ZDEHDT 7+ MEE null TG,

ha_cluster_pcsd_public_key_srcr. ha_cluster_pcsd_private _key_src

pcsd TLSSEFAE & L UTBERA DR, INMEEINTULWARWEEIX. / — NEICYT TSRS
F—DRT7IMERINIT Y, GIASF—RT7HEELLBWVGEIR, BEFERICHLVF LRI N
i’a—o

COEHICMBRBOEAIEELHAIE. AnsibleVault 2R L3y 7Y DS THREIN
TW3 LD, EEBSET DI ENHREINET,

INLDEHDNREINTWVWRIZEIK, ZDIEAE DT T ha_cluster_regenerate_keys (&
BHEINZET,

INSDOEHDT 7 # IV MEIW null TT,

ha_cluster_pcsd_certificates
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PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

AT LI pesd MEFR EFIAENZREINTVWAWGEIX, RO 2DDFEDOVWTNHATIERT
XFEd,

e ha_cluster_pcsd_certificates Z# % 5% E L £ 9, ha_cluster_pcsd_certificates Z# % 5%
EY 5 &, certificate ¥ A7 LAO—ILARERICHERAIN, ERESYIC pesd DIEHE &
FEERENMER I NE T,

e ha_cluster_pcsd_public_key _src. ha_cluster_pcsd_private_key src. F7cld
ha_cluster_pcsd_certificates ZH Z R E L BRWVWTL LIV, ThLDEHEVWTNEFRE
LAah>7%4E,. ha cluster > 27 L0—)Lh pesd Bi&%EH L T pesd SEBAZE %= /ER L
%9, ha_cluster_pcsd_certificates DfElL. certificate > XA 7 AO— L TIREIN/-EH
certificate_requests DIEICFRE I N F 9, certificate > A7 LD O—)LDFEMIL. RHEL
VAT LO—) A LEREOER 28R LTI,

ha_cluster_pcsd_certificate ZHDOFEHICIZ. ROEFRLOEBREE A ERAINE T,

o PAEBFALTHY., YRATLEIPA RAAVIZBMIETWARWERY, certificate > A5
LAO—=)ICE > TEHEEBRIIBPENMERINE T, CDHBAE. RHEL YR FL0—)LDa YV
TH¥FRANACEERELATHICERET 2REAXAHY Y, YATFL0O—)VIiE, EFHEEEE
HR—PMLTULEHA,

e ha_cluster_pcsd_certificates Z# %% E 9 %2355 (&, ha_cluster_pcsd_public_key_src
Z# & ha_cluster_pcsd_private_key src ZEHABRELRVWTLEI W,

e ha_cluster_pcsd_certificates ZH %% ET 5 &, JDHAEEF—DRT7 Tl
ha_cluster_regenerate_keys A" EHINF 7,

COEHDT 74 MEIL[] T,
SURM Y SAY—TTLSEBAZEEF—7 71 ILEEHT % ha_cluster > 25 4 0—JL Playbook
DEICDOWTIE, BARAMY S A9 —D pesd TLSEEFAEZEE F—T7 71 ILDERKR 2SR LTS

EZN
(AN

ha_cluster_regenerate_keys

true ICERET 2 &, FRIHBAF— & TLSAREI’BERINDI I EEZRETH T —ILET S,
F—BLVAAENBERIND I 1 IV T DFFH
l&. ha_cluster_corosync_key src. ha_cluster_pacemaker_key_src. ha_cluster_fence virt_k

ey_src. ha_cluster_pcsd_public_key src. # & U ha_cluster_pcsd_private_key src Z# D3}t
BAESRBRLTLREIW,

ZDEHDT 7+ MEIL false T,
ha_cluster_pcs_permission_list

pecsd AL TISRY—4BETZNN—I v avaRELET., COEHAFRALTRHRET S
TATLELTOESY TY,

e type - user 7|3 group

e name - 1—H¥—F7EJIL—T DA

o allow list-iEEI N1 —HY—FEI/INL—TOHETINZ TSI aV:
o read- V7RI —DAT—YH ABLUVEREDRT
o write-/X\—3I v avBLUPACLEZRS VS RAI—BREDER

o grant- VSR —/IR—3I v avBLUVACLDEE

47


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#requesting-certificates-using-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-TLScert-ha-cluster-using-system-roles_configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

o full- /—RDBMBLVYIR., F—BLVEBREADT I ERLE, J5RAT—~D
\EIRT7 VR

ha_cluster_pcs_permission_list ZHD#EEE T 7 4 )L MEIKUTODEHY TY,

ha_cluster_pcs_permission_list:
- type: group
name: hacluster
allow_list:
- grant
- read
- write

ha_cluster_cluster_name
95 A9 —DEZHL, NhiE. T 74 D my-cluster DXFIETT,

ha_cluster_transport
(RHELOILIE) VSR —D RISV RAR—MARERELF T, COEREFRALTHRET D7 A
TLIFUTDEEY TY,

o type (7> av)- NV RR—MH A 7:knet. udp. F7(F udpu, udp & & U udpu
NSYRR—=KEA4 LI 12DV VI DHEHR—PMLET, udp & udpu DEES{LIEE
ICEMICA>TWET, BBELRWES. T7 4/ MTknet IZ72Y 7,

e options (F 7> 3 V)- RSVRAR— ML TV aVvaEUCEFEEDOT1 I3 FY—0DY)
Z I\O

o links (A 7> aV)-&RIEEDT 1 V7>aF)—DYR L, GEIET4 >3+ )—0D&
) Z MIZIE, 12D Corosync ) o DA T avhEFhTwWEzd, Voo T&IC
linknumber (E%5&ET 2 EA2HBELE T, THUADHZE. 714023+ ) —DRAD
DAMIT7AINTRAD) 2ICEIYHTES N, 2FBEHDOY A ML 2FEBDY V7 ICE
YLETENhET,

e compression (# >3 V)- NS VRR— MNEMEERET 2R EEOT1 V>3 F)—0D
)X b, knet NSV RAR—b S A4 TTOHYR—bINET,

e crypto (F 7> av)- NSVRAR—MNDOBESILERET 2HFEEDT I3 F)—DY)
ZAbe T7AINDMNTE, BEERIEMLR>TVWET, knet N\SVZAR—K~o 4 TTOH
-U-/_.ﬁ’_ I\-Sni-a—o

HFAINTWEA T arD) 2 MIDWTIE, pes -h cluster setup DAL TFR—T 0 F
pcs(8) man XR—I D cluster 22 < 3 VIlH % setup DFRIALZSIR L T EI W, FMARREICD
WTI&. corosync.conf(5) M man R—T A SBL TLEI W,

ha_cluster_transport ZH D#EEIZRDEH Y T,

ha_cluster_transport:
type: knet
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
links:

- name: option1_name
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value: option1_value
- name: option2_name
value: option2_value
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
compression:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
crypto:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

NSV RR—MNAR%EERTET % ha_cluster > 27 L 0—JL Playbook DFIICDWTIL, &AM
T AH —TO Corosync EDETE 2SR LTI,

ha_cluster_totem

(RHEL 9.1 LAB#) Corosync h—FT LZFRELE T, FFAINTWE A T3 VDY X MIDWT

I&. pcs -h cluster setup DL TR—T 0 F7(E pes(8) man R—T D cluster 20> avilH b
setup DEREAE SR L T 22X W, FMARBEICD W TIL, corosync.conf(5) D man R— %= S8
LTLEIW,

ha_cluster_totem ZH DEEIZRDEEY T,

ha_cluster_totem:
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

Corosync b —F L %E&E T % ha_cluster > 25 4 0—)L Playbook OFIZCDWTIE, T ALY 5
A4 —T®D Corosync [EDFETE SR L T LI,

ha_cluster_quorum

(RHELOILURE) VSR —V A —FLEZZBELET, VI7RY—V4+—FALICIE, ROIEE%HE
TEEY,

e options (F 7> aV)- UV 4—FLEBRETDEAMEMEDT 1723+ —DY R b, A
InzAToav
I&. auto_tie_breaker. last_man_standing. last_man_standing_window. & & T
wait_for_all T3, 7+ —5 LA 7> a v OFFMIE. votequorum(5) D man R—T &SR
LTI,

o device(# 73 V)-(RHELO2 L) V # —S LT NA REFERATELIICI TR —%
HRELET, T7AIDNTIE, 74—FLT71RIFERINFEA,

o model (HZB)- V3 —FLTNARAETIERELE T, net DHFHIHR—KINTL
i’a—o
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model_options (# 7> a V) -BEINL IV —FLTNNAIRETIERET B AHIE
EBOTF4 23+ Y—DY RN, EFIL netDiFE. host & & U algorithm 7+ 72 3

pcs-address &+ 7> a v AFERA LT, qnetd KRR NIRRT 272HDHRY L pesd 7
RLRER—KEBRELET., COF TV avaERELAWEA, O—/LIiL host LD
T7AIMD pesd R— MIEHKLET,

generic_options (# 7> a3 V) - EFIVEB TR RBRWI A —F LT NA XA T av%
BRETHHAMEMEDT 43+ )—DY RN,

)

VERETIRENDHYET,
)
)

heuristics_options (# 7> 3 >)- V4 —S LT N1 ADba1—) AT 1 v I ABRET
PEREEMEDT 173+ )—DY) AR,

DA —FLTINA AT a3V DFEMIE. corosync-qdevice(8) M man R—T &SR
LTLEIW, — i A 7> 3 ~id sync_timeout & timeout T3, ETI/L net+ 7
23 vIZDWTIE, quorum.device.net 7> a v ESBL T IV, Ea—I R

TAYIF T3 vIZDOWTIE quorum.device.heuristics 27> 3 Vv ESRBL T
T LY,

DA—SLT/NA 2D TLSAIAEZHBEMK T 5ICI1E. ha_cluster_regenerate_keys &
% true ICEREL T,

ha_cluster_quorum Z#DO#EEIFRDEHY T,

ha_cluster_quorum:

options:

- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
device:
model: string
model_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
generic_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
heuristics_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

PSR =9+ —S L%KET % ha_cluster > 27 L 0—)L Playbook DFNIZDWTIE, &MY
528 —T®O Corosync [EDFZRE #SMLTLKEIWV, V73 —FLTNA RA%EFRALTIFRAY—
%ERET % ha_cluster > X7 L0 —)L Playbook BN DWTIE, 74 —F LT/ A%=FERL
SAAEI TR —DEE ESRLTLEIV,

ha_cluster_sbd_enabled

(RHELOILAE) VS A9 —HSBD / —RI7 VIV I XA XL EFRATEZNEIDNERET S
T—=IT735T, ZOEHDT 7+ MES false T,
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SBD #&%*5IZ9 % ha_cluster & 2 7 40— JL Playbook DFICDWTIE, SBD /—K7 v vy
HEALESAAMI SR —DHRE 2SR L T EILW,

ha_cluster_sbd_options

(RHELO.ILBE)SBD A 7> a Vv ABET 2R EEDT 173+ )—DY R b, Y R—KINT
WBF T avidRoEHY T,

e delay-start - 77 #JL h& no
e startmode - 7 7 # /L k(& always
e timeout-action - = 7 # JL b (Z flush,reboot

e watchdog-timeout - 77 #JL ME 5

INSOF T 3 v DFMIE. sbd(8) man R— D Configuration via environment 2 7
2avESRLTIEIW,

SBD# 7Y 3 vARET % ha _cluster & 25 A0 —)L Playbook DFIICDWTIE, SBD /— K7
VIV EFERALALETRAMISRAY—DREE BRBLTLEIN,

SBD #FHT %58, #72aVT. AVYRVYKN)—RAD/—RZTEILI4vyF Ry & SBD TN
A RAEBRETCEET, 1 URVYKMN) =T 74U TIOAYFRYITBELVSBD TNNA RAKRET DA
EDFEMIL. ha_cluster VAT ALAO—=ILDA VRV M) —DIEE 2SR LTLEIN,

=Znn

ha_cluster_cluster_properties
Pacemaker 7 S A9 —2EDBED IV SAY—TANRNTFT 4 —DEY MDY R b, V5RF—70ON
T4 =Dty MI1DEFHR—-—FINZET,
PSR —7TONRFT4—Dty NOEEIZRODESY T,

ha_cluster_cluster_properties:
- attrs:
- name: property1_name
value: property1_value
- name: property2_name
value: property2_value

FI7AIIMTIE, 7O0RF 4 —EBREINFEA,

LUF D Playbook M TlE. nodel &£ node2 THREINSE YV TR Y —%FZE L. stonith-
enabled & & U no-quorum-policy 7 5 24 —70O/RF7 4 —%BELE T,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:
- attrs:
- name: stonith-enabled
value: 'true’
- name: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster
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ha_cluster_node_options

(RHEL 9.4 LIBE) CDERUE, V5 R9—/—RTEILERDIFIFEFRBRELERLE T, IBES
Nic/—RDA T2 aVaEBRELETN. EO/—RDBIVSRI—%2FERTI2NFEELEFEA,
A4 Ry MN)—F7lE Playbook D hosts /X5 X —4—%FRAL T, V53R —%ZETS/— K%
BELET,

COEHEFALTCHRET D71 TLIEUTOESY T,

e node_name (W7B) - Pacemaker / — KRB %2EHT 5/ — KD &H]

o B (7> 3v)-/— KD Pacemaker /— KBty bDY R b, RE. &/ —KIIH
LTiey LAY R—FINTWEHA,

ha_cluster_node_options ZHDEEIZRD & HY T,

ha_cluster_node_options:
- node_name: nodef1
attributes:
- attrs:
- name: attribute1
value: value1l_node1l
- name: attribute2
value: value2_node1
- node_name: node2
attributes:
- attrs:
- name: attribute1
value: value1l_node2
- name: attribute2
value: value2_node2

FI7AILITIE, /—RATVavEEREINTWEHA,

J—RF T arvREAED ha_cluster ¥ 25 L0 —JL Playbook D&, /— RKEMEFERA L
SAAEI TR —DEE ESRLTLLEIW,

ha_cluster_resource_primitives

ZOZEHT, 722020 T YVY—REEDL., YRATFLO—LICL > TEEINS Pacemaker 1)V —
2HEEHLET, YUY—RAZTEIORODEBRBABRETCEZXT,

o id(AE)-YY—RDID,

e agent(WA)-YYV—RFLIFTTVRAI—Y Vv hDEE (H: ocf:pacemaker:Dummy %
7= & stonith:fence_xvm), STONITH T— x>~ hICIE, stonith: 2 8ET 2 REHIHY F
¥, VY—RI—I v hDIFEIE. ocf:pacemaker:Dummy Tld7 <. Dummy 72 E D
EiEEZFERTHIENTEEY, £LL, ALEAFIOEHRDOT -V MM VX =)L
INTW3BeE, FHTZI—VVMZRETIRAVED, O—JLIFKBLET, £0DL
O, VY —RI—VIV M EEBETIHERTIVR—LEZFERATIIEMHERINET,

e instance attrs (A 7> 3 V) Y —ADA VY RYVABMEDEY bDY R b, RIE. 12D
Yy NOHDBYR—IFINTVET, BEORRIEE. BEANEDI D, BLL®)V—RFL
B7TVRAI—Y TV MIL>TERYET,

e meta attrs (A 7> a3 V) YUY —RDXAYBHEDEY hDY R b, BE. 1D2DEY hOAD
HR—FbIhTOLET,
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e copy_operations_from_agent (4 7> 3 >)- (RHELO3 L&) YUY —XIT—Y v MMELB
B BEOI—Y v MaHIx#EEIN/Z, interval ¥ timeout 2 ED ) YV —RBEEDT
THIVNEREEEEZLE T, COEEHD true ICREINTWBIHE., TNOLDEREDLY
YV—RAREIKIE—INZET, EITRWEER, VIR —2FDTT7 4L MDY Y —RIC
BHAXIN F 9, ha_cluster_resource_operation_defaults O—/LZ#HZFHLTY YV —X

)

DY —RBEOTI7AIVNEERTDHEIF. Ik false ICBRETEFT, TOTHD
T 7 # ) MEIL true TY,

e operations (EX): ) V—RDEFEED ) X K,

o action (W7H): pacemaker &, VY —RFLWEF TV RAI—V IV N TEHEINTWS
BE7Vay,

o attrs (WR): DK EHE 1 DDA T a vV EBETIHENHYET,
ha_cluster Y 27 LAO0— )L THRET )Y —AEZDEEIIRDEBY TT,

- id: resource-id
agent: resource-agent
instance_attrs:
- attrs:
- name: attribute1_name
value: attribute1_value
- name: attribute2_name
value: attribute2_value
meta_attrs:
- attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
copy_operations_from_agent: bool
operations:
- action: operation1-action
attrs:
- name: operation1_attribute1_name
value: operation1_attribute1_value
- name: operation1_attribute2_name
value: operation1_attribute2_value
- action: operation2-action
attrs:
- name: operation2_attribute1_name
value: operation2_attribute1_value
- name: operation2_attribute2_name
value: operation2_attribute2_value

TI7AIEMTIE, YY—REEEBINZHA,
)Y —RREEEE ha_cluster ¥ 27 LAO—JL Playbook DfllE, 7z v iBLV) Y —2%
FALLETAMISRAYI—DRE Z#SBLTLEIN,

ha_cluster_resource_groups
ZOEHIE, YRATLO—ICL > TEREINS Pacemaker VYV —R T IN—T%#EHELET,
Y—RIN—FTEITRDEBEHRETEET,

e id(WAE): /IL—7DID,
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e resources (WR): JI—TD)Y—ZADY) R b, EYY—REIDICL>TSRIN, Y
Y — X & ha_cluster_resource_primitives ZHICERT 2MENHY XTI, 1DLULEDY
V=RV AMNKRTTBIRENHY LT,

e meta attrs (A 7> a3 V). JIL—TOXYBHEDEY hDY R b, BE. 1D2DEY hOAHH
HR—PbIhTOLET,

ha_cluster V257 LAO0—)ILTRETZ VY —RTI—TEZDEEITRDESY TT,

ha_cluster_resource_groups:
- id: group-id
resource_ids:
- resourcel-id
- resource2-id
meta_attrs:
- attrs:
- name: group_meta_attribute1_name
value: group_meta_attribute1_value
- nhame: group_meta_attribute2_name
value: group_meta_attribute2_value

FI7AILRTIE, VY—RTIN—THEFEINTVWEHA,

)Y =T IN—THREE ST ha_cluster ¥ A5 L 0—)L Playbook DIk, 7> IELVY
V—2EFEALLETAM I S AI—DRE #SB LTIV,

ha_cluster_resource_clones

COEHIT., AT LO—IVICE > TEHREI NS Pacemaker V)YV —RoO0—VEEHLFET, V)
Y—2Z270—=VICRHLTROEB.HZETZET,

e resource_id (WAE): 7 O—VEERTDYY—R, YVY—2RI&
ha_cluster_resource_primitives Z#{ % 7= |& ha_cluster_resource_groups Z#HICE&HT
DUHENDHYET,

e promotable (F 7> 3 V) ERT 2 )Y —RAVO—VHEKARERIO—2THZHED H
HRLET, Ihid, true £/ false ERINE T,

o id(fERE) YO—YDHRYLID, IDHFEESATWANESE, ERINET, COF T
S 3 YUNI SR —THRE— hINAVEAE, BEARRINET,

® meta attrs (EE): 70— VDAYEMEDEY hDY R b, IRE. 12Dy NOHFDHYER—
NXhTWZEd,

ha_cluster V27 LAO—)LTHRET SV Y —R/O—VEEDESIIRODESLY TT,

ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: true
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone_meta_attribute1 _name
value: clone_meta_attribute1_value
- name: clone_meta_attribute2_name
value: clone_meta_attribute2_value
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FTI7AILRTIE, VY—AD7O0—-—VHEHEINRTWEHA,

)y —2490—VEREAST ha_cluster ¥ 25 L 0—)L Playbook Dk, 7z 78LVY
V—REFEALLBETAM I S AI—DHRE #SB LTIV,

ha_cluster_resource_defaults

(RHELO3 L&) COZHIL, VY —ZADTFT 74 bDEY MEEELET, BHOT 74 bD
Ty b2EEL, WLV ZFERALTENLZRHEDI—V IV MDY Y —RITHEATEX

9, ha_cluster_resource_defaults ZETIEE LT 74/ ME, BBICEERL/ETHET 7+
WhEA—NR=Z4 KT Y—RIFBERINETEA,
TI7AINELTHETZIDIDIIXAIBEDHTT,

FI7AI MY NTEIORDIER.RHRETEET,

id(#7>av)-774)IL bty bDID, EELARVWEEEIBEBERINE T,

rule (A 7> av)-wWo, EDYY—RIZtY MeBERATEINAEET S pcs BXAFEAL
TEdINIL—Ib, IL—ILDIBEICDWTIE, pes(8) man XR—< D resource defaults
setcreate 27> a VASRBRLTCEIL,

score (A F>aV)-FI74I by NDEH,

attrs (A 7> aV)-7I7A4IMELTY YV —RIZERINS X 5 EM,

ha_cluster_resource_defaults ZH# DB EIZRDEHY TT,

ha_

cluster_resource_defaults:

meta_attrs:

IJ\/_

id: defaults-set-1-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
id: defaults-set-2-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute3_name
value: meta_attribute3_value
- name: meta_attribute4_name
value: meta_attribute4 value

ADT 7 #I)L MERET S ha_cluster > A5 L 0—/JL Playbook DFNTDWTIE, UV —2R

BIPVY—RBEDT 74N M eERLASTREISRAI—DRE ZERLTIEIW,

ha_cluster_resource_operation_defaults

(RHEL 9.3 LIf#) COZHUE, VY —RABEOT 74 DLy NaEHELET, BHOT 74 b
DEY b eEHEL, -V EZFRLTENSZREDI—VIV MDY Y —ABLVTRED) VY —
ZBEIERATE 9., ha_cluster_resource_operation_defaults T TIEE LT 7 # )L M,
MBICEELAETHXT 74V MNEaA—N—54 KT Y —RBEICIEERINEEA, T

7 #JV N T, ha_cluster > X7 L0—)LiE, VY —RABREBORBDEZERT HLDIC) Y —
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AEHRELEFT., IN5DT 7 4J) b% ha_cluster_resource_operations_defaults T ¢4 —
N—Z4 RFBHEICDOWVWTIE, ha_cluster_resource_primitives ®
copy_operations_from_agent DIRE DFAZSHH L T I L,
TI7AINELTHETZDIDIIXAIBEDHTT,

ha_cluster_resource_operations_defaults Z# D#EiElE. IL—ILDIBEFE %R

. ha_cluster_resource_defaults ZHDEEERALTY, £y MERINZ )Y —RBEEST
Mg ZIL—ILDI|EICDWTIL, pes(8) man *— D resource op defaults set create 27 > 3 ~
ESRLULTLLEIL,

ha_cluster_stonith_levels

(RHEL 9.4 LIRE) COZEHIE, 7z VoI hROYV—EHMFENS STONITH LRIV EEEZLE

T, 7z ITLNLIE BROTNAREFEALT/ — 2TV RATBEIICITRY—%
RELFT, 12OTNA RIEENMRELLBEICHEATRETNA RZ2EREL, /—RPEEIK
TIVAINERBTEDICEBDT NI REIRTERICETISIEAEERTEET, 7
VOV ITLRNIVOFMIZ. SR IR —DREEEED T T LNILOHRE 2BRL
TLEEW,

TV VLNV EERTHEZIC. ROBEHEZRETEET,

o level (WR)- 7z TLNLERHITT BIEF, Pacemaker &, I3 2ETLANIL %
FIgICHALET,

o target (A 7> aV)- ZOLRNLLDAERING / — KRDARL
e RDIDDERBROWITNIOAEIEET 2HELNHY £,

o target_pattern - COL RILABEHINDS / — ROLHENIC—HT % POSIX HEFRIEFR R
;.

o target_attribute - COL NILAEAINS / —RIREINTWS / — REMOEHL,

o target_attribute & & Uf target_value - COL RILHAERINS / — RICEREINLTW
%/ — REMDAF & B,

e resouce_ids (WH)- TOL NIV TERITT 2B HZ 702V T)Y—ZAD) X b,
T7AIVRTIE, ZzV VT LRILVEEREINTVWE A,

ha_cluster V257 LAO0—)ILTRETZ I VI VI LRIVERDEEIIRDEHY TT,

ha_cluster_stonith_levels:
- level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device 1
- fence_device 2
- level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device 1
- fence_device 2
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T VTDT T A NEERET S ha_cluster > 27 L 0—)L Playbook fli&, 7z v
LARIVEFEALZETRAM I SR —DRE 28R LTLEIY,

ha_cluster_constraints_location
ZDEHIZ. VY —RADGFAOHNEZERZLE T, VY —XADBMOFMIE, )Y —XZ2RTTE
5/—R%ERLET, BHON YV —RIC—HT2TEHEDHS) Y —RID £EF/NY—VTHEES
NV —R%=BETEFET, /—REFLEFIL—IT/—REZEETEET,
)Y —ZDGADOHEICH L TOROIEEZEETE XY,

e resource (WR) - HIMAERAINS Y VYV — 2Dk,
e node (WZE)- )Y —ANBRELIIOET ZLELNH D/ — KDERL
o id(FTYav)-HDID, EELAVGE., BEBERINFT,
e options (7> a V) - ZREIEEDT 1V aF Y= R b,
o score- HIHDEA%ZHREL T,
m FDscorefEid, VY —AN/—RTOERTZBETZIEEZBHRLIT,

m AdDscorefEld, VYV —ZAN/—RTEFINLWVWEIICTIVENDHDIEZE
RLEY,

® -INFINITY @ score f&iF. )YV —RAD/ —RTEITINBRVEDICTIHEDNH D
JEERKLET,

B score MEEEINTUVLWAWES, RO7{EIFZT 7 4J)L N TINFINITY (IZ/42Y £7,

TI7AIEMTIE, YUY —ZADGAAOHEHHWIEEREINTULEEA,
)Yy —2AID&E/—REEI/ET D) Y —ZADBAFICH T 2HMOBEILRDESY TT,

ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

VY —ANRG =V %EETS) Y —ADBAOFMICH L TERET SEBIE. YY—XIDZEET
%)Y —ZADGMOHEMICT L THRETP2REERALTY, £EL. VY —-RLERZDEDIIFRE
Y, VY -RUERICHEET 2REIRDEBYTY,

e pattern (W 7H) - POSIX #LARIEEFRKIRY V—ZX D BREINF T,
Y =22 —v & ) —REEBET DY —ADFEMICH T 2EHWOBEIRDESY TY,

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
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node: node-name
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

JY—=RIDEI—INVEEETSE) Y —ADBAOHEHMICH LT, ROBEBZRETETEY,

e resource (WR) - HIMAERAINDS ) VYV — XDk,
o id(A)-YV—2ID,

o role(# 7> av)-HMAHIRINGY Y —2DO—
JU, Started. Unpromoted. Promoted.,

o rule (W) -pes BXEMER L TEBRINAHEIIIL—IL, FEMIZDOWTIL, pes (8) D man
~R—J T constraint location 7> a v ASB LTIV,

o EEIHTOMDIRBI., W—ILZEHELLWI Y -RFNERAULEKREZFLEET.

JY—=ZID EI—ILEIBETZ) Y —RADBAICH T BHEHOEERDEEY T,

ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- name: resource-discovery
value: resource-discovery-value
Y=Y =V E—I)VEIBET )Y —ADIGAOFIRICK L TERET 2EEIF. YV —XID
EIN—IVERET S )Y —ZADGAOGIKICH L TEETHEBERALCTY, L. UV —X1TE
BREDEDIFRITZET, VYV —AAKRICIBETZ2EBIIRDESY TY,

e pattern (W 7H) - POSIX #LARIEEFRKIRY V—ZX D BREINF T,

)Y =R =V =L BIBETE) Y —ADBRAICHT BB SIIRODESY TT,

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- name: resource-discovery
value: resource-discovery-value
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)Y —2EI#DH B9 5 A9 —%ERT % ha_cluster > 25 L0 —)JL Playbook @ik, ')V —2
ICHHDHZ2EAAMI TR —DERE 2SRLTLEIW,

ha_cluster_constraints_colocation
ZOEHF, VV—2205—ravOHNEERELET, YV —XR3A75—Y 3 vOFIMIE. H
2)V—ADIGAMNRIDY) Y —ZADIGAICKET S 2R LTWEYT, IO —2 3 VHIRIC
E. 220V Y —RIIR/THEMAIO0r—>avENE, ROV Y —IIHTZEy baOs—
vavElo 2 @EIrHY FT,
Biizg)y—2307—Y a3 VHEIKICK L TOROIEEZERETET XY,

e resource_follower (:,78) - resource_leader I(CEAE L TERET 2 ELNH D) VYV —2,

o id(%A)-YVY—2RID,

o role(# 7> av)-HMAHIRINGY Y —2DO—

WU

Started. Unpromoted. Promoted,

e resource_leader (WH)- VT RY —IF. |RAICIDY) Y —R%ZEET 2HBMZREL TH
5. resource_follower ZE2iEY 2B ZREL T,

o id (%A -YVY—2RID,

o role(# 7> av)-HIMAHIRINGY Y —2DO—

Vo

Started. Unpromoted. Promoted,

o id(FTYav)-HHDID, EELAWVEGE., BEBERINIT,

e options (F 7> a3 V) - ZRIEEDT1 V> aF =Rk,

o score-fIHDEAXFZRELET,

ED scoref@ix, VY —RAHPEL/—RTCERITINZIUErHDZEERLET,

BD scorefgld, VY —RANRELD/—RTETINZBEN’HEIE%2RLE
ER

+ INFINITY @ scorefgl&, VYV —RAEL/—RTEGFTINZRENHZI %R

LEY,

-INFINITY @ scorefEl, VYV —ANELRZ /) —RTERITINDINErHD &%
~LET,

score MEEINTWLWAWEE, AATEIET 7 4L MTINFINITY IChY £9,

FTI7AILRTIE, VY= —Y a3 VEIBWEEREIN TWEH A,
gAYy —20045—2 3 VEIROESIZTRODEBY T,

ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id

options:
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- name: score
value: score-value
- name: option-name
value: option-value

Y=ty hO3O7—2 3 VHEMICH L TROEREZRETE XD,
e resource_sets (WE)- )V -ty DY R K,
o resource_ids (WE) -ty NHDYY—D) R K,

o options (F 7> av)-ty NRD) Y —ZHMFICL >TEDEL D ILHZDbNZD %W
AT 2EFEEDT AV at ) =) RN,

o d(AFvav)-BARIOsr—3aviNoBe R LUE,

e options (# 7> 3 v)-EfALIOr— 3 VEINDBEE SR LE,
Y=ty MIRT 2307 —Y a3 VElIROESEIROESY T,

ha_cluster_constraints_colocation:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

)Y —2EI#DH B9 5 A9 —%ERT % ha_cluster > X5 L0 —)JL Playbook @ik, ')V —2
K DHZESAAMEI SR —DERE 2SR LTIV,

ha_cluster_constraints_order
ZDEHIZ. VYV —RADIEFICH T 2HWEERLEX T, YV —REFOHKIE. HED)Y—2X
O avhRETBIEFERLET, VYV —XEFOFRICIE, 22DV —RIINT B EHLIE
FHlfE, BHD) Y -T2y MERFIKD 2 FEEIHY £,
Bz Y —REFHERICH L TROEEZERETET XY,

e resource_first (W78) - resource_then ')V —ANMKET B ) YV — 2,
o id (%A -"YYV—2RID,

o action(# 7> 3 V) -resource_then )V —RIIFLTT V2 avaRIAT 2R1ICTET
THEIMEBEDHBDT V3V, XN 3(E: start. stop. promote. demode.

e resource_then (%7H) - &k&FY VYV —2Z,

o id(%A)-YY—2RID,
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o action (# 7> 3 )-resource_first )V —RIIWIT 2702 a w7 LERICOHA
Y —ZANETTEBRT7I 3y, FIIN3(E: start. stop. promote. demode.

o id(FTYav)-HHDID, EELARWVEGE., BEBERINFT,

e options (F 7Y a3 V) - ZRIEEDT1 V> aF)—R K,

T7AINTIE, VY —RABFDOHIMITEEINTVWEEA,
Biii) Y —RNEFDFFHDEEILRDEHY TT,

ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

Y=ty FOIEFHEIFICH L OROIEEZEETET XY,
e resource_sets (WR)- )V —XAtY DY R K,
o resource_ids (VB -ty NHDYY—ZD) R K,

o options (7> aV)-ty NRD) Y —ZHNFICL >TEDEL D ILHZDNZD %W
AT Z2EFEEDT 1V at ) =) R,

o id(F 7> av)- BiRIEFFIKOEGEE &R U,
e options (# 7 3 V) - BRIEFFHINDIEE &R UE.

Y=ty FNOIEFHHOEBEIRRDEEY TY,

ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value
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)Y —2EI#DH BV 5 A9 —%ERT % ha_cluster > X5 L0 —)JL Playbook @flik, ')V —2
ICHHDHZ2EAAMEI SR —DERE 2SR LTIV,

ha_cluster_constraints_ticket

ZOEHIZ. VY —RFT7 vy hOFHEEELET, VY —RF7 v hOFIKE. BEDFTv b
WKEKET 2V Y —RERLET, VY—XFTy MIKICIE, 120V Y —RICHT 284 F 7y
MW E, BRD) Y —RICHTBF 7y MEFOFIKOD 2 BEIHY T,
BRAYY—ZFTy MIKICHL TROERZRETEXT,

e resource (WR) - HIMAERAINS Y VYV — XDk,
o id (WE)-YV—2RID,

o role(# 7> av)-HIMAHIRINGY Y —2DO—
JU, Started. Unpromoted. Promoted.,

o ticket (WE)-YY—ANKETZFHT v NDEE,
o id(FTYav)-HHDID, EELAWVGE., BEBERINFT,
e options (F 7> a V) - ZREIEEDT 1V aF Y=Y R b,
o loss-policy (# 7> a>)-F4o v MARYBINALBEIC) Y —RIHLTETT ST

goav,

FI7FIERNTIE, YVY—ZXFT7y hOFIMIZFERIN TVWER A,
B —XF Ty MK OBEISRODESY T,

ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
options:
- name: loss-policy
value: loss-policy-value
- name: option-name
value: option-value

Y=ty hFIy MIKICH L TROIEBEZZETEE T,
e resource_sets (WE)- )V -ty DY R K,
o resource_ids (VB -ty NHDYY—ZD) R K,

o options (7> 3 V)-ty NADY Y =AML >TEDL D ILHRDONZ D %W
AES LR EEDOT a3 F) =R,

o ticket (WR) - BT 7 v MIKDIZS & B UlE,
o id(FTvav)-BiALFsy MIKDHEE LR UfE,

e options (# 7 a V) - BiliLF v MIWDIEE &R UE.

Y =Rty hOFTy MEHOBEIRDESBY T,
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ha_cluster_constraints_ticket:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- name: option-name
value: option-value

)Y —2EI#DH BV 5 A9 —%ERT % ha_cluster > X5 L0 —)JL Playbook @flik, ')V —2
K DHZ2ESAAEI SR —DERE 2SR LTIV,

ha_cluster_gnetd
(RHEL 9.2 LAF&) T DEHIZ. VSR —DHNE Y #—F LT /84 A& L THEETE % qnetd R R k
ZRELET,
gnetd R MW L TRODIEHZRETEXT,

e present (# 7> 3 V) -true DHAE. RAMLEICqnetd 1 VR VXA %&HREL T, false
DFE. RAMDS gnetd BREZHIFRLF T, 77 4/ MEI false TY, Th#% true I

B

RTE T 5% AL, ha_cluster_cluster_present % false ICERET 2 MENHY £,

e start_ on_boot(F 7> 3 V)-T—MEIC qnetd 1 Y R4 YV R EBEMICEIBTE2NE I H
HRELET, 774J) MEIE true TY,

e regenerate_keys (4 7 3 V) - qnetd TLSSEBAZE A BEK T 5 1CIE. TDEH % true I

RELEY, SIAEEBERT 256 87529 —0O—IILEBRETL T gnetd KR
MIBEERTIN. FEITpes 5RTTI2HEIHYET,

2z JICE&Y gnetd BIEDFBII NS /2D, VSR —/—KLETgnetd £179 252 &1d
TXFtA,

DA—SLTNAREFRALTY S5 RY—%F&%ET % ha_cluster > 27 s0—)L Playbook DI
DWTIE, V4 —FALTNAREFERLEI TR —DERE 2SR LTLEIV,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 2 1) —

1.2.HA_CLUSTER RHEL ¥ 2 F L O—JLICA YRV N —DIEE

ha_cluster > 25 5 0—JL Playbook AL THA VSR Y —4.BRET DHEIF. 1 RV M) —K
DY ZRAY—DEZFET RLRAERELET,

N21LAVRYRNY—TD/)—REZETRL ADETE
ARV N)—RADE/—RIZIE, BDEICSCTUTOER.2EET DI ENTEET,
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e node_name- 7 S A% —HND ./ — KDEHI,

e pcs_address- / — R EBIET Z7HIC pes MEHRATZ7 KL R, &I, FQDN, F7/iLIP
PRLRAZEBETE, R— I ESZEDBIEHNTIIT,

e corosync_addresses: Corosync BMERAT 27 RLZADY A b, HEDI ZRY—%2FHRT 2
TRTO/—RiE, BLEOT7 RLABBRET, 7 RLADIEFHFEETT,

LLFOFIE. #—4 v b nodel 8L U node2 #2414 YRV M) —%ZRLTWE T, nodel LU
node2 [ZTZREBEI R A A VREDWIT NN THIZUELHYET, TOTRWVWE, L& ZIE. EZEid
letc/hosts 7 7 1 IV THERAIEETH BIGERREIL, /—RIEHKTTI2UNELrHY T,

all:
hosts:
nodei:
ha_cluster:
node_name: node-A
pcs_address: nodel1-address
corosync_addresses:
-192.168.1.11
-192.168.2.11
node2:
ha_cluster:
node_name: node-B
pcs_address: node2-address:2224
corosync_addresses:
-192.168.1.12
-192.168.2.12

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 2 1) —

N22. 4R RKNY—TDI#vFRYITHELVSBD /N ADERE

(RHEL 9.1 LAB¥)SBD 2 235a. BEICIGLT. A YRV KN —HAD/—RZT&IZTAYvF Ry
JESBDTNARERETEET, INTDSBDTFNAREFTRTOD/ —RNITHBELTT7 I ERTE
DEDICTBRENHYFIN, &/ —RNEBTNNA RIELRZLRZFEATEES, 94y F Ry
FINARE ) —RTEICERBIGEENHYE T, Y AT LH—JL Playbook TERET X % SBD D
#lE. ha_cluster > 27 AO0—J)LDZEE D ha_cluster_sbd_enabled & & U
ha_cluster_sbd_options DT> h!) —ASRRL T LI,

ARV M) —RADE/ —FICEE, BEICISCTUTOERZEETSIENTEXT,

e sbd_watchdog_modules (#+ 73 3 ) - (RHEL 9.3 LLf%) /dev/watchdog* 7 /31 R % {ERR S
20IC0—RT2094YyFRYTH—FRILEY2—)b, REINTLWAWEE, T74)L 1
TZEDY A MIRYET,

e sbd watchdog_modules_blocklist (4 7> 3 ~) - (RHELO3 LK) 7 vO— R &L 7Ovy

V9204V FRYTH—FRILEYa2—)l, BEINTWARWEE, T74ILMTEDY R b
IRy 9,
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e sbd_watchdog-SBD WMERAT 2V 4 v F Ry ITTF/NA R, BEINTVLWARWEE, T74/
b IE /dev/watchdog T,

e sbd_devices-SBD X v z—YDRMEERIHERTET/NM X, BMEINTLWARWEE, T
T7HIBMTED) XA MIRYFET,

ROFIE, =4y hnodel 8LV node2 DV A v F Ry THLIUVSBD TNA RAERET DA N
M=% RLTWEY,

all:
hosts:
node1:
ha_cluster:
sbd_watchdog_modules:
- module1
- module2
sbd_watchdog: /dev/watchdog2
sbd_devices:
- /dev/vdx
- /dev/vdy
node2:
ha_cluster:
sbd_watchdog_modules:
- module1
sbd_watchdog_modules_blocklist:
- module2
sbd_watchdog: /dev/watchdog1
sbd_devices:
- /dev/vdw
- /dev/vdz

SBD 7z AT ETRAMISRY —DEMICDWTIE, SBD/—R7xz vy v % EH
LI-EEAMISAY—DREEZBBLTLIEIN,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 2 1) —

N3.STHEMY SAY—DPCSDTLSEIRAZE £+ — T 7 1 ILDVERK
RHEL 9.2 LAB%
ha_cluster > 27 L0— )AL T, ERAM ISR —ICTLSAIBAEZE L F—T7 7ML EZEKTE

F¥9., T Playbook #2179 % &. ha_cluster > 25 AO—JL 1 certificate > 2 7 4 0—)L % RNERH
IEALTTLSAIRAEZEELF T,
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Digk

==
[=]

ha_cluster Y 257 L0—JLiE, BEINKL/ —ROBEDISRY—REXBEIH

ZF 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

AR

FIR

2.

66

A hO—IL/—REBERR/ —RE#EELTWS,

BEIEWMR/ — KT Playbook #R{TTEd1—H¥—&Lcarybao—jb/—Kicasq4vLTw
%,

BEWR ) — RADERKICERTZ27HT Y M, FO/— RICXT 5 sudo #EEHLH 5,

PSR —AVN=E LTERT SV AT AICIE, RHEL & & U RHEL High Availability Add-
ONDT7ITFATRHRYTRY YT avrhd,

ha_cluster V27 LO—I)LDA VR M) —DI/E THAINTWE LI, 1 YRV KN —
T77A4IVTYISRY—/)—RPEEINTWS,

RDOAR%EEZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- name: Create TLS certificates and key files in a high availability cluster
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_pcsd_certificates:
- name: FILENAME
common_name: "{{ ansible_hostname }}"
ca: self-sign

Z D Playbook &, firewalld & & U selinux H—EX%#R1TT 39 5 RY —%%E
L. /var/llib/pcsd ICEC2ERZD pesd GEFAE & MERT 7 1 L ZEK L £9, pesd sEBAED
7 71 I)L4d FILENAME.crt T. ¥—7 7 1 JLDFAIIE FILENAME.key T9,

EREE D Playbook 7 7 1 L& ERR T % & XX, Encrypting content with Ansible Vault T&itBA
INTWBEDIC. NRAT— K% vault CHES{ELZE T,

Playbook DX = MRFEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml


https://docs.ansible.com/ansible/latest/user_guide/vault.html

PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEXIWY,

3. Playbook #Z2fT L %9,

I $ ansible-playbook ~/playbook.ymi

B
e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 74 L' ) — RHEL ¥ 27 A0—)L%&fEAL
T-SEFAZE D E K

N4 VY —2AEFLTCVWAVWSTHAM I SRAY —DEBTE

LTOFIETIE. ha_cluster > A7 40— )LZFALT. 72z V2V IAREINTVWAVWSTRANY
S25—&, VY—REEGFTLAVETREEISAY—%ERLET,

DIk

==
[=]

ha_cluster ¥ X7 L0—)bi, BEIN/ —FOBEGFDI RS —

BREZBEIH]
ZF 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

AR

e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢Lcarybo—ib/—Kicasq4vLTw

%,

o TEWR/ —RFKADOERIHERTZT7HAVY M, ZD/ — RIIHT % sudo HERD H 5,

PSR —AVN—=E LTERT ST RAFT AICIE. RHEL & & U RHEL High Availability Add-
ONDTIFTFATRHRY TR Toavrbhd,

ha_cluster V27 LO—I)LDA VRV M) —DI/E THAINTWSE LI, 1 YRV KN —
TJ7A4IVTYISRY—/)—RPEEINTWS,

FIR

1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- name: Create a high availability cluster with no fencing and which runs no resources
hosts: node1 node2

roles:

- rhel-system-roles.ha_cluster
vars:

ha_cluster_cluster_name: my-new-cluster
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ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true

ZDY Y TI Playbook Z 7 Ak, 7TV VI EFERES. YUY —REETLAEL
firewalld B & U selinux H —EX%#E1T3275R9—%%FELZFT,

EREFE D Playbook 7 7 1 L& ERR T % & XX, Encrypting content with Ansible Vault T&itBA
INTWBEDIC. NRAT— K% vault CHES{ELZF T,

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZ2EDTIEAN
CEITEFRLTLEI WY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

N5. 72z 098NNV —R4FRALEESTREEI 2 RXY —DRE

LUTFOFIETIE, ha_cluster > X7 LO0—ILEFERALT, ZZVATNAR, VF5R9—YYV—2,
V=R —T, L/ O—-rIhiYY—-RAEEDE

BRI SRS —%FRLET,

DI

==
[=]

ha_cluster > 257 L0—)LiE, BEINKL/ —ROBEEDISRY—REABEIH
AF T, Playbook ICIEBEINTWVWARAWEREIETRTEDbNIE T,

AR
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BIEWMR/ — KT Playbook #R{TTEd1—H¥—&LCcarybao—jb/—Kicasq4 L Tw
%,

BENR/ — RANOERICERTZT7HV Y M ZD/ —RIINHY % sudo HERD % 5,

PRI —AUN=ELTHERAYT %Y AT AICIE. RHEL & & U RHEL High Availability Add-

ONDT7IFTFATHRY TR Toavrbhd,


https://docs.ansible.com/ansible/latest/user_guide/vault.html

® hacluster VAT LO—ILDA YRV N)—DIFE THEAINTWELIIC, 1 YRV N —
TJ7A4IVTYISRY—/)—RPHEEINTWS,

FIR

1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Create a high availability cluster that includes a fencing device and resources

PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

hosts: node1 node2
roles:

- rhel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:

- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: simple-resource
agent: 'ocf:pacemaker:Dummy’
- id: resource-with-options
agent: 'ocf:pacemaker:Dummy’
instance_attrs:
- attrs:
- name: fake
value: fake-value
- name: passwd
value: passwd-value
meta_attrs:
- attrs:
- name: target-role
value: Started
- name: is-managed
value: 'true'
operations:
- action: start
attrs:
- name: timeout
value: '30s'
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "Tmin’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy
- id: dummy-3
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agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- name: target-role
value: Started
- name: is-managed
value: 'true'
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
value: '2'
- name: clone-node-max
value: '1’
- resource_id: cloned-group
promotable: yes

Z DY > T Playbook 7 7 1 JLIL, firewalld & & U selinux H—EX%2ET§2I 7R —
EHRELET, VIRY—IE 72200 T WSDODPDIY—R, BLVYY—RTIL—
THEFNTWET, £ YY—RTIL—TDYY—2/0-VEEFNET,

EREFE D Playbook 7 7 1 L& ERR T % & Xk, Encrypting content with Ansible Vault T&itBA

INTWVWBEDIC. NRAT—R%Z vault TESIELLZX T,

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY FRIBX%ZRELT 27T THY ., BNENTBEURBRED OFRETDEDTIEAW

ZEITFRLTLETWY,
3. Playbook #%2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L
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PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

N6 VY—XEL™NY —REBEOTF 74 MAaFRLIZ-ESTHEY SR
5 —DERTE

(RHEL 9.3 LAB%) RDFIETIE. ha_cluster v A7 LAO0—)LAEFRALT, YY—RENY—BEDT
T7AINeERT2adAMEI SR —%ZFHRLET,

Digk

H
[=]

ha_cluster > 257 L0—)LiE, BEINKL/ —ROBEDISRY—RELXBEIH

AF T, Playbook ICIEBEINTUVWARWEREIEITRTEDbIhE T,

AR

FIR

v bhA—=IL/—REBEBWER/ —REERHLTWD,

BIEWMR/ — KT Playbook #R{TTEd1—H—¢Lcarybao—jb/—Kicasq4vLTw
%,

BENR/ — RANOERICERTZT7HV Y M ZD/ —RIINHY % sudo #ERD % 5,

PSR —AVN—=E LTERT ST AT AICIE. RHEL & & U RHEL High Availability Add-
ONDTIFTFATHRY TR Toavrbhd,

ha_cluster V27 LO—I)LDA VRV M) —DI/E THAINTWE LI, 1 YRV KN —
TJ7A4ITYISRY— /) —RPHEEINTWS,

ROAR%EEZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- name: Create a high availability cluster that defines resource and resource operation
defaults
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# Set a different resource-stickiness value during
# and outside work hours. This allows resources to
# automatically move back to their most
# preferred hosts, but at a time that
# does not interfere with business activities.
ha_cluster_resource_defaults:
meta_attrs:
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- id: core-hours
rule: date-spec hours=9-16 weekdays=1-5
score: 2
attrs:
- name: resource-stickiness
value: INFINITY
- id: after-hours
score: 1
attrs:
- name: resource-stickiness
value: 0
# Default the timeout on all 10-second-interval
# monitor actions on IPaddr2 resources to 8 seconds.
ha_cluster_resource_operation_defaults:
meta_attrs:
- rule: resource ::IPaddr2 and op monitor interval=10s
score: INFINITY
attrs:
- name: timeout
value: 8s

Z DY T Playbook 7 7 1 JLIL. firewalld & & U selinux —EX%2ET§25 07 R45 —
ERELET, V5R9—ICE VY—REVY—RBREDT I IDNEETNET,

EREE D Playbook 7 7 1 L& ERR T % & XX, Encrypting content with Ansible Vault T&itBA

INTWBEELDIC. NRAT—R%Z vault TESIELZE T,

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY FRIIBX%ZRFLT 27T THY ., BNENTBEURERED SFRETDEDTIEAW

ZEITFRBLTLETWY,
3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 7 1) —

N7. 72z 7L RIVAEFRHLAEGHTAMY DAY —DERE

(RHEL 9.4 LABZ) ROFIETIE. ha_cluster Y RF7LAA—IILEFALT, 7z VI LRNILVEES

2RI SR —2FELET,
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PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

Digk

==
[=]

ha_cluster ¥ X7 L0—)bid, BEIN// —FOBEFDI RS —

BREZBEIH]
ZF 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

AR
e OVINO—JIL/—REBERR . —RAEELTWS,

BEIEWMR/ — KT Playbook #R{TTEd1—H¥—&Lcarybao—jb/—Kicasq4vLTw
%,

BENR/ — RANOERICERTZT7HAV Y M ZD/ —RIINHY % sudo #ERD % 5,

PSR —AVN=E LTERT SV AT AICIE, RHEL & & U RHEL High Availability Add-
ONDT7ITFATRHRYTRY YT avrhd,

ha_cluster V27 LO—I)LDA VR M) —DI/E THAINTWE LI, 1 YRV KN —
T7AIVTYISAY—/)—RKRBIBEINTWS, 1 YRV KN) =T 74 ILDERICEET 5 —f%
BAREERRICDWTIE, RHELO TOOY hO—JL/ — RD#EjE #BBLTLEI W,

=Znn

FIR

. MBREOSVWEHERSEIN 7 71 ILICRELET,
a. vault #ERR L 9,

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

b. ansible-vault create I~ RTI T 1 ¥ —HFHWH, BET—4 % <key>: <value> 4
XTAALET,

cluster_password: <cluster_password>
fence1_password: <fence1_password>
fence2_password: <fence2_password>

c. TEAERELT, T7149—%FHLZET, Ansible I vault RODT—4 28BS LE T,

2. Playbook 7 7 1 JU (f§l: ~/playbook.yml) Z/Ef L £ 9., D> FIL Playbook 7 7 1 JL
&, firewalld 8 &£ U selinux Y —ERA2ETT 259 —45RELZET,

- name: Create a high availability cluster
hosts: node1 node2
vars_files:
- vault.yml
tasks:

- name: Configure a cluster that defines fencing levels
ansible.builtin.include_role:
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name: rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: "{{ cluster_password }}"
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:
- id: apci
agent: 'stonith:fence_apc_snmp'
instance_attrs:
- attrs:
- name: ip
value: apci.example.com
- name: username
value: user
- name: password
value: "{{ fence1_password }}"
- name: pcmk_host_map
value: node1:1;node2:2
- id: apc2
agent: 'stonith:fence_apc_snmp'
instance_attrs:
- attrs:
- name: ip
value: apc2.example.com
- name: username
value: user
- name: password
value: "{{ fence2_password }}"
- name: pcmk_host_map
value: node1:1;node2:2
# Nodes have redundant power supplies, apc1 and apc2. Cluster must
# ensure that when attempting to reboot a node, both power
# supplies # are turned off before either power supply is turned
# back on.
ha_cluster_stonith_levels:
- level: 1
target: node1
resource_ids:
- apci
- apc2
- level: 1
target: node2
resource_ids:
- apci
- apc2

3. Playbook D#XAMEEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZ2EDTIEAN
CEITEFRLTLKEIWY,

4. Playbook #Z21T L %7,
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I $ ansible-playbook --ask-vault-pass ~/playbook.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 JL
e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

® Ansible vault

N8 VY —RICHMOH 2S5 MY T RY —DERE

ROFIRTIL, ha_cluster > 27 L0—-)LaEALT, VY —-XADBAOHEK, V)Y —2307—>3

YOHEF, )YV —RIBEFOFHEK. BLTIY—ZXFTy bOHNEITCETRAMI S X Y —%2FKLE
_a_o

DIk

==
[=]

ha_cluster > 27 L40—)LiE, BEINL/ —ROBEFEDI T RH —

BREZBEIH]
ZF 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

BIEWMR/ — KT Playbook #R{TTEd1—H¥—&LCcarybo—jb/—Kicasq4 L Tw
%,

o TEWR/ —RFKADOERIFERTZT7HAVY M, ZD/ — RIIHT 3 sudo HERDH 5,

PSR —AVN=E LTERT ST AT AICIE. RHEL & & U RHEL High Availability Add-
ONDTIFTFATHRYTRY )T avrhd,

® hacluster VAT LO—ILDA YRV N)—DIFE THBEAINTWELIIC, 1 YRV N —
TJ7A4IVTYISRY—/)—RPEEINTWS,

FIR

1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L £ 9,

- name: Create a high availability cluster with resource constraints
hosts: node1 node2

roles:
- rhel-system-roles.ha_cluster

vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
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# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy'
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
# location constraints
ha_cluster_constraints_location:
# resource ID and node name
- resource:
id: dummy-1
node: node1
options:
- name: score
value: 20
# resource pattern and node name
- resource:
pattern: dummy-\d+
node: node1
options:
- name: score
value: 10
# resource ID and rule
- resource:
id: dummy-2
rule: '#uname eq node2 and date in_range 2022-01-01 to 2022-02-28'
# resource pattern and rule
- resource:
pattern: dummy-\d+
rule: node-type eq weekend and date-spec weekdays=6-7
# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- name: score
value: -5
# set constraint
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- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- name: sequential
value: "false"
options:
- name: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
- name: symmetrical
value: "false"
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- name: require-all
value: "false"
- name: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- name: sequential
value: "false"
# ticket constraints

ha_cluster_constraints_ticket:

# simple constraint
- resource:

id: dummy-1
ticket: ticket1
options:

- name: loss-policy

value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
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ticket: ticket2
options:
- name: loss-policy
value: fence

Z DY 7 Playbook 7 7 1 JLiE, firewalld & & U selinux H—ERX%2E1T§2I 55—
ZRELET, 7RI = VY —XDFFAOHEK., VYV —2031045— 3 » O,
)Y —Z2DIEFDHEK. BLTVYV—RFIy NOFINEEFNET,

EREFE D Playbook 7 7 1 L& ERR T % & Xk, Encrypting content with Ansible Vault T&itBA
INTWB LI, RAT7—R% vault THESILLE T,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEDNLERENSRETZ2EDTIEAN
CEIFERLTLEIWY,

3. Playbook #Z2fT L9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

N9. 5N Y S A4 —TOD COROSYNC [EDEE

(RHEL 9.1 LA%) SR DFIETIL. ha_cluster > 257 L0O0—JL%&FERA L T, Corosync {B%%ET =0
MO SR —%EHRLET,

Digk

==
[=]

ha_cluster > 257 L0—)LiE, BEINKL/ —ROBEEDISRY—REXBEIH

ZF 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢&LTcarybo—jb/—Kicarsq4rvLTw
%,

o BIENR/— RKADEMHBICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

o USRH—AYN—=ELTHERT S RTALICIE. RHEL & & U RHEL High Availability Add-
ONDT7IFTATRHRYTRY ) Toavrbhd,
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® ha cluster VAT LO—ILDA YRV N)—DIFE THEAINTWELIIC, 1 YRV N —
T77ANTYISAY—/—RDBEEEINTWS,

¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ 9,

- name: Create a high availability cluster that configures Corosync values

hosts: node1 node2

roles:
- rhel-system-roles.ha_cluster

vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_transport:

type: knet
options:
- name: ip_version
value: ipv4-6
- name: link_mode
value: active
links:

- name: linknumber
value: 1
- name: link_priority
value: 5
- name: linknumber
value: 0
- name: link_priority
value: 10
compression:
- name: level
value: 5
- name: model
value: zlib
crypto:
- name: cipher
value: none
- name: hash
value: none
ha_cluster_totem:
options:
- name: block_unlisted_ips
value: 'yes'
- name: send_join
value: 0
ha_cluster_quorum:
options:
- name: auto_tie breaker
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value: 1
- name: wait_for_all
value: 1

Z DY > 7L Playbook 7 7 1 JLI&. Corosync 7O/NF 4 —%FRET % firewalld & £ O
selinux Y —ERX%2RTT 27 7R —%2BELXT,

EREAD Playbook 7 7 1 L& /ERK T % & Z k. Encrypting content with Ansible Vault T&#EA
INTWBEDIC. NRAT— K% vault CHES{ELZE T,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEITEFRLTLEI WY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

BEE R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

N10.SBD /— R 7z vV 7%= FRLAESTREL I A9 —DE&E

(RHEL 9.1 LA%) SR DFIETIX. ha_cluster > 257 ALA0O0—ILEFERALT, SBD /— K7z VoV T %fF
AY2aa0A% I SR —%EKRLET,

Digk

==
[=]

ha_cluster ¥ X7 L0—)bid, EBEIN/ —FOBEGFDI ZRY —

BREZEIH
A F T, Playbook ICIEEINTWVWARAWEREIEITRTEDbNIE T,

Z D Playbook & 41 YRV N —=TD I 4y F Ry THELVSBD 7/34 ZADERE THBAINTWD L
DI, DAY FRYTED2—)L (RHELOILIETHR—N) Z20—RT 24XV N) =T 710 )L %
FALZXT,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWS,

o TIEWR/— KT Playbook #R{TTEd1—H¥—¢&Lcarybo—)b/—Kicasq4rvLTw
%,

o TEWR/ —RKADOERIFERTZT7AVY M, ZD/ — RIZHT 3 sudo HERD H 5,

80


https://docs.ansible.com/ansible/latest/user_guide/vault.html

PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

o USRH—AVYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTIFTFATRHRYTRY )T avrhd,

® ha cluster VAT LO—ILDA YRV N)—DIFE THAINTWELIIC, 1 YRV N —
TJ77A4IVTYISRY—/)—RPHEEINTWS,

¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Create a high availability cluster that uses SBD node fencing
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_sbd_enabled: yes
ha_cluster_sbd_options:
- name: delay-start
value: 'no
- name: startmode
value: always
- name: timeout-action
value: 'flush,reboot’
- name: watchdog-timeout
value: 30
# Suggested optimal values for SBD timeouts:
# watchdog-timeout * 2 = msgwait-timeout (set automatically)
# msgwait-timeout * 1.2 = stonith-timeout
ha_cluster_cluster_properties:
- attrs:
- name: stonith-timeout
value: 72
ha_cluster_resource_primitives:
- id: fence_sbd
agent: 'stonith:fence_sbd'
instance_attrs:
- attrs:
# taken from host _vars
- name: devices
value: "{{ ha_cluster.sbd_devices | join(',") }}"
- name: pcmk_delay_base
value: 30

Z DY > T Playbook 7 7 A JLik, SBD 7z v U %ER L, SBD Stonith ) VY —X % 1F
K Bfirewalld LU selinux Y —ERAFETTZI9S5AY—4BELET,

EREFE D Playbook 7 7 1 L& YERR T % & Xk, Encrypting content with Ansible Vault T&itBA
INTWB LI, RAT—R% vault THESILLE T,

2. Playbook O#XAMEEL £,
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I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLEXIWY,

3. Playbook #ZfT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BEEEIR
e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 7 1) —

NI A—FLTNA R %=FRLETREY X5 —DFRE
(RHEL 9.2 LAF#) ha_cluster ¥ X7 A0—)LZER L, BIEDY # =3 LT /N\A R zFRB L ETRM%

VIR —HBRETDICE, FTIA—FLTNA Ry Ny TLET, V4—FLTN( %
ty M7y FLIRIE. EFROEDI ZRI—TTNA REFEHATEET,

NNL 242 —S5LFNAf ADEZE

ha_cluster Y X7 LO0—)LEFERALTI A —S LT /NNA RA%AHRET BICIE. ROFIRICHEWET, 75
A=) —=RETRIA—FLTFNA RERTTIRVIEITERELTLEIY,

Digk

==
[=]

ha_cluster Y 257 L0—)LiE, BEINKL/ —ROBEEDISRY—REXBEIH

AF T, Playbook ICIEBEINTUVWARAWEREIEITRTEDbNIE T,

AR E 4
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

o UA—SLTNARDETIHERT B Y AT AICIE, RHEL & & U RHEL High Availability Add-
ONDTITFATRHRY TRV Toavrhd,

® hacluster VAT LO—ILDA YR N)—DIFE THAINTWE LI, 1 YRV N —
T77ANTIA—FLTNAADIBEINTWS,

FIR

1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L £ 9,
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- name: Configure a quorum device
hosts: nodeQ
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_present: false
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_qgnetd:
present: true

Z DY T Playbook 7 7 1 JLIL, firewalld & & U selinux H—EX%#ETLTVWE Y AT
LA —=FLTNA R EZRELET,

EREFE D Playbook 7 7 1 L& ERR T % & XX, Encrypting content with Ansible Vault T&itBA
INTWBEDIC. NRAT— K% vault CHES{ELZF T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIET 2T THY ., ANEDPRBEYLERENSRETZ2EDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L9,

I $ ansible-playbook ~/playbook.yml

BEER

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

MMNM2. 9 A4A—FLTNAREFHATEILDICITRAYI—%ERET S
D —SLFNA REFATELIICISAY—EBRETZICE. ROFIBICRVNET,

Digk

H
[=]

ha_cluster > X257 L0—)LiE, BEINKL/ —ROBEEDISRY—RELXBEIH

A F 9, Playbook ICIBEINTWVWARWEREITTRTERDONET,

Gl s
e OV INO—JL/—REBERR ) —RAEELTWNS,

83


https://docs.ansible.com/ansible/latest/user_guide/vault.html

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKRADOEMICHERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

o USRH—XAYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDT7ITFATHRYTRY YT avrbhd,

® hacluster VAT LO—ILDA YR N)—DIFE THAINTWE LI, 1 YRV KN —
TJ7A4IVTYISRY— /) —RPHEEINTWS,

o JA—SLTNAANREINTWS,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Configure a cluster to use a quorum device
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_quorum:
device:
model: net
model_options:
- name: host
value: nodeQ
- name: algorithm
value: Ims

Z DY T Playbook 7 7 A Ik, I3 —F LT /N1 A &FERT % firewalld $ & U selinux
Y—EREETITEI7R9—%ZELET,

EREFE D Playbook 7 7 1 L& YERR T % & Xk, Encrypting content with Ansible Vault TEitBA
INTWBEDIC. NRT— K% vault CHES{ELZE T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIFRLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R
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e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ 71 L 7 1) —

M12. /— KB4 FRL-ETAK Y XY —0DEKRE

(RHEL 9.4 L&) SR DFIETIE. ha _cluster VA7 AO0—)LAFALT. /—KNBUYA2%RET2=50H
o525 —%ERLET,

AR
® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LE N TW3,
Pz

ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBDREIIHY FH
A A’O

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy 5 —I A4 VXA h—)LI N TW3,

o USRH—XAYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTITFATRHRY TR Toavrbhd,

Digk

==
[=]

ha_cluster Y 257 L0—)LiE, BEINKL/ —ROBEEDI SR —REABEIH
A F 9, Playbook ICIBEINTWVWARWEREIFTTRTERDONET,

FIR

1. ha cluster Y 257 LO0—ILDA VRV M) —DIBE THEINTWSE LI, V5RA9—KHD
J—REEETEAURVYN)—T 74 I EERHRLET,

2. Playbook 7 7 4 L& L £ 9 (f5l: new-cluster.yml),

e

R

EBREBIFA D Playbook 7 7 1 L &= {ER T % & T Id. Encrypting content with
Ansible Vault TEREAINTWB LD IS, NRT— K% vault THEBI{LL 7,

RDY > TV Playbook 7 7 A ILIE, VSR —HD/—RICEREINE/ —REMEEZFERAL
T. firewalld Y—EXB LV selinux Y —ERXREETTBEIS5RY—%5RELET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
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ha_cluster_node_options:
- node_name: node1
attributes:
- attrs:
- name: attribute1
value: value1A
- name: attribute2
value: value2A
- node_name: node2
attributes:
- attrs:
- name: attribute1
value: value1B
- name: attribute2
value: value2B

roles:
- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIA YRV M) —T 74 )b inventory ~D/XZA%¥EE L T, Playbook #E1T L
i_a_o

I # ansible-playbook -i inventory new-cluster.ymi

1.13.HA_CLUSTER RHEL Y R F LAoO0— LA {FRHLAETRAEYI S A Y —TD

APACHE HTTP H—/\— D& E

ZDFIETIE, ha_cluster > X7 L0—J)LZFERL T, 2 /— KD Red Hat Enterprise Linux High
Availability Add-On 7 S R4 —TTF7 V74 7//Nv > TR Apache HTTP H—N—% &% EL X7,

Digk

==
[=]

ha_cluster > 257 L0—)LiE, EEINKL/ —ROBEDISRY—RELXBEIH
AF T, Playbook ICIEEINTUVWARAWEREIEITRTEDbNIE T,

AR

A hO—IL/—REBERR/ —RE#EELTWS,

BEIEWWR/ — KT Playbook #R{TTEd1—H—¢LCcarybo—jb/—Kicasq4 L Tw
%,

BENR/ — RANOERICERTZT7HV Y M ED/ —RIINHY % sudo #ERD % 5,

PSR —AVN—=E LTERT SV AT AICIE. RHEL & & U RHEL High Availability Add-
ONDT7ITFATRHRY TR Toavrhd,



FIR

PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%
ha_cluster V27 LO—I)LDA VRV M) —DI/E THAINTWE LI, 1 YRV KN —
T77ANTYISAY—/—RDBEEINTWS,

Pacemaker 7S5 A9 —TCXFS 7 7A NV AT LAAEED ILVMRY 2 —A%ETFET 2 DHAAIC
H>2T XFST 7AWV RTLAEFERALT LYMBERY 2—LA52KZELTWDS,

Configuring an Apache HTTP Server MFRBRICHE > T, Apache HTTP #h—/N—%ZZEL TW
%,

VATALICE, VSRI—/—RETIVRATBDIERAIND APCERRAA v FHNEENT
W5,

. RDODAB%ET Playbook 7 7 1 JU (fil: ~/playbook.yml) % {ER% L % ¢,

- name: Configure active/passive Apache server in a high availability cluster
hosts: z1.example.com z2.example.com
roles:

- rhel-system-roles.ha_cluster
vars:
ha_cluster_hacluster_password: <password>
ha_cluster_cluster_name: my_cluster
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_fence_agent_packages:
- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- name: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
- name: login
value: apc
- name: passwd
value: apc
-id: my_Ivm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- name: vgname
value: my_vg
- name: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- name: device
value: /dev/my_vg/my_Iv
- name: directory
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value: /var/www
- name: fstype
value: xfs
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- afttrs:
- name: ip
value: 198.51.100.3
- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- name: configfile
value: /etc/httpd/conf/httpd.conf
- name: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website

Z DY T Playbook 7 7 1 JLIL, firewalld & & U selinux Y —ERX%2ET7$27 07147/
Ny T2/ —RKRHAYVZ R4 —IZ, LARIICIER L7z Apache HTTP H#—N—%EL X7,

Z BT, TR M&D zapc.example.com D APC EBRRAAM v FAFRALET, V7 R9—
MDD TV RI—Y v MEFERLARVEEIE. UTOBAIDL S

IC. ha_cluster_fence_agent_packages EH = EH T 2 E XL, VI RI—DUEETS
TJIVRAI—VIV hDHZEEBRTYRAMRRTEIXT,

EREFE D Playbook 7 7 1 L& YERR T % & Xk, Encrypting content with Ansible Vault T&itBA
INTWB LI, RAT—R% vault THESILLE T,

. Playbook DX =ML £9,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFERLTLEIWY,

. Playbook #Z17 L %7,

I $ ansible-playbook ~/playbook.ymi

. apache )V —2ZXRIT—Y v MR LT Apache BB 235513 systemd NMERAINEH

Ao TDI&,. Apache TREEI N 2 logrotate 27 1) 7 M & #RFE L T, systemctl #FRAL T
Apache #ZBO— R LARWE D ICT Z2HELAHY XY,
75 A9 —HDE/— KT, letc/logrotate.d/httpd 7 7 1 LHSLUTDITEHIBRL £,

I # /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true


https://docs.ansible.com/ansible/latest/user_guide/vault.html

PNERHEL >R T7AA0- ) aFALESTAE I S X9 —D%

BIBR L7272 RD 3{TICEZMA. PID 7 7 4 JL/XR & L T /var/run/httpd-website.pid % 15
ELEFT., T IZD website I&., Apache ) YV —ZADEZHEIITAY F9, ZDHITIL. Apache !
Y — 24 1% Website T9,

/usr/bin/test -f /var/run/httpd-Website.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /var/run/httpd-Website.pid) >/dev/null 2>/dev/null &&
/ust/sbin/httpd -f /etc/httpd/conf/httpd.conf -¢ "PidFile /var/run/httpd-Website.pid" -k graceful >
/dev/null 2>/dev/null || true

L V329 —HD/—ROVWThDLDSE, ISR —DRT—9R%&HRLET, 420V —
AMNFTARTEL / — K (z1.example.com) TETINTVWB I EITEFRE LTI,
BRELREY Y —RBETLTULWRWESIL. pcs resource debug-start resource 1< > K%
ETLT VY—RDBEEETAMLET,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_lvm  (ocf::heartbeat:LVM-activate): Started z1.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com
Website (ocf::heartbeat:apache): Started z1.example.com

2. VSRY—bDBmELIEES, 759 —7T, IPaddr2 )V —RELTEHLEZIPT7 RLRAEE
LT, Hello EBENKRRIND Y Y TILERREERALET,

I Hello

3. zl.example.com TETLTW3 ) Y —Z 7 I)L—TH z2.example.com / — NI T = A LA —
N—FBNEIDAETARNT BITIE. /— K z1.example.com % standby (C3 % &, / — KA
)Y —2%RANTERLRY F T,

I [root@z1 ~]# pcs node standby z1.example.com

4. /—Rz1 % standby E— RICL7ZH, V5 RI—HAD/—ROVWTIHODNLIFTRAI—DR
F—HAEMRELET., YUY—REITRT 2 TEIFTLTWVWBIFTTT,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com
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Stack: corosync

Current DC: z2.example.com (2) - partition with quorum
Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com
Resource Group: apachegroup
my_lvm  (ocf::heartbeat:LVM-activate): Started z2.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z2.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com

EHZLTWBIP7RLAD Web ¥4 M, AEITRRIINTVWBIET T,
5. Z9 V4 E—RKH5 21 289 2IC1E. UTFTOaIY Y REERITLET,

I [root@z1 ~]# pcs node unstandby z1.example.com

pa )

J—R%&E R4 E— RO LHIKRLTE, VY —RIEZED/—RIZT7 ML
F—N—LFHA, ThiL. Y)Y —AZD resource-stickiness fBICL Y B4V F
9, resource-stickiness X ¥ BMHICDWTIL, BED/ —REEHLTELIIC
)Y —2%EBRET S HSRLTLEIN,

RS

90
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F128 RHEL Y A7 AO0—I)L%@EALZ/Z SYSTEMD ¥+ —FILDEE

BRERHEL Y A7 L0—)LAER L7 systemp ¥ ¥ —FILDERTE
journald RHEL ¥ R 70— )L %{FHAY 5 &, systemd ¥+ —F L% BEEE L. RedHat Ansible
Automation Platform Z#{#fH L CTKEWAOFXF V=R ETEE T,
12.1. JOURNALD RHEL ' 25 A O— )L AFER L kEMmAOX Y JDBRE
2T LEEEIL, journald RHEL Y 27 AO0—J)L &AL TKHEHNAROFXF V JERETIET, RO
ik, UTOBEZEERT 572D, Playbook T journald RHEL & R 7 AO—ILEH%RET 5%
HERLTWET,

o KEMAOXY I DHBTE

o Vv—FITFAINDTARYIAR—ZADERAY M1 XDIEE

o OUF—¥%&I1—¥—T & IBRICIRET 2 journald DR E

o ABEmEOES

AIRE 4
e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—¢&LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/— RKADOEMICHERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L £ ¢,

- name: Configure persistent logging
hosts: managed-node-01.example.com
vars:

journald_persistent: true

journald_max_disk_size: 2048

journald_per_user: true

journald_sync_interval: 1
roles:

- rhel-system-roles.journald

ZDFER. journald Y —ERIEIOT %7 4 A9 LICERK 2048 MB £ TAEHICHEFL, O
T EA—F—ZEIPTTRRELEY, B 12Z&IKThbhEd,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEULRERENSRETZEDTIEAN
CEIFRLTLKEIWY,

3. Playbook #Z2fT L 7,

o1
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I $ ansible-playbook ~/playbook.ymi

BEER

e /usr/share/ansible/roles/rhel-system-roles.journald/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/journald/ 71 L 7 k1) —
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HBIBFTRHEL Y A7 AO0—-LVAFALEBE ISy > a5V TOKE

BIBZRHEL YR TFLO0—JLAERALEBE YV v a9 TD
Eidee

axX AE

Ansible L T kdump & ¢ %Ik, RHELO CERAEEA RHEL Y A7 L40—/ILD1DTH B
kdump O— L2 ERHTE XY,

kdump O—I)LZEHAT 2 &, BRTAMITBLDICVRATLDAE) —DHNBZRET 2HA%ZIEET
TFET,

13.1.kbuUMPRHEL Y 257 A0—J)LEFRA LA —RIWV ISy a8V TX A
ey WNOE 5

kdump ¥ 25 A0—)L%ERT % &, Ansible Playbook 21T L TEBD Y A7 LAICEERN R H—F
WE Y TNRSGA—9—5BRETEET,

gk

=3
[=]

kdump ¥ 27 L 0—)Lid, /etc/kdump.conf 7 7 f LA BEX#MZ T, EERRK

A MDD kdump BREEITARTCEIMAET, 7/, kdump O— /LN ERAIN S
&. letc/sysconfig/kdump 7 7 A L ZE X T, O—ILEHTEEINTLA
WIZETH. LIEIDO kdump DFREL TR TEIBALONET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—&LTcarybo—)b/—Kicasq4rvLTw
%,

o TEWR/ —RKAOERIFERTZT7HAVY M, ZD/— RIZHT 3 sudo HERD H 5,

=2
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.kdump
vars:
kdump_path: /var/crash

2. Playbook O#XAMREEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml
DAY FRIIBXZRELT 27T THY ., BNENTBEURRED OFRETDEDTIEAW

CEITEFRLTLEI WY,
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3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BEEE R

e /usr/share/ansible/roles/rhel-system-roles.kdump/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles’kdump/ 71 L 7 b 1) —
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FIAZERHEL Y RATF L0 AEFALED—RIIRSA—5 —DKENLRTE

FIA4ERHEL AT LO0—)AFRALEA—RILINTA =5 —D
KGR R E

kernel_settings RHEL ¥ A7 AO0—IILEFRAT2 &, BBDI ZA TV MIA—FRILINTA—4—%
—EIKRETEET, COMRERRIUTOESY TY,

o MEMABRANBREEFE DEVNVPLTWVWA VY —T 1M A%RFELET,
o IRTDAH—FRILINFGA—=H—EIHFTHRFLET,

Y bA—ILT Y U5 kernel_settings D— )L ZE{TT 2 &, A—RILNFTA—F—FTCICERY
ATLICERIN, BEFRIHEFINIT,

BF

RHEL F+ RILTIRM I NS RHEL Y R F L0—)Li&. T 7 #JU b®D AppStream ') R
N)—HRDRPM /Ny r—3 & LTRHEL DB BEHRICIRBEIND Z EIERELTLES
W, F7z. RHEL ¥ A FLO—J)lLix, Ansible Automation Hub %4\ L T Ansible %7 X
YT avEICHREOBERIC, ALY avELTREINET,

14.1. KERNEL_SETTINGS RHEL ¥ A 57 A0—JLDEE

RHEL Y27 L0—)id, BEOI AT LEZ) E—NCEETSE, —BLAREI VI —T7 4 %1k
Hyz—EDOO—-ILTT,

RHEL ¥ 27 L 0—)LiE, kernel_settings RHEL ¥ 27 LO0—JLAEFERA L TH—RILZBHNIETE

TEHEHDICBEAINZE L7, rhel-system-roles /Xy 75— (2Id, TOYRFLO—ILESERFa X

YREEFIFNET,

A—FRIWRS A= —%BHNIC T DULEDY ZF AIERT 51C1E. Playbook TRIR L7z O—ILEH
Z1 DU LEEA LT, kernel_settings O— /L% {#MA L ¥9, Playbook [(FAFEAHIFTE. YAML R
TRRINZ 1 DUEDTLADY R KTT,

ARV N)=T 74 )L%EFEHAL T, Ansible ' Playbook ICIED TERET BV AT LY NE2EET D
ZENTEXT,

kernel_settings O— /L 2L T, U FZ28&ETETET,
e kernel_settings_sysctl O— L& FH L/ZA—FRIL/IXFTA—4H—

e kernel_settings_sysfs O—JLAERA LI ZFIETR/A—FIVYTORTL, N—RUxz 77T
NAR, BEUTTNAZARFT A N—

e systemd ¥ —EXYRXR—IY ¥ —DCPUT T4 =74 —
% . kernel_settings_systemd_cpu_affinity O— /L Z#HAFAL T7+—VUNELET,

e kernel_settings_transparent_hugepages & & U

kernel_settings_transparent_hugepages_defrag DO —JLEH A FRA LA —FRILXEY —
Y 7> A7 LD Transparent Huge Page

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/kernel_settings/ 71 L 7 ') —
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® Playbook D&

o A URYKNY—DEEAE

14.2. KERNEL_SETTINGS RHEL ' R F LA O0—J)LAERA L TGEIRL7ZH— I
S A—4—DiEH

LLFOFIRICHE > T, Ansible Playbook ##{gH L EA L. BHMOEE Y X7 ATKGIEDHET
A—FINSIA =5 —% ) E—MIRELET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o TEWR/ —RFADOERIFERATZT7AYY M, ZD/ — RIZHT 3 sudo HERD H 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure kernel settings
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- name: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

e name: FBRDXFHNAESNILELTTLAICEAERIT. TLADORKRERET 24T 3
\/0)$_0

® hosts: LA %2ETITEZHRAMNEEETZ2TLAHOF—, ZOF—DEFLIFEIZ. <
F—Y KRR MDOERIZF/IL inventory 7 7 1 LTEZINTWERRAMD T IV —T &
LTHEETEFY,

o vars: BIRLAEA—RINSA=—F—FL, TNLHIIFLTERET P2VENHIEBLESTE
D) A NEXRT Playbook DI 3 v,

e rolevars TV Y a3V TCIEINANTA—Y —EL{EAZRET S RHEL Y R FL0—I)L %35
ETDHF—,
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FIAZERHEL Y RATF L0 AEFALED—RIIRSA—5 —DKENLRTE

Pz
HEIZH LT, Playbook DA—RIINRFG A=Y —E ZDEEERET D&
NTEXT,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., AENEDPRBENLERENSRETZ2EDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L %9,

I $ ansible-playbook ~/playbook.ymi

4. RFXF—VRRANZBEHLT, FBLZRIFE2N—RINSXA—9—%Fzv L. ZEEIE
AXh, BEFHRLHERFINTVWEIEZHEALET,

RS

e /usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 7 7 1 JL
e /usr/share/doc/rhel-system-roles/kernel_settings/ 71 L 7 b ') —

® Playbook D&

o ZLHDHEA

e MO—)L
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BISERHEL Y AT LO0—)L&FEALAOTDHRE
22T LEEEIL. logging RHEL ¥ 27 L0 — L% L T, RedHat Enterprise Linux Z X b & QO F
VI —N=—ELTEREL. BBDIZAT YNV AT LDILOZNETEET,
15.1.LoGGING RHEL > A7 4 0—)b

logging RHEL Y R 7 LAO0—J)VAFEAT 2 &, O—HIEKRAMEYE—MNRRAMIOFVIREET T
04 TEEY,

A¥vJv)a—vavid, OJ7EEROOF Y THENEHRAMIEROAEERELF T,
EZWE, OF VISV RATLABUTOANEZITMBE I EHNTEEY,

e O—AILT774)

e systemd/journal

e Xy NIV LDOROOFXFY T RT A
IS, OF VIV RTLTIRUTAHATEET,

o NarlogT 1L I KN)—DO—AILT7A4ILILREEIRTVWSOY

® Elasticsearch ICEfEI 7O F

e HDOOFYVIIRATLILEREINZOY
logging RHEL Y R 7 LAO—)L&FERAT 2 &, WRICEDETANEHNEEAEDLEDR I ENTEE
T, &AL, journal hSDAANEO—HAILDT 74 IVIRELDDE, ERO T 71U SFHHA

ARADNENOOX Y Y AT AICEELTEFOO—AILOOT 7 74 IVICIRETE LD IcAX Y IY
)1—>aVAERETETET,

B
e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/logging/ 71 L 2 ') —

e RHEL >X74LO0O—Jb

15.2. O— AL D LoGGING RHEL > R F A 00— )L DE A

Ansible Playbook ##{# L TERB L., o~y vicOxy Iy ) a1—vavaERELET, &YV Vid
OJ%0—AJLICEHRLET,

AR E 4
e OVINO—JL/—REBEWTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o TIEWR/—NADERFERTZITHTY M. TD/ —RIIRT % sudo tERDH %,
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HBI5ERHEL Y AT A0 EEAL-O7DEE

pa 3

rsyslog /Xy 7 —S% A YA =L T B2UEEHY FA. RHEL Y27 LAO—ILHT S

O4BfICrsyslog 514 VA M—ILTBLHTT,

=2
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Deploying basics input and implicit files output
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.logging
vars:
logging_inputs:
- hame: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. Playbook D#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY FRIIBX%ZRELT 27T THY ., BNENTEURRED OFRETDEDTIEAW

ZEITFRLTLEEWY,
3. Playbook #Z2fT L7,

I $ ansible-playbook ~/playbook.yml

&
qEI-I.l

1. /etc/rsyslog.conf 7 7 1 ILDEXZTAMLET,
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.

2. VAT LDATICA v =Y EEBELTWHI L ZHELET,

a. TAMAwE—YVEEFELET,
I # logger test

b. /var/log/messages 0% ZR R L FJ., UTFICHZRLET,
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# cat /var/log/messages
Aug 5 13:48:31 <hostname> root[6778]: test

<hostname> IZ0 A 7V N RATLDKRANGICBEMZFE T, OV, logger O~
YREAALEEA—Y—D1—H—Z (ZDFEE root) "EFNhTWVWBZ EIERELTK
IV,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/logging/ 71 L 7 ') —

15.3. A— A )LD LoGGING RHEL ' R T LAA0—J)LTOOTDT74IILY ) VT

rsyslog 7ONT 4 —R—AD T4 IIVY—%EEICOTET4IWY—FBAF IV )a—2avEeET
7O4TEEY,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —NADOERIFERTZT7AVY M, ZD/ — RIZHT 3 sudo HERD H 5,

R

rsyslog /8y 5 —S %A V2 M= ZHEIEHY FH A, RHEL VR FLO—LDT T
O4BFICrsyslog %1 Y A M—IL T B7<DTT,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L £ ¢,

- name: Deploying files input and configured files output
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.logging
vars:
logging_inputs:
- name: files_input
type: basics
logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
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property: msg
property_op: "lcontains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_outputO0, files_output1]

DEREEFERT &, error XFNAESH A v 22— 1EF T /var/log/errors.log IZEE8k X
TL ZTDMHD A Y EZ—T LT RT /var/llog/others.log ICERERI N E T,

error 7ONRT 4 —DEIFX T ALY VT T EXFINBEEMADZIENTEET,
REICEDETCEREEETEET,
2. Playbook D#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fTL £ 7,

I $ ansible-playbook ~/playbook.ymi

1. /etc/rsyslog.conf 7 7 1 ILDEXZTAMLZET,
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.€l8, config validation run...
rsyslogd: End of config validation run. Bye.

2. VAT LD error XRHNEEOA v E—UAOTICEEL WS EAERLET,
a. TAMAYwE—UAEZEELET,

I # logger error
b. LF®D & S (T /var/log/errors.log O 7 %=X~ L E T,

# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error

hostname (37 54 7V N AT LDKRA MNRICEZIHMZ FT, B7ICIE, logger ATV

REAALEZEI—HF—DI1—H—%Z (ZDHFEIE root) "EEFNTWVWBZ EITEFELTLE
T LY,

RS

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L
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e /usr/share/doc/rhel-system-roles/logging/ 71 L 7 ') —

15.4.L0GGING RHEL Y R F AO0—J)LAFEARALZY) E—bOAXV IV ) 21—
avdDEHa

LUFDOFIEICH > T, RedHat Ansible Core Playbook ##fgs L O&HE L. VE—bOFV IV Y 21—
avERELEYT, D Playbook Tlk, 12U EDY 54 7> b H systemd-journal 75 0 7 % Y
BL. VE—MY—N—(l&XLE T, ¥—/ =L, remote_rsyslog & & U remote_files n*5 ') €—
PAAZEZFEL, YE—FMRRAPMERILE > TR T ONAETAL I N)—DO—-ALT74)LICOT %
HALFET,

AR EH
e IVNO—JL/—RESENGE/) —REEELTLD,

o TIEWR/— KNTPlaybook R{TTER1—H¥—¢&Lcarybo—)b/—Kicarsq4rvLTw
%,

o TEWR/ —NADOERIHERTZT7AVY M, ZD/ — RIZHT 3 sudo HERD H 5,

pa )

rsyslog /8y 5 —Y% A V2 M—ILFZBEEHY FH A, RHEL VR FLO—IDT T
O4BFICrsyslog %1 Y A M—IL T B7<DTT,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- name: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: managed-node-02.example.com
roles:
- rhel-system-roles.logging
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vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: forward_outputO
type: forwards
severity: info
target: <host1.example.com>
udp_port: 601
- name: forward_output1
type: forwards
facility: mail
target: <host1.example.com>
tcp_port: 601
logging_flows:
- name: flows0
inputs: [basic_input]
outputs: [forward_outputO, forward_outputi]

[basic_input]
[forward_output0, forward_outputi]

<host1.example.com> (FOF > JH—N—ICEZHWA X T,

Pz
) WHEIZIHE LT, Playbook DINTGA—9—%5EETBHIENTEET,

Digk

==
[=]

AxvoyYa—yavid, v —N—FLE@EISATV N ATLD

SELinux R —TEZHEIN, 77470 A—I)ILTCHBRINEZR—bTL
MEEELFH A, T 7 4 MDD SELinux R ¥ —ICiE, R— bk 601, 514,
6514, 10514, LV 2054 HIEFEFNE T, JIDR— b EFHT SIC

& 94TV RATLELCY ==Y R F LATSELInUX R ¥—%
THELEY,

. Playbook DX =ML £9,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., BNEDPRBEYNLRERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

. Playbook #Z17 L X7,

I $ ansible-playbook ~/playbook.ymi
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1L 9347 NEY—N—=2 T LDEAT, letc/rsyslog.conf 7 7 1 IILDEXZT A ML E
ER

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2. VSAT YN ARATLADNY —N—|IA v -V B XKETDHIEABIELET,
a. VATV NI ATALT, TAMAYE—VAZEELET,
I # logger test

b. #¥—/X—< X7 LT, /var/log/<host2.example.com>/messages 07 =&~ L £9, JRIC
BlzRLET,

# cat /var/log/<host2.example.com>/messages
Aug 5 13:48:31 <host2.example.com> root[6778]: test

<host2.example.com> (&, V54 7Y M AT LDEKRAMRICEEZHRA TS, OJICIE.
Ioggeer?/ KEAALZA—HY—DI1—H—F (ZDHFEIE root) h"EFNTWBZ &I

B R
e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/logging/ 71 L 2 ') —

15.5. TLS A {# L 7= LogGING RHEL ' 257 A O0—)LD{EMA

Transport Layer Security (TLS) (&, A Ea—4%9—XXy N7 =V ETEF a2 7RBELZFBEICT 72D
ICERETSINBESE O NI TY,

EEEIL, logging RHEL ¥ X744 0—)L%fEMA L. Red Hat Ansible Automation Platform % {ff L 7=
X AT ROVEGEEERETCEET,
1551LTLS ZERA LI ZA4 7Y hOFX Y TDERE

logging RHEL ¥ 27 A0 —J)L % D Ansible Playbook Zf#fA L T, RHEL 7 S4 7> hTOOF VT
HEREL. TLSESEZFERALTOJZYY E—NOF VIO RATAIKEGETEET,

CDFIETIE. WBBEABEZEFEK L. Ansible 1 YRV N —DISATY N TILV—THRDITART

DRAMITLSZ#RBELZE T, TLS7OMINIF, XvE—IFEEEESKELL. 2y N7 —IHET
ORI EELET,
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pa )

SFBAZ A ER T 7= IC. Playbook T certificate RHEL ¥ 2 7 A0 =)L = UOHTHE
iEHY FtH A, logging RHEL ¥ 2FAO—)LAZDO—/ILEBBNICHUHEL T,

CAMNERRIN/AIBAZICELTESDLHICTBICIE, BENR/ — KA IAM RX AV
ICEBEFEINTWBIRELHY £,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KT Playbook #R{TTEH1—H—&Lcarybo—)b/—Kicarsq4rvLTw
%,

o FTIWR/)— RADEHKICERTZT7HIY M, FD/—RIZNT % sudo R H 2,
o TIEWR/—KAIAM RX A VICEFINTWDS,

o TEWR/—NETRETZOFXFYITH—/N—DRHELO2 LIEAEZEITL. FIPS E— KAEW
ICR > TW3BIGE. 754 7> bhH Extended Master Secret (EMS) ¥iaRIERE R HR— b L TWL
Bh, TLS13AFEALTWS, EMS AR L AW TLS 1.2 #Efmid kL £9, s8Ik, FL v
INR—ZMEEE TLS extension "Extended Master Secret" enforced Z&HR L T LI W,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Deploying files input and forwards output with certs
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.logging
vars:
logging_ certificates:

- name: logging_cert
dns: ['localhost’, 'www.example.com’]
ca: ipa

logging_pki_files:

- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem

logging_inputs:

- hame: input_name
type: files
input_log_path: /var/log/containers/*.log

logging_outputs:

- name: output_name
type: forwards
target: your_target_host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com'

logging_flows:
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- name: flow_name
inputs: [input_name]
outputs: [output_name]

Playbook (FATD/IRS A =4 —%FRALE T,

logging_certificates

ZDINT A —4—DfEIL. certificate RHEL > 25 4 O0—)L D certificate_requests (ZiE X
N, WRBEIASOERICERINE T,

logging_pki_files
CDNFXA—F—%EATZE, TLSICHERAT 2 CA GSEAE. BLURBI 7M1 ILEZRERT
2HDICAOF VI THERTZ/NNREZTOMDEBE (M TNRNFA—4—
ca_cert. ca_cert_src. cert. cert_src. private_key. private key src. & & U'tls T
E)ERETEET,

pa

» logging_certificates #{FHA L Ty —7 v N/ —RIZT 74 IV EER T %35
&%, ca_cert_src. cert_src. &£ U private_key src ZfFH LAWVWTLK
IV, Ik, logging_certificates IC& > TEHR I TWARWT 74 )b
DAE—ICERINIT,

e

ca_cert
=Yy N/ —REDCAFIBAE 7 7M1 ILADNRRERLET, T 74 bDARRF
letc/pkiltls/certs/ca.pem T, 7 7 A LR I—HF—DRELZF T,

cert
=y N/ —REDIRAET 7 A INADNRRERLET, T 74 MD/RARIF
letc/pki/tis/certs/server-cert.pem T, 7 7 A L &ZE1—F—DEREL X T,

private_key
=Ty N/ —REOMERT 7AINA~ADRRERLES, T74IMD/RARIF
letc/pki/tls/private/server-key.pem T, 7 7 (L& IEI—H—DERELX T,

ca_cert_src
=47y NRAMD ca_cert TEHEEINLBMICIE—INS, I bhO—J)L/—RLED
CASIBAZE 7 71 L~D/RA %KL T, logging_certificates %A 2H51E. Th%x
FRALAVWTCREIW,

cert_src
=7y FRA LD cert TIHEINIZAMICIE—SNh 3, A¥ bO—)L/ — K EDFEH
E7 74U ~DIRRA%EFKLZET, logging_certificates % FH T 2H551E. ChAEFRALA
WTL I,

private_key_src
& —4y NRR b®D private_key TIREINABHRICIE—XN3E, JvhO—JIL/—KRE
DOMBEHET 71 IL~D/IRA%KLZET, logging_certificates A3 2551E. ChEE
ALBRVWTLEIWN,

tis
CDINF A= —% true ICERET D&, Ry M7= EkTcONEFa7IlEEINFE
T, EXFaT7RITyvNR—DBRELWVGEIL, tls: false ICERELF T,

2. Playbook O#XAMEEL £,
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I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLEXIWY,

3. Playbook #ZfT L £ 9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/logging/ 71 L 2 ') —

e RHEL Y RFLO0— L&A LAIAEZDEKRK

1552.TLS 2 FA LY —/"\—OF vV JDERE

logging RHEL ¥ X 7 A 0—JL %D Ansible Playbook % L T, RHEL #f—/X\—ToO¥ > /%%
EL., TLSESEAFERLTYE—MNOF VIO RTLNLO72ZFETHLIICERETEET,

CDFIETIE, WBBEMBEZEEFEK L. Ansible 1 YRV N —DH—NR—T)L—THRDITRTDK
ANMITLS#ZELE T,

pa 3

SFBAZ A ERR T 5 7-IC. Playbook T certificate RHEL ¥ 2 7 40—l = UOHTHE
iEHY FtH A, logging RHEL ¥ 2FAO—)LAAZDO—/ILEBHNICHUHEL T,

CADER S NISIAZICELTE 5L ICT I, BENR/ — KA M KXY
BEBRINTVWEIMENHY XD,

AIREH
e OV INO—JL/—REBERTR ./ —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4vLTw
%,

o BEWR/— RADEKICHERTEITZTHI Y MI, ZD/—RIZXNT % sudo R H 5,

o TR/ — KM IAM RAA VIZEFINTWS,

o TEWR/—RNLETHRETZHZOFVIH—N—HRHELO2 LIEAZEITL. FIPS E— RAER
ICR > TW3BIGE. 754 7> b Extended Master Secret (EMS) ¥iaRIEREE HR— b L TWL

Zh. TLS13ZFAHLTWS, EMSZHRALARWTLSI12 #EHIXKM LU F 9, M. 7Ly
I R—ZADMEEE TLS extension "Extended Master Secret" enforced &M L T I L,

1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,
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- name: Deploying remote input and remote_files output with certs
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.logging
vars:
logging_ certificates:
- name: logging_cert
dns: ['localhost’, 'www.example.com’]
ca: ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
- hame: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com’]
logging_outputs:
- name: output_name
type: remote_files

remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-
replace%.log

async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

Playbook (FATD/IRS A =4 —%FHAL XY,

logging_certificates
ZDIRNT A —4—DfEIL, certificate RHEL > 25 A 0O0—)L D certificate_requests (ZiE X
N, MWEBEREAPASOEXRICERINET,

logging_pki_files
ZDINSA—F—%ERIT D&, TLSICHERAT S CA, iEAE. 8L VR T 7ML ZRET
2HDICAOF VI THERT IR EZOMDEE (M TNRNFTA—4—

ca_cert. ca_cert_src. cert. cert_src. private_key. private key src. & & U'tls TIg
E)ERETEET,

pa )

logging_certificates #{FA L Ty —7 v N/ —RIZT 71 IV EERT %35
&%, ca_cert_src. cert_src. & &£ private_key src ZFH LAWVWTLK

I, INnbiE,. logging_certificates IC& > TEHRINTWRWT 714 )L
o): E_‘:ﬁﬁﬁﬁnij—o

ca_cert

=Yy N/ —REDCAFIBAE 7 7M1 ILADNRRERLET, 774 bDARARF
letc/pkiltls/certs/ca.pem T, 7 7 A LRI —HF—DRELZF T,
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cert

=Ty N/ —RLEDIRAET 7 A INADRRERLES, T 74 MD/RARIF
letc/pki/tis/certs/server-cert.pem T, 7 7 A L ZE1—F—HDERELZX T,

private_key

=Ty N —RLEOMBRBI7AINADIRRAERLET, T74ILbD/IRRIE
letc/pki/tls/private/server-key.pem T, 7 7 A JLAEI—H—DERELX T,

ca_cert_src

Y=y NRZA D ca_cert THESINGAICIE—ShN3, A bA—IL/—RED
CASIBAE 7 7 1 L~AD/XA %KL T, logging_certificates %A 2H51E. Ch%x
FRALAVWTCEIW,

cert_src

H—Fy NRXMDcert TIREINABAAICIE—IN3, J¥ bO—JL/— K LD
E7 74 ~DIRRA%FKLET, logging_certificates % FH T 2H51E. ChEFRALA
WTLEIW,

private_key_src

& —4w NIRZ M@ private_key TIEEIN/BATICOAE—INE, JvbO—IL/—RE
DMBHET 74 IL~D/IRA%KLZET, logging_certificates A3 21551E. ChEE
ALAEVWTLEIWY,

tls

CDINFTA—=F—Z%true ICERET &, Xy M7= LoD EFa27IlEGEEINE
T, EXaT7RSyNR—DRELWVGEEI, tls:false ICRELE T,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT DT THY ., BWNEITBEBYNRERENSRETSHEDTIEAW
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/logging/ 71 L 7 1) —

e RHEL YRFLO0—)A&FALKLIEBEZEDEKR

15.6. RELP T L0GGING RHEL ¥ 25 AO—JLDfEFH

Reliable Event Logging Protocol (RELP) &i&, TCP ®v 7=V %FHT 2. T—9 & AvtE&—>0O
FUTADERY NT7—=F77ORINDIETT, ARV IMAYE—VZEEICEFETHDT, XV
-V OBRIIFINBVWRIECHERATEET,

RELP OXfEMIIZa~Y Y FEXTcO/ Ty N —%8X L. ZEAIFNEBRICHEEIGELXY., RELP

&, —BMERDEZOIC, EEINZOAT Y RTEICANS Y I a VvESAREL. BEXyvE—Y
DEBELEY,
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RELP Client & RELP Server ®f&IC. VE—MOAX VIR T LAWK TR ENTEET, RELP
ClientlZd)V E—hOFX VI RAFALICOYT%EEL, RELPServer (&) E—hOF VT AT LD DE
EXhfzIRTOOVEZITRY T,

EEH(IE, logging RHEL Y 27 L0—ILAFERALT, OJITY N —HDHRICEZEINZ LD ICO
FUIVRATLAERETEET,

15.6.1.RELP 2R L7754 7> hOX >V T DEE

logging RHEL Y A7 AO0—I)LAFEAT S L. O—AHII I VICOTDRBHEINTWS RHEL Y AT A
DOF > J%FKE L. Ansible Playbook #{T L TRELP 2R L TY E—hAOF VI 27 AI1ICOY
HELETEE T,

ZDOFIETIE. Ansible 1 ¥R M) —D client V)L —TADLKEZ MIRELP #38%E L £9, RELP
FXE L Transport Layer Security (TLS) Zf#H L T, XvE—YXFzESL. *vy NT7—JHET
OV ARSICEELE T,

AR E 4
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢&LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % 9,

- name: Deploying basic input and relp output
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: logging.server.com
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/client-cert.pem
private_key: /etc/pki/tls/private/client-key.pem
pki_authmode: name
permitted_servers:
- "".server.example.com’
logging_flows:
- name: example_flow
inputs: [basic_input]
outputs: [relp_client]
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Playbook TIdZRDEEEFAL 9,

target
JE—PMOFVIIRTLDHEEBLTWEHRAMNEEBET Z2HA/NTA—Y—TT,
port
VE—MOAFVIIRATLD) YRV LTWER—MESTT,
tls
Xy NT—0LETOV%EXa7IlEGELET, X2 7RIy NRN—DPRELWVGEE. ts
T % false ICERELE T, 74 MTIE s /AT X —4 — (T true ICEREINE T

RELP {9 2BEICIEER/FAES LMY FL v b {ca_cert. cert. private_key} ¥
{ca_cert_src. cert_src. private_key src} ’UWETTY,

e Jfca_cert_src. cert_src. private_key src} D) FL v NEERET D E. T74ILb
DIZFR (/etc/pki/tls/certs & /etc/pkitls/private) A, I hO—JIL/ — KOS T7 74
HEE T 7H. BEEXNR/ —RKOEEE LTERINE T, ZOBE. 771I)L4AIE
M) ZLy hOTOEZRIERALCTY,

e ica_cert. cert. private_keyt h') L v A REINTWBIHEIE. 770/LdOF
VIBREDFNCT 74V MDNRRAIBEEINTWERHELNHY £7,

o KNYZLy NOBMANKREINTWBIFAICIK, 77/ )FavybEa—IL/ —Roa—
HILDIRANSLEERR ) — ROEED/INAANGEEINT T,

ca_cert

CASIBAE~ADNRR%EXRLFT., T 74/ bD/XR L /etc/pki/tis/certs/ca.pem T, 7714
WEIFI—F—DERELET,

cert

SERAEADIRRERLET, 77 4L bD/YRIE Jetc/pkiltis/certs/server-cert.pem T,
77ANVBEI—Y—DERELET,

private_key

MERBADNZERLE T, T 7 4/ hD/RRIL letc/pkitls/private/server-key.pem T,
77ANVBEI—Y—DERELET,

ca_cert_src

O—AIDCAGIBAEZE 7 7ML R %ZRLET, ChiF¥—45y PRAMIOIE—INIZE
9, cacert ZI/EL TWBIHFEIF. TOHBFAICIE—INIET,

cert_src

O—HILOFFAE T 7 1 ILIRREXRLET, ThiEd—4 vy AR MIOIE—INE
9, cert #IEL TWBIGFEIZIE, ZOIEBHEENMGAICAE—INET,

private_key_src

A—ALF—T74IDNRRAERLET, INEFSY—Fy MRZMIOAE-INZE
¥, private_key Z#E L TW3BAIR. TOBMICIE—INET,

pki_authmode
name Z 7-(3 fingerprint DRI E— N2 HERATE XY,
permitted_servers
AFXYT0Z54F7 2 M, TLSRETOERS LSO IEEEZHFTTI2H—1—D) R K,
inputs
AXYJTARTA40>3F+)—D) Rk,
outputs

m



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

AxXYIHAT4 023+ )—DY RN,
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLRERENSRETZEDTIEAN
CEIEFRLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

BEfEI

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/logging/ 71 L 7 ') —

15.6.2.RELP 2 LAY —/\—O 7 DX E

logging RHEL ¥ 257 L 0—)LAEFERAL T, RHEL Y RAFATOAOF Y V& H—N—& LTHREL.
Ansible Playbook #%4T L T RELP ZERA LTV E—bOF VIV AT LANLO7AZETEET,

LLFDOFIETIX, Ansible 1 Y RY N —D server 7IL—THDELIKRRAMIRELP 2B E L F T,
RELPEREIX TLS Z AL T, A vtE—YXEEZESI/LLL. XYy N7—IRBBATOVZ2Z22ICEHELE
-a—o

AR E 4
e OV IMNO—JL/—REBERR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&LTcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIYMI, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % 9,

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: relp_server
type: relp
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/server-cert.pem
private_key: /etc/pki/tls/private/server-key.pem
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pki_authmode: name
permitted_clients:
- "example.client.com'
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: example_flow
inputs: relp_server
outputs: remote_files_output

Playbook I AT D EEFAL 9,

port
DE—MAFVIIRATLDY YRV LTWER—NESTY,

tls
FyMND—vLtTOV%EFaTICEELET, EXFaT7RTYvN—DRELVGEIE tis
TH % false ICBRELE T, T7AIKTIE tIS /ST A —8 — (L true ICREINF T A

RELP %9 254 ICIXB/FIBAE S LMY 7L v b {ca_cert. cert. private_key?
{ca_cert_src. cert_src. private_key src} ’WETTY,

e fca_cert_src. cert_src. private_key src}; DY) FL v NEERET D E. T74IL b
DGR (/etc/pkiltls/certs & /etc/pkitls/private) A, I hO—J)L/ — KOS T7 74 )L
HEE T 7. BEEXNR/ —RNOEEE LTERINE T, ZOBE. 771I)L4AIE

N)ZLy hOTOEZRIERALCTY,

e ica_cert. cert. private_keyt h!) L v A REINTWBIHEIF. 770/LdOF
VIUREDRICT 74N MDRRICBEINTWEIRELSHY T,

o N)TLy NOEMANBREINTWBIBAICIK, Z7a4)ViFaryrOo—IL/—RoOo—
AIVDNRZADNSEERR — ROBFED/INAANEGEINET,

ca_cert

CASIBRE~ADNRR%EXRLFT, T 74 bD/XR L /etc/pki/tis/certs/ca.pem T, 7714
WEIFI—F—DERELET,

cert

SEBAEAD/RZRERLET, 77 4/ bD/IRIE Jetc/pkiltis/certs/server-cert.pem T,
774 NBAEI—F—HIBRELET,

private_key

%)Z\E%L’\U)N’Z HRLET, 774/ hD/RRIF letc/pkiltls/private/server-key.pem T,
FANBEI—HF—DRELET,

ca_cert_src

A—HAIDCASERET7 7AW REZRLET, ThiFF—7 Y PARZAMIIE—INZX
9, cacert ZIEEL TWBHBEIE. TDHMICOIE—INET,

cert_src

A—AIDERE T 7 A NN R 2R LEY, ThiEY—7 Y PRAMIIE-INFE
T, cert zHEL TWBHBEICIE. TORAENMZMICIE—INZET,

private_key_src

A—ALF—T7ANLVDNRRZRLES, ThEY—7 Y PRAMIIE-INZE
4. private_key #3%E L TW2IgA K. TOBPMICIL—INET,

pki_authmode
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name /-3 fingerprint DFRFIE— N2 R TE XY,
permitted_clients

AFXY I —N—DTLSBHATOERS LA IVEEZHT T4 TV DY R K,
inputs

AXYITARTA40>3F)—D) Rk,
outputs

AXYJ7HAT40>3F)—D) Rk,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #ZfT L9,
I $ ansible-playbook ~/playbook.ymi
BEEER

e /usr/share/ansible/roles/rhel-system-roles.logging/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/logging/ 71 L 7 ') —
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$16E= RHEL > A7 LO0— )L AR L/ T+ —< > ADELE

FI6EZRHEL Y AT LO0—ILAEFRALAZ/NT7 +—< Y ADER

VAT LAEEHEIE, metricsRHEL AT LAO—)IAFAL T, YATLDN T =TV AABERTE
F9,

16.1. METRICS RHEL ' R 5 LA O0— )L DBE

RHEL Y X7 L0—)Lid, EBORHEL VAT L% E— N CEEBTZLOD—ELLRESI VY —
T4 RA%ERMT S Ansible A—ILBELTEY2—/LDAL Y>3 VT, metrics VAT LAO—)L
&, O—HIYATLDNR T = VAP —ERERELETT., BEILHLT, A—HILYRT A
IKE>TERINEZ—ED)E— M RATLEDPTDORRE LEXT, metrics VA7 ALO—I)LAERT
&, pep Dty M7y FETFTTOA A Playbook IC& > TAUEBINZ D, pep ZHRIEHREL AL T
£, pep ZEFEALTCURTLADNR I A -V RAEERTEET,

BEEE IR

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 b ') —

16.2.METRICSRHEL ¥ R 57 LAO0— )L AFH L THENICO—AIL P AT L%
Bt %
ZDFIETIE. metrics RHEL Y A7 LAO0—I)LZFEALTO—AI Y AT LZER LGNS, FEEFIC
Grafana ICL 2T — Y DHREILETOEY a =V I T 5AEICDODWTEHBLET,
GRS i3

o OV hO—JL/—REBEF[R/ —REEFELTWS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKADOEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

e Jocalhost A A hO—JIL/—RDAURY N —T 74 I THREINTWS,

I localhost ansible_connection=local

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Manage metrics

hosts: localhost

roles:
- rhel-system-roles.metrics

vars:
metrics_graph_service: yes
metrics_manage_firewall: true
metrics_manage_selinux: true
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metrics_graph_service ® 7 —JL{E7 value="yes" ICEREI N T 57/, Grafana |&EEH
IKAYVRM=LEIN, T—FY—RELTEMINApep TFOEYa =V IInFE

9, metrics_manage_firewall & metrics_manage_selinux (@A & £ true IZEREINLTL
7%, X MY 2Z20—)Lid firewall 5LV selinux ¥ 27 ALAO0—)LEFERALT, M) R
O—JILAMERTE2R—MEEEBELET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

o TIUVUTNEINB XNV RAERET SICIE,. GrafanaWeb UIADT7 V2 DERBAE S Y
ICgrafanaWeb 1 Y9 —27 x( RAIC7VEALET,

RS

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 b ') —

16.3.METRICSRHEL ¥ A7 LO0— )L AL TEBEERTHLIICV AT A
BHaRTET S
ZODFIETIE. metrics VAT LO0—IEZFALT, YO UBENBERERTILDICKRET D2 HEEZHR
BALZEY,
AR

o OVIO—JL/—REBTEHR/ —REEFELTWS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY M, TD/—RIZNT 25 sudo HERENH 5,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Configure a fleet of machines to monitor themselves
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.metrics
vars:

16
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metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true

metrics_manage_firewall & metrics_manage_selinux (@A & true ICBREINTW B L
&, A KU 20—V firewall O—)L & selinux O—/L%FH L T, metrics O—/LAEH
TE5R—PMEEELET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 1) —

16.4.MeETRICSRHEL > A7 L0—I)L%{FEHAL T, O—AIITI ULV
BEAEPRICERT S

CDFFETIE, AMIIVZADRFTLO—)LEFALTAO—AILTIVVEREL, I VEA—TTHICE

HIBEEHIC, Grafana ICE 2T —YDEE(ETOEY 3= L, RedisildYTF—49%5T
) —F ZAHEICDODWTEHBALET,

AIREH
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTER1—H¥—¢&LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

e localhost A hO—IL/—RDAUYRYN)—T 7L I)VTHEINTWS,

I localhost ansible_connection=local

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L £ 9,

- name: Set up your local machine to centrally monitor a fleet of machines
hosts: localhost
roles:
- rhel-system-roles.metrics

17
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vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
metrics_monitored_hosts: ["database.example.com", "webserver.example.com"]
metrics_manage_firewall: yes
metrics_manage_selinux: yes

metrics_graph_service & & U metrics_query_service ® 7 —JL{E (L value="yes" I[ZFXE X
nTW37%k&H, grafana &, redis IC1 VT v 7 2{bI iz pep T—F DERFDOH DT —4
Y—2& L TEMINZ pep THIFNICA VA M= LTOEYaZvIIhEzd, h
WKLY, pep VT —ERBET—YDERLRIIT) —ILFEATEE

9, metrics_manage_firewall & metrics_manage_selinux (@A & £ true IZEREINLTL
%72, metrics O—JLIZ firewall O—)L & selinux O—J)L%{FH L T. metrics O—JLAMEH
TER—MNEBELZET,

. Playbook DIEX =ML £9,

I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIET 2T THY ., ANEDPRBEULERENSRETZ2EDTIEAN
CEITEFRLTLEIWY,

. Playbook #Z17 L X7,

I $ ansible-playbook ~/playbook.ymi

ROVILE>T—THICIEINEZ XA NV RDT S T4 v IRRET—IDI L) — %17
I, GrafanaWeb UIAD7 7 A TEHEAINTWS L DIC, grafanaWeb 1 ¥ —7 4
AT OEALET,

RS

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 ') —

16.5.METRICSRHEL > AT LAO0—JLA{FHL T AT LEER L AN 5583
HERTET B

PCP [&. Simple Authentication Security Layer (SASL) 7 L —A 7 —% %Z 41 L T scram-sha-256 535 X

73 X LIRS L E T, metrics RHEL ¥ 27 A0—JLIE, scram-sha-256 S2EEX W= X L&FRAL T

RIIAZRETHFIEE=BEELET, TDFIETIX, metricsRHEL YA FL0O0—)LAFEH L TERE%
BRETDIAEICODWTHBALE T,

=55

18

e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢Lcarybo—)b/—Kicasq4rvLTw

%,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/monitoring_and_managing_system_status_and_performance/index#accessing-the-grafana-web-ui_setting-up-graphical-representation-of-pcp-metrics

$16E= RHEL > A7 LO0— )L AR L/ T+ —< > ADELE

o TEWR/—NADERFERTZITHTY M. TD/ —RIIHT % sudo tERDH %,

FIa
1. BX%F® Playbook 7 7 1 JL (f5l: ~/playbook.yml) ##FE&E L. SREEEEDEHAEBMLF T,

- name: Set up authentication by using the scram-sha-256 authentication mechanism
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.metrics
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true
metrics_username: <username>
metrics_password: <password>

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWNEITBEYRERENSRETEHEDTIEAW
CEITFERLTLEIWY,

3. Playbook #%2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

o saslEREZMHRL XTI,
# pminfo -f -h "pcp://managed-node-01.example.com?username=<username>"
disk.dev.read
Password: <password>

disk.dev.read
inst [0 or "sda"] value 19540

RS

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 ') —

16.6.METRICSRHEL ¥ X7 AO0—)L%Z{EH L TSQLSERVERD X K1) U R
INEAERE L TEMICT S

ZDFIETIE. metricsRHEL Y X7 LAO—J)LZFERAL T, A—AIY AT LATO pep =ML L
Microsoft SQL Server D X k1) 7 AINE DR E L BMLZBEIMELT 2 HEICDODWTEHRBALE T,

AR

19
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FIR

120

v bhA—=)IL/—REBEWR/ —REERHLTWD,

BIEWR/ — KT Playbook #R{TTEd1—H¥—&Lcarybao—jb/—Kicasq4vLTw
%,

BIEWR ) — RADERKICERTZ27HT Y M, FO/— RIZXT 5 sudo #EEHLH 5,

Red Hat Enterprise Linux F§® Microsoft SQL Server &4 > 2 k—JL L. SQL H—/N\—ADf§
FTIEMM©ILINTLS,

Red Hat Enterprise Linux F® SQL Server @ Microsoft ODBC RS 4 /X=X h—JLI N
TW3,

localhost Y FO—IL/ —RDA YRV KN —T 74 )L TEEINTWS,

I localhost ansible_connection=local

. RDAB%ET Playbook 7 7 1 JU (f3l: ~/playbook.yml) % {ER% L % ¢,

- name: Configure and enable metrics collection for Microsoft SQL Server
hosts: localhost
roles:
- rhel-system-roles.metrics
vars:
metrics_from_mssql: true
metrics_manage_firewall: true
metrics_manage_selinux: true

metrics_manage_firewall & metrics_manage_selinux (@A & £ true ICBREINTWB L&
&. metrics A—JL i firewall O—JL & selinux O—JL %R L T. metrics O—/LHDERT %
R—r2EELZET,

. Playbook DX =ML £9,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIET ST THY ., ANEDPRBULERENSRETZEDTIEAN
CEITEFRLTLEIWY,

. Playbook ZZ17 L X7,

I $ ansible-playbook ~/playbook.ymi

pcp ¥V R%&MAL T, SQL Server PMDA T—Y ¥ b (mssql) AFasAEzh, ETINT
WBZEezHRaLET,

# pcp
platform: Linux sqlserver.example.com 4.18.0-167.el8.x86_64 #1 SMP Sun Dec 15 01:24:23
UTC 2019 x86_64


https://learn.microsoft.com/en-us/sql/linux/quickstart-install-connect-red-hat?view=sql-server-ver15
https://learn.microsoft.com/en-us/sql/connect/odbc/linux-mac/installing-the-microsoft-odbc-driver-for-sql-server?view=sql-server-ver15#redhat17

FIGZERHEL > A7 40— AFHLENRNT7 2 —T VY ADER

hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmed proc pmproxy xfs linux nfsclient mmv kvm mssql
jbd2 dm
pmlogger: primary logger: /var/log/pcp/pmlogger/sqlserver.example.com/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/sqlserver.example.com/pmie.log

BIER R

e /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/metrics/ 71 L 7 ') —
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$E17Z RHEL > X7 A0 —J)L%{EH L 7= MICROSOFT SQL
SERVER D% E

EIEE(E. microsoft.sql.server Ansible O—JL%Z A L T. Microsoft SQL Server (SQL Server) % A
VAKN—=Ib, BRE. BLUEETEX XY, microsoft.sql.server Ansible O—JLi&, #RL—F 1 VT
A7 L%EHE(LL T, SQLServer DX T # =YV RERN—Ty haAEIEFET, OO—ILIE,
SQL Server 7—- O— RZETT 57O DHELTE%FA L T. RedHat Enterprise Linux 7R X b D%
ExBRIESLCEEELE T,

17.1. > 25 /s — )L MICROSOFT.SQL.SERVER & EEfZDEFFAZ 7 7 A/ L AFRA L
7=SQL Y —/N—DA VA N—ILEERTE

microsoft.sql.server Ansible O—J)L &R L T, SQL #—/N"—N"—=I3 22019 %1 VA M=—ILB LT
HRETEXZET., ZDBID Playbook (&, TLSEESILICEEED sql_cert SEEAZ - MER 7 7 M IV AFERT
LI —N—%ZHRELET,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&LTcarybo—)b/—Kicasq4vLTw
%,

o BEWNR/— K ADEHKICFERTE7HIY M. TD/—RIIFHT 2 sudo HERHIH 5,
e 2GBLLE®D RAM,
e ansible-collection-microsoft-sql /XY 5 — U HAEBHR/ — RIZA VA M—=ILINFE T,

o EBIEWHR ./ — NI, RHEL7.9. RHEL 8, RHEL9 A LIEOWTNHADN—T 3 v AaFERHLE
£

=2 |
1. ROWB%EEL Playbook 7 7 A JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Install and configure SQL Server

hosts: managed-node-01.example.com

roles:
- microsoft.sql.server

vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_cert: sql_crt.pem
mssql_tls_private_key: sql_cert.key
mssql_tls_version: 1.2
mssql_tls_force: false

122



$817% RHEL ¥ X7 AO—JL%{EM L 7= MICROSOFT SQL SERVER D&E

mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433

. Playbook DX =ML £9,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV RIIBXZRILT BT THY ., BWEITBYLRRENSRETEHEDTIEAW
CEIFERLTLEIWY,

Playbook #Z1T L ¥ ¢,

I $ ansible-playbook ~/playbook.ymi

RS

/usr/share/ansible/roles/microsoft.sql-server/README.md file

17.2. ceRTIFICATE RHEL ¥ X 5 A0 — )L % D MICROSOFT.SQL.SERVER & X T I
O—)LA&FAL/ZSQLSERVERDA YA M—ILBLUVHEET 2
microsoft.sql.server Ansible O—J)L &R L T, SQL #—/"—N"—=I 322019 %1 VA M=—IB LT

BRETEET, ZDHID Playbook I&., TLSHESIbZMERAT 2L D ICH—/N\—%E&E L. certificate >
A2TFLO0—-)LEFRLTCEHESES sql_cert sFAZ 7 7 M L EMBEEERLE T,

FSFBAZ A ERR T 2 7-IC. Playbook T certificate ¥ A7 AO0—)LEMUOHTHEIIHY FH
A, Microsoft.sql.server Ansible O—JLIZ & BEMICEOCHELET,

AR

FIR

A hO—IL/—REBERR/ —REEFELTWS,

BEIEWR/ — KT Playbook #R{TTEd1—H¥—¢&LCcarybao—jb/—Kicasq4 L Tw
%,

BEERR/ — RAOERICERTZ7HU Y M. 20/ —RIZXNT % sudo HERHH %,
2GB L ED RAM,

ansible-collection-microsoft-sql /Xy 7 — U HAEERR / — RIZA VA M—=ILINZE T,
BEWR / — KiE. RedHat Identity Management (IdM) KX A VICEHF I F T,

BIEXWSR / — KiE., RHEL7.9. RHEL 8, RHEL94 LIEOWTNHADN—T 3 v AaERALE
£

ROAR%EZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- name: Install and configure SQL Server
hosts: managed-node-01.example.com
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roles:
- microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_certificates:
- name: sql_cert
dns: *.example.com
ca: self-sign
mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLRERENSRETZEDTIEAN
CEIFERLTLKEIWY,

3. Playbook #Z2fT L7,

I $ ansible-playbook ~/playbook.yml

BIER R

e /usr/share/ansible/roles/microsoft.sql-server/README.md file

e RHEL YRFLO0—)A&FALKLIEBEZEDEKR

173. 75— QT DHRAYLANL—UIRADETE

T—AFLEFEOTETIANMDT AL I N)—EEERZTALI N —ICRET ZICIE. BIFOD
Playbook T mssql_datadir. mssql_datadir_mode. mssql_logdir. & & U mssql_logdir_mode Z&
HeFRALTHRILAML—YNRREZEBELET, WRAILNRRZEHET D E, O—ILICL>TEE
INTa4LI M) —DMER I, BYRT IV ERFTEMBENMIGEINET,

BF

BTEHAHRBRTEZZEICLERE. AMNL—=URRET 74 MNONRRICIERY &
AD, T FEIEFOTRREBICESZSINANRREEINET,

AR
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKADOEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
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e 2GBLIEDRAM,
e ansible-collection-microsoft-sql /XY 7 — I NEBEHR/ — RIZA YA M—ILINhFT,

o EIEWHR/— NI, RHEL7.9. RHEL 8, RHEL9 4 LIEOWTNHADN—T 3V AaFERALE
£

FIR

1. BX%F® Playbook 7 7 1 JL (f5l: ~/playbook.yml) #fF&E L. XA bL—Y B LVOVEEDEH %
EBmLET,

- name: Install and configure SQL Server

hosts: managed-node-01.example.com

roles:
- microsoft.sql.server

vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_cert: sql_crt.pem
mssql_tls_private_key: sql_cert.key
mssql_tls_version: 1.2
mssql_tls_force: false
mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433
mssql_datadir: /var/lib/mssql/
mssql_datadir_mode: ‘0700’
mssql_logdir: /var/log/mssql/
mssql_logdir_mode: '0700'

Ansible B’ Zh % 8 EH TR XFIE LTHEITTED LIS, #ERE— N2 —E5IAFTH
ATAADLET,

T—REEEET. BETA L7 MN)—DPEELAVGEIE. O—IILIET—RE2RETDEX
IV RTLDT7AILbD umask ZFALET, E—REEEEY., BET1 LI ~MN)—DFEF
9 2%a. A—LIEBEEDTA LI N)—DE—REFHLET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITFERLTLEIWY,

3. Playbook #Z2fTL £ 9,

I $ ansible-playbook ~/playbook.ymi
BEEEIR
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e /usr/share/ansible/roles/microsoft.sql-server/README.md file
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#18% RHEL ¥ A7 40— )L % {8 L7- NBDE D% %E
$18%Z RHEL Y A 57 LA O0— /L% {#H L7~ NBDE D& E

18.1. NBDE_CLIENT & & ' NBDE_SERVER RHEL ¥ X 7 A0 —J)LDBE (CLEVIS
B LU TANG)

RHEL Y257 L0—)bid, BEDORHEL > RT L% E—MNTCEEBTZ/-OO—BLIERESN VY —
T4 RA%RHET S Ansible O—ILELVTEY2—J)LOIL Y>3V T,

Clevis & U Tang % & L 7= PBD (Policy-Based Decryption) Y 1) 2 —> 3 VOBEE T 7O4 XV K
FA Ansible O— L% FHAY$25 I ENTEZET, rhel-system-roles /Xy 75—l ThHDY R T A
O—J)b, BAET3ZH., VI7LYARFaIAVIDEEFNET,

nbde client > 27 L0—JLIZ& Y, D Clevis 7 24 7> NEBENICT 04 TX &

9, nbde_client O—JLi&, Tang/N\M VT 1 VT DHEHR—KMLTHY., WEFSTIETPM2 /81 >~
FAVTIFFERATELRVERICBELTLETL,

nbde_client O—JLIC(E., LUKS 2B L THESILEFEADRY) 2 —LDABRETY, 2OO—JLiE, LUKS
SR Y 2 —LD1DLLED Network-Bound (NBDE) #—/X— (Tang H—/3—) AD/N A ¥ RITH G
LET. NRT7L—XAFALTHEEORY 2 —LDESEARETEH, HIRTIZEd, X7 —
XHEHIBRLES, NBDEREIFAFRALTARY 2—L00v P 2@BBRTEFT, Thidk, YAFL070O
B3y RICHRTIUNENH D —BREFLIEINRRT—REFEALT, RY 1—LrRYICESL
INTWBIGEILKRIBEET,
NRATL—XEFET7AIOEAEIEET DHAICIK. O—ILIZHEHMICEEL-RABA2FALET., A
MRNA T AV ITBRIODMSRWVWFGEIR. BBEONRA VT4 Vv IDLNRRATL—XDBEE=HAF
ER

PBD Tl&. T/NAR%EZXOY MY EVYTTZ2EDELTNNA VTV T AEHZFLET, 2F Y.,
BULTFNNARICEBONA VT4 VT ABETEEY, 74/ 02Oy ME1TY,

nbde_client 0—JL Cid. state EHEIR/ETEET, FILWANA VT 1 VI EEHRT 2D, BEFEON
A1VT4 V58T 5%BEE. present Z{FEFH L £9, clevis luks bind & [3E7:Y) . state: present
EHEALTTNARZROY MIHBIBREONA VT4V 7% EEEXTEHIEETEET, absent IT5%
BT DE, BELENA VYT AV IDEIBRINET,

nbde_client > 27 LA0— L2 ERAT 2 &, BET 1 RVBESEY Y a—23vD—E& LT, Tang
H—N—%F7 04 LTCEETEEY, COO—LIEFLTOMEEYR—MNLET,

e Tang@®OO—FT— 3V
o TangBDTFOABLUNY I TV S

B EfE R
e /usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md 7 7 1 JU
e /usr/share/ansible/roles/rhel-system-roles.nbde_client/README.md 7 7 1 JL
e /usr/share/doc/rhel-system-roles/nbde_server/ 74 L 7 b 1) —

e /usr/share/doc/rhel-system-roles/nbde_client/ 71 L 7 1) —

18.2. B# D TANG 4 —/N\—D+t v 7 v 7IZNBDE_SERVER RHEL & R F A
O—I)L%=EHT %
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UTFOFIEICHE > T, Tang Y —/N—E% ST Ansible Playbook Z & L ERA L X7,

FIE =S5
e IvhO—JL/—REBEWNR/ —NZ2EFBLTWDS,
o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicasq4vLTw
3
o FENF/— FAQEGICEATE7HAYY M. 20/ — RICNT 2 sudo RN H 5.
FIa
1. ROARB%ET Playbook 7 7 1 JL (f5l: ~/playbook.yml) % {EEK L £ 9,
- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.nbde_server
vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true
ZDY > T Playbook IC& Y, Tang H—N"—DF7 704 LEOO—FT—2 3 YARITINFE
ER
nbde_server_manage_firewall & nbde_server_manage_selinux "l 5 & £ true IZERE
NTW3IH4E,. nbde_server O—JLIZ firewall O—)L & selinux O—JL%{FH L
T. nbde_server O—J)LMERAT 2 R— M 2EEBLET,
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml
DAY NIBXZRIET 5T THY ., BN TEYRBREN ORET S EDTIEARL
JEIERBLTLCREEI W,
3. Playbook #Z21T L £ 7,
I $ ansible-playbook ~/playbook.ymi
o Clevis M VA M—=ILEINTWBYRTALTgrubby Y —ILEFHAL T, YR TLREROR
WEEBE T Tang EVY DRy N7 — 0 ZFATESLDICTBICIE, ROOATY REETLE
ER
I # grubby --update-kernel=ALL --args="rd.neednet=1"
BEETEIR
e /usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md 7 7 1 JU
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wi

#5188 RHEL ¥ 27 AO0—J)L&{FH L7~ NBDE ®

e /usr/share/doc/rhel-system-roles/nbde_server/ 74 L 7 b 1) —

18.3. NBDE_CLIENT RHEL ' 27 A0 —)LA{FEA L7=1E%®D CLEVIS 7 54 7
ity NTYT

nbde clientRHEL ¥ 27 0= )L&FEET 5 &, Clevis 754 7> MRE% ST Ansible Playbook %
BHEOUV AT LATEES I CERATEEY,

pa

nbde_client ¥ 27 ALA0—)Li&, Tang/NM VT 1 VT DH%EHR—MLET, Lih>
T, TPM2 XA VT 14 VJIIEFERATEEFH A,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&LTcarybo—jb/—Kicasq4vLTw
%,

o TEWR/ —FNADOERIFERTZT7HAVY M ZD/— RIZHT 3 sudo HERD H 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ ¢,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.nbde_client
vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

Z DY T Playbook I, 2B®D Tang H—N—D 5> 5L EH 1B’ FETREABEIC.
LUKS TEESIE LA 2 DDA a—LEZBHMICT7 Oy Y23 5LIICClevis V5147V M
BRELEY,

nbde_client ¥ 2 7 40—)bid, WA R MEEZ D M)V (DHCP) 2R 2550 &# &Y
R—MLET, BWIPHREDYI SA4 7 MMINBDE Z2FHT 5I1CI&, RD Playbook L
i-a_o

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.nbde_client
vars:
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nbde_client_bindings:
- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:
- http://serveri.example.com
- http://server2.example.com
- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:
- http://serveri.example.com
- http://server2.example.com
tasks:
- name: Configure a client with a static IP address during early boot
ansible.builtin.command:
cmd: grubby --update-kernel=ALL --args="GRUB_CMDLINE_LINUX_DEFAULT="ip={{
<ansible_default_ipv4.address> }}::{{ <ansible_default_ipv4.gateway> }}:{{
<ansible_default_ipv4.netmask> }}::{{ <ansible_default_ipv4.alias> }}:none™

Z @ Playbook @ <ansible_default_ipv4.*> XF5i&. *v hT7—2®DIP 7 KL R (ip={{
192.0.2.10 }}::{{ 192.0.2.1 }}:{{ 255.255.255.0 }}::{{ ens3 }}:none) ICBXMX £ 7,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEITEFERLTLEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.nbde_client/README.md 7 7 1 JL
e /usr/share/doc/rhel-system-roles/nbde_client/ 7«1 L 7 k1) —

® | ooking forward to Linux network configuration in the initial ramdisk (initrd) article
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https://www.redhat.com/sysadmin/network-confi-initrd

PI9OZE RHEL > 27 AO0— NV %EFHALERY M7 —UREDRERK

BI9EZERHEL Y A7 ALO0—I)LAFERALEZRY NT—VREDEK

EIEE (L, networkRHEL Y RFLAO0—)LEFEAL T, XY NV —VBEAEDRES L VBEEIR IV 5H
BgbTEFEI,

19.1.NETWORK RHEL Y A F AO—J)LEA VY —T 4 AL A FA L /=58
IP7 RLATODA—HY Xy NERDERTE

network RHEL > A7 L40—)L%=FEAL T, 41— 3Ry MEKZ ) E—MNTERETZET,

AR
e OV IMNO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—&LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/)—RKRADEMICERTEZT7HIY M, TDO/—RIINT 25 sudo HERENH 5,
o H—N—(l, MBFEFLIIREDAS —U Xy NTNAAZADEREINTWS,

o EWXR ./ — KH NetworkManager ZERAL TRy hT—2%EEL TV,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up
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INSLDRETIE, ROFZBEEFEALTenplsd T/X1 2D —H 32y NEHRTO7 71 %
E&ELET,

o BIIPVAT RLR:H TRy hYRIH /24 D 192.0.2.1

o EMIPV6 7 KL R -2001:db8:1::1 (/164 TRy N RUHVY)
o IPv4aFT 74 NT—KD T4 -192.0.2.254

e IPVv6 774/ N5 — MDA -2001:db8:1::fffe

® |Pv4 DNS #—/\Y—-192.0.2.200

® |Pv6 DNS H#—/3— -2001:db8:1::ffbb

e DNSHRZE KX A ¥ - example.com

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWNEITBEYLRRENSRETEHEDTIEAW
CEIFERLTLEXWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.2.NETWORK RHEL Y R T LAO— )L ETNA RN A FRHLEHHNIP 7 R
LATOA —H 3Ry MERDEE
network RHEL Y R FL0—)L%FHAL T, 1 —U Ry MNEHRAE ) E—MNTRETEET,

FINA ZNRRUE, ROOATY RTHUNTEZET,

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Gl s
e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢&Lcarybo—jL/—Kicarsq4rLTw
%,

o BIENR/— RKADEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

o H—N—(l, MEILIREOA—HY Ry hTNHNAZANKREINTULS,
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o EWXR ./ — KH NetworkManager ZFERAL TRy hT—2%EELTW3,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L £ ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

INOLDERETIH, ROBEAFEALTA -y MEHGIOT7 71 ILEERLET,
o FHIPVAT RLR:H TRy NIV A /24 D 192.0.2.1

o FHMIPV6 7 KL Z -2001:db8:1::1 (/64 H Ty kYR U HY)

o IPv4T 74 NTF—hD T4 -192.0.2.254

o IPVv6 774 NS — MDA -2001:db8:1::fffe

e [Pv4 DNS #—/\— -192.0.2.200

e |Pv6 DNS #—/\— -2001:db8:1::ffbb

e DNS#RZE KX A >~ - example.com
Z DD match /35 X —4 — (&, PCIID 0000:00:0[1-3].0 IC—3¥ % 7 /341 R ITIE Ansible
IC&>TT L1 %@RAL. 0000:00:02.0 ICIEBERA LAV EAEHE LTS, FHATXZE
BHREMFH LUV 4L KA— RDEEMIZ. /ust/share/ansible/roles/rhel-system-
roles.network/README.md 7 7 1 JL—® match /X5 X —4% —DERAEA SR L T X
LY,
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2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWEITBYLRRENSRETHEDTIEAW
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.3.NETWORK RHEL Y R F LO0—)LEA VY —T 24 RE&GAER LMW
IP7 RLRATDA —H Xy MERODKRE

network RHEL Y X7 LAO0—)LEFAL T, 41— Xy MERAE) E—MNTHRETZET, BWIP 7
KL RE&E & DEMDIZE. NetworkManager (&, DHCP H—/N—DLEHED IPREEZERLE T,

AIRE 4
e OVINO—JL/—REBERTR ./ —RAEELTWS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICERTEZT7HI Y MI, FD/—RIINT 5 sudo HERENH 5,
o H—/N—(I, MEBFAIMREBOAS -y NTNRAADEREINTWNS,
e DHCPH—N—%Xy ND—J TEHEHRTZ %,

o EWXR ./ — KH NetworkManager ZERAL TRy hT—2%EEL TV,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
interface_name: enp1s0
type: ethernet
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autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

INSDRETIE, enpl1sO TN 2D —Hxy MNERTO7 71V EEELET, EHET
&, DHCP #—/\—& IPv6 T — ML A7 R L X BEIERE (SLAAC) B 5, IPv4 7 KL R,
Pv6 7 RLR, T74#INMTF—KhT x4, Jb—b, DNSH—1— BLIPBRRRAA VZEE
LET.

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.4.NETWORK RHEL Y 257 L0 — )L ET/INA AR 2 AFRA LM IP 7 R
LATOA —H 3Ry MERDEE

network RHEL ¥ R 7 LAO0—ILZ2FERAL T, 1 —H Xy MEHKZ)E— P TRETIIT, BHNIPT
KL RE&E & DEMDIZE. NetworkManager (&, DHCP H—/R—DLEHED IPREEZERL X T,

FINA ZNRRUE, ROOATY RTHUNTEZET,

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4rLTw
%,

o BIENR/— RKADOEMICERTEZT7HIYMI, TD/—RIINT 5 sudo HERENH 5,
o H—/N—(I, MEBFAIMREBOAS -y bTNRAADPEREINTWS,
e DHCPH—N\—%Xy ND—J TEHEHRTZ %,

o EIEWRAKER M, NetworkManager #FERL TRy hT7—J52%ELE T,
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¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

INLDRBETIE. 1 —YRy MNEHRTO7 74 ILEERLET, EHETIE. DHCP H—/N—
EIPV6 A7 — ML A7 KL ZBEHEERE (SLAAC) iS5, IPvA 7 KL A, IPv6 7 KL R, F7#
IWET—=b DA, Jb—h, DNSH—N— BLUMRRRNAS VERIFLET,

match /X5 X —4% —(%, PCIID 0000:00:0[1-3].0 IC—3 ¢ % T /31 RITIE Ansible IC& > TF
L1 %Z®MA L. 0000:00:02.0 ICIFBEALABVWI EZ2EHZLET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.5. NETWORK RHEL ¥ 2 57 40— LA {ERA L 7= VLAN ¥ {7 DB E
network RHEL > X5 LAO0—J)LEFAHAL T, VLANY I IF AR ETIET, ZOFITIE. 41— xRy

NEfRE, 204 —H Xy MEFKEOLEICIDI0D VLAN ZEIMLE T, F7/54 2D VLAN R IC I,
IP. 74 M=KDz 4, BELUVUDNSDEREINESFNET,
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RIBICISELT, TLA=BERABLET, UTICAZERLET,

o RVUTA VI REDMDERTR—MNE LTVLAN 2FHT 2551E. ipBEEAKL. Fi&
ETIPEREEITVWET,

o VIANTF—L, FUvI, FWIRYT1VITTFNA R %FERT 3ICIL, interface_name &
VLAN CERT2R—rDtype BIHEERAEL X T,

AR E 4
e IV RNO—JL/—RESENGE/) —REEELTLD,

o TIEWR/— KNTPlaybook #R{TTER1—H—¢&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)—RKRADOEMICHERTEZT7HIYMI, TD/—RIZNT 2 sudo HERENH 5,

¥
1. ROWBE%EL Playbook 7 7 A JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a VLAN that uses an Ethernet connection
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
# Add an Ethernet profile for the underlying device of the VLAN
- name: enp1s0
type: ethernet
interface_name: enp1s0
autoconnect: yes
state: up
ip:
dhcp4: no
auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vlan
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
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vlan_id: 10
parent: enp1s0
state: up

INLDEETIE. enpls0 T/NA R ETEMET 2 VLAN ZEHELFT, VLANA V49—
A ZDEREIEUTOL D ICRY T,

o BIIPVAT RLR:H TRy hYRIH /24 D 192.0.2.1

o EMIPV6 7 KL R -2001:db8:1::1 (/64 TRy N RUHVY)
o IPv4T 74T —hKD T4 -192.0.2.254

e IPV6 774/ N5 — KD x4 -2001:db8:1::fffe

e |Pv4 DNS #—/\Y—-192.0.2.200

® |Pv6 DNS H#—/\— -2001:db8:1::ffbb

e DNSHRZE KX A >~ - example.com

e VLANID-10
VLAN 707 7 4 )L® parent EtEiE. enp1s0 7/8N1 R L TEIF9 5 VLAN % E L &
o FT/N RO VLAN #EfICIE, IP. 7728 —ho x4, 8LV DNS DREHLS
FhEd,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEIFERLTLKEIWY,

3. Playbook #%21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.6.NETWORK RHEL Y R F LO0—J)LAFERA LY N —2 7)) v D%

=

=
network RHEL Y X5 LAO0—)LEFAL T, 2y M7= T )y %) E—NTHRETZET,
Gl s

o Oy hO—I)L/—REBENR/ —REEFELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢Lcarybo—jb/—Kicasq4vLTw

%,
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o TEWR/ —RFKADOERIFERTZT7AVY M, ZD/ — RIIHT 3 sudo HERD H 5,

o H—/NN—(Z, 2DULDOYERY NTD—0FNA RFLIFERERY NT—=0F A A VR

I\_)l/-SnT\:\éo

FIR

1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bridge that uses two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
# Define the bridge profile
- name: bridge0
type: bridge
interface_name: bridge0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1:ffbb
dns_search:
- example.com
state: up

# Add an Ethernet profile to the bridge
- name: bridge0-port1
interface_name: enp7s0
type: ethernet
controller: bridge0
port_type: bridge
state: up

# Add a second Ethernet profile to the bridge
- name: bridge0-port2

interface_name: enp8s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

INOLDERETIE. ROBETRY NTI—0 Ty IErEHLET,
o HMIPVATRLA: Y TRy hIRID /24D 192.0.2.1

o FHIPv6 7 KL R -2001:db8:1::1 (/64 4T xy kYR HY)
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IPv4 77 4L M7 —FD T4 -192.0.2.254

e IPVv6 774/ N5 — KT T4 -2001:db8:1::fffe
e |Pv4DNS #—/\Y—-192.0.2.200

® |Pv6 DNS H#—/\— -2001:db8:1::ffbb

e DNS#RZ KX A ¥ - example.com

o J1)wIDKR—b -enp7s0 & & U enp8s0

-
, Linux 7Y vy YDR—FTIEARL, TYvDVICIPEREEZEELET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLKEIWY,

3. Playbook #Z2fTL £ 9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.7.NETWORK RHEL Y R F ALAO0— )V AFERHLEZRY NTD—ORVYFTa VY
DERTE
network RHEL Y RFLA—I)LAFRALT. RYMNTI—O9 RV T4V T E—NTHRETIET,
BE Ry

o IvhO—JIL/—REBERR/ —RKREHEFELTWS,

o TIEWR/— KT Playbook #R{TTER1—H¥—¢LTcarybo—)b/—Kicasq4rvLTw
%,

o TEWR/— KN ADEGIERTET7HIY M. TD/—RIZHT % sudo HERIH %,
o H—/N—I(Z, 2DLULEDYERY NT—0FTNA RFLIFRBRY NT—0FTNAZDBA VR
h—=LIhTW3,
¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % 9,
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- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bond that uses two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:

-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe

dns:
-192.0.2.200
- 2001:db8:1:ffbb
dns_search:
- example.com
bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond
- name: bond0-port1
interface_name: enp7s0
type: ethernet
controller: bond0
state: up
# Add a second Ethernet profile to the bond
- name: bond0-port2
interface_name: enp8s0
type: ethernet

controller: bond0
state: up

INLDFRETIE, ROFBEEFEALTCRY NT—I RV TA VI EEHELET,
o FHIPVAT RLR:H TRy NIV A /24 D 192.0.2.1

o FHIIPV6 7 KL R -2001:db8:1::1 (/64 Ty R RV HY)

o IPvATT7#INT—KND T4 -192.0.2.254

o IPVv6 774 NS — T A -2001:db8:1::fffe

e [Pv4 DNS #—/\— -192.0.2.200

e |Pv6 DNS #—/3— -2001:db8:1::ffbb
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e DNS#RZE KX A >~ - example.com
o RVFT4YJDR—b -enp7s0 & & U enp8s0
o KR¥7 4> E— KN -active-backup

e

pa )

Linux R T4 VI DR—MTIERL, RYTaVTICIPEREERELE
£

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZ2EDTIEAN
CEIEFRLTLEI WY,

3. Playbook #Z2fT L9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.8.NETWORK RHEL ¥ 2 7 450 —)L % (£ L 72 IPOIB i DR E
network RHEL ¥ 2 7 A 0—J)L %R L T, IP over InfiniBand (IPolB) 7 /31 X M NetworkManager &
w7O774)0LE)E—MNTERTEE Y, =& ZIE. Ansible Playbook #3217 L T, JRDKRET
mix4_ib0 1 >4 —7 =4 AD InfiniBand &%) E— M TEMLZE T,

® |PolB 7/31 X - mix4_ib0.8002

o N—F 43 rvF— p_key- 0x8002

o FHMIPVA 7 KL R -192.021 & /244 TRy Y RY

o FMIPV6 7 KL R - 2001:db8:1::1 & /64 Ty k<R Y

Ansible 3> bA—=JL/ —RTUTDFIEAEAETLET,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢sLTcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/— RKADOEMICERTEZT7HIYMI, TD/—RIINT 5 sudo HERENH 5,

e mix4_ib0 &\ D ZEID InfiniBand 7 /3 AAEEWR/ —RIA VA M—=ILINhTW3,

142



PI9OZE RHEL > 27 AO0— NV %EFHALERY M7 —UREDRERK

o EWXWR ./ — KH NetworkManager 2R L TRy 7=V %EEL TV,

¥R
1. ROWAB%EL Playbook 7 7 1 JU (fll: ~/playbook.yml) % {ER L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure IPolB
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
# InfiniBand connection mix4_ib0
- name: mix4_ib0
interface_name: mix4_ib0
type: infiniband

# IPolB device mix4_ib0.8002 on top of mix4_ib0
- name: mix4_ib0.8002
type: infiniband
autoconnect: yes
infiniband:
p_key: 0x8002
transport_mode: datagram
parent: mix4_ib0
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
state: up

ZDBIDE DI p_key /INT XA —4 —%RET BHEIE. IPolB 7/34 X T interface_name /X

TA—H—HEFRELBVTLLEIL,
2. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY FRIIBXZRFLT 27T THY ., BNENTBEURERED OFRETDEDTIEAW

ZEITFRLTLETWY,
3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

i
EI-I;

1. managed-node-01.example.com K2 h T, mix4_ib0.8002 /X4 XD IP F%E

ER

I # ip address show mix4_ib0.8002

ERRLE
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inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute ib0.8002
valid_Ift forever preferred_lft forever

inet6 2001:db8:1::1/64 scope link tentative noprefixroute
valid_Ift forever preferred_lft forever

2. mix4_ib0.8002 7 /X4 AD/XA—F 1 3V F*— (PKey) X~ L ET,

# cat /sys/class/net/mix4_ib0.8002/pkey
0x8002

3. mix4_ib0.8002 7 /N\f RDE—RAEXRTLZE T,

# cat /sys/class/net/mix4_ib0.8002/mode
datagram

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 2 b ') —

19.9.NETWORK RHEL Y R FLA0—J)LAEFHAL T, BHEDHY TRy H S5
DT I7ANWNT—=M D AICNS T4V I %I—T4TT3

RY)Y—R=—ZADI—TFT 41 VI 5FHALT. BEDHTRY DSDIZ T4 v 7IHLTRDT 7 #
WhTF—MNIDTABBRETEFET, LEZE TIFINRML—FEFERALT, IRTOKINSTa4v I %
AV =Ry N TAONA YT —AILTIFIVRNTI—FT 4 VT TBI—9—ELTRHEL 2R ETT X
T, 722 L. RBT7—VRFT—2avHT7xy M oZELLNS T4y 2l E7a4 4 —BIZIL—
TAVITINET,

RN —R=ZADI—FT 14 T % ) E— NTEHEDO/— NIZERET 5I1T1E. network RHEL ¥ X F A
O—J)LA2FERATEEY,

ZOFIETIE, ROFXY 7= ROV —ZBELTVWET,

Internal Workstations Servers

10.0.0.0/24 203.0.113.0/24

L oo 20301131 ———|

RHEL Router

default route

——— 198.51.100.1 m m— 192.0.2] —mmmm8888@™
198.51.100.2 192.0.2.2

| |
Provider A Provider B
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AR
e OV INO—JL/—REBERTR ) —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢Lcarybo—jb/—Kicasq4vLTw
%,

o TMEWR/— NADERKICFERATEZIT7HI VM, TDO/—RICWT % sudo #ERIH 5,
o EIEWR / — KiZ. NetworkManager & & U firewalld Y —EX 2 FERL 7,
o RETIBENR/ —RIIK, RDADDRY NT—0A VI —TAADHYET,

o enp7s0 1 V¥ —T A AFTANAFT—ADRY NT—2IlEK{INE T, FONA
F—Dxy NT—0DF—KJ x4 IPIX198.51.100.2 T, *v h7—21X /30 xv h T —
IRRAV%ERLET,

o enp1sO 1 V¥ —T7 x4 2FTANAMF—BORyY NT—VIlEKINE S, O
=Dy NIT—0 DT —F 724 IPI£192.022 T, XY hNT—21E /830 %y hT—74
YAV EFERALET,

o enp8s0 1 V¥ —T x4 R, WET—IZXAFT— 37T 10.0.0.0/24 4 7T x v MIERKS
nTtwxd,

o enp9s0 1 V¥ —7 x4 RE, KDY —/N—T 203.0.113.024 4 T x v MIEHRINT
WEd,

o RO —VRT7—23vDY TRy NHDKRAME, T74ILMF—bD x4 &L T10.0.0.1
EFEALET, COFIETIK, COIPT7RLREIL—Y—Denp8s0 =y hT—0 48—
T4 RICEYHETET,

o H—N—H TRy NADKANI, T7AINMNF—r914ELT203.0.1131 5FHALE
¥, ZOFIETIE, TOIPTRLREIL—Y—Denp9s0 =y hT—94 V5 —T7 x4 RICE|
YBTET,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Configuring policy-based routing
hosts: managed-node-01.example.com
tasks:

- name: Routing traffic from a specific subnet to a different default gateway
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: Provider-A
interface_name: enp7s0
type: ethernet
autoconnect: True
ip:
address:
-198.51.100.1/30
gateway4: 198.51.100.2
dns:
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-198.51.100.200
state: up
zone: external

name: Provider-B
interface_name: enp1s0
type: ethernet
autoconnect: True
ip:
address:
-192.0.2.1/30
route:
- network: 0.0.0.0
prefix: 0
gateway: 192.0.2.2
table: 5000
state: up
zone: external

name: Internal-Workstations
interface_name: enp8s0
type: ethernet
autoconnect: True
ip:
address:
-10.0.0.1/24
route:
- network: 10.0.0.0
prefix: 24
table: 5000
routing_rule:
- priority: 5
from: 10.0.0.0/24
table: 5000
state: up
zone: trusted

name: Servers

interface_name: enp9s0

type: ethernet

autoconnect: True

ip:

address:

-203.0.113.1/24

state: up

zone: trusted

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZ2EDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L £ 9,
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I $ ansible-playbook ~/playbook.ymi

WEE
. ABT—VAFT—>avH TRy NORHEL AR RT, UTFETVWET,

a. traceroute Xy —V AV AM—=JLLET,

I # dnf install traceroute

b. traceroute 1—7 1 )74 —%FAL T, 1 V99— Y FEDKRAMANDIL—FERKRL
i’a—o

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 10.0.0.1 (10.0.0.1)  0.337 ms 0.260 ms 0.223 ms

2 192.0.2.1 (192.0.2.1) 0.884 ms 1.066 ms 1.248 ms

a9y ROBAIKE, =9 —TanN45—BDxry NT—UThH3 192.0.2.1 AT
INTy NaZEKETBZIENRTIINET,

2. H—NR—DH TRy NORHELFRAMNT, UTFETWVWET,

a. traceroute Xy —V AV AMN=JLLET,

I # dnf install traceroute

b. traceroute 1—7 1 )74 —%FAL T, 1 V99— Yy FEDKRAMANDIL—FERRL
i’g—o

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 203.0.113.1 (203.0.113.1) 2.179 ms 2.073 ms 1.944 ms

2 198.51.100.2 (198.51.100.2) 1.868 ms 1.798 ms 1.549 ms

A9 Y ROBAIKIE, W= —DTONR14F—ADXRY NT—- TH 35 198.51.100.2 {2 H
TRy NEZEETBIEIPRRIINET,

3. RHEL A7 40— %FALTEELA RHELIL—49 —T, XOFIEEETLZET,

a. I—ILDYRAMNERRLET,

#ip rule list

0:  from all lookup local

5: from 10.0.0.0/24 lookup 5000
32766: from all lookup main
32767: from all lookup default

F 7 #4J)U M T, RHEL ICi&. local ¥—7 /L. main 7— 7)., LV default ¥— 7)1
DIL—=ILHEEFNZET,

b. 7—7JL 5000 DJL—hERRFLET,
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# ip route list table 5000
0.0.0.0/0 via 192.0.2.2 dev enp1s0 proto static metric 100
10.0.0.0/24 dev enp8s0 proto static scope link src 192.0.2.1 metric 102

C. AVHA—TIARET7ATIA—IN)—VBERRLET,

# firewall-cmd --get-active-zones
external

interfaces: enp1s0 enp7s0
trusted

interfaces: enp8s0 enp9s0

d. external VY —Y TYRAL—RKHBPEPIIAR>TWB I EE=ERLET,

# firewall-cmd --info-zone=external
external (active)

target: default

icmp-block-inversion: no

interfaces: enp1s0 enp7s0

sources:

services: ssh

ports:

protocols:

masquerade: yes

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.10.NETWORK RHEL ' A7 LA O0—)LA{FERA L 7= 8021X *v N7 — U 5831
ICE BRI —H Ry NERDERTE

network RHEL > 25 LAO0—J)LAEFAL T, 802X XY N —UREEICL 14—ty NERAE T—
NTERETEEY,

AR
e JIVNO—JL/—RESENGE/) —REEELTWLD,

o TIEWR/— KNTPlaybook #R{TTER1—H—&Lcarybo—jb/—Kicasq4vLTw
%,

o TEENR/ —RADERKICHERTEZ7ZAYY M, D/ —RIZXHT % sudo HERAH 5,
e Xy FNT7—U13802IX Yy hT—VU8EEE Y R—MLTW3,

o EIEWR / — KL NetworkManager R L £,

o TLSEREHCMEBEAUTOZ 7)Y hA—IL/ —RIZH B,

o 347> bhF—IL, /srv/data/client.key 7 7 1 LICREINZET,
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o US54 7 MNiEBBZIZ /srv/data/client.crt 7 7 1 JVICRTFEINF T,

o ZRELfE (CA)ZEBAZ L. /srv/data/ca.crt 7 7 1 LICREINZE T,

¥R
1. ROWB%EEL Playbook 7 7 1 JU (fll: ~/playbook.yml) % {EE% L £ ¢,

- name: Configure an Ethernet connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
ansible.builtin.copy:

src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"
mode: 0600

- name: Copy client certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/client.crt"
dest: "/etc/pki/tls/certs/client.crt"

- name: Copy CA certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/ca.crt"
dest: "/etc/pki/ca-trust/source/anchors/ca.crt”

- name: Configure connection
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1:ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
eap: tls
private_key: "/etc/pki/tls/private/client.key"
private_key_password: "password"
client_cert: "/etc/pki/tls/certs/client.crt"
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt
domain_suffix_match: example.com
state: up
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INSDRETIE, ROFZBEEFEALTenplsd T/X1 2DA —H 32y NEHRTO7 71 L%
E&ELET,
o BIIPVAT RLR:H TRy hYRIH /24 D 192.0.2.1
o EMIPV6 7 KL R -2001:db8:1::1 (/64 TRy N RUHVY)
o IPv4FT7AINTF—FMD T4 -192.0.2.254
e IPV6 774/ N5 — KD x4 -2001:db8:1::fffe
e |Pv4 DNS #—/\Y—-192.0.2.200
® |Pv6 DNS H—/\— -2001:db8:1::ffbb
e DNS#Z KX A ¥ - example.com
® TLS Extensible Authentication Protocol (EAP) Zf£F L 7= 802X X v M7 — V535

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLKEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/network/ 714 L 2 b ') —

19.11.NETWORK RHEL > X 57 A0 — )L (A L7/ 802X *v N — U ER3EIC
& % WI-FI EHEDERTE

RHEL R 7L0—)%EFEHATEE. Wi-FiEGOEHRZBEHETEET, =& 2L, Ansible Playbook
ZFEALT, wip1sO 1 V9 —J7 A AD7A VL AE KR O7 74 %) E— N TEBIMTXZT, /£
MINTO774)IE, SO2IXBEAFAL T, wifi xRy NT7T—JICRLTISA 7Y MERIILE
¥, Playbook &, DHCP AT 2L HICEKR IO 7ML ERELE T, BNIPRELZRET 3IC
&, ZNIKHLCTIPT 49223 F)—DIRSA -9 —%RAELET,
CIE= Jia

o I vhO—IL/—REEERR/ —RKEEELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/— RKRADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

o Ry KNT—21F3802IX Ry NI—URifA Y R—KMLTW3,
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o EIBWHR ./ — NIZ wpa_supplicant /Xy s —I %14 VA M—IILLTW3,
e DHCP (&, BENKR/—KDXY NT—JTHERATES,
o TLSEREHCMLEBEAUTOZ 74y hA—IL/ —RIZH B,
o 2347 bhF—IL, /srv/data/client.key 7 7 1 LICREINZET,
o U547 MNIBEEIL /srv/data/client.ecrt 7 7 1 LICREINE T,

o CAGZEBRZI(Z /srv/data/ca.crt 7 7 1 ILICRTEI N F T,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure a wifi connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
ansible.builtin.copy:

src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"
mode: 0400

- name: Copy client certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/client.crt"
dest: "/etc/pki/tls/certs/client.crt"

- name: Copy CA certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/ca.crt"
dest: "/etc/pki/ca-trust/source/anchors/ca.crt”

- block:
- ansible.builtin.import_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: Configure the Example-wifi profile

interface_name: wip1s0

state: up

type: wireless

autoconnect: yes

ip:
dhcp4: true
auto6: true

wireless:
ssid: "Example-wifi"
key_mgmt: "wpa-eap"

ieee802_1x:
identity: "user_name"
eap: tls
private_key: "/etc/pki/tls/client.key"
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private_key_password: "password"
private_key_password_flags: none
client_cert: "/etc/pki/tls/client.pem”
ca_cert: "/etc/pki/tls/cacert.pem”
domain_suffix_match: "example.com"

INODERETIE, wip1sO 1 V9 —TJ x4 ADWi-FiEHR7O7 7/ I)V2EHELET., 2D
O774)bid, 802 IXZEEAFEAL T, Wi-Fixy hO—2II]LTISA4 7Y MR EL E
¥, EHTIE. DHCP H—/N—& IPv6 7 — ML A7 KL ZB#ERE (SLAAC) B 5., IPv4 7
RLR, IPv6 PRLR, T4 KF—FrIx4, Jb—hk, DNSH—N— BLUHBRERNAA
VERELET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV RIIBXZRILT BT THY, BWNEITBEBYRERENSRETEHEDTIEAW
CEITEFRLTLEIWY,

3. Playbook #%fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BEfEI

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.12. NETWORK RHEL Y R F LAO0— )L A EH L TEEDOEHKICT 7 4L b
F—RNITA%5BETD

FEAEDLEE, BEEZIIERAERTDEESICT AN —NI M A2RELETT, 72
L. network RHEL Y AT 40— J)LEFRALTCT 74V M — KNI A %R ET B E T, LURICIER
LIEROT 74NN M — MDA REARETLIIEHFITHEETEET,

BF

network RHEL ¥ 27 LAO0—)L%FAT 2 L1 DRTEIC. LA THRELIEEE
EEA—BLAWES., YXO—I)LIZACEAFIOREDEK O 7 7ML a4 —1N—5
A RLET, TRODEINTT7AILMINEY FINAWVWEDIICTBICIE, IPHRERE
DERENTTILHFEETZHETEHE, RY NT—IEERTO7 71 IILDRELAEE T LA
TRHTIEELTLLEIL,

COFIETIE. TTIKHEETEINEINMIGL T, UTDRETenpl1s0 EHRTOT7 71 L EERF
FEHLIT,

o HMIPVATRLR-/240 Ty hY RV %D 198.51.100.20
o #MIPV6 7 KL R -2001:db8:1::1 (/64 4T %y kYR U HY)
o IPv4T 7 KNTF—MT T4 -198.51.100.254

o IPV6 T 74 M —KD A -2001:db8:1::fffe
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® |Pv4 DNS #—/\—-198.51.100.200
e |Pv6 DNS #—/3— -2001:db8:1::ffbb

e DNS#RZE KX A ¥ - example.com

AIREH
e OV INO—JL/—REBERR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICERTEZT7HIYMI, TD/—RIINT 5 sudo HERENH 5,

FIR

1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP and default gateway
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITFERLTLKEXIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.13.NETWORK RHEL ' 25 AO0— )L A EHE L%l — M DEE

network RHEL ¥ X7 AL0— )L =FAL T, #HIL—PM2RETEET,

BF

network RHEL Y 27 LAO0—)L%FAT 2 L1 DRTEIC. LA THEELIEEER
EEA—BLAWES., YXO—I)LIZACEAFIOREDEK O 7 7ML a4 —1N—5
ARLET, CTHOEDENT 72 MIIEY NEINABWEDICTBICTIE, IPERERE
DERENT TILHFEETZHETEH, RY NT—IEERTO7 71 ILDRELAEE T LA
TRHFTIEELTLLEIL,

AIRE 4
e OV INO—JL/—REBERR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)—RKRADOEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

=2
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP and additional routes
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
route:
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- network: 198.51.100.0
prefix: 24
gateway: 192.0.2.10
- network: 2001:db8:2::
prefix: 64
gateway: 2001:db8:1::10
state: up

ZDFIETIE, TTICHEETZIHEIMNMIKL T, LTOERET enp7s0 FEim 707 7
ERREITEHRLE T,

o BIIPVAT RLR:H TRy bR IH /24 D 192.0.2.1
o EHIPV6 7 KL R -2001:db8:1::1 (/64 Ty N RUHVY)
o IPV4FT7AINTF—FD T4 -192.0.2.254
e IPVv6 774/ N5 — KN4 -2001:db8:1::fffe
e |Pv4 DNS #—/\Y—-192.0.2.200
® |Pv6 DNS H#—/\— -2001:db8:1::ffbb
e DNS#RZE KX A ¥ - example.com
o FEIL— b
o 198.51.100.0/24 D4~ — kU =4 192.0.2.10

o 2001:db8:2::/64 &4 — b =4 2001:db8:1::10

. Playbook D#EX =ML £7,

I $ ansible-playbook --syntax-check ~/playbook.yml

ZDAXR Y NIEBXAWRIET 2T THY., BMNEIFTEYRERENLFETDZEDT
CEITEFRLTLEIWY,

. Playbook ZZ17 L X7,

I $ ansible-playbook ~/playbook.yml

. BENR/—RTUTZTVWET,

a. IPv4IL—hERRLET,

#ip -4 route

198.51.100.0/24 via 192.0.2.10 dev enp7s0

b. IPv6 L—hERRLET,

X E DR

1L %

(=S
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#ip -6 route

2001:db8:2::/64 via 2001:db8:1::10 dev enp7s0 metric 1024 pref medium

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —

19.14. NETWORK RHEL ¥ A 57 A0 — )L %A {# M L 7= ETHTOOL 4 7 O — R#EBED

=L ==

X AE

network RHEL ¥ 2 7 A 0— )L %M L T. NetworkManager %D ethtool #aE %X ETX X7,

BF

network RHEL ¥ 27 LAO0—)L&FAT 2 L1 DRTEIC. LA THEELIEEE
EENA—BLAWES., YXO—I)LIZALCEAFIOREDEKE O 7 7ML a4 —1N—5
ARLET, ChOEDERT 72 MIYEY NEINABWEDICTBICTIE, IPERERE
DERENT TILHFEETZHETEH, RY NT—IEERTO7 71 IILDRELAEE T LA
TRHFTIEELTLLEIL,

Gl s
e OV INO—JL/—REBERR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/— RKRADEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

¥R
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool features
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
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gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
features:
gro: "no"
gso: "yes"
tx_sctp_segmentation: "no"
state: up

Z @ Playbook I, enp1s0#EH 7O 7 7 1 L ERDERETEXRLET, 7OT7 74D T TIC
BET A ROBREICEFLET,

#HIPvA 7 RL R - 24 4T %y YR Y %HKD 198.51.100.20
BB IPV6 7 KL R - 2001:db8:1::1 & /64 H T xv YRV
IPVv4 774 NTF—KD x4 -198.51.100.254

IPv6 77 #JL N5 — N x4 - 2001:db8:1::fffe

IPv4 DNS #—/3Y— - 198.51.100.200

IPv6 DNS H#—/X— - 2001:db8:1::ffbb

DNS # 3 K X 4 > - example.com

ethtool ##E:

o SAESEL 70— K (GRO): &

o Generic segmentation offload(GSO): B%1t

o TXstream control transmission protocol (SCTP) segmentation: #&3

2. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/network/ 74 L 7 b ') —
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19.15. NETWORK RHEL > X 57 A0 — )L % {§ A L 7= eTHTooL COALESCE D%

=

&£

network RHEL ¥ 2 7 A 0— )L %M L T. NetworkManager ##%® ethtool coalesce A ETX X
ER

BF

network RHEL ¥ 27 LAO0—)L%FAT 2 L1 DRTEIC. LA THEELIEEE
EEA—BLAWES., YZO—ILIZACEAFIOREDEHK O 7 7ML a4 —1N—5
ARLET, THOEDENRT 72 MI)EY NEINABWEDICTBICTIK, IPERERE
DERENT TILHFEETZHETEH, RY NT—IEERTO7 71 IILDRELAEE T LA
TRHFTIEELTLLEIL,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —NADERFERTZITHTY M. TD/ —RIIHT % sudo tERDH %,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool coalesce settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
coalesce:
rx_frames: 128
tx_frames: 128
state: up
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Z @ Playbook I, enp1s0#EH 7O 71 L ERDERETEXRLET, 7OT7 74D T TIC
BEET A ROBREICEFLET,

o FHIIPVAT RLR-/28 4T Xy hY XY %HD 198.51.100.20
o EHIPV6 7 KL R -2001:db8:1::1 (/64 Ty N RUHVY)
o IPv4F 7 A MTF—FMD T4 -198.51.100.254

e IPV6 774/ N5 — KD A -2001:db8:1::fffe

e |Pv4 DNS H#—/\— -198.51.100.200

® |Pv6 DNS H—/\— -2001:db8:1::ffbb

e DNS#RZ KX A >~ - example.com

e ethtool coalesce MEXE:

o RX7L—L4A:128
o TX7L—LA:128

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT DT THY ., BWNEITBEBYLRERENSRETEHEDTIEAW
CEITEFRLTLEIWY,

3. Playbook #Z2fT L7,

I $ ansible-playbook ~/playbook.yml

B
e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 2 b ') —

19.16.NETWORK RHEL ' R F ALAO0—J)LEZFEARALT. W4y ROy 7=
EROTEOICY VT NYy T7—H A T HEDT

Nry ROy TERRETT TV 75— a BT —SDIBKR. 914 LT70 6 FLEBFZTOMOEEE
WET2HEEE. A —YRXRYRNTNNARAD) IRy T7—DH A X %BPRLET,

)TNy 77— BRNY 77 —THY, 7—N—70— L >THEDT—IHNLEXTINET,
XY NT—=0H—RIE, EETX)BLVSER) VY IRy 7 7—5BYLTET, SEYVINY
77—lE. TRARARSAN=—ERY NT—DV A4V 9 —T 4R AO—5— (NIC) DEITHEIN
F9, Tk N—FROzTEYAHF /2L SoftiRQ EEHEMEIENZY T I T TEYRAAICEL ST
NICHSH—RIVLICBREITEZET,

A—RIVERX YV TNy 77 —%FRALT. TNARARSAN=—DEENNTY NEWIBTEDLDIC
BRBEBEFTEHEGBNNTY NEBRMLET, TNXARARTAN—E, BFEILSoftIRQ ZFALTRX ) V%
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FLAYLET, Thic&Y, BE/NT v M sk_buff £7213 skb EIFEN D h—RILT—FHEEIC
REIh, h—XIVERHLTEAET BV Y NefBETEZT7 TV r—2avETOREBEZRKLE
-3—0

A—FRIETX Y IRy 2 7—%FHALT. XY NIT—=VICEETEI2HREIHZRE/NTY MR
LET, TNHD) IRy T 7—ERY Y ID—FBETFICHY., Ny ROy THERETZEELR
AVIMNTHY., RYMNT—=IONRT3—TVRAICEFELERIFLET,

BF

network RHEL ¥ 27 LAO0—)L&FAT 2 L1 DRTEIC. LA THEELIEEE
EENA—BLAWES., YXO—I)LIEZACEAFIOREDEK O 7 7ML a4 —/1N—5
ARLET, CHOEDERT 72 MIIEY NEINABWEDICTBICTIE, IPERERE
DERENT TILHFEET ZHETEH, RY NT—IEERTO7 71 IILDRELAEE T LA
TRHRFTIEELTLLEIL,

AR
e OV INO—JL/—REBERR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—)L/—Kicasq4rvLTw
%,

o BIENR/—RKRADEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH %,

o TNAZRNMYR—KTIRRIVINYy 77— A4 X%BEL TV,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with increased ring buffer sizes
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
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ring:
rx: 4096
tx: 4096
state: up

Z @ Playbook . enp1s0#EHTOT7 71 L ERDERETEXRLET, 7OT7 74D T TIC
BETH5EIE. ROBREICEFLET,

o FHIIPVAT RLR-/24% TRy YRV %ZHD 198.51.100.20
o EmMIPV6 7 KL X -2001:db8:1::1 & /64H 7Y YRV
o IPVAT 74 KT—FU A -198.51.100.254
e IPv6 774V MT— MU x4 -2001:db8:1::fffe
e [Pv4 DNS #—/\— - 198.51.100.200
e |IPv6 DNS #—/X— - 2001:db8:1::ffbb
e DNS#Z KX A ¥ - example.com
o JUINyT7—IV MY —DRAH
o = (RX): 4096
o = (TX): 4096
2. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT DT THY ., BWNEITBEYNRRENSRETEHEDTIEAW
CEITFERLTLEIWY,

3. Playbook #%2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 2 b ') —

19.17.NETWORK RHEL ' 2 F AO—J)LDF v N7 — 2 4REE

network RHEL ¥ 27 A0 —)bid, Playbook TT/\f R%ERXET H7-DDIREHREEZTR— P LTWE
¥, IhIliE. network_state THDEZIREREEFEHAL X T,

o RERETCESHOAEEFERTIE, 1 V9 —T7 4 A%HRETE., NetworkManager I£Z
NoDA VI =T IARADTAT7AINENRNY I TSI RTHERLET,
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o network_state ZH %2 FHT &, EENMMERA T I VEABETEXY, LOITRTOF
ToavigrnEEHRY F$, 72 L. network connections EHAFHEL T, ®*vy hT7—7
BR7O774IVEEETZICE. IRTORELEET 2LEN HY T,

REZE, BMIP7 RLARETA —F Ry MERZERT 2ICIE. Playbook TRMD vars 7O ¥
ZEALEY,

RREERE & ST Playbook BE D Playbook
vars: vars:
network_state: network _connections:
interfaces: - name: enp7s0

- name: enp7s0
type: ethernet

interface_name: enp7s0
type: ethernet

state: up autoconnect: yes
ipvé4: ip:
enabled: true dhcp4: yes
auto-dns: true auto6: yes
auto-gateway: true state: up
auto-routes: true
dhcp: true
ipv6:

enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

TeEZE, EEBDEDITERLEFMIP 7 KL AREDERAT —Y ADHERZET BT,
Playbook TRMD vars 7Oy 7 #FHALE T,

RREERE % ST Playbook BE D Playbook
vars: vars:
network_state: network _connections:
interfaces: - name: enp7s0
- name: enp7s0 interface_name: enp7s0
type: ethernet type: ethernet
state: down autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: down
B

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/network/ 74 L 2 h!) —

162



$202Z PODMANRHEL Y X5 A0—J)LA{ERHL-OYTF—OD
=Ig

#5203 PODMAN RHEL Y 257 AO— V&ALV T F—DER

podman RHEL ¥ 27 L0—)L%{FHJ 5 &, Podmani&E. AV 7+—. 8L Podman AV 7+ —
%3219 % systemd H—ERXREEETEET,

201N VROV M EFRALAEIL—MNLROYTFHF—OERK

podman RHEL ¥ 27 AL 0—)L%{FEHY % &, Ansible Playbook ZZ{TLT/NRA Y RV MI&Y
V—hLRAvFFr—%mL, 77V r—>ay

AR E 4
A hO—IL/—REBERR/ —RE#EELTWS,

FIR

BEWR ) — RADERKICERTZ27HT Y M, FO/— RIZXT 5 sudo #EEHL D 5,

ROAR%EE Playbook 7 7 1 )L (ffl: ~/playbook.yml) =/ L £,

- hosts: managed-node-01.example.com

vars:

podman_create_host_directories: true

podman_firewall:
- port: 8080-8081/tcp
state: enabled
- port: 12340/tcp
state: enabled
podman_selinux_ports:
- ports: 8080-8081
setype: http_port_t
podman_kube_specs:
- state: started
run_as_user: dbuser
run_as_group: dogroup
kube_file _content:
apiVersion: v1
kind: Pod
metadata:
name: db
spec:
containers:
- name: db
image: quay.io/db/db:stable
ports:
- containerPort: 1234
hostPort: 12340
volumeMounts:
- mountPath: /var/lib/db:Z
name: db

ZEEWTEEY,

BEIEWWR/ — KT Playbook #R{TTEd1—H¥—&Lcarybao—)b/—Kicasq4rLTw
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volumes:
- name: db
hostPath:
path: /var/lib/db
- state: started
run_as_user: webapp
run_as_group: webapp
kube_file_src: /path/to/webapp.yml
roles:
- linux-system-roles.podma

ZOFIETIF. 2203V TF—%HD Pod 2{EB L £9, podman_kube_specs O —J/LZE#
& Pod B8R L F 7,

® run_as user 7 41 —J)LR& run_as_group 7 41 —J)LRIE, AV FF—DMNIL— ML ATHS
JEEEELET,

e Kubernetes YAML 7 7 1 JL % &3 kube_file_content 7 1 —JL K&, db & WD ZEID &R

MDAV TF—%EFHLZFT. podman kube generate 17 > R%fFH L T Kubernetes
YAML 7 74 Ve TEFT,

o db a7+ —I%. quay.io/db/db:stable 1> 7+ —A X —JICEDVWTWET,

o db/ N1 Y RIYDU Y ME RANLED varllibidb T4 L2 N =%V FF—AD
varfllib/db T4 LI MU=y T LET, 275730 T VT4 R—MEH
BIRNNE[MTBEH, db AV T F—DOHFHI AV T UVILTIERATEEY,

e kube_file_src 74 —J)LNIF2FEBDIAVFF—%2E&LEFY, A hO—5—/—KD
/path/to/webapp.yml 7 7 1 LDRHRAEIE. ¥*—Y K/ — KO kube_file 7 1 —JL KO
l:o_-éni-a—o

o RAMLEIZFTa4 LV M) —%/EKT %ICIE. podman_create_host_directories: true % 5%
ELET, ThickY. hostPath R 2 —AL®D kube {E#%EMEEL. KA NLEICZR LD
TALIRN)—%EHRTHEDICO—IVICETRLET, FIBESHEREZ X S ICHED < i
TEIURENH BI5EIL. podman_host_directories #FH L £ 7,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWEITBYLRRENSRETEHEDTIEAW
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/podman/ 74 L 7 b ') —

20.2. PODMAN R1) 2 — A% {#FH L7~ ROOTFUL OJ v 5 F+—DERK
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podman RHEL ¥ 257 A0—JL%{HHT % &, Ansible Playbook #3217 L T Podman /R1) 2 — A% #FD
W—h7NAVFF—%ERL, 77V —>aVvkEsBETEET,

AIRE 4
e OVINO—JL/—REBERTR ./ —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

=2
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- hosts: managed-node-01.example.com
vars:
podman_firewall:
- port: 8080/tcp
state: enabled
podman_kube_specs:
- state: started
kube_file_content:
apiVersion: v1
kind: Pod
metadata:
name: ubi8-httpd
spec:
containers:
- name: ubi8-httpd
image: registry.access.redhat.com/ubi8/httpd-24
ports:
- containerPort: 8080
hostPort: 8080
volumeMounts:
- mountPath: /var/www/html:Z
name: ubi8-html
volumes:
- name: ubi8-html
persistentVolumeClaim:
claimName: ubi8-html-volume
roles:
- linux-system-roles.podman

ZOFIETIF. 120V TF—%EL Pod Z{EK L £, podman_kube_specs 0 —JLZE#
& Pod Z&EiR L F 7,

o F7#JLKNTIE, podman O—JLIEI— K7LV T F—%ERLET,

® Kubernetes YAML 7 7 1 L& &T kube_file_content 7 1+ —JL K&, ubi8-httpd &L\ 5 £
AOAYTF—%2E&HLET,

o ubi8-httpd O > 7 F—I&. registry.access.redhat.com/ubi8/httpd-24 3> 577+ —1
A—=TJILEDVWTWET,
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® ubi8-html-volume |Z. "R b ED /variwww/html 7« L2 M) —A 2V FF—IC
XYy TLET, Z757F AT UVICTSAR—RNERESRILEMITD
&, ubi8-httpd AV T F—DHN AV T UVICT I EATEET,

m Pod ik, ¥U v bR /var/www/html Z{EH L T, ubi8-html-volume & \L\ D &Hi
DEBFEDKEERY 2 —LETIYNLET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZ2EDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/podman/ 7«4 L 7 b ') —

203.v—2 L v NEFEHRLZ QUADLET 7 ) 5r—> 3 Y DERK

podman RHEL ¥ 27 40— JL%{EA L T, Ansible Playbook #%£17§% 2 & T, ¥—2L v hEED
Quadlet 77U r—> a v aERTEET,

AR EH
e OVINO—JL/—REBERR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—&LTcarybo—)b/—Kicarsq4rLTw
%,

o BIENR/—RKADOEMICHERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

o VT FT—ADWeb H—N—"FRAT HAAE EWTIGT HHWERIL. ~/certificate.pem 7 7
A1)V & ~/key.pem 7 7 A JLICIRTFEINZE T,

FIE
. SEFAEEMBRE I 7M1 ILDOARABERTLET,

$ cat ~/certificate.pem
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CDBERIFBDFIETHEIIRY XY,
2. HMBmMDEWEHRERESEINAL 7 7M1 ILICRELE T,
a. vault ER L 9,

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

b. ansible-vault create IY¥ >~ RTITF 1 ¥ —HFHWEL, BB T—4 % <key>: <value> 4
XTAALET,

root_password: <root_password>
certificate: |-

certificate THH & U key B DT R TDITN 2 DDAR—RATIHED L DICLET,
c. EHEZFRELT. T7149—%FALZ9, Ansible [Zvault ROTF—4 #BESELLE T,

3. ROABREEZL Playbook 7 7 1 )L (f§l: ~/playbook.yml) =R L £,

- name: Deploy a wordpress CMS with MySQL database
hosts: managed-node-01.example.com
vars_files:

- vault.yml
tasks:
- name: Create and run the container
ansible.builtin.include_role:
name: rhel-system-roles.podman
vars:
podman_create_host_directories: true
podman_activate_systemd_unit: false
podman_quadlet_specs:
- name: quadlet-demo
type: network
file_content: |
[Network]
Subnet=192.168.30.0/24
Gateway=192.168.30.1
Label=app=wordpress
- file_src: quadlet-demo-mysql.volume
- template_src: quadlet-demo-mysql.container.j2
- file_src: envoy-proxy-configmap.ymi
- file_src: quadlet-demo.yml
- file_src: quadlet-demo.kube
activate_systemd_unit: true
podman_firewall:
- port: 8000/tcp
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state: enabled
- port: 9000/tcp
state: enabled
podman_secrets:
- name: mysql-root-password-container
state: present
skip_existing: true
data: "{{ root_password }}"
- name: mysql-root-password-kube
state: present
skip_existing: true
data: |
apiVersion: v1
data:
password: "{{ root_password | b64encode }}"
kind: Secret
metadata:
name: mysql-root-password-kube
- name: envoy-certificates
state: present
skip_existing: true
data: |
apiVersion: v1
data:
certificate.key: {{ key | b64encode }}
certificate.pem: {{ certificate | b64encode }}
kind: Secret
metadata:
name: envoy-certificates

ZDFIETIE. MySQL T—9R—R EHMAEDET WordPress AV T VY EBY AT L%aE
B L 9, podman_quadlet_specs H—I/LZE# TIE, Quadlet D—EDHREZEHELFTT., T

DHFEF. BEDHECEETZOA VT F—F LY —ERDIIL—T525BLET, ThiC

RDAEFRZEEHETT,

Wordpress *v k7 —7% %, quadlet-demo *v h7—271=v NTEEHL X,

MySQL AV F+—>DRY 2 —LEE%. file_src: quadlet-demo-mysql.volume 7 1 —JL
FTEZELET,

template_src: quadlet-demo-mysql.container.j2 7 1 —JL RZ R L T, MySQL A~V 7
T—DOREEZEKLEFT,

FD&IC. 2 DD YAML 7 7 1 )L file_src: envoy-proxy-configmap.yml & & O
file_src:quadlet-demo.yml %35 L £ 9., .yml [EE%A Quadlet 2=y k¥ A TFTlERW
feh, INLDT77A4ILIEAE—INBEIFT. Quadlet ftike L TIFMIBIhARWT &
ISEFR LTSIV,

Wordpress & Wenvoy 7OF > —a 7+ —&5&E%. file_src: quadlet-demo.kube
T4—ILRTERLEY, kube 2= M, [Kube] €7 > 3 YARDLEED YAML 7 74
JL% . Yaml=quadlet-demo.yml & & U' ConfigMap=envoy-proxy-configmap.yml & L T
SRLEY,

4. Playbook D#EXAMIIL £,

I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml
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ARV NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEITEFRLTLEIWY,

5. Playbook #Z2fT L £ 7,
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/podman/ 71 L 7 k1) —
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FE21Z RHEL > A7 L0 —)L%{FEH L 7= POSTFIX MTA D& E

postfix RHEL ¥ R 7 L O— /)L AFAT 5 &, Postfix t—EXDODBEHEREEZ—E L THRLETEET,
Postfix Y —E R, EV 15— RS LVIETIERBELS T 3 V% EA Tz Sendmail D X — )L
EHET—Y ¥ b (MTA) T, rhel-system-roles /Xy 77—, TORHEL YR FALO0—ILEY T 7
LYARFaXVEIDEENRTVWETY,

21.1.PosTRIX RHEL > A7 A0 — /)L A L = E A7 POSTFIX MTA &1E
DI=E Lo

postfix RHEL ¥ 27 AL0O0— /L&A L T, BERR / — KIC Postfix Mail Transfer Agent &4 >~ X2 h—

Gl s
e OVINO—JIL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTEd1—H¥—¢LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/—RKRADEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: Manage postfix

hosts: managed-node-01.example.com
roles:

- rhel-system-roles.postfix
vars:

postfix_conf:

relay_domains: $mydestination
relayhost: example.com

e gethostname() BT L > THRINZTLEM N XM % (FQDN) EIFELRZKRA MR %E
Postfix TEAT 2155 1&. 7 7 1 )LD postfix_conf: 177D FIZ myhostname /X5 X —
Y—%ZEBMLEY,

I myhostname = smtp.example.com

o RXAVEZH myhostname /XT A —H—D KX AV ZERIRZIHFEIZ. mydomain /X5
A—45—%BMLET, ThUADHZEIE. $myhostname N SRAMD AV R—% > b %&
PROLENMERSINE Y,

I mydomain = <example.com>

e postfix_manage_firewall: true ZH #FHAL T, Y——LDT 74 77 #+—JLTSMTP
R—MERETET,
SMTP BE®DR— b T#H % 25/tcp. 465/tcp. H LUV 587/tcp A BB L £9, EH ' false
ICEREINTWBIGAE, postix O—ILIE 7 74 7o 4—ILEBEBLEFEA, T7 4L M
false T9,
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X5
At

Pz
| postfix_manage_firewall ZHDHERIZR— MDEBMICREINTWVWET,
R—MOHIRICIKFERATEEF A, R— MN2HIRT 25E1&. firewall RHEL
A Y2FLO— L EBEEERALET,

o EEPNADR—NEFERAT ZHEIL. postfix_manage_selinux: true T % & E L T.
R— M —/"—_ET SELinux RISETNIC IR IFINELDICLET,

I—ILEHIBRT 55EE1E. selinux RHEL Y AFLAO0—/)LEEEFERLE
-a—o

a3
postfix_manage_selinux Z#DH&(E. SELinux R ¥ —ADIL—ILDE
MICREINTWVWET, RUY—DoI—ILZHIRTZIEIEFTTEEA,
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFERLTLEIWY,

3. Playbook #Z21T L £ 9,
I $ ansible-playbook ~/playbook.yml
B

e /usr/share/ansible/roles/rhel-system-roles.postfix'README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/postfix/ 71 L 7 k1) —
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B22E RHEL Y X7 A0—)L7%{#FA L7 POSTGRESQL D1 ~ R
N—=ILBLVERE

VAT LEEEIL, postgresql RHEL ¥ 257 AO—)L%FM L T, PostgreSQL Hr—/X—D A Y A h—

U, BBE. B, LB N7 VADALEITIZENTETET,

22.1. POSTGRESQL RHEL ¥ X 57 A O0— )L DE

Ansible % {#F L T PostgreSQL H—/\—% 4 Y X h—)b, RE. B, T 57D, postgresql
RHEL ¥ 2 FL0O0—)LEFEATEET,

postgresql D— L2 AL TTF—9XR—AY—N—REEZZBEILL, RT74—TVREAMLEIESZZ
EHETEZXY,

ZoO—J)biF, RHELS 8L U'RHELO BIENWSER ./ — RKRETIHED ) —XAINPR— I TWB/NN—
23> ® PostgreSQL A R—MLZF T,

22.2.POSTGRESQL RHEL ' 257 40— )L & {#FHA L 7= POSTGRESQL H—
IN—DERTE

postgresql RHEL ¥ R 7 L 0O0— )L %A L T, PostgreSQL #—/N\—D4 Y R h—)b, HRE. BE, &
EETOENTEET,

Digk

==
[=]

postgresql O—JLiE. BEEFRKER kD /var/lib/pgsqgl/data/ 71 L 7 b ) —H®D

PostgreSQLEE7 7M1V ZEX#MA F9, LAIOREIF. O—ILEHTEEIN
EREICEREIN, O—ILEHTEEINTLWAWGEIEEDNTET,

Gl s
e OVINO—JL/—REBERR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —NADOERIFERTZT7HAVY M, ZD/— RIZHT 3 sudo HERD H 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Manage PostgreSQL
hosts: managed-node-01.example.com
roles:
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- rhel-system-roles.postgresq|
vars:

postgresql_version: "13"
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., BENEDPRBEDLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #%fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BEEEIR
e /usr/share/ansible/roles/rhel-system-roles.postgresql/README.md 7 7 1 JU
e /usr/share/doc/rhel-system-roles/postgresql/ 74 L b ') —

® PostgreSQL D{FEH
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23 RHEL Y AT ALAO0—J)LABRALEY AT LDES

rhc RHEL Y A7 L0—)L%EAT % &, EEEIL Red Hat Subscription Management (RHSM) & & U
Satellite ' —/N—~DEHDL AT LDEF=EHEELTETEY, TDO—JLE, Ansible ZERT 5
ET, Insights EEDREI RV B LIVEBYRVEYR—MLET,

23.1.RHC RHEL Y 27 A0— L DHE

RHEL ¥ 27 L0—)LiE, BEOYRTL%) E— N CEBTELHOO—BELLERESN VY —T (1R
ZRMT20-ILDOEY bTY, YE—PMRAMRE (rhe) RHEL Y 2T LAO0—I)L2fEHT 2 &, B
# & RHEL ¥ 2 7 A% Red Hat Subscription Management (RHSM) & & TF Satellite % —/N— (R EIC
B8R TEFd., T74IMTIE, rheRHEL YR FAO0—LEFRAL TV RATLEEFETDE, VAT
LD Insights ICERINE T, I5IC. theRHEL Y AT AO—I)LAFEATZ &, RO ENATREICA
YEd,

® Red Hat Insights ~NDIEHDERE

JRY M) —DBEMES L TEML

EFmICERYT 20X —0RE

Insights {18 & HENE#HT DR E

SRATLDY) ) —ADERE

Insights % 7 D& E

23.2.RHCRHEL Y 2FAL0O0—)LEGFERA LY AT L DEF

rhcRHEL YR 7 40— %EFEHAL T, YAT L% RedHat ICESRTEEY, 774/ MTIE. rhe
RHEL ¥ R 7 L0O—)bik, BEEFIZT AT L% Red Hat Insights IR L £ 9,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/)—RKRADOEMICERTEZT7HI Y MI, TD/—RIZNT 25 sudo HERENH 5,

FIE
1 MBEMEOSWERARSIEINZT7 74 ILICREELE T,
a. vault ERR L 9,

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

b. ansible-vault create 1YY R TI 7«1 ¥ —HDFHWE L, #ET—49 % <key>: <value> %
XTAALET,
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activationKey: <activation_key>
username: <username>
password: <password>

c. ZEHARELT, TT49—%BFHLET, Ansible lZvault RDTF—4 2BES1LLE T,
2. ROABREEZL Playbook 7 7 1 )L (f§l: ~/playbook.yml) Z/ER L £,

o TUOFAR—U 3 VF—CHRIDAEHERLTEST DICIE G, RO Playbook % f#F
L/i-a—o

- name: Registering system using activation key and organization 1D
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:

- role: rhel-system-roles.rhc
vars:

rhc_auth:

activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organizationlD

o 1—H—FENRRT—RFZFEALTERKT ZICIE. RO Playbook ZERA L X9,

- name: Registering system with username and password

hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:

rhc_auth:

login:
username: "{{ username }}"

password: "{{ password }}"
roles:

- role: rhel-system-roles.rhc
3. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

ARV NIIBXERIETZLETTHY ., BENEDPRBEYLERENSRETZEDTIEAN
CEIFERLTLEIWY,

4. Playbook #Z21T L% 7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
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e /usr/share/doc/rhel-system-roles/rhc/ 714 L 7 h1) —

® Ansible Vault

23.3.RHCRHEL Y A7 A0O0—)L%{#FH L 7= SATELLITE ADY R T LDF

KD Satellite # AL TV AT LARXEE T 21545, Satelite ENL TV AT LEEFETDINELHY
F9, rhcRHEL > RFL0—I)LEFALT. Y AT L% Satellite IC!) E—NTEHFETEFET,

Gl s
e OV INO—JL/—REBERTR ) —RAEELTWVNS,

o TIEWR/— KNTPlaybook &#R{TTER1—H¥—¢&LTcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —RFNADERIFERTZT7HAVY M, ZD/— RIZHT 3 sudo HERDH 5,

=S ]
1 MBEMEOSWERARSIEINZT7 74 ILICRELE T,
a. vault R L 9,

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

b. ansible-vault create IY¥ >~ RTI 71 ¥ —HFHWH, BET—4 % <key>: <value>
XTAALET,

I activationKey: <activation_key>

c. TEAERELT, T7149—%FHLZET, Ansible I vault ROT—4 28BS LE T,

2. ROARABR%EEZE Playbook 7 7 1 )L (f§l: ~/playbook.yml) =/ L £,

- name: Register to the custom registration server and CDN
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organizationID
rhc_server:
hostname: example.com
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port: 443
prefix: /rhsm
rhc_baseurl: http://example.com/pulp/content

3. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

DAY NIIBXERIETZLETTHY ., BNEDPRBEYLRERENSRETZEDTIEAN
CEIEFRLTLKEXIWY,

4. Playbook #Z21T L %7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
e /usr/share/doc/rhel-system-roles/rhc/ 714 L U h1) —

® Ansible Vault

23.4.RHC RHEL ¥ X7 A0 —)L7%ZEMA L TEHFIRIC INSIGHTS ~ND#ifi %
micd B
rhc RHEL YR T7 AO—)LEZHA LTI RATLZERTZE, ZOA—ILICEY T 7 4L MT RedHat
g??inﬁﬁﬁﬁ%E@UiTo%E@V%%M\mcmELDZ?AD—N%ﬁﬁLT%%ET
AIREH

o IV hO—)L/—REEERR/ —REEBLTWS,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKADOEMICHERTEZT7HIY M, TDO/—RIINT 2 sudo HERENH 5,

o VAT LEFHELTWS,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Disable Insights connection
hosts: managed-node-01.example.com

roles:

- role: rhel-system-roles.rhc
vars:

rhc_insights:

state: absent
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2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/rhc/ 714 L U h!) —

23.5.RHCRHEL Y A FLO0—J)LAEFALAZY RY N —DBERE
thcRHEL YR 70— AFRAL T, BEWYR/ —RKREOYRIMN)—%1) TE—NTEWMEITED
ICTEEY,
ClEis 32
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKADOEMICHERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
o TIMWHR/) —NLELTEMELITEMCTBYRIS N —DFMEBIBEL TWS,

o JRATLEFHELTWS,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,
o YRIYKNY—ZFMITBITE. UTFETVET,

- name: Enable repository
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_repositories:
- {name: "RepositoryName", state: enabled}

o JRINY—ZEMITBICE. UTZ2TVET,

- name: Disable repository
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hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: disabled}
roles:
- role: rhel-system-roles.rhc

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., BNEDPRBEYNLERENSRETZEDTIEAN
CEIFERLTLKEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/rhc/ 74 L 2 h1) —

23.6.RHCRHEL Y A7 LO0—)LZFEHLTY ) —ZAN—=TU 3 VODRE
BHRFN—Ca v TR, BEDIYAFT—RHELXA—CavD YRS N —DHEFETZLEIICTR
TLEFIRTEET, CDEIICLT, YVATALAERFEDYA FT—RHELNX—Y a3 vilAy I TXE
-a—o
IS 3as

e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢LTcarybo—)L/—Kicasq4rLTw
%,

o BINR/—RKRADEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

o VAT ALAAOYYITBRHELDYA FT—N—=J 3V ABERLTWS, YATAEOYYITES
Dit, RAMPBEEEFTLTWBRHEL YA F—/1N—Y 3y, FEEFNUBOYA F—/N—
TavDAITHDIEITEELTLEI W,

o JATLEFHELTWS,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Set Release
hosts: managed-node-01.example.com
roles:
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- role: rhel-system-roles.rhc
vars:
rhc_release: "8.6"

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., BNEDPRBEYLRERENSRETZEDTIEAN
CEIEFRLTLKEXIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/rhc/ 714 L U h1) —

23.7Z.RHCRHEL Y AT LAO0—)LAFRALTHRA N EEF T ZEOTOF
—H—N—0DFEH
Xxa)Fa—4IRICEY., TOFY—H—N—BEATODIA VI—XY "MADT I EADFATINT
W3EEIE, rheRHEL YR T ALAO0— )L AFRAL TV AT LEEFT D& XI(C, PIaybook’C°7°D=\'—°/—
DEREHIEETTZET,
BRS¢

o OVRNO—JL/—REBEWR/ —RE#EFELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&LCcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKRADOEMICERTEZT7HIY M, TDO/—RIINT 2 sudo HERENH 5,

FIR
1 MBEMEOESWERARSIEINET7 74 ILICREELE T,
a. vault #EERK L £ 9,

$ ansible-vault create vault.yml

New Vault password: <password>
Confirm New Vault password: <vault_password>

b. ansible-vault create 1YY R TI 71 ¥ —HDFHWEL, #ET—4 % <key>: <value> %
XTAALET,

username: <username>
password: <password>
proxy_username: <proxyusernmes
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I proxy_password: <proxypassword>

c. ZEHAERELT, TT49—%BFLET, Ansible lZvault RDTF—4 52BES1LLF T,
2. ROARABEEZL Playbook 7 7 1 )L (f§l: ~/playbook.yml) Z/ER L £,

o JOFX —AFEALTRedHat hRAY T —R—HILICESRTDICIE. UTAETLET,

- name: Register using proxy
hosts: managed-node-01.example.com
vars_files:
- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy:
hostname: proxy.example.com
port: 3128
username: "{{ proxy_username }}"
password: "{{ proxy_password }}"

® Red Hat Subscription Manager Y —E XD EHMN S TAOF ¥ —H—/N—%HIRT 5 11,
UFEaERTFTLET,

- name: To stop using proxy server for registration
hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:
rhc_auth:
login:
username: "{{ username }
password: "{{ password }}"
rhc_proxy: {"state":"absent"}
roles:
- role: rhel-system-roles.rhc

3. Playbook D#XAMEEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

4. Playbook #Z21T L %7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml
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RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
e /usr/share/doc/rhel-system-roles/rhc/ 74 L U h!) —

® Ansible Vault

23.8.RHCRHEL ¥ A5 AO—J)L%{FHA L 7= INSIGHTS JL—IL DO BENEEH D
i gVIL o

rhc RHEL ¥ 27 L0—)L%EH L T, RedHatlnsights DEENUNEIN —ILBHFREEMICTETET, T
7 4L M TIE, ¥R T L% Red HatInsights ICIE# S 2 &, DA T2 a v HAEMTRY £9, rhe
RHEL YR 7LO0— I FATEE. INZEMITETET,

pz -1o)
CDHREEEMICT BBAIF. AWIL—ILEFR 7 7ML A2FHEL. RFORIEEHFEE
BLAEWYRIAHY FT,
GlEis 3a
e OVIMA—IIL/—REBEERR/ —FEEHELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&Lcarybo—)b/—Kicarsq4rLTw
%,

o BIENR/—RKADOEMHMICERTEZT7HIY MI, FDO/—RIINT 2 sudo HERENH 5,

o JATLEFHELTWS,

FIR
1 MBEMEOSWERARSIEINET7 74 ILICRELE T,
a. vault #ERRK L £ 9,

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

b. ansible-vault create 1YY R TI 71 ¥ —HDFHWE L, #ET—4 % <key>: <value> %
XTAALET,

username: <username>
password: <password>

c. TEERELT, T7149—%BFHLZET, Ansible I vault RODT—4 28BS LE T,

2. ROARAB%EEZL Playbook 7 7 1 )L (fjl: ~/playbook.yml) Z/Em L £,

- name: Disable Red Hat Insights autoupdates
hosts: managed-node-01.example.com
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vars_files:
- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
autoupdate: false
state: present

3. Playbook D#XAHREEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYLRERENSRETZEDTIEAN
CEIFRLTLKEIWY,

4. Playbook #Z1T L %7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
e /usr/share/doc/rhel-system-roles/rhc/ 714 L U h!) —

® Ansible Vault

23.9.RHCRHEL ¥ A5 L0 — )L %A {FR L 7= INSIGHTS 818 O #x11t

rhcRHEL Y R 7 L40— )L FEAL T, INREZBENICEFTDLIICV AT LAZRECEET,
Y A7 Is% Red Hat Insights ICI&#ft 9 2 &, T 74 N TEMICAY F9, HELAWVGHIIEMICTS
ZENTEET,

p=a-3]

rhc RHEL Y X7 AO0— )L AL TEBEZBEMNICT S E. RedHat ICEREERLZEE
IO AT L%BETZEENTT LET, Satellite £/ IE Capsule ICEHRINTWSE Y
AT LDGEIE. BEEZBMITZLOICRDOAEERITTIHENHY £9, RedHat
Insights I8 DEE#IL. Red Hat Insights B84 K 28R LTI,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKRADOEMICERTEZT7HIYMI, TD/—RIZNT 5 sudo HERENH 5,
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® |Insights BEDNBMICR>TW S,

o JATLEFHELTWS,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % 9,

- name: Disable remediation
hosts: managed-node-01.example.com

roles:

- role: rhel-system-roles.rhc
vars:

rhc_insights:

remediation: absent
state: present

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLRERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/rhc/ 74 L U 1) —

23.10.RHC RHEL Y 27 40— )L A{ER L7/ INSIGHTS ¥ J D% F

SUEFRALT, YATLDTANI ) TETIN—TIEFTIZENTEET., EFICESWT, 4
TEhAIRAXTBHIELTEET,

Gl s
e OV IMO—JL/—REBERTR . —RAEELTWVS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—ib/—Kicasq4vLTw
%,

o TEWR/ —RFADOERIFERTZT7AYY M ZD/ — RIIHT 3 sudo HERD H 5,

FIE
1 EMEOESWERARSIEINZT7 74 ILICRELE T,
a. vault #ERR L 9,
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$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

b. ansible-vault create I¥ >~ RTI T 1 ¥ —HHHWH, BB T—4 % <key>: <value>
XTAALET,

username: <username>
password: <password>

c. TEERELT, T7149—%BFHLZET, Ansible I vault ROT—4 5285 LE T,

2. ROARAB%EEZE Playbook 7 7 1 )L (f§l: ~/playbook.yml) =/ L £,

- name: Creating tags
hosts: managed-node-01.example.com
vars_files:
- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
tags:
group: group-name-value
location: location-name-value
description:
- RHELS
- SAP
sample_key:value
state: present

3. Playbook O#XAHEEL £,
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

ARV NIIBXERIET 2T THY ., BNEDPRBEULRERENSRETZEDTIEAN
CEITEFERLTLEIWY,

4. Playbook #Z21T L% 7,

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
e /usr/share/doc/rhel-system-roles/rhc/ 714 L 2 1) —

® RedHatlInsights DY RFT LD T 4 IVI YV TETIV—TF
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® Ansible Vault

23.11.RHCRHEL Y A F LAO0— )L & FERH LY A7 LD EREKR

YTR9) T a3 v —EADNFTEICR 2758 I1E. RedHat 'SV AT LDEFEMBRTEET,

=55

FIR

v bhA—=)IL/—REBEWR/ —REERHLTWD,

TR/ — KT Playbook #R{TTEd1—H¥—¢LCcarybao—)b/—Kicasq4rvLTw

%,

BEWRNF/ — RAOERICHERTZT7AT Y M, ZD/ — RIIHT 3 sudo HERD H 5,

VAT ALIFTTICEFEINRTWET,

ROAR%EZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- name: Unregister the system
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_state: absent

Playbook DX = MRFEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY FRIIBX%ZRFLT 27T THY ., BNENTBEURRED OFRETDEDTIEAW

CEITEFERLTLEIWY,

3. Playbook #Z2fT L 7,

I $ ansible-playbook ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/rhc/ 714 L 2 h!) —
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F24F RHEL Y 257 L0—)LA{EA L7 SELINUX D& E

selinux RHEL Y 25 A0—)LAEBL T, DY AT AT SELInUX HEREZRES L VBETEEY,

24.1.SELINUX RHEL > R 5L O0—J)LDBE

RHEL Y257 L0—)bid, BEDORHEL Y RT L% E—MNTCEEBTZ/-OOD—BLIERES VY —
T4 AARMT S Ansible A—ILBLVPEY2—I)LDAL Y>3V TH, selinux RHEL Y A F AO—
IWAEFERTZE, ROT7HIVavERITTEET,

e SELinux 7—JLE., 77403V FFR M, R—h, BLOTAVICEAETZO—HILRY
V—DEBEEHEELET,

o SELinux RYUY—T—JUl, 774)LaAVFTFAM R—b, BLUOT1VDOERE

o BEINLI7ANELETALIMN)—TI7740AVTFAMEETLIET,

® SELinux EYa1—I)LDELRE
rhel-system-roles /N 7 —2 1Lk YU 4~ X h—J)LXI N3 /ust/share/doc/rhel-system-
roles/selinux/example-selinux-playbook.yml M4 > )L Playbook I&. Enforcing E— KT4¥—4"v

FRYS—%RETHHEERLTWET, Playbook &, BEOO—HILKRY) O —DEERE%EA
L. tmpitest dit/ T4 LY M) —DT7 74N AVTFAMNEETLET,

RS

e /usr/share/ansible/roles/rhel-system-roles.selinux/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/selinux/ 71 L' 7 k1) —

24.2.sELINUX RHEL ¥ 2 7 A0 — )L &R L TEHD S X 7 LI SELINUX
BREZHEAYT S
selinux RHEL ¥ 27 40—V Z2 AT 5 &, RAEEAD SELinux 5% Z £ L T Ansible Playbook %
ElESLVCBERATEET,
B R M

o IvhO—IL/—REEEBRR/ —RKEEELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—)b/—Kicasq4rvLTw
%,

o TEWR/ —RFKADOERIFERTZT7HAVY M, ZD/— RIIHT 3 sudo HERD H 5,

FIR

1. Playbook Z#f® L £9, €OMS%ET 55 rhel-system-roles /Xy 57— D—E& L TA
VA M=ILENF=HY Y TIL Playbook Z#ZEE L TLEX LY,

# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml <my-
selinux-playbook.yml>
# vi <my-selinux-playbook.ymi>
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2. FVAIZEDHE T Playbook DABREZEBLE Y, & AKX ROEHTIE. AT LY
SELinux €Y 2 —JU selinux-local-1.pp Z1 Y XA h—JL L THEMICL X,

selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }

3 EFEFFEL, TFAMITAI—%RTLIEY,

4. Playbook D#EXAMIIL £,
I # ansible-playbook <my-selinux-playbook.yml> --syntax-check

DAY NIIBXERIET 2T THY ., ANEDPRABEYLRERENSRETZEDTIEAN
CEITFERLTLKEIWY,

5. Playbook #Z21T L £ 9,

I # ansible-playbook <my-selinux-playbook.ymI|>

BB
e /usr/share/ansible/roles/rhel-system-roles.selinux/README.md 7 7 1 JI
e /usr/share/doc/rhel-system-roles/selinux/ 71 L 7 k1) —

o F}L v IAN—2EE SELinux hardening with Ansible

24.3.SELINUX RHEL Y 25 A0— )L AFERAL-R— NDOEIE

selinux RHEL ¥ 27 L0— IV &EAT &, BHOY AT LICHTE—E L7 SELinux TOR— K7
VEAEEBAEEHELTEZET, Thid, & x L. Apache HTTP #—/N—%FIDR— I TY v AV T
2LIICHRETRHBEICKILEET, INERTT2ICE, FEDR— MESIC http_port_t SELinux
&4 THEEYHTS selinux RHEL > 27 L 0—)L%FH L T Playbook Z{EK L 9, BEEXR ./ —
N T Playbook #3179 % &, SELinux RY Y —TEBZEINLHFEDH —EZADNIDR—MITI7ER
TEBLDICRYFET,

SELinux TOR— K77 ZREEIL, seport EVa—I)L (O—)I2@F%2FHTZ2LVEEE) Z2FHT
%H. selinux RHEL ¥ 27 A 0—Jb (SELinux 38 E CHIDEE 1T O HBEICEFR) 2FHT 52 & TH
}ETEET, INSDAEIIAFETYT, EME. selinux RHEL Y 27 L0—)bidk, R—MNE2&ET 3

EXilseport EV 12— EFRALET, EE55DHED. BEXNR/ — KRTIT Y N semanage port
-a -t http_port_t -p tcp <port_number> # AT 2D ER LRI HY T,

AIRE 4
e OVINO—JL/—REBEWTR . —RAEELTWVS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

o A7 av:semanage O~V RAFEAL THR— MDREAHESET %ICIE. policycoreutils-
python-utils /N\v s —Y %A VA M= T 20BHHY X,

= s
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#2438 RHEL Y R 57 LAO0—JLAfAL /= SELINUX D%

o MOEFEZMATICR—MNESLITERET 5ICIE, seport EV 2 —IILAFEALET,

- name: Allow Apache to listen on tcp port <port_number>
community.general.seport:
ports: <port_number>
proto: tcp
setype: http_port_t
state: present

<port_numbers (&, http_port t ¥ 1 75 EYLHTER—FBEICESHRAET,

® SELinux DEDMDARY VA X%ftD L YEHMLRELEENR/ —NITH%
i&. selinux RHEL ¥ 27 AL0— /L&A L X9, Playbook 7 7 1 JL (fl: ~/p|aybook.ym|) %
EB L. RONBZEMLET,

- name: Modify SELinux port mapping example
hosts: all
vars:
# Map tcp port <port_numbers to the 'http_port t' SELinux port type
selinux_ports:
- ports: <port_number>
proto: tcp
setype: http_port_t
state: present

tasks:
- name: Include selinux role
ansible.builtin.include_role:
name: rhel-system-roles.selinux

<port_numbers (&, http_port t ¥ 1 75 EYLHTER—FBEICESHRAET,

&
qEI-I.l

o R—IA http_port t ¥4 FICEIYHTHLNTWER I EABRALET,

# semanage port --list | grep http_port_t
http_port_t tcp <port_numbers, 80, 81, 443, 488, 8008, 8009, 8443, 9000

RS

e /usr/share/ansible/roles/rhel-system-roles.selinux/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/selinux/ 71 L 7 k1) —
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B25Z RHEL Y AT LAO0—ILEFERLEZ7714ILT7 9 ADIRE

fapolicyd ¥ 2 7 L 0—JLAfEHY % &. Red Hat Ansible Automation Platform % &M L CT. RHEL Lt
TORRLI—-ROETEHSIENTEET,

25.1.FaPoLIcYD RHEL Y R F LAO0—J)LAEA L TERMOI— RETICHTT 3

REEZHRTE
fapolicyd > 2 7 L O0—JLAEHAT 5 &, Ansible Playbook #3217 L THRBEAI— RDETEH S &
75(‘133 i‘a—o
AR

o IVhO—IL/—REEENK/ —REEfELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&LTcarybo—)b/—Kicasq4rLTw

60

o BEBWR/ —RKRADERKIFEARTEZTHAIY MI, TD/—RIZHT % sudo &R H 5,

FIg

ROAR%EEZL Playbook 7 7 1 )L (ffl: ~/playbook.yml) =/ L £,

- name: Preventing execution of unknown code
hosts: all
vars:
fapolicyd_setup_integrity: sha256
fapolicyd_setup_trust: rpmdb,file
fapolicyd_add_trusted_file:
- </ust/bin/my-Is>
- </opt/third-party/app1>
- </opt/third-party/app2>
roles:
- rhel-system-roles.fapolicyd

linux-system-roles.fapolicyd RHEL ' R 57 AO—LDRDEH A FERAT D E. REEISICH
AITAXTEET,

fapolicyd_setup_integrity

BEMDY 4 FTE LT, none. sha256, size DWIFNOERETEZET,
fapolicyd_setup_trust

EE7 710051 Ffile. rpmd. deb A ETEZ £,
fapolicyd_add_trusted_file

EETXDERTABET 71, LU fapolicyd IC & > TEITEBHIELAWEITHE T 74
WD) RANEBETEZET,

2. Playbook D#XAMEEL £,

190

I # ansible-playbook ~/playbook.yml --syntax-check



P25 RHEL > A7 AO0— )V FRALE7 74 VT V2 ADFERE

ARV NN ZRILT BT THY ., BWNEITBEBYRRENSRETEHEDTIEAW
CEITEFERLTLEIWY,

3. Playbook #Z2fT L £ 7,

I # ansible-playbook ~/playbook.yml

BEER

e /usr/share/ansible/roles/rhel-system-roles.fapolicyd/README.md 7 7 1 JU
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F26E RHEL Y AT LAO0—I)LAE{FALIEZLRBEDETE
EFIEE L, Ansible Core N\whr—C A ERHT &, sshd VY RAFALO0—J)LAFERALTSSH Y —/N\—%E%
ETEZEFT, £/, sshP AT LO0—-ILAFRLTEEDODHDORHEL VAT ALATSSHY 247V M
—ELCEBFICEETEET,
26.1.ssHD RHEL ¥ 257 A 0— )L DZEEN

sshd ¥ X7 LA 0—)Jl Playbook Tld, BHEPHIRICISCTSSHEE 7 7AILD/INFTA—8 —%ZFEHT
TFEY,

INODEHNBEINTUVAWESICIE., AT AO—JLIEFRHELDT 7 #J)L MEER L
sshd_config 7 7 1 JL&ERR L £,

EDLIBIBETEH, 7—IVEIZ sshd FRETHEYICYesE no& LTLVYF YV IInxd, VR b
AL TCEBITOREEBZERTEET, UTICAlERLET,

sshd_ListenAddress:
-0.0.0.0

Loy v JIRUTOLSICRY £,

ListenAddress 0.0.0.0
ListenAddress ::

BIER R

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5« L 2 1) —

26.2.ssHD RHEL > 257 L0 —)L%{FEFH L 7= OPENSSH #—/N\— D% FE

sshd Y 27 40—)L%EA L T, Ansible Playbook #31T L. D SSH H—N—%ZETEZET,

pa 3

sshd ¥ 257 L0—)bik, SSHE LUV SSHD REAEET 5D R FLO0—)L(IDE

BRHEL YRTLA—IILAE) EEBIFEATEET, RENLEZIINARVEDICTS
Ik, sshd O— LA R—LZAR—Z (RHEL8 BIDON—=Y a V) Fzld kaoy 71 v

TA4LYM)—(RHEL) ZEALTWVWR I E&MB LTI,

AR
e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMICERTEZT7HI Y MI, TD/—RIINT 2 sudo HERENH 5,
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¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ ¢,

- name: SSH server configuration
hosts: managed-node-01.example.com
tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd:
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

Playbook (&, U TFD LI IZ, ¥FXF—Y K/ —RAESSHH—N—¢ LTHRELZET,
o NAJ—KR&roota1—H—0OvAVHEMNTHB

e 192.0.2.024 DY TRy hHLDNRRAT—RKBL P root 21— —0AOT A1 VDADEMNT
H5

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #%21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l

1. SSHY—N—iZOJy4 v LET,
I $ ssh <username>@<ssh_server>

2. SSH #—/X—_Et M sshd_config 7 7 1 LORB &AL 7,

$ cat /etc/ssh/sshd_config.d/00-ansible_system_role.conf
#
# Ansible managed
#
PasswordAuthentication no
PermitRootLogin no
Match Address 192.0.2.0/24
PasswordAuthentication yes
PermitRootLogin yes
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3. 192.0.2.024 4 Ty b S root ELTH—N—ICER T E2HRLET,
a. P7RL2RE=HELET,

$ hostname -l
192.0.2.1

IP7 KL ZA°192.0.2.1 - 192.0.2.254 £5FH ILH B I5E L. H—N—IlEHKTEXET,

b. root TH—/NN—IZEHLET,

I $ ssh root@<ssh_server>

BIER R

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5=« L 7 1) —

26.3. JEHEthIER EICssHD RHEL Y R AO0— )L A{EHT 3

BE, sshd VAT LO0—I)LEERAT E, BEEARHINLEEXINTE T, K LEAEFRHDY AT
LO—)L* Playbook B &% FA L T, URICEREEZHFEL TWIGEICHEEZE L2 HEEIHY £
T, AT avaEHBFELANS, BIRULARELS T avIilodsshd Y AT L0V EEET 3
ICIE, FEHMbRER EAFERATE XY,
FEBHEBIEREIZ. UTFAFRAL TERATEEY,

o RHELSLIEITIX, FRER=Ry MNEFRHLZET,

e RHELO LTI, FOY A1 YTALIMN)—HOT7 74V EFERLET, T7 4 bDK
E7 71IE. letc/ssh/sshd_config.d/00-ansible_system _role.conf & LT KOy 74 >~
TALI M) —ICTTICRBBINTVET,

[} =355
e IvhO—JL/—REBEWNR/ —NZEFBLTWDS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKADOEMICHERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

¥
1. ROWBE%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

e RHELSURIZXRITTI2EERR/ — NDIFE:

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure SSHD to accept some useful environment variables>
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ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

e RHELO UM% RITTI2EENRRE ./ — NDIFE:

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure sshd to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-application>.conf
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

sshd_config_file Z# Tld. sshd Y AT LAO—JLICLBREL T a Vv DEZRAHKED
conf 77 M EEHELET, REZ7 7ML BEBEINZIEFEIBET 2ICIE. 2HTODEEEE
B (fl:42-) AERLE T,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEIEFRLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l

o SSHHY—/NN—DHREEHRLET,

o RHELS8 URI%#X{TTI2EERR/— NDIFE:

# cat /etc/ssh/sshd_config.d/42-my-application.conf
# Ansible managed

#

AcceptEnv LANG LS_COLORS EDITOR

o RHELOUMEAZERITTI2EENRE ./ — NDIFE:
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# cat /etc/ssh/sshd_config

# BEGIN sshd system role managed block: namespace <my-application>
Match all

AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>

BEfEI

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5=« L 7 1) —

26.4.ssHD RHEL > A7 0= )L A FRALTSSH Y —/IX—EDIY X T LE
HKOBEELR) Y—A A —/N—54 R

sshd RHEL Y 257 A40—J)LAFHL T, SSHY—N—LEDY AT LLEKDESIERY) —%F—/N—
5S4 RTEFT,

AR
e JIVRNO—JL/—RESENGE/) —REEELTLD,

o TIEWR/— KT Playbook #R{TTEH1—H—&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —NADERFERTZITHATY M. TD/ —RIIRT % sudo tERD H %,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Overriding the system-wide cryptographic policy

hosts: managed-node-01.example.com

roles:
- rhel_system_roles.sshd

vars:
sshd_sysconfig: true
sshd_sysconfig_override_crypto_policy: true
sshd_KexAlgorithms: ecdh-sha2-nistp521
sshd_Ciphers: aes256-ctr
sshd_MACs: hmac-sha2-512-etm@openssh.com
sshd_HostKeyAlgorithms: rsa-sha2-512,rsa-sha2-256

o sshd_KexAlgorithms: ecdh-sha2-nistp256. ecdh-sha2-nistp384. ecdh-sha2-
nistp521. diffie-hellman-group14-shail. diffie-hellman-group-exchange-sha256 7: &
DORZ|WTILT) ALEBRTEET,

e sshd_Ciphers: aes128-ctr. aes192-ctr, aes256-ctr 72 & DIES A BIRTE £ T,

e sshd_MACs: hmac-sha2-256. hmac-sha2-512, hmac-shal 72 &M MAC % ZEIRTE &%
ERP
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o sshd_HostKeyAlgorithms: ecdsa-sha2-nistp256. ecdsa-sha2-nistp384. ecdsa-sha2-
nistp521. ssh-rsa. ssh-dss R EDRFEE T I T L% RRTEET,

RHEL O BEWR / — N TlE, Y RTFTL0O—ILICL > TERED /etc/ssh/sshd_config.d/00-
ansible_system_role.conf 7 7 1 JLICEZ AT h, BSA 7Y a VAEBFNIGERINZE
¥, sshd_config file ZHAFRAL TCI 7MLV ELETEZET, £EL. REEBERICAMIC
TBHEHIC, BREINLBESLRY) > —H1E F£h 5 /etc/ssh/sshd_config.d/50-redhat.conf
T77A4NVEYEHERIEFECTRIICKDZLORT7 74 ILEEFRLTLEIY,

RHEL 8 B &R / — KN TlE. sshd_sysconfig_override_crypto_policy Z#{ &
sshd_sysconfig £ % true ICEREL TA—/N—F 4 REBMICTIBENHY FT,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWNEITBEYRERENSRETEHEDTIEAW
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

o FMHOT%ERRTDSSHERZEAL TFIRARILANE DI N ERILL, EHRLLEH %
UTFOHNTHEETEET,

$ ssh -vvv <ssh_server>

debug?2: peer server KEXINIT proposal

debug2: KEX algorithms: ecdh-sha2-nistp521

debug?2: host key algorithms: rsa-sha2-512,rsa-sha2-256
debug?2: ciphers ctos: aes256-ctr

debug?2: ciphers stoc: aes256-ctr

debug2: MACs ctos: hmac-sha2-512-etm@openssh.com
debug2: MACs stoc: hmac-sha2-512-etm@openssh.com

RS

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5=« L U 1) —

26.5.8SHRHEL ' 257 LA O0—JLDZEE

ssh ¥ X7 L 0—)JL Playbook Tld. HEXRHIRICIECTI ZA TV MSSHERET7 74 ILD/INT X —
Y—EEETEIET,

INODEHABREINTUVWAWESICIE. YAFALAO—JLIERHELDTF 74 NMEEE L O—/N)L
ssh_config 7 7 1 JL&EERR L £,
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EDLIBIBETEH, T—IVEIZ sshBRETHEYICYyes F/zldno& L V¥V I3hExd, VA M%E
FALTEBITOREEB 2 EHTIE T, UTIKAZRLET,

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

Ly IO LSICRY £,

LocalForward 403 localhost:4003

. ¥
4 BEF T3 VT AXTENMXEARINET,

BIER R

I LocalForward 22 localhost:2222

e /usr/share/ansible/roles/rhel-system-roles.ssh/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/ssh/ 714 L 2 b1 —

26.6.sSHRHEL ¥ 257 AO0—J)L%{FRA L7 OPENSSH 7 514 7~ NDERE
B xF

ssh > 27 40—)L%#MAL T, Ansible Playbook #3217 L. B#DSSH IS4 7> b

3_0
P2
ssh ¥ 2FL0—)Lid, SSHE LUV SSHD RBREAZEET 5D A7 L0—)L (ID EIE
RHEL YR 7 LO—)RE) EEHIFEATEET, FENLEZIINAVELDICT SIS
&, sshO—AROY T4 VT4 LI N —%2FEALTVWSZ & (RHEL 8 IETIET
AN ZHR LTI,

([} =355

e OV INO—JL/—REBERR . —RAEELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicarsq4rvLTw
%,

o BIENR/—RKRADEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,

¥R
1. ROWB %S Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: SSH client configuration
hosts: managed-node-01.example.com
tasks:
- name: "Configure ssh clients"
ansible.builtin.include_role:
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name: rhel-system-roles.ssh
vars:

ssh_user: root

ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:

- Condition: example
Hostname: server.example.com
User: useri

ssh_ForwardX11:no

® Playbook I&. U TFDEREAZFEHA LT, ¥Xx—Y K/ —RKTroot2—H%—DSSH Y547
N

Z
YV hMREEITWETY,

o EEMNBMICE>TWS,
e ControlMaster multiplexing A% auto IZEREI N T W 5,

e server.example.com KX ~IC#E#RT 726D example T ') 7 21" userl TH %,

e example KA NI A )7 ZANMERFEAT. TOIA Y FANL—H—% userl ZHD
server.example.com "X hADEFHEERL TW 5B,

o XNEENMENLEINTUVS,
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., BNEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

IR
o SSHEET 7 ALERTL T, BEMR/ — KORENELLWI LERBLET.

# cat ~/root/.ssh/config
# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example
Hostname example.com
User useri

RS

199



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

e /usr/share/ansible/roles/rhel-system-roles.ssh/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/ssh/ 714 L 7 ') —
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B27ZRHEL YR 7 LO0—J)LAFRALTA—AIRARNL—V%E
i

Ansible 2R L TLVM EO—HAIT 7MY AT A (FS) #EE Y 51Tk, RHEL O TERARER
RHEL ¥ X7 L0—)JLD1DTdH 5 storage A—ILEFATEET,

storage O—/LEFAT 2L, TARVEDI7 7MY RT A, BEROTI VICHDZMERY 12— L4,
BLURHEL7.7UBEDEN— 3y TOIT 74 IV RTLADEEABEIETE XY,

27.1.sTORAGE RHEL > A 7 LA O0— )L DHE
storage O—JLIFLA T ZEBETE XY,
o N—F 4 aVAREINTVWARVWTARIDIT 7MY AT A
o MBERY1—LETFAILNYRATLESUREMLVM AR 2 —LT)L—7
¢ MDRADRY 1—LEZDT7AINYRT L
storage O— /L 2T 5 &, RDIRVZERITTEET,
o J7AIIATLEENRT S
o J7AIIATLEHIRYT S
o J7AINVATLERIVINT D
o J7ANIRTLET VIRV INT S
o IVMARYa—LTIV—THERT S
o IVMARYa—LTI—T%HBIKRT S
o MEBARY1—LEEKTD
o MERY1—L%EHIKRYT S
e RADMRY 1—L%ZEMT 2
e RADRY 1—L%ZHIKRYT 2
® RAD CTLVMARY a—LTI—T%EHRT S
® RAD TLVMARY a—LTIL—T%HIKRT 2
o BEIINALLYMARY 2—LTIV—T%EHRT S

e RAID TLVMMBIERY 2 —LEEKRT S

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —
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27.2.STORAGERHEL > A5 LA0—)LAFERALT7OY 7 57/34 RIZ XFS
774NV AT LEVERT S

Ansible Playbook M5l T, storage A—I/LZEHAL T, T 74N MDNRSA =4 —%FHLTTOY
DTINAREICXFS 77 AWV AT LEERLET,

=S5

FIR

202

pa )

storage O—JLIE, N—FT 14 2 a UHREIINTWRVWT 1 RV 2EF 2 IEmER
Ja—L(LV) TOHIT7ANYRATLZERTEET, N—=FT4 23 VIZT7A4ILY R
TLEERT DI EIETEEE A,

A hO—=IL/—REBERR/ —RE#EELTWS,

EIEWMR/ — KT Playbook #R{TTEd1—H¥—¢LCcarybao—jb/—Kicasq4vLTw

BEWR ) — RADERKICERTZ27HT Y M, FO/—RIZXT 5 sudo #EEHL H 5,

ROAR%EEZE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs

WE. N 12— L% (ZOHITIE barefs) (FER T, storage O—JL i, disks: BIHEIC!)
AMNRKRRINTWBETARITNARATRY) 2 —LZHFELET,

¢ XFSIZRHELO DT 74NN 7AINIRTLTHZH, fs_type: xfs 1T EET S Z

EHNTEXT,

MEBERY A —LIKT77ANYRATLEERT ZICIE. T/ VIR a—LTIL—
TEEE disks: BEDTFICLVMBEAEIBEL £9, #FMIE. storage RHEL ¥ 27 A0 —
WEFERALTHER) 1 —L%2EET 2 2S5RLTIEIW,

LV 7/ ZAND/NIRREZI/E LBRWTL I,

Playbook DX ZHFEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., BNEDPRBEYNLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_logical_volumes/managing-lvm-logical-volumes_configuring-and-managing-logical-volumes#an-example-playbook-to-manage-logical-volumes_managing-lvm-logical-volumes-using-rhel-system-roles

P27E RHEL > A7 AO0— ) EFALTCO—AILAML—V%EHT D

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

~

27.3.STORAGERHEL > A5 L0—JLAFERALTI7 7ML R T L& KGN
i dly V2N N 3

Ansible DI TIL, storage O—JL%&EAL T, XFS 7 7MLV AT L%BIBEANDAGHICT TV ML
x7,

AR EH
e OVINO—JL/—REBEWTR ./ —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/— RKRADOEMICERTEZT7HIYMI, TD/—RIZNT 2 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L £ ¢,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

® Z (D Playbook &, 774 I AT L% letc/istab 7 7 1 JLICEBIML., 774 IV AT L%
BB MLET,

o /devisdb TNA R ED T 7AWV AT L, FHEEIXIDVMNRAVYIMNDTa4 LY N)—DFF
ELARWZEIE, Playbook ICEWIERINZE T,

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml
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DAY NIIBXZREET 5T THY . BN TEYRBRENORET SEDTIEARL
TEIERLTLEEIW,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

27.4.sTORAGERHEL Y 257 LA0—)LZFEHRA L THIER) 2 —LAEBIET S

Ansible Playbook D f5 Tld. storage O—JLABEAL T, RY a2 —LTIL—FICLVMBERY) 21— LA
e LT,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢LTcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMICERTEZT7HIY M, TD/—RIINT 25 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- sda
- sdb
- sdc
volumes:
- name: mylv
size: 2G
fs_type: ext4
mount_point: /mnt/dat

e myvg R a—LTI—TIE T4 X7 /devisda. /dev/isdb. & & U /dev/sdc THEM I
TWEY,

e myvgR) a—ALTI—THNT TICEHLET 31541, Playbook IC & YERIEERY 2 — L AR
) a—ALTI—FICBMINET,

e myvg RY a—ALTI—THEELLBEVEEIF. Playbook ICLWIERINE T,
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o Z D Playbook I&, mylviRIBRY 2 —AICEXt4 77 A IV AT LEEHRL. TDT7 74
VAT L% Imnt [SKGERIICTY O M LET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml
CDIARY FEIBX%ZRIAET BT THY ., BNELTEYREBEENORET 2 ED TN
JEICERLTLETLW,

3. Playbook #Z2fT L %9,
I $ ansible-playbook ~/playbook.ymi

Bk
e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 ~!) —

27.5.STORAGERHEL Y R FLAO0—I)LAERALTAYSA O 7Oy VIEE
=BT B

Ansible Playbook DI Tld, storage O—J/LABERAL T, #3407 0y JHEEEZFMICLTXFS
T7AIWVVRTLEITDVYNLET,

AR
o Oy hO—I)L/—REBENR/ —RE2EFELTWS,
o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
60
o BIENR/)—RKRADOEMICHERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
FIa

ROAR%EEE Playbook 7 7 1 )L (ffl: ~/playbook.yml) Z/ER L £,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard

2. Playbook O#XAMIEL £,
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I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIEBXZREET 27T THY., BMNENTEULRBRENSRETZ2EDTIEHARW
ZEITFRLTLETWY,
3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

27.6.STORAGERHEL > AT LAO0—J)LAFRA L TEXT4 7 7M1 IV AT L%
ERBLUVTYI Y NT B

Ansible Playbook DI Tl storage O—J/LZEAL T, Ext4 774V AT L%ZERLTY OV ML
x7,

AR EH
e OVINO—JL/—REBEWTR ./ —RAEELTWNS,

o TIEWR/— KT Playbook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKRADOEMICERTEZT7HIYMI, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data

® M Playbook &, /devisdb 74 R 7 ICT7 7 A IV AT LEERLET,

® Z D Playbook &, 7714 IV AT L% /mnt/idata T 4 Lo M) —ITkEHIICT DY ML E
ER

o J7AIYRATLDIN)IZ label-name TT,
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Playbook DX = MRFE L £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEITFERLTLKEIWY,

Playbook #Z1T L % ¢,

I $ ansible-playbook ~/playbook.ymi

BIER R

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 JL

/usr/share/doc/rhel-system-roles/storage/ 71 L 7 b ') —

27.7.sTORAGERHEL Y AT AO— )L A2FRALTEXT3 7 7M1 IV AT L%
ERBLV~YI Y NT B

Ansible Playbook Ml T (&, storage A—I/LZEA L TEXB3 77 A I AT LZERHRLTY UV ML

i‘a—o
AR
o IVhO—IL/—REEENK/ —REEfELTWS,
o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—jb/—Kicasq4 L Tw
60
o BEWNR/— K ADEHKIFERTE7HIY M, TD/—RICHT 2 sudo #ERH1H 5,
FIR

ROAR%EEL Playbook 7 7 1 )L (ffl: ~/playbook.yml) =/ L £,

- hosts: all
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

e Z M Playbook &, /devisdb 74 RV ICT7 7 A IV AT LEERLET,
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® Z D Playbook &, 774 INY AT L% /mnt/idata T« Lo M) —ITkEHICT DY ML E
ER
o J7AINYRTLDINR)LIL label-name T,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIET ST THY ., ANEDPRBEYLRERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

BEfEI

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h ') —

27.8.STORAGERHEL > A7 LA0—JLAFRHALTLVM LOBEED 7 71 Il
AT LDYAXAEET S

Z D> 7T IU Ansible Playbook . storage RHEL Y27 AO0—)LABERALT. 771 LY AT LER
DLVMBRERY 2 —LDY A XAEEBLET,

AR
e IV NO—JL/—RESENGE/) —REEELTWLD,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY M, TDJ/—RIZNT 5 sudo HERENH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Create LVM pool over three disks
hosts: managed-node-01.example.com
tasks:

- name: Resize LVM logical volume with file system
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sda
- /dev/sdb
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- /dev/sdc
volumes:

- name: mylv1
size: 10 GiB
fs_type: ext4
mount_point: /opt/mount1

- name: mylv2
size: 50 GiB
fs_type: ext4
mount_point: /opt/mount2

Z D Playbook (&, ATFTDBEED 7 7AWV AT LDY A XEEELET,

e Jopt/mountl ICX VY FEINZ mylvi R 21 —LDExXt4 77 AIVY AT LIE, ZEDHA
X% 10GBICERELET,

e /opt/mount2 ICY VY hEINZ myW2 R 2 —LDExt4 77 AIVY AT LK, ZEDHA
A% 50GBICEELET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIET 2T THY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEITEFERLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

27.9.STORAGERHEL ¥ 27 0= )VAFEHALTRT7 Yy TR 2 —L%EERK
ER
ZDtv 3 TlE. Ansible Playbook DR L £d., Z®D Playbook (&, storage O0—JL % EH

L. 72N MDNRSA—F—&FAHALT, 7OV ITNA RICRAT Yy TR 2a—LHIEELBRWVIES
WERR L. Ry TR 2a— LT TILHEET BRI ENETRELET,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTER1—H¥—&LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/— RKRADEMICERTEZT7HIY M, TD/—RIZNT 2 sudo HERENH 5,

FIR
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1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Create a disk device with swap
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_volumes:
- name: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap

WE. N 1—L%Z (ZOHITIE swap_fs) (FEETT, storage O—JLiF. disks: BHIC) X
FREINTWETARITNARATHRY) 2a—LEZFELET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEITEFERLTLEI WY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.yml

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 k1) —

27.10.STORAGERHEL > 25 40— )L AR L= RAID RY) 2 —ADETE

storage > A7 LO0—)LAfEHAT % &. Red Hat Ansible Automation Platform & Ansible-Core % {#
LTRHELICRADRY 2 —LZBRETEEY, BEHICEDETRADRY 2 —LZERET 5DD/N
S A—%—%FEAL T, Ansible Playbook #/Ef L 9,

DIk

H
[=]

BEDRRETT A RENEET 2 BAAHY ET, AL HLNT1RI%E
SR ABIIT B E XA E T, LANST. b DIBEAR Tt
Playbook THREDT 1 RV ZAEFHALBWVWTLL I,

AR
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e JIVNO—JL/—RESENGE/) —REEELTLD,

o TIEWR/— KNTPlaybook #R{TTER1—H—¢&LTcarybo—)b/—Kicarsq4rLTw
%,

o TEWR/ —RFKADOERIHERTZT7HAVY M, ZD/ — RIZHT 3 sudo HERD H 5,

¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ ¢,

- name: Configure the storage
hosts: managed-node-01.example.com
tasks:
- name: Create a RAID on sdd, sde, sdf, and sdg
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_volumes:
- name: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NI ZRILT BT THY ., BNEITBEYLRERENSRETEHEDTIEAW
CEITFERLTLEIWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

27.11.sTORAGERHEL Y R 7 A0 —J)L%A{EAH L TRAID g A7/~ LVM 7—JL
RET B

storage > A 7 LO—)LAEHAT % &. Red Hat Ansible Automation Platform %M L T. RAID % fi§
Z72LVM =)L % RHEL ICRRETE 9, FATRER/S A —4—%{FH L T Ansible Playbook % &
EL. RAD #{g A7 LVM T —ILERETEF T,
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Gl s
o OV RO—IL/—REBERR/ —RE#EELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicasq4rLTw
%,

o BIENR/—RKADOEMICHERTEZT7HIY M, TD/—RIZNT 5 sudo HERENH 5,

FIR

1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L £ ¢,

- name: Configure LVM pool with RAID
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool

type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:

- name: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
state: present

RAID g A7 LVM =)L & ERRd % ICIE. raid_level /X5 X —4—%{FHLTRAD YA 7
HIRETDIVELHYET,

2. Playbook D#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

BEEEIR
e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 k') —

e RAID DEIR
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P27E RHEL > A7 AO0— ) EFALTCO—AILAML—V%EHT D

27.12.sTORAGERHEL Y X7 LAA0— /LA L TRAIDLVM R 2 —LDR
NSA THA XHHBET S

storage > A7 L0—)L%ZEHY % &. Red Hat Ansible Automation Platform {8 L T. RHEL @
RADLVM RY 2 —LDARNSA FHA X ERETEET, FIRATRERNRSA—9—%FHALT
Ansible Playbook 2% L. RAID %f&Zx 7= LVM 7—ILERETEXZ T,

AR
e IV NO—JL/—RESENG/ —REEELTLD,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY M, TD/—RIZNT 5 sudo HERENH 5,

¥
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % 9,

- name: Configure stripe size for RAID LVM volumes
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool
type: lvm
disks: [sdh, sdi]
volumes:
- name: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
raid_level: raid1
raid_stripe_size: "256 KiB"
state: present

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZEDTIEAN
CEITEFERLTLEXWY,

3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 JI
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e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 ~!) —

e RAID DERE

27.13.sTORAGERHEL Y X7 A0—)LZ{EFHALTLVM EO VDO R!) 2 —A
HEEMES L UOEEHRT S

Z DY >~ 7L Ansible Playbook . storage RHEL ¥ 27 4 0—)L%#EA L. Virtual Data Optimizer
(VDO) #FA L<RIEBRY 2 — 4L (LVM) OEBEEEHREEMICLET,

e

pa

storage ¥ A7 LAO—I)LHNLVM VDO ZFERAT 57, EiaE ERHRZFRATETZD
W= TEIK1DDRY 2a—LDHTT,

Gl s
e OV INO—JL/—REBERTR ) —RAEELTWNS,

o TIEWR/— KNTPlaybook &#RTTEH1—H¥—¢&LTcarybo—)L/—Kicasq4vLTw
%,

o TEWR/ —RFNADOERIFERATZT7HAVY M, ZD/— RIIHT 3 sudo HERDH 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Create LVM VDO volume under volume group 'myvg’
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:

- name: mylv1
compression: true
deduplication: true
vdo_pool_size: 10 GiB
size: 30 GiB
mount_point: /mnt/app/shared

Z DFITIE. compression 7—)L & & U deduplication 7— )L % true ICERELE T, <h
&, VDO BMERINDZEEEBELET, UTTIE. ORI A—S—DFERAEEZFHBALE
_a—o

e deduplicationid, A ML —YRY 2 —LILREINTVWEIEET Y DEEHRICERS
ni’a—o

o EiEIF. ARL—YR) 1—LIKEEINTVWET Y E2EHRET 2LHDICERAINET,
IhICEY, SYRELBRAML—VRENELNET,
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P27E RHEL > A7 AO0— ) EFALTCO—AILAML—V%EHT D

® vdo_pool_size &, RY) 2 —LNTFNA ATHERTZ2EEDY 1 X&EEL XY, VDO R
) 2 —LDREY A XL, size RS A—9—THRELZXT,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITFERLTLKEIWY,

3. Playbook #ZfT L9,

I $ ansible-playbook ~/playbook.ymi

RS

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 h!) —

27.14.sTORAGERHEL ' 257 L0—J)L%{FHAL TLUKS2ES{ER) 2 —A
=1EXRY B

storage O—JL%Z M L. Ansible Playbook #2317 L T, LUKS TEES{EIN/R) 2 —LZFRE L
VHRETEZET,

Gl s
e OV IMO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o TEWR/ —RFAOERIFERTZT7AVY M ZD/ — RIIHT % sudo HERD H 5,

¥
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- name: Create and configure a volume encrypted with LUKS
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage

vars:
storage_volumes:
- name: barefs

type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
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mount_point: /mnt/data
encryption: true
encryption_password: <password>

F 7=. encryption_key. encryption_cipher. encryption_key_size. encryption_luks 7 &,
thDEESIL/N S X —4 —% Playbook 7 7 1 JLICBINT B2 EHTEET,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., BNEDPRBEYNLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #Z21T L9,

I $ ansible-playbook ~/playbook.ymi

REE
L BSERT—9XAZRRLET,

# cryptsetup status sdb
/dev/mapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plain64

keysize: 512 bits

key location: keyring
device: /dev/sdb

2. FREI N/ LUKSEESERY) 2 —A%ZHEBLE Y,
# cryptsetup luksDump /dev/sdb

Version: 2

Epoch: 6

Metadata area: 16384 [bytes]
Keyslots area: 33521664 [bytes]

UulID: a4cbbe82-7347-4a91-a8ad-9479b72c9426
Label: (no label)

Subsystem:  (no subsystem)

Flags: allow-discards

Data segments:
0: crypt
offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]

BIER R
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P27E RHEL > A7 AO0— ) EFALTCO—AILAML—V%EHT D

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 k1) —

o |UKSHEFALAEZTOYITF/INA ZADESIE

27.15.sTORAGE RHEL Y R 7 AO0—)LEZFRALTT—ILAR) 2 —LDHY A4 X
HIN—tVF—ITKRT

Z DY~ 7L Ansible Playbook I&. storage ¥ 27 AO0—/)LAEA LT, HEBEYR—Yv—KR)a1—»4A
(LVM) DR 2 =LY A X% T—IVDEHTA ADNR—tEVFT—ITRETEZLIICLET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—)L/—Kicasq4rvLTw
%,

o TEWR/ —RFKADOERIFERTZT7HAVY M ZD/ — RIIHT 3 sudo HERD H 5,

FIE
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Express volume sizes as a percentage of the pool's total size
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:
- name: data
size: 60%
mount_point: /opt/mount/data
- name: web
size: 30%
mount_point: /opt/mount/web
- name: cache
size: 10%
mount_point: /opt/cache/mount

ZOBITIE. LVWMARY 2 —LDY A X% T—ILH 1 XDNR—2rF—ITERELZ T (HI:
60%). LVMRY 2 —LDHY A4 XE, ABPHFRETEZ 7 7ML AT LOY A4 X (B 10g F
72i& 50 GiB) ICH®H B T—IH A XDNR—tVTF—IVTIRETZIEHTEET,

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml
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CDAX Y NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIEFERLTLKEXIWY,

3. Playbook #Z2fT L £ 9,
I $ ansible-playbook ~/playbook.ymi

BEER

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/storage/ 71 L 7 k1) —
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$F28E RHEL Y A7 LAO0— ) %&FEAL/A SYSTEMD 1=y hDEHE

$F28EZ RHEL > R 7L0—)L%{EA L7 systemp 1= FNDEIE

systemd RHEL ¥ 27 A0—JL%#A Y % &, Red Hat Ansible Automation Platform ZffH L T2
Zy h77A4NETTOS L, BEOV AT L LETsystemd 1=y NAEETEEY,

systemd RHEL & 2 7 40— JL Playbook T systemd_units E¥ %= FHAd 5. -7 v N RT A
EdDsystemd 1=y hORT—Y REZBIBETEXET, COERIIT1 23 FY—DIVRAMNERTL
F9. ET14 0 aF V- hY—lF IX—IYRKRANLEICEETSZ1DODsystemd 2= D
KREEREAFH L E T, systemd_units i, Y RIVERTOHKKRRTY & LTEH I, O—IL
DIRTDIR)ERITLEEBEOREEF v TFr—LE T,

28.1.sYSTEMD RHEL > A5 LO0—J)LA{FERAL7/7zsystTEMD 2= DT 7 0O4
& EE

systemd RHEL ¥ X7 L0—J)LZ#EAL T, §—4% v FARAMNLET systemd 1=y NERICEET S
HRYHERITTEE T, Playbook T systemd RHEL ¥ R 57 LAO—/)LEHAZEL T, systemd H'ED
A=y hT774 0V 2EEL, BBL, BWCTEINZERLET,

AR
e JIVNO—JL/—RESENGE/) —REEELTWLWD,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—&Lcarybo—ib/—Kicasq4vLTw
%,

o BIENR/—RKADOEMICERTEZT7HIY M, FDO/—RIZNT 5 sudo HERENH 5,

¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ 9,

- name: Deploy and start systemd unit
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.systemd
vars:
systemd_unit_files:
- <name1l>.service
- <hame2>.service
- <name3>.service
systemd_started_units:
- <name1l>.service
- <name2>.service
- <name3x>.service
systemd_enabled_units:
- <name1l>.service
- <hame2>.service
- <name3x>.service

2. Playbook O#XAMEEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml
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CDAXR Y NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #Z2fT L £ 9,
I $ ansible-playbook ~/playbook.ymi

BEEE R

e /usr/share/ansible/roles/rhel-system-roles.systemd/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/systemd/ 71 L 7 b 1) —
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#529% RHEL ¥ 27 AO0—JLA#H L -BRIRA DR E

F29E RHEL Y A5 ALA0—)LA{FERALEBHAEBHDOETE

timesync RHEL ¥ 27 A0 —JL %Y % &, Red Hat Ansible Automation Platform % {#F L T,
RHEL OBHDY—7'y YoV CHIEHEZEETEET,

29.1.imesyNc RHEL > X 74 0—)b

timesync RHEL Y X7 AO0—J)LZ2fEAL T, DY —45 v b U THRZIAHRZEETEXT,
VAT LAY IR NIP Y —N—FLIEPTP RAA VDTSV R RY—ICABETZ LD

IC. timesync O—ILANNTP RERFLIFPTPERZA VA M—JILL. NTP IS4 7Y M EIEPTP
LY HELTEMET LD ICERELE T,

timesync O— /LA FRAT 2 &, YATALANNTP 7O MIILDEEIC ntp & chrony DEE S AFRT
ZMMCHD D 5T, RHEL 6 LIBED I RTD/N— 3 D Red Hat Enterprise Linux TR U Playbook %
FATE %780, chrony ~DBT HEZICRYET,

e /usr/share/ansible/roles/rhel-system-roles.timesync/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/timesync/ 71 L 7 1) —

29.2. 12D —/IN—TF—)LIZTIMESYNC RHEL Y A F AO0— )L AEAT 5

LIFDFIE, H—_—IZT =D 1D LHIRWERIC, timesync O— )L %#AT 2 5E%ERLTWE
ER

DI

==
(=

timesync O—JLiE, YRXx—Y RRRAMNTEEZLEREINLZTONS Y —H—

EXOBREEABIMAET, UAIOREIF. O—IILEHTEREINhTLWASTER
HhFEd, timesync_ntp_provider EHNEZIN TULWAWEEIE, TO/NA 45—
DOH—DRENBEBRAINET,

AR E 4
e IV RNO—JL/—RESENGE /) — REEELTLD,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—jb/—Kicarsq4rLTw
%,

o TEWR/ —FNAOERIFERTZT7AVY M, ZD/— RIZHT 3 sudo HERD H 5,

FIR

1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % ¢,

- name: Manage time synchronization
hosts: managed-node-01.example.com
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roles:

- rhel-system-roles.timesync
vars:
timesync_ntp_servers:
- hostname: 2.rhel.pool.ntp.org
pool: yes
iburst: yes

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEIFRLTLKEIWY,

3. Playbook #Z2fT L %9,

I $ ansible-playbook ~/playbook.ymi

BaEE R
e /usr/share/ansible/roles/rhel-system-roles.timesync/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/timesync/ 71 L 7 1) —

29.3. 754 7> Mf—/N—|ZTiMESYNCc RHEL ' R F A 0—)LDEHA

timesync O—J)L%EAd 5 &, NTP 2 54 7>~ b T Network Time Security (NTS) Z#BMICTE X
9, Network Time Security (NTS) &, Network Time Protocol (NTP) T EEINZERLEA =X LT
T Y—N—05A TV M NETREINBENTP ATy RHAEBEINTVWAWT EA2HERLET,

gk

==
[=]

timesync O—JLiE, YRXx—Y RRXAMNTEEZLEREINAZTONS Y —H—

EXOBREEABIMAET, UAIOREIF. O—IILEHTEREINTLWASTER
HhFxEd, timesync_ntp_provider EHNEZIN TLWAWEHEIE, TO/NA 45—
DHE—DFRENBERINE T,

AR E 4
e JIVNO—JL/—RESENGE/) —REEELTLD,

o TIEWR/— KT Playbook #R{TTEd1—H—&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ —RNAOERIFERTZT7HAVY M, ZD/ — RIIHT % sudo HERD H 5,

e chrony ® NTP 7O/NA ¥ —/— 3 V(% 4.0 LU,
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¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ ¢,

- name: Enable Network Time Security on NTP clients
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.timesync
vars:
timesync_ntp_servers:
- hostname: ptbtime1.ptb.de
iburst: yes
nts: yes

ptbtime1.ptb.de (/X7 v V4 —NR—DHITT, BID/NTY) v IH—N—SHEDOY—/N—
HERATEZIEETEET,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPTBEYLERENSRETZEDTIEAN
CEICFERLTLETW

3. Playbook #Z2fT L9,

I $ ansible-playbook ~/playbook.ymi

# chronyc -N authdata

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen

ptbtime1.ptb.de NTS 1 15256 157 0 O 8 100
2. REI N cookie DEAIEOLYEZ VNI EAEIRLET,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.timesync/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/timesync/ 71 L 7 ') —
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H/IOERHEL YR FLA—)LZEALLEY Y 3 VEEERAY AT
LDFRTE

tlog RHEL ¥ R 7 L0O—)L%FH ¥ % &, Red Hat Ansible Automation Platform % L C. RHEL T

H—IF Ity arvaRBI2LIICVRTLERETCEET,

30.1.TLoG RHEL > X7 A0—)b

tlog RHEL Y 27 A0— LA L T, RHEL TY—3IF)Ev v a v R T2 LD ICRHEL Y 27
LERETEETY,

SSSD #H—ERAEFAL T, 21— —F@Ba1—H—JI—TTEILRBFETILIICERETEET,

BAEE R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 7 ') —

30.2.TLOGRHEL Y A7 LA0—)LDAVRKR—RY NEINTA—4H —
Ty avEHY )1 - avIIROIAVE— Y MEHY F T,

o tlog1—7 17T 1—

® System Security Services Daemon (SSSD)

o A3 iWebAVVY—IbAVH—T AR
B EfE R

e /usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/ha_cluster/ =1 L 2 1) —

30.3.TLOGRHEL > X F4A0—)LDOF70OA

RDFIRICHE > T, Ansible Playbook =% L TEA L., v a YT —4 % systemd ¥ v —F )b
ICERER T B L DICRHEL Y AT LAERELET,

Z D Playbook (&, #EEINLY AT LICtIOgRHEL Y 27 AO0—)ILEA VA M—=)LLET, ZOO—
WIZIE, 2—H—oOJ14 vy o)L LTHEET 29 —I Tty avyonxy /7Oy LTH
% tlog-rec-session ’"EFENFd, Fh, EBELALI—HY—BLVPVIL—TTHERATE S SSSD %E
FOY 7774 EERLET, SSSD 1. ThoD1—H—& -T2 L THRARY, 1—
H#—2 )L % tlog-rec-session ICE XA 7, I 5IC. cockpit /Ny T —I DBV RFLIZA VA M—
ILINTWBIFE. Playbook I& cockpit-session-recording /Xy r— 1 VA M—=JLLET, Ih
I& Cockpit EV 2 —)LD1DTHY., Web AV Y =LAV —T 14 ATDEHKDRTEBEEAREIC
$5H5DTY,

AIREH
e OVINO—JL/—REBEWTR . —RAEELTWNS,
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Xe
gy

FEI30ZRHEL >R 7 A0—-)AaFHALEEY Y a vEGHSY AT AD
o TIEWR/— KNTPlaybook #R{TTEH1—H—&Lcarybo—)b/—Kicasq4rvLTw
R

o BIENR/— RKRADOEMICHERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

=2
1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER% L % ¢,

- name: Deploy session recording
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.tlog
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recorded-user

tlog_scope_sssd

some fB(Z. all £7/=l& none TlEi <, BEDI—HY - VI —TDH%EEHRT D& %IE
Ebi’a—o

tlog_users_sssd
vy avaERHETZ1I— Y —ZEELFEFT, £ELL. I—HF—IFEMIhRVWRICBERL

TEIW, I— Y —ZMHMEICKRET D2REIHY I,
2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAR Y NIIBXZRILT BT THY., BWNEITBYLRRENSRETEHEDTIEAW
CEITEFRLTLKEIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

1. SSSDERERAY T 7 A ILDMERINZ 7 2L —ICBBILE T,

I # cd /etc/sssd/conf.d/
2. 771V DARABZHER LI T,

I # cat /etc/sssd/conf.d/sssd-session-recording.conf

Playbook ICBRE LTe/NS A =9 =D T 74 IVICEEFNTWVWB I QR TEET,
3 kyvvavaERYIsZ1I—Y—-—&LTOTA UV LET,

4, Ity avyzEzBEELET,
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.tlog/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/tlog/ 714 L 7 b ') —

304. 0V —TFLIZF2——D) A N EBRAT B75HICTLoc RHEL ¥ X
FAO—)LET7O149 3

tlog VA7 L0O0—)LAFERTZE, SSSD Y ¥ 3 v DHFEREL 7 3~ exclude_users LU
exclude_groups 4 R— N TEX XY, ROFIBICHE > T. Ansible Playbook % ¥4 L T#EA L. 1—
HP—F T IN—TDy > arhsystemd Vv —FIIIEHES LA TINRWNE D ICRHEL ¥ R
TLERELET,

Z D Playbook (&, #EEINLY AT LICtIOgRHEL Y 27 AO0—)IL%EA VA M—=)LLET, ZOO—
WIZIE, 2—H—oOJ14 vy o)L LTHEET 29 —IFIbey > avyonxy /7Oy LTH
% tlog-rec-session 'S FENF T, /. MARKADI—HY—BLPTIL—THFERTES
letc/sssd/conf.d/sssd-session-recording.conf SSSD % & KO 77 7 1 L& ERR L £9, SSSD

. IS —H—&JI—TEBF L THEARY., 11— — )L % tlog-rec-session (LB X x
F9, IHIT. cockpit /Ny T —I DNV RATALIZA VA M—ILEINTWBIHE, Playbook I& cockpit-
session-recording /XYy 7= EH A VA R—I)LLET, INiE Cockpit EZ 1 —ILD1DTHY,. Web
AVY =AY =Tz ATODRHFDRTEBEZAREICTHEDTY,

AIREH
e OVINO—JL/—REBERR ./ —RAEELTWVNS,

o TIEWR/— KT Playbook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIYMI, TD/—RIINT 25 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Deploy session recording excluding users and groups
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.tlog
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

tlog_scope_sssd

Eallld, $XRTOA—HY—ETIN—T%5EHITDIEEBELET,
tlog_exclude_users_sssd

vy avoREIrLRAT I I -1 - —KEEELET,
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tlog_exclude_groups_sssd
Ty avEGHNORATEI I —TEEBELET,

2. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

Xe
gy

DAY FRIBX%ZRFLT 27T THY ., BNENTBEURRED OFRETDEDTIEAW

ZEITFRLTLETWY,
3. Playbook #Z2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

1. SSSDERERAY TI7 71 ILDMERINZ 7 4L —ICBBILE T,
I # cd /etc/sssd/conf.d/
2. 771 IVDARABZHRLIT,
I # cat sssd-session-recording.conf
Playbook ICERE LT2/XS A =9 =D T 7 A IVICEFNTWVWB I EHHERTEET,
3 kEyvaveEREYSI—Y-cLTATIVLET,
4, Ity avazBELET,

BAEE R

e /usr/share/ansible/roles/rhel-system-roles.tlog/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/tlog/ 714 L 7 b ') —
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FE3NZERHEL Y R F7L0—)LAEH L7 IPSEC IC & % VPN #i:
MDERE

vpn Y A7 LO—)L%EAT % &, Red Hat Ansible Automation Platform Z £ L T RHEL & 27 A
TVPNERARETEET, ChAaFERALT. RAME, Ry 7=, VPNUYE— 7R
H—N— BLUOAY V1B EEELY N7y TEET,

AR NEEROBE, O—ILIE, BBIIGLCTXF—ZEMTE2RE TIAIMDNIRFA—4—%FEH
L T. vpn_connections ') A NHDHKRRA MDERFTEICVPN MY RIVEFRELET, Fkid, VR
FEINTVWEIITARTORRANEICARFAIZRATAVIA YV AREEERTDEDICERET DI ES
TEXY, 2DO—JLIE. hosts DFICHBKRRAMDRZBIH Ansible 1 YRV N —THEAINTWS
RANDERIERALUTHY., ThODEBEFERAL TR Y RILERETEZ I L2FIRELTVET,

R

vpn RHEL ¥ 27 A0—)bik, JEVPN 7ONA F—& LT, IPsec RETH S
Libreswan @& %&HR—bMLTWE T,

31.1.veNRHEL > X7 L0—)L%{EHL TIPSEC ICL 57" A ME VPN % {E
Y
vpn Y A7 L0—)LEFEALT. 3> bO—JL/ — R T Ansible Playbook #E{T9 5 Z &Il& Y. KR

NEEHAERETEET, TNICLY, A URVYN) =T 7MY RAMNINTVWEITRTOEENSR
J—RKHOBREINZET,

AR E 4
e OVIMNO—JL/—REBERR . —RAEELTWNS,

o TIEWR/— KT Playbook Z#R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY MI, TD/—RIINT 5 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Host to host VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- hosts:
managed-node-01.example.com:
managed-node-02.example.com:

vpn_manage_firewall: true
vpn_manage_selinux: true

Z @ Playbook t&. Y AT LO—LICEL>TEBBERINF—%ZFALLEIHEF i %

£ L T. ##% managed-node-01.example.com-to-managed-node-02.example.com % 5% &
L £, vpn_manage_firewall & vpn_manage_selinux (35 & % true ICEREINTWS /-
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&. vpn O—)Lid firewall O—JL & selinux O—JLAER LT, vpn O—ILAMERT 2 KR— K
EEBLET,

BEWREZAMNS, A YRV KMN) =T 74)LIZY A MINTOVWRWAER R MADER %R
EYd BICI&. KRR M®D vpn_connections ) A MTRDEV 3 v EEBMLET,

vpn_connections:
- hosts:
managed-node-01.example.com:
<external_node>:
hostname: <IP_address_or_hostname>

ZhiZ& Y, BINDOES managed-node-01.example.com-to-<external_node> 7' 1 DE&E X
nxd,

P
ERIEERR/ — RTOAREIN, B/ — FTRERBREIhI A,

2. MEICH LT, vpn_connections ADEME/ Y ay @y bO—LTFL—VoT—49 L —
VERE)EFALT. BENR/ — NIEBO VPN EREEETI T,

- name: Multiple VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 192.0.2.0 # IP for the control plane
managed-node-02.example.com:
hostname: 192.0.2.1
- name: data_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 10.0.0.1 # IP for the data plane
managed-node-02.example.com:
hostname: 10.0.0.2

3. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

4. Playbook #Z21T L %7,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l
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L. YX—Y R/ —RT, EHEAERICO—RINTWBR I EZMHERELET,
I # ipsec status | grep <connection_name>

<connection_name>%, Z® ./ — KM L DEFF{EDAF] (=& A 1E. managed_node1l-to-
managed_node2) ICE XX £7,
Pz

F7AINTIE, O—LiE, BV RATLOBEENSERTRERTEICHHIY P
TUWEEIZER L E T, & x2I1EX. managed_nodel & managed_node2 & M
BOEREIERT % & X, managed nodel LD Z DEHFEDHHY P TWVE

-

BIld managed_nodel-to-managed_node2 T3¢ 4. managed_node2 Tl&., &
DEHDEHIIE managed_node2-to-managed_nodel & 74 Y) £9,

2. %RFx—YR/—RT, BERIAEBICHBINALIEZHRELET,
I # ipsec trafficstatus | grep <connection_name>

3 ATV avi ERAERICO- FINAWESIE, ROITY RE AN L TFECHEHKEZEML
FY, INICLY, EROHEILICKBLULALERZTY., LYEBFANQLBERIEHRINIT,

I # ipsec auto --add <connection_name>

pa 23]

BEHROO—RBLUBBOTOCRATRET ZAREMEOH DTS —

(&, /var/log/pluto.log 7 7 1 ILICREINE T, ThoDOJIEREMTAEEL L
e, KbYICERKEZFETEML T, REENDLOTXA v E—YZEELT
=XV,

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.vpn/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/vpn/ 74 L 7 b V) —

31.2.vPNRHEL Y AR5 L40— )L FEH LUTIPSECICL DA RF21 =R
F4 v Ay a1 VPN EEEIERT S
vpn Y27 L0—)L&EEALT, I bO—JL/ — KT Ansible Playbook #1795 Z &Il& Y, FREE
ICEERRZE AR T2 ARFAIZRATA v IA Y A VPNEHERETEET, JhickyY, 1Ry
R)—=T7A4IIC)RAMNINTVWETRTOEERNR/ — KPR EINET,
GlEis Sa

o Oy hO—I)L/—REBENR/ —REEFELTWS,

o TIEWR/— KNTPlaybook #R{TTER1—H—&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMICHERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
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e Jetc/ipsecd/ T4 LI M) —DIPsec xy hT—0tFa1) T4 —H—ERXA(NSS)BESZ1 7T
) —IC. REQIRASNEITNTWVS,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % ¢,

- name: Mesh VPN
hosts: managed-node-01.example.com, managed-node-02.example.com, managed-node-
03.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

EEBAZEIC & B EREEIE. Playbook T auth_method: cert /X5 X —49 —%EF&HT DI &L > T
EINET, T7A4IKTIE, /—FENERAZTO=v IV x—LELTERAINET, ZOH
T, managed-node-01.example.com TY, 4 X2 h!)—T cert_name BMZ{FEMHL

T, IFIFIRAPERLREERTETET,

ZDBIDFIFETIL. Ansible Playbook DEITTTD Y AT LATHZ IV hO—)L/ — KD, @A
DEERER / — K& E L Classless Inter-Domain Routing (CIDR) &5 (192.0.2.0/24) = HH
L. IP7RKLR192027 #HFb£d, LA >T, avhao—JL/—RKiE CIDR
192.02.0/24 BICBEMICERINE T4 R— MR O— TS LET,

BEROSSH#EHGDOEBREBSCAOIC, O hO—IL/ — ROBREERRY =R >—DY
ZAMIEFATVWET, RUP—URMIEFE CDRDBTI7AILMEFLWEBEH DI EITHE
BLTLEIW, ThiE, TDPlaybook BT 7 A KR o —DIL—)L% EEX L T,
private-or-clear Tl37:< private ICT %72 TY,

vpn_manage_firewall & vpn_manage_selinux (&5 & 6 true ICEREINTWS 7. vpn
A—Jbid firewall O—JL & selinux O—JL%ERA LT, vpn O—ILAMERT2R— M EEEL
x7,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXZRILT BT THY ., BWNEITBEYRRENSRETEHEDTIEAW
CEIEFRLTLKEIWY,

3. Playbook #%21T L £ 7,
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I $ ansible-playbook ~/playbook.ymi

BEER

e /usr/share/ansible/roles/rhel-system-roles.vpn/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/vpn/ 74 L 2 ') —
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