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FIZET V=AY R—FMEHDsos L R— MDERK

sos 1—FT 14 )T 1 —%&FALTERE. 2. LUV TNYa—FT1 Vv 7DT7—9%=REL. Th
5D 774 %& RedHat 77 = ALY R— MCRHETEF T,

11.sos 1—F 1 1) 7 14 —D1%EE

sos LR— MEI—MBMIIC, RedHat 77 Z AU R— NIV ZFPHRHEL VAT LDY—EREKRAE
PRI BEORABERE LTERAINE T, sos 1—7 1 1) 71— (sosreport & EMFIENFT) (&, Bk
BHRENET DH-ODEELINT-AFZEZRHBELET, RedHat U R—hIT U =71k, ZDEIER
., HWR—MNF—RATCHREIN-BEOHAELF 2B L TCESRTEEd, sos1—T 1 T4 —%FEH
&, T—IHENEBYRLROONZ I EELOETIET,

S0OSs 1—T 4 )T 4 —AFEATRE. 1DULEDVRATADSIFTIFTLRTNY JIERAINEL., HE
WKL BT —9%59) =27y T LTHS, RedHat ICLAR—MNERTT7y 7O0—RTEET, &
YEFRMICIE, 32D sos AVR—RY MIRDZEHEITVWET,

e sosreportld. 1D DYVRTLNLTNY JEREIELZET,

R

ZD7OY S LIt~ sosreport &L\ ZEIT L7/, sosreport #E{TLTH.
B UBI#EFERLTRDYIC sos report HNFVHIN D/, HEELE T,

e soscollect AT 2&, IELZ/ —RDtEY FHSEBD sos LR— N EETHS LU
ETEFT,

e sosclean (&, 1—%—%, KA PMEZ IP7RLR MACT7 FL R, EkiZZOMhDI—H—
BEDT -9 R EDHBEMHDS WVEREHFLLI T,

LR— N TIEINSERICIE,. RHEL Y AT LANS DREFHM. > XA T LIER. SEHEBRIEEINF
¥, UTFICHZRLEYS,

o EFTHDA—RINN—=23aY

o FAHAHEHN—FILEY 2—)

o JRATLBLIVY—ERDEETZ 7ML

o Wra< Y KDHA

o AVRAM=IINTWVWBENYST—UDY RN

sos 1—7 1 ') 7 14 —I|&. sosreport-<host_names>-<support_case_number>-<YYYY-MM-
DD>-<unique_random_characters>.tar.xz & W\ D ZHIDT7 —HA TICPNET— Y 2EZAAHF T,

ZDA—FAVFT14—ld 7—HATEMDSF Ty UYLk vartmp/ T4 LI M) —ICREFELZE
-a—o

[root@server1 ~]# Il /var/tmp/sosreport*

total 18704

-rW------- . 1 root root 19136596 Jan 25 07:42 sosreport-server1-12345678-2022-01-25-tgictvu.tar.xz
-rw-r--r--. 1 root root 65 Jan 25 07:42 sosreport-serveri-12345678-2022-01-25-
tgictvu.tar.xz.sha256



BI1E TV =HIWYR—FHD SOS L R— b DA
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e sosreport(1) man R—

1.2 A9 K46 dDsos DA VA M—J)b
sos 1—F7 14 )T 4 —%FHTBICIE sos Xy Tr—I% A4 VA M=ILLET,

GIErS 3ia
o root#ERHAH %,

Flia
o sos/\v /i —UA%A4AVAMN=ILLET,

I [root@server ~]# dnf install sos

BREEFIR
e ipmM1—TFT4)T4—%FALT, sos /Ny T—INA VA P—ILENTWVWB I EZHEALE
-a—o

[root@server ~]# rpm -q sOS
s0s-4.2-15.el9.noarch

1.3. AV RSA U BHDsos LR— MDA

sosreport ¥ R%EFHAL T, RHEL H—/X—H'5 sos LAR— M EIELZE T,

Gl s
o sos/\v /i —UhA4AVARM=)ILLTWS,

e root#ERHAH %,

FIR

1. sosreport ¥ R&ETL., BEDERICEVE T, --upload &+ 7> 3 > %BINY %
E. sos LIR— hDEREREICLR— M% RedHat ICERETE T,

[user@server1 ~]$ sudo sos report
[sudo] password for user:

s0s report (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in
/var/tmp/sos.gkn_b7by and may be provided to a Red Hat support
representative.
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Press ENTER to continue, or CTRL-C to quit.

2. (AF¥aY)RedHat TT YV ZANYR— M — & TIER L TWBIFEICIE. T—RF
BEANLTsos LR—bM 774 IILOZRENEML £, --upload 7 7> 3 VAIBELTWS
HBaElE. WROT—RCT7y7O—RINIET, FT—RABESHIRWEER. TO71—ILR%E
FRICLTHEEET, T—RBSOANIEETH 2780, sos 1—7 1 Y74 —DEIHEICIE
HEEIHY FtHA.

I Please enter the case id that you are generating this report for []: <8-digit_case_number>

3. AVY—ILHADKRICKRRIINTWS sos LR— M7 7/ ILOEZRIEZEZBDOTHIET,
Finished running plugins
Creating compressed archive...

Your sos report has been generated and saved in:
/var/tmp/sosreport-server1-12345678-2022-04-17-gmtngng.tar.xz

Size 16.51MiB
Owner root
sha256 bf303917b689b13f0c059116d9ca55e341d5fadcd3f1473bef7299c4ad2a7{4f

Please send this file to your support representative.

pa 3

o —batch74 7> avaFERTEIE, WEFATANERDOLND I &<, sos
LR—MNEERTEET,

I [user@server1 ~]$ sudo sos report --batch --case-id <8-digit_case_number>

o -cleand T avAaAFERALT, NELZIEDNY D sos L IR—MNE#F LT D
EHTEET,

I [user@server1 ~]$ sudo sos report --clean

BREEFIR

e sos1—F 4 YT 4—h /vartmp/l. AV RHEODHRBAE—RTEZT7—H4 TEERLE
JEEHRELET,

[user@server1 ~]$ sudo Is -l /var/tmp/sosreport*

[sudo] password for user:

-rW------- . 1 root root 17310544 Sep 17 19:11 /var/tmp/sosreport-serveri-12345678-2022-
04-17-gmtnqng.tar.xz

BTG IR
® RedHat 77 ZHILHR—MAD sos L R— FDIREFE
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14. EHDOY AT LATHEEFICSOS LIR— NS B LPINET 2

sos 1—F 14 )51 —%FRALT. EHDOIRXFLTsosreport ANV K&EN)H—TEXFY, L
R— IR TIZETHEEL. ERINLITRTOLR—PERELET,

FIE=S 0
o ETHRD VFRI—914TFLE /—FD)RMEBELTWS,
o IRTDVYRTALICSOS N T—V%AVAM=ILLTWS,
o IRTDYARATALICroot7H VY ND sshighdh s, F/zld. -—-password # 7> 3 >~ % fEfH
LTroot/X2AT—RZHEETHIEETEET,
FIa

e sosreport I7v Y F%ZETL., BEHDERICEVNET,

pa 3

F7#) NTlE, soscollect lE, LIR—hEINNET S /— K 2#5EHICHERT
D10, ETNRD VSRAYI— DA TEBHEELLDIELET,

a. -cluster £7zl& --nodes # 7> a3 VAFRALT. 75RY— F/ld /—K OEEEAFH
THRETTET,

b. -masterZ 7> av&FEHLT, sos1—F14 VT4 —ICYE—b/—KREEEL. 75
RY— 94 TE J—RDYRNERETZIEHETEFT, LADDT, sos LIR— %
IWETBEDICIFZARY— /J—ROonwFnMicas(4 v 2REEFR, 7T—I9RA7—
TavVHhLREITTEEY,

c. —upload 7> a >V %BINYT % &. sosreport DEMRERICL R— b % Red Hat ICERET
XFE7,

d. B¥7esosreport £ 7> avAILIIBETEE Y, BELAA T a3 vid, --batch ¥ -
clean + 7> a v ¥, §RTD sos LAR—MDOERTFTIEINET,

[root@primary-rhel9 ~]# sos collect --nodes=sos-node1,sos-node2 -0 process,apache --log-
size=50

sos-collector (version 4.2)
This utility is used to collect sosreports from multiple nodes simultaneously.
It uses OpenSSH's ControlPersist feature to connect to nodes and run commands remotely. If your

system installation of OpenSSH is older than 5.6, please upgrade.

An archive of sosreport tarballs collected from the nodes will be generated in /var/tmp/sos.o4155n1s
and may be provided to an appropriate support representative.

The generated archive may contain data considered sensitive and its content should be reviewed by
the originating organization before being passed to any third party.

No configuration changes will be made to the system running this utility or remote systems that it
connects to.
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Press ENTER to continue, or CTRL-C to quit

Please enter the case id you are collecting reports for: <8-digit_case_number>

sos-collector ASSUMES that SSH keys are installed on all nodes unless the
--password option is provided.

The following is a list of nodes to collect from:
primary-rhel9
sos-node1
s0s-node2

Press ENTER to continue with these nodes, or press CTRL-C to quit

Connecting to nodes...
Beginning collection of sosreports from 3 nodes, collecting a maximum of 4 concurrently

primary-rhel9 : Generating sosreport...
sos-node1 : Generating sosreport...

sos-node2 : Generating sosreport...
primary-rhel9 : Retrieving sosreport...
sos-node1 : Retrieving sosreport...
primary-rhel9 : Successfully collected sosreport
sos-node1 : Successfully collected sosreport
sos-node2 : Retrieving sosreport...

sos-node2 : Successfully collected sosreport

The following archive has been created. Please provide it to your support team.
/var/tmp/sos-collector-2022-05-15-pafsr.tar.xz

[root@primary-rhel9 ~]#

BREEFIR

e soscollect A7 RN, fvartmp/ T4 LV K —IZ, A7V REHDFRBIC—HT 27 —75
A THEER LI EERRLET,

[root@primary-rhel9 ~]# Is -l /var/tmp/sos-collector*
-W------- . 1 root root 160492 May 15 13:35 /var/tmp/sos-collector-2022-05-15-pafsr.tar.xz

BIERHR

e -batch 8LV —~clean74 7> 3 VOFEAMBIEX. ITY RSA4UHN5HD sos LR—MDER %
SHBLTLEIL,

1.5.S0S LIR— b+ DY) —=2 T

Sos 1—F 4 UF 4 —ld. A—H—%K. KA PFRLR MACT KL R, Fhidfhdi—4—
BEOF—T7—RRE, BEHEOEWT— 9285t T oI —F U 2RHELE T, TTD sos report &
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7=1% sos collect IFZE XN 3, #H L\ *-obfuscated.tar.xz 7 7 1 ILHBEHRINET, DT 74I)L
. U—RNN—F 4 —HBTEHIEZBELELEDTY,
yz o-1o)

sos report 7zl soscollect ¥ > NIl —~cleanA 7> avAFERALT. 7Y —F+—i
BEZEMTEET,

[user@server1~]$ sudo sos report --clean

(1} =355
e sos report Z7z1E sos collect tarball Z4m L TW 3,

o (ATVaVv)#HmbTHA—Y—R KAME BLVZTOMHDT—IUADEEDF—7—
RDYZRKNHIDH B,

FIR

® sos report £ 7-|d sos collect M tarball DEL LM LT sosclean A7 > K&EZETL., M
EDERICHENET,

a. ~keywords 7 7> a v AEBML T, HEDF—T7—KRYRMNEILITHY—V Ty TTE
7,

b. --usernames & 7> 3 VABIL T, ILICKBREDEVWI—HY—F52H#HLELTIET,
BE1—H—%2 1) —=>7i& UD D 1000 L EDI1—H—Dlastlog 7 7 1 L %=@BL T
REINAI—HY—II/ LT, BBNICETINET, COF TP avid, EBROOTA
VELTRERERINBVWEDD, BEDOT 7 714 IVICEEHI NS AEEMED H % LDAP
aA—H—IHLTHERAINE T,

[user@server1 ~]$ sudo sos clean /var/tmp/sos-collector-2022-05-15-pafsr.tar.xz
[sudo] password for user:

sos clean (version 4.2)

This command will attempt to obfuscate information that is generally considered to be potentially
sensitive. Such information includes IP addresses, MAC addresses, domain names, and any user-
provided keywords.

Note that this utility provides a best-effort approach to data obfuscation, but it does not guarantee that
such obfuscation provides complete coverage of all such data in the archive, or that any obfuscation
is provided to data that does not fit the description above.

Users should review any resulting data and/or archives generated or processed by this utility for
remaining sensitive content before being passed to a third party.

Press ENTER to continue, or CTRL-C to quit.

Found 4 total reports to obfuscate, processing up to 4 concurrently
sosreport-primary-rhel9-2022-05-15-nchbdmd :  Extracting...

sosreport-sos-node1-2022-05-15-wmlomgu :  Extracting...
sosreport-sos-node2-2022-05-15-obsudzc :  Extracting...
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sos-collector-2022-05-15-pafsr : Beginning obfuscation...
sosreport-sos-node1-2022-05-15-wmlomgu :  Beginning obfuscation...
sos-collector-2022-05-15-pafsr : Obfuscation completed

sosreport-primary-rhel9-2022-05-15-nchbdmd :  Beginning obfuscation...
sosreport-sos-node2-2022-05-15-obsudzc :  Beginning obfuscation...
sosreport-primary-rhel9-2022-05-15-nchbdmd :  Re-compressing...
sosreport-sos-node2-2022-05-15-obsudzc :  Re-compressing...
sosreport-sos-node1-2022-05-15-wmlomgu :  Re-compressing...
sosreport-primary-rhel9-2022-05-15-nchbdmd :  Obfuscation completed
sosreport-sos-node2-2022-05-15-obsudzc :  Obfuscation completed
sosreport-sos-node1-2022-05-15-wmlomgu :  Obfuscation completed

Successfully obfuscated 4 report(s)

A mapping of obfuscated elements is available at
/var/tmp/sos-collector-2022-05-15-pafsr-private_map

The obfuscated archive is available at
/var/tmp/sos-collector-2022-05-15-pafsr-obfuscated.tar.xz

Size 157.10KiB
Owner root

Please send the obfuscated archive to your support representative and keep the mapping file private

BREEFIR

e sosclean <Y R, Nvartmp/ T4 Lo M) —IZ, I NEADDOFRBIC—HT 2E#FHELS
N7—h4A TEEGbE~Y Y EY THERLIEZEEHRLET,

[user@server1 ~]$ sudo Is -l /var/tmp/sos-collector-2022-05-15-pafsr-private_map
/var/tmp/sos-collector-2022-05-15-pafsr-obfuscated.tar.xz
[sudo] password for user:

-rW------- . 1 root root 160868 May 15 16:10 /var/tmp/sos-collector-2022-05-15-pafsr-
obfuscated.tar.xz

-rW------- . 1 root root 96622 May 15 16:10 /var/tmp/sos-collector-2022-05-15-pafsr-
private_map

e *-private_map 7 7 1 L Tt~ v EV V2R LT,

[user@server1 ~]$ sudo cat /var/tmp/sos-collector-2022-05-15-pafsr-private_map
[sudo] password for user:

{

"hostname_map": {
"pmoravec-rhel9": "host0"

b

"ip_map": {
"10.44.128.0/22": "100.0.0.0/22",

"username_map": {

"foobaruser": "obfuscateduserQ",
"jsmith": "obfuscateduser1",

10
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"johndoe": "obfuscateduser2"

}
}

BF

TOEHFILINTWARWT —H4A 7 & *private_map 7 7 1 LDE A% O—AIICRE
LTEWVWTLEIW, RedHat Y R— MO S EGEINABEICODLWTRHRWEDED
HoGBEIl. BEETOEICERTIVNELNHDEHTT,

1.6.s0s LTR— hNDERKE., GPG/NNRAT7 L —XAEELICLZEXa2) 71—
DIiRE
ZDFIETIE, sos LIR—FEEKR LT, RRTL—XAR—ICL7= GPG2 MfES{btAFER LTt

Fa) T4 —%2WERTZAEEZHALE T, sos LR— NI, AHRY NIV RBRHATE=FICERET
DUENDHBIHZEREIL, LR—PDOREZ/NNRXT—RTRET DI ENHRINET,

R

g5t L7/ sos LIR— M ZENT 25 EICIE. T4 RAVEBOEORE% —FRMICER
B, TRRBEEERFEL TIEIW,

L.sosI—F4UT4—lF BESEIhTWiwsos LIR—NEFEKRLFT,

2. 201 —F4Y)F4—lF. sosLR—rEFLWIZ74ILELTESIELLET,

3R =T AV T A —BESEINhTVWRWT—h( TZHIBRLE T,

Gl s
o sos/ N\ —UhA4AVARM=)ILLTWS,

e root#ERHLH %,

¥R
1. sosreport ¥ K%&FE{TL. -encrypt-pass # 7> 3V TCRRAT7L—X%&EELET, -

upload # 7> a v %&EBINT 5 E. sos LIR— MDEKERICL R— b % Red Hat ICERET X
7,

[user@server1 ~]$ sudo sos report --encrypt-pass my-passphrase
[sudo] password for user:

sosreport (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in

/var/tmp/sos.6lckOmyd and may be provided to a Red Hat support
representative.

1
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Press ENTER to continue, or CTRL-C to quit.

2. (AF¥aY)RedHat TT YV ZANYR— M — & TIER L TWBIFEICIE. T—RF
BEANLTsos LR—bM 774 IILOZRENEML £, --upload 7 7> 3 VAIBELTWS
mBaEE. WROT—RCT7y7O—RINFET, FT—RABESHIRWEERF. TO71—ILR%E
FRICLTHEEET, T—RBESOANIEETH 780, sos 1—7 1 Y74 —DEIHEICIE
HEEIHY FtH A

I Please enter the case id that you are generating this report for []: <8-digit_case_number>
3 AVY—ILVEADKREICKRTIINTWVWS so0s LIR— M7 7M1 ILDERIZEZBOTHEET,

Finished running plugins
Creating compressed archive...

Your sosreport has been generated and saved in:
/var/tmp/secured-sosreport-server1-12345678-2022-01-24-ueqijfm.tar.xz.gpg

Size 17.53MiB
Owner root
sha256 bf303917b689b13f0c059116d9ca55e341d5fadcd3f1473bef7299c4ad2a7{4f

Please send this file to your support representative.

BREEFIR
1. sos1—F14)T7T4—T. UTOBHEB/ETT—HA THIMERINIZ EEBRLET,
e T774I)LEN secured TIRZE 5,
o J7AILED .gpg ILRFTKD B,

o \vartmp/ 714 LU MNY—IlH B,

[user@server1 ~]$ sudo Is -l /var/tmp/sosreport*

[sudo] password for user:

-rW------- . 1 root root 18381537 Jan 24 17:55 /var/tmp/secured-sosreport-serveri-
12345678-2022-01-24-ueqijfm.tar.xz.gpg

2. T—AA TOBSIERLERRIL—XEALLDEFRALT, 7—H1 T7%2ESTES
R LET,

a. gpg AV REFEALT, 7—H1 7 2ESLE T,

[user@server1 ~]$ sudo gpg --output decrypted-sosreport.tar.gz --decrypt
/var/tmp/secured-sosreport-server1-12345678-2022-01-24-ueqijfm.tar.xz.gpg

b. 7OV IARRINESL, 7—hA TOBSIICERALARRI7L—X&EAALET,

.
| Enter passphrase

12
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|
|
i Passphrase: <passphrase> |
|
|

<OK> <Cancel> |

d

c.gpg 1—T 4 T 1 —N, BEEIhTWARWL, 774 IRFD targzD7—HhHA1 T %
ERLIZEERRLETS,

[user@server1 ~]$ sudo Is -l decrypted-sosreport.tar.gz

[sudo] password for user:
-rw-r--r--. 1 root root 18381537 Jan 24 17:59 decrypted-sosreport.tar.gz

BTG IR
® RedHat 77 ZHILHR—MAD sos L R— FDIREFE

1.7.s0s LIR— MNDERE., F—RT7AER—ICLIGPGHEEFILICL %t
Fal)7q—1RE
ZDFIETIE, sos LR—MEERHR L. GPGHF— VI HDF—RFTAER—R|Z L7 GPG2 Sk

ZERALTEF1) T4 —Z2BRIDFEZHALET, =" —ILEREFEINTWS sos L R— b &fF
#IDHAEREIL, COBBEDESLZFERAL Tsos LIR—NDODABRZRET DI ENHEINIT,

pa )

E5{b L7/ sos LIR—hZERT 25 EICIE. T4 RAVBEBOEORE % —FMICER
TBH, TRRBEEERFEL TIEIW,

L.sosI—F4UT4—lF BESEIhTWwiwsos LIR—NEFEKRLFT,

2. 201 —FT4YV)F4—IF. sosLIR—hNEHLWI 74ILE LTHESELET,

3R =T AV T4 —BESEINhTVWRWT—h( TZHIBRLE T,

Gl s
o sos/ N\ —UhA4A VAN =)LLTWS,
o root#ERHAH %,

e GPG2*¥—Z/FELTW3,

Fa
1. sosreport ¥ K%&ZE{TL. --encrypt-key # 7> 3V TCGPGC ¥— )V A5fETH1—

H—RBER/ELET, ~upload # 7> 3 v A&EBMT 5&. sos L AR— MDERERICL R— b
% RedHat ICERETE T,
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pa 3

sosreport AV R&EETT21—H—Id, sos L R— MDBESIEELVES
IERYT2GPCF—) Vv IJOMBEELEALA—F—TRThiERY tA,
a—H—hsudo #{FH L T sosreport ¥~ KA2ETY 35 EIE. sudo T
F—) VT EBRETED Y —DEDOTAVY MIEEYIINT IV ERATE
DENHYET,

[user@server1 ~]$ sudo sos report --encrypt-key root
[sudo] password for user:

sosreport (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applications.

An archive containing the collected information will be generated in
/var/tmp/sos.6ucjclgf and may be provided to a Red Hat support
representative.

Press ENTER to continue, or CTRL-C to quit.

2. (AF>¥aY)RedHat TT YV ZANYR— M — & TIER L TWBIFEICIE. T—RF
BEANLTsos LR—bM 774 IILOZRNEML £, --upload 7 7> a VEIBELTWS
mBaElE. WROT—RCT7y7O—RINFET, FT—RABESHIRWEERF. TOT71—ILR%E
FRICLTHEEET, T—RBSOANIEETH 2780, sos 1—7 1 Y74 —DEIHEICIE
HEEIHY FtH A

I Please enter the case id that you are generating this report for []: <8-digit_case _number>

3 AVY—IVHEADKEICRRINTWSE sos LIR— N7 7M1 IILDEZRIZEZEZIEHTHIF T,

Finished running plugins
Creating compressed archive...

Your sosreport has been generated and saved in:
/var/tmp/secured-sosreport-server1-23456789-2022-02-27-zhdqhdi.tar.xz.gpg

Size 15.44MiB
Owner root
sha256 bf303917b689b13f0c059116d9ca55e341d5fadcd3f1473bef7299c4ad2a7i4f

Please send this file to your support representative.

BEEFIE
. sos1—F4 YT 4—T. UTOEHEBIITT—HA THERINZ &R LEFT,
o 7 714I)LEN secured THEF 3,

o J7AILEN .gpg ILRFTKD B,

14



BI1E TV =HIWYR—FHD SOS L R— b DA

o \vartmp/ 714 LU MNY—IlH B,

[user@server1 ~]$ sudo Is -l /var/tmp/sosreport*

[sudo] password for user:

-rW------- . 1 root root 16190013 Jan 24 17:55 /var/tmp/secured-sosreport-serveri-
23456789-2022-01-27-zhdghdi.tar.xz.gpg

2. BEICERLAEF—ERALF—TCT7—HM1 TAESTEL I ERALET,
a. gpg AV REFEALT, 7—H1 7 2ESLE T,

[user@server1 ~]$ sudo gpg --output decrypted-sosreport.tar.gz --decrypt
/var/tmp/secured-sosreport-server1-23456789-2022-01-27-zhdqghdi.tar.xz.gpg

b. 7AY 7 MDNRERINLES, GPG F—DERICHERLAERR 7L —XAAALET,

|
Please enter the passphrase to unlock the OpenPGP secret key: |

"GPG User (first key) <root@example.com>" |
2048-bit RSA key, ID BF28FFA302EF4557, |
created 2020-01-13. |

Passphrase: <passphrase> |

<OK> <Cancel> |

c. gpg 1—T 4 T 1 —N, BEEIhTWARWL, 774 IRFD targzD7—HA T %
ERLIZEERRLETS,

[user@server1 ~]$ sudo Il decrypted-sosreport.tar.gz
[sudo] password for user:
-rw-r--r--. 1 root root 16190013 Jan 27 17:47 decrypted-sosreport.tar.gz

BTG IR
® RedHat 77 ZHILHR—MAD sos L R— FDIREFE

1.8. GPG2 F+— D 1ER
LTOFIETIEK, BESbt1—FT4 )71 —THERATSGPG2F—%=4%mMd5AHFE%=mBALET,

GRS 3aa
o root#ERHAH %,

FIR

. pinentry 1—7 4 )74 —%4AVAR—IJLLTHRELZXT,
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[root@server ~J# dnf install pinentry

[root@server ~]# mkdir ~/.gnupg -m 700

[root@server ~]# echo "pinentry-program /usr/bin/pinentry-curses’” >> ~/.gnupg/gpg-
agent.conf

2. ZELETBHAAT., GPGCF—RTDEMICHERAT % key-input 7 7 1 L= ER L £ 9, LALTICHI
ERLET,

[root@server ~]# cat >key-input <<EOF
Y%echo Generating a standard key
Key-Type: RSA

Key-Length: 2048

Name-Real: GPG User
Name-Comment: first key
Name-Email: root@example.com
Expire-Date: 0

Yocommit

Y%echo Finished creating standard key
EOF

3. AF>av)TI74ILKTIE, GPG2IEF—Y Y V% ~lgnupg 7 7 1 ILILIRTEFELE T, HR
HLDF—1) v ITDGAHR%EFEAT 5ICIE. GNUPGHOME IRIEZ# %, root DHHT VAT
X574L IV RMNY—ICERELET,

[root@server ~]# export GNUPGHOME-=/root/backup
[root@server ~J# mkdir -p $SGNUPGHOME -m 700
4. key-input 7 7 1 LORBICEDIWVWT, FILWGPG2 ¥—%4EM L £ T,
I [root@server ~]# gpg2 --batch --gen-key key-input

5 GPG2 ¥—%RETZNRNRIT7L—XEANLEFT, TONRTL—XIE, MEBEE~ADT7I/ER
CESICERLEY,

|
Please enter the passphrase to |

protect your new key |

Passphrase: <passphrase> |

<OK> <Cancel> |

6. NAT7L—XZBEAALT, ELWARRTL—XZHERALET,

Please re-enter this passphrase |

|
|
i Passphrase: <passphrase> |
|
|

<OK> <Cancel> |

16
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7. FiLWGPG2 F— A EBICERINI-ZEEHERLET,

gpg: keybox '/root/backup/pubring.kbx' created

gpg: Generating a standard key

gpg: /root/backup/trustdb.gpg: trustdb created

gpg: key BF28FFA302EF4557 marked as ultimately trusted

gpg: directory '/root/backup/openpgp-revocs.d' created

gpg: revocation certificate stored as '/root/backup/openpgp-
revocs.d/8F6FCF10C80359D5A05AED67BF28FFA302EF4557.rev!'
gpg: Finished creating standard key

WREEFNE
o H—N—DGPGF—DJRANERTLZET,

[root@server ~)# gpg2 --list-secret-keys

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: pgp
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0g, On, Om, Of, 1u
/root/backup/pubring.kbx

sec rsa2048 2020-01-13 [SCEA]
8F6FCF10C80359D5A05AED67BF28FFA302EF4557
uid [ultimate] GPG User (first key) <root@example.com>

BIER R

® GNU Privacy Guard

19. LA 1 —ERENASDsos LIR— NDERK

Red Hat Enterprise Linux (RHEL) R R M AN EEIICHEEN L 2 WHEIE, sos LIR— K ZINET 272012,
RAMNZEREILT LRAF2—8E Z2FK LTI,

LAF1—REAZFEHAT S &, /mnt/sysroot ICY—F Y MO RTFLEITV ML, ZOAVFTUVICLT
22 ZALT. sosreport IV KERITTEET,

AR
o KRARART XYY —R—DBEIE. T VICYEMICT VLR TE S,

o RAMMREBYIVDFEIE. NAN—NAF—ILHBZRETVDEREILT IV EAETE
%,

® RHELA YA KN—=IWNETILDDISOA A= T 74, 4>~ X =)L DVD, netboot CD,
PXE (Preboot Execution Environment) 82 E& ED RHEL 1 Y X h—JLY — X,

=S ]
L AYVAMN—=ILY—IADSKRRAMNEREILET,

2. AVARN=I AT 4 TDT—hk*=2—7T, Troubleshooting #&RL £7,
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Red Hat Enterprise Linux 9.0

Install Red Hat Enterprize Linux 9.0

Test this media & install Red Hat Enterprize Linux 9.0

Troubleshoot ing

3. Troubleshooting X = 2 — T Rescue a Red Hat Enterprise Linux system #+ 7> 3 > %3&iR L
xY,

Troubleshoot ing

Install Red Hat Enterprize Linux 9.0 using text mode
Rescue a Red Hat Enterprize Linux system
RBun a memory test

Boot from local drive

Return to main menu

If the system will not boot, this lets you access files
and edit config files to try to get it booting again.

4. Rescue X =1 —T1%&RL. Enter ¥—%# L TH1TL T. /mnt/sysroot 71 L & b)) —
WKV AT LEIYDVMLET,



Starting installer, one moment. ..

anaconda 34.25.8.29-1.e19_@ for Red Hat Enterprise Linux 9.8 started.

= installation log files are stored in ~tmp during the installatiom

#= zhell iz available on TTYZ2

= when reporting a bug add logs from ~tmp as separate text-plain attachments

The rescue environment will now attempt to find your Linux installation and
mount it under the directory @ /mnt-sysroot. You can then make any changes
required to your system. Choose '1l' to proceed with this step.

You can choose to mount your file systems read-only instead of read-write by
choosing '2'.

If for some reason this process does not work choose '3" to skip directly to a
shell.

1) Continue

Z2) Read-only mount
3) Skip to shell
4) Quit (Reboot)

FPlease make a selection from the above: 1_

5. 7AV T MHRIINAES, Enter F—%2# LTV IILEREBLET,
Rescue Shell

Your system has been mounted under ~mnt-sysroot.

If you would like to make the root of your system the root of the active system,
run the command:

chroot /mnt- sysroot
When finished., please exit from the shell and your system will reboot.

Please press ENTER to get a shell:
bash-5.1#

6. chroot A¥ Y REFALT, LAFa—ty>¥avDrootTa4 LI M) —=ICRENTET 4
L2 M) —% /mnt/sysroot 71 LV N —ICEELZXY,

Rescue Shell
Your system has been mounted under mntrsysroot.

If you would like to make the root of your system the root of the active system,
run the command :

chroot /mnt- sysroot
When finished, please exit from the shell and your system will reboot.

Please press ENTER to get a shell:
bash-5.1# chroot smnt-/sysimage_

AT a3V BYWD Rescue BIETIERY N7 —IHEEIL TOWAWAREENH B0, TR

MRy NTD—=05Ey N Ty T LTLEIW, LEZIE, XY MNT—=JICBBNIPT7 RLAD
WET, Xy MI7—V8HATsos LAR—MEEELAEWVWGEIE. UTFTOLIICRY NI —0 %
HRELEY,

a. FRTZMA YRy MNTNRARERELET,




# ip link show

2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state
UP mode DEFAULT group default glen 1000
link/ether 52:54:00:74:79:56 brd ff:ff:ff:ff:ff:ff

b. RYKNT—OA4 2V —TTARICIPFRLRZEIYLET, 74N MNF— NI A5BE
LET, &z, 7Ry b 255.255.255.0 (CIDR 24) 2D IP 7 KL X 192.168.0.1
%7 /N4 R enplsO ICIBINT 25HBEIE. RDELIICAALET,

# ip address add <192.168.0.1/24> dev <enp1s0>
# ip route add default via <192.168.0.254>

c. letc/resolv.conf 7 7 1 JLIC nameserver T ) —AEBIMLFT., RIHAERLE T,

I # nameserver <192.168.0.5>

8. sosreport IY Y RAETL., BEDIHERICHEWVWE T, --upload + 7> 3 v %EINYT %
E. s0s LIR—MDERERICLR— M% Red Hat ICERETE X 7,
bash-5.1# =o= report

zosreport (version 4.2)

This command will collect diagnostic and configuration information from
this Red Hat Enterprise Linux system and installed applicatioms.

fin archive containing the collected information will be generated in
svarstmpssoz.awinlvBn and may be provided to a Red Hat support
represzentative.

fimy information provided to Red Hat will be treated in accordance with
the published support policies at:

Distribution Website : https:/ was.redhat.com
Commercial Support : https://was.access.redhat . com-

The generated archive may contain data conzidered senzitive and its
content should be reviewed by the originating organization before being
passed to any third party.

Mo changes will be made to system configuration.

Pres=z ENTER to continue, or CTRL-C to quit.

9. # 7Y aV:RedHat TT IV ZANYR— K5 —XEFTTIER L TWBIHEICIE. T—RES
“ANLTsos LR—KMT7 74 ILDARFNIEMLF Y, —-upload ZIEELTH Y., KR M A
V=2 MIERINTWABEERKRDyr—I7y 7O—-RKIhEd, y—ABSHR
WZEIE, TDT71—ILREZARICLTEEXET, y—RABSOAHNIEERTH S0, sos
A—F14 )71 —DEMEICIIHEIEHY FHA,



bash-5.1# sos report

zosreport (version 4.2)

This command will collect diagnostic and conf iguration information from
this Red Hat Enterprise Linux system and installed applications.

fm archive containing the collected information will be generated in
svarstmprssos.awinlv@n and may be provided to a Red Hat support
representative.

fimy information provided to Red Hat will be treated in accordance with
the published support policies at:

Distribution Webszite : hitps: - wai redhat.com”
Commercial Support : https:/-wmi.access.redhat .com”

The generated archive may contain data considered sensitive and its
content should be reviewed by the originating organization before being
passed to any third party.

Mo changes will be made to system configuratiom.

Press ENTER to continue, or CTRL-C to quit.

Optionally, please enter the case id that you are generating this report for [1:

10. AVY—ILHADOKRICRTRIINTWS so0s LIR— N7 7/ ILDEZRIZEZEXEOHTEXET,

Finishing plugins [Running : subscription_manager]
Finished rumning plugins
Creating compressed archive...

Your zosreport has been generated and saved in:
svarstmpssosreport-localhost-2822-B5-24-w»agzio. . tar . x=

Size 18.28MiB
Owmer root
shaZ56 leebocd4ecd?Bed174ccB4f d468fBF91389971105a9d5a98dBeeccdBBISTSBIS51e

Pleaze =zend this file to your support representative.

bash-5.1# _

N RARDA VI =%y MIERINTULWAWGEIE, scpBREDT 7 A IVEmEa1—F 1Y)
T4 —%FERALT, XYM IT—V LDRDKRAMIs0os LR—M%ERELTRedHat 77 =4
WHR—=NTF—2ICT7y7O—-RLET,

BREEFIR

® sos1—T4 YT 4—h, Ivartmp/ T4 LI MY —IZT7—hA4 THERLIEZEABRLE
—d_o

bash-5.1# 1s -1 svar-tmp/sosreports=

T . 1 root root 11277136 May 23 B9:32 rvar/tmprsosreport-example-hostname-ZA2Z2-B5-23-mewimsg . tar . xz
-rw-r--r--. 1 root root 65 May 23 89:32 svar-tmpssosreport-example-hostname-ZBZZ-B5-23-mewimsg . tar . xz .shaZs6
-rw-------. 1 root root 18781188 May 24 12:54 rvar/tmpssosreport-localhost-202Z2-85-24-v»aygzio.tar.xz

-rw-r--r--. 1 root root 65 May 24 12:54 svar-tmpssosreport-localhost-2022-85-24-v»ygzio . tar.xz.shaZ56
bash-5.1#

RS

® How to generate sosreport from the rescue environment .


https://access.redhat.com/solutions/2626631
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® Enabling networking in rescue environment without chrooting .

® RHELA YA KM—IDVDDISOAEHF I O—KT3ICIE. RedHat IR —R—FILD¥Y
DvA—KREI a3 VIIBELTKEIN, EFZ0Y o vO0—K #8BLTLEIW,

® RedHat 77 ZHILHR—MAD sos L R— FDIREFE

1.10. REDHAT 727 Z ALY 7R— hADsos L R— N DIREAE
LTOREEFEALT, sos LR— A RedHat 77 ZAIYR— MNPy 7O—RTExFT,

sosreport A¥ Y KTCO7vy FO—K
—upload # 7> 3 v AEFEHAL T, sos L R—MDEREZICLR— KM% RedHat ICERIELE T,

o XOWTFNHIDA T aviaEiEETIHA
o EBRINAEADT—2ZID
o --case-id A > av

o -ticket-number 7> 3
sos 1—F 14 T4 —lE. TNAREFRFELE, sos LR—hEF—IITy TO—
KLZET,

o FT—2ABFEWELABWGE., FLIEITNAREZRIELALAWVGEIF. 2—FT1 YT 1 —IZE
27y 7O—REFRALTsos LAR—Kh% RedHat /X7 w U SFTP %4 M7y FO—
RLET, RedHat TV ZAIWYR— NI VI ZTHRTPIVERATESRLDHIC, 7y 7FO—NK
ICERA LRSI A —Y —DRAIZEAZE T,

e sos LR—FME4EM L. RedHat 77 Z ALY R—KMIT7y FTO—KLZET,
[user@server1 ~]$ sudo sos report --upload
sosreport (version 4.7.0)
6ptional|y, please enter the case id that you are generating this report for []:

Your sosreport has been generated and saved in:
/var/tmp/sosreport-localhost-2024-03-19-xavvwkw.tar.xz

o F—RAID%EEETDE., HARRDELDIZRY T,

Attempting upload to Red Hat Customer Portal

Please visit the following URL to authenticate this device:
https://sso.redhat.com/device?user_code=VGEL-PYIM

Device authorized correctly. Uploading file to Red Hat Customer Portal
Uploaded archive successfully

o F—RIDEIJ/ELRWEE, HAFRDEDIZRY XT,

Attempting upload to Red Hat Secure FTP
Please visit the following URL to authenticate this device:
https://sso.redhat.com/device?user_code=VGEL-PYIM
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Device authorized correctly. Uploading file to Red Hat Secure FTP
Uploaded archive successfully

RedHat h A9 ¥ —R—FIULHBS5DI77AILDF7y TO—K
RedHat A—#'—7hA7D > N FBE L T, RedHat Hh R ¥ ¥ —R—% )L Web 1 kD Support
Casest/ avicay4 v L, F9=ZAIYR—Kr—RIIsos LR— ATy TO—RTEZE
-g_Q
Q74> 95k, Y R—Mr—2ICT79E2ALET,

BEER

o SFTP, curl 2 &, RedHat 77 Z A HR—HMIZ sos LR— M ERHT 2D AEICDOWNT
&, RedHat L v ¥ R—XMDEEE How to provide files to Red Hat Support (vmcore, rhev
logcollector, sosreports, heap dumps, log files, and so on) Z5BR L T 72X LY,
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F2ZE RHELWEB OV Y —I)LAFER L2l R— N DERK & #
B

RHELWeb O Y Y —I)LTCEMILR— R EERM, Y7 O0—K, BLVHIKRLET,
21.RHELWEB OV Y —JLAFER L2l R— MDA

AR

e RHELWeb OV Y —ILDBAYVAKN—=ILINTWS, FMlZ. WebI YV —ILDA VA =)L
ESRBLTLEIL,

e cockpit-storaged /XY T —I NI RAFLIZA VA M—=ILINTWS,

o THEEERND S,

. RHELWeb vV —)LicAy4 v LEY, s5:fllld. Web vV —bAnOv4 > 258 LT
I,

2. ZldO X =2 —T. Tools >> Diagnostic reports &R L £ 7,
3FHLLWRKLAR—MNE4ERT SICIE. Runreport R9 %2y o LET,

Run new report x

SOS reporting collects system information to help with diagnosing problems.
This information is stored only on the system.

Report label

Encryption passphrase ®
Leave empty to skip encryption

Options [ Obfuscate network addresses, hostnames, and usernames

[J Use verbose logging

4. FRTBLR—MDSNILEADLET,
5 A7¥av)LR—bEHRITAXLET,

a. LIR—MABESILT B2LDDESENRRT7L—XAAHDLET, LR—FNDOESI{EER
*w TTBEEIE. 74— ILRAEZEOFFICLET,

b. BHEDT—4 & #51L 9 % IC1E Obfuscate network addresses, hostnames, and
usernames F TV JRYy VA% AFICLET,

c. UseverboseloggingFxv 7Ry R%&FICL, OV DFMEEALIFET,
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8528 RHELWEB O~V — L& L7828 L R— b D4R & #EF

6. Runreport R9 > %)y LTLR—bMEERL, 7TOECZADNRETTEETHEEET, Stop
report RY U AFRALT. LR—MNDEREFELETEET,

22.RHELWEB OV VY —I)%FERHLEZHMLR— DY o O—R

AR

e RHELWeb OV Y —ILHBA YA KN—=ILINTWS, FMlZ. WebI VYV —ILDA VA M=)l
ESRBLTLEIL,

o THEEWERND S,

o 1D LEDBMLR—IMDERINTWS,

1. RHELWeb v v —)LicAy4 v LEY, sFllld. Webd vV —bAnO74 > 258 LT
I,

2. ZlO X =2 —T. Tools >> Diagnostic reports &R L £ 7,

3. 90— KR9TBLKR—MNDHEICHS Download Ry >V %& 0y o LET, ForO0— RKHBE
FMICHIBINE T,

RORFTY S

RedHat 77 Z ALY R— M F— LI L R— NARHIT B HERICDODWTIE, RedHat 77 = HJLH
RK— NIC sos LIR— h&1BH T 25% £8RLTLEI W,

23.RHELWEB O YV —I)LAERL7ZZEL R— b DEIKR

AR

e RHELWeb OAYY—ILDBA VA KN—=ILINTWS, FMlZ. WebI VYV —ILDA VA =)L
ESRBLTLEIL,

o THEEWERND S,

o 1D LEDBMLR—IMDERINTWS,

FIR

. RHELWeb vV —)bicAy4 v LEY, s5:lllE. Web vV —bAnOv4 > 258 LT
IV,

2. ZldO X =2 —T. Tools >> Diagnostic reports &R L £ 7,

3. HIfRT BLR— ND#EICH D Download R~ DI&EICH DHEDEMREE% 2 ) v 2 L. Delete
RYVEDYY I LET,

4. Delete report permanently? 7 1 > KU T, Delete R > %2y  LTLR—MEHKRLZE
-a—o
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