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Bith

3. hwlatdetect 7O/ S L&5ETFLF T,

hwlatdetect 7 Oy 7V — X% KR—1) v L THIADAWE v v THIEL T, N—RI7z7H
SRLEEL1ITry—51ELET,

TATSLE N—RITTT7—FFIFv—F /@ BIOS/EFI 77 —L9 T TICEYEL S

LA 7Yy —%iEd 726, BE. hwlatdetect DETHRICV AT ATAFAERITIT Z2HNEEH
YEEA.

hwlatdetect DBEBEDHAIELUTD L D IZ2Y 7,

# hwlatdetect --duration=60s

hwlatdetect: test duration 60 seconds
detector: tracer

parameters:

Latency threshold: 10us
Sample window:  1000000us
Sample width: ~ 500000us

Non-sampling period: 500000us
Output File: None

Starting test

test finished

Max Latency: Below threshold
Samples recorded: 0

Samples exceeding threshold: 0

EROBERIF. 77 —LVITHLDY AT AR ER/NRICHNZ 27DICABINLEYRT
LTY,

L. UTFICRT LK. YRAT AR ZER/NRICHIZ2OICTNTOY AT LZRHEYS
2L TEIEEA,

# hwlatdetect --duration=10s

hwlatdetect: test duration 10 seconds
detector: tracer

parameters:

Latency threshold: 10us
Sample window:  1000000us
Sample width: ~ 500000us

Non-sampling period: 500000us
Output File: None



#5135 RED HAT ENTERPRISE LINUX FORREAL TIME Y 2T LADF 1 —=— J %A DRI

Starting test

test finished

Max Latency: 18us

Samples recorded: 10

Samples exceeding threshold: 10

SMls during run: 0

ts: 1519674281.220664736, inner:17, outer:15
ts: 1519674282.721666674, inner:18, outer:17
ts: 1519674283.722667966, inner:16, outer:17
ts: 1519674284.723669259, inner:17, outer:18
ts: 1519674285.724670551, inner:16, outer:17
ts: 1519674286.725671843, inner:17, outer:17
ts: 1519674287.726673136, inner:17, outer:16
ts: 1519674288.727674428, inner:16, outer:18
ts: 1519674289.728675721, inner:17, outer:17
ts: 1519674290.729677013, inner:18, outer:17

LECDFERIE clocksource. ¥ A7 LADFHEY DERFGHIC 15-18 us DEFH TRRIN S ELE
NOEHZZEERLTUVWET,

hwlatdetect (&, tracer X 1= X A% detector & L TERBAL TWRWMEIEDISEICFER L TW
F L&, LREION—Y 3 v Di5AE L. ftrace tracer TIERK A—RILEY a—ILAEFAHLTW
F L7,

parameters (. L4 7YY —EMBOERTAHEERELET, 774 bDLA TV —LE
WMEIR104 270 0 I VM) T YT o14 VRO T, YUYV IO 42 KD
I 05#TL%,

D=, tracer . IBE L-HBEDOREWDFE D TEITINS detector ALY RZEETLEL
7=

detector AL v R, UTOBMUI—REETITEIIL—T52EZ2TLET,

t1 = timestamp()
loop:
t0 = timestamp()
if (t0 - t1) > threshold
outer = (10 - t1)
t1 = timestamp
if (t1 - t0) > threshold
inner = (t1 - t0)
if inner or outer:
print
if t1 > duration:
goto out
goto loop
out:

RE L —FHEIE, t0-t1 ABELALEWME(IQus T 74 M) ZBARWI E AR L F

T AL —THETIE, L—TOTFEELMO 1 -0BORKEAEF v I LET, 914 4
R VTLIRS DERY DAY OFEIE. 8+ /# @EBRLIRY—FARY ., L&
Vv T, FERET YU ) THIRELIHYET., LN ST, ERT 2HHIMYBEOMD
BEN T 7—LTITICE>TEAINED, YRATLOAVER—RY NOEHTAHEICELYITH
nxd,
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inner & 1" outer M hwlatdetector IC & > THICHAIN B EIX. REDT —
ATRRALATVY—IIRYES, LATVI—DEIF. BREDY AT A
clocksource DEfid % FAH Y (BF(E Time Stamp Counter £ 7213 TSC L
2 —THH, HPET /23 ACPIEREE/ /Oy /DrElgEEL HY FY)
ECN—RDITET 7LV TDEAEHLEICEIYVEL ZERT ZFHmAMY
BDBIEDEDED T,

BYRN—RITTI77—LTT7ORAEDEERDIFLE. ROZXT Y TiIE, BRI > 72EIC
SATLD)TIVIALINT =X VR %2TANTBIETY,

N2 BEICEDVRTFLDY TIVIALINT A —IVADT A M

RHELRT i&. BREADD2/RETIRTLADYY TIVIA LNT +—I Y R%ETAKNT % rteval 1—
T4V T4 —ERHEELZET, rteval (. Y RTFLNSERD SCHED OTHER Tl EY., #3514V
CPUZEIC) TILEIA LADISENRAEINE S, Bfld. JL—F & hackbench &R RV FIY—7ICH
7% Linux A—xJLY ) —®Dili{T make T9,

COBEMIE, YRATLEREILTEZEICHYET, ThThOITICIE, BICRTYa1—I)L§3Y 3
ThHHYET, DaTlE, XE)—DENYYET/BR. T414RV1/0, ETFESY RV, AE)—2E—RLE
DIFIFERYRIAERITLET,

FAMAADFEBIND &, rteval [E. cyclictest FIE 7OV S L% LET, COTOTFLIE 7
VS5A4 A7 TEIWCSCHED FIFO ) 7L A4 LR Ly R&ERBL., YTZIVIALRTSa—=) V7D
IEREENELET., BHEALY REYA LAYV TERY, BRTRAY)—FL7E v 01%
KBIDS A LAY Y TERYET, AEINLZLAITYY—IE H-0+i) T, Thid, EEOY T
A7y THEN, RIODIALRY Y T10 DER/RMRV A 77y THE. ZLTRY—7HERI
DHEERTT,

rteval 2TOFMIZ. Y RATLOEHFHOTEEEHICXML 7 7M1 ILICEZTIAZFNE T, KRIC, rteval-
<date>-N.tar.bz2 7 7 1 ILDERINF T, NIL <date> ICHBITEZENZEOERITOHD VY —TT,
DLTFERBE. XML7 74 IILDSERINIZLR— NP BEEICEHAINF T,

System:

Statistics:

Samples: 1440463955
Mean: 4.40624790712us
Median: 0.0us

Mode: 4us

Range: 54us

Min: 2us

Max: 56us

Mean Absolute Dev: 1.0776661507us
Std.dev: 1.81821060672us

CPU core 0 Priority: 95

Statistics:

Samples: 36011847
Mean: 5.46434910711us
Median: 4us

Mode: 4us

Range: 38us

Min: 2us



8513 RED HAT ENTERPRISE LINUX FORREAL TIME ¥ R 7 LADF 1 —=— J %R B HiIC

Max: 40us
Mean Absolute Dev: 2.13785341159us
Std.dev: 3.50155558554us

FROLR—=FTIE. N—=R7z70FM. RTORI., FRHIND A T3y, 8LUP91 IV T8
R(CPU ZTEB LUV Y RT LLKE) DFFHNKRTIINE T, #rteval --summarize rteval-<date>-
ntarbz2 vV REETLTLR—MEBERTEET,
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2. TUNA A V9 —7J7 T —XADFEH
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N ARV RV TN SLEITTEET,

Tuna BT 2 &, RyVa—YVIRYY— A5 TVa1—-5—DERE., 7oty —T774=
TA—REDALY RBLVEIYAADEME (7O Y —T 71 =ZT1—)2EBTCEXET, TDV—
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AREILE, A—FNFa1—ZVINRIA—Y—%EETHAEDRZLHEH L TVWET, BEN SV
RY., YRATLZ=BEET DN FLEBATHICEETEZET, NIX—F—FHEHOTIICRY E
T, CORER, ABF1— =V IREEZHRILT HHDICEUMTT,

VATALICNTEF AV IR EDHEEEEARE LD, VATLAEBEHLTEEREIETZZIENT
XFET, BETDHAEIF. BETBNNGA—Y—DBLEICL>TERYET,

FINE2.1/etc/sysctl.conf 7 7 1 L DEEE

Iproc/sys/ THRE %/85 X —4% —% Jetc/sysctl.conf 7 7 1 JLIZEDH D &, NTA—F—hkF{lbIh
7,

1. BIRLETHFRAMNIT 149 —T letc/sysctl.conf 7 7 1 L EREE XY,
2. ARV KRG jprocisys/ TL 74 v 7 Z%HBIRL. FROD /| XF% . XFICBIBAET,

7z& Z21E. 2=~ K echo 0 > /proc/sys/kernel/hung_task_panic (& kernel.hung_task_panic
IKRRYEY,

3. WMBIRNFA—H—THHTIT Y b)) —% Jetc/sysctl.conf 7 7 1 JLICHEAL F T,

# Enable gettimeofday(2)
kernel.hung_task_panic = 0

4. #sysctl-p #ETL T, FHLLWERETEHLE T,

~]# sysctl -p
...Joutput truncated]...
kernel.hung_task_panic = 0

F|E2.2 /etc/rc.d/rc.local 7 7 1 L DERE

Digk

H
[=]

letc/re.d/rc.local X 1= X Al EFRGERIEORE I — NICIEXFERALAVWTCES
L\, SysVInit DEEIR V7Y T NDRFATH Y., systemd H—ERICEL Y ETI
N9, EFECKREEFRESETZHEN VLD, BEOI— ROTFTR MIOAE
BLTLEIL,

1. FlE2.1 etc/sysctl.conf 7 7 1 JLDiRE] DOFIRICE>TIYY RZRFRBLET,

2. MEBRINSA—H—THIRVIT Y M) —% Jetc/rc.dirc.local 7 7 1 JLICHEALZE T,

2.3.BIOS /NS X —4 — D& E

VATLABELUVBIOSRUYY —FITRTERDZHEBEYTES—YavAEEFERLTWS D, A0
L3V TIEBIOSEREICET 52— RMREHRDAEHRALE Y, LEEDERELAFTETIRWVGEIE.
BIOSARYF—ICEBWVWEDELEI L,

1
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LEDETBI LR YRATLDABBANY MIREBETIREICKEZSADHEMIHY XY,

RELANEERIL. BIOSOERBEA S a VvAEMICLET,

I5—HHb LTI (EDAC) HifiL
EDAC 2= h&. Error Correcting Code (ECC) X EY —DHo I FILINAT S —%RHE L TE
F§2DIFERINET/NAIRATYT, BE. EDACAH Y avid, ECCFzvIiRLMS, T
F—ICATEZINRTDOXE)—/ —ROEHWLRAF vV ETHY £9., EDAC LRILDFWIEF
E. BIOS IC D2 RENMRLS QY. A XY MNARSIN 2 TEEIECRY 7,

ARG R, EDACZA ZICLE Y., ThUNADZEIE. EDHEL NILICHYEZ T,

System Management Interrupts (SMI)
SMilE, W—RDTTRYST—IZLE>THERINDIHET, PRATLNELKEELTWEZ %
RBLET, SMIBIYVIAAILBE., RITHOARL—T 1 VI RAFTLTIFRL, BIOSDI—RIC
SYMEBINET, SMIILBE., BEETE. YE—bIYY—LEEPM), EDACFzv Y. &
VEDMDNTRAF—EVITHRVIFERINET,

BIOSICSMIA T a S FNTWEIBEIF. RV —EFEERFaI XY MNEHRALT, E0FE
EEMICLTHEELERI AL TLEIL,

Digk

H
[=]

SMI ZREICEMICT B EIFAETIN,. TNETOIOBEIRWN &AL

WEINFT, SMIOERE LY —ERMEEEHIBRT D E, N—RITTIC
MR EENRET ZAEELIHY £,

24 .Y AFB LY TOCARNNM VT4 Y

DTIVE A LRIETIE, SEIFRARYMIBRBETIRICLA T VY —2R/MRICHIAZHELH Y
F9, BEMICIE, BYiAA (RQ) L1 —F—T0O02452EX2FHAD CPU CTHEICOBT S Z
ENTEXT,

BE, BYRAAHICPURBITHEICHEINET, ChilLY, ILLWF—9ELUBSFrvyI 1D
EXAAIEL>TEIY AHLIEIEE L, CPUTRET ZMDULIEBE DFEEDNRET I ENLLH
YEJT, COBBEEET ZICIE. BRI YT 1 AIVAEIYIAAE FOER% CPU (£7I& CPU DO#
F)ERICTRIENTEEY, TDLIICLT. TOFYRAADUEBICHERI—RBLUVT—51E
EiE, 7Oy —FT—9EBEF vy P aRICARERRYBVITEENSRY ET, TD%. A
TOERETEZRIFRRICETTE, TOMDIYA LY ) T4 ANRTOCRIETRTHEY D CPU
ETEFINET, Chid, BRITZ2ZFEN AT —DOFHIRY, BRNATEHEE ARG E ICH
ICEBICRYET, TITR XEBY %270y —Fvv > allTzyF9I3EEERBIE 248
IRALIBRFE SR EMMICRHEL X T,

EBRICIE, RBERNTA—IVRBT TNV 5—2aVIlE>TERYFET, LEAIE. RAKROMBEEZE

T92EBDODERRDIARSDFa—=V TR, MBRNITA—IVRAFa1a—ZVIHNELRICERYZE
9, 1D2BIE. ARLV—TFT 4 VI RTLDHEES LVEIYAALIEBDLDHIZ4DDCPUDIE 2D
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ENEEL, BYD2DDCPUAET U H—2avDUIBBICOABRT I ENERETLE, BOE
BT, 2y ND—VBEOT7 ) -3 07Ot E, XY NT—IFNARARSA/1N—DF|Y A
HEMIEFTZ CPUILNA Y RTEE, REWRERIREELF L, BRI, Fa—=VJiE, &
FXFERBREEITV., HBICREREDERDIFET,

BF

ZZTHBBT270RADE L&, FIE®D CPU F7/<IZE8H D CPU Y RV % 31EIE T % b
ENAHYFET, CPUTRIVIE, BENEY NTRITRINET, F/. FHTZO
IURICHSLT, MFEFLIT 6 ERHTRIETZDIEETEEY, L&A CPUOD

CPU~YRZIF EY ¥R % & LT 00000000000000000000000000000001, 10 #EHL &
LT1. BLV163#EHE LT 0x00000001 &74Y FF, CPUO & TDOEAD CPUTR
71, Ev <% & LT 00000000000000000000000000000011, 10 %K & LT 3.

16 2 & L T 0x00000003 & 742 Y) 9,

FE2.3 irgbalance 7 —E ~ O #&3h1kL

DT—EVRTI7AINTEMIIR>THY, EYRAADUNIEE CPU TEMMICHEFIL X7, 7
L. U794 LDTTOAA AV RNTIK, 7TV 5= 3 VIEBERED CPUILNA Y KXW
&. irgbalance 7T —EVIEIHEHY FH A,

1. irgbalance 7 —EV DR T—9 A &R L F T,

~]# systemctl status irgbalance

irgbalance.service - irgbalance daemon
Loaded: loaded (/usr/lib/systemd/system/irgbalance.service; enabled)
Active: active (running) ...

2. irgbalance T —EVA'ET L TWRBEIFIFLLEFT,
I ~]# systemctl stop irgbalance
3. Y AT LDELENFFIC irgbalance WHEREE L AW & 2R L X T,

I ~]# systemctl disable irgbalance

FIE2.4 IRQ /NS Y ADBHD CPU DS

letc/sysconfig/irgbalance %€ 7 7 1 JLICIE. ISRQ balacing —E R I & o T CPU %2 ZEEH 54t
TEBRENSENTVWET, TD/NF A —4—|TI1Z IRGBALANCE_BANNED_ CPUS & W5 &ZaID
FiFoh, 64EY FDIGEHREY FYRITY, YRAIVDEEY MICPUITZRLET,

F2EZIK 16 A7V RTALAEEITLTWVWSIEAE, CPUSH LIS A IRQNS VI VI LHIRT 2156
&, UTFEEITLET,

. HETBT7TFRAMNIT 14 —T letc/sysconfig/irgbalance % f
%, IRQBALANCE_BANNED CPUS W) 4 A MILAMIWETZ 74 ILDEIV > 3V &ERDIF
x7,

# IRQBALANCE_BANNED_CPUS

# 64 bit bitmask which allows you to indicate which cpu's should

# be skipped when reblancing irgs. Cpu numbers which have their
# corresponding bits set to one in this mask will not have any

13
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# irq's assigned to them on rebalance
#
#IRQBALANCE_BANNED_CPUS=

2. ZOAHETEE IRQBALANCE_BANNED _CPUS OO A > N ZfBFRL. TDEZEREL T
CPUB DD 5 ZRALET,

I IRQBALANCE_BANNED_CPUS=0000ff00

3. ZhiT& Y., irgbalance 7Ot RIEEY R RITEY MHREIN/CPUEEELET,
ZDHBE. Ev ME8~15IC2Y £,

4 FRG4EDCPUDAT ZHOVRATLAZRITLTWBEFEIE. ThEN SHTD 16 ERDEIE
AV TRYY 9,

I IRQBALANCE_BANNED_CPUS=00000001,0000ff00
LEEDTRXVIE, CPUBHNLI5, BLUCPU3B ZIRQNS VIV IDNLBRALET,
pa )

RedHat EnterpriseLinux 7.2 Tl&. Z ® irqbalance Y —JU
l¥. IRQBALANCE_BANNED_CPUS 7' /etc/sysconfig/irgbalance 7 7 1 JLICEREI h
TWRWEEIZ isolcpusz A— RV A —F—%Z N L THBEIN /A CPU I 7 LD IRQ
=HEBICEEL T,

FIE2.5E %D IRQAD CPUT 7 1 =7 1 —DFEHEY HT

1. /proc/interrupts 7 7 1 ISR LT, ETNAZANMFEALTWS IRQZHELE T,

I ~]# cat /proc/interrupts

D7 7AIICIFIRQD—BNEINTWVWET, EITICIE. ISRQ&BES. & CPU TRELE
YIABDHEE, TDRICIRQ YA TERPANKRTINIT,

CPUO CPUA1
0: 26575949 11 |IO-APIC-edge timer
1: 14 7 |IO-APIC-edge i8042

...Joutput truncated]...

2. IRQAT2OTAOEY Y —TDAEITINDLIICIERT BITIE, echo vV REFEHALT
CPUT Y (16 EH) %#4FED IRQ D smp_affinity TV M) —ICEXAAHFET, ZOHIT
X, IRQ &S 142 DEIYAH% CPUO TOHERITTHLIEBERLTVET,

I ~J# echo 1 > /proc/irg/142/smp_affinity
3. ZOEFEIE, BlYAADRELLBEICOAFEMIRY FS, [REETARMNTZICEF. T4 2R
9T VT4 ET1—%%m L. /proc/interrupts 7 7 A L AZEB L CERAHRALE T, YA

HAOFRELLERET B &, FEIRLEZ CPUDEYIAAHEAEML., D CPUDESHEEI
nTuwagwnZ ertbmry xrd,

FE2.6taskset 1—F7 1 ) T4 —%2FHALTTOEAD CPUIC/RXT VK

14
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Z O taskset 1—FT 4 YT 14—l #R2DOFTOERIDPID) =#FHLTT 74‘?4—%2%?&7:@
BRELET, FlE, BIRLAECPUT7 74 =274 —TaAX Y RERBHTE-OICFEFRATETET,
TAZT4—%BETDICIL taskset (. CPUT RV % 10 ERE/IL 16 EHMTRETHINELD Ui
¥, YRIDBIHIE, ATV RFLREEINSPDICHLTED CPUIT7HEM LRI EIBET S
vy h\YRX9TY,

L BEERTLTVWARWTOERDT 74 =74 —%RET 5IT1E. taskset ZfFH LT CPU YR
7O EBELET., ZDOTHIEX. my_embedded_process I, CPU3 DA %R
ZLIIHERINTVET (CPURRYDI0EHN—Y a3 v &FR),

I ~]# taskset 8 /usr/local/bin/my_embedded_process

2. EY RTYRVTEBDCPUZIBETSHZEETEZET, ZOBIT
i&. my_embedded _process (&, 7Ot vH—4, 5 6, BLV7 TEHRITT LD ICHRI
NTWET (CPUTRI D16 EHN— 3 V& FEH),

I ~]# taskset 0xFO /usr/local/bin/my_embedded_process

3. IBIC, p(-pid) A T3 VECPURRYVE, EETZ7O0EZZADPID Z#FERAL T, 9TIC
FIFLTWETOCADCPUT 74 =74 —%RETITET, ZDOHITIE. PIDHAN 703D
AEXIECPUO TOAEITINDLIICHEBRINTVLWET,

I ~]# taskset -p 1 7013

4, BRBIC, c/NTA—4—AFALT, CPUTRIZDRDLYICCPUY A NAEIEETEZY, &
EZIE. CPUO, 4, CPU7, BLUCPUZ IS NAFATSICIE. OV RSA VI -¢
0,4,7-11 HEFNZET., FEAEDFE. TORVHELIXEFTY,

B

Z D taskset 1—F 1 1) 7 1 —I& NUMA(Non-Uniform Memory Access) ¥ X T I THERE
LETH, 2—F—HCPUE REEAWVWNUMAXEY)—/—RIZALY RENXL VKT
5ZEETEEHA, TDEIRY AT ATIE, taskset SR IND Y —ILTIER

<. numactl =71 V71— %2 FTDOFERBEICERTIHLELNHY XT, Fi

lE. TIEEMEAT) —T7 V1R #SBLTLIEIWL,

B d % man R—¥
L. LTFO man R—JFAR LI a VICREBEBOBERICEAELTWE T,

e chrt(1)

taskset(1)

nice(1)

renice(1)

Linux 24 ¥ a—1Y v J2F—LDERBAD sched_setscheduler(2).

25. 7 74V AT LDRENE Y

v —FIOEBEHNEET ZIEEIE. ERICT 1 RAVICEZRAFBIEFRTIThhARWwWZ ErHY F
To H—RI IO VAT ALICIE, Vv— fwwfﬁwﬁréfﬁtéj7ya/ﬁ%Ui¢oﬁﬁ\ﬂ
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AR A N —YVEEBEZZRARISCSERALTAHATLEIW, Vvy—FIT7 95714 ET1—lE. Vv—F
IWOZEBRDIEFAZLEEL, T—F EXYT—HEAIVYNTBIET, LATUY—DELEFT, £<
DBE. Sv—F VT T7ANVAT LI, YATLDY DV EEABTIEEZAHETETTEZX

£

Red Hat Enterprise LInux 7 IC& > TERINE T 74V RMDT7 7MLV AT LI, xfs EWH T v —F
VY T774IVYRATLTT, ext2EWVWD,. SYRIDT7AINIATLTIER, Yv—F) VT3 ERA
IhFtA, HHBPFICOy—FT Y VT ZREBEETIHEEZRE. ext2 DFERAZMRETLTLEZIWL, F
EAEDRYFI—VERDE I, exR 7 7MY ATLRFEAL, FfF2—=V FVOHREIED
1DEREFLET,

77 AIHDREICT 72 A I N5/ (atime) D xfs LD LD BRI v —F UV T T 74 RT
L, ext2 DFEALABFEVDY AT ATERBETIXAWESIZ, xfs T atime ZEMICT DI EERETLT
KXW, atime Z\WICT BENRNT4—IVADEEL, 774NNV AT ALY v —FILANDEZIAH
O =HIRT B & TCENERENBILET,

F|E2.7 atime DO Ezh{L

L. BIRLETFRAMNITA Y —%FALT lete/fistab 7 7 1L ARSI, L— kYO RRA VB
DTV MN)—ERBDIFET,

I /dev/mapper/rhel-root / xfs defaults...

2. AT avt v araEiREE L THEE noatime & U nodiratime &% 9, noatime (.
T7ANDHEIAHFICT IV ECRAIALRY Y THEFHINAWL S IC L. nodiratime [E5 1
LY M) —®inode 7V ERAEEOEHFAELELF T,

I /dev/mapper/rhel-root / xfs noatime,nodiratime...

8%

TN r—ravil&oTE, EFICKET S atime t0EHY F3d, L
NoT, TDATYavik, TOELHIBRTFTTYVr—avpFERIhTL ALY
AT LTOHREYETT,

relatime ¥ OV NA T a v EEHETSZET. 7V RABRNIREOZTERERB L
YERIOT7 7 EARBELY EFWGEICOAEFHINELDICTEET,

B d % man R—
M. LTFO man R—JIFAR I a VICREBEBEOBERICEAELTWE T,

® mkfs.ext2(8)
® mkfs.xfs(8)

® mount(8):atime. nodiratime # & V' noatime D1E#R

26. VAT LA LRY Y TTON—RI 700y 7 DFEH

NUMA ® SMP DIV F 7Oty H—Y AT ALICIE,. BRON—R9 27009 04 VARV AN
HYFET, BEIFFIC, h—IVIFFEBERgER 7Oy Y —A%=RE L, FHITZ70v0Y —A%RER
LET, YRATFLTHERAFTREAZIOYIY—AD—EBAKRRT BIC
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I&. /sys/devices/system/clocksource/clocksource0/available_clocksource 7 7 1 JL &R~ L &
ER

~]# cat /sys/devices/system/clocksource/clocksourceO/available_clocksource
tsc hpet acpi_pm

EFERDHITIE, TSC. HPET, 8LV ACPILPM 70Oy VY —RAHNFATEEXT,

BAEFBFPOIOY IV —R
I&. /sys/devices/system/clocksource/clocksource0/current_clocksource 7 7 1 JL &5t AEL Y TR
BETXFY,

I ~]# cat /sys/devices/system/clocksource/clocksourceO/current_clocksource
tsc

o0y 9y —ADER

VARTFLAA VT I) = avosg#Ea Oy i, v0y OBMOBEICLYERIh AN &
DHYEY, INTOBEBDOHZ 70y IV eRTLIE. YATLRYTIVIA LY AT LAORBEEHS
BT I ENTERWN—RD I T7IOY I THRTIIENTEET,

BERTINVT—avDEHRIE, YRATLATEICERYET, LT, &7V r—avilE
L8y 23 ERYET, TOBR. FVRATLEERYFET, 7TV r—vavil&oTiE, 7

Oy I DREEICLYERY, EBTEX2F/WORARY 2RETZ2/70v 70ABELTVWET,
IOy P EFHFMBZT TV r—ravid, ZARYIZA MDD TI/AOYIDXA )y KEBBIEN
TIXIXY (FRAHARY EREHEROMERR).

INLDIRTDT—RATIE. TDF—N—=F4 ROBIRNLBHEZEEL, HEDN—RITTY
Ay 7 OBMOFRREE M) A—LAVWREZERTNIE. A—XIPNBRLAEIVOY I EF—1N—F4
FTEXY, IhZfToIC

I&. /sys/devices/system/clocksource/clocksource0/available_clocksource 7 7 1 JLICRRI N/
—ENo/0v oY —R%EERRL, /0v0%&%

/sys/devices/system/clocksource/clocksourceO/current_clocksource 7 7 1 JLICEZXIAHF T, &
ExE UToax Y RiE, EAPO/O0Y VY —RELTHPET 25 ELZE T,

I ~]# echo hpet > /sys/devices/system/clocksource/clocksource0/current_clocksource

ya 13!
ELFERAINTWSEN—RI 2700y 7 OBERFRAP., IFIF/N—FKVT77S
Oy VBO/NT #—< Y A% 8T 5IC1E. Red Hat Enterprise Linux for Real Time
Reference guide for Red Hat Enterprise Linux for Real Time A& L T 72Xy,
TSC/ Oy IDEINT— MRS A—4—DFHE
ITRTOYRATALICEEBHRO Y7o 0y 7 I3HY EEAD, —RHICTSC 1MBEINhZ70Ov

Y—RATY, TSC/Ov I DEHEYARBEILT BDICIE. H—RILDT— MNEFICEBIMD/INS A —9 — %%
ELFT, UTFICHlERLET,

o idle=poll 714 RIVIRREEICALRWEDIC/7OY VU &EHILE T,

® processor.max_cstate=1: 70y VB L YRWCHKREB (NI TSV RRFE—R)ICAS
DEFE, AP/ FELELARVWESICLET,
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L. WThDBEE, YATLDNEILLMDOEETEITINDH, EELDGEHLEHEEN
BABZEITERELTLETWL,

BREEBTOHHE
EHFO 7Oy Y —IE, BHSDEENIREE (C-state) ICT VT 1 TIIBITLET, L. 8VWEE
TREDSHEREICRDE, VTN IA LT TV 5 —2a v TRBELIYELSOREEZBEETE X

To INSDBITEBSCKLDIC, 77— 3 V& Power Management Quality of Service (PM QoS)
AV —J1—REFATEET,

PMQoS A V¥ —7x—R%&FRATZE. YRATALIE, TSC7OY IDEMT — b5 A—4—DF%
E C—ERRIINTWS idle=poll & U processor.max_cstate=1 /X5 A —9 —DEFE LTI 2 L —
hTEFEITH BENREBOLYFMRAFIEITETT,

77— 3> /devicpu_dma_latency 7 7 1 LA & PM QoS A V¥ —J7 x—Rix 7Oty
H—DRWRY) —TREBICAZDEHE, T2 FHEREENELET, 774IUHEHALLNS
E. VAT LAREBEAREBICIRY T,

1. /dev/cpu_dma_latency 7 7 1 L ZRIXT, 77 MIEBRFZRL A TV Y —1&{EDOHEAH
RAWZEFHICLET,

2.2y bOBFZEIAHITT. JOHE. IRNERRE (Y1 7OMELA) ZRLEY, T8E
BRIRY B IDEREZRET HICiE. 02EALEY,

/dev/cpu_dma_latency 7 7 1 L DB LLTFICTRLE T,
static int pm_qos_fd = -1;

void start_low_latency(void)

{
s32_t target = 0;

if (om_gos_fd >= 0)
return;
pm_qos_fd = open("/dev/cpu_dma_latency", O_RDWR);
if (pom_gos_fd < 0) {
fprintf(stderr, "Failed to open PM QOS file: %s",
strerror(errno));
exit(errno);
}
write(pm_qos_fd, &target, sizeof(target));
}

void stop_low_latency(void)

{
if (om_gos_fd >= 0)
close(pm_qgos_fd);

}

7T =3 viE. 9 start_low latency() DFEOH L AT\, BRERLA TV —EXG
L. JRIC stop_low_latency() ZFFUMH L £ 9,

B d % man R—
HMBERCSRYXEIZ. UTOXEN., 2Ot/ avORBRICEBELTVWET,

e [Linux System ProgrammingJ by Robert Love
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27. BT FTYHr—o 3 UARETINBEWVWEDICT S

Ihoid, "N7+—IVREALIEZEHOO—BHNRTZ 0T ATTH, RBIINDZ&n%<
HYFET, LTFTIE #MFET 5 lextraapplications] ZW DHNRLET,

TS574HNTFRI Ny T
BICH—/NN—Tld. MEORWIT S 74 v I REEFTLABVWTLEIWN, YRATFADNT 74U

FTGUI TREITZLDICREINTWVWEHEI N ZHZRT 2ICIF, UTFTOaT Y FZERERTL
9,

I ~]# systemctl get-default

graphical.target X% R7-1581k. YRATLNTFRANE—RTEFTELIICHRELE
ER

I ~]# systemctl set-default multi-user.target

A—)VERX T —Y £V b (Sendmail, Postfix 72 & D MTA)

Fa1—=VJLTWBYRTATSendmail 277714 TIEHALTWRIBEERE, EMICL
TLEIW, BRERBESIE., BICEEINTWE I EE2HET L. EROYY VICBENT
5 EERETLTL I,

BF

Sendmail &, cron B EDTAYTSLATEITINDIVRATLERA v E—U K%
ET2OICFERINET, ThICIE, logwatchREDAOF Y JERICEL - T
ERINDLAR—KDBEEFNE T, sendmail NMERICR->TWEBE, ThHD
Ay E—JIZETEIRIARYET,

Remote Procedure Call (RPC)
Network File System (NFS)
YOAY—EX

Gnome Y KDE R EDITZ T4 AIA V=T 2 —R%EFHLTVWAWZGEIZIE, YOXAE0
FETRVWAIEMELNHY ET, N— ROz F7ZHIRRL. gpmZT7 VA VA =L LET,

B85 RJ

NI =X VRAHERAESZ 20N’ HDESH cron /-l at v a TOEEEZHERALE T,

Frlee Y=—RKNR=F 4 =F7F)r—vave, ABON—RI 7RV F—pPBMLEIVR—2Y b
HEHEBL TSI W,

B d % man R—¥
M. LTFO man R—JIFAR I a VICREBEBOBERICEAELTWE T,

rpe(3)

nfs(5)
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® gpm(8)

28 A EY—DEVYNDRTY TERRE
XEY—RIv S

R=—TETARAVILRAIYTTIONTEDE, EORETELATYY—DRETDAHEMENHY T,
LATYY—%ELTRICE. PRATALICTRRAETY —%2FRT 27D, Ry THREHY FH

ho PTVT—2aVvELUOYRTLRICYIERAM ZFICH A XICLEY, vmstat #FHAL T, X E
) —(FHERAZEH L, si(swapin) LV so (swapout) 71 =L RZERLE T, AJEERRYEODE
FILTBIENRETY,

FIE2.8 OOM (out of Memory)

OOM (out of Memory) &, 27 v FHEBZSTHAATERXAE) —DAIRTEY LT ATVWSOY
Bai—F1 Y7 REEELET, BE. ChICEYIRTLADNRZy IRREEL, FEBY ICHEELR
7Y %9, /proc/sys/vm/panic_on_oom O OOM ENfE4HlHI T 2 R4 v FhHYET, 12H—X
WICERETSE, OOM TRy INELET, 774 MEEIE. OOM T oom_killer & L5 &EID
BHERTET LD A—RIICERTZ0TY, BE. oom_Killer FARELRTOEREZRHEHET L.
RATLIEEFERLET,

. ChE2ZEETIREBHELAEIL. % echo (I, # L ULME% /proc/sys/vm/panic_on_oom
ICEBELET,

~]# cat /proc/sys/vm/panic_on_oom
0

~]# echo 1 > /proc/sys/vm/panic_on_oom

~]# cat /proc/sys/vm/panic_on_oom
1

pa )

OOM T Realtime A—RI/INZy J %475 ZEDNHREINIT S, YRATLN
OOM REEICR > 121BE. TORBITREL RS ARYET,

2. oom_Killer R A7 %#FAL T2 & T, 7OCRDBERT INBBEIBEMERETSIEHT
X %9, /proc/PID/ ICiE. oom_adj & oom_score E W ZFID 2 DD 7 7M1 ILHHY F
¥, oom_adj DEMRRATIE, -16 H'5 +15 DEETY, ZDEIE. 7OERANEITINT
WA (tROER) #ZE I 27TV ALA2FEALTTOLRD THE] 258T 57HDIC
FERAINET, JBED oom_killer A7 % KR Y ICIE. 7O XD oom_score %#FE:R L
9, oom Killer ZIXI7ARZREBEVWO LR ARMIEHKRT LET,

ZDFEITIE, PID 212465 M 7O+ XD oom_score DiFAE AT\, oom KillerHh i@ Hl#& 7 X
nICKKLET,

~]# cat /proc/12465/00m_score
79872

~]# echo -5 > /proc/12465/0om_ad;

~]# cat /proc/12465/00m_score
78
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3. Ffo, A7 IKIEEHRESHY £, Ihik. TOEAD oom_killer #EMICLET., LLTFD
5l TlL. oom score |l ODEERLET, Chid, TOTOECRAIKRTINAVWI EETRL
TWE 9,

~]# cat /proc/12465/0o0m_score
78

~]# echo -17 > /proc/12465/0om_ad]

~]# cat /proc/12465/0o0m_score
0

BE¥EY % man R—

X, UTD man R—=TVIEEXKEI/ Y a VICREHOBERICEEL TWET,
® swapon(2)
® swapon(8)

® vmstat(8)

29. %y NT—UREDEY b
TCP (Transmission Control Protocol)
TCPIRLATUYY—ICRERFEERIFTIRELHY 9, TCP (&, WEMEDIG, BE% FIHE
L. EBRCEIEREEZRAETILDICLATYY—ZEBMLET, Fa—=VIRICIE. UTOR%ZE
BLTLEIW,

o FEDIRENVBETIT D,

o Ny hAORICHLTRETZIRELNDHY TTH,

BEDONTy N eXET D EBENRET DAREMNDHY T T,
o TCP AT 2%BAIE. Y7 v b TCP_NODELAY LT L T Nagle buffering 7JL31) X

LEFEDICTDIEEZRETLTL I W, Nagle 7L T T LGNNI REE/NRTy M EIRE
L. IRTE—EILEEFL., LATYY—ILEBHEARIFTTEEIHYET,

XYy MNI—OFa—=v7
XY ND—V AT DZOHDY—ILIEZEHY 3, UTIE. LYEMREDICRYZET,

A7 DEIYAH

BVAADEZROTICIE. /Ny h2IR&EL, A7y hDIL T2 aVIIHLTE—DEIYIAH
NERINET,

AN=Ty M REBETHEIRBEDT — Y 2HET DIV RATLTIE, TIAINMEZERTZH
aA7LY—%EPL. AW—Fy haFEH, CPUILT IV ERTREIYAHDEERST I ENTE
T, RYMNT—IANDORAFELRBELZVEETDVRATLTIE, A7V RAZHIBTLIZEMNLT S
ZENHRINTT,

BMITT % ethtool A< >~ KIZ -C (--coalesce) # 7~ a v AIEEL T,
RE
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ZL DBE. JORA Y FIE, FINY T 7—DFFRELTRY NT—0F7—9MNEIRINhBNY
GV TDRRIRBIENHYET,

ethtool 1< > NI|C -A (—-pause)7d 7> 3 VAIBE L T, pause NTA—F—%FEHL, xv hT—
VDEEEOE LFET,

Infiniband (IB)

InfiniBand &% < DIBAE., wHEHEEED, Y—EXAP T/ F—NN—DREERMTZHICFER
INZBET—FTI7Fv¥—DY¥ 41 TTY, Remote Direct Memory Access (RDMA) HEBEIC & 2 L
ATV —6WETHDICEFEFRATEET,

Xy ho7—4 70 b aNOEE

XY RNT—=U NS T4 vV EERT SITIE. netstat < >~ RIC -s (—-statistics) 7 7> 3 V& E A
L/i_a—o

[TCP N7 A=<V ADRER] LV [TCPODEZEACKYA LTI MNDOEIR] #BHBLTLKEX
LN,

B d % man R—
L. LTFO man R—JIFAR I a VICREBEBOBERICEAELTWE T,

® ethtool(8)

® netstat(8)

2.10. sysLoG TIPS DiFzE

syslog *v N7 —7%N L TEEOHO IOV LMNLAT Ay E—V5EETEET, <D
B, INREIYKREL, RBROMS VYIS a3 Vv THEIAREDGESRYET, bSO 3 VD
P4 XIMNEREICKEWEEIE. JOBMARET 2H8EMEIHY ET, InEECICIE. Bz SEN
ICINICHERFL E TS

FME2.9 > A7 ALOF > JIZ syslogd =AY %,

YRFLOF VT TF—EV (syslogd) 1. EHDOERZTOTILDLAYE—VEIRNET ZHILE
AXNZEYT, o, A—FLOFXVIF—EFEV Klogd B S5 H—RILHRET 2 EMENEL XS, &

. syslogd IC&YO—ALT 7 ILICATARFINETH, YE—bOFVIH—N"—TRy b

D ORBTOVARETELIICRETZIEETEET,

L VE—MOFVITEBNCTZICNE, ETOVEZETEIIIOVEARETILENHY £,
FFHllEhttps://access.redhat.com/solutions/54363% S8R L T 72X L,

2. DE—MOFVIH—N—THE-—MOFVIHR— N 2EBMITRE, OV EEEFETEHEY
AT7ALE, TOOJEO—AIN T 7AIVY RTLILEZRADDTIFAL, TDsyslog KM%
H—N—ICEETRLIICERETIVENHYET, ThETIICE VATV NIRRT
LD /etc/rsyslog.conf 7 7 A L ERELET, TDT7 7 IV TESHINAIZIFAOF VY
W—ILIZDOWT, B—AAd 774 0LE)E—PbOFVITH—N—DT7 KL RIZEZTHZ S
ZENTEXT,

# Log all kernel messages to remote logging host.
kern.*  @my.remote.logging.server
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LERDHEITIE, VAT N RTLADITARTOA—RILAYE—D%
@my.remote.logging.server C') E— b2 vicOJEERLE T,

3. 74 RAh— Ri7% Jetc/rsyslog.conf 7 7 1 JLITEIMNT 52 & T, O—AINTERIND TN
TDYVRT LAY E—Y%OJICEHT 5L DI syslogd 258ET B EETEET,

# Log all messages to a remote logging server:
**  @my.remote.logging.server

BF

ERINERY NT—I 8ZT7 4y JICHAAHD L — MEIBRA syslogd ICE2F N TL
BWZ EITFRLTLCEI W, LA >T. RedHat Enterprise Linux for Real Time & X
TLDYE—bOFUTE, HEN)E-FTOVICRRT Z2UENHEA v E—TD
HCHIRT DI EEHELET, LEZE. I—FILDOESE, FREEKRRETT, D
AyvtE—rEFO—A)TOJICEEINET,

B d % man R—
M. LTFO man R—JIFAR I a VICREEBOBERICEAELTWE T,

® syslog(3)
® rsyslog.conf(5)

® rsyslogd(8)

2N.PCH—RKRF—FYV

pcscd T—EVIE, PCHEIUVSCRAY—MA—R) = —~"DEREEETILOIERAINET,
AE pesed (FEBEEMEVNI RV TTA, ZLDHFE. MOT—EVFIYELLDCPUEFERTSZI
ENTEEYT, COFEREROREANAFEICLY., VTILIA LI RIPZTOMDRERNLTE
NEXdHEMENHY LT,

FWE2.10 pcscd 7—E > D ERD{E

1. pcscd T—EVDRT—Y A EBELZT,

~]# systemctl status pcscd

pcscd.service - PC/SC Smart Card Daemon
Loaded: loaded (/usr/lib/systemd/system/pcscd.service; static)
Active: active (running) ...

2. pcscd T—EVHEFTLTVWSRHEIRIEFELELET,
I ~]# systemctl stop pcscd
3. Y AT LDEEFFIC pecsed ABEEF LAV EABERLET,

I ~]# systemctl disable pcscd

212.TCP /N7 # —< v A D 2AER
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BALRI VT HATIZL, 94 LRIV TOERICEET 274 -V RADBBEERELET, &
D sysctl ATV RIETCPREAEDIY M) —D{EZFHIEI L. /proc/sys/net/ipvd/tcp_timestamps IC%H
B2IALRY Y TH—RIIRSA—F—%5BRELET,

e XDAX YV REERFTLTHALARY VYT HATICLET,

~]# sysctl -w net.ipv4.tcp_timestamps=0
net.ipv4.tcp_timestamps = 0

o LUTDAXY Y RAEFAHLTYAILARY Y T HAVICLET,

~]# sysctl -w net.ipv4.tcp_timestamps=1
net.ipv4.tcp_timestamps = 1

o LIFTOIYY NTHREDEZEHLET,

~]# sysctl net.ipv4.tcp_timestamps
net.ipv4.tcp_timestamps = 1

Bld. 94 LRV THENTHD 12 E%RLET, EORFTITHEIEE2RLET,

213. VAT LADIN—FT 42 3 VEBRE

DTPINIALF1—VITDEBRRFEDIDON. PATLDHDETY, D2FY., YAFTLTEITLT
WB 1 DFELIFEROY TIVIA LT T) r— 3 v aHbMICERT 2401, CPUITDTIL—T
ENELET, REOKERZ[/DICIE. CPU MROY—%2FEL T 2RF v v a3 RFrvia
DHBEEZAIET B72HIC. A L NUMA (Non-Uniform Memory Access) / — RIZEEN 27 ICEEE
INBEDICTEIHRENHYET, IscpubLPtunal—71Y71—Ild, YRT7LDCPU RO

V%M B OICFERINET, TunaGUI ZEAT 5 &, CPUZEIMICOREL. ALYy RZHD
CPUMNGLRID CPUICBEIL T, N7+ —VAANDEEBERAET DI ENTEET,

N=TAVAVERENVATLDLATONET TV r—2a v OBEICEDVWTHEIIh S, 2E
BRICEEIMICN—T 4> aVEaRET2FIEZHRBLET, TDEHICIE, tuned-profiles-realtime
Ny T—IUQRET21—FT 1) T4 —%FEBALEY, RedHat EnterpriseLinux for Real Time /¥ 47—
MM VA= EINBE, ZORYT—IUDNT T4V NTA VA M=ILINZET, tuned-profiles-
realtime FEITA VA M—=J)L T BITIE, root TUATFDIOATY RZEITLET,

I ~]# yum install tuned-profiles-realtime

tuned-profiles-realtime /Sy r =&, I —HF—DEBMAAR LIS, EBFFICNA—T 123 P20
DF1—=V T %ABEICT D tuned real-time 7O 7 74 L ARHELEF T, 2 DD/ ET 7M1 ILIC L
Y, 7OT7 74 ILOEMELFIEINE T,

o /etc/tuned/realtime-variables.conf

e /usr/lib/tuned/realtime/tuned.conf

Z @ realtime-variables.conf 7 7 1 LI, DEEINB CPUITDIIL—THIEELEF T, VAT LD
5CPUATDII—T5589 5I1C1E. LLTFOBID L S IC isolated cores + 7> a3 v aFERLE T,

# Examples:
# isolated cores=2,4-7
# isolated cores=2-23
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#
I isolated_cores=1-3,5,9-14

LROFTIE. AT F7AILECPUL 20 30 5, 9, 10, T\ 12, 13, 8LV 14 ZDBECPUALTT
J—ICRBELEY, INHDCPUDAL Y ROBFA, AT7IKNAY RINEH—RILAL Y RTY,
INEDA—FIAL Y Rid, BITALY RPO 3y F Ry TRAL Y RREDKEDRENFEET 515
BIROARTINET,

isolated _cores TN B EINL D, tuned-adm I RTFOT77AINAET VT4 R—MLET,

I ~]# tuned-adm profile realtime

787 74 JLiE bootloader 7S VA4 VAEFERALET, TOTSTAVEAMIT S E, Linux H—=F
WA Y RSAVICUTDT— MRS A=F—DBININET,

isolcpus
realtime-variables.conf 7 7 1 JLIC—EBEXRT-INZ CPUAEIELZE T,

nohz
74 RIVIREED CPU THANXY—TFT A4 v I %AFT7ICL. 774N MNToff ICRELF T,

nohz_full

CPUICEITHBRRY A I M1 DLDBRWERIE, CPUTHAY—T14 v V%4 T7ICLEY, nohz
ZonICRETDHVENDHYIY,

intel_pstate=disable
Intel D74 RV RS 4 N—HDERRES LV CPURRBEEELBRWELDICT S

nosoftlockup
A—RIHPAI—H—=Ly ROV 7 Oy I Ty THERELABVWEIICTS

LEROBITIE, A—FNVT—FAIX Y RFAVNRSA—S—FUTDELIIZRY X,

I isolcpus=1-3,5,9-14 nohz=on nohz_full=1-3,5,9-14 intel_pstate=disable nosoftlockup

707 714 JLiE. tuned.conf @ [script] 27 > 3~ TIREI N/ scriptsh > )L RV Y T hEETL
T3, RV T ML systsRIE7 7MY RATLDUTDIY MY —%FAELET,

e /sys/bus/workqueue/devices/writeback/cpumask
e /sys/devices/system/machinecheck/machinecheck*/ignore_ce

FED workqueue TV M) — I DBEI N/ CPUT RV DBICREL, 2FBDTV MY —lFwv D
Frxyv oA ERMCLES,

ZDAYY T ML, lete/sysctl.conf 7 7 A JLICLUTFTOZEHERELE T,
kernel.hung_task_timeout_secs = 600
kernel.nmi_watchdog = 0

kernel.sched_rt_runtime_us = 1000000
vm.stat_interval = 10
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DRI Y) T higtuna1 V9 —J7x—RAFHALT, DBINLECPUBBSLEDIENAI VY RAL Y RE
DEINEZCPUDISBITLET,

X 5 (CFA% % /usr/lib/tuned/realtime/script.sh 175 ICI&. T 74/ & E—LTERE
L. tuned.confJSON 7 7 A LEZEB LRV ) FhESRBRLET,

214.CPU /RN T 4 —< VY ADAER

A=AV RSA VIRTA—4— skew_tick &, LA TVI—DEBRT ) r— 3 VHERTX
NTVWBRKRBEBELVRATALICHLT, Vv 9 —%RAL—XITIDITKIBEET, ) TILH A L Linux
VATATLATVY—HREETEI—HRILAY =X, Linux hI—RILIAI—FT 14 v INYRKS—D
HBOOY VICHEED CPUDLHET BHBETY. Hmalcxdd2@EDO Y 7 Id xtime_lock T, 4 4

LF¥—EVITIRATALATHERINDG., LV RCU (Read-Copy-Update) &0 Y ¥ TY,

skew_tick=1boot /XS X —4 —A{FAT 2L, ThODA—XIOY IDBEENRY FT, ZD/RNS5
A—=H—IC&Y, CPUZTEDT 1 v VI, BIABERIE TR F 21— (skewed)] ICLYRARFICERELZFHE
ho CPUYAT—CEDRERKEREEERT2E. Ov I DBESDOFTREMENEL Y., BV AR LEE
FEAEMREINE T,
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BIENTIVSALEBEDF1—=07T
2B —RAVG SR T LAF2—=2 7 TBEHTE T L5, Red Hat Enterprise Linux for Real Time &

BOFa1—=V 75K TEES, TOFIEDKHIC Red Hat Enterprise Linux for Real Time 1— %R JL
DAVAR=ILINTVWBERELNHYZET,

B

DTV avDY—=IIE, B 2E—RHILRTALAF 21— 5% T IETH
LHERLTLKEIW, RI74—TVREHEBINFHA,

Red Hat Enterprise Linux for Real Time F 2 —= YV V% [IA T 2 EBHIE > LS, UTFTORTY T5 &K
MMIEBTFLTLEIW, UTORTY FTlE. RRKBOXAY Y NEBLNZET,

o R4 Ya—5—DBEIRLDEKE ]
VAT LTHBEZRIRT DEBITELL, XEOMHROEI a2l L TIREI W,

e [Red Hat Enterprise Linux for Real Time 1—xJL & @D kdump & kexec DFEF ]

e [OpteronCPU T®D TSC ¥ 14 ¥ —MDEIHA]
e [Infiniband]

o [IEEMAXAEY—T V&R

o [TCP DEMEACKZA LTI hDHIR]

ARETIE, NT7+—TVRERY—ILICOWTEHEHRBALIT,

o fftracea1—7 14T 14—%2FERLELLAT Y —DEH

o LAF7Y>Y—bML—RODEH trace-cmd |

[sched_nr_migrate % {3 L 7= SCHED_OTHER ¥ X / #%{TDHIR, |

REDIRTCDF 21—V IRENRT LS, AR 77 =23 0DFa—= 087704 X >
MIEHRFTT,
3L RT Y 1—F—DEBEIRGDZE
Red Hat Enterprise Linux for Real Time A— XV Z2ERAT 2 &, X7 Y 1—F—DBSIRAL % 5548 1 H

HMTEZET, £/, 77V 5r—2arvlRILO7Ta7S5L5H—FILALY REYEHBEEDS WVREE
TRTTVa1—)IdBTEETEZET,
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Digk

H
[=]

AT 1—F—DBEEZRETDE. BRIVMELZAEEIHYET, EER
A= T7AOELZABBEICGELCTERITTIRLAZ E, YATLARRELALL R
Y, TOMDOFRARATEELEENRET ZREELIHY £, FEMIC, EELWVEK
ElFT7—rO0—RIEKELET,

BEIEAMIZ. HREDA—RIVKESHAO—EOI/IL—TTERINFT,

K31EkMEMI~Y 7
BkE ALy E
1 BEENMEWVA—RILAL Y R BEE1ILE
%, SCHED OTHER % LICZ#:
BHYAVICHLTFHNINE T,
2-49 FEATRE — BT ) r— a v DB

IRGLICEF S M % €6

50 T 7 #JU h®D hard-IRQ &

51-98 BEEODEWVWRAL Y R ZDEEHEIE. EEMICEITIA.
ISEEBNMEL RiIFhiEasan
ALy RICERLET, BEHIF
B9 B7=H, CPUILNNA YV REN
ALy RICIEZ&EEA=ERAL
MWTLLEIWL,

99 watchdogs & & U147 BEtBEEIESVIRATLAL Y

K

FIE3.1systemd O IC & 2 EBEIRLDRE

o BEEIR. 0(ZRBBEWVWELE) DD 99(HZRESWVELE) FTO—EDLRNIVAEFRALTERES
nNEY, systemd yF—EZATR—Y v —l&, A—RIVEBHEDAL Y RKOTF 74 NEEE%
TETHDIFERTEE,

EERORL Y KORT V1~ Y S OBEEERTT BICH. tuna1—F 1 U F 1 —&(HH
l./i-g_o

~]# tuna --show_threads
thread ctxt_switches

pid SCHED_ rtpri affinity voluntary nonvoluntary cmd
2 OTHER 0 Oxfff 451 3 kthreadd
3 FIFO 1 0 46395 2  ksoftirqd/0
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5 OTHER 0 0 11 1 kworker/0:0H
7 FIFO 99 0 9 1 posixcputmr/0
...Joutput truncated]...

31 . 7— N O RFBDOHY—ERDEBELEEDESR

systemd 7— 7O RBICEHINZY—ERD) TILY A LBEEERETEDLIICLET,
Iy AREFT L7771 YVATLAOEMIOERFICH—ERDBAEAZLTET SLHICHEH
INFET, T— N TOEROBEEDLTERIZ, Y—EREIYavOUTOTa4LYFT4 TAHFALT
Thhzxd,

CPUSchedulingPolicy=

EEFLAE7OERDOCPURT Y 2—) VTR —%BELZET, Linux CRIBRERRT Y 21—
DTS 2AD1D2ERY £7,

e ZDft

o /\vyF

idle

fifo

® Ir

CPUSchedulingPriority=

EFLAE7OCRADCPURT Y a— )V IDBEEEZRELE T, FIATREABEEOCSHHEIZ, =
RUEZCPURT Y a—Y VIR —ICLYERYET, YPIVIALART 2=V TR) O —
Tk, 1(RHEBEVEBEE) LS 9 (RREESWVWVEBEE) OBRAFRATEET,

3.1 mcelog H—ERADBEEDER

UTOHITIE. meelogt—EXAFEALET, meelog T —ERDBAEEZEET 5ICI1E. UT%
EITLET,

1. LFD &S IC, /etc/systemd/system/mcelog.system.d/priority.conf T, ##E) mcelog
B—ERBETALI M) =T 74 EERLET,

I # cat <<-EOF > /etc/systemd/system/mcelog.system.d/priority.conf
2. LTFzHALET,

[SERVICE]
CPUSchedulingPolicy=fifo
CPUSchedulingPriority=20
EOF

3. systemd XV ) T NEREEBHHAHLET,

I # systemctl daemon-reload
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4. mcelogt—EREFEHBLET,
I # systemctl restart mcelog

5 LUF®D systemd TR E L 7= mcelog BEE AR <L T,
I $ tuna -t mcelog -P
ZOATY ROEAE, UTDLDICHRY FT,

thread ctxt_switches
pid SCHED_ rtpri affinity voluntary nonvoluntary cmd
826 FIFO 20 0,1,2,3 13 0 mcelog

systemd 2=y AREF 7 L 27+ Z7DEBEDFHMIE., YRATLBEEEDHA KD I BEFEOI=v b
TJ77AIVDEEDEZSRL TSI,

312. —ER® CPU EARDERE
systemd Tld, ETTETB CPUHT—ERAZIBETEDLDICRYET,

INHEITIITIL, systemd (& CPUASfinity=unit RE7 17 L 27+ 7 &FERLE T,

#13.2 mcelog —E XD CPU {FRAKDHE

LTFDHITIE. mecelogt—EZANCPUOB LU I TERITINDLDICHIRLET,

1. LFD &S IC, /etc/systemd/system/mcelog.system.d/affinity.conf T. #§8) mcelog
B—ERBEETALIN)—T 74 EERLET,

I # cat <<-EOF > /etc/systemd/system/mcelog.system.d/affinity.conf
2. LTFzHALET,

[SERVICE]
CPUAffinity=0, 1
EOF

3. systemd XV ) T NREEBHAAHSLET,
I # systemctl daemon-reload
4. mcelogt—EREFEHLET,
I # systemctl restart mcelog
5 mcelog ¥ —EXDNLUTICHEINS CPUZRRLET,

I $ tuna -t mcelog -P
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BIREYVTIANIYALBEBEOF1—=7

ZOaAv Y ROEAIE. UTOLIICTHRY FT,

thread ctxt_switches
pid SCHED_ rtpri affinity voluntary nonvoluntary cmd
12954 FIFO 20 0,1 2 1 mcelog

systemd 2= AREFZ 1 L 077 TDEEDFHEMIE., PRATLEBEDOHA ROBEFOI=Y K
TJ77AIVDEEDEZSRL TSI,

3.2. RED HAT ENTERPRISE LINUX FORREAL TIME 1—XJL & D
KDUMP & kexec D&

kdump 75w ad Y FiEk, V59> alh—RILDIAVTFRAINILTIERL, V5v>alk
A—FIDAVFFRAIMDSF Y TFvr—INddD, EETEDIZN—FILITYTIDAANZILT
o kdump (E. YRT LDV v 22T BLGIC, BE2DH—RILTEBT 57<DIC. kexec &\
ANZZXLZFEALET., CO2FBOH—XIVIE, L DFEIZ v ah—xIEMEEIN, FERIC
PIRWAEY—TT— L, YV TAA=V X TFv—LFT,

VAT LT kdump ZBMICT B &, BEDT— M A—FRIVIFY AT LRAM D/NRIER VS 3 v &
RLU. kdump H— R Z FHBFHICHEARAAE T, h—RIWNRNZv I FLIFEZOMHOBMHAET S —
HFEE LIHE. kexec |E BIOS #BHE T IC kdump A—RILCTREIT 2 HICERAINET, VR
T LlE, BEOD kdump 7— M A—RIUDFHTZ AT —BEICHIBERINTWSE H—RILICHEE
Lo SOA—FRIVEYRTLAE)—DAE—FBAA—VEBRETI7AINTERLEANL—IX
AZZXLICEEZIAHE T, kexec [E BIOS @B L AW, TDT—hDAEY) —IFRFEIH, ¥
Sy ad VT IRLYERICAYES, TNARTINDE, A—FILDBREEL, v 2Rty b
IN, T—MA—RUDBNY I Ty TINET,
Red Hat Enterprise Linux 7 Tld. kdump A FD 3 DDFIEAEMNICTI2HELNHYET., 3. BE
BMRPM IRy r—I BNV RFLICA VAN —ILEINTWEZ AR LET. RIS, /INROZEEE
L. rt-setup-kdump YV —JLAFERLTGRUBIAY Y RSA VvAEZLTBELZEY, 3 DHIL system-
config-kdump & W2 757 4 ARV AT LAREY —IVEEA L T, F#l7a kdump 88 E Z /FRX L.
BHMICLET,
1. BER kdump Ry 5—I DA VA =)L
Z @ rt-setup-kdump *V —JL I, rt-setup NY T —IICEENF T, kexec-tools B LV
system-config-kdump & HETT,

I ~]# yum install rt-setup kexec-tools system-config-kdump

2. rt-setup-kdump TEEXHZ: kdump 11— RILDYERK

a. rt-setup-kdump Y —J)L% root & L TETLET,
I ~]# rt-setup-kdump --grub

D —-grub /X5 *—% —|&, GRUBREICEHINTWVWEIRTDY T7ILIYA LA—FRI
IVRNY—IIHEREEZEMLET,

b. VAT LEBEELT, FHUXAE)—BE22HRELETT, TDE., kdumpinit 27 1) 7 b
HEMICLT kdump —EXREREEL XY,
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~]# systemctl enable kdump
~]# systemctl start kdump

3. kdump T system-config-kdump =831t

a. Applications » System Tools B> h—RIWV I Ty aF VT VAT LY —IL%EIRT S
A YT TFavFRNTUTOIYY REeEALET,

I ~]# system-config-kdump

b. A—FINF Y THEEE HIRRINET, BHIRT. Enable &L\ D IRILDFWERS V&
271) w2 L%Y, RedHat Enterprise Linux for Real Time 71— JLId, kdump 71— FRJLIC
NN 27DICRBELXE) —E%2BENICERE T % crashkernelzauto /X5 X —45 — % ¥
/_.R_ I\ l./ i_a_o

RAM ' 4GB K@D Red Hat Enterprise Linux 7 ¥ 2 7 A TlE. crashkernel=auto

&, kdump A—RILAICXAEY —%2FHLEEA, TDFEIE. BDERAETY —E5FH
THRETIVENHYET, BEAZRE Y 7O H LW kdump X EY— 7 1 —JL RIZRHER
EBEANLTINEZERTTEET,

Kernel Dump Configuration - [ O

File Options Help

E; -

Reload Disable Help

Basic Settings

T t setti -
arget settings | & A tomated kdump memory settings
Filtering settings|
Manual settings
Expert settings

R

kdump I—RILICAEY) —%E|Y HTBHDAHZEE LT, GRUBREIC
crashkernel=<value> /X5 X —% — 45 FHTHREIT D HEIHY XTI,

c. 9=y MREYTEVYYIL., VT 7714 IVDGMERELET., ChizOo—Al
DI 7AW RTLILTZ7AINE LTRET 2D T/ RUTEHESEZATH, T
NFS (Network File System) ¥ SSH (Secure Shel) & D 7O NI EF>TRY hT—2
RHTEEFEITBIENTETET,
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Kernel Dump Conﬁguration - | O

File OCptions Help

F=
.

Reload Disable Help

K=

Basic Settings

Path:
Target settings

] ] ] © Local filesystem Partition: | Root file system b
Filtering settings

core will be in fvarfcrash/%DATE on rootfs
Expert settings

Raw device

Metworlk

REARETDICIE. VI NN—DBERARKYVEI YV I LET,
d Y27 L%EBREHL T, kdump NMELNICESHTE DL IICLET, kdump AN IEF ICHEEE

LTW3BZ LRI 2HBEE, sysrqzFALTNA=Zv %2 Ialb—bLTLES
LY,

I ~]# echo c > /proc/sysrqg-trigger

LY, A—RINRZv IHREL, YATLD kdump H—FRITEEILEF T, VR
TLENY YTy TLESL, BELLBRTOYV 771 ILERRTEET,

: S =
e kdump 71— XL DBRERIC—WON—RY T EY £y hTZBELHY £F, kdump
( > A—RIVHBERES 2 DICEIEN H B35 E1d. /etc/sysconfiglkdump 7 7 1 )L & iRE L

, 4 T. KDUMP_COMMANDLINE_APPEND * reset_devices=1 Z#IEML £ 9,

BF

IBMLS21 ¥~ Tld, kdump A—RILDEEN ZFHA BRI, UTFDOEEXA Yy E—I MK
RINZZERHYET,

irg 9: nobody cared (try booting with the "irgpoll" option) handlers:
[<ffffffff811660a0>] (acpi_irg+0x0/0x1b)
turning off 10-APIC fast mode.

—EDYRTLIF, ZOIZ—HASAELTESZHITLETN. AvtE—Y%FKRL
BIC7) XT38 HYET, CHIIBEANOBETY, CTOIZ—IRRINEL
BEIE, BE)/NS XA —4—& LT acpi=noirq®D1T% kdump H—RJILIEMLE T, &
DITIE. COMBEOHEEZITRWI Y Y TT—MNOBEEB|IZRBITHREEINH D
H, TOTFT—DEELLBEICOAEBMLET,
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B d % man R—¥
M. LTFO man R—JIFAR LI a VICREBEBOBERICEAELTWE T,

® kexec(8)

e /etc/kdump.conf

3.3.OPTERON CPU T®D TSC ¥ 1 ¥ —D[EHA

AMD64 Opteron 7Ot v ' —DIMEDEMKIE. KX 7% gettimeofday R ¥ 1 —DHEAZIFP T A
YFEd, TDORF 21—l cpufreq. Time Stamp Counter (TSC) DEANFRAINTWBIGEICHKEL
F 9, RedHatEnterprise Linux for Real Time I&, §XTO 7Oty H—AEUCHEEICARICEET S
ZET, CDRAF21—%2MCAHEERBLEY., TORDHD, 12070y H—DTSC &, Flo 7O
Ty Y —DTSC EBERZEETEMI S LIEHY TEA,

FIMR3.2TSC ¥ 1 ¥~ —RHEIDHRE

. HETETFRAMNIT 149 —T /etc/default/grub 7 7 1 JLEBEE, XS A —4—
GRUB_CMDLINE_LINUX % clocksource=tsc powernow-k8.tscsync=1Z#UEML £9,
ZhickY, TSCOEAM®EII N, ERFICO7 70ty Y—ORREERIERICAY F
ER

GRUB_CMDLINE_LINUX="rd.md=0 rd.lvm=0 rd.dm=0 $([ -x /usr/sbin/rhcrashkernel-param ]
&& /usr/sbin/rhcrashkernel-param || :) rd.luks=0 vconsole.keymap=us rhgb quiet
clocksource=tsc powernow-k8.tscsync=1"

2. BEZBMICT BT, YRATLZBEHITIZLENHYET,

B d % man R—¥
L. LTFO man R—JIFARtE I a VICREBEBOBERICEAELTWE T,

® gettimeofday(2)

3.4.INFINIBAND

InfiniBand &% < DIFE. FEIELZEH. T—EXP T zMNA—N—DREBEIRET ZLHICHERS
nN2BET7T—FTIFv—DH¥ 4 FT9, Remote Direct Memory Access (RDMA) B4EEIC L B L 1 T
V—HRETRHOICEFERATEET,

Red Hat Enterprise Linux for Real Time T® Infiniband @+ 7R — k&, Red Hat Enterprise Linux 7 T1z
HINDZYR—NERFERYFET,

R

AL Infiniband DAY — M HA R BB LTIV,

35.ROCEE 8L UENT =TV RADRY NT—7

RoCEE (RDMA over Converged Enhanced Ethernet) (&, 10 ¥ AEY b —H XY bRy KT—0 %N
L 7= RDMA (Remote Direct Memory Access) #5R%& 95 7O NI TY, ZhICLY, BEER ISV
D avVICH L THRENTELATYY—DT—9 NSV RAR— N 2RMTZ2—FT. T—9tv5—
T—EBLLEERRREZHIETEZET,
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High Performance Networking (HPN) I&, RoCEE f ¥ ¥ —7 1 — & A—XIVICIRBT 2 HE 1 7
)=ty MTY, HPNIX, HIZLARY NT—DAVISANS IV Fvy—2FATHZRDYIC. F
EDIOFAEY M —HUYRY M UYITSZANZIFY—%2FALTT 92V E—RNVRTLXE

) —ICEEREY 57D, CPUDHE—/N—Ay RHBDRL A VT FRAMNZ 9 Fv—aAXMDHIBSE
nxd,

Red Hat Enterprise Linux for Real Time IZ &1+ % RoCEE & & ' HPN @R — b, Red Hat
Enterprise Linux 7 CIRItI N2 R— M & XERY £,

yz o-1o)
ethernet 2v N7 —J DEREFFICEAT ML, TRy hT—2H4 K1 #88BLT
I,
3.6. FEHMEXE)—T U R
NUMA (Non-Uniform Memory Access) I&, X E)—1) YV —X&%FED CPU ICEIY HTHEHICHERI
NBERETTY, ChICLY, 7V EABREEHREL, XE)—OY IV RS ARZEEELHY FT,
hiE, LATVY—%58iET2DIENREIICRAFEFTHA. NUMA YR TALEFEHEDLBI RV AD
LAT VY —%B|SRITHEEDNH D=0, VZINIA LT T r—oay EBUICHET R &N
mMo5hTWET,
FI|E2.6 Mtaskset 1—F7 1 ) 574 —%FHELTTOECRAD CPUIC/NNA VY K] TEHEALKLLD
IC, taskset 1—F 4 VT4 —IECPUDT 74 =54 —TCOHEBEL., AT —/—RKRBEDHD
NUMA Y Y —RICDWTIHERHBLFEA. NUMA EHHAEDLETTOVANA VT4 VT BEEFTTS
BEIk, taskset DXH Y IZ numactl IA<v > REFEHLZET,
NUMA APl ME#0i%. AndiKleen @7 4 b R—/8— An NUMA AP for Linux Z588B LTIV,

B d % man R—¥
ML, UFO man R—TJdAREI Y a VICEESOBRICEAEL TWE T,

® numactl(8)

3.7.TCP MIEIE ACK ¥ 1 LT 7 b DHEIR

RedHat EnterpriseLinux Tld. T—9 DZEEHRT 2LDICTCPICL>T2D2DE— FAMEAIN
F79,

7414 v %9 ACK

o ZDE—NRIEXTCP #HmDMIBRKICERAIN, BEVA YV RUNY CICHBERTESLSICL
i’a—o

® acknowledgment (ACK) @ % 1 L7 MNERE (ATO) Y. RIERDY A LTV ME
tcp_ato_min ISBREINTVWE T,

¢ TUAINDTCPACKY A LTI MEZEETZICIE. HELREEZIYREBEAMAT
/proc/sys/net/ipv4/tcp_ato_min 7 7 1 JLICEZAAHFE T,

I ~]# echo 4 > /proc/sys/net/ipv4/tcp_ato_min

ACK DERE
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o HGNEIINDE TCP X, BHDOZENTY NOACKZE—D/Nry NTEETEBZ
DE—REZRBELXT,
o ATOWRAYM~Y—%=BREHFLITY Y FF5LDICtcp_delack min ICEREINE T,

® 77#J)LKNDTCPDelayed ACKEAXZEEY 2ICIE, HELREEZ IYMWEBEAT
Iproc/sys/net/ipva/tcp_delack_min 7 7 1 JLICEZAHE T,

I ~]# echo 4 > /proc/sys/net/ipv4/tcp_delack_min

REDEEICEIY, 2D2DE—FEATTCPAPYEZILNIET,

INREIRRY N7 =0Ty NaREETET7 TN r—2a YOI, TCP ASEEMN DIEE L 72 &R D
BALTINBENET7AILMTA40 I ICLY, LATVIY—DRETDHAEEIHYET, D
FY, INRERERY NT—IBATEETZT7 TV =23 rh o7y hOMIW/RTy K
&, X7y MO BIDOBITREINALIEE2RHBTIHOICKRR 40 I )VHOEELE L ZA8EELH Y
9, COBMBEER/NRICINA 70T, T 7 4L NT tecp_ato_min & tcp_delack min D% 1 L7
T ROEAMN 4 I YRIZARY F L,

INS5DOFT T # )L MEIE tunable T, EBEBOLHICA—H—DBEO=Z—XIGUCTHEETEZET,
= -1o)
BIED, FLEBETEZI9MLTI MERFERTZE, 77V 5= avhiBRLE

XYRNDT—IDRIN—TYy NELATUI—ICBEEARIZTTEHREEL DY FT, BR
DIRIBTIE. CNOSDIM LTI MIERRZEBRENVEIIRDGBENHYET,

3.8. DEBUGFS D{E A

debugfs 7 7 1LY AT LE, 2—H—DFT Ny T L, BREFMATESZLDICT B7DICHFRICEEE
INTWET, ftrace 5L U trace-cmd THERATH7HDICTI Y NTEIUENHY X

¥, /sys/kernel/debug/ 7« L ¥ k1) —T® Red Hat Enterprise Linux 7 ICHEINICT DY hI W &
ER

UTFoaxy RERITLT, debugfs YUY RINTWB I EAMETEET,

I ~]# mount | grep *debugfs

3.9.FTRACE A—T 4 )T 4 —%FRLELA TV —DEH

Red Hat Enterprise Linux for Real Time 1— % JL TR I N 2 2MTHEEED 1 D' ftrace TY, I hld.
RAREN I —F—ZEATRETDLAT VI —BLUONT 21—V ADBEEZDHL. TNV ITT3
DICFERAINET, IDftrace 1—T 4 U T4 —Ilid, IFIFQAAETCLI—TA4YT1—%FHATE
ZIFXFRATVavhihYEd, chid, AVFFAMNIA v FOEH, BEBEMLOEVWIRIT
DIVTAYT Y FITHDBEEORE. BYAAIEDICAR > TWBHARDORIE. FEDHHREHPICET
INEA—FIVERO—EBEDRRNICHEATEET,

BM ML —Y—RED—BD b L—H—lf, KBOF—9BEERL. b L—ROTDHEBRONE

S2VIPYELFS, L. bL—H—IlHL. 7TV 75— a v EELRI— RARRICEELE
GEICDOHFRBBELIVRTITELIICHERTEZIENTETT,
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Z D ftrace 21—7 1 ') 7 14 —I&. Red Hat Enterprise Linux for Real Time 71— XJL®D trace /\') 7> &
DAVAR=ILEh, EAFOBEICKRETEXT,

FIE3.3ftrace 1—F7 1 V)T 1 —DEH

1. /sys/kernel/debug/tracing/ 71 L ¥ b 1) —ICI&. available_tracers &\ D ZEID 7 7 1 LA
HYFEFT, TDT 74T, ftrace ICFEATE2IXRTOMNL—HY—DEFNhFT, FIFAT
RN —Y—D—EBA2RFTZICE cat AX VY REFRALTI7 7M1 IILOABTERRFLE
ER

~]# cat /sys/kernel/debug/tracing/available_tracers
function_graph wakeup_rt wakeup preemptirgsoff preemptoff irgsoff function nop

ftrace D1 —H—41 >4 —7 x— %, debugfs ICHZ—EDT7 71V TY, ftrace 771l
i /sys/kernel/debug/tracing/ 74 L 7 M) —ICEHFELET, UTFEZAHDLET,

I ~]# cd /sys/kernel/debug/tracing

NL—REBIMCTDEVARATLDNR I A—IVRICHEARIFTIENTEXSDH, 2D
FALIRN)—DIT7AINVAEEETBEIENTESEDIEroot 1—F— DA T,

ftrace 7 7 1)L
IDTALIN)—RADAA YT 7AIIEE LWTFOEBYTY,

trace
ftrace N\L—ADHADERRTE 7704, ThiF., TOT7AIDHEAFRATN, 1RV K
FAHAINY EHEELAWED, NL—R%EBIET2EHD. ZRIENL—RADRFy T3y
NCd, ThiE. 2—F—D ML —REEMLTCID T 7ML 2HEARNE &, FHIYE
ICEREUCHBERELET,

trace_pipe
ltrace] ETWETH NL—RESAM T THAADLDIERAINES, 7O0721—
H—/Av>a1—<T—hML—RT, EFARYDPHARONDANRY NEHELET, 7L
L. ThiIZEY, FL—RDTmABMOND I ERL, TI/TA TR —REFHERTDH L

available_tracers
A=AV A )LENT ftrace L —H—D—E&,

current_tracer
ftrace NL—H—ZBWFLIEEMICLET,

events

NL—RF2ARYMPEFN, ARV NEBNEEIENCTZ2OIFERTEZT ALY
R)—&. ARVYEDT ALY —DREETIZENTEET,

tracing_on
ftrace /Ny 7 7 —~DEFEBEZ BEWNS L VCBEMICLEX T, tracing_on 7 7 1 JILIEHT ML —
ZEFEMCLTE, A—FIVATEED ML —ZEEMRY FEA, Ny T7—~DEX
ABDHETEMILEFT, PL—REETITHEXEIREINET TN, 7—FIEEICEH
HLEHA,
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A—RIVDEBREFEICL>TE, BEDH—FRILTIRTD ML —H—DFEATEZEIERY
Ft A. RedHat Enterprise Linux for Real Time A—XILDIFE. NL—RA—FRIVETNY T
A—FVE EREBRAOH—FNERELB N —F—%2FBET, IhiE bL—H—0D—
BICML—H—DH—RIVICEREIN., IV T 14 TTRABWEEICKIRA —/N—~y RO F
£95HDTT, TOML—H—Id, PL—RBLVTFTNRNY TH—RILIIF L TOHEMICA
YET,

function
BULE<ERINENL——D1D, h—XIHOREHRTEVE L EZBILET, FL—X
INBEAMOICE > Tld, SBE e A —/N—A~Ay RARETHH8EELrHY TS, 7V
T4 T TCRWESICA—/IN—~y RBIFEAEERINT T,

function_graph

function_graph b L —H%—3, BREZ\/EMICRTT B LD ICEKETINTWVWET, Db
L—H—& BHOKRTZEHL. h—XIHOBEFECHELO7O—%2RRLET,

ZDML—Y—E, AL ZIC function NL—H—XUEZL DA ==~y KHH Y
FIN, EPREZIWEA LA —N—AY RADAEWT S ITEERLTLEI L,

wakeup

TRTCDCPUTTITAETA—DRETDIEERETZEEACPUNL——, 1)
TIWIALIRITHBIMNIEDLLY, YVATLATRHEEBEEEDEWI RV 5T 5D
IO D BB AEREHELET. FEYTILIA LY RV ERBIFTE2DICHHIBHRAKFEBOELHET
&, UTZIIA LY R EBEFT DDICHDBEEIIERTICRY £,

wakeup_rt
TRTCDCPUTTITAETA—DRETEZIEERETE2RLAQCPU ML—H—, IR
EOREBWVBEAEIRINL, VA4 07y THBEE TREBIFEAEHLET, YTILY
1A L5 R DB ZEHLET,

preemptirqsoff
TV T avELIFEYVAAEEBNCTZI) 7EBEL., VTV T a v ki
YiIAADNENE o Feix KBsE Z ek L £ 9,

preemptoff
preemptirgsoff h L —H—ERAKTT A, YTV TYavAEME Lo KERD#
ZEEFLET,

irgsoff

preemptirgsoff kL —H—& LTV TH, EVRAADERICL>TVWEIRAERDHA %
BEFLET,

nop
TI7AINMDRL—Y—, PL—ZAMBEBERIFRELIEADN., ARV DML —H—ICF
BT BEAREMENHBH, nop bL—H—FA XY FDBIICEANLBENICERINE
_a—o



EIFVTFINIYALEBBEOF21—=VT

2. b=y PtyyavaFETHRIAT 3ICIE. &#IC available_tracers (ICH 5 —E&H S F A
TE5ML—H—%BRL., echoAY Y REFALTINL—Y—DEET%
/sys/kernel/debug/tracing/current_tracer [CHEAL 9,

I ~]# echo preemptoff > /sys/kernel/debug/tracing/current_tracer

3. function & & U function_graph b L —ZDBMICA>TWVWENE D B %R T 5 I1C1E. cat
J~v >~ R%&{£ER L T /sys/kernel/debug/tracing/options/function-trace 7 7 1 L A&k~ L £
T, BN 1DHFEIEE. IhABEMTHEI %R, 0IFEMNTHDZEERLET,

I ~]# cat /sys/kernel/debug/tracing/options/function-trace
1

7 7 # )L b Tl& function & function_graph b L — X IZBEMICR>TVWE T, COHBEEEEM
F2IEERNICT BICIE. /sys/kernel/debug/tracing/options/function-trace 7 7 1 JL echo IZ
BYREZRELE T,

~]# echo 0 > /sys/kernel/debug/tracing/options/function-trace
~]# echo 1 > /sys/kernel/debug/tracing/options/function-trace

BF

echo OY Y RAFEAT 25EIE. BE >NFORICEAXFABET 5L IC
LTLEIW, 05,15,and 2> (ZAXFRL) #EAT2> 7OV ST
&, ZEASD, BEHD, BIUVBEIS—%2BRBLET, BRoTETNOEFEA
T5&, ML—RDBFHAEHHAICRZTEEENHY £7,

Z O function-trace & 7> 3 > (%, wakeup_rt. preemptirqsoff 2 & ICL D ML —ZL 1TV
V—IlEY, BN —RDBERCARDIDENTY, IhiE. ==Y RZFEERT ST
ERHYFET,

4. /debugfs/tracing/ T4 L7 N —HOIZIEFR I 7M1 ILDEEEEL T, ML —H—DFM
ENRSA—Y—HRAELEFT, UTICHERLET,

irgsoff. preemptoff, preempirgsoff. &L W wakeup L —H—IE, LA TV —%#EHMIC
BEfR L £ 9. tracing_max_latency TSI At DLIUEL ATV —DREVGEIK, L
A7 —0O ML —INEEEHEI N, tracing_max_latency H'H1 L WERABRRBEICEHRINE T,
Zh tracing_max_latency IC& Y. &FERICY Yy hIhiE BIlEZIhALAITVI—
ROEEVWLRILARRINETS,

BRALATVY—%T774)LIC) Y NS BICIE. echo 0% tracing_max_latency 7 7 1 )L

WKV EBZET, BEDEZBASLATVY—DH%ERBICIE. echo TY A VOB TR
Z_Tbi_a—o

I ~]# echo 0 > /sys/kernel/debug/tracing/tracing_max_latency

NL—ZXADLEWMEERETDE, BALATUY—BENEEIINFET, LEWVMELYK
XWLATUY—DREHEIhd e, BRLA TV Y—ICERBCEHFINET, NL—RT 7
A EHRTZE, BRICEHRINELATYY—DHDARIINET,

LEWMEZERET 2ICIE, BB INDIREDHDILATVY—%LEEZYA 7 0O/% echo L
i’a—o
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I ~]# echo 200 > /sys/kernel/debug/tracing/tracing_thresh

5. I\I/_ZDO“%%Z‘__\LiTQ

I ~]# cat /sys/kernel/debug/tracing/trace

6. NL—ROJ%RETBICIEF. IOT77A4)LICaAE—LZE T,

I ~]# cat /sys/kernel/debug/tracing/trace > /tmp/lat_trace log

. B# kL — X%, /sys/kernel/debug/tracing/set_ftrace filter 7 7 1 L DREEZZE L TT 1

WY —TEET, 774N T1ILY—DHEEINTVWAWGE, IRTOEHBN ML —R X
hEd, BED 71 —%RRTBICIE cat =#EFHLET,

I ~]# cat /sys/kernel/debug/tracing/set_ftrace_filter

LAV —EEEYT BICIE, BT AEABDARI A echo LEY, CDT7 1LY —IF. BERA

EDFEEIEREIC*TMIVRA—RZERATEET,

*TAIRA—RIE, BFEDORR & ZEOWMATERTIEY, LEXE tirg* (&, BRID
iIqICEFEFN2IRTOREHZERLE T, L. 7ML RD—FEIEZBRNTHEATEIIE
/‘JO

MERAEETAIIVRA—NXFEEZZE5I AT CTHL S, YT’ RBEREDFET LI b
D—IICiBRE LWV E DI L E T,

TAILY—DFAELTICRLET,

o schedule B DA% B L X7,

I ~]# echo schedule > /sys/kernel/debug/tracing/set_ftrace_filter
o lock T#bH2INTOREAHRZEIHLEXT,

I ~]# echo "*lock" > /sys/kernel/debug/tracing/set_ftrace_filter
o spin_ CHFE2IRTOEAHEEIHLET,

I ~]# echo "spin_*" > /sys/kernel/debug/tracing/set_ftrace_filter
o ZHIIC cpu DHZEHITRTEEIL XTI,

I ~]# echo "*cpu™ > /sys/kernel/debug/tracing/set_ftrace_filter

)z 6

echo ATV REEHICE—D > AFRHTZHEE. 771 IIVAOBEFEOEL L
EXINFT, 7714 NVIEEZBINT 3581E. KRHYIC>s%2FHALET,

310. L1 57— ML —ZXAD{#HEH TRACE-CMD
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trace-cmd (. ftrace~D70OY IV RV —JLTY, /sys/kernel/debug/itracing/ 71 L 2 bV —~
DEZAAERBEETIC, LARNCERA L ftrace WEEEZBMICT B ENTE Y, ik, 55
WEMNL—RA—FRIVNYTURRLTAYVRARN=ILTE, 41 VA M—JVBFICIEFA —/N—A vy RZEMI
nEtA.

1. trace-cmd V—I)L% A Y X b= T BITIE root TUTDIAYY REAALET,
I ~]# yum install trace-cmd

2. A—T 4 YT 14 —%BEHT BICIE, trace-emd > )L TOV T RT, UTOBEXEFEAL TiL
ERA TS avEAALET,

I ~]# trace-cmd command

aAYY ROBIZUATICRLET,

o

I ~]# trace-cmd record -p function myapp
myapp DERITHIC, A—FRIVHNTETHOFKEREZEMCLTHEBLEYT, Ih
I, myapp ICBERRIZITH>TEH, TRTDOCPUBLUVTRTDY XY DEH %
BmELET,
o I ~]# trace-cmd report
BRERTLEY,
o I ~]# trace-cmd record -p function -l 'sched™ myapp
myapp DEITHIC, sched THIBT 2BAHDOA» %=Lk LEXT,
o I ~]# trace-cmd start -e irq
TARTDIRQARY MEBMIILET,
o I ~]# trace-cmd start -p wakeup_rt
wakeup_rt hL—H—%EEIL X7,
o I ~]# trace-cmd start -p preemptirgsoff -d
preemptirgsoff L —H—%&EZEIL FITA. THICLYBEE ML —IDNEMICAY T,
Red Hat Enterprise Linux 7 @ trace-cmd M/X—< 3 &, Z @ function-trace & 7'~ 3 >

HEAY 5K Y I ftrace_enabled #74 7IC L £ ¢, trace-cmd start -p function THE
BMITTEET,

o I ~]# trace-cmd start -p nop
VAT LDEE% trace-cmd AT BHEIIC. YRATLEETLET, i, trace-cmd

DFEMARIC debugfs 77 AV AT LZFERT 356, Y ATLNBEBINLZNE DD
ICBEfRRCEETY,
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ARV RBELUVA T 3 vDELRY) X ME. man R—I D trace-cmd(1) 25
BLTLEIW, TXRTOELDIAT Y RIZIE. HBED man R—< trace-
cmd-IVv R EHYET, AIRXVNMNL—RBLVEH L —H—DFH

& I8RA 7N AL —X B KUV [ERB Ftrace DF#MFH = SR LTSS
Uy,

3. ZDHITIE, trace-emd 1—F 14 ) T4 —IFBE—DMNL—RARA Y N EBEFLET,

I ~]# trace-cmd record -e sched_wakeup Is /bin

3.11. SCHED_NR_MIGRATE % {§ FH L 7= SCHED_OTHER ¥ X 7 #{TDHlIR,

SCHED_OTHER # R V MEDZHMD Y RV Zi# T 5 &, IXTHEL CPU LTEITINE T, %17
29 F1ld softirq 1. CNEDYRIDNZTVRAEREL, 74 KILIKRED CPU L TEITTX 3 &
JICLE 9. sched_nr_migrate 7 7> a v id, —EBILBET 29 R IHAIBETDLIICKRETEZE
To UTIWNIALIRIDBITHEIERY FT, L., softirgqh 9 RV EZBET D&, EYAH
EEMICT HDICBEBERETF2—DREYOv /RO vIINET, BENPBLERY RV DZEH
256 BIURAHFDEDICHR>TWEREZIIRETELD, 9A1X—ARY PO IA Ty TIEE
BRICfThhEt A, ChiZkY, sched _nr_migrate " KIWMEICEREIND & UTIIA LY RY
ISRANR LA TV —DNELBZENHY ET,

FIE3.4 EHDMED sched_nr_migrate %

1. Z® sched_nr_migrate ZHAEY T &, UTINIMLDLA T —%FHICLT, 917
NEHFEET D SCHED OTHER AL Y KD +—< v ZAAELELFY, SCHED OTHER
BADRIT A=V AEBHICLTY TN IALDIRI LA TV —5ELTBICIE Ex
BT 2RENDHYET, T74IMMEIZB8TT,

2. sched_nr_migrate ¥ DE % FH%E ¢ % 1Z1E. /proc/sys/kernel/sched_nr_migrate |Z E#%{E %
echo L T2,

I ~]# echo 2 > /proc/sys/kernel/sched_nr_migrate

3RV TFIEIALDROY N) VT

DFZWNIA LR a—"Y) Y TORBA

Red Hat Enterprise Linux for Real Time @ 2 DD Y PILF A LR T a—) VIR O —ITiE, EEL

HBES1O2HYET, Ihbdld, BEEDEVWALY RIZE>TTV IV FF14T7IN3EH, Y=
FIROAEATB LT I15H) 2% T, EFSN2HMHETYT. SCHED RRDBA. B

%MD SCHED RREBHZEDHDAL Y REETTESDLIIC. ALY RDBARL—FT 1 VTP RAFTAIC
FoTTIVIVT T4 TINDAREN’HYET. TOEIBVTIhDIFAL. POSIXERTIE. B
EDEWRAL Y RACPURBZIBTESLIILTZRYP—42ERT 20V a -V JEHY F

Ao

DFILIALZALY RDZDOREMIE, BHEDCPUDI00% M ETEZT7 T r— 3 v OERDIEE
ICEBEBETHDIIEEEKRLEFT, —R. ChIFEWEZATHBLIICEZFT TN, EFICEARL —
TAVIVAT LIS OFEZFIZRILET, OSIE. YRATLREDYY—RECPUTEDY)
V—2EEB L, EHEMICINLDY Y —R%EZEBRT 2T —IBEERR. N\IRFX—EVITIT1
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ET14—%2XTT54EN’HYEXT, J7H SCHED_FIFO AL v FICLYERELINBEE, NI
F—EVIIRVERTTET, KRNIV RATLEEDNTREICRY, V57 v 21T 5HEENHY
i’a—o

Red Hat Enterprise Linux for Real Time A—XJILTI&, EYiAA/\> K S —I(& SCHED_FIFO E&ED
ALy R(F7#IK:50) & LTEITINET, cpu-hog ALY RHBIYAHNY RS—RL vy K&V
HRKEWLWA, SCHED FIFO 72l SCHED RRAR Y ¥ —hEWe, EURAANY RS—DERT%ER
T BYRAAIEL DV T TN EZRTIZT -9 %2FDOTATILDIFREL. KBLZEY,

YDZIWVIA LR 1a—F—DRAAYy MY VT

Red Hat Enterprise Linux for Real Time IC1&, Y X7 LABEBEN) ZILY A LY R THERATE 251
BZEEYETEIREB/ADAZILDEEFNTVET, TORELMRA D =X LIS real-time scheduler
throttling & L THIS ., /proc 77 A IV AT LD 2 DODIRZ A= —& LTHIEINET,

/proc/sys/kernel/sched_rt_period_us

CPU BEIED 100% & BRI ND u(x4 270 2 EELE T, T 7 1)L MBI,
1,000,000 us 1 T9, HBEDEDOZEERIL, HEAFART DM, FLIFNITEDZ &, FEICKE
BEBEERIIITLEIHYFET,

/proc/sys/kernel/sched_rt_runtime_us

ITRTDYVTINEIA LS R TRRHARAGETER. T 7 4 /L MEIX 950,000 ps (0.95#), 2
FY CPUFBIHIED 95% T, B%Z -1ICBRET D&, VTILIA LY XY T CPUBFZIA 100% I
REARED’HDIEEBKRLET, Ihid, VTILIALIRIDNREFT, EHIROR—) VT
W— T3 EDRBIERNBRWERICOMHBELYTT,

DTN ALZAAY M)V TAAZZXLDT T 4L MBI, YTIVEA LYY THERB TESCPUR
D B% Z2EHELET, BUDS% DY TILY A LLUADS RV (EfTHDH XY SCHED_OTHER &
SURAKEDRAT Y 1 —ILRY) Y —TRITINBIRV)ICEIYETONET, 12DYTFILIALIRY
NCPUZALROY PD 5% ZEHEBLTWVWSEHE., TDOCPULDEYD) 7ILY A LY X VIFET
INBVWTEITEFRLTLEIV, CPUBRIODERY D5% &, YTZILE A LUADY X TOIHMERS
nE9,

TI7AILMEDFEIL2ETT, UTILIALUADIRIDETEHHFATLBWVN ET, RAERY 7L
DALY RAIDB VAT ALAEZAY Y LEFA. —H. YUTILYA LY ZATITIEERERAK 95% D CPU BEE A/
TA—IVRAICHEST ZHAEEIHY T,

RT_RUNTIME_GREED #&8E

Real Time ZAY MY VT XANZZXLIE, YATLENYTIEZYTILIA LY A AOBT B0
ICBEBEL X978 B —H—E. YUTZILIYALUNDYZR YT Y —ZADBFTRLTWALLTEYT7IL
HA LY R EWETEDZLIICLEVLELNERA, DY, YRFLLTA RIVREICAZDE
Y32 &EEABETT,

BMICTDE, VTPILIALIRIMNZAOY MY Y TINBFIY TILYA LUADY Z I HHE LT
WENEIDNERELET, UTIIALYRIDAZROY MYV TINEBAIE. YATFLLTA KIL
REICAR S 7BER, FRIROBEAHEBINZERATTCICROY M) VY IDBBRINET,

MDD~ > RTRT_RUNTIME_GREED Z8E3{b L 9,

I # echo RT_RUNTIME_GREED > /sys/kernel/debug/sched_features

FTARTD CPU DA L rt_runtime 28D L S ICF 3IC1E. NO_RT_RUNTIME_SHARE OY v ¥ &3
ICLEY,
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I # echo NO_RT_RUNTIME_SHARE > /sys/kernel/debug/sched_features

LE2DODA T avAERETEZE, YTPILIALY AR ETEBRYETLDD, TXTHDCPUD
FErt-task ICRH LTS VI A LBRIELET,

Y7L V2R
kernel-rt-doc /Xy =Y THRIARIEERA—RILD RF a2 XAV MH S, LTFETVWET,

e /usr/share/doc/kernel-rt-doc-3.10.0/Documentation/scheduler/sched-rt-group.ixt

3.13. TUNED-PROFILES-REALTIME A {#F L 7= CPU OB

TFVr—oa vy RICHERRBY RVWETERBEZEIYETSICIE, CPUEZDRELEY, DF
Y, CPUDLTEDBLITZDRDBI RV ZHIRT B EICRYETT, BF. CPUDDEEICIZ. ML
THAERLET,

o 1—H—ZEAL v KT XTHIFR

o NAYVRINTWAWA—RILAL Y ROHBIFR (N1 Y RENLD—FILAL Y RIZFED
CPU ICEEM T b, BEITIARL)

o VRTFTLADEEYIAAERIRQ)ES N D /proc/irg/Nismp_affinity 7O/X7 1 —%5ZEHAL T
Y AHEHIBRLE T,

At >3V TIE, tuned-profiles-realtime /8w - — O isolated_cores=cpulist 5 XA 7> 3 > % &
ALT. ThongF2zBEEMLT 25 E%ZHALET,

4SEEd 5 CPU OFER
DBET B CPU ARBIRT 2IC1E. YRAFALADCPU NROY—AEEICKRNTIHVELNHYET, 21—
F—RICE>TIE, BRBBENMVEICAZBELHYET,

o ALY RAF vy asHBELTHEIKBETZVENHZTILFRALY K7 Y r—>ay
NH3FEE. BICNUMA J — RFLIIMIEY Sy NTRLY RERBFTIRENDHBIEEND
L) i’a—o

o FEEDLRWVWEID real-time 7 )y —>avaEFTT2E. NUMA / —REFLIFYSY NS
EICCPUADBET D &N TEET,

hwloc /8w & — 14, Istopo-no-graphics ¥ numactl #54 CPU ICEA T 2 1BHRAIRIS T 2 DITKRIID
v RER#LET,

o YRRy S—YTHRAATREMLRCPUDL AT MaRERT BICIE. LLT D Istopo-no-graphics -
-no-io --no-legend --of txt A~ > K&FAHL £,
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# 1stopo-no-graphics --no-io --no-legend --of txt
Machine (32GB)
‘ NUMANode P#0 (16GB) | ‘ NUMANode P#1 (16GB) |

socket P#0 Socket P#1

‘ L3 (20MB) ‘ | L3 (20MB) |

‘ L2 (258KB) | ‘ L2 (258KB) | ‘ L2 (256KB) ‘ ‘ L2 (256KB) ‘ | L2 (256KB) | ‘ L2 (256KB) | ‘ L2 (256KB) | ‘ L2 (258KB) |

‘ L1d (32KkB) | ‘ L1d (32KkB) | ‘ L1d (32kB) ‘ ‘ L1d (32KkB) ‘ | Lid (32KB) | ‘ Lid (32KB) | ‘ L1d (32KkB) | ‘ L1d (32KkB) |

‘ L1i (32kB) | ‘ L1i (32kB) | ‘ L1i (32kB) ‘ ‘ L1i (32kB) ‘ | L1i (32KB) | ‘ L1i (32KB) | ‘ L1i (32kB) | ‘ L1i (32kB) |
Core P#0 Core P#1 Core P#2 Core P#3 Core P#0 Core P#1 Core P#2 Core P#3
‘ PU P#0 | ‘ PU P#1 ‘ ‘ PU P#2 ‘ ‘ PU P#3 ‘ | PU P#4 | | PU P#5 | ‘ PU P#6 | ‘ PU P#7 |

E43.11stopo-no-graphics 2 L7 CPUDL 1 77U h DX

EEEoavy Rk, FIEFEEARIT7TEVYSY Y RO E NUMA / — RORIBIE#MARTRT 57
H, YILFRALY K7 T r—o 3 vIiIl&iuIs%9,

T/, D hwloc-gui /Xy =, 7574 AIWVHEAZERT 2 Istopo A~ > REREL F
-a—o

o /— RNREIODIERLE., CPU DFMIX. LLFD numactl --hardware I v > R&FERL F T,

~]# numactl --hardware
available: 2 nodes (0-1)
node Ocpus: 0123
node 0 size: 16159 MB
node 0 free: 6323 MB
node 1 cpus:4567
node 1 size: 16384 MB
node 1 free: 10289 MB
node distances:
node 0 1

0: 10 21

1: 21 10

hwloc /Ny F—IUDRMT 231 —F 1 )7 1 —DFMIE. hwloc(7) Dman R—TZ SR L T LS
LY,

tuned @ isolated cores A 7> a > & {EA L7 CPU D4 &

CPU BT 2D A D =X LlE, A—FIVT— IV RKZ 4V isolcpus=cpulist T boot /X5
A—4—%I§ET ST & T, RedHat EnterpriseLinux for Real Time IC#ER X W % Ai%iL. tuned 7 —
TV & ZD tuned-profiles-realtime /Xy —J % FRHT 252 &TY,

isolcpus 7— NS A =8 —%I{ET 5ICE. UTOFIRICRENET,

1. tuned /N r—2 & tuned-profiles-realtime Ny r—2J %A VA —JLLET,

I ~]# yum install tuned tuned-profiles-realtime
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2. 7 71 )l letc/tuned/realtime-variables.conf T. isolated_cores=cpulist DF&XEF 7> a > %

HRELET, TIT. cpulistlTDBETZ CPUD—EILRYET, CO—EIFIVIYTREYS
n. CPUBSZLIZEEE 1 D802 ENTEET, UTICHERLET,

I isolated_cores=0-3,5,7
LEEDITTIE, CPUO, 1. 1. 2. 3. 5. B&LUV 7 =0BELE T,

BI3.3@IEAL v KTD CPU D43k

A7 AED 22DV T Y NV RAFATIE, NUMA /—RDEOICIEI T 0-3 & NUMA
J—R1Oa7 4-8hHY., WILFALY RTZTF)r—yavBEIC2 D207 %EYHTS
ek, LTDITE2EMLET,

I isolated_cores=4,5
tuned-profiles-realtime 7O 7 7 1 LA BMICT 5 &, isolcpus=4,5/XF X —45 —HT—

FITYRIAVITEMINEY, ThilLY, 2—HF—ZFRAL Y FACPU4A B LTS5
IKEIYETOhAKRY ET,

Pl3.4@fEL TWARWAL Yy KTOD CPU D5 &k

BROBWT T r— 3 VOO NUMA J — RH S CPU 2 ZIRT 281Kk, UTAEEE
TXZEY,

I isolated_cores=0,4

Zhi&Y, 2 —H—ZEEIAL Y FACPUO BL V4 ICEIVETOLNDDEBEET,

3. tuned-adm 1 —5 1 ) F 4 —%2FALTCtuned 7OT7 7ML ET VT4 R— KN LTHLER

4.

BLEY,

~]# tuned-adm profile realtime
~]# reboot

) 7— MBS, 77— MOV RS A U Tisolepus /N5 *—48 —%HRFRL T, BIRLAECPUD
PEMINTVWBIEERRALET,

~]$ cat /proc/cmdline | grep isolcpus
BOOT_IMAGE=/vmlinuz-3.10.0-394.rt56.276.el7.x86_64 root=/dev/mapper/rhel_foo-root ro
crashkernel=auto rd.lvm.lv=rhel_foo/root rd.lvm.lv=rhel_foo/swap console=ttyS0,115200n81
isolcpus=0,4

nohz & X T nohz_full /X5 X —4% — % g L7- CPU D45t

H—RIWT—=bRSA—=49—nohzBE L nohz full h—RIVT— KNS A= —%BWITT BIC

i&. realtime-virtual-host. realtime-virtual-guest % 7= & cpu-partitioning D\ $hhr D707 7 1 )L
ZEATIRENHY XT,

nohz=on
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Y. 7A RIVIRED CPU ZEENE—RNTEITIEBZZEICLY, N T )—DSA4THA4 )
BEZICRYEY, V7Y A LDISEREICIIEERBNTEDHY TEAD. nohz/XZX—49—(&
BEEYT7ILIA LOBEREZTEZDTIRELL, YTLIALNRT =V RAICBFEERITT
RDINGA—=G—%T VT4 TILTBRENHY T,

nohz_full=cpulist

ZD nohz full /X5 A—4%—3, 94<3—T14vVICEALTCPUD—E%ZERZHETUIET S
HITFERAINZE T, CPUD nohz_full CPU & L T—ERRIN., CPU ICETAIEERY R ID1DL
NEWIGEE, D—RILEZD CPUADIAI—T 14 v I DEERFILTZED, 7TV r—v3 v
DETICEPTEBNADACAY, BYRAAEIAVTFFRAMNDOYIYEZICED I MR EHHEI

nxd,

INLDINT A= —DFFEMIE. Configuring kernel tick time ZZHR L T XL,

3.14.RCUI—)ILXy DA 70O—RK

Read-Copy-Update (RCU) ¥ A7 Ald, A—XIIATHEICRAINZOY VL AAAZXLTT,
RCURMFZERT DI ET. X T —Z2RL2ITHIRT BRIC, FEETIND CPUICA—LNRy IH
Fa1—ICBMNBIENHYET,

RCU O—JL/Xvw J & reu_nocbs £ U rcu_nocb_poll 1— )V /INT A =89 —%FRALTA70—RK
TEZEY,

e RCUI—INy I AEETTBEGIS1DLLED CPU ZHIRT %ICIE. rcu_nocbs hH—xJL
INSA—=—H—DCPUD—EBZIBELET, UTICHAERLZET,

I rcu_nocbs=1,4-6
F7zE

I rcu_nocbs=3

2 DBDHITIE, CPU3 A no-callback CPU THBZ &% H—XIICEERLET., DF Y.,
RCU O—JL/Ny JIE CPUB ICEE I N/ rcuc/$CPU X L v RTIFETINFHA

M. rcuo/$CPU R L v RTIE, NI RF—EVJ CPUICKEILT, RCUJD—INRy YT 37
DEITHNS CPUS R TETET,

RCUO—INyTZRLy RENIZRF—EY YT CPUICKET 5ICIE. tuna-trcu*-c X-m 3
TYRAEFALEFT, XIINDRF—EVYSICPUERLET, =& ZIX. CPUODY/NT R

F—EVICPUDYARTATIE, UTFTOOATY REFERALTIRTORCU I—IL/NY I R
Ly RECPUOICREITEZXT,

I ~]# tuna -t rcu* -c 0 -m

ZhiE, CPUOMSADTRT®D CPU A RCU DEMEICIKFL £,

e RCUAZHO—KRRL v RIFRID CPUTRCU A—ILbN\y VHZEITTETEITH, & CPU XL
TBH5RCUAZ7O0—RKRALYy RAEEFTLET, RCUAT7O—RRAL Y REREIEZEEDLL
& CPU EFET 3ITIE. reu_noch_poll H—% VIS A —8H —%BELET,

I rcu_nocb_poll
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rcu_nochb_poll FEEINTWBIHEIE. RCUAZ7O—RKRIAL vy R4 v —IlL > TEEM
ICHREL, T2\ I’HEIINEI N EHBLET,

LFD2200F4 7Y avIilmd 32— RKRHWARI—AT5r—RAIIUTDESY T,

1. reu_nocbs=cpulist =R L T. §RXTORCUAF7O0—KRRALY RENDRF—EYV S CPU
ICREITEEY,

2. 8CPUZRCUA 70— RRL v NIRRT ZEEINSEINT 5781 reu_nocb_poll % 5%
Eo

CODHAEDLEICLY, 2—H—DT7—2-70—RIZE{E L CPUANDFSEIAERINE T,

)T IE A LTDRCUFa—= DML, Avoiding RCU Stalls in the real-time kernel %88 L T
CRIW,


https://access.redhat.com/node/2260151/

FAB 7SV —2avDFa—=—vFETFTOM4 AV

FABE 7 TYr—3vDFa—=—vrEFTOAM XAV N

AZETIX, RedHatEnterprise Linux forReal Time 7 7Y 4 —>a v %k L. BRI 27HDEY b
ZRBNMLEY,

R

BE. POSIX (Portable Operating System Interface) D E# APl DER %= &# £ 9, Red
Hat Enterprise Linux for Real Time (& POSIX fRZEE(CHEH L TH Y. Red Hat Enterprise
Linux for Real Time A—RILIZBIFZ LA TV —DEFE POSIX ICEDVWTWET,

=271 [ i SN

¥ B @ Red Hat Enterprise Linux for Real Time 7 7)) r—> 3 V OBERICET 25l &2 BHiA L 7E<
ICIE, RTW DEEFEZHFHA S EI L,

A1 Y TINIA LT TV 5r—2 3 TOY T FILAE

EEDUNIX B LU POSIX T FHILICIE, BICIS—RBIERINETHS, YUTILILA LT T) r—
DAVTARY MEEANZZALE LTOFERICIEKBELTWEEA, Ihid, LAY—EMEPHR—b
NHER APl DB TH D780, IRED Linux HI—RILI T FHIVALEBI— RIFFEBICERTT, TDE
MXE, YT FIIVORERICEREINDI— RAZANBICERBEEWEEST, 77V r—a v THERIC
RWLA TV —DRETHAEENHZIEEZEKRLET,

UNIX™ S JFILDTOEMIE, RITORLRZAL Y KED 1 DOFIHAL Y K(FOER)#ZET

5ZETULze YTFNEARL—F 4 VIV RATLDEIYAFDEIICENMELE T, YT FIDT TS
Doy—2avIiliBEIndeE, 77U r—2av0arvFF A MREIN, UEICEHF IV T
WY RS—DOERGFHIEBLET., YTFIMNYRS—DPRTITERE, PFTUS—2avids7FILo
BEERDOBAICRY £9, ThilkY. ERICIIEHICAZAEEIHY FT,

STFIE VTNIALT T r—>a v TEETBICIIIERERTIEHY FHA. POSIXZAL v K
(pthreads) AL C7—70—RZ98 L. IFIFAIVR—RY NEOBEEZTI I ENEFL
WA T3> T9, mutex, REEE. /N 7D pthreads X HZXLEZFHALTRALY ROTIL—TIE
AETE, EBMHLVWIVRANS I MARBBALAI—RRZAD, Y7 FILDOLHY—NEBI—-RLY
EIEBEMIV)—VTHBIEEZHRTEET,

=271 [ i SN
ML, LT v o1EExX eI a VICEEHOBRICEEL TWET,

RTWiki @ Build an RT Application

Ulrich BA%3& M Requirements of the POSIX Signal Model )

4.2.SCHED_YIELD $ L M DEHI A H = X L DEH

sched_yield ¥ 27 AJ—)Lid, DAL Y RZRITTEBAL Y RICL>TERAINET, < D5
. AL v N sched_yield [3E{T¥ 1 —DREFICBEL. BRIV 1—ILICRKEINZ D, CPUT

EY—I—T5ERT 2DICTCICRAT V2 —I)VAERTEHIENTEET, RyVa—5—F £
BRICEITLIEWEDORL Y RO H BN E DD ZHIBITEZX T, RT # X7 Tld sched_yield = {F/A L 4

WTLETIW,

FFMi&. Earthquaky kernelinterfaces M Armaldo Caralho de Melo MEEEZ SR L T XL,

B d % man R—¥
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X, UTD man R—=VIdEKEI Y a VICREHOBERICEEL TWET,
® pthread.h(P)
® sched_yield(2)

® sched_yield(3p)

43.MUTEX #+ > 3 >

FEANEREDI 2 —FT v 7 AERK

HERA (mutex) 7ILTY XLid, £BO) Y -2 % FAT2 7O 2FEABICHEEYT, &@F1—
YP—FEIa1—T v 7R (futex) IF. mutex BFIDZAL v RICL > TREINTLAWEEIC, 21—

HP—ZEIAL Y RAA—RVBEFHICOAVTFAMNRA v FEZRLBEETICmutex BRI BT & %7
BEICET Y —ILTY,

R

AETIE, POSIX AL v K (pthread) mutex AV A RS9 &GRS B72DIC, futex &
mutex E WD ARBZFEALEY,

. IZEEREM T pthread_mutex_ t 7 72 =7 b a#HET 2 &, T54 RXR— NTHEMNTIERVLAR
AL S & OFEBEE DA mutex BMERRINE T,

2. pthreads D FT. T2 —FT vV RIEUTOXFHTHHLTEET,

pthread_mutex_t my mutex;

pthread_mutex_init(&my_mutex, NULL);

3. ZDFjE. 7T r— 3 VId pthreads APl & & U Red Hat Enterprise Linux for Real Time
A—FIDRBTZHREDY ERA, 7TV r—2 3 Vv DEZRAHFLIER— MFICERT
ZEDOHD mutex F T 3 VISEREHY T,

FHA2BERI A —TFTYIRATVaYy

mutex MBINEEE A EET 5 ITI1E. pthread_mutexattr t A 72V NAERTZ2RELHY ET, &
DATT Ty ME futex DEZRFABHEEFRELE T,

BF

ZDFITIE. AHRORYEOHERIIZEFNIEA, TNRIEXNLRZEFIRT. BICE
TIB2REN DY ET,

. mutex 77 NEERLET,

pthread_mutex_t my mutex;
pthread_mutexattr_t my mutex_attr;

pthread_mutexattr_init(&my_mutex_attr);
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HEBLVTSAR—MNDI2—FVvIR:

HEI2 Ty I RETOCLRBTHEATEI TN, 7—N—AY REREITEHIEHNTE
i’a—o

I pthread_mutexattr_setpshared(&my_ mutex_attr, PTHREAD_PROCESS_SHARED);

VTG A LBFRE DR
BEEOREGOBEIZ. BEEMRAKZEALTERMTEET,

I pthread_mutexattr_setprotocol(&my_mutex_attr, PTHREAD_PRIO_INHERIT);

BERI 2 —TVvIR:

FIEEMAT SR EBRELQIA—T YV IADERINETN, 7—RX—Avy FOaARMEFEL
BYFET, TOXFEID NP TIE, ZDATarvdIEPOSIX THZH, BHETERLL%E
~LET,

I pthread_mutexattr_setrobust_np(&my_mutex_attr, PTHREAD_MUTEX_ROBUST_NP);

mutex O#NEAE :

BUNREINEZL, Thod7aNT 4 —%ZFEAL T mutex Z4ELL F 7,

I pthread_mutex_init(&my_mutex, &my mutex_attr);

. attributes # 7z NEV ) =Ty S LET,

mutex Z¥ER LD, BEA TV MR/ LTALYA TDIa—Tv I R =P8 LE
Y, 7)) —=r 7y T LEYTEET, mutex FVWThDZEERELZITEEA. BEAST
SO NED) =Ty TEBICIE. _destroy AV REFEALE T,

I pthread_mutexattr_destroy(&my_mutex_attr);

mutex (B D pthread_mutex & L GEY ICEIMEL. Ov o, Ov VR, BENEEEY
ICATBEICRY F 9,

B d % man R—¥
L. LTFO man R—JIFARE I a VICREBEBEOBERICEAELTWE T,

futex(7)

pthread_mutex_destroy(P)

pthread_mutex_t & & U' pthread_mutex_init D
pthread_mutexattr_setprotocol(3p)

pthread_mutexattr_setprotocol & & Uf pthread_mutexattr_getprotocol D%
pthread_mutexattr_setprioceiling(3p)

pthread_mutexattr_setprioceiling & & U° pthread_mutexattr_getprioceiling M
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4.4.TCP_NODELAY B L W/NI Wy 7 7 —EXAH
TCP (Transmission Control Protocol) ORGEREREAICH B L D IC. T 7 #JL M T TCP & Nagle D7 )L
TV XLZERLTNIREENNTYy P2REL, IRTEZ—EICEELET, LAT VI —ILERE
EE5EZBAREMENDHY T,
FNE4.3 TCP_NODELAY 8 LU TCP_CORK 2R LAYy F 77— LA TV —DE
L EEINZTRTONNTY N TLATYY—DREWT Y s —2 32 Tld, TCP_NODELAYA
BWRY T Y NTEITTIHRENHY T, Zhid. sockets APl ZfFF L T setsockopt O~
Y RTEMICTEET,

#intone =1;

# setsockopt(descriptor, SOL_TCP, TCP_NODELAY, &one, sizeof(one));

2. TNEMRMICERTSICIF. 7TV r—yavik, MNIETHENICEAEST 2Ny 77 —&
FRAAERITLABVWEDICT Z2RENDHY £9, TCP_NODELAY B*"EMTHZH, Ihbd
DINIVWEZRAARICELY, TCPIZZDEHDNY 77 —%@RD/Nry hE L TEET B
H, AR T =TV AMNBETTEHEELHY T,

TT)r—avICHREMICEEL, 1201y N LTEEINLEEHRONNYy 77 —12H 3
BEk. XATY—IIERT DNy N&#EEL, TCP_NODELAY TRELAYTY NED
TCPICERIB/X Ty N & EET B &ENABETT,

/O~ L% L. TCP_NODELAY T&&EL 7Y 47 v b T writev 28 L TH—XILIC
ELET,

3. BlOAEELTIE TCP_CORK =R 2AENHYET, chid. 77U r—>avpad—
VEHIBRTB2D%E TCPICIBRLTHONRT Yy NEXETELOEBRLET, 2OV NITEK
Y, ET22N\v 7 7—0BEEONY 77—ICBIMINET, ChickY, 77V r—r 3y
EHA—FIVEEIC/ Ty NEBETEET, Thid, LA VY—DHRILERETIERSZSA
735 —%FEATZ5EIEFHETY, TCP_CORK Z#BMICT 5ICIE. setsockopt V& v K
API ZFERA LT 1EICRELEF T (Chik TV Sy NDIBIEE] EMIEhFET),

#intone =1;

# setsockopt(descriptor, SOL_TCP, TCP_CORK, &one, sizeof(one));

4. PN =2 avDEBEIVR—3Y NTHENRTY NP A—RIICEILRINAES, O—R
BHIRT BELDICTCPICIERLET, TCPIX, 7V —2avhsonnyy haZhnllt
HFLTIC, BRERINALHRERTY N2 TCITEELET,

# int zero = 0;

# setsockopt(descriptor, SOL_TCP, TCP_CORK, &zero, sizeof(zero));

B d % man R—¥
M. LTFO man R—JIFAR I a VICREBEBEOBERICEAELTWE T,

* tcp(?)

® setsockopt(3p)
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® setsockopt(2)

45 )V T7IVIALAT S 1 —5—DBEEDERTE

AT 1—5—DBEIRLIDOFREIC systemd ZER T 5 IC1E. FIE3T [systemd DFEFAICE 2 EEIR
MDFEE] Z2ZRLTLLKEIV, ZOFITIEH. —FDOA—FRILAL v RIZEBICHEWVEBEIRMLATE S
NTVBHEEEMEASHY £T, Thidk. T 7 #J) b DB ED Real Time Specification for Java (RTSJ)
DEHEBUIEEINDEDICLET, RTSIICIE 10 DS 89 FTORBREEDHEHEINIVHETT,

RTSUDFERINTWAWT TOAM XY NTIE, 7TV 5—2 3 VOWERKTH S 90 KDY
TVa—YVIDBEENSEHY FT, BE. COMEIEFETZICEEDLLT, 2—F—LRILDT
T)r—2aVIidBEESOULETEITIND I EIRBRTYT, BRADY AT LY —EANETINAE
WEDILTDBE, F77ANMNVRTALAYy—F ) I T Oy I3INBED, RYNTI—=ONZT149 9
DOV Y, REXAEY)—R=U 7070y Y, T—9WELE, FRTERVEMENRET 2 EE
MrHY £,

BEEAQOEBZZT7 )V r—>3a VALY REZRTVa—)ILT255F MODFEEEIA> TS
Woe 77V —2 3V ALy RBBEESI Z#BA TR Va—ILINTWBIGEIK. ALY RHFEE
IKREWI—RRZROAEETTEEIICLTLEIV, ThIZKKY % &, Red Hat Enterprise Linux
forReal Time A—XILDL A TV —NMEL QY F T,

FFELI—YT—DYVTINY A LBEREDE

—fEBICIE. root A —H—DHFMNBEIBFICAT Y 2 —) VI DBRAELERETCIET, EFELI—H—
NINOLDREXFALRTEDLDICTIVNENHBHEIF. 1 ——% realtime 7 IL—FIEBMMT %
HENZETY,

B

letc/security/limits.conf 7 7 1 L ZfRE L C1— Y —1ERZZEFITHI L TEET,
CHICELYEENRETDAREMELHY., BEDOI—F—IC AT LANMERATIE AR
M’ HYET, CDT7 7M1V ERET 25E1F. BIEEEZ T AHCAE—%1F
BLTLEIW,

4.6. 89S A T35 ) —DimHIAH

real-time 7 7 —>a v ORFEEFICIE., BEIFFICY VRILOEREBRTLTLEIW, 70754
DMHIEIEL R B EREEDHY T, 7OV S5 LDEITHRICERENMEEEZEITEAEDIDE
By F9,

M5 A 75" —Iid. LD_BIND_NOW Z¥ICEH ) v h—/O—F—%2BET B &L Y Id.so. 7
T —SavDREEFICO—RT2LOERINET,

SINWNAY Y TROFELUTICRLES, TOARY Y T & LD BIND NOW ZE#% 1DETI VR
R—KL. FIFODRT Y 21—5—R)Y—¢ 1DEBXRETCTOVSLEETLET,

#!/bin/sh

LD_BIND _NOW=1
export LD_BIND_NOW

chrt --fifo 1 /opt/myapp/myapp-server &

B d % man R—¥
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M. LTFO man R—JIFAR I a VICREEBOBERICEAELTWE T,

® |d.so(8)

47. 7TV 5= 3>y DY A LAY TIC_COARSEPOSIX 70w 7 A&
Fa

HALRY Y THEBBICEFTTZ27 ) r—avid, 70905502 IR NOREAZITET,
20y I DHEAMRYICHNZIARKNEE—IINDE, PV —2a3avDRT44—IVRICERES
BIFIAIEEELHY 7,

BEELTE, ROD—RO/70y 7% FRAL T, BERINWBEHMAXRY bAOBRERLEY, KO
D=5 NS, 7y ERBL. BEEHZOEIFICHDZIFAIK. 70y 7DHEAEY IR MY
BTEDLH, RELTWBRARYIMDPRELELY, BoTHMN LRIV TDIA LAY Y THHWT
LESaegEErHY £,

VAV, BEDO/OY VEHEARYICEIYESRY, 94 LRIV TICLVEBINDE A XY MADTF
HEHDRLKRYES, V4r—I7By 7DERNICIE., FEZGEANRY ZERGT5ANISIOESCRY X
-a—o

BHRIC, HAMYADZZXLDOERB/N—RD T I/Ov V%8 RTDE, ZONTH—TVANMAEL
LEd Oy DAY IR MAEIR). Red Hat Enterprise Linux for Real Time T

I&. clock_gettime() BA% & & £ICPOSIX 7Oy ¥ THEEGRRYEWNW I Oy V5HRY Z/EKT 5 &
T, NT74#—<IV2AQOALEEALETEET,

PosSIXZOv ¥

POSIX 7Oy V&, 914 LY—RERELTRILODEZETY, POSIX 27OV 7IE, AT LD
DT TNV r—oavIlEEERIFITIC, F7 TV r—2a v TRIRTEEYT, Thidk., (V27 46%
ALAY Y TTON=RI 770y DFER] THRIEAINTWEN—RKDz770v 7 EETEBHT
T, THE. B—RIICKYBIRIN, PATLLEEKTEREINET,

BEINLPOSIX 70Oy 7 OF5AHERY ICER I N 2EHIE clock_gettime() T9, Zhif <time.h> T
EEINTWVWET, clock_gettime() I&. A—FIVIZ, YRATLIA—ILOEXTHIGTZ2ED52EFEEFE
¥, 1—H—7O+ X clock_gettime() ZMUHTERIC. WHIEd 5 CF4 75— (glibc) NEKRX
N7 EAEREITT % sys_clock_gettime() Y AT LAJI—)LEFUH L, TOERE21I—H—TO075 A
IKRLET,

L, 2OIAVTFFAMIA—HY =T TN 5= a3 U5 hA—RIADYPYEBEZITIET R MHHHY
9, COORXAMIFERBIEL QY FTH, BEHIPHFTEEYRLITODNSZ L, REINALIRNET
TV5—=2arvE2EONT =V RAICHEEARIZFIIESEIHYE T, A—RIICIVTFR MDY
YBLLAWEDIC, /0y 7 DEMY ASEC 72Y, CLOCK_MONOTONIC_COARSE & & U
CLOCK_REALTIME_COARSEPOSIX 70w 7 DYHR—MHVDSO 514 735 ) — DT TR
nE Lz,

_COARSE/ Oy 7\ 7v hDWIFNHL%FERH L T clock_gettime() TTh 2 EFEFHY &,
A—FRIVDNAEZRBREBEEET, I—HF—LEFTRELICKITIND LD, N7+ —IT VY IANKBIZELEL
F9. 70v U DOEEGFHAEY _COARSE DREEIEFI VM (I VM) TY, DF Y. Ims KimDFMHE
BfRILEIEINEEA, POSIX 2 OY YD _COARSE/NY) 7V I, IVMBDI Oy JREEICK
ISTEBIRTOT7 Y r—2avICBELTVWEY, A GGARYIR M EVWANA—RKYZF770Y
VEFRITBIVATLTIE, LYBERBICRYET,
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-

R

POSIX 70y ¥ DiRAHERY DR b &f#R%E _COARSE ZERFHDH Y & L TLET B (S
I, Red Hat Enterprise Linux for Real Time Reference guide for Red Hat Enterprise
Linux for Real Time Z&MR L T LI W,

$14.1clock_gettime TD_COARSE/ Oy /X)) 7> hDEHA

#include <time.h>

main()

{

int rc;

long i;

struct timespec ts;

for(i=0; i<10000000; i++) {

rc = clock_gettime(CLOCK_MONOTONIC_COARSE, &ts);
}
}

feEzE, FWUEBKDXFEH%HEAL T clock_gettime() DRY J— KORIEF 7213 re TR DEDH
RBETOID. tsEEOABDNEEINDLHICTZIET, LREBDAIERETEZE

¥, clock_gettime() man R—UE, LYEHTEZZ7 U Ir—2a s ERTZDIERIDOLY L
DOERERBLET,

8%

Z @ clock_gettime() & AR T2 7075 A1k, geccAX Y KRS 4 > It |TEIIL
THSAM TSI VI THERENDYET,

I ~]$ gcc clock_timing.c -o clock_timing -Irt

B d % manR—¥
ML, LTDO man R—V EEERIEAE I Y a VICEEHOBERICEAELTWE T,

® clock_gettime()
e [Linux System ProgrammingJ by Robert Love

e [Understanding The Linux Kernel J by Daniel P. Bovet and Marco Cesati

4.8. PERF [CDWT

perfld, N7 =Y RQWY—ILTY, hif, BELQRIATYRSA VAV —T—R%&RMHL,
Linux D/X7 # =<V ZABIEICH TS CPUN—RI T 7OHEEREDITET, perfid, A—FIVIC
EOTITVRAR—PMINS perf events 1 V9 —7 T —RICEDVWTVWET,

perf D 1 DDFmIE, H—RIWVET—FFIF+—OmEATYT, DT —Y X BEDY AT LRER
LICHERRTEE T,
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perf FIACE 2L DICT2ICIE. RDEDICroot TIAY Y RERITL T perf Ny s5—2% A VA M—
IWLET,

I ~J# yum install perf

perf ILIFATDA T a v by £d, mE—MHRATY a v OEOHIZULTOESY TID, ¢
bench General framework for benchmark suites

buildid-cache Manage build-id cache.

buildid-list  List the buildids in a perf.data file

diff Read two perf.data files and display the differential profile

evlist List the event names in a perf.data file

list List all symbolic event types

lock Analyze lock events

record Run a command and record its profile into perf.data

report Read perf.data (created by perf record) and display the profile

sched Tool to trace/measure scheduler properties (latencies)

RTCDF T 3 v DOFMIL. perf help COMMAND =S8R L T 72X\,
Bl4.2 perf A 7> 3 > Dfl

J# perf

usage: perf [--version] [--help] COMMAND [ARGS]

The most commonly used perf commands are:
annotate Read perf.data (created by perf record) and display annotated code
inject Filter to augment the events stream with additional information
kmem Tool to trace/measure kernel memory(slab) properties
script Read perf.data (created by perf record) and display trace output
stat Run a command and gather performance counter statistics

archive Create archive with object files with build-ids found in perf.data file
kvm Tool to trace/measure kvm guest os
test Runs sanity tests.

timechart Tool to visualize total system behavior during a workload
top System profiling tool.

trace strace inspired tool

probe Define new dynamic tracepoints

See 'pert help COMMAND' for more information on a specific command.

LUTFofE, La—R, 7—h47, LR—b, fiet. —BRE REEAINIEEDERERLT
\l\i-a—o

fla3perf LO—F

perf L O— R#EEIX, YR T LALAKRDRKEFZNETZ2HIFERINET, IRTOTOEY H—
THEATEZET,

~]# perf record -a
AC[ perf record: Woken up 1 times to write data ]
[ perf record: Captured and wrote 0.725 MB perf.data (~31655 samples) ]
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ZOFITIE. TRTOCPUDRA TV ay -aTrRIN, HPRICTOCIAIMETLTVWET, Z0D
BRIZ. 0O725MBDT—49%#NEL. UTORRI 7MLV EFERLTVWEIENRINTVET,

~# Is
perf.data

Bla.4 perf LIR— B LT T7—H 41 THsEDHI

perf record #EEN S DT —4 (E. perfreport AV Y REFR L TEERABETESLIICAYEL
feo YUY TIWHERD Y RATLTHWNY 2561E. perfarchive <Y > R&FERAL £3, ~/.debug/
oy Y aREDRIFY AT AIC, DSO (N F =054 TS5 —HE) BT TILBET 258
Y. BADYRATALICALNAFY)—ty MIHZHFERE,. TNIFBICHEICRZDIFTEHY
FtA.

P—HAATAR Y FERTL, BROT7—N1 T=ERLET,

I ~]# perf archive

EREtar 7—HA4TELTIREL T, prefreport DF—4% = #f{EL XY,
I ~]# tar xvf perf.data.tar.bz2 -C ~/.debug

perf report =317 L T tarball #2#T L £ 7,
I ~]# perf report

LR—hDOEAR, 7TV 75— 3 vIlE s CPUBRAROERFERARICHE L TERELSNET,
IhiE, YT TOEROA—RIVEF I —ERTRELEDE DI DERLET,

A—FRIVED2—ILTEITLARD > h—FRILY Y FILICIL. [kernel.kallsyms] RiZ D < — 7 H4F
TonET, H—RIVETV 21— TH—RIY Y TILERITT S E. [module]. [extd] DI — 7 H
FFohzxrd, 21— —EEOTOLRATIE., 7OV VI LEHESA T3 ) —HERICK
TINDAEMELHY £,

LR—=NME, T7OCZADP’H—RVFLEEI—HF—IAR—IATERETEINEINETRLET, HR

[]E31—F—AR—%RL., [KIEA—FRIVBEZERLET., EROHD perf AAEEICEL &
T—HRE, FMEHERTEIENTEIY,

4.5 perf list & & U stat BEEEDHI

perflist B & U stat EEIZ., 7O—THERN—RI 7 ELEY I NI TFTOMNL—RRI Vb
HYINRTRLET,

LTFDFL, perfstat iEE#FHA L TCAVYTFRANRSI v FORAERTT DA EETRLTVET,

~]# perf stat -e context-switches -a sleep 5
Performance counter stats for 'sleep 5"

15,619 context-switches

5.002060064 seconds time elapsed
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ZOfER, AVTFAMRA Y FIFSHTIE0 &Y ¥,

I Z7ANSRATLDT VT4 ET 4 —ERTARTY,

~]# for i in {1..100}; do touch /tmp/$i; sleep 1; done

DY —IFILT, LAFD perf stat #gE =T LE T,

~]# perf stat -e ext4:ext4_request_inode -a sleep 5
Performance counter stats for 'sleep 5"

5 ext4:ext4_request_inode

5.002253620 seconds time elapsed

Fleo UTFORI YT RBID&E S

ZORER. RV VT IR SHURICSHURICS DDT7 71 IV EEKT 5 &, inode BRHM 5 DdH
2ZEDDHNYET,

N=RIITP7 R L—RRA VNP ITAET A —%2BFT5HDICHATRERT T a3 v IZERD
YEF, LTOBIE, perflist#BEDA 72 a v DBIRERLTWET,

List of pre-defined events (to be used in -e):
cpu-cycles OR cycles [Hardware event]

stalled-cycles-frontend OR idle-cycles-frontend [Hardware event]
stalled-cycles-backend OR idle-cycles-backend  [Hardware event]

instructions [Hardware event]
cache-references [Hardware event]
cache-misses [Hardware event]
branch-instructions OR branches [Hardware event]
branch-misses [Hardware event]
bus-cycles [Hardware event]
cpu-clock [Software event]
task-clock [Software event]
page-faults OR faults [Software event]
minor-faults [Software event]
major-faults [Software event]
context-switches OR cs [Software event]
cpu-migrations OR migrations [Software event]
alignment-faults [Software event]
emulation-faults [Software event]

...[output truncated]...

B

AR DY T,

BIEBAELLRYTEZE, YTPILIA LY RATLADINT #—T Y RIC
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5.1. /N DERE

NTDZH

NTLIR—NZERY BR0IC. UTOFIRICKE> T, MEREBAZLMMLE T, IhiCLY., HER
RICKESCHYR—MLET,

. &x#H/X\— 3 D Red Hat Enterprise Linux 7 I—RILH$H 3 Z & &2 FEFEE L TH 5. GRUB %
—a—HoRELEFT, BEEREN—FKITEBRLTATLEIV, BEIMERLAGWVGS
l&. Red Hat Enterprise Linux 7 IZ/N T #3E L T ZI L,
2. EEA—FIINOFERRFICHEIRE LS > 2HBEIE. Red Hat Enterprise Linux for Real Time
5 DHLEEIEEE Red Hat AR— 2 54 > (310.0) HA—XIICHERA LEATICEY . RTICEY
ZENMAONDAREELHY F T,
NI DRE

/X7J ' Red Hat Enterprise Linux for Real Time ICEBE T# % &Il L 2B &, LTFOFIRICHK > TN
JULR—MEAALET,

. Bugzilla 7AD Y B FELBWGEITIEER L T,

2. Enter ANew BugReport 22 Y v o LEd, ERBHIEOT1VLET,
3. Red Hat 2% &R L £ 9,

4. Red Hat Enterprise Linux 7 & @ % ER L 7,

5. A—RIOBEBETH 3HEIFX. AVvR—xV e LTkernel-t AN LET., ZhLUANDIFZE
&, trace-cmd R EDHEAZ (T —HY—EFIAVA—X Y MDEZRIZEAALET,

6. BBZFMICEREAL T, NJTBEROANZMGEL 9. FBOHRAZANT HRICIE. RED

Red Hat Enterprise Linux 7 I—R I CRIBAZBIRTEX 20 I MDFMBRIESEND LD IC
L/ i_a—o
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Fa—=VIHAFK

HBAAARYENRNL—2R

ARV MNML—RIZE D Theodore Ts'o BB L TLEI L,
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{1+48%B FTRACE D3EA5t8A
{+4%B FTRACE D &¥#Mz5%BH

ftrace - Linux kernel internal tracer

Introduction

Ftrace is an internal tracer for the Linux kernel. It is designed to
follow the processing of what happens within the kernel as that is
normally a black box. It allows the user to trace kernel functions
that are called in real time, as well as to see various events like
tasks scheduling, interrupts, disk activity and other services that
the kernel provides.

Ftrace was intorduced to Linux in the 2.6.27 kernel, and has increased
in functionality ever since. It is not meant to trace what is happening
inside user applications, but can be used to trace within system calls
that user applications make.

The Debug File System

The user interface for ftrace is a series of files within the debug

file system that is usually mounted at /sys/kernel/debug. The ftrace
files are in the tracing directory that can be accessed at
/sys/kernel/debug/tracing.

Note, there is also a user interface tool called trace-cmd. See later
in this document for more information about that tool.

In order to mount the debug filesystem, perform the following:
mount -t debugfs nodev /sys/kernel/debug

Then you can change directory into the ftrace tracing location:

cd /sys/kernel/debug/tracing

Note, all these files can only be modified by root user, as enabling

tracing can have an impact on the performance of the system.

Ftrace files

The main files within this directory are:

trace - the file that shows the output of a ftrace trace. This is
really a snapshot of the trace in time, as it stops tracing as
this file is read, and it does not consume the events read.
That is, if the user disabled tracing and read this file, it
will always report the same thing every time its read.
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Also, to clear the trace buffer, simply write into this file.
># echo > trace
This will erase the entire contents of the trace buffer.

trace_pipe - like "trace" but is used to read the trace live. It is
a producer / consumer trace, where each read will consume the
event that is read. But this can be used to see an active trace
without stopping the trace as it is read.

available_tracers - a list of ftrace tracers that have been compiled
into the kernel.

current_tracer - enables or disables a ftrace tracer

events - a directory that contains events to trace and can be used
to enable or disable events as well as set filters for the events

tracing_on - disable and enable recording to the ftrace buffer.
Note, disabling tracing via the tracing_on file does not disable
the actual tracing that is happening inside the kernel. It only
disables writing to the buffer. The work to do the trace still
happens, but the data does not go anywhere.

There are several other files, but we will get to them as they come
up with functionalities of the tracers.

Tracers and Events

Tracers have specific functionality within the kernel, where as events

are just some kind of data that is recorded into the ftrace buffer.

To understand this more, we need to take a look at the tracers themselves
and the events as well.

nop

The default tracer is called "nop". It is just a nop tracer, and does not
provide any tracing facility itself. But, as events may interleave into
any tracer, the "nop" tracer is what is used if you are only interested
in tracing events.

When the "nop" tracer is active and the trace buffer is empty, the "trace”
file shows the following:

># cat trace
# tracer: nop

#

# entries-in-buffer/entries-written: 0/0 #P:8

#

# - => irgs-off

# [ - => need-resched

# |/ _-----=> need-resched_lazy
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# |l _----=> hardirg/softirq

# |Il/ _---=> preempt-depth

# |Ill/ _--=> preempt-lazy-depth

# |||l / _-=> migrate-disable

# I/ delay

# TASK-PID CPU# [|||lll TIMESTAMP FUNCTION
#

It starts with what tracer is active and then gives a default header.

Now to enable an event, you must write an ASCII 1" into the "enable"
file for the particular event.

># echo 1 > events/sched/sched_switch/enable
># cat trace
# tracer: nop
#
# entries-in-buffer/entries-written: 463/463 #P:8
#
- => irgs-off
[ - => need-resched
|/ _-----=> need-resched_lazy
||/ _----=> hardirg/softirq
[l _---=> preempt-depth
[|l/ _--=> preempt-lazy-depth
Il / _-=> migrate-disable
I/ delay
TASK-PID CPU# |||||l] TIMESTAMP FUNCTION
LS T 11111 |
bash-1367 [007]d...... 11927.750484: sched_switch: prev_comm=bash prev_pid=1367
prev_prio=120 prev_state=S ==> next_comms=kworker/7:1 next_pid=121 next_prio=120
kworker/7:1-121 [007] d...... 11927.750514: sched_switch: prev_comm=kworker/7:1
prev_pid=121 prev_prio=120 prev_state=S ==> next_comm=swapper/7 next_pid=0 next_prio=120
<idle>-0  [000] d...... 11927.750531: sched_switch: prev_comm=swapper/0 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=sshd next_pid=1365 next_prio=120
<idle>-0  [007]d...... 11927.750555: sched_switch: prev_comm=swapper/7 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=kworker/7:1 next_pid=121 next_prio=120
kworker/7:1-121 [007] d...... 11927.750575: sched_switch: prev_comm=kworker/7:1
prev_pid=121 prev_prio=120 prev_state=S ==> next_comms=swapper/7 next_pid=0 next_prio=120
sshd-1365 [000] d...... 11927.750673: sched_switch: prev_comm=sshd prev_pid=1365
prev_prio=120 prev_state=S ==> next_comm=swapper/0 next_pid=0 next_prio=120
<idle>-0 [001] d...... 11927.752568: sched_switch: prev_comm=swapper/1 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=kworker/1:1 next_pid=57 next_prio=120
<idle>-0 [002] d...... 11927.752589: sched_switch: prev_comm=swapper/2 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=rcu_sched next_pid=10 next_prio=120
kworker/1:1-57 [001] d...... 11927.752590: sched_switch: prev_comm=kworker/1:1 prev_pid=57
prev_prio=120 prev_state=S ==> next_comm=swapper/1 next_pid=0 next_prio=120
rcu_sched-10 [002] d...... 11927.752610: sched_switch: prev_comms=rcu_sched prev_pid=10
prev_prio=120 prev_state=S ==> next_comm=swapper/2 next_pid=0 next_prio=120
<idle>-0  [007] d...... 11927.753548: sched_switch: prev_comm=swapper/7 prev_pid=0
prev_prio=120 prev_state=R ==> next_comms=rcu_sched next_pid=10 next_prio=120
rcu_sched-10 [007] d...... 11927.753568: sched_switch: prev_comms=rcu_sched prev_pid=10
prev_prio=120 prev_state=S ==> next_comm=swapper/7 next_pid=0 next_prio=120
<idle>-0  [007]d...... 11927.755538: sched_switch: prev_comm=swapper/7 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=kworker/7:1 next_pid=121 next_prio=120

T A T
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As you can see there is quite a lot of information that is displayed
by simply enabling the sched_switch event.

Events

The events are broken up into "systems". Each system of events has its
own directory under the "events" directory located in the ftrace "tracing"
directory in the debug file system.

># s -F events
block/ header_event lock/  printk/ skb/  vsyscall/
compaction/ header_page mce/  random/ sock/  workqueue/

drm/ i915/ migrate/ raw_syscalls/ sunrpc/  writeback/
enable irg/ module/ rcu/ syscalls/

ext4/ jbd2/ napi/  rpm/ task/

ftrace/  kmem/ net/ sched/ timer/

hda/ kvm/ oom/  scsi/ udp/
hda_intel/ kvmmmu/ power/ signal/ vmscan/

Each of these directories represent a system or group of events. Notice that
there's three files in this directory:

enable
header_event
header_page

The only one you should be concerned about is the "enable" file, as that
will enable all events when an ASCII '1" is written into it and disable
all events when an ASCII '0'" is written into it.

The header_event and header_page provides information necessary for
the trace-cmd tool.

Each of these directories shows the events that are within that system:

># Is -F events/sched

enable sched_process_exit/ sched_stat_sleep/

filter sched_process_fork/ sched_stat wait/
sched_kthread_stop/  sched_process_free/ sched_switch/
sched_kthread_stop_ret/ sched_process_wait/ sched wait_task/
sched_migrate_task/  sched_stat_blocked/ sched_wakeup/
sched_pi_setprio/ sched_stat_iowait/ sched_wakeup_new/
sched_process_exec/  sched_stat_runtime/

Each directory here represents a single event. Notice that there's two
files in the system directory:

enable
filter

The "enable" file here can enable or disable all events within the system
when an ASCII 1" or '0', respectively, is written to this file.
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The "filter" file will be described shortly.

Within the individual event directories exist control files:

># Is -F events/sched/sched_wakeup/

enable filter format id

We already used the "enable" file. Now to explain the other files.

The "format" file shows the fields that are written when the event
is enabled, as well as the fields that can be used for the filter.

The "id" file is used by the perf tool and is not something that needs

to be delt with here.

># cat events/sched/sched_wakeup/format
name: sched_wakeup

ID: 249

format:
field:unsigned short common_type; offset:0; size:2; signed:0;
field:unsigned char common_flags; offset:2; size:1; signed:0;
field:unsigned char common_preempt_count; offset:3; size:1; signed:0;
field:int common_pid; offset:4; size:4; signed:1;
field:unsigned short common_migrate_disable; offset:8; size:2; signed:0;
field:unsigned short common_padding; offset:10; size:2; signed:0;
field:char comm[16]; offset:16; size:16; signed:1;

fieldid_t pid; offset:32; size:4; signed:1;
field:int prio; offset:36; size:4; signed:1;
field:int success; offset:40; size:4; signed:1;
field:int target_cpu; offset:44; size4; signed:1;

print fmt: "comm=%s pid=%d prio=%d success=%d target_cpu=%03d", REC->comm, REC->pid,
REC->prio, REC->success, REC->target_cpu

This file is also used by perf and trace-cmd to tell how to read the
raw binary output from the tracing buffers for the event. But what you
need to know is the field names, as they are used by the filtering.

The first set of fields before the blank line are the common fields that
exist for all events. The specific fields for the event come after the
blank line and here it starts with "comm".

Filtering events

There are times when you may not want to trace all events, but only
events where one of the event's fields contains a certain value.
The "filter" file allows for this.
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The filter provides the following predicates:
For numerical fields:

==, =, <, <=, >, >=

For string fields:

H ’

—_— = ~

Logical && and || as well as parenthesis are also acceptable.
The syntax is

<filter> = FIELD <pred-num> | FIELD <pred-string> |
(" <filter> )" | <filter> '&&" <filter> | <filter>"||' <filter>

<pred-num> = <num-op> <number>
<pred-string> = <string-op> <string>
<num-op>="=="|"I="|'<"| '<="|>' | '>='
<string-op> ="'=="|"'l="| '~

<number> = <digits> | '0x'<hex-number>

<digits> = [0-9] | <digits><digits>

<hex-number> = [0-9] | [a-f] | [A-F] | <hex-number><hex-number>
<string> =" VALUE "™
The glob expression '~' is a very simple glob. it can only be:

<glob> = VALUE | " VALUE | VALUE "' | "™ VALUE ™
That is, anything more complex will not be valid. Such as:

VALUE ™' VALUE
What the glob does is to match a string with wild cards at the beginning
or end or both, of a value:

comm ~ "kwork*"

Example:
To trace all schedule switches to a real time task:

># echo 'next_prio < 100" > events/sched/sched_switch/filter
># cat events/sched/sched_switch/filter
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next_prio < 100
># cat trace
# tracer: nop
#
# entries-in-buffer/entries-written: 11/11  #P:8
#
- => irgs-off
[ - => need-resched
|/ _-----=> need-resched_lazy
||/ _----=> hardirg/softirq
[lIl/ _---=> preempt-depth
[|l/ _--=> preempt-lazy-depth
Il / _-=> migrate-disable
I/ delay
TASK-PID CPU# ||||]ll TIMESTAMP FUNCTION
LS 11111 |
<idle>-0 [001] d...... 14331.192687: sched_switch: prev_comm=swapper/1 prev_pid=0
prev_prio=120 prev_state=R ==> next_comms=rtkit-daemon next_pid=992 next_prio=0
<idle>-0 [001] d...... 14333.737030: sched_switch: prev_comm=swapper/1 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/1 next_pid=12 next_prio=0
<idle>-0  [000] d...... 14333.738023: sched_switch: prev_comm=swapper/0 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/0 next_pid=11 next_prio=0
<idle>-0 [002] d...... 14333.751985: sched_switch: prev_comm=swapper/2 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/2 next_pid=17 next_prio=0
<idle>-0  [003] d...... 14333.765947: sched_switch: prev_comm=swapper/3 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/3 next_pid=22 next_prio=0
<idle>-0 [004]d...... 14333.779933: sched_switch: prev_comm=swapper/4 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/4 next_pid=27 next_prio=0
<idle>-0  [005] d...... 14333.794114: sched_switch: prev_comm=swapper/5 prev_pid=0
prev_prio=120 prev_state=R ==> next_comm=watchdog/5 next_pid=32 next_prio=0

T e T

Task priorities

This is a good time to explain task priorities, as the tracer reports them
differently than the way user processes see priorities. A task has priority
policies that are SCHED_OTHER, SCHED_FIFO and SCHED_RR. By default
tasks are assigned SCHED_OTHER which runs under the kernels Completely
Fail Scheduler (CFS), where as SCHED_FIFO and SCHED_RR runs under
the real-time scheduler. The real-time scheduler has 99 different priorities
ranging from 1 - 99, where 99 is the highest priority and 1 is the lowest.

This is set by sched_setscheduler(2).

If you noticed above, to show real time tasks, the filter used

"next_prio < 100". Ftrace reports the internal kernel version of priorities
for tasks and not the priority that a task sees. This can be a little
confusing. For user real-time priorities of 1 through 99 are mapped
internally as 98 to 0, where 0 is the highest priority and 98 is the lowest

of the real time priorities. All non real-time tasks show a priority of 120,

as CFS does not use the priority to determine which tasks to run, although
it does use a nice value, but that's not represented by the prio field
reported in the traces.
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Tracers

Depending on how the kernel was configured, not all tracers may be available

for a given kernel.For the Red Hat Enterprise Linux for Real Time kernels, the trace and debug
kernels have

different tracers than the production kernel does. This is because some

of the tracers have a noticeable overhead when the tracer is configured

into the kernel but not active. Those tracers are only enabled for

the trace and debug kernels.

To see what tracers are available for the kernel, cat out the contents
of "available_tracers":
># cat available_tracers

function_graph wakeup_rt wakeup preemptirgsoff preemptoff irgsoff function nop

The "nop" tracer has already been discussed and is available in all
kernels.

The "function" tracer

The most popular tracer aside from the "nop" tracer is the "function”
tracer. This tracer traces the function calls within the kernel.

Depending on how many functions are tracer or which specific functions,
it can cause a very noticeable overhead when tracing is active.

Note, due to a clever trick with code modification, the function tracer
induces very little overhead when not active. This is because the

hooks in the function calls to be traced are converted into nops on

boot, and are only converted back to hooks into the tracer when activated.

># echo function > current_tracer
># cat trace
# tracer: function
#
# entries-in-buffer/entries-written: 319338/253106705 #P:8
#
- => irgs-off
[ - => need-resched
|/ _-----=> need-resched_lazy
||/ _----=> hardirg/softirq
[lIl/ _---=> preempt-depth
[|l/ _--=> preempt-lazy-depth
Il / _-=> migrate-disable
I/ delay
TASK-PID CPU# |||||l] TIMESTAMP FUNCTION
L T 11117 |
kworker/5:1-58 [005] ....... 32462.200700: smp_call_function_single <-
cpufreq_get_measured_perf

T e T

kworker/5:1-58 [005] d...... 32462.200700: read_measured_perf_ctrs <-smp_call_function_single
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kworker/5:1-58 [005] ....... 32462.200701: cpufreq_cpu_put <-__cpufreq_driver_getavg
kworker/5:1-58 [005] ....... 32462.200702: module_put <-cpufreq_cpu_put
kworker/5:1-58 [005] ....... 32462.200702: od_check_cpu <-dbs_check_cpu
kworker/5:1-58 [005] ....... 32462.200702: usecs_to_jiffies <-od_dbs_timer
kworker/5:1-58 [005] ....... 32462.200703: schedule_delayed work_on <-od_dbs_timer
kworker/5:1-58 [005] ....... 32462.200703: queue_delayed_work_on <-
schedule_delayed_work_on
kworker/5:1-58 [005] d...... 32462.200704: __queue_delayed_work <-queue_delayed_work_on
kworker/5:1-58 [005] d...... 32462.200704: get_work_gcwq <-__queue_delayed_work
kworker/5:1-58 [005] d...... 32462.200704: get_cwq <-__queue_delayed_work
kworker/5:1-58 [005] d...... 32462.200705: add_timer_on <-__queue_delayed_work
kworker/5:1-58 [005] d...... 32462.200705: _raw_spin_lock_irgsave <-add_timer_on
kworker/5:1-58 [005] d...... 32462.200705: internal_add_timer <-add_timer_on

Filtering on functions

As tracing all functions can be induce a substantial overhead, as well
as adding a lot of noise to the trace (you may not be interested in every
function call), ftrace provides a way to limit what functions can be
traced. There are two files for this purpose:

set_ftrace filter

set_ftrace_notrace

For a list of functions that can be traced, as well as added to these files:

available_filter_functions

By writing a name of a function into the "set_ftrace_filter" file, the
function tracer will only trace that function.

># echo schedule_delayed_work > set_ftrace_filter
># cat set_ftrace filter
schedule_delayed_work
># cat trace
# tracer: function
#
# entries-in-buffer/entries-written: 8/8 #P:8
#
- => irqs-off
[ - => need-resched
|/ _-----=> need-resched_lazy
||/ _----=> hardirg/softirq
[l|/ _---=> preempt-depth
I/ _--=> preempt-lazy-depth
[l|| / _-=> migrate-disable
I/ delay
TASK-PID CPU# |||||l] TIMESTAMP FUNCTION
T O 11111 |
kworker/0:2-1586 [000] ....... 32820.361913: schedule_delayed work <-vmstat_update
kworker/2:1-62 [002] ....... 32820.370891: schedule_delayed work <-vmstat_update

T R T
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kworker/3:2-5004 [003] ....... 32820.373881: schedule_delayed work <-vmstat_update
kworker/0:2-1586 [000] ....... 32820.448658: schedule_delayed_work <-do_cache_clean
kworker/4:1-61 [004] ....... 32820.537541: schedule_delayed work <-vmstat_update
kworker/4:1-61 [004] ....... 32820.537546: schedule_delayed_work <-sync_cmos_clock
kworker/7:1-121 [007] ....... 32820.897372: schedule_delayed work <-vmstat_update
kworker/1:1-57 [001] ....... 32820.898361: schedule_delayed work <-vmstat_update

Note, modifications to these files follows shell concatenation rules:

># cat set_ftrace filter
schedule_delayed_work

># echo do_IRQ > set_ftrace filter
># cat set_ftrace filter

do IRQ

Notice that writing with '>' into set_ftrace_filter cleared what was
currently in the file and replaced it with the new contents. Just
writing into the file will clear it:

># cat set_ftrace filter

do IRQ

># echo > set_ftrace filter

># cat set_ftrace filter

#### all functions enabled ####

To append to the list, use the shell append operation '>>":

># cat set_ftrace filter

do IRQ

># echo schedule_delayed_work >> set_ftrace_filter
># cat set_ftrace filter

schedule_delayed_work

do IRQ

Note, the order of functions displayed has nothing to do with how they
were added. Their order is dependent upon how the functions are layed
out in the kernel internal function list table.

Functions can be added to these files with the same type of glob
expressions described in the event filtering section. The format is
identical:

<glob> = VALUE | ™" VALUE | VALUE ™" | ™ VALUE ™

If you want to trace all functions that start with "sched":
># echo 'sched* > set_ftrace_filter

># cat set_ftrace filter
schedule_delayed_work_on
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schedule_delayed_work
schedule_work_on
schedule_work
schedule_on_each_cpu
sched_feat_open

sched feat_show

[...]

># echo function > current_tracer
># cat trace

# tracer: function

#
# entries-in-buffer/entries-written: 1270/1270 #P:8
#
# - => irgs-off
# [ - => need-resched
# |/ _-----=> need-resched_lazy
# ||/ _----=> hardirg/softirq
# [l|/ _---=> preempt-depth
# I/ _--=> preempt-lazy-depth
# [l|| / _-=> migrate-disable
# W/ delay
# TASK-PID CPU# |||||l] TIMESTAMP FUNCTION
# A 1117 |
bash-1367 [001] ....... 34240.654888: schedule_work <-tty flip_buffer_push
bash-1367 [001] .N..... 34240.654902: schedule <-sysret_careful
kworker/1:1-57  [001] ....... 34240.654921: schedule <-worker_thread
<idle>-0  [000] .N..... 34240.654949: schedule <-cpu_idle
bash-1367 [001]....... 34240.655069: schedule_work <-tty flip_buffer_push

bash-1367 [001] .N..... 34240.655079: schedule <-sysret_careful
sshd-1365 [000] ....... 34240.655087: schedule_timeout <-wait_for_common
sshd-1365 [000] ....... 34240.655088: schedule <-schedule_timeout

set_ftrace_notrace

There are cases were you may want to trace everything except for various
functions that you don't care about. Perhaps there's functions that cause
too much noise in the trace, for example, perhaps locks are showing

up in the trace and you don't care about them:

># echo "lock™ > set_ftrace notrace
># cat set_ftrace_notrace
update_persistent_clock
read_persistent_clock
set_task_blockstep
user_enable_block_step
read hv_clock
__acpi_acquire_global_lock
__acpi_release_global_lock
cpu_hotplug_driver_lock
cpu_hotplug_driver_unlock

[..]

But notice that you also included functions that have "clock" and "block"
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in their names. To remove them but still keep the "lock" functions, use
the 'I" symbol:

># echo 'l*clock™ >> set_ftrace notrace
># echo '"block™ >> set_ftrace notrace
># cat set_ftrace_notrace
__acpi_acquire_global_lock
__acpi_release_global_lock
cpu_hotplug_driver_lock
cpu_hotplug_driver_unlock

lock vector lock

unlock_vector lock

console lock

console_trylock

console _unlock

is_console_locked
kmsg_dump_get_line_nolock

[..]

But remember to use '>>' instead of '>', as that will clear out all
functions in the file.

Latency tracers

As stated, the difference between events and tracers, is that events
just enable recording some specific information within the kernel.
Traces have a bit more impact. Function tracing, in essence, also
just records information, but it requires a bit more work than enabling
a static tracepoint (event). Also, to limit what function tracing can
trace, requires writing into control files for the function tracer.

Another type of tracer is the latency tracers. These record a snapshot
of the trace when the latency is greater than the previously recorded
latency. There are two types of latency tracers, one kind records the
length of time when activities within the kernel are disabled, and the
other records the time it takes from when a task is woken from sleep
to the time it gets scheduled.

tracing_max_latency

A latency tracer will just keep track of a snapshot of a trace when a new
max latency is hit. To see the current max latency time, cat the contents
of the file "tracing_max_latency". This file can also be used to set

the max time. Either to reset it back to zero or some lesser number to
trigger new snapshots of latencies, or to set it to a greater number to
not record anything unless a latency has exceeded some given time.

The unit of time that "tracing_max_latency" uses (as well as all other
tracing files, unless otherwise specified) is microseconds.
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irgsoff tracer

A common use of the tracing facility is to see how long interrupts have

been disabled for. When interrupts are disabled, the system cannot

respond to external events, which can include a packet coming in on the
network card, or perhaps a task on another CPU woke up a task on the current
CPU and sent an interprocessor interrupt (IPI) to tell the current CPU

to run the new task. With interrupts disabled, the current CPU will

ignore all external events, which is a source of latencies. This is why
monitorying how long interrupts are disabled can show why the system

did not react in a proper time that was expected.

The irgsoff tracer traces the time interrupts are disabled to the time
they are enabled again. If the time interrupts were disabled is larger
than the time specified by "tracing_max_latency" has, then it will
save the current trace off to a "snapshot" buffer, reset the current
buffer and continue tracing looking for the next time interrupts

are off for a long time.

Here's an example of how to use irgsoff tracer:

># echo 0 > tracing_max_latency

># echo irgsoff > current_tracer

># sleep 10

># cat trace

# tracer: irgsoff

#

# irgsoff latency trace v1.1.5 on 3.8.13-test-mrg-rt9+
#
# latency: 523 us, #1301/1301, CPU#2 | (Mreempt VP:0, KP:0, SP:0 HP:0 #P:8)

# | task: swapper/2-0 (uid:0 nice:0 policy:0 rt_prio:0)

# .................

# => started at: cpu_idle

# =>ended at: cpu_idle

#

#

# e => CPU#

# [ == => irqs-off

# |/ - => need-resched

# || / _-----=> need-resched_lazy

# ||| / _----=> hardirg/softirq

# [l|| / _---=> preempt-depth

# ||| / _--=> preempt-lazy-depth

# [IIl| / _-=> migrate-disable

# I/ delay

# cmd pid |||||[]| time | caller

# N7 N F o/
<idle>-0 2dN..1.. Ous :tick_nohz_idle_exit <-cpu_idle
<idle>-0 2dN..1.. 1us :menu_hrtimer_cancel <-tick_nohz_idle_exit
<idle>-0 2dN..1.. 1us : ktime_get <-tick_nohz_idle_exit
<idle>-0 2dN..1.. 1us:tick_do_update_jiffies64 <-tick_nohz_idle_exit
<idle>-0 2dN..1.. 2us :update_cpu_load nohz <-tick_nohz_idle_exit
<idle>-0 2dN..1.. 2us:_raw_spin_lock <-update_cpu_load_nohz
<idle>-0 2dN..1.. 3us:add_preempt_count <-_raw_spin_lock
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<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0

[..]

<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0
<idle>-0

=> cpu_idle

2dN..
2dN..
2dN..
2dN..
2dN..

—_ - = NN

2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..
2dN..1..

2dN..
=> tick_nohz_idle_e

—_ - a4 A

=> start_secondary

xit

3us
4us
4us
Bus
Bus

521us:
521us:
521us:
522us :
522us :
522us :
522us :
523us:
523us:

523us

:__update_cpu_load <-update_cpu_load _nohz

: sub_preempt_count <-update_cpu_load_nohz
:calc_load_exit_idle <-tick_nohz_idle_exit

: touch_softlockup_watchdog <-tick_nohz_idle_exit
: hrtimer_cancel <-tick_nohz_idle_exit

account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
: tick_nohz_idle_exit <-cpu_idle

524us+: trace_hardirgs_on <-cpu_idle

537us

: <stack trace>

By default, the irgsoff tracer enables function tracing to show what functions
are being called while interrupts were disabled. But as you can see, it

can produce a lot of output (the total line count of the above trace

was 1,327 lines. Most of that was cut to not waste space in this document).
The problem with the function tracer is that it incurs a substantial overhead
and exagerates the actual latency.

The reported latency above is 523 microseconds. The trace ends at 537
microseconds, but that's because it took 14 microseconds to produce the

stack trace.

The end of the trace does a stack dump to show where the latency occurred.
The above happened in tick_nohz_idle_exit(), and even though we can blame
the function tracer for exagerating the latency, this trace shows

that using NO HZ idle can have issues with a real time system. When a
system with NO HZ set is idle, the timer tick is stopped. When the system
resumes from idle, the timer must catch up to the current time and executes
all the ticks it missed in the loop. This is done with interrupts disabled.

Looking at the latency field "2dN..1.." you can see that this loop

ran on CPU 2, had interrupts disabled "d". The scheduler needed to run

"N" (for NEED_RESCHED). Preemption was disabled, as the preempt_count
counter was set to "1".

Ideally, when coming out of NO HZ, the accounting could be done in a single
step, but as that is tricky to get right, the current method is to just
run the current code in a loop as if the timer went off each time.

No function tracing



As function tracing can exaggerate the latency, you can either

limit what functions are traced via the "set_ftrace_filter" and
"set_ftrace_notrace" files as described above in the function tracing
section. But you can also disable tracing totally via the tracing
option function-trace.

># echo 0 > /sys/kernel/debug/tracing/options/function-trace

This disables function tracing by all the ftrace tracers. Including
the function tracer, which would make it rather pointless because
the function tracer would act just like the "nop" tracer.

># echo 0 > options/function-trace

># echo 0 > tracing_max_latency

># echo irgsoff > current_tracer

># sleep 10

># cat trace

# tracer: irgsoff

#

# irgsoff latency trace v1.1.5 on 3.8.13-test-mrg-rt9+
#
# latency: 80 us, #4/4, CPU#6 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:8)

# | task: swapper/6-0 (uid:0 nice:0 policy:0 rt_prio:0)
. S —

# => started at: cpu_idle

# =>ended at: cpu_idle

#

#

# - => CPU#

# [ == => irqs-off

# |/ - => need-resched

# || / _-----=> need-resched_lazy
# || / _----=> hardirg/softirq

# || / _---=> preempt-depth

# ||| / _--=> preempt-lazy-depth
# [Ill| / _-=> migrate-disable

# I/ delay

# cmd pid |||||||]| time | caller

# N/ N1/

<idle>-0 6dN..1.. Ous+: tick_nohz_idle_exit <-cpu_idle
<idle>-0 6dN..1.. 81us :tick_nohz_idle_exit <-cpu_idle
<idle>-0 6dN..1.. 81us+: trace_hardirgs_on <-cpu_idle
<idle>-0 6dN..1.. 87us : <stack trace>

=> tick_nohz_idle_exit

=> cpu_idle

=> start_secondary

This time the latency is much more compact and accurate (80 microseconds
is still a lot, but much lower than 523). Here the backtrace is much more
important as its now the only real information to know where the latency
occurred.
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preemptoff tracer

There are points in the kernel that disables preemption but not interrupts.
That is, an interrupt can still interrupt the current process but that
process cannot be scheduled out for a higher priority process.

This tracer records the time that preemption is disabed via the
kernel internal "preempt_disable()" function.

># echo 0 > /sys/kernel/debug/tracing/options/function-trace
># echo 0 > tracing_max_latency

># echo preemptoff > current_tracer

># sleep 10

># cat trace

# tracer: preemptoff

#

# preemptoff latency trace v1.1.5 on 3.8.13-test-mrg-rt9+
#

# latency: 65 us, #4/4, CPU#6 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:8)
- S ——

# | task: swapper/6-0 (uid:0 nice:0 policy:0 rt_prio:0)
. S —

# => started at: cpuidle_enter

# =>ended at: start_secondary

#

#

# - => CPU#

# [ - => irgs-off

# |/ _------ => need-resched

# || / _-----=> need-resched_lazy

# [l| / _----=> hardirg/softirq

# || / _---=> preempt-depth

# ||| / _--=> preempt-lazy-depth

# Il / _-=> migrate-disable

# I/ delay

# cmd pid ||||]/]] time | caller

# N 7 lEN1/

<idle>-0 6d...1.. 1us+:intel_idle <-cpuidle_enter

<idle>-0 6.N..1.. 65us : cpu_idle <-start_secondary

<idle>-0 6.N..1.. 66us+: trace_preempt_on <-start_secondary
<idle>-0 6.N..1.. 71us : <stack trace>

=> sub_preempt_count

=> cpu_idle

=> start_secondary

There's not much interesting in this trace except that preemption was
disabled for 65 microseconds.

preemptirgsoff tracer
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Knowing when interrupts are disabled or how long preemption is disabled
via the preempt_disable() kernel interface is not as interesting as
knowing how long true preemption is disabled. That is, if we have the
following scenario:

A) preempt_disable()

[..]

B) irgs_disable()

[..]

C) preempt_enable();

[..]

D) irgs_enable();

"irgsoff" tracer will give you the time from B to D
"preemptoff" tracer will give you the time from A to C.

But the current task cannot be preempted from A to D which is what we
really care about. When a task cannot be preempted, a new task can
no execute when it is woken up if it is to run on the same CPU as the
task that has true preemption disabled (either interrupts disabled or
preemption disabled). The "preemptirgsoff" tracer will handle this.

"preemptirgsoff" tracer will give you the time from A to D

># echo 1 > /sys/kernel/debug/tracing/options/function-trace
># echo 0 > tracing_max_latency

># echo preemptirgsoff > current_tracer

># sleep 10

># cat trace

# tracer: preemptirqsoff

#

# preemptirgsoff latency trace v1.1.5 on 3.8.13-test-mrg-rt9+
#

{1+48%B FTRACE D3EA5t8A

# latency: 377 us, #1289/1289, CPU#1 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:8)

. S —

# | task: swapper/1-0 (uid:0 nice:0 policy:0 rt_prio:0)
. S —

# => started at: cpuidle_enter

# =>ended at: start_secondary

#

#

# - => CPU#

# [ == => irqs-off

# |/ - => need-resched

# || / _-----=> need-resched_lazy
# || / _----=> hardirg/softirq

# [l|| / _---=> preempt-depth

# ||| / _--=> preempt-lazy-depth
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<idle>-0 1d...1.. 9us : in_serving_softirq <-irgtime_account_irq
<idle>-0 1d...1.. 9us : add_preempt_count <-irq_enter

<idle>-0 1d..h1.. 9us :sched_ttwu_pending <-scheduler_ipi
<idle>-0 1d..h1.. 10us: _raw_spin_lock <-sched_ttwu_pending
<idle>-0 1d..h1.. 10us : add_preempt_count <-_raw_spin_lock
<idle>-0 1d..h2.. 11us:sub_preempt_count <-sched_ttwu_pending
<idle>-0 1d..h1.. 11us :raise_softirg_irqoff <-scheduler_ipi
<idle>-0 1d..h1.. 12us: do_raise_softirq_irqoff <-raise_softirq_irqoff
<idle>-0 1d..h1.. 12us :irq_exit <-scheduler_ipi

<idle>-0 1d..h1.. 12us :irgtime_account_irq <-irg_exit

<idle>-0 1d..h1.. 13us : sub_preempt_count <-irg_exit

<idle>-0 1d...2.. 13us : wakeup_softirqd <-irq_exit

<idle>-0 1d...2.. 14us : wake_up_process <-wakeup_softirqd
<idle>-0 1d...2.. 14us:try_to_wake_up <-wake_up_process

# [IIl| / _-=> migrate-disable

# I/ delay

# cmd pid ||[||[]| time | caller

# N7 N F/
<idle>-0 1d...1.. Ous :intel_idle <-cpuidle_enter
<idle>-0 1d...1.. 1us: ktime_get <-cpuidle_wrap_enter
<idle>-0 1d...1.. 2us:smp_reschedule_interrupt <-reschedule_interrupt
<idle>-0 1d...1.. 3us: scheduler_ipi <-smp_reschedule_interrupt
<idle>-0 1d...1.. 3us :irq_enter <-scheduler_ipi
<idle>-0 1d...1.. 4us:rcu_irq_enter <-irg_enter
<idle>-0 1d...1.. 4us:rcu_eqs_exit_common.isra.45 <-rcu_irg_enter
<idle>-0 1d...1.. 5us:tick_check_idle <-irq_enter
<idle>-0 1d...1.. 5us :tick_check oneshot_broadcast <-tick_check idle
<idle>-0 1d...1.. 5us: ktime_get <-tick_check_idle
<idle>-0 1d...1.. 6us:tick_nohz_stop_idle <-tick_check_idle
<idle>-0 1d...1.. 6us:update_ts_time_stats <-tick_nohz_stop_idle
<idle>-0 1d...1.. 7us:nr_iowait_cpu <-update_ts_time_stats
<idle>-0 1d...1.. 7us : touch_softlockup_watchdog <-sched_clock_idle_wakeup_event
<idle>-0 1d...1.. 7us:tick_do_update_jiffies64 <-tick_check_idle
<idle>-0 1d...1.. 8us : touch_softlockup_watchdog <-tick_check_idle
<idle>-0 1d...1.. 8us:irgtime_account_irq <-irg_enter

1
1

[..]

<idle>-0 1d...4.. 18us : dequeue_rt_stack <-enqueue_task_rt

<idle>-0 1d...4.. 19us : cpupri_set <-enqueue_task_rt

<idle>-0 1d...4.. 20us : update_rt_migration <-enqueue_task_rt

<idle>-0 1d...4.. 20us : ttwu_do_wakeup <-ttwu_do_activate.constprop.90
<idle>-0 1d...4.. 20us : check_preempt_curr <-ttwu_do_wakeup

<idle>-0 1d...4.. 21us :resched_task <-check_preempt_curr

<idle>-0 1dN..4.. 21us:task_woken_rt <-ttwu_do_wakeup
<idle>-0 1dN..4.. 22us:sub_preempt_count <-try_to_wake_up
<idle>-0 1dN..3.. 22us: ttwu_stat <-try_to_wake_up
<idle>-0 1dN..3.. 23us:_raw_spin_unlock_irgrestore <-try_to_wake_up
<idle>-0 1dN..3.. 23us: sub_preempt_count <-_raw_spin_unlock_irgrestore

[...]
<idle>-0 1dN..1.. 376us : nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
<idle>-0 1dN..1.. 376us : nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
<idle>-0 1dN..1.. 376us : account_idle_time <-irgtime_account_process_tick.isra.2
<idle>-0 1dN..1.. 377us : irgtime_account_process_tick.isra.2 <-account_idle_ticks
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<idle>-0 1dN..1.. 377us : nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
<idle>-0 1dN..1.. 377us : nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
<idle>-0 1dN..1.. 377us : account_idle_time <-irgtime_account_process_tick.isra.2
<idle>-0 1.N..1.. 378us : cpu_idle <-start_secondary

<idle>-0 1.N..1.. 378us+: trace_preempt_on <-start_secondary

<idle>-0 1.N..1.. 391us : <stack trace>

=> sub_preempt_count

=> cpu_idle

=> start_secondary

The above is a much more interesting trace. Although we enabled function
tracing again, it allows us to see more of what is happening during
the trace.

The trace starts out at intel_idle() which on the box the trace was run on
is the idle function. Idle function usually disable preemption and
sometimes interrupts when the system is put to sleep, although an
interrupt will wake up the processor, the interrupt will not be serviced
until the processor re-enables interrupts again.

As interrupts and preemption is disabled across a full idle, the tracer
must account for this, as it is pretty useless to trace how long the
CPU has been idle. Thus, immediately exiting the idle state, the
latency tracers are re-enabled. This is where the start of the trace
occurred.

Then we can see that an interrupt is triggered after interrupts were
enabled (schedule_ipi). An interprocessor interrupt happened to wake up
a process that is on the current CPU.

Next the irg_enter() is called. This tells the system (including the

tracing system) that the kernel is now int interrupt mode. Notice that

'h" is not set until after "add_preempt_count" is called. That's because

the irq accounting is shared with the preempt_count code. A lot has happened
before that got set, as NO HZ and RCU must perform activities immediately
when coming out of idle via an interrupt.

A softirqg was raised while in the interrupt and as the Red Hat Enterprise Linux for Real Time kernel
runs

soft interrupts as threads, the corresponding softirq was woken up

on exiting the interrupt (irq_exit).

This wakeup also triggered the NEED_RESCHED flag "N" to be set, to let
the system know that the kernel needs to call schedule as soon as
preemption is re-enabled.

Finally the NO HZ accounting ran again with interrupts and preemption
disabled. Finally, interrupts were enabled and so was the preemption.

wakeup tracer

The previous tracers ("irgsoff", "preemptoff”, and "preemptirqsoff")
were single CPU tracers. That is, they only reported the activities
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on a single CPU, as interrupts only occurred there.

Both "wakeup" and "wakeup_rt" tracers are full CPU tracers. That is,

they report the activities of what happens across all CPUs. This is

because a task may be woken from one CPU but get scheduled on another
CPU.

The "wakeup" tracer is not that interresting from a real-time perspective,

as it records the time it takes to wake up the highest priority task

in the system even if that task does not happen to be a real time task.

Non real-time tasks may be delayed due scheduling balacing, and not
immediately scheduled for throughput reasons. Real-time tasks are scheduled
immediately after they are woken. Recording the max time it takes to

wake up a non real-time task will hide the times it takes to wake up

a real-time task. Because of this, we will focus on the "wakeup_rt" tracer
instead.

wakeup_rt tracer

The "wakeup" tracer records the time it takes from the current highest
priority task to wake up to the time it is scheduled. Because non real-time
tasks may take much longer to wake up than a real-time task, and that
the latency tracers only record the longest time, "wakeup" tracer is not
that suitable for seeing how long a real-time task takes to be scheduled
from the time it is woken. For that, we use the "wakeup_rt" tracer.

The "wakeup_rt" tracer only records the time for real-time tasks and
ignores the time for non real-time tasks.

># echo 0 > tracing_max_latency

># echo preemptirgsoff > current_tracer
># sleep 10

># cat trace

# tracer: wakeup_rt

#

# wakeup_rt latency trace v1.1.5 on 3.8.13-test-mrg-rt9+
#

# latency: 385 us, #1339/1339, CPU#7 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:8)
. S S —

# | task: ksoftirqd/7-51 (uid:0 nice:0 policy:1 rt_prio:1)
. S —

#

# - => CPU#

# [ - => irqs-off

# |/ - => need-resched

# || / _-----=> need-resched_lazy

# ||| / _----=> hardirg/softirq

# [l|| / _---=> preempt-depth

# ||| / _--=> preempt-lazy-depth

# [IIl| / _-=> migrate-disable

# I/ delay

# cmd pid |||||||]| time | caller

# N/ N1/

<idle>-0 7d...5.. Ous: 0:120:R +[007] 51:98:R ksoftirqd/7
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7dN..1..
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7dN..1..
7dN..1..
7dN..1..
7dN..1..
7dN..1..
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7dN.h1..
7dN.h1..
7dN.h1..
7dN.h1..
7dN.h1..
7dN.h1..
7dN.h1..

7dN..2..
7dN..2..
7dN..2..
7dN..2..
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2us : ttwu_do_activate.constprop.90 <-try_to_wake_up
2us : check_preempt_curr <-ttwu_do_wakeup
3us : resched_task <-check_preempt_curr

3us
4us
4us
4us :
Bus
Bus
Bus
6us

B3us:
B3us:
B4us :
B54us :
B54us :
B54us :
55us :
55us :
55us :
55us :
56us :
56us :
56us :
56us :
57us :
57us :

377us
378us
378us
378us
379us
379us
379us
379us
380us
380us
380us

: task_woken_rt <-ttwu_do_wakeup
: sub_preempt_count <-try_to_wake_up
: ttwu_stat <-try_to_wake_up

_raw_spin_unlock_irgrestore <-try_to_wake_up

: sub_preempt_count <-_raw_spin_unlock_irgrestore
:idle_cpu <-irg_exit

: rcu_irg_exit <-irq_exit

: rcu_eqs_enter_common.isra.47 <-rcu_irq_exit

nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
nsecs_to_jiffies64 <-irgtime_account_process_tick.isra.2
account_idle_time <-irgtime_account_process_tick.isra.2
irgtime_account_process_tick.isra.2 <-account_idle_ticks

: tick_program_event <-hrtimer_interrupt
: clockevents_program_event <-tick_program_event
: ktime_get <-clockevents_program_event
: lapic_next_deadline <-clockevents_program_event
1 irg_exit <-smp_apic_timer_interrupt
: irgtime_account_irq <-irq_exit
: sub_preempt_count <-irg_exit
: wakeup_softirqd <-irq_exit
: idle_cpu <-irq_exit
: rcu_irg_exit <-irq_exit
: sub_preempt_count <-irq_exit

7.N..1.. 381us : sub_preempt_count <-cpu_idle

7.N..... 381us : __schedule <-preempt_schedule
7.N..... 382us : add_preempt_count <-__schedule
7.N..1.. 382us : rcu_note_context switch <- schedule
7.N..1.. 382us : _raw_spin_lock_irq <-__schedule

7dN..1..
7dN..2..
7dN..2..
7dN..2..
7dN..2..
7dN..2..

382us :
383us :
383us :
383us :
384us :
384us :

add_preempt_count <-_raw_spin_lock_irq
update_rq_clock <-__schedule
put_prev_task_idle <-__schedule
pick_next_task_stop <-__schedule
pick_next_task_rt <-_schedule
dequeue_pushable_task <-pick_next_task_rt

7d...3.. 385us :__ schedule <-preempt_schedule
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<idle>-0 7d...3.. 385us: 0:120:R ==>[007] 51:98:R ksoftirqd/7

And once again we can see that NO HZ affects the wake up time of a
real time task (this case it was ksoftirqd).

Notice the first traced item:
0:120:R +[007] 51:98:R ksoftirqd/7
This is in the format of:
<pid>:<prio>:<process-state> + [<CPU#>] <pid>:<prio>:<process-state>

The first pid, prio and process-state is for the task performing the

wake up. Again, the prio is the internal kernel prio, where 120 is for
SCHED_OTHER. The "+" represents a wake up is happening. The CPU# the
CPU waking task in currently assigned to (and being woken up on).

The second set of pid, prio and process-state is for the task being

woken up. The prio of 98 is internal to the kernel, and to get the real
real-time priority for the task you must subtract it from 99.

(99 - 98 = real-time priority of 1 - low priority)

The process-state should be always in the "R" (running) state, and

can be ignored. The original location to record the trace when waking
up was before the task was actually woken. Due to changes in the wake
up code, the trace hook had to be moved to after the wake up, which
means the task being woken up will have already been set to running
and the trace will reflect that.

The last line of the trace:
0:120:R ==>[007] 51: 98:R ksoftirqd/7

Represents the scheduling of a task.

<pid>:<prio>:<process-state> ==> [CPU#] <pid>:<prio><process-state>
The first set of pid, prio and process-state belongs to the task that
is being scheduled out. The second set is for the task that is being
scheduled in. The "==>" represents a task scheduling switch, and the
CPU# should always match the current CPU that is on (7 in this case).
The first process-state here is of more importance than that of the
wake up trace. If the previous task is in the running state (as it is

in this case), that means it has been preempted (still wants to run
but must yield for the new task).

Using events in tracers

With the "wakeup_rt" tracer, as with all tracers, function tracing can
exaggerate the latency times. But disabling the function tracing for
"wakeup_rt" is not very useful.
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># echo 0 > /sys/kernel/debug/tracing/options/function-trace
># echo 0 > tracing_max_latency

># echo wakeup_rt > current_tracer

># sleep 10

># cat trace

# tracer: wakeup_rt

#

# wakeup_rt latency trace v1.1.5 on 3.8.13-test-mrg-rt9+

#
# latency: 64 us, #18446744073709512109/18446744073709512109, CPU#5 | (M:preempt VP:0,
KP:0, SP:0 HP:0 #P:8)

# | task: irg/43-em1-878 (uid:0 nice:0 policy:1 rt_prio:50)

H+

e => CPU#

[ - => irqs-off

|/ - => need-resched

|| / _-----=> need-resched_lazy

|| / _----=> hardirg/softirq

[l|| / _---=> preempt-depth

||| / _--=> preempt-lazy-depth

[IIl| / _-=> migrate-disable

I/ delay

# cmd pid |||||[]| time | caller

# N 1 lEN1/

<idle>-0 0d..h4.. Ous: 0:120:R +[005] 878:49:R irg/43-em1
<idle>-0 0d..h4.. 2us+: ttwu_do_activate.constprop.90 <-try_to_wake_up
<idle>-0 5d...3.. 63us:__schedule <-preempt_schedule

<idle>-0 5d...3.. 64us: 0:120:R ==>[005] 878:49:R irg/43-em1

T R T

The irq thread was woken up by a task on CPU 0, and it scheduled on
CPU 5.

As function tracing causes a large overhead, with the wakeup tracers, you
can still get information by using events, and events are sparse enough
to not cause much overhead even when enabled.

># echo 0 > /sys/kernel/debug/tracing/options/function-trace
># echo 1 > events/enable

># echo 0 > tracing_max_latency

># echo wakeup_rt > current_tracer

># sleep 10

># cat trace

# tracer: wakeup_rt

#

# wakeup_rt latency trace v1.1.5 on 3.8.13-test-mrg-rt9+

#
# latency: 67 us, #15/15, CPU#1 | (M:preempt VP:0, KP:0, SP:0 HP:0 #P:8)

# | task: irg/43-em1-878 (uid:0 nice:0 policy:1 rt_prio:50)
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[ - => irgs-off
|/ _------ => need-resched
|| / _-----=> need-resched_lazy
||| / _----=> hardirg/softirq
|| / _---=> preempt-depth
||| / _--=> preempt-lazy-depth
[IIIl| / _-=> migrate-disable
I/ delay
# cmd pid ||[]||]| time | caller
# N/ N1/
<idle>-0 0d..h4.. Ous: 0:120:R +[001] 878:49:Rirg/43-em1
<idle>-0 0d..h4.. 1us:ttwu_do_activate.constprop.90 <-try_to_wake_up
<idle>-0 0d..h4.. 1us+: sched_wakeup: comms=irqg/43-em1 pid=878 prio=49 success=1
target_cpu=001
<idle>-0 0....2.. 5us :power_end: cpu_id=0
<idle>-0 0....2.. 6us+: cpu_idle: state=4294967295 cpu_id=0
<idle>-0 0d...2.. 9us : power_start: type=1 state=3 cpu_id=0
<idle>-0 0d...2.. 10us+: cpu_idle: state=3 cpu_id=0
<idle>-0 1.N..2.. 25us+: power_end: cpu_id=1
<idle>-0 1.N..2.. 27us+: cpu_idle: state=4294967295 cpu_id=1
<idle>-0 1dN..3.. 30us : hrtimer_cancel: hrtimer=ffff88011ea4cf40
<idle>-0 1dN..3.. 31us+: hrtimer_start: hrtimer=ffff88011ea4cf40 function=tick_sched_timer
expires=9670689000000 softexpires=9670689000000
<idle>-0 1.N..2.. 64us : rcu_utilization: Start context switch
<idle>-0 1.N..2.. 65us+: rcu_utilization: End context switch
<idle>-0 1d...3.. 66us:__schedule <-preempt_schedule
<idle>-0 1d...3.. 67us: 0:120:R ==>[001] 878: 49:R irg/43-em1

CTE T T T s

The above trace is much more accurate to a real latency, but this time

we get a lot more information. The task being woken up in on CPU 1, and
the first time we see CPU 1 is at the 25 microsecond time. The "power_end"
trace point shows that the CPU is coming out of a deep power state, which
explains why the time took so long. The high resolution timer has been
reinitialized, and we can assume from our other traces that the NO HZ

code is running again to catch up on the tick, although no trace points
currently represent that. This process took 33 microseconds, where we

see RCU handling a context switch, and eventually the schedule takes place.

function_graph

The "function" tracer is extremely informative, albeit invasive, but
it is a bit difficult for a human to read.

<idle>-0  [000] ....1.. 10698.878897: sub_preempt_count <-__schedule
less-3062 [006] ....... 10698.878897: add_preempt_count <-migrate_disable
cat-3061 [007]d...... 10698.878897: add_preempt_count <-_raw_spin_lock
<idle>-0  [000Q] ....... 10698.878897: add_preempt_count <-cpu_idle
less-3062 [006] ....11. 10698.878897: pin_current_cpu <-migrate_disable
<idle>-0  [000] ....1.. 10698.878898: tick_nohz_idle_enter <-cpu_idle
cat-3061 [007]d...1.. 10698.878898: sub_preempt_count <-__raw_spin_unlock
less-3062 [006] ....111 10698.878898: sub_preempt_count <-migrate_disable
<idle>-0  [000] ....1.. 10698.878898: set_cpu_sd_state_idle <-tick_nohz_idle_enter
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cat-3061 [007] ....... 10698.878898: free_delayed <-__slab_alloc.isra.60

less-3062 [006] .....11 10698.878898: migrate_disable <-get_page_from_freelist

less-3062 [006] .....11 10698.878898: add_preempt_count <-migrate_disable
<idle>-0 [000] d...1.. 10698.878898: __tick_nohz_idle_enter <-tick_nohz_idle_enter

less-3062 [006] ....112 10698.878898: sub_preempt_count <-migrate_disable
<idle>-0 [000] d...1.. 10698.878898: ktime_get <-__tick_nohz_idle_enter

cat-3061 [007] ....... 10698.878898: _ rt_mutex_init <-tracing_open

The "function_graph" tracer is a bit more easy on the eyes, and lets
the developer follow the code in much more detail.

># echo function_graph > current_tracer
># cat trace
# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
| | LT
0.125us | source_load();
0.137 us | idle_cpu();
0.105us | source_load();
0.110us | idle_cpu();
0.132us | source_load();
0.134us | idle_cpu();
0.127 us | source_load();
0.144us | idle_cpu();
0.132us | source_load();
0.112us | idle_cpu();
0.120us | source_load();
0.130us | idle_cpu();
+20.812us | } /* find_busiest_group */
+21.905us | } /* load_balance */
0.099 us | msecs_to_jiffies();
0.120us | __rcu_read_unlock();
| _raw_spin_lock() {
0.115us | add_preempt_count();
1.115us | }

+46.645us | }/*idle_balance */
|  put_prev_task_rt() {
| update_curr_rt() {
| cpuacct_charge() {

RS I S IR IR, IR S R I, IS RS, I S R RS I, TR R, IR R R I I I S

0.110us | __rcu_read_lock();
0.110us | __rcu_read_unlock();
2111us | }
0.100 us | sched_avg_update();

| _raw_spin_lock() {
0.116 us | add_preempt_count();
1.151us | }
0.122us | balance_runtime();
0.110us | sub_preempt_count();
8.165us | }
9.152us | }
0.148us | pick_next_task fair();
0.112us | pick_next_task_stop();
0.117us | pick_next_task_rt();
0.1283us | pick_next_task fair();
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5) 0.138us | pick_next_task idle();

5) |  finish_task_switch() {

5) | _raw_spin_unlock_irq() {
5) 0.260us | sub_preempt_count();
5) 1.289us | }

5) 2309us | }

5) 0.132us | sub_preempt_count();
5)1151.784us | }/*_ schedule */

5) 0.272us | }/* sub_preempt_count */

The "function" tracer only traces the start of the function where as the
"function_graph" tracer also traces the exit of the function, allowing
to show a flow of function calls in the kernel. As one function calls
the next function, it is indented in the trace and C code curly brackets
are placed around them. When there's a leaf function (a function that
does not call any other function, or any function that happens to be
traced), it is simply finished with a ";".

This tracer has a different format than the other tracers, to help

ease the reading of the trace. The first number "5)" represents the
CPU that the trace happened on. The second number is the time the
function took to execute. Note, this time also include the overhead
of the "function_graph" tracer itself, so for functions that have
several other functions traced within it, its time will be rather
exaggerated. For leaf functions, the time is rather accurate.

When a schedule switch is detected (does not require the sched_switch
event enabled, as all traces record the pid), it shows up as separately
displayed.

The name is cropped to 7 characters (from "ksoftirgd" to "ksoftir").

Follow a function

Because the "function_graph" tracer records both the start and exit

of a function, several more features are possible. One of these features
is to graph only a specific function. That is, to see what a specific
function calls and ignore all other functions.

For example, if you are interested in what the sys_read() function
calls, you can use the "set_graph_function” file in the tracing
debug file system.

># echo sys_read > set_graph_function
># echo function_graph > current_tracer



># sleep 10
># cat trace
# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
| | LIl
| sys_read() {
0.126 us | fget_light();
| vfs_read() {
|  rw_verify_area() {
| security_file_permission() {

0.077 us | cap_file_permission();
0.076 us | __fsnotify_parent();
0.100 us | fsnotify();

2.001 us | }

2.608us | }

tty_read() {
0.070us | tty_paranoia_check();

| tty_Idisc_ref_wait() {

| tty_Idisc_try() {

| _raw_spin_lock_irgsave() {
0.130us | add_preempt_count();
0.759 us | }

| _raw_spin_unlock_irgrestore() {

cocececeooocecoocecoooc oo oo

0.132us | sub_preempt_count();
0.774 us | }
2.576 us | }
3.161us | }

| n_tty_read() {

| _mutex_lock_interruptible() {
0.087 us | rt_mutex_lock_interruptible();
0.694 us | }

| add_wait_queue() {

| migrate_disable() {
0.100 us | add_preempt_count();
0.073us | pin_current_cpu();
0.085us | sub_preempt_count();
1.829 us | }
0.060 us | rt_spin_lock();
0.065us | rt_spin_unlock();

| migrate_enable() {
0.077 us | add_preempt_count();
0.070us | unpin_current_cpu();
0.077 us | sub_preempt_count();
1.847 us | }
5.899 us | }

The above shows the flow of functions called by sys_read().

To reset the "set_graph_function" simply write into that file like
the "set_ftrace_filter" file is done.

># echo > set_graph_function

{1+48%B FTRACE D3EA5t8A
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Time a function

As the "function_graph" tracer is associated to the "function" tracer

it is also affected by the "set_ftrace_filter", "set_ftrace notrace"
as well as the sysctl feature "kernel.ftrace_enabled".

As mentioned previously, only the leaf functions contain the most accurate

times of execution. By filtering on a specific function, you can see
the time it takes to execute a single function.

># echo do_IRQ > set_ftrace filter

># echo function_graph > current_tracer
># sleep 10

># cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS
#10]| I
4) ==========> |

4) 6.486us | do_IRQ();
0) ==========>|

0) 3.801us | do_IRQ();
4) ==========> |

4) 3.221us | do_IRQ();
0) ==========>|

0) + 11.153 us | do_IRQ();
0) ==========>|

0) + 10.968 us | do_IRQ();
6) ==========>|

6) 9.280us | do_IRQ();
0) ==========>|

0) 9.467 us | do_IRQ();
0) ==========>|

missing because it is associated with the exit part of the trace.
As "do_IRQ" is a leaf function here, the exit arrow was folded into
the function and does not appear in the trace.

Events in function graph tracer

As explained previously, events can be enabled with all tracers.
But with the "function_graph" tracer, they are displayed a little
differently.

># echo 1 > events/irg/enable

># echo do_IRQ > set_ftrace filter

># echo function_graph > current_tracer
># sleep 10
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># cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

| do_IRQ() {

| /*irg_handler_entry: irg=43 name=em1 */

| /*irg_handler_exit: irq=43 ret=handled */
+15.721us |}

| /* softirg_raise: vec=3 [action=NET_RX] */
| /* softirg_entry: vec=3 [action=NET_RX] */
| /* softirg_exit: vec=3 [action=NET_RX] */

| /*irg_handler_entry: irg=43 name=em1 */
| /*irg_handler_exit: irq=43 ret=handled */
8.915us |}

| /* softirg_raise: vec=3 [action=NET_RX] */
| /* softirg_entry: vec=3 [action=NET_RX] */
| /* softirg_exit: vec=3 [action=NET_RX] */

| /* softirg_raise: vec=1 [action=TIMER] */

| /* softirg_raise: vec=9 [action=RCU] */

)
)
)
)
)
)
)
)
)
) | do_IRQ() {
)
)
)
)
)
)
)
)
)

QO WWWOOOOOOWWWOou O o1,

0) <idle>-0 => Kksoftir-3

| /* softirg_entry: vec=1 [action=TIMER] */
| /* softirg_exit: vec=1 [action=TIMER] */

| /* softirg_entry: vec=9 [action=RCU] */

| /* softirg_exit: vec=9 [action=RCU] */

0) ksoftir-3 => <idle>-0

Keeping with the C formatting, events in the "function_graph" tracer
appear as comments. Recording the interrupt events gives more detalil
to what interrupts are occurring when "do_IRQ()" is called. As the
"do_IRQ()" exit trace is not folded, the "<==========" appears to
display that the interrupt is over.

Annotations

In the traces, including the "function_graph" tracer, you may see
annotations around the times. "+" and "I". A "+" appears when the

time between events is greater than 10 microseconds, and a "!" appears
when that time is greater than 100 microseconds. You can see this in the
above tracers:

<idle>-0 0d..h4.. 2us+: ttwu_do_activate.constprop.90 <-try_to_wake_up
<idle>-0 5d...3.. 63us:__ schedule <-preempt_schedule
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5) + 20.812 us | } /* find_busiest_group */
5) +21.905 us | } /* load_balance */

5)1151.784us | }/*_ schedule */

Buffer size

When tracing functions, you will almost always use events. This is because
the amount of functions being traced will quickly fill the ring buffer

faster than anything can read from it. The amount lost can be minimized
with filtering the trace as well as increasing the size of the buffer.

The size of the buffer is controlled by the "buffer_size kb" file.

As the name suggests, the size is in kilobytes. When you first boot up,
as tracing is used by only a small minority of users, the trace buffer

is compressed. The first time you use any of the tracing features,

the tracing buffer will automatically increase to a decent size.

># cat buffer_size kb
7 (expanded: 1408)

Note, for efficiency reasons, the buffer is split into multiple buffers
per CPU. The size displayed by "buffer_size_kb" is the size of each
CPU buffer. To see the total size of all buffers look at
"buffer_total_size kb"

># cat buffer_total_size kb
56 (expanded: 11264)

After running any trace, the buffer will expand to the size that is
denoted by the "expanded" value.

># echo 1 > events/enable
># cat buffer_size kb
1408

To change the size of the buffer, simply echo in a number.

># echo 10000 > buffer_size kb
># cat buffer_size kb
10000

Note, if you change the size before using any tracer, the buffers
will go to that size, and the expanded value will then be ignored.

Buffer size per CPU

If there's a case you care about activity on one CPU more than another
CPU, and you need to save memory, you can change the sizes of the
ring buffers per CPU. These files exist in a "per_cpu/cpuX/" directory.
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># cat per_cpu/cpul/buffer_size kb
10000

># echo 100 > per_cpu/cpul/buffer_size_kb
># cat per_cpu/cpul/buffer_size kb
100

When the per CPU buffers differ in size, the top level buffer_size kb
will display an "X".

># cat buffer_size kb
X

But the total size will still display the amount allocated.

># cat buffer_total size kb
70100

Trace Marker

It is sometimes useful to synchronize actions in userspace with events
within the kernel. The "trace_marker" allows userspace to write into
the ftrace buffer.

># echo hello world > trace_marker
># cat trace
# tracer: nop
#
# entries-in-buffer/entries-written: 1/1  #P:8
#
- => irgs-off
[ - => need-resched
|/ _-----=> need-resched_lazy
||/ _----=> hardirg/softirq
[l|/ _---=> preempt-depth
I/ _--=> preempt-lazy-depth
||| / _-=> migrate-disable
I/ delay
TASK-PID CPU# ||||ll] TIMESTAMP FUNCTION

LA 1117 |
bash-1086 [001] .....11 21351.346541: tracing_mark_write: hello world

T e T

Writing into the kernel is very light weight. User programs can take
advantage of this with the following C code:

static int trace_fd = -1;

void trace_write(const char *fmt, ...)

{
va_list ap;
char buf[256];
int n;
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if (trace_fd < 0)
return;

va_start(ap, fmt);
n = vsnprintf(buf, 256, fmt, ap);
va_end(ap);

write(trace_fd, buf, n);

[...]

trace_fd = open("trace_marker", WR_ONLY);

and later use the "trace_write()" function to record into the ftrace
buffer.

trace_write("record this event\n");

tracer options

There are several options that can affect the formating of the trace
output as well as how the tracers behave. Some trace options only exist
for a given tracer and their control file appears only when the tracer

is activated.

The trace option control files exist in the "options" directory.

># |s options

annotate graph-time print-parent sym-userobj
bin hex raw test_nop_accept
block irg-info record-cmd test_nop_refuse
branch latency-format sleep-time trace_printk
context-info  markers stackirace userstacktrace

disable _on_free overwrite sym-addr  verbose
ftrace_preempt printk-msg-only sym-offset

The "function_graph" tracer adds several of its own.

># echo function_graph > current_tracer

># |s options

annotate funcgraph-cpu irg-info sleep-time
bin funcgraph-duration latency-format stacktrace
block funcgraph-irgs  markers sym-addr
branch funcgraph-overhead overwrite sym-offset

context-info funcgraph-overrun printk-msg-only sym-userobj
disable_on_free funcgraph-proc  print-parent trace_printk
ftrace_preempt graph-time raw userstackirace
funcgraph-abstime hex record-cmd verbose
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the CPU buffers are full

and one CPU buffer had a lot of events recently, thus
a shorter time frame, were another CPU may have only had
a few events, which lets it have older events. When
the trace is reported, it shows the oldest events first,
and it may look like only one CPU ran (the one with the
oldest events). When the annotate option is set, it will
display when a new CPU buffer started:

<idle>-0  [005]d...1.. 910.328077:
<idle>-0  [005]d...1.. 910.328077:
<idle>-0  [005] d...1.. 910.328078:
<idle>-0  [005]d...1.. 910.328078:
#it### CPU 7 buffer started ####
<idle>-0  [007]d...1.. 910.360866:
<idle>-0  [007]d...1.. 910.360866:
<idle>-0  [007]d...1.. 910.360866:

cpuidle_wrap_enter <-cpuidle_enter_tk
ktime_get <-cpuidle_wrap_enter
intel_idle <-cpuidle_enter

leave_mm <-intel_idle

tick_do_update_jiffies64 <-tick_check_idle
_raw_spin_lock <-tick_do_update_jiffies64
add_preempt_count <-_raw_spin_lock

bin - This will print out the formats in raw binary.

block - When set, reading trace_pipe will not block when polled.

context-info - Show only the event data. Hides the comm, PID,
timestamp, CPU, and other useful data.

disable_on_free - When the free_buffer is closed, tracing will

stop (tracing_on set to 0).

ftrace_preempt - Normally the function tracer disables interrupts as

the recursion protection will hide interrupts from being

traced if the interrupt happened while another function

was being traced. If this option is enabled, then it

will not disable interrupts but will only disable

preemption. But note, if an interrupt were to arrive

when another function is being traced, all functions

within that interrupt will not be traced, as function

tracing is temporarily disablde for recursion protection.

graph-time - When running function graph

tracer, to include the

time to call nested functions. When this is not set,
the time reported for the function will only include
the time the function itself executed for, not the time

for functions that it called.

hex - Similar to raw, but the numbers will be in a hexadecimal

format.

irg-info - Shows the interrupt, preempt count, need resched data.
When disabled, the trace looks like:

# tracer: function

#
# entries-in-buffer/entries-written: 319494/4972382 #P:8
#
# TASK-PID CPU# TIMESTAMP FUNCTION

93



Fa—=—vIJH4AK

94

#

|| |
<idle>-0 [004] 9883.062800: lock_hrtimer_base.isra.25 <-__hrtimer_start_range_ns
<idle>-0 [004] 983.062801: _raw_spin_lock_irgsave <-lock_hrtimer_base.isra.25
<idle>-0 [004] 9883.062801: add_preempt_count <-_raw_spin_lock_irgsave
<idle>-0 [004] 983.062801:___remove_hrtimer <-__hrtimer_start_range_ns
<idle>-0 [004] 983.062801: hrtimer_force_reprogram <-__remove_hrtimer

latency-format - This option changes the trace. When
it is enabled, the trace displays
additional information about the
latencies, as described in "Latency
trace format".

markers - When set, the trace_marker is writable (only by root).
When disabled, the trace_marker will error with EINVAL
on write.

overwrite - This controls what happens when the trace buffer is
full. If "1" (default), the oldest events are
discarded and overwritten. If "0", then the newest
events are discarded.
(see per_cpu/cpul/stats for overrun and dropped)

printk-msg-only - When set, trace_printk()s will only show the format
and not their parameters (if trace_bprintk() or
trace_bputs() was used to save the trace_printk()).

print-parent - On function traces, display the calling (parent)
function as well as the function being traced.

print-parent:
bash-1423 [006] 1755.774709: msecs_to_jiffies <-idle_balance

noprint-parent:
bash-1423 [006] 1755.774709: msecs_to_jiffies

raw - This will display raw numbers. This option is best for
use with user applications that can translate the raw
numbers better than having it done in the kernel.

record-cmd - When any event or tracer is enabled, a hook is enabled
in the sched_switch trace point to fill comm cache
with mapped pids and comms. But this may cause some
overhead, and if you only care about pids, and not the
name of the task, disabling this option can lower the
impact of tracing.

sleep-time - When running function graph tracer, to include
the time a task schedules out in its function.
When enabled, it will account time the task has been
scheduled out as part of the function call.

stacktrace - This is one of the options that changes the trace
itself. When a trace is recorded, so is the stack
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of functions. This allows for back traces of
trace sites.

sym-addr - this will also display the function address as well
as the function name.

syme-offset - Display not only the function name, but also the
offset in the function. For example, instead of
seeing just "ktime_get", you will see
"ktime_get+0xb/0x20".

sym-offset:
bash-1423 [006] 1755.774709: msecs_to_jiffies+0x0/0x20

sym-addr:
bash-1423 [006] 1755.774709: msecs_to_jiffies <ffffffff8106b5f0>

sym-userobj - when user stacktrace are enabled, look up which
object the address belongs to, and print a
relative address. This is especially useful when
ASLR is on, otherwise you don't get a chance to
resolve the address to object/file/line after
the app is no longer running

The lookup is performed when you read
trace,trace_pipe. Example:

a.out-1623 [000] 40874.465068: /root/a.out[+0x480] <-/root/a.out[+0x494] <- /root/a.out[+0x4a8]
<- /lib/libc-2.7.s0[+0x1e1a6]

trace_printk - Can disable trace_printk() from writing into the buffer.

userstacktrace - This option changes the trace. It records a
stacktrace of the current userspace thread at each event.

verbose - This deals with the trace file when the
latency-format option is enabled.

bash 4000 1 0 00000000 00010a95 [58127d26] 1720.415ms \
(+0.000ms): simple_strtoul (strict_strtoul)

This has been quite an in depth look at how to use ftrace via the
debug file system. But it can be quite daunting to handle all these
different files. Luckily, there's a tool that can do most of this

work for you. It's called "trace-cmd".

Using trace-cmd

trace-cmd is a tool that interacts with the ftrace tracing facility.
It reads and writes to the same files that are described above as
well as reading the files that can transfer the binary data of
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the kernel tracing buffers in an efficient manner to be read later.
The tool is very simple and easy to use.

There are several man pages for trace-cmd. First look at
man trace-cmd

to find out more information on the other commands. All of trace-cmd's
commands also have their own man pages in the format of:

man trace-cmd-<command>
For example, the "record" command's man page is under trace-cmd-record.
This document will describe all the options for each command, but

instead will briefly discuss how to use trace-cmd and describe most of
its commands.

trace-cmd record and report

To use ftrace tracers and events you must first have to start tracing
by either echoing a name of a tracer into the "current_tracer" file
or by echoing "1" into one of the event "enable" files.

For trace-cmd, the record option starts the tracing and will also save
the traced data into a file. Let's start with an example:

>#cd ~
># trace-cmd record -p function
plugin ‘function’
Hit CtrI*C to stop recording
(*C)
Kernel buffer statistics:
Note: "entries" are the entries left in the kernel ring buffer and are not
recorded in the trace data. They should all be zero.

CPU: 0

entries: 0

overrun: 38650181

commit overrun: 0

bytes: 3060

oldest event ts: 15634.891771
now ts: 15634.953219
dropped events: 0

CPU: 1

entries: 0

overrun: 38523960

commit overrun: 0

bytes: 1368

oldest event ts: 15634.891771
now ts: 15634.953938
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dropped events: 0

CPU: 2

entries: 0

overrun: 41461508

commit overrun: 0

bytes: 1872

oldest event ts: 15634.891773
now ts: 15634.954630
dropped events: 0

CPU: 3

entries: 0

overrun: 38246206

commit overrun: 0

bytes: 36

oldest event ts: 15634.891785
now ts: 15634.955263
dropped events: 0

CPU: 4

entries: 0

overrun: 32730902

commit overrun: 0

bytes: 432

oldest event ts: 15634.891716
now ts: 15634.955952
dropped events: 0

CPU:5

entries: 0

overrun: 33264601

commit overrun: 0

bytes: 2952

oldest event ts: 15634.891769
now ts: 15634.956630
dropped events: 0

CPU: 6

entries: 0

overrun: 30974204

commit overrun: 0

bytes: 2484

oldest event ts: 15634.891772
now ts: 15634.957249
dropped events: 0

CPU:7

entries: 0

overrun: 32374274

commit overrun: 0

bytes: 3564

oldest event ts: 15634.891652
now ts: 15634.957938
dropped events: 0

{1+48%B FTRACE D3EA5t8A
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CPUO data recorded at offset=0x302000
146325504 bytes in size

CPU1 data recorded at offset=0x8e8e000
148217856 bytes in size

CPU2 data recorded at offset=0x11be8000
148066304 bytes in size

CPUS data recorded at offset=0x1a91d000
146219008 bytes in size

CPUA4 data recorded at offset=0x2348f000
145940480 bytes in size

CPUS5 data recorded at offset=0x2bfbd000
145403904 bytes in size

CPUG6 data recorded at offset=0x34a68000
141570048 bytes in size

CPU7 data recorded at offset=0x3d16b000
147513344 bytes in size

The "-p" is for ftrace tracers (use to be known as 'plugins' and the name
is kept for historical reasons). In this case we started the

"function” tracer. Since we did not add a command to execute, by
default, trace-cmd will just start the tracing and record the data

and wait for the user to hit CtrI*C to stop.

When the trace stops, it prints out status of each of the kernel's
per cpu trace buffers. The are:

entries: - Which is the number of entries still in the kernel buffer.
Ideally this should be zero, as trace-cmd would consume them
all and put them into the data file.

overrun: - As tracing can be much faster than the saving of data,
events can be lost due to overwriting of the old events
that were not consumed yet when the buffer filled up.
This is the number of events that were lost.

The "function" tracer can fill up the buffer extremely fast
it is not uncommon to lose millions of events when
tracing functions for any length of time.

commit overrun: - This should always be zero, and if it is not, then
the buffer size is way too small or something went wrong
with the tracer.

bytes: - The number of bytes consumed (not read as pages). This is
more a status for developers of the tracing utitily.

oldest event ts: - The timestamp for the oldest event still in the ring
buffer. Unless it gets overwritten, it will be the timestamp
of the next event read.

now ts: The current timestamp used by the tracing facility.
dropped events: - If the buffer has overwrite mode disabled (from the

trace options), then this will show the number of events that
were lost due to not being able to write to the buffer because
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it was full. This is similar to the overrun field except that
those are events that made it into the buffer but were overwritten.

By default, the file used to record the trace is called "trace.dat".

You can override the output file with the -o option.

To read the trace.dat file, simply run the trace-cmd report command:

># trace-cmd report
version = 6
cpus=38

trace-cmd-3735 [003] 15618.722889: function:
trace-cmd-3734 [002] 15618.722889: function:

<idle>-0  [000] 15618.722889: function:

trace-cmd-3735 [003] 15618.722890: function:
trace-cmd-3734 [002] 15618.722890: function:

<idle>-0  [000] 15618.722890: function:

trace-cmd-3735 [003] 15618.722890: function:
trace-cmd-3735 [003] 15618.722891: function:
trace-cmd-3734 [002] 15618.722891: function:

<idle>-0  [000] 15618.722891: function:

trace-cmd-3735 [003] 15618.722891: function:
trace-cmd-3734 [002] 15618.722891: function:

<idle>-0  [000] 15618.722891: function:

trace-cmd-3735 [003] 15618.722891: function:
trace-cmd-3734 [002] 15618.722891: function:

<idle>-0  [000] 15618.722891: function:

trace-cmd-3734 [002] 15618.722891: function:
trace-cmd-3735 [003] 15618.722891: function:
trace-cmd-3735 [003] 15618.722892: function:
trace-cmd-3734 [002] 15618.722892: function:
trace-cmd-3735 [003] 15618.722892: function:
trace-cmd-3734 [002] 15618.722892: function:
trace-cmd-3735 [003] 15618.722892: function:
trace-cmd-3734 [002] 15618.722892: function:
trace-cmd-3735 [003] 15618.722893: function:
trace-cmd-3734 [002] 15618.722893: function:
trace-cmd-3735 [003] 15618.722893: function:
trace-cmd-3735 [003] 15618.722893: function:
trace-cmd-3734 [002] 15618.722893: function:
trace-cmd-3735 [003] 15618.722893: function:
trace-cmd-3735 [003] 15618.722894: function:
trace-cmd-3734 [002] 15618.722894: function:
trace-cmd-3735 [003] 15618.722894: function:
trace-cmd-3734 [002] 15618.722894: function:
trace-cmd-3735 [003] 15618.722894: function:
trace-cmd-3734 [002] 15618.722894: function:
trace-cmd-3735 [003] 15618.722894: function:
trace-cmd-3734 [002] 15618.722894: function:

To filter out a CPU, use the --cpu option.

># trace-cmd report --cpu 1

__hrtimer_start_range_ns
_mutex_unlock
cpuidle_wrap_enter
lock_hrtimer_base.isra.25
rt_mutex_unlock
ktime_get
_raw_spin_lock_irgsave
add_preempt_count
__fsnotify_parent
intel_idle
idle_cpu
fsnotify
leave_mm
ktime_get
__srcu_read_lock
__phys_addr
add_preempt_count
enqueue_hrtimer
_raw_spin_unlock_irgrestore
sub_preempt_count
sub_preempt_count
__srcu_read_unlock
schedule
add_preempt_count
__schedule
sub_preempt_count
add_preempt_count
rcu_note_context_switch
__audit_syscall_exit
_raw_spin_lock_irq
add_preempt_count
path_put
deactivate_task
dput
dequeue_task
mntput
update_rq_clock
unroll_tree_refs
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version = 6
cpus=38
<idle>-0 [001] 15618.723287:
<idle>-0 [001] 15618.723288:
<idle>-0 [001] 15618.723289:
<idle>-0 [001] 15618.723289:
<idle>-0  [001] 15618.723289:
<idle>-0 [001] 15618.723289:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723291:
<idle>-0 [001] 15618.723291:
<idle>-0 [001] 15618.723291:
<idle>-0 [001] 15618.723291:
<idle>-0 [001] 15618.723292:
<idle>-0 [001] 15618.723292:
<idle>-0 [001] 15618.723292:
<idle>-0 [001] 15618.723292:
<idle>-0  [001] 15618.723293:
<idle>-0 [001] 15618.723293:

function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:

ktime_get
smp_apic_timer_interrupt
irq_enter
rcu_irg_enter
rcu_eqs_exit_common.isra.45
tick_check_idle
tick_check_oneshot_broadcast
ktime_get
tick_nohz_stop_idle
update_ts_time_stats
nr_iowait_cpu
touch_softlockup_watchdog
tick_do_update_jiffies64
touch_softlockup_watchdog
irgtime_account_irq
in_serving_softirq
add_preempt_count
exit_idle
atomic_notifier_call_chain
__atomic_notifier_call_chain
__rcu_read_lock

Notice how the functions are indented similar to the function_graph
tracer. This is because trace-cmd can post process the trace data
with more complex algorithms than are acceptable to implement in the
kernel. It uses the parent function to follow which function is called

by other functions and be able to deduce a call graph.
To disable the indentation, use the -O report option.

># trace-cmd report --cpu 1 -O indent=

version = 6

cpus=38
<idle>-0 [001] 15618.723287:
<idle>-0 [001] 15618.723288:
<idle>-0 [001] 15618.723289:
<idle>-0 [001] 15618.723289:
<idle>-0 [001] 15618.723289:
<idle>-0  [001] 15618.723289:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0 [001] 15618.723290:
<idle>-0  [001] 15618.723290:
<idle>-0 [001] 15618.723291:
<idle>-0 [001] 15618.723291:
<idle>-0 [001] 15618.723291:

To add back the parent:

># trace-cmd report --cpu 1 -O indent=0 -O parent=1

version = 6

0

function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:

ktime_get
smp_apic_timer_interrupt
irq_enter

rcu_irg_enter
rcu_eqs_exit_common.isra.45
tick_check_idle
tick_check_oneshot_broadcast
ktime_get

tick_nohz_stop_idle
update_ts_time_stats
nr_iowait_cpu
touch_softlockup_watchdog
tick_do_update_jiffies64
touch_softlockup_watchdog
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cpus=38

<idle>-0 [001] 15618.723287: function: ktime_get <-- cpuidle_wrap_enter

<idle>-0  [001] 15618.723288: function: smp_apic_timer_interrupt <--
apic_timer_interrupt

<idle>-0  [001] 15618.723289: function: irg_enter <-- smp_apic_timer_interrupt

<idle>-0  [001] 15618.723289: function: rcu_irq_enter <-- irg_enter

<idle>-0 [001] 15618.723289: function: rcu_eqs_exit_common.isra.45 <--
rcu_irq_enter

<idle>-0 [001] 15618.723289: function: tick_check_idle <-- irg_enter

<idle>-0 [001] 15618.723290: function: tick_check_oneshot_broadcast <--
tick_check idle

<idle>-0 [001] 15618.723290: function: ktime_get <-- tick_check_idle

<idle>-0 [001] 15618.723290: function: tick_nohz_stop_idle <-- tick_check_idle

<idle>-0 [001] 15618.723290: function: update_ts_time_stats <-- tick_nohz_stop_idle

<idle>-0 [001] 15618.723290: function: nr_iowait_cpu <-- update_ts_time_stats

<idle>-0  [001] 15618.723291: function: touch_softlockup_watchdog <--
sched_clock_idle_wakeup_event

<idle>-0 [001] 15618.723291: function: tick_do_update_jiffies64 <-- tick_check_idle

<idle>-0  [001] 15618.723291: function: touch_softlockup_watchdog <--
tick_check idle

<idle>-0  [001] 15618.723291: function: irgtime_account_irq <-- irq_enter

<idle>-0 [001] 15618.723292: function: in_serving_softirq <-- irgtime_account_irq

<idle>-0 [001] 15618.723292: function: add_preempt_count <-- irq_enter

<idle>-0 [001] 15618.723292: function: exit_idle <-- smp_apic_timer_interrupt

<idle>-0 [001] 15618.723292: function: atomic_notifier_call_chain <-- exit_idle

<idle>-0 [001] 15618.723293: function: __atomic_notifier_call_chain <--

atomic_notifier_call_chain

Now the trace looks similar to the debug file system output.

Use the "-e" option to record events:

># trace-cmd record -e sched_switch
/sys/kernel/debug/tracing/events/sched_switch/filter
/sys/kernel/debug/tracing/events/*/sched_switch/filter
Hit CtrI*C to stop recording

(*C)

[...]

># trace-cmd report
version = 6
cpus=38
<idle>-0 [006] 21642.751755: sched_switch: swapper/6:0 [120] R ==> trace-cmd:4876
[120]
<idle>-0 [002] 21642.751776: sched_switch: swapper/2:0 [120] R ==> sshd:1208 [120]
trace-cmd-4875 [005] 21642.751782: sched_switch: trace-cmd:4875 [120] D ==>
swapper/5:0 [120]
trace-cmd-4869 [001] 21642.751792: sched_switch: trace-cmd:4869 [120] S ==>
swapper/1:0 [120]
trace-cmd-4873 [003] 21642.751819: sched_switch: trace-cmd:4873 [120] S ==>
swapper/3:0 [120]
<idle>-0  [005] 21642.751835: sched_switch: swapper/5:0 [120] R ==> trace-cmd:4875
[120]

101



Fa—=—vIJH4AK

trace-cmd-4877 [007] 21642.751847: sched_switch: trace-cmd:4877 [120] D ==>
swapper/7:0 [120]
sshd-1208 [002] 21642.751875: sched_switch: sshd:1208 [120] S ==> swapper/2:0 [120]
<idle>-0 [007] 21642.751880: sched_switch: swapper/7:0 [120] R ==> trace-cmd:4877
[120]
trace-cmd-4874 [004] 21642.751885: sched_switch: trace-cmd:4874 [120] S ==>
swapper/4:0 [120]
<idle>-0  [001] 21642.751902: sched_switch: swapper/1:0 [120] R ==> irg/43-em1:865
[49]
trace-cmd-4876 [006] 21642.751903: sched_switch: trace-cmd:4876 [120] D ==>
swapper/6:0 [120]
<idle>-0 [006] 21642.751926: sched_switch: swapper/6:0 [120] R ==> trace-cmd:4876
[120]
irg/43-em1-865 [001] 21642.751927: sched_switch: irg/43-em1:865 [49] S ==> swapper/1:0
[120]
trace-cmd-4875 [005] 21642.752029: sched_switch: trace-cmd:4875 [120] S ==>
swapper/5:0 [120]

Notice that only the "sched_switch" name was used. trace-cmd will
search for a match of "-e"'s option for trace event systems, or single
trace events themselves. To trace all interrupt events:

># trace-cmd record -e irq sleep 10
/sys/kernel/debug/tracing/events/irg/filter
/sys/kernel/debug/tracing/events/*/irg/filter

[..]

Notice that when a command is passed to trace-cmd, it will just run that
command and exit the trace when complete.

># trace-cmd report
version = 6
cpus=38
<idle>-0 [002] 21767.342089: softirq_raise: vec=9 [action=RCU]
sleep-4917 [007] 21767.342089: softirg_raise: vec=9 [action=RCU]
<idle>-0 [006] 21767.342089: softirq_raise: vec=9 [action=RCU]
ksoftirqd/0-3  [000] 21767.342096: softirg_entry: vec=1 [action=TIMER)]
ksoftirqd/4-33 [004] 21767.342096: softirg_entry: vec=1 [action=TIMER]
ksoftirqd/3-27 [003] 21767.342097: softirg_entry: vec=1 [action=TIMER]
ksoftirqd/7-51 [007] 21767.342097: softirg_entry: vec=1 [action=TIMER]
ksoftirqd/4-33 [004] 21767.342097: softirg_exit: vec=1 [action=TIMER)]

To get the status information of events similar to what the debug
file system provides, add the "-I" (think "latency") option to the report.

># trace-cmd report -|
version = 6
cpus=38
<idle>-0 3d.h20 21767.341545: softirg_raise: vec=8 [action=HRTIMER]
ksoftirg-27  3...11 21767.341552: softirq_entry: vec=8 [action=HRTIMER]
ksoftirg-27  3...11 21767.341554: softirq_exit: vec=8 [action=HRTIMER]
<idle>-0 4d.h20 21767.342085: softirg_raise: vec=7 [action=SCHED]
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<idle>-0
<idle>-0

0d.h20 21767.342086: softirq_raise:
3d.h20 21767.342086: softirg_raise:

sleep-4917 7d.h10 21767.342086: softirq_raise:

<idle>-0 6d.h20 21767.342087: softirq_raise:
<idle>-0 2d.h20 21767.342087: softirq_raise:
<idle>-0 1d.h20 21767.342087: softirg_raise:

Tracing all events
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vec=7 [action=SCHED)]
vec=7 [action=SCHED)]
vec=7 [action=SCHED)]
vec=7 [action=SCHED)]
vec=1 [action=TIMER]
vec=1 [action=TIMER]

As mentioned above, the "-e" option to trace-cmd record is to choose
what event should be traced. You can specify either an individual event,

or a trace system:

># trace-cmd record -e irq

The above enables all tracepoints within the "irq" system.

># trace-cmd record -e irg_handler_enter
># trace-cmd record -e irq:irg_handler_enter

The commands above are equivalent and will enable the tracepoint

event "irg_handler_enter".

But then there is the case where you want to trace all events.

To do this, use the keyword "all".
># trace-cmd record -e all

This will enable all events.

Tracing tracers and events

As events can be enabled within any tracer, it makes sense that trace-cmd
would allow this as well. This is indeed the case. You may use both

the "-p" and the "-e" options at the same time.

># trace-cmd record -p function_graph -e all
[--]

># trace-cmd report

version = 6

cpus=38

trace-cmd-1698 [002] 2724.485397: funcgraph_entry: |

kmem_cache_alloc() {

trace-cmd-1699 [007] 2724.485397: funcgraph_entry:
trace-cmd-1696 [000] 2724.485397: funcgraph_entry: |
trace-cmd-1698 [002] 2724.485397: funcgraph_entry:

add_preempt_count();

trace-cmd-1696 [000] 2724.485397: funcgraph_entry: |
trace-cmd-1699 [007] 2724.485398: funcgraph_entry: |
trace-cmd-1696 [000] 2724.485398: funcgraph_entry:

add_preempt_count();

0.073us | find_vma();
lg_local_lock() {

0.033us |
migrate_disable() {

handle_mm_fault() {
0.027 us |
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trace-cmd-1698 [002] 2724.485398: funcgraph_entry:
sub_preempt_count();

trace-cmd-1699 [007] 2724.485398: funcgraph_entry: |
__mem_cgroup_count_vm_event() {

trace-cmd-1696 [000] 2724.485398: funcgraph_entry:
pin_current_cpu();

trace-cmd-1699 [007] 2724.485398: funcgraph_entry:

trace-cmd-1698 [002] 2724.485398: kmem_cache_alloc:

0.034 us |

0.031us |

0.029 us |

__rcu_read_lock();

(return_to_handler+0x0)

call_site=ffffffff81662345 ptr=0xffff880114e260f0 bytes_req=240 bytes_alloc=240 gfp_flags=G

FP_KERNEL

trace-cmd-1696 [000] 2724.485398: funcgraph_entry: 0.034 us |
sub_preempt_count();

trace-cmd-1699 [007] 2724.485398: funcgraph_entry: 0.028 us |
__rcu_read_unlock();

trace-cmd-1698 [002] 2724.485398: funcgraph_exit: 0.758 us |

trace-cmd-1698 [002] 2724.485398: funcgraph_entry: 0.029 us |
__rt_mutex_init();

trace-cmd-1696 [000] 2724.485398: funcgraph_exit: 0.727 us |

trace-cmd-1699 [007] 2724.485398: funcgraph_exit: 0.466 us |

Notice here that trace-cmd report does not disply the function graph
tracer any different than any other trace, like the "trace" file does.

Function filtering

The "set_ftrace_filter" and "set_ftrace_notrace" is very useful in
filtering out functions that you do not care about. These can be done
with trace-cmd as well.

The "-I" and "-n" are used the same as "set_ftrace_filter" and
"set_ftrace_notrace" respectively. Think of "limit functions" for
"-|" as the "-f" is used for event filtering.

To add more than one function to the list, either used the glob expressions
described previously, or use multiple "-I" or "-n" options.

># trace-cmd record -p function -l "sched™" -n "*stat™"

The above traces all functions that start with "sched" except those that
have "stat" in their names.

Event filtering

To filter events the same way as writing to the "filter" file inside
the "events" directory (see "Filtering events" above), use the "-f"
option. This option must follow the event that it will filter.

># trace-cmd record -e sched_switch -f "prev_prio < 100" \
-e sched_wakeup -f 'comm == "bash™



Graph a function
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To perform a graph of a specific function using "function_graph" tracer,

trace-cmd provides the "-g" option.

># trace-cmd record -p function_graph -g sys_read Is /

[--.]

># trace-cmd report
version = 6

CPU 3 is empty
CPU 4 is empty
CPU 5 is empty
cpus=38

trace-cmd-2183 [006] 4689.643252:
trace-cmd-2183 [006] 4689.643253:
trace-cmd-2183 [006] 4689.643254:
trace-cmd-2183 [006] 4689.643254:
trace-cmd-2183 [006] 4689.643255:

security_file_permission() {

trace-cmd-2183 [006] 4689.643255:

cap_file_permission();

trace-cmd-2183 [006] 4689.643256:
trace-cmd-2183 [006] 4689.643256:
trace-cmd-2183 [006] 4689.643257:
trace-cmd-2183 [006] 4689.643257:
trace-cmd-2183 [006] 4689.643257:
trace-cmd-2183 [006] 4689.643257:
trace-cmd-2183 [006] 4689.643258:
trace-cmd-2183 [006] 4689.643258:
trace-cmd-2183 [006] 4689.643259:
trace-cmd-2183 [006] 4689.643259:
trace-cmd-2183 [006] 4689.643259:

Modify trace buffer size via trace-cmd

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_entry:

funcgraph_entry:
funcgraph_entry:

funcgraph_exit:
funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

| sys_read() {
0.147us | fget_ light();

| vfs_read() {

|  rw_verify_area() {

0.068 us |

0.064 us | __fsnotify_parent();
0.095us | fsnotify();

1.792 us | }

2328us | }

|  seq_read() {
| _mutex_lock() {
0.062 us | rt_mutex_lock();
0.584 us | }
| m_start() {
| rt_down_read() {
| rt_mutex_lock() {

The trace-cmd record "-b" option lets you change the size of the
ftrace buffer before recording the trace. Note, currently trace-cmd
does not support per-cpu resize. The size is what is entered into

"buffer_size kb" at the top level.

># trace-cmd record -b 10000 -p function

trace-cmd start, stop and extract

The trace-cmd start command takes almost all the options as the trace-cmd
record command does. The difference between the two is that "start"

will only enable ftrace, it will not do any recording. It is equivalent

to enabling ftrace via the debug file system.

># trace-cmd start -p function -e all
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># cat /sys/kernel/debug/tracing/trace
# tracer: function

#

# entries-in-buffer/entries-written: 1544167/2039168 #P:8

#

# - => irgs-off

# [ - => need-resched

# |/ _-----=> need-resched_lazy

# ||/ _----=> hardirg/softirq

# [l|/ _---=> preempt-depth

# I/ _--=> preempt-lazy-depth

# ||| / _-=> migrate-disable

# I/ delay

# TASK-PID CPU# |||||l] TIMESTAMP FUNCTION

# L T 11117 |
trace-cmd-2390 [003] ....... 5946.816132: _mutex_unlock <-rb_simple_write
trace-cmd-2390 [003] ....... 5946.816133: rt_mutex_unlock <-_mutex_unlock
trace-cmd-2390 [003] ....... 5946.816134: _ fsnotify_parent <-vfs_write
trace-cmd-2390 [003] ....... 5946.816134: fsnotify <-vfs_write
trace-cmd-2390 [003] ....... 5946.816135: __ srcu_read_lock <-fsnotify
trace-cmd-2390 [003] ....... 5946.816135: add_preempt_count <-__srcu_read_lock
trace-cmd-2390 [003] ....1.. 5946.816135: sub_preempt_count <-__srcu_read_lock
trace-cmd-2390 [003] ....... 5946.816135: _ srcu_read_unlock <-fsnotify
trace-cmd-2390 [003] ....... 5946.816136: add_preempt_count <-__srcu_read_unlock
trace-cmd-2390 [003] ....1.. 5946.816136: sub_preempt_count <-__srcu_read_unlock
trace-cmd-2390 [003] ....... 5946.816137: syscall_trace_leave <-int_check_syscall_exit_work
trace-cmd-2390 [003] ....... 5946.816137: __audit_syscall_exit <-syscall_trace leave
trace-cmd-2390 [003] ....... 5946.816137: path_put <-__audit_syscall_exit
trace-cmd-2390 [003] ....... 5946.816137: dput <-path_put
trace-cmd-2390 [003] ....... 5946.816138: mntput <-path_put
trace-cmd-2390 [003] ....... 5946.816138: unroll_tree_refs <-__audit_syscall_exit
trace-cmd-2390 [003] ....... 5946.816138: kfree <-__audit_syscall_exit
trace-cmd-2390 [003] ....1.. 5946.816139: kfree: call_site=ffffffff810eaff0 ptr= (null)

trace-cmd-2390 [003] ....1.. 5946.816139: sys_exit: NR 1 =1

trace-cmd-2390 [003]d...... 5946.816140: sys_write -> 0x1

trace-cmd-2390 [003]d...... 5946.816151: do_page_fault <-page_fault
trace-cmd-2390 [003]d...... 5946.816151: __do_page fault <-do_page_fault
trace-cmd-2390 [003] ....... 5946.816152: rt_down_read_trylock <-__do_page_fault
trace-cmd-2390 [003] ....... 5946.816152: rt_mutex_trylock <-rt_down_read_trylock

Running trace-cmd stop is exactly the same as echoing "0" into the
"tracing_on" file in the debug file system. This only stops writing to

the trace buffers, it does not stop all the tracing mechanisms inside
the kernel and still adds some overhead to the system.

># cat /sys/kernel/debug/tracing/tracing_on
1

># trace-cmd stop

># cat /sys/kernel/debug/tracing/tracing_on
0

Finally, if you want to create a "trace.dat" file from the ftrace
kernel buffers you use the "extract" command. The tracing could
have started with the "start" command or by manually modifying the
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ftrace debug file system files. This is useful if you found a trace
and want to save it off where you can send it to other people, and
also have the full features of the trace-cmd "report" command.

># trace-cmd extract

># trace-cmd report

version = 6

cpus=38

CPU:6 [2544372 EVENTS DROPPED]

ksoftirqd/6-45
ksoftirqd/6-45
ksoftirqd/6-45

[006] 6192.717580:
[006] 6192.717580:
[006] 6192.717580:

function:
rcu_utilization:
rcu_utilization:

rcu_note_context_switch
ffffffff819e743b
ffffffff819e7450

ksoftirqd/6-45 [006] 6192.717581: function: add_preempt_count
ksoftirqd/6-45 [006] 6192.717581: function: kthread_should_stop
ksoftirqd/6-45 [006] 6192.717581: function: kthread_should_park
ksoftirqd/6-45 [006] 6192.717581: function: ksoftirgd_should_run
ksoftirqd/6-45 [006] 6192.717582: function: sub_preempt_count
ksoftirqd/6-45 [006] 6192.717582: function: schedule
ksoftirqd/6-45 [006] 6192.717582: function: __schedule
ksoftirqd/6-45 [006] 6192.717582: function: add_preempt_count
ksoftirqd/6-45 [006] 6192.717582: function: rcu_note_context_switch
ksoftirqd/6-45 [006] 6192.717583: rcu_utilization:  ffffffff819e743b
ksoftirqd/6-45 [006] 6192.717583: rcu_utilization:  ffffffff819e7450

ksoftirqd/6-45 [006] 6192.717583: function: _raw_spin_lock_irq
ksoftirqd/6-45 [006] 6192.717583: function: add_preempt_count
ksoftirqd/6-45 [006] 6192.717584: function: deactivate_task
ksoftirqd/6-45 [006] 6192.717584: function: dequeue_task
ksoftirqd/6-45 [006] 6192.717584: function: update_rq_clock

The "extract" command takes a "-0" option to save the trace in a different
name like the "record" command does. By default it just saves it into
a file called "trace.dat".

Resetting the trace

As mentioned, the "stop” command does not lower the overhead of ftrace.
It simply disables writing to the ftrace buffer. There's two ways of
resetting ftrace with trace-cmd.

The first way is with the "reset" command.

># trace-cmd reset

This disables practically everything in ftrace. It also sets the
"tracing_on" file to "0". It also erases everything inside the buffers,

so make sure to do your "extract” before running the "reset" command.
The "reset" command also takes a "-b" option that lets you resize the
buffer as well. This is useful to free the allocated buffers when you

are finished tracing.

># trace-cmd reset -b 0
># cat /sys/kernel/debug/tracing/buffer_total_size kb
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The problem with the "reset” command is that it may make it hard to

use the debug file system tracing files directly. It may disable various
parts of tracing that may give unexpected results when trying to use

the files directly. If you plan to use ftrace's files directly after

using trace-cmd, the trick is to start the "nop" tracer.

># trace-cmd start -p nop
This sets up ftrace to run the "nop" tracer, which does no tracing and
has no overhead when enabled, and disables all events, and clears out

the "trace" file. After running this command, the system should be
set up to use the ftrace files directly as they are expected.

Using trace-cmd over the network

If the target system to trace is limited on disk space, or perhaps
the disk usage is what is being traced, it can be prudent to record
the trace via another median than to the hard drive. The "listen”
command sets up a way for trace-cmd to record over the network.

[Server]

>$ mkdir traces

>$ cd traces

>$ trace-cmd listen -p 55577

Notice that the prompt above is "$". This denotes that the listen command
does not need to be root if the listening port is not a privileged port.

[Target]
># trace-cmd record -e all -N Server:55577 Is /

[Server]

connected!

Connected with Target:50671

cpus=38

pagesize=4096

version = 6

CPUOQ data recorded at offset=0x3a7000
0 bytes in size

CPU1 data recorded at offset=0x3a7000
8192 bytes in size

CPU2 data recorded at offset=0x3a9000
8192 bytes in size

CPUS3 data recorded at offset=0x3ab000
8192 bytes in size

CPU4 data recorded at offset=0x3ad000
8192 bytes in size

CPUS data recorded at offset=0x3af000
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8192 bytes in size

CPUG data recorded at offset=0x3b1000
4096 bytes in size

CPU7 data recorded at offset=0x3b2000
8192 bytes in size

connected!

(*C)

>$ s
trace.Target:50671.dat
>$ trace-cmd report trace.Target:50671.dat
version = 6
CPU 0 is empty
cpus=38

<...>-2976 [007] 8865.266143: mm_page_alloc: page=0xffffea00007e8740 pfn=8292160
order=0 migratetype=0 gfp_flags=GFP_KERNEL|GFP_REPEAT|GFP_ZERO|GFP_NOTRACK

<...>-2976 [007] 8865.266145: kmalloc: (pte_lock_init+0x2c) call_site=ffffffff8116d78c
ptr=0xffff880111e40d00 bytes_req=48 bytes_alloc=64 gfp_flags=GFP_KERNEL

<...>-2976 [007] 8865.266152: mm_page_alloc: page=0xffffea00034a50c0
pfn=55201984 order=0 migratetype=0
ofp_flags=GFP_KERNEL|GFP_REPEAT|GFP_ZERO|GFP_NOTRACK

<...>-2976 [007] 8865.266153: kmalloc: (pte_lock_init+0x2c) call_site=ffffffff8116d78c
ptr=0xffff880111e40e40 bytes_req=48 bytes_alloc=64 gfp_flags=GFP_KERNEL

<...>-2976 [007] 8865.266155: mm_page_alloc: page=0xffffea000307d380
pfn=50844544 order=0 migratetype=2 gfp_flags=GFP_HIGHUSER_MOVABLE

<..>-2976 [007] 8865.266167: mm_page_alloc: page=0xffffea000323f900 pfn=52689152
order=0 migratetype=2 gfp_flags=GFP_HIGHUSER_MOVABLE

<...>-2976 [007] 8865.266171: mm_page_alloc: page=0xffffea00032cda80
pfn=53271168 order=0 migratetype=2 gfp_flags=GFP_HIGHUSER_MOVABLE

<..>-2976 [007] 8865.266192: hrtimer_cancel: hrtimer=0xffff88011ebccf40

<idle>-0 [006] 8865.266193: hrtimer_cancel: hrtimer=0xffff88011eb8cf40

<...>-2976 [007] 8865.266193: hrtimer_expire_entry: hrtimer=0xffff88011ebccf40
now=8905356001470 function=tick_sched_timer/0x0

<idle>-0 [006] 8865.266194: hrtimer_expire_entry: hrtimer=0xffff88011eb8cf40
now=8905356002620 function=tick _sched_timer/0x0

<..>-2976 [007] 8865.266196: sched_stat_runtime: comms=trace-cmd pid=2976
runtime=228684 [ns] vruntime=2941412131 [ns]

<idle>-0 [006] 8865.266197: softirq_raise: vec=1 [action=TIMER]

<idle>-0  [006] 8865.266197: rcu_utilization:  ffffffff819e740d

<...>-2976 [007] 8865.266198: softirq_raise: vec=1 [action=TIMER]

<idle>-0 [006] 8865.266198: softirq_raise: vec=9 [action=RCU]

<...>-2976 [007] 8865.266199: rcu_utilization:  ffffffff819e740d

By default, the data is transfered via UDP. This is very efficient but

it is possible to lose data and not know it. If you are worried about

a full connection, then use the TCP protocol. The "-t" option

on the "record" command forces trace-cmd to send the data over a TCP
connection instead of a UDP one.

Summary

This document just highlighted the most common features of ftrace and
trace-cmd. For more in depth look at what trace-cmd can do, read
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the man pages:

trace-cmd
trace-cmd-record
trace-cmd-report
trace-cmd-start
trace-cmd-stop
trace-cmd-extract
trace-cmd-reset
trace-cmd-listen
trace-cmd-split
trace-cmd-restore
trace-cmd-list
trace-cmd-stack

110



8% C cNET B E

IMET 1-6
77GARRBARF 1 XAV bD%E(E

& 1-5
76 GARBARF 1 XY hDHESF

®ET 1-4
75GAREA RNF 1 XV b D#fE

&7 1-3
7.4 GA RBERBAN—Ya Yy

MET 1-2
73GA Y —RDN—V 3V

&7 1-1
72GARARAN—Y 3 Y

MET 1-0
7I1GA RERBAN—Y 3 Y

Tue Aug 6 2019

Fri Oct 19 2018

Mon Mar 26 2018

Tue Jul 25 2017

Mon Nov 3 2016

Fri Nov 06 2015

Fri Feb13 2015

18 C HET B EE

Jaroslav Klech

Jaroslav Klech

Marie Dolezelova

Jana Heves

Maxim Svistunov

Tomas Capek

RadekBiba

m



	目次
	前書き
	第1章 RED HAT ENTERPRISE LINUX FOR REAL TIME システムのチューニングを開始する前に
	1.1. レイテンシーテストの実行および結果を解釈
	1.1.1. 主なステップ
	1.1.2. 負荷によるシステムのリアルタイムパフォーマンスのテスト


	第2章 一般的なシステムチューニング
	2.1. TUNA インターフェースの使用
	2.2. 永続的なチューニングパラメーターの設定
	2.3. BIOS パラメーターの設定
	2.4. 割り込みおよびプロセスバインディング
	2.5. ファイルシステムの決定的ヒント
	2.6. システムタイムスタンプでのハードウェアクロックの使用
	2.7. 追加のアプリケーションが実行されないようにする
	2.8. メモリーのヒントのスワップと不足
	2.9. ネットワーク決定のヒント
	2.10. SYSLOG TIPS の調整
	2.11. PC カードデーモン
	2.12. TCP パフォーマンスの急増減
	2.13. システムのパーティション設定
	2.14. CPU パフォーマンスの急増減

	第3章 リアルタイム固有のチューニング
	3.1. スケジューラーの優先順位の設定
	3.1.1. ブートプロセス中のサービスの優先度の変更
	3.1.2. サービスの CPU 使用率の設定

	3.2. RED HAT ENTERPRISE LINUX FOR REAL TIME カーネルとの KDUMP と KEXEC の使用
	3.3. OPTERON CPU での TSC タイマーの同期
	3.4. INFINIBAND
	3.5. ROCEE および高パフォーマンスのネットワーク
	3.6. 非非統合メモリーアクセス
	3.7. TCP の遅延 ACK タイムアウトの削減
	3.8. DEBUGFS の使用
	3.9. FTRACE ユーティリティーを使用したレイテンシーの追跡
	3.10. レイテンシートレースの使用 TRACE-CMD
	3.11. SCHED_NR_MIGRATE を使用した SCHED_OTHER タスク移行の制限。
	3.12. リアルタイムのスロットリング
	RT_RUNTIME_GREED 機能

	3.13. TUNED-PROFILES-REALTIME を使用した CPU の分離
	分離する CPU の選択
	tuned の isolated_cores オプションを使用した CPU の分離
	nohz および nohz_full パラメーターを使用した CPU の分離

	3.14. RCU コールバックのオフロード

	第4章 アプリケーションのチューニングとデプロイメント
	4.1. リアルタイムアプリケーションでのシグナル処理
	4.2. SCHED_YIELD および他の同期メカニズムの使用
	4.3. MUTEX オプション
	4.4. TCP_NODELAY および小さいバッファー書き込み
	4.5. リアルタイムスケジューラーの優先度の設定
	4.6. 動的ライブラリーの読み込み
	4.7. アプリケーションのタイムスタンプに _COARSE POSIX クロックを使用
	4.8. PERF について

	第5章 詳細情報
	5.1. バグの報告

	付録A イベントトレース
	付録B FTRACE の詳細説明
	付録C 改訂履歴

