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Insights Vulnerability CVE Report

This is a summary of CVES identified by Red Hat that may impact your Red Hat Enterprise Linux (RHEL) systems.
This report includes CVES with a CVSS base score of 0.0 - 10.0; published anytime.
These CVES apply to systems in your inventory tagged with satellite:activation_key=RHEL8_AK.

The vulnerability service identified 625 CVES within this criteria that impact at least one of your 17 analyzed RHEL systems.
Of the identified CVEs, 4 CVEs have a known exploit.

CVE ID Publish date CVSS base score Severity Systems exposed Business risk Status

CVE-2019-18218 25 Aug 201% 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25038 10 Dec 2019 9.8 Moderate 4 Mot defined Nat reviewed
CVE-2019-25032 10 Dec 2019 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25036 10 Dec 2019 9.8 Moderaie 4 Mot defined Mot reviewed
CVE-2019-25042 10 Dec 2018 9.8 Moderate a4 Mot defined Mot reviewed
CVE-2019-25039 10 Dec 2019 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25034 10 Dec 2018 9.8 Moderate 4 Mot defined Mot reviewed
CVE-2019-25035 10 Dec 2019 9.8 Moderate 4 Mot defined Nat reviewed
CVE-2020-9850 09 July 2020 9.8 Moderate 3 Mot defined Mot reviewed
CVE-2020-9895 28 July 2020 9.8 Moderate 3 Mot defined Mot reviewed

Known exploit: This CVE is identified with a “Known exploit” label because Red Hat has determined this CVE has a public exploit. This CVE is unpatched on your system. CVEs with this label should be addressed
with high priority due to the risks posed by them. “Known exploit” does not mean we have taken steps to determine if the CVE has been exploited in your environment.
Security rule: Indicates a security rule associated with this CVE. Security rules are written by Red Hat to help you configure your systems.
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