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<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
</interface>
<interface name="unsecure">
<inet-address value="${jboss.bind.address.unsecure:127.0.0.1}"/>
</interface>
</interfaces>

Bl NRXLAYTAaTITN—TF

<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset:0}">

<socket-binding name="management-native" interface="management”
port="${jboss.management.native.port:9999}"/>

<socket-binding name="management-http" interface="management"
port="${jboss.management.http.port:9990}"/>

<socket-binding name="management-https" interface="management"
port="${jboss.management.https.port:9443}"/>

<socket-binding name="ajp" port="8009"/>

<socket-binding name="http" port="8080"/>

<socket-binding name="https" port="8443"/>

<socket-binding name="remoting" port="4447"/>

<socket-binding name="txn-recovery-environment" port="4712"/>

<socket-binding name="txn-status-manager" port="4713"/>

<outbound-socket-binding name="mail-smtp">

<remote-destination host="localhost" port="25"/>

</outbound-socket-binding>

</socket-binding-group>
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<security-realms>
<security-realm name="ManagementRealm">
<authentication>
<local default-user="$local" skip-group-loading="true"/>
<properties path="mgmt-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization map-groups-to-roles="false">
<properties path="mgmt-groups.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
<security-realm name="ApplicationRealm">
<authentication>
<local default-user="$local" allowed-users="*" skip-group-loading="true"/>
<properties path="application-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization>
<properties path="application-roles.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
</security-realms>
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<management-interfaces>
<native-interface security-realm="ManagementRealm">
<socket-binding native="management-native"/>
</native-interface>
<http-interface security-realm="ManagementRealm">
<socket-binding http="management-http"/>
</http-interface>
</management-interfaces>
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keytool A¥ Y R&EAL TmANMSF—RA N T EEKT S

keytool -genkeypair -alias appserver -storetype jks -keyalg RSA -keysize 2048 -keypass password1 -
keystore EAP_HOME/standalone/configuration/identity.jks -storepass passwordi -dname
"CN=appserver,OU=Sales,O=Systems Inc,L=Raleigh,ST=NC,C=US" -validity 730 -v
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management-https 3% £ #3E/01 L. management-http X EAHIBR L T, BEIVY —IHA Vv H—
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ROCLIOR Y RAMFHALT, BEIOYY—ILA HTTPSICANA Y RLET,

/core-service=management/management-interface=http-interface:write-attribute( \
name=secure-socket-binding, value=management-https)

/core-service=management/management-interface=\
http-interface:undefine-attribute(name=socket-binding)
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7. Restart the Red Hat JBoss Enterprise Application Platform 6 Instance
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/host=master/core-service=management/management-interface=\
http-interface:write-attribute(name=secure-port,value=9443)

/host=master/core-service=management/management-interface=\
http-interface:undefine-attribute(name=port)
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<socket-binding-group name="standard-sockets" default-interface="public"

port-offset="${jboss.socket.binding.port-offset:0}">

<socket-binding name="management-native" interface="management”
port="${jposs.management.native.port:9999}"/>

<socket-binding name="management-http" interface="management"
port="${jboss.management.http.port:9990}"/>

<socket-binding name="management-https" interface="management”
port="${jposs.management.https.port:9443}"/>
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—IFID S touch AY Y FEFALTED T 7 1 IV & EB T %51
I touch EAP_HOME/standalone/configuration/https-mgmt-users.properties

RIZ, RO CLIAR Y R%&EAH LT, ManagementRealmHTTPS E WD ZRIDF LWEF2 ) 714 —
LILLZER LT,

I /core-service=management/security-realm=ManagementRealmHTTPS/:add

/core-service=management/security-realm=ManagementRealmHTTPS/authentication=\
properties/:add(path=https-mgmt-users.properties, \
relative-to=jboss.server.config.dir)
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add-user 27 1) 7' M&. https-mgmt-users.properties 7 7 1 JLICIRTEFET 2 720D 1 —H—F & /8 R
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EAP_HOME/bin/add-user.sh -up EAP_HOME/standalone/configuration/https-mgmt-users.properties -
r ManagementRealmHTTPS

Enter the details of the new user to add.
Using realm 'ManagementRealmHTTPS' as specified on the command line.

Username : httpUser

Password requirements are listed below. To modify these restrictions edit the add-user.properties
configuration file.

- The password must not be one of the following restricted values {root, admin, administrator}

- The password must contain at least 8 characters, 1 alphabetic character(s), 1 digit(s), 1 non-
alphanumeric symbol(s)

- The password must be different from the username

Password :
Re-enter Password :
About to add user 'httpUser' for realm 'ManagementRealmHTTPS'

Is this correct yes/no? yes

Added user 'httpUser' to file 'EAP_HOME/configuration/https-mgmt-users.properties’

Is this new user going to be used for one AS process to connect to another AS process?

e.g. for a slave host controller connecting to the master or for a Remoting connection for server to
server EJB calls.

yes/no? no
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/core-service=management/management-interface=http-interface/:write-attribute( \
name=security-realm,value=ManagementRealmHTTPS)
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1. Create a Keystore to Secure the Management Console
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/core-service=management/security-realm=ManagementRealmHTTPS/server-identity=\
ssl:add(keystore-path=identity.jks, \

keystore-relative-to=jboss.server.config.dir, \

keystore-password=password1, alias=appserver)

I reload

pz o-1o)
F—RAMNT7ONRRTD—REEHFTZICI1F. UTFOCLI Oy REFARALET,

/core-service=management/security-realm=ManagementRealmHTTPS/server-
identity=ssl:write-attribute(name=Kkeystore-password,value=newpassword)
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14:53:14,720 INFO [org.jboss.as] (Controller Boot Thread) JBAS015962: Hitp management interface
listening on https://127.0.0.1:9443/management

14:53:14,721 INFO [org.jboss.as] (Controller Boot Thread) JBAS015952: Admin console listening on
https://127.0.0.1:9443

223. ERDHTTP BL VP HTTPS B A V9 —TJ 1 ADEY AT v

BEA Y —T 4 RlE, HTTP & HTTPS OEH{AER A DA V9 —T A AT YAV T BIENT
XFE9d, 2DV FVAD1DIE. AERY NI —ITHESIEINAENZ 79y %)y AV L, RER
XY RNTD—ITHEBIEINTVWAREWNS 74 v 2 FRATSHZETT,

secure-interface B IE. interface B THREINIZEDEWRIERDZA VY —T (4 A &FRT
ENHBHEIC. HTTPSEEBBERDORANDOY Ty N2 MBEXHZRY NT—014 V9 —Tx
A2ABELEFT, BEINTLWARWEAIL. interface BETIEINIA VY —T 24 ADFEAI
hi_a—o

BF

secure-port BENRE I NTWARWEE, secure -interface BEIIMRIHY £
Ao

H—N—=DELCA VY —T—RADHTTPELVPHTTPS hS 714 v 0%y AV T BIHEICIE.
HTTP Y R F—ICE > TZEINBDHTTPS I T X MIBEEIMICHTTPS R— MY FA LI hIh
ZRIGERLTLETIY, HTTPBLUVHTTPS b 74 v ZI@RIDA 4 —T7 = —ZAMMFERAINS
BEa. HTTP Y R T —DHTTPS BXRAZETBMEICV ML I MEETINFEE A,

RIS HTTP RS2 74 vV EFERBA VI —T A ATHTTIPS NS 74 v 0% ) v AT BHLDIC
secure-interface B % 5% E 3 % EAP_HOME/domain/configuration/host.xml 52 EDHl =R~ L £ 9,

XML O #il

I <host name="master" xmIns="urn:jboss:domain:3.0">

1
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<management>
<security-realms>
<security-realm name="ManagementRealm">
<authentication>
<local default-user="$local" />
<properties path="mgmt-users.properties"
relative-to="jboss.domain.config.dir"/>
</authentication>
</security-realm>
</security-realms>
<management-interfaces>
<native-interface security-realm="ManagementRealm">
<socket interface="management"
port="${jboss.management.native.port:9999}"/>
</native-interface>
<http-interface security-realm="ManagementRealm">
<socket interface="management"
port="${jboss.management.http.port:9990}"
secure-port="${jpboss.management.https.port:9943}"
secure-interface="secure-management"/>
</http-interface>
</management-interfaces>
</management>
<domain-controller>
<local/>
<!-- Alternative remote domain controller configuration with a host and port -->
<!-- <remote host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9999}"
security-realm="ManagementRealm"/> -->
</domain-controller>
<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>
<interface name="secure-management">
<inet-address value="${jboss.bind.address:10.10.64.1}"/>
</interface>
</interfaces>
</host>

224 HTTP A4 V49 —7 14 RADOEMIL

BEEWR KA VPR EDEBRBREBALEDEEDY ) A TE, BEEEZHIEHTTP ZN LAEEA
VH—TITARNDT IV EREEMNICT D, HTTPEBIBA V9 —T7 14 A 2ZTRICHIR LIZWHEEN
HYFEd,

LTFAEFERALT, HTTPA V9 —J7 124 ADREDERELEFZAND I ENTIXZET,

BREDHTTPA VY —7 1 ARELEHZANB=HDOCLIOATV K

/core-service=management/management-interface=http-interface/:read-resource( \
recursive=true, proxies=false, include-runtime=false, include-defaults=true)

R

|
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"outcome" => "success",
"result" => {
"console-enabled" => true,
"interface" => "management”,
"port" => expression "${jboss.management.http.port:9990}",
"secure-port" => undefined,
"security-realm" => "ManagementRealm"

}
}

HTTP A V4 —7 x4 R aZ2ICHIRT %121

HTTP A V49 —J7 14 R4 ZRICHIBR T 272D CLIAT VKR
I /core-service=management/management-interface=http-interface/:remove

HTTP A 9 —7 24 A%HIBRLEZS, TNEBERTSIETCTHEAMICTDIIENTEET,

HTTPA V% —7 x4 A%=BEHRT 37=6D CLIOT YV K:

/core-service=management/management-interface=http-interface:add( \
console-enabled=true, interface=management, \
port="${jboss.management.http.port:9990}", \
security-realm=ManagementRealm)

EWOAVY—IDHEEDICT S

JBoss Operations Network 7R E DDV S 14 7> MM, JBoss EAP DEIBICHTTP A V¥ —7x—2R
ZEALTHELES. ChoDHY—EXDFERZ#GET 2ICIE. Web R—ZDEEBI VY —ILBR %
EMIC LTIV, ThiE. console-enabled Bl % false ICERET B EETTEFT,

Web RXR—ZDEH OV Y — IV EEMNIT B-HDCLIOAYV R

/core-service=management/management-interface=http-interface/:write-attribute( \
name=console-enabled,value=false)

225. BB 9 —T x4 RFADWAM SSL/TLS DFEE

747 MEREE EEFIEN B MNAM SSL/TLS FR5EIE. SSL/TLSFIAE#FA LTI M4 7V b &
Y—N—DOmAZRELET, T, 7547 N —N—DOEAICETNETNIABREEL HBEWVD
BT, HTTPS HOBEI VY —ILDBRE IV avERERYET, TDRED, Y—NR—DEA 37T
A1TFVTF4T4—REFTRL, V9547V MNDIEBABDTATVT4T14—HEETEET,

FEIvarTlE, UTORRIZEALEY,

HOST1
JBoss ' —/N—DRRA M, fil: jboss.redhat.com
HOST?2

954 T7 > MIBELEARL, Bl myclientC NI T LEERBORRA METIERWZ EITFELTK
YR AW

CA_HOST1
HOST1 BEEAZ IC{EA Y % DN (514) T3, fl: cn=jboss,dc=redhat,dc=com

13
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CA_HOST2
HOST2 SEBAZ ICfEF ¥ % DN (35514) T, #l: cn=myclient,dc=redhat,dc=com

BB VY —T 24 ADOWMAAESSL/TLS #&ET BICIE. ROFIEHGHETT,
L ANTEERLET,
2. SIFAEA TV RR—MLET,
3 EI—ADMNZRAMNRNTPICEERAE R M VR—bMLE T,
4. CertificateReam #E& L £,
5. RATATAVI—TIAADEF 1) T4 — LI ALZFHLWERELILAICEELET,

6. CLIOSSLZEZEBMLET

HIiR S

F—AMNTPBLUCPMNSZAMNAMNTRZAT = RORFICNRZAT— Rvault MERAINLBE
(), N7 —KRvault i E T TICFERINTWERENH S, /827 — K vault DFEH
I, Red Hat JBoss Enterprise Application Platform 6 Security Architecture guide @
formation on the password vault, please see the Password Vault £% < 3 > & Password
Vault System £ > 3 v &SR,

LAM7Z4EBLEY,

keytool -genkeypair -alias HOST1_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST1.keystore.jks -dname "CA_HOST1" -keypass secret -storepass secret

keytool -genkeypair -alias HOST2_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST2.keystore.jks -dname "CA_HOST2" -keypass secret -storepass secret

2FIAEE TV RAR—bMLET,

keytool -exportcert -keystore HOST1.keystore.jks -alias HOST1_alias -keypass secret -storepass
secret -file HOST1.cer

keytool -exportcert -keystore HOST2.keystore.jks -alias HOST2_alias -keypass secret -storepass
secret -file HOST2.cer

32— ADMFAMRAMZIRAVYR—MLET,

keytool -importcert -keystore HOST1.truststore.jks -storepass secret -alias HOST2_alias -
trustcacerts -file HOST2.cer

keytool -importcert -keystore HOST2.truststore.jks -storepass secret -alias HOST1_alias -
trustcacerts -file HOST1.cer

4.CertificateReam ZE&L 9,

14
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4 > X b—Jl (host.xml /=& standalone.xml) D% 7E T CertificateRealm ZE& L. TDEED DA
VH—T7x—REBELEFT, ThiE. LTFOOATY RTEIFTTEET,

I /core-service=management/security-realm=CertificateRealm:add()

/core-service=management/security-realm=CertificateRealm/server-identity=\
ssl:add(keystore-path=/path/to/HOST1 .keystore.jks, keystore-password=secret, \
alias=HOST1_alias)

/core-service=management/security-realm=CertificateRealm/authentication=\
truststore:add(keystore-path=/path/to/HOST1 .truststore.jks, \
keystore-password=secret)

54T ATA VI —TxAADEXF 1) T4 —LIAEHFLWEHELILAICEBLIEY,

/core-service=management/management-interface=\
native-interface:write-attribute(name=security-realm,value=CertificateRealm)

6.CLID SSLEZEZEBML XY,

EAP_HOME/bin/jboss-cli.xml 25%E 7 7 1 L& L TEAT S CLIDSSLEREEXEBMLET, PSR
RARNTPEF—RANTD/INRAT— hm\mwzomﬁimwtnﬁfﬁrf%ito

o /X2T7— RR—JL (32
o JLAVFXRN

6A, ¥F—ARMFEFSAMRARMTDIRRAT—RE/IRRT—RKER—JL MREFET BICIE:

EAP_HOME/bin/jboss-cli.xml Z#E&E L. SSL/TLSEEZEML ¥ (BRICETAEZFEH), X
oo R=ILPREZEML, FEZERINTVWEIR-IPDOEICESRAITT,

jboss-cli.xmIXML Dl

<ssl>
<vault>
<vault-option name="KEYSTORE_URL" value="path-to/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5WNXs80Ebrs"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="12345678"/>
<vault-option name="ITERATION_COUNT" value="50"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>VAULT::VB::cli_pass::1</key-store-password>
<key-password>VAULT::VB::cli_pass::1</key-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
<trust-store-password>VAULT::VB::cli_pass::1</trust-store-password>
<modify-trust-store>true</modify-trust-store>
</ssl>

6B ¥F—AMFERFAMNAIMNPDNRRAT—FRETL—VFXRANCHRET ZICIE:
EAP_HOME/bin/jboss-cli.xml Z=#g5&% L. SSL/TLSHREAEML 3 (ZHIEVREEFH).
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jboss-cli.xmIXML Dl

<ssl>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>secret</key-store-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
<trust-store-password>secret</trust-store-password>
<modify-trust-store>true</modify-trust-store>

</ssl>

2.2.6.SSL/TLS A%V ¥ —DKRE

BEA VY —T A ATHTTPS BLUWARSSL/TLS A HR— M F5 & ICMA T, JBoss EAP6
TlE, EX¥a) T4 —RAAVTHERTSHLHICSSL/TLS ARV 9 — %ty NPy TTBIEETE
EJC N

BF

BIRSEMHE LT, SSL/TLS Sk — LARREAER L. 7V ERABERT AL I b
)—ICRRET Z2HENHY T, IoI, BEER (A, F—AMNTOIAM) TR
ENRRAT—R, BDELGESRAA—ME)IKETIVEATEIZLE HY T,

SSL/TLS ¥ —B L CEEBAEDEMAIIE. [HMASSL/TLS DEEE | €92 avIilHhdx
HMOFIEEZSRLTLLLEIWV, SSL/TLS ARV H— (BSR4 — M 2EL) OFMICDOWL
T, SSLAxV9 =Y T 7L v2Atsvay #B8RBLTLEIV,

Web Y 7Y RAFAICHTTPS ORI —4EBIMLET
https RF —LAL, https VT Y ML YT A VT (TT74IME8443) ZFA L., REBIEREINTWVWS
HTTPS E WD &ARIDLR LR AR Y —%ERRLE T,

/subsystem=web/connector=HTTPS/:add(socket-binding=https,scheme=https, \
protocol=HTTP/1.1,secure=true)

PIDEZELWMEICESHA T, SSLABAZEZRELET, ZDHITIE. F—ZA M7 —N—RE

TALI M) —ICOAE—INTWBR I EEFHRELTVWET, Y—N—RETA LI M) —IF. RSV
K702 ® JBossEAP6 1 > X4 > AMig& & EAP_HOME/Standalone/configuration/ T3,

/subsystem=web/connector=HTTPS/ssl=configuration:add( \
name=https,certificate-key-file="${jboss.server.config.dir}/keystore.jks", \
password=SECRET, key-alias=KEY_ALIAS, cipher-suite=CIPHERS)

ORI E TLSVIICERELF T,

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=protocol,value=TLSv1)

T hr—vaveaEsF7OoM4LET,

BE
INSOEREAEMICT BICIE. JBossEAPE6 1 Y R Y VY A EHEETIMNENHY X
-a—o

16



Fr2BEH—N—BITI VY —T T —ADRE

227.SSLaAxy9—) 77 L VR

JBoss Web A X7 & —ICIE, RDSSL REBMIZFENDHZELHY X,

2.2.7.1. name

SSLAXRV Y —DERTFHE, BERIIHADMYERTT,

2.2.7.2. verify-client

HTTP/HTTPS A%V 4 —F7/ld M4 T4 7 APROAR VI —MMERAINZ ML > T, verify-client D
AIRERBEIFERY T,
HTTP/HTTPS J% % 4 —

AJREARE L, true. false. F7zlE want TY, true ICRET D&, EREZITANDHICISAT
VEADODBWMRIEAEF T —VAMBEBIIRYET, SSLRYY IS4 T NEREAEKT
2N EIDEHELETN, BARINLBLWEGEREBLEEA, 7747 /hﬁcumwcme
MEFERT X2 )71 —FMICE > TREINAZ Y —IXEBEKRLAWRY., SIAEF—
EMRBEELABVWEDICTZICIE, false (T 74 M) ICERELET,

CLI Dl
I /subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute(name=verify-client,value=want)

X174 7T APROARY Y —

AIRE/RfEIL. optional. require. optionalNoCA., & & U none (73 none &A LR & F D fth

DXFEI) T, ChSDEIE. BN T T2 arTHZH, BBTHZH., RiERFRLTEH T3

VTCHBIMN FEEESTILKFETHEINERELET, 774/ Mdnone TY, Inidk. 754
Y AHDEEREZEE T ARAEN VW EEZRKLET,

CLI Dl

/subsystem=web/connector=APR/ssl=configuration/:write-attribute( \
name=verify-client,value=require)

2.2.7.3. verify-depth

DIAT7 Y M EWRARAZRLRVWEHIIT 52X TICF v I SNBHPEERIAERITEORAK,. 7
7 # )V MEIX10 TT,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=verify-depth,value=10)

2.2.7.4. certificate-key-file

BRINIY—N—IHENIMREINTVWEF—ANTI7MINDRERT 74 IR ET 7 ILE,
JSSE BESETld, TDIEBAZ 7 7 A LD 1 DEIFITAY £TH. OpenSSL IEEHD 7 71 L AFERAL
9, T77I) MEIK, JBossEAP6 #ERTLTWBI—H—DKR—LT 1 LI M —ITH S keystore
774ITY, keystoreType A7 7 AL EFRH LAWESIE, NSA -9 —42TBOXFIIIERELF
ERS
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CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=certificate-key-file, \
value=../domain/configuration/server.keystore)

2.2.7.5. certificate-file

OpenSSLEESILZERT 255, CDNSA—F—DfE%Z,. T—N—REZECT7 71 ILICHT
BNRRAUICKRELET,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=certificate-file,value=server.crt)

2.2.7.6. password

RSAMNAMNTZEF—RAMNTOEAD/IRNZAT—R, ROFITIX, PASSWORD #EBD/XZA 7 — KIZE
T2 FET,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=password,value=PASSWORD)

2.2.7.7. protocol

FARITSBSSL 7ORINDN=Y 3y, YR— NI BEIK, EBE A2 SSLFE (USSE F21E
OpenSSL) IC& > TEARYFET, JavaSSE RFa X vk ZBRBLTLEIW,

7ARNINDOOAVIREYY OHEAEDEEIEETEE Y, il TLSVI, TLSVIL,TLSVI.2,

Digk

H
[=]

RedHat I, ®EAZITBZITARTO/NN YT —ITTLSVII F/IE TLSVI2 @& L

T. SSL ZEARMICEMICT D EAHBELTVWET,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=protocol,value=ALL)

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=protocol,value="TLSv1, TLSv1.1,TLSv1.2")
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2.2.7.8. cipher-suite

HFAINBZEEEESDY A b, JSSEEXICOVWTIK, AVYIRTPYDY) A MHRETY, OpenSSL
BXICDOWTik, JO0YRUYDYRAMDPBRETT, 1 DDOFDEXEFEDILIICLTLEIL,

7 7 #JU & HIGH:!laNULL:!leNULL:!EXPORT:!DES:!RC4:IMD5 T 9,

ZOBITIEE, 2DDBESRIFN—BRTIINI TN RREOHAIRLYZ OBESIMERINITT,

BF

BMEDBEWESZFERATE. EXa)T4NERQR)RAVICILIND I EICRY X
9, BEBRAA— MIET 3 NIST DHEFIFICDOWT

l&. http;//www.nist.gov/manuscript-publication-search.cfm?pub_id=915295 = &g L T
T,

fFRATEAER OpenSSLEES DY A MMIDWT
I&. https;//www.openssl.org/docs/manmaster/apps/ciphers.html#CIPHER-STRINGS Z&8R L T £
IV, UTFREYR—IMRRATHZEZEITEBELTLEIL,

e @SECLEVEL

e SUITEB128

e SUITEB128ONLY

e SUITEB192
D JSSERESD ) A MIDWT
l&. http://docs.oracle.com/javase/7/docs/technotes/guides/security/StandardNames.html#Cipher
EHRLTLCEIV,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \

name=cipher-suite, \

value="TLS_RSA_WITH_AES_128 CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA")
2.2.7.9. key-alias

F—RAMNT7OHY—N—ZREILFRAINDZTA ) 7R, ROFHTIE, KEY_ALIAS #ZFBAZDT A1) 7
AIBEBAET,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=Kkey-alias,value=KEY_ALIAS)

2.2.7.10. truststore-type

NSZAMNZANTDH AT, PKCSI2 ¥ Java DIFHE JKS &, IFIEFRIATDOINSA MR N7 %F]
HTEZET,

CLI Dl
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/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=truststore-type,value=jks)

2.2.7.11. keystore-type

F—ZAKNTDEH AT, PKCSI2 % Java DIRHE KSR E, SFEIFRIATOF—RANT7EFATERE
-a—o

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=Kkeystore-type,value=jks)

2.2.7.12. ca-certificate-file

CASEBREAZSL 7 71, INld. JSSE DB EIL truststoreFile THY, F—A M7 ERU/IART—
ReFERLE9, ca-certificate-file 77 M JLIE, V547 NIBAZE %R T 7-DICFERINZE T,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=ca-certificate-file,value=ca.crt)

2.2.7.13. ca-certificate-password

ca-certificate-file MEEBAZE/N R T — K, JROHITIE. MASKED PASSWORD #Y X7 In/=/XR 7D —
NICESHAET,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=ca-certificate-password, value=MASKED_PASSWORD)

2.2.7.14. ca-revocation-url

K AMNEEL 774 ILF I URL, Thik, JSSE DA crIFile. SSL DIFEIE
SSLCARevocationFile #3E5L £ 9,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=ca-revocation-url,value=ca.crl)

2.2.7.15. session-cache-size

SSLSession ¥ ¥ v a1 DY A4 X, TOBMHIF, JSSE ARV Y —ICOABERINFET, 774 MFO
T, BYIREDODFXF vy a4 XAEELXT,

CLI Dl
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/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=session-cache-size,value=100)

2.2.7.16. session-timeout

F v v 1IN SSLSession NEARRINICAZ FTOME, TOBMIE., JSSE ARSI Y —ICDMHiE
AXhZxzd, 774 MEL86400F, DF VY 24T,

CLI Dl

/subsystem=web/connector=HTTPS/ssl=configuration/:write-attribute( \
name=session-timeout,value=43200)

22.8. IMXAD)E— N7V ERDEML

IMX YTV RFLADYE—RNTOERICEY, JIDKET TV 5—2 a3V OEBEREE)E—NTH
JH—TEXZFF, JBossEAP6 TIMXADY E—NF I ERAEEMICT BICIE, RD2D20DWFhh
HERITTDIVENHYET,

L IMXYTYRFLDY)E—RNIRIY—%HIBRLET

2. IMX BT RFL2EEEIBRLET

VDE—FT 47XV 9 —ODHIBR
I /subsystem=jmx/remoting-connector=jmx/:remove

IJMX YT RFALALEEYIKRT B

I /subsystem=jmx/:remove

JMX DFE#IE. Red Hat JBoss Enterprise Application Platform T2 ) 54 —7—% 77 F v —
D TIMX] 222 avaESRBLTLIEIWL,

229.BIBA VA —T7 1 —ADEF1T7LTD IAAS DfFMA
JAAS [F, UBossEAP A X al) T4 —4BEIELHDIFERHITZIEER X2 T4 —APITY,

JAAS EBEEBItXal) 74 —DFFMIL. [Red Hat JBoss Enterprise Application Platform Security
Architecturel 74 RD EF8tEF1) 71 —& JAAS] 2S8R LE T,

P2
JBossEAP 6 1 2% ZA" ADMIN_ONLY E— R TETINBZ LI ICREINTWNS
EIAAS A LABESA VI —TJ 1 —A0EF a2 7B YR—bIhEH

Ao ADMIN ONLY E— RIZDWTEHLLK X, BEZRTEHA K O Y—/IR—RTIET
A4y FEBIBDY 77 LY RA ABBLTLEIL,

JAAS ZHRA L TEEBA V9 —TJ 1 —RIFREET B ICIE. UTOFIRZRTTHHEEDHY T,
LEF2)Ta—RXA V%2R LET,

2. JAASEREECEFa )T 1 —LILLZEEMRLET,
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3 HLWEXF I FA—LILLEFRATELDIICEBSA VY — T A REEHLET
4 AT a > TI—TAYN—2y THEEYYTET,

11XV FT1—KAA 2V DERK

ZOFITIE, EXxaTF14—RKAA UM UserRoles AT A VEY a—ILTHERINZT T, Tofeon0
TJAVEY 21— I)ILEFERATEZT,

/subsystem=security/security-domain=UsersLMDomain:add( \
cache-type=default)

I /subsystem=security/security-domain=UsersLMDomain/authentication=classic:add

/subsystem=security/security-domain=UsersLMDomain/authentication=\
classic/login-module=UsersRoles:add(code=UsersRoles, flag=required, \
module-options=[("usersProperties"=>"users.properties"), \
("rolesProperties"=>"roles.properties")])

2JAASSREICEX YT 1 —LILALRERLET,
JAASEREECTEFa ) T4 —LILLEERLEY,

I /core-service=management/security-realm=SecurityDomainAuthnRealm:add

/core-service=management/security-realm=\
SecurityDomainAuthnRealm/authentication=jaas:add(name=UsersLMDomain)

3HLWEF AV T A —LILZERATZISICERBSA VY — T A REEHLIT
FLWLILLEGAT 5L D IC http-interface #FH T 5 121

/core-service=management/management-interface=http-interface/:write-attribute( \
name=security-realm,value=SecurityDomainAuthnRealm)

HLOWLILAZFERITDELIICRATATAVI—T AR EFHTBITIE. ROFIBEICEWE T,

/core-service=management/management-interface=native-interface/:write-attribute( \
name=security-realm,value=SecurityDomainAuthnRealm)

AF T av: TI—FTAIYNR—y TEEYYTET,

B assign-groups l&. EF¥ 21U T4 —LILLAADTIL—TEYHTIC, EF2UT1—RXA DD
A—RINEI—HY—AUNR=2y TEREFRTIDNEIDNERELE T, true ICERET D&, 7
JL—TEIY HTIE, Role-Based Access Control (RBAC) ICEREI N F T,

BUETIN—TBEERET HICIE. ROLIICLET,

/core-service=management/security-realm=SecurityDomainAuthnRealm/authentication=\
jaas:write-attribute(name=assign-groups,value=true)

2.270. %1 L 583
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JBossEAP6 DT 7 4L A VA M—ILICIE, A—HILEECLI Z—Y—DH ALY MREEXAY v KD
BFNTVWEY, ChitkY, O—Alai—H—& I—H—RFLIENNRAT7— KRR L TEECLI
KTV 2RATEEY, COMEIIFEEDLHE, BECLIZRVYY M EEFLTVWSAO—HA/)LI1—

YR EARBICT DDICEMIR>TVWET, B8, 21— —»H»PO—ALEREICTIVEATEN

X, MEOI—H—HMABMNT 2T EETEISOEMNAMEERALAINET,

O—AlLI—F—DOH ALY  NREEOFIEHIX, EXa2) T4 —BEIARVIGEICEWNICTEIENT

TFE9d, ThiL BREZ 71D security-realm £ > 3 VAD local BEXR%ZHIRT 5 & TRIRTE
Fd, ThiF. RAVRT7OVAVRAIVRAERNAAA VOBEAICERAINET,

B

local EZDYIPRIL., JBossEAP 4 YAV ADHEL, FOREARDICHEMBLTWDS
BEICDMMTODELHY £,

LILADSY A LY FEREEZHIFRT 51213

I /core-service=management/security-realm=REALM_NAME/authentication=local:remove

23. ¥ )74 —BE&E

X2V T4 —BEEBER EFAVTA YT RTLFLRBEEA VI —T A AATHRELLAN
YHMISELT, ATANDEZIRARREDANY M e M) H—FB52 %8B LET, BEAEXH=XA
., EF 2V T A —RAAVFELRRBEEBSAN VYT A AD—WELTHEREINIT,

BEEE 7O Y —EV1— L EFERALEY, 8Fhd7ONNM 5 —FETVa—I)LEARY LREDMH
HeHATEET,

231LBEA VY —T A RADEF1) T4 —EBTABTFT S

BIEA VY —T7 24 ADEBEDHREDFMICDWTIE, Red Hat JBoss Enterprise Application Platform
CEEBLIUVREANINDBEEBA VI —T A REEOTEI Va3 Y Z8RLTLEIW,

232X a2 YT —RAM VDX T —BEBAETTD

X1V TA4— XA VDEF2Y T4 —BEBREZRET 2ICIE. EEAVY —ILISUTOFIRZ
EITT2REI’HY I,

L %274 —RNAAVOFME 1 —%ZF<
2. BEEY TV RTLREICBELE T,

3. 7ONA S —FETa—I)LEBIMLET,

4, EVA—IHDIBELTVWS I EZHEALET

5 EVa—IATvavEB RE. FREBIBRLET (ERE). <remark>Bugzilla D/XJ DR
B % RIRE A< /remark>

11XV T4 —RKAAVOFHE 1 —%2F<
o HELEHOEBEZV) I LET,
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o BEEWRNAA VT, £LD AT 7AI BIRAY IV IADNSLERESTZ7O7 714 EERLE
-a—o

o tXxalrFs—AXZa—%EHL. EX¥aVFT1—FKA14Y &BRLZET,
o BMETZHEXaAUTA—RAAVORREI) YOI LET,

EBFY TORTFLEREICEELIT,
BEEEDEETY TABIRLE T,

ELAEIZ. TONA S —F 2 —ILEEMO 2 DDEEICOINTWET, TAONA Y —FTa—JL
&, BEDOEARBAMTT, EXaVTA—RAAVICIE BREA TV avEaEESDHDIENTEIENK
DTANA T —FET 21— I)LE2EHBIENTEET,

37O Y —ETa—)EEBMLET,
BIMEZSY Yo LT A=K/ avil7OnN( F—EJa1—-ILDISRAEEAALET,

A4F1—NHERELTWEZEAHALET

EEEYV21—ILDOBEI, security W TV RATALATARY NATEZH—F2FRERHTZETT,
COEZANVVTIE. O T774I)b, EFA—ILBH., X TOMDBIETREREETEA N =-_XLICE
XA AHETERITTEET,

fTe& Z &, JBoss EAP 6 ICIE, 77 #JL b T org.jboss.security.audit.providers.LogAuditProvider €
Vai—IAEFNTWVWET, LREOFIRICE>THEMCLELBE, COEEEY 21—

&, EAP_ HOME 7«4 L2 M) —RROOJH T 745 —IlH % auditlog 7 71 ILICEF2 ) 71—
BHIZEIIAHET,

LEBDFIED org.jboss.security.audit.providers.LogAuditProvider Y7 F X N THBEL 72D E D
DRI ZICIE, BNE N A—F2H8EEDHZT7 I avEaRTLTHNDL, BEEOT I 7ML %
mERLET,

EVa—-IA T arvEBmM WE FELEHBRLIT (EE). <remark>Bugzilla D/XJ DR
B RBGEH</remark>

EVA-NICA T avEEMTDICIE. EZa2a—ILYIANTEFEOIVRN) =AY L, R—=ID
HFM I a VT EIA—NATVa Yy ¥ TEBIRLEY, BINEY) v I LT, #7varydxr—
CEABELEXY,

TTIKFET DA TV aveRmETHICE. HIBRZ2) vy  LTHIBRL, 8MEZ2 Y vy 2 LTELW
7 avTBEBMLET,
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EFIEH—N—DA—H—CBEAN /Y —Txz—ADEFa71

JBoSSEAP 6 DI FXEMA VI —T 1M/ A2 RET 2 HEZEBMIHIEICMAT, oD >
=AM AT I RS 21— - %2REITDHEZERIDLIEHLEETT,

3 1 1— -U- Dlh\ I:I

31T 74N DI ——ERE

JBossEAP DIARTDEEA VI —T7 2 —RAFT 74NN TEF2ATICRYET, g, 12— —IF
O—AA VY —Tz—RENVE—MM VI —TI—REWVWI2DDAETEESA VI —T7—RITT
JEATEEY, INODRREA A= LDOEADERIE, Red Hat JBoss Enterprise Application
Platform ¥ a )74 —7—F7I9Fv—HAARD FT7x)IbEFa2Y) 71— BLU Red Hat JBoss
Enterprise Application Platform D¢ CICEA % 202 a Y TEHAINTWE T, 774 KMTIE, Z
NEDA V=T T—AANDT I ERATEBLILLAEF 1) T4 —LILATEREINET, RIIC,
O—AIA VY —T T —IADEMIIAKRY, JBossEAP A VY RY VRERITTEZHRAMNIIYUADT I &
ACRYES, VE-MNTP7IEAEBMEIN, J7MAIMR—RADTATVTATA—ANTEFERT
ZEDICEREINE T, T 74 MTIE. mgmt-users.properties 7 7 1 L &FH L CaA—H—F &/
27— R%&{FEFEL. mgmt-groups.properties AL Ca2—H—J I —TEREREFELE T,

d—H—IE#IE. EAP_HOME/bin/ 74 L 7 b)) =TI T2 adduser 27 1) T hAFRAL T
INS5DT7 7AILICEBIMINET,
adduser R4 ) 7 hCaA—H—%BINT BICIE. LTERITLEY,

1. add-user.sh ¥ 7-|% add-user.bat I~v > RAFETLF T,
2. BB —H—FLE 7 ) r—2 31— —45BNMT 30 EINIEERLET,

3 A—H—ZEMIBLILLERBRLET. T4 MTIE FIAFTRALILARG
ManagementRealm & ApplicationRealm DA TY, BRI LLILLADNEMINZ &, KDY IC
FHTRAEANTHIENTEET,

4. TAVTIDPREFINES, FEQI—HY—FZ RRAT—K, BLUTEBROA—ILEAALZE
T BEIF, X2 VT4 —LIVLDETONRT A —T7AIICEETRAFEFNET,

3.1.2. LDAP TOEREEMDIENN

JBoss EAP &, LDAP Rtz A LABESA V9 —T7 1 —ADEF 2 7HICER/BLTWET, LDAP

DEARE JBoss EAP TOfERIE. Red Hat JBoss Enterprise Application Platform7 Ttz 21 714 7 —

¥7UFv—d A4 KD ILDAPI . TLDAP tBEEA V¥ —Tx—RDHEMI . [LDAP &

ManagementRealm O£ ] TEAINTWEY, LDAPRAIZFAL TEEA V9 —TJ 11— %2t

FaTICT BAEDFHEMIE. JBoss EAP THow to Configure Identity Management 74 KJ @
[Securing the Management Interfaces with LDAP] 27> 3 Y &SRB L T IV,

3.2. LR/ J—NK

3.2.1. /N2 7 — K vault

JBossEAP B L UVBEETZT7 U r—>a VOREICIE., 1—H—FZENRRT— KRG EDOEBRBERHI
BIlhYFET, RRT—R&aTL—UFF2R I\'CuxE7 1IIIRETBERDYIC, /827 — K vault
HeEAFERALTHRRAT7—REREYRI L, BELELLAEAF—AMNTPIEETEEYT, NRAT7—RKEHRE
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Red Hat JBoss Enterprise Application Platform 6.4 +—/X—t ¥ a1 ') 7 1 —DFREAHE

L5, JBossEAP ICF 7O INAEEBCLIOAR Y RFLFT7 Iy —2avIicsBaEsHa2 &M
TXZEY,

NRAT7—RvaultldJavaF—AMTPHERAMN L=V A AZZXLELTHERALEYT, /XX T7—RvaultidR
ML=V EF—RPL—YUD2DTERINET, Java F—R M 7IE, Vault A ML —2 THBEXFTY
HRESEELIIESET2LODIFERAINGF—A2RETHLHDIERAINET,
INZAT—Rvault Z5E L THERAT 3 ICIE. LTOFENBETT,

L JavaF—APMT7%EBREL. NAT—NEBESLAOF—%2EMLET,

2. /X277 — K vault D#HAME

3. PasswordVault Z{#H 9 % & 9 IC Red Hat JBoss Enterprise Application Platform #E&E L £

4. /N2 — K Vault IC Sensitive XFZI = REZELE T,

5. RS LB % 5% E TEE
32111 JavaF—RA M 7AEHBEL. "AT7—KRESIELAOX—%2BHL I T,

R

Z DF|ETIE. Java Runtime Environment (JRE) D249 % keytool 2—F 1 U F 4 —
MERINZET, 7714/ R%ERDIF£T, RedHatEnterprise Linux T
I&. /usr/bin/keytool T3,

Digk

==
[=]

JCEKS ¥F— R MNP DEE(F JavaR VY —TEICERY EFT, ZDRH. F—X b

7k, FEALTWS DK ER LAY T —D keytool L—FT 4 T4 —%FALTE
MY 2UBENHY ET, BIORYEF—D IDK TETLTWS JBossEAP7 1 VR
S UVRAT, HBIRVI—DIDKDSF—Y—ILICL > TERINEF—IA T %
@M % &. java.io.lOException:
com.sun.crypto.provider.SealedObjectForKeyProtector DA A FEL £,

F—RANTERETDICE. LTOFIEERTLET,
L F—ZART7ELCZOMOBESLINEREZFRFITDZITA LI M) —ZEHRLET,
2. Keytool =714 )74 —TCHEATBINIA—FI—ZRELET,
3. keytool AY Y K&EEITLET,

1 ¥F—AM7ESLCEOMBOESEINEEREFREIT ST LI M) —%EKLEY,

F—RANTEMBOEERBHREBMTZ2T4 LI N —%FERLET, COFIETIE. TaL I M) —
& EAP_HOME/vault/ S BEL 9, TDT 4 LY M) —IIXBERBRIEETNDLH, 772
—EDI—H—ICHIRTEIRENDHY FT, JBossEAP7 HETLTWBI—HF—ThHor MIEDi
K EERAEZILART I EZADBETT,
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2. Initialize the Password Vault
3. Configure Red Hat JBoss Enterprise Application Platform 6 to use the Password Vault
4. Store a Sensitive String in the Password Vault
5. Use an Encrypted Sensitive String in Configuration
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2.Keytool 1—7 1 )74 —CHEATINIA—FI—%ZRELIT,
UTRDINS A= —DIEZRDET,

alias
ITAYT7RE vaut PF—RA MFILREINTVWRHBDT—YD—EFHNFTT, T4 Y T7RIEK
XFENXFEXBLFEA,

storetype
ARTHIATIEF—RANTDIA THIBELE T, {BIE. jceks DHRINFE T,

keyalg
EEICERTZT7ILTY XL, JREBLUVARL—FTAVIVRTLDORF2AY NEBRL
T, FIAATREMOBRKRZHZEL T,

keysize
EEEX—DHY A XE. TIL— 7+ —RATORSHBROHEZEICHELF T, BEUREOFH
. F=Y—I2A—TFT 4V T14—EEBIKMBHINDIRFAAY M ZSRLTIEIVL,

storepass
storepass DfEIF. F—ZAMFPICN T ZREAIHERAINDI/NAT—RTH2LH. BemAHldI &
NTEET, RRT7—FNE6XFULTHILELNHYZET, NRAT—RIE, F—ANT7ADT Y
TRAFICANTBIBENHYET, TONIA—F—%EB T2 &, A7V REITRIC keytool 12—
TAVTA—ICEYAADRKRKDLNFT,

keypass

Keypass DIEIL, BFEDF—ICT IV ERTZLDIFERINSD/NRAT— R T, storepass /8T X —
Y—DEE—HTI2HRENHY X,

validity
validity DfEld. EABMICRZHE (HE) T,
keystore

keystore MBI, keystore DEIIEMINDZFED T 7AINNRRABE LT 74 ILETT, F—X b
TI27ANMIE T—IDEMEBMINDE EFRINET, ELWT 7 AIILARRARPY XFHEA
INTWBZE%EFEZELE T, RedHatEnterprise Linux 8L CRABDARL —FT 4 VTV AT LD
WBElE /(7 4T7—RKRZXZ v a), Microsoft Windows Server DIF&EIF\ (/XY VR Z v a1) %=EA
LExd,

Keytool 1—7 1 U T 4 —IlId, EDHDEL DA T avhHYET, F#Fllld. JRE FdF L —
TAVIVRATLADRF AV M EZRLTLEIV,

3keytool AV Y KERITLE T,

$ keytool -genseckey -alias vault -storetype jceks -keyalg AES -keysize 128 -storepass vault22 -
keypass vault22 -validity 730 -keystore EAP_HOME/vault/vault.keystore

Zhil& Y, EAP_HOME/vault/vault.keystore 7 7 1 LITER S NicF—XA M T7HERI N E T,
JBossEAP Tld, NRAT— KRR EDESEINLXFINEREFT HLHICERINDETA ) 7 X vault
EEBICBE—DF—E2FRELZET,

3.2.1.2. 27827 — K vault D#1HA{t
N2 —Rvaultld, ERXSA—F—DEEANTELIICKOONBZHENLHAE, FIETRTO

NIA=F—DENAIATY RS VTERESNSIFENGENLFETHLETETZ Y, XYY RTEL
BROIRTIIND D, EELNEFHATEET,
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UTFDINSGA—=5 —DBETT,

keystore URL (KEYSTORE_URL)

F—RARNTIT7ANDIT 7AWV AT LIRZAETIE URl, TOHIT
I&. EAP_HOME/vault/vault.keystore = {FH L £ 7,

*¥—2Z R 7/827— K (KEYSTORE_PASSWORD)
F—ANT7OT7 7 EZRIERINE/INAT—R,
Salt (SALT)

SaltfEld. F—RA MNP OABREESILT B720IC. iterationcount (RIEAT ¥ b)) & EEHICFERAI N
32 8XFDT VY LRIFITY,

keystore Alias (KEYSTORE_ALIAS)
F—AMNTPREINTVWEBIA YT R,

Iteration Count (ITERATION_COUNT)
EELT7 I T X LDORITEH,

Directory to store encrypted files (ENC_FILE_DIR)

ESIELZT7 7MLV ERET B/ R, ZhIdBE, NA7—RKvaut 28074 LI N)—TY, B&
FEINTEITRTOBERZF—A MNP ERUBAHAICHBMNT 22 S EMTTN, RETEHY EHE
Ao TDT ALY MN)—ITIE, FIROHZ21I—H—DHDNT IV ECRATEDLDIICTEIMNENHY X
9o JBossEAP7 AT LTWVWRA—H—TAHU Y MIEDVRL EEHRAESAA TV EADNDBE
TY. ¥F—AMN7E, FB1TEALETA LI N —ICBETZ2RE’HYET, Ta4L I KN —
BORIIENY VRS VAFBERATZY Y ANRBETHD I EICERLTLEIW, ELWT 7
AIWNRZARPY XFNMEAINTWE I & %2R L ET ., Red Hat Enterprise Linux & & URI#RD 7
RUL=FTAVIIRTLDGZEE /(747 —RKAZ v a), Microsoft Windows Server D& & \
(Ny P25y va)sERLET,

Vault Block (VAULT_BLOCK)
NRZ2T—Rvaut D70y VL5 Z 5N 5HAH

Attribute (ATTRIBUTE)
REINIEHICEZ 5N S AFI

Security Attribute (SEC-ATTR)

NZAT—RKvault ICRFEINTWVWBENRRAT—K,

vault v > R & IEREMICRITT 5

IRZA7—Rvault A< REIEFEMICEITT B 12IE. EAP_HOME/bin/ IC%H % vault 7)) 7 M %,
BAEBERO/NNSA =Y —%F>THUVHLET,

vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE_PASSWORD --alias
KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute ATTRIBUTE --sec-attr SEC-ATTR --
enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

B

vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --vault-
block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --iteration 120 --
salt 1234abcd
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JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

Oct 17, 2014 2:23:43 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Secured attribute value has been stored in vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:

VAULT::vb::password::1

hhkkkkkkkkkkhhhkkhkhkhkhhhhkkhkhkhkhhhkkhhhhhhhkkkkhkxk

Vault Configuration in AS7 config file:

hhkkkkkkkkkhkkhhhkkhkhkhkhhhhkkhkhkkhkhhhkkhhhkhhhhhkkkhkk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...

vaut AV R&EA V95974 TICRTT 3
INRRAT—Rvault A7 Y REMERNICETT 2ICE. UTOFIEIBETT,
L RXRAT—Rvault AR Y REA V95074 TICEEILET,
2. BRNGA—=F—%ANLZET,
3. RRIVINFRRAT—REREAELET,
4, WEXIVY—ILERTLET,

1IRXA7—Kvaut Av > REM4 V95957147 ICEBLET,

Red Hat Enterprise Linux £ @D A XL —F 1 7> X7 L Tld EAP_HOME/bin/vault.sh,
Microsoft Windows Server Tl& EAP_HOME\bin\vaultbat #£{7 L9, FriLLWEEE Y > 3 v %5k
TBICIE. O(EO) EAALET,

2BRNSA—H9—HANDLZET,
TAYVT M TRHELRNRSA—9—5AALFT,
BNVRIINFNRRAD—RERAEXELZT,

RRAYINT/NZAT— R, salt, iteration count (REH) 1&. BREHDICHANINT T, REQRGAIC
ITNOLAEEZIEDTCHEEET, oDV M) —iE, /RR7— K Vault ITEINT 2HEAHY £,
F—ANTPI77AIWVBLVCIDEICT I ERTEE. BBEIZ/AZXT— R Vault DEEIFRICT 7R
TEDLIILRYET,

ARFERAVY—ILERTLET,

29



Red Hat JBoss Enterprise Application Platform 6.4 —/X—t ¥ a1 ) 7 1 —DFREHE

MEXIAVY - ERTTBICIE 2EAALET,

NGl

Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password: vault22

Enter Keystore password again: vault22

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Oct 17,2014 12:58:11 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Vault Configuration in AS7 config file:

hhkkkkkkkkkhkkhhhkkhkhkhkhhhhkhkhkhkkhhhhkkhhhhhhhkkkhkk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete

+F—RAMNTPNRRAT—RIF, BEZ77ALELCTFTOAMAY N THERTBEHDICYNRAIINTVE
T, IS5, vault IZFIERE S N, FEHTESREICRY FT,

3.2.1.3. 3.PasswordVault Z &9 % & 5 IC Red Hat JBoss Enterprise Application Platform
ERELIFT

INAT—RPZDMDOEBRBEAVYRAYI LTHREZ 7AMITHEATESLLIICTSICIE. RESLVE
ST 2/8R27— R vault & JBoss EAP 7 ICERBR I E 2 MEN DY T T,

LTFoavy REFEALT, JBossEAP7 NN/ T —Rvault AT LI ICHETETET,

/core-service=vault:add( \

vault-options=[ \

"KEYSTORE_URL" => "PATH_TO_KEYSTORE"), \
"KEYSTORE_PASSWORD" => "MASKED_PASSWORD"), \
"KEYSTORE_ALIAS" => "ALIAS"), \

"SALT" => "SALT"), \

"ITERATION_COUNT" => "ITERATION_COUNT"), \
"ENC_FILE_DIR" => "ENC_FILE_DIR")])

~ o~~~ o~ o~

CLIa~<w Y Rofl
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/core-service=vault:add( \

vault-options=[ \

("KEYSTORE_URL" => "EAP_HOME/vault/vault.keystore"), \
("KEYSTORE_PASSWORD" => "MASK-5dOaAVafCSd"), \
("KEYSTORE_ALIAS" => "vault"), \

("SALT" => "1234abcd"), \

("ITERATION_COUNT" => "120"), \

("ENC_FILE_DIR" => "EAP_HOME/vault/")])

pa )

Microsoft Windows Server 2 L TW3HBEIF. Ny IR Fvia (\\) Z1D2TlER
<22fEALZEY, fl:C:\\data\\ault\vault.keystore Z 1 g, BE—D/N\vy I 25y a
() DBXFEIRT—FIERAINEHTT,

N T, JBoss EAP 6 [E, PasswordVault ICIREINTWBE YRV INEXFINEESILT DL DICE
EINZFE L7

3.2.1.4. 4/ 27— K Vault IC Sensitive XN %R EFELX T,

TL—=—VFFRARNDERET 7AIICIRAT— RPZDOMDEBXFINEESHZE, EFa)TF14—1R
IhEVET, X)) T LOEANSE, ThODXFEINI/NZAT— R vault ITREFELE T, /8
77— KRvault TlE, Tho5DOXFEIIE, YRV LEFERTEREZ 74/, BECLIOTYY R, LT
7Y -3V TERBTEXY,

R FHIE, V—ILDENRTA—F —DEZEKRT ZHEICIE. /NA T — K Vault IS EER I THEHR
TBRIELNTEFT, HBWE, ATV RSAVTIRTDNRS A=Y —DEIRBEINZIENZER
THRETZHIEETEET, BEXYVY RTRALERIRRIND LD, EE00%AFATEEY, N
S5DXYy Rk, mEEH vaut 22 Y T NTHUCHELINFT,

BEMOBWXFNEENENICRET S

IR — R vault 37 RAEIERENICEFTT 2121E. EAP_HOME/bin/ (% % vault 22 Y 7 k%,
BEEBEHRD/INTA—Y —%F>THETHLET,

EAP_HOME/bin/vault.sh --keystore KEYSTORE_URL --keystore-password
KEYSTORE_PASSWORD --alias KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute
ATTRIBUTE --sec-attr SEC-ATTR --enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt
SALT

pa )
F—RARTNRRAT—=RF, YRIBRATE AL, TL—VTHFANEATEET 2HVE
NHYET,

B

EAP_HOME/bin/vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --
alias vault --vault-block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --
iteration 120 --salt 1234abcd

HH
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JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

Oct 22, 2014 9:24:43 AM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Secured attribute value has been stored in vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:

VAULT::vb::password::1

hhkkkkkkkkkkhhhkkkhkhkhhhhkhkhkkhkhhhkkhhhkhhhhhkhkhhixk

Vault Configuration in AS7 config file:

hhkkkkkkkkkkhhhkkhkhkhkhhhhkhkhkhkhkhhhkkhhhhhhhkkhkhik

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="vault22"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/vault/"/>
</vault><management> ...

hhkkkkkkkkkkhhhkkkhkhkhhhhkkhkhkkhkhhhhkkhhhhhhhkkkkkhkk

vault 227 1) ARV L72#. AvE—VIEEEEDICHAINET, TDEE, vaut 7AY 7,
BHR., TRIVINEXFI, RETXFWNEFEHATZIEICDOVWTDT RN ANKRRINET, 2
DIERIT. BEBRBAICAETLTHVWTLEIV, HABNAEUTICRLET,

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:
VAULT::vb::password::1

HEX TORBXFINDOLRE
INRRAT—Rvault A7 Y REMERNICETT 2ICE. UTOFIEIBETT,
L RXRT7—=Rvaut Av Y R V895074 TICEBLET,
2. BRNSGA—=F—% ANLZET,
3 BEXFIICEAT /NI A—F—ANZEITVET,
4, RRVINEXFINIODVWTDIFEREEZBOTHEET,
5 WEXAVY—ILEKRTLET,

1WIRA7—Kvault Av v REM4 V95957147 ICBBLEY,

ARV—TFT A VI IRTLDAR Y RSA V(A9 —T7 21— %iELE L. EAP_HOME/bin/vault.sh
(Red Hat Enterprise Linux & & CRIERDA R L —F 14 ¥ J2 X7 L) £ ld EAP_HOME\bin\vault.bat
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(Microsoft Windows Server £) ZZEfTLE T, FilLWHEEYy Y a v ERBT2ICIE. 0O(EQ) EAD
L/ i_a—o

2BRNRNSA-H—%ANLZT,

TAOVT MRS THRERNRSA—F—%AALET, INHDEIEX. /X7 — K vault DFERREFICIR
HINEE—BLTWIRENHYFT,

pa )
F—ZAKMTNRRT—=RIE, YRIBATREL, L=V TF A MK TIEET 2LE
rHYET,

BREXFINCEAT BN A—F—ANZTVIT,

BEXFINDORELZFHAT 25EE 0(EA) ZANLET, 7AVT MR TRERNIA—Y—%
AABLET,

AR A INEXRZHINICOVWTDERAZEHZOTHEZET,

Ay E—VRFEEHADICHAIN, vaut 7B v I, BER., YRV INEXFH, ZREOXFIDME
BICEAT 27 RNAZANKRRLET., TDBERIE. BERGAAICAELTEWVWTLLEIL, HAF%ELL
TICRLEY,

Vault Block:ds_Example1

Attribute Name:password

Configuration should be done as follows:
VAULT::ds_Example1::password::1

SERXI VY —ILERTLIET,
WERXA VY —ILERTTBITIE. 2EAALET,

Fl: At

JBoss Vault
JBOSS_HOME: EAP_HOME/jboss-eap-6.4
JAVA: java

kkkkkkkkkkkhkhhhkhkkkhkhkhhhkhkkkhhhhhkhxx

werx JBogg VaUlt *reereessseres
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Oct 21, 2014 11:20:49 AM org.picketbox.plugins.vault.PicketBoxSecurityVault init
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INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Vault Configuration in AS7 config file:

*kkkkkkkkkkhkhhhkhkkkhkhhhhhkkkhhhhhkhkhkhhhhhhkkkkrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
0
Task: Store a secured attribute
Please enter secured attribute value (such as password):
Please enter secured attribute value (such as password) again:
Values match
Enter Vault Block:ds_Example1
Enter Attribute Name:password
Secured attribute value has been stored in vault.
Please make note of the following:
Vault Block:ds_Example1
Attribute Name:password
Configuration should be done as follows:
VAULT::ds_Example1::password::1
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit

3.2.1.5. 5./ 54t L /=B L5 % 5% & T

EESIEINTVWEIHEXFIIE, YTRAIVINEEATERE7 7AIVFLIFEECLIOYY NNTHERAT
X, XDBELABETT,

FEDY TV AT LRATHANHAINTVENE I N EHRT 2ICIE. TOYTY AT LAICHLTUT
OEECLIOYY RERITLET,

I /subsystem=SUBSYSTEM:read-resource-description(recursive=true)

DAY ROERTOHEAHL S, expressions-allowed /35 XA —H —DEEIFEL T, true DIFHEIL.
DY TYRATLDRERNTRAEZFEATEIY,

UTO#XEFEALT, TL—VTFAMXFIETRIINT+—LICBSHWZFT,

I ${VAULT::VAULT_BLOCK:ATTRIBUTE_NAME::MASKED_STRING}

Bl-< R XINEERADIRRAT—FREFEALIET—Y9 Y —RADEE
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<subsystem xmins="urn:jboss:domain:datasources:1.0">
<datasources>
<datasource jndi-name="java:jboss/datasources/ExampleDS" enabled="true" use-java-
context="true" pool-name="H2DS">
<connection-url>jdbc:h2:mem:test;DB_CLOSE_DELAY=-1</connection-url>
<driversh2</driver>
<pool></pool>
<security>
<user-name>sa</user-name>
<password>${VAULT::ds_ExampleDS::password::1}</password>
</security>
</datasource>
<drivers>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

3216. 7)) r— a v CHESIEL-BEBEXFIDMEH

IRAT—Rvault IKREINTWSEEBESEIhAXFNE, 77V 5r—>3>vDOY—X0—RKTERT
XFET, LTIk, y—T Ly hOYV—XOA— KD TT, Thik, TL—YFFAMD/IRRAT—
RTlERL, T—9 Y —RAEHZETCDODIRAIINEENRRT—ROFERAARLTWET, TL—YFFI N
N=2 3 VEFAAVRTIORINRTWSEH, EWHbDbHrYET,

vault SR J7—K&=EFfAdH—TL v b

@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "VAULT::DS::ithePass::1",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"

)

/*old (plaintext) definition

@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "sa",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"

)"/

3.21.7. BBEXFHIHINRZAT— K vault RICH B EI D EHRLF T,

N2 — R vault ICEBXFINER®REFILIERAT HR1IC. TOXFINTTICREINTVLEDED
N EHRY 5 EEMTT,

CDFzv I, 2—H—IIE&NRNTA =9 —DEODANERDZRFEHRE/IE, AV R4V TT

RTDNFA =Y —DEIMRBINDZIENFEHEROVWTNINATEITTETET, XY vy NTRALERD
RRINDeH, EEHDEFATEET, IhHDAY Y RiE, mEEE vault 7YY 7 N THUH
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LEINhZFT,

BEMOSVWXFINEENENICTIVITS

CDAY Yy REFRALT, IRTONRNSA—Y—DEA—EIIRHELE T, TRTO/NNTAXA—F—0D3in
BRIE. /27— K vault OFIEL ] ABBLTLEX L,

IRZA7—Rvault A< Y REIEFEMICEITT 2 12IE. EAP_HOME/bin/ IC#%H % vault 7)) 7 M %,
BEEBERO/NNSA =Y —%F>THUVHLET,

EAP_HOME/bin/vault.sh --keystore KEYSTORE_URL --keystore-password
KEYSTORE_PASSWORD --alias KEYSTORE_ALIAS --check-sec-attr --vault-block VAULT_BLOCK
--attribute ATTRIBUTE --enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

TU—RAFRINY —DEEAEBROEICEERAFT, /S5 X—4—KEYSTORE_URL.
KEYSTORE_PASSWORD., # & U'KEYSTORE_ALIAS DfElZ, /YA 7 — K vault DERBFICIRE I N
BEE—BLTWBRELKHY ET,

pa 3
F—ZARMTNRRT—=RIE, YRIBATREL, L=V TF A MK TIEET 2LE
NHYET,

BEXFIMEEI N vault 7OV VILEFEIND E, UTOXA Yy E—IDRRINET,
I Password already exists.
ENMEEDCTOY VILREINTULWAWESIE. UTOX Yy E—IDKRRINFET,
I Password doesn't exist.
MEER TORE XTI DR
N7 —Rvault A7 Y RZMFENICETT S5ICEE. UTOFIEARLETY,
1L RZT7—Rvaut ARV RaA 895074 TICEEBLET,
2. BRNSGAXA=5—%ANLEY,

1IRXA7—Kvault Aav Y REM4 V95957147 ICEBBLEY,

Red Hat Enterprise Linux £ @D A XL —F 1 72 X7 L Tld EAP_HOME/bin/vault.sh,
Microsoft Windows Server Tl& EAP_HOME\bin\vaultbat #£{7 L9, FriLLWEEEY > 3 v %5k
TBICIE. O(EO) EAALET,

2BRNSGA-H—%ANLZEY,
TOVT MRS TRERRENIX—Y—%2AALFET, ThHDERE, /ST — K vault DIEREF
IKRHINAEE—RLTVWEIREDDHY T,

pa )

REENRO LN EF I, F—RMTRART—REIRIBATIRZRL, TL—rTFF
AMNEARTEEST DRENHY T,
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e M ZAALTEF1YT 14— RESNLBUDIFEETZHDEINZHBLET,
o MENFIEZFEFETZvault 7O IV DEFZANLET,
o Frv U YLHEXFIDHFMEANLET,

BECFIMNMEEI N vault 7O Y JILERFEINTWBIFEIE. UTOL D BRHERA Yy E—IDKRR
INFEY,

I A value exists for (VAULT_BLOCK, ATTRIBUTE)
BEXFIMEETOY VIREFEINTVWRVWERIEZ, UTOLIAXyEt—IDNEAINIET,
I No value has been store for (VAULT_BLOCK, ATTRIBUTE)

Bl: MEER T OB CFHI DOFERE

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

kkkkkkkkkkkhkhkhhkhkkkhkhkhhhkkkhhhhhkhkxx

werx JBogg Vault *reereessseses
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Oct 22, 2014 12:53:56 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in AS7 config file:

*hkkkhkhkkkkkkhkhkhkhkkhkhkhkhhhkhkhkhhhhhkhkhkhhkhhhhkkkhrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5dOaAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
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Remove secured attribute 3: Exit

1

Task: Verify whether a secured attribute exists

Enter Vault Block:vb

Enter Attribute Name:password

A value exists for (vb, password)

Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit

3.2.1.8. 7827 — K vault 5 OB D HIEE

tXxaF4—LDEBANDS., MBXFINREICARSTESIE. /AT —RKvault S EIRT 2 &
NRINZET, LEAE 7TV r—YarvoFERA2ELETEBE8. T—49YV—AEHECHEAINS
W Fy & R ICHIR T 2RENHY £,

BE

BIRFMHE LT, N7 — R vault B XFI A HIRT %121, JBoss EAP DERTE
THEAINZNE I EERELET,

CDEEIE, A—F—II&NSA =Y —DEDANERDZIHEFEHRE/IE. ATV KSA4 VTIRT
DINT A=Y —DENMRBEINDIERFEERIOVWITNHATEITTETET, EXV Y RTCRALBRIRSR
INZED, EELHQAEFATEEZT, INOLDAY Y R, @EED vault 22 7 N TIHEUH LS
hi_a—o

BEMOB WX T 2 IENFENICHIERT 5

CDAY Y REFHLT, §RTONTGA—Y—DEE—EIIRELET, IRXRTO/NNZA—F—0D5R
BRI&. [/XZ27—Kvault D#EIE] 2SR LTIV,

IRZA7—Rvault A< ¥ REIEFEMICEITT B 12IE. EAP_HOME/bin/ IC%H % vault 7)) 7 M %,
BAEBERO/NNSA =Y —%F>THFUVHELET,

EAP_HOME/bin/vault.sh --keystore KEYSTORE_URL --keystore-password
KEYSTORE_PASSWORD --alias KEYSTORE_ALIAS --remove-sec-attr --vault-block
VAULT_BLOCK --attribute ATTRIBUTE --enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --
salt SALT

TU—RAFRINY —DEEAEBROEICEERAET, /85X —4—KEYSTORE_URL.
KEYSTORE_PASSWORD., & & U'KEYSTORE_ALIAS DfElZ, /XX 7 — K vault DERBFICIRHEI N
BE—BLTWBIRELKHY T,

/ . e
F—ZARNFHRRT—RiE, TRIBRTEARL., FL—VY TR NURTEET Z2HE
N DES

BEXFINEBICHRINS &, UTOL D GHERA Y E—IDNRRINET,
I Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault

BBXFINEIRINBRWGEIE, MTFOLSIBX Yy I NRRINIT,
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I Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist

H A B

Jvault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
remove-sec-attr --vault-block vb --attribute password --enc-dir EAP_HOME/vault/ --iteration 120 --salt
1234abcd

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

Dec 23, 2014 1:54:24 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Secured attribute [vb::password] has been successfully removed from vault

YEET T ORI 5 D HIkR

NZT7—Rvault A< Y REWEEMICEITT 5I1CE. UTOFIENIMHETT,
L NXZAT—KvautAvx v REA V9505714 TICEEILET,
2. BRNSA—=49—HANDLET,

1NRXA7—Kvault Aav > REM4 95957147 ICBBLEY,

Red Hat Enterprise Linux £ @D A XL —F 1 72 X7 L TId EAP_HOME/bin/vault.sh,
Microsoft Windows Server Tl& EAP_HOME\bin\vaultbat #£{7 L 9., FriLLWEEE Y > 3 v %5k
TBICIE. O(EO) EAALET,

2BRNSGA-H—%ANLZT,

TOVT MRS TRERREI/NIX—Y—%2AALFET, ThHDER. /ST — K vault DIEREF
IKRHINAEE—RLTVWEIREDDHY T,

pa )

REENRO LN EF I, F—RMNTRART—REY R IR TR, TL—vTF
AMNERATEEST DBENHYITT,

¢ 2XAALT, EXaT7REUEHKRTEIA T avaRBIRLET,
o MBYFHAFEET D vault 7OY VDERIEANLET,
o HIfRYT 2HMEBEXFIDELEZANLET,

KEBEXFINERBICHRIND &, UTOLD BHEREX Yy E—IDRRINET,

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault
BEXFINNHBRINEWVIGEIE, UTOLIBX Yy E—IDRRIINIT,

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist

H A B
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khkkkkkkkkkkhkkkhhhkhkkkkkhkhhhkkkhkhhhkhxx

werx JBogg Vault *reereessseries
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Dec 23, 2014 1:40:56 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in configuration file:

*hkkkkkkkkkkhkkhkhkhkkkkhkhkhhhhkhkhkhhhhhkhhkhhhhhhkkkkrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
2
Task: Remove secured attribute
Enter Vault Block:vb
Enter Attribute Name:password
Secured attribute [vb::password] has been successfully removed from vault

3.2.1.9. Red Hat JBoss Enterprise Application Platform #5/X2 7 — K vault D h R ¥ LR2%
AERAITBELDICEKET S

BELENART7—RNvaut EER%ZFEHAT S I EICIA. SecurityVault DARY AEREREZFRTEIEE
TXFY,

BF

BIREGEE LT, NRAT7—RKRvault M ¥IEIEI N TWB AR L Fd ., EEMICDODWT
&, N2 —=KRAR—=)L bDEL #5RB L TLEIW,

NZT—KRvault ICARY LEEAFEHTZICIE. UTFEETLET,

. 1% —7x—2R SecurityVault s 2& 9257 S A5 ERLE T,
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2. BRIOFIENS IV ZRAEZBLEY 12— ILEEK L. 418 —7 12— D SecurityVault TH %
org.picketbox TIREFRAFRZIEEL X7,

3. LTFTOBMT vault ER%ZEBIML T, JBossEAPSRETHRY L/XRAT—Rvault ZAMICLZE
£

e code: SecurityVault #3E%& 9 %7 5 ADZTLEM B,
e module: hRY LYV ZANEEFNDEY 2 —ILDEHI,

#4723 VT, vault-options XS A= —%FEALT. NAT—Kvault DHRY LY S A %G
TEEY,

Bll: vault-options RZ A —4 —% A LIHRI LY 5 ADEMA

/core-service=vault:add( \

code="custom.vault.implementation.CustomSecurityVault", \

module="custom.vault.module", vault-options=[ \

("KEYSTORE_URL" => "PATH_TO_KEYSTORE"), \

("KEYSTORE_PASSWORD" => "MASKED_PASSWORD"), ("KEYSTORE_ALIAS" => "ALIAS"), \
("SALT" => "SALT"),("ITERATION_COUNT" => "ITERATION_COUNT"), \

("ENC_FILE_DIR" => "ENC_FILE_DIR")])

3.2.110. Y —ZADS5DXF—RA M7/ — KOG

EXT. EXTC., CMD CMDC., F7zI& CLASS XV v RiE, JavaF—RA KN T7/XRAT—RKDEHFBICDODWT
vault ERECHFERATE X9,

I <vault-option name="KEYSTORE_PASSWORD" value="[here]"

IDHEZLUTTHBALET,

{EXT}...

Zhid, ZDFFEAZ2AY Y REBRLEY, ZITO R, EEDIAYY RTT, fi:
{EXT}/usr/bin/getmypassword --section 1--query company, /ust/bin/getmypassword 1~ ~/
FaRTLET, 20Ty R, FEEAICNRRT—RERTFL, X271 —vaut DF—2
R7DIRR7—RKRELTERALET., ZDHITIE --section1 & --query company DA 7> 3 > % &
ALTWEY,

{EXTC[:expiration_in_millis]}...
EEOITY REZRLET, 2ITO, . TSIy MI74—LaATY REERITTBLDIC
Runtime.exec(String) XV v RIZEI NS, EEOIAYY RSA4VTY, AX Y NHADKRIDT
DRRAT—RELTHERINET, EXTC/NY 7 b expiration_in_millis T 1) D/ 7 — K%
FryvralEzd, 772 MDFv v aOBEWERIL O =infinity TY, 4l
{EXTC:120000}/usr/bin/getmypassword --section 1 --query company (&, ¥+ v > 2l
/usr/bin/getmypassword BNEZF NN EDINERIEL T, HANEEFNZEEE. InaFERAL
F9., HAP'RWESIK, AV RERTLTIhEF vy Va2 lCHALTERLEYS, ZOBIT
. Fvvald24 (120000 2 Y #) THETNICARY XY,

{CMD3}... or {CMDC[:expiration_in_millis]}...
— MRV P, (A7) TRYSNAEXFITY, RADEDIEFERDOIT Y KT, BINOE
PIENFA—=F—%KLET, AVTIKNYIRAZY221%[1FEHIET, NIA—F—D—F&
LTHFETZENTEZET, Fl: {CMD}Y/usr/bin/getmypassword,--section,],--query,company

{CLASS[@]jboss_module_spec]}classname[:ctorargs]

[:ctorargs] l&. 75 REMNLE :(AAOV)ILL>TRYIGNZ AT a vDXFHTYE, Zhik, 7
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S 2% ctor IEINZE T, ctorargs IEXFFOAVIREPY O—BETT, Hi:
{CLASS@org.test.passwd}org.test.passwd.ExternamPassworProvider Z Ml T &,
org.test.passwd.ExternamPassworProvider 7 5 X' org.testpasswd €Y 2 —ILH 50— RI h,
toCharArray() * Vv REFERALT/ARRT7—RZEF L FT, toCharArray() B FIAT I AWEE
I&. toString() XV v RHBMFERINFF, org.test.passwd.ExternamPassworProvider 7 Z R (ZI& T
7AWV NDAVARNZ VI —DRETT,

3.3. 0—JILR—2D T ¥tz 2 &

A—IR—RD7 V Z AFEDEKRIZDWTIE, Red Hat JBoss Enterprise Application Platform 4 2
VTFA—T—F70Fv—HA R D O—IR—ZADT7 I RH#E & EEA V5 —T 4 A~D RBAC
DEMEIaVTHPALTWET,

331 O0—ILR—RD 7V A&HEEDBEIIL

T 7 # )L b Tl&, Role-Based Access Control (RBAC) ¥ R T ANEMICAR > TWET, AMICT BIC
(&, provider B % simple 25 rbac ICEE L £7, provider [&. management £ D access-control
ERDBEMETY., chid. BECLIZFERT 2D Y—N"—D2DF 754 VDBZEICFY —N—KE
XMLZ7 74V ZimELTEITTEET, HEPDY—/N\—TRBAC = E MWL XIZBFMEL L LIHE.
YP—N—REZ)O—NLTEEZRMT 2B HY T,

—EEWMICT &, E\WIETE 2 DIE Administrator £721& SuperUser A— LD 1—H—DHERY F
T T7AIWNNTE, Y—NRN—CLEULTI VY TEITINSIGE,. B CLI I SuperUser A—JLE LT
EITINET,

B2 CLI TRBAC #BMICT BTk, 77 REERY VY — XD write-attribute ##1F T provider Bl %
rbac ICEREL F T,

RBAC #8319 % CLI

/core-service=management/access=authorization:write-attribute( \
name=provider, value=rbac)

EIE CLI TRBAC Z#EMWILICT B ICId. 7V ERER Y YV — XD write-attribute 41 T provider B4
% simple ICEREL T,

RBAC % #&3hiC 9 % CLI

/core-service=management/access=authorization:write-attribute( \
name=provider, value=simple)

HP—N=—DF T34V DHFA, XMLFZEZREL TRBAC ZBMFLIIEMICTEZIEHNTEIIEY,
INETHICIE. BEERD access-control B3R D provider BlEAREL 9. T DE% rbac IZERTE
LTEMICL., simple TEMICLET,

XML O #il

<management>
<access-control provider="rbac">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
</include>
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</role>
</role-mapping>
</access-control>
</management>

3.3.2. Permission Combination Policy DZ &

Permission Combination Policy (&, Z—H#—"EHOO—ILHAEY B TH5NTWE D E D D OFIRAE
ZRELX Y, permissive 7z ld reject ICRETE XY, T 7 4L ~& permissive TY,

permissive ICERET D&, 7V 2aVvEFAT 21— —ICO—ILAEIYHTLNTWSRE, EDT Y
YavhAHETIhE T,

rejecting ICERET 2 &, BHOO—ILAI—HF—ICEIYHETOLNTWBRIGRE., 722 avIidFash
FHA. D2FY. TORY Y —Drejecting IKREINTWVWE E, FA—HF—ICFE—DOO—ILDH%
Y LBTEZRELrHYET, R —Drejecting IKREINTWEIHE., EHOO—ILEFD>1—
F—IEBEBIOVY —IILFLIIBEECLI2ERATEEHA,

Permission Combination Policy (&, permission-combination-policy B % permissive % 7= (&
rejecting DWFNMNMIREL TERLET, Chidk, BECLIZFRATIN Y—N—DFT751 >

FEICIET—N—RREXML 771 )L ZiRE L TEITTE XY, Permission-combination-policy &M%
I& access-control EXrD—HBT. access-control 3&ld management EXRICHY 7,

Permission Combination Policy D&%

7O RAEER) VY — XD write-attribute #{E%{#EFH L T. permission-combination-policy &% & & 73
RYS—ZICKRELET,

/core-service=management/access=authorization:write-attribute( \
name=permission-combination-policy, value=POLICYNAME)

BWMRRY > —2&IL rejecting $ & U permissive IZ7 Y T,

CLI Dl

/core-service=management/access=authorization:write-attribute( \
name=permission-combination-policy, value=rejecting)

P—NR=—DF 7514 DIFE. XMLEEZRBEL T/I—I v aryDllaahtERY > — (permission
combination policy) fEZZETEX X9, INZiTDICIE. access-control BFRD permission-
combination-policy B % #fR&E L £ 7,

XML O #l

<access-control provider="rbac" permission-combination-policy="rejecting">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
</include>
</role>
</role-mapping>
</access-control>
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3.33.0—-JLDEHE

RBAC (Role-Based Access Control) ZB#MICT 2 &, BEEIA—HF—DAHFAINTVWEIAAIF. 1—H—
AEYHTHATVWEO—ILICL>TREY EFY, JBossEAPG &, A—H—BLUPTIL—TF AV /R—
Sy TOMAILEDEEERADY AT LEFRALT, 21— —d2AETZ2O0-ILERELFT,

aA—H—F, LTFOBEICO—ILICEYETLIhE ERAINET,
o O—JLICEDZA—H—E L T—BRFIND. FiE
o O—JLILEBFNDLDIL—ERRINDIIN—TDAVNR—,
e, A—F—DPUTZERITLAWVGES, 1—F—RBFO—JLICEYETOhBERAINET,
o O—IDLRATZII—H—&LT—& Fkid
o O—IALMRAINEZ—BDI/IL—TDXVNN—=TT,
BRATEELIVEBEINET,

1I—H—BLTITIN—T0O0-ILBESLIUVRADEREIF, BEIVY—ILEBECLIOmAAFEAL
THRETEET,

CDEREEETTEBDIL. SuperUser F7zi& Administrator A—)LD1—H—DH T,

3331 BECLIZAW EA—Y—O— )L EY ¥ TDE

A—H—B LTI —T0O—IbADT v EY TDREIE. role-mapping ER & L T /core-
service=management/access=authorization IC{iIiE L £ 7,

CDEREEERITTESDIL. SuperUser F7zi& Administrator O—)LD1—H—DH T,

O—J)LEY ¥ TEREDRTR
read-children-names #{E# AL T, REINZO—IILDRERY AN ZRELET,

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)
{
"outcome" => "success",
"result" => [
"Administrator",
"Deployer",
"Maintainer”,
"Monitor",
"Operator",
"SuperUser"
]
}

8% L 7c role-mapping D read-resource #{FZFEA L T, HEDO—ILDTLAFHFMZIEL T,

/core-service=management/access=authorization/role-mapping=ROLENAME :read-
resource(recursive=true)

{

"outcome" => "success",
"result” => {
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"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
}

group-SysOps" => {
"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"
}
}
}
}

HmBO—ILDEM

ZOFIETIE. B—ILD role-mapping TV b)) —%ZEBINT 2 AEZHALE T, Thid. O—ILzE&
ETDHNTODEN DY T,

add 2T, FrLLWO—LREEZEBMLET,
I /core-service=management/access=authorization/role-mapping=ROLENAME:add

e ROLENAME I&, FILWI v EY JDORREARZO—ILDOERITYT (Bl BEEAN),
CLI Dl
I /core-service=management/access=authorization/role-mapping=Auditor:add
O—JLIC include ¥ 31— —mDiEN
ZOFIETIF., 21— —%Z0O—I)LDinclude SN R MIEMT 2HEEZHBALET,

A—ILDORENITHNTVWRWEEIE., TOO—ILD role-mapping TV ) —ARIMCERTTIHE
NHYFET,

add #FzEALT. O—l, BiI—RBIKA-—Y -T2V M)—ZEMLET,

/core-service=management/access=authorization/role-mapping=ROLENAME/include= \
ALIAS:add(name=USERNAME, type=USER)

e ROLENAME I&, FREINTWZO—ILDEZEITYT, (Bl EEAN)

e ALIASIE, ZDT Y EYITD—REDARTYT, RedHat (&, user-USERNAME (f5: user-max)
BEDIAYTRAOmAGHRNEFEATLIIEEHELET,

® username &, &Y A MIEMINZ I —H—DEZEITY,
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CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=\
user-max:add(name=max, type=USER)

O—JUIC exclude ¥ 1—H—0EHN
ZOFIETIH., O—ILDOBEAY A M- —%2EBINT 5HEARBEALET,

A—ILORENTHNTWRWEEIE., TOO—ILD role-mapping TV ) —ARIMCEITTIHE
NHYFET,

add##FZFEAL T, O—IORAY A MIZI—Y—TU M) —ZEMLEXT,

/core-service=management/access=authorization/role-mapping=ROLENAME/exclude=\
ALIAS:add(name=USERNAME, type=USER)

e ROLENAME I&, FREINTWZO—ILDEREITYT., (Bl EEAN)
e USERNAME (&, FRAV X MCEMINTWE 1 —H—DHAFTY,

e ALIASIE, DTy EYITD—REDARTYT, RedHat (&, user-USERNAME (f5l: user-max)
BEDIAYTRAOmAHRUNEFERATLIIEEHELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/exclude=\
user-max:add(name=max, type=USER)

A—HF—0O— LD include ZEDYIE
COFETIE, O—-IyxvEYIISA—HF—ETVMN)—%HIRTZ2AHEEHBLET,

remove E{EAFHALTCIV M) —%HBIRLZE T,

/core-service=management/access=authorization/role-mapping=ROLENAME/include= \
ALIAS:remove

e ROLENAME (&, BREINTWVWEO—-/ILDOELEITY (fl: BEEN)

e ALIASIE, DYy EYITD—REDARTY, RedHat lE. user-USERNAME (f5l: user-max)
BREDIAY T RAOmAHRAUNEFEATLIIEE2HELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=\
user-max:remove
)z 6

BE0—ENL1—H—%HIRLTHE, I—F—R@E O RXTLDLHIKRINEHA,
2. O—ILAZFDOI—H—ICEIYLETONARVWEDICLET, O—ILIETIL—T AV
N=2y FICEDVWTKRAE L TEY Y TONSARMEI’ DY X,

-
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dA—H—0O— LD exclude FEEDHIKE
COFIETIE, A—ILxvEYIDISI—HF—RATV M) —%HIBRT DA E%=RBBLE T,

HIBRIRECIV M) —ZHIFRL X T,
/core-service=management/access=authorization/role-mapping=ROLENAME/exclude=\
ALIAS:remove

e ROLENAME I&, FREINTWZO—IILDEZEITYT, (Bl EEAN)

e ALIASIE, DYy EYITD—REDHARTY, RedHat (E. user-USERNAME (f5: user-max)
BEDIAYTRAOmAHRAUNEFERATLIIEE2HELET,

/core-service=management/access=authorization/role-mapping=Auditor/exclude=\
user-max:remove

R

MRAD—ENSI—H—ZHIRLTH, I—F—E R TLDLHIBRINEHA,
2. TOO—=IDUTZEOI—HF—ICEYHTOENZLDIIARZHITTEHY FHA,
wARELTO—ILFTIN—TA Y N=2y FIEDWTHRAIh I IHEELHY £7,

334.0-IBLta—H—-I)L—7

mgmt-users.properties 7 7 1 JLE 72i& LDAP H—/NN—DWIFhh A FH L CRIEI N1 —H—
. I—HF—TI—TDAYN—IIRZIENTEEY, 22— —JIL—FF TAUEDOI—H—IC
BYLHTBIEDTEBEEDINILTY,

RBAC Y AT ALlk, FIBT 21— —JIL—7ILGLC T, BFMICO—IILEI—H—(CEIY KBTS LD
ICSRETEZF T, . TI—TAVYN=Sy FICE WO IS —H—45BRNTEIEETE
i’a—o

mgmt-users.properties 7 7 1 L& AT 2% &. 7L — 715 IE mgmt-groups.properties 7 7 A
WICRESINE T, LDAP 2FRT 2154, JIL—71E#RIE LDAP H—/\— R EFEI 1, LDAP H—
N—DEEBICL > THEINZET,

335 BECLIZAWAZIL—7O—I)LEIY B TOERE

O—JLICEENS, FLEEO-IDPSBAINDTIL—TIF, BEIVY—ILELVEECLITHERET
XF9d, TOMEY I TR, BECLIOFERICOVWTOHARBALFT,

A—H—BLV®TIL—T0O—ILADT Y EY TDREIE. role-mapping B3R & L T /core-
service=management/access=authorization DEE API ICRIEL 9,

CDEREEERTTEXSDIL, SuperUser 7zi& Administrator A—)LD1—H—DHTT,

IJI—TO—IEY) B THREDKRTR
read-children-names #{EF# AL T, REINZO—IILDRERY AN ZRELET,

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)

{

"outcome" => "success",
"result" => [
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"Administrator",
"Deployer",
"Maintainer”,
"Monitor",
"Operator",
"SuperUser"
]
}

$E7E L 7= role-mapping D read-resource EZFA L T. HEDO— I ORLLFHZIMEL X T,

/core-service=management/access=authorization/role-mapping=\
ROLENAME:read-resource(recursive=true)
{
"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
}

group-SysOps" => {

"name" => "SysOps",

"realm" => undefined,

"type" => "GROUP"

}
}
}
}

FRO—ILDEM

ZOFIETIE. A—ILD role-mapping TV M) —%EBNT 5AE%ZHALFE T, hid. O—IL%
ETIRICITOBELIHYFET,

add 2T, FrLLWO—ILREEZEBMLET,
I /core-service=management/access=authorization/role-mapping=ROLENAME:add

JI—FIC include Shd1—H—0ENN
ZOFETIE. FIL—7T52O0—I)LDinclude SN/ X MIBMT 3 AEEHRBALF T,

A—ILDRENITHNTWRWEEIEZ., TOO—ILD role-mapping TV ) —ARIMCEITTIHE
NHYFET,

add#FAFER LT, O—JL, BM—BIC/IL—TTV M) —%BMLET,
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/core-service=management/access=authorization/role-mapping=\
ROLENAME/include=ALIAS:add(name=GROUPNAME, type=GROUP)

e ROLENAME I&, FREINTWZO—ILDEZEITYT, (Bl EEAN)
e GROUPNAME (&, investigators 72 &, @& Y X MIEMIN 2 JIL—TDERITTY,

e ALIASIE, DYy EYITD—EDHARTYT, RedHat &, group-GROUPNAME (f5l: group-
investigators) IMEDIA ) 7 ADmERAEFHT LI EEZHELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=\
group-investigators:add(name=investigators, type=GROUP)

O—JLIC exclude ¥ 3 7 IL— T DB
ZOFETIE., FJIL—7T5O0—I)L®D exclude i) XA MNIEMTEAEEHBLET,

A—ILDORENITHONTVWRWEEIE., TOO—ILD role-mapping TV b)) =& RIIIERT ZHE
BHYET,

add FAFER LT, O—IILOBRA—BIC/IL—TTV M) —%BMLET,

/core-service=management/access=authorization/role-mapping=ROLENAME/exclude=\
ALIAS:add(name=GROUPNAME, type=GROUP)

e ROLENAME (&, ®REINTWVWEHO—/ILDOELEITY (fl: BEEN)
® GROUPNAME I&, supervisors &, @& X MIBMINZ JIIL—TDEREITY,

e ALIASIE, ZDT v EYTD—REDHARTY, RedHat (&, group-GROUPNAME (f5l: group-
supervisors) IREDIA ) 7 2D E&RAUNEFRT I 2 HELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/exclude=\
group-supervisors:add(name=supervisors, type=GROUP)

JI—7—0O—IJLD include & EDHIE
ZOFETIF. O—ILIvEVYIISTIL—TEBETVN) —%5HIKRTZ2AEEFHBLET,
HIfRiEETCZ Y M) —AHIBR L EF T,

/core-service=management/access=authorization/role-mapping=ROLENAME/include= \
ALIAS:remove

e ROLENAME (&, BREINTWVWEHO—-/ILDOELEITY (fl: BEEN)

o ALIASIE, ZDTYyEYITD—REDARTY, RedHat lE. group-GROUPNAME (f5l: group-
investigators) IMEDITA ) 7 ADmERAEFHT LI EEZHELET,

CLI Dl
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/core-service=management/access=authorization/role-mapping=Auditor/include=\
group-investigators:remove

Pz -13]
BEOD—EBILTI—TAHHIBRLTE, FI—TERTFLDOLEBRINFEA, T
oo O—=IUDZOTN—TDA—HF—ICEYHTOERAVWEDICLEST, coO—)L
iE. BIEwmE /I —T01—H4—ICE8YYHTOENET,

A—H— 4TI —TD exclude T Y —DYHIE

COFETIF. O—ILIvEVYIDISTI—THRATVN) —%5HIBRT 2 AEEHBLET,

BIBRRECT U M) —ZHIRRLE S,

/core-service=management/access=authorization/role-mapping=ROLENAME/exclude=\
ALIAS:remove

e ROLENAME I&, FREINTWZO—IILDEZEITYT, (Bl EEAN)

e ALIASIE, DYy EYITD—REDARTY, RedHat lE. group-GROUPNAME (f5l: group-
supervisors) IR EDITA ) 7 ADmARAUNEFEAT LI EZHELET,

/core-service=management/access=authorization/role-mapping=Auditor/exclude=\
group-supervisors:remove

R

BRAD—EBENS I —TEEBRLTE. YATALANSEFDTIL—TIFEIBRINEE A,
T, O—=IDTI—TDAVN=ICEIY YK TONZ I EHRITBRTIEHY T
Ao RIRELTO—ILIETIL—TAVN=2y FICEDVWTRAINZEREML DY F
_a—o

3.3.6.LDAP T®D RBAC DOfFHA

LDAP T RBAC {4 2HEAK &, JBoss EAP #' LDAP T RBAC 2T 2 & D BRET 2 HEI.
JBoss EAP THow to Configure Identity Management Guide ] @ TLDAP and RBAC| €7 > 3 v %5
LTI,

337.23—7HBEINnO—-I

2d—7HEEINEO0—/LIE. EEHAO—ILDN—Ivoava5dT 31— —E&EDO—ILT
9, 7272 L. JBossEAP BETR KX A VDIDUEDHY —NR—TI—TF/IFHERA ML TOHE
AINhEzd, AA—TEEINAEZO—ILTIE., BEBEI—H—Il. REBERY—N—FI—TFLIEEKRR b
DHCHPRINZNNA—Iv o avafdE5ETIENTEET,

BE

Z2O—7HEINO—/LIE. Administrator F 7z|& SuperUser O—JLAE|IY BT HN
TWB1—H—DMERTEZXT,

IhbiE, UTOSDDHFMEICE > TEREINE T,
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o —Ef,

o N—XIIBIFEO—I,

o H—N—JI—TELERAMEHINDZNE D D

o HIRINAY—N—JI—TFLIFKEI D&,

o IRTDAI—HY—NEFNIHARAETNEINE DD, T 7 4L M false TT,

ERT 2E, AA—THEEINAAO—NVIFEBEO— I ERUAETCI—YF—BLVTIL—TICEHY HT
B5ZEDNTEET,

A2d—THEINLO—ILEERLTE, ILWARA—I v a3V AEERETDHIEFITEEFHA, AO—
THREINZO—IE FIRINAZRI-THTHEEOO—ILDONRA—I vy 3V E#ERT HEEICDH
FRTEET, LEAE RAO—THB/EINZO-IE, B—DH—N—FIL—TIZHIEIhTWS
Deployer A—JLICEDW TR TE T,

O—JLiCiE. LTFO220RA—TDHAEFERATEET,

RAMRO—TEEO—NL
RARMNZO—HEEO—ILIEZ, FOO—IILDNN—I v a VIFBE—FHI3ERORA MIEIRI 1
9, 2FY., PV ECREEET S /host=*/ )V —Y ) —ITIREINZT T, HDEKRRANIEE
DYY—RIFFRRICHKRY FT,

Y—N—JI—F2a—TiEEO—I
H—N=F)—T2aA—THEEO—ILIX. ZOO—ILDNN—Iv > ava1DULEDHY—N—=4)L—
TICHIRLET, F/o O—ILD/NR—3 v >3 vid, $BE L server-groups ICEEIF 5h7- 70O
F2740, YTV ML YT AT T—T, $—N—FE. LY —N"—1) Y —IEHEFAHX
nNEd, Y—N\—JII—FICHEMICEEL TWAWEDOREOY T Y — &, 2 —H—ICiF
REBTETFEHA.

3371LBH CLIALORIO—SEEINhAZO—ILDE

B

CDEREEETTESDIL, SuperUser F72lE Administrator D—)LD 1 —H—DH T
ER

FLLWRAO—TEEXIh/-O—I/ILDE
2OA—THREINALO—ILERLICEMNT 5I1ICIF. ULTOREETOIVELHY FT,

/core-service=management/access=authorization/server-group-scoped-role=\
NEW-SCOPED-ROLE:add(base-role=BASE-ROLE, server-groups=[SERVER-GROUP-NAME])

I /core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:add

NEW-SCOPED-ROLE, BASE-ROLE. & & U SERVER-GROUP-NAME Z @7 ERICE S #A X
ER

Z2A—FEEOQO—ITYEY TORTIS I CEE
Z2A—7O— DM (A N—%2ET) &, ROATY RERTTDHIETRRTEET,
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/core-service=management/access=authorization/role-mapping=\
NEW-SCOPED-ROLE:read-resource(recursive=true)

NEW-SCOPED-ROLE %A@t BERICE IR A T,

2AOA—THEEO—IOFMEIRET 5 I1C1X. write-attribute Y Y RAFRHTIXEY, UTICHlESRL
i’a—o

/core-service=management/access=authorization/role-mapping=\
NEW-SCOPED-ROLE:write-attribute(name=include-all, value=true)

NEW-SCOPED-ROLE # @R ERICE IR A T,
Z2a—7iEEa—-ILOHIEk

/core-service=management/access=authorization/role-mapping=\
NEW-SCOPED-ROLE:remove

/core-service=management/access=authorization/server-group-scoped-role=\
NEW-SCOPED-ROLE:remove

NEW-SCOPED-ROLE %A@t ERICE IR A T,

BF

A—HF—FHETIN—THAEYLTONTWVWBES, RAO—7EEO0—IL ZYIBTEF
TA,. ZMCO—ILDEY LTEERLTHS, RA—THBEO—ILEHIKBRLET,

A—Y—0BME L CHIER
Z2A—TEEA—IADQI—HF—DBME L VCHIRIE ZEO—LDEMEHKRERLC 7O RICKWE
_a—o

33 72.BBOVY—IHALDRAOA—TIEEO—ILDEE

CDEREEERTTEDDIL, SuperUser F7zi& Administrator A—)LD1—H—DH T

BEAVY—I)ILOROA—THEEO—IFZRER. UTOFIETHERRETETET,
L BRIy —IAOJ14 v LET,
2. BB YTEV )Y I LEY
3 ERO PV ERGEA A=2—T, O—ILOFYHT HERLET,
4. A=)V §TEERLTHS, ZOHRD RA—FO—IL ¥ T%ZRLET,
FEEOYY —I)LD ScopedRoles /¥ a vid, BAFREINTVWSIRI—TIREO—ILDY X DE

FNdT—TJIE, T—TITREZBRINTWSO—-I)LDOFEMAERRT S Selection /SRILD 2 DD
FARITY 7THERINET,
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AA—THREO—IDRESI RV 2RTITBFIRIRDEEY TT,

mLWRIO-TEEShcO—)LOEN
L BEIOYY—LAOTM4 v LET,
2 O0—N 470 23—FO—-VBEICFES—MLET,
3.Add%E7Y)y I LEY, RA—TO—IOBM ¥4 7O NRRINET,
4. UTOFMZEELTT,
e Name: RI—7HREDH L LWO—ILDO—BDH&H,
e BaseRolee 2OO—ILA/N—I v aviaExICTEHO0—),
o ZDA—IIERANFLRBY—N=TIL—TDELLICHIRT 20% AN LFT,

e 20—, O—IAHIRINTVWEIRRAMELEY—N=TIL—TD)Z b, BHOTV
M)—ZBRTEIY,

o ZDO—INICITRTODA—H—IPEHMICSEITNIBAIE. ITRTEEHTT., 74/
N no TY,

5 &EFEZIVYITRESA4T7ATMEAL, HLLERINO—LADT—TLICRTINE
-a—o

Z2A—FfEEIhEO0-ILDEE
L BEOYyY—IAOd14 v LET,
2. O 470 RaA—TaO— I EEIcFESY—MNLE T,

3. T—J7ILCHRETZENORI—O0-ILEI) vy I LET., TOA—ILOFEMIZ. ROTFOD
EIR AR IVICKRRINET,

4. R ARV TEEZ7) v LFET, BRAARILDREE—NICRAYZET,

5. EEISFMEEHLC, Save N9 %20 Y v I LFT, BR/ARIVERIOREICREY £
T, BR ARV EROWAIC, FHLLEHRINALFHEIRRIINE S,

2OA—TEEINAZO— I AV IR—DKER

L BEOYyY—IAOT14 Y LET,

2. O 470 RaA—TO— I EEIcFESY—MNLE T,

3. T—7IAROBMDRAI—TO0—ILEI Yy I LTD AVNR—%RRL, AVIR—%D 1)y
JLET, A=ILD AVNR=FA47A7HhRRINET, O—JILILEEFN D, FEFO—-ILH
SBAINEZI—H - I—THRRINET,

4. ZORBEROERIERTLEL, BT 27y I LET,

Z2—7iREO—ILOHIER

L BEOYyY—IAOd14 v LET,
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2. 0—-)4%70 RaA—7O—J EEICFESY— M LE T,
3. —7IET, HIBRTZRO—TEEO—ILEZBIRLET,
4. Remove R VA Yw oy LET, AA—O0—IILDEIE YA 7O ARRIINET,

5. HREVVvILET, 47O 7D, O—LDHIBRINET,

BF

A—HF—FHEF TN —THAEY L TONTWBIES, AO—7EEO0—IL Z4IBTE %
TA,. ZMCO—ILDEY LTEEKRLTHS, ROA—THBEO—ILEHIKBRLET,

A—Y—0ENE L CHIER

AA—TEEA—IADI—HF—DBME L VCHIKRIE ZEEO—IILOEMEERERLC 7O IR WVE
¥, I—HY—DRA-—TBEO—IEEHFTIE. UTFEERTLET,

L BBy —IAOT1VLET,

2. BB Y TEV )Y I LET

3 ERO PV ERGEA A=2—T, O—ILOFYHT EFRLET,
4. A—Y—485Tx50Yv I LFET,

5 T—7I o BHOI—HY—%ZRLET,

6. BRtE/>avcwEsVY v I LET

7. BHOO— I ZEN/EIKRLES BREZV YV ILET,

3.3.8. HlHIDERE

3.3.8.1. BRERKIDKE

BTSN, MBETHDEARINDYY—ADEY MEERXLET, BF. BHE) Y —2 &3,
IRAT—RRBREOMBEDY Y —RP, 2y NT—F V7, IVMERE. YATLTANTF 4 —12ED
HP—N—ICERBRFELFZD)Y—RADZETY, 7IV/ERAFE AT LEREEETHDERLX
nEFd, VY—ROHEBMEIZ, E0oO—ILAFEDNDY Y —ADHHY., EX1AH, FIET7 KL RIE
ETCEXHINEFHRLET,

MR MEHIHRIER TE |X /core-service=management/access=authorization/constraint=sensitivity-
classification ICH Y £ 9,

BEEETIAT, ThZThOBEESINESEE LTHEHINSIhET, 28RBS IV —TbIhZx
T, BEEICOEINLIDDAENEFNTWVWET,

KEMEHINZRET 21, write-attribute #1F % £ L T configured-requires-read. configured-
requires-write, configured-requires-addressable B4R EL 9., BIEDY A TEHBEIRET
BICIE, BUHDEZ true IKRELE T, BEICLAWEEIIEZ false ICRELE T, 774 KT
&, CNSDOBMIFEREINT, default-requires-read. default-requires-write. default-requires-
addressable DENMEAINE T, JRELLBENSBERAIND E. 774 MTIERL, ZOEIMER
INFET, TIAIMEFEETETI A,

Bl AEY S RFLTONT 1 —BBEREICT S
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/core-service=management/access=authorization/constraint=\

sensitivity-classification/type=core/classification=\

system-property:write-attribute(name=configured-requires-read, \

value=true)

R

/core-service=management/access=authorization/constraint=\

sensitivity-classification/type=core/classification=\

system-property:read-resource

{

"outcome" => "success",

"result” => {

"configured-requires-addressable" => undefined,
"configured-requires-read" => true,
"configured-requires-write" => undefined,
"default-requires-addressable” => false,
"default-requires-read" => false,
"default-requires-write" => true,

"applies-to" => {

"/core-service=platform-mbean/type=runtime" => undefined,
"/system-property=""=> undefined,

"/" => undefined

}
}
}

INSOBMOEREICHLUT, 00— EDRIEAETTEEINARORICEHLET,

RITHEBEMFHHEDORR

&

true

false

3.382. 7V 5r—23a v )Y—2HHDEE

requires-read

AR ST TY,
Auditor.

Administrator,
SuperUser M & % 5+ BX
ZENTEET,

FARY FHEETIEH Y
FHA, INTOEE
A—H—HFHIY ATEE
TY,

requires-write

EZXAHIHETT,
Administrator & & U
SuperUser D& HE X354
HFRET T,

EXAHIIHETIEHY
Ft A, Maintainer,
Administrator, & & U
SuperUser M & HE X354
HARETY, Fie,
Deployer i3V —X %
TV r—=vav)y—
ARELTRRAETEIED
TEEY,

requires-addressable

7 KL RIEEIFHEERT
¥, Auditor,
Administrator,
SuperUser D& A7 K L
ZEETEET,

7 RLRIEEEHE TR
HYELA, TRTOE
B1—H—A7 KL R
ETXET,
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7TV r—2av )Y —EKWE, BEIXT7 ) r—raved—ER07704 XAV MIEET S
V=2, Bl BIUCBEOEY MEEHELFT, 77U r—2a v V—REHIEMLEINDS
&, Deployer A—)LOEEI—H—|l, BAIND Y —ZANDT7 I EANMGEINIT,

7Y r—2 3 VEIREREL /core-
service=management/access=authorization/constraint=application-classification/ ICH Y £,

EPTUL—av Y —ERHEE LTHBISNET, DRI TICIL—FInET, 8
BEICHEINL 14 DXENEENTVET, SHEICIE apply-to BRAHY 3., ThEHERE
BRI NB 29—V D—ETT,

FI7AIMTIE,. BRI >TWBM—DT7 ) r—2a v )Y —XA0OKEIX 37 T, ATICIE,
FTAAAY N, TTAAA Y NF ==L A, BLOTFTOM XAV MNEEDPEFTNE T,

TINr—23 v )Y —GMIIT BITIE, write-attribute /E%=FH L T, 9%ED configured-
application Bl % true ICRELET, 7Y Tr—>a v ) Y—R&\BICT 2. COBMEE
false ICBRELE T, T 74 MTR, ThoDBEMIFBREINT. default-application BHEDE L E A
INFET, TITAIMEFEETETI A,

logger-profile 7 ) r—>a v )Y —AD5EEEMICT S

/core-service=management/access=authorization/constraint=\
application-classification/type=logging/classification=\
logging-profile:write-attribute(name=configured-application, \
value=true)

R

/core-service=management/access=authorization/constraint=\
application-classification/type=logging/classification=\
logging-profile:read-resource

{

"outcome" => "success",
"result” => {
"configured-application" => true,
"default-application" => false,
"applies-to" => {"/subsystem=logging/logging-profile="" => undefined}

}

BF

TFVr—23 V) Y—EHKIE. TOREIC—BTE2IRTOY Y —RICHEAINZE
9, =& ZIE. Deployer 1—H'—Il, 27—V —RA)Y—ZANDT7 IV R%FHFTL
T. ACT—=9R=ZADBDY Y —ZAADT IV 2R %EETZIEIETEEEA, D
LRIVODEENBERIGEIE. BRZY—N—JI—TFT)Y—R%EHREL. TIL—7
TEILERDZAOA—TIEED Deployer A—ILEERT 2 Z ENWREINFE T,

3.3.8.3. Vault X &I D%
T2 MTIE, vaut RDFHAHAEZ I BRIETT, Vaut RGN ERET D&, TS DOBRIEOWT

NAFLIIWMAZIRBICKRETEEY, COHWNEZEETZE. LYEZ<DA—ILT vault RDFH
EIDHREICAYET,
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Vault X #l#91d /core-service=management/access=authorization/constraint=vault-expression IZ

HYyFET,

Vault XFH A FRET 5 ICIE. write-attribute #/F% {1 L T configured-requires-write &
configured-requires-read DfE% true X7 false ICRELEF T, T 74N MNTRENSIFREIN
9. default-requires-read & default-requires-write DIENFRAINE T, T 74 MEKEETE
A,

vault ANDE X IAH & IFRBTEIEICT S

/core-service=management/access=authorization/constraint=\
vault-expression:write-attribute(name=configured-requires-write, \
value=false)

R

/core-service=management/access=authorization/constraint=\
vault-expression:read-resource

{

"outcome" => "success",

"result" => {
"configured-requires-read" => undefined,
"configured-requires-write" => false,
"default-requires-read" => true,
"default-requires-write" => true

}

}

COREIKLT, EOA—UINR—I bXDZEARY EEZRAHZRITTEINZRDORICENLE
ER

#<3.2 vault AHHIOFERBR

& requires-read requires-write

true FAIY BRIEIEETY, EXAHBRERIEETT,
Auditor, Administrator, & & Administrator & & U SuperUser
SuperUser DHEFHHINB I EHD DHHNEZAHAHETT,
TXXY,

false FAMYBEEIEETREHLY FE EIAHREEEIEREBETEHY FE
ho TRTOBEEI—Y—IEF5H Ao, Monitor, Administrator, &
EY AERET Y, & U SuperUser £ X AHATHET

¥, Deployer (&, vault XH»7 7
Do—2av )Y —RICHB%E
IKEEZIAHATRETT,

3384. 7V r—2av )y —RENICEAT 25ESHR

Y477 -fB: 704 AV b -F—R—L 4
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547

547

547

47

47

58

T 7 4L K true

PATH: /deployment-overlay=*
PATH: /deployment=*

PATH: /

upload-deployment-stream. full-replace-deployment. upload-deployment-url, upload-
deployment-bytes

T—IV—R-BE|T—HIV—R

T 7 4 b false

PATH: /deployment=*/subdeployment=*/subsystem=datasources/data-source=*
/N R: /subsystem=datasources/data-source=*
/subsystem=datasources/data-source=ExampleDS

PATH: /deployment=*/subsystem=datasources/data-source=*

T—4Y—2R - 35jdbc-driver

T 7 A b false

/N /subsystem=datasources/jdbc-driver=*

T—4 Y —2R - 3H:xa-data-source

T 7 4 b:false

/N R: /subsystem=datasources/xa-data-source=*

PATH: /deployment=*/subsystem=datasources/xa-data-source=*

PATH: /deployment=*/subdeployment=*/subsystem=datasources/xa-data-source=*
ao¥yJ/-a8: 04—

T 7 A b:false

/N R /subsystem=logging/logger=*

/N R /subsystem=logging/logging-profile=*/logger=*

T—4 Y —2R - 38:logging-profile

T 7 4 b false

/N R /subsystem=logging/logging-profile=*

A=l -FEA-NEYy>ay

F 7 #J)b b false
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e /XR:/subsystem=mail/mail-session=*
AT X=—IV T -9RB N1 VT74VT
o F 7L false

e /\R:/subsystem=naming/binding=*

4 4 Tresource-adapters- £ ¥H:resource-adapters

o F 7L false

e /\R:/subsystem=resource-adapters/resource-adapter=*
Y47 xa)VF71—-98 X271 —FKXq1>

o F 7Lk false

e /NR:/subsystem = security/security-domain = *

3.3.85. #EMHINICEAYT 25EHBR

477 -J| 7 EREHEA

® requires-addressable: true

® requires-read: true

® requires-write: true

® PATH: /core-service=management/access=authorization

e /\R:/subsystem = jmx [&M:non-core-mbean-sensitive-sensitive
47 A7 -] ILTIv

® requires-addressable: false

® requires-read: true

® requires-write: true

® /X2R:/subsystem = mail/mail-session = */server = pop3 BM: 21— —%, /AT —NK
® /XR:/subsystem = mail/mail-session = */server = imap BM: 1 —H—%&%, /XXT7—NK

e /\X:/subsystem = datasources/xa-data-source = * [@f¥:user-name. recovery-username,

password. recovery-password

e /\R:/subsystem=mail/mail-session=*/custom=* ATTRIBUTE: username, password
e /\R:/subsystem=datasources/data-source=*" ATTRIBUTE: user-name, password
e /\R:/subsystem=remoting/remote-outbound-connection=*" ATTRIBUTE: username

e /XR:/subsystem = mail/mail-session = */server = smtp Bf: 2 —H'—%&., /XA —RK
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547

547

547

60

/X R:/subsystem = web/connector = */configuration = ss| Bt: ¥F—T 4 ) 7 X, /A7 —FK

/N R:/subsystem = resource-adapters/resource-adapter = */connection-definitions = * " J&
:recovery-username. recovery-password

A7 -98¥: KAq>varyhaA—5—
requires-addressable: false
requires-read: false

requires-write: true

A7 -DE: KXM4 V%
requires-addressable: false
requires-read: false

requires-write: true

a7 - 98 ik
requires-addressable: false
requires-read: false
requires-write: true

PATH: /extension=*

a7 - 48jvm
requires-addressable: false
requires-read: false
requires-write: true

PATH: /core-service=platform-mbean/type=runtime ATTRIBUTE: input-arguments, boot-
class-path, class-path, boot-class-path-supported, library-path

A7 -S| ER-AV9—TxM4R

requires-addressable: false

requires-read: false

requires-write: true
/core-service=management/management-interface=native-interface

/core-service=management/management-interface=http-interface

A7 -9\ a2 Nwa—54>Y5
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® requires-addressable: false
® requires-read: false
® requires-write: true

® PATH: /core-service=module-loading

4T A7 - Ny F
® requires-addressable: false
® requires-read: false
® requires-write: true
® PATH: /core-service=patching/addon=*
® PATH: /core-service=patching/layer=*"

® PATH: /core-service=patching

44 7: A7 - H¥:read-whole-config

® requires-addressable: false

® requires-read: true

® requires-write: true

® PATH: / OPERATION: read-config-as-xml

AT A7 - DB X1V FT1—KALY

® requires-addressable: true

® requires-read: true

® requires-write: true

® /NR:/subsystem = security/security-domain = *

¥4 7. A7 - H¥:security-domain-ref

® requires-addressable: true

® requires-read: true

® requires-write: true

e /NR:/subsystem=datasources/xa-data-source=* ATTRIBUTE: security-domain
o /NR:/subsystem=datasources/data-source=* ATTRIBUTE: security-domain

e /\X:/subsystem = ejb3 [EM:default-security-domain
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/X R:/subsystem = resource-adapters/resource-adapter = */connection-definitions = * |&
% :security-domain. recovery- security-domain. security-application. security-domain-and-
application

A4 A7 -9\ X1V 5714—-LILLA

requires-addressable: true
requires-read: true
requires-write: true

PATH: /core-service=management/security-realm=*

¥4 7. A7 - H¥:security-realm-ref

requires-addressable: true

requires-read: true

requires-write: true

/N R:/subsystem = remoting/connectedor = * [@f4:security-realm

PATH: /core-service=management/management-interface=native-interface ATTRIBUTE:
security-realm

PATH: /core-service=management/management-interface=http-interface ATTRIBUTE:
security-realm

/N R:/subsystem = remoteing/remote-outbound-connection = * [&4:security-realm

A4 A7 -9\ X1V F5F14—-K—I bk

requires-addressable: false
requires-read: false
requires-write: true

PATH: /core-service=vault

Y4 A7 -pE|Y—ERAVFTF—

requires-addressable: false
requires-read: false
requires-write: true

PATH: /core-service=service-container

AT A7 -9\ R FyvT>ayv b
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requires-read: false
requires-write: false

PATH: / ATTRIBUTE: take-snapshot, list-snapshots, delete-snapshot

44 7: a7 - H¥:socket-binding-ref

requires-addressable: false

requires-read: false

requires-write: false

/N R:/subsystem = mail/mail-session = */server = pop3 [&4: outbound-socket-binding-ref

/N R:/subsystem = mail/mail-session = */server = imap [@: outbound-socket-binding-ref

/X R:/subsystem = remoting/connectedor =* @M4: Vv kXA VT4

/N R /subsystem=web/connector=* ATTRIBUTE: socket-binding

/N R:/subsystem = remoting/local-outbound-connection = * [E4: outbound-socket-binding-ref

PATH: /socket-binding-group=*/local-destination-outbound-socket-binding=* ATTRIBUTE:
socket-binding-ref

/N R:/subsystem = remoteing/remote-outbound-connection = * [@4: outbound-socket-
binding-ref

/N R:/subsystem = mail/mail-session = */server = smtp [&%: outbound-socket-binding-ref

/N R :/subsystem = transaction J&:process-id-socket-binding. status-socket-binding.
socket-binding

44 77 - H¥:socket-config

requires-addressable: false

requires-read: false

requires-write: true

PATH: /interface=* OPERATION: resolve-internet-address

PATH: /core-service=management/management-interface=native-interface ATTRIBUTE: port,
interface, socket-binding

PATH: /socket-binding-group=*

PATH: /core-service=management/management-interface=http-interface ATTRIBUTE: port,
secure-port, interface, secure-socket-binding, socket-binding

PATH: / OPERATION: resolve-internet-address

/N /subsystem = transactions J&%:process-id-socket-max-ports
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A4 A7 -9\ ORAFL-TaAnT1—

requires-addressable: false

requires-read: false

requires-write: true

PATH: /core-service=platform-mbean/type=runtime ATTRIBUTE: system-properties
PATH: /system-property=*

PATH: / OPERATION: resolve-expression

AT T—I9Y—R -9 FT—H9Y—X-EXx2V)571—

requires-addressable: false
requires-read: true
requires-write: true

/N R:/subsystem = datasources/xa-data-source = * @t 1 —H—H, ¥V T 1 —RKXA
VNIAW SVESN

/N R:/subsystem = datasources/data-source = * @M A —H'—HK, EFaUF1—RKRAAL 2,
INAT—R

44 Tjdr- 5%&E:jdr

requires-addressable: false
requires-read: false
requires-write: true

INZR:/subsystem = jdr #{E:generate-jdr-report

& 4 7:jmx- 9 jmx

requires-addressable: false
requires-read: false
requires-write: true

/N R:/subsystem = jmx

4 T A—JU - 3 mail-server-security
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requires-read: false
requires-write: true

/N R:/subsystem = mail/mail-session = */server = pop3 &4 username. tls. ssl. password
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e /\R:/subsystem = mail/mail-session = */server = imap BM: 1 —H'—%. tls. ssl. /NXAT7—FK
e /NR:/subsystem = mail/mail-session = /custom = B 1 —H—H&, tls, ssl. /NZAT—FK
e /\R:/subsystem = mail/mail-session = */server = smtp Bf: 1 —H—%, tls. ssl. /AT —F
B4 T x—I VT - H8Ejndi-view
® requires-addressable: false
® requires-read: true
® requires-write: true
e /\X:/subsystem =naming #&4E:jndi-view
AT X—=IV T - 9B R—IV T -1’ M T4vYT
® requires-addressable: false
® requires-read: false
® requires-write: false
e /\R:/subsystem=naming/binding=*
AT VE—TFTAVI -8R IVE—FT4V7-FaV714—
® requires-addressable: false
® requires-read: true
® requires-write: true
e /VX:/subsystem = remoteing/connector = * BM: BREE7ONA ¥ —, ¥ 2 UF1—LI A

e /\R:/subsystem = remoteing/remote-outbound-connection = * [E4#:username. security-
realm

e /\R:/subsystem=remoting/connector=*/security=sasl

4 4 Tresource-adapters- ¥H:resource-adapter-security
® requires-addressable: false
® requires-read: true
® requires-write: true
e /\X:/subsystem = resource-adapters/resource-adapter = */connection-definitions = * [&

4 :security-domain. recovery-username. recovery-security-domain, security-application.
security-domain-and-application. recovery- /N2 7 — K

Y4 T X2V T1—-pE To-EX2 YT 14—

® requires-addressable: false
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requires-read: true
requires-write: true

/N R:/subsystem = security [E¥:deep-copy-subject-mode

4 4 7:web- £ ¥H:web-access-log

requires-addressable: false
requires-read: false
requires-write: false

/N /subsystem=web/virtual-server=*/configuration=access-log

4 4 T:web- 93:web-connector

requires-addressable: false
requires-read: false
requires-write: false

/N /subsystem=web/connector=*

44 T:web- 35:web-ssl

requires-addressable: false
requires-read: true
requires-write: true

/N R /subsystem=web/connector=*/configuration=ss|

4 4 F:web- 95:web-sso

requires-addressable: false
requires-read: true
requires-write: true

/N R /subsystem=web/virtual-server=*/configuration=sso

4 4 F:web- 95:web-valve

66

requires-addressable: false
requires-read: false
requires-write: false

/N /subsystem=web/valve=*
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