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BADRITH D7D, BHOATA VAN AL EZTRIZDOA7AVEY2a—ILE2FHETIUNENHY
9., UTORTIEENT ) o\ IVEFRAL, LTy v IIbAEENEZFT—9 T 774 ESBL
i-a_o


1. Configuring Server Identity (Host) Security Domain
2. Configuring Web Application Security Domain
3. Configuring Relevant System Properties
https://access.redhat.com/documentation/ja-JP/JBoss_Enterprise_Application_Platform/6.4/html-single/Administration_and_Configuration_Guide/index.html#sect-The_Management_CLI
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Y—NR—TFPATUT14T14—EF2VT1— ALV %EEKT 5 CLI DI

I /subsystem=security/security-domain=host:add(cache-type=default)

I /subsystem=security/security-domain=host/authentication=classic:add

/subsystem=security/security-domain=host/authentication=classic/login-module=Kerberos:add( \
code=Kerberos, \
flag=required, \
module-options=[ \
("storeKey"=>"true"), \
("refreshKrb5Config"=>"true"), \
("useKeyTab"=>"true"), \
("principal"=>"host/testserver@MY_REALM"), \
(
(
(

"keyTab"=>"/home/username/service.keytab"), \
"doNotPrompt"=>"true"), \
"debug"=>"false") \

1)
I reload
R D XML

<security-domain name="host" cache-type="default">
<authentication>
<login-module code="Kerberos" flag="required">
<module-option name="storeKey" value="true"/>
<module-option name="useKeyTab" value="true"/>
<module-option name="principal" value="host/testserver@MY_REALM"/>
<module-option name="keyTab" value="/home/username/service.keytab"/>
<module-option name="doNotPrompt" value="true"/>
<module-option name="debug" value="false"/>
</login-module>
</authentication>
</security-domain>

IBM JDK %{FF L TW3HE,. Kerberos EVa—ILDA T a3 VIdERY F

¥, jboss.security.disable.secdomain.option ¥ 27 A 7O/XF 14— true ICRETILELNHY F
¥ (Relevant Y27 L7 0O/NT 4 —DHE 2SRLTKLEIW) , IS5, OTAVEV 21— %Z
TOLIICEHTI2HMENHY T,

IBM JDK Dl

<security-domain name="host" cache-type="default">
<authentication>
<login-module code="Kerberos" flag="required">
<module-option name="principal" value="HTTP/testserver@MY_REALM"/>
<module-option name="credsType" value="acceptor"/>
<module-option name="useKeytab" value="file:///root/keytab"/>
</login-module>
</authentication>
</security-domain>


3. Configuring Relevant System Properties

Red Hat JBoss Enterprise Application Platform 6.4 Kerberos T SSO %#:%%E9 % Ak

Kerberos A7 4 Y EYV 2a—ILDEREA T a DL X MME TRed Hat JBoss Enterprise
Application Platform6 ¥ 21 74 —H4 Kl ZSRLTKEI W,

21.42.2Web 7 7Y 5r—>avtExa)y T4 — KX VDL

web 7Y —avtexal) T4 — KA VIE BROI—H—% KDC IZF L CEREET 220 IC{F
BINEFd, 2—¥—0DRAEICREIRLEE 12074 VEV1—IHIRETHY, 1—H—IEA
TEO0-ILERETDHENVETY, BEF. FETI—H—%2O0—-IIIT Y TT % <mapping> %
BMLAEY, 2—HF—%20—-IIKXy 792 20BOQ7AVEY1—ILEEBINT 2R E,. BROFE
TRETEET,

UTFIE, web 77U —oavtexal)T4—RAAVDOFIIRY T,

Y—NR—TFPATUT14T14—EF2VT1— XAV %EEKT S CLI DI

I /subsystem=security/security-domain=app-spnego:add(cache-type=default)
I /subsystem=security/security-domain=app-spnego/authentication=classic:add

/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:add( \
code=SPNEGO, \
flag=required, \
module-options=[ \
("serverSecurityDomain"=>"host") \

)
I reload
R0 XML

<security-domain name="app-spnego" cache-type="default">
<authentication>
<!-- Check the username and password -->
<login-module code="SPNEGQ" flag="required">
<module-option name="serverSecurityDomain" value="host"/>
</login-module>
<!-- Second login module to search for roles -->
</authentication>
<!l-- Alternatively, a 'mapping’ element may be added instead of a second login module to map users
to roles-->
</security-domain>

SPNEGO OV A VEY 1 —IDREA T arDmeiL—EIE, [Red Hat JBoss Enterprise
Application Platform6 ¥ 21 74 —H4 Rl ZSRLTLEI W,
2143.3FE T RAFLTONRT 1 —DE%

JBoss EAP 6 I, Kerberos —/N\—ADEMHICEAET Z VAT ALATOANT A —BRET HHBEAIRMEL

F9., KDC. Kerberos KXA Vv, LV XYy NT—VBEIHLT. UTFOYRFLTONRTF 14—
B (FEFTBE)IZRY FT,
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https://access.redhat.com/documentation/ja-JP/JBoss_Enterprise_Application_Platform/6.4/html/Security_Guide/appe-Reference.html#topic4732_kerberos
https://access.redhat.com/documentation/ja-JP/JBoss_Enterprise_Application_Platform/6.4/html/Security_Guide/appe-Reference.html#topic4732_spnego

#52% KERBEROS % {#fH L 7= RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6 TM SSO DX EHZE

<system-properties>
<property name="java.security.krb5.kdc" value="mykdc.mydomain"/>
<property name="java.security.krb5.realm" value="MY_REALM"/>
<property name="java.security.krb5.conf" value="/path/to/krb5.conf"/>
<property name="jboss.security.disable.secdomain.option" value="true"/>
<property name="sun.security.krb5.debug" value="false"/>
</system-properties>

& B4

java.security.krb5.kdc KDC DRR k4,

java.security.krb5.realm LIV LADER]

java.security.krb5.conf %7 krb5.conf 7 7 1 JLAD/RZ,
jboss.security.disable.secdomain.option true ICEXEY % &. jboss.security.security_domain

A4 YvEYVa—-—INAT arvorxa)F4—K
A YTEESINALOTAEY 2—ILADBEENREM
MEMICRY £F, IBMIDK 2ERT 35S true
ICERET2RENHY FT,

sun.security.krb5.debug true DIFE. TNV TE—RKPEMICAY ET,

pa )

TI7AIRNTI, EFa2) T4 —RAAVICERINAEZEOTA VEYV 21— ILICEEN
IC jboss.security.security_domain €Y 12—/ F T a UHABIMINTWERELHY
F9, COATvavid, BHMOF T2 avOANERINDILDICFv /%4750
TJAVEY2a—I)LTIIBEENINRELZE T, IBMKerberos OV A VY EY 2 —I)LTH B
com.ibm.security.auth.module.Krb5LoginModule (2D & 52074 VEL 2 —)LD 1
DTY, COEYV2A—NFTYavaBIMY BEF%EMNICT SICIE. JBoss EAP 6 D
HCEIRFFIC jboss.security.disable.secdomain.option & 2 7 A 7O/XF 1 —% true ICERE
LEd., ThzETHIKE, BECL FAREEIY Y —IILAERAL T <system-
properties> 23X E 9 % h'. -Djboss.security.disable.secdomain.option=true % &)/
SA—=H—ITBMLET,

VRATFALATONRT 4 —DFREICET ZEMIE. [Red Hat JBoss Enterprise Application Platform 6 &2
HARI O MBECLIAZFERALAYRATALATONRT 4 —DRE] 2BRBLTLEI,

215.Web 7 7 s —> 3 v DERE
LX) T4 —RAAUDEREINLS, Kerberos RiFABMICT B0, BREL-EF) T 14—
KX VEFRTZEO Wb 7N r—a Vv aRETINELNHYET, 7T Sr—2aVICUTF
DEHEITOLELHY 9,

1. SPNEGO EREEX VYV v R%&{FEAHT % web.xml DEXE

2. BEINcEF2 )T 14— RNAA U EFERT 3 jboss-web.xml DEETE

3. JBoss Negotiation {KFERDT 7O A X~ hADEBEM

1


https://access.redhat.com/documentation/ja-JP/JBoss_Enterprise_Application_Platform/6.4/html-single/Administration_and_Configuration_Guide/index.html#Configure_System_Properties_Using_the_Management_CLI
1. Configuring the web.xml to Use the SPNEGO Authentication Method
2. Configuring the jboss-web.xml to Use the Configured Security Domain
3. Adding the JBoss Negotiation Dependencies to the Deployment

Red Hat JBoss Enterprise Application Platform 6.4 Kerberos T SSO %#:%%E9 % Ak

FPI)Vr—o a3 vAaZEBRLEE, JBossEAP6 A VY RY VAIICTF7O4 L TEREEIC Kerberos A
B5ZEDNTEET,

2.15.1.1.SPNEGOSRE X Vv K& {§H T % web.xml DEE
web.xml 7 7 1 JLICIZUTHAEENZREAHY F T,

o t¥aTAFEEH®D URL /XY —>IIT v 7§ % <url-pattern> 1S £ 1 % <web-resource-
collection> % D <security-constraint>, {£=T. <security-constraint> [CEFRIS 20—
JL7%BASE ¥ % <auth-constraint> 2 EH3 2 HTEXE T,

e <auth-constraint> ICO—JLAMEEINTWBIHE., INH5OO—)L% <security-role> TEZH
TEIRELHY XY,

<security-constraint> & & U' <security-role> 2X%ZFH7 5 &, BEEFIFURL NNy —rBLTO—
WERICHRINAEEEITEFNROESEEZY b7y T TEEY, Thit&Y, YY—REEF2
)74 —CRETZIENTE, RELBRVWIEETEET,

fl: web.xml 7 7 1 JL

<web-app>
<display-name>App1</display-name>
<description>App1</description>
<!-- Define a security constraint that requires the All role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>exampleWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>All</role-name>
</auth-constraint>
</security-constraint>
<!-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>SPNEGO</realm-name>
</login-config>
<!-- Security roles referenced by this web application -->
<security-role>
<description>Role required to log in to the Application</description>
<role-name>All</role-name>
</security-role>
</web-app>

215228 EXNtEX21 ) T4 —RKAA V% FEHAT S jboss-web.xml DEEE
jposs-web.xml 7 7 1 JUICIZLLTFHABETT,
o FRRIF/LIEARICEAINSGEX1Y) 71— RKXAV%EIBET % <security-domain>,

]

® NegotiationAuthenticator /XL 79 S A& FERAT % & 5 ICERE L /= <valve>
(org.jboss.security.negotiation.NegotiationAuthenticator),

12
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o R BEHOO—ILZLERBAETZ-HIC web.xml D role-name BRTT7RAY YR IDFEREH
2019 B <jacc-star-role-allow>,

fl: jposs-web.xml 7 7 1 JL:

<jboss-web>
<security-domain>app-spnego</security-domain>
<valve>
<class-name>org.jboss.security.negotiation.NegotiationAuthenticator</class-name>
</valve>
<jacc-star-role-allow>true</jacc-star-role-allow>
</jboss-web>

2.1.5.3. 3.JBoss Negotiation fkZRHE DT 704 X >~ b ADEM

SPNEGO & & Uf JBoss Negotiation Z {4 % web 7 7Y 7 —< 3 ~ Tl&, JBoss Negotiation 7 5 X
NRODNBEDILT B0, KEFFEFK% jboss-deployment-structure.xml ICEET 2 HELHY £
¥, JBoss EAP 6 IZIMEAR T RTD JBoss Negotiation EFEEI S ARG 272, 7TV r— 3
VIR DERFRAGREEE L THEATIIEDOAHDREERYFT,

jboss-deployment-structure.xml % [ L -k EZBEHKRDES

<jboss-deployment-structure>
<deployment>
<dependencies>
<module name="org.jboss.security.negotiation"/>
</dependencies>
</deployment>
</jboss-deployment-structure>

ZORDHYIC, &FEHR%Z META-INF/MANIFESTMF 7 7 1 JLICEZET S EELTEET,

META-INF/MANIFEST.MF %[ L - #&kEBEHRDES

Manifest-Version: 1.0
Build-Jdk: 1.6.0_24
Dependencies: org.jboss.security.negotiation

2.2. ACTIVE DIRECTORY ICEET 33 =5

AIETIE. Active Directory KX A1 > D—EBT#H % Microsoft Windows ¥ —/X— £ T JBoss EAP 6 A'3
ITEINTWBIFRIC, JBoss Negotiation DERATREE Q2T H VY NOBRERAEZHRAL TS,

ZIT, Y—R=~"DT7 IV ERIFEAINSEHRRA ~&IE HOSTNAME, L JLAIE REALM, KX AV
& DOMAIN. JBossEAP6 1 YR % Y X% RAX MT B4 —/V—(X MACHINE_NAME Z &AL ¥7,

2.2.1. Microsoft Windows K X 1 > T® JBoss Negotiation D& E
2211 1BEFOY—ERTY v ey BV TEk
Microsoft Windows xv N7 —4 Tld. —ZDO~vv EVI/AEEERINET. BEFMNICERINE

IYvEVITEEIBRL, 2RIV IT—2a yHBRBETNICITONEEDICY—NN—DT7A T VT4 T4 —%H—
EXT) oAy FLET, SvEVTICLY, V9547 NI VEL—49—EDWeb 757

13
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Y=Y —/N"—%EFE L. SPNEGO DETZ2HA4E T, /747 IV E1—F—I3,
HTTP/HOSTNAME XD~ v EV JICx L. RAA4 YAy hO—5—ZKREEL X,

BHFEOY Y EY T%HIRT 2FIRIRDESY TY,

UFoavw Y RE2FALT. AYE1— 49—/ LT RASM VICBEGINEYYEYTHY R
FLZEY,

I setspn -L MACHINE_NAME
UFDavY FaEALT, BIFEOYYEY TZHIBRL T,

I setspn -D HTTP/HOST_NAME MACHINE_NAME

I setspn -D host’/HOSTNAME MACHINE_NAME

22122 KA M2—YF—TFHhO Y b EERRLZE T,

= -1o)
, R MZIZIE MACHINE_NAME LI DEZRIAFER LTI,
CNLETIE, RAMI—HY—% & L TUSER_.NAME #fBH L £ 9,

2.2.1.3. 3.USER_NAME & HOST NAME &t DD~y EVTEERLF T,

DLTFoavy REEFTLT, Y—ERXTY Vo vEVIEERELET,
I ktpass -princ HTTP/HOSTNAME@REALM -pass * -mapuser DOMAIN\USER_NAME

AV IHRRINEL, A —BDNRRT—REAALET,

pz o-1o)
F—HTDOTYVAR—bMDOEHRFHEE LT, 22— =D AT —K%E)tEy ML E
-a—o

.

O<7 Y Rsetspn-LUSER_NAME Z T LTI v EV IV ZRIAEL T,

2.214.4EAP JBoss B’ YA b—ILEINTWB Y —N—|C, 2—HF—DF—49T%2IT IR
’—.ﬁ_ I\ l/i‘j-o

UFDaAvY FEaERITLTT—9 2TV AR-—PMLET,

I ktab -k service.keytab -a HTTP/HOSTNAME@REALM

14
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Pz
Zmax v K&, HTTP/HOSTNAME ) V)LD F 4oy Nex—4 T

servicekeytab ICT V7 AR—PMLEXT, INid, JBossEAP6 THRAMEF21YF4—FR
A VERETDLOICHEAINET,

221552 aYF4—KAAVRTCTY o\ ILEEZELET,
T RIVEUTOE I ICEF 1Y T A —RAA VY TESFHLEEHFTEET,

I <module-option name="principal">HTTP/HOSTNAME@REALM</module-option>

15
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=~y N
BE3E T Db DBEEE

B3.LFORMOJA VT +—)L/,N\y 2 & LTEM

JBossEAP 6 8L UV E LT FOAINELT TV r—> 3 v Tld, FORM OV A VERSEA W= X L %%
ELTI74—IN\y I ELTHERTEZIEETEEY, ChICLY, ZFUr—ravik
Kerberos/SPNEGO h— 7 VA FEHELBRWHBEDRETO VA YR—V ZRRTEET, Z OREEE.
KerberossREE & (XTI L TiThNET., TD7/RH, FORM AT A VT3 —IL/Ny VDEREFEICEL T
&, REEICERID I LTV v ILBARBRIEDNHY FT,

FORMAOYA VA& T7A#—ILIN\y OV ELTERETDICIK. UTOFIEEZETTI2LEIHY XTI,

1. Kerberos & & U' SPNEGO % @ ¥ % Red Hat JBoss Enterprise Application Platform 6 & Web
7TV —2 a3 v DERE

2. 7A=Y IRAADOEFI Y T4 — KA VDEH
3. 04 VELVITST—R—IUDEMN
4. web.xml DfRE

—

pa )

SPNEGO F7zIZ NTLM k=2 UDEFELABWEE,. F/IdFHET S SPNEGO h—2 >
MDD KDC HSTHBIFEIC. FORM AT A YADT +—IL/Ny U HFIETEFT,

3.1.1. 1.Kerberos & & U' SPNEGO % {# /9 % Red Hat JBoss Enterprise Application
Platform 6 & Web 7 7)) r—< 3 V DRTE

FREES £ VHEERIC Kerberos 8 £ U SPNEGO % fEAT % & D IC JBossEAP 6 B LU Web 7 7Y 75—
VAVERESTDHEIICLERFIRIE, FHRDOIR 2ZR LTIV,

31227 # =Xy JEEEADEFX 2 ) 714 — R XA VOEHR

web 7N 75— avtEFxal) T4 —RAXAVERELT, 74—y IATAVAA=ZXL%EY
R—MNTI2BEN’DHYET, CHITEUTOFIEIBLEICRY FT,

o TA—ILNYIFEEAY Y RELTHIETBHLWEF2 )T —RXAVZEBMLET,

e usernamePasswordDomain €V 21— I)LA > avaE, J4—IbINv P RXALVETRT web 7
TV —vavexa)TFa—RAAVICEBMLET,

Bl: 72—y IEXxa1a)FTF4—RKALAVTCEEINEEX AT —RKALY

<security-domain name="app-spnego" cache-type="default">
<authentication>

<login-module code="SPNEGOQ" flag="requisite">
<module-option name="password-stacking" value="useFirstPass"/>
<module-option name="serverSecurityDomain" value="host"/>
<module-option name="usernamePasswordDomain" value="app-fallback"/>

</login-module>

<!--login module for mapping roles -->

<login-module code="UsersRoles" flag="required">
<module-option name="password-stacking" value="useFirstPass"/>

16


1. Configure Red Hat JBoss Enterprise Application Platform 6 and the Web Application to Use Kerberos and SPNEGO
2. Update the Security Domain for Fallback Authentication
3. Add the Login and Error Pages
4. Modify the web.xml

HIE T DfhDEE

<module-option name="usersProperties"
value="file:${jboss.server.config.dir}/users.properties"/>
<module-option name="rolesProperties"
value="file:${jboss.server.config.dir}/roles.properties"/>
</login-module>
</authentication>
</security-domain>
<security-domain name="app-fallback" cache-type="default">
<authentication>
<login-module code="UsersRoles" flag="required">
<module-option name="usersProperties"
value="file:${jboss.server.config.dir}/fallback-users.properties"/>
<module-option name="rolesProperties"
value="file:${jboss.server.config.dir}/fallback-roles.properties"/>
</login-module>
</authentication>
</security-domain>

313.3.8 714 Vv BELUVITF—R—IDEM

FORM OZ A vAaEBRT3ICIE. OJAVELIUVIT—R—INAUBETT, Th5DT 74 )IE web
TN r—TavIiGEmMIh, SISO A THEAINET,

fl: login.jsp 7 7 1 )L

<html>
<head></head>
<body>
<form id="login_form" name="login_form" method="post"
action="j_security_check" enctype="application/x-www-form-urlencoded">
<center>
<p>Please login to proceed.</p>
</center>
<div style="margin-left: 15px;">
<p>
<label for="username">Username</label>
<br />
<input id="username" type="text" name="j_username"/>
</p>
<p>
<label for="password">Password</label>
<br />
<input id="password" type="password" name="j_password" value=""/>
</p>
<center>
<input id="submit" type="submit" name="submit" value="Login"/>
</center>
</div>
</form>
</body>
</html>

fl: error.jsp 7 7 1 )L

17
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<html>
<head></head>
<body>
<p>Login failed, please go back and try again.</p>
</body>
</html>

3.1.4. 4.web.xml DiRE

AOJAYBELVPIST—R=TI & web 7 ) r—av|TBMLKE. webxml Z#E#H L TFORM O
AVTINLDT7AIVIMERIND L DICTIHENHY £, <form-login-config> EF % <login-
config> &. <form-login-page> & <form-error-page> £ & L TIEEINAOJTA VB LUI T —
R=IADNZIEMT BBENHY T,

Bl: B XN 7= web.xml 7 7 1 JL:

<web-app>
<display-name>App1</display-name>
<description>App1</description>
<!-- Define a security constraint that requires the All role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>examplesWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>All</role-name>
</auth-constraint>
</security-constraint>
<!-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>SPNEGO</realm-name>
<form-login-config>
<form-login-page>/login.jsp</form-login-page>
<form-error-page>/error.jsp</form-error-page>
</form-login-config>
</login-config>
<!-- Security roles referenced by this web application -->
<security-role>
<description> role required to log in to the Application</description>
<role-name>All</role-name>
</security-role>
</web-app>

3.2. KERBEROS TOEHEA V¥ —7J7x—ADt*+ 171

JBossEAP 6 X2 ) T4 — KA A VT Kerberos SR it 9 M1, Kerberos A L TEE A
VH—Tx—REECFaATICTEHMELRBLET, EEFEAM VY —7 14 AT Kerberos 5REE = BMIC
T3ICE. UTOFIEEERTII2HLELIrHY T,

1. /B 2T A7ONRT 4 —DBEIMIE
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1. Enable Relavant System Properties

HIE T DfhDEE

2. Kerberos Y —NN—TAFTUT4T74—DEF21)T14—LILA~NDEN

3. EXa) T4 —LILATORMAEDES

R

PLFOCLI AT Y Ri&, JBossEAP6 DRAY Y R7AVAVAY VA %AIRE LTWE
9, JBossEAP6 KX A > TOD CLI DFEADFFMIL. Red Hat JBoss Enterprise

Application Platform 6 Administration and Configuration Guide @ The Management CLI
I avESRBLTIEIWL,

32L1LEEY AT ATANRT 4 —DAEMIL

BIDIE CTEBAL 72 &HB Y. Kerberos —/N\—ADEHICHER JBossEAP6 Y AT LA TONTF 4 —%
AMLET,

3.2.2.2Kerberos ' —"N—7AF VT4 T14—DEF 21T 14 —LILLNDEM

Kerberos s2ifatx 21 ) T4 —LILATHEETE 2L 51T %I11E. Kerberos —/N\—ADEfHEAIB
meznEHLHY £, LLTDHIE, Kerberos b—/IN—TAF VT 14T 14 —%5BEOEELILAITEN
TE2HEERLTVWET,

Y—NR—TFPAFITF4T14—%EXa2Y) 51— LILLIZEINYT S CLIDOF

I /core-service=management/security-realm=ManagementRealm/server-identity=kerberos:add

/core-service=management/security-realm=ManagementRealm/server-identity=kerberos/ \
keytab=host\testserver@MY_REALM:add( \

path=/homeVusernameVservice.keytab, \

debug=true)

I reload
HRo XML

<security-realm name="ManagementRealm">
<server-identities>
<kerberos>
<keytab principal="host/testserver@MY_REALM"
path="/home/username/service.keytab"
debug="true"/>
</kerberos>
</server-identities>

</security-realm>

323.3. X2 ) T4 —LIVATOREAEDER

Kerberos t —/I\—7A TV T4 T4 —HDIBUICKREINAE. FEIZLDICEEF2)T1—LILA
LAYV Y REBHITE2HELNHYFET,

Kerberos 88sf&tzF¥ 1) 71 —LILAITENNY % CLIAI

19


2. Adding the Kerberos Server Identity to the Security Realm
3. Updating Authentication Method in the Security Realm
https://access.redhat.com/documentation/ja-JP/JBoss_Enterprise_Application_Platform/6.4/html-single/Administration_and_Configuration_Guide/index.html#sect-The_Management_CLI
3. Configuring Relevant System Properties
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I /core-service=management/security-realm=ManagementRealm/authentication=kerberos:add

I reload
BRo XML

<security-realm name="ManagementRealm">
<server-identities>
<kerberos>
<keytab principal="host/testserver@MY_REALM"
path="/home/username/service.keytab"
debug="true"/>
</kerberos>
</server-identities>
<authentication>
<local default-user="$local" skip-group-loading="true"/>
<kerberos/>
<properties path="mgmt-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>

</security-realm>
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