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BEELF2YT1—DOHEE

JBossEAP ¥ al) 74 —DEKRE—HHREF 1Y 74 —BRITDWTIE, Red Hat JBoss
Enterprise Application Platform ¥ 2 ) 74 —7—*% 77 F v —7H4 K CHRAINTWET, ZDH
4 R&EZFORIIC, R, &R, ¥ T4 —LILA, BES1E. SSL/TLSICAT 22574 —
T—F%T9Fv—HA RTHEAINTWEEKRNEFREZIEMTZIEHNEETT,


https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/security_architecture/

Red Hat JBoss Enterprise Application Platform 7.0 y—/X—+t % 21 Y 7 1 —OFREFE

4

FREH—N—BLVPA VY —T 14 RADIRE
21. 70y U DORESE

QA V=T A RBELVCVY Ty MNA VT4 0T

JBossEAP l&, Web 7 /) r—a v EBBA VI —T 24 ADBEADBERFEIC. RAMDAVH—
7 4 R (inet-address, nic &) ER— M EFIALET, ThHDA VI —T7 o4 RER— M,

JBoss EAP &7 7 7 1 )L (standalone.xml. domain.xml. hostxml 2&E)YD A Y9 —T x4 R &
socket-binding-groups S EZ B L TERB L UREINZX T,

1289 —7 x4 R & socket-binding-group ZEHRS L UVERET 2 HEDFMIZ. ZEHA KOV Ty
MY Fa T3y #BRBLTLEIWL,

Pl.4 9 =742

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
<f/interface>
</interfaces>

Bl NRXLAYTAaTITN—TF

<socket-binding-group name="standard-sockets" default-interface="public" port-
offset="${jboss.socket.binding.port-offset:0}">
<socket-binding name="management-http" interface="management"
port="${jboss.management.http.port:9990}"/>
<socket-binding name="management-https" interface="management”
port="${jboss.management.https.port:9993}"/>
<socket-binding name="ajp" port="${jboss.ajp.port:8009}"/>
<socket-binding name="http" port="${jboss.http.port:8080}"/>
<socket-binding name="https" port="${jboss.https.port:8443}"/>
<socket-binding name="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>

21.2.EFa) 714 —LIL A

JBossEAP &, ZFa T4 —LILLZEALT, BEA V9 -T2 ATHATE Ha0:6E8 L UK
AAZZXL (A=A, LDAP, 7ANRT 4 —RE)EZEHZLET, X2V T4 —LILLDOERBERD
FE#IX. Red Hat JBoss Enterprise Application Platform 2% a2 ) 54 —7—F%F7 9 Fv—HA K O
FaYF4—LIALAEISaVESBLTLEIY,

Pl:zxaV5r14—LILA

I <security-realms>


https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/configuration_guide/#socket_bindings
https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/security_architecture/#security_realms
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<security-realm name="ManagementRealm">
<authentication>
<local default-user="$local" skip-group-loading="true"/>
<properties path="mgmt-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization map-groups-to-roles="false">
<properties path="mgmt-groups.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
<security-realm name="ApplicationRealm">
<authentication>
<local default-user="$local" allowed-users="*" skip-group-loading="true"/>
<properties path="application-users.properties" relative-to="jboss.server.config.dir"/>
</authentication>
<authorization>
<properties path="application-roles.properties" relative-to="jboss.server.config.dir"/>
</authorization>
</security-realm>
</security-realms>

pa 3

JBossEAP T, BBEDEF 21U T4 —LILLAOEHRICMA., FILLWEF2IUF1—L
IWADEREFREICAYZEY, BEOVYY—ITHLWEXF2I) T —LILLAEERL
=Y, EECLIASUTOIOYTY REMUHT I EETEET,

I /core-service=management/security-realm=NEW-REALM-NAME:add()

FLWEF2UT—LILAEFERL, RBAFAERTICTONT—T7 74L& FEH
3581 FLLWEXF IV T4 —RAAMVEHOHFLWIONRFT 1 —T7 74 L EERK
TEIMENHY FT, JBossEAP (F, fBDEF 1) T4 —RXAVICL>THERAINS
BEO7 74 ILEBIEET, RE7 74D EELAVGEICE. REIEEINE
FLWIZ 74 BEIMICIERR L £

2Q13. BEBA V-T2 AADEFa7kICEXa T4 —LILLEYTY MNA Y
TA4VITEERYS

T 74 NTIE, JBossEAP IEBIEA V¥ —TJ 4 RILEKRT 27D http-interface #EHE L T,
DA vH—7 x4 RlE, JBoss EAP 5XE D <management-interfaces> £/ 3V TEEINZE T,

<management-interfaces>
<http-interface security-realm="ManagementRealm" http-upgrade-enabled="true">
<socket-binding http="management-http"/>
</http-interface>
</management-interfaces>

4 V% —7 x4 XN security-realm & socket-binding #¥§E L TWB I &ITERLTLEIW, BE
INcEFa)T4—LILLEYTY MNNA VT AV ITDEREEEHTDE, EBAVY—T M1 A%
IFIFERFETEF 2V T4 —RETEZET, EFXFaUT1—LILEYTY NRNAYTAVTEN
LTINSDEA VI —T A R%EF2) T4 —RETEBIEICMAT, ThHDA VI —T 1A
ADEAZTZEIWEMCTBIEETEET, e INLDA VI =TI ADA—HF—F, IFX
FRO—NWNET IV ERAEEFOLIIICKRETETY, JOAAM FICIK, EFa V74 —BEE €F27
BRINZAT— R, JBoss EAP HDMD Y T AT LAEEET D IMXRE, JBossEAPDEFal) 74—
ICEET 2 MEY I7E VN DODHY FT,
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22 BBA VA —TJ M ADEX 27D AE

ZZTlE, JBossEAPEBEA VA4 —TJ A REFEEY TV RATLADEF 2 T7LICEAET Z2IFTIELE
EAERITIT 2 AEEHRBALET,

pa 3

CZTCHEATZIEECLIOYY RIE, JBossEAP R Y R7AOYH—N—AZFEFTLTW
BIEAERELTVWET., JBoss EAP BEIEWR KX A VDEIE CLI OO
&, JBossEAP B CLIHAMA KR ASBLTLEIL,

2.21.JBossEAP TEAIND Ry N7 —0 & R— NDERE

RAPMDREICIE LT, JBossEAP FIFXIFARY NT—V A VI —T A RABIVR—EFEAT
DEDICERETEZE T, TNICEY, UBossEAP EIFIXRKRRADM, Ry hT—0, BLTT 747
V4 —IVEHTHEATEET,

JBossEAP TERAINZ Xy NI —2VER—bM, BLUVZNODEREDHREAEDFMIZ. ZFEHA K
DERYBMTI—VER—PMDHRE I aVvESRBLTLEIY,

222.HTTPS ODEIEA V¥ —T 24 ADETE

HTTPS A L=BEDHEITI L DIC JBossEAP BIBA V¥ — T T4 RAABFETDE, X2
T4 —DRIEINFET, VATV RNEBEBA VI —T A ABOIRTORY NTI—I R NS5T 19
EESIEINE D, FERERELREDEX 1) T4 —HED YA IDPBEBRINFT,

CDFIETIE, JBossEAP A Y RAVRAEDESIEINTUVWAWREZEMICLET, COFEIE, R
AU RFPOVH—N—¢ETR—IYRRXAVBEOHAICEELET, vX—Y RRXA VDBEI.
B CLI A7 Y RIZIKRR b % (f: /host=master) Z T X7,

BE
EEA VY —TITAATHTITPS #8MICT 2 FIEAETL TWBHEIK. BARMICIERS

NAEWEY, BEEBO—RLAWVWTLLEIW, ThaETTrE, BEEA VY —Tx
AZ2DAY I INDHAEELHY £,

L F—AMNT7%EHRLT, BEAVY—T 1 ADEF1) T4 —%HRLET,

R

IDF—ATE, EBEAVI—T7 4 AN ICEKSTERDF—X b7 EH#itk
BEWdD, JKSHEATHEIHRENHY XY,

UFEEFTLTF—RAMNTPEERLE T, NTA =5 —DBHIDE (fI:
alias. keypass. keystore. storepass. dname) ZIRIRICEUAEICEIMZ F T,

R

NI X =4 —0D validity (X, F—IENLBBZHEELET. 730 DEIF2FL&
FLLRYFET,

keytool A¥ Y REFALTY—IFIDOSXF—AMTPEERLET


https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/management_cli_guide/
https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/configuration_guide/#network_and_port_configuration
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$ keytool -genkeypair -alias appserver -storetype jks -keyalg RSA -keysize 2048 -keypass
passwordi -keystore EAP_HOME/standalone/configuration/identity.jks -storepass password1
-dname "CN=appserver,0U=Sales,0O=Systems Inc,L=Raleigh,ST=NC,C=US" -validity 730 -v

2. BIEBA VI —TITARANHTITPSICNA Y RINTWBZ EAERLE T,

a. A9y R7OVH—N—%ZFTLTVWET,
BIEA VY —T A ADBHTTPS IZ/NA ¥ REN B LD ICT %ICIE. management-https
BREZIEML. management-http X EZHIIRT 2HELNHY X7,

LUFOCLIAY Y RAEFRALTEESA VY —T 4 A HTTPSICNNA VY RLET,

/core-service=management/management-interface=http-interface:write-
attribute(name=secure-socket-binding, value=management-https)

/core-service=management/management-interface=http-interface:undefine-
attribute(name=socket-binding)

b. ¥X—Y R RXA VDIEEE
secure-port BN L. KR— FEE%HEIMKR L T. management-interface 2> 3 VAD
socket BEREZZHL T,

LTFoaxy RaFEALTEERA VY —T A RAZ HTTPSIZNA VY RLET,

/host=master/core-service=management/management-interface=http-interface:write-
attribute(name=secure-port,value=9993)

/host=master/core-service=management/management-interface=http-interface:undefine-
attribute(name=port)

3. #F>av: HRAH L socket-binding-group ZERA L 9., 7124 LD socket-binding-group
A {EAY 535413, management-https /N1 VT 4 VDN EREINTWS I LA HRETIHNE
BHYFET, TTAIBMNTIEER—HF9993 12/ Y RENFT, ThhAaERT DICIE. Y—
IN—DF&E 7 7 1 )LD socket-binding-group 27 > 3 V=R T 5 h. EECLI2#FALE
ER

&I CLI %8 L T socket-binding-group % % 554 5 I

/socket-binding-group=standard-sockets/socket-binding=management-https:read-
resource(recursive=true)

{

"outcome" => "success",
"result" => {
"client-mappings" => undefined,
"fixed-port" => false,
"interface" => "management”,
"multicast-address" => undefined,
"multicast-port" => undefined,
"name" => "management-https",
"port" => expression "${jboss.management.https.port:9993}"
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4. FLWEF2IYTA—LILLZEERLET, ZOHITIE, HTTPS ZEAT2HMLLWEF 2l
7 1 — L JL s ManagementRealmHTTPS (&, EAP_HOME/standalone/configuration/ 7 1 L
2 N1 —IT%H % https-mgmt-users.properties & WD ZEIO T ONRT 1 —T7 74 L EFHL
T A——BENRT—R2RELFET, 11— —RENRT—REFETT 7M1 ILITENT
XFEd, 720, IR, https-mgmt-users.properties & W\ D ZRITED 7 7 1 )L % YERR
L. TOBMRICRET ZHENHY T, UTOHIE. touchI7 Y ROFEAZRLTWE
T, LHL. TFRAMNITAY—RBREDMDA NI LEFERTZIEETEET,

touch AY Y R&FRALTED 7 7M1 IV %ERKY 5461
I $ touch EAP_HOME/standalone/configuration/https-mgmt-users.properties

RIC, RO CLIAR Y R&EAH LT, ManagementRealmHTTPS &E WD ZRIDF LWL+l
TA—LILLEERLET,

/core-service=management/security-realm=ManagementRealmHTTPS:add

/core-service=management/security-
realm=ManagementRealmHTTPS/authentication=properties:add(path=https-mgmt-
users.properties,relative-to=jboss.server.config.dir)

INT, HILWEF2 VT —LILLEERL, BREERICTORTA— 7714V EFERT 3 &
SFRELF LA, RIZ. EAP_HOME/bin/ 74 L 7 b)) —® add-user 2 7 ') 7 M & fEH L T,
ZOFANRTA—T 74 A—Y—%EMT 2HENHY £, add-user 27 ') 7 b & R1T
TBEICIE. -up & rATFvaveEEnThERL IO T — T 7 /)l Fal) T 14—
LILLADOBEEAIBET 2HENHYET, £IH 5, add-user 7 ) 7 ME, https-mgmt-
users.properties 7 7 1 LICRFT 21— —BENRXT— NERZWFHICEKRL X T,

$ EAP_HOME/bin/add-user.sh -up EAP_HOME/standalone/configuration/https-mgmt-
users.properties -r ManagementRealmHTTPS

Enter the details of the new user to add.
Using realm 'ManagementRealmHTTPS' as specified on the command line.

Username : httpUser

Password requirements are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password must not be one of the following restricted values {root, admin,
administrator}

- The password must contain at least 8 characters, 1 alphabetic character(s), 1 digit(s), 1
non-alphanumeric symbol(s)

- The password must be different from the username

Password :
Re-enter Password :
About to add user 'httpUser' for realm 'ManagementRealmHTTPS'

Is this correct yes/no? yes

Added user 'httpUser’ to file 'EAP_HOME/configuration/https-mgmt-users.properties'

Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for

server to server EJB calls.
yes/no? no
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BF

TANRTFA =T 7 AN EFALTI—HY—RERRT—RERETELDICE
$1UT4—va§ SETDHE. ELYALARKHDOLILAEHBINTLAW
BRIDTONT 4 —%FRTZIEHIHEINTT,

5. #ilwExal) 74 —LILAZFERTELDICEEBAI VI —T 1 AR ELET,

/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=ManagementRealmHTTPS)

6. F—ARNT7%2FRATELIICEEBSI VI —Tz(M REBRELET,
LFoOCLI AT Y RaEALT. F—ARNT72FERATEILDICBEEBSI VY —T 1 A%ZREL
T, NSA=F—T 74, RAT—K, BLVITAM YT RIDOWVWTIE, ZTDEER SHDF
g S E—dF 2HENHYET,

¥—2AMN7EEXAYFTA—LIAIEBMT 2D CLIOAYY KR

/core-service=management/security-realm=ManagementRealmHTTPS/server-
identity=ssl:add(keystore-path=identity.jks,keystore-relative-
to=jboss.server.config.dir,keystore-password=password1, alias=appserver)

yzo-1o)
F—RAMNT7ONRRTD—REEHFTZICIE. UTFOCLI Oy REFARALET,

]
' /core-service=management/security-realm=ManagementRealmHTTPS/server-
identity=ssl:write-attribute(name=Kkeystore-password,value=newpassword)

CDEZE, —NN—DHREEZ)O—RITZLEIHYET,
I reload

H—N—3RFD)O—KRRICIE. BBLAY—EXDOHERTTFRXANOERICUTORED
OJIcEEN31E9 T,

13:50:54,160 INFO [org.jboss.as] (Controller Boot Thread) WFLYSRV0061: Hitp
management interface listening on https://127.0.0.1:9993/management

13:50:54,162 INFO [org.jboss.as] (Controller Boot Thread) WFLYSRV0052: Admin console
listening on https://127.0.0.1:9993

INT, BEBAVY—TIARIFR—F9993 %) v AV FTBLDICRYET, ThilklY,
%]"Eb\ﬁilﬂ L/T;k_ t %EEELT % i L/T;o

BR
IDEE, CLIEREZM L. R—bA V7 VDB BRI O BER

TERLLRY FY, ROFE ICHKHA*,. jboss-cli.xml = FEH L T CLI B BEEHT
X5LDICLET,
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7. jboss-clixml ZEH L £,
BECLIZFEALTERT7 VY 3 v aETY 5558, EAP_HOME/bin/jboss-cli.xml 7 7 4
WICRDEEEMABMENHY T,

e <default-protocol> D&% https-remoting ICEH L £,
e <default-controller> (35 \\ T, <protocol> DfE% https-remoting ICEFH L 7,
e <default-controller> T, <port> DfE% 9993 ICEFH L 7,

jboss-cli.xml Ml

<jboss-cli xmIns="urn:jboss:cli:2.0">
<default-protocol use-legacy-override="true">https-remoting</default-protocol>
<!I-- The default controller to connect to when 'connect' command is executed w/o
arguments -->
<default-controller>
<protocol>https-remoting</protocol>
<host>localhost</host>
<port>9993</port>
</default-controller>

RO, BECLIZFERLTERSA VY — T4 RIERT %6, V—N"—iIAEL2Z
(7 Afi. ManagementRealmHTTPS ¥ 1Y) 74 —LIJLAICK L CEREAEZ1T D BEDNH Y
i -a—o

Y —/N—FAZEDFZ T AN & REEDH

$ ./jboss-cli.sh -c

Unable to connect due to unrecognised server certificate

Subject - CN=appserver,OU=Sales,O=Systems Inc,L=Raleigh,ST=NC,C=US
Issuer - CN=appserver, OU=Sales, O=Systems Inc, L=Raleigh, ST=NC, C=US
Valid From - Tue Jun 28 13:38:48 CDT 2016

Valid To - Thu Jun 28 13:38:48 CDT 2018

MD5 : 76:f4:81:8b:7e:c3:be:6d:ee:63:c1:7a:b7:0b8:f0:fb

SHAT1 : ea:e3:f1:eb:53:90:69:d0:¢9:69:4a:5a:a3:20:8f:76:c1:€6:66:b6

Accept certificate? [N]o, [T]lemporarily, [Plermenantly : p
Authenticating against security realm: ManagementRealmHTTPS
Username: httpUser

Password:

[standalone@localhost:9993 /]

223. BEOVY —ILOAEEMIIT S

JBoss Operations Network 7R E DDV S 4 7> M, JBoss EAP DEIBICHTTP A V¥ —T7 x4 R
ZEALTHELET, INSOY—EXDERZBRIKET 2ICIE. Web RXR—ZOEEI VY —ILBR %
EMIC LTIV, ThiE, console-enabled Bl % false ICERET B EETTEFT,

Web RXR—ZDEH O VY — IV EEMNTTB-HDCLIOAYV R

/core-service=management/management-interface=http-interface/:write-attribute(name=console-
enabled,value=false)

10
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22.4. BB V9 —T7 4 ADONAME SSL/TLS DERE

9547 MEBEE & EIEN DA SSL/TLS FREEIE. SSL/TLSfEFRE#ERA LTI S1 7V h &
H—N—OmAERIELET, ThiE, 54TV NEY—N—DOmAICGERENHDE VIR
T, HTTPS HDEEA V9 —T 24 ADHKRE I/ aVERFERYET, ZDEDH. —N—DIEA
2T7ATUVTATA—TREFTRL, 95347V NDIBADT7ATVYT4T14—ELEETEET,

Aty avTiE, LTORMEFALET,

HOST1
JBoss ' —/N\—DRRX k%, ffl: jposs.redhat.com.
HOST?2

9547 MIBELARL, B myclientC N iEihd LEEBDRRA METIRAVWI &ITEFRLTL
EIW,

CA_HOST1

HOSTI1 sEBAEICfEA 9 % DN (FB14%) T9. & zIE. cn=jboss,dc=redhat,dc=com & 7&\) £
-a_Q

CA_HOST2
HOST2 SERAZICfEA Y % DN (#51%) T9 ., fil: cn=myclient,dc=redhat,dc=com

I&. Red Hat JBoss Enterprise Application Platform7 €% a2 ) 574 —7—F7 7 F v—

CIE - 3as

F—ARTELVCRMNSZAPMRAMNTNRRT—=RDRFIC/NRAT— R vault MERINLIZE
(), K27 —Rvault E T TICERINTWBRELH S, /827 — K Vault DFEH
HARDNRKZT—=KVault €9 avBLVPRRAT7—KVaut Y R57L 23 V%

SRLTCEI W,

Digk

H
[=]

Red Hat Tld, ®EIT 3 IRTOD/NNy 5 —ITTLSVII FAIETLSVI2 ZFIHET %

7212 SSLv2, SSLv3, LV TLSVI.O ZEARMICEMET D & AHE L TWE

o

<}

L F—RAMT7ZERLET,

$ keytool -genkeypair -alias HOST1_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST1.keystore.jks -dname "CA_HOST1" -keypass secret -storepass secret

$ keytool -genkeypair -alias HOST2_alias -keyalg RSA -keysize 1024 -validity 365 -keystore
HOST2.keystore.jks -dname "CA_HOST2" -keypass secret -storepass secret

2. sEAEE TV RAR—HMLEFT,

$ keytool -exportcert -keystore HOST1.keystore.jks -alias HOST1_alias -keypass secret -
storepass secret -file HOST1.cer

1


https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.0/html-single/security_architecture/#password_vault_system
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$ keytool -exportcert -keystore HOST2.keystore.jks -alias HOST2_alias -keypass secret -
storepass secret -file HOST2.cer

3MITBIIAMARTICAVR—MLET,

$ keytool -importcert -keystore HOST1 .truststore.jks -storepass secret -alias HOST2_alias -
trustcacerts -file HOST2.cer

$ keytool -importcert -keystore HOST2.truststore.jks -storepass secret -alias HOST1_alias -
trustcacerts -file HOST1.cer

4. CertificateRealm #E&L 9,
H#—/\— (host.xml % 7= (3 standalone.xml) D& 7E T CertificateRealm ZE& L. DX &R
A4V —T7 A RAEBELET, ThiE. LFOOTY RTEIFTTEET,

/core-service=management/security-realm=CertificateRealm:add()
/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(keystore-path=/path/to/HOST1.keystore.jks, keystore-
password=secret,alias=HOST1_alias)
/core-service=management/security-

realm=CertificateRealm/authentication=truststore:add(keystore-
path=/path/to/HOST1 .truststore.jks,keystore-password=secret)

5. http-interface @ security-realm % #7 L \L\ CertificateRealm ICEE L X 7,

/core-service=management/management-interface=http-interface:write-
attribute(name=security-realm,value=CertificateRealm)

6. CLI®DSSL/TLSEREAEBMLET,

BF

WAME SSL/TLS DEMICINA, BEA VY —T7 A AEHTTPSIC/NAf VKX
NHELEDIERE LTLEIY,

EAP_HOME/bin/jboss-cli.xml 25%E 7 7 1)L & L THERT % CLI D SSL/TLS % E %800 L
9,

F—APMNTPENSRARMNANTDNRRAT—RETL—VFTFARNTRETBIC
(&, EAP_HOME/bin/jboss-cli.xml ZiF& L. ZHICEY)REZHEA L T SSL/TLS 8% 7E % BN
L/ i’a—o

jboss-cli.xml XML Dl

<ssl>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>secret</key-store-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
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<trust-store-password>secret</trust-store-password>
<modify-trust-store>true</modify-trust-store>
</ssl>

NRRAT—=Rvault IKRFEINTVWEF—ARTPELTINSAMI N RART—R2EAT 2IC
I&. vault FRE S & EEI AR vault DfE% EAP_HOME/bin/jboss-cli.xml (JEINT 2 HELNH Y
x7,

jboss-cli.xml XML Dl

<ssl>
<vault>
<vault-option name="KEYSTORE_URL" value="path-to/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5WNXs80Ebrs"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="12345678"/>
<vault-option name="ITERATION_COUNT" value="50"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</Nault>
<alias>HOST2_alias</alias>
<key-store>/path/to/HOST2.keystore.jks</key-store>
<key-store-password>VAULT::VB::cli_pass::1</key-store-password>
<key-password>VAULT::VB::cli_pass::1</key-password>
<trust-store>/path/to/HOST2.truststore.jks</trust-store>
<trust-store-password>VAULT::VB::cli_pass::1</trust-store-password>
<modify-trust-store>true</modify-trust-store>
</ssl>

225. 77— a v BE®DSSL/TLS DR E

JBoss EAP Tld, BEEA V9 —T7 x4 AD HTTPS 8L UWAM SSL/TLS DHR—MIMAT, &
FaUTFTA—RAAVTHERATZZHDICSSL/TLS (HTTPS Y R+ —#EH) AR ET I EETEET,

BF

BIRSEMHE LT, SSL/TLS Sk — LARREAER L. 7 ERABERT AL I b
)—ICRRET Z2HENHYET, I5IC, BEBRF—ZANTOIANVTRENRRT—
K. RERBESIAA—MRE)ICETIVERATEEZRELSHY £, SSL/TLS ¥—&iE
BEDERBICDOWTIE, BEA VF—T (4 ADWAHBSSL/TLS DEREEI a3V
DRAD2ODF|IEESBL T LIV, HTTPS Y R+ — (BERM1 — M2 E) DF
MIE. HTTPS DR F—D) 77 L YR>3y #8RBLTLEIV,

—A[E SSL/TLS D&%
ZOBITIE, F—Z N7 D identity.jks B’'Y—/NN—FET A LI M) —ICIE—3h, FFEOTON
TA—TCREINLIEAERELET., BEEIL example DIHEDEEABE I TLEI W,

yzo-1o)
CZTCHEATZEECLIOYY RIE, JBossEAP R Y R7AOYH—N—AZFEFTLTW

BIEAERELTVWET., JBoss EAP BEIEWR KX A VDEIE CLI OO
&, JBossEAP B CLIHAMA KR ASBLTLEIL,
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CBRMIICHTTPS E¥a) 571 —LILAZEML, BELE T, HTTPSEF 2T 14 —LILLD

=

BREINSL, X2 ) T4 —LILA%ESIRT % undertow 1 7> X7 AT https-listener %
BRELET,

batch

/core-service=management/security-realm=HTTPSRealm/:add
/core-service=management/security-realm=HTTPSRealm/server-identity=\
ssl:add(keystore-path=identity.jks, \
keystore-relative-to=jboss.server.config.dir, \

keystore-password=password1, alias=appserver)

/subsystem=undertow/server=default-server/https-listener=https:add( \
socket-binding=https, security-realm=HTTPSRealm)

run-batch

Digk

H
[=]

Red Hat Tld. Z4 23 RTD/Ny 5 — T TLSVI] F7z1& TLSVI.2 % F

A9 %7812 SSLv2, SSLv3, LU TLSVI.O ZBERMICEMELT B T &
EHERELTVWIET,

2. BRZRRT BLOICH—NR"—%Z)O—RFRLZET,

2.2.6.

I reload

77— 3 DORAME SSL/TLS DFEE

TT)r—2 3 VDA SSL/TLS DREIL EEA V9 —7 =4 ADMAME SSL/TLS DERE THEER
INTVWEDERLCFIBDEZICRWET, 7Y —> a3V ICWAMBSSL/TLS #%ET S IIE. R
DFIE%ERITTEI2HENHY T,

1.

2.

3.

4.

DZAT 2V NEY—NR—BADAN7ZEMLET,
VATV NEY—N—BADFHPAEEEZI IV AR—MLET,
opposing NS A MR MNTICEERAEAZA Y R— ML E T,

Y—N—DF—ZAMNTPELIVNSA NI N7 %ERT 5H—/N\—T, CertificateRealm 7 & D
tXxal)F4—LILLEERLET,

TXa)TFa—LILEFERL, 7547 MREEDWAEAERS LD IC undertow 7> X7
LEBHLET,

RAD 4 DDFEBICODWTITEEA VY —T 4 ADOMAME SSL/TLS DERE THBAINTWET,

14
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BF

FLOwEF1UT 4 —LILLDENINTE, == BA—RIhTLWaWES
. F—N—Z)O0—FLTHSRDFIEZERTTI2HEDHY TT,

Undertow ¥ 7> 25 L DEE

F—RMNT, FEEBBE, FSRAMANT, BLVEFI) T4 —LILLADERI N, BEINDS
&, undertow Y 7Y AT AICHTTPS Y A+ —%EML. ERLActEF2)T1—LILL%EERTS
WMERHY., V54TV NOWRIENREICKRY FT,

/subsystem=undertow/server=default-server/https-listener=https:add( \
socket-binding=https, security-realm=CertificateRealm, verify-client=REQUIRED)

BF

TV —2 3 VICWARSSL/TLS #BMb L7 JBossEAP 1 VY R4 ¥ R ICHEKGT %
I9S5ATVMNE VS5SA TV NIAZEFARRIF—ANTICT IV EATERITFRIERY F
Hh, DFY. V54TV MDF—RAMNFICGERENEENZ V51TV MF—ZA T
DRBICRYET, VAT M T 0 —%FEALTJIBossEAP 1 VY R4 ¥ RICHE
BLTWEIBEIE. TOHAEFEIF—ANTE TSSO —DHRAETR—T v —IC
AYVR—NTIUENDHY FT,

R

TV —2a v TORABSSL/TLS ICIMA T, 77XV r—> 3 Y TEBAER—IDER
A AT 255D MIE. JBoss EAP D 74 77 1 7 1 — Management DFXEH
EDIBAER—ADFBIHEFATEHDDOEF1) T4 —RAAVDHRE SR LT
CTEEW,

227.HTTPSURF—DYT7 7L VR

HTTPS Y 2+ —TCHEEATX2EBMHDORL2AY R MIDWTIE, JBoss EAPBEHA K @ Undertow 4
TOATLEBHE AZ#BSRBRLTCEIY,

2271 EBES{LAL—MICDWT

AN —EDORESARETEEY, JSSEEBXICOWTIK, AVYIRPYD) A NHIBETTY,
OpenSSLEXICOWTIE, JOVRYDY A RDBETY, 1 DD0HDEXEFED LDICLTLES
Wo T7AIMNEIVMDFT T 4L NTT,

BE

BEDBEWESA2FEHETRE. EXFa) T4 —DERRYRIICISINEIEICRKRY

9, BERXAM— MIET 5 NIST O#EEIRIX, http:;//www.nist.gov/manuscript-
publication-search.cfm?pub_id=915295 2S8R L T £ Xy,

{FFAEAEAL OpenSSLEES DY X b
I&. https:;//www.openssl.org/docs/manmaster/apps/ciphers.html#CIPHER-STRINGS # &8 L T< £
IV, UTFRYR—PFMERATHZ I EITERLTLREIY,

e @SECLEVEL

e SUITEB128

15
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e SUITEB128ONLY

e SUITEB192
D JSSERESD ) A MIDWT
l&. http://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html#Cipher
EHRLTLLEIV,

EMAESRAA— MDY R MNEEHT 3I121E. undertow 7 R F LD HTTPS 1) R+ —® enabled-
cipher-suites B2 AL X7,

CLI Dl

/subsystem=undertow/server=default-server/https-listener=https:write-attribute(name=enabled-
cipher-
suites,value="TLS_RSA_WITH_AES_ 128 CBC_SHA,TLS_RSA WITH_AES 256 _CBC_SHA")

T

pa )
ZOBITIE, 2D2DBSRIFN—BRRIINI TN EROFITLY Z < DESHER
INFEY,

2.2.8. Red Hat Enterprise Linux 6 T®D SSL/TLS @ FIPS 140-2 EEE DAE%M1t

Undertow &, SSL/TLS IC FIPS 140-2 EWDES = FEAT 2 LD ICERETEE T, ZOFREHDHEFH
l&. FIPS E— KT MozillaNSS 54 73 ) —%{#F 9 % Red Hat Enterprise Linux 6 ICBREIN X T,

BF

Red Hat Enterprise Linux 6 (&, FIPS140-2 IC#ERT 5 & D ICEREFA TH D, FEHf
I&. https;//access.redhat.com/knowledge/solutions/137833 &R L T 72X L,

Digk

==
[=]

TLS12 7B b 3JJLIE, FIPS E— RTERITINTWBHAE,. Oracle/OpendDK & &

U JBoss EAP TldH#R— b I TWARW/=8®, NoSuchAlgorithmException HV5
ETLHEMELADHY ET, COMBEDFHMIE. TB5 28BLTLEIL,
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http://docs.oracle.com/javase/8/docs/technotes/guides/security/StandardNames.html#Cipher
https://access.redhat.com/knowledge/solutions/137833
https://access.redhat.com/solutions/1309153

Fr2BEH—N—BICI VY —T 1 ADRE

BF

SSL/TLS @ FIPS 140-2 #HEESL A B MIC R > TLWBIRIET jboss-cli.sh #2179 %

& . FIPS mode: only SunJSSE TrustManagers may be used &\ D TS5 —A'FRRI 1
9, jboss-cli.sh 7 7 1 JL D javax.net.ssl.keyStore & & U' javax.net.ssl.trustStore
VRATALATAONRT A —EBHITSHIET, COBBELBETEET,

JAVA_OPTS="$JAVA_ OPTS -Djavax.net.ssl.trustStore=NONE -
Djavax.net.ssl.trustStore Type=PKCS11"
JAVA_OPTS="$JAVA_OPTS -Djavax.net.ssl.keyStore=NONE -
Djavax.net.ssl.keyStore Type=PKCS11 -
Djavax.net.ssl.keyStorePassword=imapassword"

SSL/TLS IZ FIPS 140-2 IC#EMT 2SS %2 FEHT % £ 5 IC Undertow 2R ET 2 ICIE. UTFAETOME
DHYET,

e NSST—HIR—ADEE

e Undertow D& FE

2.2.81.NSS TF—HI R—ADEKE

1. NSST—9N—%Zi&iNT 27D, BYLI—F—DPMETSZTa4 LI M) —%FRLZE
_a—o

NSS F—IR—RFa1 LI M) —%EKTZa~7 KDPI

$ mkdir -p /usr/share/jboss-as/nssdb

$ chown jboss /usr/share/jboss-as/nssdb

$ modutil -create -dbdir /usr/share/jboss-as/nssdb
QA ER

N jposs 1—H—EH < FTHITT, EMRICIE. JBoss EAP DEITICHEAT 24 R
QLK L—F VIV AT ALDA— P BEXRAZUENDHY £ T,

2. NSSE&E 7 7 1 )L (/usr/share/jboss-as/nss_pkesll_fips.cfg) Z1EK L 7
UT%EETIHENHYET,

o ZHl
e NSSSATZYY—DEIMMTVWETALIN)—
o LIFIDRT Y TTNSST—IR—ZADMERINTa« LI M) —

5l nss_pkesli_fips.cfg

name = nss-fips

nssLibraryDirectory=/usr/lib64
nssSecmodDirectory=/usr/share/jboss-as/nssdb
nssDbMode = readOnly

nssModule = fips

17
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R

64 Ev ~/X— 3 ~ D Red Hat Enterprise Linux 6 i L TWARWEE
I&. nssLibraryDirectory % /usr/lib64 Tl&72 <. /usr/llib ICEZ#Z X7,

3. $JAVA_HOME/jre/lib/security/java.security SR E7 7 1 LA RE L 7
RD1T% $JAVA_HOME/jre/lib/security/java.security IZBN L £ 9

#l java.security

I security.provider.1=sun.security.pkcs11.SunPKCS11 /usr/share/jboss-as/nss_pkesll_fips.cfg

pa
LEDITTEEIN TV S nss_pkesll_fips.cfg BXET 7 1 )L, BIDRT v T
THERLEZT 7ML TY,

$JAVA_HOME/jre/lib/security/java.security D XD ') V£ BHT 2BAHY X7,
I security.provider.5=com.sun.net.ssl.internal.ssl.Provider
to

I security.provider.5=com.sun.net.ssl.internal.ssl.Provider SunPKCS11-nss-fips

BF

ZD7 74 ILDOfED security.provider.X 17 (fl: security.provider.2) (Ci&. Z
DO7ONA T —ILBEIBAIMEEINDILDICXDELXBCIHENHY £
E

4. FIDFIETERLIENSS F—IR—XF 4 L9 M) —T modutil A7 REETLT. FIPS
TE—-REEMWELELET,

I modutil -fips true -dbdir /usr/share/jboss-as/nssdb

pa 3

CDFRTIE. NSSHEAF TV MO—HIIHTE5314 T3 —BRDODEBE
BRERDZEXF1VTA 4TIV —I5—NRETDIEDHYFT,

5 FIPS h—2 VIR AT7—RAEZELZET,
N—2 > dD%&aTIE. NSSFIPS 140-2 Certificate DBT#H % HENHY 7,

I modutil -changepw "NSS FIPS 140-2 Certificate DB" -dbdir /ust/share/jboss-as/nssdb

18
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BF

FIPS A= VICERINZ/NRRT—RIE. FIPSICER LR T—RTH B2
EN’HYET, NRAT—ROBENTTLRBEIE. UTOLI QTS —NHRE
952 &hHY FT, ERROR: Unable to change password on token "NSS
FIPS 140-2 Certificate DB"

6. NSSY—IL AR L CAEREAERHR L X T,
av Y Rel

certutil -S -k rsa -n undertow -t "u,u,u" -x -s "CN=localhost, OU=MYOU, O=MYORG,
L=MYCITY, ST=MYSTATE, C=MY" -d /usr/share/jboss-as/nssdb

2.2.8.2. Undertow D%

SSL/TLS @ FIPS 140-2 #HEE LD Y M7y TH2RT T 2ICE. ROFIEEZETLET.

1. SSL/TLS #fFHY % & 5 IC Undertow Z58E L £ 9,

R

UFROAYY RENYy FE—-RTETTEIHENHY T, HDLME. ssl P —
N=FAFVTFA4TA—EBMLARICY—N—%)O—-RTIBENHY &
T UFOBIIRNY FE—REFBALTUWET,

batch
/core-service=management/security-realm=HTTPSRealm:add

/core-service=management/security-realm=HTTPSRealm/server-identity=ssl:add(keystore-
provider=PKCS11, keystore-password="strongP@ssword1")

/subsystem=undertow/server=default-server/https-listener=https:add(socket-binding=https,
security-realm=HTTPSRealm, enabled-protocols="TLSv1.1")

run-batch

Undertow % SSL / TLS ICERE T 5 EARQEFHMIL. Setting up an SSL/TLS for Applications T
AN TWET,

2. Undertow IC& > THERAINBEERM— 2R ELE T,
SSL/TLS #E&E L7123, FEDEY NOBEERAM —MNE2BMICT B72HIC https ) X F+—¢&
X2 T4 —LILERETDVRENHYET,

WMERESAA— b

SSL_RSA_WITH_3DES_EDE_CBC_SHA, SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_RSA_WITH_AES_128_CBC_SHA, TLS_DHE_DSS_WITH_AES_128_CBC_SHA,
TLS_DHE_RSA _WITH_AES_128 CBC_SHA, TLS_RSA_WITH_AES_256_CBC_SHA,
TLS_DHE_DSS_WITH_AES_256_CBC_SHA,
TLS_DHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,

19
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TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_anon_WITH_AES_128_CBC_SHA,
TLS_ECDH_anon_WITH_AES_256_CBC_SHA

https ) AT —ICESRAA — N Z2BMCT 2EARNLHEIE. BEERAA—MIDWT TEHAS
NTWET, https Y RFT—THSERM —MEBWIIT2ICTE. LTFEITVWET,

HTTPS ) R F—TCODBESAM—h2FICdzav Y FOfl

/subsystem=undertow/server=default-server/https-listener=https:write-
attribute(name=enabled-cipher-
suites,value="SSL_RSA_WITH_3DES_EDE_CBC_SHA,SSL_DHE_RSA_WITH_3DES_EDE_
CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA,TLS_DHE_DSS_WITH_AES_128_CBC_S
HA,TLS_DHE_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_CBC_SHA,TLS

_DHE_DSS_WITH_AES_256_CBC_SHA,TLS_DHE_RSA_WITH_AES_256_CBC_SHA,TLS_
ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDH_ECDSA_WITH_AES_128_CBC_
SHA,TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,TLS_ECDHE_ECDSA_WITH_3DES_
EDE_CBC_SHA,TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,TLS_ECDHE_ECDSA_
WITH_AES_256_CBC_SHA,TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDH_R
SA_WITH_AES_128_CBC_SHA,TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,TLS_ECDHE

_RSA_WITH_3DES_EDE_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,TLS_
ECDHE_RSA_WITH_AES_256_CBC_SHA,TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA
,TLS_ECDH_anon_WITH_AES_128_CBC_SHA,TLS_ECDH_anon_WITH_AES_256_CBC_S
HA")

3. EFXa)F 4 —LIALTHBSAA—MNEEAMIILET,

tXa)F1—LIALTESRMI—MaAMET B KOH

/core-service=management/security-realm=HTTPSRealm/server-identity=ssl:write-
attribute(name=enabled-cipher-suites, value=[SSL_RSA_WITH_3DES_EDE_CBC_SHA,
SSL_DHE_RSA WITH_3DES EDE_CBC_SHA, TLS_RSA WITH_AES 128 CBC_SHA,
TLS DHE_DSS WITH_AES 128 CBC_SHA,

TLS DHE_RSA_WITH_AES 128 CBC_SHA, TLS_RSA_WITH_AES 256 _CBC_SHA,
TLS DHE_DSS _WITH_AES 256 _CBC_SHA,

TLS DHE_RSA_WITH_AES 256 CBC_SHA,
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES 128 CBC_SHA,
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA,
TLS_ECDHE_ECDSA_WITH_AES 256 _CBC_SHA,

TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA,

TLS_ECDH_RSA WITH_AES 128 CBC_SHA,
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TLS_ECDH_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA,
TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA,
TLS_ECDH_anon_WITH_AES_128_CBC_SHA,
TLS_ECDH_anon_WITH_AES_256_CBC_SHA])

4, LTFOOTY REEFTTDHIET, IVMDPKCSIF—RAMNTHOMBREAFARY TXDZ
CEBRELEY,

I keytool -list -storetype pkcs11

2.2.9.IBM JDK IC$ |7 % FIPS 140-2 ##FE S 1k

IBM JDK T, ZILFF5 v b 74— LD IBM JCE (Java Cryptographic Extension) IBMJCEFIPS 7
O/ 4 — & IBM JSSE (Java Secure Sockets Extension) FIPS 140-2 B St E < 2 —JL (IBMJSSE2) A°
FIPS140-2 DS ZRHE L £,

IBMJCEFIPS 7O/ 4 — D&%, IBMJCEFIPS @ IBM RF¥ a2 4> b LU NISTIBMJCEFIPS -
THXal)F4—R)Y—ASBLTLLEIV, IBMJISSE2 OFfllE. 22 2#8BLTLEIW,

2291 % —RAbML—Y

BMJCEIEF—ARNT7ERHELFEA, TOF—IFAVE1—9—IFEEIN. TOYEBERIIBELZE
ThA, TOF—HIAVE21—9Y—RBTREL TVWIBEIIESELTIVELHY T,

FIPS ##0LE — R T keytool #E1TT 5 ICIE. RO LI IZE I Y KT -providerClass 7 7> 3 V% f&
ALZEY.

keytool -list -storetype JCEKS -keystore mystore.jck -storepass mystorepass -providerClass
com.ibm.crypto.fips.provider.IBMJCEFIPS

2.2.9.2.FIPS 7O/8( ¥ — &R DOHeR

HY—N—ICL>THEAINS IBMICEFIPS ICEAT 2158 %ZAN % ICIE. -Djavax.net.debug=true
% standalone.conf ¥ 7z (& domain.conf [EML TTF /NNy L NJLOAF Y TE2BMILET, FIPS
TONA 5 —ICET Z1EHRIE. serverlog ICEEHINE T, RIHERLET,

04:22:45,685 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using MessageDigest SHA from
provider IBMJCEFIPS version 1.7

04:22:45,689 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyPairGenerator from provider
from init IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using KeyFactory DiffieHellman from
provider IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) JsseJCE: Using KeyAgreement DiffieHellman
from provider IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyAgreement from provider
IBMJCEFIPS version 1.7

04:22:45,754 INFO [stdout] (http-/127.0.0.1:8443-1) DHCrypt: DH KeyAgreement from provider
from initIBMJCEFIPS version 1.7

2210. JVM A FIPS E— RTETINTWVWBREXIITR—IY RN XAV ERET S
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BF

BEFRRAAUDHY, FIPSHBREINTHEY ., BDERIAZEN TR TEREINLTL
ZEEFRELTVWEY, ThICIE, RAA YOy NO—5—OFAEAZIV b
A—Z—DRMSRAMAMNFICA VA= T ZIENETNET, EER/RNAS VDR
EDEFMIE, JBossEAPEREHA KD KA A VEE #SBLTLEIW, FIPS DERE
DFEMIL. Red Hat Enterprise Linux 6 T®D SSL/TLS @ FIPS 140-2 BES1LDBEME %%
BLTLLEIW,

BEICSSL/TLS #FAT 2ICIE, FERAMNIY NO—F—ETRY—RAM Oy NO—5—%FH
TEIRELNDHY FT,

Digk

H
[=]

Red Hat Tld, ZE 42 IRTO/NNyFT—ITTLSVII ZFIBT 372812 SSLv2,

SSLv3., BLUVTLSVIO ZBATRMICEMET 22 & HRELTVWET,

L YARY—RKXA4 Ay A—5—EICSSL/TLSEFa)F4—LIALEERLET,
NSS T—4H R—% PKCSI 7ANA ¥ —& LTHERATRLIICREINLZIRY—RXL Y
I bhO—5—LEICSSL/TLS X2 YT 1 —LILLEENRT 2HENHY ET,

X1 —LILLDH

<security-realm name="HTTPSRealm">
<server-identities>
<ssl>
<engine enabled-protocols="TLSv1.1"/>
<keystore provider="PKCS11" keystore-password="strongP@ssword1"/>
</ssl>
</server-identities>
<authentication>
<local default-user="\$local"/>
<properties path="https-users.properties" relative-to="jboss.domain.config.dir"/>
</authentication>
</security-realm>

2. BRAPMAY MO—F—ICSSL/TLSEFa ) T4 —LILLEFERLET,

FRELAICSSL/TLS FS R MR M7AHFEALTCEXF 2T —LIALEERT Z2HELRHY X
-a—o

X1 —LILLDH

<security-realm name="HTTPSRealm">
<authentication>
<truststore provider="PKCS11" keystore-password="strongP@ssword1"/>
</authentication>
</security-realm>
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B YH—N—BLCTIVY—T 14 ADR#E

bz o8]
' BHRANCIOTOLREBRYRTBRELNHY FT,

3. XRA—=RKAAA  NA—F—LDRA T4 TA VI —T 1 A% RELET,
YRAY—RXAA Oy OA—F—DRATATA V=T x4 AD, FERRL7ZIENY DEF2
)F 4 —LILATREINTWRIEAERTHINELAHY T,

XATA4TA VI —7 x4 ZADH

<management-interfaces>

<native-interface security-realm="HTTPSRealm">
<socket interface="management" port="${jboss.management.native.port:9999}"/>
</native-interface>
</management-interfaces>

4, FRZAMAY M O—F—TSSL/TLS LILALAZMERAL T, YRAY—RAA>va2r bO—F—II8
J\Jd:l: L/ i -a—o
RRAY—RAA A NA—F—ADEHICEAINZ X1 ) T4 —HEZEHRT H2HED
HYFET, COZEIF, T—N=—DFELTVARAVWEZICARA NI NO—5—DERET 71
JU (host.xml, host-slave.xml % &) TEZT O BELFHY T,

ARAMAYMO—F—FREZ 71 ILDHI

<domain-controller>
<remote security-realm="HTTPSRealm">
<discovery-options>
<static-discovery name="primary" protocol="${jboss.domain.master.protocol:remote}"
host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9999}"/>
</discovery-options>
</remote>
</domain-controller>

5, EH—N—MNKRA MY M NO—5—ICEKTIAEZEEHRLET,
Fre, BY—N—DRAMNIYMNO—S—ICERTE2AHELEHTINELHY FT,

Y —N—FREDH

<server name="my-server" group="my-server-group">

<ssl ssl-protocol="TLS" trust-manager-algorithm="SunX509" truststore-type="PKCS11"
truststore-password="strongP@ssword1"/>
</server>

6. TR—Y RRAA Y TRAMSSL/TLS Z/RELF T,
WAMESSL/TLS #BMICT BITIE, YRI—KAA4 > hO—5—OSSL/TLSEFa 1)
TA—LIVAICRSAMNZANTRIEAY Y REEIMLET, UTOBECLIOYY FEETL
x9,

/host=master/core-service=management/security-
realm=HTTPSRealm/authentication=truststore:add(keystore-provider="PKCS11" keystore-
password="strongP@ssword1")

reload --host=master
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SSLY—NR=TFATUT 474 —&2FI2LIKERA AV bA-F—DEFa VT4 —L I
LEBEHIEHLEEHYTY, UTOBEECLIOTY RFERTLIY,

/host=host1/core-service=management/security-realm=HTTPSRealm/server-
identity=ssl:add(keystore-provider=PKCS11, keystore-
password="strongP@ssword1",enabled-protocols=["TLSv1.1"])

reload --host=host1

BF

Fleo ERAMNDIEAENRXA YAV A—F—D M FRAMZMTICA VIR—
NENDIEZHRTILEDNDYET,

2211.IMX DY E— M7 U 2 2DOEME

iMX YTV RATFTLADY E—RNTIERIZELY, IDKET T r—2 a3 VEBREN)E—PMTHNY
H—TEZXT, JBossEAP TIMXADY E— KT IR EEMICT ZICIE. mx YT XT7LDY
E—TA VARV —%HIRLZET,

DE—FT 47X 49 —DHIR

I /subsystem=jmx/remoting-connector=jmx/:remove

JMX DM, Red Hat JBoss Enterprise Application Platform 2% a2 574 —7—F 577 F v —HA
RDIMX 723y #B8RLTCEIL,
22R.BEA VA —T 4 ADEF 1 T7ILTD JAAS DfEH
JAAS (&, JBossEAP D' tzFal) 74 —% BRI ZHLDIFERTZIESE X274 —APITY,
JAAS BLUEFRtEFX1 ) T4 —ICAT3FMEERICDWVWTIE, Red Hat JBoss Enterprise
Application Platform ¥ a2 )74 —7—* 77 F v —HM4 FOEFEEF*21 ) T4 —& JAAS 7/
2avESRLTLEIL,
p= =)
JBossEAP 4 Y 249 ZH ADMIN_ONLY E— RTEFINBLIICHEINTWVWDS
E. JAAS AFERLAEBEBA VY —TJ7 1A ADEF 27T R—bIhZEH

Ao ADMIN ONLY E— RDF#lllE. JBoss EAP BRXEH A K ® ADMIN_ ONLY E— R T
D JBoss EAP DEIT I/ avAESRBLTLIEIW,

JAAS ZHRA L TEEBA V9 —T 21 RICFREET IS, UTDOFIRZRTTHHEEDHY T,
LEF2)Ta—RXA V%2R LET,

ZOFITIE, EXxaTF14—RKAA UM UserRoles AT A VEV2a—ILTERINZTTH, %
Do A VES 2 —IILEFRATEET,

/subsystem=security/security-domain=UsersLMDomain:add(cache-type=default)

/subsystem=security/security-domain=UsersLMDomain/authentication=classic:add
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B YH—N—BLCTIVY—T 14 ADR#E

/subsystem=security/security-domain=UsersLMDomain/authentication=classic/login-
module=UsersRoles:add(code=UsersRoles, flag=required,module-options=
[("usersProperties"=>"users.properties"),("rolesProperties"=>"roles.properties")])

2. JAASEREECEFa ) T4 —LILAEERLET,

/core-service=management/security-realm=SecurityDomainAuthnRealm:add

/core-service=management/security-
realm=SecurityDomainAuthnRealm/authentication=jaas:add(name=UsersLMDomain)

33 FLWEF2IYT A —LILAEFERT 5L DI http-interface BB V9 — T 4 A%ZFH L
i’a—o

/core-service=management/management-interface=http-interface/:write-
attribute(name=security-realm,value=SecurityDomainAuthnRealm)

4. AT av: JIN—TAVN=2y TEEYHTET,
B assign-groups &, EF2)F 1 —LILARD I —TEYHTIZ, EF¥al)F1—KX
A5 0—RINEA—HY—AUN=2y TIEREFRTEIHEINERELZE T, true I
BRETDE. JIL—TEIY YHTIE. RBAC (Role-Based Access Control) ICEREI N F 7,

/core-service=management/security-
realm=SecurityDomainAuthnRealm/authentication=jaas:write-attribute(name=assign-
groups,value=true)

2213. 91 L >~ MEREE

JBossEAP DT 7 4 M VA R—=J)LICIE, A—HIEEBCLIA—Y—0DH A LV MNREEAY v RHE
FNTVWET, ThICLY, O—AIa1—H—iFk, 2—F—LZF/IF/SR T — KR4 L TEIE CLI I
TPOEATEZT, COMEIIERLE, O—HIN1—HY—PREAVBEESTICBEECLIRZYY T E
EITTIBLDICTRHEHICAMIIA>TVWET, B, 21— —DAO—AIEREICTIEZATEN
X, MEOI—H—HMAEBMNT2IEETEIHOEMNAMEERLAINET,

A—A)la1—H%— @#4b/hw£®ﬂ@ﬁm tXalTFa —BEIARVESICEMICTEZIENT

XF9d, ThiE BBRET 71D security-realm £ > 3 VAD local BEXR%ZHIRT 5 & TRRTE
iiocnm\zﬁ h AYAYRIVRERAAVOBAICERINET,

BF

local EZDYIPRIL., JBossEAP 4 Y RAY VADHEL, FOREARDICHEMALTWS
BEICDMMTODBELNHY £,

LILLDSH A LY NEREEZHIBRT 5 113
I /core-service=management/security-realm=REALM_NAME/authentication=local:remove
2.2.14. Undertow 5 & v 4 —DHIBR

T 7 #JU M@ JBoss EAP undertow 1 7' X5 AIZIE, default-host IC & > TE HTTP & ICENMI 1
22DODBBENY Y —DEFNTVWET,
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e Server, JBoss-EAP/7 ILEREINTWE T
e X-Powered-By, Undertow/1 ICEREINTWET

INSIEEAECTNNY JORMICIFRIEETA, FRPOY——ICETIBFHRELABLAEVGE
&, INSDANY Y —%HIRT DI EERET LTI,

ROEBECLIAY Y REFHRAL T, I 5DIEEANY ¥ —% default-host 1 SHIR L 9,

/subsystem=undertow/server=default-server/host=default-host/filter-ref=server-header:remove
/subsystem=undertow/server=default-server/host=default-host/filter-ref=x-powered-by-header:remove

reload

23. ¥ )74 —BE&E

X2V T4 —EBEEBERE XAV TA— Y TIVRTLFLREEA VI — T A ARNTHRET 1N
YHMIGELT, AIANDEZRAHRREDANRY M e M) H-FB %8B LET. BEEX DX AR,
X1 TA—RXAVFLRRBEEBAN VYT A AD—HWELTHREINZT,

EEF, TONAY—EVa1a—LaFRALET, SFND2TANA T —ET 1 —ILEHRY LEEDTH
HAEFERATEET,
231 X2 YTF4—RAAYDEF2IY T4 —EBTDETE

EFX1)TA— XA VDEF2Y T4 —BEBREZRET 2ICIE. EEIAVY —ILISUTOFIRZ
EITI2REI’HYET,

L EZ2Fa2) 74— KA VOFME 1 —%BI<
o EMELER®D Configuration 22 v 7 LZ 9,

o YR—YRRKAALVT, ELED Profile BIRARY VAN SLEETZIOT7 7ML ERIRLF
-a—o

® SubsystemsZ7 ') v Y L. Securityz/ ) vV LFT,
e BEITZ2EFANVTA—RXAV%EI) v UL, Viewzo v I LET,

2. BEEREICBELIET,
BEEARO Audit =7 ) v 7 LET,

REMEEIX., TONA YT —FETa—ILEFMD 2 DOEEICOINTWET, TONA Y —F
Va—IiE, BREDEFBEMTYT, BXa)F1a—RAA VI, BEEA T avaEDD
ZENTEZEHOTONA Y —FET 12— )LEEZDHZIENTEET,

3. 7ANA S —ETa—I)LEEMLET,
AddEZ27 ) vy 2 LT, Code B> avil7aAnNAy—ESa—-ILDUS2AEAEANLET,
F7=. Name /Y a VILEZEDEZBIZADLET,

4. EVa—ILPEMELTVWE I E5FERLET,
BEETVa1—I)LOBERZ., security Y 7Y AT ALATARY NaBERT2FREARMTZIET
T, COERIF. OV 774, BFXA—IVBR. FLEZTOMDAEARELREETEA DXL
IKEBZIAUHETEITTEET,
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To& ZIE, JBossEAP ICIE., T 74 KT
org.jboss.security.audit.providers.LogAuditProvider > 2 —J/LAASFEFNTVWE Y, LED
FIEICH>TEMICLEBE, COEBEEEY 21—k, EAP HOME T4 L2 MY —ROOY
YT 74N F—ICH B auditlog 77 I)LICEF2 T4 —BHNEEZIAHET,

LEZDFIED org.jboss.security.audit.providers.LogAuditProvider M 1 > 7% X b THEAEE
TEDNEDIDERRT 2ICIE, BANEN) H—F208EMDHZ TV avaETL, BEEOY
T77ANERRBLES,

ATV aAVIETa-A T avEEN RE. FLIEBIRLET,

EVaA-NWIIA TV av%EBIMT BICIE. Modules Y RRNTZEDIVMN)—=%01)w oL,
R—I?D Details £ > 3 ~ T Module Options ¥ 7 %R L3, Add22 Yy LT, &
ToavnF—EEEEBELET,

TCICEET DA T avaiRET 3ICIE. Remove 2 ) w2 LTHIRL, Add&EV 1wy
LTELWATYa v TcBEEEBMLET,
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FEIBEENRINASADEF 271

B VY —T A R X2 7T3MIC. YRXR—IRRXA 2D JIBossEAP 14 VR ¥ V ABD&E
BetXxa7IldblEHTEEY,

BEWRRNAA VOFHEE— RO & —MRBAREICDOWVWTIE, JBossEAPREHAI KD KA1V
BE I avESRBLTLEIL,

3LAL—TERAA YAy FO—S5S—RD/NA T — REBEFDETE

IR—V RRAAVERETDHEIX. T7FIWNINTIRI—RXq4varyhO—5—7", EHKIT &
AL—=7arbO—F—ICRAEZVEETELOZREINET, AL—703Y NO—5—%=@EYRER
MERTHRET BICIE. UTETOMELGHY T,

L YRY—RA4 Ay bO—F—Ila—H—%2EBMLET,
add-user 27 ) 7N AFRAL T, YRY—RKAXA Ay bO—F—Il21—HY—%EBNTI2HE
HYFET, BEMICIE, YRI—DEEBAVI—T 1M R%2RETDLDIERTZIOEH
C LWL (77 4V b TlE ManagementRealm) (2 —H—HMEBIIINTWE I & AR T Db
ENHY FT, F/. Isthis new user going to be used for one AS process to connect to
another AS process? & WD BERICAT yes EOETZ2HELNHY T,

BF

A—H—%EBMT2E. RV Y T MNMIRODRATY TTHEEINS <secret> B
EHALET, COEI, ROFIETHEEATE-DICHBTIILErHYET,

AL —Fa1a—H¥—nBEmH
$ EAP_HOME/bin/add-user.sh

What type of user do you wish to add?

a) Management User (mgmt-users.properties)

b) Application User (application-users.properties)
(a): a

Enter the details of the new user to add.

Using realm 'ManagementRealm' as discovered from the existing property files.
Username : slave-user

Password recommendations are listed below. To modify these restrictions edit the add-
user.properties configuration file.

- The password should be different from the username

- The password should not be one of the following restricted values {root, admin,
administrator}

- The password should contain at least 8 characters, 1 alphabetic character(s), 1 digit(s), 1
non-alphanumeric symbol(s)

Password :

Re-enter Password :

What groups do you want this user to belong to? (Please enter a comma separated list, or
leave blank for none)[ I

About to add user 'slave-user' for realm 'ManagementRealm'

Is this correct yes/no? yes

Added user 'slave-user' to file ''home/user/EAP-7.0.0/jboss-eap-
7.0/standalone/configuration/mgmt-users.properties’

Added user 'slave-user' to file ''Thome/user/EAP-7.0.0/jboss-eap-
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EIEEENRFAS Y DEFTE

7.0/domain/configuration/mgmt-users.properties'

Added user 'slave-user' with groups to file ’home/user/EAP-7.0.0/jboss-eap-
7.0/standalone/configuration/mgmt-groups.properties’

Added user 'slave-user' with groups to file '’home/user/EAP-7.0.0/jboss-eap-
7.0/domain/configuration/mgmt-groups.properties’

Is this new user going to be used for one AS process to connect to another AS process?
e.g. for a slave host controller connecting to the master or for a Remoting connection for
server to server EJB calls.

yes/no? yes

To represent the user add the following to the server-identities definition <secret
value="ABCzc3dv11Qx" />

2. VLTV v EGFRTALIICAL—T7aybO—5—%R%ELET,

RAZ—RAA4 Ay b A—F—TaA—F—% M LD, RANKRET 7 1)L (H: host.xml
F72|d host-slave.xml) T, TODRA 7 7 M N AFERTZLHICKERAL—7aAr hO—5—%
BT DIMNELNHY TS, INn%E1TIICIE. domain controller ZRED <remote> BRI 1—
HP—Z25BMTEIUHEIHYET, /. <remote> BERAZRETH/-OIFERAINSLILA
D server identities [ <secret> ZBINT 2MEBEAHY XY, BRIOFIETCLI—H—%2<TRY—
RAA>aY hO—F5—I3EMT 2EIC. 2—H—R & <secret> DEADREFEINTWEL
1o

B

<security-realm name="ManagementRealm">
<server-identities>
<!-- Replace this with either a base64 password of your own, or use a vault with a vault
expression -->
<secret value="ABCzc3dv11Qx"/>
</server-identities>

<domain-controller>
<remote security-realm="ManagementRealm" username="slave-user">
<discovery-options>
<static-discovery name="primary" protocol="${jboss.domain.master.protocol:remote}"
host="${jboss.domain.master.address}" port="${jboss.domain.master.port:9999}"/>
</discovery-options>
</remote>
</domain-controller>

322 RXA v ERRAMNIY bO—5—MBD SSL/TLS DERE

B

IEX—Y RRAAL VD IBossEAP 4 VA4V A TERAT % SSL/TLS 252 €9 254
&, WEEICHLCTRA VR VALV ATV NELIEY—NN—DO— )L ERETEXFE
9, INITIE, IRTORRA NIy MO—F—&RXq4varybO—5—1EFENZE
I, TDH, TVKRRA Y MNETHRARSSL/TLS 2% E T & =#HELET,

TRAY—RAA Ay " NA—=F5—¢HRA NIV MO—5—BTHEICEETSBRICSSL/ TLS #FR T
B5LEIICYER—Y RRAAL YD IBossEAP f VA VRABHRETETET, TDEHITIE. ROF|E%E
RITTIHELRHYET,

1L BERINTOARAZEE LI F—A ST ZERLTHRELE Y,
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30

IV RRAY METRABSSL/TLS 2% ET DICIE. YRY—RAAA A bO—F—BLT
EZRAMNIVNAO—F—DIARELS L VPF—ANTEERL. RETIHELFrHYET, ¥R
H—RAA Ay NO—F5—DIAPEEAKZRA I FO—5—DF—XAMNTICA VR— b
L. &RRAMNIY MO—F—DFAEZTRAY—RAA O MOA—F—DF—RANTITA >V
R—MNTE2MEAHYET, COTOLRDOFEMIE EESN VY —T 4 ZADOMAME SSL/TLS
DERE THEINTWET,

L NRY—RXA 3y bA—F5—%, SSL/TLS 2EATHLIICKRELE T,

ITARTDIAEEF—AMNTERELZS, WAASSL/TLS #FAT2LDICEF2 Y71 —
LIVLAARRETBZRENHYET, Ihid, SSL/TLSEFAL T, ThAERIEICKEAETSELD
IKtEFa)T1—LYALARRETDIETETINET, TOR, TOEFa)FT1—LILA
EARZARNIYMNO—S5—ETRI—RAA AV FNO—S5S—EOERKICERINIEE S v
H—T A ZADEF 2 T7IFERBINET,

pa 3

UFROIAYY KAy FE— RTRETBENHY ET, HBLVE, ssl ¥ —
R=TAFVF 474 —EBMLERICY——% ) O— RSB BBENDY &
T. UFOBIE/ Sy FE—REHALTLET,

batch

/host=master/core-service=management/security-realm=CertificateRealm:add()
/host=master/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(alias=domaincontroller,keystore-relative-to=jboss.domain.config.dir,keystore-
path=domaincontroller.jks,keystore-password=secret)
/host=master/core-service=management/security-
realm=CertificateRealm/authentication=truststore:add(keystore-relative-

to=jboss.domain.config.dir,keystore-path=domaincontroller.jks,keystore-password=secret)

/host=master/core-service=management/security-
realm=CertificateRealm/authentication=local:add(default-user=\$local)

/host=master/core-service=management/security-
realm=CertificateRealm/authentication=properties:add(relative-
to=jboss.domain.config.dir,path=mgmt-users.properties)

/host=master/core-service=smanagement/management-interface=native-interface:write-
attribute(name=security-realm,value=CertificateRealm)

run-batch

3. SSL/TLS ZHEATHLD2IARTORRA IV FA—F—2RELET,

WAMBSSL/TLS #FHAT 25 ELIYTRIY—RKAM Ay MO—F5—%2BRELLFEIK. BRA S
AV MAO—S—EFETEEIICKRETINENHYET, COTAERIEIVTRAY—RAA Y
A bhA—Z—DHREELFIEFALTY, L. ERANMNIBEOF—RANT7A5FRTIHNE
nHYFET,



BEIFEENRKFAM DX 7L

R

UFOAYY RNy FE—RTETTEIHENHY ET. HDLE. ssl P —
N=FAFVTF4TA—EBMLARICY—N—%)O—-RTIBENHY &
T UFOBIRNY FE—REFBALTUWET,

batch
/host=instance1/core-service=management/security-realm=CertificateRealm:add()

/host=instance1/core-service=management/security-realm=CertificateRealm/server-
identity=ssl:add(alias=instance1,keystore-relative-to=jboss.domain.config.dir,keystore-
path=instance1.jks,keystore-password=secret)

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=truststore:add(keystore-relative-
to=jboss.domain.config.dir,keystore-path=instance.jks,keystore-password=secret)

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=local:add(default-user="\$local")

/host=instance1/core-service=management/security-
realm=CertificateRealm/authentication=properties:add(relative-
to=jboss.domain.config.dir,path=mgmt-users.properties)

/host=instance1/core-service=management/management-interface=native-interface:write-
attribute(name=security-realm,value=CertificateRealm)

run-batch

Fl. YRY—KX4 Ay O—5—DEGRHICERI X271 —LILLEEHRT S
MENHYET, COEFIF, H—N"—DRTINTVAVEEZIIC, R MDY O—5—0D
FXE 7 7 1)U (host.xml /- (E host-slave.xml 72 &) TEETOMVHELSHY £T,

AR MO—F—FREZ 71 ILDHI

<domain-controller>
<remote security-realm="CertificateRealm" username="slave-user">
<discovery-options>
<static-discovery name="primary"
protocol="${jboss.domain.master.protocol:remote}" host="${jboss.domain.master.address}"
port="${jboss.domain.master.port:9999}"/>
</discovery-options>
</remote>
</domain-controller>
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D

®
/N
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FAEZE H—N—DA—H— BB VY —T 1 ADEFX 171t

JBOSSEAP DI FXFERA VI —T A ADEF2) T4 —%ERITDAFEERITDEICMAT.
FNODA VI —TIARCT I ERTBA—H—4RETEHEA2BMTEIEHLEETT,

4.1 12—t —F85F

41T 742N MDA —HY—BF

JBoSSEAP DI RTDEEA VY —T A RFTI7ANNTEF2TICRYES, F, 12— —F
A—ANA VI —TzARE)E— M UVI—T A REVWD 2DDHAEATEBA VI —T A RILT
VEATEEY, INOMEADRRIEAAZXLDERIZDWTIE Red Hat JBoss Enterprise Application
Platform ¥ a )74 —7—F7I9Fv—HAARD FT7x)IbEFa2Y) 71— BLU Red Hat JBoss
Enterprise Application Platform Out of the Box £ ¥ a VY THBBINTWEY, 772 KTIE, h
S04V —TTAZRNDT IV ZRTEBLILLEF1) T4 —LILLATEREINET, M. O—
ANA VI =T ADEMICARY, JBossEAP A YV RY VRERITTBRANIIUADT IR
BRYEFST, VE-MT7I7EREEMEIN, 77MIWR—RDTATVT14T1—ANTEFERT D&
ICEREINE T, T 74/ ~TlE. mgmt-users.properties 7 7 1 L AFER L TaA—H—F & /R
7 — K% {R7F L. mgmt-groups.properties #FH L Ca1—H—JI—TEREREFELE T,

21— —1E#IE. EAP_HOME/bin/ 1 L 2 N Y —ICHS#II N T W2 adduser 2 1) 7 h&{EALT
INS5DT7 7AILICEBIMINET,
adduser R4 ) 7 hCaA—Y—%&BMT BICIX. ULTFE2RTLET,

1. add-user.sh ¥ 7-|% add-user.bat I~v > RAFETLF T,

2. BB —HY—FHE 7Y r—2 a3y a1—H—5EBMTEINEINEBIRLET,

3 A—H—ZEMIBLILLERBRLET. T4 MTIE FIAFTRALILARG
ManagementRealm & ApplicationRealm DA TY, BRI LLILLADNEMINZ &, KDY IC
FHTRAEANTHIENTEET,

4. TAVTIDPREFINES, FEQI—HY—FZ RRAT—K, BLUTEBROA—ILEAALZE
T BEIF, X2 VT4 —LIVLDETONRT A —T7AIICEETRAFEFNET,

4.1.2. LDAP TOEREEDENN

JBoss EAP (&, LDAPREZ A LAEEA V49— T M ADEF a2 7HICEFHLTWET, LDAP
DEFE & JBoss EAP T®D LDAP DEIEAEICDWTIX, Red Hat JBoss Enterprise Application
Platform7 €% 2 U7 1 =7 —%7 U F v —71 K O LDAP, EEA Y5 —7 x4 2TDLDAP Df&
F. & & T ManagementRealm T® LDAP DR Ot/ > a Y TEHIAINTWETY, LDAP R % #E
FALTEEBA VY — T M RE2RETHAHEDFME. 714170714714 —EEBDHREAEAARD
LDAP A L/-EXM V¥ — 7141®t#1U?4—ﬁ%t793y%@%bf<téwo

4.2. BEQINZAT— R

421 /N2 7 — K vault

JBossEAP B L UBET R 7 IV r—>a vOREICKE., 22— —RBE/NRRAT— R EDERIFRL D
BICRYET, "RAT—RETL— /T#ZFT&E7 1IVILRETDZRDYIC, /Y27 — K vault
HeEAFERALTHRRAT7—REREYRI L, BELELLAEAF—AMNTPIEETEEYT, NRAT7—RKEHRE
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L5, JBossEAP ICF 7O INAEEBCLIOAR Y RFLFT7 Iy —2avIicsBaEsHa2 &M
TXZEY,

N2AT7—Rvaultld JavaF—RAMNT7ERANL—IAAZXLELTHEARALET, /827 — Kvault IR
ML= EF—RPML—YUD2DTHREINET, JavaF—R M 7IE, Vault A ML —Y THBEXFT
ERESIEEAIIESETZDIFERINGF— 2 RETHLHDIFERINET,

B

Z DF|ETIE. Java Runtime Environment (JRE) 2249 % keytool 2—F 1 U F 4 —
NMERINZET, 7710/ R%EZRDIFET, RedHatEnterprise Linux T
I&. /usr/bin/keytool T,

JCEKS F¥F—RA M7 DRE(IF JavaR VI —TEICERY FET, TDRHD, ¥F—A N7

iE. ERALTWS DK ERLEARY S —D keytool 1—7 4 ) 74 —%ERAL TEKRT S
BEIHYET., BIDORYFT—DIDK TERITLTWS JBossEAP7 A YV RAI VAT, &
RYST—DIDKDEF—Y—ILICE > TERINEF—RANTAEFERT S

& . java.io.lOException: com.sun.crypto.provider.SealedObjectForKeyProtector M
ADNFRELXT,

4.2.11. /827 — K vault D%
LLTFOFIBICHK>T, RAT7—RKVautzty N7y 7L, EHLET,

L F—RANT7ELVCETOHRDESEINBERERES ST LI M) —%2FHLET,
F—ANTEMOEELRBERERMTEZT LI MN)—%ZFKLET, COFIETIE. T1L
2 Y —(X EAP_HOMENvault/ E8ELE T, DT 4 LV M) —ICIIBBBERIEIND
O, TIOERE, —BOI-—Y—ICHIRT Z2LENDHY I, JBossEAP ZE{TLTWVWDH1—
Y—THAO Y MIRBDPBLEEHRAZERAT IV EADNRBETT,

2. Keytool =74 VT4 —TCHEATEINIA—FI—ZRELET,
PLFDINSG A =S —DIEERDET,

alias
IANTRE vaut PF—XRFICRBFEINTWBMHMOT—9 D—EFHANFTT, T4
TVARIAXFENMNFZ2XRLEEA,

storetype
ZARTHATIEF—ZAMNTDOIA THIBELE T, {EIF. jeceks DHEINE T,

keyalg
EEIICERTZT7ILTY XL, JRESLUVARL—FTAVIVRTLDORF2AY NS
BLT, AIATRRMtOBRRZ#EZELX T,

keysize
ESEF—DH A X, TIL— N7+ —RATORBSHROEZEICHELEZ T, BURED

FME, F—Y 2T A )T A —EEBICMBAINDE RF XV M ESRLTCES
LY,

storepass

storepass D{EIE. F—RXAMT7IIR T ZRAIFERINZ/NRT—RKTH DD, #BEFH

BB ENTEET, NRAT—RNIE6XFULTHIMBENHY £, NAT—RIE, F—
ANTADTVEABICANT 2RENHYEY, IDNSAX -9 —%4WBITZE, ATV
NETEIC keytool T—F 1 )T 4 —ICL Y ADIDKROLNZET,

keypass
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Keypass DIEIL. BHEDF—ICT IR TZLHDIFERIND/RRAT— KT, storepass /\
FA—Y—DEE—HBTILENHYET,

validity
validity DfEld, EABMICRZHE (HH) T,
keystore

keystore D{E I, keystore DEIIEMINZFED T 7 A INNRZABELVT7 71 ILETT,
F—RAMT 774 T—IDRMWIEMINZ EFRINET, ELWIT 7M4ILARRK
PYUXFMERAINTWSE I & %R L £ T, Red Hat Enterprise Linux & & REIERD 7 R
L—TFT 4 VI RTLDGZE ) (747—RKRXZ v 1), Microsoft Windows Server D5
BRI\ I RSy va)=FERALET,

Keytool 1—F 1 )74 —IlIE. ZOMHDE DA T avAHY Fd, Filld. JRE /o
ARV =T A VIV RATLDRFIAY NESRBLTLEIVL,

3. keytool AY Y R&EEITLET,

$ keytool -genseckey -alias vault -storetype jceks -keyalg AES -keysize 128 -storepass
vault22 -keypass vault22 -validity 730 -keystore EAP_HOME/vault/vault.keystore

Zhil& Y, EAP_HOME/vault/vault.keystore 7 7 1 JLITER S NicF— X M 7HERI N ZE
¥ JBossEAP Tld, NRAT—RAEDESIEINLXFIARET HLDIFERAINEZ A
D7 ZAvault EEBHICE—DF—E2RELZET,

421.2. 7827 — K Vault Z#IHL L £ 7,

IRAT—Rvaultld, ENRXSAXA—Y—DEODAAERKRDZTAV T IHIRRINBIBEICA VI SY
T4 TICHEETEE T, FARIEFAT Y RSAVICTRTDONRTA—4 —([BEN BB I N B IBSICIENEE
MICHEIEINE T, EXYV Y RTRALKBRIRRIND 2D, EEHNAFRATEET,

UTFDINSGA—=5 —DBETT,

keystore URL (KEYSTORE_URL)

F—RARNTIT7ANDIT 7AWV AT LIRZAETZIE URI, TOHIT
I&. EAP_HOME/vault/vault.keystore = {FH L £ 7,

F—R PF7/RR 77— K (KEYSTORE_PASSWORD)
F—AMNTOT7 IV ERAICERAIND/INZAT— R,
Salt (SALT)

SaltfEld. ¥F—RAMNT7OABREESILT B720IC. iterationcount (RIEAT ¥ b)) & EEHICFERAI N
32 8XFDT VY LRIFITY,

keystore Alias (KEYSTORE_ALIAS)
F—ANTPREINTVWRBIAYT R,

Iteration Count (ITERATION_COUNT)
EELT7 I T X LDRITEE,

Directory to store encrypted files (ENC_FILE_DIR)

EEELEET7 7MLV ERET S/ R, ThiIEBE. RAT7—Kvaut 2880714 L 27 M) =TT,
F—ZA M7 EAUBRAICESIEINBRE TR TENT I EIZEMNTTH, BRETIEHY FH
ho TDT4 LY MN)—ICIE, HIROHZA—F—DADBTIEATEBLIICTEINELNHY F
T, JBossEAP 7 EITINBZ1I—HY—THO U NTlE, BETCEHZAEIT IV EIANBETT,
F—AMTIE /27— K vault DFRE BFICER LT LI N —ICESK BEIHY FT, T4
LI KMN)—ZBDRBICIINY VRS 2FRERAS YV aAaDMETHDIEITERLTLIEIL,
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ELWI77AILRARPYXENMERINTWSE %R LT, Red Hat Enterprise Linux & &
VEKRDOARL —FT A VIV RTLDGEIE /(7 4T7—RKRXZ v a), Microsoft Windows Server
DHBEIF\NNY IV RZyv2a)=FHALET,

Vault Block (VAULT_BLOCK)
NRZ2T7—Rvaut D70y VL5 Z 5N 5AH

Attribute (ATTRIBUTE)
REINIEHICEZ 5N S AFI

Security Attribute (SEC-ATTR)
INZAT—Rvaut IKRBEINTWVWBNRT—R,

password vault A< > K& JEREEMICET T 5 I1C1d. BEEBHRD/INT A —49—%BEL Tvault 27 1)
7k (EAP_HOME/bin/ 1Y ) A UHT I EATE T,

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE_PASSWORD --alias
KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute ATTRIBUTE --sec-attr SEC-ATTR --
enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

l

$ vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
vault-block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --iteration 120
--salt 1234abcd

HAH

JBoss Vault
JBOSS HOME: EAP_HOME

JAVA: java

Nov 09, 2015 9:02:47 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX00361: Default Security Vault Implementation Initialized and Ready
WFLYSECO0047: Secured attribute value has been stored in Vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:

VAULT::vb::password::1

hhkkkkkkkkkkhhhkkhkhkhkhhhhkhkhkhkhkhhhkkhhhhhhhkkkkkhixk

WFLYSECO0048: Vault Configuration in WildFly configuration file:

hhkkkkkkkkkkhhhkkhkhkhkhhhhkkhkhkkhkhhhkkhhhkhhhhkkkhhkk

</extensions>

<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5dOaAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
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<vault-option name="SALT" value="1234abcd"/>

<vault-option name="ITERATION_COUNT" value="120"/>

<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...

hhkkkkkkkkkhkkhhhkkhkhkhkhhhhkkhkhkkhkhhhkkhhhhhhhkkkhhik

N7 —Rvault A7 Y REMFENICETT S5ICEE. UTOFIEA ABLETY,

L RXRT7—=Rvaut A KA V895074 TICEBLET,
Red Hat Enterprise Linux £ ERAHRD AR L —FT 1« VT AT LTIE
EAP_HOME/bin/vault.sh. Microsoft Windows Server Ti& EAP_HOME\bin\vault.batt % 317
LEJ. FILLWHGEEY Y a Y ZRABRT 2ICE. o(EQ) EAALET,

2. BRNSGA—=H—%ANLEY,
TAV T MRS TRERNSA—F—% AALFT,

3. FRIUINFENRAT—RBEREAELE T,
TR IN/IRAT— R, salt, iteration count (R1E) I&. BERNICHAINIE T, ©24i
BRICEFNOAZXBHTHEEXET, TNOHDIT Y M) —id, /827 — R Vault IZEMNT %%
ENHYET, F—AMNTI7ALELVIDEICT IV ERTZE, BEEIF/NZAT— R Vault
DHEEIERICT VERATEBRLIICRYET,

4, WEXIVY—ILERTLET,
WERIVY—ILERTTSBICIE. 2&EABDLET,
fil: A h

Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password: vault22

Enter Keystore password again: vault22

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Vault Configuration in AS7 config file:

khkkkkkkkkkkhhhkkhkhkhkhhhhkkhkhkhkhhhkkhhkhhhhhkkkkkhixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5dOaAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
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+F—RAMNTPNRRAT—RIF, BEZ77ALELCTFTOAMAY N THERTBHDICVRAIINTVLE
T IS5, vault IZFIERE S h, FHTESHREICRY FT,

4213. X277 — K vault #9535 L DI JBossEAP #/EL X,

NZT—RBLUVZEDMDBEEMEZTAI L TEREZ 74 IV THERT %HIIC. JBossEAP7 IZZEN 5
ERESLVEBSIETZ/NRT—Rvault 23883 20EBELHY F7,

DLTFoax Y REFALT, "AT7—Kvault 2EH 95 EDICJBossEAP7 28 ETZ XY,

/core-service=vault:add(vault-options=[("KEYSTORE_URL" => "PATH_TO_KEYSTORE"),
("KEYSTORE_PASSWORD" => "MASKED PASSWORD"),("KEYSTORE_ALIAS" => "ALIAS"),
("SALT" => "SALT"),("ITERATION_COUNT" => "ITERATION_COUNT"),("ENC_FILE_DIR" =>
"ENC_FILE_DIR")])

/core-service=vault:add(vault-options=[("KEYSTORE_URL" => "EAP_HOME/vault/vault.keystore"),
("KEYSTORE_PASSWORD" => "MASK-5dOaAVafCSd"),("KEYSTORE_ALIAS" => "vault"),("SALT"
=> "1284abcd"),("ITERATION_COUNT" => "120"),("ENC_FILE_DIR" => "EAP_HOME/vault/")])

R

Microsoft Windows Server 2 L TW3HBEIF. Ny IR Fvia (\\) Z12TlER
<22fEALZEY, fl:C:\\data\\ault\vault.keystore Z huid, BE—D/NNv I 25y a
() DBXFEIRT—FIERAINZHTT,

L

4.2.2. /X277 — K Vault IC Sensitive XFF 5 EEFZL X7,

TL—=—VFFARNDERET 7AIICIRAT— RPZDOMDEBXFINEESHZE, EFa)F14—1R
IHEVNET, EXa) T4 —LDEENSE. INSOXFEIE/NART— Rvault ICRELEF T, /8
A7 —Rvault T, INSDOXFHIE, YAV LEEATEREZ 704I)L. EECLIOTY R, &
V7 Y r—2a v T8BTEET,

BBXFINE, V—IADENIA =S —DEZERT 2HEICIE. /ST — K Vault IS EEH I THEHR
THIEDNTEFTY, HBHWE, AVY RIA VY TINTDONI A= —DEIMRE SN D IENFEFR
TRETDHIEETEEY, XYY RTEAUBRDPRRIIND D, EE0NZHATEET. Th
S5DXYVy R, mMEEH vault 27 ) TN THUHLINET,

password vault A< ¥ R&FEWFEMICETT 2I1C1E. BEBRO/NNSA—9—%EEL Tvault 27 1)
7~ (EAP_HOME/bin/ IZ5H Y £9) AU T I EATEET,

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE_PASSWORD --alias
KEYSTORE_ALIAS --vault-block VAULT_BLOCK --attribute ATTRIBUTE --sec-attr SEC-ATTR --
enc-dir ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

pa )
F—ZARMTNRRT—=RIFE, YRIBRTREL, L=V TF A MK TIEET 2LE
rHYET,

B
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$ vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
vault-block vb --attribute password --sec-attr OpenS3sam3 --enc-dir EAP_HOME/vault/ --iteration 120
--salt 1234abcd

HAH

JBoss Vault
JBOSS HOME: EAP_HOME

JAVA: java

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX00361: Default Security Vault Implementation Initialized and Ready
WFLYSECO0047: Secured attribute value has been stored in Vault.

Please make note of the following:

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:

VAULT::vb::password::1

hhkkkkkkkkkkhhhkkkhkhkhkhhhhkkhkhkkhkhhhkkhhhhhhhkkkkhkk

WFLYSECO0048: Vault Configuration in WildFly configuration file:

hhkkkkkkkkkhkkhhhkkhkhkhkhhhhkkhkhkkhkhhhhkkhhhhhhhkkkkhixk

</extensions>

<vault>
<vault-option name="KEYSTORE_URL" value="../vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="../vault/"/>

</vault><management> ...

khkkkkkkkkkkhhhkkhkhkhkhhhhkkhkhkhkhhhkkhhkhhhhhkkkkkhixk

vaut 227 1) AU L72#. AvE—JIEEEDICHAINET, TDEE, vaut 7AY 7,
BHR., TRIVINEXFI, RETXFWNEFEHATZIEICDODVWTDT RN IANKRRINET, 2
DIERIT. BEBBAICAETLTHVWTLEIW, HABNAEUTICRLET,

Vault Block:vb

Attribute Name:password

Configuration should be done as follows:
VAULT::vb::password::1

NZT7—Rvault Av Y REWEEMICEITT 5I1CE. UTOFIENIMHETT,
L NXZAT—KvautAx v REA V95 05714 TICEEILET,

ARL—FTAVIIRATLDARY RSA VA VI —T 24 A% EH
L. EAP_HOME/bin/vault.sh (Red Hat Enterprise Linux 8 K URHKD AR L —FT 1 VI AT
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L) ¥ 721Z EAP_HOME\bin\vault.bat (Microsoft Windows Server £) #Z2{7 L £ 3., L L
EtyvavERRIKBTSICIE. o(EO) EAALET,

CBRNASA I - AALIET,

TOVT MR TRELANS A=Y —%AALET, ThS5DMEIF. /ST — K vault DE
REFICIREINEE—BLTWEIRELNHY £7,

P
F—RARNTNRRT—REFE, YRIBATE R, L=V TFRAMNYATEET
DRENDHYIT,

-

C EBEXFINCET Z2NIA = —AANZTVWET,

WP OREL BT 2IBEE 0 (YD) EANLESF. TOVT MCit> THER/SS
)( _&_%ljj L/ i’a—o

CRATVINEXZEFIIICOWTDERAEZXEBOHTCEXFT,

Xy t—JFBERAICHADIN, vault 7Ov 2. BlER. TRIINEXFS., BEOXF
FIDOFERICET A7 RNAZANKRTLET, TOBFRIZ. Z2BBFAICXELTBEVWTLEX
W, HABIELUTICRLET,

Vault Block:ds_Example1

Attribute Name:password

Configuration should be done as follows:
VAULT::ds_Example1::password::1

CWERI VY —ILERTLETD,
WERA VY —ILERTTBITIE. 2EAALET,
Bl: AHH
JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

kkkkkkkkkkkhkhhhhkhkkkkkhkhhhkkkhkhhhkhxx

*kkk JBOSS Vault *kkkkkkkkkkkkkk

kkkkkkkkkkkhkhkhhkhkkkhkhhhhkkkhhdhhkhkx

Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit

0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Vault Configuration in AS7 config file:
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</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
0
Task: Store a secured attribute
Please enter secured attribute value (such as password):
Please enter secured attribute value (such as password) again:
Values match
Enter Vault Block:ds_Example1
Enter Attribute Name:password
Secured attribute value has been stored in vault.
Please make note of the following:
Vault Block:ds_Example1
Attribute Name:password
Configuration should be done as follows:
VAULT::ds_Example1::password::1
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit

42215 LAREXFIERETHEM

EESIEINTVWEIHMEXFIIE, YTRIVINEEATERE7 7AIIVFLIFEECLIOYY NNTHERAT
X, XDOBELABETT,

FEDOY TV AT LRATHANHAINTVEANE I A EHRT 2ICIE. TOYTU AT LAICHLTUT
OEECLIOYY RERITLET,

I /subsystem=SUBSYSTEM:read-resource-description(recursive=true)

DAY ROERTDOEADL S, expressions-allowed /X5 XA —H —DEEIFEL T, true DIFHEIL.
DY TV RATLDRERNTRAEZFEATEIY,

UTO#XEZFEALT, TL—VTFAMXFIETRIINT +—LICBSHWAFT,

I ${VAULT::VAULT_BLOCK:ATTRIBUTE_NAME::MASKED_STRING}

Pl-< R XINEERADIRRAT—FREFEALIET—Y9Y—ADEE
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<subsystem xmins="urn:jboss:domain:datasources:1.0">
<datasources>
<datasource jndi-name="java:jboss/datasources/ExampleDS" enabled="true" use-java-
context="true" pool-name="H2DS">
<connection-url>jdbc:h2:mem:test;DB_CLOSE_DELAY=-1</connection-url>
<driver>h2</driver>
<pool></pool>
<security>
<user-name>sa</user-name>
<password>${VAULT::ds_ExampleDS::password::1}</password>
</security>
</datasource>
<drivers>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>
</subsystem>

4222. 7TV r—a v CHES{E L BRI OER

IRAT7—RVault ILIREINTVWBESIEINEZXFIE. 77U S5—>a DY —2A0—RKRTHERT
XFET, LTIk, y—T Ly hOYV—XOA— KD TT, Thik, TL—YFFAMD/IRRAT—
RTlER<L, T—9 Y —RAEHZTCDODIRAIINENRRAT—ROFERAAERLTWET, TL—YFFX b
N=I 3 VIEFAAVRNTIORINRTWVWSEEH, EWDHbDbHrY T,

vault SR J7—K&=EFHlAdH—TL v b

@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "VAULT::DS::ithePass::1",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"

)

/*old (plaintext) definition

@DataSourceDefinition(
name = "java:jboss/datasources/LoginDS",
user = "sa",
password = "sa",
className = "org.h2.jdbcx.JdbcDataSource",
url = "jdbc:h2:tcp://localhost/mem:test"

)"/

422 3. BBXFINHNNRZAT— K vault RICH BN EI D EMEALE T,

N2 — R vault IKEBXFINEREFILIERT HR1IC. TOXFINITTICREINTVLEDED
MR Y 5 EEMTT,

CDFzv I, 2—H—IIE&NRNFTA =Y —DEODANERDZRFEHRE/IE, AV R4V TT
RTDINSGA—F —DENMREINZEREFHERXOVWT IO TEITTEEZT, EXYV Y RTREUERDY
REINDH, EEONAFHATEET, INHDXAY Y Rid, mEEE vault 22 1) 7 N THUH
LIhZFd,
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FEMFEHAT, IRTDONRIA—Y—EZ—FTRELET, IRXTONRIA—F—DFAIF. /IR
7 — K vault OFEHE 2SR L T XV, password vault < Y RA&IEREEMICEITT 5 ICIL, BE
BHRDNFA—H—%IBELTvault 2 1) 7 b (EAP_HOME/bin/ ICHY £9) Z#MUOHET I EHNTE
i’a—o

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE_PASSWORD --alias
KEYSTORE_ALIAS --check-sec-attr --vault-block VAULT BLOCK --attribute ATTRIBUTE --enc-dir
ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

TU—RAFRINY—DEEAEBROEICEERAFT, /85X —4—KEYSTORE_URL.
KEYSTORE_PASSWORD., & & U'KEYSTORE_ALIAS D, /XX 7 — K vault DERBFICIREE I N
BE—BLTWBRELKHY FT,

pa
F—ZAKMTNRRT—=RIE, YRIBRTREL, L=V TF A MK TEET 2LE
rHYET,

BEBEXFIMEEINzvault 7AY JILREFEINZ &, LTOXAy E—IDNKRRINET,
I Password already exists.
EfMEED7OY JILRBEINTULRWESIE, ULTOX vy E—UNRRINET,
I Password doesn't exist.
INRRAT—Rvault A7 Y REZWMERNICETT 2ICE. UTOFIEIBETT,
L RXRT7—=Rvaut Av Y R V895074 TICEBLET,
Red Hat Enterprise Linux X7 @D A R L —FT 4 VT AT LTIE
EAP_HOME/bin/vault.sh. Microsoft Windows Server Tl& EAP_HOME\bin\vault.batt % 5217

LEJ. FILLWHGEEY Y a Yy Z2RABRTZICE. o(EQ) EAALET,

2. BRNSA—9—%AALET, 7OV T MR > TUEARI/NTA—F—EAALET,
InSOER, /SR T — K vault DFEKEICIRESNEE —HLTWIRENHY XY,

R

REENRO LN E F I, F—RAMNTRART—REIRIBRATIERL, TL—
VTIFAMNUATEES 2RENHY T,

¢ 1ZAALTEF 1) T4 —RESNLBUNFEET 2D EIDIZHBLET,
o MENFIEZFFETZvault 7O IV DEFEZANLET,
o Frv VY LHEXFIDRFMEANLET,

BEFIMNMEEI N vault 7Oy JILEFEINTVWBIFEIE. UTOL D RHERA Yy E—IDKRR
INhFEY,

I A value exists for (VAULT_BLOCK, ATTRIBUTE)

BEBEXFIMEETOY JICREINTVWARWGSIE, UTOLI X v E—YMHAIIET,
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I No value has been store for (VAULT_BLOCK, ATTRIBUTE)

Bl: MEER T OB CFHI DOFERE

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

kkkkkkkkkkkhkkhkhhkhkhkkhkhhhhkkkkhhhhhkhxx

werx JBogg Vault *reereessssres
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Nov 09, 2015 9:24:36 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in AS7 config file:

*kkkkkkkkkkhkkhhkhkkkhkhkhhhkkhkhhhhhkhkkhhhhhhkkkhrixk

</extensions>
<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
1
Task: Verify whether a secured attribute exists
Enter Vault Block:vb
Enter Attribute Name:password
A value exists for (vb, password)
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit

4.2.2.4. 727 — K vault 5 OB LI DO YR
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X2 T4 —LDOEAHND, MEBRXFIATRBICA>TBRIE. RAT—Rvaut O HIBRT 22 &
PHEINZET, 2K 7TV 5r—2avnFEAEELET35E8. T—9YV—AEECHERAINS
HWEXF =R ICHIRT 2HELHY ET,

B

BIRFEMHE LT, NRAT— R vault B XFI A HIRT %1213, JBoss EAP DERTE
THEAINZNE I EERELET,

CDEEIE, A—F—II&NSA =Y —DEDANERDZIHEFEHRE/IE. ATV RKS4 VTIRT
DINT A=Y —DENMRBEINDIERFEERIOVWITNATEITTITET, EXV Y RTCRALBRIRLRSR
INZED, EELHAEFATEEZT, INOLDAY Y R, @EED vault 22 7N TIHEUH LS
hi-a—o

IEMEHRT, IXNTONIA—SI—EZ—HETRHLIT, IXRTONIX—F—0DFRAIE, /{2
7 — K vault O#HAE 2SR L T LI W, password vault A< ¥ RZIEREERICEITT 2121, BEE
BHRDNFA—H—%IBELTvault 2 ) 7 b (EAP_HOME/bin/ ICHY £9) ZEMUOHET I EHNTE
i-a—o

$ vault.sh --keystore KEYSTORE_URL --keystore-password KEYSTORE_PASSWORD --alias
KEYSTORE_ALIAS --remove-sec-attr --vault-block VAULT BLOCK --attribute ATTRIBUTE --enc-dir
ENC_FILE_DIR --iteration ITERATION_COUNT --salt SALT

TU—RAFRINY —DEEAEBROEICEERAET, /85X —4—KEYSTORE_URL.
KEYSTORE_PASSWORD., & & U'KEYSTORE_ALIAS DfElZ. /XX 7 — K vault DERBFICIRE I N
BEE—BLTWBIRLELKHY ET,

pa 3
F—ZARNTNRRT—=RIE, YRIBATREL, L=V TF A MK TIEET 2LE
NHYET,

KEBEXFINERBICHRIND &, UTOLD BHEREX Yy E—IDRRINET,

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault
BEXFINNMHBRINBEWVIGEIE, UTOLIBX Yy E—IDBRRIINIT,

I Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist

H A B

$ ./vault.sh --keystore EAP_HOME/vault/vault.keystore --keystore-password vault22 --alias vault --
remove-sec-attr --vault-block vb --attribute password --enc-dir EAP_HOME/vault/ --iteration 120 --salt
1234abcd

JBoss Vault
JBOSS HOME: EAP_HOME
JAVA: java

Dec 23, 2015 1:54:24 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init
INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready
Secured attribute [vb::password] has been successfully removed from vault
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XA T OB STF I DHIER
NRT7—Rvault AT Y RENEHICKTT HICIE. UTOFIRABETT,

L RXRAT7—=Rvaut Av Y R V895074 TIEBLET,
Red Hat Enterprise Linux £ ERAHRDA R L —F 1 VT AT LTIE
EAP_HOME/bin/vault.sh. Microsoft Windows Server Ci& EAP_HOME\bin\vault.batt % 317
LEF. HILWHGEEY Y a Yy Z2RABRTZICE. o(EQ) EAALET,
2. BRNSGA—45—% ANLZET,
TAOVT MRS TRERRBINTA—F—%2AALET, ThHDEIR. /SR 7 — K vault
DERMBFICIREINAMEE—HLTWEIRENHY FT,
p=
IR LN EZE, F—AMTPRRAT—REITRIFATIEARL, TL—
VIXAMNEATEET DIHVEINHY XD,
¢ 2 AALT, EFalT1—REINALBUEHKRTZFT T avaRRLET,
o MBRVFAHAFREFET Dvault 7OV VDL EAALET,

o HIFRY 2HMEBXFINDEZRIZAALIT,

BEXFINEBICBRINS &, UTOL S BHEREX Yy E-—IDNRTIINET,

Secured attribute [VAULT_BLOCK::ATTRIBUTE] has been successfully removed from vault

BBXFINEIRINBRWGEIE, UTFTOLSIBX Yy E—INRRINIT,

Secured attribute [VAULT_BLOCK::ATTRIBUTE] was not removed from vault, check whether it exist

H A B
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werx JBogg VaUlt *rrereessseses
Please enter a Digit:: 0: Start Interactive Session 1: Remove Interactive Session 2: Exit
0

Starting an interactive session

Enter directory to store encrypted files:EAP_HOME/vault/

Enter Keystore URL:EAP_HOME/vault/vault.keystore

Enter Keystore password:

Enter Keystore password again:

Values match

Enter 8 character salt:1234abcd

Enter iteration count as a number (Eg: 44):120

Enter Keystore Alias:vault

Initializing Vault

Dec 23, 2014 1:40:56 PM org.picketbox.plugins.vault.PicketBoxSecurityVault init

INFO: PBOX000361: Default Security Vault Implementation Initialized and Ready

Vault Configuration in configuration file:

*kkkkkkkkhkhkhkhkhkkhhkhkhhhkhkhkhhhhhkhkhkhhkhkhhhkkkhrixk

</extensions>
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<vault>
<vault-option name="KEYSTORE_URL" value="EAP_HOME/vault/vault.keystore"/>
<vault-option name="KEYSTORE_PASSWORD" value="MASK-5d0aAVafCSd"/>
<vault-option name="KEYSTORE_ALIAS" value="vault"/>
<vault-option name="SALT" value="1234abcd"/>
<vault-option name="ITERATION_COUNT" value="120"/>
<vault-option name="ENC_FILE_DIR" value="EAP_HOME/vault/"/>
</vault><management> ...
Vault is initialized and ready for use
Handshake with Vault complete
Please enter a Digit:: 0: Store a secured attribute 1: Check whether a secured attribute exists 2:
Remove secured attribute 3: Exit
2
Task: Remove secured attribute
Enter Vault Block:vb
Enter Attribute Name:password
Secured attribute [vb::password] has been successfully removed from vault

4.2.2.5. Red Hat JBoss Enterprise Application Platform #8/X2 7 — K vault ®h R 4 LR%E
AERAITBELDICEKET S

BEL/ANRT— RN Vaut REZFRHT 2 I &ICMA. SecurityVault DA RS LAREZFRATZIED
TXFY,

BF

BIRFMHE LT, NRAT—RFVault MIHIEINTWB Z & 2R L T T W, il
&, /Y27 — K vault OFJHEAE ZSB LTIV,

INZAT—=Rvault ICHRY LAREZFERTBICE. LTFZETLET,
. 1% —7x4 R SecurityVault s 2E 9257 S A% ERLET,

2. BRIOFIENS IV ZRAZBLEY 12— ILEEK L. 4189 —T 4 XD SecurityVault TH %
org.picketbox TIREFRAFRZIEEL X7,

3. ROBMAFRE D vaut ERZ%ZEBINML T, JBossEAPEBRETHRY L/SRAT— Rvault ZERICL
i’a—o

® code: SecurityVault #3E%& 9 %7 5 ADZLEM %,
e module: hRY LYV ZANEEFNDEY 2 —ILDEHI,

#4723 VT, vault-options XS A —4—%FEAL T, /AXT—KVault DH R4S LY S 2%
TEZEY,

Bll: - vault-options /XT XA —9 —%FRALIEARY LY Z ADEH

/core-service=vault:add( code="custom.vault.implementation.CustomSecurityVault",
module="custom.vault.module", vault-options=[("KEYSTORE_URL" => "PATH_TO_KEYSTORE"),
("KEYSTORE_PASSWORD" => "MASKED_PASSWORD"), ("KEYSTORE_ALIAS" => "ALIAS"),
("SALT" => "SALT"),("ITERATION_COUNT" => "ITERATION_COUNT"),("ENC_FILE_DIR" =>
"ENC_FILE_DIR")])
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4226. Y —ZADS5DF—R MNT/IRAT— KOG

EXT. EXTC, CMD, CMDC, F7cld CLASS XV v NI, Java F—RA M T7/XRXT7— ROEEFICDOWVWT
Vault RETERTEEY,

I <vault-option name="KEYSTORE_PASSWORD" value="[here]"/>

IDREZLUTTHBALET,

{EXT}...

VUIRIEREAROT Y REELE T, B {EXT}/ usr/bin/getmypassword --section 1--query
company, /usr/bin/getmypassword <Y > RAZETLFJ, 2DAT Y Ni&, BEHAIT/NNR
T7—RERRTL, £F¥21) 74— VaultDF—X M TDNRRT7—RELTHEALET., ZOHITIE-
-section1& --query company D2 DDA 7> avaFERALTVWET,

{EXTC[:expiration_in_millis]}...

EEOITY REZRLET, JITO, . TSIy RI74—LAT Y REERITTBLDIC
Runtime.exec(String) XV v RIZEI NS, EEOIAYY RSAVTY, AX Y NHADKRIDT
DIRRAT—RELTHERINET, EXTC/NY 7 M expiration_in_millis T Y D/S27— K%
FrvralExzd, T72IINMDF vy aOEMERIE O =infinity TY,
{EXTC:120000}/usr/bin/getmypassword --section 1--query company (&. F+ v > 2l
/usr/bin/getmypassword E A EENEHNEI DN EZRIAELE T, HAVESENZHBEIE. IhEE
ALET, AP LGWEEIEF. IV FZEERTLTINZF vy Y2 ICHAOLTERALET, 20
BITIE, Fv v ald249 (120000 2 #) THETNICRY XY,

{CMD3}... or {CMDC[:expiration_in_millis]}...

—ERaT Y R, (AV ) TRULNAEXFITY, RYDEBDIEEEOIT Y KT, EINDOER

PINSGA—=FH—%2KLET, AVTINYVIRASY D a1%[F1FBIET, NSIA—=—9—D—F &

LTHRETZENTEZET, fl: {CMD}/usr/bin/getmypassword,--section,1,--query,company
{CLASS[@]jboss_module_spec]}classname[:ctorargs]

[:ctorargs] l&. 75 REMLE :(AAV)ICL>TRYIGNZ AT a vDXFHTYE, Zhik, 7
S A% ctor IEINZE T, ctorargs I EXFFOIAVIRXEPY DY XA TY, fi:
{CLASS@org.test.passwd}org.test.passwd.ExternamPassworProvider Z O f§| T

l&. org.test.passwd.ExternamPassworProvider 7 5 X2 #" org.test.passwd €2 2 —)LHh50O0— K
I 1. toCharArray() XV v REFHRALTNANRT7—RZEEL 9, toCharArray() BRI T X AL
BE&IE. toString() XV v RHBMERINE Y, org.test.passwd.ExternamPassworProvider 7 5
IKET 72 RDIAVARNZ VI —DPRBETT,

4.3. O—J)LR—ADT 7tz A&

O—IR=XAT7 IV EAFHEBOERIIDOWTIE, X2 VT4 —T—FF7I9Fv—HA KD O—)LR—
AT 24 HBELV BEA Y —T T4 ANDRBAC DEN OtV a v THBAINTWET,

431. O0—ILR—ZXDT Y RAEEDERL

T 7 # )L b Tl&, Role-Based Access Control (RBAC) ¥ R T ANEMICAR > TWET, AMICT SIC
I&. provider Bt % simple 5 rbac ICEE L £, provider (. management 3 D access-
control ERDEMTY, Ihidk, BECLIZFERT N Y—N—D2DF 7354 VDFEICIFY—/1N—
BMEXML 7 7 MV ERELTEITTEET, BREPOHY —/\—TRBAC ZE MWL EIEBMELE
B, P—N—FZEEZ)O—FNLTEREZERMT IHNENHY T,

—EEWMICT S &, FEWIETE 2 DIE Administrator F 7zl SuperUser O—)LD 1 —H—DdH &Y

FY, 77T, BECLIRY—N—ERALTY Y ETEITINDIHZE, SuperUser O—JL &
LTEGFINIEY,
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B CLI AL TRBAC ZBMICT BICIE. 7 EREFRY YV — XD write-attribute ##/F & FER L
T. provider B % rbac ICEREL X,

RBAC =HB#{E9 % CLI
I /core-service=management/access=authorization:write-attribute(name=provider, value=rbac)

B CLI =AU TRBAC ZEMICT BITld. 7 EREFRY YV — D write-attribute #{E & FER L
T. provider B % simple ICEREL X7,

RBAC ZE®IC9 % CLI
I /core-service=management/access=authorization:write-attribute(name=provider, value=simple)

HP—N=DF T34V DHFA, XMLFZEZMREL TRBAC ZBMFLIBEMICTEZIEHNTEIEY,
INETHICIE. BEERD access-control E3RD provider BlEAREL 9. T DE% rbac ITERTE
LTHEMICL., simple TEMICLET,

XML O #il

<management>
<access-control provider="rbac">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
<f/include>
</role>
</role-mapping>
</access-control>
</management>

4.3.2. Permission Combination Policy D& &

Permission Combination Policy (&, Z—H#—"EHOO—ILAEY B THNTWE D E D B OFIRAE
ZRELX Y, permissive 7z ld reject ICRETE XY, T 7 4L ~& permissive TY,

permissive ICERET 2 &, 7O avaEHFATH21—H—([CO—ILHEYETLRTWEE, ZDT Y
a3 v INhE T,

rejecting ICERET 2 &, BHOO—IILAI—HF—ICEIYHETONTWBRIGAE., 722 avIidFash
FthA,. D2FY, TORY Y —NMrejecting ICREINTWS E, FEA—HF—ICEE—DO—IILDH%
Y LBTEZRELIrHY ET, R T—Drejecting IKREINTWEIHE., EHOO—ILEFD>1—
F—3BEIA VY —ILFLIEBECLIAFRATE A,

Permission Combination Policy (&, permission-combination-policy B % permissive % 7= (&
rejecting DWIFNMNMIRELTHRELET, Chidk, BECLIZFRATIN Y—N—DFT751 >
DHBEIIIEY —/N—FZEXML 7 71 L Zim&E L TEITTE XY, permission-combination-policy /&
(3 access-control EXRD—ERT. access-control 3% management EXRICHY X T,

Permission Combination Policy D&%

7O RAEER) VY — D write-attribute #{E%Z{#FEFH L T. permission-combination-policy &% % & 73
RYD—RIERELET,
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/core-service=management/access=authorization:write-attribute(name=permission-combination-
policy, value=POLICYNAME)

BWMRRY > —2&IL rejecting B & U permissive IZ7Y T,

CLI Dl

/core-service=management/access=authorization:write-attribute(name=permission-combination-
policy, value=rejecting)

P—NR=—DF 7514 DIFE. XMLEEZRBEL T/—I v aryDllaahERY ¥ — (permission
combination policy) fEZZETE X9, IN%Z{TDICIE. access-control EFRD permission-
combination-policy B % #fR&E L £ 7,

XML O #l

<access-control provider="rbac" permission-combination-policy="rejecting">
<role-mapping>
<role name="SuperUser">
<include>
<user name="$local"/>
<f/include>
</role>
</role-mapping>
</access-control>

433.0—IJ)LDEHE
RBAC (Role-Based Access Control) ZBMICT 2 &, BEBI—H—DHFITINTVWIRARTIE. 1—H—
DEYETORTWEO—ILICE > TRFY ET, JBossEAP7 1E, 2—H—EJI—TOEADA Y
N=2y FITEDVWTCEBEERADY AT LEZFERAL, 21— —DNEDO—ILILEBT 2D ERELF
ER
aA—H—F, LTFOBEICO—ILICEYETOLhE ERAINET,

e O—JLICEDHDI—HY—ELTYVRIMRRIND, T

o O—JLIKEFEFNZLDICYRMNRRINZTIL—TDAVN—,
T, A—F—DPUTZERITLAWVGES, 1—F—@FO0—ILICEYETOhBERAINET,

e O—ILHLMATEZI—H—ELTYRN FLiF

o O—IDSLBRAINZYRANDIIV—TDAVIN—=TT,
AT EELYEBEINET,

1I—H—BLTITIN—T00-ILBESLIVRADEREIF, BEIVY—ILEBECLIOmAAEFEAL
THRETEET,

CDEREEERTTEBDIL. SuperUser F7zi& Administrator A—)LD1—H—DH T,

433 1B CLIZAVW 21— —O— )L EY Y TDH
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AI—HY—BL®7I—70A—IbADT Y EY JTDEREIL. role-mapping 2% & L T /core-
service=management/access=authorization IC{iIiE L £ 7,

CDEREEETTEDDIL, SuperUser 7zi& Administrator O—)LD1—H—DH T,

O—J)LEY H¥TEREDRTR
:read-children-names #{E# AL T, REINZO—IILDRERY AN ZERELET,

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)
{
"outcome" => "success",
"result" => [
"Administrator"”,
"Deployer",
"Maintainer",
"Monitor",
"Operator”,
"SuperUser"
]
}

87 L 7= role-mapping @ read-resource #{FZFEA L T, HEDO—ILDTLAFMZIEL X,

/core-service=management/access=authorization/role-mapping=ROLENAME :read-
resource(recursive=true)
{
"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
b
"group-SysOps" => {
"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"
}
}
}
}

HmBRO—ILDEM

ZOFIETIE. B—ILD role-mapping TV ) —%ZEBINT 2 AEZHALE T, Thid. O—IL %z
ETDHNITODEN DY T,
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add BET. FrLWO—ILEREEBMLET,
I /core-service=management/access=authorization/role-mapping=ROLENAME:add

e ROLENAME &, FiLWI v EVTDORREMRZO—ILDEZREITTY (fl: Auditor).
CLI Dl
I /core-service=management/access=authorization/role-mapping=Auditor:add
O—JLIC include ¥ 31— —DiEN
ZOFIETIF. 21— —%Z0O—I)LDinclude SN R MIEMT 2HEZHALET,

A—ILORENTHNTWRWEEIE., TOO—ILD role-mapping TV ) —ARIMCETTIHE
NHYFET,

add##F=fERA LT, O—Jb, BMYAMIZ—H¥—TUM)—ZEMLZET,

/core-service=management/access=authorization/role-
mapping=ROLENAME/include=ALIAS:add(name=USERNAME, type=USER)

e ROLENAME I&, FREINTWZO—IILDEZEITY ., (l: Auditor)

e ALIASIE, ZDT Y EYITD—REDHARTY, RedHat lE. user-USERNAME (f5l: user-max)
BREDIAYTRAOmAHRAUNEFERATLIIEEHELET,

e username l&, @&V A MIEMINE I —HF—DHZREITY (B max).

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=user-
max:add(name=max, type=USER)

O—JLIC exclude ¥ 1—YH—0BEHN
COFIETIE, O—IIDBRAY) 2 MNA—Y—%2EBMTEAEEEHBALET,

A—ILDRENTHONTWRWEEIE., TOO—ILD role-mapping TV ) —ARIMICEITTIHE
NHYFET,

add##F=ERALT. O—ILOBRAV A M- -T2 M) —ZEMLZET,

/core-service=management/access=authorization/role-
mapping=ROLENAME/exclude=ALIAS:add(name=USERNAME, type=USER)

e ROLENAME I&, FREINTWZO—IILDEZEITY, (fl: Auditor)
e USERNAME (&, BRAV X MIEMINTWSE I —H—DHEFITTY,

e ALIASIE, DYy EYITD—REDARTY, RedHat (&, user-USERNAME (f5: user-max)
BREDIAYTRAOmAHRANEFERATLIIEEHELET,

CLI Dl

52



FAZE Y —NR—DA1—YF—LEBA VY —T 1 ADEF21 71

/core-service=management/access=authorization/role-mapping=Auditor/exclude=user-
max:add(name=max, type=USER)

dA—Y—0O—JL®D include ZEDHIE

ZOFETIF, A—IxvEYIHLa1—H—aEBT VM) —%Z2BIRT2HEZHBALIT,

remove {FEFEALTIV N —ZHIBRLE T,

I /core-service=management/access=authorization/role-mapping=ROLENAME/include=ALIAS:remove

e ROLENAME I, ®REINTWVWEO—ILDOLEITT (f: Auditor)

e ALIASIE, DY EYITD—REDAR TYT, RedHat (&, user-USERNAME (f5l: user-max)
BREDIAYTRAOmAHRAUNEFEATLIEE2HELET,

CLI Dl

I /core-service=management/access=authorization/role-mapping=Auditor/include=user-max:remove

P
GEDYRA ML —%2HKRLTHE, IV - RATLHLHBFEINEEA, &

2. O—ILAZFDOI—H—ICEYLETONARVWEIICLET, O—ILIETIL—T AV
N=2y FICEDWTKRAE L TEY Y TONSTREMEIDHY X,

dA—H—0O— LD exclude FEEDHIKER
COFIETIE, AO—ILxvEYIISI—HF—RATV M) —%HIBRT DA E%=RBLE T,
HIfRiEECZ Y M) —AHIBR L E T,

I /core-service=management/access=authorization/role-mapping=ROLENAME/exclude=ALIAS:remove

e ROLENAME I&, FREINTWZO—ILDEZEITY, (l: Auditor)

e ALIASIE, DYy EYITD—REDHARTYT, RedHat (&, user-USERNAME (f5: user-max)
BREDIAY T RAOmAHRAUNEFEATLIEE2HELET,

I /core-service=management/access=authorization/role-mapping=Auditor/exclude=user-max:remove

Pz
BRADY A MDA —ZHIRLTEH, 22— —FYRATLDLHIBRINEEA, &
oo ZOO—DARTZEOI—HF—ICEYETONDLDICAZDIFTIEHY FHA,
KRELTAO—IETIN—TAYN=2 9 FICEDVWTRAINZ TR HY T,
434. 00—/ L2 —H—II—7
mgmt-users.properties 7 7 1 JLE 72i& LDAP H—/NN—DWIFhh A FH L CRIEInic1—H—

&, —HF—TI—TDAVN—ICRBZENTEET, 21— —JIL—T1F. 1 ALEDI—H—IC
HYLBTBIEDTEBZEEDSNILTT,
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RBAC VAT ALlk, FIBT 21— —JIL—7IIG 0T, BFMICO—ILEI—H—(CEIYHTDE LD
ICSRETEXZF T, /. TI—TAVYN=—Vy FICE W TCO—IASI—H—45BRNTEIEETE
i’a—o

mgmt-users.properties 7 7 1 L& AT 2% &. 7L — 7B IE mgmt-groups.properties 7 7 A
WILIREINE T, LDAP 2R T 3154, J)L—TBRIL LDAP 4t —/\—|TRFE X, LDAP #—
N—DEEBICL > THEINZET,

435 EECLI WL —7O0—)LEY Y TOERTE

O—J)LICEENS, FLEEO-IDOSBAINZTIL—T1F, BEIVY—-ILELVEE CLITHRET
XF9d, TOMEY I TR, BECLIOFERICOVWTOHARBALFT,

A—H—BL®TIL—T0O—ILADT Y EY TDREIE. role-mapping EXR & L T /core-
service=management/access=authorization DEE API ICRIEL 9,

CDEREEERTTEDDIL, SuperUser 7zi& Administrator A—)LD1—H—DHTT,

IJI—TO—IVEY) B THREDKRTR
read-children-names #{EF# AL T, REINZO—IILDRERY AN ZRELET,

/core-service=management/access=authorization:read-children-names(child-type=role-mapping)
{
"outcome" => "success",
"result" => [
"Administrator”,
"Deployer",
"Maintainer",
"Monitor",
"Operator",
"SuperUser"
]
}

187 L 7c role-mapping @ read-resource #{FZFEA L T, HEDO—ILDTLAFMZIEL T,

/core-service=management/access=authorization/role-mapping=ROLENAME :read-
resource(recursive=true)
{
"outcome" => "success",
"result" => {
"include-all" => false,
"exclude" => undefined,
"include" => {
"user-theboss" => {
"name" => "theboss",
"realm" => undefined,
"type" => "USER"
b
"user-harold" => {
"name" => "harold",
"realm" => undefined,
"type" => "USER"
b
"group-SysOps" => {
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"name" => "SysOps",
"realm" => undefined,
"type" => "GROUP"
}
}
1
1

HmBRO—ILDEM

ZOFIETIE. B—ILD role-mapping TV ) —%ZEBINT 2 AEZGHALE T, Thid. O—ILzE&
ETDHNITODEN DY T,

add#2/ET. FrLLWO—JLREAEBMLET,

I /core-service=management/access=authorization/role-mapping=ROLENAME:add
JI—FIl include Sz a1—H—miEiN

ZOFIETIE., JI—TE2O—I)ILDinclude Shic) A MIEMT 2AEEFRBAL T,

A—ILDRENTHONTWVWRWEEIEZ, TOO—ILD role-mapping TV ) —ARIMCETTIHE
NHYFET,

add #B#FEFEALT. O—ILOEEY)RAMITIL—TFTTN)—&BMLET,

/core-service=management/access=authorization/role-
mapping=ROLENAME/include=ALIAS:add(name=GROUPNAME, type=GROUP)

e ROLENAME I&, FREINTWZO—ILDEZEITY ., (l: Auditor)
e GROUPNAME &, &&") Z b (fl: investigators) ICBININZ T IL—TDEFITT,

o ALIASIE, DY EYITD—REDHARTY, RedHat lE. group-GROUPNAME (f5l: group-
investigators) IMEDITA ) 7 ADmERAEFHT I EEHELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
investigators:add(name=investigators, type=GROUP)

O—J)LEZRBRATIV—TE L TR
ZOFETIE., FIL—T5O0—I)L®D exclude i) XA MNIEMTEAEEHBLET,

A—J)LDRENITHONTVWRWEEIE., TOO—ILD role-mapping TV b)) =& RIIIERT 2HE
BHYET,

add BFAFERAL T, O—ILORA) R MITL—TTV M) —%BMLET,

/core-service=management/access=authorization/role-
mapping=ROLENAME/exclude=ALIAS:add(name=GROUPNAME, type=GROUP)

e ROLENAME I, ®REINTWVWEO—ILDOLEITY (f: Auditor)

e GROUPNAME (. &&" & b (fl: supervisors) ICIBIIXI T2 JIL—TDEZREITY,
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o ALIASIE, DYy EYTD—REDHARTYT, RedHat lE. group-GROUPNAME (f5l: group-
supervisors) IREDIA ) 7 AN &RAUNEFRT I &2 HELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
supervisors:add(name=supervisors, type=GROUP)

IINV—T—O—IDOAEFREDHIR
ZOFIETE, O—IvEVYINSITL—TEEIV N) —%ZHIRT 25 EZHALE T,
HIRREECTI Y M) —ZHBIBRLE T,

I /core-service=management/access=authorization/role-mapping=ROLENAME/include=ALIAS:remove

e ROLENAME I, ®REINTWVWBO—ILDOELEITT (f: Auditor)

o ALIASIE, DYy EYTD—REDARTY, RedHat lE. group-GROUPNAME (f5l: group-
investigators) IMEDITA ) 7 ADmERAEFHT LI EEHELET,

CLI Dl

/core-service=management/access=authorization/role-mapping=Auditor/include=group-
investigators:remove

P
BEDIV AL ITN—TEZHBRLTE. JIL—TRYRATLDLHIBRINEEA, &

oo A=A ZDTN—TDA—H—(IlEYH TS hARVWESICLET, coO—)
IE. BlXEEXS I —T01—HF—ICHYYTS5NET,

A—HY—JI—T D exclude T kY —DHIER

ZOFIETE, O—IvEVINSTL—THRATY M) —%HIRT 25 EZHALET,

HIRRRECTTI Y MY —ZHIRRL F T,

I /core-service=management/access=authorization/role-mapping=ROLENAME/exclude=ALIAS:remove
e ROLENAME I&, FREINTWZO—ILDEZEITY ., (l: Auditor)

o ALIASIE, DYy EYITD—REDARTYT, RedHat (&, group-GROUPNAME (f5l: group-
supervisors) IREDIA ) 7 2D &RAUNEFRT I &2 HELET,

/core-service=management/access=authorization/role-mapping=Auditor/exclude=group-
supervisors:remove
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R

BRADY) A MDSTIL—TE2EIBRLTEHE., YRATLADLZDTIL—TIFHIBRINFE
Ao Tz, A—=IUDBTI—TDAVN=ICEIYYHTOND I EERIETBRTIEHY F
HhA, RARELTO=IZTIL—TAYNN=2y FICEODWTRAINDTEELH Y
i’a—o

4.3.6.LDAP T® RBAC O{#EF

LDAP TRBAC 2#{#fH 3 2EA L., LDAP TRBAC 2T 5L D IC JBossEAP 7 538 E T DA%

&, JBoSSsEAP 74 T VT 14714 —BEDEZXEHZEDLDAPS LU RBACEV Y3 Vv ESRBRLTLKE
AW

437. AOA—THEEIN/-O—I

2d—7HEEINO0—/LIE. EEHAO—ILDN—Ivoavaea5dT 31— —E&EDO—ILT
T, 7272 L. JBossEAP YT RX—Y RRAAVDIDULEDY—N—F)—TFFIERA ML TOH
BHINZET, RO—THEEINEZO—IILTIE, BEI1—F—IC. MEBERY—N=—FI—TFLIEKRR
ND#HICHIRINB/NN—I vy avaf5dT 3L TEET,

BE

Z2O—7HEIN/O—/LIEL. Administrator F 7z|& SuperUser O—JLAE|Y BT HN
TWB1—H—DMERTEZXT,

InsiE, UTD5 20KMEICL > TEREINE Y,
o —E4&,
o N—RIBREO—I,
o H—N—TI—TFLIEIEAMNBEHINDZNE DD,
o HIRINAY—N—TI—TF/LIFHEIMDY R b,
o IRTDIA—HY—AEEFNICHMATNEINE DD, T 74/ M false TT,

ERT 2E, AA—THEEINAAO—NVIFEBEO— I ERUAETCI—YF—BLVTIL—TITEHY HT
B5ZEDNTEET,

2d—THEINLO—ILEERLTE, ILWARA—I v a3 VAEERETDHIEFITEEFHA, AO—
THREINZO—IE FIRINAZRI-THTHEEOO—ILDONRA—I vy 3V E#ERT 5EICDH
FRTEET, LEAE RAO—THEEINZO-IIE, B—DH—N—FIL—TIZHIEINTWS
Deployer A—JLICEDW TR TE T,

O—JLiICiE. LTFO2D20RA—TDHAEFERATEET,

KRAMRO—TEEO—NL

RARMNZO—THEEO—ILIEZ, FOO—IILD/IN—I v a VIFBE—FHIEERORZ MIFIRI 1
T3, 2FY., PUVEVRIEEET B /host=*/ ) V=RV ) —ICIRHINFTH, thDKRR MNEH
DY) Y —RFIERTFICAKRY T,

Y—N—JI—F2a—FiEEO—I

H—NR=JN—T2I-TH/EQO—IE. TOO—ILDNR—Iv>aviE1DUEDOHY—NR—=J)L—
TICHRLET, £/, O—ILD/IR—I v avid, ¥BE LKL server-groups ICFEMRIF 5N
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B7740, YTy MNAVTFA VT TIN—T, —N—FE. LY —N"—1) Y —XICtEA
IhFET, Y—N"—FI—FICHENICEAEL TVWARVWEDODOREOY T Y —RiE, 1—H—IC
I TEFEA,

4371 BB CLIALDRO—TEEINEO0—ILD:E

BE

CDEREEETTESDIL, SuperUser F7zi& Administrator A—)LD1—H—DH T

FLLWRAO—FEEXIh/O0—I/ILDE
RAO—THREINEO—IEFHEIGEMT 3101, UTOBREEZTIVELIHY FT,

I /core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:add

/core-service=management/access=authorization/server-group-scoped-role=NEW-SCOPED-
ROLE:add(base-role=BASE-ROLE, server-groups=[SERVER-GROUP-NAME])

NEW-SCOPED-ROLE, BASE-ROLE. & & U SERVER-GROUP-NAME Z B ERICE S #A X
ER

Z2A—FEEOQO—ITYEY TORTS I CEE
ZA—THEEINLO—IOFER (A VN—%2E0) IF,. ROOAXVY RERITIEIETRRTEET,

/core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:read-
resource(recursive=true)

NEW-SCOPED-ROLE # @R ERICE IR T,

2O—THEEO—IDOFHMEIRET 5I1C1F, write-attribute IY Y RAFRHTIEY, UTICHlESRL
i‘a—o

/core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:write-
attribute(name=include-all, value=true)

NEW-SCOPED-ROLE # @I ERICE IR T,

2a—{EEO0—IJILOHIKR

I /core-service=management/access=authorization/role-mapping=NEW-SCOPED-ROLE:remove

/core-service=management/access=authorization/server-group-scoped-role=NEW-SCOPED-
ROLE:remove

NEW-SCOPED-ROLE # @I BERICE IR T,
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BF

A—HF—FLETIN—THAEY L TONTWBES, AO—JHEEO0—ILIFYIKRTEZE
TA,. ZMCO—ILDEY LTEERLTHS, RA—THBEO—ILEHIKRLET,

A—Y—0ENE L CHIER

AA—THREO—IAQI—HY—DBMNE L CHIFRIG REO—ILOEMEHIFR & C7OEZICHEN
i’a—o

4372.BHOVY—IDHDSDRAI—TIEEOQ—ILDH

8%

CDEREEERTTESDIL, SuperUser F72lE Administrator D—J)LD 1 —H—DH T
ER

BEIOVY—IODRAO—THEEO—ILKREF. UTOFIETHIATETET,
. BEOvY—IbAOOTA YV
2. AccessControl # 7% 1) v LET

3. ZAIDO Roles X =Za—%7 ) vV 32&, IRTOO—IL(RI—TH/EINO—-ILEED)
NRIINZET,

LUTOFIETE, RA—THEEA—IDRES RV XTI 2HEICOVWTERBALEIT,

mLWRIO-TEEShcO—)LOEN
o BEEOVY—)ADOTA Y
® AccessControl# 7%V ) v LEY
o LflIORoles A=a—%0")v I L&ET,
e Add=/V v I LZET,
o UTDFMZEELITT,
o Name: Z1—7HEDH L WLWO—ILDO—EDH&H,
o BaseRolee 2OO—ILA/N—I v aviaExICTEHO0—),
o ZDA—IERANFLRIY—N=TIL—TDELLIZHIRT 2h% Type LE T,

o Scope. O—ILAFIRINTWEBERR MELIFY—N=TIL—TDY R b, EHOTV
) —%BIRTEFT,

o Z@A—)lil Include AlOA—H—ABENICEENZHEIE. TRXTESHDET, T
J#I) MNEno TY,

e Save V) v U554 7ATHNEAL, HILLAERINO—LADT—TNICRTINE
-a—o
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AOA—TEEIh0— L OEE
o TEOAVY—IAOOTAY
® AccessControl# 7%V ) v LEY
o LflORoles A=a—%0")v I LET,
o BEIZRA—SAFEO—ILEIY v UL, EditEV ) v I LET,
o THEYIZFMEEHL T, Save R¥ %I Uv I LET,

2OA—TEEINAZO— I AV IR—DKER

o BEHOVY—ILADOTA YV
® AccessControl ¥ 7% 27 1) v LEd
o Ll RolesX=a—%%2)vw sy LFT,

e BMODRO—7O0—IL%E%Y 1) v % L. Include £7z13 Exclude Z3EIRL T. SHDAV/IN—F
T2IEBATBEA Y N—ERELET,

2a—7iEO—IL OB

o BEEOVY—ILADOTAYV
® AccessControl ¥ 7% 271wy LEd
o LflMRolesX=a—%%2)vw sy LET,

e BMODRO—7O—ILEY )y YL, EditRY VOREICHD ROy YOI VREHAEI) v oL
T. Remove #2921y w o LET,

e Confim%z/ v LEY, F47Q7HNEHAL., O—LDHIBKRINET,

BF

A—HF—FHLETIN—THAEY L TOLNTWEES, AO—JHEEO0—ILIFYIKRTEZE
TA,. ZMCO—ILDEY LTEERLTHS, ROA—THBEO—ILEHIKRLET,

21— —0EMms & CHIFR

Z2A—FEEA—IADI—HF—DEBME L CHIRIIELEOD—IILOBMEEIBRERLC 7O WVE
¥, A—H—DRI—THEO—IEZEHI 2. UTEETLES,
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® AccessControl ¥ 7% 271wy LEd
o LflMRolesX=a—%%2)vw sy LET,

e BMDRO—7O—IL%E%Y 1) v % L. Include £7z13 Exclude Z3ZIRL T. SHDAV/IN—F
TFIEBRATBEA Y N—ERRLET,

o AUN—%BIMTBICIE, AddEV )Yy I L, EDBDAVIN—FTIEBRAT B A v /N—% IR
LT, Save=2 )y I LZY,
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o XAUN—HHIBRT BICIE. BIRT B AV /N—%EIRL, Remove 220 ) v LET,
4.3.8. FHIDERE

4.3.8.1. BEMHFI DK

BRI IE, sensitive THBEAFARINBZYY—ADtEY MEaEHFLET, BFE. #BEY)Y—2
sk, RRAT—RBREDMBED) Y —Z», Fy MI7—FVJ, IUVMBRE. YRTLT7ONRT 4 —71
EDY—N—IIEABRFEAZEZDYY—ADIETYT, PVCAFHY AT LEBREEETHDER
BRINFET, VY —ROEEM.IF. EoO—ILHARFEDY Y —ZADGmARY., EXAH, £LIFT7 KL
AIEETEEHEFRLET,

MR M HIHRIER TE |X /core-service=management/access=authorization/constraint=sensitivity-
classification ICH Y £ 9,

EEETIAT, ThZThOBBEESINESEE LTHINSIhET, 2BES1 IV —TbIhZx
T, BEEAICOEINLIDDAENEFNTVET,

KEMEHINZRET 21, write-attribute #1F % £ L T configured-requires-read. configured-
requires-write, configured-requires-addressable B4R EL 9., BIEDY A1 TEHBTIRET
ZICIE. BHEDEE true ICRELF T, BBICLAWEEIIMESL false ICRELET, T 74 NT
&, INSDOBMIFEREINT, default-requires-read. default-requires-write, default-requires-
addressable DENMEAINE T, RELELBUENMBERAINZ &, 774V MTRAL, ZOEHLER
INFET, TITAINMEFEETETI A,

Pl - mAEIY S AT LA TONRT 1 —5BBRIEEICT S

/core-service=management/access=authorization/constraint=sensitivity-
classification/type=core/classification=system-property:write-attribute(name=configured-requires-
read,value=true)

R

/core-service=management/access=authorization/constraint=sensitivity-
classification/type=core/classification=system-property:read-resource

{

"outcome" => "success",
"result" => {

"configured-requires-addressable" => undefined,

"configured-requires-read" => true,

"configured-requires-write" => undefined,

"default-requires-addressable" => false,

"default-requires-read" => false,

"default-requires-write" => true,

"applies-to" => {
"/core-service=platform-mbean/type=runtime" => undefined,
"/system-property=""=> undefined,

"/" => undefined

}

}
}

INSOBMDEREICHL T, EDO—ILNEDRFEZRITTEEDNZRDT—TIICENLET,
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RATHBEUHHREDORR

&

requires-read

requires-write

requires-addressable

true ALY EHETT, EXAHIHETT, 7 RLREBEIIHEET
Auditor, Administrator & & U ¥, Auditor,
Administrator, SuperUser DAHMNEEIA  Administrator.
SuperUser DA %5 #H#+EL AFIRET T, SuperUser DHH T KL
2ZENTEET, ZAIBETEET,

false FAEY IFHETRTIEH Y EXAHIIHETIEHY 7 KL RIEEIIHEETIE

FtA, TRTOEE
s T UL
<7,

FH A, Maintainer,
Administrator, &V
SuperUser M & HE X354

HYFHA, TRTDE
Ba—H4—A27 KL g
ETEXET,

HABETY, Fi,
Deployer i3V —X %
TV r—=vav)y—
ARELTRRETEIED
TXFT,

4382. 7TV r—av )y —2&HDOHEE
ET7TVr—=oav)y—2EME. BEEIT7T IV r—2aveE—E20F7 704 XV MCEET S
Ny —2, B, 8LVEEDEY NEERELET, 77U r—2arv ) Y—EMLIrERLEIND
&. Deployer O—ILOEBI—H—II, BAIND Y —AANDT7 I EANMIEINET,

7Y r— 3 VEHRERE I /core-
service=management/access=authorization/constraint=application-classification/ ICH Y £,

BTNV r—2av )Y —RGMIE0EE LTHENINET, 28I FITTIL—TeIhZzd, 8
BEICOBEINLZ 14 DO2EINEENTVET, BT apply-to ERDIHY XY, ThITDEERTE
PEHRAINZYY—RNRZANRI—VDI)RANTT,

T7AIRNTR. BYICA>TWEIE—DOF7 ) r—2a v )Y —2A0OP8EEIAF7TY, AT7IKE. T
TOA XYM TTOAAY ME ==L A, LT TOAM AV MREDNEFTLEFT,
TFVr—23 V) Y—R%EBMITT BITIE. write-attribute I2/F % FER L T. 2% configured-
application BM% true ICRELE T, 7SV Tr—2av ) V—REENTBICE. COBME
false ICRRELF T, 774 MTIE. ThOoDEHIFFEEINT. default-application BHEDEDE
AINEd, 774 MEFERETEEEA

logger-profile 7 ) r—>a v )Y —AD5EEEMICT S

/core-service=management/access=authorization/constraint=application-
classification/type=Ilogging/classification=logging-profile:write-attribute(name=configured-
application,value=true)

R

classification/type=Ilogging/classification=logging-profile:read-resource

|
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"outcome" => "success",
"result" => {
"configured-application” => true,
"default-application" => false,
"applies-to" => {"/subsystem=Ilogging/logging-profile="" => undefined}
}
}

BF

TFVr—23 V) Y—EKIE. TOREIC—HTE2IRTOY Y —RICHEAINZE
9, =& ZIE. Deployer 1—H'—Il, 2T —9YV—RA)Y—ZANDT7 IV R%FHFTL
T. ACT—=9R=ZADBDY Y —ZAADT IV 2R %EETZIEIETEEEA, D
LRIVODEENBERIGEIE. BRZY—N—JI—TFT)Y—R%EHREL. TIL—7
TEILERDZAOA—TIEED Deployer O—J)LAERT 2 Z &M HREINE T,

4.3.8.3. Vault R HFDE

T 74 KT vault RDFHAHE Z IFHERIETY, Vaut AFWZRET 2 &, IhODBEFOVT
NAFLIIMAZIRBICKRETEEY, COHWNEEETZE. LYZ<DA—ILT vault RDFH
EIDHBREICAYET,

Vault X #l#9(d /core-service=management/access=authorization/constraint=vault-expression IZ

HYyFET,

Vault XFHAZRET 5 ICIE. write-attribute #/F% {3 L T configured-requires-write &
configured-requires-read DBt % true /-4 false ICERELE T, T 74 M TIEZTNLIERES
9. default-requires-read & default-requires-write DENFRINET, T 74 MEIZEET
TEtA,

vault ANDE X IAH = IFRBTEIEICT S

/core-service=management/access=authorization/constraint=vault-expression:write-
attribute(name=configured-requires-write,value=false)

R

I /core-service=management/access=authorization/constraint=vault-expression:read-resource

{

"outcome" => "success",

"result" => {
"configured-requires-read" => undefined,
"configured-requires-write" => false,
"default-requires-read” => true,
"default-requires-write" => true

}

}

ZOREIICKH LT, E0A—ID vault RDOFHHRY EEZAAERTTIE SN ERDT—TIVICERN
LET,

F4.2vault ABIH DR ERR
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& requires-read
true FAHY BIEFIIHEETY,

Auditor, Administrator, 8 &V
SuperUser D& % g #+BX % & &MY

TXFEY,

false ARV IREIIEETEHLY FH
Ao TRTHDEBEEI—HY—(IHH
Y HNARETT,

4384. 7 ) yr—av )y —RHNICEET 25EER

AT A7 -DE: T OM AV b -F—R—L A
o T 7 ALK true
® PATH: /deployment-overlay=*
® PATH: /deployment=*

e PATH:/

requires-write

EZAHBREIIEETT,
Administrator & & U SuperUser
DHHNEZAHFRETT,

EXNHMREFEIIREBETEHY FE
A Monitor, Administrator. &
& U SuperUser £ X AHATHET
¥, Deployer (&, vault XH»7 7
D=3V )Y—RIlHBHE
ICEEZAATRETT,

o 1&{E: upload-deployment-stream. full-replace-deployment. upload-deployment-url,

upload-deployment-bytes

AT T—HY—R -9\ T—9Y—2R

e F 7 #J)L b:false

® PATH: /deployment=*/subdeployment=*/subsystem=datasources/data-source=*

e /\R:/subsystem=datasources/data-source=*

® /subsystem=datasources/data-source=ExampleDS

® PATH: /deployment=*/subsystem=datasources/data-source=*

AT TF—HY—R - 935 jdbc-driver

o T 7 4Jlbh:false

e /\R:/subsystem=datasources/jdbc-driver=*
¥4 T 7F—4YV—2R - 558 xa-data-source

o FT74Jlh:false

e /\R:/subsystem=datasources/xa-data-source=*
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® PATH: /deployment=*/subsystem=datasources/xa-data-source=*

® PATH: /deployment=*/subdeployment=*/subsystem=datasources/xa-data-source=*
Y47 0¥ -\ 0H—

o F 7L h:false

e /\R:/subsystem=logging/logger=*

e /\R:/subsystem=logging/logging-profile=*/logger=*
4T F—4HY—2R - 9% logging-profile

o F 7l h:false

e /\R:/subsystem=logging/logging-profile=*

Y4 T XA—Jb - 5% mail-session

e F 7 #)L K false

e /XR:/subsystem=mail/mail-session=*
A AT S A/ - A (VL 2R 2/ 4

e F 7 #)L K false

e /\R:/subsystem=naming/binding=*

4 4 7 resource-adapters- 4H: resource-adapters

o T 74l b:false

e /\R:/subsystem=resource-adapters/resource-adapter=*

94 X)) 74— - 5 security-domain
o F 7 #JlK:false

e /NR:/subsystem=security/security-domain=*

4.3.8.5. #EMHRKICET 25E5H

Y4 77 - 958 access-control

® requires-addressable: true

® requires-read: true

® requires-write: true

® PATH: /core-service=management/access=authorization

e /\R:/subsystem=jmx [BM: non-core-mbean-sensitivity
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AT A7 -9 I7L TV v

requires-addressable: false

requires-read: true

requires-write: true

PATH: /subsystem=mail/mail-session=*/server=pop3 ATTRIBUTE: username , password
PATH: /subsystem=mail/mail-session=*/server=imap ATTRIBUTE: username , password

PATH: /subsystem=datasources/xa-data-source=* ATTRIBUTE: user-name, recovery-
username, password, recovery-password

/N R /subsystem=mail/mail-session=*/custom=* ATTRIBUTE: username, password
/N /subsystem=datasources/data-source=*" ATTRIBUTE: user-name, password
/N /subsystem=remoting/remote-outbound-connection=*" ATTRIBUTE: username
PATH: /subsystem=mail/mail-session=*/server=smtp ATTRIBUTE: username, password

PATH: /subsystem=resource-adapters/resource-adapter=*/connection-definitions=*"
ATTRIBUTE: recovery-username, recovery-password

#4727 - 9%: domain-controller

requires-addressable: false
requires-read: false

requires-write: true

Y4 727 - 9%: domain-names

requires-addressable: false
requires-read: false

requires-write: true

AT A7 -9\| T HV9RF>ay

requires-addressable: false
requires-read: false
requires-write: true

PATH: /extension=*

Y477 - % jvm

66
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® requires-write: true

® PATH: /core-service=platform-mbean/type=runtime ATTRIBUTE: input-arguments, boot-
class-path, class-path, boot-class-path-supported, library-path

&4 7. A7 - H%: management-interfaces

® requires-addressable: false
® requires-read: false
® requires-write: true

® /core-service=management/management-interface=http-interface

44 7: 27 - 9%8: module-loading

® requires-addressable: false
® requires-read: false
® requires-write: true

® PATH: /core-service=module-loading

4T A7 -DF: Ny F
® requires-addressable: false
® requires-read: false
® requires-write: true
® PATH: /core-service=patching/addon=*
® PATH: /core-service=patching/layer=*"

® PATH: /core-service=patching

44 7: a7 - %A read-whole-config

® requires-addressable: false
® requires-read: true
® requires-write: true

® PATH:/ OPERATION: read-config-as-xml

¥4 7.7 - D% security-domain

® requires-addressable: true
® requires-read: true

® requires-write: true
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/N R: /subsystem=security/security-domain=*

&4 7. A7 - 2% security-domain-ref

requires-addressable: true

requires-read: true

requires-write: true

/N R: /subsystem=datasources/xa-data-source=* ATTRIBUTE: security-domain

/N R: /subsystem=datasources/data-source=* ATTRIBUTE: security-domain

/N /subsystem=ejb3 [EM4: default-security-domain

/N /subsystem=resource-adapters/resource-adapter=*/connection-definitions=* &

% :security-domain, recovery- security-domain. security-application. security-domain-and-
application

&4 7: a7 - D% security-realm

requires-addressable: true
requires-read: true
requires-write: true

PATH: /core-service=management/security-realm=*

¥4 7.7 - D% security-realm-ref

requires-addressable: true

requires-read: true

requires-write: true

PATH: /subsystem=remoting/connector=* ATTRIBUTE: security-realm

PATH: /core-service=management/management-interface=native-interface ATTRIBUTE:
security-realm

PATH: /core-service=management/management-interface=http-interface ATTRIBUTE:
security-realm

/N R /subsystem=remoting/remote-outbound-connection=* [&%: security-realm

¥4 7.7 - D% security-vault
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44 727 - 95: service-container

® requires-addressable: false
® requires-read: false
® requires-write: true

® PATH: /core-service=service-container

44 7: 27 - %8 snapshots

® requires-addressable: false
® requires-read: false
® requires-write: false

® PATH:/ ATTRIBUTE: take-snapshot, list-snapshots, delete-snapshot

44 7: a7 - 9% socket-binding-ref

® requires-addressable: false
® requires-read: false
® requires-write: false

® PATH: /subsystem=mail/mail-session=*/server=pop3 ATTRIBUTE: outbound-socket-binding-
ref

® PATH: /subsystem=mail/mail-session=*/server=imap ATTRIBUTE: outbound-socket-binding-
ref

® PATH: /subsystem=remoting/connector=* ATTRIBUTE: socket-binding

® PATH: /subsystem=remoting/local-outbound-connection=* ATTRIBUTE: outbound-socket-
binding-ref

® PATH: /socket-binding-group=*/local-destination-outbound-socket-binding=* ATTRIBUTE:
socket-binding-ref

® PATH: /subsystem=remoting/remote-outbound-connection=* ATTRIBUTE: outbound-socket-
binding-ref

® PATH: /subsystem=mail/mail-session=*/server=smtp ATTRIBUTE: outbound-socket-binding-
ref

e /\R:/ /subsystem=transactions [&: process-id-socket-binding. status-socket-binding.
socket-binding

44 727 - 9% socket-config

® requires-addressable: false

® requires-read: false
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requires-write: true
PATH: /interface=* OPERATION: resolve-internet-address
PATH: /socket-binding-group=*

PATH: /core-service=management/management-interface=http-interface ATTRIBUTE: port,
secure-port, interface, secure-socket-binding, socket-binding

PATH: / OPERATION: resolve-internet-address

/N /subsystem=transactions J&%: process-id-socket-max-ports

¥4 7.7 - H%A: system-property

requires-addressable: false

requires-read: false

requires-write: true

PATH: /core-service=platform-mbean/type=runtime ATTRIBUTE: system-properties
PATH: /system-property=*

PATH: / OPERATION: resolve-expression

947 7—49Y—2R - 3% data-source-security

requires-addressable: false
requires-read: true
requires-write: true

PATH: /subsystem=datasources/xa-data-source=* ATTRIBUTE: user-name, security-domain,
password

/N /subsystem=datasources/data-source=* [&%: user-name, security-domain, password

Y4 7T jdr - D% jdr

requires-addressable: false
requires-read: false
requires-write: true

/N /subsystem=jdr #{E: generate-jdr-report

4 7:jmx - 9F: jmx
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/N /subsystem=jmx

4 T A—JU - 35 mail-server-security

requires-addressable: false

requires-read: false

requires-write: true

PATH: /subsystem=mail/mail-session=*/server=pop3 ATTRIBUTE: username, tls, ssl, password
/N R /subsystem=mail/mail-session=*/server=imap EM: 1 —%'—%. tls. ssl. password

/N R /subsystem=mail/mail-session=/custom= [E%: username. tls. ssl. password

/N R /subsystem=mail/mail-session=*/server=smtp & %: username. tls. ssl. password

Y4 T 2= V7 - 9% jndi-view

requires-addressable: false
requires-read: true
requires-write: true

/X R: /subsystem=naming #&/F: jndi-view

Y4 7 x—3X V¥ - 5% naming-binding

requires-addressable: false
requires-read: false
requires-write: false

/N R /subsystem=naming/binding=*

4 4 7 remoting - £%8: remoting-security

requires-addressable: false

requires-read: true

requires-write: true

PATH: /subsystem=remoting/connector=* ATTRIBUTE: authentication-provider, security-realm

PATH: /subsystem=remoting/remote-outbound-connection=* ATTRIBUTE: username,
security-realm

/N R /subsystem=remoting/connector=*/security=sasl

4 4 7 resource-adapters - 948: resource-adapter-security

requires-addressable: false
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requires-read: true
requires-write: true
/N R /subsystem=resource-adapters/resource-adapter=*/connection-definitions=* [ 4:

security-domain. recovery-username. recovery-security-domain. security-application.
security-domain-and-application. recovery-password

Y4 X)) 71— - 98 misc-security

72
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5.1. JAVA SECURITY MANAGER IZCDWT

Java Security Manager &, Java Virtual Machine (JVM) %+ RiRy 7 ZDOA SRR A EE T 27 TR
T, IVMATEIFTINZOA—RFRNIVMADY YV —RERFET D HEEHE L 9., Java Security
Manager ZB%ICT 5 &, Java AP I I FRBEMICBRARIEEEZET T SH1IC. %2 Y
TA—F—V v —TCEBEMRL F9., JavaSecurity Manager ldtz¥a2 ) 5714 —RY>—%FAHL
T. BEDT7 VY aVvHHTFELIIETINZNEI N EHBLE T,

52.JAVAtEX21)F5F4—KR)V—DERH

JavatzFal) 74 —R)I—F, IFIFEARIVFIADIA—RIIFITIEEIN/AA—ZIv>3VD

v MTY, JavaSecurityManager l&. 7 ) 75— avIil&>TERINALT I avaEtExa Y
TA—RYI—EHBLET, RUP—DTI>ar%HA LEHBE. Security Manager (EZD7 ¥
SAVORTEHFILET, RUP—ILYU T2 ardHFaINRWGSs, Et¥al) 74— x—
Sy —lEOT I avEERELEY,

B

LRID/N—< 3 >~ D JBoss EAP Tld. #8877 7 1 JL (f5l: EAP_HOME/bin/server.policy)
HHEALTRY Y—DEEINTWE L/, JBoss EAP 7 Tld. security-manager # 7
VRATFLE, BARMOTFTAAAYRNTXML 7 7M1 IV EFERTZEWVND 2 DDAET
JavatFal) 74 —R)>—%E&HL FT, Security-manager 7> 27 Lld, ALL
T4 7O4 XY MNORNBLIVRARNN—I v aVvaEHRLET, —A. XMLTZ 74
. BRIOT 4 TO4 XY MIE>TERINAN—I v aVvaiBELET,

5.2.1. Security Manager 4 7Y R F LA TODRY ¥ —DES

security-manager ¥ 7Y 27 LR FRAT L. TRTOTTOMAY NOHBED/NR—I v avEk
BHBDN—I v aVEZEETETET, Thid, RMNBLITERARDON—Ivarvty h2EET D
CETERITTEFEYT, IRTOTTAMAY MG, |RIMI—I v a vV TERINLDACEETA
TONR—IyoavMIEIhET, COTTO0M A N TOERE, FARN—IvyavEy MTE
EXINCEDEBIBNN—I v avEBERTDHELBMLET,

=/MEREBEHRI a7 KA

/subsystem=security-manager/deployment-permissions=default:write-attribute(name=minimum-
permissions, value=[{class="java.util.PropertyPermission", actions="read", name="*"}])

RAHEREZEHI a7 Kl

/subsystem=security-manager/deployment-permissions=default:write-attribute(name=maximum-
permissions, value=[{class="java.util.PropertyPermission", actions="read,write", name="*"},
{class="java.io.FilePermission", actions="read,write", name="/-"}])

pa

RANRN—Ivavtey MIEFEINLTVWAWGE, TOEDT 7 4L MDY
java.security.AllPermission ICEREINE T,

security-manager % 7Y 27 LADTLY) 77 LV RIE, JBoss EAPREEH A F IZHY F T,
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522. 7704 XY NTDORY —DERH

JBoss EAP 7 Tl&., JSR342 O—ERTH Y. JavaEE 7 E#D—ERTH 2 META-INF/permissions.xml
HETFTOAAYMIBMTEET, TOT77M4LTIE. TTAAAY MIBEBERN—I v a3 VERE
TEFJ, HERD/A—3 v 3 vty M security-manager 4 72 27 AICEZ I . META-
INF/permissions.xml 2*7 704 A > MBI 2 E, ThH6DN—I v 3 VORAEINFITINE
¥, permissions.xml TEXRI N 3/8—3 v 3 security-manager ' 7Y A7 LA TEEZEINR
KR S—%BA25E. TOT7O4 AV MEFRII L FH A, META-INF/permissions.xml &
META-INF/jboss-permissions.xml DAL 7 7O4 X > MIH ZHEIE. META-INF/jboss-
permissions.xml TERINZ/X—I v 3 VDA FEINET,

Java EE 7 f£# (& permission.xml 2’7 7Y s —2 3 VR FFELIE Ny TLRLOTFTTOA4 AV ME
VaA—ICHIETEEIICHEELET, Y77 704 A Y MIBEDN—ZI v 3 VEERT IDLEN
H BGEIE. JBoss EAP [EH D META-INF/jboss-permissions.xml Z{#HTE XY, Zh

i&. permission.xml EELCHERICHWVET, £/, EEIND T O A Y NEYV 21— IO HEMA
INhET,

Y > FIL D permissions.xml

<permissions version="7">
<permission>
<class-name>java.util.PropertyPermission</class-name>
<name>*</name>
<actions>read</actions>
</permission>

</permissions>

523. TV a1—)ICBIFBZRYS—DESH

<permissions> £3% % module.xml 7 7 1 JLICEML TEY 2 —ILDNRN—I v 3 VEFIRTEZE
¥, <permissions> BRICIF. EV21—IINIINETEN—Iv 2 arvazEHT . EOFLEENL
LD <grant>s ERHNEFNE T, <grant> BEXRICIEIUTOBMELNEENZE T,

permission
521 X—Iv>avDEthy > X4,
name
NR=Iy2aVvISADAVAINSI VI —ICRHTZ—IvarvEg,
actions

—EBONR—=I v aVvIATTRERTIavD(FT>av) )Rk,

R >—HEZHZ I N 7= module.xml DFI

<module xmIns="urn:jboss:module:1.5" hame="org.jboss.test.example">
<permissions>
<grant permission="java.util.PropertyPermission" name="*" actions="read,write" />
<grant permission="java.io.FilePermission" name="/etc/-" actions="read" />
</permissions>

nkn

</module>

<permissions> ERHIEHET ZHE. EV1—IEV AN LAENR=I v a vOAHICHRINE
¥, <permissions> ERNFELALWEEIEX. EY a2 —ILICIEHIRNADET A,

74


http://jcp.org/en/jsr/detail?id=342

#5323 JAVA SECURITY MANAGER

5.3. JAVA SECURITY MANAGER % ffiFH L 7= JBOSS EAP D317

BF

LFIdD/N—< 3 >~ D JBoss EAP Tld. -Djava.security.manager Java > 27470/
TA—EARYLEFL) T4 —IRF—Vv—DEFEAVFAINTVELE, EBE56%
JBossEAP7 TIEHR—FINTWVWEHA, IHIC, JavatzFa )71 —IR—Tv—
R 2 —Id, security-manager % 7Y A7 LAATERZIND L DICRY F L, DF
Y. #AERY > —7 71 JL & -Djava.security.policy Java ¥ A5 L 7O/ F 1 —|&
JBoss EAP 7 TlEHR—FMINFEHA,

B

Java Security Manager 8% L T JBoss EAP &89 HIIC. §XTODOEFa Y
T 4 —R) > —7h security-manager 4t 7V AT ATEBZEINTWS I E5HERT 50
ErHYET,

Java Security Manager T JBoss EAP #2179 %IlIE. ZEBFICseemgr + 7> 3 V= FHETZ2HLEN
HYFET, TNIKIE2DDFENHY T,

o EBEIRVYSINTISVAMEALEY, £ERYV ) S NT-seemgr 75 7% EAT 5 ICIE,
JBossEAP 1 VR Y v ADICEIRFIC, TDI7 ST %EHET,

ZE;MR 7Y T hopl
I ./standalone.sh -secmgr
o BENRET7AIDFEM

8%

BRET7ANERET BRI, RXAVFELERY Y R7OVH—N—&ZTLIC
ElETznELrHYET,

O

YEX—Y RRXAA VT IBossEAP ZEA L TWBIFEIE. RAA Y DORYER
&N ARNFLBAVRIVATUTOFIREZRTT2REIHYFT,

BEEREY 71 )L &EH L T Java Security Manager #BMICT 2ICIE. A9 > K7OvA Y
R VRAFEEFEITR=VY RRXALAYOWVWTNHAEZEITLTWSBHIC LT, standalone.conf
F 7% domain.conf 7 7 1 LOWITNHO A IRET Z2HELHY £F, Windows TEITLTWL
3E1E. Kb Y IC standalone.conf.bat & 7= (% domain.conf.bat 7 7 1 L AMEREI N ZE T,
BET 74D secmgr="true" {TOI XY MR LET,

standalone.conf or domain.conf

# Uncomment this to run with a security manager enabled
SECMGR="true"

standalone.conf.bat or domain.conf.bat
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rem # Uncomment this to run with a security manager enabled
set "SECMGR=true"

5.4 ION—a o DBITICET 2EREIR

Java Security Manager Z8%IC L TETT L TLVWWREE T, JBoss EAP DLLRID/N—2 3 U Hv 5 JBoss
EAP7 AT TN r—2avaBEd 2580, R)Y—DEHEAEE JBossEAP RES LT 704
AV NOBEAICKHERREICBITZERISERELTLEIV,

541.R)Y—DEH

LIRID Y 1) —Z2®D JBoss EAP Tld, R Y —IZAERET 7 AV TEEINTWE L/, JBossEAP7
TlE. RY ¥ —Id security-manager ¥ 7V X7 L&FAL, 7O XY MIEEN S
Permissions.xml % 7|3 jboss-permissions.xml 2 AL CEZINF T, MAEFERALTRY > —
HFEERTDHEDFEMIL it >3y THEBLTWET,

5.4.2. JBoss EAP SR EDE R

INFETOD/N—Y 3D JBoss EAP TlE., JBoss EAP DFCEIHIC -Djava.security.manager L U -
Djava.security.policy Java Y 27 L FONTF 1 —%FATEE Lz, ThoREYR—MERYFL
7o KDY I seemgr 75 7 % FEH L T JBoss EAP A" Java Security Manager TRITTE5LIICT 3
WMENHY XT, seemgr 7 7V DFFEMIE. AIOEV 2 a3y THIEAINTWET,

543. h A9 Ltzxa)T4—Tx—Tv—

AR LtEFa)T4—Tx—Iv¥—IEIBossEAP7 TP R—KFMINTLWEHA,

SWETHE: 2024-04-03
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