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%1=Z KERBEROS % FH\\ /= SSO DHREE

1.1.SSO & &£ U' KERBEROS ¢& (&

VTV A U F Y (SSO) H & U Kerberos DEXRBRIFEHRIE, JBossEAP TF1 74 —7—F7
DFv—1 DIV INYAUFY ] 2BBLTILEIW,

1.2. KERBEROS OOV R—% > b

Kerberos |, MBEDOESILEFALTCISA TV NY—NR=FF ) r—>a 01— —R5 %
BEICT DRy h7—2OMIILTY, BE. Kerberos Xy NT—2 EDFRYI by 21— —DER
SEICERAINETA, BNDOY—ILA2FERATZE, web 7 FU T —2 32— —fRFEICERATE.,
BEOweb 7)) H5r—2avIlSSO #BIMT 22 ENTEET, TOLEDH., TRAIMNY TRy N7 —
I ECEIEERADA—Y—IE, BEREIELALTEweb 7T r—23avptexa7RY Y-V —
LLRICT 7'&7\'(%&3'0 ad— -UL_H:?ZO N /70/\‘ Z@DILDIE)(jJ ZA%@FH L/TDILDIEJS*L\ I:Ilb
XN —Y—DRAN—I VFELEFTY MEweb 7N =2 avIilE>TEHEERINSG L
H., TOWRNETRAI MYy TR=—ZADSSO EMIFNFET, TDSSO A H=ZXALlF, TRTTSoH—
EFEALTCAI—Y—0DFREE N—V VDRITETO T I —R—ZADSSO &, MDD SSO A H=X
LEFERYET,

Kerberos 7O b O JLIE, RIAES L VAR THEATI2EHROIVEAR—RV MNEERZLET,

Fiov b

Fhry biE, YV VICETRRIAES LUVUEBREERITE L VRITT S79HIC Kerberos HMEH
52XV TF1—r—=02 DA TT,

SRR —E X (AS)

B —ER (AS) I&, TN U/ RMICRY M7—21C004 0 3EXICT) VoL ERER
LEd. BRIV —ERIE. Fry MREEFZT v b (TCT) DRTEITWVWET, TCT I, F4 v MRIE
H—ER(TGS) DEBFEICMHET, EFaT7RAY—ERBLVPN YV —RIIBET I ERATEHEXILEN
BIIRY £,

Fvy MRIEY—E X (TGS)

Fhry MREIY—ER (TGS) &, Y —EXFr vy hERFEDEY Y a viERE., TV RNILETY
TRETBY—Fy MF—N—ICHRTLET., Thidz. TYUUIRIICE > TREIN S TCT &L
DIEREEICLFET, TOY—ERFHy hetydaVviERIE, BERENOEREEIIL, EX27
BY—ERFLIEVY—ZAANT I AT EEHICFERAINET,

*—feftz> 49— (KDC)

F—EHhtry— (KDC) &, TGS &EASDEAAKMNTZIAVR—x MNTYT, KDC, 2547 b
FrE )N, BLOY—NRN—FLEtExaT7RY—ERO3 DOV R—F Y M. Kerberos
FRELDETICHETT,

Foy MREEF v b (TGT)

Foy MEEEFT Y b (TGT) &, ASH TN VI IVILRITTEFTy hDIATTT, 7YoL
DAI—HF—ZENRRT—REFALTASICRLTRIEINZ &, TCTMIEINET, TCTIFV S
ATV MIE>2>TO—ALTHFry > aINETTH, KDC DADTAERN. VT4 7> MEFHHEY
TERAVWLIICHESEINE T, ThICLY, ASIETGSICL > THEAINS TGT DEET —4
DERELEZFITICRETDIENTE, TCSIFZDT—9%=FH L TEBEREEITO ENTEE
ER

#—ERFH v b (ST)
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service ticket (ST) I&. TGT E BMDEHREEEICLTTCS B TY Yo NILILERTTEF 7y DY
A7TTd, TV NILIETCSICTGT 1Rt L. TGS IF TCT OEBT—4 &=EICLTTY oL
NEREICT VAL EEZRIELE T, BALICKINT &, 9547V e, EFa7RY—ER
TRV —ZADNEINZ Y —N—THHERET—N\—DOEAICH LT, TCSIFSTZI 14TV b
IKRITLET, ThiZEY., 7747V NMIBEBREY —NN—~DOT7 IV EZANHFITINET, Tk 77
’f VMI&oTHRyyadIh, V7347 MY —NR—DOEANFTHAHEIY AIRER ST IZIE. 754
VhEY—NR=—DPEFa1TILBETEELIIKTIEY Y aVEREEEFNTVET,

R

Kerberos &%y N7 —2 D DNSEREICITBELRERIHY FT, & AIE, ETLTW
DERAMNDERIZRIZVSAT Y MBKDCILT VAT 358, REZTVWET, D
7. Kerberos 8BELIT TR TRTOHDNS REABEICITWL., 754 7V M ERK
TEDLHILTBIENEEICLRY T,

1.3. 7DV R—xx v b

JBoss EAP T Kerberos SSO Z#BMICT % ICIk, Kerberos AVR—R Y NOMICEEHOEE N NEIC
By F9,

1.3.1. SPNEGO

SPNEGO (Simple and Protected GSS_API Negotiation Mechanism)i& Web 7 7" & —< 3 ~ TfER
F 2720 Kerberos R—2ADY Y JIVH A VA VIRIEANRT 2 X DX LERELET,

SPNEGO I, V547N TV r—2avil& > THERAINSERIAAET, 95347V N7
F—oavaked—N"—IIF L TERIELE T, ZOEATE, $HE®ﬁ{n7&;:tJ>n%>/J74 TYNTTY
T—=2avEY—N=—"BEVDORETOMNINLEBEL TWRWGEIERINE$, SPNEGO
. 9S5AT VNV —2a v e —N—BOHBED GSSAPI X H=XL%EHBFL, ZDHROE
FalUrq4—8BEEIRTT1ANYFLET,

web 7S5 OH—REDIV AT NAVE2L—Y—LEDT T r—>arh web h—/N—DIREX
R=VILTIEALED ET D E, U—N—FEBHIPUVETHD I AEAET, TDE. 7 7°'J
r— 3 vk KerberosKDC D5 DH—ERF S v hEERLEY, Frvy NOREB®H, 77—
TavikIDFTy NESPNEGO EIFICT7 A=<y hEhAYIVITRAKNIZY TL. 77'7*7“‘—’&1?
LTweb 7 U sr—oavViliBELET, 704 INzcweb 7 r—2 a3 v EETLTWLWS Web
AVTFHF—@EV IR NET YNy I L, FUY MaBALET, SREEICHINT 2 &7 U ZADEFAX
nxvy,

SPNEGO (&, Red Hat Enterprise Linux IC& %1% Kerberos ¥ — E X % Microsoft Active Directory I
IERAIR 7 Kerberos h—/N—72 &, 24 4 7D Kerberos 7O/NA ¥ —EEELE T,

1.3.2. JBoss Negotiation

JBoss Negotiation (&, JBoss EAP ICEIMINZ 7L —LT—9 T, #—tVT745—4%9—& JAAS O
7‘4 VEYVa—)LERHE L, JBoss EAP T SPNEGO #H7R— b L% J, JBoss Negotiation &, L
Y—security Y 7V RFLE LAY —AT7EBRRIADAHAEFERAINET, JAASOVAVET2—)LOD
AL, JBossEAP TEFxa 74 —7—F70Fv—1 D TEFEEF1) T4 —& JAAS] LU
EFxaYT14—FXA4V] 25RBLTLEIWL,


https://access.redhat.com/documentation/ja-jp/red_hat_jboss_enterprise_application_platform/7.2/html-single/security_architecture/#declarative_security_and_jaas
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JBoss Negotiation HEA LT, RESTweb H—ERBRED—EOT F) r—>avi+t
FaTILTBGE. 1D2FLIFEHOEY Y a VHERIN, V54T R VT AN
HTHE, Ty avh A LT NI (T 74 M TIE30D) LN B Z

ENHYET, BasiciBilIZFERALTCTF I r—>YavatEXa7Il LEGEIEEY V3
VERWEZFFICLAWI ENMBEINS /2O, Basic R CEEINSEMEEIFERY
F 9, JBoss Negotiation [ty ¥ avaFRALTRIVI— 3 v /ERDREZH#EF

TELEIOREINDLD, COEHIBEY Y a VOERIFEEINZEETT,

1.4. KERBEROS DO#E&

Kerberos I&. Red Hat Enterprise Linux 8 ED Linux 74 A M) Ea2a—2a Va0 DARL —
TAVIVRATLAEREINTWET, 7. Kerberos & Microsoft Active Directory ICIZAR B R T,
Red Hat Directory Server 8 &' Red Hat IDM IC& > THR— b I N FE T,

1.5. JBOSS EAP T® KERBEROS I & % SSO Mig4it

Kerberos l&. 2547V hBLVY—N—ICL>THFEARAINZFTY NEKDCHLHRERITLTTRY

Ny PR—ZMDSSO %R L F T, JBossEAP IFZNERUF4y NEaRBORMS LUER O
ZTHEALT, BEOTOCRERETEIENTEE T, JBossEAP B EDELIICZDF Iy e
FRTEINEERT ZEIIC. FT7y MDREDLDICRITIN, JBossEAP R WTFR I by TR—2D
SSO TERIES L VEBHN ED & ) IC Kerberos EFMET 2 W %R T Z I ENEETT,

151 T RY by TR—2Z SSO TD Kerberos IC & BEREEH L VKER

Kerberos I&. FREEH L VERZRMET E72HD. Y—RKX—F 1 —DKDCITKELTOI AT MIT
7'&7\'3'6"1‘—/\ leDIEBCtU%DIL/*E%*E{ bi'ﬁ'o 5*;?“13 9@%"@'@?‘?1’)1’1«&'3'0

1. EREED R
TR RDCRY NT—VICT VRS 2HBEEIEFry MREEF T v b (TGT) &
LTEFaT7ARY—ERIITIERTRHE. TV OI LTy vILEFERAL TERE
# EXAS) ICHLTRIET DI ENBERINE T, ASIFa—H— h1®7v7/va%
BREBHDTATVTATA—AMNTEREGLET, BRELICKIILIZS, 27547 MILo
T#vvvl*héTGTﬂjU//Awk%ﬁﬁhiToTGH;i Moty > avERD
EFENTWVWSBEH, V75347 NE KDC DSEDBEBRIEINE T,

2. FUov bONEFITKR, K

TY VI TGT BARITINES, TY VI iEEF a7y —ERFLIEFE)Y—RICT
JEZALET, TV NLEFT Yy MREEY—EX (TGS) IZ) VTR M &E#E L. KDC I
SOoOTHERITINALTCTAEL., BREDE/REICRTE2U—EXFIry M(ST) EERLET,
TCSIETY VI MIHRBELAETCTA#Fzv I L, EXLAENVY—RILT IV EZRATE ZEY)
RIERDHD I EEMRIELE T, MEEICKII LD, TCSIET) Vo /ILHZDREEDERE
KTV ERTBDDSTERITLET, T, TCSIFI T4 TV N EHKEY—NN—DEA
I LTy Y aviEREERL., 75472 MEeERET—/N\—RBOtx 1 72ERE AR
ICLET., DYy aVvBRIE. 7547 Neth—n~"=8, RIO NSO 32T
KDC IZ& » THEBICIRHEINAAREF—%2FAL T, EBOEY Y a VIEROAAESETE
ZELOEBICESIEINT T, TDH®, TGSIEISA TV NEY—N—TADEY Y 3 VIER
NEFENBSTTIZIA TV MIBELET,

3. H—NR—AADT7IER
INT, TNV oidExa7R8—ERADSTE, H—N—EtEFa2FICBETESE AN
—ALERE LD, 974}/hm%ﬁ%ﬁ4b XA TRY)VY—ANTIOEATEZE
To 75472 MERFIC ST ZHEAEY —/N—ITELET, TDSTICIE. ZDEBERIC
1@5#6§HWottwvay%ﬁ@ﬂ—ﬂ—:yﬁ—*yhﬁﬁinrwiﬁo#—N—
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&, KDC O oDRIAEZFEALT, 75147 MNELEY Y 3 /'F*ﬁ’é’:@"ﬁﬂ: LET, &
SETELL, 77472 MEY—/"—II L TERAES N, #—/\—%774 Y MIRLT
RSN Z EIKRYET, CORKATHEEIEILIN, 774 T7 N —NR—FTEFx2
TIRBENMTAET,

pa 3

ARINTVWAWTY VRNV TCT 2FRATE E AN, RAICAS TEREEITAKINIL
BETOHTY) IV RILICTCT A RITINE T, chil&y., EEICERINALTY v
SINIVDFHICTCT NREITINZ LT TR, ARBINTLWRWE=ZENA 754 VO
ERNBORYYREBREDAEFRIBENT, TCT 2B T 2TRMENMERINE T,

1.5.2. Kerberos & & U JBoss EAP

JBoss EAP #BE7F D Kerberos TRV by FR—ZAMDSSOBBEEFEET D E, BLF4& v hT IBoss
EAPA Y RHVRAETEHRANINZ web 7TV 5= a3 vADT7 IR %IRRT EEHNTRETT,
HMBENRtEY N7y FTIE LAY— security*)“?“zZv_-L\ittat elytron Y 7 27 LDWTFhbh %
AL T. SPNEGO T® Kerberosn,.,uIE%ﬁﬁEJTéJ:’)JBossEAP*f/Z&/Z?b‘ REINET,
SPNEGO SRS A AT 2 LIOREINALT FUT—2 3 vidk, TD IBossEAP A4 Y R4V ZIZF 70O
A1ENFET, 2—H—IL, Kerberos IZ& 'D'CﬁungLT\_TZ? Ny ZIlcAs 4> L. KDC &EFREEDAT
BarmTLES, TOBRI—H—IE. JBossEAP A Y RY VAN EE web 75V —%FEHT 2T
O4A3XINE7 )V r—2300exa7R2)Y—RCT7I9EALELDIELET, JBossEAP I, %
TRYY—=ZAANDT IV ERIEERBIVDETCHD I EELAET, web 70— —H—D TGT
Foy NaEEL., F7 v MOEF (KR) 217\, KDC XL TCa—H—%#FEL. Y—ERF
Ty RERBLET, STHAT SO —ITRINES, SPNEGOFHR?Z’ Ty NEINEEY VT ARIC
STA#5vy L., JBossEAP ETEITLTWB web 77— avIORIELET, TDHE. JBoss
EAP IZ SPNEGO YV VTR R ZT7 v /Nw U L, I/ﬁ“/—security YT RFLF I elytron TR
TLOWITNAZFERALTRIEEZERTLET, BRAICHHNTDE, 2—H—@FEF2 72V Y —AD
TOEANEFATINET,
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522 JBOSSEAP ICH 17 % KERBEROS TDOSSODtEwY N7

T A%
21L. MEA OV R—FR VB
JBoss EAP IC Kerberos IZ& % SSO #5%E T %%a. UTOIAVER—XY NHIREBIZARY ET,

o EYNICERTE X N7z Kerberos BB
® JBossEAP A VRHI VA

e web 7T =3y

2.1.1. JBoss Negotiation Toolkit

JBoss Negotiation Toolkit l&, 7Y —> 3 v aRABREBEICEAT ZRNCEREA D =X LDFT /NNy J
BLIVTRANETADEIICTETNYITY—ILTYT, THNIEFTR—IRROY—ILTEHY FEA
. SPENEGO Z web 77U —2a VI L TRETZ2DRELWI &1 H D7D, REEF A
Y—ILEBAZET,

JBoss Negotiation Toolkit DERTEJL K I 7z WAR 7 7 1 JLIE JBoss Negotiation Toolkit ') AR k
)= O0—RTEXY, JBoss EAP ICE N 5 JBoss Negotiation D/X— 3 v & —HT %
JBoss Negotiation Toolkit D/X—2 3 VA5 DV O—RTIZRERHY E T, 7z& 21K, JBoss EAP 7.1
= CERDGEIE. /A—Y 3 B 3.0.4.Final-redhat-1 @ JBoss Negotiation Z{#FfH 9 578, jboss-
negotiation-toolkit-3.0.4.Final.war Z £ 3 2 BN H Y F9, FHL TL % JBoss Negotiation D
N=T3aV%fERT BIC
L;t EAP_HOME/modules/system/layers/base/org/jboss/security/negotiation/main/module.xml %
I:llb L/ i -a—o

2.2. KERBEROS &1

[JBoss EAP T® Kerberos |2 & % SSO Dt | TEREAL/ZE B Y. Kerberos &% — K/IN—F 14 —D
KDC ICH&7F L TRREES S ERRRRELZRBL F T, INIiE. KDC EDRREEIC T Z 0¥ -1 EDY S
ATV REZTNLEDHRRAMPBEYICEREINTWEIMEEHY T, KETIEEIC JBossEAP &R R
NXNhZweb 77— avaEdRICERY EIF5728. KDC 8 LU Kerberos KX A Y DEREICDL
TRAZOHEN Y T,

= -1o)
INLEDIETIX, KDC & Kerberos RXA VAT TICEY N7y TN, @UICETE
INTWBZEERELET,

23. ZNFEFTHON—T3 D IJBOSSEAP EITBRAR BT

JBossEAP 72 &, TNETODN—=3a VICIFBEBEREVWHS WS DAHY T,

e jboss-web.xml (Z(E NegotiationAuthenticator /NIL T WA E TR Y £ LAD, BlEHEE
<security-constraint> & & U <login-config> %% web.xml ICE&ZET 2B’ HYET., Z
NODERIF, EFa2T7RYY—RAERETIDICERINET,

e <login-config> E3& M auth-method BRI AV RYIY ) R MIAY F LAk, ERBED
SPNEGO NMRET, COYVZAMNDI1HFEBICREEHTI2MEIGHYET, 74—IL/NY 7 FORM
ity DIE%%tE-a—éi% («Et ﬂt*&{-ﬁ («Et SPNEGO FORM ‘\. fck U i —g_


https://github.com/wildfly-security/jboss-negotiation/tree/master/jboss-negotiation-toolkit
https://repository.jboss.org/nexus/content/groups/public/org/jboss/security/jboss-negotiation-toolkit/
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o elytron Y 72 R 7 L% FHAT %3551 jboss-deployment-structure.xml 7 7 1 JLIZNHEH Y
FtA.
2.4.JBOSSEAP 1 V2% ¥ ZDFRE
JBossEAP ICF7O4A4 IniT7 7)) r— a v htelytron £/l L A2 — security ¥ 7 X7 LD W

TNHZEFATEEIICEKETBIENTEITY, MAZFERAITELIICRETZIERTEEE
A’Q

2.4.1.Elytron % 7> R 7 LDRTE

BF

LLFDOFIEIX, KDC, Kerberos XA Y, LUV TTOH—IEREIN. EELTWVS
CEERELTVWET,

1. kerberos-security-factory Z5%E L £ 7,

/subsystem=elytron/kerberos-security-factory=krbSF:add(principal="HTTP/host@REALM",
path="/path/to/http.keytab", mechanism-oids=[1.2.840.113554.1.2.2, 1.3.6.1.5.5.2])

2. Kerberos DY RAFL7ONRF4—%5BELXT,
BEOHREICHLT. LTOYRTLTONRT A —52BETHINELAHY XTI,

SRAFLTANT 14—

java.security.krb5.kdc KDC DRR k4,

java.security.krb5.realm I NOEA-TN

java.security.krb5.conf %7 krb5.conf 7 7 1 JLAD/RZ,

sun.security.krb5.debug true BE. TNV TE—RKBBEMICARY F
ER

BECLI 2RI 2HA8. ULTDLDICIBossEAP DY AT LTONRT 4 —%FZELET,
I /system-property=java.security.krb5.conf:add(value="/path/to/krb5.conf")

3. A—I)LAEEYHTEZEDICEytronEF a2 T4 —LILLERELET,
954 T Y hDKerberos k=0 T ) o LERBELETH, 2T oy EO—I
Iy TTBAEDVEICRYET, THICIKEROAELIHY T, ZDFITIE
filesystem-realm % {EE L. Kerberos h—2 5D 7)) o)L E—BT B LI ALICI—
H—%EBML, O—ILEZDI—H—ICEIYLETET,
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BF

filesystem-realm (357 /OY -7 L Ea—& LTORARHEINET, T2/0
=7l Ea1—D#EEIZ. RedHat DABREDOHY —ERXLNILT T =XV b
(SLA) TIFHR—FIN T, BENICELTIRABWI EAH 78, RedHat I
AEBERIECTOFEAIHEELEEA. 77/0Y—TLE1—DHEIL. RFOR
e WER IR L T, FARBRBTHEEDT A MNP 7 4 — R/N\y J DINE % FIRE
ICT 27DICRIEINE T,

Fo/A0—7 L Ea1—#EDYR— MEFEICDWTIE. RedHat h R4 v —
R=ILD 7270V 7L Ex—#EDYR—MIE] 28BLTLEIWN,

/subsystem=elytron/filesystem-realm=exampleFsRealm:add(path=fs-realm-users, relative-
to=jboss.server.config.dir)

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-
identity(identity=user1 @REALM)

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-
attribute(identity=user1 @REALM, name=Roles, value=["Admin","Guest"])

4. simple-role-decoder %1 L %9,
I /subsystem=elytron/simple-role-decoder=from-roles-attribute:add(attribute=Roles)

Z @ simple-role-decoder (&, Roles BMENSD ) >/ )boO0—)LAFI—KLET,
A—IDRDBHICHIIGEIFIDEZZEETEET,

5. security-domain #:%E L £ 9.

/subsystem=elytron/security-domain=exampleFsSD:add(realms=[{realm=exampleFsRealm,
role-decoder=from-roles-attribute}], default-realm=exampleFsRealm, permission-
mapper=default-permission-mapper)

6. kerberos-security-factory % {9 % http-authentication-factory Z5%E L £ 9,

/subsystem=elytron/http-authentication-factory=example-krb-http-auth:add(http-server-
mechanism-factory=global, security-domain=exampleFsSD, mechanism-configurations=
[{mechanism-name=SPNEGO, mechanism-realm-configurations=[{realm-
name=exampleFsSD}], credential-security-factory=krbSF}])

7. undertow 1 7> X 5 s T application-security-domain #:%E L £ 9,

/subsystem=undertow/application-security-domain=app-spnego:add(http-authentication-
factory=example-krb-http-auth)

2.42. LAY —security Y 7Y X7 LDERE

JBossEAP ICId, &7 O4A4INAT7T)r— 3> &SSO I SPNEGO & & U JBoss Negotiation % f&#
FAL T Kerberos 2T 2DICMEBRIRTDIAVE—IXV MEFNTVWETH, UTOREEZE
BIZ2RELIHYET,
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1.

R

CZCHEATIEECLIOYY RIE, JBossEAP R Y R7OVvH—N—AFETFLTW
2ZEHIRELTVWEY, JBossEAP EERRNA A VDB CLI 2 EHT 255D
M MEECLIAA Kl 28BLTLKETV

H—N=—TATFTUVT4T4—FLIFEAM, EF2UTF1—RKXAVDERE
ZDEFa)T14—RAAVE, VT F+—BEREKDCARIELEFT, 2a—H—TlFa<ayv
TFTF—BEERDRIATH S, BHOTA VAN AL EZRTZO7AVEY 21—V FH
TEOIREAHYZET, TORITIEENT) o LaFERAL, LTV vilhgdEnsdf—
BT IT7714IN%ESRLET,

Bl. —R—TFATYT4T714—F2VT1— KA1 VDERK
/subsystem=security/security-domain=host:add(cache-type=default)
/subsystem=security/security-domain=host/authentication=classic:add()
/subsystem=security/security-domain=host/authentication=classic/login-
module=Kerberos:add(code=Kerberos, flag=required, module-options=[storeKey=true,
refreshKrb5Config=true, useKeyTab=true, principal=host/testserver@MY_REALM,

keyTab=/home/username/service.keytab, doNotPrompt=true, debug=false])

reload

IBM JDK Z L TW 3354, Kerberos EV 2 —ILDA T avVIFERY FE

¥, jboss.security.disable.secdomain.option ' X7 A 7O/XF 1 —I& true ICERET ZHE
HYFT, FME. BEEITZVRT7L7O0/74—DHEI 2B8BLTLLEIW, OT4

VETVA—IIERODEDICERET DILENHY £,

fil: 1BM JDK
/subsystem=security/security-domain=host:add(cache-type=default)
/subsystem=security/security-domain=host/authentication=classic:add()
/subsystem=security/security-domain=host/authentication=classic/login-
module=Kerberos:add(code=Kerberos, flag=required, module-options=

[principal=host/testserver@MY_REALM, keyTab="file:///root/keytab", credsType=acceptor])

reload

Kerberos 074 VEY 12— ILDEREA T a v DELY X MM, JBoss EAP TLogin Module
Referencel ZZHL T LI,

. web 7N = avteXa )T —RAAVERELET,

web 7 U=y avtexal) T4 — KX Vik, BEROI—H—%KDCIC L TEREET 57
DIFEAINE T, I —HY—DRAEICIFHRETHE 120074 VEY a—ILHABEICRY F

T, T, I —HY—ICHEATZ20-IEZRRTI2AEELEICRYET, Thid, FEBT1—
H—&O—LICT Y 7§ % <mapping> ZEMLEY, 21— —%20—-JLII¥y T$52DH
OOJAVEYV2a—ILEBMYTZME, BBOAETERTEEY,

UTFIE, web 77U —oavtexal)T4—RAAVDOFIIRY T,

Bl: b—NR—FATFFT4T4—EFX2) T4 — KA VDER
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/subsystem=security/security-domain=app-spnego:add(cache-type=default)
/subsystem=security/security-domain=app-spnego/authentication=classic:add()

/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:add(code=SPNEGO, flag=required, module-options=
[serverSecurityDomain=host])

reload

SPNEGO OV 4 Y EYVa1—IDEREA T3 vD7ELY R MME. JBoss EAP FLogin Module
Referencel ZZHL TKEEI W,

. BETEVRFLATONT A —DERE

JBoss EAP (£, Kerberos #—/\—ADEHBICEET IV RATLTONT 1+ —%RET DHAES
R LET, KDC, Kerberos KXV, LV Ry hT—=IREILHLT, UTFOYRATFLS
O/RF 4 =B (FEFABE) ICRYET,

<system-properties>
<property name="java.security.krb5.kdc" value="mykdc.mydomain"/>
<property name="java.security.krb5.realm" value="MY_REALM"/>
<property name="java.security.krb5.conf" value="/path/to/krb5.conf"/>
<property name="jboss.security.disable.secdomain.option" value="true"/>
<property name="sun.security.krb5.debug" value="false"/>
</system-properties>

FONRT 1 —

java.security.krb5.kdc KDC DRR k4,
java.security.krb5.realm I NOEA-TN
java.security.krb5.conf %7 krb5.conf 7 7 1 JLAD/RZ,
jboss.security.disable.secdomain.option true ICERET 2

&. jboss.security.security_domain 07 1
VEVa—IA T avoFal) T4 —KX
A YTEEINLOTA EYV 1)L ADBEEE
A ERNICRY £9, IBMIDK #FERT 356
IS true ICERET 2RENHY T,

sun.security.krb5.debug true BE. TNV TE—RKBBEMICARY F
ER

1
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R

TI7AIWBENTIE, XY T4 —RAAVICERINALZZOQTA VEY 2 —)LIC
HE8IC jboss.security.security_ domain €2 a2 —J)L74 7> 3 VABIII N T
WEMEBELNHYET, COFTvavid, BHMIOAF TS avOANERIND L
INCFTYvIEITIATAVEY 2—IILTIEREBEIHEE LT, IBMKerberos
074 >YEY 1—I)LTdh3 com.ibm.security.auth.module.Krb5LoginModule
BFZDEH>ROTAVEY2A—IDIDTYE, CDEVa—IAT>arviEMN
T HEMEZEMICT BICIE. JBoss EAP DIEENRFIC
jboss.security.disable.secdomain.option > 27 A 70O/87 1 —% true IZFRE
LEd., ThzETHIKE, BECL FAEFEEIY Y —IILAERAL T <system-
properties> = 5% 9 % ». -Djboss.security.disable.secdomain.option=true
HRE/NS A= —ITEMLET,

VRATFLTONT 4 —DREICET ZFEMIE. JBoss EAP MEIE CLIHA KJ 2#8BLTLE
T Ly,

25.WEB 7 )45 —> 3 vV DERE

TXa1)TA4—RAAUDEREINLS, Kerberos RiFABMICT B0, BRELEEFI) T 14—
RAXAVBEFERTEELI web 75— a Ve RETHIRErHYET, PIVr—2avaEE
L7z, JBossEAP 4 Y R4 Y AICFFO4 L TEREEIC Kerberos AT ENTEET,

TIVr—oavIUTOEHRETOILENHY FT,

1. SPNEGOZBEEX Vv RZFAT 5L D web.xml #3%EL £,
web.xml 7 7 1 JLICIZULTFHAEENZMELNHY T,

o t¥aTAFEEH®D URL /XY —2IIT v 7§ % <url-pattern> 1S £ 1 % <web-resource-
collection> %z D <security-constraint>, {£=T. <security-constraint> [CEFRII N %
O—J)L%BA5E 9 % <auth-constraint> #5632 HTEXE T,

e <auth-constraint> I(CO—LAEEEINTWBIHE, ThbDO—)L% <security-role> T
EHETI2RENDHYET,

e SPNEGO D IEREZ &% 3D <auth-method> A'& £ % <login-configs.

B

<auth-method> EX I EDED AV YEXYY ) A N EEBELZE

9., SPNEGO S2:iI % @HIICERET B ICId, IEFEAED SPNEGO H&#]IC
<auth-method> EXRICGEEHINZMELNHY £, BIMODERLEY 1 7D
YUANICDWTIX TFORM OV A V& T 4—)L/Ny 2 & LTEMI #88RL
TLETW,

<security-constraint> & & U' <security-role> E&%FHd 5 &, EEEIE URL /X9 —>
BLVO— L EEICHIRINBRF A IEBROBEEHEEY M7y TTEEY, Thi
$Y, VY—R&EF21) T4 —TRETZIEHDTE, RELAWVWIEETEET,

fl: web.xml 7 7 1 JL

<web-app>
<display-name>App1</display-name>
<description>App1</description>

12
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<I-- Define a security constraint that requires the Admin role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>exampleWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>Admin</role-name>
</auth-constraint>
</security-constraint>
<!I-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO</auth-method>
<realm-name>SPNEGO</realm-name>
</login-config>
<!I-- Security roles referenced by this web application -->
<security-role>
<description>Role required to log in to the Application</description>
<role-name>Admin</role-name>
</security-role>
</web-app>

CREINLEEF YT A —RNAAV%EERAT 5L D jboss-web.xml Z52E L £,
jposs-web.xml 7 7 1 JUICIZLATFABETT,

o FBEFLWEAERICEAINZ LX) T4 —RKXAM U %ZIBET % <security-domain>,

o BHOO—IZEEBET HHIC web.xml D role-name BETT7RY ) AV DEREZAM
IC¥ % <jacc-star-role-allows ({EX).

fl: jposs-web.xml 7 7 1 JL

<jboss-web>
<security-domain>app-spnego</security-domain>
<jacc-star-role-allowstrue</jacc-star-role-allow>
</jboss-web>

. JBoss Negotiation DKERE KA L AP —security ' 7Y X7 LDF7O4 A MEML F
ER

HE
elytron 7Y 27 L&A L TWVWSHEEIE. COFIEEEKTEET,

SPNEGO & & U JBoss Negotiation & f#f 9 % web 7 7Y ¥ —< 3 » Tld. JBoss
Negotiation 7 Z ADRDON2 LD ICT 7. KFHAMHR% jboss-deployment-structure.xml
ERTIVENDHY T, JBoss EAP [FERT N T D JBoss Negotiation EEEI T X %
RMT DD, 7X)r—2avidIho0kERFEEEE L TERT 2L OADNBEER
YEd,

jboss-deployment-structure.xml %= [ L /- ik ZBERDES

I <jboss-deployment-structure>

13
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<deployment>
<dependencies>
<module name="org.jboss.security.negotiation"/>
</dependencies>
</deployment>
</jboss-deployment-structure>

ZORDHYIC, &KFEHR%Z META-INF/MANIFESTMF 7 7 1 JLICEZET S EHTEET,

META-INF/MANIFEST.MF % {§ [ L T#kEFBHRDES

Manifest-Version: 1.0
Dependencies: org.jboss.security.negotiation

2.6. ACTIVE DIRECTORY ICE T 2R R

AIETIL. Active Directory KX A > D—ET#H % Microsoft Windows % —/3— £ T JBoss EAP H"%E1T
INTWVWBIHEIC, SPNEGO SRIDHERTHREERDTHV Y NOBREAEZFHBALET,

T, ==~ DF7 7 ERIFEAINSD KA MZIFHOST_NAME. L /L AGE REALM, KX A v

I&DOMAIN, JBossEAP 4 Y X% > X %R A b9 B —/3—(X MACHINE_NAME Z{#ER L X9,

2.6.1. Microsoft Windows K X A >~ D& E

14

L BEOY—EXTY vy EY T EEELET,

Microsoft Windows %v N —2 Tld. —EO~Y vy EVIAEEERINE T, BEMICIER
INETvEVTEEIRBRL, XTIV I—Ya vy BEIICITONE LD I —NN—DT (A TV
FATA— 5 —EXRTY) oAy T LET, vy EVTICLY, 9547 aY
Ea—4%—LtDWeb 750 H—0H—N"—%{EFEL. SPNEGO DE{TZHAET, V5147
vhMaAVEa1—4%—Il& HTTP/HOST_NAME FZxXD< v EV I L. KXq4>vav hO—
S—&MIELET,

BEOY Yy EY T %5BIRT 2FIRIEROESY T,

DFoavY RaFALT, AVE2—49—IC/ LT RAM VICEGIh Y EY S
#YAMLFY,

I setspn -L MACHINE_NAME
UFDavrY FaERALT. BIFEOYYEY JTZHIBRL T,

I setspn -D HTTP/HOST_NAME MACHINE_NAME

I setspn -D hosHOST_NAME MACHINE_NAME

RAMIA—H=THU Y bR LET,

: e
RAMZICIE MACHINE_NAME DA DERIZ=FRLTLEIW,

BT, KRR M21—H—%&& LT USER_NAME 2B L £ 7,
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3. USER_NAME & HOST NAME & ORBID~Y vy EV /A EHZELZE T,
LTFoavy RaEEFTLT, Y—EXTY Vo yEVITEBRELET,

ktpass -princ HTTP/HOST_NAME@REALM -pass * [-kvno 0] -mapuser
DOMAIN\USER_NAME -out jboss.keytab -ptype KRB5_NT_PRINCIPAL -crypto all

ABZEBERINLL, I —BDIXRT—-—RZAHDLET,

O< 2 K setspn-L USER_NAME =17 LY vy EVJZRIEL F T,

R

JRE n* 5 KrbException: Specified version of key is not available T 5 — % EX
BLEEBE. kvno 0 ZIBEL THF—N—Va V5 0ICRET IHMENHD I &
BHY E£T, REALM T TR TAXFICT 2RENHY £9 5. HOST_NAME
EERTILFICLET, £/, HOST_NAME & FQDN (5288 K X 1 V%)
THHDRENHY. CNAME L O— R TlE7a<, FRATEER A £7/21& AAAA L
O—RTHBIZRENHYXT,

-crypto all DfFEF & Windows Server 2008 8 K VT NLUBETOAHEMEL £ T,
Windows Server 2003 CIXIEEfERBREZIEET 2MELHY X T,

4, X2 F4—RXAVRTTY oL EEHELET,
7))Lk elytron F 7213 security ¥ 7 257 AT HTTP/HOST_NAME@REALM |Z €%
FLIIEHTEET,

BF

AT a Vv RRT—ROEFERE, 2—H—IIEFLZNMA 2HEIE. keytab
EHERT DIVELIHY FT,
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FIE EDAEDHAEE

B3.LFORMOJA VT +—)L/,N\y 2 & LTEM

JBossEAP 8 LU JBossEAP ICT 7 AA INAT ) r—2 3> Tld, FORMAOY A VEREEXA H=X
LEBRELTI74—INy 2 E LTEHERTRIEETEEY, ThickY, 7FUr—vavik
Kerberos/SPNEGO h— 27 VM EELRBRWGEDRIETATA Y R—IZRRTEE T, JDREEIE.
KerberosgREF & IEII L TITbNFE T, DD, FORM AT A Y T4 —IbINY VDB EAEICEL ST
&, REEICERID I LTV v ILBARBRIEDNHY FT,

pa )

SPNEGO F7/zIZ NTLM h—2 UDEFELABWEE. FIdFEHET S SPNEGO h—2 >
MDD KDC HSTHBIFEIC. FORM AT A YADT +—IL/Ny U HFIETEFT,

3L 7TV r—avOEH

FORMAZA Y& TA#—ILN\y 2 ELTHERTZICIEK. 77V —2a VOB EICULTOFIBEABEIC
By FE9,

1. Kerberos & & T SPNEGO AT 5L D JBossEAP BL WP web 7Y r— a3V AaEREL
F9,
FRELH & VEERIC Kerberos $ £ U SPNEGO 2T 575D, JBossEAP 8L W web 77
Jr—2avDREFIEIE. TJUBoss EAP ICH 1T % Kerberos TD SSO Dty 7w T hHi% |
HESRBLTLKEIW,

2. AJAVEIVIT—R=VZEMLET,
FORMAZYZA VAT 3ICIE. AJA VEIVIT—R=IDPRBETYT, IhbLDT7AI
Eweb 77 r—2avIBMIh, BETOEATEAINET,

fl: login.jsp 7 7 1 )L

<html>
<head></head>
<body>
<form id="login_form" name="login_form" method="post" action="]_security_check"
enctype="application/x-www-form-urlencoded">
<center> <p>Please login to proceed.</p> </center>
<div style="margin-left: 15px;">
<p> <label for="username">Username</label> <br /> <input id="username" type="text"
name="|_username"/> </p>
<p> <label for="password">Password</label> <br /> <input id="password"
type="password" name="j_password" value=""/> </p>
<center> <input id="submit" type="submit" name="submit" value="Login"/> </center>
</div>
</form>
</body>
</html>

fl: error.jsp 7 7 1 )L

<html>
<head></head>
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<body>
<p>Login failed, please go back and try again.</p>
</body>
</html>

3. web.xml Z#RE L £ 7,
O74YBEVIT—R=T & web 7)) r—> 3 VIEML K. web.xml ZFEH L T
FORMOJA Y TINLD I 7AINMERINDELDICTIHENHY FF, FORM & WD IE
/R {E% Z D F F <auth-method> EHRICEMT 2ENHY F7, <auth-method> (FH >~
XtIY YR MEBEL., [EENEETH 575, <auth-method> D1E % IEHEIC
SPNEGO,FORM ICEH T 2 EBEAH Y £F., I HIC. <form-login-config> & % <login-
config> &. <form-login-page> & & ' <form-error-page> =& L THREINZOTM U HE
SUVIS—R=IADNRRITEMTZIRELHY FT,

Fl: B I N7= webxml 7 71 JL

<web-app>
<display-name>App1</display-name>
<description>App1</description>
<I-- Define a security constraint that requires the Admin role to access resources -->
<security-constraint>
<display-name>Security Constraint on Conversation</display-name>
<web-resource-collection>
<web-resource-name>examplesWebApp</web-resource-name>
<url-pattern>/*</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>Admin</role-name>
</auth-constraint>
</security-constraint>
<!I-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>SPNEGO,FORM</auth-method>
<realm-name>SPNEGO</realm-name>
<form-login-config>
<form-login-page>/login.jsp</form-login-page>
<form-error-page>/error.jsp</form-error-page>
</form-login-config>
</login-config>
<!I-- Security roles referenced by this web application -->
<security-role>
<description> role required to log in to the Application</description>
<role-name>Admin</role-name>
</security-role>
</web-app>

3.1.2. Elytron Y 7Y R 7 LDEFH
1. http-authentication-factory IC FORMEREED X A= X L%&EBIML F T,

Kerberos XR— X MEREEM (FIZERE L 7=BE#E D http-authentication-factory &. FORM 52ZE D
BIDOXA D ZALEFRTEET,

/subsystem=elytron/http-authentication-factory=example-krb-http-auth:list-
add(name=mechanism-configurations, value={mechanism-name=FORM})

17
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2. 7#—ﬁw<w9:ﬂJy9/Ub%ijubidu
Kerberos XN— X MDEREFMEIT DEEFEDEREICIE. 7Y /%)L % Kerberos hk—2 Vs T7 71)
7—93V@D—wAVJEVOT%L@E&E*th$JU?%—D»Aﬁ?f[aih
TW3RYTTY, 74— Iy JRAAITOEMNI—Y—%ZDLILAICEINTEEY, =&
Z &, filesystem-realm Z AT 217 E. BULAO—IL 2FH ORI —Y—%2/EH T ET,

BF

filesystem-realm (357 /OY -7 L Ea—& LTOARHEINET, T2/0
=L Ea1—D#EEIR. RedHat DABREDOHY —ERXLNILT T =XV b
(SLA) TIFHR—FIN T, BENICELTIRABWI EAHZ78. RedHat I
ABRIECTOFEAIHEELEEA. 77 /0Y—TLE1—DHEIL. RFOR
MaEWERIREL T, FARERBTHEDT A MNP 7 4 — RK/\y J DINE % T8
ICTBOICREINZET,

Fo/A—7 L Ea1—#EDYR— MEFEICDWTIE, RedHat hR4¥ v —
R=ILD 7270V 7L Ea—#EDYR—MIE] 28BLTLEIWN,

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity(identity=falloackUser1)

/subsystem=elytron/filesystem-realm=exampleFsRealm:set-password(identity=fallbackUser1,
clear={password="password123"})

/subsystem=elytron/filesystem-realm=exampleFsRealm:add-identity-
attribute(identity=fallbackUser1, name=Roles, value=["Admin","Guest"])

3.13. LAY —Security Y TV AT LDEH

JBossEAP TL Y —security 7O Y AT L%ZERALTWSBEIE. 74—y VRGO EF2 Y
TA—RXAVEERTDIBEDHY T,

web 7FYUr—oavtexal) 74— RAAVERELT, 74— N\v QT4 VAN L%EY
R—MNTI2REFDHYET, CNITEUTOFIEIBLEICRY FT,

L 74—y JFGEXYy FELTHRTZFHLWEF 2T —FXMVZBMLET,

2. usernamePasswordDomain E¥ a1 —/LA T ava, 74x—IL/Nv I RX A VAERT web
TI)r—yavexa)Fa—RAXAVICEBMLET,

Bl: 72—y X1 FT4—RAL VY TCHREINLEEXFIV T —RALY

/subsystem=security/security-domain=app-fallback:add(cache-type=default)
/subsystem=security/security-domain=app-fallback/authentication=classic:add()

/subsystem=security/security-domain=app-fallback/authentication=classic/login-
module=UsersRoles:add(code=UsersRoles, flag=required, module-options=
[usersProperties="file:${jboss.server.config.dir}/fallback-users.properties",
rolesProperties="file:${jboss.server.config.dir}/fallback-roles.properties"])

/subsystem=security/security-domain=app-spnego/authentication=classic/login-

module=SPNEGO:add(code=SPNEGO, flag=required, module-options=
[serverSecurityDomain=host])
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/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:map-put(name=module-options, key=usernamePasswordDomain, value=app-
fallback)

/subsystem=security/security-domain=app-spnego/authentication=classic/login-
module=SPNEGO:map-put(name=module-options, key=password-stacking, value=useFirstPass)

reload

3.2.KERBEROS TOEHEA V¥ —TJ7x—ADtEF 2171

JBossEAP lZtF a2 !) T4 — KX A > T Kerberos FREE% 1Rt 9 21t IC, Kerberos #{FH L TEEA v
H—TJI—RETX1T7ICTHHEELIRBLET,

3.2.1. Elytron %#{#f L 7= Kerberos TOEE A V¥ —T7 1 —2ADEF 2171k

HTTP B4 4 —7 = —RIZ Kerberos REf# R ET 5 ITIE. UTFEITVWE T,

77— 3 VT Kerberos SRAE AR BT 2 FIBE IT L7<H > T, Kerberos F35E% 1T http-
authentication-factory % {Ep L £ 9,

BF

EIEA V5 —T7 T —RIT Kerberos R AR ET % & X, JBoss EAP H*KDC I
WU TCEREEITILDICERE LY —ERTY U RNICEBT BRI ENARETEE
iKY FET, TOY—ERTY 22 /RLIE service-name/hostname D % BX
V) E9, JBoss EAP IE, web R—ZXDEEI VY —JLIIKT l/'Cu,qufé: HEX
L;t HTTP/Iocthost DEIITHTTP MY —ERRZIIRDZZEEEE m;; CLI
&3 remote/localhost D & 9 IC remote XY —ERXZICHR B T t HELZE

3'0

2. http-authentication-factory Z 35 L 5. BEHTTPA V9 —Jx—RZEHMLET,

/core-service=management/management-interface=http-interface:write-attribute(name=http-
authentication-factory, value=example-krb-http-auth)

&I CLI T SASL EREFICN T % Kerberos SREF AR ET 2 ICIE. LTFETWVWE T,

. 77U —> 3T Kerberos BRELARET HFIB ICLEN>T, EFaUT1—RKRAA VS
& U kerberos-security-factory % #Ep L £ 97,

2. GSSAPI % configurable-sasl-server-factory |ZEMML 7,

/subsystem=elytron/configurable-sasl-server-factory=configured:list-add(name-=filters, value=
{pattern-filter=GSSAPI})

3. ¥ 2T 14— KXA 2B LU kerberos-security-factory % {9 % sasl-authentication-
factory = {ER( L £ 7,

fll: sasl-authentication-factory

/subsystem=elytron/sasl-authentication-factory=example-sasl-auth:add(sasl-server-
factory=configured, security-domain=exampleFsSD, mechanism-configurations=
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[{mechanism-name=GSSAPI, mechanism-realm-configurations=[{realm-
name=exampleFsSD}], credential-security-factory=krbSF}])

4. sasl-authentication-factory #3252 &L 5. BESASLA V9 —T7xz—R&2BHLF T,

#u: sasl-authentication-factory DEF

/core-service=management/management-interface=http-interface:write-attribute(name=http-
upgrade.sasl-authentication-factory, value=example-sasl-auth)

reload

322. LAY— a7 &R A FH L 7= Kerberos TOEEBA V¥ —T1—RADt
a7

LAY—O7EBRMAFEALTEES VY —T T —XATODKerberos SREFABR/MICT 211, LT
DFIEEEITTEIBHEIHY XY,

pa )

CZTCHEATZIEECLIOYY RIE, JBossEAP R Y R7AOYH—N—AZFEFTLTW
2ZEHIRELTVWEY, JBossEAP EERRRNAA VDB CLI 2 EHT 255D
Mz MEECLIAA Rl 2#8RBLTLLEIW,

. BEETZYRFLTORT—EBMCLET,
BIDIE TaBAL72& B Y, Kerberos —/N\—ADEMHEICHEL JBoss EAP ¥ A5 L 70O/
TA—HEBMWILET,

2. Kerberos —N—7A4FV T4 71— %EFa2 714 —LILALITEMLETY,
Kerberos 8Rif =¥ 31 ) 74 —LILATHERTES LD IZT BITIE. Kerberos H—/N—~AD$E
mEBMNTZ2RELHY FT, LLTDHIX, Kerberos b —/N—F A FVF 45714 —%5BEFDE
BLILAIEMT 2AE5%5KLTWE T, service-name, hostname. # & U MY-REALM (&
BYIRMBEICEZSRZAZ2RENHY T,

Y—NR—TFPAFITF4T14—%EXxa1)5T14—LILIZEIMYT S CLIDOF

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos:add()

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos/keytab=service-nameVhostname@MY-
REALM:add(path=/home\usernameVservice.keytab, debug=true)

reload
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HIE T DfhDEE

BF

BEA V49 —7 x— I Kerberos BREE & & ET % & X, JBoss EAP H'KDC I
WU CEREIT O OICBELIEY—ERTY Vo RIVICEET BRI ENKEEE
iKY Ed, 2O —ERT /3Lt service-name/hostname D % BY
Y F9, JBossEAP IE, web R—ZXDEEBI VY —ILICH L CERIHEEITO & X
L;t HTTP/Iocthost DEIICHTTP Y —ERRILARZ I E=EEL., BE CLI

&3 remote/localhost D & 5 IC remote " —ERXZICAB I EBEL X
To

3. %2 U7__’f _b)bATDILDEﬁlf%E¥ﬁL§TO

Kerberos t—/N\—T7 A TV F 4 T4 —HBEYICKREINLE, FRATIALDICIEEFY
FTA—LIALSREAY Yy REEHTEINENHY XY,

fl: Kerberos SBAFDEF 1V F 14 — L ILAADIBN

/core-service=management/security-
realm=ManagementRealm/authentication=kerberos:add()

reload

BF

BEA VI —TI—RIIT7IVERTEEE, JBossEAP IFEF T4 —LIL
LTERBINLRAAN=ZXLDIEEEZEIC, ZOIREFETCI—H—%RFAL LD
ELEY,

4 WMHDAVH—T T —R% Kerberos TEF27ICLET,
web R—Z2DEEIAVY —ILEBE CLIOmAZ X179 5%E. Kerberos —/N\—7 4
TUTATA—EMAICKRET DBENHYET, PATVT14T74—%8BMTZICIE, UTF
DAY R=FALET,

/core-service=management/security-realm=ManagementRealm/server-
identity=kerberos/keytab=remote\Vhostname@MY-
REALM:add(path=/homeVusernameVremote.keytab, debug=true)

reload

3.23. BIEAM V9 —T7 T —ANDEHR

BB VY —T7 2 —RITERT DEIIC. AW Kerberos F7y MAREBICARYET, LAY—DE
Fal)F4—vVVa—rarvaERALT, %2 F1—LILLh Kerberos IC& B 2—H—DERAEIC
KB % &, <authentications ERICIEEI N ZDMDOAEAFERA L C2—Y—DRIEARAAFE
T, elytron U 7O RF LB LAY —DEF 2V T4 —VY)a—2a v ERKRICHELE T, Kerberos
RAEA D= ZALICKMT 2, BRI EBEA VY — T —RE2RETIRAE 777 M) —ICEHRLLE

DDA A=ZZXLIZTA—ILNY I LFET, 3 %\MG$Titmmﬁmﬁ7#—wA/7tbfﬁ
BAXIhZxd,

TSSO —AFHALTweb R—ADEBEI VY —ILICERT2BE8,. X2 TF1—LILLITZEFDOF
lf‘y I\%Etcl_ﬁ_%nmuﬁb; 7 t L/i_a—o

B CLIICERT 2158, GSSAPIEEN AR L —FT A4 VIV AT LADLNIVTEERINLETATY
TAT4—%2FHTESL5ICT 57/, -Djavax.security.auth.useSubjectCredsOnly=false /X5
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A= —%FRTIUEIHYET, REDOEY M7y TE2REICLTUTONRS A -4 —%FEHAT 21
BIHYFT,
-Djava.security.krb5.realm=REALM_NAME
LIVLZEZEELE T,
-Djava.security.krb5.kdc=KDC_HOSTNAME
KDC D35 atEE L £ 9,
--no-local-auth

O—ANRHEEEMICLET, hid, RIVYTFREERITLTVWBRLYY Y ET JBoss EAP 1 &~
AY YV ANDEREHAHDIGRICENTT,

av Yy k{l

I $ EAP_HOME/bin/jboss-cli.sh -c¢ -Djavax.security.auth.useSubjectCredsOnly=false --no-local-auth

Digk

==
[=]

DSAT7YNEY—N—BTHTTP 7OF > —MFRAINZIHE. BDOREINE

VATV MNERUCY—N—BTRIAEINLERZEELAVWLD ITERT 2HE
KHYUFET, CharBokizds. —N—lEtEFa2 7T —IVTFRAMDOEES
BEICRHTIRWVWEDIIRYET, V7747V MY —N—FICE T ZFREADEE
AMEZETICHREL WS TOF > —F. TO0F > —H 50 HTTP & T Proxy-
support: Session- Based-Authentication HTTP ANv ¥ —% 7 54 7> MIIRH L
F9, 7OFY—DNIDAYF—EH—/"N—H 5D 401 Unauthorized & % 124t
TRIGEERE. V547 METOFY—% N L TSPNEGO HTTP &REEX h =
ALEFMALTERY EHA,

3.3. Y E—F 1 >~ 45 ® KERBEROS RS

Kerberos A L TBEA V¥ —TJx—REweb 7 )= 3 vatEXa7ICT5MIC, EJBAE
DNVE—FTAVITTIEAINDEH—ERICH L T Kerberos R[4 ET DI &EETEET,

Kerberos DY AT LATONRT 1 —%5BRETZIHEELHY FT, ML MElytron BT XA TF LDERE]
EBRLTLEIN,

33LLAHY—tEFXxaUF1—LILLAEFERL Kerberos S2EEDEEAS
Kerberos SREE AR E T 2 I1C1E. LLTFETHOMEIHY T,

. YE—FT 1478 LV RealmDirect TOEF 1) T4 —RXAAVDRE
JE—FAVIILE2TT7IVEAINBY—EZANFERTE2 X2 T4 — KA VERET
DRELNHYET, 2DEF2YT1—RKXA L RealmDirect > RealmUsersRoles 7 &
® Remoting OV 4 Y EY 1—)L& RealmDirect 074 VEY 2 —IILOEAHAFIRAT 2HEN
HYFT, KEWICIK, TI72ILMTREINS otherZFa ) T4 —RAA YV ERELTW
F9. FOATAVEV1—IDEREA T 3 v DFFMIE. JBoss EAP FLogin Module
Referenceld ZSMR L T LI,
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HIE T DfhDEE

#l: Remoting & Uf RealmDirect A/ (4 Y EV a—IhiEEI X1 YF1—FK

XA
/subsystem=security/security-domain=krb-remoting-domain:add()
/subsystem=security/security-domain=krb-remoting-domain/authentication=classic:add()
/subsystem=security/security-domain=krb-remoting-domain/authentication=classic/login-
module=Remoting:add(code=Remoting, flag=optional, module-options=[password-
stacking=useFirstPass])
/subsystem=security/security-domain=krb-remoting-domain/authentication=classic/login-
module=RealmDirect:add(code=RealmDirect, flag=required, module-options=[password-
stacking=useFirstPass, realm=krbRealm])
/subsystem=security/security-domain=krb-remoting-domain/mapping=classic:add()
/subsystem=security/security-domain=krb-remoting-domain/mapping=classic/mapping-
module=SimpleRoles:add(code=SimpleRoles, type=role, module-options=

['testUser"="testRole"])

reload

2. Kerberos 5D tF 2T 1 —LILLEZRELET,
Kerberos SRsFIC & D2tEFxa YT 1 —LILLDEY 7Y FIZDWTIE, TKerberos TOEIEA
V=T x—2ADEFaTIk] ZSRBRLTLEIV,

Pl:zxaV5r14—LILA

/core-service=management/security-realm=krbRealm:add()
/core-service=management/security-realm=krbRealm/server-identity=kerberos:add()
/core-service=management/security-realm=krbRealm/server-
identity=kerberos/keytab=remoteVlocalhost@JBOSS.ORG:add(path=\pathVto\Vremote.keytab,
debug=true)

/core-service=management/security-realm=krbRealm/authentication=kerberos:add(remove-
realm=true)

reload
3. remoting b 7V AT AICHTTP ORI —%BRELET,
IS, FIRERINAEF 1Y T —LILALERFERT 57D remoting U 7 A5 AT
HTTP XV S —%RETILEIHY LT,
fl: remoting Y 7> X7 A

/subsystem=remoting/http-connector=http-remoting-connector:write-attribute(name=security-
realm, value=krbRealm)

4. H—EXADEF1)T1—%FKELET,
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secured "D E—T AV ITA VI =T —REFHLTCTFIVEAINDZY—EREZRET D
DEEHYET, COREIFV—ERICL>TERYET, £EZIE EJBDIH
&. @SecurityDomain & £ U @RolesAllowed 7 / 57— 3 VA FEHRATE XY,

3.3.2. Elytron % {#f L 7= Kerberos F2EDiEE

Kerberos F7-1& GSSAPISASL 225D Elytron EF 2 F 4 — KX V&Y T—F 4 Y JREEICT L T
EETETEY,

L. 7ATYT4T74—DA—RpERZEXFa2)T1—LILAZEERELET, Chid, O—ILD
Y HTICFERINET,

/path=kerberos:add(relative-to=user.nome, path=src/kerberos)
/subsystem=elytron/properties-realm=Kkerberos-properties:add(users-properties=

{path=kerberos-users.properties, relative-to=kerberos, digest-realm-name=ELYTRON.ORG},
groups-properties={path=kerberos-groups.properties, relative-to=kerberos})

2. Y—NN—DF7ATVT14T4—DKerberos txal)5F4—T7 70 N)—52EHLZET,

/subsystem=elytron/kerberos-security-factory=test-server:add(relative-to=kerberos,
path=remote-test-server.keytab, principal=remote/test-server.elytron.org@ELYTRON.ORG)

3. EXaAFA—RXAVESASLEREEZ 77 M) —A2EHLET,

/subsystem=elytron/security-domain=KerberosDomain:add(default-realm=kerberos-
properties, realms=[{realm=kerberos-properties, role-decoder=groups-to-roles}], permission-
mapper=default-permission-mapper)

/subsystem=elytron/sasl-authentication-factory=gssapi-authentication-factory:add(security-
domain=KerberosDomain, sasl-server-factory=elytron, mechanism-configurations=
[{mechanism-name=GSSAPI, credential-security-factory=test-server}])

4. {ERK L 7= sasl-authentication-factory % remoting %+ 7> X 57 L TEHRAL. VE—FT4 I T
BHMICLET,

CLIa~<wY Rofl

/subsystem=remoting/http-connector=http-remoting-connector:write-attribute(hname=sasl-
authentication-factory, value=gssapi-authentication-factory)

5 Y—EXRDtEFa)F4—%2FRELET,
EBTEFa2)T 14— RKAAMVESRTZHEIE. EytronEZFal) T4 —RAA IRy TT
% application-security-domain Z18E 3 2 MENHY £F, /=& AL EIJB DIHBET
l&. @SecurityDomain 7/ 57— 3 VA FERATEZXT,

CLIa~< Y Rofl

/subsystem=ejb3/application-security-domain=KerberosDomain:add(security-
domain=KerberosDomain)

HFLWUBOSSEAP7IEUB IV SA 7Y NTlE. PATYTAT4—TYII—3A~D JAAS Subject
DFERIEYR— bERAERY L, EJBEUH LD Kerberos 74 TV T4 714 —%70753Y
JTERBTDZIS4 7 M. LLFD & S IC AuthenticationConfiguration APl # B FRH$T 2L 5%
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HIE T DfhDEE

TI2REI’HYETY,

// create your authentication configuration

AuthenticationConfiguration configuration = AuthenticationConfiguration.empty()
.useProvidersFromClassLoader(SecuredGSSCredentialClient.class.getClassLoader())
.useGSSCredential(getGSSCredential());

// create your authentication context
AuthenticationContext context = AuthenticationContext.empty().with(MatchRule.ALL, configuration);

// create a callable that looks up an EJB and invokes a method on it
Callable<Void> callable = () -> {

}

// use your authentication context to run your callable
context.runCallable(callable);

AuthenticationConfiguration O {EREFIC useGSSCredential(getGSSCredential()) ~DFEUH L AV
£ LFET, JAASSubject NTTICT IV ERBEHDYV AT baA—RiE, UTDLDIC
GSSCredential #E13 9 2 & DBBEICEBRTE XY,

private GSSCredential getGSSCredential() {
return Subject.doAs(subject, new PrivilegedAction<GSSCredential>() {

public GSSCredential run() {

try {
GSSManager gssManager = GSSManager.getinstance();

return gssManager.createCredential(GSSCredential.INITIATE_ONLY);
} catch (Exception e) {
e.printStackTrace();

}

return null;

Revised on 2019-11-27 13:00:04 CET
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