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B RRXMLETAnsible A=V Z2ETT2EHPNR) E—METYVaT2RETIVLENHYET,

AR

o I1—H#—7HU Y NI view_policies & & TV edit_policies t#ERZFDOO—ILAEIY HTHNT
W5,

FIR

1. Satellite Web Ul T. Hosts > Compliance > Policies IC&BIL 7,
2. WERR) O —DERIZV ) v I LET,

3 MELRERMERELIT,

4. SubmitZz27 ) v 7 LFEY,

84. AV SA T VAR —DHI

14



FEEEAVSSA T VAR O —DER
Satellite Web Ul TlZ, BEFED AV TSA T VAR —%5HIBRTEET,

AR

o I1—H—TFHY MI view_policies & &£ U destroy_policies #ERA#FD>O—I)LAE|Y B TS
nTws,

Fa
1. Satellite Web Ul T, Hosts > Compliance > Policies IC#8IL 9,

2. MERRY D —D Actions ST, 1) A MH5 Delete Z#:BIRL £ 9,

3 HEAYE—YTOKZEY )Yy I LET,
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FOBEAVTSATVARY Y —OFOA
AVTSATVARY) =T TAA4 T BICIE, SCAPYSA T a4 VA M=JLL, cron R4

Ta— T 7AIEBEHLT, RYY—TEIRINTWABSCAP AVTFUYERANITZYy 7O— KT
ZENHY ET,

9.1. Y E— MDD SCAP )V —XDEN

SCAP 7—# AN —ALlE, OVAL 7 7AINREDYE—RN)Y—R%ESBTEZEYT, Zhidk. SCAP
VATV MRANETEITIBEICA VY —FYy NETERRBT2HEDTY, 7T—% A MY —LAITY)
E—FMYY—ZRDBBERIFEIF. LLTFD &L D 722 Satellite Server @ OpenSCAP Scanner *V — LA S LR
DEDBREENRRINET,

# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml | grep "WARNING"

WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-com.redhat.rhsa-
RHEL8.xml.bz2'

points out to the remote 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2'".

Use '--fetch-remote-resources' option to download it.

WARNING: Skipping 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-RHEL8.xml.bz2'
file

which is referenced from datastream

T4 NTIE, SCAPIVZAT7 >V MIYE—RM)Y—REEBEL, )Y —RIKEFT B XCCDF JL—
WERAXY TTBLIIICEEINTVWE T, AF v FINEIL—ILIE notchecked A7 —4% R I/ F
£

AV =Y MITIVERATESEHRRAMNDIBE, Satelite DIRAKNEICHB)E—RMN)Y—RDI IV
O—REZBWNCTEZIEDNTEEFT, A VI —RXYMNITIVEIATERWRANMIYE—KSCAP Y
Y—2A&EBERTZHEIIOVWTIE, TFEEGRETODY E—MSCAP )Y —2M@EAH] #8BLTL
IV,

Ansible 7704 X > M AZEOFEA
JRD Ansible Z# & F—/N—Z4 RLZE T,

e %A foreman_scap_client_fetch_remote_resources
e 7l boolean
e {&:true

HIE. Ansible a8 ZFHA LR EDER O Satellite TD Ansible ZH DA —/N\—5 4 K 258
LTLEIW,

Puppet 77’04 X~ M AZEOHEMA
LAR @ Puppet Smart Class /XS A —49 — %/ EL T,

o A fetch_remote_resources
e 7l boolean
e fE&:true
HifIE, PuppetSiS & A L/HREDER O Puppet AN— MV S R/INSA—4H—DHRE =51

LTI,
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FoEAVISSATFYARY > —DFIO4

90.2. EFEMRIZETD E— M SCAP )YV —RDEH

SCAP F—# XA MU —LIliE, OVALZ7AIIRBRED)E—RN)Y—REEDZIENTEET, Th
&, SCAP V7 Z5AT7 YV M ERANETETTBBICA VY —RYy NETRBETESHDTY, RAMY
A=Y MITIVERATERWGEIE., DRAYLT7AIWVIATYRIN)—HDBHRAMNEDT 7
I ESFoO—RKLT, YE—KSCAP )Y —2%&4 7 >O—NKL, Satellite Server 57K R MIC
O—ANLT774IELTEATIHELNHYET,

AR

FIR

JE—METZEMICLT. KR b % Satellite ICESHL /=,

JE—MYY—ROEBBNEMICR>TWD (T 74 N), EMiE. [)E—MDSCAP Y
Y—2ZAMEM] ZZRLTLEIV

Satellite Server ©, AV FSA TP VAR —THEATEZT—YRAN) —LERART, o
O—RITZ2UNEL’HBILAEBELTWBYY—REBDITET,

# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml | grep "WARNING"
WARNING: Datastream component 'scap_org.open-scap_cref_security-data-oval-
com.redhat.rhsa-RHEL8.xml.bz2'

points out to the remote 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2'".

Use '--fetch-remote-resources' option to download it.

WARNING: Skipping 'https://access.redhat.com/security/data/oval/com.redhat.rhsa-
RHEL8.xml.bz2' file

which is referenced from datastream

HANY)—LICEL>TEBRBINZO—AIL T 74 ILDERIZFARZE T,

Referenced check files:

ssg-rhel8-oval.xml

system: http://oval.mitre.org/XMLSchema/oval-definitions-5
ssg-rhel8-ocil.xml

system: http://scap.nist.gov/schema/ocil/2
security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2

7__
# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
system: http://oval.mitre.org/XMLSchema/oval-definitions-5

DYV T, FRLTWB Y)Y —REFovO—RKRLET,

TV
# curl -0 security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2
https://www.redhat.com/security/data/oval/com.redhat.rhsa-RHEL8.xml.bz2

BF

A ooO—RKLETZ7A4ILDEEIDN, T—F AN —LILE>TESREINDEH]
E—HLTWBZEABIALTLLETY
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4. 77 AIWVEHFLWAHRY LT 7AII A4 TaAVF Y E LT, Satellite Server IBIML £ 9,
FHME. AVTUYDER D ARILT7AINIATAVTYDER 2SR LTKES
(AW
http://satellite.example.com/pulp/content/My_Organization_Label/Library/custom/My_Pro
duct_Label/My_Repo_Label/ 72 &, YRI M) —DRAINTWVWBURLEZXELZET,

5. RAMNEDroot D R—LTFA LI N —ICT7 74Ty O—RKTBVE— N3 TERYT

Ya—J)LLEY, & ZIE. Run Command - Script Default ¥ 3 757> L — N2 FB L
T, ROAXV REAALEFT,

# curl -o /root/security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2
http://satellite.example.com/pulp/content/My_Organization_Label/Library/custom/My_Pro
duct_Label/My_Repo_Label/security-data-oval-com.redhat.rhsa-RHEL8.xml.bz2

JE-PFIaTOERTOFME. RAMDEER D JE— a3 TDETZ2SRLTIES
LY,

6. AVISATVARY)Y—OF 7O ICHEAET,

9.3.ANSIBLE #{FRH L7z KRR NTIL—F~ADR) >—DFFO4

Ansible 2L THRRA NN —FICaAVTSATUVARY)—%F70O04 35 &, Ansible O—JLIC

EDOTSCAP I ZA TV MDNAVAM=IEIN, BIRLAIVISATVARYO—IIR>THRAME
T OpenSCAP 2 F + UMD EREINZE T,

AVTSATVRARY Y —DSCAP A VT UYTIE, VE—KN)Y—ZABREICRDIBELGHYET,
M., TYUE—FDSCAP )Y —Z2MENM] Z#HBBLTLLEIL,

AR

® Capsule T OpenSCAP ZB#IC L TW5, FF#lild. Capsule Server D1 VX h—JL D
Capsule Server T®D OpenSCAP OB 2SR L T EI W,

o RANDARL—FAVITIRTFLN=U3VHDYRY MY —B, Satellite Server £ THEHA
Ih, RRAMLETEMIIAR>TWS,

o Red Hat Enterprise Linux 9 BaseOS & & T Appstream RPM J /R k1) —
o Red Hat Enterprise Linux 8 BaseOS & & U Appstream RPM 1) /R k1) —
o Red Hat Enterprise Linux 7 Server & & U Extras RPM 1) /RY K1) —

o RAMNDARL—F 4 VT AT L/IN—Y 3 VD Red Hat Satellite Client6 VR k1) —
M. Satellite Server L TEMBI N, KA MDAV FVYYE1—BLVSA4 744 I BETHE
ARRETHY. RRAMIFLTEMIA>TWS, #Fillld. AT YOEE O Satellite TH
AMDYRI M) =Y bDRT—FRAZEET S 2SRLTKEIVW, ZOYRI MY —
&, SCAP VS A7V NaA YA RN=IT BDITBHETT,

e Ansble T 7OA4 XY NAFEFRHLTC IV SSAT7VAR)Y—%EmM L. RRANTIL—T
HEYHTTWS,

FIR

1. Satellite Web Ul T. Configure > Host Groups IC#881 L £ 9,

2. OpenSCAP L R—MNRICERET B2RANIIN—T%0 Yy I LT,
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3. OpenSCAP Capsule ') Z kH 5, fEF$ % OpenSCAP A*E%I7%: Capsule %#3&IR L £ 7,
4. Ansible Roles ¥ 7 T, foreman.foreman_scap_client Ansible O—JL & Z|Y H{TE T,
5. #7723 v:Parameters ¥ 7T, O—JL®D Ansible B %FZEL £,

6. Submit 27w I LTEREEREFLET,

7. BERKRRANTIL—TDITT, Actions 5IICFEE L. Run all Ansible roles %2R L £ 9,

9.4.ANSIBLE # @l L7=/R A hADRY >—DF70O4

Ansible Z2EBH L TCHRAMIAVTSATVRARYV—%FTO/14F5E, Ansible A—ILICEL ST
SCAP IV SA TV EPA VRN =ILEN, BIRLAAVTSATVRARY Y —ICH>THRAMNET
OpenSCAP R ¥+ VA BREINZE T,

AVTSATVRARY Y —DSCAP A VT UYTIE, YE—KN)Y—ZABREBICRDBELGHY ET,
HME., TYUE—FDSCAP )Y —Z2MENM] Z#HRBLTLLEIL,

Gl s

® Capsule T OpenSCAP ZBF#IC L TW5, FF#lild. Capsule Server DA VX h—JL D
Capsule Server T®D OpenSCAP OBFME 2SR L T EI W,

o RANDARL—FAVITIRTFLN=U3VEHDYRY MY —B, Satellite Server £ CEHA
Ih, RRAMETEMIIAR>TWS,

o Red Hat Enterprise Linux 9 BaseOS & & T Appstream RPM J /R k1) —
o Red Hat Enterprise Linux 8 BaseOS & & T Appstream RPM 1) /R k1) —
o Red Hat Enterprise Linux 7 Server & & U Extras RPM 1) 7/RY K1) —

o RAMNDARL—F 4 VT AT L/IN—T 3 VD Red Hat Satellite Client6 VR k1) —
M. Satellite Server L TREBI N, KA MDAV FVYYEL1—BLVSA4 744 JIILBETHE
ARRETHY. RRAMIFLTEMIA>TWS, #Fillld. VT YOEE O Satellite TH
AMDYRI M) =Y bDRT—FRAZEET S 2SRLTKEIVW, ZOYRI MY —
&, SCAP VS A7V NaA YA RN=IT BDITBETT,

o Ansible T 7OAM AV NAEEAGRALTC IV ITSAT7VARY —54FEK LTW3B,

FIR

1. Satellite Web Ul T Hosts > All Hosts IC# &1 L T, OpenSCAP L/ R— M2 ET 5K R bk
T. Edit=2 Yy o LZET,

2. OpenSCAP Capsule ') Z kH 5, 9 % OpenSCAP A*E%I7: Capsule %#3&IR L £ 7,
3. Ansible Roles ¥ 7 T, theforeman.foreman_scap_client Ansible O—JLZEML 9,
4. #* 7 3 v:Parameters ¥ 7T, O—JL®D Ansible ZE % &ZEL £,

5 Submitx /) vy LTERERELET,

6. Hosts 7Ly RO SLY Y% )y I LT, RAMNDA VTV I AR=IJICRY £,
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7. K)o —%EBMT2HRAMNERIRLET,
8. SelectAction =7 vV LXY,
9. 1) X kH*5 Assign Compliance Policy #3&IR L £ 7,

10. Assign Compliance Policy 7 4 > K2 T, Remember hosts selection for the next bulk
action ZZEIRL X7,

. FERAERRYS—DY A MDSRELRRY) >—%8RL, Submit#2 1)y LET,
12. SelectAction %7 ') v LZE9,

13. ) A D5 Run all Ansible roles #3#R L £,

9.5.PUPPET # A L7=FRA N TIL—TFADRY>—DF T4

Puppet 2R L CHRA NI IN—TICAV TSA4 7V AR —%F 0149 5&, Puppet T—I TV
MCE2TSCAPIVSA T RDBAVARM=ILEN, BIRLADYTSATVRARY =0t > TRE
@ Puppet ZTBFICHA R b £ET OpenSCAP R ¥ v VARREINF T,
AVTSATVRARYY—DSCAP A VT UVICIE, VE—KN)Y—ZADBREICRDIBEL’HYET,
HME., TYUE—FDSCAP )Y —Z2MENM] Z#HRBLTLLEIL,

AR

® Capsule T OpenSCAP ZB#IC L TW5, FF#lild. Capsule Server DA VX h—JL D
Capsule Server T®D OpenSCAP OB 2SR L T EI W,

o RANDARL—FAVITIRTFLN=U3VHDYRY MY —B, Satellite Server £ CHEHA
Ih, RRAMETEMIZAR>TWS,

o Red Hat Enterprise Linux 9 BaseOS & & T Appstream RPM J /R k1) —
o Red Hat Enterprise Linux 8 BaseOS & & U Appstream RPM 1) /R k1) —
o Red Hat Enterprise Linux 7 Server & & U Extras RPM 1) /RY k1) —

o RAMNDARL—F 4 VT RFT L/IN—T 3 VD Red Hat Satellite Client6 VR k1) —
M. Satellite Server LETEEBI N, KA MDAV FVYYE1—BLVSA4 744 V7 IILBETHE
ARRETHY. RRAMIFGLTEMIA>TWS, #Fillld. AT YOEE O Satellite TR
AMDYVRI M) =Y bDRT—FRAZEET S 2SRLTKEIVW, ZOYRI MY —
&, SCAP VS A7V NaA YA RN=IT B/DITBETT,

® Puppet 7 7OA AV NAFREFRALCOVYTSAT7 VAR o—% 4l L. RAMNTIL—T
ZEIYHETTWS,

Fa
1. Satellite Web Ul T. Configure > Host Groups IC#881 L £ 9,
2. OpenSCAP L R—MNRICERET 2RANIIN—T%0 Yy I LZET,

3. Environment !) 2 K T, foreman_scap_client* Puppet 7 5 A 2 &% Puppet IRIZEZ#IRL £
ER
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4. OpenSCAP Capsule ) 2 M T, {#H T % OpenSCAP H"EMICA > TS Capsule ZRIRL F
ER

5. Puppet ENC ¥ 7. foreman_scap_client Puppet 7 S X %#EML £7,
6. & 7 3 >:Puppet Class Parameters #5%E L £ 7,

7. Submit =7 vV LTEEZREFLEY,

9.6. PUPPET 2R LKA MADRY >—DF70O4

Puppet 2R L CHERAMIOAVTSA T VAR O—%FTTO14F &, Puppet T—Y v ML
TSCAP I SATYRDPAVAM=LEN, BIRLAZAVTSATVARY O—IIH > TREID
Puppet EfTEFICR R N ET OpenSCAP R ¥+ VA BREINZE T,

AVTSATVRARYY—DSCAP A VT UVICIE, VE—KN)Y—ZABREICRDIBELGHYET,
HME., TYUE—FDSCAP )Y —2Z2MENM] A#HBRBLTLLEIL,

AR

® Capsule T OpenSCAP ZB#IC L TW5, FF#lild. Capsule Server DA VX h—IJL D
Capsule Server T®D OpenSCAP OB 2SR L T EI W,

o RANDARL—FAVITIRTFLN=U32VHDYRY MY —B, Satellite Server £ CHEHA
Ih, RRAMETEMIIAR>TWS,

o Red Hat Enterprise Linux 9 BaseOS & & U Appstream RPM J /R k1) —
o Red Hat Enterprise Linux 8 BaseOS & & U Appstream RPM 1) /R k1) —
o Red Hat Enterprise Linux 7 Server & & U Extras RPM 1) /RY K1) —

o RAMNDARL—F 4 VT RFT L/IN—T 3 VD Red Hat Satellite Client6 VR k1) —
M. Satellite Server ETEBI N, RA MDAV F YUY E1—BLUVSA4 744 JIILBETHE
ARRETHY. RRAMIFLTEMIA>TWS, #Fillld. AT YOEE O Satellite TH
ARDYRI M) =Y bDRT—FRAZEET S 2SRLTKEIVW, ZOYRI MY —
&, SCAP VS A7V NaA YA N=IT B/DITBETT,

o Puppet 7 7OA XY NAFREFRALTCOAVYTSAT7 VAR —% R LTW3,

FIR

1. Satellite Web Ul T Hosts > All Hosts IC# &1L T, OpenSCAP L/ R— hZ2EET 5K R b
T. EditE=2 Yy I LZET,

2. Environment Y X b5 5. foreman_scap_client & & U foreman_scap_client::params 7S
FND Puppet RIRZEIRL F T,

3. OpenSCAP Capsule ') Z kH 5, fEFF % OpenSCAP A*E%I7: Capsule %#3&IR L £ 7,
4. PuppetENC % 7. foreman_scap_client Puppet 7 S X %EBMML £,

5. 7% 7> 3 ~:Puppet Class Parameters #58E L £ 7,

6. Hosts 7Ly KUV S LYV IR VYY vy I LT, RAMNDAVTYIRAR=JIZRYET,

7. R)Y—%EBMT 2RI MEERLIT,
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8. SelectAction =7 Vv U LXY,
9. 1) R hH*5 Assign Compliance Policy #3&R L £ 7,

10. Assign Compliance Policy 7 4 > K7 T, Remember hosts selection for the next bulk
action ZZEIRL X7,

N FERAAEARYS—D) R MDOBERRY S —%FRL, Submitz2 ) v I LET,
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FBOBAVYFIVYRTCOEXAYFTFA—AVTSAT VAR vy VDT

FBIOEA VT YRTODEXFIYFTFA—AVTSATUVRRAF ¥
Y DET
RA M, RAMIEYYETONEZIAY TSATUVRARY Y —TCEZEINE CRON R a2 —)LIC

> T, OpenSCAP R F v v A EHAMICEITLET, /272 L. RRAKMLET, BEINTWVWEZTARTD
AVTSATVRAR) D—DRAF+ U EERFHTERITTAHIEETEET,

AR

o 1—H—7Hh7 > K view_hosts. create_job_invocations. & & U view_job_invocations
MRZFo2O—IHPEIYHETLhTWS,

o AVISATVARARYY—%FEXKL, KA MIFTOSMLTWS,
o RYY—DBEDFMIE, 8ET TS FUIRRN ) >—DEE SR LTLLEIW,

o RYI—DFTOADFHMIE. OF T TS FoIN ) >—DF 7040 BB LTLE
T Ly,

FIR

1. Hosts > AllHosts ICRBEIL £ 7,
2. WERKRAMNDERRANEGEI )Y I LET,
3. "R MDFMR—IY T, Scheduleajob KOy 74 I A —a—%RBHALET,

4. Run OpenSCAP scan% &R L £ 7,

1. RRAMDFEMDOBMET, Recentjobs h— RERDIFZE T,

2. Running ¥ 7%ZR L E 9, VaTHATTITKRT LTWARWRY, FRIZ Runscan forall
OpenSCAP policies WD ¥ 3 THARRINZE T,

3. Recentjobs i— KT, Finished ¥ 7% ZERL £,
4., VIaTHEBIKRT TS E, V3 TDITIC succeeded A7 —9 ABKRRINE T,

5. A7 av:¥ad&x sy LTHCE LOFMlERZELET,
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ENEIVTSAT7VADES
Satellite T2 &, AVFSA TV ADEREEEAE—TITEET, AVTSAT7VRYy>a
R—KTE, FRAMNDAVTSATVRAOBELIRRIN, TOR) —OHERICHZERA MDEFE
MERTTEET, AVISAT7VYALR—NTIK, BEREATEAR) > —A2FELT. ERA MDYV
TS5AT7VADFEMEPHLET, COBREFHALT. BERAMNRRIZVRIETML, KA b
NAVTSATUVRERBLTI-OICKERYY)Y —REEEBTXET, SCAPAERLCIAYISM4 7Y
2HERTZIET, RUSP—DAVTSATVREHEDREL, AV TSATVADELAKRETEE
-a—o
NLIVTSATVRALR— MDD

AVTSATVALR—MRERT7T 1 —ILRAEFALT, RA MDY Ty NCHEBFERLKA—rDY
ARNETZAWIY) VT LET,

FIR

1. Satellite Web Ul T. Hosts > Compliance > Reports ICREIL £ 7,

2. 7Y 3V BD Search 74—V K&V U v 0§ %, HETEARR/ASA—F =2 Z K
ERINET,

3. Search 74 =)L NIZHRFTIV T)—%AHL., Search 221wy LFd, BRI T —TIIXK
XFENXFIIERINFEH A,

BREI7TY—0H
52%BABIN—IDBEBLEIRTOAVY TSATVALR— M 420FET S

I failed > 5

2023 F 1A 1BUEEICERI N, KA MEICprod-AEFNhEZKRAMDITRTOAVYTSA TV AL
R—beRELEY,

I host ~ prod- AND date > "Jan 1, 2023"

1BERATIC rhel7 audit AV TSA TPV AR O—ICE > TERINEIRTOLER— b aREKT S

I "1 hour ago" AND compliance_policy = date = "1 hour ago" AND compliance_policy = rhel7_audit

XCCDF L—IVICER T DL AR— M 2T T D

I xccdf_rule_passed = xccdf_org.ssgproject.content_rule_firefox_preferences-auto-download_actions

XCCDF W—IICAERERD L R— M 2REKT S

I xccdf_rule_failed = xccdf_org.ssgproject.content_rule_firefox_preferences-auto-download_actions

RN XCCOF L—IICERF-RFEBUNDL R— M 2FET S
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I xccdf_rule_othered = xccdf_org.ssgproject.content_rule_firefox_preferences-auto-download_actions

B8

o MIEHEET and. not. BL VW has 2FATZE, EHAI T —AERTEXET, RIEEE
FOFEHMIZ. Red HatSatellite DEE D FHMAMBETHR— N INEEEF 2SRBLTLKE
T Ly,

o FHRRWIX. MBI —THAHATEERHA, L. 1 DOREBRICEHRD 7 1 —I)L K%&{FH
TXFEY, FHRAYTREATARTORKREEFDFEMIE. Red Hat Satellite DE D FEHfl72R3ET
YR—KMINZEBEF A2SBLTLEIL,

o MEAETvIN—UF3E, ALKRRIT) —2BFHAETEET, FMIX. Red Hat Satellite
DEB D Ty I~v—0DEM E#SBLTLLEIW,

N2.AVTSAT7VADX—)LER
Satellite Server &, AV TSATVARARY S —HTY— DA — I BHESF TRIS54TLTWVWBTA
THOL—H—IT, OpenSCAP # <) =X —JLEEEFELEFT, X—ILBROY TR 4 T DM
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