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RETRedHat Y R—MBLV TV I ZTF YV IF—LDFETEET, BRI ZRAI—DITRTDIER
l&. OpenShift Container Platform Z X WFEA LY T <. JYEBRNICHERATEZ2ELDICT BRI
RedHat IC& > THERAINZET,

BIER R

o UVSRH—DEHE/IET v TUL— KOFFEMIE. OpenShift Container Platform M E#IZR
THERFIAVRN ZSRLTLEIN,

4.1.1.1. Telemetry TIREI N 2 1ER
LTFOERIE. Telemetry ICL > TIREINE T,

41110 ¥ 2T LER

® OpenShift Container Platform 7 5 24 —D/N\—Y 3 VIEHR, B LOCEHRN—Ya v OTAM
ERETDEOIERINDGA VA MN—ILOEHFOFMESL /-2 3 VIER

o USRI —TEICFIAARLERON. BEHICEAINEIF vy RULBELIUPAA-JYRY b
) — BHOEHFR. BLUOEFTREST DTS DL EDEHRBTR

o {YVANMN—ILEFICERINE—BTI VY LRHBF

¢ USURAVISAMNSIFv—LARNILD/—RERE. TA LA, IPT7 KL R, Kubernetes
Pod &, namespace., BLUH—ER%AE, RedHat Y R— MABERRICE > THERARYR—
MRS B DICIZRIIDEEE DFFHM

o VT RH—ITA VA KM—=I)LEINTL S OpenShift Container Platform 7 L —A 7 —2 QY R—
XY RBLVENLDOREERT—F R

o ENEHNMET L7 Operator @ "B&EA 7V M & LT—EBRRIINSTRXTD namespace D
ARV b

o FEMETLAYIZ MY T7ICEAY ZIER
o FEEAZEDEMMEICET HI1FW

® OpenShift Container Platform A7 704 SN TW3 TS5y N7+ —LDEZFBE LUVT—F &
v 8 — DG

41112. 14 TV JIER

o CPUI7DHBLUVEFNEFNIFEAIND RAMDBEASL., J5RAY—, V947,
LTI VICETEIHA TV JIER

o ctcd AVUN—DEBLWetcd VS RY—IRBEIND LTIV MO
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/updating_clusters/#updating-cluster-web-console
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o EINRRKRSTV—=9A4TRDTFYr— 3V EIL RO

4.111.3. EABER

o OVR—XRV I HEESLCILEREREICEYT 2 FERAEDIER

o 7/ /OY—FLEa—BLVCYR—- MHRADEEICEAT 2 ERAERDFHM
Telemetry &, I —H—HP/NRAT7— QR EDHMNBFHRZINE L FH A, RedHat (. BERMIREANIE
BOPREFITVWERA, B> THEABREZE LI ENHESNIARSIHBE. RedHat IZZDIER%E

HIFR L £9, Telemetry 7— 9 MEAAT—4ICEE T 215H1E. RedHat 754N —ZF— KM AV b
S L, RedHat D 7S A4 NN — A AR L TLEI L,

BIER R

® Telemetry A#° OpenShift Container Platform T Prometheus ™SI T 2EBIEA —EBEXR T 5
FEDEFMIE, Telemetry ICE>TPNEINE T —HFDERR ZSRBLTLEIV,

® Telemetry A° Prometheus MO UNE T 2BMHED Y A ME. 7v TA MY —LD cluster-
monitoring-operator Y —2 31— R ZSB L T 72XV,

o Telemetry 3T 74NN MTA VYA M—ILEN, BHIINET, VE—MILALKR—bEH
ThT7OMNTERERHZBEIE. VE—MNILALE—=— DA T 7T N H#BRBLTLES
LY,
4.1.2. Insights Operator (CDW T
Insights Operator (FRES LIV R—RY NOEERT—F A2 EHMICUIEL., T7 4L NT 28
ACEICETDT—4% RedHat ICRE L F T, ZDBEMICL Y. RedHat IFFREP Telemetry THRE I
ha7—94LYVERBEDREVWT— Y 5HMETE £,

OpenShift Container Platform M 1 —# —|[&. Red Hat Hybrid Cloud Console @ Insights Advisor % —&
ATV ZAI—DLR—INERRTEET, BBENMEEIND &, Insights [FFMEEIRHELEF T, F
Araeainzaid. BEOERAEICEAT HZ2FIEMERINETT,

Insights Operator I&, 1 —%—%, /RRAT— R, FLIFHAASLEDHNBEREZINEL FH A, Red
Hat Insights D7 —# & &> bO—JLOFEMIE. Red HatInsights DT —4 B L7 T r—> 3>
X2 T4 —2SRBLTLEIVN,

Red Hat l&, #EMINIIRNTDI R Y —FHR2FEALT. UTFZETLET,

® Red Hat Hybrid Cloud Console @ Insights Advisor #—E X T, BENRI TR Y —DOREEEE
EL. BRREFHBEZRHBLET,

o KHINIZBERBLVEERBFTREZEMRB LY R— M F—LIZIRHE L. OpenShift Container
Platform D@t =Y 7,

® OpenShift Container Platform @ BEREHI A E 75 5%

B EfE R
® Insights Operator (7 7 # )L N TA VA M—=)LE N, BHITINFE T, VE—MILRALR—

NaeATRNTIORNTEIRELRAHBESIF. VE—MIALR—rDAT RO N EZSEBLT
CIEEW,
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https://www.redhat.com/en/about/privacy-policy
https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml
https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/
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4.1.2.1. Insights Operator I & o TINE X h 3 ER
LT OIERIE. Insights Operator IC& > TINEINE T,

® OpenShift Container Platform N=TaVvBLUVREICEEOEBEEITET 272DDY TR
Y—BLVZTDAVER—FY MIET 32 —KRHRIER

o BOLBREPERETANGA—YI—ICEEOBEDHIIFERTZISRAI—DA A=V LY
AN —EREREDERET 71

o VSR —AVR—RV NTRETEZITS—
o EFTHDEHFOEWER. BLUVAVR—IXVYINDT7YTITL—RDRATF—F R

® OpenShift Container Platform "7 704 SN TW3 TS5y N 74 —LEV SR —DERBEI
hTWs ! —2 3 v O

o VSRH—DT—0O— RERLBEEIRIZ Secure Hash Algorithm (SHA) fEICE# I N E L
oo TNICEY. RedHat ISHBRIFRELI &< X2 T —BLUN=Ya VDT
MOT7—oO0—REFMTEET,

e Operator A*ERE%RET 2355, openshift-* & £ U kube-* 7O = ¥ b D37 OpenShift
Container Platform Pod ICEA9 2 1B8MANEINE T, ThiZiE, K& YV —R, %2
FA4—AVFTFRAKN, R a2—LBERLREDPETFNET,

BIER R

® Insights Operator IC& > TIEIN DT — 9 2R T 5 HEDFMIE. Insights Operator 12
o TNEINET—IDERR ZSRLTLEIL,

® Insights Operator Y —2X 01— RIZMEER LY., RHE LAY TEXFJ, Insights Operator I
Lo TINEINBEH®DY R M, Insights Operator D7 v 7ZA M —AL7 0OV TV b #88R
LTI,

4.1.3. Telemetry & & U Insights Operator 7—#4 7 O0—IZDWT

Telemeter Client I&. Prometheus API 2* 53&IR L7z RINT—4 2 IRELF T, BRIT—F L. L
BY370HIT449 30T &I api.openshift.com IC 7y 7O— KX EF T,

Insights Operator (&, #EiR L7=7—4 % Kubernetes APl & U Prometheus API 55 7 — /14 7IZUX
SELET, 7—HhA Tk, LEDAHIC 2 BB I & IC OpenShift Cluster Manager IZ7 v 7AO— KX h
F 9. Insights Operator (£, OpenShift Cluster Manager 2 5 &#H D Insights 2iE ¥V O— KL &
9, ik, OpenShift Container Platform Web 3> Y —JL® Overview R— L& F N 5 Insights
status Ry 77 v TEKRET 2LDICFERAINET,

Red Hat & MBS 129 R T, Transport Layer Security (TLS) & &K OB EIIEAZ R A FH L T, BS1L
INEFYRIVETITONET, IRTOT—YRBEBFB I CELEPRICESEINET,

BT —Y5ENIBTEIVRTLAANDT I ERIE, TIVFT 7048 —EREF & B AREREEHIMENIC & - THIHE
INET, 77ERIE, HE2BEIPHZBESICE> TSI, BRELBEICERINET,

Telemetry & & T Insights Operator 7—% 70—
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https://github.com/openshift/insights-operator/blob/master/docs/gathered-data.md
https://console.redhat.com/openshift
https://console.redhat.com/openshift
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OpenShift Red Hat

Container Platform Web
console

} Insights

analysis engine

i HTTPS (443
Kubernetes —» Insights ¢ (443) ) R Red Hat
API J—’ Operator Support
Prometheus Telemeter N ..iopenshift.com Subscription
API > Client HTTPS (443) g pt-op : management

OpenShift
Cluster Manager

BIER R

® OpenShift Container Platform €E=4 1) ¥ 7' 2% v 7 OF#lll£. OpenShift Container Platform
TSN UTICOVWT 28R LTCEIL,

o J7AT U A—ILEREL. Telemetry B& Winsights DTV KRA ¥ M EBFMITT 2 HED
. 77 AT U —ILDERE EBRLTLEIW,

414.") E— MR EZY Y VI TF—=YDERAEICEAT 2 BINER

DE—MIIWVRAEZF) VT 2BNCT 2LDICNNEINDIFHROFFMIE. Information collected by
Telemetry & & T Information collected by the Insights Operator #&8 B L T 72X W,

CORFa2AVPMNTHIBLZEB Y, RedHatld, Y R—IBLOVT7 Y T L—RORMH, X7 x—%
VA/REDRBEL. $—EANDREOR/NME. BROFESLIPER., bSTLVYa—-FT1V 7,
277V 78LVI-—HF-—TIARY TV ADRIE, BEANOWIEE L VHERZBNE LT (EEY
5158). BEKRD RedHat HmEAT—9ZINEL T T,

IEICH T Bk

Red Hat (&, Telemetry BLUVRET — 4 2 RE T 27 DITERET I NS L CHEBH AR %E F
ALTWETY,

#H

RedHat &, 2 —H—IT VAR IV ZROMELEICAIT T, Telemetry & & U Insights Operator TIX&E X
N27—9%5RNEPTHETZ2HELIHY FT, RedHatld, LU TFOEMT RedHat DEY R Z/X—k
F—&, BEHREFELAVWENINLEXT Telemetry 8L UVRET— Y2 HET 2HENHY FE
T, 2FY, N=KF—DPHGFELVBEERD RedHat DA 77 ) VI DERA2LYRKERTES L
DICZIERTBIEEEMNET BN, TNHDN— M F—EHETHR— ML TWBEBOEEEMEN
KT ZE&EZEMELTVWETY,

Y—KR=F1—

Red Hat I&. Telemetry 8L UVRET — ¥ DINEE. O, BLUVRELZIRT 2701, HFEDH—FK
N—T 14— BETDHEADHY FT,

a—Y—ar hO—J/Telemetry 8 L UHRET — I INEEDEMLS & TERMIL
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/monitoring/#about-ocp-monitoring
https://docs.redhat.com/en/documentation/openshift_container_platform/4.16/html-single/installation_configuration/#configuring-firewall
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JE—MNILALR—=bDF T RT7 7~ OFIEICHE > T, OpenShift Container Platform Telemetry &
& U Insights Operator ZEICT B ENTEXT,
42. ) E— "NV REZZ )V TILE > TIEIND T —H DERT

BIEEIL, Telemetry & Insights Operator ICE > TIREI N A M) VA EEERTETET,

4.21.Telemetry ICL > TIEINZ T—F DR

Telemetry THX ¥ 7F v+ —SNB ISR —EAVER—FX YV NOBEBRIWT—YERRTEIENTEE
_a—o

AR

® OpenShift Container Platform CLI (o¢) Z4 ¥ X b—JL L TW 3,

e cluster-admin O —JL X 7z & cluster-monitoring-view O— /)L Z&xD21—H#—& LTI SR
Y—ICT7 UV EATES,
FIr
L 23249 —=ic0y14 v LET,

2. ROOAT YV REEFTTDE. V5RAF—0 Prometheus H—ERICH ) —HETI .,
Telemetry ICE > THF+ TF ¥ —INBERIT—IDREEEY MHHRINF T,

R

RDFNCIE. OpenShift Container Platform on AWS ICEBDEA W DhAEENTWE
ER

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="count:up0"}'\

name__="count:up1"}'\
name__="cluster_version"}' \
name__="cluster_version_available_updates"}' \
name__="cluster_version_capability"}' \

name__ ="cluster_operator_up"}' \

name__ ="cluster_operator_conditions"}' \
name__="cluster_version_payload"}' \

name__ ="cluster_installer"}' \
name__="cluster_infrastructure_provider"}'\
name__="cluster_feature_set"}'\
name__="instance:etcd_object_counts:sum"}'\
name__="ALERTS" alertstate="firing"}' \
name__="code:apiserver_request_total:rate:sum"}' \
name__ ="cluster:capacity_cpu_cores:sum"}' \
name__ ="cluster:capacity_memory_bytes:sum"}'\
name__="cluster:cpu_usage_cores:sum"}'\
name__="cluster:memory_usage_bytes:sum"}'\
name__="openshift:cpu_usage_cores:sum"}'\

17



--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{|
{
{|
{
{
{
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name__="openshift:memory_usage_bytes:sum"}'\

name__ ="workload:cpu_usage_cores:sum"}'\
name__="workload:memory_usage_bytes:sum"}' \

name__ ="cluster:virt_platform_nodes:sum"}' \

name__ ="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\
--data-urlencode 'match[]={__name__ ="subscription_sync_total"}' \

--data-urlencode 'match(]=

name__="olm_resolution_duration_seconds"}' \

{
--data-urlencode 'match[]={__name__="csv_succeeded"}'\
{

--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="csv_abnormal"}' \

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__

\

--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match[]={
--data-urlencode 'match(]
--data-urlencode 'match[]={
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match[]={

{

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:

--data-urlencode 'match[]={

--data-urlencode 'match[]={:
--data-urlencode 'match[]={__
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=

{
system_vendor="Red Hat"}'\

--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
--data-urlencode 'match[]={__
{_
{_

{
{
{

name__="cluster:kubelet_volume_stats_used_bytes:provisioner:sum"}'

name__="ceph_cluster_total bytes"}'\
name__="ceph_cluster_total_used_raw_bytes"}'\
name__="ceph_health_status"}'\
name__="odf_system_raw_capacity_total_bytes"}'\
name__="odf_system_raw_capacity _used_bytes"}'\
name__="odf_system_health_status"}'\

name__ ="job:ceph_osd_metadata:count"}'\
name__="job:kube_pv:count"}'\
name__="job:odf_system_pvs:count"}' \

name__ ="job:ceph_pools_iops:total"}' \
name__="job:ceph_pools_iops_bytes:total"}' \

name__ ="job:ceph_versions_running:count"}' \
name__="job:noobaa_total_unhealthy buckets:sum"}'\
name__="job:noobaa_bucket_count:sum"}' \
name__="job:noobaa_total_object_count:sum"}' \
name__="odf_system_bucket_count", system_type="OCS",

name__="odf_system_objects_total", system_type="OCS",

name__="noobaa_accounts_num"}'\
name__="noobaa_total_usage"}'\

name__="console_url"}"\

name__ ="cluster:ovnkube_master_egress_routing_via_host:max"}' \
name__="cluster:network_attachment_definition_instances:max"}' \

{_ _name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="cluster:ingress_controller_aws_nlb_active:sum"}' \

__name__="cluster:route_metrics_controller_routes_per_shard:min"}' \
__name__="cluster:route_metrics_controller_routes_per_shard:max"}'\
__name__="cluster:route_metrics_controller_routes_per_shard:avg"}' \
__name__="cluster:route_metrics_controller_routes_per_shard:median"}'

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
\

--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\
--data-urlencode 'match[]={__name__="cam_app_workload_migrations"}' \
--data-urlencode 'match(]=

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}'\

et et st i )



--data-urlencode 'match[]={__
--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

FAZERISRAY—HFHLEYE—MILRE=ZS YT

name__="cluster:alertmanager_integrations:max"}' \
name__="cluster:telemetry_selected_series:count"}'\
name__="openshift:prometheus_tsdb_head series:sum"}'\

{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\
name__="status:upgrading:version:rhoam_state:max"}'\
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}'\
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__ ="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9

9"\

--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_

name__="jaeger_operator_instances_storage_types"}'\
name__="jaeger_operator_instances_strategies"}' \
name__="jaeger_operator_instances_agent_strategies"}' \
name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\

name__ ="openshift_csi_share_secret"}'\
name__="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}"\
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__ |
{_
{_
{_
{_
{_
{_
{_
{_
{_
{_
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name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}' \
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}'\
name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \
name__="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}' \
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}'\
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\

{
{
{
{
{
{|
{
{

--data-urlencode 'match[]={__name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.2.2.Insights Operator ICL > TIREI N BT —H DERR

Insights Operator TINEINZT—9 2R TEHIENTEET,

AR

e cluster-admin A—J)LEFDODI—H—E LTISARY—IZCTIVEATE S,

FIR

1. Insights Operator MIRERITHD Pod DEZFIZRFEL T,

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. Insights Operator TIEIN B RIEDT—9T7—h4 72— LZXT,

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

BED Insights Operator 7—7#4 71 insights-data > 1 L 7 ) —CRIBEAREICARY £7,
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43. ) E—MNJVALR—RMNDATNTI N

9529 —DRESEPERRRICETZ2T—IDLR— A T 7O NT2RENELDABENEDLH
L) i’a—o

JE—MANIVALR—= EFTINTIRTBZICE. UWTERTTILELFHY T,
L. 70—V IZ2A9—=TIo—I Ly bEaZELTYE—MILALAR—MNEEMCLET,

2. ZOEBEINLETINY =Ly beERTREDIC VIR —%FH LET,

431V E—MILVRALR—MNEEN L IGEDORE

OpenShift Container Platform Tld, ERAKRICET 2BEHROL R—haF TN TUMTEES, £
L. BfiJI 729 —ld RedHat BREIBICK UBRICHIG L. BEKRELYBNRMICHR—ML, HEOD
TyvTITL—RILLBISRI—~DREELYPRICIBEST 2 S 2ABICLET., FLERINL
PSAI—ITLY, TRV ) TFoaveET V4 MLAY bOTOE AN EHMIEI N, OpenShift
Cluster Manager Y —ERILL 2 TISRI—BLUVHYTRI) T2 avDRT—9 AIET2HE%
RETDIENABICARY FT,

ZTDd, EREEIVSRI—TOF T T I MBERBETH>TH, ERELUAORECTA MY
SRY—TIEREESLCEARRICETZLR— 2B RRBICL THE ZEMBHEEINRE
¥, ZhiZL Y. RedHat I OpenShift Container Platform % CERDRIFEIES X &, B AEEDRE
BICLYREICHIST B2 LTEMT B ENTEET,

BRISAY—DFTNT I MILBEEICIE. UTHEEFhET,

o RedHat lEHR—MTr—ABERINDWERY, BHRFT7Yy TIL—RKRODEEEYITRY—D
BEMAEERTLIIENTETERA.

¢ RedHat FRET—F=FEALT. BEKROYR—MTr—ADBEMITP. BEKRICELTE
BRREERETDHIENTETEEA,

® OpenShift Cluster Manager (32 M CHEARRICET 2B REEL IV IR —ICET 2T —%
HERRTCEXFEHA,

o FRHIKHROBEILR— MNEEAFERTEARWED, Y TRV T3y vd94 MULAYV R
1B5# (T consoleredhat.com TEENTANT Z2HELHYFT,

2y ND—OHWFIRINZREDHEE. 7O0F > —OFEURFZEICELY Telemetry & & U Insights
T—=HIFEKRE LTLR—MINZET,
432.70—NIWISRI—=TFIV>—o Ly NOERILLDYE—MILALR—ID
ivilld

BEOIO—NVIZRI—TINo—U Ly hEZEELT, YE-MILALR-FEZEMCTEIE
NTEFEYT, ThIZLY. Telemetry & Insights Operator DA M EMICARY £,

AR

e cluster-admin A—J)LEF DODI—H—E LTISARY—IITIVEATE S,

FIE
L. 7O—"NILISRY—FIo—I Ly haO—AIL 7 74V ATALICY D yO—-—RLET,
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I $ oc extract secret/pull-secret -n openshift-config --to=.

2. T¥RAMNITFT 449 —T, ¥ >0O— K L7 .dockerconfigjson 7 7 1 LA iRE L 7
3. L FD & S IC cloud.openshift.com JSON T b —ZHIBR L T,

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. 7714V ERELET,

COEBEINLETINY =Ly FeERTESLIICITRY—EEHTIIT,

43.3. BRI XY —DEF

FE#E#E OpenShift Container Platform 7 2 2 4 —% Red Hat Hybrid Cloud Console IC&8 L. [ E—
RAIWZLR— RN EENLAIBEDHE] £/ aVICRBEIN TV IHEEZITAVLIICLET,

BF

FEHRITRY—ABHTDHIET, BISHmMEY TRV T2 avDFERARKRE Red
Hat ICIRETEFJ, RedHatldk, 7RIV 7 aVICEAET 2 ERAFERAEERE
DIEBAAERT ZENTERD, I—F—IHRINALBREFERL T, Y Y —X2FIC
WLTLYBNCH TR T avas|lYBTrIeNTEET,

AR

® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & LTOJ 4 >~ LTW3,

® Red Hat Hybrid Cloud Console ICA Y4 >~ TX 3%,

FIR

1. Red Hat Hybrid Cloud Console @ Register disconnected clusterWeb R—IICHBEIL £,

2. & 7> 3 >:Red Hat Hybrid Cloud Console D7k — A ~R—IH 5 Register disconnected cluster
Web R—=JIZT I ER$BITIE. TES—2 3V A Za1—TEEHD Cluster List ICFEE)
L. Registercluster K% & RIRL £,

3. Register disconnected cluster R—Y DI/BEI N/ T 1 —IL NIV SRS —DFFEMEANL X
ER

4. FMDR—I D Subscriptionsettings 7> a>vh s, THEHADRedHat Y 7R 7)) Foa v
77V VTIERINR YT oY T avEREEBRLET,

5 JEERY T RY—%FERT BICIE. Registercluster N4 V& EIRL £,

BIER R
o UE—IMNILRALR—IEEYLLIZEDOHE

o HITRV YT avH—ERTOH TR ) TavrF—9DRRAEMT TRV T3y
H—ERDRY—MHANR)

43.4. 70—NIVY)SRI—DTI—o Ly NOESH
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REDTILY—D Ly NEBEBZDD, FILWIILY—D Ly NEEBINTAIET, V5R9—0DYF
O—N)LFIY—o Ly haBHRTEET,

A—H—PNA VAP —IVRICERLEZLY AR —ERBRIDOLY AN —ZFERLTA A -V ZKRET
e, COFIEN’BETT,

Gl s
e cluster-admin A—J)LAEFDODI—H—E LTISARY—IITIVEATE S,

FIR

L A7 av:BEOTIVY—2ILy MCHLWIILY—2 Ly hEBINT 3ICIE. LTOFIES
EITLEY,

a. UFoavy REAALTINVY—2 Ly hEYO yO—RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}' ><pull_secret_location>

Q TLY—HLy NI 7ANNADRRAEEELET,

b. MTFDATY REETFTLT, ILWIILY—o Ly bEBIMLET,

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

@ FLuLURbU—EEELEYS. ALLYZ M —RICERO YRS~ —2ED
%52 ENTEZET (P -registry="<registry/my-namespace/my-repository>"),

@ FLLLYZM)—ORIEEREEELFT,
© TV ULy bTIIAMADRREEELET,

Tk, TIWY— O Ly NI 7MIVEFEITEHTA2EEHETEET,
2. LTFTDaOY Y REERFTLT, 95RY—07O—N)ILTIy—o Ly hEaEBEHFLET,

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

Q RTINS =Ly N7 7 A IADNRAEREELET,

CODEFHIIITARTO/—RIZA—=ILT7IohENFET, ThIZIE, 75R59—DH A1 XITHLT
ZVEBAIDNBIBELNHY FT,

pa 3

OpenShift Container Platform 4.7.4 @B T, V7O—/NIL I —o L w b
DEBICE>T/—FNRLAVFELEBEBNN) -3 RYF Lk,
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4.4.") E— MAJILALR— MNDOERE

DY E— MR LR—MEEMICLTVWSIGEIEF. COMEZBEAMNICTE XY, OpenShift
Container Platform Web 3>V —JLDBER— D Status ¥ 1 JLIZKIRI 115 "Insights not available”
AyvE—=IH5, UE—MNIILALR—=IDEBIIINTVWDR I ELDDNY FT,

JDE—MNIVALR—=MEEMCTBICIE, FLWRIAEN—2 v AFEBLT /7O0—"ILY S A5 —T)b
=Ly NEZTRETEIRENMHYZET,

Pz
JE—MANILALR—PMEBEMITT S &, Insights Operator & Telemetry DA D ER
ICRY FY,

4.41.70—=NIVISRI—=TI>—9 Ly hDEBICLDYE—MILALE—ID
Bt
BFEOI/O—NIVISRI—=TNo—0 Ly hEEBELT, VE—MIRALR-—MEEMITE L
NTEET, URHCY E—MAILREZY ) U TEENICL TWBIHEIC. 9 Red Hat OpenShift
Cluster Manager »* & console.openshift.com 7 7 X =0 VA FRALTHLWT L —I Ly b %
o> O0—RI20EBEAHY XY,

AR

e cluster-admin A—J)LEF DODI—H—E LTISARY—IITIVEATE S,

® OpenShift Cluster Manager ~ND 7 2 X,

FIR

1. https://console.redhat.com/openshift/downloads ICEI L £ 9

2. Tokens - Pull Secret 5 Download 27 ') v 7 L £ 9,
JSON = @ cloud.openshiftcom 7 7 X h—2 U N&FEN 2 7 7 1 )L pull-secret.txt 1'%
DvaO—RKRINET,

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens",
"email": "<email_address>"

}
}
}

3. JA—NIISRI—TIVo—o Ly heaOQ—hIL T 74V RATFALICY 90— RLET,

$ oc get secret/pull-secret -n openshift-config --template='{{index .data ".dockerconfigjson" |
base64decode}}' > pull-secret

4. W= Ly bRy O Ty FTAE—%ERLET,

I $ cp pull-secret pull-secret-backup
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FAZERISRAY—HFHLEYE—MILRE=ZS YT

5 TFRANITAI—TTN>—ILy b 2HAZET,

6. pull-secret.txt ® cloud.openshift.com JSON T k') —% auths [CEEML 9,
7. 774NV EREFELET,

8. VIRI—DY—U Ly NeEHLET,

I oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=pull-secret

Y=Ly hDEFIN, VFRI—DLR—MNEFHBT 22X TICHDOREANIIDZHBENDHY F
_a—o
HREE

1. OpenShift Container Platform Web > YV —JLOBER—JICHHLTCOTI Y LE T,

2. Status ¥ 1 )L ® Insights [FRE I N -BEBOHZHREL T,

45.INSIGHTS 2 L7V 5 X4 —DREIBEDRE
Insights &, Insights Operator MSEFEINZT—F %2 EURLDWMLET, TOTFT—FITIE,
Deployment Validation Operator (DVO) 5 DT —4 O— REWEIFEE ZFNF T, OpenShift

Container Platform ® 21 —#—{%. Red Hat Hybrid Cloud Console @ Insights Advisor % —E X TR
HERINCEFET,

4.5.1. OpenShift Container Platform @ Red Hat Insights Advisor (D W T

Insights Advisor Y —E 2 %9 % &. OpenShift Container Platform 7 5 2 4 —DELSM % 5 & &£
VERTEEYT, B4DITRI—EAVITZANTIFv—2FDELLICBIDHDINMIHDHDS
T —EXOARAY. 74 —ILMNLSVR RT3 VR FEEF2U T —ICREEREF
THAREMDHIBBICISOINTVWEIEARHIDZIENEETT,

9 5 X4 —IZ Deployment Validation Operator (DVO) &1 Y A h—ILEINTWBIHFEIE. V53R 5—
DREEMEDERBICOBRDDARUENH 2R ELFH 27—/ 00— NEHEEHRTRINIT,

Insights IZ & 2 2T D#ERIEL. Red Hat Hybrid Cloud Console @ Insights Advisor 1 —E X THEER T X &
9, Red Hat Hybrid Cloud Console TlE, JRO7 V> 3 Vv AR{TTEEY,

o BEDHEFROHEZRITEISRI—ET—70—ReXRTT %,
o BN T A4S ) v ITHKEEZERAL T, BHREZTOHEEFIHLZIFIRYIAD,

o ErOREHERLTANTYT YR ORMERRL, Br0I 525 —ICADULRRELR
GRS

o HREMODEAREBELHET 2,

BIER R

® Red Hat Insights for OpenShift W7 —% 7 0 — T Deployment Validation Operator Z{#H 9 %

4.5.2. Insights Advisor O#EBEEIFICDWT

Insights Advisor Y —E R, 75 R4—&07—0—RKOY—EXTAM. 7+—ILh LSV R
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74— VR, FlEtEFa) 71— ICERELASZ2TEEDOHZIIZTIZETARISRYI—DKREED
VIR—RVINEREILETIEREFEHOTRHBELE T, ZOBERE Y ME. Insights Advisor ¥ —EX T
EHREBENENE T, 7529 —DOHBEHIILROBERISENET,

e Name: #EEIRDOE /250 A

e Added: #32EIEA Insights Advisor Y —ERAD 7 —HA TIC/ARINLY A IV T

e Category: BN Y —EZRDAAM., 74— MNLSVAR, NT7x—< VR, FldtFxa
)74 —ICBREERIFITIHEELGHDINE D D

o Totalrisk: IREEN YV SR —F/IFT7—IO0—RICBHEEAS5 2% Al &, BREIREL
BAEDY AT LERAND ZEBE NSEHINKE

e Clusters: EREIFENMRHINLLIZTAY—DI) R b

® Description: 7 5289 —~DOFE%E0, BEOHBELHE

453. 7 5 R 9 —DEENLEEDRR

Z DtV a v Tk, OpenShift Cluster Manager @ Insights Advisor IC Insights L R— &2 %RR"9 %
FEzFHBLET,

Insights (7 5289 —%#YIBLOH L. &RMOBERERTTHILICERLTLLIW, BEZELE
LEBEPH LLWEBIMREINBE A LR, IhODRBRIEILT 5aRMEN DY £,

[} =355
o 5 24— OpenShift Cluster Manager ICEERINT W3,
o JE—RMANIALR—=FIBIEMIA>TWS (TT74IK),

® OpenShift Cluster Manager ICAZ' 4 > L TW3,

FIR

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
HERITISE LT, Insights Advisor f —E X IZROWFN M ERRLE T,

® Insights CRIEMMEFE I Nan > HEIE. No matching recommendations found 2% 7R
IhZET,

e Insights B"RHE LZZBED ) A MT, YRV (B, B, EE. BLTEX) J&IKT/IL—7
fEENTWET,

® Insights IC& 20 5249 —a M iTHhh TWARWESIE. Noclustersyet "R INFE
T, DI VTR —DA VA MN—ILIRTERIN, 1 V9 —xv MERINLE
BICHBLEY,
2. BENRIINLBEE. TV N)—DRICHZ >TA AV %) v LTEFMlZREEL TS
72X,
BIREIC & 2 Tld. RedHat MRt T 2RAEFHRAD) VI DHY LT,

4.5.4. Insights Advisor Y —E X DHREIF%# § X TKRRT %
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Recommendations Ea—IET 7 #I)LNT, V75X —TCHREINICEREFEBRDOH A ZRRLITT,
L. Advisor t—EZDT7—hA TILH B IR TCOWREIFEARRIDIEHTEET,

AR
o JUE—MIRALR=FMDPERTHE>TWS (T72IL ),
o 7524 —71" Red Hat Hybrid Cloud Console IC & ShTWE T,

® OpenShift Cluster Manager ICAZ 4 >~ L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,

2. Clusters Impacted 7 1 L% —8E LU Status 71 LI —DREICHZE X 74 AV %I ) v UL
i’a—o
INT, V53R —DBEMNLHEZEHZINTSRTEIS,
4.5.5. Advisor DEREEED 7 4 LY —

BEICEL > T, Insights Advisor  —ERICL > THEHDOHERBIERMNRIND DY T, REE
BRMREEHICEREE TS7HIC, Advisor DHREREIE YA MIT74 LY —%BALT. BEEDE
WHERESETRAZRATE T,

TI7AIENTIE, 749 —E1DUEDIV SR —ICHEASZ 2AMNRHREEFEOAERRTT 5 &
IICREINTWVWET, Insights 74 75 —HO IR TOREBEIFEF /2 EEMEI N HREEFE R
REBICE, 74NV —%EHARITAXTEZXT,

T4 —%FARTDICIE., 7409 —914T%FRL, ROy T OV Y)Y ANTERTES TV 3
VICEDEEARELT T, HEEFEDOY A MIEF, BEOT74IIVY—A2BEATIZT,

RDIT AN =94 TEHRETEFET,
® Name: BHITHREERZRRLE T,

e Totalrisk: 7 A7 —ICWT 5BRHEDARMEEEREZRIEE L
T. Critical. Important., Moderate. Low "5 1D EEIRL F 7,

e Impact: 7 5 R Y —R{EDMIFEICT T 2B ENLGTHEEZRTE
% . Critical. High. Medium. Low "5 1DLLEZEIRL £,

o Likelihood: #EEBEARITINLIBAILI SR —ILBHEA RIFTIRELETITE
% . Critical. High. Medium. Low "5 1DLLEZEIRL £,

e Category:3¥BH9 %485 ') —%. Service Availability, Performance. Fault
Tolerance. Security., BestPractice "5 1 DL EZIRL XY,

o Status: SVARY V&V )y I LT, BRRERFIR (T 740, BENLHRESRIR, I
IANTOHREREZRTLET,

® Clustersimpacted: IRIE 1 DU LDV SR Y —ICHEEZSE X TVWBHESRIR, w2252 TV
IMWEREIR, LR IRTOHRBIREZRTIDLIICTAINI—ZRELET,

® Risk of change: B RERDEEN YV TR Y —BIEICRIFTAIEMDH 2 ) RV & RTE
%. High. Moderate. Low. Verylowm 5 1D E#BIRL £,
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4.5.5.1. Insights Advisor Y —E ZDHEREBD 74 LS ) v T

OpenShift Container Platform 7 5 24 —< 32—V v —Id, #HREFIF) A MIRTINSHEEFE
T4 —TEET, 749 —%BATZE, WRESNIHERFHOBEZRO L, REBEEORW
WRERIHICEFTEIET,

RDFIEIE, Category 7 4 )L —DREAESLTRIRAEZRLTVWEITN, ZOFIRIFERD
T4 =84 TELVCETNTIDOEICEBRATEET,

AR

Hybrid Cloud Console M OpenShift Cluster Manager ICA 74 >~ L TW3,

FIR

1. OpenShift > Advisor > Recommendations ICBEI L £,

2. XA VDT 4INI—94F KOy FH¥ I XNT, Category 71 LT —8 4 THBIRLZE
-a—o

3. 749 —EoROy T I VYR MNERRAL, RATHOHEREOZAT I —HEILHD
Frv IRy IREZBIRLET, FELRATIT)V—DF v IRYIREATDOFEFICLE
-a—o

4. 723 74V —5BMLT, VAMEISICRYRAAET,

BRULAHTT) —DOHEESREHOAN) A MIRRIINET,

REE

o T4 —%EALLR. BEHINLHESHEY)AMNERITEEY, BAINLT71ILY—
&, TI7AIMNDT ALY —DBEICEBMINET,

4.5.5.2. Insights Advisor t —E X D#REIFNS 7 1 LY —%HIkRT 5

WREEOYZAMIIF, BHOTAIWVY—5FAHTEIT, EHEIPTT L7145 —1F. ERICHIR
T52EE, BRI Y MNTBZEETEFET,

7 14 I)LY —%@ERICHIBRY B

o TIAINIMDITAINI—%ED, BT74NIY—DWEICHBIXTAAVED )y I TBE, T4
LY —AERICHIBRTEZT,

FTIAINIHADT 4 Y—%FTRTHKT B

® Resetfilters®7 ) v 32&, BEALLTAILI—DHFDEIBRIN, T74IL DT 1)L
Y—IFFDFFEHRYFT,

4.5.6. Insights Advisor t —E X D#REIF A E|EMICT S

PDSRAY—ICHERSZ2BEOHRERIEAEMICLT. TRAOHALAR—MIRRIINABLVWLDICTE
X9, BE—DISAY—FHIEITRTDISRY—DHEREEMTEET,
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% -
IRTDI SR —DHREZENICTEE, SEDISRAI—ICHERINET,

AR

FIR

o JE—RMANIALR—=FIBIEMIA>TWS (TT74IK),
o 5 24— OpenShift Cluster Manager ICEERINTW 3,

® OpenShift Cluster Manager ICA Y14 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
2. 7> a v EILKR LT, Clusters Impacted $ & U Status 7 1 LY —%FRALZE T,
3. ROWETNDDAETT 77— M EEMICLET,

o 77— MNEEMITBICE, UFEERTLET,

a. 77— h® Options X =1 — %% 1) v L. Disable recommendation % ¥
Vv LET,

b. BEHZ=AHNL., Savex 7 Jwv I LZET,

o TS NEEMICTRHIC. TOFI— FOHEEZIEIFRY—EFRRTHIE. M
TZERITLET,

a. EMICTAHEZFEEOLRAV Yy LET, TOWREEEOR-JICBHBLET,
b. Affectedclusters 2> a>v T, V75 R9—DVAMNEHERALET,

c. Actions — Disable recommendation %2 !) vy 2 LT, IRXRTDISRI—DT7Z—h
EEMICLET,

d EBEHZ=AHDL. Savex 7 v I LZET,

4.5.7. LLETICERNIC L 7 Insights Advisor Y —E R DHERIBAHMICT S

HHWREBRATRTDI IR —IIF L TEMICT R L. TOHEEIFL Insights Advisor —E X
RTINS RY IS, ZOEBFIREETEIT,

AR

FIR

o JE—RMANIALR—=FMBIEMIA>TWS (TT74IK),
o 5 24— OpenShift Cluster Manager ICEERINT W3,

® OpenShift Cluster Manager ICA Y4 > L TW3,

1. OpenShift Cluster Manager . Advisor » Recommendations I8 L £ 9,
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2. NSRS TV B HREEN S, RFY IMRFRETANI IV ITLET,
a. Status KOy ¥ A =21 —H5 Status ZERL X7,
b. Filterbystatus KO 74> X =Za—Mm5, Disabled #3ZR L 7,
c. 77> av:Clustersimpacted 74 LY —% V)7 LET,

3BT B HREREBELEY,

4. Options X —a1— %%') v L. Enablerecommendationz7 ') v 7 LZXY,

45.8. 7—%- 0O— RIZET % Insights Advisor ' —E X DHREEFIFIZD W T
Red Hat Insights for OpenShift @ Advisor ¥ —EXZFEHAT 2 &, VR —FLIFTRST7—70—FK

LB IMBERHICET Z2BRERTOLIVEETEE Y, Advisor t—ERIE, 77O/ AV b
*ﬁuIE’é/ﬁFH L. OpenShift 7 5 249 —DEBENT FOA4 XY MR V—IIRTEETEHDERETAN
TEETEZLDICKEBLET, 7—70— FOHEEIFIE, Red Hat Hybrid Cloud Console @
OpenShift > Advisor > Workloads THEERTE E 9, M. ROBEEFEREZSBL T LIV,

® |nformation about Kubernetes workloads

® Boost your cluster operations with Deployment Validation and Insights Advisor for Workloads

o JSRAH—KND namespace N7 —Y O— RHEWEIFAHEFET S

o JSRAH—KND namespace N7 —Y O— KRHWEIFAKRRT S

o UVSRHY—ADT—UO— NEREFEILF TV N 2BRAT D

4.5.9.Web O~ Y —JLT®D Insights A 7—% ADERR
Insights (&2 5 X4 —%#&Y) &R L2O# L. OpenShift Container PlatformWeb AV Y —J)L TV 5 R4 —
DRHEINLEBEENLREEDRAT —F R ERTTDIIENTEET, TOXAT—FRITEFE, IFIFR

ATTY —DORBBOHNRRI N, FEMIE OpenShift Cluster Manager DL R— hADY ¥ I HERRE
ni-a_o

([} =355
o 5 24— OpenShift Cluster Manager IZ &8k I N TW %,
o JUE—MIRLR—=FMDIERTH>TWS (T72IL ),

® OpenShift Container PlatformWeb O >V —)LicOJ 4 v L TW3,

1. OpenShift Container Platform Web 3> Y —JLC, Home - Overview ICFBEIL £ 7.

2. Status A— KD Insights #2 ) v 2 L9,
Ry TT7yT o4V ROICE VDRI ZTEIKTIN—FILINGEENLREENY A MRRI N
F9., dFMERTTZICE. B4D0ATTY)—%2 ") v ¢35, View allrecommendations
in Insights Advisor #%&R~ L £ 9,
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FABEHEISAY—AFAHLEYE—MMILREZSIY VT

4.6. INSIGHTS OPERATOR D {E

Insights Operator IR ES L PAVR—RY NOEERT—9 A2 ERBICINEL. T 74 N T28
MCEICZEDT—49 % RedHat ICHRELF T, TDEHICEL Y. RedHat IFERTEN Telemetry THRE X
N37—49LYERBEOREWVWT—49 25 TX £9, OpenShift Container Platform @ 21— — |4,
Red Hat Hybrid Cloud Console @ Insights Advisor ¥ —E R ICLR— M E2KRRTEET,

BIER R

® |Insights Operator &7 7 # IV N TA VA =L, BMIIhFEFT, UE—MNILRALR—
Ned T RNT7ONTIZRERHZIGEIE. VE—IMIIALR—=FDAT N7 M ZBRLT
<X,

® Insights Advisor Y —EXAZFERA LTIV SR Y —DEBEEET 2 HEDFMIE. Insights % {#
FALEZY SR —DEBEORE #5RLTEIW,

4.6.1. Insights Operator D& E

Insights Operator 8% l&. T 7 # JL b @ Operator 5% E &. openshift-insights namespace M
insights-config ConfigMap # 72 = 7 k., 7| openshift-config namespace D% R— K> —72
Ly NOWTHMIREIN TV ERELHAADLELEDTT,

ConfigMap # 7Y 14 hAHR—ho—H Ly MAEET2HE. SENIEMEICL>TF 740
N @D Operator R EMEAF—/N—5 14 RENFJ, ConfigMap A 7> =/ hEHR—F>—o Ly MDY
mAEE FHET BBEA. Operator I& ConfigMap 4+ 7> =¥ M &GEHEY £ 7,

ConfigMap = 7> =V MNMEFT 7 #JU M TIEFEEL RV, OpenShift Container Platform 7 5 24 —
EEENMENT DHELHY FT,
ConfigMap # 7Y = ¥ M DREDHEE

Z M insights-config ConfigMap #+ 7'~ = 7 k @l (config.yaml 3% %E) I&. 1=%D YAML X % (£
L7icREA T avaRLTVWET,

=

[N}

2
2
23
24
25
26
27
2

= Y 0o -

REMELBEE T 7 4L ME
ROKRIC, FEATERLEEBEERLET,

R

insights-config ConfigMap # 7> = 7 h &, 1Z2#0D YAML ERICERL TWET, F
DEHLVFBEDOTICHY ., 2DDAR—IATA YTV MINTWLWET, Obfuscation B
MTIE, REMHOFELTERXESTEEZANLET,
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< 4.1Insights Operator D E A HELEH

Attribute name B Hoy1 S F7 4 ME
Obfuscation: - IP7RKLREVZRA Boolean false
networking =KX vEZOTO—

NV L= BMICL £

ER
Obfuscation: - Deployment Validation Boolean false
workload_names Operator B8 X b —

ILEINTWBIFAE,

Deployment Validation
Operator 5 DT —4%
EH#FIELFET,

sca: interval Simple Content Access BF I E b 8h
IVYARMNLAY RNDY
JvO— NEEEIEEL
7,

sca: disabled Simple Content Access Boolean false
IVHARMLAY bDY
DvO—REEDICLE
ER

alerting: disabled ISR —D Boolean false
Prometheus 1 X% ~
AND Insights
Operator 7 5 — h & #&
MICLET,

httpProxy. httpsPro Insights Operator D7 X  URL T7AIMEL
Xy. nhoProxy S LTOFV—%BRET
%

4.6.1.1. insights-config ConfigMap &+ 7> = 7 b DERK

ZDFIETIE, Insights Operator IZ& %71 R % LFRE % 1T D 7= D Insights-config ConfigMap 7 7
V) heFRT A EEHBALIT,

HE
7 7 # )L b D Insights Operator 8% €2 ZE B 9 2 A1IC. RedHat 7 R— MIHEHT D &
EWRLFET,

([} =355
o JUE—MIIRALR—=FMDIERTH>TWS (T72IL ),

e cluster-admin O—JL%Z D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJ74>vLTW3,
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FIR

1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. Create ConfigMap%= 7' vV LXY,
3. Configure via: YAML view Z3Z R L. ROL D ICREZAADLFX T,

apiVersion: vi
kind: ConfigMap
metadata:
name: insights-config
namespace: openshift-insights
data:
config.yaml: |
dataReporting:
obfuscation:
- networking
- workload_names
sca:
disabled: false
interval: 2h
alerting:
disabled: false
binaryData: {}
immutable: false

4. AT av:FormviewHRBIRL., 74— L TRHRERBFEREADLET,
5. ConfigMap Name 7 1 —JU KT insights-config E A1 L £ 9,
6. Key 7 4 —JU KIZ configyaml EAHD L 9,

7. Value 74 —JLRT, 7274IVEHELTI74—ILRICKSy T T7Y ROy T§5h, BEN
A= —%FHTAHALZET,

8. Create 27 v 95 &, ConfigMap +# 7> =¥ M ERERBBRIRTIINET,

4.6.2. Insights Operator 7 5 — M ZDWT

Insights Operator (. Prometheus =4 Y >V 72 X7 L%t LT Alertmanager IC7 52— M %2EF
F9., INLDT7T7—hME. ULTFTOWThHIDAZEEMEAL T, OpenShift Container Platform Web 1
YY=IDT7Z—hUTRRTEEY,

e Administrator /X\— 2~ %J 7 4 7T, Observe -» Alerting%=2 ) v 7 LXd,

® Developer /X\—2 %Y 7 4 7T, Observe - <project_name>— Alerts ¥ 7% 7 ) v U L&
ER

IRTE. Insights Operator l&, £HUEDBINLEZITRDTS— M EEELET,

4.2 Insights Operator 7 7— b
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7I—b Bl
InsightsDisabled Insights Operator BMERNICR > TWE T,
SimpleContentAccessNotAvailable Red Hat Subscription Management T. Simple

Content Access BBMICR > TWEH A,

InsightsRecommendationActive Insights I, 75 R —ICET 270714 TS
HhHY £T,

4.6.2.1. Insights Operator 77 5 — k DNt

Insights Operator i*9 5 X4 — Prometheus 1 Y AY VAT S — M &ZEFELABVWLIIZT BIC
I%. insights-config ConfigMap # 7> =V M ERRF-IdmBEL T,

P2

DRI, 75249 —&EEEIL, openshift-config namespace ® i R— b —J L v b
% {E A L T Insights Operator B2 E & {ER F 7= 13#RE&E L T\ & L7z, Red Hat Insights
M. Operator 25X ET 572HD ConfigMap + 7 =V NDEREYR—MT 5L I

BRYFLEk, MAEEEET 2HBE. Operator lEHR—b>—2 L v &Y E config
map DXE%@%LiTc

insights-config ConfigMap & 7 = 7 "D EFELARWGEIE. ARYLERELZMOH TGEIMT % & X
ER T 2ENDHY £F, ConfigMap + 72 =7 NADEKEIL. config/pod.yaml 7 7 1 L TEFHI
NTWBTIAIMERELYBEBEINDILITEFRLTLEIWL,

AR
o JUE—MIIRALR=FMDPERTH>TWS (T72IL ),
® OpenShift Container Platform Web 3> —JLIC cluster-admin & L TOJ 4 >~ LTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights &R L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 2 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:#IRL 7,

4. YAMLview DSV ARGV %=y I LET,

5 774 JVAT. alerting B % disabled: true ICEXEL £,

apiVersion: vi

kind: ConfigMap

#...

data:
config.yaml: |
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alerting:
disabled: true
#...

6. Save 27 1) v 2 LZ 7, insights-config config-map DFFMR—IHDHEZ XY,
7. config.yaml @ alerting B D{EA® disabled: true ICEREINTWVWE I E AR LE T,

LHE%ERFT 5 &, Insights Operator &7 5 X4 —D Prometheus 1 Y R¥ VAT 5 — M &= fFE LA
Y FET,

4.6.2.2. Insights Operator 7 5 — h DE#L

77— F’éﬂﬂ][?ét Insights Operator (&9 5 X4 — Prometheus 1 Y R4 Y RIZT7 5 — & 3%f5
La<RYET, 75— MNIBEBMITEET,

pa )

Lanik, 7524 —EEEIE. openshift-config namespace ® 7 R—hk>—2J L v b
% (M L T Insights Operator 8% & ER & 7= I3 #mE&E L TWE L7, Red Hat Insights
M. Operator 25X ET 572HD ConfigMap + 7 =V NDERREYR— T 5L DI
BRYF Lk, MAEEEET SHBE. Operator lEHR—b>—2 L v h&YE config
map REZBEL T,

AR
o JE—RMANIALR—=IBIEMA>TWS (TT74IK),
® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & L TOJ 4 >~ LTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights %= :#IiR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Y v 7 LTHE XY,

3. Actions #% 1) w ¥ L. Edit ConfigMap #:®#IRL £7,

4. YAMLvViewWDZ Y F RV =)y I LET,

5 774 JLAT. alerting EMt% disabled: false ICEXE L £ 7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

alerting:
disabled: false

#...

6. Save 27 1) v 7 LZ 7, insights-config config-map DFFMR—IHDHAT XY,
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7. config.yaml @ alerting B D{EAH® disabled: false ICEREINTWE I &AL T,

EEAERTFET 5 &, Insights Operator &7 5 X% — Prometheus 1 Y R VRT3 — NaBEZERFL
i_a—o

4.6.3.Insights Operator 7—Hh 4 7D4%¥ > O— K

Insights Operator (. IX&E L7727 —% % ¥ 5 X9 —®D openshift-insights namespace IC$H % 7 — 71
TICRFLEF T, Insights Operator IC& > TIEINT—9 %290 O0—NLTHRTEET,

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

¥
1. Insights Operator MEITHD Pod DEREIZR DT X T,

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. Insights Operator TIEIN B RIEDT—9T7—H4 72— LZET,

$ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data ﬂ
Q <insights_operator_pod_names> %, RNV Y RASHAI NI Pod ZICEXMZ F
ER

BED Insights Operator 7—74 74 insights-data > 1 L 7 ) —CRIEAREICARY £7,

4.6.4. Insights Operator DNEIRIEDRETT

Insights Operator 7 — ¥ N&E#EE%ZF VT~V RTEITTEEXT, ROFIETIE, OpenShift Web 3~
V=L EIE CLIZERA L TNERFEDOT 74 MDY R NERTT2HEERBALET. VTV
NIREHREZ W RAH YA XL T, BIRUENEREEZRATELZT, 774 8DY R DL DUNEER
Fa\E\EMCTBHE. 7RI — IR DIEREIEZ RS % Insights Advisor DIHEREENMET L ¥,

92 A% —WT Insights Operator DUVERZREZEIC L TWEIFEIE., COFIRERDPENLD/INT X —
§—%A—nN—F14 RKLZET,

BF

DataGather 29 L)V —RIFFV /O —TLE21—DHDHETT., T/ 0V —
TLE1—#EEIE. RedHat BEDHY—EXLRILT Y =XV K (SLA) DHRATH
Y, BEEMICRETIEAWZ EAHY FT, RedHat id, ERERIECINSAFERT
ZIEEHBELTVERA, 77/ 0T L Ea1—#iEE. BRROMAMEELVWER
CIRHMLT, BREBETHEDTAMNETWVL, 71 —RNRAy IERHELTVAERELZE
HEEHMELTWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIWN,
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Pz
VSRY—TT0/0Y—TLE2—%2BMIT S &, Insights Operator (&1 % D Pod

TINERFEEERITLET., Zhik. Insights Operator DF % / OY — 7L E 1 —¥#E
Yy hO—ETHY., FILLWT—YINEMEE Y R—MLET,

4.6.4.1. Insights Operator D INEHARE DR

Insights Operator 887 — 74 FICEEN 2 BERENET IEICHDNZFEEZRRITETET, Zhid,
Insights Operator M 1) ¥V — 2 DEAKR & Insights Advisor DREEX IR S % L THRIIEE T,

AR

® |Insights Operator 7—h 4 7O&RHFDIE—,

FIR

1. 7—7h4 7H5 /insights-operator/gathers.json 5 X £ 9,
ZD7 74 IICIE, Insights Operator INEKRIEDY A A EFENTVWE T,

—_

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}

Q duration_in_ms (. RUIVEREICHD DI ) WBELLOEBTY,

2. BNEBRFICEEDRVWHIRELET,

4.6.4.2.Web I —)LH 5 Insights Operator DINEIREERITT 5

T—X %INET % IIE. OpenShift Container Platform Web O3> Y —JL% & L T Insights Operator M
INERFEZRITTEET,

AR

e cluster-admin O— /L% D1 —+4— & L T OpenShift Container Platform Web 3> Y —JLIZ
AJ4 v LTW3,

Flia
1. 3> Y —JL . Administration » CustomResourceDefinitions #:#iR L £,

2. CustomResourceDefinitions X—< D Search by name 7 1 —Jl K T DataGather ) ¥V — X E
HEZRDOIF. 2y I LET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v 7 LF 7,

4. Create DataGatherx27 ) vV LZE 9,
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5. ¥ L L DataGather #{E 2 ER T 211, RDOBRE7 7M1 IV %=REL. EEZEFRELET,

1]
2]

apiVersion: insights.openshift.io/vialphai
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers: 9

- name: workloads

state: Disabled

metadata T. <your_data_gathers Z X EIRIEFAD—BOHABIICEIMA T T,

gatherers T, JEMICT 2INERFLATNTNIREL X T, AT, EMbIhiT—%
INE R VE L workloads DH T, DT RTDT 7 4 )L MEENERTINDZ LD ICERES

NTWET, spec /XS A=Y —DEDFEIE. 774 MOWNERENTRTETIN
i’a—o

BF

INEE R E D ARIC periodic-gathering- DIFFEFFHIFEM L RAWVWTL ZI W, ZTDOXFIIE
HOBERBRERICTFHINTSY., ERLANEREICHELZRIEITIEELIHY F
_a—o

1. O>¥Y —JL T Workloads —» Pods %:#{R L £,

2. Pods R— T Project 7)YV A =2 —I|C#E) L. Show default projects #3E&R L £ 7.

3. Project 7L ¥ U > X = a—hH 5 openshift-insights 7O/ & RIRL T,

4. openshift-insights 7O 7 kD Pod DY A MT, FHILWIREARL —2 3 VITRIRLES
“ﬁ@?%:ﬁﬁﬁb“ﬁ WTWBZEEBRLET., 8795 &, Insights Operator (ZAEBD 728 1T

7_

4% RedHat ICEEIMICT7y 7O—KLZE T,

4.6.4.3. OpenShift CLI 25 Insights Operator IXN&EEF & E1TT 5

OpenShift Container Platform ¥ > RS A4 V4 4 —7 x4 X% FEHA L T, Insights Operator DINE
BIFZRITTEET,

AR

e cluster-admin O—JL %D —+4— & L T OpenShift Container Platform (IcO 27 4 > L TW

%,

FIR

¢ RXDAXYV RZANLT, NEEFEZETLEYS,

I $ oc apply -f <your_datagather_definition>.yaml
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<your_datagather_definition>.yaml %, LA FD/NNZ A =5 —DIFENDIKET 7M1 IVITEZ
A

apiVersion: insights.openshift.io/vialphai
kind: DataGather
metadata:

name: <your_data_gather> ﬂ
spec:
gatherers: 9

- name: workloads

state: Disabled

Q metadata T. <your_data_gather> % [NERFAD—EDLZRICEIHBRAZ T,

gatherers T, EMWICT 2INERFELZTNTNIBEL XY, AT, EMbIhiT— '9
INEE 1R E 1L workloads DH T, DITRTDT 7 )L MEEDETIND LD ICETE
NTWET, spec /NS XA =4 —DEDFEIE. 77 4 bDINERE 1’F7b‘3“’\'C¥ﬁ‘51’L
i‘a—o

BF

INEE R E D ARIC periodic-gathering- DIFFEFFIFEM L RAWVWTL I W, TDOXFFIE
HOBERBRERICFHINTS Y., ERLAINEREICHELZRIFITIEEIHY F
_a—o

e openshift-insights 7O 227 FDOPod DY A MT, HFILWIREARL —2 3 VIGERLES
u@?%ﬁﬁ#b‘ﬁ\,\’c WBZEAERLET., 5§79 5 &, Insights Operator [ERLIBD 7= IC
— 4% % RedHat ICEBIMICT Yy 7O—KRLE Y,

BIER R

® Insights Operator Gathered Data GitHub repository

4.6.4.4. Insights Operator DIXNEZ/EDEM1L

Insights Operator DYXEIREEZBMICT B ENTEF T, INEREEZEMICT 5 &, Insights
Operator A Insights 7 5 29 —L 7 R— M & UX&E L T Red Hat ITEE LA 2578, fEBO TS 1/
V—EBHBIENTEET, ThiTLY., VTRI—EELEDRedHat EDBREEMBEE T 2D

OATHEEICREEREZ 528/, 759 —0 Insights DT & HRBIBBHNEMICARY £F, Insights
Operator 7 —#h4 7O /insights-operator/gathers.json 7 7 f L D5, 75 A9 —IIF L TEHITIN
TINEREDO) AR ZRARTEET, —BONERERE. FEDRENFLINLBEICOAIFREEL.
BHOT7 —AA TIRRRINBVWARELIH D I EITSFRLTIREIL,
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AR

BF

InsightsDataGather 7 X4 LYV —2 &, 77/ 0Y—TFL Ea—#iEs L TOHRE
IhEd, 77/0V—FLE1—#EEIE. RedHat RO Y—ERLRILTJ1) —X
Y b (SLA) OFFRATHY ., HEMICKETIERVWI EAHY £9, RedHat I&.
BRETCINSAFRIZIEEHBELTVWEEA, 77 /0 -7 L E1—#EEIE,

B OHEMEE WVHERRH LT, AREETHEHEDT A M EITW, 74— KKN\v s
ZIRELTWEECZIEZEHNELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 727/ 00—
T E1—#EDYR— MNEFE 2S8R L TLEIN,

R

VSRY—TT70/0Y—TLE21—%BMIT S &, Insights Operator (&1 % D Pod
TINERFEEERITLET., Zhidk. Insights Operator DF % / OY — 7L E 1 —¥#E
Ty hO—ETHY., FLWTF—YINEREZYR—MLET,

e cluster-admin O—JL %D —%#—& L T OpenShift Container Platform Web > Y —JLIC
AJq4vLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXE&HZZRD2IF TV ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o LF 7,

4, clustera )y L, YAMLY 7%2) vy LEd,

5. InsightsDataGather 32 7 7 1 JLIZH L TROWT A DIREAZRIT L T, INEREEEMIC
LEY,

40

a. IRTOPNERFEEEWNICT 3ICIE. disabledGatherers ¥F—DOTFiC all # A AL ZE T,

apiVersion: config.openshift.io/vialphal
kind: InsightsDataGather
metadata:

spec: @)

gatherConfig:
disabledGatherers:

-2l @

Q spec /85 X —4 —|F, INERTEEEELET.

Qg all fEix, T RTOINEREEEMICLETS,

b. &4 OUNEZRFEEMICT BIC1E. disabledGatherers ¥ —DTFIC{EAZAALE T,
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spec:
gatherConfig:
disabledGatherers:

- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

@ EREREDH

6. Savez U )v o LET,
ZR%RFT 5 &, Insights Operator DINEHRENEFH I N, BIEFTHOIRIARY FT,

pa 3

INEBRFZEMCTDE, 73R —ICHRNLHERERZRM T S Insights Advisor
H—ERDHBEMETLEY,

4.6.4.5. Insights Operator DUNEZREDERL

INEIRENEMIC AR > TWBIHE L. Insights Operator DIERIEEBMICTEE T,

8%

InsightsDataGather 7 X% LYV —2 &, 77/ 0Y—TFL Ea—#iEs L TOHRE
IhEd, 77/0V—FLE1—#EEIE. RedHat BRDY—ERLRILTJ1) —X
Y b (SLA) OFFRATHY . HEMICKETIERVWI ELHY £9, RedHat I&. E
BRETCINSAZFRIZIEEHBELTVWEEA, 77 /0 —7L B2 —#8EIE,

B OHEMEEZ VWVHERRHL T, AREETHEHEDT A M ETW, 74— KNy s
ZIRELTWEECZIEZEHNELTVWET,

RedHat D54 /Oy —7 L Eax—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE 2S8R LTI,

AR

e cluster-admin O — )L %D 21— —& L T OpenShift Container Platform Web > Y —)LIC
AJq4vLTW3,

FIR

1. Administration = CustomResourceDefinitions ICFZEI L F 7,

2. CustomResourceDefinitions X—< T, Searchbyname 7 1 —JL RZ{FEAL T
InsightsDataGather ') YV —RXAE&HZZRD2IF TV ) v I LZET,

3. CustomResourceDefinition details *— T, Instances ¥ 7% ) v o7 LF 7,
4, clustera2 )y L, YAMLY 7%0) vy o LET,
5. ROWITNHIDIREEERITL T, NEREEZBMICLET,

o MM > TWVWBITRTDOINERIEEABMICT %ICIE. gatherConfig R ¥ VY AHIR L
_a—o
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apiVersion: config.openshift.io/vialphal
kind: InsightsDataGather
metadata:

spec:

gatherConfig: ﬂ
disabledGatherers: all

@ T TOREREEEMICT B0/, gatherConfig 25V HFEHBIRL T,

o EA~LDINERFEAEBMICT 3ICIL. disabledGatherers ¥ —D TDEEEIFRL F 9,

spec:
gatherConfig:
disabledGatherers:
- clusterconfig/container_images ﬂ
- clusterconfig/host_subnets
- workloads/workload_info

Q 1 DU EDINERIEEEIRLET,

6. Savez U )v o LET,
TEERTFET 5 &, Insights Operator DINERENEFH I N, ZTOFELZIFINEIRIENF

IDA L/ i’a—o
pa 3
INERIRFZENICT D&, VT RY —ICHRNSHESRIRZIRA T 2 Insights Advisor D
BEMETLEY,

4.6.5. Deployment Validation Operator D5 — % D&kt

7 7 # )L b Tl&, Deployment Validation Operator (DVO) 4 ~ XA h—JL 9 % &, OpenShift
Container Platform @ Insights Operator (& > TIRES L TUEBINZT—HI, YUY —XADERIE—
BOHBF (UID) MMEMINET, 7 7RI —BEEDHZEIE, Insights Operator Z5&E L T,
Deployment Validation Operator (DVO) o D7 —4 Z#FHIL T 2 ENTEET, &z, 7—A
AT 774IVADT—I 00— RE%ZEHHFIEL T, RedHat ILEE T2 ENTEET,
)Y —2DE&RZ LT 21T ROFIETEREAT 5 &£ 51X, insights-config ConfigMap #+ 72
2 N @ obfuscation Bl % FFH TRE L. workload_names EA2SHZNELAHY XT,
(1} =355

o JE—MANIALR—=IBIEMIA>TWS (TT74IK),

e ‘cluster-admin" O—JL % L T OpenShift Container Platform Web I >V —JLicaosZ4 >~ L
TW5,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

o USRHA—DEINTTR—Y RTHY. Deployment Validation Operator A1 XA h—JL I h
TW5,
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FIR

1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. insights-config ConfigMap # 7> /7 b %27 U v UV LTHEZY,

3. Actions #% 1) w ¥ L. Edit ConfigMap #:#IRL £7,

4. YAMLvView DSV ARI V%=V Yy I LET,

5 774 JLAT, workload_names % {8 L T obfuscation B % EL X7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

dataReporting:
obfuscation:
- workload_names

#...

6. Save 27 1) v 7 L% 7, insights-config config-map DFFHR—IHDHAZ XY,

7. config.yaml @ obfuscation B D{&1" - workload_names ICEREINTWE Z & AR L E

ER

47.FREML Ry N —JRIETDY) E—MIALER—MNDFEH

Insights Operator 7—h 4 7% FETIEL., 7Yy 7O—RKLTREMNARRY NT—VRENMSHER

BETEET,

PREEHD R Y N7 —2VRET Insights Operator AT 5 1CI1&. UTFEITOBRELHY T,
® Insights Operator 7—A4 7OIE—%/EK L £7,
® Insights Operator 7 —H 4 7% consolerredhatcom IC7 v 7O— KR L&Y,

X 5T, 7v 70— KA Insights Operator 7—4 % &5t §5 2 & & BIRTEXZ T,

4.7.1. Insights Operator DUNERIEDEIT
Insights Operator 7 — A4 7&EKT 5 1C1d. INEREFEERTII2MEIHY XTI,

AR

e cluster-admin & L T OpenShift Container Platform ICO 71 > L TW 5%,

¥
L. UFOF>FL—bM%FBL T, gather-job.yaml & WD ZFEID 7 7 1 ILEER L £,

apiVersion: batch/v1
kind: Job
metadata:
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name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
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args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. insights-operator 1 X —2/X—Y 3 v &#OE—-LZ Y,
I $ oc get -n openshift-insights deployment insights-operator -o yaml
HhHl

apiVersion: apps/v1
kind: Deployment
metadata:
name: insights-operator
namespace: openshift-insights
#...
spec:
template:
#...
spec:
containers:
- args:
#...
image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805ad0... ﬂ
#...

Q insights-operator 1 X —D/NX—Y a3 v ERELE T,

3. gather-job.yaml TA X —YD/N\—Y 3 VERBRY FIFE T,

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
#...
spec:
#...
template:
spec:
initContainers:
- name: insights-operator
image: image: registry.ci.openshift.org/ocp/4.15-2023-10-12-
212500@sha256:a0aa581400805adO0... ﬂ
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

ﬂ BIFDfE% Insights-Operator 1 X =Y D/NN—Y 3 VICEZXMA T,

4. WEYVaTE=HERLET,
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I $ oc apply -n openshift-insights -f gather-job.yaml

5 Y37 Pod D&RIZRDITEY,

I $ oc describe -n openshift-insights job/insights-operator-job

el
Name: insights-operator-job
Namespace: openshift-insights
#...
Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-job-
<your_job>

ZZTE. LFOLSICRYFT,
insights-operator-job-<your_job> (& Pod D&&I T,

6. BEDPTET LI %=mELET,
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
H oAl
I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. B L7 —hA TaREFELET,

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

8. YvaJary -7y FLET,

I $ oc delete -n openshift-insights job insights-operator-job

4.7.2. Insights Operator 7—#A4 7O 7 v 70— K

Insights Operator 7 —7 4 7 % console.redhat.com ICFETT7 v 7O— K L. BENLEELZET
TFT,

AR

e cluster-admin & L T OpenShift Container Platform (CA 74 >~ L TW 5,
o FIRBRLCAVI—RYNTIECADNTEZ TV RT—>avhdHs,

® Insights Operator 7— A4 7OIE—%/EHK L TW3,

FIR
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1. dockerconfig.json 7 7 1 JL&4¥ o >O—RKLZXT,
I $ oc extract secret/pull-secret -n openshift-config --to=.

2. dockerconfig.json 7 7 1 L5 5" cloud.openshift.com"” "auth" k—7 > %ZJE—L %7,

{

"auths": {
"cloud.openshift.com™: {
"auth": "<your_tokens",
"email": "asd@redhat.com"”

}
}

3. consoleredhatcom IC7—HA 757y 7A—RKRLZET,

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_tokens" -F
"upload=@<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Z ZTC. <cluster_id> (&7 5 X4 —ID. <your_tokens> (ZFIL>—V Ly b EDM—72
v . <path_to_archives (& Insights Operator 7 —HA 41 F7ADNRAICESHTZA T,

BEICHKINT 2 &, a7 Y K "request_id" & "account_number” %R L £ 7,

H A B

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

BREEFIR
1. https://console.redhat.com/openshift iA@Y 1 >~ LE T,
2. ZRIDRA VD ClusterList X =2 —%7 ) v LET,
3. VSR —DFEMERTT I, VSRI—D&EEZI ) v I LET,

4. 75 A% —D Insights Advisor ¥ 7 =R E £ 9,
7y 7O—=RIZKHTBE, YTIKIEUTOVWTRHIIRRIINE T,

® Your cluster passed all recommendations Insights TR WE BEEANARE I WA > 75

PAN
Ho

® Insights Advisor A&t L7, Y R 7 (K. A, EES L TEX) ICBEEMIIT o
i_a—o

4.7.3. Insights Operator 7— % DL DEMIL

HFLEAMIL T, BEBEUEIEL. BAITEERIPVA T RLREI SR —R—ZARAA VEIRY
L. Insights Operator A* console.redhat.com ICEETE S LD ICL T,
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a5 H-
= A

ZDHEBEIFFIATBETT A, RedHat TIEFHYR— M —ER AL YURHRMICITA S
SOIC, B bAEOFFICT A EEHRELET,

#Hmbld, BASNTVWAWNMEEYI SR —IPvA 7 RLRICEIY YT, XEY—ICREFIN LR
T—7IWEFEHRAL T, T—4 % consoleredhat.com IZ7 v 7’O— K BHIIC, Insights Operator 7 —
AATE2ETIP7 RLRZE#FEN—Va VICEBLET,

PSR —R=ZARRXAL VT, EEFREICLY, R=ZARAAYDPN—=RI— I TIXFAICE
BIhZxzd, & A&, cluster-api.openshift.example.com (& cluster-api.
<CLUSTER_BASE_DOMAIN> (C732Y £9,

L FDFIETIL. openshift-config namespace T support > —72 L v M &{FEH L TH#GbEEMICL
7,

AR

® OpenShift Container Platform Web 3> Y —JLIC cluster-admin & LT 74 >~ LTW3,

FIR

1. Workloads - Secrets IC#&1 L F 9,
2. openshift-config 7O> TV M &BIRL F 7,

3. Searchbyname 7 1 —JL RAFA L Tsupport > —7 L v FERRLETT., BELRVEE
ICI&. Create —» Key/valuesecretx %2 !) v 2 L TR L £,

4. Options X Z 21— v LTHL EditSecret=#7 vy I LET,

5. AddKey/Valuez2 ') v 7 LEY,

6. {EA" true M enableGlobalObfuscation & W\ D ZRIDF —%{EM L. Save 22 ) vV LET,
7. Workloads —» Pods ICHEIL £,

8. openshift-insights 7O 7 F&RIRLF T,

9. insights-operator Pod ##%& L £ 7,

10. insights-operator Pod = B#EE#) ¢ % (CId. Options X =1 — Oy LTHD
DeletePod 27 ) v 7 LE T,

1. Workloads - Secrets IC#&1 L F 9,
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2. openshift-insights 70y 7 M %&RL £ T,

3. Searchbyname 7 1 —JlL K% {# [ L T obfuscation-translation-table ¥ —%2 L v b %% L
7,

obfuscation-translation-table > — 7 L v N \FEET 2156513, BN BWIR > THEL X7,

F72l&. Insights Operator 7 — /14 7 @ /insights-operator/gathers.json T
"is_global_obfuscation_enabled": true DEA R TE £ Y,

BIER R

® Insights Operator 7 —A4 7D ¥ o > O— RAEDFMIE. Insights Operator IZ & > TINES
N27—9DERRESRLTLEI,

4.8. INSIGHTS OPERATOR % {3 L 7= SIMPLE CONTENT ACCESS T v
T4 NMNLAY MDA VR— b

Insights Operator (&, OpenShift Cluster Manager % Simple Content Access TV % 4 ML AV N %&

EHBIIC A >~ R— b L T openshift-config-managed namespace ® etc-pki-entitlement > —72 L v
ICR#E L £ 9, Simple Content Access & RedHat DY 7R 7 1) o3 Y —)LDMEET, T4 4 k
WAV MY —ILOEMEEERILLF T, COMEER. YTRIV )T avy—ILalET HEMI &
HFIC. RedHat DY TRV Y T aviRET2aV TV Y EERICHATEEY,

pa )

PRI, 75249 —&EEEL. openshift-config namespace ® i R— b —o L v b
% {E A L T Insights Operator 52 €& {ER F 7= 13#RE&E L T\ & L7z, Red Hat Insights
A, Operator #EXE T 57-H®D ConfigMap 7 72 =V NDIEREYR— b T 5 LD IC
BRYFLEk, MAEEEET SHBE. Operator lEHR—b>—2 L v h&YE config
map REZBHEL T,

Insights Operator (& 8 BffE & & IC Simple Content Access TV 9 1 ML AV N4 Vi R—MLET
. openshift-insights namespace @ insights-config ConfigMap # 7> =z 7 N 2R3 5 &, 1V
R—MNaREX/IIBAICTEIENTEET,

pa 3]

4 v iR— M E#EEX B 5 ICI&. Red Hat Subscription Management T Simple Content
Access = BMICT 2WMENHY FT,

BIER R

® Simple Content Access MF¥fflld. Red Hat Subscription Central K& 2 X > b ® Simple
Content Access ZZRR L TLEI L,

® OpenShift Container Platform @ EJL KT Simple Content Access T4 A4 ML XAV N =ERAY
HEDFHMIE. EILRTDORedHat ¥ 722 7o a ViR 28B LTI,

4.8.1. Simple Content Access D1 v R— FEIFRDRE

openshift-insights namespace @ insights-config ConfigMap + 7> = 7 b #fFH L T. Insights
Operator % Simple Content Access (SCA) TV %4 ML AV N & VIR— NS 2HEEZERETEET,
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IVH4 MLAY RDA VR— MIBEE 8B & ICiThNE T, insights-config ConfigMap 7+ 7'
Y19 b T Simple Content Access DEEEZFEHT D&, SCADZDEREELSTHIENTEET,

ZOFIETE, 1 vR— b ERZ 26E 2h) ICEMT2HE%2HBLIT. KE (h) ILEFEBED %
IBETEXT (fl: 2h30m),

(1} =355
o JUE—MILRLR=FMDIERTH>TWS (T72IL ),

e cluster-admin O—JLZ D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJq4vLTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE 9 %,

FIR

1. Workloads —» ConfigMaps IC#5&) L. Project: openshift-insights #3ZR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 v 7 LTHE XY,

3. Actions #%7 1) w ¥ L. Edit ConfigMap #:#IRL 7,

4. YAMLvViewWDZ Y FA RV =)y I LET,

5. AVFUYE2BEBBZEICA VIR— T BICIE,. 77400 scaBE% interval: 2h ICERE L
9,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
interval: 2h

#...

6. Save 27 1) v 7 L% 7, insights-config config-map DFFR—IHDHAT XY,

7. config.yaml ® sca B DMEAD interval: 2h I(CEREINTWSE Z EAERLE T,

4.8.2. Simple Content Access 1 ~7;R— b DER1L

openshift-insights namespace @ insights-config ConfigMap + 7> = 7 b &R L T. Simple
Content Access T4 4 MLA Y hDA ViR—NEEMICTEET,

AR
o JUE—MIIRALR—=IDPERITH>TWS (T72IL ),
® OpenShift Container Platform Web 3>V —JLIC cluster-admin & L TOJ 4 >~ LTW3,

® insights-config ConfigMap #+ 7> = 7 k', openshift-insights namespace ICFE9 %,
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FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights &R L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Yy 7 LTHE XY,

3. Actions #% 1) w ¥ L. Edit ConfigMap #:#IRL £7,

4. YAMLvViewDZ Y FRE V=) v I LET,

5. 774 )L T, sca @4 % disabled: true ICE8EL 7,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

sca:
disabled: true

#...

6. Save 27 1) v 7 L% 7, insights-config config-map DFFHR—IDHAZ XY,

7. config.yaml ® sca B D{EA disabled: true ICEREINTWR I EAERLE T,

483. BMLTW Y TNAVFIUYTIERA VR— NDOBEMIEL
SUTNAVFTFUITIRAIVEIA MLAY MDA VER— MDEMICA > TWBIHEE. Insights

Operator &> Y TN AVFUYTIERRAIVIA MULAY NEA VIR—FLERA. ZOERER
TEEY,

([} =355
o JUE—MIRALR—=FMDIEMTH>TWS (T72IL ),

e cluster-admin O— )L %Z D1 —+4—& L T OpenShift Container Platform Web 3> Y —JLIZ
AJq4vLTW3,

® insights-config ConfigMap # 7> = 7 k', openshift-insights namespace ICFE Y %,

FIR

1. Workloads —» ConfigMaps IC# &) L. Project: openshift-insights % :#IiR L £ 7,
2. insights-config ConfigMap + 7> /7 b &2 Yy 7 LTHE XY,

3. Actions #% 1) w ¥ L. Edit ConfigMap #:#IRL 7,

4. YAMLview DSV A RV %= Yy I LET,

5 774 J)LAT, scalEt#% disabled: false ICEZEL ¥ 7,

apiVersion: vi
klnd ConflgMap
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data:
config.yaml: |
sca:
disabled: false
#...

6. Save #%7 ') v 7 L9, insights-config config-map DFFMIR—I AR F T,

7. config.yaml @ sca B D& disabled: false ICEREINTWE I E#RAELE T,
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BESE I FRY—ICET BT -9 DIE

BEE VSRY—ICEAT BT —YIDINE

YR—MNT—REERT B0, THERADYZRY—ICET 2T /\y JiEHR%Z Red Hat HHR— MICIRAEL
TW< & RedHat DY R— MIZIIBF T,

UTFERETEIENHRINET,
e oc adm must-gather ¥ RAFRAL TIREINET—%

o —EDYVSAY¥—ID

5.1. MUST-GATHER *J —JLICDWT

oc adm must-gather CLI A7 > Rid, UTDOL D BREEO TNy JICHBEERDAREEDH B0 5 R
H—DLDEHREIEL T,

o JY—EH
o H—EZ20OY

77 4J)V N T, ocadm must-gather IX > KIET 74NN MDD TS T4 V4 A=Y %FERL, /must-
gather.local ICEZAAZITVWET,

Flld. LTI a3V THIEAINTWS LD IC, BYASIEZEELTCIYY R2EITI2E. &
EDRBRERNETEEYS,

o 1D EDRKEDHEICEEYT 2T —9%2INETZICIE. UTFOE I avITRT LI, 4
A—T EHIT —~-image BIBEFERAL X,
LFICHlERLES,

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.13

o EFEOJANETHICIE. UTDEI Y a Y THEEINTWS LI -
/usr/bin/gather_audit_logs 5|18 =R L £,
LFICHERLES,

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

= -1o)
B J7AIINDYAXENILTEBEDIC, BEEOTIZT 7 40 hDIER
Ty hO—EE LTINEINEFH A,

® Windows ZRL—F 4 VI X7 LTI, ocrsync AY Y RTHERAT
78I cwRsync 7 547V a4 V2 h—JL L, PATH ZHIENN
LET,

e

oc adm must-gather #1795 &, VY LRZFERF OFIRPod NV SRS —DFHRTOT /7 b
WER I NE T, T—4I1EZFD Pod ETIEI N, IREDEZET 1« L U b)) —ND must-gather.local
THREDFHLULWTAL I M) —ICREINFT,

UFICHZERLET,
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NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

fEET. --run-namespace 7 7> 3 V& HERA L T, $ED namespace T oc adm must-gather 1< >
NERITTEET,

UFICHZERLET,

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.13

5.1.1.RedHat Y R— NAD I S RH—ICET BT —4 DINE

oc adm must-gather CLI AY Y REFRAL T, V75 R9—ICBT2 TNy JIEHRENETEET,

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

® OpenShift Container Platform CLI (o¢) 2’1 Y XA h—JILI N TW 3,

¥
1. must-gather 7 —% 2 REFT 274 LV M) —ICBEBILE T,

4 s 0

VSR —HDEEHRFICHDHEIE. BMOFIRZERITITI2LEL’HY T,
SS-LIYRAMN)—IEEINZ CALHZHBE. TTEFEINSZCARIITR
H—IEMT 2HENHY FT, FERRREOITRTDIZIRI—IIHLT, T
7 # )L b®D must-gather 1 A —Y %A A=V XA NY—LELTAVR—FT S
WNEIHY ET,

I $ oc import-image is/must-gather -n openshift

2. oc adm must-gather ¥ > K&ETL XY,

I $ oc adm must-gather

BF

IEHRREAFEAL TWBIHBEICIE. must-gather D—E8& LT ~-image 75 7
EERAL. RMAAO—RMX—V%5SRBLET,
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R

ARV RNEFE, 774N NTS VY LARAY NO—ILTL—> ) — REREIRT
%78, Pod & NotReady & & U SchedulingDisabled Sk J > bO—I)L T
L—y/—RIRAT V2 ILINBBAI»HYET,

a. ZDIAXRY KDBKKT 2156 (VT7AY—TPodZRT Y a—ILTERWVWEERE). oc
adm inspect I< ~ I\“’a}ﬁﬁﬁ LT, HEVYV—RICET2EHRZNELET,

xR
INET B Y —RIE, RedHat H R— MIHBBVEDECEIW

3. FET ALY M) —ITERI /- must-gather 71 L 7 M) —D 5 EHET 74)1/%1’FJ55?. L&
¥, EBE®D must-gather T—Y DRME VSR —ID EZBTRELTLEIWN, V5245 —
ID %EﬁEﬂT%?‘izﬁ@#‘fHﬂi How to find the cluster-id or name on OpenShlft cluster =oRL
TLEIW, LEAZE, LinuxARL—FT 1 VIO RTL5FERTZIE2—49—TUTD
avwy F’é?@ﬁbiﬂ'o

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_local_dir> ﬂ

Q <must_gather_local_dir> i3, EEDT 4L I M) —ZICBIMIFT,

4. RedHat h RO —R—FILD hAIT—HR—Kh =T T, EBI7I 7M1 IV EYR—Kr—
Z "-//J\J—_I- L/ i '3'0

51.2. FEDHKBEICET 57— IN&E

oc adm must-gather CLI I< > K#% --image % 7|3 --image-stream 31 & IR L T, HFEICH
BEICRAT 27 /Ny JIBRAINETE £, must-gather Y —LIZEBDA A=V 5 HR— T 57D
B—DIOvY RERTLTEROBEICETZT— 92 NETEET,

F51YR— P RO must-gather 1 X —2
A A= E]: )]

registry.redhat.io/container-native- OpenShift Virtualization D7 — 4 IR,
virtualization/cnv-must-gather-rhel9:v4.16.13

registry.redhat.io/openshift-serverless- OpenShift Serverless D7 — % N4,
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh D7 — % IX&,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/multicluster-engine/must- Hosted Control Plane M7 — % X4,
gather-rhel8
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AAX=T

registry.redhat.io/rhmtc/openshift-migration-
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/odf4/odf-must-gather-
rhel9:v<installed_version_ODF>

registry.redhat.io/openshift-logging/cluster-
logging-rhel9-
operator:v<installed_version_logging>

quay.io/netobserv/must-gather

registry.redhat.io/openshift4/ose-csi-driver-
shared-resource-mustgather-rhel8

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel9:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers/osc-must-gather-
rhel8:v<installed_version_sandboxed_contai
ners>

registry.redhat.io/workload-availability/node-
healthcheck-must-gather-
rhel8:v<installed_version_NHC>

E]:y)

Migration Toolkit for Containers @5 — 4 IR 4,

Red Hat OpenShift Data Foundation @7 —#% IX&,

a 5\:‘\/7‘}5‘30)7_"‘—'9”&%0

Network Observability Operator D5 — 4 U5,

OpenShift Shared Resource CSI Driver ® 7 — 4 IX
%

O—#AJL R b L— Operator D5 — 4 IN&E,

OpenShift 4> KRy V2V T+ —DT—4F X
%

Red Hat Workload Availability Operator @5 — 4 IX
&£, ZhICix. Self Node Remediation (SNR)
Operator. Fence Agents Remediation (FAR)
Operator. Machine Deletion Remediation (MDR)
Operator. Node Health Check (NHC) Operator, &
& U Node Maintenance Operator (NMO) & F L F
ERS

NHC Operator /Xx—2 3 4 0.9.0 & Y §il DIFE
&, 2D A—VEFALEY,

M. BE 7YV BIUAVTFFUR
(Workload Availability for Red Hat OpenShift K& 2
AV RN) D& Operator ® [F—4 DINE] £V 3
vaESRLTIEIW,


https://docs.redhat.com/en/documentation/workload_availability_for_red_hat_openshift/latest/html/remediation_fencing_and_maintenance/index

AIAX=

registry.redhat.io/workload-availability/node-
healthcheck-must-gather-
rhel9:v<installed_version_NHC>

registry.redhat.io/numaresources/numaresou
rces-must-gather-rhel9:v<installed-version-
nro>

registry.redhat.io/openshift4/ptp-must-
gather-rhel8:v<installed-version-ptp>

registry.redhat.io/openshift-gitops-1/must-
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets-
store-csi-mustgather-
rhel9:v<installed_version_secret_store>

registry.redhat.io/lvms4/lvms-must-gather-
rhel9:v<installed_version_LVMS>

registry.redhat.io/compliance/openshift-
compliance-must-gather-rhel8:<digest-
version>

pa
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E]:y)

Red Hat Workload Availability Operator @5 — 4 IX
&£, ZhICiE. Self Node Remediation (SNR)
Operator. Fence Agents Remediation (FAR)
Operator. Machine Deletion Remediation (MDR)
Operator. Node Health Check (NHC) Operator, &
& U Node Maintenance Operator (NMO) & F L F
ERS

NHC Operator /3A—23 > H10.9.0 LA DB & £,
DA A=V EFALET,

M. BE 7Yy BIUAVTFFUR
(Workload Availability for Red Hat OpenShift K& 2
AV N) D& Operator ® [F—4 DINE] £V 3
vESRLTIEIW,

NUMA Resources Operator (NRO) D7 — 4 V&,

PTP Operator D5 — 4 X4,

Red Hat OpenShift GitOps M5 — 4 U5,

Secrets Store CSI Driver Operator D7 — 4 IN&,

LVM Operator D5 — 4% N4,

Compliance Operator 7 — % IX&,

OpenShift Container Platform Y R—R Y DA X —I DRHFH/NN—2 3 v &HIRT 51
I&. RedHat 1R 4% ¥ —R—% LD OpenShift Operator 54 74 7 )L Web R—I %

SZRLTCEI W,

AR

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
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® OpenShift Container Platform CLI (oc) A Y 2 h—JLI N TW3,

1. must-gather 7 — 9 2RETBT74 LV M) —ICBEILZE T,

2. oc adm must-gather 1< > K% 1 D £/ (XEHD --image F 7= --image-stream 5[# & H(C
EITLET,

R

o REDMEET —4ITIATT 7 4L h®D must-gather 77— % % IX5E T 5 IC
i&. --image-stream=openshift/must-gather 5|8 % B L £ 9.

® Custom Metrics Autoscaler ICBET 27 —4% DUNEIL, UTOREEIERE Y
avESRBLTLETY,

fcEzE UTFOaAYY RiIE, 740 MDY ZRY—F—4 & OpenShift Virtualization IC[E
BORBOEAZRELET,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.13 g

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 OpenShift Virtualization @ must-gather 4 X —<

must-gather Y — )L ZBIMD3B|E & HICHEA L. OpenShift Logging 8L U7 X9 —AD
Red Hat OpenShift Logging Operator ICBIET 27— 4 ZINETEX £9, OpenShift Logging
DIFA. UToavy RaETFLET,

$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

$15.1 OpenShift Logging M must-gather ® 1 41

—— cluster-logging

——clo
| |F—— cluster-logging-operator-74dd5994f-6ttgt

|

|

| | F—— clusterlogforwarder_cr
R

| | F——csv

| | p—— deployment

| | L—— logforwarding_cr
| —— collector

| | p—— fluentd-2tr64

| F——eo

| | F——csv

|

|

| F—— deployment
| L—— elasticsearch-operator-7dc7d97b9d-jb4r4
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——es

—— cluster-elasticsearch

| F—— aliases

| F—— health

| F——indices

| |—— latest_documents.json

| F——nodes

| F——nodes_stats.json

| L——thread_pool

—ocr

—— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
L—logs

—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

—— install

—— co_logs
—— install_plan
—— olmo_logs

L—— subscription

L kibana

F——ocr
—— kibana-9d69668d4-2rkvz

—— cluster-scoped-resources
L—— core

F—— nodes
| F——ip-10-0-146-180.eu-west-1.compute.internal.yami

L persistentvolumes
—— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml

F—— event-filter.html

—— gather-debug.log
L— namespaces

—— openshift-logging

——apps

| }—— daemonsets.yaml
| |—— deployments.yaml
| |F—— replicasets.yaml

| L—— statefulsets.yaml
—— batch

| |—— cronjobs.yaml

| L——jobs.yaml

—— core

—— configmaps.yaml
—— endpoints.yaml

—— events
| |—— elasticsearch-im-app-1596020400-gm6nl.1626341a296c16a1.yaml

| |—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml

| |—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yaml

| |F—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml

| |—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml

| |—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml
—— events.yaml

—— persistentvolumeclaims.yaml

—— pods.yaml

—— replicationcontrollers.yaml

—— secrets.yaml
L—— services.yaml

—— openshift-logging.yaml
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—— pods

—— cluster-logging-operator-74dd5994f-6ttgt
| |F—— cluster-logging-operator
| | Y—— cluster-logging-operator
|| L——logs
|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| L—— cluster-logging-operator-74dd5994f-6ttgt.yaml
—— cluster-logging-operator-registry-6df49d7d4-mxxff
| |F—— cluster-logging-operator-registry
| | Y—— cluster-logging-operator-registry
|| L——logs
|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| |F—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
| L—— mutate-csv-and-generate-sqlite-db
| L mutate-csv-and-generate-sqlite-db
| L——logs
| —— current.log
| —— previous.insecure.log
| L—— previous.log
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
| |—— elasticsearch-im-app-1596030300-bpgcx.yaml
| L—— indexmanagement
| L—— indexmanagement
| L——logs
| —— current.log
| —— previous.insecure.log
| L—— previous.log
—— fluentd-2tr64
—— fluentd

|
| | b——fluentd
|| L——logs
|| —— current.log
|| —— previous.insecure.log
|| L—— previous.log
| b—— fluentd-2tr64.yaml
| L—— fluentd-init
| L—— fluentd-init
| L——logs
| —— current.log
| —— previous.insecure.log
| L—— previous.log
—— kibana-9d69668d4-2rkvz
—— kibana
| L——kibana
| L——logs
| —— current.log
| —— previous.insecure.log
| L previous.log
—— kibana-9d69668d4-2rkvz.yaml
L—— kibana-proxy
L—— kibana-proxy
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L—— previous.log
L—— route.openshift.io
L— routes.yaml
L—— openshift-operators-redhat

[ L——logs

| | | —— current.log

| | | —— previous.insecure.log
[

|

|

3. oc adm must-gather 1< > K% 1 D £/ 3B D --image Z 7= --image-stream 5[# & H(C
EIFLET, L&A UTOARYRE, 774 MDY S RH—FT—4 & KubeVirt ICEH
DEHROTMAHZIELTT,

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather

ﬂ 7 7 # )L b D OpenShift Container Platform must-gather 1 X —<

9 KubeVirt M must-gather 4 X —<

4. FET 4LV M) —ITERI N/ must-gather T4 L7 M) —DSERB7 71 L EER L £
¥, BEB®D must-gather T—Y DEMFE VTR —ID ZDLTRELTLLEIV, V5325 —
ID %R % AEDFEEMIL. How to find the cluster-id or name on OpenShift cluster &8 L
TLEEIW, LEZIE Lnux ARV —T 4 VIV AT LEFERET S22 E2—49—TUTO
OAvY RZERTLET,

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_local_dir> ﬂ

Q <must_gather_local_dir> (&, EEOT 4 LI M) —ZICBIBIET,

5. RedHat h A9 —R—FILD HhAIT—HYR—h =T T, EI7I 7M1V EYR—Kr—
AR LET,

5.2. EAEE R
e Custom Metrics Autoscaler ® 7 /3w 5 —4 DUNE

® Red Hat OpenShift Container Platform D54 744 JJLKR1) ¥ —

5.2.1. %y N7—o O DINE
HSAHY—RHDTRTD) —RTRy NT—IOT5NETEET,

FIR

1. -- gather_network_logs %157 L T oc adm must-gather 1<v > KZETL XY,

I $ oc adm must-gather -- gather_network_logs
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T 7 # )L b TlE, must-gather Y — LIV SR —HDTRTD/ —RKHS
OVN nbdb & & U sbdb 7—4 X— % IX& L ¢, --gather_network_logs
F7>av%EEMLT, OVNnbdb 7—4 X—2Z® OVN-Kubernetes k5 >~
J2avEIVEMNOOTZE8HFT,

-

2. FET 4 LI M) —ITERSI /- must-gather 71 LV M) —D S ERE7 71 L EER L £
¥, BEBD must-gather T—Y DEMFE VR —ID ZDLTRELTLLEIV, V53245 —
ID #HEER 9 % AEDFEEMIL. How to find the cluster-id or name on OpenShift cluster &8 L
TLEEIW, LEZIE Linux ARV —T 4 VIV AT LEFERET S22 E2—49—TUTOD
OAvY RZERTLET,

$ tar cvaf must-gather-"date +"%m-%d-%Y-%H-%M-%S" -<cluster_id>.tar.gz
<must_gather_|ocal_dir>ﬂ

Q <must_gather_local_dir> (&, EEOF LI N —RICBIHBIZET,

3. RedHat h RO X —R—FILD HAIYT—HYR—h =T T, EI7I 7M1V EYR—Kr—
2RI LET,

5.2.2. must-gather X b L —VHIRDZE R

oc adm must-gather A7 > REZFALTT— 9 2IN&ET 2HBE. BROT 74 MDRRKA ML=
iE. AYTF—DRML—VBRED30% TY, 30% DOHFIRICET 2&, AV T H—H@EHEHET L. X
E70ERNMEELES, ITIINEINAERIZ. O—HILAMNL—JIIF¥rryO-—RIhZET,
must-gather ¥ Y REBERITTZICIE. AML—VYRENLYKRZIRIAVTF—.2FERTIH. &
AR 2—LDEEERBTZ2HELNHYFT,

AVFF—DRAML—=VHIRIGET B &, ROFDEIBRIS—XyvE—IDNERINET,

aapall

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

AR

e cluster-admin O—J)LEFDODI—H—E LTISARY—ICLTIVEATE S,
e OpenShift CLI (0c) B’ Y 2 h—IL IR T W3,

FIR

e volume-percentage 7 5 7 %357%E L T oc adm must-gather I< >~ RAZETLE T, HLWME
ELTI00 ZBABEEZIBET DI ELIFTETEEA,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.3. 7 5 X4 —ID OEE

Red Hat HH/R— MIBEREIRM T 2ICIE. V5 R —ICEBEDHMFEREL TUWALLEL &&KICILSE
F 9., OpenShift Container PlatformWeb AV Y — LA FR LTIV 5 X49—ID #BEBANTEET,
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Web 3>V —JL & 7=1d OpenShift CLI (oc) 2R LTV SX9— D 4 FHTIMETZ &L TXZ
_a—o

AR

e cluster-admin O—J)LEF DODI—H—E LTISRY—IITIVEATE S,

e Web VY —JLEFfidEA YA h—ILINTW2 OpenShift CLI (0c) K7 7 EZRTX 3,

FIR

e WebAVY—ILEFERALTYR—MN—REHE, 75 A9—IDDBEEBAAETOITE. U
T&EEIFTLET,

a. Y—=IL/N=H5, (?)Help ICFEEIL. ') X bH S Share Feedback i EIRL £,
b. Tell us about your experience™” 1 > K7 T Openasupportcasez=?7 ') v 7 LXT,

e WebAVY—ILAFRALTYSRAY—IDEFETHETSICIE. UTEEFTLET,

a. Home - Overview ICBEIL X T,
b. {El& Details 22> 3> ® ClusterID 74 —JL RTHBETZZT,

e OpenShift CLI (oc) AL T/ 529 — D #EET 3ICE. UTFoaAvY REEFLET,

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.4. SOSREPORT ICDWT

sosreport |&, FREDFHM. ¥ RXT LIER. L UEMT —4 % Red Hat Enterprise Linux (RHEL) & &
U* Red Hat Enterprise Linux CoreOS (RHCOS) ¥ A7 LM SLINET %Y —IL T, sosreport (&, / —
NICERET 2B REINET 27O DIZRER LA EEZRBELET. ZOBHRIE. BEDOEZEDRD
IC Red Hat H/R— MCIRTEF T,

HR— MI&L > T Red Hat #R— ME4FED OpenShift Container Platform / — KM sosreport
T—hAT=PRETHLHOEET 2HE1HY FT., & ZIE. oc adm must-gather DHAICEF N
BWORTLAOTELRBIMO /) — REEDT—Y 2HRBT 2RENDHDHEDHY T,

5.5. OPENSHIFT CONTAINER PLATFORM VS 24—/ — KD
SOSREPORT 7—Hh4 7 D4R

OpenShift Container Platform 4.16 ¥ 5 X4 — / — KD sosreport = £/ ZBRICHRE I N 5 AL,
TNy J Pod AT 2 & T,

AR
e cluster-admin O— )L &2&{F 21— —&E LTITRI—ICTIERTE %,
o RAMNANDSSHT7VEANHDBZ &,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

® RedHat @ Standard ¥ 71& Premium 4 7R 2 ) 7> avhrdh s,
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64

® RedHat hRHT—R—FILDT ATV hDBH B,

o BIFD RedHat Y R— M7 —ZID 1'% %,

ISR —)—RDYRAMERRBLET,

I $ oc get nodes

2. 9=y N)—=RODTFNy Ty avICAYFET, ZOFEIF. <node_name>-debug & LY

DTNy T PodEAVAYVZAILLET,

I $ oc debug node/my-cluster-node

NoExecute T7 ¥ hTtaint BMIF SNy =4y N/ —RT, TNy Ty avICAB
ICI&. 4 X — namespace IC toleration 2B L T. EMD4 I — namespace TT /v ¥ Pod %
EsBLEY,

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

./host =T /NNy T T )HDroot T4 LI M) —ELTERELEY., T/8v ¥ Pod &, Pod A

D /host ICTRA MDD root 77 ANV AT LEYIDYMNLET, rootT4 L2 M)—% /host IC
BHEHIDE, RAMNDEFTNRRAILEEFNZNNA ) —AETTEET,

I # chroot /host

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform416 75249 —/—Kl&, 1 3 2—49TITY, VS RI—DEE%
BWATY 2ICIE, Operator AL EY, SSHZFRALLISZAI—/—RAD
TORREHRERINFEA, 7272 L. OpenShift Container Platform API A% F§
TEARWSGEY, kubelet B9 —4'y b/ — R TEUIICHEE L AW SE. oc BE
NEDHEEZITES, JOHEIF. Kb YIC ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VA TEXT,

. sosreport ZE1TT BDITBEBERNAT) BT 74 U HNEFEN S toolbox IV T

T—EZBEHLEY,

I # toolbox
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R

BE7Z D toolbox Pod A TICETINTWBIHA, toolbox AX ¥ RIFLLT%
H 71 L £7: 'toolbox-' already exists.Trying to start... podman rm toolbox- T
ETHD toolbox A7+ —%HIR L T. sosreport 75 71 > DA% [0k 3
BB, FIRD toolbox AV T F—%EERKLET,

5. sosreport 7—hA TEIELZE T,

a. sosreport AV R&ZE{TL T, crio 8L podman TRHER KNS TV a—FT1 VT
T ERELET,

I # sos report -k crio.all=on -k crio.logs=on -k podman.all=on -k podman.logs=on ﬂ

Q KIZEY., TT7A4ILMUAD sosreport TS5 T A VIS A—H—AFEETXZET,
b. # ¥ av: /—Kh5®D OVN-Kubernetes v N7 — VR EICET 2IERE L R—MIZE
HBITIK, kOO REERITLET,

I # sos report --all-logs

c. 7AVITRIDBRIRINES Enter 2L THRITLE T,

d. RedHat H R— Ko —XIDAIEELF 9, sosreport (& IDET7—hHA TDT774ILRAICE
mLEd,

e. sosreport HAl&, 7—HAA TOBREF v I LERELE T, ULTOHENDSERG
&, /—2R 1D 01234567 =SBR L £ 9,

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz @)

The checksum is: 382ffc167510fd71b4f12a4140b97a4e

toolbox AV T+ —IERA MDroot 74 LY ) —% /hostIiC¥ VY NT 572
&. sosreport 7—HA TD7T 74 IJL/XZIE chroot RIEHNICHY £T,

6. LTOAEDWTNOEFERL T, BITDRDIC sosreport 7—H 1 7% Red Hat H7R— b IC
RHELZET,

o HMEMRedHat Y R— KT —RICT7 74Ty O—RKLET,

a. oc debug node/<node_name> 1< > K% 3T L T sosreport 7 —H 4 745 &EE L.
HAE 774054 L2 LET, COOAXY RIE ERID ocdebug v > 3V
ERTLTWBZE%&RIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-

node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-
01234567-2020-05-28-eyjknxt.tar.xz )

65



OpenShift Container Platform 4.16 47/ R— b

TNy TAVTFF—IE, RAMDrootTa4 LI M) —%hostIiC~¥T Y MNLZE
T BIEDDIZY—T Y N7 74 I ERBETDIEIC, TNy JaAVTF+H—D
root 74 L7 M) — (lhost &) Hh SR EZSBLET,

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5249 —/— K&, 1 S 2—4% I TY, ¥
SAY—DERE%EFEHAT SICIE. Operator ZFRALE 9., scp #FEHAL
TYISAY—/)—KH5 sosreport 7—HA THEET 5 T &SRS
nNEFt A, 27 L. OpenShift Container Platform API A% T X 7Ly
BEN. kubelet B9 —4" v b/ — N TEUNICHEEBE LR W EHE. oc 21
NEDHEEZITES, TOKRETIE, scp core@<nodes.
<cluster_names.<base_domain>:<file_path> <local_path> #2317 L
T. /— Kb 5 sosreport 7—HA 7% AE—F B ENTEET,

b. RedHat AR % ¥ —R—4 JLD Customer Support X—2 [CHDZBFOHR— T —
AICBELET,

c. Attachfiles %R L. 7OV M ->T7 7427y 7O—RLZET,

56. 7—NAKNSY T/ —RODYv—F)bATDI T —
T—rANSy TEAEDOREIRE LBE. 7—MA KNS5y 7/ — KH 5 bootkube.service @D
journald 1=v hOJ/HLVIVFTF—OJERETEET,
Gl s
o J—KNAKNSYT/)—RADSSHT VAL H B,

o J—RNRNSYT/—ROZLBHRNXA VEDNH B,

FIR

1. OpenShift Container Platform @4 Y 2 h—JLEFICT— M A RSy I/ LT
bootkube.service @ journald 1= O DY T —%3E1T, <bootstrap_fqdn> %7 — k2
NSy T/ —ROZLEBEHRAA VEICBESH]AFT,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa )

J— MR NS v 7T/ — KD bootkube.service ® O %'|F etcd D connection
refused T>—%HAL. T— A NSy TH—NR—parbOo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV MO—ILTL—V
J—RTiEEIL., /—RKRDBIVSRAY—ICBMLIZEBICIE., TS5—@EEELALLR
3139 TY,

2. 7—bMZAMSYF/—KRTpodman 2EFALTCT— R Sy T /—RDOVFFH—Nm607
HUNE L £9, <bootstrap_fqdn>% 77— A NSy 7/ —RORLEBEH R A VRICEZH
ZET,
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$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'
57. 72 R9—/—KTv—F)LbOsnyxT!)—

BRIDYI ZAH—/—KD /var/log AT journald 1=y NOJE LV ZDMOO T2 IRETETET,

AR
e cluster-admin O— L2 {F 21— —& LTI TRYI—ICTIERTE %,
e OpenShift CLI (0c) 1’1 Y A2 h—IL IR T W3,
o APIH—EXNHEELTWS,

¢ RAMNADSSHT7 VAN HB I &,

FIR

1. OpenShift Container Platform 7 2 24—/ — RIZx L T. kubelet ® journald 21=v ~O %
DUIT)—%ETLET, UFOFITIE, I hA—LTL—V/—ROHNIVIT)—InFE
ER

I $ oc adm node-logs --role=master -u kubelet ﬂ

© /TU-EEFLTOLI=Y FOYERET 0. kubelet £ HEB BRI ET,

2. V3R89 —/)—R®D Narlog/ DFICHBZHEDY TT4 LI M) =m0 JzRELET,

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—EZHFLET, UTOFTIE, T
THIY hO—JIL7TL—> /— RO Ivar/log/openshift-apiserver/ ICH 27 71 L% 1) X
PRIRLET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ 4774 L2 M) —ADRFEO T AR LET, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 /varllog/openshift-apiserver/auditlog > 5>V E#HH L
ER

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. APIDHEREL WS, RDYICSSHZEAL TR/ —FoOJ%z®aALET, UTD
f5li&. /var/log/openshift-apiserver/audit.log #X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

67



OpenShift Container Platform 4.16 47/ R— b

pa 3

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4%7/ITY, 73R
Y —DEREFEHAT SITIE. Operator #FRLE$., SSHEFERALAEY S
A=) =R DTV ERAFHEEINEEA, SSHIRHATEMT —49 DI
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZINEINEHRLTLEIWL, 7L,
OpenShift Container Platform API B FIF T X R WEE ¥, kubelet 1'% —
v N/ —RTHEUICKEELRWGE, oc BRIEVNZOREEZZITET, Z
DIiFEIE. KHYICZ ssh core@<node>.<cluster_names.<base_domain>
EFERALT/—RNIC79EATEET,

58. XY NT—O K L—XAAXYvY K

NIy hFvy TFv—LA—ROHATRY NT—I ML —RENETZE, RedHat Ry kT —2
DEBED NS TV a—FTa VT R—NTEET,

OpenShift Container Platform Tl&, ®*v N7 —J ML —RDETAHEE LT 2EEYR—MLE T,
UTOXREHEL., ——XICE2AEERRLE T,

FKE2YR— M HROXRY hT—U ML —RAPEDSHE

XYy R FEd L UHEE

RAMDXRY b 12U ED/— R CRBICIEETZ2HBET. Xy v TFyr—%ETLET, N
J— K L—RD Ty RFvy TFr—T74)0IE BEELAEBEIGETSZE, / — RS54 72 b
INg RUVICEEINET,

REDT7IavhHRETRY N7 —VRBEICEEEZREINZEHE NS TIL
YaA—TAVITVWET, N7y b v TFv—%FTL. BBEHREIEDT Y
YavERITLTO/ CHREZSIMLET,

OpenShift 120/ —RFERF 120V FTF—TRTy M F+ TFv—%RTLET, /Ty b
Container Fr 7Fv—OHBEEFIETES LD ICtecpdump 27 Y RAEREMICEITLET,
Platform / — K &
ixavs+r—»n Ry b+ PF v —%FETHIBL, *vy M7= BEOEEEMN)H—LTH
5Dxy hT7—2 5. Ny hF v TFv—5FHTEILETEET,
ML —Z2DUNE

ZDAETIH, cat A Y RBLVY I ILDYFA LY MEFALT, X7y v

Fy—F—4%/)—RFLFAVFF—D0054T7 b vICaE—=LET,

59.RANDRY hT—49 ML —RDINE

XYy ND—VFEEOBBED NS T a—FT14vJE. Xy M7=V @BEEZEBIL TEHRD ./ — RKTH
BRIy Naxvy TFv—d 352 TRREINET,

oc adm must-gather 1< > K& & U registry.redhat.io/openshift4/network-tools-rhel8 1> 5+ —
AA—VDEAEDLEEFEALT, /— KON TY MFR+ TF v —%NETEET, Xy hFv T
Fr—OoME. Ry M7=V BEOEBEDO NS TV a—TFT 14 VJILBIBET,

oc adm must-gather A< > R, HED ./ — K®D Pod T tepdump I~ ROETICHFERAINZE

¥, tepdump X ¥ K, Pod THF+ 7F+—In/ic/Xsy MEREHKLET, tepdump A7 Y KA
T$ % &, ocadm must-gather A< KiE, Pod DSV 54 7Y MV VICF vy TFvr—I N
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Ty MDEFENB T FAINEERELET,

D

UTOFIETHEAT ST KX, tepdump XY REFAL T Yy b v TFv—%FETT 3
FHiEEZRLTWET, L. ~image 5l TERELALAVTF—AX—YTOAT Y RNEETT B L,
BEO/—RKLREBICN STV a—FT1 Vv JBERENETEET,

([} =355
e cluster-admin O—)L % D1 —+4—& L T OpenShift Container Platform (CO 74 > L TW
%,

e OpenShift CLI (oc) 4 Y & h—JLI N T W3,

FIR

L UTFOIARY RERFTLT, —8O/ —RTHEARRY NT—=ID6RTy MFv TFv—%
EITLET,

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
--timeout 30s \ <.>
-\
tcpdump -i any \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300

<> --dest-dir 5|3{ Ti&. oc adm must-gather DEITHIC, V51TV kI VD
/tmp/captures EEF/RRICHZTA LI MY —ICZ, F+TFvr—LERTY NERETSEZ
EHEBELET, ESAATARERERDT ALV M) —%IBETETET, <>oc adm must-
gather 'Bi159 %27 /Vv ¥ Pod T tepdump "E{TI N 355 IC. --source-dir 31 #UL, /¥
v NF v TFv—H Pod D tmpitcpdump 71 L U MY —IC—BMICREIND Z & 1B E
LE¥d., <>--image 5|1#Z. tcpdump AX Y RESEL AV T F—A A=V ABELE T, <> -
-node-selector 318 &> TIVEIX, T—H—/—RTRTY NF v TFvr—5FT954LD
ICEELE YT, BloAEE LTIE, Kb YIC —-node-name 3I1E = EEL T, 12D/ — KT
Ty hFvTFv+—%ETTEET, --node-selector & --node-name B DA % EIET %
ELFTRTD/—RTRTYy M F v TFv—HIRITINET, <>/ —RFRDRYy h7—014 Y
H—TTARATRTY MF v TFv—HERITINB LI, —~-host-network=true 5| H N E
T9, <>-timeout B3I &EIZ. T/3v ¥ Pod # 30 MBERITIBLIICEEELET, -
timeout 518 & HAAIEE L ARWEE. T/VY ¥ Pod 1310 #EETINFE T, <> tcpdump 3
XY KD -iany Bl#E. TRTORY NT—V A VI —T A RATRTy b aFv TFv—7¢
ZEIICHEELET, Foo RYNT—IA VI —T A REGEIRETHIEETEET,

22y NT=ORL—2RDBNRN Ty baF v TFvyr—LTWVWBEIK. Ry NT—VBEOBEEL R
EIEDZ Web 7 ) r—2avil7 0 ERTZHE HEDTVavaERTLES,

3. oc adm must-gather TPod HS 7 54 7Y NIV VIEGELENT Y b+ TF v —T 74
VR LET,

I tmp/captures
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5.10.

F—— event-filter.html

—— ip-10-0-192-217-ec2-internal )

| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:31.pcap

—— ip-10-0-201-178-ec2-internal @)

| L—— registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
| L 2022-01-13T19:31:30.pcap

F—ip-...

L—— timestamp
QO 7y boFrTFr—lE KRN AVFF— T ALLEBATET 4L b

) —ITREINZE T, --node-selector 5| A EE LM > LFEICIE. RANEDT 1
LK) —LRIVIFEFEELEZEA.

OPENSHIFT CONTAINER PLATFORM / — R F L E VT F—D5

DXy NT7—0 ML —RDINE

v b7 — U BEE®D OpenShift Container Platform DEENLREBE%ZAET BIC. Red Hat HHR— b
I$HFE D OpenShift Container Platform 7 S 24—/ — RFIEBFEOIA VY TFH—HmMExy hT—2I
Ty bML—REERTDEAEEELHY £, OpenShift Container Platform Txv b7 —2 ML —2
EX v TFr—92HEELT TNV T Pod &EHTEET,

AR

FIR

70

cluster-admin O—J)LZ&HDOD1—HY—E LTI FRI—IITIERATE S,
OpenShift CLI (o¢) A4 ¥ Z h—ILEhTW 3,

BFD RedHat Y R— N7 — 2 ID B*d %,

Red Hat @ Standard £ 7 (& Premium 4 722 Y 7> a v hbH 3,
RedHat AR X —R—=FIDT7HI Y N$H 5,

RAMANDSSHT VA H 2 T &,

VA9 —/—RFRD)RAMZERFLET,
I $ oc get nodes

S—Tyv M/ —=RDTNy Ty avICAYET, ZOFIRIE. <node_name>-debug &\
DTNy T PodaAVRYVAELET,

I $ oc debug node/my-cluster-node

/host =T /Ny L T )JLJAHDroot T4 LI M) —&ELTHRELET, T/8%y ¥ Pod i, Pod N
D /host ICTRA MDD root 77 ANV AT LEYDYMNLET, rootT4 L2 MJ)—% /host I
TETEE, RAMNDEFTNRICEEFNZNNAF ) —AFETTEET,

I # chroot /host



4. chroot%iEQ

BESE I FRY—ICET BT -9 DIE

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform416 2 5 A4 —/—KRi&, 1 32 —9T)ITT, VS RI—DEE%
BWATY 5ICIE, Operator AL EY, SSHZFRALLISZAI—/—RAD
TORREHRERINFEA, 7272 L. OpenShift Container Platform API A% F§
TEARWSGERP. kubelet B9 —4'y b/ — R TEUICHEE L ARWSE. oc BE
NZEDHEEZZITET, TDHFEIE. KbV IZ ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VA TE XY,

VY—ILALD, /J—RDA VI —T A REERBLET,

I #ip ad

5. sosreport xR{TT B1DICMERNAF Y —BLVTS 71 UHEEN S toolbox IV T
T_%Eéjj L/i-a—o
I # toolbox

L

pa

BE7Z D toolbox Pod A TICETINTWBIHA, toolbox A7 ¥ RIFLIT %
H 71 L £ 9: 'toolbox-' already exists.Trying to start... tcpdump DOREIEA FKE
T2D %[O % ICIE. podman rm toolbox- TEITHD toolbox IV FF—%
HIFR L. #FED toolbox AV FF+H—24EMLET,

6. VR —/—RTtecpdumpty > avaRIBL. HAEF+ TFvr—T 7451 L
JhLET, CDBITIE, ens5 %24 V99— 1 RZ{E LTHERLET,

$ tcpdump

-nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-

%H_%M_%S-%Z).pcap )

toolbox AV T F—IERA MDroot T4 LU MY —% /host ICY VY NT 57
&®. tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £ 7,

7. /—REDHEIAYTF—ICtepdump ¥+ TF v —HDARERIFEIE. UTOFIBICHWE

ER

a. ¥—4 v hIVFTF+—IDEWEELEFT, toolbox AVFTF—IEHRA MDroot T4 L7 K
)—% /host IC~¥ OV N9 B4, TDOFIETIE. chroothost A~ KA crictl A~v > K
DENICEITINZE T,

I # chroot /host crictl ps

b. Avr+—

ER

O7OtRIDE=HRELET, ZOBITIE. IV 7F—ID Id a7fe32346b120 T

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. AVF+—

Ttepdump vy > a v ERBL. BAEZF+TFv—T774ILICYSAL Y b

LEd. TOFITIE, 49628 0V FF—D7OCRXIDELTHEAL. ensb %1 V% —

71



OpenShift Container Platform 4.16 47/ R— b

TJIMRZELTEHEALET, nsenter AY Y KiE¥—4 v M 7O+E XD namespace ICA
Y, F®dnamespace TAVY Y REETLET, COBITIEY—Fy hTOERAIVT
FT—O7OERID THSB7H, tepdump IV RIZRZ M S VT F—D namespace
TEITINZET,

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap )

toolbox AV T F—IERA MDroot T4 LI MY —% /host ICY VY NT 57
&, tepdump ¥+ FF v+ —7 7 1 JLD/XR I chroot BEAICHY £7,

8. UTFOHEOWITFNMAFEAL T, DWAIC tcpdump ¥+ 7F+—7 71 JL% Red Hat
R—MIRHLET,

o FIFEMRedHat Y R— Ny —RICT 74N ETy TAO—RLET,

a. oc debug node/<node_name> 1<~ K% 3T L T sosreport 7 —H 1 745 &EE L.
HAE 77454 L2 LET, COOAT Y RIE ERID ocdebug v > 3>
ERTLTWSZE%&RIIRELTWVWET,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

TNy TAVTFF—IE, mRAMDrootTa4 LI M) —%hostIiC~¥T Y MNLZE
T BIEDEDIZY—T Y N7 74 I ERBETDIEIC, TNy JTaAVTFH—D
root 74 L7 M) — (lhost &) Hh SR EZSBLET,

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5249 —/— K&, 1 32 —4% I TY, ¥
SAY—DERE%EFEHAT SICIE. Operator ZFRLE 9., scp #FAL
TSR —/— KOS tepdump ¥+ FF v —T 7MLV AERET S T
CIFHREINFH A, 27 L. OpenShift Container Platform APl A°F]
FATERWEER, kubelet B9 —4' v~/ — RTENICHEEE L A& WE
A, oCcRIEPTOHEEZITET, ZDIRETIE. scp core@<nodes.
<cluster_names.<base_domain>:<file_path> <local_path> #3217 L
T. /— KPS tepdump ¥+ FF+—T7 74 ) EAE—FTBIENT
R

b. Red Hat AR 4 ¥ —R—#% )LD Customer Support X— ILHBBEEFEDH R— M7 —
AICHEELE T,

c. Attachfiles #:ZR L. 7OV 7N ->T7 74 a7y 7O—RLZET,

5.11. RED HAT ¥R — kN DM T — % DR
OpenShift Container Platform OREE%ZFAE T 5. Red Hat Y R— MNIBMIT—49 2 R— o7 —

27y TO—RITBELHKETE2HEEDNHY EFT, RedHat HRIT—KR—FILH S, 771l %E
HR—MNTF—RF7yTO—-—RTEFT,
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AR

FIR

cluster-admin O—J)LZFHDOD1—HY—E LTI FRI—IITIERATE S,
OpenShift CLI (o¢) A4 ¥ Z h—JLEhTW 3,

RAMADSSHT7 VA H B &,

Red Hat @ Standard £7(& Premium 4 722 Y 7> a v hbH 3,
RedHat AR X —R—FIDT7HI Y N$H 5,

D RedHat Y R— M — R ID A% %,

RedHat h A9 Y —R—F LD SBEFD Red Hat 7 R— M — RICEMIT—49 %27y 7O— R
L/i_a—o

1. oc debug node/<node_name> 1< > K% {#f L T OpenShift Container Platform / — K
THARAEFNTVWBIBE 7 7M1V EEHE L, HAZT 74 TAL I MLET, LT
DFITIE. /host/var/tmp/my-diagnostic-data.tar.gz = 7/\v OV 7+ —H5
/var/tmp/my-diagnostic-data.tar.gz ICJE—L £ 7,

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

TNy TAVTFF—IlE, KA MDrootTa4 LV M) —%/hostiC¥O >V MLET, E
BOEDICY—=T Yy NI 7AINEERET BRI, /Xy AV FF—Droot T4 L7
MU — (/host 250 KSR RESRBLE T,

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5 24—/ — K&, 1 32 —4%7ITY, V3R
Y —DEREFEHAT ZITIE. Operator FRALE 9., scp #FHAL TS
A=) =R T 7AINEEET B EFHEEINIEA, L.
OpenShift Container Platform API B FIF T X R WEE ¥, kubelet 1'% —
Ty b/ —RTEUNICEELRWVES., oc RIENETDREEZZITET, 2
DIRRE T, scp core@<node>.<cluster_names.<base_domain>:
<file_path> <local_path> #Z7 LT/ — KO L7 7422 E—TX
x9,

2. RedHat 24 ¥ —R—4 JL®D Customer Support *— ([LHZBEEFEDYR— M r— 2RI
BEgLEd,

3. Attachfiles 2R L. 7OV T M H>TI7 74NV AEaT7yTO—RLET,

5.12. TooLBOX ICc DLW\ T

toolbox (. Red Hat Enterprise Linux CoreOS (RHCOS) Y A7 ATAV T+ —%iEET 25V —I T
T, TDYV—ILiE, EIT sosreport REDIAX Y RORTICHERNAF Y —BLVTS 71V 5ED
AVTF—%RENT 5HICERINET,
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toolbox VT +—DEREWIX, ZEIIBEHRAZINEL., IN%E RedHat Y R— MIIRET B &ITHY
F9, 7z72L. BMDOZEY —ILDBRERIZEIX. RPM ARy S —I%BINT 5H, EEOHR— K
V= A X =V DREAARA—VEEFTTBIENTEZET,

toolbox AV T F— DN 5—I DA VA M=)L

77 # )L Tl toolbox O K%3E1TY % &, registry.redhat.io/rhel9/support-tools:latest 1
A—VFALTAVTF—DEBMLET, Z0M A—JILE, REBEIERINZYR—MY—IL
NEENET, A XA—TJD—ETIFBRWHR—KNY—ILEZNVEELTEZ/ —REEDT—Y & N&ET i
ENH2HBEF. BMONRNY S—I% A VA M=V TEET,

AR
e oc debug node/<node_name> AY Y RT/—RIZ7IVEALTW3,

o 0ot ERZFDODI—HF—ELTURTALILTIERATES,

FIR

1. /host =T /Ny > T )HADroot T4 L2 MN)—ELTHRELET, T/3vY ¥ Pod &, Pod N
D /host ICTRA MDD root 77 ANV AT LEYIYMNLET, rootT4 L2 M)—% /host IC
TETEE, RAMNDEFTNRICEEFNZNNAF ) —5FETTEET,

I # chroot /host
2. toolbox AV TFF—%EEILF T,
I # toolbox
3. wget W EDEBMDNY F—I%A VA M—=ILLET,

I # dnf install -y <package_name>

toolbox = L 7=RKE A X —2 DiLH
77 # )L T, toolbox O~ K%Z3E1TY % &, registry.redhat.io/rhel9/support-tools:latest 1
A—=VEFALTCAVTI—DEHLET,

R

toolboxrc 7 7 A L EER L. EITT2M A—VABELTREBMA—VEREHTEE
9, 772 L. registry.redhat.io/rhel8/support-tools:latest 72 &, HWW/X—2 3> D
support-tools 4 X — MEFTIE, OpenShift Container Platform 4.19 TldHR— kI h
TWEHA.

AR

e oc debug node/<node_name> AY Y RT/—RIZ7IVEALTW3,

o 0ot ERZFDODI—HF—ELTURTALILTIERATES,

FIR
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1. /thostz7 /Ny Iz )lADroot T4 LIV MN)—ELTEELZXT, 7/%Y 7 Pod &, Pod A
D /host ICTRA MDD root 77 ANV AT LEYDYMNLET, rootT4 L2 M)—% /host I
BHEHITDE, RAMNDEFTNRRAILEEFNZNNA ) —AE{TTEET,

I # chroot /host

2. AT av:TFIAINRDAA—IDRODYICRBA A -V A FERAT2HENH ZHBEIE. root
A—HF—IDDKR—LT 4 LY ~)—Il.toolboxrc 7 7 { LEEH L., 1 A= DAY T—H
ZHEELET,

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:latest 9
TOOLBOX_NAME=toolbox-fedora-latest €)

@ 77 avREIVFFILIRMNY—EBELET,
@ FmTIREX—VEEELET.

g F 7V avitoolbox AVFF—DRELEEELE T,

3. RODOAYY RAEAALT toolbox AV FF—%iEEILE T,

I # toolbox

R

L7 D toolbox Pod "9 TICEITINTUWSIHZA. toolbox I7 ¥ NIFLT%
H 7L £7: 'toolbox-' already exists.Trying to start....sosreport 75 71 > @
FRE% @k 9 % ICIE. podman rm toolbox- % L TE{TH®D toolbox AV T
F—%EHIBR L. FTLWtoolbox AV TFFH—4EML T I,
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BROE UV 7 A —HERODEN

61 IVSRY—N—=2avF Tz MEaFRALTISRY —EHKEENT
%

2 1) —%%Ef7L T clusterversion ') V —XZHET 5 Z £ IZ L Y. OpenShift Container Platform %
A —HROENZERIFTEET,

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
e OpenShift CLI (0c) B’ Y 2 h—ILI T W3,

FIR

L 9528 —n"=yay, afAK. 7y 794 L BLP—BNRRT—HRADI T —%ET
L/i-a—o

I $ oc get clusterversion

H A B

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. V3R —1HROFMLEN, BEFOTRAY., BLUEFEEZIELIY,

I $ oc describe clusterversion

Hoh B
Name: version
Namespace:
Labels: <none>

Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-
release@sha256:a956488d295fe5a59¢c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457
State: Completed
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Verified: false
Version: 413.8
# ...
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BIE NS TN a—FTavT
JLAVARN=IDNSTINDa—FT4V7T

7114 Y XA = )VOREBAELET 25T DH 5!
OpenShift Container Platform 4 Y X h—ILDBED cZ TV Ya—FT 4 VBRI, 41 VA h—)LO
JEERLT, M@’ RELLEBEZHNTEET, RIC, TORBICEETZZMT—9Z2RELE
-a—o
OpenShift Container Platform 4 > X M —JUIELL T DEREICHE > TEITINFE T,

1. Ignition BXE 7 7 1 ILHMERR I N E T,

2. T—RMRMSyTRoupEFHL, avbO—ILTL—yI o VDREICHER) E—N)
YV—2ADKAT A VT AEBLET,

3. avbhO—ILTL—uvIvid. T—RMNANSYTIOUNSLYE—RNYY—RETIVTF
L. @& TLEY,

4, A O—NLTL—UII VT RANSY T VAERALT, eted VS5 RY—%1ERL
i’a—o

5. 7— MRSy I UE Fiiletcd VSR Y —%EH L T—EMA Kubernetes 3> hO—
WTL—raEBELET,

6. —BHAIaYNO—ILTL—Vik, EBEBIY MO—LTL—VAEAY NO—ILTL—VTY
JICAFTa—I)LLET,

7. —EMALIy  O—LTL—YiE vy MOV L, AV bO— L EEEBI N O—ILT
I/_\/‘:ﬂgbi-a—o

8. 7— MR MZ v F< T VId OpenShift Container Platform AV R—% > M &EHEFHI Y bO—
WL —VITEBMLEY,

0. AVAM=NTOVZLR T NANSY TRV ES vy MOV LET,

10, AavbA—NLTL—VvEI9—H—/—RaEty N7y T LZEY,

N a2y bO—)L7L—2IE—&ED Operator DX TEMOY—ER A4 VA M—=ILLET,

2. V5R9—@EHR—FINZRETOT—H—I Y VOERBE, HEDOREICHLEREY D

AVviR—xv k&S vO0—RL, BRELZEXT,

7102 1—H4—|(l&o>TTF7OEEY 3=V IEINBAVIZRANIVFv—DA VA ~M—
JVICET 2EESIR

TI2AIWNDA VR RN=IVEEIF, AVAN—5—TTOEY 3=V IINBAVITISARNTVFv—
Td AVAMN—=5—TFOEYIZVIINBAVIZANSIF v —U SR —DIFA.
OpenShift Container Platform (&, #RL—F 4 Y IV AT LBREEL I IR —DITRTOAIE %
BELEY, ARELGEIE. COBEEFRLTISRAI—MVYIZRANSVFyr—D7OEY 3 ZY
TERTFOFEEZEASELDICLTLEIW,

OpenShift Container Platform 4.16 (&, I —H#—HDMBICIRHT 21V I7SA NIV F v —IC4A VR
h=ILT2IEETEEY. CDAVYAM—IUVEEEFERT2HBAR. 1—¥—(IlL>TTFAEY 3=
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VIINBAVISANSIFv—DAVAPMN=ILRFIAY MIFERELHLTLEIW, T A
VAMN=IEHIUTDERBSEEZRESR L TLEIL,

® Red Hat Enterprise Linux (RHEL) Ecosystem Z#EER L. BRLIH—N—N—KD 7 FE
R8TV / OV —mIFICRHEE I LTV S Red Hat Enterprise Linux CoreOS (RHCOS) # R —
POL~NLZHIBILET,

o ZLDRB/ERESLIVIZTVRRIETIH, YAMNARL—FT A VI RATALICI—V Vb
HEAVAN—ILTIRELHYEST, ThODI—V v MAF—Evty MNEHTF 704
TIN5 F— 1IN —70—RELTAVRAM=ILINTWVWB I EEHEBELET,

o FMANL—Y, FAVUFIYRY—ERIL—FT41 VY, /—REKXMEZD Kubernetes FA &
ANDERER, VSRAI—DBEERT— ) VTR EDOKEEBMICT 2BEIE. 757 K704
T—DFHEEEAVAN—ILLET,

pa )

BR237Z5R7ONM5—DY Y — A& HEHE 7 OpenShift Container
Platform RIBETD V57 K 7ONA ¥F¥—DfEEEAMIC LY., EHOYESE
IR T Sy M7+ —LILELNZ 057 RTONM S —DHEEBMIT S
ZEWETEEFRA, /—RSA47H142)bay bO—5—7Tlk, BEETO/NA
H—DNEICHZ /) —REISRAY—ICBIMTRIEETES, BHDISTUR
TONA T —DREEIBET DI LIETEEEA,

o YUty NFELIFBEEMAS—"Y) VU %EM L T OpenShift Container Platform ¥ 2 X4 —
J—RNEEBMICTOEY 3=V I3 20 EN’HZHE. TONMI—BEDY YV APl £
NBETY,

o FERLAIVZURTONA S =1, M7 7O4 A bDO—EE L Tlgnition5ZE7 71 )L &
RAMIBATEZHEEZREBETIHEDIDZERLE T, BELABWEEIE, HTTP H—/N—
ZEAL Tlgnition SREZ7 7 A IV R A NT2RENDHY FT, Ignition RE T 7 1 ILDREED
NSTINa—F1VT%5TFIFIBIE. INOD2DO0OFEDEELETTOM1TEMNICELD
TERYZEY,

o MHAAHAIAVTFH—L IR NI —, Elasticsearch, Prometheus B EDA T a v DI L —A
D=7 AVR—3x NeHBETILERHDIGEIE. ANL—YEFHTTOEY 3 ZVJT
ZREFHYET, TIAINNDRAMNL—U IS RUE, BARBICEREINLRWRY, 21— —
IC&>TTAEYaZVIINBZAVITRARNSIF Y —DA VA M=) TEEZRINFE
Ao

o O— RNZUH—E, THMDEL OpenShift Container Platform IRIEICHZ T NTOHOIV b
O—IIL7FL—>/—RICAPIEREZ QBT 272OICHETY, OpenShift Container Platform
DNSIV—F 4 YT BLVR— FDEKZRBLT TCPR—RDEFIHY )1 -3 v &
TXXY,

7.1.3. OpenShift Container Platform 1 > X h—JLRID O — KNSV H—REDHEER
OpenShift Container Platform 4 Y X h—JLZBIR T $HIIC. O— KNS U H—DREZHRL TKE
-S \I\Q

AR &M

® OpenShift Container Platform 4 > 2 b —JLDEFED7=HIT, BIRLAAZLO— KNSV H—
ZRELTWS, LLTOHITIE, HAProxy Z {8 L 7= Red Hat Enterprise Linux (RHEL) " X b
ICEDVWT, BEBY—ERE2I SR —ICRELET,
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® OpenShift Container Platform 4 > 2 k=)L D#fE D 7= IC DNS Z 58 E L TW %,

e O—RNNFUH—ADSSHT IV EADH 5,

FIR

1. haproxy systemd Y —EZXDNT7 V74 TTHZ I L =HRLE T,
I $ ssh <user_name>@-<load_balancer> systemctl status haproxy

2. O—RKRNSUH—HDPREBRR—KFNTY YRV LTWEZEAHALET., UTOHITIE. R—
N 80. 443. 6443. B L1V 22623 A BB L X T,

® Red Hat Enterprise Linux (RHEL) 6 TE{T L TW% HAProxy 1 Y X9 V ADHE
(I, netstat IvY FZFEALT. R—bDRT—9R%EHRLFT,

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

® Red Hat Enterprise Linux (RHEL) 7 £71& 8 TE1T L TW% HAProxy 1 Y 249 ¥ A D15
A, ssIVYREFALT. R—MDRT—9R%EHERLFT,

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'

R

Red Hat |, Red Hat Enterprise Linux (RHEL) 7 LAB% M netstat T (374

. ssOAVYV REHWELTWET, ssid. iproute Ny F—Y TREINZE
¥, ss AV RDFFMIX. RedHat Enterprise Linux (RHEL) 7 /87 # —< >
AFa—=vJHA R EZBRBRLTIEIW,

3. D4V KA—=RKRDNS LO—=KRAA—=RKNSUH—IFRINTWE I E%#HRALE T,

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. OpenShift Container Platform 1 Y 2 h—5—DOJ L NILDIEE

7 # )L N T, OpenShift Container Platform 41 Y XA h—5—d0O 7 L RJLiFinfo ICREINF T, K
B L 7= OpenShift Container Platform 4 > 2 h—JLDBMBFICL YEMARO X Y VDR ERIBEIE. B
VA VA M—=ILEFAT BEIC openshift-install O 7' L X)L % debug ICB| X EIFB5 2 ENTEET,

AR

o fVAM—IJVKRAMITIERATES,

FIR

o AVAM—=IERIBTIHEIC. 1 VAM=)ILOOYLR)L% debug ICRELE T,

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug
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ﬂ a7 LARJIVICIE, info, warn, error. H LU debug AEFNFE T,

7.1.5. openshift-install A< > FEAEDOBBED N Z TV a—FT1 VT
openshift-install < >~ ROETICHEDNH 2HEICIE. UTEHRL T I,

o A VR M—JLidIgnition FRETZ 7 A ILDERKD S 24 BEREILINICEIB I L TWLW 5, Ignition 7 7
AIELLTOOY Y ROETEIERINTWS,

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml 7 7 1 JLIFA VA h—F—ERALCTA LI M) —IlH B, RBEA VR M—
JLIXZ A Jopenshift-install --dir 7 7> 3 VA FA L TEEIN2HBE. TOTA LI M) —
IC install-config.yaml 7 7 f L\ EETZ & 2R LE I,
7.1.6. 14 V2 M=)V DEH DB
OpenShift Container Platform 4 Y X h—ILDEH E LT, SLANLDA YA h—Ib, T—rZA KT

7. Loy hOo-ILFL—roOlEE=ZY—TEFT, ThicLY, 1 VAN -ILDEBE LY
BAFEICIBIR CTE B L DICARY, A VA MN—ILAKKMT 2EBEAFELYT LAY XT,

=S5
e cluster-admin 7 S 2% —O—J)VAFOIDI—HF - LTITRI—ITIERTE S,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,
o KRAKMNANDSSHT7 IV EZANHBI &,
e J—hrRISyTBLVIAYMA—ILTL—V/—RORLEBMRNXAA VEDH D,
ya 13!

#HE D kubeadmin /X2 7 — R, 41 VA M—JLIRX bD
<install_directory>/auth/kubeadmin-password (C%H ') £,

L AVAM—=ILOEBIIIHELTA VA M —=)LOTAEERLET,

I $ tail -f ~/<installation_directory>/.openshift_install.log

2. BEERICT— MR MZ v 7/ — KT bootkube.servicejournald 1=y hOJZEHLFT, &
nICEY, ROV " OA—LTL—VDT— ANy TEARILTEE
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —ROZLEBMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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R

77— MR NS v T/ — KD bootkube.service ® O 4|3 etcd D connection
refused T>—%2HAL. T— A NSy TH—R"—parbOo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV MO—ILTL—>
J—RTiEEIL., /— KRBV SRY—ICBMLIZEBICIEK., TS5—@dEELALR
3139 TY,

3. BEgoIY bO—IL 7L —> /— KT kubelet.servicejournald 21 =v hOJ#EEH L7,
kY, avkO—LTL—Y /) —RI—YIz VI NDTIT4ET A —ETRLTEZX
ER

a. ocAFRHLTCOVAERLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' eEL 2 WEEIF. KDYICSSH ZFEALTOJ %52 L £9 ., <master-node>.
<cluster_names.<base_domain> %@t/ EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. BEEOIY bO—)LFL—> /— KT crio.servicejournald 1=y hOJZEHLFT, &
nic&yY, avbO—LFL—Y/—ROCRF-OAVTFT—FVIALDTITAET1—%
ARETEET,

a. ocAFHLTCOVAERLET,

I $ oc adm node-logs --role=master -u crio

b. API D' #eEL 2 WEEIF. KDYICSSH ZFEALTO V%2 L £9 . <master-nodes.
<cluster_names.<base_domain> %@t EICE XX T,

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

717. 7—RNA KNSy T ) —RDOZLT—Y DINE

T—rANSy TEAEDOREIRE LBE. 7— M KNS5y 7/ — KH 5 bootkube.service @D
journald 1=v hOJ B LIV FTF—OJERETEET,

Gl s
o J—KNAKNSYT/)—RADSSHT VAL H B,
o J—KNAKNSYT /) —ROZBLEBEERAA VEDH D,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MNT BI5E. HTTP Y —/\—D 288
KA VEBELIVR—"NESHBETY, HTTPRAMADSSHT7 VEZRERETT,

FIR

. 7= MNANSY T /—ROAVY—ILICT I EATEZHBAIFK. /—Rpradq4>r7ary7k
ICEBET ZFETCOAVY—ILEERLET,
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2. Ignition 7 7 A1 ILEREEMRFEL £,
o HTTP H—/—%{EMR L Tlgnition:&E7 7 1 ILE KA NT BH4E,

a. 7— MR KNS v T/ — KD Ignition 7 7 1 JL URL 282 L £ 9. <http_server_fqdn>
HEHTTP H—N—DTLEM N A VRICEZIHMZAET,

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

AT aviEANY I —DAHERLET, Ignition 7 7 A ILHEEI N URL T
FERBERZEES., OXY RIZ2000K R57—49 R % RLEFT, THDFBETEAR
W& X, O~< 2 KiZ 404 file not found %3k L £ 9§,

b. Ignition 77 A IV T—hMRAMSY T/ —RTREINLIEE2HRT DITIE, 1=24A
RAMNDHTTPH—NN—OJDIIT)—%2FRTLET, & XX, Apache Web H—
N—7% AL Tlgnition Z 7ML ZRHET 2HEE. LTFOAYY REZAHNLET,

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

T—hZNZ v Flgnition 7 7 1 L DREINBI5E. BEMITSNAHTTPGETO
TAYyE=VICEBERDPHID LI E%2TRY 200 0K DFRINRT —H ANEENET,

c. Ignition 7 7 1 ILHBZEINTWRWZEIZIE, Ignition Z 74 ILDEFEEL. ThHIC
REARZ NOBET R T 7AIILBEL T Web Y —NRN—R—3I v a3 H3I L% EE
ML X7,

o VSURTANA I —DAN=ZAL%EFEAL Tlgnition EZ 7 AV EHEFT 04 AV
D—EE LTHRRAMIIBEBAT ZHE,

a. 7= hMNZANSYF/—ROaAVY—ILEERL. 7—bRKNZ v T/ — KO Ignition
T77ANVEELKIFATEANZXLDEELTWEILEI N EERLET,

37— RN T/ —ROBEYETONEZRAMNL—ITNA ZOATAMEERRLE T,

4. T—MRAKNSY T /) —RIZDHCP H—N—D5 P 7 RLAHDEIY BTSN TWE I & 5HEER
LEY,

5 7— MR NZ v 7/ — KH 5 bootkube.service journald 1=y hOJZINEL &
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —RKROZLEBMHRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

pa )

J— MR NS v T/ — KD bootkube.service ® O %13 etcd D connection
refused T>—%HAL. T— A NSy TH—NR—parbOo—LTL—V
J—RDetcd ILEHRTERVWIEARLET, eted IV MO—ILTL—>
J—RTiEEIL., /— KRBV SRAY—ICBMLIZEICIEK., TS5—@EEELALR
3139 TY,

6. 7—NAKNSw T /—RavF+r—r o052 RELET,

a. 7—MRANZ v T/ —RTpodman 2fFHL TRV %ZEL 7, <bootstrap_fqdn> %
T—hAKNS YT/ —ROZLEMNXA VRAICBEESHAFT,
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$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. 7= A NSy TTOERRICKBLHZEIF. UTE2ERELFT,

o VA M—JLIRA D5 api.<cluster_name>.<base_domain> Zf#RTX X9,

o O—RNSUYHY—E@FT—FARSyTBLTIY NO-ILTL—V /) —RADKR— b 6443
EHRex70x>—LFd, 7OF > —5&ED OpenShift Container Platform @1 ¥ X k—
WEHEFHZLTWEIE2HRLET,

718. a2 hO—ILTL—>/—RDA YA MN—=I)LORBEDRE
A hO—WTL—v/—ROA VA M—VICE@ED H BIHEICIE. I hO—ILTL—r /=K,
OpenShift Container Platform YV 7 kD T 7E&HZE R Y N7 —7 (SDN). 8L U R Y kT —7% Operator
DAT—4 A%HH L F9, kubelet.service. crio.servicejournald 2=y hO %, LI hO—
W=y /—RavrFr—aOJ%=R&EL, avhO—IWVL7L—Y/—RI—Yxzv b, CRFOOVT
FT—Z VML, BLVPPdT7IT1ETA—ZTHELLET,
([} =355

e cluster-admin O—J)LAFD221—HF—& LTI TRYI—ICTIVERTE S,

e OpenShift CLI (oc) ' Y A h—ILEIhTW3,

o RAMNADSSHT7 VAN HBZ &,

o J—RZAKSyTBLUIYNO—NLTL—V/—ROREEBMNAA VENH B,

o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILE KRR MT BI5E. HTTP Y —/—D 288

KX VEBLIUVR—INESHBRETYT, HTTPRAMNDSSHT7 V2R EMBETT,

y 13!
#HE D kubeadmin /X2 7 — R, 41 VA M—JLIRXA bD
<install_directory>/auth/kubeadmin-password (C%H ') £,
Fa
LAY hO—IWFL—=—r/—ROOAVY—IWITVERATERIHFEIE. /— KO Jq14> 7Oy
TMIEETZETAVY—IEERLET, 41 VX M—JLBIC, Ignition O X v tE— &0
VY =IICHADINET,
2. Ignition 7 7 1 IV EE R L F T,
o HTTP H#—N—%FEHL Tlgnition FREZ7 7 1 ILE KRR MNT BI545,

a. A bO—=)ILTFL—>/—KDIgnition 7 74 JL URL 2552 L £
¥, <http_server_fqdn> % HTTP H—N\—DRL2BEIRN X4 VRICBEIBIF T,

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ
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AT aviEANY I —DAHERLET, Ignition 7 7 M ILHIEEI N/ URL T
FIRAgERZES. ATV KIZ2000K 27— 2 &R LET, ThAFETER

b. Ignition Z 7 A IUAAY FO—=ILTFL—Y /) —RTREINLIEEHRTBICIE. B
BAIRZ NOHTTPH—N"—0OJ DI TY —%ETLET, & XL, Apache Web
HY—N—Z%FEAL Tlgnition 7 7 1L Z2 1R T 2HFEIE. UTZERL T LI,

I $ grep -is 'master.ign' /var/log/httpd/access_log

Y A% —Ignition 7 7 A ILHRIEINBIHE. BEMITONZZHTTIPGETA YV X v
VIR ERDKII LI %Y 200 OK DEHIRT—F AD@ENET,

c. Ignition Z 7 A ILDREINRD 27cBE. INDRMAIKRI MIFRET B &2 ER
BALET, BURT7AILELVOWeb H—N—DNR—I v arvpBERINTWS
EEHEERELET,

° 957FTDN4§ ®xt-2A%ﬁﬁbt@mmn&E7 AIVEDEHT7O4 X b
—EE LTHRAMIHEAT 56,

a. dAvbhO—ILFL—rv/—ROavY—IJ)LEESRL, JvhO—ILTL—Y/—ROD
Ignition 7 7 A ILEIELLKBATB2ANZXLDHEEL TWENE DI ERREL X,

vhO—ILTFTL—Y /) —RICEYHTONZAN L= TN ZOTHAMEESELET,

4. AV bA—=ILTL—Y/—=KRICDHCP H—N—HWSIP7RLRADEYLE TSR TWE I &S
EEDIL\ L/ i _a—o

yhO—ILTFL—V/)—RORAT—YRAEHBILFT,
yhO—WILTFL—V/)—RORAT—HYADIIT)—%E2TLET,

I $ oc get nodes

b. A hO—ILTL—r/—ROWEFhhh Ready 27— XITEL TULWARWEEIE, 5
7/ — ROFRIAZEEL T,

I $ oc describe node <master_node>

pa 3]
4 VA M=ILDEREIC L Y OpenShift Container Platform API H'3E4T T X 4R

{Ho7zY, kubelet &/ — R TEEEITINTLWAWSSE, ocAVY VK
AERITTBEIEFTEEHA

6. OpenShift Container Platform SDN D 257 —4% X #¥|5I L £ 9,

a. openshift-sdn namespace T. sdn-controller., sdn, 8L P ovs T—EVEY FDR
& Z %EEEL L/ i -a—o

I $ oc get daemonsets -n openshift-sdn

b. Zho5dD!) Y —ZXH Notfound & LT R RMRRIINTWBIHFEICIE, openshift-sdn
namespace M Pod #HEE L £ 9,
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I $ oc get pods -n openshift-sdn

c. openshift-sdn namespace T L 7= OpenShift Container Platform SDN Pod ICE8E Y %
OJ%EBLET,

I $ oc logs <sdn_pod> -n openshift-sdn
7. VSR —DRY NT—VREDAT—H A =WELES,
a. V2R9—DRYy NIT—UBENFRETIHNEINZHERLET,
I $ oc get network.config.openshift.io cluster -o yaml

b. 1 VAN ==Y NT—VREDEMICKH LZIFE. Kubernetes¥=Z7 T RAMNAEFH
BEEML., AvtE—YOHRNDEERLET,

I $ ./openshift-install create manifests

c. openshift-network-operator namespace T Pod D X7 —4% X 52 L. Cluster Network
Operator (CNO) BETINTWBENE I L ZHIFIL £,

I $ oc get pods -n openshift-network-operator

d. openshift-network-operator namespace M5 *r v k7 —7% Operator Pod A7 %= X&E L &
ER

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. B> hO—J)LFL—>r /— KT kubelet.servicejournald 1=y OV EZERL T,
Zhic&Y, v hO—ILTL—V /) —RI—VIVMNDT7IT4ET4—A2AHRLELTEZE
ER

a. ocAFRHLTOVERBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' #eEL 2 WBEIF. KD YICSSH ZFEALTOJ/ %R L £9 ., <master-nodes.
<cluster_names.<base _domain> % @Et) R EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service
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R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITY, 73R
Y —DEREFEHAT SITIE. Operator #FRLE$., SSHEFERALAEY S
R —/) =R DTV ERAEHEINFE A, SSHRHATHRMT—4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc Y ¥ REEIT
LTIEINET—IDNTDTHZDNEI N EERL TLEIWL, 7L,
OpenShift Container Platform API B FIF T X R WEE Y. kubelet 1'% —
v N/ —RTHEUICKEELRWGE, oc BRIEVNZOREEZZITET, Z
DiFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
EFERALT/—RNIC79EATEET,

9. EEEMOY hO—ILFL—>/— KT crio.servicejournald 1=y hOJZEFLET, &
nic&Y, avbhO—LFL—Y/—ROCRF-OAVTF—FVIALDTITA1ET1—%
ARETEET,

a. ocxAFRELTOVERBLET,

I $ oc adm node-logs --role=master -u crio

b. API D' #gE L W 581X, KD YICSSHAMRALTOV 2L ET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. Ay hO—LTL—> /=KD varllog/ DFICHBHEDT TT74 LI M) —H 607 %INE
L/i-a—o

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—E2HRFLET, UTOFTIE, TR
THIY hO—JIL7TL—> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 71 L% 1) X
PRIRLET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. ivarllog/ 4774 L2 M) —ADRFEOT AR LET, UTOHIE. §XTOIV b
A—J)L 7L —> /— RKH5 [varllog/openshift-apiserver/auditlog 3> F >V E#HAO L
ER

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. APIDHEREL W SIE, RDYICSSHZERALTE/ —FOOJ %A LET, UTD
f5lid. /var/log/openshift-apiserver/audit.log # X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

. SSHAFERLTCaAYNO—ILTL—Y/—ROaAVTFFr—aOJ5HEBLET,
a. Avsr+r—%=—8BxXRn~LZET,

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a
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b. crictl #FRALTCIYFF+—DAJVEZREBLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

2. avbO—ILFL—r/—ROBREICEELIHZHBEICIE. MCO. MCOTY RKRAV M &
SUDNS LO—RHOBEBEL TWB Z & 2 HFR L £9, Machine Config Operator (MCO) (&,
AVARN—IVEILAR L =T A VIV RATLDEREEEELET, YRATL7O0vIDBELE
FERAE DB MR LF T,

a.

MCO TV RRA Y RAFIAAENE I N ET A ML ZET, <cluster_name> % @EHI R {EIC
BEXHMAET,

I $ curl https://api-int.<cluster_name>:22623/config/master

IV RRAVIDIEELBWGER, O— RS UH—DORELZERLET, TV RS
VIRDR—F 22623 TEITINDLIREINTVWE I L 2HALET,

MCOIYRRAYPMDDNS LOA—KRHPEREIN, O— RS UH—ITFLTERELTWL
I EEHELET,

. ERIN/IZMCOIYRRA VY NEDDNSILY I Ty THEEFTLET,

I $ dig api-int.<cluster_name> @<dns_server>

i O—RNRASUH—DEYLETOHNAEMCOIP 7 RLRICH L TCHEB|XSBAEETLE
E

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

MCOMNT—hMRANS YT/ —ROLEEKEL TV E2BALE
¥, <bootstrap_fqdn>% 77— A KRS v T/ —ROZLEMRNAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

YRAFLAOY I T—RZANSY T TRI— BLVT—H—/—FETRABIN
ZRENHYET, &£/ —RFOPRTL00v 7 DSREHE & BFIRABPOME2ERL £
ER

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

AEEAEDAEMMEEHIRB LI T,

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

719.etcd 1 VA MN—ILDOEBDRAE

A VAN—JVEFIC etcd DRI RE L= EICIE. etcdPod DRAT—H R &R L. etcdPod OV %
INEETEFT, etcdDNS LO—RZHEZEL, v hO—ILTL—Y/—RTDNSOARAMLAHIET S
ZEETEEY,

=S5
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FIB NS TN a—FTaVT
e cluster-admin A—J)LEFDODI—H—E LTISARY—ICTIVEATE S,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,
o RANADSSHT7 VR HDZ &,

o OhO—ITL—V/—ROZTLEBEERAA VELH D,

FIE
1. etcdPod DAT—4% R %=WHARLZET,

a. openshift-etcd namespace @ Pod DA 7 —4% A =MEAL £ 7,
I $ oc get pods -n openshift-etcd
b. openshift-etcd-operator namespace ® Pod DA 7 —4% A &#MHEL X7,

I $ oc get pods -n openshift-etcd-operator

2. BRIDOY Y RTY R MRERIINS Pod DWW F1HIC Running % 7-1& Completed 2 57—%
ABRRIINBRWIGEIE. Pod DBEIIBEREZINEL XT,

a. Pod DA Ry MNEREZRELE T,
I $ oc describe pod/<pod_name> -n <namespace>

b. Pod DAV ZHRAEL XT,

I $ oc logs pod/<pod_name> -n <namespace>

c. Pod KEBDI VT F—HH2BE. FIBOITY RTIS—HAMERIh, IvFF+—4%
BIZ—AvE—YIKEEINIEY, FAVTF—OOJZRELIY,

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. API DHEBEL R WNEEICIE, RDYICSSHAZFERALTEIY MO—ILTL—> / — KT eted
Pod 8LV v7+—0O7 %R L %9, <master-node>.<cluster_name>.<base_domain>
EEYIRMEICEIBAET,

a. HEavbhO—IL7TL—r/)—RiZetcdPod 1) A NKRRLZFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. Ready A7 —4% ANKRINA W Pod ICDWVWT, Pod DATF—Y ADFEMEREL F
9, <pod_id> ZFHRD AT ROHEAICY A MRRIINTWVWS Pod D IDICEZ#HA F
ER

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>

c. PodICEAESTZaVTFF—%2YRMKRRLET,
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$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. Ready 2 7 —# ADNKRRINTVWAWI YT F—DIFHEIE. AVTFTF—DRT—4 ADFH
MERELZ T, <container_id> ZFRDIY Y ROEAICY A MKRRINATWEAV T
FT—DICBEX#AFT,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready R 7 — ¥ ANARFINTWAWI YT F—DOOJ %A L 9. <container_id> %
RO ITY ROHAIK—BERRINTWEIVTF—IDICBEIBZAET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4%7/ITY, V3R
Y —DEREFEHAT SIIE. Operator FRLEd., SSHEFERALAEY S
A=) =R DTV ERAEHEINFEA, SSHRHATHRMT—4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REEIT
LTIEINET—IDNTDTHZINEINEHRL TLEIWL, 7L,
OpenShift Container Platform API B FIF T X R WEE ¥, kubelet 1'% —
Tyv b/ — RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET, I
DiFEIE. KH Y I ssh core@<node>.<cluster_name>.<base_domain>
EZFERALT/—RNIZ79EATEET,

4. O hO—ILTL—V /=R TFS543)—B8LUVtEHVHS) — DNS H—/N—3EfGAREEL
i’a—o
7110.a>r hO—J)LTFL—Y ./ — K®Dkubelet 8 &LV API H—/N\—DEBEDRAE
AVRAMN=IEICOYMAO—ILTL—Y /) —R®Dkubelet BL W API H—/NN—DOEEAFAET 5113,

DNS., DHCP, 8&LUO—RKRNSUH—DHBEEERE L T EIW, T/, AREOEMHREHITINT
WARWZ &EEEELET,

AR
e cluster-admin O— )L &2{F 21— —& LTITRI—ICTIERTE %,
e OpenShift CLI (0c) B4 Y2 h—ILI T W3,
o RAMANDSSHT7 VAN HB I &,

o OhO—ITL—V/—ROZTLEBERAA VELH B,

FIR

1. APIH—/A—@DNS L O— KA hO—JLFL—> / — RO kubelet % https:/api-int.
<cluster_name>.<base_domain>:6443 IC¥ (L b9 BHZ & %#MRALZFd, LO—KHO—
RS —%SRIBE2HRALET,
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2. O— RNSYUH—DIR— N 6443 EZENEA MO—ILTL—V /) —RAESBT BT & 5FER
LEY,

3. DHCPICE»TEA®aAY M O—ITL—Y /) —RDKAMNEGHEEINTWAE I EAFEERL
i’a—o

4. £ bO—J)L T L —> /— KT kubelet.servicejournald 21=v hOJVEZRELE T,

a. ocxAFERHLTOVERBLET,

I $ oc adm node-logs --role=master -u kubelet

b. API D' #eE L2 WEEIF. KDYICSSH ZFEALTOJ %R L £9 . <master-node>.
<cluster_names.<base _domain> %@t/ EICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% /I TY, 73R
Y —DERZFEHAT ZIIE. Operator FRALEd., SSHEFERALAEY S
R —/) =R DTV ERAEHEINFE A, SSHRHATHRMT—4 DINE
%179 %RE1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIHNEINEHRLTLEIWL, L.
OpenShift Container Platform API B FIF T X R WEE Y. kubelet 1'% —
Tv N/ —RTHEUICKEELRWGE, oc BRIENZOREEZZITET, Z
DiFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
EFERALT/—RNIZ79EATEET,

5. Qv bA—=ILFL—Y /) —K®Dkubelet OF TEBAZDAEMMEARDOA v -V DEEEHFEL
F9,

a. ocAFRHLTOVERBLET,

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. API D' eE L2 WEEIF. KD YICSSH ZFEALTO V%52 L £9 . <master-node>.
<cluster_names.<base _domain> %@t REICE XX T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7ZAN. T7—H— /) —RDA VA MN—=ILICEAET 2BEDOREE

T—A—/—RDA VA M=IVICEBIH2HBEICIE. T—H—/—FDRAT—Y XA %HRTEX
9, kubelet.service. crio.servicejournald 1=v hOJ, BLVPT—H—/—RaAVFF—OT7 %I
gL, 7—H—/—RI—YzzV M CRFOAVFTF—FVFM L, BLUPPdT7IT1ET1—%
AR LET., I5IT, Ignition 7 71 IILE LV~ APl Operator DHEREA SR T 22 & HTEZE
T T—H—/—RDA VXA M—IVIEDEREN KRBT 2355 (1E. Machine Config Operator (MCO) & &£
U'DNSHEEERERELE T, F/ho T—RAKMS Y YRY—, BLUVT7—H—/—REDYRT A
o0y 7 DEBAZHERL., SIAZZRIETEIEHTEET,
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(1} =355
e cluster-admin O— )L &2{F D21 —HY—&E LTITRI—ICTIERATE %,
e OpenShift CLI (oc) ' Y A h—ILEIhTW3,
¢ RAMNANDSSHT7 VAN HZ I &,
o T ARSIV TBLIUVT—H—/—RORLEEBMRNAA VEZLH B,
o HTTP H#—N\—%FEHL Tlgnition FRE 7 7 1 ILEKRRA MT B4, HTTP H—/—D 288
RAAVERABLIVR—FESHIRETY, HTTPRAMANDSSHT7 7 ERAEMETY,
e
#HD kubeadmin /X277 — K&, 41 VA M—JLIRRA MD
<install_directory>/auth/kubeadmin-password (CH ') £,
FIa
L 7—A—/—RDIAVY—=WVIITVERATE2HGIEF. /—RPOJ4 07Oy T MIERET

2FETCAVY—IEERLET, 1 VA M—JLBFIC, Ignition O Xy =TV —ILICH
pARE (F- 3 I8

2. Ignition 7 7 f LR EEFER L £,
o HTTPH—N—%EAL TlgnitionFREZ7 71 LA KR N BI54H,

a. 7—A—/— RO Ignition 7 7 1 JL URL =#E52 L £, <http_server_fqdn> % HTTP
P—N—DRLEBEHNAA VRAICBEITAFT,

I $ curl -I http://<http_server_fqdn>:<port>/worker.ign ﬂ

AF T aVEANY I —DHERLET, Ignition 7 7 M ILHFEEI N URL T
FIRAgERZES., AY Y RIZ2000K RF—49 2 5RLET, ThAFBETER
Wig&EIE, O~ ¥ K 404 file not found %R L £ 9,

b. Ignition 77 A IV T —H—/ —RTREINLI EZHRT HICIE. HTTPRAMD
HTTP H—N—0OJ DI T —%ETLET, /=& L. Apache Web #—/N\—% &
L Tlgnition 7 7 1L ERET 2B EIE. UTEEEBLTLEIW,

I $ grep -is 'worker.ign' /var/log/httpd/access_log

7 —A— Ignition 7 7 A LDBZEINDHE. BEMITONZZHTTPGETOV X v
T—VIEERIEI L2 &E%RT 200 0K DRI AT—9 ADNEZENET,

c. Ignition 7 7 1 ILHZEINAN > LBE. IHHVRBAKZA MIFRET S I E2ERE
BEELET, BUIRT77MILELO Web H—NN—DNR—I v aVyAEAINTWS
EEHEERELET,

° 957F7mw4§ DAH= XA%ﬁmbt@mmn&E7 AIVEDEHT7O4 XV b
—EE LTHRAMIHEAT 55,

a. 7—AhA—/—ROAVYV—)IVZEHRL. 7—h—/—R®DIgnition 771 IJLZEL &
ATBDANZZALIBEL TVWENE DI N ZHERLET,
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3. 7—A—/—RDEYETOLNERA ML=V TNA ZDOAAMEZHEERLF T,
4. 7—A—/—RIKDHCP H—N=D5IPT7 RLZADNEY B TOLNTWE I E2BREBLET,
5, 7—h—/—RODRT—9A%=HRLZET,

a. /J—RORT—HRDIVTY—%2ETLET,

I $ oc get nodes
b. Ready R 77— 4% ANKRRINBWT—H—/ — ROFMA/ — ROGRBAEZIBLET,

I $ oc describe node <worker_node>

p= T
4 V2 M—=ILDORBREICL Y OpenShift Container Platform API BT T X 4

{Ho7zY, kubelet &/ — R TEEEITINTLWAWESSE, ocAT VK
AERITTBEIFTEEHA.

6. A hO—=ILTL—r/—KREEERY, 7—Hh—/— K& Machine APl Operator Z{#fH L T
F7O43h, A7 =17 ENFEF, Machine APl Operator DR T —4% A &R L £,

a. Machine API Operator Pod D27 —4% 2 %R L £ 7,
I $ oc get pods -n openshift-machine-api

b. Machine API Operator Pod ® 2 7 —4 X A* Ready Tl W& (X, Pod DA R N %E
MRICPER L 9

I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. machine-api-operator 1> 7+ —0O7%8&&L 9, I 7 7F—I& machine-api-
operator Pod I TETINZ T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator

d. ¥7. kube-rbac-proxy IV TFF—OJEHEREL XTI, I 7T 7F—I& machine-api-
operator Pod I THEITINZE T,

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. kubelet.service journald 1=v hOJ %, BEEDT—H—/—RTE=ZF—LZFT, Thic
Y, 7—H—/—FRI—SzVMNDT7IVT1ET1—%0HIELTEET,

a. ocxAFRHLTOVEREBLET,

I $ oc adm node-logs --role=worker -u kubelet
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b. API D& LW gald, KD YICSSH ZEAH L TOV 2R L 9, <worker-node>.
<cluster_names.<base_domain> % @Et) R EICE XA T,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 S A% —/— K&, 1 32 —4% ) TY, V3R
Y —DEREFEAT SITIE. Operator FRLFd., SSHEFRALAEY S
R —/) =R DTV ERAEHEINFE A, SSHRHATHRMT—4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIHNEINERRLTLEIWL, L.
OpenShift Container Platform API B FIF T X R WEE Y. kubelet 1'% —
Tv N/ —RTHEUICKEELRWGE, oc BRIEVNZOREEZZITET, Z
DIiFEIE. KHYICZ ssh core@<node>.<cluster_name>.<base_domain>
EFERALT/—RNIZ7I9EATEET,

8. HENEMDT —H—/— KT crio.servicejournald 21=v bOJVEZEREFLET, ThiTkY,
T—A—/—RDOCR-OAVTFT—F V94 LDT IV T4 ET 1 —%ZaHRELTETET,

a. ocaFERHLTOVERBLET,

I $ oc adm node-logs --role=worker -u crio

b. API D' #gE L W58 1k, KD YICSSHAMHALTOYV 2L ET,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. 7—HA—/—KR®D Narllog/ DFICHZFEDH TT4 LI N =607 ELET,

a. varflog/ 774 LI M) —RILEEFNZ2O07D—EEZRFLET, UTOAIE T
DIT—h—/— KO Ivar/log/sssd/ ICH B 771 IL%E) A MRRLET,

I $ oc adm node-logs --role=worker --path=sssd

b. ivarllog/ Y774 LV M) —ADRFEO TR LE T, ROBITIE. IRXRTDT—H—
/ — R® Ivar/log/sssd/sssd.log DHRBAZHAL F T,

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. APIDHEREL WSS, RDYICSSHZERALTE/ —FOOJ%Z®aALET, UTD
fliL. /var/log/sssd/sssd.log # RX—2 & LTWE T,

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. SSHAEFRHLTCY—A—/—ROoavFF-—OJ =L £,
a. Avrr—%—8BxRRLZET,
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I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. crictl #FRALTCIYFF+F—0AJVEZREBLET,

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

N 7—H—/—RKOEREICEELNHBHEICIE. MCO, MCOITY RRA Y b, BLUVDNS L
JO—RAHEEL TWB Z & %R L £ 9., Machine Config Operator (MCO) I&, 4 YR k—JL
BRICARL—T 1A VI RATLDEREEABELEYT, YATAL7OYVDRBEEIHAEDEMN
MHEHRLET,

a. MCOITY RRA > MO FEAENE I NET XM LET, <cluster_name> % Et] 7B I
BXMAZET,

I $ curl https://api-int.<cluster_name>:22623/config/worker

b. TV NRA Y IPBELBRWGERK, O— KNSV —DREELHAELET, TV RKRA
YRR —F 22623 TEITINDLIREINTVWE I L 2HALET,

c. MCOZYVRRAVMDDNS LO—RAEEIN, O— KNS UH—IF L TERLTWL
I EEHELET,

. ERIN/IZEMCOIYRRAVNEDDNSILY I Ty THEEFTLET,

I $ dig api-int.<cluster_name> @<dns_server>

i A—RNASUH—DEYLETOHNAEMCOIP 7 RLRICH L CHEB|XSBAEETLE
£

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d MCONT—=RrZARS YT/ —RDOLEEBEL TVWEIE2RALE
¥, <bootstrap_fqdn>% 77— A KRS Y T/ —RKROZLEMRAA VEICEZTAZET,

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. YATLVOY I, T—hRANSYT, YRI— BLV®T—H—/—FETRBAEIN
ZRENHYET, &£/ —ROPRTL00v 7 DSREHE EBFIRABPOME2ERL £
ER
I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking

f. SIEAZEDBEMMELHRL T,

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7102. 14~ A h—)LIR D Operator AT —H ADY L) —

AV A M—=ILDIEDHY I Operator DRAT—H A %R TEEF T, FIFATE\ Operator DFMTT—4
ZEELET, Pending E—EBERTFIINTWVWED, T57—XT—4F ADdH % Operator Pod DO 7 % i
RLET, BBDHS Pod ICL>THAININ—ZAAA—VERIELZE T,
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=55

e cluster-admin A—J)LEFDODI—H—E LTISRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

1. V5248 — Operator T RTA VA M—)LOEDOY ICFIATRERRETHE I EEHAELE

ER

I $ oc get clusteroperators

2. WERFIAEZBRAEKR (CSR)NITARTERBINTWE I 2R LEYT, —D/ —RiF
Ready 2 5 —#% R ICIZBITI 9§, —ED Y 5 X4 — Operator IZREHD CSR 1 2355 1 F!
FATEQVWAREEN DY £,

96

a. CSRORT—HR%&MEL, V7 RI—IIBMLAEZTNRThOIIVYDISA4 TV ME&L

U —/N—FKIC Pending £ 7z | Approved 27— 9 ANKRRIINTWSB I E =R L F
ER

I $ oc get csr

H A B

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending 9

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

Q 254 TF7 Y NERD CSR,
Q H#—/N—ZERD CSR,

ZDBFITIE, 22DV UDI TR —ICEBIMLTVWET, CDYRARMIEISICEZL DK
AINZCSRIAXRTINDHREMELHY T,

CBIILET Y VDREBHD CSR §RTA Pending R 7 —4 RITR 5 7241 CSR AVEER X

NRWHBEICE, 757X VDCSRZERBLET,
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R

CSROA—T—Y aVIFEFMICRITIND D, I5RI—ICIY UV %E
N 1 BERELARIC CSR 2 &GE L T 23 W, 1BERBILRICEEE L AWSEIC

i, FEERREOO—T—YavhfiTbhh, &/ —RIC3 DLULDIIRENEFE
T2LIICRYET, ThODIAZTINRTZERRT2VENHYIT, &
#D CSR DEFRE., D/ —RI 47> MCSRIEYV T A% —D kube-

controller-manager | & > THEIMICERBINZE T,

R

RT A8 IVE & UMD user-provisioned infrastructure R ED T~ API T
ERWTSY N7+ —LATRITIINTWVWE I S5 RY—DIFAE. kubelet 121
FERAEEK (CSR) = BEIMICER T 2 A E 52 RETHIMENHY XTI, XK
NERINGWES, APl H—/N—2  kubelet ICHEE#ft T 2 R ICIRHEEIEAE D
WETH D78, ocexec. ocrsh, 8L UWoclogs A7V NIFIEFICET
TEZFEHA. Kubelet TV RIRA ¥ MIT VBRI Z2REICE. ZDFHRE
DEBNBETYT, IOHFEIIFHRCSRDODBEEZEHRL. CSRH
system:node 7z | system:admin 7' JL— 7'M node-bootstrapper — £
ATATY MIEL>TREINTWR ZEZHEREL., /—RFDID =8 L
x7,

o TNLZEERICERT BICIE. TRETNOBEWRCSRICUATOIYY FERTLE
_a—o

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names &, IRITDCSRD 'Y R kA 5D CSR DERFITT,
o FRTDIREHRDCSREZART BICIE. UTFDaAYY REEFTLET,

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

. Operator {1 RV hERRLE T,

I $ oc describe clusteroperator <operator_name>

. Operator M namespace AT Operator Pod DA T —4% A =MHERL £ T,
I $ oc get pods -n <operator_namespace>

. Running 257 —4% R &#72\ Pod OFFMAGRBEERELF T,

I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
. PodOJZR&ELZXT,

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>

. Pod R=A A=Y I|CEAET HEEIRELLIZGEICIE. XN—XAX—VDRAT—8 A %R
LET,
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a. BMEDH B Pod THEAINZIRN—RA X -V DFMZEEREFLET,

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. R=ZA A—=YD) ) -REHRZ ) A IRTLIT,

I $ oc adm release info <image_path>:<tag> --commits

7A13. kL= YA M=)l O T DINE

SSHF¥F—AAVAMN=)ITOVSALICEELTWRESIE. KBLEA VAN =IICEETBTF—4 %X
ETEFT,

P2
RITFOI SR —NOOJ 2 NEKT 2HE IR AT Y REFAL TRML A

VAM=IICEAT 207 ZRELET, RITHDI SR —o0T2RET2HEN
H 315 E1E. oc adm must-gather IY Y REFERALF T,

AR

® OpenShift Container Platform @4 Y A k=LA T —KFXA NSy 77O DR TEIICKEL
TWa, 7—hZANS5v 7T/ — REEFHT, SSHTP I LR TE 5,

e ssh-agent 7Ot REAVE21—49—LETT7I 71T THY. ssh-agent 7O EA VR
N—70J5LOEAICEL SSHF—%2RMH L TW5S,

o MBEICTOEYazZV I LAV ISAKNSIFY—ICIVSAY—DA VA M =ILERITLE
BAE., 7—MAMNSyTBLa A= TL—Y /) —RORLEBEHR XA VEDDH B,
FIE

L. 77— MZANSy TELaYy O—ILTL—UIIUDNDBA VA N—I)OTENET D01
WMEBRIATY REERLET,

® installer-provisioned infrastructure A ¥ 2B &I, 1 VA M= TOTVSLLNEENS
FALYIRMN)—ICPYEZL, UTFOaAYY REERITLET,

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

installation_directory (&, ./openshift-install create cluster %3217 L 72FEICHEE L
TF4LI R M)—=TF, ZDTA4LIMY—ITE. AVRMN=TOT S LDMERT
% OpenShift Container Platform E& 7 7 1 LD @ FE N X T,

installer-provisioned infrastructure MH&E. 4 YA M—ILFOT S Lk, KA MEF &
P7RLRZBELARLSTHELIWVWEDIICIZTRAY—ICEATZEREREEFLET,

o FETIOEYI=ZV I LEAYVISANSYFv—AFRLEBEEE. A VA NS
OJZLNEENZTALIMN)—=ICPYEZL, UTOaY Y KEETLET,

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
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--master <master_2_ address> \

--master <master_1_address> \ 8
--master <master_3_address> 9

installation_directory IC|%. ./openshift-install create cluster #3217 L 7[R ICIEE
LEDEBLTA LI M) —Z8BELEY. ZOTALIMY—IKIE A VA=
7075 LDMER T % OpenShift Container Platform €& 7 7 1 LA EENE T,

<bootstrap_address> I, V75X —DT—h ATV IV VDREEBHRNA A >
ZFERLIFIPT7RLRTY,

VSR —HAOZTRTADIY bO=)LTL—Y (FLEITRI—-)TIY

T. <master_*_address> Z TDTELBEIRN XA VEXIFIP T RLRICEE#]
ZET,

pz o-1o)
FIAILNISZRAY—ICE 320y ha— LT L—rIoUrhEEhzE

T VSR —DERTRHHUODIDHET, RRINBZLHIICTRTHOIYV
fO—ILTFL—voVvAaEYAMNRRLETD,

H A B

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

AVAN=ILOKBICET S RedHat Y R— M —RXEERT 2E1E. EEL-OT %45 —
AICEDBDLIITLTLEI L,

7.1.14. FAEER

® OpenShift Container Platform D4 Y A =LY A4 TH L TOERICET BHMIZ. 1 V2
F—l70OER Z2BRLTLEIW,

7.2. ) — ROESMEDOHER
721/ —RDRF—F R, VY—ZADERRRES L VR EDHER
PSR —)—RDBEEERT—F9 R, VY —HERE, 8L/ —RFROJEERELET., IHIC,

&%)/ — KD kubelet 27 —% XD I ) —%XTLET,

Gl s
e cluster-admin O—J)LAEF DODI—H—E LTISRY—ICLTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

¢ VIRHI—DIARNTD/—RDAR, AT—FRABLPO—ILZ2) AMNKRRLET,
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I $ oc get nodes

o VSRAH—ADE/)—ROCPUBLIUXEY —DFEARREENLET,

I $ oc adm top nodes

o BED/—RKOCPUBLIUXE —DFEARIEZENLET,

I $ oc adm top node my-node

7.22. /) —KIZHT D kubelet R 7—4% 2D ) —

VIR —/)—ROBEERAT—F R, VY —HEEREG. LU/ —FOJTZHERTEET, IH
2. @B/ — KT kubelet R 7F—49% X509 T)—TExFT,

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—IZITIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) 4 Y & h—JLI N T W3,

FIR

1. kubelet 3%/ — KD systemd H—EX&ZFA L TEEBINE T, 7/3v ¥ Pod AT kubelet
systemd H—ERX%Z 2V T — L. kubelet DAT—4% XA %=WHZE L X7,

a. /—RDF/NNy Y Pod 2EL 7,

I $ oc debug node/my-node

pa

Jv hO—JFL—>/—KTocdebug #E{TLTW35HE
I&. /etc/kubernetes/static-pod-resources/kube-apiserver-

certs/secrets/node-kubeconfigs 7 1 L 7 ) — B kubeconfig 7 7
1ILDHY FY,

b. lhost =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v ¥ Pod I,
Pod D /host ICTRA MDD root 77 ANV AT LAEYDYNLET, root T4 LI MY —
“host ICEET 2 &, RRAMDEFTNRRICEFNEINAF) —5ETTEET,

I # chroot /host
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pa 3

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5 2% —/— K&, 1 32 —4%7ITY, V3R
H—DEBEBEAT 5ICIE, Operator AFHALF I, SSHEFALKI S
A —)—=RADT7 I RIEHEINFEA, 7272 L. OpenShift Container
Platform API B #IF T E 2L EE . kubelet 'y —4 v b/ — R TEL]IC
HEELRWEE. oc BRIFVNZDREZRITET, ZDFEIF. KHYIC

ssh core@<node>.<cluster_names>.<base_domain> Z{#H L T/ — KNIC
PIOEATEZEY,

c. kubeletsystemd Ht—EXHN /) —RKTT7 I 71 TDOEI I EHERELET,
I # systemctl is-active kubelet

d. & Y7 kubelet.service R 7 —4% ADEHMAEHEADLF T,

I # systemctl status kubelet

723. 959 —/—RKTv—F)basny ) —
BRIDYI SR —/— KD /var/log AT journald 1=y hOJE LV ZDMOO T EZIRETETET,

AR
e cluster-admin O— )L &Z{F 21— —& LTITRYI—ICTIERTE %,
e OpenShift CLI (0c) 1’1 Y2 h—ILI T W3,
o APIH—EXNHEELTWS,

¢ RAMNANDSSHT7 VAN HZ &,

FIR

1. OpenShift Container Platform 7 5 24—/ — RIZx L T, kubelet @ journald 21=v ~O %
DIIT)—%ETLET, UTFOFITIE, I hA—LTL—V/—ROHNIVIT)—InFE
ER

I $ oc adm node-logs --role=master -u kubelet ﬂ

© /TU-EEFLTOLI=Y FOYERET 0. kubelet £ HEB SR ET,

2. VSR8 —/ =KD Narllog/ DFICHBZFEEDY TT4 LI MN) =07 2RELET,

a. varflog/ 7774 LI M) —RILEEFNZ2O07D—E2HRFLET, UTOFTIE, TR
THIY hO—JIL7L—> /— RO Ivar/log/openshift-apiserver/ ICH 2 7 71 L% 1) X
PRIILET,

I $ oc adm node-logs --role=master --path=openshift-apiserver

[ | —_ 1 [N} —— N L e — A e TER =T — Nl =r= -~ Il 1 L P N |
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D. /Narnog/ T /T A LY NY —WUWIFEH Y 2GR L & 9o LA PWHHE, 9N WV D
A—J)L 7L —> /— RKH5 [varllog/openshift-apiserver/auditlog > 5>V E#HAO L
E

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. APIDHEREL RV SIE, RDYICSSHZERALTE/ —FOoOJZ®aBLET, UUTD
f5lid. /var/log/openshift-apiserver/audit.log #X—X & L TWE T,

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

pa

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4%7/ITJ, V73R
Y —DEBEBEAT SICIE, Operator #FHALF I, SSHEFALKI S
2 —) =R ADT7 I 2RAEHEHEINFEEA, SSHIRHATEIT —9 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZINEI N ERRLTLEIWL, 7L,
OpenShift Container Platform API D' FI| i T EX R WFE . kubelet 8% —
Tyv b/ — RTEUNICHEBE LRWES., oc RIEDPTDOREEZITET, I
DIFEIE. KH Y I ssh core@<nodes.<cluster_name>.<base_domain>
HEALT/—RKII79ERATEET,

73.CRI-FOOVFTF—S V9 M LDOBED NS TN a—F1 T

731LCRI-OOAVTFH—FVHALIVIVIZDWT
CRI-O & Kubernetes 4 74 JAVFF—I VI VRETYT, ThEARL—FT 1A VIV RATLILE
EILHA L. Kubernetes DMRM TRBILINAIT IV ARY IV RAERHELET, CRFOTI VT FH—
IV VlE. & OpenShift Container Platform 7 5 X249 —/ — R T systemd Y —ER & L TETINZE
EP
AVTFH—Z V894 LOBEIRET B5HIE. &/ — KD criosystemd Y —EZXDRT—49 X%
BLET, AVTTF—DF VM LICEEDH D/ — RKH 5 CRI-Ojournald 2=y OV ZIE L £
ERP
732.CRI-O VA A LIV I VDRAT—H ZADHEER

4

BYVZRAY—/—RTCRFOAVTFT—FVHMLIVIVDAT—YRAEHRTEET,

Gl s
e cluster-admin O—J)LEFDODI—H—E LTISRY—ILTIVEATE S,

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

FIR

1. /XY 7 Pod AT, /—KR®Dcriosystemd t—EX%4J T!)— L TCRI-O RT7—% X &R
LEY,
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a. /—RDF/NNy Y Pod 2EL 7,

I $ oc debug node/my-node

b. lhost =T /N\w 7> T JLADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod AD /host ICTRA MDD root 77 ANV AT LAYV NLET, root T4 LI MY —
“host ICEET B &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

pa T

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform 416 7 5 2% —/— K&, 1 32 —4%7ITY, V5 R
H—DEBEEBEAT SICIE. Operator 2FHALFT, SSHEFALKI S
A=) —=RADT7 I ERIHEINFTFHA, 7272 L. OpenShift Container
Platform API B FIFH T X R WFE X, kubelet N9 —4 v b/ — RTELIC
KEEL WG H. oc BRIFVNZDRELZRITE T, ZDFEIEE. Kb YIC

ssh core@<node>.<cluster_names>.<base_domain> Z{#fH L T/ — KNIC
TOEATEZEY,

c. criosystemd Y —ERN/ —RTF7 I T 1 THhEIDEBRBLET,
I # systemctl is-active crio

d. &Y% crio.service AT — 9 ADEHNEHADLF T,

I # systemctl status crio.service

7.3.3.CRI-O M journald 1= b O Y DINE

CRI-O OEI@ENFE LZFEICIE. / —RKH5 CRI-Ojournald 2=y hOJEZRIBTE XY,
AR

e cluster-admin O— )L &Z{F 21— —& LTITRI—ICTIERATE %,

o APIH—EXNHEEL TV,

e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,

o OVIA—ITL—VFELRFIVINO—LTL—UIPVDORDEBMNXA VAL H D,

FIR

1. CRI-Ojournald 1=v bOJZPRELEXT, LLTFOHIE. 75X F—ROITARTOAY hOA—
WFL—rv/—FkpondzRELFET,

I $ oc adm node-logs --role=master -u crio

2. HED/— KNS CRI-Ojournald 2=w bOJVEIRELET,
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I $ oc adm node-logs <node_name> -u crio

3. API H'EE L R WA IE. KD YICSSHAEFERALTO/ %2R L 9, <nodes.
<cluster_names.<base_domain> % @Et) R EICE XX T,

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service

pa )

Red Hat Enterprise Linux CoreOS (RHCOS) % 3179 % OpenShift Container
Platform 416 VS X249 —/—Ri&, 1 I2a—9TITT, V5 RI—DEE%
BAY 5ICIE, Operator AL EY, SSHZFRALELISZAI—/—RAD
TOERIHEINFHA, SSHIRBETEMT —4 DINEAZHAITT 2RI, oc
adm must gather 8 LV Z DD oc A¥ Y RERITLTNEINZTF—9H+
DTHEINEDI DR LTI W, L. OpenShift Container Platform
API DRI T EQRWEEY, kubelet N9 —4wy kN / — RTEUIICHKRE L QWG
AB. OCRIEIVZTOHEEZITET, ZDHFEIE. K1Y IC ssh core@<nodes.
<cluster_names>.<base_domain> 2L T/ —NIZ7 VA TE XY,

73.4.CRI-O R ML —Y DEE
UTOBENRELBE. CRFOD—BRANL—YZFHPTI VT TEIEHNTEET,
¢ /—RIEPodZETTEY, ROIF—NRRINFT,
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading name of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

o (FE/—RIZFHLWIAVFTFT—RERTDIENTET, “can'tstat lower layer” & W) T 5 —
NRRINS,

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

o UVSRH—EHTYTITL—RLE®KB FLE/—FEEEHLLIETEE., /— KD
NotReady {KA&IC 7/ %,
o VT FT—5V4%4 LEE (crio) NIEL <EIMEL TUWLRLY,

o AVFTFT—SUHA LA VAHY R (crio) BEIMEL TWLWRWZ&. oc debug
node/<node_name> #{FHE L T/ —RETTF NNy IV )L ERBTE W,

CDFIET, CRFODRAML—VERLITEEL, IT7—ZELTLEIY,

AR

e cluster-admin O—J)LAFDODI—H—E LTISRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR
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. /—RTcordonZfEALZXY., Thik, /— KH Ready REICAR>BAHIC. 7—/O—FK
MRTDa1—) V73 NBD%E/H<THTY, Status £ 2 a3 > SchedulingDisabled & 3
TINTVWhIE, RT2a—) UV IHREMIR>TVWE I ENDMY ET,

I $ oc adm cordon <node_name>
2. cluster-admin 2 —#%—& LT, /—R&ZRLA 2V LET,
I $ oc adm drain <node_name> --ignore-daemonsets --delete-emptydir-data
ya 13!
Pod £ 7 Z Pod 7 7L — b @ terminationGracePeriodSeconds B (&, IE
ERRTHEZHELET, COBMDT 74 ME30OMTTA, BEILHL

CT7 ) r—2avZEIKARIRAATEERY, OOMEBATHRET 5.
Pod ' SIGKILLed & ¥ — 7 & h, EBICKT LAEVWHEMEIHY X7,

3. J—RHAR-TEED, SSHEAIFEOIVY—ILT/—RICEHLBELET, FDIE. root 1—
H—TERKLET,

$ ssh core@node1.example.com
$ sudo -i

4. kubelet #F&HTEIEL X,

I # systemctl stop kubelet

5 A5+ —® Pod 2EILELFT,

a. UFToavy Ra@EAL T, HostNetwork ICZ2 W\ Pod 221t LE T, T HHNHEIBRINS
MNE DML, HostNetwork ICHBRY NT—0 TS5 542 Pod ICEEINEDT, K&ICH
R 2ELHY T,

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" |= "NODE" ]]; then crictl rmp -f $pod; fi; done

b. DI NT®D Pod Z2fElL LE T,

I # crictl rmp -fa

6. crio DY —ERAFFHTEILELET,

I # systemctl stop crio
7. INSQAXRY RERTTDE, —RHAMN —YVERRIHET I ENTEET,
I # crio wipe -f

8. crio 8L VWkubeletH—EXAEEL X,

# systemctl start crio
# systemctl start kubelet
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crio B&L U kubelet Y —EZXNEEILTH Y. /— KD Ready DR T —4 Il > TWBIHFH
I, 9=V Ty THEBICHEEELEZ ENDDY FT,

I $ oc get nodes

6
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.29.4

= RERGT A=)V THRBREICLETS, AT Va1 VIR EMICR I E

i&. SchedulingDisabled DX 7—4% AW >/ & ZIThHYET,

I $ oc adm uncordon <node_name>

H A B

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.29.4

74. AR —FT A VI RATLADOBBEO NS TNV a—Fa VT

OpenShift Container Platform (& RHCOS TETI &z d, UTFOFIRICE>T, ARL—FT1 VT2
AT LICEAETBRAEDN S TN a—FT 4 VT BTHIIENTEET,

741 H—XIWV IS5y 1DRAE

kexec-tools /X r—JILEFNZ kdump H—ERIE, 75 v ¥ a ¥V TANZILERHELET,
DY—EREFEALT, BTHOMTDLOICVRATLDAEYY —DRBEERETEET,

x86_64 7 —F T U F v —E—MkiRHt (GA) RT—49 XD kdump ZHR— M LFTH, tDT7—FF775
Fr—ldxFo/0Y—FLE21—(TP) AT —% XD kdump HHR—hMLZF T,

RDFIE, IFIFERT—FTIF v —Dkdump DY R— ML ANVICEAT 25FlEZRLTVWET,

#7.1RHCOS T®D Kdump #R— k

F—*FI0Fv— YR—F LN
x86_64 GA
aarch64 L
$390x TP
ppc64le TP
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BF

ROFD, RADID2DT7—F TV F+—II{T 25 Kdump HR— Mk, 7o/0v—7
LE1—HEDHICRY ET, 7/ 0V —FLE1—#EEIE. RedHat BRDY—E
ALNITTY) =AY b (SLA) OFFRATHY . #BEMICEETRE RV ErHY F
¥, RedHat &, ERBRIECINLOEZFEATLIIELHELTVWEEA, T7/0
-l Ea1—H#EEIE. RFOEGEEFVWERIREL T, BEREETHEDT R b
ZITW, 74—y O ZRBLTVWEESIEZBEMELTVWET,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEEICRET 283FMIE. 77/ 00—
Tl R— MNEE 28B LTI,

7.4.1.1. kdump DHEM1E

RHCOS IC I kexec-tools /Xy 7 — I A EMINTWET A, kdump H—EREBWICT B ITIEFED
THRETIHVENHY FT,

Fa
RHCOS T kdump Z#8MICT B I1CIE. UTDFIEEEITLET,

L FIEDA—RIVDBENFICIS Y 2 H—RILDAE) —ARTBICIE. ULTFTOaOT Y K%
AALTH—FRILBIEEIEELET,

I # rpm-ostree kargs --append='crashkernel=256M'

pa !

ppc6dle 75 v b7+ —LDIFE. crashkernel D#HEE(EIL crashkernel=2G-
4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-:4G T,

2. AT av: T4 MOO—AHILD Ivar/crash DIFFFTIEARL< ., Xy N7 — 0B F /- i1EM
DFBFRICI Ty ad Y THEEZADITIE. /etc/kdump.confFZET7 71 L ERELE T,

R

J— KD LUKSBESIET /N1 R %FA L TWAIHE. kdump IE LUKS BES1ET
NAZANDY Zv2ad TOREEYR—FLTWRWEZD, FYy hT—04
VIERGERATILENHY T,

kdump % —E X DR E DML, /etc/sysconfig/kdump. /etc/kdump.conf, & & U
kdump.conf manual R—Y DAY M EBRBLTCEIW, V79 —Fy NOEREICET S
M. RHEL kdump documentation MR L T2 XLy,

BF

T34 =T 4 RV TIILFNRIADNERIR>TWBIHGE, Y0 T9—45v b
[ ENFS H—NR—FLIESSH H—R—DWVWTNHOTHDIUNELH

Y. letc/kdump.conf:ZRET7 7 A ILHSIIFNRRAEY 2 —ILERATIHEN
HYFET,

3. kdump systemd Y —EX=BMICL F T,
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I # systemctl enable kdump.service

4. DATLEBREHLEY,

I # systemctl reboot

5. kdump.service systemd Y —EZXDNEBICHBS LR T LI &, 8L cat
/sys/kernel/kexec_crash_loaded <> RHME1 2 H T 52 & &AL T, kdump A%
Syvah—x)INEO—-—RNLAZEA2EALET,

7.4.1.2. Day-1® kdump DAL

kdump H—ERE, A—RIVDOEEET/NNY T 2HDIC. /—RITEICEMITEZIENERIN
TWET, kdump DEMEICIET R bHHHNY ., T S5DAR ME kdump BAEMEI N/ —KEEB
MYE2CICEA 27D, kdump Y —ERXZMEBERIFGEICOAE ./ — RTEMIIT I ENHEEINFE
¥, &/ — T kdump Y —ERZBMICT BHEDEBENLRIR MIE, UTAEFEFNFET,

o Sy aA—FRILAILATY —DFHINTWDBH, FIEFEER RAM BP0,
o H—XXIHAAT7ESFVTLTWBREIC/ —RAFIETELRL RS,
o EBMDRANL—CBRENRYISY LAY Y TERETBEHDICERINS,

kdump H—EREZBMICT DI LICHEIFFRRP ML —RAT7ZIBELTWVWRHBEICIE. V7R
H—2FTkdump EEMICTZZENTEET, YV VEBEDOIYY VERERFAYR— NI TVE
HAD, DaylDHRH <4 X& LT MachineConfig # 7249 N T systemd 2=y N&FERL., ¥
SAY—HDITRTD/ — R Tkdump ZBMICT B EMNTEEY, MachineConfig # 72/ b %
ER L. TDATV I NI SR —DEY 7 v TBIC Ignition MFERTEZY =7z AN 7714 L
DY MIBEATZIENTEET,

p= =)
. Ignition BREDFERAEDFEMIE. 1 VA=W >51A VA M—IEEELI I VD
" [J—RDARITAX] #BRLTLEIL,
Fa

7529 —2EDRED MachineConfig # 7V =7 N &ERLZE T,

1. kdump ZFRES L CBEMICT B Butane BE 7 7 1 )L 99-99-worker-kdump.bu % X L &
ER

£, 4.16.0 T9, Butane MDFFfliZ. [Butane ZFER LYY VEREDIERK]

p= =)

: BMET 7A4IITIEEYT % Butane D/¥—2 3 >~ (&, OpenShift Container

Platform DN—Y 3V ERUTHIMENHY., RKEIFEICOTY, &R
EHSRBLTCEIV,

version: 4.16.0
metadata:

variant: openshift
name: 99-worker-kdump ﬂ
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labels:
machineconfiguration.openshift.io/role: worker 9
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |
KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet

log_buf_len swiotlb"
KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail

acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable" G

KEXEC_ARGS="-s"
KDUMP_IMG="vmlinuz"

systemd:
units:
- name: kdump.service
enabled: true

w: v hO—JLFL—> /— R®D MachineConfig 4 7' = ¥ ~ DIEEEFIC, WA DIBATIC
% % worker %= master ICEX# 2 F 7,

g D—XIBIEEIEELT, 75y Yah—FRIABICAE)—5FHLET, BEICGL
T, tOA—FILBIHEBINTEEY, ppcbdle 7S v b7 +—LDIHFE, crashkernel
DHELE(E T crashkernel=2G-4G:384M,4G-16G:512M,16G-64G:1G,64G-128G:2G,128G-

4G TY,

Q 77 4 b5 Jetc/kdump.conf DRBE2ER T 2HEE. COEIavEEmML, A
VAV DY TV avEEERELEY,

letc/sysconfig’kdump DNBEA T 7 4L EDOERET ZIHEIE. O3> %EM
L. B, 1312 DO T2 avaZEELET,

®

ppc6dle 75 v K7+ —LDIFEIE. nr_cpus=1% maxcpus=1 ICEIHBIFITHN,. h
XZDTZY N7+ —ALTEYR—PFINTLEHA,
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pa )

Y THENFSHY—4S Y MIZIVRAR—MTBICIF, —EBDODH—RILEY 12— ILEBERHY
ICEREZ 74 IWICEBINT 2HENHY T,

letc/kdump.conf 7 7 1 JLDF

nfs server.example.com:/export/cores

core_collector makedumpfile -I --message-level 7 -d 31

extra_bins /sbin/mount.nfs

extra_modules nfs nfsv3 nfs_layout_nfsv41_files blocklayoutdriver nfs_layout_flexfiles
nfs_layout_nfsv41_files

1. Butane 2L T, /—RNICEETIRENEEZFND, YV VEERE YAML 7 7 1 L (99-
worker-kdump.yaml) =4/ L £,

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

2. V5 R9—Dty N7y FHIZ, YAML 7 7 1 L% <installation_directory>/manifests/ 7 1
LMY —ICERBLEYT. YAML7 7ML EEALTISRY—DERERICID
MachineConfig # 7Y =/ N2 EK T2 EETEE T,

I $ oc create -f 99-worker-kdump.yami

7.4.1.3. kdump EEEDT R b

kdump &, RHEL RF 2 X MDD Testing the kdump configuration €22 a v SR L T LI,

7.41.4. 375 TOD

kdump I&. RHEL K& 2 X~ M® Analyzingacoredump €223 V&SRB LTIV,

pa 23]
" B®D RHEL & 27 AT vmcore e EITT 5 I EMHERINI T,
FE 5
e RHEL T® kdump D& E
o kdump ICBEET B Linux A—RILKF a2 XV b

® kdump.conf(5): IR RE/RA T 3 v DFMAR K+ 2 X NEET /etc/kdump.conf 55 E 7 7
AID man R—

o kexec(8) —kexec /Ny 7—I D man R—Y

kexec B & W kdump ICE89 % Red Hat 7L v Y DERE

7.4.2. Ignition DK DT /Ny 7
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FIB NS TN a—FTaVT

RIvETOEY 3 =V JTERWEE, Ignition IFKE L. RHCOS IRy ziTcE#MLFY., 7
Ny JIERERET 2ICIE. ROFIEEFERLET,

FIE
LROOAT Y REERITLT, KBRLAEY—ER2Zy hERRLET,

I $ systemctl --failed

2. 77V avi DY —ERIZy NTROOAY Y RAERTLT, FMEHELET,

I $ journalctl -u <unit>.service

75. %y NOD—VBFEEOHED NS TN a—FTa1 Y

751 %y NTD—04 V9 —T x4 ADEREE

RPAINTDL VR M=%, EEOFY NT—2 (Y5 —T7x423Y hA—F5— (NIC) TDA ¥
2 b =ILDIFEIT. OpenShift Container Platform A% Kubernetes APl %—/X— & D@EICER T % NIC
&, / — ROEEEFIC systemd TETI 1 5 nodeip-configuration.service t—EX1 =y MMl & >
TREINZE T, nodeip-configuration.service (&, 77 #JL ML— NMCEE[MITONZA V9 —Tx
1ADL IPERRLET,

nodeip-configuration.service t —EXAIEELWNIC ZRET D&, TDH—ERIE
/etc/systemd/system/kubelet service.d/20-nodenet.conf 7 7 1 JLZ{ER L £ ¢, 20-nodenet.conf
74 JLi&. KUBELET_NODE IPIRIEZ#H %=, —EXMNEIRLAZIPT7RLRAICERELET,

kubelet —E X DEE#EFIC, 20-nodenet.conf 7 7 1 L LIRBEMDEEFHAIY. PP RL A%
--node-ip kubelet AY Y RS A4 VEBIHICHREL X T, TDHER. kubelet T—ERIFFERLEZIPT7 KL
2% /—RIP7RLRELTERLEY,

AVARM=IVEBIIN—RD T T7FERY NT—IDNBREINLEGE, FLE/ —FIPKATT710L
ML= VI =T A RADLRBINBVNERY NT—T LA T MNDHB5HE. BEEEIC nodeip-
configuration.service  —E XA BID NIC Z2EIRT AN HY £, oc get nodes -o wide 1<
Y ROHEHD INTERNAL-IP 72 #58 L T, BIDONIC PBIRINTVWEZ L2 BB TEX2HBENHY X
ER

BDNICIBRENTWBLOHICRY T —7BENHIELFIER > TREINTVWSIZE, RO
S—HRRIIND I ENHY 7 EtcdCertSignerControllerDegraded, NODEIP_HINT Z# %S4 b
*h7 ANEERLT, 774 MNDIPEROY Y VA —N—F4 RTEEY, FlE. 47

2av: T4 MDD/ —RIPBERODY VDA —N—F54 RESBLTEIV,

7501 A 7 av:F 724 MD/—RIPEBBROY Y VDA —/N—F54 K

T7AIWMDIPEIROD Yy V&A—/N—F4 RF5ICIE&. NODEIP_HINTZEHZSOCEY N7 74
EERLT, 774 MDIPEIROY Y V%A —N—S1A RKLET, eV T 7MWV EERT S
E. NODEIP_ HINTZHTHEEINLIP 7 RLADY TRy NRDA VY —T 4 ADSEED / —
RIP7RLRAZEBIRTEET,

=& ZIE. /7 —RI1210.0.0.10/24 D7 KL XA %D eth0 & 192.0.2.524 D7 KL XA %D eth1 ® 2
DDA VH—T A ZADHY., T74)IML— KD eth0 (10.0.0.10) 25 L TWBiHE., /—RKDIP 7
KL RIZEE, 10.0.0.10IP 7 RLREFALZE T,

m
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dA—H—ik, BOY TRy ~192.0.2.024 HERIND L DI, T2y NADBEMOD IP (& %
&, 192021 REDHY TRy M — b0 x4) %3 LD IC NODEIP_HINT ZEHAHJRETEEY, ©
DIER. eth1 M 192.0.25IP 7 KL AW/ —RICFERAINZET,

ROFIEIF, T7AIVMD/—RIPBIROY Y V524 —NN—F4 RTE2AEERLTVWET,

FIR

1. /etc/default/nodeip-configuration 7 7 1 JLICE Y 7 74 L ZBIILE T, &z, T
DEHICHRYFET,

I NODEIP_HINT=192.0.2.1

BF

e 192.025%4¢, /—ROEERIPZRLARAEZEY MELTERLAWVWTL
EIW, /J—ROEERIP7RNLRAA2FRATEE, eV MNIP7RLREE
A3/ —RHPELKERETEIARLLARYET,

o EVRNIFZFAIADIPT7ZRLRIE, ELWH TRy NERETZLHICD
HMEBAINET, EV KNI 7AMNWICRRIINDE D, NST714v 0 %FFEL
Tt A

2. ROATY RAZEFTLTC, base-64 TTVI—RIhhiarvFrYas4EmLET,

I $ echo -n 'NODEIP_HINT=192.0.2.1' | base64 -w0

H A B

I TKIERUIQXOhJTIQIMTKYLjAUMCxxxx==

3. VS5R9—%F704F DH1IC. master D—J)L & worker O— LB HDIY Y VERERY =7 T
ANEERLT, Y NEBHICLET,

99-nodeip-hint-master.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-nodeip-hint-master
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

12
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Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 {1 JL M base64 TIL YV
A—RINAAVFUVICBEBRIZT (B
Tk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhkaV T
VYDRNLAR—REZAND I EETERVWI LITEFRLTLEIW,

99-nodeip-hint-worker.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 99-nodeip-hint-worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_content> ﬂ
mode: 0644
overwrite: true
path: /etc/default/nodeip-configuration

Q <encoded_contents> % /etc/default/nodeip-configuration 7 7 {1 JL M base64 TIL YV
A—RINAAVFUVICBEBRIZT (B
Tk9ERUIQXOhJTIQOMTKYLJAUMCxxxx==), IV Y DES LI I—RIhikaV T
VYDRNCAR—REZAND I EETERVWI EITEFRLTLEIW,

4. ~/clusterconfigs 72 &, VSR —BEEREFITZ2TAL I N —ICX=ZT7 AN EREFLE
-a—o

5 V3R —077OA

7512. A1) —0VS 7)) v EFERYT S L DI OVN-Kubernetes 25X €9 %

EBmMEE 2h>¥Y) — @ Open vSwitch (OVS) 7Y v br-ex1 Z{EMTE XY, DT v I,
OVN-Kubernetes IC & > TEE I M, Multiple External Gateways (MEG) 3% A' OpenShift Container
Platform / — ROAT— NV T4 Z2EHTHOICFERTH2HEDTY, MEG

i&. AdminPolicyBasedExternalRoute 1 24 A1) Y —2 (CR) TEETX Y, MEG R&EI(F. B#HOD

F—rozA, FAXMTILFNAR(ECMP) IL— b, BLURFAT #T—F 14~ 7R (BFD) Ri&
ANDT VR % Pod ICIRELZE T,

Multiple External Gateways (MEG) #EEDFEAF (3D Pod DI—RAT —REEZTHTLEIW,
EZE, /—REDBIDA Y —T 4 X (br-ex1 72 E) ICEgress N5 71 v U %%EETHELET,
MEG OFE%Z (72 Pod D Egress N5 714 v JId, 774 KD OVSbrex 7)) v JIZIb—T 1
YIEINET,

13
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BF

IRTE. MEG I&. EgressIP. Egress 7 74 77 #—Jb. Egress L—% —72 EDMHD
Egress #fe & OFERIEHR— M I TWEH A, Egress|P 7 & D Egress #AET MEG
ZEALEDIETRE =T VT ERNTTAv I 70— DRENRET ZAREMD
HYFEFT, hik. OVN-Kubernetes BNIL—F 4 VT ERETRY KT—U 7 KL RZE
1 (SNAT) Z LB I 2 HENRRTHRELE T, TORBR, I—T 1 VJIC—EMHEIR
K2Y, RYNRRDEFNRRENY FTI2UENDH 2 —HORETITER/|UIMIIND
AEEMEDNHY £,

BMOTY Ik, IVVRERXZITITANIZ7AILDA VI —T A RAEETCEETIHNELIHY F
9. Machine Config Operator 8, ZDY¥ =7z XA h%fEAL T. KR b_LOD /etc/ovnk/extra_bridge
IKFHLWI 7MLV EFERLET, TOHFLWITZ 7A4ILICIE, BIIOOVS 7)) vy IA/ —NAICERET
ZRYNT—=DA4 V=T 4 ADZRHEEFNTVWET,

RZTJTARNI7 74 EERL THRET % &. Machine Config Operator IZRDIEFTHY RV %5%T L
i-a—o

L BRLAETYVERET—IVICEDOWT, B—DJEFT/—K&ERLA1 Vv LET,

2. &/ —RIlIgnition BEEZ7 7ML ERHAL, &/ — KDEMDbr-ex1 7)) v I xy NhT—U %
EEZETDHLOICLET,

3. br-ex DMAC 7 KL AH, brex B’xy N7 —VEHKICERTZM 99— x4 ADMAC T
RLRE—HLTWBRZEEERALET,

4. FILWA V9 —T 21 AEERBBT % configure-ovs.sh > T )LRV ) TR ERITLET,

5. br-ex & br-ex1 #/R2 N/ —RITEMLET,

6. /—RKRERTTa2a—YVIRRIIRELET,

p= )

ITARTD ./ — KH* Ready REEICE Y. OVN-Kubernetes Operator A¥ br-ex & br-ex1 %

MH L TERE L%, Operator &% / — KT k8s.ovn.org/I3-gateway-config 7 / 7 —
YaveEEALEY,

EAND br-ex1 71w IHEBIIDWRRE, TT7A4ILMD brex 7)) v IDNEICHELRRTOFMIE.
TMAM—AlLxy R ROY—DOHRE] 2B LTLEI,

FIR

L A7 a v ROFEEERITLT, BMOTY v brex1 MERTESZM4 V9 —7 214 AER
EERLET, COFIEDFITIE. FILWRY T A VT EZDEREA VI —T 24 RA&EERT
ZHEERLTVWEY, INSIFTART, IVVREVZTIIAMNIZ7ALTERINTVLE
¥, BIIDT ) v UiE, MachineConfig # 7Y 7 N2 FERL TEBMDRY T4 VT4 08—
T4 R%EFHMLET,
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BF

BIMDA VY —T 214 REEET H7HIT. Kubernetes NMState Operator ¥
NodeNetworkConfigurationPolicy (NNCP) Y Z 7 =t A M7 7/ JL&{FEH L A& L
TLIEXW,

F/. bond M VI —T 4 AAEEHITDEIIICE. BINIOA VY —T M4 RE
T2ldY 74089 —7 24 AHEEFED br-ex OVN Kubernetes xv O —4 570
AAYNTERAINTVWAVWI EAERELTLEIL,

a. RDAVIA—TTAREET7AINEERLET, UTOT7714)LIE. RA KN/ —KBE
BI7ANWICTIVERATESDLDIC, IV VBEXZTIIAN T Z7AIVICENINE T,

1HEHDA VY —T x4 AEE7 7 1 ILDBHI (enol.config)

[connection]

id=eno1

type=ethernet
interface-name=eno1
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20

2H/BEDA VY —T 24 AEET7 7 1)L DB (eno2.config)

[connection]

id=eno2

type=ethernet
interface-name=eno2
master=bond1
slave-type=bond
autoconnect=true
autoconnect-priority=20

2BBDRYT AV TAVH—T x4 AEET 7 1 )LD (bond1.config)

[connection]

id=bond1

type=bond
interface-name=bond1
autoconnect=true
connection.autoconnect-slaves=1
autoconnect-priority=20

[bond]

mode=802.3ad

miimon=100
xmit_hash_policy="layer3+4"

[ipv4]
method=auto
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b. RODAY Y REZEFIFTLT, EFET7 7M1\ % Base64 CTYA— RINAEXFINEHRLE
E

I $ base64 <directory_path>/en01.config
I $ base64 <directory_path>/eno2.config

I $ base64 <directory_path>/bond1.config

2. BREEEH A %E L £9 ., <machine role> %=, worker &M/ — RO—)LICE X#}:
Z. <interface_name> %BN®D br-ex 7)) v DEICEZIMAE T,

I $ export ROLE=<machine_role>
3AVURENZTIARNI7FANTEA VI —T A RAEREZEELITT,

bond1. enol. en02 DEZEZBMULIETI VERET 71 ILDHI

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-${ROLE}-sec-bridge-cni
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:;baseb4,<base-64-encoded-contents-for-bond1.conf>
path: /etc/NetworkManager/system-connections/bond1.nmconnection
filesystem: root
mode: 0600
- contents:
source: data:;base64,<base-64-encoded-contents-for-eno1.conf>
path: /etc/NetworkManager/system-connections/eno1.nmconnection
filesystem: root
mode: 0600
- contents:
source: data:;baseb4,<base-64-encoded-contents-for-eno2.conf>
path: /etc/NetworkManager/system-connections/eno2.nmconnection
filesystem: root
mode: 0600
#...

4, —IFITRODAR VY REAALT, RYMNIT—VTFSTAVHERETB-HODITI Y
RNZTJT AN 74 EERLET,

I $ oc create -f <machine_config_file_name>

5. OVN-Kubernetes *v N7 —2 7S 74 > %{ER L T extra_bridge 7 7 1 L& {ERK L. /— K
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EIZ Open vSwitch (OVS) 7Y v ¥ br-ex1 R LET, ZDT 7 AL, KA LD
letc/ovnk/extra_bridge /X2 ICIFREFELE T, 77MIWICIEE. / —RDTS4<)—IP7 KL R
HRFTDbrex ZH R—bT2T7 74 MDA VI —T 4 ATIERL, BIOT) v %
HR—MNTZ2A V9 —T 21 RAOEZHILZLRT I2HELIHY T,

BINDA V85— x4 R %S89 % extra_bridge 7 7 1 JU /etc/ovnk/extra_bridge D&
E Bl

I bond1

6. VAN —THEHINS/—KTbrex1 5 KA NTZ2BEFOHNA VY —T 1R E5EFEL
XY VUBRERZ T AN 7AIEERLET,

brex1%# KA TBA 9 —T x4 RXELTCbondl EEZRLEYVVEET7M1ILD
il

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-extra-bridge

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/ovnk/extra_bridge
mode: 0420
overwrite: true
contents:

source: data:text/plain;charset=utf-8,bond1
filesystem: root

7. BRI/ —RICIY VREEERLEY,
I $ oc create -f <machine_config_file_name>

8. & 7 3 :/var/lib/ovnk/iface_default_hint )V —X & {EKT BTV VERET 7M1 IV EERT
22&IC&Y, /=KD brex:@ROY Y V%4 —N\—54 RTEXET,

pa 3

ZDYY—=RITIE, brexnV ZAY—RIZERT 249 —T7 4 ADZRIH
DIAMNINZET, brexld, T74IMT, T—MNERET VYRV NT—V R
DIPF7RLAY TRy MIEDWT, /—RODTSA4I)—A V9 —T 4R
EERLET, YOURYNTI—VDEREICE>TE, KRAMN/—RFODFT7 2
RDA VI —TTARFRWERY T4 VT 5B EHE brex BNBIRT 2NELH
YET,

a. RANMN/—RIZ, TIAIVKNDA VY —T A REF—IN—514 RT3DDTT V3
T77A4IWVEERLET,

Ko
it
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BF

CDRIVVERET 7AILIE, brex BIROD YV =EET 5B TDHER
LET, COT77MIWVEFRALTIZAY—HNOBEED/ —RKDIP7 KL
2AEEETBHIEIFTR—FINTVWEHA,

TIANWNNDA VI —TIA R %A —IN—F A RTBIIVERET 71 ILDHI

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: ${worker}
name: 12-worker-br-ex-override

spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /var/lib/ovnk/iface_default_hint
mode: 0420
overwrite: true
contents:

source: data:text/plain;charset=utf-8,bond0 ﬂ
filesystem: root

ROVEBEITFAINE ) —RIEBTSH1IC. /— KIZbond0 W"EET 5T & &R
LEY,

b. VA4 —HDITRTOHFLW/ —RNICKREABERT BRI, "AMN/—RKRZBEFHL
T. brex "EHDA V¥ —T7 x4 A% ERL., brex1 TEELLFLWSA VY —T A
AEBELABWI EARBREFLE T,

c. VSAI—ARDITRTOHFLW/ —RICTYVEBETI7A4 I AERALET,

I $ oc create -f <machine_config_file_name>

REE

1. 754 —HND exgw-ip-addresses T NILEFFD/—RDIPT7 RLRZRHEL. /— KT
TAINDT Yy TEBRSEBMDT ) v VEFERALTWR 2R LET,

I $ oc get nodes -0 json | grep --color exgw-ip-addresses

H A B

"k8s.ovn.org/I13-gateway-config":
\"exgw-ip-address\":\"172.xx.xx.yy/24\" \"next-hops\":[\"xx.xx.xx.xx\"],

2. RAN/—RDORY NT—=0A4 V9 —T x4 AZ5EEALT. 9—4 vy N/ —RIZEMDOT
)y ONFEHETZIEABELET,
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I $ oc debug node/<node_names> -- chroot /host sh -c "ip a | grep mtu | grep br-ex"

H A B

Starting pod/worker-1-debug ...

To use host binaries, run “chroot /host

#...

5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

6: br-ex1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000

3. & 7> a v:/var/lib/ovnk/iface_default_hint #EH 9 23155 (&. br-ex ® MAC 7 KL A,
BIRLETSAI)—AVI—T A ZADMACT RLRE—BLTWRZ E&HELET,

I $ oc debug node/<node_name> -- chroot /host sh -c "ip a | grep -A1 -E 'br-ex|bond0'
br-ex DS54 Y—4 9 —T x4 XH bond0 TH3Z & %&Rd HAHB

Starting pod/worker-1-debug ...
To use host binaries, run “chroot /host
#...
sh-5.1# ip a | grep -A1 -E 'br-ex|bond0’
2: bond0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel master
ovs-system state UP group default glen 1000
link/ether fa:16:3e:47:99:98 brd ff:ff:ff:ff:ff:ff
5: br-ex: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state
UNKNOWN group default glen 1000
link/ether fa:16:3e:47:99:98 brd ff:ff:ff:ff:ff:ff
inet 10.xx.xx.xx/21 brd 10.xx.xx.255 scope global dynamic noprefixroute br-ex

BIER R
o TIAIKRYMNTI—JICHBT— DA Z28RET D

7.5.2. Open vSwitch DEED S TV a—F4 v

Open vSwitch(OVS) DREE%E NS TN a—FT 4 V7 2HITE. LUEBKDBEREET LD ICO
TLRIVEBRETZ2REN’HINELNFHEA,

J—RoO7LRIVE—RHICEBLESGE. ROBPIDELIIC/—REDYY VERET—EvHAHAY
AvtE—VBhZETEZIENHBIOTIEENVRETT,

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

A—HCEETZO Ay E—VRERETBICIE. ST a—FT4 VI RTLAEZIC, OVLAR

IWDEEZTICRL TSI W,

7.5.2.1. Open vSwitch DO 7 L N)L D—BH AR E
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BHBO RS TV a—T14 2 TDHIT. OpenvSwitch(OVS) DO T L R)L % —BEHICERET 5
ENTEZET, UTOFIETIE., /—FN2BEHTLI2HEEHY FHA. T, /—N2HEREILLIG
B, REDEBIIRBFINZ A,

CHDFIEEERTLTATLARNILAEZTEL%. ovs-vswitchd.service DIV F VY DA—H%ARY O
TAYVE—VEIVVERET—EVLLRITMBIEAHYET, O A v E—IHNRRINBVELD
ICT2ICIE. COFIEEZZEYRL, OFLRILETDEICEREL TLEIL,

AR
e cluster-admin A—J)LEFDODI—H—E LTISRY—IITIVEATE S,
e OpenShift CLI (0c) 1’1 Y2 h—IL I T W3,

FIE
. /J—RDOF/NNy T Pod #2EILF T,

I $ oc debug node/<node_name>

2. lhost 5T /Ny T z)HADroot T4 LI M) —ELTERELEFT, T/8v ¥ Pod &, Pod A
D host ICHRARDSDIL— T 7AWV RTFLEYIVNLES, L—MTFa LY N)—%
/host ICEETBE, RARNITFZFAILVRATADLDINAF) —52ERTTEET,

I # chroot /host

3. OVS EY a2 —J)LDIRED syslog LNV EFRRLEF T,
I # ovs-appctl viog/list
RDEABITIE, syslogDOT L R)LA info ICEREINTWET,

H A B

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
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dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf 7 7 /)L TO Y
LA ERELET,

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ALRDOBITIE, BT LN dbg ICEREINTWE T, syslog:<log_level> %
off. emer. err, warn, info. F7/<id dbg ICET S &L T, RED2T2ZEELFT, OF
LA off TIE, IRTOOTA Y E—IDBRAINET,

5. ¥—EXZBEFHLFT,

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. Open vSwitch DO 4 L X)L DIEAB LR TE

AN
Open vSwitch(OVS) DAV L NIV REAMNICERE 2561 O LNV EZEANICERETZ I &N
TEEY,

AR
e cluster-admin A—J)LAEFDODI—H—E LTISARY—ICTIVEATE S,

e OpenShift CLI (oc) B Y &2 h—JLXI N T W3,

FIR

1. LLFOHID & S 7 MachineConfig 7 72 = & kT, 99-change-ovs-loglevel.yaml @ & 5 7
774N LET,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
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1]
2]

- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

ZOFBEAEFTLTCOAYMNO—ILTL—Y/—RAEERELEE. FIEABYERL, O—J
% worker ICSREL T —H—/—REZELZET,

syslog:<log_level> D{EZEREL £9, OV L R)LIL off. emer, err. warn, info,
lddbg TY, % off ICERET D E. TRTOATXA Yy E—IDRAINET,

2. RVVEREABEALEY,

I $ oc apply -f 99-change-ovs-loglevel.yaml|

BIER R

® Machine Config Operator IZ2 W T

o IIVUVRBET—IDRT—H ZADIER

7.5.2.3. Open vSwitch ® O 7 D&K=

Open vSwitch(OVS) ®AJ %= RRT % ICIE. LFOFIRTITWET,

=S5

e cluster-admin O—J)LEFDODI—H—E LTISRY—ICLTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JILI N T W3,

FIR

o LIFToav Yy RoWwsTnhraETLET,

o

o

VA=A Mhbocadv Y RaFEALTOTEZRTT %,
I $ oc adm node-logs <node_name> -u ovs-vswitchd
V2A9—AD/—RICATF Y LERICOT%ZRTY %,
I # journalctl -b -f -u ovs-vswitchd.service

J—RNIiZaJ# >33 120DA%IE. oc debug node/<node_name> X~ RAFEHT 3
Z&ETY,

7.6. OPERATOREEDEED NS TN a—FT14 T

Operator I&. OpenShift Container Platform 7 1) r—>a v &Ry o—ofklL, 7704 L. EET
32HETY, Operator GV 7 b0 xRV —DITVIZT ) VT F—LDILREEED &£ 5 ICEIE
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L. OpenShift Container Platform BRIEZBR L. ZORIMRBICEDWT) 7ILS M1 LOEBRRE %
TWE T, Operator 37y T L—RK&EY—LLRICETL, BEICBEMNICHIGT 5 & D ICERETS
nTHY, BEOEHHWNDLDICY I NI TONYy Ty FTORAA2EKTE2REDYa— Ay K
ERITTBIEIEIHY FHEA

OpenShift Container Platform 4.16 (Zl&, 75 A4 —HEEICHEEET 272 DICREBERT 7 4L MDD
Operator Y FH'EEFNTWVWE T, INSHDT 7 4 )L b Operator I& Cluster Version Operator (CVO)
ICE>TEEBINET,

95 249 —EEEIL, OpenShift Container Platform Web 3> Y —JLE/&IE CLI 2R L T
OperatorHub ™57 7)) r—> 3~ Operator 4 YA =)L TX 9, ZDH%. Operator 5 1 DF /-
IXEED namespace ICH TR IS4 T L, V5 AY—LTHREENFATETELIICTEEY, 77
|) sr—< 3 > Operator I& Operator Lifecycle Manager (OLM) IC& > TEEINE T,

Operator ICEIBMNFAE L7235 A 1CI&. Operator Subscription DA 7 —4 A=A LEd, V5 RA5—
21K T Operator Pod DIEEM =R L. 2MTAIC Operator O ZIR&EL F£7,

7.6.1.0perator 7RV ) > 3 vDREDSY 1 7
HTR0Y T avIidREICETIUTOY M TERELET,

K724 TRV T avoREDS 1T

7N B4
CatalogSourcesUnhealthy RICEAINZ—BOXLEIRTOAYOTY —RRBEETIEHY
Tt A

InstallPlanMissing YTRON)Toavn4 2 M—ILEtEDHY FH A,
InstallPlanPending HYTRO9N)ToavDA4 YA M—IVEEIIFA VA M—ILDREBHTT,
InstallPlanFailed YTRONVToavdq4 2 M—ILETENREL X L7,
ResolutionFailed YITRU) T a v DREBROBRICKEBLI LK,

)z 6

T 7 # JL b D OpenShift Container Platform Cluster Operator & Cluster Version
Operator (CVO) IC& > TEE I, Ih 5D Operator ICI& Subscription # 72 = &
hBS®HY £/ A, 7Y —2 3> Operator & Operator Lifecycle Manager (OLM) IZ
Lo TEEIN., TN 5HITIE Subscription A 72 =0 MHY F T,

BEfE
e HHYOJDIEEMEH

7.6.2.CLI #{FH L7 Operator 7 727 7> 3 VAT —4% ADKRR

CLIZfER LT Operator Y 72V 1) >3 VAT —9RERRTEET,
AR E A

123
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e cluster-admin A—J)LEFDODI—H—E LTISARY—ICTIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIg
. Operator 724 ) Foaval)AMRRLET,

I $ oc get subs -n <operator_namespace>

2. oc describe <7 K% L C. Subscription )V —X=R&ELXT,

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. O< > KHAT, Conditions 22 3> T Operator Y 7R ) T a vV DIREY A1 TD R
T AR LET, UTOHITIK, FIFARIBERIARTOAYOATY —ADERETHSB

&. CatalogSourcesUnhealthy JRR&% 1 DX F7—% 2|3 false IC72 Y £7,

H A B

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>

API Version: operators.coreos.com/vialphat

Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

R

T 7 # JL b D OpenShift Container Platform Cluster Operator & Cluster Version
Operator (CVO) IC& > TEEB I, Ih 5D Operator ICI& Subscription # 72 = &
hB®HY £/ A, 7Y 4 — 3> Operator & Operator Lifecycle Manager (OLM) IZ
LO>TEEIN., TN 5HITIE Subscription A 72 =V M HY T,

7.6.3.CLI #{ff L /= Operator h¥# AJY —ZADRAT—4% AKR

Operator A% AT Y —ZADAT—4 A&, CLIZFEFRAL THETEZY,

AR

e cluster-admin A—J)LEF DODI—H—E LTISARY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

124



FIB NS TN a—FTaVT

1. namespace DAY OTY—R%&YRARNKRRLET, LEZAE IR —2F0AHYOTY —
ZIZEA X1 TL % openshift-marketplace namespace #5295 Z &N TEE T,

I $ oc get catalogsources -n openshift-marketplace

H A B

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat  55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. ATV —ADFMP AT —9 A %=MHERT BICIE. ocdescribe AT REFRHLZ T,

I $ oc describe catalogsource example-catalog -n openshift-marketplace

Al
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

BRDHAFITIE, REICERIS N/ REED TRANSIENT _FAILURE &> TWE T, TDIR
Bk, h90O7Y —RADEHGEIICEAE M DB EERLTVWET,

3. 2407V —RADMER I N7 namespace D Pod # Y A N7 v FLE T,

I $ oc get pods -n openshift-marketplace

aepaltl

NAME READY STATUS RESTARTS AGE
certified-operators-cvinn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m

125



OpenShift Container Platform 4.16 47/ R— b

marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

namespace ICAY O Y —R&EEMRT B E. ZD namespace ([CA¥ OYY —XED Pod HE
RINnFEd, s A% TIL. example-catalog-bwt8z Pod D XA 5 —4 A
ImagePullBackOff [C72> TWE Y, TORT—HFRIE, ATV —RDA VT YIRS
A=Y DFIVICEBIHZEERLTVET,

4. ocdescribe AT Y RZFERAL T, LYFMRBEHRASZOHICPodZBRELET,

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

ol

Name: example-catalog-bwt8z

Namespace: openshift-marketplace

Priority: 0

Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2

Events:

Type Reason Age From Message

Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd

Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

BRDOHEAFITIR, TS—AvE—JF, A0V —RADA VT Y I RA A —IWEEREE
DIZDICEBICTIVTCERVWIEERLTWET, BIZIE, 1 VYT IRAXA=IHOT4 Y
FELEHRAMVEBEETBLIARNY—IIREINRTVWIIGELHY T,

BIER R

® Operator Lifecycle Manager DI RE LYV —ZX > AH5¥OTYV—2R
® gRPC RFa Xy MEEHIEDIKE

o FTSAR—NLIZRN)—=DS®D Operator DA X —I DT VA

7.6.4.OperatorPod AT —4% AD Y L) —
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72 X% —KW®D OperatorPod 8L VPENLDRAT—H X% ) A MNKRTEZXY, #Ffl72 Operator Pod
DEWNENETDIEEHETEET,

AR
e cluster-admin A—J)LEF DODI—H—E LTISARY—ILTIVEATE S,
o APIU—ERDHEEEL TW 5,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

. VA9 —THRITINTWS Operator ') A MNKRL F T, HAICIE, Operator /X— 3
v, ATR%. BLUVTY TYM LOBEBIEEFNET,

I $ oc get clusteroperators

2. Operator M namespace TEITIN T3S OperatorPod 2 ') A hF/RL. Pod DR FT—%
2, BiEE. BLURERBEYAMRRLET,

I $ oc get pod -n <operator_namespace>

3. F¥#l7: Operator Pod DEHMAEH AL X,

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. Operator DfEEN / — REBEDEETH 255G, VT —%ETLTED/ — KD Operator
AVTFF—DRT—YRAZRELET,

a. /—RDF/N\Ny Y Pod 2EL 7,

I $ oc debug node/my-node

b. /host =T /N\w > T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod I®D /host ICRA MDD root 77 AV AT LBEYDVYNLET, rootT4 LI M) —
“host ICEET 2 &, RRAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

pa

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform 416 7 5 2% —/— K&, 1 32 —4%7ITY, V5 R
H—DEBEEBEAT SICIE. Operator 2FHALF I, SSHEFALKZI S
A=) —=RADT I ERIHEINFHA, 7272 L. OpenShift Container
Platform APl B FIF T X R W FE X, kubelet N9 —4 v b/ — RTELIC
HEELRWEE. oc BRIEVNZDREZRITET, ZDFEIF. KHYIC

ssh core@<node>.<cluster_names>.<base_domain> Z{#H L T/ — KNIC
TOEATEZEY,

c. REBLUVEENITONALPodIDZEE., /—ROIVTHF—DFFMZ ) A PRTLE
-a—o
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I # crictl ps

d. /—REDHE®D Operator AV T+ —ICETZIEHREYRAMNKRRILET, UTDHIT
I%. network-operator 1> 7+ —IlET 21EHRE YA MKRRLET,

I # crictl ps --name network-operator

e. TN T TIERTLET,

7.6.5. Operator O 7 DIN&E

Operator DEBHIRE L7235 A, Operator Pod OV D SRS HIBRAINETEET,
AR

e cluster-admin O—J)L&Z&{F D21 —HY—E LTITRI—ICTIERTE %,

o APIH—EXNHEELTWS,

e OpenShift CLI (oc) 54 Y Z h—ILINT W3,

e OV MO—ITL—rvFEERIVINO—LTL—UIIVDREEBHNXA VEDNH B,

FIR

1. Operator M namespace TEITI N T3 Operator Pod. Pod DX F7—4 X, BiEE. L0
RBEREEE) A RKRRILET,

I $ oc get pods -n <operator_namespace>

2. OperatorPod DOV AR L X T,

I $ oc logs pod/<pod_name> -n <operator_namespace>

Operator Pod ICEED IV T F—HH 2HE,. sOITY RICLYKI VT H—DEREINE
FNB3IS—HMERINZET, EROIVFF—ICF LT, A0/ ) —%=ETLET,

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. API A HEEE L 2 WBEICIE. Kb YICSSHAFAL &Y bO—LTL—Y/—RT
OperatorPod & a7+ —0O 7 %2 L ¥F9 ., <master-node>.<cluster_names.
<base_domain> Z B RAMEICEIMA X T,

a. EavbhO—ITL—r/—ROPod&®YAMNKRERLZET,

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. Operator Pod T Ready 2 7— % ANRRINBWIGEEIE. Pod DAT—4 2 &FFMICHK
HLF 9. <operator_pod_id> Z#ERIDO AT Y ROEAHIC) XA MFRRINTL 3 Operator
Pod D ID ICBE#MA T,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>
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c. OperatorPod ICEET 22V 7T +H—%)AMKRTRLET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

d. Ready 2 7—4% ZAH' Operator AV T+ —ICRRINBRWEEIK, AVTF—DRT—%4
A%z FHICHREL X T, <container_id> ZHHADIY Y ROEAIC—EBERTIINTWS
VTFF—IDICBEHAET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. Ready A7 —#% ANKRRINAL Operator AV FF—DO YV EMERL Z
9, <container_id> ZFHAND AT Y ROHAIK—ERRINTWE AV TF— IDICEZH
ZET,

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

R

Red Hat Enterprise Linux CoreOS (RHCOS) % 3£179 % OpenShift
Container Platform4.16 7 5 A% —/— K&, 1 32 —4% 7). TJ, V3R
Y —DERZFEHAT SITIE. Operator #FRALEd., SSHEFERALAEY S
A=) =R DTV ERAEHEINFEA, SSHRHATHRET—4 DINE
%179 %R1IC. oc adm must gather 8 L U Z DD oc YV REELT
LTIEINET—IDNTDTHZIDNEINEERLTLLEIWL, L.
OpenShift Container Platform API W FIF T X R WEE Y. kubelet % —
Tv b/ —RTHEUICKELRWGE, oc BRIEVNZOREEZZITET, &
DIiFEIE. KHYICZ ssh core@<node>.<cluster_name>.<base_domain>
EZFERALT/—RNIZ79EATEET,

7.6.6. Machine Config Operator O HEIHEE DML
R EZ E D Machine Config Operator (MCO) IZ & 2 TiTh N %354, Red Hat Enterprise Linux

CoreOS (RHCOS) # B L TEBEARMIT Z2MELNHY XY, REDEENBEXLIETFETHS
NEIMIIDHS5F, RHCOS / — RiE, —BEFELEINAVWEY BFMICEEELE T,
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pa 3
UTOZEERF, /—FOBEEZ M) A-LI A,

e MCOMNUTDEEOWITINZRET D E, /—ROKNLA VFLRIBESZ
TOTICEMEZERALIT,

o T VERTED spec.config.passwd.users.sshAuthorizedKeys /X5 X —
¥ —DSSH ¥ —DEHE,

o openshift-config namespace TO/O—N)L T —U Ly MERETIL
Y=y Ly hADEHE,

o Kubernetes API Server Operator IC & % /etc/kubernetes/kubelet-ca.crt 52
SIS (CA) OBEBO—F—Ya Y,

e MCO I, /etc/containers/registries.conf 7 7 { L ~NDEHR
(ImageDigestMirrorSet. ImageTagMirrorSet. 7z(%
ImageContentSourcePolicy 7 72 = 7 M DEIVIRERE) 2RET 5 &, 3
B35/ —ReRLMIv L, EEZBERALT /—RERT7V21—) VY ITRRIC
RLEYT, ROEETIE/ —FDODRLSAVIFRELFZFHEA,

o pull-from-mirror = "digest-only”" /X5 X —4 —ANI S —TEILREINEL
TR N —DiEM,

o pull-from-mirror = "digest-only" /X5 X —4 —AL I M —ICBREI N
I Z—DMIEM,

o unqualified-search-registries ~D 7 1 7 L DB,

TERFMAEFCDIC, IV VERET—IL (MCP) #ZE LT, Operator ’Y Y VEREAZE L /2%
ICEHEBBEEEBCIENTEET,

7.6.6.1. 0>V —)LDERAIC L % Machine Config Operator O HEEF2EN D EML

Machine Config Operator (MCO) DZEEH b RNEQLHRET 25 <'ICI1E. OpenShift Container Platform
Web AV Y —ILEFALTIYVERET—IL (MCP) 2ZE L, MCONZDT—ILAD ./ —RILESR
EMAGNABVWELIICTEZIENTEET, CNICLY, BEMCOEHF OLZAD—EE L TERITI
haBEEgrTERAYET,

pa )

Machine Config Operator ® BENBIEEIDELL D2 DB®D NOTE ZS5RB L T L
LY,

=S5

e cluster-admin A—J)LEFDODI—H—E LTISRY—ILTIVEATE S,

FIE
BE)MCO EFDOBEHD—FHELE /X —RFILZMIRT 21T, UTFZRTLET,

o HIBEEH OEREZ—WELELET,

1. cluster-admin O— )L %21 —%—& L T OpenShift Container Platform Web 3>V —
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vicns14 v LEYd,
Compute » MachineConfigPools 27 !) v 2 L ¥ 9,

MachineConfigPools R— T, Bi2gi% —FIET % / — NIZADHE T master £/
worker DWInhaE oY v I LET,

master £ 7/=(3 worker R—2 T, YAML%Z2 Uy 2 LZd,
YAML . spec.paused 7 1 —JL K% true ICEF L 7,

MachineConfigPool # 7 x4 DYV T

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
#...
spec:
#...
paused: true ﬂ
#...

Q spec.paused 7 1 —JL K% true ICEH L. BiREE—BELELET,

MCP " —BEIEI N TWB Z & A#FERT % 1IE. MachineConfigPools R—YILR Y &
ER

MachineConfigPools X—< M Paused 7 Tl&, ZHE L7 MCP ICx L T True i"REIH
F9,

MCP DN —BHE LR ICIREBHPDEENH 51551, Updated F1iE False TH Y. Updating
I& False (IC72 Y £ 9, Updated A* True TdH Y. Updating ' False D&, REFDEE
ixhY FEA,

BF

REBHPOEENH 515G (Updated & & U Updating 51D A D False D5
B). CEXLRITBRBICHEREOX VTV RABEE ATV a—ILT5I &
PHEINET, BHBRB O ERO—RKELAMBRL T, REICHERZE
LTHLFa1—IBMINAEEEEZERAT 2ICIE. UTOFIRICHEVNET,

e HEBEH O EAD—FELEEZMBIRT I, UTERITLET,

1.

cluster-admin O— )L % D 1 —+4— & L T OpenShift Container Platform Web 2> Y —
e g4 v LEY,

Compute » MachineConfigPools 27 1) v 7 L ¥ 9,

MachineConfigPools R— T, Bi2gi% —F1ET % / — NIZADHE T master £/
worker DWFnh &Y v I LET,

master /=13 worker R—J T, YAML%Z2 Uy V2 LZd,
YAML . spec.paused 7 1 —JL K% false ICEFH L X7,

MachineConfigPool # 7 x4 DYV T
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

#...

spec:

#

paused: false ﬂ
#...

Q spec.paused 7 1 —JL K% false ICEH L. BRBEZZFTLET,

yz o-1o)
MCP O—BE It A #RFd 5 &, MCOWE—BELELAEITARTOLTELAER

L. #EITIS LU T Red Hat Enterprise Linux CoreOS (RHCOS) = Bi#2&) L £
ER

6. MCP " —BHEILLI N TWB Z & %R T %ICIE. MachineConfigPools R—UIZRY £
ER
MachineConfigPools XR—< M Paused 7 Tl&, ZHE L7 MCP ICx L T False B REI N
F9,

MCP WREHDEFR %A T %54, Updated 7llid False ICAY) . Updating %ll(E True

IC7 Y £9°, Updated #* True TH Y. Updating #° False DA, BMDERIEIMZ 51
Ft A

7.6.6.2. CLI ®f# A & % Machine Config Operator @ HEFHE R EIDEM1L

Machine Config Operator (MCO) IC& > TIMA LN BZEENO4E U DR EAFHRT AL CICIE,
OpenShift CLI (oc) #FRA LTI Y VERET—IL (MCP) #Z&E L., MCONZDT—ILH®D / — NIZE
BEMALNABVWEIICTZIENTEEFT, ChilLY, BEMCOEHFOELRAD—EE L TEIT
IN2BEINTETRIRYET,

R

Machine Config Operator D BEIFEELEIDEMNL D2 DE® NOTE 25 L T X
LY,

GIE= 30
e cluster-admin O— /)L &ZH 21— —E LTI ZRI—ILT IV ERATE S,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,

FIR

BHE MCO BFiOBEED—FHELF L IE— L% MRT 2I1ICIE. UTERITLET,
o HEBRE OtRAA—ELELET,

1. MachineConfigPool 7 X% Ls') ) —X %, spec.paused 7 4« —JL K% true ICRET 5 &
DICEHLET,

avhkao—L7L—r (XRY—)/—K
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I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

7—h—/—FK

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. MCPA—FHEIEINhTWA I & =R LT,

avhkao—L7L—rv (XRY¥—)/—K

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

7—h—/—FK

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

H A B

I true

spec.paused 7 1 —JL RKiZ true THY., MCP IE—BZ LI N F T,
3. MCP ILRBHOEELNHZHNEIDEHBILE T,

I # oc get machineconfigpool

H A B

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fab0 False False

UPDATED %A False T#% Y. UPDATING ' False D& (3. REBHOLTEIHY F
9., UPDATED #' True T Y. UPDATING 7' False Di5&. REBFDEHIIHY FH
ho TDHITIE, 7—h—/—RICRBFOEELIHY ET, A bO—ILTL—> ) —
RICITRBHDEELHY FHA,

B

REBPOEENH 554 (Updated & & U Updating 51D A False D5
B). CIXLRITBRBICHEREOX VTV RABEE ATV a—ILT5I &
AHREINET, BHBRB O ERO—RKELAMBRL T, REICHERZE
LTHOLFa1—IBMINAEEEEZERAT SICIE. UTOFIRICHEVNET,

e HEBEH O EAD—FELEEZMBIRT I, UTERITLET,

1. MachineConfigPool 7 2% L)Y —X %, spec.paused 7 1 —JL K% false ICFRET % &
DICEHLET,

avkao—L7L—rv (XRY—)/—K
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7.6.7.[&%

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
7—h—/—F
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

R

MCP O—BHE L %R e 2 &. MCO [E—BHELE L7 d R TOEFE % EA
L. #EITIS U T Red Hat Enterprise Linux CoreOS (RHCOS) % HBi#2&) L £
-a—o

-

MCP O—BHE DRI NTWS &R LE T,
vy MaO—NWFL—Y (XRY—)/—FK
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
7—h—/—FK
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
Al
I false
spec.paused 7 1 —JL K false THY., TP VERET—ILO—BELIE@BBRINET,
MCP ICREBHFDEELNHZHEI N EHIBILET,
I $ oc get machineconfigpool
aepaltl

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

MCP BMRBHRODLEEAEAT 51545, UPDATED %liZ False T. UPDATING %1% True
IC7Y £9, UPDATED 7' True T4 Y. UPDATING 7' False D&, BIMOZEREIIINA
bhEthA, BERIOHTIE, MCOWT—H—/—REEHFLTVWET,

DHBYTRI) T avDEH

Operator Lifecycle Manager (OLM) T, XY NT—9 TT7 V7 BATERWA A=V BRI 3
Operator a4 729054 79 %358, LLFOITS—%H L TR L 7% openshift-marketplace
namespace TY 3 J&RDIFIB2Z&ENTEET,

H A B

I ImagePullBackOff for
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Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c¢846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

H A B

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

ZTORER, TRV T aViEIOBEEOHZREDL F &Y., Operator l&4 Y X =)L E 7
Ty TITL—RERTTEEHA,

YIT29)Toav, V95R9—H—EZRN—=U3 > (CSV) TOMDEAEA Ty M&HIRL T, &

EOHBZYTRIN) T aVvEBHRTEES, YTRV) T2 avaBERLAELRZRIC. OLM I
Operator DIEL WA=V a Vv EBA VAN =)LLET,

AR EH
o FUVARHEERNY RIVA A=V ETITERVWEEDOHZ Y TRV Toarvrh s,
o FLWAYRIAX=JICTIERATIDZEAHERALTWS,

FIR

1. Operator ' ~ 2 bk —JL I N T % namespace H 5 Subscription & & U
ClusterServiceVersion # 7> =7 NO&ZRI BB L £,

I $ oc get sub,csv -n <namespace>

H A B

NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION

REPLACES PHASE

clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. YTRO YT avEHKRLET,

I $ oc delete subscription <subscription_name> -n <namespace>
3 VIR —H—EZANR=UaVEHIRLET,

I $ oc delete csv <csv_name> -n <namespace>

4. openshift-marketplace namespace DKM L 72 3 7H L UBEET % config map D &A% X
BLEYT,

I $ oc get job,configmap -n openshift-marketplace
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H oAl
NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbcch  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch 3
9m30s

5. YVaJZ&HIRLET,

I $ oc delete job <job_name> -n openshift-marketplace

INICEY, TOERTERVWAA—=IDTIVEFITT 5 Pod IFBERI A AY £,
6. REYTY THHIKRLET,

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. Web 3>V —)L®D OperatorHub Z{#f L 7= Operator DHA ~ X k—JL

e Operator NIEEBICHEA VA M—ILINTWE I EA2BELET,

I $ oc get sub,csv,installplan -n <namespace>

7.6.8. 74 VA MN—)LKKEZED Operator DFA VA h—JL

@ U Operator DBA ¥ X h—JL%&&1TT ZR1IC. Operator KIEEMNDRRICT VA VA MN—ILT B0
ERHY 9, Operator EFINDRLRICT VA VA R—ILTETCVWAWSGE, 7OV M
namespace 72 ED ) Y — A M "Terminating” A7 —4% XA TR¥ v ¥ L. "error resolving resource" X
T—IPNRTINZET, UTFICHIZRLET,

Project 1) ¥ — X D&iBAHI

message: 'Failed to delete all resource types, 1 remaining: Internal error occurred:
error resolving resource'

INSDH A4 TDORIREIE. Operator DIEEREA VA N—ILEIHTZREEMELAHY £7,
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Digk

“®

[ |

namespace % &HIAIICHIBR L TH. "Terminating" JREEDRBH R X 1 2 AT REME
FMEL. V5 R —DEMEDNTRE X I FRTEEICAZATREELH B/,
namespace DHIRZIFIF TW A AREMDH ZEE) YV —RDOFEIEFNT B &

AHEINF I, FMIE. Red Hat Knowledgebase Solution #4165791 &R L.
FICEREEESITEBLTLESIY,

ROFIETIE, LLETA >~ 2 b—JLEI N7z Operator S DEEFEH X4 L) Y — R EF (CRD) A RE T
Y % namespace DNIEEF ICHIBRI MR W28 IZ Operator 2B A VA M—ILTERWEFED NS TIL
91_7__’{ \/7‘%7_'__\[/&3_0

FIR

1. "Terminating" JREED & F (T4 > T % Operator ICFAE T % namespace h'%H % H & D M & FEER
LE9.

I $ oc get namespaces

H A B

I operator-ns-1 Terminating

2. 7oA YA M=ILDKKIEE Operator ICEAET % CRD A’H 2 AL £,

I $ oc get crds

pa )

CRDIE7/O—/N)L Y S R9—FHTY., CRDICEET ZEEOHRY L)Y —
Z(CR)Y M Y RAH VR, D namespace IZH B, FO—/NILISRY—A
VAYVATHBAREENSDHY XY,

3. Operator ICL > TIREFAIIBEINTWS CRDAHY, TOCRDET VA1 VA M—)L1.IC
HIR g 2 BN H B5EIE. CRD #HIBRLE T,

I $ oc delete crd <crd_name>

4. 74 VA M=V LT1&E Operator ICEAET B CRA VRY VADEK>TVWE I HERL. o
TW3IHBEIE CREHIBRLET,

a. 74 VA M—=IEIZ. RET D CRDY A TOHIEHIEEEICA LY, Operator MEET 5
CRD ZiBIEL TW2MELH B5EEHY T, /=& ZIE. EtcdCluster CRD %12t 9 3%
etcd Operator D7 VA VA M=)V & NS TIV>a—TF 4 VT F %35FE. namespace Th
) M EtcdCluster CR #1R%ETZX £,

I $ oc get EtcdCluster -n <namespace_name>
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£ L<IE, §RTD namespace TRETEXZET,
I $ oc get EtcdCluster --all-namespaces
b. BIFRT 2EDH S CRME>TWBIHEIF. 1 VY RY VR EHIBRLET,
I $ oc delete <cr_name> <cr_instance_name> -n <namespace_name>
5. namespace DHIBRAEBICERINZ I EEBREL T,

I $oc get namespace <namespace_name>

BF

namespace ¥ Z DM ®D Operator ) YV —ZANEREICT VA VA M—=ILINTWVA
WigEIE. RedHat HR— MIBBWEDLECEIL,

6. Web O3> —JL®D OperatorHub % f#f L 7= Operator OBA X h—JL

REE
® Operator AEFEICHA VAR —=ILINTWE I EEZHELET,

I $ oc get sub,csv,installplan -n <namespace>

BB
o USR8 —HbMD Operator DHEIKR

® Operator DY S XY —~DIEM

7.7.POD OEBEDRAE

OpenShift Container Platform (&, KA M EICEICF 7O/ I3 12U L0 YT+ —TH2 Pod D
Kubernetes D&% FA L TWE T, Pod lE. OpenShift Container Platform 416 TE&#. 7701,
BETEIRNDOAVE2—MNEMNTY,

Pod EEINDE, AVTFT—NRTIZET, FLEAVT T —DHBRINDE T/ — FTERITS
NEEDICEVETONET, RYP—BLTRTI—FIZIEL T, Pod I3# 7 I3 RFFRICHIFRS
h, Zhoon IR 7I7EXATESLIICLET,

Pod DEEAFELE LIZHEICIE. FT PodDRT—9R%EFxv Y LET, Pod DEARMIREEHNH

£ LAHBEICIE, PodDIZ—REEF v I LT BEDA A=Y, AT+ —, £hiEPod xv

NO— 0 DRBEEHELTLEIV, T5—REILEDLZHT—YDINEETVWET, Pod IRV K
AvtE—VBLUVPodBELTIVTF—OOVEREZERLET, ATV KT YV ETEITHD Pod

K7 ERAT 2D, BBEDHZ PodDFTOA XY RREICEDWTroot 727 E2RATTF /Ny & Pod %
EE L CHBZERICEEM L X7,

7.71.Pod DTS —JRREICDWT
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Pod ICREENRET &, BARHNRIZ—RKEBMERINFT, TOI KA. oc get pods DH A
@ status 7 1 —)L NTHERTEZX T, Pod DI Z—REF, A1 A=Y, avFF+— BLvaVT
Ty D=V ICEEYT REZICETIREERLET,

UTFDXRIE, Pod DITZ—RED) A b EZN5DFRAZEEHL TVWET,

%7.3Pod DTS5 —jkEE

Pod DTS —RE  SibA

ErrimagePull

ErrimagePullBa
ckOff

Errinvalidimage
Name

Errimagelnspec
t

ErrimageNeverP
ull

ErrRegistryUna
vailable

ErrContainerNot
Found

ErrRuninitConta
iner

ErrRunContaine
r

ErrKillContainer

ErrCrashLoopB
ackOff

ErrVerifyNonRo
ot

ErrCreatePodSa
ndbox

ErrConfigPodSa
ndbox

— IR A X =T DEIFET S —,

AX—TVDREBICKKL, RYHEIhFI L,

BEINAX—JZIEFIEHTT,

AX—YDREICKBLE L.

PullPolicy (& NeverPulllmage (CE2EX M. 4 —F v M A—=JFRA METO—

AIICEDODY FHA,

LYZAKMN) DA A=Y DEIGZHABRIC, HTTP IS —AFRELFH LT,

BEINAIVFTF—DEEINT Pod BICZAWD, kubelet ICL > TEEINTULE
A

AV T F—DOHEEICKRBLF L,

Pod DIAVTF—DWIThIERBICEELEIEATL.,

Pod DIV F+F—DWFNEERIEBHEHRTINFEFEATLE,

AVFF—mRT LZE L7z, kubelet lZBEEAHITLEEA,
AVTFF—FEA X —I D root EBRTEITAHAITLE L1,
Pod Y KRy J ZDERD I LFHATL,

Pod Y RRY 7 AREZBMSTEIEATL .,
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Pod DT> —RE  SibA

ErrKillPodSand Pod Y Ry 2 RIXEEICELELEHATL,
box

ErrSetupNetwor v hT7—2 OH#HEAEICKBKL F L7,
k

ErrTeardownNet Xxv hT7—2DTICKBLZE L,
work

7.7.2.Pod R T —4 X DHER

Pod DAT—9RABLUVIS—REAV T —TEXET, PodICEETRTO4 XV MNEEEI T
J)—L, R=AA A=V DU BEEAERTEHEETIET,

AR

e cluster-admin O— /)L %FHDA1—H—& LTIV SRI—ICT7IVERATE %,
e OpenShift CLI (0c) 1’1 Y2 h—ILI T W3,
o skopeo M1 VA R—JILINTW3B,
FIa
L 7oy MPYEZZET,

I $ oc project <project_name>

2. namespace I CRTINTWS Pod. Pod DAF—4% R, T5—DKRE, BitE. SLU0RE
R E ) R MRRLET,

I $ oc get pods
3. namespace AT 7OA AV MRETEEINTVLEHNEINEHBILZF T,
I $ oc status

namespace A7 704 XAV MRETEEINZIGE. HAOIKIE, 7704 XY FRERER—
AAA—VDBRINEENFT,

4. FIROATY ROHEATBRINTVEIR—RM A—IERELZT,
I $ skopeo inspect docker://<image_reference>
5, R=AA A=Y DBWAELLLBRWVWGEEIE, T7OMA Y MREOSREBRHLE T,

I $ oc edit deployment/my-deployment
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6. TTOM XY MREMRTHRICEREIND &, RENPBBNICBET 7O0430hZEY, 7704

XY hDEITHICPod RT—9 R %=MHAB L. BENMERINTWVWEHNEI I ZHBILET,

I $ oc get pods -w

7. Pod OKBUICEET 2 2HTIERIL. namespace ATA RV MR LE T,

I $ oc get events

7.73.Pod 8LV FFH—O7DRE

AR Pod DRBICEE T 2EES LV IS —AvE—YDEEIIDWT Pod b L aryF+—0O
THEREBETEZTT, RYUY—BLPKRTI—RIZL>TIE, PodBLUVaVF+H—0O% 13 Pod DIRT
BEFAEAREOFFICRY ET,

AR

FIR

cluster-admin O—J)LAF D21 —H—E L TITRI—ICTIVERATX S,
APl —EZHDHEEEL TW 5,

OpenShift CLI (o¢) B4 Y 2 h—ILXhT W3,

. RFEPodDOT DI T —%RITLET,

I $ oc logs <pod_name>

J9IT)—%RTLT, PodADFEIVTFT—DOATZRIFLET,
I $ oc logs <pod_name> -c <container_name>

FID oclogs AX Y REFHAL TEREINDO7IE. Pod Fida YT+ —HNOEERND
(stdout) ICEEINDI A v E—V TERINET,

Pod A /var/log/ ICE2FEnh 507 2R&EL XY,

a. Pod D /var/log ICEENZ 7 7ML ELVOY TTF4 LI MN)—% )R MRRLET,

I $ oc exec <pod_name> -- Is -alh /var/log

H A B

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog

141



OpenShift Container Platform 4.16 47/ R— b

drwx------ .2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-X. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 wtmp

b. Pod A® /varllog ICEEZFN2R/EDCOT 774 LDV TY) —%=ETLET,

I $ oc exec <pod_name> cat /var/log/<path_to_log>

H A B

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FEDIVTF—AD varlog ICEEFN2O07 7 7AILBELVYTTF4LIN)—%Y R
PRRLEFT,

I $ oc exec <pod_name> -c <container_name> Is /var/log
d HEDIVTFT—HNOD varlog ICEEFN2RHEOOT I 74IVDI L) —%ETLET,

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.7.4. ZTHD Pod NDT7 VR

Pod ITY zILERELC D, R—FEZEICLEYRY NT—ITF7 IR EBEB LT, ETHD Pod 2 EFHH
ICHEERT B2 ENTEET,

AR

FIR

142

2.

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

APl —E XD HEEE L TW B,

OpenShift CLI (o¢) B4 Y 2 h—ILI N T W3,

TOER$TBPodhEENZ 7O MIUIWEZAET, Chik ocrshdv Y KA -n
namespace 4 7> 3 VEZIFANBWEOHICHETT,

I $ oc project <namespace>

JE—M>T)V% Pod THEEILZX T,



BIEMSTNY2—FT1VT
I $ oc rsh <pod_name> ﬂ

Pod ICEB# DO YT F+—hHBI35E. ocrsh (T -c <container_name> HIEEI N TULR
WERBYSHOAVTF—ICT 72 I MNREINZTT,

3. PodHDFENDIAVTFHF—TIE—M I ZEEILET,
I $ oc rsh -c <container_name> pod/<pod_name>
4. Pod DIR— hADR— bmEtEy Y a VEFRLET,
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q R—NEgEtyoavaxyyEILT2ICE ClkCE AN LET,

7.75.root 7V A TDT /Ny & Pod DILE)

BEDH 2 Pod DT FOA XY NEIETTAA XY MREICEDWT, root 7V ERATTF Ny &
Pod #2#TXFd, BE. Pod 1—H— (T root LA DIERTEIT LI TH., BBEREET D7=0HIC
—BEH7 root ERRE CPod D RS TN a—F 4 VA EFTT B EIFBICIIBET,

Gl s
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,
o APIHU—ERDHEEEL TW 5,
e OpenShift CLI (0c) 1’1 Y2 h—IL I T W3,

FIE

L 704 AV MIEDTWT, root 7PV ERATTF /Ny J Pod 8L F T,
a. 7OV MOTFTOAM AV NEERBLET,

I $ oc get deployment -n <project_name>
b. 7704 XY MIEDWT, root ¥R TT /Ny ¥V Pod ##2EIL £7,
I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. 7—_\‘7°D,r Ay I\EQZHE‘:ED“L\—C\ root TOtX'C‘j_"\/\“‘/ 7 Pod %E@JL?TO

a. 7OV IV bDTTOMAY MRERERFLEY,

I $ oc get deploymentconfigs -n <project_name>

b. 7O AV hg&fg‘:%’j\,\’c\ root R TT /3y ¥ Pod 28I L £ ¢,

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>
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R

A5 0T714 TRV EERTTIERDYIC, - <commands> % FiiRD oc debug 1
<Y RIZEML, 78y JPod ITE~ZDIAYY RERTTHIENTEET,

776.Pod BLVAVTFHF—AD/DEDT7 7A4IDIE—
Pod I/ 774 )L QAE—L T, REZEETAMLAEY, 2HBHRENELLY TEET,
AR

e cluster-admin O—J)LEF DODI—H—E LTISARY—IITIVEATE S,

o APIHU—ERDHEEEL TW 5,

e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

Flia
. 7274 % PodiCaE—LZET,

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

Q CATIVHEEINTVAWES., Pod DEFMOIVFF—MBIRINET,

2. Podo 7740 %E2EE—LET,
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

Q CATIVHEEINTVWAWES., Pod DEFMOIVFF—MBIRINET,

Pz
oc cp WH#ERET B ICIE, tar XA F YU —A AV T F—RNTHAARETHIUEN
HYET,

7.8. SOURCE-TO-IMAGE (S2I) TOvRONZ TN a—Fav T

7.8.1.Source-to-Image (S2) D RS TN a—FT 4 VIDANSTI—

Source-to-lmage (S2I) 2B L T. BIRAIEE/R Docker B DAV FTF—A A—V%EIRNLEY, 7
TVr—2avyVy—20—REAVTF—A XA =JIHAL, HRAA-V 2TV TILLTETARE
BRARXA—DVEERTEET, FHRAA—VITE, R=AAA=I (ELFT)BLTELRINEZY—R
NHAAFEFNRTUVWET,

2l 7O A CRERENRETIEMEEET SICIE. UTORS20 AT —JICEAET % Pod DIRREAHE
RTEZET,

. EIVREBEEDER T, EILRPod ER—RAX—IUBLOCT7 TV r—vavyoy—2d—RKH
SFPT)r—o3vaAvTr—AA—CHERT BE0IERINET,
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2. TTOA XAV MNEEDRRE ©. 704 X N Pod IXEJ REEEEETEIL RINETTY
H—=2ayAVTt—AX—=—UhoT7 T Y r—a3 Y PodaT7AOA4T50ICERINE
T, 704XV NPod ik, Y—ER®I— NG EDRDY Y —REFTOA4LFT, 70O
A AV NEREIX. EIRERENKRINT B EHBAINET,

3. F7A4 A MPodD7 Y r— 3> PodDilZEIEIC. 7Y —2 3 DEENETH
DT )5 —2 3y Pod NTHRETZAEELGHY FT, Ic&xIE, 7Y —2 3> Pod
AN Running RETH>TH, 77U —2aVIdFEEY ICEELRVIAREELGHY T, &
DYFVATIE, ZFHROT7TYVr—23 Y PodIil72EALT, PodRODT7 Y 5r— 3y
DEE#FHETEIET,

S2ANDBEED NS TV a—TFT 4 VT %THIRICIE, UWTFTDRAMNSTFI—IIRWVET,

L. EINR, F7OMA YN, BLOT7TUT—2 3V Pod RTF—9 ZADER

2. B@EAIRELES2 70RO RT—Y DR R

3. KB LAZRTF—JIC/InT 500 DHEER

7.8.2. Source-to-Image 287 — 4% DINEE

S21Y—IliE, EIRPod&EF7OA4 XY N Pod #IBEICEITLET., 7704 XYk Pod ik, EI
RRF—=YVTHERINLZT ) r—2avaAVvTF—A A=JIEDWTT7 T 5= 3V Pod 57
704 LFEY, S2 7O R TEENMRETZ2HBMEAHRTZHIC, EILR, FFOMXAV M &
V7TV r—2 3V Pod DAT—HREBERLET, RIC, ThILSLTMT—92I&ELE T,

AR E 4
e cluster-admin A—J)LEFDODI—H—E LTISRY—IITIVEATE S,
o APIU—ERDHEEEL TW 5,
e OpenShift CLI (oc) ' Y A h—ILEIhTW3,
FIa
1. S20 7O RLETDPod DRAT—Y A %R L. BENRETIAT—IVZHRLET,
I $ oc get pods -w ﬂ

‘D WAEFEHALT, Ctrl+C A FRHLTCOY Y KA TT 25X TCPod CEEODEEAERL £
-a—o

2. BEDHBD Pod DO TIS—DEEZHERLET,

e EJLKPod HkM Y %355, EIRNPodDAJEHEL T,

I $ oc logs -f pod/<application_name>-<build_number>-build
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a3

F 7<%, oc logs -f bc/<application_name> = £ L T. EI REEDOO T

HHERTEEY, EIWREREOOVICIE, EIVRPod 50OV EEZN
N Y9,

o FTOA AV b Pod 'R Y BI5A. TTOAM AV NPod DOJEHRALET,

I $ oc logs -f pod/<application_name>-<build_number>-deploy

Pz

F72l%. oc logs -f dc/<application_name> %R LT, 7704 XA~ bE&
EOOJVEWRTEET, ThILY, 7704 AV b~ Pod B IEEEICET
INZET, 77A4 XAV MPod BoO7AHEAINET, 7704 XY
N Pod D5ETHICEITTSE, AV RKET7FY s —>av Podhrb0%
EFHALET, 770442 M Pod D5ET#HE. oclogs -f

pod/<application_name>-<build_number>-deploy Z=17LCO7IC7 ¥
ERATEET,

o 7V — a3y PodHBkBLEZEY. 7V r—2arvhRiTho7 IV r—ay
Pod ACHFAR@EY ICEMELAWES. 7)Y y—Ya v PodOJ R LET,

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

783. 7 ) r—a v DEEEREETLLODT S b— a vElT—49 DINE

TNV —2 a3 VvDEERETHROT T Yr—2a Y Pod RCHRETHAREMIGHYET, ZDLD
BIRETIE, UTFOANSTY—%FHL CEMBERENESTI T,

o 7S — a3 Pod ICBEETEZAANRNY MNEERLET,

o 77— avPodoOJERIALET, Ihilid. OpenShift Logging 7L —LT—74
KL TREINBWT ) =2 avEEOO T 7 71 ILAEENRFT,

o 7 hh—2 a3 UREENGEMICTANL, 7V —Y a3y Ay T —TC3Y —ILEZET
L/i-a—o

AR
e cluster-admin A—J)LEFDODI—H—E LTI SRY—ILTIVEATE S,

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

FIR

L HEDT7 TV T—2 32 Pod ICEAETZARYMNEYZRMRTRLET, UTOHITIE. my-
app-1-akdlg E WO ZRIDT7 TV r—2 3V Pod DARY NG LET,

I $ oc describe pod/my-app-1-akdig

2. 7NV — 3 Pod o0V EHEALET,
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I $ oc logs -f pod/my-app-1-akdlg

3. ZFHFOT7 ) r—>a v Pod RTHEDPOTEZRBR L E 9, 1ZHEH (stdout) ITEFEX
0 Z'l& OpenShift Logging 7 L —A7— 27L& > TIEI N, ZhEFIROa~Y > |~0).':|:'.7]L‘_
BENET, UTOI T Y —&, ZBEEA (stdout) ICEFINARVWOTICOAMETT,

a. PodAATroot#ERARLICTZ Y r—>avndIc7 oA TE3ESIE. LToLSICO
TI274IVERRLET,

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. 77XV r—> 3 AT DRFRICroot 7V CADNMBELRIZEIL, rootERTT /Ny AV T
FT—%EHL., IVTF—ATOTI7MIAERRTEEY, 7OV bOD
DeploymentConfig = 7> =/ ST Ny FaVFF—%RELET, BH. Pod 1—
H—Id root LA DERTERITLETH. BMEZFAET 57O IC—BFHIAR root ¥R T Pod
DRNZTINYa—TFT4 VT EETTRIEFZICIBET,

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

pa

oc debug dc/<deployment_configuration> --as-root % -- <command> %
BIETICRITIZBE. T/NY T PodATroot 72 EATA VY57
TATRUTIVICT IV EATEZT,

.4y&79747n/1wr;7U7 g VA NENICTANL, 7Y r—v 3 >3
VT —TEY—ILAEEIFTLET,

TN r—23vaAVvFF—TA VIS0 T14 TR TIVERELET,
I $ oc exec -it my-app-1-akdlg /bin/bash

b. YTIWSTFUIr—>arOEEENENICTAMUEY, £E2E aVvFF—DT
VMNY—RAV NIV REETLT, BREWRTDIENTEET, RIS, V—2R
JI—REEHL, S20 /AR TCT7 ) r—rayavys+r—2BEI R 5HEIC, OAv YV
RSA VDL ERICEEATAMNLET,

c. TT—RATHAARELBH/NA T ) —2RITLET,

pa

—ERDEMT/NA F ) —%RITT BICIE. root ERABETT, TDL DK

SLTI&. oc debug dc/<deployment_configuration> --as-root #3177 L

T. BEDH % Pod M DeploymentConfig = 7> 7 MIEDWT, root

MEBRTT /Ny U Pod ZBEITE XY, RIS, T/3v U Pod AD SEERT/NA
FY)—%root ELTEITTEET,

5 BEiNAF) =DV TFF—RTHRTEAWVESIE, nsenter 2FERAL T, AVFF+—D
namespace I TR A MNDBMI/NA 1) —%ZRITTEET, UTDOHITIE. RAMDip /N1 F
)—%FRALT, AT+ —®0namespace ATipad #ETLE T,

a. =Ty N/ —ROTFTNv Ty aVIZAYET, TOFIEIE. <node_name>-debug
EWITNY T Pod AV RAYVZAELET,
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I $ oc debug node/my-cluster-node

b. lhost =T /N\w 7> T JLJADroot T4 LY MN)—=ELTEHRELE T, T/3v J Pod I,
Pod D /host ICRA MDD root 77 AV AT LBEYIDVYMNLET, rootT4 LY M) —
“host ICEET 2 &, RAMDEFTNRRICEFNEINAF) —5E2TTEET,

I # chroot /host

e

R

Red Hat Enterprise Linux CoreOS (RHCOS) %3179 % OpenShift
Container Platform4.16 7 5 A% —/—Ki&, 1 32 —4% /I TY, V73R
H—DEREFEHAT SIIE. Operator FRALFd., SSHEFERALAEY S
A=) —=RADT I ERIHEINFHA, 7272 L. OpenShift Container
Platform APl AAFIFA T E R WFE P, kubelet 9 —4 v h/ — RTEHIIC
KEEL WG H. oc BRIFVNZDREZRITE T, ZDFHIE. KDY IC

ssh core@<node>.<cluster_name>.<base_domain> Z{#H L T/ — KIC
TOEATEZLT,

c. ¥—v haAVFF—IDZEHHBILFT,
I # crictl ps

d IVF+r—7OAD%#EELET, ZOFITIE. =4y baAVFF+—IDIE
a7fe32346b120 ¢4,

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. RAMDipNAF)—%FALT. YT F—D namespace AT ipad #ETLZE T,
ZOFITIE, 31150 207 F—D7OtRID & LTHEAL XY, nsenter A7 Kid,
& —45w M 7O ZD namespace # A L. TD namespace CAY Y RERITLET,
ZOFDS =4y NTOEREAVTFF—DTOERID THZ7EH, ipad IV K,
RA MLV T F—O namespace TEITINE T,

I # nsenter -n -t 31150 -- ip ad

p= =)
TNy T ) —RREDRKEREIVTF—2FRALTVWEIBEEDHA, VT
F—® namespace A THRA MDA 1) —%ERITTEET,

7.8.4. BEEIFTR

o S2IEIL KRR NS TV —DFMIL. Source-to-lmage (S2I) EJL K SR L T ZIW,
7O .ANL—VODOBED NS TV a—FT4 0T

791 BHEY HTIT S —DER
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J—=ROBFHETICISy Y aFzld vy MU YT B &, EY H TSN ReadWriteOnce (RWO)
R)2—LH/—KNST7UIIV MEN, ZORIZBID/ —RTR7Y1—I)LENS Pod THEAH
BEICR D ZENFRINET,

L, BEARELL/ —RERYHTONLRY 2—LEZTYIVY NTERVED, HR/ —FK
KOV hTBIEETEEEA

BHEVETOIS—DREINI T,

H A B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

FIE
EHEY L TORBEBRT 210, UTOV Y a—varyondhhrsERLETS,

¢ RWXARY1—LZEALT BHEVHETZEMILIT,
FEAEDAML—IYY ) 2a—2 3V TlE, ReadWriteMany (RWX) R 2 —L%{FHL T,
BHEEVHETIS— 2SI EDNTEET,

e RWOMRY a—LDFEARICESENIKEELL/ —R2EET DD, HIFRLET,
VMware vSphere 72 ED RWX Z#HR— M LAWVWR ML =Y DIFE, RWORY 2 —LDKDHY
ICERAINZBELNHYET, L. RWORY 2 —LIFEHED/—RIZITO Y MNTEFEE
/\JO

BHEYYTDIS—AvE—IHPRWORY 2—LEHIIRRINZZEICIE., vy Y
DVERIFIVTvalle/ — KT Pod Z@HIRIICHIFR L. BIBUKGERY 2 —LDEIY HTH
BREDEERT—/O—RTOT—YEELEERLET,

I $ oc delete pod <old_pod> --force=true --grace-period=0

DAY RIFE, vy NI VFLIFEISy v aliz/—RTELELERY 2a—L% 6 951%
ICHIBR L £ 9,

7J10.WINDOWS OV FF+—0D7—- 00— REEDEBEO NS TILY 21—
FA Y

7.10.1. Windows Machine Config Operator 21 ~ 2 k —JL I 7Ly

Windows Machine Config Operator (WMCQO) W1 Y X h—IL 7Ot X %5% 7T L TW3 A, Operator A
InstallWaiting 7 t — XD X FTH2HE. BERRY NT—VICBERTIEEICL>TEIESRIIN
TWaHEMENHY X7,

WMCO Tl&., OVN-Kubernetes % {#f L T OpenShift Container Platform 7 5 X% —%& /4 7 1) v R
XY NT—UTHRETILESHYET, WMCO IE/NA T Yy KRRy N7 —0 AFIBEATRE TR LVIREE
TAVAM—LTOCRERTTEEEA, INE, BROARL—FT 1 VIV RTLOS)BLY
OSNYT7URMNET/—RZEETHLODIBLETY, hE. 773R9—DA VA M—ILBICETT
DNENHYET,

FHME. N TV YRRy NIV DEREEZBRLTIEIW,
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OpenShift Container Platform 4.16 47/ R— b

7.10.2.Windows ¥ A Ea— N/ — NI SR WERDAE

Windows ¥ AV Ea—h /= RICARSGRWERICIK, SEOCEAN/HYIY, ZOHEEZREY
Z&\iEnR A% E LT, Windows Machine Config Operator (WMCO) OV %#R&ETZ I ENATEXE T,
lE= 353

e Operator Lifecycle Manager (OLM) % {#f L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\:\%)o

e Windows AvFEa— v vty FEERLE L,

FIE
o LITIaOvY Vv REEIFTLTWMCOROIEZRELZT,

$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. Windows / — RAD7 UVt X

Windows / — Kid oc debugnode ¥ > RZFHAL TP 7 ERATEEFHA, TOOAYYRTIE, /—
N CHHEMN X Pod 2R1TT2MEN’HY T, ThiE Windows TIEELEHR—PFPINhTWEHA,
HY & LT Windows / — Rk, £F 27> )b (SSH) % 7z1d Remote Desktop Protocol (RDP) % {# A
LT7V7ERATEZY, EE55DAHEICE SSH bastion BABETT,

7.10.3.1.SSH % (& L 7= Windows / — RADT7 /£ R

¥ 21 7Y Il (SSH) %M LT Windows / — RICP 2 £ TX £,

=S5

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvFEa— v vty FEERLE L,

e cloud-private-key >— 7 L v N TEAINZF—B LU ssh-agent I LTI S RY —%{EK
THRRIFRINSF—%2BMLTWS, X271 —LDOEBAMS, F—IXFEAEIE ssh-
agent NHHIRT 2L DICLTLRERI N,

e ssh-bastion Pod #{#H L T Windows / — RIZEHKELTW3,

FIR

o LIFTDaOvY Y RKEZETLTWindows / —RIZZ7IVEALET,

$ ssh -t -0 StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \

-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
bastion \

-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9
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BIE NS TNYa—TFTaVY
ﬂ Amazon Web Services (AWS) @ Administrator, Z7(& Microsoft Azure @ capi R ED U
SoRTONA Y —D1—H—Z%EEBELET,
@ LUTOIRY FERGTUTREAER. /—FORBIPT RLRZEELES.

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2.RDP #{&H L 7= Windows / — RADT7 7 R

Remote Desktop Protocol (RDP) Z &M L T Windows / — RIC7 VX TEXT,

AR

e Operator Lifecycle Manager (OLM) % {#f L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvEai—kvo vty MEERLELE,

e cloud-private-key >—7 L v N TEAINZF—B LU ssh-agent I LTI S RY —%{EK
TERRIFERAINZF—2BMLTWS, X2 )FT 1 —LOEANDS, F—IZFEAEIL ssh-
agent N BHEIRT 2L DICLTLRERI N,

e ssh-bastion Pod #{#H L T Windows / — RIZEHKE L TW3,

FIR

L UTOITY RZERITLTSSH b RILEZZRELE T,

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ )
core@$(oc get service --all-namespaces -l run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

Q LTFDITY REEFTLTHRHEAEER., /—RORBIP 7 RLAEEBELET,

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. EREINET TJ)LAT Windows / — RICW L TSSH #2417 L,. UTFDOT Y REFEITLT
A—H—DNRRAT—REERLFT,

I C:\> net user <username> * ﬂ

AWS @ Administrator, F7zl& Azure D capi RED IV R7ONA F—Da1—H—%F
EEELEFT,

RDP 754 7> Ma{EHL T. localhost:2020 T Windows / — RICY E— N TTF7 IV EATEX S LIS
By FE L,

7.10.4. Windows 1 > 5+ —® Kubernetes / — RO Z DUINE&E
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Windows AV FF+—AOF VY Jid Linux AV FFHF—AOF VT EIXELRBLATHEEEL X T, Windows
77— 00— RK®D Kubernetes /—ROJI&, 774 hTC:varllogs 74 LI M) —ICA M) =3V
JINEY, LEDK>T, TOFT14 LI M) —H5 Windows / —RDOTZINETI2HENHY F
ERR

=55

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\éo

e Windows AvFEa— v vty FEERLE L,

FIR

1. C:wvarllogs DERTDT 1 LI M) —FTOV%ERTTSICIE. UTFOITY RERITLE
-3—0

$ oc adm node-logs -l kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

2 ALY REFEARALTTALIMN)—RHROT7 745 RAMNRRL, BElOOT774I)L%
RERTEBLIIIHRYE LR, =& A, kubelet OV ARFT BICIF. UTFOOY Y REET
L/i-g_o

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5.Windows 7 ) r—>avARy NOJTDIE

kubeletlogs T KR4 > h®D Get-WinEvent shim (&, Windows ¥ YhSF7 Y or—o 3 vARY
NOJZRETZDIHERATEET,

=S5

e Operator Lifecycle Manager (OLM) % {#f L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\/\%)o

e Windows AvFEa— v vty FEERLE L,

FIR

e Windows T YDARY KO TIRTOT ) r—yavaxryr/oarsRrd 31,
DFEZEITLET,

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal
B L 3< > K oc adm must-gather TO V& INET BZRICETINE T,
ARy NOTDOMD Windows 7 7)) r—>avodidE, ThThOY—ER%-u7> 7Tl

ELTIETEIEETEFEY, LExE UTFDOAY Y RAEERTLTdocker V%4 Lth—
EXoOJ=RETEET,
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I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.10.6. Windows O >~ 57+ —fH® Docker O 7 DINE&E

Windows Docker H—E 230 7 %#1ZHEH A (stdout) ICA M) —I V7 F, Windows DA R> hOY
ICAJ %58k LE 9, Docker 1 Ry hAY %KL T, Windows Docker —EZXNRERHE FREINS
BEZHAETEET,

AR

e Operator Lifecycle Manager (OLM) % {# [ L T Windows Machine Config Operator (WMCO) %
’f V7\ I\_)l/ L/T\:\%)o

e Windows AvFEa— v vty FEERLE L,

FIR

1. Windows / — KIZ SSH #3247 L. PowerShell EABDLZ Y,

I C:\> powershell

2. LFDOY Y R%EZERTLTDockerOVAKRRLET,

I C:\> Get-EventLog -LogName Application -Source Docker

7.10.7. BEER

® Containers on Windows troubleshooting
® Troubleshoot host and container image mismatches
® Docker for Windows troubleshooting

® Common Kubernetes problems with Windows

7N E=% ) v RAEORBOHREE
OpenShift Container Platform IZI&, A7 7S Y N 74 —LJVER—X Y NDEZS ) VT 5RET S
EFICEEIN, BAIIKA VAN —IILINEBEEHREOE=S ) VTRV INEFNET,
OpenShift Container Platform 4.16 Tl&, 75249 —EBHFEFILEBILGLCCA—HY—E&ZSOY I b
DEZFYVTEZBMITELT,
ROBBHIEELLIFEIE. ORIV I VOFIBICHE>TLEI W,

o MEDXAKN)IRALFETERW,

® Prometheus " KEDT 1 RV BEXZHEEL TV,

® Prometheus IZ¥%f L T KubePersistentVolumeFillingUp 75— D" R4E L TW 3,

7N I—H—EFO7OP I MX M)V IAMNERATTLRVEROREE
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ServiceMonitor )V — X &FHT S5, A —F—EF7OVII MTH—ERICL>TRAEINS X
N O ZDERAEEHBITEF T, ServiceMonitor )V — XA EF L TWBIBET. X MY TR UI
IR BA MY IADBPRRIINBEWVIGEEIF. COFIETHAINZ ATy TEETLET,

Gl s
e cluster-admin A—J)LEF DODI—H—E LTISARY—IZITIVEATE S,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,

o 1—H—FHFOVIIMNOI—Y—FEFOTOSTIMNDODE=ZF)VITEBWICLTEHEEL
7=.

e ServiceMonitor ')V — X &{ERK L 7=,

FIR

L 79z )Y 21— —0—/ 00— REBELINLBRAINTUVWAWTI EAERALE
T, ROFITIE, ns1 7OV MAFEARALET,

a. 70O =Y MIC openshift.io/user-monitoring=false Z NJ/LA Y HTSHHhTLWARW Z &
R LI,

I $ oc get namespace ns1 --show-labels | grep 'openshift.io/user-monitoring=false'
)z 6
1—%—-7—/0—-RDT7OY Y MIREINZT 74 DI

I%. openshift.io/user-monitoring=true T3, =72 L. IRIITFETE
ALAWRYRRINFE A,

b. ServiceMonitor & & U' PodMonitor ') ¥/ — X I openshift.io/user-monitoring=false 5~

I EYHTERTWAW ZEZERLET, ROFITIE. prometheus-example-
monitor Y —EXE=¥—%Fzv I LFT,

$ oc -n ns1 get servicemonitor prometheus-example-monitor --show-labels | grep
'openshift.io/user-monitoring=false'

c. INLAEYHTOHNTWERHEIR. INVEHRLET,
7O MBS IRIVEHIRY 26
I $ oc label namespace ns1 'openshift.io/user-monitoring-'
JY—ZADSSRIVEHIRY 55

$ oc -n ns1 label servicemonitor prometheus-example-monitor 'openshift.io/user-
monitoring-'

H A B

I namespace/ns1 unlabeled
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2. ¥—E R & ServiceMonitor ) YV —RAREDHIGTZ2IRNILHNA—BHLTWE & &AL E
9, ROFITIX, prometheus-example-app H—E X, prometheus-example-monitor t—
EXEZ4—, $LUns1 7OV M EFRALET,

a. Y—ERICEHFINLESNILERBLET,

I $ oc -n ns1 get service prometheus-example-app -0 yaml

H A B

labels:
app: prometheus-example-app

b. ServiceMonitor ') ¥ — X8 E D matchLabels E&EN. ERIOFIEDSNILOH D E—H
TR EEBIALET,

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

H A B

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

R

7OV NORTIEREZF OEFEEE LT, Y—EXB LY
ServiceMonitor )V — XA SRV AHESRTEFE T,

3. openshift-user-workload-monitoring 7’0 = % b T Prometheus Operator ® O 7 & AR F
ER

a. openshift-user-workload-monitoring 7O 2 hD Pod ) A KRR LZF T,

I $ oc -n openshift-user-workload-monitoring get pods

H A B

NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
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prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. prometheus-operator Pod @ prometheus-operator > 7+ —m"607%BFLE T,
LLFDFITIE. Pod i& prometheus-operator-776fcbbd56-2nbfm (Z72 Y £ 9,

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

Y—EXEZS—ICEBENH2HBE. OTICIRUTOLIBRIS—NEENDARNENH
L) i’a—o

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

4. OpenShift Container Platform Web O~ —JL Ul @ Metrics targets R—2 T, TV KRS~
hDY—Ty NAT—9 R%=MBLET,

a. OpenShift Container Platform @ Web vV —jLicos4 v L, BBE NN—IARI T4 7
@ Observe — Targets (LB L 7,

b. UARTAKNYIZADITY RIRA YV MAIEL, Status T THY—45 v NDRAT—4H A =R
L/i-g—o

c. Status »* Down DIFE. TV RRA VY RNDURLEV vV TBE, TDAMN) VRS —
7w M@ Target Details R—Y CTHMBERERZ2 I &N TEET,

5. openshift-user-workload-monitoring 7’02 = % h C Prometheus Operator D7 /3w ' L R
Loo¥ry 78 ELET,

a. openshift-user-workload-monitoring 7’0 = ¥ b T user-workload-monitoring-config
ConfigMap # 7>z V7 b AREL T,

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. prometheusOperator @ logLevel: debug %* data/config.yaml [Z:EIIL. OJ L N)L%
debug ICEREL 7,

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...
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c. BEZHBEATILEDICT 7MLV EREFELEFT., E%Z(F % prometheus-operator Pod &
HEWICET 704 INhE T,

d. debug O %7 L RJLA* openshift-user-workload-monitoring 7’0 = & b @ prometheus-
operator 7 704 XV MIEAINTWR Z & 2ERLE T,

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

H A B

I - --log-level=debug

TNy TLRILOOF Y U Tl Prometheus Operator IZ& 2 TITHhN 2 TR TOMEUH
LARRINET,

e. prometheus-operator Pod B"EfTINhTWS I MR LF T,

I $ oc -n openshift-user-workload-monitoring get pods

R

258 X N7\ Prometheus Operator @ loglevel fEAY configmap IC&E N5
%4 . prometheus-operator Pod N IEE ICHEES I NAWIEEELNH Y £
ER

f. 7y 70T %8 L. Prometheus Operator #* ServiceMonitor ') V — X ZEALTW5
7’3\&\5 b\%ﬁﬁg?g L/ i-a—o O 7‘"@1@@@@3—%}15_@%%%6&5@ L/ i-a—o
BIERHR
o 1I—H—FEHSOVIIMNDE=Y ) VI DEMIE

o H—ERXREZHYH—F7lEPod E=Z4—DEMAEICET 25FMIE. T—EZXDE=Z4—FHED
BEAZSBLTLEIY,

o XKNYIREY—=4y MIET2FMBHROME 2S8R L TLLI W,

7.11.2. Prometheus " AKEDT 1 R VMBE A HE L CTWAEHDEFE

HAEEIE. F—EEORTOERXTA NV ZDOBHEERT BIZOICTNIVEERTEET, EHAT
XLEREMDOHZF—EEDORTOHIT, BHICODWTHFATI2TRMOHZEOBICHHLET,
BN EFRDEEFOBMIE. NM Y RINRTWAWEBMERIENET, 72& XL, customer_id Bt
&, FERATEZENERICHDD, NA Y REINTLWRVWEHICRY X,

HYLBTONBZF—EEDORTICIETRT, —EOERINLHYET, SNILICSHDNNA Y REINT
WRWEZFERT 2 &, ERINZERIOMAIEHEHMICEMT 2A8EMELrHY XY, IniE
Prometheus M/X 7 # =TV RICKET ZABEMEIDHY. ZLL DT 1 RAVBEEEZEET 2AEENH Y
i’a—o

Prometheus "% << DTF 1 AV 5BE T 1548, UTOFEEFATEET,
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o YDINRIIIHREZ DIEFERINT—F ZEK L TWBHMFEL < HBITIE. Prometheus HTTP
APl %A L CHRINT—IR—RX (TSDB)DRAT—Y RAEHBE LFTT, INEERTTBIC
& V529 —EBEERIVETT,

o INEINTWVWE RILATHYTNOBEHIE LT,
o 1—H—FHFEXARNIIRICENYLETONBEINSA Y RINTVWARVWEBEDOHERSTZET.
BRI —E0RRIMNOBERBRSLET,
pz o-1o)

FERATREXMEDOFIRI N Y MINA Y FEIN2BMZERYT S &, ATER
F—CEDRTDEAELEDEAREY 7.

[N

o 1—H—FHFDOTOVIINEAERTRILVAEY T TEZY Y TIILOBUCHIBRAER LF 7,
ZhICIE, V5 RI—BEBEOERIVLETT,
Gl s

e cluster-admin 7 S R4 —O— IV a2FD01—HF—-ELTITRYI—IITIEATES,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

1. Administrator /X\— X~ % 5 4 7T, Observe = Metrics ICEL T,

2. Expression 7 1 —JL KIZ, Prometheus Query Language (PromQL) 7 T —%AAL XY,
RDYITY)—BlE, T4 R VBHEDBEEEDEMIC DR D ABEEDHZ2EH—T1 ) T4
XNV R%EHNTHDICERIBET,

o RDUVITY)—AEFTTBE. RILATH Y TINOEHIREZVWa TAI0ABFETEZ
-a_o

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

e RDIVTV—%ETIdE, BEIRKBICRLEORRIT—FZFERLELYaTZ210
BEFELT. BRINOFv¥—VZERICHEETEET,

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. BMELYEH Y TIVLDODRI LA TEDLZWA RN IRICEY BTONTZSNILT, EHNEIYY
TONTWAVWEDDE AR LT,

o XM/ AMA—Y—EZOTOT Y MIEET ZIZAE. 7—/70O0—RICEYHTLHH
TEARNY D ZADF—LEORTEHRBLET, InHDIA4TS)—F 7TV r—> 3
YL ARJVT Prometheus 7547V bS4 73 —%FRALTEREINZT, SNIVLTS
BINZNA Y RINRTWAVWBEOHOEIREZHITLET,

e X MY & ZH OpenShift Container Platform @7 7O & MIBEEY %154, Red
Hat i R— b —X % Red Hat h A ¥ ¥ —R—%JL THEHRL T LI W,

4. 9 SRS —EEBELLTATA 2V LTH L, ROFIRICHEL Prometheus HTTP APl Z R L T
TSDBR7—% A=MRBLEY.
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a. ROAT Y RAEZETLT. Prometheus APl JL— N URL #ERB L ZF 9,

$ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -
ojsonpath='{.status.ingress[].host}')

b. ROAYY RZER{TL T -V VEHHLI T,

I $ TOKEN=$(oc whoami -t)

c. ROOAT Y RAEZETLT. Prometheus D TSDBRAF—4 XDV ) —%EFTLET,

I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb”

H A B

"status": "success","data":{"headStats":{"numSeries":507473,
"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

RS

o I—H—FHTOCTY NOIEY Y TILEROEZE

7.11.3. Prometheus ICXf 9 % KubePersistentVolumeFillingUp 7 5 — k Dfi##

92249 —EEHIE. Prometheus IZX LT MY H—I T % KubePersistentVolumeFillingUp 7
S—MEfBRTEEY,

openshift-monitoring 70 = 7 b @ prometheus-k8s-* Pod IC & > TER I N7ckfmR ) 2 — A

(PV) DEETHRYBEN 3% RKmICR2E, ERXT7S—MMEELFTT., ThiZLY. Prometheus DEY
EEED’RET DAEMELHY FT,

pa 3]
KubePersistentVolumeFillingUp 75— M &2 2H Y £ 9,

o BR77—MIUVIMNINAEPYODEHKRYBEN 3% KMICAD
&. severity="critical" ZNILDFFWTZ—MDN M) H—IhZET,

o BEEFS MUV MNINEZPVDEFEIRTEN 5% KMICKY., 4 HUW

ICW WA S & FRINBIHA. severity="warning" 5 X)L DfFWE T
Z—MDMNYA—INZET,

ZDBBICHNT ZITIE. Prometheus BFRFIT—4H R—Z (TSDB) D70 v 7 ZHIFRL T. PVADZR
R—AEEPTIENTEET,

AR

e cluster-admin 7 S R4 —O— IV a2FDO01—HF—-ELTIFTRI—IITIEATE S,
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FIR

160

e OpenShift CLI (oc) B Y 2 h—JLI N T W3,

L ROOTYRAEEITLT, IRTOTSDB 7AOY 7 DA XEFHVWEDHLLHLWEDDIBEIC
JARKRRLET,

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ

-c prometheus --image=%$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'cd /prometheus/;du -hs $(Is -dtr */ | grep -Eo "[0-9]A-Z]{26}")'

prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 > — b M3iAA
ICEEEINTUWS Pod ICBEXHAE T,

H A B

308M 01HVKMPKQWZYWS8WVDAYQHNMW6
52M 01HVK64DTDA81799TBROQDECEZ
102M  01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6BYATS0

152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E

216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HiRTER7Ov /e 20 EREL., 7OV EHIBRLET, ROOT Y Rl
l&. prometheus-k8s-0 Pod M 5 &€ H L) 3 DD Prometheus TSDB 70w 7 Z#HIBR L £ 9,

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}") \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3RODOATYVREEFTLT, YUY MINZPYVOFEARRAHERL. TOREXRENHD
CEBRELEY,

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \9
-0 jsonpath='{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

prometheus_k8s_pod_name> (&, KubePersistentVolumeFillingUp 77 > — b M3itEA
ICEEEINTUWS Pod ICBEX#AE T,

ROHEABIIE, prometheus-k8s-0 Pod ICL > TERINZ YUY MIN/PVIT, 63% DZE
ERENMNE->TWEIEARLTWET,

H A B
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Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

7.12. OPENSHIFT CLI (oc) BE&E D BB D 52 i

7.12.1. OpenShift CLI (oc) O 7 L NJLICDWT

OpenShift CLI (o¢) T2 &, 9—I TS T U r— 3 V%K L. OpenShift Container
Platform 7OY xJ N BB TXZ 7,

oc OV Y REBDEEILFREE L-HBAIIK. ocDOTLRIEB|EEIF, OV RTERINS APIE
K. APIISE., 8LV curl EBXRDFMAHEALET, ChICLY., FHEDoc AT Y NOEBE 1153
EDFHE 21 —DBOLNET, ThICLY, BEOMEICEAT ZRARIEONDTEELHY T,

oc OJLANIIE 1DB10FXFTHYET, UTDORIE., ocATLARNILDYRARNEETNSDERAZRL
TWE 9,

#7.4 OpenShift CLI (oc) O % L~

(n B/ 4 V2 | 2 B

1-5 BETLS— (stderr) NDEBMOOF Y JTEHY FH A,

6 BHETS— (stderr) ICAPIEROO SV #EHELE T,

7 BHETS— (stderr) ICAPIBERB L UANYy ¥ —0O T %KL E T,

8 BHET S — (stderr) ICAPI B3R, Ny ¥ —BLUVOEE, B5CICAPIIGBEAY I —B&
UAREOOT %R LE T,

9 BHET S — (stderr) ICAPI EXR, Nv ¥ —BLUVKIE, APIBEANY Y—B LUK

&, curl ZBRDO V%0 LT T,

10 BHETS— (stderr) ICAPIER, Ny ¥ —BLUVKE, APIBBEANY Y —BLUFK
&, curl ZkDOJ&=#MICEEZLFT,

7.12.2. OpenShift CLI (oc) O % L NILDIETE
O% Y KOO LAJLEB|IE EFT, OpenShift CLI (oc) DRIEAAETE T,
WHE. OpenShift Container Platform 1 —H—DRiTEy Y a v h—o viE, FBICHLCTHYICES

SN curl BRICEFEFNET, £/, oc AVY ROEREARZ TOCREFIEIEICT A NS BEIC
AT 2HIC. RiT2—H -0ty ary MY VEFETRETSZIEETEET,

AR

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,
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FIR

e ocAV Y RDEFTHICoc OV LRILERBELET,
I $ oc <commands --loglevel <log_level>

2T, LTFD LD IChY £,

<command>
ETLTWAIT Y RERELET,
<log_level>
Av Y NICERAT 207 LANILVERELET,

o BiTa—H4—Dtyvavyb—I ERGT3ICE ROATYYREETLEY,
I $ oc whoami -t
H oAl

I sha256~RCV3Qcn7H-OEfqCGVIOCvNnZ6...
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