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23400 —ERDORY NT—0THY., Y470 —EXBOWFEETREICLET, Y—ER XY
JADYAXEBFIVEHENBERT DL, CThZEBEL. EETZIENIYREBICRDAEELDH
UET,

=TV =D Istio 7OV TV hER—2Z &9 % Red Hat OpenShift Service Mesh &, #—E X
O—RNIZEEEZMATIC, BBEODELAET T r—2a VICEBMARE%EML £9, RedHat
OpenShift Service Mesh 7 R— M&, #RlAaY 4 KA—7OF> -4 /70 —EAFDORY kT —
VBEEINRTAVI—tET NI BAY Y 1HNOEEY—ERICTTOM T2 ET, H—ERITEM
TXFET, Ay bO—LTL—VOMEEZFERALTY—ERX vy 1%8EL, BELIT,

Red Hat OpenShift Service Mesh IC& Y, UTERET 27704 It —EXDRY T —0 %
BICERTEET,

° IRH

o BN

o H—E XD

o [EEM@EE

e XKYJTR

e E=SYVY
Red Hat OpenShift Service Mesh &, U T 2880 & YEMMERBRORMHL I T,

e A/BT XN

e HFYTFTYY—2

e L — hHIR

o T Ut R

e TV I\‘/ v I\I:III.;D

2.1.2. Red Hat OpenShift Service Mesh 7—F 577 F v+ —

Red Hat OpenShift Service Mesh 1&, 7—# 7L —> &y bO—IL 7L —VICREMICDEI I E
ER

T TL—V @ YA RA—VvFF—e LT oM hicA v 7)oz FO0F>—0ty b
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TY, InN6D7OFV—E, Y—EXRAYY2aHOYA 7O —EXBORESLTEERY N7 —
JBEEITRTAVIY—T L, FIBLET, B4 KA—TOF>—IE. Mixer, SAARY >—& &
U Telemetry NTEEBELET,

e Envoy 7’OF>—F, HY—ERX Y a2HDEY—ERDRERNST T4V IBLVEENS
T4y EFRTCAVY—tTMLET, Envoy IZ. B L Pod OBET 2 H—E IR L TH
A RA—avFF—LTTF7OMInZEd,

aAvbO—NATL—riE, 7OF DI 71499 5L—TFT 4V ITTDEIICEBELVEREL.
Mixer BR ) & —% @A L. Telemetry Z#INET B LD ICEKELE T,

® Mixer ‘1\ 77‘&1%‘]@]&@}5@3{'}’/ m,_.f\ I/_l\lt‘EIJBE\ 77_]’-& l:ubl:llE BJ:U%T"
L—2%E)%Z#EA L. Envoy 7OF > —PZDMOY—EZRHN S Telemetry T—4 ZNE L
i_a—o

® PilotEZT VA LRKFICTOFY—%FZELET, Pilotlk, Envoy 1 KA—aYFF+—D
H—EXBRE., 1 VTIYI VY M—T4 VT BLABTFRNEREEATITZFTIOA AU D)
DrS7 1y 0EBEKE BLUCEEE WA LTo N BRT. Y—Fv N TL—H—) %51
{ Lji_a—o

e Citadel IFFIBAZAHTL, O—F—>a v L ZF T, Citadel &, MARAABDTA TV T4
TA—BLURABROEEMELAFERAL T, MARY—ERBRIAES LTy Fa—H -5
AR LE T, Citadel ZFEAL T, Y —ERX Yy YaTHESEINTVWAWNS 71y o %
Ty Tl —RKTEZY, Operator i&. Citadel ZFRAL T, v b7 —JFETIEAL,
Y—ERTFATYVTATA—ICEDWTRY) V—%2BRITZIENTIET,

e Galley [, ¥—ERXRAY Y 1RELZMYAHA TOEBRELMREL, WEL, BEHLIT,
Galley I&. fiDH—EZX X v > 23V R—3> M OpenShift Container Platform m* 5 21—
-U__ﬁXfEﬂ.o)n¥%H§Hy —C%t&\:\ctjt‘_bi_a—o

Red Hat OpenShift Service Mesh &, istio-operator #fHLCa> hO—ILTL—Y D1 VA =)L
HEE L X9, Operator I&, OpenShift 7 S A4 —THBT7 V71 ET1—%FREL., BENETES

VIMNITT7OBRERTY, Iy bO——&LTEHEL. VSRY—ANAOBERAFTI Y
NOREERELELZY, BELELYTEET,

2.1.3. Red Hat OpenShift Service Mesh > fO—J)IL T L —

Red Hat OpenShift Service Mesh (7 7 # )L N T IUFFFr bavy hO—LTL—V%4 VR M=)
LEF, Y—EZAA Y22 IlT7 IV ERATEZ 70V MEEEL, Y—EXRXyYaifsoar b
A=W L=V Y RIVADNLNBELE T,

2.1.4. Red Hat OpenShift Service Mesh ICE 132X IFTF VI —E I SR —2FD
A 2VA M=

RVFTFUVMUVAN=IEISRAY—2EDA VA M—=ILOEREWNE, AV O—=LTL—2D
7704 X b (Galley % Pilot 72 &) THERAINSERDOEHEHETY, IVR—RY MTIEIZTRI—2R
JA—70O0—ILR—ZD 7T 7t AF4E (RBAC) ') ¥ — R ClusterRoleBinding AMER I A< Y F L
e, AVEAR—FY MEFOY Y b X3—7® RoleBinding ICIKEFEL T,

members —EDITARTOTOV Y MIE, A bO—IL7L—rDF70O4 XV MIBEERIT SN
&Y —EXT7HD Y D RoleBinding 2% Y. &Y hO—ILFL—rDFTOM4 XY MEENRS
DAYN=TOTTI NOFEERLFT, &Av//"—70OY ¥ MIIE maistra.io/member-of 5~
ILHEBIMENTEY, member-of DIEIXIY A= TL—VDA VA M=IDBEEFNZ OV Y
MIRYET,

Red Hat OpenShift Service Mesh [E& X v /N\—7AOY 27 M &BREL. ThB&k, JvbO—-ILTL—
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V. BEMEOAYNR=TOV Y MNEDORY NTD—V0 T VA EMRETEELIICLET, FlRE
ZElE. OpenShift SDN (Software-defined Networking) MR EHEICL > TEARY 9, FHMIL.
[OpenShift SDN ICDWT ) #BRBLTLEI W,

OpenShift Container Platform 2 5 2% —#*SDN 75 74 V& ERAT 52 £ D IEREIN TV 254!

e NetworkPolicy: Red Hat OpenShift Service Mesh I&, &X Y N\—7OY 29 KT
NetworkPolicy ) V — R &M L., DXV N\—= LAY FA—LTL—UD5DTRTD
Pod ICxtd % Ingress AT LE T, H—ERA YV anbXVN—%ERTEE, D
NetworkPolicy ') YV —Z24 70T 7 RO SHEIBRINZE T,

ya 13!
Fr. THITEY Ingress A Y N—=TOV I NOAKHIBRBINE T, XV

N=PADTOY =Y hD Ingress Db ELIHE L. NetworkPolicy % {ERK L T
ZEDONZ T4V I EHFATIRE DY T,

® Multitenant: Red Hat OpenShift Service Mesh (&, & X ¥ /X—70OY - h® NetNamespace
AV hO—)IL7L—>70OY x5 b®D NetNamespace |ZENN L £ 9 (oc adm pod-network
join-projects --to control-plane-project member-project DETERLCTY), H—EZXA X v
TanbAYN—%HIRT B E, D NetNamespace (0> hO—)L L —Vh o8I
% 7 (oc adm pod-network isolate-projects member-project DETER L TY),

® Subnet BIMDEREEETINEEA,

2.1.5. BEIRIG TR A

TYTAN)—LADIstioAIa=F4—A VA M=JLIF, SRIFIFLETOY TSI NAD Pod ICH
A RA—aAVFF—%ZBENICEALET,

Red Hat OpenShift Service Mesh l&H 4 RKA—a Y FF+—% ED Pod ICH BEIMICIEA L T HA D
BEMWAYA RA—a T F—DFAILDVWTOEI Y a Vv THEEINTWSE LD
IC. sidecar.istio.io/inject 7 / 7— 3 VERET IMENHY F T,

2.1.6. Istio O—JLR— A 7 7 & 2 &1 aE

Istio A—ILN—R 7 7 & XHI1EHHEE (RBAC) &, Y —EXANDT IR ZHIHT 27-DICHERATES X
AZXLERBLET, 12— - TORT—DEY MEEELTH IV bEREL. THIC
IWCTT7 7 EAHEZBERITZIENTEIT,

TYTAN)—LADIstioAIa=F4—AVAM=JICIF. NYFT—DRE—HDET. "v¥—0D
DA RKRA—RO—BDET. FLEFBFEDTL I4 v IRFRLEFIY T4 v IREEOANY T —DFE
AFTvITBATOarvrEgFEFnNEd,

Red Hat OpenShift Service Mesh (&, ERKRFTEHERA L TERAY F—&—HIE2HEEEIRL X
¥, request.regex.headers D 7 O0/RF 4 —F— A2 ERKRHFTHEL X J.

Py TAMN)—AlstioAIa=FT 1 —DERANY T —DTyFJH

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
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subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.headers[<header>]: "value"

Red Hat OpenShift Service Mesh DIERRBIUCL DERAY Y —DI v F VT

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.regex.headers[<header>]: "<regular expression>"

2.1.7. OpenSSL

Red Hat OpenShift Service Mesh Tld. BoringSSL % OpenSSL ICE X# X £9, OpenSSL &,
Secure Sockets Layer (SSL) 7’0 b 2L & & U Transport Layer Security (TLS) 7A k)L DF—TF>
V—ARZEEESLY I NI T T4 75 —TY, RedHat OpenShift Service Mesh Proxy /X1 + 1) —
(&, B & 4% Red Hat Enterprise Linux Z XL —7 4 Y Y X7 LB OpenSSL T4 75 1) — (libss!
B L Gliberypto) 28T I LET,
2.1.8. Istio Container Network Interface (CNI) 7> 7 1 ~
Red Hat OpenShift Service Mesh ICI& CNI 7S 71 VA& FEh, 77V r—> 3> Pod xvy b7 —F
VIERRETIREBOFENREINE T, CNI 7571 Vid init-container * v N7 — VR EEBE X
BZET, CNICEY., ERULEERTY—ERT7AD Y ML TOY ¥ M SCC (Security
Context Constraints) ND7 VR &5 2MEN RS BRYFET,
219.Envoy, ¥—7 L v MRHEY—E R, BLUVERAZE

® Red Hat OpenShift Service Mesh (£, QUIC R—Z2DH—ER&ZHR—KLEFHA,

® Istio @ Secret Discovery Service (SDS) #8E 4 FRA L7 TLSEAIBAEZED T 704 X ¥ ME, BRE
Red Hat OpenShift Service Mesh TldHR— M INTWEH A, Istio E&IL, hostPath ¥~
N%&#M 3 % nodeagent AV FF—ICIKEFELE T,

RDRFv S

® OpenShift Container Platform ¥&1E T Red Hat OpenShift Service Mesh #4 » 2 h—)L§ %%
E=LEY,

2.2. KIALI DR E

Kialitd, Y—EZXAX w22 DYA 70 —EREZTNLDEHGAEEZRRLTY—ERAA Yy 2 %7481
tLZET,

2.2.1. Kiali D&
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Kiali Tl&. OpenShift Container Platform TERITI N2 —EX X v > 2 DOEERRIM (Observability) %
RELET, Kalild, Istoh—EZXAXA YL 1DERK. K. BFUHERICHIBET., Ihid. RO
VDIV —ERA Y 1 OBEEBELYTL, FEY—EXXy 2 aDESEICEAT S
BEROEHLFT,

Kiali t¥. #¥—Fv N TL—H—, BRL—N LATVI— b ST7499270—DTZ7HEDHEE
ZA[fR{ET B, namespace DA VISV T4 TRISTE2—%)TILIA4A LTREELET, Kiali T

. BRZLARIVOIAVR—FY N (T TV T5—2a bt —EXBLPT7—70-RET)IZDOWVWT
DRBRERMHL, BRINALTS 7/ —RFALRIYvIIKATZIVTFAMNERYPFvy— 220X
EARRCTEET, Kialild, ¥ —bozAa., BHEIL—I, REY—ERX, XAy aR)I—iE, Istio
REEMIIT AHEEEIRMB L E T, Kiali (FFEMAX M) IR &RHE L. EAMA Grafana A IETEER
JIT)—ICHATEET, Jaeger Z Kiali AV Y —ILIHKEETEIET, 9B ML—REREFELE T,

Kiali {Z. 7 7 # JL b T Red Hat OpenShift Service Mesh D—&3& LTA VA M—ILEI N F T,

222.Kiali 7—*%7 90 F v —
KialilZ Kiali 7 7)) r—>aveEKaliAvyY—ILEWDI2DDAVR—Y NTHERINE T,

e Kiali 77V r—>ay Ny TV R Z0AVR—RV MNIAVFF—T TV 5—vavy
SYNIA—LTEFIN, Y—ERX YY1V R—XVMNEBEL, T—9E2MBL., L
BL, TO7—4%%232YY—ILIZRARLEY, Kali 77V 5r—>a VgAML —YEREEL
FtA, PHVr—2ava 93 29—I7704 9 2546, REIE ConfigMap BL U —7
Ly MIBREINZET,

e Kialiavy—i (7O hITY R):Kiali VY —=ILIEWeb 7TV —>a > T, Kiali 77
F—vaviEKaliavV—ILziRH#HL, 7921 —F—ICRRFTBLDICNY I T FITH
LTCTF—49DIT)—%ETLET,

I5ICKialild, AVvF+H—T7TVr—2avrSy N7 r—LE Istio NRETHIHAMY—ERETY
R—RY MII&RELE T,

® Red Hat Service Mesh (Istio): Istio I Kiali DEHTT, Istio (FH—EZXX v az2# L.
I3V R—%Y NTY, Kiali & Istio ZBERNICA VA M= B EIETEEIH, Kiali I
Istio ICHKTF L. Istio MEFTE LAWEEIIHEEL £ A. Kiali lZ. Prometheus & & T Cluster
API R TRABINS Isto T— 9 B L UVBRELMETI2HELIHY T,

® Prometheus: EF® Prometheus 4 ~ X ¥ > X 13 Red Hat OpenShift Service Mesh 4 ~ X k —
IWDO—EE LTHAAEINTWET, Istio Telemetry NEMICINTWVWBIHFEA., X MY IR
T —4 & Prometheus ICIRFEINE T, Kiali I&Z D Prometheus 7T—4 #FHAL T, Xv¥a
FROY—D¥IF., X MY I ADERT, BEMOEH, TEEMOHIBEORTAREEITVE
9, Kiali I& Prometheus & B#E@{E L. Istio Telemetery THEAINZ T —YAF—<ABEL
9, Prometheus I Istio ICH&TFE L TH Y., Kiali & BARBAIKEFREGRD D 578, Kiali DHLEE
D% < I& Prometheus 72 L ICHEBE L FH A

e Cluster APL:Kiali (3 —EX X v Y aEZIE L. FERT 279, OpenShift Container
Platform (Cluster API) D APl Z & L £ 9, Kiali I& Cluster APIIC LTI T Y —%ZFETL.
fc& ZI1E, namespace, —ER, 7704 AV b, Pod. TDHOIVT 4T 1 —DEH
BSLET. KialiiZ7T)—%RTLT. ERZIVSRAI—IVT 174 —EOBRREMRL
FY, Cluster APHICHLTH I T —%2ETL. REY—ER, EFEIL—I. L—bIL—Il,
T—MNozA, V74—9REDIstioREZIRELXT,

e Jaeger: Jaeger (4 7 3 Y T9 A, Red Hat OpenShift Service Mesh 1 ¥ 2 k—JLD—EF &
LTTF7A4IWNKRTA VR MN=ILEINET, T 7 =)L kD RedHat OpenShift Service Mesh 1 ~
AM=ILD—EE LT Jaeger 24 YA M—J)LT B &, Kiali AV Y —ILITIE Jaeger D ML —2
T—H%ERNTDITHEFNET, Istio DOE ML —ABELZEMICLELEE. FL—2
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T—HIFFIRATERVWIEITERLTLKEIV, £k, Jaeger T—9 &KX TT SICIE, IV b
A—=IL7TL—=Uh4 YR R—=ILEINTWS namespace ICA—HF =TI EZATEXZ2REHLNHY
9,

e Grafana: Grafana l&d# 7> 3 v T H. 77 #JL k Tl& Red Hat OpenShift Service Mesh 1 >~
AM—IWD—BELTA VA M—ILENET, ERAAELIZE,. Kali DX M) I ZAR=IITE
Grafana HDE LA MYV RICA—HF—%BEBIEZ ) v IDNKIINE T, Grafana ¥ v
VAR—RADY V& Grafana T =4 AKRRTBICIE, AV bO—ILTL—UhA VR M=
IWENTWS namespace ICA—H =D T VLA TIZRENH D EITERELTLEIL,

2.2.3. Kiali D#8E

Kiali 3> Y —JLIE Red Hat Service Mesh ICEE& I, UTOMEEARELF T,
o M TS —Tav, H—ER, FLIEFT7—/O0-RORBBEE2RE<KBEELZET,

o MROY—Kiali/Z7%#EELT, 7FV5r—yay, ¥Y—ER, FLE7—0—-ROEE
FHiEEAIRIELET,

o XMNYVRFBRERBEHFDAN) VARG v a2 R—REFEHATSE, Go. Nodejs.
Quarkus, Spring Boot. Thorntail., 8L U Vertx DY —ERAX v aBL 7TV r—vay
DINT =XV R%EFv—MIRRITEIEY, . MADHRI LY v 2 R—NEFRT
5Z&EHTEZXY,

o ML —R:Jaeger EDIEEICLY, 7TV r—oa v aBRTHZIFIFATI 700 —ER
TERDNREBHTEET,

o RILJZHL—MMRIstoA TV TV b BBEL—I, Y—EXIYV M) — RIEY—ERRQRLE)
TREMRIIZETLET,

o BE- V44— RAFEHTIH, TEEKaiAVY—ILDODYAMLIT 14 —%BEEFRL T,
Istio b—T 1« Y JREEMER L. BHF L. HIRTE2A T a v O¥ETT,

2.3.JAEGER ICDWT

A—HY—DBT7 ) r—>a v TTI2avERTTRLVIC IWEEERT DDICEZHOELRZ Y —
ERICBMEERTZAEEDHZT7—F TV F v —ICE>TERDPEITINE T, TOERD/NARIE
PENZ YO a3V TY, Jaeger 5FHT D E, DML —RERTTEET, chik, 771
F—2avaBRTA2IFIEFAIA 70 —ERENLTERODAARE2BIHLET,

PEML—RE, SFIFLFERIZY POBREZEZEIELLDICERINDIRKMTT, Zhid. 2
BMANSUHOa v TOARY NFI—V2FEEBBT2HIC, BEIFIFRTOELIFLIZKR
FTRITINEY., 2B L—R2EAT 2L AREBIARELRY —EREBRAT7—FT7Fv—TH
CHL7A—Z2aRbETEEY, V)7L BITRE, BLVLATYY—DY—RITOWTERL
TESLIELEETY,

Jaeger 34 7O —ERDRAY v VE£ETODRE~DEKRDETZEEHKL. PL—RELTERRLE
¥, PL—REWEK YRATALILEFTZT—9/FETRATY, TVRKY—IVRKIML—RIE 12UED
ANV THERINET,

ANRVIE, ARL—=2avE FRL—2 a3V ORBKES L UHEZRD. Jaeger DIFEDFRIEE
fizRk L TVWET, ANVEIAREFREETIVETZHICXZA MESIh, EFFITONET,

2.3.1. Jaeger DR E
Jacger 2T 5 &, Y—ERDMBEZEY —ERES VARNULAYMELT, 7—FF9F v —D
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ETARABRIOVWTORREBE I ENTEZET, Jaegerld, RFDISVRRAT47. X440
H—EAR—Z2DT7 IV 75— avIIWTCAVR—Y NEOHREFEDE=F ) VT, Xy vD—0F
A7 74 )V IBEONI TN a—FT4 VTIERTES, 7—T VY —RD98NL—ZFF v b
74 —ALTY, Jaeger FFEDN Y F —ITHKF L7 OpenTracing APl 8L U1 Y A ML A Y F—
TavICEDWTWET,

Jaeger 2T 5 &, LTOMEEZEITTEET,
o MUY ITavDER
o RI7F—TVRELATVI—DEHEIL
o REARADHDELT

Jaeger &, Red Hat OpenShift Service Mesh D—E& LTT 74 M TA VA M—ILINZET,

23.2. Jaeger 7 —F TV F v —

Jaeger (¥, BEDIVER—XY NTERINTHY., PL—RT—9%I%EL. B&EL. RT3
HICETNSNEELF T,

e Jaeger Client (Tracer. Reporter, 1 YA MILAY MEIWET7 IV 5—>ay, 9547
NS4 7351 —):Jaeger 7 54 7~ hliE. OpenTracing APl DEEBHEDERETT., ThH
&, FEIF /21d (Camel (Fuse). Spring Boot (RHOAR). MicroProfile (RHOAR/Thorntail).
Wildfly (EAP). Z®Dfth OpenTracing ICE TILHEAINTVWEED2E0) KEOBREA—TV
V=27 L—LT7—0%FERALT. 98 NL—ZRBIKT7 ) r—vava4 VA MLAY ME
THEOICHERATEET,

e Jaeger Agent (Server Queue. Processor Worker): Jaeger T— = > h&, User Datagram
Protocol (UDP) TEEINZ ANV EY YRV TERY NI7—IF—FV T, ALV Y—IC
Ny FMBPEEAEAEITLET, TOI—Y TV ME A VARMLAY MEIWhAET T —
YavERUCKRRAMIBEINDGIENERINTVWE Y, ThIZBEE. Kubernetes 2 ED I
VITBRICHA RA—OVTF—Z2BRET DI EICL>TEITINET,

e Jaeger Collector (Queue, Worker): T—Y ¥ MEBKKIC, AL VY —ERNRVARETE,
INSEMEBTZDICATF1—ICEETEEY, ChIZLY, ALIVY—IFRNIAUHNR K
L=V THETRHEEESTIC. V54TV N I—VzV MITSICRBIENTEZT,

® Storage (DataStore): AL 74 —ICIEAkGA ML —Y DNy VT RBMETT, Jaeger IC
& ANRNVZANL—VADTSVABBANZZILDHY EFT, K —ZATlE, HR—HFX
NTW3B A ML —Y 4 Elasticsearch DA TH D Z EITERL T LI,

® Query (Query Service): Query &, AL —UMNSMNL—REZRIBTE2H—EXTY,

e Jaeger Console: Jaeger I, oM MNL —RAF7—42H{EILTE 22— -4 —Tx—2%
RBELET, RER—IT, PL—RZREL. ERIDO ML —XZENT 2R/ OF Mz
RIDIENTEET,

2.3.3. Jaeger DBERE

Jaeger L — X, &7 #JL N T RedHatServiceMesh IZ4 Y2 h—JLE N, LUTOMEEXIRELZE
ER

o Kiali & DA BEUICREINTWSIHA, Kali AV Y —ILH D Jaeger T—H #RRTEXFE
ER
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e EVWRS—FEYTFT1—:Jaeger/ Ny VTV KL, B—EBERNIRL, EVRXRAZ—XILED
HTTCRT—) VI TEDLIICHRETINhTWET,

o FMAVTFAINDEE IFIFRIAVR—IRVIDSLDT—9%DRE, TERIVNY—
IVRML—RZEFERLET,

® Zipkin & DR EIME: Jaeger (E. HTTP #RH T Zipkin FRD R/ (Thrift &7 (& JSON
VI/v2) 2T ANT, Zipkin EDEAEBRMEERELET,

24. H—EZXA XA w1 & ISTIO DELER

Red Hat OpenShift Service Mesh DA ¥ 2 h—JLid, EBHODETT7Y A M) —LDIstio TI 2=
T4 —AVAM=ILEIFERY £F, Red Hat OpenShift Service Mesh DZEE & (3, FREDR, BN
HEBEDIR M. OpenShift Container Platform AD 7T 7O BFDZEZE DB A RITT 2 HICBEILR S
ZEDHYZET,

Red Hat OpenShift Service Mesh DIR1TY) U —R &, U TFORTIREDT7 Y TA M) —LAlstio I 2
—T4a—DY)—REIFERYZET,

2.4.1. Red Hat OpenShift ServiceMesh 3> hO—J)L 7L —>

Red Hat OpenShift Service Mesh (7 7 # )L N T IUFFFr bavy hO—LTL—V%4 VA M=)
LEF, Y—EZAA Y22 IlT7 IV ERATEZ 70V MEEEL, Y—EXRXyYaifsoar b
A=W L=V Y RIVADLNBELE T,

2.4.2. Red Hat OpenShift Service Mesh (LB 1T B ILFTF Vo —E IS AY —21K
DA VA=)

RVFTFUVMMUVAN=IEISRAY—2EDA VA M—=ILOEREWNE, AV O—=LTL—2D
7704 X b (Galley % Pilot 72 &) THERAINSERDOEHEHETT, IVR—RV MTIEIZTRI—R
JA—70O0—ILR—ZD 7T 7t AF4E (RBAC) ') ¥ — R ClusterRoleBinding AMER I A< Y F L
e, AVER—FY MEFOY Y b RX3—7® RoleBinding IZIKEFEL T,

members —EDIARTOTAY Y MIE, Ay O—ILTL—rDF 704 XA MIBEERMITOHN
&Y —EXT7HD Y D RoleBinding 2% Y, &Y hO—ILTFL—rDFTOM4 XY MEENRS
DAYN—TAV I MNDOAEERLETT, &A= 0OY 4 MIIE maistra.io/member-of 5~
ILBEBIMINTSHEY. member-of DEIEIY hO—ILTL—V DA VR MN=IDEEFNZ IO )
MY XY,

Red Hat OpenShift Service Mesh [E& X v /N\—7AOY 7 M &BREL. ThB&k, JvbO—-ILTL—

V. BEMEOAYNR=TOVZ Y MNEDORY NTD—V T VA EMRETEELIICLET, FlRE

ZElE. OpenShift SDN (Software-defined Networking) MR EHEICL > TEARY £9, FEMIL.
[OpenShift SDN ICDWT ) #BRBLTLEI W,

OpenShift Container Platform 7 2 24 —#*SDN 75 71 V& EAT 5 £ D ICREIN TV BI54:
e NetworkPolicy: Red Hat OpenShift Service Mesh I&, & XY N\—7OY 29 KT
NetworkPolicy ) V — R &M L., DXV N—=B LAY  A—LTL—UD5DTRTD

Pod ICxtd % Ingress AT LE T, H—ERA Y anbXVN—%5ERTEE, D
NetworkPolicy ') YV —Z2H4 70T 7 RO SHIBRINZE T,
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Fr. THITEY Ingress A Y N—=TOV I POAKHIBRBINE T, XV
N=PADTOY =Y hD Ingress Kb ELIHE L. NetworkPolicy % {ERK L T
ZEDONZ T4V I EFATIREN DY T,

® Multitenant: Red Hat OpenShift Service Mesh (&, & X ¥ /X—70OY - h®D NetNamespace
ZOAv hO—)IL7L—>70OY x5 b®D NetNamespace 23BN L £ 9 (oc adm pod-network
join-projects --to control-plane-project member-project DETERLCTY), H—ERA X v
TanbAYN—%HIRT B E, D NetNamespace (0> hO—)L L —Vh o8I
% 7 (oc adm pod-network isolate-projects member-project DE{T&ER L TY),

® Subnet BIMDEREEETINEEA,

243 B8 A

TYTAN)—LADIstoAIa=F 14— VA M=JLIF, SRIFIFLETOY T NAD Pod ICH
A RA—aAVFF—%ZBENICEALET,

Red Hat OpenShift Service Mesh l&H 4 RA—a Y FF+—% ED Pod ICHE BEIMICIEA L T HAD.
BEMAYA RA—a T F—DFAILDVWTOEI Y a Vv THEEINTWS LD
IC. sidecar.istio.io/inject 7 / 7— 3 VERET IMENHY F T,

2.4.4.Istio O— L R— A7 7t 2 Itk ae

Istio A—ILN—R 7 7 & XHI1EHHEE (RBAC) &, Y —EXANDT IR ZHIHT 27-DICHERATES X
AZXLERBLET, 12— - TORT—DEY MEEELTH IV bERFEL. ThIC
WCTT7 7 EAHEZBERTZIENTEIT,

TYyTAN)—LADIstio AIa=F4—AVAM=IICIF. A"YFT—DRE—HDET. "v¥—0D
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Red Hat OpenShift Service Mesh (&, ERKFEHEA L TERAY F—E—HIE2HEEEHRL X
¥, request.regex.headers D 7 O0/RF7 4 —F— %2 ERKRFTHEL X J,

Py TAMN)—=AlstioAIa=FT 1 —DERANY T —DTyFJH

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.headers[<header>]: "value"

Red Hat OpenShift Service Mesh DIERKRBICL DBERAY Y —DIvF VT

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
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name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.regex.headers[<header>]: "<regular expression>"

2.4.5. OpenSSL

Red Hat OpenShift Service Mesh Tld. BoringSSL % OpenSSL ICE X# X £9, OpenSSL &,
Secure Sockets Layer (SSL) 7’0 b 2L & & U Transport Layer Security (TLS) 7A k)L DF—TF>
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(&, B & 4% Red Hat Enterprise Linux Z XL —7 4 Y Y X7 LB OpenSSL T4 75 1) — (libss!
B L Gliberypto) 28T v I LET,
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VIERRETIRBOFEIREINE T, CNI 7571 Vid init-container * v N7 — VR EEBE X
BZFET, INICLY., ERULEERTY—ERT7AHD Y ML TOY 2 M SCC (Security
Context Constraints) ND7 VR &5 2MEN RS BRYET,
2.4.7.Envoy., ¥—7 L v MREY—E R, BL VRS

® Red Hat OpenShift Service Mesh (£, QUIC R—Z2DH—ER&ZHR—KLEFHA,

® Istio @ Secret Discovery Service (SDS) #8E 4 FMA L7 TLSEAIBAEZED T 704 X ¥ ME, BT
Red Hat OpenShift Service Mesh TIEHR— M INTWEHA, Istio EZEIE, hostPath ¥~
N%&#M 3 % nodeagent AV FF—ICIKEFELE T,

248.Kiali EH—EX X v a
OpenShift Container Platform TDH—EX A v ¥ 2% FER LA Kiali D1 Y 2 h—JLiE, EHDO=RTI
1274 —DKiali A VA M-IV ERFERYET, UTOERERL, FBEOERR, BN DRM.
OpenShift Container Platform AD 7 7O/ D ZEZ DB A RITT 2 DICBEICRZ I ED'HY X
E
e Kialil@T 74 hTEMIA>TVWET,
® Ingress i ET 7 A N TEAMICA>TWVWET,
® Kiali ConfigMap AEFHINTWE T,
e Kiali @ ClusterRole ERENEH SN TV T,
o 11—t —(&, ConfigMap ¥7/IEKiali hRF LYY —RT 7M1 I EFETHRETETEFEA, TD
EOREBRIFIY—ER X v aFidKialiOperator ICE > TEEZINZ RN HZ/2HT
9, Red Hat OpenShift Service Mesh T4T L T\ 3 Kiali DF&EIET T
ServiceMeshControlPlane H 2% L)YV —X 7 74 )L TiThh, BREA T a VIFFHIRINT

WZ 9, Operator 7 7 1 LDEFH I, cluster-admin #EREF DI —H—ICHIRT 2 HENH
L) i’a—o

2.49.Jaeger EH—EXAX v a
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OpenShift Container Platform TOH—E X X v ¥ 21 & FR L7 Jaeger 1 Y A h—JLIE. BHDET
JXa=714—DJaeger1 YA M—JLEIFERY FT, UTOEEFESIT, BEOHER, BIMEEEDIR
fff. OpenShift Container Platform ~ADF 7O1 BFOZZ DB ARTT 2 ODICHEIIRD I EWH

L) i’a—o
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IstoDIAIa=F4—N=YaviE, — M TbL—X] L—FZ2RMHLT Y, RedHat
OpenShift Service Mesh & Jaeger Operator IC& > TA Y A =)L E N, OAuthIC&>TF T
ICIREEINT WS ljaeger] IL—MEFERALZET,

Red Hat OpenShift Service Mesh I& Envoy 7AF > —IZH 4 RA—%FHE L. Jaeger
Jaeger T—Y YV MIYA RA—ZFEALFT, @EFENICEEL. EBRALGWVWEDICLT
KXW, 7OFY—H41 KA—IE. Pod D Ingress 8L W Egress N5 7 14 v ZICEETZ R
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3.1. RED HAT OPENSHIFT SERVICE MESH D1 > X b — )L D #fjg

Red Hat OpenShift Service Mesh 4 Y A h—IL T BITIE, A Y AMN—IVT VT4 ET 1 — %R L.
BIRFEHAEMAELTWAB I 2R L T EIL,

AR

o BFEWLD RedHat 7H 7~ MIEA OpenShift Container Platform 4t 724 1) 7> 3 v % H
BLEYd, Y727V T2arvasH5TRVGAIE. BEEHEUFILBAVELE LI,

e [OpenShift Container Platform 4.1 D E | 282 L X9,
® OpenShift Container Platform42 %4 Y 2 h—JLL XY,
o AWS ~A® OpenShift Container Platform 41D 4 > X h—)b

o 1—H—(lL>TTFTAEY 3=vFI N7z AWS AD OpenShift Container Platform 4.2 @
A2V RA M=)

o NP AL )LD OpenShift Container Platform 4.2 D1 > X b—Jb
o vSphere ~® OpenShift Container Platform 4.2 A > X h—)b
e OpenShift Container Platform /X—< 3 »(Z—39 % OpenShift Container Platform 3% > K

A1 —FT4VT4—DN=Y3av(cIVFAT7 MY =I) 4 VA b—=)LL. ThZn
AITEMLEY,

o OpenShift Container Platform 4.2 Z A L TWaiF&IE. TCLIICDWT] 28R LTL
72X,
3.1.1. Red Hat OpenShift Service Mesh THR— M SN TWBRE
BUFIE. Red Hat OpenShift Service Mesh THE—HR— M XN TWBERTT,

® Red Hat OpenShift Container Platform /X—< 3 > 4.x,

pa )

OpenShift Online & & ' OpenShift Dedicated I& Red Hat OpenShift Service Mesh 1.1.2
I LTI R—FIhTUWEEA,

o FOAXAYME 7xTL—YaryINTULWRVWE—®D OpenShift Container Platform 2
AY—ILEEFNZIRErHYET,

® Red Hat OpenShift Service Mesh WA !) 1) — X &, OpenShift Container Platform x86_64 T®
HFATEET,

o KI))—RATIE, IRTODY—ERAy a2 VR—Y MH OpenShift 7 524 —ICEF
N, IEFLTVWBREDHAEYR—KMNLTWET, V7S5RY—HIIHBYA7O0—ERDE
BY, TILFISRY—=FN)FICEFZEZYA4 70 —EXOBEIEYR—MLTVWEHA.

o KY—ZTlE, RETY VEREDHBY—EREHRELTVWAVWEEDHEHR—KNLTW
i’a—o
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3.1.1.1. Red Hat OpenShift Service Mesh THR— k ¥ T3 Kiali D&
o Kiali DAIERAIME D > Y —)LIk Chrome, Edge. Firefox. F7zid Safari 72 7H#—D 2 DD&RH
) —ZATDIHHPR—FINTVET,
3.11.2. Y R— b XN TWB Mixer 7¥ T4 —
o KYY—RTIE RDMixer 7479 —DH%EHFR—MLTVET,

o 3scale Istio Adapter

3.1.2. Red Hat OpenShift Service Mesh DA Y A =L T7 VT4 ET 1 —

Red Hat OpenShift Service Mesh Operator 24 ¥ 2 k—JL§ % 1TIE, T LLTFD Operator &1 > R
N—ILT2RBELDHY XY,

® Elasticsearch: # — 7> Y —2® Elasticsearch 7AY ¥ & ~XR—2 & L., Jaeger ZFERA L T
ML—2&EOFVT%ITIHIC Elasticsearch 7 TR —%HEL., BETEHIENTEE
ER

o Jaeger: A —7FYY—R Jaeger 7OV TV hER—2&L, PL—REETLT, EHLDE
VATATIZ U aVvERERL, NSTAMYa—FT1 v ITEET,

e KialiA—7YY—XRDKiali 7OV IV hAaR—RELTHEY, Y—ERX X v 2O &AM
HIRMLFET, Kali Z2FATZE, BE—0OVY—ILTHREARTL. NS5T714 v U AER
L. NL—RDRTEPHERITTETET,

Elasticsearch, Jaeger, Kiali Operator @4 ~ X k —JL1%IZ. Red Hat OpenShift Service Mesh
Operator &4 ¥ 2 h—)L L £, Service Mesh Operator l&, H—EZXAX v 22 QVR—2V DT
O4 x> b, BH. BLVHIBR%ZEET % ServiceMeshControlPlane ')V — 22 E& L. B L
E

® Red Hat OpenShift Service Mesh # —7> Y —X®D Istio AT =¥ MIEDE, 77 r—
S avEERTEZYA /0 —EREEREL. REL. L. BIRITDZIENTEET,

Digk

==
[=]

EFREIRIE T Elasticsearch DT 7 # )L D Jaeger /INT A —4 —%RET 2 HIEIC

DWT DML, Elasticsearch DEREICDWTEHBL TLKEI L,

RDRFTv S

® OpenShift Container Platform R1EIC Red Hat OpenShift Service Mesh #4 ~» Z b—JL L &
E

3.2. RED HAT OPENSHIFT SERVICE MESH D1 > X b —)JL

P—EXXv2aDA YA M—JVICIK, Elasticsearch, Jaeger. Kiali, Service Mesh Operator D1 ~
A=, A bO—LTFTL—V%ETTOA4 T S70HD ServiceMeshControlPlane ') ¥ — X DYERK

SUOEE, Y—EX Ay > 2 IClE&ET % namespace #I8E T % 7= H D ServiceMeshMemberRoll ')
V—Z2DEHAEEFNET,
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(1} =355

® Red Hat OpenShift Service Mesh D4 ~ 2 h—JLD#fE TOERICH > TLEI W,

e cluster-admin O—J/LE&EDT7HI YV K,

3.2.1. OperatorHub 75 ® Operator 4 >~ A h—JL

H—EZAXy>aDA VA M—=I)LFOERTIE, OperatorHub % £ L T openshift-operators 7’0
2 =4 MAIC ServiceMeshControlPlane 1 A9 L)Y —RXAEH%Z A VA M—JILLET, RedHat
OpenShift Service Mesh i&, Y hA—=ILTFL—rDOF7O4 XAV, B, BLVBIKRICEET 3
ServiceMeshControlPlane = &€& L. B L 7,

Red Hat OpenShift Service Mesh 1.1.2 LABE TlE. Red Hat OpenShift Service Mesh Operator #*3 > k
A—)L7FL—>%4 YR N—=)LT BITIE, Elasticsearch Operator, Jaeger Operator, & & U Kiali
Operator 24 VA M=)V TH2RELHY XY,

3.2.1.1. Elasticsearch Operator D1 > X b —JL

avhkO—IFL—r%A4 VA M—=ILT %ITIE. Red Hat OpenShift Service Mesh Operator D
Elasticsearch Operator #4 Y A k=)L §Z2REHLHY T,
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Operator DA I 2 =74 —/N—=23VEFA VA =ILLABRVWTLLEIW, 032
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OpenShift Container Platform Web >V —J)LicO 4 v LE ¥,

Operators —» OperatorHub ICBE L £ 7,

Elasticsearch & 7 4 JL ¥ —Rv 7 ZICAH L T, Elasticsearch Operator Z#&% L £7,
Elasticsearch Operator 27 ) v 2 L. Operator ICDWTDIEHREZXR-LET,

Install 2 1) v 7 LET,

Create Operator Subscription *— < T, All namespaces on the cluster (default)%#iR L
F9., ThiZ&LY. Operator BT 7 #JL b @ openshift-operators 7O TV NI VA h—

JLEN, Operator &7 TR —RNODFTRTOTOY Y MTHARBEICRY £,

Update Channel THRIFTD/N—Ta Vv AZFERLE T,

. Automatic Approval Strategy Z#ER L £ 9,

R

FEHOAZEA NS TI—ITIE, Operator D1 VA M—=ILBLUVH TRV )T
YavI7OEREERT 5OOBEYRRMEREF O —DPYVETT,

Subscribe 7 )w 7 LE T,

Installed Operators X— (T Id, Elasticsearch Operator D1 ¥ X h—JLDEHIRRAHIRR X
nEd,

3.2.1.2. Jaeger Operator D1 ~ X b—Jb

ayhO—=LTL—r%4A4 YA M=) %ITIE. Red Hat OpenShift Service Mesh Operator M Jaeger
Operator 24 YA M—ILT Z2RENHY T,
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4. Red Hat "2t 9" % Jaeger Operator 27 ') v & L. Operator ICDWTDEHREFRRL F
ER

5 Instal 27y LET,

6. Create Operator Subscription*—< T, All namespaces on the cluster (default)%#E1R L
F9., ThiZ&Y. Operator BT 7 #JL b @ openshift-operators 7O TV NI VA h—
JLEN, Operator &7 TR —RNDFTRTOTOY Y MTRHARBEICRY £,

7. stable Update Channel ##IRL £ 7,

8. Automatic Approval Strategy Z#ER L £ 9,
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FEHOEREA NS TI—ITIE, Operator D1 VA M—=ILBLUVH TRV )T
YavI7OEREERT 5O OBEYRRMEREF O —DPYVETT,

9. Subscribe #7 )w 7 LE T,

10. Subscription Overview R—ZIE, Jaeger Operator DA ¥ A b — L DEBKRARTIINE
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Operator 24 VA M=)V Z2RENDHY T,

Digk

==
[=]

Operator DA I 2 =74 —/N—=23VEFA VA =ILLABRVWTLLEIW, O3
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25



OpenShift Container Platform 42 —EXA X v < a

o.
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I $ oc new-project istio-system



FIWmY—FERAAYaDI VA=

3. TCustomize the Red Hat OpenShift Service Mesh installation] (Z# % 55 %= @EHE L
T. istio-installation.yaml & \\ 5 £ E1D ServiceMeshControlPlane 7 7 1 L&A {ER L £,
WMEIMLCTEZARITAZALT, A—RT—RICEHLETHERATZIENTEEXT, EW
BREDHBEIE. TI74IN MDD Jaeger TV TL—NE2EETZ MREIFHYET,

4. UFoaAv vy RERFLTCIAY MO—LTL—rET77O04LET,
I $ oc create -n istio-system -f istio-installation.yaml

5 UTOOAY Y RAEERFTLT, AvhO—ILTL—YDA VAN —IDRAT—H AR LZF
£

I $ oc get smcp -n istio-system
READY Bl true DIBEH. 41 VA MN—ILIFEEEITKT LTWET,

NAME READY
basic-install True

6. LTOOAYY REERFTLT, 1 VA=) TOEREED Pod DEHW R L FT,
I $ oc get pods -n istio-system -w

UFD& S BHADNRTIINSGIZT T,

NAME READY STATUS RESTARTS AGE
grafana-7bf5764d9d-2b2f6 2/2  Running 0 28h
istio-citadel-576b9c5bbd-z84z4 1/1 Running 0 28h
istio-egressgateway-5476bc4656-r4zdv. 1/1  Running 0 28h
istio-galley-7d57b47bb7-lgdxv 1/1 Running 0 28h
istio-ingressgateway-dbb8f7f46-ctén5 1/1  Running 0 28h
istio-pilot-546bf69578-ccg5x 2/2  Running 0 28h
istio-policy-77fd498655-7pvjw 2/2  Running 0 28h
istio-sidecar-injector-df45bd899-ctxdt 1/1  Running 0 28h
istio-telemetry-66f697d6d5-cj28I 2/2  Running 0 28h
jaeger-896945cbc-7Iqrr 2/2  Running 0 11h
kiali-78d9c5b87c-snjzh 0/1  Running 0 22h
prometheus-6dff867c97-gr2n5 2/2  Running 0 28h

JIVFTFF Y b VR M=)V TIE, RedHat OpenShift Service Mesh 19 5 24 —RATEEDMIIL /-
JvhkO—NLTL—r%EHR—MLZET, ServiceMeshControlPlane 7> 7L — b2 {FHAT 2 &, B
MATEREREEERT B2 EATEEY, FLWERIE. O hrO—LT7L—rDF7Y7TL—MD
ERk] 2R LTCREIWN,

3.2.1.6. Red Hat OpenShift Service Mesh X ~/S—O—JLDERK

ServiceMeshMemberRoll (., I hO—ILTL—VICET 2 OV M5 —EBRRLE

9, ServiceMeshMemberRoll ICT—EXRXRRINhTWE 7OV hO&HAAIY  AO—-ILTL—VDEE
ERITEYT, 7OV ME BEOAY MO—ILTL—rDF 704 A2 NEIZA Y /A—O—)LITE
ME2FETH—ERAy 2 aIlBLEE A

ServiceMeshControlPlane EE L 7Oy ¥ M. default &\ 5 &REiID ServiceMeshMemberRoll
)y —R%&ENRTBIUVENHY FT,
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R

AvynN—7OY Y MI. Y—ERAwv2aaryhO—IL7TL—yDA4 VR M=ILDK
WLEBSICOABEHINET,

3.21.6.1. Web AV YV —ILHDSD A v /X—O—ILDVERK

LTOFIEICH>T, WebAVY —ILAFERALTID2UEDTOY T Y M% Service Mesh Member Roll
IEmMmLE9,

AR

FIR

Red Hat OpenShift Service Mesh Operator 'f Y X h—JLEI N, RIEINTWB I &,
4 ¥ X k=)L X 1z ServiceMeshControlPlane DIZFf,

H—ERAXAY T ICEBMTHE OV ) hO—E,

Xviad7aOvzy MHPRWEEY., EONSEXEZRAT 25EE. 70V MEER
LFJ., Ihidistio-system EIFERDZEDTHIMVELIHYXT,

a. Home - Projects ICBEIL X7,

b. Name 7 1 —JL RIC&RIZEABDLE T,

c. Create2 /') v 7 LET,
OpenShift Container Platform Web >V —J)LicO 4 v LE ¥,
Operators — Installed Operators ICR&1 L £ 9,

Project X=Za—%%21) v L. —&H5 ServiceMeshControlPlane »*F 704 IhTW\ws 7/
AY ¥ k (fl:istio-system) #:#IRL £,

Red Hat OpenShift Service Mesh Operator #7 1) v 7 L £ 9,
AllInstances ¥ 7% 7 ) v 7 LE 9,

Create New %7 ') v 7 L TH 5 Create Istio Service Mesh Member Roll%:#IiR L £,

R

Operator &) V—XADAE—%Z# T T2 X TICP LA’ DI D BBZENHY X
9, TMD7=&. Create Istio Service Mesh Member RolliR ¥ V HARRIN B L
IINEEABFHFITI2UNENHIZELHYET,

Create Service Mesh Member RollR—Y T, YAMLEZZELTFAYV T hEX/IN—&L
TEMLEY, FEOHO 7OV M EBIMTIETA, 7OV Y MIEBE—D
ServiceMeshMemberRoll )V —ZALDET B EANTIEHA,

Create % 1) v % L T. Service Mesh Member Roll #{&F L 9,

3.21.6.2.CLIDSD X > /X—O—I)LDYERK
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LTOFEICHK->T, OV RSA4 S 7OY Y % ServiceMeshMemberRoll IZENL 9,

AR

Red Hat OpenShift Service Mesh Operator B'f Y X h—JLEI N, RIEINTWB I &,

14 VX h—JL I 17 ServiceMeshControlPlane D& 7R,

H—ERAXAwTaIlBMTE OV hO—5,

oc & L T 51 % OpenShift Container Platform ¥ K54 (4 4% —27x—X (CLN)ICT
JEZALET,

FIR

1. OpenShift Container Platform CLI (ICA 4 >~ L& ¥,
I $ oc login

2. istio-system DI TIL, ServiceMeshMemberRoll !) ¥ — 2 % ServiceMeshControlPlane ')
V—2&EALUTAY I MERLEY, Y Y —RDOERIE default ICT 2HBELHY T,

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

3. 7N BMDYAMLAZERELT, 7OV TV % members&E LTEMLET, FE2OHDTS
OYVzY MEBINTEETH, 7OV Y MMIEE—D ServiceMeshMemberRoll ') ¥V — 2 L H
Bd3ZENTETEFHA,

3.2.1.6.3. Red Hat OpenShift Service Mesh X > /X—®D{ERK

ServiceMeshMember ') ¥ — X &, ServiceMeshMemberRoll IC X >V /N\— A BEEBMNT EEEF -
WH—ERA Yy 21— —pNERTEEY, 7OV NEEBZILII IOV KT
ServiceMeshMember ')V — X & {EK T B/ D/IN—I v a VHABEWICHSINF TN, H—ER
AV ABEBENY—EAA Y 2 DT I ERAEARMIMLETZET, chsooyzy MNEE
#1¥ Z 1% ServiceMeshControlPlane IZ RV h§2Z & IXTEFHA, BEEZEIZ. UTDLDIC
11— —|Imesh-user 1 —HF—O— /LS LTAY L aAIlT I EATENN—IvarvE1—H—
IS5 TEEY,

$ oc policy add-role-to-user -n <control-plane-namespace> --role-namespace <control-plane-
namespace> mesh-user <user-names.

A eTm 4 I L e—m v — o =01 a0 - A _ 1
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EEREFE A NL—II S L—Y JUVIY N CMESNUSEr L—JU/\A ST 4 V) XRE L, FYTA
MIEINAEA——BLVTIL—TA2IEETEET, ServiceMeshMember i, 7OV 7 h&Fh
NEEBITZaMO—ITL—r 7OV MO ServiceMeshMemberRoll IZBAIL 9,

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
spec:
controlPlaneRef:
namespace: control-plane-namespace
name: minimal-install

mesh-users A—JL/NA V5T 4 VT, BIEHEH ServiceMeshControlPlane ') YV — X & {ER L 7=1& 1<
BEMICERINE T, BEZEIUTOOY Y RaFRLTCAO—ILA1—H—ICBINTEET,

I $ oc policy add-role-to-user

EEEIL. ServiceMeshControlPlane ')V — X = {EF 9 % H1IC. mesh-user A— )L/ V5 1 VT %
ERTZDIEHTEEY, i2&zlE, BEEEIL ServiceMeshControlPlane ')V — X & [@ U oc apply
BETINEERTEET,

COFEITIE, alicedO—ILNA VF 1 v TEEBMLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: control-plane-namespace
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: mesh-user
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

3217.Y—EX Xy ansor7Odzy hoBmE-ITHIER

UTOFIEICHK>T. Web AV —IL%{FHL TEEFD Service Mesh ServiceMeshMemberRoll )
V—REEZEBLXY,

o EENHOTOTIY MNEEBMTEZEITHN, 7OV Y MIE—D ServiceMeshMemberRoll
Y —ZALWBTBIENTETEHA,

e ServiceMeshMemberRoll ') VvV — X &, %59 % ServiceMeshControlPlane ') ¥V — X AV HlIFR
I3 EHIBRINET,

3.2171.Web AV YV —IH 5D AV /XN—O—ILDZER
Gl s

® Red Hat OpenShift Service Mesh Operator "4 Y Z h—JLI N, BEEINTWB I &,
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FIR

S.

10.

FIWmY—FERAAYaDI VA=

BEZ D ServiceMeshMemberRoll ') ¥ — X,
ServiceMeshMemberRoll ')V —X&##H>7O0Y =¥ M DEHI.

Ay all/MOBMELIGHEIRT 270V Y bDOEH,

OpenShift Container Platform Web >V —J)LicO 4 v LE ¥,
Operators — Installed Operators ICEE L £ 9,

Project X=Za—%21) v L., —&H5 ServiceMeshControlPlane »*F 704 IhTWws 7
AY ¥ k (fl:istio-system) #:#IRL £,

Red Hat OpenShift Service Mesh Operator #%7 1) v 7 L £ 9,

Istio Service Mesh MemberRoll¥ 7% 2 1) w o LZE 9,

.default ) 2o %&0)v o LEY,

YAML# 7%2Y) v LET,

. YAMLAZELT, AV MAaXYNRN—E L TEMFAIFHBRLET, FEOHD IO

Iy hNEBMTEFETH, 7OV Y MIE—OD ServiceMeshMemberRoll 1) ¥V — X L H\&
FTBHRIENTETFEHA,

Save 27 v LZET,

Reload #27 ) v 2o L9,

3.2172.CLIDNSD A /NR—O—I)LDEHR

UTOFIEICHKE->T, AV RT4 v &FEHL TEEED Service Mesh MemberRoll #Z&E L,

AR

FIR

Red Hat OpenShift Service Mesh Operator ' 1 Y X h—JLEI N, RIEINTWB I &,
Bt1Fd ServiceMeshMemberRoll ') ¥V — X,

ServiceMeshMemberRoll ) YV —2 % #&F2> 70y = 7 b D&,

Ay all/MoBMELIGHIRYT 270V T D&

oc & L T 51 % OpenShift Container Platform ¥ K34 (4 49— —X (CLN) ICT
JEZALET,

OpenShift Container Platform CLI IO Y1 >~ L& ¢,

. ServiceMeshMemberRoll ) YV — X & fREL X 7,

I $ oc edit smmr -n <controlplane-namespace>
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3. YAMLAZELT, 7AYVI I M EaXYN— L TEMELIFHEKBRLET, 20070
Iy hNEBMTEFETH, 7OV Y MIE—D ServiceMeshMemberRoll 1) ¥V — X L H\&
FTBHRIENTETFEHA,

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

3.2.1.8. Red Hat OpenShift Service Mesh X > /X—O—JLDHIR

ServiceMeshMemberRoll ') ¥V — X &, BEE{T T 51 7= ServiceMeshControlPlane ') ¥V — X % HIfR 9
HEICEFMICHIBRINE T,

322. 77— 3> Pod DEH

Operator &4 ~ A h—JL ¢ BFEIC Automatic Approval Strategy % 3&R L 723%&1CI&. Operator (3~
FO—IWTFL—VEBEMICEHRFLEITY, 7FVr—>avaEHLERA, BBEOT7 ) r—> 3
ViE, BIEHmEA v aD—EBICARY, TRICHUCTHELEYT, 77V r—>aryEBEIE, MR
A=AV FTF—%Tyv T L—RT2LDIT TV r—>a v 2BEBTIVHEIHYET,

T7O4 AV NTEEIDOY A RA—AVFF—EAEFERAT 256, 7/ 7—>YavzBmMELR3ESR

LTT7AAAY RO Pod 7Y FL—REEHITZIEHNTEEY, UTFOAYY RERTLT Pod
EBETF7O4LFET,

$ oc patch deployment/<deployment> -p {"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds "}}}}}'

TTAA XY NTEBOY A RA—AVTH—HBAZFERLARWESEE, 7704 XY ME/id Pod T
BEINLCTA KAV T F—AA—VEBLTHA NA—AVT T —%2FYTEHRID2VEDD
L) i’a—o

RDATYy S
® Red Hat OpenShift Service Mesh 1 Y A h—ILEHAFZTA X LET,

® Red Hat OpenShift ServiceMesh T7 7 —>ava7704 9 2%EE LET,

3.3. RED HAT OPENSHIFT SERVICEMESH 1 Y A h—JLDHRHF T A X

TI7AINMDY—ERXAY Y 2aDARI LYY —REBBETZHN., TLIEFHEOHRIYL) Y —R %
B L T. Red Hat OpenShift Service Mesh # h X9 <4 XA TXZ T,

Gl s
e cluster-admin O—J/LE&EDT7HI YV K,

® Red Hat OpenShift Service Mesh 4 Y A h—J)L 9 2% 7OERAEET LTWE I &,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/service_mesh/#customize-installation-ossm
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/service_mesh/#deploying-applications-ossm
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/service_mesh/#preparing-ossm-installation

EIBY—ERAYYaDI VYR
® Operator B’ YA MN—J)LiEHTH B &,
3.3.1. Red Hat OpenShift Service Mesh h1 XY L)V —X

R

istio-system 7OV M, H—EXA Y aDRFa XY M2ETH Y TILELT
FERAINFIN BB THROIOY Y baERATEEY,

HARY LYY —RITLY., RedHat OpenShift Service Mesh 7OY x4V ME /&9 5 A4 —T API %1k
BRI BIENTEFT, Y—ER XY Ya1A2TF7O/4T3E, TOVIIMSA—Y—BZTET S/
DICEETEX 35T 7 4J)L kD ServiceMeshControlPlane " EX I F ¢,

Service Mesh Operator (. ServiceMeshControlPlane ')V —2 4% 1 7% Bi1L T API Z3E3R L £,
ZhickY, 7OY ¥ MRHIZ ServiceMeshControlPlane + 7Y =V M &{ERTE &

¥, ServiceMeshControlPlane 7 72 =¥ M= {Efid 5 Z & T, Operator ICH—EZX X v a3V b
A—)L7FL—r%70Yz9 M4 VA RN=ILT B LHIERTE. ServiceMeshControlPlane #+ 7'
VIV RNTRELENRGA—Y—AFRALTERETEET,

Z DFID ServiceMeshControlPlane DEZEICIEZ, HR—MINZTRTDONRNTA=F—DEFh, &

niZ & Y Red Hat Enterprise Linux (RHEL) & ~N— X & L % Red Hat OpenShift Service Mesh 1.1.2 1
)(_\\/“75{7__“7‘)':]4 -Sni_a—o

B

3scale @ Istio Adapter I, HRY LYY —RT7 74 )LTTFTOMIh, REINET,
T, BELTWS 3scale 7TV b~ (SaaS F71d On-Premises) BMAEICRY £T,

istio-installation.yaml| M £

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: full-install
spec:

istio:
global:
proxy:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi

gateways:
istio-egressgateway:
autoscaleEnabled: false
istio-ingressgateway:
autoscaleEnabled: false

mixer:
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https://www.3scale.net/signup/
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policy:
autoscaleEnabled: false

telemetry:
autoscaleEnabled: false
resources:
requests:
cpu: 100m
memory: 1G
limits:
cpu: 500m
memory: 4G

pilot:
autoscaleEnabled: false
traceSampling: 100

kiali:
enabled: true

grafana:
enabled: true

tracing:
enabled: true
jaeger:
template: all-in-one

3.3.2. ServiceMeshControlPlane /X5 X — 4% —

LAFDfiE ServiceMeshControlPlane /X5 X —4% —DFERA%ARL. RIFTVR—FINTWB/IRT X —
Y—ICETREMBEREZT™LTVWET,

B

CPU, XEY —, Pod D72 ED/XF X —4 —% M L T Red Hat OpenShift Service
Mesh ICERET % ) VYV —RIE. OpenShift 7 A —DEEEZR—RAELTWET, IR7E
DY ZRAY—HETHATRERY YV —RICEDVWT, ThHDNRATA—S—EBRELE
ER

3.3.2.1. Istio 7 O—/ )LD

LIFofiE, ServiceMeshControlPlane @ Istio 7 0 —/N)L/8S5 X —4& — @t E A F OF B R/
NS A= —DERAETRLTVWET,

pa 3]
3scale Istio Adapter B"#BET % & 5 9% IC1. disablePolicyChecks |3 false T % i
ENHYFT,

Ja—RF X —4 —0Dfl

istio:
global:
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tag: 1.1.0

hub: registry.redhat.io/openshift-service-mesh/

proxy:
resources:
requests:

cpu: 10m

memory: 128Mi

limits:
mtls:
enabled: false

disablePolicyChecks: true
policyCheckFailOpen: false

imagePullSecrets:
- MyPullSecret

F31 70— NRFA—4H—

FIBH—FEAAYSaAaDA VA=

F 74 MéE

disablePolicyChecks

policyCheckFailOpe
n

tag

hub

mtls

ZDNRSA—H—F, K
Vo—FzvoaT/M/
EHICLET,

TDINT A =8 —IF,
Mixer R 1) ¥ —H—E R
ICEIETERWESICH
274 v 9% Envoy &
A RA—aVF7F—IT8
BIHZENTEDH
EIMNEBELET,

Operator 7% Istio 4 X —
VETINYTBHIER
43557,

Operator 7% Istio 4 X —
VETINYTBHIER
TBHNT,

ZDNFA=F—F. T
74N NTH—ERET
@ Mutual Transport
Layer Security (mTLS)
DB/ E L % HIfE
LEY,

true/false

true/false

BR¥AIVTFF—A X —
THITTY,

BMEA X =D YRY b
U _—Gj—o

true/false

true

false

maistra/ £ 7z &
registry.redhat.io/op
enshift-service-
mesh/

false
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imagePullSecrets Istio 1 X —Y Z1RMHET redhat-registry- ZAN
B5LYRN)—=A~DT Y  pullsecret 7zlE quay-
AN EF AT RBE, pullsecret

Z ZIZ imagePullSecret

Z—BRRLET,

INLDIRSA—=F—F, 7O0—NIUNRSA—49—D7Ox>—H Ty MIEBDEDTT,

K327OF>—nR"SA—4—

Jy—2 cpu Envoy 7O0% > —
RICEKRKIN S
CPUYY—RD

=
==h

memory Envoy 7O ¥ > —
RICERIN 2 X

= U _%o

I BR cpu Envoy 7O ¥ > —
RICERINS
CPU Y Y —RADE

RE,

FERANHFTINT
WaHa XAE!Y —
Envoy 7O0% > —
DERKRE,

memory

3322 Istio5"— bV T 1 DRE

LRI, ServiceMeshControlPlane @ Istio 5’ — h U T4 /XS X =4 — @Y REEF OB

BRINGA—=5 —DFAZERLTVET,
T=boxANRSA=5—0DfH

I gateways:

38

F 74 MéE

CHERADRIERTE
ICEDE, O7%
&) a7 (4
200m, 05, 1) T
IEEIN B CPU
)y =2,

CHEADRIERE
ICEDL, FIAA
BEAR/NA NEARIOD
XEY— (Bl
200Ki, 50Mi,
5Gi).

CHERADRIERTE
ICEDE, O7%
&) a7 (4
200m, 05, 1) T
IEEIN B CPU
)y =2,

CHERDOERIERTE
ICEDL<, #MAA
BEAR/NA NEAIOD

XEY— (B
200Ki, 50Mi,
5Gi),

F 74 MéE

10m

1024Mi

2000m

128Mi


https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

istio-egressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5

istio-ingressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5

K33Istio'— b I T A /IRFA—49—

FIBH—FEAAYSaAaDA VA=

F 74 MéE

istio-
egressgateway

istio-

ingressgateway

autoscaleEnabl
ed

autoscaleMin

autoscaleMax

autoscaleEnabl
ed

autoscaleMin

autoscaleMax

3.3.2.3. Istio Mixer & &

CDINTGA—4 —
. BERT—Y
VT B/ EMIC
LEY,

autoscaleEnabl

edBREICEDOVNT
Egress7— ko T
127701493

Pod &/,

autoscaleEnabl

edBREICEDWNT
Egress7— ko T
17701493

Pod O &AL,

CDINTGA—4 —
. BB} —Y
VT B/ EMIC
LEY,

autoscaleEnabl

edBREICEDVNT
Ingress ¥ — kD T
AIF7049%

Pod &/,

autoscaleEnabl

edBREICEDVNT
Ingress ¥ — kD T
AIF7049%

Pod O &AL,

true/false

CHEADORIERTE
ICEDL., BahA
V) Y THBEAR

Pod #,

CHEADRIERE
ICEDL., BahA
V) Y THEBEAR

Pod #,

true/false

CHEADRIERTE
ICEDL., BRA
V) Y THEBEAR
Pod #,

CHEADRIERE
ICEDL., BaA
V) Y THBEAR

Pod #,

true

true

LT, ServiceMeshControlPlane @ Mixer /8NS5 X — 4 — & @I AEEFH DRI BEAEELR/SS X —
Y —DiFHAERLTWET,

Mixer /X5 X —4 —DHl
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mixer:
enabled: true
policy:
autoscaleEnabled: false
telemetry:
autoscaleEnabled: false
resources:
requests:
cpu: 10m
memory: 128Mi
limits:

K3.4IstioMixer RY o —NRS5 A —4 —

T 74 ME
enabled ZDINT A =8 —(F, true/false true
Mixer & B%/EMIC L
x7,
autoscaleEnabled ZDNZA—=%—(F, B true/false true

BIR—) v T EBW/

EHCLET., NMRERER

RIETIE, TD/INTX—

g_%ﬁ/;ij:”: lJ ij—o

CHEAORRREICED 1

autoscaleMin autoscaleEnabled %

autoscaleMax

EICEODWTTF7O4 7
% Pod D&/,

autoscaleEnabled %
EICEODWTTF7O4 7
% Pod ODERAH,

. BB HTHARE
72 Pod #1,

CHERDORIBREICED
<. BWRENY LK THRE
72 Pod #1,

3.5 Istio Mixer Telemetry /X5 X —4 —

)y =2 cpu

memory

40

Mixer Telemetry I
FERkIndCPU Y
V—Z2DN—t v
F—,

Mixer Telemetry I
ERINBXE

U _%o

CHEADRIERE
ICED<, Y3
FERID CPU Y
Y —2,

CHERDOERIERTE
ICEDL, FIEY
BE7/NA NEGIOD

AE)— (I
200Ki, 50Mi,
5Gi),

T4k

10m

128Mi



F3IBYH—FEFRAAYSaDI VA=

FERZFAIINE
CPUYYV—2R
Mixer Telemetry D
BRAN—trTF—
7,

Il BR cpu

FERZFAIINT
WBHXE!—
Mixer Telemetry @
HAKETY,

memory

3.3.2.4.Istio Pilot &%

T4k
CHERDRIBERE 4800m
ICED<, 29O
FTERID CPU Y
v —2,

CERDRIBERE 4G
ICEDL, #MAA
BEAR/NA NEAIOD

XEY — (Bl
200Ki, 50Mi,
5Gi),

AT, ServiceMeshControlPlane @ Istio Pilot /85 X —4 — & @A EAF DR BEARER/NS

X—=5—DFAERLTWVWET,
Pilot /85 X —% — Dl

pilot:
resources:
requests:
cpu: 100m
memory: 128Mi
autoscaleEnabled: false
traceSampling: 100

3.6 Istio Pilot /X5 X —% —

T 74 ME
cpu Pilot ICERk XN % CPU CHEADKRIBEHREICED 10m
JY—=ZADN—trF— <, IYIT7EMD
v, CPU )YV —2XR,
memory Pilot ICERIN B A E CHEADIRIEREICED 128Mi
) —%, <. FIAHBEA/NA M&
KLD A EY) — (f:
200Ki, 50Mi, 5Gi).
autoscaleEnabled ZDNZA—=%—(F, B true/false true

BRI =B/
EmMICLET, NMRER
BETIH., TO/IRSX—
Y —=EmHITLET,

41



OpenShift Container Platform 42 —EXA X v < a

F 74 MéE

traceSampling ZDEIR. BIEBOYY BHRNR—tVF—, 1.0
TV T DFEESEE EH
wmLFEd, ERERFIL
37X MDIFEIFIDIE
EEPLET,

3.3.3.Kiali D% &

Service Mesh Operator (& ServiceMeshControlPlane % {Ep 3 2FRIC, Kiali VYV —XHMEBLF T,
JRIC Kiali Operator (E Kiali 1 Y 24 ¥ ZDEMBSICZI DA TV = b aERLET,

ServiceMeshControlPlane T EEIND T 74 D Kiali /IXT X =9 —IZLLTFD ES Y T,
Kiali /X5 X —4 — Dl

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
ingress:
enabled: true

K37 Kiali /IXFA—4H—

F 74 MéE

ZDINT A =8 —F, true/false true
I enabled Kiali Z B3/ 8a0IC L £

9, Kialild7 274 kT

BMTY,

ZDINT A =8 —F, true/false false
dashboard Kiali A~V —ILORTE
viewOnlyMode A (view-only) E— K%
BW/EMICLET, K
TNERE—RNEBMCT
&, A—HY—izav
V-l &=FERALTY—E
AAY Y1 ERETER

KRRYET,
ZDINT A =8 —(F, true/false true
ingress Kiali @ Ingress % &%)/
enabled EHICLET,
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3.3.3.1. Grafana @ Kiali D& &

Kiali & & U* Grafana % Red Hat OpenShift Service Mesh D—88& L TA Y X h—ILT BI54H.
Operator &7 7 # )L N CTUTAHZRELZF T,

e Grafana % Kiali DAEH—ERX & L TEME
e Kiali O>v Y —IL® Grafana E2:E
e Kijaliad Y —JL® Grafana URL

Kiali t& Grafana URL # BEIMICHRHETE Y, AL, Kiali CEABICHERETERWVWARY LD
Grafana 41 Y A h—JLHH B354 . ServiceMeshControlPlane ')V — XM URL D{EA BT ZHEN
HYFET,

BIND Grafana /XS X —4 —

spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
grafanaURL: "https://grafana-istio-system.127.0.0.1.nip.io"
ingress:
enabled: true

3.3.3.2. Jaeger IC DWW T D Kiali DF&E

Kiali & & U Jaeger % Red Hat OpenShift Service Mesh D—Ef& L TA X b—JL§ %355, Operator
T 74 NTUTZRELET,

e Jaeger Z Kiali DA B —EX & LTEMIE
e Kiali OV —JL®D Jaeger 5RAE
® Kiali 3>V —JL® Jaeger URL

Kiali (£ Jaeger URL Z HEIMICHHETEE T, AL, Kiali CEBICBBRETEAVWARY LD
Jaeger 1 Y A h—ILH'H %355, ServiceMeshControlPlane ') YV — XD URL DIE%= E#H§ 2 HEH
HYFET,

EBI®D Jaeger N A —4 —

spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
jaegerURL: "http://jaeger-query-istio-system.127.0.0.1.nip.i0"
ingress:
enabled: true

3.3.4. Jaeger MR E
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Service Mesh Operator (& ServiceMeshControlPlane ') ¥V — X = {EX T 5 BRIC. Jaeger )V — X E{E
B L £, JRIC Jaeger Operator I& Jaeger 1 Y A9 YV ZADERBFICZC DA TV M FRALET,

ServiceMeshControlPlane TIEEIN 5T 7 #J)L bD Jaeger NT A= —FULTFDEHYTY,

7 7 # )b k Dall-in-one Jaeger /X5 XA —4 —

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
enabled: true
jaeger:
template: all-in-one

#*3.8 Jaeger RT XA —4 —

T 74 ME
ZDINT A =8 —(F, true/false true
tracing Y—EZXAXvy2aTh
enabled L—2%=BM/\E0ICL

9, Jaeger AT 7 #
IWRTAVAM=ILTEN

=
ZDINF A= —|F, & Il B all-in-one
jaeger A9 % Jaeger 7 704 ¢ a% -";_:(;\nﬁ *7—_‘\
template AVRANSTY %R EBLUBRE
ELET, SEA,

e production-
elasticsearch
CEBRERIET
DIEMA,

pa 3

ServiceMeshControlPlane ') V —XDF 74 DTV TFL— K, A1 YV XEY—R k
L —Y%FHAY Ball-inone DF7AA AV MNAKNSTFV—TF, EREHERETIE, Y
R—RFINTWBH—DR ML —IF T a3 d Elasticsearch TH B 78, EXREIRE
RICH—EZX Xy a%x7 7047 BEICIE production-elasticsearch 7> 7L — K
#E3R9 % &£ 5 IC ServiceMeshControlPlane %#:5%XE S 2 MELHY F T,

3.3.4.1. Elasticsearch D& 5E

TI7AIN MDD Jaeger 7 7OAM AV MR NS TY—TIL, all-in-one 7> 7L — N2 FRAT 540, &
NDYY—RTAVAM—=ILETETTEZEYT, 7L, alinoneT>7L—MIAVAXAEY—X
L—Y%EETH0T, R TEZAETANENTOERAZHELTVWET., EREREICIEER
LABWT LRI,
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ERERRETY—EXAX vy a2E65L W Jaeger 27 7019 %A, T~ 7L — b% production-
elasticsearch 7> 7L — MIZEBTZ2MELNHY T, INid Jaeger DA ML —YD=Z—XIIHWIGT
% 7= ®IC Elasticsearch #EHA L £ 7,

Elasticsearch & X €Y —&ME T FY 5—2 3V TY, T 7 4L b®D OpenShift Container Platform
VAM=ITEEIN/ —ROWEAE v ME, Elasticsearch 7 5 X9 —%&HR— M FT2DIC+HDAK
TITRABAWNGELHY ET., T 74/ MO Elasticsearch 5 E X, T —R 4 —2R & OpenShift
Container Platform 1 Y A N—JLAICHEETZ Y Y —RIL— BT B2 LD ICEEFT2RENHY T,
resources 7OV V= BWR CPUMBS LI UXEY —ETEETEHZ&ICELY, FEAVR—FV D
CPUBLUAEY —DFHIROEAAFAETZIENTEET, HERE WL DOXEY—A2FHALT
RTT2HEIE. BNMD/ —RKR%EIV S5 —IEBINMT 2HELHY £F, OpenShift Container
Platform 1 Y A M —JLICEERD )Y —REZBATWRWI & 2R L T EIL,

Elasticsearch #fFffA L7777 2L b D REEE] Jaeger /X5 A —4H —

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

#3.9 Elasticsearch /X5 X — 4% —

F7 4 ME
ZDINTA—8— true/false true
tracing; (X, Y —EZXA X v
enabled SaThL—R%&

B/ EMICLE
¥, Jaeger B'F
74NV BNTA VR

I\ _)l/ -S n i 3—0
ZDINTA—8— true/false true
ingress: &, Jaeger @
enabled Ingress % A%/ &
WMICLFT,
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F 74 MéE

jaeger
template

elasticsearch:
nodeCount

requests:
cpu

requests:
memory

limits:
cpu

limits:
memory

FIR

ZDINTA—8—
& FERT5
Jaeger 7704 %
VENRANSTFY—
HRELET,

ER Y %
Elasticsearch / —
R D,

CHEADRIERTE
ICEDL, EBXKIC
X9 % hRALEE B
LD,

CHERADRIERTE
ICEDL, EBXKIC
FRTE3XE
) —,

CHERADRIRRE
ICED < AR
BB K OHR,

CHEADRIERE
ICEDL, #MAA
BEA X E ) —4I
Ro

all-in-
one/production
-elasticsearch

BHIE,

A7 FkIETY 3
FCEREINEY
(f5l: 200m. 0.5,
Do

NA MBI TIRE
IhExEd (B
200Ki, 50Mi,
5Gi),

A7 FkIETY 3
FCEREINEY
(f5l: 200m. 0.5,
Do

NA MBI TIRE
IhExEd (B
200Ki, 50Mi,
5Gi),

all-in-one

1Gi

500m

RFEE=1. &N
FT7OA AV k=
3

RS =
500m. &NT 7
O4 X2V h=1

RXEEE=1CGi. &
INFFOA XAV b
=16Gi*

RS =
500m. &NT 7
O4 X2 k=1

RXEEE=1CGi. &
INFFOA XAV b
=16Gi*

* % Elasticsearch / — RN L YBWMEDA T —BRETHEEELEZ TN, ThiF
EHRERETOT IO AV MIEHEREIhIFHA. EHRERETCEAT 2548, T
74 TEPod ICEIY B TRRESE 16GI KiFICT DI EIETEY, Pod TEITHRK
GAGI #E|Y L TR I EAWELET,

1. cluster-admin O—)L %21 —%—& L T OpenShift Container Platform Web 3>V —JLIC
a4 LEd,

2. Operators — Installed Operators I8 L £ 9,

3. Red Hat OpenShift Service Mesh Operator #7 1) v 7 L9,

4. |stio Service Mesh Control Plane¥ 7% 42 ) v -7 LZ ¥,

5 Ay hAO—LTFL—rDT7 74 ILE (basic-install 2 &) =0 ) v I LE T,
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6. YAMLY 7% 20 v o LET,

7. Jaeger RN A —4H—%REL. T 7 # /L kDall-in-one 7> 7L — k% production-
elasticsearch 7 7L — FDNRSA—4H —|CEXHZ, I —RAT—RAICEDETEERELET,
AVTFVRMDPELWZ AR LE T,

8 Savex=/ v o LZET,

9. Reload #%7Y) v ¥ L9, OpenShift Container Platform (£ Jaeger #B7 701 L. EEX
N7/ S A —4 —|TEDWT Elasticsearch )V — 2 &R L F 7,

Elasticsearch % OpenShift Container Platform TE&E T 2 AEICDWTIE, TElasticsearch DFEE J
ESRLTCEIY,

3.3.5. 3scale DB E

LT D&, Red Hat OpenShift Service Mesh 1R 4 L1) V — Z D 3scale Istio Adapter /X5 X —4 —
&, BUREEZRFOFRAARRNIA—Y—DFRAZRLTVWET,

3scale /X X —4 —DH

threeScale:
enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL:info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_INSECURE_CONN: false
PARAM_THREESCALE_CLIENT _TIMEOUT _SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60

#+3.10 3scale /X5 X —4% —

774 MéE

enabled 3scale 74 749 —%(EMA true/false false

FTENE DD
PARAM_THREESCA gRPC #—/X—D 1) v R BiaR—bNES 3333
LE _LISTEN_ADDR V7 RLRAEFZRELFE

ER
PARAM_THREESCA OJHNDmMLRIL%E  debug. info. warn, info
LE_LOG_LEVEL BELET, error. F7:lZnone
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48

PARAM_THREESCA
LE_LOG_JSON

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S _MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT TIMEOU
T SECONDS

OJHMJISON & LT
T7A—<v hINBHE
IMEFEL T,

O gRPC BE®RE ST
MNEIDEFIELET,

3scale VAT LB LV
Ny DIV RARNIYR
NREI N,
Prometheus ICIR&EI 1
EMNEDI D EFIEL F
ES

3scale /metrics T K
RAVNERYSY ST
EH5R—MNEZRELE
ES

FvvransHiRIN
DT7ATLZHEHET X
T 2B (&
).

FryvvaiBROEHE
HTT BIBEDHAR

Fr vy allWDOTEHER
FECTEB714T7LDHEK
B, ¥vvaaEWIC
THITIKO0ICRELZE
ER

Fvy a1 BHL— T
ICEETERWERR MDY
BETIN 3O

3scale API FEOMH L B
DEFBAZE DL % BT
X5LDHICLEY, 2D
BMEIEHEINRLTULE
A,

3scale VAT LB LV
Ny 9TV RADEXR%E
KTIDFTHIET R
HeEmELET,

true/false

true/false

true/false

BWRR—bES

BrfE (FEAIL)

BrfE (FEAIL)

BWLEF

BWLEF

true/false

BrfE (P EAIL)

F 74 MéE

true

true

true

8080

300

180

1000

false
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F 74 MéE
PARAM_THREESCA ERazHU2FTORAN BFE (EA) 60
LE_GRPC_CONN_M % (+/-10% D v
AX_SECONDS 5y EBELET.
RORFy S

® Red Hat OpenShift ServiceMesh T7 7 —>ava7704 9 2%EELET,

3.4. RED HAT OPENSHIFT SERVICE MESH D/N—< 3> 1.0155 1.0.2
ANDEH

Red Hat OpenShift Service Mesh @B #1 Tld. OpenShift Container Platform & /N—< 3> 4.2 (CEHT
THENBIMOFIENBEICARY £F, OpenShift Container Platform 4.1x % 42 17y 77 L—K§
%A1, Red Hat OpenShift Service Mesh % 1.02 ICT7 v 7L — K 2ELNHY £7,

([} =355
® Red Hat OpenShift Service Mesh /8x—<3 > 1.0.1

® OpenShift Container Platform /X—< 3 > 4.1

FIR

1. LFDocpatch v REETLT, BEIEOSMCP )Y —REKR%ZHRELZ T,
<smcp_namespace> & <smcp_name> [ZEFEDZRIICE X MZ T,

$ oc patch -n <smcp_namespace> smcp <smcp_name> \ﬂ

--type=merge -p \

'{"spec": {"istio": {"global": {"defaultResources": {"requests": {"cpu": "10m","memory":
"128Mi"},"limits":{}},"proxy": {"resources": {"requests": {"cpu": "10m","memory":
"128Mi"},"limits":{}}},"defaultPodDisruptionBudget": {"enabled": false}},"security": {"resources":
{"requests": {"cpu": "10m","memory": "128Mi"}}},"galley": {"resources": {"requests": {"cpu":
"10m","memory": "128Mi"}}},"pilot": {"resources": {"requests": {"cpu": "10m","memory":
"128Mi"}}},"mixer": {"telemetry": {"resources": {"requests": {"cpu": "10m","memory":
"128Mi"}}}},"gateways": {"istio-egressgateway": {"resources": {"requests": {"cpu":
"10m","memory": "128Mi"}}},"istio-ingressgateway": {"resources": {"requests": {"cpu":
"10m","memory": "128Mi"}}}},"prometheus": {"resources": {"requests": {"cpu":
"10m","memory": "128Mi"}}}}}'

ﬂ f5: basic-install

ZmaAx Y ROERTEIE, 3TD SMCP Pod #* SMCP namespace TEX#Z 2 X THMEL
7,

2. Pod #* SMCP namespace TE{TI N7, bookinfo 2 EDT—8 T L—>T7 Y r—> 3
vEBTIOA4LET,

3. kubeadmin 7 & @ cluster-admin 2 —H%—& L TOJ4 v LTH S, LTFOIaATY REZETL

T CNlistio-node DaemonSet ZHlfk L &9, Red Hat OpenShift Service Mesh Operator 257
7 # )L b @ openshift-operators namespace IC4 VA =)L INTWVWAWESIE, openshift-
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operators Z EIX#Z X7,

I $ oc delete -n openshift-operators daemonset istio-node

4. Red Hat OpenShift Service Mesh Operator 8 K U'SMCP %2 102 IC7 vy 7L —KLEd., ¢
ART®D Pod H* SMCP namespace TERITIN/ZIC. T 704 XY MIDO2WTUTOaY Y
RERGFLTCT—9TL—rT7 U s—a vty FEERLET,

$ oc patch -n <data_plane_namespace> deployment/<deployment_name> -p \

'{"spec":{"template":{"metadata":{"annotations":{"kubectl.kubernetes.io/restartedAt": ""date
-Iseconds™}}}}}'

5. OpenShift Container Platform Web 3>V — )L % f#f L T OpenShift Container Platform %
T7yTITL—KLET,

Red Hat OpenShift Service Mesh 1.0 25 11 ICE#T Y 235 5. ServiceMeshControlPlane ') ¥V —X %
BHLTCIAYMNO—LTL—rDAVR—RY NEFRN—Va VILEHFIT2HELIHY FT,

1. Web 3> Y —JLT. RedHat OpenShift Service Mesh Operator 22 1) v 2 L% 9,

2. Project X=a—%%1) vy L. —&H5 ServiceMeshControlPlane »*7 704 XhTW3 7
AY ¥ k (fl:istio-system) = #IRL £,

3. arvbha—iLFL—rDL&mi(basic-install 2 &) =0 ) v 2 LE T,

4. YAML%Z2 vy L., N—Y 3> 714 —)L K% ServiceMeshControlPlane ') ¥ — X M spec:
IBML F9, 72& A&, Red Hat OpenShift Service Mesh 1.1.0 ICE#9 % (I, version:
viid ZEMmLET,

spec:
version: v1.1

N=I32T74—)LRTIE. 41 VA KM=ILT B ServiceMesh D/NN—2 3 VZIBEL. 77 4V MMEFIA
AREARBRHIN—Ta VICRREINE T,

341 FHEMR

FHTEHFT D& %EIRT B54A. Operator Lifecycle Manager (OLM) 1&, 75 24 —K®D
Operator DA YA h—J)b, 7y I L—K, O—ILR—ZAD7 V%I (RBAC) #HIE L £ 7.
OLM (&7 7 # JU b T OpenShift Container Platform TER{TINE ¥, OLM (& CatalogSource Z=fEMA L

9, Ihld Operator Registry API Z {8 L THIFATRBE%A: Operator ¥4 ~ X b —JL I 7z Operator
DTy FTITL—RIZODWTHITY—LET,

® OpenShift Container Platform @7 v 74 L — KO AEICD W TODFEMIL. Operator
Lifecycle Manager O RF 2 XY 2SR L T LIV,

3.5. RED HAT OPENSHIFT SERVICE MESH D HIf&

2O 7Ot R TIE. BEFE®D OpenShift Container Platform 4 >~ 2 4 >~ 2 h* 5 Red Hat OpenShift
Service Mesh ZHIBR T X £ 9, Operator ZHIFRY ZRIICAY hO—ILTFL—VEHIBRLE T,

3.5.1. Red Hat OpenShift Service Mesh 2~ hO—JL 7L — > DI
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OpenShift Container Platform Web YV — )L E/&IE CLI AL TY—EX Ay >ady hO—)L 7
L—Y%HBIBRTEET,
3511 Web AV V—IaEALEIY bAO—ILTL— OHIER

LUTOFIEICHE> T, Web O Y —JL%fEMA L T Red Hat OpenShift Service Mesh I~ hO—JL
L—r%ZHIBRL X T,

AR
® Red Hat OpenShift ServiceMesh A kA=) 7L —=UAF7O4INTVWEIRELNHY X
ER
FIa

1. OpenShift Container PlatformWeb >V —jLicaOv4 v L& 7,
2. Project X=a—%27)v 7 L. —&H5 istio-system 7OV o M ERLET,
3. Operators — Installed Operators I8 L £ 9,

4. Provided APIs @ Service Mesh Control Plane* 7 1) v 2 LZ 9,

5. ServiceMeshControlPlane X =21 —T O Uw o LET,
6. Delete Service Mesh Control Plane%® % ) v 7 L 9,

7. Y14 700714 RKOTDelete % 1) v %2 L. ServiceMeshControlPlane % BlIf& L £
_a—o

3.51.2.CLIASOaOyY hO—ILTL—> Dl

LTFDFIEICHE> T, CLI Z{#F A L T Red Hat OpenShift Service Mesh > hO—IL L —V % Bk L
i_a—o

AR
® Red Hat OpenShift ServiceMesh A hO—)L T L—=UAF7O4INTVWEIRELNHY X
ER

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 A4 49— 2 —Z (CLI) ~ND
TR,

FI7

ServiceMeshControlPlane ZHIff 3§ 2% &, H—EZX X v < 23 Operator (4 VR h—
WLETRTODEDET VA VAMN=ILTEELIBERLET,

)

servicemeshcontrolplane O{XH Y IC5E\W smep T4 Y 7 XA = HEAHATE XY,

1. OpenShift Container Platform CLI (ICA 4 >~ L& ¥,
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2. UWFoavwy R&EZEFTLT, 41 A M—=JLL 7 ServiceMeshControlPlane D &rIZ S L &
£

I $ oc get servicemeshcontrolplanes -n istio-system

3. <name_of _custom_resource> Z%&D I Y ROHAICEZHMA, UTFTDIAY Y REETLT
HRAIYL)Y—REHIBRLET,

I $ oc delete servicemeshcontrolplanes -n istio-system <name_of_custom_resource>

3.5.2. 1 Y A b—JLX N7z Operator DHIR
Red Hat OpenShift Service Mesh Z IEE ICBIFR YT 2 ICI&. Operator ZHIBRT 2 MENHY £, Red

Hat OpenShift Service Mesh Operator ZHIFfR L 7= 5. Jaeger Operator. Kiali Operator. & &
Elasticsearch Operator ZHIfR 3 2 MEAH Y 7,

3.5.2.1. Red Hat OpenShift Service Mesh Operator D Hllk&

LLFOFIRICHE > T, Red Hat OpenShift Service Mesh Operator ZHIR L £,

AR
® OpenShift Container Platform Web 3> YV —ILADT7 7 £ X,

® Red Hat OpenShift Service Mesh Operator "1 Y XA h—JILINTWB Z &,

FIR

1. OpenShift Container PlatformWeb >V —j)bicaos4 v L9,

2. Operator - Installed Operators X—I N6, AV O—ILTEH, FllEF—7— K% Filter
by name IZ A7 L T Red Hat OpenShift Service Mesh Operator # RD I £ 3, RIC. Thik
27Uv o LET,

3. Operator Details *—Y DAHEIT, Actions KOY 74> X =2 —H 5 Uninstall Operator
EERLET,

4. Remove Operator Subscription™” 1 ~ RO 7OV I RRINAL, 41 VR M—JLICE
HETBIANTOAVR—RY M&HIBRT 515813, Also completely remove the Operator
from the selected namespace F = v 7V Ry Y A% A4S a3V CRIRLEFT., ChiZLkY CSV

HYHIBR X N, JRIC Operator ICBEE T I 57 Pod. Deployment, CRD & & T CR AHIBRI 1
i’a—o

3.5.2.2. Jaeger Operator DHIR
LUFDFIEICHE > T, Jaeger Operator ZHIBR L £,

AR
® OpenShift Container Platform Web 3> Y —ILADT7 7 £ X,

® Jaeger Operator "1 VA h—JLINTWVWB T &,
¥
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1. OpenShift Container Platform Web >V —jLicao/4 v L& 9,

2. Operator - Installed Operators XR—I N5, A7 O—ILTEH, FllEF—7— K% Filter
by name ICA 71 L T Jaeger Operator z R 27X ¥, RIC, Thzes )y I LFET,

3. Operator Details *—Y DAHEIT, Actions KO Y 74> X =2 —H 5 Uninstall Operator
EERLET,

4. Remove Operator Subscription™” 1 ~ RO 7OV I BRRINALL, 1 VR M—JLICE
HETBIANTOAVR—RY MNaHIBRT 515813, Also completely remove the Operator
from the selected namespace F = v 7Ry Y R %A S a3V TCREIRLEFT, ChilLkY CSV

HHIBR I N, JRIC Operator ICBEEfT I 57 Pod. Deployment, CRD & & T CR AHIBRI 1
i_a—o

3.5.2.3. Kiali Operator MDHlIE&

LUFDOFIEICHE > T, Kiali Operator ZHIBR L £,

AR
® OpenShift Container Platform Web 3> YV —ILADT7 7 £ X,

® Kiali Operator 1 YA h—JLINTWB T &,

FIR

1. OpenShift Container Platform Web >V —jLicay4 v L& 7,

2. Operator - Installed Operators XR—I N5, AV O—ILTEH, FllEF—7— K% Filter
by name ICA 71 L T Kiali Operator Z R2 137 E ¥, RIS, Thzs) v I LET,

3. Operator Details *—Y D AT, Actions KOY 74> X =2 —H5 Uninstall Operator
EERLET,

4. Remove Operator Subscription™” 1 ~ RO 7OV M ARRINALL, 1 VR M—JLICE
HETBIANTOAVR—RY MaHIBRT 535813, Also completely remove the Operator
from the selected namespace F = v 7V Ry Y R %4 S a3V TCRIRLEFT., hilkY CSV

HHEIBR X 1, JRIC Operator ICEEE T I 57z Pod. Deployment, CRD & & T CR AHIBRI h
i_a—o

3.5.2.4. Elasticsearch Operator DHIFR

LUFDFIEICHE > T, Elasticsearch Operator ZHIBR L £ 7,

AR
® OpenShift Container Platform Web 3> YV —ILADT7 7 £ X,

® Elasticsearch Operator "1 Y A h—JLINTWVWB T &,

FIR

1. OpenShift Container PlatformWeb >V —jLicav4 v L& 7,
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2. Operator - Installed Operators X—IU M, A7 A=)V %H. F7lEF—7— K% Filter
by name (C A7 L T Elasticsearch Operator # RDIF£ ¥, RIZ, ThiaoYV v o2 LFT,

3. Operator Details *—Y DHEIT, Actions KOy 74> X =2 —H 5 Uninstall Operator
EERLET,

4. Remove Operator Subscription™” 1 ~ RO 7OV M ARRINALL, 41 VR M—JLICE
HETBIANTOAVR—RY M&HIBRT 515813, Also completely remove the Operator
from the selected namespace F = v 7Ry Y R %4 S a3V TCREIRLEFT, hilkY CSV
HHIBR X 1, JRIC Operator ICBEET I 57 Pod. Deployment, CRD & & T CR AHIBRI h
7,

3.5.2.5.0perator Y YV —ZADIV—VT7v S

LLFOFIRICHE > T, OperatorHub 1 ¥4 —7 = —X %A L T. Red Hat OpenShift Service Mesh
Operator ZBIR L7 ICE ) Y —X 5 FHTHIKRLZE T,

AR
o JVSRN—EBEBTHIVERAEFEDODTHI VI,

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 VA4 49— 2 —2Z (CLI) ~ND
TR,

Fa
1. V545 —EHEEE LT OpenShift Container Platform CLIICAZ A4 Y LE Y,

2. MTFDa<Y Y R&EREITL T, Operator D7 VA VA N=)LEICYY =%V )=V Ty S LE
£

pa )

<operator-project> %, Red Hat OpenShift Service Mesh Operator #*1 >~ 2
h—=llIhTWws 7OV FOARICEESHAE T, BFE. IN1id openshift-
operators (7Y £ 9,

$ oc delete validatingwebhookconfiguration/<operator-project>.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhoookconfigurations/<operator-project>.servicemesh-
resources.maistra.io

$ oc delete -n <operator-project> daemonset/istio-node

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni
$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.maistra\.io' | xargs -r -n 1 oc delete
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4% DAY TWO

4.1. RED HAT OPENSHIFT SERVICEMESH ADQ7 7 =23 > D77
04

TINr—oa3vaEY—EAX Yy allTF 7 O4$354, IstoD7 Yy TAN)—ALADIIa2=F14—
N=TavDT7 ) 45— a>DEEE Red Hat OpenShift Service Mesh 1 Y X h—ILAD T 7'1) 5 —
T avOFEICEVWSWS DO HY ET,

Gl s

® Red Hat OpenShift Service Mesh &7y 7R M) —LAlstio AI a2 =571 —4 VXA M—=JLDLL
BICDOWTHRT 2

® Red Hat OpenShift Service Mesh DA Y X h—JL [ICDWTHERRT %

411.avhO—ILTL—rDFrTL— NDERK

ServiceMeshControlPlane 7> L — N2l 2 &, B FAARELREAERTDEIIENTEE
T, 21— —F, T 2TV T L — N BBDHRETIRT DI ENTEET, TV 7 L— M,
DTy T L — MO OREEREMEKTZIEETEET, LA £5F—LBDAOY MO—
WT == T4 VI F—LAOY— T4 a0 bOa—=ILTL—VEERTEET, BET
VIL—MNERBETVTL—MAEERT DIBE. N— T T AV ITF—LABLVERHF—LD X /IN—
&, F—LBEBEDHRAYTA A THEELVAREZET VL — NIRRT B ENTEET,

ServiceMeshControlPlane E[E C#EXICES> A hO—ILTL—VDF VY FL— N ERET D545,
dA—H—IIEBHICEREZ#MA L £9, Operator I&. Red Hat OpenShift Service Mesh @5 7 # JL k
BREEMEAT D default 7> L — M EHITREINEFT, HRIYLTFTVTL—MEBMT SIS

I&. openshift-operators 7O = ¥ kT smcp-templates &\ ZEID ConfigMap % /R

L. /usr/local/share/istio-operator/templates T Operator A~ 77 —IC ConfigMap Z~¥ V> KT 3
MHELRHY ET,

4.1.1.1. ConfigMap MD{ERK

LFDFIEICHE> T, ConfigMap #/ER L £,

AR
® Service Mesh Operator 5’1 Y XA h—JL I, RIEIhTWB I &,
e cluster-admin O—JLEFED7HU Y b,
e Operator 7 704 X~ kDGR,

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 A4 49— 2 —2Z (CLI) ~ND
TR,

FIR

1. V5 R4 —EHEEE LT OpenShift Container Platform CLIICAZ A4 Y LE Y,
2. CLITUTOO~Y Y K&EZE{TL. openshift-operators 7O = ¥ b IZ smcp-templates & L\ 5

ZHID ConfigMap #/ER L. <templates-directory> #O0—hILT 1 A7 D
ServiceMeshControlPlane 7 7 1 L DIGFAICE S MA F T,
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$ oc create configmap --from-file=<templates-directory> smcp-templates -n openshift-
operators

3. Operator ClusterServiceVersion &% KD %9,

$ oc get clusterserviceversion -n openshift-operators | grep 'Service Mesh'
maistra.v1.0.0 Red Hat OpenShift Service Mesh 1.0.0 Succeeded

4. Operator 7 A —H—EZAN—Y 3 U %iFE L T, Operator IZ smcp-templates
ConfigMap =T 2 L 2HETRLET,

I $ oc edit clusterserviceversion -n openshift-operators maistra.v1.0.0
5 R)a—L<O Y MEELVARY 2 —L% Operator 7 704 X MIEBMLET,

deployments:
- name: istio-operator
spec:
template:
spec:
containers:
volumeMounts:
- name: discovery-cache
mountPath: /home/istio-operator/.kube/cache/discovery
- name: smcp-templates
mountPath: /usr/local/share/istio-operator/templates/
volumes:
- name: discovery-cache
emptyDir:
medium: Memory
- name: smcp-templates
configMap:
name: smcp-templates

6. BEEZRTFL, TT49—%28TLZEY,

7. ServiceMeshControlPlane T template /X5 X —4% —%FRAL TV 7L — b EIBETEZE
ER

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: minimal-install
spec:
template: default

4..2. Red Hat OpenShift Service Mesh D%« Kh—a v FF+—HA
Red Hat OpenShift Service Mesh (&, 77U —a v D Pod ROTAOFY—HA Rh—aVFF—

ICIKEL T, 77— a3 Il —ERA Xy alegEsR®ELET, BEOYA Kh—aV T+ —1
AEBMICLEEY, FEITEELAYTEET, RedHat TIE, 7OV TV MISRIVEMIFTDIHED
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BN, P)TF—2avEFRALAEFRAEZHEELTVWET, hICLY., T7O4X Y NI, 77
Dy—2avIilt—EXX Yy Y 2DBURBRENESENDLDICARYET, TOHETREELDHER

Nhi <, EINY— Pod & DD OpenShift #aEE A L EH A

pa )

TAYII MIGRIVERITTWEEBE, 774 KTlstoDT7 v FA M) —LN—
JaviEYA NA—a3VTF—%EAL X T, RedHat OpenShift Service Mesh TI&.
A RA—OVTF—DTTO04 XY MIEBNICBAINS EDICA T MM VT B
ENROSENZBH, TATVZI MISRIVERFTBZREBEEHY FHA, ThIZELY,
(Pod DEIL RE/IFT 7O DHFERE) RERBEIIEYA RA—aVFF—%FA
LBWELDICTEET,

Webhook (T RTO OV Y MIFTT7AA4 T3 PodDBEEFTVvIL., TNHD
Pod @A T /FT—>avTHRAEZZT T MMV LTWBNEINERERLFT,

4121 BEDY M1 Rh—arvFr—EADAERL

7 71) or—< 3 ¥ % Red Hat OpenShift Service Mesh IZ7 7041 9 %25 & 4. sidecar.istio.io/inject
T/)T—avIilfE "true" ZIEELT. BAEFT TN VT IREBENHYET, T T M1 VLY,
Y4 RA—2aVF7F—0DEAH OpenShift LAV AT LRDEHRD I L —LT7—IHERT S, EL
%' — Pod % & DL D OpenShift EEICTFHLABAWVWELDICLET,

=S5
e HEIDHYA RA—IVTFT—RHBAZBWICTEZTTOM AV N ERELEY,

o 7= 3 VD YAMLEBE 7 74V ERDITET,

. IFA9—TCTF7 7 )5r—2avDBEYAML 7 74 ILABEXEY,

2. sidecar.istio.io/inject . LATITRT & D IC "true” DENESFTNDHRE YAML ITEBINL
ER

AV =TFFZANT TNV r—> a0l

apiVersion: extensions/v1
kind: Deployment
metadata:
name: sleep
spec:
replicas: 1
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
labels:
app: sleep
spec:
containers:
- name: sleep
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image: tutum/curl
command: ["/bin/sleep”,"infinity"]
imagePullPolicy: IfNotPresent

3 BRETFANERELET,

4.1.3.Mixer R ) —EBRADEH
BRI /N—2 3 ~ D Red Hat OpenShift Service Mesh Tl&, Mixer DR ¥ —D@EEANT 7 4L N TH

MITINTWE L, Mixer RY S—DBERIZT 740 N TEMICARYF L, RYY—9 R A5ET
THRINCINAEBMICT Z2HELHY FT,

AR

e oc & L THIS N3 OpenShift Container Platform AY > RS54 A4 49— 2 —2Z (CLI) ~ND
7R,

FIR

1. OpenShift Container Platform CLI (ICA 4 >~ L& ¥,

2. LR Y RERITLT, BED Mixer RY O—BHEDAT—9 R =HRALET,

I $ oc get cm -n istio-system istio -0 jsonpath="{.data.mesh}' | grep disablePolicyChecks
3. disablePolicyChecks: true D134, Service Mesh ConfigMap Z#@&%k L £ 7,

I $ oc edit cm -n istio-system istio

4. ConfigMap T disablePolicyChecks: true # R D}, {E% false ICEEL X7,
5 REEBRELTCIT49—45KTLET,

6. Mixer RY Y —BRARAT—9REZBEEFzv I LT, false ICREINTWVWE I EE2HRALE
_a—o
414. BB R Y NT—0R) O —DFRE
H—EXAvra@arybO—ILTL—rBELUA Y /8N—namespace ICRY NT—2RY ¥ —%{ER
L. ZhoDBEDO NS 714 v 0 %EKRI74 M) RMELET, 77049200, LTOFREEEREL.
OpenShift Container Platform Jb— b TURIICARIN/ZA v 2D —EXEZRRELE T,

o Istio WELNICHERET BICIE. X v 2a~dD T 74 v HEIC ingress-gateway Z#EXHT 5 wh
ENHYET,

o XyIaflDHY—ERIE, Ay allRWMERID namespace ICTF7O4 LET,
o H—ERXvaTYRMINK namespace RICT7TOA TEIREDH DA v ¥ 1 UADH—
EXTlE. Th5DF 704 X~ b maistra.io/expose-route: "true” ICS NI EFIFET, &

niIc& Y., ThsDH—EXA®D OpenShift Container Platform JL— M kA& L THBEL &
ER

RDRFTv S
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® Red Hat OpenShift Service Mesh T Bookinfo #7704 L9,

A2. DEINL —ADE=HDH—ERA Y 2 DHETFE

DTV avTld, CRDEAIECRIZ7AINTEITINDEREICDODWTERALE T,

AR
® cluster-admin 21— —#EPR % {# A L 7= OpenShift Container Platform 7 S A9 —~DT7 7 2 X

® Elasticsearch Operator 87 22 —ICA Y A M—ILINhTWB T &,

® Jaeger Operator MY S RY—ICA VA RM—=)LINTWVWB I &,

4.2.1. Elasticsearch 1 YT v 9 R0 ) —F+—I 3 TOHRTE

Service Mesh Operator (& ServiceMeshControlPlane % {Ef% L 7B&IC Jaeger DA R Y L) VY —2R
(CR) £/Em L £ 9, Jaeger Operator (& Jaeger 1 Y A4~ ADEMBFICC D CREFHALE T,

Elasticsearch A AL =Y A ERT 358, T 74NN TYa THERIN, WAL —REXANL—Y
DoV )—=rTF7yFLES, 2OV ITOATIavERET HICIE. Jaeger HRAH L)Y —2Z (CR)
ERELT. I— AT —RIEDLETHRITYAALET, EETZF T a Vv EUTICRLET,

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
strategy: production
storage:
type: elasticsearch
esIndexCleaner:
enabled: false
numberOfDays: 7
schedule: "55 23 * * *"

4.1 Elasticsearch41 YT Y IR ) —F—NRS XA —4—

enabled true/ false AVTFYIRY)—F—YaT%
BWMEFIFEMLET,

numberOfDays ERUE 1AV Tv I ADHIRZRHEKT 5 H
.
schedule "G5 23 * * *" EITT3BVaTDcron K

A43. 7)) r—> 3 v Dfl
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Digk

==
[=]

Bookinfo D4 > FILT7 FY) r— 3 Tld, OpenShift Container Platform T®

Red Hat OpenShift Service Mesh 112 DA Y A M—J)LZTRANTBIENTE X

o

<}

Red Hat Tl&. Bookinfo 7 74— avaHR—MLTWEHA,

4.3.1.Bookinfo 7 U Hr—> 3

Ty TAN)—LALDIstio 7OV TV MIlEBookinfoEWIFa—M)TZIDOYHYFILHEHY., Thik
EFED Istio EEE RT-HICHEHAIND 4 DDERBZYA /O —ERXATERINTWET,
Bookinfo 7 74— avid, AVvSAVITvIANTDE—AYOQTIT VN —DLDIC, EEICE
TEHERERTLET, R—=VILKRTINZIHABIE. EFEDHRA. SFHEDOFEM (ISBN, R—IZ Dt
DIER). BLUVELTY,

Bookinfo 7 7 r—>avidihodDIA /7 AY—ERXATHERINE T,

e productpage ¥4 7 O#%—E XL, details & reviews ¥4 7 O —EXZHUHE LT, R—
VEBRELET,

o details ¥4 7/ OY—ERICIFZEDBERNIZSFNTUVET,

e reviews ¥4 /7O —EXICIF, FEFI’EFENZE T, INhid ratings ¥4 7O —EXELHEY
HLEFT,

e ratings V1 /OY—ERICIF, EFE2HIEBOI VFVIRBRIEEFNET,
reviews ¥4 7O —EXIZE, UTD3D2DON=Y3vAHYFET,
o N—=Tavvlid, ratings f—EXEZMUPHLFEA.
e N—I3avv2id ratings T—EXZFUHEL T, FFHEZ 1 D55 DERVWETRRLET,

e N—I3Vv3d, ratings T—EXZFUHEL T, FFHEZ 105 5DFVWETRRLET,

4.3.2.Bookinfo 7 ) r—avdDA VA M=)
ZDF 21— K" FITIE Bookinfo 7OV T MDYERK. Bookinfo 7 ) r—avosFrO4,. &

& U Service Mesh 11.2 & & ¢ OpenShift Container Platform T® Bookinfo DZE4TICDWTERAL &
ER

([} =3
® OpenShift Container Platform 41 A1 Y XA h—ILINTW3,
® Red Hat OpenShift Service Mesh 112 281 Y X k=)L I N TW 3,

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 A4 49— 2 —2Z (CLI) ~ND
TR,
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Pz

Red Hat OpenShift Service Mesh (&, 7v 72X M) —LD Istio 7AY I b &IERIDBE
HEAERELFT, TDEDH. TDFIETIE Red Hat OpenShift Service Mesh @ Istio
YA RA—OAVFF—DOEEBRAZEWNITZLHDDOT /) FT—Yavhtirshnrk
bookinfo.yaml 7 7 1 L D/NX—2 a Vv AFERLE T,

FIR

1. cluster-admin #&[R % > 1 —4'— & L T OpenShift Container Platform Web 3>V —)biZ0O
g4 LET,

2. Home - Projects 22 1) v 7 LE 9,
3. Create Project =2 ) v U LE T,

4. Project Name & L T bookinfo # A7 L. Display Name # AL £3, TDT%. Description
“ABL. Create 2V ) v LET,

o FlF. CLINSZDIAYY REFEFTLT, bookinfo 7OV =) MEERRTEF T,

I $ oc new-project bookinfo

5. Operators — Installed Operators #7 ') v 7 L9,

6. Project X =a—%71)v - L, Qv bO—JILFL—>®D namespace ZFAL 9., ZDHFIT
\d istio-system = {FHA L £ 7,

7. Red Hat OpenShift Service MeshOperator Z#7 1) v 7 L9,

8. Istio Service Mesh MemberRoll') > o &2 ) w7 LET,

a. Istio Service Mesh Member Roll B’ TICER I N TWBIHFEICIE, &EiZE2 )y 2 LTH
5YAML#4 7% )w - L, YAMLIT«4¥9—%@XFT,

b. Istio Service Mesh Member Roll Z{Ef L TWLW AW iEE . Create Service Mesh Member
Roll#01)vy o LET,

Pz -
Istio Service Mesh Member Roll =R 9 % IC I cluster-admin #ER N E(C
BYFEY,

9. T 7 #JL b® Service Mesh Member Roll YAML % &% L. bookinfo % members —& IZ3E/N
LEY,

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- bookinfo
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1.

12.

13.

o F/ld. CLINMNKLZDIAVYY K%2ZE1TL T, bookinfo 7O 7 b%
ServiceMeshMemberRoll I[Z3ENITX £9, <control plane project> =31~ hO—)L 7
L—>702 7 PORFIICESBRZZE T,

$ oc -n <control plane project> patch --type='json' smmr default -p '[{"op": "add", "path":
"/spec/members”, "value":[""bookinfo""]}]'

. Create %% ') w2 LT. B L7z Service Mesh Member Roll #{&F L £,

CLI T 'bookinfo' 7OY £ 4 MZ Bookinfo 7 7N —>a3ava5F7047F 3IC
I&. bookinfo.yaml 7 7 1 L ZBERA L XY,

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/platform/kube/bookinfo.yaml

bookinfo-gateway.yaml 7 7 4 JLZ#EMA L Tlingress ¥ — b =1 ZEHR L 7,

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/networking/bookinfo-gateway.yaml

GATEWAY URL /XS A —4—DEZHREL X T,

R

<control_plane_project> A3 hO—)L7L—> 70OV NOLEIICE X #
ZFY, ZofITIE, avhO—LFL—rFOY Y M istio-system T
ER

$ export GATEWAY_URL=$(oc -n <control_plane_project> get route istio-ingressgateway -o
jsonpath='{.spec.host}")

433. 77 # )L FDEFIL—IL DB

Bookinfo 7 74— a v AFERHTSICIE. T74IMNDBEIL—IVEEBNTIURENHY FT, HE
RSV RAR—KRBEF2) T4 — (TLS) RAZBMILEDNEIDICEL ST, 2DDEFMBFEIND
YAML 7 74 )VEFRETEF T,

FIR

1.

BRI —ILAEBIMT 2ICE. UTowsFhroavy REaETLET,

o HETLS A#BMIZL TLWAWESGE:

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/networking/destination-rule-all.yaml
e HETLSZAMICLTWRHESE

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/networking/destination-rule-all-mtls.yaml

4.3.4. Bookinfo 1 > 2 N — )L DIREE

62



43 DAY TWO

TN —2avaERETHAENC. ELLTFTTOAAMINTWBZEA2ERALET,

([} =35
® OpenShift Container Platform 41 LA 1 Y XA h—ILINTW3,
® Red Hat OpenShift Service Mesh 112 881 Y A h—JLINTW 3,

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 A4 49— 2 —2Z (CLI) ~ND
TR,

FIR

1. OpenShift Container Platform CLI(ICAZ 1 ~ L £ 9,
2. UWTFDaY Y REZEFTL T, Bookinfo 7 7OA4 INhTWB I xR LET,
I $ curl -o /dev/null -s -w "%{http_code}\n" http://$GATEWAY_URL/productpage
o F/lk. 75U —T http://$GATEWAY_URL/productpage #F< T ENTET X7,
e UTDATYY RTHIANRTD Pod W EMREICHD I =R TETET,

I $ oc get pods -n bookinfo

4.3.5. Bookinfo 7 1) 5 —< 3 v DHI&
LTDOEIET. Bookinfo 7 7Y r—>avallklLES,

AR E A
e OpenShift Container Platform 4.1 LIBED 1 Y A k=L ¥ TW 3,
® Red Hat OpenShift Service Mesh 112 28 Y X k=)L I N TW 3,

e oc & L THIS N3 OpenShift Container Platform A¥ > RS54 A4 49— 2 —2Z (CLI) ~ND
TR,

4.3.5.1. Bookinfo 77O ¥ kDl

FIR

1. OpenShift Container Platform Web >V —jLica/4 v L& 7,

2. Home - Projects 22 1) v 7 LE 9,

3. bookinfo X Z21—T v LTHhH, DeleteProject =0 1) v LZEY,
4. BERY A4 70U Ry U XU bookinfo EATILTHS Delete =2y I LET,

o FlF. CLINSZDIAYY REEFTLT, bookinfo 7OV ) MEERRTEF T,

I $ oc delete project bookinfo
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4.3.5.2. Service Mesh Member Roll i* 5 ® Bookinfo 7O 4 b DOHIK

FIR

1. OpenShift Container Platform Web >V —jLicaoy4 v L& 7,
2. Operators - Installed Operators #2 ') v 7 L9,
3. Project X=a—%7 1) v - L. —EH5 openshift-operators ZE R L £7,

4. Red Hat OpenShift Service Mesh Operator® Provided APIS T. Istio Service Mesh
MemberRoll Y >0 %0 )y o LET,

5. ServiceMeshMemberRoll X =1 —® %2 1) w2 L. Service Mesh Member Roll % &
RLEY,

6. 77 # )L D Service Mesh Member Roll YAML % #&%E L. members —E A5 bookinfo % ¥l
PRLE Y,

o F/iF, CLINSZDOYTY KEEITL T, ServiceMeshMemberRoll »* 5 bookinfo 7’00
Uy N%HBIRTZ £, <control plane project> #> hO—)LFL—>7FOY o b
DEFNICEIBMAET,

$ oc -n <control plane project> patch --type='json' smmr default -p '[{"op": "remove",
"path": "/spec/members”, "value":[""bookinfo""]}]'

7. Save &9 ') w2 L T. Service Mesh MemberRoll #E#H L 7,

44 KIALI Fa—bMU 7L

Kiali (£ Istio S E¥EL TH—EX Ay >a b ROY—%aH{ kL., ¥—Fv b TL—H— BXRL—}
BREDHWEEERZ2LDICLET, Kialild, #IR7 ) r—>avhod—ERBLU7—20—KZF
T, IEIFRLARILTOAY Y2 AVR—3xY MIBETZEAREZRMBLET, Kalildk, VT7ILYA L
T namespace DA V9 59574 TRISTE1—%5RHELET, BROLRIL (T Y= 3V,
N=Tay, 7—70—R)TOWEE, BRLAEIZ7/—RFEFLFEZy YOIV THFAMERS &
VFvr—hERRTEET,

ZDFa—KMY)FITlE, Y—EZXX w2 & Bookinfo®DFa—rY) 7IEFEALT, Kalidavy—
ITH—ER Xy 2D RO —BLVREREUAERTTDIAEERLET,

pa )

Bookinfo dH > FILT T'Y) r—> 3 > TlE. OpenShift Container Platform T® Red
Hat OpenShift Service Mesh 112 DA Y A M—ILETRARNT B ENTEET,

Red Hat Tl&. Bookinfo 7 74— avaHdR—MLTWEHA,

441 Kialia>vy—IA~ADr77tR
Kiali 3>V —Jbid, Y—EZX XAy azaftl, AJHAMEELSLET, Kaliavy—ILid, 77

Do—oavhbH—ER, 7—20—KRET, BRBLULRLTOY—ERAy>adviR—> MC
BT ARAIRHTI2IFIFAEI—%2RMHELET, T/ Istio REDRIEEEITO ZENTETET,
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AR
® OpenShift Container Platform 41 LUBEN A Y A h—ILI N TW3,
® Red Hat OpenShift Service Mesh1.1.2 881 Y X k—JL I N TW 3,
o VR M—ILBFIC Kiali BMEZICIhTW3,
e Bookinfo 7TERT7 SV —2avdAMVAM—LIhTWS,

AVZAM=)7OERICLY, KaliAYY =T I9ERT 0D — MDMERINZE T,

aAVY—ILH5DOFIE

1. OpenShift Container Platform 3> Y —JL T, Networking — Routes ICFEI L. Kiali/L— k%
MBELET,

2. Location ICHBURLAEV ) v I LZET,
FT7A)bDOTAVRANSTY—I4 openshift T3, DF Y. OpenShift Container Platform
AVY=IADT7 IV ERAIERALELEDERLI—HY—FENRRT-FEFEAL T, Kali 3>
V=ILICEBEMICOA Y LEY, AEO YA VRFICIIBE (Overview) R—IDRRINZE
T, JITlE, Y—ERA YT aIlEETNZ I FIFA namespace DEEZMICDOWVWTOHME.
MEETEET,

= kiali

Name + Name v | |4 Show health for | Apps | Displaying | Last min - Refreshing | 15sec v | &

3. ERDFES—>a v EFEHET S, namespace 7A AV OWIThh%es ) v o LT, 7Y
F—>vav, 7—/0—RFkiFY—EREZRRLET,

CLI D5 DFIE

L CLMLZIDIATY RZEITLT, I—hBLUKialilURL ZEF L X T,

I $ oc get routes

NAME HOST/PORT PATH  SERVICES

PORT TERMINATION WILDCARD

grafana grafana-openshift-operators.127.0.0.1.nip.io grafana

http None

istio-ingress istio-ingress-openshift-operators.127.0.0.1.nip.io istio-ingress
http None

istio-ingressgateway istio-ingressgateway-openshift-operators.127.0.0.1.nip.io istio-
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ingressgateway http None

jaeger-query jaeger-query-openshift-operators.127.0.0.1.nip.io jaeger-
query jaeger-query  edge None

kiali kiali-openshift-operators.127.0.0.1.nip.io kiali <all>
None

prometheus prometheus-openshift-operators.127.0.0.1.nip.io

prometheus http-prometheus None

tracing tracing-openshift-operators.127.0.0.1.nip.io tracing

tracing edge None

2. 750 —%BE L. https;//<KIALI_URL> ICHBEI L £ ¢ (CLI HAODHITIE. Zhik kiali-
openshift-operators.127.0.0.1.nip.io IC72Y £9), Kiali IV —/ILOOJ M VEEIARTIN
539 TY,

3. OpenShift Container Platform 3> Y —JLICOY A V§3BIERT 21— —2E L UV/R
J—RAEFEBALT, Kaliavy—nicoZ4>vLEd,
442 TS5 I7IR=IDFEA
T2 I7R=IICE, BRICE 2 TORINEIA /O —ERDT S ITHARFIINE T, TDR—IT

. 7TV —Yav, 9—o0— R FEEY—EXDVBREICHET 2 A EERRT I ENTEE
_a—o

FIR

L Kaliavy—IT, ZEAIOFESY—>aviihd 57 50) vy LET,
= @kiali

Namespace | bookinfo v | | Display ~ | | Edge Labels - | Graph Type | Versioned app Fetching | Last min - | Every 15 sec

TN A e
NN

2. HEITH LU T, Namespace X —Za—h"5 bookinfo #:&IR L £9, ¥ F 7 & Bookinfo 7 7Y
T—avROT ) r—vavERRLET,

3. Namespace X Z1—DEBF (N 27U vV $5E, Graph~NILVTYT7—%FETEET,
4. Donez 2wy LT, NVFIYT—%5FHLET,

5 ZT®D Legend 27y I LEY, Kialild. 72 7DOAHZERRLET,
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Graph Legend x
Node Shapes Mode Colors Mode Background Edges Traffic Animations Mode Badges
— M4 — o~ ) o External —>  20% Error ~—(— NormalRequest &  Circuit Breaker
| ) Workload pp [ || Warning @D. Namespace — 3 0.1-20% Error .
- b pa 0.1 Ervor —@— Failed Request D Missing Sidecar
. Unused Restricted 3 ) ) . .
.gr:uﬁr:lc(e Senice O Error | [no traffic yet) Namespace t TP Connection T T P Vil sences
e dle

a8 miLs (badge)

6. 7S 7DABZ=RLET,

7. productpage / — RICA—VILEEDLEEXT, /757 /—RKRDOLDEZENS T4V ID
HENA T4 MNTEHIEITERLTLREIW,

8. productpage / — K%V v I LET, R—JOABIDFHMAZE I N, productpage DF¥
HARRINET,
443. 7SV r—2a v R—IDFEH
TI)r—23avR=IUTR, 7TV r—ray, Tno0ReE%. TOMOFEMBEREHRERL. XK
TEZEY,

¥
L Kialiavy—IT, EAOFES—> 3 VIlH S Applications 2 ) v I LE T,

2. BEITH LT, Namespace X Za1—H"5 bookinfo ##IRL 9, CDR—IITIE, #IRLE
namespace D7 T r—> 3V EZTDREREMINRRINET,

3. TOMOBREMDOFMBRERTYT 2ICIE. BEM (Health) 74 IVICA—VILEGHER
-a—o

4. reviews t—ERXE )y oL, ZOT7 TNV 5= a3 v 0FMERRLET,

= Okla'l A © admin

Overvie w Traffic Inbound Metrics ~ Outbound Metrics
Applications el 2
kloads Health
Q@ e ® Failure
ko © Pods Status:
st @ gt 5 @reviews-vi:1/1

Oreviews-v2:1/1
Oreviews-v3:1/1

Distributed Tracing oRkL0RD
@ ‘‘‘‘‘‘ e ® Error Rate over last Im:

® Inbound: 67.53%

@ Outbound: 0.00%

5 77— a3 VDEMAR—Y T, SYFERRESMBERERTI TS, reviews T —E22®D
3DDN=VaVIIDWTILILHELKRZZENTEET,

6. PTTVr—2avDElR—IDB8 T2 )v o LT PFVr—2avdbh3749908
STA VNIV RETIMNDYRDAN) VR ERTTDIELTEEY,

4.4.4.7— 20— RKRR—SDFEA
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T7—70—RKR=UTIE, 7—70—R, ThoDELMY, ZTOMOFMEREZMREL, KRR TEX
_a—o

FIE
L Kaliavy—I7T, EAlo+ESY—> 3 IlH D Workloads =2 1) v o LE T,

2. BEITH LT, Namespace X Za1—h"5 bookinfo £ BIRL T, CDR—IUTlE, #BIRLE
namespace D7 —2V7 O— R, TNOLDEEES LV IRNILARTIINET,

3. reviews-vl1 7—/20—K%2 1w L, 7—70—RDFHERR-LET,

4, 7—OO0— ROFHER—I T, 7—20— RICEEMIFONAE Pod EH—EXDBEARRT
xFd,

= Oklall A © admin -

Workloads > Namespace: bookinfo > Workload: reviews-v1

@ reviews-v1 (Show on graph)

Overview w  Traffic  Logs Inbound Metrics  Outbound Metrics
Applications Lestim v |2
Workloads Template Labels Health
app version @ Healthy
Type Deployment
Created at 5/15/2019,10:35:45 AM © Pods Status:1/1
fig Resource Version 9957216 © Error Rate over last Im:
@© Inbound: 0.00%
Distributed Tracing @© outbound: 0.00%
Pods () Services 4]
Status Name Created at Created by Labels Istio Init Containers Istio Containers Phase
app
reviews- 5/15/2019, reviews-v1-6976f9d5bb quay.io/maistra/proxy- quay.io/maistra
[©) pod-template-hash Running
v1-6976f9d5bb-xt97t 10:35:45 AM (ReplicaSet) init:0.10.0-qe /proxyv2:0.10.0-ge

version

5. J—4/ 00— ROFWMR—IDS, 9750w s LTCT—00—RDORST71v 4, OY. &
FUVA YN Y RBEUVTHORNO Y RXNY I RERRTDIELTEET,
445 H—E2AR—I DFEA
H—E2RR—IUTIR, Y—FER, ThOOELDME. ZTOMBOEMEREHREL, RRACZZT,

FIE
L Kaliavy—I7T, EAlOoF+ESY—> 3V IlH D Services 52 ) v LET,

2. BEITH LT, Namespace X Za1—h"5 bookinfo ##IRL T, CDR—IITIE, #BIRLE
namespace TERITINTWVWBIITARTDHY—ERD—EE, ANNRARAT—HRBREDZTDH—E
ZICBET HEMBBRIRRIINET,

3. Y—ERICEATHRE2MDBFERERTIT DICIE. WINHLDOY—ERDANILATA AVICH—
YILEEbtEET, Y—ERIE. AVF5A4 VORETERIGEL, T5—DRWEEIC, IE
BThHdEFBRINET,

4. Reviews H—EX%# /) v/ LT, #FMEHRERTILET, COH—ERICE3IDDERS
N=3 U HDTEIEFELTLEIL,
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LLLLLL

11973526

11973510

5. Y —EXDEMR—TY T, 7—o70—K, REY—EX, Y—EXICEAEMIT SN/ EIL—
IWOBMEARRTEEY,

6. Y—EXDFEMR—IDBIE, 9720V v I LTH—ERDIZ T4 v I, A1 VIRT U RX
M)IRABEIVMNL—RERTTBHIEETEET,

7. Actions X=a—%0 Y vy LET, TIHH. UTOREEZRITTEET,
o BEAMIFINII—FT 1T DIEK
o —HTBI—T 41 TDIERK
o NST74vID—KHELE
o IRTDKIZ T4 v IIL—T 1 VT DHIKR

8. y—ERDEZRIZ 127V v I LT, TOY—ERDKEN—Y 3 VICET 5 EMERE KRR
l/i_a—o

4.4.6.Istio BRER—T DFEHA
Istio BRER—I TlE, Y—Fv N TL—H—, BEIL—I, TZ2—ILMEA, = D4, JL—hI,

JI—RNIL—Jb, REH—ERLGE, MAY—EAXY Y2l L TEITINTVWEIITRTOBEALART
TXZEY,

¥
1L Kiali AV —ILT, ElOFES—>avIilHh b IstioConfigx o) v 7 LET,

2. BEITH LT, Namespace X Za1—h"5 bookinfo #BIRL T, CDR—IITIE, #IRLE
namespace CTERITINTWVWEIEREND—EERIDRAT —Y ADNKRINET,
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3. RETFAINICEATZEMBEREERTTDICIE. LTFOWTIHADEREEIY v I LET,
= kiali

jce » Istio Object: bookinfo-vs

2 || Actions ~

on: >
ha3", "kind":*Virtualservice", *netadata”:{*annotations": {}, “name": "bookinfo-vs", "namespace” : "bookinfo"}, “spec* :{*qatevays" : ["bookinfo-gateway"], "hosts": [+, "http": [{"match": [{"uri®

Istio Config

45 D NL—RDFa2a—NYTIL

Jaeger @A —FV Y —RADHBIML—RAY RFTLATY, Jaeger E¥ 4 /O —EZXR—ZDHE R
TLADERBLC NI TV a—FT4 Vv JIERALEY, Jaeger 2fFAT2 &, NL—REFETTE
F9, hiF. 77V T5—>avia@BRT2IFIERTYA IO —ERXTERDOD/IAREZEBIHL £,
Jaeger 37 7 # I R TH—EXA Yy aD—EE LTI VA M=ILINET,

ZDFa—M)TITIE, Y—ERX XY a& bookinfo DFa—hMY F7IL%EFERL T, Jeager THEL
ML —REXITTBHEERLET,

A =
e ey pa 2131

Pt Bookinfo dY > L7 71) sr—< 3 > Tld, OpenShift Container Platform T® Red
e N Hat OpenShift Service Mesh 112 DA Y A h—JLET AN T B ENTEET,
£ ]

e Red Hat Tl&. Bookinfo 7 74— avaHR—MLTWEHA,

451 L —RDERE ML —RAFT—9 DO

ZDFa—KM)T7ITRE, Y—EXX vy 2 aB LV BookinfoFa—h~Y F7IL%EFEAL T, RedHat
OpenShift Service Mesh @ Jaeger AV R—R Y N TRL—REETTI2AHEEHRALET,
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AR
® OpenShift Container Platform 41 LA 1 Y A h—ILINTW 3,
® Red Hat OpenShift Service Mesh 112 28 Y X k=)L I N TW 3,
o A VR M—JUBFIC Jaeger EMICINT WS,

® Bookinfo DYV FIT I r—avhA4 VA MN=ILINTW3,

FIR

. Bookinfo 77U —>arva7F7O4 L. WSODDML—RATFT—F9 52D TED LD
IC. Bookinfo 77U —va v ADEVHLAERT Z2HELHY F
¥, http;//<GATEWAY_URL>/productpage IC7 V7R L, R—=YEHOEHTEE, ML —
AT—HEERTDIENTEET,

2. AVAM=LTOERICELY., Jaeger AVY —IICT VAT Z7HDI— MERINE
-a—o

a. OpenShift Container Platform 3> Y —JL . Networking —» Routes IC# &) L. Jaeger
IW—K%2#®FRELET, Ihid Location IC—EX N2 URL TT,

b. CLIZ#FRALTI—rDFEFEMDOI/T)—%5FETLET,

$ export JAEGER_URL=$(oc get route -n bookinfo jaeger-query -o
jsonpath='{.spec.host}")

3. 770 —%&E8 L T, https:/<JAEGER_URL> IC#EIL 7,

4. HEITIG LT, OpenShift Container Platform I Y —ILAT 72X $ 3 & ZILFERTZHD
ERLaA—H—HERRT—NEFRALTOTAI VY LET,

5 Jaeger ¥ v aR—ROERDRA VT, Y—EZXAXAZa2—H5 lproductpage] %:EIRL.
RAVTED FindTraces R V%) v I LET, UTDAA—=JIRINTWVWSB LD IT,
ML—RD—BHIRZINET,

Jaeger Ul

Find Traces
Senvice
productpag
Operation n“
all
Tags
17 Traces Sort: Mot Recent
Lookback ti myproject.svc.cluster. 47.17ms
B cous 1) | | isoringressgateway 1 | [l istomver @) | [l procucpage 3) | [l revews @ ey ewesa
atew seconds ago
Min Duration
m 40.5ms
Max Duration | Today 12:49:32 pm
atew seconds ag
myproject.svc.cluster. 28.42ms
Limit Result
2 7spans B sy | ongessgatenay (@) [l procucpage @) | [ revins @ Today | 12:49:32 pm
F
myproject.svc.cluster. 21.26ms

6 Spans W s istio-ingressgateway (1 productpage (3) reviews (1) Today = 12:49:31 pm
afew seconds ago

6. " BEOML—Z2DWIThHEI Uy L, TOML—RADFME1—%2FXFT, KL (BHF
D) ML—2%VY v U9 3E, 'Iproductpage DRIEEHICK ST 2FMHARTIINE T,
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‘v istio-ingressgateway: productpage.myproject.svc.cluster.local:9080/productpage ®

August 13,2018 12:49 PM O 25625 7 Depth:10  Tota 19

Service & Operation oms 653.94ms 1315 1.96s 2,625

« | ratings S ratngs:atings myprojectsve.custerlocat 9080 | .32ms |

SDOED ML —RIF, —BODRXRAMNINERRYTERINTEY., &R/ 1E Bookinfo #—
EXFEOHE LICHIE L. §XTH '/productpage EXRDEETEITINE T, AN
& 2.62s T, details —E X 3.56ms. reviews H—E R (F 2.6s, ratings H—E X &
532ms YU E L, YE—M—EXANOEZEFUVHELIF. ThEhI 47> MIlEH—
N—BIDZA/NRYTHRINFET, Fc&AE, details 7 514 7> MA| R/ IZIE productpage
details.myproject.svc.cluster.local:9080 & W\ D SRILMFIFSENET, TOTFICRA MEX
n32R/3v(CI&. details details.myproject.svc.cluster.local:9080 & L\ D S RILAMTIF S,
ERDOY—N—BIOMEBICHH L FT, ~L—RId istio-policy ~\OFUHLERTL, Th
WK Istio ICL 2RI F v VDRI NZE T,

4.6. BEIIL— MMERK

Istio #— k7 = 4 @ OpenShift JL)— k&, Red Hat OpenShift Service Mesh TEEIMICEERIN X
T Istio =MD TADY—EXAY Y 2RTERIN, BHFIN., HIRIN ST, OpenShift
W—hDMEREh, B IN, HIRRShI T,

4.6.1. BEIL — MMERDERE

Istio OpenShift Routing (IOR) & FEIEH % Red Hat OpenShift Service Mesh 3> hO—J)L 7L —>2a Y
R—RV MITF—bo M- 2RI EET, IV bO—LTL—rvOF77O4 XY bO—8&E L
TIORZAMICLET,

T—=RMI7ZzAICTLS €IV a vAEENZIHHE. OpenShift L— MEITLS ZHR— b T2 LD ICERE
IhFxFd,

1. ServiceMeshControlPlane ') ¥V —X T, ior_enabled /X5 X —4% —%EBiL. Ih% true IC
BRELET, £EZE UMTONY—RZ2=ZRy fESRBLTIEIL,

spec:
istio:
gateways:
istio-egressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5
istio-ingressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5
ior_enabled: true
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FHHIE. Isto 7 —h D TADHREICDWTSRLTLLEIL,

UFDT—h7 A DMERINZHZEIE. ROATYY RZRTLET,

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.bookinfo.com
- bookinfo.example.com

RIS, LUF D OpenShift L— M A BEEIMICERINZE T, L— AU TOOTY REFERALTERI O
TWB I EAMHRTEET,

$ oc -n <your-control-plane-namespace> get routes

NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn bookinfo.example.com istio-ingressgateway <all> None
gateway1-scghv www.bookinfo.com istio-ingressgateway <all> None

DT — KD x4 DHIRI NS E. Red Hat OpenShift Service Mesh (EJ)L— M ZHIBRL 9, 72 L.
FETERINZIL— ML Red Hat OpenShift Service Mesh ICL > TEBRINZ Z & IEH Y FH A,

73


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.2/html-single/service_mesh/#ossm-cr-gateway_customizing-installation-ossm

OpenShift Container Platform 42 —EXA X v < a

%5% SERVICEMESH 1 —#%'—#H 4 R

5. NS 74 v U EE

Red Hat OpenShift Service Mesh D —EZRED S 74 v 7O 70— LU APIUH L =HIfEITE
F9, LEZE Y—EXRX vy a0—HOY—EREA Y 2NTEETZIHELHY., oY —E
Z2EFRRICT IDELNHDHBEDFHYET, M T71v I EBELT. FEDODNY I IV RH—ER
EIERRICL, Y—EREZR/FEAL. TAMNFLRIN—Va VvEBEFOA XY NEER L, Fld—E
DY —ERDEF2) T4 —DEZEMLIT,

AE T Bookinfo ¥ TN T T r—2av &SR LT SV TNT7T)r—avyTo—T14Y
TDHI &AL E T, Bookinfo 7 T —avEAVAMN=ILLT, ThEDI—F4 v TDH VT
IHEDLD ICHBET 2 EERLE T,

511. NS 74 v 9D —FT 14V ITBLVEE

YAML 7 7AIVDARY LYY —RAEZEFERA LT, MBD bS5 7 1 v VE&E% Red Hat OpenShift
Service Mesh ICEBIIL TH—ERAXA Y215 ELET,

S5 REY—ERDFERICED NS T71v I ER

RIEH—ER%FEHL T, RedHat OpenShift Service Mesh TEH/NN—T 3 VD34 7O —ERILE
KEBMICIL—FT 4 VI TEET, REY—EXEFRT &, UTFHIAREICRY T,

o B—DREY—ERTERDOT7T ) r—2a v —ERICWRT D, X v ah Kubernetes &
FRTZHBEAREIC. REY—EXEZHED namespace DITRTDH—ERZMNEFTZ LD IC
BMETEEYT, B—DREY—EXREZHZLDOY—ERIIIvEYTT R EEFE, E/DVoY
GRTTVr—varvm, JIEDYA 70 —EADSBREINZIEEY —EIANORTER
BILTBDICRIEET, TOBE, Y—ERDA YY1 —I—ICEBTICHES BREIBREE
BYFHA,

e ingressBLUVegress N 74 v I ZHEHTIESEDICA— Mo zA tHlAEDETHNS
T4V II—IVEZRET .

51111 {REY —EXDEEE

ERIE, REY—EZXA2FALTY—ERAY Y 1ROY—ERICIL—FT1 v TINhET, ThEID
KRB —ERE, IBFBICFEMINEZ—FEDIL—T 14 V7 IL—ILTHERINZE T, RedHat OpenShift
Service Mesh I&, REEHV—EZAADZENZTNDIBEINLEREA Y Y 2 NDFEDERDIELIC—E
IEET,

RAEH —EZXDRWIFE, Red Hat OpenShift Service Mesh IE TR TDHY—ERA Y RY VABDZ Y
vrOEYEFESHEERLTMN S 74 v 0208 LET, RETV—EXRZFERATSZE. 1DUEDR
ANBDORNS T4y VEMEEEETEEY, REY—ERDOI—FT 4 v JIL—ILTIE, REFY—EZD
NS 74w Y EBEYREBHEITEET %5%% Red Hat OpenShift Service Mesh IZ¥ g RLE T, IL— kD
BEIE. ALY —ERDN—=U 3V FLIEE<ERDZ Y —ERICTEZIENTEET,

UTFOEITIE, E01—HY—DTF7TUr—oavilEmdaniinl T, ERdN—a v —ER
IKEBRKEIL—FTa VI LET, 2OAY Y REFEALT, TOYYTILYAML 7 74 )b, FHEEZEED
EXT 5 YAML 7 7/ JLEERALE T,

$ oc apply -f - <<EOF
apiVersion: networking.istio.io/vialpha3
kind: VirtualService
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metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

EOF

511.2. R#EKR X b DERE

LTt arTliE. YAML774ILDE 74 —IL R, BLWREY—ERXTRERA N EERT S
FRICDWTERALE T,

51121 KR b

hosts 7 4 —JL RICIZ. ThE5DIL—FT 4V TIL—ILDAERINSREY—EXDI—H—DF7 KL R
IBEARABEN—ERIINET, INE. BEXEZH—ERICEETZEICIZATY MDMERT S
12U ED7 RLATT,

REH—ERDERAREIE IP7RLA, DNS&, FETIY M7 —ALICE>TK, TL2EEHN
XA VBILBRINDEWEICRY XS,

spec:
hosts:
- reviews

51122 )V—F4 VTI—I

http 27> avilid, RARN 74—V RTEEINLBEISEEFEINS HTTP/11. HTTP2, &
gRPC RS 74 v IDIV—T 4V ITD—BEHET I aviaRBReT 2RBY—ERDIL—FT4 V7
W=D EENET, b—TFT1V7ILb—IliE. " ST74vIDREEE., I—RT5—RIGLTEOZL
1 DOULEO—BERHGTERINET,

—B&M

CDFDERMDIV—T 4 V TIL—ILICIZEEDH Y., match 74 —ILRTHREYE T, TOHITIE,
DIV—FT 14721 —H—jason HhSDEKRITARTITHEAINZE Y, headers. end-user, & LU
exact 71 —JL RZEML. BEYRERZERL T,

spec:
hosts:
- reviews
http:
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- match:
- headers:
end-user:
exact: jason

Destination

route £ ¥ 3 v ® destination 7 1 —JL i, TOEXBIC—BTENS T4 v IV DEBRDBLEIETE
LEJ, REY—EXODKRR MNEFERY, FBEDK R b Red Hat OpenShift Service Mesh % —E X
LYZAMNY—ICEFEETIEBROBETRIFNIERYERA, Thik, 7OFO—HIEFhDIXAv>a
YP—ER, FLEET—ERIV M) —ZFRALTEMINA Y Y 2 UADYT—EXTH S AENEDNH
YVET, ZOFITIE, TR MEZIE Kubernetes Y —EXZ T,

spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason
route:
- destination:
host: reviews
subset: v2

5.1.1.2.3. &I —I

BRI —IVFREH—ERDIL—FT 4 VT IL—IILAFEHEI N RICERINS =0, ThdlEhS
T4 v IDEBROBEICERAINT T, REY—ERIINS T4 v I ERBEICIL—FT1 T LET, 5B
FIL—=ILTlE, ZOBEDIM S 714 v IICELBZARABAEHRELET,

511231 BEa8A T a v

7 7 # )L h T, Red Hat OpenShift Service Mesh 50~ ROEY DEROMARY v —%2FRALE T,
ZDORYY—TlE, AVRIVRAT=ILDEY—ERA V29V ANIBHFICEREIMBLE T, Red
Hat OpenShift Service Mesh FL FDEFILEHR—KMLE T, TODETIVIE. FEDH—ERF I
H—ERY Tty PMADEKRDEERI—IVIEETEET,

e Random: BEXRIE T—ILARADA VRAI VY RICT VT LICEREINE T,
o Weighted: BRIFFEDN—EVT—IIHLTT—ILDA Y RYV AILEGEINET,
® Leastrequests: BXRIFEROHENREDRWVWA VRV RICEEINF T,

SE5EIL—IL DB

UTDREL—ILDOHITIE. BREIEBEIBARY O —Tmy-svc BEY—ERIC3DDERZ Y Ty
NasELEFT,

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
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trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: v1
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

511.24. 57— b0 x4

=R Iz A%ZFRLTAYY21DZREN S T1vIBLIUVERBN T T4 v I ZBETBHIET, Xy
VAWABD, FhEAY T 2EHBENS T4 v I EEETEET, Yy— MU ZAEREIX, Y—EX
J— 70— RERICETINEY A RA—Envoy TAF S —TIFAL, XvyPadDIvITERITINT
W24V R7OYDEnvoy 7AOF Y —ICERAINET,

Kubernetes Ingress API I ED Y AT LICAD N ZT7 4 v V ZFIHT 2D A NI L EIFERY,
Red Hat OpenShift Service Mesh 5= R D A TIEN S T4 v I DIV—T 14 ¥ T DEES LK UFEME %
EARICFIETE £9, RedHat OpenShift Service Mesh #“— kD x4 )YV — R, RETIR— K,
Red Hat OpenShift Service Mesh TLS SRR ED 4-6 DAL TONRT 1 — %2 EBILTEET, 7
TVr—2avBOMNS 749 9Ib—T14 VT (L7) 2B L API) Y —RITEINT 2KH VI, BED
Red Hat OpenShift Service Mesh REEH —EXZ 45— DA IC/NRA YV RL, Y—EXX v aHOM
DTF=HTL—=VrIT749IDEIIT—MITANZI T4 v VBRI DHIENTEET,

T—KrozAldingress N7 14 v VOERBICEICHFERAINE TN, egress T— MO T A 2K ET ST
EETEFET, egress ¥— MU zA 2FHETZE, AvianbHd S 74v70EROEO/ —NK
HEREL. ARy NI —JILT7 IV EATESZY—EREHIRLEY., egress N5 74 v oDEFa27
BREEZBAMCLTA Yy 2iIlEFa) T4 —2EBMT 2 ERENTRICRY XS, Fo F— b
DI/ AFRALTRSICABO I OF L —2RETEZIEETEEY,

H—bo x4 DH
LTFDflE. AEHTTPSIngress k5714 v IV DFEINDZTS— RV M REEZRLTVWET,

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
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tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

IDT—KRITAREICELY ., KR— K 443 TD ext-host.example.com m5 X v a~D HTTPS b5
T4V IODHRBICRYETI. KT T749v7DI—TFT4VJIRIBEINhIEHA,

W—T 4V T%HEEL, YT—hIVZADPERINZBYICHKETSICIE. T— MYz ZREY—EXR
WKNRNA YV REBRBESHYET., Thid. UTFORIDELS IS, REY—ERDT—bDU 474 —ILR
EERALTEITLET,

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RIS, IREBY—ERAEHEBRNS T4 v IDIV—FT4 VT I—ILAFERLTEETEET,

511.25. y—EZXTV M) —

H—EZRITY b —IE, RedHat OpenShift Service Mesh AANER CTHERF T2 —EXL XM —ICT
Yh)—%EMLEYT, Y—EZRITY MY —0DEME. Envoy 7OF P —EA Y 2D —ERXTH
2HODEIICRT T4 v I EY—ERITEFETEET, Y—EXIVN)—%2EZBETDE. UTDY
AV EED) A YV 1ADHABTEITINTVWEH—ERAD NS 74 vV 5BETEET,

o Web B'SHEEINDAPIVCPLAY—AVIZRANSZVFYy—DHY—EIAND NS T4 v IR
E. AEBED NS T4 v I EYFA LI ML, BELET,

o ANERBLEDBRIT. Y41 LT I M, LV Tr—I MUz IaVRII—BERLE
_a—o

o RETIYUVAEAYIAITEMLT, RETYY (WM) TAY Y ah—EREERITLET,

o FDUZRI—DHX YL Il —ERZREBMITEML, Kubernetes TYILFIFRY —
Red Hat OpenShift Service Mesh X v > 2 %% EL X T,

o Xy YA —ERANMEATE2INTOARY—ERDY—ERTIV MN)—%EMT 2BEIREDH
Y ¥ A, RedHat OpenShift Service Mesh |7 7 #JL N C. Envoy 7OF > —%RBAMRH—
EXANDERENZAZI—FTBELIICHELET, 7272 L. RedHat OpenShift Service Mesh
BEEAFERAL T, Ay Y allBBRINTUVRVWEBEND NS 74 v I 2FIHTHIEIETEE
A,

H—EZRTY MY —DF
LAUFR®D mesh-external t—E XLV M) —DHFITIE. ext-resource DA ERIKFE %% Red Hat
OpenShift Service Mesh t—EZX LY Z M) —IZEBMLE T,

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
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name: svc-entry

spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https

protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

hosts 74 —JL RZERALTHARY) YV —RZHEELEYT, IhemR2IlBHIZIEE. 71V RA—
ROTL T4 v AT SN RAA Vv E%EFRTZIEHTEIET,

RIEY—ERABLVBEL—ILERELT. Xy a1alOMDY—ERD NS T4 v I ARETEDE
BALLIIC. Y—EXRIV RN —~ADINZ T4 vV EFIETEET, LEzE UTDREEIL—ILT

. NS 749 0)—h%a, Y—ERIV M) —%HERAL TEEI NS ext-svc.example.com #-EB

H—EZANDEHKOEF 1) T4 —%2RETILOICHEETLS 2 FEATELIICERELE T,

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

511.26. 914 Kh—

7 7 # )L b T, Red Hat OpenShift Service Mesh £, §RXTD Envoy 7AF>—%, RS T714v 9D
BRERICTRTOR— N CEER I ONALT7—20—-RIZDVWTD IS T4 v I 5FIFAN, AvPa
HOTRTDT7—70O—RICEETDILDICEELETS, 14 NH—BREELFRALTCUTERITTEE
ER

o Envoy 7OFY—HAFIFANZAR—r&TOMILDEY NEBREELZT,
e Envoy 7OFV—HEETZZH—ERDEY N2FHIRRLZE T,

o SJYKBEART ) r—avTRIDELIRY A RA—DRIETREMEFIRTI2NENDH D
BEAPHYET, TOHBE. IRTOTAFY—DBAY Y 2aWNOBDTRTOY—ERICEE
THLEDICREIND E, AT FAEXRIPSKRBEDICA YD 2aDNNT =TV AIIHE
ITHaEEIrHY ET,

Y4 Kh—onfl

HA4 RAD—BREEZFED namespace DITRTDT—/ O—RNIHEATELDICIEET 2D, FiE
workloadsSelector 2 L THENT7—JV O — REZBRT DI ENTEET, L&A UTOYA
K 71 —5%E Tld bookinfo namespace AD T RTDH—ERX %, AL namespace & & U Red Hat
OpenShift Service Mesh O > bO—)L 7L —> (FRBF= Tl Red Hat OpenShift Service Mesh 7R 1)
V=B LU Telemetry BEEZERAT 5 72DICRE) TEITINI Y —EXDHICEETELDICEEL
x7,
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apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:
name: default
namespace: bookinfo
spec:
egress:
- hosts:
- "./*H
- "istio-system/*"

5.1.2.Ingress N5 7 1 v 7 DEE

Red Hat OpenShift Service Mesh Tld. Ingress Gateway I&. €E=4 > 7, E¥a2UF14—, JL—F
W=V EDY—ERA Y Y 1B EZ I SRAI—ICAD N 74 v VICHEATESLDICLEY, U—
EXAAYY21%, Y—EXAv2a7— M0 4 Z2FRALTY—EXXA Yy 228D —ERXZLHT S
LOICERELEY,

5.1.2.1. Ingress IP & K T'7FR— b D¥I3!

DLTFoaO~v Y RAEFE{TL T, Kubernetes 7 5 A9 —HAAEA— KNS H—%5HR—KNTBRIETE
TINTVWBEHLEIDEHBILET,

I $ oc get svc istio-ingressgateway -n istio-system

ZD3aT Y K&, namespace DETNENDIEED NAME. TYPE. CLUSTER-IP. EXTERNAL-
IP. PORT(S). 4 U AGE 53R L £7,

EXTERNAL-IP EAREINTWBIHFEICIE, TREICIE Ingress — M D A ICTFERATET32H4EO0— K
NSUH—DHY ET,

EXTERNAL-IP DfEA' <none> F 7z 13k #EHIIC <pending> DIFE. RIE Ingress — b7 =1 D4
O— KNS —ARBHELEFFA, Y—ERD/ —RR— EFERLTY— NI ZAICTIVERATE
i_a_o

REODFIEZ=ZEIRLET,

O—RKRNRSUY—%FALEV—FT1 2 TDE

BEVDIRBICATO— KNS U —2H25EICIE. LTOFEICEWVWET,

Ingress P B LUV R—MERELE T,

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].ip}")
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.spec.ports[?(@.name=="http2")].port}")

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.spec.ports[?(@.name=="https")].port}")
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#55% SERVICE MESH 21— ¥ —H 1M K

—EOBETIE, O—RNASUH—EFIP7RLRADRDYICKRAMNEEZFEALTAHINIHBEDNH
YEF, TDHBA. Ingress 5— b7 =4 D EXTERNAL-IPfEIZ IP 7 KL A TlEHY FHA, ThILK
ARETHY, BEIOIT Y KL INGRESS_HOST RIEZH DR EICKKLE T,

UTFDIv Y R%zfEAL TINGRESS_HOSTfEZBIEEL ¥,

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

O—RKRNSUY—%FALABEVWIL—FT 1V TDERE

BEVORRBICHAROO— KNS H—DNRWNEEE, UTOFIRICEVWET., /—RR—Fr2zbY
ICERYREN DY T,

Ingress R— M Z8&E L F T,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="https")].nodePort})

5.1.3.Bookinfo 7 V) hr—> 3 v AERFERLZIL—FT 14 VT DA

Service Mesh Bookinfo > I T7 TV —a v, TFRNEFRADINERDON—T 3V AaFHD 4 DORIE
DIYAVOY—EXTERINET, 3DDERZ/N—IU3 Y (X470 —ERD1DId reviews &
MiEhz) 7704 IhhTHY., ARFICETINET,
AR

o LUTDORICEDLETBookinfor v 7T r—avaF7O4 LET,

CDHAXITICDODWT

INICE>TEL2BBEAEERT 5I1C1E. 75 V1 —T bookinfo 7 7Y @ /product page IC7 7 R
L. BHOEHFZETLET,

ETXOHEDICETMAEETNZHBEY. SETNRWVWFE’HYET, IL—FT 41 VI ERORARNLET T+
JVRNG—ERNR=U 3 U RWEES, T—EXX vy 2ok, FBAREERTRTON—U3 VICEKRAE
I—T1 VT LTWEET,

ZDFa—MYTIE, TRTDMNZ 749057470 —ERD VI (NN—=Ya vy N)IITIb—FT1V T

TRI—IAEBEBRTAIDICHEILET, BIC. HTTPERAY S —DEICEDOVWTINS 74 v o5 I)L—
FAVITTBEEHODI—IVEERETEET,

5.1.3.1. {R*8H— E 2 DA

12DON=2 3 VIlOHRIN—FT 4T TBITIE. XAV —ERDT 74N EMNNN=V 3V ERET S
REY—EREZEALET., UTFTOHTIE, REY—EREZITRTDOIN S 71 v o540 —FE
ADVIIIL—TFT4 T LET,

L UTOOYY R2RT L TUREBY—EXZEALET,

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/networking/virtual-service-all-v1.yaml
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2. ARV RAEBICETINDZEATAMNTBICIE. LTFTOAY Y RTEEINIL—MER
~LET,

I $ oc get virtualservices -0 yaml

IOV RIFULTOYAML 7 74 )L ERLET,

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: details

spec:
hosts:
- details
http:
- route:
- destination:
host: details
subset: v1
apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: productpage

spec:
gateways:
- bookinfo-gateway
- mesh
hosts:
- productpage
http:
- route:
- destination:
host: productpage
subset: v1
apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: ratings

spec:
hosts:
- ratings
http:
- route:

- destination:
host: ratings
subset: v1

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: reviews
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spec:

hosts:

- reviews

http:

- route:

- destination:

host: reviews
subset: v1

H—ERAA YT a% BookinfovA VO —ERDVIN—=Y 3V (REPEERFAELT
reviews t —EZNX—=U 3 U NILIL—TFT 1 VI T2EIIEELTVET,

S5A32. BN —FT 14 VB EDT AN

Bookinfo 7 7Y & —< 3 > ® /productpage *BEFEHT 2. HLLWRELBHEICTAMNTEET,

1. 759 H%—T Bookinfo 14 M %BIE £9, URL I& http://$GATEWAY_URL/productpage T
9, T I T. $GATEWAY_URL & Ingress DHAERIP 77 KL A TT,
BHFEHUICEFKR AR, R—=YDLE1—EAEEFTEALICKRRIINEY, Zhid, H—EX
AwPa%, reviews U—EZXDETRTDNZT T 1 v I %/IN—2 3 reviews:vl [ZIL—FT 1 >~
TEBEIICKRELTWVWREZHTHY., Y—ERDIDN—=Y 3 VB —ERICT /&
ALFEH A

H—EZAAXA vy alE, NS T4 v 05 1DDNN—3 0D —ERICIL—TFT 403 5LDIC

BYFL,
5133. A—Y—7A 57714714 —ICE I I— b
RIC, W—MEREAZELT, FEDAI—H—DS5DRMNST T4 v IV ITRTHPFEDH—ERN—=T 3
IKIL—T 4TI NBLIICLET, TDFA. jason EVWDZFIDA—H—HDSDRS T4 v I &
RT, Y—E X reviews:v2 ICIL—F 1 VT INFE T,
P—EXX Y alllE, 2= —=—TATUT14 T4 —=ICDOVWTDRBARBHAABERN DN &ITER
LTIV, ZDHE. productpage —E XA reviews H—EZXADITRTDT I kXTI R
HTTP EXRICHRX4Y L end-user Ny ¥ —%BINT 3 ETEMIINET,

L UTFOaAY Y REETLTA—Y—R=—ADI—F 1 VT 5=EBWMLET,

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
1.1/samples/bookinfo/networking/virtual-service-reviews-test-v2.yaml

2. W—ILDMERS N TWB Z & 2R LET,
I $ oc get virtualservice reviews -o yaml

IOV RIFULTOYAML 7 74 )L ERLET,

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: reviews

spec:
hosts:
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- reviews
http:
- match:

- headers:
end-user:

exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v1

3. Bookinfo 7 7Y sr—< 3 > @ /productpage T. 1—H—jason & LTCOJ1 Y LET, 75
DY —EBHLET, RIRBFEER LTIV, ELEI—DOHICETMARTINE
-a_o

4, floa—H—slLToJ1 v L EFd (FREDOEFIZEELET), 750 —%28HLET, &
NTEHLIP LAY F LA, IhiE Jason AADTRTOI—HF—ICDODWThNZ T4 v oD
reviews:v1 [C)L—FT 1 VI INBHTT,

— P —TFATUVTATA—IIEDWTCRNS T4 v I %IN—TFT A4V TTBLIICTH—ERX YT adIE

a
BICREINTWLWET,
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BeE YiR— b
HF/EE HR— b
6.1. RED HAT H/R— [+ ® RED HAT OPENSHIFT SERVICE MESH 7 —

PALVES

PR—MNT—REEHRTIE. CHERADIZRY—IZDVWTDT /Ny JIEHR % Red Hat ¥R — M ICHR{H
LT\ & RedHat DY R— MIZIIEET,

must-gather V — /L Z AT 5 &, RIEY > ¥ B & U Red Hat OpenShift Service Mesh (CEA9 2D
T—4% % &, OpenShift Container Platform 7 5 X4 —ICD W T DEEIBEREZINETEET,

MER Y R— N &3 2 ITIE. OpenShift Container Platform & Red Hat OpenShift Service Mesh D7
DEMIBRERBL TLLEI W,

6.1.1. must-gather Y —JLICDWT

oc adm must-gather CLI A7 > Rid, UTDOL D BREBEOT Ny JICHBERDAREEDH BV TR
H—DLDEHREIEL T,

o JY—ATEH
o EEXNOY
o H—E2Z2OY

~-image 5| ZHE LTIV Y RERTITIRICAA—V2HBETEET, 1 A—TV%ZEET DK
Y—ILIEEDOBEFXIIRBICAET 2T -2 NELEFT,

oc adm must-gather% 321792 &, FTILWPod 'Y SR —IERINZE T, T—4 & Pod TIPNE

XN, must-gather.local CIEF 2FRT 4 LV M) —ILREFEINET, 2OTa4 L7 MY —id I]/IT
DEETAL I M) —ITERINE T,

Gl s
e cluster-admin A— /)L ZFD2A1—HF—E L TDI ST RAY—ADT I AN H B I &,

e OpenShift Container Platform CLI (o¢) A1 Y XA h—ILINTWB I &,

612 H—EXAYy aT7T—dDINEICDWVT

oc adm must-gather CLI AY Y REFERA LTI SR —IIDVWTOBEREZNETEE T, Ihilid,
Red Hat OpenShift Service Mesh ICEAE T 2HEES LUV F TV 2V MAEFNE T,

must-gather T Red Hat OpenShift Service Mesh 7—4 &IN5 9 % ICI&. Red Hat OpenShift Service
Mesh 4 X =Y %IBET DHELNHY FT,

I $ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-rhel7
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e = » (o)
B7E 3SCALE 74 74 —

7.1. 3SCALEISTIO 7 ¥ 74 —D{EH

3scalelstio 7H 9 —ldA4 > a>vpT7 79 —ThY., Ih%EFEHT 2 E. RedHat OpenShift
Service Mesh A TETHDYF—ERICTI NI Z T, £DY—E X % 3scale APl Management ¥/
)a1—2aVEMRBTEET, ZNIE Red Hat OpenShift Service Mesh IZIFIMEH Y FH A,

7.1.1. 3scale 77 ¥ 74 — & Red Hat OpenShift Service Mesh D&
INoDFEMEAL T, 3scalelstio 79 79 —%FRALTH—ERICHTZ2EREHRETEET,

AR
® Red Hat OpenShift Service Mesh 0.12.0+
o REIL TW2 3scale 7AW~ b (SaaS F7zld 3scale 2.5 On-Premises)
® Red Hat OpenShift Service Mesh DRTIRSE4F

e Mixer R —DEAIPEMICR>TWEDRIEEERELEFT, Mixer R —FEHOEEIZDW
ThHOEI>avTld, WIED Mixer R S —D@EART—FRE&Fzv o L. RYP—DEA
EAWMICTBFIEIHAINTVWET,

pa )

3scalelstio 7H TH —%BET BDIT. FHITI—NRSA—9—5HRIL)Y—2R
7 74BN 2 FIBICDWTIE, Red Hat OpenShift Service Mesh AR % L) Y —
2ESRBLTLEIV,

pa

kind: handler ') ¥V —RICE K ITEFE L TL XV, 3scale DFREEBEHREEET 5 API D
H—EXADAFHALT. ChEaEHRITIHELIFHYET,

1. 3scale EETN\Y RS—REEZTELET,
N RS—REDH

apiVersion: "config.istio.io/vialpha2"

kind: handler

metadata:

name: threescale

spec:

adapter: threescale

params:
service_id: "<SERVICE_ID>"
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS TOKEN>"

connection:
address: "threescale-istio-adapter:3333"
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$75%3 3SCALE 75 T4 —

Z 723V T, params £7 ¥ 3 VKD backend_url 7 1 —JL R Z$EE L T, 3scale X EIC & o Tt
INZURLEZLEEXTEEY, Chid. 79T —H3scale DAY TLIRAVRIVRERALY S
A —TERITIN, ALYV SRAY—DNS 2FHTI2HNENHZIFEICERIEET,

1. 3scale BETIL—ILDBEEZLZEL, JL—ILAE 3scale NV RS—ICT 4 ANy FLFT,

IL—ILERE DB

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

7.1.1.1. 3scale h RY LYY —ZXDHER

74 74 —IZi%. handler. instance. LW rule HRY LYY —RADEMREFREICT BV —ILHEF
nEd,

K7AMEHE
F 74 MéE
-h, --help FAAREARAT T3 vIl No
DVWTOANILTHEAOELE
BRLEY
--name ZDURLD—ED%E Yes

RV

Bl. =2 >DR7

-n, --namespace TUTL—bhEERTS  No istio-system
namespace

-t, --token 3scale 7V tEA KM=  Yes

-u, --url 3scale EER—% )L Yes
URL

--backend-url 3scale /Ny VTV R No

URL, INDBREINT
W3BIEE., Y AT LRE
MNoTmAAENHED
F—N—=54 RENhZE
ER

-s, --service 3scale API/H—E X ID No
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F 74 MéE

--auth $EE 9 % 3scale FREE/N No NA Ty R
& —> (1=Api Key.
2=App Id/App Key.

3=0IDC)

-0, --output ERINZY=ZT7TAMN  No REHN
EIRTFETDBI7M4I0

--version CLIN=Y 3V AaHA No

L. BIEEICHRT T2

7111 LURL Y Y TID DT T L — DR

o ZOFITIE, h—UYEURLDRTEIDDNY RS—& LTHEBOY—ERTHETES &
DTV TL—hEERLET,

$ 3scale-gen-config --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"

o ZOFITIE, "Ny RS—ICIEBODAFN-H—ERXIDAEFALTT Y L—bE2ERLET,

$ 3scale-gen-config --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

712. 7704 X NhET7T T —DH DT =7 X MDERK

. ZDIY Y REEITL T, istio-system namespace TF 7O4A4 INT7HF T4y —hb<x =7
AMZEERLEYS,

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \

--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

2. INTHA—IFIWNICH Y TIHEARERINE T, BEIHLT, 2ThbDy Yy TIiLaiRE
L. occreate A~¥ Y RAFHLTA Tz MEERLE T,

3. BRI TYTI—ICEET R E. PHYTY—I3H—ER D 3scale D APl ICED LD ICT vy EY

TINZDERHL TCVWIREN DY FT, ZORWME. UTOWTIHODAETRHITEZE
-g_o

a. 7—70—RIZSRIVERIT S (HHESE)
b. N RS—% service id & LT/N—RI—F412J7F3

4. WERT7/)F—avTI7—/ 00— Ra8HLET,
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R

NY RS—ICELRHEAATFNTVWAWGEEIZ., COY Y TILTREI W —E
AIDDHEEHITIHEINHYET, NV KS—DHREINBEINET,

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

7013. 7T —BATOY—ER NS T4 v IDIV—FT4 VT
LUTDOFIEICHK> T, 3scale 7T —%FALTHY—ERD NS 714 v ELEBLET,

Gl s
® 3scale BEEENOFRITIBERIEHREY—ERID

FIR

1. kind: rule )V —ZXWT. LARIICERE CTHERK L %= destination.labels["service-
mesh.3scale.net/credentials] == "threescale" L —J)L & —HIH X 7,

2. EEBOSRILVE, =4y h7—- 0—RKDOF 704 X T PodTemplateSpec (ZBf0 L.
H—EXEZEELE T, {Ethreescale [IEKRI NNV RS—DEFIZSRLET., D/
KNS —Id, 3scale EMUHTDICKHERT VANV VEFREFELZEXY,

3. destination.labels["service-mesh.3scale.net/service-id"] == "replace-me" Z NV %= 7 — 7
A—RISEML., BXRFFICH—EXDEAVRY VY ZARBATTY T4 —ITELE T,

7.1.2. 3scale TOHBETE

LLTFOFIEICH > T, 3scale DHEAREEITWVET,

R

3scale SaaS #{FfH L TW %354A. Red Hat OpenShift Service Mesh (& Early Access 7
A7 S LD—EELTHEMICINTUVWET,

FIR

1. [your_APl_name] - Integration —» Configuration DIEICFEEIL £ 7
2. Integration R—IJ D EERT, HLFED editintegration settings=7 1) vV LX Y,
3. Service MeshDRH L T, Istiod > avas Uy LET,

4, R=IDTEPFTRUO—J)L L, UpdateServicex2 ) v 7 LEXT,
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713. X v v U TEE

3scale System API DS DIGE L. Y THY—ATT 742 bTFrvadhzx

9, cacheTTLSecondsfEL Y HtHHWE, TV MY —EF v v adbBEEINET, £ 72
NCxyywialhiTy M) —DOBEIEHIL. cacheRefreshSeconds {EICE DWW T, HIRAUIN %

BICEMBEEITINE I, cacheTTLSeconds EL Y HBWMEARET 52 & T, BEIFEHEEMICT
%i-a—o

cacheEntriesMax = EDELUNICEET 2 &, Fv vV T aRPICEMICTEFT,

EHT7OCREFERAT IS, BRERBEICRDZIRRANDF vy ¥ aIhizEDN, HRI TN TREITH
EINBHICEATINE T,

7.1.4 le\ﬂIEg—.k
AYY—RTE, UTOREAEEZYR—FLFT,

o BEAPIF—BE—DIT VY LXFHNELBENY Y al#HFELTY—V Ly M=o &L
THELET.

o PN y—aviDEF—DR7:AI1—FTIREBNFEIA—YTILRY—IL v I
*—XF75,

e OpenlD BFLAE: JSSONWeb k=2 UDLEBTINE Y Z4 7> M IDXFF,

7.1.4.1. 3REE/NY — > DiEHA

LLIFDER uIEjj_/fo)ﬁu ‘n_ﬁE'D T instance A L)Y —X %TE L. & DE@J{’F%DXE L -g_ Sall | iE
. ULTFHDSZITMBIENTEET,

o IFRAwH—
o TER/NSA—4H—

o BERAYEH—EITY—NRSAX—F—0DlEE

R

Ny —DEEIRET 25%E. COEIRNIFTHZIZBLEIHYET, EZIE ANy
4 —7% User-Key & L TEET 20BN H BIHE. THIFERET
request.headers["user-key"] & L TESRINBZMLELHY XY,

[N

7.1.4.1.1. APl ¥ —3R8E 3%

H—EZAX v ald, subject hRY LYY —RNRNFA—F—Duser4 >3V THEREINALIT
)= A—=H—EBRAY Y —TAPIF—ERFRLET, Thid. HRAYLYY—RT7A4ILTEE
I3 EFCEEAFzvILET, FERA T avEeaEdKRITEIET, APIF—DREEI T ) —N
FGA=Y —FHEERANY Y —ICHIRTEET,

ZOBITIE, H—ERXR Xy alduser key VI —/IXSA—H—DAPI F—%BRFTLFT, API F—
DOIL)—IRF A= —IIHWGEE, Y—EX X v aid x-user-key Ny ¥ —%FERLE T,

AP| ¥ —328E A EDHI

I apiVersion: "config.istio.io/vialpha2"
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kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_paramsl["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

TETY—DRBDZIITY)—NIA—F—FLEBRANY I —ERETDLDILT 25EIE. BRIEZHE
HEBELET, EAE Tkeyl EWIITY—RSX—9—DAPI F—5HRT IS
I&. request.query_ params['user_key"] % request.query_params['key"] ICZEE L X7,

71412. 7V 5r—2a v IDEIUTCT7 TV r—2arvx—R7ORAHE

H—EZAX v ald, subject hRH L)Y —R/IN5 XA —4—D properties 7 7> 3V THEEINS &
N V) —NRIGA—I—EBRANY I =TTV r—2avDe7TVr—avF—%BRRL
9, PV r—2arvx—3E3A7oarTd, Thid, ARILYVY =T 74V THREINDIER
TEEFzVv I LET, FERAF T aVvEEHRWVWI ET, RIABFERORRE I L) — /RS X —4 —
FREFERANY T—DVWTINIHIRTE T,

DT, Y—ERAAY Y aARBRINCIT) —NRSA=9—DT7 TY5r—2avDEF7T)r—
vavEFr—#REL, BEIGLTERANY Y —IIBELET,

PIVr—2avIDBECT7 IV 5r—2aryx—R7ORAEHZEDOH

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] |
app_key: request.query_params["app_key"] | request.headers["'app-key"] |
action:
path: request.url_path
method: request.method | "get"

THTHI—DNREDZILT)—NRIA =9 —FHIIBERNY I —E2RETSDLDICT 2561, AilEE
BEELZYT, & A&, identification S WD ZRID VT — NS A—45—DT7 ) 5r—>3 v D%

79 5 Ilid. request.query_params["app_id"] % request.query_params["identification"] ICZ &
LET,

7.1.4.1.3. OpenID i Ak

OpenlD Connect (OIDC) AL A L% ERA I 5 1C1k. subject 7 1 —JL KT properties [E%={FH L T
client_id 8 K VMEET app_key% & EL X7,
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IDATV Y ME BIROAEEFRALTRET DI ENATEET, UTORERATIE. 4547V
RNBBIF (7 7Y — 3> 1ID) 1. azp T NILD JSON Web Token (UWT) B SEBIFINE T, Ihid
BEIBLCTEETEET,

OpenlD FREE A =D B

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
Subject:
properties:
app_key: request.query_params["app_key"] | request.headers["app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

COMEBEERICHBEIEZICE. VATV MTATYT4T14—70/14 45— (IdP) THEKRI 1
%5 & D OIDC % 3scale TEITT 22BN HY XY, RET 2 —EXEE L namespace TH—EXR
DTy RA—H—FRAEERTE2RENHY £, JWT IEERD Authorization N~y ¥ —ITEI N FE
ER

UTTEEINSD Y I Policy Tld. issuer & jwksUri ZBEE XA ET,

OpenlD Policy DOl

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: jwt-example
namespace: bookinfo
spec:
origins:
- jwit:
issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs
principalBinding: USE_ORIGIN
targets:
- name: productpage

7.1.41.4..\4 TV v REBIALH*E

BEDRIAEEBEEYS. WINHIDOFEDEMNRRIABTREZITAND HEEZRIRTEET, API
F—eT7 TNV —=23 v ID/ 7T =23 v —RTPOMADPREINDIZE, Y—EXAXyYalk
APl ¥—7%FHL X7,

- o~ T 1L (N} [ ’ ~ LS b e 11
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https://istio.io/docs/ops/security/end-user-auth/
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CWOUCld, T—EAXY AN/ L) —/INTDRAX—Y—WAPIFT—2TFTITV 7/ U, KicEKNY Y —2&x
BLET, APIF—DRWFEE, VT —NRSA—=49—DF7 TV 5r—>arviDeEx—%Fzv YL,
RICERAY F—5HELET,

N Ty REFEHEDH

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers['user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ""
app_key: request.query_params["app_key"] | request.headers["app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

7.15.3scale 7 TH—XN) U R

THTH—IET 7 4L NT, /metrics T KR4V RDR— b 8080 CRBINZ IFIFA
Prometheus X N JREHRELET, TNOHEDANYIADS, 74 TH—& 3scale BIDXEAFEIC
DWTOREENMEINT T, Y—EXRICIE. BEWIZKMEIN. Prometheus ICL > TIREI N 5 &
DITTRILDFIFONET,
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