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OpenShift Container Platform API ~NDEXRIZUA T O AETERIEINZE T,
OAuth72I7tA M=o~

® <namespace_route>/oauth/authorize & & U' <namespace_route>/oauth/token T > KR
v N %&{FF L T OpenShift Container Platform OAuth H—/N\—MWS5EEINF T,

e Authorization: Bearer... ~Nv ¥ —& L TEEINE T,

® websocket E3k D base64url.bearer.authorization.k8s.io.<base64url-encoded-tokens %
KD websocket 77O MNANAY S —E LTEEINTT,

X.509 ¥ 54 7 MlAE
o APIH—/N—~DHTTPSEHKEZEKRL XTI,
o FRHINDRIB/NY RILIZHLTAPIY—N—ICL>THRIEINZE T,
o APIH—/N—(FFBAZ AR L. ChEIV bO—5—ICBGALTETNSARIATESLD
IKLET,
BWRT IV EAN—0 VELIFEMNRFAZS TOBEKRIGRIABICEL > TESIN, 401 T5—HHIN
i’a—o
7O R M=V FELIEEIHGENRE I NG WS, FREEIE system: anonymous{}i 11— —5&

U* system:unauthenticated (R18 7/ L — T2 ERICEIY L TE T, ThilLY, RaEREZ1I—H—
NEITTIXDEKR(HDHE)ERETZFT,

2.3.1. OpenShift Container Platform OAuth H#—/\—

OpenShift Container Platform ¥ 24 —Ilid, flAAF N/ OAuth H—N—"EgFhFd, 1—H—I
OAuth 7 7 A M—=0 VZBGL T, APIICH L TEREEL 9,

HLWOAUthD h—U VD EBRIND &, OQAuth Y —N—EBEFADTATVT 4 T4 TANA
F—AFRALTCERLEZA—YY—DT7A4M T VT4 714 —5HBMLET,

RIS, TDTATVTATA—DIy TT21—HF—%HFL, ZO1—HF—DT7IVEAN—=VVEHE
BML. TEOMN =DV EFRATETELDIGRLET,

10
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2.3.1.1. OAuth b—% Y ER

OAuth h—=2 Y DIRTOEKIFZ, P—IVEZEL. FHETS0AUthI M1 T7 YV N2iBET 2E
Y Ed, LLTFD OAuth 7 54 7 ME. OpenShift Container Platform APl D#2ENEE IC B EIFIC/E
RINET,

OAuth 23547 k %

openshift-browser-client WERAO AV EMEBTES1—H—T1—I v b
T <hamespace_route>/oauth/token/request
Th—ovEERLET, [

openshift-challenging-client WWW-Authenticate ¥ v L V%2 0LEBTEX 31—
YP—I—-JVRTh—OVEBERLZET,

1. <namespace_route> (& namespace DIL— 2SR LET, Ihidk, LTFOITY REZEITL
THRTEET,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

OAuth k—2 VDT RTDEKICIE <namespace_route>/oauth/authorize ~NDERANKEICARY £
T, FEAEDRIMETIE, RAETOF>—%2ZDITY RSV NORIICEET 25, Fid
OpenShift Container Platform %, Y R— N 2747V F7 1 74 =701 F— IR L CEREEIEHR %
MEIET 5L D ICEREL 9. <namespace_route>/oauth/authorize DEK (X, CLI R EDREFERO Y
AUIR=TIERRTERVWILI—HY IV IV IDLELNDIZEDNHY XY, TD&H. OpenShift
Container Platform (&, W&ERXO T4 > 7 O0—DIEFHICH WWW-Authenticate F v L > U A FER L7
REAETR—MLET,

FREE 7O % >~ —»h' <namespace_route>/oauth/authorize T RR4M ¥ MDRIICEB I N 255, *5E
ROTA VR=VUBERRLAELZY, WEAQATA 2 70—=ICYSM LI b TERDYIC, BIEINTULA
W, 7S50 -ADI—H—T—Y ¥ bD WWW-Authenticate F+ L VU & ZEEL T,

R

TS50 =047 MIRTZI0AY4 M)V TA N7 4—2 ) — (CSRF) E
HRHIET 278, EARMAEREEF v L > VId X-CSRF-Token Ny ¥ —HEBRICEFEET %
BEICOAEEINE T, EAMN WWW-Authenticate Fv L VU5 Z{ETHIHEN
HBUVZATYMNTIE, TONY YT —AEBTR\MEICRET Z2HENHY T,

SREE 70O F ¥ —H WWW-Authenticate 7+ L > & HR— b LAWA, Fid
OpenShift Container Platform #* WWW-Authenticate ¥+ L Y & H#R— M LARWT A
TUTATA—TANA Y —%EFATZLIICEEINTVWRHE, 12— RT3
' — T <namespace_route>/oauth/token/request 55 h—2 VA FE TSI 2 M E
DHYET,

2.3.1.2. APl OHERR{E A

OpenShift Container Platform API ANDEXK %, BDI—HF—HLREINTVEHIDEL D ICRETE
F9, FMIE. Kubernetes K3 2 X >~ M®D Userimpersonation &8 L TL 72X,

2.3.1.3. Prometheus MEREEX FY) U R

1


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation
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OpenShift Container Platform (EFRFEDFHITHICLAT @ Prometheus Y AFLX M) V2 %&£+ 7
Fvy—LET,

openshift_auth_basic_password_count (£ oc login 1 —H%'—& & L /X2 7 — KDERITEIE
ZhOoVHMNLEY,

openshift_auth_basic_password_count_result (Z. oclogin I —H#—&ZB LU/ T— KD
AITOE % R (success 7/zld error) BIICHT Y ML ET,

openshift_auth_form_password_count (& Web >V —)LOO A4 vEATEEEZAT >V L
£7,

openshift_auth_form_password_count_result (3§55 (success % 7= error) 3 Web O~
V=lboa g4 vEfTREREAT Y M LET,

openshift_auth_password_total I& oc login 5& U'Web >V —J)bDO V1 VERATEE % H
Vv hLET,
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F3E NI OAUTH —/N\—DEEE

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH #—/\—

OpenShift Container Platform ¥ 2 4 —(Ci&. #lAIAF 7z OAuth h—NN—H"'E
JEAN—VVERBLT, APIICW L CRREELE T,

OAuth 77

HLWOAUthD h—2I UBERIND E, OAuth Y —N— R EFADTAT VT A T4

Fhxd, 2—H—F

Jo/nA

¥—aFHALTERLEZI—Y—DT7ATYTa T4 —%HBILFT,

RIS EDTATVTATA

L., TDOM—=UV%FERATEDLIICRLET,

DTy T —H—%HHIL, TOI—HY—-DFIER M-I V%

3.2.0AUTH h—7 v E Xk 70— L UVHE

OAuth H—/N—{&, ZE#M7R Authorization Code Grant (RRRI I — RIZL 575~ b) B LT Implicit
Grant (FEE I S > b) @ OAuth BREE7 O— % HR—

l/i-a_o

OAuth h—7% >~ % (openshift-challenging-client 7 & M) WWW-Authenticate F v L Y &K 7

5L DICE%

E I N7 client_id T Implicit Grant (&8I 2 >~ b) 7 O— (response_type=token) % {#

L CTEKT 2%E. LLTH /oauth/authorize M 53X SN B AIEEMEDH D —/NN—EE. BLUVZEIhLHD
MIBFERICARY FT,

302

302

401

401

Z Dt

URL 7 7 X hiZ access_token /X35 X —

4 — % &% Location ~Nv 4 —
73V 422)

(RFC 6749

error 7 L) —/X5 X —4%—%&¢ Location
ANy & —(RFC6749 0> 3> 4120

s Location ~v 4 —

WWW-Authenticate ~v ¥ —H»'ZET %

WWW-Authenticate ~ v 4 —h' W

Z Dt

access_token &% OAuth k—2 v & L TfE
BALEY,

KBLET, #FvavTerror (8LUF T
> a > ® error_description) 7 T —{&%
_#_‘:13—%7_‘_1 lJ ij—o

INSDIIL—=ILEFRLTYYMI LI MR
W, BREMEBLET,

% 4 7 (Basic. Negotiate 7 &) »"ERFI 1
BBEICF YL UVILREL. IhboDIb—
WEeFERALTEREBERFL, BREZLEL
7,

FrLUYDRENTEEFEA, KL, G
BEARRERRLET (TNhITIE, OAuth h—2
VEBRBTAROAEIIOVWTOY VI FE
A S E N D AREMLHY £9)

KWL, A7V a vy Tca—H—IlnEAEE
’BRLET,

13
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https://tools.ietf.org/html/rfc6749#section-4.1.2.1

OpenShift Container Platform 4.9 S235F & & US2A]

3.3. AE OAUTH Y —/R—DF T 3 v

MEB OAuth Hr—/N—(TIE, W DD DEEF TV a v EFERTEET,

3.3.1.OAuth h—2 VHIEIOA T 3 >
WE OAUth H—N— L TD 2 BED h— o VA LR LE T,

k=2 Bl
TOERAN—=O Y APINDT7 VR %59 2kiEHR N—2 >,
SREEa— R TOIERAN—=7 VORBICOMMEDNZ—BENDRN—2 2,

EELDBED M= VICET 74 MNABZRETETE T, BRERIFEIE. OAuthClient+ 7> ¥
NEZREFHRALTT7Z7I7ERA NV VOB AEA—NN—514A KTEFT,

3.3.2.0Auth it 547> 3>~

OAuth H—/N—H, A—H—HLBN/NS—I v aVvaERELTUWARWISATY MIRHTE R—2 Y
ERAEZETDHE. OAuth t—N—HAEFTT2722aVIE0Auth V547V hODRER NS F
y_‘:ct 'D—CE;bU i-a_o
N—4VEERTZO0AUth 7 SAT7Y ML, MEADRER NSFI—5IZHTI2RERHY T,

LTFOTF 72 MDA EAFRATETET,

M54 Fvay BT

auto H55EBERL. BREFRTLET,

prompt AN L CHEORRE L FIETEKH2 7OV TR EHLE
¥,

3.4. REB OAUTH % —/N\—D h— 2 VEARI DR E

RE OAuth H—/N—D h—7 VEARICDOWTDT 74N NA T a3 Vv ABRETEET,

BF

FIFIINT, b= VIE24EBBBEMICARY FT, 24BEEERETIE, BEFEOEY
v a VIRERTNICkRY £9,

774 N DB TET2TEAWNEE, UTOFIRTINZEETZIENTEIET,

FIR

. N—=OVHRBA T avaEURET77AIVEERLEST, UTFTOT774IILTIX, ThE, 57
TAIMED 2 fED 48 BEREICHEELTWE T,

14
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

Q accessTokenMaxAgeSeconds #5%E L C. 77 A M—2 v OBEMIPRE % HIE L £

T 774 NOHEIE 24 BRI E /1L 86400 TT, COBMEADEICTZILIRT

TFEtA, EOREETZE. T74 NOBEVDHEANMERAINET,

2. iR ET AN EEARALET,

pa 3

BEFD OAuth H—/N\N—% BT 576, ocapply A¥> RaFHAL TEE%HE
BY20ENHY £T,

I $ oc apply -f </path/to/file.yaml>
3. BEABMIAR>TWB I E2ERLET,
I $ oc describe oauth.config.openshift.io/cluster

H A B

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. R OAUTHH —R—DN—0 VDTV T4 THA LTI NDETE

OAuth b= V&, BREINDT V714 7 TRWHEORBRERICHRINICARD LD ICRETEEY,
TIAINT, b=V VDT IT4TIALTIMNIBREINEZHA,

R

N—=O VDT IOTATHALTIRNOAUth V54TV NTHEREINTVBIGE,
ZDIEIFAE OAuth Y —/N—BETHREINDIA LTI N EeF—N—F14 FLZT,

Gl s
e cluster-admin A—J)LAEF DODI—H—E L TISARY—ILTIVEATE S,

o PATVUTA4T14—7ANA Y —(DP) R EL TV,

FIR

15
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. OAUth S REAEH LT, h—V VDT IT1THALTIMNEEZRELET,
a. OAuth # 7V xz/V hAafRELZE T,

I $ oc edit oauth cluster

spec.tokenConfig.accessTokenlnactivityTimeout 7 1 —JL RZBIIL. 1 LTV ME
ZRELET,

apiVersion: config.openshift.io/v1

kind: OAuth

metadata:

spec:

tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

BILBENREBEMATHRELF T, & X, 400 HDIHEIE 400s (I, 30 DDIFEIF
30M ICERELET. FFAINERNDY A LT D MEIE 300s TY,

b. TEAEATA/-ODICT 74N AERELET,

2. OAuth —/N\—Pod ""EEBIL TWSH I & =HRELE T,
I $ oc get clusteroperators authentication

UTOEAICH S &£ 51, PROGRESSING A False & RIREN 2 X TROFIRICFHEITLARWL

TLIEE W,

H oAl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.9.0 True False False 145m

3. Kubernetes APl #—/N— Pod DRV ES a A O—ILT7 I RINTWBZIEAHRLET,
INITIE D DEFEIDIIY T,

I $ oc get clusteroperators kube-apiserver

UTOEAICH S &£ 5 I, PROGRESSING A False & RIREN 2 X TROFIRICHEITLARWL

TLIEIW,

Hh 6l
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.9.0 True False False 145m

PROGRESSING 7' True &t RRINTWBBEEIE. B L THrLEBEHITLET,

LIDPD7ATYTATA4—COZARY—IcAJ4 v LEYd,

16



#5353 I OAUTH H—/X— DR E

2. A%V RZEERFLT, VY RPERBICETINALIE2MELET,

3. TATUTATA—EFAETIC. BEINLIALTIMYEIRFHELET. COFIR
DEITIE, 400 LY BERVEEFELET,

4. ABLCTPATYTF4T4—DEYyaryhrob0aAT Y ROEFTERITLET,
FTIT4 TOREDPBEINIZIALTIMLYERLLELS EN—Y7 VOEMERITIN S
7=, Zoavy RigkBLET,

H A B

I error: You must be logged in to the server (Unauthorized)

3.6. NEF OAUTH H—/S—URL D HR¥H¥ <71 X

7 2 X4 —Ingressi& & Mspec.component Routes 7 1 — )L RKTHR Y LRZA ME & TLSAIEAE A%
ETdI LY, A OAUthY—/N—DURLZARI YA XTEXET,

Digk

==
=

AER OAuth Hr—/X—®D URL 2 B#H 9 % &. OpenShift OAuth H—/N—&@EL T

OQAUth 7V A N—V VERET2RENHD IV SAY—HDAVER—Y D5
DEFEHIRONDAREELHY £§, OAuth Y —NN—%EFHEITI2HENHZH OV
R—F Y M, OAuth TV RIRA Y NEAEUHT & X ISHEYR CANY RILEED
ZHEIHYET, UTICHZERLET,

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

BoELIBAEDHE. cacrt7 7M1 IICHRY L CASIRAZASEFNTWS
MEAHYET, EENTLVWAWES., OJ4 VIEKILEE A,

Cluster Authentication Operator (&, OAuth % —/X—0DH%—E > JAIEEE
=

% openshift-config-managed namespace M oauth-serving-cert:¥ €~ v 7 I/~
LEd. sEBAE . REY v FDdata.ca-bundle.crt¥—ICHY £T,

(1} =355
o TWMEMRDHZ1I—HF—TI/ZR4—ICOJ1 Y LTW3,
e openshift-config namespace IC TLSSERAZES S F—Z 20— Ly 2R LTV

%, INiE, DRI LRANEDEERHDRAA VYDA —DRAA VERFHIC—RLR
WIEEICRETY., BREN—BTIHAICIE. Y=Ly MIF T2 a v TY,

A

oc create secrettls AV RAFHLTTLS>—2 Ly hA{ERTEET,

FIR

17
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. V5X%—Ingress XE=MmEL X,
I $ oc edit ingress.config.openshift.io cluster
2. AV LDEAMNEGEREL, # 7> a Vv TRETZIIAEEF—%2RELZET,

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:
name: <secret_name> g

Q AR LK N,

g TLS 5EBA h % (tls.crt) & & U+ — (tls.key) %= 2% openshift-config namespace D& — %
Ly hADBR, Zhid, DAY LRI NEZOEREDRAA YN ISRAI—DRXA Y

BREHIC—BLARAVGEIKRETY, BEFHAFA BT 25/ICE. Y—I Ly M4

3T,

3. ZEABEATLEDICT7MIVERELET,

3.7Z.0AUTH Y —/1N\—X 49 F—%

OpenShift Container Platform TE{TINTW3 7 ) r—> a3 vid, EJL A ¥ OAuth H—/"—(ZD
WTDEREZRET I2VENHIGENHY T, /=& 2 IE. £ 5IE <namespace_route> D7 K L
A=FEDBRES L THRET2LENHY FT, INzXiET 57HIC. OpenShift Container
Platform & IETF OAuth 2.0 Authorization Server Metadata K57 MtkEEELTWE T,

TDEH, VZAI—ARATETINTWERITRTODT I r—ay
I&. https://openshift.default.svc/.well-known/oauth-authorization-server (X L T GET XX % 3
7L, LTOBERZRETEET,

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

"user:full",

"user:info",

"user:check-access",

"user:list-scoped-projects”,

"user:list-projects”
1,
"response_types_supported”: [ 9

"code",

"token"

1,

18


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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"grant_types_supported": [G
"authorization_code",
"implicit"

1,

"code_challenge_methods_supported": | ﬂ
"plain”,
"S256"

]

https AF—L%2FRAL, 7TV —FLIE 737 AV MAVER=RY MHRWVWEATY —/N—DHIT
#ZIDTY, IhiE, BAIY—R—[IDOVWTORBEBHHIE EN S .well-known RFC 5785 1) VYV — N
NEINBIBEFTT,

WA Y —/N—DFRBAI LY RAR— KD URL TY, RFC6749 ZBML T LI W,
RAY—N—D =V YTV RRRLAYMDURL TY, RFC6749 ZBHRL T EI L,

ZORAY—/IN—BDHR— T35 OAuth2.0RFC 6749 A A—T7DEOD—E A EZL JSON ERFIT
T, YR—FMINZROA—TDETRTHL2AINBZRTIFLAVTEITERELTLET Y,

Z ORI Y —N—HHR— b F % OAuth 2.0 response_type lED—E % Z¢ JSON EZFITY, fF
BAXh3EIOEIE. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TE&EIN %
response_types /XS X —4 —THEAINZELDERLTT,

Z ORI Y —N—HHR— ~F % OAuth 2.0 grant type DIED—EHIEZFN 2% JSONEFITT,
FRAINZEIDMEIX. RFC 7591 @ OAuth 2.0 Dynamic Client Registration Protocol TEZ X
N3 grant_types /N\T X —4 —THEAINZEDERALTY,

o O ® 660 O

ZDRAY—N—THR—NIN%PKCERFC7636 A—RDF v L VI XYy KOD—ENEGEN
% JSONEEFITY, A—RDF v LI AV Yy RDEIE. RFC7636 DV 3 43 TEES
1% code_challenge_method /N5 X —4% —THEAINI T, BEMWRI—FRDFvL VI AV Y
Kd{&lL. IANA PKCE Code Challenge Methods L X b —TEEHRINZETT ., IANA
OAuth /XS XA =4 — BB L T EIL,

3.8. OAUTHAPI ARV ND NS TV a—FT4 T

APl H—/RX—(F, APIY R —OJ~ADEZENLT 7AW E Ty JHERE#Z unexpected
condition DI S —X v E—Y %R IEAHYET, TOITS—DRAWREBRHIGERMICIERRIC
INFET, REAEINTVWARVWI—HF— (I —N—DREICODVTDERERMETEE5EITELHT
ER

INLDIS—DY Ty M, Y—EX7HT Y bD OAuth REDRIEICEEST 25D TY, Th
S5OMEIE. BEBEEUADI—HY—HIHERETEZIRY N THFy TFvy—IN £ 7. unexpected
condition & W\ D H#—/N\—TIT 55— OAuth DEITRICHEET S35 A, ocgetevents ZETL. Inb
DA R MIDWT ServiceAccount THEEAL £ 9,

LUTFOFITIE, #EER OAUth Y54 LY NURIDRBRWH—ERT7ATY MIRLTESELTVWET,
I $ oc get events | grep ServiceAccount

H A B

I im im 1 proxy ServiceAccount Warning

19
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NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service_account_name> Z£179 5 &, HBEDT—ERT7 AU Y M&AICEEMIT S
N QAuth 1 Ry MY BREINE T,

$ oc describe sa/proxy | grep -A5 Events

HhH
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

LUFEELZ2AEEDOHZARYNITS—D—ETY,

YDHFLL I MURIZ/T—>arvhiEEINh WL, #4 URIDPEEEIhTWS

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

|PLIL— FHEEINTWS

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

EWRBRY A THEEIhTWDS

Reason Message

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SA b= U hzwn

20

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens



FEAZOAUTH Y S14 7 NDRTE

FAZ OAUTH V514 7Y NDERTE

OpenShift Container Platform Ti&, W< DHD QAuth 254 7 MBT 74 M TERINE T, B
D OAuth 7547V heZH L, RETSHIEETEEY,

4.7 7AIVNDOAUTH V7 M4 7V K

LUF®D OAuth 7 54 7 > K&, OpenShift Container Platform APl D#2ENES IC BEIMIICIER SN E T,

OAuth 247> b =A%

openshift-browser-client WEAOTA Y EMBTES1—H—I -V MT
<namespace_route>/oauth/token/request T h—0 Vv %z &
kL9, [

openshift-challenging-client WWW-Authenticate ¥ v L v U #LEBTcE 31 —H—T—

VIVhTh—OVEEKRLET,

1. <namespace_route> (& namespace DIL— 2SR LET, Ihidk, LTFOITY REZEITL
THRTEZET,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. B0 OAUTH 2 S5 4 7V N D&%

OpenShift Container Platform 7 5 29 — DR 2 EER T 572 HITBEIMD OAuth 7 54 7 M HREIC
BRBBEIF. INEEFRTEIENTEET,

FIR

o EMDOCAuth 7347V M aZEHIBICIE, UTFZRTLET,

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)
Q OAuth 7 24 7> k@ name |3, <namespace_route>/oauth/authorize & & U
<namespace_route>/oauth/token ~NDE K% E179 BRI client_id /X5 X —%—& L
THERINET,

Q secret |[&. <namespace_route>/oauth/token ~DE K DE1THFIC client_secret /35
A—F—ELTHERAINET,
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9 <hamespace_route>/oauth/authorize & U' <namespace_route>/oauth/token ~DE
KTIEINS redirect_uri /X5 X —4 —I(%, redirectURIs /N5 X —4% —{BIC—EBRTRX
NZVWITNHADURI EFLWH, FEEINICL > TEEFNMMTIFONRTVWEIRELSHY
x7,

Q grantMethod (3. TV ATV MDNRN—DVEZERTEHEDOD, 21— —IC&>TT Y
EANREINTWRWGHICETTZ2 7723V EHET5DICERINE T, (5
ZEBMICER L. EXz2EATTSICIdauto 2 BE L. 1 —H—ICxW L TRHEDERR
FhiIft552%k02 70V T M EHTIHEEICIE prompt ZIBEL £ T,

43.0AUTH 9 SA 7V NDN—=0 VDT O T4 THIA LTI NDETE

OAuth 7 247V Na, BREIND T VT 4 7 TRHRVWHREODRBRIC OAuth k—2 » DHIRRA TIN5
EDICERETEZET, TIAILKT, b=V VDFETITATHIALT I NEIREINEEA,

pa )

N—=OVDITIT4TEALT D NDAE OCAuth H —/N—BRETHREINT LS5
B. OAuth 754 7Y N TREINDZIM LTI MNIEDEZ A —N—F14 FLZET,

Gl s
e cluster-admin A—J/LEFDODI—H—E LTISARY—IITIVEATE S,

o FATVUTA4T14—7ANA Y —(DP) £#RELTWD,

FIR

e OAuthClient V54 7Y FREZEH LT, b=V VDI TITATIALT I M EHRELZE
_a—o

a. OAuthClient A 7o /7 hAfREL £,
I $ oc edit oauthclient <oauth_client> ﬂ

Q <oauth_client> #5&E 9 2% OAuth 7 54 7V MIEBZ# A £ (l: console),

accessTokenlnactivityTimeoutSeconds 7 1 —JL R%ZEBIIL. ¥4 L7V MEZEREL
7,

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

@ FTShBRINOIA LTV ME(RELM) 300 TT.

b. TEAEATA/-DICT 74N AERELET,

22



FEAZOAUTH IS4 7Y DR

&
qEI-I.l

LIDPOFZATYTATA—TCOIRY—IICATA >V LET, BRELEIEHNYD OAUth 7547
VIMNEFERTEZLOICLTLEIN,

2. 702 avERITL, INMDPEBICRITINALZEEHRALET,

3. TATUVTATA—EFAETIC. BEINLIALTIMYEIRFRLET., COFIR
DEITIE, 600 LY BERVEEFKLET,

4 BALCFATYTA4ATA4—DEYYaVUILTIavDEFTERATT,
KT IVT4A TOREIPBEINLIALTIMNLYERLLIELSE M= VY OBEZIHRHI TN B
eI, ZOFRTIEERBLET,

4.4, FAEIEHR

® OAuthClient [oauth.openshift.io/v1]


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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F5E 1 —Y—DFBETAZ0AUTH7Z7 VA N— VDB

I—H—Fk, HEDOOAUth 7V EAN—V VAEHRL, FEBICKR>TEEDEHIBRTIET,

51.1—H—AFET 2 0AUTH 7 VA N—0 v D—&XRR

A—YF—DBEIT D O0AUth7 VLA M-V V2—BRFTEIY, b—JVRAICEIEBEELRL, O
TAVICEERATEIEA,

FIE
o 1—H—HIFRETSOAUth 7 I/ AN =YV E—BRRLET,

I $ oc get useroauthaccesstokens

H A B

NAME CLIENT NAME CREATED EXPIRES

REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o BEMDOAUth 7 A7 NDA—H—DMETS0Auth 77 2R M=V VA2 —8BRRLZ

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

H A B

NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

52. 1—H—H2FET B 0AUTH 77X M—2 v DEMOERER
A—H—DFETZ0AUth 7V EA N =0 VDFEMAERRTLE T,

FIR
o I—H—NFETZO0AUth7 IR M= v DFM%ZELR LT T,

24

I $ oc describe useroauthaccesstokens <token_name>

H A B

I Name: <token_name> 0



F5E 1—YHY—HPETSB O0AUTH 7 VA MN—Y Vv DEH

Namespace:

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:
API Version: oauth.openshift.io/v1

Fields Type:

fieldsV1:

FieldsV1

f:authorizeToken:
f:clientName:

f:expiresin:

f:redirectURI:

f:scopes:

f:userName:

f:userUID:
Manager:
Operation:
Time:

oauth-server
Update
2021-01-11T19:27:06Z

Resource Version: 30535

Self Link:
ulD:
Redirect URI:

wamwa

/apis/oauth.openshift.io/vi/useroauthaccesstokens/<token_name>
f9d00b67-ab65-489b-8080-e427fal3c6181
https://oauth-openshift.apps.example.com/oauth/token/display

User Name: <user_name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

@@ o500 9

N—2>®Dsha256 /Ny a1THB b=V VE, b—IVEBICEEBELNR, ATV
WKIERTEEEA,

=20 VDRETDGBFAETZLRTE7714T7 > M,
ZDM=2 VHHARTINICAR D F TOR/E (FEAD,

OAuth F—N—IC =0 VDT VT4 THA LTI MDREINTWBIHFE, Ihid,
EERNTZFENS D b —7 U HMEAI NG 122 T TORME (RWEA) ICARY X,

D=2 vDROA—T,

D M= VICEAEMIT O —Y—F,

53. 1— %' —AmMET 2 0AUTH 7V R h—20 VDA

oc logout O < > K&,

TOT4TtEy>arvDOAuth h\—2 VDA EEMILET, UTDOFIES

FERALT AERKRB 71— —HMET S OAuth h—J Y ZHIBFTE XY,
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OAUth 7 VA MN—=V V%ZHIKRT BE, ZEDOM =V VZFERATEZIRTOEY Y aUASLI—H—%0O
TJ7IMLET,

FIR
o 1—Y—HFHETSO0AUth PR M=V VEHIKRLET,

I $ oc delete useroauthaccesstokens <token_name>

H A B

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted
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FBOE AT VTATA—TANA T —EBEICDOWT

OpenShift Container Platform ¥ 24 —(Cid, #&HAF N7 OAuth H— =g FhFEd, ARES L
U%E‘FEE%(«; OAuth 7 7 R I\ 7 /%HX lJT API (v\-}t‘l- lJTDIL.\D.I-.E l/ i -g_

BEHIX, VSRY—DAVAMN=ILEIC, OAUthZT7A TV T4 T4 —7TAONA Y —%BET3LD
ICERETEZET,

6.1. OPENSHIFT CONTAINERPLATFORM D7 A T Y5474 —70/8%1
H—IZDWT
F 7 #JL M TlE. kubeadmin 21— —DHN I SRY—ICEFHELEFT, PATVYT14T4—7ANA

HF—AIETBICIE. FATVT14T4—7ON(5—%2hRL, ThEIVSRY—IZEBMTDHRY
L)Y —AEERTDVELIHY ET,

pa )

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR— I h Ft
Ao

62 Y R—KNINBTATUTAT4—7T0ONA 5 —
LTOREEOTAT VYT AT4—JANA Y —AEETEET,

PATVT1

T4 —FanA
9'—

htpasswd htpasswd 71 7> 7 4 74 — 70/ ¥ —% htpasswd Z{ERA L TEHRI Nz
SYRIT7ANICRHLTCA—F—RBERRT—RERIATELIICEKRELET,

Keystone keystone 74 7> 7 4 74 — 7 0/N14 #—% OpenShift Container Platform 7 5 X
4 —% Keystone ICFEE L. A—HY—ZRET —IN—RIRFT D LD ICREINEL
OpenStack Keystone v3 H—/N—|C L 2 HBRFEEAMCTELIICKRELE T,

LDAP ddap 74 7V 7474 —7ONA ¥ —%, BEflilg/N\1 > NERE%EA L T LDAPV3
P—N=II/ L CA—HF—RBERRT—RNERIAT DL IICKRELET,

Basic 3G basic-authentication 71 7> 71+ 74 =704 ¥ —%, 21— —HYE—-FT7A
TYUTATA—TONA Y —IIx L THREES N7 5REEE#R % 8 > T OpenShift
Container Platform ICA Y4 Y TE 3 £ D ICERE L £ ¥, Basic ZBEEIE. SNAMAR/N Y
DTV RBEEANZZALTY,

BRA Y H— request-header 71 7> 7 1 7 1 —70/314 ¥ —% . X-Remote-User 72 & DER
ANy S —EDLHRNTDEDICKELET., BE. ChIIERANY Y —BEZHET D
RESOF —EHAINET,

GitHub F7 (& github 71 7> 7 14 74 =704 ¥ —%, GitHub &7 (& GitHub Enterprise D
GitHub Enterprise OAuth DILDIE-U-_/\_‘Lﬁ LCTa— -lj- %t/\7\'7— F%*ﬁuﬁjé*j‘:;&ibij—o
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-github-identity-provider
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PATVT1

T4 —7OnRA
9?_

GitLab gitlab 74 7> 74 74 —70/N1 ¥ —%_ GitLab.com £7zldZ DD GitLab 1 ~
RAIVRETFATVTATA—TANA Y —E LTERTZLIICHRELET,

Google google 71 V74 74 —70O/N4 ¥—%_, Google ® OpenlD Connect fi& % fH
LTERELET,

OpenlD Connect oidc 717V 7 1474 —70O/N(1 ¥ —%, Authorization Code Flow % L T
OpenlD Connect 7PA TV T4 T4 —TANA T —ERET DL IICERELET,

TATVTAT4—TANA YT —HIPEHFINLEIC, RBACAFHLT/A—I v avDESHLE
Fﬁ%* TTEXET,
6.3. KUBEADMIN 1 —H— D&

TATFYTA4T4—TANA Y —%FEHL. FiB cluster-admin 21— — &R L7=EIC. V5 RAY—
DEXF1) T4 —%581ET B4DIC kubeadmin ZHIRTEE T,

Digk

==
[=]

BD 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 35, OpenShift

Container Platform (B4 Y A =L TN BZREAHY EFT, OOV REPY
BETZEIIETEEEA,

AR
o 1DULEDTATUT —TONA T —%EZRELTHERED’HY FT,

e cluster-admin O— /)L =1 —H—|JEBML THEKMENHY T,

o ERFELLTOJAVYLTWERENHYFT,

FIE
e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system

6.4.7AT VT ATA—TANA YT — /NS X —4—

LUTRDNRSGA=H—E, IRTDTFATUVTATA—TANA T —ILHET B354 —4H—T7,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#authorization-overview_using-rbac

FEFATVTAT14—TANAF—FEICDOWVWT

NRIA—5— B

name TR F—BE, IO, I —DA—F—RICHFERE LTRIS N, 74 7Y
TATA—BPMERINET,

mappingMethod #7447V T 4714 —hO7A VEICI—Y—IITy TINDIAEEERLET,
LTFoEOWTIhEADLET,

claim

FIAINDETT, PTATVTAT4—ORILI—YV—ZEFEO>1—H—%70O
EvazviLEd, T0A—HY—Z5F 21— AT TICHOTATVT 1
FTA—IITYEYTINTUVWBBREIEERBLET,

lookup
BEOT7ATVTA4T4—, A=Y —TATVT4 74— vEVT, L0021 —
Y—RRLETH, 2 —F—FLET7ATVT1 T4 —DEEBIOEY 3=V Y
FITWEFA, ChIZLY, V75 R5—BEEITIFET, i?‘;ti%‘tﬁo)jmtzé

FRLTTFAITYTAT4—E1——42RETEZET, COFEEFEHAT 55
T, 21— —2FEgTIOES 3=V ITE2RELNHY ET,

generate

TATFVTF4 T4 —@;ﬁ%l—ﬁ—%%ﬁjl—#—% pARL = —vJL x9,
WREI1— YA O I—HY—DITTIKREDOTATVTAT1—IIIYEV T
nNTWaEEIER. —BO2—F—&A’ERINE T, Bl myuser2Z O AEIF.
OpenShift Container Platform D A—H—&&T7A TV T4 T4 —TONA T —D
A—H—ZEDERLB—BEVEET A TOER (LDAP JIL—TEEARE) &
HAEDLETHERTRIEIFTEERA,

add

FATVTFAT14—DOWEI—Y—F5FO>1A—HY—%2 Oy a =V I LET,
MR- —R5FOIA—HY DI TICEETZEE. 7TAT7VT1 71— EBE
DA—HF—IIxvEVITIN, ZO1—HF—DBREOT7AT VT4 T1—<vEY
JICBIMINEY, chid, BCLa—H—ty bEFBNLTRALCI—F—HKIZTY
BV I3 74TYT4T4—TANA Y- EHRBEEINTVWBHREICNET

3—0
Pz
mappingMethod /X5 X —4% —% add I3 ;ET% CTATIVTATA—FANS §—
DEMFLIIEBRHICHRITONA Y —DT7AT VT4 T4 —2BFFE1I—H—IlxvE
\/a“r\‘%i?o

TATYTAT4—TONAY—CRDY VT

UTFDARI LYY —R(CRYIE. FATYTATA—TONAY—%ZETDDIFERT /85
XA—8— ZBJ:UT?#)l/ME’%TbiTQ ZDFITIE, htpasswd PA TV T4 T4—7ONA 5 —%
FERALTVWET,

PATFIVTFAT4—TOANLAF—CRODY VT

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
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mappingMethod: claim 9
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

IDTANA ¥ —%IE, TANA Y —D1—H—ZICEBRHELTHNIN, PFA4ATVT14T74—
EHERINE T,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AiE%R
L E9,

htpasswd Z R L TERI N7 7MIDEFNBBEFOY—V Ly MTT,

O ® o

30


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

PBIBTATYTAT4—TANRM T —DRE
BIETATYTATA—TONA YT —DERE

71 HTPASSWD 74 TV T4 T4 —JANA 5 —DERE

htpasswd 71 7V 74 74 —7TANA F—%ZBEL T, 21— —" htpasswd 7 7 1 L DR IER %
{8 L T OpenShift Container Platform ICAY (4 Y TEX 3 &3 ICLE T,

htpasswd ID 7O/NA ¥ —%E&HT ZICIE. ROIRVEERTLET,
. A—F—BLUVNNRT—NEHRZFRFT 27DIC htpasswd 7 7 1 L= 1EE LET,
2. htpasswd 7 7 1 ILERY >— L v bZER LET,
3. V=9 Ly NEBIRT S htpasswd ID 7ONA 5 —1) Y —2%5EEHE LET,

4. TIT7AI MDD OAUthREIC ) YV —ZA%EAL T, ID AN/ ¥ —%sBMLZF T,

7.1.1. OpenShift Container Platform D71 77 4 74 —7ONA ¥ —IZDWT
77 #J)U N Tl kubeadmin 21— —DHN IS RY—ILEFEELET, PATYT14T714—70O/1A
S—%BET DI TATYTATA—TANA I =% L. TheISRY—ILBMTSHRY
LYY —RZERT DRENDHY T,

y 13!

I v LUV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIh Ft
Ao

7.1.2. htpasswd REEICDWT

OpenShift Container Platform T htpasswd 888E & 9 % &, htpasswd 7 7 A JLICE DWW T —H—
A TEEY, htpasswd 7 7ML, FE1—H—Da1—H—FZENYy Y albIhiRRAT—RE2E
CISYy T 74ILTY, htpasswd 1—F 1 )T 1 —45FALT. ZOT 7M1 IVEERTEET,

7.1.3. htpasswd 7 7 1 JLDERK

htpasswd 7 7 1 WDIER A iEIE. ROWTIHIDEI L 3 v ESRLTEIL,
® Linux = L 7% htpasswd 7 7 1 JLDERR

e Windows Z{#f L 7= htpasswd 7 7 1 JL DAEEK

7.1.3.1. Linux Z{#f L 7= htpasswd 7 7 1 JLDYER

htpasswd 74 TV 74 74 —7ONA 5 —%FAT 5T, htpasswd ZFALTI R —D1—
Y—E2ELONRRT—RE2BET7IY NI 7AIVEERTIHREDNHY X,

AR

e htpasswd 1—7 1 )T 4 —~DF7 I EANH S I &, RedHat Enterprise Linux Tld, Zh i
httpd-tools /XY 5y —2 %A VA MN—JLLTHIATEZE T,

FIR

31


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#creating-htpasswd-file
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-linux_configuring-htpasswd-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-windows_configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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L A—H—BBLVONY Y aINENRRAT—REEC ISV N T 7ML EERLET,
I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
A9V RIZEY, Ny 2aZNnNR—=U3 0 DNRRAT—RPNERINET,
UFICHZERLEYS,

I $ htpasswd -c -B -b users.htpasswd user1 MyPassword!

Al
I Adding password for user useri
2. 774V T BERELEROEMT /I T DEHZMIEL I,

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. Windows % f§i[ L 7= htpasswd 7 7 1 JL DYERK

htpasswd 74 7TV T4 74 —7ONA 5 —%FAT 5T, htpasswd ZFALTI S R9—D1—
P—E2ELONRRT—RE2BETIY NI 7AIVEERT IREDNHY X,

AR

e htpasswd.exe ~NDT7 VAL HBIE, DT 74, %< D Apache httpd 74 X b 1)
Ea—2arvo\binTsLI M) —IZ8FNET,

=S ]
L A—H—EZBLUONY Y1 INERRTD—REELTISY N7 74 ILEERLE T,

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>
ATV RICEY, Ny 2aINenN—=23VDNRRAT—RPMERINET,
UFICHZERLES,
I > htpasswd.exe -c -B -b users.htpasswd user1 MyPassword!
Al
I Adding password for user useri

2. Z74IVICHT BEREEIEROEMT /I T DOEHZMIEL X I,

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

7.1.4. htpasswd > —7%7 L v kN DYER
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X5
wi

FIETFATVT14T4—TaAnN415—b

htpasswd 74 774 74 —7ANA F—%FEAT 5ICIE htpasswd I—H—T 71 ILHEFEND
V=LY hNEERTDIVENDHY XY,

AR
® htpasswd 7 7 1 ILEER L T,

FIa
® htpasswd 1—H—T7 7LD EFEN 2 Secret 7 7V U MEER L X7,

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

Q EROOITY RHART LIS, ~from-file5IICOVWTDA—HF—T 7ML %EBT—7
Lw bF—ICIE htpasswd & WD ARIAIBET 2MENHY XT,

ek
Flld. UTFOYAML Z@RALTY—J Ly b2 TEETY,

apiVersion: v1i
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. htpasswd CR O > )L

UTFDOARY LYY —2R (CR) . htpasswd 74 FVF 4 74 —FTONAF—DIRS XA —8H —B L O
AXnh3EZRLET,

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q IDTANA Y —%IlF, TANA Y —D1—H—ZICEBHELTHNIN, FA4ATVT14T74—
ZHERINE T,
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ZOTANA T —DTFATYT14T14—&UserA 7V MEICIYEY IHBEILIIND FiE%
HIEL FT,

9 htpasswd ZEBA L TERSNE T 7M1 ILDEBENBEEFEDNY—I Ly RTY,

BEEE R
o ITRTDTFATUYTATA—TANA T —ICHBTZ/IRSA—9—DFMIZ. 7ATVT 4
T4 —70ONA 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,
716. 7ATUTATA4—7TONAF—DYISRY—~DEMN

JSRAH9—DAVAN=IEIC, PFATVTATA—TANA Y- FDISAY—IEBML, 21—
ﬂs_o)mb DIE%;‘%??T X 6 ct 7 ‘L. L/ i'ﬁ'o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYZXT,

FIa
L EEINLZCRZEBRALIY,

I $ oc apply -f </path/to/CR>

R

CROFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&Id. ZDELE%
BRELTIEEDY XA,

J

L TATUTFATA4—FTAnNA T -1 - L TISRY—Icad4 v L, 7ary 7T MHH
IR —REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAVYINTWEIEEEREL, 1 ——EZA2RRLET,

I $ oc whoami

717.htpasswd 74 TV T4 T4 —7TAONA T —DEH

BEED htpasswd 74 TV T4 74 —7ANAF—(Ca—H—%EBML7EY. BEED htpasswd 741 7
VTATA—TANA T =1 —HF—FHRLAELYTEET,

AR
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FIR

FIETFATVTA4T4—TANA 5 —DHRE

e htpasswd I—H—T7 7 ILAEEN 2 Secret A 72V hAERLTWS, TOFIET

I&. htpass-secret &t WD ZRITHB I & &RHIIRE LTWVWET,

® htpasswd PA TV T4 T4 —TANAF—%BZELTVWE, ZOFIET

(&, my_htpasswd_provider E WD &R THB I & ZFIIRE LTWVWET,

e htpasswd 1—F 1 )T 4 —~D7 U AN %H 5, RedHat Enterprise Linux Tl&, Zhid

httpd-tools /XY 5 —2 %A VA MN—JLLTCHIATEZE T,

o VSR —EEEDHERDH S,

1. htpasswd 7 7 1 /L% htpass-secretSecret # 7> =7 "hHSEFL. 771 )L EBFEVD
T7AINY AT LILRELET,

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. users.htpasswd 7 7 1)L 5 1—H—%EMLAEY., BIRLEEY LET,
o HRI1—HY—%BMTZITIE. UTFEERTLET,

I $ htpasswd -bB users.htpasswd <username> <password>
Al
I Adding password for user <username>
o BIF1—H—%HIBRT BICIF. UTEEITLET,
I $ htpasswd -D users.htpasswd <username>
Al
I Deleting password for user <username>

3. htpass-secret Secret = 7> = 7 b %, users.htpasswd 7 7 1 LDEHF IN/-1—HF—ICE
EHAET,

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -
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g 8
F72lE. LLFD YAML %@ L T Operator A BEX#A I EHTEE T,

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. BHDI—HY—ZHIRLAGZEIE, BNTLI—F-—TEICHEDO) Y —XZHIRYT 2BEDDH
L) i’a—o

a. UserA 79/ hEaHIBRLET,

I $ oc delete user <username>
H oAl

I user.user.openshift.io "<username>" deleted

A—H—%ZGTHFRL TKEIW, HIFRLAWSE, 1—Y—(ZHRIN TRVRY .,
=0 %BIEMEHEATEIY,

b. A—#%—d Identity 7 7> =V M EHIBRLET,
I $ oc delete identity my_htpasswd_provider:<username>

H A B

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

718 Web AV Y —IV&FRALETATYT 474 —7TONA T —DERE
CLITIER Web AV Y — I EFERBLTCTPATYT14T14—7ON1 45— (DP) #%ELE T,
(1} =355

o JUSRH—BEEELLTWeb AV Y—LICATA Y LTWBRELNHY X,
Fa

1. Administration - Cluster Settings I[CB81L £,

2. Configuration ¥ 7T, OAuth#7 ) v o LET,

3. Identity Providers £ 3>, Add ROy 740U XA Za—DS5T7AFV5T14T74—70
NAFT—%ZFIRLET,
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FIBETFATYTAT4—7TANA T —DHE

¢ s 0]

BIEDOIDPALEXTZZ LR, Web OV Y —ILTERDIDP 2#IEET BRI ENTE
i’a—o

7.2.KEYSTONE 74 TV T4 T4 —7ANA 5 —DEZE

keystone 71 7> 5 4 7 4 —7F0O/N4 ¥ —%_ OpenShift Container Platform ¥ 5 X 4 —% Keystone
IKRAE L., A— 2R T —IR—IRET 5 & 5 ITERE I N7z OpenStack Keystone v3 H—
N—ICLHBRAZBEDICTEELIICKELE T, TDREICEY. T —F—I3 Keystone FRELFR
% {# > T OpenShift Container Platform ICA Y4 Y TEX %9,

7.2.1. OpenShift Container Platform O 71 771 74 —70ONA4 5 —|ZDWT
77 #J)U N TlE, kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—%BESTDICE. PATYTA4T4—TONMF—%EB L., ThEIFRY—IIBMTDHRY
L)Y —REERT BDRENDHY FT,
p !
I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
AIO
7.2.2. Keystone FREEIC DWW T

Keystone l&. 74TV T4 74—, h—=0>, A%07. BLUR)—H—ER%ERHETS
OpenStack 7AY ¥ KT,

#r#R OpenShift Container Platform 1 —#'—#® Keystone 1 —#'—& & 72 |&—= D Keystone ID %= X —
AICEREIND L DT Keystone EDMEERETEZE T, EBELDAHAZETEH. 1—H—Id Keystone
A—HY—BBELUVNRNRT—RKEZAALTOY M4V LET, OpenShift Container Platform 1 —4—%
Keystone ID ICEDWTHERT &, LWURLILARY FT, Thik. Keystone I—H—%HIRL., TD
aA—H—ZTH LW Keystone A—HF—%2 KT 5&. FrLLnwi—HF—»rFHnwi—H—-—D) Y —RILT7
JERATEDAREN’HDHTT,

723. =7 L v hDEK

TATYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERALT, 95478 —0 Ly b 2547 NEAES LU F—% TN
ICHARAHFT T,

FIE
o UTDIOVYYRAFALT, ¥F—BLVIHHAENEEN S Secret 7 72 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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Bk
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.24. %E~ v TOEM

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILEEMATEOICERINE T,

FIR

o LFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

EvEh
FolE. UTOYAML ##@ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.2.5. Keystone CR D> 7L

UTOARY LYY —2Z(CR) & Keystone PAT VT AT 4—TANA I —DINF A =85 —B L UVFF
AXN2EEZRLET,

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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FIETFATVT14T4—TaAnN415—b

X5

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca:
name: ca-config-map
tisClientCert: @)
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IDTANA ¥ —%IE, TANA Y —D1—H—ZICEBHELTHNIN, PA4ATVT14T714—
ZHERINE T,

IOTANA T —DTATVT14T14—E UserF 720 MBI Y EY DI IND AE%R
L E9,

Keystone D KX A4 VHZTT, Keystone Tk, I—H—RKIE KX A VICEABDHZRITY, B— KX
1ADDM Y R—NINZET,

Keystone Hr—/N\—~DEHICHEAT 5 URL TY (WH) ., https ZFERT2HELHY £,

AT a3V BEEHD URL DY —/N\—FIEAE AR T 2 7-DICERAT S PEMITYO— K3 hic
FREEF /N> KL% EE OpenShift Container Platform ConfigMap # 7> = 7 hADBIR,

A7 av BEEFH URLADERERITT IRICEEIEZ 547V NMEBEE ST
OpenShift Container Platform Secret # 72 = 7 k~DS R,

SO O 960 o ® O

754 72 MEBRZDF—% 5T OpenShift Container Platform Secret 7 7> = 7 hADS
B8, tisClientCert MEEINTWRIHZEICIIMAICRY FT,

BTG IR
o ITRTDTFATUYTATA—TANA T —ICHBT /IS A—9—DFMIEX. 7ATVT 4
T4 —70ONAF—=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,
726. 7ATYTATA—TONAT—DISRAY—~DEN

JSRAHY—DAVAN=IEIC, PFATVTFATA—TANAY—BFDISAY—IEBML, 21—
HP—ORAARITTEELIICLET,

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYXT,

FIR

Fit
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L EEINLZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>

P2
CRHOFEELARWGE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& E. TDESE
ERALTEHEEHDY A,

2. PATUYTATA—7TANA Y —D1—H—¢ LTIV RY—icas4 L., 7OV 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAVYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

73.LDAP 7A TV T4 T4 —7FAONA F—DEKRE

ldap 74 TV T4 T4 —70ONA 5 —%, Bffize/N1 >V NEREEAER L T LDAPV3 H—/—(Ixd L T
A—HY—RBENRAT—RZBETHLDICERELE T,

7.3.1. OpenShift Container Platform O 74 7> 74 74 —7ANA ¥ —IZDWT

F 27 #JL M TlE. kubeadmin 21— —DHHN I SRY—ICEFHELEFT, PATVT14T4—7ANA
H—HEET DI, PFATVTAT4—7TANAY—%Bd L. ThEISAY—IBMTZHRY
L)Y —REERT DRENDHY FT,

R

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft
Ao

7.3.2. LDAP FZEEICDWT

RELRFIC, EINAI—HY—RIL—BITZITVN)—DLDAPTA LI N)—THREINZET, HE—
D—BO—HBHREDOM2KFE. TV M) —DFHAIE (DN) EHREINA/NART— R &AL /2B
NA Y RBRAALNET,

LTOFIEAETINET,

L BREINZ Ul DBES LIV 74— —H—DHEELLLI—V—LZE2HAEDLETKRE
T4V —%EKLET,

2. EREINI2 T4 LY —BFERLTTALIMN)—A2RRLET., RIREICL>TIDHET VK
) —AIRINBWGEIE, 7TO/EAEESTLET,

3. RRTEWFLATIV M) —DODN EI—HY—BEDNNRAT—RK%EEHR L TLDAP H—/X—AD
NA Y REHRAET,
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4. N4 Y RDBKRBLIBEIR., 77X ZESLET,

5 N Y RHBPKHLIZFGEIK. PFATYTAT4— BFA—ILTRLR, RRE., BLUHEE
A—H—FZE L TCERESNLBEEZFERBLTCT7ATYT14T14—%FERLET,

BREINS url lE. LDAPRRAMNEFERTE2MREBNTA—Y—%IBET 5 RFC2255URL T9, URL D
B TFoLH IchY £9,

I Idap://host:port/basedn?attribute ?scope ?filter

Z D URL DIFE:

URL OV R—FY

S

Idap WBED LDAP DAL, XF5ldap =R L XY, £+ 177 LDAP (LDAPS) D5
AlE. KbYiZldaps #FAL X,

host:port LDAP H—NR—D&FIER— M TY, T 74 ME. Idap DHE IS localhost:389.
LDAPS D54 14 localhost:636 T4,

basedn TRTCOBRBDIBEBINDETALI M) —DTSVFODNTY, Zhiddiaed
FA4LIMN)—=Y ) —OREMICRIFNIERY FEAD, T4L I N)—DHFTY
) —%iBETDIEHETEET,

attribute RBERROBMETY, RFC2255 FaVYYRXEIY OBEMHO—EEZFALEIH. BlEE
ENFEITEELTEHERVNOBEDOANMERAINE T, BEEZIBELAWSGSIE. T
7AW MTUdAFERINEST, FRLTVWRY TV —DFTRTOITY M) —fET
—BEOBMARIRT DI AHELET,

scope MREDEHETY, one £/zldsub DVWIFhHEIBETEEY, SHELZEBELRVIES
d. F74I)NOFEEE L Tsub AMEAINZET,

filter B LDAPBRERT 1 ILF—TT, IBELAWEE., T 7 4L ~iE (objectClass=*)
TY,

MREREOERTRICEBME., 7409 —, EELAI—HY - HAEDLINTUTOLI BRET 1LY —
MERINZE T,

I (&(<filter>)(<attribute>=<usernames>))
TeEzIE LRDOURLICDWTRTHEL &£,

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

92472 M bob EWS A —REFAL TERZAADHBE. ERNINIBRET 1LY —F (&
(enabled=true)(cn=bob)) IZ7: V) 9,

LDAP 74 L7 k) —DRRICRINRERZEE,. TV b —RRORFTICHEAT 5 bindDN &
bindPassword #f§E L £,

X5
wi
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7.3.3.LDAP > —2 L v NDER
TATYT4T4—7FONA Y —%FERAT 3IIE,. bindPassword H'& £ 1 % OpenShift Container
Platform Secret 7 7> =V = EETDINELH YT T,
FIE
e bindPassword 7 1 —JL RN EFEN D Secret A 7V MEERLZE T,

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

Q --from-literal 8120/ DL\ T® bindPassword 2 &Y —%2 L v b *¥—(% bindPassword &
LTBETBHEIHY XY,

ek
Flld. UTFOYAML Z@RALTY—J Ly h2fERTEETY,

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

73.4. 5%~ v TDIERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =z 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TAT4A—7ONA Y —THRERIIAENY ML EEFADOIERINE T,

=2

o LTFoav v KuERAL T, RIEFEME F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV hNEEHELE Y., RIFIL ConfigMap £ 72 =7 hD ca.crt F—ICRETIHLELH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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FIBETATVT14T4—TONRA T—DF%E

Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.3.5.LDAPCR DY~ 7L

—

UFOARY LYY =2 (CR) & LDAP 7AFYF 47
ShafEETRLTLET,
LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:
id: €

-dn

email: ﬂ

- mail

name: 6

-cn

preferredUsername: G

- uid
bindDN: "
bindPassword: 6

name: ldap-secret
ca: Q

name: ca-config-map
insecure: false @

A —TANAIT—DRFA—5 —BLCHT

url: "ldaps://Idaps.example.com/ou=users,dc=acme,dc=com?uid" m

INFEY,

o

FEL XY,

ZO7ANA Y —ZIBRIND I—HF—ZICEEEFE LTHMIh, 74TV T 4714 —BDMERK

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
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© 7IFVFAFA—ELTHERATIREO—ETY., BHIOETRVERIMERAIET, D7
EBIDDOBUNBETT, —BERTIINIBHEOVWTNICEHELNRWZE, FRERRKBLIT,
A=V T7RLRELTERTZBEED—ETY, RPIDETLHVWEENMERINIT,
RRBELTHATZIEMED—ETY, RADETLHVWEENMEAINET,

CDTATVTATA—DA—H—A AV a =V I3 3RICHELI—YY—Z2E L THERTZE
MHD—ETT, BIOETHVWVEMENMERINE T,

MBI —ATNA Y RTZ=HDICFRTEA4 T3 >DDN T, bindPassword "EFEIh
DBEICREINDINENHY T,

F 7T av: N4V RIRRT— R%EE OpenShift Container Platform Secret 7 7> = 7 hADS
H&, bindDN A EZEINDHZEICKEINDIVENHY XY,

7 av BREEBEHFDURL DY —N—SIAZ AR T 27-DIFERATSZPEMIYI—RKIhi
SRELR/NY KL & & T OpenShift Container Platform ConfigMap # 7> = 7 kA®DS
#2, insecure 7' false DIGHICOAMFERAINZE T,

@ O 0 9 909

true DIBE. H—N\—AD TLS ERIIITHON I HA. false DiFE. Idaps:/URL I TLS % {FH
LTERKL, Idap://URL IZTLSICT vy 77 L—KIhFxFd, Zhid. Idaps://URL "MERINT
W3IHE(d false ICEREINZRELNHY ET, INOHDURLIFEICTLS #FA L TERE2HT
LET,

LDAP RA M EFAHT BDMEB/NTA—Y —%$EET % RFC 2255 URL T,

=

pa )

LDAP iED /=D I—HF—DHKR 74 M) A N EEKT 5ICIE. lookup ¥ v EV JAHE
HHEALET, LDAPASLOOVA UAFAIINBHEICS, 77 RY—EEEILE LDAP
dA—H—dIdentity 7 7V b UserF 7V 9 NEERT Z2ELHY £,

BEEEIR
¢ TRTDTFATUYTATA—TANA T —|ICIHBTBNSA—H—DFMIE. 7141 T VT4
T4 — 70O, 5 —D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

736.7ATVTATA—TANAT—DIZ AT —~DEM

TSR —D

7__
AVRAN=IEBIC, PFATYTATA4—7TONA Y —BFDISRY—IEBML, 21—
H— DR EEITT

X54&5I1CLET,

([} =353
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

e EEELLTOJAVLTWEBHMENHYZXT,

FIa
L EBEINLZCRZEBRALIY,
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PBIBETATVTAT4—TANA 5—DRE
| $ oc apply -f </path/to/CR>

pa

CRAFELARWESE. ocapply IF#5 CRZEM L. ISHICUTOESEE N
H—9 2reEMENHY £9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& E. TDESE
BRELTIEEDY XA,

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icas4 L., 7Ov 7 rHH
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOTAYINTWEIEEEREL, 1 ——ZA2RRLET,

I $ oc whoami

7.4.BASICEREE7A TV T4 74— 7O T —DERE

basic-authentication 71 7> 74 71« —7ONA ¥ —%, 12— —HPYVE—NTFATVT14T714—7
A/ & —IT5xt L THREES M7 ZREE1E R % 8 > T OpenShift Container Platform ICAJ A4 Y TX 5 &5
ICERE L 9, Basic sRaElE. RAMNGNY VTV KEEAXAA=ZXLTT,

7.4.1. OpenShift Container Platform O 7 A4 7> 74 74 —70/X4 ¥ —IZDWT

77 # )L b Tl&, kubeadmin 1—H—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
H—EI8ET DI, PTATYTAT4—7TANAY—%EL,. ThEISRAY—ITBMTBHRY
L)Y —REERT DRENDHY FT,

Pz

I i LUV % %EE OpenShift Container Platform 1 —H—&EHR—hIh Ft

7.4.2. Basic FREEICDWT

Basic 8REEIE. 21— —DPVE—MDTA TV T4 T4 —7FONA 5 =T L THREE L 7= FR5EIE R % F
FA L T OpenShift Container Platform ICAJ A4 v $ 2 Z & ZRAREICT 2NANY I TV RfEX H=X
AT\‘TQ

Basic E@EIELI;FL%'I‘ib{y)éﬁ’_&)s :0)_}7’{ 7_:y7__ T4 7 D/\’f &_{iﬁq L—Cuqé%ﬂitknm IIIIEIII % —J_'
TEXY,
BE

Basic 325 Cld, 1—H—ID E/XRT—RODRAX—EV /BT, AEEREA DR
B7-0IC) E— MY —N—ADHTTPS A FHTIHNENHY T,

Basic AN REIND &, 2 —HF—F1—H—FK & /YA 7T — K% OpenShift Container Platform (23
{E L/\ -U__/\_Fﬁo)gsk%?i—\l\\ Bith DEF%E% BaSIC Bty DIE/\ W 7 t L/'CFT«_ t—C\ :._TLbUJm, DIEIEE$E
ZDE—FMY—NR—IIHLTHRIETZIENTEEYT, ZDLDH, 1—HF—3OT7 1 VEFICREERZ
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OpenShift Container Platform ICEE T 2 ELH Y £,

pa 3]
hF1—4—Z/N"RA7—ROJ74 Y DHEHBRAICDHAEMT. OpenShift Container

PIathl’m ((i U t— |\|:u|. nIE‘U'—/\—hﬁ'a_é?\ Y |\ 7 — 7%?%%13"( %6,%‘%73\ U i
-a—o

[N

j-_-'jl_%BctU/(’ZU_ I\\\(«Et Ba5|c it DIET{%DXL TL% U t— I\ URL LL.-)tI- L'C@DIE“‘TL JSON 73\
IhET,

401 }-‘LJ_\KLIDIL DE@Q&&&%T LTWw ES -g_
200 LADRT—H RFIFETHRVWIS—F—EIS—%2RLTWET,
I {"error":"Error message"}

sub (¥ 7V T M) F—%HED 20027 —4 RlE. BMERLTWET,

I {"sub":"userid"}ﬂ

‘) DY T NIRIFLI—F—ICEETHIUVELHY, TETZIEATEXEHA,

EBRIGEICLY, LTFOL D WEBMT—9DF T a Vv TREINZZENHY F T,
e name ¥— %A LKRTE, UTICHAlZRLET,
I {"sub":"userid", "name": "User Name", ...}
e email ¥F—&ZFALALX—ILT7RLR, UTFICHIZERLET,

I {"sub":"userid", "email":"user@example.com", ...}

e preferred_username ¥ — %A LR I—H—F, Thid, BEOERETIAVWHT T
DD T—=IR=—ZAF—F/IFUD THY. HEGrAEREAANFET 2HBEICERNTT, Ih
&, BREEXIN/T A T T 14T 1 —® OpenShift Container Platform 21— —%7OEY 3=
YITBBEICEY MELTEDNRET, UTFICHIZRLET,

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.43.>—7 Ly b DIEK

TATYT 4T 14— 70/ ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret 7 7V N&EBELT, 7547V =00y b, 9547V NIBREBLUF—%2
ICHAAHRFTT,

FIE
o UTDIOY Y RAFAHALT, ¥F—BLVIAENEEN S Secret 7 7 =7 M EERLET,

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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FIBETFATYTAT4—7TANA T —DHE

ek
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 3% FE~< Y TDERK

TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> =/ N&EAL., RIER//NNY RILEZNICHAAAET, IhbliE, ECTATY
TATA—TANA T —THRERIFENY RILERMATE=OICERINET,

FIR

o LTFToav v KuEAL T, RIEEMNE F£1 5 OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV b
FolE. UTOYAML ##ALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.4.5.Basic s8EE CR D% > TIL

UFROHRY LYY —2 (CR) 1. Basic BEEF A F VT4 74 —TONRA F—DNF A —4 —5 L OFH
AShzEERLES,

Basic 82aF CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6
ca: @
name: ca-config-map
tisClientCert: 6
name: client-cert-secret

tisClientkey: @
name: client-key-secret

ZO7ANA Y —ZIBRIND I—HF—ZICEEFFE LTHMIh, 7470714714 —BHMERK
INFEY,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY IDHBILIN D AER
L E9,

Basic REEN v ¥ —TCERiLIBE#®R == |7 AN D URL,

FTa v BEERADURL DY —/N—FIAEERIT H7DIFERAT S PEMITYyO— NIhic
FRELE/N Y KL% &1 OpenShift Container Platform ConfigMap # 7> = 7 k~AD SR,

A7 aV BEEFH URLADERERTT IMICEEIEZ 547V NMEREEET
OpenShift Container Platform Secret # 72 = 7 k~DS R,

754 72 MEBRZEDF—% 58 OpenShift Container Platform Secret - 73 = 7 hADS
H&, tisClientCert MEEINTWRIGZEICIIRAICRY FT,

@ ® 0060 ©® 9

BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

746. 7ATYTATA—7TANAY—DI SR —~DENN

JSRAHY—DAVAN=IEIC, PFATVTATA—TANA Y —%2FDISAY—IEBML, 21—
ﬂs_o)um DIE%ggli'—c % 6 ct 5 ‘: L/ i'ﬁ'o

(1} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

¥

L EBEINAZCRZBEBRALIY,

I $ oc apply -f </path/to/CR>
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TUTATA—TANRS T—DFKE

i
N
i
N
A

pa 3

CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ DiF&1E. TDELE%
BELTEEEHDY A,

J

CTATYTFATA—TaAnNA T -1 - L TISRY—Icav4 v L, 7Ory 7 MHH
INEHNRRAT—REAALET,

I $ oc login -u <username>
3 A—Y—PEBICOTAYINhTVWE I L a2HRAL, 21— —FEXRRLET,

I $ oc whoami

7.47. BERXMBTAT VT 1454 —70/84 5 —D Apache HTTPD X E D

OpenShift Container Platform 4 OEXMRT A T T 4 T4 —7T0O/N( ¥ — (IDP) 2R E TlL. IDP
HP—N—DEIIELTEBRICDOVWTISON TIHET2RENDHY ET, TNEHREICT HDHIC.
Apache HTTPD TCGI RV ) T N FRHTEE Y, A€/ a v TlE. W OHrDHEBNLET,

fll: /etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt

SSL CertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Bl ;var/iwwwi/cgi-bin/login.cgi
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#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

fll: /var/wwwi/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7471 7 71 VDEH
Apache HTTPD Web % —/\—TE T 2 7 7 1 ILDBEHIZUTDEH Y TY,
e login.cgi & & U fail.cgi (FE1THEE (chmod +x) TH I HELHY £T,
e login.cgi & & U fail.cgi ICIE. SELinux ABMICINTWBIHE, #EY)MR SELnux AV TF R
N D7 FIE AR Y £ A:restorecon -RFv /var/www/cgi-bin, 723> 7% X MH'Is -laZ
%Z{E A L T httpd_sys_script_exec t THZDZ & ABEL X,

e login.cgild., 1—H—7»' Requireand Auth 71 L V71 JAFEALTERICAJAVTES
BRICODARTINE T,

e fail.cgi i@, 1—H¥ =074 VICKRKT BBAEICRITINET (HTTP 401 BRI N &
EDE

7.4.8.BasicRED NS TIVYa—Fa VT
BLIKEBIAMEEIEZ. Ny IITYRY—N—ADRy NO—EHKICEELTWVWE T, ELT/NY
TDGBEIF. YRY—Tcurl AYX Y RAEEFTLET, EERAAOTA VAT AMNTBICIE. UTFoadv

v RBID <users & <password> = EWREFREEBRICEIRA T T, BWLROTA V2T AMNTBIC
i, ZTNoZELKRWRIIBRICESTRAZT,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BRINE
sub(H7Ux4 M) F—%$D2002R57—4% ZiF. BHERLTWET,
I {"sub":"userid"}
BTV NI LAY —ICEBTHILENHY., EETZIERETEI A
BRIGEICEY., UTOL D WBMT -0 T a v TRHINZZEDPHY ET,
® name ¥ —%Z &AL KRTH:

I {"sub":"userid", "name": "User Name", ...}
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i
N
i
N
A

X5
wi

FUTFAT4—TANA Y -0

o email ¥F—%FHALAX—IT7KLZR:

I {"sub":"userid", "email":"user@example.com", ...}

o preferred_username ¥—7% {ff L R 1 —H—£:
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username ¥ —(3, EBDEETCEIAVWH TV LI M T—IR—AF—F7%IF
UlD —Cy)l’) :H.J Lv_.l-ﬁ 7’&%5']75‘?_7_3_51% ‘H—E*U—Ca—o L_n‘!;t\ nlunIEanfx..} ’fT/T'f
7 4 —® OpenShift Container Platform 21 —#'—% 7OEY 3 =V /4 3F8ICEY hE LT
Eohxd,

KB DBE
e 401 mK‘iDIbDEQ%W%T L—Cb\i—g_
e 200 LIADRT—F RELIEETRVWIS—F—IFTF5—%RLTWZET: {"error":"Error
message"}
75.BRNY I —TATUVT4T4—7T 0N T —DERE
request-header 77 o 7_-“/7_-4 T4 —70/N4 ¥—%, X-Remote-User & & DERA v ¥ —{EH 555!
TEHLIIERELET.,. B, ChIEFERANY Y —EELRETIRAETOF > —EHAINET,
7.5.1. OpenShift Container Platform O 71 7> 714 74 —7ONA ¥ —|ZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, 7TATVT14T4—70ONA
H—EIBETDICIE. PTATYTAT4—7TANAY—%EL., ThEISRAY—ITBMTEHRY
L)Y —REEHT 2RENDHY FT,
pa 3]

I i LUV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIhFt
Ao

752. BRAN Y H—EREFICDWT

BRANY Y —TATVT1T4—7T0O1N1 5 =&, X-Remote-User B EDERANY ¥F—EH S 1 —
H—%2BALET, BF. CHIFERANY Y —ELRETIRAETOFS—EHAINE S, EXAY
F—DTATVT 1T 14—FO/NA 5 —IE, htpasswd. Keystone, LDAP. Basic ZRiE/% & DERE/S R
J—ROJA VAEFERTZMOTATYTAT4—TANA T —EAEDLED I EIETEE A,

pa )

IS, AI2a=2F4—THR—MIND SAML LT B EDFMARBREICERAY ¥ —
PATFYTATA—TONAY—%FRATEET, DV a1— 3 ViERedHat Tl
HR—FINTUVWAWZ EICEFELTLEIY,

A—HF—DIDTATUVTAT4—TANA Y —%FAL TRIAMETOICIE, REETOF2—RAT
https://<namespace_route>/oauth/authorize (B & Y TN R) ICT7 VR T 2RELNHY FT, h
ZEITTBICIE. OAuth h— I v ICH T IR DEKR %
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https://<namespace_route>/oauth/authorize IC 7O0F > —MEBF 2 7O0F > —T Y RIRA U MY ¥
AL METBLD OAuthH—NN—%BELET,

T30 —R=—200O074 Y 70—DBEIND I ATV MDODFREAEKREZVFAL I T BIC
I UATFZRITLET,

o providerloginURL XS X —8—% A V85071 TRISA TV MNeiRild 28570+
v — URL ICERE L TH 5. EK% hitps://<namespace_route>/oauth/authorize (Z 7’0 F
¢/_ L/ i’a—o

WWW-Authenticate ¥ ¥ L VOB BEINZ VATV M OLDIRBIHERE YA LY T BIC
&, UTFEEITLET,

e provider.challengeURL /X5 X —% —7% WWW-Authenticate ¥ v+ L 0" FEIN 20 51
Y NERHY BRI TOF T — URLICEREL., BEX%E
https://<namespace_route>/oauth/authorize IC7O0F > — L 7,

provider.challengeURL & & U provider.loginURL /X5 X —#4 —(CI&, URL DY ') —E2ICLLTD
N—OVaEEHDBIENTEET,

o ${url} IFIREDURL EEXH|A SN, TR —TINTIIT) =N A—H—TREINZE
_a—o
f5l: https://www.example.com/sso-login?then=${url}

o S{query} IHEFDI/IT) —XFIEBEHAON, TRT—TIhFHA,
f5ll: https://www.example.com/auth-proxy/oauth/authorize?${query}
B

OpenShift Container Platform 4.1 DBF T, 7OF Y —IFHEE TLS #HR—MLTW3
MHENHY FT,

7.5.2.1. Microsoft Windows CT® SSPI it R— b

BF

Microsoft Windows T® SSPI #fxtR— MDFERIEIT /Oy —T L Ea—#eEE LT
DODHEH-INZFT, 77/00—TL E1—#4EElIZ. RedHat D —ERLRILT
T =AY BN (SLA) OFRATHY ., HENICKEETIERWI ELHY T, Red Hat
BEBRBRECINOAFEAT R EAHELTCVWERA, 77/00—FLE2I—D
HEEEIE, RO BMEA VWVER IR LT, BARERETHEDT A MNEITVWI 1 —K
Ny DERBELTWEESZEZBHHNELTWETY,

RedHat D54 /Oy —7 L Eax1—#eEDyR— NEICRET 23FMIE. 77/ 00—
T E1—#EDYR— MNEFE #S8RB L TLEIN,

OpenShift CLI (oc¢) . Microsoft Windows T®D SSO 7 O—%FFa 9 % 7= IC Security Support
Provider Interface (SSPI) & R— ML E T, BRANY I —DTFATVT4T4—TONM5—%
GSSAPI i 7O+~ — & HITER L T Active Directory 1 —/3X—7% OpenShift Container Platform IZ
BT 558, 1—Y—IE. RAA VSIFEHD Microsoft Windows A Ea—4—Hm5o0c ATV K
A4V —7 x4 A%FHERA L T OpenShift Container Platform IZ¥ L TEHEIMICEREEI N E T,

753.58E~ Y TOERK
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FIETFATVTA4T4—TANA 5 —DHRE

TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform
ConfigMap # 7> 7 AR L. RNV NILEZNICEHARAAET, chbld, EILTFATY
TATA—TAONA T —THRERIFENY RILEEMATE=OICERINE T,

FIR

o LFToavy KuERAL T, RIEEMNE L1 5 OpenShift Container Platform ConfigMap 7+ 7'
VI hNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt ¥ —ICRETIHELDH
YExEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

BV
Fold, UTOYAML ##BALTCEREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

754. BRKANYH—CRDOY >V TIL

UFDARY LYY —R (CR) IE. BRAYVI—FAFYTFATA—TANRAT—DNRFTA—9—54&
VI Nh2EZRLET,

ERAvHF—CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:

challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
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O ® o

o

@ 9 9 9

54

nameHeaders: Q

- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ZOTANA T —ZIRBERANY S —D1—H—ZIEBRHE LTHMIN, PA4T7Vv71474—%
MERINZET,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY D HBILIND AiE%R
L E9,

# 7> a3 v JEFREE D /oauth/authorize EXK D) ¥ 1 L U &% URL TY, Thik, 759
YP—R=—2Z2DV 147> 285 L. ZDEXK% hitps://<namespace_route>/oauth/authorize
IC7O0F>— L XY, https://<namespace_route>/oauth/authorize IC 70+ > —9 % URL &
/authorize (REICRAZ v ¥ ald7aW) T T L, OAuth AR 7 O—EUICHEEET 2L D ICH T
NRRETOFV—FTZ2RELIHY T, ${url} FIBEDURL EBEBEZA SN, TRT—TINT
PJI)—IRSA—F—THREINZFT, ${query} IRFTDI I —XFIEBEBEHMAONET,
COBRMNEZRINLWVIGEIL loginURL AFEREINZHBELAHYET,

Z 7> a > JEFREED /oauth/authorize EXXD Y ¥ 1 L U ME&E74 % URL TY, ThITE

Yy, WWW-Authenticate F v+ L VN FEINZ IS4 7V NORIENThN., TNHDEKRD
https://<namespace_routes/oauth/authorize IC7OF > —3XnFF, ${url} I(ZIRED URL & &
EZON., TIRAT—FINTIITN NS A—9—TREINZT, ${query} ITRF DI T

) —XFHEBEHBAONET, COBMAERZINQWVWEEIE. challengeURL WMER I %0
ErHYET,

PEM T~ O— KRIN7EEBAE /Y RIL % ET OpenShift Container Platform ConfigMap & 7'~ =
PRADSR, VE—PM—N—ICL>TERRINS TLSAAEEZRIET D7-DICNSAMNT Y
A—ELTHEAINET,

BF

OpenShift Container Platform 4.1 DB T, ca 7 4 —IL RIZZDT7A TV T4
TA—TONAT—IIBETY, Thid, 7OFS—DHEETLS #HR—MLTL
DEBENDHDIEEZRBKRLET,

A7 av: HBL (en) D—E, INMHBREINTWEHEIE. BERANvY—D1—H—%%
Frv U FBRIIBEINDS—ED Common Name (ch) ZFDOEMA Y 54 7> MEFEHNRT
INZBRELAHY T, ZDIFE. TXTD Common Name BEFATINFE T, ZhikcasilH
ABhEZBEICOHAMFERTEET,

A—Y=TAT VT4 T4 —%2IBEICF v I IDRIERT A 5%, EZ2ECRTDNY
=@ T7ATvT4T74—ELTHEAINET, ThIBBETHY., AXFNMNFEZXFILET,

A=VT7 RLRAZIBHBICF Vv IT2RICERT DAY Y-, BE28UVKRIDAY I —EX—I
PRLRELTHEAINIT., ThIFEETHY., AXFIXFZXHLET,

RTBEIRBICF v I TERICERATEZAY S —F, BZEUCRIDAYF—FRTFEELTE
AIhEYT., ThIFERTHY., AXFIXFZRHLET,

WIS —ZE|ERICF v VT IBIERT SNy Y —% (headers ILIEEINEAY F—T
REINDZEEARADTATVTATA—ERRDIFE), BEEEORNOAYY—IF, 7OE
VaZVIBICHERI—Y—-ZE LTERAINET, ThIMERTHY. AXFMXFEERFILE
-a—o



FIETFATVTA4T4—TANA 5 —DHRE

BIER R

¢ TRTDFATUYTATA—TANA T —|ICIHBTBNSA—H—DFMIE. 7141 T VT4
T4 —70ONA 5 —=D/NT A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

755. 7ATYTAT4—7ANAY—DYI S5 RY—~DIENN

JSRAHY—DAVAN=IEIC, PFATYTAT4—TANAY—%BFDISAY—IEBML, 21—
ﬂs_o)mb DIE%;‘%??T X 6 ct 7 ‘L. L/ i'ﬁ'o

([} =355
® OpenShift Container Platform ¥ 5 24 —%{E L £ 7,
o FAFYTATA—TANAFT—DHRY LYY —2R (CR) VR LET.

o EEEZELLTOJAVLTWEBHMENHYXT,

FIa

I $ oc apply -f </path/to/CR>

Pz
CRHOBFEELAWIGE. ocapply 3 CRZEK L. ISICUTOESEE MY
H—9 2L H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DiF&E. TDE
ERALTEHEEDY A,

Lo~

2. PATUYTATA—7TANA Y —D1—H—¢ LTI RY—icay4 L., 7Ov 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>

3 A—HY—AHAEBICOJAVYINTWEIEEEREL, 1 ——EZA2RRLET,

I $ oc whoami

7.5.6. Exk~Nv ¥ — % L 7= Apache 5RELE% E Dl

ZDFITIE. BRANYY—TATYT 4714 —70O/1 ¥ —%{EH L T OpenShift Container Platform
D Apache BRFE7OF > — %% EL T,

HRAY LATOF>—;
mod_auth_gssapi EV 1 —I/LOFERAIK, BERANY Y —TATFTVT14T74—7TONM5—%FRALT
Apache BRI 7OF > —%BET 2 —MHUAFETITN, RADHETIEHY FHA. UTOEH%TH
dE, o 7OF> —5B{EICERATEET,

o U547 NEXR®D X-Remote-User~vy ¥ —%7Ov I LT, RS—T74 V7 %HEEET,

e RequestHeaderldentityProvider 5 € TV 24 7> NIBAZEDRA ZEA L X,
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FrLrooO—%FALTIRTOERIAERICDOWVTD X-Csrf-Token Ny ¥ —%ZET S
WEIHY ET,

/oauth/authorize T RRA Y NEZDH TNRAOANN T OFY —IhBZBENHY FT,
Ny DTV RY—N=PNIS54 T NEELWGRICEETEREIVSIL I MIESHX
DZURELNHY FT,

https://<namespace_route>/oauth/authorize (Z 7’0 F < —9 % URL |E /authorize T T (R
BORZv>alL) T2MENHY FT, /=& 21X, https:/proxy.example.com/login-
proxy/authorize?... |&. https://<namespace_route>/oauth/authorize?... IC70OF>—9 3
WNEIHY ET,

https://<namespace_route>/oauth/authorize (C7OF > —X 1% URL DY 7/ R

I%. https:/<namespace_route>/oauth/authorize IC7OF > —F 2MEBELHY FT, & X
I&. https:/proxy.example.com/login-proxy/authorize/approve?...

I%. https://<namespace_route>/oauth/authorize/approve?... IC7OF > —F 2 EHLH Y
x7,

R

https://<namespace_route> 77 K L X {3 OAuth H—/X—~DJ)L— K TH Y. oc get
route -n openshift-authentication #3E{T L TS TEX X7,

Bk~ v ¥ —%&fHf L 7= Apache FRREDRE
ZDOFITIE, mod_auth_gssapi EV 12— AFERAL. BRAYY—TATFVTF4 T4 —TANA 5 —
ZFEAL T Apache BREE/OF >V — %R ELE T,

AR

56

e mod_auth_gssapi € 1 —JL% Optional Fv¥ 3L DoEFELEFT, O—AILTI VICUT

DI =T %A VARN—IVT2RED’HY T,
o httpd

o mod_ssl

o mod_session

o apr-util-openssl

o mod_auth_gssapi

o EHINIAYI—%XETIEKREZRIATZLHDICCAZERLET, CA%ZET OpenShift

Container Platform ConfigMap # 7Y =/ b2 E&HL FT, Thidk, UTFTEZEFTLTITVWE
ER

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

‘) CAlZ. ConfigMap # 7<% h® cacrt ¥ —IIRET 2HELNHY 7,


https://access.redhat.com/solutions/392003

i
N
i
N
A

BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

TUTAT4—TOnRS —0F%E

o ZNTOFV—HDIZAT Y NIBEAER LT, TDIEBAZEIX, x509 FFAZEY —IL&&F

ALTERTEEY, BRINAAY I —ZXBEITDERERAT 57D, EMLECAT
VA7 MNEREICELRT2HREDDHYEY,

o FAFVFATFA—TOANAY—DHRY LYY —2R (CR) BERLET,

FI7

ID7OXT—3 U547 MNEBREAFHRAL T OAuth —N—ICEHE L EF 9., Zhid. X-Remote-
UserNv ¥ —%EfETELDIEREINET,

1. Apache SREDFEEAE % ERK L £ 9. SSLProxyMachineCertificateFile /X5 X —4% —DfEE L
TEETZIAHATE. TOFY—5H—N— (I L TRIATHLHOIFERINZ TOF2—D
9547 NEBBETY, Thik, ERINAF—DH 1 7 & LT TLS Web Client
Authentication =R d 2 ELNHY X,

2. Apache BREAERLET. UTFDT YL — A2 FRHL THERRESIMEEZEELE T,

BR
TYTL—bE+RICHREL, TORBZREICAILIICHRAITAIALE
_a—o

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com
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DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html

58



FIETFATVTA4T4—TANA 5 —DHRE

</Location>
</VirtualHost>

RequestHeader unset X-Remote-User

pa

https://<namespace_route> 77 K L {3 OAuth —/X—~DJ)L— K~ THY. oc
get route -n openshift-authentication #5317 L TEVETZ £ 9,

3. ARH LYY —2R (CR) D identityProviders 29 H#%#EH LT,

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. REZHERLIT,

a. BRI SAT Y NIRAESLIUANY Y —ZHBELT. b—IV2EXKL, 7O0¥>—%
NWANRRTEBIEZHRBLETY,

# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. 7347V MIASZRHELLBWERD, SAHASRLTA IV 2ERLTRRTZ L
=HELES,

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. challengeURL Y ¥4 LU DT V714 T THBIEEHERLET,
# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-

client&response_type=token

UTFDOFIETHEET % challengeURL Y ¥4 Lo h=aE—LE T,

d Zoavy REZETLT. WWW-Authenticate EXxF v L VY, XJYI—hkhFv LV
I, FREEEFENSOMADF v LUYIESL 401 HEARRLET,

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>
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e. Kerberos ¥4 v M &R FIFEREFIC. OpenShift CLI (oc) ~DOJ A v &TA ML
i_a—o

i. Kinit #{EHB L T Kerberos ¥4 v MEERLEZEIE. ChERELET,

I # kdestroy -c cache_name ﬂ

ﬂ Kerberos ¥ ¥ v~ 1 DEEIAIEELE T,

ii. Kerberos ZREEEHRZHEALToc Y —iLicOJA4 Y LET,
I # oc login -u <username>

70V 7 NT. Kerberos /A2 —R&EADLZET,
i. ocY—iHo0dT7oMLET,
I # oc logout
iv. Kerberos ZRGEEHRZMEALTF v hZEIGELE Y,
I # Kinit
7OV 7 NT. Kerberos 1—H#—ZHLUPNRRT—FEAALZET,
v. ocV—JLICAJAVTEBIE=HRLET,
I # oc login
REDNELWSEEIE, BIORBREANETICOTIVTEEY,
7.6. GITHUB %7213 GITHUB ENTERPRISE 71 TV 7 4 74 — 7 A/NA
& —DE&E
github 71 757 14 74 —70O/N1 ¥ —%_ GitHub F 7zI& GitHub Enterprise ® OAuth FREEH —/\—
WK LTI —RBENRT—RERIET 2L D ICERE L £29 . OAuth [& OpenShift Container
Platform & GitHub & 7z i& GitHub Enterprise BID h—2 VR O—%ZBZICLZE T,
GitHub #5& %M L T GitHub F 7% (£ GitHub Enterprise DWFNMCEKTE F 9, GitHub

Enterprise fi&DIFHE. 1 Y AH ~ 2D hostname 23I5E T BN HY ., Y —/NN—~DERTHERT
caflfBAZNY NIV EF S a3V TCIRET DI ENTEET,

pa )

ELICERBABWRY . LUFDFIEA GitHub & & U GitHub Enterprise D75 IC @ X
ni’a—o

-

7.6.1. OpenShift Container Platform D74 774 74 —7ONA ¥ —IZDWT
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FIETFATVT14T4—TaAnN415—b

77 # )L b Tl&, kubeadmin 1—H'—DHIN I SRY—ILFEHELET, P41 TVT14T714—70ONNA
S—%BET DI, FATYTAT4—TONAY—%hL., ThEISRI—IEMTDEHRY
LYY —2REERT 2RENDHY T,
Pz
I i LV % %EE OpenShift Container Platform 1 —H—&ZEHR—hIh Ft
A’Q
7.6.2. GitHub 5REEICD W T
GitHub F35E ZET D I & ICL 2T 2 —H—IF GitHub FREEIE#R % [ L T OpenShift Container
Platform {ICAY A4 Y TE XY, GitHub 2 —H— ID Z#HF DT X TDI1—H—H" OpenShift Container
Platform 7 2 X4 =IO 74 Y TERWEDICTBHIC. 77X ZRED GitHub ##D 11— —
ICHIRRT 22 &N TEET,
7.6.3.GitHub 7 7)) r—< a v D&%
GitHub F 7% GitHub Enterprise # 74 TV T4 T4 —7ANA ¥ —& L TERT 3ICIE,. FERT 27
TVr—2avaEBRTINENrHYFT,
¥

. 77) 45— 3% GitHub TESRLZE T,

e GitHub M375&. Settings — Developer settings - OAuth Apps - Register a new OAuth
application =2 ) v 2 LZ¥ T,

® GitHub Enterprise M5 & 1. GitHub Enterprise IR—AR—J(CREH L TH S Settings —»
Developer settings = Register a new application z27 ') v 2 LE Y,

2. 7V = av&%E AALET (B: My OpenShift Install),

3. IR—L~_R— URL (f5l: https://oauth-openshift.apps.<cluster-names.<cluster-domain>) = A
ALET,

4. F T2 av:7FVr—2avosBEEAALES,

—

5 R O—J)I/Ny P URLEAALET, TIZT. URLDEDYICIETATYT4T14—70aN
44 —® name *EZFNFT,

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

UFICHZERLEYS,
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. Register application=27 Y v 27 L&E 9, GitHub &V 47V NIDEIZATV N —D
Ly MERELET, ThODEIEE. PFATYTAT4A—TONA Y —DEREETT T 5758
ICLETT,

7.6.4.>—2 L v NDOEK
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/authorizing-oauth-apps
https://github.com/settings/profile
https://github.com/settings/apps
https://github.com/settings/developers
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714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAHFT T,

¥

o UTDOAY Y REFEALT, XFNEEL Secret 7 727 MAEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT Y REZEFTLT, SMBAZE 7 7ML RBREDT 7M1 IIDHRE%EEZL Secret 7 72 ¥ b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. FE~ Y TOEM
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

pa 3]
A ZDOFEIE,. GitHub Enterprise ICOHNHETT,

FIR

o LTFoavy K=ERAL T, RIEEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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i
N
i
N
A

EvEh
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.6.6. GitHub CR D%~ 7L

UTDARY LYY —2R (CR) &, GitHub PA TV F 4 T4 —FONA F—DI85 % — & — 5 L O
INBEZRLET,

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: 6

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

ZDTONA Y —ZIE GitHub O F1—4%— ID (CEEFHE LTHMNIN, PATVYTA4T4—
LHMERINE T, INIET—IL/NY Y URL Z{ERT 27-DICEFERINET,

IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

7 av BREBEHFDURL DY —N—SIAZ AR T 27-DIFERATZPEMIYI— NI hi
FRELE/\ > KIL % &1 OpenShift Container Platform ConfigMap #+ 72 = 7 hADS8R, JEAF
TEFEINTWSIL— MNEBAZE T GitHub Enterprise DIFEDHERAINFE T,

O o o 9o

HEEHD GitHub OAuth 7 7 r—< a3y OS54 7Y NID, 7 TUHr— 3y
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i&. https://oauth-openshift.apps.<cluster-names>.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—)L/Xv 7 URL 2 FA L CERET 2HELHY £,

GitHub TRITINZ V547V ¥ —2 L v MHE F N B OpenShift Container Platform Secret
FT7Vx0 MADBE,

®

GitHub Enterprise D% & . example.com REDA Y RAY VYV ADKRA NG &EIGET 2MENHY X
¥, ZDfEIL /setup/settings 7 7 1 JLIZ#H % GitHub Enterprise hostname fEIC—H T 2 HEH
HY, R—rEBSEEDDIEIFTITEEA, TDEIBREINRVIGE. teams /=13
organizations DWINMNAERZINZIMENHY £, GitHub DIFHEIE. TDINTAXA—4H—%
ABRLET,

o

Q H#DO—ETT, hostname 7 1 —JL RAREINTWARWLA, X7 (X mappingMethod A
lookup IZERE I N TLW3I5E 1L organizations 72(% teams 7 1 — /L RERRETZ2HENHY X
T, Ihidteams 71 —IL REHEAEDLETHERATSZILETETEE A,

@ F—LD—ETT, hostname 7 1 —JL RAREINTWARWLA, F7 (L mappingMethod A

lookup ICERE I N T W3 I5E L teams F /- Id organizations 7 1 —)L ROWT D ERET % i
ENHY 9, Nl organizations 7 1 —IL NEFRABDLETERT I EIETE EEA,

Pz

organizations F 7|3 teams NMEEIN TV BIFA, VPR EE—EBOWVWTIH DHERE
DAVIN—=TH3 GitHub 21— —DHAHI AT AV TEET, ZOHEBA clientID TEX
EI N7 GitHub OAuth 7 ) r—> a v &AL TWRWES, EBOMmEEIEID
AT aVEFRTZEOICY—RR—=F 1 —DT7 V2R 55T 2HEL’HY FT,
CHISEBOEEBEENMED GitHub O 7' 4 VBFIC, F /2 GitHub DFEBERE TEITT
R

BIER R

o IRTDTZATUTATA—TANAYT—IIHBTZNNSA—Y—DFEMIZ. 71 TVT4
T4 — 70O, F—D/NF A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

767.T7ATVTATA4—TANAYT—DI SAIT—~DEM

JSAH9—DAVAN=IEIC, PFATVTATA—TANA Y —%BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%;‘%’?T % 6 ct ’) ‘: L/ i'ﬁ'o

([} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTFATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEELLTAVAYLTWIRELNHYET,

=2

I $ oc apply -f </path/to/CR>
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FIETFATVTA4T4—TANA 5 —DHRE

Pz
CROFEELARWEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ DIiF&IE. CDELE%
BRELTIEEDY X EA,

2. QAuth —R— 5 h—J VZBBLET,
kubeadmin 21 —H#—HHIBRINTWBRY, oclogin AT Kk, h—JVEEBTES
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web VY —=IUDSEIZDR=IVIZT I AT SICIE. (?) Help » Command Line Tools -
Copy Login CommandiC#$&1 L £ 7.

3.WAETB =V VEELT, V53R4—-ICAJ1VLET,

I $ oc login --token=<token>

R

CDTATYVTATA4—TANA T —F, 1 —HF—ZENRRT—RAEFRELTAO
TJAVETBEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —F—Ea2RTLET,

I $ oc whoami

77.GITLAB7A TV T4 74 —7ONA Y —DERE
GitLab.com 7zl ZDM®d Gitlab 4 Y X4 VY X% ID 7ONA ¥F—& L TEHEA L T, gitlabID 7O
19—%8ELET,
7.7.1. OpenShift Container Platform O 71 7> 714 74 —7O/NNA4 ¥ —IZDWT
T 7 4 hTlE, kubeadmin 21 —H'—DHIN IV SR —ILEELET, PTATVT14T4—70ONA
F—5IBET DI, FATYTa4T14—7ANAF—%Ldh L. ThEVSZAS—IEBMTEHRY
L)Y —REERT BDRENDHY FT,

pa !

I v 8LV % %= ED OpenShift Container Platform 2 —H'—&3HR— b I FH
Ao

7.7.2. GltLab nlu\n.l.—t ‘\_ W T

GitLab BREIZERET B &IL > T, 2 —H—I(F GitLab FREEIE#HR % F A L T OpenShift Container
Platform icOJ 4 Y TE XY,

GitLab/X—2 32 77006 1.0 2FAT 3561, OAuth#ia 2B L CERL 9, GitLab /3—
v T EDISZE L. OAuth TlE% < OpenlD Connect (OIDC) 2R L TEfK L £,

773.—7 L v bDERK
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714 TYT 4T 14— 7 0O/N1 ¥ —I4 openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERLT, 9547 =0 Ly b 2547 NEBAES L UF—% TN
ICHAAH T T,

¥

o UTDIAY Y REFEALT, XFN%EEL Secret A 727 MEERLET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

ek
Flld. UFOYAML Z@RALTY—J Ly M 2ERTEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o LTOAT VY REZEFTLT, SMBAZE 7 7ML R EDT 7M1 IDODHRE%EEZL Secret 7 72V b
EEHETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4.58FEX v TOIERK
TATYT 4T 4—7T0O/N1 ¥ —I%. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV FILEZNICEHARAAET, chbld, EILTFATY
TATA—7ONA Y —THERIIAENY ML EHEFADDIERINE T,

SV =
Z DOF|EIE. GitHub Enterprise ICOHHETT,

FIR

o LTFToavy KuEAL T, RIEFEMNEF£1 5 OpenShift Container Platform ConfigMap 7 7'
VI MNEEHELE Y., FRIFIL ConfigMap £ 72 =7 hD ca.crt ¥ —ICRETZHELDH
YExET,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.7.5. GitLab CR D> 7))L

LFDARY L)V —R (CR) I&. Gitlab 714 7

»

VTATA—TANRA T —DINT A =9 —B LA

INhBEZRLET,

GitLab CR

@ ® 6 o O 9

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https://gitlab.com 9

ca:
name: ca-config-map

ZDTANA I —ZlE GitLab B F1—H— ID ICEEFHE LTHMIN, PA4ATYT14T74—4%
PERINZET, Chidd—IL/Ny Y URL ERT 27=DICEFERINE T,

IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
L E9,

BEEHD GitLab OAuth 7 77— 3> D954 7Y MIDTY, 77V r—vay
I&. https://oauth-openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-
provider-name> D J1—J)L/Xv 7 URL #FA L CRET Z2HELHY £,

GitLab THEITINZ IS4 T7 >V ho—U L v MHEE NS OpenShift Container Platform Secret
FT7Vx0 MADBE,

GitLab A1 ¥ —®DHRE R b URL TY., Z Nl https:/gitlab.com/ . F7zlEfthd GitLab DB
SHRARM YRIVZ2OVWTRMNMIARY £T,

A7 a3V BEEHD URL DY —/N\—FIEAE AR T 27-DICERAT S PEM Iy O— K3 hic
FMEFR/N Y RILAE ST OnenShift Cantainer Platform ConfiaMan 4 7 7 kANSHE.
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BIER R

¢ TRTDTFATUYTATA—TANA T —|ICHBTBNSA—H—DFMIE. 71T VT4
T4 —70O/NA 5 —=D/NT5 A —%— (mappingMethod 72 &) ICDW TSR L TLEI W,

776.TATVTATA4—TANAYT—DISAI—~DEM

JSRAH9—DAVAN=IEIC, PATVTATA—TANA Y —BFDISAY—IEBML, 21—
ﬂs_o)nlb DIE%%IT—C % 6 ct 5 ‘: L/ i'ﬁ'o

FIE =S5
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.
o BEEMEXLTAOJAYLTVWERENHY X,
FIg
L ERINALCREZEALET,

I $ oc apply -f </path/to/CR>

-

Pz
CRHOFEELARWGEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources

created by either oc create --save-config or oc applyZ D& 1E. T DEE
BRELTIEEDY X EA,

2. PATUYTATA—7TOANA Y —D1—H—¢ LTI RY—icas4 L., 7OV 7 Y
IR RAT7—REAALET,

I $ oc login -u <username>
3 A—H¥—PMEBICOJTAVINTVWE I EAHERL, 21— F—RERRLET,

I $ oc whoami

7.8.GOOGLE 71 TV T4 T4 —7TANA Y —DEE

Google OpenlID Connect #i& % L T google ID 7O/N1 ¥ —%&EL £ T,

7.8.1. OpenShift Container Platform D74 7> 74 74 —7ANA 4 —IZDWT

77 #J)U N Tl kubeadmin 21— —DHN IS RY—ICEFEELET, PATYT14T714—70O/1A
F—HIBET DI, FATYTa4T14—7ANAF—%LdhL. ThEVSZAS—IEBMTEHRY
L)Y —REERT DRENDHY FT,
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BIBETAT VT4 T4 —TOANRM 5 —D%
pa 3]
I v BEU % %= EL OpenShift Container Platform 1 —#—Z 3B R— M I FH
Ao

7.8.2. Google FREEICDWT

Google 574 TV T4 T4 —7TONAF—E LTHERAT S5 & T, Google I—H—(EH—/"— TR L
THRIAINZE T, hostedDomain ZEBMEEFAL T, HEDERAN KA VDAV IN—IIRIAERE
TEHIENTEET,

R

Google 57 AT VT4 T14—7ANAF—E LTHERT BIC
I&. <namespace_route>/oauth/token/request ZfF L T r—2 v ZE4EL. I< VK
FAVY—ITHERATIVENHY T,

7.83. =7 L v bDYERK
714 T VT 4T 14— 70O/ ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret 7 7z N&ERELT., 7547V =00y b, 9547V NIBREBLUVF—%2
ICHAAHFT T,
¥

o LITDIY Y NEFRALT, XFEET Secret 7 72V MEERRLE T,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B b
FzlE, LTFTOYAML # @R LTY—2Ly NEERTEET,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o UTDIYYRAERETLT, fBHAE IV 7ML RED T 7AILDORETE S Secret 7 7 =V b
HEETEEY,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4.Google CRDY > )L

UTDHARY LYY —R(CR) X, Google PAT VYT AT 4—TANAT—DINS A= —5LVHT
IN2EEZRLET,

Fit
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Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6
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IOTANA T —DTA TV T4 T14—E UserF 72y MBI Y EY DI IN D AE%R
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BEREHD Google 7OV TV h DU ZA4T7Y MNIDTY, 7OV ¥ ME, https:/oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-name> @ ')
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I $ oc apply -f </path/to/CR>

R

CRHOIFEELAWGEE. ocapply I CRZEK L. ISICUTOESEE MY
H—9 2aeEEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& 1E. T DEE
EBELTEEEDY A,

2. OAuth == k= VERR/LET,
kubeadmin 1 —H—AHIRINTWBRY., oclogin A¥ Y Nk, h—JVZEFTE3
Web R=JICT I ERTBHEICOVTDIRRZRHILE T,

Web VY —=IUDSIZDR=VIIT I AT ST (?) Help » Command Line Tools -
Copy Login CommandIiC$&1L £ 7.

AT B =V U EELT, VFRY—ICATA VY LEY,

I $ oc login --token=<token>
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CDTATVTAT4—7TANA T —lF, 21— —ZERXRAT—RAEFRELTAO
TJAVETBZEEYR—NLEHA,

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —HF—Ea2RTLET,

I $ oc whoami
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TUTATA—TANA T —EHETEELIICERELE T,
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F 7 #JL M TlE. kubeadmin 21— —DHN I SRY—ICFHELEFT, PATVYT14T4—7ANA
F—%HBETDICIE. PTATYTAT14—7TONAF—%EBRL., IhEISRI—ITEMTBHRS
L)Y —REERT BDRENDHY FT,
Pz
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TATYT 4T 14 —70O/N1 ¥ —IZ openshift-config namespace T OpenShift Container Platform
Secret # 7V NAEFERALT, 95478 —0 Ly b 2547 NEBAES LU F—% TN
ICHAAHFT T,

¥

o UTDIOAY Y REFALT, XFN%EEL Secret A 727 AR LET,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B>k
Flld. UTFOYAML Z@RALTY—J Ly M2 TEEY,

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o LTOAT Y REZEFTLT, SMBAZE 7 7ML RBREDT 7M1 IDHRE%EEZL Secret 7 72V b
EEETEET,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.93.%ET Y TOIEM
TATYT 4T 4—7T0O/N1 ¥ —IL. openshift-config namespace T OpenShift Container Platform

ConfigMap # 7> 7 AR L. RNV NILEZNICEHARAAE T, chblid, EILTFATY
FTATA—TANA Y —THELIFAENY RILEEMADTOICERINE T,

| P2
- ZDFI|EIX. GitHub Enterprise ICDHMHETT,
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o UTnIav Yy RAEFEAL T, REAB/HME FN B OpenShift Container Platform ConfigMap 7 7'
VIV MNEEHELE T, RIFIL ConfigMap # 72 =7 hD ca.crt F—ICRETIHELDH
YEd,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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FIETFATVT14T4—TaAnN415—b

BV b
Fold. UTOYAML ##ALTCHREYY 75 ERTEET,

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.4. OpenlD Connect CR DH > 7))L

UTFDHRY LYY —2R (CR) &, OpenlD Connect 7A FVF 4 74 —FONA F—D/X5 % — 4 —
BLUVHAINZEERLET,

ARG LFEERE/NY RJL, BIIOEHHE. EBIMORAER/INT A —4F—, F/ld userinfo URL ZI8E T
ZENHDIHE. T2 OpenlD Connect CREZFERHL X9,

EH D OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
issuer: https://www.idp-issuer.com G
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9547 bo—20 Ly N%EEE OpenShift Container Platform Secret + 7Y = 7 hADEIR,

TATYT4T4—E LTHERTZEROD—ETY, ZTRVRHAOEXRNMERAINE T, 1D
FOERDNMBEICRYET, " BERTIINZEROVWTNICEELARWE, BREHFRBLET, &
EZE, ThiE, 2 ——DF7M4 7714714 —& LT, BEINS id_token D sub EXRDE%fE
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OpenID t#kICFEEMI NS FITE D, VTV —FWE 75T AY MAVER—F2 MO hitps
AT IBRENHY T,

5247 OpenlD Connect CR

apiVersion: config.openshift.io/v1

kind: OAuth
metadata:

name: cluster
spec:

oO00® 9

74

identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca: @)
name: ca-config-map
extraScopes:
- emalil
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username

- nickname
- given_name
- name
email: G
- custom_email_claim
- emalil
issuer: https://www.idp-issuer.com
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(1} =355
® OpenShift Container Platform 7 5 24 —%{E L £ 7,
o FAFYTATA—TANAT—DHRY LYY —2R (CR) VR LET.

o EEELLTOJAVLTWVWEBHMENHYXT,
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I $ oc apply -f </path/to/CR>

-

R

CRHOFEELAWEE. ocapply [ CRZEK L. ISICUTOESEE MY
H—9 2aeEMEA H Y £ 9, Warning: oc apply should be used on resources
created by either oc create --save-config or oc applyZ D& E. TDESE
BRELTIEEDY XA,

2. QAuth —IR— L h—J VZRBLET,
kubeadmin 21 —H#—HHIBRINTWBRY, oclogin AT Kk, h—JVEEBTES
Web R=JICT I ERT B HEICOVTDIRRZRHLE T,

Web AV Y —ILNDZDR=IIZT I ERT BITIE, (?) Help » Command Line Tools -
Copy Login CommandiC#&1 L £ 9
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I $ oc login --token=<token>
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OpenlD Connect 74 T 7 4 7 4 — 7 0/34 4 —H* Resource Owner Password
Credentials (ROPC) Grant 7O—% % /R— K9 2HBEH, 1 —HF—HKE&/XRT—FRK
EHEALTCOVAVTBIENTEFRT, 7A4TYTAT4—TANS(5—D
ROPC Grant 7O—%BMICT 2FIRERITT2MENHBHENHY T,

OIDC 74 TV T 4 T4 —F0O/\4 ¥ —% OpenShift Container Platform TF&E
L7, LFOOYY REFALTRYA VY TEEY, JOFEe. 21— —4
ERRT—ROAANKRHZ OV TIHBHINFET,

$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>

4, A—H—HAEBICOTAVINTWEIEEHRAL, 1 —F—Ea2RTLET,

I $ oc whoami

7.9.6.Web VY —ILBEFRALEZTATYTA4T4—7TONA 5 —DERE
TV

CLITIEFRL Web AV Y —ILAEFERBLTT7ATYT14T74—70ON4 45— (DP) #5%EL X7,
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o VISR —EBEEFELLTWeb VY —ILICATA Y LTWERENDHY T,
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1. Administration - Cluster Settings I[CB81L £,
2. Configuration ¥ 7T, OAuthz7 ) v  LET,
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8.1. RBAC O#E

Role-based Access Control (RBAC: O—J)LR—AF7 7 RAFE) 7V o bME, 12— —270Vx
P RNATRHAEDT I aVERTTEZIENHFTINEINEINERELET,

ZhICEY., TSy RN T7 A —LBEBERISRI—O—IULELUNNI VT4V J%FHERLT,
OpenShift Container Platform 75 v R 7 # —LBARB L VTRTO O I hADEREDT /R
LN EH2DA—F—%ZH#ETEEY,
MARERO—ANO—NLENRM VTV TEFERLT, 7OV M7V ERATE S 1—H— %l
TEXF9, B, BEAEIFELDIPNOFETHZ I EIEFRELTLEIY, BIDOFIEIX. 7o a3
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2DODLRIVORBAC A—=ILEBEELUNA VT4 VDRI EFIELET,
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EEEIC, V2RI —O—ILDONA VT4 78L00—ALa—ILONA VT4 v ITNMERINE
I, UTFICHERLET,

1. 9529 —2FKDallow JL—ILHBAF v IINZET,
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3T 74N IMTEELET,
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BE

TI7AINMDISRI—O—IEFHTERIT DI EIFHREINFEA, TOLIARY
AT LAO=IANDER|E, VSRY—DEBICHEELRLKRBZELHY £,

FTIAINEDIS B

A4y —0O—J

admin IOV M Rx—Vv—, O—HINA VT4 VI THERINSHE,. admin (i
T, 7Oz MRDITRTODY Y —RERRL., 73— LUADY Y —IRADTAR
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cluster-admin ITRTOTAV IV M TIRTODT IV aVHERITTCEDLR—/N—21—%—T7,
O—AINA VT4 JTA—F—IINA VY RINBIGFE, 74—9ICH0TDRER
HESLOTOY I NROTARTOY Y —RIINTBEITRTOTHIaVEEFTT

TFET,
cluster-status BRI SR —DRAT—Y AEREZPSTES1—F—TY,
cluster-reader BEAEDF TV MBS FELIIRRTESDD, BETIALI—H—,
edit 7OV RDEEAEDTOV IV M EEETESN, A—LEFLEINA( VT4V

JERRLEY, BEERELAYTIHELAFAVW1—Y—TT,
self-provisioner MBEO7OY Y MEEKTE21—%—TY,

view ETETIARVWEDOD, 7OVIVMNTCIEEAEDA TV NAERTEZ I —Y—
TY, ThHEO-NLFLERINA VYTV TaRRLEZY, BEELZYTEEHA,

A—AMNA VT4V TEIZRI=NA VT AV TITDVWTDEWVICERELTLEIW, O—ALD
A=)/ VT 1T %FERLTcluster-admin O—J)LE1—H— I/~ KT BIH5E, D1 —H—
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78



£8&= RBACDFAICL BZNRN—I v avDEZEB LUER

DA—HF—IINA VYV RTBE ZOTAOVIY MIOABRMBRRA—/IN—BEBEDOERI N ZTOI—H—IC
MfE5EINhEzET, TO1——IFI5RY—0O0—)badmin D/X—3I v > a3V aF351FH. L— MR
EIRET HHEERED, TOTOVII MIDVWTOWK DHDEBIMN—I v avaFEEd, 0D
NAVTAVTE, V5RI—BEBEIINA VY RENDIVSRY—DA=IN1 VT 1V T E—EBXRR
LABEWWeb OV Y —I)LUI ZFED ERHYICK K RY FT, 272 L. INiL, cluster-admin Z0—7
JWICNRA Y RTBEODIFERTZO—AILOO—INA VT4 v a—8BRRLET,

PSR —0O—=)b, VSR —O—=ILDNNA VT4 >J, A—ALA—=ILDNNL VT4V, 1—
H—, TI—TBLVOY—ERT7AY Y FOBRIZUTICHBINTWET,

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
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Rule Rule
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Service Y—ERT7HAD YV MNE, ATV NOF TV MADIREINLZT IV EATHE

accounts BIICHEBEL £ 9,

9525 —EREFTOV LY PEFRTE, JOV Y FOBBEERELI—F—I132=5 4 —0
EBROAVNA—CRETEET. V525 —ERER, BEEMRAOTOVI I M EERTEIES
HATEET,

HRESLIVOBEHZIL. CLIFAEWeb AV Y —ILAFERALTIAY T NEDWEFELETTEF
-a_o
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83.774/)N7TOTVIY K

OpenShift Container Platform ICIZT 7 # )L DT OY =V M HZEEF M. openshift- TIHEE % 70O
VI MIA—HF—ICE>THREEBEIIRYET, ThonFOY Y ME, Pod &ELTRITINEY
RY—AVR—RVINBIVMDA VT SANZ IV Fv+—aAVR—RY FERAMLZET, Critical Pod
7/ T—av ERFDINSO namespace TEMR I NS Pod (& Critical (BEE) & AR I . kubelet
ICEBZAPMRIEINE T, TN 5D namespace DY RAY—OAVR—F Y NBITER I N7z Pod I
l&. 9 TIZ Critical DY — 7T IF 5N TVWE T,

pa 3]

7 7 #JU k namespace (default. kube-system. kube-public. openshift-

node. openshift-infra, openshift) DL FNMMTIERR I 1u7z Pod I SCC &Y H T
ZEIETEEFHA. TN 5D namespace | Pod F/2ldY—ERARTT 57DICER
THIEWETEE A,

84. 7V 7R/ —O—IELUNS VT 1V JTDRR

ocCLI T ocdescribe ¥ Y RAEFHLT, V75 R9—O—IELUONRNA VT4V ITBERRTEE
EP

IE=S 0
® ocCLIZAYRAK—=ILLZET,
¢ USRHA—O—LBLIUNA VT4V TaRFTTENR—IvoavaRBLET,
VTR —2FTNA Y REIN cluster-admin D77 4L DYV SRS —O— )L &aFDOD1—H—

. VSR —O—IBLUNA VT A VITDRTEZED, IRTDYY—RATDIRTDTI 3y
ZRITTEEY,

FIR

L 7229 —0O0—-IBLVENLDOEEMTONTI—ILEY FERTTBICIF. LTFZ2RTL
i’a—o

I $ oc describe clusterrole.rbac

H A B

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection

get list patch update watch get list watch create delete deletecollection patch update]
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buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
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deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete

deletecollection patch update get list watch]
daemonsets.extensions [ i [create delete
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deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]

subjectaccessreviews 1 [ [create]

subjectrulesreviews [ 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate i [ [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io i [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
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builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 1 [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]

resourcequotausages 1 [ [get list watch]

rolebindingrestrictions 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]

deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]

controllerrevisions.apps 1 1 [get list watch]

rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]

builds.build.openshift.io/log 1 1 [get list watch]

imagestreams.image.openshift.io/status 1 1 [get list watch]

appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]

imagestreams/layers 1 1 [get update get]

imagestreams.image.openshift.io/layers 1 1 [get update get]

builds/details 1 1 [update]

builds.build.openshift.io/details [ i [update]
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Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. BEOO—ILICINA Y RENA——BLPTIV—T%RT. VS5RA9—0O—IL/N( YV
TAVIDREDEY NERRFTBICIK. ULTFEEITLET,

I $ oc describe clusterrolebinding.rbac

B
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
Labels: <none>
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Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace
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ServiceAccount default openshift-machine-api

85.O0—AHIDO—IL/N\ VT4V ITDERE

ocCLI Cocdescribe A RAMHALT, O—AHNO—ILBLUONA VT4 VT AERRTEZET,

AIRE 4
e ocCLIZAYVAMN—ILZET,
o N—ANO—ILBLIUONSA VT4 VT AERRTEIN—IvIaveEREBLET,

o USRI —2TNA Y REINni cluster-admin DF 74 I)IL hDY SR —O—I)LEED
A—H— (I, O—AHLA—ILELUONNS VT AV ITDRREEDL, IRTDYY—ATD
TARTCDFPHIIavVEEFTTEET,

o O—AIICNRA Y REINFadminDT 74 MDY SR —O—IILEaFEO>1—H—IF. %
oAz hoO—ILEBLUNS VTV IERRL, BETEET,

FIR

L BEOZOV Y MOKZREOO—ILIINA Y REhAA—H—BLVPTIN—T%2Rd., O—5
LOO—ILINA VT4V TDREDEY NERRTBICIE, UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avzs boO—Ala—IbINNA VT4 VT ERRTBICIEK, -n 7555072 RICE
mLEd,

I $ oc describe rolebinding.rbac -n joe-project

H A B

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers

Labels: <none>

Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...

Role:
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Kind: ClusterRole

Name: system:deployer
Subjects:

Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

86.O0—I)ILD1—H—A~ADEM

ocadmBEE CLIAFALTCO—ILBLUONS VT4 VI a2EHBTEET,
A—)LEI—HY—F/ETI—TIINA VY RTEH, FLFEBMTEIEICLY, Z20oAO—)LICL>T
HEINZTIEANZOI—H—FLETIL—FIF5ENnET, ocadm policy I~¥ > RAEFEAL
T, O—ILD2—HY—BLCTIV—T~ADEM. FF1—F—BLCTIL—TH508IBREITIZE

FIAILMNDISRAY—O—ILDITARTAR, 7OV NROO—AILI—HF—FETIL—TIT/ 4

FIE
L O—lEaEEE7ovzy b2 —H—(IBMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>
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feEzlE, UTFERTLTadmin O—)L% joe 7OY 7 b®D alice I —H—ITEBMTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe

ek
FolEk, UFOYAML # @B L Ca—¥—IICO—I)ILEZEBMTEZEYd,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

S EBATO—Aa—NS VT4 v T EERL. BMORBREZHRELET,
I $ oc describe rolebinding.rbac -n <project>

fcEzIE joe 7OV hOO—ANAO—INNA VT4V TERRT BICIE. ULTFEETL
9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
Subjects:
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Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice . —*'—#' admins RoleBinding |Z8MI N TWE T,

8.7.0—A/)O—ILDERK
Jovz/ boo—AaO—ILEERL, IhEI—HY—IINA 2V RKTEET,
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oYz boO—AlO—ILEEHRT BICIE. UTFOIYY FERTLET,
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
ZOARY FTUTZHELE Y,

® <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAYT2EFHADIVYXRYPYD—ETT,

e <resource> O—JLAERAINZ Y)Y —RXTY,

® <project>(7O0Y Y bf)

TcEZIE, 22— —N'blue 7OV TV FhTPod 2BETE3LDICTH0—HO—ILAE
BT 2. UFoavy REETLET,

I $ oc create role podview --verb=get --resource=pod -n blue
FHRO—IWEI—HF—IINA Y RTBICIE. LTFTOOTY REETLET,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

88. 75224 —0O—ILDVERK
PSR —O—ILAERTIXET,

FIR

1.

8.9.

VSR —O—ILEFERT BICIE. UTOaAY Y REERITLET,
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ZDARY RTUTZHELE Y,

e <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAYT2EFHADIVYXYPYD—ETT,

e <resource> O—JLAERAINZ Y)Y —ZXTY,

frEZlE, A ——HDPod 2BETIBLIICT BV S5R9—O—ILEERT BIC1E. LUTO
AV REZETLEY,

I $ oc create clusterrole podviewonly --verb=get --resource=pod

AO—A)LA—INA VT4 DA<V R

UTo#REAFAL, O—ALDOO—ILNNA VT4V TTOI—Y—FE /I —TORBEMIT LN
O—J)LEEETBERIC, AV MI-NnT7STTEETEET, ThANEEINTLARWEEIC
iF. WEO7OS ) MFEARAINZET,
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O—AJL RBAC BEEICUUTOIOYY REFHTEZEY,

x81O—AhoO—ILnNA VT4 TE8E

avwv ek Bl

$ oc adm policy who-can <verb> <resource> DY =/ LTT7I>avaEEFTTERZ1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> BEINAO—ILEZREOTOY Y NDIEEL—

<username> P—IINAI Y RLET,

$ oc adm policy remove-role-from-user REOCTOY 7 hOBELI—Y—DLIEBEINE

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOY ) MOEEELI—Y—EZThoDO—
IWDFTRTEHIRLET,

$ oc adm policy add-role-to-group <role> BEINAZO—LEREOIOY Y NOEBES

<groupname> W—FITRA VY RLET,

$ oc adm policy remove-role-from-group REDCTOYV Y NOIBEITIV—THLIEEINE

<role> <groupname> O—ILZHIFRL £7,

$ oc adm policy remove-group <groupname> REDC OV Y MOEEI/IL—TE&ZThsoO—
IWDTRTEHIRLEFT,

810. 7S A4 —DAO—IINAVFq4vFa<v R

UTOREEFERLT, 75R9—0O—IN\A VT4V TEBEEBTEEY, 7529 —0O—)b/NA
VT4V JlE namespace ZFERALTWAWY Y =25 FHT 2570, -n 737 EIn5DREICER
IhFtHA.

XR82IVSARY—OO—INA VT 1V TRE

avw vk Bl

$ oc adm policy add-cluster-role-to-user BEINAO—ILEISRI—DITRTOTOD T
<role> <username> P hOEBEI—HY—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—ILEISRI—DITRTOTOD T
user <role> <username> I NDEBELI—YF—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group EEINAO—ILEISRY—DITRTOTOD T
<role> <groupname> JRNDEBEITIV—TITNRA Y RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IEISRI—DITRTOTOD T
group <role> <groupname> I NDIBETIV—THSHEIRLET,
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81. 7 5 X5 —EEEDEMK

cluster-admin B—JLiZ, 75245 —Y YV —XADEEME, OpenShift Container Platform 7 5 X% —
TOEBELANIVDY R ZRTITBLODICHETT,

AR
o JSRAHN—EBEBEL LTEETDII—HF—%FERLTWVWSEI &,

FIR
o 1—H—%JSRY—BEELLTERELIT,

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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%9Z KUBEADMIN 1 —#'—DHIkR

9.1. KUBEADMIN 21—+ —

OpenShift Container Platform i&, 41 Y2 k=L 7O ADTET#ICY 5 29 —EEE kubeadmin %
ERLZE T,

ZD1—H—ITIE, cluster-admin O—J/LABEMICERIN, CO1—H—EI5XH—Droot 1—
P& LTHEINET, NRAT— RIEBEIICER I . OpenShift Container Platform IRIEICXS L T
—ET9. I VAM=IDRTEIC, RRAT—REA VA= TOTVSLOHATREINET, M
TICHlERLET,

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. KUBEADMIN 1 —H'—DHIf&

TATFVTAT4—7TANA Y —%EFEEHL. FB cluster-admin T —H— &R L-BIC, V5 RY—
DEXF1) T4 —%8ET 35T kubeadmin ZHIRTE E T,

Digk

==
[=]

B D 31— —7" cluster-admin I 2 RIIC Z DFIEZETTT 355, OpenShift

Container Platform [ZBA VA M—ILINBZHELXHY ET, COOIY RKEPY
ETZEIIETEEEA,

AR
o 1DUEDTATUTATA—TANA T —5BRELTELKBEIFHYET,
e cluster-admin O— /L&A 21— —(CEBMLTE L DBELHY T,
o TWELLTOVAYLTWBABMRENHY FT,

FIE

e kubeadmin >—72 L v FEHIBRLET,

I $ oc delete secrets kubeadmin -n kube-system
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BIOEY—ERT7HTY POBIES L TYER
FIOEHY—ERT7HY Y NOBES L OERK

101 HY—ERXR7HT Y NOBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container
Platform 7ho Y kT3, Y—ER7 AU MNIZ 7OV I MIBEETDZAPIZ TV Y T,
H—EXRT7HhO >V ME, BELI—Y—0ORMEREHEEBETICAPI 7V 2R EHIET 2R AL FEER

#®LEY,

OpenShift Container Platform CLI £7l& Web AV Y —I)L =BT 3354, APl b—2 VIX APIICHT
leDIE% \I\i-g_o ]/Zk 7‘/ I\%ﬂ_ tZ) jj'j/ I“»—F*ﬁﬁ{t”j ﬁ%l_ﬁ_wu:uuﬁl‘i$&%ﬁﬁﬁ

BFICENODNAPIICT IV ERATESLDICLET, L&A Y—EXT7AD Y MILY, LUTFAH

A UEE R

o LY —r 30y bO—5—bPod BERT 2H. TLITHIRT B72HIC APIEVH L %
2179 35,

o IAVFFT—ADT7T)r—2a v REBEMNTAPIRUE LEETY %,

o A7 TV r—2avhAEZY—FLIFREENTAPIHUH L E2ETT 5,
BY—EXRT7HD Y bOI—F—FZIF, TOTOP I FBLVERIDSRELET,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—TDAVIN—TEHY F T,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BH—ERDT7HIY MIE 220 —2 Ly MABENICEZTNE T,

e APl N—4 v

® OpenShift Container L ¥ X b Y —DEREEIER
E$WMINBAPIN—0VEL VAN —OFREBERIFHRUNICAZ ZEIEHY FHAD, >—V Ly
NEHIBRT D ETRYBTIENTEET, P—I Ly MBHIBRINBE E, FIEOY—2 Ly MDY E
BERIN, ThICESH#EDY £,
102. b—ERXRT7HT Y NDOERK

HY—ERT7HO N NETOV T NTEMRL., ThEO—ILICNA VY RTBIETNN—I vy avaft
EAGEE R

FIR
L A72av4—ERT7AV VN EREDOTOY I N THRERTZICIE. UTFEETLES,
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I $ oc get sa
B

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. Y —ERT7 AV N AREDO IO Y NTERT DICIE. UTFAETLET,
I $ ocC create sa <service_account_name> 0

Q MOTOYVI NTH—ERTHI Y Na{ERRT %ICIE. -n <project_name> Z157E L £
_a_o

H A B

I serviceaccount "robot" created

(D S
F/zld. LTOYAML # @R L TY—ER7HO Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. A7 aviy—ERTAO VI MNDY—Y Ly hERRLET,
I $ oc describe sa robot

H A B

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

103.0—I)LAEH—ERT7THD Y MIGE5T 54
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F10BH—EER7HhY Y FOBES L UCYERK

A=)zt —EXT7ADY MIRNETZHEER. O—LZBE1I—Y—T7hHO Y MINS5TEHEER

DT“’a—O

e WEDTOV IV MDY —ERTHI YV NEEETEEY, /z& zldE. view O—JL % top-

secret 7O TV hDrobotH—ERT7HDT Y MIBMT 3ICE. UTEEFTLET,

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

)

Fld. LTFOYAML @A L TA—J)LZEBMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

TOEREIOVII MOBEDY—ER7HAT Y MIAETZIEETEET, L&A
H—ERXRT7HI VMBS Z IOV MHS, 27575 FEH
L. <service account_name> #EEL 7,

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

EINEY—ERT7HI Y MOANETHIENTEET,

7OV MOBEDY—ERTHI Y MIT IR G5 Z2HENH S5
WKWk, 2727 %EALET, TDI7TV&ERTBIEILY,. 7OEADE

PAN
[
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Bk
Fcld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

e R namespace BT ZICIE, -nA T avEFHALT, UTOFILHB LI IC. #EHEE
DFAY Y bk namespace IELE T,

o fEZIE, ITRTOTOV IV POITRTOY—ERTHV > MH my-project 7O =¥
hD)Y—2%RRTEDLIICTBITIE. UTERTLET,

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

Bk
Flld. LTFOYAML @A L TA—JILZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o managers 7OV TV hDITRTDHY—ERTHD >V MH* my-project 7O o DY
V—RA%mETEDLDICTBITE. UTFZ2ERITLET,

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project
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7
Fld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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5511E USING SERVICE ACCOUNTS IN APPLICATIONS

NLY—ERXT7HT Y NOBE

H—EX7AV VML, AVR—FY M APIHICEET VA TE % & D ITY % OpenShift Container

Platform 7ho Y kT3, Y—ER7AO Y MNIZ OV I MIBEETDAPIZ TV Y RN TT,

H—EXRT7HD VM, BELI—HY—0ORMEREHEEBETICAPI 7V 2R &HIET 2R AL FEE=R

#®LEY,

OpenShift Container Platform CLI £7zld Web >V — VAR T 3546, APl h—2 VIX APLIZHT
leDIE% \I\i-g_o ]/Zk 7‘/ I\%ﬂ_ tZ) jj'j/ I“»—F*ﬁﬁ{t”j ﬁ%l_ﬁ_wu:uuﬁl‘i$&%ﬁﬁﬁ

BFICENODNAPIICT IV ERATESLDICLET, L&A Y—EXT7AD Y MILY, LUTFHAH

A UEE R

o L7 —arvaryhO—3—5"Pod ZERT 20 FLBHIRT 2HICAPIFUHL%Z
E1TY %,

o OVFF—ROT7TIVr—avhrREBMTAPIEVE LAEEITT 5,
L] %ﬁlg) 7°U/7 /3/75\:E 7 ifx_ti%)hEIEE’J—CAPID}UHjL%gﬂé{fﬁ-j—%

BY—EXRT7HD Y bOI—F—FZIF, TOTOP I FBLVERIDSRELET,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—TDAVIN—TEHY F T,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

BEH—EZRDT7HIY MIE. 220Y =0 Ly MIBBMICEENE T,

e AP h—2o Y

® OpenShift Container L ¥ X b Y —DEREEIER
ERMINDAPI =0V EL VRN —DOFRFEBRIFERINICAZ I & EHY FHAD., ¥—V Ly
NEHBIFRT 2 ETRYBTIENTEET, P—27L v MDBIRINZ E, FIROY—I LY MH'E
BERIN, ChICBEETH®EDY T,
N2.772xILbDODHY—ERXT7HT VK

OpenShift Container Platform 7 2 24 —Ill&. 7529 —EBADT 74 MDY —ERXTAHDV K
NEFh, E7OV I MDY —ERT7HT Y MIEBIMTERINE T,

N21L. 7274V MDY ZRY—F—EXTAD Vb

— DA VI ZARNZVFry—AV b O—F—d Y—ERT7AHV Y FREEHREFEA L TERITINZE
T LTFOH—ERT7 AV Y M, H—/"—DEEEFIC OpenShift Container Platform 1 Y 75X b5
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JFv—7O2 Y b (openshift-infra) ICERI N, V3R —2FTOUTOO—ILAFEINE
-g_o

Y—EX7HI Vb B

replication-controller  system:replication-controller O —JL2'&Y ZT 5N F T,

deployment- system:deployment-controller O—/LA'EY HTHNE T,
controller
build-controller system:build-controller O—/LAYEIY HTHNFET, X 5IC. build-

controller t—EZX7h DV MME, BHESZDEI K Pod #/ERT 27D
EHEEFa2) T —aVFTFRAMIBAHAEFNET,

N22. 5774 b07O 9 NY—ERT7HO Y MELTO—IL
3DDHY—ERT7AU Y MAE 7OV Y NTEEWICERINE T,

HY—ERF7HI Vb =%

builder EJ R Pod THEAINEY, IhillE system:image-builder O— L 2MF5 X
nEzd., ZOO—ILiE. WE Docker LY A MY —%FAHLTA A=Y %O
VIV MDAAXA=VZARN)—=LIZTYv2addIEEARBICLET,

deployer 7704 A2 b Pod TEAIN, system:deployer O—/L 53 hhEd,
oo—J)LiE, 7Oz bTcL T r—>aryary bO—5—% Pod #RR L7
Y, BELALYTDZEAAREICLET,

default MDY —ERTHD Y MHPEEINTULWARWERY, ZOMTRTO Pod LT
BDIFERAINET,

7OV bDITRTOY—ERTHV Y MIIE system:image-puller O— LA 5EINET, <D
A—Jbid, WEAYTF—AX—VLIPAN)—%2FALTAA—TJEA A=V AN —LDLTILT
BIEEAREICLET,

N3.H—ERXRT7HTY NOERK

HY—ERT7HO o NETO0 2 NTEMRL., ThEO—ILICNA VY RTBIETNN—I vy avaft
EYGEE R

FIE
L. A7 av:y—ER7HAO Y NERED IOV T N TRERTBICIE. UTEEFTLET,

I $ oc get sa
B

I NAME SECRETS AGE
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builder 2 2d
default 2 2d
deployer 2 2d

2. IR —ERT7 AV N AEREDO IOV NTERT DICIE. UTFAETFTLET,
I $ ocC create sa <service_account_name> 0

ﬂ MOTOYVI NTH—ERTHI Y N&{ERT %ICIE. -n <project_name> Z157E L £
—a—o

H A B

I serviceaccount "robot" created

BV
F/zld. LTOYAML # @R L THY—ER7HO Y NEERTEET,

apiVersion: vi
kind: ServiceAccount
metadata:
name: <service_account_name>
namespace: <current_project>
3.4V avi—ERT AUV RNDY—I Ly hERRLET,

I $ oc describe sa robot

H A B

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

N4 H—ERXT7HYU Y NDOERFIEROANE TOFEH

H—ERT7HI VRO M=k APHICR L CRIETZ2HREOHZABT ) r—>avilihmd s
ZENTEET,
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A X=I% IV BICIE. BRI D imagestreams/layers I3 T % get #ERRAS, T DEREEEHD
A—H—ICEYHETOENTWRRELNHY ET, A A—T%52 Ty a9 3I01E, RILFAOI—H—
IZ. E3RI N3 imagestreams/layers (CX 3 % update #ERDH 2 EBEHHY £,

TI7#INT, AV MNDIRTOY—ERTAY Y MIALTOY 2 NOFEDA A=V % T
VY BHER%E RS, builder Y —EXT7ATV Y MIRGRALTOY 2 NOFBRDA A=V &5 Tyvad
LHERZFLIT,

FIR
L Y—ERT7AI VMDD —=I 2V ERRLET,

I $ oc describe secret <secret_name>
UTFICHZRLET,

I $ oc describe secret robot-token-uzkbh -n top-secret

H A B

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3¢c970e4b7ffe

Type: kubernetes.io/service-account-token

Data

token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2 Bl bh—o v eERLTAYA Y LET,

I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...

H A B

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. —EXR7AVvrELTOTA Y LEEZEEZHEELE T,
I $ oc whoami

H A B

I system:serviceaccount:top-secret:robot
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BREY—ERT7HIYMNDOAUTH IS4 7 NELTODOER

121OAUTH 754 7Y hELTODHY—ERT7AD VK
Y—EXT7HTY ML OAuth 754 7Y hDFHIRRINAZT #—LTHERATEES, Y—EXT7HV YV
NEI—BOERI—HF—EFRADT IV LR EZFAT2RI—TDH Ty h&, ¥—ERTHIV A
KD namespace DO — )L R—RADIERDHEBERTETZET,

e user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!

Y—EXT7HU Y e OAuth 7 547 hE LTHRBY %5%4E:

e client_id |& system:serviceaccount:<service_account_namespaces:
<service_account_name> CT9Y,

e client_secret I3, Y—ERXT7HIVMDAPI h—0VDWITFNHIEIBETETE T, UTICH
ERLET,

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 7+ L P Z2BET 2ICE, Y—EXT7AT Y bD
serviceaccounts.openshift.io/oauth-want-challenges 7 / 57— 3 V% true ICEREL £ 7,

redirect_urild, Y—ERXT7HO Y NDT7 /57— aVIl—BI2EBELXHY XY,

1211.0AuUth 7547 hELTOY—ER7ZHYY RDODURIDY ALY b

7/ T—arvE—Ilid, LITD & D ICHEBEEE serviceaccounts.openshift.io/oauth-redirecturi. & 7=
I& serviceaccounts.openshift.io/oauth-redirectreference. S Fh 2 MELHY F T,

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—ATE, 7/ 7—2aVEEWRIVIAL I MUR ZEREET SLOICERATEE
¥, UTFICHZRLETS,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com"

FEROBID first LUV second RRA N7 4 v 2RI 2DV YA LY MURI 0BT 57=-0I1C
FRHINFT,

ISICEMARETIE, BNR)FI1L Y NURIOATRATIRIBEDHY FT, EAE IL—h
DFRTDingress B ENEARINDIBELNHZHELNEFRA, D5

&. serviceaccounts.openshift.io/oauth-redirectreference. #EBE % FH L -8l Y 1L 7 b
URI =TT X,

UFICHZERLET,
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY) T4 XINEISONT—IDEFNELH, ChEaifR7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

Z ZTlx. OAuthRedirectReference IZ& Y jenkins & WD) ZHIDIL— N 2SR TEEd, TDLDH,
ZTDIL—PMDFTRTD ingress IFBIME #72I N F ., OAuthRedirectReference DFEHA AR IZLAT
DEHICHRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": ..., @)
"name": ..., 9
O

"group":

kind ZZBINTWEF TV DYA TAHBSBLEY, BESTIE. route DHDHYR— K
INTWET,

name 34 7YV bOAFESRLEY, COF TV MIY—ERTAI Y NERAELD
namespace ICH DUENHY 7,

O ® o

group (A 7V MDITIN—TH2SRLET, L—bDITIL—TFREEOXFITH D7, Z
NEZHOEFICLET,

JT—2avidEbLnt, BEHLHEAADET. SRA TV M TRHINET—9%F —/—
1RTEFET, UFIEHZRLET,

7
5
"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
first RANT7 4 v R T7/T7—2avaBEMITZEDIERAINE T, jenkins JL— KM
https://example.com O Ingress »'% %3 &IC.  https://example.com/custompath (B & AR I 1
F 9. https://example.com (FEME A RINFHA, T—/N\—F4 RTET7—9 5 HWAMIIBET
272007 #—< v MEIUTOL D ICRY X,
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547 3°4

AF—L "https//"

RKAKE "//website.com”

R—k "//:8000"

N "examplepath”
R

RANEDF—NR—=F4 REEETZE, SRINDZA TV FORAMET =4SN
BEX#ELY FTTHA ChIIEILVLEFETIEHY TEA,

EROBXOWThOEAEDES, UTDT74+—<7 Y Mo TEITTEXET,
<scheme:>//<hosthame><:port>/<path>

BLAT7Vx0 h2BBESRLT. ZFREZRALETEIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZHIDJL— N IC https://example.com @ Ingress H'd %3551
I%. https://example.com:8000 & https://example.com/custompath O AN ENE A BRINE T,

RERBFEZFHDIC. BNTENATY /T—YavzRAKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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FTRE2—T M=V
BREFEROI—T M=V

BLMN~—=VOROA—TICDWT

2OA—TRHEMN—=—VVEFERLT, X"—Ivoavo—8a2l01—Y—FExHY—EIXT7HI Y MC
FETEZT, LE2E 7OV NEEEIL Pod DIEMRIERAZETI2MENHEHLELNIEE
/\JO

A2d—HE P =I VI BEINDZI—H—%HBALETH., TORA—TFIL>THEDT I ¥ 3
VICHIBRINZ h—2 >V TY, cluster-admin O—J)LAF D1 —HF—DHHNRAI—TRHERN—0 VU EE
RCTXFT,

2a—7l&, b= D—EDAI—T% PolicyRules Dty MIZ#L TFMEINE T, RIZ. EX
DENLDIL =R LTIy FrIINET, BEXEMEIZ. BIMORARED/DIREDEREIC
BE2LD, 2a—TL—ILOVWTINMI—BLTWEIRELRHY T,

1311 1—%—2x3—7

A—H—0—7 T, BEINAEI—HF—ICDVWTDBEREMBTAIEICTA—HADEINE
T, TNOWEFA VT Y MR—RATH DD, IL—ILIZBEBNICERINET,

o user:full I—HF—DIRTD/IN—Iv >3 VIlLDAPI DRERFHAMY/EZRAAT I ER
ZEFR LE T,

e user:iinfo: BRIV TN — TR EDI—H—IIDWVWTDIBROFTANYERT7 IV ERAHFTLE
-a—o

e user:check-access: self-localsubjectaccessreviews & & U' self-subjectaccessreviews ~®
TORAEZHFALEFT, bk, BRA TV MOEOI—H—ELVITIN—TEETE
#HTY,

e user:list-projects: 1—F—HT7 I ELRATEZTOV TV Ne—EBRRTZ2LHDFHEHIY EA
TOEREHFALET,

13.1.2.0—J)LRa—7

A—J)LRAO—FIC& Y, namespace TT7 ALY —INBIBEO—IERLLANILDOT IR &2HE
5ZENTEET,

e role:<cluster-role name>:<namespace or * for all>: {57 X 117z namespace DHICH BV T R
# —0O—Jb (cluster-role) THEEINZIL—ILICZOA—T%FIPRL £,

R

FE N TIOERRDIRAL—MEBEEY, O—LIEY—2L v b,
A=A VT4V, BLVO—IREDYY —ANDT I CRA%ZHFATLET
M, ZORA—TREENRSD)Y —ZAADT IR EHIRTZ2DICEIEET,
Zhic&Y, FHLAWIZRAL—YavaEBSIENTEZT, edit2ED
O—J)LIEZRAL—FINZO—IILERRINBWVN ENLZWVWTTH, ¥—7
Ly NOT7 7R %=FO2A—ILDFEIEIITAAL—2avdrELCET,

e role:<cluster-role names:<namespace or * for all>:!: bang (/) 2525 & TIDAA—ST
TPIECADIZAAL—beHFTINFTTH. ThUNCIELEOF EBRICAY FT,

109



OpenShift Container Platform 4.9 S235F & & US2A]

FUAENA Y RINEY—ERT7HYO9 Y N N—0 Y DFEH

AWSIAM 2 ED I S RTONA F—DTF ATV T4 T4 —T7 I EZRAEE (AM) Y —ER & DHKEE
MIET BN Y RINEY—ERTHI Y N N—O U EFERATEET,

MBI NA Y RINTY—EXRT7AIO Y MMN=I2IZDWVWT

NAY RINEEY—ERT7AD VN N—VVEFERALT. MMEDY—ERXRT7AHTO VYN N—=0 2 D/N—

Ty avDEEEFRTEES., NSO —YVIEIRKRTHY ., BREDONNSA Y RAEAHYET, h
IC&Y, Y—ERXT7HTY RO IAM O—ILADEREEE Pod IZX D Y NI Nz —BFHY R EREEIBER D A K
NEZICRYET, R)a—L0OO—F7—3 & TokenRequest APl ZER L T/NM V KXt —
EXT7HAOVMNDMN—U VEERTEZEY,

142.R) 2a—L0—F7T—> a3 VaEFRLENAI Y RINEY—ERXTAD
VEANN—=UVDEE
RY1—LOEEEFRLTNAS Y RINEY—ERTPAY Y MO RN—2 YV EERT B LD ICPod &
BETEET,
AIRE 4

e cluster-admin O—J)LA&FEDI—H—E LTISRY—ICTIERATES,

o H—ERT7HI U NEERKLTWS, ZOFIETIE. Y—EXT7HT > ~D4AFID build-robot
ThHdDIEAFIIRELTUVWET,

FIR

L. A7Yav:Y—ERT7HO Y NORTEAZELET,
BE., CORTYTENA VY RINEN—O DTSRI —HNTOMEBAINDIBRICIINE
HYFEHA,

BF

H—ERT7HI Y NDORFTEEARILDEDICER LBES. UEIOHY—E R
ThHO Y NORITEIIEISIHEI 24 FBEEREINET,

VSR —HDTRTD Pod #FETHEHT S, /—RKoOo—Y v /B2
HERITITDZEICEY, TRTOFFEBICHFLLUNSSI Y RSOV EE
KIBLDICHBITEET, WINDHDDT7 V23V AEERTTBHEIIC,
Kubernetes APl t—/X—Pod D#FriL W) EY 3 Y —ERXT7H D v NRITE
DEBREEHICAO—LTIMNINZOEFEET,

a. cluster Authentication 7 7Y 7 hAfREL F 7,

I $ oc edit authentications cluster
b. spec.serviceAccountlssuer 7 1 —JL K%, BEBELQY—ERXTH VY MRITEDEICHKE
LEd,

spec:
I serviceAccountlssuer: https://test.default.svc ﬂ
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BUBNRA Y FINEY—ERT7AI Y M=V DEA

@ PEIURLTHIBENDHY. NV RIhie b= Y ORE[AR -2 Y OBL
ORIV EBIRNT ) v X —%ZRBTEET, T 74/ MNE
https://kubernetes.default.svc TY,

c. EEABEARATZI-OICT7 714 ILERELE T,
d. Kubernetes APl H—/X—Pod DF LW ES a3 A O—ILT7 IO RNINDETHEBET, ¢

RTD/)—KRPEFRVED a VICEFINDIETHOIDI DI HZEIHY EFT, LToav
VREERITLEY,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

Kubernetes API % —/X—® NodelnstallerProgressing AR &4 5B L. §TD ./ —
FOARFDIEY a3V THEI WA LET,. EMAERBICEITINSG S, ZOHAI
I& AlINodesAtLatestRevision &R RINE T,

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

‘D ZOBITIR, BFOYEY 3 VvESIZ12TY,

HAIKUTOL D@ Xy E—IUDNRRINDZIGFEIE. BFHIVETHTT, BosmL %
WKEERITLET,

e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

e. ATV av:/—RoO—) v I/BREERITTIN. V5 RI—RDTRTD Pod % FEf
TERHTZIEICLY., FREZBICHFLUOWAS Y RINE M=V AERT D LD ICHS
L/i-a—o

e N—Yvy/)—RKRBEEBEETLEY,

gk

H
[=]

VSR —THRILT—0O—RZRTLTWBRBEIE. /—K

DO—) VI/BEFEETTEIEIISEO LEEA, NI,
Y—EXDHMESIERITHREEL HDHTT, KbYIL, 2
SAY—HNDTRTD Pod xFEITHEEL X7,

J—REIEHICBRELET, RO/ —RN=BEFHT ZHIIC. /— KHAREIFEATRE
ICR2FETHLET, /—REBURSTY21—I)LTgEELTRLA Y., BitEl, 8L
Y= FBHEIIDODVWTIE., /—ROEELBRESE 25BLTLEIL,

¢ JSRI—ADITANTDPod ZFEHTHEHLX T,

m
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DIk

==
[=]

ZDAX Y KIE, §XTD namespace TEITINTWVWBITARTD

Pod # Y89 276, CHDIAXY RAETT 3 EH—E RN
LEd, oD Pod IFHIRRICESMNICEESHLE T,

UFoavy RE2ERITLET,

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2. RYa—LDEMAZFERLTNSA Y RENY—EXRT7AV Y MDD M=0 V 2ERAT2 LIS
Pod Z8%EL £ T,

a. L FOWNAE% ST pod-projected-sve-token.yaml 7 7 1 L &ER L £ 7,

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token 9
expirationSeconds: 7200 6
audience: vault

BEOY—ERT7HU Y bADSE,

N—OYVORBEEERZ T 7AILDITIY MRA Y MIRHT 2ER/SR,

-

7 avT, Y—ERTHI VNNV OEWMHRBREMEMTHRELT T, T
7 # )L ME 3600 # (185/) T, 600 (10 ) U EICT BZRELAHYET, =TV
DEMEABNZD 80% #BETWVWBIHEY., M—JVDERNL 24 BFEEZRBEL T
WBIEA. kubeletlid h—2>0O—7—>avoRTABEBLET,

O #7vavT PV VOBEINAERRERELEYS., b~V OBEMIR. B
BIOTAFY T4 54— b—0 Y OBIRKOBERE—BT B EARRL, —H
LAWEERN—7 V2ETT2HEN’HYEY. WRIZT 74 MTAPIH—/R—

12



BUBNRA Y FINEY—ERT7AI Y M=V DEA

DHANFICREINET,

b. Pod Z{ER L F¥7,
I $ oc create -f pod-projected-svc-token.yaml

kubelet I Pod ICKb > Th—2 Vv EEKRL, ®REFEL. M=V V%ERERRERT 71 IL/X
ATPodICRLCHIAAREICL., BHARICET S E M=V ZFHLET,

BNAYRINe =V Vv EFERTZT7 ) r—avid, A—F—YavlICh—o2 VDY
A—RZ0ETIZRENHY ET,

N—2o Y DOBREBENZD 80% EBETWVWBIBEY., N—IVDEMIS 24 ARBLT
WaEE., kubeletidbh—ovAaO0—5—>3 > LET,

BEfEIR
o /—RZEBICBEHTS

13


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/nodes/#nodes-nodes-rebooting-gracefully_nodes-nodes-rebooting
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55152 SSC (SECURITY CONTEXT CONSTRAINTS) OEHE

15.1. SCC (SECURITY CONTEXT CONSTRAINTS) ICDWT
RBAC )Y —ZAHP1—H—T7 U2 %HEHTZ2DERA UCAET. BEHIL SCC (Security Context
Constraints) 2L TPod D/NN—I v > aVZHETEERY, IhHD/NN—3I v 3 VITiE. Pod
NEITTEBZT772aVBLUVPudDT7IEATES )Y —ANEENZT T, SCCZHEAL T, Pod
-7‘;5“/7\7_‘L\LC§U)\1’L‘51’L%> TeHICBER Pod DETICET 2RGD—ELZEHRTHIENTEE
EIEE L SCC (Security Context Constraints) T, LT FIETEZ 9,

e Pod %' allowPrivilegedContainer 7 5 VDM W/eFHEN I OV T F—%2RITTE N EI D

e Pod %' allowPrivilegeEscalation 7 5 7 THII N TWBHE D N

o AVFTF—NERTEDHEE

o RAMTALIKNY—DRY) 2a—LE&LTOER

e V7 F—®SELinux3AYTFTF+A b

o OVTF+—Da1—H%—ID

o KRR MDD namespace &Ry T —U DEMA

e PodRYa1—L%ZFEBET 2 FSGroup DEIY HT

o HFAIINBEENTIL—TDERE

o VT FT—Nhroot 77 ANV RTLANDEZAART IV ZREMBEETEINEI D

o RYa—L¥4ATDFER

e FAIXN B seccomp 7O7 71 IILDRE

BF

OpenShift Container Platform M & — /s 2 R — X |Zopenshift.io/run-level > N )L % 5% &
LBRWTKEIWN, ZDOINIIE, Kubernetes APl H—/X—* OpenShift AP| #—/3\—
BREDEERAPI JIL—TDEEEN % BT % 72 ICAER OpenShift Container Platform

AVR—2Y NTCEAINE T, openshiftio/run-level 5 NILAERE I N BIHBEITIE,

TR D namespace M Pod IZ SCC NMEHINT, Z®D namespace TERITINZT—7
A—RICEEELRFE EIYETONET,

15.1.1. 7 7 # JL h @D Security Context Constraints

PSR —ITIE, LTFORTEHRAINTWE L DIC. 77 4J)L b®D SCC (Security Context
Constraints) "EHEEFNE T, AL —9—F LT ZDMHD IV KR—F > N % OpenShift Container
Platform ICA YA h—IL T B &, BMDSCCHA VA M—ILINBHBEDHY XY,

14



88153 SSC (SECURITY CONTEXT CONSTRAINTS) O&EH

BF

TI7AIMDSCCIREBRLAWVWTLEIW, TT7FINMDSCCHEHRITAXT S

E. Ty M7 F—LDPod %7 701 B F 72 1% OpenShift Container Platform @ 7 v
T — REEICEELIRET 2 HREMELHY £9., OpenShift Container Platform D —E8
DON=2aVBDTyTJTL—REIZ. 774 MDD SCCDEIFT 7 4L MEIZ) Y
RINBZDT, hRAITA AINEIFTARTHEREIN, LD SCCEICRY T,

KHYIZ, BEICIHLCTHLWSCC ZERHR LTI W,
#*15.17 7 #JU b @D Security Context Constraints

SCC (Security Context  tBA

Constraints)

anyuid SCC DI NTDHEEEN restricted TIREINFITH, 21— —FEEDOUID &
GID TEITTEET,

hostaccess R MD£ namespace ICT7 7 EZRATEE I, TRD namespace ICEIY HTH
N UD 8LV SELinux IV TF A MNTPod 2FET92RENHY FT,

gk

H
[=]

ZDSCC T, KRA M namespace, 77 1LY AT A,

BLUVPDILTIVERATEZET, EFTE S Pod BlIFH T
DSCCE=FATBIUNENHY T, FHICISEENNET
—a_o

hostmount-anyuid SCC MINTDHEE% restricted TIRFELFXITH. RAPDYI Y METRT
LEDEEDOUD BLUGID & LTEITTEET,

DIk

H
[=]

ZDSCCIE, UDOZB8TLHEBRDUD ELTHRRAMNT 74

WORTAILT IV EATEERY, HEICIIFRIVET
—a_(?
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SCC (Security Context  tBA

Constraints)

hostnetwork RAMDRY M7= BLVRAMR— N E2FRATEETH. TRD namespace
ICEIY HTHNZUD LU SELInUx AV TFRANTPod &RITT2RENHY
E3

Digk

==
[=]

BIOT— 5 A~ k&Y NA—LFL— YR h TEFT

9 5541%. hostnetwork ~\O7 /X &E|Y K T3 &
TICEBLTKESIY, Oy hO—ILTL—YRAKNT
hostnetwork #1727 —70—RIZIFISRY—L
Troot 7O R&FOIA—HF—ERAUCHEENH DO, &
PICEBBINTVWIRELNHY T,

node-exporter Prometheus / — RI ¥V ZKR—4—IFERINZE T,

Digk

==
[=]

ZDSCCIE. UDOASHEEMUD ELTHRA NI 74

WORT LTIV EATEERY, HEICIIFREIVET
3_0

nonroot SCC I RTDHEEN restricted TIREINFIH. 1 —H—Id root UAD
UD TERTTEFYd, I—H—IFUDAIEBET SN, IVTF—32914 LDV
ZJTAMIEBETIHEIHYET,

16



SCC (Security Context  tBA

Constraints)

#5152 SSC (SECURITY CONTEXT CONSTRAINTS) D&

privileged TRTCDOFHES LI VKRR MEBEICT VR TE, FEDI—H—. RO IL—
7. FSGroup. H&THEED SELinux IV FF¥ R N TEFTEET,

Digk

==
[=]

INEIHRLHPRDODPREVNWSCCTHY, V7RI —FEICD

HMEALTLEIV, FEIKIEFEIBETYT,

privileged SCC [FLA T A#EFAI L £ 9,

L

L

A—F— Ik BRHEMN E Pod DETT

Pod ICLZHRARTA LI M) —DRY) 2a—LELTDOIYI VK
Pod DEEI—Y—& LTOREFT

Pod @ MCS ZNILDERIC & 2E4T

Pods IZ & 2R 2 M®D IPC hamespace D{F

Pod IC& %278 X M@ PID namespace DA

Pod IZ & % FSGroup Df#

Pod IC& BB 7 IV — T DER

Pod IC& % seccomp 707 7 1 JLDEH

Pod IC & BiBEDER

R

Pod Mf1#k T privileged: true 5% L T%. privileged SCC
NBIRINZ EWFRY FRA, I —Y—ICERERIDH BI5E
iIZ. allowPrivilegedContainer: true B’ EShTH Y. B%
BRI AR EEL SCC BRI NE T,

17
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SCC (Security Context

Constraints)

B4

restricted

TARTDRRMEEADT 7 EADEE I N, Pod % UID & & U namespace I
YL THNSSELnux AV TFRANTERITITILENHY T, TNIEHFHHRA
VAN—ITREIN, T2 TRIEERA LY —ICHEAINZREHIRO
&L\ SCC T,

restricted SCC IELLFAEEITLE T,
o Pod MHFIEME TEIINABWVWELIICLET,

o PodMNHRAMTALIN)—=RY2a—L%EITYNTERVWLIICLE
ED

e Pod AERIICEIYHTOHNAZUDEEDI—Y—E L TETINEZ &
EERLET,

o Pod N"EHERICEIYHTHNIEMCS INILTEITIND I ZBKRLE
ER

® Pod ' FSGroup A5 & &FFALET,
o Pod MBIV N —TERATZIEE2HFALET,

) R

FIBR{TE SCClE, YRTALIZT 74 N TRIBIN S SCC DM
? THRHHERINTWET, L. ISHICHROBELWVWARS A

SCC #/ERRTE £ 9, /=& z2iE. readOnlyRootFS #% true

IZ. allowPrivilegeEscalation % false (#5%E L T, #HIRfT =
Y DSCCZERTEZET,

15.1.2. SCC (Security Context Constraints) D& E

Security Context Constraints (SCC) &, Pod A7 7 XA TE2tFa 7T 1 —HEEZHIHETIRES
SUVRNSTIY—TRHREINTVET, ChOSDREIUTOATITY —ICHEINET,

ArdY—

B4

T—IVEIC & B il

FHINZEY MILD
gl

ANZTI—IT & BHIE

18

ZDIATDT4—ILRET 74 hTROGRODHZEICEEINFET, &
Z# &, AllowPrivilegedContainer A8 X T WA W5 &IE, false ICEICER
EINFT,

IDIATDT14—ILRDPEY MR LTFzv I Ih, ZOEIHFITINDZ
EEBRELET,
BEERTDANSTY—2HODEBEEUTEEHLEY,

o EAEERTBEAHN=XLAL

o BEINLENHFAINZMEDEY MIBTELDICTEIAN=I L
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CRI-OIZIE. Pod DEAVTF—ICDWTHAINSZ T 74/ NDHEE—EBELHY 7,

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_ SERVICE

e KILL
AVFTFT—RBIDT 74 h—BNOHKEZFER LI I, Pod v=7 T X bDIEREITEMEEZE
KUY, T72ILNBMEO—BR%2HIBRL C—EBZ2EETX X
¥, allowedCapabilities. defaultAddCapabilities. & & U* requiredDropCapabilities /X5 X —% —
ZERALT. PodDS5DIDEIBREBERZFHELES, ThoDNASA—S—%2FALT, (VT

FT—IEMNYT 2REDOH HHEPL. FA VT T — I ORUEFLRBERETIVEDHZEDHE)ERT
THMEEZHEETEET,

R

requiredDropCapabilities /X5 X —% —% ALL ICERET % &. T TD capabilites &
AVTF—DOMYBRKIENTEET,

15.1.3. SCC (Security Context Constraints) A k557 —

RunAsUser

e MustRunAs: runAsUser "SR EXNB T EEERLFT, 74N MNTHREZFAHD
runAsUser Z{FA L 3, ZREFAD runAsUser [II UL THREEL T,

MustRunAs A =Ry kDl

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange: EFIICEIY B TOHNLEEZFERAL TVWARWEEIL, RINSLURKENE
BEINDIEEERLET, 774N MTCREMEZFERALET, SFATIN2EEDMEICHTL
THRIELZE T,

MustRunAsRange A =R kDl

I runAsUser:

19
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type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot: Pod 7' F A LAAD runAsUser TEEINEZ &, FAIFUSERT 1 L
DT AT EAA—DVICERTDIEEERLET, 774N MNIBEINTHA,

MustRunAsNonRoot A =¥y k D

runAsUser:
type: MustRunAsNonRoot

¢ RunAsAny: 77 # )L MIIEEI N FH A, runAsUser DIEEAEFATL £,

RunAsAny 2 =~y kDl

runAsUser:
type: RunAsAny

SELinuxContext
e MustRunAs: ERIICEIY ETONAEZHERA L TLWAWESEIC seLinuxOptions N EI 1 5
ZEHEERLEY, 774 b&ELT selLinuxOptions #fEH L £ 9, seLinuxOptions (Z5t
LTHRIELZE T,

e RunAsAny: 77 # )L MIIEEI N EFH A, seLinuxOptions DIEEAEFFATL £,

SupplementalGroups
e MustRunAs: EFIICEIY ETOHONAELZFERAL TULWAWEEIL, PR EH 1 DDOHEBEIEE
INBIEEBRLET, 7740 M LTHEAOHEOR/NMEZFEALET., TNTOHH
WXt L THREEL £ 9

e RunAsAny: 77 # )L MIEEINFH A, supplementalGroups DIEEAFFAIL T,

FSGroup
o MustRunAs: EFIICEIYHTONAEZFERAL TWARWEEIZ, PRCEH 1T DDOHENIEE
INBIEEERLET, 772N MNELTHRDNOBEOR/MEEZFERBLEY ., RFDEHD
=MD DI LU THREELE T,

e RunAsAny: 77 # )L MIIBEINFHA. fsGroup ID DIEEEHFTL T,

15.1.4. R ) 2 — L DHIfH

BEDORY) 1—L5A4 T7OFEREIF. SCCDvolumes 714 —JILRAEZZRELTHIETEET, TDT 14—
IV RDFAREE., R 2 —LDOEKRRFICERZRINERY 2—LY—RAICHIHLET,

o awsElasticBlockStore

120


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore

azureDisk
azureFile

cephFS

cinder

configMap
downwardAPI
emptyDir

fc

flexVolume
flocker
gcePersistentDisk
gitRepo

glusterfs

hostPath

iscsi

nfs
persistentVolumeClaim
photonPersistentDisk
portworxVolume
projected

quobyte

rbd

scalelO

secret

storageos

vsphereVolume

#515% SSC (SECURITY CONTEXT CONSTRAINTS) D&

(TRTDRY) 12— LS54 TOFERAEFHTY 2 FHRLME)

none (T RTCDORY 2 —LS A4 TOFERAEBMICT 255K AME, RAERDOBEICOAEFET

2)
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https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume
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R SCCICDWTEHAIND RN 2 —LDERINIH/NEY b
l&. configMap. downwardAPIl. emptyDir. persistentVolumeClaim, secret. & & U' projected T

pa

HFAIINdRY) 2 —LS514TO—EIE FRY 1 7D OpenShift Container Platform D
FU)—REHITEMINZ D, HENG—ETHILEEFHY ZHA.

-3—0
Pz
' BAEBRMERIFET 575, allowHostDirVolumePlugin O volumes 7 1 —JL K

DEREEA—N—F4 NLET, /=& x4, allowHostDirVolumePlugin 7" false IZE8E
INTWT, volumes 7 1 —JL RTEFAII N TWBIHEIEL., volumes H 5 hostPath (&
HMEIBRINET,

15.1.5. Z {4

SCCHAREIN/ AR ICLY, 22— —IIRHEINEEICEDVWTY YV —XDERICKT T Bl
A EREIC Y T,

SCCOBEETIH, ThixZMHaIybO—5—H, SCCOBE ALY NERBTELHICIVYTHFR
THRATERLI—Y—BFREZBRETIBZIEZE®RLET, ChIZLY., Pod EFZDERREICDOWVWT
DNDEREIT>7Y, Pod ICEATZ2—EDHINEER LY THERNEZOSNFT
ZHRM Pod R T B DICFERTESCCOEY MNMIA——TFATFVTF14T74—BLV2—H—
BI27IL—TICE2TREINE T, IHIC, Pod Y —ERTHD Y MNAIEET DHBEIE. FAS
N3SCChOtEY M, Y—ERT7HI Y NTCTF I EATERHPASENET,
ZHIELUTOAEEFAL T, Pod DEREMALEFI) T —OVTFAMEERLET,

. FETE2IRTOSCCERBLET,

2. ERICEEIhTVWAVWEF AT —OYFFRAMI, BED T4 —ILREEERMLFT,

3. FIEHREAHFHMNICT T 2RENAREARIELET,

FHRO—HT 5y MHBREINBIFEIE. Pod B’RIFTANLONFT T, BKRH SCCIC—HLAWEE
&, Pod BMEEINZE Y,

Pod I3 RTDT7 4 —IL K% SCCICH L THRIET Z2HEBELHY ET, UTIE, RIETINEDH D 2
D2DT7 14— ROAIDWTOHITHRY FT,

% .
| INoDflE, FFIICEIVETONAEZERT AN TY—ICEAELE Y,

MustRunAs @ FSGroupSCC A 57—

Pod »* fsGroup ID 2 €& 9 23%Ba. TDIDIEFT 7 4L b®D fsGroup ID ICFL K AFhiEaY £
ho I THRWESIEZ, Pod ' SCC THREEINT, JRD SCCHFHEINF T,

SecurityContextConstraints.fsGroup 7 4+ —JL KIC{& RunAsAny 2% '), Pod £k

Pod.spec.securityContext.fsGroup 2 &89 2 &, TD7 14 —IL RIFBEMEARINFT T, RIEF
I, D SCCEREIM®D Pod 74 —IL REIEB L. TD/ Pod ZRKMI L2 08EELH D T & ITHFE
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BLTLESEWL,

MustRunAs @ SupplementalGroups SCC A b 557 —

Pod ft#h% 1 D LLED supplementalGroups ID 2 %9 %354, Pod @ ID I& namespace @D
openshift.io/sa.scc.supplemental-groups 7 / 7—>3 VD ID DWINNMIEF L RIFNIERY £H
Ao T THRWEEIE, Pod A SCC THRIEIN T, RD SCC HFHEINE T,

SecurityContextConstraints.supplementalGroups 7 4+ —JU KIZ{E RunAsAny 2% Y. Pod {t#&A
Pod.spec.securityContext.supplementalGroups %= &89 231546, ZD7 1 —IL RIFAEMEHRIN
9., MIEAFIC, fthD SCCERENMD Pod 74 —IL RAEEF L. TD7/d Pod KK I & B ATHEMED
HBIEITFRLTLEI W,

15.1.6. Security Context Constraints DB.LERE

SCC(Security Context Constraints) ICIZBEE 7 4+ —IL RHHY, A2V MO—F—DERKRIEZH
TIBIEFICHEEEZFT,

BEIRAIIE 0 (TR RY B WEBEIRGI T, nil BEIRALIE 0 X/ XHREDBEIRMGZERGAINZE
¥, BEIBRLDEWSCC &, EREARKICEY POLHAICBELEY,

EFATEEMR SCC DAty MHNRET S E. SCCIHRDAETIEF TSN ET,
. REBEEDEVSCC HRMCHERSNET,
2. BEENELWES. SCCIHRBRBHIBRDOZVWEDHSDVRVEDDIBICHEREZSNET,
3 BEELFROBANELWEA, SCCREFTY—MINIET,

FTI7FILKNT, V5R9—BEEIMEIN S anyuidSCC ICIZSCC Y POBEEMNMEEINE

T, INICLY, V5 R45—FEZEIL Pod D SecurityContext T RunAsUser 2359 5 Z &IC &
Y, FEOI—HF—ELTPod ZETTEET,

15.2. ERTICEY H¥ TSN 5 SECURITY CONTEXT CONSTRAINTS {EIZD
WT

AV bO—7—F. IND namespace DEFICEIY B THNLEZKREK L. Pod DALIEFIIC
Security Context Constraints (SCC) Z5&Ed 5 & D IC M) H—9 % SCC (Security Context Constraint)
DRFEDFRBEERHLET, ESCCRAMNITY—R@MDR NS TFI—EFRICFHEINET., D
BR. (BFRIINBI5HIC) Pod ARDEE HICEEINAEZR) O —OFFICEIYHTONAENMERS
N, FITHD Pod TEEXEINZETEID DRMEDENEREINET,

DLFDSCCICLY., By bAO—F—F, SEN Pod AR TEEZEINTULWARWGEICERILEERES
NEE=RIFETEET,

1. RADMNFLIFFRKREDZRE I N TWARL MustRunAsRange @ RunAsUser 2 557 —T19,
{31 openshift.io/sa.scc.uid-range 7 / 7 —> a v ARBEL CEHE7 1 — )L REZREL X
ER

2. LRJIVAFRE I TLAR L MustRunAs @ SELinuxContext 2 573 —T9, 2T
openshift.io/sa.sccmes 7/ T —> 3 VERBELTL RV ERELE T,

3. MustRunAs @ FSGroup R b 57 —T79, Zftid. openshift.io/sa.scc.supplemental-
groups 7/ 57— avEBRRLE T,
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MustRunAs @ SupplementalGroups A b 272 —TY, Zf7
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA BRRL X T,

7T —XTlE, X2V 54—V FFRAMNDOTONA Y —DPod ICELITHEINTLARWLN
TA=—H—EETITAIIMERELET., TIAIIERERXBIRINDZA NS TI—ICEDVWTiIThNE

ER

1.

RunAsAny & & U MustRunAsNonRoot A A 57— 77 # )L hDEARME L FE A, Pod
BNRSA—H—E(TIN—TIDARE)EVEETZHEIF. E% Pod THRAICERT 2LED
HYET,

MustRunAs (2—DfE) A NS TV, BICHERAINST 74V MEZRBLET, /& X
& JI—7ID DIFE. Pod LI MBED IDE% EEHET HATH. namespace DT 7 # )b
RS A =4 —fED Pod DT IN—TICRRINET,

MustRunAsRange & & U* MustRunAs (BENRX—2) A NS 7Y — (3, SEOZR/MEZRMHL
FY, E—ED MustRunAs X b T 7T —DIHBEDL D IC. namespace DT 7 # )L MEIFELT
D Pod ICRFIINET, HEAN—RADZAMSTY—NEROBHETRETRDIZE, Ihid
BOICHREINSEBHEOK/MEEIBELE T,

R

FSGroup & & U SupplementalGroups A h 5572 —

I&. openshift.io/sa.scc.supplemental-groups 77 / 57— 3 ~ H* namespace ICfF7E L
WS A IC openshiftio/sa.scc.uid-range 7 / 7—2a VIl 7 A —INNv O LET, W
THhEFELARWEEIE, SCCAERINFHA,

pa 3

T7AIVRNT, 7/7—23VR—ADFSGroup A NS 7YV —Id, BB%T7/T7—
avORMEICE DK B—OHBETRELET, LEAE 7/ 7—2arydM13%
FiAEBE, FSGroup A A7V — 3 1 DR/IMES S URKETEEARELE T, B
Mo T IV—F% FSGroup 7 1 —JL RTHAIT 2 BN H 2IHEIE. 7/ 7—Yavi
FRLBRWARYLSCCARETDIENTEET,

R

openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 V&, <start>/<length F 7 (&
<start>-<end> XD IV IRPYDTAOY I/ D—EEZZIFTANZE

9, openshift.io/sa.scc.uid-range 7 / 7 —> aVIdBE—TOv I DHEZIFANE
ER

15.3. SECURITY CONTEXT CONSTRAINTS D3l

AT DFIE. Security Context Constraints (SCC) BRE LUV 7/ T—Y 3 v ERLTVWET,

FEFR{I X privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )
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(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] @)
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

(£

Pod NERTESHMED—ETY ., BHRLES * IETORELZFATLI TN —BEINZEDHZE
3. WINOHEBLEKRTEAWIEZRKRLET,

Pod IC2® 5 BIMEED—E T,

X2V T4 —IVTFRANDHFAINDEEEDHS FSGroup A A5 7V —4 14 FTT,
ZDSCCADT I ERERDIIV—TTT,

Pod M SERY R HEBED—ETT, F/ld. ALLEZIBEL TCIRTOMEEZ ROy FLET,
X1 FT4A—OAVFTFRANDHFAINDEEEDS runAsUser A NS 7Y —4914TTY,

TXa)F4—AVFFRAMNDHFATINZEEEDHS seLinuxContext A STV —4 4 T TF

o
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X2V T —aAVTFRANDHFAINZEENVIL—T%ESH % supplementalGroups X b 57
Y—T9,

@ ZDSCCILTIEATX%1—H%—T9,

SCC D users LU groups 7 1 =)L RKIESCCICT7 IV EATEZ1—H—HIHLES, T74/I b
T, V5RY—EBEE, /—RBLVPENL RO MO—F—ICIEFERE SCCADT IV ZANMTE X
NEY, REAINZITARTOA—HF—ICIEFIRMGE SCCADT IV AN FEINET,

BA;RMY7L runAsUser SEEA A L WSS

apiVersion: v1i
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

Q@ V7 FEPod ARABICHEAT B1—H— D ZERLAWEAE, AR UDIEIO
POd 7&'{’?523_6 SCC ct 'D—C-;E\t-k l’) i-a_o T’:EIJBE1—_I-% SCC ‘!17_7 7_")[/ |\—C-a_/\—ca)ulu\u.|-£:’- -'j-_‘n_
HEINZEH. FEAEDHEETRTOAI—S—BLCY—ERT7HT Y NTHATE, #A
INnFT, ZOFIRMTE SCC &, securityContext.runAsUser 7 1 —JL KDER T X 2 EAFIIR
L. INETFT 72V MIRET 575 MustRunAsRange A A7V —%FRALET, 2H7
STAVTIRCDEAEZEE LRVWAS, ]IT7OY 2 b T openshift.io/sa.scc.uid-range 7
JT—2avEBRRLTCEEH7A—ILNIIT—9%2%ELEFT, RENICOIVTF—D
runAsUser (& 7RI DR LHBEDORADOEEFLWMEICRY FT, FRIERETHZDIETART
O7AYY MIE TN ETNERZBENZEIND DT,

BA;RMYZL runAsUser SR E4 AT 53154

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ BEDI—Y—ID #ERKY 50T F+—F7%IE Pod H* OpenShift Container Platform IC& > T®
IFANLGNZDIE, Y—EXRT7HT Y M FEEI—H—ICZD21—H%—ID%Z5FAT95SCCADT
DEAMTEINTVWBIHEDHTY, SCCIE, EED ID PHEDHBERICH S ID, FFEK
ICEEDI—Y—IDEFATLET,

ZDFRFEIE. SELinux, fsGroup. & & U Supplemental Groups ICDWTHR T,

15.4. SCC (SECURITY CONTEXT CONSTRAINTS) DERK
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OpenShift CLI (oc) % f#F L T SCC (Security Context Constraints) 2 {Ef$ 2 Z EHTE T,

([} =35
® OpenShiftCLI(oc) Z4 Y A h—JLLTW3,

e cluster-admin O— /LA &F>21—H—& LTI/ ZRY—ICOT4 > LTW5B,

FIR

1. scc_admin.yaml &\ ZHID YAML 7 71 L TSCC2=E&HLE T,

SecurityContextConstraints 7 7> = 7 M EE

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

473> & LT, requiredDropCapabilities 7 1 —JL RICHEREEFRE L T, SCC DIFE
DOWEEERYMBR ZENTEET, BEIhAHEFII VYT F—DS ROy FIhEFd, oR

TOTANE) T4 —%2WBETBICIE, ALLZEBELF T, L&A KILLHEE. MKNOD

Hre. LUV SYS_CHROOT HEED R\ SCC ZERT B ICId, LFZ2SCCA TV U MIE

mLxEy,

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

pa

allowedCapabilities & requiredDropCapabilities DA IC. #EEABINTE F

TA,

CRI-O &, Docker KF a2 AV M ICEBEINTVWEIELC—EDHEDEEAYR—NL £,

2. 7740 EELTSCC#EMLET,

I $ oc create -f scc_admin.yaml
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H A B

I securitycontextconstraints "scc-admin” created

REE
o SCCHERINTWB I E&mRLET,

I $ oc get scc scc-admin

H A B

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. SECURITY CONTEXT CONSTRAINTS ADO—J)ILR—XADT7 7R

SCCIERBAC TUIEBINBZYY—RELTHETEFT, ThickY, SCCADTIERAORI—T
EREIOVIVINFRIIISRAY—L2HRICKRETEEYS, 12— —, JIL—7, FEH—ERXTH
TV RNESCCICEEEIYYNTEE, VS5RY—L2EORA—-—THREINET,

pa )

SCC %7 7 # )L b namespace (default, kube-system. kube-public. openshift-
node. openshift-infra, & & U openshift) DWFIMNERLET, ThHD
namespace ¥ Pod ¥z —EXDRTICHER LRV TLEI W,

A—ILDSCCADT I A% MMHALICTIE., O—ILDEKFICsce )V —RAZBELET,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

ZhickyY, ULTFToO—ILEEN NERINET,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:

- apiGroups:
- security.openshift.io 6
resourceNames:

- scc-name @)

resources:
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- securitycontextconstraints 9

verbs:
- use
I:] _)l/o)%ﬁﬁo

EZEIN/O—ILD namespace, IBEINTWARWEEIL, default ICT 7 2L MREINE T,

SecurityContextConstraints ) YV —X ST APl JIL—7, sce BV —RELTEEIN S
BICEEMICERINE T,

T2 ATESSCCDAFDY Y L,

1—H—H SCC &% resourceNames 7 1 — )L RICIEET B2 & A2HFATBNY—RTIL—TD
AT

0 909 —

6 A—ILICERTY 28@R0—&.

CDEHIRI—ILAEHEOIO—AILFLIFZIZTRAI—O—ILiE,. A=A VT4V TFEIEISTRY —
O—INA VT4V TTINIINA Y RINEH Ty D scec-name & WD 1 —HF—FFRD SCC
HERATLIEAHFILET,

Pz -

RBACIZTITRAL—2avaEBCELIICKRET I TWEA), 7OV NEEET

Ho>TESCCADTIEREMETBZEETEFEA, T 74/ MTIE. restricted
SCC%#EH, SCCYY—ATEiFuUse ZEHT R EIFFAIINTVWEH A,

15.6. SCC (SECURITY CONTEXT CONSTRAINTS) A~¥ > kD) 77 LV
A

OpenShift CLI (oc) A L T, 41 X4 >~ XD SCC (Security Context Constraints) % @& D AP| 7
TV O MELTEETEET,

Pz -
SCC BT X % & 9 IC cluster-admin #ERD 2 TN iX Y £H A,

15.6.1. SCC (Security Context Constraints) D&~
SCC DIRTED—EEZIMBT 2ICI1E. UTERTLET,

I $ oc get scc

Al
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [ MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
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hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]

hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. Security Context Constraints DREE

BEDSCCICDVWTDER (SCCHERINDZI—H—, Y—ERT7HI Y MLV TIL—TEED)
HRICEET,

7= & Z L, restricted SCC #MRET 5 I1CIE. UTFEERITLET,

$ oc describe scc restricted

H A B

130

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
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Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

Q SCCHEAINZI—H—EH—ERT7AY Y Na—BXRRLET,

g SCCHAEAINZFIL—TE—EBRRLET,

pa )

Ty TIL—REICARITA XINESCCHEREFTBICIE. T74) D SCCDE
EERELALVTLLEIL,

15.6.3. SCC (Security Context Constraints) M EIfR
SCC %#HIBRYT 2 iCld. UTEETLE,

I $ oc delete scc <scc_name>

P
- T 74 hDSCCZHIRT 51568, TNIEISRI—DBEFRICBERINET,

15.6.4. SCC (Security Context Constraints) DB #T
BIE SCC A BH T 5IC1E. UTFEERITLET,

I $ oc edit scc <scc_name>

pa )

Ty TIL—REICARITA XINKESCCHEREFTBICIE. T74) D SCCDE
EERELALVTLLEIWL,
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F16%= SYSTEM:ADMIN 1 —H—DIEE D&

16.1. APl DIERR{E A

OpenShift Container Platform API ADEX %, BIDI—H—MNEREINTUVEIHIDELIICERETE
£9, #FMlE. Kubernetes KF 2 X >~ b®D Userimpersonation Z&MR L T XL,

16.2. SYSTEM:ADMIN 1 —H#'— D1ER D& F

PSR —BEEBED/NN—IvPariE[F59 % system:admin DEREEHET 21— —/—I v >3
VEMETEZIENTEET,

FIR

e system:admin D¥EREZEFEAT2HICI—HY—NR—Iv 2 arva[572ICE. UToav
VRERTLET,

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

) 8
FolE, IO YAML %3&EH L T, system:admin DAZEMERZ Y U TEHIENTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. SYSTEM:ADMIN 7' )L — 7 DR D& H
system:admin 1—H#— LI —TRHTI SR —EEBED/N—Iv > arvyMFE5IhTVWBIEE.

O< v RIT --as=<users --as-group=<groupis --as-group=<group2> /X5 X —4 —%8i1 L T, FE&E
T2V —TOEREEBRIZ2VELIHY FT,

FIR

o EETZISRI—BEEBII—TDER%EMER L T system:admin ODHERZER T 27201
A—HY—NR—IvravaRd5d3ICE. UTFTOaATY RERTFTLET,

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>
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5817Z LDAP 7 )L — 7 DA HA
BEEL, JIV—TEFERALTCA—Y—%2TEL, EREAZLHL, E¥sBLETEET, HBTIEI—
HP—TIN—T%FTTIER L. ThH% LDAP H—N—ILRELTWBIGELHY £F., OpenShift
Container Platform [&Z 1 5 ® LDAP L O — K % REE OpenShift Container Platform L — K & [EHIT
XT5DT, FI—T%1DDBATEETE XY, BEFST OpenShift Container Platform (&7 )L— 7
A=y THFERTD7HD 3 DDOHEBERF— (RFC 2307, Active Directory, ILEERI 17z
Active Directory) B L T/ I —7 & LDAP H—N—DEEEZHR— M L TVWE T,

LDAP DR EDFHMIL. LDAP 7A TV T4 T4 —TANA T —DEHRTE #SWBLTLIEIW,

pa 23]
e T —T%BEHT ITiE cluster-admin R > TW I RELNHY X T,

17.1. LDAP RHEIDEEREICDWT

LDAP Efi%=E1T79 21013, RRETZ 7 A IUVDABRETT, TDT 7AIICIE, LLFDLDAP V3547
v hREDFHEAZTENTT,

e LDAP H—/NN—ADEHDRE,
o |IDAPH—N—THHEINZRAF—VICIKEFET ZEBEREL T3,

® OpenShift Container Platform Group &% LDAP H—/\—DJIL—FII7 v T3 EEBENE
ELLRIvv EYITD—ETT,

BREZ77MILOHAIE. FHT S RAF—< (RFC 2307, Active Directory, Z 7= IZ¥i3R Active Directory)
ILE>TERYET,

LDAP 7514 7 hEXE
BREDLDAP VSA TV NRERV Y a Y TlE, LDAP H—N—~DEHEEERLT T,

BREDLDAP VSA TV NREEI Y a Y TlE, LDAP H—N—~DEHEEERXELT T,

LDAP 2 54 7~ hE&E

ﬁlll

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password 6

insecure: false

ca: my-ldap-ca-bundle.crt 9

T—IR—R%EHRANT S LDAP H—N—D#EH{KE7OMNIIL. IPTRLR, LT
scheme:/host:port & L T7 #—< v NI ZEREDKR—NTT,

NA Y RDN & LTHERTZEEDHNG (DN) TY, BHREOI Y M) —2REBTELHICHE
¥ UERDSBE E A B354A. OpenShift Container Platform ik h & FH L £ 9,

NA Y RIERTZERDNRAT—RTY, RAHREOIY N —ZEET 57OICHEE LIER
MLE &2 5355, OpenShift Container Platform i FERAL T, I OEIXRIEEEH. AL
7740, FEEBESEINEZTI7AIVTEERETEET,

O o o 9o
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©

false DI5E. ¥ 2 77 LDAP (Idaps:/) URL (£ TLS #fFR L C#Efi L. e+ 2 774 LDAP
(Idap:/) URL IZ TLSIZ7 v FIL—RINFT, true DIFE. H—/—~D TLS FHiFiThh F

BREINZZ URL DY —/N\—SIBZAMRIIT 27 OICERAT ZBHAENY NILTY, ZODIHA.
OpenShift Container Platform &> 27 ATEFEIN B I — M2 FHE L £, insecure 7° false IC
BREINTUVWBHEICOH. IABERINIT,

LDAP /T Y —%&E%H

FHIR E L. FHIICHMEBERZ TV N —DLDAP VI —EHFTHEINTWET, LDAP S T
) —DEFEDEFHIE. LDAP H—N—[TAVYN—=y TIERARET ZEHIFEAINZAF—T
ICRELE T,

LDAP 4 IY) —%F&

@ ® 6 o0 ® o

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0

TRTCOBRBRIPBEBINDZTAL I N —DTSVFOBRNELON) TF, F4LI Y=Y —
DEREI/ETDIRENHYETH, TALIMN)—DH TV —%BETDHIEELETEET,

MEOEHFETT, Ax2{EIT base. one. F/ldsub TF, ThEEHRLALWESE. sub DEH
MEARAINZET, SEA TV avicoWnWTid, UTOXRTHBEINTWET,

LDAPY Y —DIA)T7RIEAETZIHREOENETT, Bx/RMEIL never. search, base. F7=
I& always T9, ChEEZLAWGE, T74/) ML always &Y, T4 Y T7RAEHESRLE
T, WSBOEFEICOVWTIIUTORTHBINTWET,

DIAT7 Y MIE > TRRICFHFAIINZHEFEFIRTY, 0 DIEEKT Z14 7> MIDHIRI LW &
EERLEYS,

BWRLDAPRET 1 IILH—TT, IThEERELABWEE. 774/ ~Z (objectClass=*) IZ72 Y
x9,

LDAP TV M) —THIEINE, H—N—DE5DHEER—VDEEDRAY A XTY, 0ILKET
&, IBBER=—UDY A IFHIRIERLSBRYET, 7547V MELIEY—/N"—DF 7 +)L N TEHA
LTWBIVR)—HLIYVZVWIVRN) =% 0T —DRTIFE., R—=VVITH1 ADBRENDLE
ERYFET,

FK17.1LDAP #F&HEA T a3 >

LDAP #&3e%6E B4

base JIT) =L TEEINEZIR—ADNTEET DA TV NDAHFEEELET,

one JITY—IZDWTR=ZADN EV Y —RHOELLRIVICHZITRTDA TV haE
EBLET,

sub DI —IHEEINBER—IADNDOY TV —2ka2EZEBELET,
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LDAP #&3e$5E B4

#&17.2 LDAP ¥ S RENF
WS REF B4
never LDAP Y Y —IlHBITA VT RSB LI A,
search BRBERICERON2LTIA VT ADHEHSRLES,
base R=Z2ATI ) NaBRRPICIA VT AOHEHSRLETS,
always LDAP Y ) —IZHBDITRTDIA )T RAZEIHESRLET,

1—HY—EEOZRIYYEV S
A—HF—ERDODEZEIY Y EV JIE, OpenShift Container Platform Groups D& &% LDAP H—/3—
TIIN—T%5RHETI2EEDHNFICBHRNICYY TLET, Yy EVTIIEBED YAML XX % F
ALEY, I—HF—EFEREOIYEVJITELDAP Y —NR—DFRTDIIN—TDITY N —%ED
32288, TRHDTIV—TOHTEY NDAEEDHZIEETEEYT, I—F—EHEDLZFIT Y
EY J5EFLBRWTIL—TH LDAP H—N\—ILH B 55, BEEDT 7 + )L b8{ETIE OpenShift
Container Platform Group M &Hi& L TIREINZ2BHENMERAINE T,

A—Y—EROZRIYYEV T

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1711.RFC 2307 & E 7 7 1 JLICDWT

RFC2307 AF—<TlE, 1—H—=&JIL—TTY M) —EA®D LDAP 7 T ) —EF & NER OpenShift
Container Platform L A— R TZ N O 2RI DIFRAT2EHL2IEETDI2NELrHY E T,

BAHEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEFICRAIND 714 — )L RICHNBUNADOBMZFERTI2HVENHY FT, LEXIE A—ILIC
& o T OpenShift Container Platform Group @ 1 —H—%33I L. — k& & LTI —T D &R % FEA
LET, UTOREZ77MILTE, TOLDREAREEKRKLTVET,

p= )
AP EEEOVYCVIEEATHA. RETFAVRELY T,
RFC 2307 A¥—< %89 % LDAP RHIZ%E: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
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url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ZDTIV—TDLI—RKPREEIND LDAP Y —N—DIPF7RLRAEKRRANTT,

false D&, t2F 2177 LDAP (Idaps://) URL I TLS # A L THER L. IEt+ 21772 LDAP
(Idap:/) URL G TLSICT7 v FJL—RINZFT, true DIZzE. T—/—~DTLS EHKFThhF
H A, Idaps://URL AF¥—LIIFEATEE A,

LDAP #—/R—D V)L —F & —EICHAI T 2B TY . groupUIDAttribute IC DN Z{FER L TW3
%&. groupsQuery 7 1 LY —EIBETIFHA. FMlAR T4 —E2ETTDICE. AT K
VAN TZv o)A NDAEEEFEALET,

Group DEZFETE LTHERT2EMHETY,

AVN=2y TIERERETZIIN—TDEMETT,

Q®6 O 09

LDAP H—N\—Ta1—H—%—FEICHA T BEMETI, userUIDAttribute ICDN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FlAT7AINY—%5ETTBITE. mTA N
ANTSv YR NDAFEEFALE T,

Q OpenShift Container Platform Group L A— R Ca1—H%—& & L THERINZBEBMETY,

17.1.2. Active Directory 8 7 7 1 JLICDWT

Active Directory AF¥F —< Tld, 2 —H—IT > M) —®D LDAP ¥ ) —EFH & NE OpenShift Container
Platform Group L O— R TCZEN L ARTDIFERHTI2EM.2EETIHNELIHY T,

BAREIC 4 %728 IC. OpenShift Container Platform TYER Y % 7L — 7ld (ATgeieiza) 2 —H—F i
BEEICRRINSE 714 —ILRICHBBUADBEEZFERTZ2LENHYF T, EXIE XA—ILIC
& o T OpenShift Container Platform Group @ 1 —H—%&# 3 L £ 4. LDAP 4y —N—DJIL—T%
TIINV—TDEE%ZEHELET. UTDRETZT 7ML T, DL REAREERLTWVWET,

Active Directory A ¥ —< %19 % LDAP EHIXE: active_directory_config.yaml

I kind: LDAPSyncConfig
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apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform Group L A— R Ta1—H—&£ & LTERINZEHLTT,

@ Vv TEBERET BV —ORKETY,

17.1.3. #kBR X Iu 7= Active Directory 387 7 1 JLICD W T

AR X N7z Active Directory RF —< Tld, 21—H#—I Vv K N)—EJIL—FTV M) —DEAD LDAP
9 1) —7EFH & WER OpenShift Container Platform Group L A— R TZh 52 RIDICFERAT 2EM %
BETHIRENMHYZET,

BAFEIC S B 7= IZ. OpenShift Container Platform TER T % V)L — & (ARERBE) 21— —F id
BEEFICRAIND 714 — )L RICHNBUNADOBMZFERTI2HVENHY FT, LEXIE. A—ILIC
& o T OpenShift Container Platform Group @ 1 —H#—%#A L. —f&&E LTI IL—TD &A% FEH
LET., UTOERET 7ML TIRIDEL D REAREERLTVWET,

#i3R X N7z Active Directory ¥ —< %A 4 % LDAP RHARE:
augmented_active_directory_ config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

Q LDAP #—R—D V)V —F & —BICHBI T 2BMTY . groupUIDAttribute ([ DN =R L TW3
1541k groupsQuery 7 1 LY —AIEETIE A, HEMAT ALY —5RITTBITIE. FTA b
VAN TSy ) ANOHFEEFERLET,
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e Group DEZATE L THERT2EMHETY,
9 OpenShift Container Platform Group L A— R Ta1—H—&Z£ & LTHERINZEHETT,

O ATy TERERET 21— Y-OREETT.

17.2. LDAP [AHDE1T

FHARE 7 7 1 L= ERR. EHIZBEATE £9, OpenShift Container Platform Tld, HEEILRE U
H—N—%FHELTCZHROERERIARY 1 TE=RTTEET,

17.2.1. LDAP t—/X—® OpenShift Container Platform & MR 4H

LDAP H—/\—DFRT DY )L— T % OpenShift Container Platform ICEIHI T £ ¢,

AR
o BHIREI7AMILAEERLET,

FIR

® [DAP H—/I—HM5DFTRTD Y IL—T% OpenShift Container Platform &R 2 ITIE. LA
TEEITLET,

I $ oc adm groups sync --sync-config=config.yaml --confirm
)z 6
T4 RNTIE, TRTOTIN—TEBPRIEN R4SV INBDT,

OpenShift Container Platform Group L A— R ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 VAR ETE2HEIHYZET,

17.2.2. OpenShift Container Platform Group ® LDAP t—/X— & D[EHA

BRET7M4INTEEINL LDAP H—/—D JIL—FITH T % OpenShift Container Platform D %
W—TIRTCERPATEET,

IS 3as
o HHIRET7 7 AILEEKRLET,

FIg
® OpenShift Container Platform Group % LDAP #—/N\—&¢EH T 5 I1C1E. U TFEEITLET,

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
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pa )

TI7AIWBMTIE, TRTOTIN—TEERENRSA SV INBDT,
OpenShift Container Platform Group L A— R%ZZ&E 9 5 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,

17.2.3.LDAP H#—/X\—DH 7 7 )L— 7 D OpenShift Container Platform & DRHA

LDAP I —TDH Tty h&, RTA NIRRT 7M. TSV IYRNT 74, FEETDOEA
% (@A L T OpenShift Container Platform & B TE X7,

pa )

TS9OV RNTZ 740, TIAMNYAMNT 7M., EREETARNIZR MDY TSIV
DHAPEDLEEFRATEET, RT7AMIAMNELVTTSYIYRMNDT 74 ILITIKT
FTTERTDOBED T IV—THNFEEDDIUREIHY, K74 KN)ZA MDY T
AT Y FERICEEEDDIENTEEY., IhboDHA RF 4 VIE LDAP H—/N—
IC#H % 7' )L— 7 & OpenShift Container Platform IC3 TICH B I —TIERAI N E
ERR

Gl s
o HHIRET7 7 AILEEKRLET,

FIR

o | DAP ZIL—T DY T+ v b% OpenShift Container Platform & EEId % IC1E. UTFoa< >
NaEfERLET,

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml  \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
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p= =)

FTI72ILNT, TRTOVTIL—TEHRENRSA S ENBDT,
OpenShift Container Platform Group L A— R %ZZ&E 9 3 7/=%IC oc adm
groups sync <Y Y KT --confirm 7 5 V4R ETE2HEIHYZET,

173. 90V—TDTN—=2 T 3 TDEFT

TIV—THER LT LDAP H——D L aA— RHAEE L AL B> BE. EEEIL OpenShift
Container Platform L A— KW S VI —T%HIBRT 2 & #BIRTEXZF T, TI—=rvIVadid. A
HYaJIERAINZEDERACASEEREZ 7MIIVELVRIA M)A NFELIZTSV I ) AN EZS
ANZET,

UFICHZERLET,

I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

17.4.LDAP 7). — 7% BEIMICREIHE T %

cronVaTdEBRETDHIEICLY., LDAP VI — A EHIMICEEMNICRBATE XTI,

AR
o cluster-admin O— /LA FDODA—HF—E L TIFTRAY—ILTIERATE S,
e LDAPID 7O/N4 ¥ — (IDP) 252 E L £ L 7,

ZDFEIE. Idap-secret& L\ D ZFID LDAP ~—%7 L v k& ca-config-map &\ ZREIDER
EXY THEERLIZIEZFRE LTWET,

FIE
L cronYa aEITedas7 Oz MEERLET,

I $ oc new-project Idap-sync ﬂ
Q ZDFIETIE, Idap-syncE WS OV hEFRALET,

2. LDAPID AN ¥ —DBERICERLIZY—I Ly Ay TEREYY TERDIFIT. 20D
FLwyo z o MIaE—-LZET,
=Ly by TERET Y Flidopenshift-config7 O = - MIFEEL. # L LIdap-
sync7OY Y MIOE—F2RELNHY T,

3. Y—ERT7AIV VN EEZLEFT,

f3l: Idap-sync-service-account.yaml
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kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. H—ERT7Ho Y M EERLET,

$ oc create -f Idap-sync-service-account.yaml

5. 9529 —0DO—ILAEHLZET,

f5l: Idap-sync-cluster-role.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. aazy_m_)l/%{/ﬁﬁibi-a—o

$ oc create -f Idap-sync-cluster-role.yami

#5175 LDAP V)L — 7D REHA

7. VSR —A=INA VT4V T EEELT, 72R9—AO—IEHY—EXT7HD Y MINA

v

I\\\Lli-a—o

51l 1dap-sync-cluster-role-binding.yaml

Q COFIEDBIETER LY —ERT A Y hADSE,

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9
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© COFEOHETHERLEISRI—DO—ILADBE,

8. VZARA—O—IbNNA VT4 VT HERLET,
I $ oc create -f Idap-sync-cluster-role-binding.yaml

. AHRET7 7ML A2BET 2REYY T2ERLET,
f5l: Idap-sync-config-map.yaml

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

rfc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com" G
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

EHRE7 7M1 IVEERLEF T,
URL 2#EEL XY,
bindDN 21§ L £ ¢,

ZDOFEITIE, RFC2307 AFx—<AFALTWE T, HEISUCTEEZRAZELE T, BD
AFXF—VAEFERATZIEHTETET,

- -
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a groupsQuery @ baseDN %#35E L £7,

6 usersQuery @ baseDN #35E L 7,

10. BRENY THEHRLET,
I $ oc create -f I[dap-sync-config-map.yaml

M. cronYa7zEHLZET,

fll: Idap-sync-cron-job.yaml

kind: CronJob
apiVersion: batch/v1
metadata:
name: ldap-group-syncer
namespace: ldap-sync
spec:
schedule: "/30 * * * *"
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
ttISecondsAfterFinished: 1800
template:
spec:
containers:
- hame: ldap-group-sync

image: "registry.redhat.io/openshift4/ose-cli:latest"

command:
- "/bin/bash"
- "_Cll

#5175 LDAP V)L — 7D REHA

- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm" ﬂ

volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
volumes:
- hame: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"
secret:
secretName: "ldap-secret”
- name: "ldap-ca"
configMap:
name: "ca-config-map"
restartPolicy: "Never"
terminationGracePeriodSeconds: 30
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activeDeadlineSeconds: 500
dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer"

ﬂ cron Y aTdDEREEFZRELETT, cron V3 TEREDFMICDOWTIX, cron ¥ 3 TDER
ESRBLTLEIL,

9 conER TEREINZ VI TORTY a—Ib, TOHID cron ¥ 3 TIE 30 DT EICET
INET, AHOETICHIHIZEMEZERELT. REISUCTRAERZRAZLET,

© =TLAVaTERETIHEM®EM, Thid KBLALMOY 3 TEHELTRE
BR7S—MEREIELRWVWEDIIC, YVaTRTVa2a—I)LOEHBEERUCICTZREIHY X

9, FMICDWTIX, Kubernetes K& a2 X > M@ TTL-after-finished Controller &8 L
TLIEI W,

BET Y TTEBS NERPRE

?4";-

Q cron ¥ 3 JEERFTTBHD LDAP A a<T Y K,
7740V EELEY,

g ZDY—4 Ly ~NZE. LDAPIDP AR EIN-E ZITERINE L1,

6 ZDHETY FIE. LDAPIDP ABEI N & XITERINE L,

12 cron>Yadu=ERLET,

I $ oc create -f I[dap-sync-cron-job.yaml

BIER R

o IDAP7ATUTAT4—7ANA5—DEXE

e cron ¥ a 7DERK

17.5.LDAP 7' )L — 7D EHE DA

ZDtvaviliE, RFC2307. Active Directory, & & UMLAR Active Directory A F—<IZDWT D
BINRBHEINTVWET,

pa )
INoDBITIR, IRTOI—HYF—DENTRDOIIN—TOEENBA VY NN—THBZ
EEBELTVWET, &<IK. T =TI MO TIL—THBXA v R—& L’Caihiﬁ'

ho RANMEINIZTI—TA5REETZ2HEOFMIOVWTIE, RRAMEI /X
N—2y TRBAOFIICDOWTSRBLTLLEI W,

17.5.1. RFC 2307 R ¥ —< DFEAICL 2 JIL— T D REHE

RFC 2307 AF—< DIHE. LTDHITIE2BD AV /N— (Jane & Jim) 23 FD admins & WD J )L —
TERMBLET, UTFICHERLES,

o JI—TE1—H—HLDAP H—N—|ZEBININDHE,

o [AHATZICER X 115 OpenShift Container Platform @ Group L 3— K,
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https://kubernetes.io/docs/concepts/workloads/controllers/ttlafterfinished
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/nodes/#nodes-nodes-jobs-creating-cron_nodes-nodes-jobs
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R

INLDHITIE. TRTOA—HY—DZNTNDTI—TDOEENRAVNN—THDBZ
EEEELTVWET, &I, TI—FIRMEDTIV—THA VU N—ELTEFNEHE
Ao FAMEINITIN—T%EHET 2 HEDFEMCOVWTIE, RAMEINhAXAY

N=—2yw TRBOFICDOWTSRBLTLEI W,

RFC 2307 AF—<X Tlk, 1 —H— (Jane & Jim) EJIV—TOEAN 7 7—ANISAITV MY =&
LTLDAP H—N—IZHEEL. TIL—TAYN—=2y TR TIV—TORMICIEEINT T, LT Idif
DAZRY NTlE, TORF—TDIA—HF—¢TIN—TA2FHELTWVIET,

RFC 2307 A¥—< % {89 % LDAP T kY —: rfc2307.ldif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

qp ZDTIN—TFIEIDAP H—NR—D T 7—ZANISATY NY—TF,

Qg TIW—FDAVN—IE, TIL—TOBME L TOBNSBERIC—BRRINET,
AIRE 4
o BETFAINEMERLET,

¥
e rfc2307_config.yaml 7 7 1 JLEREHAL £,
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I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPREOHERE LTUTO IV —F L I—R%1{E
’32 L/ i’a—c

rfc2307_config.yaml 7 7 1 JL & fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP #—/\—H'RZ ICEAH I N /ZBEET
9, ISO6801 A ZFEHAL T,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,
B 77 ILDEETZIIL—TETT,

TIW—TDAYN—D1—H—TF, A7 7M1 I TEEINZZRNMMERINE T,

000 O

17.5.2. A —H—EHFEDLZRIY Y EV JICET % RFC2307 Ax—< % FRHLETIL—7
DR EA

TJIV—TEe1—HY—EFEDLAMY Y EV TR T 2568, RETZ771IIIE. LTFIKRTINS5DT Y
EYINEENDLHICERBINZE T,

A—Y—EZORZAIY Y EY JICET % RFC2307 A¥—< & {#fd % LDAP EHiskE:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
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groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

AI-—HY-—EROZEIXNYEY T TT,

A—H—ERDZAT Y EV I THF—ILERAINZ2BEEOHBMETY ., groupUIDAttribute IC
DN Zf#f L T\ 315& (& groupsQuery 7 1 LY —%EETE E A, FlRT7 1LY —%ET
THICE RI7AN)RAN TSI ) ZANDAEREFERALET,

BB DHFHNI—Y—EEDRRIY v EY JITETE L AWEEIC OpenShift Container Platform
Group LRI &S IT 270 DEMETT,

LDAP H—N\—Ta1—H—%—EICHA T EEMETI, userUIDAttribute IC DN Z{FRA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FMlAT7AINY—%5ETTBITE. mTA MY
ANTSv YR NDAFEEFRALET,

o o o9

IS 3as
o REITFAILEERLET,

¥
e rfc2307_config_user_defined.yaml 7 7 1 L E ORAPEERITL T,

I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform (&, EEORAPEREOHERE LTUTOIIL—F L I—K%1{E
’32 L/ i’a—c

rfc2307_config_user_defined.yaml 7 7 1 JL & {85 L TER X 11 5 OpenShift
Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com
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@ - V- EBOLHTYEVINEETBIL—THTY,

1753. 1—H—FHFEDIS— ML SV RICEAT S RFC2307 DERICL D TIL—TD
[EHA

FI7FINTIE, BREINBZTIV—TITAVYN—=9 ) —TCEHINSEENIHBT VN —%5HFHED
AVN=—DEEZNBHE. JI—TRBPIIULTOIS—2HLTERBLET,

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

Z Nl usersQuery 7 4 —JU KD baseDN DFRENEE> TWE I EZRLTWVWBR I ENE LK HY F
¥, 7272 L. baseDN ICTIL—TD—EHD AV N—DAEBERMICEEFNTUVRWVE

A. tolerateMemberOutOfScopeErrors: true & E 9 2 Z & T — TR HGEI N E T, SEEA
DAVN—IFEEINET,

A, PIL—TRABEIOCRA TN —TDA VN N—DRBICKKLESS. BEETS—%52H L TE
ﬂ&bij—o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

Zhif usersQuery 7 1 =)L RDERENEE>TWBIEERLTVWBR I EN LS HYFET, L
TI—TICREZELTWBERHINTUVWBAYNRN—TI VN —HDEEN DG

#&. tolerateMemberNotFoundErrors: true 28 €9 % Z & TH I — TR/ BGEI N T T, BEDH
BDAYN—IFEEAINET,

gk

==
[=]

LDAP VI —TEEOIS— LSV RAEBMICTDE, A ORIIREEDODH

ZAVN—IVMN)—%EELET, LDAP JIL—TREANEL K ZREINTWA
L\taz:u . [AHIX 17z OpenShift Container Platform Group I X Y /N—HARE T 57
BEMEDHY X7,

BEDHZTIN—F AV R—>y FIZEAT 5 RFC2307 A¥—< % AT % LDAP LY b
1) —: rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
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objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP H—/R—|IHEHELABWVWX Y IN—TT,

Q FHEIHHEMERHZD. BHYa 701 —% -2 T —Tld baseDN ICFFELRWVWA /=T
ER

ERDHITIS—%2FET BICIE. UT2RMERET 7 1 IVISENT 2REELNHY T,

I5—%5A9 % RFC2307 ¥ —< %[ L7 LDAP RIfz%
rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
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userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6

LDAP H—N\—Ta1—H—%—FRICHA T HEMETI, userUIDAttribute ICDN Z{FA L TW 335
Ald. usersQuery 7 1 LY —AIBETEE A, FlAT7AINY—%5ETTBITIE. mTA MY
ANTSv YR NDAFEEFALE T,

) —DRODSADN oA VY N—RBEBRINE T, JIL—TDAVNR=DEONSHRWVEE. B
TaJOT 74 NEMEIZRBRLE T,
true DIHE. BEY 3 TI&, —ED X V/N—1" usersQuery R— X DN TEEINZ 1 —H—&

BHMCWDIN—T%HEL, AvN—=0T) —HEADX VNN—FEREINET, JIL—TDX
YR—HEENDIEE. REYaTOT 740 MEMEIFERBLZF T,

Q true DFES. AHY a3 TIF—HDOA VY NR—REOHASEIN > I—TA5EFARL, LDAPIT YV N

GRS a3
o REITFAINEERLET,

¥
e rfc2307_config_tolerating.yaml 7 7 1 L AR L CRABPEERTL T,

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform (&, EEEORAPREEOHERE LTUTOIIL—F L I—R%1{E
’32 L/ i’a—o

rfc2307_config.yaml 7 7 1 JL % fEf L TYER X 11 5 OpenShift Container Platform
Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

Q B 7 AL TEEINZ T —TDAVYN—DI1—H—TF, BRERICHEFRINDZT

=RV A Y N=TT,

17.5.4. Active Directory A ¥ —<v DFERAICL % FIL— T DEIEH
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Active Directory AF¥ —~<¥ Tld, mADI—%— (Jane & JM) DT 7—APMNIZTAITV M) —&LT
LDAP H—N—IZFEL. FI—FAVN=2y FF 21— —DOBEHICEEINFE T, ULTOIdif DR
ZRY RNTE, TORF—DA—HF—ETIN—TH2EHFELTWET,

Active Directory A ¥ —< % il 4 % LDAP T k') —: active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

" A—HY—DIN—TAVN=2y FFA—H—DEME LT—ERRIN, JIL—TldH—1"—1L
IV M) =& LTHEELEFEA, memberOf BEIEA—H—DY FIILEETHBZHEETHY
FtHA, —EZD LDAP H—/N—TIlE, THIIRFBHRIERIN. 757472 MIRINhFETH,
F—HAR—=—ZICAIY FINZFHA,

IS 3as
o BREITFAINEERLET,

FIg
e active_directory _config.yaml 7 7 1 L= FH L CEAEEZETLET,
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEEORAPRFEOHERE LTUTOIIL—TF L I—R%{E
’32 L/ i’g—c

active_directory_config.yaml 7 7 1 JL & L TYEE X 11 % OpenShift Container
Platform Group

I apiVersion: user.openshift.io/v1
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kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: 6

- jane.smith@example.com
- jim.adams@example.com

Z M OpenShift Container Platform Group & LDAP #—/\—HA'RZ ICEAHE I N/ T
¥, ISO6801 A EFEALZT,

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,

LDAP # —NR—|L—BRFINB/IL—TEHTYT,

000 9

TIW—TDAYN—DA1—H—TF, A7 7M1 I TEEINDZZRNMMERINET T,

17.5.5. 3R X 7= Active Directory A ¥ —< DFERAICEL B 7 IL— T DREES

L3R X N7z Active Directory ZF —< Tld, mMADI—H— (Jane & Jim) &I —FRNT77— MY
FATYR)—ELTLDAP H—N—IHFHEL, IN—TAVNR=2y TRIA—Y—DREICREIN
T3, UTFOUHIfDRA=ZRy NTlE, TORF—IDA—HY—& I IN—TE=EHZELTVWET,

#i.5R X I 7z Active Directory ¥ —< %9 % LDAP TV bV —:
augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams
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displayName: Jim Adams
mail: jim.adams@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q A—HYF—DTIN—FTAYN=2y FliFa—HF—DBME LT—BERRINET,

g ZDTI—TFIEIDAP H—N"—D T 7—ZANISRATY NY—TTF,

IS 3as
o REITFAINEERLET,

FIR

e augmented_active_directory config.yaml 7 7 1 L AR L CRAPEEITLE T,
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform (&, EEORAPERFEOHERE LTUTOIIL—F L I—R%1{E
’32 L/ i-a—c

augmented_active_directory_config.yaml 7 7 1 JL% {8 L T/ERL T v 5 OpenShift
Container Platform Group

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: 9

- jane.smith@example.com
- jim.adams@example.com

Z M OpenShift Container Platform Group & LDAP % —/\—A'RZ ICEA I W BT
T, ISO6801 R ZEFEALEXT,

LDAP 4 —NR—D T I —TOEBHNF T,

o
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g ZDTIN—TDLA— RAMRESIND LDAP H—NN—DIP 7 KL RAERRANTT,
Q RE7 7 1 ILDEES 2/ IL—TELTY,

g TIN—TDAYNR—DLI—HF—TF, A7 7ML TEREINZZHINERAINE T,

17.5.5.1. LDAP ® %X R MbEI hi= X v /X—> vy TEEIDHI

OpenShift Container Platform @ Group & X MEL FH A, LDAP H—N—F 77— BMERAI N ZH]
ICTWN—T AV N—=2y THFRIETZHENHY T, Microsoft M Active Directory Server

iZ. LDAP_MATCHING RULE IN_CHAIN JL—JLIC &Y - DiEEAEH R — kL THY. ZHICIE OID
1.2.840.113556.1.4.1941 B’ SREINTWVWE T, ILHIC. DY FUIIL—ILA2ERT 5 &, BBRH
ICRT74 M)A MEINAZTILV—TDH%ERPETETET,

DtV arTiE, BRI N7 Active Directory AF —< DI Z#EY EIF, 12D 1—H— Jane & 1
DM I)L—7 otheradmins % X > /X\—& LTHD admins & WD) JIL—TE=FEH L £

9, otheradmins 7L —FICIF1EZD 21— — X NN—JdJimPEFNFET, TOBITIXUTOZ &%
HEALTWETY,

o JI—TEaA—H—HLDAP H—/N—|TEBIX N B Fik,
e | DAP RIHIERE 7 7 1 L DIE,
o [FHI%ICEM X 1D OpenShift Container Platform @ Group L 3— K,

3R X 117z Active Directory ZF—< T, 21— — (Jane & Jim) & JIL—TOEAN 77— MY
SATVRNY—=ELTLDAP H—NN—IIFEL. FI—TXoN=y Fida—H—F/E7IL—T0
BHICREINET, UTOIHIfOR=ZRY MIZDRF—TD1I—H—ETI—TEEHZLFT,

FAMEEINF A Y R—EFK ORI iz Active Directory A ¥ —< %94 % LDAP T b
1) —: augmented_active_directory nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams
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mail: jim.adams@example.com
memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO0 T/ TOAYN—Yy TREFTV Y POREE LT-ERFINET.
OO0/ —TELDAPH—R—DT 7 —A I FRTY P =TT,
6 otheradmins %' /L — 7i admins )L — 7D X Y /"\—T7,
Active Directory #fFHA L TR A MEI ATV —T52BEHTZICE, 2—HF—T 2 N —=ETIL—T
IV KN)—DOEADLDAP 7 ') —%EF & WE OpenShift Container Platform Group L A— R TEh b
ERIDICHEHATI2EMHZIEETI2HVENHYET, ILIC. CORECTIHFEDEENMUVEERY X
-a—o
e oc adm groups sync A< Y R JIV—TZBARMICET74 MY R MET 2RELHY £,

e 11— —® groupMembershipAttributes | (3 "memberOf:1.2.840.113556.1.4.1941:" = &
®. LDAP_MATCHING_RULE_IN_CHAIN JL—JLIZ#> BELHY £ 7,

e groupUIDAttribute (& dn ICEREINZMELNHY T,
e groupsQuery:
o filter ZERE LW TL I W,
o B derefAliases ZRET DWENHY T,
o baseDN ZERE LRWVWTL IV, ZOEIFERINET,
o scope ZFRELALWVWTLLEIWN, ZOEIRREEINET,
BAFEIC S B 7= Il. OpenShift Container Platform TER T 2 V)L — & (ARERBE) 21— —F iE
BEEREICRTIND 74 —IL NICHBIBUADEEEZFERTI2LE M HY T, E&XIE X—IVIC

& o T OpenShift Container Platform Group @ 1 —H#—%#A L. —f&& & LTI IL—TD &R % FH
LET, UTOREZ7 7ML T, TOLIREAREEKRLTVET,
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RRAMEIN AV R—&FHDOHERX /- Active Directory ¥ —< % il 4 % LDAP [EHAz%
FETY, augmented_active_directory config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

groupsQuery 7 1 JLY —IFIBETEX £ A, groupsQuery X—ZX DN L UPRI—TDIEIZHE
BINF Y, groupsQuery TIEHEMA derefAliases 2% ET 2WMELHY £,

LDAP H—N—D I NN —T%—BILENTZ2EMETT, dnilREINZBELHYET,
Group DEZREIE LTHERAT2EMHTY,

OpenShift Container Platform Group L O— R CaA—H%—R & L THERINZEMTY, FEAE
DA VA M—=)LTIX, mail £7-I3 sAMAccountName 25 Z EHHEINZET,

® 000 O

AVN=2y TIERERET 21— —DEMNTYT, LDAP_MATCHING RULE_IN_CHAIN % {#
343 &EIERLTLEIY,

IS 3as
o REITFAILEERLET,

FIR

e augmented_active_directory config_nested.yaml 7 7 1 L 2R L CRAPEEITL X T,

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

pa 3

cn=admins,ou=groups,dc=example,dc=com 7 L — T %BARHICET A K1) R
MET Z2HENHY XY,
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OpenShift Container Platform (&, EEEORAPRFEOFERE L TUTOIIL—FL O—R%E
’52 L/ i’a—o

augmented_active_directory_config_nested.yaml 7 7 1 JL&{&H L TER X T/
OpenShift Container Platform 7 )IL—7

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Container Platform Group & LDAP % —/N\—H'®RZ ICEAH I N /2BEET
¥, ISO6801 A ZFEAL T,

LDAP H—NR—D IV —TOBEAEHINFTI,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRAMNTT,

REA7 7 A ILDEES 2 IL—TETY,

000 O

TIW—=TDAYN=QA—HF—TT, A7 7M1 I TEEINIZRNMEAINET, 7
IW—TF X 28— F1F Microsoft Active Directory Server IC& » TIEHEH{EIhTWS
H, FAMEINLETIL—TDAVNR=DEFNZIEITEFRELTLEIN,

17.6. LDAP [EIHBE% € D 1Tk

BRET7ANDA T ) MFRIEUTTHRAINTWET, RF—IF TV MIEENRThOD

T14—=ILRDBHBZEITFRELTLEI W, 72& ZIE vIActiveDirectoryConfig IZ & groupsQuery

714 —ILRBHY FEAD. VILRFC2307Config & vI.AugmentedActiveDirectoryConfig DA I I D
714—ILRBHYZET,

BF

NAFY) —BHERTR—PFINTVWEHA, LDAP H—N—DLEHT—% 3. UTF-8
IYVIA—RKRXFIHOEATHZIUELNHY ET, cExiE. DEMEELT, R4 F1)—
BYEAEFERT 2 &IETEEHA (6 objectGUID), 1 Y IZ sAMAccountName X 7=
I& userPrincipalName 72 E DX FIEM ZFERAT 2HBENHY X7,

17.6.1. v.LDAPSyncConfig

LDAPSyncConfig (&, LDAP VIL—JRAHA2ERT 2OICBEBERBRES T avaRFELET,
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£

kind

apiVersion

url

bindDN

bindPassword

insecure
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IDATI Y MK T REST V)
V—RERITXFIDIETY,
Y—N—=F IS4 7V D BEKE
EETHIIVRRSA VIS IN
EHRATEBIENHYET, Z
NEBEHFITDIEIFITETEEA,
CamelCase, #FflllICDWT

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds &%
LTSIV,

FT7I MDIDRIED/IN—
VavRF—IEEELET.
P—N—EFRHINRF*—T%
BAHTORNEMEICEI L, BRI h
RWMEIFIER T2 EHYF
T, FMICDOWT

(&, https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources & &
BLTLLEIWL,

R MR D LDAP H—/3—
DRAF—L, RAMBLIVR—F
I Y £9,
scheme://host:port

LDAP Hr—/N\—% /14 >V KT B{E
EZDDN T,

MBRIJI—XTNA Y RTBZEE
DIRAT—RTY,

true O354&. HEHEIC TLS Z &M
TERWIEERELE

¥, false D&, Idaps://URL
& TLS %A L Tt

L. ldap:// URL

(&, https://tools.ietf.org/html/rf
2830 THREIND LD IC
StartTLS % {8 L T TLS #&#ft(C
Ty T L—RInZE

¥, insecure % true ICERET B
&, ldaps://URL R ¥— L%
THIEIEFTELZEA,

A¥x—v%

XF5

v1.StringSource

J—ILE
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https://tools.ietf.org/html/rfc2830

i

ca

groupUIDNameMapping

rfc2307

activeDirectory

augmentedActiveDirectory

17.6.2. v1.StringSource

StringSource ICL > TXFIA V54 VABETEET, FLITRE
NENOIRET D EETEET,

i_a_o

i

B4

Y—IN—A~"EBRETHIERICHERT
61%“‘5"@{??5"5%7“.@1?%/{‘/ N
IWTY, ZDHFE. 774 8D
VRTFTLI—MMERINET,

LDAP %' JL.— 7 UID ® OpenShift
Container Platform Group &~ ®
FEEOEETYEYITT,

RFC2307 LA UAETE Y b
7w FENT LDAP H—/R—H5
T8 EHH Y 2O DERELERF
FLEY, 77—ANISRY
V—FEea—HF—Tv b —%Hl
HL. TIW—=TAR=2 v TiF
XVNR—%—BRTIBIIN—T
IV —DEBECREEICE
TREINETY,

Active Directory ICfEIN 5D
ERUAETEY N7y TEhk
LDAP H—/—H 557 —4 %
$TEREODOREERIFLET,

77—XANUZRA—H—IT VK
)—%HH L, TI—T X N—
Sy TIEAVYN—DET BT I —
TH—BRIRT DAV N—DEHK
BOBMICLE>TREINE T,

52D Active Directory THER X
haDERUAETEY ATV T
I N/ LDAP H—/IR—Hh557—4
HHHT 2ODREEFRFLE
I, 1D0DBIMELT, 77—2R
NOSRTN—TTY MN) =D
L. %n%ti)(g?—gfi{%ﬁ
THEOICERINT T

W= AV IN=2y FIdE E*n
FH A,

#5175 LDAP V)L — 7D REHA

A¥x—v%

7o b

vI.RFC2307Config

v1.ActiveDirectoryConfig

vl.AugmentedActiveDirectoryCon
fig

TEFELIZT7 714 AEFRLT

XFIDEDHEZTHE. BfAQ JSON XFIITT—2 v L L

B4

A¥x—¥%
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EA:0) Ei:]
value JYT7TFERME, FE

keyFile fMEEI N TWBi5
EEEINfEZEELET.

env ) TTFEANE FhiE
keyFile BEEI N TV 2BAIE
ESLINEEEVREERH %
BELEY,

file DYTTFANME FHiE
keyFile f'#EE SN TWBIBEIE
BElbInEezEs 771V %
SRLET,

keyFile EZESLT 27DICERT S
F—ZBUT7 7MWV ESRLE
ER

17.6.3. v.LDAPQuery

A¥x—v%

XF

XF

XF

LDAPQuery (& LDAP 7 TV —DEMRICH BRI T a v ERFLET,

e S
baseDN TRTCORBHIEHABIND T 1 L

J9MN)—DTZVFDDNTY,

scope REROERDEHETY, base
(R—=ZFTVxH bDFH). one
(R=ZALRILDTRTDA T
TV M), sub(HITV)—%
wyowgFhmiciaY £9., RE
INTULRWEEIE, 774 b
Tsub iZiRY £9,

derefAliases IAYT7RET2REOERD
EETY. never(TA )7 R %
WS L AW), search (i&3%&EH
DO¥SRD#H). base (R—RF
TV 1Y MRRFOHESED
#). always (BICHSRZ1TY)
OWEFNMIRY ET, BREIN
TWRWER, T74I KT
always (72 Y £7,
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EA:] SHER

ISEDFHARIEST X TICH—
N=~DERERVEBOFFICT
HEFEHIR (84D 2 RIFL £
T, IND0DHFBE, 75347
MMADFIRAEEE I MR &I
Y FET,

timeout

filter ~N—2 DN %#D LDAP #—/\—
NoEETZIRTOIV MY —
89 2HBMAL LDAPRET 1
V& —TT,

LDAP TV ) —TRIEIN S,
WHRINIZRERAR—IHY AT
T R=IHPA X0 WER=T VT
REITINBVWZEEEKRLE
ER

pageSize

17.6.4. v1.RFC2307Config

#5175 LDAP V)L — 7D REHA

A¥x—v%

RFC2307Config I&. RFC2307 AF—< AFARAL TED &L S IZ LDAP 7 I)L—TEEAA LDAP H—/X—
ICHEFRT 2L 4 EET DLOICRELRRELS TVa Vv ERELET,

Hui S8R
groupsQuery JI—TFTLTV M) —%iRY LDAP

9T —DOFvTL—hEREL
9,

LDAP ZIL—T TV R —DED
BHEHLER DHRF & L THRRS
harzeEHELIT,
(IdapGroupUID)

groupUIDAttribute

LDAP Z)L—TTY N)—DED
B D OpenShift Container
Platform Group IZffF 3 3 &1 &
LTHERINZIMEEEZELET,

groupNameAttributes

LDAP #)IL—T TV RNy —DED
BENXAN—& L THRRINS
NMEZELET, ThODBMEIC
& F h 31Elk UserUIDAttribute
TOIL)—TIXBZREIFHY
ER

groupMembershipAttributes

A¥x—v%

VILDAPQuery

XF5

XFIIDES!

XFHIDES
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e sBA A¥—¥%
usersQuery I—%—TY MJ—%iRYT LDAP  VvILDAPQuery
9T —DFVTL—MEREFL
9,
userUIDAttribute LDAP 2—H%—T v NY—DED XF5l
BHENER OHAF & L TR
nNanreaEELE

9, GroupMembershipAttrib
utes TRHINBEICHIGEL T
WBRENHY FT,

userNameAttributes LDAP 2—H#—I YV hNY—DED XFHDEF!
BMHEDNEEIC OpenShift
Container Platform 21— —%& &
LTEbhZMEERELET, 2
TRWMEZFORIMOBMEHIFER
IhFEdT, Jhi
LDAPPasswordldentityProvi
der @ PreferredUsername %
EE—BLTWEIRELNHY F
¥, OpenShift Container
Platform Group L A— R Ta1—
Y—2E L TEAINZEKT
T, FEAEDA VR M=ILT
(E. mail 7=
sAMAccountName %2R %
ENHEREINET,

tolerateMemberNotFoundErr A—HF—TV M) =BDRWVFED JT—ILE

ors LDAP Ry a 7DEEAERE L
9, true DIFE. MEHEREL
BRWI—HY—DLDAP YT —
WEFESh, TS5—0arAaJIC
eI E 9, false DIFAE.
1—H%—0/ Y —PEEREL
BWE, LDAP A 3 73Kk
L¥Ed, 72/ MElXfalse T
¥, D77 % true ICEREL
7 LDAP BHiY 3 7 D% EHIE
EOoTWBE, TIb—TAVR—
Ty THHEIBRINZE ZEDH BT
H, FELTZD757%FRL
TLEIW,
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#5175 LDAP V)L — 7D REHA

EA:0) B A¥x—v%

tolerateMemberOutOfScopeE  #EAD1—H—T Y h)—Dd%  T—ILfE

rrors HEINBIBEDLDAPEIHY 3 7
DEMEEREL £, true DiF
B, IRTCOA—H—oIT)—IC
EEINEZRN—ZDNAHDI—
H—0 LDAP ¥ T1) — I3 FFEX
N, I>—DHHOJICEHEIN
¥Y, false DiFE. 21— —7
I)—TgRTOI—HF—/T
) —TCHEINER—ZDN A%
MR 5 & LDAP EHIY 3 Tidk
BMLET, D75 % true I
RE L7/ LDAP Ry 3 7D E
PEE->-TWRE, 2—HF—0DWn
BWITIW—THHETZI DD
7%, FRLTCIDIS T %&E
ALTLCEIWY,

17.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig I(FIHERREA T a v A RF L. ED&L D ICTLDAP 7I)L—TFEEAH Active
Directory AF¥ —< %#FA L TLDAP 4 —N—CHHBEFERATIIEEELET,

e sBA A¥—¥%
usersQuery I—%—TY MJ—%iRT LDAP  VvILDAPQuery
P9I —DFVTL—hEREEL
E3C I
userNameAttributes LDAP 2—H'—T Y NY—DED XF5IDEF

B D OpenShift Container
Platform Z1—H#—%& & L TR
naHn%aEEHELET, OpenShift
Container Platform Group L O —
RTa—H—RK& LTHERINS
BMETY, FEAEDSA VA M=
JLTE, mail A&
sAMAccountName % &9 %
EDHRINET,

groupMembershipAttributes LDAP A —H—DEDEMN XY XFIIDES!
N—DETZ27I—T& LTERR
IhahrzERELET,

17.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig [ M BRFREA T a VEREFL. EDLHICTLDAP JIL—7A
BA D HEAR S N7z Active Directory R ¥ —< & L T LDAP H—N—ICHEBEEAT 202 EEL T,
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EA:0) B A¥x—%
usersQuery I—%—TY MJ—%iRT LDAP  VvILDAPQuery
PIT)—DFVTL—hEREEL
E3C I
userNameAttributes LDAP 2—H'—IT Y NY—DED XF5DEF

B D OpenShift Container
Platform Z1—H#—%& & L THIRX
naHnN%aEEHEL XY, OpenShift
Container Platform Group L O —
RTa—H—RK& LTHERINS
BMETY, FEAEDSA VA M=
JLTE, mail A&
sAMAccountName % &9 %
TEDNHREINFT,

groupMembershipAttributes LDAP A—H#—DEDEMN XY XFIIDES!
N—DETZ7IN—T& LTERR

IhahrzEZELET,

groupsQuery JI—TLTV M) —%3iRY LDAP  vILDAPQuery
JI)—DTFVTL—MEREL
¥,

groupUIDAttribute LDAP Z)—T TV R —DED  XFFI
BHEHLER DHAF & L THRRS
nanzEEHELET,

(IdapGroupUID)

groupNameAttributes LDAP Z)L—T TV N)—DED  XFHDE
B D OpenShift Container
Platform Group IZfEF 3 % &1 &
LTEBIRINhBrE2EELEY,
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W18% £ 5 K70/ ¥— ORMBROEE
HFI8E V7V K70/ 5 —DEREHEHRDEE

18.1. CLOUD CREDENTIAL OPERATOR ICDWT

Cloud Credential Operator (CCO) I&. 757 R7ONA ¥ —DFRIABTHREHDR Y L)Y —ATE

(CRD) & LTEHE L %9, CCO I& CredentialsRequest 1 X% L") Y —2X (CR) CHERHIL. OpenShn‘t
Container Platform AV R—X Y M, VSR —DRTICHERIFTEDN—IvaveRIZVIIY
K7ONA F—DFRIAEREERTEDLIICLET,

install-config.yaml 7 7 1 JL T credentialsMode /X5 X —4 —|[CEL2E%ZET 5. CCO FEH
DEBRDZE—NTEMETILIDICERETETET, E— FBEBEINTWARWEEP. credentialsMode
RS A= —DEDOXFF (") ICREINTVWEIHBAE. CCOWRT I+ MNE—RTEELET,

1811 E— K

install-config.yaml 7 7 £ JLIC credentialsMode /X5 X —4 —DELZE%KZET 5 & T, CCO%
mint, passthrough. Z7(Z manual E— RCEMET 2 LD ICRETEE T, choDA o avick
Y, CCOMNY v RERFETBE#HR %A L T2 5 X4 —T CredentialsRequest CR = LI L, CCO %#H
BOtEF1 Y74 —BHICRETDEIICRET I2HECSVWTERSEEFRENMRBINET, TR
TOIZ9RFANA T —TITRTDCCO E—RPHR—FINTWBRTEHY THA.

e Mint:mint E— R TI&, CCO IFIRMH X héﬁﬁb’\‘)lx@ﬁfﬁ NEREEIBHR AR L T, BHEE

RBRIZBFEEDNN—Iyv2avVDIHTYITAY—HNOAVR—Y NOFBEDORIIEREEM L F
-g_o
yz o-1o)
mint E— Ri&X. CCONMERTET 74 MDD DHBINBZERIANTISIFT4R
DERETY,

® Passthrough: passthrough €— K Tld, CCOEY 57 REBFBEREERT 2V KR—% >V b
[, TE’E‘STLT:O?'? I\DILDIEIEE$E%IFL/§-§_Q

e Manual: manual E— RTld, 22— —IF CCODKRDYICY S RRAIBEREBIEL X,

o Manual with AWS STS manual €E— K Tl&. AWS 7 5 X% —% Amazon Web Services
Security Token Serwce (AWSSTS) 2T 5L D ICBRETE XY, TDEETIE. CCO
Liiﬁt’»é://__]‘ I\LH_H%E’JEDILDIEl‘Eiﬁ%ﬁﬁ L/i—g_o

FI1BICCOE—FDYR—IrT M) v IR

I K7Ong4 45—

Amazon Web Services (AWS) X X X
Microsoft Azure x [ X
Google Cloud Platform (GCP) X X X
Red Hat OpenStack Platform (RHOSP) X
Red Hat Virtualization (RHV) X
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79RO §5— i passthrough Manual

VMware vSphere X

1. F#E— Ki. Microsoft Azure Stack Hub THR—KNINTWBHE—D CCORETT,

18.1.2. 77 #JL NENE

BHOE—RNMYR—KNINBETSY N7 +—L4 (AWS, Azure. LUV GCP) DIFAH. CCONT T+
IWHRE—RTEETZRIC. CNIFEBEEINSREEERZEMNICF v 7 L. CredentialsRequest CR
BT EOICHHRE—REHBILET,

T 74 N T, CCOIHBINZZEMEET— KD mint E— NICTOREREEBERLHZHE D H % H 5
L/\ CTLBQD,LDIEF*E’&{%FH L/—CO7Z& Ij\]@:l //_.k 7‘/ I‘@l@tﬂt’»umuﬁl‘i$ﬁ%ﬂzﬁibi_§_o mint
E— RNICHDREBEIFERD A WIGE L, passthrough E— RICHDARFBELERDH D HE D HEHFIL
F 9, passthrough E— RIC+2ARFREEIBHR D 72 W 5HE. CCO IE CredentialsRequest CR % &t 1C 4L
EBTEEHEA,

4 VA M=IVEICRBINAZRABTRDI T T2 TH D EHRINDIHGE, 1 VA M=ILIEKBRLET,
AWS TlE, 1 YA M—5—FZ7OLRORHOEETEHRL., EOMBBENRN—I v aVARELTW
ZO0ERLET, O 7ONM Y —F, TZ—DPRETZETCIT—OREICOVWTOERNRIER%
REFELABWVGEDLHY T,

RGBT ER LA Y 2 b—ILORICEREI N, CCO BHRDBILBRNT+HTH 2 LHBIT 515
AIT. CCO IEF#R D CredentialsRequest CR ICEHFZEM L. RIBEBA AT+ THZLHITENDS
EMEBTERLWIEATEBLET,

A+ OARIEBRICOVTOREEMRT 272010, BYAR/NR—I v a3V CRIIBEREEELE T,
IZ53—DA YV AM—IVFICRELEIGZEIF. BEA VA ML ZEHTLET, HHRO
CredentialsRequest CR BEDBEICD W TIE, CCOMNBU CRDUEBAZHAITIZDERFHLET,
AMDAEE LT, AWS, Azure, BELUV GCP D IAM ZFETENRTE X7,

18.1.3. EAE B #R

® Cloud Credential Operator @ Cloud Credential Operator J 7 7 L » ZAR—=Y

18.2. MINT E— RKD{EH

Mint €— K&, Amazon Web Services (AWS) & Google Cloud Platform (GCP) THR— I TWE
E

Mint E— Kk, Y R—FINTWBTSY NI+ —LDT T4 KNE— FTTozw%—P?m\
Cloud Credential Operator (CCO) IZIRHI N2 EEEL NILD Y 7 REREEERZFEAL T, BEL
BRIZBEDNRN—Iv a3 vVDHATIZRAY—ARAOAVKR—3 Y NOFIBRDORIEBEREERL T,

AV ZM—IVRICRIIEBRABIBRINARWVES., ChIECCOIIKL>TRESIN, /5 R9—RDIY
/Ti’ * ¥ b ® CredentialsRequest CR Z LB L, BBERRFED/N—I v a vV DATENETNDOHR
DFR uﬁriiﬁ%{’ﬁﬁiﬁ“ét&)kﬁﬁﬁ INFT, mint E—RTY 7 NREIBERZMGHICRET S &
T, Py 7T L—RAEEDBMDRIIEREALIINA—I v avanBEETEZTIaVvERITCEE

ER
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$18FE /57 KO/ (1 ¥ —DFEHERDER

Mint E— RTli&, BEEBELRILDI LTV v ILH Y S5 X4 — kube-system namespace ICHEfII N
T, CO7TO—FHMEBOEF 2T« —BEHEHEZ L TULRWNERIF. AWS F 72X GCP ® kube-
system 7O 7 MIEBHLARILDOY—IL Yy M RETIRDYDAXR 2 TELEX

R

FEHE— N X, Microsoft Azure Stack Hub THR— KNI TWBH—D CCORET
£

18.21. mint E— RKDN—I v a VvEH
mint E— KT CCO ZERAT %1%, BT T 55R:LFH A OpenShift Container Platform #3247 L. 1

VAR=ILLTWBYISI ROBRBEHAFB L TWBIEAERALTLEIWL, IEEINDRIER
M mint E— RTHR+2425E. CCOIIAM A—H—%{ERTEF A,

18.2.1.1. Amazon Web Services (AWS) /A —X v >3~
AWS T mint €— FICIEE T 25EBRICIEUATDON—I v 2 a VIR ETT,

e jam:CreateAccessKey

e jam:CreateUser

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

e jam:SimulatePrincipalPolicy

18.2.1.2. Google Cloud Platform (GCP) /A —X v > 3~
GCP @ mint E— NICIEE T 2FREABERICIEIUTON—I v a VHRETY,
® resourcemanager.projects.get
® serviceusage.services.list
e jam.serviceAccountKeys.create
e jam.serviceAccountKeys.delete
e jam.serviceAccounts.create

® jam.serviceAccounts.delete
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e jam.serviceAccounts.get
® jam.roles.get
® resourcemanager.projects.getlamPolicy

® resourcemanager.projects.setlamPolicy

I :_content-type: REFERENCE

18.2.2. EEEDRIBEHRDI— b —o L v M ER

£ 29 R7O/14 5 —IL. Kube-system namespace DFRFEEHRIL— b —I Ly NEFRALET,

Zhid. IRTORABFEREKRZH L. ThEThDOY—I Ly I\’H’Eﬁi?%ﬂ‘:&bt:ﬁﬁﬁ“fhij'o e
i, mint €E— K THHROBELIBEHRZEMRT 2D, F7ld passthrough E— K TEREEIER root ¥ —
JLy bEOIE—-LTEITLET,

=Ly hOEKIFI STV RTEICERY, ZREN D CredentialsRequest > — 7 L v MIHFEH
IhExFd,

Amazon Web Services (AWS) ¥—%2 L v MER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform (GCP) ¥—Z7 L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

18.2.3. B E L NI DFRIFROHIMB FAIEO0—FT—> a3 V#EEEFE D mint E— R

WIFRT, TOE—RNIFAWSBELPGCP TOAYR—MINFT,

ZDE—RTE, 2—HF—IZBED mint E— NEARICEEBE L NIVOREBEREZFEALT
OpenShift Container Platform 4 Y Z h—JLLE T, L L. 2OTOCRIEISTRI—DA VR
I\_)b?ﬁo)%iiﬁl//\“)l/@mbu | $E¢/_7 l/‘y F’éﬁ”ﬁ%bij_o

EE#E(E. Cloud Credential Operator ICEEAEY ERDRIRRICOVWTHEDEKRZTHhESZ I &N
TEEY, IhITLY, TRTD CredentialsRequest # 7> =7 MNIHEBERNA—Iv >3 UhH 3
EDHERDAREICRY EFT, TDH. WINDDEENBREICASRVWERY, BEEL NILOFREEE
WIBEICRY FHA. EEMITONLFREEBEBRNERINLRIC. BEQFEIE. ChFERERD
P95 RTHETZN FLIFFT7IT71TICTEET,
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$18FE /57 KO/ (1 ¥ —DFEHERDER

R

z-stream WA DT v T L — ROFIIC, BREEBFHROY—27 L v F’éﬁtfi% L ~NJLDERE
FEREHKICTICETMELNHY 9, SBEFERHIEFEELLRWVGEIE. 7y T L—KN
JOy I INZHEEELHY FT,

BEELANIORBERIE Y 525 —IKEHICREINE A,

INSOFIFEETTZICIE. EWHREICI SR —TOEBELNILORIBERIBEICAY FT,
iTC\ Ty 7071/_ I\\\:t ‘:%iﬂ% l//\\‘}l/@mb DEF%E%{EFH L/—C/ 7 L F’é%@]fﬁ’f S I\_)l/
TEMNENHY T,

18.2.3.1. 279 K7AnA ¥—pFitEROFEHICLZO0—F—>a >

9 5 '7 |\“7°I:|/\"f y‘_o)ﬂlb uﬁﬁiﬁﬁ\ﬂbb\@fiﬂﬂftﬁknéiﬁm\ 9 5 '7 I\\\jolj/{’r y‘_o)ﬂlb DIEIEE$E
DEHIC Cloud Credential Operator (CCO) WMERT 23—V Ly NaFETEMT IHELHY F
-g_c

IS5 RFBEIEREO—T—>av$5 70K, CCOEFRTAILIICEKREINTULWSEE—RIC
SOoTZEDLYET, mntE—RFAEFERALTWE Y SRY—DRIEEREAO—T—> 3~ LzBIC. Bk
INFEEEERTERINALIVR—2 Y NORHERISFETYHIR T IHELRHY T,

AR E 4

e UVS5RH—E, FAHALTWBCCOE—RTODYSY RZBAIEROFEIO— X S
R—=RMNTBTSYNTA—LIZAVARN=ILINTWS,

o mint E— FIZDWTIE, Amazon Web Services (AWS) & & U Google Cloud Platform
(GCP) B R— hShET,

o USURTOANAF—EDA VI —T x4 AFEAINZRIABEREZZEEL TV,

o FRFRALERICIE. E—RDCCOMNI SR —THEAINDLIICEKET HDIC+HDHR/N—
Iyvavhrhd,

FIR

1. Web 3>V —JL® Administrator /X\— X%V 5 1« 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKRFOnNA5—DI—r>—o Ly hERBDITET,

TSy NI x—A =Ly MR

AWS aws-creds
GCP gcp-credentials
]
.
3. ¥—2Lv MNERULITICH % Options X = 21— %2 1) v L, EditSecret &R L £
ER

4. Value 74 —)LFOABZERHKL T T, COFRFERL T, BEABFBROFHRRICEIELD
k_ t %EEEL T % i-g_o
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5 Value 74 —JILRODFTFANEISHRTANA T —DFWDORFIEHRTEE L. Save &7

Vw7 LET,
6. {E#% @ CredentialsRequest 7 7> =/ MIL > TEBRINZEZEAVER—FKV b —IL Y b
ZHIFRLE Y,
a. cluster-admin O—JL %D 1 —%—& L T OpenShift Container Platform CLI ICAZ A ~
LEY.
b. ZBINAIARTOIAVR—FKV MY —I Ly NOEZRIH & U namespace ZRF L £,

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Z ZT. <provider_spec> (&7 57 R7ONA ¥—DRET ZBEICRY £,
o AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS O LM%Y > FILH A

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator”

BIN23VR—XVMDEY—ILy NEHIBRLET,

0
\\ﬁt

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

‘D v—ULvy NDERIEEELZE T,

9 Y=Ly h%EEE namespace HIEEL T,

AWS >—7 L v kb DOHIERSG
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

TAONA =AY —ILHh SRIEREFEHTHIR T Z2BREREHY FHA, BRINZO
VR—=RV MDY= Ly bNEHIRTDE, CCOWETTY b7 +—LDSEEEFEORIER
ZHIFR L. FTHEORMEEHREZERL X,

W

E@EIE'%*E?!?{EE'S TLT: < t %EEE:L\T 6 "— («Et J'J\-F%gg L/ i '3'0

1. Web 3> Y —JL® Administrator /X\— X%V 5 4 7T, Workloads - Secrets IC#E L £,

170



F18E /S5 RO ¥F¥—DRAEROEHE
2. Value 74 =)L ROHRBHPEBEINTWVWS I EAEELE T,

18.2.3.2. 7 5% K 7O/N4 ¥ —DBiHER DY

Cloud Credential Operator (CCO) % mint €— N T L T OpenShift Container Platform 7 5 X 4 —
EAVAM=)LLERIC. U5 RH—OD kube-system namespace h 5 EEE L NILDFRIBERY — 2
Ly NEHIBRTEEY, BEELANIVORIERIE. 7Yy TV L—RREDERINNN—ZIvI 3y
ENBEETEERBICOAMETT,
p= =)
z-stream WA D 7y UL — KRDEIIC, SREEBHRDOY—I L v b ’&”‘ﬂ% L AL DERE
BREHICTICRIMELNHY £F, RABRIEFEELAWVEEIE. 7Ty TTL—RH)
Oy I INBAREELHY FT,
AR F A

o USRH—N, CCONBLDY ST REBIIERDYIREYR—KNTZTSY N T —ALICA VR
R—ILIhTW3, Y R—MINBTS5Y N7+ —LIEAWS 8LV GCP,

FIR

1. Web 3> Y —JL® Administrator /X\— X%V 5 14 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5 RKR7OnNA5—DI—r>—o Ly hERBDITET,

TSy NI x—A =Ly MR

AWS aws-creds
GCP gcp-credentials
]
H
3. ¥Y=7 Ly b&ERUITICH S Options X = 21— %71 v Y L., Delete Secret %3 &R L
i-g_o
18.2.4. FZ B3R
o AWSIZDWTODBEEBELARILDY—I L v M% kube-system 7OV TV MIRETIREA
*

o GCPIZDWTOEBEEBELARILDY—I LY M% kube-system 7OV TV MIRETIREA
*
18.3. PASSTHROUGH £ — KD {EH

passthrough €— Ri&. Amazon Web Services (AWS). Microsoft Azure. Google Cloud Platform
(GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV). & & U' VMware
vSphere THR—FMIhF T,

passthrough E— KT, CIoud Credential Operator (CCO) IdiRftX N30 57 NEREEIEHR%E, JV
R—RVMEBRTZIVR—VMIELEFT, REFEHRICIE. A VAM—ILEETL, VFR5—
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RAOAVR—FY N CTRERIRFERTT25ODA—I vy avyARETTH, RILEREHICHE
BT Z2BEIEHY FH A, CCO L, passthrough E— KT, BIOFIRINARI—TDEREFERD
EREaRITLEE A
pa T
FEE— N (&, Microsoft Azure Stack Hub THR— M I TWBH—D CCOFZRET
-a—c
18.3.1. passthrough E— RD/N\—I v ¥ a VEH

passthrough E— KT CCO # AT 215 E. 18E T 5 R5EIEI A OpenShift Container Platform "3
TL AVAR=ILLTWR IS ROBEEHZHLLTWEIEZHWRLTCES CCO N
CredentialsRequest CR #{Ef 9 2 0V R—R Y MIETIEE I N/ ZREE P*%E?b‘ﬂ'-l-é:\?li% IS, 2D
AVR—RY ME, R=I v aVpRVWAPIOMUH L EFTTIRICTS—52RELE T,
18.3.1.1. Amazon Web Services (AWS) /N\—X v 3>

AWS D passthrough E— NICIEE T 2 ERFEIEWRICIF. ETL. 4 VX b—JL L TW 3 OpenShift
Container Platform M/X—2' 3 ¥ TWAE R T R T CredentialsRequest CR [CHERT R TDIHE
NR=IyvarvyhridhiERy i,

HE7: CredentialsRequest CR %= R D7 2 1TIE. AWS @ IAM DFEIER ICDWTBIRL T X
LY,

18.3.1.2. Microsoft Azure /X —3I v a3~

Azure @ passthrough €— NICIEE T 2 EREEEHICIE. EfTL. 41 Y A M—JL L TW 3 OpenShift
Container Platform M/X\—2' 3 ¥ TWAE R T R T CredentialsRequest CR [CHERT R TDHE
NR—IvoaviARFnidiRy LA,

WHE7L CredentialsRequest CR %= R D (F % 1TIE. Azure D IAM OFFHERM ICDOWTSRBL T X
(A

18.3.1.3. Google Cloud Platform (GCP) /N\—X v > 3~

GCP @ passthrough €— RICIEE T 2EREABHRICIE. EITL. 41~ X b—JL L TL 3 OpenShift
Container Platform M/X\—2' 3 ¥ TWAE R T R T CredentialsRequest CR [CHERT R TDIHE
NR=IyvarvyphridhiERy i,

WE 73 CredentialsRequest CR = R D (7% (C1d. GCP D IAM DFEMER ICDWTHSR LTSS
LY,

18.3.1.4. Red Hat OpenStack Platform (RHOSP) /A\—X v > 3~

OpenShift Container Platform 2 5 A4 —7% RHOSP |24 Y A h—JL§ B ICIE. CCO Tl member
A—H—O—ILD/R—Z v >3V EHICRIBFRIBEICRY FT,

18.3.1.5. Red Hat Virtualization (RHV) /X—X v > 3~

OpenShift Container Platform ¥ 5 X4 —% RHV ICA4 Y A k=)L § % IlIE, CCO ICIE., LT DIERE
HICFRFIEBNIVEICRY XT,

e DiskOperator
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e DiskCreator

o UserTemplateBasedVm
e TemplateOwner

e TemplateCreator

® OpenShift Container Platform 704 X ¥ N =4 v M RBREINZBEEI T RY—D
ClusterAdmin

18.3.1.6. VMware vSphere /A —X v > 3~

OpenShift Container Platform 2 5 X 4 —7% VMware vSphere IC4 Y X b —J)L§ % ICI&. CCO IZIFLA
T @D vSphere ¥R & HICERAHEHRNADEICARY X,

#*18.2 EA: vSphere H#EFR
HhrdY)— HERR
T—HAKNT HEDOEY HT
T — 7 A WT—DER. 7 45 —DHIER
vSphere ¥ 7' TRTOER
xv ho—75 XY MIT—IDHYHT
)v—2 FRE<> VDY) Y—RAT—=IADEY HT

TOT7 7 A IIEREIRIZ ML —Y TARTOMER
vApp TRTOER

RE~< v TARTDER

I :_content-type: REFERENCE

18.3.2. ﬁf@%@muu | $I§o))|/_ No—2O Ly hﬁgl—ﬂt

£V 579 K7O/1 ¥—I%, Kube-system namespace DFRFEERIL— b —2 L v N&fEA biﬂ'o
Zhid, IRTORBHREKREZH L, ThThDOY—IL vy |~’é1’ﬁﬁ§3‘67‘_&)£~_ﬁﬁﬁ“‘niﬁ'o
i, mint €E— K THHROBILIBEHRZEMRT 2D, F7ld passthrough E— K TEREEIER root ¥ —
Ly NEJE—LTEITLET,

=Ly hOEKIFTI STV RTEICERY, ZREhD CredentialsRequest > — 7 L v MIHFEH
IhExFd,

Amazon Web Services (AWS) ¥—% L v FER

I apiVersion: v1
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kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure ¥—2 L v DR

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

Microsoft Azure Tld. FREEIEHR>—27 L v MERICIE, ThENDISAY—DA VA N—=ILIZZ YV
FLERINDEIVSRI—DAVISANSIVFvy—IDHIEFNZHREDOHS 2200 70/87 14 —

PHYET, COEIK. Y27 A PMDERRICHERTEET,
I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r
Hh

I mycluster-2mpcn
ZDEIF. LTFOELDICY—I Ly hT—4THERAINET,

azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform (GCP) ¥—Z L v M ER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) &—% L v FER

I apiVersion: v1
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kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

Red Hat Virtualization (RHV) ¥—Z7 L v M ER

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded_username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere ¥—2 L v MER

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

18.3.3. passthrough E— NDFREEBEHRD A v T+ R

CredentialsRequest CRH' 7 R4 —D7 v 77 L — REILEREINZH5E,. EEEGAMITLDIC
passthrough E— NDOFREERAZFENCTEIH T 2LENHY ET, 7y TIL— IQE%ODWDIEF%EO)FEJEE
O BICIE. 7y T L— KOG, $#/N— 3 ¥ D OpenShift Container Platform @ Y ) —

4 X — T CredentialsRequest CR 252 L &9, 757 K FONA F—IChER
CredentlaIsRequest CR%ERDIFZITIE. AWS, Azure, F7zld GCP @ IAM OFEIMERRIC D W TSR
LTLEE

18.3.3.1. 259 K7OnA ¥—DFiHEHROFHICL2O0—FT—>a Y

9 5 rj |\“7°I:|/\"f Iy‘_o)ulb\DIEI‘E*Eb\ﬂ bb\o)iiﬂﬂ—c#%{ n%iﬁu\ 9 5 rj I\“jolj/\"r y‘_o)ulb\DIEI‘E*E
DEHIC Cloud Credential Operator (CCO) WMERT 2L —J Ly NaFETEMT IHELHY F
-a—o

75 RBIBHRAOD—T—> 3 v 9370 IE, CCOEFRATEILIICKREINTUVWEE—NRIC
EoTZEDLY EF, mint E— l\“’éﬁﬁﬁ L'CL\%>757\’§ DEREERAO—T— 3> LB, BB
INERIIBHRTERINAO Y R— DERIBFERITFHTHIRT 2BEIHYET,

AR
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o VSR —F. HALTWSBCCOE—RTDY SV FREABROFEFO—FT—>a vz

R=rTBTSYRNITA—LICAVAMN=ILINTWDS,

o passthrough €— Ki&. Amazon Web Services (AWS). Microsoft Azure, Google Cloud
Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV).
B L' VMware vSphere THR— NI F T,

959 RTANA T DA VI —T 24 RAFRINSREIEREERELTWS,

%ﬁmﬁﬁﬁkm E—RDCCOMNIZRY—THEAINDLIICKRET H2DIC+HDHR/N—
> avhH b,

. Web O3>V —JL® Administrator /X— X~V 5 1« 7T, Workloads - Secrets IC#E L £,

. Secrets R—YDKRT, /57 R7AnNA 5 —DIL—b>—o Ly NERDIFTET,

TSy NI x—A =Ly MR

AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
:
. Y—=2J Ly MERLUTICH S Options X — 21— 2 1) w2 L, EditSecret &R L £
ER

. Value 71 =)L FORBZEHL T T, COBEREFEAL T, BEABROBHRICEIEALD

l:: t %EEEIL\T % i-a_o

. Value 714 —JILRDTFFERANEISH R T7ONA Y —DFIRORIIERTEEH L. Save &2

Dy o2 LZEd,

. vSphere CSI Driver Operator BAB#IC A 2 TWAL vSphere 7 5 249 — DRGSR A FH T 3

mEald, Kubernetes AV hO—Z5—vX—Y v —%@FIICO—IL7 D ML TEHFINERE
ERAEERTINEL DY FT,

yz =)
_ vSphere CSI Driver Operator B E®ICAR > TW3IHE. COFIBEIFARETT,

BH I N7 vSphere SREAEIEHR % BA T % ICIL. cluster-admin O— LA D1 —H#—& LT
OpenShift Container Platform CLI ICO Y4 > L. LAFOOT Y RZETLET,
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$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge
REIBEHmAO—ILT Y I N TWBR., Kubernetes Controller Manager Operator D A 7 —4

Z 1% Progressing=true 3 RE L9, RT7— Y RERRTBITE. ROATY REEFTLE
ER

I $ oc get co kube-controller-manager
RAEE
le\ﬂ | $&7’J§EE-§“T\:: t’éﬁﬁ&»?étdi LJ\-F%?% L/i-g—o
1. Web 3> Y —JL® Administrator /X\— X~V 5 14 7T, Workloads - Secrets IC#E L £,
2. Value 74 =)L ROABHNEEINTWSR I L ZHRLET,

BIER R

® vSphere CSI Driver Operator

183.4. 41 VA MN—JLEED/IN—3 v a3 vDiENM

passthrough E— K& FEA T 315E. FAVR—X Y MIFMEOITRTOOAVR—RY ML > THER
INd/IN—3 v ya/tl__lb/\— vy avhH Uiﬂ'o 14V M=ILEEIT/ \—:v*/a/’é%f'ﬁ"d\bﬁ
WA, IRTOAVEA—RY MIFA VAN —5—DETIMERIBLEWVWI—I v arvyiteE3h
i’g—c

14V R I\_)l/'?ﬁt':\ le\DIEIEE$EO)/\_ S \/7&\ 7 519-@%%‘?[%‘%@”-3 w3 y‘:%UBE—G
XFd, Thik. FHLTWLS OpenShift Container Platform /A=Y 3 > DY ) — A X =T D
CredentialsRequest CR TEZINE T,

AWS, Azure, F7lE GCP ICHE%A CredentialsRequest CR # R DIF., CCONFERTZ/A—3 v

VAVEEBETBEZHEICDOWVWTIE, AWS, Azure, F7IE GCP @ IAM OFEERKICDOWTHI L TL
I W

18.3.5. BE&E B

o AWS D IAM DFENER
e Azure @ IAM DFEIERR

e GCP D IAM DOFENERK

18.4. FFE— RDFEH

FEET— Fi& Amazon Web Services (AWS). Microsoft Azure, # & U Google Cloud Platform (GCP)
THR—FINZFT,

FEHE— NTIE. 1—H—I& Cloud Credential Operator (CCO) D Xh W IZV 5 REREIEREZEE L

F9. COE—REFATZICIK. RTFRIEAMA VX b—=JL L TL 3 OpenShift Container Platform
N—=2 32D Y —R4 X— D CredentialsRequest CR ##8ZE L. EfffE 413757 K7O/NA
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F—THIET ZRAAEREEKL. VFRY—DV S50 KRTOANLMT—DITRTD
CredentialsRequest CR (559 % 72 IC Kubernetes Secret % IE L L\ namespace ICfERK T 2 i E A
HYFET,

FEE—REFHATRE. VSRAY—ICBEBELANIVOFRINERERETINERLS, §V5R49—1
VIR—RX YV MIBEBERNRN—=Iv a3 vDHERETCEET, COETE—RKTIE, AWSKRT YUY I IAMI
YRERAY MADEHGEVLEDLHY FHA, L. BTy TITL—RIZDWT, X"—=I v aVEHR
DY —RA A=V A FERLTCFHTHREST Z2HENHY XY,

FHE—REFRATELIICISORTAONA Y —%RETEHEICDOVTOFEMIZ. AWS, Azure.
F721E GCP D IAM DFEMERK ICDWTSRL TS T L,

18.41. AWSSTS #{FRH LAEFEHE— K

AWS U S5 29 —%FBIE— RTHE L. Amazon Web Services Securlty Token Service (AWS STS) %
FRTEEDICKRETEET, CORETIE. CCOEFERZIVR—RY MI—BMARFREIIERAE
ALZET,

1842 FHTA VT TV AINLRIBHRAFRA LALISRY—DT7 Yy TIL—K

FETAVT TV AINZRABRE%EEZT Y 5 A4 —D Cloud Credential Operator (CCO) M
upgradable 2 7—% 2377 #JU N T false &2 Y 9,

0 48D BLAREDYAFT—) ) —RDFEITIE, TDRAT—HRA%EFERTHIET, /8—
Iy avAaEHFLTCloudCredential )V —RILT7 / T—>a v a[FIFTHR=Ivy g N
RDN—=T a3V DEHICEDETCEHINTWEIEAEETEET, 7y ST L—RKATE
BWEDICRYFET, ZDTF7/FT— 3k Upgradable 27—% X% True ICEBEL T,

o 4900M5 49172 EMD z-stream J ) —RADIFEITIE, N—I v aVIFEBEMFLEIZEEINLR
Wi, 7y 7L —Ri7ovosIniztai,

FHTCAVTFTFVRINZRABERCTISIRY— Ty T L — hTémh\)/TOb NERY)

U — R A= )FﬁLCEquF*E’&%ﬁ*EWﬁ}ZT%M\Eb‘ l’) i'ﬁ'o Js ‘9“_\ E%ﬁ DER DEF%E"—M\EE/\_

Ty avAEERL, INH6OAVER—RXVMNOFHR) Y —ZDHFLWAA—I v 3 VEHFIIHRT S
MENHYET,

FIR

1. ##1) Y — XD CredentialsRequest 1 29 L)Y —2&MH L TRELE T,
959 R7ANA T —DA VA N=)LAVT VYD IAM OFEERICOVWTDEY a3 VT
(«Et 97'7 FL;M\EED:WIEFﬁ%Hﬂ L/ ﬁﬁﬁ?éﬁ/ﬁ‘ujb\ruﬁﬁﬂbij—o

2. USRI —TCFETA VT FVAINSEIEREEHLET,

o KUY —RA XA—=IITL>TEMIN S CredentialsRequest 1 X4 L) VY —ADH IR
0)9_9 I/\y I\%{/Eﬁzbi_a—o

° D—ObwFﬁﬁﬁﬁhéﬁﬁ®mﬁﬁﬁ®CmMMMM%mmﬂﬁZQAUV 2
N=—IvoavEHEZEBRLEBER. BEICBELCTNRN—Iv 2 avaEHLET,

3HFHBRIVI)—RATIRTOY—I Ly MDELWBEEIR. V5RI—%T v FJL— KT 2%(H
NE-STWBZEZRLET,

a. cluster-admin O—JL %D 1 —4— & L T OpenShift Container Platform CLI ICA 4 ~
LET,
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b. CloudCredential ') ¥V —X %{FE& L T. metadata 7 «+ —Jl K(C upgradeable-to 77 / 7 —
YavaEEMLET,

I $ oc edit cloudcredential cluster

EMI37¥X b

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

Z ZT. <version_number> (&, 7y T L —RTE3N=Uar (xyzFRX) ICEEHZ
9, f5l: OpenShift Container Platform 4.8.2 (OpenShift Container Platform 4.8.2 D&

7)T—>avEBILTHNS, upgradeable DRAT—49 ANEEIND X T, BoHH
IGENHYET,

4. CCONTyvTIL—RTEBZEERRLET,

a. Web 3> Y —J)L® Administrator /\— X% 5 14 7T, Administration = Cluster
Settings ICBEIL X T,

b. CCO AT —% ADiF#Ml =R TRT %I, Cluster Operators —& T cloud-credential % ¥
Vv LET,

c. Conditions £% > 3 >~ M Upgradeable 2 7—#% X 71" False M3%Z&1C. upgradeable-to 77
JT—2avICEEVWI RN EERRLET,

Condltlons < 3 > ® Upgradeable 2 7—4% X True DIFEICIE. OpenShift Container Platform
TyvTIL—RERBTEET,

18.4.3. EAE B #R

o AWS D IAM DFFNER
e Azure D IAM OFENERK
e GCP D IAM DOFEIERK

e AWSSTS TOFEIE— NOFEM

18.5. AMAZON WEB SERVICES SECURITY TOKEN SERVICE T®DF&}
E—RDFEMA

STS %{#M L /=F8)E— K& Amazon Web Services (AWS) THR—MI N F T,

R

ZDILTVIvILANSTI—IE, # L L OpenShift Container Platform 2 5 X4 —
TOHYR—IINTEY, A VAN—IVFICEET I2HELNHY FT, JOHEEME
AT 3010, BEDIVSRY—DRDILTYIYILANSTI—%FRTELDIC
BRETDIEIFTEZFEA,
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18.5.1. AWS Security Token Service TOFEIE— K

STS TOFFE— R TIE. {ERID OpenShift Container Platform ¥ 5 X4 —J Vi R—% > MME AWS
Security Token Service (STS) Z{#EMA L T, EHHDODERI|GIRIntF 1) 71 —RAEHRZ IR
HEBIAMO—ILEIYR—F Y MIEIYHETEY, Ih5DREEERIF. AWSAPIIEUH LZ1TD
ZaAvR—xY MIEE®D IAM O—)LICEEMIT SN ET,

FRB L UOBEHINAAFROEROEHHEIE, BEUIERE I /2 AWS IAM OpenlD Connect
(ODO) 7ATYTA4T4—7TANA 5 —% AWSIAM O—)LEHAEDLETERLTEITINE T,
OpenShift Container Platform (& AWS IAM TEREI N3 —EXT7HU Y M b—=2 2 ICEZ L. Pod
WCBREL. RREEICERT 22N TEEY, M=V VR 1BEEARICEHRFRINET,

BI18.1STS&BEE 7 A—
AWS
Trust
. . S3 bucket
IAM Identity Provider [ i?;;g; - with OIDC configuration
Public key
+“—> .
IAM Role for pod AWS services
P “«
Aa
ServiceAccount Vo
signing keys E !
v
OpenShift !
Pod i
v
Private key AWS config file
I Token signing —_— > Phefeeiz

ServiceAccount token

STS TEHE— NEFEHAT B &, E5ID OpenShift Container Platform v R—% ¥ MIIRHEIN S
AWS BRI OABRTAERINF T,

A3HBEORWERITEHREFALIZAWS Y —27 Ly M ER

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

ﬂ JYR—3 > h® namespace,
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Qg AVE—FY RV —4 Ly NDRKH

STSTDHOAWS >—2 L v MR

apiVersion: v1i
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
role_name: <operator-role-name> 6
web_identity _token_file: <path-to-token> ﬂ

JYVR—% > h® namespace,
AVER—ZV M= Ly ND&HL

aAViR—xY MO IAM O—JL,

6@@0

Pod I7§|03‘U‘ EXT7ADY N N—=0UADINZ, BE. Zhid OpenShift Container Platform 3
v R—= >~ b ® /var/run/secrets/openshift/serviceaccount/token TY,

18.5.2. STS TDFEIE— NIZERE X 117z OpenShift Container Platform 7 5 X4 —®
A2VA M=

STS & HIZFEE— N%FH L T Cloud Credential Operator (CCO) T2 LD IEREINDE VS
2Y—%AVAM=ITBITIE, UTERTLET,

1. Cloud Credential Operator 1—5 4 Y7 1 — %% EL XY,
2. BERAWS Y Y —R%& ERICERRT 2H, FF 12037 RaERALTERLET,
3. OpenShift Container Platform 41 Y 2 h—5—%F{7LE T,

4, VSR —HEWHROEWERIEREZFEHAL TWSA I 2L T,

R

STS #FRAT IV SR —IEFEIE— RTEMET 578D, HWER/NA—ZI v 3UT
AVR—2RY NOFROBIEEREIFERT 5 2 tti'cﬂ?iﬂ'/u OpenShift Container
Platform DBIDY A +—/IN—=I 3 VILTy T L — KT BEI. AWS/R—Iwvoard
EHEDIMDEZIENLLLHYET, STSEFERTZITRY—%2T v T L— KT 5H]
LH VS5RE— ﬁii%tat AWS X=X v ¥ a3 UHBFEOIVER—RY MIDWTHERAT
CHFROAVAR—FR Y N TCHEATETHE I EEFHTRATIHENHY XY,

18.5.2.1. Cloud Credential Operator 1—7 1 V) 7 1 —DRE

Cloud Credential Operator (CCO) A STS # A L CFEE— RTEMEL TWBIHFHIC. V75 R9—4
MNoUZ0 REBEEREER L. BETSITIE, CCOI—T 1Y) T 14— (ccoctl) /N1 1) —% RE
L. Ihz#FELET,
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a3
. ccoctl [E. LinuxIRIRTEITINDIBEDH S Linux /N1 F)—TT,

FIR

182

. OpenShift Container Platform ') 1) =24 A=Y ZEEL F T,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

. OpenShift Container Platform ) 1) — X4 X —=IUHBH CCOAVTF—A A=Y ERIBLET,

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

pa

$RELEASE_IMAGE 7 —* 77 F v —%'. ccoctl Y —ILEERAT 2IRED
T—FTI9Fv—E—HLTWVWBZEZHRLTLEIL,

. OpenShift Container Platform ') ) — X4 X—JARAD CCO AV T+ —4 X —IH 5 cecoctl /N

1FT)—ZRALET,

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret

. ccoctl EEITAREICTDLIINN—IvravaZTBaELET,

I $ chmod 775 ccoctl

ccoctl MERATE B EAHBIRT BICIE, help 771 ILERRLET,

I $ ccoctl aws --help
ccoctl aws --help D 73:

Creating/updating/deleting cloud credentials objects for AWS cloud

Usage:
ccoctl aws [command]

Available Commands:

create-all Create all the required credentials objects
create-iam-roles Create IAM roles
create-identity-provider Create IAM identity provider
create-key-pair Create a key pair
delete Delete credentials objects

Flags:
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-h, --help help for aws

Use "ccoctl aws [command] --help” for more information about a command.

18.5.2.2. Cloud Credential Operator 1—7 14 ) 714 —% AL/ AWS V) YV — X DERK

CCOaA—T1Y7 14— (ccoctl) ZEML T, BELAWS Y —R% ERICHERLELY, 1TD0DIT
YREGERLTHERLEYTEETS,

18.5.2.2.1. AWS Y YV — X DERI DR

AWS 1) YV —ZDZEEFIIC ccoctl Y —ILHMERR T B JSON 7 7 1 L = HER T 2 BN H B15E

¥, ccoctl V—ILANAWS )Y —REBEERT 27DIFERTZ 7O A’EBOESG %I AW
BEIE. AWS )Y —2A&@ERICERTEE T, L& AE, TOF T avid, ERb1—H5—PEM
ATIhhoD)Y—R&ERT 2EXAHET HHEMICEKICIBET,

FNLANDIFEE L. ccoctl aws create-all A¥ Y RAFEHALTAWS UY —RABEEMICERTE F
3—0

R

T7A#IBMT, ccoctl AR Y RAR[TINBZTALIMN)—IZA T M &KL
F9., ATV MNERIDT 4L Y M) —ITERT % ICIE. --output-dir 75 V& FERL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DZAESRL E

_a—o

—EBD ccoctl A7 NI AWSAPI U L =17, AWS )Y —RZEREIEEE L
F9, ~dry-run 7572 FRALT. APIEUHE LZOBTEEY, CDT7 7 Z2ERAT
& ROYUICAO—HILT 7AIY AT ALITISON 774 IILHMERI N ET, JSON
774 EBBLTEREL, AWSCLI Y —JLT --cli-input-json /X5 X —4 — % {FF L
THEEATEZY,

AR
e ccoctl N1+ —%5EBALTEBL TH,

FIR

1. 25 2%—® OpenlD Connect AN ¥ —%BET BHICFEAINZ AT v 5L
FANR—NRSAF—T 7ML ZERLET,

I $ ccoctl aws create-key-pair

HHAH:

2021/04/13 11:01:02 Generating RSA keypair

2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.private

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output_dir>/serviceaccount-
signer.public

2021/04/13 11:01:03 Copying signing key for use by installer

serviceaccount-signer.private & & U' serviceaccount-signer.public (3. £RI N5 F—
774ILTT,
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ZOARY R, VZRI—DAVRAN—IVEICLEET DS54 R—hF—%
/<path_to_ccoctl_output_dir>/tls/bound-service-account-signing-key.key IC{ER L £ 7

2. AWS T OpenlD Connect 7A T YT A T4 —7ANA T —BLUVSINTYy NEERLET,

$ ccoctl aws create-identity-provider \

--name=<name> \

--region=<aws_region> \
--public-key-file=<path_to_ccoctl_output_dir>/serviceaccount-signer.public

2T, LTFD LD Iy £,

o <name> . BIEICERINZI TR Y —RICY T A FITDEHDICFERINS AR
T“’g—c

e <aws_region> ., 75V K Y—ZAHIERIND AWS )—Y 3 VT,

e <path_to_ccoctl_output_dir> (&, ccoctl aws create-key-pair 1< > RAYER L7/ 7
Do F—T 74 IA~D/INZXTT,

H A5

2021/04/13 11:16:09 Bucket <name>-oidc created

2021/04/13 11:16:10 OpenlD Connect discovery document in the S3 bucket <name>-oidc at
.well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at keys.json
updated

2021/04/13 11:16:18 Identity Provider created with ARN: arn:aws:iam::
<aws_account_id>:oidc-provider/<name>-oidc.s3.<aws_region>.amazonaws.com

02-openid-configuration ([¥#&H K¥ 2 X > hTH Y. 03-keys.json (& JSON Web ¥—t v b
774 T,

DA< Y RiE., YAMLE&E 7 7 1 )L % /<path_to_ccoctl_output_dir>/manifests/cluster-
authentication-02-config.yaml [CE/ERK L E T, TDT 7 Ibid. AWSIAM 74 7TV T 4
TA—TONAT—DBRN—VVEEFEFTDELIIC. VIRI—DEKRTZDH—EXRTHD Vb
=0 YDRTADURL 74 —ILREFZRELET,

3. VSR —OFAVER—Y MIDWTIAMO—ILEEKRKLET,

a. OpenShift Container Platform 1) J —Z 4 X —<H & CredentialsRequest 7 7> = 7 b D
—BEZHELET,

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests ﬂ
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests |&. CredentialsRequest # 72V hDY X MARIMINZ T4 L

N)—T9, T4aLZMN)—HDEELAWVGE., COAXYRETa4LI M) —%1E
ﬁibij—o
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b. ccoctl 'V —JL%fEF L T. credrequests 7 1 L 7 k) — T34 XT®D CredentialsRequest
ATV MNEMEBLET,

$ ccoctl aws create-iam-roles \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

pa 31
. GovCloud 7R EDRED IAMAPI T RRA ¥ M aEAT 2 AWSERIET
. &, ~region NS X—4—T) =Y aVaIEETIHELHYET,

ZNZho CredentialsRequest 7 7> =7 MMIDWT, ccoctl (FIEEI /= OIDC 71
TYUTAT4—FONA F—ICEEMITSN/EFERY) > —&. OpenShift Container
Platform ) I) =24 X —2 D% CredentialsRequest 7 7> = 7 MIEZEINZ/XA—I v
YavRYY—&FEALTIAMO—LAEERLET,

R

® OpenShift Container Platform ¥ —27 L v RBMERIN D Z & &R T 51
I&. <path_to_ccoctl_output_dirs/manifests 741 L 7 ) —D 7 74 L E—EBRRLZE T,

I $ Il <path_to_ccoctl_output_dir>/manifests

i H Bl
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml|
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-W------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml
-W------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSIZV T —%RTTDE. IAMO—IHBERINTWSE I EEERTIET, FMIFAWS R+
AV RARDIAMO—=)LO—ERRFIIDOVWTSRLTLEIW,

18.5.222. 8—O<v Y K TD AWS Y YV —ZXDYERR

AWS 1) Y —ZDZEERIIC ccoctl Y —ILBMERR T B JSON 7 7 1 LA HRER T 2 BN R WIFE

T, ccoctl V—ILDNAWS )Y — R BEMER T 27-DICERT2 7O A’ EBOEG 5 T5E
IZ. ccoctl aws create-all A~ > RAFALTAWS )Y —RADEKRE=BEILTE XY,

ZThUADIZEIF. AWS )Y — R ZERIICFERTE XY,
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=55

R

T7AIBMT, ccoctl IFOAXRY RAR[TINBZTALIMN)—IZA T M &KL
F9, ATV RERDT 4 LI MY —IC/ERRT %ICIE, --output-dir 7S5V AFERAL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DIZAESRL E

3—0

e ccoctl N1+ —%5EBALTEBLTH,

FIR

1. OpenShift Container Platform 1) |) —2 4 X —<H 5 CredentialsRequest # 72 =V hD—%&
EHELET,

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ 0
--from=quay.io/<path_to>/ocp-release:<version>

Q credrequests (. CredentialsRequest # 72t hDY X MARIHINZTa LV K

J)—TT TALIMN)=DEFEELAWNGE, ZOIATYRETALI M) —ZFERLZ
_a—o

2. ccoctl 'V —J)LA&fER L CT. credrequests 71 L ¥ k') —T9 ~XTD CredentialsRequest & 7
V) MNEMEBLET,

R

$ ccoctl aws create-all \

--name=<name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests

® OpenShift Container Platform &—2 L v MDYERIN 2 T & A2 5EFR T B IC
l&. <path_to_ccoctl_output_dirs/manifests 71 L 7 N —D 7 71 LA —ERRLZF T,

$ Il <path_to_ccoctl_output_dir>/manifests

5
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml|
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml
-rW------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml
-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-

186



$18FE /57 KO/ (1 ¥ —DFEHERDER

credentials.yaml
-W------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-
credentials.yaml

AWSIZV T —%ETTDE. IAMO—IHBERINTWSE I EEERTIET, FMIFAWS R+
AVIMDIAMO—=)ILO—ERRFIDODVWTSRLTLEIY,

18523. A VA M—5—DET

=S5

® OpenShift Container Platform Y 1) =24 X =Y BB LE T,

FIR

LAYZAN=WTO7ZLhEEFN2T4L 2 MY —ICtIYE X, install-config.yaml 7 7 1 )L
e L E T,

I $ openshift-install create install-config --dir <installation_directory>

Z I T. <installation_directory> (&, 1 VX h—ILTATS LD T 74 IV EERT 2T 4L
M —ICESHBAZETY,

2. install-config.yaml ;%2 7 7 1 L %= #&% L. credentialsMode /X5 X —#% —»' Manual IC5%E
INBLIICLET,

> 7 )V install-config.yaml 52 7 7 1 )L

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q Z D1TlE. credentialsMode /X5 X —4% —7% Manual ICERET 27=DIEMINZE T,

3. WEAR OpenShift Container Platform 1 Y A =LY Z 7z A M EER L X T,

I $ openshift-install create manifests

4. ccoctl ICL>TERINIIYZT IR NE, A VA M=)LTOT S LDHERK L 7= manifests
F4LYMN)—=ICOE—-LZET,

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

5 ccoctl B tis T4 LI N —ICERLIZTSAR— NEF—BAVAN—=ILTa LI N)—IZO
E_bij—o

I $ cp -a /<path_to_ccoctl_output_dir>/tls .
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6. OpenShift Container Platform 1 Y A h—5—%FTL X T,

I $ ./openshift-install create cluster

18.5.2.4. 1 > A b —ILDIREE

1. OpenShift Container Platform 7 5 A4 — |l L £ 9,
2. 7529 —ICroot FRELEMA AN & 2B L T T,
I $ oc get secrets -n kube-system aws-creds
HAFUTOLSICRY FT,

I Error from server (NotFound): secrets "aws-creds" not found

3AVKR=RVIH CCOIKL>TERINZZTABREFERAITHDTIIAL, Y=Ly ¥
Z7IAMNTHEINELIAMO—LVEZF DI L Z2HRLET,

Image Registry Operator Z A L7z~ >~ KDl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

—_

HAIKIE, JYVAR—RV MIE>THFERAINZIO-—ILELTCWeb PATVYTATA— =0
HMERRIIN, UFTDELIICRRFINDZIETTY,

Image Registry Operator % ffif L 7= tH 7165l

[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

18.5.3.STS TOFENE— NIZFRE I v /= OpenShift Container Platform 7 5 X4 —®
7y TITL—K

7w T —RED/N—T 3 D OpenShift Container Platform D 1) 1) — X4 X —I1ZI, ccoctl /341
F—DN=UaveE, ZTDY) ) —RICEED Credentials Request # 7V 7 hD ) A MAEENT
WEd,

18.5.3.1. Cloud Credential Operator 1—7 1 V) 7 1 — D&%

Cloud Credential Operator (CCO) A STS # A L CTFEBE— RTEMEL TWBIHFHIC. V75 R9—4
MO Sy RERIHE®RZER L. BB SICIE. CCO—FT 4 )7 14— (ccoctl) /N1 F 1) —% B
L. Ihz#FELET,

p= -
ccoctl (&, LInuxIREBETERITINZNEDH S Linux /N1 F+ 1) —T7,

FIR
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. OpenShift Container Platform ') 1) =24 XA =Y ZEEL E T,

I $ RELEASE_IMAGE=$(./openshift-install version | awk '/release image/ {print $3})

. OpenShift Container Platform J 1) =24 A—=IHSH CCOAVTF—A A —VEBRBLET,

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

pa )

$RELEASE_IMAGE ®7 —* 7 7 F v —»'. ccoctl V—ILZEMAT BRKED
T—FT0Fv—E—HLTWBZEZHRLTLEIL,

. OpenShift Container Platform ') \) — X4 X—JRAD CCO AV T+ —4 X —IH 5 cecoctl /N

1) —ZRALET,

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret

. ccoctl EEITAREICTDLIINN—IvravaZTBaELET,

I $ chmod 775 ccoctl

ccoctl MEATESR I EZMERTBICIE. help 77 ML ERRLET,

I $ ccoctl aws --help
ccoctl aws --help D 73:

Creating/updating/deleting cloud credentials objects for AWS cloud

Usage:
ccoctl aws [command]

Available Commands:

create-all Create all the required credentials objects
create-iam-roles Create IAM roles
create-identity-provider Create IAM identity provider
create-key-pair Create a key pair
delete Delete credentials objects

Flags:

-h, --help help for aws

Use "ccoctl aws [command] --help” for more information about a command.

18.5.3.2. Cloud Credential Operator 1—7 1 Y 74 —%{EHAL/ZZ AWS ) VYV —XDEH
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AWS Secure Token Service (STS) % L TFEIE— NIZERE S T/ OpenShift Container Platform 4
SRY—%TyTIL—REBTOEREFE, AWS )V —RE@RICERT 29 TR —ICA VA h—
WIZDELTVWETY,

pa 3

T7A#IMT, ccoctl AT Y RARTINBZTALIMN)—IZA T M &KL
F9., ATV MNERIDT 4L M) —ITERT % ICIE. --output-dir 75 V& FRL
¥9., ZOFIETIL. <path_to_ccoctl_output_dirs 2R L T DZFAESRL E

-a—o

—ERD ccoctl A7 FIX AWS API UM L 21T, AWS Y —R R FIEEEL
F9, ~dry-run 7572 FRALT. APIUHE LZCBTEEY, CDT7 57 Z2ERAT
& ROYICA—=ALT 74 IV AT LICISON 771 LHMER I E S, JSON
774 EBBLTEREREL., AWSCLI Y —JLT --cli-input-json /X5 X —4 — % {FF L
THEATEET,

=S5

o 7w UL —NRF3B/N—Y 3D OpenShift Container Platform ) ) —X 4 A=Y ARG L £
ERS

o NI)y—A A=UM5 ccoctl /N1 F)—ZHEBLTHERBLET,

FIR

1. OpenShift Container Platform ) ') — X 4 X —<Hv 5 CredentialsRequest 1249 LAY YV —2
(CRRDJ R NZEHHLET,

$ oc adm release extract \

--credentials-requests \

--cloud=aws \
--to=<path_to_directory_with_list_of_credentials_requests>/credrequests \ ﬂ
--quay.io/<path_to>/ocp-release:<version>

Q credrequests |&. CredentialsRequest # 72t/ hDY X MARIHINZ T4 LV K
)—T9., T4 LI MN)—DEFELAWVES, ZOITXYRETA LI M) —%ZERLZE
-a—o

2. Y1) =24 A—2 D% credentialsrequest IZ D\ T, spec.secretRef.namespace 7 1 —JL K
DTFANE—BTEIR—LAR—ADNY ZRAI—ILFERET DI 2HABLET., DT 14—
IWRIZIEK, 7TV vILDBREERFTDERINLZ—I LY MPREINET,

1> 7 ) AWS CredentialsRequest 4+ 7 £ 7 b

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: cloud-credential-operator-iam-ro
namespace: openshift-cloud-credential-operator
spec:
secretRef:
name: cloud-credential-operator-iam-ro-creds
namespace: openshift-cloud-credential-operator ﬂ
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providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- iam:GetUser
- iam:GetUserPolicy
- iam:ListAccessKeys
resource: "*"

ZDT74—=ILRIFE, ERINEY—IL Yy NeREFTILEDICEETIVLENHS
namespace 2~ L X7,

3. 75 X% —IC spec.secretRef.namespace TIEE I 7= K FID namespace H7RLY
CredentialsRequest CR D37 & (3. namespace Z1ER L £ 7,

I $ oc create namespace <component_namespace>

4. ccoctl Y —J)L %A L T, credrequests 71 L ¥ k1) —T9 XT®D CredentialsRequest & 7
V) MNEMEBLET,

-
[ S G

$ ccoctl aws create-iam-roles \

--name <name> \

--region=<aws_region> \

--credentials-requests-dir=
<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.
<aws_region>.amazonaws.com

Tl UWTFDEDICRYET,

<name> (&, BHBICERINZIST R Y —RIZY T EFITBDICFERINZEH]
Td, Pv 7L —RKDGEIE. WA VA M—=ILTHERLZOERACEEFERLTLLE
Ty,

<aws_account_id> [ AWS 7 HT > NIDTY,

<aws_regions (. 75V KUY —ABERINDE AWS Y —T3a > T,

pa )

GovCloud R EDREED IAMAPI TV RiR4 ~ N &{FHET 5 AWS IRIZETIX, -
region /XS XA —4—T)—YavaEETI2HEEHY ET,

ZhZh oD CredentialsRequest 7 72 = 7 MZDWT, ccoctl IXIEEI N7 OIDC 74 7V
TAT4—7ONA Y —IIFEEM T SNAEFERY > —&. OpenShift Container Platform )
) — 24 A= D% CredentialsRequest # 72 7 MIEHEINZ/N—I v a VR —
HEHEALTIAMO—ILEERKLET,

5 V3R —ICv—0 Ly haBEALZET,

$ Is <path_to_ccoctl_output_dir>/manifests/*-credentials.yaml | xargs -I{} oc apply -f {}
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R

AWSICVIT)—%ET792% &, IAMO—ILAMERINTWS I L ZHERTEET, FMIFAWS K+
VRDIAMO—JLO—EBRRICDWTSHBLTLEI L,
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