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I $ oc get dnses.config.openshift.io/cluster -o yaml

H A B

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

spec /> avilid, FSAR—NI =V ERTY Y IJ—VOEANEENDIEITEFREL
TLIEI W,

22 DNS ARG LYY =Ry F@ERALT, NTV v IV —V%ZHIBRLET,
$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":

null}}’
dns.config.openshift.io/cluster patched
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&, Ingress # 72V NEFRELIBEET BHE. T34 RX—KMLOA—ROADERI N
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BF

BEfED Ingress A 7Y 2 RO DNS L aA— Rk, /X7 v o —> OHIRREFIC
ZEINFH A,
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BIEEMRALET,

I $ oc get dnses.config.openshift.io/cluster -o yaml

H A B
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apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

23.INGRESS O hAOA—5—% TS5AR—NIIERET S

VSR —DFTTOM%IC, ZDIngress AV hO—5—%5FSAR— N —VvDHEFERTELIIC
EHETXZET,

FIR

L AV RRA Y MNOAHEFRTZEOICT 74N MingressIAY bO—5—%2ZBLET,

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

H A B

ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

NT)yIDNS TV M) —pHIRIh, T53AR— NS —=VIVRN)—DEHINET,
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49 5 24 —% Amazon Web Services (AWS) & 7z Microsoft Azure ICF 704 L7z&IC. 7514 R—|
V=V DHEFRATEEDIICAPIY—N—EBERETLHIENTEET,
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IVN)—E A—DREAFATIALO—RNS U —AFTTICBRBTL-H. W
BO—RMNNNSUH—%2ZEIT2HEEIHY FHA,

o Azure MIFE. O— KNS U — api-internal JL— L% BIFR L £,

b. /X7 w & —> D api.$clustername.$yourdomain DNS T k) —%HBIfR L £ 7

2. ABO— KNS UH—%HIBRLET,
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ZVTINBAVITISANTVFY— (UP) DY SR —DiFEIE. AEO—K
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a. 9—XFINT, V5RI—TIV—EBRRLET,

I $ oc get machine -n openshift-machine-api

Al
NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

LLTFOFEIET., &EIiC master ’Exhza3rhO—ILTL—rvoVvaZTaLET,
b. EAY A= TL—UI T UDLHAMO— RSV H—%HIKRLET,

. A hrO—)ILFL—r®D MachineZ7 7V x40 hafREL. AEO— KNS UH—AD
SREHIBRLET,

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

BRI O—ILTL— (FLIET AP —)Machine 7 72 =7 hDEZREI %=
BELZXY,
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spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

w: DITEBIBRLET,

ii. ZAAEIIC master "2 ENZTIVICIOTOCRAEBYERLET,

10
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UTFD 42203V R—2V B HY FT,
e machine-config-server: 7 5 X4 —ICSINT 3R~ 2 VI Ignition BREZ R L X7,

e machine-config-controller: ¥ > > M7 v 74 L — K% MachineConfig # 7<=V N TEHI
NZMBLRREICHABLES, vorvty hOT7y T L—RE@ENICHIET 24 T avh
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e machine-config-daemon: B ICHIBEDOT Y VEREABALE T, YV VOREEAERI N
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openshift-machine-config-operator
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/networking/#about-openshift-sdn
https://github.com/openshift/machine-config-operator
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W94 TOERICEREBVTVET,

BF

J— RIZIE. master 7% worker 72 EDEHD SRV A BHTIETH
J—REB—DITIVVEBRET—IDAYN—|ICTBIEETEZT,

—ED < T VERE X, OpenShift Container Platform 287 4 X 714 X b =L I N BEIICIT
ODNEZBELFHYET, FEAEDHE. IhlE. 1 VAN —ILEDIT Y VEREE L TEITY
N2 D TIEAR <. OpenShift Container Platform 4 Y 2 h—5— 7O A ICEHFBEAINS T
VUBREEFERLTEITTEET, BDBEIC. /—RTEDEBIIP 7 RLADEREXEER
TARYIDIN—TFT 423 VEREREEITHITIE, OpenShift Container Platform 4 >~ 2 k—
S—DEHBFICH—RIVBIBEETRTAIILDA VA N—IERTTIVENHZBENDH
Y ET,

MCO IZX Y VERETHREINDIEEZEELEY, MCONHREET D7 7ML 2EET B &
EHARMIICIERINARAVWRY, YRATAICFHTITOIZRBRIEMCOICL >TLEEETINSGZ
EHYFEFHA, D2FY. MCORREBERINZIFEDEFDAAITLV, /— REEKIITT 5%
EXRLZEtHA.

J—ROFENCLZ2ERIFHERERINIEA, /—FOFEAZPLELTHR/ — R2RET 20
ENH2HBER. TNODEENREERIRDODNET,

MCO I, letc BLU var T4 LI MY —DI7 7M1 IVICEZ AR ETOIBEICOAH Y R— I X
hET, L, INSOEFHOWTIANIYVYRY v ) Vo EEELTESAHTREICA
274N —ADIVRY I OEHYET, lopt5 LU usr/local 714 LV MY —
BN Y £,

Ignition & MachineConfig TERBI N 2R EF AT, FMlIE. Ignition FREMLER v3.2.0 25
BLTLEIW,

Ignition 5% % I& OpenShift Container Platform D4 >~ X h —JLEFICEFRETE, MCO B
Ignition BREZIRMTZ2ODERULAETI4—< vy hTEEIH. MCO TILTTD Ignition F2E
HHERT DHEDHYEEA, TDEOH, ThHETFOA $ BHIIC Ignition FREE T Y VE&
BTy TT2RENHYET,

MCO TEBEINSD 7 71 ILANMCO A TEEINS &, Machine Config Daemon (MCD) &
/— K% degraded & L CEREL XY, CHIEBEDH D771l LEX LI HAD, #HiKE
L T degraded JREETENMEL £ 9,


https://github.com/openshift/machine-config-operator#machine-config-operator
https://coreos.github.io/ignition/configuration-v3_2/
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o IVUVREAMATSZEAEHE LT, Nk OpenShift Container Platform 7 5 24 —®
T—ILICH L THR / — NEEET 2RIER I N £ 9, machine-api-operator (3R~ > >
7OEYazZv L, MCONZINZERELET.

MCO & Ignition ZE&EFX & L TEA L £9 . OpenShift Container Platform /A\—23 > 4.6 T,
Ignition BREMAKD/N—=TU 3V 25 3ICBITLTVET,
3121V VERETEETESK
MCO TEETE2AVR—x Y bDIEFFICIE, UTFHAEEFNIET,
e config:ignition BEA 7Y U I (Ignition B ELRR 2SR LT EIW) ZEH L. UUT%2E
$> OpenShift Container Platform ¥ Y ETD 7 7 1 )L, systemd ¥ —E R H L VZ Db D
BEDEERELERITTEET,

o Configuration files: /var 7/l letc T4 LV N —TT7 74 ILEEHT D, FhiFLE
3 L/ i’a—o

o systemd units:systemd ¥ —EXZ{ER L. TDRAT—FRERET DM, F/IFBME
EICL YBEED systemd —E R ITEIML £ 9,

o usersandgroups: 1 Y A b —JL1&RIC passwd £V 3V TCSSHF¥—%2ZHL F 7,

BF

IV VEBETDHDSSH F—DZEHIE, core L—H—DFEICOA Y R— KNI FT,

e KernelArguments: OpenShift Container Platform / — KDEEIFFIC, BI¥EHh—FRILOIT VR
A4 VICEBMLET,

e kernelType: A 7> 3 VT, BEA—FILOKDLYICHERT 2ZEEUADH—FILEREL X
T, (RAND)RT H—FRILEZFEAT ZICIL, realtime #FEALE T, ChiE—FHDTSv b
T4+ —LTOHYR—MINET,

o fips:FIPS E—RZBMILET, FIPSIE. 41 YA M—ILEDFIETIFZAL, 1V X b—JUEF
DERETHREINZIVLELNHY £,

BE

FIPS MEEEH/EITHDEY 2 —JL (Modules in Process) BS54 735 Y —DFEH

I&. x86_64 7—F T U F ¥ —®D OpenShift Container Platform 7 704 X > hTDO &Y
/_j_:_ I\ -S nt— (A i -a—o

e extensions: ERIIC/NNY T —IbINAY T NI 27 %BINML TRHCOS #eEA LR L E T, &
DHEBEIC D WTIE, FIATTRERYLERIEBEICIX usbquard BL U A —RILEV a2 —ILHEFNFE
ERR

e J R4 L)Y —R (ContainerRuntime & & Ut Kubelet fl): ¥ > V& EA T, MCO & CRI-O O
VTt —3V4%4 LDERE (ContainerRuntime CR) & & U Kubelet % —E X ( Kubelet CR) %
BEETDEDIC2DDRFHFRBRARIL) Y —RAEEEBLET,

MCO I&. OpenShift Container Platform / — R TAR L —F 4 VYR 7 LAVR—3 Y NEEET
X 5ME—D Operator EWIERTIEH Y FH A, D Operator EFRL—T 1 VIS AT LLNILDE
BEAZLTETEEY, 120HlE LT, Node Tuning Operator 2R L T, Tuned 7—E>7O7 71 )L
EERALE/ —RLARLDF1—=V T EERTTEET,
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https://coreos.github.io/ignition/
https://coreos.github.io/ignition/configuration-v3_2/
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index#protecting-systems-against-intrusive-usb-devices_security-hardening
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AV AN—IVRICETHRER MCOFREDNDY A7 IE. LTOFIEICEBEHEINTWE T, OpenShift
Container Platform D4 Y A N—JLEEFE 72154 YV A M—ILREIICET T E2NEDH DV AT LERETI R Y
[CDWTIld, RHCOSART7Z X DDA VA NMN—JLICDWTORBAASIBL T I,

31.22. 70z b

FF#i&. openshift-machine-config-operator GitHub %4 R 2SR L T ZX W,

BI. XY VRET—IDRT—4 ZADHEER
Machine Config Operator (MCO), ZDH 7IAVR—RV b, BLUVINHIEERTEIVY—RADRT—
H2AERRTBICIE, UTFDoc IYY REFERLET,

FIR

1L EYYVBRETS—I (MCP) DY 5 A9 —THERATEEMR MCO B/ — RO AR T 21213,
RDOARY RERITLET,

I $ oc get machineconfigpool

H oAl
NAME  CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-06c9c4... True False False 3 3 3
0 4h42m
worker rendered-worker-f4b64... False True False 3 2 2
0 4h42m

ZZTIE. LFD LS Iy £,

UPDATED

True 7 —4% XdE, MCODPRAEDIT Y VEEEZZDMCP D/ —RICERALAZZEZRL
F9, WAEDY Y VEREIEX. ocgetmep H/ID STATUS 7 1« —JL RITHEINTWE
¥, False A7 —4% ZlZ. MCPRR®D/ — KA BEHFAHTHZ AR LET,

UPDATING

True A 7—% Ri&. MCO #%, MachineConfigPool 124 L)Y —RATREINBHOD
RO VERERE, TOMCPHDA RS EHTIDD/—RICEBALTWSZE%ZRLET, B
DT VERER. FILIWBEINALETIVERETY, BEHHRO/—RIF, Ryva—-Iv
TIERATEAWGEENHY FJ, False R7—4% Rid, MCPADTRTD ./ — KA EH
IhiccexnlLET,

DEGRADED

True 27 —% Rl&, MCODBED MCPARADDVAHRL EHE1DD/ —NIZREDELITEHND
JYVEREEABEBATRAIEATOYIINTVWED, REIPKBLTWEZEAERLET,
HEMET L/ — K&, R Va—Y VU JIERATERVGELNHY £, False 27—
H2IE, MCPHDITARTD ./ —ROEFNTETWSRIEERLET,

MACHINECOUNT
ZTDOMCPRDY Y VDM ERLET,
READYMACHINECOUNT
AT a—=Y VU TDEFBHTETVWBLZDOMCPHDI Y YV OMRBAERLET,

14


https://github.com/openshift/machine-config-operator
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UPDATEDMACHINECOUNT
REDY Y VEREERDMCPHRADYY VDM ERLET,
DEGRADEDMACHINECOUNT

KR TILIFFAEBFEE LTY—I7INTWVWSE, TOMCPADY Y VD ZRL X
-a—o

HOEATIE, 3203 hA—LTL—V (RRY—)/—REIDDT—Hh—/—RHBHY
F9, IbO—ILTL—YMCP EEET S/ —NiE, BEDTYY VEEILEHRINE T,
T7—A—MCP®D/— K, BHDOTY VEREICEHRINTWLE

9. UPDATEDMACHINECOUNT A2 THBZ BB LI, 7T—H—MCPR®D 2D
D/ —RPEHFIN, 1 DOV FXLEHFATY, DEGRADEDDMACHINECOUNT #* 0

T. DEGRADE »' False THh3Z & bbh b LI, BERHY FHA,

MCP®D ./ — RHABEHRINTWSRE., CONFIGDOTICYURMNINTWBTY VEREIX. MCP D
BT THBEEDIY Y VERETY, BFNTTITSE. VARNINAETY VEREIE. MCP A
BHINZENOTY VEREICKRY T,

pa )

J— RMERINTWSIHEE. €D/ — KiZ READYMACHINECOUNT (Ci3&
FNFTHEAD. MACHINECOUNT (CIFEFENZET, /. MCPRT—F RIZ
UPDATING ICEREINZE T, /—RICRREDYY VEREDNH BT

&. UPDATEDMACHINECOUNT D&&HICATV Y hENFET,

H A B

NAME  CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-06c9c4... True False False 3 3
3 0 4h42m
worker rendered-worker-cib41a... False True False 3 2
3 0 4h42m

. MachineConfigPool 124 L)YV —R%ZFHXTMCPAD/ —RDRAT—5 XA %HRT 2 IC
i ROIT Y REERITLET,

I $ oc describe mcp worker

H A B

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3
Events: <none>

15



OpenShift Container Platform 4.9 4 > X =L DK E

16

pa 3

J— RSB INTWBIHE. TD ./ — KiZ Ready Machine Count ICE F N &
# A. Unavailable Machine Count IC&EZ N Z 7,

H A B

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 2
Unavailable Machine Count: 1
Updated Machine Count: 3

. BEF D& MachineConfig # 72 =V h&aRZRT 5IC1E, ROIATY REEITLET,

I $ oc get machineconfigs

H oAl
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
00-master 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
00-worker 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-container-runtime  2c¢9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-kubelet 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-master-dde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-worker-fde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m

rendered & L T—EXRTI N7z MachineConfig # 7Y =7 RAZEEINLY, BRIy
TRIENEBERINTULAVWIEITERELTLEIY,

. RBEDY Y VERE (ZDHBEIE 01-master-kubelet) DAR KRR T ICIE, ROV K&EE

TLET,
I $ oc describe machineconfigs 01-master-kubelet

av Y RoEAIE. Zd MachineConfig # 7> =7 MIFRE T 7 1 )L (cloud.conf & & U
kubelet.conf) & systemd #—E X (Kubernetes Kubelet) Dl ANEEFNTWAH I E%ERLT
WET,

H A B

Name: 01-master-kubelet

Spec:
Config:
Ignition:
Version: 3.2.0
Storage:
Files:
Contents:
Source: data:,
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Mode: 420

Overwrite: true

Path: /etc/kubernetes/cloud.conf
Contents:

Source:
data:,kind%3A%20KubeletConfiguration%0AapiVersion%3A%20kubelet.config.k8s.io%2Fv1bet
a1%0Aauthentication%3A%0A%20%20x509%3A%0A%20%20%20%20clientCAFile%3A%20
Y%2Fetc%2Fkubernetes%2Fkubelet-ca.crt%0A%20%20anonymous...

Mode: 420
Overwrite: true
Path: /etc/kubernetes/kubelet.conf
Systemd:
Units:
Contents: [Unit]
Description=Kubernetes Kubelet
Wants=rpc-statd.service network-online.target crio.service
After=network-online.target crio.service

ExecStart=/usr/bin/hyperkube \
kubelet \
--config=/etc/kubernetes/kubelet.conf \ ...

BATAY Y VERETCHEN RELLIGAIE., COEBAHEICRYUBTIENTEET, LEXIE oc
create -f ./myconfig.yaml 2T L TY Y VEREZEA LLBE. ROATY NEETLTEDOYI Y
BRELHIKRTEET,

I $ oc delete -f ./myconfig.yaml

INHIPHE—DREIBETHZEE. HEEZTDZT—ILDO /) —RIFZEENMET L TOWARWNVREICESIXT T
T CHICEY, LYY YV ITINEERERK. BRIOL V) v I7INREICO—ILNNYy 73N FE
£

BMEDY Y VEREZYI SAY—ICEBINY %358, BERIOFICRINAZITY R2FERALT, ThHDR
T—HRE TNONBERAIND T —IOBET 2R T—Y REHRTEEI,

3.2.MACHINECONFIG A 7< x4  A{FERHL L]/ — RKRDEE

ZDtIarvDy Ry %ERL T, MachineConfig # 72 - M&{ER L. OpenShift Container
Platform / — RKRTE{ITINTWE 7714 )b, systemd A=Y N7 7M1 IILEZDRHDARL —FT 4 VTR
TLAKBEEEETDIENTEEY, YO UREOHERICEAT 25 M. SSHERFF—0 EF, 1
A—IEBZDOWREE, SCTP DEM{E. & & U OpenShift Container Platform @ iSCSI 4 = T—4 —4%
DEREIEATZAVFTFUVYESRBLTLLEIY,

OpenShift Container Platform (& Ignition ft#k/X\—> 3> 32 2HR— ML E T, SEIENRT 2FHED
T UBREILT T Ignition t#k/N—2 a3V 32 ER—ETEIRENHY FT ., OpenShift Container

Platform 7 S 28 —%7 v 77 L — R$ 2HBE. BEEFED Ignition ftik/N\—2 3 ¥ 2x ¥ ¥ VELE ISk
N—=U 3V 32ICEENICEBRINET,

) 8
fthDERE 7 7 1 JL % OpenShift Container Platform / — KIEBIN T 2 ARICD W T, BLR®D chrony

S4 LY —EXRDREDFIRZETIVELTERLEY,

3.2.1.chrony ¥ 1 L% —E X DHRE
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chrony ¥ 4 Lt —E X (chronyd) TERAINZ Y 1 LY —N—B L VEET 5% EIE. chrony.conf
T77ANMDAVTFUYEEREL, ThOLDIAVFT YUY EIDVEREE LT/ —RICELTRETEZ
ER

FIR

1. chrony.conf 7 7 A JLDAV T VY %A EE Butane SREAERLE T, & AlE, 7—H—
/ — R T chrony % E ¥ % IlIE. 99-worker-chrony.bu 7 7 1 L EERK L £,

yz o-1o)
Butane DI, Butane A LYY VEREDEMAESRB L TL I,

variant: openshift
version: 4.9.0
metadata:
name: 99-worker-chrony ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
storage:
files:
- path: /etc/chrony.conf
mode: 0644 6
overwrite: true
contents:
inline: |
pool 0.rhel.pool.ntp.org iburst ﬂ
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony

w: yhO—ILTFL—r/—RTE. IhS5DOEADIEAT worker Df£1H Y I master %

9 RYVEET 74D mode 7 4 —JL RIC S EHDETE—REIBELET, 771)L%
EE L. ZE%Z#EMAT 5 &, mode (3 10 EHDEICE#INZE T, IY >~ N ocget me
<mc-name> -o yaml TYAML 7 7/ L =R TE X9,

Q DHCP H—/—p Bt 25 DAY, AMAIETRAI ALY —REEELZY, Tk

. NTP H#—/X—® 1.rhel.pool.ntp.org. 2.rhel.pool.ntp.org. X7l
3.rhel.pool.ntp.org DVWT NI EILETEZTET,

2. Butane AL T, /— NICEREIN 3% E% S MachineConfig # 7>/ K7 74
(99-worker-chrony.yaml) 4 L 9,

I $ butane 99-worker-chrony.bu -0 99-worker-chrony.yami

3. UTD2O00HEDWVWTNHATEHREEEALET,

o JISRY—NELBEILTWRWEEIF, Y2 Tz AT 74N ZER LR
IC. MachineConfig = 7> =7 b 7 7 4 )L % <installation_directory>/openshift 7 1 L
9 I\ U _‘CSEDD L/—Cb\FQ\ 9 al’y—@{"ﬁﬁzfé:uﬁﬁ' L/ i-a—o
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o JVISRI—NITICETHDZER. 774V 2HALET,

I $ oc apply -f ./99-worker-chrony.yaml

BEE R

® Butane TOT Y VEREDVER

3.2.2.chrony ¥ 1 L% —E XD EML

MachineConfig h X% L)YV —ZX (CR) AL T, WEDO—IZHKD/— KD chrony ¥ 1 LH—

E'X (chronyd) = BICT 5 &N TEET,

AR F A
e OpenShift CLI (oc) 4 Y 2 h—ILI N T W3,

e cluster-admin ¥R =HFE>1—H¥—-—& L TAJ1 L TW5,

FIR

1L EEEINKL/— RO—JLD chronyd % ##%11C 9 % MachineConfig CR Z{E L £ 7,

a. L F®D YAML % disable-chronyd.yaml 7 7 1 JLICREEL £ 7

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: <node_role> 0
name: disable-chronyd
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]
Description=NTP client/server
Documentation=man:chronyd(8) man:chrony.conf(5)
After=ntpdate.service sntp.service ntpd.service
Conflicts=ntpd.service systemd-timesyncd.service
ConditionCapability=CAP_SYS_TIME
[Service]
Type=forking
PIDFile=/run/chrony/chronyd.pid
EnvironmentFile=-/etc/sysconfig/chronyd
ExecStart=/usr/sbin/chronyd $OPTIONS
ExecStartPost=/usr/libexec/chrony-helper update-daemon
PrivateTmp=yes
ProtectHome=yes
ProtectSystem=full
[Install]
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/installing/#installation-special-config-butane_installing-customizing
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WantedBy=multi-user.target
enabled: false
name: "chronyd.service"

Q chronyd % &% 9% / — KO—JL (f: master),

b. LT~ > K%&E1T L T MachineConfig CR #/EE L £7 .

I $ oc create -f disable-chronyd.yaml

323. h—FIBIED / — K~DEM
BT —2E LT, 9529—D/— Ry MNCA—RLBIBEEBMT 2RENHZHBENHY &

T CNETRIERLTERITIE2LEN DY, RET S5IRCLIRFELTDICERLTVIRED
HYyFET,

Digk

==
[=]

A—RIBIBZELLFERALAWVWE, YRATLADNEHTARICADAEELHY X
ERS

REARERA—RIBIBOBICIE. UTHEENFT,

e enforcing=0: SELinux (Security Enhanced Linux) % Permissive E— N TE1T3 5 & D ICEREL
F9, Permissive E— R Tld, ¥ AT AlE, SELinux AFARAALEF 1) T4 —RY > —%
EITLTVWEHIDEIICEMELE T, THICIE, ATV MDIRIVLGIFN, 7O ERA%EE
BLEIVN)—207ICHEATE2REDEENEFNETH. WThORELIEEINSR
TlEHY FHA, Permissive E— N, EHE L AT ALATOFERIEYR—NIhIEFHEADN, T
Ny JITIEBRICIIBE T,

® nosmt A—RILDOFIRTILF AL v K (SMT) #EMICLET, YILFRAL Y K&, &£CPUD
BHOMRBAL Y REHFATLET, BENBRIORRAL Yy RRBICEET S U RIEROT 2
OIC. YILFTFT Y MRIETO nosmt DEAZREITEEX T, SMTZEMICTH I & &
KRN T =TV RFYEEF1) T4 —ZERTEERZLTVWE I EICRYET,

A—RILBIBD—E EFRFICDWTIE, Kernelorg A—FIL/IAT A =4 — SR TLEI W,
ROFIETIE, LLTFA4EET % MachineConfig # 7V =7 N&ERLE T,

o A—XIEIHEEMTEZ—EDIIY, IDHE, T—Ah—O—ILEFIII Y,

o BIFDOA—RIBIHDREIEMIND H—FRIL5IE,

o IVURED—ETEENEAINDIGAAZTRY IV,

FIE=S 5
e {EZEFA® OpenShift Container Platform 7 5 24 — IR 4 2 EBEERIBETT,

o Wi&
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https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt

=)

IKoNI T B AEEHRLET,

I $ oc get MachineConfig

HHH
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534¢c8¢c9

99-master-ssh
99-worker-generated-registries

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. h—=xILBI8 %519 % MachineConfig 7 7> =V b7 7 1 JL&EVERR L £ ¢ (ffl: 05-worker-
kernelarg-selinuxpermissive.yaml),

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
config:
ignition:
version: 3.2.0
kernelArguments:

- enforcing:O@
@ FLur—XNBBET-—H—/—FOBITERALET.

<Y URRE (05) ADBERIGFERET 2O DEARINIEEINE T (SELinux
permissive E— R&FRET B7<DICH—FILBIEEBIML £7),
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3HROTY VREEFRLIT,

I $ oc get MachineConfig

H A B

9 IEFER h—ILB|E % enforcing=0 & L THEL 7,

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml

4. IV URETHROENAR=HELE I,

NAME GENERATEDBYCONTROLLER

IGNITIONVERSION AGE

00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m

00-worker 52dd3baba9ab27fc3ab42afac8d12b693534c8c9 3.2.0
33m

01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

01-master-kubelet 52dd3baba9ab27fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-container-runtime 52dd3baba9ab27fc3ab42afac8d12b693534¢8¢c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

05-worker-kernelarg-selinuxpermissive 3.2.0 105s

99-master-generated-registries

3.2.0 33m
99-master-ssh

99-worker-generated-registries

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

/= REHERLET,
I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.22.1
ip-10-0-136-243.ec2.internal Ready master 34m v1.22.1
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.22.1
ip-10-0-142-249.ec2.internal Ready master 34m v1.22.1
ip-10-0-153-11.ec2.internal Ready worker 28m v1.22.1
ip-10-0-153-150.ec2.internal Ready master 34m v1.22.1
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EEMBERHINTWVWDIEOH, FT—ND—/—RKRDAT2a—) Y I7REMMIINTVWE &%
METEET,

6. 7—HA—/—ROWFTINIBEL, h—FIILAT Y KRS 1 VEIE (KRR bD /proc/cmdline
M) Z—BRTL T, A—RILBIEIBRETEIEEERALET,

I $ oc debug node/ip-10-0-141-105.ec2.internal

H A B

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/ostree/boot.0/rhcos/16...
coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit
enforcing=0 5| MM DI —RILBIHITEMINTWE I EA2HRTE 2T T,

3.2.4.RHCOS D H—XRILBIETOXILF /X ZADEMIL

Red Hat Enterprise Linux CoreOS (RHCOS) & 754 XY —FT 4 AV TOIIWNFNR &Y R—bT 5 &
DICY . N—=RO T T7EFICHT ZHESEMREIN, RAMORAAMZBEIETESLDICRY X
Lice 1 VAR—IVEDHR—MNE, YO VBREEZFEALTINFNRRET VT4 RX—NT3ZETH
ATEEY,

BF

A YA M=ILEDTILF/RZDEMIEH. OpenShift Container Platform 4.8 LI T 700
EYazZvi3Iha/—RTHR-—PMBLUVTHEINZ LD IZARY F Lk, FEmBELN
2ICFLTI/ODHBE, JOVRTLIS—HIMRETDILIICERET BICIE. 1R

N—IVBFICRILFIRAZEMCT DHEIrHYET, 1 VAN —ILBFICRILFNNR%EH
WICT BHEE. RPAIMADA VA R—ILD RHCOS TOH—XILBIEEFEA L
TIVFINADAEMEZSRL T LIV,

BF

IBMZ 8 LU LINUXONE Tld, 1 YA M—ILBEIZY SR —%RELLIGEDHTILF
NRRAEBMICTEET, FMiE. IBMZE LT LInuXONEAD z/VM &FALEI SR
Y—DA VA M—ILD RHCOS D1 ~ X b —JLH £ TV OpenShift Container Platform
T—RAMNSy 77O ADEBESBLTLEIWY,

([} =355
o N—Iav 47 LK% FEHETT % OpenShift Container Platform ¥ 5 24 —HEITHTH %,
o FERENERZFOA—HY—ELTIZRI—ICOTILTWS,

o TARITRIFNRADEMIIA>TWVWEIEERALE L, TILF/RARIE, HBATS S
H—ENLTSANICERINTUVWERRRANTOAYR—MINZET,
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FMR

L ayhA—ITL—Y /) —RTIILFNRADRAM VA N—=ILEBMICT ZICI1E,. ULTFEE
TLET,

o LUTODHIDLSIC. master TNIVZEBEIML, YILFNRAA—FRIVBIEZRETHLD77
24 —Il¥8 9 % 99-master-kargs-mpath.yaml 72 & DY Y VERET 7 4 L EER L £
ER

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "master"
name: 99-master-kargs-mpath
spec:
kernelArguments:
- 'rd.multipath=default’
- 'root=/dev/disk/by-label/dm-mpath-root’

2. J—H—)—RTIIFNRADRAKMNA VA N—=ILEBMICT ZICIE. UTAEETLET,

o worker TR EBIIL., RILFNRRAA—RIBIBREEBEETDLI VT RAY—ITETRT
% 99-worker-kargs-mpath.yaml 7R EDY L VERET 7 A IV EER L E T,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "worker"
name: 99-worker-kargs-mpath
spec:
kernelArguments:
- 'rd.multipath=default’
- 'root=/dev/disk/by-label/dm-mpath-root’

3 LANICER L= R —F /7 —H—YAML 7 74 ILOWIThH EFERAL THFROYT Y VL
EEERLET,

I $ oc create -f ./99-worker-kargs-mpath.yami
4. IRV VEBRETHHROEBINASZHRAL X T,

I $ oc get MachineConfig

H A B

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d120693534¢c8¢c9 3.2.0

33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0

33m
01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9

3.2.0 33m

24



01-master-kubelet
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52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

99-worker-kargs-mpath 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 105s

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0 33m

5 /—RzHRBLIT,

I $ oc get nodes

H A B
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.22.1
ip-10-0-136-243.ec2.internal Ready master 34m v1.22.1
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.22.1
ip-10-0-142-249.ec2.internal Ready master 34m v1.22.1

worker 28m v1.22.1
master 34m vi1.22.1

ip-10-0-153-11.ec2.internal Ready
ip-10-0-153-150.ec2.internal Ready

EENMEAINTWVWSO, FT—HA—/—RDRATT1—-) VUV ITNMEPHIINhTWE I L%
METEET,

6. 7—HA—/—ROWTINIIBEL, h—FILIAT Y KRS 4 VEIE (KR bD /proc/cmdline
M) Z—BRRLT. A—RILBIEIBETEIEEHEALET,

I $ oc debug node/ip-10-0-141-105.ec2.internal
5

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

rd.multipath=default root=/dev/disk/by-label/dm-mpath-root

sh-4.2# exit

BIMLZA—FRIBIEARRIINDIETTY,
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BIER R

o A VRAN=I)LBEDTILFINZADEMEDFEMIZ, RHCOS DA—FRILEIETOTILF/INZADAE
it #SRB LTIV,

325. V7IWNIALA—RILD / — RADEM

—ERD OpenShift Container Platform 77— O— KNIZI&, BEARERN T 7O—FHAREICRY X
o Linux &) ZILI A LDARL—FT 4 VIV RATATIEHY FHAD. LinuxDYTILI A LHh—
IV, V7 LADREERDARL—TA VIV RTLERBST DTV I T4 TRRT
Vai—-5—HNEFhZET,

OpenShift Container Platform 7—27 0O— K TZh oD ) 7L Y 1 LOFENBRERIGE, YV V%
Linux DY 7 A4 LA—RIVIZEIYEZ B I ENTE XTI, OpenShift Container Platform DA,
4.9 | MachineConfig 7 72z / M HERALTCIDYYEZI AT ENTEET, TREET Y VK
ED kernelType 5% % realtime [CEE 527 THBITAZ TN, COEEETOANIMDOLND
NDOREEERTDUVENHY T,

o IBE. VZINIYALH—RIWNET—hH—/—RTOIYR—KIh, FEHTEZDIEISVAT
ARy NT7—%2 (RAN) DAY T,

o LITDFIEIF. RedHatEnterprise Linux for Real Time 8 TREINTWS Y AT AZEALE
RTAGNDA VA=V TRY]ATY R— hINFET,

® OpenShift Container Platform TD ) 7L 4 4 LY R—ME, HFEDY TRV ) T2 3 VIlH
RINhZEd,

o LITODFIEIX. Google Cloud Platform TOEAICDOWTEHR— I F T,

([} =355
® OpenShift Container Platform 7 5 X4 — (/X\— 3 ¥ 4.4 L&) BETHTH %,

o BEEERAFTOAI—HY—ELTI/ZRY—ICATAM VL TWVWS,

FIR

L VTN IALA—RILDIYY VEREEERLE T, realtime 71— %)L ¥ 1 7D MachineConfig
F7VxU MHBEEN D YAML 7 7 1 )L (99-worker-realtime.yaml 72 &) #{Ef L9, T
DEITIE, IRTOT—HA—/—RIZVTIVIALA—RIVEFERTELDICITRY—ITIE
a_—\ L/i_a—o

$ cat << EOF > 99-worker-realtime.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-realtime
spec:

kernelType: realtime
EOF

2. RYVREEV IR —IEMLET., UTZ2AALTIVVREZI FRAY—ITEMLE
_a—o
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I $ oc create -f 99-worker-realtime.yaml

3NTNIALA—RIVEHRRBLET., HEZRITZ2TNThO/ —ROBEHRIC, 75X
H—IlAT7A VL TUTOATY FZERTL, VTS LA—RILDIRESNIL/—FD
Y NOBEDOA—RIVEEIBMATWS I EZMFELET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION

ip-10-0-143-147.us-east-2.compute.internal Ready worker 103m vi.22.1
ip-10-0-146-92.us-east-2.compute.internal Ready worker 101m v1.22.1
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.22.1

I $ oc debug node/ip-10-0-143-147.us-east-2.compute.internal

H A B

Starting pod/ip-10-0-143-147us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host

sh-4.4# uname -a
Linux <worker_node> 4.18.0-147.3.1.rt24.96.el8 1.x86_64 #1 SMP PREEMPT RT
Wed Nov 27 18:29:55 UTC 2019 x86_64 x86 64 x86_64 GNU/Linux

A—FRILEICIEnHPEFNh, PREEMPTRTDTFFRMI, DY TFILIYALA—RILTHD
xR~ LET,

4. BEDH—FIVIZRESICIE. MachineConfig 7 72 =V M &BIRRL £ T,

I $ oc delete -f 99-worker-realtime.yaml

3.2.6. journald D& E

OpenShift Container Platform / — KT journald 4t —E X DR ENRERIGE L. BEEYIREET7 71
HEEBEL, TOI77ANERYVREELT/ —ROBYART—IVICET I ETEITTEET,

ZDF|ETIE. /etc/systemd/journald.conf 7 7 1 )LD journald EEFIRDEZREEZLEL. Thd%k

T—HA—/—RICBERATZ2HEICDODVWTEALET., COT7 71 ILDERAAEICDVWTOER
l&. journald.conf man R—I %#SBBL T ZIL,

(1} =355
® OpenShift Container Platform ¥ 5 24 —HE{THTH %,

o BEEERAFOAI—HY—ELTI/ZRY—ICATA VLTV,

FIR

1. MELFRE T /etc/systemd/journald.conf 7 7 1 JLAYE 1 % Butane 5%E 7 7 1 )L 40-
worker-custom -journald.bu % Es L £ 9,
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28

ya 53!
- Butane DFF#fild. Butane A LYY VEREDERESIRL T I L,

variant: openshift
version: 4.9.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
Storage=volatile
Compress=no
MaxRetentionSec=30s

2. Butane 2L T. 7—H—/— NICEREIN 5% E% S MachineConfig 7 7> = 7 K

7 7 1 ) (40-worker-custom-journald.yaml) =4 L £ 9,

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. XV VRBREATS-IICERLET,

I $ oc apply -f 40-worker-custom-journald.yami

4. RO VRENMBERAIN, /- RFOREMETLAREICRWI EZMABLIET. NI

B OEFEIDIDBIGEDHY ET, &/ —RTHEVI VRENEBICHEHAIN SO,
D—A—T—IVICREHRDETHRTH D I EDRRINET,

$ oc get machineconfigpool

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

5. ZEMERAINACIEARRT I, 7—H—/—RNIcOJ1 Y LET,

19

$ oc get node | grep worker

ip-10-0-0-1.us-east-2.compute.internal Ready worker 39m v0.0.0-master+$Format:%h$
$ oc debug node/ip-10-0-0-1.us-east-2.compute.internal

Starting pod/ip-10-0-141-142us-east-2computeinternal-debug ...

sh-4.2# chroot /host
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sh-4.4# cat /etc/systemd/journald.conf
# Disable rate limiting
RateLimitInterval=1s
RateLimitBurst=10000
Storage=volatile

Compress=no

MaxRetentionSec=30s

sh-4.4# exit

BIER R

® Butane TOT Y VEREDVER

3.2.7. YhERHEE(D RHCOS ~MEM

RHCOS (A YT+ —HEEDR/NMNED RHEL ARL—FT 4 VIV AT ALTHY, IRTDTZv b

7 # — LsT OpenShift Container Platform 7 5 24 —ICHBDHRE v M & RIET 5 & D ICEKETIN T
WET, VIMITTPNyr—I%RHCOS Y AT AIENMNT 2 2 & IE—MREICHEIRTWERA

H. MCO IZ RHCOS / — RIZ&/MNEDOHEEL Y M %EBINT %7 IC{FH T X % extensions HEEE % 12

HLET,

WEFR T, AT DIRRBEENFM AT,

e usbguard: usbguard EAREERE A BINT 5 &, RHCOS ¥ R T A% E|LY AHD USB F/31 A H
SIRELEY, ML, USBGuard 288 L T LI,

DLTFOFIETIE, v VEREZFERAL TI1DOULDIRE#EEA RHCOS / — RIEMT 2 AE%5RA L
i’a—o

([} =355
® OpenShift Container Platform 7 5 X4 — (/X— 3 ¥ 4.6 L&) BAETHTH %,

o BEEERAFOA—HY—ELTI/ZRY—ICATAM VL TWS,

FIR

1. IRERMEEED Y S VEREAEM L £ 9. MachineConfig extensions 7 72 =7 A& EN 3
YAML 7 7 1 )L (5l: 80-extensions.yaml) Z{EX L &9, ZDFITIE, 75 RF—ICFLT
usbguard LERIEREZEMNT 2 L D ICHERL X T,

$ cat << EOF > 80-extensions.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 80-worker-extensions
spec:
config:
ignition:
version: 3.2.0
extensions:
- usbguard
EOF
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OpenShift Container Platform 4.9 4 > X =L DK E

2. RV VREEV A —IEMLET., UTZ2AALTIVVREZI FRAY—ITEMLE
-a—o

I $ oc create -f 80-extensions.yaml

INICEY, IRTOT—H—/—RTusbguard D rpm Ny 5r—I B4 VA M—=)LI N3 &
DICHRETEET,

3. MEERMEEEMERINTWS I & 2R L T,

I $ oc get machineconfig 80-worker-extensions

H oAl
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
80-worker-extensions 3.2.0 57s

4. RO VRENMBERIN, /- FOREMETLAREICRWI EZMABLET. NI
BODFEDIDIDBEBENHYET, EYT VY THHRYI VERENERISEAINS 2O,
D—A—T—IVICZEHRDETHRTH D I EDRRINET,

I $ oc get machineconfigpool

H oAl
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-35 True False False 3 3 3 0
34m
worker rendered-worker-d8 False True False 3 1 1 0
34m

5. HieRHEREZMESE L 9, HGRMBENBERAINA I E 2R TSI UTFZ2ERITLET,

I $ oc get node | grep worker

H A B
NAME STATUS ROLES AGE VERSION
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.22.1

I $ oc debug node/ip-10-0-169-2.us-east-2.compute.internal

H A B

To use host binaries, run “chroot /host
sh-4.4# chroot /host

sh-4.4# rpm -q usbguard
usbguard-0.7.4-4.e18.x86_64.rpm
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328. VYV VBRENZTJIANCOARY LT 7—ALO T 7 7ATDiRAMAHS

ustllib D7 7 —Lo 7 7OTDT 7 4L NDFRIEHAYBERTHD7H, MR EEFHL
T, AR L7 7—L9zT77A07%KETCEET, ChiIZLY, JOTHRHCOSICL > TEEIh
BRWBBIL, YV VERENZIJIANCO—AN T 7—LO 7 7A755GMAL I ENTEET,

FIR

1. Butane 87 7 7 1 JL 98-worker-firmware-blob.bu #{/Ef L 3., T D7 71 JLiL. root FRAE
<ToO—AJLRA |~ L—VICEZAATEDLDIC. MBENARZEHFLET, UTOHTIE, AR
ALTOT 774NV EQ—AHILT—IRTF—23 6/ — RO ivar/lib/firmware FICEE L
TWEY,

= oo}
. Butane M¥#fll%. Butane ZFA LAY Y VEREDERESBLTL IV

HRYALT77—L9xF77OTHDButane s ZEE7 74

variant: openshift
version: 4.9.0
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-worker-firmware-blob
storage:
files:
- path: /var/lib/firmware/<package_name> )
contents:
local: <package name> g
mode: 0644 6
openshift:
kernel_arguments:
- 'firmware_class.path=/var/lib/firmware' G

‘D — LT TRy =9 DAE—&ERDZ ) —RONRREBELET,
‘9 Butane #ZEZTL TWBYRFLADA—AILTZ7A4ILTa4 LI N)—DoFHEANDI VT
VYEEBL T FAIINEIEELE T, O—HILT 74 ILD/NR T files-dir 74 L2 N —H
S5DET/NZA T, LLTFOEIED Butane T -files-dir # 7> a v AFERAL TIEET IZNE
HYFEd,

RHCOS /—RD 774 IDNN—Ivyv>avaRELEFT, 0644/ —3I v a VAERET
HIENHERERINET,

o

QD firmware_class.path /{5 X —% —|&, O—HILT—IRTF—2avHhd/—RDIL—k
774NV AT ALAICAE—INICARY LT 7— LV TP TOTERERET 2 H—FRILDIR
RINRENRIRAZALET, ZDBITIE, /var/llib/firmware #H A YA XX N/ R
ELTHERLETD,

2. Butane #3417 LC. O—AIT—9 A F— 3~ ED98-worker-firmware-blob.yaml & L5
ZEIO 7 7—Lo 770702 E—%ERY % MachineConfig # 7>/ 771 IV &%
BMLET, 77—L0z7707IIE,. /—RICEBEINZZRENEETNET, ROFITIE, -

31



OpenShift Container Platform 4.9 4 > X b —JL£ D%

files-dir# 7> a3 v&aFRALT. O—HIL 7 7MIDBEINDZT—IVRFT—3 vV EDT 4
LY M) —%BELET,

$ butane 98-worker-firmware-blob.bu -0 98-worker-firmware-blob.yaml --files-dir
<directory_including_package_name>

3 UTD2O0FEOVWTNAT, &EE/—NIERALET,
o USRI —NNFLEEEBLTWAWEEIE, Y27 AMIT 74 EEMLTIE
IC. MachineConfig # 72 = ¥ k7 7 1 )L % <installation_directory>/openshift 7 1 L
JR)—IZEMLTHL, V75 RY—DENZ#HRITLET,
o UVSRH—NFTTILETHDIZEIE., 771V EERALET,
I $ oc apply -f 98-worker-firmware-blob.yaml

MachineConfig # 7 =7 N YAML 7 7 1 LI, Y VDREEKT T HLHDICEKRI N

i’a—o
4. J$EMIC MachineConfig # 79 =V b =B 2 MENH B35EICIHA T, Butane BRE Z &
ﬁ L/ i’a—o
B

® Butane TO Y VERETEDVER

3.3.MCORBEDHARY LYY —ZADETE

MCO (& MachineConfig 7 7 =V N BT 2LUNICE, 2DDHRY LYY —X (CR)
(KubeletConfig & & U ContainerRuntimeConfig) #EE L X3, CNOLD CREZFHAT S &,
Kubelet B&LU'CRI-O AV T FT—S VM LY —EXDFEICHEEZEZS /) —RKLRILDEBREEALER
THIENTEET,

3.3.1. kubelet /35 X —4% — % #RE&E T % /= D KubeletConfig CRD DERK
kubelet 5% E &, IRBFR T Ignition FEE LTI ) ZIMEINTWS 0D, BEFERETHIENTEE
T, 72 L. D kubelet-config-controller £ Machine Config Controller (MCC) IZBIMI N F 7,
ZhiZ& Y, KubeletConfig 1R % L)Y —X (CR) Z{FA L T kubelet /ST X —4 —%IRETEXE
_a—o

P2

kubeletConfig = 7> o D7 4 —JL KIZT7 v A b 1) — A Kubernetes H 5 kubelet
ICEEEIND O, kubelet TN 5 DEEBEEIRIE L £ 9, kubeletConfig 4 7> =
I MIEDRMEICLY, ITRY—/—RDPFATERLLAQAYET, BMRIE

l&. Kubernetes RF a2 XAV ZHBBLTLEIWL,

UTOHAFT VY RAEBRLTLEIW,
o IIVVRERETINIEIL, TEDT—ILILIABREEREA TR TEH T, KubeletConfig CR
EIDERLET, BLAVTFUYETRTOT—ILITER L TWBIBEICIE. §RTOT—
JUIC KubeletConfig CR % 1 D2 I3 SR ET 2 MBI HY X J,

o Ff7F D KubeletConfig CR = #R&%E L TBIF DR EZRET 20 TR EICHA CR ZEHT
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ZROYICHRDBREECEBMT Z2LELIHYFT. CREFRT 2D, BOYY VERET—IL

EEET B, FE—KNLEEZENE LAZEDHZEDOHICLT, EEZTICRYT I
ENTEZLIICTBIE2BHDOLET,

e MEIILT, V7R —T&IC10 ZHIR L. HE D KubeletConfig CR Z{E L £ 9, &%
® KubeletConfig CR IC DWW T, Machine Config Operator (MCO) I& kubelet TEEMI N 7/2~<
VUREEFERLET., TNEROEKED CR T, Y MO—5—EHFOEREI T W FI
D kubelet ¥~ VEREEZER L FT, 7c& ZIE. kubelet v VERENH Y. T DHEERED -2
DIFGEIC. JRD kubelet v~ VEREICIE -3 SNET,

YU VERTEEHIRT BBAIE. FIREBIALVWELIICENSAVDIEFCHIBRTIRELrHY FT, /=
& ZI1E, kubelet-3 ¥ VE%E%. kubelet-2 ¥ VA EAHIRT 2RIICHIRT 2HELNHY £,
= o-1o)

EREFD kubelet-9 D7 > VERELH Y. 5D KubeletConfig CR = EK Y 2I5H I
i&. kubelet ¥~ VEEEN 10 RKEDHZETEFR YL VEREIMMERINFE A,

KubeletConfig CR Dl

I $ oc get kubeletconfig

NAME AGE

set-max-pods 15m
KubeletConfig ¥ ¥ V& E % = d HI
I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LTFOFIBIZ, 7—hH—/—RT/—RKHEYDPod DEREEBRETDAEETRLTVWET,

AR

. BRET S/ — K91 TDEHR MachineConfigPool CR ICBEIEM T SNSRIV EERFLE
T, LTFOVWTIhADFIEEETLET,

a. YUVRRET N ERRLET,
I $ oc describe machineconfigpool <name>
UTFICHZERLEYS,
I $ oc describe machineconfigpool worker
DBl

I apiVersion: machineconfiguration.openshift.io/v1
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kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

‘D SARIDEMIND &, labels D FICKRRINET,

b. INIHNFELBWVGEIE., F—/EDORTZEMLEY,

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

=S ]
. Zhik, BIRAEATY VEREA TV M ERRLET,

I $ oc get machineconfig

F 74 NT, 2 D0 kubelet EAEDELE Tdh % 01-master-kubelet £ & U 01-worker-kubelet
ERIRCTEZET,

2. /—RHiY DmKPod DIREDEEZHALET,
I $ oc describe node <node_name>
UFICHZERLEYS,
I $ oc describe node ci-In-5grqprb-f76d1-ncngq-worker-a-mdv94

Allocatable X ¥ > %' value: pods: <value> 2% L £,

6
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3. J—H—/—KRT/—RHEYDERKRDPod %#XET BICIE. kubelet REEZSLHRY LY
Y—RT7 74 EERLET,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
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custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

ﬂ Machine Config Pool ™5 N AN L F T,

9 kubelet 8 EAEBMLEFT., ZOHITIE. maxPods #FAL T/ —RKH7=Y DERK Pod
BRELEY,

pa 3

kubelet &N API H—N—E BIET2REIE. 1WHLLYDIIT)—(QPS) BLV
N—ZMEICLYERYZFT, 772/ MED 50 (kubeAPIQPS DI5E) LV
100 (kubeAPIBurst Di5&) 1&. &/ — RTHIRI N7z Pod ARITINTWS
BEIETDRIETT, /—REIKCCPUBLUAE) =YY —IDB+DILHB
WEICIE. kubelet QPS BLUN—ZA ML — M EZEHTHIEMNHEINZE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. INVEFALTTI—H—DIYVERET—IEBHRLET,

I $ oc label machineconfigpool worker custom-kubelet=large-pods
b. KubeletConfig# 7> =7 N &ERLZE T,

I $ oc create -f change-maxPods-cr.yaml

c. KubeletConfig 7 7o =¥ hHPMERINTWB & %2MRLE T,

I $ oc get kubeletconfig

o
NAME AGE
set-max-pods 15m

PSR —KHNDT—hH—/—ROFUL>TIE, 7—H—/ =R 12T OBREREINDD
EEMLET, 3007 —H—/—R&EaFEDIVSRI—DIFEIE. 109 H5 15 9REHMID
DHEEMELHY T,

4. ZEHN/ —RNICERAINTWSZ 2B LI,
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a. maxPods ENEEREIN/T—H—/—NTHEELET,
I $ oc describe node <node_name>

b. Allocatable R % v H#&=RDIFZ 9,

Allocatable:

attachable-volumes-gce-pd: 127

cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 ﬂ

ZDBITIE, pods /8T X —4 —|& KubeletConfig £ 7 = 7 MIRE LLEERE
T5E9TY,

5. KubeletConfig # 7Y =V NOZEEERRLE T,
I $ oc get kubeletconfigs set-max-pods -o yaml
Zhid, LTFOBID & S IC True & & U type:Success DAT—FY A &=RRF™LET,

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

3.3.2.CRI-O /X5 XA —4 — % iRET % =D ContainerRuntimeConfig CR DEfX

BEDY Y VERE 7T—I (MCP) ICBBES 1T 57z / — KD OpenShift Container Platform CRI-O 5 ~
A LICEEMITONDEED—HAEELERET S ENTEEY, ContainerRuntimeConfig 1 X4 L)
Y—Z(CR)AFARAL T, REMEEREL. MCPIL—HTBSNILAEEBMLET., RIS, MCO ILBEE

fFiF 57z / — KT crio.conf & & U storage.conf SEE7 7 M L2 BH IN/EZFERALTHBEILRL
i’a—o

pa )

ContainerRuntimeConfig CR 2 L TERIN/ZEBZTICR T ICIE. CR ZHIRT
PRENHYET, YVVRERET—IDLINILEHRLTE, EEETIKREINEE
A’O
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ContainerRuntimeConfig CR #FH L TUTOREEZEF TSI ENTEET,

® PIDs limit pidsLimit /X5 X —4 —|&, AV T F—THAINZ TOEZADHEKRETH S CRI-
Opids_limit /NS A —49—%KELF T, 77 4L ~iE 1024 (pids_limit = 1024) TT,

® Loglevel logLevel /X5 X —#4 —{% CRI-O log_level /X5 A —4—%F{RELEXY, chidos
Ay E—YDFMLRILTYE, T 7 4L M info (log_level = info) T3, DA 7> 3 vIC
I&. fatal. panic. error. warn. debug. &L U trace FENF T,

e Overlay size: overlaySize /X A —4% —&, AV TFT—A A=Y DK A4 XTH3 CRI-O
Overlay A ML =Y RS A /N—Dsize IXTA—9—%FZELZET,

® Maximum log size: logSizeMax /X5 X —#4 —|& CRI-O log_size_max /N\Z X —4% — % E L &
T, IhE AT F—OTTFANCHFISNEZEAT A XTY, 77 74)L MIEFIR
(log_size_max=-1) TY, INHEBICKREINDIZE. 8192LULICTHZHEELH Y.
ConMon OFEAERY /1Ny 77 =L YENILK T B EIFTEEFHA, ConMon i&, B—OVF
FT—DaAVTFF—<R—Y ¥ — (Podman., CRI-O 7% &) & OCI V% 4 A (runc F7 & crun
BE) EOEDBIEAERTZ OIS LT,

RVVERET—ILTEIL, TOT—IVICIA BB EEFE A2 T XTEDH T, ContainerRuntimeConfig
CREIDEYHTEIMENHYET, ALIVTYYEIRTOT—ILITERALTWBIEAICIE. ¢
RTOT—IVIZHE & 725 DI ContainerRuntimeConfig CR1 2723 TY,

BL#%F @ ContainerRuntimeConfig CR ZiR&E L TEIFDREZMET M. TE I & ITHHR CR 2 1FK
TERDYICHHADERELBMT 2MENFHY EFT, BREIVVURET IV EERT 56V, BF
N—BFNTITICRT T ENTZXBHAEDHA,. L ContainerRuntimeConfig CR DERK & HEEE L TLY
i’a—o

MBI U THEED ContainerRuntimeConfig CR #EFCTX X ¥, ZDHAE. HIRIEV SR —T&
IC10fEEAR>TWEY, &M ContainerRuntimeConfig CR (ZD W T, MCO |Z containerruntime
TEBIMINEIYY VEREZFERLET., ThTIORKEDO CR T, IV bMO—Z—IVFOEEFEN T
W= #T#R D containerruntime ¥ > VEREE/EMR L £9, 7= & 2L, containerruntime ¥ VE&EIC -
2ERBENH BIH5E. JRD containerruntime ¥ VERED -3 A{FIFTEBMINE T,

YU VERTEEEIRT EBE,. FIREBIALVWEIICENSAVDIEFECHIBRTIZRELrHY FET, =&
Z1£. containerruntime-3 ¥ VEXE%. containerruntime-2 ¥ VIR E A HIRT DRIICHIRT D00
ELHY FT,

pa 3

EEHD containerruntime-9 DY VEEMNH Y. HID ContainerRuntimeConfig CR
ERY %35 &ICIE. containerruntime ¥ VEREN 10 KiEDHZE TEHRY Y V&
EFERINEE A,

£ D ContainerRuntimeConfig CR % 9 i

I $ oc get ctrcfg

Hh
NAME AGE
ctr-pid  24m

ctr-overlay 15m
ctr-level 5m45s
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HH D containerruntime ¥ V& E A 9 Bl

$ oc get mc | grep container

o
01-master-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
01-worker-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
99-worker-generated-containerruntime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 26m
99-worker-generated-containerruntime-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 17m
99-worker-generated-containerruntime-2 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 7m26s

LFDFITIE, pids_limit % 2048 (28] X £IF, log_level % debug ICEREL. #—/N\—L A H 14 X%
8 GB ICERE L. log_size max %= |FIFRICREL 7

ContainerRuntimeConfig CR Dl

0009

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
containerRuntimeConfig:
pidsLimit: 2048 @)

logLevel: debug

overlaySize: 8G

logSizeMax: "-1" 9

ROVRET—IVDIRIVERELET,

723y AVTFF—THAINDZ TOELRADOERABEZEELE T,
FFoarv. Ol AyvtE—YDFMLNIVEEELET,

AT a3y AVTFF—A X =V DHRAYMI XEBELET,

F7av:avFF—Aay 774 NVICHTINEIBERYA X EBELT T, EORICKRET 515
B, 8192 LA ETRIFNIERY FH A,

FI7
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ContainerRuntimeConfig CR 2 L T CRI-O R EAZLET S ITIE. UTFEERITLET,

1. ContainerRuntimeConfig CR ® YAML 7 7 1 JL&{ERK L £ 9

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
containerRuntimeConfig: g
pidsLimit: 2048
logLevel: debug
overlaySize: 8G
logSizeMax: "-1"

@ ZETUBEOHBETVVRETLOINIVERELET,
@ VELHELTRASA—9—2RELFET.
2. ContainerRuntimeConfig CR Z{Em L £ 7
I $ oc create -f <file_name>.yaml
3. CRAIMERIN7=Z & aMmRBLETS,

I $ oc get ContainerRuntimeConfig

DBl
NAME AGE
overlay-size 3m19s

4. D containerruntime ¥ VEREMERINTWE I E 2R LE T,

I $ oc get machineconfigs | grep containerrun

H A B

I 99-worker-generated-containerruntime 2c9371fbb673b97a6fe8b1c52691999ed3a1bfc2
3.2.0 31s

5, IRTHAEBREICHDIEDE LTRRINDETCIYVVRET—IVEE=ZY—LZET,
I $ oc get mcp worker

H A B

I NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
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READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

worker rendered-worker-169 False True False 3 1 1 0
9h

6. ENCRI-O CTHAINALZ E2BAELET,
a. XY VRET—ILD/—RIZH LT ocdebug v 3> %BX. chroot/host 317 L
7,

I $ oc debug node/<node_name>

I sh-4.44# chroot /host

b. crio.conf 7 7 (I DLEEAMERL F T,

I sh-4.4# crio config | egrep 'log_level|pids_limit|log_size_max'
H A B

pids_limit = 2048
log_size_max = -1
log_level = "debug"

c. 'storage.cconf 771 IILDEBAEREL T,

I sh-4.4# head -n 7 /etc/containers/storage.conf

H A B

[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

3.33.CRI-O Z{Ef L7 Overlay D7 7 ) DAV T F—Ib— k=T 4 >3 VD&
KA ZDBE

BEAVTFT—DIL—MR=FT 142 aviliE, EREQZRIAMNOHMATRRLRT 1 A VBN T RTERR
INFET, UTOAM I VRIS T, IRTCDAVTFTF—DI— b T A RIDRATA X %ZEREL X
_a—o

Overlay DAY A4 X, 8LUOTLR)LP PID FIR%A EDH®D CRI-O 4 7> 3 VABRET ZITIE. U
T ContainerRuntimeConfig 71 2 ¥ 1) YV —XEF (CRD) 2ERRTZ XY,

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig

metadata:

name: overlay-size
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spec:
machineConfigPoolSelector:
matchLabels:
custom-crio: overlay-size
containerRuntimeConfig:
pidsLimit: 2048
logLevel: debug
overlaySize: 8G

FIa
L REA TV MFELET,

I $ oc apply -f overlaysize.yml

2. MO CRI-OBEET—H—/—RICEBRT I, 7—H—DIVVERET—ILARELE
_a—o

I $ oc edit machineconfigpool worker

3. ContainerRuntimeConfig CRD IZ5% % L 7= matchLabels % ICE D\ T custom-crio 5 N)L %
EBmMLEYT,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2020-07-09T15:46:34Z2"
generation: 3
labels:
custom-crio: overlay-size
machineconfiguration.openshift.io/mco-built-in: ™

4. BEREZRELT YV VEREERRLET,
I $ oc get machineconfigs

¥ D 99-worker-generated-containerruntime # & U rendered-worker-xyz 4+ 7> = 7 kA
FERINE T,

H A B

99-worker-generated-containerruntime 4173030d89fbf4a7a0976d1665491a4d9a6e54f1
3.2.0 7m42s

rendered-worker-xyz 4173030d89fbf4a7a0976d1665491a4d9a6e54f1 3.2.0
7m36s

5. IN6DFTV I NOEREIC, ZENBAINZLIICIIVVRES—ILEERLET,
I $ oc get mcp worker

T—h—/—RIZIF, IV BERBE L OO & H(C UPDATING A* True & L T
RRINET,
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o
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz False True False 3 2 2
20h

T9%&. 7—H—/—KNi& UPDATING % False ICZ L. UPDATEDMACHINECOUNT #£

(& MACHINECOUNT (C—3 L 7,

6
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz True  False False 3 3 3
20h

D—h—<> v%eR32E, FiIIRODSCB DR AT A ADEREN TR TDT—H—ITERAINT

WBZEZHRBTEEY,

H A B

head -n 7 /etc/containers/storage.conf
[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

AVFF—HNTIE, W= —F 423N 8CBTHDIEAMATIET,

DBl
~$ df -h
Filesystem Size  Used Available Use% Mounted on
overlay 8.0G 8.0K 8.0G 0%/
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BABRA VA N—IWEDI SR =YY
OpenShift Container Platform D4 ¥ Z b —JL1&RIZ, VTR 9 —%&ILIIERL. BEHICEDLETHR
IYTRAXTEEY,
A1 FIAERER I TRI—DARITA R
OpenShift Container Platform 7 2 24 —OF 704 %3, KFEDIV R —BRESLVHRITA X
DETLTWBZEIRYFET, BEZLOEREY Y —ADFAATETT,
Pz

PSR —%IBMZICA VA M=ILTBHEIE. IXRTOERSLICKENFIETEET
HBERTIEHY THA,

AA=ILIRAN)—, XY RNT—DERE. A X—VELNROBESLOCTATYT 4714 —70O/1A
F—IREDI A —DEBRKEERET 2OICKEY YV —REZEELET,
INSDYY—R%EFHALTHET 2REDREDRICDOVTIL, ocexplain IY Y REFRALF
9 (f51: oc explain builds --api-version=config.openshift.io/v1),

41N 7SR —/RE)V—R

TRTDISRY—F/EY Y —RE T O—=/N)LICAD—THEEREI N (hamespace IFFREI i

L), cluster & WD ZEIBMIIFTONE T,

VY—2%4 B4

apiserver.config GFIFAESLUFREAE R EDAPI Y —N—RELZRHEEL T,
.openshift.io

authentication.c V7SR 9—D 74TV T4T74—7TONA Y —BLURAXREEFEBLET,
onfig.openshift.i
o

build.config.ope V35X —DFTRTOELRIZDVWTDT 72 MBLITEMIIINTWDS BE %l
nshift.io wmLET,

console.config. O77 70 hNefE #E&E8Web AV Y =LA V9 —T 214 ROBEABRELE T,
openshift.io

featuregate.conf FeatureGates ZBMICL T, 72/ A0V —FLEa1— s FEATESLIICLE
ig.openshift.io ERS

image.config.op HEDAA—IL IR —DPUBINZHEEZHREL FT (allowed. disallowed.
enshift.io insecure. CA details)s

ingress.config.o I —hDFTAILKRAAVREDIL—FT 1 V7 ICEAET S
penshift.io

E=3

X3
filt
S
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/cicd/#build-configuration
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/web_console/#configuring-web-console
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/nodes/#nodes-cluster-enabling
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/images/#image-configuration
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/networking/#nw-installation-ingress-config-asset_configuring-ingress
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VY—2%4 B4

oauth.config.op W OAuth H —/\— 7 AO—ILBET 2 T7AT VT4 T4 —TANA I —BLCMBDE
enshift.io FeRELET,

project.config.o OV INFUTL—IEESD, 7OV bOERGE ZRELE T,
penshift.io

proxy.config.op HAERY N7 —0T7 IV EREQBBEETZIAVR—IV NTHEAINZTOFY—%E
enshift.io ZLET, B ITRTCOAVAR—IV M ZDEEFEATZRTIEHY FHA,

scheduler.confi RUY—%FI7AI KN/ —RELII—REDRTIV21—5— OFMEERELET,
g.openshift.io

4.1.2. Operators%E ") V—2XR

INHDEREY Y —RIL, cluster EWDZRIDY SRAY—RA—TDA VA VRATE, Thid. &
ED Operator ICL > TABINZHFEAVR—RY NOBIMEZHIEIL 7,

VV—2%4 B4

consoles.operat TS5V RDARSITA XREDI VY —I)LDHAERDFIE
or.openshift.io

config.imagereg 7V v II—F4vJ, TOFI—KE. VV—REBRE. LTV ABBLITCZ L
istry.operator.o L—=U 9 TREDREA A—ILIRAN) —BE ZRELET,
penshift.io

config.samples.  Samples Operator 288 EL T. V7RI —ICA VAR —ILEINDZA A=Y R N) =LA
operator.opens EFVTL—hOY YT EFIELET,
hift.io

41.3. BINDEREY YV —R

INLDREYY—RE, FEAVER—IXVNDODBE—(VRIVAERLET, BEICEL>TIE, Y
Y—ADERDA VAV REER LT, BHRDA VRV REBRTEET, BDIFEICIE,
Operator (X4 E D namespace DFED ) YV —RAA VAY VYV RAELDHEFHRTEZET, BMDOY Y —2R
ARV ADERBAERCERT D94 IVTICDOVWTOFMIEZ. AVR—RXVMNEBDORF2 AV M
ESRLTLLKEIN,

1RS> Namespace

e
alertmana  main openshift-  Alertmanager 7 7AA XY MRS A—49—%HELE T,
ger.monit monitorin
oring.core g
os.com
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/building_applications/#configuring-project-creation
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/images/#configuring-samples-operator
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/monitoring/#managing-alerts
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Namespace

ingressco  default openshift- KxX4 >, L7YA%K FAEE. L0y O—F—0DF
ntroller.op ingress- B2 E D Ingress Operator BIE %X EL £9,

erator.ope operator

nshift.io

414. 188, YV —2R

INLDYY—REFEALT, JFRF—ICDVWTORRZMELFT, REICL>TE,. IndbDlY
V- ZADEFERENVEICRDGENDHY TT,

VY—2%4 A1VRA9 R4 3HA

clusterversio  version OpenShift Container Platform 4.9 Tl&., EHE I X5 —D
n.config.ope ClusterVersion )V — R HRAIT A XF B EETEEHA, £
nshift.io DRHYELT, V7529 —DFEH TOEAEETLET,
dns.config.o  cluster VSR —DDNSEREAZERT S EIFTEEE A, DNS Operator
penshift.io AT—HA%RRKTEXT,

infrastructur  cluster VSR —EEDY S RTONA Y —EDOXIFEEFTREICT DERED
e.config.ope =3

nshift.io

network.conf  cluster AVAM=IBIZVSRAI—DRY NT—VAEBTHIEIETEE
ig.openshift.i HAe RYNT—DZARITAXTBICNE, A VA M—ILEFICRY
o NTD—0%NZAIRAZX$TBTOEREETLET,

42. 70—V SRY—DTIL—o Ly NOEHR

REOTINY—9 Ly NEBEHZED, HILWITILY—O Ly NEBINTARIET, 95R9—DT
O—NILFIY—o Ly haBHRTEET,

A—HY =AY APM—IVAFRICERLEZLYA RN —EBRIDOLY AN —ZFERLTA A -V 2 RET
e, COFIEIBETT,

=S5

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

FIR

L A7 av:BEOTIVLY—ILy MCHRLWIILY—I Ly hEBINT SICIE. LTOFIES
EITLEYT,.

a. MLFOOAYY READLTTIVY =Ly hEForO—-RLET,
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$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

‘) TLY—HLy NI 7ANNADRAEEELET,

b. MTFDATY REETFTLT, ILWIILY—2 Ly bEBIMLET,

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

@ FLuLURbU—EEELEYS. ALLYZ M —RICEROY RS~ —2ED
%52 ENTEZET (P -registry="<registry/my-namespace/my-repository>"),

@ FLLLYZM)—OREEREEELET,
© Ty ILY I IAMADRREEELET,

Tk, TIWY— O Ly NI 74 IVEFEITEHTA2EEHETEET,

2. LTFTDaOY Y REERFTLT, 95R9—0/O—NILTIy—o Ly hEaEEFHFLET,

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

‘D RTINS =Ly N7 7 A IIADRAEREELET,

CODEFHIIITARTO/—RIZA—=ILT7IohENFET, ThIZIE, 75R59—DH A XITHLT
ZIVEFENDIDNBIGEDHY £,
Pz -
OpenShift Container Platform 4.7.4 OBm T, JA—/NILTIL—o Ly kA
DEBICE>T/—RKRRLAVELITBEESAN) HA—INABL<BRY F LT,
43.7—Hh—/)— RDFE
FTAAAY MNEICT—H—/ —ROY A XEEBH>THRELRLFBAICIE., 12ULEDOFRY> vy b
EERLTENOERT =Ty TLTHS, TOIYI VY NEEIBRTBRIICRT—ILY I L TT
noO7—h—/—RERFELBLET,
43170ty NIV VERET—ILOEERICDOWVWT

MachineSet # 7> ¥ hd, 757 KFklEF~v> >y 7OnNA ¥—ICET % OpenShift Container
Platform / — K%k L £ 9,

MachineConfigPool 4 7 = ¥ hiZ& Y. MachineConfigController 1> R—%x> MO T7 v T L —
ROAVFTHFARNTIYY VDRAT—IR%ZEHEL, RETE DL ICRYFT,

MachineConfigPool + 7Y = 7 NI &Y, 2—H—E< > VEE 7—IL D OpenShift Container
Platform / —RIZ7 vy 77 L —RKE2BRAT 2 HE4BRETETET,
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NodeSelector # 7~ = ¥ M & MachineSet # 7 9 N AOSRBICBEEXZ DI ENTEET,

432. %0y NOFELBR T VT

IVVvEY NI VDA VARIVRAZEBMLIZY., BIBRLIZY TB2UENHZGE. Y VvEY M
FETRT—)VITEEY,

AEOHA YV RF. RE2ICBEEINAA VA N—5—TFOEYa =V IINBZAVITISAKNSY
Fv—DA VAN —IJNEELEFT, 1—HF—IC&>TFAOEY 3=V IINBAVITISAKNS Y
Fry—DARITAXINTZAVAMN=ILIZIETYVEY RBHY FHA,

([} =355
e OpenShift Container Platform 7 2 X9 —8&L WP oc AY Y RZA V21 VA M=ILT BT &,

e cluster-admin /X —3Iv >3 vAaFO>I1—H—-&L T, ocicAVAM VT 3,

FIa
. VA9 —IlHBIvEy baRRLET,
I $ oc get machinesets -n openshift-machine-api

< ¥ vty M <clusterid>-worker-<aws-region-az> DR CT—EXRRINZE T,

2. VA —HNILHBTIVERRILET,
I $ oc get machine -n openshift-machine-api
3. HIRT BT VIEREZRELET,

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. HIFR9 %/ —RZDBEL TRRRLE T,

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. Xty bR —)VITLET,
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api

Fld, UTFZRTLET,

I $ oc edit machineset <machineset> -n openshift-machine-api
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eV k
Freld, AFOYAMLZBRALTY vy MR-V 3528 TEET,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

IOVEY NERT—IVT Y TERIERAT—IVI IV TEZXT, FIR U FIAEAREICRD
FCHODOEEILIMY T,

R
« BHOTY Y OHIRERBLET.

I $ oc get machines

433. vty NOHIRRRY) ¥ —

Random. Newest. 3 £1'Oldest (Z3 DDHR—NINBHIBRA T avTd, T74ILMNE
Random THY., ThiEFvI vy RORT—ILF D VBEILS VI LIV VNNERIN, HilRIh s 2
EEBHRLET, HIRRYY—IF, BEDTYVYEY MEZTEL, — R —RAICETWTEETEZE
£

spec:
deletePolicy: <delete_policy>
replicas: <desired_replica_count>

HIBRICDOWTDREDT Y v DEEIEA L, HIFRRY > —ICBRRL, BET RO VILT/T—Y 3
~ machine.openshift.io/cluster-api-delete-machine=true % Bl L TERETZ X7,

BF

7 7 # )L N T, OpenShift Container Platform JL—% — Pod &7 —A—IZF7 704 X h
T I—F—EWeb AVY =N ED—EDIZRAI—)Y—RIITIERATEI &
PREBETHZD, IL—F9—Pod ZFZTHEELABWRY, 7—H—D<T vty b %
0ICRT—N) Vv ITEFEHA,

R

AR LD VY ME, Y—EREFED/ —RKRH—EZXATEITL, TNH5DH—
EANT—H—DII vy KRORT—I)LF D VIO NO—5—IC& > THEEIN
5&IICTEIMENMDHZI—RAT—ATHEATEEY, INICLY,. Y—EXDFED
CEINhET,

43.4. VSR —RA—TDTFT 74NN/ —REL I Y —DIERK

DSA9—HDERINTETRTD Pod BHHFED ) — RICKHIBRT B27HI1IC. T7AILNDISRY—
2A—TD/)—RteL 949 —%/)—REDSRIEHICPod THEEATEZIEDNTEET,
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PSR —RA—TD/—REL V9 —%FEHAT2HBE. VFRXY—TPod #ERd % &. OpenShift
Container Platform (&7 7 2 )L hD/ — KL V9 —% Pod IZEIML. — BT 2RIV DH B/ — KT
Pod #X4Ya2a—J)LLET,

R4rYa—5— Operator HRY L)Y —Z (CR) 2fREL T, V5 RF—RA—TD/—KREL V45—
ERELEFT, INILE/—R vty b FRETIVEREICEMLEYT, Yoty MR
WEEBMTZE, /—RELEFIIUNMBIELEBEIC, F/ —RICZDOIRILAEBMINE T,
J—RFLETIVBEICEBMINDESNILIE, /—RFLEFTVUNELETZEHEINTEA,

R

Pod ICF—¢EDORTAEEBIMTEXZET, L. T74I M F—DELZEAEEBINT S
ZEETEZHA,

FIE
FIFIWMNDYISRAY—RA—TDOEL VY —%EBMTDICIF. UTEEFTLET,

1. R Y 1—5—Operator CREREL T, 774N PMDISRAI—RA—TD/—RKIFR
Y—%ZEBMLEY,

I $ oc edit scheduler cluster
J—KELIVY—%EHLRS T 21—5— Operator CRDY >~ )L

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
mastersSchedulable: false
policy:
name:

ﬂ w7 <key>:<value> R7HAREINL/ —RELIVY—%ZEMLET,

COEBEEIAT%IC. openshift-kube-apiserver 7O =4 h®D Pod DBT 701 % &F# L
F9, NICEBDOBEIIDZEZEDNHYET, TIAILNDISTRI—2HD/— Kt
L 7% —I& Pod DBEEIXTAMICAY TtA,

2. X vEy NEFERTEZN, FAEE/ —REZ2EERFRELTSRILE/—RNIZEBMLET,

o YUy MNEFALT, /—ROEMEFICIYYEY MIEL>TEEBINSE/—RICS
R)EBEMLET,

a. LToav Y REETLTINIL%A MachineSet # 7 2 MIEMLET,

$ oc patch MachineSet <name> --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

<value>","<key>"="<value>"}}]' -n openshift-machine-api 0
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@ NThOSNILIC <keys /<value> XTEEML E T,

UFICHZERLET,

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels”, "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

A

HB3WE, LTFTOYAML ZBEALTIY YV EY MISNILZEMT S EEHTER
ER

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. oceditI¥ > REFEHALT. SRJILH MachineSet 47 7> 7 MIEBIMINTWSZ
CEBERELEY,
DFICHERLET,

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api
MachineSet 2 7> = 7 kDl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. 0ICRT—ILE Y9V L., /J—RBERFT—IL Ty FLT. EOTI Yy MCBEERMITS
hic/—RK&EBF704 L FT,
PFICHZERLET,
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$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

d /—ROEFENTE, FMATRELAREICR >SS, ocgetIAYY REFEHLTINIL
N/ —RICEMEINhTWS I EZMHRBLET,

I $ oc get nodes -l <key>=<value>
UFICHZERLEYS,

I $ oc get nodes -I type=user-node

H A B
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqgzp Ready worker 61s v1.22.1

o INLE/—RICEEBEMLEY,

a. /—RKDONode#4 7V x/ NafRELZET,
I $ oc label nodes <name> <key>=<value>
EZE, /= RIZINIVEMITZICE. LTEEITLET,

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

e b
HBWNME LTOYAML ZBEAL T/ —FICSNLVEZEMT I EHTEET,

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b.ocget AY Y REMAL T, INILD/—RIEMINTVWEZ L&A LET.
I $ oc get nodes - <key>=<value>,<key>=<value>
UTFICHlERLETS,

I $ oc get nodes -I type=user-node,region=east
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H A B
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.22.1

4.4 ERERERDAVISANSVFv—< vty NOEK

ROVEY MEERLT, 77400 MDIV—F9— EIVTFT—AXA=JLPRAMN)— BLUVI S
A=A RNYIRBLICEZHSH Y IDAVER—FR VY MNREDAVIZANS IV F¥—aAVER—FV K
DNDHERANTEIVVEERTEET, INLDAIVISANSIFr—I I ViE, REBEOERTICH
ERY TRV T avoEICAT Y MIhEHA,

EHRETTOAAYINTE, AVIZRANSIFY—aOVR—FV NERFETZLHIC3ID2ULEDTY
vy NETFTOA4 T ENHEINT T, OpenShift Logging & Red Hat OpenShift Service Mesh
DA D Elasticsearch #7704 LET, Thillk, 3201 VRY VR %ERKLD/—NITA VA M=
WTE2RENHYET, ThHDE/—RiE, STRAMDEOICERZTTRASEY T4 =V —VILT
TOATEEY, TOELIREETIE, BETFRASEY T4 —=Y—=2IL1D2FTD, 3DDEARBIIY
Yy MRETY, BHOTRASEY) T4 =V =V aFLLAWITO—N)L Azure Y=V 3 VTl 7
NRASEYF4—ty baERLTETRAMEZBRTEET,

AVISANSIVFv—/—RELVA VISRV Fv—/—RTERITTEZIAVR—V I DIE
#RiL. Creatinginfrastructure machine setsZ SR L T 72X Ly,
AVISANSIIFv—/—REFEHRTZICIE. v vty b,
post_installation_configuration/cluster-tasks.adoc#creating-an-infra-node_post-install-cluster-

tasks[assign a label to the nodes]. F7ld ¥ VERE/—IL 2 FHTEET,

CDFIBTHERTZIEDTEBTY VY NOBIICDODWTIE, BER2Z 059 RODTY Yty MDOER
ESRBLTLEIL,

BHED/ —RELII—%2FTRTOAVISANZVFvy—aAVR—32 MIEAT % E. OpenShift
Container Platform (& ZD S X)L =HFD/ —RKRTENLDT7— 70— K252 a—)L LEY,

4.41.<7> vty NOERKR
AVAMN = TOTSALICE>TERINEOAVYEa— ey by NMIINAT, EOTYYEY K

ZERLT, BRULEFEDT7—78— RO YAV E1—FT4 VT )Y —RAZFMICEETERX
_a—o

(1} =355
® OpenShift Container Platform 7 S 24 —% 7701495 Z &,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

e cluster-admin /X\—3Iv >3 vAaFODI—H—-&L T, ocicAVAM VT 3,

FIa
1. SREAI N TWB LYY YEY N ARIY LYY —R (CR) YU T EEUHIE YAML 7 7 4
WEER L. TD7T 74 ILIC <file_names.yaml &\ D Zai%FIFE 7,
<clusterlD> 8 LU <role> /XS XA —49 —DEABZREL TWBR I EEERLFT,
2. AT a Vv BEDT 41 —ILNIRET ZEIFDODOLRWVGEIE. V5RY—DSBFEOIY
Pa—bhvovtEy NEHERETEET,
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a. VA —RADAVE1— T UEY MY RAMRTTBICIE. ROOITY RZRTL

i_a_o

I $ oc get machinesets -n openshift-machine-api

HhH
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. FENDIVE21—rIY VY MRS L)Y —R(CRYDEEKRTT ZICIE. LTFDIT

Y RERITLET,

I $ oc get machineset <machineset_name> \

-n openshift-machine-api -o yaml

H A B

apiVersion: machine.openshift.io/vibetai

kind: MachineSet
metadata:
labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-<role> g

namespace: openshift-machine-api

spec:
replicas: 1
selector:
matchLabels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>

template:
metadata:
labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>

spec:
providerSpec: 6

FI7AILID ) —RSN)L,

®9

V2R —=AVITZAMNZIF¥—1D,
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P
A—H—HTOEY A=V I LAV IFIAMNSIIFr—5HDIFR

F—DIPE., JvEa1a—rTo vty MEworker 8LV infrav (4 7
DIV VDHEERTEET,

JdvEa—bx> vty b CRD <providerSpec> 7 3 VDfEIE, 75 v b
7+ —LEHBTY, CRD <providerSpec> /35 X —4 —DFFMICDOWTIE, ZFON
A9—DHY YT INAVE1I—rIPVEY FCRBEESBELTCEIY,

3. kDAY Y KEZEFTL T MachineSet CR #{Ef L £,

I $ oc create -f <file_name>.yaml

o RODIATVR%EZEFTLT, AVEa— I VEYMDYAMERTLET,

I $ oc get machineset -n openshift-machine-api

6
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m

agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m

agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m

agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m

agl030519-vplxk-worker-us-east-1d 0 0 55m

agl030519-vplxk-worker-us-east-1e 0 0 55m
0

agl030519-vplxk-worker-us-east-1f 0 55m

o<y vty MO FIAAEERSS. DESIRED & U CURRENT OfEIF—HLFT, v
vy M FATRERTRWVEE, BoFRLTHALIATYY F2BERTLEY,

442. ERAVISANSVFv—/)— RDER

BF

AVAN=5—TFOEY 3=V JINBA VIS ANSVFv—REFLEFIV b
A=) FL—Y/—RBEIT YV APIHILE > TEBINTWS I SR —ICDWT,
Creating infrastructure machine set # &8 L T 72X W,

HS2H—DBHICEY., 1VTSARNSIFv—(infra /—REEENZ)ATOEY 3=V FX
nNEd, A VAN—5—F, avbhOoO—ILTL—V /) —RED—H—/—RO7TOEEYa =V iDH %
%{LiTQU H—/—RiE, SRNIUFFICE2T AVISAKNSYFv— /) —REFELIEFT T
F—oav(app EEMENS) ELTEETEET,

FIa

FT)Vhr—yayv /) —RELTHREEIEZD—H—/—RIZSNILEEMLET,
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I $ oc label node <node-name> node-role.kubernetes.io/app=""

2 AVISAMNSVFvy—/—RELTHEETDIVEDHDT—hH—/—RIZSRILEEML
-a—o

I $ oc label node <node-name> node-role.kubernetes.io/infra=""
3. BYdS/—RiCinfraO—)LEL L app O— LD HEHEINEERLFE T,

I $ oc get nodes

4. TIANMNDYISRI—2A—TDEL VI —%ERTBICIE. UTEETLET., T74)L
D/ —RELIH—IETRTOD namespace TEMRI N Pod IEAINE T, Jhilk
Y, Pod DEEFD ./ —REL VI —EDRENMERI N, PodDEL I7F—%2 I 5ICHIPRL X
-a—o

BF

TIAILID/—RELII—DF—H PodDIRILDF—EHRET 358,
FIFINMND/—RELIVY—EERAINIEA,

272U, Pod DRV 2 —IILERMIRZBEE8EEDOH BT 74N/ —KEL Y
H—HBRELRVWTLLREIW, L& 2. Pod DS X)LH node-
role.kubernetes.io/master="" 72 EDFID / — RO—JLIZBREI N TV B IHFE.
T2 bhDJ— KRt L Y% —% node-role.kubernetes.io/infra="" 73 & D4FE
D/ —=RO=IVICERET D E, Pod BAYT V12— I)LTREICRDAREMELNH Y &
T, DD, T7AWMD/—RELIS—%FED/—RO—IVIZRET S
BRICIGEFRENVETT,

Freld, 7OV N/ —RtELIS—%FERLT. V7R —2KTD/—FR
LIS —DHEERITHIENTEET,

a. Scheduler # 7Yz hAafRELE T,

I $ oc edit scheduler cluster

b. Wtl%/ — Rt L o4 —&##IiC defaultNodeSelector 7 «+ —JL R&BML 7,
apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:

defaultNodeSelector: topology.kubernetes.io/region=us-east-1 ﬂ

DYV TN/ —REL VY —IE. TT7A4I NTus-east1!)—3>vD/—RIC
Pod #5704 LEY,

c. TEAFERATLL-DICT7MILERELET,
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INT, AVISZARNGIVIFv—)Y—REFHF LI GRNIASIFE N infra / — RICBEITE XY,

BIER R

o JOVIIMN/—RELII—ERBELTIZRIY—2ED/—REL VY —F—DFHE %[O
WY 25EICET 25EMIE. Project node selectors BB L T XL,

443. 1V ISARNTOVFv—II VDI VERET—ILIER

AVIZANTVFv—I I VICERAORENVLERIFEIE, infra T—IVEERT 2REN’HY T,

FIR

56

L BHEDIRIVERFDinfra /—RELTEIYHTS/—RIZ, SRILEEBMLET,

I $ oc label node <node_name> <label>

I $ oc label node ci-In-n8magwr2-f76d1-xscn2-worker-c-6fmtx node-role.kubernetes.io/infra=

2. 7—A—B—IEARYLO-IDEAZTY VEREEL VI —ELTEIND TV VERE
TV EFERLET,

I $ cat infra.mcp.yaml

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

name: infra

machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]} ﬂ
nodeSelector:
matchLabels:
node-role.kubernetes.io/infra: " g

Q J—AH—O—IBLVHRY LO—ILEEBIMLET,

9 J— RIZBi0L7=S5~JL% nodeSelector & L TEML 9

R

HRAIYLRVVERET =L, 7T—hH—T—I ST VEREERELET T, B
AYLT=IE, T—h—T—=IDIY—4y FNREEZFBRALETH. hRY LA

T—=IDOH%EH—Ty MIRETZEREAT JOM1 T 5EEEBMLET., HR
BLT—=INET—H—T— I ORREEMET D7D, T—H—T—ILADEE
HEHRYLT—IVICBEBRINET,

3. YAML 7 74V EREBELLREIC. YV VERETS—ILEERTEET,


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/nodes/#project-node-selectors_nodes-scheduler-node-selectors
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I $ oc create -f infra.mcp.yaml

4. IVVEREEFIVILTC AVIZANSVFY—RELNPEEICL VYV TINRTWSEZ
CEBRELEY,

I $ oc get machineconfig

HHH
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION CREATED
00-master 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
00-worker 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
01-master-container-runtime
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
01-master-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
01-worker-container-runtime
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
01-worker-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
99-master-1ae2aie0-al115-11e9-8f14-005056899d54-reqistries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
99-master-ssh 3.2.0 31d
99-worker-1ae64748-a115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
99-worker-ssh 3.2.0 31d
rendered-infra-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 23m
rendered-master-072d4b2da7f88162636902b074e9e28e
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-master-3e88ec72aed3886dec061df60d16d1af
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-master-419bee7de96134963a15fdf9dd473b25
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-master-53f5¢91¢7661708adce18739cc0f40fb
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
rendered-master-a6a357ec18e5bce7f5ac426fc7c5ffed
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-master-dc7f874ec77fc4b969674204332da037
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-1a75960c52ad18ff5dfa6674eb7e533d
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-2640531be11ba43c61d72e82dc634ceb
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-4e48906dca84ee702959¢71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-worker-4f110718fe88e5f349987854a1147755
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-worker-afc758e194d6188677eb837842d3b379
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-worker-daa08cc1e8f5fcdeba24de60cd955¢cc3
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
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MDY VEREICIE, EFEFF rendered-infra-* " RE-INBIXT T,

5. 7723V AR LT—ILADEEAETTOA4TDICIE. infraREDSRNILELTHRY A
T EEFRTETYVEREAERLET., ThIINHETIEHY FEHAD, HREBADEKTD
ARTINTVWBZEICEFELTLEIY, ZhiICLY, 1Y ITSRAMNSIVFvy—/—RODOH
ICEEDARY LREABEHATEEY,

pa 3

R VERET—ILOEREIC. MCOWRZEFDT—ILICHICL YU VTS
NEBREEERL. TOT—IICEAEMIT O/ — RIZERZEIL T, FRZJE
EEELET,

a. YU URELEFRLET,
I $ cat infra.mc.yaml

H A B

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: 51-infra
labels:
machineconfiguration.openshift.io/role: infra ﬂ
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/infratest
mode: 0644
contents:
source: data:,infra

Q J— RIZBinL7=5~JL% nodeSelector & L TEML 9,

b. ¥YVEREX infra DT RILAMFTWE/ — RICEALEY,
I $ oc create -f infra.mc.yaml
6. MO VEBRET—IHDMATETHD I EEHALET,
I $ oc get mep

H A B

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

infra rendered-infra-60e35c2e99f42d976e084fa94da4d0fc True False False 1
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1 1 0 4m20s

master rendered-master-9360fdb895d4c131c7c4bebbaec099¢c90 True False False
3 3 3 0 91m

worker rendered-worker-60e35c2e99f42d976e084fa94da4d0fc True False False
2 2 2 0 91m

ZOBITIE. 7—h—/—KNinfra / —RICEEINhZF L7,

BIER R

¢ NWRILT—IWNTAV IS VETIV—FIT BHEICEAT 25MIE. Node configuration
management with machine config pools &8 L T 7EX Wy,

45. 7Y N)Y—ZADAVISANSIVFv—/—RKRADE|Y YT

AVISANSIFv—<o vty NOERE. worker &0 infra O— LA EFIRD infra / — KICHE
HAIhZxd, infrad0—LAEYYToN/ —RIE, worker O—J/LEBEARAINTWBIFEETH, RIE
HEEITTBLEDIMERY TRV ToavpEstBuciinyy hIhFEt A,

7272 L. infra / — KiCT worker O—JLA'EIY HTOHNTWBIHEIEZ, 21— —DU7—20—RKHKR>T
infra / —RICBEIY U TONZEEMELHY FT, CNEERET BICIE. T4V M, FIEHTIBREDDH
5 PodDinfra /—RELVRABICEETEZET,

45174V MBS LUVOBRREFRLEA VY ISANSYFvy—/—ROD7—20—KD
NA Ty

infra LU worker A—JLAEIY HTSHNTWBinfra / — R HDHBE. 2—F—D7—o0— KA
CHICEIYLETONABEVWEDIIC/ —REBETINEIHYXT,

BF

infra / — RAICER I N/=F 2 7/ infra,worker SRILEREFEL. T4 v MELUVREE
(Toleration) 2R L C1—HY—D7— 70— KHFRTTVa1—ILINhTWE/— REEE
T2TBTEEHBELET, /— KD 5 worker SNILEHIRT BI58ICIE. BRI A
TR L TEERTZHELHY £, master F72iE worker LLAD S RILHE|Y
LToHNE/—Rid, HRYLT—ILRLICIE MCO TEREINEFH A, worker 5L
BMETRE. DRAYALSRNIVEBIRTDARILT—IHEFEELRWVGEIC. /—F
HETI7AINRNDT—A—<IVERES—INTEETEEY, infra SN, T2
TOavoEERBICAT Y REhABAWISRY—E@BELET,

AR

e EB/N® MachineSet % OpenShift Container Platform 7 5 X4 —ICEREL £ T,

FIR

. T4 M&infra /—RIZEBIML, 32— —D7T7—2 20— REZNICAHT IV 1a—I)LTERWVLD
ICLET,

a. /—RIZTAV I DHBEDLEIIZHBILET,
I $ oc describe nodes <node_name>

H A B
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60

oc describe node ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l

Name: ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Roles: worker
Taints: node-role.kubernetes.io/infra:NoSchedule

CDFEITIE, /—RIZTAVIDHBEEZRLTWET, ROFIEICEHA, BiE% Pod
IEIMLTL I,

b I—=H—=T—=I0—-RERTTV2—-)VITTERVLIIC, T4V MEFRELTWRWEG

Bl UTFZRTLET,
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
UFICHZERLET,

I $ oc adm taint nodes node1 node-role.kubernetes.io/infra=reserved:NoExecute

gl
Flld. UFOYAML ZBALTTA Y M 2EBMTEEY,

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: node-role.kubernetes.io/infra
effect: NoExecute
value: reserved

ZDFEITIE. T4 ¥ %, ¥— node-role.kubernetes.io/infra 8 L U'FT 1 > b D effect
NoSchedule %## D nodel ICEZE L £ 9, effect * NoSchedule @/ — K&, &1 >~ b
HRBTBPod DHERTTa—ILLETH, BEEDPod i/ —RIZRAT Y 2—)LI Nk
FFEILRYET,

= -1o)
. Descheduler MERAINZ &, /—RDTFTA YV MIERT S Podldy SR
. H—HhBLIEY NINBHEEELRHY T,

2. =89 — LYZAKNY=BLTEZSI N IDT—78—RQBED, infra / —RICAT Y 21—
WS BUEDH S Pod REDEREZEMLEY, UTFOI—KR% Pod 74 7Y 7 hDERIC
BMLET,

tolerations:
- effect: NoExecute ﬂ
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key: node-role.kubernetes.io/infra 9
operator: Exists

value: reserved

J—RIGEBI L7 effect #IBELE T,
J—RICEMLEF—Z28BELIT,

Exists Operator #. F— node-role.kubernetes.io/infraDH 371 > A/ — RIZFIE
TEHLIICEELET,

9 9 —

QD J—RICEBIMLAEF—EEORT Taint DEEEELE T,

ZDRAIT. ocadmtaint IV Y RTERINIETA VM E—BHLEFT, TORBRDH S Pod
I infra / —RICRT P 2a—I)LTEET,
Pz -

OLM TA R b—JLE N7 Operator M Pod % infra / — NICEICBEITE B R
TlE#H 'Y FH A, Operator Pod ZHENT H#EEIL. & Operator DFREICL > T
B2RRYET,

3. A7V a—5—%FALTPod%infra /—RNICATYa2a—)LLET, FMiX. PoddD/—FK
ADEBEDOHIME ICODWTORFI XAV NESBLTLEIL,

BIER R

e /—RADPodDRTTa1—"Y v JICEAYTZ—MIQRIERICDWLWTIE, Controlling pod
placement using the scheduler Z&8R L T XLy,

46. ")V —ADAVIZANTZIVFv—< vty AMADRIT

AVISANSIVFv—)Y—RAD—EIET T4 NTOISRIY—IZTTO014INnFT, Thoik. £
KLIcA VY ISANSYFv—<o vty MIBITTEET,

4.6.1.)L—49 —DE

I—H —Pod BER BT VY MIFT7OATEFET, 774N MNT, TOPodid7—H—/—K
IF7Ooq43IhzEd,

FIE=S 0
e EMDY Ity b% OpenShift Container Platform 7 5 24 —ICF&REL £ 9.

Fa
1. Jb—4% — Operator @ IngressController 1 2% L)YV —A%=RRLZET,

I $ oc get ingresscontroller default -n openshift-ingress-operator -o yaml

Ay REARUTOTFFAMDEDICRY T,
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apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: 2019-04-18T12:35:39Z
finalizers:
- ingresscontroller.operator.openshift.io/finalizer-ingresscontroller
generation: 1
name: default
namespace: openshift-ingress-operator
resourceVersion: "11341"
selfLink: /apis/operator.openshift.io/v1/namespaces/openshift-ingress-
operator/ingresscontrollers/default
uid: 79509e05-61d6-11e9-bc55-02ce4781844a
spec: {}
status:
availableReplicas: 2
conditions:
- lastTransitionTime: 2019-04-18T12:36:15Z
status: "True"
type: Available
domain: apps.<cluster>.example.com
endpointPublishingStrategy:
type: LoadBalancerService
selector: ingresscontroller.operator.openshift.io/deployment-ingresscontroller=default

2. ingresscontroller ) ¥V — 2 ##R& L. nodeSelector % infra S NI FEHT 5L D ICEEL
F9,

I $ oc edit ingresscontroller default -n openshift-ingress-operator

spec:
nodePlacement:
nodeSelector: ﬂ
matchlLabels:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

Q WU RENRE I NT- nodeSelector /X5 A —4—%, BT HIMNEDHDIAVR—FRY
MIEMLET, RRINTWLWBFEKD nodeSelector 2T 22 &%, /— RIIEEE
INEBICEDWT <key>: <value> R7Z2FHAT 2B TEET, 1V IFRANTY
Fvy—/—RICTFA Y EBNMLAESBEIR. —BIT2BREEBMLET,

3. Jb—¥—PodHinfra / — R TEIFTINTWBIEEERELET,
a. L—H—Pod D—E%ZKK~L. EITHDPodD/—RKZE=EZAELET,

I $ oc get pod -n openshift-ingress -o wide
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H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
router-default-86798b4b5d-bdivd  1/1 Running 0 28s 10.130.2.4 ip-10-

0-217-226.ec2.internal <none> <none>
router-default-955d875f4-255g8 0/1  Terminating 0 19h 10.129.2.4 ip-10-
0-148-172.ec2.internal <none> <none>

ZDFITIE, EITHOD Pod IF ip-10-0-217-226.ec2.internal / — K IZH Y 7,

b. ETHD Pod D/ —RORATFT—9R%&EKRRLET,
I $ oc get node <node_name> ﬂ

Q Pod D—& & Y XS L /= <node_names> Z#1EE L £ 7,

H A B
NAME STATUS ROLES AGE VERSION
ip-10-0-217-226.ec2.internal Ready infra,worker 17h v1.22.1

O—J)LO—EICinfraEFEFNTWBLEH, PodIFIELW/ —RTEIFTINET,

462. 774 KNL I A NY —DFT

LY R M) — Operator &, Z® Pod Z8HDELDZ /—RIZTO/4T2LDICERELFT,

AR

e EMDY Ity b% OpenShift Container Platform 7 5 24 —ICFREL £ 9.

FIR

1. config/instance # 7> =tV hA2KRRLZET,

I $ oc get configs.imageregistry.operator.openshift.io/cluster -o yaml
6

apiVersion: imageregistry.operator.openshift.io/v1
kind: Config
metadata:
creationTimestamp: 2019-02-05T13:52:05Z
finalizers:
- imageregistry.operator.openshift.io/finalizer
generation: 1
name: cluster
resourceVersion: "56174"
selfLink: /apis/imageregistry.operator.openshift.io/vi/configs/cluster
uid: 36fd3724-294d-11e9-a524-12ffeee2931b
spec:
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httpSecret: d9a012ccd117b1e6616ceccb2c3bb66a5fed1b5e481623
logging: 2
managementState: Managed
proxy: {}
replicas: 1
requests:
read: {}
write: {}
storage:
s3:
bucket: image-registry-us-east-1-c92e88cad85b48ec8b312344dff03c82-392¢
region: us-east-1
status:

2. config/instance # 72tV b &REL 7,

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

spec:
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- podAffinityTerm:
namespaces:
- openshift-image-registry
topologyKey: kubernetes.io/hostname
weight: 100
logLevel: Normal
managementState: Managed
nodeSelector: ﬂ
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

Q BYIRMEDERE X7z nodeSelector NS X —4—%, BT ZHEDOHZAVR—RV
MIEBIMLET, RRINTWBERD nodeSelector #FHT 22 &6, /— RICIEE
INEBICEDWT <key>: <value> R7 2 FHT 2 EHTEET, 1V ITFRANTY
Fr—/—RNIZTA Y MEBMLEGEK. —BT2FBELEMLET,

3 LIYRAMY=Pod DAY TSRS IFv¥—/—RICBELTVWEH I EZHERLET,
a. UTFDAT Y REERITLT, LYRAKMN)—Pod NEIMNTVWE ./ —RERELIXT,
I $ oc get pods -0 wide -n openshift-image-registry
b. /—RIEBELLESINIULIHZ & aHRLET,

I $ oc describe node <node_name>

64



463. E=4) TV ) a—2 a3V Di%E
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av Y REA%E#EEE L. node-role.kubernetes.io/infra »* LABELS —&E(CH 5 T & & HESR

L/i-a—o

BSR4 w 7 1TIE, Prometheus, Grafana. Alertmanager BEDEHD IV R—F Y MHBEFEN TV
£ 9, Cluster Monitoring Operator I&. DRI VvV ZEBEBLET, EZF IV VIRV IEZAV TS
ZARNS09Fv—/—RICBT7O4927DIC. hRHY L configmap Z/FER L TEATEE Y,

FIR

Fﬁbi’a—o

. cluster-monitoring-config X €~ v 7% #R& L. nodeSelector #ZE L T infra S X)L A fF

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |+
alertmanagerMain:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusK8s:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusOperator:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
grafana:
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nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
k8sPrometheusAdapter:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
kubeStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
telemeterClient:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
openshiftStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
thanosQuerier:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
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- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute

ﬂ BYIRMED R E X7z nodeSelector NS X —4—%, BT ZHEDHZAVR—RV
MIEBIMLET, RRINTWBER®D nodeSelector #FHT 22 &6, /— RICIEE
INEICEDWT <key>: <value> R7 %2 FHT 2B TEET, 1 VIFRANTY
Fr—/—RNIZTA Y MEBMLEGEK. —BT2FBELEMLET,

2. B9 )V Pod BN HHRY O VICHKIT TR AR LET.
I $ watch 'oc get pod -n openshift-monitoring -o wide'

3. AvAR—xv Mhinfra / — RIZBEHL TVWAWSGEIX, COIVER—RY N&ERED Pod % Hl
BRLET,

I $ oc delete pod -n openshift-monitoring <pod>

IR I N/ Pod SOV R—Z Y M infra / — RICBERI N Z 7,

4.6.4. OpenShift Logging ') YV — X D&

Elasticsearch 8 LU Kibana R EDAF VY IV RAF AT VR—FX Y KD pod #EK B/ — RIF7OA
9 % & 9 IC Cluster Logging Operator Z 5% E CX £ 9, Cluster Logging Operator Pod ICDWTId, A
VARN—IVENBFADOOBETHIEETETEEA,

7= & Z X, ElasticsearchPod @ CPU, X E—8BLUVT 1 AV DEHEIFGWN=HIC, T D Pod %=FID
/_ F“:%E’JT%&TQ

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEA
HYFET, INODOBEERFT IAILITA VR M—ILEINhEHA,

Fa
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
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nodeCount: 3

nodeSelector: ﬂ
node-role.kubernetes.io/infra: "

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

redundancyPolicy: SingleRedundancy

resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

BB ERE ST /- nodeSelector /XS A —4 —%, BENTHZMNEDHDIVER—FRYV
MIEBMLEYT, RRINTWLWBERD nodeSelector =T 22 & .
INEICEDWT <key>: <value> R7 2 FHAT 2B TEET, 1 VITFRANTY
Fr—/—RNIZTA Y MEBMLEGEIK. —BT28BELEMLET,

REE

J—RNITIERE

AVR—RV MO BEIL-Z & AFEFRT 5ICIE. ocgetpod-owide XY RAFEATEET,

UFIChZERLET,

e Kibana Pod % ip-10-0-147-79.us-east-2.compute.internal / — RO SBET 2 HENH 515

B, UTZ2RTLEY,

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide
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H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2  Running 0 27s 10.129.2.18 ip-10-0-147-79.us-

east-2.compute.internal <none> <none>

e KibanaPod Z. ERHA Y73 A NZ U Fv—/— KTdh ip-10-0-139-48.us-east-
2.compute.internal / — NICBEIT 2 HENH DHBE. UTEEITLET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m vi1.221
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.22.1
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m vi1.22.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m vi1.22.1

/ — RIZIE node-role.kubernetes.io/infra: " SRILAH D T EIFERE L TLEI L,

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

H A B

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

® Kibana Pod ##% &9 % ICI&. ClusterLoggingCR %##R&EL T/ —REL 749 —%BIMLE T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
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70

kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

J—REKROSRIVICT—HTED/ —REL IS —%EBMLET,

o CRAIFREFELLEIC, IRTED KibanaPod IE#& T L. R Pod AF7O04 I ZE T,

$ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e 3738 Pod 7" ip-10-0-139-48.us-east-2.compute.internal / — K IZEHM N F T,

$ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

H A B

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

LIES<92E. JtD Kibana Pod B HEIBRI N ZE T,

$ oc get pods

H A B

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
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elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.7. CLUSTER AUTOSCALER ICDWT

Cluster Autoscaler I&, IRITOFTFO4 X ¥ h®D=—XIZEHH T OpenShift Container Platform 7 5
29 —DH A X%EFHELET, Ihik, Kubernetes ERDEESIHAFEAL T, HFEDNPV > KO
NAFT—DATI) MUEKBELRBWA VISRV F v —BEAZRML F I, Cluster Autoscaler
ICI& cluster RO—7HH Y., $EFED namespace ICIEEEMF TSN TWEHA,

Cluster Autoscaler 1. VY —RXAFRRDEDHICIRIEDT—H—/—ROWTHICERT Y2 —ILTER
WPod D% 2HEY. T7OAAY NDZ—X%E/TLOICHID / — RBBERIFEIC, V5 R
HY—DH A4 X% KL ET, Cluster Autoscaler I&, IEEINDHIREZBATISRY—) YV —R %L
KB EEHY FHA,

Cluster Autoscaler i, A hO—=ILTFL—Y /) —REBEBLRLRWGETE, V77 RAI—HDTRTD
J—RDOXEY—, CPU, BLUVGPUDEEZETELFY, ThHDEIR. BE—< Y ViEATIEHY
FtA,. INBIE VS5RY—2ETOLY Y —ADENTY, LEXE BRAEY—1) Y —IDH|
RA&RET B3HBA. Cluster Autoscaler IFIRED A T —FHEAFETIHICISRAY—HADITART
D) —REEDHFT, TDOEIL, Cluster Autoscaler ICT7—h—1) YV —RAEBIMTEIRENHEHIE
I EHR T BEDICFERAINET,

BF

{ER ¥ % ClusterAutoscaler ') ¥V — X E%&® maxNodesTotal fEH, ¥V SR Y —HD~
UDREINZIEEHUICHRTE2DICTRRAREIIDETHD I EEHRELET, &
DEE, A bO—ILT L=V VDBERT—Y VT EHEEEDOHZ IV E 21—
R Y DBICRHIESTEZETHINELIHY F T,

Cluster Autoscaler (10 ¥ T &I, VSR —TARER/—REFzv oL, ThoZzHIBRLE T,
Cluster Autoscaler I&. U TORENBRINBDIFEIC. /—REHIBRIREEEZZT,

o /—RTEFINTWVWBITRTDPodDCPUBLUVAXAEY) —ERDAED., /—RICEHYY
THNEYY—ZAD50% KETH 5,

® Cluster Autoscaler &/ — RTERITINTWVWETRTD Pod ZfthdD / — NICHBEITE %,
® Cluster Autoscaler T, AT — LI UBBEMICINLT / T—2 3 vH RV,
UTDH A TDPodh'/ — RIZH B35A. Cluster Autoscaler IEZ D/ — R&HIBR L EH A
o HIRMDH % Pod D Disruption Budget (IZIERED F &, PDB) ## D Pod.,
o FIUAIKNT/—RTEITINARL Kube ¥ 27 A Pod,
e PDB Z#FaWwh, F7/IEHIRAE L LY PDB % £ D Kuber & 27 A Pod,
o FTOAXAYM LTVAEY M FLEAT—MI)Ey MREOIY MO—F—FTPx

I ML >THR—MINAEW Pod,
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e O—AIAML—Y%FFD Pod,

o )Y—AFRR, BEDBW/ —REL V94 —FLET771=Z71—. —BHTBIFT77414=
T4 —REICKYMDIFATICFEE T X4\ Pod,

e Zi 5I(C "cluster-autoscaler.kubernetes.io/safe-to-evict": "true" 7 / 57— 3 U W5

&. "cluster-autoscaler.kubernetes.io/safe-to-evict": "false" 7 / 5 —3 3 %D Pod,

TcEZIE, CPUDLER%Z 64 AF7ICREL,. ThEN8AT72FOIIVDAHEFERT B LD IC
Cluster Autoscaler 288 E L7z LET, V5 RAY—H 30 A7 CHEENT 535S, Cluster Autoscaler (&
HE§'7('64’30)/—|\( |:|-|-32:| )%Lﬂﬂ'c*i?} k—o)"ﬂ_I:ls %:un+‘i62:| ‘\.fd\l')i-a_o

Cluster Autoscaler & E 9 %355, ERICET 2 EMDFRNMEBRINE T,

o HEIRS—YVIINE/—RIN—TIH2Z/ —RE2EEEZELRWV, AL/ —KJTIL—TF
ADIRTD/ —RICRBELBEELVINIULDHY, ALY AT LPodZRTLEY,

® Pod DERZHEELZT,
e Pod 'Y CICHIBREIN B DR SHREDNH BI5E. BEUEPDBZREL XY,

o USURTANAT—DI+—9D BETIHAD/ —RFT—ILICHBTE 2 +DRKREX
THDIe=WR LI,

o VSO RTONA SN —THRHEINZEDRED, BIID ./ — KTIL—TD Autoscaler #E4TL
A AW

Horizontal Pod Autoscaler (HPA) & & U Cluster Autoscaler IF#EBDER B AFETIZTRIY—1) YV —2R
AZBELFT, HPA X, IRED CPUEBRICEDWTT IO XAV N, FRELTYUAEY NOLTY
WEZBELEY, BEMEKRTDZE, HPAIZI SRS —THETEZ ) Y —ZA2ICEFKRRL., FRL
TYVHEERLET, +o01) Y =B WEE, Cluster Autoscaler (&) YV —X &#EBINL. HPA T
MINPod BAEITTEDLIICLET., BEMVREDV T 2HE. HPAIET—EDOL 7)) h%xEIELE

T, CDEMEICE>T—ED/ — ROFERARME B D, TLIFTELICEIZRSBIFE. Cluster
Autoscaler IEFAMHER / — REHIBRLE T,

Cluster Autoscaler I& Pod DBEIELI A EEICANE T, Pod DEEIELIE T TV T 3 ViEEIC &
Y, 95 R—=IZ+27) Y —ZANRWEEICEBEIBMICEDWTPod DR 7Y a—1) v J&=FMIC
TE X YD, Cluster Autoscaler (7 S AH —DFRTD Pod XTI 2DICHER) Y —REHFRT
XFEd, INSTEAHDOHEEDER A RMY 5L, Cluster Autoscaler ICIEBHIBRID A1 v k7 7 HEE
NEFNTWVWET, TOHy b4 T7%FHALTBestEffort D Pod A4V 2—I)LTEFXTA, Thi
& Y Cluster Autoscaler &) YV — X %IEP T Z &R, ROBDNY —ADBHZFEICDAHFETINE
ERS

Ay MF7ELY EBENEEIBELAAZFD Podid, VS5RY—%RT—ILT7yvTHT, V5RAIY—DR
T=II IV ERSCIEEHYFEA, TNODPod BETTHLHDICHIR/ —RIFEMINT.,
NEDPod EERITLTWS ./ —RIENY —R5MNT 27-DICHIBRINZREELHY 7,

4.7.1. ClusterAutoscaler ') ¥V — X &

Z @ ClusterAutoscaler ') ¥V — R EFIE. Cluster Autoscaler D/XS X —4 —B LUV Y FILEERT
LEY,

apiVersion: "autoscaling.openshift.io/v1"
kind: "ClusterAutoscaler"
metadata:

name: "default"
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spec:

podPriorityThreshold: -10 )

resourceLimits:
maxNodesTotal: 24 g
cores:

gpus:
- type: nvidia.com/gpu ﬂ
min: 0
max: 16 Q

- type: amd.com/gpu
min: 0
max: 4
scaleDown: @
enabled: true m
delayAfterAdd: 10m (B)
delayAfterDelete: 5m @
delayAfterFailure: 30s @
unneededTime: 5m @

Cluster Autoscaler ISBIID / — REF 7O IE37=0IC Pod NEBATWBMEDH 5 BEIESL
ZIEELET, 32y NOEBEZAHNL XTI, podPriorityThreshold {E(&. % Pod ICEIY &
T % PriorityClass DfE & LEEBRI N F T,

FIAOMT 2/ —ROBAEEIEELZ T, TODfEIX. Autoscaler BEIEIT 27 V1T TA

{, V3 R9—=ILT7 70143V VDEEHTYT., COEIR. IRTOaY hO—ILTL—>
BLvarvEa—brvY v, LU MachineAutoscaler ')V —RICIET S L 7)) hDOEEHEUC
WIHRTBDDICTARRIIDETCHDIEAERLET,
JSRAY—ICTFTAA4$T5AT7ORNIEIEELE T,
JSRAY—ICTFTAA4$T5AT7DERBEIEELZE T,

PSR —DAE)—D&R/NE (GB L) 2HBELZXT,

PSR —DAEY) —DHRK=E (GBEB) #I8EEL X T,

A7>avT, 770495 GPU/—RDY 1 T%IBEL T, nvidia.com/gpu & & U
amd.com/gpu DHMEMREY 14 T T,

VSR =704 F % GPUDRNHEEELZT,
VSR —IT77O49 % GPUDRAFEEEL T,

DY arTlE, BWA ParseDuration #ifEl (ns. us. ms, s, m. 8LV hZEL) = FH
LTET7I2avVIlDWTHKET 2HBEZIEETE T,

Cluster Autoscaler " A ER )/ — REZHIRTEXZMNEI D EEBELE T,

A72avT J—RARBICEBININTHS/ —NEHIRT 2 THET2HRZEEL Z
T, BEEELRWEE. T74) MED 10m BMERINF T,
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®

J—RHHBICHIBR INADS ./ —R2HIBRITZ2ETHETZ2HBE2EELE T, ExEELA
W&, 774 MED 10s MERINZE T,

2AT=IT IR LTHS/ —REYIRRT2ETHETZ2EBAIEELE Y., EEEELAV
BE. 774N MEDIMmAERAINET,

AER ) —RFHHIBRORRELRZETOHEAIEELE T, EEEELAWVGE. T4 MED
10mMNMERINET,

pa 3

2 —1) v TEBEDETIFIC, Cluster Autoscaler &, 704 F2A7DRNE L UVE
XE, FLIEISAY—HDAEY —&4ED ClusterAutoscaler ') V — XA EFEILRTE

INh-&EERNICEY £9, 7272 L. Cluster Autoscaler IFZN S DEBERNICEFZZ LDV
SR —DREDEE=BELEFEA.

Cluster Autoscaler B/ — RAEBEB LR WHFETH, RNBELUVRAD CPU, X E

)—. BLUPGPUDIEIK, V7F5RI—HDITRTD/—RDINLD)Y—R%E5HET
BTEINEDTREINE T, 7z& A X, Cluster Autoscaler > hO—IL L —V
J—REBEBLAWEETE, I MO—LTL—V/—RIFISAI—DAE)—D
BEHIEEBINE T,

4.7.2. Cluster Autoscaler 7 704

Cluster Autoscaler #5 704 3 %ICI&. ClusterAutoscaler )YV —X DA VRV 2 &R LET,

FIR

. HRITA XIN) Y —RAEFE ST ClusterAutoscaler ')V — XD YAML 7 7 1 )L & {EK
LEY,

2. V2R —ICVY—R%E=ERKLZET,
I $ oc create -f <filename>.yaml ﬂ

Q <filenames> (&, HRAITAXLEYY—R T 74 ILDELREITT,

4.8. MACHINE AUTOSCALER

Machine Autoscaler (£, ¥ >+ v kT OpenShift Container Platform ¥ 2 24 —IC77O1 357>
VHERELEY, T4 MDD worker vV VY NELTERT RO Y NOBEAER
r—1) v JTEF 9, Machine Autoscaler (£, BIIDOTF 7AOA4 XY RaHR—KNFT2DIC+oR) Y —
ADD TR —ITIRWGEIEINDY Y > ZER L £ 9, MachineAutoscaler ')V — X DE~NDE R
(Bl: 4 YRV ZADRNETIIRAE) &, ThoBy—Fy hedTaIT vy MIBIFISERAIN

i’a—o
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BF

IV VHERT—1) T $ BICIE, Cluster Autoscaler @ Machine Autoscaler &5 7’04
TE2RENHY 9, Cluster Autoscaler i&, R —U VI TEB)Y—RA%=HET B
®IZ. Machine Autoscaler SR ET 37/ FT—>avaI> vy NTERLET,
Machine Autoscaler # E&ZH 91CY 5 A9 — Autoscaler * E& T 258, V7 RY—
Autoscaler [V S A9 —% A5 —) VJTEEH A,

4.8.1. MachineAutoscaler ') ¥V — A EFH

Z @ MachineAutoscaler ') ¥V — X EZlE. Machine Autoscaler D/XS A —49 —B LUV Y TILEA R
~LET,

apiVersion: "autoscaling.openshift.io/vibetal”
kind: "MachineAutoscaler"
metadata:
name: "worker-us-east-1a"
namespace: "openshift-machine-api”
spec:
minReplicas: 1 @)
maxReplicas: 12 9
scaleTargetRef:
apiVersion: machine.openshift.io/vibetai
kind: MachineSet €

name: worker-us-east-1a G

ﬂ Machine Autoscaler D&ZRIZHEEL £3, T D Machine Autoscaler "R —) VI F B3V
Ty NEBBIBEETEDLDICTBICIE. RT—YV 793300y NOZRIEIRET 5H\.
TR INzflHrAAHET, v Y hDOARIZL, <clusterid>-<machineset>-<region> D%
RNEFEALET,

9 Cluster Autoscaler "7 S A9 —DAT—1) v J%=RRBLEIC, BEINLY—VIIFE>TWS
DEDOHDIEEINLIA TOIY VDR EBELE T, AWS., GCP. Azure, RHOSP F 7
I& vSphere TETLTW2HEIE. COMEIXO0IKRETEZET, tho O ¥F—DFEIE. &
DIEIF O ICERELARWVWTLEI W,

BT —o0—RIERAINZOX NI HDNY, BEFPRONIN—RID 7 2HET 2558
EDI—RT—RIWEZDEZ OICRET M. EFRSWVWITIVEZFRLTY VY EY AR

=)o T4 ET, JRAMNEENTEE T, Cluster Autoscaler I&, ¥ UHMFERINTLWA
WHEBICY Y Yy heEOIlRT—ILY O LET,

BF

AVAN=5—T7FAEY 3=V JIIN3BA YT TR NFYFv—0D OpenShift
Container Platform 4 Y 2 k=)L 7O RABEICERINZ 32DV Ea— kY
vty MIDWTIE, spec.minReplicas DfE% 0 ICERE LRRWTC I,

9 Cluster Autoscaler "7 S R —2Z2 45— YV JORBBICKEEIN Y —VILT 704 TEX3EE
INEYALTDOIYVDRERREEEELE Y, ClusterAutoscaler ') YV —REHD
maxNodesTotal f4%. Machine AutoScaler " DD~V VAT 7O1 T EDICHDRKRIID
BEBTHdIE=HRALET,

QD Dt avTiE. AF—) U IT5BEOYIVEY NaERTAEEEELE T,
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g kind /85 X — 4 —D{#ElL 5 - MachineSet T3

6 name D&, metadata.name /X5 X —4 —fEICRINBZ LD ICEEFEDOYY VY NOZRIIC—
MIBZBELGHY FT,

4.8.2. Machine Autoscaler 5 7’04

Machine Autoscaler #5704 3 %1Cl&. MachineAutoscaler )YV — 2D A VA9V A &KL F
£

FIR

. ARITA XX N Y —RAEFH%ZL MachineAutoscaler ') YV — XD YAML 7 7 4 L& {E
BLET,

2. VS RI—IC Y —R%EEHRLET,
I $ oc create -f <filename>.yaml ﬂ

Q <filenames> I3, HRAYTAXLEYY—RAT7 74 ILDELREITT,

4.9. FEATUREGATE OfFHICL DT /Ay —7 L Ea1—#EEnBu

FeatureGate 7 29 L")V —X (CR) Zf{m&ELT. VT RF—DIARTD/ —FICHFLTHREDT Y /
AY—7LE1—#EOY Ty NeAVIZTEIENTEET,

491 KT — MIDOWT

FeatureGate 7 29 L)YV —RX (CR)ZEALT. VA9 —HNORFEDHKELY N=B/MICTSHI &
NTEFET, ety M. 77 2/ N THEIITINARL OpenShift Container Platform #gED I L &
>3vTY,

FeatureGate CR A L TUTOMEELY NOWT I E T VT4 TICT DI ENTETET,

e TechPreviewNoUpgrade.Z O#gEtz v I, REDT I/ OV —TF L Ea—#egod Ty ~
TY., COMEELY MI&LY, BV SR —TEIh60To /00 —7L Ea—##E
B|OICL., TANI SR —THEEBMILTHRICTARNEITOI ZENTEET, ZDH
BEtzy NEBMITZETICRT ZENTERLARY, M FT—N=IJa VEFHATERIA
YEY, Oty M, EERE I SR I —TREEIhIEA,

Digk

==
[=]

49 5 24 —T TechPreviewNoUpgrade #gEtz v b &BMICT B &, TTic

RIZENTES, T4 F+—N—VavOEHFAHITFONET, AFYS
29 —TlE. TOMEELY NEAMMICLAVWTLIEIL,

COMEEEY MILY, UTOTFI /0 =T L Ea—HENEMIRY FT,
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o Azure Disk CSI Driver Operator, Microsoft Azure Disk Storage IC Container Storage
Interface (CSI) R4 N—%FEAL T, kKfiARY a—L PV)OTOEY 3=V TE2EMIC
LET,

o VMware vSphere CSI Driver Operator, Virtual Machine Disk (VMDK) R ') 1 — AZ
Container Storage Interface (CSI) VMware vSphere K54 /N\—%FERA L T, XkiEARY 21—
LPVYDTOEBY aZv7aEMLET,

o CSIDEEBRITHR—MNINTVWESA VY Y —DRY) 2—LTF57414 2 %2RAFD Container
Storage Interface (CSI) R4 N—ICHBMICBITTEEY, 72/0V—FLEa—&L
THARBERRRIFLLTOELSY TY,

B Amazon Web Services (AWS) Elastic Block Storage (EBS)
B OpenStack Cinder

®  Azure Disk

® Azure File

®  Google Cloud Platform Persistent Disk (CSI)

®  VMware vSphere

o Cluster Cloud Controller Manager Operator:4 >~V J—®O 42> K> hO—5—TIERR
<. Cluster Cloud Controller Manager Operator #8MICL ¥ 9, 72/ AV —FL Ea—
ELTHATREANRIIUTDOESYTY,

B Amazon Web Services (AWS)
B Microsoft Azure

B Red Hat OpenStack Platform (RHOSP)

o Insights OperatorRed Hat OpenShift Cluster Manager 5 M RHEL Simple Content Access
(SCA)SERRZ DA v R— N EBMITLE T,

492 Web OVY —JLCHEEE Y bDBERE

FeatureGate 7 X% L)V — X (CR) Z#wm& L T. OpenShift Container Platform Web >V —JL % {§
ALTISRI—RADINTD/ —ROEELY PeBMICTDIENTEIT,

FI7

ety MZ2BICT BT, UTZEITLET,

1.

OpenShift Container Platform Web > Y —JL G, Administration » Custom Resource
Definitions R—J LYY E X X T,

Custom Resource Definitions*— T, FeatureGate %7 ') vV L&,
Custom Resource Definition Details *— T, Instances ¥ 74527 ) v LT,
cluster #égE s — r &2 ) v o LTHh B, YAMLY %201 v o LZET,

cluster 1 VA9 VA %RE L THEOKEEY F2BMLET,
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Digk

==
[=]

49 5 24 —T TechPreviewNoUpgrade #getz v b &BMICT B &, TTid

RIZENTES, 94 F+—N"—VavVOEHFAHITFONET, AFIS
28 —TlE. TOMEELY NEAMICLAVWTLIEIL,

Baesr— NHRY LYY —2ADY VT

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: clusterﬂ

spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR D &#iIE cluster THZNEAHY £7,
@ EMcTaEEty bEEmMLET,

e TechPreviewNoUpgrade (&, BEDT Y/ OV —FL Ea1—#EEEBMICLET,
THEAERGFETDE, FEITVVERENMEEIN, SO VBRET—ILHEHRIN, TZEIEHRS
NTWBREICE/ —RDRT T a—) v ITHEMICHRY FT,

WBEE
J — KD Ready JREEICER D &. 7/ — KD kubelet.conf 7 7 1 JL A TSR L THEES — R DYEMICA ST
Wb EEBRETEET,

1. Web O Y —JL®D Administrator /X\— XY 5 4 7T, Compute - Nodes ICFEEIL £ 7,

2. /—REZBIRLZXY,

3. Node details *—Y T Terminal #7 ')v o LE 9,

4. 8—3IFII 4V RIT, rootT4 LY M)—% host ICHIYEX X,

I sh-4.2# chroot /host

5. kubelet.conf 7 7 1 JLARR-LEF T,

I sh-4.2# cat /etc/kubernetes/kubelet.conf

H oAl
featureGates:
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InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

true & LT—EBERTIINTWVWBHEEILX. V5 RY—TAMICR>TWVWET,

pa )

—EBRRINDHEEIZ. OpenShift Container Platform M/X—Y 3 VIC& > TE
A BYET,

493.CLI 2R L7/-#E+y hDOBRE

FeatureGate 7 X% L)V —2X (CR) Z#m& L. OpenShift CLI (oc) ZEHA LTI ZRI—AHDFTART
D/ —ROEeELY h2BWICTZIENTEIXY,

AR
e OpenShift CLI (oc) B4 Y 2 h—JLI N T W3,

FIE
ety NEBRICTBICIE. MTAEIFTLET,

1. cluster &\ ZHID FeatureGate CR 2iR&E L F 9,

I $ oc edit featuregate cluster

gk

==
[=]

49 5 24 —T TechPreviewNoUpgrade #getz v M &BMICT 5 &, TTic

RIZENTES, 94 F+—N—VavVOEHFIAHIFONET, xFIS
28 —TlE. TOMEELY NEAMICLAVWTLIEIL,

FeatureGate h RA¥ LYY —RDY > F)L

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:
name: clusterﬂ
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR D &#iIZ cluster THZNELAHY £7,
@ EMcTaiEty bEEmMLET.

e TechPreviewNoUpgrade (&, BFEDT Y/ OY—FL Ea1—#eEEBMLET,

79



OpenShift Container Platform 4.9 4 > X b —JL£ D%

TEAEREFETDIE, IRV UVBENMERIN, YV VERET—IPEFHFIN, TEHNEAHI
NTWBRBICE/—RORTTa—) VI EMICKRY ET,

MREE
J — KD Ready JREEICER D &. 7/ — KD kubelet.conf 7 7 1 JL A TSR L THEES — R DYEMICAR ST
Wb EEERTEET,

1. Web O Y —JL®D Administrator /X\— XY 7 4 7T, Compute - Nodes ICHEEIL £,
2. /—RZBRLEY,
3. Node details R—2' T Terminal #7 Yy  LE Y,

4, H—IF)IV T4V RIT, root T4 LI M)—% /host ICHIUEZF T,
I sh-4.2# chroot /host
5. kubelet.conf 7 7 1 JLARR-LEF T,

I sh-4.2# cat /etc/kubernetes/kubelet.conf

H A B

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

true & LT—EBERTIINTWVWBHREILX., V5RY—TAMICR>TWVWET,

Pz
—EBRRINDHEEIZ. OpenShift Container Platform M/X—Y 3 VICL > TE
mY ET,

410.ETCD % X &
etcd D/NY I T v T, etcd BEILDEMLEZIEEME, FhldetcdT—YDT IS5 5TVWET,

4.10.1. eted BESELICDWT

T 7 # )L N T, etcd T—%# I& OpenShift Container Platform TSI hEFt A, 75X —D etcd
ESLEEMILT. T—9EFa2)T1—DLAY—%2BMNTRBETZIEHNTEET, L& X
etecd N\ I 7w THELL BRVWAREICARINZBEICEET -9 Kbhank ) ILRET D&
NTEET,

etcd DEESIEAEBMICT 5 &, LT D OpenShift APl #f—/X—& & U Kubernetes APl #—/X—1) Y —
ANEEEINET,

e V—/JLv}

o B{ETYS
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e JL—Kh
e QAUth7 /X b—0 v
o OAuthsRiEb—72 v

etcd ESEEMICT 3 &, BEEF—DFERINZET, chooF—IHBEZEICO—
T, etecd Ny I 7y THLETTZICNE. INS5DOF—HRETY,

NI
I
\/
w
\
rk
5
Ht

Pz
etcd EES{LIE. F—TRERL, EOAZESIELLET, )V —XDFEHE. namespace.
BLUVF TV NRRBESIEINIEA,

Ny P Ty THIC eted BRIEDBMICA>TWBIHE

I%. static_kuberesources_<datetimestamps>.tar.gz 7 7 1 JLiC etcd R+ v T 3 v
POBESIEXF—DRFEFNTVWEY, EXa )74 —LOERADNS, TDT 71V eted
2Ty Toay FERICRELTLLEIW, L. ZO7741IE ThTho
etcd 2Ty F¥ay M5 etcd DUFIOREEZBITT 2ODICHETT,

4.10.2. etcd B S D HE L
etcd BSILEBEMICL T, V5 RY—THEEEOEW) Y —AA5BSIELTEET,

Digk

==
=

MRS 7OEADNRTTEET, eted VY—RENY I Ty T LHEWTLKEX

W, BEETOEANET LAWEE., Ny I 7y TRE—HOABSIEIN S TR
MHHY FT,

etcd EEILZBHMICTDE. WK ODDEENRET HREMENHY T,

o ctcdESILIE. W< DHDD)Y—ADAE) —HEICKEZS X 5 78EMH
PHYEY,

o )—H—DNy I Ty THERBETIVERH DD, Ny I Ty TN
74—V RA—BFHNRHEEN NE L BGFEIHY ET,

® TARVIOW Ny 77y TREEZINME /- NIHEE5ZX 58
MAHY FT,

AR

e cluster-admin O—J)LEFDODI—H—E LTISARY—IITIVEATE S,

=S ]
. APIServer # 7z hEZTELF T,

I $ oc edit apiserver
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2. encryption 7 1 —JL K% A 7% aescbc ICEREL £,

spec:
encryption:
type: aescbc

aescbc ¥ 1 7lE. BEELEETT D/-DIC PKCSH7 INT 14 VT HEE L TWD AES-
CBC &R/ MNDF—IFERAINZEEZEKLET,

. EE%EFHT%T:&)L: TANERFLET,

=X | AR NE L ni?°971& —DHAXIL>2TE. 2OTAOECANETTSHE
rzoﬁutﬁﬁé% rHYFEd,

. etcd S EBICITOh /I & 2B LTI,

a. OpenShift APl % —/X—® Encrypted R 7—4% Xz L. ZD) YV —IANERICESt
INZEEHRLET,

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BSIEIEEICEITINSE EncryptionCompleted "ERRINE T,

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

H 731 EncryptioninProgress B"'&XRI N 26, CNIEBSENETHTHEIIEER
BRLET. o LRICBRTLET,

b. Kubernetes APl %+ —/X—® Encrypted 2 7—% RRE%=MHRL. TDY YV —IADEEICH
"5'”::')51’1,7‘;&_ t %EEEL L/ i’a—o

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHBITIE, BSIEIEEICEITINSE EncryptionCompleted "ERRINE T,

EncryptionCompleted
All resources encrypted: secrets, configmaps

H 731 EncryptioninProgress B"'&RRI N 26, CHIEBSENETHTHEIIEER
RLET., o LRICBRATLET,

c. OpenShift OAuth APl #—/X—® Encrypted 2 7 —4% R =2 L. TDY Y —IADNEEIC
%'ft’khf;c_ t %EEEL L/ i’a—o

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BSIEIEEICEITINSE EncryptionCompleted ERRINE T,
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EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

H 731 EncryptioninProgress B"'&XRI N 2HE. CNIEBSENETHTHLIEER
RLET. o LERICBRTLET,

4.10.3. etcd EE S DERN1L
PSR —Tetcd T—YDEESILEEDICTETET,

Gl s
e cluster-admin A—J)LEF DODI—H—E LTISARY—IITIVEATE S,

FIE
. APIServer # 7z hEZTELF T,

I $ oc edit apiserver
2. encryption 7 1 —JL K% 4 7% identity ICEREL £,

spec:
encryption:
type: identity 0

Q identity ¥ 1 1377 4L METHY, BESILRIETINAVIEEEKLET,
3. ZEABAT DT 7ALERELET,

@ﬁmfmtzﬁ%& ni?°971& —DHAXIL>TE. 2OTAOEANETTSHF
T20 DLl EIDBIBEDNHY £T,

4. etcd DESIDAEREICTONAI EZ2HRBLET,

a. OpenShift APl #—/X—® Encrypted R 7—4% A& H%AHERAL. TDY Y —IADNERICHE
"5'”3’*“71«.&%5&5?3b§3—0

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptionIinProgress A" R RmIN 256, CNIFESEIETHTHEIEEE
RLET, oL BICBRATLED,

b. Kubernetes APl % —/X—® Encrypted 2 7—% ZKREEEZR L. TD) Y —IANEHICE
"5'”3*“71&. t %EEEL L/ i’a—o
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$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BESIEIEEICEITIN S E DecryptionCompleted ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptioninProgress B"&RRI N 26, CNIFESENETHTHEIIEER
RLET., o LERICBRTLET,

c. OpenShift APl #t—/3—® Encrypted 2 7—4% R&H %R L. TDY YV —IADEEICE
"5'”::')51’1,7‘;&_ t%ﬁ&;b L/i-a—o

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ZOHABITIE, BESIEIEEICEITIN S E DecryptionCompleted "ERRINE T,

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

H771C DecryptioninProgress B"&RRIN 26, CNIFESENETHTHEIIEER
BRLFET., BOoRFELARICBAITLET,
4104. etcd T—9 DNV I T v T

LTFOFIBICHST, etcd RFy T3y MEERL, B PodD) Y —%&/1Nv 97y FLT etcd
F=HBENy I Ty TLET, TONY I Ty TIIRETE, etcd 2 ETITZHENHBIHHICETHE
HT3ZENTEET,

BF

BE—aAyhO—ILTL—VRAMNDIODNY I Ty TOIFERELET, 75R5—
ROZLAY MO—ILTL—VERAMDLDNY I Ty FTIFERBLABEWVWTLLEIL,

AR
e cluster-admin O—J)LAEFDODI—H—E LTISRY—IZITIVEATE S,

o VSRA—2EOTOFY—DEAEMIAE>TVWEINE I EHIELTWS,

)

oc get proxy cluster -o yaml D7) & #58 L T. TOFO—DEPIINTVWEHE DI D ERE
BTEEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHNRE
INTWBBEICAMCINET,

FIE
vyhO—ILFL—V/)—ROTNRNy Ty vava@EBLET,

I $ oc debug node/<node_name>
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22 0—bFFa LV N)—% |host ICEELZET,

I sh-4.2# chroot /host

3. USRI —2EOTOFL—ABIICAR>TWBIESIE. NO_PROXY. HTTP_PROXY. &4&
U'HTTPS_PROXY BEZHA T/ A K—FLTWB I EEREBELET,

4. etcd-snapshot-backup.sh 27 Y 7 h2ETL. Ny I 7y TORGFEEELZBHEEL X
-a—o

)

cluster-backup.sh 2 7 ') 7"~ & etcd Cluster Operator DAV R—3 ¥ b & L THERF X
1. etcdctl snapshot save I~ >~ NICEAET 55 v /\—T7,

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

P S/ A XL il

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

API version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

ZoflTiE, av bO—ILFL—YKRZ kD /home/core/assets/backup/ 71 L o b 1) —IC
T7ANUD 2 DERINET,

e snapshot_<datetimestamp>.db: 2D 7 7 1 Ui etcd RF v T3 v KTT, cluster-
backup.sh 27 ) 7T, TOBEMWEEZHREL 7,

e static_kuberesources_<datetimestamps.tar.gz: 2D 7 7 1 JLIZIE, FEBPod DY YV —2R

PEFNFET, etcd BEIDAERNICINTWVWBIES, etcd R Ty Toay NOESIEF—
HEFNFT,
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R

etcd BEREABMICINTWVWBIEE, E¥a )74 —LOEBALS, ZD2
DEBD7 74 Eetcd ATy Tay NEWRBICIREFET D2 EQHEIN
F9, KL, TOT77ANIEetcd RFTYy TV ay MHBETTBHOIC
WMEICRYET,

etcd BEBILIFF —TIFRLBEOHEBEBILTHIEITEFRLTLAEIL, D
FY., YY—RH A7 namespace. BLUVAF TV VU MEIFRESILINZE
A,

4105. etcd 7= DT 75T
KIBETEEDEWI S RAY—DIFEIC, F—AR—IAMEEIILEAR L. AR—ZADI +—49 %BBT
&, etcdIFMETT RN T+ —T VY RADFEEZITIDAEENHY F7, eted EEHNICHITS LV
REELT, T—9 AT DRAR—R%EMRMLE$, Prometheus Tetcd X M) v I A2E=Z4—L.
BIIKLTTF 7237 LET, TIHILAVE, etcd i FV S RAY—2EDT S —LEREIH, VTR —
EAVTFTUVRAE—RICLT, F—OHANY CHIROAZZIFANDARENHY T,
INLDEELRBEEZE=F—LZET,

e etcd_server_quota_backend_bytes. CHNIXIRIED Y # — 4 HIRTT

e etcd_mvcc_db_total_size_in_use_in_bytes. ChiIEZXA N =V /\U 2 3 VIEDERD
T—AR—AFEARRERLET,

e etcd_mvcc_db_total_size in_bytes 37 7 SV RFLDE I B EEL T —IR—AHY (1 X%
®LET,

etcd T—9%5T 757 L. etcd BEODEREREDT 1 RV DMHEIEEBIERITARY MMEIZT 14 R
Mg EBINL £ 9,

BEODEMIEIS DT EICEENICITbN., THICLYNY I IV RF—IR—RIZX vy v THELFE
9, COMRIEINAEEIT etcd MEATEXFE TN, RAMNIZ 7MLV RATATEFATEIE A,
RARN T 7AINVATALATIDEEAFHATESLIICTSICNE, etcd BT IS5 TTIRELNHY F
-a—o

TI7STEBEBNICITONEIN, FETANIHA—FBIEETEIT,

R

etcd Operator 17 S 24— = FAL T2 —H—DREWRNBREEZRET 57
H., FEAEDFE., BT 77 VMELTVET,

41051. 887737
etcd Operator &7 41 AV ZBHNICT 757 LET, FERNLB2NARIBEHLY FHA,
UFoa7onwFhhraRRL T 77537 70CA’EM LI & =RBLET,

e etcdl¥

® cluster-etcd-operator Pod

e Operator A7—% ADITZ>—0OY
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Digk

==
[=]

BET 7571k, Kubernetes AV NO—5—T R —I v —REDIFTIFA

OpenShift A7AVR—FRV FNTH) -4 —BHOKRBHIREL, KERLALIVER—
XY MNOBREN N A—I DAL HY T, BEBIIEETHY., RICE
THRHOAVRIVAAND I A IA—N—% N H—9F2H. BEEZICOVKR—
XY IMDPBCEEXEZBREALET,

mbgs pafol]

10907 08:43:12.171919 1
defragcontroller.go:198] etcd member "ip-
10-0-191-150.example.redhat.com”
backend store fragmented: 39.33 %, dbSize:
349138944

4105.2. F&877357

etcd_db_total_size_in_bytes X N )V RAZE=Z4—LT. FHTOTISIDRETHINE I MM %
HIRT DI ENTEET,

F7-. PromQL X&FERA L7eRBELICE > THBRIND eted T—IR—RDHY 4 X (MB EAL) %= HEER
T35IET, RBEDIBENE I DN EHIBTT S EEHTEEI ((etcd_mvec_db_total_size_in_bytes -
etcd_mvcc_db_total_size_in_use_in_bytes)/1024/1024),

Digk

==
[=]

etcd DT 75713 7OERAHIETET7I>aVTT, etcd XN—EFT755

MRTITZETHRELEFRA, DD, EPodDTIZIT7 o aveilly
BLEHI1DBEFEL, VSRY—HOETETSELEIICLET,

LTOFIBEICHKST, Betcd XV/N—TetedT—9%%557755LFT,

=S5

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

FIR

L V=9 —%RRICTIZVTILENDHDD. EDetcd X VN—DY =45 —TH 31 %5
l./i-a_o

a. etcdPod D—EZBELET,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide
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el
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

b. Pod Z#RL, UTFDIATY RERTLT, EDeted XA VN=H) =45 —TH B %+I5
L/i-a—o

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

H A B

Defaulting container name to etcdctl.
Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+- + -t +---- + i

+- -+ + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+- + -t +---- + i

+- -+ + +

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.4.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 104 MB| false| false|
7] 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.4.9| 104 MB| true| false |
7] 91624 | 91624 | |

+- + -t +---- + i

+- -+ + +

ZDOHEAD IS LEADER FICEDWT, hitps://10.0.199.170:2379 T RKiRA > b A1) —
F—IlRYEST, COTYRRAY M2 BERIOFIROHAIC—HIEZE, Y—4—D
Pod %4 etcd-ip-10-0-199-170.example.redhat.com IC72 Y £ 9,

2. etcd AVYN—DF TS5,

a. EfTHDeted AV T FH—ICERHKL, ) —4F—TIE RV Pod DARIZELE T,
I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com

b. ETCDCTL_ENDPOINTS BIELTHDRE4HMRLET,
I sh-4.4# unset ETCDCTL_ENDPOINTS

c. etcd AVYN—DTF IS T5ETLET,

I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
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H A B

I Finished defragmenting etcd member[https://localhost:2379]

HALTIRNIS—HIPRELLBESIX. I RAEEICETIND F T --command-
timeout DEZ=EC L XTI,

d T—IR=—2ZAHY A TN EINTVWB I EZERLIT,

I sh-4.4# etcdctl endpoint status -w table --cluster

6l
+- + -t +---- + e
+- -+ + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+- + -t +---- + e
+- -+ + +
| https://10.0.191.37:2379 | 251cd44483d811c3 | 3.4.9| 104 MB| false| false |
7] 91624 | 91624 |
| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 41 MB| false| false|
7|1 91624 | 91624 | | @)
| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.4.9| 104 MB| true| false |
7] 91624 | 91624 |
+- + -t +---- + i
+- -+ + +

ZDFITIE. TDetcd XV N=—DT—IR—=HY 4 &, FEBEDOY A XD 104 MB Tl
%< 41MB TTY,

e. INSDFIEEZEYERL THD eted X VNN—DZFNZFNICERL. 7757 LFF, BIC
REIC—4Y—%T75TLF9,
etcdPod B’EIET 2L DI, TISTT702avTEICIPUEFELET, etcdPod HY
BETBFE T, eted XV NN—FRELEH A,

3. WBEDY #—5 DEBBICEY NOSPACE 7 S — LN KN H—INdHE. Thozl )7 LE
-g—o

a. NOSPACE7 5 — LD HBMNEIDEHRLET,

I sh-4.44# etcdctl alarm list

Al

I memberlD:12345678912345678912 alarm:NOSPACE
b. 75—L%7)7LFEY,

I sh-4.44# etcdctl alarm disarm

410.6. 7 SR —DERIDIRENDIETT
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FREIN/ceted DNV I Ty TEFERALT, V75X —DOLUAIOREEZB/TLELY., KEHDIV A
O—LTL—VRAMDERDNI SRS —%ET LY TEET,

BF

PSR —%EBXTBEIC. BL z-stream Y ) —ZAHOSERE Lk etcd Ny I Ty T%
FRTIVRENHY £9, L& xIE. OpenShift Container Platform 4.7.2 7 5 A4 —
&, 47206 Licetcd Ny o7y THFRTILENHY T,

EIE=S 0
e cluster-admin O— /L 2H 21— —E LTI SRY—ILTIVERATE S,
o YANY—RZAMELTHERTZEERIY MO—ILTL—VRAMHB T &,
o IV FOA—IWTL—VYERAMDSSHT V2R,
o ctcd ATy T¥ay heHMPodDY Y —2ADOEAEELN\Y I T7yvTTF1L I NY— (AL
Ny ITyTHLWMLNEED), T4ALIMN)—RDT 7145

I%. snapshot_<datetimestamp>.db & & U static_kuberesources_<datetimestamps>.tar.gz
DHERICT 2RENHY XY,

BF

F¥ETIVIO—ILTL—V /) —ROBEIE, SSHIEHREZHEIILAY, 30 Pod 221
L7zY T 2REBIEIHY FHA, O AN —DSHOIY NO—ILT L -V VA
DFDOHIFRL. BEERLET,

FIR

L VANRY—=FRZAMNELTERT 23 O—LTL—VERZAMNEBRLEYT, Ihik, B
FeERITIBRAITY,

2. UANY)—KRZAMEED, EavbO—ILTL—Y /) —RADSSHEHEAEIILE T,
Kubernetes APl Ht —/N\— (3BT 7O ADRBRICT IV ERATELRLL RSO, Jv bO—)b
TL—V /=R T7I9EATEEFHA, TDED, JIOY—IF)LTc&ar hO—ILTL—
VIRANISSHEREWILT 2 ENMBEINET,

BF

IDFIEEET LAAVwE, ExFIEEZRETT5HICAY MA—ILTL—VKRR
MCTOERTBIENTERLSRY, ZOREBHLIFRI—%2EETEAL
BYET,

3 etedNw I TvTTF4LY N —=F)AN) =y b O—LTL—YERAMIOE—-LZT,
ZDFIETIE, etcd RF Yy T ay NBLUVHEHPod D) Y —2%&ET backup7 4 L7
)—%, YANY)—=ay  hO—=)LTFL—YEKZKND /homelcore/ T4 LY h)—ICOAE—LT
WBZEZRIRELTVWET,

4. BT RTOaAY I O—ILTL—> /) — R TEMBPod #EIEL T,
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R

J)HANY) —RZXKNTPod ZFETELETIZLEREHY FEA. VANY—RY
VT RE YANY)—RRAMDPod ZELELET,

a. YANY—FKRRPMTREAWIY MO—LTL—VYRAMIT7I2E2ZALET,

b. BEFE®D etcd Pod 7 7 1 L% kubelet =7z A MF4 LY N —HDSBEILET,
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp

c. etcdPod MEIELTWR Z AR LE T,
I $ sudo crictl ps | grep etcd | grep -v operator

ATV FOBARZETHZIETTT, ZTRVGEEIF. BOFELTHOBERRLE
ER

d. BE%E®D Kubernetes APl —/X—Pod 7 7 1 L% kubelet T =7z A T4 LI K1) —H5
#EHLEd,

I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. Kubernetes APl H—/N—Pod fMEILLELTWB Z & 2R L £,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator

ATV FOBARZETHZIETTY, ZTRVGEERF. BOFELTHOBERRLE
ER

f.etedT—9 T4 LV N)—%RDFAAICEEL T,
I $ sudo mv /var/lib/etcd/ /tmp

g DANY—KRAMTRERAWMEOIAY FO—LVLFL—VKRANTIOFIEEZYERLET,
ANy —av b A=V TL—=VIRARNITIEALET,

OS2 —REOTOFY—HEMICE > TWSBIEAIX. NO_PROXY. HTTP_PROXY. & &
U'HTTPS_PROXY BEZHA T/ A K—F L TWB I EEREBELET,

g 8
oc get proxy cluster -o yaml D AAHRAL T, 7OF P —HEMIINTWEIHLE D H %

BTEEY, OF > —IL. httpProxy. httpsProxy. & &£ U noProxy 7 1« —JL RILEHNRE
INTVBRBEICEMICINE T,

9

ANY) =AY OV T L=V RANTETRAY ) T EERGTL, X2 %& etedNv I T v T

TA4LIM)—ITELET,

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup

P S/ A XL il
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...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yami

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|

static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml

starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

pa )

RED etcd /Ny I Ty TDRIC/ — NEREIEHFINHE, BEx/OER

IC& 2T/ — R NotReady IRE&ICA 2 AIREMEL DY T,

8. /—K&Fzw/ LT, Ready REETHDZ & 2MERAL £ 7,
a. LTFDaOY Y REEITLET,

I $ oc get nodes -w

H A B

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

TARTD/ — FREEZRET DDICHD NN BHENHY FT,

b. NotReady RKE&ED / — Kd'H ZHmAEIEF, /—RIcOJ1 v L. &/ — KD

Ivar/lib/kubelet/pki 74 L 7 N =D L TXTOPEM 7 74 L ZHIBRLE T, /—NIC

SSH## T 2D Web AV Y —ILDY—IFID 4V NI %FERATEET,
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I $ ssh -i <ssh-key-path> core@<master-hostname>

YT IpkiTa LI MY —

sh-4.4# pwd

/var/lib/kubelet/pki

sh-4.4# s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

9. IRTOAY FO—ILTL—VHKRANTkubelet Y —ER A HBiEEI L T,

a. VAN —=RZAMDLLUTOOAYTY RZEETLET,
I $ sudo systemctl restart kubelet.service

b. kI RTOIAYMA—ILTL—YHRANTZIDOFIEEZEYIRLFT,

10. REBHFDCSRZEFELZET,

a. BEDCSRO—BZHELEY,

I $ oc get csr

aepaltl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

o

QOO =D kubelet ¥ —E X CSR(L—HF—HTAEY 3=V F LA YA h—IL
)
w%‘é’a’ 7 @ node-bootstrapper CSR.

b. CSRDFMELEa2—L, IhABMTHBIE=2HRLET,
I $ oc describe csr <csr_name> ﬂ

Q <csr_names 1, IRITD CSRD—EHN 5D CSR DELBITT,
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c. TNTNDEWA node-bootstrapper CSR #&EFE L £ 9,

I $ oc adm certificate approve <csr_name>

d 21— —Il&>TFOEYa=ZvIEINhd4A VYR MN-ILDIBEIE. ThZEhOEMA
kubelet 32t CSR # &AL £ 9,

I $ oc adm certificate approve <csr_name>

N B—XYN=—@DOAY FO—ILTL—UHLEBICEBEILTWDZ EAHRLE T,
a. VAN = KRA MDD eted AVTFF—DETHTHDIIEEHEALET,

I $ sudo crictl ps | grep etcd | grep -v operator

H oAl
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. YANY) —KZA D5, etcdPod AEITINTWEIEEMHIRLET,
I $ oc -n openshift-etcd get pods -l k8s-app=etcd
)z 6
Zmax Y R&EEITTBHEIIC oc login DETEHITL. UTFTOIS—%%
E95&, RWAAv bO—F—nEEL,. BATIZ2ETLIIOFHLE
ER

I Unable to connect to the server: EOF

aepaltl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

27 —4 2 Pending DIHE P HAICEBDETHOD etcd Pod N —ERRI N BIHE.
B LTHLEBEFI VI ZITVWET,

c. YANY—FRRAPMNTIEAWELLAODY MNA—ILTL—YERARNT, 2ORTY THEY
wLET,

ya 13!
RDF|EIL. OVNKubernetes Container Network Interface (CNI) 75 7 4

VEFRALTWREBEICOAETLTLEIL,

12. $RTDHER bT Open Virtual Network (OVN) Kubernetes Pod B8 L £,
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a. J—RNRYY RF—HR—2 (nbdb) EH ™ Z/RD Y RF—4& ~—2 (sbdb) & Bk L &
¥, Secure Shell (SSH) #fFERLTY ANY—KR bEeHEYOIY hO—LTL—Y /=K
K7L, ROAXY RERITLET,

I $ sudo rm -f /var/lib/ovn/etc/*.db

b. DAY RAEITLT. §TD OVN-Kubernetes A hO—J)L T L — Pod & HI& L
9,

I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. RDAX Y RAEZEFTLT. $RTD OVN-Kubernetes A hO—JIL T L —Y Pod "BET
704 XN, Running REEICAR>TWB I EAMALET,

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

HhH
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s
ovnkube-master-rm8kw 4/4  Running 0 47s
ovnkube-master-zbgnh 4/4  Running 0 56s

d ROOAT Y RAEZEFTLT. §TO ovnkube-node Pod #HIfE L 9,

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

e. RDIAX Y RAER{TLT. §XTOD ovnkube-node Pod "BE T 7O4 I, Running ik
BILA->TWA I EEMRALET,

I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node

13. DI EERHOIY MO—ILTL -V EIDTDHIBRLTBERLET, 2 UIBER
Ihg, LW EY a3 RIS, etcd BEIMICRY—ILT7y T LET,

o 1—H—HATAOETIZVILERTAYILA VA MN—ILEFERT IHBAIE. SAICEK
LizEEEAUAFEAFEALT, OO T L—UR YV ABERTEF T, FMIC
DWT, 22— —A7TOEYazVv I LEISRI—ERTAIIIAVAN—ILTS
EHRBRLTLLEIW,

Digk

==
[=]

JAN) —RZA MDYV ZHIBRL, BERLBVWTIEIWL,

o (VAN—S5—T7OEY3a=ZVIINBAVISAMNSVFvy—52ETLTWVWBEA.
FETV VAP EZFRLTYY VAERL TWSIGEIE. UTOFEZEITLET,
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DIk

H
=
UANRY—HKARDTY Y EBIBL. BERLABVTEIY

AVAN=5—Il&>TFOEYa =V ITENIAVISAKNSY
F¥—TDRTAIINA VA MN=)LDIHE, AvbO—ILTL—U~
VUVIRBERINE A, FEMICOWVWTIE, X7 X&)LaY hO—)L
TL—V/)—ROX\AESBLTLLEIV

a. Kbnhizaryhrg—ILTL—VERAMOWTIhODOYY VEREBLET,
DRI —ILT IV ERATEDY—IFI T, cluster-admin 2—H—& L TUTOOT
VREERITLEY,

I $ oc get machines -n openshift-machine-api -o wide

s A
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

Zhix, kbhzavhrOo—IL7L—VvRA DI bMO—=LT L=V VT
9 (ip-10-0-131-183.ec2.internal),

'1

VEREE T ANV ATLD T 7AIVICIREFELE T,

-n openshift-machine-api \
-0 yaml\

<z
$ oc get machine clustername-8qw5I-master-0 \ ﬂ
> new-master-machine.yaml
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Sbhbh/iaryrO—IL7L—YERZ2 MOy NA=ILTL—rIT I VDEARIEIE
Ebij—o

c. BRIDFIE TR X 117z new-master-machine.yaml 7 7 1 L =fRE&E L. L VW&ARE]
HEYLHT, RERT71—ILREZHIBRLET,

i. statustty > aveEEHIBRLET,

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

ii. metadata.name 7 1 —J)L REFHROLFNIEEL XY,
HWYY YV ERURN—REZH#RF L. RBOEBESZRICHAATRAESICEET S
ZENWRINE T, ZDHITIE. clustername-8qw5l-master-0 (£ clustername-
8qw5sl-master-3 ICEEINTWE T,

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. spec.providerlD 7 1 —JL RZHIFRLZF T,

I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f

iv. metadata.annotations & & U metadata.generation 7 1+ —)L R ZHIBR L £,

I annotations:
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machine.openshift.io/instance-state: running
generation: 2

v. metadata.resourceVersion & & ' metadata.uid 7 1 —JL K&ZHIFR L 9,

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a
d kbhzaryhO—ILTL—VHEAMNDODYYVEHIBRLET,

I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

SbhhiarvrO—IL7L—YERZA MOy NA=ILTL—rI I VDARIEIE
Ebij—o

e. YUUNBIBRINI I EEHIABLIEY,

I $ oc get machines -n openshift-machine-api -o wide

H A5
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba
running

clustername-8qwb5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. new-master-machine.yaml 7 7 1 L AR L TFHRI >V VA2 ERLE T,

I $ oc apply -f new-master-machine.yaml
g FRHRTIUMERINE EERRBLET,

I $ oc get machines -n openshift-machine-api -o wide

H 1
NAME PHASE TYPE REGION ZONE
AGE NODE PROVIDERID STATE
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clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd  Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

##R < ¥ ¥ clustername-8qw5l-master-3 A EA X 11, Provisioning 5
Running IC7 T —XAEEI N2 & EREICRY X7,

RO UDMERIN D ETILHD DA IDZHBEDHYET, etcd VT RY—
Operator ZY ¥V F7lE/ — A EELRREBICR2 EBFNICEBLE T,

h. UAN) —FRZAMNTIRAVWELRLZIY MO—ILTL—VERARNT, ThHDRTFY S
ERRYRLET,

4. DY —IFIL94 > RIT, UTFOOYY RAaHEAL T cluster-admin O—JLAEIY B TS
hica—Hy—&LTo935R49—IcOJ714 v LE9,

I $ oc login -u <cluster_admin> ﬂ

Q <cluster_admin> ICD W T, cluster-admin O—)L C1—H—&&EEL T,

15. etcd DBTF 704 XV M EBEINICETLE T,
DSRY—ICT IV EATES49—IFI)LT, cluster-admin 2—H—¢ L TUTOaOY Y K%
EITLEY,

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason Iz —BE THBNENHY X T, TDLdD, 91 LRIV TS
MEImInEd,

etcd 7 224 — Operator " BT 7OAM AV NERTTDE, BT —MANZY TDRYT—
W7y FERBKIC, BBED / — KD Pod & HICEEIL X T,
6. TRTD/ —RIBRFDIEY I VICEHRFINTWE I EA2HRALET,

DSRY—ICT IV ERATES49—IFI)LT, cluster-admin 2—H—¢ L TUTOaOY Y K%
EITLEY,
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$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

etcd M NodelnstallerProgressing SR &4 2R L. TRXTD/ —RKHPRFDOVED 3~ T
HBZEEBALET., BEFIHNEBICEITING E, COHAIIKIE
AlINodesAtLatestRevision "R TRxIN F 7,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIZ, BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 VB ESHE
FN2HE. CNIXEFNMKRAE L TETHTHD I EEERL TS, HOFHLARICER
TLET,

7. etcd DBT7OA%IC, AV A= TL—VOHFRO—ILT Y M EBREICETLET,
kubelet AREEO— RNS U H—AFRH L TAPI H—N—|CEHINTWSB 75, Kubernetes
APl H—N—(FMBD /) —RICTBA VYA M=ILINET,

PSR —ICT IV EATEDH—IFIT, cluster-admin 21— —& L TUTDaOYY K%
ETLET,

a. Kubernetes API H—/N\—D#FHFEO—ILT7 D b =@HICETLET,

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

ITRTD/—RPRFDVEY I VICEHINTWS I E2HERLET,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing KRR E %R L. TXTD/ — RARFDIEYa v THD
CEEWIARLEYT, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
BRRIINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIE, BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD Y EY 3 v /S
NEENZHEE. CNIEEFMRRE L TETHTHEIEEEKRLET, BOoFHLE
BICBHAITLET,

b. Kubernetes Y hO—5—IX—J v —DFRO—IILT U M EBEIBICEITLET,

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

ITRTD/—RPRFDVEY I VICEHFINTWS I E2HERLET,
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$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

NodelnstallerProgressing SRREHZHEE L. IRXTO/ —RHPRFOIES 3 v THB
CEEHRLEYT, BN ERICEITINS &, ZOHAICIE AlINodesAtLatestRevision
BRRIINZET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIR, BFEOYES 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 v BS
NEENZHEE. CNEEFMRRE L TETHTHEIEEEKRLET, BoOFHLE
BICBHAITLET,

c. Kubernetes A7 ¥ 2 —5—0OFHBEA—IL 77 M &@HIBICETLE T,

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

TRTD/—RPRFDVEY I VICEHFINTWS I E2HERLET,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?

(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'
NodelnstallerProgressing SRR K M4 ZHEE L. IRXTO/ —RPRFDOIES a3 v THB
CEEWRARLEYT, BN ERBICEITINS &, ZOHAICIE AlINodesAtLatestRevision
NRRINFET,

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

‘) ZOBITIE. BFEOYEY 3 VESIXT T,

H771C 2 nodes are at revision 6; 1 nodes are at revision 7 2 EDEHD ) EY 3 v BS
NEENZHEE. CNIEEFMRRE L TETHTHEIEEEKRLET, BOoFHLE
BICBHAITLET,

18. IRTOAY MA—LTL—VERAMEEHLTEY., V73R —IIBMLTWS I & 55D
LEY,
DSRY—ICT IV EATES49—IFI)LT, cluster-admin 2—H—¢ L TUTOaOY Y K%
EITLEY,

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

DBl
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h
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BRXFIEORICTRTOT7—70— K BEDEMEICRES & D IC9 %1C1E. Kubernetes APl 1B % R 1F
LTW3BE Pod 2BEEILEY, cNhiliE, IL—4%—, Operator, ¥—RK/X—F 4 —aVR—FV K
7 & D OpenShift Container Platform AV R—% ¥ hA&EF N F T,

CDFIEDTETH. TRTDY—EREB/TT2ETICHIINDHZELHY T, & XX oc
login % [ L /=885Ed. OAuth H—/N— Pod N"EEEIT 2 £ TT CICHEEL RVWAREMEN DY £,

RS R
¢ 1—H—Il&o>2TFOEYIZVIINDZIFRI—DRTAZILADA VA M=)

o R7X&H)aAvihO—ILTL—V/)— KD

410.7. k#EA ML —Y DIRREIETICEY 2MES L U ELER

OpenShift Container Platform 7 5 24 =B WIFNHADHRADKFTRA ML —V % FHT ZHEIC. 75
A —DIREEITEE eted MTRTEINZE T, 72& 21, Pod TEITIN TS Elasticsearch 7 5 X

& —. 7L StatefulSet £ 7V =7 NTRITINTWET—IR—ARETHHAREELHY T,
etcd Ny 77 v THBETT %5EICIE. OpenShift Container Platform @7 —2 00— RKDRXF—4 R
EETINET, LU, etcd ATy T Y ay RHAFEWGEICIE. RT—49 RISENE L IEHRTINh D
AEEEDSHY £,

BF

KGR 2—L (PV) DRBIE etcd ATy T ay MUEEEFNFEHA, eted RF v T
v 3w MH 5 OpenShift Container Platform 7 5 249 — %189 85IC, EETIEAW
J7— O— KOO EERT—HYICTIEALELY., TOHNTELY TRHBENHY X
ERS

UFiE. AWRT—9 R 2EMT 52T FHITY,

¢ MySQLTF—HR—=ANPVATIVTIMNTNRNY I Ty FEIND Pod TERITINTWS, etcd
AFw ¥ 3y hH 5 OpenShift Container Platform #1859 % &, Pod D& & # YR L&
TFLTH, RYa—LZAPL—oTONAF—ICRLEEY ., ETHO MySQL Pod B4R L
YINDZHIFTIEHYEFHA, TOPodidk, ARNL—I7ONAY—TRY 2—L%ETT
L. RICPVERBELTHRARY 2 —LEZBSRIDLDICFEHTETT Z2HENHY T,

® PodPlik, /—RKRXICEIYHTLHNTWERY2a—LAEFEHRALTWS, BIOPodh/—K
YILHBRALR) 2a—LEFERALTVWSIHEEICetcd RF Yy T3y RBERINEIGEIC
etcd DETHEITINDE, R 21—LALN/—RYICEYHETENTWS I EHRET Pod
PINERICEETI AR RS 8EMENHY F9, OpenShift Container Platform (& Z DEIY H
TAREHFRET., R 2—LHIEFNICTYBEIhDIDIITIEHY FHA. INHELBFEIC
&, R)a—L%Z/—RYDOLFHTYYRBEL, /—RFKXICEIYHTTSBIETPodPI %ZiE2
BTEBEIICLET,

o VS RTONASF—FLIFA ML= T7ONA Y —DEREFERD etcd RF v T3y bDE
MRBRICEHFIN, INHARET, 7O 5 —DOREBERICKET 5 CSI R4 N—F &
Operator B'#gE L2 < RY F T, INHD NS4 /N—F7ld Operator TRERFRIIIEREF
FCTEHITIVNENHIBENHYET,

o F/NA AN eted RF v T a3y MDIYERTEIC OpenShift Container Platform / — K5 HIB& X
niem, FLEEFHANEEINL, O—HI R ML —Y Operator T. /dev/disk/by-id % 7= (&
/dev T4 LY M) —DSBEBIZEPVOIVYRY I )V INERINET, TORRT
. B—AIPVAFELLBWT NS ZEZSRLTLE D AEMEIHY T T,
COBEBEEET SICIE. EBER>UTZTOMLENHYET,
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1L TN ZADENR PV Z2FETHIFRLE T,

2. &/ —RBY YRy I VI ZHIRLET,

3. LocalVolume % 7|4 LocalVolumeSet 7 72 =7 h2HIBRLET (R ML —Y 5> k&R b

L—YOFEE » O—hIRY) a—LEFALLKGA M —Y > O—AILAML—Y
Operator D) YV — 2 DHIR %= S 8R),
4.11. POD @ DISRUPTION BUDGET (1$Jt3|j§ﬁ§@%%)
Pod @ Disruption Budget ICDWTHEfEL, ThERELZT,
4.11.1. Pod @ Disruption Budget ({ZILREED FH) %8> TEEE L TL\ % Pod D 4 15
EYDHE
Pod @ Disruption Budget 3 Kubernetes API D—ETH Y., DA Tz I h¥ 4 TDLSIC oc 3
RYRTEETEEYT, TOREICLY., XVTFYRDEDD /) — KD KL AV (BR) 7 & DIg/Eis
ICPod NDREEMDEFEDHNEIBETEET,
PodDisruptionBudget (. FEFICEEIL TW2REDH B L T hDORMNIELIFNA—EYF—V%
BETBAPIA T TV NTY, IhHAE2TOVIIMIRETEIEWE. /—RDAVFFVR (Y
SRAY—DAT—=IWVI IV FEEIZAIY—DT Y T L — R EDET) BFICERILE, ZOREE
(/—RKDEEFTIEA) BRERIARIEI Y a VOBEICOAHFIINET,
PodDisruptionBudget # 72 =7 FDEEEIIE. UTOFELRTATHREINTUVET,
o —EDPodIINTZINIDILY —HETHZIINILELISH—,
o FEBHCRIBEEEICTZUEDH S Pod DRNMAEIEET ZHAML AL,
o minAvailable (&, FEFFICEEICHARETHZ2UEDH S PodHTY,

o maxUnavailable (&. FEfEFICRIARAIICTE % Pod MTd,

R

maxUnavailable ® 0% Z 7=1Z 0 4 % L\ & minAvailable @ 100%. =W LidL 71 A%
ICELWMERFRIINEITA, ChITEY /—RAERLA Y (BB ShBRVWEDICT
Oy 7 XNZAEEIHY FT,

IR %34T LT, Pod ® Disruption Budget 24 RXRTD 7OV Y NTHIRTEZIENTEET,

I $ oc get poddisruptionbudget --all-namespaces

6
NAMESPACE NAME MIN-AVAILABLE SELECTOR
another-project another-pdb 4 bar=foo
test-project  my-pdb 2 foo=bar

PodDisruptionBudget I&. &=/&T% minAvailable Pod 'Y A7 ATEITINTWBIGHRIFEETH
2LEHBRINET, COFIREBAZITRNTDPodFIEI Y3 vORRERY FT,
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R

Pod DEBEIBAS LTV TV T a VvOREICEDWVWT, BEIERDEL Pod & Pod
@ Disruption Budget DEH % 17 L CHIRRI 2 AREMELHY £ T,

4.11.2. Pod @ Disruption Budget % {& > TiHE&) L TL\ % Pod M DIEE

FEFICEE L TWAREDOH B L T HhOmMRFIZ/\—t > F7—2 &, PodDisruptionBudget 7
TV MNEFE->THELET,

FIE
Pod @ Disruption Budget 28 E ¥ 2 ICIE. UTFZETLET,

L. YAMLZ7 7A4IVELUTOELOIBRA TV NEHETHERLET,

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

minAvailable: 2 @)

selector: e

matchLabels:
foo: bar

PodDisruptionBudget |& policy/vl APl 7 )L— T D—ETY,

®9

FERFICHAARETHIVEDH S Pod DR/, Ihilld, BEILEINNA—EYT—Y
(B1:20%) =1HEE T 2 XFIZFERATEIXT,

o

—ED) Y —RIIHT B INIILDY ') —, matchLabels & matchExpressions DifER
ERENICEAEINEY, 7OV NHDTARTD Pod %EIRT 2ITI1E. DT A —
Y—%=ZHDFFICL XY (f: selector {}).

Fld, UTFZRTLET,

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
foo: bar

PodDisruptionBudget |& policy/vl APl 7 )L— T D—E T,

®9

BERFICHARAICTE % Pod DFRA, ZhilidE. BRFIENN—EYT7—Y (H:20%)
ZIEETDIXNFINEHEATEET,

o

—ED) Y —RIIHT B INIILDY ') —, matchLabels & matchExpressions DR
ERENICEEINEY, 7OV NHDTARTD Pod #EIRT 2ITI1E. TD/NT A —
H—AZBHDOFFICLF T (I selector {}).
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2. UMTFOaAR Y RERFTLTA TV ba7OY ) MEMLET,

I $ oc create -f </path/to/file> -n <project_name>

412. 759 R7ANA ¥ —DREBFHROO—FT—> 3 » £ ITHIR

OpenShift Container Platform D4 ~ X b —JL{&IC, —BROMEEETIE, FEA VX b —ILBFICERAIh
2029 R7ONA ¥ —DFRFEEROO—T—> 3 Y EIFHIBRABEICARY £9,

PSR —DFRDBIIBEREFEHATE S L DICF 3ITIE,. Cloud Credential Operator (CCO) AMEA
TEV—IULY NEEHLT 7598 7ONA Y —DRIEREZ2BEETEDLIICTI2HENHY F
—g_c

4121. 59 K704 5 —DRFTHROFHCLZ2O0—FT—> 3>

227 R7aNA F—DORIBFHRN\MASHDERTEEINDEHE. 7757 K701 5 —DR5EER
DEHIC Cloud Credential Operator (CCO) WMERT 2L —J Ly N2FETEMT H2HELHY F
-a_Q

IS5 RFBEIEREO—T—>av$570RAIE, CCOEFERTAILIICKREINTULWSEE—RIC
FOoTZEDLYET, mntE—RFAEFERALTWE Y SRAY—DRIEEREAO—T—> 3~ L7&IC. IR
INFEIERTERINALZIVR—2R Y NORHERISFETYHIR T I2HELHY T,

=S5

e UVS5RH—F, FAHALTWBCCOE—RTODY S RZBAIEROFEIO— 3 vEY
R=FTBTSYRNITA—LICA VA MN=ILINTWDS,

o mint E— FIZDWTIE, Amazon Web Services (AWS) & & U Google Cloud Platform
(GCP) B R— NI hET,

o passthrough €— Ki&. Amazon Web Services (AWS). Microsoft Azure, Google Cloud
Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization (RHV).
B L' VMware vSphere THR— NI F T,
L 95'7 |*“7°D/\"f 7‘—t@’f V7—7 I’r Z‘Cﬁﬁﬁi‘hémuﬁﬁ*&%wﬁ L/—C\:\é

o FTIREREIIBEIRICIE. E—RDCCOMNI S RY—THEINELIICEKET HDICHDR/N—
Iwvvavrhd,

FIR

1. Web 3> Y —JL® Administrator /X\— X%V 5 4 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKFOnNA 55—l —r>—2 Ly hERBDITET,

TSy hNTx—A =Ly M

AWS aws-creds

Azure azure-credentials
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TSy NI x—A =Ly MR

GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
]
.
3. ¥—2Lv bERALULTTICH B Options X = 21— 9 1) w2 L, EditSecret &R L £
ER

4. Value 74 =)L FORBZEHKL T T. COBEREFERL T, FBABROBHRICEIEALD

Lt%ﬁ&;br%ia—o

5 Value 74 —JILRODFTFANEISH RTANA T —DFWORFIEHRTEE L. Save &7

Dy o2 LZEd,

6. vSphere CSI Driver Operator DA%/ > TWAL vSphere 7 5 R 9 —DERIBER A FH T S

BEald, Kubernetes AV hO—5—vX—Y v —%@FIICO—IL7 D ML TEHFINERE
EHRAEERATINEL DY FT,

yz o)
_ vSphere CSI Driver Operator B E®ICAR > TW3IHE. COFIBEIFFRETT,

B I N7 vSphere SRALBEHR A @A 9 2 ICIE. cluster-admin O—J)LZFDO2I1—H—& LT
OpenShift Container Platform CLI IO 74 >~ L, ULTFDAT Y FEZEITLET,

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

REIBEHmA O—ILT Y I N TWBR. Kubernetes Controller Manager Operator D A 7 —4

Z 1% Progressing=true 3 & L 9, AT —F9 R%EKXTFTSII1E, ROIATY RERTLE
ER

I $ oc get co kube-controller-manager

. P ZRH—D CCO B mint E— I\“’&ﬁﬁﬁ?’%i’)iﬂﬁﬁ'*hfb\é 7/E|:|\ &5 D

CredentialsRequest 7 72 27 MIL > TEBRINZEIVR—x Y Y=L v MEHIBRL
i-g_o

a. cluster-admin O— /L% # D1 —4—& L T OpenShift Container Platform CLI ICOZ A ~
LExY,

b. ZRINAITRTOAVR—FRV M —I Ly NOEZFIS & U namespace ZEG L £ 7,
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$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Z ZT. <provider_spec> (&7 7 R7ONA ¥F—DRET ZEICRY £,
o AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS O oMY > FILH A

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

"name": "cloud-credential-operator-iam-ro-creds",
"namespace”: "openshift-cloud-credential-operator”

c. BRINZAVR—FXVMNDEY—IL v MEHIBRLE T,

O

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

Q v—ULvy NDERIEEELZE T,

9 =YL v MNEEE namespace ZIEEL 7,

AWS > —7 L v kb DOHIERSG
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

TANAS—=a Y= HhSREREFE TR T IZHNEIXHY FHA, BEBEINZO
VIR—RV MDY= Ly hNEHIBRTBE, CCOIWFTSY b7+ —ALhSEEEFEORIIER
EHIRR L., FTRROREIBTHRAEFERLE T,
WEE
FELEHBATEEIN-C E AT HITIE, UTFEERTLET,
1. Web 3> Y —JL® Administrator /X\— X%V 5 14 7T, Workloads - Secrets IC#E L £,

2. Value 74 =)L ROHRBHIPEBEINTWVWSZ EAEELE T,

BaEE R

® vSphere CSI Driver Operator

412.2. 75 R7O/NA ¥ —DREHEHR O EIR

Cloud Credential Operator (CCO) % mint €— N T L T OpenShift Container Platform 7 5 X 4 —
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HAVAM=)LLERIC. U5 RH—OD kube-system namespace h S5 EEE L NILDRIEBERY — 7
Ly NEHIBRTEZE T, BEELARNIVOEIEBRIE. 7y 7L —RREODERINANR—Ivay
ENBEETEIERERICODANETT,

pa T

z-stream IA DT v 7 L — ROFNIC, REABERDY—I L v F’éﬁtfi% L NI DERE
'Tﬁ*ﬁt%kj‘ﬁk%?%%b‘% v i_a_o At DEF%Eb\ﬁE L/t-k\:\i’z_ I, Ty 707 L— I\b\
JOv 7 3INBaEELrHY £T,

AR

e USRH—NH, CCONLDY S REREBHROHIBRAEYR— N TBTSY NI —LICA VR
h—ILIhTW3, Y R—MTRTSY M7+ —LIEAWS B LV GCP,

FIR

1. Web 3> Y —JL® Administrator /X\— X~V 5 14 7T, Workloads - Secrets IC#E L £,

2. Secrets R—YDKRT, /5o RKRFOnNA 55—l —r>—o Ly hERBDITFT,

TSy hNTx—A >—9Lvy MR

AWS aws-creds
GCP gcp-credentials
]
.
3. ¥Y=7 Ly bERUITICH B Options X = 21— %#271) vy L., Delete Secret %3 &R L
x7,

BEEE R

® Cloud Credential Operator ICDWT
® Amazon Web Services (AWS) ¥—72 L v MR
® Microsoft Azure ¥—%2 L v kDR

® Google Cloud Platform (GCP) ¥—7 L v M

A13. RIS RAY—DA A —I XN —LDERE
OpenShift Container Platform % JEIERIRIETA ~ A h—JL L7711, Cluster Samples Operator DA
A=Y ZAMN)—LB L must-gather 1 X —J AN —LZZRELET,

413.1. £ 5—") ' ®D Cluster Samples Operator DHR— K

4 >~ X2 h—JUBEIC, OpenShift Container Platform |4 imagestreamtag-to-image & L\ 5 ZEIDERE
< v 7% openshift-cluster-samples-operator namespace IZ{ER L £ 9, imagestreamtag-to-image
BRERY TG, BAA—JZARN)—LITDIVN)—FEREINZAA=I)PEENZET,
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BEXY TDdata 74 —ILRDEIZY M) —DF—DFK
I&. <image_stream_name>_<image_stream_tag_name> TY,

OpenShift Container Platform MIE#E#Hi 1 > X b —JUBFIC, Cluster Samples Operator D 2 7 —4 A &
Removed ICEREINZE T, IN% Managed ICEFET 52 &5 &EIRT 2HBE. Y TIHA VR b=
WEINET,

5T

XY MNT—ODEIRINTVIREZAIFUMINTWRRIETY Y FILEFERT 2IC
. XY M7=V DHAEDY—ERICT VAT E2RELNHZHBEHY FT, —FE
ZDHFTIE, Github, Maven Central, npm. RubyGems., PyPiR&ELHYET, 75
R =BV TNFRL =8 —DA TP ) "DIBERY—ERICEFETEDLIICTS
=HIT, BMDFIEEETT2RENHIIGELHY FT,

CDBEXY TH, AX—JARN)—LDBAVR—RMNTEDZLIICIS—Y)VITTEUEDOH DA A —
JIKODWTOSRIBE®RE LTHEERETEEY,

® Cluster Samples Operator &' Removed ICEREINBHBE. I T7—Y VY IINLI AN —
TERT 2D FRIGFERTIMNEDOHEIHEEFDOIZ—)VIINLLIAN) —%ZHEITE
i’a—o

o HMLULWREYY T2HA RELTHEAL, ISV Y IINELIZAMN) —ILRERY Y TIL
EIS—)VILET,

® Cluster Samples Operator 5%E# 7 = ¥ b D skippedimagestreams —&(, I5—1) VT
INTWRWA A=Y R M) —LEZEBMLET,

® Cluster Samples Operator 584 72 = ¥ D samplesRegistry # XI5 —!) /XL YR
M)—ICBRELZXT,

® RIZ. Cluster Samples Operator Z Managed ICE8EL. S T—V VT LA A=Y MNY —
LA VA KR=ILLET,

A1B2.RKEBOLIYAN)—FLIEFIFZ—)V 2 IINEL YR KN —TO Cluster
Samples Operator f X—Y XA M) —LDEH

Cluster Samples Operator IC & > TEIE X115 openshift namespace DIFEAEDA A=Y A MY — LA
&, RedHat LY R M) =D registry.redhatio ICH B A XA —P 2SR LET, I 7DV JEFINnsD
A A=V ZAPMN)—=AIKIBERAINE A,

BF

jenkins. jenkins-agent-maven. & & U jenkins-agent-nodejs 1 X—Y 2 b — A

. A VAR =IRAO—=—RHSDEDT, Samples Operator ICk > TEEIN S
H, INLDA A=V ZAMN)—LICIEEMDIZ—) Y IDFIRIIBEHY FHA,
Sample Operator 8% 7 7 1 JL D samplesRegistry 7 41 —JL KD registry.redhat.io ~®
BREF. INIFTTITIenkins 1 A=Y BIUVA A=V ZAMN) —LLUADTRTD
registry.redhatio ICEFINTWVWBLHAREICRY FT,
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R

cli. installer. must-gather, & Utests 1 X —J XA MY —AWEFA VYA =LA O—
RD—ER T H'. Cluster Samples Operator ICE > TEEBINFHA, TNSHICDWT
. ZOFIRETHRWEE A

BF

Cluster Samples Operator (&, tIET I N 7/=IRIE T Managed ICEEET 2 HENH Y F
To AA=—TJANY—=LEAVRAMN=IVTBITE, ISV ITINELIRN) =D

WETY,
AR
e cluster-admin O— )L &Z{F 21— —& LTITRYI—ICTIERTE %,
¢ IS—LIYRNMN)=DTIVLT—U L v bDIERK,
FIg
LIV VITBRHEDAA—IRAN)—LDAA=DIITIVEALET,
$ oc get is <imagestream> -n openshift -o json | jq .spec.tags[].from.name | grep
registry.redhat.io
2. XY NT—= D FIRINLEIRETREE T 24X =Y RARN) —LICEERMITONE
registry.redhatio D4 X —Y = EHBEINLI T —DVWITNNMIIS—) VI LET,
$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest
3. VIR —DARXR—VEBREA TSV PatERLEF T,
$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config
4. VZRA9—DARXA—IEBEA TV M. I7—ICHEBEREBEIND CAZEMLET,
$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge
5. Cluster Samples Operator 5%E# 72 £ ¥V kD samplesRegistry 7 1 —J/L K%, T 5—&ET
EEINLI S —DIFFD hostname DR ST LD ICEH L X,
I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator
)z 6
Ihid, AA=—YRMN)—LDAVR— M TOELRATIZ—FLERREXH=X
LDNMERAINBVDOTREICRY X,
6. Cluster Samples Operator 524 7 = ¥ b @ skippedimagestreams 7 1 —J)L KIZCI S5 —1)
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nNEHYR—MTI2RENDWIGEIL. Cluster Samples Operator % Cluster Samples Operator
BREA TV Y D Removed ICEREL 9,

# = )
Cluster Samples Operator (&, 41 X—Y A M) —LDA VR— MIKELKIBE

ICT7 5— MEFITLEIH. Cluster Samples Operator I EHRICEHITY 535
BbHNniE, ThoEBRITLTVWAVWEIICRAZBAEHY FT,

openshiftnamespace D7 7L —hDEZLIEFA A=Y A MN)—LESRLET, TDE
. Removed #FHALTA X =Y AN =L ETVTL—MNDODEAERET D E, A A=Y
AN =LDOVWTNIDRELTVWREDICT Y TL— M EBICHELAVWESICT YT
L—bOFEAZHITT SREMEI ALY T,
ABI. YR T—IZRET21HDI R —DHfE
FY NT—ODHRINEZREEZFEHRATS7 79 —E, RedHat Y R—MNADT NNy V7—% %5
TBHIC. T 74V MO must-gather 1 X =2 %4 ViR— M T 2RENH Y £9, must-gather 1

A=IRFTITAIVRTAVR—FINT, XY NT—IDFHIRINAELRREDI Z XY —1E, VE—HKY
RYNMN)—DORFDAA—DETIVG Z72DICA VI —y MV EATEEEA,

FIR

. T5—LYRAMN)—DEFEIN D CA % Cluster Samples Operator 5RED—E & LTI T R
H—DAA—=IREA TV MBMLTWARWGEIZ. UTOFIEEZEITLET.

a VIRI—DAA—VREF TV MFRLET,

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

b. V3R —DAX—IUREATITI MI. IT—ICBEBEREFEINSD CAZEMLE
ER

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

2. A VA= RAO—RKMNSFT T #)L D must-gather 1 X—I %A ViR— ML E T,
I $ oc import-image is/must-gather -n openshift

oc adm must-gather 1< >~ RDEITHIC, LLFOHID L S IC —-image 75 7 2fFRAL. R4 O— KA
A=Y %SRLET,

I $ oc adm must-gather --image=%$(oc adm release info --image-for must-gather)

4.14. CLUSTER SAMPLE OPERATOR A A —Y A N — L% T DO EEAR /2
4 VR—MNDEE

FLWA=U 3 U HEAREICAR 2T EZILA A=V A N) =LY TEERNICA VR—F T B2 &
T. Cluster Sample Operator 1 X =Y DEFFH/N—V a3 VILBICT IV EATESR LD ICRYET,

m
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Fia

1. ROOAT Y R%EZETL T, openshiftnamespace DIRTDA X —Y A MY —LZRELE
ER

I oc get imagestreams -nopenshift

2. RDAX Y R%AEFTL T, openshiftnamespace DITRTDA A=V R KN) —LDY JEERF
LEY,

$ oc get is <image-stream-name> -o jsonpath="{range .spec.tags[*]}{.name}{"\t'}{.from.name}
{\n'H{end}" -nopenshift
UFICHZERLEYS,

$ oc get is ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}{.name}{"\t'{.from.name}{"\n'}
{end}" -nopenshift

H A B

1.11 registry.access.redhat.com/ubi8/openjdk-17:1.11
1.12 registry.access.redhat.com/ubi8/openjdk-17:1.12

3.RDAR YV RERITLT, AX—=VANY—ALILFEETDZIEYTDA A=Y DERNLA >V
/_.ﬁ’_ I\%Zb-t/“l_)l/bi-a—o

I $ oc tag <repository/image> <image-stream-name:tag> --scheduled -nopenshift
UFICHZERLEYS,

$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.11 ubi8-openjdk-17:1.11 --scheduled -
nopenshift
$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.12 ubi8-openjdk-17:1.12 --scheduled -
nopenshift

DX RIZ&L Y, OpenShift Container Platform I DEEDA A —J AN —L5 T %
EHNICEFHFLE T, COHBIEISRY—2FEDT 74 M THERICEREINET,

4, ROAT YV REETLT, EEHMLABA VYR—MNDRAT V12— VAT -9 RAEHERELZET,

oc get imagestream <image-stream-name> -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

UFICHZERLET,

oc get imagestream ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

H A B

Tag: 1.11 Scheduled: true
Tag: 1.12 Scheduled: true

12
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OpenShift Container Platform @4 ¥ 2 h—JLRIZ, BHED/ —RKIY RV THU S RAY—% X 5ITHGR
L. ZEHICEDETHRITAATEET,

5.RHEL O Ea— <2 2® OPENSHIFT CONTAINER PLATFORM %
ZRAY—~DIEM

RHELOYFEa—F/—RIZDWTEREL, ChaERALET,

S50L.RHEL AYE1—K/—RDIFZRAZ—=~ADEMIIDWNT

OpenShift Container Platform 4.9 ICI&, 2 —%—IC&>TTFAEY 3=V IINBA VYIRS Y

%v % {EH 9 5354, RedHat Enterprise Linux (RHEL) ¥ ¥ YA U S 29 —ARANDI V21— MEi&
—h—< Ve LTHERYT 2TV avhihyEd, 75R9—A0aY bO—ILTFL—V (FkiF

77\& —) ¥ ¥ ~ITIE Red Hat Enterprise Linux CoreOS (RHCOS) ¥ > VA FH T 2 MENHY X T,

A—HY—ILE>2TFAEY I ZVIINBAVISANSVF v —.FRHTEZITRTOSI VA M=ILOD
A, V77AY—TRHELOAYVEa1— b TPV EFERATEERZTIHEICIE. YA T LEHROET
. Ny FDER., FLZTOMDUERIRTDIRIDETESVCARL—TFT A VIV RTLDSA
THAVINVEBBLIUVA VT TV RADIRTCERBICETIZ2HELNHY XY,

HE

OpenShift Container Platform 297 S 24 —AADT Y U NS HIRT 5 ICId. AL —TFT 1
VIVRATLERRT DVBLHBID, VTAY—ITEMT S RHEL ¥ VIZDOWT
BERON—RI 7 ZFERATIVEN DY FT,

HE

swap X E!) —I&. OpenShift Container Platform 7 5 24 —IZEBMINZTRTD

RHEL XY Y CTEMICINE T, TNO5DIYY Y Tswap X BV —2FWIITZ I EET
TFEtA,

RHEL OvEa—hrvovik, O bAO—ITL—VBHEHALELTHOISRI—ICENT 2HELDH
Uij—o
51.2.RHEL OV Fa1—K~/—RODIRTLEH

OpenShift Container Platform IRE ® Red Hat Enterprise Linux (RHEL) A Ea— M FEIEF7—H—<
DUUTOREDN—R I T TTHRBE LUV RATLLRIVOEGZBILLTWBRENHY T,

o F9. BMEWLDRedHat 7H Y Y MIAEMA OpenShift Container Platform 4+ 7 X2 1) 7 5
VHRIFHhIERY FHA, IhHRWGEEIF, BEEBYEICEBAVADELLEIL,

o ERERETCEFEAINDGT—/O0—NIIWIGTZHAVE2—b—/—RZREBETINLELH
UEST, V5RY—BEEL, FEINDZT7—O0—-REHEL, £—/—AY ROHNI10% %
EBINYT2RENMHY T, EREREDHZS. /—FKRAMNDEENRAKBEILFHEEZSZ S
ZEDRBWVWED, TR YY—REEIYLKTEEHIICLET,

o BURTLIE, UTDON—RD 2 7ERZ/mLTWBHREDNHY T,

13



OpenShift Container Platform 4.9 1 ~ X h— L D%

14

o YEBFLIIREYRT L, FIFNTY Y IFRLETZ4R—NIaaS TEITIN B/ VR

2R,

0 R—ZOS:RHEL79 F/&IE RHEL79 M5 87 (RN YA N—IbF T a vfFXx),

BF

RHEL7 d>Y Ea— b< 2 > ® OpenShift Container Platform 7 5 X & —~
DEMITIEHRE QY X L, FEHEDOREEIFKIA & LT OpenShift
Container Platform ICEEN TH Y., 5IE{mIPR— M IhFTH, FER
DESEDY) ) —RATHIBRINZ 72D, FH7T 704 AV NTOERIFHES
nxtA,

F7/7c. RHEL7 QY Ea21—K YV VAERHELSICTZY YL —K$B2&1F
TXFtA, TILWRHELS KRR MNETFT7OA4 THHENHY. B RHEL
7RRANEZRIRT Z2ELHY £9, FMlIE. /—FOBEBEIaVES
BLTLLEIWY,

OpenShift Container Platform TIE#E L o 7o b FIFHIBRI Wi E R
HEEDRFD—EIC DWW TIE, OpenShift Container Platform J 1) — 2 / —
D MRS LUTHIRIhIZBEE /> a Vv ESRLTCEI WY,

o FIPS &— KT OpenShift Container Platform 27 7’04 L T\ 3354, &9 %81IC FIPS
“RHELY Y ECEMICT Z2RENDHY F9, FFMIE. RHEL7 D RKF 2 X > MOD FIPS
E—ROAME 2B L TLKEIW,

8%

FIPS MEEEH/HEITHDEY 2 —JL (Modules in Process) BS54 735 Y —DFEH
I&. x86_64 7 —F T U F ¥ —® OpenShift Container Platform = 704 X > N TOD &Y
/_.R_ I\ -S n—C (A i -a—o

NetworkManager 1.0 LA,

1vCPU,

&/ 8 GB M RAM,

Narl EEL T 7 A IV AT LADERE/NSGB D/N— KT 4 X7 481,

/usr/local/bin/ L7 7 A IV RAFLDERINTGB D/N— KT 4 R 58,

—BETALIMN)—B2ECT7AIVV AT LDR/NIGBD/N—RTFT 4 AV, VAT LD—
Bf7 1 L2 M) —I&. Python DIE#RES A TS 1) —D tempfile EV 12— IV TEEINZIL—IL
ICEDWTHREINE T,

o BYATALIE, YRATLTANA Y —DEMODEREFHLITRBREL,HY T, L& 2L,
75 A4 —% VMwarevSphere ICA YA R—=JLLTW3BHBE, T4 RIIEED AL —Y
HA4RSA4 VIR CTEREI N, disk.enableUUID=true B4 BREINZHELHY F

ER

o BY AT ALIE, DNS THERAIRERKRA NEEFERA LTI S RAY—DAPITY RRA > MIC
TOECATEBZMERAHYET, BEINTWERY NT—0 X2 ) T4 —T I ERE
HE, V5RA9—DAPIY—ERIVRIRAYMADVRT AT IR AHEATHIHEN

HYyFET,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html-single/installation_guide/index
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/performing_a_standard_rhel_installation/index
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/7/html-single/security_guide/index#sec-Enabling-FIPS-Mode
https://vmware.github.io/vsphere-storage-for-kubernetes/documentation/index.html
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B TE R
o J/—RKDHIE

5121 5[AEERERDER

A—H—ANTOE 3=V I924 VIS ANV Fv—%FERHTIH5H. V7 R9—DEF,TIVE
BADT7 IV ZRARHRINDIZD, 1 VAMN—IERICISRY—DIIAEZRLREKR (CSR) DA B =X A
TRETIRENDHYFT, kube-controller-manager l% kubelet 754 7> N CSRDH&%EZE L £
9. machine-approver (&, kubelet ZREEIEHRZ2EA L TERIN B IRUIAZTOEIMLZRIETE X
A, BURIIUDNIDERERTLAENE I DN AR TERWVWLDTY, kubelet IRIEFFEDE
RKOBWMZRIEL, ThOZERTIHEEZHRIL. ERTILENHYET,

5.1.3. Playbook T D7 H DT > » Dl

Red Hat Enterprise Linux (RHEL) 4 XL —F7 4 VY A7 LE LTERAT 2OV - TP V%R
OpenShift Container Platform 4.9 ¥ 5 X4 —|EBINY 2R0IC. #ilc/ — K20 5 X9 —I2EMT %
Ansible Playbook #2179 % RHEL 7 ¥ ¥ VA RBT 2 RELBYE T, COTYVIEISRI—D—
ERICIERY FHADN, VT RI—ILTIVECRATEZHRENHYET,
([} =355

® Playbook #3179 %< ¥ ~IZ OpenShift CLI(oc) #1 Y A h—ILLE T,

e cluster-admin ¥R =HFo>1—H¥—-—& L TAJV1 L TW5,

FIR

1. 25X%—®0 kubeconfig 7 7 1 IVE LUV IV ZRI—DA VA M—=JLIZEALEA VA M—Ib
TOUSLNRHEL7 XYV EILHBI e eHEBLET, ThaRTIT21D20H%EE LT,
VSR —DA VAN =IIFRALEIYY VERUIY YV ZFERTEZIENTEET,

2. %IV, AVvEaA— MYV ELTEHERIBZFEDIRTDRHELKRRAMIT7IVEATES
EOICHRELF T, Bastion & SSH 7OxY —F/IZ VPN OFERELE., FIBT 28 THAX

N2IRTOAEEMRTEET,
3. IRTDRHELFERMADSSH 7V A% FH DI —H—% Playbook LT 5T Y VY THRE
L/i_a—o
BE
SSH #_/\\‘_Z@le DE%{Eﬁﬁjéiﬁé\ 4: 7& SSH T — /I V4 |\—C fi?’%’fd\
ENHY FI,

4, ITNERITLTVAWEEICIE. ¥¥ V% RHSMICES L. OpenShift 7240 S>3y
DT—=INEINIZTYYFLETS,

a. YU VA RHSM ICESHRLF T,

I # subscription-manager register --username=<user_name> --password=<password>

b. RHSM Mo JFI DY TRV ) T avF—9% T LET,

I # subscription-manager refresh
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c. FMIAAEEARY TRV ) Foava—ERRLET,
I # subscription-manager list --available --matches *OpenShift*'

d. ERIOOY Y ROHA T, OpenShift Container Platform %722 1) ¥ a > dF—JL ID
RO, chET79vyFLET,

I # subscription-manager attach --pool=<pool_id>

5. OpenShift Container Platform 49 TWERYRI M) —EBMICLE T,

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-ansible-2.9-rpms" \
--enable="rhel-7-server-ose-4.9-rpms"

6. openshift-ansible z 2O WMERNNYy T —V %A VAN —ILLET,
I # yum install openshift-ansible openshift-clients jq
openshift-ansible /Xy 75— 34 YA M=)V TFOT S L2—FT 1 )T 1 —%RH L. Ansible
Playbook e ED YV T AF —ICRHEL AV Ea1— K~/ — RZEBINT 5 OICHERMBD/NY —

VHEIUVEETEZHRET 7ML ETILLE T, openshift-clients (£ oc CLI Z#2# L. jq /S
=AY R4 ETOISON HAODRRAE=RALEIEET,

514.RHEL OV Fa— KN/ — RD#ERH

Red Hat Enterprise Linux (RHEL) ¥ < > % OpenShift Container Platform 7 5 24 —I|ZBINY % ATIC,
&R R M % Red Hat Subscription Manager (RHSM) IC&8k L. A7 OpenShift Container Platform 4
TR9)FoavaET7IvF L. BERYRIN) —BMITI2RENHYET,

1. ERANTRHSM ICEHERLE T,

I # subscription-manager register --username=<user_name> --password=<password>
2. RHSM DL \IDY TR ) T avrT—89% T LET,

I # subscription-manager refresh
3. FIAREREAY TRV Foava—BRRLET,

I # subscription-manager list --available --matches *OpenShift*

4., BRIOOY Y ROHA T, OpenShift Container Platform % 724 1) o a>vdF—ILID &R
2. Ihaz79vyFLEY,

I # subscription-manager attach --pool=<pool_id>

5 yum YRY M) =% FRTEMICLET,
a. BMICINTWABRHSM YR N — T RTEMICLET,

16
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I # subscription-manager repos --disable="""

b. HYDyum VRIY M) —%—BRRL. repoid ILHZETNOLDEFEAELET (H55

A)o
I # yum repolist
c. yum-config-manager Z{#H L T, Y Dyum YR MY —ZEBDICLF T,
I # yum-config-manager --disable <repo_id>
Frold, IRTOVRY M) —%EHCLEFT,
I # yum-config-manager --disable \*
FARREAR)RY M) —DZWEEICIE. BDORFEALIMINE I ELHY ET,
6. OpenShift Container Platform 4.9 THERQRY R N —DHAEBEMICLE T,
a. RHEL7 / — RDZEIE. UTOURI N —Z2BMICTI2REN HY T,
# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-fast-datapath-rpms" \
--enable="rhel-7-server-extras-rpms" \

--enable="rhel-7-server-optional-rpms" \
--enable="rhel-7-server-ose-4.9-rpms"

R

RHEL7 / — RODERIFIEHEER & 42V . OpenShift Container Platform 4 M5
#®DY) ) —XTHIRINSZFETT,

b. RHEL8 / — RDiFEIKX. UTDVRY N —5BFMIITE2RELHY T,

# subscription-manager repos \
--enable="rhel-8-for-x86_64-baseos-rpms" \
--enable="rhel-8-for-x86_64-appstream-rpms" \
--enable="rhocp-4.9-for-rhel-8-x86_64-rpms" \
--enable="fast-datapath-for-rhel-8-x86_64-rpms"

7. IRA NT firewalld {21 L, #EHICLE T,

I # systemctl disable --now firewalld.service

ya 13!
firewalld (., BTHEMICT DI EETEEFHA, ChERTTIHE. 7—H—
L@ OpenShift Container Platform O 7 IZIE 7 VX TEFH A,

515.RHEL O Y Ea1—Kr I VDI SAY—ADEN

17
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Red Hat Enterprise Linux 24 RL—F7 1 VY A7 L ELTHERAT 2OV E2a -V VA
OpenShift Container Platform 4.9 V S 24 —IBINT 5 &N TEE T,

=S5

® Playbook AT BI I VIIMEBANY S —I% A VA RN=)L L, RELRENMTHOhTWLE
ER

e (VAM—JVHDRHEL AR FZ#fmL TWET,

Fa
Playbook #3173 37-DICHEBL TVWEIY VY TUTOFIEERITLES,

L AYVE2— IV VRAMNBIUBELERZEET 5 /<path>/inventory/hosts & LD &l
D Ansible 1 YRV M) =T 74 IV EERLZET,

[all:vars]
ansible_user=root ﬂ
#ansible_become=True 9

openshift_kubeconfig_path="~/.kube/config" 6

[new_workers] ﬂ
mycluster-rhel8-0.example.com
mycluster-rhel8-1.example.com

Ansible # 27 %Y E—NIOAVYE21— NIV TEFTTII—HF—LEEELTT,

ansible_user @ root =157 L 72 \L\ 54, ansible_become % True ICEREL. 21— —
ICsudo /R—3I v a3 VEEIYLHTIMNENHY FT,

9 5 X249 —® kubeconfig 7 7 1 LAD/INREBELEX T,

o0 09

PSR —ITEBIMTB2ERHELY Y YA —EBRTLET, FRRXMIDWTTELEL K X
A VRBERET DREFHYET, TOEZFIE, VSRI—DNIIVICTIERATB7H
ICERTRZHRANETHBD, IVVICTIEATESBLIICELWAT Yy U FIE
TZ2AR—PMDERIEZRELE T,

2. Ansible Playbook 74 L7 YU —ICBEIL £,

I $ cd /usr/share/ansible/openshift-ansible
3. Playbook #ZfT L £ 9,
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/scaleup.yml ﬂ

‘) <path> ICDWTIE, ¥EM L7z Ansible 1 YRV K —=T 7 A LADIRRAERELE T,

5.1.6. Ansible RA N7 7 A ILDWHIEINT X —4H —

Red Hat Enterprise Linux (RHEL) A Y Ea— kI V%I S AY—IEBMT BHIIC. UTFD/RS X —
4 —% Ansible RA M 7 71 LICEERT 2RELHY £,

18
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ansible_user INZT—RIELDSSHAR—ZADREE%2EF YRATLEDI—F—%H, TT7A4ILME
A9 % SSH A—H—, SSHF—~X—2D |(drootTY,
RAAEAYT 2BE. ¥—% SSHI—
PV NTCEERTIRENDHY FT,

ansible_becom ansible_user OfEA* root TIX/R LG True, {EH True TIXAWISEE, D/
e &. ansible_become % True |2 E SA—H—HE/ELELY, EELELYL
TEIHLENHY., ansible user & LT RWTL IV,
BET 21— —IE/ 27 —RF2LD
sudo 7V B AN HREIC/IR D L D ICERES
NZRENHY £T,

openshift kube 7524 —mkubeconfig 7 7 1 ILAE BRETZ71ILD/IRELHL
config_path Fhd0—HANLTALYI R)—=~D/IR
BIUVI7 7M1V EEEBELET,

517. 7Y 3V:RHCOS AV E1— kI VDI S RY—D5DHEIRKR

Red Hat Enterprise Linux (RHEL) A Ea— kI V%SR9 —ITBML RIS, 7> 32 TRed
Hat Enterprise Linux CoreOS (RHCOS) AV Ea—hY YV AEHIBKRL, VY —RABHRTEET,

=55

¢ RHELOYEa1— I I VEISRAY—ICEBMEFEHATT,
FIa
L. T vD—EAaAXRRL, RHCOSOYFEa1a—<o YD/ —R&AaEHBLET,
I $ oc get nodes -o wide

2. TREFNDORHCOS AV Ea1a—K~ I VICDWT, /—REHIKRLET,

a. ocadmcordon Y RAETL T, /—RICRT Y 2 —)LFRH (unschedulable) D
Y= %[ITET,

I $ oc adm cordon <node_name> ﬂ

‘) RHCOS AV Ea1—hrvYo YD/ —REEEELET,

b. /—RKRWNLITARTDPod%Z KL AV (R LET,
I $ oc adm drain <node_name> --force --delete-emptydir-data --ignore-daemonsets ﬂ

‘D 458 L7 RHCOS AV FEa—hTo YD/ — REEEELZE T,

c. /—RZHBIFRLET,

19
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I $ oc delete nodes <node_name> ﬂ

@ KLY (BB LEARHCOSAYEa— Iy YD/ —RAEEELETY,

3. AVEa— b VD—E%EHRAL., RHEL / — RDAHD’FE->TWB I & aMRBLE T,
I $ oc get nodes -o wide

4, RHCOSY Y VA ISR —DOAVE1— I YOO— RNASUH—DSEIBLET, RE
TYUVEHIRLEY., RHCOSOAVE 21— NIV VOMEBN— RO T T7EBA XA —J{LEY
TXZEY,

52.RHCOS O Ea1— k<> > ® OPENSHIFT CONTAINER PLATFORM
95 RY—~DEM

NRT X5 )LD OpenShift Container Platform 2 5 X 4 —IZ Red Hat Enterprise Linux CoreOS (RHCOS)
AVE1—- MYV EBMTEHIENTEET,

RPAGNWNA VI SANSTIFv—ICA VAN =ILINTWEISRY—ICOAVE1I— NIV EEMN
IBHEIIC, TNDNMERAT S RHCOS YU VAR T BAMENHYET, ISOM A=V FERY T —
JPXET7—bMA@FRLTYYVEFERTEET,
5.2.1. BiiR &4

0 USRI —ARTAZIVIAVAKR—=ILLTWES,

o USRAY—DERICER LA VR M=ILXFT 1 T & &LV Red Hat Enterprise Linux CoreOS
(RHCOS) 1 A —=IUhh b, TNLD7 714D RWVEEIE. 1 VA M—ILFIBICE>TZh
LRI IMNENDHY FT,

5.2.2.1SO 4 A —Y %{FH L7<EBIN®D RHCOS ¥ ¥ ¥ DERK

ISOA X—=Y%FERALT, R7PAZYILY SR —DEIMD Red Hat Enterprise Linux CoreOS (RHCOS)
AVEL—- MY VEERTEET,

GIE= Sia

¢ JSRH—DIAVE1—FIIIVDIgnition REZ7 71D URL ZBRIELET, TDT 74
NAYRAM=VBEICHTTP Y —N—[L 7y 7O—RINTWVWBIRELNHY T,

FIa

LISO774)AFERALT, BMOOIYEa1— K IYVICRHCOSHEA VYA MN—ILLET, 75
A —DAVAMN=IHEIII Y VEERT BBEICERB LEZOERBUAEEZFRLET,

o FTARIVICISOAM A=V HEXIAH, INEEERZELET,
e LOMA YA —TITAARTISONFAL Y hAFARALET,
2. AT avEaEEELREY., SATEEY—4VRAERELAZYETIC, RHCOSISO 4 X —

EREBLET, A VAM—F—DRHCOS 4 JTRIETY IOV T NEBETH2DEH/HL
i’a—o
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R

RHCOS A YA M—ILDOEENTOERAFKL T, h—XIBIBAEBMTEE
I, L. TDISOFIETIE, A—RIBIEAEEBIMT KDY IC, ROFIE
THEERT 5 & D IC coreos-installer A< Y RAFEHTAIUNENHY 7,

3. coreos-installer AYv > REETL, 1 VAN =Bl EFLIF T aveEEELET, D
m<EH, /—RILTDIgnitionREZ7 7M1 IV %ESBITSHURL &, 1 VR M—=ILEDT /A
2ERETI2HENDHY FT,

$ sudo coreos-installer install --ignition-url=http://<HTTP_server>/<node_type>.ign <device>
--ignition-hash=sha512-<digest>

'D A7 21— =AM VA M =L EETT 27DICNER root HERI W=, sudo =&
FAL T coreos-installer ¥ RAZETTE2HELHY T,

‘9 --ignition-hash & 7'~ 3 V&, Ignition & E 7 7 1 JL% HTTPURL ZfEA L TEE L. 7
Z2R89—/)—RDIgnition FRE 7 7 A L DEFEE LRI T 27-HDICKLETT, <digest>
i, SEDFIETEYS L7 Ignition E 7 7 4 )L SHASI2 ¥4 Y T A M TY,

R

TLS 2T % HTTPS —/"—%Z A L T Ignition BRE 7 7 1 L Z1RHET 2
ENH B%E L. coreos-installer = 3£179 2 RIICHEREREERE (CA) &Y AT A
EFERANTIEMNTEET,

LLTFoFITIE, /devisda T/8N AADT— A NS T ) —ROA VA MN—JLEHHL F
¥, 7T— MRSV T/ —RD Ignition BET7AIVIE,. IP 7 KL R 192168.1.2 THTTP Web
P—N—Hh5WEINET,

$ sudo coreos-installer install --ignition-
url=http://192.168.1.2:80/installation_directory/bootstrap.ign /dev/sda --ignition-hash=sha512-
a5a2d43879223273c9b60af66b44202a1d1248fc01cf156c46d4a79f552b6bad4 7bc8cc78ddf011
6e80c59d2ea9e32ba53bc807afbca581aa059311def2c3e3b

4, ¥2vDAVY =)V CRHCOS A VA M—ILDEBAERLET,

BF

OpenShift Container Platform @4 ~ A h—JLAFAT ZEIIC. &/ —KTA v
AMN—=IDEIMLTWDR I EERRLET., 1 VAL TOEREZERT S
E. RETDHHEEEMEDH S RHCOS A VA M—ILDOBEBEORRAEETSHLETEH
‘’IBET,

5. L TSR —HDEBEMOOAVYEa— MYV AEERLET,

5.2.3.PXE F7=I& iPXE 7— MIC & 380D RHCOS ¥ ~ DYERK

PXE £72I&iPXE 7— R &2FEBA LT, RT7 XYLV S5RY—DEBI®D Red Hat Enterprise Linux CoreOS
(RHCOS) AvEa— b IV VBEERTEET,

=55
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o VS22 —DAVEaA—KIT VD IgnitionFREZ7 7M1 ILDURL ZEVELET, D774
PAYVARN=ILEICHTTP Y —N—IC 7y JO—RINhTWBIRHELHY FT,

e VSR —DAVAKN—IVEEICHTTP Y —/NN—IC7v 7O— R LA RHCOSISO M X—Y, E
I N7/ A %I BIOS, kernel. & & initramfs 7 7 1 LD URL B85 L £,

o 1 R b—JLBFIC OpenShift Container Platform 7 5 249 —D< > Y = ER T 2 7=DIZERA L
TEPXET—MNYVISAMNSVFv—ILT IV EZATEZHENHYET, RHCOSDA VR
h—IRICTOVEAO—ALT A RIDLEREBTEIHENHY IT,

e UEFI Z#f#A 9 %1% A. OpenShift Container Platform @4 ~ X b —JLBFICZEE L 7= grub.conf
77ANIKT I EATEET,

FIR
1. RHCOS 4 A —Y M PXE £/ IPXEA YA M—ILAEEICITONTWS I & %R LET,

o PXE DiFH:

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

HTTP 4 —/N—IC 7y 7O— K L7514 T kernel 7 7 1 JLDIBZFARAEFEEL X T,

HTTP #—/—IZ7 v 7AO— K L7 RHCOS 7 7 1 L DIHZATZIEE L £, initrd /X
ZA—4—IEZ 4 Jinitramfs 7 7 1 JLDIZFATH Y. coreos.inst.ignition_url /35
A—4—{BIET—H— Ignition FRETZ 7 1 ILDIFFITH Y. coreos.live.rootfs_url /3
FA—45—{BIEZ 1 T rootfs 7 7 1 JLDFZFTIC/Y FF, coreos.inst.ignition_url
B L U coreos.live.rootfs_url /X5 A —4 — [ HTTP B LUV HTTPS D& %EHR— KL
7,

®9

CDF/RETIE, IZ740NAVY—IVEERTZII YT TLAVY—LTIEREZBMICLE
A, BIOIVY—ILEFZRET SICI1E. APPEND 17121 DLAED console= 5|8 ZEBMLFd, & X
i¥. console=tty0 console=ttyS0 %#iEiML T. XD PC L) PIR—+ E2TS4< Y-V —J
ELT, V5 7q4A0avY—=IEatLAVF)—aY—ILELTHRELZET, FMIE. Howdoesone
set up a serial terminal and/or console in Red Hat Enterprise Linux? &8 L T 72X Wy,

e PXE DiFAE:

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.inst.install_dev=/dev/sda coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.<architecture>.img

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.<architecture>.img

(2]
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FEEA VAN —NLED/—KYRY
HTTP 4 —/N—IC7 v 7O— K L7 RHCOS 7 7 1 ILDIFF&EIRE L £ 3, kernel /35
A —4—{ElX kernel 7 7 1 JLDIFFATH Y. initrd=main B|EL UEFI > AT LA TOEE
Qg HTTP H—/N\—(C 7y 7A— K L7z initramfs 7 7 1 L DGFAEIEEL X T,
DERETIE. V75 714H0AVY—IVEFERTEZIYYTY)TZIIAVY—ILTIERAEEMCLE
’df/u AMOIAVY —ILAEZRET 521, kernel 171 console= 5|8 %A 1 DL EEMLE T, =& &%
i¥. console=tty0 console=ttyS0 %#iBi L T. XD PC L) I R—+ E2TS4<Y)—avY—J

ELT, IS5 74h0avy—IbatEAYY)—a Y —)LE LTEHRELET, ML, How does one
set up a serial terminal and/or console in Red Hat Enterprise Linux? &8 L T 72X W,

L. PXEFXRWEIPXEAVI7ZARNS IV Fvy—%2FERALT. V753RY—ICHERIAVEaL -
VEERLET,

524.7%> VDIBAEERERDEKER

ROV EYDSRAY—ITEIMT BERIC BIMLEZZRETROIT VIZDWT 2 DDREA %%@iﬁig%
B3R (CSR) BEMINET, TNODCSRARBINTVD I EARRBT 2h. T EBELES
ThOEEBLTLEIW, BIIKISAT7 Y MEKREEEL, RICH —A—%T%%%Téﬁﬁﬁ%
L) i’a—o

AR

o IIUUNITRI—IZEMINTWVWET,
Flia
1. 757\’y—7§“7°/‘/75:m5&bf\/\%> t%ﬁ&;u L/i-a—o

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.22.1
master-1 Ready master 63m v1.22.1
master-2 Ready master 64m v1.22.1

HAIKIER LT RTOT Y UA—EBRTRIINE T,

R

EROBAICKEK, —ED CSRAERBINDET, 7—hHh—/—K(7—Hh—
J—RELFEND) BNEFTNAWVEENHY T,

2. 1%%¢U)DIEEH$§%%T (CSR) %Eﬁﬂlb\ l/ 7 7X& _‘uLjJ[] Lt%n%ﬂ@V P4 /0)7 7’{ 7’
v B LY —/R—FEKIZ Pending F7z1& Approved 2 7 —4% ANRRINT WS Z & &R
L/i-a—o

I $ oc get csr

H A B
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NAME

AGE REQUESTOR CONDITION

csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

CDBITIE, 22DV USRI —ICBIMLTVWET, CO—BITIEISIIZ S DERE
N7z CSRARTRINZHAEMELHY £7,

D BINLET Y Y DREBHOD CSR TRTH Pending R 7—4 ZIT/R > 712IC CSR MR I g

WIBEICIE. 75 R9—T2 VD CSRZARBLET,

pa )

CSROO—7T—2 avVIFBEMICEITIND D, VTR —IITY v %ZEM
BIBFRELIARIC CSR Z &SR L T X W, 1TEBURICER L AWGEICIE, i
BEDO—F—rarvhiThh, &/ —RIC3DULDIERAENEET S LI
BYET, INODAREITRTEZRRTILENHYET, V4TV D
CSRAEFRBI N 7RI, Kubelet I(IRMHEIBAZEDEH 4 — CSR ZER L &
T, JhIKIE. FEROERRIVEICRY FT, RIL. BHORBIEMEOERE
K&, Kubelet B’EIL/NT X —4 — %R DHFRAAEEBERT 5B IC
machine-approver IC & > TEHEMICEKREINE T,

R

RT7AINE LMD I—F—IlL>TTAEYaZVITINBI VTSRS
DFv—1REDII YV APITRBVWTSY N7+ —LTEFTINTVWDEI R
& —DIFHE. kubelet IRMHFIAAZE K (CSR) ZHFMICEKR T 2 AEZERKT S
BEIHY T, ERNERBINLWEE, APl —/N—»DH kubelet ICHEEHT T 2
BRICIZHEIBAZE N NBTH S 728, ocexec. ocrsh, L Woclogsa<v >V K
BEBICEITTEEEA. Kubelet TV RIRA VY MIT IV ERTZEEICIE.
DERAZEDEBIVETY, COHAERHMCSRDBEZERL, CSRH
system:node 7z (& system:admin 7' )L — 7 ® node-bootstrapper t—E 2
TATYMIE>TREINTWE I 2MHRE L. /—ROTFATVTAT4—
B LET,

o ZTNLZMERICETET BT, TRENOAMECSRICODVWTLUTOIAYY RZETLE

ER

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names 1, IRITD CSRD—EHM 5D CSR DELEITT,

o INTDREBHPDCSRZERT BICIF. ULTFOIYY FERITLET,

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve
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R

—EB®D Operator I&. —FD CSR NERINZ X THATIRVATBEMELH
YEd,

4. V54TV MBERKDVERBINLDS, V53R —ICEMLEEZTY VDY —N—FKZMHET 5
REIHY FT,

I $ oc get csr

HhH
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

5 FYDCSRAERBINT, ThHH Pending RT—F RICHDHBE. VI7RI—IIUD
CSRZEEL T,

o ZTNLZMERICETET BT, TRENOAMLECSRICDOVWTLUTOIAYY RZETLE
-3—0

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names 1, IRITD CSRD—EM 5D CSR DELEITT,

o INTDREBHRDCSR ZERT BICIF. ULTFOIYTY FEERITLET,

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. TRTDIVSATYNEBLIUVY—N—D CSRIERBINLEIC, IV VDRTFT—HI AN
Ready IC72YW ¥, UTFDOATY RERITLT., ThEHIALET,

I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.22.1
master-1 Ready master 73m v1.22.1
master-2 Ready master 74m v1.22.1
worker-0 Ready worker 11m v1.22.1
worker-1 Ready worker 11m v1.22.1

pa )

H—/N— CSR DEFRRICY Y VD Ready R 7T — 4% RICHITT 5 X TICHD DB
BRI DBHZEDDHY XS,
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BIER R

o CSR MFF#AIE. Certificate Signing Requests Z&HR L T 72X W,

53. XU UANINRF v IOTTOA4

IVUANIAFTYIICDODVWTHERL, CheaF7O4LET,

BF

EELTYVEBBLIUORT - U THEEIL. VU APIDEEEL TWE YIS RS —T
DIMMFRATZIENTEEFT, 21— OEEVa=V I LAV ITISAKNSY
Fy—5FEDUSRI—TIX, YV VAP A FATLZ-DICEBINDRIEERENVET
_a—o

AVISANSIFY—TS5SY NT3—LFATHnoneDIS5RY—IF, ¥ API
HEEATEXZEHA, COFRIZ. 75RAY—ICEHINTWVWBHETY U, T DR
EHR—KNTBTSYNTA—LICA VAN =ILINTWBFEAETEERAINF T, &
DINSG A= —F, A VAN BICEETRZEIITEEEA,

DSRAI—DTSY N IT+—LHATERRTBHICIE, UTFOaATY REERTLET,

I $ oc get infrastructure cluster -0 jsonpath='{.status.platform}'

5313 VDANIVAFTVY
TVVDANIVAF IV ZIRBEEDY Y Y T—ILDEETIEAVWT Y Y AHEMNICBELE T,
IYVVDEEMEERTDICIEK. VY —RA&5EHRL, Y O—5—0DHREEZEELE T, 59H

NotReady X 7—4% ZIZ9 % Z &¥. node-problem-detector ICKIGHARFLEERTTE I E. HLV
ERIDZ—EDOIYIVDINVRE, FrvITHRGZRELETT,

5T

TRARY—O—ILDHBEIVVICIYIUNIVRAF IV ABERTIDZIEETETEE A,

MachineHealthCheck ') YV — X 4B 4233 NA—S— I ERFADAT—IYREF v LZE
T IVUDANILRAF TV VICKBLEBE. 2O VIZEENICREIN, TORDY &ERBTY
VHERRINE T, v UNEIBRI NS &, machine deleted 1 XY MARRINZE T,

T VDHIRICK DMIEMNAHEAFIRT 2/-HOIC, AV MO—F—E1EIC1D2D/—RKRD&HE KL

1Y (BB L. ThEHKRLET, x>0 —4 v N T—)LTHAT X125 maxUnhealthy L X WME
HERIZBOEETRWI D UL H BIHE. BENMEILET DO, FENLDZ2NALTEICRY FT,
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= a-o]
HALT I MIDODWTERRWVREDIBETHY, 7—70—REEHZERBLTLE
T LY,

o SALTYNDEENRSRZE, ERTRVWYY YOI —O0—RDII %
1 LNRSBEDAREDNDHY T,

o YALTIINNETEZE, BERIL-—THELCIAREENHY FT, L&A
&, NotReady R 7— % R &R T 27=ODY A LTI MIDWTIE, w2 UN
BB TOELRERTTEDSLD KT RKEERET I2HVENHY T,

Frvl%EETBHICE VY —RZHRLEY,

5311 Y UANILRF v IOT7TO41 BDOFIR
IVUANVAF Y I T TO14TDRICEEIARNEGIREEIHY T,
o TIUVEYIMNDEIETATIY VDAL TY UAIRF IV IICL>TEEINET,

o O MO—ITL—URIVIRBEYR—MINTELT, TNOHINEETHRWNESICEBE
INEHA,

o I UD)—RKNIZRAY—DLHIBRINDHZE, IVUANIVRAF IV IETYUNEETIK
BWEHRBRL, T<CICThEBELET,

e nodeStartupTimeout DRICT L Y OWILT D/ — KRNI R —ICMbLRWEE, vV
FEBEINFET,

e Machine )Y —2RX 7 = — XM Failed DBE. ¥ VIFTCIBEINET,

5.3.2. > 7°JL MachineHealthCheck ') ¥V — X

RPAGNVEBRLTRTDYI T RR—Z2ADA >~ A N—JL% 4 7D MachineHealthCheck ') ¥V — X
&, LFOYAML 7 74 )LD &S ICRY FT,

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example 0
namespace: openshift-machine-api
spec:
selector:
matchLabels:
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> 6
machine.openshift.io/cluster-api-machineset: <cluster_name>-<label>-<zone> ﬂ
unhealthyConditions:
- type: "Ready"
timeout: "300s"
status: "False"
- type: "Ready"
timeout: "300s"
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status: "Unknown"
maxUnhealthy: "409%" ﬂ
nodeStartupTimeout: "10m"

‘D FIOATEIVUALRF Y IDGEAEELE T,
Q"B%IwO?éﬁgwﬁévvyf—w®5~w%%iLi?Q

B 27ty M <cluster_name>-<label>-<zone> XX TIREL £9, =& x X, prod-
node-us-east-1a & L £ 9,

€"3/—F®%%®&4A77F%@%%EbiTo&4A77F%ﬁ®%#ﬁ%k§hét\79
VIBEINE T, 91 L7 70 NOREIRS LD E, EETRVWIYYDT7—20—RKRDY D
VEA LR BDABESELNHY FT,

Q =5y NT—ILCRBIBETEZY VORAERELEY, ThidN—trF—IF 38
ELTHRETEEY, EETHRVTYY VOHH maxUnhealthy THRES hi-5IRZ B2 3154,
BERERETINIEA,

@ IVVHNERETHWEHRIINDHEIIC, /— KRBV SRI—IZBMTBETIYIIUANILAFIVY
NETIZNEDHBYM LT NI EEEELZ T,

pa )

matchLabels [EH L FTEH Y TN TH DD, FEO=—XIZIHELTIY VY TIL—TF
EIXvEVITTIRERHY FT,

5321L I UANNRF Y IICL BEED—BREIL (short-circuiting)

—BFZ1E (short-circuiting) BERITINDZ I EICE Y, I VDANIVRAF TV IIE I T RY—DIEERE
BICDOHII VBRI HLDICRY FY, —BHZLE (short-circuiting) (&, MachineHealthCheck ')
Y —Z2® maxUnhealthy 7 1 —JL RTEREINZX T,

dA—H—H< > > DEERIC maxUnhealthy 7 1 —J)L RD{E% EF T %% 4E. MachineHealthCheck
i& maxUnhealthy DfE%, EETHWVWEHBITZ29 =45y NT—ILROTY VEERBLEYT., EF
TRWT LV O#H maxUnhealthy DFIRZ B A 2156, BEIERETINIEA,

BF

maxUnhealthy 238 E X N TWRWIEE, B 100% ICT 7 2L MEEI N, T2 Vid
V529 —DREBICEAFRREBEINET,

#t07% maxUnhealthy {EiZ. 77049 %9 529 —D#HES. MachineHealthCheck A5 d %~
DUDBICL>TEAY ET, /& 2L, maxUnhealthy A FER L TERDO 7RI SEY) T4 —V—
VETEBOTI VY MIRBTE, V—r2fMKbh 3 &, maxUnhealthy DFEEEICLY 7T R
Y —HATEMDBEZRESIENTEXT,

maxUnhealthy 7 4 —JL REZEBH X E/NRX—tErT—JDVWTNHICERETE F 9, maxUnhealthy O
BICL> T, BEORENERY FT,

5.3.2.1.1. #axt i % fEF L 7= maxUnhealthy D&%

maxUnhealthy #* 2 ICEREI N D546
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¢ 2DUUTD/—RAEETAWERIC, BENETINET,
e 3DLED/—RHINEETRWEEIF., BEIIETINIEA,

INOLDEIF. TSV UNILVAFIVIICE>TFIVvIINETY VHERBEDETT,

5.3.21.2. /83—t Y7 — %A L 7= maxUnhealthy D&%
maxUnhealthy 5* 40% ICEREI N, 25D UM F v I INBIHE:
e OUTD/—RAEETRWGEIC, BEAERITINIT,

e NMULED/—RAEETRWGSIF., BEEEITINIEA,
maxUnhealthy 5* 40% ICEREI N, 6 X UDNF v I INBGHE:
e 2DUTD/—RAEETRWGEEIC, BENEITINIT,

o 3D ED/—RHPEETRWVGEIX. BEEIETINIEHA,

R

F v 7 I3 maxUnhealthy ¥ 2 QEIGHABETIIAWEE., YV VDFRAINS
HIZTVIBETONET,

5.3.3. MachineHealthCheck ') ¥ — X D{ERX

9528 —IC, TRTD MachineSets ® MachineHealthCheck ')V — X A2 {Eficx 9, Jv hO—
WTL—rvovaESH—4y N&T 3 MachineHealthCheck ')V — R AT 22 & IFTEFH A,

AR

¢ oCAVYRIAVA VI =T AR A VAM=ILLET,

FIR

L IVUANILAF Y I DEE%SE healthcheck.yml 7 7 1 L EER L £,

2. healthcheck.yml 7 7 1 L&V S A9 —ITEBLE T,

I $ oc apply -f healthcheck.yml

534.7%2 0ty NOFEICLBRT—Y VT

IVVvEY NDIT VDA VRIYVRAZEBMLIZY., BIBRLIZY T2URENHZGE. YO VvEY M
FETRT—Y)VITEEY,

AEOHAY YV RAE, BEIWCEEEINS A VA MN—5—T7OEEYa =V IINDdZAVITISANSY

Fv—DA VAN —INEELEFT, 1—HF—IC&>TFAOEY 3V IINBAVITISAKNS Y
Fry—DARITAZXINTZAVAMN=ILIZIETYVEY RBHY FHA,

AR

e OpenShift Container Platform 7 2 X4 —8&L P oc AYVY R4 VA VA M—ILT BT &,
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e cluster-admin /A—3XI v 3V aHI21—H—& LT, ocllOTM1 T 3,
FIR
L. VA9 —IlHBIvEy baRRLET,
I $ oc get machinesets -n openshift-machine-api

<> vt v M <clusterid>-worker-<aws-region-az> DR CT—EXRRTINZE T,

2. VA —HNILHBTIVERRILET,
I $ oc get machine -n openshift-machine-api
3 HIBRT B VICERERELE T,

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. HIFR9 %/ —RZDBEL TRRIRL T,

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. Xty bR —)VITLET,
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api

Frld, UTFZRTLET,

I $ oc edit machineset <machineset> -n openshift-machine-api

Erk
Freld, AFOYAMLZBRALTY Y vy MR-V 3528 TEET,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

IO VEY NERT—IVT Y TERERAT—ILI IV TEZT, FIR UL FIAEAREICRD
FCHODEEILIMNY FT,

WEE
o HHMOTYYVDHIBAEERELZ T,

I $ oc get machines
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535.v vty NETVUVERET-IDHEESRICDOWVWT

MachineSet # 7> ¥ hd., 757 KFklEF~v> >y 7OnNA ¥—ICET % OpenShift Container
Platform / — K&k L £ 9,

MachineConfigPool 4 7 = ¥ hiZ& Y. MachineConfigController 1> R—%x> MO T7 v T L —
RDAVFTFARTIYYVDRAT—IR%ZEHL, RETEDLDICRYFT,

MachineConfigPool + 7Y = 7 NI &Y, 1—H—E< > VEE 7—IL D OpenShift Container
Platform / —RIZ7 vy 77 L —RKEZBRAT 2 HEA2BRETETET,

NodeSelector 7 7~ = 4 M & MachineSet # 7 9 N NOSRBICBEXRZZZIENTEET,

54,/ —RERZANMIDODWTOHETS V74 R

OpenShift Container Platform / — RDERET7 7 1 VIZIE, BEERA TP aVvHAEFhTVWET, &
Z 1. podsPerCore & & U maxPods D2 DD/INF XA —8—|F /) —NICR7 Y 1—)LTE S Pod Dix
A =HELET,

WADA T avhHFRINTVWBRIEES. 2 O20EOEWVADEICEY., /— RKED Pod BAFHIBRI N
F9, CNODEEBADE, UTORENELCDIHBEMELHY £,

o CPUEHXDIEKX,

® PodDARTYa— )V IDREENMEL 25,

o (/—KRDAEYN—BILL>TU) AE)—FREDIF)AHEL BTN,

e P7RLADT—ILEHET %,

o )Y—2ZADA—N=TIv b, BLVINIKLBT7TYVT—230DRT7+—T YV ADET,

BF

Kubernetes Tld, B— YT+ —%RET % Pod IXFERICIF 2202V FF—%FA
LEd, 22BRAVTFH—EEEOI VT F—DEEFICRY NT—V Z/RET B
DIFERAINE T, TDED, 10D Pod ZFHAT 2L X T LTI, ERFICIF2003 Y
FTF—DNEITINTWB I EICRY T,

pa

2S5 RTANAT—H5DT 4 A2 10PS 2Oy Y v I CRI-O & U kubelet 12
HEABEZDEAREMEADHY ET, /— REICZHD 1/O EHE Pod NAEITINTWSIG
B, TNLIEA—NN—O—RFTZEEELrHYET, /—REDT 1RV 1/0 =EEH
L. 7—20—KRRIK+DRRI—Ty NeFDORY) 2a—L%5FHET I ENHEIN
7,

podsPerCore I&. /— RO 7Oty H—JF7HHICEDVWT/ —RKARITTEX S PodHAEHRELET,
ez, 470y —a7%BEH L7/ — KT podsPerCore N 10 ILREINDIHBE. D/ —
NTEFRII NS Pod DERAEIZ40ICRY X,

kubeletConfig:
podsPerCore: 10
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podsPerCore % 0 ICERET B &, ZDOHRIRNEMICAY £, 774 ME0TY, podsPerCore &
maxPods 82 5 Z &N TETEH A,

maxPods (. /— KD 7ONRTF 4 —IIhDb5T, /—RHPERITTED Pod HEEEEICKELZE
£

kubeletConfig:
maxPods: 250

5.4.1. kubelet /X5 X — 4 — % #{RE&E T % 7= D KubeletConfig CRD D {ERK

kubelet 5% E &, IRBFR T Ignition FEE LTI ZIMEINTWS 0, BEERETHIENTEE
9, 7272 L. FHHE D kubelet-config-controller £ Machine Config Controller (MCC) ICEBIII N E T,
ZhiZ& Y, KubeletConfig 1R % L)Y —X (CR) Z{FA L T kubelet /ST XA —4 —%IRETEXE
ER

pa )

kubeletConfig = 7> 2 D7 4 —JL KIZT7 v A b 1) — A Kubernetes H &5 kubelet
ICEEEIND O, kubelet (TN 5 DE%EBEEIREEL £ 9. kubeletConfig 4 7> =
J MIEMREICEY, V52— —RHPFATERIARYET, BWARE

l&. Kubernetes RF a2 XY ZHBBLTLEIWL,

UTDAA TV RESRLTLEI W,

o IIVVRERET—INIEIL, TDT—IVILIABREEREA TR TEH T, KubeletConfig CR
EIDERLET, BLAVTFUYETRTOT—ILITERL TWBIBEICIE. IRTOT—
JUIC KubeletConfig CR % 1 D2 I3 SR ET 2 ELIHY X J,

e FIF D KubeletConfig CR =&k L THIEDREZRET 2. BRI EICHHE CR 2 EKT
ZROYICHROZELENT 2HELNHY £T., CREERT 2DIE, IOV VEES—I
AERT DIGE. FLE—BHNLATELENE LEAZEEDHAEDHCL T, EEETICRYT I
ENTEBEDICTRIEEZBEOLET,

o MHEILT, V7R —T&IC10 ZHIR L. HE D KubeletConfig CR Z{E L £9, &%
® KubeletConfig CR IC DWW T, Machine Config Operator (MCO) I& kubelet TEEMI 172~
VUREEFERLET., TNEROEKED CR T, Y MO—5—EHFOEREI T W FI
@ Kubelet v~ VEREAER LT, 7c& 2L, kubeletv> VERELNH Y. TOEEFFH -2
DIFGEIC. JRD kubelet v~ VEREICIE -3 SNET,

YU VEREEEIMRT BBAIK. FIREBIALVWELIICENSAVDIEFCEIBRTI2RELrHY FT, /=
& ZIE, kubelet-3 ¥ VERE%. kubelet-2 ¥ VR EEHIRT DEIICHIRT Z2HELNHY FT,

Pz
R kubelet-9 D7 > VERELH Y. 5D KubeletConfig CR = EK Y 2I5H I
i&. kubelet ¥~ VEEEN 10 REDHZETEFMMY Y VEREIMMERINFH A,

KubeletConfig CR Dl

I $ oc get kubeletconfig
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NAME AGE
set-max-pods 15m

KubeletConfig ¥ ¥ V& E % = d HI

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LTFOFIBIXZ, 7—hH—/—RT/—RKHEYDPod DEREEBRETDIAHEETRLTVWET,

AR

. BRET S/ — K91 TDEHR MachineConfigPool CR ICEIE[ T SNSRIV EERFLE
T, LTFOVWTNADFIEEETLET,

a. YUVRRET N ERRLET,
I $ oc describe machineconfigpool <name>
UFICHZERLET,

I $ oc describe machineconfigpool worker

H A B

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

Q SRILDEMINZ &, labels D FICKRRINET,

b. INILABFELBVWGEIE., F—/EORT7ZEMLEY,

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

FIR

L Ihid, BRIV VBREA TV M ERTLET,
I $ oc get machineconfig

F 74 NT, 2 D0 kubelet BAEDELE T % 01-master-kubelet £ & U 01-worker-kubelet
ERIRTEET,
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2. /= RHiY DmKPod DIREDEEZHARL T,
I $ oc describe node <node_name>
UFICHZERLEYS,
I $ oc describe node ci-In-5grgprb-f76d1-ncnqqg-worker-a-mdv94

Allocatable X ¥ > %' value: pods: <value> 2% L £,

5
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3. J—H—/—KRT/—RHEYDERKRDPod #XET BICIE. kubelet REZSLHRY LY
V—RT7 74 EERLET,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

ﬂ Machine Config Pool ™5 X)L AN L F T,

9 kubelet S8 EAZEBMLEFT., ZOHITIE. maxPods 2 FAL T/ — RKH7=Y DERK Pod
HERELET,
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pa )

kubelet &N API H—N—EBET2REIE. 1WHLLYDIIT)—(QPS) BL
N—ZMEICLYERYZET, 774/ MED 50 (kubeAPIQPS DI5E) LV
100 (kubeAPIBurst Di5&) 1&. &/ — RTHIBRI N7z Pod ARITINTWS
BEIETDRETT, /—REIKCCPUBLUAEN) =YY —IDB+DILHB
HBEICIE, kubelet QPS BLUN—ZA ML —MNEEHITHIENHRINZE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. INVEFALTT7I—H—DIYVERET—IVEBEHRLET,

I $ oc label machineconfigpool worker custom-kubelet=large-pods
b. KubeletConfig# 7> =V N &ERLZE T,

I $ oc create -f change-maxPods-cr.yaml

c. KubeletConfig 7 7o =¥ PMERINTWB I & %2R LE T,

I $ oc get kubeletconfig

HhH
NAME AGE
set-max-pods 15m

PSR —KHNDT—hH—/—ROFIZL>TIE, 7—H—/ =R 12T OBREEINDD
HEELET, 3D0T7—H—/—KREF DIV SRI—DFEIE. 109 H5 15 9RREHID
DHEREELHY T,
4. TELR /) —FRICERAINTWSEZEA2ERALET,
a. maxPods [EAZLTEIN/-T—H—/—RKRTHRLZET,

I $ oc describe node <node_name>

b. Allocatable 2% VA BDIFZx 9,

Allocatable:
attachable-volumes-gce-pd: 127
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cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 0

ZDOBITIE, pods /8T X —4 —I|& KubeletConfig # 7 = 7 MIRE LEERSE

T3139TY,

5. KubeletConfig # 7Y =V hOZEEERRLE T,

I $ oc get kubeletconfigs set-max-pods -o yaml

Zhid, LTFOBID & S IC True & & U type:Success DAT—FY A &RRFLET,

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

542 . MAFRTDT—H— /) — ROBDERE

T 74 N TIE, kubelet AEDEREAFBEAERT—H—/—RIEATHZAICIDDITVDH
EMEARTOREIZTZZENHFTINE T, KRBERI S A —DIGFE. REODEENMRMINS F

TIKRWEEN DD 2 HENELHY T, TOERDRAE—

LEEITITBHIENTEZET,

FIg
1. worker YV VERETS—ILERELE T,
I $ oc edit machineconfigpool worker

2. maxUnavailable = L EREICRELE T,

spec:
maxUnavailable: <node count>

BF

EZREY BRI, FFARY—TET
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543. v hO—ITFTL—Y/—=ROYA4I VT
AV MO—WTL—v /=R Y —ZDEHKIE. V5RI—AD/ —RBUCL>TERYZET, TV b
A—LTL—Y/—ROYA XDV TOUTOHEARIRG, TAMNMIEREZEVWZZAEOIY bO—
W=V OBEEOHRICEDVWTWEY, AV O—ILTL—VDFRAMTIE, /—REIIHLTE
namespace TV S RA49 —2FICEREAINZUTDOA TV MEEHRL T,

¢ RAX=YRAN)—L

e 3K REE

e 6EINR

o TNENII2DODY—IL Yy hEX IV NTB2Pod LT ADHZ1FTOM AV K

¢ 2DODY—Y Ly NEYIYNTBIPod L) HDHZ 277044V K

o EDTFTTOAAY NEBRTZI DD —ER

o EDTFTOAAXAY NEBRT B3 D2DI— b

¢ 10DY—ILYy N(ZFRHLDOARAD2DFEDODTTAOA AV NTIY UV MIND)

o DDEREXRY T (EFNLDHD2DFEDTTOM AV NTIY IV MEINDB)

7—h—/)— KO ISR —DEH CPU O 7# XEY—(GB)

(namespace)

25 500 4 16
100 1000 8 32
250 4000 16 96

320 bA—LTL—Y /=K (FLEIYRI—/—R)DPHZ2AEETCEEEDI T RY—TIE,
WEFhhD/ — KHZELE, BE). FLIEESHIREETDE. CPUEXE) —DFERAENELEFELE
T, BER, JZAMNEEHERNTEDICV Yy MDY LAERICISAY—IBEHTIEHNRT—R
IKMAT, BR. 2y b7—0, FLEEBERZAVISAINSIFyr—DFHLAVEEIRET
B EHNRETHZEARELHYET, BYD220aAv hO—ILTL—r/—RiE. TR #E
T5LDICEFANETIHENHDYET, TNICLY, VY—RADFERAENI EZFT, Thid. ¥R
& —HERT (cordon). KL A Y (BB Ih, ARL—FT 4 VI RF7asLvtarybO—LTL—>
Operator DEHFH %= EHA T 2HDICERBESIND 2O, 7y 7L —RBEICEEINZBEICARY
9, BEMEYRLEELAVWEDIICTSIE,. O bO—ILTL—Y /) —RTOLEMARCPU S
SUAEY) =)V —RFEARR%E., MATERTEDRKG60% ILHIZFL, FHEORBIIFHTE S
EIICLET, VY—RATRRBICLZEENRY I VYA L&LORTZAHDIC, A baA—ILTL—V
J—RDCPUBLIUXEY —%EEEPLET,

BF

J—=RDYATVTE, VZRI—HAD /) —RBLVCF T bOEITE>TERY
F9, Tl ATV MDEDISRAI—LETT VT4 TIERINZDE D MMIC

SOTHEEQYEY, A7V MOERBFIC, AV A—ILTL—Vid TV
FA running 7 = —XICHBHEEHEL. VY —ROFERARRICEWTEY T I T4
TIRREBICARY FT,
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Operator Lifecycle Manager (OLM) &Y hA—ILFL—> / — RTEIFTIN, OLMDXEY—T v

7YY MEIOLMA Y SRY—LETEEBTZBEDH S namespace BLUVPI—H—ICL>TA VR

hN—JL XN 3 Operator DI L >TERYET, OOMICL Z2EBHR T A CICIE,. av bO—L 7

L=/ —ROHYA X% BUIERET D2HENHYET, UTFOT—FRAV MNE. V5 R5—HKD
TANDBERICEDVWTWET,

namespace 74 RILRRED OLM X EY — a1—#H— Operator 5214 VR

) R—ILXhTW3 OLMXEY —
(GB)

500 0.823 1.7

1000 1.2 25

1500 1.7 32

2000 2 4.4

3000 2.7 5.6

4000 38 7.6

5000 4.2 9.02

6000 5.8 1.3

7000 6.6 12.9

8000 6.9 14.8

9000 8 17.7

10,000 9.9 21.6

BF

LTFDERETDH, EITHD OpenShift Container Platform4.9 ¥ S 24— kO—
WIL—vD/)— RN A XEEBTEET,

o 1—H-—-ATFOEYI=ZV I LEA VAN —IAETA VAN =ILINEISR
&_O

o (VAMN—=—F—|C&oTFAEY a = INFEAVISRANSVFYy—( VR
N—ILAETA VAN —ILINIZAWS VS RY —,

DT RTODERETIE, G5t/ —F#ERBEY., 1 VA M—JLERICHEINZ OV M
O—IL7FL—Y/)—RY A X &FERATIVELHY FT,
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BF

COWEEEIX, Xy NI7—9 554 & LT OpenShift SDN % {#F L T OpenShift
Container Platform 7 SR 9 —TFx v+ TF v —I T —9RA vV MIEDTLWTWE
£

R

OpenShift Container Platform 4.9 Tid, 7 #JL N TCPU 7 (500 X ) O 7) O¥45%
N AT LIZE > TFHINF I (OpenShift Container Platform 3.1 ARID/N— 3 &
EHR), TAXEIhZeZBRICANTREINE T,

544.CPUY X—2 v —DKRE

FIE
L AFvayv: /J—RIZSRNILAEEBELET,

I # oc label node perf-node.example.com cpumanager=true

2. CPURR—Y v —%EMITZ2HEDH %/ — KD MachineConfigPool =#iR&ELET, <D
BITIE, ITRTOT—H—TCPUTR—V v —DFRICINTWET,

I # oc edit machineconfigpool worker
3 IRIVET—A—DI I VERET—IVIEMLET,

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
labels:
custom-kubelet: cpumanager-enabled

4. KubeletConfig. cpumanager-kubeletconfig.yaml, 7 2% ALY Y —2X (CR) #/E L £ 7,
ERIOFIETER LIS NIVESR L, BYG/ — RZHHRO kubelet METEML X
9. machineConfigPoolSelector 7> 3 V&SRB L T ZIW,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

Q@ *Ur—zEELET,
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e nonel MR Y—IE, BBEDOT7A4ILMNCPUT 74 =571 —AF—L%ERERMICE
ML, ATV a—5—rEFNICETITZIEDUNADT 714 =571 —%RFELFE
ho THNIETI7AILNRYO—ICRYFET,

o staticC DR I —IF, BEDOCPUEBKREFE DRIEIN/Pod IOV T+ —%FF
ALET, £/, /— ROHMHM CPUAD TV EREHIBRL 3, static DIFE L.
ZNLFEDsHFRTZ2RENAHY XY,

g 7 a v CPURR—V v —DRABBEELIEELES, 774 ML 5T,

5. EIRY7Q kubelet SR EZ1FR L £,
I # oc create -f cpumanager-kubeletconfig.yami

IhITE Y, CPUTR—I v —HEED kubelet SR EITEIMI N, BERIFEITIE Machine
Config Operator (MCO) A"/ — RZBEE L F T, CPUTER—I v —Z2BMICT 27HICHIRE
HIEIMNEBIEIHY FHA.

6. ¥—Y XN’ kubelet REZMHRLE I,

# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

H A B

"ownerReferences": |

{

"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",

"name": "cpumanager-enabled”,

"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

}
]

7. 7—H—THEHINT kubelet.conf ZFEEZL £ 9,

# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

H A B

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

Q cpuManagerPolicy I&. KubeletConfig CR DIERBFICEZRI N E T,

9 cpuManagerReconcilePeriod (£. KubeletConfig CR D{EKEFICEZINFE T,

8. AT 1 DFLIBEREZEKRT S Pod ZMEML £, RS L VPEKRD CPU DIEIZEEICT S
BENHYET., Ihid. WRO Pod EFDIATHTY.

I # cat cpumanager-pod.yaml
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H A B

apiVersion: vi
kind: Pod
metadata:
generateName: cpumanager-
spec:
containers:
- name: cpumanager
image: gcr.io/google_containers/pause-amdé4:3.0
resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
nodeSelector:
cpumanager: "true"

9. Pod Z{ER L&Y,

I # oc create -f cpumanager-pod.yaml|
10. Pod NS NIVEBEIN/ —RIZRAT V21— )LINTWVWBE I L ZHRLET,

I # oc describe pod cpumanager

el
Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

1. cgroups NIEELKBREINTWE I & 5MRLE Y, pause 702D 7O+ X ID (PID) % B
BLET,

# |—init.scope

| L—1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
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|——ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| —crio-b5437308f1a574c542bdf08563b865c0345c8{8c0b0a655612¢.scope
| L-32706 /pause

QoS (quality of service) & Guaranteed @ Pod (d. kubepods.slice ICEBCEINE T, D
QoS BD Pod I%. kubepods DFT# % cgroups ICEEEIN X T,

# cd /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_ac0f_0a2b62178a22.slice/crio-
b5437308f1ad1a7db0574c542bdf08563b865c0345¢c86e9585f8c0b0a655612¢.scope
# foriinls cpuset.cpus tasks® ; do echo -n "$i "; cat $i ; done

H A B

cpuset.cpus 1
tasks 32706

2. WRDODY XY THAIIND CPU—EEERLFT,

I # grep "Cpus_allowed_list /proc/32706/status

HhH
I Cpus_allowed_list: 1

13. 2T LLEDRID Pod (Z DIiFE L burstable QoS BIZ# % Pod) A%, Guaranteed Pod (CEIY)
HTHONAATP TERITITEIRWVWI EZHEBLET,

# cat /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-besteffort.slice/kubepods-besteffort-
podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-
€56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

0
# oc describe node perf-node.example.com

Hh 6
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7548500Ki

142



FEEAVAM—NED/—KYRY

pods: 250

default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)
1G (12%) 29m

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

COREBTIVICIE. 2DDCPUIT7HHY £FY, system-reserved 5%EIL500 X)) 17 %
F# L. Node Allocatable DEILH 2 LI/ —RDLZENSAT7OEL%B|XFT, T2
T Allocatable CPU (X 1500 S Y A7 THBH I EAERATEET, ik, ThEFhAa7% 1
D2FFANBZDT, CPUYNR—Y v —PodD1DAERTTEZIEA2BKRLET, 1207
2KIF1000 T YO T7ICHEYELET, 2D20BEDPodEZRTVa2a—IL L&D ETBBE. VAT
LlFPod ZZIFANT TN, ChHARTV2a—-ILIhdZEldhY FHA,

NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s

5.5.HUGE PAGE

Huge Page ICDWTIEFEL, Thzi&kELF T,

5.5.1. Huge Page D#AE

X%U—umethh67D/71 BINFET, EL<OYRATATIE, IR=VIF4KiTTF, X
EY—1Mild 256 R—TIZ, X EY —1Gi & 256,000 R—IICHHE L F T, CPUIIK,. RBD AT
)—EEBI1=v ’HY, N—RIZT7TIDEIBR—VYVIANEZEELFEYT, TV RL—2aYy
Wy 2 7H A R/X\y 77— (TLB: Translation Lookaside Buffer) (&, {RENSYEADR—I T v EY
TDMNEBERN—RI T 7F+v>aDIETYT, N—RITT7DI/RTEINLRET7 KL AN TLB
IKhniE, v EVITETIEPCRETEE T, TIOTRWGHEICIE, TLBIANREL., YAT ALK
FEMEL, YVIMNIZTFR=ADTZ RLRATHRICT+—ILINw I I N, N7 A=V ADBEIREE
LEF. TLBOH A XEEEINTWEBDT, TLB I RADFEERER S §IIE Page 4 XEKELT

ZRERHYFT,

Huge Page &ld, 4Ki FUKEWXEY —R—=I DI ETY, x86_64T7—F TV F+—TlE 2Mi &
1Gi D 2 DA —MBY% Huge Page 1 XTY, BIOT7—F TV F v —TlEY A4 XIFERY £9, Huge
Page #fER9 %IClE. 7V or— /a/ﬂmﬁf*éijk — REZEZIACHBEIHYET,
Transparent Huge Pages (THP) &, 77U 4 —> a3 vl & %8357 LIC. Huge Page DEE % HE)L
LEDELFTA HMAHY £, FIC. R—=IH A4 ZE2Mi ICHIRINE T, THP TiE. THP @
TI7ZUNREET, AEY—FRAEI S QY. RN EIY., N7+ —T Y RDETICDRHY,
AEN)—R=IUHPOVIINTLEDAEMEIHYET, COLIREBEANS, 7TV I—2avid
THP Tld7a <, FFiEY HTHEHD Huge Page ZEAT 5 & D ICERET (FLHER) SNBBENHY X
E

55.2.HugePage "7 U —o a VICL > THEIN S THEA

/ — RliE. Huge Page DBRE% L R— M TE S & DICHuge Page A FRIICEIY Y THIMNENHY X
¥, /—RIE, B—H 41 XD Huge Page DHEFRICEIYH TR I ENTEET,
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Huge Page I&. YV —X%&®D hugepages-<size> #{FHA LTIV T F—LRNILD) Y —REBEHTHE

Bl

BETY, JDHE. TAXIFHED/ —RTHR-FINZ2ERELZFERA LRIV /NT Mg

F)—RKRETT, LEAIE /—RH2048KBR—IHY A4 X aHR—NTBFEE, ThiFRT T 1—
JLE[EEZR 1) V' — R hugepages-2Mi Z 2B L £F, CPUP X EY —&IFEQRY, Huge Page &4 —
N—=—2Ivy hEHYHR—-—MLEFHA.

apiVersion: vi
kind: Pod
metadata:
generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu: "1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages

hugepages D X EY —=2l&. REFICEIYHTHEIEELET, ZDEIF. R—IYH A XTEE
L 7= hugepages D X €Y —2ITHBELABWVWTLZIV, 72& 2, Huge Page ¥4 XA 2MB &
REL. 77U —> 3>l HugePage TNy 77w 792 RAMIOOMB %= FEHT 2155 ICI1E.
Huge Page (& 50 IC3§E L £ 9, OpenShift Container Platform IZ& Y. ETEALENERTINE
9, LEEDHICHB L DIC. 100MB = EFIEETEFE T,

eI NY 41 XD Huge Page DENY KT

TSy N7+ —LICE>TE, EHD HugePage Y1 X&HYR—KNT25DEHYET., FEDHA
A D Huge Page Z &Y HT%ICIE. Huge Page DEEIOI Y Y K/NF5 X —4 —DAEIIC, Huge Page 4
ZDFER/NZ X —4 — hugepagesz=<size> ZIFE L T 72X\, <size> DfEIL, /N1 N TIEET 3
MHERHYET, TOB, #7723V TRT—IVERH [KKmMgG] 238ETEXEd, 774/ D
Huge Page #1 X4, default_hugepagesz=<size> D2ENI/XT A —Y —TCEHETZZET,

Huge page DZ#
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® Huge Page "% 7R— k9% EmptyDir R ) 2 —AlE, Pod X & Y E% < D Huge Page X £
) —%BE&EITBHIEIETETEHA,

e shmget() © SHM_HUGETLB % {#f L T Huge Page 5B 27 T r—a >
i&. proc/sys/vm/hugetlb_shm_group IC—H T 2HEI VI — T TEIT I 2HENHY E T,

5.5.3. Huge Page D& E

/ — K&, OpenShift Container Platform 7 5 24 —T{#EHR X1 % Huge Page A ER/1ICEIY B THHE
DHY FT, HugePage & FT 2HEIE. T—MFEST VYA LRFICEITTZ2DDHENHY &
T, 7—MEOFHIE. AT —DPRBICEHAFEINTOARWZDICKRINT 2AEEEI B RY T,
Node Tuning Operator &, IREFRTHED / — KTD Huge Page D 7— MREDEIY HBTEHR—KL
7,

5.5.3.1. 7— MEF

FIF
/= FOBEHEHKIRICT ZICIE. UTOFIRDIERFICH > BELHY T,

1. SNV ZEFEALTRHAL Huge Page REZWMBE T2 IANTD/ —RIZTNILZ=/HITET,
I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=

2. LFOHRBT7 74 %EEHK L. ZhiZ hugepages-tuned-boottime.yaml &\ 5 &7 % {71
7,

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile: 9
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 6
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ

machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages

Fa—=—rJINnkYY—RD name % hugepages I[ZFXEL £,

Huge Page #E|Y 4T3 profile 2/ > a VR ELET,

909

— DTSy N T A —ALTIEIEFIERY A1 XD Huge Page & R—hF 57D, /35
A= —DIEFIER LTI,
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X
Q TOVBRET—IR—ADI Y F I EEMLET,

3. Fa—=v U XN’ hugepages # 7 U N DYERK

I $ oc create -f hugepages-tuned-boottime.yaml

4. LFTORBTI7 74 %R L. ZH1IC hugepages-mep.yaml & WD ZEi%FIF £ 7,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:

node-role.kubernetes.io/worker-hp: "
5. IV VEBET—IVEERLET,

I $ oc create -f hugepages-mcp.yaml

BIRAEINTUWARWXAEY =D +2ICH 5358, worker-hp ¥ VERE T—ILDTRTD ./ — RIZIE
50 2Mi @ Huge Page I HTHNTWBIET TY,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

gk

s
== |
Z DBEEEIX. IRTE Red Hat Enterprise Linux CoreOS (RHCOS) 8x 7—A—/ — K

TOHYR—PMEINTWET, RedHat Enterprise Linux (RHEL) 7x 7—h—/ —
R TlE. TuneD [bootloader] 75 71 VIFBRERTHR— I TWEHA,

56. T/ NARATSTA4ICDWT

TINARTZTA4VE, VFRI—BTN—RIT7TNA R%EAT2HEO—E LBigTrELY
Ja—savaERBELEYT, TRARTSTA V@ IBRAAZXLEZBLTINSDT/NA R %Y

R=hL(ZHIZELY, VT F—DINLDTNA REFATEZLDICARY FT), 7/84 DAL
2FTv I EERL. ThHERB|IHBLET,
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BF

OpenShift Container Platform (7 /N1 DTS 74 > APl &#HR— K LETH, TN
ARTZ74 AT F—ERNDRY I —ICLYHR—FINFT,

TNARTZ T4 IE FEDN—KRIzT7YVY—ADEBAITH. /—FNETERITINSB gRPC H#—
EXTY (kubelet DAERICHY £9), TNARTZ T4 VIEUTO) E— MOV —Yv—0—)L
(RPC) ZHR— ML TWBRENHY £,

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during
// registration phase, before each container start. Device plug-in
// can run device specific operations such as reseting the device

// before making devices available to the container
rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}
TINARTZ T4 D
® Nvidia GPU device plugin for COS-based operating system
® Nvidia official GPU device plugin
® Solarflare device plugin
® KubeVirt device plugins: vfio and kvm

® Kubernetes device plugin for IBM Crypto Express (CEX) cards

P
TNARTZ T4V BROREEBTRICT 270

IC. vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go
E WD Device Manager A— RDRY TTFNA R TS T4 VA FERATEES,

561LTNARTS T4 D771 HE
o FT—EVEYNMNIL TRARTZTA0DTTOAAY MIHEINDZHETT,

o EEFICTNARTSITAVIE TNRARIYRX—Vv—DHRPCEZEFETZDIC/ —RD
/var/lib/kubelet/device-plugin/ TD UNIX KX A1 Y4y NOEREHTLET,
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https://github.com/GoogleCloudPlatform/Container-engine-accelerators/tree/master/cmd/nvidia_gpu
https://github.com/NVIDIA/k8s-device-plugin
https://github.com/vikaschoudhary16/sfc-device-plugin
https://github.com/kubevirt/kubernetes-device-plugins
https://github.com/ibm-s390-cloud/k8s-cex-dev-plugin
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o FNARTSTAVIE. YTy NOERDIENMIEN—RITTYVY—R, RANT7A4ILY
AT LNDT V)R EEBTINENDHZ-H, BEMZSEXFI) T4 —IVTFANTELT
INDZUELHY FT,

o FUOA XY MNFEIEDOHMICIOWTIE., ZREFNODTNARTSTA Vv ORETHIATEZ
-g—o

562. TN\A AT RX—I ¥ —|[IDWVWT

FINARAITR—=V v =L, B/ —RKDN—KI 7)Y —R%&, TNARTST4vELTHLBN
2TSTAVEFOTRRTEIANZALERHBLET,

RRAN— R zT71E, Py TRAMNY)—LDI—REERLICARTEET,

BF

OpenShift Container Platform (7 /N1 DTS5 74 >V APl &#HR— K LETH, TN
ARTZ74 AT F—ERNDRY Y —ICLYHR—FINFT,

TNARAREX—=T v — 3T NA R HERY Y —R ELTARALFT, 21— — Pod (&, D HidkY
V—RAZERTZEDIERINZDERL HIR/BRK AN ZXLZFERLTTNAAYRX—IY ¥ —T
NEAINDZTNAREBEETEET,

FERBIBEEIC. T/ R TS U4 ~IE /var/lib/kubelet/device-plugins/kubelet.sock @ Register %*
BEILTTNARAYF—V v —ICEEERL, TNMATYR—V v —DERZRHT ZDHIC
/var/lib/kubelet/device-plugins/<plugin>.sock T gRPC H—E X =& L £ 7,

TFTINA AR R—T v —IE, FIREFEROWEBRFICT/NA AT S5 1 % —EXT ListAndWatch ')
E—MFOY—Yv—O—JL(RPC) ZiBEILF T, BBEELTTNARAYR—Y ¥ —IE gRPC X b
V—LTTSTAUDS TNRARATI ) NO—EBEEZRMEBLET, TNAAIXX—Vv—d TS 7
AVDSDOFHBROEFOBER/IOWTCRMN) —LEERLET., TST74VAITIE. TST4VIER b
) —LEFRWRREICL, T/ ZOREBICEENH S LIFGEICITEICHRT NI ZO—EAQE LR ~
) —LERTTNA AT R =V v —ILEFEINE T,

138 Pod OZFEKRDAIEEFIC, Kubelet (&7 /34 ZDEIY HTD/=HICEK I 17z Extended
Resource # 7 /\{ AV X —I v —|ZEFELET, TNMI AR =TI v —EZDT—IR—RITF v
IAYV LTRIRTBTSTA VD ERETEIHEINEERLET., T4 U EEL, O—HIL
FryTasHITEY YTHAREREETNA AL H BIHE. Allocate RPC B ZDHET /N1 AD TS
g4 TRELET,

ISIKTNARTSTAUIE. RSAN—DA VA N—=JL, T/INAZ2ADHMHI. BLUTNA D)

Y MR EDHDWLK DDDT NS RAEEDRFEEITTEES, ChOoDHWBIRERIEICERY X
ER

5.63. 7\ A2 —J v —DAEMIE

FINAAIR—=V v —&EBAM L, TNARTSTAVEREL Ty TAMN)—LDI—REERL
IR ARN—ROD 75 R HTESLDICLET,

FINARAITR—=V v =, BB/ —RKDN—KI 7)Y —R%&, TNARTST4vELTHLN
2TSTAVEFOTRRTEIANALERHBLET,

1L RDIATY REAALT, BET S/ — K4S 1 TD#EM7% MachineConfigPool CRD (Z B:E
FToNEINIVERBLET., UTOWTIHLDOFIREZEITLET,
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<
I # oc describe machineconfig <name>
UFICHZERLET,

I # oc describe machineconfig 00-worker

H A B

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

ﬂ FINARATZ—T v —ICHERSN)L,

FIg
| BEZEDLODHRY LYY —2R (CR) 2R LET,

Device Manager CR D% EHI

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr 9
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ criERERYNTET.
9 Machine Config Pool ™5 SN ABD L F T,

9 DevicePlugins % 'true” ICREL XY,

2. TINARAIR—V v —&ERLET,
I $ oc create -f devicemgr.yaml
aepaltl
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. TNARAI R =TI v —DEBICEMIIINS L D IZ, /var/lib/kubelet/device-

plugins/kubelet.sock »'/ — RTERINTWB & A#BRALE T, chik. TN/ AT R—
Vv —DgRPCH—N—DFIR TS T4 Y DEEIRUNEINY YRV FTBUNX KXY
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YTy NTY, TDYTY R T7A4ILIE, TNRAAIRZ—=T v —DEHICINTWVWBIHBEILD
# Kubelet OEEFFICERINE T,

57.71 Y b LUVAE (TOLERATION)

TAYVRIRBLIURRICOWTERL, IhozFEALET,

571. 74 Y kB L UTAFR (Toleration) ICDWT

TAVMICEY, /—RIEPodIC—H T3 BRI RWEEICPod DRIV 21— I)LEERTDHIEN
TXZEY,

T4 > K& Node f£#k (NodeSpec) T/ — NIZEA I . FiRld Pod {4k (PodSpec) T Pod IZ&EA
INFT, T4V M/ —RIGBATZ5E. AT V1—F—IEPod T4V NERZBELARWRY,
Pod 22D/ —RICEBT DI ENTETE A,

J—REEDOT1 > hDfI

spec:
taints:
- effect: NoExecute
key: key1
value: value1

Pod 1t CDEZDHI

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

T4V MBLIURRIE, key. value, B&Weffect THREINTVWET,

KSNTAV bBLUBFRIAVYR—FKV b

NIA—5— B

key key ICld, 253 XFECOXFHAFATEET, F—EXFELEBFTH
BT BZRERHY., XF, HFE. NMT7V, Ry LTV —RO7%5
HBENTEET,

value value ICId, 63 XFEFTOXFIAFEHRATETEY, BIIXFFHIIHFTH
BT BZRERHY., XF. HFE. N TV, Ry LTV —RO7%5
HBENTEET,
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NRIA—5— B
effect effect ILLTFOWIThNICT B ENTEET,
NoSchedule 1

PreferNoSchedule

NoExecute

operator
P Equal

Exists

. NoSchedule 74 Y hEav hO—ILTL—Y /—RIEBINT 28B4, /—RIZIE. 774

o T4V MI—ELARWHHR Pod I
J—KRICATa—-ILInhFEtHA.

o /—RDEEFEPodEZDFEFICAHRY
ij-o

o T4V MI—ELARWHR Pod I
J—RICAHT Y 2a—ILINBEREMED
HYFITH, RTT1—5—FRHF
Ja—)ILLABEVWEDICLET,

o /—RDEEFEPodEZDFEFICAHRY
gj-o

o T4V MI—EBLARWHHR Pod I
J—KRICATa—-ILTEFEHA.

o —HYLZRBERFLAWV/ —RNOBE
Pod IZHIBRI N ZE T,

key/value/effect /<5 x —% —&—FF 2%
ENHYET, TNEFETI7HILMIRYET,

key/effect XS5 X —9 —lz—HT 2 BEHNH
YEST, WTFhnIc—HT % value /X5 x —
H—HBDFFICTIHENHY FT,

N CEN I 113 node-role.kubernetes.io/master=:NoSchedule 71 >~ NHNHETT,

UFIChZERLET,

apiVersion: vi

kind: Node

metadata:
annotations:

machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0

machineconfiguration.openshift.io/currentConfig: rendered-master-

cdc1ab7da414629332cc4c3926e6e59¢

spec:
taints:
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<)

A

- effect: NoSchedule
key: node-role.kubernetes.io/master

B4y hE—HLET,

e operator /X5 X —4 —7A Equal ICEREINT W BIHE:

o key/N\TA—=H—FEALICRY X7,
o value/ X\ZX—4—FEALCICRY XY,

o effect/X\T X —4—EEALICRY X,

e operator /X5 X —%4 —A* Exists ICEREINT WS IHE:

o key /N A—=H—FELICRY X7,

o effect /X A—4—IEELCICRHRY T,

LLUFRD T4 > k& OpenShift Container Platform ICHEAIAEFNTWE T,

¢ node.kubernetes.io/not-ready: / — NIXEfMRREICHY A, Thid/ — REH

Ready=False I[CXfi& L £ 7,

node.kubernetes.io/unreachable: / — Ri&/ — ROy hO—S5—H L EEFREETT, ZhiE
/ — K% Ready=Unknown (X35 L £ 9,

node.kubernetes.io/memory-pressure: / — RICIE XA ) —FEDOEEIMREEL TWET, I
ik / — K44 MemoryPressure=True I L £ 9,

node.kubernetes.io/disk-pressure: / — K(ZIE&T 4 RV FARDOBEAFEELTVWET, hid
/ — K %44 DiskPressure=True ICXfi L £ 9

node.kubernetes.io/network-unavailable: / — KD %y N —2JIZFHETIFH A,
node.kubernetes.io/unschedulable: / — KIZRX T 2 =L TAFH A,
node.cloudprovider.kubernetes.io/uninitialized: / — K> hO—Z—AAELD I~ K70
NAHT—HFoTCRENTDE, COTAVMI/—REICEKREIN, FHEARATEEYT—I N
%9, cloud-controller-manager DY hO—5—HM D/ — R &#HREL L7=1&IC, kubelet A°
ZDT14 Y M EHIBRLETY,

node.kubernetes.io/pid-pressure: / — KA¥ pid RRDRAETY, Thidk/ — REH
PIDPressure=True ICXi L £ 9,

8%

OpenShift Container Platform Tl&, 7 7 #JL b @ pid.available evictionHard (&
BREINFH A

5711.Pod DI EY Y 3 v & BRI H 2R3 HBE @E) ofFAAE

Pod 1t#% & 7= 1Z MachineSet IC tolerationSeconds /X5 X —4% —%EEL T, Pod A IESI >3 X
NBENC/ —RIINA VY RENZHEEIBETEE Y, effect 5 NoExecute D71 >~ hH/ — RIZE
MINBHBE. T4 MEARERT % Pod IC tolerationSeconds /X5 X —4 —H'H 15 E. Pod IZHAR
PhIicR2ETIEY FIhTHA,
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H A B

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

ZIZT. ZDPod BEITHTHZHEDD, —HT 2EZHRWIHA, Pod 1d 3,600 ME/NA Y REh
FFEQRY, ZORICTEI MINET., 742 MHHRATICHR SN B35E,. PodlZTEY bEh
Tt A

5712. 88D 71 >~ NOEEAE

BEOTA VM EEL/—RIZ, BHOBREZRE L Pod ICEBBT 52 &N TET XTI, OpenShift
Container Platform (X8 DT 14 v NEBRBELUTDL D ICNEB L T,

L Pod IC—HY28BDH571 Y M eWEBLET,

2. BYD—BLAWTA Y MEPod ICDWTLLTD effect 2B 7,

o cffect ' NoSchedule D—F LAWTF 1 >~ MDY 1 DL EH B35E. OpenShift Container
Platform & Pod % / — RICRA Y a—I)ILTETFH A,

o cffect ' NoSchedule D—F LA WTF A ~ kDA<, effect ' PreferNoSchedule ®—%
LW TA Y 1D EHBHE. OpenShift Container Platform (& Pod @/ — KA®
AT a—)LERITLEEA,

o cffect #* NoExecute D71 > b A1 DLLEH B3HFE. OpenShift Container Platform (&
Podz/—RMBHIESI MTEH(/—RTITTICETHDIZE)., FEPodDED/ —
RADRT T a—ILHAERITINFEHA (/— RTEERTINTLAWSGE),

o TAVMEBRRLABWVWPodIFTSCICTEY hINET,

o Pod M{t#kIC tolerationSeconds iEEH T ICT M >~ M & RFET % Pod IEKAIT/NA
VRINhEFFICRY T,

o IBE I N7 tolerationSeconds D71 ~ N A2 BERT % Pod IFIBE I N/ HIR/ N1
v REIhET,

UFICHZERLET,
o LIFDFA Y b/ —RIEMLET,

I $ oc adm taint nodes node1 key1=value1:NoSchedule

I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule
e Pod ICIEFUTORRBYHY £7,

I spec:
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tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"

ZDFHE. 3D2EBDTA Y MI—HTI2RBIBWNDH, Podid/ —RIZRAHT TV 21—ILTXFEHA,
Pod 32 DT4 Y NDEMIFIC/ — RTI TILEITINTWBIGEIIETH#EINE T, 3DBDT
AV KMNEI3IDDFTA Y NOPRTPod TREBINBVKEE—DTAI Y NTHDBHTT,

5713.Pod DR < a—Y V7 & /— RFDIREE (Taint Nodes By Condition) Ic DWW T

Taint Nodes By Condition (JREERID / — RADT A ¥ M #EEIZT 7 4L N TEMIIIN TS Y., h
EXE)—TRPTARIFRREDREARETZ/ — REBEFMICTA Y MLET, / — KAYREE
ERETDE. TOREBHIEHETEHETTA Y MBIMINET., 74~ M NoSchedule @ effect

PHdHE. /—RE—HTE2RREHIDETED/ —RICPodBERT V21— )T BT EIFTEFE
Ao

ATV a1—5—F PodZRATY1—I)LYTBHIC, /—FRTINLDTA Y MOEEZFIVILE
Yo TAVIDHBIHFAE, Pod ZRID/ —RICRT Y2 —-bE3NET, ATV 1—F—R@FERD/—K
DRETEBLTA VY EFTv I T2DT, BYLPodBRZEBMLT, AT YV1—-5F—"NID&
2/ —ROREZERITBLIICRELETT,

F—EvEy haAr I O—F—& UTOBRBE=IRTODT—TVICEBENITEM L, FALE#M % HE
RLEY,

® node.kubernetes.io/memory-pressure

® node.kubernetes.io/disk-pressure

® node.kubernetes.io/unschedulable (1.10 LAR&)

® node.kubernetes.io/network-unavailable (KA kXY kT —20 DH)

T—EvEY MUIERDERZEBMIT DI EEAETT,

pa )

v hA—ILF L=V QoS ¥ 5 R%HD Pod IZ node.kubernetes.io/memory-
pressure R EEML £T, INid, Kubernetes #* Guaranteed 7= (3 Burstable
QoS V7 7 AT Pod ZEEBYT 57HTY, L\ BestEffort Pod (3. HE%%(T5 ./ —
RICRTYa—ILIhFEHA,

5.7.1.4.Pod ORFEHI T E Y > 3 ~ICDWT (Taint-Based Eviction)
Taint-Based Eviction ##8E1& 7 7 # )L K TEMICIN TH Y. it not-ready & &£ U unreachable 7
EDOHEDRREICHD /— KDL PodEIEYV MLET, /— KA LEREOVWTIAICADS

& . OpenShift Container Platform (74 > b &/ — RICEFMIZEML T, Pod DT EY bE L UVHI
D/—RTOBRTY 21— ERAEBLET,
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Taint Based Eviction (C (& NoExecute @D effect B’ Y., ZTDT4 2 b EFFAB LAV Pod X9 CICTE
JRhIN, ThEBRET 2 PodlETEY hXINFHA (Pod A tolerationSeconds /X5 X —4 —%f&
FALAWSEICRY £9),

tolerationSeconds /XS X —4 —%{FAT B &, /— KRENREIN// — NI Pod N EDRRED
BN Y RINBDEIEET DI ENTEEY, tolerationSeconds DHEAEIR £ Z DIRREHL R L &,
FAYVNMI/—RICEYET., —HT238R45FEDPodldTEY XN ZT, tolerationSeconds M
HARIRIICC OREAIFEINZIHE. — BT 28245 FD Pod IFHIBRINEFH A,

&7 L T tolerationSeconds /X5 X —4% —% A9 %358, Pod & not ready(ElKRTET) BL T
unreachable(ZEAREE) D/ — ROREARERERYIEI I &lEHY FEA,

pa )

OpenShift Container Platform (&, L — D' HIRIN/cBAETPodZIEY ML, TR
=D/ —RPoN=FT142aVbtINBBEREDY T ) A THRET 5 KFER Pod
I Y avEREEY,

TI7#INTIR. BEDY—VAD/ —RDS5% UL RETHDIBE. /— K547
Y4 02y bO—5—EFDYJ—> DIKEE% PartialDisruption ICZFE L. Pod OHIR
ENMERLES, CORBONSHRISRE— (F7 4L MTIR50 / — RETF) O

B, IOV—rD/—RFBFREINT, HREMELEINFT,

FEMICDWTIE, Kubernetes K& 2 X > M@ Rate limits on eviction #&8B L T 72X
Uy,

OpenShift Container Platform (. node.kubernetes.io/not-ready & & O
node.kubernetes.io/unreachable D& %. Pod RENVWTNHADEZEEIEE LAWEREY ., BEMIC
tolerationSeconds=300 (Z:Ef0 L 9,

spec:

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

Q INSDARRIF. /— NREOBBOWTIIIREINEE, T7 4 MO Pod BIED/NA ~
K% 5 HRMETE2LIICLET,

INLOBRRRIBEBICHLCTRETEE T, LEAR 77XV r—ravilzHoo—hVikENH S
ma. XY MNIT—=ODNR=FT 42 aVEREICHW, Pod 2L YRVERE/ — RIS Y RESEIHBE
DH2HDELNEFFA, TNICEY, XN=FT 123V 20EIEBHIEHNTE, PodDIEI Y3V
ZORTEEY,

F—EvtY ML > THREIT 5 Pod (£, tolerationSeconds NMIEEINLWVWLULTOTA >~ bD
NoExecute R4 FRH L TEHRINZE T,

e node.kubernetes.io/unreachable

® node.kubernetes.io/not-ready

155


https://kubernetes.io/docs/concepts/architecture/nodes/#rate-limits-on-eviction
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FOWR, T—FEvEY MPodiE, ThHD/—RORENREERTIEI NINBZEEHY FE
Ao

5.715. § RTDFM1 ~ FOFA

/ — RI&. operator: "Exists" Bii% key B LU value NS A —4—R L TEMTEZIETIRTDT
AV MNaRBITEDEIICPod Z_RETEET, COBFRDH 2 Pod lE714 Y MaEFD / — KHSHIRR
IhEHA.

ITRTDTA Y b aBET 570D Pod ik

spec:
tolerations:
- operator: "Exists"

572. 714~ & L UEER (Toleration) DIENN

BB&EPod I, T4V N/ —RIBINT3ZET, /—KRIF/—RETRTYVa2a—-ILT2HEDH
B (FRERAT 21— TRETRHRW)Pod ZHIETEET, BEED Pod 8L/ — RDIFE., HRIIC
Bid%& Pod ICEBMLTHSTA Y b/ —RIGENML T, BERZEMNT 3HIIC Pod A/ — RH S HIRR
INBVWEDIICTEIHRELIHYZET,

FIE
1. Pod {£#k% tolerations R ¥ VA5 EHD LD IHEL T. BiE% Pod IEMLZE T,

Equal BEFESEU PodREZ 7M1 IDY >V TIL

spec:
tolerations:
- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

ﬂ TAVhBLUFRIAVR—KXY b ODRTHAINTWS toleration /87X —4—TT,

tolerationSeconds /XS5 X —#4 —|3, TE Y N9 BHIIC Pod = EDEREDHARE / — KIIN
1V RIEEZHIEEELET,

UFICHZERLET,

Exists MEFA SO PodBREZ 7M1 ILDY VT

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600
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@ Exists Operator I value £EY £ A

ZOBITIE. T4 M%E, ¥—Kkeyl. {B valuel, BLUVT 1 ~ I effect NoExecute % 35D
nodel (714 VY M EEELZET,

2. TAVIMBIUBRRAVER—FR VM ORTHEAINTWVWEINSA—=F—=EHIIULTDaAT VR
HEERALTCTA Y MNE/—RIEBIMLET,

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
UFICHZERLEYS,
I $ oc adm taint nodes node1 key1=value1:NoExecute

Zdavw Y RiE, F— keyl. {& valuel. & & U effect NoExecute =D 71 ~ b % nodel
ICECEL 7

pa

NoSchedule 71 ~ b &> hO—ILTL—>/—RIEMT 2HBE. /—RIC
&, &7 #JL hTEBINIX 13 node-role.kubernetes.io/master=:NoSchedule 7
1Y NDBRETT,

UFICHZERLET,

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢

spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

Pod DBRIE/ —RDTFTA VY MI—HBLET., WIFNHLDBEZEDH 5 Pod | nodel IZA
yl_)l/f\‘ﬁ i’a—o

573.¥> vty h2FRHLAETA Y B LUVUBREEDEN
Ity NEFHLTTA Y MNE ) —RIBINTE XY, MachineSet 7> =7 MIEEMITON

ZIRTD/—RDBTA Y RNTEHFINFT T, BRIE. /— NICEBENINAETA Y NERRIC, <
oty MIE->TEMINETA Y MIBRBLET,

FIE
1. Pod {£#k% tolerations R ¥ V5 EH LD IHEL T. Bi% Pod IEMLZE T,
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Equal BEF A ST PodREZ 7M1 ILDY > T

spec:
tolerations:
- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

ﬂ TAVMSLUBRRBAVER—FR Y N ODRTHBEINTLS toleration /XT A —4—T7,

tolerationSeconds /X5 X —#4 —|&, TE Y N9 BHIIC Pod %= EDREDHARE / — KIIN

1V RSEBDZERELET,

LUFICHERLET,
Exists BEFASEL PodBREZ 7M1 ILDY U TIL

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

2. 71~ M% MachineSet # 7> ¥ MIEBMLZET,

a. 714V MNAafFF 3/ — KD MachineSet YAML #iR&ET 2 H . F 7L MachineSet 7

TV M affRTEEY,

I $ oc edit machineset <machineset>

b. 74 >~ k% spec.template.spec 27 > 3 VITEML £,
vy MEOTA Y DA

spec:
template:

spec:
taints:
- effect: NoExecute
key: key1
value: value1

ZOFITIE, ¥— keyl. & valuel, LUV T 1 ~ b effect NoExecute 25271~ M &

J—RICEEEL XY,

. IV VEYMNEOICRY—ILY IV LET,
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I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api

Erk
Freld, UFOYAMLZBRALTYY vy MR-V 35288 TEET,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
YUUDHIBRINS X THELET,

d ¥ovty NIRRT —ILT7yTLET,
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api

Flld. UTFZERTLEY,
I $ oc edit machineset <machineset> -n openshift-machine-api

TIOVABRETEZETELEET, 71~ MNE MachineSet # 7~ =¥ MCEAERMIF LN
J—RIGEBMINZET,
574. 74 Y B LUVAER (Toleration) > TC1—H—% /—NIINA VKT 3
J—Roty NEBEDI—F—ty ML Z2HMMHNRERDADICEY BTEIRELNH BIHE. B
EENSDPod IBIMLET, JRIC, MIKTBTAVYMEZFROD ./ —RIGEIMLE T, BREHHRE
INPodid. T4V MM ONZ/ —RFIZIVSRAI—RNDOMBDO /) —RAFRATEET,
Pod BT A4 v hDMFIFOENT/) —ROMIRT Y 2—ILINBEDICTBICIE. SRNILAEERL/—R
Ty MIEBML, /—RDT774=574—% PodITEBIML., Pod BZDZRILDFF W/ — RDHIC
ATV a1—)LTEBLIICLET,
FIE
J—REI—HY—DFEREATRELRHE—D /) —RRE LTEETSICIE. UTFEETLET,

L WIET2TA Y heThbD/—RIGEMLET,
UFICHZERLET,

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule
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Bk
Flld. UFTOYAML ZBALTTA Y M 2EBMTEEY,

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: dedicated
value: groupName
effect: NoSchedule

2. WA LZAAY NO—5—%{E L TEER% Pod IZBIML £ 9,

575.71 Y bB L VEER (Toleration) > THHK/N— RO =7 ZHD / — Nzl
ER

J—RONBELRY Ty RBEHRN—RI T T7EEDISAYI—TIE,. T4V MNBLUVERER
(Toleration) ZfEAL T, HHN—RFRV T T7Z0BEELBRVWPodZENLD/ — KLY REL. Rk
N—RDTT7%NEETHPodETDEFICLTRIENTEEY, T, HHRN—RKIzT7a2REE
T2 Pod ICHLTHED/ —R2EAT2IEZERTHIEETEEY,

L, FHRN—RKRI7 2750 EET S Pod ICBRZEML. B%N—KOxz7%E D/ —KIITA
VINERMIFTBRIETEFTTEIET,

FIE
BFIHRN—RO 27 %282/ — KHIFED Pod AICFHINSE L DICTBICIE, UTFZRITLET,

L. BRERHNBN—FI T 2WEETST D Pod ICEMLEY,
UFICHZERLET,

spec:
tolerations:
- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

2. UTFoax Y ROWTIHAAFARALT, BHN—RKRIOzT752E D/ —RNIITA VM ERELE
-a—o

I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule

Frld, UTFZRTLET,

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule
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ek
Flld. UFTOYAML ZBRALTTA Y M 2EBMTEEY,

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: disktype

value: ssd

effect: PreferNoSchedule
57.6. 71 ¥ & L U'EER (Toleration) DHEIFR
MEBICIHLCT/ — KBS TA Y M, Pod WM oBRBEETNTNHIBRTE X9, R¥ICESR% Pod ITE
MmLTHhSTaA Y M/ —RIGBINL T, BR%ZEINT %HIIC Pod B/ — RO SHIBRIhAWE D IC
TEILENHY T,

FIE
T4 bBLTAFR (Toleration) ZHIFRT 5I1CI1E. LTFZEITLE T,

L /=Ko T74 Y M2HIBRTBICE. UTFZ2RTLEY,
I $ oc adm taint nodes <node-name> <key>-
UFICHZERLEYS,

I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-

DBl
I node/ip-10-0-132-248.ec2.internal untainted
2. Pod o REBEHIFRT 21013, BRZHIRY 570D Pod it ZziwEL 7.
spec:
tolerations:
- key: "key2"
operator: "Exists"

effect: "NoExecute"
tolerationSeconds: 3600

5.8. TOPOLOGY MANAGER

Topology Manager ICDWTIBfEL, ChaERALEY,

5.8.1. Topology Manager 7R ) & —
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Topology Manager I&, CPUXY R—Y v —% T /N1 AT R—Y v —7R ED Hint Provider 5 MR O
- hEIREL, NELELEY N ZFEBLTPod )Y —REZRETZHIET. TXTD QoS
(Quality of Service) 752D Pod ')V — A=A L X7,

Topology Manager I&. cpumanager-enabled 1 2% 4!) Y —X (CR) CTEIYH T3 4 D0DFY HTR
)o—%HR—bMLET,

none R > —
INET 72 EDORYD—T, MROY—OEBREBIFETLEHA,
best-effort R 1) > —

best-effort N ROY—FERY o —%FD Pod DENETNDIA YT —DIHFAE. kubelet I& & Hint
Provider s U L TZENoD ) VYV —XDTAEZRELE T, ZDEHRZMEMA L T, Topology
Manager I, ZOAVTF—DHRINDZINUMA / —RDT7 714 =71 —%RELEFT., 7714 =
T4 —HBEINLWEE, Topology Manager N EFRERE L. /—RIIF L TPod Z5FaT L &
ER

restricted RV > —

restricted N RO —FERY —%F D Pod DENETNDIA YT+ —DIHFH. kubelet |& & Hint
Provider sl UH L TENLD) Y —XDAAMEZRE L E T, ZDEHRZMEHAL T, Topology
Manager I, ZOAVTF—DHRINZINUMA / —RDT7 714 =71 —%5RELEFT., 7714 =
T4 —HBEINLWIEE. Topology Manager (Z D Pod %/ — KO\ BIEELEFT., Chilk

Y. Pod A Pod DZAFTDERMIC & Y Terminated IKEEICARY £7,

single-numa-node RY > —

single-numa-node ROV —FER) > —HH S Pod DENETNDIAY T F—DIHFAE. kubelet I
& Hint Provider F U L TZhH5D ) Y —ROTAMAERBELET, ZOBEREFERAL T,
Topology Manager [FE—®D NUMA / — RDT7 74 =7 4 —HAIENEI N EHBIL £T, AIEET
HBFE. Podld /—RNICEFAIXINET, E—DNUMA /—RT7 74 =74 —DEATERVIES
ICI&. Topology Manager (& Pod 2/ — KD BIEBLE T, ThiZLY. Podid Pod DEMEKK &
HIC Terminated (¥ 7)) KRE&ICAY £ 7,

5.8.2. Topology Manager Dt v k7 v 7

Topology Manager %9 % ICI&. cpumanager-enabled 71 X% L!) Y —2 (CR) TE|Y K TR
V—HBRETIMENHYET, CPURNR—Yv—%ty N7y TLTVWBRIHEEIE. ZOT7 74D
BELTWDHEMAHYET, 771 ILHBEELRVGEIE. FRTEET,

Gl s
e CPUTXRXR—Y¥—MDRY >—% static ICREL X T,
FIE

Topololgy Manager # 7 7 7 1 7IZ§ 5 I1CI&. UTFEEITLET,

1. cpumanager-enabled 51 2% Ls!) YV — 2 (CR) T Topology Manager | H TR ¥ —%KE
LET,

I $ oc edit KubeletConfig cpumanager-enabled

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
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machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node 9

CDINT A =8 —|X, INXFED s T static ICTZ2HELIFHY £,
#IR L 7% Topology Manager E|Y ¥ TRY V—%BELE T, ZDR P —ILsingle-

numa-node (C7Y) ¥ 9, A TX %{E(Z. default. best-effort. restricted. single-
numa-node C9,

1]
2]

5.8.3.Pod M Topology Manager R !) & — & DX3EE
LLFDH > 7L Pod 1#ki&. Pod @ Topology Manger & OXFEEICDWTERBAL TWE T,

LLFR®D Podid, )Y —REBRPHIEMNMEEINTUWAWEZSHIZ BestEffort QoS 7 S A TEITINZE
£

spec:
containers:

- name: nginx

image: nginx

LUFD Pod (&, BXRAEHIRE Y /NI LW IZ Burstable QoS 7 S A TEITINFE T,

spec:
containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

BIRL KR > —h none LA DIHZE X, Topology Manager iEZ 5 M Pod Tk WIFNHAEEEL
FH A

LTORBEDOY Y I Pod IE, ERIEIPREE L LW/=®HIZ Guaranteed QoS ¥ S A TETINF T,

spec:
containers:
- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
requests:
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memory: "200Mi"
cpu: "2"
example.com/device: "1"

Topology Manager (£ Z D Pod #ZE L 9, Topology Manager &k > k 7’0O/84 ¥ — (CPU ¥ % —
Vry—BLUVTNARAIX—Iv—)&2BRLT, PodDhROY—EY FNERIBLET,

Topology Manager i Z DIERAZFAL T, TOAVFF—ICRBERIMNROY—2RELET., 2D
Pod DiZE. CPURR—J v —BLUVTNA AT EZ—Vv—IE, VY —REY L TOERETIDRE
InBEREZFERALET,

59. VY —REKREFA—/N—OI v I

FAVE21—-RMI)Y—RIIOWT, AVTFT—RIVYV—RBERBIUVHIREZHEETEES, ATV a1—
VY TDREREKRICEIWTITON, /—RICERINBELZRBLTTILBENH S I EHHRS
hEY, AVTT—HHIRZEBETZHDOD, BEXRZEWT 2555, BRIZT 7 4L b THIREICERTE
INFEY, AVFTFT—E /- FOBEINDFIRZBAS LI TEIEA,

BIRROEREAEIE, AVELI—RN)Y—ADYA TICE>TERYET, VT F—HIERTLIZHIR
EIRELAWGES, AVT+H—R@) Y —ARIAEDBWRET/ —NIZATYVa—I)LEIhEd, EBEIC,
AVTF—IE0—AILDHREBEVELIEMATHEATEZ2EE) Y —RAEZHETEEYT, YUY —IADFE
THRETIE, YY—REBEKREZHFEELRVWI YT F—IZREL RILOD QoS (Quality of Service) H'E&E
IhEd,

2T 21—V TRERIND )Y —RICETVWTITONE—AT, 74—98L0/— REIRIKY
Y—RAEIRDZ EEF/LTHY, ThIFBERINZ)Y—RIYEFWMEICKRETT T, EKREHIR
DEDERIE, A—NN—2AIy MDLRIVEEDDZEDERYET, EZIEX TVYFTF—IC1GIi DX
EN—EBERE2GIDAEY —FHIRMEEINZFE, VT F—DRFVa—-Y YV JE/—KRTIGi %
FAREETIERICEDVWTITONE TN, 2GIFTHEATZIENTEET, TDRH, TDIF
BDA—/IN—3I v MT200% ICRYZET,

5.10. CLUSTER RESOURCE OVERRIDE OPERATOR A {EFH L7727 5 R
H—LR)VDA—/N—OI v

Cluster Resource Override Operator &, 72X —HDIRTD/ —RTH—/—JIv hDL AN
ZHIEIL., AV T F—DEREAEETE 53 Webhook T4, Operator I&, HEDF7OT TV hD
J—RDOERINIAE) —BLVCPUFIREBAZEEICDOVWTHIEILET,

DLTFDE7 Y3V TEHBEINTWS L DIC, OpenShift Container Platform 3> Y —JL & 721& CLI A&
FA L T Cluster Resource Override Operator 4 Y A h—IL T B2HELRHYET, 1 A M—ILEFIC,
DLTFOBHIOLSIC, #—/"—23 v hOLRIL%EFRET % ClusterResourceOverride 1 2% L) YV —
A (CR) =1E L E 9,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 G
limitCPUToMemoryPercent: 200 @
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Z a1l cluster TRITHIXARY FHA,

723 aAvFF—OAE)—FHRIMBEINTWED, FLETI7AHIMIBEINRTVLS
BaE. ATV —ERIFFHRONN—EYFT—T (1-100) IR L TEEXINZE T, T 74/ ME50
T9,

73 avFF—OCPUKIRSIEEINTWSED, FLETIHILMNIBEINTWSIE
&. CPUEXRIZ, 1-100 FTOHIRD/NN—t Y F—IJICWR L TEEEINFT, T74I M
25 T9,

F7a v aArvTFF—0XTY—FIREIMEEINTVELN, T74ILMIEBREINTWSIHA.

CPUAIBRIZ., IEEINTWVWBIHEBIIXAEYY —DNR—EYFT—J I LTEEEINIET, 1IGD

RAM D100 =Y N TODRT—Y vk, ICPUTITICHELLARAYET, Ihid, CPUEXR%E
FEXTIRICNEBINET BREINTWVWSEE). 7724/ ~ME200 T,

O o o9

pa )

Cluster Resource Override Operator D EE X (E, HIRA IV FF—IZREINTLARW
BAREEASZFTHA, AN OV IV NTEDT 74V MNEIBRAFELT
LimitRange # 72 =V MA{EERY 5 H. F7ld Pod Tk CHIRZZEL. LEXHE
AXINnadL5ICLET,

BRERIC, LTOSRLAEEZETOY TV MDD namespace A 7V 2 MOBERAL, LEXA52 0V )
NTEICEMICITEEY,

apiVersion: vi
kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

Operator I& ClusterResourceOverride CR DA% B:1% L. ClusterResourceOverride %
Webhook #¥ Operator &[E U namespace IZ4 YA M—ILEINBLHICLET,

5.10.1. Web O~ YV —)L % {#F A L 7= Cluster Resource Override Operator D > X b —
IV

PSR —TH—N—0Ivy M EFIETE 5L DI, OpenShift Container PlatformWeb >V —JL %
fF L T Cluster Resource Override Operator #4 Y A h—J)LTE £ 7,

GIE= Jia
o HIRAIDVTFFH—ICRREINTWARWES,. Cluster Resource Override Operator IEF &% 5 X
FtA, LimitRange # 7V /7 bAFERALTITAOY I MOT 74 MNIREIRET B H\
F7zld Pod tHCHIRZREL CLEEXABRIND LD ICTINELNHY X,

FI7
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OpenShift Container Platform Web 3 >/ —JL % {& 2 T Cluster Resource Override Operator 1 >~ X
M=l BICIE, UTFERTLET,

1. OpenShift Container Platform Web 31> —JL ., Home - Projects (LR8I L £,
a. Create Project= 7 ) v/ LE9d,
b. clusterresourceoverride-operator = 70> =V hD&RTIE LTIBELE T,
c. Create2 /') v 7 LET,

2. Operators - OperatorHub IC#8I L £ 9§,

a. FFAEEAR Operator D—& A 5 ClusterResourceOverride Operator %#3ER L. Install %=
9)v o LET,

b. Install Operator R—< . A specific Namespace on the cluster’' Installation Mode I
DWTERINTWR I EZMERELET,

c. clusterresourceoverride-operator A Installed Namespace ICDWTEIRI W TWBH T &

HHERLET,
d. Update Channel $ & U' Approval Strategy %#:&R L £ 7,
e.Instal 22Uy U LET,

3. Installed Operators *—<' T, ClusterResourceOverride #2 Y v 2 LZE T,

a. ClusterResourceOverride Operator DFF#i~R—< T, Createlnstancez?7 ') v/ L &
ER

b. Create ClusterResourceOverride *—Y T, YAMLT Y 7L —hAREL T, BEICHL
TA—N—23I v MNMEEBZELZT,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @

Z a1l cluster TRITNIEARY FHA,

F7avavFF—XEY—D4IRALEEXTE-ODNN—t Y F—IUNMFEAIN
2BAIE. INE1-I00 F TOETEELEYT, 7724/ MI 50 TT,

7 avarvFF—CPUDGIBRA EEXT2/-OD/N—tYF—INERAINS
BaElE, INE1-I00 FTHDETHRELET, 774/ ME25TY,

o ® 99

FTavaAvFF—XE)—DFIRELEXTE/-ODONN—TYTF—IHIFERIN
BigEIE. ThEEELE T, IGIORAMDI00/S—tEY NTORT—Y U JIE, 1
CPUOTZICHELLARYZEY, ik, CPUEBXRAZ LEZTHRIICMEBINE T BRE
INTWBIHE), 774/ ME200TT,
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c. Create 27 1)wv o LZET,

4. DSRI—HRILNY—ADAT—HRA%=F vy LT, 2 Webhook DIRTEDIKEE %

mlLET,

a. ClusterResourceOverride Operator R—< T, clusterz7 ) v 7 LX Y,

b. ClusterResourceOverride Details *—> T, YAML %72 v 2 LZ 9, Webhook DI}

H LBFIC. mutatingWebhookConfigurationRef 27 < 3 VAR RINE T,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":

,'met

{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi

mitPercent":50}}}}
creationTimestamp: "2019-12-18T22:35:02Z2"
generation: 1
name: cluster
resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

Q ClusterResourceOverride Z i Webhook ~D SR,

5.10.2. CLI = {# [ L 7= Cluster Resource Override Operator D1 > X2 b —)L

OpenShift Container Platform CLI Z{#F L T Cluster Resource Override Operator 24 Y A k—JL L.

PSR —TDA—NR—23Iv bEFIETEET,

=55
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o FIRAIVFFH—ICRREINTWARWES, Cluster Resource Override Operator IEF &% 5 X
FtA, LimitRange # 7V 7 bAFERALTTOY I MOT 74 MNIRREIEET B H\
F7zld Pod Tk CHIFRZERE L CLEESABRAIND LD ICTINELIHY F T,
Fa
CLI =& L T Cluster Resource Override Operator &4 Y XA h—JL§ B ICI&. L TFAEETLE T,
1. Cluster Resource Override @ namespace % Ef L £ 7,

a. Cluster Resource Override Operator ® Namespace + 7> =% b YAML 7 7 1 JL (cro-
namespace.yaml 73 &) ZER L £ 9,

apiVersion: vi
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. namespace Z#{/ER L £ 9,
I $ oc create -f <file-name>.yaml

UFICHZERLEYS,
I $ oc create -f cro-namespace.yaml|

2. Operator 7L — %R LZE T,

a. Cluster Resource Override Operator M OperatorGroup = 7> =7 @D YAML 7 7 1 )L
(cro-og.yaml 72 &) HER L £ 9,

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. Operator ZIL—7%/EHR L ET,
I $ oc create -f <file-name>.yaml
UFICHZERLET,

I $ oc create -f cro-og.yaml

3B TRV T avaEERLET,

a. Cluster Resource Override Operator M Subscription # 72 =2 b YAML 7 7 1 )L (cro-
subyaml R &) HERHR L £ 9

apiVersion: operators.coreos.com/vialphai
kind: Subscription
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metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.9"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. Y720 ) T avEEHRLET,
I $ oc create -f <file-name>.yaml
UFICHZERLET,

I $ oc create -f cro-sub.yaml

4. ClusterResourceOverride 1 2% 1') Y —2R (CR) # 7Y =7 k% clusterresourceoverride-
operator namespace IZ/ER L £ 9,

a. clusterresourceoverride-operator namespace ICHIUEZ F 7,

I $ oc project clusterresourceoverride-operator

b. Cluster Resource Override Operator @ ClusterResourceOverride # 7> = 7 b YAML
7 74 )b (cro-cryaml 72 &) #ER L £,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @

Z a1l cluster TRITIhIXARY FHA,

F7avavF—XEY—DFIRALEEXTE-ODNN—t Y F—IUNFEAIN
2BAIE. INE1-I00 F TOETEELEYT, 7724/ MI50 TY,

7 av:arvFF—CPUDGIBRA LEXT 20D/ —tYTF—INEHRAINS
BaElE, INE1-I00 FTHDETHRELET, 774/ ME25TY,

o ® 90

T avarvFF—XE)—DEIRELEXTE/OONN—TYTFT—IHIFERIN
BigEIE. IhEEELE T, IGIORAMDI00/S—EY NTORT—Y U JIE, 1
CPUOTZICHELLARYZEY, ik, CPUEBEXRAZ LEZTHRIICMEBINET BRE
INTWBIHE), 774/ ME200TT,

c. ClusterResourceOverride # 7 9V M AaERK L T,
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170

I $ oc create -f <file-name>.yaml
UFICHZERLEYS,
I $ oc create -f cro-cr.yaml

5. V3R9—HRAILYVY—ADAT—HR%=F vy LT, ZfF Webhook DIRFEDIREE % FE
mLET,

I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yaml

Webhook DMEUMH LBFIC, mutatingWebhookConfigurationRef 27 > 3 VARRINZE
ER

H A B

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |
{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}
creationTimestamp: "2019-12-18T22:35:02Z2"
generation: 1
name: cluster
resourceVersion: "127622"
selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster
uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

Q ClusterResourceOverride {1 Webhook ~MDZ R,
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5103. VS 2A9 —LRIDA—/N—O3I v NOETE

Cluster Resource Override Operator ICI&, Operator A —/—23I v N2 FHIEHTE2HEDH ZE 70O
¥ 1% ~® ClusterResourceOverride 124 ')V —R (CR) BL UV ITRIVHBBRETT,

=55

o HIRAIDVTFFH—ICRREINTWARWES, Cluster Resource Override Operator IEF &% 5 X
Ft A, LimitRange A 7V /7 MAFERALTFOY I DT 7 4 MHIRRAZIBET B DN
F7zld Pod tHCHIRZREL TCLEEEABFRIND LD ICTINELNHY X,

FIE
PJSRA9—LRIVDA—/N—2Iy NETETBICIE. UTFEEITLET,

1. ClusterResourceOverride CR #fgEL 7,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 9
limitCPUToMemoryPercent: 200 €)

Q AT avavFF—AEY—DFIRELEXTEEODDODNN—tE Y F—INERAIN DS
BlE. TNhE1-I00 FTOETHEELEY., 774/ ME50TY,

o

7 av:arvFF—CPUDGIBRAE LEXT2/ODN—t Y TF—INMERINDIHE
&, INEI1-I00 EFTHDETIELZE T, 774/ ME25TY,

g 70 avaAvTIF—AE)—DFRELEEXTELEODNRN—EYTFT—INFEAINDIE
BlE. ThAEEELET, IGIORAMDI00 X—F Y hTORT—Y V&, 1CPUTT
ICELCARYET, Chid,. CPUEREZ EEXFTIFNICMEBINE T GREINTWEI
B)e T 74N MK200TY,

2. L FDSR)LA Cluster Resource Override Operator B4 —/X—O 3 v N2 HIHT Z2HEDH
%70V TV D namespace 7 7V TV MIEBMINTWB I EEHELET,

apiVersion: vi
kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

Q IDSRLEEZTOS TS MIBMLET,
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51. /—RLAR)ILDA—/NN—=TI v bk

QoS (Quality of Service) fREE. CPU HlIfR. F7/Id) YV —ADFHRE, HE/ —RKRTA—N—03 v
NaHIET2IFIERFAEEFERTEET, FED/ —RBLIPHFEDOTOP Y DA —/"—1
SYMNEBEMCTRHIEETEET,

5NM1L.IYEa—hN)Y—REQAVYTF—IIDWVT

AVEa—RMN)Y—RIDVWTD/ — RTEREINDIE;EIX. VY —RIYAFICL>TERY FT,

51111 3573 —® CPUERICDWT

AVFF—ICIFERT Z CPUDENRIEI N, ISICOVTFFHF—TCHEEINSEEDOHIPEEFT/—K
THIAAIEEAR CPUABETEZE T, ROV T FH—DEMND CPUDFERARTT 3548, CPU B
BN IVTFHF—TERIND CPUDEICEDWTHERINE T,

fcE 2K, 32257 F—H500m D CPUBRFREZEKR L, BlDI > FF—5H 250m D CPU B %= &
KUKIBE, /— RTHATRELAEMD CPUBRBIIE 21 DEERTcOVYFH—RBToEEINET, IV T
FT—HHREEELTWVWEIFAE, BELAFRBREBATCPUAFERLAVWESICZOY NV TXhH
F9, CPUEKIE, Linux A—RILD CFSHAEYR—M2EFERAL CGERINET, 7721/ KT,
CPU #IRRI&. Linux A—FRILDCFS I #—4HR—MEFEHL T100ms DBAIEERTERAINE T,
=L, THIZEMICTDZENTIET,

51112V FF—DAEY —ERICDODWT

AVTF—ICEEBERTEZIAEY) —EMRAIINET, AVTFT—REERKLELYVELSDXE) —%&E
FATEETH., WokABKRLAEZBALBAICIE, /—RDXAETY—HFELTWBIRETILHEE
TINZAgEMELrHYET, AVFTTF—DERKLEAELYEDLRBRWAEY) —A2FHT 2558, VAT
LRI T—FEUDN/—RDY Y —RAFHTHREINTVEDLYEZLDAEY —2HEE LAV
BY ZNARBERTINDIEEHYEEA, AVTT—HIAEY —DFIREIEET ZHE. TOHIR
BAHBADEMECREKRTINET,

5N.2. & —/N—23 3 v M XY b & QoS (Quality of Service) 7 5 XIZDWT

J—RiF, EREEELLDVWPodDART Y 1—ILINTWVWBIHEEY ./ — RDTARTD Pod TOHIFED
BEHFETRERY Y VDREEBADIBAICA—N"A—OIy b XhZET,

F—N"—33Iy FINBZBRIETIH., /—RKRLEDPod WThHDOERTHETERIYE2I—KY
Y—2LYELZLKDEDFERERITITZIENTEZET, ThrELBE. /—RIEZERZND Pod
ICBEIBMAZEET 2RENHY E T, COREEITILDICHERAINZHEEIE. QoS (Quality of
Service) 7 S R EMIENF T,

Pod I&. BEEDEWEIC3I DD QSYVSADID2ELTEREINFT,

5.2 QoS (Quality of Service) 7 5 R

1(&S) Guarantee BIRS LA T a VOBERNIRTOY Y —RICDVWTHREINTWBIEG
d B O EFELLRBRW) TENLDENEL WESE. Pod I Guaranteed & L T
DEINZET,
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2 Burstable FRSL VA T aVvDERDPITRTOY Y —RICDWTEHREINTWDIG
BOEFELLRBW) TENLDENEFL K RVWIFE. Pod & Burstable & L
THEINET,

3 (1K) BestEffort ERBLVEIREN) Y —ZDOWVWTNICDVWTEREINDWEA., Pod I

BestEffort & L THEINE T,

AE)—IZEBTERLVWY) Y —RATH 3D, AT —FEORETIX, REELBEMLOENI YT
FT—HARMEFERTINET,

® Guaranteed JV T F—IIBEIBEMIAZREEVIAVYTF—ELTRAIN, RIEIhET, &
B TINZDIE., ThoDAVTFHF—THIRZBAZD., TLIEFEZRATLANMAE) —FED
REICHDEDD, TEY NTEZEBEBMLOENT YT F—HIMICRWVEEDHATT,

o URAFALARNRBDIREEIZH B Burstable I FF+—IE., #IfE%Z#BE L. BestEffort 35+ —7N
MICEELRWGHICEFR T INSAEEIrHY X7,

o BestEffort VT F—I3BEIBEMOZREEVNI YT F—E LTREBINET, chopaVT
F—07OtRIF, VATFLADNAEY) —FRBICRDZ EEWMDICHERTINE T,

5.11.2.1. Quality of Service (QoS) BETD X EY) —DFHHEICDOWT

qos-reserved /3T X —4 —%FRAL T, HED QoS LNILD Pod TFHINZAEYY —D/R—tY
T—UVEEBETDHIENTEET, ZOHEEIZ. REMEL 00S 75 RAD Pod BEL QoS 7 5 AD
Pod TERIND YV —REFATEIRVEDICTBLEDICERINAEL) YV —RDFHERITLIT,

OpenShift Container Platform &, LLFD & 5 IC qos-reserved /X5 X —4 —%FEHAL X7,

e (os-reserved=memory=100% D& (L. Burstable & & U BestEffort QoS 7 5 XA, Ih b &
YUBEWQOS VZATERINAEAEYY —ZHETHDZ2METFXY, ZhilLY. Guaranteed
H& U Burstable 7—7 00— RDAE) =YYV —ZRDRFEL NI & LEIFZ I ENEERS
.. BestEffort & & U Burstable 7—27 O0— K TO OOMAERET BN RIMNEFY T,

e (os-reserved=memory=50% DfE(d. Burstable & & U BestEffort QoS 7 S AN I b LY
BWQOSVZRICL>TERINDAEYY —DEDEHET DI EA2HFTLET,

® qos-reserved=memory=0% Df&(%. Burstable & & U BestEffort QoS 7 5 XA/ — RDE|Y
LUCAHED EZREITHET 22 &2 L ETH FIATERSBSE). hICLY,. Guaranteed
D— 0= RPBRLEAE) LTIV ERATERLAZYRIPBEYVET, ZORRICE
Y, ZORBEIZEDICINTVIT,

51.3.swap X E!)—& QOS ICDWT

QoS (Quality of Service) REF = #IFT 572D, swapld/ —RKRETT 72 N TEMICTEIEHNTE
F9. THOLARWESE., /—ROYEB) Y —RDBF—NN—HTRI54 7L, Pod DEBED
Kubernetes A7 ¥ 1 —5—Il& %)V —RRIEHNFELEZ T ZAREMELHY T,

Te& ZE. 2 DD Guaranteed pod B X E) —HIRIEL2BE. ThEThOOYTF—ND swap X E
) —%FRALIBOZTREMELGHY £T., +97%4 swap FBEABLWBEICIE. pod DT OERIEY AT A
DA—=N—=Y TR 54 TDHITKRT I 2A8EEIrHY £,

swap ZEMICLARWE, / — KD MemoryPressure ICH 5 Z EZFBH LA RY, Pod ARV a—
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)Y JBERICHIGT 2 AT —2ZIFERNR<RYET, HRE LT, BIO Pod At/ — RICEEES
ne ATY—FTRORENIEL., REMICZIEZY AT LD Out Of Memory (OOM) 4 Ry QW EET S
VROV EFEYET,

BF

swap BEMICINTWBIHFE. FIAAERAXEY —IZD2WTODY Y —IFEDUE (out
of resource handling) PTEZ > 3V LEWMEXFHES Y ICHEEL A< AY T, X
EY—FROREDHZEICPodE/ —RKRMSLIEY bL., Pod ZFRBIREEICARWEID
J—=RTEBRTY21—VVITERLIIC) Y —AFEDIIE (out of resource
handling) ZFfIFTX % &DICLE T,

S5M4. /) —RKRDA—/N—OIv MIDWT

Z—N—3Iv MEIETIE, RBELAYRATLABFZRHETEZLIIC/ —R2ZEICRET 2HEDH
YEJ,

J—ROEEITHE, XE) —BEEADOH—XRIVOFRERNRELR T Z/NEICEREINE T, h—=IL
&, MEBEXAEY) —DFRRBLAVRY, XEY—DEIYHTICEKHRTSZEHY FH A,

C DEMEEIEERT B 7. OpenShift Container Platform &, vm.overcommit_memory /X5 X —4 —
HE1ICEREL. 774N MNDIRL—FTA VIV AT LDEEELEEXTZIET, BILAEY —%
F=N—AIY FFR2ELIICH—RIVZHRELET,

F 7=. OpenShift Container Platform (& vm.panic_on_oom /X5 XA —4 —% 0 ICERET B I ET. X E
)—DBRRBLEEZTEA—FIDNRZY JICARLRVWEDICLET, 0 DEREIE. Out of Memory
(OOM) SRRED & X I oom_killer #MUHT LD A—FRILICIERLET, ThicLY., BEIBMICED
WT 7O R&EHIET LET,

REDHEI. /—RIUTOIYY REETLTERRTEET,
I $ sysctl -a |grep commit
Bl

I vm.overcommit_memory = 1

I $ sysctl -a |grep panic
Hh
I vm.panic_on_oom =0

R

ERDOTSVIE/ —REICTTICEEINTWSIZT THSLH, BMOT VY avid
RETY,

B/ —RICHLTUTOREZERITIDIEHTEIY,

e CPUCFS 7 #—#% %ML 7% CPU HIRRDEMNL X7/ (EE1T
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o UZAFLATOEARDYY—AFH

® Quality of Service (QoS) BETD X E') —F#

5.11.5.CPUCFS 7 # — 9 DA IC & % CPU §IRDEMNL F /= 155297

T 74 BMT, /— RiE Linux i—FJL® Completely Fair Scheduler (CFS) 7 # —#% M H%R— k% {EH
LT, EBEINACPUFIRRERITLET,

CPURIRDERZEMICT 2BE. TND/ —RICEZXZREZERL TESIENERICRY ZE
-3—0

o OVFFT—ICCPUERD’HZHBA. TNIELinux H—RILD CFSHBICL > TEIEH=EA
IhEd,

o VT F+—IICPUEXRMNLL, CPURIRRLH ZHEIE. CPUEBKRIIT74ILNTIEEIND
CPU#IRRICERE I N, Linux I—RILD CFSHEICL>TEAINE T,

o OVFF+—ICICPUEKXREFHIBROMALH ZIHE. CPUEKIK Linux H—FRILD CFSHAFIC
o TEAIN, CPUHKIRRIZ/ — RICHEEEZ FH A,

=S5

L RDIATY REAALT, BET S/ — K& 1 TD#EM7Z MachineConfigPool CRD (Z B:E
oS RILEREBLET,

I $ oc edit machineconfigpool <name>
UTFICHZERLES,
I $ oc edit machineconfigpool worker

H B

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

'@ Labels D FICSRILAREINE T,

ek
SNUDFELLBWGZEI, ROLDBF—/[EORTZEBMLET,

I $ oc label machineconfigpool worker custom-kubelet=small-pods

FIR
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. BEZEDLODHRY LYY —2R (CR) HERLET,

CPU #lIfR % 31k 9 5 R EH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: ™ 9
kubeletConfig:
cpuCfsQuota: 6
- "true"

‘) CRICKEIZEIY Y TET,
Qg TUVBETIDNLISNILEELET,

9 cpuCfsQuota /S5 X —#% —% true ICSREL X T

2. LTFDOAY Y RERITLTCREZEHRLET,

I $ oc create -f <file_name>.yaml

5N6. AT L)Y —ZAD)Y—FH

JYEETEBZRT Y2V T7AFERL, /J—RK)Y—ADFA—N"—2Iv MA YV NEFRIMET B
DIC, &/ —RTlE, V529 —HDHEETEXB LD/ — RTCEFTTINEDH DV AT LTFT—EVHIC
FTDYVY—AD—HE=FHNTDIENTEET, &I, XTBY—RBREDEBTERVWYY—2DY)
V—REFIWNT B ENHREINET,

FI7

Pod WA D7OEZADY) Y —RAEBARIICFHNT BICIE. A7V a—) v TREARER) Y — 453
ETDIEILEY, /J—R)Y—REZEYHTET, FMICOVWTIE, /—RKRDYY—XDEIYHTH
SZHELTLLEIW,

51.7. /—RDA—/R"—33I v FOEML
B#ICINTWSEA—N"—J3Iv e, &/ —RKTEMITEET,

FIE
J—RADFA—N"—Iy F2EPICTBICE, TD/—FETUTOATY FZERTLEY,

I $ sysctl -w vm.overcommit_memory=0

512. 70> 7 ML NRJLDOHFIR

A—NR—=33Iv bEFIETZICIEE. 7O NTED) Y —RFIROEFEEFZEL., A—/—33 v
BB TEAWTOY T FOAE) —BL VP CPURIRRB LV T 7 4L MEEIBETEZ £,
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FOvzy bLARLDY) Y —REIROFMIT. BAEBRESRLTIEIL,

Fold. BEOIOV T MDA —NR—2Iy NEEMICTEDIEETETET,

521. 7AY T N TOA—/R"—223I v M XY NOESRDE

BMICINTWEA—N—OIy MY MNAETOV T NI EICEMIITEIENTEZT, &2
. 1V I7S5AMNSI9Fv—OVR—X YV MNEIFA—NR—OI Y MV KIDOLMIILTEETETET,

FIE
TAVII MDA —/NN—OIy M XY NEEWITTZICIE. LTOFIEEAEITLET,
L. 7Oz MNOA TN T 74 ERELET,

2. UTFD7 /57— avzEBmMLET,

I quota.openshift.io/cluster-resource-override-enabled: "false"

3. AV NDATI I MNEFERLET,

I $ oc create -f <file-name>.yaml

5A3. AR—y ALV YavaEFERALTWSE/—RY Y —XDEKR

AR—=IOL U2 avIcODWTHERAL, ThaFERLET,

53187 LAAVTF—DAR=IUOAL I a3 VICE > THIRINBEHAICDOWT
AVTF—OHAR=IaL v avid, TEI2 a3V LEWMEEZFRALTERITIZIENTEET,
IEIYIVLEWVMERA—R=—TUOL V2 aVIIREINTVWSE, /—RiEPod DIV FF—7H
API DO BICT 7 AABEARREICAZ L IEAE T, Pod BHIRINZIZE., IV TF—BHIRIh
F9, AVTFT—EPod BHIBRINT, TEV a3V LEWMEIELTWAWRY FRFINET,
J—RKHT 1 AU (disk pressure) DIREEICAR>TWB &, AV TH—HHIKRIN, ThooO sk
oclogs ZRALT7VERATERL QY ZET,

® ecviction-soft-V 7 hIEV a3 VDLEWEIR, TEZYaVLEIWMEEERINSZEREE
BEDHFHEE2HEAEDEE T,

® eviction-hard-/\—RIE > 3> LI WMEIZIFEFHEI AL, BRI &,
OpenShift Container Platform &3 CIC7 7Y a v 2ETLE T,

LUTFoxE, TEVYa v LEWMEO—ETTY,

RKEIAVFF—ODHR—IAL I avEaEEREETD-HDOETH

T Y avIIFL

MemoryPressure memory.available J— RTRIAATRAREXE) —,
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T avI T

DiskPressure . J—RDIN—= T 74NV RAT A
e nodeis.avallable (nodefs) F7/idA A=Y 774
e nodefs.inodesFree > 27 L (imagefs) THIFAR
BERT 4 RVBEEE K/ —
e imagefs.available Ko

e imagefs.inodesFree

pz -1o)
evictionHard D&, CNOSDNTA—F —%FRTIEETIHDELIrHYET, T

DIRS A —H—HISELAVE, BELENSA—9—DHERAIN, AR—vaL
5y aVHRELHREEL £ A,

J—RKRMRYIZPMIEID IV LEWVMEDLRE TROBTEEHL, TORET IHFHREAEBA TLA
WIEE. /T 25/ —Kid, true & false DEITEICEHLET, LA >T. RTVa—5—I3HE)
BMAT Y 12—V ERETERWVARELIHY X,

DTN SIRET B ITIL. eviction-pressure-transition-period 7 5 7 % L T. OpenShift
Container Platform B R BIREN ST T 2 X TIIH D S ZHIE L £9, OpenShift Container
Platform (&, false JREEICEIY B DL ZBIDIBEIN/HMIC. TEI Y a Y LEWVMEEEEINEZRE
KREBIC—BTDELDIKELEEA

SB132 A A=IUDNAR=I LI aVICE>THIRINZEHAICDODWNT

AA=VDHR—=Y AL I3 VTlE. /— KD cAdvisor ICE > THREIN DT« RV EHEICED
WT, /—RKDOOHIRRTZAA—VERELET,

AA=IDAR=2AL 23 vDRYY—E, LTO2DOFHFICEITVTWVWET,

o A A=YDHAR—=Y AL V2avuEN)H—F2T1RAVFEHAEDNN—tV N (BHTERIN
2)TH, F74ILMEB5TT,

o A A—VUDAR=IALIZaVIEBRLEDETET 1 RIVFEHED/N—tY b (BH TR
NnNz)Td, ¥74J ME 80 TT,

AXR=IDHAR—=I L I3 vDEHIC. HRAIYLYY—A&FHL T, ROZTHOWTIHLELTE
TBHIENTEET,

KSAAA—TIDHR—I ALV aViERET ZH-0DDEH
e B

imageMinimumGCA HR=TAL I avIitd > THRINZ ETORFEHDA X —T DA,
ge T4 ME 2mTY,

imageGCHighThresh A X—YDHR—Y LI avaEN)H—F2T74 AVERED/—tV b
oldPercent (BYTHKXIND)TY, 774/ KE8TY,
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e Bt

imageGCLowThresh A X—YDHR—=—I AL I aVvhBRLEDIETET A RIVERED/—EY
oldPercent N (EHTHRIND)TYT, 774/ KEB8OTY,

UFD2DODA A —Y—BRNEFNFROAR—OAL VY —DOEFTTREINET,

L. 12UE®DPod THREERITINTWVWEAXA—VD—E

2. RAMNTHARERAIXA—VD—E
FRROAVTFTF—DETEICHIROAX—IUDPRRIINET, IRTDAA=JICRFIYI LAYV TD
=DM ENET, 41 A—IHNEFTH (LRBOKANDO—E) ». FLEHFHRICREINTWS (L2
D2HBFEEHDO—B)HE., CNIEREORKEOY—IMIIFoNhET, HBYDA XA —JITIELEIOS 1
LRIV TDR—=I DT TIHITONTVET, IRTDAX—VIFIA LAYV TTHOEZLONFE
-g_o

ALY arvhRABINZE, BERGZFBLTIETIA—IDPEEHVEDOHISIREFICHIRINE
-g_o

503.3. AT FT—8BLPAM A=V DHAR—=TI LI avDEE

EIEH(Z. kubeletConfig 4+ 7oV hERT Y VERE S—ILAICIER L. OpenShift Container
Platform ICL B2 AR—Y AL I a vDEITHEERETEET,

pa )

OpenShift Container Platform (. &~ ¥ V& E 7—IL® kubeletConfig # 7>~ = ¥ ~
H1DDHYR—MLET,

ROWTNDDIAEDEERETEET,

e IVFF—DVYIJ7bhIEIYaY

aOVFF—O/N—RITEH Y>3V

\

o A X—=UDITEYTaYV

AR

1L ROARY REAALT, BET S/ — K¥ 1 TDFHBI7% MachineConfigPool CRD (ZE&E (T
o RIVERBLET,

I $ oc edit machineconfigpool <name>
UFICHZERLEYS,

I $ oc edit machineconfigpool worker

H A B
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

Q Labels D FICSRILAREINE T,

g
INNUDFELLBWVWGZEIF, ROLDLBF—/[EORT7ZEBMLET,

I $ oc label machineconfigpool worker custom-kubelet=small-pods

FIR
. BREZEDLEDODDHRAYI LYY —R(CR) ZERHR L X7,

BF

774V AT LD DDIHFE. F 713 /var/lib/kubelet & /var/lib/containers/
NMELZ 7MLV AT LILHDIHE. RDAREIREORENH INDEITED
avhbMN)IH—INET, 77MILRTALIIIEIavyaEN)H—LE

VTF—DHR—=IAL I3y CROY Y TIVEKE:

a
apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig

metadata:
name: worker-kubeconfig ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
evictionSoft: G
memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 9
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
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evictionHard: G
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 6
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

7YY bDE&HEL

ROVRET DL INIVERELET,

IEY >3 >vDH 4 7 evictionSoft & 7zId evictionHard,

RHEDIE I av MN) A=V TFIVICEDCKIESI > avDLEVE,

Y7 hIEVY 3 vOMFERB, TD/NT5 A —4 —|L, eviction-hard ICITEHAI N FH
Ao

BEDIEIYaY NYHA=VTFIICEDLKIEYZ a3 dDLEVWE, evictionHard @
BE. INLDNFTA—Y—5FRTIBETIVENHYET, IRTDNNSA—4H—%
BELBRWE, BBELENASA—9—0DHIBEARIN, AXR—JOL I3 UHIELCH
BELEHA.

@ 90009

TEY Y a vAREDREN SBITY 5 F TORFHKEFRE.,
AR=IIL 72 aVICL>THIRI N2 T TOREADA X =T OEMEE.,

AA=IDAR—=Y AL V2 avaENIA—FT2T1 RVFEHED/N—tV b (BEHTE
INh3)TY,

909

@ AA—VDAR=S LI aVvHIBRLED ETET 1 RVERED/A—t Y b (B
TRIND)TY,

2. LTFOITY RERTLTCRZFRLET,
I $ oc create -f <file_name>.yaml
UFICHZERLET,

I $ oc create -f gc-container.yaml
el

I kubeletconfig.machineconfiguration.openshift.io/gc-container created
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1. ROOATY REAALT, AR=2AL 092370574 T TCHBZIEEERELEFT, AR
& L)) —ZATHEE L 7= Machine Config Pool Tl&. ETENTLICETINDS F T UPDATING
M 'true” ERTFIINZET,

I $ oc get machineconfigpool

H A B

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

5.14. NODE TUNING OPERATOR D&
Node Tuning Operator ICDWTHEMEL, ChEaFERALET,

Node Tuning Operator I&, TuneD 7—EY DA — A ML —>3 VL&D /—RLRILDFa—=V
TDEBIRIIEET, FEAEDENTA—I VAT T r—23 v TlE, —ELRILOA—FILD
Fa1—=ZVIHRUETY, Node Tuning Operator I&, / — KL RJLD sysctl DIF—IN/EES >~
=Dz R%1—H—ICRHL. 22—V —DPEETIHRILF1—ZUT%EBINTE S LD RHM
ERELET,

Operator (&, I ¥ 7 F—{tX N7z OpenShift Container Platform @ TuneD 7—E ~ % Kubernetes
T—EVEYMELTERLEY, ThICLY, ARILFa—=VITHRN. T—EVIRET 2
XTIFTRI—TERIINDZIARTOIAVTF—EINE TuneD T—EVICEINFT, T—FEV
. /= RZEIKTIDTD VFRI—DIARTD/ —RTEFTINET,

AVFFH— 1IN/ TuneD T—EVICEL > THEAINS / — RULRIVOERER. 7O7 71 ILOER
HRNYUH—FTBARYPNT, FRERTVITFILVOZESLICREBICL >TaAY T F—EI N7 TuneD
T—EVHAERICKRTIBEICO—ILNY I EINFET,

Node Tuning Operator I&, /N—< 3 ¥ 4.1 LIREIC & 1T 2 1ZHER 7 OpenShift Container Platform 4 > X
F—ILD—EBER>TWVWET,

5.14.1. Node Tuning Operator {t#t >~ 7/ ADT7 I £ R

27Ot %FA L T Node Tuning Operator fT#kH > FILICT 72X L E T,

FIE
L UTFE2RITLET,

I $ oc get Tuned/default -o yaml -n openshift-cluster-node-tuning-operator

T 7 # )L h®D CRI&. OpenShift Container Platform 73w b 7 # —ADIEEMNR /) — KL R)LD
Fa—ZUJERETEZIEEZBMNELTEY, Operator BEEEDREEZRET DHDICDAERETE
F9, 774N CRADZTDHDARY LEFEIE, Operator iCL>TEEXIINZET, HRY A
Fa1—ZVIDBEIE. REDF1—=VIINECREFERLET., FRICERINZCRIZ. /—
K/Pod SNILEBELTTOT 7 4 I DEELIELLICED W T OpenShift Container Platform / — K IZ5#
INBTIFINMDCRBLIVARYLF2a—ZV T EHAEDINET,
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DIk

==
[=]

BEDKRT Pod SRIVDYR— MEIMEBERF 21—V I %=BENICERET 2E
MAFETTN, COFEFIHEINT, EKILKBERERISRI—IIBVWTEER
MURETY, 772 MDIAEIN/ CRIE Pod SNIL—BDRWVRETIREIH
T, ARILTAT7AILD Pod SRIL—BDHBRETERINZHE.
DHEEIL T DR TEMICAY £9, Pod TRILIEEEIX. Node Tuning Operator
DESEDIN—2 3 Y TIHERICRZIFEDHY £,

5042. hRAH LFa1—=> Ttk

Operator DARZ LYY —Z (CR)ICIF 2 DDEZEREIVavrHYET, 1DEBOEVZ3 VD
profile: (& TuneD 7O7 7M1 VB LV ENSDEZFID—ETY, 2 DE®D recommend: (&, 7O 7 7
1VBROVY VEERZLET,

BHEDARY LF 21—V JEkki&. Operator D namespace ICEBD CR & L THETEET., R
CR DIFIEF /1T EH W CR DHIBRIE Operator ICE > THREINE T, BEOHRY LAF 12— JiEkk
FERTY—YIN, AVFF—tIN/TuneD T—EVOBETRA TV MIBEHINET,

EIRE
Operator BEIEEDKREIZ., T 74 MDD TunedCRAZFHE L TEREINZE T, T 74/ T, Operator
I& Managed JRE&ET4H Y. spec.managementState 7 1+ —JL KiEF 7 #JL b D Tuned CRICRIINZE
t# A, Operator Management JREED B RMEIFLLTD EH Y TT,

® Managed: Operator [FEEE") V—ADNEH IND EETDARZI VY FZEHLET,

® Unmanaged: Operator [FE&E") V —ANDEEZEHRL T,

® Removed: Operator |& Operator A7 AEY a =V LA RSV RELVY Y —RAEBIKRL
x7,

azr74ANT—4

profile: £ > 3 >id, TuneD A7 7M1 LB LV ETNLDARIE—BRRLE T,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...

- name: tuned_profile_n
data: |
# TuneD profile specification
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[main]
summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

REOo7740

profile: #iIRO > v (&, CR®D recommend: 27> 3a VIl >TEHEINZE T, recommend: 7
vavik, BREZICEDC IO 71 VOHEEEDO—ETY,

recommend:
<recommend-item-1>
#..
<recommend-item-n>

—EBDERIEE:

Q90 ®6 09

- machineConfigLabels: ﬂ

<mcLabels> 9

match: 6
<match> ﬂ
priority: <priority> 6
profile: <tuned_profile_name> G
operand:

debug: <bool> 6
T T av:
*—/fED MachineConfig S NI DT 1V aF)—, F—IE—BTHIVEIrHYZET,

LRI 2HBEE. BEEOBVWTOT7 74 LS AIC—T 55, F7<Id machineConfigLabels
DEEINTVWARVWRY, 7O7 71 LO—BABEINET,

7.]-709 3 yo)_%o

TO7 7 M IVDIEFRATDEBEE, BENNIWVWZIEBEEIS<RYET 0H1FREEVEELE
ICRY £9),

—BU#EAT S TuneD 707 7 1 )L, fl:tuned_profile_1
FTavDFARTY REE,

TuneD T—EVDTNY TFVEREFT7EBMCLET, # T a vk, 2 DIHFEIE true,
Z 7 DIFEL false TS, T 7 # )L M false T,

<matchs &, UTFDOELIICHEBHICERZEINS A S >avyD—&TT,

184

label: <label name>

value: <label_value>

type: <label_type> 6
<match>

J—RZFHIEPod DI RILE,
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Q F72avD/—RELIEPod DSRILDE, ERINTWBIEEE. <label_names> 1'% % 72
FTT—RERHEZBLLET,

9 FFavnATI Ly M4 7 (node 7213 pod), BRI N TWBHEAIE, node HEEI N
i_a—o

Q 47> 3 YD <match> —&,

<match> "B INBWGEE. KA MINZTARTD <match> 7> 3V H true ICFHAI N 2 HE
EHYET, TITRWHEILIE false MEEI N, THZThD <match> />3 >oHhz707 7
AIVGBERAINT, HEIhIFHA, TDEH, XRR ML (FOD <match> 27> 3 /) (X ERIE AND J&
BFELTHELEY, ThEEFIC, <match> —EDOWITNHDEEN—HT %354, <match> D
—B2EfEN true ICFEMINE T, TDLH., —BIFIHREORBEREFE L THELET,

machlneConflgLabeIst)\ EINTVIHEAE, IVVRET—ILR—ADIY Y FVIHNEED
recommend: —EDIERIC L TA VIZARY £9, <mcLabels> &7 VEEREDINRILEIREL F
To TV VEREIE. FO7 7 1)L <tuned_profile_names ICDWTH—RIVEBENI/NS A —H =R EDK

NEEABRAT2-OICEBFMNITERINE T, DFE. YV VERELL I 4 —5 <mcLabels>

—HIBIRNTCOYYVRET— I EHREK L, 7O7 71l <tuned_profile_name> 2B I N5~
//&Ef—wﬁ%U%anéT&fmj—hn&i?%%%ﬁ%UiTQvzﬁ—u—wtv—
A—DO—I)LOEAFEFD/—REHY—5 v MITBICIE. YRY—O—IVAFRTZ2RELNHY £
ERR

EI15 8 d match & & U' machineConfigLabels (3% OREEFICL > THEKEINE T, matchIE
Bid, &fiCya—bg—Fy hARXTIMEIN TS, TDD, true EFEI N 55
#. machineConfigLabels IHE IZFEEINFEH A,

B

RVVEBET—IR—ADIYyF VI 5FERTZHE. BLN—RKRIzT7EREERD
J—RERBUIYVERET—IVICTIN—TIbT B EHRINTET, TOHAEICKD
BWESIE, TuneD RS Y RARLY Y VEBET—ILAaRETZ 2 DU ED/ —RD
MATDIN—RILIRSA—Y—5ETIEEMEIDHY £,

Bl: / —K/Pod SRIVR—ADIYF VYT

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

FROOAVFF—INATuneD T—EVDCRIE, 7O7 74 IILOBEIBMICEDVTED
recommend.conf 7 7 1 JLICE#BINF T, REFEWEEIRL (10) 2> 707 7 1 )L openshift-
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control-plane-es TH 37, INHIRIMIEBEBINE T, BEIN/L/—RTEITINZIVTF—
fEX N7z TuneD 7—E VI&. B L/ — KIC tuned. openshift io/elasticsearch 7 NIV AR E I N7z
Pod AERITINTWVEDNEINEERELE T, IhHBWEAE, <match> £ 2 3 V24 false &
LTREEINE T, COITRIVERFDOIDL D7 Pod i'H %HE. <match> 7 2 3 > true IZFE
MINBdLIICTBICIE. /— KSFX)LiE node-role.kubernetes.io/master % 7= (& node-
role.kubernetes.io/infra THZHELHY £ T,

BEIBAS10DTOT7 71 ILDSRILA—HL7=HE. openshift-control-plane-es 707 7 A LA
BAIN, 200707 71 VIEEBEINEFEA, /— K/Pod SRIVDEHEDLDEN—B LRV
&, 2&BBICEWMBEIESL 707 7 1 )L (openshift-control-plane) AZEEINEFd, cO7O7 71
&, 7 F—1b3I N7z TuneD Pod ' node-role.kubernetes.io/master % 7= |& node-
role.kubernetes.io/infra S NIV D / — RTEITIINZBEIEAINE T,

=&IC. 7O774) openshift-node ICIEREDEBEIBMATH 2 I0MNEREINE T, IhICiE
<match> 7> 3 U RVWEDH, BIC—BLET. hid, JYBVWEEIBLZOMBOTOZ7 74 LA
BEINL/— RT—HBLRWESEIC openshift-node 7O 7 7 A LZRET 57HIC. RIEDEKLIE
ML/ — RASER I N BNENR (catch-all) A7 74L& LTHEEL £,

PRIORITY 10 PRIORITY 20 PRIORITY 30

POD

tuned.openshift.io/

FALSE | NODE [ FALSE
. ' 1
elasticsearch

node-role.kubernetes.io/
master

RUNNING ON OR

NODE
node-role.kubernetes.io/

NODE p
infra

node-role.kubernetes.io/
master

OR

NODE

node-role.kubernetes.io/
infra

TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

Pl < BET—INR—ADIYFVT

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:

name: openshift-node-custom

namespace: openshift-cluster-node-tuning-operator
spec:

profile:

- data: |

[main]
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summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

J—ROBRHER/NMRICTBICIE. 9=y b/ —RIIIVVERET—ILD/—REL V5 —D—H
TEINRIVEFEALTSNIVAEMF, LEED TunedCREZEHR L TH S, RIEICHARILDYY VERE
T—ILE&REERLET,

5043. 7V Z R —ILREINDT 74 bDTOT7 741

LTIk, V7S5R9—ICREINZT 74 MOTOT7 74T,

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
recommend:
- profile: "openshift-control-plane”
priority: 30
match:
- label: "node-role.kubernetes.io/master”
- label: "node-role.kubernetes.io/infra"

- profile: "openshift-node"
priority: 40

OpenShift Container Platform 4.9 LI Tld, 9 X T® OpenShift TuneD A7 7 4 JLAH* TuneD /8

T—=IIEFNTVWET, ocexecAX Y REFAL T, IThoD7O7 7M1 IILORABTERRITIE
£

$ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-
control-plane,-node} -name tuned.conf -exec grep -H * {} \;

5144. Y R—KrINTWVWB TuneD T—EV TS 71V

[main] 2> 3 v &BKRE, LLFD TuneD 73 74 V&, Tuned CR @ profile: 27> 3> TEEIN
AR LTOT7 74V EFERT 2HBEICHR—NINhET,

® audio
® cpu

® disk
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® ceepc_she
® modules
® mounts
® net

® scheduler
® scsi_host
® selinux

® sysctl

® sysfs

® usb

® video

® vm

INSDTZ T4 VD—EICL > TRESINDZBMF 12—V FHEEDOHIC, Y R— MIhTURWVE
BEAHYET, LUTD TuneD 7574 VIFBRBERTHR— I TWEEA,

® bootloader
® script
® systemd

M. FIFEEEEAR TuneD 7574 Y LU TuneD OfFRE #SB LTI,

5.15. / — K#&H 7Y D POD DERAEDERE
podsPerCore & &£ U maxPods D2 DD/INZ XA —&—|F/ — NI L TR Y 12—V TX % Pod Dix

RPEHBLEST, BADFT T avEFERLEGE. JYBWMEDEA/ — K LD Pod D% FIRR
L/i-a—o

fc& z21E. podsPerCore ' 4 DD 7Oty H—7%%E D/ —KFLET, 10ILREINRTWDRE, /—
FETEFEINS Pod DERRAEIL 40 ICRY XY,

=S5

L RDIATY REAALT, BET S/ — K4S 1 TD#EM7% MachineConfigPool CRD (Z BE
FTo5NSRILEREBLET,

I $ oc edit machineconfigpool <name>
UFICHZERLEYS,

I $ oc edit machineconfigpool worker

H A B
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

Q Labels D FICSRILAREINE T,

g
INNUDFELLBWVWGZEIF, ROLDLBF—/[EORT7ZEBMLET,

I $ oc label machineconfigpool worker custom-kubelet=small-pods

FIa
| BEBBEDLODHAY LYY —2R (CR) BEKRLET,

max-pods CR D& EHl

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
podsPerCore: 10 G
maxPods: 250 )

CRICERIZEIYHTET,
RYOVERET—IDOLINRIVEBELET,

J—RATOy S —a70HICEDOWTEIITTES Pod DHAEEEELE T,

0009

Pz
podsPerCore % 0 ICERET B &, ZOFRIRNEMICAY £,

J—=ROT7ANRTFA—IhDbh5T, /—RAEITTES Pod BIEEEEICIEELF T,

LEEDFITIE. podsPerCore D7 7 )L MMEIX 10 TH Y. maxPods D7 7 + )L MEIL 250
TY, 2FY., /—ROOATHEMN 25 LETRWERY, 77 #JL bZ& Y podsPerCore A IR

BRICRYFT,
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2. LTFOITY RERTLTCRZFRLET,
I $ oc create -f <file_name>.yaml

L EENAEAINSNE DD EMHERT 57291, MachineConfigPool CRD #—E&XRR~L 7,
Z B H* Machine Config Controller IC& > THSE 1% &, UPDATING I T True EHEINZE
ER

I $ oc get machineconfigpools

H A B

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

EENETT5E. UPDATED BT True EHREIN F T,
I $ oc get machineconfigpools

H A B

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False
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FE A VAMN—ILEDRY NT—VUKRTE

OpenShift Container Platform D4 ¥ Z b —JL1&RIZ, v N7 =0 %I LICHRL. BHICEDETH
AITAXTEET,

6.1. CLUSTER NETWORK OPERATOR (CNO) D&

PSR =%y N7 —UDEREIE. Cluster Network Operator (CNO) R ED—E & L THEEX
. cluster EWI ZRIDARY L)Y —R(CRYF TV I MIEEINET, CRIE
operator.openshift.io AP| 7 JL— 7'M Network API D7 1 —JL REIEEL XY,

CNO % EI&. Network.config.openshift.io APl 7' )L— 7@ Network API 59 S R 9 —DA VA h—
WEHCATD 7 4 =L RE#EAL, ThoDT74—ILREEETIE A,

clusterNetwork
PodIP7 RLZDEIYHTIERTZIP7 RLRAT—IL,
serviceNetwork
H—ERDIP7RKLRT—I,
defaultNetwork.type
OpenShift SDN % 7z1& OVN-Kubernetes RED Y S 2 —x v N7 —0 7O 5 —,

pa )

PSR —DA VA M=)LEIL, BRIOEIY 3V T—EBRRINTWE 71—l K%
TETDHIEIFTTEEHA,

6.2. VSR —2EOTOFS —DBEMEL

Proxy 7 7V ¥V ME, 75 R9—2kD egress 7OF >V —4FTEITHHDIFERAINET, 7OF
V—HREVBTICISRAYI—DA VAN =NWNELET Yy TITL—RINB &, Proxyd 72 MMEEI
IMIEXINTTH, spec FEREINFTHA, UTICHZRLET,

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: ""

status:

V52 —EEBEIE., D cluster Proxy 7 = 2 b %Z & L T OpenShift Container Platform @ 7
D#D_%EQEts% ia—o

Pz
cluster & WD &ZEID Proxy # 7V 7 DAY R— KNI h, Bo7OF> —%4F
KT BIEFTEEREA,

AR

o JSRY—EBWEDN—Ivay,
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® OpenShift Container Platform oc CLI'Y —ILHD'f Y A R—ILINT W3,

FIa
1. HTTPS #EfHD 7OF > —ICHEAEIND CAZIEAZEA S £ % configmap ZEK L 7,

pa

TAFT—DTATVT 14T 4 —HBAEN RHCOS EF8/NY RILH S DEREEFIC
SO TELINDIFEAIK. ThEEBRTEFET,

a. L FOWAT user-ca-bundle.yaml & W5 7 7/ JLAER LT, PEM TIYOd—RKIhi
AAREDEEEELF T,

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> 9
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

ZDF—#%*—IF ca-bundle.crt £ WD EZENCTZRELHY F T,

TAFT—DTATVT AT 4 —HBREICERTELHOIFERAINS 1 DULED PEM
TIvId— RXN7= X509 BRZE,

Proxy # 72 =7 kH5BRIN S configmap f.

o0® 09

config map & openshift-config namespace IR IF N iE7AY FH A,

b. 2D 74 ILH 5 ConfigMap ZERK L 9
I $ oc create -f user-ca-bundle.yaml
2. ocedit IV Y REFALTProxy 7 7Yz NEZHELET,
I $ oc edit proxy/cluster
3 7OFV—ICRERTA—ILNERELET,

apiVersion: config.openshift.io/v1

kind: Proxy

metadata:
name: cluster

spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
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- https://www.google.com
trustedCA:
name: user-ca-bundle 9

‘D HS 25 —HDHTTP EEAERT 27-0ICEAT2 70+ — URL, URL Z¥—LAt
hitp THIBELHY £,

@ /A9 —HATHITPS EMEERT 570IEAT S TAF>— URL, URL 2F— Al
http 7|3 https THEZVREHNFHY EFT, URL AF—LEHYR—KTZ270F>—0
URLZIEELET, &2 FEAEDTOFT—IE, hitps 2FEHT 2L ICKREX
nNTVWTH, http LAY R—FMLTVWARWEE, I57—%2HELFEFT, TOIT— Ay
T—2RFOJICRBRINT, KHDYICRY NT—JEKIS—DLOICRAZBENHY
F9, V7R9—D5D https Bz v A3 7O0F—%FHALTWEGEIEK. 7
OF>—MFEATECALIHBAEERZITANDLDICISRI—%5BRETIHENH DG
EhHYET,

© ToF - EBATREDOORERAA VA XAV PP RLR, FRfOX Y b
77— CIDROAVIRHY D—E,

HTRALMYVDHE—BT DL, RALSVORIC. Z[FIFET, 7c& ZIE, .y.com &
xy.com(CT—HLEFITH, y.comZIEF—HLEEA, *EFEAL. IRTOEEDOTOF
=% NANZALET, 1R M—JLEZE T networking.machineNetwork[].cidr 7 1 —
IWRTERINDZ XY NT—VICEEFNTVWARWI—H—% T =T v TT 254,
hozZD—EICEML, B#ROBEZHCYVENIHY T,

httpProxy Z 7= (& httpsProxy 7 1 =)L RKOWTHEREINTULRWERIC, D
74 —I)LRFERINZET,

httpProxy & & U httpsProxy D{E% 2 5 —4 RITE X AL HID readiness F v 7 ILfEA
259 7R9—HD1DLLED URL,

o

9 HTTPS ##D 7O0F 2 —ICEAEI®D CASIBAENE £ 5. openshift-config
namespace ? configmap DS, I THHY BHIIC configmap AFEEL TWBHE
BHYES, TDT74—ILRIE, TOFS—DOT7A TV T 14714 —iEBAEH RHCOS (588
N RILDLDFRFERBICE > TBEINBRWVWRY BEICRY T,

4, TEABERITLDE-HDICT7MIVERELET,

.DNS %S4 R—N|IRET S

VSR —DT7FFAMRIC. TI3AR—N/—VDHEFRTEELIICDNSEZEETEET,

FIR

. 95A9—DDNS AR LYY —R%=fRLET,
I $ oc get dnses.config.openshift.io/cluster -o yaml

H A B

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
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generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

spec /> avilid, TSAR—NI =V ERTY I J—VOEANEENDZEITEFREL
TLIEIW,

2. DNS ARG LYY =Ry F@ERALT. NT)V v I V-V %ZHIBRLET,
$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":

null}}’
dns.config.openshift.io/cluster patched

Ingress I~ hO—Z>—ld Ingress + 7> =V b DIERKEFIC DNS EE%*SRT 5 7
&, Ingress * 72V NEFRELIBEET 2%E. 7534 RX—K L OA—ROADERI N
i’a—o

23

BEFE®D Ingress 77222 MO DNS LO—Ri&, /RT ) v 2 —2 DHIRREFIC
EEINFH A,

3. 473V 95 RAY—DDNS HRY L)Y —R&EFHEL. XTIy oJ—UnHIBRINhTWY
5 EEHELET,

I $ oc get dnses.config.openshift.io/cluster -o yaml

Hi B

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
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Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

6.4.INGRESS VSR — 5T 4 v I DETE

OpenShift Container Platform (&, 7 5 A9 —ARATEITINSIY—ERXZF>TI TR —HADLDE
EEAIBEICT HDUTOAEERHBLET,

o HTTP/HTTPS %29 %3354&d Ingress I hO—5—%FEAT %,

o HTTPSUAD TLS THESEINATOMNINEFERAT ZHE (TLS &E SNINY ¥ —DFERL
Eikingress Ay bO—5—%FHAT %,

o ThUUADIGEIF, O—RFRASUH— HEIP, FLF/—FR—F2EALET,

Ak E]:y)

Ingress A~ hO—5—0DfFEA HTTP/HTTPS k57 4 v 7 8 LU HTTPS LA D
TLS THS{I A7 O RNV (TLS & SNIANY & —
DFERRBREYANDT IV EREHFTLET,

O—RNSYH—H—ERAEFERALEALIPOEE T—ILHSEYETOENEIPT RL R &> 7IEE
Y KT ER—MDINS TV O EFALET,

HNERIP DY —EZADEHE LY LT BEDIPT7RLREMF>HIEER—IMADLS
T4y EHFALET,

NodePort 0% E JS5RI—DIARTDH/) —RTH—EREZRBALZE
E

6.5./— RiR— MY —ERSBERDEE

Vo529 —EEBEF, FIRTER/ —FOR— MIEZIGRTEEY, VSRS —TEHEHD/ — FKR—
MMERINDGE,. FIATRAR— NORZECITVENHZHENHY T,

T 7 # )L bDR— NEEHE L 30000-32767 T3, RWMICT 7 A NEEFEEBA TR L IBE T,

R— MNEIEEENT D2 EIETIEHA,

6.5.1. B4

o VSR —AVIZARNTIFv—Id, IRIN-HBERNTIEETEI2R—MDT7 I RA%EF

ATI2UNENADHYZET, =& 2E. /— ROR— MNEEE% 30000-32900 (CHAET B8, 77
AT 94— IVEREENNTY T4 LY =)V TDHBEICLY ThICEFENDKR— NEEHE 32768-
32900 #EFRI ¢ B2 MBI HY £,

6.5.1.1. / — KDR— M DR

PSR —D/)—RR— M MNEEAIGRTE T,

=S5
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e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

e cluster-admin R %=F>1—H—& L TYVSRY—ICATM VT 5,

FIR

1. /—ROR—MEEZIEERT 2 LTFOITY FEANLET, <port> %, FHROHEEN
THRADR— FESICEESHWAIT,

$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l

BV
F/zld. ULTOYAML #ERALT/ —RODR—  NEEEEHITAHIEEHTEET,

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
serviceNodePortRange: "30000-<port>"

H A B

I network.config.openshift.io/cluster patched

2. REDTIVTATTHB I E%MHRTZICIE. UTDOAT Y REZANLFT, BERAVAEAIN
2ETICHDOERAIIDND I ELHY XY,

$ oc get configmaps -n openshift-kube-apiserver config \

-0 jsonpath="{.data['config\.yamI]}" | \
grep -Eo "'service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]

H A B

I "service-node-port-range":["30000-33000"]

6.6. %Y hT—U R —DHRE

VSR —EBEFLRI IOV MNEREELT, AV MDRY NI —ORY O —%FZETE
i’a—o

661 %Y hT—TRYI—IZDWVT

Kubernetes *v k7 — 2R 1) & —%+R— k9 % Kubernetes Container Network Interface (CNI) 75

TJAVEFRTEZISRAI—TIE, *v NT7T—27 D9 EEE NetworkPolicy # 7V 7 ML > TES
ICHEIEI I N E 9, OpenShift Container Platform 4.9 Tld. OpenShiftSDN(ZF7 7 # )L DRy kT —
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IDBME—RTORY NT7—0R)D—DFEREYR—KNLTWVWET,

pa

OpenShiftSDN 7 S A9 —% v D=0 7ONA ¥ —%FRAT 3H5E. *v hT7—27K
) —IZD2WT, UTOHIBRMERINE T,

® egress 74 —JLRTIREIND egress *Y hT7—V R —lFHR—FINT
WEH A, egress 7 74 77 #—JLIiE. OpenShift SDN Tld egress *v b7 —
IRV —ELTEHMLNATVET, Thidry 7=V RS —0D egress &
ERYET,

® |PBlock gy hT—0RYS—THR—-—MINZFTH. except AlEHR—bL
Fth. except AZEL IPBlock £V avDHBRY S —%ENT 2355,
SDN Pod I3E&LE A2 O 7 ICEEEk L. TDRY O —D IPBlock 24 ¥ 3 v 2{KILE
BInZET,

H
=

>

FY hI7—=0R)D—E, RRAMDRY MT—7% namespace ICIZBEAINF
ho RAMRY NT—I0DBMIINTWS PodldRxy NT7—2R) > —)L—IL
KL 2REBEZITEE A,

FTI7F2IMT, 7OV PDTARTDPod lEtED Pod 8L VXY NT—V DTV RIRA YV MDBT
JEATEEY, 7AVIIMNTIDUEDPod 2089 2101k, 27OV Y M T
NetworkPolicy # 72 =7 M a{ER L. FFAId 2&5EHEMEAEELET., 70V / NEREIIRBOD
70Y x4 MAT NetworkPolicy 7 7Y =2 b DER S L VHIRERITTEE T,

Pod A1 DLLED NetworkPolicy # 72 27 kDL V49 —T—HT 315E. PodidETh 5D 1D E

@ NetworkPolicy # 7Y =7 N THAI N2 #EHRDAZZITANZE T, NetworkPolicy # 7>/ k
ICE > GEIRINTULWAL Pod EEL2ICT V ERAERETT,

LUIFDH > 7FIL NetworkPolicy 7 7> =0 M3, BBODERZV TV FE2YR—MT2ZE%ERLT
\I\ij—o

o IRTDKIT T4V I %EEAFLET,
70Y x4 MIdenybydefault (77 #J)V b TER) AETIEBITIE. TXTOD Pod IC—H
T3 bF71 v %—tIFFA LA NetworkPolicy # 7V =7 M &BIML X9,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e OpenShift Container Platform Ingress 3> hO—5—H 5 DEHEDOHEHFTLE T,
70 2 b T OpenShift Container Platform Ingress A~ kO—5—Hh 5 DFEHKDH & FFAI ¢
%ITlE. LLF D NetworkPolicy # 7> =/ b &EBML £,
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

e JOVIY NADPod BHDEMDAEZITANET,

Pod AL Z7OY Y NRDOMD Pod H5DEHEZIFANZ A, D TOT TV hD Pod
NODEMEIEERT 2L DICHET 5ICI1E. LLTFD NetworkPolicy # 72 =7 h&EBML F
-a—o

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

® Pod INIVICEDWTHTTPBELUPHTTPS NS 74 v IV DHEHFAILET,

BFEDZ NIV (LLTFDOHID role=frontend) DfF\L 7z Pod ~AD HTTP 8L PHTTPS 7 7 2 XD
HEBFWICT BITIE. LT EERD NetworkPolicy # 72 =7 K &BIML X9,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

® namespace BL UV Pod ZL V9 —DEAAFERL TEREAZITANET,

namespace & Pod ZL 79 —%#AEHLETCRY NTI—I NS Ta v IDIYFUIT%T S
ICI&. LU & E# D NetworkPolicy # 7Y =V & EHTEE T,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1



e
wi

Fe=mA VAN —ILEDODXRY NT—5

metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy 7 7Y =/ NIMBEIN2Z2EDTYT, DF Y. #HH®D NetworkPolicy 7 7t/ b %
HAEHLETEMLARY NV — VBB EETIEDNTEET,

& zE, ZDBITEZREI N/ NetworkPolicy # 72 =7 kD&, AL 7OY = bAIC allow-
same-namespace & allow-http-and-https /R") > —DE A A EHFETEIENATEF T, ThitL Y,
S ~JL role=frontend DfF\W 7z Pod IEBRY O —THAINZ TR TCOEREZIFTANTET, O F
Y. [ L namespace D Pod 5D FTRTDR— b, BLUVTRTD namespace D Pod HHDR— k
80 B LV M3 TOERMEZITANE T,

6.6.2. ¥~ 7 )L NetworkPolicy 7 7 = 7 b

LUFIE. $~ 7L NetworkPolicy 7 73V 0 M7 /77— a v aHFET,

o ® 90

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-27107 @)

podSelector: g
matchLabels:

app: mongodb
ingress:

- podSelector: e
matchLabels:

app. app

- protocol: TCP
port: 27017

NetworkPolicy ## 7~ = & b D&HI,

RYY—DEAIND Pod 25T 2L V49—, R >—F T x4 ~ME NetworkPolicy & 7
VI MIEEINDETOV TV MDD Pod DAHEEIRTETET,

RV—F TV IV MDPAARNT T4 vV %HFTT B Pod IC—BT2ELIY—, LIS —
l&. NetworkPolicy &R L namaspace IZ#% % Pod #lR& L THRELE T,

NS74v0aZIFANDIDULEDEER—bDY X K,
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6.6.3. *y NI =0 R > —DIEK
9 5 24 —® namespace ICEFAI XN 3 Ingress F/cld egress 7y NT—V NS 74 v U %k d 55¢
AL —ILEERT BIE. XY MNT—IRYS—ZFERTEET,
Pz
cluster-admin O—J)LZ&FDOD1—H—TOJM VY LTWBIHEE, V7 RAY—ADEED
namespace TRY N7 —O R O —%ERTEZET,
GIE= Jia

o U524 —I%. NetworkPolicy # 7Yz NaHR— N N$ 20525 —%v NT—o70O11
& —%FEET % (ffl: OVN-Kubernetes *v k7 —%2 Z7O/N4 ¥ —, F7I& mode:
NetworkPolicy A& X 17 OpenShift SDN v k7 —2 FONA =), ZDE— Ni&
OpenShiftSDN O 7 # JL N T,

e OpenShift CLI (oc) 1’1 Y2 h—ILI T W3,
o admin#ERA=FO>AI—H—&LTI/ZR¥—=ICOT1 > LTWS,

o Xy NIT—UR)I—AEAHINS namespace TEEL TW3,

FIg
L RYD—IL—ILEERLET,
a. <policy_names.yaml 7 7 1 L&A {ERK L £ 7
I $ touch <policy_name>.yaml
ZITIE UTOED LAY ET,
<policy_name>
XY NT—=ORYS—T74IEEEELET,

b. ERL7ENY DT 714ILT, UTFOHIDLS>"exy hI—VR)—%2EELZT,
4 RTD namespace DFRTD Pod A5 ingress HHEEL XY,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector:
ingress: []

@ L namespace M RT®D Pod M5 ingress ZFFAI L £ 7,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
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spec:
podSelector:
ingress:
- from:
- podSelector: {}

2. FY RT—=O RO =TI MafET 5ICE. UTFOITY REAALET,
I $ oc apply -f <policy_name>.yaml -n <namespace>
ZITIE UTFDOEDICRYET,
<policy_name>
XY NT—=ORYS—T74IEEEELET,
<namespace>
T av: ATy MHIBIED namespace LA D namespace ICEZINTWBIFEIE
namespace A3 EE L £,
Hhf
I networkpolicy.networking.k8s.io/default-deny created
ya 13!
Y —JLT cluster-admin O—/LAEIY B THoNAI—H—TOJ AV LEFEIC.
YAML Ea—D5E&E., £AEWeb VY —=ILDT+—LDE, VTR —HNDEED
) namespace ICR Y T =V R S —%FTEET,
6.6.4. XY NI—UR)Y—%FRLETIVLFT TV N DREDERTE
D FOY Y b namespace D Pod BL VY —EZADNSHBMTEZLHICTOV IV MNERETEFE
E
(1} =355
o U524 —(%, NetworkPolicy 7 7Yz V haHR—b F20525—Fv 7= 7O/
& —%FEET % (ffl: OVN-Kubernetes *v k7 —%2 Z7O/N1 ¥ —, F7I& mode:
NetworkPolicy A& X 17 OpenShift SDN xv k7 —2 FONA ¥ =), ZDE— K&
OpenShiftSDN D7 7 # JL N TY,
e OpenShift CLI (0c) 1’1 Y 2 h—ILI T W3,
e admin#EfREZFHODI—HY—& LTI/ ZR¥—ICOT1 v LTV,
Fa

LUF D NetworkPolicy +# 7> = 7 M &ER L £,

a. allow-from-openshift-ingress & \\ ) ZRIDR Y ¥ —:

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
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metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "

podSelector: {}

policyTypes:

- Ingress
EOF

R

policy-group.network.openshift.io/ingress: ""'l&. OpenShift SDN D#E %
M namespace T L 74 —3~NJ)LTT, network.openshift.io/policy-group:
ingress namespace L 79 —S R EFHETEE TN, ChiFLAY—F
NIVTY,

b. allow-from-openshift-monitoring & \\ 5 ZHIDORY ¥ —,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. allow-same-namespace & \L\D ZEIDRY & —:

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

2. A7 avi MTFOaAT Y REEFGFL, xy MNI—OR)Y—FATV ) MAREOTOV Y
MITFETBHIEZMALET,
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I $ oc describe networkpolicy

H B

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

6.65. WM TOCTINDTIAIMRY NT—2RY —DERK

PSR4 —EEBEL, FRT7OY TV bDEREEIC NetworkPolicy 7 7Y =V M= BHEINICED 5 &
IR IOV I N TV T L—MNEEETEET,

6.66. MO I DTV TL—NDERE

VS —EBEEF. TIANMMOTOVIINTUTL—REEEBEL, IR IOV NEARY A
BEHICESWTERT B I ENTEET,

BMBOARYLTOY Y MNTFYTL—MEERTZICE, UTFEERTLET,

FIE
1. cluster-admin #EfR#F>a1—H—& L TAROJ4M4 > LTW3,

2. 77Oz NTFY TS L - NEERLET,

I $ oc adm create-bootstrap-project-template -o yaml > template.yami
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3. ATV MNEEBMTED, FLEBEA TV MNAZERET B EICEY, TFAMNI T«
¥ —TEMRI NS templateyaml 7 7 1 LEZELZF T,

4. 7Oz Y b7V 7L — M&E. openshift-config namespace ICERRINZMELAHY T, &
BlLETY T L—MNemadsEd,

I $ oc create -f template.yaml -n openshift-config

5. Web YV —)LERIECLIZEAL., 7AY I MRE) V—REZHRELETY.
e WebIJvV—JLDEMA
i. Administration - Cluster Settings R—JICBEIL £ 7,
i. Configurationz2 ') v L, IXRTDHRE) YV —RA2RKTLET,
ii. Project DT> ) —%RDIF, EditYAML%Z2 Y v oI LEY,
e CLIDfEM

i. project.config.openshift.io/cluster ')V —X #iREL X7,

I $ oc edit project.config.openshift.io/cluster

6. spec 27 < 3%, projectRequestTemplate &5 £ U name /X5 XA —4 —%HAAL LD ILE
FL, 7y 7O—RIhi7OVz I b TL—MNOERIZRELET., 774/ b
project-request T3,

AR LTOV I TV TL— b8 TOTV I FEEYV—2R

apiVersion: config.openshift.io/v1
kind: Project
metadata:

spec:
projectRequestTemplate:
name: <template_name>

7. BEERELLE. EELPEBICEAINAIEEBRET 2701, HilwrO o MafE
’ﬁbi’g—c
6661 HHBIOT I bADRY FT—URY >—DiEM
VSR —BEEEF, XY MT—IRI)—%2FE IOV DT I TYTL—MIEMTE

F 9. OpenShift Container Platform i&. 7OV TV bDF Y 7L —MIUIBEINLITRTD
NetworkPolicy # 7> = 7 M = BEIMIIC/ER L £ 7,

AR
o U524 —I%. NetworkPolicy # 7YV NaHR—b T 2T 74 MDCNIRY NT—0F
A/NA & —%ER L TW3 (4: mode: NetworkPolicy *5% & X 117z OpenShift SDN & v k
7—7 7OnNg ¥—), TDOE— KL OpenShiftSDN DF 7 #JL K TT,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,
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e
wi

e cluster-admin R %=F o1 —H—& LTS RY—ICATM VT 5,

o HEIOCII NDODARY LT Z7AMNTOV I MNTFYTL—MEERLTWS,

=S ]
L UTFOOY Y REEFTLT, FR IOz MNOT 74 NTF YT L—MEIRELZE T,

I $ oc edit template <project_template> -n openshift-config

<project_template> %, VSR Y —ICRELEZT 74NN TV L —MOEZRNICES]AF
¥, T 74N bDT VT — bF&IL project-request T,

2. 7V 7L — b TlE & NetworkPolicy - 72 =7 b &5 & L T objects /85 X —4 —ITEH
L9, objects /XS XA —4—|&, 12U LEDA T/ bDAL IV aVEZITANET,
LUIFDFITIE, objects /85X —4—DaL Y 3/l DHD NetworkPolicy =72 ¥
hOEENET,

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

3 ATV a v UTFOAY Y RERITLT, FIRTOV I MaERL, Ry hO—0RY O —F
TV MPEBICHERIND I & 2HALES,

a. IOV M EFERLET,
I $ oc new-project <project> 0

Q <project> &, fERLTWA 7OV Y NOLZRNICBEHBZIET,

b. ROV MFYTL— b DRy NT—OR)Y—FATI I MBFRTOI Vb
ICFET DI E2HRLET,
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$ oc get networkpolicy

NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace  <none> 7s

6.7. Y R— b TN 218K

LUFDE&EIE. Red Hat OpenShift Service Mesh DIRITY ) —ATHR—KMINF T,

6.71. Y R—MNRTSY T4 — A
Red Hat OpenShift Service Mesh Operator (&, #B#®D/X\—2' 3 > @ ServiceMeshControlPlane ')
Y—2%HR—MNLET, A=Y 32 23D ServiceMesh A bO—ILT L=V, MTFTOTZ v b
T#—LN=23VTHR—FINET,

® Red Hat OpenShift Container Platform /X—2 3 > 4.9 LA[&

® Red Hat OpenShift Dedicated /A\—< 3 > 4

® Azure Red Hat OpenShift (ARO) /X —2 3 > 4

® Red Hat OpenShift Service on AWS (ROSA)

6.7.2. H R— NI NARWERTE
BATRMICH R— FRRAEINTVB Y —RICIF, UTFAESFENET,
® OpenShift Online I& Red Hat OpenShift Service Mesh I3 L TP R—hIhTWEHA,

® Red Hat OpenShift Service Mesh Tl&. Service Mesh B"ETINTWB I SR —DAHICH B
A0 —EXDBRBIEYR—FMLTWEHA,

6.73. Y R—hIhhzxy NT—UKE
Red Hat OpenShift Service Mesh [FLATF DRy N7 —U 8 EEHR—MLE T,
® OpenShift-SDN

® OVN-Kubernetes (& OpenShift Container Platform 4.7.32+, OpenShift Container Platform
4812+, & & T OpenShift Container Platform 4.9+ THR—FMINZF T,

® OpenShift Container Platform TERE I . I 5IT Service Mesh BET A MIEK LAY —FK

/X—F 4 —® Container Network Interface(CNI) 7S 74 >, ##ll&. 52E OpenShift CNI 7
740 &#SRLTLEIN,

6.7.4.Service Mesh THR— NI N 2ZEBE

® Red Hat OpenShift Service Mesh @A) 1) — X &, OpenShift Container Platform x86_64.
IBMZ. & & U IBM Power Systems TOAFMEATEZEY,

o IBM Z I& OpenShift Container Platform 4.6 IBETDHHR— I F T,

o IBM Power Systems (& OpenShift Container Platform 4.6 LI ETDHHR— KNI E T,
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e
wi

FEEEA VA M—ILNEDOXRY bT—2
o I ARTD Service Mesh IV R—R ¥ kA E—D OpenShift Container Platform 7 5 24 —AIC
BEENDEE,
o REYIUREDHAY—ERZHE LABWVERE,
® Red Hat OpenShift Service Mesh (&, BATRMICXEIL I N TWB5HE %R E. EnvoyFilter ©
BREEFTR—FMLTWEHA,
6.7.5.Kiali DY R— b TN ZRE
® Kiali > Y —JLid Chrome, Edge. Firefox, X7d Safari 75 7H#—D2 DD®#F) Y —AT
DHHPR—FINTWVWET,
6.7.6. DML —ZADYR—NINZERE

o YA RA—&LTDJaeger T—IY ¥ M, Jaeger ICDWTH—HR—FNINBEETT,
T—EVEY bELTD Jaeger G ILFTF > b >~ X b—)LE 72 I& OpenShift Dedicated
TIEYR—bIhFEHA,

6.7.7. 7/ R— M XFRD WebAssembly £ 2 —Jb

® 3scale WebAssembly I&, IREINTWBHE—D WebAssembly E¥ 2 —ILTY, HRY LA
WebAssembly €Y 2 —)LAERTEE T,

6.7.8. Operator DHE

Red Hat OpenShift Service Mesh (ZI&, LLRD 4 DD Operator MIHETY,

e OpenShift Elasticsearch:(# 7> 3 V) S8 ML—X TS5y N7+ —ALTO ML —RBLUOF
VIRIKLT—=IR—RAZARNL—VERELET, N4 —T>Y Y —RD Elasticsearch 70
T MIEDVWTWET,

¢ RedHatOpenShift 38 L—R TSy 7+ — A BHLROH AT LTO NS Yo a Y
EERL, NSTUYa—FT14 V7920008 —REERHELES., Chixd—7
VY =AM Jaeger AV Y MIEIWTWET,

o Kiali H—EX Ay aDAERBAIMEZRRLET, INICLY, BE—DIVY—ITHREEZRTD
L. NS5 74v0%BEBRL. PL—RODWERITTEEY, ThiFA—7FYY—ZADKiali 7
Az MIEDLWTWET,

® Red Hat OpenShift Service Mesh 7 7 7 —> a VB ET DY A 7O —EX&&EHE L.
REEL., HIEIL., AR B EMNTEF T, Service Mesh Operator I&, Service Mesh O~
R—Y hOF7O4 AV N BH. BLCHIR%EEET % ServiceMeshControlPlane ')
V—REEEL, BHLET., ThEA—TYY—RDIstio 7OY TV MIEDVWTWET,

RDRAFTY S

® OpenShift Container Platform IR1%IC Red Hat OpenShift Service Mesh =4 Y 2 h—JL L&
ER

6.8.)L—F 1 VT DRE

OpenShift Container Platform HAProxy )b —4 —I&, N7 # =<V A= xBELT 5DICRT—) VT
FIIRETEET,
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6.81X—XZA 4 ViIngress A hO—F— (JL—F—)DNRXTx—T VR

OpenShift Container Platform Ingress A~ hO—5— (Jb—4% ) &, —hEAM VT LR ZFALT
BREINLT TN G—2avEY—ERDAVILVARANZ T4 v IDA VT LARA Y NTT,

TR IND HTTP EXRICDOWT, BE—OD HAProxy IL—4% — %Ml § 255(1C. N7+ —< >V RE
ZLDERICLYVEEINE T, FHICULTHAEFNET,

® HTTP keep-alive/close €E— K

o IL—hH147

o TLStEYYavERODIZA TV MR-

o ¥—4v NlL— kT E&DRBEER

o 4=y KNL— M

e NYITYRY—NR—DR—IH A4 X

o BEBERDBAVISANIVFv—(RY NT—V/SDNV ) a1— 3>, CPURLE)
BEODRIETDN T+ —<T Y RIEERY T, RedHat TR IEH A XD 4vCPU/16GB RAM D/ T
VYOI RAVRAIVATTAMNLTWET, kBEMNR—JZRHETEINY VIV RTRIGT 2
g;g:#%ﬂ&?6$_®FMMmyw—9—wk1@%kUEHT®@@F5Vﬁ7?HV%%ET

HTTP keep-alive E— KDY+ X DIF4E:

KBSt LoadBalancerService HostNetwork
RL 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

HTTP close (keep-alive 72 L) D+ 1) + Diz4E:

St LoadBalancerService HostNetwork
RL 5719 8273

edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941
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)

7 7 # ) b D Ingress Controller 3% I&. spec.tuningOptions.threadCount 7 1 —JL K% 4 |[TEREL
T. FHEINF L7, LoadBalancer Service & Host Network & W5 2 DDELRZ TV KRR~ NAK
AT RAMINE L, TLStEY Y a VBB S{IL—MIODWTEAIATWET, HTTP
keep-alive Tl&. 1H® HAProxy JL—4% —T. 8kB &EWH /NI @R—TIH 4 X T 1Gbit D NIC ZE2FX
BB ENTEXET,

BRHFO 7Oy Y —HIRBEINLRTAIINTEITTIH5EE. LEBORXT YUY I I5I9 KAV RS Y
ADNT =X VAP 2ED/IRNT =TV RAILRBIEEFRTEET, DA —1N—~vy Kk, /X
TNV OISO RICHBREBIELAV—ICLYREL, TSTAR—KIST RR=—2DREILICEZ L
DHE. ZHLET., UTORIE, =9 —DOEFRTHERTZ7 U S—2aryBITOVWTOHA RT
ER

FIVr—avi FPIVy—avv947

5-10 BHUAR T 7M I/ Web —N—F/cldF vy alOFo—

100-1000 BV T UV EERST BT S ) r—vay

WE. HAProxy I&, AL TWS 72 /0= LT, |RKI1000BO7 ) r—>avnll— %
HR—PMTEET, Ingress AV NA—F—DNRNT7+—I U R&, SEPHNIVT YUY BNV T
VYDEWEED, TOERICHZT TV r—2avOBES LR T7+—I YV RILL>THIRIN S
AIREMEN DY £,
Ingress F72lFIN—9—D>v—Kibid, 77V T—>a VIR LTEUEZKDIL— M ERET 2720
IERAIN, =T 4 Y TBOKERT—) V JILRIIBEET,
6.9. 1 YA b—JLE®D RHOSP % v h 7 — % 7E
4 > A M—JLE&IZ. OpenShift Container Platform M —#B% Red Hat OpenStack Platform (RHOSP)
TR —ICRRET DI ENTEET,
6.9.1.FloatingIP 7 RLRAZFERLAET7 ) r—>a v 70 ADERE
OpenShift Container Platform &4 Y Z h—JL L72RIC, 7TV T —>a Vv Ry NIO—O KNS T74 97
%EFA ¥ % & O IT Red Hat OpenStack Platform (RHOSP) %2 E L £,
Pz
4 > X h—JLHIC, install-config.yaml 7 7 1 JL D platform.openstack.apiFloatinglP
B & V" platform.openstack.ingressFloatinglP ICE%15E L 7235 E. F/2i&
inventory.yaml Playbook M os_api_fip & & U os_ingress_fip IC{EXIEE L 21545
&, COFIEEERTTI2HEIFIHY ZFHA, FloatinglP 7 KL ZIF T TICEREI ATV
7,
AR
® OpenShift Container Platform 7 5 29— 4 VA R—ILINTWBHELHY X T,

® OpenShift Container Platform @ RHOSP AD A Y A M—JLICET 5 KF a2 XAV N TSI
TW3 &S IT, FloatingIP 7 KL ZADEMICINE T,

FI7
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OpenShift Container Platform 2 5 A4 —% 4 >~ 2 b—)L L 7% IC. FloatingIP 7 KL X % Ingress
R—KMIEIYHTET,

1. R—hERRLEFT,

I $ openstack port show <cluster_name>-<cluster_ID>-ingress-port
2 R=hEIP7RLRICERLET,

I $ openstack floating ip set --port <ingress_port_ID> <apps_FIP>
3. *apps. DT7AIKA—RKRALI—KEDNS 774 JLIEMLZF T,

I *.apps.<cluster_name>.<base_domain> IN A <apps_FIP>

pa )

DNS #—/N\—%#IEHE T, IERERETCT IV Ir—>a v 7 IR 58/ICT 2HE
BNHBGEIE. INHDERAME% /etc/hosts ITEBIMTE XY,

<apps_FIP> console-openshift-console.apps.<cluster name>.<base domain>
<apps_FIP> integrated-oauth-server-openshift-authentication.apps.<cluster names.
<base domain>

<apps_FIP> oauth-openshift.apps.<cluster name>.<base domain>

<apps_FIP> prometheus-k8s-openshift-monitoring.apps.<cluster name>.<base
domain>

<apps_FIP> grafana-openshift-monitoring.apps.<cluster name>.<base domain>
<apps_FIP> <app name>.apps.<cluster name>.<base domain>

6.9.2. Kuryr "— b 7—)L
Kuryr R— b =)L Cld, Pod EBRD R Y VA KRREDZHDR— M EHIFLE T,

R—NEZH VN IREBICHTFT D&, Pod DIERBEBRABER/NRICHZAZZENATEEY, R—K
T—IEFERLRBRWEEITIE, Kuryr i& Pod BMER E 72 IEHIBRI N B N R — M DER E 2 13 HIR %
BTMICERT Z2HELNHY £,

Kuryr B*F 9 % Neutron R— M &, namespace ICEEM 1T 5NZH TRy MIERINET, chbd
@ Pod R— k&, OpenShift Container Platform 2 2249 —/— KD 754 <Y —R— MIH TR—b
ELTEMINZET,

Kuryr I& namespace &= TN Zh., BIOHY TRy MIRET %728, namespace-worker R7 Z & I BIME
DR— M T—ILHHREINE T,

PRI —% A VA KN—=)LT BAEII. cluster-network-03-config.yml ¥ =7 T X2 k7 7 A JLIZLLT D
NIA—=F—%HZELT, R— M T—ILOEMEEHEETEET,
e enablePortPoolsPrepopulation /X5 X —4% —T, 7—JLOERIEMDFIE I N2 DT, Kuryr
IXFFR AR R M ASBINE 1 BB P HTHR namespace DIEREFA & DYERBSFIC, Kuryr Tk Y 7F—IL
ICR— MO RBIBICEMINSD L DICLET, 77 4/ MEI false TT,

e poolMinPorts /X5 X —4 —F, T—ILICRFTREEXR—FORNRTT., 774 MEIF 1
T9,
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® poolMaxPorts /X5 X —#% —id, T—ILICRFT DRI R— MNORKETT, EL 0DIFE
&, ERDMEMICRY ET, ThIET T4 MERETT,
OpenStack R— hD Y +# =¥ MEWHFEP. Pod xY hT7—JTIP7 RL ZDEHMNREI 1
TW3HEICIE. TOFTYavaEZRELT, FERR—MHIKRINZEIICLET,

e poolBatchPorts /X5 X —4% — (&, —EIC/ERATRE/R Neutron R— NDRABZEHZLF T,
T7#I)MEIZ3TY,

6.9.3.RHOSP TDT7 VT4 777704 AV KN T®D Kuryr R— k T— JLERTE DFHEE

ARY LYY —2R (CR) ZfERA L T, Kuryr #* Red Hat OpenStack Platform (RHOSP) Neutron IR— k %
EDLDICEBTINEREL., 7701 INLIFRY—TD Pod ERDEE & WEMEEFIHT 2
ZENTEET,

FIR

L ARV RSA UM, #RET % Cluster Network Operator (CNO)CR 2B E £ 9,

I $ oc edit networks.operator.openshift.io cluster

2. BHICEDETREELRELE T, UTO 774y TILELTBNLTWET,

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
serviceNetwork:
-172.30.0.0/16
defaultNetwork:
type: Kuryr
kuryrConfig:
enablePortPoolsPrepopulation: false ﬂ
poolMinPorts: 1
poolBatchPorts: 3 G

poolMaxPorts: 5 ﬂ

Q enablePortPoolsPrepopulation % true ICE%E L. namespace DEREF. & 72 I #TiR
J— KDY S5 ZAH—ITBIMI N 1EIC Kuryr %738 Neutron R— M EERT DL IICLE
T, DREICEY, Neutron R—bDY #—FHB|X EIFSNFTH,. Pod DEEIC
BERHEEERETCEET., 774/ MBI false TT,

o

Kuryr l&, |ERDOT—ILAIZH B2 X R— b DEAH poolMinPorts DEL Y £ D ARWEE
IiEe T—ILICHRR— 2R LET. T 74 MEF1TY,

o

poolBatchPorts (%, 22X R— kD poolMinPorts DIEL ) £ DR WFEICERI N
DEMR—MNOBEFIELET, T74ILMEXITT,

o

T—ILHADZE X R— b DA poolMaxPorts DEL Y £ ZWIHEIC, Kuryr i ZDEEE
CBICRZ2ETR—MEHIRLET, COEZO0ICRET D&, TOLRIFMMICARY,
T—ILHRNTERWVWEDICLET, 774 MEIZOTY,
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3 EEEREL, TFAMITA49—%ZRTLT, EEZAI Y MLET,

BF

RTHDISRAI—TINLDA T avEEET HE. kuryr-controller & & U kuryr-
cniPod W"BEEZEHIMNICETLE T, TOHER. #iR Pod BL Y —EZXDIEHD
EBELXT,

212



PIEA VAN —IEDRANL—IKRE

FIZEA VAN —=IEBEDRANL—VRKRE

OpenShift Container Platform D4 ¥ 2 bk —JL&RIC, A ML=V DEREEEDH. VT RAY—% X LI
RL. BEHICEDETHRITAATEET,

7.8 70y 3=y

711 87O a = IOV T

StorageClass ')V —XA 72/ ME, BEXAREARAMNL—Y %R L. DT 21EH. BNICTO
EYaZVIINBAMNL—YDNRNGA—F—ZBRICHLCTETLOOFEZRHBLZF

¥, StorageClass 7 72V MM, IFIFRLARILDAMN L=V ERMNL—UADT V1R %I
TELODEBANZILELTEHELE T, 77 R9—FEHE (cluster-admin) £7/2EXA ML —
EIEE (storage-admin) (&, I —H—HDEBEERDZA ML —VURY) 2 —LY—RITET B L VAHED
B TCHERTEX 2 StorageClass + 7V /7 bEEEL. FFRLET,

OpenShift Container Platform Dk#ERY 2 —ALT7 L —LT—7 L O¥EEEMICL. BEEN VS
R —ICKMA ML —U%2TOEY 3 =2V I TEDELDICLET, 7L—LT7—2I104&Y,. 2—H—iF
BRERDPAVIZAN SV Fv—DHBHI R TEINLD) Y —REERTEDLDICRYET,

OpenShift Container Platform Tl&, #Z< DA ML=V 91 THEXkKER) 2a—LE LTHERT 2 &

NTEZFT, INOIFTRTEBEICL>THEMICTOEY a v I/XInETn. —BORANL—%
A TIEHEAAATANA Y —ETS5T4 2 API % EHE L TCEWICERTEET,

712 MATREASN IO a v 7S04 Y

OpenShift Container Platform &, A FD7OEY a+—7S 54 VARHLET, ThbIiliEk. 73
2 —DFREFHTOANAT—DAPI ZFERLTHHRAMN -V Y —RE2EHRT 28 TOEY 3 =
VIHO—BHAERENAEFNET,

AbL—=U854F Y ar—7374 04k

Red Hat OpenStack Platform kubernetes.io/cinder

(RHOSP) Cinder

RHOSP Manila Container Storage ~ manila.csi.openstack.org AVAM=IVDNRETETBE,

Interface (CSI) OpenStack Manila CSI Driver
Operator & & U ManilaDriver
& B OEY a =V JILnE
R RTOFAREEA Manila #%
BYATIRERANL =20 F
2% BEBICERLET,

AWS Elastic Block Store (EBS) kubernetes.io/aws-ebs BRI SR —=BEBDERS

V-V THEAT RO IO
YazZviomga, &/ —KIC
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> 0% 7 %47 %

¥, T I T. <cluster_name>
B &G <cluster_id> 1F7 5 R

Y —ZEICEBDEICRY T,
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AhL—S%54F

AT ar—7 554 D&

Azure Disk

Azure File

GCE Persistent Disk (gcePD)

VMware vSphere

BF

kubernetes.io/azure-disk

kubernetes.io/azure-file

kubernetes.io/gce-pd

kubernetes.io/vsphere-
volume

72.ANL—CO0SADES

IRWIFR T, StorageClass A 7Y =/ MI/O—/N\)ROA—=TF Tz hTHY. cluster-admin %
71 storage-admin 1 —H%—(C L > TEHRINZBENHY £,

8%

persistent-volume-binder
Y—ERXT7HAD Y NTIE, Azure
AMNL=YTFAHOY NBLUTF—
ERETREOHICO—V LY MNE
ER L. RIS T 27bD/N—3 v
2avhHRETY,

RIVFYV—VERETIE, GCE
02 x4 b Z&IT OpenShift
Container Platform 7 S 24 — %
ETL, BITIIRI—D/—R
DEELRVWY = TPV HER
INBWVWEIICT BT EMNHEEX
nxd,

BRLAETOEY 2+ =T34 0Tk, BETZI7V R KRR M FREY—F
N=T4—=7TaNA 5 —%, BETEZRF1AY MR OTHETIVEELHYZFT,

Cluster Storage Operator (&, FRAINZ TSy h 74+ —LIKIECTT 74 MDA K

L—COSRBAVAMN—ILT BA8ELGHYET, CORKL—U 25 RIE Operator
IKE>TAAESIN, HEIhET, P/ T7—2aVESNILVEERT2IENE. Ihz
HIBgL72Y, ERALAYTZZEETEERHA, ERZBEPVERBEIE. hRY A
ANVL=POSREERTDIUENDHY FT,

LFDtE2Y 3> TlE, StorageClass 7 7Y =V hOEAMRERE Y R— NI TWEETS T4
vEA TOEFRMWREICOVWTEHIBALEY,

7.2.1. K StorageClass # 7V = ¥ N EH

UTFDYY—=REFE AML—=—YIS5R%

BRETDLEDIFEATENIA—S—BLVT T I MEZER

LTWET, ZDAFITIE, AWS ElasticBlockStore (EBS) # 7Y =z ¥ bEZEEFHALE T,

StorageClass FEZ Dl
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kind: StorageClass 0
apiVersion: storage.k8s.io/v1 g
metadata:
name: <storage-class-name> 6
annotations:
storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 6
parameters:
type: gp2

(LB)APIA TV N9 4T,

(78) IRTED apiVersion,

(WE) 2 NL—Y 9 5 204,
(FFYa)RANL—UI52DT /) F—vav,

(WHE) DR ML =Y VS RICEEMIFOATVWE OEY 3 F—0D% 1 7,

QD000

(AF2aV)BFEDTOEY 3 FT—ICBRBERNRSA—F—, ThIETS A VICL>TERY E
ER

722 ANVL—=Y 0 ZRDT7 /) T7—>aYy

AMNL=—VISREVSRAI—2EKDT 74 MELTERETDICIE. UTDT7/F—avaER L
L= SADA9T—4ICBMLET,

I storageclass.kubernetes.io/is-default-class: "true"
UFICHZERLEYS,

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

ZhiC&Y, BEDAML—YISREERBELRVKERY 2—LE R (PVCO) T T4 MDD b
L= IS RICE-TEHEBNICTAEY a2y i3 nd LIV ET, 7L, 75RY—ICITER
DAMNL—=—V IV SRERETETFETN, ThHDIBEDIDDHFETIAILNDANL—Y IS RICT
LlENTEET,

R

R—47 /) F7—< 3D storageclass.beta.kubernetes.io/is-default-class (F{& A & L
THEATETTY, SBRDO) ) —RATHRINEFETY,
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ARML=Y VS RADEREFRETDICE. UTFTOT7/T—2aV AN L—0 05 ADAYT—HILE
mLEY,

I kubernetes.io/description: My Storage Class Description

UFICHZERLET,

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description

7.2.3.RHOSP Cinder # 7 7 NDES

cinder-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/cinder
parameters:

type: fast g

availability: nova e

fsType: ext4 ﬂ

ARL—=Y VS REGKERY 2 —LER(PVC) Ik, BET ZKEAR) 12— OEYa=vy
TEEDICZDANL—=VISAEFRALET,

Cinder TR INZRY) 2 —LH AT TTA4I MNEZETT,

TRASE) T4 =YY=V, BELRBRWEE, KR 21— AITEE OpenShift Container Platform %
SRIY—D/)—KDBHZIRTOT7IT747TYV—rToZor ROy IhET,

o 0 o

FMICTOEY a =V JINAERY) a—LTERIND 7 7ML AT L, ZOEIK. BHICTO
EYazv I IhzdkiiR) a—L0DfsType 714 —J)L NIZOE—3N, R a—LDHLEI~D
NI 7AW AT LADMERINE T, T7 1)L MEIE extd TY,

7.2.4. AWS Elastic Block Store (EBS) # 7Y =V NEH

aws-ebs-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/aws-ebs
parameters:

type: io1 g

iopsPerGB: "10" e

216



1]
2]
©

® o

6]

FIBAVAM-—NVEDODRAIML—T

X5
wi

encrypted: "true"
kmsKeyld: keyvalue 9
fsType: ext4 G

(BWE) ANL—TY 95 ADER, KGR 2—LEKR (PVC) Ik, BET ZKKEAR) 2 —L% 70O
EYaz=vyd3DICZORAMN—Y ISR EFALET,

(7H)io1, gp2. scl. st1 MSFIRLE T, T 74/ Md gp2 T, B/ Amazon Resource
Name (ARN) fEICDWTIE, AWSD RF 1AV b 2SR LTLLEIL,

(F 72 av)iol R a—LDéH, 1GBH=Y 1HIY D I/O WEBE, AWSHKRY 2a—LTSY
AVIE, COEEBERINAERY 2—LDYAXEFEL TR 2—LDIOPSEZEHELEFT, 1B
D LERIE. AWS THR—KMINBHZAETH S 20,000I0PS TH, FEMICDOWVTIE, AWS D R
FaAV b ZBRLTLEIW,

(A7 aV)EBSHRY 2 —LEESETZINEINERLET, BWARMEIF true 72 IS false T
-a—o

(FTYav)R)a—LEBESETIBICFERTZ2F—DELAARN, EEZEELAWVEETEH
encypted 7' true ICEREINTWVWBIHEIE. AWSICE > THF—HDERINE T, B/ ARN B
ICDWTIE, AWSD RFa Xy h #BRLTLEIN,

(A7 a)gMmiIcyoEya =y IInikRY a—ALATERINZ 771V AT L, TDfE
X, BMICOEY 3 v 3B kR 2 —LD fsType 7 4« =)L RICIE—3h, KRl 21—
LDOHEIR DY MNEIZT 7AWV AT LADMERINE T, T 74/ MBI extd TY,

7.25.Azure Disk # 7 1V NEH

azure-advanced-disk-storageclass.yaml

o

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer 9
allowVolumeExpansion: true
parameters:

kind: Managed 6

storageaccounttype: Premium_LRS ﬂ
reclaimPolicy: Delete

ARL=Y VS REKERY 2 —LER(PVC) Ik, BET ZKEAR) 12— OEYa=vy
TEEDICZDANL—=V IS AEFEFRALET,

WaitForFirstConsumer 2T 2 Z &N HEINF T, ThickY, Pod ZF BT8R
V=SB EDHBEZT—H—/)—RICAT Y 12— LT DDICFDBRANL—UNRY 2—470O
EvazyvoIhnxd,

#FfEIZ. Shared (77 #JL ). Managed. # & U Dedicated T,
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BF

Red Hat l&. R kL —Y 9 5 2 TD kind: Managed DERDH &S R— KL F
ER

Shared # &£ U' Dedicated M35 A, Azure IFBEENRADT 4+ RV AERLEFT
A%, OpenShift Container Platform (&< >~ D OS (root) T4 AV DEET 1 R Y
BERRLE T, 7275 L. AzureDisk &/ — R TEBET 1 RV B L UVEENRNT 1
2 DEADFER%EFFE L AW, Shared % 7% Dedicated TERI - EE
RN T 1 R U % OpenShift Container Platform / — RICEIY ¥ TBHZ &IFTEZE
A,

Q Azure ANL—=YT7HIVMDSKUB, 774 MEZETY, 7L I 7L VM I Standard_LRS

T4 A7 & Premium_LRS 74 X7 OEAAEIY KT, ZE# VM (F Standard_LRS 71 X7 D
T, YRXR—YRVMBYRXR—YRTARIDH%E, PFVIR—I RVMBTUvIRXR—YRTARY
DHEENYHTEIENTEET,

a. kind #* Shared ICEREINTWBHBEI. Azureld, 75 R9—ERALYY—RTIV—TF

IKHBWLDODDHBEAML—ITAHI Y NT, PURR=IRT ARV T NTER L
i’a—o

. kind »* Managed ICEREINTWBIFEIIE, Azure FFTLWI RX—Y K714 2V %ER L

i’a—o

. kind 7' Dedicated ICEREINTH Y., storageAccount NIEEINTWVWBIFHICIE,

Azure i, VS5 RY—ERALCYY—RTIV—TRICHBDFROT7T VO IRX—Y RKT4 RV H
IZ. BEDRAML—=U7HO Y MNEFERALET, ChEMEIEDICIE. LUTHRIHRER
L)i’a—o

o IBEDANL—YTFTHOYVEID, ALY —YarvRICHDZ E,

® Azure Cloud Provider ICARNL =T HD Y RADEZAHERDPH B &,

. kind 7' Dedicated ICFEREINTH Y. storageAccount NMEE I NTLWRWEBEICIE.

Azure I3V S A —ERLCN Y —RTIV—THOFROT7 VI R2—Y RT4 RVAIC.
LWEREDODRANL—YT7HO Y MNEERLET,

7.2.6.AzureFile DA T T NEH

AzureFile AL =Y VSRV —2 Ly bEFRALTAzure AL —UT7 AoV N E Azure 7 714
WHEBOEMRICHERANL =Y TAID VN F—%2RELET, IN6DRA—I v 3 vk, UTFOF
JEd—ER & L TERINE T,

FIR
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L. =Ly NOERB LUVRTAFBEICT S ClusterRole 7 7V 7 A2 EEHLE T,

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

# name: system:azure-cloud-provider
name: <persistent-volume-binder-role> ﬂ

rules:
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- apiGroups: [']

resources: ['secrets']
verbs: [get''create’]

Y=Ly heRFL, FRT B7HDY SR —O—ILDAHI,

2. VA9 —O—)IEHY—EX7HU Y MIEMLET,

$ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>
system:serviceaccount:kube-system:persistent-volume-binder

3. Azure File StorageClass 7 7> =V M= /ER L £ ¥,

O o o 9o

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ

provisioner: kubernetes.io/azure-file
parameters:

location: eastus 9
skuName: Standard LRS G
storageAccount: <storage-account> ﬂ

reclaimPolicy: Delete
volumeBindingMode: Immediate

ANL—=U 0S5 2ZKEBRY 2 —LEK (PVC) &, BET ZKEAR) 2—L%7OEY 3
ZVTTBEDICIDAMN L=V IS AEFALET,

eastus 2 ED Azure A ML= 7 HT Y MDIFR, T7 4 MIZETHY, I Azure
2 ML =Y T7HT > bH OpenShift Container Platform 7 5 249 —DIZRAFICER I N &
ER

Standard LRS R ED Azure ANL—Y 7 ATV MDSKUB, 774V MEETY, D
FY. LW Azure A NL—Y 7 H D > M Standard_LRS SKU TERINE T,

Azure ANL—Y 7 HD Y MDERT, ANL—UTFAD Y DRI S &, skuName
HLWlocation IFF|BINE T, AMNL—IUTAD VM ERELRVGE, AML—Y 7
S RlF, EHEINT skuName & & U location IC—H T 27 Hho Y MDY Y —RTIL—TF
ICEEM I ONARAMN L=V T AUV MERELE T,

7.2.6.1. Azure File 2§ 338 DEEEIA

LTFDOT7 74 AT LEEIX., T 74 MDD AzureFile ANL—U O SRATIRYR—MIhFHA,

SYRYv oYYy

N—=RKY>Y

HRERE M

A= 74)

AN AT A
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F7z. AzureFile 'Y VY hENBT4 LI MN)—DFFEHIDUID) I, AVFF—D 7O UD &
EERYET, uidv oY 47> avid StorageClass 7 72 7 MIIBEL T, YUY hIhik
TALIRN)—ICERTIREDI—HF—IDEERTIET,

LAF® StorageClass 7 7 V7 hME. YOV MNINETA LI MNI—DIVR) v O ) VI EBMIC
LIRET, 22— —BLVIIN—TIDEERTIAHAEERLTVET,

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks e
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard LRS

reclaimPolicy: Delete
volumeBindingMode: Immediate

ﬂ ROV KNINAETa LI MN)—ICEBITZ1I—Y—IDEIBELET,
Q IOV RNINETALI N —ICERTZ/IL—TIDAEEELET,

g SURYw Yo EBMICLET,

7.2.7. GCE PersistentDisk (gcePD) # 7Y =V NDEH

gce-pd-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage-class-name> ﬂ
provisioner: kubernetes.io/gce-pd
parameters:
type: pd-standard 9
replication-type: none
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete

Q AML—UUS2EKER) 2 —LEKR (PVC) k. BETZKiER) 2 —Lx7OEY 3=V
TEHLEDICTDAMN L=V IS REFRALET,

9 pd-standard % 72| pd-ssd DWIFNhH%ERL F T, T 7 74 JL M pd-standard TT,

7.2.8.VMWare vSphere 7 7Y 7 KD EH

vsphere-storageclass.yaml
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kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/vsphere-volume 9
parameters:

diskformat: thin e

Q AML—UUS2EKEER) 2 —LEKR (PVC) &, BETZKiER) 2 —Lx7OEY 3=V Y
TBHLEDICTDAMNL—V IS REFRALET,

9 OpenShift Container Platform T VMware vSphere Zf§f 9 % AEDFFMICD W TIE, VMware
vSphere D KF 2 XV h #BBRL T LI,

9 diskformat: thin, zeroedthick & & U* eagerzeroedthick IE TR THMART 1 RV 7+ —< v N T
To TARY 73—< v MDOFEFEICEAT 255MIL. vSphere D RF a2 XAV MESRBLTLEIWN,
7 7 #J)L MEIE thin T,

7.2.9. Red Hat Virtualization (RHV) # 72 = 7 N EH

OpenShift Container Platform (&, BIMICTOEY 3 =0 VS NBKkERY 2 — LA ERT 5OILE
Xt % ovirt-csi-sc &L\ ZRIDH 1 7H StorageClass DT 7 A ATV MR LET,

BIRDZHREDBMANL—Y I FR%EERT 2ICIE. LTFOH Y 7L YAML TEERI N B
StorageClass # 7Yz V N2 F>TI7 71 LR L. RELZET.

ovirt-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage_class_name> ﬂ
annotations:
storageclass.kubernetes.io/is-default-class: "<boolean>"
provisioner: csi.ovirt.org
allowVolumeExpansion: <boolean> e
reclaimPolicy: Delete ﬂ
volumeBindingMode: Immediate @
parameters:
storageDomainName: <rhv-storage-domain-name> G
thinProvisioning: "<boolean>"
csi.storage.k8s.io/fstype: <file_system_type> 6

ARNL—=YUS52%

ANL=—VISADYISRY—DTIAILMNARNL—U TS ADIHBEIC false ICREINE

T, true ICEREINDBE. BEOT IAILMNARNL—V ISR EREL., false ICRET IMNE
rHY FT,

true IEEIRY) 2 —LIERAZBMIC L, false lTINAEFHT X T, true " HEREINZE T,

o0 o9

CDAMNL—UISRAOENICTOEY 3=y I3 ndkiERY 2 —L4lF. ZOEUNKRY > —THE
KINEzdT, DT 7 #J)L MR > —(d Delete T,
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9 PersistentVolumeClaims = 7Oy a=v /L. "MV RTDAEERLET, BEINTLAR
Wiz&d. VolumeBindinglmmediate AMERAINFd, D7 1 —JL Nid, VolumeScheduling

FHTBRHVAMNL—Y RXAVE,

true DIBE. TARVWEE> 7O Y az=v I InhEd, false DIFE. T4 AV IFEMEY HT
XhhEd, YooY sy IpHEIhTWET,

@ 99

AT aVERT 27 7AWV RTLIA T, HATEZEId extd(T7 IV ) F/ld xfs T
-3—0

73.77A#IVNAMNL—=V IS RADER
UTFo7O0t2A%5FHALTT 74N MDRANL—V IS RAEEBRELEY, L& XIE gp2 & standard
D2DODAMNL—=UISZADHY, T7HILNDRANL—T 952 % gp2 H 5 standard ICEET 50
ENHBHBBRETT,

L ANL=—VISRE—EBRRLET,

I $ oc get storageclass

Hoh B
NAME TYPE
gp2 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

‘D (default) (EF 7 # I FDR ML —Y 95 2%5RLET,

2. T7AIWNBKNDRKNL—Y 95 2D7T / 7—2 3~ storageclass.kubernetes.io/is-default-
class D{E% false ICEE L 9,

$ oc patch storageclass gp2 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}'

)

3. storageclass.kubernetes.io/is-default-class 77 / 75— 3~ % true ICEREL T, BIDR b
L=V 0S5 R&T 74 MILET,

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

4. BERBRZWELET,

I $ oc get storageclass

el
NAME TYPE
gp2 kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs
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7.4. A NL—YDORE(E

AMNL—CAEEETEE. TRTOYY—RATRAMNL—YOFEREZERNRICNZZZEDNTEET,
FEEIX, AMNL—VEREBEILTRZIET,. BEORANL—J YUY —IHDNMERWICHETEZELHICT
BIENTEET,

75 FAETRELR KA N L= T3y

KA ML —=UF T a v ICDWTER L, OpenShift Container Platform BRiEA R#EIETE 5L S IC
LET,

RK7ZIFATELRANL— A TV ay

JOv s Oy 5584 25 LTARL —F 4 5 AWS EBS & & U VMware vSphere
e /0voT 717 (&, OpenShift Container Platform T

P X_A‘:/\ -Sni o > "
Y AT AICRE v AIERY 2—L4 (PV) DBIWATOE

o ARL—UHERDIHBL, 774 vazZviEHYR—-MNLET,
FLAEBEBLTIZ 74 ILOEWVLRIL T
VETZREDOHZT TSV r—avIil@EL
—Cb\ij_o

e AMNL—YINT7RYRNT—F (SAN) &F
MEENn 9,

o HETEZHA, —EICIDDIVZ4T7 Y
KREGFNZDIA TOITY RIRA Y AT
DY RNTEBEVWIERKRTT,

7AW N, 5w
’ o TUVIENBETANYRFAOT R RHELNFS. NetAppNFSTL &40

K—hrELT. OSIKABEINET, Vendor NFS

o XY KNT—UTHYFRAIML—Y (NAS) &
HEEENET,

o [AFET. LA4FTVY—, 7748V Y
DARZXLZDMBOZTEMAEX, 7Ok
ANBLVRE, RS- RT—=)LIC
FOoTKRELERYET,

A7z AWS S3
PR e RESTAPITY RRA Y MEHTT VR

TEEY,

e OpenShift Container Platform L 2 R k
) —CHERATIHICERETETET,

o 7T Uh—vavik., RSAN—%TT)
T—2avedVTFF—IlHARADREN
HYFET,

1. NetApp NFS (& Trident 2T 2B&ICEMPY O 7OEY a =V JEHR—MLET,
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BE

IHBE R T, CNS & OpenShift Container Platform 4.9 TldH# R— I TWEHA,

7.6. FREARERMERED R M L — I FAilf

LTFDERTIE. HED OpenShift Container Platform 7 S 29 —7 7Y s —> 3 VAT ICERE T REALHE
BOAM—IEMIOVWTEEDHTVET,

R72HETRRLGHRZ b L —IHdl

Jovy TG LWL BEERE BERT  OHEE He5E HeE
T4 (E 4 O R EFTHE R EFTHE e wErAeS  SyEmAee R
F7Vzx O o) HeE HeE BEFRT  REFT  mrra
7k

"ReadOnlyMany

2 ReadWriteMany
3 Prometheus IEX MYV RICEAXIhZHBELZTH /05 —TF,

Azhik. MEBT4 R, VMPIET 1+ 25, VMDK., NFSEHRDI—F/8v -, AWSEBS. & T Azure
Disk ICIXZH LFHA.

S X kYo 2ADIBA. ReadWriteMany (RWX) 77 ERAE— KD 7 7MIVA ML —VAEHTEXSAETH
AT35ZE@TEIHA, 77MNVAMNL—TV%FERATIHBE. A M) JRERICHFEAIND IS ICEESHQ
ZKkEARY) 1 —LER (PVC) CRWX PV ERE—FERELBWTLEI W,

‘n¥vr/oms. HEANL —JEFRATZERTYFNRYI—vERY ET, elasticsearch TEIC1DD
RY 21 —LHBRETY,

7XTx9 MR ML—TIE. OpenShift Container Platform @ PV/PVC CHEXhItHA. 7 VI #
Tz MAML—YDRESTAPI EHRETIRELHY LT,

= o-1o)
A=) TINELIYRARNY)—EE, 2DUED Pod L 7Y ADHRE) T B OpenShift
Container Platform LY A MY —DZ & TT,

76LEET TV —va VDA ML —Y OHEER
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X5
wi

FIBAVAM-—NVEDODRAIML—T

BF

TAMI&EY., NFS H#—/V—7% Red Hat Enterprise Linux (RHEL) TaA7H—EXDX b
L=YNy TV RELTHEAT S EICETIREMREINTVWET, IhIlid,
OpenShift Container LY A M —8B LU Quay, X MYV RAAML—=TD

Prometheus, 8&UAF Y J A ML —T D Elasticsearch AEFNF T, D7/, O
TH—EXTHERINZPVEHR—NT27DICRHELNFS Z#{EA T2 Z & IdHEX
nNTULWEtA,

D NFS DERETIH I N S DFEIMRE I NGWABEMENH Y £, OpenShift
Container Platform 373V R—% Y MW L TERBEINAATREEDH DT X MIET
DEEMIBERIE. ERID NFS RER VI —[IBERVWEHLECLEIL,

7611 LY AMNY —

2 —=1) V7 L/ma A% (HA) Tl&72 L OpenShift Container Platform LY R M) =0 S R4 —DF
ZFO4 XV b

o ZNL—UEIMIE. RWXT7IVERE—REHYR—NTEIZREIIHY FHA.

o ANMNL—UHATIE, YU— K779 —F4 bk (Read-After-Write) D—B M % HRT 2LENDH Y
i’g—o

o HWRINDZAMNL—IYRMIATIIV MAMNL—IUTHY., RIFTOYIRXAML—ITT,

o J7AINAML—UE, EREREDT—I 00— KE2M0E Y % OpenShift Container Platform
LYZARNY—=9SR9—DF7OA4 XY MIIIHEIhEFHA,

7612 R75— V&N LI RN —

27— v TEntz/ma A% (HA) @ OpenShift Container Platform LY R M) —D Y 524 —F7 70
A X2 b

o ZNL—UEIMIE, RWXTPIVERAE—REHYR—NTINELKHY ET,

o ANMNL—UHEITIE, YU— K774 —F4 bk (Read-After-Write) D—B M % HRT 2ENH Y
i’a—o

o HWHEINDZAMNL—IRMEIATYZIVMNIAMNL—ITY,

® Red Hat OpenShift Data Foundation (ODF), Amazon Simple Storage Service (Amazon S3).
Google Cloud Storage (GCS). Microsoft Azure Blob Storage. # & U OpenStack Swift A4
/_.R_ I\ -S n—C (A i -a—o

o FTIITHURMNAKNL—UIFS3 FH7ld Swift ICEWNT Z2RENHY £,

® \VSphere PRTZAZIAVRAKN=IWREDI S RUHAD TSy N7 +—LDHFE, REFHE
BEMEZ7AIVANL—YDAHTT,

o JOVIVRML—VHEBETEEEA.

7613. X Y IR

OpenShift Container Platform B R AN TBX MYV ZADI SR —FTTOA4 AV b

o HHEINDZAML—IURMITOVIAMNL—IYTY,
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o FATVIVMAML—YREBRETEEEA,

BF

EFREB 77 O0—RKDPHBZEFRAMNEDA NV RISAY—FTAAL AV MNMIT 74
AMNL—YEFEARTHIEIREREINER A,

7614.0¥>Y
OpenShift Container Platform B RXA M 20FVJ DI S R4 —F 704 AV b
o HWEINZAMNL—IRMIITOVYIZANL—IYTY,

o ATV RMNAML—YVEBETIEHA,

7615. 7V r—ay

LTFOBITEHIAINTWE LI, PAVyr—23vDA—RAT—RE 7TV r—2a v ZEICERY
i’a—o

o EMAPY SOEYa= VI EYR—MNTBZRAMNL—IUEMIIE. YOV MNEBEOLSATFYY—N
B, /—RICEERIIONTHELY., EERISRY—&EHR—MNLET,

o TITYHN—YaVERERITITIVI—VavDAMNL—VEHY, TN EDLDICERHIH

TWBARL—YEHICHKETINEEBEL, 7TV T—2aVvDRT— )V ITRPRA ML —
VAV —EeW@T 2RICEBIRELBVELDICLTELKBEDYHY T,

762 BEDT TV r—2avBLUR ML —Y DIt OHIEEIF

BF

emdnawmmwﬁmiv JO—RTRADREZFRATIZ & IEBEBDOLIHA,
RAIDERETeted 2EITLTWBIHE, 7—VO—RKTNRI A=V ADOBENIRET
DYRIODHDAREMELHY FT,

® Red Hat OpenStack Platform (RHOSP) Cinder: RHOSP Cinder (¥ ROX 77 X E—RKRD1—
R —ATHEYICHKET 2RI HY T,

¢ F—HNR—:F—H~R—2 (RDBMS, NoSQLDB#A&E) I, EROTOY IR ML —YTHRE
ICHERET B & FRRINZE T,

o ctcd T—HNR—RICIE, KIBBERISAI—EBMITEDICHRRBRA ML=V &+

TH—XVABRENDETT, TORANL—V L ESMREBIEAMIIT -ODERS L UNR
VFR—=IYV—ILICET BIERIZ. HEINhD eted TSIV T A RICEHINTWET,

BIER R

o ctcd ILDVWTCOHEINZ TSV T74R

7.7.RED HAT OPENSHIFT CONTAINER STORAGE 7 7O 4

Red Hat OpenShift Container Storage I&. 4 Y\ RF/ldNA Ty KT ROWTFhDIHFE
E7740, TAVIBELIVCATII MR ML—U%HR—K L, OpenShift Container Platform @
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TARTUIHBT 2KHEA ML —2DTONA Y —TF, RedHat DAL —Y V) a1—2 3 ELT,
Red Hat OpenShift Container Storage I&. T 704 XV, BEBLIVEZSI—) VT %ETIDIC
OpenShift Container Platform ICE&ICEEINTWVWE T,

Red Hat OpenShift Container Storage IC DWW T®D

rEY S

FigEE. BEHMORBE, FRNTBESLUTY /0
-7l Ea—

HR—MENDZT7—20O0—R, L4777 M, nN—FK
VITPELCYV I NI TEHR, 4PV, R
=) 7Y BHEEEIE

BRIBANA V4 —3y MIEEERL TOWARAWGED
F 704 ElFFIE

AERD Red Hat Ceph Storage 7 S 24 —%FHT 3
& 5 IZ OpenShift Container Storage 27 704 § 3%
FliE

RFPAYINA VTSRS YF+—TD OpenShift
Container Storage DO— AR ML —Y~ADF 7O
1 FI&

Red Hat OpenShift Container Platform VMWare
vSphere 7 5 24 —~® OpenShift Container
Storage @7 7’04 FIE

O—AINFEIEI57 KA ML—YD Amazon Web
Services % L 7= OpenShift Container Storage @
F704 FIE

BE#E M Red Hat OpenShift Container Platform
Google Cloud 7 5 X4 —~®d OpenShift Container
Storage D7 704 & L VEBEFIE

BE7Z D Red Hat OpenShift Container Platform Azure
9 2 24 —~®D OpenShift Container Storage @5 7
094 8 FUEEFIE

Red Hat OpenShift Container Storage 45 7 5 X
5 —DER

Red Hat OpenShift Container Storage 45 7 5 X
Y—DE=S—IV VYT

BEPICRET ZREOHRR

Red Hat OpenShift Container Storage K¥ a1 X >
hDSR%

OpenShift Container Storage 4.7 ') 1) —X / — K

Planning your OpenShift Container Storage 4.5
deployment

Preparing to deploy OpenShift Container Storage
4.5in a disconnected environment

Deploying OpenShift Container Storage 4.5 in
external mode

RPAGNWVAVISANS IV Fv—%FERALE
OpenShift Container Storage 45 @7 704

VMware vSphere A~ OpenShift Container Storage
4507704

Amazon Web Services % f#if L 7= OpenShift
Container Storage 45 ®7 704

Google Cloud % f& [ L 7= OpenShift Container
Storage 45 07 704 H L VEE

Microsoft Azure Z {3 L 7= OpenShift Container
Storage 45 D7 704 H L VEE

Managing OpenShift Container Storage 4.5

Monitoring Red Hat OpenShift Container Storage

45

Troubleshooting OpenShift Container Storage 4.5
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Red Hat OpenShift Container Storage Ic DWW T®D Red Hat OpenShift Container Storage K¥ a1 X >
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OpenShift Container Platform D4 ¥ 2 b —JL1&IC, 2 —HF—@AIFICEFET 27ODFIEEED. 75
29— ILIHEERL. BHICEDETHRITYAATEET,
TATYTAT4—TONAT—REICLDWVNT

OpenShift Container Platform 3> hA—JIL T L —>IlIE, A AFENTz OAuth H—NN—DEFh F
T, ARESIVEEEZEILOAUth 7V AN =YV ZREL T, APIHICH L CEREEL T,

EEREE, V5R9—DA4VAM—LRIC, OAuthZT7A TV T A T4 —TANA T —%IBET 2L D
ICERETEEY,
8.1.1. OpenShift Container Platform D71 7V 7 4 T4 —7ONAL ¥ —|ZDWT

F 7 #)L N TlE, kubeadmin 21— —DHD YV SRY—ICFHELET, PATVYT4T4—70O/1N1
y‘_%* E?é‘hti\ 7 ’fT/T'fT'f—7°D/\’f’y %DETL/\ ;TL7&777\§—‘; 7][]'3_?9737\’?
L)Y —REEHRTIRENHY T,

R

I v BELUV % %#ED OpenShift Container Platform 21— —&3HHR— b I FH
Ao

812 HR—KNINBT7ATFTVTA4T4—7ANA 45—
LTORBEOTATVTAT4A—TONA Y —6BETEFT,

htpasswd htpasswd 71 7> 7 4 74 —70/3(1 ¥ —% htpasswd Z{ERA L TEHRI Nz
SYRIT7ANICRHLTCA—F—RLERRT—RERIATELIICKRELET,

Keystone keystone 74 7> 7 4 714 —70/\14 #—% OpenShift Container Platform 2 5 X
4 —7% Keystone ICFEE L. A—HY—ZRET —IN—RIRFT DL DICKREINE
OpenStack Keystone v3 #—/N\—(C L 2 HERMABMICT 2L ICEELE T,

LDAP ldap 71 7V T4 74 =701 5 —%, Bifilg/N1 >~ REREE%f#A L T LDAPV3
-'j-_/\_‘\_sd-l/—cl -'j- %c\:/\7\'7 h%*ﬁuETécﬁj‘\_ El}ijo

Basic &R basic-authentication 71 7> 71+ 74 =704 ¥ —%, 21— —HYE—FT7A
TYTATA—TONAZ—IIx L THREES N7 5REEE R % 8 > T OpenShift
Container Platform ICA Y1 Y TE 5 L HICREL £, Basic FRiEIE. SRAMAR/N Y
DTV RKBEEANZZALTY,

BRAY H— request-header 71 7> 7 1 7 1 —70/314 ¥—% . X-Remote-User 72 & DER
ANy S—EDLHRNTDEDIICKELET., BE, ChIERANY Y —BEZHET D
REOF —EHAINET,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
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PATVT1

T4 =704
9'_

GitHub F 7z i& glthub ATV T474—7T 0N =%, GitHub F72IF GitHub Enterprise @
GitHub Enterprise OAuth BB —N—II/ L TA—H—RENRRT—RERIET B LD IERELE T,

GitLab gitlab 74 7> 74 74 —70/X1 ¥ —%_ GitLab.com £7zldZDM®D GitLab 1 ~
ARG VRAETATYVTATA—TONAT—E LTHERTZLIICERELET,

Google google 71 77 14 74 —7O/NA ¥—%, Google D OpenlD Connect fi& % &
LTHRELET,

OpenlID Connect oidc 74 771474 —70/X4 45 —%, Authorization Code Flow % f#f L T
OpenlD Connect 7PA TV T4 T4 —TAONA T —ERET DL IICERELET,

I/

TUVTATA—TAONA T —%EFHELLRIC. RBACZFERLT/AA—I v avDEES L VHEA

813.7ATUTATA—TANA T —IRS X —4 —

LUTFRDNRS A= —F, TRTCDFATVTATA—TANA YT —|IIHBT BN A—4—TT,

NIA—5— B

name TONS F—BiE, O/ Y —OA—F-BIEERE LTHIITh, 74T
TATA—BPMERINET,
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https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.9/html-single/authentication_and_authorization/#authorization-overview_using-rbac
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NRNIAX—5— B

mappingMethod #7447V T 4714 —hO7 A VEICI—Y—IITy TINDIAEEERLET,
LTFoEOWThhEADLET,

claim

FTIAIENDETY, PATVTA4T4—OEI—H—LZ52FE o>1—H—%7N0
EvazviLEd, TOI—HY—Z5F 21— - TIIHOTA TV T 1
FTA—IITYEYTINTUVWBBREIEEBLET,

lookup
BEDTATVTA4TA— A—HF—TATUT4T74—IvEVYY, BLU1—
P—ERRBLEITY, 22— —FLBT7ATVT14 T4 —OEHSOEY 3=V
BITWERA, ThICLY, V53R —EBEIFE T, FLEABOTOELR%E
FRALTTIATUYTATA—E1—F—%2RETEET, COFEEZFERT2%BE
&, I—H—%2FHTTIOE a3 =V ITE2RENHY FT,

generate

PATYTATA—OWREI—HF—ZaF o1 —%270EVa=rvI LI,
WEI—H—ZE2F I AP DI TCIKBEEDTATYTATA—IIIYEV X
NTVW2HBEIE. —BO1—HF—EZNERINF T, F: myuser2Z O A%,
OpenShift Container Platform DA —H—&Z&T7A TV T4 74 —7TONA T —D
A—H—ZEDERLB—BEVEET A TOER (LDAP JIL—TEEARE) &
HAEDLETHERTRIEIETEERA,

add

TATFYTFAT4—OWRI—H— LA O1—HF—4SOLya=v I LT,
WRI-—Y—R22/H 21—V NI TICERTSSE. V7ATVT1471—3EF
DA—F—IIxvEVITEIN, ZRA1—H-DBEDT7AT VT4 74— vEY
JICEBMINET, ZhiE, BCa—F—ty r2H L TRALI—Y—HKICTY
EYIIBT7ATVTAT4—TANA TN EHREINTVDIHAICBET

3—0
p=
mappingMethod /X5 X —4% —% add ICERET D&, TATYTA T4 —7TONA 45—
DEMFLIIEBRHICHRIONM Y —DT7AT VT4 T4 —2BFFE1I—H—IlxvE
VITEET,

814.7AT VT4 T4 —ANAY—CROY VT

UTRDARI LYY —R(CRYIE. PATYTATA—TONAY—%ZETDDIHERT /85
A—H— BJUT?#)H\@’&TL&?Q ZDBITIE, htpasswd P4 TV T4 T4 —7TANS 5 —%
FRALTWET,

PATFVTFAT4—TANLAF—CRODY VT

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
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htpasswd:
fileData:
name: htpass-secret 6

‘D IDTANA ¥ —%lE, TANA Y —D1—H—ZICERHELTHNIN, PA4ATFVT145714—
EDMERRINE T,

9 IOTANA T —DTATVT14T14—E UserF 72y MBI Y EY DI IND AE%R
FEL XY,

g htpasswd ZEBE L TERSNET7 7M1 ILAEBENBEEDNY—I LY NTY,

82.RBACDIEMAHICLZ/NN—ZI v avDOERS LVER

O—)IR—ZADT7 I 24 OWTERL, chaEELET.,

8.2.1. RBAC D} E

Role-based Access Control (RBAC: O—J)LR—AF7 V72 RFE) 7V o Mg, 2—H =270V
JRNATRHAEDT IV aVvERTTEIENHFTINEINEINERELET,

INICEY., TSy N7+ —LBBEEFISAY—O—LELUONA YT+ VT EFERLT,
OpenShift Container Platform 75 v N7 # —LBARB L VTRTO AT I hADEEDT VR
LN EHF D A—F—%HETEEY,
MARERO—ANO—NLERNM VTV TEFERLT, 7OV M7V ERATE S 1—H— %l
TEXF9, B, BEAEFELDIPNOFETHZ I EIEFRELTLEIY, BI0FIEIF. 77U 3
VERITIZA—Y—DTFAT VT4 T4 —DHRNICLYBEICEEL TVWE T,

RAUTZEALTEEINE S,

BAA T b B4

L= ATV MDY RTHEAINMTWSEEADOEY Ml 21— —F /B Y —ERTH
> hHYPod D create AT TE 2N EDHY)

ao—JL —iDaALIvay, ——8LCTI—TEEHROO—ILICEERMIFEY, N
AV RKLEEYTEZET,

NAVYTAVYT O— ) &FE>/ka1—H%—/JI—TEOEEMIT T,

2DODLRIVORBAC A—ILBEELUONA VT4 Vv IDRAEFIELET,

RBAC L R Bl

275 X4 — RBAC TARTO7OY Y NCHEHATRERO—LULBLUNSI VT4V ITT, 95RY—
O—NIZTSRAY—2EKTHEEL, 25R9—O—IVDNRA VT4V T IZIS5R5—
O—)IDH%ES|TEET,
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http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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RBAC L X)L B

O —7#JL RBAC MENTOVIY MIAD—THREINMATWEO-ILELCNI VT4 VT T
¥, O—AO—) FE—7OV Y NOAIEEL, O—ALO—ILD/NNA VT4
VRIS RY—O—IsLo0—AlO—IOmA 2SBTIET,

PSR —DA—=IVNA VT4V TE VFRI—LRIVTEETENA VT4 JTEH, O—ILN
AT 7E7avz I MLRIVLTEELEYS, O—INI Y T4 07k, 7OV MLRILTE
HELET., V5R9—Dview (FR) A—id, 2—HF—HIT7OYV TV bERRTEZL50-HILOD
A=A VT4V EFRLTA—Y—IINSA VY RTIZREAHYEYT, O—H)LO—ILIE. VTR
F—DO—ILHIEEDRRICHER/NRA—I v arvDty NERELABAVBEICOAMERT ZHENDH
YEY,

ZD2DDLRILVOSRZEBICLY., O—AHIO—ILTENTOS Y NROHARY YA XHEEEIC
BB—AT., 75R9—O—)LIc&3EH O/ NETOBFMEBENTEEICARY £7,

EEEIC, V2RI —O—ILDONA VT4 78L00—ALO—ILONA VT4 v ITDMERINE
I, UFICHERLET,

1. 959 —2FKDallow JL—ILAF v IINZET,
2. O—AlINg Yy REnfzallow)b—=ILAF v I IhFT,

3. T 74N MTEEBLET,

8211 FT7AIN MDY ZAY—O—)L

OpenShift Container Platform IZI&, 7 529 —2&T, FLEO—ANIIA—HY—BLTTIL—TIC
NAYRTESZTI7AIVRDYVZRS—O—ILDEY MAEFNET,

BE

TI7AINMDISRI—O—IVEFHTERIT DI EFHEREINFEA, TOLIARY
AT ALAO=IANDER|L, VSRY—DEBICHELRLKRBZELHY £,

FTIAINEDIS

Ay —0O—Jb

admin IOV MY R—Vv—, O—HAINNA VT4 VI THERINSHE,. admin (i
&, 7OV NHDTRTON Y —RERKRL, 72— UHDY Y —ZARD TR
TDYY—R%EERTIHERIGHY T,

basic-user 7OV NBLVC I Y- DVWTOERMARIBERENECEZ1—H—TT,

cluster-admin ITRTOTAV IV M TIRTOT IV aVHERITTCEDLR—/N—21—%—T7,
O—HAINNA VT4 T TaA—HF—IINA VY RINBIFE, 74— YIINTERER
HESLOTOY I NROTARTOY Y —RICNTBEITRTOTHIaVEEFTT
IR

233



OpenShift Container Platform 4.9 1 ~ X h— L DEE

FTIAINEDIS

24 —0O—J

cluster-status BEXNRY SR —DRAT—Y AERENSTE21—H—TTY,

cluster-reader BEAEDA TV MRS FLRIRRTEZN, EETERVI—H—,

edit TOVI V7 hDIFEAEDTOY T NEEETEZD, O—IIEFLE N1V T1 Y

JHERRLEY, BERELAYTIHELAFRAVW1I—Y—TT,
self-provisioner MBEO7OY ) MEEKTE21—%—TY,

view ETETIAVWEDOD, 7OVIVMNTIEEAEDA TV NAERTEZ I —Y—
T, sl O—IFLENM VvTa v TERRLEY, ZELEYTEEHA,

A—ANNAVTA VT EITZRAI—=—NA VT A VTICDVWTDEWCEELTLCEIW, O—AHILD
O—JLINA VT4 VT FERLTcluster-admin O—J)LA 1 —H— [NV RTBFEE. ZO1—H—
NS —EBEDRHEAFT O TVLWBELIICKRTIINE TN, EBICIEZI> TEHY FHA. —A.
BESOVIY MINA Y RENS cluster-admin 7 S XY —O0— )Lz 7OV hODR—N—F&
BEDL D RN HY., V5R9—0O—)badminD/X—I v avaH5331FH. L— MIEER
ETOHEREDVL DHODEBIMN—I vy avafd5LET., —A. cluster-admin 270> b
DA—HF—IINA Y RTBE, 20OV I MIDHEMNRRA—/I—EEBEDHERNTDI—H—IC
MHE5EINET, TO1—H—IFIS5R9—0O0—J)badmin D/X—I v > avaHFTIEN. L— MR
EIRET HHEERED, TOTOVII MIDVWTOWK DHDBIMN—I v avaFE5Ed, 0D
NAVTAVTE VSR —BBEZIINA VY REINE ISR —0O—INN, VT 1 VT x—BFRR
LAaWWeb OV Y—I)LUI ZFED EHYICK K RY FT, 272 L. INiE, cluster-admin Z0—7
JWICNRA Y RTBEDIFERTZO—AILOO—INA VT4 v Ta—8BRRLET,

PSR —0O—=)b, V7SR —O—=ILDNNA VT4 >J, A—ALA—=ILDNNL VT4 VT, 21—
H—, TI—TBLVOY—ERT7AY Y NOBRIZUTICHBINTWET,
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Service Account (Bot)

LOCAL ROLE
BINDING

Bot caninteract with
specific resources

LOCAL ROLE
(Bot)

Rule Rule

PROJECT

gk

==
=

O O O

Group1

LOCAL ROLE
BINDING

Group 1 can view
in project

_________________________________________

CLUSTER ROLE
(View)

Rule Rule

@)

B

User1

LOCAL ROLE
BINDING

User 1 can edit
in project

CLUSTER ROLE
(Edit)

Rule Rule

@)

B

User 2

LOCAL ROLE
BINDING

User 2 can admin
in project

CLUSTER ROLE
(Admin)

Rule Rule
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@)

1

User 3

CLUSTER ROLE
BINDING

User 3 can cluster
admin in all projects

_________________________

CLUSTER ROLE
(Cluster Admin)

Rule Rule

......................................................................................

get pods/exec. get pods/*. &L U get* IL—ILiE. O—ILIERINS & RTHE

ReEMSLET, R/ ERORAZ@EHEAL, 1——8LU0IT—Yzr MIBER
=/NED RBACHERRDAHZE|Y HTE 9, sFMIE. RBAC IL—ILIC & BZETHERD

A ZSRLTCES

8.2.1.2. Z2n] (M FL{h

(A

OpenShift Container Platform (&A% > TERAI 25 L £ 9

PATYTAT4A—

A—HY—HDEITZ1—H—-REITIL—-TD—E,

roayv

EITT 2. FEAEDZEA.

INIELUTFTRESINE T,

e OV IMTIVERTZTIOYIV N, TOAVIY NIBIMDT /) T—2 3V EED
Kubernetes namespace TH Y, INiZLY, 1—H¥F—DI3Ia=71—F feOII2=

TA—ENBINRKBTREOOVY T YV AR L, BETEET,

o EjF: get. list. create. update. delete. deletecollection. Zx7-id watch 72 & D7 ¥
v 3 vEIK,
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https://access.redhat.com/solutions/6989997
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o VY—RZ{: TFTIUVERATBAPITY RIRA4 Vb,

OpenShift Container Platform (&AL FDF|E%Z > TERAI Z 5 f L £,

L 747574 T74—8L070Y 9 N TCROA—THEINLET IV aviE, 2—HF—B4L0
TNSDOTIV—TIERINEZITRTDONA VT 1 VT ERRLET,

2. N VT4 VTE, BRAINDITRTOO—IILERDIFS-HICFRAINET,
3. A—J)LiE, BEINZITARTOIL—ILAERDIFZEHDICERINET,
4, —AERDIFBEDHICZ, 722 avdAgIL—IIicHLTFzvIINET,

5. =BT 2IN—IDBRIONLRWNGES, 7I2avidTI74ILMTHEEINET,

D

A—H—BLCTIN—TIE—EBICERHOO—IVICEEMIFY., "M Y RLEZYTESZZEICEBELT
CIEIW,

JOvzy MNEEZEICLAFERLTCO—ALAO—ILEQ—DINA VT4V TERRTEZXT, 2h
I, ThZ2ho0—IHEEMITShZEEFES LTI Y —RADIKNY) I ZADNEEFNET,

BF

7Oz NEBEIINA Y RINZ VRS —O—)ViE, A=A VT4 VT
£oT7OV Y NRTHIBRINZE T, Ihid. cluster-admin F 7zl system:admin
IKEINE VTR —O—IDEDICVTRY—2EFTNA Y RINBRTEHY F
A

PS8 —0O—)id, V5RI—LNITERINZO-ILTIN, 75X5—LAN)L
FE 7Oz MLRILOVWETNRNTN, Y RTEET,

8.21.21. 7 3 A ¥ —O—ILD&%E

TIAILINDYI SR —DEE, RES LU cluster-reader A—JLIk, 7 5 A¥—0O—JLDEET %4
R—MLET, TR, FEO—ILDISRAY—=IL—ILITFRIL— M DEREEICEIMICEHRFINE T,
ZDOHEBEIE, W RY LYY —RBEVER LT Kubernetes APl 23R T 25 AICOABEHTEET,

8.2.2. 7O0Y = U b & &L U namespace

Kubernetes namespace l&, 7 XY —TRIA—THRET DA N LZRHL LT, namespace D
FFMIE. Kubernetes RF¥F a2 XYk ZSRLTLEI W,

Namespace FATFO—BORI—7%RHEL T,
o HAMAMADERZEITELODZFITEY Y —2Z,
o SHEINDI—H—IlEFEINLEEER,

e O3Ia=F4—)Y—ADHEELEIRT DHLEE,
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https://kubernetes.io/docs/admin/authorization/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/
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VRATLARDOKREDA TV Y NORXA—T & namespace TEREINF A, —IF/ —RKPp1—
H—%E5H, BRA TN, namaspace BEEEINFEH A,

IO b IXEBMOT / F— 3 > %FHD Kubernetes namespace THY, BEI—H—DY Y —2R
ANDT YV EANEBINZHOMAFETYT, 7OV M- —DIIa=F7+—dMDII2
ZTrq—CFUYBLTOY T UV ERHRL., BETAIEEFATLET, 12— —ITid, BEEIC
£oTFAY LI MADT I EANMMEEINZRENHY, FAIINZFEETOV Y MEERT
X, TNS5OMBEOTOYV I MADT IV EANEEMICHEINE T,

7OY ¥ bMlik, 3MED name. displayName. & & U description #52ETX 7,

o YEMname 7OV IV MD—EDID THY., CLIV—ILZFLIZAPI 2 FHT ZHE8ICED
BAfEICRTRINF T, BRIDBRARIIEI63XFETT,

e #7713 @ displayName (£, Web AV Y —ITOFOY ) NDRRAEERLET (T
7 # )L ME name ICEREIND),

o #7723 v®ddescription(lid, 7OV DI SICEHEMARKAFERATE, IhEt Web 1
VY —ITRRTEZET,

£70z7 ME. LTORBDOEY hOROI—T52FZELFT,

TS b ShBA

Objects Pod. #—EX, L) r—yavarybo—5—r,

Policies A—HY—PA T I NMNIFLTTIIaVERTTESED, TERLNDICDODWVWTD
)l/_)l/o

Constraints FIREBRETEDTNTHOEBEOT 7V DI +—4,

Service Y—ERT7HAD YV MNE, AV IV MDA TV MADIREINLZT IV EATHH

accounts BIICHEBEL £ 9,

5529 —EBERITOV Y PEERTE, OV FOBBEEREI—F—2132=71—0
EBROXYN—CRETEET, 7529 —BEEE, BRE/RAOTOVII MEERTEIES
HATEET,

HRESLIVOBEHZIL. CLIFAE Web AV Y —ILAFERALTIAY T NEDWEFELAETTEF
-a—o

823. 774/ hTOVIV K

OpenShift Container Platform ICIZT 7 # )L hDFOY =V MHZEE TN, openshift- TIHEE 2 70O
VI MIA—HF—ICE>THREEBEIIRYET, Thon7FOY Y ME, Pod &ELTRITINEY
ARY—AVR—RV hBLOCMDA VT SAMNS I Fry—aVR—F Y MERAMLET, Critical Pod
7/ T—av ERFDINSO namespace TEMR I NS Pod (& Critical (BEE) & AR I . kubelet
ICEDZRANMRIEIEINTE T, TN S5D namespace DY RAY —AVR—% Y NEITERI N7 Pod IC
l&. ¥ TIC Critical DY — 27 MFIF 5N TVWE T,
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons
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7 7 #JU k namespace (default. kube-system. kube-public. openshift-

node. openshift-infra, openshift) DL FNMTIER I 1u7z Pod I SCC &Y H T
TEIRTEFHA, TN SDnamespace & Pod F7/2l3H—ERARITT27-DICFEH
THIEWETEE A,

824. VSR —O—ILELUVNNAL VT4V TDRTR

ocCLI T ocdescribe ¥ Y RAEFHLT, V7S5R9—O—ILELUONRNA VT4V ITBERRTEE

ER

AR

o oCcCLIDMYARAKM—=ILTINTWS,

e VS2AHA—O—ILBLUONA VT4 VI ERRETDZ/IN—IvoavaelBaLET,

DS RY—BERTNA Y REINMi cluster-admin DF 7 #I)L DY SRY—A— )L aHEO>I—H—
&, 2R 9—A—LULBLUVNA VT4V ITDRTEST., IRTOYY—ATOIRTOT7I>av
HR{TTEXZET,

FIR
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L 7229 —0O—-IBLVENLDOEEMITONTI—ILEY FERTTBICIF. LTFZ2RTL
ij—o

I $ oc describe clusterrole.rbac

H A B

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 1 [* create update
patch delete get list watch]

imagestreams 1 I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs 1 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete

deletecollection get list patch update watch get list watch]
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imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags 1 [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 1 [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1 I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1] I [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io 1 1] [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 1 [create delete
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deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 1 [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 1 [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 1 [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1 1 [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 1 [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1] 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
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deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]
poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]
deployments.apps/rollback 1 1 [create delete
deletecollection patch update]
deployments.extensions/rollback 1 1 [create delete
deletecollection patch update]
catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]
clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]
installplans.operators.coreos.com [ 1 [create update
patch delete get list watch]
packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]
subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]
buildconfigs/instantiate 1 1 [create]
buildconfigs/instantiatebinary 1 1 [create]
builds/clone 1 1 [create]
deploymentconfigrollbacks 1 [ [create]
deploymentconfigs/instantiate [ 1 [create]
deploymentconfigs/rollback 1 [ [create]
imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews [ 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host 1 1] [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews 1 [ [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io [ 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 1 [create]
imagestreamimports.image.openshift.io 1 1 [create]
routes.route.openshift.io/custom-host [ [ [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] 1 [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ [ [get create delete

deletecollection get list patch update watch get list watch]

241



OpenShift Container Platform 4.9 4 > X =L DK E

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io 1 [ [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec 1 1 [get list watch create delete
deletecollection patch update]
pods/portforward 1 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 1 [get list watch create delete
deletecollection patch update]
routes/status 1 1 [get list watch update]
routes.route.openshift.io/status 1 1 [get list watch update]
appliedclusterresourcequotas [ i [get list watch]
bindings 1 1 [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log 1 [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
events 1 1 [get list watch]
imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
namespaces/status 1 1 [get list watch]
pods/log 1 1 [get list watch]
pods/status 1 1 [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status [ [ [get list watch]
resourcequotas 1 1 [get list watch]
resourcequotausages 1 1 [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 1 [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1] [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 1 [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details 1 1 [update]
Name: basic-user
Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:
Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews 1 1 [create]
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selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] 1 [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I 1] [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects 1 1 [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. BEOO—ILIINA Y RENA——BLPTIV—T%RT. VS5RA9—0O—IL/N( YV
TAVIDREDEY NERRFTBICIK. UTFEETLET,

I $ oc describe clusterrolebinding.rbac

HHH
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated
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Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

825. O—AIDO—ILINA VT4V ITDERER

ocCLI Cocdescribe A RAMHALT, O—AHNO—ILBLUONA VT4V TAERRTEET,

AR
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o ocCLINMYARAM—=ILINTW5,
o N—AINAO—ILELUONA VT4 VI BERRTDIN—IvavEREBLET,

o USRI —2TNA Y REINni cluster-admin DF 74 DY SR —O—ILEED
A—H— (I, O—HLAO—ILELUNNA VT AV ITDRREED, IRTDYY—ATD
ITRTCOFPIVavEERFTTEET,

o O—AIIINA Y REINzadminDT 7 AL DY SR —O—)ILA&xFHEO1—HY—F, %
oAz hoO—ILEBLUNM VY Ta v IERRL, BETEET,

FIR

L BEOZOV Y MOREOO—IVIINA Y REhEA—H—BLVPTIN—T%2Rd., O—5H
LOO—IINA VT4V TDREDEY NERRTBICIE,. UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avzs boO—Ala—IbN\A VT4 VT ERRTBICIEK,. -n 755507 RICE
mLEd,

I $ oc describe rolebinding.rbac -n joe-project

H o6l
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:

245



OpenShift Container Platform 4.9 4 > X =L DK E

Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.2.6.O0—J)LD1—H—A~ADEN

ocadmBEE CLIAFEALTCO—ILBLUONS VT4 VI 2EBTEET,
A—)LEI—HY—F/ETI—TIINA Y RTEH, FLFEBMTEIEICLY, Z20oA—LICL>T
HEINZT7IEADPZTDI—H—FLEIL—TIH53INET., ocadmpolicy ¥ RKAE@FEAL
T, O—ILD2—HY—BLVCTIV—T~ADEM. FF1—F—BLCTIL—THS508IBRETIZE
bff\‘ﬁi-a—o

FIAILMNDYISRAY—O—ILDITRTAR, 7OV NROO—AILI—HF—FETIL—TI2/ 4

FIE
L O—lEaEEgEE7ovzy b1 —H—IBMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>

fcEzE, UTFEERTLTadmin O—)L% joe 702 7 b®D alice I —H—ITEMTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe
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7
Frld, LFOYAML Z @A LCA—H—ICO—J/LZEMTEEXT,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BATO—ANA—INA VT4 VTR L. BIMORBZER LT T,
I $ oc describe rolebinding.rbac -n <project>

fcEzIE joe 7OV hOO—ANO—ILNA VT4 VT HERRT BICIE. ULTFEETL
9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace
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Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice . —*'—#' admins RoleBinding |Z8MX L TWE T,

8.2.7. 0—A)LO—JLDIERK
ovzy bhoo—AlO—ILEFERL. ThEaE1I—HF—ICN/A VY RTEET,

FIE
L 7avzy ho0—AlO—ILEERT ZICIE. LTFOaATY REERTFTLET,

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
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IOARY RTUTZH/ELE Y,

e <name>: O—A/)LDO—ILEZTY,

e <verb>: O—JVICEAT2EFHADI VY YXRYPYD—ETT,
e <resource> O—J)LAERAINZ Y)Y —ZXTY,

® <project>(7O0Y TV bf)

TcEZIE, 22— —N'blue 7OV TV N TPod 2BETEX3LDICTd0—AHO—ILAE

B9 ZICik. WFoavY RERITLET,
I $ oc create role podview --verb=get --resource=pod -n blue
2. FRO—IN 1 —F—IINA 2V RTBZICEF, UTFOAT Y FZERTLEY,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.28. 75 R4 —0O—IJLDYERK
552 —O—ILEERTEET,

FIR
L 72529 —0O—I)LERT 5ICIE. LTFOAYY REETLET,

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
DAYV RTUTZEELET,

® <name>: O—AJ/)LDO—ILEZTY,

e <verb> O—JLICEAT2HFDOIVIYRXYY D—ETT,

e <resource> A— /LA EREAINBYY—XTY,

ez, 1——DPod ZFETESLDICTZIFR9—O—ILEEKRT BICIE. LT

AV RZERITLET,

I $ oc create clusterrole podviewonly --verb=get --resource=pod

829.0—A)NO—INNA VT4 FmavY R

LToO#REAFERL, O—AHILOoO—IN\A VT4 VI TOI——FFTIV—TOEERITONE

O—J)LEEETBEIC, 7OV MI-NnT7STTIEETEEYT, TANEEINTLARWEEIC
X, WEO7OS ) MFEAINET,

O—AJL RBAC BIEICUUTOIOYY RAEFHTEZEY,

R81O—ANDOO—ILIRA VT 1 T4
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avwv ek Eli|

$ oc adm policy who-can <verb> <resource> DY =R/ LTT7I>avaEEFTTERZ1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> EEINAO—ILEZREDCTOY Y NDIEEL—

<username> P—IIN1 Y RLET,

$ oc adm policy remove-role-from-user REOCTOYV 7 NOBELI—Y—DLIEEINE

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOY ) hOEEELI—Y—EZThoDO—
IWDFTRTEHIRLFT,

$ oc adm policy add-role-to-group <role> EEINAO—LEREDIO Y NDIEEY

<groupname> W—FITNRA Y RLET,

$ oc adm policy remove-role-from-group REOCTOYV I NOIBEITIV—THLIEEI N

<role> <groupname> O—ILZHIBRL £7,

$ oc adm policy remove-group <groupname> REOC OV Y MOEE/IL—TE&EThbsoO—
IWDITRTEHIRLET,

8210. VSR —mO—INNf VT4 a< v R
LUTOREEAFEALT. 75R9—0O—INRNA VT4V TEEBTEET, V5R9—0OO—IL/NA

VT4 v JlE namespace ZFEALTWAWY Y =25 FHT 270, -n 737 5DREICER
IhFtA.

K82V SARY—OO—INA VT 1V TRE

avwvk stel

$ oc adm policy add-cluster-role-to-user EEINAO—ILEISRY—DITRTOTOD T
<role> <username> I hNOEBEI—HY—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IEISRI—DITRTOTOD T
user <role> <username> I NDEBELI—YF—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group BEINAO—ILEISRI—DITRTOTOD T
<role> <groupname> I NDEBEIIV—=TITNA Y RLET,

$ oc adm policy remove-cluster-role-from- EEINAO—INEISRY—DITRTOTOD T
group <role> <groupname> I MNDIEETIV—THSHIRLET,

82N. VTR —BIEEDIEK

cluster-admin B—JLid, 7545 —1 YV —RADEEME, OpenShift Container Platform 7 5 X% —
TOEEELNIVDYR ) ZRTT5DICBETT,
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AR
o JSRH—EEBEL LTEETDII—HF—%FERLTWVWSEI &,

FIR
e 1—H—%JSRHY—EBEELLTERELIT,

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.3. KUBEADMIN 1 —H—

OpenShift Container Platform (&, 41 Y X b—IL 7O ADRET%IZY 5 X9 —EE#E kubeadmin %
ERLEY,

ZDa—H—(Ti, cluster-admin O—J)LABFMICER I, COI—HF—IEI9 549 —D root 1—
P& LTHEINET, NRAT— RIEEIICER I N, OpenShift Container Platform IRIEICX L T
—BTT, I VAR=ILDETHIZ, RAT—=RIEFA VAN =LTO7SLOHENTRBEINET, UL
TICHERLET,

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demoi.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

8.3.1. kubeadmin L —H—DH|&

TATFYTAT4—7ANA Y —%EFEHL. FiE cluster-admin T —H— &R L-BIC, V5 RY—
DEF1) T4 —%81ET 34D kubeadmin ZHIIRTE E T,

Digk

==
[=]

D1 —H—7 cluster-admin IC72 2 RIICC DFNEZEITT 235G, OpenShift

Container Platform IZBA4 YA =)L I NDZRELIHY FT, DAV RKREPY
BETZEIIETEEHEA,

AIRE 4
o 1DLULEDTATUTFAT4—TANAY—A2BELTHELDELKHYFT,
e cluster-admin O— /LA 1 —H%—|IBIMLTH LK BELIHY F T,

e EEEZELLTOJAVLTWVWEBHMENHYZXT,

FIR
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e kubeadmin >—72 L v FEHIBRLZET,

I $ oc delete secrets kubeadmin -n kube-system

8.4 .4 XA—UHBTFE

AA—=JLYZAMNY —DEBREICOWTERL, ChaBELET,

841 A A=AV MA—F—RE/NTA—H —

image.config.openshift.io/cluster resource l&, 1 X —Y DB FEICDWVWTD Y T R Y —2EDIER
HRFLET, EREBLIVCH—DBWRBRIE RSB DI cluster TT, spec [FLLTFDEEE/ NS X —

Y —RBELET,

pa )

DisableScheduledimport. MaximagesBulkimportedPerRepository. MaxScheduledl
mportsPerMinute. ScheduledimagelmportMinimumintervalSeconds. InternalRegis
tryHostname 72 ED/NT X —4 —(FRETETEH A,

NS A—H—

B4

allowedRegistriesForl
mport

additionalTrustedCA

252

BEI—HF-DPAA—IDAVR—MIFEATEZAVTF—AX=IL IR
F)—ZFIRLET. CO—B%Z, BIRAX—YZB8LEDE LTI —
MEFEL., 77U —>arvDAVR—bTERBLIRAMN)—IZRELE
¥, 1 *—Y F7Id ImageStreamMappings % API I THEMRT %/3—
TyvavEREODI—Y—IE ZORVI—ILLZFELEZITEEA, BE.
INLEDN—I v aVvaEF>TWEDIEISRYI—EEBEDHTT,

CDYRARDIRTDERIC, LYZAN)—DRAAVETEEINBL IR
N)—DBmIEENET,

domainName: L A N —DRXA VEEI/ELEF T, LIYRKMN) -2
LIAD (80 %713 443) K— M AERAT 2B, K— MNEIRX S VRICEEE
NaZBELRHY ET,

insecure: insecure (LY AN =X a2 T7h, FLEFEEF2T7THZH
EFRLET, BEFMRBRWEEICIE. T74IMKTLIYRRN)—lEEF2T7TH
BZZENEEINET,

image stream import. pod image pull. openshift-image-registry
pullthrough. 8&UEIL REFICERINZIBEDHZEMD CADEEND
HEYY T OBRTY,

ZDERET v T D namespace |& openshift-config T9, RET Y 7OFA
TiE, EHETZIEMOLYRAN)—CAIKDVWTLYRMN)—DEFERMNEE
F—&LTHERAL, PEMIYO— NiEFAEAEES LTHEALE Y,



$F8E 1 —H—MT D#fm

NSRA—4— B

externalRegistryHostn T 7 AL FDAEA A=V LIV RN —DRZAMEEIRELE T, HAEHRR b
ames BlE AX=TLIRAN)—DARICARINZBEICOAREINDILED
HYFET, RUDEIE, 1 A=Y ZAMN)—LD
publicDockerlmageRepository 7 + —J)L RCERAINE T, EIF
hosthame[:port] X DETH 2 ELHY £,

registrySources AVFF—S VA LHIBEI RELV Pod DA XA —=IADT V2 RABFIT@E 4 D
LYRNY—%UIBTEHEEZRET ZHRENEFNET, L&A ¥t
XATRTIVEREZHFATEINEDIDZHRELET, AEBIFRAI—L IR b
)—DEREREENEEA,

insecureRegistries: BX07: TLS SERAZ 2 F/= Wb, 7/ d HTTP i D
HEYR—PTBLIRAMN) =TT, §RTOYT KA VEBET BT,
RAAVRICHEBRHE LTTRY YR N TANVRA—RXFEZEML F
¥, f: *.example.comlL Y X ) —ATEBIOY R N —%ZiBETEZE
¥, fl: regl.io/myrepo/myapp:latest

blockedRegistries: 1 X—Y DTN ELP Ty a7 o> avhEEIND
LYZARN)—=TY, §RTDYTRAAVERET HICI1E. KA VRAICHEE
BELTT7RIVRI P74V RA—RRXFEEMLET, fFi:
*.example.comlL Y2 M) —RATERD )RS M) —ZEETETET, Hi:
regl.io/myrepo/myapp:latesttt O X TOL IR MY —IFFFAIINE T,

allowedRegistries: 1 A =YD TNELVTy a7 o avHFAIN B
LYZKM)—=TY, §RTOYT KX VEIBET DICIE. KAV RAICHEE
BELTT7RIVRI )74V RA—RXFEEMLET, fFi:
*.example.comL Y2 b ) —ATEBD)RI M) —ZHBETETEY, B
regl.io/myrepo/myapp:latesttt O ¥ XTOL YR M) —F 7Oy VI hF
ED

containerRuntimeSearchRegistries: 1 X —Y DEREEFERA LA X —
JOTNBELV Ty a7 ooavhFAINELI AN =TT, tRDF~
TOLYZAMN) =70y o3NET,

bIockedReglstrles Z 7= 13 allowedRegistries DWITNAOEZRETIFET
HEAERETDHIEWETEEEA.

Digk

H
[=]

allowedRegistries /X5 X —4 —AE&HEIND &, BARMIC—ERRINQWVER

Y. registry.redhatio L Y X h!)—¢& quaydo LR KNY— BLUTT7#IL b

DREA X =T LI R b U—?Zv_aa::a“&'coal/v“x NY—A7OvoIhixrd, N
A=Y —%FEHATZHEIE. Pod DKRMZBEC72®HIC. registry.redhat.io L ¥
A k1) —£& quay.io I/*/Z N1 —. & &£ U internalRegistryHostname = &4 3 N
THL YR KN —% allowedRegistries —EILEBML T, chbid, BEVWDIR
BRORAO—RA A=Y THEEINZET, FEHRISRIY—DIHFE. T 5—L
VAN)—BLEMTIVENDHY XY,
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image.config.openshift.io/cluster ') ¥V — 2 D status 7 1 —JL K&, 75 X9 —HDLEBBINDESE
HFELET,

NRNIA—5— B

internalRegistryHostna internalRegistryHostname % #lf1§ %21 X —2 L ¥ X k') — Operator IC

me LSOoTEREINZET, TNETI7ANRDOABLA A= LI ZAMNY—DERR K
ZHEBRELZ T, &L hostname[:port] ERDETHZLELHY FF, %
HE#HME RS 572512, OPENSHIFT_DEFAULT_REGISTRY RIEZ
HEeERAE L THERATEITN, COREICEI>TIDRREEHELEEETTN
9,

externalRegistryHostn A A=Y L YR KY— Operator ICL > TREI N, AEBICABEINBEICA

ames A= LIZAMN)—DHARDRANEZIBELFT., RANDEIEE, A X—YR
b 1) — @ publicDockerimageRepository 7 + —)L RCERINE T, &
I& hostname[:port] XX DETH 2 MHENHY £,

842. A XA —JLYRNY—DHTE

image.config.openshift.io/cluster 1 24 L)YV —Z (CR) ZiREL TA A=Y LY AN —DEE%E
175 2 ENTEFE T, Machine Config Operator (MCO) &, image.config.openshift.io/cluster CR T
LYZAN)—~DEEOEEZEHRL. TEEZHRETSZE/ —FZHEBELET,

FIR

1. image.config.openshift.io/cluster 7 2% LYY —RE=RELE T,
I $ oc edit image.config.openshift.io/cluster
BUFI&. image.config.openshift.io/cluster CR OfIZ7 Y £,

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 1
name: cluster
resourceVersion: "8302"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: e34555da-78a9-11e9-b92b-06d6¢c7da38dc
spec:
allowedRegistriesForimport: g
- domainName: quay.io
insecure: false
additionalTrustedCA: €)
name: myconfigmap
registrySources:
allowedRegistries:
- example.com
- quay.io
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- registry.redhat.io
- image-registry.openshift-image-registry.svc:5000
- reg1.io/myrepo/myapp:latest
insecureRegistries:
- insecure.com
status:
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

ﬂ Image: 1 X —Y DB EIIDOVWTDI S RAY—2EDBERE=RFLET., EREB LV
W—DBEWRLEI & 75 DIE cluster T,

Q allowedRegistriesForimport E# 1 — ' — A4 X —S DA ViR— MIFERTZIVT
F—AX=—SLYRN)—EERLET, CO—B%E2, APRAA—VE2BLEDELT
A—H—HEFEL, 7TV T—2a VDA VR—MNTERBLIAMN)—ICERELE T,
4 XA —< £ 7213 ImageStreamMappings % API 2 TEMRT 2/ —3I v 3V &EHFD
A—H—F, ZOR)I—ILLDHEEZITERA, BE. ThoDNN—3IvPavi
FoTWaDRI RS —EBEDHTTY,

9 additionalTrustedCA: f X —Y Z KN —LDA Y R— b, Pod DA X—T 7
JU. openshift-image-registry 7L 2)L—, BLUVEI REFICEFRAINZBINIORIR
(CA)NEFNZHRETY TOBRBTY, TDHRET Y 7D namespace | openshift-
config T9¥, REYY TOBRATIE, EHEITI2EMDODL IR M) —=CAICDVWTLIYR b
)—DHRAMZEF—ELTHERAL, PEMIIRAEAEE LTEALE Y,

Q registrySources: EJL KB LU Pod DA X —JICTF I ERTBHIC, AVTF—50%
ALPMELXDLIYZARNY) —%HAITE2NTOYITEINERET IRENESENFE
¥, allowedRegistries /X5 X —#% — X /=13 blockedRegistries /X5 X —4% —DO W\ 3§ nhH
HRETEFETH, MALZBRETDIEIETEEFEA, RETRVWL YR M) —FidA
A=Y DRWERIZEATELIYAN) —Z2FATBELIARN) —ADT IV 2R %2HAY
EDNEINZERTDHIEHTEEY, ZOBITIE, BEEAIFAINBLIYZAN—%FE
%9 % allowedRegistries X\ X —4—%ZFHALET, TETHRVWL IR M) —
insecure.com L FFAI XN F 9, registrySources /N XA —4—I(Tl&, WIS —L
VAN)—DRERFREFINIEA,

R

allowedRegistries /X7 X —4 —MNEHEIN 2 &, ATRMIC—BERRIINGVER
Y. registry.redhatio LY A M) —& quayio LY R K — BLTTT7 1)L K
DODAREBBA A=V LIRAN)—ZECITRTOLYZRN)=DATOYIINET,
RS A= —%FAT BHEIE. Pod DERBAEFESC7ZOIC. registry.redhat.io
LY Z MY —& quay.io LY X MY —, & LU internalRegistryHostname %
allowedRegistries —E | EINT 2EBEAHY FT, Ihbid,. BEVDORIER
DRAO—RA A=Y TREEINZ T, registry.redhat.io & & U quay.io L
¥ 2 b ) —7% blockedRegistries —E B L AWT 23,

allowedRegistries. blockedRegistries. # 7z(3 insecureRegistries /X5 X —
Y—%FERATZHEE. LYZAMN)—RIERND) R N —%2BETEZET,
f5l: reg1.io/myrepo/myapp:latest

X1V TA—LDIVRVEZERT B7DIC, FEFa2T7RHAMLIIAN) —F
EhEy ZHELHY T,

2. BENMERAINICEZERTBICE. /—FE—EBRRLZET,

I $ oc get nodes
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6
NAME STATUS ROLES AGE VERSION
ci-In-j5cd0qt-f76d1-vfj5x-master-0 Ready master 98m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-master-1 Ready,SchedulingDisabled  master 99m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-master-2 Ready master 98m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-b-nsnd4 Ready worker 90m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-c-5z2gz NotReady,SchedulingDisabled worker 90m
v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-d-stsjv  Ready worker 90m v1.22.1

R, 7Ov Y, BIURETHRWL YA M) —NRSA—F—DFMIZ. 1 A—J LI RN —DEE
ESRBLTCLEIW,
8A2ILAA—JLIYAM)—TF IV EAHDEMD FS A MR M7 DR
image.config.openshift.io/cluster H1 X% L)V —RITIE, 41 A= LIV RANY—DOT7 7 REFICERHE
INZEMOBEERIEENS configmap NDEREEDDIENTEET,
AR

o FRFIF/ (CA)IEPEMTIVIO—RIhTW3,

FI7

% E~ v 7% openshift-config namespace ICEEX L. ZD#%&Hi% image.config.openshift.io 71 2 ¥
L') Y — 2D AdditionalTrustedCA TER L. BIND CAAIBETEET,

BREXY TX—IF. TOCAREETDIR—IMDPHBZLIANI—DRANETHY, EIXEEML Y
ANY—CAMIEFET ZIAHFENDI VT VYT,

A A=Y LTI R MY — CAD configmap DOFl

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 0

Q LY Z MY —IZR— KB 335G (fl: registry-with-port.example.com:5000). : (& .. ICE I X
ZRELFHYFT,

UTDOFIETEMD CAZBZRETETET,

1. BIND CAZERET BICIE. UTFZETLET,
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$ oc create configmap registry-config --from-file=<external_registry _address>=ca.crt -n
openshift-config

$ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config
8422 AXA—JLIAMN)—DYRIMN)—ZF—YVTDF%
AVFF—LIPRRN)—DY)RIMN)—=IF5—) Y ITDEREICLY., LLTHAETEEICRY T,
¢ VY—RAA=VDLIRZARNY—=DYRIMN)—DEA A=V ETIVTEEREYSTALI MG
% & 5 IZ OpenShift Container Platform 7 S 24 — %% EL. IhaIZ—) I3 nhiq
A=ILIZRRN)—DYRI N) —TERTEDELIICLET,

o BY—GFy hNYRIKMN)—IIRHLTHERDIZ—YVITINLYRIMN)—ZHEL, 1203
SOV LEGBRICHDIS—%2FATESLDICLET,

LAFIE. OpenShift Container Platform D) RY N —XS5—) VY JOBMHED—ERTT,

o A A=ITIIIF. LYZAN)—DIIUEALIIHT ZOERELHY £,

PRI NACRIBED Y 529 —Id. quayio MEDEBRIGAMHNSLAX—T %5 T L, KHDT 7
1704 —IVDERICHDLIAMN) —ICEBRINIA XAV ZRHBTEIENTEET,

AA=YDTIWERBFICLYZ N —~OEGIMFEDIEF THRITIN, BEIKKL IR+
) —HE&EERICETINE T,

AB L7 IS5 —1E#RIE. OpenShift Container Platform 7 S 249 —D£ ./ — KD
/etc/containers/registries.conf 7 7 1 JLIZEBIMINF T,

J—=RPY=RYRIN)=DOAA—VDERETIE, BRINAZOAVFUYERDITS
FT, IV IINEE)VRY M) —ICRT2EBEZIEFICHITLES., IXRTDIFT—
TEENMRELLGE., V7R —R@BY—RYRI M) —IIFLTEHITLET, KINT D&,
AX=IIF/—RIZTILEINhET,

VRSN —=3X5—=) 2 JDty b7y TILROFETERITTEET,

® OpenShift Container Platform @4 > X b —JUBF:
OpenShift Container Platform ICHREBROAV T F—A A =% TILL, TRHEDA A=V %R
HOI77ATIA—ILOERICEBTZIE T, MIShAREILHEZT—9EVY—IC
OpenShift Container Platform 4 Y A h—JILTE XY,

® OpenShift Container Platform O i1 >~ X b —JL1%:
OpenShift Container Platform 4 Y A M—JLBFICI S—) VT AR E LR T
%. ImageContentSourcePolicy 7 72 =V M FH L TR TRET DI ENTEET,

UTFTOFIETIE, 1 VA M—ILEDIS—%KEL. UL T%#H 519 % ImageContentSourcePolicy #
Tz MEERLET,

o IS eZAVTF—A A=V YRIMN)—=DY—2R
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o Y—RNRIN)—PLBRINALAVFTFVUVERHETZEIZT—)RIN)—DERDI Y
M) —,

pa

ImageContentSourcePolicy # 72 = N&FD VSR —D7O— NIV —5
Ly NOAZEBRETEET, AV I MITLY—ILy NEBIMTEIEETEE
A,

AR
e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

FIE
L I5—YYIIhEYRI MY —5BELET, UFOLThHERTLET,

® Repository Mirroring in Red Hat Quay TERBAI N TW3 & D IC. RedHatQuay T 5 —Y
VIINEY)RYMN)—%BRELET, RedHatQuay 2FHT 2 &, HBURI M) =D
SRDYRI M) —IZAA—=TJ%ZIE—TE, ThHDYRI M) —Z—FEHBEREYRL
BEMICAETE2IEETEET,

o skopeo BMEDY —IEFRALT, V—RATALIMN)=—DLHIZ—=) 2 JIhiYRI b
J—ICA A=Y %ZFETIE-LET,
7= & ZIE. Red Hat Enterprise Linux (RHEL 7 £ 7=1& RHEL 8) ¥ X 7 A IZ skopeo RPM
Wy lr—=2% A VA M=) LR, UTORICTRT L DI skopeo A7v Y REFERAL X
ER

$ skopeo copy \

docker://registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

ZDBITIE, example.io WO ZRIDAVYTF—A A=Y LI X M) —& example &\ 9D
ZHIDA A= YRI M) —BH Y., Z I registry.access.redhat.com H* 5 ubi8/ubi-
minimal 1 X —2Y%3JE—L %9, LYR MY —%MERL7E. OpenShift Container
Platform 7 5 249 —%{ZELT. V—RAYRI N —THERINBZEREIFT—) VT
NEYRIN)—=IZVFALA LI MNTEET,

2. OpenShift Container Platform 2 2 24 —icOJ4 v L£ 9,

3. ImageContentSourcePolicy 7 7 1 JL (fil: registryrepomirror.yaml) Z{Ep L. V—R & I
Z—EZEBDLYZARN)— BLIPVRIN)—DRFEAA—TJDEDICEZITZIET,

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: ubi8repo
spec:
repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal 9
source: registry.access.redhat.com/ubi8/ubi-minimal G
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- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 ﬂ
- mirrors:
- mirror.example.com
source: registry.redhat.io 9
- mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage G
- mirrors:
- mirror.example.net
source: registry.example.com/example ﬂ
- mirrors:
- mirror.example.net/registry-example-com
source: registry.example.com

AX=VLIZARN)=BLITIRI M) —DEFTZRLET,

BY—=TY NIRIN)—DEBRDIS—YRIMN)—ZRLES, 12DIF—HD4D
YUEmA =Ty MR MN)—RBRIDIS—%2FATEEY,

I5-UVIIATVBAVFVYNEFNELYZ N —BLUYRY R —ERLE
-a—o

o ® 00

LY Z MY —R®D namespace %, £®d namespace DEEDA A —T%FHT B L DI
ETEET, LYZARN)—RKAAMVEY—RELTHERT 25

#. ImageContentSourcePolicy ') YV —RIEL YA MY —WNEFTRTDYRY M) —IT8E
AIh%xd,

LYRARN)—REH/RETDE, V—ALPRAN)—DHIF—LIAMN)—FTOIANRT
D) RY k) —IZ ImageContentSourcePolicy ') ¥V —XANERAINE T,

4 X —< mirror.example.net/image@sha256:... = 7L L £ 7,

X 7 — mirror.example.net/myimage@sha256:... 5 — X L ¥ X k) — namespace
DA *— myimage = 7L L £,

@ 990 o

X 5 — L YR ~')— mirror.example.net/registry-example-
com/example/myimage@sha256:... "5 1 X —<
registry.example.com/example/myimage % 7JL L £ 9, ImageContentSourcePolicy
)Y —RE, V—RALYZANMN)—H5IZ—L I M) — mirror.example.net/registry-
example-com FTDYIARTOYRY N —ITHEBAINZET,

4. L \» ImageContentSourcePolicy # 72 =7 N &ER L E T,
I $ oc create -f registryrepomirror.yami
ImageContentSourcePolicy 72 =7 hDMEEI N2 &, FILWEREN S/ —RIZF7O4

I, ISRI—RBY—RVKRIN)=~ADBERDEDICI =) ITEINFLYRI M) —D
FERZRBELIT,

5 IZ7—YVIINEERENMERAINTVWSE I EZHERTZICE. /—ROWTIAHDTUTEZE

a. /_ F\U)_%é—f%ﬂ__\bij—o
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I $ oc get node

Al
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.24.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.24.0
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-153-12.ec2.internal Ready worker 7m v1.24.0
ip-10-0-154-10.ec2.internal Ready master 11m v1.24.0

Imagecontentsourcepolicy ') ¥V — i3/ — REZBEE L XA,

b. TRy 77O A%ERKBL. /—RIZT727ERALET,

I $ oc debug node/ip-10-0-147-35.ec2.internal

H B

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host’

c. L= rhTFa4L P K)—% /hostICEELZFT,

I sh-4.2# chroot /host

d. /etc/containers/registries.conf 7 7 1 L= F vV LT, BEMITONAI L ZHRLE
ER

I sh-4.2# cat /etc/containers/registries.conf

H A B

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[reqistry]]
prefix ="

location = "registry.access.redhat.com/ubi8/ubi-minimal”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "example.io/example/ubi-minimal”

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”

[[reqistry]]
prefix ="
location = "registry.example.com”
mirror-by-digest-only = true
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[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com

[[registry]]
prefix ="
location = "registry.example.com/example”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net”

[[reqistry]]
prefix ="
location = "registry.example.com/example/myimage"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net/image"

[[reqistry]]
prefix ="
location = "registry.redhat.io"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.com”

[[registry]]
prefix ="
location = "registry.redhat.io/openshift4"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.com/redhat"

$B/8E 1 —Y—MmF DHEfE

Y mADB ) = RICAA=TVIATIZANETIVL, IT—ICE>THRIATWEAE
I &SR L £9, ImageContentSourcePolicy # 72 =V MIA A= H ATV A MD
HEHR—NL, A1 A=V TEHR—MLEHA,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba

a6

DR MN)—DIZ—YVVIDNZTNa—FTaT

VR M) —DIZ5—Y VITFIENHRBE S Y ICHEE L RWEEIE,

VRS MY =351 VT DENME

FEICDVWTOUTORERZFEAL T, MEDM I T a—FT 4 VT %7 ENTEET,

BUICHRET 2I5—3, TIVINBAAXA—VEIBETDLHICERAINET,
AAVLYRMN) =, DI S—HHBEL TLWARWGEICOAMEAINET,
VRATFALAAVTEFRAMIL ST, Insecure 7577 A=y E LTERINET,

/etc/containers/registries.conf 7 7 1 L O AN RIEZEEINF L, IREDNN—2 3 VIiF
N—232 2T, TOMLERATT,
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85.375—Y /XN’ OPERATOR A4 0% H M OPERATORHUB M
A7

R SR —CHERATDELDIC Operator A AT %I 53— VI F 2i5EI& OperatorHub % X
S—=YvTENKLAHOYTD Operator THRETZXEY, I7—)0I/7OANrSERINATZ
7z A MEFEAL T, BEX ImageContentSourcePolicy & & U' CatalogSource + 7> = ¥ b &{ERK
TEEY,

8.5.1. HIfR &M
o FEKYVSRY—THERY % Operator A% QT DIZ—) Y

8.5.2. ImageContentSourcePolicy = 7~ = ¥ b DERK

Operator A% OV AVFT YUV EIS—LIYRARMN)—IZZTS5—Y VT LRI, BDELR
ImageContentSourcePolicy (ICSP) 7 72 =V N&{ER L& $, ICSP A T =¥ hid. Operator ¥
ZJIRAMNBELUVIZTNUITINELIAN) =R EINDA A —VSRETERTZEDIC/ —
FEEELET,

FIE

o FEMIVIRI—ADTIEADHBHEZAMT, LUTFDIAT Y KERFTL T manifests 71 L
4 k1) —T imageContentSourcePolicy.yaml 7 7 1 JL%38%E L TICSP Z{Em L £ 7.

I $ oc create -f <path/to/manifests/dir>/imageContentSourcePolicy.yaml

Z T T. <path/to/manifests/dir> (. I 57—V J7INIY T VIZDLWTD manifests
TALYI M) —=~DNRZTY,

SN UITINIA VT Y I RAA—=IB LY Operator AV T VY =SB 3
CatalogSource Z /X CTE B LD ICRY £ L7,
853. VSR —~ADAXYOYTY—ADENM

A% 07 —R % OpenShift Container Platform 7 5 24 —ITBHIIY % &, 21— —®D Operator DR
HELVPA VR M—IDTREICRYET, VSRI—BFEBEIE, 1 VTV IRM A=V %BRT S
CatalogSource # 7 =V N A{ERTEX £, OperatorHub ZAh4 0OV —R&=FHLCA—H—41
V=T IAREBRELET,
AR

o LYZANMNY—IZEILRIN, TyoaXhdMVyTyvIRA A=,

FIR

L AYT Y9 R4 A= %S89 % CatalogSource 7 72 =V M &ERR L9, ocadm
catalog mirror ¥V RZERALTAHY OV 29—y MLV AN —IZXS—1) VT T %15
A. manifests 74 L 7 M) —ICER I 11 catalogSource.yaml 7 7 1 )L %FtAm & L TED
FEFEATIZIENTEET,

a. THFELUTDOLIICEREL, Ih% catalogSource.yaml 7 7 1 L& LTHRELET,

apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
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metadata:
name: my-operator-catalog 0
namespace: openshift-marketplace g
spec:
sourceType: grpc
image: <registry>/<namespace>/redhat-operator-index:v4.9 6
displayName: My Operator Catalog
publisher: <publisher_name>
updateStrategy:
registryPoll:
interval: 30m

Q LYZRMNY) =7y 7O— RS ZEHCO—AL T 7AIIICAVTFUYEIS—Y VY
¢ 315451k, metadata.name 7 1 — /L KDLV VRS v a () XFEEHIRL, 7
7YY MOEREEIC invalid resource name TS —A @R L £ 9,

9 H4 07TV —R%%L namespace DA—HF—ATO—/NLIZFIATESLDICT 25
#ld. openshift-marketplace namespace A#38E L 9, TNUNDFZEIE. TDH
& 07 DRID namespace =X R E L. Z®D namespace DAHHFIETE 5L D ITIEE
TEEY,

AVTYIRAA—VBIEELET,

H5OT % NRT 2T LIEBEEZEELTT,

00

ATV —RAFFRNA—Va v OBEEEZBIHNICTF v I L. BRHOREZMEL
i‘a—o

b. ZTD7 74 I)L%{FHL T CatalogSource 7 7> =V MR L X T,

I $ oc apply -f catalogSource.yaml

2. LT Y —ZADNEBIFERINTWE I E%#HRALET,
a. Pod ##E2L 9,

I $ oc get pods -n openshift-marketplace

aepaltl
NAME READY STATUS RESTARTS AGE
my-operator-catalog-6njx6 1/1 Running 0 28s

marketplace-operator-d9f549946-96sgr 1/1  Running 0 26h
b. A¥0J7YV—X%=fERLFT,

I $ oc get catalogsource -n openshift-marketplace

Hh
NAME DISPLAY TYPE PUBLISHER AGE
my-operator-catalog My Operator Catalog grpc 5s
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c. Nwh—IX=JxANEHRLET,

I $ oc get packagemanifest -n openshift-marketplace

6
NAME CATALOG AGE
jaeger-product My Operator Catalog 93s

OpenShift Container Platform Web 3> Y —JL T, OperatorHub R—H 5 Operator 4 Y X k—Jb
TEBLOICRY F LT

o AYUTYIRAA=INDNTSAR=—NLIYZANMN)—=THKRR NI, BEAPDBERBEIE. 73
AR=KMLIYRNY—=HDE®D Operator DA XA —IADT7 IR ZSRLTLEIW,

® Kubernetes D/IN—I 3 UR—ZADA XA —JH THFRALTYISRAYI—DT v TIL—REICH
AOATDA VTYIRA A= DN=V 3 VEBENICEHRFTEDLIICTDICIE. BRI LA
HhHYOTY —ZADA A= TV TL—h HZSRBLTLEIL,

8.6. OPERATORHUB % f#f L 7z OPERATOR D 4{ ¥ XA h—JLIZDWT

OperatorHub (& Operator Z# &3 27O D1—HY—4 V5 —T 4 ATT, Nk Operator
Lifecycle Manager (OLM) & &E# L. ¥ 5 RX4% —LT Operator a4 VA h—JL L, BELZ T,

75 A9 —EEE(IL, OpenShift Container Platform Web 3>V —JL & 7zI& CLI 2B L T
OperatorHub 5 Operator #4 Y A h—J)LTE £ 9, Operator & 1 D F 7 IFHEED namespace IZH
T2R954 7L, Operator 597 S A9 — L TCHREENMEFATISELDICTEET,

A4 VA M—JUBFIC, Operator DLLTO#EAREZHIBT 2ENDHY £,

A2VAM=ILE—FK
All namespaces on the cluster (default) %R L T Operator Z 3 X T®D namespace i1 Y X b —
IWE B, i (FATRERIGEIX) [E5D namespace %#IR L. BRI N7 namespace D& IC
Operator 24 YA M—JLLZE T, ZDHITIE. Allnamespaces... =:EIR L. Operator 9 RTD
dI—H—-sL0T7OP I NTHHATREICLET.
B F v R
Operator BNEHDF + RV THEABERIGE., T TRV 4TT2F v RIVAERTEEY, &
ZIE, (FIRARERBEIC) stable Fv XIS T 7O14 T 3ICIE. IhEa—EBMLRIRLET,
EKRBAMZTI—
HE&) (Automatic) 72 IEFE) (Manual) DWTNDODEHFEERL X,
4 VR M—=)LEI N Operator ICDWTBEIE#H 4FIRT 23545, Operator DFFR/N—2 3 U HNE
RINLF v+ RILTHETEEICAR S &, Operator Lifecycle Manager (OLM) I ADN AR LT,
Operator DEITHDA Y RAY VA EBEMICT Yy 7L —RKRLET,

FHEHZEIRY 2358, Operator DIFREN—Ta UHFATREICARS E. OLM FEHERZE

MLET, 77R5—FEHIE. Operator BFRN—Y a VICEHFINZ LD ICEFHEKREZFET
EARTIVENHYFT,

8.6.1.Web OV —)L%A{#ME L % OperatorHub ™ 5D A ~ X b—)L

OpenShift Container Platform Web 3>V —JL % {§ A L T OperatorHub #* & Operator &4 ~ X b —JL
L. INEHYTRISA4ATTEZY,
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GIE= Jia
e cluster-admin /X—3 v > 3V EEFEDT7H YV N %EFEAL T OpenShift Container Platform %
SRY—ICT IV EATES,
FIg

1. Web 3>~V —JL T, Operators - OperatorHub R—J |[CBEIL £ 7,

2. 270—)LgBh. FlEF—7— K% Filterby keyword Ry 7 RIZAHD L. BHER
Operator # B2 ¥ 9, /=& 21, jaeger & AL, Jaeger Operator 8% LT,
Tl AVIZAMNSIFYy—BETAH T aVEITANI—TFTBIEETEEYT, LEX
W EEBRIE (RY N7 — I DFIRINAREEE LTEMON D) THEET % Operator &
FRRY %ICIE. Disconnected #EIRL £ 7,

3. Operator &R L T, EBMEHRZEXTRLZE T,

pa )

33X 21=7 14— Operator Z:&RT 5 &, RedHat A3 X 2 =7 1 — Operator
ZRELTWARWIEZEELET, MiTTHRIICESZHRBTIVENDHY X
ER

4. Operator ICDWTODRHRZHRBLTH DL, Install 202 v I LET,
5. Install Operator R—Y CUTETVWE T,

a. LTFTOWFNOMZERLF T,

e All namespaces on the cluster (default)i&, 7 7 # JL b @ openshift-operators
namespace T Operator 24 Y XA h—JL L., 75 RAF—DFTRTD namespace % Bzt
L. Operator & 21 5®D namespace ICR L CHIBRAEEICLE T, DA TP avidE
ICEIRATRET Y,

® A specific namespace on the clusterTl&, Operator &4 Y X h—IL Y 24FEDHE—
namespace % ZERTEX £, Operator [FEERDAEEITL. T DE— namespace T
FERINZ LD ICHATRICARY XY,

b. Update Channel Z:ZR L £ 7 (B Z:EBIRTX 55BH8).

c. AHRD & 5 IC. BED (Automatic) F 7= I& F& (Manual) DERBRA M7V —%EIRL X
-a—o

6. Install %2 ') v 7 L. Operator = Z M OpenShift Container Platform 7 2 X4 —MD&IR L /=
namespace CHIARBEICL £,

a. FHOERBRAMNSTYV—ERLTVWEEE, Y TRV Toavo7yTJ7L—K2R
T—YRE, EDA VA M—I)LETEZMHER L. EFR T 2 F T UpgradingDFE QY X
ER
Install Plan R—Y TOEREIC, Y TR YT avp7y T L—RKRR7—4% R Up
todate ICITL X T,

b. BEI DEARANS TV —ERBRLTVWBHE, Ty TIL—RIATF—FRE MARLIC
Up to date ICFRR T 2139 T,

7. TR0V T avoT7y TIL—RKRRAT7—4 ZH Uptodate IC7 > 72#&IC. Operators -
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Installed Operators &R L. 1 VA M—J)LEI N/ Operator DV T A H —H—ER/X—2 3
Y (CSV)BRRINBD I & =2MIRL ET ., €D Status IEHIEBICEAET % namespace T
InstallSucceeded ICFERT 2 L9 T,

pa 3

All namespaces... 1 ¥ 2 h—JLE— KDIFE, R T—4% R openshift-
operators namespace T InstallSucceeded (Z7 Y £ 9 A, D namespace T
Frv i3 355 AT—4% A& Copied IZ7Y £7,

LEBYICARLARWVES, UTEEITLET,
a. IBIEMNS TN a—FTa VT 5TH-DICBBEEHRSE LT3 Workloads » Pods R —

. openshift-operators 7O = ¥ b (F7I& Aspecificnamespace... 1 ¥ X b—JL
E— RPNBBIRIN TV B IHFEIEMODEED namespace) D Pod DOV %R L £ 7,

8.6.2.CLI % & L /= OperatorHub ™5 MDA ~ A h—)L

OpenShift Container Platform Web 2>V —JLZ AT b Y IC, CLI Z{EFH L T OperatorHub H*
5 Operator 4 YA M=)V TEXY, oc AT RAERAL T, Subscription4 7Y ¥ M&{ERZE
IEEHRLET,

AR

e cluster-admin /X\—3 v > 3V &EFEDT7H VUV M %EFEMAL T OpenShift Container Platform %
SRY—ICT IV EATES,

¢ oc ANV REZO—HILVATLICA VA MN—=ILT %,

FIR

1. OperatorHub ™59 5 2% —TH A TX % Operator D—&%ZXKR~L 7,

I $ oc get packagemanifests -n openshift-marketplace

Al
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m
mongodb-enterprise Certified Operators 91m
etcd Community Operators 91m
jaeger Community Operators 91m
kubefed Community Operators 91m

WHEAL Operator DAY AT A ELE T,
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2. WE7 Operator 2MREL T, Y R—bINDA VAP —ILE—FBELVTHFHAREF ¥ Rl %&
HERLET,

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. OperatorGroup TE# X115 Operator ¥ JL— 7L, Operator 7 JL— 7 &R L namespace N
DT RTD Operator ICHERRBAC 7V 2R Z4%KT 549 —%4 v b namespace ZEIR L %
ER
Operator %729 54 79 % namespace ICIE. Operator D1 YA b—JLE—KIZT—&T %
Operator 7 )L—FHHE T4 Y £ 9 (AlINamespaces ¥ 7= |E SingleNamespace E— KD W
Ihh), 41X M—JLF B Operator »* AlINamespaces % £ 9 53545, openshift-
operators namespace ICI£# )7 Operator V)L —TH I TILEREINE T,

7272 L. Operator #* SingleNamespace € — K& fEf L. @74 Operator 7 )L — TH W5
B, TNOEERTILEIHYFT,

R

ZDFIED Web I Y —JL/X—2 3~ Tld, SingleNamespace £— K % EiR
T BBRIC. OperatorGroup & &£ U Subscription 7 72 =7 NDER &% TH
EMICAMELET,

a. OperatorGroup = 7> =7 b YAML 7 7 1 JL%&{ER L ¢ (fil: operatorgroup.yaml),

OperatorGroup A 7 =¥ hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. OperatorGroup # 7 =V N &ER L E 7,
I $ oc apply -f operatorgroup.yaml

4. Subscription = 72 7 h®D YAML 7 7 4 JLZ{ER L. namespace % Operator ICH TR U 5
4 7 L& (fl: sub.yaml),

Subscription 7 7 ¥ b Dl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: <subscription_name>

namespace: openshift-operators ﬂ
spec:

channel: <channel_name> 9

name: <operator_name>

source: redhat-operators
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268

@ O 0 9 @9 9600600 9O

sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources: m
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector:
foo: bar

AlINamespaces 1 ~ X b —JLE— FOFERAICDWTIE. openshift-operators
namespace #¥8E L 9. ThUADIHZEIE. SingleNamespace 1 X h—ILE—K®D
FARAICDWTREEY 28— namespace #1EE L £ T,

YTRIZ4TF2F v RILDEHL

YT RY >4 79 % Operator D&HI,

Operator 21925 H4 00V —Z2ADEHI,

A% 07 —R®D namespace, 7 7 #JL hD OperatorHub A% O 7Y — R ITI&
openshift-marketplace #&H L £ 7,

env/AS XA —4—(F, OLMICL >THFERINB Pod DI RTODAVFTFFH—ICBEET 3
ELrHIBEETHO—EEEHELET,

enVFrom /XS X —4— &, AV TFFT—DREZHICRMT 220DV —AD—E%* EH
L9,

volumes /XS5 X —4 —|&, OLMICL > THEMRI NS Pod ICTFIET B2MELNH DR 12—
LD—E=ZEEHELXT,

volumeMounts /85 X —#% —(F, OLMICL > THERIND Pod DT ARTHI Y FFH—IC
FETZIRE’HZR)2a—LITITVND—EZEEZLZT, volumeMount »"E7E L 74
WAERY 1a—A 28R 2HE. OLM (L Operator DF 7OA ICKBRLE T,

tolerations /X5 X —4% —|3, OLMICL > THERI NS Pod DRRD—EAEHZL X,
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m resources /X7 X —# —|&, OLMICL > TEREI NS Pod DIANTOIAVTF—D VY
VAR EERELE Y,

@ nodeSelector /85 X —4 —|%. OLM L > TERINB Pod®D J—KEL Y — 5 E
LZE9d,

5. Subscription 7 7>V MR LE T,
I $ oc apply -f sub.yaml

ZDEFRT, OLM [F3ZFEIR L 7= Operator 2535 L £ 9, Operator DY SR Y —H—ERX/N—
23V (CSV) &% —4 v k namespace ICRRI N, Operator TIEE I N5 AP IZERA ICF
FRIBEICARY £T,

BIER R

® About OperatorGroups
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FIOR 77— MNBHIDERE

OpenShift Container Platform Tl&, 7Z— k&, 75— MIL—IL TEZEINZEZHED true DB HICE
TINFET, 77— M, —EORRD IV SRY—ATHETHD 2RI BAEZRHBELET, ET
9% 75— &, OpenShift Container Platformweb A Y — )L TTF 74 I N TRRTEET, 1 VR

b —JL1%IZ. OpenShift Container Platform Z#4E Y A7 LAILT7 5 — MBHZEE TS LD ICKRETE

7,

O.1. HERY AT LADBHDEE
OpenShift Container Platform 4.9 Tl&, {7957 7— b %27 Z5—MNUITRRTEXEY, 77

7Z—bh
&, T7A2INTIEBRMYZATLILEEIND LD ICREINEFREA. UTFOLY—NR—=514 FILT7
5 — N%&3#%E9 B & 5 IC OpenShift Container Platform 25X ETX £ ¢,

® PagerDuty
® Webhook
® Email

® Slack

LY—NR=ADT7S5—hDIL— P EIEETEHIEICLY, BEIRETZHICELF—LIENE Y
ALY —ICEETEFT, LEAE BEXART7S—MIERRAWGAREERY, BEIFBEAZIE
BEXHEF — L (Critical Response Team) ICEFENBREINET T, EATHAVWESBRZRHET S
77— hME BREAWBEBEIRVWLELI—FIZFT Y MY RTAIKI—MEEINZHEMELAHY £
ER

Watchdog 75— FDFERAICL B2 75— M HBEEES 5 2 & DEERR

OpenShift Container Platform €=4 1) > 7'(CId, ###EAICEITINS Watchdog 77— A EEN X
¥, Alertmanager l&. Watchdog @75 — MBRIZHREINABMIONA F—ICIRUIRLEEFLE
¥, BE. 7O/ ¥ —E Watchdog 75— MNDZE% LT ZRICEREIRMT LD ICEEIN
F9, TOAHNZXLIE, Alertmanager EBH 7O ¥ —EOBEICHEEYT 2REEZRRICEET
ZDICZIBET,

911 75— kL ¥—N—DFKE

TI—hLY—N=%ZFBELT. JFRAI—IIDVWTOEERLRBEICDODVWTIBETESLIICLET,

=S5

e cluster-admin A—J)LEFDODI—H—E LTISARY—IITIVEATE S,

¥
1. Administrator /X\— 2% 7 4 7T, Administration - Cluster Settings - Configuration —
Alertmanager ICBEIL X7,
ya 13!

FrolE, BHROT—TRALCR—VIIBETHI &L TEET, OpenShift
Container PlatformWeb AV Y —JLDALICHZRILD T A OV %8R

L. AlertmanagerReceiverNotConfigured 77 5 — k T Configure &R L %
ER
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2. R—ID Receivers £4 <~ 3 T Create Receiver &R L £ 7,

3. Create Receiver 7 # — AT, Receiver Name ZEML. —&MH 5 Receiver Type %3ER L £
ER

4. LY—N—BEZmMELETT,
® PagerDuty receiver D&
ff}ul:u DEA 707& ?R L. PagerDuty %}L,I:l *— %Lj][] LEXY,

b. PagerDuty 1 ¥ X h—JLD URL ZEML £7,

C. VATV INBELVPA VT Y NOFMELIZEREDIEEEZRET 2% 51E. Show
advanced configuration %3Z&R L £ 9,

® \Webhook receiver D&
a. HTTPPOST N VT AN XEETEIIT Y RRA VY M EEBIMLE T,

b. T7AIMNATLaVERELTERLAZT 5 — M% receiver ITEE T 256
l&. Show advanced configuration %= #iR L £ 9,

o X —)l receiver DIFE

a. MHIAZEETAA—ITRLRAEEMLET,

b. SMTP REDFHEMEEBMLET, ThiliE. BRIDEEXDT7 KL R, A—ILDEEIC
FHT % smarthost BL UV R— FEFE S, SMTP H—NN—DKR ME, BLVTEFIERE
SUHEMBEBRIrEENE T,

c. TLSHAMETHZIZNEIMIIDVWTEIRLET,

d T7A4NWNNFT T2 aVvaEREL TEREHDT 77— Kb receiver ITEEINRVED
ICL72Y, A—LBHREDAKKZIRET 2VENDH B5E L. Show advanced
configuration % &R L £,

® Slack receiver DIFE

a. Slack Webhook @ URL #EiNL £ 9,

b. MA%&EXET D Slack Fy RV F 1 —F—ZAEEBMLET,

C. T7ANNF T avaEREL THEREHFDT 77— Kb receiver ITEEINRVED
LY, 742V LV 11— —REZRETIVLELHBHEIE. Show
advanced configuration ZZR L F¥z7, FrRILBEI—HF—FLZRERL, IhbH%
DU PFTBENEINMCDODVWTERTBIEETEET,

5 774 MTIE, ETINDZTARTOELIY—II—BTBEIRILEFDT7 S — M receiver
ICEEINET, EFTINDZ3T7S—MDOISRNILDEAEA, FTNED receiver ICEEFEINDFIDIR
BICELIC—BIEINENH 5. ULTEETLET,

a. =T 4V ITIRIEZEER T +— LD Routing Labels 7> 3 VITEBML £,
b. EMKIR%FHT %355 & Regular Expression &R L £ 7,
c. AddLabel Z3ZIRL T, ISICI—FT1 VIR EBMLET,

. Create Z3ER L T receiver #ER L £ 7,
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9.2. EAEIEHR
o E-HN)VITDHE

75— hDEE
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OpenShift Container Platform ¥ 2 24 — % &tV S A9 — D ORI TR Y —ILEBT 20EDH
5FN)ADBHBBEDHYET,

FIRINAI ZRY—EEFIENZ TR SRAI—ICIE A VI —FY MADT I T 1 TIRERI’H
YDERBA, TDDH, LYZARN)=BLTAVYRAN = ATAT7DRAVT VI EIZ—) VI TIUE
DHYES, 1 V9—Fy FERALUONERY NT—VDEAICT IV EATEZHRAMLEICIDIS—
LYZARM)—ZFEHR LY, XY D=V DEREBITBETESZ TN RICA A=Y ZaE- Lk
YEBZENTEET,

IDNEY VTR, BIFOERYI SRY —%HERI T RI—ICERT 2 — KRR TOERITDOWTER
BALET,

101LI5—LIYRMN)—=IZDWVT

OpenShift Container Platform @4 Y 2 h—)L & ZTDHEDEFBEHICHERR A A —T Ik, Red Hat
Quay. JFrog Artifactory. Sonatype Nexus Repository, Harbor @&EDIA YT+ —IF5—L YA M) —
IKIS—Y VI TEFET, RKIERELAVTF—LIRARN) =TI ERATELWEEIX. OpenShift
Container Platform #7242 ) 7> a v IlE&Fh 2/ EERI VT F—L Y XA MY —T#H % Red Hat
Openshift EADIS—LIJAMNY)— 2FHTEET,

Red Hat Quay. Red Hat Openshift EAHMD IS —L Y X bY —, Artifactory. Sonatype Nexus ') 7R

Y MY —. Harbor @&, Dockerv2-2 #HR— KT 2EBEDPIVTF—LIRAN)—%2FHTEET,

BRRLELYRAMN)—ICEBRGL, A1 V9 —32y NEDRedHat N RAMNT2H A MO SDBEINTZA
A=ILIZAN)—IZAV TV EIS—YVJ$BFRIEIALCLTY, AvFvYEIZ—Y VI LE
BIC. BRI —%2IZ—LIARNY—DLIDIAVTUVERRBTELIICKRELE T,

BE
OpenShift Container Platform 2 2 24 —DREL YA M) —E 5 =5y MUY A M) —

ELTHEATEERA, CThid. S5V VI TOCRATREERZY TEFEDLRWV
Ty amHYR—PMLAWEDTY,

Red Hat Openshift EARDIS—LJZA M) —LPAOIVFTF—L YR N —%ERT ZHBEF. 7
AEYa=VIe20ZR9—HAOETIUNLEEANRETHIVLELNHYFT, LIRMNY—ICH)E
TERWEE., 1 VAM—Jb, B, FL@7—70—-FOBEBEREDRBEDRENKKT 2084
RHYET, TDLOH, IZ—LIZAMN)—EAAEOEVWAETETL, I5—LIYRAM) PR
< &% OpenShift Container Platform 7 5 24 —DEXRBEBREOTAMEDOFHEIC—HL TWEHENH
YEd,

X 5—L YR MY —% OpenShift Container Platform 4 X —Y THRET 25H. 220D YF ) A 52E1T
TBHIENTEET, A VY— XY MNEIS—LYVRAN)—DEAICTIVEATEDRARINDHY., ¥
FRY—/—RIZTIVEATERWVWGEIR., ZOXIUNHAVFUYYEEEIS—) VI TEEY,
ZD 7Ot R connected mirroring (&I 5 —Y v V) EMIFNET, D& DRKRR MRS
Bl AA=2ETFAIVRATLILIZ—Y VT LTHL, TORRANELIF) L—=—NNTIVAT1T
EFHIRINAREBICEET Z2HEIHYET, O FOERIE, disconnected mirroring (FEIE#E I
Sy y) EEENET,

ISV IINELIR M) —DFEIE. TILINA A=V DY —R%EKRRT S, CR-OOY
T Tryingtoaccess DOV IV h) —%MERT D2HENHY £FY, /— KT crictlimages I7v > K%
FRTZRE, AAXA—YDTIVY—RERRTIMOFETIE. A XA—IDNIS5—Y YV TINLIGZRH
LFININTVWEHBETE, IV IINTVWARVWS X—VUZERRTLET,
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pa )

Red Hat (&, OpenShift Container Platform Zf#H L TH— K/X\—F 4 —DL I A N —
ETFAMLEEA

10.2. B &R

¢ oCUVTZATVIDA VA M—ILINTWS,

o EFTHDITRAY—,

® OpenShift Container Platform 7 5 X4 —% R X2 N § 335FT T Docker v2-2 #HR— M9 23
VTFF=AA=ILIRARN)=THBITZT—LIAN)=DBAVRAN=ILINTWS (f: LT
DLYZ Y —DNThi),
o Red Hat Quay
o JFrog Artifactory
o Sonatype Nexus ) ARY 1) —
o Harbor
RedHat Quay DY 7224 1) 7o arvaER/RE5DHEIL RedHatQuay DT 7O4 ICAT % K
F a2 Ay MRS (ERELUA) BT D Red Hat Quay @7 704 F 7 IZQuay Operator Dff
FAIZ & % OpenShift ~AMD Red Hat Quay @7 704 2SR LTI,

o IT—N)RIN)—F, AA—VEHBTILIDICEEINDIBENHY FT, &2
RedHatQuay Y RY N —TlE, 41 A=Y EHET 378IC Organizations ML ETT,

¢ MEBERAVTT—AXA—VEBMEIBLDODAVI—RY hADT IR,

103.3I5—Y) U TDEODYI S5 RAY—DEE
D529 —DEEETINT BEIC. FEEISRI—HOTRTD ) — RO SEETERAIS—L IR
R)—ICAA—=—VEIS—) T FAIFAE—FT2UEIHYET, AA—VEIS—YTTBIC
T, UTFAEEFTLTISRY—45HEFETI2HNEIHY FT,

o IS—LIYRMN)—FIEAEARANDEEIND CAD—EIZEINT 5,

e cloud.openshift.com k—27 VDS DA A= T —o Ly RHBEEND
.dockerconfigjson 7 7 1 L= ER T %,

FIa
LAX=YDIS—) VT %rICY 28 HERERELT T,

a. B PEM EF/IEDER 7 7AILERT, T 5—LIYRARNY—DCAGIBAZAEFEINS
CAO—EICEMLEYT, UTFICHERLET,

I $ cp </path/to/cert.crt> /usr/share/pki/ca-trust-source/anchors/

ZZTE LTFD&LSIKRY XY, |, </path/to/cert.crt>
A—ANT 74V AT LADFAEADIZZIBEL T,
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b. CAGHEEZEH LI T, /=& XL, Linux DIBEIUTDL D IZRY FT,
I $ update-ca-trust

c. 7AO—=nN\IVTIY—2o Ly hH 5 .dockerconfigjson 7 7 1 LR L E T,

I $ oc extract secret/pull-secret -n openshift-config --confirm --to=.

H A B

I .dockerconfigjson
d. .dockerconfigjson 7 7 1 L &fR&EL. IT—L YA M) —BLVRAEREZEBML. &
NEFIR774ILELTRELET,

{"auths":{"<local_registry>": {"auth": "<credentials>","email": "you@example.com"}}},"
<registry>:<port>/<namespace>/":{"auth":"<token>"}}}

2Tk, LTFD LD IChY £,

<local_registry>
I7-VLYAMN)=DAVTUVERBIBLOICHEATELIAMN) —DRXAVE
BLIUVR—N(F T aV)aBELET,

auth
I5—LYRM)—Dbase64 TTYA—RINEI—HY—ZB LV —RNEEE
LET,

<registry>:<port>/<namespace>
I7-LYRAMN)—DFMEEELE T,

<token>

I5—LYRKMY—®Dbase64 TI Y d— KX Nicusername:password%35E L &
ER
UFICHERLETS,

$ {"auths":{"cloud.openshift.com":
{"auth":"b3BlbnNoaWZ0Y3UjhGOVZPTOIOMEFaUjdPUzRGTA==","email":"user@exa
mple.com"},

"quay.io":
{"auth":"b3BlbnNoaWZ0LXJIbGVhc2UtZGOVZPTOIOMEFaUGSTd4VGVGVUjdPUzR
GTA==","email":"user@example.com"},

"registry.connect.redhat.com"”
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VHkxOSTd4VGVGVU1MdTpleUpoYkdjaUail
A==","email":"user@example.com"},

"registry.redhat.io”:
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VH3BGSTd4VGVGVU1MdTpleUpoYkdjaU9
fZw==","email":"user@example.com"},

"registry.svc.ci.openshift.org":
{"auth":"dXNIcjpyWjAWWVFSEJiT2RKVW1pSmg4dW92dGp1SXRxQ3RGN1pwajJhN1
ZXeTRV"},"my-registry:5000/my-namespace/":
{"auth":"dXNlcm5hbWU6cGFzc3dvemQ="}}}
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104. A X=SDIZ—) VT

VIR —H@EPICERE LRIC, ABIRI M) —DHIF—YRIMN)—ICAX—V%IF5— Y
JTEEY,

FIR

1. Operator Lifecycle Manager (OLM) A A=Y %2 3X5—) VI LET,

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v{product-version}
<mirror_registry>:<port>/olm -a <reg_creds>

2T, LTFD LD IChY £,

product-version

4 ¥ A =)L 9 % OpenShift Container Platform D/XA—2 3 VIIRIET 29 VT AIBELE T
(f5: 4.8).

mirror_registry
Operator AV TV aIZ—YY>0 79259 —5y ML XM —B LU namespace DEE
B R X4 % (FQDN) #i8EL ¥, T I T. <namespaces IEL Y2 M) —DEEED
namespace T9,

reg_creds
ZHE L /- .dockerconfigjson 7 7 1 L DIFFAEIREL T,

UFICHZERLET,

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os="."'

2. 8D Red Hat A*#2t 9" % Operator DRBAIS—Y VI LET,

$ oc adm catalog mirror <index_image> <mirror_registry>:<port>/<namespace> -a
<reg_creds>

2T, LFD LD IRy £,

index_image
SN EBRAIATDA VTV IRA A=V ERBELEY, £EAIE THIELLENIC
ER LIe TIV—=v JINTA VT v 9 R4 A=Y F1ld {index-image-pullspec} 7 &
DT 7AINNAIATDY—RAVTYIRA A= DVWTNHTHDAREELIHY X T,
mirror_registry
Operator AV TV %aIZ—YY>VJF29—y LY RAMN)—DFQDN B LT
namespace #¥8E L ¥ 9., T I T. <namespaces> (L YR M) —DBEEED namespace T
ER

reg_creds
A7 a v hERIGEIE. LYRAMN) —REER7 7M1 LOBREERELE T,

UFICHZERLET,

"ok

$ oc adm catalog mirror registry.redhat.io/redhat/community-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os=".
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3. OpenShift Container Platform 1 X =Y )R N —%23I5—) VT LET,

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:v<product-version>-<architecture> --to=<local_registry>/<local_repository> --to-
release-image=<local_registry>/<local_repository>:v<product-version>-<architecture>

2T, LFD LD IChY £,

product-version

4 >~ X2 k—JL9 % OpenShift Container Platform D/X—2 3 VICRIST 29 T ABELE T
(5: 4.8.15-x86_64).

architecture
H—NR—DT7—FT7I0Fv—DH14 THIBEL XY (fl: x86_64),
local_registry
SS—YRSNY—DLIYAMN)—RAALVEEEELET,
local_repository
LYZARM)—ICERT 2RI M) —DERIZEE L 9 (fl:ocpd/openshiftd),

UFICHZERLET,

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:4.8.15-x86_64 --to=mirror.registry.com:443/ocp/release --to-release-
image=mirror.registry.com:443/ocp/release:4.8.15-x86_64

H A B

info: Mirroring 109 images to mirror.registry.com/ocp/release ...
mirror.registry.com:443/
ocp/release
manifests:
sha256:086224cadce475029065a0efc5244923f43fb9bb3bb47637e0aaf1f32b9cad47 ->
4.8.15-x86_64-thanos
sha256:0a214f12737cb1cfbec473cc301aa2c289d4837224¢c9603e99d1e90fc00328db ->
4.8.15-x86_64-kuryr-controller
sha256:0cf5fd36ac4b95f9de506623b902118a90ff17a07b663aad5d57c425ca44038¢ ->
4.8.15-x86_64-pod
sha256:0d1c356c26d6e5945a488ab2b050b75a8b838fc948a75c0fa13a9084974680cb ->
4.8.15-x86_64-kube-client-agent

sha256:66e37d2532607e6c91eedf23b9600b4db904ce68e92b43c43d5b417cabe8e63c
mirror.registry.com:443/ocp/release:4.5.41-multus-admission-controller
sha256:d36efdbf8d5b2cbc4dcdbd64297107d88a31ef6b0ec4a39695915¢c10db4973f1
mirror.registry.com:443/ocp/release:4.5.41-cluster-kube-scheduler-operator
sha256:bd1baa5c8239b23ecdf76819ddb63cd1cd6091119fecdbf1a0db1fb3760321a2
mirror.registry.com:443/ocp/release:4.5.41-aws-machine-controllers

info: Mirroring completed in 2.02s (0B/s)

Success

Update image: mirror.registry.com:443/ocp/release:4.5.41-x86_64
Mirror prefix: mirror.registry.com:443/ocp/release
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4. REICHLTHROLY AN —%23X5—) VT LET,

I $ oc image mirror <online_registry>/my/image:latest <mirror_registry>

B
e Operator A AT DI Z—Y) Y JIZDWTDFFEMIEZ. Mirroring an Operator catalog #58R L T
IV,

e oc adm catalog mirror 27 > NIZDWT DML, OpenShift CLI administrator command
reference2 SRR L TSI L,

105. 35 —LYRANY—HDI T RY—DRE

A=V%FERL. ST—LYRMN)—ICZIF—) YT LERIC, PdDAIZ—LIRAMN) D54
A=VETIWTEBLIILISRI—LEETDIRLENHYFT,

DLTF%ZTIMBELHY XY,
L] 35—|/°/°7\|\'J DIL\DIEIE$E7§:7D_/\)b7o)bV A, I\“_ Dubij—o
o IS—LIYAN)—HY—N—FIAEEZ I T RY—ITEBMLET,

e IS—LYRMN)—ZY—RLIY RN —ICEAENIT S ImageContentSourcePolicy 71 2 % L
)Y —2 (ICSP) Ve L £ 7,

L I5—LYRAN)—FREABEREYV T RY—D7 O—/N)b pull-secret IZEBINL 9

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

Q RTINS —I Ly 77 A IIADRAEREELET,

UFICHZERLET,

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=.mirrorsecretconfigjson

2. CABEZDIZ—LYRAN)—H—NR—GIRAZEZI S RXY—AD/— FITEMLEY,
a. IT—LIYRKMN)—DY—N—(ERENEETNIREYY TEERLIET.

$ oc create configmap <config_map_name> --from-file=<mirror_address_host>..
<port>=$path/ca.crt -n openshift-config
UFICHZERLEYS,

S oc create configmap registry-config --from-
file=mirror.registry.com..443=/root/certs/ca-chain.cert.pem -n openshift-config

b. 22E~ v 7% £ L T image.config.openshift.io/cluster 1 24 1)V —2 (CR) =&

#L 9, OpenShift Container Platform (&, T®D CRADEE%A Y S RAY —RDFT A
TO)/_ I\\\‘:EFH L/i-a—o
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$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"<config_map_name>"}}}' --type=merge

UFICHZERLET,

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

3.ICSP AR L. V5S4V LYAN)—DBIS—LIYRN)—ICaAVFF—TIL) o T
AhEYHTFALIMNLET,

a. ImageContentSourcePolicy 124 L)YV —2 &R L £ T,

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:

name: mirror-ocp
spec:

repositoryDigestMirrors:

- mirrors:

- mirror.registry.com:443/ocp/release ﬂ

source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:

- mirror.registry.com:443/ocp/release

source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

‘) SS—AA—VLVRN)—BLIVOYRIS N —DLFIEIBELET,

©® 37 UVIINBAVFUIYNEFNBEFYIAVLIRMI—BLGCYRY
b —zEELES,

b. ICSPA TV xy MaERLZET,

I $ oc create -f registryrepomirror.yami

H A B

I imagecontentsourcepolicy.operator.openshift.io/mirror-ocp created

OpenShift Container Platform (&, TD CRADEEA IV S A —ADITRTD ./ — K
ICEALET,

4. IZ—LIYRAM)—DFREEER. CA. BLVICSP MBEMINTWE I EEERLET,

a. /_F‘:DO“’f\/bi-a_o
I $ oc debug node/<node_name>
b. lhost =7 /Ny Yz )VADIL—b T4 LI MY —ELTHRELET,

I sh-4.44# chroot /host
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c. config.json 7 7 1 JL CERALIEHROBEEZHRL T,
I sh-4.4# cat /var/lib/kubelet/config.json

H A B

{"auths":{"brew.registry.redhat.io":{"xx=="},"brewregistry.stage.redhat.io":
{"auth™:"xxx=="},"mirror.registry.com:443":{"auth":"xx="}}}

ﬁ IT-LYVRAMN)—BLURBEBRNIEET DI 2HRLET,

d certsd T4 LIV MN)—IIBHLET,

I sh-4.44# cd /etc/docker/certs.d/

e.certsdTa4 LV N)—DiFAEEZ—EBERXRR-LE T,

I sh-4.4# s
aapall

image-registry.openshift-image-registry.svc.cluster.local:5000
image-registry.openshift-image-registry.svc:5000
mirror.registry.com:443

Q IS—LYRN)—DP—BICHBIEERIALET,

f. ICSPHNIS5—L YR M —% registries.conf 7 7 1 JLIZEBIML TWB I & AR L F
ER

I sh-4.4# cat /etc/containers/registries.conf

H A B

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]

[[registry]]
prefix ="
location = "quay.io/openshift-release-dev/ocp-release”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.registry.com:443/ocp/release”

[[registry]]
prefix ="
location = "quay.io/openshift-release-dev/ocp-v4.0-art-dev"
mirror-by-digest-only = true

[[registry.mirror]]
location = "mirror.registry.com:443/ocp/release”
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registry.mirror /X XA —4—F, IZ—LIYZAN)—=DTDL IR N) —DRIICHKRE
IhdZ&zmLET,

g. /_I\\\%%gT L/i-a—o

I sh-4.44# exit

106. 77— a Bl SR IENMET 2 2 & DHESR

XY RNT—=IODBISAY—5TTBRIIC. VSRAY—HIEEEBSYICKELTHY, IRTODF7TS
D—oa Vv EEESYICHEEL TWS I 2R LET,

FIR
UFOIAXY REFERLT. V53R —DRAT—9 RaHALET,

o Pod AEFTINTWBIEAEHRALET,

I $ oc get pods --all-namespaces

5l

NAMESPACE NAME READY
STATUS RESTARTS AGE

kube-system apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-0

1/1 Running 0 39m

kube-system apiserver-watcher-ci-In-47Itxtb-f76d1-mrffg-master-1

1/1 Running 0 39m

kube-system apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-2

1/1 Running 0 39m

openshift-apiserver-operator openshift-apiserver-operator-79c7c646fd-5rvr5

1/1 Running 3 45m

openshift-apiserver apiserver-b944c4645-q6949 2/2
Running 0 29m

openshift-apiserver apiserver-b944c4645-shdxb 2/2
Running 0 31m

openshift-apiserver apiserver-b944c4645-x7rf2 2/2

Running 0 33m

o /—RMNREADY DRT—HRICHBZE%=MHRLET,
I $ oc get nodes

H A B

NAME STATUS ROLES AGE VERSION
ci-In-47Itxtb-f76d1-mrffg-master-0 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-master-1 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-master-2 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-a-gsxoz Ready worker 35m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-b-50gqdx Ready worker 35m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-c-rjikpqg Ready worker 34m v1.21.1+a620f50
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107. %Y NTD—=IUDB ISR —%tLET,

IRTORERI)VRI M) —2I5—) VT, ERISAI—ELTHETEZLIICISRI—%
RELRIC, FYRNT—IDBISRY—%ZTEET,

i

Pz
PSR —=DA Vv —3v MEHZKD &, Insights Operator /X7 # —< ¥ AMMETF

L¥d, Bt TE5FT. —BFMIC Insights Operator ZEMICT 5 T & T, ZDOEE%E
O TEEY,

10.8. /X7 #—< Y AHKTF L 7= INSIGHTS OPERATOR D& 7T

XY RNT—IODBISRI—%PMTDE. VIRI—DAVH—3y MNERNEKDNE T, Insights
Operator (& Red Hat Insights ND7 J CADNBETH D70, TDNTF—IVANMETLET,

ZDMEY 7T, Insights Operator /X7 # =<V AME T LR SETT 2 HEERPLE
ER

FIR

1. .dockerconfigjson 7 7 1 L% #E& L. cloud.openshiftcom T M) —%HIBRLE 9., LT
IKPlERLET,

I "cloud.openshift.com":{"auth":"<hash>","email":"user@example.com"}

2. 774NV ERELET,

3. #"% L %= .dockerconfigjson 7 7 (1 L THO SR —>—o Ly hEFEHLE T,

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=./.dockerconfigjson
4. Insights Operator D/NT7 # —<T VY AMMET LR Ao/l & 2R LE T,

I $ oc get co insights
B

NAME  VERSION AVAILABLE PROGRESSING DEGRADED SINCE
insights 4.5.41 True False False 3d

109. %y T =V D1ETT
G SR —EBERL, AVSAVLIRAN —DEA A=V ETLTBHAEE. V529 —0

ImageContentSourcePolicy (ICSP) Z# 7Y =¥ M &HIBRL £, ICSP 72V igHE. AL I A M) —
ANDTIW)IVIZZARNEIS—LIYRMN)—=IZYSFAL I PINACRYET,

FIa
L. V2R9—DICSPA T2z haRRLET,
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I $ oc get imagecontentsourcepolicy

Al
NAME AGE
mirror-ocp 6d20h

ocp4-index-0 6d18h
qe45-index-0 6d15h

2. VSR —DUIMFERICER L/ ICSP ATV 27 M2 T RTHIBRLE T,
I $ oc delete imagecontentsourcepolicy <icsp_name> <icsp_name> <icsp_name>
UFICHZERLEYS,
I $ oc delete imagecontentsourcepolicy mirror-ocp ocp4-index-0 ge45-index-0

H A B

imagecontentsourcepolicy.operator.openshift.io "mirror-ocp" deleted
imagecontentsourcepolicy.operator.openshift.io "ocp4-index-0" deleted
imagecontentsourcepolicy.operator.openshift.io "qe45-index-0" deleted

3. IRTD/ — RHBEEHL TREADY RT7—49 RICRZ X THB. registries.conf 7 7 1 JL A
IS—LYRMNY—=TRAL, TOLYRAN)—2BRLTWEIEE2HRALET,

a. /_F‘:DO“’f\/bij_o
I $ oc debug node/<node_name>
b. lhost =7 /Ny Yz )VADI—b T4 LI MY —ELTHRELET,

I sh-4.44# chroot /host

c. registries.conf 7 7 1 JLAFEERL £ 9,

I sh-4.4# cat /etc/containers/registries.conf
ol
I unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"] ﬂ

Q BB L 72 ICSP I & o TER S Tu 7z registry & & U registry.mirror T K 1) —AYHIER
INTWVWET,
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FN=IBMZ £/ 1% LINUXONE BIETOEBINT /N REE

OpenShift Container Platform =4 Y X bk —JL L&, z/VM TA VA h—JLEI N/ IBMZ £/ id
LInuxONEBRIETY S RY —DEMTNA AZRETIET, ROTNA REHRETEET,

o J7AN—=Fvx)L7OMIN (FCP)KRR b
e FCPLUN
e DASD
® geth
Machine Config Operator (MCO) R L. udev)L—ILZBINL TT/N\M A %R ET B, T/31 R
EFETRETEET,
pa 3]

ZZTHBATBFIRIE. z/VM A YA M—=LICOHBERAINE T, IBMZ F7/2i&
LinuxONEA Y 7S5 A M9 F ¥ —ICRHELKVM ZFBH LTI S RY—%A4 VA =)L
Lma, T4 ZADKYM TR MBI Nz, KYWM T XA MNATENTREEZT S
MEIEHY FHA, 2L, z/VM & RHEL KVM IREDME A T, Local Storage
Operator & Kubernetes NMState Operator %39 2 ROFIEABEHET 2 HELHY £
ERS

BaETE R
o (VAN—IEBEDIIVEBEYRY

11.1. MACHINE CONFIG OPERATOR (MCO) %A L 7= BINT /51 A D&

=

K
ZDEVarDH XY TIE. Machine Config Operator (MCO) DHEE%EFH L T, IBMZ F7/zi&
LinuxONE BRIETBIMD T /N R R ET 2 HEICOVWTHBALET, MCO AR LT /N1 ADE%
EKEHTTN, AVEa—F/—NICHTIHEDEREDH2FERATEEY, MCOTIE, AV b
A= FL—y/—RICERZRELBETCEIE A,
AR E A

o FEREMREFOA—F—ELTI/FRY—ICOTMA VLTV,

o Z/NMTANTTNA REFRTEXZ2NELRH D,

o FNAZRNT TILEMINTLS,

o TNARIE, A—RIVIRFA—H—THRETZ % cio_ignore ') Z MIZEFNTLARW,

e RMD YAML % £ L T MachineConfig 7 7 7 b7 741 L &EEHR L TW3,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerQ
spec:
machineConfigSelector:
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matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,workerO]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker0: "

ML 774 X=F v x)L7O ML (FCP) KRR N DRE

BAFIE. udev )L—IL%&EI L. N_Port Identifier Virtualization (NPIV) 2R L CTFCP KRR N7 4
Y—ERETDHEDHITT,

FIR

1. JR®D udev JL—JL 441-zfcp-host-0.0.8000.rules D= RTHEL & D,

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.8000", DRIVER=="zfcp",
GOTO="cfg_zfcp_host_0.0.8000"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="zfcp", TEST=="[ccw/0.0.8000]",
GOTO="cfg_zfcp_host_0.0.8000"

GOTO="end_zfcp_host_0.0.8000"

LABEL="cfg_zfcp_host_0.0.8000"
ATTR{[ccw/0.0.8000]online}="1"

LABEL="end_zfcp_host_0.0.8000"

2. RODOAT Y RAEFTLT, IL—IL%E Base64 TV I—RICE#BLZET,

I $ base64 /path/to/file/

3. UM FoOMCOYYFIN7O774ILEYAML 7 74 )bicaE—LE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-host-0.0.8000.rules 6

‘0

TYUVEREIFAINTERLZO—I,

BIDFIETERK L 7= Base64 TIT Y I— RIN=XFF,

®9

285



OpenShift Container Platform 4.9 4 > X =L DK E

©® v L —UBEREBINTLNS/AZ,

11.1.2. FCP LUN D% FE

AR, udev)L—ILAEIMLTFCPLUN 238 E 9 5 HEDHITY, FHTLWFCPLUN ZEMLRZY,

RIVFINZATEREFHDLUN ISR ZEMLEYTEET,

FIR

286

ﬂ?

1. JR® udev JL—)JL 41-zfcp-lun-0.0.8000:0x500507680d760026:0x00bc000000000000.rules M
PleRTHEL &I,

ACTION=="add", SUBSYSTEMS=="ccw", KERNELS=="0.0.8000",
GOTO="start_zfcp_lun_0.0.8207"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="start_zfcp_lun_0.0.8000"

SUBSYSTEM=="fc_remote_ports", ATTR{port_name}=="0x500507680d760026",

GOTO="cfg_fc_0.0.8000_0x500507680d760026"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="cfg_fc_0.0.8000_0x500507680d760026"

ATTR{[ccw/0.0.8000]0x500507680d760026/unit_add}="0x00bc000000000000"

GOTO="end_zfcp_lun_0.0.8000"

LABEL="end_zfcp_lun_0.0.8000"

2. O ROAT Y RAEZEFTLT, I—ILAE Base64 Ty A— RICEH, L F T,

I $ base64 /path/to/file/

3. U FoOMCOYYIN7TO774ILEYAML 7 74 )bicaE—LE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-lun-
0.0.8000:0x500507680d760026:0x00bc000000000000.rules G

VEREIZFAIINTERL-O—I,

\'1
ol
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@ FOFIETER L Base64 TI Y A— KE AT,

g udev L— LA TRBINTWB/RZ,

11.1.3. DASD D& E

LAFIE. udevIL—IL7%IBINL T DASD T/Nf R %ZRET 2 HEDHFITY,

Flia
1. JR®D udev JL—JL 41-dasd-eckd-0.0.4444.rules DB THEL &£ 5,

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.4444", DRIVER=="dasd-eckd",
GOTO="cfg_dasd_eckd_0.0.4444"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="dasd-eckd", TEST=="
[ccw/0.0.4444]", GOTO="cfg_dasd_eckd_0.0.4444"

GOTO="end_dasd_eckd _0.0.4444"

LABEL="cfg_dasd_eckd_0.0.4444"
ATTR{[ccw/0.0.4444]online}="1"

LABEL="end dasd eckd 0.0.4444"
2. RDAX Y RAEFRTLT, IL—I)L% Base64 T O—RNICE#LET,
I $ base64 /path/to/file/

3. UM FoOMCOYYIN7TO774ILEYAML 7 74 )bicaE—LE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules @)

BIDFIETERK L 7= Base64 TIT Y I— RIN=XFFI,

09

udevIL—ILAEEBEINTWSB/NZ,
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11.1.4. geth DE&E

LAFIE. udev )b—IL%&BINL T qgeth T/81 RE&RET 2 HEDHFITT,

¥
1. JR® udev JL—JL 41-geth-0.0.1000.rules DF|=RTHEL & D,

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="qeth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1001", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1002", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccwgroup", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="cfg_geth_0.0.1000"

GOTO="end_qgeth_0.0.1000"

LABEL="group_qgeth_0.0.1000"

TEST=="[ccwgroup/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1001]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1002]", GOTO="end_qgeth_0.0.1000"
ATTR({[drivers/ccwgroup:qeth]group}="0.0.1000,0.0.1001,0.0.1002"
GOTO="end_qgeth_0.0.1000"

LABEL="cfg_qeth_0.0.1000"
ATTR({[ccwgroup/0.0.1000]online}="1"

LABEL="end_qeth_0.0.1000"
2. ROAXR Y RAEETLT, Jb—I)L% Base64 T OA— NIZEHLET,
I $ base64 /path/to/file/

3. U FoOMCOYYIN7TO774ILEYAML 7 74 )LicaEE—LE T,

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
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filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules G

VEREIZFAINTEERL-O—I,

\'1

1 I
g BIDFEIE TR L7 Base64 TI Y d— KX i X=5,

g udev L— LA TRBINTWB/RZ,

RDRFv S
® [ocal Storage Operator (LSO) D1 ¥ X h—JL& L V'ERE

e /—RDRy NT—UREDEH

N.2. BMDT /N4 RADFEIEERTE
DI avDYRAYTIE, IBMZ F71& LinuxONE IBIZETEIMD T /N A5 FENTHRET B HEIC

DWCEBALE Y, TOREFEIE/ — ROBEEERE KL F T 5. OpenShift Container Platform
FAT4TTlIRL, /—REBERZAZBEEIFIEEPYETHENHY T,

[} =355
o EREMREZFOA—F—ELTI/FIRI—ICOTMLTWVS,
o FNAZAN/—NTHEATETH S,
o z/VMIRIEETIE, TNXM1 X% z/VM T A MIEHRLTHL,
FIg
L ROATY RERTFTLT, SSHEHT/ —RICEHKLET,
I $ ssh <user>@<node_ip_address>
ROATY REEFTLT, /—RADTNRNy Ty avaERIRTZIEETEET,
I $ oc debug node/<node_name>
2. chzdev XY RTTFNA REBMICT BITIE. ROIXY REAALET,

$ sudo chzdev -e 0.0.8000
sudo chzdev -e 1000-1002
sude chzdev -e 4444
sudo chzdev -e 0.0.8000:0x500507680d760026:0x00bc000000000000

RS

IBM RF a2 XY MDD KGR T/NA ZRE #SBLTLEIW,
MN.3.ROCE XYy hT7—2OUH—NK
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RoCE (RDMA over Converged Ethernet) rv kT —2 A— K&, BMICT 2BEIF AR, /—NTHEHA
TZEBHAIEWVWDTE Kubernetes NMState Operator TERETXE Y, L& AIE, RoOCEXRY T —7

H— K& z7ZVMBREBICERINTWS D, RHELKVMBREBT/HRAZRIL—INTWBISRICERTEZ

ERS

N.4.FCPLUN DT IILF/RZ2DEMI

IDEVavDYI R TIE, IBMZ £721d LinuxONE TRIBTEIMD T /N1 R & FEITHRET 2 HEIC
DWTEALEY, COEREAZEE/ — FOBREEEFHRL X T D, OpenShift Container Platform
FAT14TTIERL, /—REBEXBRAZIGERFIEEPYETHEIHY ET,

BF

IBMZ & U LINUXONE Tld, 1 YA M—=JLBEFICY SR —%RELLIBEDHTILTF
NR2AEBMICTEET, FMiE. IBMZE LT LInUXONEAD z/VM EFHALAEI SR
H—DA VA M—=ILD RHCOS D1 > X b =)L £V OpenShift Container Platform
T—hANSy 77O ADEBESBELTLEI WY,

Gl s
o BEEERAF OAI—HY—ELTI/ZTRY—ICATA VL TWS,

o FEETHBLAEWTNADAET, LUNANDEHRD/IIREEZRELTWS,

FIE
L RODOTY REETLT, SSHEHAT/ —RIZERKELE T,

I $ ssh <user>@<node_ip_address>
RDARV REZEFTLT, /—RADTNRNy Ty avaliRdT 28 TEET,
I $ oc debug node/<node_name>
2. RIVFNRRAEBMICTZICIEF. ROATY REERTLET,
I $ sudo /sbin/mpathconf --enable
3. multipathd 7 —E >V 2RBAT 2ICIE. ROITY REETLET,
I $ sudo multipath

4 AT a3V RIVFIRRATFTNA R %& fdisk T74—~<v N BICIE, ROOATV RAEETFTLE
ERR

I $ sudo fdisk /dev/mapper/mpatha

o FTNRARDNITN—FIN/Z E&2HRTBHICIE, ROATY RERTLET,

I $ sudo multipath -l
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H A B

mpatha (20017380030290197) dm-1 1BM,2810XIV

size=512G features='1 queue_if _no_path' hwhandler='1 alua' wp=rw
-+- policy="service-time 0' prio=50 status=enabled

|- 1:0:0:6 sde 68:16 active ready running

|- 1:0:1:6 sdf 69:24 active ready running

|- 0:0:0:6 sdg 8:80 active ready running

- 0:0:1:6 sdh 66:48 active ready running

RORATY S
® [ ocal Storage Operator (LSO) D1 ¥ X h—JL & L V'E&RE

e /—RDRY NT—UREDEH
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