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NAME CLIENT NAME CREATED EXPIRES
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+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o BEDOAUth 7347 hDA—H—IFHEBETSHOAUth 7V XA M—=U V%) A FREFLE
_a—o
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NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
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o 1—H—HFETSEOAUth 7/ AN =YV DFMAGEELET,

I $ oc describe useroauthaccesstokens <token_name>

H A B

I Name: <token_name> 0

10



FI3m1—H—HPETS OAUTH 7V ERXA M—9 Vv DOER

Namespace:

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg_RWn_AUysPolg-_ HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 6

Inactivity Timeout Seconds: 317

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
ulID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:

user:full 6

User Name: <user_name>
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

N—2>®Dsha256 /Ny 1THB b=V VHE, b—IVEBICEEEBELRL, ATV
IKIERTEEEA,

N—0 Y DRETDIGZMELBRTZ7 71TV M,
ZDM—=2 VHHARTINICAR D F TORE (FEAD,

OAUth H—N—IC h—H Y DET I T4 THA LTI MABRESNTWBIEES, Zhid,
FERIATHD h—2 VABATER 45 £ TORE (W) T7.

D=2 vDROA—T,

D=V VICEERMITONALI—Y—2,

Q® 00600 9O

3.3.1—4—2FET S O0AUTH 7 VR h—2 Y DYk

oclogout AY Y RiZ, 79714 7Rty 3a>v®DOAuth b=V DHEEMICLET., UTOFIE%
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kind: ClusterRoleBinding

metadata:
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apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated
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TOER%E=HBRYT BEBELIEF—LDOELREIZANLET, Addmore =2 1) v LT, 21—
DB T2 EROEBE I F—LEIBELET,

Confirm#z=2 Yy o L%Yd,


https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams/managing-organization-settings
https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams
https://console.redhat.com/openshift
https://docs.github.com/en/developers/apps/creating-an-oauth-app

i
N
i
N
A

FUTAT4—TAnNA ¥—0x%

o REINLTATVT 4T 14— 70/ 5 —1, Cluster List R— D Access control ¥ 7'IC
RARINBLHICARYFE L,
43.GITLAB7ATYT 4 T4 —7ANA 5 —DERE

GitLab.com 723 Z DD GitLab 1 YV RAY VYV RETFATVTATA—TOANA Y —E L THEAT S L
I GitLab PAT VT4 T4 —7AONA Y —%BELET,

Gl s
° GltLab/\—/a/7707‘3\'91107&{@%3'6% &, OAuthfi& =fFRA L TERKLE T,
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e OAuth callback URL D EED 7 4« —JL RICEBMICERMRINFE T, 2D URL % GitLab IZ
BELEY,

https://oauth-openshift.apps.<cluster_names>.
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VTR —DIERRICKRTIINDESE A v £—2 D Add Oauth configuration
Vo909V I LT PATVTATA—TANA I —%BETDHIEEHTE
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e OAuth callback URL BMEED 7 1 —JL NICEHEIBICERINE T, D URL % Google
IKHEELZXT,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

UFIChZERLET,

18


https://console.redhat.com/openshift

BAB AT VT4 T4 =AM Y—DFKE
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google
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Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection

get list patch update watch get list watch create delete deletecollection patch update]
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buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs [ 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete
deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
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deletecollection get list patch update watch]

rolebindings 1 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods [ [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch I 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1] I [create delete
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deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions [ 1 [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports [ [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host [ 1 [create]

subjectaccessreviews 1 [ [create]

subjectrulesreviews 1 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate [ 1 [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io [ 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io [ 1 [create]

buildconfigs.build.openshift.io/instantiate [ 1 [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
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builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host 1 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds 1 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces 1 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ [ [get list watch create delete
deletecollection patch update]

pods/portforward 1 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ [ [get list watch update]

appliedclusterresourcequotas 1] I [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status 1 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ [ [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]

resourcequotausages 1 [ [get list watch]

rolebindingrestrictions 1 1 [get list watch]

deploymentconfigs.apps.openshift.io/log 1 1 [get list watch]

deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]

controllerrevisions.apps 1 1 [get list watch]

rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]

builds.build.openshift.io/log 1 1] [get list watch]

imagestreams.image.openshift.io/status 1 1 [get list watch]

appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]

imagestreams/layers 1 1 [get update get]

imagestreams.image.openshift.io/layers 1 1 [get update get]

builds/details 1 1 [update]

builds.build.openshift.io/details [ [ [update]
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Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews 1 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] 1 [create]
clusterroles.rbac.authorization.k8s.io [ 1 [get list watch]
clusterroles [ [ [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users 1 [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io 1 1 [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] [']
['] ( (']

2. BEOO—ILIINA Y RENA——BLPTIV—T%RT. VS5 —0DO—IL/N( YV
TAVIDREDEY NERRFTDICIK. ULTFEETLET,

I $ oc describe clusterrolebinding.rbac

Hoh B
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users
Labels: <none>
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Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace
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ServiceAccount default openshift-machine-api

75.0—HIDOO—ILNA VF 4V TDRR
ocCLI Cocdescribe A RAMHALT, O—ANO—ILBLUONA VT4V TAERRTEET,
Gl s

o ocCLIDMYAKM—=ILTITNTWS,

o N—ANO—LBLIUONA VT4 VI ERRTZNN—IvIavaERBLTWS,

o O—AIICNRA Y REINFadminDT 74 MDY SR —O—IILEaFEOD>1—H—IF. %
o7avzy hoO—ILEBLUNS VTV IERRL, BETEET,

FIR

L BEOCZOV Y MOKZREOO—IVIINA Y REhEA—HF—BLVPTIN—T52RT., O—5
LOO—IINA VT4V TDREDEY NERRTBICIF. UTFEERITLET,

I $ oc describe rolebinding.rbac

2. lo7avz s boO—Ala—IbN\A VT4 VT ERRTBICIEK,. -n 7555072 RICE
mLEd,

I $ oc describe rolebinding.rbac -n joe-project

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace
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ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

7.6.0—J)LD1—HF—~DEN

ocadmBEE CLIAFRALTA—IBLIUONSI VYT Vv ITAEBTEZET,
O—EI—HY—FLIFETIV—TICNNA VY RTEH, BINTEIEICEY, Z0O-IIL>TRHEX
N7V EANZQI—H—FFIIL—FITFE53NET, ocadm policy I~ KEFHERAL T,
O—)ILD1—HF—BLVOTIL—TADEMNM. FhFx1—F—8LVTI—THS5DHIRETO T ENT
X9,

FIAILNDYISRAY—O—ILDITRTAR, 7OV NROO—AILI—HF—FETIL—TI/ 4
VRTEZY,

FIE
L O—lEaEEE7odzy b1 —H—(BMLET,

I $ oc adm policy add-role-to-user <role> <user> -n <project>

feEzE, UTFEERTLTadmin O—)L% joe 7O0Y 7 b®D alice I —H—ITEBMNTE F
ER

I $ oc adm policy add-role-to-user admin alice -n joe
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[/ S
FolEk, UFOYAML #@EB L Ca—¥—IICO—I)ILE2EBMTEZEY,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BATO—ANO—INA VT T %HER L, BINMOREZHRLF T,
I $ oc describe rolebinding.rbac -n <project>

fcEzIE joe 7OV hOO—ANO—ILNNA VT4 VT ERRT BICIE. ULTFEETL
F9,

I $ oc describe rolebinding.rbac -n joe

H oAl
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice . —*'—#' admins RoleBinding |Z8MXI L TWE T,

7.7. O—A)LO—JLDVERK
Jovz/ boo—AlO—ILEERL, IhEI—HY—IINA 2V RTEET,

=S ]
LAYz ho0—AlO—ILEERT ZICIE. LTFOaATY REERTLET,
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I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
IDARY FTUTZHELE Y,

e <name> O—AHILDODO—ILEZTT,

<verb>: O—JLICEBT2FHEAOIVIXPYYDY XA KTT,

e <resource> O—J/LMEAINBYY—ATT,

<project> (7OY TV )

TcEZIE, 22— —N'blue 7OV TV FTPod 2BETE3LDICTd30—HO—ILAE
B 2ICiE. UWFoavy REaETLET,

I $ oc create role podview --verb=get --resource=pod -n blue

2. FRO—INZE1—F—IINA 2V RT2ZICEF, UTFOAT Y FZERTLEY,

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

78. O0—A)O—IbX4A VT4 DaATV R

LTFoEAERL, O—AILoO—INNf VT4 I TO1—YY—F= XTI —TOBEMITFON-
O—J)LEEETBEIC, AV MI-NnT7STTIEETEET, ThANEEINTLAWEEIC
i, WEO7 OV MAMEARINE T,

O—AJL RBAC BEEICUUTOIOYY RAEFHTEZEY,

X710—ANOO—INNL VT4 TEE

av vk Bl

$ oc adm policy who-can <verb> <resource> DY =/ LTT7o>avaEEFTTER1—H—
ERLFT,

$ oc adm policy add-role-to-user <role> BEINAO—ILEZREOTOY Y NDIEEL—

<username> P—IINNLI VY RLET,

$ oc adm policy remove-role-from-user REOCTOY 7 hOBELI—Y—DLEBEINL

<role> <username> O—ILZHIBRL £7,

$ oc adm policy remove-user <username> REOCTOYV Y MOBEI—HY—&. TOITART

DA—ILZHIRLEY,

$ oc adm policy add-role-to-group <role> EEINZO—IEREOTOV LY FNDIBEY
<groupname> W—FITRA v RLET,

$ oc adm policy remove-role-from-group REDCTOYV Y NOIBEITIV—THLIEBEI N
<role> <groupname> A—LZHRLES,

45



OpenShift Dedicated 4 88&E & & UERAI

avYv Kk B

$ oc adm policy remove-group <groupname> IJRED 7OV I MDIBEIIN—TE., TDTART
OO—JLZHIFRLET,

79. 9S24 —0O—)NNA VT4V R

LTOREAFALT, 75R9—00—INA VT4V TEBBTEXT, /5R9—0O—IL/NA
VT4 v lE namespace ZFEALTWAWY Y =25 FHT 270, -n 737 5DREICER
INFEHA,

KI2VSA9—0OO—INL VT 1 TEE

av vk Bl

$ oc adm policy add-cluster-role-to-user BEINAO—IILEISRI—DITRTOTOD T
<role> <username> I hDIEA—Y—IINI VY RLET,

$ oc adm policy remove-cluster-role-from- EEINAO—ILNEISRY—DITRTOTOD T
user <role> <username> I NDEBEI—Y—DSHIRLFT,

$ oc adm policy add-cluster-role-to-group BEINAO—IEISRI—DITRTOTOD T
<role> <groupname> I MNDIEIIN—FITNA VY RLET,

$ oc adm policy remove-cluster-role-from- BEINAO—IILEISRI—DITRTOTOD T
group <role> <groupname> I NDIBETIV—THSHEIRLET,

7.10. 1 —H—~DEBEEMER DS
DRI —ICTFATYVTATA—TANAY—%BEL, A—F—%2TATVT14T4—TOANS 45—
I8N L 721%IC. dedicated-admin 7 5 X9 —D#EREZ 11— — IS5 TXZE T,
Gl s
® OpenShift Cluster Manager ICA Y14 > L TW3,

® OpenShift Dedicated 7 5 A4 —%&{ER L TW 3,

¢ USRHA—ITATVTATA—TANAY—AFZELTWNS,

1. OpenShift Cluster Manager ICRBEIL. ¥ 2R —%&RLZXT,
2. Accesscontrol ¥ 7% )y LE9,
3. Cluster Roles and Access ¥ 7 ., Addusera2 )y LZET,

4 FATYTAT4—=FONA F—1—HF—D1—HF—DEAALET,
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FE7Z RBACOFEHICE B/NRN—Iv Y avoESES L CER
5. Adduser 2% ') v % L T. dedicated-admin 7 S X% —#EfR&= 21— — IS5 L F T,

REE

o HERDISE. 2—H—I&. 75 X% —D OpenShift Cluster Manager R—< M Access
control = Cluster Roles and Access T dedicated-admins 7/l — 7D —&& L T—EBERRI
nxd,

TNEEEINTWAEAWTIL—TDISRY—Oa—INN\1 VT4

pa )

OpenShift Dedicated 4.17 K WRITIE, BRRAEINTVWARWITIL—TTE—EBDI SR Y —
A—IADT7 I EADFRAINTWE L7, OpenShift Dedicated 4.17 & Y BID/N—2 3
UNLEHIINEI TR —IF, RBAINTVWAVWTIL—FITRHLTIDT I R %R
FLET,

X271 —LDOEARAMNS. OpenShift Dedicated 416 Tld, 77 #JL M T, BIEINTVWAWS
W= 29 —O0—IILT 7 EATEE A,

A—RAT—RITL > T, V5 R4 —0O—)LIC system:unauthenticated % EBINY 2 HEBEAH Y £7,
V25 —EEHIF, RAINTVWARAWI—H—%Z ROV ZZXF—O—JLIENTEZXT,

e system:scope-impersonation

e system:webhook

e system:oauth-token-deleter

o self-access-reviewer

BF

FEISNTWARWTIERAZTET R E X, BICHEHBOEX ) 574 — 2412 L
TWB I EEMERLTLIEIY,
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EEEH—ERTHYY bOBESL L CVEK

81LUY—ERT7HhTY NOHBE

H—EXR7AV VML, AVR—XV M APIHICE#ET VA TE % LD ICT % OpenShift Dedicated
FHOYRNTE, Y—ERT7HO Y MNIZTOTV I NMIBFEETDAPIA TV MNTT, H—ERT
AoV NI BELI—Y—0ORABEREAEBETICAPI PR 2 HIHT 2FHR A A EERELE T,

OpenShift Dedicated CLI £7zld Web OV YV — LA FERT 356, APl h—2 VI AP IR T 2585 %
TWEY, AVR—RV N —ERT7HD Y MIEEMT, BEI—Y—0ORAEBEREFHETICZ
NOEDNAPIICT IV EATESLDICLET,

BY—EXRT7HD Y bOI—F—FZIF, TOTOP I bBSLVERIDSREL T,
I system:serviceaccount:<project>:<name>

TRTCDY—ERTAD Y MNE2DDTIV—T DAV IN—TEHEHY FT,

Tn—=7 S4B
system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEFNET,

SLLHEMICERINIAX =V TILY—o Ly b

OpenShift Dedicated &, T 7 2L N TEY—ERXTHI Y MIFLTA A=V T =0 Ly Ma{E
BLET,

pa )

OpenShift Dedicated 4.16 &K WREITIE, fES e —EX7AD Y b2 &Il REE
BWRY—ERXTADYMNAPIbN—=00>—9 Ly PEERINTVLWE LA, OpenShift
Dedicated 416 LUpE, TDH—ERTHI Y NAPI k=2 0> —0 Ly MIERI A
KRYFLE,

ATy TIL— KLY, BEORBEMY —ERTAVY MAPI =0 VY —7

Ly MIBIBRINT, BIZHmIMWELE T, VR —THEAINTLWSREAFW API

N—0V%RHT 2HE FLEAELQIZEICHIRT 5HEF. RedHat F Ly IR—

A MDEEE Long-lived service account API tokens in OpenShift Container Platform % &R
LTI,

TDAX=TTIT—2 Ly M, OpenShift f A=Y LIV RAKN)—%95R9—DA—H—FBiEH &£
VRAY AT LICRET 27DICRETT,

7272 L. ImageRegistry #aE =B MIC L TWaWEE, F/ld Cluster Image Registry Operator D& E
THAEHD OpenShift f A=Y LY Z MY —ZBAIICLTWBIFBE, A1 X—I T —0 Ly ME
Y—ERT7HO N EICERINFEA,

MEFHD OpenShift A A—ILIZARN)—ZBPICLTWEISRI—TENZEDNICT S &, LU
IKERINIAA =TTV =0 Ly RO BEERICHIRI N E T,
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EEEHY—ERT7HhV Y bOBES L G

82.H—ERXT7HDU Y NDIERK

H—ERT7AY b ETOTV I MTERL, ThEO—LIZNSA Y RTBIETRN—I v avaft

5ETtExd,
FIg
L A7Yav—ERT7AV Y MNEREDOTOY Y hTRERTBICIE. UTFEEITLET,
I $ oc get sa
Al

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. IR —ERTAD Y N EREO OV =V MTERT 2ICIE. LTFERTLET,

I $ oc create sa <service_account_name> 0

Q AMOTOYYI NTH—ERTHI Y Na{ERT %ICIE. -n <project_name> Z157E L £

ER

H A B

I serviceaccount "robot" created

BV
F/zld. LTOYAML # @R L TY—ERT7HO Y NEERTEET,

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. ATV av:—ERT7HO VMDY= Ly hERRLET,

I $ oc describe sa robot

6
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-gzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb



OpenShift Dedicated 4 SFE$H & UERA]

Tokens: <none>
Events: <none>

83.O0—I/ILDY—ERT7HhDY MADRHE

A=)zt —EXT7ADY MINETZAHEER. O—LZBELI—Y—T7HO Y MINS5TEHEER
DT\‘TO

FIR

L BEOCTOV I NOY—ERTHV Y NEEBTEZE Y, /z& 2K, view O—)L % top-
secret 7O TV hD robotH—ERT7HDT Y MIEBMT 3ICE. UTEEIFTLET,

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

ek
Fld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

2. 7OZ&TOVIY NOREDY—ERTAV Y MIFETEIEETEET, L&z
H—ERXRT7HI VMBS Z IOV MHS, 27575 FEH
L. <service account_name> #EEL 7,

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

JOYV I NODEEDY—ERTHI Y MIT IR A NS TIUNELD DHES
ICIE, 22750 %ERALET, COT7T7A5FHETBEICLY, 7OEADTE
EINY—ERXRT7HO Y NOAINAETBZIENTEET,
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Bk
Fld. LTFOYAML @A L TA—JILZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

3. BI® namespace Z#ZEF 3T, -nA T avEFHL
D7FAOY T4 b namespace #IBEL T,

EEEHY—ERT7HhV Y bOBES L G

T, UTOBICH B & HIC, BERE

o fEZIE, ITRTOTOV IV MODITRTOY—ERTHV > MH* my-project 7O =¥
PD)Y—2%&RRTEDLIICTBITIE. UTERTLET,

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project

g

Fld. LTFOYAML @A L TA—JILZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

e managers 7OV TV hDITRTDHY—ERTHD Y MH* my-project 7O o DY
V—RA%mETEDLDICTBITE. UTFZ2ERITLET,

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project
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7
Fld. LTFOYAML @A L TA—J)LZEMTEET,

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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BOE 7SV —a v TCOH—ERThY Y hOER
BOE T TN —2a v TOY—ERT7HY Y MDEH

0.1 H—ERT7HhT Y NOBE

H—ERF7HAV Y ME, AVR—RV M APIHICEET 7 ERATE %L D I29 % OpenShift Dedicated
THOYRTT, Y—ER7AO Y NIZE 7OV I MIBEETDAPIZ TV N TT, Y—ERT
AoV ML, BEI——OFRIEREXEETICAPI 7V A5 5IHT 2 EFMAFEEIREELE T,
OpenShift Dedicated CLI £7zld Web OV YV — LA FERT 356, APl h—2 VI AP IR T 2585 %
TWET, JVvR—XXV  aY—EXT7AHD Y MIBEMIT. BEI—Y—ORBEREFHAEIICE
NEMNAPIICTVERATESRLDICLET,

BY—ERT7AD Y M OI—HF—FZE, TOTOV ) MBLVAFDIORELE T,
I system:serviceaccount:<project>:<name>
TRTCOY—ERTHIVMNI2DDTIN—TDAVYNRN—TEtHY F7,

Tn—=7 B

system:serviceaccounts VRATLADETRTDY—ERTHD Y MHEFINET,

system:serviceaccounts:<project> IEIN/LTOV IV MDITRTOY—ERTHI Y MEEFNET,

92. 774N NDY—ERTHO VK

OpenShift Dedicated 7 S A4 —Illd, 75 A9 —EBADT 74 MDY —ERT7AD Y MHEF
h, &0z MDY —ERT7AHT Y MIEBIMTERINET,

921.77ANMNDYIZRY—HY—ERXT AUV b

— MDA VIZANZVFry—avbO—F— Y—ERTAVY FRAEREZFEALTETINE
T, UMTFOY—ERT7 AV Y ME, H—/"—D&EEEFIC OpenShift Dedicated 1 Y 75 A N7 F v —
70Y =7 b (openshift-infra) ICIEE ST, 75X 9 —2EATOUTOO—LBMTEINET,

Y—EX7HI Vb B

replication-controller  system:replication-controller O—JLAEIY HTHNFE T,

deployment- system:deployment-controller O—/LA'E|Y HTHNE T,
controller
build-controller system:build-controller O—J/LA'EIY B THNET, T 5T, build-

controller 7 —EX7hDV >V MME, FHEMZDEI K Pod Z1EMT 57D ICHF
MEft ¥ Security Context Constraint ICHlAAFNE T,

922. 774N NDTOY Y NY—ERT7AYY MBLUO—IL
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3DOH—ERTAHVYIMETOY Y NTEBNICERINET,

HY—ERF7HI Vb =%

builder

deployer

default

EJL K Pod TEAIN Z Y, system:image-builder O— /LA 5 X h, RE
Docker LY R M) —%FARALTAY Y NROEEDA X =Y A MY —LITA
A=TUKE Ty a1TEBLIIRYET,

pa )

Build 7 5 2 % —#eENBMIC A > TWiRWw &, builder —E
ATADY MEERINEH A,

L

T704 XY b Pod IC& > TERAI N, system:deployer O—/LAfT 5 I h &
¥, ChCkY, 7OV MROLFY =23 vaY bMO—5—& Pod 2%
TELUEETEIT,

) R

DeploymentConfig 7 5 2 4 —#&8ENEMICR > TWRWE
&. deployer ¥—EX7 AV Y MIERINFH A,

TN

MDY —ERT7HIY MPEEINTUWAWERY, ZOMITRTO Pod 2EITT
LDIFERINET,

7OV bDITRTOY—ERTH VY MIIE system:image-puller D— LA EIhET, <D
A—IAHBIET AAVTF—AXA=—ILIRAPMN)—%RFRALTA A=V EA A=V ZAN) =LA

MSTILTEET,

9.23. BEMICEMINIA X =Y T —o Ly b

OpenShift Dedicated &, T 7AW M TCE Y —EXT ATV Y MIFLTA X =TI =Ly M%fE

BLES,

OpenShift Dedicated 416 L WHITIE, ERI N —EXRT7AD Y hZ &I, REE
BWRY—ERXTADYMNAPI =0V —9 Ly PEERINTVLWE LA, OpenShift
Dedicated 416 LAf&, COH—ERXTHI Y MAPI k=0 V=0 Ly MIERINL
KRRYFE LT,

ATy TITL—RLERS, BEORBEMY —ERTAVY MAPI =0 VY —7
Ly MIBIBRINT, BIZHMIWELE T, VTR —THEAINTLWSRIAFM AP
=0 %RHT 2HE TLEAELQIZEICHIRT 5HEF. RedHat Ly IR—
A MDEEE Long-lived service account API tokens in OpenShift Container Platform % &R
LTI,

IDAA—=T T = Ly ME. OpenShift A A=Y LY RN =%V SR —D1—H—FRiEH &
‘RA Y AT AICIRE T BTOICBETT,
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EOBE TSI S—>a v TCOY—ERTHY Y bOEA

7272 L. ImageRegistry #aE =B MIC L TWaWEE, F /& Cluster Image Registry Operator D& E
THEFHD OpenShift f A=Y LIZAMNY—ZBEMIILTWBEHE, A A—ITI—UL vy ME
YP—ERXRT7HT U NTEICERINFEA,

MEBEHD OpenShift f A—JLIZARMN)—ZBMILTWEY SRY—TENEZEMICT S &, L]
ICERINTA A=V T —o Ly MO BENICHIBRINE T,

903. 4—ERT7HI Y MDIERK

H—ERT7HAV Y NETOV I MTERL, ThEaO—ILIZNA Y RTBIETRN—I v avaft
5TEFEY,

FIE
L. A7Yav:y—ER7HAO Y NERED IOV T Y N TRERTBICIE. UTEEFTLET,

I $ oc get sa

H A B

NAME SECRETS AGE
builder 1 2d

default 1 2d

deployer 1 2d

2. IR —ERTAD Y N EREO IOV =V TERT 2IC1E. LFERTLET,
I $ oc create sa <service_account_name> )

ﬂ MOTOYVI NTH—ERTHV Y Na{ERRT %ICIE. -n <project_name> Z157E L £
-3—0

H oAl

I serviceaccount "robot" created

[ S

FclE. UTOYAMLAZ#EALTY—ERT7HI Y MNEERTEET,
apiVersion: vi
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. ATV av—ERT7HOVMNDY—O Ly hAERRLET,

I $ oc describe sa robot
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o
Name: robot
Namespace: projectt
Labels: <none>
Annotations: openshift.io/internal-registry-pull-secret-ref: robot-dockercfg-qzbhb

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: <none>
Events: <none>
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FIO0ZEH—ERTHI MDD OAUTH I SM4 7 b LTOEHA

BIOEY—ERT7HIVMNDOAUTH IS4 7 e LTDER

101L.OAUTH 7 547> hELTODHY—ERT7 AV VK
Y—EXT7HTY ML OAuth 754 7Y hDFHIRRINAZT #—LTHERATEES, Y—EXT7HV YV
MEI—EBOERI—HF—EFBANOT7 I/ RA2HFTT220—T0H Ty h&, ¥—ERTHV YV NE
KD namespace DO — )L R—RADIERDHEBERTETZET,

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!

Y—EXT7HT Y b OAuth 7 547 hELTHRBY %5%4E:

e client_id |& system:serviceaccount:<service_account_namespace>:
<service_account_name> CT9Y,

e client_secret I3, Y—ERXT7HIVMDAPI h—=0VDWITFNHIEIBETETE T, UTICH
ERLET,

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 7+ L Y ZHET 5I1CIE. Y —EXT7HAT YV D
serviceaccounts.openshift.io/oauth-want-challenges 7 / 57— 3 V% true ICEREL £ 7,

o redirect_ urild, Y—ERT7HIVNDT /T2 avIl—BIBZRENHY XY,

10.11.QAuth 7 A4 7> hELTOHY—ERT7HD Y MOURIDY ALY K

7/ T—arvE—IliE, LITD & D ICHEBEEE serviceaccounts.openshift.io/oauth-redirecturi. & 7=
I& serviceaccounts.openshift.io/oauth-redirectreference. S Fh 2 MELHY T,

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

ROBMATA—ATE, 7/ 7—2aViEEWRIVITAL I MUR ZEREET SLOICERATEE
¥, UTFICHZRLETS,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

FEROFID first LUV second RRA N7 4 v I RIE 2DV YA LY MURI 0BT 57=-0I1C
FRHINFT,

ISICEMARETIE, BNR)FI1L Y NURIOATRATIRIBEDHY FT, EAE IL—h
DFRTD Ingress BEMEARINZRELGHZHIE LNFEFHA, JDHE

I%. serviceaccounts.openshift.io/oauth-redirectreference. IEBEF = FH L 284 1L 2 b
URI ZEATE X,

UFICHZERLET,
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"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

DT ) T—2avDEICIEY)TS54AXINEISONT—IDEFNELH, ChEafRT7+—< Y
NTCRRTDELYRZICRYET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

Z ZTlk. OAuthRedirectReference (& Y jenkins & W) ZRIDI— N EBRBTEXZE T, TDRD,
ZTDIL—PMDFTRTOD Ingress IEBME AR INF$, OAuthRedirectReference DFEHAAEHRIZLAT
DEHICHRYFET,

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
Kind" ..., €))
"name": . 9

"group™: 6

kind 3ZBINTWEA TV bDYA THSRBLET, BERTIE. route DHHHR— K
INTWET,

name 34 7YV bOAFESRLET, COF TV MIY—ERTAI Y MERAEL
namespace ICHDUENHY 7,

O ® o

group (A 7V DTN —T52SRLET, L—bDITIL—TFREEOXFITH B0, Z
NEZHDOEFICLET,

N

JT—2avidEbLnt, BEHLHEAADET. SRA TV M TRHINET—9%F—/—
A RTEEY, UTICHZRLET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first RANT7 4 v VR T/ T7—2avaEEMIT2EDIERAINE T, jenkins JL— K
https://example.com O Ingress »'% %3 &IC.  https:/example.com/custompath ([EHF & AR I 1
F 9% https://example.com ZEMEABRINFHA, A—/1N—F51 KT 27 —9 &2HPMICIBET
272007 #—< v MEIUTOL D ICRY X,

58



FIO0ZEH—ERTHI MDD OAUTH I SM4 7 b LTOEHA

B B

2F—A "https://"

KA NS "//website.com"

K— "//:8000"

INZR "examplepath”
R

RANEDF—NR—=F4 REEETZE, SRINDZ ATV FORAMET =4SN
BEI@ELY TN, ChIREZLVEFETIEHY TEA,

LROBXOVWTNDOEAEDEL, UTO 74—y MEFEALTETTEET,
<scheme:>//<hosthame><:port>/<path>

BLAT7YVx0 h2BBESRL T, ZFREZALTEZIENTEET,

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins &\ ZHIDJL— N IC https://example.com @ Ingress H'd 33551
I&. https://example.com:8000 & https://example.com/custompath DE AN BN & ABRINF T,

VRERLBFEEZFHHIC. BNTENATY /T—YavzRKICERTEEY,

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com"
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ENE2RI-—Fh—0 v

NL M=o >ORO—TICDWVWT

2DA—TRHEMN =V VEFERLT, X"—Iv > avDo—8a201—HY—F/ExHY—EIX7HT Y MC
FETEFT, LE21E 7OV NEEED Pod DIERIEREZZELAWVWE WFRWEENHY
i’a—o

A2d—HE P =I VI BEINDZI—H—%HBALETH., ZTORA—TFILL>THEDT I ¥ 3
VICHIRRINZ h—2 >~ T9, dedicated-admin O— /L AED1—HF—DAINRI—TFX =0 U %
R TEZEY,

2a—7l&, b= D—EDAZAO—T% PolicyRules Dty MIZ#L TFHMEINE T, RIZ. EX
NENLSDIL—ILICTH L TR Y F U IINET, BEXEMIE. BINORAUREDLDIC "EE" OAF—Y
SAY—ICEEZLD. AOA—TIL—ILOWVWTNNMMI—HLTWDIREIHY FT,

nL1—4y—xa3—7

A—H—20—TTlE, BEINALI—HY—ICBETIBERENEITDIEILTA—HADPEINET,
FNSEA VYT Y IMR—ATH DD, IL—ILIZEENICERINE T,

o user:full 1—HF—DIRTD/NN—Iv >3 VIlLD API DRELFHARMY /EZRAATIER
ZEFR LE T,

e useriinfo: ERIVC /I —T R EDI—H—ICEAT 3 EROFZFNVERT7 I/ R A2HTLE
-a—o

e user:check-access: self-localsubjectaccessreviews & & U' self-subjectaccessreviews ~®
TORAEZHFALEFT, bk, BRA TV MOEOI—H—BLVITIN—TEETE
T,

e user:list-projects: 1—F—HT7 IR TEZ 7OV TV MY AMNRTT HLHDFHANYE
R7 7R %zFRALET,

n12.0—J)L2x3—7

A—J)LRAO—FIC& Y, namespace TT7 A ILF —INBIBEO—IERLLANILOT IR &2HE
5ZENTEET,

e role:<cluster-role name>:<namespace or * for all>: 1§ X 117z namespace DHICH DV T R
4 —0O—Jb (cluster-role) THEEINZIL—ILICZOA—T%FIPRL £,

R

FERINE, POEADIZRAL—MEBREEY, O—LIET—T L v b,
A=A VT4 7, BLO—IRBRED) Y —ANDT IR E2HFTLET
N ZODRA=TFIEZENEDYY —RADT IR &HIRT B2DICEILIEFT,
IhICEY, FHLAWIRAL—2aVvaERCIENTEET, edit ED
AO—)IEIZIRAL—FINZO0-IILEFARBRINBWVWI EDNZWVWTITH, ¥—2
Ly NOT7 V2R FEODO—ILDBEIETIRAAL—Ya vy ELET,

e role:<cluster-role names:<namespace or * for all>:!: bang (/) 2525 & TIDRAA—ST
PIECADIZAAL—beHFTINFTTH. ZRUNCIE LEOF EBHRICAY FT,
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ENERQ—TFT b=V

N2.BEINTVWAWITIL—T DI SR —O—)LADIEN
PSR —BEEWR, /7R —O—INA VT4V JEEKT B &L Y, OpenShift Dedicated
0)}9(0)757\9—D—)MCE,{J\DIEJS1’L'CL\EL\1 -U_ %Lﬂﬂf*i'ﬁ'o DIL\DIEJS*LT\I\E\I\J -U__L‘_
& RXTV Y I TEBWISRY—O—IADT I ERAEEHY FEA, INIEF. FEDI—RT—2R
THERIGERICOHMTILDICLTLEIW
RAEINTVWAWI—HF—ZLUTDIZRAY—O—JLICEMNTEET,

e system:scope-impersonation

e system:webhook

e system:oauth-token-deleter

o self-access-reviewer

B

&ﬂ*hfv&mjﬁtZ%TETétﬁm\%Eﬁﬁ@t*lU?4—%$E$ML
TWbZEABELTLKES

AR

e cluster-admin A—J)LAEFDODI—H—E LTI SRY—IITIVEATE S,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

FIR

1. add-<cluster_role>-unauth.yaml &\ 5 &F]D YAML 7 7 A L &ER L. ROAVFVY %
EBmLExEd,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. UWFDa~v Y REERTLTEREEZEREALET,

I $ oc apply -f add-<cluster_role>.yaml
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FRENA VY RINEEY—ERT7HY9 N N—2 >V DFER

NRAY RINEY—ERTHO Y M N—=0 V% EHAT 2 & AWSIAM ED OpenShift Dedicated +°
Google Cloud IAM R ED Y S RF7ANA T —DTA TV T4 T4 =TV 2XEE (IAM) H—ER &
OffeHErmLELEd,

RANAYV REINTY—ERXRTHIO VNN =T2IZDOWVWT

NAY RINEY—ERT7ADV N N—VVEFERALT. MEDY—ERXRT7AHTO VN N—=0 2 D/N—
Ty avEEEFRTEEY., IO M—Y VIEIRKTHY ., BREONNA VY REHYET, h
IC&Y, Y—ERXT7HTY RO IAM O—ILADEREEE Pod IZX D Y NI Nz —BFHY R EREEIB R D A K
NEZICKRYET, RJa—LDO—FT— 3> & TokenRequest API ZER LTS Y RIhizH—
EXT7AOVRMNDMN—YVEERTEXY,

R2AR)a—Ls0—FT—>avaEFERALENM Y RINEY—ERXTAHY
VENN—=OUDEE

RYa1—LDF7OMAY MEFALTNS Y RINAEY—ERTHI VMO N—V YV EERT D LD
ICPod ZEX¥ETE XY,

AR

e dedicated-admin O— /LA F D14 —E LTI SRY—IITIVEATE S,

o H—ERXRT7HI U MNEFERKLTWS, ZOFIETIE. Y—EXT7 AT ~D4AFID build-robot
ThHdIEAFIRELTVWET,

FIR

L R)2—-—LDERAZEALTNAM Y FINEY—EXT AV Y MDY V% ERTBELIIC
Pod Z8%EL £ 7,

a. L FOWNAE% ST pod-projected-sve-token.yaml 7 7 1 L EER L £ 7,

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
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serviceAccountName: build-robot 6
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token ﬂ
expirationSeconds: 7200 9
audience: vault

REDY RV ERNRICINZA 27O, AV TF—Droot E LTEFTINDIDERE
i’a—o

VRO EERT Z7HDIC. BRADYRATLAIA—IVIIRELTT 7 4L D seccomp 7
A7 74V ERELET,

BEOY—ERT7HU Y bADEE,

N—ovDFTOA XY NEERBZT7AILDIY I Y MRS Y MIRT 2EIF/SR,

00 O® O

FTavC, Y—ERTHI VNNV OEWMHRBREMEMTHRELT T, T
7 4 )L MBI 3600 # (1B5R) TH Y. T DEIF 600 (10 9) UEICT 2 RELD
YET, b= OBEMEREDZD 80% A BETWBIHEY. =TV DERIS
4B ERB L TWBIBE, kubeletid b—2vO—7—> 3 v OEITERABLE
ER

F72arvT. MU VOEHINARRERELEFT., b= Vv OZERIX. ZE
BDT7ATVT4T4—DNh—=—0VDBEUHRDERE—HITEHI&A2BEREL. —HK
LEWGEIEN—Y VAETTI2MHEIHY T, WRIET 7 )L MTAPI H—/N—
DFBNFICEREINE T,

o

pa 3

FHLRWEE%BH C72HIC. OpenShift Dedicated I --service-account-
extend-token-expiration 5 7 # JL k % true I L CT. expirationSeconds
DIEZERDD =T VDERNS1FICRDEIICH—N=F14 FLZET,
CDBRERFREETEEEA,

b. Pod ZFEL &Y,

I $ oc create -f pod-projected-svc-token.yaml

kubelet & Pod Ik o T h—2 VA& ERL, RTEFEL. =0 VAR EARERT 74 L/
ATPodICRLCHIAAREICL., BHARICET &NV ZFHLET,

2. NM VY REINEbN—Y VU BFERTZT7 Y r—yavik, a—F—YaviEICh—o oY)
O—REWLEBTIZNEINHY T,

N—2o YV DOBREBENZD 80% ZBETWVWBIBEY., N—IVDEMIS 24 ARBLT
WBEE, kubeletidbh—ovAaO0—5F—>3 > LET,

12.3.POD DHAEZRT/NA >V RSN —ERTHI Y M=V DERK
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AR

o H—ERT7HIVMNEFERKLTWS, ZOFIETIE. Y—EXT7HT > ~DAFID build-robot
THdHIEAFIIRELTVWET,

FIR

e RXDIATY RZEHETL T, Pod DABBICNA Y RENLY—ERTHO Y M= V%KL
i’a—o

I $ oc create token build-robot

H A B

BIER R

eyJhbGciOidSUzI1NilsimtpZClelkY2M1N4MHRvc2xFNnFSQIA4eGIGYZzVPdnN3NkhIVOtRW
mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRIc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIBMTY30TUOMzgzMCwiaWFO0ljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL21zc3VIcjludGV
zdC5jb20iLCJrdWJlcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3ZLNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
mOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSoI3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqgewlUKQTMv3HPfiSHtBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MO-

faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKTAn9sDQ8PHMOsuyxsK8vzfrR-
E0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

o H—ERT7HYU Y NDIER
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5513E SECURITY CONTEXT CONSTRAINTS OEIE

OpenShift Dedicated Tld. Security Context Constraints (SCC) 2R L T. 75X 4% —HA® Pod ®
TOERAHFAEFIETEET,

TI7AIWBMDSCCIE, 41 VR M=, BLP—EBD Operator £/ EZTDMDIAVR—FV b aEA v
AR—ILFBEXITHERINET, ¥525 —EBWEE, OpenShift CLI (oc) %fEFI L THE D SCC
HERT DI EEHETEET,

BF

T2 MDSCCIFERELAVWTLKEIW, TT7A4ILMDSCCHEINRAITAXTD
E. DTSy N7+ —LPod BT TOA INBH. OpenShift Dedicated 7 v 7
TJL—RINBEZICHAEIRET 2HEMEDIHY ET, IHIC, —BDIFRI—D
Ty FTITL—RAIKTI4ILMDSCCENTTAILMIYEY hEIh, Zh 5D SCC
IKRTR2IRTDHARYITA ADBEEINET,

TI7AIRDSCCEEETZ2HRDYICL. BEIIGCTHBED SCC 2 EKE LVERL
F9, FMAFIEIE. Security Context Constraints DER 2SR L T EX LW,

R

OpenShift Dedicated 7 704 X ¥ K Tld, hRIX—V SO RYT2Ro) T3y
(CCS) ETNAFERTZISRAY—IIFLTDH, MBEDSCC A#EHTEEYT, SCC
)V — ZDERKICIE cluster-admin #ERDN L ER 728, RedHat 75V K7 hD v b %
{9 % OpenShift Dedicated 7 5 29 —MD SCC A/EMT 2 Z &IETEEHA,

13.1. SECURITY CONTEXT CONSTRAINTS [CDWT
RBAC )Y =B 1—H—T7 VR %&HEHT 2D ERA LHET. BEZEIL Security Context Constraints
(SCC) AEALTPod D/A—3 v avAEIETEET, ChDDP I ERHAICL>T, Pod HE
ITEB702avETIEATERDY Y —ANMREYEY, SCCEMALT, Pod BV AT ALICR
FANLNDZOICRER Pod DETICHAT 2RXRHD—EZEETEET,
EIEE (T Security Context Constraints T, U TFAHIETE XY,

e Pod %' allowPrivilegedContainer 7 5 VDM W/ FHEN I OV T F—%2RITTE DN EI D

e Pod %' allowPrivilegeEscalation 7 5 7 THII N TWBHNE D D

o AVTT—NEKRTEHHEE

o RAMNTFALIN)—DR)a—LELTOFER

e V7 F—®SELinuxAYTFTF+A b

e IVFF—DI—¥—ID

® KX MDD namespace &x Y NT—U DEMA

e PodRYa1—L%ZFETY 2 FSGroup DEIY T

o HFAIINBEENTIL—TDERE

o OVFTFT—Droot 77 ANV AT ALAANDEZAAT I EREREETEINE DD
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o RYa—L¥ATDFER

o FHFAIXN B seccomp F7OT 7 A ILDERE

BF

OpenShift Dedicated M namespace I openshift.io/run-level 7 NJLZE&E LR W T

IV, TDOIRIVIE, Kubernetes APl —/X—X> OpenShift APl H—/\—QR EDEE
APl I — T DiRE & BB 5 72 ICHER OpenShift Dedicated IV R—% > N TfE
XN ZJ, openshiftio/run-level S NJLHBREINZIHBEIE. FTRD namespace D
Pod ICSCC AAEAINT, D namespace TERITINZ T —7 0O— RICIEBELRFFIE
HNEYHTOHNET,

13.1.1. 7 7 # )L b D Security Context Constraints

VZRH—IE. LTFORTHBAINTWS L DI, T 7 )b bD Security Context Constraints (SCC)
PEHEFNE T, Operators £/ IZZ DD IV R—F > b % OpenShift Dedicated IC4 > X b—JL
T5&. BIMDSCCHM VYR M—ILINDIGEDHY FT,

BF

T2 MDSCCIFERELARVWTLKEIW, T7A4ILMNDSCCHENRAITAXTD
E. —EBDTSY N7+ —LPod BT TOA INBH. OpenShift Dedicated 7 v 7
TJL—RINBEZICAEIRET 2REMEDIHY ET, LIS, —BDIFRY—D
Ty FTITL—RAIKTI4ILIMDSCCENTTAILMIYEY bEIh, Zh 5D SCC
IKHTBITRTDARYITA ADEEINET,

TI74#IWEMDSCCEEETZRDYIC, BREIECTHRBED SCC ZERBELVEEL
9., FHMAFIEIL. Security Context Constraints DER SR L T XL,

#*13.17 7 # ) b @D Security Context Constraints

Security Context

Constraints

anyuid SCC DI NTDHEEEN restricted TIREINF I, 21— —FEEDUID &
GID TETTEEY,
nested-container restricted-v2 SCC B TTH., RDEWVDHY T,

e seLinuxContext (& MustRunAs. seLinuxOptions.type i&
container_engine_t (SR EI M TWE T,

e runAsUser i& MustRunAsRange ICEREINTWE T,

e requiredDropCapabilities (£ null ICEREIhTVWET,

e userNamespaceLevel i& RequirePodLevel IZEREINTHEY. &
NIZ &Y Pod & Linux 1—H—0D&#IZ2[E (hostUsers: false) (C5&H
HICREINET,

ZMSCCIZLY, A—H—I% OpenShift Dedicated Pod I CaVFF—IT Y
VERITTEDLDIIRYET,
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Security Context

Constraints

nonroot SCC OF RTDHEEN restricted TIREINF I A, 1 —H—Id root UAD
UD TERTTEFYd, I—H—IFUDAIEBET SN, IVFTF—3V914 LDV
ZJTAMIEBETIHELGHYET,

nonroot-v2 nonroot SCC EE#RTITH. RODEWVWLHY FT,
o ALL#geravTF—D5HIBRINET,
e NET_BIND_SERVICE 5% BERMICEMTE £ 7,

e seccompProfile (&7 7 #JU k Truntime/default ICEEEI N TW &
ER

e T¥Xa1lF«—YTFTFX LTI allowPrivilegeEscalation %3 E
&R 20, false ICERET H2RENDHY XY,

restricted TARTDRRMEEADT 7 EADEE I N, Pod % UID & & U namespace I
YLK TOHNSSELINnUx AV THFRANTETTI2LENHY FT,

restricted SCC IELLTFAEEITLZE T,
o Pod MHFIEME TEIINABWVWELIICLET,

o PodMNKRAMTALIN)—=RY21—L%EITVYNTERVWEIICLE
ED

e Pod AERIICEIYHTONAZUDSEDI—Y—ELTETTEIEAE
BERLET,

o Pod N"EHERICEIYHTHNIZMCS INILTEITIND I EZEKRLE
ER

e Pod NERIICEIY HTHNFSCGroup TEITINDZEEERLZE
ER

o Pod MBIV N —TERATZIEE2HFALET,
OpenShift Dedicated 410 LEIN S 7y 7Y L —RKINE IS AY—Tld, 2D
SCCIRIANTDREILFAL—Y—DNERTEET, 77 ERADARNICHFTIN

TWAWERY, OpenShift Dedicated 411 AEDH L WA Y X =L DaA—H—IF
restricted SCC #fRHTE MR ARY F L7,

67



OpenShift Dedicated 4 88&E & & UERAI

Security Context

Constraints

restricted-v2 restricted SCC E AR TT A, ROEWVWHLAHY 9,
o ALL#geravFF—D5HIBRINET,
e NET_BIND_SERVICE A% BARMICEMTE £ T,

e seccompProfile (&7 7 #JU k T runtime/default ICEEEI N TV &
ERS

e ¥alF«—2VFFZMTIE allowPrivilegeEscalation %% 7E
fEERY 5 h\, false (CERET 2 HENHYET,

Z M SCC (!i DILDIE-)S*Lf\_j- #_‘uﬁL—CT77f)l/ Ft{iﬁﬁ_&hij—o

restricted-v3 restricted-v2 SCC B TTH, JRDEWSLHY T,

e UserNamespaceLevel (Z RequirePodLevel I(CEREINTHY., &
NnIZ& Y Pod i Linux 2 —H—£7F122 (hostUsers: false) (Z5&HIRY
ICEEINET,

Lhti%ﬁ*ﬁ’f /Z I\_)l/—C?iE{:/HE-Sn 7_7 7_"“/ I\—Cu:u\u /ﬁa}l_ﬁ_‘:ﬁﬁﬁén
ZREERDOEL WV SCC TY,

pa )

restricted-v3SCC (3. Y RFT AT 74 KATEEFATWS
SCC DHTHREFBABLUVWEDTY, L, ISICHIRD
BLWAHRY LSCCHERTEERT, L&A

I£. readOnlyRootFilesystem % true (Z#IBR 9 % SCC % EmX
TXXY,

13.1.2. Security Context Constraints D& E

Security Context Constraints (SCC) &, Pod A7 V7 2 RXATE2tFa T4 —HELHIETIRES
SURNSTY—THEBRINTVET, ChSDREIUTOATIY —IZEINET,

hFdY— B4

T—IVEIC & B il IDIALTDT7 4=V RET 72 b TRLFIROHZEICKREINET, &
Z &, AllowPrivilegedContainer A8 S T W AW 5 &IE. false ICEICER
EINFET,

HFAINBZEY MIED D4 TDT74—ILRDAEY MILTFzvIIN, ZOEIFITIINSZZ
) 7D EEBRELET,
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hFTY— St

ARSTI—ICLBHE BEEERNTZIANITY—EZRFOEBIEIUTZRHLET,
o EZXEMTDANZALA

o BEINLENHFAINZMEDEY MIBTELIICTEIAN=ZI L

CRI-OIZIE, Pod DEAVTF—IIDWTHAINZ T 74 NDOHEE) A MDHY FT,

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET _BIND_SERVICE

e KILL
AVTFHF—RBIDTI7AIMN) A MDOHEZFER LI TA Pod v=7 T X hDEREITENHEE
EXLEY, 774 MNEMEFO—EBEHIBRLTY R NEZEETE XY, allowedCapabilities /X5 X —
% —. defaultAddCapabilities /X5 X —4% —, & & U requiredDropCapabilities /X5 X —% — % {§ [
LT, PodDoDZDEIBREBEREHRELET., ChO5DNRASA—9—%FALT. (FAVTF—IC

EBINT52HEOHDHEY. EAVTT—DLoBUEFLRBRETILEDOHDEDRE)BERTE 2K
BEZHEETEET,

pa

requiredDropCapabilities /X5 X —4% —7% ALLICERET 5 &. TRTD capabilites &
AVTFTF—DOMYRSZIENTEET, IThid. restricted-v2 SCC D#BETT,

-

13.1.3. Security Context Constraints A h 557 —

RunAsUser

e MustRunAs: runAsUser 'S8 EINB T EEERLFT, 774 MNTEREFAD
runAsUser Z{FA L X9, ZREFAD runAsUser [IF UL THREEL T,

MustRunAs 2 =Ry kDl

runAsUser:
type: MustRunAs
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I uid: <id>

e MustRunAsRange: EFIICEIY B TOHONAEZFER L TLWRWESIC, RMES L UHRKED
EEINDIEEERLET, 774N M CRERMEAFEALE T, FAIN2EEDMEICH
LTHREELZEX T,

MustRunAsRange A =v kDl

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot: Pod 2" F A LAAD runAsUser TEEINEZ &, FAIFUSERT 1 L
VT4 TEAA—DVICERTDIEEERLET, 774N MNIBEINEHA,

MustRunAsNonRoot A =¥y k Dl

runAsUser:
type: MustRunAsNonRoot

¢ RunAsAny: 77 # )L MIIEEI N FH A, runAsUser DIEEAEFATL £,

RunAsAny 2 =~y kDl

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs: ERIICEIY ETONAEZHERA L TLWAWESEIC seLinuxOptions N E I 1 %
ZEEEBERLEFT, 774 bMELTseLinuxOptions % FH L £ 9., seLinuxOptions (5t
LTHRIELZE T,

e RunAsAny: 77 # )L MIIEEI N EFH A, seLinuxOptions DIEEAEFFATL £,

SupplementalGroups

® MustRunAs: ERIICEIYHTONAEZFER L TOWRWEEIC, PR &1 DDHENERE
INBZE2BRLET, 772 bELTRDEBERDOE/NMEZFERAL T T, TNTOEHHE
KX L THREEL E T

® RunAsAny: 77 # )L MIEEINFH A, supplementalGroups DIEEAFFAIL 7,

FSGroup
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e MustRunAs: EFIICEIY HTONLEEAFERAL TLWARWEEIL, PRCEE 1 DOHEINIEE
INBIEEERLET, 772N MNELTHRDNOBEOR/MEEAFRBLEY., RFDEHD
=D IDICH L THRIEELE T,

e RunAsAny: 77 # )L MIIBEINEHA. fsGroup ID DIEEEFATL XTI,

131.4.CCS VS RAF —DR) 2 — LD

OpenShift Dedicated with Customer Cloud Subscription (CCS) 7 5 29 —DHEEDRY) 2 —L5 A T
DfFEMIE. SCCDvolumes 7 1 — )L KERET DI ETHIETEET,

ZD74—ILROFBER. R 1—LOERRFICEREINZRY 2—LY—RIIHIGLEFT,
e awsElasticBlockStore
e azureDisk
® azureFile
o cephFS
e cinder
e configMap
® csi
e downwardAPI
e emptyDir
e fc
o flexVolume
o flocker
® gcePersistentDisk
o ephemeral
e gitRepo
e glusterfs
® hostPath
® jscsi
® nfs
e persistentVolumeClaim
o photonPersistentDisk

e portworxVolume
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® projected

® quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o *(TRTON) a—LHATOFEREFAT 25HAE)

e none (¥ RTDRY 2a—Ly¥A TOFEREEMICT 2RHRE, BRABBRDBEICOHFET
5)

FISCCICHTINZRY 2 —LDHEINZRNEY
l&. configMap. downwardAPIl. emptyDir. persistentVolumeClaim, secret. & & U projected T

pa 3

HFRAIINDZR) 2 —LvA4TO—FIE. FRY A 71 OpenShift Dedicated D&Y 1) —
AEHITEMING O, HENG—ETHILEEFHY ZHA,

_a—o
’ =25
' BABEHMEEERT 57, allowHostDirVolumePlugin DI volumes 7 1 —JL K

DEEEA—N—F4 FLZET, /=& x I, allowHostDirVolumePlugin 7" false IZF%E
INTWT, volumes 7 1 —JL RTEFAII N TWBIHEIEL., volumes H 5 hostPath &
HEIBRINE T,

1315. 7 KX v 3 ViFElHE

SCCHREINLTFZRIvy avHIiIlLy, 21— —IIRHEINHEICEDWTY V—XDFERK
IS BHEIEANATREICAY T,

SCCOERETIE. ThIF7RIyYavaryhO—5—». SCCOENREY NEEEBETS/-6HIC
VFXFAMNCHAATREARLI—Y—IBEHRARBCEDIEE2EKRLET, ThICLY., PodlFZDERE
BICEAT2EXRA1To/Y, Pod ICEBT2—EDOFRIWAEEMR LY THERNMSIAONET

PRIy a VD PodZ2FATEHDICERTESCCOEY MIA—H—TATVTa4T14—&LV

A—HY—DBITDIIN—TILL>TREINE T, ILIC. Pod Y —ERTAV Y NEIEET 255G
. BFAIINBSCCOEY M, Y—ERTAV Y NTTIEATE2HMNEFZFNET,

= -1o)
FTFOAAAXA Y NREDT—oO—R)Y—REEHRT DHBE. SCCOWMEE, FRIHN
7= Pod MEFEICIZ. UY—ERT7HO Y NOADPERINET,

PRIy avVIIUTORZEAFERL T, Pod DREHAREF2 )T —aAVTFAMNEERLET,
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#5132 SECURITY CONTEXT CONSTRAINTS &

. FETE2IRTOSCCERBLET,
2. BERICEEINhTVWAWEF AT —OYFTFRAMI, BED T4 —ILREEERMRLFT,
3. FIEHREAHMNICTT 2RENAREARIELET,

HWD—HT 2ty MHIBREINZIEEIE. Pod BZIFANLNE T, BERASCCIC—RLAEWVES
&, Pod MEEZINZE T,

Pod IZFRTDT7 14—l F%ZE SCCICH L THREET 2RENHY F T, LTI, RS IBELDHS 2
2D7 14—V ROFITT,

A InoDfliE, FRIICEIVETONAELZERT AN TY—ICEAELEY,

MustRunAs @D FSGroupSCC A 57

Pod »* fsGroup ID 2 €& 9 2%BE. TDIDIET 7 4L b®D fsGroup ID EE—ICT 2ELH Y F
o €O TRWEEIE, Pod ASCC THRIEIN T, JRDSCCHFEMINET,

SecurityContextConstraints.fsGroup 7 4+ —JL KIZ{& RunAsAny A% Y. Pod ft#T
Pod.spec.securityContext.fsGroup NEINDE, TOT4—ILR L;t*ﬁ“j] ERBRINET, WRILEF
I, D SCCEREIM®D Pod 74 —IL REIELB L. TD/ Pod ZRMI 2 0REMELH D T & ITHFE
BLTLKEIWN,

MustRunAs @ SupplementalGroups SCC A b5 57T —

Pod fX#kH% 1 DLA_E®D supplementalGroups ID = E#& 9 %354, Pod D ID I& namespace M
openshift.io/sa.scc.supplemental-groups 7 / 77— 3D ID DWINAER—ICTZ2HRENHY X
T TITRWEEIEX, Pod ' SCC THREIEINT., JRD SCC MFHEINF T,

SecurityContextConstraints.supplementalGroups 7 1 —JL KIZ{E RunAsAny n'% Y, Pod fL#kA
Pod.spec.securityContext.supplementalGroups =ERYT BER. ZDT714—ILR Li*ﬁ“ﬁ ERBIN
9, MAFFIC, D SCCEREMNMED Pod 714 —IL REIEE L. TD7s Pod ZRKHI 2 a[EEMED
HBIEITFRLTLES W,

13.1.6. Security Context Constraints DE5CE %

Security Context Constraints (SCC) ICIXBEE 7 4 —IL KAHY, PRIy aryaryhO——n
BERBRAZHATTIIRFICHEESAF T,

BEIRAIIE 0 (TR RY B WEBEIRGI T, nil BEIRALIE 0 X ZHREDBEIRGEALRINE
¥, BEIBRMDEWSCC &, EREARKICEY POLHAICBELES,

FRAAREAR SCC DELBtEY MURET B &, SCCIRIRDAETIEFMIFONET,
. REBEEDEWV SCC IRUMCHERLNET,
2. BRENZFLWE, SCCHERBFBRDZVNEDHLDVBRVWEDDIRICHENEZZL ONET,

3 BEELHROBANELWE, SCCIFEZRITY —FINZET,
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FTI7HILKNT, V53R —BEEIIMEIN S anyuidSCC ICIZSCC Y POBEEMNMEEINE
T, INICLY, V5 R45—FEZEIL Pod D SecurityContext T RunAsUser 2389 5 Z &IC &
Y, FEOI—HF—ELTPod ZETTEET,

13.2. FERIICE|Y ¥ TSN 5 SECURITY CONTEXT CONSTRAINTS {EICD
WT

7RIvy¥avdvhA—F—&. Security Context Constraints (SCC) RDREDFMHEEIH L. %
DEBEICEDWVWT, Pod #AE 9§ ZHIIC. namespace MOEFIIEIY B THNAEERIE L. SCCIC
BEZANLEY, ESCCARAMSTI—R@EMDRA IS TY—E@FRICFHEINE Y., ZOER FFISH
%15 510) Pod IR DIEE HICEF I NARRY O —DFFICEYETONLENMERAIN, RTHOD
Pod TEHEINZEHEID ORKROBHIREINET.

DLFDSCCICLY, PRIy yavaryhbO—7—I&, ESEED Pod TR TEEINTULWARAWZGEILE
BIICEREIN/EEZRETEET,

1. RADMNFLIFFRKREDZRE I N TV MustRunAsRange @ RunAsUser 2 557 —T19,
7 KX v ¥ 3 VX openshift.io/sa.scc.uid-range 7 / 7—> 3 VEARR L CEEAT7 1 —IL K %
FRELET,

2. LRJIVHERE I N TLAL MustRunAs @ SELinuxContext A A5 52 —T9, ZPRKIvwI 3
v |3 openshift.io/sa.sccamcs 7/ T —2 3 VEBRBELTLANILEZRELE T,

3. MustRunAs ® FSGroup A N5 7Y —T9, 7RKIviav
I%. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA BRRL X T,

4. MustRunAs @ SupplementalGroups A N> 757 —T9, PRIy 3V
I&. openshift.io/sa.scc.supplemental-groups 7/ 57— 3 VA RRL X T,

M7 T—XTlE, X2 FT4—2VFFR2MOT7AONA I =D Pod ICELITHREIN T LWL
TA=—H—EETITAIIMERELET, TIAIIERERXBIRINDZA NS TI—ICEDVWTIThNE
£

1. RunAsAny & & U* MustRunAsNonRoot A b 57— E 77 4L hDEZREL FH A, Pod
DBNRSA—H—E(TIN—TIDARE)EVEETZHEIF. E% Pod THRAICERT 2LEN
HYET,

2. MustRunAs (2— D) A M7V —k, BIERINZ T 74V MEEZRBLE T, & X
i, ZIL—7ID DFBEIE. Pod TN HBED IDEAEET A TH. namespace DT 7 #
WRNRS A= —fEN Pod DT IV—FITRRINZET,

3. MustRunAsRange & & U' MustRunAs (ZIFIN—X) A k57 —(d, SEOHR/IMEZIRAEL
FY, E—ED MustRunAs X h T 7TV —DIHFEDL D IC. namespace DT 7 # )L MEIFELT
FDPod ICRRINET, #EN—ADR T I —DEROHE TRETRELIEZE, Ihid
BOICHREINSEBHEOKR/MEEIBELE T,

pa )

FSGroup & & U SupplementalGroups A h 5572 —

I&. openshift.io/sa.scc.supplemental-groups 77 / 57— 3 ~ H¥ namespace ICfF7E L
WIS IC openshiftio/sa.scc.uid-range 7 / 7—2a VIl 7 A —INNv O LET, W
THEGFELAWESIE, SCCAERINFHA,
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pa 3

FTI7FIKRT, 7/5—3VR—ADFSGroup A hSFY—Ik, BEET /55—
aVOR/MEICEDKBE—DHEETHRELEY, ExlE 7/ 7—2aryn13%
FiAEBE, FSGroup A RS 7YV — 3 1 DR/IMES S URKETEHEARELE T, B
Mo T IV—F% FSGroup 7 1 —JL RTHRAIT 2 BN H 2IHEIE. 7/ 7—>Yavi
FRLBRWARYLSCCAZRETDIENTEET,

pa 3

openshift.io/sa.scc.supplemental-groups 7 / 7—< 3 VI, <start>/<length F 7 (&
<start>-<end> XD I VIRPYDTOY I DY A M EZIFANE

9, openshift.io/sa.scc.uid-range 7 / 7 —>aVIidE—TJOv I DHEZIFANE
ER

13.3. SECURITY CONTEXT CONSTRAINTS Dl

AT DfIE. Security Context Constraints (SCC) BRE LUV 7/ T—2 3 v ERLTWET,

7/)r—13

£ ¥ privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true

allowedCapabilities: )

(£

apiVersion:

security.openshift.io/v1

defaultAddCapabilities: [] @)

fsGroup:

type: RunAsAny

groups:

- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints

metadata:

annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used

only for

cluster administration. Grant with caution.’

creationTimestamp: null
name: privileged

priority: null

readOnlyRootFilesystem: false
requiredDropCapabilities: null 9

runAsUser:

type: RunAsAny
seLinuxContext: ﬂ

type: RunAsAny
seccompProfiles:

(£
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OO0 99900600600 9O

supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @

(£

Pod NERTESHMED—ETY . BHRLES * IETDORELZHFATLI TN URXMEDHZE
3. WINOBEBLEKRTEAVWIEZRKLET,

Pod ICE&® %BMMKEED ) A b T,

X2V T —IVTFRANDHFAINZEEEDHS FSGroup A A7V —4 4 FTT,
IDSCCADT IV EREFDIIL—TTY,

Pod M SELY RS HBED Y A N TY, F7ld, ALLEZIBEL TIRTOMEEZ KOy T LET,
X2 F4—AVTFRANDOHFATINDEEEDS runAsUser A A 5579 —44 T TY,
X2 F4—AVTFRANDOHFTINSEEED S seLinuxContext 2 k7Y —4 4 T TY,

X2V T —AVTFRANDHFAINZHEENIVIL—T%EH % supplementalGroups X b 57
v—T9,

ZDSCCIKT7IVERTES1—H—TT,

X2V T —AVTFANTHBEIND R 2—L~Y4 T, ZOFTIE, *IEFTRTDOR
Ja1—LS4 TOERZHFTLET.

SCCDusers 71—l RELV groups 7 41 —IL RIESCCILT IV EZRTEZ1—H—%IBLET, T
7#IVNT, V5 R9—BEEH, /—RBLPENLRIY NO—F—ICHFERME SCCADT I AN
HEINFT, BAINLITRTOI—H—|TIL restricted-v2SCC D7V EANMTEINE T,

BAREIA: runAsUser SRE A §H L 2L gE

76

apiVersion: vi
kind: Pod
metadata:

name: security-context-demo

spec:

securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

OV FF—F7d Pod BETRFICERT 21— —IDZEXRLARWVES, BWRUDIEZOD
Pod #/ERd % SCC & > TEAY 9, restricted-v2SCC IET 7 4 N TIRTDFREEIL—
P—IE5EINZEH, FEAEDFEREIRTODA—HY—BLUOH—EXT7AHT Y NTHAT
X, FHEINZE T, restricted-v2 SCC (&, securityContext.runAsUser 7 1 —)L RDERTX %
EBEFRL. chET 74 MIERET %70 MustRunAsRange A bS5 57 Y —%FHLE
¥, TRIvYav 7S04V TCRIOEREREZBE LRV, RITFTOY I NT
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openshift.io/sa.scc.uid-range 7 / 7—> 3 VERR L CEBE 7 1 — L RICT—9 2% ELF
T &IEBICT Y TF—O0 runAsUser (E TRV RELQEHEDORIDEEFLWMEICRY EFT, F
HAR#ETHEDOETRTOTOV Y MIETNThERZEEAIREINDLHTT,

B RMI7Z: runAsUser SEEA BT 31548

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ BEDI—H—ID%#EKRT 2T F—F7/ld Pod A, OpenShift Dedicated IC& > TFZIF AN
L5N5DIE, Y—ERXRT7AV Y MNEEEI—H—ICFDI—HY—IDAFFA TS SCCADTIER

MEISINTWBBEEDHATT, SCClE, EEDID PEEDHERNICH S ID. FIFEKICER

D1—HF—IDEFALFT,
ZDEEE . SELinux. fsGroup. & & U Supplemental Groups ICE®ITY,

13.4.CCS 7 S5 R4 —® SECURITY CONTEXT CONSTRAINTS D{ERK

T 7 # )L b D Security Context Constraints (SCC) A7 7Y 4 —>avd7—- 70— REG AL I A
W& L. OpenShift CLI(oc) A LTHRY L SCCEERTEET,

BF

MBDSCC DIEREEBIITERBIETHY., V5 RI—EFRLREILTDHAEELHY
F9, WMEDSCCHDFEHICODWTERBNH BHEIE. RedHat i R— MIZHERBWEDLE
{ZEW, RedHat H/R— hADERAEIF. Y R—MEZHIDIAEASBELTLES
W,

R

OpenShift Dedicated 7 704 X ¥ K Tld, hRIX—V SO RYT2RO) T3y
(CCS) ETINAEMEHATZITRI—IIRHLTDOH, HMEDSCCZEKTEEY, SCC
)V —ZDERKICIE cluster-admin #ERDN B 728, RedHat 75V K7 hD v b %
¥ % OpenShift Dedicated 7 5 249 —MD SCC A/EMT 2 Z &IETEEHA,

AR
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

e cluster-admin O— /LA FD>21—H—& LTI ZRY—ICOJ14 > LTW5B,

FIE
1. scc-admin.yaml &\ D &ZFID YAML 7 71 )L TSCC A2 EEZLZE T,

77



OpenShift Dedicated 4 F2FE$H & URRA]

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

473> & LT, requiredDropCapabilities 7 1 —JL RICHEREEFRE L T, SCC DIFE
DOWEEERYMR ZENTEET, BEIhAHEFTI VYT F—DS ROy FIhFEd, IR
TOTANE) T4 —%WETSICIE, ALLEZIEELF T, & 2 1E, KILL#E8E. MKNOD
HEEE, B LU SYS_CHROOT BEBED AW SCC ZERRT B ICId. LA R&E SCC ATV T/ MTEB

mLEY,

requiredDropCapabilities:

- KILL

- MKNOD

- SYS_CHROOT
p= T
allowedCapabilities & requiredDropCapabilities DA IC. HEEABINTE F
T A,

CRI-O I, Docker RF a2 XAV M ICEBEINTVWEIRERLC—EFEDOHEDEAYR—MLET,
2. 72740 %EELTSCCHERLET,

I $ oc create -f scc-admin.yaml

H A B

I securitycontextconstraints "scc-admin” created

&
qEI-I.l

o SCCHERINTWB I E%mERLET,

I $ oc get scc scc-admin

H A B
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NAME PRIV  CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

1B5. ¥ EDSCCAENELETDZIT7—r0O— RDERTE

FFE D Security Context Constraints (SCC) BRI 2L ICT7T—I 00— RZBRETEET, Ihid,
BENDSCCE=T7—/O—RICEET 258, FLIEIBNERSCCHNISRI—HDHID SCCICTL>T
TVIVToavIhd0ah<HEICERILET,

BEDSCC #EXRT BITIE. 77— 0O— KNI openshift.io/required-scc 7/ T—>a VAR ELF
T, CDT7/T—2aviE, TTOAMAYRIPT—EVEY MRE, PodY=ZT7 R MFV T L—K %
BRETEZARBRD) Y —RICERETEZET,

SCCIRIZRY—NICHFAEL., 7—70O0—RNITERATIXZBENHYET, €O THRWEE, Pod D
PRIy avEKBLET, Pod ZEKT 21 —H—Fld Pod DY —ERT ATV hH Pod @
namespace T SCC D use t#EfRZ=FKF> TWBIHAH, SCCIF7—rO0— RIGERAIETHZ EHRI N
7,

gk

==
[=]

4 7 Pod D¥ =7 = X NAH®D openshift.io/required-scc 7/ 7—> 3 V=EHR

LAEWTLKEIW, TETSZE, PodDT7 RI vy a3 U kKRT 240D TT, HE
RSCCAZLRTBICIE, BB PodT Y7 L— D7/ F5F—avaEHL
F9, INICLY, Pod HHIRI N, BEKRINZET,

AR
e SCCIRIZARY—ANILFEETILENHY XY,

FIR

1L 7704 XY NEDYAML 7 7 4 L% {ERX L. openshift.io/required-scc 7 / 7—
ELTRERSCCEIBELET,

\'1
w
\
Rt
ks

deployment.yaml Dl

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/v1
spec:
#...
template:
metadata:
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annotations:

openshift.io/required-scc: "my-scc”
#...

@ uyErnsccosmaiEELET,

2. ROARV RZERFLT, VY —R 2B LET,

I $ oc create -f deployment.yaml

R
o FTOAAY P THES N SCCHABAI NI ERBLET,

a. ROOAX Y K&EZFETL T, Pod @ openshiftio/scc 7 /57— a v DEERTLET,

I $ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.io\Vscc}{"\n"}'

Q <pod_name> =7 704 A k Pod DZRIICEXMAFT,

b. HMA%ZANRT, RRINELSCCATTOM AV NTERLELSCC E—HT BT & %&MHR
L/i-a—o

H A B

I my-scc

13.6. SECURITY CONTEXT CONSTRAINTS NDA—IJ)LR—ZXADT7 IR

SCCIERBAC TUIEBINBZYY—RELTHEETEFT, ThickY, SCCADT7HIERAORI—T
EREIOVIINFLIIISRAY—L2HRICKRETEZEY, 12— —, JIL—7. FEH—ERXTH
DY MNAESCCICEERYYETEE, VS5RY—2FEORAI—THEEINFET,

BF

F7A) MOV N TO—0—REERTLEY, T74)0057O5 9 hADT
JEREHBLEZY LBAVWTLKEIW, F74)h07OV I NI, OT7I9S5R5—
AVER—RX YV N ERITTEHEHICFHINTVET,

774 NFOP Y bTHS default. kube-public. kube-

system. openshift. openshift-infra. openshift-node. & & U' openshift.io/run-level
IR 0FLIZTICRESNTWEZDMDOY AT LERTAY T ME. BWHE
NHBDEHBINET, PodtzF¥FaUFT1—F7 RKI v 3, Security Context
Constraints, 75X —)Y =RV 4—48, A XA—IUBBERBLEDT RIv 3V
STAVIKET 2HEIR. BWVEEZF DOV FTRERELZEA,

A—ILDSCCADT I A% MAHALITIE, O—ILDEKRFFICsce )V —RAZ2BELET,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>
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INICEY, LTFOO—ILESENERINET,

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:

- apiGroups:
- security.openshift.io 6
resourceNames:

- scc-name @

resources:
- securitycontextconstraints 6

verbs:
- use

D_)bo)%ﬁﬁo
EZEINZO—)LD namespace, IBEINTWVWAWES(IE, default ICT 7+ )L MREINE T,

SecurityContextConstraints |) YV — X 5 &8 APl F)L—7, sce MY —RELTIREIN B
BICEEMICERZINZE T,

T EATESSCCDAFDY Y L,

1—H—H SCC &% resourceNames 7 1 —)L RICIEET B2 EA5HFRATB Y —RTIL—TD
=T

0 009

A—LICERT38:HEDY) X K,

o

CDEOIBIN—IEFHODO—HILFALEFISRY—O0-ILiF, O—INNA VT4V TFRIZITRAI—
O—ILINA YT A VT TINIINA Y REINFH Ty b sce-name & WD) 1—HF—EFEFD SCC
HERTLHZEATTLET,

p= -

RBACIEIRAL—>avaHCEIIKERSINhTWE D, 7OV NEEBET
Ho>TESCCADTIEREMEGT B EETEFEA, T 7 4J) MTIE. restricted-
V2SCC %#&8H, SCC Y —RATHE)EE use #FHT B EIEFHFTINTUVWEEA,

13.7. SECURITY CONTEXT CONSTRAINTS OXY > KD 77 L VR

OpenShift CLI (oc) AT 2 &, 1 VR >~ AW D Security Context Constraints (SCC) % @FE D API
ATV MELTEEBTEZET,

13.7.1. Security Context Constraints D&/

SCCDIAED—EZIRETZICE. UTEETLET,
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I $ oc get scc

aepaltl
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim","projected","secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [™"]
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false ™"
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

13.7.2. Security Context Constraints DREE

HFE®D SCCICAT 21EH (SCCHBRINDA—F— Y—EXRT7HI Y MBIV ITIL—TE2ED) %
RRTEET,

7= & Z 1L, restricted SCC #MRET 5 I1CIE. UTFEERITLET,

I $ oc describe scc restricted

H oAl
Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
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Groups: <none> g
Settings:

Allow Privileged: false

Allow Privilege Escalation: true

Default Add Capabilities: <none>

Required Drop Capabilities:

Allowed Capabilities: <none>

Allowed Seccomp Profiles: <none>

Allowed Volume Types:

#5132 SECURITY CONTEXT CONSTRAINTS &

KILL,MKNOD,SETUID,SETGID

configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange

ulD: <none>

UID Range Min: <none>

UID Range Max: <none>
SELinux Context Strategy: MustRunAs

User: <none>

Role: <none>

Type: <none>

Level: <none>
FSGroup Strategy: MustRunAs

Ranges: <none>

Supplemental Groups Strategy: RunAsAny

Ranges: <none>

Q SCC A EAXN
S} n

g SCCHEAIND/IL—T5)RAMERRLET,

13.8. E&E B R
o HR—|

21— —ERTHAUV VMY ZAMRRLET,
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F1AZEPODEFXFaAY T4 —T7 RIv I avpEREEE

PodEFal)F4—7RKIvavid, KubernetesPod & a1 ) 571 —1ZH# ODEETT, Pod D
Fal)T4—T7RIvarvaERALT. Pod DEMEZHIFRL 7,

141.PODtEFal)T14—T RKIyaviloWnWT

OpenShift Dedicated IZI&, KubernetesPod DtF 274 —7 KIvay MEARAFEFNTVE
9. /O—/N)LETld namespace LRIV TEEIN/ZPodDtEF 1) T4 —T7 KNI v a VITERL
TWRWPod &, 7R —~ADSMIFTINT, RITTETIEHA,

7 O—/\)LiZ, privileged 707 7 1 LASERA I M., restricted 7O 7 7 A LA EHEEEETIFERAIN
7,

Pod DtEFa2YF4—T7 KIv> 3 ViRE% namespace LRIVTHRETDIEHTEET,

BF

F7A)MNTOYIY MNT—0—REERTLEY, T74)0857O5 9 hADT
JEREHBLEZY LBAVWTLKEIW, F74)bh07OvV I NI, OT7I95R5—
AVER—RX YV MNERITTEHEHICFHINTVET,

T74I)INFOP Y bTHS default. kube-public. kube-

system. openshift. openshift-infra. openshift-node. & & U' openshift.io/run-level
IR 0FLIZTICRESINTWEZDMDOY AT LERTAY T ME. BWHE
NHBEHBINET, PodtzF¥FaUFT1—F7 RKI v 3, Security Context
Constraints, 75X —) Y =RV 4—8, A XA—IUBBERBLEDT RIv 3V
STAVIKET 2HEIR. BWVEEEZF DOV FTRERELZEA,

1411 Pod DtEF a2 T4 —T7RIvyavVE-—NR

\'1
w
\
i
-
_t
§|d||||
it
A
X
Ht
>

namespace I L TRD Pod ¥ al) 574 —7 KXy

F141Pod DEFxF 2V FT1—F7KIvy>IavE—FK

enforce pod- HREINLZTOT 74 IVICER L TWARL Pod DF
security.kubernetes.io/enfor [ FANZESLIT,
ce

audit pod- Pod B EINALTOT 7 4 JVIZEHR L TLRWL

security.kubernetes.io/audit & BEEARNVMNOJICEHEKLET,

warn pod- Pod B EINAZTOT7 7 A IVIZEHR L TWRWE
security.kubernetes.io/warn EEERRLET,

1412.Pod DtXxa2) T4 —7 RKIv>ary7O0774JL
ZEPodEFxa2)TA—TFTRIVYavVE—RERODTOTZ7AILDOVWTNINEBRETEFT,

K142Pod DX YVFTF14—F7KIvy>aryyazrMi
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-admission

F1AZEPODEX YT A —T7RIv I avOEREER

PAE B4

privileged ROFIRDDIEWRY & —, BIROERFROABEICARY T,

baseline RAONRDOHERARNY & —, BERIOERFEZHIELTT,

restricted ROEIRARY o —, RED Pod BBIEDNZA N TSI T 1 RUTHWET,

14.1.3. ¥ ¥ & D namespace

RD AT Is namespace &, FIC privileged Pod E¥ 2 ) 74 —7 KX v a3y O7 74 JLIZERE
INET,

e default
e kube-public
® kube-system
NS DREME namespace D Pod EX 2 YT —7O7 74V EEETEHIEIETEEE A

BrHE(t ¥ namespace DR EH

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
pod-security.kubernetes.io/enforce: privileged
pod-security.kubernetes.io/audit: privileged
pod-security.kubernetes.io/warn: privileged
name: "<mig_namespace>"
#...

1414.Pod ¥ a2 74 —7 KI v 3arE LU Security Context Constraints

Pod2¥al) 74 —7RKIvParDIZEEE Security Context Constraints I&, 2 DDMIIL/ZaV b
A—S—IC&>THBIN, BAINIET, 22003 MO—5—FMII L THEL. UTDTOER
EEALTCEFAY T4 —RYV—%@FHALET,

1. Security Context Constraints A~ hA—5—I{&, Pod ICEIW HTHNASCC(EFal) T4 —
IVTFHFAMI) Z&IC, —BOEF2) T4 —AVTFAN T4 —ILREZEET ZHEEMEDN
HYUET, & xld seccomp 7OT 7 A ILHLE, FIFBREINTWRWEAR T, Pod IZEIY
LT BN SCC H seccompProfiles 7 4+ —JU K% runtime/default (C3&%] 9 23545, Qv b
O—Z—I&7 7 # /)L B % RuntimeDefault ICE2E L X7,

2. Security Context Constraints DAY bO—5—(d, —E9 % SCC I L TPodDEF )
TA—IAVTFAMNERIELF T,

3. PodtEFxaT4—7RIvy>arydar hO—7F—I&. namespace ICEIY HT SN Pod
X2V T4 BECHLTPodDEF1) T4 —AVTFAMNZRIELF T,
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142.PODt¥al)74—F7 KXy avEAHIZIDOWT
JO0—/N)bPodtEFa2UF4—7RKIvy>aryay NO—BREICMAT, a¥bO—5—F HE
M namespace ILH DY —ERTHI Y MDD SCCT IV ERHFAILHE>T, Pod2FaUT74—TRKIvy
varvIdr bO—)LD warn & & U audit 5 RJ)L % namespace ICEA L 9,

J>Y hB—35—I(Z ServiceAccount 7 79 =V D7 U L RFA 28R L T, & namespace T
Security Context Constraints Z {8/ L £ 9, Security Context Constraints (SCC) I&. 7 1 —JL R{BIC
EJOWTPodtEFal74—FO774IICTy TEINES, Ay hO—F—RIhoDE#INE
TO7 74V EFERALET., Pod D+ 1) 74 —FF° warn & audit T ~NJLIE. Pod DEMBFICE S
DRRINEEY, BEEAARYIMDERINLY T2D%ZFE<CHIC. namespace TEREFIEDDH B
Pod EF*al 74— O7 74 ILICEREINZET,

namespace M 7 NJL{FIF &, namespace A—AINHY—ERXRT7 AV Y NOEREZEREL TIThhEd,

Pod Z EfERA Y% &, Pod Z2E179221—H—D SCCHERNMEAINDZGZELHY T, LL.
BEISANUMNT TR —ERIIZEINIEA,

1421.Pod %2 ) T4 —7 KX v 3 FEHD namespace DFR4

PodtEF¥al)74—7RKIvPavEfid., ¥R 7 ALTERI N/ namespace & & U openshift-* %
BEFEDMT LN namespace TIEKIGHIICERDICARY £ 9,

PSR —RAO—RO—EE LTEZEINTWS namespace TlE, Pod 2Fal) T4 —7 KI v
a3 VORPNEEICEMICR SO TUVWET, RO namespace IEKGHICEDITARY F7,

e default

® kube-node-lease
® kube-system

e kube-public

e openshift

e openshift- & W\ FEEEFEAS W, Y AT LICE > TEHR I 79 R TD namespace

143.POD X274 —7 K3 v avOREAHIE

IFEAED namespace TEEIPod ¥ a ) 74 —7 RKI v avOREPAEMITITEMICTEE
_a—o

BE

2 A7 LER D namespace Tld, Pod EF¥ a2 Y74 —7 RKRIv > avEPEEMICTS

ZEETEEHA, FlIE. PodDEXF2YF714—7 K3y 3 V[EHE namespace D
BRA 2SR LTIV,

FIR

e :RTET % namespace T &I, security.openshift.io/scc.podSecurityLabelSync 5 X)L DE %
BRELET,

© namespace CPod ¥ a )74 —7 RIv > arySNIORMBAZEMICTSIC
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F1AZEPODEX YT A —T7RIv I avOEREER

l&. security.openshift.io/scc.podSecurityLabelSync 5 X)L D{E% false IZ5REL 7,
LTIy REETLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

© namespace CPod EF¥al) T4 —7 RIv > arySNIORBZEMICT SIS
I&. security.openshift.io/scc.podSecurityLabelSync 5 XL D{E% true ICFRE L £ 9,
LTIy REEITLET,

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true

R

ZDZNILH namespace ICT TICEREINTWBIHEIE. —-overwrite 7 5 7 %
FRLTEELEESLET,

BIER R

o PodtEFaVY71—7KIvarEH®D namespace DFRH

14.4. NAMESPACE D POD ¥ a2 )54 —7 RIv > a vDEE

PodDEFal) 74 —7 KNIy aVi&E% namespace LRIV THRETZE T, namespace D Pod
TXa)F4—TRIv avE—RITEIL, EDPodEFal)F4+—T7RKIvaryrFazr4)L
ZHEATENEZHRECEET,

FIa
® namespace ICEET 2 PodEFal) T4 —T7RIvoavE-—RIEIC, ROV REE
TLET,
$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ 9
--overwrite

ﬂ <namespace> (C(3. F&E T % namespace ZIEEL X7,
{2 B

<mode> % enforce. warn. X7zl audit [CERE L £, <profile> %=
restricted. baseline. 7z privileged ICEREL 9

145.POD X2 T4 —T7RKIv>ar7>5—h

PodSecurityViolation 7 2 — f A MU H—INBDIE, PodEFaV T4 —7KIvyaravh
OA—Z5—DEELRILT Pod BMET I NI & % Kubernetes APl H — /=D REINLIFETT, &
OF7Z—MITHEFRELE T,

Kubernetes APl H—N—DEEO VAR RFL T, NI A—INAET7S— NEREELET, LEXIE 7

O—/N)LBEREODO Pod Exa2!) 74 —LRJLD restricted ICEREINTWD E, 77— 0O— RHEERIC
KT BAEEEMELIHY T,
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PodEFal)74—7KIvy Eﬁ@ﬁ"ﬁ’f’\/ NERET DAHEIE. Kubernetes R¥Fa x> b
DEET7)FT—av &S ﬂ’ﬂfb T

14.6. FAE B
o EEEXEMJDRTE

® Security Context Constraints D&
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https://kubernetes.io/docs/reference/labels-annotations-taints/audit-annotations/#pod-security-kubernetes-io-audit-violations
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/security_and_compliance/#nodes-nodes-audit-log-basic-viewing_audit-log-view

#5155 LDAP /)L — 7D REHA

2515% LDAP 7' )L— 7D REA
dedicated-admin O— L= &FHOEEHE(Z, VI —T#FHL T, 21— —DEE, #ERODER, FHED
BIEETDY ZENATEEY, MBTRI—Y—ITIN—TEFTTITERL. TN D% LDAP Y —/N—|TR
FELTWBIBAELHY £F, OpenShift Dedicated I&, TH 5D LDAP L O— K% RER OpenShift
Dedicated L O— NERBTE 2720, BEEBEE VI -T2 1 AFFTEETE XY, OpenShift
Dedicated I$IR1E. JI—TFAVN=2y THEEERT H72HDD 3 DDHERXF—< (RFC 2307, Active
Directory. ¥i3RI 117z Active Directory) 2R L7V )L—7F& LDAP #—NR—DORPAEHYR—KFL T
WEY,

LDAP DR EDFMIL. LDAP 7A TV T4 T4 —TANA YT —DEHETE #SWBLTLIEIW,

pz -1o)
. JI—T%EHId %1213, dedicated-admin tERHNNETT,

15.1. LDAP RIHIDEEREICDWT

LDAP EHi%#E1T79 2013, RRETZ 7 M IUVDABETT, TDT 7AIICIE LLFDLDAP V3547
v hREDFHFHEAZENTT,

e LDAP H—/NN—ADEHDRE,
o |IDAPH—N—THHEINZRAF—VICIKEFET ZEBERELS T3,

® OpenShift Dedicated D ¥ IL—T &% LDAP H—N—RHD T I —TICe v EVITT 3, BEE
PEELLARIINYEYITDY R b,

BREZ7A4ILOHAIE. FHT S RAF—< (RFC 2307, Active Directory, Z 7= IZ¥i3R Active Directory)
ILE>TERYET,

LDAP 7514 7 hEXE
BREDLDAP VSA TV NRER VY a Y TlE, LDAP H—N—~DEHEEERLT T,

BREDLDAP VSA TV NRERE VY a Y TlE, LDAP H—N—~DEHEEERXELT T,

LDAP ¥ 54 7 v hE&E

ﬁlll

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

T—IR—2%RANT S LDAP H—N"—D#EH{E7ONIIL, IPFTRLR, LT
scheme:/host:port & L T7 #—< v NI ZEREDKR—NTT,

® o

NA4 Y RDN & LTHERTBEEDHG (DN) TY, Ihid. BHREEOIVNY —EEETS
TDICRERINEENBERIBE. OpenShift Dedicated THEAINE T,

NA Y RIERTEZERD/INRAT—RTY, Zhidk, BEREOIY N —E2EET SDICEE
INTHFEDNVERIFE. OpenShift Dedicated THERINZE T, CODEIXRELEH. AE7 74
. FEEEBSEINALT7 7/ ILTEEETEET,

o
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o
5]

false DIG&E L. ¥ 2772 LDAP (Idaps://) URL I TLS A L TEHK L. FE2F 21774 LDAP
(Idap:/) URL IZ TLSIC7 v TJL—RKINFT, true DIFE. Y—/\—~0D TLS EfdiThNh £

BREINZ URL DY —N\—ZIBZAMRIIT 27 OICERAT 2HAENY NILTT, ZDIHA.
OpenShift Dedicated &> 257 ATEEINIL— N EFEA L X7, insecure B false ICFREI 1
TW3HEEILDH, I ERAINET,

LDAP /T —%&E%H

FHIREIL. REICKNEBEELRDZ TV N)—DIDAP VI —EHTERINTWET, LDAP YT
) —DEFEDEFHIE. LDAP H—N—[IAVYN—=—y TIERARET ZEHIFEAINZAF—T
ICRELE T,

LDAP Z ITY) —%F&

@ & 6 O© o 9O

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

TRTOBRBEDPFRBINDTAL I N —DT 0 FDHHIE (DN) T, T4 LI M)—=Y 1 —
DEBEZEETZHEN’HYEIITN, TALIMN) DY TV —%2EEITBHIEETEIT,

MEOEHFETT, Ax2{EIT base. one. F/ldsub TF, ThEEHRLALWEE., sub DEIH
MNMEARAINZET, SEA TV avidk,. LTOXRTHEAINTWET,

LDAP Y Y —DIA ) T7RIEAETZIHREOENETT, BxRMEIL never. search, base. F 7=
I& always T9, ChEEZELALWGE, T74/) ML always &Y, T4 Y T7RAEHESRLE
., WBBROBEIILUTORTHBAINTWET,

DIAT Y MIE > TRRICFHFAIINZHEFEFIRTY, 0 DIERKT Z14 7> MIDKHIRI LW &
EERLEYS,

BWRLDAPRET 1 IVLH—TT, IhEERELABWEE. 774/ ~Z (objectClass=*) IZ72 Y
x7,

LDAP TV M) —THIEIND, H—N—D5DHEER—VDEEDRAY A XTT, 0ILKET
28, BRER=IVDOYA XFRITRLSABRYES, 754 T7 2 bELIEY—I—=BF T 4 )L b TEFH
LTWBIVR)—HLIYVZVWIVN) =% IT) —DRTIFGE., R—=V VI ADRENDLE
ERYFET,

X15.1LDAP #ZFR&@HEA > a3~

LDAP #&5e$6E B4

base JITY—ICH L THEEINSEIR—ADNTIEET ST/ hDHEEELET,
one JITY—IZDVWTR=ZADN EV Y —RHOELLRIVICHZITRTDA TV haE
EBLET,
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LDAP #&3e$5E B4

sub VI —IBEINDIR—ZADNOY TV —2AFE2EELET,
#15.2 LDAP ¥ S RE)E

WS REF B4

never LDAP Y Y —IlHBITA VTR =SB LI A,

search BRBERICERODN2LIA VT ADHEHSRLES,

base R=Z2ATI Y NaBRRPICIA VT ADOHEHSRLETS,

always LDAP Y ) —ICHBIANRTDIA YT RAEEICHSRLIT,

1—Y—EEODZRINYEVS
A—HY—EFERDLZRIY Y EY JIE, OpenShift Dedicated 7 IL— D LRI %. LDAP Ht—/N\—T4
W—T5REBETE2—EBDHEINFICHARMICTY TLET, YyEVJILEBED YAMLBX%=FAL
F9, I——EBDOIYEVTITELDAP H—N—DITRTDIIN—TDIVRN)—%5EHB
EH, TNODITIN—TDYTEY NDHAEEHBIEELTEFT, I —F—EHFZDRRIVYEY
THERFLBWT I —THLDAP Y —N—IlH BI5H. BHEEDOT 7 )L N DEMETIE. OpenShift
Dedicated ZIL—FDER1E LTHREINALBENMERINE T,

A—Y—EEOZREIVYEV T

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"ch=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1511 RFC2307&ET7 7M1 JLICDWT

RFC2307 AF¥—< Tk, 12— —T Vv MN) =TIV —TTVN)—DEADLDAP VL) —EFHFE.
HEE OpenShift Dedicated L A— R TZNOHDIV N —AKRTDICHERT2BMHAIEET 2HELNH
L) i-g_o

BAFEIC 2728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2—H—FLIFEEERD T 1 —
IV RICENBLUADEME ZATRERRYER T 2MENHY £, /=& 21X, OpenShift Dedicated D
A—H—%X—)L7RLRATHEHANL., FIV—TOEF15—BREZELTFERLET, UTORET7 71
TlE. TOEIBEAFREEHRLTVET,

)z 6
1I-H—EEEAOT YV IEERTHHAR. BET 7 A LHNRBYET,

RFC 2307 A¥—< %9 % LDAP RHIZ%E: rfc2307_config.yaml
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kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false g
bindDN: cn=admin,dc=example,dc=com
bindPassword:
file: "/etc/secrets/bindPassword"
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn €))
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRANTT,

false DiF& L. ¥ 2 772 LDAP (Idaps:/) URL 14 TLS # M L TR L. FEt+ 2177 LDAP
(Idap:/) URL G TLSICT7 v FJL—RINZFT, true DIZzE. F—/—~DTLS EHRFThh F
H A, Idaps://URL AF¥—LIFFEATEE A,

LDAP #—R—D V)L —F & —BICHAI T 2B TY . groupUIDAttribute IC DN Z{FER L TW3
Hm&alE. groupsQuery 7 4 LY —AIBETITFHA, FMART AWV —%RTTBITIE. mT74
N)ZRN/ TSI YURMNDAEEFERLET,

TJIV—TDE&eE LTHERT 2EM.
AVN=2y TIERERETDZIIN—TDEMETT,

LDAP H—N\—Ta1—H—%—EICHA T BEMETI, userUIDAttribute IC DN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETE A, FHlAT7AINY—%5ETTBITE. mTA MY
ANTSv YR NDAFEEFALET,

Q®O6 o6 09

Q OpenShift Dedicated 7 )L—7 L d— R Tca—H—0D&Zai& LTERT BN

15.1.2. Active Directory 58 7 7 1 JLICDWT

Active Directory AF¥—< Tld, 2—H—I Y NJ—DLDAP 7T ) —E&HE. WEL OpenShift
Dedicated J)—FLI—RTCENLDIV M) —%RIDIFERAT2EMEZIBEET 2HENHY £
-a—c

BAREIC 2728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2 —H—FLIFEEERD T 1 —
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I RICENBLUADEM ZATRERRYER T 2MENHY £9, /=& 21X, OpenShift Dedicated 7'
W—TD2—H—%A—)L7 KLRATHIL, FI—TE% LDAP H—NN—D I —TEZTEHLZF
To UTFORET7AILTIE. TOLIREREERLTVET,

Active Directory A ¥ —< % {#ifi 9 % LDAP [EHA%E: active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Dedicated 7 )L—7L d— R Tca—H—0D&ai& LTERT BN

@ Vv TEBERET BV -ORKETY,

15.1.3. #i3R X N 7= Active Directory 587 7 1 JLIZD W T

AR X N7z Active Directory AF —< Tld, I—H#—I Vv R N)—=EJIL—FTV M) —DMEAD LDAP
JIT)—EFEFE. REB OpenShift Dedicated FIL—TF L A—RTENLDIY M) —2RITDICHERT
2EBUEAIEETD2HRENHY T,

BAREIC I 2728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2—H—FLIFEEERD T 1 —
IV RICENBLUADEM ZATRERRYERT 2HMENHY £, /=& 21X, OpenShift Dedicated D
A—H—%X—)L7RLRATHEAL., FIV—TOEF1%5—BREZELTFERLET, UTORETZ 71
TIEZO& D RAREEKRLTVWET,

HE3R X I 7= Active Directory 2 ¥ —< A {# ¥ % LDAP FHIEE:
augmented_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
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pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ﬂ LDAP #—R—D V)V —F & —BICHAI T 2BMTY . groupUIDAttribute ([ DN Z R L TW3
1541k groupsQuery 7 1 LY —AIEETEIE A, HFMATAILY—5RITTBITIE. FTA b
VAN TS9O )ZANDAEEEFEALET,

@ 7\ —ToiEE LTHERTY 2EK.

9 OpenShift Dedicated 7 )VL—7L d— RTa—H%—D&ZFi& L TEAT 2B M.

O Ay TERERETZI-Y-OREETT.

15.2. LDAP [EHI D E1T

BHIERE 7 7 1 IV &2 ERkR. AHAZRIATE £9, OpenShift Dedicated Tld, BEEILRE UH—/—
AFERALTCZHORLIAHY M TEETTEES,

15.2.1. LDAP #—/X— & OpenShift Dedicated D [EH

LDAP % —/"—DFRTDJ)L— 7% OpenShift Dedicated &R TE 7,

Gl s
o FEHIRE 7 7AIEFEKLTWS,

o dedicated-admin O—JLAF D14 —E LTI SRY—IITIVEATE S,

FIR

® [ DAP H—/I—DFRTDYI)L—T% OpenShift Dedicated & EHIT ZICIE. UTFEERTLE
ER

I $ oc adm groups sync --sync-config=config.yaml --confirm

-

Pz
TI7AIRNTI, IRTOTIV—TRABPRESRZA4 S INB7D,
OpenShift Dedicated ZJV—7 L d1— K% Z&E ¥ %ICIE. oc adm groups sync
XY RT-—confirm 75 J%RETD2RENHY T,

15.2.2. OpenShift Dedicated 7 /L— 7 & LDAP % —/X\— D[R HA

BRET 7AILTIEE LKL LDAP H—N—AD 7 I —FITH T 5. OpenShift Dedicated AD TR TD
TJIV—T=RBETEET,

AR
o FEHIRE 7 7AIEFEKLTWS,

e dedicated-admin O— /LA F D14 —E LTI SRY—IITIVEATE S,
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FIR

® OpenShift Dedicated 7' )L— 7% LDAP #—N\—E @A 2ICIE. UTFEERTLET,

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

pa 3

TI7AIWBNTIE, TRTOTIN—TEERENRSA I N0,
OpenShift Dedicated ZJV—7 L d1— K%&Z&E ¥ %I, oc adm groups sync
ARV RT-—confirm 75V %RETD2RENHYFXT,

15.2.3. LDAP H%—/N\—®D % 7 4 )L— 7 & OpenShift Dedicated D [EIHH

LDAP I —T7DH Tty b, RIAMNVRANT 7ML, TSI VRN T7AIb, £LIEZTOWA
%{#MA L T, OpenShift Dedicated *EHITE &9,

pa

TS9OV RNTZ 740, TITA NIRRT 74, EREETARNIZR MDY TSIV
DEAEDLEEFRATEZET, R7AMNIRANBLIVTT IV IURMND T 74 ILICIET
TTERTODOBEDIIV—THNFEEDDIUREIHY., FI7A4AKN)ZA MDY T
ATV FERICEESEDDZENTEET, INLDHA KZ 4 »IE, OpenShift
Dedicated ICF TICHEET 2 I —THEIFTTHRL, LDAP H—N—LEIZH B T IL—TIC
HEAINEY,

Gl s
o EHIRE 7 7AIEFEKLTWS,

e dedicated-admin O— /LA F D14 —E LTI SRY—IITIVEATE S,

FIR

o | DAP ZIL—T DY T+ v b% OpenShift Dedicated &R 2 ICIE, XDIT Y KOWTH
NEFERALET,

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \

| $ oc adm groups sync <group_unique_identifier> \
‘ --blacklist=<blacklist_file> \
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--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
y 13!
T4 NTIE, TRTOTIN—TEBPRENV R4SV IN DD,
OpenShift Dedicated ZJV—7 L d— K%Z&E ¥ %I, oc adm groups sync
O< Y RT-confirm 75 V%8R ET2REI’HYFT,
5.3. VIV —TOTIN—=T7T 3 TDRERT
TIV—THER LT LDAP H—/"—0D L aA— RHAEE L AL B> BE. EEHEIL OpenShift
Dedicated LOA— RS T I —T%BIlRT 226 TEEYT, TI—=vJTa7id RV a TIE
AIN2E5DERACAHMEBREZ 7IIIVBELUVRTA NI A MNERF TSIV AN EZIFANET,

UFICHZERLET,

I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

15.4. LDAP 7' )L— 7 D REI DI

DY a ik, RFC2307. Active Directory, & & UMLER Active Directory A ¥ —< ICEET %41
NEHEINTWET,

p= o-1o)
INS5DBEITIE, IRTOA—YF—DENTNDITIN—TOEENDIAVN—THBZ
EHEBELTWVWET, &I, TIL—TIC3BOTI—THEA Y NRN—E LTEFNEE

Ao FAMEINLTIV—T BT 2HEOFHFMIT. RAMEINEXAYNR=2y T
FEHOFZSIRL TSI,

15.41. RFC 2307 A X —~< DFERAICL 57 IL— T DEHH

RFC 2307 AF—< DIHE. ULTDHITIE2BD AV /N— (Jane & Jim) 23 FD admins & WD J )L —
TERMBLEYT, UTFICHERLES,

o JI—TE1—H—HLDAP H—N—|ZEBINXINDHE,

o [FHI%ICEM X 1D OpenShift Dedicated ® 7' )L—7 L 31— K,
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R

INLDHITIE. TRTOA—HY—DZNTNDTI—TDOEENRAVNN—THDBZ
EEEELTVWET, &I, TI—FIRMEDTIV—THA VU N—ELTEFNEHE
ho FAMEINITIV—T%EHT 2 5EDFMIE. XA MEINAAYNN=Dy T
BEOHASRLTLEIL,

RFC 2307 AF—<X Tlk, 1 —H— (Jane & Jim) EJIV—TOEAN 7 7—ANISAITV MY =&
LTLDAP H—N—ICEEL. TIL—TAYN—=2y TR TIV—TORMICIEEINT T, LT Idif
DAZRY NTlE, TORF—TDA—HF—¢TIN—TA2FHELTWVIET,

RFC 2307 A¥—~< % {89 % LDAP T kY —: rfc2307.Idif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

qp ZDTIN—TFIEIDAP H—N"—D T 7—ZANISZATY NY—TTF,

Qg TIW—FDAYN—IE, TI—TOBME L TOHBNSBERIC) R MNERRINET,

AR
o BREITFAILEERLTWS,
e dedicated-admin O— /LA F D1 —E LTI SRY—IITIVEATE S,

g
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e rfc2307_config.yaml 7 7 1 JLEEHAL £,
I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Dedicated (&, EEEDORAMPRFEOHFERE L TROIVIL—FLIA—REERLET,

rfc2307_config.yaml 7 7 1 JL & L TER X 11 %5 OpenShift Dedicated Z)IL—7

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:

name: admins ﬂ

users: 9

- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7 JL— 7H' LDAP % —/\— & R ICRAE I B (1ISO 6801
).

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRAMNTT,
A7 7AILDEETZTIL—TETT,

TIW—TDAYN—D21—H—TF, A7 7M1 ILTEEINDZZRIMMERINE T,

000 O

15.4.2. A —H4—EEDELRIVY EV VLT % RFC2307 A X —< & FRALLTIL—T
DR EA

TJIV—TEA—HY—EFEDLAY Y EVY TR T 2568, REZ7 74, LTFIKRTINS5DT Y
EYINEENDLHICERBINZE T,

A—Y—EZORZAIY Y EY JICET % RFC2307 A¥—< & {#f 9 % LDAP EHiskE:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9

98



#5155 LDAP /)L — 7D REHA

groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

AI-—HY-—EROZEIXNYEY T TT,

A—H—ERDZAT Y EV I THF—ILERAINZ2BEEOHBMETY ., groupUIDAttribute IC
DN Zf#fA L T\ 315& (& groupsQuery 7 1 LY —%EETE F A, FlART7 1LY —&ET
TRICE RI7AN)RAN TSI ) ZANDHAEREFERALET,

OpenShift Dedicated 7L — 7 DEADHRFH I —HF—ERDOLZRIY Y EV JICHFEELBAWES
IC. OpenShift Dedicated )L — FIC &R 21T B - DDEM,

LDAP H—N\—Ta1—H%—%—EICHA T BEMETI, userUIDAttribute IC DN ZfFRA L TW 335
Ald. usersQuery 7 1 LY —AIBETETEHA. FlATAINY—%5ETTBITIE. mTA MY
ANTSv YR NDAEFEEFALET,

O o 09

AR
o RET7FAIBEHEKRLTWND,

e dedicated-admin O— /LA F D1 —H—E LTI SRY—IITIVEATE S,

¥
e rfc2307_config_user_defined.yaml 7 7 1 L E ORAPEERITL X T,

I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Dedicated (&, EEEDEHIREOHKERE L TROII—FLIA—REEHRLET,

rfc2307_config_user_define.yaml 7 7 1 JL%& i L TYER X 11 5 OpenShift Dedicated
Tgn—7

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:

name: Administrators ﬂ
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users:
- jane.smith@example.com
- jim.adams@example.com

@ - V- EBOLHTYEYINEETBIL—TATY,

1543. 1—H—EHFEDIS— ML SV RICEAT 2 RFC 2307 DFERICLZTIL—TD
[EHA

FI7F#INTIE, BEREINBZTIV—TITAVYN=9 ) —TCEHZINEENHZTVN) —%HFHED
AVN=—DEEFNBHE. JI—TRBPIIULTOIS—2HLTERBLET,

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

Z Nl usersQuery 7 1 —JU KD baseDN DFEENEE> TWE I EARLTWVWBR I ENELLHY F
¥, 7=72L. baseDN [TV IL—TD—ED XAV R—HABRHICEZTN TULAWE

A, tolerateMemberOutOfScopeErrors: true & E 9 2 Z & T — TR HGEI N E T, SEEA
DAYN—FEHINETS,

BRRIC. JI—TRBTOCRTIIL—TDAVNN—DRHEICKELIBE. BHIEEIS—%2HL Tk
ﬂ&bi’a—o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

Zhid usersQuery 7 1 — )L ROBREHNEE->TWEBIEARLTVWB I EDN LS HY FT, =K L.
TI—TICREZELTVWBERHBINTUVWEAVYN=—I Y N —DEFNBI5

#A. tolerateMemberNotFoundErrors: true 253 &9 2 Z & T/ — TR/ BHEINE T, BEOH
ZAVN—FEEINET,

gk

H
[=]

LDAP I —JREDIS— LSV RE=EFMICTZE, AHET7OCRAIEEAEDDH
BAVYN—TITVRNY—AEBLEFT, LDAP JIL—TEHAELLLBEIN TV
W&, BT N/z OpenShift Dedicated ZIL— 7 D A Y IN—HRES A BEMED H
YFEd,

BEDHZTIN—F AV R—>y FIZEAT 5 RFC2307 A¥—< % AT 5 LDAP LY b
1) —: rfc2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
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ou:
dn:

users
cn=Jane,ou=users,dc=example,dc=com

objectClass: person
objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:
sn:

Jane
Smith

displayName: Jane Smith

mai
dn:

I: jane.smith@example.com
cn=Jim,ou=users,dc=example,dc=com

objectClass: person
objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:
sn:

Jim
Adams

displayName: Jim Adams

mai
dn:

I: jim.adams@example.com
ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou:

dn: cn=admins,ou=groups,dc=example,dc=com

groups

objectClass: groupOfNames

cn:

admins

owner: cn=admin,dc=example,dc=com

des

member: cn=Jane,ou=users,dc=example,dc=com

member: cn=Jim,ou=users,dc=example,dc=com

member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

QLD

cription: System Administrators

AP H—IN—ICHFEELRBRWVWA VY N—TT,

#5155 LDAP /)L — 7D REHA

Q FHEI SR HZD. BT a 701 —%—2 T —Tld baseDN ICFFELRWVWAX /=T

ER

tEEnpltcIs—%

IS5—%FAd 5 RFC2307 A ¥ —< % (@A L7/ LDAP [EHI

rfc2307_config_tolerating.yaml

kind:

LDAPSyncConfig

apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389

rfc23

07:

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never

groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never

BT ZICE, UTZRMBRET7 7 1 IVISENT 2BENHY XY,
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userUIDAttribute: dn )
userNameAttributes: [ mail ]

tolerateMemberNotFoundErrors: true 9
tolerateMemberOutOfScopekErrors: true 6

LDAP H—N\—Ta1—H—%—ZEICHA T HEMETI, userUIDAttribute ICDN ZfFA L TW 335
Ald. usersQuery 7 1 LY —AIBETETE A, FlAT7AINY—%5ETTBITE. mTA N

ANTSvIVRNDHEEEZFERLIT,

J—DRODNSADN 2T A VN—RBEBFINES, JIL—TOAVNR=DBEODSHR\NE, R
TadOT 74 NEMEDNKRBLE T,
true DBE. BEY 3 Ti&, —ED X V/N—21" usersQuery R—2X DN TIEEINZ 21— —&

BHMCWDITN—T%HEL, A=) —HEADX Y NN—FEREINET, JIL—TDX
YRN—HEEMNIHDE, R aTOT T 4 MEMENKRBL F T,

‘9 true DFEES. EHY a3 TIF—HOA VY NR—REOHLSEIN > IL—T5EFAR L, LDAPIT YV N

AR
o RETFAIBEERLTWND,

e dedicated-admin O— /LA F DI —E LTI SRY—IITIVEATE S,

¥
e rfc2307_config_tolerating.yaml 7 7 1 LA FERA L CRABPEERITLE T,

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm
OpenShift Dedicated &, EEEDEIREOHKERE L TRO I —FLOA—REEHRLET,

rfc2307_config.yaml 7 7 1 JL & L TER X 11 % OpenShift Dedicated /)L —7

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

Q B 7 AL TEEINZ T —TDAYN—DI1—H—TF, RERICHEFRINDZT

=W A Y N=TT,

15.4.4. Active Directory A ¥ —< DFERICL % 7L — T DEHS
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Active Directory AF —< Tld, ADI—HY— Jane E JM) A7 7—RXA NI Z ATV RM)—&LT
LDAP H—N—[ZHFEEL. FI—FAVN=2y 31— —DOBEICEEINFE T, UTOIdif DR
ZRY MNTE, TORF—DA—HF—ETIN—TH2EHFELTWET,

Active Directory A ¥ —< % il 4 % LDAP T k') —: active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins 0

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

‘D A—HY—DIN—TAVN=2y FREa—H—DBMEE LTI A MNERRIN, JIL—TldH—1—
Iz M) =& LTHEELEFEA. memberOf BifEld, 21— —DY FZILEBETHZHEIL
HYFHA, —FDLDAP H—/IN—TlE. BREPFIEHRIN, 77147V MIBINFTH,
F—AR=—ZIZIFEIIy hEhFEHA,

[} =355
o RET7AINEERLTVWS,
e dedicated-admin O— LA F 21— —& LTIV TRI—ICTIVERTE S,
FIg
e active_directory _config.yaml 7 7 1 L= FHE L CEAEEZETLET,
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Dedicated (&, EEDEIREOHKERE L TRO I —FLOA—REEHRLET,

active_directory_config.yaml 7 7 1 JL % {#f L THE X 11 % OpenShift Dedicated 7
-7
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apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 )
openshift.io/ldap.uid: admins

openshift.io/ldap.url: LDAP_SERVER_IP:389 @)
creationTimestamp:

name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7 JL— 7H' LDAP % —/\— & R ICRAE I M 7BEZ (1ISO 6801
).

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINBLDAP H—NN—DIP 7 RLREKRAMNTT,

LDAP H—N—|CY A NKRRINB I —TELTY,

000 9O

TIW—TDAYN—D1—H—TF, A7 7M1 ILTEEINDZZRNMMERINE T,

15.4.5. #haR X v /- Active Directory R ¥ —<Y DFEAICL 32 7 IIL— T DREA

L3R X N7z Active Directory ZF —< Tld, mADI—H— (Jane & Jim) &I —FR 77— MY
FATVR)—ELTLDAP H—N—IHFFEL, IN—TAVNR=2y TRIA-—HY—DREICREIN
T3, UFOUHIfDRA=ZRY NTlE, TORF—IDA—HY - IN—TE=EHZELTWVET,

#i.5R X I 7z Active Directory ¥ —< %9 % LDAP TV bV —:
augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson
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cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

Q A—H—DIN—TAYNR—2y Flga—H—DEMELTY R NRRINET,

Qg ZDTIN—TFIEIDAP H—N"—D T 7—ZANISRATY NY—TTF,

AR
o RETFAIBEERLTWND,

e dedicated-admin O— /LA FD1I—H—E LTI SRY—IITIVEATE S,

FIR

e augmented_active_directory_config.yaml 7 7 1 LA FRH L CRAPEEITLZE T,
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Dedicated (&, EEEDEHIREOHKERE L TROII—FLOA—REEHRLET,

augmented_active_directory_config.yaml 7 7 1 JL% {8 L T/ERL T 1L 5 OpenShift
Dedicated /)L —7

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 G
creationTimestamp:
name: admins ﬂ

users: 9

- jane.smith@example.com
- jim.adams@example.com
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Q Z @ OpenShift Dedicated 7' /JL— 74 LDAP H#—/N\— & &% ICEHI X /=85 (1ISO 6801
).

Qg LDAP H—N—D ¥ I —TOEEZBINF T,
g ZDTIN—FDOLA— RIREEIND LDAP Y —N—DIP P RLREKRANTT,
Q RE7 7 1 ILAEES 2/ IL—TELTY,

g TIN—TDAYNR—DI—HF—TF, A7 7ML TEREINZZFNERAINE T,

15.45.1. LDAP D X R MEI =X v /N—2w TEIHED A

OpenShift Dedicated D 7L —FIE X A M XN FH A, LDAP 4 —N—EF—9 MERINBEIICT
W—TAVN=2y THFRIETDZHENHY T, Microsoft D Active Directory Server

IZ. LDAP_MATCHING_RULE_IN_CHAIN JL—JLIC &Y Z OEEE 4K — ~ LTHY. ZhICIEOID
1.2.840.113556.1.4.1941 B’ REINTWVWE T, ILHIC, TDOIYXYFUIIL—ILA2ERT 5 &, BBRH
IKE74 M) ZAMEI NN —TOHERPTETET,

DY a v T, HARI N7z Active Directory RF —< DHI B Y EIF, 1&£2D1—H—Jane & 1
DD Y )L—7 otheradmins % X > /N\—& LTHD admins E W) V)L —T&REHAL £

9, otheradmins )L —FICIF1EZD1—HF— A v NN—JdimBEFNET, TOFTIIUTOZ &%
HEALTWET,

o JI—TFEA—H—MLDAP H—/N—|IEBIMINBHE,
e LDAP RHAERE 7 7 1 L DHER,
o [FHI%ICEM X 1D OpenShift Dedicated @7 )L—7 L 31— K,

3R X 117z Active Directory A F —< T, 21— — (Jane & Jim) & V)—TOEAN 77— MY
SATVRY—=ELTLDAP H—N—IIFEL. FI—TXoN=y Fida—H—F/E7IL—T0
BHICREINET, UTOIHIfOR=ZRY MIZDRF—TD1I—H—ETI—TE2EHZLFT,

FAMEXINF AV R—ERFK ORI iz Active Directory A ¥ —< %94 % LDAP T b
1) —: augmented_active_directory nested.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ
dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person
objectClass: organizationalPerson
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objectClass: inetOrgPerson
objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: chn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO0 T/ ToAYN—Yy TEF T FOREE LTY R FRRINET,
OO0/ —TELDAPH—R—DT 7 —A I FRTY P =TT,
6 otheradmins %' /L — 7i admins )L — 7D X Y /"\—T7,
XA MINT I —T% Active Directory E BT 2B EIE. 12— —T VM) —&JIL—FTV b
) —DWADLDAP ¥ T —E#&HE. WEB OpenShift Dedicated ZI—FL A= RTZEh 5DV b
)—%RIDIHERTZ2EEABETIVNELIHYET, IHIL, CORETIIHFEDEENMBEER
L) i’a—o
e ocadmgroups sync A7 Y RiE IV —FEBRRIICKTA M) R MET 2HELHY F T,

e LDAP_MATCHING_RULE_IN_CHAIN JL—JLICELE B 7 H1C, 1—H—D
groupMembershipAttributes |C "memberOf:1.2.840.113556.1.4.1941:" %3EINT 2 BN H
YET,

e groupUIDAttribute % dn ICERET 2 ENHY £,
e groupsQuery:

o filter ZERE LAWVWTL LI,

o AB7%: derefAliases 2 ET 2LENHY X7,

o baseDN 23 8 ELABWVWTLKEIV, ZOEIFERINTT,
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o scope ZFRELAWVWTLLEIWN, ZODEIFEKEINET,

BAFEIC 2728 IC. OpenShift Dedicated TR T 2 /I — T Tld, 2—H—FLIFEEERD 7 1 —

IR

ICHEBBUADBMEATTRERRY FERT2RENHY £9, =& ZIEX. OpenShift Dedicated ®

A—Y—%A—)LT7 RLRTHIL, FIV—TOEAE—HRZELTHERLET, UTORETZ 71
Tl TOESBRBERZERLTVET,

RAMEEIN A Y R—EFHDOHERX i Active Directory ¥ —< % il 4 % LDAP [EHAz%
FETY, augmented_active_directory config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi

url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:

o0 0o® 9O

©

groupsQuery: ﬂ

derefAliases: never

pageSize: 0
groupUIDAttribute: dn @)
groupNameAttributes: [ cn ] 6
usersQuery:

baseDN: "ou=users,dc=example,dc=com"

scope: sub

derefAliases: never

filter: (objectclass=person)

pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 9

groupsQuery 7 1 JLY —ZIBEETEX £ A, groupsQuery X—ZX DN L UPRI—TDEIZHE
BINF Y, groupsQuery TIEHEMAR derefAliases 25X ET 2WMELHY £,

LDAP H—N—D I —T%—RICHERNTZEBMETT. dnICREINDIBENHY FT,
TJI—TO&FIE LTERT 2B,
OpenShift Dedicated 7 )VL—7 L d— RTa—H%—D&ZFi& L TEAT 2B M.

p=

FEAEDA VR M—JLTIE, mail 7213 sAMAccountName 2 {FHT 2 Z & A
WEINhFT,

-

AVN=2y TIERERET 21— —DEMTT, LDAP_MATCHING RULE_IN_CHAIN. % &
323 &IERLTLEIY,

AR

FIR
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e augmented_active_directory_config_nested.yaml 7 7 1 L AR L CRAPEEITL X T,

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

R

cn=admins,ou=groups,dc=example,dc=com 7 )L — 7% BRI ET A 1) R
MET ZHENHY XT,

~

OpenShift Dedicated (&, EEDEIREOHKERE L TRO I —FLOA—REEHRLET,

augmented_active_directory_config_nested.yaml 7 7 1 JL & & L TR I I %
OpenShift Dedicated 7' )L — 7

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0

openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:

name: admins ﬂ

users: 9

- jane.smith@example.com
- jim.adams@example.com

Z @ OpenShift Dedicated 7' JL— 74 LDAP H#—/N\— & &% ICEHI X 1 7=B5%) (1ISO 6801
).

LDAP 4 —NR—D T I —TOEBHNF T,
ZDTIN—TDL A— RMEEINB LDAP H—NN—DIP 7 RLREKRRAMNTT,

REA7 7 A ILDEES 2 IL—TETY,

000 O

TIN—TDAYNR—=—DIA—F—TT, A7 7ML THREINZKFNERAINET, 7
IW—TF X /8= F1F Microsoft Active Directory Server IC& » TIEH{EIhTWS
O, FAMEINETIV—TDAVN=DREEFNZ I EITERLTLLEIL,

15.5. LDAP [EHiz% E DLk

RETZ7ANDF T2 MRIFUTTHRBAINTWEY, AF—FTIVI MIZETRETID

T4 —=ILRDBHBIEITEFRELTLEI W, & ZIE vlActiveDirectoryConfig ICI& groupsQuery

714 —=ILRDBHY FHAD. VIRFC2307Config & vi.AugmentedActiveDirectoryConfig DA IC Z D
74 —ILRBHY XY,
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of
v
El

BF

NAFY) —BHERTR—PFINTWEHA, LDAP H—N—DLEHT—% . UTF-8
IYVIA—RKRXFIOEATHIUELNHY ET, cExiE. DEMEELT, R4+ —
BMAGET 22 &3 TE £ A (B objectGUID), &b Y I

sAMAccountName. userPrincipalName 2 & DX FHEMEAFRT 2 HEHLH Y £
ER

15.5.1. v.LDAPSyncConfig
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