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<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true" statistics-enabled="true">
<connection-url>jdbc:postgresql:/mypostgres:5432/mydb?
currentSchema=myschemax</connection-url>
<driver>postgresql</driver>
<pool>
<min-pool-size>5</min-pool-size>
<max-pool-size>50</max-pool-size>
</pool>
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<security>
<user-name>myuser</user-name>
<password>myuser</password>
</security>
</datasource>
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kc.sh start
--db postgres
--db-url-host mypostgres
--db-url-port 5432
--db-url-database mydb
--db-schema myschema
--db-pool-min-size 5 --db-pool-max-size 50
--db-username myser --db-password myuser
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<tls>
<key-stores>
<key-store name="applicationKS">
<credential-reference
clear-text="password"/>
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<implementation type="JKS"/>
<file
path="/path/to/application.keystore”/>
</key-store>
</key-stores>
<key-managers>
<key-manager name="applicationKM"
key-store="applicationKS">
<credential-reference
clear-text="password"/>
</key-manager>
</key-managers>
<server-ssl-contexts>
<server-ssl-context name="applicationSSC"
key-manager="applicationKM"/>
</server-ssl-contexts>
</tls>
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kc.sh start
--https-key-store-file /path/to/application.keystore
--https-key-store-password password
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kc.sh start
--https-certificate-file /path/to/certfile.pem
--https-certificate-key-file /path/to/keyfile.pem
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<subsystem xmlIns="urn:jboss:domain:infinispan:13.0">
<cache-container name="keycloak" marshaller="JBOSS" modules="org.keycloak.keycloak-model-
infinispan">
<local-cache name="realms">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="users">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="sessions"/>
<local-cache name="authenticationSessions"/>
<local-cache name="offlineSessions"/>

</cache-container>
</subsystem>
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</stack>
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<cache-container name="keycloak”>
<transport stack="tcp”/>

</cache-container>

kc.sh start
--cache-config-file my-cache-file.xml
--cache-stack my-encrypt-udp
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<spi name="hostname">
<default-provider>default</default-provider>
<provider name="default" enabled="true">
<properties>
<property name="frontendUrl" value="myFrontendUr!"/>
<property name="forceBackendUrIToFrontendUr!" value="true"/>
</properties>
</provider>
</spi>
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kc.sh start
--hostname-url myFrontendUrl
--hostname-strict-backchannel true

hosthame-url 3 EA4 > a3 VA FATRE. V5RAY—DRITEITINTWVWBA VI LABHHISY S
2 —HNTY Y JICNRATEIBRELRDIR—RAURL 2R ETZTEJ, hosthame-admin-url X E A
ToavERELT BEBYY—RXADURLERETEHIEETEET,
Red Hat build of Keycloak Tl&, YN—ZX7OF>—DERTISRAY—%5FTTBEIICHTTPAY
H—EnE A EEICEICT B0I1C. 7OF > —0 TLS Termination E— RIZIH LT, IFIFA4 70O
FO—E—RERETEZET,

® none (T 7#JHN)

® edge
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® reencrypt
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<spi name="truststore">
<provider name="file" enabled="true">
<properties>
<property name="file" value="path/to/myTrustStore.jks"/>
<property name="password" value="password"/>
<property name="hostname-verification-policy" value="WILDCARD"/>
</properties>
</provider>
</spi>

Red Hat build of Keycloak Tl&, CLI/NZ A =4 —% A LAFDHREIE. ROLDREDICHY F
ER

kc.sh start
--spi-truststore-file-file /path/to/myTrustStore.jks
--spi-truststore-file-password password
--spi-truststore-file-hostname-verification-policy WILDCARD
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BIBEFEY, D Vault i, Red Hat Single Sign-On 7.6 @ Elytron FREEIEHRRA M 7ICKHZEHEDTT,

<spi name="vault">
<provider name="elytron-cs-keystore" enabled="true">
<properties>
<property name="location" value="path/to/keystore.p12"/>
<property name="secret" value="password"/>
</properties>
</provider>
</spi>
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kc.sh start
--vault keystore
--vault-file /path/to/keystore.p12
--vault-pass password
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EMEIPEDRBEHARET 2HLENHY I /bin 7 #JL¥—IC standalone.conf 72 & DEEE
774D EENTEA,

Red Hat build of Keycloak (&, I FXFEFART T4 KD IVMBIEARHELE T, Chik. XEY—F
YYETECPUA—NN—Ay RKOETBNAZRIL—Ty NEMRERIRT 0D, FEAEDTTOA
AV RMIBELTWRZEMHBALTVWEY, £ DT 7 2L D JVM 51U, Red Hat build of
Keycloak 1 Y A9 Y 2% A L—XILRTT2HODEDTHY., I—RAT—RICEDLETCEIHELET
2HBEIEBRNIBETT,

JUMBIHE/IZCCREAZTRT ICIE, Javad T2 av e LTHETIHENDRELHARELZ
T, INLDERELETRILA —/N—F4 R 5(21E. JAVA OPTSIRIEZHAIEEL X,

FED Java 7O/NXT 4 —DEBMDADNBELRIZEIZ. JAVA_OPTS_APPEND RIFEZHZRE L £
¥, JAVA_OPTSREZHMIEEINTWARAWEEIE. Jkesh RV ) T RAILHZT 7+ IV MD Java
TONRF 4 —HERINET,

TcEZIE ROEDICEED JavaA TV avaiEETEET,

13
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export JAVA_OPTS_APPEND=-XX:+HeapDumpOnOutOfMemoryError
kc.sh start

2.4.8.SPlI 7’O/N ¥ —EREDHIT
SPI Z7ONA ¥ —DHREIF. FILLWREVRATLAEBLTITWET, UTFTEFHWEKXTT,

<spi name="<spi-id>">
<provider name="<provider-id>" enabled="true">
<properties>
<property name="<property>" value="<value>"/>
</properties>
</provider>
</spi>

UTFREEFHLWEXTT,

I spi-<spi-id>-<provider-id>-<property>=<value>

vy—2R 74—<v b

CLI ./kc.sh start --spi-connections-http-client-default-
connection-pool-size 10

RIEZH KC_SPI_CONNECTIONS _HTTP_CLIENT DEFAULT_
CONNECTION_POOL_SIZE=10

BEZTAI spi-connections-http-client-default-connection-
pool-size=10
JavaF¥F—ZA KT 7 74)b kc.spi-connections-http-client-default-connection-
pool-size=10
B

o TARTODTANAF—DHE
2490.BED NS TNV a—Fa vy
NSTIYa—FavFIliEroa~vy ReFRLET,

e kc.sh show-config - HFED 7O/XT 1 —DAO— KT THBIREYV —RETDEERTLE
T, TAONRTA—EZTOENELLBEEINTWENE DD ERATEET,

e Kkc.sh --verbose start- TS —HWFEELBE. T5—RAYv I L—R2EE=HALET,

25. T = N—RADBIT

14
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Red Hat build of Keycloak Tl&, 7—49RXR—ARXAFX—<T#BEHICKRITIZIEH. FETRITITSH
EETEZET, T74IRTIE. FIRA VAN I EHOTRENT R E, T—IR—ADNEHMICHEIT
INFT,

251 Y L—Y 3 FIT—IR—AODBEEFHBT

BHEIBITEEITTDICIE. BT —IR—RAIERBINTVWE R —N"—%2EBELET, FTLL/N—
TavDY—N—DTFT—IR=—ARAF—IHIEEINLFEEL. T—IR—ZAD’BITINET,
252.FFIC LB L —aFIT—IR—2AFBIT

T—IR—ARAF—IEFETT Y T L—RKT3ITIE. T 74/ KD connections-jpa 77O/ 4 —
@ migration-strategy 7 0/37 4 —{E% manual ICEREL T,

I kc.sh start --spi-connections-jpa-legacy-migration-strategy manual

DERETH—N—%BET DL, T—IR—R%&H] T%%\%?ﬁ“%éb\t‘ﬁb\b“?‘l vIINET,
M\%f‘”"ﬁti bin/keycloak-database-update.sql SQL 7 7 1 JLICEZIAFEFNE T, DT 7ML %k
RLTT—IR—RIIH L TFETEITTEET,

ITYVRR—PINAESQL 7 7M1 IILD/IRREZREEERT 5I2IE. 77 # )L b D connections-jpa 7’0
/N4 &' —®D migration-export 7O/NXF 1 —%BZEL X T,

kc.sh start
--spi-connections-jpa-legacy-migration-export <path>/<file.sql>

774N ET—9N—ERTBHEOFHFMIE, FALTVWEIL—2aFIT—IR—2DFK
=\'—:L YhESRLTKEIW, ZEN T 7MILICEZRATND E, T—NR—FRTLET,
2.6. RED HAT BUILD OF KEYCLOAK H#—/X— D& &)

Red Hat Single Sign-On7.6 74 XA b1y E2—2 3 ~ & Red Hat build of Keycloak 74 A M) E2—
TavORBEDEWE, RTINZ2RI7)TMIHYEST, ThHDORY ) TME H—NR—=F 1 Xk
JE2—23v®/bin 74T —ICHYFT,

261X E— RTOY—/N—DiEEH

7ONT 4 —DI/EEKITHE I Red Hat build of Keycloak ZF IC1E, UTFDORDERBFICH > TR
E—RTTARAMNIE2—2a Vv EBETEEY, L. COE—NIHAEERATHY., ERERE
TIREALRVTEIWY,

Red Hat build of Keycloak Red Hat Single Sign-On 7.6

Jkc.sh start-dev ./standalone.sh

15
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s
=]

— NEEFEERIETIEFERALAWVWTCEIW,

26.2. EFRBE— FTOY—/N\—DELE

Red Hat build of Keycloak ICid. EBEEHEOERDREIE— K ./ke.sh start H’H Y £¢, start-dev T=E
TI2HBEDEWVE. T74ILbD

NEBEINAERBIETY, T7A4NRNTEFIY T —REINE
BBRERELY N7y THEEBNICERINE T, EHRET— KN TIE, HTTP AEICAK Y., BIRMIA
TLS ¢ KRR NEDEREIVETT,

B ETE R
o ERBIIRIZM T D Keycloak DEXTE

e Keycloak DEEID&EL
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553% OPENSHIFT ® OPERATOR =704 AV N D17

Red Hat build of Keycloak Operator (&, RIFII N/t —N"—BREICEHLETRRICBEERINE L
Operator &, Red Hat build of Keycloak & E£ICHE L £ T H'. Red Hat Single Sign-On 7.6 Operator
EDTHRE#MEEHY FHA. FL L Operator ZEAT %IC1E. Red Hat build of Keycloak 770 41
AV NEERTEIHELHY £, ML, Operator H4 K #BBLTLEIL,

3.1 HIRSR M

® Red Hat Single Sign-On 7.6 OLIAID A ~ 24 > A%, Red Hat build of Keycloak EE L7 —#%
NR=RA VRV RAZFALBWVWEDIL, vy MO YEINTWS,

o HR— MHRADEAAHT —4 R—2R (Red Hat Single Sign-On 7.6 Operator IC& > TEEX
N30 ZFALTWIGE., TOT—IR—AP, 1—H—(lL>TFOEYa=vIXh
ERET— I R—RIIEBINT WS,

o F—HIR=ZADNY I Ty THERINTWLS,

e J—R/—h ZHELTWS,

3.2.%770tR
1. Red Hat build of Keycloak Operator % namespace IC4 Y A h—JL L T,

2. \iLWCR EBEETBY—U Ly bEERM L X9, RedHatSingle Sign-On7.6 DR EZH L W
Keycloak CRICFEITHITLE T,

3. AR LTANA Y —%FHLTWGEIK., ThoE2BTL. ARYLTONM Y550
5 HA4Y LD Red Hat build of Keycloak AV 7+ —A X =Y &R LE T,

4. AR LT—EFALTVWABEIE. ThSEBITL. ARILTOANA Y —%EDDHA
4 s Red Hat build of Keycloak AV F+—A X =Y &ER L F T,

3.3. KEYCLOAK CR DO#17

Keycloak CRIE, TRTDHY—N—RBREF T avaHhR—rTBLIICRYFE L, BETEZIIANT
DAT avhE, CREKRT, BEEI7—AMNISRAVFAVI4—)LRELTHERTEEXY, CROY
RTCOATvavidz, $—N"—FAT> a3V EAUMBRAERLTVET, ThiZLY, RT LAY
T7O4 XY h& Operator 7 7AOA A Y MEADI YV ZARY IV AN —LL RITHRY ET,

I 5T, SPI FONA F—ERE, CRICFRRLTWS A 7 3% additionalOptions 7 1 —JL K
TEETZEZEY, /o, YR—PFPINZRE 71 —ILRDACROT77—ANISZAYFIAVT74—)LKR
ELTHEELARWGEIE, podTemplate (77 /OY—7LE2—D71—I)LR) ZFHL T,
Kubernetes 7 704 XY RO RAWPod 7Y FL— M2 ZEET 2 EHTEET,

LUFIE. Operator %3& U T Red Hat build of Keycloak 27 7’04 9 % 7= ® Keycloak CR Ofl %= L
TWEY,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1

17
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db:

vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret

key: password
http:

tisSecret: example-tls-secret
hostname:

hostname: test.keycloak.org
additionalOptions:

- name: spi-connections-http-client-default-connection-pool-size
value: 20

CLIREEDEURISEBA L TLEIW,

./kc.sh start --db=postgres --db-url-host=postgres-db --db-username=user --db-password=pass --

https-certificate-file=mycertfile --https-certificate-key-file=smyprivatekey --hostname=test.keycloak.org
--spi-connections-http-client-default-connection-pool-size=20

BEE R

o HAMA Keycloak DF 7O XV K

o FFMERE
331 T—IR—ABREDHIT

Red Hat build of Keycloak (£, LAHTIC Red Hat Single Sign-On7.6 TEEAINTW D EBLT—%

R=ZAAVRAYVRAEFRATEET, T—9RXR—RXF—7IL, Red Hat build of Keycloak n'#]& T
F—IR—ZIEHET B ESICEHBNICRITINET,

Digk

H
[=]

Red Hat Single Sign-On 7.6 Operator IC&k > TEEBINZ A RAAT —FI R—AD
#%171E. Y R—bPINhTWEHA,

Red Hat Single Sign-On 7.6 Operator Tld, AT —IR—REFE/HmIE>— I Ly MEFERALTHELT
WE L7, RICHIZRLET,

apiVersion: v1
kind: Secret
metadata:

name: keycloak-db-secret

namespace: keycloak
labels:

18
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app: sso

stringData:
POSTGRES_DATABASE: kc-db-name
POSTGRES_EXTERNAL_ADDRESS: my-postgres-hostname
POSTGRES_EXTERNAL_PORT: 5432
POSTGRES_USERNAME: user
POSTGRES_PASSWORD: pass

type: Opaque

N

Red Hat build of Keycloak TlE, T—49XRXR— &, ¥—2J L v h&ELTSRINZBIIBHREFHRALT
Keycloak CRICEEZFREINE T, RICHEZRL XTI,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
db:
vendor: postgres
host: my-postgres-hostname
port: 5432
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password

apiVersion: v1
kind: Secret
metadata:
name: keycloak-db-secret
stringData:
username: "user"
password: "pass”
type: Opaque

331 Y R— P IR TVWBET—IR—ARV Y —

Red Hat Single Sign-On 7.6 Operator (& PostgreSQL 7— 49 X—X D& & HR— L TWFE L7, —
7. Red Hat build of Keycloak Operator & —/N\—THR—FINTWVWEZTRTDT—IR—ZARY
Y—%mHR—MLTVWET,

3.3.2. TLSEREDHIT

Red Hat Single Sign-On 7.6 Operator Tl&. 77 #JL b T, OpenShift CA IC&k > TEK I N7z TLS
=Ly NEFERTEZLIICH—N—DPREINTWVE L7/, Red Hat build of Keycloak Operator T
. ERBREORIANTSIT 4 RE2RETBHOIC, TLSIKDWTIRALRIREZHZITTE ST,
A—H—DNHMED TLSARE L F—RT7E2RETI2HELIHYF T, RIHZERLET,

apiVersion: k8s.keycloak.org/v2alpha
kind: Keycloak
metadata:

19
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name: example-kc
spec:
http:
tisSecret: example-tls-secret

tlsSecret TERINZ P —U L v hOEKICIE. ZED Kubernetes TLS ¥—7 L v b
(kubernetes.io/tls) ¥ 1 7% ERT 2 MBI HY F T,

Red Hat Single Sign-On 7.6 Operator (&, 77 #JL KT, Jb— k TEEESE TLS Termination 2 k57
U —%FBE L TWE L%, RedHat build of Keycloak Operator &, 77 # )L N THRRARI—ZA NS T
U—%FEALEYT., /. RedHat Single Sign-On 7.6 Operator I&. TLS Termination ME&E % H R —
ML TWZE L7, RedHat build of Keycloak Operator (&, IRED ) V) — XTI TLS Termination %
R—=KFMLTWEHA,

T 7 4 h®D Operator EEBDI— MABEBEATLIS REZMEIBRWGEEIE. I —HF—DNHRS LI —
FaEER L., 742 PDIL—RERDEDIICLTEMCTZIBRENHYET,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
ingress:
enabled: false

333.TVRTVYaVDIODARY LA X —Y DEMA

Red Hat build of Keycloak Operator Tld. RRAKNTFS U714 R%ERML, 12 —4%7)NaAVFF+—%
HR—NTB7HIC, Keycloak CRTDI VATV avDEENMYR—bIhTWEHA, TIRT
voavETFIOA4T3IE. RBILINZARILAXA—=VFEINRTIRENRHY 9., Keycloak
CR ICI&. Red Hat build of Keycloak 1 X = % 38E T 27O DEFER 7 1 —IL KHAEEFNBZ LD ITRY
Flr, RICHZERLET,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
image: quay.io/my-company/my-keycloak:latest

R

ARG LA A=V EIBELLIBE. Operator EZNA T TILRBLINTWS EHEE
L. Y —N—%EBFHTH-GCICARMNDOIIEEFLERITLEEA,

BIER R

® Operator TDWHRAH A Keycloak 4 X — DIFEH

¢ HRITVAXBIVRBELCINAAYTFT—A A= DIFEL

20


https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_keycloak/22.0/html-single/operator_guide//
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_keycloak/22.0/html-single/server_guide//#configuration-creating-an-optimized-keycloak-build

%538 OPENSHIFT ® OPERATOR T 70O4 X~ hD¥f

3347y I L —RRANSTFIO—F T avollk

Red Hat Single Sign-On 7.6 Operator (&, ¥ —/\—D7 v 7/ L — REFEOBEXRS LOO—-) V7
ARNSTFI—HHR—PLTWE L, 2O7TO—FIFBENTIEHY FHATLAK, RedHat
Single Sign-On 7.6 Operator B’ 7 v 7 L — R ETF—IR—IABITERTITZRIICTTOM AV M ER
T=IVEOUTEHNEINMNE I —HF—DRBIRTB2MELNHYE L, O—Y VY ITRINSTI—HWND
ZRIFEATESZNE, I —F—ICEBELSHTIEHY FEATLE,

L7h > T, ZDF T 3 Vi Red Hat build of Keycloak Operator TIZHIRI . BERA NS TV —
EBICHEERMNICETINSGLDICRYELE, THICEY, FILWH—N—OVFF—A X—T T Pod
HERT DREIICT 7O4 XY REEDBRT =IO VI, B—DH—N—N=TavDHHNT—4
R=AITIEATEDRLIICRY ET,

3357 7 AN TREAINBEAILZATY RIRA Vb

Red Hat build of Keycloak (£, OpenShift 7AO—7Il& > THERINZEMALANIL AT RKRM Y M &
TI7AINTREATEEIICH—N—%FRELEFT, TVRRAVMITTAOM XV MIEATZEx
)74 —LDOBWET—9EREALEEADN. TVRRA Y MIFEREARLTT77ERATEEY, KK
& LT, <your-server-context-root>/health T KR4V N2 HR Y LI—NTTOYITEZET,

UFIChZERLET,

1. TLS edge termination A ICE%E X 117z Keycloak Z/ER L £,
tisSecret 7 41 —JL RIZHTEBEL TS REI W,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
additionalOptions:
- name: proxy
value: edge
hostname:
hostname: example.com

2. NVRAITVRRA Y MADT7 IV RAEZZBIET2 70y F I —MEERLET,

kind: Route
apiVersion: route.openshift.io/v1
metadata:
name: example-kc-block-health
annotations:
haproxy.router.openshift.io/rewrite-target: /404
spec:
host: example.com
path: /health
to:
kind: Service
name: example-kc-service
port:
targetPort: http
tls:
termination: edge
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i

R

INZAR—=ZDIL—FTIE, Ty TVELEEBRESEOVWTNAICT LT TLS Termination
HRETIVLENHYET., T 74 NTlE Operator /XA RIN—%FERLZET,

336.Pod T V7L — b EERALASERT TOMA Y N T 3 v DOBIT

Red Hat Single Sign-On 7.6 Operator (&, R 2 —LREDTFTFOA XV NRERDEHDEL NI
74—V R%ERBILTWE L7, Red Hat build of Keycloak Operator I$ZERIZREIN WL Z <.
NoED74—ILRDIFEAERFAEINEFEA, 272 L. podTemplate & L TIREI AT 7OA X
VR4V RERET DI EIEARETT, RICHERLET,

-
(S

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
unsupported:
podTemplate:
metadata:
labels:
foo: "bar"
spec:
containers:
- volumeMounts:
- name: test-volume
mountPath: /mnt/test
volumes:
- name: test-volume
secret:
secretName: test-secret

pa )

spec.unsupported.podTemplate 7 1 —JL Ki&, TR TOEGE T THEN+DICT R b
INTVWRWMELRILDREERRT 57D, HR— MO REMICARY £9, AREARR
Y, CREMRDOZRLEMT, BEICYHR—FINTVWEI7—RARNIFRAYFIV T 14—
REFRLTCEIW,

=& 2. spec.unsupported.podTemplate.spec.imagePullSecrets Dt L)
IC. spec.imagePullSecrets % EZFERAL £7,

3.3.7. 4884 Y R Y ¥ AANDERIE Y R— b xRH
Red Hat Single Sign-On 7.6 Operator Tl&. Red Hat Single Sign-On 7.6 OAERA >~ X4 > A~ D

M R— M INTWE L7, RedHatbuild of Keycloak Operator Tld, 7z& X &, V5147V MCR %
FRALTHRFEOLIVARICV ZA T MaEl T2 2 &, YR—bMIhad QY FLk,

3.3.8. Horizontal Pod Autoscaler X5 7 704 X >~ b D47
Red Hat Single Sign-On 7.6 T Horizontal Pod Autoscaler (HPA) Z 3 % I Ik, Keycloak CR @

disableReplicasSyncing: true 7 1+ —JL R%Z5&E L. ¥ —/3—O StatefulSet 2 A4 —Y) V73 20T
NHYE L, TNIEFEIZARY £ L7, RedHat build of Keycloak Operator @ Keycloak CR &, HPA

22
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WKL > TEERT—-) VI TEBLEHTT,

3.4.KEYCLOAK REALM CR DO#17

Realm CR &, E#HDHEEEZRE L. BERORF—< %FD RealmImport CRICEZ#HZ 5N F L7,
Realm Import CRIELIVLADT— MR NSy TOHERMT B/, LILLADHIBREFR— M LR
YF L7, LAAID Realm CR &AERIC, BFHEHR—MLTVWEHEA,

—ED T 4 —IL KDH%EIRM L TLWALEID Realm CR & LE# L T. Realm Import CR IZI&, T£27RL
IWARBINEFNDLDICRY L,

Red Hat Single Sign-On 7.6 Realm CR D l:

apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: example-keycloakrealm
spec:
instanceSelector:
matchLabels:
app: sso
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

¥thx 9 % Red Hat build of Keycloak Realm Import CR M

apiVersion: k8s.keycloak.org/v2alphat
kind: KeycloakRealmImport
metadata:
name: example-keycloakrealm
spec:
keycloakCRName: example-kc
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

BIER R

® Realm Import

35. HIffRX N7/ CR

Client CR & User CR I%. Red Hat build of Keycloak Operator M SHIBRI N EF L, T 5D CRDR
fNid. # L\ Realm Import CRIC & » TEBOMIICE TE 9, Client CR DY R— MENNIE, Red
Hat build of Keycloak @& %D ) ) —RICEAT 50— K<y FICEFNTWETH. User CRIFIRTEET
BINTWBHEETIEHY A,

23
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FAZ OPENSHIFTOTF Y 7L — M7 094 X > NOBIT
OpenShift 7 7L — MEIEHSE & 4t Y) . Red Hat build of Keycloak A>T+ —A X —U M S HIBRI M

F L7, OpenShift IZ Red Hat build of Keycloak 7 7’04 3 %354& &, K1Y IC Operator % {HH 3
BIEEHELIY,

: B =
Va 4 OpenShift 3.x IFHR— hIha<RY £ L7,

BEIE, AMEET—HIR—RX 5B T % (Red Hat build of Keycloak Operator @) Keycloak CR % {E X
TEIRERrHYET, DTV TL—M%eFEHET S PostgreSQL 7 —4 RXR— R |, DeploymentConfig
ICE>TEEBINET, £9. T L — MIL > TERI L application_name-postgresq|
DeploymentConfig BMREFEI N E 9, DeploymentConfig IC & 2 T PostgreSQL F—4 R—24{ VR ¥
VAMMERIND &, TDA R H 2 AN Red Hat build of Keycloak Operator TERETE 5 &5 14 Y
7,

ZDHA RITIE, Operator £/ 50 RTONRA F—ILLB DAV RIVANLECERET—
INR—ZA~DBITFIREIZHINTEEA,

Red Hat build of Keycloak Operator (7 —49 RXR—ZA BB L AWEDH, T—IXR—%HERTOEY 3
ZVILTERTHIRENHY XTI,
41 REH2 T —IN—R%=FEALAT7AA XY hDBAT
BfRI27TL—MNIRDEBYTT,

® ss0/6-ocp3-https

® sso0/6-ocp4-https

® s5507/6-0cp3-x509-https

® s50/6-0cp4-x509-https
INGDTYTL— R devel 7= R=UKFELTWB 7, ERERETOEBIIYR—FIh

TWEHEA.

4.2. —Bf897% POSTGRESQL T — 9 X—X ZFERAL A7 704 X~ b D%
7
BRI 27 TL—MIRDEBYTT,

® ss0/6-ocp3-postgresq|

® ss5076-ocp4-postgresd|
DTV TL—bME kKA ML —Y%FERETIC PostgreSQL T — 9 R—R =R L E T, ZhidFH
EENTOHAMREINT T,

4.3. K §EH 7 POSTGRESQL T —49XR—X&ZFAHLA-T 704 XV NDF

17T

24



F4E OPENSHIFTOFT Y 7L— 704 XY NOBST

BRI 27 TL—MIRDEBYTT,
® ss0/6-ocp3-postgresql-persistent

® sso0/6-ocp4-postgresql-persistent

ss076-0cp3-x509-postgresql-persistent

ss076-ocp4-x509-postgresql-persistent

4.3.1. HIR SR

® Red Hat Single Sign-On 7.6 OLLAID A ~ A4 > A H%, Red Hat build of Keycloak EE L7 —%
NR=RA VRV RAZFALBWVWEDIC, vy MO YINTWS,

o F—HIR=ZADNY I Ty THERINTWLS,

e J—R/—h ZHELTWS,

4.4. %7701 2R

1. Red Hat build of Keycloak Operator % namespace IC4 Y A h—JL L T,

2. fiLWCR EEET 2V —V Ly MEERLET,
T 7L — M R—2Z® Red Hat Single Sign-On 7.6 5% E %. # L \\ Red Hat build of Keycloak
CRICFEITRBITLET, 7Y FL—hX5X—4—& KeycloakCR 7 4 —JL RED#EBET v

EVJICDWTIE, ROFIZSIBLTLIEIW,

LR DOfHITIE. Red Hat build of Keycloak Operator CR &. Red Hat Single Sign-On7.6 7~ 7L — b
IC & > TULRTICYERX L 7= DeploymentConfig = tbE L £ 9,

Red Hat build of Keycloak @ Operator CR

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: rhbk
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
http:
tisSecret: sso-x509-https-secret

Red Hat Single Sign-On 7.6 M DeploymentConfig

apiVersion: apps.openshift.io/v1
kind: DeploymentConfig
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metadata:
name: rhsso
spec:
replicas: 1
template:
spec:
volumes:
- name: ss0-x509-https-volume
secret:
secretName: sso-x509-https-secret
defaultMode: 420
containers:
volumeMounts:
- name: sso0-x509-https-volume
readOnly: true
env:
- name: DB_SERVICE_PREFIX_MAPPING
value: postgres-db=DB
- name: DB_USERNAME
value: username
- name: DB_ PASSWORD
value: password

RDFIT, Keycloak CRD 7 1 —JL K% JSON/NRKEBTHRLEFT, & AIE. .spec & spec 7 1 —
JVR%ERLZT, spec.unsupported iE7 7 / OV —TLE2a—DT714—ILRTY, TOHEEIL, KR
BIICHBD CR 7 4 —JL RICE > TRIBARBICRDFECTT, KF DNRFTA =45 —F, RRRIV—FTV T

L—hNEBRESET Y L—FOEATHR— IR TWET,

4.4, —RRHIRINS XA —4H —DF%1T

Red Hat Single Sign-On 7.6

Red Hat build of Keycloak 22.0
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APPLICATION_NAME

IMAGE_STREAM_NAMESPACE

SSO_ADMIN_USERNAME

SSO_ADMIN_PASSWORD

MEMORY_LIMIT

SSO_SERVICE_PASSWORD. SSO_SERVICE_USE
RNAME

.metadata.name

AL - 1 X —T I Operator IC& > THIEIS L ZE
o Frold, A—Y—HEIT specimage ZFERAL T
AR LAA—=VEIBELET,

BEZEEXHY EFHA, T 74/ ML admin TG,

AL - FIHAFAEE R ICOperator ICL > TIER I 1
E3

.spec.unsupported.podTemplate.spec.contai
ners[0].resources.limits['memory’]

FERIhA< Y E Lk,
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Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 22.0

SSO_TRUSTSTORE, NSAMNAKNTO—D Ly NEBRBIBRY) 1—»4L

SSO_TRUSTSTORE_PASSWORD, E.ZFDR) 2a—LDRY) 2 —LTY MEERL

SSO_TRUSTSTORE_SECRET F9, Thid, Y R—bEIRADHLER D
.spec.unsupported.podTemplate.spec.volum
esB LT

.spec.unsupported.podTemplate.spec.contai
ners[0].volumeMounts TE{TT2RENHY F
ERS

.spec.AdditionalOptions ©. B4 7> a>v &
LTUTZHRELET,

https-trust-store-type=jks

https-trust-store-file & & U* spi-truststore-file-
filez, R a1—ALITY  NHDF—RNTAD
T7AIRRIERELET,

https-trust-store-password & & U spi-
truststore-file-password % /X2 7 — REIZERE
L%9. secretKeyRef iC&2>—2 L v NEfEA

TBHIEHTEZEY,
UFRICHlZRLET,

additionalOptions: name: https-trust-store-
type value: jks

SSO_REALM BEOT—9R—R=BIAT 25E8IEFETT,
Kb YIZ Realmimport CR={FRT 52 & TE X
ER

442 T—IAR—RATFTTOARAY NINS X —4H —DF1T

POSTGRESQL_IMAGE_STREAM _TAG. POSTGRESQL_MAX_CONNECTIONS. VOLUME_CAPACIT\
B LV POSTGRESQL_SHARED _BUFFERS I, T—49RX—XF7OA XY Na{ERRT B72DITERL
TERBNGA = —|IBITTIVELrHYET,

4.4.3. 7__“_&/\\\_1$§1\jl=:/€5)( _& _O)%'Ifi-

Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 22.0

DB_VENDOR .spec.db.vendor - PostgreSQL %38 XX fEAT
%358 1%. PostgreSQL ICERET 2 ENHY F
ERS

DB_DATABASE .spec.db.database

DB_MIN_POOL_SIZE .spec.db.poolMinSize
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Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 22.0

DB_MAX_POOL_SIZE .spec.db.maxPoolSize

DB_TX_ISOLATION RS A R—THHR— hXNTWBIBA, Fhids—
Ty MNT—HR—ZD—MEFEE L
T. spec.db.url IC& > THREI N HREMEDLH Y

=
DB_USERNAME .spec.db.usernameSecret
DB_PASSWORD .spec.db.passwordSecret
DB_JNDI BAINRL QY E L,

444 . %y NT—D NS A= —D%1T

Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 22.0

HOSTNAME_HTTP .spec.hostname.hostname -
.spec.http.httpEnabled=true & & £ i EE L &
9, Red Hat build of Keycloak Operator &, B—®
Ingress/JL— k DH%ZVERNT 78D, httpL—h %
YERX 9 % IC1E .spec.http.tisSecret = KIEEICT %
WMENHY T,

HOSTNAME_HTTPS .spec.hostname.hostname -
.spec.http.tisSecret & & £ ICIEEL T,

SSO_HOSTNAME .spec.hostname.hostname

HTTPS_SECRET .spec.http.tisSecret - FEEDHID HTTPS /35 X —
H—%SRLTLEIW,

HTTPS_KEYSTORE HTTPS_KEYSTORE_TYPE BAINMRAY X L, .spec.http.tisSecret i
HTTPS_NAME HTTPS_PASSWORD SoTBRINDZY—I Ly ML tlscert 8LV

tis.key T~ b Y —%$#D kubernetes.io/tls ¥ 1 7
THI2RENHYFT,

X509_CA_BUNDLE BRAINGCRYE L, ADYIS, PSR MRH
TEBRBIDIR) 2a—LEERLET,

Red Hat build of Keycloak Operator (ZIR1E. TLS Termination 5% E 9 2 HiE%=HR— b L TWARWT
EIFBLTLEIV, T74NMTE, RRZRIV—ZAMNSZTFY-—DMERINET, LEeHK>T. /IR
A=A NS TIV—EBRESEA NS TYV—DEELNMERININMNIBETIERW D, 7OF> —
FTvavid, FREI7—RANISAVFAVF T a v 74— RELTRARINTVWE A, £
L. 2DFTYarvhrnERIFEIE. Red Hatbuild of Keycloak MEFBAZ A {558 27-DIC. T 7 4L
N ® Ingress Operator GEFAZE 2 B XA TIL— M2 FEITHRETE XY,
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Red Hat build of Keycloak Operator @7 7 # )L b DEIEIZ, SRDEDIIEET DI ETTH—1N—F1
RTxZxd,

additionalOptions:
name: proxy
value: reencrypt

4.45. JGroups /NT X —4 — D17
JGROUPS_ENCRYPT_SECRET. JGROUPS_ENCRYPT_KEYSTORE. JGROUPS_ENCRYPT_NAME.
JGROUPS_ENCRYPT_PASSWORD. & & ' JGROUPS_CLUSTER_PASSWORD (CIld. Keycloak CR

DI77—ANIVZRAREDPHY FEA, Fr v P 1BEOREIE. Fvr v aZET7 7MLV EFERALT
5lEHMEEHBETY,

BIER R

o NF vy v 1DHRTE
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%52 RED HAT SINGLE SIGN-ON76 IC&>TEFxa ) 574 —{&
EINLT7T)r—oa vt

Red Hat build of Keycloak Tl&. 7 71 s —< 3 VIl & 5 —E8®D Red Hat Single Sign-On7.6 7 54 7
YNTE T —DERAECEEREENEAINTVET,

Red Hat build of Keycloak Tl&. —EDI A 7Y KT7HTH—DY ) —2HhIEI B &ITMA
T 9547 N7 ) r—2 3212k % OpenlD Connect 8L USAML 7’0 M DL DFERAEICHE
B%525BEERELEAINTVET,

CDETI, ThSOZEBRICHLL, 7T 45— 3 %17 L T Red Hat build of Keycloak & &9
ZFIEICOWTEBALET,
5.1. OPENID CONNECT 7 514 7~ MD#1T

Red Hat build of Keycloak ® Z D 1) 1) —ZLAEE, LLFD Java 7 54 7~ k OpenlD Connect 7 4 7
H—lg) Y =23 @< RY F L7,

® Red Hat JBoss Enterprise Application Platform 6.x

® Red Hat JBoss Enterprise Application Platform 7.x

® Spring Boot

® Red HatFuse
INSDOTHTTH—DRAMI) ) —RINfc& B LT, OpenlD Connect I& Java TV AT A
LARTEKHATEDZLIICRYELE, T, 7TV 5r—2avH—N—I7L—LT7—IREDT
/0 —8 v IS FAMRAEEAER I &ICLY. HEERMEYR—MIKRIBICALEL
9,
INSDOTHTH—IEHR— T LTHY. RedHat Single Sign-On 7.6 ™5 DA FIHAEE T,

OAuth2 & & U OpenlID Connect 7R K AILDRFOEFHAFERAL TT7 TY r—> 3 v ERHTOIRREIC
ROLOORBFEZRTI I Z2m<HEELETT,

5.1.1.OpenID Connect 7O AN EVSA TV MREDERLEER

5.1.1.1. Access Type 7 54 7> A 7 3 VIZREART

OpenlD Connect 7 54 7~ N DERR £ 7= I3 B HBFIC Access Type BMERATE A< RY XY, 7L,
DA EEFERAL TCIOBEERIRT LI EEHETEET,

e BearerOnly #aEARIRT 2101k, BAE7O0—45FLLBVWISA TV NEERLET, 751
7V N DFMD Capability configz72a> T, 7O0—DEIRINTVWAWZ & 2R L TS
EEIW, 7547 M Keycloak M5 b—0 Vv ERIBTEE A, Ik, BearerOnly 77
R4 THFEALEZBEERLCTY,

o Public#BEAERT BICIE. TDIVSATYMINLTYISA4 7Y NREEAERICAR>TW
T, DR EE1ID2070—DPEMIR>TVWBRIEEFERLTLEIL,

e Confidential #gEA I 2 (121F. 54 7 MIx L T Client Authentication 2"ERNIC
BoTWT, AR EHTD2O7O0—DEMIBR>TVWEIEEZMMRELTLLEIW,

T—IV{E7 S 7 D bearerOnly & publicClient (&, 754 7> N JSONA T2y MIBIEHMEFEL
F9, INnbld. BERESTAPIHILE>TISATY NEEREFLIEFT D& X, TSV
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R=MFLEELILLAVR=MIL2TIDISAT Y NEAVR—NTBEXIFERATEEST, £F
L. 2hoDA Ty aviEBEI VY —IL V2 CIHEEFERTEZEA,

51122888514 L 27 N URIDRIER X —LDESE

TINr—23 v 0547 MBS http(s) UADH RS LRF—LZFHALTWRIHE., R 54
LY MRS —VTEDRF—LZRATRIICEEFI T 5 I EMRIICBEICRYFE L, ARILRF—LA
RS B/N5 —2 DFIICIE, custom:/test, custom:/test/*. custom: REMHY FF, EF 2
T4 —LDEANS, *RED—BHR/NY—VIE, TNOEDORF—LICKH L TEMITAY F L.

5.1.1.3. OpenID Connect QY7 bV KR4 > M TO client_id /X7 X —4 —DHKR— b

client_id /XS X—4—%HR—FMLZXT, INnik. OIDCRP-Initiated Logout 1.0 fEFkICE DWW T W ZE
9, ZOHEEEIL. id_token_hint /XS X —4 —WMERATERWESIC. OV 77 MEOURI ) FAL Y
MREEICEDISA TV NeFRTIVENHINEMRETZDICH/IIE ET, id_token_hint /X5
A—4—%FERAETICclientid /XS A—49—DHEFERALALBETH, OJ 77 MEREE %2 1—
HP—ICRTRTIDEIHYET, TORH, 1—HF—ICOJ 77 MNEREEARTT 2HBENRVIGE
&, 7547 Mlid_token_hint /XS X —4—%{FHET2E%HELZET,

5.1.2. Valid Post Logout Redirect URI

Valid Post Logout Redirect URISEZEA 7> 3 VDN OIDC 7 54 7> MIEBMINFE L, Zhid,
OIDC fH#RICEM L TWET, OV/A LA TT7I MED) AL I MTIE, BIOYFAL U b
URI v M&ERATX XY, Valid Post Logout Redirect URIs ICffFfA XL 5{& + |&. Valid Redirect
URIs# 7> 3V TIREINAZDERALYSAL I MURIOEY ROV 7Y MIERAINZZEE2E
KLEY, COXRIE, FTHEBRMEDO, URIDNN—=I 3 bR ITIBEZDT 7 4L MDEEIC
t—HLZET,

5.1.2.1.Userinfo T KR4 >~ hDZER

51211 T3 —iEDESE
Userinfo T KR4 >~ kA%, RFC 6750 (The OAuth 2.0 Authorization Framework: Bearer Token
Usage) ICRBICEN LIS —RBEERTLIDICAY F L, T5—3— REFA (FIARERIEE
&, JSONA T ¥ b7 4 —JL RTIE7 < WWW-Authenticate ¥ v L v VEME L TIREI N E
ER
&I, TT—OREIIECTROELD ICARY FT,

o FUERAN—VUNREINTVARWEGE:

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm"

o TIOEAN—VVERKRT ZLEODICEROAENERICERAINLGS (L&A BAaANY
%' — + POST access_token /X5 X —4 —), F7=IE POST /RS X —4 —HEERT 356!

400 Bad Request
WWW-Authenticate: Bearer realm="myrealm", error="invalid_request", error_description="..."

o 7UERAKN—=7VIZ openid R O—THRWNIGE:
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403 Forbidden
WWW-Authenticate: Bearer realm="myrealm", error="insufficient_scope",
error_description="Missing openid scope"

® Userinfo [GBDEL/BBESILDESHE AR T I RVES:
I 500 Internal Server Error

o M=V VUIRIITZ—DHA. invalid_token T35 —I— K & #t 7T 401 Unauthorized 2HR I h
F9., CODIZ—ICE, 21— —BL®I M4 T7Y NEEDF v IHAEEFNTHY, BYD
TRTCDIS—FT—ADNF+ TFvr—IhZFd,

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm", error="invalid_token", error_description="..."

5..2.1.2. Userinfo T KRA ~ MIHT 2 ZDDZER

TOEZAM—=2IZ openid AO—THABEIZRY F L, Zhik. OAuth 2.0 Tl&7/A < OpenlD
Connect ICEH DHEETH % Userinfo ICL > THEINTWE T, openid AI—FH h—2 VT L
%&. EXKH 403 Forbidden & L TIEEINE T, giot > arvaSRLTLEIL,

Userlnfo "1 —H—DRF—9RAE&F v I T5LDIHY, 2—HF—DEMLIBE
(&, invalid_token [ & ZRT LD ICAY F L,
5.1.2.1.3. Service Account Client @5 7 #JL k ClientID ¥ v /X—DZE&E

Service Account Client D57 7 #JL h® ClientID ¥ v /X—HZTE I F L7, Token Claim Name
7 14 —I)L RDMED clientld 55 client_id ICEEBEINZE L7, client_id 7 L — A3 OAuth2 fEEkICHEH
LTWET,

® JSON Web Token (JWT) Profile for OAuth 2.0 Access Tokens
® OAuth 2.0 Token Introspection
® OAuth 2.0 Token Exchange

clientld userSession / — MBI EHmMEEFEELF T,

5.1.2.1.4. OAuth 2.0/OpenlID Connect Authentication Response IC iss /35 X —4 — % B/

RFC 9207 OAuth 2.0 Authorization Server Issuer Identification ff#T. ¥ a2 7 ARG EARIRT 5
7=, OAuth 2.0/OpenlD Connect Authentication Response IZiss /35 X —4 —ABMINE L7,

BEDN ) —RITIEZDIRNFT A= —EHY FHATLED, EFROEKICH > T, RedHat build of
Keycloak IZIET 7 # L N TIZ DRSS A= —DEBMINF L, 7=72L. —ED OpenlD
Connect/OAuth2 74 74 —, %5IC Red Hat build of Keycloak DFWT7 ¥ 74 —Tld, ZDHFLW/IS
A= —CREI’RETIAEMI’HYET, L2 94T N7 TV 5—> 3 U ~ADFREEICK
MW BE, NTA=F—EEICT SO —URLICRRINZET,

ZDEDRIBE, RIABBEANDIisS /AT A—F —DBMEFEMICT B EJZIDIEDHYET, <h
&, HEEO>Y—I/ILH 5, OpenlD Connect Compatibility Modes # St 0>3avYADISA TV b

DFEMET, BEDIVZATY MINLTITY ZENTEX XY, Exclude Issuer From Authentication
Response #GMICT 5 &, RAGBEAD iss /NTA =4 —DEMEEETEZ XY,
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5.2. RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 7 1)
o—3 VDT

5.2.1. Red Hat JBoss Enterprise Application Platform 8.x

77— 3 vIZ. Red Hatbuild of Keycloak ¥ Z Dfthd OpenlD 7O/ ¥ —E AT B7cHDIB
MOERFEAZRDAFREICRY T L,

KHYIZ, JBoss EAP D41 7 1 7 OpenlD Connect 7 54 7~ M H 5D OpenlD Connect #7R— k
ERATEEY, FMIEX. JBoss EAP T®D OpenlD Connect #8HR LTI W,

JBoss EAP D %A 74 774 74 —I&. Red Hat build of Keycloak D7 4 74 — JSON F&E I & < L7
BREAF—TIKELET, & 2L, keycloak.json sRE 7 7 ML AFRA LT 704 X > M,
JBoss EAP DRDEBEICI Y EVY I TEZET,

"realm": "quickstart",
"auth-server-url": "http://localhost:8180",
"ssl-required": "external”,
"resource": "jakarta-servlet-authz-client",
"credentials": {
"secret": "secret"
}
}

JBossEAP DA T4 TT7H TH—%FHHL T Jakarta R—RD 7 ) —< 3 ~ % Red Hat build of
Keycloak &#5& 9 2 61IC DLW Tk, Red Hat build of Keycloak 74 v 2 24— KUY RI M) —IZH DR
DFESRLTLEIL,

® JAX-RS Resource Server

® Servlet Application
JBoss EAP D% 4 74 7 OpenlD Connect 7 24 7> MIFBTI B & am<HEELEY, Thik
JBossEAP 8 LRI 704 S Nhi Jakarta 7 ) r—>a VILKRETTY,
5.2.2. Red Hat JBoss Enterprise Application Platform 7.x

Red Hat JBoss Enterprise Application Platform 7.x (&, ZJLHR— MDD TIEDWTWS 728, Red
Hat build of Keycloak Tld&H#R— kI N FH A, RedHat JBoss Enterprise Application Platform 7.x C
T7O4INEREEDT TV =23 viIilo2WTE, XV TV RAYR—MHROT7 S 79 —H Red
Hat Single Sign-On 7.6 & U CFIAAEET Y,

Red Hat Single Sign-On 7.6 74 74 —I4. Red Hat build of Keycloak 22.0 % —/X\— & fiHEHHE TE
B33l &EMR—PINRTWET,

5.2.3. Red Hat JBoss Enterprise Application Platform 6.x

Red Hat JBoss Enterprise Application Platform JBoss EAP 6.x (& X VT F YV AHR— MDD TITEL 2
7. 451%I% Red Hat Single Sign-On 7.6 T% Red Hat build of Keycloak THHR— M INFEH A,

5.3.SPRING BOOT 7 7V r—> 3 v D#%4T

33


https://access.redhat.com/documentation/pt-br/red_hat_jboss_enterprise_application_platform/7.4/html/using_jboss_eap_xp_4.0.0/assembly-openid-connect-in-jboss-eap_default
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Spring Framework TAY A7 ARRREICEERLTEY. T2V AT LNRHMET % OpenlD Connect H
R—FMNEFRATZIET, JYBNEIVARYIVIADELNET,

7 7)) r—< 3 VI, Red Hat build of Keycloak % & Dfthd OpenlD 7O/ ¥ — AT 272D DE
MOKERRITEBICRYE LI, 7Y —> 3 vid, Spring Security D EIERI%A OAuth2/OpenlD
Connect 7 R— MIIKEL £9, FFfIE. OAuth2/OpenlD Connect support from Spring Security &%
BLTLEIWL,

ZOHYR— ML, HEEOE TIL, BENR—2®D OpenlD Connect 7 54 7> NREZRHELF T, 2%
T7OMINEFEFERLTOVAWGEIX, & 21 Logout EEA BRET T 2BE8HLE T,
Red Hat build of Keycloak (£, OpenID Connect LAY AT LADBER—2OOJ 7Y M 7OMNIIL%
TRICHR—PMLTWVWET,

Spring Security 7 7°\) - —< 3 > % Red Hat build of Keycloak & #& 9 2 HEDHFICDOWT
l&. Keycloak 74 v 724 —hYRI M) — BB LTLLEIW,

Spring Boot FA®M Red Hat build of Keycloak 7 54 7> N7 ¥ 74— BT TERWVEEIE. BRIEX
VTTVADHDYIR— FtEQ'CL\éRedHatSmgleSlgn On76 o779 —%FEATEET,

Red Hat Single Sign-On 7.6 74 74 —I4. Red Hat build of Keycloak 22.0 % —/X\— & fiHEHHE TE
B3l &EMR—PINTWET,

5.4.REDHATFUSE 7 7)) 5r—> 3 >V D17

Red Hat Fuse & 7 JLHR— KD T ITE L 727 ®. Red Hat build of Keycloak 22.0 TlxHR— kI &
t#A. RedHatFuse 74 74 —I&. RedHatSingle Sign-On7.6 IC& B XY FF VAP R—MEELT
lE¥mEFIATEE,

Red Hat Single Sign-On 7.6 74 74 —I%. Red Hat build of Keycloak 22.0 % —/X\— & fiHEHH TE
B33l eMtR—PbPINTWET,

5.5. AUTHORIZATION SERVICES POLICY ENFORCER #f#RH L /&7 )
b—3 VDT

Red Hat build of Keycloak Authorization Services E DG A HR—NFTB7HIC, R —T V74—
H—lLJava V5147 THTH—EIERICREBEINhTVWET,

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-policy-enforcer</artifactld>
<version>${Red Hat build of Keycloak .version}</version>
</dependency>

RVY—TU74—HY—DJava P ATV N7 TH—mSEIUBEI /7. Red Hat build of
Keycloak %, OAuth2 F 7213 OpenID Connect DEIL b Y HR— M ERET 2 Java 70/ OV —IC
BMAETEBLDITARY F L, RedHatbuild of Keycloak Policy Enforcer (&, JRDY A TD7 T1) &r—
TavIIHTBEIL M VB R— M ERBELET,

o NEDHMIWERITEFERLEY—TLy N7 r—>ay

® Red Hat build of Keycloak Authorization Services Zf L TtF a2 ) 71 —{REI 1L/ Spring
Boot REST H—E X

Red Hat build of Keycloak Policy Enforcer # S EZXF R4 TOT7T) r—2a v EHET 51T R
DEIESRLTLIEI W,
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® Servlet Application Using Fine-grained Authorization
® Spring Boot REST Service Protected Using Keycloak Authorization Services

A L TL % Red Hat Single Sign-On 7.6 Java 7 ¥ 74 —H' L RBITTERWGEEIE. BEXA VTV R
HR— MDOXR E %4> TS Red Hat Single Sign-On7.6 ™o 75 74 —%FBETEXZ T,

Red Hat Single Sign-On 7.6 74 74 —I4. Red Hat build of Keycloak 22.0 % —/X\— & fiHEHHE TE
B33l eMtR—PbPINTWET,
BaEE IR

o RYs, —xTv74—H—

5.6. RED HAT BUILD OF KEYCLOAK JS 74 7% —%{#f L 7= SINGLE
PAGE APPLICATIONS (SPA) D17

Red Hat Single Sign-On7.6 74 74 —Tt¥ a1 ) 74 —REINLT TV Tr—> 3 v aHBITT5IC
. FUFHLWA=U3 VD745 79 —%1RH 9 % Red Hat build of Keycloak 22.0 IC7 v ¥ L— KL
9, FAAEICKHLCT. ULTFICHBATZ2ETOEENUEICRYET,

5.6.1. L i~ — Promise API DI

Z®M') ) —RTlE, RedHatbuild of Keycloak JS 74 74 —H 5 L H ¥ — Promise APl X ¥V v KA Bl
INF Lk, TDED, 7H¥TH—H5IRIN7z Promise T .success() H & U .error() ZIFVHT T
ENTERCARY F L,

5.6.2. 5T L \\ Operator Z{FAL TA Y R4V LT 2 HEM

PRID ) Y —ZATlk. Red Hat build of Keycloak JS 7 4 7’4 — % #7 L L\ Operator % {FHH 9 ICHEET
&, EMBOBENOVICEHEINTWELL, TOYY—RLUE, Ih%ETd ERDYICHANH
NINET, TOZEEIE, JavaScript 7 72 DEEINZIEHEE DBAEMEEFRL. [FEMWITY S
H—DISHBBYT7089) VT ATREICTBE-HDDEDTT,

Red Hat Single Sign-On7.6 74 74 —Tt¥ a1 ) 74 —REINLT SV Tr—> 3 v aHBITT5IC
. FUYFHLWA=U3 VD745 79 —%1RH9 % Red Hat build of Keycloak 22.0 IC7 v ¥ L— KL
i_a—o

57.SAML 77 7V 5 —< 3 > D#%1T
5.7.1. Red Hat JBoss Enterprise Application Platform 7 7'\) r—< 3 v O#%17

5.7.1.1. Red Hat JBoss Enterprise Application Platform 8.x

Red Hat build of Keycloak 22.0 ICI&, Jakarta EE D% 7R— M A2 &E, Red Hat JBoss Enterprise
Application Platform 8x DV S 4 7~ K7 H TH—DEFhTWE T,

5.7.1.2. Red Hat JBoss Enterprise Application Platform 7.x

Red Hat JBoss Enterprise Application Platform 7.x (&, 7 Y R— M DI TIHEDWT WS 728, Red
Hat build of Keycloak TldH#R— kI FtH A, RedHat JBoss Enterprise Application Platform 7.x C
T7O4INEREEDT IV =23 viIilo2WTE, XV THYRAYR—MHRODT7 S 79 —H Red

Hat Single Sign-On 7.6 & U CFIAAEET T,
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Red Hat Single Sign-On 7.6 74 74 —I4. Red Hat build of Keycloak 22.0 % —/N\— & fiHEHE TE
B3l e&EMR—PbPINTWET,

5.7.1.3. Red Hat JBoss Enterprise Application Platform 6.x

Red Hat JBoss Enterprise Application Platform JBoss EAP 6.x (& X VT F YV AHR— MDD TITEL 2
7. 451%I% Red Hat Single Sign-On 7.6 T% Red Hat build of Keycloak THHR— M I FEH A,

N

572.SAML 7O MW EVSA TV MNREDERLTERES

5.721.SAMLSP X4 5F—4 DZ®A

DY) —R&LYFIHE. SAMLSP X4 7—4IC, BLREBSILOMAICFERTZIRALCF—HIEENT
WE L7z, TD/N—=2 32D Keycloak LABF, SP X4 7—4IC1E, BE{LICERT 2BS{LERDOLIL
LF¥F—DHADNEENFT, Fh. BBESEF—EBRFICHLT, HAITRETILI)ILMEEINT
WEzd, ROKIC, YR—FINTWB XML-Enc 7JLT) XA &, Red Hat build of Keycloak L JL s
F—ADTvEVTERLET,

XML-Enc ZILTY X A LIVAF—7ITY) X A

rsa-oaep-mgflp RSA-OAEP
rsa-1.5 RSA1 S5
BaEE IR

® Keycloak Upgrading Guide

5.7.2.2. SAML @ RSA_SHA1 & & UF DSA_SHA1 7))L TV X L DIEHEEAL

SAML 78789 —. 2547 b, 8&LOT7ATT 14T 4 —70/314 45 —T Signature algorithms
ELTHRETES 7T XL RSA_SHAT &1 DSA_SHA1 A FE#HESEICA Y F L7z, SHA256 F 7=
& SHA512 ZRXR—2 & L7z, JYURLLAREFERAFERIZIEAHELEZT, £/, ThoDT7IL
TN XLE=FRALABENESAML RF¥Fa XY NFLET7H—2 a3 v OEBELDWREEIE. Javal7 LIET
IHELEEA, CO7LT) A LEFERALTEH, SAML R¥a XY N&ERT 28FEIT Java17 LA
BEARITINTWRIGHE., BRAORIEIIHELFE A,

EAONZERERIZ. ROLIBTIVT) X LZHRTSZIETT,

e )Z MH 5 hitp://www.w3.0rg/2000/09/xmlidsig#rsa-shal 7z (&
http://www.w3.0rg/2000/09/xmldsig#dsa-shal % HIfR 9 %

o "EIt7II) XL" %, 774 $JAVA_HOME/conf/security/java.security O 7' 0O/3F 1 —
jdk.xml.dsig.secureValidationPolicy T:&XE 3 %

36


https://www.keycloak.org/docs/latest/upgrading/index.html
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BR6E WAV LTONA YT —DF1T

Red Hat Single Sign-On 7.6 E@#IC. AR LTONA Y —%FTTOM AV T4 L2 MY =IO
E—92%&, 20O 7O/31 ¥ —H Red Hat build of Keycloak IC7 704 I F ¥, RedHat build of
Keycloak Tlx., A/ ¥ —%_ Bl X - standalone/deployments D{X1 Y I providers 7 1 L
JR)—IZIE—=LZET., BMDOKERRE providers 71 L7 N —ICOE—F2RELIHYZET,
Red Hat build of Keycloak (24 L7 O/NA F—ICEBID Y SRR EFHALAWZD, BINDOKE
BRz20258I1IC1F. JYERTILENMHYFT, I5IC. EARBELTWARNNy =Y A, &
& U jboss-deployment-structural.xml 7 7 1 JLIEHR— I QY £ L7,
Red Hat Single Sign-On 7.6 Idh 24 L7 0O/N4 ¥ —% BEMICHRE L. Keycloak DEITHICHR Y A
TONA Y —%Ky bTF7OA4FTEHETTR—MLTWELADN, ZOBFIEFYR—MIhRARY
FlL7/k, £/, providers T4 LI M) —ROTONA Y —FLIFKEERELER LLEIE. EILRE
ET95H. BEEI FMEEZFRAL T —N—Z2BEBT I2H4EINHY XTI,
TANAF—ERAT S APIHICE > TR, TONA S —ILEREMAZRENHDIHBEEHY FT, 57
Mk, AT avESRBLTIEIL,
6.1. JAVAEE » 5 JAKARTA EE ~D#%1T
Keycloak @ 30— K~RX— 2 A Java EE (Enterprise Edition) A5 Jakarta EE ICFfT L7722 & ITHEW, I F
TFERAMPEEINE L7, JakartaEE10 & H7R— M9 572012, 72 & ZIELAT D Jakarta EE fH#k D
ITRTCT7YTIL—REIhF L,

® Jakarta Persistence 3.1

e Jakarta RESTful Web Services 3.1

® Jakarta Mail API 2.1

® Jakarta Servlet 6.0

® Jakarta Activation 2.1
JakartaEE10 &, 75O RRXA T4 T D Java 7 TV T —2 a VBRSOV T DRENLERE
D7 7TO—FERELET, CORYBAHIIEITZERERRIL, javax.” H 5 jakarta.* ~DEZHEIZERE
DEHRETY, THEHAIL, javax.security. javax.net. javax.crypto #&., JDK TEERMHEIN S
javax.* /Xy F—JICIFERAINE E A

IS, By av/ATF— KL R Bean iR ED Jakarta EE API B R— b Ihad 2 F L7,

6.2. — R \—F 1 —DIRFEFZDHIR
Red Hat build of Keycloak Tl&. L TFZ LWL DO DKFEBHIBEIFRINE L 7,
e openshift-rest-client
e okio-jvm
o okhttp
e commons-lang

® commons-compress
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e jboss-dmr
e kotlin-stdlib

F 7. Red Hat build of Keycloak (& EAP Z#RXR—2 & L TWa Wk, EAP DIREFFEFZRDIF & A E DY

BRINFE L, TDEDH., LEEDZ414 75 —%. RedHat build of Keycloak ICF 704 LB D7

ONAg ¥—DEEREFRE L THERT 2BE8. TAODJIAR 7 74 )%, Keycloak 74 A MY Ea1—

vavdproviders 74 LY N)—ICBARMICOE—T2RELHYF T,

6.3.JAX-RS ) V=22 T2V T F R EREEEADOEML
SUBNLS VI LEREL, BEREMRDZIRY Y I ETFRERRRYFERT 270

IC. javax.ws.rs.core.Context 7/ T — a VEAFERALAZIVTF AN T I DEARA Y MHTART

BIBRI N E L7, HiIFINZNR 74—V 2ADRERE LT BROSA 7H A4 7 )LFICTOFY —A

VRAY A EEBOMERT B2REDN RS RY, RITFOY 7L I3 ya—- FOENKIBICHIRIN S
ZENEFOLNET,

REDERBLIUVRBEA TV TV MIT VAT 2HENH B5HEIE. KeycloakSession 5 B %
NHDA VAV AZRIFTEDLIICRY F LT,

@Context

org.jboss.resteasy.spi.HttpRequest request;
@Context
org.jboss.resteasy.spi.HttpResponse response;

NIIUTICESH®ALONE LT,

KeycloakSession session = // obtain the session, which is usually available when creating a custom
provider from a factory
KeycloakContext context = session.getContext();

HttpRequest request = context.getHttpRequest();
HttpResponse response = context.getHttpResponse();

BMOaYTFFRXMT—413. KeycloakContext 1 VR VR BLTT VA LDNLEBTEE
_a—o

KeycloakSession session = // obtain the session
KeycloakContext context = session.getContext();
MyContextualObject myContextualObject = context.getContextObject(MyContextualObject.class);

6.4. 7= TONAT—BLCETIVOFHEEX Y v R
DBTICIEHR R 2o DDD A Y v KRB, Red Hat build of Keycloak THIBRI L E L 7=,
o RealmModel#searchForGroupByNameStream(String, Integer, Integer)
e UserProvider#getUsersStream(RealmModel, boolean)
e UserSessionPersisterProvider#loadUserSessions(int, int, boolean, int, String)
e Streamification LIEAITEMI /=M >4 —7 =1 X (RoleMapperModel.Streams 7: &)

o KeycloakModelUtils#getClientScopeMappings
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e KeycloakSession MIEHFTE X Y v K
e UserQueryProvider#getUsersStream X ¥/ v K
oo ROELD BWDEFEEMALONF LT,
e UserSessionProvider D—3B®M X/ v KA UserLoginFailureProvider IC#%&1L & L 7=,

o JIFL—1avAKL=ITANA T —IS5AD Streams 1 V49— =4 AHFEHEICAY
F L7k,

® Streamification-4 Y9 —T7 x4 AICA RN —ALAR—=ADAY Y ROADNEEFNBLDITRY

F L7,
=& ZIE. GroupProvider 1 ¥4 —7 4 ADIFHE:

@Deprecated
List<GroupModel> getGroups(RealmModel realm);

INIEEUTICEE]!AOhE L,
I Stream<GroupModel> getGroupsStream(RealmModel realm);

o —EBLNFTA—49—|EFftT - RealmModel " EBICRID/INSA—4H—ERB LD, X
VY RICH L THEGRNZ XA =S —IRFE/MIFNThbha LD ICRY F L,
=& 2 1E. UserLookupProvider 1 4% —7 =4 ADHFH:

@Deprecated
UserModel getUserByld(String id, RealmModel realm);

NIIUTICESHBALONE LT,

I UserModel getUserByld(RealmModel realm, String id)

6.41LEEINAVI—TIAZADY Xk
(0.k. I% org.keycloak. /v r—I %KL F )
e server-spi €2 a1—JL

o o.k.credential.CredentiallnputUpdater

o o.k.credential.UserCredentialStore

o o.k.models.ClientProvider

o o.k.models.ClientSessionContext

o o.k.models.GroupModel

o o.k.models.GroupProvider

o o.k.models.KeyManager

o o.k.models.KeycloakSessionFactory
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o o.k.models.ProtocolMapperContainerModel
o o.k.models.RealmModel
o o.k.models.RealmProvider
o o.k.models.RoleContainerModel
o o.k.models.RoleMapperModel
o o.k.models.RoleModel
o o.k.models.RoleProvider
o o.k.models.ScopeContainerModel
o o.k.models.UserCredentialManager
o o.k.models.UserModel
o o.k.models.UserProvider
o o.k.models.UserSessionProvider
o o.k.models.utils.RoleUtils
o o.k.sessions.AuthenticationSessionProvider
o o.k.storage.client.ClientLookupProvider
o o.k.storage.group.GroupLookupProvider
o o.k.storage.user.UserLookupProvider
o o.k.storage.user.UserQueryProvider
e server-spi-private €2 1—JL
o o.k.events.EventQuery
o o.k.events.admin.AdminEventQuery

o o.k.keys.KeyProvider

6.42. A NL—YBTOD) 2708 ) 0T

Red Hat build of Keycloak Tld&. API DERABERIET 27-DICKRERY) 7708 ) I fThhx
Lo CHIFBEEDI—RNICHEAEZF T, UTOEBEOHICIE, BBFEOI—ROEFHABVERED
EHYFET, UTOEIa Vv TISICFHELLHBALEY,

6.421 EJa1—IiEEDER

KeycloakSession D 2 b L —UHEEICEIT 2 W< DHD/INT Y v U APIDREINF Lz, TD—EB
358D, FEHER(L. FALEBHBRINF L, 3D0FHLVWEY 2 —ILAEAIN, server-spi. server-
spi-private. $ &£ U services EV 21— DF—FIEAI— R ZICHBELF L.

org.keycloak:keycloak-model-legacy
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User Storage API 72 E, LAY —ZNTDIRTY v APIBITRTEFNET,
org.keycloak:keycloak-model-legacy-private

A ML—2® *Manager 7 5 274, A—H—IARNL—VERBICAET S 714 R— NEEHNEF
ni’a—o

org.keycloak:keycloak-model-legacy-services
LAY —XA NP CEEBMET 2T RTORESTIY RRA Y MIEENET,

TcEZIE FILWEYV A —ILICBELZYV SR A HARYLI—HF—ANL =V ONSA ¥ —DRETH
ALTW2IEAIk, KERAREEHFLTCLEZOHRLVWEY 2 —ILEEHZRELIrHY T,

6.4.2.2. KeycloakSession DZE &
KeycloakSession '3t I F L7, KeycloakSession DLW\ DA DX Y v RAHIBRI N F L7,

KeycloakSession Zv ¥ 3 VICldk, HEDA TV M9 A TDTONA T —%5RETZ/0DD 4
vy RBEFhTWE LAk, & 2I1E. UserProvider IC

I&. users(). userLocalStorage(). userCache(). userStorageManager(). & & U
userFederatedStorage() "% Y £9, TDLDGKRIE. BEXYV Y NOERLEKRZIERT 2H0ED
HEIEFAREBICE >THhOYITKVWHREELGHY £,

INSDERICEY., users() XV v KDANH KeycloakSession ICFREFINF LA, LEDOHBDTA
TOHUHLIE, CTOXAYY RTEZIBRAZRENHYET, RUYDXAYV Y RIZHIBRINZF LA, AL
JEHERIE D/ — B, client() ¥ groups() R EDMDA TV MEED A Y v RICHEBERINE
¥, KEND *StorageManager() & & V' *LocalStorage() D XV v RIEZTRTHIBRINFE L, XDt
92avTR INSOECHLZHRLWAPIHICRITT25E LB LAY—API ZERT 5 HEIC
DWTERBAL Y,

6.4.3.BlF0 7 O/1N\4 ¥ —Di%1T

HIBRI7aX vV y RERUHIBWEE, BFEOTONSA Y —42BITI2HEEHY FHA, ThiFiF
EAEDTANA T —ICETIRFEY FT,

TONRAT—DBIRINZAY Y REFERLTWSA, O—AINRML—YEFEO—RILRML—DIC
&E L TR WS, HIFRS N7 userLocalStorage() 5 users() XV v RIZHEUOH LAZEET 3
DHIRBECTY, TITH EYVTAVADERISEFELTLEIW, O—AILEETHF vy arE
WO TVWBIHE, FILWAY Y RILF vy ahEFENELHTT,

BOanHIBRI NI APIANDOT7 72X D 2V R1 LI hizn
I session.userLocalStorage();

BT HUHRLTALAY—ZAML—J APIHICHEKEL TWARWEA. FILWAPIIC7Z V2R
ER-)

I session.users();

ARSI LTANA T —IEEDTONA Y —DE— KRBT EI2HREL’HZFHRTr—IATIE, FEHEES
T MADT VA%, LegacyStoreManagers 7 —49 A N7 7ONA ¥ —%FHL TRELZ
T, TNICEETZDIE. 7O —AO—HILRA ML=V ICEET7 VLR35, 7O/NS
F—hFr v a1k 2Fxy TETRHBERETT, TOHEE. LAV—FEVa—-IUATTOMXY D
—HTHIBEICDHMEATEET,

Bl HIBRINEZ APIICT VRT3
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I session.userLocalStorage();
#1714 LegacyStoreManagers APl 1t L CHi#EEICT7 V2R § 3
I ((LegacyDatastoreProvider) session.getProvider(DatastoreProvider.class)).userLocalStorage();

—EDa1—H%—2 ML —TED API I&, EE L org.keycloak.storage.UserStorageUtil IC5 v 7'X
nTwWEd,

6.4.4. RealmModel ~NDZE &

AV R

getUserStorageProviders. getUserStorageProvidersStream. getClientStorageProviders. getCli
entStorageProvidersStream. getRoleStorageProviders. & & U' getRoleStorageProvidersStream
NEIRINE Lz, ThoDAY Y RIIKEFETZI—RIE, ROELDITAVRIVRAEF v ANT B0
ErHYET,

BITARAPIAZEE I i/, I— KA RM I hizn

I realm.getClientStorageProvidersStream()...;
BITRAVRAIVRELHY— A VI —TIARICF ¥R IT S
I ((LegacyRealmModel) realm).getClientStorageProvidersStream()...;

E#kIC. LA RealmModel 1 49 —7 14 A ZERELTWT, INLHDAY Yy RzR#ETHI—FK
&, FrLWA >4 —7 1 X LegacyRealmModel #R&E 3§ 2MELIHYET, TDAI VY —T (1R
l& RealmModel D474 V44— x4 ATHY, VWXV Y REEATULWET,

BiTa WA Y9 — T 1M RE0—FHIEET 3
public class MyClass extends RealmModel {

/* might not compile due fo @Override annotations for methods no longer present
in the interface RealmModel. // ... */

}
BTRHLWA VY —T M R%E0—KHIRET 3
public class MyClass extends LegacyRealmModel {
Va4
}
6.4.5.UserCache 1 V9 —J7 A AL AV —FT 12— JLILEE

FTzMDFRY YV ART—HANY—ERICH L TEBNICARZH, 1 V9 —TM4R
UserCache 7' £ 1 —JL keycloak-model-legacy IC# &1L & L /=,

LAY —FEICKIFT 53— Kid, UserCache ICEET VAT ERENHY FT,

#8110 O— KA /31 )L X /R [source java,subs="+quotes"]
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I session**.userCache()**.evict(realm, user);
BiTiR: AP Z BEREFRHT
I UserStorageUitl.userCache(session);

LILLDEREE M) H—3 3I1C1E. UserCache APl ZFAHT 2KHYIC, IRVYENEN)H—FTBZ
EEMRFFLTLETY,

BRI O— KD ¥ v v > a1 API 2 {8 % [source,java,subs="+quotes"]

UserCache cache = session.getProvider(UserCache.class);
if (cache != null) cache.evict(realm)();

B17i%: #E3hib API 2T 3

I session.invalidate(InvalidationHandler.ObjectType.REALM, realm.getld());

6.4.6. :L_-'js_o)nlb\niEl *E%’:EE

d—H—DERAERIL. LRI session.userCredentialManager().method(realm, user, ...) /A L
TEEBEINTWE L, HLWAKETIE, user.credentialManager().method(...) % {& L F9, D
FRIE, SREBEHROMBEA I —F—D APIIEDIF2EHEDTHY., LILLAERMNL—YVICETE1—
Y —EREEERDBATOMFH ZRIIRE LTWEE A,

HWAPIFHIBRI N E L7,

BT HIBRI N APIICT VRT3

I session.userCredentialManager().createCredential(realm, user, credentialModel)
BITR:FLVWAPIICTIERT S

I user.credentialManager().createStoredCredential(credentialModel)

AR5 LD UserStorageProvider D154, UserModel #3893 & X2, FTLWX Y Y R
credentialManager() 2% 3 2 ENHY T, TD XY v NiE, LegacyUserCredentialManager
DA VRE VY RERTBENHY ET,

#17Hi: UserModel ICHT L WM X VY ¥ K credentialManager() DX B4R 78, aA— KAV /1)L
Thiawn

public class MyUserStorageProvider implements UserLookupProvider, ... {
Va4
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

}
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1
}
}

81718 L > — R M 7H® API UserModel.credentialManager() #5249 %

public class MyUserStorageProvider implements UserLookupProvider, ... {
Va4
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

}

@Override
public SubjectCredentialManager credentialManager() {
return new LegacyUserCredentialManager(session, realm, this);
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BLIBEHRY LT —TDBIT
BIE HRAY LT —DBAT

715 LWEEBOYY —)L

FLWEE YV —) (keycloakv2) [E React ZfFA L THEEIhTWE T, GdVWEEIVYY—IL
(keycloak) (&, D LAENCHR— MAET L7z AngulardSIx THEEIhTWE LA, LEDF>T. L
AVY =R ENZIRT 2T —IHOORITTEIHERHY FHA, ERXT—VOEEIVY—ILERE
CEBRTHR—PFPINTWEHA,

72.5iLW7hovyhavy—IL

FLW7ZAhV Y baYY—Jb (keycloakv2) I& React Z A L THEBEINTEY., LYENI—HF—
IVARYIVRAERBLET, HVWTHT Y OV Y —)b (keycloak) &, EAXMRHY —N—@F> S
L—MEERALTHEEINTWELAL, LED>T, VWAV Y =P TN EHRYT 27— H 5817
TEHEEHY FHA,

73. 004 57— D17
F—=TIF, OTAUR=JETAIYRNAVY —IILONRABZET Z-OICFEAINET,

HAILT—EERELEEFTEEE, FIT VY TL—bad—N—F4 RTB&EE. EILMA
VFVTL—NESEILT B EBHRIBENHYET, ThE5OTYTL— NI
${KC_HOMEY}/lib/lib/main/org.keycloak.keycloak-themes-${KC_VERSION}.jar IC#H Y. ZEED ZIP
T—hATY = EFERLTHACIENTEET,

start-dev #{FAH L TH—N\—%2HBE—RTETIT D&, 7—IDVFvrvaIhiaWniced, TEEF
ICH—N—%BEEFT I ERBRIIT—IERIETCEET,

ARG LT—EAVAN=ITBITNE, 7= 774N %EIJARTZ7AILELTNRYyT—ILT
${KC_HOME}/providers 7«1 L U ) —ICECE T 5H. 7 71 L% ${KC_HOME}/themes 71 L 7 b
)—ICEHEIE—F 20 % RBIRTEET, EB0DHFEE. T—N"—DKRDB2T77MLULBELTT1 LY
MY —EEDFEMIE. b—N"—FEREAM K EZSRBLTLEIN,
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BE8E 7 v 7R MY —L®dDKEYCLOAK H 5 RED HAT BUILD OF

KEYCLOAK 22.0 ~D#1T

IN—3 3> 22 LB, Red Hat build of Keycloak & 7 v 72 b)) — LD Keycloak MREIZH T HMAEWLA
BELEYT., HERIIRDEBY T,

o 7w TAKNY—L®DKeycloak DIFE. BT —T 14 7 7V M keycloakorg IZHY £9, Red

Hat build of Keycloak DIZ&. BH7—714 777 ME RedHat AR Y —R—4% )L ICHY F
ERS

Oracle BLUMSSQL TF—IR—XARSAN—=|&, v TA MY —L®D Keycloak IZ/X> KL
INTWE I H. RedHat build of Keycloak IZI&/XY KILEhTWEHA, INH6D KRS A
N—=HAVARN=ITEHEDHEMBFIBICOVWTIE, T—IR—ADERE A#BRBLTLLES
(A

e GELF O /\r K5 —IE, RedHatbuild of Keycloak TIEFERATE £t A,

B0 RIE. 8179 % Keycloak D/X—T 3 > & Keycloak 1 YA R—ILDF A FILL>TEARY F
¥, EMIE. LToEIYavEBSBLTLEIWY,

8.1. KEYCLOAK X—< 3 v D—E

#1770t RIE, #8179 % Keycloak D=V 3 VILL>TERYET,

e Keycloak 7AY =¥ hM/X— 3 > H' Red Hat build of Keycloak D/N\—Y 3 ¥ & —HT %356

l&. Red Hat 1 A% ¥ —7/K—4% )L @ Red Hat build of Keycloak 7—F 4 7 77 N &FERAL T
Keycloak Z#%1T L £,

Keycloak 7BV 2 hDNR—=Y 3 UHAFHWA—=T 3 Y DIFE I, Keycloak 7y 77 L—KAA
K %A L T Keycloak #7 v 74 L— K L. RedHat build of Keycloak /N\—Y 3 > & —HF 3
£HICLEYT, TDHE. RedHat HRAY Y —R—%IL OT7—T4 779 N%HH L T Keycloak
EBITLET,

Keycloak 7B =¥ kM/X—< 3 > H' Red Hat build of Keycloak D/3A—2 3 > L Y KX W5
&. Red Hat build of Keycloak IC#1T3 5 2 &IETE FH A, KDY IT, RedHat build of
Keycloak @#F L WF 704 X > N %&{EE T %D, Red Hat build of Keycloak 5% ®d ') 1) — R
ERFBEY,

8.2.KEYCLOAK A Y 2 b =)L DY A4 FTICED K #1T

— BT BZN—U3VDKeycloak EHE LD, 1 VAM=ILDY A FITEDWT Keycloak ##17 L £

ER
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Keycloak # ZIP 74 A M) Ea—> 3 uh b4 Y A M—=J)L LEGEIK, RedHat h R ¥ v —
K= DOF7—714 779 b%aFERALTKeycloak #2817 LX T,

Keycloak Operator 7 704 Liz&iE. ThE7 >4 VXA M—JL L. Operator i1 K %{F
FA L T Red Hat build of Keycloak Operator 4 Y A h—JLLE ¥, CRIE. 7Y TAKY—LA
M Keycloak & Red Hat build of Keycloak & DB TE#MELHY £,

ARG LY==V T F—A4 A=V %ER LTIHEIE. Red Hat build of Keycloak 4 X —<
EHEEALTEREBEIRNLEY, OV 7F—AHATOKeycloak DEIT 2SR LTI,


https://www.keycloak.org
https://access.redhat.com/products/red-hat-build-of-keycloak
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_keycloak/22.0/html-single/server_guide//#db
https://access.redhat.com/products/red-hat-build-of-keycloak
https://www.keycloak.org/docs/latest/upgrading/index.html
https://access.redhat.com/products/red-hat-build-of-keycloak
https://access.redhat.com/products/red-hat-build-of-keycloak
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_keycloak/22.0/html-single/operator_guide/
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_keycloak/22.0/html-single/server_guide/#containers-

HOE TDMDELETE R

FOE ZDMODERETES

9.1. 7 ZANATT 7 #I)V b THIAFEEZAR JAVASCRIPT TV VY

BIEID/N— 3 >~ Tld, Javal7 T Keycloak % JavaScript 7O/NA ¥ — (R4 ) T NEREEY AT A,
JavaScript BAI/R) ¥ —, FLIEZOIDCHLIUVSAML 7 Z47 Y NEDRZ ) ZFhFOMalT Yy
IN—=) EEBIFERT %A, JavaScript LYY VAT 4 AR Ea2a—2avIldE—T2RELNHY
F L7k, INIEFAEIZARY £ L7, RedHat build of Keycloak %t —/Y—TI&. Nashorn JavaScript T~
VVETIAINNTHRETESLHDTY, RV N FONA ¥ —%7704F %HBE. Nashorn DR

YT hNT VIV EFTDEREFEFBBZR%E Red Hat build of Keycloak 74 A R Ea—> 3 vIZJE—LAW
JEEHELITT,

02. ZAINEE IN/ KEYCLOAK BB YV SA TV NT—FT14 770 K

Jakarta EE ~ND7 v UL — K% T, Keycloak BBV SA 7Y NDT7—T1 777 b, REBA
RTIEEERBLT, JYUDDNYPTVWEFNIEEINZ L, 72720, 2 DDFHED Keycloak BV 5
A7V MDBIEMEIBFEELTVWET, 1Dk JakartaEE DY R— M EEZ, £ 1DI& JavaEE DY
R—MEHBATWET,

org.keycloak:keycloak-admin-client-jakarta 7 —75 1« 7 7 7 bE ) ) =X I hix{ QY X LT,
Jakarta EE OH#R— k %ﬁ*it?‘? 4 ) b D Keycloak BV 514 7~ ME. org.keycloak:keycloak-
admin-client (/X— 3> 22.0.0 LA[%) T9,

JavaEE DY R—MEBAZFHLWT—7 1 7 7 7 bid. org.keycloak:keycloak-admin-client-jee T
ER

9.2.1. Jakarta EE D R— K

JavaEE DY R—MEBAZHFLWT—7 1 7 7 7 bid. org.keycloak:keycloak-admin-client-jee T
9, Jakarta EE OHR— b

BATAI:
<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jakarta</artifactld>

<version>18.0.0.redhat-00001 </version>
</dependency>

BiTtk:

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>22.0.0.redhat-00001 </version>
</dependency>

9.2.2. JavaEE OHR— b
B1Ta:

I <dependency>
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<groupld>org.keycloak</groupld>

<artifactld>keycloak-admin-client</artifactld>

<version>18.0.0.redhat-00001</version>
</dependency>

BiTtk:

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jee</artifactld>
<version>22.0.0.redhat-00001</version>
</dependency>

9.3. 754 7> h® ADVANCED SETTINGS O VAR H 5dD NEVER
EXPIRES # 7> a3 >~ DHI

Never expires & 7> 3 >~ »* Advanced Settings 7 54 7Y 9 TDETRTDIVRHSHIBRINZE
Lo BEOBWHECT A RILS A LT ML, BERTIRAL, —RPUQR1I—Y—tvarvelL
WABICE > THIBRINZ 72D, TOF TP avEFBREEBVTVWELE, LEK>T, 2OF T3
VIEFEY D 2 DDA T 3~ TH B Inherits from the realm settings (— IR LIV LS A LT MDY
92472 NTERAINS) & Expiresin (BN A 7Y R TH—N—F4 FEINB) DOHICHIRS
nZE L7z, AEBBIICIE. Neverexpires |& -1 TRINTWE L, COEREEIV Y —ILIZES
EBICRRINDZLDICAY, EEENBERIETZIELETEEEA,

9.4. X—I)L7 RLZADF L WIL—ILE L VFIFRE DIREE

Red Hat build of Keycloak IZ. X—JL7 KL Z{ERICEAT 2FH LWIL—ILASEIMI N, X—ILT7 KL R
ERBFIC ASCII XFAFATESLDICRYE LA, £, X—ILT7 RLZ2OO—HILES (@ D) I
WL Te4XFDHRAFLLEITONE L, TDdH., THNEBREEZERBLTA—ILT RLAD
O—ALEBPORRREHRET 27012, #L\LW/I5 X —4% — -spi-user-profile-declarative-user-
profile-max-email-local-part-length 2EMMI N FE L7z, 77 #J)L MEIFX 64 TY,

I kc.sh start --spi-user-profile-declarative-user-profile-max-email-local-part-length=100
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