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REDHAT K¥a XY hADT7 41— KRy Y (RFEDH)

REDHAT RF¥a XY MADT 4 =Ky I (HEDH)

h
RedHat R¥ 2 XV MIET B IBRPIREZEF LIV, Tk WERDHNEBHOEK
TN,

JirahoDT7 14— KRy IEEFE(FTHhD Y FHRE)
1 JiraDWeb¥a MIOJA4 2V LET,
2. EBOFES—2 3 /N—TCreatex V') v I LET,
3. Summary 7 1 —JL RIZhHYPTWVWI A MLZABLET,

4. Description 7 4 —JLRIZ, RFa XY MOBREBEIAIZTEREZRBALTLCLEIL, K¥a
AV NDERYIAADY) VI EHEBMLTLEIN,

5. 14707 DTFERICH S Create 20 ) w7 LEF T,
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%13 DOVECOTIMAP 8 L U'POP3 H—/NN—DBRE L EHE
Dovecot i, E¥ a1 F 4 —4EHRTEE/NT+—IVADA—IEETI—T TV b (MDA) TY,
IMAP 721X POP3 E# DA —IJL Y 54 7 M %={FRA L T Dovecot —/NN—|[lHEEfHE L. A—ILEZEAT
Y& vao—RKRLEZYTEET,

Dovecot M F 2 #4aE

o FXalT (4 —%ZEHRT LR EERR

o KIBIBETONRIA—T VR A2EEIEZLHIC. BTAMEERTINAAL ) 74—
vavEHR—b

o ZNTF—TVADdbox A —ILRy V7 AR IFTTHRL, ERMEDERD S mbox & Maildir
HHYR— bk

o MIBLAA VT YIRI7AILDIEBERE DB CIEEKEE
o |IMAP EEEADEH

o IMAPBLUPOPIISAT7Y NDNTALOET B7=-ODOEEA T R— K

1.1. PAM 25 % £ L 7= DOVECOT # —/X\— D& E
Dovecot &, Z—H#—F—4 R—2 & L T Name Service Switch (NSS) 1 ¥ —7 =14 A& HR— |
L. 888E/Nv 2 T K& L T Pluggable Authentication Module (PAM) 7 L — L7 —2 % HR— ML Z
T ZOEREICLY., Dovecotld. NSSZN L TH—/N"—LtTcO—ANICFIBAERERI—Y—ICH—
EXZRHTEET,
THAIY MDRDGBEICPAM BRI AERALE Y,

o Jetc/passwd 7 7 A L TCO—ANICERINTWS,

o JE—FT—HIR=RIRFEINTWLSBAH, System Security Services Daemon (SSSD) & 7= 1
ZTOMDNSS 75714 v ENLTO—HITHEATE S,

1.1.1. Dovecot DA A b—J)L
dovecot Ny —JIELUTARHELE T,

e dovecot F—EREETNZEEITZ21—FT1)T1—

® Dovecot A VTV RTHIAT 2 —ER (BREERE)
o H—NR—YARNX=ITANE)VIREDTZTAY
e /etc/dovecot/ T4 LV N)—DERET 7ML

e /usr/share/doc/dovecot/ T4 LV K )—D RKFa AV bk

FIR

e dovecot/N\vHr—VBHEAVAMN—ILLET,

I # dnf install dovecot



%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

= -1o)
Dovecot BN TICA VA M—=ILINTWVWT, V) —VRBEIT 741 ILDBERLE
&, /etc/dovecot/ T4 LV M) —AZRIEETEZNEIRLTLEIL, ZD
B, Ny —VBAVAMN=ILLET, BRE7 71 ILZHIBRLAWE, dnf
reinstall dovecot 1~ > K& /etc/dovecot/! DR ET7 7 (L&) vy NLEFHE
Ao
1.1.2. Dovecot 4 —/N\—T®D TLS EE St D& E
Dovecot idEFaT7RT 7 AIMREERBELET, LEAIK TLSIET 74 MTEMICR>TS
Y, RIIBEREBSIEINLT—9 %522y NT—IBATERFLZE T, Dovecot —/N—T TLS %%
ETBICIE, FEFAZEMBR I 7 A ILADNNREZRET ST TYT, I 5T, Diffie-Hellman /35 X —

& —%EmR L TER L. Perfect Forward Secrecy (PFS) #1295 2 & T, TLSEHKDEF 1Y
T4 —%&BIETEET,

AR
® Dovecot M VA RM—ILINTWVWET,
¢ RDI77AID, H—N—LDYXMINEGMICAE—INF L,
o H#—/\—iEBAE: /etc/pki/dovecot/certs/server.example.com.crt
o TR /etc/pki/dovecot/private/server.example.com.key
o FREE/ (CA) isEHAE: /etc/pki/dovecot/certs/ca.crt

o H—/N—ZEBAE D SubjectDN 7 1 —JL KDFKRR M&IE, H—NR—DRLEBM RN A1 VA
(FQDN) &—H L 9,

o H—N—NPRHELO2LABEZZEITL. FIPS E— RABMICR>TWBHAIC, V74TV MDY
Extended Master Secret (EMS) #L5RHEREZ B R— M L TWLW S A, TLS13 2R L TW 3,

EMS Z (A LAWTLS 12 #imld kM L £ 9., FFfllld. RedHat F Ly PR—22Y1)a1—2 3
> TLS extension "Extended Master Secret" enforced Z&B L TL I W,

FIa
L BRI 7AIVICEF 2 TREREZRZRELE T,

# chown root:root /etc/pki/dovecot/private/server.example.com.key
# chmod 600 /etc/pki/dovecot/private/server.example.com.key

2. Diffie-Hellman /XS X =4 —%FRALT7 71 ILEEMRLZ T,

I # openssl dhparam -out /etc/dovecot/dh.pem 4096

Y—NRN—DN—RKRoz7ET bOE—ICL > TIE, 4096 Ev D Diffie-Hellman /35 X —
H—5ERTDDICHDDIDBIGELHY T,

3. /etc/dovecot/conf.d/10-ssl.conf 7 7 1 L CEEBAZ S MBI 7 1 ILAD/NI A EHZRELF T,

a. sslcert 5L U ssl_key /NTA—9—%EH L., Y—/"—DiAZ L MBERAND/NX % F
AT3LIICKELET,


https://access.redhat.com/solutions/7018256

Red Hat Enterprise Linux 9 X —JLY}—R—DF7FO4A

ssl_cert = </etc/pki/dovecot/certs/server.example.com.crt
ssl_key = </etc/pki/dovecot/private/server.example.com.key

b. ssl_ca/NSA—4—% XY MEMRL., CAGEBAEANDNRZEATH LI ICREL X
-a—o

I ssl_ca = </etc/pki/dovecot/certs/ca.crt

c. ssl dh /XS A =4 =% X MNMRR L. Diffie-Hellman /S5 X —4—T7 74 JLAD/NR %
FRITDLIIERELET,

I ssl_dh = </etc/dovecot/dh.pem

BF

Dovecot N7 7 A ILDNSNT A —H —DIEEERICTEAIND LD ICT BITIE, /8
ADEBIC < XFEMIFBIRELGHY T,

BIER R

e /usr/share/doc/dovecot/wiki/SSL.DovecotConfiguration.txt

NI REI—Y—%EHET %7-HD Dovecot D#EfiE

F74JU M TlE, Dovecot Iz —ERAFRATDZI—F—ELT. Z77MIVRATLETELLDTY
2 avEEFLEY, L. TAOO—AIL A —A2FRHLTINSDT I aVvEaETTELD
ICDovecot Ny VTV RAERET S &, EROFIALNHY X7,

e Dovecotld, 1—H—DID(UID) ZFEATZRDLYIC. FEOO—HII—H—&LTT 74
WORTFAT I avaERIFTLET,

o I1—H—|f, Y—N—LETO—AHIICFIBTEZ2REEIHY FHA.

¢ TRTDA—JIAYIREA—Y—FEEDT77A4ILET1DDIL—KTa LI MN)—ITRETE
i’a—o

o 1—H—(FUID&JIL—TID(GID) Z#EE LWL, BEBEEIBRINES,

o F—N—EDITF7AINVRATALILTIVERATEZ - —F. ThHDIT7AIIIITIEAT
TRWED, A—IVRY IRAPA Ty I RAEBRICI LT AEMEIEHY FEA

o L= avoty b7y FIELYEETT,

AR

® Dovecot N1 VA KMN—ILINTWVWET,

FIE
1. vmail 2—H%—%/ER L F T,

I # useradd --home-dir /var/mail/ --shell /usr/sbin/nologin vmail



%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

Dovecot (3BT DA—H—%FHLTA—IARY I REEEBLFEFT, X271 —LDE
BAS., TOBEMT dovecot F7z1d dovenull > R F A1 —H—AFHLALWVWTLLEIWL

2. Ivar/mail/ LA DN %= ERT 2551E. £NIC SELinux I~ 7F X b mail_spool_t 5% E L
x9, fi

# semanage fcontext -a -t mail_spool_t "<path>(/.*)?"
# restorecon -Rv <path>

3. /var/mail/ ~NDE XA HER%E vmail T ——ICOH TS5 L F T,

# chown vmail:vmail /var/mail/
# chmod 700 /var/mail/

4. /etc/dovecot/conf.d/10-mail.conf 7 7 {1 JL.MD mail_location /X5 XA —4—% X MEFRL.
XA—=I)VIRY J ZDHR EGFRZEZREL T T,

I mail_location = sdbox:/var/mail/%n/

e Dovecot I&. single E—RTENT7+—<T VXD dbox X —J)LRy I AEXAFERAL X
T, TOE—FTIE, F—EXRE maildir BXERA#KRIC, EX—ILZ@RIOT 7 1 ILITEKR
FLET,

® Dovecot [F/SAKHD %n B A 1 —HF—RKICHELEFT., chidk, 21— —>>0 A=)l
Ry ZBICAEANDT 4 LI M) —%FHFDOLIICT BHDICHETT,

BIER R

o /usr/share/doc/dovecot/wiki/VirtualUsers.txt
o /usr/share/doc/dovecot/wiki/MailLocation.txt
o /usr/share/doc/dovecot/wiki/MailboxFormat.dbox.txt

o /usr/share/doc/dovecot/wiki/Variables.txt

1.1.4. PAM % Dovecot SRif/N\v VTV RE L TERAT 3

T 7 # )L b TlE, Dovecot I& Name Service Switch (NSS) 1 V¥ —T7 4 A& 1 —H—F—HIR—2 &
L Tf#EA L. Pluggable Authentication Module (PAM) 7 L — A7 — 9 %ZB5E/N\v VT K& LTHERL
7,

BREENRITA XL T Dovecot ZERIBICEGIE, REI—HY—HEsFRLTEEEZHBRELE
-a—o

AR
® Dovecot N1 VA KMN—ILINTWVWET,

o RIEI—H—HENREINTWVWET,

FIR
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1. /etc/dovecot/conf.d/10-mail.conf 7 7 1 JL @ first_valid uid /X5 X —4% —%&#H L T,
Dovecot ICX L CRRAETE 2 /ND1—H—ID(UID) ZE&ZL F 7,

I first_valid_uid = 1000

T7AIBNTIE 1000 L EDUID #FD22—H—DREAAZITDIENTEEY, BEILGL
T. last_valid _uid /S5 X —4 —%3%E L T, Dovecot AT A VAFHFA T ZRADUD 2 F
H£ITBHIEHETEET,

2. letc/dovecot/conf.d/auth-system.conf.ext 7 7 1 JL T, XD & 5 IC override_fields /35 X —
#—% userdb V2 3 VITEMLET,

userdb {
driver = passwd
override_fields = uid=vmail gid=vmail home=/var/mail/%n/

}

BEEED7=8®. Dovecot |E /etc/passwd 7 7 1 LD SN LDEREEIV T —LEHA, TD
7=, letc/passwd ICEZEINTZR—LTA LI N)—DFEETI2REIFIHY FHA

BIERHR

o /usr/share/doc/dovecot/wiki/PasswordDatabase.PAM.txt

o /usr/share/doc/dovecot/wiki/VirtualUsers.Home.txt

1.1.5. Dovecot B ED5E T
Dovecot #4 Y A h—JLLTERE LS, firewalld Y —EXATRERR— MN2BE, H—EX 5254
ICLCHRLET, TDE. U—N—%TFTAPMNTEZXT,
AR
o LRI Dovecot TEREINTWE T,
o TLSHEESIt

o FEREENYIITVR

o U547 MNIFRELER (CA) SEFAZE 288 L £,

FIR

1. IMAP FIEPOP3IH—ERDH % 1—H—ICIRIET 515513, /etc/dovecot/dovecot.conf
74 I)L®D protocol /X5 A —4—% XY MERL, HBLATORNIIVICEELEFT., & X
L;t POP3 A MEE LR WERIE. ROLDIHKELFT,

I protocols = imap Imtp
T 74 T imap. pop3. LW Imtp 7O MU EMITR>TWVWET,

2. A=A T 74 T794—ILTR—-—MNEREET T, =& ZIE. IMAPS, IMAP, POP3S, 8& T
POP3 7O MIIDAE— M ERALICIE. RDEIICAALFT,



%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

# firewall-cmd --permanent --add-service=imaps --add-service=imap --add-
service=pop3s --add-service=pop3
# firewall-cmd --reload

3. dovecot —ERXRE=AMICLTHBLET,

I # systemctl enable --now dovecot

i3
qEI-I'l

1. Dovecot IC¥Ef L TA— )l/%ﬁﬁ‘,@‘:‘i\ Mozilla Thunderbird 8 ED X —IL Y 54 7> M & {EH
LET, A= 54 7Y bDEREE. FHEITZ7OMNINICE>TERY T,

F1.1Dovecot —/RN—ADEHGHRT

Jokan BEst¥aVr7q—

IMAP 143 STARTTLS PLAIN(E]
IMAPS 993 SSL/TLS PLAINL]
POP3 110 STARTTLS PLAINLE]
POP3S 995 SSL/TLS PLAINLE]

[a] 7 A7V b TLSEBEN L THESEINAT -9 ZXBLET, LD > T, RBIFEREFETINE
TA.

F74IV NTlE, Dovecot IETLS AFAHALAWERTIETL—YFF XA MNRAEZIFANL WL
e, ZORICIEBSEINTVWAVWERDOFREN ) ARINTVWAWI EITFRLTLES
LN,

2. T2 MNUADEEESOREERRLET,

I # doveconf -n

BEE R

o I 27 L E® firewall-cmd(1) man R—2

1.2. LDAP :25F % {#FH L 7= DOVECOT #—/N\—Dty N7 v

AVISANSGVFv—DLDAP H—N—%FRHLTT7HT7 Y M2 REFELTWVWSRIGEE., TNICFLT
Dovecot 1—H—%FRETXET, COFE. 7HOVNETA LI N)—TEFEET E/-H, 1—
' —I(d Dovecot —N— LD T 7 ANV AT ALICA—AITT IV ERTEZREEHY FH A,

BHD Dovecot —/NN—A L Y H5r—2 30Ty MNPy LT, A—IRy O RAETREMKICT S
FENHBZIGEICEH., EFBEEINLETATY MIFIELrHY £,
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1.2.1. Dovecot D1 A h—)L

dovecot Ny —JIELUTARHELE T,

FIR

dovecot ¥ —EREENZEETH1—FT14 )T 14—
Dovecot A V7YV RTRHAYT 2 —E X FREIA )
HP—NR—H A RX=WTANI )V TREDT S T4 Y
letc/dovecot/ T4 LU M) —DEET 71 I

/ust/share/doc/dovecot/ 74 LV Ry —D RKFa1 AV b

dovecot N\wH—I AV AMN—=ILLET,

I # dnf install dovecot

-

R

Dovecot AT TICA VA M—=ILINTWT, 7 )—VRBRET 71 IHIRERS
&L, /etc/dovecot/ T4 LU N —AZEIEETHMNHEIBKLTLLEIWN, ZOD
B Ny T—IBAVAMN—ILLET, BEZ77MILEHIRLAWE, dnf
reinstall dovecot O < > KX /etc/dovecot/ RDRET7 71L&y ML EFH
Ao

1.2.2. Dovecot H—/X—T®D TLS BES{L D& E

Dovecot lFZF a7 RTI7AIMREZRBLET, LEZE, TLSIET 74N NTHEMICAR >TSS
Y, BREIEREBERILINIT 9522y NT7—UBHATERFLET, Dovecot —/X—T TLS % 5%
ETBICIE, FEFAZEMBR I 7 A ILADNNREZRET ST TY, I 5II, Diffie-Hellman /85 X —
& —%EmR L TER L. Perfect Forward Secrecy (PFS) #1295 2 & T, TLSEHKDEF 1Y

T4 — %@L TEET,

AR

® Dovecot M VA RM—=ILINTWVWET,

¢ RDI77AID, ¥—N—LDYXMINEGMICAE—IhF L,
o H#—/\—iEBAE: /etc/pki/dovecot/certs/server.example.com.crt
o FBERHE: /etc/pki/dovecot/private/server.example.com.key
o FREE/® (CA) isEHAE: /etc/pki/dovecot/certs/ca.crt

o H—/\—3BAE® Subject DN 7 1 —JL RKDRR h&IE, H—N—DRLEMR XA VE
(FQDN) &—H L 9,

o H—/N—HRHELO2LUEZZEITL. FIPS E— RABMICLo>TWBIHRIC, V74TV N

10

Extended Master Secret (EMS) #L5RHEREZ B R— M L TWLW S D, TLS13 2R L TW 3,
EMS Z (A LAWTLS12 #imld kM L £ Y., FFfllld. RedHat F Ly PR—22Y1)a1—2 3
> TLS extension "Extended Master Secret" enforced Z&B L TL I W,
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%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

FIa
L BRI 7AIVICEF 2 TREREZRZRELE T,

# chown root:root /etc/pki/dovecot/private/server.example.com.key
# chmod 600 /etc/pki/dovecot/private/server.example.com.key

2. Diffie-Hellman /X5 X =4 —%FRALT7 71 ILEEMRLZ T,

I # openssl dhparam -out /etc/dovecot/dh.pem 4096

Y—N—DN—RKRoz7ET bOE—ICL > TIE, 4096 Ev D Diffie-Hellman /35 X —
H—5ERTDDICHDDIDBIGELHY FT,

3. /etc/dovecot/conf.d/10-ssl.conf 7 7 1 L CEEBAZ S BB T 7 1 ILAD/NX A EHRELF T,

a. ssl_cert 5L U ssl_key /NTA—4—%BH L., Y—/"—DiAZE L MBERAND/NX % F
AT3LIICKELET,

ssl_cert = </etc/pki/dovecot/certs/server.example.com.crt
ssl_key = </etc/pki/dovecot/private/server.example.com.key

b. ssl_ca/NSA—4—% XY MEMRL., CASEBAEANDNRZEAT S LI ICKREL X
_a—o

I ssl_ca = </etc/pki/dovecot/certs/ca.crt

c. ssl dh /XS A =4 —% X NMRR L. Diffie-Hellman /S5 XA —4—T7 74 ILAD/NR %
FRITDLDIERELET,

I ssl_dh = </etc/dovecot/dh.pem

BF

Dovecot N7 7 A ILDSNT A —H —DIEEERICTHAIND LD ICT BITIE, /8
ADEBIC < XFEMIFBIRELGHY T,

BIER R

e /usr/share/doc/dovecot/wiki/SSL.DovecotConfiguration.txt

123 REBA—H—%{FH T %7-HD Dovecot D#{iF

T 7 #I)U NTlE, Dovecot lgH—EREZFARATZ1I—H—ELT, 7274V RATLETEHLDTY
vaveEERFLET, L. IAOO—AL I —A2FALTINODTIaVvEETTELD
ICDovecot Ny VTV RAERET S &, EROFALNHY X7,

e Dovecotld, I—H—DID(UID) ZFEATI2RHLYIC. FEOO—HINI—H—&LTT 74
WORTFAT I avaERIFTLET,

o I1—H—|f, Y—N—LETO—AHIICFIBTEZ2REEIHY FHA.

1
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o TRTDA=INARYIREA—Y—BEHEDI77M4ILE1DDI—rFT4 LI N)—=IIRETE
i-a_o

o 1—H—(FUID&JIL—TID(GID) Z#EE LAEWEd), EBEEIBRINET,

¢ F—N—EDITF7AINVRATALILTIEATEZ - —F. ThLDIT7AIIIITIEAT
TRWED, A—IVRY IR A VT Y I RAEBRICI LT AEEIEHY FEA

o L= a vty b7y FIELYEETT,

AR

® Dovecot N1 VAKMN—ILINTWVWET,

FIE
1. vmail 2—H%—%/ER L F T,

I # useradd --home-dir /var/mail/ --shell /usr/sbin/nologin vmail

Dovecot (3BT DA—H—%FHLTA—IARY I REEEBLFEFT, X271 —LDE
BAS., ZOBEMT dovecot F721% dovenull Y RF L1 —H—AFRHLAWTLLEI L,

2. /var/mail/ LA DR = FHT 23551, £HICSELinux Y7 F X b mail_spool_t %% E L
£, fl:

# semanage fcontext -a -t mail_spool_t "<path>(/.*)?"
# restorecon -Rv <path>

3. /var/mail/ ~DE XA HER%E vmail 2 ——ICOHFELF T,

# chown vmail:vmail /var/mail/
# chmod 700 /var/mail/

4. /etc/dovecot/conf.d/10-mail.conf 7 7 1 JL.MD mail_location /X5 XA —4—% X NMERL.
A=)y V) ADHREBRZHREL TS,

I mail_location = sdbox:/var/mail/%n/

e Dovecot I&. single E—RTENT7+—< VXD dbox X —JLRy I AEXAFERAL Z
T, TOE—FTIE, F—EXRE maildir BXE@A#KRIC, EX—ILZ@RIOT 7 1 LI
FLET,

® Dovecot [F/NAHD %n B A 1 —HF—RKICHELEFT., chidk, 21— —>>0 A=)l
Ry ZBICAEANDT 4 LI M) —%FHFDOLIICT BHDICHETT,

BIER R

o /usr/share/doc/dovecot/wiki/VirtualUsers.txt

o /usr/share/doc/dovecot/wiki/MailLocation.txt
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o /usr/share/doc/dovecot/wiki/MailboxFormat.dbox.txt

o /usr/share/doc/dovecot/wiki/Variables.txt

1.2.4.LDAP % Dovecot FREE/N\v VTV K& L TERT S

BE, LDAPTA LY MN)—RHDI—H—E, T4LIKMN)—H—ERICHLTCESPBEEARIATEE
9, Dovecot . ZThAaFALT, 1—4%— b‘IMAPiT\_LiPOFG*T ERicOy4 338, 1—
Y- TIFET, CORMAEICIE. ROEBY, ZLOFELHY F£T,

o TEEEIZ, TA4LI/KN)—TCA—HY—-AEFEETIZT,

o |[DAP 7 ATV MK, FHLBHIIHEHLY FHA, LDAP Y —N—NDLREETITEHE
NTCENE+LTY, LA 2T, ZOAEIE, LDAP H—NR—THEAINDZNNRAT— KNRE
FREIFEBEFRTY,

e 11— —I[&, Name Service Switch (NSS) 1 ~ 4 —7 4 X & Pluggable Authentication

Module (PAM) 7L —A7—# %N LT, H—N—ETO—HLICHETE 2 REEHY Tt
/‘JO

(1} =355

® Dovecot M VA M—=ILINTVLWET,

o REI—Y—HENREINTVWET,

o [DAP H—/N—~D#EmlE., TLSESEEYR—MLZET,

® Dovecot % —/S—_E® RHEL {&. LDAP #—/X—®DE35L/E (CA) SIBAZ %538 L £ 7,

o 1—H—NMNIDAPTALIN)—DERZYVYY—IREINTWVWBHE, T4L 7N —%
Y 272D Dovecot EAD LDAP 7 AV Y MFELE T, TOF7HVY MIE, fthoa1—
H—DFHA%E (DN) ZH8FET HHERIVETT,

® MariaDB #r—/N—A"RHEL 9.2 LA ZEITL. FIPS E— KABMIIR>TWBIHFE., D
Dovecot #—/3—{Z% Extended Master Secret (EMS) ¥:3RH&EE%# Y R— Mg % H, TLS13 % &

BLEY, EMS ZHEALGAVWTLS12 #iRldLkM L EY, Flld. RedHat L v IR—2Y
1) 22— 3 Y TLS extension "Extended Master Secret" enforced Z#ZM L T I L,

FIR

1. /etc/dovecot/conf.d/10-auth.conf 7 7 1 L CEREF/Ny VTV RARELE T,

a. NEA auth-*.conf.ext RNy VTV RERET7 71D include AT — KM XV hAEO XY
R7ORMNLET, RICHIZERLET,

I #linclude auth-system.conf.ext

b. ;ko)¢i—%:|)( I\ﬁLFlZ%L/—C LDAP muIE%ﬁJijbiTo

I linclude auth-ldap.conf.ext

2. /etc/dovecot/conf.d/auth-ldap.conf.ext 7 7 1 L Z#wE&E L. JRD & S IC override_fields /X5
X—%&—%userdb £V aVITEMLET,
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userdb {
driver = Idap
args = /etc/dovecot/dovecot-ldap.conf.ext
override_fields = uid=vmail gid=vmail home=/var/mail/%n/

}

EEEDH, Dovecot & LDAP H—N—M5 LD/ EEIVT)—LEFHA, LD
T. IhHDEMEEEETIHEREHY EHA,

3. JRDE&E T /etc/dovecot/dovecot-ldap.conf.ext 7 7 1 L &AER L £,
a. LDAPBEICIEL T, ROWThHZREL XS,

o 1I—H—NIDAPT ALY KN)—DEARZY) —ICREINTWVWSIHEIE. 8 DN
MREZHRELET,

dn = cn=dovecot_LDAP,dc=example,dc=com

dnpass = password
pass_filter = (&(objectClass=posixAccount)(uid=%n))

Dovecot |&, IEEIN/A DN, RRAT—R, 8LV 714 —%FHLT, T4 LI b
)—AOFREELI——DDN ZHREBELFE T, TDMERETIE., Dovecot &7 1LY —H
D %% 1—HF—ZILBEZMIFET, LDAPRIBETRINZERIL 1 D2EFTHDZ &
ISERELTLEIL,

o TRTPDA—HF—HIHEFEDIY M) —IIREINTVWEIHEIE. DNTV L — K5
ELFT,

I auth_bind_userdn = cn=%n,ou=People,dc=example,dc=com
b. LDAP H#—/N—~DREE/N1 ~ RZ=BMICL T, Dovecot 1—H—ZHEL XY,
I auth_bind = yes
c. URL % LDAP #—/N\—ICBREL T,
I uris = Idaps://LDAP-srv.example.com
t¥a) 71 —LDOEHEMNS, LDAP 7O KL ET LDAPS £/ I STARTTLS O<Y >~ K
ZHEALCBESEINEROAZEALTKLEIV, REDHEIF. IHICts=yes &
REICEMLEFT,

FEFAE DIREIZHEES B 21013 LDAP H—/N—DR R MDA TLSFEEAZE THEAI N TL
BRANBE—HITILEN DY T,

d. LDAP 4 —/N\—®D TLSEEFRE DRI AB/MICL X T,
I tls_require_cert = hard
e. R—2ZADNICIE, 21— —DHR%=FAIKT S DN ZZREL XTI,

I base = ou=People,dc=example,dc=com

f. RRBLHEAZRELE Y,

14



%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

I scope = onelevel

Dovecot I&. HEEIN/X—X DN DA% onelevel RJ—7FTHEL, TV —%
subtree R I— 7 THRELZF T,

4. /etc/dovecot/dovecot-ldap.conf.ext 7 7 1 JLICEF 2 P RERZZRELE T,

# chown root:root /etc/dovecot/dovecot-ldap.conf.ext
# chmod 600 /etc/dovecot/dovecot-ldap.conf.ext

BIER R

e /usr/share/doc/dovecot/example-config/dovecot-ldap.conf.ext

o /usr/share/doc/dovecot/wiki/UserDatabase.Static.txt

/usr/share/doc/dovecot/wiki/AuthDatabase.LDAP.txt

/usr/share/doc/dovecot/wiki/AuthDatabase.LDAP.AuthBinds.txt

/usr/share/doc/dovecot/wiki/AuthDatabase.LDAP.PasswordLookups.txt

1.2.5. Dovecot X EDZ T

Dovecot #4 Y A MN—JLLTEELKS, firewalld  —EX THELRR—MNA2HEX, Y—EXE2EBEMW
ICLTCRHBLEY., DR Y—NR"—%2FXARNTEXT,

AR
e LIFid Dovecot TEREINTWET,
o TLSHEES1t
o RENYIIVR

e U347 MNIFELRE (CA)SEFAEZEFEL 7,

FIR

1. IMAP FIEPOP3IH—ERDH % 1—H—ICIRIET 515513, /etc/dovecot/dovecot.conf
74 )LD protocol /XT A —4—% AV MERL, HBLATORNIIVICEELEFT., L& X
L;t POP3 A EE LR WERIE. ROLDIHKELFT,

I protocols = imap Imtp
T 74 MTIL imap. pop3. LW Imtp 7O MU EMITR>TWVWET,

2. O—HAWI7 74 T794—ILTR—MNEREET T, =& ZIE. IMAPS, IMAP, POP3S, 8& T
POP3 7O MIIDR— M ERLITIE, ROLIICAALET,

# firewall-cmd --permanent --add-service=imaps --add-service=imap --add-

service=pop3s --add-service=pop3
# firewall-cmd --reload
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3. dovecot —ERXRE=AMICLTHBLET,

I # systemctl enable --now dovecot

i3
qEI-I'l

1. Dovecot IC¥Efm L TX— )lz’&ami; IZIE. Mozilla Thunderbird R ED X =LY 5S4 7> N & {EH
LET, X=ILIS547Y bDEREE. FHEITZ7OMNINICE>TERY T,

1.2 Dovecot Y —/X—ADEfHHHRE

Jokan Port Eat¥alrq—

IMAP 143 STARTTLS PLAIN(E]
IMAPS 993 SSL/TLS PLAINL]
POP3 110 STARTTLS PLAIN(E]
POP3S 995 SSL/TLS PLAIN(E]

[a] 7 A7 b TLSEBEN L THESEINAT -9 X[ LET, LA > T, BIFREFERINE
TA.

77 #JU K Tld, Dovecot I& TLS % {#F L&L\?ﬁﬁ'ﬂi TU—rTFFZANRAEZ T AN
e, ZORICIIESIEINTVWAVERDOREN) A PINTVWRWI EITERLTCLES
LY,

2. 77 I MUADEZEDREERTLIT,

I # doveconf -n

RS HR

o 27 L E® firewall-cmd(1) man R—2

1.3. MARIADB SQL :R:f A A L 7= DOVECOT H—N—Dty h 7 v 7

aA—H—&/X27— K% MariaDBSQL H—N\—|CREFT 2HE. ThEe1—H—T—9IXR— &3
Ny TV RELTERTSEEDIC, Dovecot %R ETIEY., CDRETIE, 7FHOV NET—%
R—ATEFEET S0, 21— —[E Dovecot t—NN—LED T 74 I RAFALICA—HILT IR
TEZEtHA.

BHOD Dovecot —/NN—A L Y H5r—2 30Ty NP7y TFLT, A—IRy O RAETRHMKICT S
FENHBZIGEICEH., EFBEEINLETAHDY MIFIELHY £,

1.3.1. Dovecot D1 A b—J)L
dovecot Ny A —JIEUTARHELE T,
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e dovecot F—EREZETNZEETZ1—T1)7T14—

® Dovecot A VTV RTHIAT 2 —ER (BREERLE)
o H—N—HYARX—ITANEIV I ITREDTZTAY
e Jetc/dovecot/ T4 LV N —DEET 74 I

e /usr/share/doc/dovecot/ T4 LV K )—D RKFa AV bk

FIR

e dovecot/N\wHr—VBHEAVRAMN—ILLET,

I # dnf install dovecot

p= o-1o)
Dovecot N TICA VA M—=ILENTWVWT, 7V —VREBET7AILDNELRIG
&1E. letc/dovecot/! T4 LU M) —AZRIERETENHBRLTLKEIVN, ZD
B Ny —I%BA VAN LET, BET7 71 ILEHIBRLAWE, dnf
reinstall dovecot 1~ ~ K /etc/dovecot/ RDEET7 7ML &2y hLEFH
Ao
1.3.2. Dovecot H—/N\—T®D TLS B S{L D& E
Dovecot lFZF a7 RTI7AIMREEZRBLET, LEZE, TLSIET 74N NTHEMICAR>TS
Y, FRAIEREESEINI T 952Xy NTD—VBBTEELZY., Dovecot —/N\—T TLS %%
ETBICIE, FBREEMBRE I 7AILADNRZRET BT TY, X 51T, Diffie-Hellman /85 X —

& —%Em L THER L. Perfect Forward Secrecy (PFS) #1295 2 & T, TLSEHDEF 1Y
T4 —%&BIETEET,

AR
® Dovecot M VA RM—=ILINTWVWET,
¢ RDITF7AIN, $—N—LED)RAMNINEBAICAE—INF L1,
o H#—/\—iEBAE: /etc/pki/dovecot/certs/server.example.com.crt
o TR /etc/pki/dovecot/private/server.example.com.key
o FREE/ (CA) isEHAE: /etc/pki/dovecot/certs/ca.crt

o H—/N—ZEBAE D SubjectDN 7 1 —JL KDFKRR MEIE, H—NR—DRLEBM RN A1 VA
(FQDN) &—H L %9,

o H—N—HPRHELO2LABEZZEITL. FIPS E— RABMICR>TWBHAIC, V74TV MDY
Extended Master Secret (EMS) #L5RHEREZ B R— M L TWLW S A, TLS13 2R L TW 3,

EMS Z (A LAWTLS12 #imld kM L £ 9., FFfllld. RedHat F Ly PR—22Y1)a1—2 3
v TLS extension "Extended Master Secret" enforced &R L TL I L,

FIR
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L BRI 7AIVICEF 2 TREREZRZRELE T,

# chown root:root /etc/pki/dovecot/private/server.example.com.key
# chmod 600 /etc/pki/dovecot/private/server.example.com.key

2. Diffie-Hellman /X5 X =4 —%FRALT7 71 ILEEMRLZ T,

I # openssl dhparam -out /etc/dovecot/dh.pem 4096

Y—N—DN—RKRoz7ET bOE—ICL > TIE, 4096 Ev D Diffie-Hellman /35 X —
H—5ERTDDICEDDIDBIGELHYET,

3. /etc/dovecot/conf.d/10-ssl.conf 7 7 1 L CEEBAZ S MBEE T 7 1 ILAD/N A EHZRELF T,

a. ssl_cert 5L U ssl_key /NTA—9—%EH L., Y—/"—DiAZE L MBERAND/NA % F
HT3LIICKELET,

ssl_cert = </etc/pki/dovecot/certs/server.example.com.crt
ssl_key = </etc/pki/dovecot/private/server.example.com.key

b. ssl_ca/NSA—4—% XY MEMRL., CAGIBAEANDNRZEATSH LI ICREL X
_a—o

I ssl_ca = </etc/pki/dovecot/certs/ca.crt

c. ssl dh /XS A =4 —%O X NMRR L. Diffie-Hellman /X5 X —4—T7 74 JLAD/NR %
FRITDLDIERELET,

I ssl_dh = </etc/dovecot/dh.pem

BF

Dovecot N7 7 A ILDSNT A —H —DIEEERICTHAIND LD ICT BITIE, /8
ADEBIC < XFEMIFEIRELGHY T,

BIER R

e /usr/share/doc/dovecot/wiki/SSL.DovecotConfiguration.txt

1.33. RE1I—HY—%EH T 57-HD Dovecot D#E(HF

T 7 #I)U KT, Dovecot g —EREZFARATZ1I—H—ELT, 7274V RATLETEHLDTY
vaveEERFLET, L. IAOO—AL I —A2FALTINODTIaVvEETTELD
ICDovecot Ny VTV RAERET S &, EROFALNHY T,

e Dovecotld, L—H—DID(UID) ZFEATZ2RDLYIC. FEOO—HINI—H—&LTT 74
WORTFAT I avaERIFTLET,

o I1—H—|f, Y—N—LETO—AHIICFIBTEZ2NEEIHY FHA.

¢ TRTDA—JIARYIREA—Y—FEEDT77A4ILET1DDIL—rhTa LI MN)—ITRETE
i’a—o
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2A—H—FUID &7IL—T D (GID) #EE LiaWesd, EBEEIBRINET,

Y—N—EDT7AIVCATLILT IV EATEDR I —H—F. INHDT 74T IERXT
TRWED, A—IVRY IRAPA Ty I RAEBRICI ST AEMEIEHY A

L7V r—vavoty b7y TIRLYBETY,

AR

FIR

® Dovecot M VA KMN—ILINTWVWET,

. vmail 2—H%—%/ER L F T,

I # useradd --home-dir /var/mail/ --shell /usr/sbin/nologin vmail

Dovecot (3BT DA—H—%FHLTA—IARY I REEEBLEFT, X271 —LDE
BAS., ZOBEMT dovecot F721F dovenull Y RF L1 —H—AFHLALWTLLEI L,

. Ivar/mail/ LA DR A% FRET 255 1E. TNIZ SELinux 37 F X b mail_spool_t #5%7%E L

£9, fi:

# semanage fcontext -a -t mail_spool_t "<path>(/.*)?"
# restorecon -Rv <path>

. Ivar/mail/ ~DZEZXIAAMHER% vmail 21— —ICDOA TS5 L E T,

# chown vmail:vmail /var/mail/
# chmod 700 /var/mail/

. letc/dovecot/conf.d/10-mail.conf 7 7 1 JL®D mail_location /X5 X —4 —7% O X >~ MR L.

A=Ky 7 ZDHREGRERELE T,

I mail_location = sdbox:/var/mail/%n/

e Dovecot &, single E—RTENT7+—<T VXD dbox X —JLRy I AFEXAFERAL Z
T, TOE—FTIE, F—EXRE maildir BXE@A#HKRIC, EX—ILZ@RIOT 7 1 ILITEK
FLET,

® Dovecot [F/NZAHD %nZEH A1 —HF—RIFERLET, Ihidk, 21— —D»AXA—-JL
Ry JZABICERDT ALY M) —%ZHDIEIIKT B1HDITBETY,

BIER R

o /usr/share/doc/dovecot/wiki/VirtualUsers.txt

o /usr/share/doc/dovecot/wiki/MailLocation.txt

o /usr/share/doc/dovecot/wiki/MailboxFormat.dbox.txt

o /usr/share/doc/dovecot/wiki/Variables.txt
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1.3.4. Dovecot SR5F/Nv VT K& LT MariaDBSQL T —49RX—X A {EHT 5
Dovecot I, MariaDB T — I R—IANSTHI Y NENRRT—REGEADRY., ThaFERALT, 1—
P—HIMAP £IE POP3IH—ERICATA V3568, 1—H—%RTXFEd, CORAHEDFH
BlIxrxOEBY TY,

o BTEEI|F, THIR—ATCA—HY—4AEHFEETIZET,

o 1—H—(gH—N—ETO—HhIICTIVERATEEHA,

AR &M
® DovecotHf VA PM—ILINTWVWET,
o REI—V—HEIREINTUVWITY,
® MariaDB # —/N—~ADEHETIE, TLSESENMYR—FIhFT,

e dovecotDB 7 —#% X— X (E MariaDB ICfF7E L. users T—7ILICIE. P72 < &% username
B LV password FINNEENTVET,

e password 7iCIE, Dovecot Y R— M T EZRAF—LTHESILINLRART—RAEFHATL
i’a—o

o NRRT7—RiF, ACRAF—L%EFEHAT SH, {pw-storage-scheme} IZFEFHAFER L 7,

® MariaDB 11— — dovecot I&. dovecotDB &+ —% X— XM users T — 7 LI T BimAHEY
VERAEF>TWET,

® MariaDB #—/\—®D TLS it BAE % 17 L 7= F25L™ (CA) DiEEAE &, Dovecot H—/8—D
letc/pkiltls/certs/ca.crt 7 7 1 LICIRBEINZE T,

® MariaDB #f —/N—#A " RHEL 9.2 LI % E1T L. FIPS E— R BEMICA>TWBIHZE, D
Dovecot #—/3—{Z% Extended Master Secret (EMS) ¥:3RH&EE%# Y R— M % H, TLS13 % &

BLEY, EMS EHEALGAWVWTLS12 #iRldLkM L EY, Fllld. RedHat L v oR—2Y
1) 32— 3 Y TLS extension "Extended Master Secret" enforced #ZM L T I L,

FIR
1. dovecot-mysql /Xy 75— %A VA M—JLLET,

I # dnf install dovecot-mysql

2. letc/dovecot/conf.d/10-auth.conf 7 7 1 L CEREF/Nv VTV RARELEF T,

a. NEZ auth-*.conf.extSRF/NY VTV RERET7 714D include AT — KM XV hAEO XY
R7ORMNLET, RICHIZERLET,

I #linclude auth-system.conf.ext

b. RDITZEIAY MERL T, SQLFEREEZBMICLE T,

I linclude auth-sql.conf.ext
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3. /etc/dovecot/conf.d/auth-sql.conf.ext 7 7 1 L Z#®5%E L. override_fields /X5 X —4% —%
userdb £/ > a VIRDELDITEMLET,

userdb {
driver = sq|
args = /etc/dovecot/dovecot-sql.conf.ext
override_fields = uid=vmail gid=vmail home=/var/mail/%n/

}

BEEEDH, Dovecot FINLDEEESE SQL H—NN—D060 ) —LFHA,

4. JRMDFEE T letc/dovecot/dovecot-sql.conf.ext 7 7 1 L EERR L £ 7,

driver = mysql

connect = host=mariadb_srv.example.com dbname=dovecotDB user=dovecot
password=dovecotPW ssl_ca=/etc/pki/tls/certs/ca.crt

default_pass_scheme = SHA512-CRYPT

user_query = SELECT username FROM users WHERE username="'%u’;
password_query = SELECT username AS user, password FROM users WHERE
username='%u';

iterate_query = SELECT username FROM users;

F—=IR=2AH—=N— I LT TLSHBSILEFAT 5IC1E. ssl_ca 4 7> 3 ~IZ MariaDB
H—/N—EIBAZEART LI CADIBAZED/RRAABELE T, SIAEZORIIAMEIESIC

&, MariaDB 4 —/"—DHRXA NG TLSEEBAZTHERAINTWEHRA NG E—RTINELH
L) i’a—o

— 9 R—2Z2MD/XA 7 — NEIC {pw-storage-scheme} FBEHHI S TN TV BIHE
th default_pass_scheme ;X E4* EETEX £,

T774IHADIITY) —lF. ROLIICBETHINELAHY T,

° user _query /X5 XA —4—DiFH. VLY —Id Dovecot I—H—DI1—H—LERTHE
HUYFET, T, 7TV -1 D2DERDAERTHELHY T,

e password_query /X5 X —5—DiFH, VL) —E1—HF—RENRT—RZRTBHED
$H'). Dovecot id user & U password EHTINSDEZFERT2ELNHY £,

LT’?’J"D'C F—=HIR— Zb\aﬁnéﬂ%%ﬁﬁﬁbn\é% &, ASSQL O RAa{#EA
T, BROIDELRIZZELTLLEXL

o iterate_query /XS X—4—DIFE, VT —@FITRTOA—HF—DY R MNERTHENDH
L) i’a—o

5. /etc/dovecot/dovecot-sql.conf.ext 7 7 1 JLICEF 1 PREREZZREL X T,

# chown root:root /etc/dovecot/dovecot-sql.conf.ext
# chmod 600 /etc/dovecot/dovecot-sql.conf.ext

BIER R

e /usr/share/doc/dovecot/example-config/dovecot-sql.conf.ext

o /usr/share/doc/dovecot/wiki/Authentication.PasswordSchemes.txt
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1.3.5. Dovecot SR ED5E T
Dovecot 4 Y A h—JLL TERE L/ 5, firewalld ¥ —EXTRELR— NEE, Y—EXEZEHMN
IKLTHIBLEY, TDE. H—N—%2T7XPTEZXT,
AR
e LIFid Dovecot TEREINTWET,
o TLSHEESIL
o FEENv IV

o U547V MNIFRELER (CA) SEFAZE 2 EFEL £,

FIa
1. IMAP £72lE POP3 H—E XD A% 1 —H—ITIRIT 32355 1L. /etc/dovecot/dovecot.conf
774D protocol /NS A= —%H AV MERL, HERTONIIVIERELET, L&A
I, POP3 ZmEE LAWESIE, ROELDIKRELET,
I protocols = imap Imtp

T 74 MTIL imap. pop3. LW Imtp 7O MU EMITR>TWVWET,

2. O—HAWI7 747 94—ILTR—MNEREET T, =& ZIE. IMAPS, IMAP, POP3S, 8& T
POP3 7O MIIDAE— M ERALICIE. RDEIICAALFT,

# firewall-cmd --permanent --add-service=imaps --add-service=imap --add-

service=pop3s --add-service=pop3
# firewall-cmd --reload

3. dovecot —ERXRE=AMICLTHBLET,

I # systemctl enable --now dovecot

i3
qEI-I'l

1. Dovecot IC#E#: L TX —IL AR ICIE. Mozilla Thunderbird R ED X —IL Y S4 T7 > N & {EH
LET, X=ILIS54 7Y bDEREE. FHEITZ7OMINICE>TERY T,

#1.3 Dovecot Y —/N—ADEHRE

Jokan Eat¥alrq—

IMAP 143 STARTTLS PLAIN(E]
IMAPS 993 SSL/TLS PLAINL]
POP3 110 STARTTLS PLAINLE]
POP3S 995 SSL/TLS PLAINLE]
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Jakan Port BEtEXaYsa1—

[a] 7747V b TLSEBEN L THESEINAT -9 X[ LET, LA > T, RIHFREFETINE
TA.

F74I)L NTlE, Dovecot IETLS AFAHALAWERTIETL—YFF A MRAEZIFANL WL
2, ZORIIEBSEINTOARWEROREN Y A MINTUVWARVWI EITERELTLESX
L,

2. TN MNUADEESTREERRTLET,

I # doveconf -n

BEER

o I 27 L E® firewall-cmd(1) man R—2

1.4.2 DD DOVECOT H—/N—[EDL ) 5— 3 VDERE

5(R7'5I'".|0)I/7°'J’7 vavAaEFERTSE, Dovecot —/N—A S AKICT DI ENTE, IMAP B &
VCPOPIISA TV MEIBEADY—/IN—DX—)LIRY P RICT IV EZRATEZT, Dovecot ld. X —I)L
RYVADA VT I ZAOATDEREEBIHI L. BaeRE2ERAETHERALET,
WHDER/N—NF—TZOFIEEEITLET,

T

pa

L7V r—yavig, b—NN—RTRETOMMEELF T, LA >T, KBEELISR
4 =TI, @@@@4LKAJOI/FA PMREICRY T,

AR

o MADY—N—HPREUCREAENNYITY REFEHRALET, TEINIX, LDAP £/IESQL #FH L
T, 7HOV hEERBE L TLEIL,

e Dovecot I—H—F—HIR—FEIFX., 21— —JArEHR—NLET, ChEEZRTBIC
IX. doveadmuser™ O~X Y RAaFERALZET,

e Dovecot &, L—H—ID (UID) TIE&R<, vmaill 1—H—& L TT77AINI AT LLEDX—)L
Ry VPRI IEALET,

¥
1. /etc/dovecot/conf.d/10-replication.conf 7 7 1 L Z{ERK L. TDOFRTROFIEEETLET,

a. notify & & U replication 7> 71 v &=EBMICLZE T,

I mail_plugins = $mail_plugins notify replication
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b. service replicator 2/ > a3 v ZEML XY,

service replicator {
process_min_avail = 1

unix_listener replicator-doveadm {
mode = 0600
user = vmail

}
}

INLDEREICEL Y. dovecot tr—E R DEEIARFIC, Dovecot 1D EDL 7Y r—
Y—TO0REBBLET., IHIC. ZDEY Y 3 vid replicator-doveadm vV 7 v b D%
EEEZLET,

c. service aggregator £ > 3 %3ENL T. replication-notify-fifo /X1 & replication-
notify Vv & EL XY,

service aggregator {
fifo_listener replication-notify-fifo {
user = vmail

}

unix_listener replication-notify {
user = vmail

}
}

d. servicedoveadm /> 3V EEMLT. LNV y—YavH—ERDR—NEEHRLFE
EP

service doveadm {
inet_listener {
port = 12345

}
}

e. doveadm L 7Y 75— 3 v —ERDONRRAT—REHZELFT,
I doveadm_password = replication_password
NRRT—=RiF, BADY—N—TRULICTZ2BEN HY FT,

f.LT)g—aynR— N F—%8RELET,

plugin {
mail_replica = tcp:server2.example.com:12345
}
g A7 av:iiFldsync 7O ADRABEERELE T,

I replication_max_conns = 20

replication_max_conns @7 7 )L MEIL 10 T,
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2. letc/dovecot/conf.d/10-replication.conf 7 7 1 JLIC ¥ 1 7 RERZFZREL T,

# chown root:root /etc/dovecot/conf.d/10-replication.conf
# chmod 600 /etc/dovecot/conf.d/10-replication.conf

3. Dovecot B'doveadm L U r—> 3 Vi R— &R 2 ENTE S LS IC, SELinux 7—JUE
nis_enabled ZB#MICL X7,

I setsebool -P nis_enabled on

4. LTV =23 vR— M F—DOHFNL T =23V R—NITFIVERATESR LD
I, firewalld L—ILARELE Y, RICHZRLET,

# firewall-cmd --permanent --zone=public --add-rich-rule="rule family="ipv4" source
address="192.0.2.1/32" port protocol="tcp" port="12345" accept"

# firewall-cmd --permanent --zone=public --add-rich-rule="rule family="ipv6" source
address="2001:db8:2::1/128" port protocol="tcp" port="12345" accept"

# firewall-cmd --reload

IPvA 7 RLADY TRy NYRVB2EIPV6 7P RLRADY TRy N R 12813, IEEI N
7 RLAANDT IV ERAEHIBRLET,

5 ZOFEEF, oL TV =23 NR— " F—TEHEEITLET,
6. Dovecot=#!)O— KL Z 9,

I # systemctl reload dovecot

L12DOY—NR—DA—J)LRY IV RATT I arvaEITL. Dovecot NEBEAEMDY—/N—(CL T
Dy—MLEAEIHEEBELET,

2. LN G—89—257—892%KRLFT,

# doveadm replicator status
Queued 'sync' requests 0
Queued 'high' requests 0
Queued 'low' requests 0
Queued 'failed' requests 0
Queued 'full resync' requests 30
Waiting 'failed' requests 0
Total number of known users 75

3REDLI—HY—DL TV r—49—RT7—9R%XRLET,

# doveadm replicator status example_user
username priority fast sync full sync success sync failed
example_user none 02:05:28 04:19:07 02:05:28 -

BIER R

o U F L E®Mdsync(1) man R—Y
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26

e /usr/share/doc/dovecot/wiki/Replication.txt

15. 1 —H—% IMAP X —J)LRy 7 R ICBEIMICEEFET 5

BE. IMAP H—/N—EEE(I. Dovecot H* Sent ¥ Trash L EDHFED A —ILRyY 7 A= HERICIE
KL, I—H—%ZNOICEFRTEZIEEZEATVEY, CNIERET7 7M1 IVICRETEEY,

IS, FHRABRDA—IKRY IR ZEHETEET, ZLDFE. IMAP 2 Z4 7Y ME. X—ILDix
BlaE, HGBEMNDLEOICA—ILRY VREEHFT DI EEYR—MLTWET, 2—H—DELW
A=Ay VP RAEFHTERLTCERET Z2DENRWVELDICT B7HIC. IMAP H—/3—(F IMAP LIST
O< Y RT special-use BM%ZXETEFET, TDER, V7747V MIZOEMZFERAL T, EEEFH
A=IDXA—=)VIRY J AREEHNELVBRETEET,

AR

® Dovecot NEREINTWS,

FIR

1. /etc/dovecot/conf.d/15-mailboxes.conf 7 7 1 JL M inbox namespace 27 > a v ZE#H L %
ER

a. auto = subscribe ;ZE%, I —H—HFIATEDLIICTINELNH D EZEFHRFIED X —
IRy 2 RICEBIMLEY, RIHERLET,

namespace inbox {

mailbox Drafts {
special_use = \Drafts
auto = subscribe

}

mailbox Junk {
special_use = \Junk
auto = subscribe

}

mailbox Trash {
special_use = \Trash
auto = subscribe

}

mailbox Sent {
special_use = \Sent
auto = subscribe

}
.

A=IVISA TV ML YEKRRAROX—ILRyY 2 2%EHKR—FLTWBIFEIX. RAKD
IV RhY—%EBIMTEET, special_use /YT X —4% —(d, Dovecot A° special-use Bt
TOZAT7 Y MIEETHEZERZLET,

b. 7Y av: BLAENORWNMBDO X —IILRY YV REEHT ZHEIEF. 2—F—DENL
1ICFNSHDO mailbox o> avEEMLET, RICHAERLET,



%13 DOVECOTIMAP 8 LU POP3 H—/N—DEE L EH

namespace inbox {

mailbox "Important Emails” {
auto = <value>

}
}...
auto /X X —F —E, ROVWTIhHDEICERETEET,
e subscribe: X —JLRY VX =BHMICFR L. 1 —F—%2FH%LE T,
e create 1—H—%ZFHFE I, X—ILRY I REZEHEMICERLF T,

® no(77#JK):Dovecot ldA—ILiRY V REERT B EH, 1—HF—%2F{RT 2
EHLFEEA

2. DovecotZ#!)O—KLZEY,

I # systemctl reload dovecot

o IMAPVSAT7Y M NaERALTA—IRYIRIZTIEALET,
auto = subscribe B'EREI N/ X —ILRy V RiF, BEMICKRRIINET, 75147V MO
BREBDA—=IERY VREERBEINENEYR—MNLTWBIGHE, 75147V MIETN L%
BFNICERLEY,

BIER R

® RFC6154: %R X —ILRY 2 A®D IMAP LIST L3R

e /usr/share/doc/dovecot/wiki/MailboxSettings.txt

16.LMTP VY4 v h&E LMTPS ) R +—DERE

Postfix 7 & @ SMTP H#—/X—|&, Local Mail Transfer Protocol (LMTP) % f#F L T X —JL % Dovecot
WKERELEX T, SMTP H—/N—DETINTWVSIFE:

e Dovecot ERILAFARANT, LMTP Y y h&EFEALZET,
o BDKANT, LMTPH—ERAFEHT S
FI7 A MTIE. LMTP 78 FNIFESEINTWERA, 720, TLSESIEEREL

%A, Dovecot & LMTP H—ERICEALCREAXZBENICFERALE Y., TDE., SMTP H—/—
&, LMTPS 7O MO F/<IE LMTP LD STARTTLS A7 Y RAaFAHA L TEHRTEET,

Gl s
® Dovecot N1 VAKMN—ILINTWVWET,

o LMTPH—ER%%ZET B15E. Dovecot TTLSHESEINREINET,

FIR
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L LMTP 7O R JIDBERICR>TWBR I EEHERALET,

# doveconf -a | grep -E "Aprotocols"
protocols = imap pop3 Imtp

HEAIK Imtp AEENTWBIHE, 7OMIVRBEMICA>TVET,

2. Imtp 70O DL HESNICAR > TWBIHEIE. /etc/dovecot/dovecot.conf 7 7 1 L & iRE
L. protocols /X5 X —4% —D{EIC Imtp ZEBIML 7,

I protocols = ... Imtp

3. LMTP Y y MFERIEH—EZXDRENE D I U T, /etc/dovecot/conf.d/10-master.conf
774D servicelmtp V2 3 Y TROEEZITVWET,

e LMTP VY4 v b: T 74 KTIL Dovecot & B EIMIC /var/run/dovecot/imtp ¥V 7 v k%
ER L ZE T,
AT aV MBECHEREDRITAALET,

service Imtp {

unix_listener Imtp {
mode = 0600
user = postfix
group = postfix

}

o |MTPH#—ER:inet listener t 70> 3 v &EML XY,
service Imtp {

inet_listener Imtp {
port = 24
}

4. SMTP H—N—DHN LMTP R— N7V R TES LD IC, firewalld L—ILEZREL X T,
RICHZRLET,

# firewall-cmd --permanent --zone=public --add-rich-rule="rule family="ipv4" source
address="192.0.2.1/32" port protocol="tcp" port=""24" accept”
# firewall-cmd --permanent --zone=public --add-rich-rule="rule family="ipv6" source

address="2001:db8:2::1/128" port protocol="tcp" port="24" accept"
# firewall-cmd --reload

IPvAT7 RLADY TRy NYRAV/32EIPV6 7P RLRADY TRy N R 12813, IEEI N
7 RLAANDT IV RAEHIBRLET,

5. DovecotZ#!)A—KLZEY,

I # systemctl reload dovecot
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R

L. LMTP Y4y NEERELIBEIL. Dovecot YTy EERM LA EE, ERANELWI &
EHRELET,

# Is -l /var/run/dovecot/Imtp
SFW======= . 1 postfix postfix 0 Nov 22 17:17 /var/run/dovecot/Imtp

2. LMTP Yoy hFEHIEY—EX%HH L T, Dovecot ICA—JLEZEETDLDIC, SMTP H—
N—%BRELET,
LMTP #—E X & @AT 2155 d. SMTP H—/"—ALMTPS 7O h AL AEFERT 2
. STARTTLS vV RAEZEEFELTCESEINAERAEERATDILDICLTLEIL,

BIERHR

e /usr/share/doc/dovecot/wiki/LMTP.txt

1.7.DOVECOT T IMAP F /X POP3 H—E R A H|MMICT 3

T 7 #J)U KN TlE, Dovecot I IMAP BL U POP3I H—ERAZRMHELET, ZDOOBED I DEITHIMER
BEIE. EO12EEMICILT, WBY—TJ I RERBROLTIENTEET,

AR

® Dovecot N1 VA KMN—ILINTWVWET,

FIR

1. /etc/dovecot/dovecot.conf 7 7 1 )LD protocols /XT A —H —% XV NERL., HELTS
ORJINLNEFEATEEIICKRELET, LEXIE POPIAMEE LAWEEIE, RDLDIC
BRELEFT,

I protocols = imap Imtp
T 74 FTIL imap. pop3. LW Imtp 7O MU EMITR>TWVWET,
2. Dovecot =) O—RLZXT,

I # systemctl reload dovecot

3. A—ANT7ATI4—ILTCARAEBICKR >TR—MNERFALET, 7z& ZE. POP3S LU POP3
FOMNINDOR—MEFLCSZICIE. ROLDICTAALET,

# firewall-cmd --remove-service=pop3s --remove-service=pop3
# firewall-cmd --reload

e dovecot 7Ot RICL > TCHMN/ LISTEN E— RDITRTDR— M ERTLZET,

I # ss -tulp | grep dovecot
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tcp LISTEN O 100 0.0.0.0:993 0.0.0.0:* users:(("dovecot",pid=1405,fd=44))
tcp LISTENO 100 0.0.0.0:143 0.0.0.0:* users:(("dovecot",pid=1405,fd=42))
tcp LISTENO 100 [:]:993 [::]:* users:(("dovecot",pid=1405,{d=45))
tcp LISTENO 100 [:]:143 [:]:* users:(("dovecot",pid=1405,fd=43))

ZDHITIE. Dovecot I TCP K— k 993 (IMAPS) & 143 (IMAP) D&% v RV LE T,

Yy NaEERTIZRDYICKR—RNEY YRV TBEIICH—ERAERELEES. Dovecot
WELMTP 7R MIILDER— MDA EFHL ZEISEFRELTLET Y,

BIER R

o 27 L E® firewall-cmd(1) man R—2

1.8. DOVECOT IMAP % —/N—T SIEVE 2R L TH—/N—H% 4 KX —JL
T4 )BT D

ManageSieve 7O M DL AFERA L T, Sieve RV ) F &Y —N—|ZF7 v FO—-—RKTEZXJ, Sieve R
YT ME ZEA-IIIRLTH—N—DRIELTETTEIL—NETIIaVEEELET, &
ZIE, A= —ILSieve ZFAL THEDEEENSODA =L ZEETE, EEEEFEI/O—1ILT7 1)
=% LT, RANLTANI—ICE>2TISITDNFIFOENTZA—ILERID IMAP 7 # LY —ICFHE)
TXEY,

ManageSieve 75 7 1 &, Sieve 2% 1) 7 b & ManageSieve 70 b 3 )LD R — b % Dovecot
IMAP H—/\—|EBImL £,

Digk

e

== |

TLS ##Hi %= N L7 ManageSieve 7O NN DFEREHYR—KNTZ 05472 D
Nz

)
HEFALTLEIV, 2OZ7ONIINDTLS ZEPICTDE, V54T
XYy ND— U RBRBTRIERA L —VYTFFRANTEELET,

Gl s
e Dovecot NFBEIN., IMAP X—JLiRy J A&RHELF T,
o TLSHEESIbIE Dovecot THREINF T,

o A—IUZA4T YV ME TLSEH%EN L T ManageSieve 7O ML EHR—MLE T,

FIR

1. dovecot-pigeonhole /Xy 5 —> %4 VA h—JLLE T,

I # dnf install dovecot-pigeonhole

2. /etc/dovecot/conf.d/20-managesieve.conf MR D1T% 1 X > MEER L T, sieve 7O MJ L %
BHICLET,
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I protocols = $protocols sieve

CDREICLY, TTICAMIAR>TWSBMBOTOMNIIICINA T, Sieve NEIICARY F
£

3. firewalld T ManageSieve R— M 2FEX X9,

# firewall-cmd --permanent --add-service=managesieve
# firewall-cmd --reload

4. DovecotZ#!)O—KLZEY,

I # systemctl reload dovecot

L. 9547 NafERAL, Sieve RV Y T &7y TO—RLET, ROEHmZEEFEALZ
_a—o
e R—K:4190

o itz T4 —:SSL/TLS
o ERFEAE: PLAIN

2. Sieve RV )T h&Ty TAO—RLIcA—H—ICA—IVEZEELET, A—IDBRIYTLD
W= E—RBTBIHRIEFE. T—N—DEREINLTIVaVERTIDI WA LIS,

RS
e Jusr/share/doc/dovecot/wiki/Pigeonhole.Sieve.Plugins.IMAPSieve.txt

e /usr/share/doc/dovecot/wiki/Pigeonhole.Sieve.Troubleshooting.txt

o I 27 L E® firewall-cmd(1) man R—2

1.9. DOVECOT A" E 7 7 1 L =B § B ik

dovecot /Ny r—UlE, XA VDFRET 7 1 )L letc/dovecot/dovecot.conf, & LV
/etc/dovecot/conf.d/ T4 L 7 N —RDEBDERET7 71 IV ERHEL T, Dovecot ld, H—ERD
FWBIFIC 7 7ML 2l ELETEREEBELE T,

BHEOBET7 7 A VDELFIRIE, BEE VI —TLL, HHPILTEIETT, E—DRET 74

IEFEHET 35E81F. KDY IC /etc/dovecot/dovecot.conf TITRTDREEMIZFL., TOT7 71D
59 RTDinclude LV include_try 77— M XY NEHIBRTEET,

BIER R

e /usr/share/doc/dovecot/wiki/ConfigFile.txt

o /usr/share/doc/dovecot/wiki/Variables.txt
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2% POSTFIXSMTP H—/\N—®DOF 704 B E

AT LEEBEIE, Postfix REDA—I NSV RAR—PMI—IY Y N (MTA) ZERALT. EFA—I
AVISANSVFv—%FEL, SMTP ORIV EFALTHRRANETEFA—I Ay E—J kg
ETEZEY, Postfix &, A—IVDI—F 4 VT EBREETOIVY—N—{IT7T)r—>3 VT,
Postfix AL T. O—AILA—ILHF—N—=DFE. nul 754 F7 > M A—=IL) L—DENK. EHD KR
XA VDIEEE L TD Postfix H—/"—DFER. MEA 7 71 ILICKHZ LDAP 714 L7 M) —DEIR
EITHOZEDNTEET,

postfix /Xy 7 —1d, Jetc/postfix/ T4 L7 M) —ICEBDBRET7 71 IV ERBLET,
A=A VIZRARNZVF v —%BETDITIE. ROBEZ77AIVEFERLET,
e main.cf: Postfix D7 O—NILEEEAEZSEFNTVWE T,

e master.ch: X —J)VEEARIRT BAHIC, IFIFALTOERED Postfix DXIEFEEIEEL
_a—o

access: Postfix ICIEHRTIX2HRAMNREDT7 V2RI —ILEIEELE T,

transport: X—)L7 KL R%Z YL —KRAMNIIYEYTLET,

aliases: 1—H'— IDIA ) 7 RAEHATEZIA—ITO NI THERRETRELA—EINZTIFN
F9, CDT7AIIE lete/ T4 LI M) —=IlHBZEICBELTLEIY,

Postfix D E 7R HRE:
o —RMARX—IEEDERNSRET ZLDDEF) 71 —HEE

o RERNRAAVYBLIVIAM)TRADYR—MNEELHRIRAAA T aY

2.1. POSTFIXSMTP H—N—DA VA M=l B L UVHETE

A=Ay -V %ZE RE. BIETDELDICPostfiix SMTP H—/N—%RETEET, YATLD
A VAN A =)L ==y F—IHEIRINTWAWEE, Postfix (37 7 #J)L b THAT
EFHA. Postfix 24 Y2 b= T BICIE. BUTOFIRZRITLET,

Gl s
o oot 7V EARADDH B,

o VAT LDEER

FIE
1. Sendmail 2—F 1 YT 4 —%HIBRLE T,

I # dnf remove sendmail

2. Postfix x4 YA =)L LET,

I # dnf install postfix

3. Postfix 3% E 9 %Ik, /etc/postfix/main.cf 7 7 1 L &REL. U TOEFEEMA T,
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X5
wi

%25 POSTFIXSMTP —/X—DF7O4 &

a. 774V NTIL, Postfix I& loopback 1 9 —7 4 ATDHA—ILEZELET, HE
DA VI =T A A%y AT 35 E& DI Postfix #XET B IIL. inet_interfaces /85
A= —BINLDAVI—TIAZADIPT7RLRAICEHFLET,

I inet_interfaces = 127.0.0.1/32, [::1]/128, 192.0.2.1, [2001:db8:1::1]

TRTDAVI—T AR E) YAV TDELIICPostfix %R ET HICIE. UTAFZRELE
£

I inet_interfaces = all

b. gethostname() BA#IC L > TIRINZZTLEBEI N A1 & (FQDN) & IEERZHRRA MG %A
Postfix BMEART 5 & D IC LA WGE X, myhostname /XT3 XA —49—%BIML T,

I myhostname = smtp.example.com

& A, Postfix (T DHRRAME%, WEBTEA—ILDAYF—ITEMLET,

c. KXA4VE&H myhostname /XS5 A—49—DEDERRZIHEIE. mydomain /X5 X —
Y—%=EBMLEY,

I mydomain = example.com
d. myorigin /X5 X —4 —%3EMM L. mydomain DEICEEL £,
I myorigin = $mydomain

CDRETIE, Postfix (R RAMEZTIEARL, A—HAILTEBINAEA—ILDRETELT
KX V&EEFERLEY,

e. mynetworks /X5 X —4 —Z%BIIL. X—I/LDEEHIHFATINZEFETEDEIRY NT—72
DIPHEEZERELET,

I mynetworks = 127.0.0.1/32, [::1]/128, 192.0.2.1/24, [2001:db8:1::1]/64
AVI—RY NREDERTELRWVWRY NT—=I DI ATV MDY —/NR—ERT

A—VEEETEDLDICTZICIE. BORTYyTTYL—HIREERET 2HENHY X
_a—o

. main.cf 7 7 4 JL® Postfix XEHNIE L WNIHERLEXT,
I # postfix check
. postfix t —EXDEHEFICHARTE LD ICBMEL. FHBLET,

I # systemctl enable --now postfix

.smtp NS T4V IR T7ATOA—ILEBBATDIEEZHAT L., 77470 +—)LIL—)L%& )
A—RLZET,

# firewall-cmd --permanent --add-service smtp
# firewall-cmd --reload
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1. postfix T —EXNEITLTWE I E2HERLET,
I # systemctl status postfix

o FTIIVIHAMNMELL, FHP. FREYT—EIDNETINTULAWEEIE. postfix
H—EXZH/EBLIT.

I # systemctl restart postfix

o FFLav:jetc/postfix/ T4 LU MN)—DERETFAINRHRDOA T avaERLE
%, postfix Y —EX%Z)O—RNLT, IhHDEEZEHALET,

I # systemctl reload postfix
2. VAT AEOO—ANA—Y-—HDOA—ILBEZHERLET,
I # echo "This is a test message" | mail -s <subject> <user@mydomain.com>

3 A=Y —=N=—DANERIPEENSDA—ILENEE R A A VICHEL TWRWT & AT B IC
&, UTFOFIEICHEWNE T,

a. mynetworks CEZ LY TRy NRIZRWI SA4 T M1V LET,
b. X—IH—N—%FRTZLIICIZAT7V b EBRELET,

c. X—IJbH—/N—D mydomain TIEELLZRAA VLEADA—ILT RL RITA—ILEZEEL
THEY, =& 2L, non-existing-user@redhat.com IC X —JLAEEFE L THE T,

d. /var/log/maillog 7 7 1 L = #EER L £ 9,

554 Relay access denied - the server is not going to relay.
250 OK or similar - the server is going to relay.

STV a—54>9

o ITS—NRELLBEIE /varlog/maillog AL T EI L,

BIER R

e /etc/postfix/main.cfs8E7 7 1 )L
e /usr/share/doc/postfixxREADME_FILES 7«1 L 7 b ') —

o firewalld DFEAH L VERE

2.2.POSTFIX H—/N—D TLSBZEDHAYITA X
X=)ILhNS 74 v 0 5BSELTLYEXFATICTEHIC. BEELIAZEDORDYIZ, (EFETE 3

FRELE (CA) h 5 DEEBAZE A L. Transport Layer Security (TLS) ¥ a ) 71 —8REEHRAITA
g 2L DICPostfix &5 ETE£J, RHEL O TliE. TLSEES{E O b 3L Postfix H—/A—TF
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%25 POSTFIXSMTP —/X—DF7O4 &

X5

TAI N TEMICR>TWET, EAMNA Postfix TLSEREICIE. ZESMTP HOB 2 ELIAE L.
FEESMTP OEHMR TLSAEFNhTWVWE T,

AR
® oot 7V EANH B,
o H—N—(Zpostlix /Ny T—IDNA VA N=)ILINTWS,
o FRHETIBER/ (CA)ICL>TEEBINLARASEMNBERZRF >TWS,
e LUTD7 74 )% Postfix —/N—ICaE—LTW3,
o 1 —/\—iEBAE: /etc/pkiltls/certs/postfix.pem
o FLEER: /etc/pki/tls/private/postfix.key
o H—/N—NRHELO2LIEZZEITL. FIPS E— RDBBMICAS>TWBRHEEIC, V74TV D
Extended Master Secret (EMS) #L5RHEREZ B R— M L TW S A, TLS13 2R L TW 3,
EMS Z A LW TLS 1.2 #imld R L 9, #FMIE, RedHat 7Ly INR—V)a1— 3
> TLS extension "Extended Master Secret" enforced ZZ8B L T XL,
FIR
1. LLF D17 % /etc/postfix/main.cf 7 7 1 JLIZIBIIL T, Postfix AETINTVWEH—/—LED
ERAEZE BRI 7 M ILADNRRERELET,
smtpd_tls_cert_file = /etc/pki/tls/certs/postfix.pem
smtpd_tls_key_file = /etc/pki/tls/private/postfix.key
2. letc/postfix/main.cf 7 7 1 L Zi{&EL T, ZIE L SMTP ERZRA I N1 —F —DAHITH
[RLET,
I smtpd_tls_auth_only = yes
3. postiix y—ERA)O—RLTCEEABERALET,
I # systemctl reload postfix
HREE
o TLSHESIEZHEALTX—LEXEITELIICIZSA TV M 2RELET,

= -1o)
Postfix 7S A7V NTLS 79574 ET 4 —ICET 2EBMBEREEET 31

i&. /etc/postfix/main.cf DRDITEZZEEL T, BT LNILZ 0H5 1ICHEPL
x7,

I smtp_tls_loglevel = 1

23. T RTDA—JLEA—)LY) L —Il85ET 5L DI POSTFIX 238 FE T %

At
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ITARTDA=NZEX =)L) L—IlBET BI5Ed, Postfix Y —/N—Z Null 7547V & LTRET
TET, TDRETIE. Postfix [FA—ILZRDA =LY —/N—|TEREXT ZLIT T, X—ILDZFIET
TFtEA

GRS Jaa
® 0ot 7V EADH B,
o H—/N—(Tpostfix /Ny T—IHA VA MN—)ILEINTWVWS,

o A—J)LAEEETD)L—FKRAMDIPT7 RLRFLIIERANEDH D,

FIR

1. Postfix O —AILDA—IVEEEZZIFAN, TNHANU IS4 TV MIRBZD%ERSIC
i&. /etc/postfix/main.cf 7 7 1L &ZiREL. U TOEEAZMAFT,

a. mydestination /X5 XA =4 —ZZZDEICE L QDL DICHEL T, IRTDA—IL%Eg
£ DL IC Postfix #&ELF T,

I mydestination =

ZDERETIE, Postfix Y —/N—F A —JLDEETIFAL, nul 75472 b& LTHEBE
9,

b. NUl 7547V DO A—INERETEA—N) L—HF—N—%ZEELET,
I relayhost = [<ip_address_or_hostname>]

JL—FRRAMEXA—IVEREZITWE T, <ip_address_or_hostnames % AIEII CH & £
-a—o

c. A=IVEBIETZEDIC. W—TNv I A4V —T A ATOR)vAVTDBLIIC
Postfix X =LY —N—%ZELFT,

I inet_interfaces = loopback-only

d. Postfix NI RTDEFBA—IVDEFERAAVE) L —A =LY —N—DEERAA VI
EXMABITE. UTZRELE,

I myorigin = relay.example.com

e. O—AILA—IEEEENICTDICIE. BRET77AIDREITRDT 4 LY T 14 7 %EBN
LEY,

I local_transport = error: local delivery disabled

f. mynetworks /X5 X —#% —%3BH1L T. Postfix #*127.0.0.0/8IPv4 xv kT —7 &
[1)/1281Pv6 Ry R — I WLEGEINO—ANLIZATLDNLDA—)LEA—IL) L —
Y—NR—ICEETBHLIICLET,
I mynetworks = 127.0.0.0/8, [::1]/128

2. main.cf 7 7 1 )LD Postfix SRENIELWHFEEL T,
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X5
wi

%25 POSTFIXSMTP —/X—DF7O4 &

I # postfix check

3. postiix Y —EXZHBEELTEREZHEALET,

I # systemctl restart postfix

o X—JLBENMN—IL)L—ICEEINTVWDIEZHRALIT,

I # echo "This is a test message" | mail -s <subject> <user@example.com>

STV a—54>9

o ITS—NRELLBEIE /varlog/maillog AL TLEI L,

BIER R

=

e /etc/postfix/main.cfsXE 7 7 1 )L

2.4.POSTFIX 8D KX A4 VDEHEE LTHEET S
Postfix &, BEHED RX A VDA —ILEZETEDIA—IIY—N—¢ L THRETZFT, ZOHRET
&, Postfix &, IEEINZRAAVAHDT RLRICEEINAX—ILORKSEHLEE L THELZT,
UF%aZETETET,

o FUA—ILRBEEIRTERDA—ITRLAEEZRET 5,

o BHDRKAAYDZEFEA—ILERL Postfix b —N—ICIb—F 1 VT T %,
s 3as
o 0ot PO EALDH B,

® Postfix F—/N—%ZELTW3,

FIR

1. letc/postfix/virtual RIETA )V 7 X7 74ILT, ERAAVDA—IT RLRAEZEBELET,
BXA—ILT RLRAZHFLWMTICEMLEY,

<info@example.com> <user22@example.net>
<sales@example.com> <user11@example.org>

Z DBITIL, Postfix I info@example.com ICEEFEINALTRTDOX—IL &

user22@example.net ICY 41 L 7 k L. sales@example.com ICEFEINZ X —IL%&
userll@example.org ICY ¥4 L7 ML ET,

2. IREITAN)VTARY TDINY 2T 74 ILEFERLET,

I # postmap /etc/postfix/virtual
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Zmax Y K&, letc/postfix/virtual.db 7 7 1 L= /ER L £ 9, /etc/postfix/virtual 7 7 1 JL
EEHFLEREIC, 20TV REBILBETTI2LENHYET,

3. Postfix /etc/postfix/main.cf 2 7 7 1 JL T, virtual_alias_maps /X5 X —#4 —%Bi0L T,
Ny D17 7AIVERTLIICLET,

I virtual_alias_maps = hash:/etc/postfix/virtual
4. postfix f—ER%Z)O—RFLTEEEZHEHALET,

I # systemctl reload postfix

B®EE
o REX—J)LT7RLADIDICA—ILEZEELT, BEETAMNLET,
STV a—54>9

o ITS—NRELLBEIE /varlog/maillog AL TLEI W,

25.LDAP T4 L7 M) —DHRFTBETFT—TILE L TOFER

Lightweight Directory Access Protocol (LDAP) #t—/\—%FEHRALT7Hh VY b, KXA Y, FhiFTA
)7 2% RFT B5EIE. LDAP H—NR—%RHKRT—TILE LTHEAT S LD IC Postfix ZBETE X
T REAT77MIVDRDYICLDAP ZEAT 2 &, HRT—IN—R%=FEATEIT,

AR
® oot 7V EANH B,
o H—/X\—|Z postfix /Sy F—IAA VX F—ILINhTWS,
o MERAF—IBLVA—HY—ILTUIvILERDLDAP H—N—9"H5,

® Postfix #E1T L TWBH—/X—|(C postfix-ldap 7S 71 U H1 VA M—=ILINTW3B,

FIR

1. LLFDOAAT letc/postfix/Idap-aliases.cf 7 7 1 LA {ERK L T, LDAP BT A —4 — %%
ELEY,

a. LDAP H—NR—DKRR MNEE/BELFT,
I server_host = [dap.example.com
b. LDAPBRERDNR—ZARAA VEZEHBELET,
I search_base = dc=example,dc=com
c. 77V a Vv BHICIGCTLDAPRRI A NI —EBEENARITAALES, T4L I b

) —%MFRT 57149 —DT 7 +)L bE query_filter = mailacceptinggeneralid=%s T
ER
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%25 POSTFIXSMTP —/X—DF7O4 &

X5
wi

2. LFOWAE%ENML T, LDAP Y —X % /etc/postfix/main.ct 2 E 7 7 1 L D®ET—TIL & L
TEMILET,

I virtual_alias_maps = |dap:/etc/postfix/Idap-aliases.cf

3. postmap I7v > R%ZZE{TLTLDAPREZHRALFT., IhiF, BXIT 7 —FFEHEOEE
EFzv I LET,

I # postmap -q @example.com Idap:/etc/postfix/Idap-aliases.cf

4, postfix Y—EX%Z)O—RLTEREZBERALEY,

I # systemctl reload postfix

o FRAMA—EZEEFLT, LDAP*ﬁ?é?b“IEL(*%%ﬁEL'CL\% EEHRLE
¥, /varllog/maillog D X —)LAOJ TITZ—HRVWHERLET,

BEETEIR

e /usr/share/doc/postfix’yREADME_FILES/LDAP_README 7 7 1 JU

e /usr/share/doc/postfix’README_FILES/DATABASE_README 7 7 1 JL
26. I NA—Y—DY L —%TOEBEXA—INTF—N=ELTD
POSTFIX D& E
RSN A—HY—DA—ILE) L —F 5L DICPostfix Z5RETEET, 2D FYATIK, SMTP
Bith DIE TLS %'ﬂ: BJ:UL%L:%) |\ |/7\$U|3E7£‘:{lﬁ2_7°\_ 9l\:1|:| _)l/-'j-_/\‘_t L'C POSthX %Eﬁfgg—é

ZET, A—Y-—N"BEPEEZFREEL. BODX—LT7 RFLRAZFERLTSMTP H—/R—HRTX -
EEETEBLIICLET,

AR

® 0ot 7V EADH B,

® Postfix F—/N—%ZELTW3,
FIE

1. Postfix ZZEF{EA =LY —/N—& LTHRET BICIE. /etc/postfix/main.cf 7 7 1 L= #RE L.
UFEEMLET,

a. SMTP i it uIE%ﬁJ-jJ‘\- L i-g_

smtpd_sasl_auth_enable = yes
broken_sasl_auth_clients = yes

b. TLSAZHHALAVWT VR EEMICLET,

I smtpd_tls_auth_only = yes

39



Red Hat Enterprise Linux 9 X —JLY}—R—DF7FO4A

C. MAINAI—F—II/HLTOAA—IY) L—%2FTLET,

smtpd_relay_restrictions = permit_mynetworks permit_sasl_authenticated
defer_unauth_destination

d #7723y a—4—HPFEIDOX—IVTRLRAEZEEEE L TOAMEAT 2L D ICHIRL Z
-a—o

I smtpd_sender_restrictions = reject_sender_login_mismatch

2. postfix y—EXZ)O—RLTEEZBEALEY,

I # systemctl reload postfix

o TLISELVSASLAEYR—MTBZSMTP YV SA 7Y MNCRIELET, TAMA—ILEZEEL
T. SMTPEREEAEEL < HBEL TWB Z & #RERELZE T,

27.FALCARRANTETLTWS POSTFIX 5 DOVECOT ADEF XA —JL
DB(E
UNIX YTy MEBHRTLMTP 2FBEAL T, BEA—IERE LUK M ED Dovecot ICEEET DL D I

Postfix 558 ETX X3, DY 4 vy ME. O—HILT Y VD Postfix & Dovecot & DEIDEEBE %R
BWICLET,

Gl s
® 0ot 7V EADH B,
® Postfix F—/NN—%ZELTW3,

® Dovecot H—/N—%F&KEL TW3B, Dovecot MAP 8 LU POP3 H—/N\—DERELEIE A58
LTLEIW,

° Dovecot"j'—/\—t‘_ LMTP Yy hABRELTWS, LMTP Y4 v & LMTPS ) 2+ —D:%
EESRLTKEIY,

FIR

1. /etc/postfix/main.cf 7 7 1 )LD Dovecot IC X —J)LAEERE T 5725 LMTP 70 b3 JL & UNIX
RXA YTy NafEETBLDICPostfix #58ELE T,

o REXA—ILRY IV RAEFRITZIGFEIE. ROAVTFTUYEEMLEY,

I virtual_transport = Imtp:unix:/var/run/dovecot/Imtp

o RELUADX—IVRY IV R%FERY2HBEF. ROAVT Y %ZEMLET,

I mailbox_transport = Imtp:unix:/var/run/dovecot/Imtp

2. postfix ') O— NLTEEZBEALZET,
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§2% POSTFIXSMTP Y4—nR—DF 7 0O4 EXE

I # systemctl reload postfix

MREE
¢ FAMA—IZEZEELT, LMTP VYT Y I~7b*‘IE“.%“L:§jJ1’ET%> EEMELE
¥, /varllog/maillog D X —)LAJ TITZ—HRVWHIERLET,

2.8.POSTFIX 5 BIDHERA M TEITINTLWS DOVECOT AND X — )LD
g

v N — 2828 T Postfix X — )L —/N—¢& Dovecot BRET—Y x> NOREIC ¥ 2 P ARER A FEIL
TEXFEd, INETOICIE. X—=ILT—N—ETOA—=IVEBEICRY NT7—20Y Ty A FRT3LD
ICLMTPH—ERAEZRBRELFT, T 74/ MTlE. LMTP 7O M JLIEEEEINTOWERA, 7

L. TLSEESIbARE L/=HBE. Dovecot [E LMTP H—ERICALCHREAEEHMICFEARALET T, Hw
T. SMTP H—/N—(&, LMTPRHETSTARTTILS OY Y RAFRHL TENIERETEFE T,

Gl s
® 0ot 7V EADH B,
® Postfix F—/NN—%ZELTW3,

e Dovecot —/N\N—%EEFEL TW3, Dovecot IMAP 8L U POP3 H—/N\—DEELEE 250
LTLIEI W,

® Dovecot H—/N—TLMTPH—EREZLZELTWS, LMTP VY4 v k& LMTPS ) A+ —D3%
EESRLTKEIY,

FIR

1. LTFORBEEEML T, /etc/postfix/main.cf 7 7 1 JL T Dovecot ICA —ILEBET B72DIC
LMTP O NI EINET RXA YTy NaFRAT S LD IC Postfix 25 EL T,

I mailbox_transport = Imtp:inet:<dovecot_host>:<port>

<dovecot_host> % Dovecot —/X—DIP 7 RL A F/IEHR A MRICEEHZ. <port> &
LMTP H—EXDR— "NBESICESHTAFT,

2. postfix y—EXZ)O—RLTEEZHEALEY,

I # systemctl reload postfix

o !JE— K Dovecot Y —"N—HWHRARNTBZT7RLRAICTARMA—=IL%EZEEFE L. Dovecot AY %
9:1 / 9 L/T )(_)l/b\IEI%“—ﬁa{l:l n?‘;k_ t%ﬁ&;b L/i_a—o

2.9.POSTFIX H—E X% {R#&T %

Postfix I&. SMTP (Simple Mail Transfer Protocol) A L THtD MTABI TEF A v —IV%EEL
Y. VA7V MRBREI -V MIA—IVEEEFELIEYTEA—IEEI—2 Y M (MTA) T
T, MTAIZHEERBODORNS 74 v I ABESIETEEITN, T72IRTEZI LRWEELRHY £,
BREALIVERERMEBEICEFTITDIET, IFIFERRBICHT DY RIVEZBRRBT LI EETEET,
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2.9.1. Postfix *v N7 —VBEEDEXx 1T 14— AV DER

BEBENRY NV —URBATYRATAIRATD VAV ZERT 5. ROIRV&ETEBREIFEL
KITLTLEIW,

o XY KNT—U 774> RAT L (NFS) HBFRY 12— AT /var/spool/postfix/ X —IL X F—)L
TALI M) —EHBLAVWTLCEIW, NFSV2 & NFSV3 &, 2—H—ID &JIL—TIDIC
WTrHEHE#HIFLEEA. LAY 2T, 2AULEDI—H—HAELUD 2F>TWEE, B
WDOX—)ILEZFELTHOIENTE, EXal) 71—V RIDELET,

R

SECRPC GSS H—RIEY 2 —I)LIZUID R—RDFBEEFALARW=H, &
DFRAIE Kerberos Z{FRAT % NFSv4 ICIEBERAINF A, 7=72L. X2
TA—YRVEEBTZLDIT. A=A T—=ILTF1 LU M) —% NFS HBR
)a—LICBELBWVWTCREEIL,

o Postfix Y —/N\—DEHADAREMEERS TLDIC, A—ILI1—HF—@FA=)ITOTZLEFRL
T Postfix ¥ —N—=ICT7 IV ERTRIBENHYET, A=Y —N=—TIzVTHOY A
#7. /etc/passwd 7 7 1 L RD TR TD1—H—2 /L% /sbin/nologin ICE&E L £ 9 (root
A—H—EZHINDOETREMEN DY £7),

® Postfix xxYy ND—VMENSREST Z/HDIC. T7A4IMTIEO—HIVIL—FNRY I T RL
ADHE) Y RAVTBEIIIEEINTVWET, Ihik. /etc/postfix/main.cf 7 7 1 LD
inet_interfaces = localhost T4 &X/R"9 5 Z & THIERTE X9, INITLY, Postfix &y b
T—IDB TR, A=AV RATLDNLDA =LAy tE—Y (cron 23 TDLR—MRE)
DHEZIFTANDELDICRYES, INET T AL MNDERET. Postfix &xy N7 — IV KED
S5R#ZEL X T, localhost DFIREELY R Z, Postfix BT RTDA V¥ —T A ATY YRV
TXBLDHICT BICIE. Jete/postfix/main.cf T inet_interfaces /X5 X —4% —% all ICEREL &
ER

2.9.2.DoS WE A HIR T D7D Postfix SR EA T 3 v

WBEIZ. M T4 v I TH—NR—56HINIERLY, /S5y a%B|XRITHEREZELLZYL

T. Y—EXRIEE (DoS) HEAS| X T AL H Y £, /etc/postfix/main.cf 7 7 1 )L THIR %=
BMETDIEILFY, COEILBHED YRV ERFBTDEIICVATLERETCEET., BFEOT«
LT 4 TOEEZEERET %D, <directives = <value> XD H XY LBEBTHLWT A LI T4 T%E
mcxExd,

DoS WMEZFIRT 2ICIE, RDTALIT4TYAMFERLET,

smtpd_client_connection_rate_limit

D547V MDY —ERIIH L CHEREMH LY ICETTEZERAITORAHEZFIRL

T TI7AIMEIZOTY, Thik. 7547 MHBEBEALT Postfix ’FIFANDZEHNTE DS
HERLHDOEREITIIENTESRIEEEKRLEYT, 774INTIE. T4 L V71 TIERE
TEXBZRXYNT—ODIVZAT7 Y MERALET,

anvil_rate_time_unit
L— MNEIRRZETE T 2DDREEMEERZLET, T 74/ MEIF60FTT,
smtpd_client_event_limit_exceptions

EHRELCL—MNERBRIT YRS ISA T RNERALET, TI7AILMTIE. TaLIT47T
IFEFETXBZRYNT—ODISA T NERALET,

smtpd_client_message_rate_limit
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%25 POSTFIXSMTP —/X—DF7O4 &

X5
wi

REBEMUHIZYVDI ATV IDLDERICHTEX Yy E—VBREOEANZESEL T3 (Postfix
DEBRICENLDAY E—VZRITANZDEINMNIEFRDHY TEA),

default_process_limit

BEDY—ERARMT S Postfix FFOEVRADT 74IL NORAEEERL £, master.cf 7 7
AIVADHEDNDH —ERXTIE, TOIN—ILEBHTEET, 774/ MTIE EIF100TY,

queue_minfree
F1—TT7AINIVRTLATA—INEZETIDIIBERFNOREIRELEHZLET. JOT4
L2714 TIFIRE. Postfix SMTP H—/NR—DBA =)L EZIFANZINEI DN ERET H7HDIFERAI
NTWEd, 774 MTIE Postfix SMTP #—/N—(&, ZEXHRED message_size_limit M 1.5
BEARBOBZEIC. MAILFROM OV RZEBLET, ZEFEOHR/MEZINSLYEHIEET
%1ZlZ. message_size limit D 15 ZLL LD queue minfree [E%IEELET., T 74/ bD
queue_minfree {&(X 0 T9,

header_size limit
Ay E—INY F—%BINT2ODAE) —DRRKEEZNA MEITERLET, Nv ¥ —H1K
TWEE. ROBAY I —RBBEREINE T, 774/ MTIE, BIF 102400 /X1 ~TY,

message_size_limit

IVRO—TEREEOA v E—VDERARYA X &N NERITERELET, 774/ MTIE, E
(& 10240000 /X1 N T9,

2.9.3. Postfix " SASL #{#FH ¢ 2% F

Postfix I& Simple Authentication and Security Layer (SASL) X— 2 D SMTP &35 (AUTH) ZHR— Kk L
TWEY, SMTP AUTH & Simple Mail Transfer Protocol MIEER T, IRFE. Postfix SMTP H—/X— (&
RDFETSASL EEEZ Y R—MLTVWET:

Dovecot SASL

Postfix SMTP #—/N—(, UNIX RXA YTy hFLIETCP Yy hOWThhEFAL T,
Dovecot SASL EEELBETEXF T, Postfix & Dovecot 7 77U Hr—2a UARDTY VY TEITLT
WaEaIk. COAEEFERLEY,

Cyrus SASL
BWITEE SMTP IS4 TV ME, —N—=E0FA4T7 Y MOAATHR—-MNBLTZITAN

SNBEIAHEZFERL T, SMTP H—N—TREAT2HELNHY X T,
IE=S 0

o dovecot /Ny T —IDVRTLICAVAR=ILINTWNDS

FIE
1. Dovecotxty N7wv FLZET,

a. /etc/dovecot/conf.d/10-master.conf 7 7 1 LI RDITEEHFE T,

service auth {
unix_listener /var/spool/postfix/private/auth {
mode = 0660
user = postfix
group = postfix
}
}
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44

BIDHTIL. Postfix & Dovecot DEIDBEICUNIX XA Yoy hEFERLTVWET,
F7=. Ivar/spool/postfix/ T4 LV N)—IlH B A—ILF 21—, BLU postfix T—H—&
TIV—TDFTERITLTWE 7Y —> a3 v %EE Postfix SMTP H—N—DF 7 # )L
HREEBELTWVWET,

AT a3 TCPIEHT PostfixBEEY VT AME Y w AV T BL D2 Dovecot 2w K

7y TLET,

service auth {
inet_listener {
port = <port-number>

}
}

. letc/dovecot/conf.d/10-auth.conf 7 7 1 JL® auth_mechanisms /X5 X —4% — % #RE&E L

—C\ )( _)1/9 5’( 7 I\ 7’3“ Dovecot T@le\ﬂE‘hﬁﬁTéﬁli%* l./ i-a_o

I auth_mechanisms = plain login

auth_mechanisms /X5 X —4% —(3, IFIFLTL—VFFAINBLVESL—VFF
A NDORIAFEEYR—PMLTWVWET,

2. letc/postfix/main.cf 7 7 1 L AZEE L T Postfix aty 7y FLZE T,

a. Postfix SMTP H+—/N—T SMTP RifxBxICL T,

I smtpd_sasl_auth_enable = yes

b. SMTP 525EFH @ Dovecot SASL EEDFEHREAEEICLE T,

I smtpd_sasl_type = dovecot

c. Postfix ¥2—7 4 L7 b —ICHENHARAENRZHEELE T, BN RZFERT S &,

Postfix —/3—H' chroot TETL TWBEHNE D MIBEFZRARL., RENEERICHEET D T
EISEFRLTLET Y,

I smtpd_sasl_path = private/auth

CDF|ETIE, Postfix & Dovecot DFEIDBEICUNIX KXA Yy NaERLEY,

BEICTCP Y Yy NaFERT IHBAIC. BID~Y Y Y T Dovecot 3T & 5 IC Postfix & %
ETBICIE, ROLOBEREEFRALET,

I smtpd_sasl_path = inet: <IP_address> : <port_number>
BIDHIT, ip-address % Dovecot ¥ YD IP 7 KL RICEE# A, port-number %

Dovecot @ /etc/dovecot/conf.d/10-master.conf 7 7 f L CIEEINALR— M BEEICE X
¥z Fd,

. Postfix SMTP H—/—D US4 7V MIIRBET B SASL X A= X L%=BELE T, BSIE

Ity Ya v EREEEINTUWAVWEY Y I VICERB XD XLEIEETESZ &
IERELTLEIY,



$52% POSTFIXSMTP 4 —/"—0D 7 704 &RE

smtpd_sasl_security_options = noanonymous, noplaintext
smtpd_sasl_tls_security_options = noanonymous

BDTA LT 47 BESlbIhTuwiAnWty Y ay TIREZRIIL HFTINT, BS
EINTVWARWI—HF—ZFLENRRAT—REEETEIADZILIHFTINRTWARWN
EEBELTVWEY, BBty >3y (TLS 2#ER) DFE. FFERLRRBILEA D =XLDH
NEFAINZET,

BEER

® Postfix SMTP server policy - SASL mechanism properties
® Postfix and Dovecot SASL

® Postfix SMTP #—/N\—"T SASL FR5fL %% ET %
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