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3.9 CONTROL PLANE HOSTS 3.10 CONTROL PLANE HOSTS

docker.service

crio.service

U]
<
]
-~
o
3
o
v
o
=
=
o
D
(2

——————  atomic-openshift-node.service (hyperkube)

v

openshift-node/sync

atomic-openshift-node.service

o
]
3
docker.service L » openshift-sdn/sdn g
v
)
73
§ openvswitch.service P openshift-sdn/ovs
>
™
(1]
n crio.service
o
£
[
=
% atomic-openshift-master-api.service P  master-api (apiserver.yaml)
@
i
=
atomic-openshift-master-controller.service T ter-controllers (controllers.yaml) (1)
3
o
(]
etcd.service P etcd (etcd.yaml)
3T 57 = L le) = R =
AEE T 74 847t 44 FE2 AYEE 29w i SAEE npAEH Y ks 14 38

EE
A3 ¥ ) 2 /etc/origin/master/master-config.yaml v} ol A G4 & 7|

pr
N
ofl
]
i
)

N7 e AL
Hyperkube = & & Kubernetes(kube -apiserver,controller- manager =#| =], 5 A, kubelet) & ¥~ 3}
3= vloly gl gy th A 2+ Al kubelet & kubepods.slice = A4 Yt} th2- © & kubelet &
kubepods.slice Y ol QoS =5 & &}o] Zburstable.slice ¥ best-effort.slice E A 43 &1 t}. Pod7} A] 2+
=™ kubelet & pod<UUID-of-pods.slice & 2] & A}-83}o] Pod =5 &&to] 2= A Al 312 CRI(AH| 9]
U HERY QI EF o] )] thE Fo] HEtd ] sl A2 E dE gyt 29 v Docker ®2+= CRI-O7}
Pod 5% ko] 22 ol AE| ol 5% &ehe] 28 A4 T oh.

] 2 Pod
nt A~ E =X 9] kubelet2 kube-system T 2 A E o] | ~EH | TAEHEE 72t AEE Z7 2 A % Podo
thall APl A B]o] p]2] Pod& At & 082 A FUth o] 83t 2 L= vjUH RE= 7| 24 0% nfiH
S ~E 9| fetc/origin/node/pods T] & E] 2] o] 3= openshift-ansible 4 ] = 2 71 3] o

>
2
%
T
o

o] 2] ¢ Podol &= o} 222 hostPath £ ©] A o] = o] gl th

/etc/origin/ R E ¢1ZA, +4 99 9 admin.kubeconfig ¥} & 334t}
master
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-master-node-configuration

/var/libforigi - wiold gl o] 28 9 A A S0l §E 5 24Ttk

n

/etc/origin/ 5= FFAE A (AWS, Azure 5)S 35U o}
cloudprovide
r

Jusr/libexec  F7FERAL BF ZH2dS 2dFYTh
/kubernetes

/kubelet-

plugins

/etc/origin/  A|2~¥) AH o] & 7} ERAL BF S22 3T
kubelet-
plugins

A Podoll Al 88 5 Q& I AEE AFHUT ol S S0 g3 2yt

I $ oc logs master-api-<hostname> -n kube-system

APl A H oA 3 &9 & vhghgtyth 28y vd=S 3 gy ok

I $ oc delete pod master-api-<hostname> -n kube-system

FEE AAE A A A gF U T

T OhE o 2 Ze)2E Bel e BA7E s 29 o A4 e vl o Bl & Al 2et] 913 APIAH e 2
a5ES EUE S AUHHA AYS FYsok & S et o) gho] AH ol oA Ay 2
M2 g w22 fetc/origin/master/master.env 314 -2 H 3 &f| oF gLt} of 7] A OPTIONS HE o -
loglevel w7 W45 548 4 JAFUTh WA AFRS A ge2 Aoy YRol A A3 $ 22 A
222 OhA] Al 23l oF g ok

o} 2~ E] A H] 2 thA ;\] =z}

AEE ZHA AA T2oA A8 F2A AEE S MU 28 OA] A&t ¥ plAE S2EA
master-restart = = g A&y o}

nlE] APIE T Al sl W B g SRl g T
I # master-restart api
AEEZHE A Azt ™ & T3 dU o

I # master-restart controllers

—

o2

etcdE ThA] Al Zetel &S S g
I # master-restart etcd
WP A H| A 27 17

AEE Z¢ 9 A3 Podo A A E= AEE Zgol )20 202 Bed 35 74 820 sl
master-logs = & S AF-&- 34 o}
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I # master-logs api api
I # master-logs controllers controllers

I # master-logs etcd etcd

21.2.2. A7+ 8 A up2E

=

O 0
[

)3

ol ©el Aol Aol gleA Slety] Sla] A A 0% HA(LZHEH)E 918 mhE 2 T4 Y

1
U,

]

A

wh2oE] 7hg ol e -8 & fetste W B b BE2 A s Aol EHYTh

1 wEE S oA THE 7] 93 i B8-S hEojok Ptk {8 52 kg A ] 2o
WEg ol AdUrth FrFEFA e ARS Fx ok st M= APt o 2 Eof viiE
2E ZEY7] REE A 3

8171 918 2 & oo th e

2. 278 EF S AMESE nfAHE Ak 8 2o &Y Ao A o] gleA %Y
oh F 2 A A EA oA = 718 HA W & AFE-315L HAProxy & A48l 54 o & Al &%
Yth HAProxy th4l 7] WH & AF8-3te] 7d S AHE-35te] 7| HAEF o A 88 7% UF
=g

31

2 2 8 A OpenShift Container Platform Z- 2] 2B o A= APl v 2= el A 9] 1718
S FA FEdoF FUTHAPI A 2= WA E AL T 5= gle A =2oA AEHE
RystFglon, RE X¥E7ldeadl & A HH = Q= QI E 7} A H] 20| A A A H

OpensShift Container Platform-§ HAE 2 3li= A 9] ol &= APl A 2= Wl g A of] o &
HAS E =2 A8 oF ok HAE 743 3t& ¥ F5 Big-IP™ H+= Citrix Netscaler™ o} &
gho]d ek 2 LB(AE Zetol= 22 W HAM)E FFet= 2ol FFUh o8 &7A4
S AR 5 §lE A$ o8 HAProxy 2= W A & 48 5131 Keepalived & AF-&-31of HA
off 5 7MFIPFAEATT F AFULh 28t o] ERFAS Z2H M A2 2o A%

97 g

Role g

etcd active-active B3 B 2FS =3 v 3 o HEo S 2Eo A
‘ Utk

ot

APl A H active-active HAProxy ol A &) gh o}
AEZ# A2 A active-passive g Wof sl Al 2E Ay Fe 2~ Yz A gy
1

HAProxy active-passive AP| t}2H Q= F O E 7lof B3} B AL
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https://en.wikipedia.org/wiki/Runbook
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#multiple-masters

2AF O] =

Role 2gd 251
S LY eteddll= HH A e S50 SARETH QA RE npAH MU Lo = F0] SAETEIT
= Aol a7 Aol glsuth e v HA tiall = 7l o] o] mpiaE MH| A7 g st 2 vl
Au]2= G etcds A A o dAE T4 SEES FA 5= slo] ek Yyt
213. ==
s e E 93 ded &7 5 Al U th Kubernetes S8 28 9] 7t i = ol &= B ol A g
ste vl 2 a3 27t dFUth === dH oy Y, kubelet Bl AH] & Z=A1 S 36| Pod
E Atz d dad A aE Ut
OpenShift Container Platform-& Z2}9-= F32F 28 & Al 28 = 7 A 2" o == 2 A 3y
th Kubernetes= 3l ==& e = == QHAE 9} 4% 283Ut vfAHE =5 QEAEO] X

HE AL 3o AE % Zjoﬂ/ﬂ“‘:% =34y
LE7FEDS A EE A A
HE7F AF YT

st e A S EHT WA FA R npaE e
K g = abe) 9 ghe) ol o) g A4l

[
O
®
-}
D
o
D
(7]
i
OEI
>
o
l‘ll‘ o

e A= CLIE AFE-3Fe] OpenShift Container Platform Q1 28l oA === A2 = JH5UTh ==
MHE A S o AA A D RS Hosted AE == 724 998 A8y

2.1.3.1. kubelet

7t mE=o= PodE A™ st YAML 91l ZAH olY Wiy 2EM AA T 2 =8 dH ol Est=
kubelete] 9ls5U T} kubelet2 MU 2E A ES A& 8le] 8l G A H| o] | 7} Al 2 AL Al AP & ==

gy

&< &3l kubelete]] ZE| o] | w3 2EE A3

et
-
%0,
)3
i
)

® 20&vitt FlH=WE = AL A=Y h
® 20wt B EH = Y ENA HTTP A =2 A EVE dadgyth

o kubelet2 /registry/hosts/$(hostname -f) ¢} 7+& etcd AW E RUEH H st H7 AMeS &2 &
G

® HTTPS Al th7l koL 223 APl &g ate] A vy ¥ 2 E & A& 8} += kubelet ] Lt}

7 st oY o] APlo] 4ol H A B 28 Bt R W E S S A% A8 G o 2 F3
=T A YoM AU TCP L UDP 2E9 282 +38 + &t

[kl
i)
ey
o,
fo
B>
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https://kubernetes.io/docs/concepts/architecture/nodes/#management
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-manage-nodes
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-master-node-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/scaling_and_performance_guide/#scaling-performance-cluster-maximums
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apiVersion: v1 ﬂ
kind: Node @)
metadata:
creationTimestamp: null
labels:
kubernetes.io/hostname: node1.example.com
name: node1.example.com
spec:
externallD: node1.example.com 6
status:
nodelnfo:
bootID: "
containerRuntimeVersion: "
kernelVersion: "
kubeProxyVersion: "
kubeletVersion: "
machinelD: "
oslmage: "
systemUUID: ™

apiVersion & A}-& 3 APl B} A& A o] gty o}
Node = A ¥ kind = o] 2 == Q BHA E o] Ao 7 AWt}

metadata.labels = == =715 7 & do

i
o
o
iica
%
i
w)

metadata.name & == Q H A E 9] o] 2S A ol5tE= 5 3 h o] z+< oc get nodes &
213} &k w) NAME < o] A gt}

® 0009

spec.externallD = == A4 3 & A= A std =HQl ol 55 A FUTh v A= A5 7]
275 metadata.name 7+ Yt}

2134. == REXEF

e Ao wpiE o] FEAEYH LR T} npaE ol A Al o8 747 Sehe] e B A
AFME AU e =B 7 el 4 Folm 8 B 7L FY W ET Ak gl 2
g7t HH R H e s A ge] b5 U Th A5A @Al B Y P F4 AFA Hel /B

o7 &gstH o] syt
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node boots

node.kubeconfig? o > kubelet uses bootstrap.kubeconfig to generate CSR

v

CSR is approved and signed

v

kubelet generates node.kubeconfig, certificates, keys

A

node joins cluster

LT A A7 AR EH e FE A Fo]sty ] Z o] /etc/origin/node/node.kubeconfig J‘ro‘ ol
7N == 74 Fdo] YA ERIFUTE =27l A mEE vt HA A S 7HA = o £
2E o 4%yt

ConfigMaps = /etc/origin/node/node-config.yaml ¢] ‘== 3 2 E oA 34 A& A= F8 2H
of == FAS At vl AFEEU T 712 == & 9 & F ConfigMap Al E ] A o= S8l = A X
NM == JF L I2E PP HYE FXIHA L

RErERAIZZ
TEHEAED IZAHA T HAEZFEAEF YT

1. 712208 F8 2 AR Fo == BREXE I ALL317] 93] clusterrole,
clusterrolebinding ¥ serviceaccount © 2 4 E A E 7} A Al gt}

e system:node-bootstrapper S ~FH I &2 == REAEFY Fof CSR(ASA A1™H 83)

= A st ol A E Y T
I $ oc describe clusterrole.authorization.openshift.io/system:node-bootstrapper
%9 o

Name: system:node-bootstrapper

Created: 17 hours ago

Labels: kubernetes.io/bootstrapping=rbac-defaults

Annotations: authorization.openshift.io/system-only=true
openshift.io/reconcile-protect=false

Verbs Non-Resource URLs Resource Names APIl Groups Resources

[create get list watch] [] [] [certificates.k8s.i0] [certificatesigningrequests]

® ©}3 node-bootstrapper X H| = A4 o] openshift-infra = 2 4 E of] A} 4 g T}

I $ oc describe sa node-bootstrapper -n openshift-infra

)

a)

Name: node-bootstrapper

] m.m,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-configmaps
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#configuring-inventory-defining-node-group-and-host-mappings

OpenShift Container Platform 3.11 o} 7] €l %]

20

Namespace: openshift-infra
Labels: <none>
Annotations: <none>

Image pull secrets: node-bootstrapper-dockercfg-f2n8r
Mountable secrets: node-bootstrapper-token-79htp
node-bootstrapper-dockercfg-f2n8r

Tokens: node-bootstrapper-token-79htp
node-bootstrapper-token-mqgn2q
Events: <none>

e Tt} system:node-bootstrapper 2~ g el e = REXEWAR} FB X
S gl AH A A G of] AR Y T

Z
12

I $ oc describe clusterrolebindings system:node-bootstrapper
=49

Name: system:node-bootstrapper

Created: 17 hours ago

Labels: <none>

Annotations: openshift.io/reconcile-protect=false

Role: /system:node-bootstrapper

Users: <none>

Groups: <none>

ServiceAccounts: openshift-infra/node-bootstrapper

Subjects: <none>

Verbs Non-Resource URLs Resource Names API| Groups Resources
[create get list watch] [] [] [certificates.k8s.i0] [certificatesigningrequests]

. Z 812 A A Sl openshift-ansible 4 %] == & 78] & OpenShift Container Platform <15 7]

A Q1Z 4], 7] & kubeconfig 3} S /etc/origin/master T] & ] 2] o] A A Tt}
e A vt e vha 3 Ay T

/etc/origin system:admin A}-§-2} =5 A8 T}
/master/ad

min.kubeco

nfig

/etc/origin Hl~E 0] Qe xr BHE AE M o AL Ut
/master/bo

otstrap.kub

econfig

a. Ax zE o] t}& 3 7Ho] node- bootstrapper A]H] X ] g L AF-& 6= F -9
/etc/origin/master/bootstrap.kubeconfig 7} A d Y t}.

$ oc --config=/etc/origin/master/admin.kubeconfig \
serviceaccounts create-kubeconfig node-bootstrapper \
-n openshift-infra

b. nf2~E == A fetc/origin/master/admin.kubeconfig = Y- E~E 3 v} 2 Al-& 511
/etc/origin/node/boostrap.kubeconfig o E-A}g U Tt ThE H|npAE == of A]
/etc/origin/master/bootstrap.kubeconfig v}d o] z} ==



/etc/origin/node/boostrap.kubeconfig o] t} & 2 & =t o B-ALE Ut}

c. I2¥ v /etc/origin/master/bootstrap.kubeconfig 7} t}2 3} 7] --bootstrap-
kubeconfig Z & 2= A}-& 3l o kubelete]] A& Ut}

I --bootstrap-kubeconfig=/etc/origin/node/bootstrap.kubeconfig

3. kubelete #| 3-# /etc/origin/node/bootstrap.kubeconfig ddZ e AZdgE Ut iAo s
Z27] A4 ¥ kubelet> CSR(I5A] A% 83)S A st vt 2 By

4. CSR& AEEY A AN (53] ASA AE FAEEH)E T3l st A F UL A=A
kubelet E2}o] A E 4 A u] 215 4] 7} fetc/origin/node/ceritificates t] 2 ] 2] o] A FH 1t} o
EEUOSH 2EYTH

I # Is -al /etc/origin/node/certificates/

)

=9 9

total 12

drwxr-xr-x. 2 root root 212 Jun 18 21:56 .

drwx------ .4 root root 213 Jun 19 15:18 ..

-rW------- . 1 root root 2826 Jun 18 21:53 kubelet-client-2018-06-18-21-53-15.pem
-rW------- . 1 root root 1167 Jun 18 21:53 kubelet-client-2018-06-18-21-53-45.pem
Irwxrwxrwx. 1 root root 68 Jun 18 21:53 kubelet-client-current.pem ->
/etc/origin/node/certificates/kubelet-client-2018-06-18-21-53-45.pem

-rW------- . 1 root root 1447 Jun 18 21:56 kubelet-server-2018-06-18-21-56-52.pem
Irwxrwxrwx. 1 root root 68 Jun 18 21:56 kubelet-server-current.pem ->
/etc/origin/node/certificates/kubelet-server-2018-06-18-21-56-52.pem

5. CSR %21 % node.kubeconfig 3} o] /etc/origin/node/node.kubeconfig ol A4 5 L t}.

6. kubelet2 /etc/origin/node/node.kubeconfig v} 3} /etc/origin/node/certificates/ t] g & 2]
o JAFSAZ A A2 Ut o] ISA = F 8 2Ho o F8] 7F H A F Uk

g Aazz
o) #4g a4t e AT 2B AU

1. Aol =x9] kubelete == Z 21| X A] A A H fetc/origin/node/ O] & E]z]o] LEA~E ]
74 7} bootstrap-node -config.yaml = A| 2} L t}.

2. 7t =Eo|A =t A u] 2 3 & Jfusr/local/bin/ T A B 2] ol )= 2 A HE openshift-
node £ A}8-3}o] Al ¥ ¥ bootstrap-node-config.yaml & A}-83}o] kubeletg A] 2F5H4 o}

3. 7} m}2=E] 9| A fetc/origin/node/pods U] A E] 2| o] = ul B oA F A T =2 YA E =
apiserver,controller 2 etcd ¢] Pod vl Y| ~E 7} 235 o] 95Ut

4. 2 HAA| Fofl 7+ == 57138} Podg A4 3t+= 57138 DaemonSeto] A4 F Yt} 5713}t
X =+ /etc/sysconfig/atomic-openshift-node 3} o] H 7] Alg+S U E ¥ Tt}
BOOTSTRAP_CONFIG_NAME o] 44 5 = & £3] 7FA g4t}
BOOTSTRAP_CONFIG_NAME & openshift-ansible A 2] ZZ 2 73] o ] A A 5}l =7} 435}
= =5 74 25 wet ConfigMape] o] & H .

NEHow A 28Rt s 14 25 AU

® node-config-master
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® node-config-infra
® node-config-compute

® node-config-all-in-one

node-config-master-infra

N

Z} 7155 2] ConfigMap2 openshift-node Z 2 4 Eof 2§ H 1}

%713} Pod=BOOTSTRAP_CONFIG_NAME o] 24 H zk2 7|9t o 2 243l ConfigMap<
=F4h
6. %7]3} Pod® ConfigMap ©l| ©] E] = kubelet #4102 WS alal s = S AE 3t
/etc/origin/node/node-config.yaml & A/ 3U . o] Jd(E Fd o] 7] AA)S HASH
kubeleto] ThA] Al 2 1 o}
e 34 4
= o] 34 & openshift-node = 2 A E o] A # A 3+ ConfigMapS H §] &l 4=4 g o}
/etc/origin/node/node-config.yaml & 27 =33 = <+ EuU o

o] £ £ 9] node -config-compute ZF 9 I+ =X 9] 745 t}22 AH8-3o] ConfigMapg H 3 g4 o}

I $ oc edit cm node-config-compute -n openshift-node

2.2. ZAH ol A =E L]

221702

OpenShift Container Platform& Docker Hub, E}A} 7} Al &) 6l= Z 2o Hl g A 2 E
Container Platform g X 2 E 2] = ZAH o] o] u]A] g R A~E 2] APIE olu] x| AX
HE 8T+ AdFUHh

E],%?}g OpenShn‘t

2.2.2. =33 OpenShift Container Registry

OpenShift Container Platform-& & @ o] whz} A o]u] %] 2] LA Eg S A5 o2 T2 AYse 7|52
7}k OCR(OpenShift Container Registry Yol 2t 3 7 H o] o] n x| A 2E T Z A& Tt
o] & Tl Ab& A= ol EE Al o] W= A o|u A& FA S F = 71 & AF AXE AT

A o] v 2] & OCR=Z Y ¥ ujj vt} 2] A 2= E 2] = OpenShift Container Platformel] A o] m] x] o] tjj &l &
2oL v A o] &, o] F, o] WA WiEtH o] B ¢ 2 s o] m] Aol tf 3k RE GHE HEPd YT e
OpenShift Container Platform-& A} o] v] %] of] wk-$-&lof Af W= 2w = A A g o)

5 gle] ZEl oY oA HALER 4TS e 5H A 4 A2 Ewx
A & U] -&2 OpenShift Container Registry =3 23] 3 v & A X & F234HA L.

2.2.3. E}A} H A 2 E g

OpenShift Container Platform-& EfA} g x| 2 E 2] 9] o] u| ] & A& &te] AE| o] S A S 5= QA 7t o]
3 g A 2 E g 7} £3H¥ OpenShift Container Platform @ x| 2 E 2] ¢} 5L 3l ojn =] &3 X AS A&
3HA = 5y th o] 29 OpenShift Container PlatformS- o] m| 2] 2E 3 A Al 44 g A 2 E 2] o A

B 2 Z 7} 4 &Yt} oc import-image <stream>< A3 slo] 714 & Bl 22 75 G0l EES 5 AU E

Ytk A o w] A 7k A H o] ol A WE gl w ol th 7 ol A g
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/installing_clusters/#install-config-installing-stand-alone-registry
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OpenShift Container Platform<- #] 2] 2~ E g] ¢} BAl &1o] AL-& 217} A A 5k 215 A B E AL-&3lo] 7f <l o]
0] 2] A Aol AA| 28 5 QLU T o] = £33 OpenShift Container Platform-& Z#}o]Hl 2] £ 2] & 2] o)
A olu A FA B E A S FAE F AdFUT IS dEcde AAE F BRI dF U T

2.2.4. Red Hat Quay A 2~ E
e Zate]lzF Ag oY oln| A #A2~ET]7FH Qs 79 Red Hat Quays 221 A H] 29} 21A ) ¢]
B AE Ee 29 840 AT 530 E AZEY 2 AE T 5 A5 Ytk Red Hat Quay <] 17 &

A zEeeli 2 B4, o] v A 270 D o]u]x] Bl 7o) LFH o} FU T

t}. 238 g Quay FEH L 9
1+ Red Hat Quay #| x| =~ E 2]

O
c
Q
<
5
>
o
lut
i
of
M
ob
£
fofs
>
)
it
9)
c
Q
<
e
N
[
lut
i)
X
o
i
2
o
o
kO

A7 7Ad o]y o]n A # A 2E 7] <} vpxk7EA] & OpenShift Container Platformel] 4] Red Hat Quay #] A
2~Eg o dA| 2= 4= 915Ut Red Hat Quayel] B.oF gl A ~E 2] 2 A 2=3}7] 918 244 8L 4%
ste S dolR e o B A REY S Fx onA o L= 585 Tt AL .

2.25.?1% &4 5} Red Hat #| A ~ E &
Red Hat Container CatalogE &3l Al & 4= & & AH oY o]n] A= o] u] x| # X ~E 2|2
registry.access.redhat.com o & 28 H 1]t} OpenShift Container Platform 3.11 Red Hat Container

Catalog £ registry.access.redhat.comol 4| registry. redhat.io = ©| 5 3 &5t}

A =) 2] 2~ E 2] registry.redhat.io = OpenShift Container Platforme] o] nj x| 1 & A~ €] el =0 A X
T A= ATl HadUTh Al HAIZEG & vfo] 2y o] F 7| E HAZEYE 4 717 T A
3

ol

OpenShift Container Platform-& registry.redhat.iool A oJu] x| & 7} 2 B 2 o] & A&
g FIEE FHEHE AAS kg o

Al FAEEDE vgd 22 oz S 1 OAuth Ml AYE& AHE U o

o QAF EFZ AL AV AT EFZE A" AdH oY o]u| 2] A AED A t g AT 75 Al
Tt AP = AR YUTE AR = AG S A A A W] TS A o2 AFo EF
SAESIE A2 A Ao FASG AT WHAUY o]l 229 S 2H d&l ==
T AdS FAYYTH

o A AL A o] E 9 2tS: o] = access.redhat.comz} 7-& gl Ao 2128 E U AR5 X5
°olZ A B F &Y} OpenShift Container Platformo]| 4] o] e1& W & A& == X g =
Z2YA v o= AP H A &yt o] 215 #H & OpenShift Container Platform ] 2] =&
o Z 24 E oA gk AFg-3f ok g T

ARG O B W GE B A1 B2 3 shbe] 44 .02 Docker 27191 AHE5Ho] A €4 2 E ]
o] Fel 2ol oA 28 % QgL T,

REolmA 2EH S A} HALELE 7HIHUTE A A SEZ A& QA 2ol th g Q5o Hastez
OpenShift U] 9 23 o] 2~ of] imagestreamsecret o] 2}+= A} A =28l o] A HF Y}

T Ao 1% 4 82 w28 oF G
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https://quay.io
https://quay.io/tutorial/
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#adding-or-changing-links-to-download-the-cli
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Command Line Tools

With the OpenShift command line interface (CLI), you can create applications and manage OpenShift projects from a
terminal. You can download the oc client tool using the links below. For more information about downloading and
installing it, please refer to the Get Started with the CLI documentation.
Download oc :
Latest Release &
After downloading and installing it, you can start by logging in. You are currently logged into this console as developer.
If you want to log into the CLI using the same session token:

oc login https://127.0.0.1:8443 --token=<hidden> &

A A token is a form of a password. Do not share your API token. To reveal your token, press the copy to
clipboard button and then paste the clipboard contents.

After you login to your account you will get a list of projects that you can switch between:

oc project <project-name> 1)

If you do not have any existing projects, you can create one:

0C new-project <project-name> &

To show a high level overview of the current project:
oc status 1)

For other information about the command line tools, check the CLI Reference and Basic CLI Operations.

233. B8-A o AHe

OpenShift Container Platform ol thsj 8] 2 =% 53HS A& o).

234 . 22 A E 7 Q

2200 F ) Z&oH= A AT 2= =] I ) a5 HEAA Al S d Y Tk

26



https://access.redhat.com/articles/2176281
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-authentication
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-projects
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OPENSHIFT ORIGIN A ®. &developer
My Project “ earch Catalog Add to Project v

Overview Name v | Filter by name List by | Application +

Applications APPLICATION
dja ngo-psq |-pe rsistent http://django-psql-persistent-myproject.127.0.0.1.nip.io &
Builds DEPLOYMENT CONFIG
> django-psql-persistent, 1) pod :
g O]
Resources
DEPLOYMENT CONFIG d .
’ postgresq|, #1 D :
Storage
Monitoring
Other Resources
Catalog DEPLOYMENT CONFIG .
> mongodb, #1 1) pod :
DEPLOYMENT CONFIG d A
> mysq|, #1 1) o :
DEPLOYMENT CONFIG
> nodejs-mongo- 1) pod :
persistent, #1
Provisioned Services
> Django + PostgreSQL g

django-psql-persistent-rcfv8

ZeAE AU/ g AgaE A AT ¢ e medEs 49 & 5 deyy
ERAE YoM A2 w2 o e A4 1FS 9 s A L.

Mu) 2 AR DA AP EA BT Hi AN A2 ALl A o Sl AL HEYT
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#view-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#using-the-web-console-na
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2
Cockpit = 7N &7 & RUE A et= vl Efo] HES oA Aso=w 45 9 &4 st
t}. Red Hat Enterprise Linux Atomic Host: Cockpit A] 238} 7]+= Cockpit AF-&-of th 3F 2} A
LS EA SR =N
2.3.5.JVM &£
Java o|u|A] & 7| ¥t o 2 sl= Podé] 7% € &
hawtio7]¥F JVM & of T 3 AA A% =
7} Browse = Pods Zj] o] x] ] Pod A| % 7] H. ol 3LA| % Y \:}.

a9 2.5.JVM £& o] A2 5 += Pod

Template

COMTAIMER: 5TI-BLILD

Image: openshift/origin-sti-builder:latest
Mount: docker-socket — /var/run/docker.sock
Mount: builder-dockercfg-p7gmj-push — /var/run/secrets/openshift.io/push

Mount: builder-token-t6b9i — /var/run/secrets/kubernetes.io/serviceaccount

3 (0 o (o G

Open |Java Consocle

Volumes

docker-socket

Type: host path (bare host directory volume)
Path: fvar/run/docker.sock
JUM &0 AAstH d49 x=o AddE 4 249 upet o2 H o2 7F A Y
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http://cockpit-project.org
https://access.redhat.com/documentation/en/red-hat-enterprise-linux-atomic-host/version-7/getting-started-with-cockpit/
http://hawt.io/

19 2.6. JVM &

Connected to quickstart-java-camel-spring-container

JMX Threads Camel
Total: 9 Runnable: 3 2 -
D State Name Waited Time Blocked Time Native Suspended
15 Thread-5 1 hour
14 Camel (camel-1) thread 1 hour

#0 - filew//src/data

9 |olokia Agent Cleanup
Thread
8 Thread-3 279 ms
6 server-timer 1 hour
4 Signal Dispatcher
3 Finalizer 1 hour
2 Reference Handler 1 hour 10ms
1 main

e Sol A8 AL T 5 A&t

SRR 3

JMX JMX =1 2] gl mbeang ¥ 11 &2 FYch.
2y = Y = dEE B FYUEH I
ActiveMQ Apache ActiveMQ E.2 71 5 ® 31 &2 gt
Camel Apache Camel 4 2 2 £548 B3 A2 gy}
OSGi JBoss Fuse OSGi 374 ®H.7] 9 g,

2.3.6. StatefulSets

StatefulSet A E £ 2] = Podol] 273 IDE A F3tL v 2 ~A A
= AR UESN A AEARL, G FAGEA, A E " g, A AA 2 FE FE& Y Th
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29 2.7. OpenShift Container Platform<] StatefulSet

A ®. &developer +

My Project Add to Project v

Stateful Sets world

world Actions v

> app name

Details Environment Metrics Events

Status: 2 Active
Replicas: 2 replicas

pods

Template

Containers
world

£ Image: aosqe/hello-openshift

Ports: 8080/TCP (web)

Mount: volume1 — /var/lib/volume-test read-write
Memory: 256 MiB limit

IS

[

Volumes

volume1

Type: empty dir (temporary directory destroyed with the pod)
Medium: node's default

Pods

i Container
Name Status Containers Ready Age
Restarts

world-1

Q

Running 1 0 a few seconds

world-0

Q

Running 1”n 0 a few seconds

There are no annotations on this resource.
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REGISTRY SERVICE

IMAGE REPOSITORY

O Image (v1)

docker push
Built Image Image (v2)

v

Image (latest)
i
docker pull :
P e e e e e e e e e e e e e e e e e e — === T T e e e e e e e e e e e ——m === 4
1 1 1
| | |
v v v
HOST 1 HOST 2 HOST N
CONTAINER CONTAINER CONTAINER
Image Image Image
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3.3.1. Pod

OpenShift Container Platform-2 stue] 52~ E o A vl L 5] = shu) o] AF 2] 7 H o] o]z} g 9], ulj &£
gAY s A2 AHFE &9l Pod 9] Kubernetes 713 & 284t
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& 2 A 2 OpenShift Container Platform 1 Z2}(%5 3 AH o]y o] u] x| g A ~E )2
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Pod 2 H A E 7 ¢](YAML)

apiVersion: vi
kind: Pod
metadata:
annotations: { ... }
labels: ﬂ
deployment: docker-registry-1
deploymentconfig: docker-registry
docker-registry: default
generateName: docker-registry-1- g
spec:
containers: 6
- env: ﬂ
- name: OPENSHIFT_CA_DATA
value: ...
- name: OPENSHIFT_CERT_DATA
value: ...
- name: OPENSHIFT_INSECURE
value: "false"
- name: OPENSHIFT_KEY_DATA
value: ...
- name: OPENSHIFT_MASTER
value: https://master.example.com:8443
image: openshift/origin-docker-registry:v0.6.2 6
imagePullPolicy: IfNotPresent
name: registry
ports: G
- containerPort: 5000
protocol: TCP
resources: {}
securityContext: { ... } ﬂ
volumeMounts:
- mountPath: /registry
name: registry-storage
- mountPath: /var/run/secrets/kubernetes.io/serviceaccount
name: default-token-bréyz
readOnly: true
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: default-dockercfg-atO6w
restartPolicy: Always Q
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serviceAccount: default @

volumes: m

- emptyDir: {}
name: registry-storage
- name: default-token-bréyz
secret:
secretName: default-token-bréyz
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A1 Z Init Container Pod 2 B A E & o] (YAML)

apiVersion: vi
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
spec:
containers:
- name: myapp-container
image: busybox
command: ['sh’, '-c', 'echo The app is running! && sleep 3600']
initContainers:
- name: init-myservice 0
image: busybox
command: ['sh’, '-¢', 'until nslookup myservice; do echo waiting for myservice; sleep 2; done;']
- name: init-mydb g
image: busybox
command: ['sh’, '-¢', 'until nslookup mydb; do echo waiting for mydb; sleep 2; done;]]

Q myservice 71 H| o] & A4 gt}

@ mydb el AP
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apiVersion: vi
kind: Service
metadata:
name: docker-registry ﬂ
spec:
selector: g
docker-registry: default
clusterIP: 172.30.136.123 €)
ports:
- nodePort: 0
port: 5000 (4]
protocol: TCP
targetPort: 5000 6
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master-config.yaml 3} o] -+ ¥ externallPNetworkCIDRs H §] of| 4] & 2] 2~ ¥ 2] A}7} externallPE
A & &) oF g th. master-config.yaml o] ¥ 73 &) nul AE A H] 2 E ThA] A] ZHs) of gy o}

Sample externallPNetworkCIDR /etc/origin/master/master-config.yaml

networkConfig:
externallPNetworkCIDRs:
-192.0.1.0.0/24

x| 8] 2 externallPs 3 2] (JSON)

"kind": "Service",
"apiVersion": "v1",
"metadata”: {

"name": "my-service"

b

"spec": {
"selector": {
llapp": "MyAppll

b
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"ports": [
{
"name": "http",
"protocol": "TCP",
"port": 80,

"targetPort": 9376

}
1,

"externallPs" : [

"192.0.1.1" (1]
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Sample ingressIPNetworkCIDR /etc/origin/master/master-config.yaml

networkConfig:
ingressIPNetworkCIDR: 172.29.0.0/16

w

.3.3.3. Service NodePort

2~ type=NodePort & 4 stH Z 2 2 74 HYNA TE7F EFH Y (7] E3E 30000~32767),
s alY FE(RE oA FUE EE W E)E A 2] THA G Tk

S~
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+ spec.ports[*].nodePort 2] A H] 2~ FLAJ o] B 1}

AR A LEE A e W nodePort ZE o X E HE S v Aot U Th AREA A E TE WS =
nodePortsol thall -4 F W ¢ ol o] oF Tt} ‘master-config.yaml' o] W7 & ™ wlAE AH]| 25

Al ZFa oF T

Sample servicesNodePortRange /etc/origin/master/master-config.yaml

kubernetesMasterConfig:
servicesNodePortRange: "

& /etc/origin/master/master-config.yaml 3} o] +2] Ut} o] 34U S WA 3 T np g A2~
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Pod &=

$ oc get pods -0 wide

29 d
NAME READY STATUS RESTARTS AGE I[P NODE
frontend-1-287hw 1/1  Running 0 7/m 172.17.0.3 node_1

frontend-1-68km5 1/1  Running 0 /m 172.17.0.6 node_1
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apiVersion: vi
kind: Service
metadata:
labels:
app: ruby-helloworld-sample
template: application-template-stibuild
name: frontend-headless ﬂ
spec:
clusterlP: None g
ports:
- name: web
port: 5432
protocol: TCP
targetPort: 8080
selector:
name: frontend 6
sessionAffinity: None
type: ClusterIP
status:
loadBalancer: {}

S =2 2 A u] 2 9] o] BT,

clusterlP 1 4=Z None &2 A 3lH 3| =] & MU A5 AT Y

@@G

frontend glo]Eo] Q&= RE T == AEl g}

tH

3l | =g 2 A 2ol = 2A] P F47F ¢4 U o

I $ oc get svc

%9 o
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
frontend ClusterlP 172.30.232.77 <none> 5432/TCP 12m
frontend-headless ClusterlP None <none> 5432/TCP 10m
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$ dig frontend.test A +search +short
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I $ oc describe is python
29 9

Name: python

Namespace: imagestream

Created: 25 hours ago

Labels: app=python

Annotations: openshift.io/generated-by=0OpenShiftWebConsole
openshift.io/image.dockerRepositoryCheck=2017-10-03T19:48:00Z

Docker Pull Spec: docker-registry.default.svc:5000/imagestream/python
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Image Lookup: local=false
Unique Images: 2
Tags: 2

34

tagged from centos/python-34-centos7

* centos/python-34-

centos7@sha256:28178e2352d31f240de1af1370be855db33ae9782de737bb005247d8791a54d0

35

14 seconds ago

tagged from centos/python-35-centos7

* centos/python-35-

centos7@sha256:2efb79ca3ac9c9145a63675fb0c09220ab3b8d4005d35e0644417ee552548b10

7 seconds ago
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B2E 5 o] n X 2EYAA 54 AE o]l o]u| X & MY 5 2l ol p A Pt} o] v X AE
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apiVersion: vi
kind: ImageStream
metadata:
annotations:
openshift.io/generated-by: OpenShiftNewApp
creationTimestamp: 2017-09-29T13:33:49Z
generation: 1
labels:
app: ruby-sample-build
template: application-template-stibuild
name: origin-ruby-sample
namespace: test
resourceVersion: "633"
selflink: /oapi/v1/namespaces/test/imagestreams/origin-ruby-sample
uid: ee2b9405-c68c-11e5-8a99-525400f25e34
spec: {}
status:
dockerlmageRepository: 172.30.56.218:5000/test/origin-ruby-sample 9
tags:
- items:
- created: 2017-09-02T10:15:09Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d 6
generation: 2
image: sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fcs ﬂ
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b0329530bf9448f967a0fe79147dd6b9135bf7dd13d
tag: latest
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tags:
- items:
- created: 2017-09-02T10:15:09Z
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dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd13d
generation: 2
image: sha256:909de62d1f609a717ec433cc25cab5c¢f00941545¢83a01fb31527771e1fab3fch
- created: 2017-09-29T13:40:11Z
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:909de62d1f609a717ec433cc25ca5¢f00941545¢83a01fb31527771e1fab3fch
generation: 1
image: sha256:47463d94eb5c049b2d23b0329530bf9448f967a0fe79147dd6b9135bf7dd13d
tag: latest
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triggers:
- type: "ImageChange”
imageChangeParams:
automatic: true
from:
kind: "ImageStreamTag"
name: "origin-ruby-sample:latest
namespace: "myproject”
containerNames:
- "helloworld"
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apiVersion: vi
kind: ImageStreamMapping
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metadata:
creationTimestamp: null
name: origin-ruby-sample
namespace: test
tag: latest
image:
dockerlmagelayers:
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36beas 1755b6cddfaf1 0ace3cbef
size: 0
- name: sha256:ee1dd2cb6df21971f4af6de0f1d7782b81fb63156801cfde2bb47b4247¢c23¢29
size: 196634330
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36beas 1755b6cddfaf1 0ace3cbef
size: 0
- name: sha256:5f70bf18a086007016e948b04aed3b82103a36beas 1755b6cddfaf1 0ace3cbef
size: 0
- name: sha256:ca062656bff07f18bff46be00f40cfbb069687ec124ac0aa038fd676cfaea092
size: 177723024
- name: sha256:63d529c¢59¢92843c395befd065de516ee9ed4995549f8218eac6ff088bfabbbe
size: 55679776
- name: sha256:92114219a04977b5563d7dff71ec4caal3al37a15b266ce42ee8f43dba9798c966
size: 11939149
dockerlmageMetadata:
Architecture: amd64
Config:
Cmd:
- /usr/libexec/s2i/run
Entrypoint:
- container-entrypoint
Env:
- RACK_ENV=production
- OPENSHIFT_BUILD_NAMESPACE-=test
- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git
- EXAMPLE=sample-app
- OPENSHIFT_BUILD_NAME=ruby-sample-build-1
- PATH=/opt/app-root/src/bin:/opt/app-
root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
- STI_SCRIPTS_URL=image:///usr/libexec/s2i
- STI_SCRIPTS_PATH=/ust/libexec/s2i
- HOME-=/opt/app-root/src
- BASH_ENV=/opt/app-root/etc/scl_enable
- ENV=/opt/app-root/etc/scl_enable
- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable
- RUBY_VERSION=2.2
ExposedPorts:
8080/tcp: {}
Labels:
build-date: 2015-12-23
i0.k8s.description: Platform for building and running Ruby 2.2 applications
i0.k8s.display-name: 172.30.56.218:5000/test/origin-ruby-sample:latest
io.openshift.obuild.commit.author: Ben Parees <bparees@users.noreply.github.com>
io.openshift.build.commit.date: Wed Jan 20 10:14:27 2016 -0500
io.openshift.build.commit.id: 00cadc392d39d5ef9117cbc8al31db0889eedd442
io.openshift.build.commit.message: 'Merge pull request #51 from php-coder/fix_url_and_sti'
io.openshift.build.commit.ref: master
io.openshift.build.image: centos/ruby-22-
centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e
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io.openshift.build.source-location: https://github.com/openshift/ruby-hello-world.git
io.openshift.builder-base-version: 8d95148
io.openshift.builder-version: 8847438ba06307f86ac877465eadc835201241df
io.openshift.s2i.scripts-url: image:///usr/libexec/s2i
io.openshift.tags: builder,ruby,ruby22
io.s2i.scripts-url: image:///usr/libexec/s2i
license: GPLv2
name: CentOS Base Image
vendor: CentOS
User: "1001"
WorkingDir: /opt/app-root/src
Container: 86e9a4a3c760271671ab913616c51c9f3cea846ca524bf07c04a6f6c9e103a76
ContainerConfig:
AttachStdout: true
Cmd:
- /bin/sh
--C
- tar -C /tmp -xf - && /ustr/libexec/s2i/assemble
Entrypoint:
- container-entrypoint
Env:
- RACK_ENV=production
- OPENSHIFT_BUILD_NAME=ruby-sample-build-1
- OPENSHIFT_BUILD_NAMESPACE-=test
- OPENSHIFT_BUILD_SOURCE=https://github.com/openshift/ruby-hello-world.git
- EXAMPLE=sample-app
- PATH=/opt/app-root/src/bin:/opt/app-
root/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
- STI_SCRIPTS_URL=image:///usr/libexec/s2i
- STI_SCRIPTS_PATH=/ust/libexec/s2i
- HOME-=/opt/app-root/src
- BASH_ENV=/opt/app-root/etc/scl_enable
- ENV=/opt/app-root/etc/scl_enable
- PROMPT_COMMAND-=. /opt/app-root/etc/scl_enable
- RUBY_VERSION=2.2
ExposedPorts:
8080/tcp: {}
Hostname: ruby-sample-build-1-build
Image: centos/ruby-22-

centos7@sha256:3a335d7d8a452970c5b4054ad7118ff134b3a6b50a2bb6d0c07c746e8986b28e

OpenStdin: true
StdinOnce: true
User: "1001"
WorkingDir: /opt/app-root/src
Created: 2016-01-29T13:40:00Z
DockerVersion: 1.8.2.fc21
Id: 9d7fd5e2d15495802028c569d544329f4286dcd1¢c9c085ff5699218dbaab9b43
Parent: 57b08d979c86f4500dc8cad639¢c9518744c8dd39447c055a3517dc9c18d6fccd
Size: 441976279
apiVersion: "1.0"
kind: Dockerlmage
dockerlmageMetadataVersion: "1.0"
dockerlmageReference: 172.30.56.218:5000/test/origin-ruby-
sample@sha256:47463d94eb5c049b2d23b03a9530bf944{8f967a0fe79147dd6b9135bf7dd
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I $ oc describe is/<image-name>
& &9 &3 2Fyth

$ oc describe is/python

o
i)

a)

Name: python

Namespace: default

Created: About a minute ago

Labels: <none>

Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

Unique Images: 1

Tags: 1

3.5
tagged from centos/python-35-centos7

* centos/python-35-centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

EAQ oluA] 2EY Yoo FAE 7t F REAERE dodH S Tl

Tt

$ oc describe istag/<image-stream>:<tag-name>

& =¥ v AEU

$ oc describe istag/python:latest

o
i)

a)

Image Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Docker Image: centos/python-35-
centos7@sha256:49¢18358df82f4577386404991¢c51a9559f243e0b1bdc366df25
Name: sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25
Created: 2 minutes ago

Image Size: 251.2 MB (first layer 2.898 MB, last binary layer 72.26 MB)

Image Created: 2 weeks ago

Author: <none>

Arch: amd64
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Entrypoint: container-entrypoint

Command: /bin/sh -c $STI_SCRIPTS_PATH/usage
Working Dir: /opt/app-root/src

User: 1001

Exposes Ports: 8080/tcp

Docker Labels: build-date=20170801

- .
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I oc tag <image-name:tag> <image-name:tag>
s &9 vsA sy

$ oc tag python:3.5 python:latest

)

a])

Tag python:latest set to
python@sha256:49¢c18358df82f4577386404991c51a9559f243e0b1bdc366df25.

| HHN‘

oc describe ™ & & A1-8-3l¢] o|m|X] 2E Y i Ad ol o|u| 2] & 7TE] 7] = st Bl (3.5 )oF A
HA g2 7|vte 2 A 7] Wl Fo L oln A & 712 7] = thE Bl Z(HA]) Bl 27 A=A 2l
Y ot

I $ oc describe is/python
=9 9

Name: python

Namespace: default

Created: 5 minutes ago

Labels: <none>

Annotations: openshift.io/image.dockerRepositoryCheck=2017-10-02T17:05:11Z
Docker Pull Spec: docker-registry.default.svc:5000/default/python

Image Lookup: local=false

Unique Images: 1

Tags: 2

latest
tagged from python@sha256:49¢18358df82f4577386404991c51a9559f243e0b1bdc366df25

* centos/python-35-centos7@sha256:49¢18358df82{4577386404991¢c51a9559f243e0b1bdc366df25
About a minute ago

35
tagged from centos/python-35-centos7
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* centos/python-35-centos7@sha256:49¢18358df82{4577386404991¢c51a9559f243e0b1bdc366df25
5 minutes ago

3.5.2.7.3. | § o|u| X 9] Bl L F7}

Wi e R olm A E 7t 7= B2 57k 22 B Bl i Aol oc tag " H S AHEF o
I $ oc tag <repositiory/image> <image-name:tag>
o] 2 S0 o] ¥ < python o] %] ~E g 4 docker.io/python:3.6.0 o] 7] x| = 3.6 €] 2| wj 3 g
=3
I $ oc tag docker.io/python:3.6.0 python:3.6
29 o

Tag python:3.6 set to docker.io/python:3.6.0.
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I $ oc tag <image-name:tag> <image-name:latest>

A& Eo] Tl e olvA] 2EFH ] 3.6 15 v st == latest Bl 25 o] EFY T

$ oc tag python:3.6 python:latest
g o

Tag python:latest set to
python@sha256:438208801c4806548460b27bd1fbcb7bb188273d13871ab43f.

| HHN‘

3.5.2.7.5. o] "] R] ZE YA o|u|X] ZEY H 1L A A

ol A ZEY A o] B2 E& A At ™ v FA U
I $ oc tag -d <image-name:tag>

dE S¥ oe AEuHh

$ oc tag -d python:3.5

)

a)

Deleted tag default/python:3.5.

| HHN‘
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R el oY o] A HALEZ R ZAYste A5 ol P A (d: HA Bt AH ol EE A fI8)E H 714
© 2 t}A] 7F4 28y A --scheduled & & A& f,f:,h/] D}.

I $ oc tag <repositiory/image> <image-name:tag> --scheduled

& =¥ e AEU

$ oc tag docker.io/python:3.6.0 python:3.6 --scheduled

)

a)

Tag python:3.6 set to import docker.io/python:3.6.0 periodically.
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I $ oc tag <repositiory/image> <image-name:tag>
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27 4 E =2 & ReplicationController 21+ 3 4] Kubernetes @ B4 E 9]t}

52 ReplicationController 7 2] 2] o] 9] U t}.

o}
apiVersion: vi
kind: ReplicationController

metadata:
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name: frontend-1
spec:
replicas: 1 0
selector: g
name: frontend
template:
metadata:

labels: ﬂ
name: frontend 6

spec:

containers:

- image: openshift/hello-openshift
name: helloworld
ports:

- containerPort: 8080
protocol: TCP
restartPolicy: Always

308 Pode] AHE 591Ut

A3 & Pode] el A= 714yt
€

Pode] ghulell = ehwl A el 7o) s &%) L 3w ofof Fuith.

WS e T A ol Dol 6379 T,

o - o S B
Pt
{m
i
i)
2
>
o,
oX
P‘L
rr
i
8

3.6.2. BEA| A E

Al AEZ2 oF FrAbsA BAl 2 A EE A E 7o X2 BA 2o AdAE
B AES BAl AEZ o] Aol 2 BAZAEES A E 7|0 dE
EEYs LA 7w A9 7] e AR A Do H Ay

23

AFEAE A O AH Ol E e A ZEF o] o] BT Aot HA A ES ARS-SH Y A El
oJE7t QA B Aol 22 AL YA . AR A Es YA O Z AN
T QA RH Il EZ M Pod A4, 24, el o] EE LA ~Ed o)A ke Hl AFS Y T v 2
= AL AEES A &2 #E5kal Podoll A AA o] EE Al F sl A F EA 2
AEE FEoz B dartglsyn

-4 & M| E = ReplicaSet ¢| 2} = 3 4] Kubernetes @ 24 E 9]t}

5-© ReplicaSet A 2] ¢] o] Yt}

o}
apiVersion: apps/vi
kind: ReplicaSet

metadata:
name: frontend-1
labels:
tier: frontend
spec:
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replicas: 3
selector:
matchLabels: g
tier: frontend
matchExpressions: 6
- {key: tier, operator: In, values: [frontend]}
template:
metadata:
labels:
tier: frontend
spec:
containers:
- image: openshift/hello-openshift
name: helloworld
ports:
- containerPort: 8080
protocol: TCP
restartPolicy: Always
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3.6.3. Jobs

e B Aok v se, ol e A H ol f 2 EES A SE
EHE- ]_._z—lo_.:;._/\lag O]JEEHOHA4¢]]E]%1—D:]31—§O o1§]/\q;i_5
FA 5 Y o grol meelw 24 A7 ¢RH YT

T el Ao M & 7~ 200070 9] $13) & Aete] 2 e T b 2ol GEFY T

apiVersion: extensions/v1
kind: Job
metadata:
name: pi
spec:
selector:
matchLabels:
app: pi
template:
metadata:
name: pi
labels:
app: pi
spec:
containers:
- name: pi
image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
restartPolicy: Never
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apiVersion: vi
kind: DeploymentConfig
metadata:
name: frontend
spec:
replicas: 5
selector:
name: frontend
template: { ... }
triggers:
- type: ConfigChange ﬂ
- imageChangeParams:
automatic: true
containerNames:
- helloworld
from:
kind: ImageStreamTag
name: hello-openshift:latest
type: ImageChange 9
strategy:
type: Rolling 6
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system:authenticated olFHE REAIERIS A Fo 2 AP YT

system:authenticated:oaut =~ OAuth H 4| = EE S ALE-3lo] Q15 H RE AFEAS} A5 02 AZ g}
h

system:unauthenticated ClFH A e REAEA} AFoE AAH YT

41.3.API ¢l
OpenShift Container Platform APl th 3t @ 3 & t}2-3 7+ Wy o 2 AdF gy}
OAuth A 2= &

e <master> /oauth/authorize @ <master> /oauthtoken £ 7 & A}-8 3} OpenShift
Container Platform OAuth A v ol A 714 |- o}

o AZ:AGA... FT.

e WebSocket 8% ¢] 7 ¢ base64url.bearer. authorlzatlon k8s.io.<base64url-encoded-
token> 3 2] ] WebSocket 3t¢] T2 EZ 3y 2 A4FH Yo}

X.509 Zgto| A E Q15 A
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A 8l 73 9- system:serviceaccount:namespace:name 2 OpenShift Container Platformoi] A User A7}
NER K serwceaccount S Ulg &Fo] & oA 71 = A=A A YT H Ao Aol shH
403(Forbidden) ¢ 7 =29} g7 8% o] Az gt}

ZjEAog 22 AE A2 Y HR 7| =Gl Lo o] 2 AMu| 2 AA S 7S 7 AdFUTh
sudoers & &S x}-85H system:admin & 7}13& = 9l o, o] & <& F AF B A @ito] oy
Ut} system:admin & Z 2] AH S 3]sl AFEAE 98 Holo] ofd QEbof ta) Y H BE WIS

H oyl t) o 2 £ 0] oc delete nodes --all & 23] 5} 2l 9 5} %] ¥t oc delete nodes --all --
as=system:admin & 23 sH Ay I Ytk tf3 W S A slo] A3S AFEA A AT 5 A H5Y
t}.

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

e E alste]l Z2 A E QS A oF sl 79 ™ & of --as=<users --as-group=<group1> --
as-group=<group2> Z | 1 ¥ g3} system:authenticated:oauth = Z =4 & QA& AT 4
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$ oc new-project <project> --as=<user> \
--as-group=system:authenticated --as-group=system:authenticated:oauth

4.1.4. OAuth
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$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)
OAuth Z&}o] ¢l E o] o] 8- <master> /oauth/authorize @ <masters /oauthtoken o £ 3 3} uj
client_id wj 7} ¥H =2 A8 H Ut}

secret & <masters/oauth/token ol 2 % sk uj client_secret wj 7 <=2 A& Yt}

<masters /oauth/authorize = < masters/oauth/token oj tjj gl & & o] x| A = redirect_uri vjj 7] 1
4=+ redirectURIs ¢] URI = s} } 9} 7Folof s o}

grantMethod = ©] Zg}o|AENM EES 2 S u] AL& A7} of 2] QA 2 AL
B FA Y 225 A sk dl A8 Ytk grant Options(A & 5A41) ol LA H =
&gy

o 00 o

4.1.4.2. OAuth Zg}o]|A EZ A 9] A8 2 AA

Aul 2z A e A ghE P o] OAuth 2ol AE 2 AL S & dFUTh Aul 2= A Aqrl 2 AH o) 2
A g zslo] 2 oA YR 7] E ALEA F B Y 8 7wk A A 2T F e FEW YT 5

pid

AFH
® user:info
e user:check-access
® role:<any_role>:<serviceaccount_namespace>

® role:<any_role>:<serviceaccount_namespaces:!
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MH) 2= A S OAuth F2Fol AE R AR 8= 7 f-ol = v ZF 4t

e client_id= system:serviceaccount:<serviceaccount_namespace>:
<serviceaccount_name> ¢ 4 t}.

e client_secret> 3 & A1 = A G & API EE 5 st & 3l

o))

Ytk d &

il

Aok AEy T
I $ oc sa get-token <serviceaccount_name>

o WWW-Authenticate 2 21 2| & 714 Q&1 A H] 2 A1 €]
serviceaccounts.openshift.io/oauth-want-challenges %] < true & 44 gt}

e redirect_uri= M ¥ 2 A 9] F4 3 A& of k. AH] 2 Al o] URIE OAuth o] g =
oA AA e AR E A Fete 2 o ddgy

4.1.4.3. Y] 2 Al 2] URIE OAuth Egte|d E= Zda A

T4 7] 9= H F Al serviceaccounts.openshift.io/oauth-redirecturi. ===
serviceaccounts.openshift.io/oauth-redirectreference.”} ¢l ojo} gt} o & EW o} 3 7+&5Uth

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

g FA o) FH 2 ALg ] AT DA URIE 4 AT 5 AeUth A2 59 T
71—./_‘_],]14_
E H .

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

jE’,_

o of| A first & secondzt = P A= F 7ol fFE S Bl P URIE +&3t= Wl AHSH Y th

B3e T B A ATl URIZE S84 € 5 dgUth a8 Sof A=) BE T 27)
a3 Ao w 72 5 &Yt o] 79 serviceaccounts.openshift.io/oauth-redirectreference =
FARE F3 5 A g URIZE 25 g ok

o EH a3 syt

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\" \"name\":\"jenkins\"}}"

o] #4 9] gre M AEH JSON o B & 3 stm = g8 F4 o= 47 2 5 AU rh

ot

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

o] 4] OAuthRedirectReference= 53l jenkinsgl= F4 =2 & F 2T = U2 &A & 4 AHFYth gt
Al AR BE Qa7 oA fash A o2 7 Yt OAuthRedirectReference 2] “d A AL<F
e  EEia
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference" {0
"kind": .
"name": . 9
"group™: 9

Gaslct

g name< ¢ HAE 9] o2& el UL 9 HA EE Aqu] 2~ A A7 EU 8 )< 25 o] 29 9lojof
9 groups LA E J5FS VElWYLE A2 2F0] ¥l ExEo] =g o] A= v 9 5yt

T34 PEAE AFel B2 QHAENM AT ol E Hoj2 + AFU T & W b
Z

a4 o

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first oAl =4S A4 o AU jenkins 7 29l https;//example.com ¢] <1 18| 2~ 7} )
3L 71 s o] A| https.//example com/custompath & 383 Ao 2 7FF Ao
https.//example.com & f+ &3+ Z1 0 2 7} 5 2] Ut Holg Hoj2i7| & B o= A Fdte &
R i

3 7=
27wt "https://"
ZTRE o2 "//website.com”

m

"//:8000"

H

o
f

"examplepath”

t}

3
S2E 0§ o2/ S ASH FEE CHAES] SAE o] F vlo]H 7t A H o] =
HHgH @ %5 o) obduh
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"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\"\"reference\":
{\"kind\":\"Route\"\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkins 2} = 74 2 9 https;//example.com =21 o] Jt}3L 714 81  https;//example.com:8000 4
https;//example.com/custompath 7} 2= % & 3} 5/ 2 = 7FFH L o}

5 B E L EA ) AE ] U EFE FHT 7 A o

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"v1\"\"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second”: "https://other.com”

4.1.4.3.1. OAuth 9] gj st API o]l E
Z-$-0 W] API A Hji= AP} =Bl 2 20] 25 oA =a1x] g3 o] w28)7] o] 2 & ol 7] Al

o
77 A A E PR o) 25 Q) 07 Y0l USH A G AR A A v] e o B 3 2
3}3] @7] 9 S E R o Z = AX] YLk

x4 e
= A&

o] gt @ F & Y= AlH] = g OAuth 74 A 9F & o] o) o] of L& F A= He 37} ol H
A& R} B = 9] o] wl E o 4] BF7 H 1] of. OAuth 5 o] unexpected condition 4] v © 7 7} vl 3} &
oc get events = ¢/ 3l 5} o] ServiceAccountcj+] )5 o] Wl E Z 5F9] 5] 4] A] .

-2 o= % = § OAuth 2] 5] 24 URI7} gl A 1] = A4 o s 2 2 3] o
I $ oc get events | grep ServiceAccount

2 of

M

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service-account-names-S- &/ 31 511 x] %) ¥ A H] ~ A& o] 27 72 H OAuth o] ¥l E
7} FH Y o

I $ oc describe sa/proxy | grep -A5 Events

zg o
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning
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NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

=

U[o
Mo

7153 oM E 97 B2 9] oh

{
&

/& URI 747 o] glA1} 77 31F] &2 URIZI A F H A= o

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI

z]
Reason Message
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

2 d 2o} A AL

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using

Reason Message
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

#ESA e #2550 AP Hdw] T

NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using

Reason Message
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SA =29 glgdd

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject.proxy has no tokens

4.1.4.3.1.1. FZEH 7Y oA AFEH = A EF APl o]l E

& QA A= AP R} =Y Y E =
H o g1 o,

R

Bl Py 9 P9} BAE O] 23 S D S WL

1 AH] = A& OAuth Felo] 9 EZ AFg5lo] Z2 X EEZ Y gl o).
a. ZFA AU = A 9 BAE ol YAML & 4§ § 2 =5
ol
I $ vi serviceaccount.yam|

S HE AEE A T

apiVersion: vi1
kind: ServiceAccount
metadata:
name: proxy
annotations:
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b.

serviceaccounts.openshift.io/oauth-redirectreference.primary:
{"kind":"OAuthRedirectReference

.

{"kind".'"ROUte", nname ; proxyri}}r

F = B E g YAML & 4§ 3l o] ZZA] o] g et 1B oF I H S

I $ vi route.yaml
oS EF ZEE R O

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: proxy
spec:
to:
name: proxy
tls:
termination: Reencrypt
apiVersion: v1
kind: Service
metadata:
name: proxy
annotations:

" "apiVersion":"v1","reference":

4

service.alpha.openshift.io/serving-cert-secret-name: proxy-tls

spec:
ports:

- name: proxy
port: 443
targetPort: 8443

selector:
app: proxy

c. ¥ 7Y gl YAML S 4y
I $ vi proxysidecar.yam!
o2 M E 2= F P )

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: proxy
spec:
replicas: 1
selector:
matchLabels:
app: proxy
template:
metadata:
labels:
app: proxy
spec:
serviceAccountName: proxy

47

s}o] Z 2] Alo| EFL2 A] FFHLI T

a;l—

1]
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containers:
- name: oauth-proxy
image: openshift3/oauth-proxy
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8443
name: public
args:
- --https-address=:8443
- --provider=openshift
- --openshift-service-account=proxy
- --upstream=http://localhost:8080
- --tls-cert=/etc/tls/private/tls.crt
- --tls-key=/etc/tls/private/tls.key
- --cookie-secret=SECRET
volumeMounts:
- mountPath: /etc/tls/private
name: proxy-tls

- name: app
image: openshift/hello-openshift:latest
volumes:
- name: proxy-tls
secret:
secretName: proxy-tls

d 4] 2] oA EE Y4 F

I $ oc create -f serviceaccount.yaml
I $ oc create -f route.yaml

I $ oc create -f proxysidecar.yaml

2. oc edit sa/proxy = & 3 3} ] H] = A]F S HF 5} serviceaccounts.openshift.io/oauth-
redirectreference <2 1 7 5} of Ex 5} %] &= F2E 7] Y o}

apiVersion: vi1
imagePullSecrets:
- name: proxy-dockercfg-08d5n
kind: ServiceAccount
metadata:
annotations:
serviceaccounts.openshift.io/oauth-redirectreference.primary:
{"kind":"OAuthRedirectReference","apiVersion":"v1", "reference":

{"kind":"Route","name":"notexist"}}’'

3. #/H] 29 OAuth 228 AE o A 9 FE F&1]o).

The authorization server encountered an unexpected condition that prevented it from fulfilling
the request.

4. oc get events = & 3 5} o] ServiceAccount o] | E E 3}0] gfL] ]
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I $ oc get events | grep ServiceAccount

2 of

b

23m 23m 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter [routes.route.openshift.io
"notexist" not found, system:serviceaccount:myproject.proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic
URI using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]|

4.1.4.4. &%

OAuth E &9 tj 3} 2 E 2 % o] = <masters>/oauth/authorize <) tjj 5} @ % o] Eg}g L]} fHFE o o)==
&gl A= o] EF Qo) 015 ZF R E v 5} A L W ID &F Ao b sk XFF S O] 57 S HAFSH
== OpenShift Container Platform <& > /1] .}. <masters/oauth/authorize <j tj 37 2 %< CLI 2} 22
2} F 229 F] o] X E FE AT 7 = AFERF o o] F E o 4] 7} & 7 251 o} ufe}A] OpenShift
Container Platform-& tj 3} & 2z 9] flows £/ o] = WWW-Authenticate 3 2/ x] Z A}-& 3} o] =2 <] g g}
L of.

o] = Z EZ 1] 7] <masters/oauth/authorize Z % oFoj v 2] ¥ W 33 2 2 9] B o] x| Z FA] 6} A L} 3}
§ Zz9l flow = 2]t 23 8}= bl 3] Q155 x| &S Hep-f-4] 7} of H AF&-=} o o] i E WWW-
Authenticate F 2 %] E 13 1j]oF g} r}

7

Hal-¢-x] Fa}o] 9] Eof i §F CSV(Cross-site Request Forgery) &4 2 =] 6}.7] £] 5] X-
CSRF-Token 3] c] 7} 2 o] = 4 -7 vF 7] <15 AR E Hijjof o) 7] 2
WWW-Authenticate & 1] & 73/ 3] of 3} = & 2}o] Q1 E = o] 3| r] & H]o] =] & 7t
o= FYsoF gt

ol 5 Z =2 7} WWW-Authenticate & g1x] = <] ¢] & 5= g # 1} OpenShift Container
Platform o] WWW-Authenticate 2 €1x] & <] g 3}X] &= ID <} & AFS3l =5 7+8E
F - A8 <= <masters/oauth/token/request = 53] & 22 YA 2 EF L I E T

elgi et

4.1.4.5. OAuth 4] 8] HEl 5] o] E]

OpenShift Container Platform o 4] & & 5] &= of 2] 7] 0] 43S 1] g OAuth 4] Bl o] ojj 61 g 1 Z Z 2 5] of
7+ YdgH 9 & 5o, 78§ 7Y 8o <masters> #] v o] F2F F s of & = Qg o) o] 2] 3k ZF
¢ x]-¢/ 5}7] 2] 3] OpenShift Container Platform o] A/ =IETF OAuth 2.0 ¢]5 A/ 1] m E} ] o] E] & QF A}
Y g ok

ujeja] Fe] el oAl B = 2E o Z2] 7 o] 42 https://openshift.default.svc/.well-
known/oauth-authorization-server o] GET 2 32 23l 5}of o}& JHE 7}4& 5+ Y5k

= 7 XRH

{
"issuer": "https.//<master>", a
"authorization_endpoint": "https.//<master>/oauth/authorize”, 9
"token_endpoint": "https.//<master>/oauth/token”, Q
"scopes_supported”: [
"user:full”,
"user:info”,
"user:check-access”,
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"user:list-scoped-projects”,
"user:list-projects”

I

"response_types supported”: [ 9
"code",
"token"

I

"grant_types_supported": [ G
"authorization _code”,
"implicit”

I

"code_challenge _methods_supported”: [ a
"plain”,
"S256"

]

}

https 7] 7] & A}-§-8}x2 2] HEi 22} 774 2427F gl URL 9 3] &= ¢ ¢ F-of A/ v] 2] 2rg =}
A z) A3 Hof A u] o] g § g 1 7} Z g .well-known RFC 5785 2] 227} 7 A &&= ¢ 3] ¢ 1]
ol

A el Hof A o] @t Hof Zx URL RFC 6749 F #2814/ 4]2.
A $1 A/ 1] ©] =& Endpoint URL 9/ 1] . RFC 6749 & #3514/ 4] 2.

o] @3t Hof A Bl o] 2] Y SF= OAuth 2.0 RFC 6749 ¥ 9] zF & o] 3 3}E JSON v &, ] ¢ 5 =
B B9 gho] A &= A& ol H Y ok

o] 3t Hof 4] Bl o) 4] x| 5E= OAuth 2.0 response_type zF == o] ¥ 3} JSON vj &. A}-& E uf
Y 2 RFC 75919 "OAuth 2.0 &% &2lo] 91 E F& Z Z = F"o] ] F 2] 3l response_types v} 7}
B ol AL&E A7 & g o

o] # gk Fef Al u] o 4] x| 85} OAuth 2.0 Hof 7§ gh 25 o] E 3 JSON W <. A& v < 7}
2 RFC 7591.¢] OAuth 2.0 53 Feo] ol E S5 2 =20 4] 52 ¢ grant_types m 7} ¥ o A}-§-
g 33 FL g o

@@@6@@6

o] A ¢ Hof Al o] %] 2] 8= PKCE RFC 7636 A= F gl x| Wi ZZo] £3#H JSON W] g, 7=
el x] By gFe RFC 7636 2] 4.3 4 o] g <] ¥ code_challenge_method vl 7)) ¥ 5=oj] A}-§F 1] C}.
& 3 ZE= A A] By RS IANA PKCE 2= e ] Wy g x| 2~ E 2] o] 525 g/ 1]l IANA
OAuth 7} ¥l =& ZZ A L.

o15 ZE Hof e Apgsle] OAuth B2 R F ol e 5 s 38 S J Y F o

$ curl -H "X-Remote-User: <username>"

--cacert /etc/origin/master/ca.crt |

--cert /etc/origin/master/admin.crt |

--key /etc/origin/master/admin.key \

-1 https.//<master-address>/oauth/authorize ?response_type=token\&client _id=openshift-
challenging-client | grep -oP "access_token=\K["&]*"
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https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2

WWW-Authenticate challenges ( <j: openshift-challenging-client) & 2 3 3}7] ¢/l -5 € client_id 2}
gt o}A] Z Hof flow(response_type=token) Z A}-§ 35} OAuth EZL 2 3 3l= 42
/oauth/authorize o) 4] | & 7}5 ¢+ A1 S5 & 2] 2] WL of2 2 7 71—/“ L}

e e ZeoldE o5
302 URL %7}o) access_token v 7| == £ access_token 7+ OAuth B0 2 A}--5
3l+= Location 3|t (RFC 4.2.2) 2 4] 9.
302 error 4 2] wj7l 5 * 3 3h= Location 3| 213, error (2 A2 % error_description) 7
B (RFC 4.1.2.1) 2 2+ A} g Ao A Mel A o' T AT
302 7] €} Location 3t AN B T S Al se] 73t
£ A st 2.
401 WWW-Authenticate 3t 9< 3 o] ¢12] 5] ¥ (4: Basic, Negotiate) = &1
=)o &F5tal @ FH S A A &8 = s 2
S ALEsle] A3E A S A L
401 WWW-Authenticate s o g12 QZa 2 gl WA 7 95U ) Ao o
TH EE(OCAUthEZS 7S =92
oA W of] )8k A 5 ALalo] 28E 5 98)S
EAFY T
71 €k 71 €k Ao, Al AL Al S H BES g H oz T A
Iyt

QA F] Hol 5220 A& 5] OAuth E2S 2 3 dle W 52 =4 g1 o}

$ curl -u <username>:<password>
‘hitps://<master-address>:8443/oauth/authorize ?client_id=openshift-challenging-

client&response_type=token'-skv / a
/-H "X-CSRF-Token: xxx" @)

2 of

o

* Trying 10.64.33.43...

* Connected to 10.64.33.43 (10.64.33.43) port 8443 (#0)
* found 148 certificates in /etc/ssl/certs/ca-certificates.crt
* found 592 certificates in /etc/ssl/certs

* ALPN, offering http/1.1

* SSL connection using TLS1.2/ ECDHE _RSA AES 128 GCM_SHA256
* server certificate verification SKIPPED

* server certificate status verification SKIPPED

* common name: 10.64.33.43 (matched)

* server certificate expiration date OK

* server certificate activation date OK

* certificate public key: RSA

* certificate version: #3

* subject: CN=10.64.33.43

* start date: Thu, 09 Aug 2018 04:00:39 GMT
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* expire date: Sat, 08 Aug 2020 04:00:40 GMT

* issuer: CN=openshift-signer@1531109367

* compression: NULL

* ALPN, server accepted to use http/1.1

* Server auth using Basic with user 'developer’

> GET /oauth/authorize ?client_id=openshift-challenging-client&response_type=token HTTP/1.1

> Host: 10.64.33.43:8443

> Authorization: Basic ZGV2ZWxvcGVyOmRzc2Zkcw==

> User-Agent: curl/7.47.0

> Accept: /*

> X-CSRF-Token: xxx

>

< HTTP/1.1 302 Found

< Cache-Control: no-cache, no-store, max-age=0, must-revalidate

< Expires: Fri, 01 Jan 1990 00:00:00 GMT

< Location:
https://10.64.33.43:8443/oauth/token/implicit#access_token=gzTwOq_mVJ7ovHIIHBTgRQEEXa1aCZD
9Inj7ISw3ekQé&expires_in=86400&scope=user%3Afull&token_type=Bearer a

< Pragma: no-cache

< Set-Cookie:
ssn=MTUzNTKkOOTc1MnxIckVINW5VNFILSIFSMFIGWEF6Zm55VI95bi1ZNE41S1NCbFJMYnN1TWV
wR1hwZmILMzFQRkIzVXRkcORnUGEzdnBEaONZZndXV2ZUVzN1dmFPM2dHSUIzUmVXakQ3Q09rV
XpxNIRoVmVkQU5DYmdLTE9SUWIyNkJJTm1mSDQON2pCV09La3gzMkMzckwxc1V1QXpybFIXT2ZY
SmI2R2F TVEZsdDBzRjJ8vk6zrQPjQUmMoJCqb8Dt5j5s0b4wZIITgKIho9wIKAZI=; Path=/; HttpOnly;
Secure

< Date: Mon, 03 Sep 2018 04:42:32 GMT

< Content-Length: 0

< Content-Type: text/plain; charset=utf-8

<

* Connection #0 to host 10.64.33.43 left intact

client-id 7} openshift-challenging-client = /g =] 77 response-type o] E& © = &3 H1/c}
X-CSRF-Token 3]/ & 1] o] Q| X] &2 gto = H3 3o}

=2 access_token=gzTwOq_mVJ70ovHIiIHBTgRQEEXa1aCZD9Inj7ISw3ekQ = 302 -$- 52/
Location 3) 5 o] v}gtE 1]}

OAuth EZ glet Bl & § g2 J Y g ok

$ curl -u <username>:<password> /
‘hitps://<master-address>:8443/oauth/authorize ?client_id=openshift-challenging-

client&response_type=token'/ a
-skv -H "X-CSRF-Token: xxx" --stderr - | grep -oP "access_token=\K["& ]*"9

ﬂ client-id 7} openshift-challenging-client = g =] 37 response-type o] EZ 0 Z &3 1]}

g X-CSRF-Token 3] ] & 1] o] 9] =] &2 zlo iz 4% g}
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4.1.4.7. Prometheus 9] 1= <] 3L
OpenShift Container Platform-2 915 A/ %= & 0} 72 Prometheus A] 28] X] 3 Z 7] %] $}1] .

e openshift_auth_basic_password_count= oc login A}-§- 3} o] & & oI5 A= J+F 7Ll

1] o

e openshift_auth_basic_password_count_result = oc login A}-§%} o] Z & ¢} & A %= J (4
S EE= QF)E A ok

e openshift_auth_form_password_count= ¢ &< 229 A& J+F 7 gk o)

A=
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$ oc describe clusterrole.rbac admin basic-user

g of

Name: admin
Labels: <none>
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Annotations: openshift.io/description=A user that has edit rights within the project and can change the
project's membership.

rbac.authorization.kubernetes.io/autoupdate=true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

appliedclusterresourcequotas  [] [] [get list watch]
appliedclusterresourcequotas.quota.openshift.io [] [] [get list watch]

bindings [l [] [get list watch]

buildconfigs [l [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshiftio [] [] [create delete deletecollection get list patch update watch]
buildconfigs/instantiate  [] [] [create]

buildconfigs.build.openshift.io/instantiate [] [] [create]

buildconfigs/instantiatebinary [] [] [create]

buildconfigs.build.openshift.io/instantiatebinary [] [] [create]

buildconfigs/webhooks  [] [] [create delete deletecollection get list patch update watch]
buildconfigs.build.openshift.io/webhooks [] [] [create delete deletecollection get list patch update
watch]

buildlogs [l [] [create delete deletecollection get list patch update watch]
buildlogs.build.openshiftio [] [] [create delete deletecollection get list patch update watch]
builds [l [] [create delete deletecollection get list patch update watch]
builds.build.openshift.io  [] [] [create delete deletecollection get list patch update watch]
builds/clone [l [] [create]

builds.build.openshift.io/clone [] [] [create]

builds/details  [] [] [update]

builds.build.openshift.io/details [] [] [update]

builds/log [l [] [get list watch]

builds.build.openshift.io/log  [] [] [get list watch]

configmaps [l [] [create delete deletecollection get list patch update watch]

cronjobs.batch  [] [] [create delete deletecollection get list patch update watch]
daemonsets.extensions  [] [] [get list watch]

deploymentconfigrollbacks [] [] [create]

deploymentconfigrollbacks.apps.openshift.io [] [] [create]

deploymentconfigs  [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io [] [] [create delete deletecollection get list patch update
watch]

deploymentconfigs/instantiate  [] [] [create]

deploymentconfigs.apps.openshift.io/instantiate [] [] [create]

deploymentconfigs/log  [] [] [get list watch]

deploymentconfigs.apps.openshift.io/log [] [] [get list watch]

deploymentconfigs/rollback [] [] [create]

deploymentconfigs.apps.openshift.io/rollback [] [] [create]

deploymentconfigs/scale [] [] [create delete deletecollection get list patch update watch]
deploymentconfigs.apps.openshift.io/scale [] [] [create delete deletecollection get list patch
update watch]

deploymentconfigs/status  [] [] [get list watch]

deploymentconfigs.apps.openshift.io/status [] [] [get list watch]

deployments.apps [] [] [create delete deletecollection get list patch update watch]
deployments.extensions [ [] [create delete deletecollection get list patch update watch]
deployments.extensions/rollback [] [] [create delete deletecollection get list patch update watch]
deployments.apps/scale [] [] [create delete deletecollection get list patch update watch]
deployments.extensions/scale [] [] [create delete deletecollection get list patch update watch]
deployments.apps/status  [] [] [create delete deletecollection get list patch update watch]
endpoints [l [] [create delete deletecollection get list patch update watch]

events [l [] [get list watch]

horizontalpodautoscalers.autoscaling [] [] [create delete deletecollection get list patch update
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watch]

horizontalpodautoscalers.extensions [] [] [create delete deletecollection get list patch update
watch]

imagestreamimages  [] [] [create delete deletecollection get list patch update watch]
imagestreamimages.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreamimports  [] [] [create]

imagestreamimports.image.openshiftio [] [] [create]

imagestreammappings  [] [] [create delete deletecollection get list patch update watch]
imagestreammappings.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

imagestreams [l [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io [] [] [create delete deletecollection get list patch update watch]
imagestreams/layers  [] [] [get update]

imagestreams.image.openshift.io/layers [] [] [get update]

imagestreams/secrets  [] [] [create delete deletecollection get list patch update watch]
imagestreams.image.openshift.io/secrets [] [] [create delete deletecollection get list patch update
watch]

imagestreams/status  [] [] [get list watch]

imagestreams.image.openshift.io/status [] [] [get list watch]

imagestreamtags  [] [] [create delete deletecollection get list patch update watch]
imagestreamtags.image.openshift.io [] [] [create delete deletecollection get list patch update
watch]

jenkins.build.openshift.io [] [] [admin edit view]

jobs.batch [l [] [create delete deletecollection get list patch update watch]

limitranges [l [] [get list watch]

localresourceaccessreviews [ [] [create]
localresourceaccessreviews.authorization.openshift.io [] [] [create]
localsubjectaccessreviews [] [] [create]

localsubjectaccessreviews.authorization.k8s.io [] [] [create]
localsubjectaccessreviews.authorization.openshift.io [| [] [create]

namespaces [l [] [get list watch]

namespaces/status  [] [] [get list watch]

networkpolicies.extensions [] [] [create delete deletecollection get list patch update watch]
persistentvolumeclaims [] [] [create delete deletecollection get list patch update watch]
pods [l [] [create delete deletecollection get list patch update watch]

pods/attach [l [] [create delete deletecollection get list patch update watch]

pods/exec  [] [] [create delete deletecollection get list patch update watch]

pods/log  [] [] [get list watch]

pods/portforward  [] [] [create delete deletecollection get list patch update watch]
pods/proxy  [] [] [create delete deletecollection get list patch update watch]

pods/status [l [] [get list watch]

podsecuritypolicyreviews [] [] [create]

podsecuritypolicyreviews.security.openshift.io [] [] [create]
podsecuritypolicyselfsubjectreviews [] [] [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] [] [create]
podsecuritypolicysubjectreviews [] [] [create]
podsecuritypolicysubjectreviews.security.openshift.io [] [] [create]

processedtemplates  [] [] [create delete deletecollection get list patch update watch]
processedtemplates.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

projects [l [] [delete get patch update]

projects.project.openshiftio [] [] [delete get patch update]

replicasets.extensions [] [] [create delete deletecollection get list patch update watch]
replicasets.extensions/scale [] [] [create delete deletecollection get list patch update watch]
replicationcontrollers  [] [] [create delete deletecollection get list patch update watch]
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replicationcontrollers/scale [] [] [create delete deletecollection get list patch update watch]

replicationcontrollers.extensions/scale [] [] [create delete deletecollection get list patch update
watch]

replicationcontrollers/status  [] [] [get list watch]

resourceaccessreviews  [] [] [create]

resourceaccessreviews.authorization.openshift.io [ [] [create]

resourcequotas  [] [] [get list watch]

resourcequotas/status  [] [] [get list watch]

resourcequotausages [] [] [get list watch]

rolebindingrestrictions  [] [] [get list watch]

rolebindingrestrictions.authorization.openshift.io [| [] [get list watch]

rolebindings  [] [] [create delete deletecollection get list patch update watch]

rolebindings.authorization.openshiftio [] [] [create delete deletecollection get list patch update
watch]

rolebindings.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update
watch]

roles [l [] [create delete deletecollection get list patch update watch]

roles.authorization.openshift.io [] [] [create delete deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io [] [] [create delete deletecollection get list patch update watch]

routes  [] [] [create delete deletecollection get list patch update watch]

routes.route.openshiftio [] [] [create delete deletecollection get list patch update watch]

routes/custom-host  [] [] [create]

routes.route.openshift.io/custom-host [] [] [create]

routes/status [l [] [get list watch update]

routes.route.openshift.io/status [] [] [get list watch update]

scheduledjobs.batch  [] [] [create delete deletecollection get list patch update watch]

secrets [l [] [create delete deletecollection get list patch update watch]

serviceaccounts  [] [] [create delete deletecollection get list patch update watch impersonate]

services [l [] [create delete deletecollection get list patch update watch]

services/proxy  [] [] [create delete deletecollection get list patch update watch]

statefulsets.apps [] [] [create delete deletecollection get list patch update watch]

subjectaccessreviews  [] [] [create]

subjectaccessreviews.authorization.openshift.io [] [] [create]

subjectrulesreviews [ [] [create]

subjectrulesreviews.authorization.openshift.io [] [] [create]

templateconfigs  [] [] [create delete deletecollection get list patch update watch]

templateconfigs.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templateinstances  [] [] [create delete deletecollection get list patch update watch]

templateinstances.template.openshift.io [] [] [create delete deletecollection get list patch update
watch]

templates [l [] [create delete deletecollection get list patch update watch]

templates.template.openshift.io [] [] [create delete deletecollection get list patch update watch]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description=A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate=true

PolicyRule:
Resources  Non-Resource URLs Resource Names Verbs

clusterroles [ [] [get list]
clusterroles.authorization.openshift.io [] [] [get list]
clusterroles.rbac.authorization.k8s.io [] [] [get list watch]
projectrequests  [] [] [list]



projectrequests.project.openshiftio [] [] [list]

projects  [] [] [list watch]

projects.project.openshiftio [] [] [list watch]
selfsubjectaccessreviews.authorization.k8s.io [] [] [create]
selfsubjectrulesreviews [] [] [create]
selfsubjectrulesreviews.authorization.openshift.io [| [] [create]
storageclasses.storage.k8s.io [ [] [get list]

users  [] [~] [get]
users.user.openshiftio [] [~] [get]

fr

$ oc describe rolebinding.rbac admin basic-user -n alice-project

Name: admin
Labels: <none>
Annotations: <none>
Role:
Kind: ClusterRole
Name: admin
Subjects:
Kind Name Namespace
User system:admin
User alice

Name: basic-user
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: basic-user
Subjects:

Kind Name Namespace

User joe

Group devel
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Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)

Rule Rule
PROJECT

i

H CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE
i (View) (Edit) (Admin) (Cluster Admin)

1

i Rule Rule Rule Rule Rule Rule Rule Rule
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NAME PRIV ~ CAPS  SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim secret]
hostaccess false [] MustRunAs MustRunAsRange  MustRunAs RunAsAny <none>
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false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath nfs persistentVolumeClaim secret]
hostnetwork false [] MustRunAs MustRunAsRange  MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]

privileged true [ RunAsAny  RunAsAny RunAsAny RunAsAny <none>
false [

restricted false [] MustRunAs MustRunAsRange  MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
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$ oc get -0 yaml --export scc/privileged
2 of

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

%7

apiVersion: vi1
defaultAddCapabilities: [] 9
fsGroup:
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: ‘privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: [] €)
runAsUser:
type: RunAsAny
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seLinuxContext: ﬁ
type: RunAsAny
seccompProfiles:
supplementalGroups: @
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:
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o YT FIF RS AEEF 5& g O
® Frojiseccomp ZEEELALEE T AH
® YT IS 2FE T AT T
restricted SCC:
® Pod7} Hgte] mjpep J Y == FEF g
® Podojx] s 2E fdza] BFS AFEE 7 He=F G g o
® PodZ rj2] ggH UID 5 9o 4] A& RF=2 & &3 of g1 .
® PodE ~} g5t MCS el 2 J g s of gFi] o}

® Pod 4] FSGroup & AF§- 3l == 3] & g1 oh

o FroJi FI} 2F LS AEIES 5& T

7

2} SCC o] tjf 31 z}A4) 3 1f] -2 SCC of] A &% = kubernetes.io/description 4] S 27 5}
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4.2.5.1. SCC # &

4.2.5.1.1. RunAsUser

1. MustRunAs - runAsUserZE 724/ 3jof 3F1] o). 25 & runAsUserE 7] E 710 2 A}-&3F1] O} 24
= runAsUseroj tjj 5] 75 g}1] O}

2. MustRunAsRange - A}71 SHGlE 719 AL&81R] @i 3> F L5t IS g 2] sl of gF ok
HEghe 7] gloz ARG O JA) 51§ WLl g 255k
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3. MustRunAsNonRoot - Pod= 09/ o} runAsUser= A5 3f07 Al & 8} A L} Pod 2/ o] o] X[ off
USER =] 4] 0] g 2] 5 0] g]o]oF LT 7] 5ke] A &% 1] o

4. RunAsAny - 7] zlo] A &5 X] 51 ). 2 runAsUserE <] & 5= Sl 41 -

4.2.5.1.2. SELinuxContext

1. MustRunAs - A}7 St zh8 AL§51%] &&= F -7 seLinuxOptionsE 2% &) oF §F1] o}
seLinuxOptions = 7] H 7l © = A}-§ 1] o} seLinuxOptions o tj] 5] 7 = $f 1] o}

2. RunAsAny - 7] ¥ -zFo] A 325 %] grs=1] 0} 2 E seLinuxOptionsE =] 3 & 5= 95 1] .

4.2.5.1.3. SupplementalGroups

1. MustRunAs - A}-7 &g zFS A}-& 1R ek -2 WeE 5li) o] 3F X F s oF gF] ) X v A
WRe] FEglE Tl B2 ARS g e

2. RunAsAny - 7] Z zlo] A 3 E X @& o). 912 <] supplementalGroups-S <5 & 7= Sl 1 .

4.2.5.1.4. FSGroup

1. MustRunAs - AFdl 85HE1 b2 AFE-54] 8 9 ¥ 9] & dh) o 4 A g ok gk A A
B9 HEGS B AVE T R WA W99 X WAID s 25 E

2. RunAsAny - 7] £ zlo] 4] 35 %] &5 1]} fsGroup IDE X]g & 5= 1] o}.

4.2.5.2. & Ao]

SCC</ volumes Z =&
5 YY A FHE

® azureFile

® azureDisk

® flocker

e flexVolume

® hostPath

® emptyDir

® gcePersistentDisk
® awsElasticBlockStore
® secret

® nfs

® jscsi

® glusterfs

® persistentVolumeClaim
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® rbd

® cinder

® cephFS

® downwardAPI

e fc

® configMap

® vsphereVolume
® quobyte

® photonPersistentDisk
® projected

® portworxVolume
® scalelO

® storageos

® none (B E BF §59) A& 585X = B Y o H W A7) FHY S g T

=) 5] o)

A SCCoj 5§ 5= BF9 = #H7% F -2 configMap, downwardAPI, emptyDir,
persistentVolumeClaim, secret, projected ¢/ 1] C}.

=1 4

OpenShift Container Platform ¢] z} & g] ~rjo} A 22 7§ o] FrlH 2 Z 5] §H EF 5
g B2 xFXo]z] o)

F
o] # vl F7Lo] 814 LS 95} allowHostDirVolumePlugin<- A}-§- 5} volumes Z = 9/
_ 43 & HolFi]r. o E Eoj, allowHostDirVolumePlugin®] false 2 413 & o] glx] 7}
~ volumes I = o] 4] &]-§ 5= 7 -5 volumes ] %] hostPath 7}o] ] # & 1] T}

4.2.5.3. FlexVolume 9] gj] g} 2§ 4j] = =] o+
OpenShift Container Platform-2 = 2}o] Bl Z 7] }.© Z FlexVVolume & =7} 2 ] o] g}1] t}. SCC of A/
FlexVolumes A}-§ & &/ & 5} Pod 9] 4] FlexVolumes & & F & 5= U5l 221} F2 2=E Ze] X7}
AllowedFlexVolumes Z = ojjx] =&}o]b] o] 2L 2] ¥ 3l 4 - Pod+= o] & §F = &}o] v] 9} )7
FlexVolume wF AF-§-3ff oF 1] C}.

= 7 2] FlexVolume oj] 2F gj] 3} 24 4] = ]| 51 of

volumes:
- flexVolume
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allowedFlexVolumes:
- driver: example/lvm
- driver: example/cifs

4.2.5.4. seccomp

SeccompProfiles = Pod 5= #1 g o] 1] 2] seccomp F4/o] el 4 & 5 Y=35]&H Z2H L 1} I3}
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2. RFN RNYHA &S B HEY2E Yo gjd = gl Yy g o
3. A& Tt A oF 2O i) HFE HYE A o
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MustRunAs <] FSGroup SCC # g

Pod ¢ 4] fsGroup ID & 2] 5= 75 & 5D = 7] fsGroup ID <} Z+o}o} $1] o 28] gro vl & 5
SCC o4 Pod & 75 8}%] &2 t}5SCCE 7} g1 o}

SecurityContextConstraints.fsGroup Z =°j 7} RunAsAny 7} 9! 17 Pod A} ¥Fol 4]
Pod.spec.securityContext.fsGroup 2§ 25}= 77, o] d == a3 Ao 2 JFHY 352 3
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Pod #} e 4] 3}if o] 4-2] supplementalGroups ID E 7§ ] 3= -2, Pod 9] ID = 1] 9] 27 o] = 9]
openshift.io/sa.scc.supplemental-groups 547 <] 9l+=ID 5 S}L}9} ZFofof ghijrl 28 X] gfom g5
SCCoJ 4] Pod & 75 8}%] &2 0} SCCE 7} g1 o}

SecurityContextConstraints.supplementalGroups Z = oj] 7} RunAsAny 7} 9l 377 Pod A} ¥Fol 4]
Pod.spec.securityContext.supplementalGroups & 4 g¥5}= 3¢, o] == 43 5oz HFH1]
o 7 &S F2l5l= &9 o= SCC H g 4] tfZ Pod FE=E A3} Pod7} &2 3t + Q5 o

4.2.5.5.1. SCC > =9 A%

SCCol= 31§ AEZe 9 2§ A5G nf @40 JFL v A= S 79 DI} gk 8 4] ¢
S8 7} 2 SCCoF 3 39) ¢HE0 2 o] F ppr]th AME 7R 9 SCC A A 7 8ol B3 58 b 5419
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L PR ) 7 322 SCCoF wll SFof] 257, NILS P19 022 7FH=H o}
2. PRTH 5L G P A FF ¢ SCCoA] 7pg © A §1F 91 SCC #=A]gj 2 7§ & H 1] .
3. PHER} AgFo] B S G- SCC= o] Fwe 2 FJHFH o
7)) o 7 Fe]AE Ha] x4 Hof H anyuid SCCojli=SCC A Eofj4] £ &9 7} HoJHir) o] 2 &

s &) 2 k] # 2] x}+=Pod<] SecurityContexto] RunAsUserE =] g 5}x] &3 = 2 & A}§2} 2 Pod &
Y g 7 e ¢5ks F7 # e/ 2= RunAsUserE 7)< X § & & Q51 o
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)

4.2.5.5.2. SCCof tf 3 o] 3 7] v} o 4l =

OpenShift Container Platform 3.112Ef RBAC oj] 4] Z] 2] 8}+= 2] 222 SCCE X F & 5= U5k 283

o= T AMXH

SCCof gj gt YA~ H3te] WS EY T2 A E = A Fal2E 2 XG5 951k SCCo AL-&

o= T B
2 2 H A2 A2 ] G Fe2E DA WA H

o ghoj] 1 3+ SCC o tf 3 Y4 =5 E el Bl o 8 92 o th% 775 & %3 $}1] o} Role-Based SCC o]
o g o 4 2
rules:
- apiGroups:
- security.openshift.io a
resources:
- securitycontextconstraints 9
verbs:
- create
- delete
- deletecollection
- get
- list
- patch
- update
- watch
resourceNames:
- myPermittingSCCG

securitycontextconstraints 2] i~ E ¥ s} 5= APl 25
AF-&2}7Fresource Names B =0 SCC o] & X F & 4 U= )22 259 o] F

)42 E 5 0] 32 = SCC o o] £ o
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I $ oc policy can-i --list --loglevel=8
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I $ oc policy can-i --list
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$ oc policy can-i <verb> <resource>
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I $ oc policy can-i <verb> <resource> --scopes=user:info
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e Delete 3] ¥ 22 OpenShift Container Platform ojJ 4] PersistentVolume © 2 2] & & AWS
EBS, GCE PD X = Cinder &3 Z-& 9] 5 ¢l zaj o] A& 2 Ea] 3] e 27 ApA) gk o).

7
F % o 2 iz ZH XY E 25 o] 7] 2 ReclaimPolicy #-2 Delete ¢/ 1] T} +=& 0 2 2 Z1H]
]9 5 EF o] 7] X2 ReclaimPolicy 72 Retain ¢/ 1]}

4.3.2.7. 529 Z PersistentVolume 3]

Persistent\VolumeClaim o] 2}7)] =] = PersistentVolume o] 7] & &5l "&g) A~ F" o 2 7F=H o} 22/
L} o] F )] glo]El 7} EF o Fof glornZ o2 Fa oA PVE o} & AFE T = AL ok

g2 HAE|RAIEPVE FELE 7ol H osS T g ok
1. PVE 224 g1 o},
I $ oc delete <pv-name>

AWS EBS, GCE PD, Azure Disk E=+= Cinder £ 3 22 97 ¢l Ze}o] 4 d »E 2] A] 2k
PV 7} 2pA) H o &= A < =3 81 o

2. AHH 2Ea| X 3pFojjA] b o] E g ] g ]

3. g8 2= A A G B elo 7, FY Y 2E A e A ARE e H, 2= A
X} 2F o] B A)-g-5Fo] A PVE 4 g -

o] 355 PVE 02 PVC oA Ab-& 8 5= 9l 5e1] O}
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I $ oc get pv
22 o
I NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
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pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Delete

default/claim1  manual 10s
pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Delete
default/claim2 manual 6s
pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Delete
default/claim3 manual 3s

3. PV LupE A o] 2] ol gt

I $ oc get pv

zg o
NAME CAPACITY ACCESSMODES RECLAIMPOLICY STATUS
CLAIM STORAGECLASS REASON AGE
pvc-b6efd8da-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Delete
default/claim1  manual 10s
pvc-b95650f8-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Delete
default/claim2 manual 6s
pvc-bb3ca71d-b7b5-11e6-9d58-0ed433a7dd94  4Gi RWO Retain
default/claim3 manual 3s

$ oc patch pv <your-pv-name> -p '{"spec"{"persistentVolumeReclaimPolicy":"Retain"}}'

o] 1l & 2] <] default/claim3 2] 9] ] 1} 5 PV ] o] 5] Retain 317§ 4 o] 51§ 5 1] A}

§<}7} default/claim3 Z 2] ¢/ & 2}4)] 5} H PV 7} X}-& 2 2 A}A] ¥ =] &Fsr1] o).

4.33.PV(F 7 £F)
2PVl i= AP B FE 7} E G H T o) 70 AP YE o) o The T )T

PV o HAE o] o

apiVersion: vi1
kind: PersistentVolume
metadata:
name: pv0003
spec:
capacity:

storage: 5Gi
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
nfs:

path: /tmp

server: 172.17.0.2
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e NFS

® hostPath

® GlusterFS

® gluster-block

® OpenShift Container Storage (OCS)

)
e,

® OpenShift Container Storage (OCS) £

Jhu

e CephRBD

® OpenStack Cinder

® AWS Elastic Block Store (EBS)
o GCE Y7+ rjx=Z

e /SCSI

o Fojw Y

® Azure Disk

® Azure File

® VMWare vSphere
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#overview-volumes
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#overview-block-volumes
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/3.11/html/operations_guide/chap-documentation-red_hat_gluster_storage_container_native_with_openshift_platform-openshift_creating_persistent_volumes#File_Storage
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/3.11/html/operations_guide/block_storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-ceph-rbd
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-cinder
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-gce
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-iscsi
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-fibre-channel
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-azure-file
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-persistent-storage-persistent-storage-local
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25 =89l ReadWriteOnce ReadOnlyMany ReadWriteMany
AWS EBS | - -
Azure File | | |
Azure Disk | - -
Ceph RBD | | -
sholu] A I i -
GCEdF o= | - -
GlusterFS | | |
gluster-block | - -
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ReadWriteOnce ReadOnlyMany ReadWriteMany
HostPath | - -
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apiVersion: vi1
kind: PersistentVolume
metadata:
name: pv0001
annotations:
volume.beta.kubernetes.io/mount-options: rw,nfsvers=4,noexec a
spec:
capacity:
storage: 1Gi
accessModes:
- ReadWriteOnce
nfs:
path: /tmp
server: 172.17.0.2
persistentVolumeReclaimPolicy: Retain
claimRef:
name: claim1
namespace: default

® NFS

® GlusterFS

® Ceph RBD

® OpenStack Cinder

® AWS Elastic Block Store (EBS)
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® GCE Y7 x=
e SCSI

® Azure Disk

® Azure File

® \V/MWare vSphere
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4.3.3.7. Al -4 chown

PV 7} Pod o) m}:2E =] A 1] Pod x| A] ZFo] BFY 5} 5] G Pod ¢} Y X| 5l =& EF9] 245 % Hgto] A7
F oz HWGFHY o PVe BE 2 B O g E 2] o4 chown & +4 & uj EFj ¢/ 7]/287] A= H oF
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§x}=Pod % SCC(H 9} 7€) 2 E A oF = 7)) o] fsGroup < x5 515 ghowl &g-do] 3 A7 5 ¥
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ZFPVC o= AR Bl 7} 3P L o) o) = Fa 9] AFeF B yE L) o & 51 oh2 7 ZE] o)
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kind: PersistentVolumeClaim
apiVersion: v1
metadata:
name: myclaim
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 8Gi
storageClassName: gold

4.3.4.1 2EZ=] FE =

He Apgho 2 Fa) 92 storageClassName <=5 o] == 2] %] e =9] o] F& X3 5lof £ 2 =27
FAE R F T 5 951/} PVC <} storageClassName o] & &/ 5} 7 2 3 & ﬁEbLéE/ PV uFPV/C o) b}
15 e 7 gl Fel2E Hej e &8 ZZ B XU E 7 el Sf} o] o] 2E X Fa o) A]
H| 2 F A 38 5= ol 8] 2E #e] = PVC O AFFah YR 5l=PVE ¥ 51
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9/ & X ¢ 3}+= PersistentVolume £ 7} <151/ 0} E#& S 2E0) np 2 EXn & &
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$AE "W Podoj EF ol LE o

kind: Pod
apiVersion: vi1
metadata:
name: mypod
spec:
containers:

- name: myfrontend
image: dockerfile/nginx
volumeMounts:

- mountPath: "/var/www/html"
name: mypd
volumes:

- name: mypd
persistentVolumeClaim:

claimName: myclaim

435 &5 EF Y

BF AL 7% Ze]f o) Foln] EO R Zz A Y H PV AE T 7 A

& Red Hat .2 541 4]1] 2 & A HSLA) ] 4] 5] 21 5}5] 8107, 7] %
glo] 2 o) 418515 g Fo] Err]Th o] 8 75 AHE
s)el) o] &3 = S1o] A Y 7 A 27 0] 7] &S FSE i 7=

Red Hat 7] & Z2]# 7] X ¢ ¥ o & A4 ¢ 1t &=

https;//access.redhat.com/support/offerings/techpreview/ & ZZ 5}/ A] 2.
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kubeletArguments:
feature-gates:
- BlockVolume=true

PV o]

apiVersion: vi1
kind: PersistentVolume
metadata:
name: block-pv
spec:
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
volumeMode: Block a
persistentVolumeReclaimPolicy: Retain
fc:
targetWWNss: ['50060e801049cfd1"]
lun: 0
readOnly: false

@ co/rvr ey 25 2592 e volumeMode 2 =

PVC 9

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: block-pvc
spec:
accessModes:

- ReadWriteOnce
volumeMode: Block a
resources:

requests:

storage: 10Gi

lServerArguments 24} controIIerArgument s<>1] feature-gate sE
g1¥ 31 5F 2] W kubeletArgumentsoj feature-gates = =7} gf1]d}. af/

@ v E597EF) 2¥HUeL el volumeMode 2=

Pod AP o

apiVersion: vi1
kind: Pod
metadata:
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name: pod-with-block-volume
spec:
containers:
- name: fc-container
image: fedora:26
command: ["/bin/sh", "-c"]
args: [ "tail -f /dev/null" |
volumeDevices:
- name: data
devicePath: /dev/xvda @)
volumes:
- name: data
persistentVolumeClaim:
claimName: block-pvc Q

Lo A VAN 7 Rl O

DevicePath (mount Pathe}5-A}3hH) &= &2l % Fx]9] 4 2F JeEf¥ L]

EH L5
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0 o
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VolumeMode
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AlwaysPulllmages: a
configuration:
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4.7.2. Admission Webhooks
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https://github.com/kubernetes/kubernetes/blob/v1.10.0-beta.1/staging/src/k8s.io/api/admission/v1beta1/types.go#L28
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#service-serving-certificate-secrets

API request H?frlP - Authentication .| Mutating _ Sz:’:;; - Validating . Persisted
handler Authorization admission Validation admission to etcd
Webhook || Webhook Webhook JJ
=¢/ Webhook 2] 713 41§ Ald] & 2] 2229] 7 Z 59 1] 0} o] & F0] BEPodol 34 & o] & 4 2
7} gl ofoF efi= ¢l 2z 2t 7} ] 0 1, Pod 9] &) G e} ¥ o] fli= F -7 Pod 7} 7R ¥ X] =& ghj o) o] &l ¢k 2}
Wi 0 Y F2E N ES Y FaE Py o

|&o] Q=] Fole 7 o 28 o
OpenShift Container Platform-& 2} o] $]=Pod & of 9Fél 2 &4 HAIE E s =5 alHo Z
/5] # G E X o= Pod & AR g o).

o pLE 9] AP APl o2 e

o o] =7} Ao E EE o £}9]37] £ 8 2l ¥F
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apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration a
metadata:
name: <controller_name> 9
webhooks:
- name: <webhook _name> G
clientConfig: @
service:
namespace: e
name:
path: <webhook_url> ﬁ
caBundle: <cert> @

rules: 9

- operations: @

m


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#constraining-pod-placement-nodeselector
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- <operation>
apiGroups:

n

apiVersions:
nxn
resources:
- <resource>
failurePolicy: <policy> m
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Admission Webhook 24 2= #Z

apiVersion: admissionregistration.k8s.io/vibetal

kind: ValidatingWebhookConfiguration a
metadata:

name: <controller_name> 9
webhooks:
- name: <webhook _name> g

clientConfig: @

service:
namespace: default 6
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name: kubernetes G
path: <webhook_url> ﬁ
caBundle: <cert> @

rules: 9

- operations: @
- <operation>
apiGroups:

n

apiVersions:
nxn

resources:

- <resource>

failurePolicy: <policy> m

#
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$ oc create -f <file-name>.yaml

529] Webhook © H % £ 2 4% 5+ & OpenShift Container Platform -2 & *4 < 38 5l= o] &
=7 dE o
3 F

59/ Webhook o tf oF ZE2 E ¢l = 4] H]| A F Y4 g1 .

apiVersion: vi1
kind: Service
metadata:

labels:

role: webhook a

name: <name>
spec:

selector:

role: webhook 9

wfree—form 2} & A}-§ 5}of Webhook & E 2] # §}1] T}

4 08 FYe Y] enAEE Yy

1] o

s

I $ oc create -f <file-name>.yaml

5. Webhook 9| 4] A o] 5} &= Pod o] <=<] Webhook o] &2 7} 1] C}.

apiVersion: vi1
kind: Pod
metadata:
labels:
role: webhook a
name: <name>
spec:
containers:
- name: <name>
image: myrepo/myimage:latest
imagePullPolicy: <policy>
ports:
- containerPort: 8000

@ Webhooks E2) 751 g o) & 91

37

glo]Heje] o] H ot Bl o]d] 7} 3 ¢ 7= 529 A/B] W & FF-admission-apiserver & 2 =
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4.7.2.3. Admission Webhook Example
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https://github.com/openshift/generic-admission-server
https://github.com/openshift/kubernetes-namespace-reservation

apiVersion: admissionregistration.k8s.io/vibetal
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io
webhookKs:
- name: namespacereservations.admission.online.openshift.io
clientConfig:
service:
namespace: default
name: webhooks
path: /apis/admission.online.openshift.io/vibetal/namespacereservations
caBundle: KUBE CA HERE
rules:
- operations:
- CREATE
apiGroups:
apiVersions:
-"b1"
resources:
- namespaces
failurePolicy: Ignore

r}92 webhook 2} = 4= ¢] Webhook o] ©]3j] % 7} 5] = Pod <] & ¢/ 1] C}-

apiVersion: vi1
kind: Pod
metadata:
labels:
role: webhook
name: webhook
spec:
containers:
- name: webhook
image: myrepo/myimage:latest
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8000

[k

&S ) F9 EHEE Ay =9 o
apiVersion: vi1
kind: Service
metadata:
labels:
role: webhook
name: webhook
spec:
ports:
- port: 443
targetPort: 8000
selector:
role: webhook
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-quota
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-compute-resources
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-secrets
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-persistent-volumes
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/developer_guide/#dev-guide-persistent-volumes
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4.8.7.1. OAuthClient
OAuthClient = RFC 6749 4] 412 o] &3 = g2 OAuth F2Fo] I EE LlEFY L] ]

r}+5 OAuthClient ¢ 5z E 7} x]& © 2 4§ 1] O},

openshift- P 2L EFZ S a5t vl AR E = SEoIdE

web-

console

openshift- f3d 22202 AT 5 = AR A of o] H E S AFS-3Fo] /oauth/token/requestol] 4] E
browser- S 25 u AR E = FEoldE

client

openshift- WWW-Authenticate BHX & A 2] & = Y= AlEAL oA ER EES 343t H AHEHE
challengin ZgtoldE

g-client

OAuthClient ¢ H ) E 3l o]

kind: "OAuthClient"
accessTokenMaxAgeSeconds: null a
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "openshiff-web-console”
selflink: "/oapi/v1/0AuthClients/openshift-web-console”
resourceVersion: "1"
creationTimestamp: "2015-01-01T7T01:01:01Z"
respondWithChallenges: false Q
secret: "45e27750-a8aa-11e4-b2ea-3¢c970e4b7ffe"
redirectURIs:
- "hitps://localhost:8443" 9

o) 2= 2 20 () 9 T ohe) 4 B
o] =2 OAuth 8 %/ 4] client_id v 7] W+ = A}-§H 1]l

respondWithChallenges ~} true = &g =] 7§ F /5 ¥ e = X2 5l= 47
/oauth/authorize ] tjjs] ¢15 5 =] &S 2 3 o] WWW-Authenticate &€l =] 7} 1]}

secret v 7] H=2] g& Ao Fof = 5F0)4 client_secret vf 7 W2 ALE-H U O}

0 009

fi} o] 2] &b URIE redirectURIs 4] ] & 5= sl o) A3 o 37 g7 HA&H
redirect_uri 7] 7)) @ = ckof] x] % H redirectURIs & 3}1} 7} & 7}5] o] oF 31 O}

accessTokenMaxAgeSeconds 712 7} ¥ OAuth Zz2}o] 1 E 9] nfAE 124 uf o] 7]}
accessTokenMaxAgeSeconds ;IS Y o] L]r) Felo] ol EQ)] o] Z1-S &3 5lH O} 2 Fefo]ES -
§ol § g2 £5) @ T Felo]dEL] 7] Y= EEL AR 7 Y5t
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4.8.7.2. OAuthClientAuthorization

OAuthClientAuthorization £ =73 2 2/ 2] OAuth AccessToken< #j3~gF =5 OAuth Client oj tj &+
AFGRF] 501 & 1} El Y L] .

OAuthClientAuthorization ¢ H %] £ = OAuth #] B/ o] g s} @l Ho] @ X o =3 FH 1]}

OAuthClientAuthorization Object Definition

kind: "OAuthClientAuthorization”
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "bob:openshift-web-console”
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
clientName: "openshift-web-console”
userName: "bob"
userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"
scopes: []

4.8.7.3. OAuthAuthorizeToken

OAuthAuthorizeToken & RFC 6749 #);71.3.1 o] 4 %= tjj 2 OAuth ¢]= Z =& 1}elH]o)

OAuthAuthorizeToken & RFC 6749, 4.1.1& o] ¢ 5 H o = /oauth/authorize 9 =X 9] Eof b 3l 2 & 9]
o5 ¥ H ot

2 ¥ t}s5 OAuthAuthorizeToken-S- A}§-3}<] RFC 6749, 4.1.3 4] 479 475 ] 2 /oauth/token ¢ =%
o/ E9) gj gt 2 F L AF§-5Fof OAuthAccessToken & 7} 4 & 5= 9l 1] ]

OAuthAuthorizeToken Object Definition

kind: "OAuthAuthorize Token"
apiVersion: "oauth.openshift.io/v1"
metadata:
name: "MDAwYjM5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2Fj" ﬂ
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
clientName: "openshift-web-console”
expiresin: 300 G
scopes: []
redirectURI: "https://localhost:8443/console/oauth” a
userName: "bob"e
userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

ﬁ name & OAuthAccessToken & s 8L3}7] 93] H et Ho] FEZ AFLHE= EFZ o] F& e YL}
@ clientName 712 o] E28 2 3 OAuthClient /1] o}

6 expiresin 7} creationTimestamp o 4] #FE(XR) ¢/ 1] O
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4.8.7.4. OAuthAccessToken
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OAuthAccessToken Object Definition

kind: "OAuthAccessToken"

apiVersion: "oauth.openshift.io/v1"

metadata:
name: "ODIIOGE5ZmMtYzczYiOONzk1LTg4MGEtNzQyZmUxZmUwY2Vh" a
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:02-00:00"

clientName: "openshift-web-console”

expiresin: 86400 @)

scopes: []

redirectURI: "https://localhost:8443/console/oauth” a

userName: "bob"e

userUID: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

authorizeToken: "MDAwYJjM5YjMtMzM1MCOONDY4LTkxODItOTA20TE2YzEOM2F;" ﬁ

name £ AP| 9] 5 o] A3} EFZC = Al EE EZ o]F Y]

clientName 712 o] & 2 % ¢F OAuthClient ¢/ 1] O

expiresin 71 creationTimestamp oA YFE(x) ¢/ 1] o}

redirectURI = o] =& 0] Y Y 5= A ALSA7F AT Fof 5 Fo] 2 e]g g dd 91X ¢ o
username & o] EZoA] Q15L 5] & 5= AFEAE L E WL o

userUID = o] EZo] 9] =2 o Z 3-8 35}=User& L}EF L] T}

9S00 009

authorizeToken & o] =& 715 ¢ &= g AF§-E = OAuthAuthorizationToken 2] o] F ¢/ L] o} 9l +=
7).
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OAuthAccessToken ©] A 3~g 1]}

e |ID 7/' ’f’—xy 5—‘/1X/ o ID, /‘/-—g-X]- E_J UserldenﬁtyMapping o/ /g"/g]E/:Z /</'—§-X]-O]/7// U//%JE] /(l__og_
=}oj )] § OAuthAccessToken o] ] 3“5 1] o} .

ID ¢ HAE 3 9]

kind: "ldentity”
apiVersion: "user.openshift.io/v1"
metadata:
name: "anypassword:bob a
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe”
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
providerName: "anypasswor: 9
providerUserName: "bob"g
user:
name: "bob"@
uid: "9311ac33-0fde-11e5-97a1-3c970e4b7ffe"

ID o] Z& providerName:providerUserName & 2] o] of oF gf1] r}.
providerName 2 ID g*=<}2] o] Z ¢/ 1]}
providerUserName & ID 3*72}2] ¥ 9 ojA] o] IDE 1Z-5-3}7] FA] 8} o] F ¢/ 1] O}

A8} w7 ¥5=2] o] £-2 o] D7} v F 5= AR 2] o] £ 91T,

®O 0009

uid <= o] ID7} 7jF 5= A1-§5-2] UIDE 1}l 1] .

4.8.8.2. A&}

AE A= A2 E 9] YIIRE P T AFERNA = ARG = el o 8- Fo)5he] Aol
o] g,

120


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#LookupMappingMethod
https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings

/4, 5, %S ¥ gFsl+ OpenShift Container Platform A}-§x} o] 2 =] ¢l 5 x] &t&1]}.

A§A S HAE F o

kind: "User"
apiVersion: "user.openshift.io/v1"
metadata:

name: "bob" a

uid: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"
resourceVersion: "1"
creationTimestamp: "2015-01-01T01:01:01-00:00"
identities:
- "an ypassword:bob"e
fullName: "Bob User"g

name & AFgAPolA o B2 F P ] ALEH = A& o F /1] .

©

ID 2] g2 o] AFEALlA T F = ID 2 HAEY ]k 22918 7 gl A& 2] F-- null
o] A1} H]o] & 7 2 FH] .

©

fullName 71-2 A1-§-31-2] 415/ FEA] o]

B

o).

4.8.8.3. UserldentityMapping

UserldentityMapping & ID E A}-&-X}-oj] 7] uf F 1]} .

UserldentityMapping 4§, ¢/ & o] E &= 44+ Identity & User ¢ HA E9] 55 H =5 g3}

121



OpenShift Container Platform 3.11 o} 7] €l %]

1,

ID = B A g e j T 7 g omz £ ID2 22951 A& AHE BEFN G ol F 7 3
)},

Ty

Uy
&
g
]

Mg A= of 2] IDE ) F G 7 1]k o] F Fo ofe] 229l P Fal FYo AHEA
7 .

useridentitymapping ¢ 2 2 E g o]

kind: "UserldentityMapping"
apiVersion: "user.openshift.io/v1"”
metadata:
name: "anypassword:bob"ﬂ
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
resourceVersion: "1"
identity:
name: "anypassword:bob"
uid: "9316ebad-0fde-11e5-97a1-3c970e4b7ffe"
user:
name: "bob"
uid: "9311ac33-0fde-11e5-97a1-3¢c970e4b7ffe"

useridentitymapping o] =2 v g € ID o] =3 X g,

4.8.8.4. Group

278 AL SR BEG YL 2R A E A i 250 o 32 F7ple] Aete] 3

of F1/ .

kind: "Group”
apiVersion: "user.openshift.io/v1"”
metadata:
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#managing-role-bindings

name: "developers"a

creationTimestamp: "2015-01-01T01:01:01-00:00"
users:

- "bob" 9

name & 2570 982 7718 u AFE 5= 25 o] F ],

©

AL-&A} gh2 o] z59] Wn] ol User @ HA E9] o] Z¢/1]r].
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5% WESZ

5.1. Y EYZ

5.1.1. 7] 2

Kubernetes= pod’} E 2 E &3 A2 AFE + =5 35l 2} podo] Y- HJEH =] IP 7=
& g5l o] 7 31 pod o] B & AEojr] 7} nf 2] FA e sAE Q= AXF FEe ) 7
podd] 3244 IP F£&5 Fojsld ¥ E g9, Y EZ, o]F XY, A/H]|= JA, 2= Wy, dZFe]7o]H
7% & ofo]zdo]{ & ¥t P E o g podE Fo]F s 2E B Y vIFE A5 7 A5

®

Y

1515 ghe A o] £

>~|-'\1

) 928 Yy Bes)glon FEopIP Fag Ao J8 A= 5
A

XE
L} D)8 A0 25 Y ohg AH] 25} §E HE ks Ao Fh

¢

5.1.2. OpenShift Container Platform DNS

frontend Z=7} WAl = A]H] ~ 9} ERX5}7] s ZEEAE B wo = A H] A9} ZHO o 2] A]B] A Z
AP sl= F P AFEAF o] F, A H| = IP &9 tf 6t 173 W7} YYF o A v]2F AA5] 32 gpA] Yy 5
o A IP F2Z A]H| 20 gFet = 9l o n] AJH|A IP 817 vl49] ¢ho]EH z+e 7} 9 7] 98 ZEE
A= ¥=Z gpr] Yysfof Gl Et AJH| = IP7} LulE2s Y H 2 ZEZENE Fo 37 w42
A3 T J=F WA e |25 Yyl 7 frontend = Y5 F gl

o] 2] gl o] 32 AJH] X~ DNS+= &= A H| 2~ IP/ZEE FAE A 8] A E o] &g 4 9l == OpenShift
Container Platformo] DNSZ 1} 33l 1] t}. OpenShift Container Platform-2 4] 5] *<] DNS 7 2] o)
& Gl rjEl o] 4] SkyDNS & @ s}o] & EH DNSE =] ¢l gf]r}. v 2El= 7]l & o2 FE 532
TR gl 7] g}

ZET} A X5 H o2 B A X]= Kubeleto] rf=E] 2 Suf =7 89l 5 5L vfepd .

0308 19:51:03.118430 4484 node.go:197] Started Kubelet for node
openshiftdev.local, server at 0.0.0.0:10250

10308 19:51:03.118459 4484 node.go:199] Kubelet is setting 10.0.2.15 as a
DNS nameserver for domain "local”

= A w A 2] 7} FH A 5 2] ko v Kubernetes A H] =& A& & = gl& 1o}

T SAEA] 7z} AH|o]1] 9] o]F A]B]oi= gto]] nf2E] o] Fo] F7}E v A ojife] 7] HA =
o] 912 <pod_namespaces.cluster.local o] F1]t}. z& ]2 AEo]i]= Docker 4] ZAEjo]if<] 7]
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https://github.com/skynetservices/skydns

52 Y EYA

# 2ol = =9 OE o] F A]u] gtof] o] F Alv] Fe]E rfAE 2 H¥U . of2El= 0S4 o] Q=
.cluster.local =rj 21 9] 7 2] &g g1/l

3 5.1. DNS <] A o] F

A 3 o |

Default <pod_namespace>.cluster.local
) 2= <service><pod_namespace>.svc.cluster.local
=X E <name><namespace>.endpoints.cluster.local

o] g7 5l A ] 20 tf gk AY IPE Y 5= A U] 2F 7}4.27] 93] EEENE EEE t}a] A3
517 gFopi ek E 5 E oA A1)~ DNSE AFE- & 4 217] w20 5 viZ 41§ 8 B2} gl
g1/ ok 9 DNSE ¥ 555 ghom &2 725 spelof4] Hlo]elu]o]= 4]u] = db.local = #% % 7 2
stjth 23]7] AJH] 2 P2 Sel5 7, ZEEAE =R vl W= Au2g e Be o) gl i
of Y= =32 A H T mppa] AH] 2 o] F(mes] DNS)o] 2] Sel= 415 50] 7] uE
¢J1ict.

o] DNS 7%= ¥4 IP7} A]d]20o] ggx]=] 2k kube-proxy7} &g A= EQIEd) 2l9 5L Z W
YR A F-P-H & A F o= =] X A H| A= gfF ol AJH] 2 DNSE 7] < AF-E-8] 5 A H] =
o] z} ¥t o] 5] o] A HAEZ §HEF 7 glonz Felo]dES} 7} ¥ E 7Ho gl = ZHE
A& ot

2 Loy

5.2. OPENSHIFT SDN

5.2.1. 7] 2

OpenShift Container Platformojj ] = £ 2= E g o] “g o] 1j] E-2]Z/(SDN) § =¥ < AF-&5laf
OpenShift Container Platform Z 2] g FA]2] pod 7F o] 7}5oF 53 SFH2E JEY I E A3
g} o] pod v E-¢ == OVS(Open vSwitch)E A}-& 35l 9 Bl o] 1] E¢]=ZZ 74 5}= OpenShift
SDNo<j ©]5] 4% % 72 #=]H 4.

OpenShift SDN-2 Pod Y| E9] 25 74 5= & .2 $F 4] 7}x] SDN 22918 A 3§}

ovs-subnet Z2] 2912 gaf Ze]z0loZ, vE FEl O E BE FE W AJH X9 BT
T 9= "W ZE Y EQ/IZE AT

ovs-multitenant Z & =z o
BZHEos ZRHEo gFH Fro] ETL
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Qg & ZZ A E o Pod= o2 ZZ A E o] Pod & Serviceo] 4] F %L B AL} #FL
T e

221} VNID 05 135}= ZZ2 A E= ]2 2 E Fr o Fe 5 Qo= FoJA o dsto]
Hojgo] 0 2 g = Fo = A& 29l BRI + Q51 }. OpenShift Container Platform Z 2]
2 E] oA default ZZ ) E o= VNID 00] &1l o] 27 5l 2= Welxol 7o E4 A H]
A7} ZEAE9 2 gnE Fe9l EA 5= 9lon 7 vlgo] 79 nlals}x] 9] .

ovs-networkpolicy =&z 91& A& 35}H 2= Z 2 & #Az] X7} NetworkPolicy ¢ H 2 E = A}
gatel A A FAL 7Y+ A

27

WAE B =04 SDN2 74 51E Wylo] o ¢t Fu= SDN 7494 el e 5 9
1.

5.2.2. mj2 g o] gj 3 &7

OpenShift Container Platform r]*E] 9] 4] OpenShift SDN-2 etcd o] ] 3Fd =t R~ EzZ]E 5
2] #Aa] gl Al2d A2z} == 5 5251 OpenShift SDNojA] & 2 E] ] E-8 Z o A] A& =]
P2 A BYS gG5]2 o] A]HYlS g ~Ez]of X g, ==} kA= # OpenShift SDN=2 ] =]
2 E oA A] Bl 2 AR5} AFE TfsoF A] Bl S g A] @l = Qg FEgy o

7| 7oA el 2E Y| EY]Z+= 10.128.0.0/14 v E¢] = (4 : 10.128.0.0 - 10.131.255.255.255) o]
] 3T of= /23 A]Hyl(a]:10.128.0.0/23,10.128.2.0/23,10.128.4.0/23 &)°] &GH 1} 5, F&/=H 4]
Efzo)is w20 §5F 7 Y 512709 A o] You] XY H mEo= 49 59 Aol &5
&7 i FLI} BFHUG & EAE HHY 7)o n 2 Fe2H YETS 27] X FL YAE
7Y 7 gl

27

A Bylo] O 32 SE 02 G H 37 S YA 00] Y= A B v]ET} vz g
HE 2 F3F1r}. o & o] 4] E¢] =7} hostsubnetlength=6 91 10.1.0.0/169] 7 -¢
10.1.0.0/26 % 10.1.1.0/26 2] 4] H ylo] 10.1.0.64/26 o] F o] G- 1]}, o] A 5}HEH AJH
W o FA £+ sy

ol ~E] o] OpenShift SDN-& ZF& €] Y| E T o] dy2ah 5= Q= ZF(of~E) sA2EE 72435}
A g dAH ez il sAEE wE2 JPHA ghe o FHAE fEFZE Fo £ o
A2 7 el oh
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#install-config-configuring-sdn

54 YEHAA

ovs-multitenant & 2] 2918 A}§-3}= - OpenShift SDN v} 2El= Z 2 H E9] Yy & S}AE 7}
A8} L} o) oA EZHL Zz] sl b A} 5= VXLAN VNIDE s+g-gt o).

5.2.3. == ojx] H 7

X E o] x] OpenShift SDN

o Ol AE 7} = E o] A Hyl S SFgs)E 2 SlojA] 45 sl F ] AE 2]
A] SDN v} ~E]o] 248 $~EE

vl 5]
FZ gt

z# ]2 OpenShift SDN-& 4] 7§ 9] HlE 8= FAE vHEZ 74 g

br0: Z= Ae o]} 448 OVS Hz]x] F=]¢1]]. OpenShift SDN-2 o] H 2] x] o 4] A]
Hylo] ojd 32 78 F9= +¥ g

tun0: OVS 132 ZE(br 09 £ E 2). o] Y E ¢ 2= F2]=E A B Ao EgJo] F47}
slotEn] 9] H ] £ 9] 7 o4 ~of A}-&H 1]} OpenShift SDNoj+]= NATE 535 Sl 2E A]
Hyloj] o] 2 H|E 9] =2 JA2gF = Q=% netfilter & 2}-7- 5 73S 7§ &1

vxlan_sys_4789: €14 = =29] 7] o]1] o b] gt A= A5 5}-= OVS VXLAN §3](br
09] = 1)g/1/c}. OVS #z’o//xf vxlan0 & = gt

S AEA FEE A &3} gfolr] OpenShift SDN-2 0} -2 7 7+ .

Podoj == 9] Za]~E A HyloJi] AL-& 71538t IP F2E ggsi] ol

2.
FE veth 9IE/3o] = ] 2E Sulg OVS H2]X bro o 42 g1
3.
OpenFlow 775 & OVS t] o] £ o] 2o F7}3}o] A EEZ F47} AFH Ea5e L1
OVS £E=Z 95 gt
4.

ovs-multitenant Z ]z ¢19] -2 OpenFlow 7732 7/10}01 EEOA Fo] 2= BT S
¥ 9] VNIDZ 525} Ez]= o] VNID7} Pod<] VNID(E = @t 9l VNID 0)s} °’x/ 5= 4
+ PodZ Ezf¥ e 5] &5 JA517] F= EF T oy 73 o me} ZE Y H .
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OpenShift SDN === SDN r}*E] o] AJH Yl Q] gjo] E &= ZFA]gii]]. A AJH lo] &yl ==
br0 ] OpenFlow 752 F&7}5fa] Y7 AJHYlo] g3t IP =27} ¢l F|Zl o] vxlan0 (br 0¢8] £ E 1)2
2 o] FaluZ yEQ ZZ 1}z ). ovs-subnet Z& 2912 VNID 02 A}-£35}o] VXLANS] ZE 5% 2
74 5}x] vt ovs-multitenant Z 2] 2912 2= Z#gJo]i] o] = &3l VNIDE Al-& g}

5.24. 7|z &

Zl e o]1] A2l eth0°] o 3t 7] o] 7}y o] gl g =] 9] o] =2 vethAo] 3z ZlE] o] 1] B2] eth0 < tj ot ]
of 71y o]t Wl g9 o] 52 veth B ¢ -+ 7§ 2] Zl]o]r] A9} B7F lvfx 71 g,

27

Docker 4] v] 2] 7] o] 71§ o] Gl FAE o} & A& 3}A] &+ 37 Dockers] 57+ 1]
ERZ 4FAE FEIHA L.

eth0 (A<] netnsojj4]) - vethA — br0 — vethB - eth0 (B2] netnsoj4])

o&o 2 ZHeoj AZF 28 s 2E Qv AHoju] B7} SF2]2H HER 29 g4 s 2E9) gy
ZHg gl e o] A4l ZE| o] B2 #Z] 52 b2 et

eth0 (A<] netns<jj4]) — vethA — br0 — vxlan0 — == 1] — vxiano - bro - vethB - eth0
(B2] netnsojl4])

wp] B0 2 AEo]t] A7} 9} EXE0] dF sk F EdTe g H 2ok

Mo

eth0 (A<] netns<jJ#]) - vethA — br0 — tun0 — (NAT) - ethO (2] 3x]) - ¢l 4l

gl R2o] H A A9 FgL Fe] 29 HJERF o} 7] AE 7hLs))a s e} 52 A5l
OVS E z]x] br0 94 OpenFlow 72 Al-&35}<o] 3 1] ]. ovs-multitenant Z 2] z2919] 7-¢ &
Jlset Y EY =7 F2] & A

5.2.5. YJEY =7 F=z]
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https://docs.docker.com/engine/userguide/networking/dockernetworks/

52 Y EYA

ovs-multitenant = 2] 2915 A} 351 Y EH =2 Fe]E 7P T + Awth #A o] 7]E o] ofHd Z=Z
A Eo] ggH F-Z FE51H OVS B3] br0 & =24 E o] g5 VNIDS} A 5} gz 91} 7
Zlo] =Eo] Fe|2E A B Qli= 2 IP £ 2 d95 = -7 OVS Ea] =)= VNID7} J ]3]+ 735
ojet A Zlo] iy Tz AGHEF 5§ g

VXLAN B9 53 0}2 == o] 7)< 52215} Bl ID7}F VNIDZ A}-4 57 OVS Ha] =)= 5Y
ID7} v =] VNIDS} 217 5= 7ol ot A Z o] 28 FE= AGHEZ &8

& Fe2E A BQ0 2 G AL VNIDE o 27} 5 5] FH2E HAS 275 ks
o] Y o)y #4271 3= VXLAN HE2 g0,

Stojjx] H st gj=Z VNID 0-& &%5H =& Podoj] VNID 05 983 4 Q= a5 EafZ o] Hglo]
gl o VNID 0& A1-g35)= EdZLe 7E PodE ¢ g 5 Q51 7] OpenShift Container
Platform ZZ 3 vt YNID 0° 2 gg-g1). g2 2E ZZA EJE= Zz] 7/l5 243 VNID7} g5-F 1]
o} ] 2g #Ae|Rl= A2 A} CLI E A}-§5}o] Z2HE9] ¥ = Y ERIZE (g F o Z Aojadh = s
Lt

5.3. A1 & 7} 5t SDN =2 =z¢9]

OpenShift Container Platform-2 OpenShift Container Platforms} Kubernetes 7+2] <1 E] o] ~ =
Kubernetes CNI(Container Network Interface) & X] ¢ gFjc}. £ ZE gJo] g o] ijJE¢ =Z(SDN) Z2] =2
1L HIEYZ 27 Al it YJEY 7 7] 5 A g]r]. CNI Qg o] 25 X ¢l 3}= F7F F&] z9]
= oo mja} F1e 5 Q5.

5.3.1. OpenShift SDN

OpenShift SDN-& Ansible 7] vt 23] &z}o] QB 7]B Aoz Hz] & ZHHL Tk 48 1) &L
OpenShift SDN 442 FZ 51 A 2.

5.3.2. EJA} SDN =2] z 9]

5.3.2.1. Cisco AClI SDN

OpenShift Container Platform-§ Cisco ACI CNI = 2]z 912 Cisco ACI 7 2 g o] ¢iZ = Cisco
ACI(Application Policy Infrastructure Controller) 71 E E 2] ¢} s}1} o]-3<] OpenShift Container
Platform Z 2] 2 ¥] 71e] &2 A3

o] E31e ¥ 7} F8 A5 Foel dA FHE
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https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/cluster_administration/#admin-guide-pod-network
https://kubernetes.io/docs/admin/network-plugins/#cni

OpenShift Container Platform 3.11 o} 7] €l %]

Cisco ACI CNI Z 2]z 212 OpenShift Container Platform ¢/ ZZ=Z 93l IP 45 A,
HEQZ, 2= Wy @ doF 7] 5L 3617 ¢4 ACI 7B 2] 7]52 OpenShift Container
Platform Z2] ~g] 2 831 ]. Cisco ACI CNI =2z 912 7= OpenShift Container
Platform Pod= Cisco ACIoj ] ] 3*3}+= & o VXLAN 2 ] o] o] 14 gfr]r}.

Cisco ACI CNI =&z 212 7 #] OpenShift Container Platform 2] £ Z Cisco APIC
oA VMM =rjjol o = zdF3}1]r]. o] = 535 APIC= OpenShift Container Platform =Z,
OpenShift Container Platform uj] ¢] %5 o] =, 4] B] *, v ¥, Pod, IP & MAC 5=, Al-§ <l E] =]
o]~ 52 ¥Zglslo] OpenShift Container Platform Z2] 2~ g/ 9] 2] £ Qv E 2] o] HA]~8F 4
Azl APICE o] ZJHE A& 3} S 7Fis)alr] f]s) Ea] & el£=9) 71y ]2 =&
AEoZ Yo Adg.

Cisco ACI CNI = 2]z 21 OpenShift Container Platform 7] &z} & A x}= 95 FH sl 2
HAH oA &5 EgHES dAFHA5H .

ZpA) 8t ] &2 Cisco ACI CNI = 2]z 9] for Red Hat OpenShift Container Platform Architecture
and Design Guide = =5} A] 2.

5.3.2.2. Flannel SDN
Flannel & 7 g]o]1]ZE 95 EW3] &A= 7}3 ) EQZ A5 ¢ 1] }. OpenShift Container
Platform-2- 7]} £ Z E g]o] F 2] g E2]Z(SDN) 7*§ 27} ofH Yl ER]Z A o]r] o] ALg g + &

L]}, o] 7] 52 OpenStackzl 72 SDNoj = o] E5l= Faf-v-= 37} = Z 4] OpenShift
Container Platform$ & 35} 2 = FHEFEL &3 A A S F ¥ F=3131F Feg&= F-¢ &9

o} 7] €]

OpenShift Container Platform-2 host-gw 2 = 9JJ 4] flannel 2 & & 3] o 7] o] L] o A] g o] 1] =
FZ2E g g, JJE9 = 1]9] z} $2E = flanneld 2}= o o] A EE HF g]t]. o] Jo]IEE= i}
=2 gegdd.

27} Z2EoA 73 A Byl Az
S2E] 7} A oJr] o IP £ njE

02 $2E9] 7o ¢ ZAH|oji]o] Z=Z nfy
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-CNI-Plugin-for-OpenShift-Architecture-and-Design-Guide.html

52 UEAA

2z} flanneld of o] 1 E+= ¢ g4 eted X g50) o] FJHE A7l E 2 $AE9 O] = ofo] A ET}
flannel Y/ E9] = 1] o] -2 Ag o] = FFL a4 5 1.

t2 t}o] o] 2@ o A] = flannel v = 5] 2 & 1§ -ato] 3 ZE o104 T2 FE] o] o] o}F] e A 2
HolE 552 1ajmi]h.

NODE 1

POD vethO docker0
10.1.15.2/24 10.1.15.1/24

— Routing Table
192.168.0.100

— m

etcd

NODE 2

POD

192.168.0.200

o Routing Table —_—— N ——

Container 2 vethO dockerQ
10.1.20.2/24 10,1.20.1/24

=E1d= s Fd27t EgFY .

default via 192.168.0.100 dev eth0 proto static metric 100
10.1.15.0/24 dev docker0 proto kernel scope link src 10.1.15.1
10.1.20.0/24 via 192.168.0.200 dev eth0

=E2d= 0 P27 EgFY .

default via 192.168.0.200 dev eth0 proto static metric 100
10.1.20.0/24 dev docker0 proto kernel scope link src 10.1.20.1
10.1.15.0/24 via 192.168.0.100 dev eth0

5.3.2.3. NSX-T SDN

VMware NSX-T ™ Data Center:= 7] OpenShift Container Platform 1] E¢] 7] 7] 55 9ol &=
EgJolZ A a4, Ji= A o], ¥3lH 2 QoS 72 Fo]o] 2 H|ELZ AJH] (o 293, 2}-¢
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g, dJA = A o], ¥slH], QoS)E &8 HA A5 25 A ¢ f= F& 7]vF 2 vl o] Y ERZE AF L]
.

NSX-T 74 82+ o] mj &, 7}3} v/ = OpenShift Container Platform ¥ == ¢1Z 5]+ tjo]E]
#E] FAA NSX-T 7133} 1] E-¢] = o] OpenShift Container Platform SDN-2 5 ¢} 5]+ Ansible & =] Z
2fo] JHZ HA5) 7 74T+ 5l VMware NSX-TE A1-§ 3} OpenShift Container Platform
2 YA 5p5 B E = W] e A o gL M AHL FEFYAL.

NSX-T Aejo]1] Z2]z29](NCP)L vtz o 2 A o] E] #lEo] 7% H NSX-T Manageroj
OpenShift Container Platform2 5 ¢/ g1/ .

NSX-T 5 o] 5] 4] of7] €3] & #2]o] tj e 4] & 1) -§- VMware NSX-T Data Center v2.4 217
4] & NSX-T NCP 7§ 7}o] =& FZ 544 2.

5.3.2.4. Nuage SDN
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Java 8

=7+ Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP IE8, Android 2.3, Java 7

Old Windows XP IE6, Java 6

ApA e &2 B ol A ] AFo] = TLS F= 7Fo] =& FE I A] 2.

Z|BFHoZ g} PEE F Z2HL MY o] ZRHL Jjpto 2 JFE FYPY). Z2H L M
gopd ez ot Y Fo. TLS v]dS Z2 Ho) 4 #e]s1A] &1

225 Z vlE b --ciphers 542 Al-& 514} 7] & 21-2-E 2] modern,intermediate 5= old #}© =
ROUTER_CIPHERS $1.73 vi+Z vz sle] g2 Z2 g2 e 5 QgL £ "= e ots
S AT T s g O8S a6 FAIHE AJEQ] ¢S ofof g,

155


https://wiki.mozilla.org/Security/Server_Side_TLS

OpenShift Container Platform 3.11 o} 7] €l %]
I openssl ciphers
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g2 Yo zao] =] o] FRo} 5o SAES Zaoel 1F L H F R HFET g
so] 2o e ZH G F2Z BE} G2 F7F G2 F L vz o] =0 FoJH ZP AT F
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FARE v o) YYH FIF SAE o] Fo] i g R A G o]d FEE A EAE o
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apiVersion: v1
kind: Route
metadata:
name: host-route
spec:
host: www.example.com a
to:
kind: Service
name: service-name

AU AE =F ot o] AFEHE QSN T 5 gl FAE o] 7
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X
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apiVersion: v1
kind: Route
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metadata:
name: no-route-hostname

spec:
to:
kind: Service
name: service-name

2E o] Fo] & Fojo] JHZ A7 E <] gk o OpenShift Container Platformojj ] x5 © & o]
A ] JHEH SAE o]F L E,l___.,,L7 2 garol] o},

I <route-names[-<namespaces].<suffix>

£} o &= mynamespace 4] 9/ =5 o] o] $2EE Fr}5]R] &z 9] F = 74 o o 3 OpenShift
Container Platform @ % & *E o] 22 Hojs1]r].

I no-route-hostname-mynamespace.router.default.svc.cluster.localﬂ

AHE s 2E o] F HuoJAl= 7] E 2125 512 =1 9l router.default.svc.cluster.local ¢] 1]

&8 FriArg AHEA A F 8 FE 8

A Bok EE v ole 5 r]th ot R o2 £89] TLS F2E AM§ o] Fapo] o]
FoE F15E AFIG. FPEE oA, F L A 955 FEE A E

157


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/configuring_clusters/#customizing-the-default-routing-subdomain
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apiVersion: v1
kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
to:
kind: Service
name: service-name

LA Ge FEE 7] Eis AFA I} B2} GOz PYSE 7Y BEel F 2o e ok g

Bt G H 2] TLS FEE Y ohs F2Y Tk AE 7159 FE 488 tf2 251

5.7.10.1. FZ 7]vl =

PdE2Iv J2= Ul S2E o]F L Al gl o] FRE 7P O E FEE AFEd T UAEF
URL7 B]w & + Q= J 2 74 225 Aol (F 29 bl g Egf = o] HTTP 7] ¥Fo] o] of §}). 2f-P-E]
= 71 FAF 0 FE2E J]ire 2 5f= F =29 ARG of ). 22} 225 ¢l njel galF .
SLEO]EF FEE=WAdE XuZ oz Qo JFFoz S - Qg o 5 Fof -7
E] Z o] &35} http://example.com/foo/ of gj3t & F o Z 2lsf Pod<j http://example.com/foo/ o] oj 3+
R3] o] FAH .

0 EoAE F2 D JAE T L Helw T,

v a2 o 4

32
o

www.example.com/test www.example.com/test
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www.example.com

32
o

www.example.com/test 2 www.example.com/test
www.example.com

32
o

www.example.com
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http://example.com/foo/
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BE H] 3 o % NA £ 7Hs
www.example.com www.example.com/test d (AR7}old T 2E & 4
)

www.example.com

32
o

B2} Y WOk A G F

apiVersion: v1
kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test” a
to:
kind: Service
name: service-name

Hze G2 e P da) F7pE 55 89,

LB} G e TLSE F25}4 Q7 27 ZU2E 92 5 g7 g0 A2
FTLSE A18 8 1] 2 7]yt 252 A& T + gist]oh

5.7.10.2. HoF F=

HOFFRE H RO TLS F5E A F ol HdH02 7|9 A5 E AFHF T
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OpenShift Container Platforms] TLS 5 &= AF&3} g 2] 21541 E #3517 €3]
SNI & A}-§8}1] ). ZE 44304 5215 SNI o] 2]2] Eaj 2L TLS & ¥ 7] 9154]
(RFH e2E o]g7 AA31A] F& T loevz Fay A 7 BY T 7 A2)E

A1-g-3pf A2 F1] .

HoFF 2= g Al 71 559 B TLS F2E A& + il

oA F&

N F52E A§HE ol Ed =g ZFA5}7] do) 2-pEolA TLS7H F&H1h TLS 954
L B pE Y ZAUE dEo)a A gtz F 2o Ak Tk 28X FOov TLS Fzel 2552
718 Q154 5 AFE .

NA Fr2E Alg 1ol Gz

apiVersion: v1
kind: Route
metadata:
name: route-edge-secured a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: edge Q
key: |-
-----BEGIN PRIVATE KEY-----
[.-]
-----END PRIVATE KEY-----
certificate: |- 9
-----BEGIN CERTIFICATE-----
[.-]
-----END CERTIFICATE-----
caCertificate: |- G
-----BEGIN CERTIFICATE-----

[-]
----END CERTIFICATE-----
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A2 9lal AFA AL HF3F= o] AHH CA 547} BaF 7 g

TLS/} B9 E A ERHEZ Y3 Y EY2E Fol -LEA A=EdEZ2) 72 94535
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ANA FE 72 vt AA(HTTP)2] Eaj52 v]g4s], 5|4 Ex 2O dd g 5 g v e
EdgeTerminationPolicy & <] & + 15 1]t}. insecureEdgeTerminationPolicy <) 3]-& 5= -2 o}
27 g gl T o] (N BY3E FP), 5§ EE e H. I8
insecureEdgeTerminationPolicy = B] H ¢F 27| olojAx] E ]2 H] 843 5l= A L]} A vF= 9l A}
& Al ZHlEE Mot AAE Sl AF T 5 YA v v] 1o 27 apE Fol] 2ol o] v] ], 2k A]
E 9 javascript) 2 A 3 5l= A Y]

HTTP E2) 52 5] 51 o4 SEF Aol 2ot §=

apiVersion: v1
kind: Route
metadata:
name: route-edge-secured-allow-insecure a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
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termination: edge Q
insecureEdgeTerminationPolicy: Allow @
[--1

63712 A g-5]= A 2] o] Z 9] .

©

termination ¥ == oz E&Z 9/} o =] 91l

o

B 5 9F 27 n} HTTP o 4] 54l 2 32 3] g5} vl ol § A 9]},

HTTP E2) 52 HTTPS 2 2]t g4 5= o] 5] £RE Al&dfo] 1ol 3=

apiVersion: v1
kind: Route
metadata:
name: route-edge-secured-redirect-insecure a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9

tls:
termination: edge Q
insecureEdgeTerminationPolicy: Redirect @
[--1

6372 A 55= 7)) 2] o] Z 9] h.

©

termination ¥ == oz & Z 93} o =] ¢/l
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W] 5 9} 27] v} HTTP o] 245 252 19k 27] v} HTTPS 2 2]t] e 4l 5}i= 1] 12 9F 5 4 9]
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2P FRE A}

apiVersion: v1
kind: Route
metadata:
name: route-passthrough-secured a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: passthrough Q
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27

passthrough 7 Z 9= insecureEdgeTerminationPolicy = IS + &4 7Y
ot 7 & o 12 None (5= H] o] QA v} v]g-gs]d 3-9) &= 2] dHd ¢y

Ao F&

Aep e oN] F7o] WHOR, FPEA AN E A8l TLSE S e o THE U547}
g 7 e A=EAE 0§ AHL A PEFFU T G YR i EHTE FalE A 92
72} QB SPEE FH HEE A§ o] Z2E YL 2Y G

A es FEE AEol] ot G =

apiVersion: v1
kind: Route
metadata:
name: route-pt-secured a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
tls:
termination: reencrypt Q
key: [as in edge termination]
certificate: [as in edge termination]
caCertificate: [as in edge termination]
destinationCACertificate: |-
-----BEGIN CERTIFICATE-----

[-]
-----END CERTIFICATE-----

63712 A g-5]= A 2] o] Z 9] o

©

termination ¥ == reencryptZ &g gl & == oz FE9 g4t
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FHiioh o] & Fall F2o ) AFAF YY 515 FuE AE F A= 955 E FEe A G2} 6
LH 1], o]= B} 5] &5l &= oF destinationCACertificate E 5] & 51%] &L 5 9= Al A}
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OpenShift Container Platformojj ] z} 7 Z o= metadata & =] of ] =} o] 92 5 Q&1 2}
PEE HE7] (o)1 1) E A&t AT e dA F 2 FolA F 22 59 FES e
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router-1 A*—J* A* B* C*,D* E*, F*,G* H* I, J*

2952 K- T* K* L* M* N*,0* P*,Q*,R*,S* T*

router-3 Q*-z* Q*,R*,S*, T*, U*, V*,W* X*,Y*,Z*
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sum_of_all_weights ¢] 1] }. A]H] =0 & o] §o] A= X EJ} Qli= 39 A v]=2] weight:= Z} 9l =%
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alternateBackends ® weights7} 3l+= 7 Z:

apiVersion: v1
kind: Route

metadata:
name: route-alternate-service

annotations:
haproxy.router.openshift.io/balance: roundrobin a
spec:
host: www.example.com
to:
kind: Service
name: service-name 9
weight: 20 g
alternateBackends:
- kind: Service
name: service-name2 a
weight: 10 9
- kind: Service
name: service-name3 G

weight: 10 a

o] 4 = +=roundrobin- 3} F3F F ke AFg o]
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haproxy.router.openshift.io/r
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haproxy.router.openshift.io/ti
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router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
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haproxy.router.openshift.io/h
sts_header
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Variable A4 ZNB2zro = AL H =S A vF
router.openshift.io/cookie- F71 & Al sete 7S Aok
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Lax: ¥ &3 Afo] E o} E}FA} Alo] E
Zhell F717F dSE Ut

Strict: 777} &3l Ao E 2 A
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sk Yok
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A1} B 9] A7 A5 2 A=

apiVersion: v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/timeout: 5500ms a

[]

HAProxy =] ¢ £-5)(us, ms, s, m, h, d)-& A}-§&-3-a] Al A7 A 92 4 L. B3] 7} 435
A gk 78 mso} ]2 g
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5.7.14. F=Z4 IP slo]EzZ]~E

7 2 o] haproxy.router.openshift.io/ip_whitelist =4]2 &7} slo] Z 2o gj st H4 == &3l IP
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%
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

of 2] IP F=& 5 &g

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

IP CIDR Y| E ]2 5]& g1t}

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

oy

§ IP =& 2 IP CIDR W E$] =& -8 1]t

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8
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§ 5125 HAProxy 95| & 74 3k ol thall o] ch.

s}¢] =rj o] WildcardPolicy = =] g 5}= 7

apiVersion: v1
kind: Route
spec:
host: wildcard.example.com
wildcardPolicy: Subdomain
to:
kind: Service
name: service-name
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o] myrouter 7 Z 2] [*.Jopen.header.test,[*.Jopenshift .org ¥ [*.]Jblock.it 5 ZE 7] 5l2]
FES Y.

I $ oc adm router myrouter ...

$ oc set env de/myrouter ROUTER_DENIED_DOMAINS="open.header.test, openshift.org,
block.it"

o
&

=, myrouter = 2 2] o] 52 7]vro Z .2 &g

$ oc expose service/<names> --hostname="foo.header.test"

$ oc expose service/<names> --hostname="www.allow.it"

$ oc expose service/<name> --hostname="www.openshift.test”

21} myrouter = t}-2-2 AR F .

$ oc expose service/<names --hostname="open.header.test"

$ oc expose service/<names --hostname="www.open.header.test"”

$ oc expose service/<names> --hostname="block.it"

$ oc expose service/<names --hostname=""franco.baresi.block.it"

$ oc expose service/<name> --hostname="openshift.org"

$ oc expose service/<name> --hostname="api.openshift.org"

= 32 E o] Z0] [*]stickshift.org 5= [*] kates.net © Z 3 5= gk 2 E 2}dsta]d of2
S g

o& m

—,_

I $ oc adm router myrouter ...
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I $ oc set env dc/myrouter ROUTER_ALLOWED_DOMAINS="stickshift.org, kates.net"
=, myrouter 2}-3E]oJA] 0}2< 5]-&§1]].

I $ oc expose service/<name> --hostname=""stickshift.org"

I $ oc expose service/<name> --hostname="www.stickshift.org"
I $ oc expose service/<name> --hostname="kates.net"

I $ oc expose service/<name> --hostname="api.kates.net"

I $ oc expose service/<names --hostname="erno.r.kube.kates.net"
221} myrouter = 0SS AR g

I $ oc expose service/<name> --hostname="www.open.header.test"
I $ oc expose service/<name> --hostname="drive.ottomatic.org"
I $ oc expose service/<name> --hostname="www.wayless.com”

I $ oc expose service/<names --hostname="www.deny.it"

F A

T

ol H o5 F FE S 4

&
T

1,

Qi

BE 7

I $ oc adm router adrouter ...

$ oc set env dc/adrouter ROUTER_ALLOWED DOMAINS="0okd.io, kates.net" |
ROUTER_DENIED DOMAINS="ops.openshift.org, metrics.kates.net"

z2]H 2 E o]Fo] [*.]Jopenshift.org = [*] kates.net © = & FJH 2= FZ7} 5] &5 $2E
o] o] [*. Jops.openshift.org T [*.Jmetrics. kates.net © Z &g H 7 =ZZ 5]-&51x] g1l

ap2] 4] t-2-o] 7 EFH L.

I $ oc expose service/<names --hostname="www.open.header.test"”

I $ oc expose service/<name> --hostname="ops.openshift.org”
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$ oc expose service/<name> --hostname="log.ops.openshift.org"”

$ oc expose service/<name> --hostname="www.block.it"

$ oc expose service/<names> --hostname="metrics.kates.net"

$ oc expose service/<names --hostname="int.metrics.kates.net"

221} 0] 5] &H1] .

$ oc expose service/<name> --hostname="openshift.org"

$ oc expose service/<name> --hostname="api.openshift.org"

$ oc expose service/<name> --hostname="m.api.openshift.org"”

$ oc expose service/<name> --hostname="kates.net"

$ oc expose service/<names> --hostname="api.kates.net"
5.7.18. Kubernetes ¢/ 7z~ ¢ BA E 2] ¢

Kubernetes ¢l za]» @ HAEX o]u} 2= o Zo] 1JJH xJH] *0of ddZsl= WL ZFs0= 74 ¢
H& E 9o/1]r]. OpenShift Container Platform:& 1 ZIEE 2] 74 7S 1§35l o]zl Q HAE
= =g

o] AEEe]= ¢l 282 Q HAEEZ 7R3l w1 &}1} o] 2] F2E Y H o] Q2= QHAE £
AL #=3 ). AEEa = Ingress S HAES] Y H F=Z 9 HAEL F7]51H e Z 52 gLl
of 7] o = Ingress @ H A E 9] o1 ZH Hoto] gt Y d F=Z dAele Ay

oAE =o] et Zol 7 H Ingress 2 BA E = 153 gyt .

kind: Ingress
apiVersion: extensions/vibetal
metadata:
name: test
spec:
rules:
- host: test.com
http:
paths:
- path: /test
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backend:
serviceName: test-1
servicePort: 80

kind: Route
apiVersion: route.openshift.io/v1
metadata:
name: test-a34th a
ownerReferences:
- apiVersion: extensions/vibeta1
kind: Ingress
name: test
controller: true
spec:
host: test.com
path: /test
to:
name: test-1
port:
targetPort: 80

o] £ 912~ o] F FFALE ALE 1] FE 2B 4T,

27

d=ZE YYolz v ingress  BA Eof] §2E, AjH] = B Z 27} glo]of gt

5.7.19. ] 9] =7 o] & 254 3ol H] G4 3}

S2E @ 59 2ol wx ZaA YL Y= F 2 gz o] 2o A] L7 g ] g z5 o]
| 45 E g2 F=Z= of9 vl e S v 7 AFH G gE EE Yl 2do]2= Fa g d
E 2 39 mrolo] g Fa YL vE 7 YELth SAEE £ Y20 2E SAE

H 2 E FZ(9: www.abc.xyz/path1) = =5 ¢}

o] & Eo] $2E www.abc.xyz 7} G Z o o] F& A &L G vl ¢ 2T o]= ns 194 T2E
www.abc.xyz E Alg3slod r1 25 Ay 51H 1] ¢/ 2 5] o]~ ns1 o] &2 E www.abc.xyz 2] 55 }o]
o oJdeFle F2o] F-pabe.xyz 3}9] £ olo] Y HU OE Y| d=5Fo]~ ns2 7F O E F =
www.abc.xyz/path1/path2 o] 7 2 E W35l 2 5}H O Z ] g ~5wjo]~9] 7 Z(o] - ns 1)7} 35
FSAEE 2857 Y] A& LA
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5. U EYH

JLEFEES A& o9 QS 47 vy YL o] 27} 5] EwH Q1o HE EAEZS 275
o}. 9] oA g} Zo] v] =7 o] 2ol 4] S}9] = v 9l abe.Xyz E 47 5= F - OFE Lf]% o
zabe.xyz & Z8 9 7 Hdw

92T o] = 25 7L v @Y o] 2 o A o ARG H] Y 55} of ] v] 9] L5 o] 0l A]
A E(u] o]——r] 1:1;,70])2 _agllolzrl- 21‘5"’/5]'

72-%'

2-P-Ef ol 4] 1] 2] 25 o] = i{%ag gy 2isl7] 2 298 G HE LA}
g =5 0] 2o 4] SAES] £38L 238 5 Yfi= Fol 72]51HA]2. o] 2] o
vEe 53 AU BHAY GG YA, o] ] =8 w2 B B 7]
A A} g s n Fe2E HHo] AT F Y HE AL} FEE YA o
% g2 g g,

o] & Eof ROUTER_DISABLE NAMESPACE _OWNERSHIP_CHECK=true ¢] 7-¢ ij] ¢/ 2 #]o] X~
nsio] 7} o 2] H 7= rl www.abc.xyz £ W4 3}H 5 2E o] Z(+ F =)t £ g"f/’:} o= u] 9] =5
o] =i 'S 5f9] =i ¢l(abe.xyz)o Al 71 L H F2ZoF Qo= Y EFE J2E vhs 7 Yom, i
= Y| g EFo] 2ojjA] A EFET} HRA] Fi= o2 o] ¢ L E o] X(d:
foo.abc.xyz,bar.abc.xyz,baz.abc.xyz)E & 9 & + &1 ol

OE 2 E ¢ 2 o] (o : ns2)= o)A r2 www.abc.xyz/pl/p2 3 ZE vrs = 9l on 5]-&H1 .
o} 7)) 2 o} 2 ] 9] 2 H o] 2~(ns3)= 519 E=vj ¢l 9 =Tl AL kg 5} wildthing.abc.xyz 7 =
= 0= Adolﬂg}olcy}ceiﬁa‘lq‘_d-’ﬁ‘-qﬁﬁ

o] o Ao 4] E = ¢l=o] FH ROUTER_DISABLE NAMESPACE _OWNERSHIP_CHECK=true =
O B2 laxo] o ] 9] 2w o] = 7Fol] Fa ¢S 3] & . al-f-E o A] v] Y L5 o] = L4 o] H] gy 5]
H F2E AHsl= 93 42 host+pathr} o] o] Za] 9= -2,

o & So] A= 7FZ rx 7} www.abc.xyz/p1/p2 & Za 9 st2] 2 511 r2 7 27} 5 5 host+path =
7S 2ot Z AP HY . g eer host+path7} ojo] FRE|Qo oz A= rx 7} Sl Q] AFJo]A
of Y] His OfE v Y2ao] 2o QIR of H vpApR] Y.

o] 72 GPEE Yyl FoF E= L NE FHYN 87 vrE dFold 49T 5 s
1,
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FPE 4y 5 4

I $ oc adm router ... --disable-namespace-ownership-check=true

2P HE PN B T A

I $ oc set env dc/router ROUTER_DISABLE _NAMESPACE_OWNERSHIP_CHECK-=true

[
o] X7 o] F B o] FS Arlo]t] Bo] ExE=0] FAE ]
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6. Au2Agz1 74 8%
6. AlH] 2 7 Z 7 74 24
6.1. SERVICE CATALOG
6.1.1. /4.2

FefP-E= ylo]E| B FglF oA JP & nfo]Z 2 A H] = Z]pF o Fel A o] HES /) e mf AjH] L Z =
vfo]r] & FF o mje} ket e AF Z2H| Aol £, AF $F B 7HE F7ols o A
By o] e

TN e =poll A M o} gl 83t 8172 A 37517] ¢35 OpenShift Container Platformoj= Kubernetes-§
OSB API(Open Service Broker APl ) ¢ Q] AJu] = F}erZ 7 7} Z & o] Q5] o] 5 F3j AF&X}
+= OpenShift Container Platformoj wj ¥ & o &e] 7 o] & of et A H] = BZ7|o] AZAe + Az
7.

A B = 7192 25 ARGl H Fel 2 A2 X7} G Y API AL FE 1§35l ofe] ZFAES §3T T+
9l 4=1]t}. OpenShift Container Platform ¢ =42 AJH] A 7} GZ 70 A]H] 2 H Z 7 7} %] F5}= Z&
2E A A FE 2 F F A 5fof AL} of Fa] A o] H o] A& AJH]AE A5} Q1A 2818 7 9l

1.

wpapa] AJH] 2 AR§ A e FF A T e 55 AHzo] ts] 2 Ay A A8 E 5 2
& e, A H] s FF A o2 EQE] U e HALE AFoE Fr)e] F5F A HL 2 Fioh

6.1.2. &7

AH] 2 A BET A o] A B HAERE mT,

2 §of 9] A2 §oli= A 2 §ofol 50| gz,
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https://openservicebrokerapi.org/
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OPENSHIFT CLUSTER

O Service Class O
®—°—> SERVICE BROKER —o—b @ o
Admin Service Class User

MY PROJECTS

___________________

F o 2g 2| R}= gfL} o] 3o] Fa] 2 AJH]~ H 27 Z OpenShift Container Platform Z
22 o] &5 o] ZYS Y 7]E A F A H] 2 HZF o gjs] HX]5lA} &0 2 A5}

= FdJEoR 7P 5 At

z} Al B] &~ H g 7= A& X7} AF-g g = 9l o] oF 5}+= OpenShift Container Platformoj tjj 31 Z
2| 2B A H] = Fa 2 F 3 s G A H] 2 (A1 H] = A8 )o] HE S X

OpenShift Container Platform ] Z& F = CLIE Al-§ 5] Al &= A 75 oF AJH]| A&
Al ] o 2 Eo], BestDataBasez}= database-as-a-service 9] Z&] ~E] AJH] A Faf2E A}
& + dF.

A &A= S| 2E A B A FHAE JE 5l A ALHAE QF G o & Eo] AJH] =
o] AE 2= my_db 2} BestDataBase o182 <) 4= 9l51]r}.

MG G2 T ool Y £ dF AJH 2 YA AE E (A E A ] H)el AE gt o
5 o] my_db 4jH] = o2 E 25 my_app oleHs A2 A EZA ol del nel 9 E 7 g
=

AFGAT} B 22 E M E A ZRAY SAS)EF 2 F e AH= Rz 2§ F 232
X &l FEH2E] AJH] A~ HZF 2 Jdll]o, 72 A H] 0 A] provision,deprovision, update g} 72 &
9L Y bl thk 2ho] DY A0 ol Gir]r). Fel 2H A5 HRAE A T S
P AJH] 2 FFEE 2o 4] 9L A% A= g L.
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6F. Mu|z7tgdra 44 84

o] ol Zz}g )& 5}@ OpenShift Container Platformoj 4] & 3@ 5= o Z 2] 7 o] {3 A}-&A} 7} A&
of= Al H] = Zho] ==3pA Aot 7 gt . o] & Fal o] 2] ¢ A B]=E Alg- o] AA v =y~ 24
of 2F& B 7 2ler o2 e A B] = Ae] & g YA A B H A L.

6.1.2.1. ]2~ 214

APEAPT} A | 2 E TP AL} O o] & F 7 HA Fovls G AU = A2HAE A 7 Q]
of. A ] 2 Q2 E A E AbA )] H HA] A H] = vpol g2 A A of ghi] o). A H] = vpol g kA= Hpoly
sjA e}z gl AA] ZZ A 2] YH o= AA E = A H] A HEQl g S 5= Al H KA P Z e Y
.

\0'&

HE A B2 vl 9l o] A A HH Au] 2 AXAE A ) A E = QG o). A B] 2 QI AEHAF AA) 5}

ZZH|A Y s A] 2fz g

AJH] 2 BFQl Y W AJH] 2 QI AEH AJ) FghE EZ A E K= Q) 25 o] 2 F ApA 5 H Aju] = FlEkE
204 W] ZE]AE] AH]A HEZFAE g Fsle] dZ 5 o] AEx @ upel gL Abajs)of ghi] o). AJH] 2
T2 27} Fe]2E A]H] 2 HZ7] 9 FRlsof 522 ZZ A E = i 9] A5 o] 2 9] H A ApAE 2] A
8l Z 28R A XS TH S w7}R] Z]opFH o). FFE Qo] AJH] 20 mjel F 7 o]y F
g+ sy,

WY E O A] AF-& 5= A B] = BEQl g & AA] Sfi= P v E o A] Bf QY B kol T oF FE
= A AsoF g 233 gro v gg FofRo] Yoo

6.1.3. /] 2 §f

ZF ] AE AJu] A HZF

Z 22 AJH] 2 B Z7]= OSB APl A} & F738}32 5}1} o] §-o] A|H] = A|EE Fa]5f= A H]
9J1] o}, & Z E gJo] = z}4] OpenShift Container Platform Z 2] ~E] 5= O} 2 ZoJx] 28 +
A&

Fe|2E dAe|R= Fe]2E A/ 6]~ B 275 1] eljl= ClusterServiceBroker APl 2] =25 4
4] 5] 32 OpenShift Container Platform 2]~ E] o] E&E¢ 4 Q1) o] F 53 F2/2H Ae|A}=
F 2 U]oJA] AFE 7} oF FE2E] A]B] 2 HEZF] 2 ALglo A 22 359 #Aa] AJH|AF vHE
T s

ClusterServiceBroker 2] 5= 2= AF-§ 2} 7} A}-&eF = 9l o] oF 5}+= OpenShift Container
Platformoj] gj sl Z2] ~E] AJu]2 H Z7] @ X H] 2 A E(Y ]G Ajv]2o] Hg)o] gjst .4 A2 7
HEXF g EFe g9l = FEAE A B]A HEZFA 2 oF5)= g] A EH = blo]g 7} ZgH
authinfo &4 ¢j 1] }.
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ClusterServiceBroker 2] £ *29] of

apiVersion: servicecatalog.k8s.io/vibeta1
kind: ClusterServiceBroker
metadata:
name: BestCompanySaa$S
spec:
url: http://bestdatabase.example.com
authinfo:
basic:
secretRef:
namespace: test-ns
name: secret-name

Fa~g AH = Zox

G A= A EE T AYSE A "AH 2 g FASA FE2E AN s FH s = 5 2
2E] A H] 2 H 27 o)A A g} da] A H] = 5 F Yo Fe]l g o A Fe]2E AJH] A HZF 2]
227} FIFE glojop A H| A FE 2 7 A EZ e} 'S FE] 2 E A ]2 H 27 o HFs]o] AjH] X
AF EFL 7l Z}1zo) gl A ClusterServiceClass 2] =27} X}-52 2 A5 Huol.

OpenShift Container Platformojj= 1 2 2= Wl yz A& H o
Kubernetes 2] 491 services 2}= dlg] /E = Q41]r). o] F 8t g] &A= AJH] A
FterZ 7 @ OSB APl | X E o x] g o] E Al-& 5= &3] Z& 5% gofof gLl

ClusterServiceClass 2] &2 2] of

apiVersion: servicecatalog.k8s.io/vibeta1
kind: ClusterServiceClass
metadata:

name: smallDB

brokerName: BestDataBase

plans:[...]

EEEC R EY L
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F | 2E A ]| A g2 Fe|2E A= Fef 20 Al
& Fa2E A2 OE HE
ot

= e 9
_© & QoS(Quality-of-service) = /'«‘II~L«>/1h o/ & o

_—1?-‘_
=

AjH] 2 Q12 EH

/(fl:l]ﬂ o] L=

2= FE2E AP~ f‘i’b’*«/ ZZH| A H Q2EH Ao, ARG R} I} Al H] =
F o) A] Xﬂ*o}—é 7| & A&l E = F P A A& QI2EAE JY e sy .

Af Servicelnstance 2] =7} WA HH AJH] X~ FlerZ 7 AEEZEZ 7} F &l F&A~E] A]5]~ H
2o dFs}o] A H] X QAEAF Z 2] A Y sl =5 XA gl

Servicelnstance 2] & 29] o

apiVersion: servicecatalog.k8s.io/vibeta1
kind: Servicelnstance

metadata:
name: my_db
namespace: test-ns
spec:

externalClusterServiceClassName: smallDB
externalClusterServicePlanName: default

oA =e]A o] H

of Zz] 7 o] & o] a}= o] = OpenShift Container Platform 1] & o} E] 2 £ (oj : A] H] 2~ Q]
= A& ofs AFE RIS Z2H EoA] Y 30 XE)E ey

AEA
ol g
27 51 2 o ZFe]A o] H oA AH] 2 ol 2H 29} EXGE b B e F oL
Al H] 2 wpel g
AJH] 2 upQl g 2 Af 1] 2 07"57/‘9} oAz A o] 7+2] P2 Y]k oG of Fe] A o] 42 Al v]
2 J2HAE F25) 7 AF§ 7] E e Fe2E AEATF YA F Tl
Y A A= G2 7 AEE ] E A~ 220 gjg 1F AR F8 » A7 FHo] E

st5 Kubernetes A] =232 &4 gfi] ] o] & st A= ‘_g %75;,3,49_1 F o nf 2ES 5 9L

Al H] 2 wpol g 2] 2 of
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apiVersion: servicecatalog.k8s.io/vibeta1
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parameters:
securityLevel: confidential
secretName: mySecret

FF37

A A= o E A o] Gz YA LG 7 G F 7 g omz ol H g H dxE
9] 974 W7 HEALE WS o] § ZEL AFE ] Golof 1],

= =

w7l
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w7 ¥l AJH] = bl B A{H] A QIAEH A F ALg S uf FOF bjo]HE Fe]XF A H] A B

270 Aot b A8 E 7 A F DEY . FUS ER 27 AL ) W} A

3 o] Ze]2E Aju]2 HEZF o] dagid. o 32 Hoto] ZQ gl v vl2] F-f A|ZH o Hj x|}
2 parametersFrom £ Al-&35fa] FE31] .

A28 g FE e AH] = volY 2429 of

apiVersion: servicecatalog.k8s.io/vibeta1
kind: ServiceBinding
metadata:
name: myBinding
namespace: test-ns
spec:
instanceRef:
name: my_db
parametersFrom:
- secretKeyRef:
name: securityLevel
key: myKey
secretName: mySecret
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6.1.4. A 3" 5= 2| 2F AJH]= BZ>]

OpenShift Container Platform-2- 4] H] = 7] €FZ 2 9} §}7) A}-§& & F ] 2E] A H] A HZAZ A F g}
Lot

Template Service Broker

OpenShift Ansible Broker

6.2. Aju] 2 FletZ 7 CLI(G 3= <9l E] 7] o] %)
6.2.1. 7/ 2

AH] 2GR} HE G B Y AEL & g PHU
Fej2E] BeAE AH2E AEE 7 BT Dzs ug 532 55 g,

A1-§ 2= OpenShift 2 s E ol 4] 912 El 2 3p5}51 sl G A H] 2 ALHAE FEof ¢l o
of o 2] ¢ A H] 2 AFE F] .

svcat 2}= AJH] = 7/‘5’5:' g3 & ¢1E] 7] o] ~(CLI) % € 2] E] & A}-§-3}of o] 2] 1 A}-&=} #& 292

A2 g 5 A&tk oc FF2 5Yd 9L +Y T 5 YA vk sveat Z AF§}o] AJH] = TR 7 24

29}l o g7 ¥& 3#3%“7’5 2 &1 o} svcat = OpenShift Z 2] =E] o 4] ZAH APl A= Z A EZ A}
& 3} of Service Catalog API¢} 51g}1] ],

6.2.2. svecatd x|

Red Hat 7] g o] g% OpenShift Enterprise x] H == g o] ¢l= 7-2 RHSM(Red Hat
Subscription Management)2 A}-8 3}of svecat & RPM2 = & =] + M’ 1.

I # yum install atomic-enterprise-service-catalog-svcat
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6.2.2.1. Zae}-¢= FFAF 2] AFSF

0%

Google Compute Engine Google Cloud Platform2] 7 -2 o} 32 &g sle] So]Q= EjIL

5§ 51 % o 742 43 gt

$ gcloud compute firewall-rules create allow-service-catalog-secure --allow tcp:30443 --
description "Allow incoming traffic on 30443 port.”

6.2.3. svcatAi}l-g

o] o= A]H] = FJG 27 a5 E o Y IH AFEA9F AHH ZS A 2] of= JurE ol FE o]
X gtx] o] 1] r]. sveat --help G 32 AFE-5}o] Aot JHE T1A] Q7 ALg T}5 :}L wEz= 94
2 gl g o] A o] Y= =22 Ansible Service Brokers} o] ] Z2] ~E]oj] 4 3] 5o it v 7}g
g

6.2.3.1. HZ 7 4] 3 F 1 ol 7]

A Tt H27] BE 2 By BHE7] 7192 75 §7]8]5}0 A]H]= F1E2 70 uj £ HZ7]of
g Al F JHE 7IAE 7 AFH

6.2.3.1.1. Hz 7 27]

Fe|2Eo] YA H BE HZAZ ¥ gL FIFL
I $ svcat get brokers
29 o
NAME URL STATUS
------ +
ansible-service-broker htips://asb.openshift-ansible-service-broker.svc:1338/ansible-
service-broker Ready

template-service-broker https://apiserver.openshifi-template-service-
broker.svc:443/brokers/template.openshift.io Ready

6.2.3.1.2. H =7 7}Et=Z 7 F 7|3}
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Y7ol F}gz 2 Wefeo] B E A2 2 A2 H e Y gk

I $ svcat sync broker ansible-service-broker

9 o

I Synchronization requested for broker: ansible-service-broker

6.2.3.1.3. HZ 7 A2 11 7]
Bz 3 Yng nalv o2+,

I $ svcat describe broker ansible-service-broker

9 o

Name: ansible-service-broker

URL: htitps://openshift-automation-service-broker.openshift-automation-service-
broker.svc:1338/openshift-automation-service-broker/

Status: Ready - Successfully fetched catalog entries from broker @ 2018-06-07 00:32:59
+0000 UTC

6.2.3.2. A{H] = Fa] X B A]H] = A 2] 1 7]

ClusterServiceBroker @] =*Z A4 & m] AJH] A F}eF2 7 AEEZZX= HZA A E Fa]slo zF
A H] 2~ o) g]&j] A Fa}= BE AJH|AE FaZ A H] = ZF2] ~(ClusterServiceClass)E 43 3] ). st
H Z 7] o] z} A]H] ~of g gl A]v] ~ 7] 3](ClusterServicePlan)x= 4§ g1 }].

6.2.3.2.1. AJH] .~ Z = 1 7]

Al-& 7}5 3t ClusterServiceClass #] +=*Z H & w o

o
o
3
)
xy
-
)
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I $ svcat get classes

=59 9

NAME DESCRIPTION

rh-mediawiki-apb Mediawiki apb implementation

rh-mariadb-apb  Mariadb apb implementation

rh-mysql-apb Software Collections MySQL APB

rh-postgresql-apb SCL PostgreSQL apb
implementation

Ap] 2 Zef o] A3 AR E BaE 2L s

I $ svcat describe class rh-postgresql-apb

29 o
Name: rh-postgresql-apb
Description: SCL PostgreSQL apb implementation
UUID: d5915e05b253df421efe6e41fb6a66ba
Status: Active
Tags: database, postgresql
Broker: ansible-service-broker
Plans:

NAME DESCRIPTION

prod A single DB server with
persistent storage

dev A single DB server with no
storage

6.2.3.2.2. A]H] A 7| & H 7]
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I $ svcat get plans

4 o

NAME CLASS

b

DESCRIPTION

N

64 AU 2 lgma T

default rh-mediawiki-apb An APB that deploys MediaWiki

prod rh-mariadb-apb  This plan deploys a single

MariaDB instance with 10 GiB
of persistent storage

dev  rh-mariadb-apb  This plan deploys a single

MariaDB instance with
ephemeral storage

prod  rh-mysql-apb A MySQL server with persistent

storage

dev rh-mysql-apb A MySQL server with ephemeral

storage

prod rh-postgresql-apb A single DB server with

persistent storage

dev rh-postgresql-apb A single DB server with no

storage

A8 A YR 2

I $ svcat describe plan rh-postgresql-apb/dev

=9 9
Name: dev
Description: A single DB server with no storage
UuID: 9783fc2e859f9179833a7dd003baa841
Status: Active
Free: true

Class: rh-postgresql-apb

Instances:

A

3 24
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No instances defined

Instance Create Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
properties:

postgresql_database:
default: admin
pattern: A[a-zA-Z_][a-zA-Z0-9_]*$
title: PostgreSQL Database Name
type: string
postgresql_password:
pattern: A[a-zA-Z0-9_~!@#$%A&*()-=<>,.?;:[]+$
title: PostgreSQL Password
type: string
postgresql_user:
default: admin
maxLength: 63
pattern: A[a-zA-Z_][a-zA-Z0-9_]*$
title: PostgreSQL User
type: string
postgresql_version:
default: "9.6"
enum:
-"9.6"
-"9.5"
-"9.4"
title: PostgreSQL Version
type: string
required:
- postgresql_database
- postgresql_user
- postgresql_password
- postgresql_version
type: object

Instance Update Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
properties:

postgresql_version:
default: "9.6"
enum:
-"9.6"
-"9.5"
-"9.4"
title: PostgreSQL Version
type: string
required:
- postgresql_version
type: object

Binding Create Parameter Schema:
$schema: http://json-schema.org/draft-04/schema
additionalProperties: false
type: object
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6.2.3.3. AJH] 2 Zz o]y

EZ AL AU 2 F A GG 7 LT i AL o E G T A H] 2 E Iz b A 5] vl Al
12 xg phs ohg vpel gl of F o,

6.2.3.3.1. Servicelnstance F=7]

o

27

A H] A o] A~ El A= OpenShift 1] ¢ 2 7] o] & 1 Hoj ] A4 &) of g1}

W ZzAEE g

$ oc new-project <project-name> ﬂ

<project-name> £ ZZ A E o] F o Z ulF L]}

552 AL apo] AlH] L o2 E

Uy

Kkl

1,

B

$ svcat provision postgresql-instance --class rh-postgresql-apb --plan dev --params-
json
'{"postgresql_database":"admin","postgresql_password":"admin","postgresql_user":
"admin","postgresql_version":"9.6"}' -n szh-project

g of
Name: postgresql-instance
Namespace: szh-project
Status:

Class: rh-postgresql-apb
Plan: dev
Parameters:

postgresql_database: admin
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postgresql_password: admin
postgresql_user: admin
postgresql_version: "9.6"

6.2.3.3.1.1. AJH] 2 O] XE] A A H F 1 1 7]
AJH] 2 QIAEI 2 A H JHE Had 022 3 g

I $ svceat get instance

4 o

NAME NAMESPACE CLASS PLAN STATUS

postgresql-instance szh-project rh-postgresql-apb dev Ready

6.2.3.3.2. AJH] ~ BHlolY mLE 7]

ServiceBinding ] =& W4 & u] O}2< gLl

AH] A FEZ 7 AEZ 2=

g
fy
X
RJ
]
NS}
ol
1,
ﬁO&
£,
I
NS
ofl
o
2,
X

g,

Bz Xuox] A7 FHe GG A= gz A g B §h] .

§Y L Ag o] AJH] 2 vpel g 45 o,

I $ svcat bind postgresql-instance --name mediawiki-postgresql-binding

4 o
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Name: mediawiki-postgresql-binding
Namespace: szh-project
Status:

Instance: postgresql-instance

Parameters:

{}

6.2.3.3.2.1. A]H] = BFQIG A2 g1 1H 7]

1.
Au] 2 gl g AR JBE wEE gee g

I $ svcat get bindings

2 o

o

NAME NAMESPACE INSTANCE STATUS

mediawiki-postgresql-binding szh-project postgresql-instance Ready

A 2g ol g e F A LE 2 AR Y B E FAF ),

4

$ svcat describe instance postgresql-instance

2 o

o

Name: postgresql-instance
Namespace: szh-project

3

[e]
I

Status:  Ready - The instance was provisioned successfully @ 2018-06-05 08:42:55

+0000 UTC
Class: rh-postgresql-apb
Plan: dev

Parameters:

<
as
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postgresql_database: admin
postgresql_password: admin
postgresql_user: admin
postgresql_version: "9.6"

Bindings:
NAME STATUS

L
b

mediawiki-postgresql-binding Ready

6.2.4. 2] AFA)

Ap) 2 A gz pE g LAE e E AH= nel gL dA e AH= dAHAS Z Ay
sl A& oF g1 .

6.2.4.1. AJH] = nlol gl Al

1.
A= ol AEH 29} el ZE E AH] 2 upol e aia s vl The-2 A ) o,

H

$ svcat unbind -n <project-name> a
| <instance-name>

AlH] = QI2E 27) FohE Z 2 E o] o] 29T

E

i

v o7 2.

$ svecat unbind -n szh-project postgresql-instance

2 o

o

I deleted mediawiki-postgresql-binding
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5 AH] 2 1pel o] AAF =] 2ol o,

$ svcat get bindings

2 o

o

I NAME NAMESPACE INSTANCE STATUS

b T T T T

o] S HPslw QI 2] B E AH] X vlolg o] A FH g QIAH A
Y] o x] 7§ ¥ wu}ol g2 k4] s}z ¥ sveat unbind -n <project-name> --name
<binding-name> 3 3£ & ¢ g}l o] & Eo] svcat unbind -n szh-project --
name mediawiki-postgresql-binding.

o175l 11 9ko] 44 H 2= Sl .

$ oc get secret -n szh-project

29 of
NAME TYPE DATA AGE
builder-dockercfg-jxk48 kubernetes.io/dockercfg 1 9m
builder-token-92jrf kubernetes.io/service-account-token 4 9m
builder-token-b4smé6 kubernetes.io/service-account-token 4 9m
default-dockercfg-cggcr kubernetes.io/dockercfg 1 9m
default-token-g4sg7 kubernetes.io/service-account-token 4 9m
default-token-hvdpq kubernetes.io/service-account-token 4 9m
deployer-dockercfg-wm8th kubernetes.io/dockercfg 1 9m
deployer-token-hnk5w  kubernetes.io/service-account-token 4 9m
deployer-token-xfr7c kubernetes.io/service-account-token 4 9m
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6.2.4.2. A]H] A QI AE 2 AlA]

AH] = g rEAE Zru A dA e T8 g,

H

$ svcat deprovision postgresql-instance

2 o

o

I deleted postgresql-instance

O/ 2H 27} ApA H Q=R ol g o).

$ svcat get instance

2 o

o

I NAME NAMESPACE CLASS PLAN STATUS

T T T T T

6.2.4.3. 1] 2 H = 7] XA]

1.

ok

I $ oc delete clusterservicebrokers template-service-broker

2 o

o
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I clusterservicebroker "template-service-broker"” deleted

Ze|2go) 4AH BE H2AE Had 022 +I g

I $ svcat get brokers

STATUS

22 of
NAME URL
------ fmmmmmmem e
ansible-service-broker htips://asb.openshift-ansible-service-
broker.svc:1338/ansible-service-broker Ready

H Z 7] o] ClusterServiceClass 2] 2 A& H 37 H Z 7 7} A A 5 9=X] 3+l gL}

I ¥ svcat get classes

2 o

o

I NAME DESCRIPTION

6.3. TEMPLATE SERVICE BROKER

g Z 5] A ]2 H Z7] (TSB)= &£ 7] &2/~ o] % OpenShift Container Platform=] g}7] A 3* 5= 7]
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+ Instant App = w}= A] 3} JlZF 5l o g] gt A H] = 7192 7 7FA] S A &g o}. TSB+= Red Hatoj 4]
A FFH=X], ZFE] e AR} E= ALE A} Ei= EJA} e 7} A 3 3=X] of Hoj 74 5]o] OpenShift
Container Platform Bl Z2lo] R H BE AJH] A2 Alg s 5% Q51

Z]E 2 o = TSB+= openshift ZZ A Eojjx] [ =] 0 & A2 7}538l 9 HA EZ FAgH]r), F&XFE
A2} He )= g2 ZZAEE RAPSIES FY 8 T gt

6.4. OPENSHIFT ANSIBLE 2 = 7]

6.4.1. 7/ 2

OAB(Open Service Broker):= Ansible =] o] 5 W1 Z(APB)ojj ] 2] ¢t of Ze] 7 o] H S ] 5f=
OSB(Open Service Broker) APl ¢ ¢] 1] of. APB+= OpenShift Container Platformojj 4] ZI1E]o]1] of
o)A o]HE g 2|51 mj Eof= A =2 FH L ASF L T o] W2 Ansible e} 9] 2 A}§-3] ] ZH|
ojif o]m] ] o] ¥l =H Ansible Z&]o]% ¥ &= 74 F1/}. APB= Ansible S &-§35lo] B gl W £
AEoope EE A EFS 44

OAB &7 o] 7] §z2F2¢& uFrd.

OpenShift Container Platform ¢ &2 A}-&5}of A]H] = F}ErZ 20 4] A}-& 7}56F of =
glA ol H5E AR 2 F .

2.
AH] 2 TGz 2 4§ TFs 3 ol E2]Ao] do] 5 OABE 2 ¥ 5] ch.
3.
OAB:= 59 75| o1 o]r]=] A~ E] 9 Fisle] AHg & 7 sl APBE 9l g] o],
4.
Mg A= 55 APBE W Z517] 93] 23L WY Fr T,
5.

HjE 27> OABE o] &3}o] APBOJA] H £ L& =519 AFEAFS] 2F L o]F g

6.4.2. Ansible Playbook ¥ =

Ansible Z]] % ¥15(APB)-2 Ansible &g & Ea]o] 3o g 7= FAE S8 5 = AT
F2)7 0] 52 9] .
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APB= 355 Fo] 57 37 et O] Bl 2] & AFgapo] v X B upol J 3} -2 OSB AP
92 9 g] k. apb.yml AP o] 2 E W ELE o] EJ ol = 1) E Fol AF§ T BF w2
&2 w7 vl 55 o] Egpeo] T,

A 4A R APB 5y ol oot <] ¢t 1) £ APB A8 7}o] EF Fz 54 2.

6.5. AWS SERVICE BROKER

AWS #]H] = H Z 7= OpenShift Container Platform A] 8] = 7182 7.2 F 3] AWS(Amazon Web
Services)o) st A ~F A >} AWS A H] = & 24 2 &= OpenShift Container Platform ¢
Z& W AWS A B E B4 FH e B 5 .

=z 6.1. OpenShift Container Platform A] 8] = 7} & & z.9] AWS A]H]* of

OPENSHIFT CONTAINER PLATFORM

+ Create Project

Catalog e mport VAML / ISON

Databases Middleware cco Other

iiter ~ | 180f1461tems  Active filters: [N I A R Ll Clear Al Filters

d < d
ot = [ =

Amazon Athena Amazon DynamoDB Amazon ElastiCache Amazon EMR Amazon Kinesis Amazon KMS

$ ] @ @ i

Amazon Lex Amazon Polly Amazon RDS for Amazon RDS for MySQL Amazon RDS for Amazon Redshift
MariaDB PostgresqL

+ k] il g

Amazon Rekognition Amazon Route 53 Amazon S3 Amazon SNS Amazon 5Q5 Amazon Translate

AWS #jv]~ H z 7] &z o) gj 3l z}4)] gt 1} &> Amazon Web Services - Labs 7 4] 2] %] 2] 9]
AWS x]B] = B 27 HEi] & FZ514A] 2.

199


https://access.redhat.com/documentation/en-us/openshift_container_platform/3.11/html-single/ansible_playbook_bundle_development_guide/#apb-devel-intro-design
https://github.com/awslabs/aws-servicebroker/blob/master/docs/README.md

OpenShift Container Platform 3.11 o} 7] €l %]

200

FF37

OpenShift Container PlatformojjA] AWS Aju] 2 H 277} X] A 5 v ALl
Amazono 4] 7 oje2 =2 A FFH L. BapA o] AlH] = Bz &Ede] ge 7y
8 2= 4] OpenShift Container Platform &z] = ¥ 2 7] g9] )92 717 713 H = =
Z}=] Bl Ao ] Amazondj4] 2 & x]¢ld 1] ). Red Hat> OpenShift 2]~ E] = A]H]
27127 A0 A & A & 4L A8



	차례
	1장. 개요
	1.1. 계층은 무엇입니까?
	1.2. OPENSHIFT CONTAINER PLATFORM 아키텍처란 무엇입니까?
	1.3. OPENSHIFT CONTAINER PLATFORM은 어떻게 보호됩니까?
	1.3.1. TLS 지원


	2장. 인프라 구성 요소
	2.1. KUBERNETES 인프라
	2.1.1. 개요
	2.1.2. 마스터
	2.1.2.1. 컨트롤 플레인 정적 포드
	2.1.2.2. 고가용성 마스터

	2.1.3. 노드
	2.1.3.1. kubelet
	2.1.3.2. 서비스 프록시
	2.1.3.3. 노드 오브젝트 정의
	2.1.3.4. 노드 부트스트랩


	2.2. 컨테이너 레지스트리
	2.2.1. 개요
	2.2.2. 통합된 OpenShift Container Registry
	2.2.3. 타사 레지스트리
	2.2.3.1. 인증

	2.2.4. Red Hat Quay 레지스트리
	2.2.5. 인증 활성화 Red Hat 레지스트리

	2.3. 웹 콘솔
	2.3.1. 개요
	2.3.2. CLI 다운로드
	2.3.3. 브라우저 요구 사항
	2.3.4. 프로젝트 개요
	2.3.5. JVM 콘솔
	2.3.6. StatefulSets


	3장. 핵심 개념
	3.1. 개요
	3.2. 컨테이너 및 이미지
	3.2.1. 컨테이너
	3.2.1.1. Init 컨테이너

	3.2.2. 이미지
	이미지 버전 태그 정책

	3.2.3. 컨테이너 이미지 레지스트리

	3.3. POD 및 서비스
	3.3.1. Pod
	3.3.1.1. Pod 재시작 정책

	3.3.2. Init 컨테이너
	3.3.3. 서비스
	3.3.3.1. 서비스 externalIPs
	3.3.3.2. 서비스 ingressIPs
	3.3.3.3. Service NodePort
	3.3.3.4. 서비스 프록시 모드
	3.3.3.5. 헤드리스 서비스

	3.3.4. 라벨
	3.3.5. 엔드포인트

	3.4. 프로젝트 및 사용자
	3.4.1. 사용자
	3.4.2. 네임스페이스
	3.4.3. 프로젝트
	3.4.3.1. 설치 시 제공되는 프로젝트


	3.5. 빌드 및 이미지 스트림
	3.5.1. 빌드
	3.5.1.1. Docker 빌드
	3.5.1.2. S2I(Source-to-Image) 빌드
	3.5.1.3. 사용자 정의 빌드
	3.5.1.4. 파이프 라인 빌드

	3.5.2. 이미지 스트림
	3.5.2.1. 중요한 용어
	3.5.2.2. 이미지 스트림 구성
	3.5.2.3. 이미지 스트림 이미지
	3.5.2.4. 이미지 스트림 태그
	3.5.2.5. 이미지 스트림 변경 트리거
	3.5.2.6. 이미지 스트림 매핑
	3.5.2.7. 이미지 스트림 작업


	3.6. 배포
	3.6.1. 복제 컨트롤러
	3.6.2. 복제 세트
	3.6.3. Jobs
	3.6.4. 배포 및 배포 구성

	3.7. 템플릿
	3.7.1. 개요


	4장. 추가 개념
	4.1. 인증
	4.1.1. 개요
	4.1.2. 사용자 및 그룹
	4.1.3. API 인증
	4.1.3.1. 가장

	4.1.4. OAuth
	4.1.4.1. OAuth 클라이언트
	4.1.4.2. OAuth 클라이언트로서의 서비스 계정
	4.1.4.3. 서비스 계정의 URI를 OAuth 클라이언트로 리디렉션
	4.1.4.4. 통합
	4.1.4.5. OAuth 서버 메타데이터
	4.1.4.6. OAuth 토큰 가져오기
	4.1.4.7. Prometheus의 인증 지표


	4.2. 권한 부여
	4.2.1. 개요
	4.2.2. 권한 부여 평가
	4.2.3. 클러스터 및 로컬 RBAC
	4.2.4. 클러스터 역할 및 로컬 역할
	4.2.4.1. 클러스터 역할 업데이트
	4.2.4.2. 사용자 지정 역할 및 권한 적용
	4.2.4.3. 클러스터 역할 집계

	4.2.5. 보안 컨텍스트 제약 조건
	4.2.5.1. SCC 전략
	4.2.5.2. 볼륨 제어
	4.2.5.3. FlexVolume에 대한 액세스 제한
	4.2.5.4. seccomp
	4.2.5.5. 허용

	4.2.6. 인증된 사용자로 수행할 수 있는 항목 확인

	4.3. 영구 스토리지
	4.3.1. 개요
	4.3.2. 볼륨 및 클레임의 라이프사이클
	4.3.2.1. 스토리지 프로비저닝
	4.3.2.2. 클레임 바인딩
	4.3.2.3. Pod 및 클레임된 PV 사용
	4.3.2.4. PVC 보호
	4.3.2.5. 릴리스 볼륨
	4.3.2.6. 볼륨 회수
	4.3.2.7. 수동으로 PersistentVolume 회수
	4.3.2.8. 회수 정책 변경

	4.3.3. PV(영구 볼륨)
	4.3.3.1. PV 유형
	4.3.3.2. 용량
	4.3.3.3. 액세스 모드
	4.3.3.4. 회수 정책
	4.3.3.5. 단계
	4.3.3.6. 마운트 옵션
	4.3.3.7. 재귀 chown

	4.3.4. 영구 볼륨 클레임
	4.3.4.1. 스토리지 클래스
	4.3.4.2. 액세스 모드
	4.3.4.3. 리소스
	4.3.4.4. 클레임을 볼륨으로

	4.3.5. 블록 볼륨 지원

	4.4. 임시 로컬 스토리지
	4.4.1. 개요
	4.4.2. 임시 스토리지 유형
	4.4.2.1. 루트
	4.4.2.2. 런타임

	4.4.3. 임시 스토리지 관리
	4.4.4. 임시 스토리지 모니터링

	4.5. 소스 제어 관리
	4.6. 승인 컨트롤러
	4.6.1. 개요
	4.6.2. 일반 승인 규칙
	4.6.3. 사용자 정의 가능한 승인 플러그인
	4.6.4. 컨테이너를 사용하는 승인 컨트롤러

	4.7. 사용자 정의 ADMISSION CONTROLLERS
	4.7.1. 개요
	4.7.2. Admission Webhooks
	4.7.2.1. Admission Webhook의 유형
	4.7.2.2. Admission Webhook 만들기
	4.7.2.3. Admission Webhook Example


	4.8. 기타 API 오브젝트
	4.8.1. LimitRange
	4.8.2. 리소스 쿼터
	4.8.3. 리소스
	4.8.4. Secret
	4.8.5. 영구 볼륨
	4.8.6. PersistentVolumeClaim
	4.8.6.1. 사용자 정의 리소스

	4.8.7. OAuth 개체
	4.8.7.1. OAuthClient
	4.8.7.2. OAuthClientAuthorization
	4.8.7.3. OAuthAuthorizeToken
	4.8.7.4. OAuthAccessToken

	4.8.8. 사용자 객체
	4.8.8.1. ID
	4.8.8.2. 사용자
	4.8.8.3. UserIdentityMapping
	4.8.8.4. Group



	5장. 네트워킹
	5.1. 네트워킹
	5.1.1. 개요
	5.1.2. OpenShift Container Platform DNS

	5.2. OPENSHIFT SDN
	5.2.1. 개요
	5.2.2. 마스터에 대한 설계
	5.2.3. 노드에서 설계
	5.2.4. 패킷 흐름
	5.2.5. 네트워크 격리

	5.3. 사용 가능한 SDN 플러그인
	5.3.1. OpenShift SDN
	5.3.2. 타사 SDN 플러그인
	5.3.2.1. Cisco ACI SDN
	5.3.2.2. Flannel SDN
	5.3.2.3. NSX-T SDN
	5.3.2.4. Nuage SDN

	5.3.3. OpenShift Container Platform용 Kuryr SDN
	5.3.3.1. OpenStack 배포 요구 사항
	5.3.3.2. kuryr-controller
	5.3.3.3. kuryr-cni


	5.4. 사용 가능한 라우터 플러그인
	5.4.1. HAProxy 템플릿 라우터

	5.5. 포트 전달
	5.5.1. 개요
	5.5.2. 서버 작업

	5.6. 원격 명령
	5.6.1. 개요
	5.6.2. 서버 작업

	5.7. 라우트
	5.7.1. 개요
	5.7.2. 라우터
	5.7.2.1. 템플릿 라우터

	5.7.3. 사용 가능한 라우터 플러그인
	5.7.4. 고정 세션
	5.7.5. 라우터 환경 변수
	5.7.6. 로드 밸런싱 전략
	5.7.7. HAProxy Strict SNI
	5.7.8. 라우터 암호 제품군
	5.7.9. 경로 호스트 이름
	5.7.10. 경로 유형
	5.7.10.1. 경로 기반 경로
	5.7.10.2. 보안 경로

	5.7.11. 라우터 공유
	5.7.12. 대체 백엔드 및 가중치
	5.7.13. 경로별 주석
	5.7.14. 경로별 IP 화이트리스트
	5.7.15. 와일드카드 하위 도메인 정책을 지정하는 경로 생성
	5.7.16. 경로 상태
	5.7.17. 경로에서 특정 도메인 거부 또는 허용
	5.7.18. Kubernetes 인그레스 오브젝트 지원
	5.7.19. 네임스페이스 소유권 확인 비활성화


	6장. 서비스 카탈로그 구성 요소
	6.1. SERVICE CATALOG
	6.1.1. 개요
	6.1.2. 설계
	6.1.2.1. 리소스 삭제

	6.1.3. 개념 및 용어
	6.1.4. 제공되는 클러스터 서비스 브로커

	6.2. 서비스 카탈로그 CLI(명령줄 인터페이스)
	6.2.1. 개요
	6.2.2. svcat설치
	6.2.2.1. 클라우드 공급자 고려 사항

	6.2.3. svcat사용
	6.2.3.1. 브로커 세부 정보 얻기
	6.2.3.2. 서비스 클래스 및 서비스 계획 보기
	6.2.3.3. 서비스 프로비저닝

	6.2.4. 리소스 삭제
	6.2.4.1. 서비스 바인딩 삭제
	6.2.4.2. 서비스 인스턴스 삭제
	6.2.4.3. 서비스 브로커 삭제


	6.3. TEMPLATE SERVICE BROKER
	6.4. OPENSHIFT ANSIBLE 브로커
	6.4.1. 개요
	6.4.2. Ansible Playbook 번들

	6.5. AWS SERVICE BROKER


