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773k RHCOS(RED HAT ENTERPRISE LINUX COREOS)
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® Ignition& vj{lo] 2= AE]H, A A2 fjdEe] @ g5 P g] o] RAID o] g o] = ]
IR THLVM B2 =] g 51x] g5k

® [gnition<& initramfs 2] /sysroot O] ] 2] o] § 7 3 Y A2 H o] ZEZ p].2 E 3]V ] g/sysroot
O 2] o A] 52 A g o

I

® Ignition& g H 2 A A 2GS 7Yl HEFY A H 3] ]2 EXHEF HY P
® Ignition-& systemd ¢/ A] 72 g 5] o] /var T] & E] 2] o] H 2 oF 7 S F:51] ]}
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7.2. IGNITION *% 59 1 7]

REAEY r]{2 i EE o A4 Ignition 74 722 BeH -9 §F2 I P54 2.
I $ openshift-install create ignition-configs --dir $HOME/testconfig

o 7}x] Z# o o g5} bootstrap.ign, master.ign = worker.ign 7} o] 9] 23t O] 2 E] 2] of] FZ A] 1]}

bootstrap.ign 79/ 9] ] §-¢ 1 2] Hljq HE & Fa A5 4 2. G ALY Z1AL A PEL]oh

$ cat $HOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version': "3.2.0"
b
"passwd": {
"users’: [
{
"name"’: "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yec...."”

)
}
1
b
"storage": {
"files": [
{
"overwrite"': false,
"path”: "/etc/motd",
"user": {
"name'’: "root"
}J
"append": [
{
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"source": "data:text/plain;charset=utf-
8;baseb64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWV
kIHdoZW4gdGhlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemitYXJ5IHNIcnZpY2VzIGFyZS
ByZWxIYXNILWItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG
89d2F0Y2ggdGhlaXigc3RhdHVzLCBydW4gZS5nLgoKICBqb3VybmFsY3RsIC1ilC1mIC11IHJIb
GVhc2UtaW1hZ2Uuc2VydmljZSAtdSBib290a3ViZS5zZXJ2aWNICg==

}
I
'mode’': 420

}

bootstrap.ign 7} ¢ o] 1} €l 7] ] Y -2 O] 7 F s} w 55 722 1] -§-2 t}Ef i base64 917 o
o[ E] #4902 base6d -d §H.0 2 HESI AL, 22 9| F NN FELEH o) 7o)
/etc/motd 7} & o] 1f] &2 A& 5}= o ¢}

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW
4g9dGhliG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIlY
XNILWItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljiZS4gVG8gd2F0Y2
ggdGhlaXigc3RhdHVzLCBydW49gZS5nLgoKICBqb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2Uta
W1hzZ2Uuc2VydmljiZSAtdSBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

2 of

M

This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their
status, run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

master.ign = worker.ign 2} 2 o 4] &l G B Z -2 vIE 5} o] z} v Xl % o g ¢t Ignition %4 2 2] _éé_g_
2ol 5} 4/ 4] 2. worker.igno] 25} 22 § o] H A5 o] FEXE G u] oA Ignition 742 714 2= 1
w2 4 s o 3]

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

bootstrap.ign 21 & ) 4] wjE = = R 7IA] AR o Zsd o,

o Bk G gnition 74 Yo 39 510] 5] MCOANA 5 52 e H4)<]
A}§ 5te] vG A FE v 7ol B 5 E o

o

o 1Y g: HE*EZ njilo] O} Z ]l 9] Ignition 74 S A 326l 2 2 oA E] 2 2F¢] =] o]l Ignition
7 JH = FEZEG v}l o] 7247 §H7) bootstrap.ignoj <] gH 1 o}

o 27]: 19 Ao]=1300% o] Yo]n gt 759 e]= F 2o EgHF U T

o malo) BApE 2} 5o U] §-& A Z Ho]5 URLZ o)1 5z ) §:2 877} s o] H 9 H
L]} (182 5 8]7] #171 5] ¥ o]d ol ZAlH jq 2 base6d B F - A1 4] 2.)

e 7% Ignition 77y T o] 0= A Ho] Qo Jul oz J|E 9 S g5l FE o] ofr]e} rf

8] Y A2 =5 UL FFHE AT o Fo, NFSol o 5 A1) 2% 75 ohi=
A o] Fi= v 8, A H o] A2 o init Z ) 20 4] A] 5= NFS 74 528 F7p5] ok
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https://coreos.github.io/ignition/configuration-v3_2/

7%. RHCOS(RED HAT ENTERPRISE LINUX COREOS)
o ARg): ssh 7] 7} A§ Aol A B o] corez}is o] 52 A} YHH LIk 2 2] vl B AFE-AF
ojFF ASA 2 Fe|2E o 2298 Qs
o 2EZA: 2B YHA = 2} vlo] Fo1E YL HE g FE2 g F I} Ao
/root/.docker/config.json(Z 2] = E] 7} Zl ] o] 1] o] n] x| # ] X E 2] ol 4] 7}x] SfoF G}= Q1 FA] A
) F Fa 2 E 74 5l= b A& 5= /opt/openshift/manifests ] 22 oj 1] X E 3} o] E g}
Fuok

® systemd.: systemd 4] o] = systemd F=] 7 S 2} 5}= ] AlE= = o] st o]zl 3t
YL PG A] X H| A F A Zf 7 A F 9l A 2 A] & G A]H| 2 F Fe] o= H] AFEH U o

e ZZojE] H: gnitionof A& O E7E =g 5 9l 519 59 Z2oE|HE =g

7.3. 4 %] ZIGNITION 3§ 7

el 74 EL w5 Ze| 29 G v A 7L B g B Y olE FELE Y 1Y Juo) EG
g/, Feld 2 E v 7y 2 PG 2L FYFYAL.

i

I $ oc get machineconfigpools
2 of

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False

| MN‘

BEoM 7YES I EH oSS TG A L.

I $ oc get machineconfig

zg o
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

Machine Config Operator+= o] &/ ot o]l 74-& X & & dj IgnitionF o7} o} 2 A4 Z-& o) oj il 74
= TAIO|Z &) 51 O(00* o 2] 99* 7}X]). 1] Xl 74 Y] 2 9] go] B2 Al&3} Z} == 7 F(rf2E = &
H=PS JE gl Aot o] of 2] v}l 7 5o FAHH pjx]uf 3 o] X} o & Fo],
99* 7 g of] F A 5= 7Y o] 00* 7 Yo FA] 5= &t 7L gjF gl ¢/ 2 MachineConfig ¢ H ]
E7}"dl] 3 #" MachineConfig © E A E 2 E315 0 o]i= LG 7} g 30 Z A& 5137 vl 748 F
FA = gl ok

w7 oA 2] 5 ¢l 7S B2 H 57 MachineConfig ¢ B 4 E 1] o] 4] "Path:"& Z o HA] 2. o &
sH o5 gedo
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I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

Zg o
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

o] Xl 4 7o) 1}5 7Y o] o] & X]F 3] ] A 2(4: 10-worker-container-runtime). Z} 7 ¢ o] 1} &2
URL =g} ¢ bo]g 2 5 o] Q] 28 o3 A vl 74 & Fe]=F o &3l §A]2.
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OpenShift Container Platform o= z} 2] 22 33 of] g]af] AF& 5= 7] 59l Z&]z29] | EF} Q51 -
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s

A
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F9
AA 54 $ole Fej2H AEE Fa ol 390 §FL 7] ulEo 754 AF§ ok F

1/ }. OpenShift Container Platform 4.10 0] 4] ¢ &= 591 Z2/ 29l 2 53] ¢ +=
AW E 52 FAE QA 9 WG PHEL HREER] FAGHA L. 2F
of AA| 591 AL FEA5R] = 75 W7 o] do] 2 22E o FH 2 Bt

gAE Zggo.

8.2 7| 59 Fe]z9]
OpenShift Container Platform 4.10 9] ] = 7] 75 % 591 Fe]z9lo] &3] o]al sl 7] = F
2912 Ingress &, 2] 2 2|2 A gt Ho]27] W I FgA G po 7B AEE FH 9l 7] 5o 7]

o gL} 3 FFollE A2 59l Fel29]0] Eips o] Yzt

9 8.1. ¢l &2/ 29 Z

oIy

® [imitRanger

® ServiceAccount

® PodNodeSelector

o PN+

® PodTolerationRestriction

49



OpenShift Container Platform 4.10 o} 7] =l %]

OwnerReferencesPermissionEnforcement
® PersistentVolumeClaimResize
® RuntimeClass

e (CertificateApproval

® (CertificateSubjectRestriction

® autoscaling.openshift.io/ManagementCPUsOverride
® authorization.openshift.io/RestrictSubjectBindings

e scheduling.openshift.io/OriginPodNodeEnvironment
® network.openshift.io/ExternallPRanger

® network.openshift.io/RestrictedEndpointsAdmission
® image.openshift.io/lmagePolicy

® security.openshift.io/SecurityContextConstraint

® security.openshift.io/SCCExecRestrictions

® route.openshift.io/ingressAdmission

e config.openshift.io/Validate APIServer

e config.openshift.io/Validate Authentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

® operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

® quota.openshift.io/ValidateClusterResourceQuota

® security.openshift.io/ValidateSecurityContextConstraints
® authorization.openshift.io/ValidateRoleBindingRestriction

e config.openshift.io/ValidateNetwork
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o] 8.2.

operator.openshift.io/ValidateKubeControllerManager
ValidatingAdmissionWebhook
resourceQuota

quota.openshift.io/ClusterResourceQuota

vy 5ol Faelz9l
NamespacelLifecycle
LimitRanger
ServiceAccount
NodeRestriction
TaintNodesByCondition

PodNodeSelector

o
>4

#

)

DefaultTolerationSeconds

PodTolerationRestriction

DefaultStorageClass

StorageObjectinUseProtection

RuntimeClass

DefaultingressClass
autoscaling.openshift.io/ManagementCPUsOverride
scheduling.openshift.io/OriginPodNodeEnvironment
image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint

security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

8.3. WEBHOOK 59! Z&2]z°9]

OpenShift Container Platform 7] ¥ 5=21 Z&
2 Foll £5 5912 7t 59l A2l 7%

o,

B4

N

A HTTPE 54 5510

9ol Y FZ AW E
2 G587 A5G 4 FZ A= o

EOI'—‘ TJ -

ol
i)
o

il

e
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o 0] mEAA AT EUH ST 50l T 2912 A& 5le] Q HA E] 2ul 2 745 =] 32l
g = Qs o(d: {5 % Fo]Eo] oyl Z Q=] 89l). 45 o] 55 ™ OpenShift
Container PlatformojjA] 74 H g]Z 9 HAEZ ~FZFZ gl]r].

APl 2 §0] 9] 5P ¥z B 75 59l F2l29l0] 7 1 ] T BF2 A Gole] WHE SE7
1ok
o mEYFI}2FE S 59 A2l AH

o ¥ F P 2 ¥ AR 59 23] ARG 2 o] A WA ARE o

o = o]y ¢ T2} 59 RFES AP HH F HA AT o] 7T AFE A} A ¥ReHE U .

* YFaEsEd g 27 By F I A E mpe} 8 F o] APE A F2I} FAIHY
t}. 27 g & o] Ignore Z H°g = H &7 A 2 F o] FxH s8F o). FHoFail = 4§ =H &
ot @ F o] A F 1] Ignore E A& 51 & Falo] 1 E ) gjs] of 7] F] &S FFo] et 5
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User

APl request

.

APIHTTP Authentication Mutating Object schema
handler » authorization » admission » validation »

[ 1 i

Webhook Webhook Webhook

Validating Persisted
admission g to eted

59l F&] 29 AFE Al 9] o] = EE Pod9) & o] & A EF} Yl o] oF afi= F -7 i) o] o]
F2 292 go] B2 NYTF T don A5 59 F 2912 go]F o] o Yol = Q=X] 2T
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OpenShift Container Platform 2] 7] 2 ¢ &= A 7F & 6} zF-2 13 o] vl ZF & 5 gl 1]
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apiVersion: admissionregistration.k8s.io/vibeta1
kind: MutatingWebhookConfiguration a
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> g
clientConfig: @
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> a
caBundle: <ca_signing_certificate> G

rules: 9

- operations: @
- <operation>
apiGroups:

apiVersions:

resources:

- <resource>
failurePolicy: <policy> m
sideEffects: None

5]

oy

s Eezd FHES A Y e

o9

MutatingWebhookConfiguration ¢ H z] € o] o] £ ¢/1]r]. <webhook _name>=S % & st gt o = b}
# o

$Z8 ¢ 729 o]F ¢ 1]} <webhook_name>=S & &3l gko = vlF 1]l

o
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OpenShift Container Platform 4.10 o} 7] =l %]

§ 72 Ajn] o] Hd s} 2] 5}31 v o] B & H g3} W ol a9t g g
ZHE = A H]| 27} Yy 5= v @) 2] o] = 9] .

ZEE = A H] 2] o] 9] 0.

ool 2 F o AHE- 5= 9 7= URL 9/ 1/ t}. <webhook_url>< & 3t g} © 2 B3 1] 0.

& 7 A] 8] 7} A& S}i= A] B] Q15:4] o] A] ' S}i= PEM 91579 F CA Q154 91 .
<ca_signing_certificate>Z base64 & 4] 2] 2] A 5l ol54] Z v} F L]}

API 4] 7} o] §] F21 501 F2] 2918 A§oF hi= 4] 7]& § 2 dpi= 775 Y] ok

API A B 7} o] 9] 77 59 ZF&] 2918 s &5l E5 Ea] 75l 3fi} o] o] Y gl 7o gl
create, update, delete &= connect°’ L] ]. <operation> ¥ <resource>= & & st z1 © & b} F L]}

@ o9 @@@@G

0 FZABE AT 7 Q=G FH Y S <G g o). <policy>E Ignore( & 7 o+ 3¢~ 2
¥S 72 78 E=Fail(da e 2 F A= Hfﬁl—/':}lgnore Al&5lH B E Falo] A E o fj
5 of 7] R] &< F—X’O/ wy et = Qg

T2

OpenShift Container Platform 4.10 9] 4] Bl 73 =9l Z 2] 7291 L F&j A} &R} F+= Fo] F=
Tt Yot QHAE = £35] £7] @ F o] HYH G Ho]Ri= F-¢ 7| A & dA4E vhat
gt syl o] = AFgHA 5o

0
N
N
o)
e
My
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N
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s

ZZA 0] HT AANA H5 59 Tl z2lo] EFH1 O o] GAdAl+= #E%’API 2|20 hf of
= F &l gl OgA] WP R ZA g XE == M7= J5 59 Fel 29 95 &
¥ 779 o o], v Q] A5 o] 9] &= X E] 7] A slo] nja} 2 nodeSelector gl A etH =5 g

L &g o)
L ot 10

R
Wy
oy,
ol
Wy
LY
N
o,
a
2

apiVersion: admissionregistration.k8s.io/vibeta1
kind: ValidatingWebhookConfiguration a
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook _name> Q
clientConfig: @
service:
namespace: default 9
name: kubernetes
path: <webhook_url> a
caBundle: <ca_signing_certificate> @

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:
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resources:
- <resource>

failurePolicy: <policy> m

sideEffects: Unknown

oy
ol

39l Fal 29l 7Y A Y

ValldatmgWebhookConflguratlon Q9 HA E o] o] Z9]1]}. <swebhook _name>< & & ol gl o Z H}

S=g g 579 o] Z9/1]}. <webhook _name>=2 Z & sl gl o = vlF L]}

) F2 AJv]o] A2 32 N F 32 B o] Ef & H 5= B

)
%
o
e
x
<
&

ZEE A= A B] A7) Yy 5= 1] ol 2 F o] £ 9] 1] .
Z 2 E = A H|29] o] 9l
5291 @ F o] AF& 5= ¢ ¥ URL 9/1]t]. <webhook_url>2 2] & 3l zgko = vlF 1]}

& 7 A] v] 7} AF& 5= A] H] Q152A] o] A] B 5}i= PEM 9129 H CA Q154 g1l
<ca_signing_certificate>= base64 & &) o] Z] &3l ol 4] = b} F 1]}

API ] W] 7} o] § F2 9] 2] 2918 A}§alloF 5}i= A 7] & § o] a}i= 73 9] .

API A]u] 7} o] ] 7 59 Fe] 2918 53515 Ea] A3} o) o] §o] ¢ Y] 7}s o g2
create, update, delete &= connect°’ L] ]. <operation> ¥ <resource>= F & st zl © & b} F L]}

o 72 A B EAE S 5 gle F2 F A Y S <G g <policy>E Ignore( 7 5+ F ¢ 2
3L Fxd eh) EE=Fail(du 3 2 F AR = Hf%'//':}lgnore.—f AF& Sl B E Fefo]dEq
& of 7] 3] ere E2Fo] wrg st o= 9l L]k
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3 9542 AFg 510l §] F2G FLG L 0 §E L AL o] H| 2EE §o] 3 g Ee 9 Fo o
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F | 2 E #Aa] =] A= Hsto] 1= OpenShift Container Platform 7.
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o FJAE Y 7= Al u] ZE o] o] r] =],
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56

2. ZZCA 7 B AFAE Y& & 9 F2 A1) 2] 215K X% 2 F(CSR) ol 4] 3= 6] A1-§- 8
1o

3. grIasto B Z2HEZ YYg
I $ oc new-project my-webhook-namespace a

Q@ 97z AN 5F oJ5L g+ As .

4. rbac.yamlo]2}= 7} o 4] § A API 4] 8] 2 9] RBAC 73 & g9 gt}

apiVersion: v1
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 a
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 9
kind: ClusterRole
metadata:
annotations:
name: system:openshift:online:my-webhook-server
rules:
- apiGroups:
- online.openshift.io
resources:
- namespacereservations Q
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1 @
kind: ClusterRole
metadata:
name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:
- admission.online.openshift.io
resources:
- namespacereservations 9
verbs:
- create



- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:
name: my-webhook-server-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 6
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: my-cluster-role
roleRef:

ol
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kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

3
ol
X
=Y

ot o] & ¢ 7= A6 APl ] & g .

Y 7 A u 7} F e 2E 2|0 A2 7 QLA g

Z| 22 F 7F2] 7] o). o] 9= namespacereservations 2] =5 7}z Z] 1] O]
HAE API 4] ] E AFg o] 52 A EE JY T+ Awt

2] 2F 7l2] 7] 1] . o] of = namespacereservations &) &= *EF 7}2] 7] 1] O}

§ 722 A 0] S AFg 5o FE2E gt YA =E 7= g
AF FE 742 7] 9 o & ol

fn]
9

FAH API A1) 9] 7] o] 2E] o G @ Fel2H o & Pl g,

%

O990090609

5. 39 RBAC 7742 2]~ E o 5 &g
I $ oc auth reconcile -f rbac.yaml|

6. Y2 o]2ojA g FZE & A E A B Z H] Z 5] ] AHE5+= webhook-
daemonset.yaml o] 2}= YAML 3 22 @4 gfrjc].

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"”
template:
metadata:

name: server

labels:
server: "true"”

spec:

serviceAccountName: server

containers:

- name: my-webhook-container a
image: <image_registry_usernames/<image_path>:<tag> 9
imagePullPolicy: IfNotPresent
command:

- <container_commands> Q

58



(00)
o
K
ofo
il
v}
N

ports:
- containerPort: 8443 @
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 e
scheme: HTTPS
volumes:
- name: serving-cert
secret:
defaultMode: 420
secretName: server-serving-cert

] 72 Aju] oA 57 o] 1] o] FL 7]t) & 7= &1 .

¥ 7= A 8] AE o] o] n]X] E 7}a] %] 1] O]. <image_registry_usernames/<image_path>:
<tag>= Z &3l gko = vl .

& &= A o] & g 2 <] & 1] ). <container_commands>E = & sl zFo = HlF L]

.

FEE oA )3} EEE F ] F]r). o] o= 8443 EEE AL F] L.

@G@@G

FH] ZZH I} AL G ol EEE AF U o] oo A= 8443 EEE A1 T,

7. HlE A EE v Z ]
I $ oc apply -f webhook-daemonset.yaml|

8. webhook-secret.yamlo] 2l= YAML 7 1] o] 4] A] B] = =] 3 91 4] A] G 2} x| 712 g o] gf1]
ol

apiVersion: v1

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:

tls.crt: <server_certificate> a
tis.key: <server_key> 9

G A]HE ¢ 73 A 8] A FA]E FZ L] t). <server_certificate> = base64 3 4] o] = & 51 9]
SAIZ vl F L ]

Q x] B g &7 A]u] 7] E FZ 1] ). <server_key>Z= base64 3l &) o] & A st 7] Z vl ol
9. AZHES Y F g

I $ oc apply -f webhook-secret.yaml
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10. webhook-service.yamlo]2}=YAML 3 1] o A] A]v]* 7] g = ] B] A Z F o] §}1] ]

apiVersion: v1
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace

name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace

name: server

annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert

spec:
selector:
server: "true"
ports:

- port: 443 a
targetPort: 8443 9

ﬂ A H| 27} FF 5l EEE GO g o] d) o4& 443 X EE AIE O

© 2 Ee Agois EE U)o U4 EEE FE G, o oA = 8443 FEF AL
gt

. Fe2E o § F2 v E =Z51 ok
I $ oc apply -f webhook-service.yaml|
12. webhook-crd.yamlo] )= 5} ¢l o]l A] § F 4] 1] o] AF&=} 5 9] 2] 22§ o] & g 2] g},

apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:
name: namespacereservations.online.openshift.io a
spec:
group: online.openshift.io 9
version: vialphat Q
scope: Cluster
names:
plural: namespacereservations 9
singular: namespacereservation G
kind: NamespaceReservation 6

ﬂ CustomResourceDefinition spec #l-2 ¥F% 5] 32 <plural>.<group> 3 2] ¢/ 1] }. o] of ofj A]
+ namespacereservations 2] &= A& ¢F1]].
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REST APl 2 o] &
REST API v/ 7 o] £

& 5= 72 Namespaced %= Cluster ¢/ 1] t}.
URL o] 318 &5 o]F ¢/

oc & EA 5= HF Y]

o - o
&

2 a2 wjr] s =20 g gt B9,

13. A1&A} g o] e]22 § o5 Hg g
I $ oc apply -f webhook-crd.yaml
14. webhook-api-service.yamlo] 2}= 2} jj o x] ¢ &= A]u] Z F A APl A} v] Z 4] g1t}

apiVersion: apiregistration.k8s.io/vibeta1
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> a
group: admission.online.openshift.io
groupPriorityMinimum: 1000
versionPriority: 15
service:
name: server
namespace: my-webhook-namespace
version: vibetat

& 7 A] 8] 7} A& S}i= A] B] Q15:A] o] A] ' S}i= PEM Q1579 H CA Q154 91 .
<ca_signing_certificate>Z base64 & 4] 2] 2] A 5l ol 54] Z v} F L]}

15. g A€ APl A] 8] =& b ¥ g} .

I $ oc apply -f webhook-api-service.yaml

16. webhook-config.yaml o] 2= 72l o] g F2 5-¢] Zj 29l 742 g F1]th o] o A=

F 59l F2] 2912 A8 7] -

apiVersion: admissionregistration.k8s.io/vibeta1
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io a
webhooks:
- name: namespacereservations.admission.online.openshift.io 9
clientConfig:
service: Q
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations @

=
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caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

nxrn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration 7] 7| 2] o] Z ¢/ 1] }]. o] o o A] =
namespacereservations 2] &= Al-g gfj].

=g Y FF9] o]F 1]} o] o] 9J A= namespacereservations &] &= >F A& gL}

FHAHAPIZ 53] § 52 A1 A =T 5 5],

OO0 9

529l @ Fo Al &= ¢ 3= URL 9/1]}. o] o] o A]= namespacereservation &] == =ZF A}
&3

© ¥ T2 AIH T AE S A ] 05410 A8 5= PEM 9129 E CA 9541 /1] 1.
<ca_signing_certificate>= base64 § &) o] & & o1 21 A] 2 HIF L] ]
7. § F=2E | Z39 .
I $ oc apply -f webhook-config.yaml

18. ¢ =7} O#/é’tllﬂ - E5l=X] 3ol L] o 2 Ex o] Agjo] AE of oFst7] Y5 F2 5
18 7Y P S Y =T o] 2 F /g]/glj_'_____p,_%lo] ] H x] 37 of oFE] x] QFO 1f] ) AF o] AZ
Y5t 23 o] §FH=x gl gl

8.6. =7} 2] 2~

o SR-IOV ] = 9] §3] Ze&] 2o B st Al § o] Y ES T 2] 22 A ¢

o HUEE Fi mEo)i 2AFY} G EEE FUF 7 U 5§ 2} F I
o Pod 94 9] Ze 2 A5
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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