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OAuth A 2= &2

® <namespace_route>/oauth/authorize 2 <namespace_route>/oauth/token & 75 & A}-&-3}
o OpenShift Container Platform OAuth A ® ol A 7} -4 t}.

e Authorization: Bearer... 3| 2 A EH U}

e WebSocket 8% 9] 7 ¢ base64url.bearer. authorization k8s.io.<base64url-encoded-
token> 3 2] ] WebSocket 3t¢] T2 EZ g2 A4 FH Yo

X.509 Zeo| A E Q154
o APIAH]o] tj gt HTTPS 917 0] B & @it
o AT 5 YL AF /B WS h=3ke] APIA ol A Bl gt

o APIAHERISAE 2Hdstal HEZH o Euljsto] A 4 o= Q153

IJ
o

FASA R N2 EZEE FASA F2AFM7AE 232401 &7

fo
o
)
r o
ofN
X
ol
=
>
X

WA 2= EFo| L AFA 7 gl A5 5 Al 52 system:anonymous 7} AF-8-%} 9
system:unauthenticated 717 25 & 23 ol ¥ U 28 W AT Fo AZFolA 4™ AHEA7E S
T B E NS 28Ik

2.3.1. OpenShift Container Platform OAuth 4] &

OpenShift Container Platform v}2~ 8 o] &= W] 4 OAuth A B] 7} Z 5] o] 5Uth AF8- A= AP 9152
98] OAuth Al = EZS 7143 ot

AF8A7E A OAuth E2S 24 819 OAuth 4 H = T4 E ID 2FAE ALgalo] 233 Alze] IDE &
Qg o,

A TGS A F DY FEHE AL AE A L AEAE QS A A EZS S0 A

ofl

gt

2311 OAuthEZ 2%

OAuth E£< 23 writ} ESS w3 A8 OAuth Zto] A E S 2 4 & of 1 t}. OpenShift
Container Platform APIE A] 26t t8 OAuth S &0 EVF AE o 2 A A FH Yt
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OAuth Zgo|d E PAN-R ]
openshift-browser-client 3y 2290L HF T F Y= ALEA o] HE S A}
&3t

<namespace_route>/oauth/token/requestoi
E2g ey gyl

openshift-challenging-client WWW-Authenticate 2 212 & 21 & & )&= A&
A ool HER EES 8P
1. <namespace_route><= W] ¢l 2ol = H 25 VEFH YT thF B E S Adste] AT EF

U,

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

OAuth E£9] )3l = = @ & o] = <namespace_route>/oauth/authorizeol] o s+ @ o] £ Yt} o
F29 dF THoA = o] EH ol 15 ZEAE WX tAY W] ID FFAel thek A4 S8 9 =
A& A A== OpenShift Container Platform-S- -4 1 t}. <hnamespace_route>/oauth/authorize <]
gk @ 2 CLIoH & 818 222 oA & EA T F gl AFEAF ol o] HE A AT = UF

t}. u}2kA] OpenShift Container Platform-2 t) 313 = 221 flows £] of = WWW-Authenticate @ 21 x| =
AHEEEAE S AL FY T

)

¢l % X = A] = <namespace_route>/oauth/authorize &7 2ol v x| 5l 31 F 2291 H o] A= A
v distd 229 flows= gl dld st thAl 1S5 A 82 Bab9-A o] 9] o] ALE-AL o] HE

3

Bale-# F2lo]d E9 th sk CSRF(Cross-Site Request Forgery) &4
CSRF-Token 3T 7} @ o] A= A F-ollvt 7| Z Q15 AHA & B

o= ggs)ok g

= Z = A]7F WWW-Authenticate 2 21 X £ XY & 4= gl 711 OpenShift Container
atformo] WWW-Authenticate A2 & X Y3}A] &= ID FFAE AL =E A€
3, B2}l-9-# & Al-83}o] <namespace_route>/oauth/token/requesto 4] =522 &
= 7FA SkoF Syt

o

it ox

2.3.1.2. APl 7}&

OpenShift Container Platform APIe]| T 3t @ ] & o} & AF& A7 Bl ZAA | A5t s A4S + U F
Ytk 2 g -8 U E 2 A A O] ARE AL 7S RS A Q.
2.3.1.3. Prometheus?] 215 X &
OpenShift Container Platform-2 15 Al &= & th& 3 742 Prometheus 4] 24 X 31L& 74 A o}
e openshift_auth_basic_password_count:= oc login A} 8%} o] & 2 9}3 A & 3152 A1 2Hg
Ytk
e openshift_auth_basic_password_count_result= oc login A}- &%} o] & 2 &5 A= 3 +=

7 3}, success = errord 2 A 2 o)

1
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e openshift_auth_form_password_count:= %] && 279 A% 3152 A 2HgY o

e openshift_auth_form_password_count_result= ¢} &< =712 A= 3 4+E success ==
error 5 A 78 2 AL oh

e openshift_auth_password_total> % oc login 2 ] £& 219 A% 3152 A2y o)

il

12



3% Ul OAUTH A v 4
3% U5 OAUTH A v +4
3.1. OPENSHIFT CONTAINER PLATFORM OAUTH A 1]

OpensShift Container Platform v}~ B ol = W OAuth A ¥ 7} £ g = o] S5 U th AF8 A= AP S5
98] OAuth Al 2~ EZS 7143t

>

AgA7t A OAuth E2< 24 3% OAuth A 1w = 74 € ID 3342
ol g o},

Festel 239 Abel IDZ

a8 o S IDSh vl B E AFEAE AT T AHEAE AT YA 2 EES WS AF T

3.2.0AUTH E& 8% FLOWS ¥ 54

—

OAuth A H = 3 F Q5 A= Fof 9l 9hr[ 4 Klhof OAuth 915 flowsE A o

WWW-Authenticate challenges (<]: openshift-challenging-client)E 2 % 5} 7] ¢J3s] 4 & client_id<}
sHA A1 4 Hof flow(response_type=token)E A}-8-3}o] OAuth E2& 2 3 3t 744,
/oauth/authorizeol| A A| ¥ 7153 A8 S& 9 A 2] S a3 25y

3l -8 FEoIJAE SH
302 URL %7}<| access_token v 7] H == £ 5} access_token 7S OAuth E& 0 & A}-&3}
3l Location & & (RFC 6749 4] 4 4.2.2) A Q.
302 error 7 2] wj 7 == £ 3 5= Location 3 29, error(2 A< 4 error_description) 7
T (RFC 6749 A1 4 4.1.2.)) g S AFE AL A MY H o g A T
302 71} Location 3] duadS a3 g 2 S AEste] A3
£ At 2

401 WWW-Authenticate 3|t 3l 3 o] <12 5] ¥ (): Basic, Negotiate) =
3 8HE A AET F T
|

she A el s A 2.

401 WWW-Authenticate s o g12 o1z e 2 gl W2 R 7} gy o Ao o
SHEEOQAUth EZS /1AL S e YA 2
ohAl ol T Al R Abge] EEE £ 2le) S
ZA Y e

e 71 A, g AN A S BES A E 02 EA
gk

3.3. Y OAUTH A ¥ 34

% OAuth Mul ol & the @ 4 §42 A8 5 AUk

3.3.1. OAuth E& 717+ &4

W5 OAuth M = F+ &

Si
Lo
Hr
rlu
o
o
oX
L
L
a
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ez v
oA 2 B2 APIS) T oAl 2= A RS el ahe 7] B2 T

AN WA= EFO 2 Wl SRRV AN T EEY Yt
A B2 mEd ga) 7] ) 7be FAE 4 A5t B 23 25 OAuthClient @ B & 4 o] 2 A}

4 =
Fate] M2 EE A% )72 Bol& 5 %]

3.3.2. OAuth H-of -4

OAuth A W ol A AL-g-27} o] ol M ehS FofstA] & Zepo|dEc e EEZ 24 S +
OAuth A W ol| A 28] &= 2= 2] = OAuth S 2te| A E o] A g Fof kel whet A4 ok
t}

Ho] gA A
auto He] 2 A A5 9 A A G
prompt AL AL A Hol g Sl AL ARG =S 2 Pt

3.4. | OAUTH A v o] E& 7|7+ 1A

)3 OAuth A ¥ o] B2 7] 7ke] )& 712 4 S 7H S 5 A5

>

=7
to =

e

Rl
S}
H

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

Q M A 2 EZ 0] =21 S A o] 3l accessTokenMaxAgeSeconds= A A sl Al Q. 7] & 5=
2447 2= 864002 YUt o] £ =Y FRlsUT 02 A4 s 7] g
o] ZAto]Fo] AREHU T

of |
| ]

|
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3. Ul % OAUTH A ¥ 74

L

U,

2. A 4 HAL A §

al

ol

of
ol
£
E
o,
>~
Do
oSt
o
»
ofo

712 OAuth A ¥ 2 dH o] E3 2 2 oc apply 3 & S AL
afj oF g ot

I $ oc apply -f </path/to/file.yaml>
3. WA Atdo]l A& H=A gAgy
I $ oc describe oauth.config.openshift.io/cluster

z9 o

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. | - OAUTH A Bl o]l T 3 =2 v &4 B} o= 774
t}

AR E B EA 717 To] BtEH =2 OAuth EES A & 5y
XA A FHEU
=77
EE 084 gYolo] OAuth FetoldEo| = A H 3% 3]F 7k 3 OAuth A1
Tl A E BdotS Holsuth
AHA 87 AHRE
e cluster-admin & & 9] AL-g2 2 Z& 2E o AA| 2T = YFYTh
e IDP(ID &3A)E +4 A5 Th
A=}

o
i
oX,
%
v
v

1. OAuth 43S g o] Este] EZ &4 gl Yol
a. OAuth ¢ A EE #HZ Pt}

I $ oc edit oauth cluster

)

spec.tokenConfig.accessTokenlnactivityTimeout 2 == 371513 g} o} % 3+S A A
Yt

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

15
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o
ol\

16

Py [ W e

2> de

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

2. OAuth A1 8] Pod7} t}A] Al 25 9 =X4] 8ol & o).

I $ oc get clusteroperators authentication

2o

b

X ¥ 7272 PROGRESSING©] False= %A 2 wj 717 t}& @A = 718 817 u}

>

2> de
ro

i)
2

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.9.0 True False False 145m

H U Bl 2= API A 1] pode] Al Ml o] SAIH A=A Ut o] Aol H £ A= 243y

$ oc get clusteroperators kube-apiserver

A9 7 3] 9 PROGRESSING ©| False= ¥ 4|2 w744 th& @7 2 218 514 n}

to i)
i
=2
5]

i)
2

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.9.0 True False False 145m

| HHN‘

PROGRESSING ] True”} A =™ R i 7|5l th7F ThA] Al =384 A 2.

Fg-okA 2 A9 78 ehedobmh o 7] Alzke] ol Utk o] e e o 4 400
F



3. Ul OAUTH A1) 74

3.6. ] 5= OAUTH 413 URL A}-&7 & o]

=2 2~F Ingress % ¢] spec.componentRoutes Z = o Al &2} o] T AE o]EF TLS AFAE A
A sl Y& OAuth ¥ URLS AF-&2F A A & 4= A F Ut

F9
AA U] 5 OAuth A1 ¥ URLS g dlo] EdE= 79 OAuth A A~ EE S A 3517] 93

OpenShift OAuth A ¥ &} Al oF 3t = S8 2E 9] 14 S & A AFE T8 ¢
AU th OAuth A 2 Al gajof &t 74 @ 4= OAUthJEF A EE 553 of
HAHIA CARES TP YT A & S =34 25U

I $ oc login -u <username> -p <password> --certificate-authority=<path_to_ca.crt>

22 AT A5 9] 75 ca.crt 3t o) AHg-AE A o] CA QIS4 7} 29k of of ¢
Utk 282 ggod 2l Ayt

Cluster Authentication Operator+= openshift-config-managed 1] J 2= 3 o] 2= 2]

oauth-serving-cert -4 7 o] OAuth A ¥ o] A F A ZAE A A Gt 4 % 9
data.ca-bundle.crt 7] | A JISA & Z& = AFU T

AR 8.7 AL
o A Udo] lE AME AR FelaH o 2 F YT
e TLS 234 ¢ 717} =34 openshift-config 1] ¢ 223 o] 20 Al 8L A4 FHU ok AFE- A} A
4 E2E o5 HUAE F 2E = Ql HulAbek dASHA] = ¢ o] Fjlel 2o gh
HAuAPE Aok A5 Al A2 A E AR U o
SR L

oc create secret tls % 2 A}-8-35l] TLS A/ T2 S A4

ek

T AFH T
Az
1. Z212H Ingress 4 A Y T}
I $ oc edit ingress.config.openshift.io cluster
2. AHgA o) BAE o] g Au| 2 AFA ¥l 718 APk

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
componentRoutes:
- name: oauth-openshift
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namespace: openshift-authentication
hostname: <custom_hostname> ﬂ
servingCertKeyPairSecret:

name: <secret_name>

ﬂ AFEA} A A TRE o] B,

o

M &
oy 1%

LS 2154 (tls.crt) 2 7] (tls.key) 7} Z g+ H openshift-config ] & 25 o] 2~ 2] A] F.3] o
F2AUTH AFE AL A S 2E o] 5 Hu|AE E 2 2F =W Q] Fr AR Y A sHA] &
S o] Zdo] " F Utk HulAlrt A X5 A9 Al F e A ALeel Yt

3. T A gstel WA ALY

ol
i

48

ot

RElch

3.7. OAUTH A ¥ H| E}H] o] E]

OpensShift Container Platformel| A & 8] | = off Z 2] Al o] A o] A W] % OAuth A ¥ of] tj g 4

B A
o & FUT d & 501, 7% T4 o] 8l= <namespace_route>°] F=2F Frofol & S iU
ol & 3k 2 & A ¥ 3L7] Yall OpenShift Container Platformol] A = IETF OAuth 2.0 €15 A] 8] ] g} ¢ o]

B 29FAPFS TR T

weta] e AEH oA A E e BE of =g A o] A& https;//openshift.default.svc/.well-
known/oauth-authorization-serverol] GET &3 & @3lsle] 02 A H E 7142 5 J&5U o

"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ
"user:full",
"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”
1,
"response_types_supported”: [ 6
"code",
"token"
1,
"grant_types_supported": [G
"authorization_code",
"implicit"
1,
"code_challenge_methods_supported”: [ ﬂ
"plain”,
"S256"
]
}

© itps AAE AHE ST ALY EE 27 T4 827 91 URLS S Rehe E ol Aw el wa
A 2p A Fo] Ao thek Y 1 ¥ .well-known RFC 5785 #] & 227} Al A = = 91X Y
o}

kel
%

s

@ <3 Fol Auo Ad o 4 URL RFC 67498 ZxsalAl &
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https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749

3. Ul % OAUTH A ¥ 74

A3 A e E Endpoint URLY YTt RFC 6749 & 234 Al L.

o] A3k 3ol A o] 4] %] 2l aH= OAuth 2.0 RFC 6749 W §) 3k 220] ¥ 5% JSON wj <&, %] 95 &
wE WY ol AlTEE AL obdy.

o] Y3k Fof Ao A x| Y3t= OAuth 2.0 response_type %k Z=o0] 35 JSON v &. A8 &
Wl G 3 RFC 75912] "OAuth 2.0 57 Z&o]dE 52 T2 EF "4 A 2|3l response_types v
Mol AHEE A Ty

o] Y3k Fof Mo X dsk= OAuth 2.0 Fof {8 3t &H=0] Si_?ﬂ% JSON uj &. AHg-d vl d 7k
© RFC 7591¢] OAuth 2.0 53 Z&o|UE 5= Ei Z o) A A <] 3l grant_types vl 7l ¥ 520 A}
|9 A FddY

Q@@@@

o] AF Hof Aujo| M X 3l= PKCERFC 7636 Z= AR Wy H=o] 3¥ JSONH|E. Z=
% H 7ES RFC 76362 434 o & 2] ¥ code_challenge_method vl 7] 14 5= ] AHEH U T
FET F= AAA B 32 IANAPKCE = A By g A 2E2] o 558 g9y th IANA
OAuth vj 7| =& FZ34H A 2.

3.8.OAUTH API o| Wl E #A] 3| 2

750l whek API A W= AP ah 2B 210 2 9 A 2844 AL ity olel ¢ 1A e &A@
F AR E HRF T FEA 0 F U0 AFH A B ALEA A A o] U F FRE AT
347 7] 918l I EH o2 HAA st

ole ¥ 0 F F Y
AREA7E & 4 2l
oc get events=

ACIRE 1u1¢ A7 OAuth -8 Z4) <} #H& o] AdHFYth o] o & FA = B A7} o d
£ ol¥l Eoj| A 2 A g Yt} OAuth =) unexpected condition A v © 77} 24 51
21 8 5l ServiceAccounto] A a1 o]l EZ 3¢l a1 A 2

o o= A @ gk OAuth ]t &4 URIZE gl A1H) 2= Al o bl 2 arshy ok
I $ oc get events | grep ServiceAccount
%9 o

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

oc describe sa/<service_account_name>2- 23 s}H XA H Au] = A A o] &3 FH H OAuth o wl
EVF R Y

I $ oc describe sa/proxy | grep -A5 Events

%9 o
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

19


https://tools.ietf.org/html/rfc6749
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https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

Z2EE A2 AR HAFUS

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

fFESHA e Fx FI0) AYFYFUT
Reason Message
NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-

redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

SAEZo] QlsUt

Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens
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4%. OAUTH Zaol A E 74

47, OAUTH Z2to|dE 4

OpenShift Container Platformoll A = 7] 24 0 & o 2] OAuth ZFte]A E7F A H Yol 71 OAuth &
ol FHAL YT FE dgYh

4.1. 712 OAUTH Z&lo|d E

OpenShift Container Platform APIZ A] 2t6l ™ t}g OAuth E 8ol A EV A5 o & A Y}

OAuth ol E PANCRE

openshift-browser-client H3tE 2aS AT F Us AHEA Al o] A E S AHE-3tod
<namespace_route>/oauth/token/requesto 1 E&& o
gy

openshift-challenging-client WWW-Authenticate 22121 5 2] & & &= AEA} o] M E

FEFZS 8T

et
)4

9l

1. <namespace_route>+= U] g A~ o] A~ A2 E et H YT v HH S A3 st el
Y

J

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. 57} OAUTH Z 2o E 5=

OpenShift Container Platform 2 2] ~F 21& < &l al7] ¢85 F7F OAuth S &o|AdEZ F Q3 749

el SeteldES 55 5 daUTh

off
o

Az

o F7}OAuth S0l EE &5

i
ol
At
ns)
v
oo
ttlo
EN
o2,
L
AW
°

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." g

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth Z&}o] ¢ E 2] name-& <namespace_route>/oauth/authorize 2
<hamespace_route>/oauth/tokenci] 2 % s+ w] client_id =7} H 4+=~= A8t}

secret2 <namespace_route>/oauth/tokenc]] 2 % & ujj client_secret v 7l H =2 AF-8-5
k=3

o o

<hamespace_route>/oauth/authorize 2 <namespace_route>/oauth/tokenci tjj sl o %
7+ 7

o] 214 € redirect_uri vj 7} 1 == redirectURIs ©f 7] 11 5= 3kl U ® URI = st ¢} 224

21
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o HEARR A5 5 ofof T,

@ orantMethod = o Setol Aol N 28 24 T 0] L&A} o} oA ARE ol
A ke Ae AR 2 S AR ke i ST Rl A0 57 248 o}
A A B2 auto S, AFS A A Hof & Q1 BA] i AR 8A] B v AA 2 EA 5
® prompt = <4 ] o

4.3. OAUTH E ol A Eof th3k B2 v &/ Brdof= 74

27 ¥ w24 7]7v0] A Ub OAuth E2o] 98 5 =2 OAuth 2ol E S 74 8 4 gl ok 7] 25
o2 BEuEg Bol e A o) A U

3

E2 184 Bl ob2o] Y OAuth A1 T4 o= 74 8 7§ OAuth Fetol A E] A
8 Bolsol Al gre Yol

AFA QT AHS
e cluster-admin & &29] Al 822 S| AF ol AN 2T 4 &Yt
e |DP(ID -“:LX}) =2 FAYESY
Az}
e OAuthClient +4 < gu| o] Edle] E& 8|S A gl oS A4 st}

a. OAuthClient ¢ 24 E 2 H g gt}
I $ oc edit oauthclient <oauth_client> ﬂ

Q <oauth_client>= 77 & OAuth Z}o| 91 E(4]: console)= .4 1 T}

o

4%

o

Y,

accessTokenlnactivityTimeoutSeconds Z = & 7}35} 37 g} o} % 7k

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

@ de9=AxEdor ()2 3009 Tk
b. }UL A Aste] WA AL A L3}

1. IDP9] IDE &Aool 22y th W5 774 3 OAuth S 2to] A EE ALgaf oF Fy Tt
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3. IDE AHE8HA &=

2 o4 71 g gy o,

o
o
-
oX,

4.4, %7} 2

® OAuthClient [oauth.openshift.io/v1]

) Bl ol £ 1t} ) 7] Al zke] Aoy,

47, OAUTH S0l E 4

o] AxLe] of o A= 600
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5. AH&

N

} 24 OAUTH 2 4]

AHEAFE AFA) OAuth A 2= E2 S HES T T o4 TR B FES AT kU

I
Hﬂ
[-'J
L)

5.1. A} 82} 4~ OAUTH Al 2~ E & U
=

AHgA 2 OAuth 94 22 EE2 4D % 214

Sl

Zolge UdsA Fom 2ale A

o = AMEAF & OAuth YA 2~ EF g

I $ oc get useroauthaccesstokens

%9
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o =2 OAuth Z&o] A E ¢ AF& A} 262F OAuth A A 2~ EZ U d:

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

z9 o
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

52. A& A & OAUTH M| 2= EZ 2] Al H A H H 7|
A}g7A 2f OAuth A = E2e] Al 455 2 5 lHyd
4
o AL&-2} Af OAuth A2~ EZ o) A P 1 Ay
I $ oc describe useroauthaccesstokens <token_name>

2 o

Name: <token_name> 0
Namespace:

] HHN,

24



57 A8-AF &/ OAUTH 9 A 2= &2 A7)

Labels: <none>

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

API Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:

user:full 6

User Name: <user_name> G

User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

E29] sha256 314 Q) B2 o] EAUTH B2 o] §2 WEA FOor] =l AET 5
RIRICS

EZo] A2E 91 & AW st FeolAE ol H YUt
o] EFo| wtRE 7] A A T gh(2)UYh

OAuth A ¥ o] th & =2 M 84 etglobsol AFHE AF o] B2 T o4 A&
A F (@

e
4
2%
A

o] Ee] WYYk

ol B2} AgtE A4} ol FYU T

Q® 00600 9

5.3. A}-8- A} &2 OAUTH ) A| 2~ & & AHA]

oc logout ™ & & &) A Ao tfs OAuth EE 1 Fa3t3tuth o3 A xjol whel o o) 4 D 2 3kx] &
S AR A} A6 OAuth EE2S AHA1 & = & D}.

OAuth 91 4] 22 B2 AA| sh B2 ALg o BE A AN A A4S 220k F T
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ol
=)
i
9
4z
£

A=}t
o A7} A OAuth A 2=~ EE 21A):

I $ oc delete useroauthaccesstokens <token_name>

2 o

| HHN,

useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted
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6%4.1D B4 74 ol

OpenShift Container Platform w}2~E o]

= WA OAuth A w71 2235 o] lFU . 7] 2 Ak} de] A=
OAuth WA= EZ S 7FA 9L API IS S S gy o

A A FY2HE AX T ID FFAE AYHES OAUthS FH T & Ay th
6.1. OPENSHIFT CONTAINER PLATFORM<] ID F A} A X

7124 © = = kubeadmin AH§-4 7 2] 28] o] U ID FHAE A skl AP ID FFAE A7
sh= CROAHS A 9 9] ] 222) 2 YA shel o) 260 sl of gt

/,:, %= XE3$Fs= OpenShift Container Platform AF-&%} o] &2 A 9 &

N
52
o))
°
i)

ID &= A

HTPasswd htpasswd & A1-§-3l] 48 S 2HY ol e A7 o] & 2 59 FEAHL F5
= 2 htpasswd ID Z 522 -4 gt}

Keystone W 5 o) o] B} H o] 220]] AF&-A}2 #] 3} OpenStack Keystone v3 A H] 9} 9] F-f Q15 &

()
2] 3}7] ¢80 OpenShift Container Platform &2 €] & Keystone#} & 33} & =
keystone ID Z 22 4 gt}

o
z
‘0,
(11
rO
o|N
o
>~
—.~
_?L
&
—
O
>
0
<
w
2
R
=2
E
:I:/‘
>~
>
ofo
2i
ulm
HE
02
fol
1o
do
‘:O‘l
o,
o
R
ro,

LDAP s
s

RIS A} A7 944 1D ZF A o] A
Platformeol] 2918k 4= 9= <D %T}X}% :’L j%\%t} 71 /12 bl
el 53 W AYF AT

2% 8y X-Remote-Users} 22 2.4 slt] groll A AHg A& sHelst= %24 SlH ID 3342
FATUT Qe o w o T g A she AT Z5A 9 A A E YT

GitHub =+ GitHub T+ GitHub Enterprise 2] OAuth €15 A o) thafl AL-&2} o] & 2 459 Fa4
GitHub Enterprise £ el g = github ID F3A42 +A4 g Yo

GitLab GitLab.com & 7|} GitLab A1 2H 2~ 2 ID FFAE ALgsl=2gitlab ID 3322
Aok

Google Google 2] OpenlD Connect £ §& A-&3lo] google ID &&F#2 A4 g4t

OpenlD Connect ¢1% F = FlowE A}-&-3Fo] OpenlD Connect ID 23 #¢} £33t = Z0idc ID &3 A=
4k
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

322 A} cluster-admin A} &2 2 W= 1S kubeadming A A 3lo] S8 2~F HL 7

O

@ 2]
T} £ A}8 27} cluster-admine] ¥ 7] A of] o] A 2= 43 5} < OpenShift
(e3]

Container Platform< tfA] A x] s ok gt} o] H & o AT

AR 87 AL
o Slifo]%o] ID FFAE A8l oF T
o x}&-=}ol A cluster-admin & &5 3 7}3f oF g1 th

o #eA=E malsl ok P

o kubeadmin A =31 & A 7 gt}

I $ oc delete secrets kubeadmin -n kube-system
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ufj 7H
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ol 7 5

name FFA A ol ol HT R T4 o] B2 A Y ste] ID o] B WEUTh

28


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#authorization-overview_using-rbac

o 7 5

67%. 1D =5A& 74 ol

A4

mappingMethod ~ A}8-7171 22218 ] A} IDE AF& Aol A vl g s W & A o gt o g 5 s s

HEEORES

claim
71 B QAU Th AR Ao 7| ID2] 7] B AR A} o) B Z 2 u) A g G th. o G AR o
9] AgA7E ol The Dol wl B = o 9l A $ Ao g Th

lookup
71 ID, Ab&2LID w3 gl AbEAHE 3] sk A| REALS A 2= IDE A o2 Z2HA
JatA e g Uth 22 Bl e o8 B8 FEOR EE 9N A28 AHE
3ol ID R A8 A AR 5 AFUh ol HE LAY AR A E FEOR =
Zu) A s of ok

generate

AR AL Al ID2] 7] AFE-A) o] BS Z2H| A Y F U Th 7] AR A} o] F8 THX] AR
2F7} ol u] 71 IDe vl 3G = of Q= - IS AFE AL o] Fol A FHYTLL A& R
myuser2<] 4 t}. OpenShift Container Platform AF& 2} o] &3} ID FF A A&7} 0]
E(ol: LDAP 2.5 F713h) 0] A &3] A sfof stz 93 Z2 A 29} I o] W& A}
|3l =<ty
add
AR AL Al ID2] 7] AFE-2) o] S Z2Y| AP F U T S G AR A o] 58 THX] AFE-
2F 7} o) u] X)) k= 7 9~ ID7F 71 & AF&- Aol Al v 38 = 51 21 Ag-AFe] 71 D w3 o]
F7FAY T T L AFE A J S A AL TS AN AR o] Bl v B H = ID FF A
S8 S A EaF YT

23

ID F&2E F7FstA Y W7 @ off mappingMethod =i 7] =& add = A7 5t A 3+
2k2] IDE 71 AFg-AM Al w8 & 4= AF U T

6.5.ID ¥ FA CRA &

T CROAME A B 9] @l 22)e e ID ZFAE T4 5HE ol AL H & i i S 2 /| Bghe v

Y

o\

t}. o] oj o] A = HTPasswd ID &4} 2 AL-&-3 o}

ID 224 CRAZ

apiVersion: config.openshift.io/v1

kind: OAuth
metadata:

name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:

0

fileData:

name: htpass-secret 6

ofl

FA Ol F2 FFAAREA ol Tl AT = A H ID ol Y
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http://httpd.apache.org/docs/2.4/programs/htpasswd.html

77%. 1D 33 A +4
771D 2532 +4
7.1. HTPASSWD ID &3 #F 4

7.1.1. OpenShift Container Platform2] ID 352} 4 X

1iﬂ © % = kubeadmin A}-&- 2tk S 2] 28 o lFUTHID 35 A& AW G ID FwAE A8

she CROAHE A B ol 2l 22) & g shed 22 2ol F7bel of Fuieh.

" l i-gl_—‘]l
/.1, %= E33k= OpenShift Container Platform AF8-2} o] 82 2 9 5 %] ¢¥&U )

HTPasswd ID 33 A2 4 9 3tE ™ v GA = =38 oF gyt

1. htpasswd 3} S A5t AFEA 2 45 HBHE A AU Linux 2 Windowsol] o 3k 2] 3 o]
AFH

2. htpasswd 3} <& e = OpenShift Container Platform A] =231 & A A §F

u:oﬁ'

SN
3. HTPasswd ID &5 A} ] &5 4 2] g},

4. €228 71¥ OAuth 74 o 5 &1t

7.1.2. LinuxE A}-&3}o] HTPasswd 3} A A

HTPasswd ID 35 2+& AF&-6t2 ™ htpasswd S 41835t S 2] 2B 9] AHE2f o] & Bl 4S5 29ste

E9 39S Yok Tk,

A 27 Avg

e htpasswd 2 2] E] o] A 2~ 5= 2 51 th Red Hat Enterprise Linuxol] 4] = httpd-tools 3 7]
A5 AR et AA =g &’l%‘% =

A}

L AR ol F 3 eiA 8 HEm F9 LS A AV HHlol EdY o
I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
o] gR oM =i E WA T E AL FYT
& &9 &3 2Futh
I $ htpasswd -c -B -b users.htpasswd user1 MyPassword!
29 o
I Adding password for user useri

2. A5 AEE Fdo AL FTHet A drlol Edy o
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../../authentication/identity_providers/configuring-htpasswd-identity-provider.xml#identity-provider-creating-htpasswd-file-linux_configuring-htpasswd-identity-provider
../../authentication/identity_providers/configuring-htpasswd-identity-provider.xml#identity-provider-creating-htpasswd-file-windows_configuring-htpasswd-identity-provider
../../authentication/identity_providers/configuring-htpasswd-identity-provider.xml#identity-provider-creating-htpasswd-secret_configuring-htpasswd-identity-provider
../../authentication/identity_providers/configuring-htpasswd-identity-provider.xml#identity-provider-htpasswd-CR_configuring-htpasswd-identity-provider
../../authentication/identity_providers/configuring-htpasswd-identity-provider.xml#add-identity-provider_configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3. Windows = A& 31> HTPasswd o} A A

HTPasswd ID 35 2+& AF-&-6l2 ™ htpasswd S 41835t S 2] LB 9] A8 o] & Bl 4S5 29ste

29 9 448 oF g T,

A 27 Abg

e htpasswd.exec] A =3 4= QlF Ut o] 912 W2 Apache httpd v 32 ¥He] \bin T 2 & €] o]
Z3HE o] dFU T

L AREAF ol F3 slA | FE® U A S A AU ol Ed Ytk

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>

Aoz AL T

=
I Adding password for user useri

N
ro
ofN

AR

il
&

shel ol A4 F7hsHAL ol =g e,

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

7.1.4. HTPasswd x| =8 A A
HTPasswd ID & A& A& a2 ™ HTPasswd A&} kel o] L gHe Al 81& A4 o aff o g o}
AR 27 AHg
® HTPasswd 39S A4 g o).
Azt
e HTPasswd A&} v o] 3¢ Secret L HAES ATk

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config

--from-file 21 5=l t g A}-&2} spd o] e Kl 7] €] o]
htpasswd = #] 4 3l of g1}

i
flo
do
lo
o
ot
I
iy
o

32


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

7%4.1D 333 74

SR

T YAMLS 2 §3te] A Z21S AT FE AU o

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. HTPasswd CR A} =

o} CR(AFEAF A o] 8] & 2)oll = HTPasswd ID &5 Akl th 8k v 7] M 4= 2l 5] 8 7153k gho] 3A] 5 o
AFH T

HTPasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

o] EFA ol B TFAAEA o] Fel HFol= N gH o Dol BS FH I

@ o Aol DY User e BAE 7hu) g A YL Ao g T
© hipasswds A1g-stel AT vhedo] xR E A ARY YT

O
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4
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=
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2
=
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=
rlo
o
ofl
il
2
=2

AR @7 AR
e OpenShift Container Platform & 282 A4 g4t}

e DA CR(AHEA B ] 2laa) S sy
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http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider
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o\
=)
i
o
4z
£

2 A2 238 of Pt

ol ¥ CRS & &3 ch
I $ oc apply -f </path/to/CR>
o
CRo] &A1 3t4] @+ 73 - oc apply & 3l Al CRE B9 shal v+ 435 E 7
st 4= 9l &4 o). Warning: oc apply should be used on resources created by

either oc create --save-config or oc apply. ©] 43 o] A3 & B A8l = HU o}

FEE QYshebe WAL EAHE FEE Q5] ID FFA) A AR FeLE o 239l

I $ oc login -u <username>
AREA7F 2RI = A g1 E AL AFE AL o] & BAF Y T

I $ oc whoami

7.1.7.HTPasswd ID ZF A} 2] A1 &2} A ujolE

713 HTPasswd ID 7 4-9] AHE-A1E F 781 AL A A & % 9141 o,

A 27 Ab

34

HTPasswd A}-8-2F w} el o] 351+ Secret L EAE S A F Ut o] AAfol|M & ol 55
htpass-secreto| 2} 32 714 gt}

HTPasswd ID &5 A& A4 &Yt o] Ao A &= o] &°] my_htpasswd_providerz}t 2 717
G

htpasswd f- 2 2] €] o]] o} 4] =& 4= 9l %1 t}. Red Hat Enterprise Linuxel 4] &= httpd-tools =} 7]
A& A st dAH 2= 5 dHFYh

)28 B Aol glojol Gtk

htpass-secret Secret ¢ 2.4 E o] 4] HTPasswd 3 & 7 2 5l o] g} A| 2" of] & 3 o}

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

users.htpasswd 7} & o) A A} 822 7 8FA Y A A o

o AL AEA FTE

I $ htpasswd -bB users.htpasswd <username> <password>



7%.1D A 74

2 o

Adding password for user <username>

| HHN‘

o 7]E ALEA} A A:

$ htpasswd -D users.htpasswd <username>

2 o

o

I Deleting password for user <username>

3. users.htpasswd 3} < o] 4] htpass-secret Secret S EAE S oo EX AL&2 2 WA gyt

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

E Rk
& YAMLS A g-ste] A28l A S 5 sy

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. S} ol ge] AHgAE A AT AS 2L ALg Al T 71E 2 228 F7hE A AT oF G T

a. User 2. 2 A E 2kA):

I $ oc delete user <username>

)

a)

| HHN‘

user.user.openshift.io "<username>" deleted

>~

beE ﬂﬂ sloF g th 2o X o EZo] MEHA Gt § ST B2 A% A
89 5 dHUh

b. A& 7}2] Identity © B A4 E A

$ oc delete identity my_htpasswd_provider:<username>

)

a)

| HHN‘

identity.user.openshift.io "my_htpasswd_provider:<username>" deleted
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7.1.8. 90 &S Ag-3to] ID 23 A A
CLIth4l ] 24< 53 ID F3FAH(IDP)E 74 Fth.

A 27 Abg

o 3 FZio) Ze|AyE B A Zaolsof gk

1. Administration = Cluster Settings & 2 o] &3t t}.

2. 74 YA OAuth & FH g}

3. IDFFA A A F7 =5t v ol A ID FEAE AE gy
Za1

71Z IDP& Hoj22x] ¢kl €]

i

S EEINZE R

ofy

U}

7.2. KEYSTONE ID &= A} +4
W 2 o o] B ¥l o] 2~ of] AL-g-#}2 A &5l OpenStack Keystone v3 A W] 919] F-f 155 2 Q38l7] 94
OpenShift Container Platform & & 2~F & Keystone} & 38l = = keystone ID 3525 4 S t}. ]

T4 & 53 A8 A= Keystone A2 5 & AFE-8}o] OpenShift Container Platforme]] 22218 4= 9}
4t

Keystone ID, E&, 7te =1 9l 4 & W] 25 7] ¥ 6= OpenStack T2 A EQ] Yt}

A} OpenShift Container Platform A& 2} 7} Keystone AF-& 2} o] & %= &= 3173+ Keystone IDE 7] ¥t o &
st 5 Keystones} o] S¢2 742 = ST 7 8% E5F AHS-AF= Keystone AFg- 2} ol 52 5 &
A& st 222l T} OpenShn‘t Container Platform A}-& 2} 7} Keystone IDE A8 31H ¢ <FA gt}
Keystone A}-8-2H5 214l 6F 3L 21 AFE- A} o] 5 0.2 Al Keystone AH-AFE A sk 45, A AH& A= o)A
AR& AL Bl ol A 2T S Y T

7.2.1. OpenShift Container Platforme] ID &2 & &

7)#-% o 2 3= kubeadmin At b7k 22 2 o] QU thID FFAE AA s H ST ID FFAE A

3t= CR(AFEAF G 9] 8] &2)& A 3te] S8 2H o F718 OF Py .
251
/.1, %= X35k OpenShift Container Platform AF8- 2} o] 82 2 Q5 %] ¢¥&U )

7.22. X33 A

ID &5 A+ openshift-config U] & 2= 3] o] 2~ o] A OpenShift Container Platform Secret ¢ B4 E & A}-&
sto] Eto]AE A A, Fo|AE S/ H 7| & EFF o

Az
o U} WH S AMESY 7] L 215 A7} £ 5 Secret 0 B A E S 44 ok

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config
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http://docs.openstack.org/developer/keystone/
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SR L

T YAMLE 2 g3te] A28 S A4 T 5= AT

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.23. 74 W AA
ID &5 A= openshift-config 4] & 2~ o] *01] 4] OpenShift Container Platform ConfigMap 2 24 E &

A1g3te] Q1F B HES EFFUTE o] 52 T2 ID ZFA e AZFA HELS £33l U A&

fyh

A3}

% 7132 E g3l OpenShift Container Platform ConfigMap <. H.#)
|2 ConfigMap < B4 E ] ca.crt 7] ol #] 43} oF &t}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

SR

U5 YAMLS A 8-8te] -4 )

mlo
=
i

)4

%o,
o))
i
o

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.cri: |
<CA _certificate PEM>

7.2.4. Keystone CR 41 =

Th8 CR(AFE A 4 ©] 2] &222) o &= Keystone ID B Aol t) & v/l 5= 9 51§ 753 gho] EAH o] 9]
Huth

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
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name: cluster

spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca: 6
name: ca-config-map
tisClientCert: G
name: client-cert-secret
tisClientkey: @)
name: client-key-secret

Keystone =1l o] 5. Keystoneol| A = ALz} o] F-o] = Qlof mpe} thE Ut @ d Z=w QI vk x| ¢
HY

Keystone A ] €174 o] A&-3l= URLY Y TH(=Z ). https & AF&-3l of Ut

A8 AFgH OpenShift Container Platform ConfigMap @ 2 4] E o) tf 3k %2, 4 ® URL9] o gt
AW ASA Y Fad Slof AT PEM A Y Q15 7|Z HEo] 23t

18] 213} OpenShift Container Platform Secret @ B4 Eof th &+ 3z 2, 74 ¥ URL) 8.3 & of
A g ZFgo|dE A=A 7} £&FH U

SO O 90 600
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I $ oc apply -f </path/to/CR>

U

CRo] &A1 3t#] @+ 73 - oc apply & 3l A CRE B4 stal v+ 74315 E 7]
st 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & FAlsl = HU o}

2. d5e dYsttE AR EAE 45 E Y
e,

A

I $ oc login -u <username>
3. AREATE 2RI =A] FRlstal ARgA} ol & EA U T

I $ oc whoami

7.3.LDAPID ¥3#} +4

= vkl = Q1S5S AFE-5ho] LDAPV3 A B ol thall A2 o] 5 B 5] f R4S lst == Idap ID
THAE A EYTH
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7124 o 2 = kubeadmin AH8- 29 F2] 2E o QUL ID FFAE A A T ID FHFAE 29
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3. Ao A E o] DN AR AF Al 8 55 AFE-she] LDAP A H o kel | gy ot

5. vhelgol 4F S FHE £ LD, ol vl 2, HA| o] &, 7|2 A A o O 2 AFg 3ol ID

2 RFC 2255 URLe| ™, A}-8-8 LDAP & 2E 9 A w7l H 45 XA Tt URL &2
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I Idap://host:port/basedn?attribute ?scope ?filter

o] URLY] 74 %

URL 4 4 A

Idap 2 uk LDAP2] 749 ldap 419 S AH&3H t} B ok LDAP(LDAPS) 9] 7 ¢ v 2lldaps =
AHE Y T

host:port LDAP A el o] A LEYYth Idape] ¢ 71 27k localhost:389 o] 52 LDAPS <]

<-localhost:636<] 1) t}.

basedn B AAE A& ok sk v e E e 712 DN Yt Hoj = t e e Eg] o] 9l 9]
ofofsiAl Tt E o 5t 9 EE AL T T AFH T

attribute AT EAYPUTE RFC 22550 = g 18 789 £ 552 AH S 5 AT AT 5
= &4 o AAglol A MA £ T AU Th £ 0] A FHA Fe A 71 B2
uids AHg-she ZdUth AHE S 8t9] BT o] RE oA f3 A4S el st 4l
ol FHFUTH

scope A W Lduth one TEsubY = JFUTH H T Al FEA e A4S 71 2E3esub
HAE AHE st AP U

filter F 33 LDAP 4 JE YU th Al T84 ¥E 4 71 232 (objectClass=*) ¢ Y th.

AME FR S o &4, DE], Al Fd AR ol 55 AFste] =3 22 A e g YT

I (&(<filter>)(<attribute>=<usernames))
ol & 0] b5 22 URLS A HAYA| 2

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

ZEto]AETE A2} o] & bobg AM&-3le] A& Al et A9 A4 A4 8= (&(enabled=true)
(cn=bob))%i Y t}.

LDAP t] el Ej 2] ol o] 4o Q1Zo] B 23 7% §2 & 7431 v 2182 bindDN % bindPassword =
SEERRE

7.3.3.LDAP A =8 A

ID &5 A& AF&-5le ™ bindPassword =Z = 7} 33 OpenShift Container Platform Secret 2 24 &
£ % o] sl of gt

4
e bindPassword 2 =7} > & ¥ Secret S HA EE A 7t
$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-

config
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--from-literal ¢1<5=¢| ) & bindPassword=S %3} sl= A =8l 7] = bindPasswordz} 3 & o}
Eash=3

SR L

O YAMLS 2 §3te] A Z21S AT FE AU

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. 7+ 9 A

ID &5 #F+= openshift-config v & 23| o] 2~ ]/~1 OpensShift Container Platform ConfigMap ¢ 2. 4] E &

AFE S S 7| ES 2T FUTh o] &2 FEID FF A B a3 ASA MES X3st= vl A
Hyth
Azt
o 12 HHS ALE5le] 215 7] F-S E3H5FE= OpenShift Container Platform ConfigMap < = =)
EE oYt 2% 7] #-&ConfigMap 2 B4 E 9] ca.crt 7] ol # 743f oF gt}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

E Rk
Thg YAMLS 2 8-3te] 74 P& s 5 9layrh

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.cri: |
<CA_certificate PEM>

7.3.5.LDAP CR A &

th& CR(AHE A 4 9] 2] &:22)el = LDAP ID g2 2toll o g w1 5= 2 318 7h5 @ ghol EA o] 9%
Yt

LDAP CR

I apiVersion: config.openshift.io/v1

41



OpenShift Container Platform 4.10 <1

@ O 0 9 906 060090

42

ol
=)
i
&
e
£

kind: OAuth
metadata:

name: cluster

spec:

identityProviders:

- name: ldapidp ﬂ
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G
- uid
bindDN: "
bindPassword: 6
name: ldap-secret
ca: Q
name: ca-config-map
insecure: false @
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m
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m AFE-E LDAP &2 E 9 AA w7 H = X 5= RFC 2255 URL Y Y o}

=77
LDAP & 3< 918 AHEAE 818 5o F71ate] H lookup v 32 ¥ S AF-8-8H4] A Q.
LDAPol| A 22215t S8 2E #a] 217} 2+ LDAP AF4-=}e] o) &t Identity . 2 4 E 2
User 2 B A E & A A3 ofF gt}
F7tEas
o & IDFwAel 3% mappingMethod ¢} -2 wjj 7) ¥ =0l o & Al g 8- ID F5-A vl
METE FxHA 2

AR &7 AR
e OpenShift Container Platform & 282 A4 g4 o}
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I $ oc apply -f </path/to/CR>
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CRo] &A1 3H4] @+ 73 - oc apply & 3l Al CRE B9 stal v+ 435 E 7]
st 4= 9J &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 43 o] A3 & B A8l = HU o}

2. ¥5E QY sE MAAT EA D A5 S Qo] ID FFA) ASAE Fe2H o 239

gy
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I $ oc login -u <username>
3. AFEATE 2RI =A] Rl ARgA} ol & EA U T

I $ oc whoami
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7.4.1. OpenShift Container Platform<] ID ¥ 5% A &

7124 © = = kubeadmin AH§-4 7 2] 28] o] U THID FHAE A shel W AP ID FFAE A
sh= CROAHE A 9 9] 2] 222) 2 YA shel e 260 sl of gt

3

/,:, %= X 3$Fsl= OpenShift Container Platform AF-&x2} o] &2 X 5] A 51Ut

712 e det e FFMAYUFLE, AFEAE A ID FF A tall A5 E S HBE AFE-S)
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|22 0] IDFFAE XF AF TN AT F AUt

Ze A7 Aol B HTTPS A2 & S8l ZAI 219 AHgA D 2 % 253 o
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HZF oS &8l 94 Aol il sl d A4 S8 o R4S gt A4 S8 & 72 dF e =
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Platformel] 3uj o s ch.

o] 24 & A}-&2} o] &/¢tE 219l W A ZE ) A v 25511, OpenShift Container
Platformoll A 914 Q15 Ao YIEQ IS 83T 5 loloF gyt

AHgA ol § W BB E /B Q1F 0 E 85 H 3 JSONo| whghs] = 917 URLS) thal a4 o] sHelgy]

200 o] &] o] e == H o] AA] g2 "error’ 7] = L FE VYEFE UL
I {"error":"Error message"}

sub (A &) 717} 20021 Bl = A3 A&

I {"sub":"userid"}ﬂ
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I {"sub":"userid", "name": "User Name", ...}
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e email 7| E Al 83l= oY FA42 9

il

o=

i

Futh

I {"sub":"userid", "email":"user@example.com", ...}

o preferred_username 7] & Al-§-3l= 7] & AFEA} o] 5. W7 758 ALf FA| 7 Hl o] E H o] 2
71 == UIDolaL g ¢17] A& ol &) A et= 74§ F& Ut 215 IDl| v 3] OpenShift
Container Platform A} &-212 Z 20| XY ad o] Sl EZ A} E UL o 2 S o2 3 72+ o)

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.43. A =235 AA

ID &5 A= openshift-config 4] & 2~ o] 2~ ¢)| 4] OpenShift Container Platform Secret ¢ 24 E & Al-&
ste] SEto|AE A8, FHOIAERISA B 715 2

A3}
o Uhg B2 ALEsle] 7] B A7 LM Secret 2 BAES 4 I

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

Zro A H

T YAMLS 2§ 3te] A Z21S AT FE AU

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 773 W A
ID &5 2= openshift-config ] & 23 o] 2~ ]/~1 OpenShift Container Platform ConfigMap ¢ 24 E &

A1gEte] Q1F B HES EFFUTL o] 52 T2 ID ZFA e AZFA HELS £33l U A&

fyh

N
i)
filo
kd
noi'
1

= }3F+= OpenShift Container Platform ConfigMap < 2.4
1%—8—ConfigM p © B A E 9] ca.crt 7)ol #4aloF Fct

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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SR

T YAMLE 5 g3ke] 74 92 wE 4 AU th

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.cri: |
<CA_certificate PEM>

7.45.71 15 CRAZ

e CROAHEA A 9] 2] 22)0l & 718 915 ID Fi Aol th @ vl W5 8l 58 /b5 & ghol EA15o] 3
Fu

71 Q15 CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:

url: https://www.example.com/remote-idp 6
ca: ﬂ

name: ca-config-map
tisClientCert: 6

name: client-cert-secret

tisClientkey: @
name: client-key-secret
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718 15 sl e oA 15 B E 2 et= URL.

A8 AFgH OpenShift Container Platform ConfigMap @ 2 4] E o) tf 3k %= 2, -4 © URL9] o gt
A QIFA el a4 gl A PEM QIEY Q15 7|3 HEo] g Yt

21 &) A}Fg}: OpenShift Container Platform Secret @ B4 E o tf 3+ Zx 2, +4 ® URLC] 2% & uj
AT Ego]AE JAISA 7 23 Y Th

OpensShift Container Platform Secret ¢ B A E o st Iz 2, o] A E QA FA o gt 717} &
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o = EIDFH Ao 5% mappingMethod ¢} 72 wjj 7l ¥H =of] o g+ 2} A g+ W 82 ID 35 A} v
NHTFE FRHA L

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF ] g a)S eyt

o BEAT ZaAa o} P

1 g9 CRS H g3t

I $ oc apply -f </path/to/CR>

23

CRo] &A1 3t+] @+ 73 - oc apply & 3l A CRE B4 hal v+ 435 E 7
s+ 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 43 o] A3 & FAJsl = HU o}

2. 458 I stehe WAA EAGHE 5 E Y

FASECH

A

ko] ID T Ao AHE AR Z 8] 2E o] 29

I $ oc login -u <username>
3. AREATE 2RI =A] FRlstal AFgA} ol & EA U T

I $ oc whoami

7.4.7. 71 2 ID ¥ Aol o g+ Apache HTTPD 4 <

OpenShift Container Platform 42} 7] & ID &5 AH(IDP) 74 ol A &= IDP A B} o] o] JSONS- A}-§-3}] A
& 2 A2 g oF 1tk Apache HTTPDo A CGl =AW & ALg-35to] o] 88t 2 & 53T
AFUTh o] Ao = o & AT Ptk

d]): /etc/httpd/conf.d/login.conf

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on
SSLCipherSuite PROFILE=SYSTEM
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SSLProxyCipherSuite PROFILE=SYSTEM
SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

d]): /var/www/cgi-bin/login.cgi

#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

d]): /var/www/cgi-bin/fail.cgi

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.471. 9 @ 7 A3}

w2 Apache HTTPD §I Mol A A at= vt ol gk a7 A Yok

login.cgi 2! fail.cgi& 23] & 4 3l ofoF gy ti(chmod +x).

e SELinux7} &4 3lE o] & 7 - login.cgi ¥ fail.cgiol # & 3F SELinux 71 €] 2~ E restorecon -
RFv /var/www/cgi-bin7} 9lojof gty 22| %] ¢t o ™ Is-laZ = A}&3lo] e ~E 7}
httpd_sys_script_exec_t<1 %] &1t}

e login.cgi= A& %7} Require and Auth x| A| F-o u}2} A F & o2 21213 7o vk A FHyY
t}.

o X827} 2 1915kA] &l fail.cgizt A 3] = o] HTTP 401 -3-Ho] T A Yt}
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HolM curl 93 & AP FUth A&l 2220 S HAESIHM o3 o A oA <users ¥
<password>§= a _]— X}-Z,ﬂ = 7 E’.l?_% Eﬂigg}a =] E—,E\-FJ o] = ;q R
A gy ok

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

3

o}-.l

A S

sub(A &) 7171 200%] Bl = A& A &S YJeERH Y oh

I {"sub":"userid"}

I {"sub":"userid", "name": "User Name", ...}
® email 7] S AME-shs oMl 4
I {"sub":"userid", "email":"user@example.com", ...}
e preferred_username 7] & A}-&3l+= 7] 2 AFE A} o] &
I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

S5 A 2o) tlo]Eulo] 2= 7] Ei= UIDo] 3 1 2 7] 4
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752. 9 Y AF A

8% 3l ID &3 2= X-Remote-Users} 72 8 4 3t gholl Al ALg2HE SIgUch dubd oz 9%
o #s AAslE lE 2249} A ALRH YT &3 30 ID 33 A= HTPasswd, Keystone, LDAP
72T 2 AH g5 2afE AME e GED*Jﬂﬂéﬂﬂ¢$SHW

o
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ARUE A9 SAML 9153} e 513 TN = 23 66 ID FFA4E AT 5 A&
t}. o] £ %42 Red Hatol 4 A 93k ek& U k.

A7} o] ID ZFAE A ste] At E AS LA
https://<namespace_routes/oauth/authorize(¥ 35} 9] 73
https://<namespace_routes/oauth/authorize = >~ =

E—gﬂ

)Oﬂ ol /\‘" oH 0}; 61—1/]]-4_ O] = HEH/HJE

Hu ru{ru

ﬁ]ﬂEiiﬂ%ﬁiiommE%ﬂW@ﬂ%
HA e 85 g g st e s OAuth A & A 8l oF &Y
Hap9-A 719k 229l flows7F B 23 SEto|AEL QIS HA &2 2 F S g dsted t&S Tl

=)=

e provider.loginURL | 7| =& ) 3}3] So|AEE QA F3t= A5 25 A URLE A A3 o
2 7S https://<namespace_ route>/oauth/author|z Z EZEAFY L

WWW 15 A=A 7} o 3= = OlAEL JIFTHA &2 S duddstdd =S T3 g

e provider.challengeURL vjj 7] == WWW 2135 2 & X 7} | A 5] = O|HNEE 9|2
FEZEAURLEZ AAS T oH S https //<namespace route>/oauth/author|z 2 IZTEATEY

=y

provider.challengeURL 2 provider.loginURL v 7l 1 5= URL %3] 2o t& EES £3+a 5= 9
F4th

o ${url}> A URLE wA =™ 2] v 7j oA b sl =& o] 2A| o] T Y T}
oj): https://www.example.com/sso-login?then=${url}

o ${query}= o] =Ao] = AT H A 2 AA FE EALEE WA FHU
oj): https://www.example.com/auth-proxy/oauth/authorize?${query}
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7.5.2.1. Microsoft Windowsol| 4] SSPI 914 x|

=9

Microsoft Windowsoﬂ)\i SSPIAZ XU S A&t AL 7< 28 H 7|9yt 7|« =
27 7152 Red Hat Z2 9 M M| 2 =3 Al 2H(SLA)A A X D 3HA] o, 757 &4

3HA] %%—’F Jo] ZEYHof| ALESIR] X= Aol EHFYLE o] H S 75 & AMESHH T

A E 7S 7)ol o] & = o] ML HH ol A 217 o] 7] TS H LEFAL 3 =9 S A
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https://access.redhat.com/support/offerings/techpreview/ & 23} A &
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OpenShift CLI oc+= Microsft Windowsel| 4] SSO & & & & 838} 7] 93l SSPI(Security Support Provider
Interface)E A9 gUth 83 3t ID FF A= GSSAPI 2| 9 Z 2 1] 9} 37 A}-g-5}o] Active Directory
A B = OpenShift Container Platformol] 14 3} 7 ¢, A& 217} =) ¢l o)) 7} ¥ Microsoft Windows 71
FE oA oc HH= ¢l E] ¥ o] 25 A}8-3}o] OpenShift Container Platform2 A5 0. & 2158 4= <5

c}.
7.53. 74 9 AA
ID &5 2= openshift-config Y] & 25 o] 2~ ¢f| 4] OpenShift Container Platform ConfigMap 2 24 E &

AFESte] Q1% 713 MES ERFUTL oSS F2 D Z A Bad dEA WES Tk o ALS

fyh

AR}
o TS §H S AFR3to] 915 7] S E 3= OpenShift Container Platform ConfigMap ¢ 2.4
EE Aot} ¢21Z 7] A2 ConfigMap <. B 4 E ©] ca.crt 7] o] #] %3l of gt}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

SR

T YAMLS A §5ke] 4 WL wE 4 g th

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.cri: |
<CA _certificate PEM>

75.4. 2% 3|t CRAZ

Thg CR(AFE A g o] 2] Aa2)dl = 24 315 ID F7 7o) o3 /4 2 18 7153 gro] EAE 0] 9
Huth

274 89 CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: requestheaderidp ﬂ
mappingMethod: claim g
type: RequestHeader
requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}" ﬂ
ca:
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09

@ 9 9 & o

name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: G
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders: @
- X-Remote-User-Login

ol ZFA ol B 8H ST ol A A&7} o] B ol o= NG E o] ID o8& BT
o] ZF7 o] D9} User © 1A = 7b w5 A4 & Ao Fu o).

8] ALk Q155 #] ¢8-2 /oauth/authorize 8% & 2|t 843 URLE, B e}9-4 7|9t SEfo]AdEE
ol =3l t}2 s T 23 S https://<namespace_routes/oauth/authorize = = = A 511 t}. OAuth &
ol flows7| #l| th = 25 52 ¥ https://<namespace_routes/oauth/authorize = = = ] ] = URL 9]
/authorize($-3) S A }13)E EvtoF ot ZEA] 819 F 2= w7yt ${url}2 3 A
URLE WA = 2] w7l ol A Qb et =& o] A o] TP Ut} ${query}= A A H] EHEE
WA FHU T o] g o] F o] A 2™ loginURL-S AR-&-3lf oF ¢4 T}

A el A}s)k ol =5 X ¢S /oauth/authorize 9% & 2] o] gl A st= URLE, WWW-Authenticate 2%

S Al ZEtol O,j_E_ £ 21 =3 t}2 https://<namespace_routes/oauth/authorize = = = A g+

Yo ${url}2> A A URLZ 2 A = 2] w7 HFoll A b= S o] 27 o] g Yt} ${query}=

A A AL R AU o] FA o] F o= A &2 75 challengeURLE AF-g-3ff oF $1 t.

PEM 2139 <154 WM E o] E35HE OpenShift Container Platform ConfigMap ¢ 2 4 E o tj 3 3+

ZAUTH 97 AuloA A F e TLS A5A 9] f 54 S Belahe A P72 AHegu
=9

OpenShift Container Platform 4158 &= ©] ID 3 &=}l ca & =7} 9l o] oF gt} o]
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ID &5 7o) 35 ¥ mappingMethod o} 7 ) 7] 3 520l o & 244 & &2 ID FF 7w

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
® D FFAe] CR(AHEAF ] g a)S eyt

o BEAT ZaAa o} P

1 A ol® CRE 483

I $ oc apply -f </path/to/CR>

1

CRo] &A1 3t4] @+ 73 - oc apply & 3l A CRE B4 stal v+ 4315 E 7
st 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & FA|sl = HU o}

A

2. d5e dYsttE AR EAGE 45 E Y
e

I $ oc login -u <username>

K
>
oo
Y
L
i
ttlo
kM
>,
o
AW
u)

3. AREAE 2213 =A Bl st

I $ oc whoami

7.5.6. 8% st = A& &= Apache Q15 74 o

o] Ao A= 23 3l ID FF A= A& 3le] OpenShift Container Platformel] tff + Apache 915 Z =
Al E AU

AH&AL A o] ZEA] 74

mod auth _gssapi 53 AHE3t= AL 8F &Y ID FFAE AH8-3F] Apache 915

Pl YUt 28y FaE e obd Ut T 8 Ao SEEE T E ZEA S A AHEE
Y

4 e
39 1o
oy r‘I '

)
[y

7S w357 98] ZEto]AE @ H oA X-Remote-User 3|t £ 2} ¢+3 ),

RequestHeaderldentityProvider --7J ol x| Z2}o]AE QA FA] AF S Al gt}

o AHA flows A3t B E A5 8% o tisl X-Csri-Token 3 5 & A A 3ff of F o}

ko] ID T Ao AHE AR Z 8] 2E o] 29
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) gl = 2] ] o 4] 2ol

e /oauth/authorize &5 % 3| 319 A Z 7 ZEA = =X] &34 A
AES Sute AR Bl F AES v d S tha] 248 oF Ty

e https://<namespace_route>/oauth/authorize 2 = =] 5= URLS 33 &2 4] Qlo]
/authorize 2 E1}oF gt} o & £ 9], https:/proxy.example.com/login-proxy/authorize?
... https://<namespace_route>/oauth/authorize?...= = = A] &} o} gt}

e https:/<namespace_route>/oauth/authorize = Z =A% = URL 319 A =&
https://<namespace_route>/oauth/authorize 3¢ 4 2 2 Z E2 A 5] o] of Tt} o] E S0,
https://proxy.example.com/login-proxy/authorize/approve?...=
https://<namespace_route>/oauth/authorize/approve?...= Z = A] &} of g1t}

4

https://<namespace_route> 5=4-= OAuth A B 2 2] 7 2 o] oc get route -n
openshift-authenticationS- & 3] sl 714 & 4 JHF Y

83 slH & AH&-31o] Apache Q15 74
o] o A 9| 4] = mod_auth_gssapi = 53 A&3te] 8% d0 ID &3 AS 53 Apache ¢15 ZTEA 2
Al Uh,] 1—4_

A 27 Ab

o dE 2 g o A} mod_auth_gssapi 255 714 g Utk 24 Al 2Hl o v 3l 7] 2] 7} A %] = o]
Sl oo g o}

o httpd

o mod_ssl

o mod_session

o apr-util-openssl

o mod_auth_gssapi

o NI FoeddEAEstes oS

e CAE A gt CA7} E£3HH OpenShift
Contalner Platform ConfigMap ¢ 24 &

she
oI the-g A shel +F Uk

=
[S)

=
=

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q CA: ConfigMap © B 4] & ¢ ca.crt 7] o] % #al of & o}
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ER=i R

ohe YAMLS 5 §-5ke] 4 WS WE & A5

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.crt: |
<CA_certificate PEM>

o EE9] FTolAE AFHE AT o] AFAE X509 AFA EF L Aol AHT 5
Stk ZeholdE ASAE AT 5 A= H S AZols WL A5y Asl A4 B
CAY A 43 3 oF g o,

o IDFFA CRAHEA A9 ] 222 wEY k.

A=
o] ZEA= FEOIAE ASA E A sho] X-Remote-User 3| T & 21 5] sl == 7744 ® OAuth A H o 1
Ay

1. Apache 4 ¢l th3 <154 S 44 g t}. SSLProxyMachineCertificateFile vj 7] ¥ = 3o =
ARshE AFHE M THAE AT 5he o AHgHE S 9] FoldE AFA A
34 7] §9 02 TLS 9 FeholAE A5 & AHgsof Tt

2. Apache 742 AR T B AE S ALg st Bas 44 9 g2 AT L.

A 2.

ol

A} A 9

i

B Z 2 S Al FeA AESA S0 g W&

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com
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DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>
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</VirtualHost>

RequestHeader unset X-Remote-User

23

https://<namespace_route> 5=4-= OAuth A B 2 2] 7 2 o] oc get route -n
openshift-authenticationS- & 3] sl 714 & 4= JHF Y

3. CR(AFE-AF A o] 7] & 2)o) 4] identityProviders =&l 2} £ ¢ t] o] E gt T},

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

# curl -L -k -H "X-Remote-User: joe" \
--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request
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# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. challengeURL & t] gl /d o] & st o] A==] A FH T}
# curl -k -v -H '"X-Csrf-Token: 1"\

https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

T} @A ol A 2182 challengeURL 2] t] & 4 & B 1§k o).

d. WWW-Authenticate 7] 2 221 2], &4} A &l X
H o] WS A3 g}.

tH

EF b BUAR 401 9L A

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>
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e. Kerberos E]Z1 & AF&-3} A AFE-31A] 2237 OpenShift CLi(oc) 22912 H2~EF )
i. KinitE Al-8-3lof Kerberos EJZ1-& A4 §F 4 §- o] & 2HA| Y ot
I # kdestroy -c cache_name ﬂ

ﬂ Kerberos 7l A] ¢] o] & A| 33l oF &1t}

ii. Kerberos ¢1% A W E Al83}o] oc =0 222134t}
I # oc login -u <username>

Z 237 E o Kerberos 3= &

Rt

Ut

ii. oc =0l A 2 1ol )
I # oc logout
iv. Kerberos Q1% A B E AH-&3te] HA S whEU o
I # Kinit
ZFZE | Kerberos AH-&-#F o] &3 55 dH U o
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I # oc login
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7.6. GITHUB *+= GITHUB ENTERPRISE ID & F A} +4

GitHub X+= GitHub Enterprise 2] OAuth Q15 A H o] ts] Al-&2F ol & H A5 FaAde Selst=s
github ID 525 -4 g t}. OAuthE AH-&3FH OpenShift Container Platform3} GitHub ==
GitHub Enterprise 7+2] £ w3} flow7} &0 8] { Y}

GitHub £ 3}-& A8-3slo] GitHub 5 &= GitHub Enterpriseo]] ?i@% T A F Y GitHub Enterprls =3t
A0 SXE o5& Al Fslof o, Aol thek o A8 cadsA MES AHAHL
[e}

- S Gl = e 2 H A 8HA &= 3 GitHub @ GitHub Enterprisec] =% 2 &% 1t}

GitHub <12 724 s} A&7} GitHub #}74 & S A8 5o OpenShift Container Platformel] 21
olgk &= l5 Yt} GitHub A&} ID7} 91 AFgo] OpenShift Container Platform &2 ¥ o] 2 1215}
A R == 54 GitHub 22 o] A& g A A 28 = =2 A8 5 JFUTh

=

7.6.1. OpenShift Container Platform<] ID 35 #} 4 X

71%5 0 2 = kubeadmin AH§-7 5t ¥ 26 o] 95U ThID FFAE AP sl W P D FHAS A
sh= CROAHS A 9 9] 2] 222) 2 YA shel e 2o sl of gt
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3

1,1, %= XE3§F3l= OpenShift Container Platform AF-&%} o] &2 A 9 &

A

FuTh

7.6.2. GitHub | E2]7l o] d &=

GitHub &+ GitHub EnterpriseZ ID 33 A2 AF& & A AL S o Z 8] Al o] A& S =3 oF gy ot

Azt
1. GitHubol o Z&] Al o] & Tt

® GitHube] 7 ¢ Settings — Developer settings - OAuth Apps = Register a new OAuth
applicatione Z8 3t}

e GitHub Enterprise2] 7 -$- GitHub Enterprise & 3| o] X] & o] &3} t} 2 Settings =
Developer settings - Register a new application& &3 g1t}

2. o =g A o] A o] &(<l: My OpenShift Install)S- ] & g1 o}

3. https://oauth-openshift.apps.<cluster-names.<cluster-domain> 3} 72 &3 o] %] URLE ¢
.

4. A Ao &g Aol d A S dH I

rsi'

ol 29 URL

ins

5 A Hsth URL 2o = ID F 54 nameo] )54 th.

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

ol & So) thgw 2rTh
I https://oauth-openshift.apps.example-openshift-cluster.com/oauth2callback/github/

6. Register appllcatlon% Z gt} GitHubol| A ZF2}o] A E IDe} F&8o]AdE A=A
thID T2 +4 & SEste ™ ol 23 gho]l Z o

filo
2
ofl
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7.6.3. A28 A7

ID &5 2= openshift-config 4] & 2= o] 29| 4] OpenShift Container Platform Secret ¢ 24 E & Al-&
ste] SEto|AE A8, FHOIAE RISA B 715 2

Az

ol

& Y2 ALg sl

2} o] 3t Secret . H A EE A A S T}

o

$ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

—
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SR
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apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o Thg W2 ALgste AFA

“

Ut 7o el h4o] E3E Secret QHAEES ol 4 Uk

rlo
i)

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.4. 7 W) A

ID 3 A= openshift-config 4] & 2= o] 29| A OpenShift Container Platform ConfigMap ¢ 24 EE
ARE St )15 7R HES XU ol 52 FEID FF Ao 2o 1S HES et vl AHS:

Hyth
Za
o] A 2} GitHub Enterprisedl] ¥+ & & 1 t}.
Azt
o U3 HH S ALE3le] 9% 71 3-8 £33k OpenShift Container Platform ConfigMap < .4
EE 393tk 215 7] %2 ConfigMap © 2.4 = <] ca.crt 7] o) 4 s oF gt

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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U5 YAMLS A 88te] 74 B & vhe & sy th

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.crt: |
<CA _certificate PEM>

7.6.5. GitHub CR 41 &
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Th& CROAHEA 4 9] 2] 2:22)el = GitHub ID Z5 ko] o @ w7l 5 2 51 & 7H5 3 gre] EA1 50 9)
Yt

o

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca: e

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
teams:

- myorganization1/team-a
- myorganization2/team-b
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A 8] A&} OpenShift Container Platform ConfigMap . 2 4 E o] o g %=
AH AF5A ] FaAd Slof AFEZ PEM Q15 Q15 7]# W Eo] L3P Yth 37
T e FE <=4 7} 9= GitHub Enterprised] A 9+ A}-8- Ut}

5 =% GitHub OAuth o Z2] 7| o] A o] Feto]AE ID. off &2] A o] 412 https://oauth-
openshift.apps.<cluster-names.<cluster-domain>/oauth2callback/<idp-provider-name> ] =
9 URLS Ab-g-ate] 72438 oF ch,

OpenShift Container Platform Secret @ B4 Eof th sl ZZ 2, GitHubol| A w3l 3l Z-&lo] A E A
zglo] gHE Y

@ ® o 0600 9o

BA
/setup/settings 3} ©] GitHub Enterprise hostname 7}3 d X sjjok 5l LT E HE E 3518 = ¢l
HUth o] ZS A A 5HA] o W teams - += organizations2- 7 o] 3l oF g4 t}. GitHub 2] 7 9 ]
f ) H S A SR T

%7 22 hostname Z =7} A4 o] 4% &A1} mappingMethod~} lookup o = A4 = o] 9=
7d §-oll = organizations *- = teams I =& A A sl oF F 1t} teams Z =9} A A8 F gl

o

g Z-= hosthame Z =7} 2% 5 o] A &7+ mappingMethod”} lookup o = 47
F-oll = teams 5= = organizations 2 = & A7 3)| of g4 t}. organizations J =9} §
SEND

o

61


https://github.com/settings/applications/new

OpenShift Container Platform 4.10 <1

o\
=)
i
&
e
£

HAH 1 7

3

organizations ©=- = teams 7} 2| @ - VD H 27 F s} o] ol £8t= GitHub At
S0 2 1218 4= 5 Yt} clientlDol] -4 © GitHub OAuth o) Z 2] Al o] A o] =& 2] &
fr7botd A9 24 /A7 o] 48 AFE-seE W AL A2 A EHE Ko ) oF gy T
ol gl gk 2ty 2 22 #E A7 GitHub & A & 22l st= &F == GitHub 227 A7 ol A
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Fel2HE AT FAEAEATUFE 5 UL D FFAE F/HHIA L
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e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF ] g a)S eyt

o BEAT ZaAa ol P

1 A ol® CRE 443

I $ oc apply -f </path/to/CR>

o

al

CRo] &A1 3t4] @+ 73 - oc apply & 3l A CRE B4 stal v+ 435 E 7]
st 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & FA|sl = U}

2. OAuth Al ¥ oA E&S 714 &Y th
kubeadmin A}-8-%} 7} A 7 739 oc login H & & A3 st EZS A = & ¢ H oA
MM 25F= W o gl gk A H o] Al FHYTh

{ $£:9] A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] 7] o] %]
of AA =g = FU o

3. FY&H 2aglste] A5 98 EE

o

Ay

I $ oc login --token=<token>
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4. AR AP EA FAsh A A o F2 EA U Th

I $ oc whoami

7.7.GITLAB ID 252} +4]

GitLab.com &=+ 7] €} GitLab Q1 2H 22 ID I F A2 AFE-5l =5 gitlab ID 35 A5 4 U o

GitLab 1% 7.7.0~11.0& A} -8 35}= 749 OAuth =& AF& 3l A4 gt} GitLab 1 11.1 o] A& A&
3= 7 9- OAuth th 2l OpenlD Connect(OIDC)Z /\}4‘1 sto] A4S o dHFUTh

7.7.1. OpenShift Container Platforme] ID &2 & &

7124 o 2 = kubeadmin AL-g-2b vt Z 2] 2 o] QFUThID FEAE A A AT ID FFAE A
3= CR(AHE A A 9] 2] 222) & A 3ke] 28] ¥ ol Fobsfof Fuo

ol

/,:, %= XE3$F3l= OpenShift Container Platform AF-&32} o] &2 A 5] A 5Lt

7.7.2. A =33 AA

ID &5 2= openshift-config Y] & 2= o] 2~ ¢)| 4] OpenShift Container Platform Secret ¢ B4 E & Al-&
ste] SEto|AE A A8, FHOIAERISA B 715 2

Az

® T& ¥R & ARE ko] wAd o] 2¢HE Secret L HAES A

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

Zro A H

T YAMLS 2 §5te] A 23S AT FE gt

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

flo
i)

o W go] £3¥ Secret L LA EZ Ho|gd 5 9]

o)

o T B S ARl AFA HY P
I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.3. 77 9§ A
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ID &5 A= openshift-config Y] & =5 o] 2~ ¢f| 4] OpenShift Container Platform ConfigMap 2 24 E &
AbgtA RIS 7A HMES TP UTL ol 52 FEID Fu A o g SA HES £¢ st vl AHE

U,
B3

o] A2} GitHub Enterprisedl] ¥+ & & 1 t}.

A}
o T}S WYL AMR LY 91F 7] A2 ¥ el OpenShift Container Platform ConfigMap <. 2.4
EE AodYrh 95 71#-2ConfigMap ¢ B4 E 9] ca.crt 7] o] A 7l oF ¢ t}.

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

Zro A H

T YAMLE 5 g3ke] 74 92 whE 4 AU th

apiVersion: v1i
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.cri: |
<CA_certificate PEM>

7.7.4.GitLabCR A &

T} CROAMEA} 4 o] @] 42)0l) = GitLab ID 27 7ol th @ vl /)5 5 814 7Hs & o] EA = o] 3
U,

o))

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https:/gitlab.com 6
ca:

name: ca-config-map
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o] T4} o] & & GitLab 527 AH8-7+ ID kol 3ol = A4 Hlof ID o] &2 4§tk 2 URL
W= H ol = AL H U T,

o] Z#7e] IDs} User © HA & 7hu] 3 417 W & Ao Fh ),

=4 Gitlab OAuth o Z 2] A o] A1 o] ZF&lo] A E ID. o Z 2] A o] A& https://oauth-
openshift.apps.<cluster-names. <c|uster-domaln>/oauth2ca|lback/<|dp provider-names ] =
W URLS AR&-8ho] 43 ) oF g o).

{m

Al =
slo] Zghg k.

e
4>
50

GitLab &5 =#F¢] &2~ E URL. https://gitlab.com/ T=+= 7] €} #}3] & 28 Gitlab Q1 =8 X~

Q OpenShift Container Platform Secret @ B4 E o t) g+ 3% 2, GitLabol| A w3} 3+ S g}o] A
4t

, 773 URL<] o gt

AR &7 AR
e OpenShift Container Platform & 282 A4 g4t}
e IDFFAe] CR(AHEAF 9] g &a)S eyt

o BEAT ZaAa ol P

1. Aol" CRS A&t
I $ oc apply -f </path/to/CR>

23

CRo] &A1 3t4] @+ 73 - oc apply & 3l A CRE B4 stal v+ 435 E 7]
s+ 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & FAlsl = HUY o}

2. FEE QHSE WA EAHE G5 Q5] ID FRA) AR e 2E o 239

I $ oc login -u <username>

3. AMS AL 23R $elsh3 AgA ol B¢ EAIFU
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I $ oc whoami

7.8. GOOGLE ID ¥+ #} +4
Google¢] OpenlD Connect &35 2 A}8-3}<] google ID 33 A5 +4 Y th
=

Google$ ID 35 A& A& 3l W A& %17} <masters/oauth/token/request S 53 E2
S A ek B =l A Abg-al o Fy T

'@ 9
Google S ID FHFAZ AHE-31H & Google AFEA7E M A58 =3 S = U H
3E& AHE

Y t}. hostedDomain -4 &4 sl B S AE CUﬂ"J o] Wl Q135S A3t
Ll IR AR =5

7.8.1. OpenShift Container Platform2] ID 3%} 3 B

7124 © = = kubeadmin AH§-4 7 2] 28] o] U THID FHAE A shel W AP ID FFAE A7
Shi= CROAHS A 7 o] 2] 2:2) 2 g sho] o) 226 o] kel of Tk

31
/,:, %= XE3$Fst= OpenShift Container Platform AF-&32} o] &2 X4 5] A k51Ut

7.82. A28 A

ID &5 A= openshift-config Y] & 2= o] 2~ ¢)| 4] OpenShift Container Platform Secret ¢ 24 E & Al-&
sto] oA E A A, Ego|dE J%*ﬂ 9715 =3¢y h

Az

o U3 WS AME3te] wAE o] 23 E Secret L EAEE AT}

o}
I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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7%.1D A 74

SR

e YAMLS A §5te] Al e A S S dEU T

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 encoded_client_secret>

o Thg W2 ALgste AFA

“

U3} 2

rlo
i)

o ) &o] 37 Secret LEHAEE %

O_L,
o
e
4
¥o
o))

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.3. Google CR A1 =

th& CR(AHEA 4 9] 2] 2:22)0] &= Google ID 33 2ol T & v ¥ 2 51§ 715 @ gho] HAH o]
Yt

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: googleidp
mappingMethod: claim
type: Google
google:
clientlD: {...}
clientSecret:
name: google-secret
hostedDomain: "example.com" 6

o] F#4 o] & Google 54 AHE-A ID 2ol HFol 2 A o] ID o] B FHFUTh 2 g4
URLE W EsHe ol = AL gy o

o] FF#te] ID9}User S B A E 7h v A% WS Al o] gy th
5239 Google Z 24 E o] Zg}o] E ID. Z & 4] E = https://oauth-openshift.apps.<cluster-
name>.<cluster-domain>/oauth2callback/<idp-provider-name> ¢] 2]t} d) A URIZ A}-& 3l +

gl oF Ytk

OpenShift Container Platform Secret ¢ 24 E o] th 3t 3% &, Googleo]| 4] @3] 3t Z2}o] A E A
A=le] Yt

@6 @@G

239 AR LS A e Ul AHEHE & 2E =1 ¢l Yt} lookup mappingMethod 7} A& 5 = 7
S A8 At d Ytk vl &= ¢ X E Goodle A & A5 = A HUTh

67


https://console.developers.google.com/
https://developers.google.com/identity/protocols/OpenIDConnect#hd-param

o\
g
i
o
e
£

OpenShift Container Platform 4.10 <1

ID &5 Aol &5 ¥ mappingMethod ¢} 72 wjj 7l 18 S=of] o) &+ 244 & W82 ID 35 A vl

AR &7 AR
e OpenShift Container Platform & 282 A4 gt}
e IDFFAe] CR(AHEAF ] g &a)S eyt

o BEAT ZaAa o} P

1 99 CRS H g3t

I $ oc apply -f </path/to/CR>

o

3l
CRo] &A1 3t#] @+ 73 - oc apply & 3l A CRE B4 stal v+ 435 E 7]

sk 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & B A8l = U}

2. OAuth AlH oA E&S 714 &Yt}
kubeadmin A}-8-%} 7} 2| 7 739 oc login W& & A3 st EZS HA s = &= ¢ H oA
MM 25k W o gl gk X o] Al FHYTh

{ $£Z9] A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] 3] o] %]

of AA 2T = JlF U
3. FHzHA 2aded A5S e E2E& Agdy

I $ oc login --token=<token>

23

o] ID FFAE AHEA ol BT FTE AFE T 2IAL AU3A WU Tk
4. HgATF 2NN EA FASILALE A o FL EAFU T,

I $ oc whoami

7.9. OPENID CONNECT ID &5 A} +4
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7%.1D 3w A 4

°1= 5= Flow & AF-&3}e] OpenlD Connect ID 3%} 5838t == oide ID 35 A& #4434 o

OpenShift Container Platform 2] OpenID Connect ID &5 A2 Red Hat Single Sign-On& 4] & 4= 3}
4t

T8

OpenShift Container Platforme] 915 £ #}of| A = ++/d €l OpenlD Connect ID &5 2} 7}
OpenlD Connect 7 2} AleFS & 3 oF ).

23
" ID & ¥ Userinfo ¢t 5 3l 52 A Q= %] e¥5H T
7124 2. = openid W 9171 24 H Utk E 23 7 extraScopes Z =0l F7F H A S AL 5 AFY
=3

Z# & OpenlD ID FF 2o A wrgkal+= JWT id_token 2 =] 3 9 Userinfo URL | A w133 =
JSON Oﬂ A dEYyth

|

AHEA DR AFE S St o o] 2o QS P SOk Fth B2 1D 299 subgiy T

o

E g ALg A9 71 B A o) F, BA o F, oW Y FAE ST FEY S heby
el Qo] ARt A9 o] A & grel Ak A A 2 o) £

Futh

A

sub "Subject identifier(F=A] 28 2})" 2] & &f U ). whe) zpof A AFE-=}2]
27 DYt}

preferred_username AHEALE Z 2R A Y S w) ALgstE 712 AFE AL ol 5 Y AHgA} 7 A
£33 sk oF Yy ti(el: janedoe). Y wtH o = 1% ]*‘%‘91 A&
A 229l B AREAF o] Fof] sl B8tk Y Y Th(el: AFE A} o] F BEi= ©]

A
email oM FAYYth
name FA] o] E YUY

A4 & -8 OpenlD 289 A8 A& FxstH AL
3

OpenlD Connect ID &F A2 A}&-312 W A& 2} 7} <master>/oauth/token/request= %
3 EZS 7 obM W mol A Ak el oF Fu T

7.9.1. OpenShift Container Platform<] ID 3%} A B

7124 © = = kubeadmin AH§-4 7 2] 28] o] U ID FHAE A skl AP ID FFAE A7
shi= CR(AFE A A 9] 2] 2:22) & A4 5ho] Fej 228 ol 713l of g e,
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/,:, %= X 3$F3l= OpenShift Container Platform AF-&2} o] &2 X 4 5] A 51Ut

7.9.2. A1 38 A

ID &5 A= openshift-config Y] & 2~ o] 2~ ¢)| 4] OpenShift Container Platform Secret 2 24 E & AL-&
gto] SgfolAE A=A, SHOIJEJITA W 7] E TFFYTH

A =}
=
o th WYL A Fte] Aol 3 Secret 2. B A E S 44 itk

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

Zro A H

T YAMLS 2§ 3te] A Z21e AT FE AU

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o Thg W2 ALgste ASA

“

A3} 2

flo
i)

o ) go] 3¢ Secret L HA EZS Ao d 5= 9]

o)

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.3. 7+ W A4

ID &5 A= openshift-config ] & 2~ o] 2~ ]/\1 OpenShift Container Platform ConfigMap ¢ 24 E &
A1g3te] Q1F B HES EFFUTH o] 52 F2 ID ZFA s AFA HELS £33l U A&
Huh

- -

o] A 2}= GitHub Enterpriseol 7t 2 @ gt th.

915 718 E 33k OpenShift Container Platform ConfigMap < 4]
#-e-ConfigMap © B 4 E 9] ca.crt 7] ol A &sfoF gt o}

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config
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O YAMLS A §3te) 74 9 & whe 5 glgy o

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
type: Opaque
data:
ca.crt: |
<CA_certificate PEM>

7.9.4. OpenlD Connect CR 41 &

g CR(AF&AF A ¢] 2] &22)ol & OpenlID Connect ID FF Aol th 3wl 7] ¥ 4= 2
wo] hFH T

QL

€ 7 & gkel

kM

Al

AREAE A o] ASA WS, F7E M 9], FoF AR ol 8 3 w7l S B = userinfo URLE %4 &l of &=
7319 2 4] OpenlD Connect CRS AF&-3H4] Al £

3 OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email
groups:
- groups
issuer: https://www.idp-issuer.com G
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OpenID 7320 529 Zgto|AdE ¢ ZFato] A E ID. 8o E £ https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>o° =
@ =20l wake] ¥ OpenShift Container Platform Secret © B4 of] o & 22 ¢ Y o),

@ OpeniD Aperol 4 B4 AEAUTh Ae) B 27 74 24 §lo] httpsE Abg-s|of Fich

D= AT Zu Y BEYuh ulo] 94 e 3 WA Ze Yol AHgE L th

A A OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:
clientlD: ...
clientSecret:
name: idp-secret
ca:
name: ca-config-map
extraScopes:
- email
- profile
extraAuthorizeParameters: 6
include_granted_scopes: "true"
claims:
preferredUsername: ﬂ
- preferred_username
- email
name: 6
- nickname
- given_name
- name
email: G
- custom_email_claim
- email
groups: ﬂ
- groups
issuer: https://www.idp-issuer.com
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I $ oc apply -f </path/to/CR>

3

CRo] &7 3t4] @+ 73 - oc apply & 3l A CRE B4 stal v+ 435 E 7
s+ 4= 9l &4 o). Warning: oc apply should be used on resources created by
either oc create --save-config or oc apply. ©] 4% o] A3 & FAsl = HU o}

2. OAuth B el EES 714 Yt}
kubeadmin A}-& 217} A 7] & 7% oc login 3 % & 41 &)
M A 23k W ol Tl & A H o] Al FPUTh

R E2S A 5 Qe g HolH

ol

{ $££:9] A (?) Help » Command Line Tools— Copy Login Commandz ¢] 53} o] 3] o] %]
of AM 2T F= AFHTH

3. ZE&Hd 2aRlst] 1S5S fd EES AEedYTh

I $ oc login --token=<token>
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I $ oc whoami
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Service Account (Bot)

LOCAL ROLE
BINDING

Bot caninteract with
specific resources

LOCAL ROLE
(Bot)
Rule Rule
PROJECT

8%4.RBACE A}g-5te] AE g 9| 9

®

User 3

O O O

O

B

@)

B

Group1 User1 User 2
LOCAL ROLE LOCAL ROLE LOCAL ROLE
BINDING BINDING BINDING

User 1 can edit
in project

User 2 can admin
in project

Group 1 can view
in project

CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE

CLUSTER ROLE

BINDING

User 3 can cluster
admin in all projects

CLUSTER ROLE
(Cluster Admin)

Rule Rule

i (View) (Edit) (Admin)

i Rule Rule Rule Rule Rule Rule
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80

I $ oc describe clusterrole.rbac

=9 q

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams [ 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
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deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods 1 1 [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete

deletecollection patch update get list watch]
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deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]
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localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host i [ [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews 1] 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 [ [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host 1] 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ 1 [get create delete

deletecollection get list patch update watch get list watch]

builds.build.openshift.io

I f]

[get create delete

deletecollection get list patch update watch get list watch]

projects

update]
projects.project.openshift.io

get patch update]
namespaces
pods/attach

deletecollection patch update]
pods/exec

deletecollection patch update]
pods/portforward

delete deletecollection patch update]
pods/proxy

deletecollection patch update]
services/proxy

deletecollection patch update]
routes/status
routes.route.openshift.io/status
appliedclusterresourcequotas
bindings
builds/log
deploymentconfigs/log
deploymentconfigs/status
events
imagestreams/status
limitranges

I (]
I (]

I (]
( f]

f] I

[get delete get delete get patch
[get delete get delete

[get get list watch]
[get list watch create delete

[get list watch create delete

[get list watch create

( f]
(] f]

( f]
f] I
f] I
I (]
(] I
I (]
I f]
I (]
[ I
I I

[get list watch create delete
[get list watch create delete

[get list watch update]
[get list watch update]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
[get list watch]
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namespaces/status I 1]
pods/log (l I
pods/status [ i
replicationcontrollers/status 1 I
resourcequotas/status I 1]
resourcequotas I 1]
resourcequotausages 1 1]
rolebindingrestrictions 1 [
deploymentconfigs.apps.openshift.io/log 1
deploymentconfigs.apps.openshift.io/status 1
controllerrevisions.apps 1 [
rolebindingrestrictions.authorization.openshift.io 1
builds.build.openshift.io/log 1 1
imagestreams.image.openshift.io/status 1]
appliedclusterresourcequotas.quota.openshift.io 1
imagestreams/layers 1 1
imagestreams.image.openshift.io/layers 1
builds/details I 0
builds.build.openshift.io/details 0 I

Name: basic-user
Labels: <none>

[get list watch]

[get list watch]

[get list watch]
[get list watch]
[get list watch]

f]
f]

[get list watch]
[get list watch]
[get list watch]

[get list watch]

[get list watch]

[get list watch]

I

I

I
[update]
[update]

f]

[get list watch]
[get list watch]
[get list watch]

[get list watch]

[get update get]

[get update get]

Annotations: openshift.io/description: A user that can get basic information about projects.

rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:
Resources

selfsubjectrulesreviews I (l

selfsubjectaccessreviews.authorization.k8s.io 1 [

[create]

selfsubjectrulesreviews.authorization.openshift.io [] I

clusterroles.rbac.authorization.k8s.io [ 1

[create]

[create]

Non-Resource URLs Resource Names Verbs

[get list watch]

clusterroles [ [ [get list]

clusterroles.authorization.openshift.io 1] I
storageclasses.storage.k8s.io 1 [
users I [~] [get]
users.user.openshift.io [ [~]

projects.project.openshift.io 1 1
projectrequests.project.openshift.io 1 1

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

84

[get list]

[get list]

[get]
projects [ [ [list watch]
[list watch]
projectrequests 1 1 [list]

[list]
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$ oc describe clusterrolebinding.rbac

=9 4
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

85



OpenShift Container Platform 4.10 215 2 @3 Hof

Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins
User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api
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Name: admin
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6. A1-8 A o & 7}
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oc adm ] 2 CLIE AFg-38te] o & gl viel g & A& & = JlF Yt
AR = 2R A S vl st A Y Frtetd 9 ol e AR A s 2 F ] Bl = A A
gho] Foi gt} oc adm policy 8 & & AH& 5t A& 9 5o &S FUL AU AREA H 2F S

ERY A4S AAL 5 A5

N FEsE 489S TedEs 28 A4 EE 15 AP T F A&

4
1L 54 Z2AE) AR A &L FIFY T
I $ oc adm policy add-role-to-user <role> <user> -n <project>
95 5w oS Ay stol joe L2 A E < alice AH&-7}oll 7 admin o &g 718 5 Qs
I $ oc adm policy add-role-to-user admin alice -n joe
A4 AR
o YAMLS A gote] AL Aol Al o &8 718 S ol o
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice
2. 22 g uIg S Ba S FrHE A=A el
I $ oc describe rolebinding.rbac -n <project>
o & 50 joe ZRAES] 2 AT HIY S LA OGS FAFUH

$ oc describe rolebinding.rbac -n joe

==
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin
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Subjects:
Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers

Labels: <none>

Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.

Role:

Kind: ClusterRole
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Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

Q alice A}-&- %} 7} admins RoleBindinge°l] &7} % 21 %4 t}.

87. 24 A& 44
ZeAES] 2 4T YA o] JFL AHEANA AT 5 AF T

A
1 ZeAE 24 q8S 44sdd o ¥y A
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
ol o e &g A Ut
® <name>: 27 9% o] &
o <verb>: AT 8T FAIE HERE LRI EF
® cresource> ¥ o] HL&EH = g i
® <projects: ZZ A E o] &
o & £0], At A7t blue Z2 A E ] PodE & + e 22 A& S AAAdHA IS ¥E S
) 3o
I $ oc create role podview --verb=get --resource=pod -n blue
2. A A EL A A v e W o W S Ay

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

L Ee2y S vEdd S 98 S A dyth
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
o] ol E e A g
® <name>: 27 4% o] &

o cverb>: J o) LT FAE HUE FET ES
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I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. 24 A& uield g

& AY e Abgste] 27 e vhel g o 3k AL
A= /K]—»Q—o]-oﬂ —LE_—J ‘%X]Xo ‘ELZ’:S{)\{:]_\_L]D}-X]ZJ

W32 AL sl

$ oc adm policy who-can <verbs <resource>

$ oc adm policy add-role-to-user <role>
<username>

$ oc adm policy remove-role-from-user
<role> <usernames

$ oc adm policy remove-user <usernames

$ oc adm policy add-role-to-group <role>
<groupname>

$ oc adm policy remove-role-from-group
<role> <groupname>

$ oc adm policy remove-group <groupname>

8.10. &2y 9 g nfely o

ol

O3 2GS ALE-5te S8 2FH g npelgd S
o] 7t ol B ALTFANEH B R -n F 17}
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¥ 82 2728 Qg vy 24
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$ oc adm policy add-cluster-role-to-user
<role> <usernames
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ke A
$ oc adm policy remove-cluster-role-from- ZFH2H RE T2 E| ts] A ALEAZ R
user <role> <username> H AR TS AAFUT
$ oc adm policy add-cluster-role-to-group EH2HY RE Zz2AE dsf) A FdS A4
<role> <groupname> gl vl g Y ok
$ oc adm policy remove-cluster-role-from- g nE 2 A E tis] A Y H 2F oA A
group <role> <groupname> AE IS AAFU

8.1. Z& &g # A A A

Z 2H gl 4&2 F4 3 7+S OpenShift Container Platform 28 28 ol A #2] A =& &S 433 512
™ cluster-admin & sto] 2 @ gt}

A 27 A

o ZoxH BYAE Q)T AFEAS A oF T
=p
o AgAE T aY DA Qo T

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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9. KUBEADMIN A&7} A 7]
9. KUBEADMIN A}& %} A 7

9.1. KUBEADMIN A}-& =}

OpenShift Container Platformoll A &= A x] =2 4| 27} 5 2 Z 8] 28 &8 2 kubeadming 2 A &
U,

o] Ab&-7= cluster-admin & &o] A5 0 2 A g =n] F2|AE 9 FEAGAR AFHUTL YS = F

2 o 2 A A =1 OpenShift Container Platform 37 ol A -5ty th A X7 5 5 H A X T2 19 9]
ZHo 457t A FEHYLE A S 59 oS3 FE5Y.

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. KUBEADMIN A}-8=} A 7

2= A o] &1 3L A cluster-admin A}&-#- 2 2HE S kubeadmin$ 7 7| 5lo] 28 28 B SHS 7

@ F ]
t} 2 Al-8-2}7} cluster-admino] = 7] Ao o] AAE =3 sl &= 7 - OpenShift

Container Platform<& t}A] A X &l oF 3 t) o] HE o H 42T 4 gl& Yt}

AR 8.7 AL
o &} o]3e] ID FFAE A oF gy th
o Alg-x}ol| A cluster-admin < 3-8 F=7}3) oF g o).

o BEAT ZaAa ol P

o kubeadmin A =318 A A gt}

I $ oc delete secrets kubeadmin -n kube-system
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1078, M| 2= ARG o] sl 5L A4

10.1. A v 2= AR 7 &

e 1A 2 A47FAPIY FH A 2= 4= = OpenShift Container Platform Al 7 4 Y t}. A H]
7t Z2 A E Yol A 3t= APl Q HZ—JEO“/]‘:P AH) 2 Al S AFESHH Lk AR 2Fe] 214
F 314 = APl 9 2 AL FAF Aol 5 g UiTh

OpenShift Container Platform CLI == ] &4 5 A1831H APl & E3)] APlof o 3l 1=0] 43 5
Yok dut AFg2Le] 244 S S AFE- ] @Al = APl AN AT QU EE A 2 A A H] 2 AR
AAT F AFULE A E E, A=A S AEH S T3 F AFH T

rlu
mlo

® PodE A stAY AHAIsE7] flell 54 DEEHE T3 APIE &

o AL 98| Aol R o) el o] & el APIE 3 EF o).

* ZUHY E=FHS A AF H=2A IS 3 APIE S5 H Y-
7t A ul = A o] AFEA o] 5 ZRAE S} o] Fofl A g Y o

I system:serviceaccount:<project>:<name>

REAHE AR LS O F 2F Bl 7 = Y Th
aF Avd
system:serviceaccounts Al =gl o] B E Ay 2 Al o] 23 E Y

system:serviceaccounts:<project> A A E T Z A E o] B E A H] 2 A H o] T3P T

Zt MBI 2= A ol = T 7 7HA Al F B 0] A g o2 2 U T
o APIEZ
® OpenShift Container Registry x}4 &

AP APIES W AR 2ED AF FRE BEAA SR AL Aot FET 5 A5
SET R R EERET BRI TR R BRI

10.2. A Hj = A A4

maAEoA Avl s AA L AA T o gl nil Pt AHL F @ F olHuTh
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107 A1) 2 A o3 % A

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

o

RElch

ey

i

2. AR Z2AENM A MU= A S st v
I $ oc create sa <service_account_name> )

ﬂ OE Z2A Eof| A AH] 2 A S A st ¥ -n <project_name> S =] 4§ T}

2 o

serviceaccount "robot" created

| n-LlN‘

E Rk

e YAMLS 2 §8te] Aul = AP S AT = AU

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

S~

3. e Abak A u] 2 A o] A28 S Bkl g o,

$ oc describe sa robot

o
i)

a)

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

10.3. A B 2= Al A o] 9 & Hodls= o

vk ALG A A o o TS Bl 3 e WA 02 M2 AR 4T ReAT F AL Th
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96

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

o Au

the YAMLE # § 5hed o

sk
ftlo
A

7t = YT

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

2 ATS AT FE AFUL A& So] A H] = A
o] &£3l= TR A E A -z = 2= A2 3}3L <service_account_name>2 A F

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

T8

ER Ao 54 Au 2 AR tlE AH 2 AL Holsel Wz Y 18 ALS
FUth o] Fe) 18 ALS S LEE WA ST A G E A2 Aol e A4 2
Bg Bl & dFu ok

A4S An

T YAMLE ) g3le] o 82 5748 & Ut

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

EER PR BES A ohg oA 9 2ol -n GG AbSate] AL EE ZeAE Y Y
ol 2% Ve & dEU T
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$ oc policy add-role-to-group view system:serviceaccounts -n my-project

SR L

st
fijo
jy

T YAMLE 2 &-8le] 9 8g 3712 = Ay
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

)

managers . 2 A E o] 1T & A H] 2 A A o 4] my-project Z2 A E Q] g ArE
E5 3EHWE S A d Yk

A+ 3
I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

SR

T YAMLS 4 &8t 988 F7138 £E 9

o

Y.

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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1178 ol Z e Al ol d ol A M u] 2= A ARG

N1 A2 AlA 7] 8

8 47} APl 2 A A 28 4= 21 = OpenShift Container Platform 7] % 9 Y t}. A 1]
E Yol EAst= APl QB A EJUTE AH] 2 Al S AFESHH Lk AFS-2F9] 214
Y= APL A 2~ Ao F-A3H A& = A F YT

OpenShift Container Platform CLI == ] 48 AF8-31H APl &
Yt Ak AR} 24 TS AL O}X] 2oL APlof| o A 2~
AAT F AFULL A E & ,/\1H1¢ AL S AFESIH 22 T3S 5 dFY

rlu
mlo

S8l APl i &t 1 5ol =3

o PodE ASAL A Ai3) BA DESHE F3) APIE &
o WAL 93] AL olU WF HFe Aol H L Ba) APIZ T EFL L

e RUHH

1
e

TS Al AR fZA TS F APIE EEIU -

2} aqu) 22 A o] AFE A} o] B s B o) o] 2o A Al E U T

system:serviceaccount:<project>:<name>

BE A2 AR L e F gl Wol ] gy

g A

system:serviceaccounts A 2=El o] BE A H] 2~ AR o] EEFH U )

system:serviceaccounts:<project> A A E T Z A E o] B E A H] 2 A H o] T3P T

ZF AE| 2 A ol = v 7 7R Al 2 Eo] Abs o ® I YT
o APIEEZ
® OpenShift Container Registry A2 &1
AQEAPIEZ Y YA 2EY IS B = R HA AR A AR S A st 73351 5 st
A B g AR e A 28 A B °] s ® A o] Al g YT
1.2, 7] & M u) 2 A4
OpenShift Container Platform 2 2] 28 ol = E 8 &8 #2] & fal 71 A B2 Al o] E3hE] o] 9lom,
ZEAEvT H B2 A8 Aol A HY
N.21. 71 2 S8 2F A 2 Al A
therat Qe AR S 7h A2 A AF FH S AFS sl AR Th ok AH 2 AR A A%

] OpenShift Container Platform <1 2} 3 2 4] E (openshift-infra) ol 4] A A =, Z2] 228 A A o] 4] t}
& Aol ATt

>

|
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7. o Z 2 A o] Aol A A= AR AHE

A u| = A A

replication-controller  system:replication-controller & sto] &35

=

deployment- system:deployment-controller & o] &35
controller
build-controller system:build-controller & & o] g3 5 A H5YTh 3 W3 JdE D= podE A

g8k7] s A E = Bt WE 2 E Ao 27 ¢l build-controller 48] = 77 o]
EgE ol dFyth

N22. 7|2 Z2AE U2 AAH LD I

=

ZRAEY 3] A= Aol AAFoz AFH U

X e = A AHEH

builder W= Podol| A AFggHu ol W Docker #| A 22 E 8] & AF§-3lo] 224 E 9] o]n| %]
2EY o g olux & "o Y& 4 9l= system:image-builder < sto] #) 354
=

deployer v 3£ Podoll A A& 31 system:deployer & st& x| H sl A¢ TR A EoA &

A AEED 9 Pods B 488 + AFHh

default e Au 2 AR A A G @ 71 e RE PodE A9 ah o] AFE T T

Z2AE S RE XU 2 A A o = system:image-puller & &Ho] Fof 5] o] Y1 A o] o]u| x| & A 2
EE ARGt ZRAE S B E o] KE YA o|u|A] & 7HA & & dFH T

N3. A= A ABA

oA Eo A A 2 AR S AT o Tl sl ate] ARG Hel e 4 AU

Az
1L ode Abgh @A) ZRAENN A2 AY S B S S P
I $ oc get sa
=49 4
NAME SECRETS AGE
builder 2 2d
default 2 2d
deployer 2 2d
2. A Z2AEAN A MU AR S AEsEHE =S T3 I
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I $ oc create sa <service_account_name> 0

ﬂ 02 =24 E o A A 2 Al A S A4 51l W -n <project_name>-S A & 3 T}

2 o

serviceaccount "robot" created

| HHN‘

o A u

12 YAMLE 4 &35l |2 AR S AT 5= dFU T
apiVersion: vi
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. Ag) Ak AMu] 2 Al o] A A S FAFY Tk
I $ oc describe sa robot

2 o

o

Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

AN
x
=
P
)
ol

o Q1% YR E 9N oA AL§

API )15 o] H a3k o f o Zej Aol Aol MH Ao ESS m xS

FUth

o)

oM R = 7}A oW 21 ZH A& Al &% ¥ imagestreams/layers ol th g+ get A 3o] gl o] oF g T}
olm A= Wo] Yo eZ9 AL Aol Al &3 @ imagestreams/layers <] th 3 update 4 gto] gl ofof
Eash=g

Nedow ZrAEs] RE MU 2 AGE g TR o] v 42 /b4 S F A Aol A,
builder 4] 2= Aol &= s 3 Z2A o] o] w42 Wol Y& Adto] YUtk
A%

1 Aul 2 A A o] APl E2S 3Hel gt
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I $ oc describe secret <secret_name>

& =¥ e AEU

$ oc describe secret robot-token-uzkbh -n top-secret

o
i)

a)

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3c970e4b7ffe

Type: kubernetes.io/service-account-token
Data
token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. M2 EEE Mgt 2y
I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...
29 o

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. MR AF o R 2aAAPY=A] FAFYTh
I $ oc whoami
2 o

system:serviceaccount:top-secret:robot

| HHN‘
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127%. ¥l 2= Al = OAUTH 28k A E= ALE-

12.1. OAUTH Zg}lo| A E 2 A] o] A v A A A

MH) 2 A3 A 8 P el o] OAuth o] IE R AHE T 5 &L th A 8] 2= A o 4 &= M) 2
o) A U9 225l 0] 2= el 9= AR /1B ARG A H W GG /) ur Ao A 2T 5 Uk HEAC
WY 23T 5 Sy

® user:info
e user:check-access
® role:<any_role>:<service_account_namespace>
® role:<any_role>:<service_account_namespace>:!
A Hl 2= A & OAuth 8o A E R AbE-ste A ¢l o3 254y

e client_id= system:serviceaccount:<service_account_namespace>:
<service_account_names> ¢ 4t}

e client_secret2 a3 A v = A o] APl E& 5 shutd = )

ofy

Ytk d &

il
*)
O
oo
o
i
)4
i
°

I $ oc sa get-token <service_account_name>

e WWW-Authenticate 2 21 2] & 7} x4 Q2™ A H] 2= A A <]
serviceaccounts.openshift.io/oauth-want-challenges 54 & true = 4% 3t c}.

o redirect_uri= A8 2= A A o] FA] 7 A X&) ofF $F T}

12.1.1. A ¥] 2= A4 2] URIE OAuth S2toldEZ gy HA A

T4 7] 9= H F Al serviceaccounts.openshift.io/oauth-redirecturi. ===
serviceaccounts.openshift.io/oauth-redirectreference. 7} 3l o o} \:} o= 59 ke 75yt

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

N

e Bale] 24 AlEste] £ ES AT UM URIE A3 AT 5 AUk ol 2 5o] o3

]_
T

oy o

m\l

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

9] dl ol A first 9 secondzt= H v A= 7 7l FraE gt P URIE 25k dl AHEH Y
E4% FAEANA = AA A URIZE SESHA FS FAFU dE Ed SY A2 B

Ingress& &3 A 02 7HF3fofF & 5 AF Yt o] %9 serviceaccounts. openshlft io/oauth-
redirectreference & FAIS 3 =4 gvyda A URIZF 2=y o).

& ol tha# AE Ut

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
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"kind": "OAuthRedirectReference",
"apiVersion": "v1",
"reference": {

"kind": "Route",

"name": "jenkins"

}
}

o] Al OAuthRedirectReference = -3 jenkinstt= ZF =& 323 5 ) g0l gk 4= Q5 ) upet
A a4 Z o] BE Ingress7t o] Al & A & = k5 Y th. OAuthRedirectReference o] % | A}k
ohe 3 2

- dlo
o
fot
-0,
m°*'

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference" {0
"kind": .
"name": . 9
"group™: 9

group> S HAE JFS YEbHUTh A& 250l Wl AEe|ER ol =S N Y FYTh

% 24 HEAE ARshe] B2 DA o)A Ao U0l H & Yo% 5 dgUth o Sof the 3t
zZ

aaciRley

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first Al =4S A4 3= o AU jenkins ﬁiOﬂ https://example.com¢] Ingress”} 9l thaL
5}H o] A https://example.com/custompath= a3 71 © 2 7+ 5 X v https://example.com2
Fragt 2o b3 e GEUth Holy Qo227 & B3 o2 Al Fdte §4 2 v A5 YT

7
" "https://"
S E o E "//website.com”
rTE '//:8000"
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o
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o
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D
=
3
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=
(=4
o
=
3
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re
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)
e
e
£

3 7=

=t "examplepath”
ZFa1
S2E OB Yol2Y|E AR oY H2H QUAES] FAE o F vo 7} wA HuE v}
%8 F 2ol obg

9] FEY REZXHE U

o
Y
rlo
oflt
1>
o
>,
oo
p‘L
&
i)
it
et
-+
¥2
ofy
i
u)

<scheme:>//<hosthame><:port>/<path>

AR L A Ao FLF CHAES Tl o) F2T 5 AFUTh

_<|_>r_

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

jenkinsz}= 7 2 9 https:/example.com Ingress7} 1 t}al 717 51 https://example.com:8000 2!

https://example.com/custompath 7} =5 #3831 o 2 7+FH U}

=

B 9 5 4L FA O ALl Uk BAE 5y

et
)4

& &yt
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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1B3F. HAAAH &

o
o:
iy

HAT A H EEZL2 A H ALS AR SRR T gl e} 54 2P o2 A she = B alF3
t}. cluster-admin & &Fe] Al & AUt H Y7 A A H EZ S AT S gl S5t
= H3}

°

SEEREBEERL Sste] H g T TeE 230 3%
U Th F7H 9 A B 98] A AT Lef Ao et v 2 S4o] sht o] 4
2] 3} 9 % 8l oF P o,

A =
ol

1310 AFE- A1 R 9

AR AT AR ALS R U HRE Qe vl FHL FUT O % ol mE the 3} o] 75 of
A% 0% A4 T,

o user:full - =& AF&-A} A Sk APl o g A ¢ 71/227] A A =5 & &t
e user:info - AF-&2} A H (e o] F, ZF)oll gtk ¢17] A& QA 2=E 5§ G

e user:check-access - self-localsubjectaccessreviews 2! self-subjectaccessreviewsol tj st
A2 gAY 2 o e EM N ALGA D 2§ Adshs WEYd Y

=

o user:list-projects - A1-8 27} A 2T F 3le TZAHAEES YIRS ¢)7] A& QM5 58
Easies
13.1.2. 99 & ¥ 9
AT HAS St U dadol A2 dHP ) AFH AT 5L FEo] A= dde 7
AFH ek

e role:<cluster-role name>:<namespace or * for all> - E 2] 25 J o w2t | HJH 2oz
H7F A SE AT, XA H | 23 o] 2~ gy T

A3
AL o] A5 oAl 2 A ske] of 2@ o] AH X P Th A2, o3 upeld Ul
o &3} e B ol AA AT 5 YE A Tolr ek o] Wk alF 2l e o
& M 22 ARG geba o712 e o 2ol d e AT 4 A5k

R Ee) A s edite} 2L o Tg o 2o A E & o) T2 AZbeA) oA %
Az M 2T 5 Sl A5 o 2 e o] 4 g U o,

e role:<cluster-role name>:<namespace or * for all>:! - =7 1 = o] o] Y $Jo| A HA| 2 A3
Sol=AYgoldEd  Avke HS A9 st $19 o & A T
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147 vl g | B 2= A B ALS

& A 5] AWS IAMT} 72H& Z 819 = FF 2 IAM(Identity Access
A

1418198l MU 2= AlH EEZ A H

Hlol Y| Au 2~ AY E2S AL A E Mu 2 A B2 g A WS AT 5 Y

o] B ST el gl Al 7o Hlel g 5lo] YU Th o] 2 Eaf IAM & &) tf & A u] 2= AH Q1 F 2
EH
O~

Podl vl %VJ%%U@E%@OLQMH%HE%HE—ﬁiﬂﬁ“WbQM%mmﬂAME +& st
vl Bl AJH] 2

A 27 Abg

e cluster-admin ¢} & ¢] A8 & Sl 2E o] QA28 5 dHFYTh

o AMH|2 AA S A FYTE o] AR A= A2 A A 2] o] & 9] build-roboto] 2} 37 717 $HY

T},
Az
1. K] Abel Au| 2= Al e 25 g gy o)
MHIEE o] F ol e Wlol A v A8 HE 29 AWk 02 of Bl B e ahA) ek,

@ 9
serviceAccountlssuer Z = E ¢t o] E3E} 5L o] 1] A}& =9l HlelY E o]

H
1o oA Wzt gro] Y RE vheld Eo] Rastgurh vy e
E2 25471 334 AR e A H 02 Ao] Yl A, AfAE
Pod g thA] A1 4@ mj7bA) Af vhel e E2e 23 84 4Lt

B g thet b BH S Mg stel Fej2E e BE PodE g B AT
FodEyth ol WH e A RE v A o] 2 H A F RE
Pod7} AH4) 5] B 2 M) 2271 S etk o] Podie AHA) F 2450 2 BhA] A

2
ot
L
£ 4

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {.metadata.name}
{"\n"} {end}'); \

do oc delete pods --all -n $I; \

sleep 1;\

done

a. cluster Authentication ¢ 24 E 2 3 3 3]}
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1474, vl G g Al 2 A B2 AL

I $ oc edit authentications cluster

b. spec.serviceAccountissuer Z = £ ¥ 3}= A v 2= A AP groz 44

o

Y,

spec:
serviceAccountlssuer: https://test.default.svc ﬂ

=l A7 EEZ AE S ERIst=d 2o 3 71 & 352
= URLo] o of gt} 7] 2 712 https:/kubernetes.default.sve ¢ 1 t}.

AR Bo) v B AE 2 A E2S A ES podE T T

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token g
expirationSeconds: 7200 6
audience: vault ﬂ
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T2 o] 24 priviledged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6

type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
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kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:
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apiVersion: v1
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0
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apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

Q EAQ AL IDE @3 &t Av oY L& Pode MY 2 Al e AL A A 8l AL} IDE 8
83} SCColl T 3F o Al 2 @ ko] Ko @ 7 $-of v+ OpenShift Container Platformol| A %15 Ut}
SCCE 21-g3d 499 ID, 54 Yol &8l IDEE 233 #dd J 35 2182 DS 5] &
T dFUTH

o] -4 & SELinux, fsGroup @ 37} 12 & 31t}

15.4. Wt HE ~E A oF 270 A4

OpenShift CLI(0C) S A}-&-8Fo] SCC(Hot A g

1m
Y
P
ox
oX
et
2
%0,
)4
i
o

A 27 A
® OpenShift CLI(oc)E A %] gt}

e cluster-admin & & 9] A} &2 2 ZFe] 2~E o] 223t}

Az

1. o] & o] scc_admin.yaml¢l YAML 3} o] SCCE A o] &t}

120



oY

ol

SecurityContextConstraints

fm ot e

@ -
5849 7ls

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

CRI-O% Docker ¥4 9l+= L3} 7]
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$ oc create -f scc_admin.yaml
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securitycontextconstraints "scc-admin” created
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$ oc get scc scc-admin
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NAME PRIV ~ CAPS  SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. HQF AE 2~E A oF 20l gk & 7] 9k A A 2

SBAE RBACO A A2l dt el an= AF T = AF Utk 212/ SCColl that Al =~ At yelE 5
iiﬂéwtﬁﬂiﬂiﬂiﬂﬂé¢%€quC°WW%42$E%1miﬂ@%ﬂﬁ
A EY 2 AA H A7 FAE U

o

=
g3

011
uot

bt

=
718 ] o 2~ o] 2~ (default, kube-system, kube-public, openshift-node, openshift-infra,

openshift) 5 slitol A A/d € Podoll = SCCE @9 & 4 iUl ol gl gt v 25 o] =
= Pod =& MU 28 A st ] ARS8 A= gyt

o &ol] th 3 SCC A 2= A3g 23t o

uk
i

73w sce B aE A A 2

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

2o B g 9 gk 4T

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 6
verbs:
- use

12
et
1o
o
il
o
L

o}.

o
Lo
i
12
sk
Lo

Y g2 o] 2Ad Ytk XA 3HA] e 7A$ 7] 25k defaults] U o}

jricA

SecurityContextConstraints 2] &~ 5 ¥ 315l= APl Z5 Y Ut scerl gl &2 E A A A2
= A ogyrh

WM 23 SCC o] 59 of Y Th

o 009
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rJ

A8} 71 resourceNames Z = o SCC o2& (AT F U&= g hax 259 o] &Yyt

18
%

QO ol A8 BA Y
olg]d FH o] Qe 24 = F2FH 9L E3 RoleBinding &&= ClusterRoleBinding 0. & vl g €
Z3 = scc-nameo] 2= A}&- 2} A o] SCCE AF&8 4= 5yt

23
RBACE o 2 #o] H x| =2 4AHone ZgAE $e) A% SCCo| t) & 4]

2 A7 Bo] T 5 gl5 1tk restricted SCCE £ 3}sle] 7] 2% 0 & SCC 2] 229 HA}
useE A& 5 glsUth

15.6. B ot AL ~E A oF =74 W& zh

EN

OpenShift CLI (oc) & A-g-3lo] Q1 281 229] SCC(H.F AE ~E AloF 27)E AW API L EA E 2 3¢
o+ dFHTH

23

SCCE #z sl# ¥ cluster-admin ¢ 3ko] ¢l ofoF 31t}

15.6.1. ot AL X~ E Aok 27 U4d

A4 SCC B52 7hd o el w theg A8 gyt

I $ oc get scc

%9 o
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
secret]
hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']
restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. B¢t Ad 2 E A ok =7 AA}
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ok
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SCC/l A= A2 U2 AR @ 222 73]

2
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o] 2 Eof restricted SCCE 7] A}l

$ oc describe scc restricted

2 o

o

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>
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I $ oc delete scc <scc_name>

al

% 71 B SCCE 2hA| 318 22 228 A A 2+ A 7] 2 SCC7) thA] AU}

ol

15.6.4. ot AE 2E A of 270 U0 E

71& SCCE HduolEste ™ & Fal gyt
I $ oc edit scc <scc_name>

23

o e o] E5Hs B AHE A 4 8 SCCE fA shel® /]2 SCCol 442 B 3k vhA A
¢}
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16%. SYSTEM:ADMIN A}-8-=} 7}

16.1. API 7}7

OpenShift Container Platform APIo]] t gl @ A 2 Tt} E A& A7 Bl AAH AFSEE 114
Y} z}A) e ) &8 Kubernetes A A & AF&2) 7S 234 A 9

st
al
32
ofy

16.2. SYSTEM:ADMIN A& %} 7}

N
Rl
fo
2
=2
~
;)
<
@
(1]
3
Q
Q.
3
=
o
N
sl
)
et
S
%0,
rr
)
[-

g folste] Zel e wel A WS Fol T Ay

=3
A
o x}gx1o)| 7 system:adming 7143 = Qi WIS RojsE A oS HH S A8 ).
I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

o Au

T S YAMLS 2 &-3lo] system:adminS 7138 5= Q& 4

rr

ot
o
z
£
et
.
%0,
)4
i
o

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. SYSTEM:ADMIN 2 & 7} &+

system:admin A&} Al 25 & B3 Fel2H A AdS Fo3t= 41,
™ & o] --as=<user> --as-group=<group1> --as-group=<group2> vjj 7jj :H 4=

Az}
o AZdH FelXH A 1FE 7HEste] system:adming 71 5 = AFE A A S Fof 5
HH oS HH S A3y

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>
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https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

17%.LDAP 1§ 5713}

177 LDAP 1 & = 7] 3}
el A TFS AFESte] AHEAE RSk AR WA YL ANY F AFUTh 2H A o
v AL g} 252 A A sk LDAP A v of] A &3-S <= 254 t}. OpenShift Container Platform-& o] 2] g
LDAP ¥ Z == W ¥ OpenShift Container Platform & Z = ¢} £7|3}sl 2 2 3 oA 28-S A8 T 5
A5k OpenShift Container Platform2 @2 15 51 H 4 & 4 o] s}i= RFC 2307, Active Directory, 1
78l Active Directorygh = Al 714 35 227] v} 2 ALg-3te] LDAP A1) 9} 18 ¢ % 7] 842 A 9 g1 ok

LDAP /3ol th g 44 € )-8 LDAP ID 254 742 225441 4] 9.
A3

52 27353 ™ cluster-admin @ 3lko] ¢ o] of 3t}

17.1.LDAP 5713} +4 A X

LDAP 571542 ) stelwl 5713F 74 shdo] W gt o] ol thg3} 7 LDAP ZefoldE
T3 AR AL gre] 9l o

o LDAP qH d7o] B ad 74
o LDAP AH]o] 4] 218 5= 27 mfo] 48 5713 74 &4

® OpenShift Container Platform & o] &5 LDAP A ¥ o] ZE o) v F 3= A2 AF F 9] o] & vj
55
T4 5 o] & 2] 2 A8 F91 27| up(RFC 2307, Active Directory B=+= B 7} ¥ Active Directory)ol wha}
ey ok
LDAP Z o] E 1A
T4 ¢] LDAP 2ol 1= T4 44 o) = LDAP A ¥ ol that A4 -& 4 o g ek
T ¢ LDAP Zglo]dE Mo A= LDAP Aol o3k A4S A o]t}

LDAP Z2}told E +4

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 6

AA Z2EF HolHHo]|AE T AHSELDAP MY IPF4A A2 X ER
scheme://host:port & 2] © 2 = o ) HL ).

niol e DNOo 2 Ag-& A el & 77 o] 5(DN)Y Y tf. OpenShift Container Platformol A+ & 7] 3}
1ol o

A FES A sk vl =2 Ago] B a3 S o] A o] FS AHE I TH
Hpol o]l Ab&-8F A el 2 ¢k % 91y th OpenShift Container Platformell A & & 7] 3} 212 ¢ 3 3=
S ANGE Y 2 Aol A Aol YT E AFEFYUT o] 7S B Mg, R Y me Y
s3te d 2 AFE S dFsUY

O o o 9o
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
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©

false¢l 79 1 ¢t LDAP(Idaps://) URLo] TLSE A}-&-3te] 4 ¥ 31 obAd 51#] @2 LDAP( Idap://)
URLS TLSE g ol =g YUt trued! 79 Ao TLS A Z o] o] Fo]x]#] ¢k o Idaps:// URL

T E URLY dlst A 1549 fFaAde gl d AFSE S ASA AEYY TR v A= H5
OpenShift Container Platform-& A] 28] o A 21 & 5}+= FE = A}-&3U ) insecure”| false= 4%

) 7 §-ol 2 21§ g o,

LDAP # 2] 4 9|

5718 74 £ 5780 Bas g=o) v LDAP 42 4ol = 74T LDAP Aol 54 3]
£ LDAP A ujol] ol 4] A2 E A4 she vl Abg b 27] mho] we} ohEu o,

LDAP A 2] 4 9|

Q® 6 o o 9o

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9

derefAliases: never 6
timeout: 0 ﬂ

filter: (objectClass=person) 9
pageSize: 0 G

£ 7 40] A2 E £ T e 2] £7]9 DN(Z4 o 2)9 Utk tele el =ele] H498 x4 of
Ak E el a9 B2 AR £ E o

241 91 AU T £ & 742 base, one = subgi U]tk gko] ol A - 45 sub W= 7}
Pt Ee A

LDAP E &) o] ¥4 o #3 A 29Ut} &3 3-S never, search, base *= = always ¢ U t}.
ol Aol=A e A 72w always G2 B o2 AUt A Fx Tao| g A
olef XE FxFHYAL

Sefol AEG A AT 4 Qi A7 ARG T gho] 00] ) Zeo] 1 E = A Go] 4.8 5% 2

Futh

§

§5 % LDAP 74 B Q1) Th 4 o 5] %] ek 79 7] 2 5H-2 (objectClass=*) 9 Yt

Au] S o2 o) Al 7] $4 02, LDAP FE0 2 23} 002 44 3he S5 5 o)A of
27) A gol iUk 2O E B Aulol N 7| BH 02 &gt AR o Be Y
2o waiels 7S, #oy 27) 8 A4 s of Fuict

¥ 17.1.LDAP 74 ¥19] 84

LDAP A4 Ws] Ay

base 2] 7] 2 DNel o] s A8 5 © BA = 32 g o,

one F2e) 7|2 DNF} 53 £70) 2elo] Y RE oRAEE 1P
sub Felol s} Al 2R 7|2 DNE 7wro 2 sl 1A o9 B2 vE T

¥ 17.2.LDAP &= &%
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17%.LDAP 1§ 5713}

EEES RS a4

never LDAP Ego] & B3 < JFxsx == Fych
search AMEeE S gF 2 I T BAFIASF Y
base 7|2 eBAES = T AT AFZFUG
always &4 LDAP Eo] 2l e REHA S I

AL&-2 A 9] o] & vl 3
AFg-2F A o] o] & 1l 3 & OpenShift Container Platform & 2] o] &S LDAP A
= AL A E A WA A o 2w g g T wf s o A = A RFYAML 7S AR Y oF AR} A o] )
F2LDAP Ao R E a7 dgt I 5S XFstAY 259 5H9 A 23 = AdFH o
LDAP A ¥ ol AF-&-2} g ] o] & w3 o] gl= 27 °] A& 45, 5713 5 7] & 522 OpenShift
Container Platform 21 & o] 20 2 XA H &4 & Al &5= A YY)

AN Z25E& 2E st

T E

AHg A g o) o] & vl

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

1711.RFC 2307 7 9} A =

RFC 2307 227]vh5 AL g8l W A7) 2 9 2% %ol t) 3 LDAP 7]2] 4 o] o} 1 % OpenShift
Container Platform gl Z = A] s & 3} 2 & H A 5t= U A& 48 A Faf oF g o)

&3] 517] ¢13ll, OpenShift Container Platformol| 4] A & 25 2] 74 ¢ Al 848 B = == A A&
Qo] b3 3% ol F o 919) 44 AHS sl oF 8 Th o & S of w2 £ OpenShift Container
Platform 715 ¢) AH§ 4§ FR33, 15 o] 82 FF | FO 2 AL TUTh b 74 shd e M= o] g
@ BAE A I

31
ALE2F A o] o] F u P S ALEstE A F-ol= 7+ o] oYt
RFC 2307 27| v} & A}835}+= LDAP 5713} ++4: rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
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groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

ol 25 ] P Z=7F A4 E LDAP M o] IP F4 gl S 2 EQ YT

false<l 7% 1 oF LDAP(Idaps://) URL®] TLSE A}gate] 914 ¥ 3 obA 8% - LDAP( Idap://)
URLS TLSZ g ol =g Yth trueel 79 Aujof] TLS A4 o] o] Fo] x| %] ¢F o Idaps:// URL
2710t E AFE S 5 glF Uk

LDAP M w oA ZF<S -F3HA 43t £4 Y th groupUIDAttribute = DNS A& 8 o =
groupsQuery ZH & A A T F JFUTh Al EstE dE ™o A ¢ 5§ E5/Ad E5 v=E

AH-3HA3 A
2% olBoR AEY HAPYT

Weld AR E Agets 25 £49UTh

@@9 O o9

LDAP A ¥ o] A} A}-g-2}5 5L
usersQuery Z | = =] 4 gt
R RS

& ARE] d 4 o} userUIDAttribute 2 DNS A8 wj =
FRFEYUT AR Y A5 5§ /A4 55 WM =S AL

Q OpenShift Container Platform 728 @ = o] 4 A} &7} o] 20 2 A}8-8F &4 U o},

17.1.2. Active Directory -4 o} Z 5

Active Directory 2=7|n} & AF-& 5} ™ AF&%}
!

of t s+ LDAP 2] A €] ¢} W F OpenShift Container
Platform 22 g Z = oA 3G =22 T A5 <

5o

= &4 S AlFsloF gyt

™ 3}3] 5}7] ¢35, OpenShift Contalner Platformo| A A3+ 25 <] A9 A48 2= == AEA&
A of 7}F4 E o] 2 o]9 o £ S Aol AT o= =H OpenShift Container Platform &
O] AbE- AL oW A 2 A |, :LE o] 52 LDAP M w o] 17 o] & upet Ao d o) o5 4 3t
o A= ol g TAE ATk

Active Directory 27| v} & A}8-3}+= LDAP 5713} +A: active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
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pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ OpenShift Container Platform Z& @ Z = oA AF8 %} o] 20 2 AF8-& &40 QY th

@ v ARE AFsE AR A S AU

17.1.3. 2.7} 9 Active Directory -4 1 A 1.

w.7}9 Active Directory 27| vh& AHg- 311 Wl A&7k 2 9l 21§ 5o o gk LDAP 7 2] 4 <] op 1
OpenShift Container Platform & g Z = A 3l @ 2 Z A8t &4 S A 23l ofF g th

™ 313 5}7] ¢3), OpenShift Contamer Platformol A A gt 27 <] A9 A28 = = A A&
o 7FF4 Al o] & o] 9 9] £A S ALgEoF Ty Tt o S £ o]u] Y & OpenShift Container
Platform 25 2] A}g2+= %L%i—éu, S olBES B ol EOE A8 AT O 4 SAo] AL ol
3 978 YA F

B 7}¥ Active Directory 27| v}& Al-8-3}+= LDAP 5 7] 3} +4:
augmented_active_directory_ config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

LDAP M W ol A 258 3Lt 317 = Y
groupsQuery ZE = A A & F gl Al &)
AHE-BHAT Al &
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t}. groupUIDAttribute 2 DN& AF8-& ujj &=
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OpenShift Container Platform Z& @ Z = o4 AF& %} o] 20 2 AF8-& &40 QY th

o0 o

Wold) Y2 s A ek ALE A 4 YUt

17.2. LDAP % 7] 3} 2 3}

131



F718 4 d S A S F718E A & 5 A F Y o #E] &= OpenShift Container PlatformS-
Bl LS AHAA GFS 58 FHS FAL F AFHUT

17.2.1. OpenShift Container Platform=} LDAP A ¥ 5 7] 3}

LDAP M B o] =& 1& 2 OpenShift Container Platform3} 57|13} & 4= 9l &4 ok
AHA 87 AL
o 7|3t 74 Hd S I YTH
A7)
e LDAP A1 9] = E 1S OpenShift Container Platform} %5 7] 3} sl W o3-S A & ghu o).

I $ oc adm groups sync --sync-config=config.yaml --confirm

e

=
ZNBAH O E BRE OF 573} 2] S A8 A8 o] = & OpenShift Container
%

Platform Z25& @ Z == W7 3}l& ™ oc adm groups sync ™ & || --confirm =g
a5 A oF dth

17.2.2. LDAP A v] ¢} OpenShift Container Platform 2§ & 7] 3}

i
N

OpenShift Container Platformo]] o]u] gl om 24 s} o] x4 @ LDAP A ¥ o] 28 s g st &
T2 5718+ dHFYTh
AP 8 A
o F7|st 4 vtd S A FU
Azt
® | DAP A1 ¢} OpenShift Container Platform 252 % 7]3} &2l t}&< A8 o).

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

A
VNNEHom nE 18 78 298 A g 48 o] =& OpenShift Container
738

Platform 2§ d|Z == W ¥ oc adm groups sync & o --confirm Zgj]
28 AA s oF g

17.2.3. OpenShift Container Platform=} LDAP AW 2] 5} 9] 2 & 5713}

38 22 gl 2k B2 9 = & v AFE E1o] OpenShift Container Platform®} LDAP & 9] &}
A fges 718 AdFU
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17%.LDAP 1§ 5713}

23
A 5% Y, 58 5% Y EEHE BS AP 2Pl AT 5 A& F
$BS 9 A0 RS Ao @ 2o shte] nad 2% AEAE Eglor 5o, B

A O] 318 5= 2 HE S A 28T F A5 o] 2 g A 2 OpenShift Container
Platformol o] u] EA]8l= 2785 oY gf LDAP A ¥ o] 2l &= 25 = &gt

REEE
o 578 74 HAL AR

Az

o | DAP 2§ 9] 39 F =2 OpenShift Container Platform} 573}l oS W& S AF&31H4
AL
$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml  \
--confirm

--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

| $ oc adm groups sync <group_unique_identifier> \

3

ZNEHO T BE IF 5713 2P S Al A3 o] & OpenShift Container
Platform Z & #l Z =2 ¥ 7 3}& ™ oc adm groups sync ™ & ol --confirm =g}
a5 A oF gyt

17.3. 25 A 2] 2t A3

155 A4S LDAP M o] g =7t o] EA5HA] e 4§, &) A= OpenShift Container
Platform gl =0 A 25 & A Ast=s A9 g ?‘E AFUTh A Agole 5713t 2ol AHE-3 A
I FAde F713 A FLd A E HE Ee AT E5S AT F AFU S

& ol tha# AE Ut
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I $ oc adm prune groups --sync-config=/path/to/ldap-sync-config.yaml --confirm

confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --

confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --

17.4.LDAP 1 & A% 5 7|3}

cron X}ﬁ ?—/\‘] 0}0% X'] 7]7<:‘ OE_LDAP l""“—‘ E'7]§]'—§EL'}I: 2}1\

o))

Ut

A 27 A
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cluster-admin & & 2] AL-8-2} 2 Z2] 2~ of] A M| 23 4= 9l ofof T T}
LDAP ID ZF#HIDP)E 74 8l &Yt}

o] Az}l A = Idap-secreto] 2t+= LDAP A] = 8l 7} ca-config-map o]zt +4 WS AT
7Hg gy o

cron Zgjeo] Ay d Z2HAES Y/

m°l'

Ut

I $ oc new-project Idap-sync ﬂ

Q o] A z}of| A = Idap-syncet = Z 24 E 2 A8 3 )

LDAPID 3525 74 & ol A A3 B 774 W& 3o} o] A Z A E o HALgY T
A3 9 4 W& openshift-config = = 4] E o 3] o1 A Idap-sync 3= 2 A E of B-A}sf o §F
Yt

AMuB 2= AR S H g

o] : Idap-sync-service-account.yaml

kind: ServiceAccount
apiVersion: v1i
metadata:
name: Idap-group-syncer
namespace: ldap-sync

AMul = AR S Ay
I $ oc create -f Idap-sync-service-account.yaml

Ze2E e 4ogr

o] : Idap-sync-cluster-role.yaml

I apiVersion: rbac.authorization.k8s.io/v1



kind: ClusterRole
metadata:

name: Idap-group-syncer
rules:

- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

iy
[
et
o

73

ot

228 o .

I $ oc create -f Idap-sync-cluster-role.yaml

it
[>
=
1-40
oll
filo
o
o
ot
)
k)

Y o ae Auxs Aol vl g e Ze sy I

d]): Idap-sync-cluster-role-binding.yaml

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

d]) : Idap-sync-config-map.yaml

kind: ConfigMap
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

17%. LDAP 15 5713}
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data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: ldaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com 6
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

(fc2307: (4]

groupsQuery:
baseDN: "ou=groups,dc=example,dc=com" 6
scope: sub
filter: "(objectClass=groupOfMembers)"
derefAliases: never
pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com" G
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

575 74 AL Aol F .
URL-& )4 g o,
bindDN<& %] 4 3] t}.

RFC2307 27| n} 2 A}l 2 Qo wral 3ts =

groupsQueryol tf 3t baseDN-S- %] 4 g1t

Q® 0009

usersQueryel t 3+ baseDN-S %] A g+ t}.

10. config mapS A4 o}
I $ oc create -f [dap-sync-config-map.yaml
1. cron 24 & Aoy
d]): Idap-sync-cron-job.yaml

kind: CronJob
apiVersion: batch/v1
metadata:
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name: ldap-group-syncer
namespace: ldap-sync
spec: ﬂ
schedule: /30 * * * *" g
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: O
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash"
-"-C
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm" 6
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets”
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"

volumes:
- name: "ldap-sync-volume"
configMap:

name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” ﬂ
- name: "ldap-ca"
configMap:
name: "ca-config-map" 6

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

cron 2t9f o] A4 & 73 vk cron 24} A of o &k AkAl 7E 82 "Cron k¢ 443 "ol A
st L

cron 4 &% AR H 2 el 2AZ Gk o] o) A cron ¢l & 30%uhr} A8 Hu Tk 2
fol wet MEE =Y ste] $7188 A st o Aol Ake mE Gtk

2% cron 24 ¢ LDAP 5713} B3 YUt 74 ol Fol® 5718 74 sdelx dg
EASECH

o] 13312 LDAP IDPE #A g uj A A = <5 o)

®0 o ® °

o] 73 %< LDAP IDP 74 A A4 = 4 oh.

12. cron 23S A A gy o).
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I $ oc create -f I[dap-sync-cron-job.yaml

F7tEas
e |DAPID &4 +4

e cron % A4

17.5. LDAP 2= Z 7] 3}9] 4

o] A A o] = RFC 2307, Active Directory, X 7% Active Directory 2=7] ulof] o 8t o 7} 35 o Q)&
a1
ol gt ool A= REAEAE AT 25| A WHE /PP 53], oju & 17
e 2ge westE £ gsUth 3 25 B8 gl dd AREe - 1

SEMEE EEECRARS

17.5.1. RFC 2307 27| v} 2 A} &3 218 T 7] 3}

U,

e

RFC 2307 227] k8] 2% 0 o 2l o] A &= Janez} Jimo] 2= 5 wlw 7} 9l 2% adminsE % 7] 513

ok o A oA = TS A gy ok
o & 9 AEAE LDAP A ¥ o] F7}3k= W
e =7|3} & OpenShift Container Platformol] A = A3 28 d|Z =
Za1
ol ol e REAEAE T 2F] AH AW AHF P 53], w3 1F =
H jui]

e aFe wurt g £ etk 3 25 718k ol ek A
Al 27)13) o 2 ZZIAHA L.

RFC 2307 &7 vl A = AFgAFH(Jane & Jim) e} 25 =5 LDAP Ao H 49 &
WA 18 S0 ATk ohe-o Idif 22t A = o] 271vhe] A4 Bl

ol

o=
g

RFC 2307 27| v} & A}835}+= LDAP 3% rfc2307.1dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
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cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

@ - oLDAPAHEe Y9 FE AT

@ 5 v aF S AN 9 Fx AR ydEYh

A 27 Av

o 74 FAdS I YTH
A%}
e rfc2307_config.yaml 3} 3} 2] 573} & 4 3 T}
I $ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm
OpenShift Container Platform ] 5713} 2] ¢ 24 2 v & 2 g2 == 5y

rfc2307_config.yaml 3} 2 & A} 8 5} a] A A @ OpenShift Container Platform 25

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform =& o] LDAP A 8 ¢} mlx] 2t o 2 %7319 A| 7+ o 2 I1SO
6801320 7 wof JJHFH

© LDAP AHelA 2F el g AEA g T

g o] 1& 9 P Z7t AAE LDAP A1 9] IP F4 9 349Ut}
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17.5.2. RFC2307 27| vk ¢} A}-8-7 4 o] o] & v} 4 & A8 & 25 7] 5}

AHgA Aol ol MY H TF S B8 e A shedo] o)) d vl P& EISHES ol o o] WA
Yt

A8 A 2] o] & w38 3 @7 RFC 2307 7] mH2 A1-g-3l= LDAP 5713} +4:
rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: vi
groupUIDNameMapping:
"cn=admins,ou=groups,dc=example,dc=com": Administrators ﬂ
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

AF8A A 2] o] & w3 Y o,

AHg A 9] o & Wl A Ao AHgEE B A J
3 W= groupsQuery el & A4 ¢ 4 gzl th. A £ahe A
HEE Mg S A 2

groupUIDAttrlbutei DN& A&
o) 7% 5§ B2/ 5Z

;;PE
Lo

ARE-2F A o] o] & v FH o - 21 ¥ 27} ¢l = A -$- OpenShift Container Platform Z2&-2] o] & & A

dote H4 AU

6@ ®9

LDAP X ¥ ol A] A}-8-2} 5 3L 2]
usersQuery 2B = A A & + A H5Y

gL

Wale 44
AR BE Yol A 51§ B2/ AT S NS A

A 27 Ab

o A HdS LT
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A=}
e rfc2307_config_user_defined.yaml 3} 3} 2] 5713 = A3 34 o).
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm
OpenShift Container Platform< ¢ 7|3} 2t o] A3 2 T &3} e 18 g A= 2 w5 oh

rfc2307_config_user_defined.yaml 3} Y & A} 83} A A H OpenShift Container
Platform &

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

@ 1eAECIE A el B 2T ol HYY T

17.5.3.RFC 2307 A&7 B ¢] 7/ 3-8 QA& AHE-3F 217 57138

NeAow 5718 e 2Eo] Wl Ao FoH WS Rolrhe F=e] Yt wWeist A A5, 2
F %718k 57 @A she] A3k

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

usersQuery Z = 2] baseDNo| 2% 24 522 JebH Yt 22 baseDN
IF W g E o] 9lA ke 9, tolerateMemberOutOfScopeErrors:true=
718t F AFHUTE H S E oG A= FAEY oL

N
i

MRIZHA 2 2 F718F ZE2A| 20 M I W E A Rebd /o e Aoy o

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

o] 83 ¢ B )51 usersQuery 2 =7t ZE A EYSS UER YT 28y 28 FEE Ao s
o# 7 W o] Z3tE 79, tolerateMemberNotFoundErrors:true= A A4 stH 188 A& 57)3)
g T AFULE FA7F = W= FAE YO
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'@ 7ol
LDAP 1%

EE O I A olq o} LDAP &

2§ W e 4ol 417} 9L RFC 2307 227 v} & AHg-5H= LDAP &5

rfc2307_problematic_users.ldif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ

member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

@ LoAPAMe) EAl A ek W YT

e =713} 2] o) U 3k AL 2} A 2o 2L 4 2 A 5 baseDNd

= W

9 oA o FE sl gAAN 5715 T4 HAo] G&g Frhelof gt

9 B8 E 5]83}= RFC 2307 27| u}l= A}2-3}= LDAP 57|13} #+4:

rfc2307_config_tolerating.yaml
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kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

@ LoAP ABIClA AREALE -8 A A sl 44 AU T userUIDAttribute = DN& A1-8-2 o =
usersQuery ZE| & A J & = glFU kAl Z8td 2HH O] A5 5] 8 H5/A4 £5 WA =S A
K R S
@ truexl AS 13k AJol M= AR W e 2F S 38513 LDAP @Ho] gl e & A
U 25 WHE e e B 5718 A e 718 Ee ddfske Ad Yok

© truexl A5 5713k A}]ol A= Ui WH 7} usersQuery 7] DNo )4 ® AL} W 9] & Hol

FS S, W 23] WIS solhe WS BAGUT 18 WushE 9IS solte 7

=
> 5718 9] 7|8 F2e Ao ahs AQU T

AR 8 7 AL
o 1A 4_01 /\g/\‘]?ﬂ—]/]‘q_
Azt
e rfc2307_config_tolerating.yaml < 3} 9] 5 7]3} = 2 3 3t}

I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform2 ] 5713} 2] ¢ 24 2 v & 2 g2 == 54k

rfc2307_config.yaml 3} 21 & A} 8 5} a] A A @ OpenShift Container Platform 25

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
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name: admins
users: 0
- jane.smith@example.com
- jim.adams@example.com

© /332N AR N 1F Weiel AP AFAY T 250 5 §HE 0FI}
AT 7L g o

17.5.4. Active Directory 27| v} & AL8-31] 27 5713}

Active Directory 27| upoll A &= F AL (Jane ¥ Jim) 25 LDAP A ujo] HAH9] gt 0 7 =) s}, 1
T WA 2 AFEAF S o] AgH U tha-o] Idif 2 2tol| A = o] 27]ne] AR A H 2 FS A ol Y

=8

Active Directory 27| v} & A}8-3}+= LDAP &% active_directory.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

ALgALe] 2F WA S AR RS A0 7 YEEY, 2F S Ao & o7 EA5HA] ZFHyth
memberOf &4 o] A1&-x}9] 2|5 E &4 0] ofd % A FUTH A FE LDAP A oA = A2 T A
A 5 o] FElo] A E o vty X vk ¢ o] ] vl o] 20 = A Bl H A] ekH Ut

A 27 Ab

o A HdS LTI

A3}
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e active_directory_config.yaml 3} < 3} 0] % 7]3} 2 2 8 ]t}

I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform< ¢ 73} 2t o] A3 2 T &3} e 18 g A= 2 w5 oh

active_directory_config.yaml 3} 2 & A} 8 3} A4 ¥ OpenShift Container Platform

=
-

L=

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform 25 o] LDAP A ¥ ¢} mix] 2o &7 %73} A7+ o 2 ISO

68011 4) 0 2 o] glerth.

LDAP A v ol 4] 71§ €] 315 28 A4 1 o,

[t
iR
i
0

© o EUTEIAGELDAP AL P4 Y 5
@ LDAP Aol YaE 259 ol EPU T

© =713 HUolA AP T ol Fol A E 1§ Wil s Fehs ALS YT

17.5.5. B 7} ¥ Active Directory 27| v} & AL&-3lo] 27 5713}

H 7} Active Directory 27| vl A &= A& 2} (Jane & Jim)$} 25 =5 LDAP A ujo] H 48 dEo =7
A8, 15 WA AFSAF S ol A U o oh 9] dif 27F o A = o] 27| mke] AFEAF Y 1 F

< Ao
B 7+H Active Directory 27| u}& A}8-5}+= LDAP & X%-: augmented_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith
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1]
2]

mail: jane.smith@example.com
memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

AHgALS] F Wel o] AFg A 44 02 g F U T,

7S LDAP A e] H49 &2 h

A 27 A

Y ;_/\4 ,4.01 /\g A] fsh,]];}

A3}
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e augmented_active_directory_config.yaml 3} < 3} ¢] %73} = 2 8 -t}
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform& ¢ 5713 24 o] 432 tf&3 &

augmented_active_directory_config.yaml 3} 2 A}-8-3} o] A A & OpenShift Container

Platform . &

apiVersion: user.openshift.io/v1
kind: Group
metadata:

annotations:

openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 )
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9

openshift.io/ldap.url: LDAP_SERVER_IP:389 €)
creationTimestamp:

=g wrEych
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name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform =& o] LDAP A ¥ ¢} mlx| 2t o 2 Z 7|3t ¥ A| 7+ o 2, I1SO
6801320 7 wof JJHFU

LDAP A w4 255 9] a1 A2y ot

(5 Y
© o =Eo U=/ AAEIDAP M IPF4 Y FAEQY T
@ =713 LN AH D 2F ol FAYT

© =713 HUolA AP T2 o] Fol A E 1§ Wil s Fehs AS YT

17.5.5.1. LDAP 53 Wu] 4] 5713} 9] 4

OpenShift Container Platform¢] 782 3 5 %] ¢ U th v o] B & AL&-3l2] W LDAP A ¥ oA 18
B A S 3 W 3}sf oF §F4 t}. Microsofte] Active Directory 4] B o]l A &= OID 1.2.840.113556.1.4.1941 ¢]
%4+ LDAP_MATCHING_RULE_IN_CHAIN ++3 & &3l ©] 7| 5& A4 FUth &g o] YA 3 & A}
st AdTie AR s 8E 2F 5718 o sy Th

o] Aol g g ¢ 82 Jane} atite] 15 otheradmins”t 1l B <l adminszl= 252 & 713}l =
B 7}E Active Directory 2~7] ulof| th 3t & 7} 9l <Y t}. otheradmins 2 & &= Jimo| 2= 3 % o] A}-8-=}
A 7k 2l F U Th o] dlA oA = oS A gy th

o & 9 AEAE LDAP A ¥ o] 7135t W
® LDAP &7t 74 o] W&
o =7]3} & OpenShift Container Platformol] A 5= 23 2§ g2 =

1 7}# Active Directory 27| vhel| M = AF-8-#F(Jane 3! Jim) o} 75 &5 LDAP M ujol] 49 450 =
EA8tH, 2§ A AFE A B 2F SAC AU 22 Idif 270l A & o] 271} ALE-
A8 a5 g edyh

1734 Active Directory 27| vt5 53 wiH] o &7 A}-8-3h= LDAP @5
augmented_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ
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dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO &7 3 aFe e cnAE o w YIdPYTh
wz*— LDAP A1 o] H749] 3=yt
6 otheradmins =< admins 22 9] W1 g1t}
3 1% S Active Directory 9} 5713} 8l= 74 ¢ AFEAF &5 2 15 &0l ti gk LDAP # 2] g 9] o
H OpenShlft Container Platform & ¥ Z = o 4] 34 3} 2-& T A 5l= A4S A Za)| oF gt} =3t
o] +Aol= 54 WAl gt
e oc adm groups sync  H oA ZFS WA F o7 5 &3 oF gy}

e LDAP_MATCHING_RULE_IN_CHAIN 73 & &3 Al&21 9
groupMembershipAttributes <] "memberOf:1.2.840.113556.1.4.1941:" o] ¥ 3} 5 of o} gt}

e groupUIDAttributeE dno = A7 3 of gt}
e groupsQuery?®| 79
o filter= 44 3}A) ool gt}

o £ &3 derefAliasesE 4 4 sl of 3t}
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o] LA %] = 2 baseDN-S A 4 31| ¢kofol gt

o
ofr

g #kol A1 = 2= scopes A4 shA] Folok dy T,

) 3}+5] 3}17] ¢35, OpenShift Container Platformol| A} 283 ¢t 15 2] A9 AH8A8 2= == A2 A8
o 7}F3 I o] & o] 9] 9] £A S ALgEloF Tt 9 % £ o] u] Y 2 OpenShift Container
Platform =152 *}“lx}g T 0}"’, IF °l5E T EFNELEAGH UL TS 74 FdolA = oy

@ 2AE AL T

3 v o} g7 ¥ 7}E Active Directory 2~7]vl=2 A18-31= LDAP 5713} A4
augmented_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

groupsQuery Z & £ X & 4= §gl&5 Ut groupsQuery 7] E DN 2 H ¢ 7k ZAH UL
groupsQueryel 4 2 3t derefAliases= A 7 sl o} g1t}

LDAP A ujel 4 75 758171 488k $4 91Utk dno.2 44 ) of g oh.
2% olgo® A8 YT

OpenShift Container Platform Z2& gl Z =0 A Al &4} o] B0 &2 AFESF £:4 Yt mail ==
sAMAccountName-2 o & 2] A x| of| A 7] & A& AL}l Yo

® 000 O

HAH A A RE A= AR &5 YUtk LDAP_MATCHING_RULE_IN_CHAIN A}-&-9 <] 3}
AL

A 2 ALG
° ;_;\q J]_ol /\g}db‘h,]p]_
=R
e augmented_active_directory_ config_nested.yaml 3} & 3} 2] 573} &5 4 3 g}
$ oc adm groups sync \

'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
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I --confirm

U

cnh=admins,ou=groups,dc=example,dc=com 25 & W A] & o & 3] &3 o}

o}

il

OpenShift Container Platform< ¢ 7|3} 2t o] A3 2 &3} 7S 18 g A= 2 w5 oh

I;

augmented_active_directory_config_nested.yaml 3} & A} 83} A A = OpenShift
Container Platform &

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins

users: 9

- jane.smith@example.com
- jim.adams@example.com

o] OpenShift Container Platform 255 ©] LDAP A u] ¢} nix|uto g2 F7|stH Al 7ko 2 ISO
6801 24 o =2 = o] AHFHh

LDAP Aol 4] 255 2] S A - Ay o
ol 2§ BlZ =7 A LDAP A9 IP F4 9 E2E YT

&718F Aol M A4 T 254 ol F AT

D000

E713F oA A R o] 5ol AFHE 27 W ol af Fst= /\]——Q—X]-O]L]D} I8 Wy
4] o] Microsoft Active Directory Servero] &&] HHslEQom =z S5 T2F2] W7 8
HU

17.6. LDAP 5713} +7 AF<F

TA gL o] QHAE ALY O3 PH UL ZEE AT v LEAE mEt Gl Yth o & £9,
vl.ActiveDirectoryConfigell == groupsQuery = =7} g1 %] 7t vI.RFC2307Config ¥
vl.AugmentedActiveDirectoryConfigel = &t}
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A=Y FALE @2 olojok dyth o & £1 objectGUID 9} 22 uiol | g £4 5 ID £4
o A}ﬁ 6}%] A Al .. 2 t 4l sAMAccountName == userPrincipalName 7} 72 =
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17.6.1. v.LDAPSyncConfig

LDAPSyncConfigel = LDAP 2§ 57182 A 9| st= vl 283 74 40] dFUth

°l&

kind o] L BAE 7} el = REST €] 2219
a2l dlFEtsE FAE gy Tk
AMH = ZEoIJEA 23S A
¢ EHANA ol E 5 T A5
Ut} CamelCaseZ o] ET 4=
SF U Th AA g 82
https://github.com/kubernetes/c
ommunity/blob/master/contribut
ors/devel/sig-architecture/api-
conventions.md#types-kinds & %
Z 8k Al Q.

apiVersion Hdol AFH o] QBAE B  EAE

27) 012 A o) g ok A H = <14
27)vhe Ha WP o We

shok shed, Q14 514 e e AR
5 e AN S gL
https://github.com/kubernetes/c
ommunity/blob/master/contribut
ors/devel/sig-architecture/api-
conventions.md#resources& 3
Z 8k Al Q.

url S2Ee= A4 LDAP AWl 2~ TAE
7lvh, 3 2E B X ERIYY
(scheme://host:port)

bindDN LDAP A o] w9l o & A& % DN 2219
quo

bindPassword A2 A o] A upel o sk Al el & <9 v1.StringSource
F9Y

insecure truel 45 AAANA TLSE A H&

&t eFotof gh2 ey Yt
false¢l 7 $-ldaps://URLS TLS
£ AMg-3led 917 5 31, Idap:// URL

S
T

https://tools.ietf.org/html/rfc283
Ol A 4 © StartTLSE AF& 38l
TLS 4= dagol=g Ytk
insecure= truez 2 A st= 7%
Idaps:// URL &7 012 A& 8 4=
lEUth
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2249 A 0] 913 wnl 7k
&35 1S UEste U the gk
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v1.ActiveDirectoryConfig

Sh=2
augmentedActiveDirectory 9o A A ™ 3k Active Directory ¥ vI.AugmentedActiveDirectoryCon
A3 FArg A o2 A9 E fig
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17.6.2. v1.StringSource
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17.6.3. v.LDAPQuery

LDAPQueryd| = LDAP F g & W =dl= o 88k &4 0] JHyth

°l& A 270}

baseDN REFRNS AYRE UYL A
712 DN .

scope A48 AU base(ﬂi 2A9
S B A ETH one(r| & F#e
E oBAE) sub(AA &Y Eg])
S/ S F AFUT A A &
=4 71232 subyg o

derefAliases EAAEE AN T Ay wAd

t}. never(E A& o xR &
<), search(7 A o A vk & 7 %),
base(71 2 o B 7 _E_% 29 ot

8 4 Az A gsm

7122k always gy o).

timeout SHU7IE TE37] Aol A e A4
st e FS Ag = AH=Z §A T
T A= AZHE)ol AFYT ©] 7
°] 00| FEolAE & A gho] 3
|57 FFUTh

filter 71 DNe|] 1= LDAP e & #44
dPgEs 2Fdste 829
LDAP A 8 ok

pageSize LDAP &2 o 7 =43 A 7| = A
oA A7yt sl A =71 7¢
0o s o] o] =8 == &5
o}
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17.6.4. v1.RFC2307Config

RFC2307Configel = RFC2307 7] v}l & Al&-8lo] LDAP Z15& 5713} 4] LDAP A v o} A& 283}
g golete W Baw 74 Sl Ay

°l& A 27}
groupsQuery IF FES vstst= LDAP # g vI.LDAPQuery
& ®JZ8o] AFYTh
groupUIDAttribute T8 AW 27 34 5= LDAP 2219
F RS EASZIF U

(IdapGroupUID).

groupNameAttributes OpenShift Container Platform =z 2 v
FAAMEE olFom A H =
LDAP & &) £ o
Yt

groupMembershipAttributes

O

W 2 A 5= LDAP 1.8 = =AFE W g
= T R R e S R e |
- T 7 E
UserUIDAttribute= 52 & 4
A ofof gt
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ﬂ

usersQuery A} S vkskal= LDAP ) vI.LDAPQuery
2=
|

userUIDAttribute al W22 3 A =)= LDAP A}
SAF F 5o £GP
MembershipAttributes

o 9 gk3h 9 A sl ok g T
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e

userNameAttributes OpenShift Container Platform A} EAE g
&2t o] 5o 2 A8 LDAP ALE-
AR S SANE H T
Ytk gte] Hlo] A e A A
ol AbEH U ©] #he
LDAPPasswordldentityProvi
dere] PreferredUsername &
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tolerateMemberNotFoundErr F&E A8} 3 E o) 9}%:— 7%
ors LDAP %713} 2+l o] =28 A A
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A sto] LDAP &713F 2 & 235
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17.6.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfigl = Active Directory 27| n} & A}L8-351o] LDAP 15 5 7] 3ol 4] LDAP A 1] 2}
FE A RS gatE ol Do 74 FA0] st

ol & A 279}

usersQuery A8} 325 vk ksl = LDAP ) vI.LDAPQuery
2§ g Z8e] AdFYTh

userNameAttributes OpenShift Container Platform A} EAE g

|4 o] F 2 2 &4 = = LDAP A}
S g5 HA4S A I
OpenShift Container Platform =
F U R =AM AR ol F o R AL
&2 A9t mail ==
sAMAccountName-& ojj - & 9]
ARl A 712 A8 AP U T
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olF A 27w}
groupMembershipAttributes WH 7L &S 1802 FAHE A vl
LDAP AF-&2} 3 0] 40 & 4 9]
o

17.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfigel = ¥ 7 H Active Directory 27| n}E AF8-5lo] LDAP 15 5713+
of| A LDAP A ¥ o} 45 2§ ot= W2 S Foste ol a4 g4do] dEFYTh

olg 227w}

usersQuery Abg2} 38 ukslel= LDAP ) v1.LDAPQuery
2§ JZ8e] AdFYTh
userNameAttributes OpenShift Container Platform A} EAE g

|4 o] 52 2 &4 = = LDAP A}
S g HA4S AP
OpenShift Container Platform =2
F Al L= AFEA o BO A}
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ARl A 712 A8 AP U T

groupMembershipAttributes WH 7L &S 1802 FAHE =2 vl
LDAP AF-&-2} 3 0] 40 & 4 9
.

groupsQuery O 39 ualsl= LDAP 9 2 v1.LDAPQuery
& "@Z8o] AFYTh

groupUIDAttribute AF A E AR &) A 5 = LDAP L 2219
F AT EA4E AT UH

(IdapGroupUID).

groupNameAttributes OpenShift Container Platform =z A v
FAAEE ol Fo R M H =
LDAP & &3] £ o

Ut

156



o™
o)
il
ik
o
Iy
of
Al
_>|~1_‘
)
olN
o2
tz
(i
i)

187 S+ = 3 w4 S5 A e

18.1. CLOUD CREDENTIAL OPERATOR A X

CCO(Cloud Credential Operator)= &= 354 215 4 25 CRD(AHE-AF A A 2] &2 g o)) & e
gtk CCO7} CredentialsRequest AH-8-#} 7d 2] 2] &2~ (CR) 9l & 7] 3} 5 o] OpenShift Container
Platform 74 @47} 28 2HE A sl= g Y Q3 EH Ao 7 Faos FFAAZAHAEE Q3
@ 4 o

install-config.yaml 7} < o| 4] credentialsMode vl 7| & 5=¢]] T}k st 3hS A& 51 CCOE o 8 B o A]
AEs 2 AT 5 JdS5Y T 2E7F A A H A &AL credentialsMode w7 =71 81 24 ("")i
HAEE CCOE 7| & B A 2E 3

18.1.1. .=

install-config.yaml s} & o) 1 credentialsMode v} 7}] ¥ <= 2] \:}% Y-S A 3 mint, passthrough &=
manual R =04 CCOE #A-5at=s +A4 T + AFHoh 01 Ei A& CCOAM STHFEISTHRE
Abg-3led 22 22 E] ¢] CredentialsRequest CR-S #] 2] &1 &= oﬂ ;rg A3t GAXS A TS 279

2 5 el B CCOR A0 At e ok A e CCO 81
=78 ohgun.

® Mint: mint 2= A CCOE= Al 39 & A 4
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Mint 2 =& CCO7F A} & 712 2 A4 2 Al A4 YY)

® Passthrough: passthrough R =04 CCO= Al 3-8 F&F=F AW E 2 4= 74 240
FS= AT HRE A

® Manual &% 2= oA AF8 2= CCO YAl 9= 9= AR E A3}

o AWSSTS AIg A A: =5 R=94 AWS STS(Amazon Web Services Secure Token
Service) & AFE-3I ==

AWS Zel ~E & T4 & gy th o] 742 §3) CCOE te 7
8o 94 oF AN e

F181.CCOR= A Ely A

Passthrough
AWS(Amazon Web Services) X X X
Microsoft Azure x [ X
GCP(Google Cloud Platform) X X X
Red Hat OpenStack Platform (RHOSP) X
RHV(Red Hat Virtualization) X
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18.1.3. F7F gl &

® Cloud Credential Operator] Platform Operator 3% 3| o] %]

18.2. MINT E = A} &
Mint = =3 AWS(Amazon Web Services) 2 GCP(Google Cloud Platform)el] A =] 1 5 1 t}.
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e jam:CreateAccessKey
e jam:CreateUser

e jam:DeleteAccessKey
e jam:DeleteUser

e jam:DeleteUserPolicy
o jam:GetUser

e jam:GetUserPolicy
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e jam:PutUserPolicy
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e jam:SimulatePrincipalPolicy

18.2.1.2. GCP(Google Cloud Platform) gt
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® resourcemanager.projects.get

® serviceusage.services.list

e jam.serviceAccountKeys.create
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e jam.serviceAccounts.create
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2. Secrets 7| o] ] &] oM S2HF-E FEAS] FE A A S FFU

=AF A3 ol &
AWS aws-creds
Azure azure-credentials
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GCP gcp-credentials
]
.
SEPER SR LR 2 29 AaR AP AY g
Value Z=°] Y& 758U o] A B S AHE3L JISA S dUlo]ERE § glo] thEA] &4l
5 Ay

GSE FFA) P AL AF YR E A 5e] Value BES] 9 2EE Yo =T T
A 29

2] 22E] 2] CCO7} Mint =2 A}&-3 =2 74 5 7% 7] '¥ CredentialsRequest ¢ X2 4] & o]
Frste 2t 74 24 AR AP

S KRR EE B DR RPN AR

$ oc -n openshift-cloud-credential-operator get CredentialsRequest -o json | jq -r ".items][]
| select (.spec][].kind=="<provider_spec>") | .spec.secretRef'

o] 7] Al <provider_spec>-2 Z2}-¢-= 3w A2 a9 3t d Yok AWSe] 739
AWSProviderSpec, Azure 2] 73 - AzureProviderSpec &== GCP 2] 7 ¢
GCPProviderSpec ¢ 1 t}.

AWS?] B3 o7 =9

{

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator”

}
CFEE 4 A e A T3S AR Y
I $ oc delete secret <secret_name> -n <secret_namespace>

o] 714 <secret_name>-& A .3l 2] o] 5] <secret_namespace>+ A =3 o] EFHE U
d = o] =Y T

AWS A] =81 2HA]| of
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

FHABENN AF NS FEOR AT BRs eUth F2E T4 82 AL
A A SR CCOZF B F AN 712 215 A0S A k3 A AZA S 44 T o,
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1. €] &< 2] Administrator 2. =0 4] Workloads — Secrets® o] &3t}

2. Value Z = 9] Zel =7} HA =R &ol3 o

18.2.2.2. F9= 3 FA AF AR A A
Mint == 4] CCO(Cloud Credential Operator)E A}-&3}e] OpenShift Container Platform E 8 2H &
A 23 5 F 2 22F ] kube-system U] ¢l 23] o] 2o A AEj A} £ S R A S AAL F UF
Utk #2 FE Qs AR e daeol=e 22 4 Agtol Z o st HA Al vk Z g9t
ZFa1
z-stream 9| 2o = o] H o= HE A FERJIFT B EE AR IS AR A AR S
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FZol AAH e AdFUTh AL
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o ZAH = CCOgAM EFF=RIF HR AAE A
= Z9Ee AWS 2 GCPY T}

1. €] &< 2] Administrator 2= o] 4] Workloads — Secrets® o] &34t}

S D ES R
AWS aws-creds
GCP gcp-credentials
]
H
HREPESSEE ERE R g 2gata Ay ARl g AE

18.2.3. F71 g4

o AWS 9] kube-system Z 24 E o] A #Ag] 2} =5 A B S A A= ook
® GCP 9] kube-system Z 24 E o] A 2] 2} =5 A 8 S A A&l oot

18.3. PASSTHROUGH = = A}-&

Pssthrough = =+ AWS(Amazon Web Services), Microsoft Azure, GCP(Google Cloud Platform),
RHOSP(Red Hat OpenStack Platform), RHV(Red Hat Virtualization) 2 VMware vSphereof 4] %] 1 4

=8

Passthrough = =9 4] CCO(Cloud Credential Operator)= Al g8 Z&$=AFT A RE FH-=UAF
ARE oHsE A 2 AGFUth A AR = AN E FPstaL FH e 74 a0 e
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passthrough ==&

% X == Microsoft Azure Stack Hubol| A A 9 =] &= s CCO 4 Yy th

18.3.1. Passthrough 2. = 3} Q T A}3}

Passthrough =] A CCOE& A}-8-3h= 749 Al &g Q15 A B 7F OpenShift Container Platform-S- 4 3}
Zol A A sl 2 :4£%4ﬂ°%za%xzzagnow*ﬂmz4ﬁwHCGW}
CredentlaIsRequest CRE WA S 74 840 FEIA o 14 9471 ddko] gle APIE

st ©/FE By

18.3.1.1. AWS(Amazon Web Services) A3t

AWSoJ A passthrough R =2 A F3sl= 21F JHol= 43 == 45(] =21 OpenShift Container
Platform ¥ " o] & & §+ ® = CredentialsRequest CR¢] o] &+ & 3 Sko] Qlojof gyt

2 2 3 CredentialsRequest CRS zto o AWS?] IAM =5 A A 2 FZ3H4 A L.

18.3.1.2. Microsoft Azure @ 3+

Azureol| A passthrough R =of A F3lE 215 A Hojl&= 4§

] = °] OpenShift Container
Platform ¥ s o] & & §+ ® = CredentialsRequest CRe| t s+ & 3 ® A slo] 9J

oF gLt

2 O

2 2 3 CredentialsRequest CRS 2o ¢ ™ Azure - IAMES =52 2 A S FFZR3I4A] Q.

18.3.1.3. GCP(Google Cloud Platform) 43t

GCPol| A passthrough R =& A &3} 215 A Bl = A3 5 == A X 52 OpenShift Container
Platform ¥ d o] & & §+ ® = CredentialsRequest CRe] t] s+ & 3 ¥ A slo] glojok gt}

2 2 3 CredentialsRequest CRS 2o ™ GCP& IAM =5 A A 2 FZ3H4 A L.

18.3.1.4. RHOSP(Red Hat OpenStack Platform) gt

RHOSP9l OpenShift Container Platform &2 2 € & 4 x| 5} 2] ¥ CCO¢ member A}-&=} o & 2] H3lo)
Qo= A Kw st Q3

18.3.1.5. RHV(Red Hat Virtualization) gt

R} 3

<)

RHV 4] OpenShift Container Platform 2 € & 4 x| 5}#] ™ CCOo9l t}& dsto] 9= <l
L3y

ofN

e DiskOperator

e DiskCreator

o UserTemplateBasedVm
e TemplateOwner

e TemplateCreator
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® OpenShift Container Platform wj £ & th 4 0 & sl= 54 & 2] 2 ¢] ClusterAdmin

18.3.1.6. VMware vSphere ¥ gt

VMware vSphereo] OpenShift Container Platform & & 2~ & 4 x| &}&] W CCO9]| t}2 vSphere & 3]
AedsBr7EZ ey

3£ 18.2. & 4= vSphere A gt

7Hel xe] 4
gl o] ] A 4 327} S}

=t Fr Y, Frf 417
vSphere B} 2 X 4 nE P

== WESZ g5
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18.3.2. Passthrough 2. = 21 A B §%] &g

N‘ mlﬂ
o

2 2~ E 7} ¢ 29 o] = = o] CredentialsRequest CRo] A] 7}o] x| ol whe} WA &&= 7 -¢ & A3
FZ3 == passthrough RE = AR E 50 2 duo]Esfof gyt Jadol= F 2= H KW 54
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18.3.4. F7 gl &~

o AWSS] IAM =& A4
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® +X0 3 Azure & |AM Ay A

T35 = GCP & IAM A4

—

8.4. % B AL

T 2=+ AWS(Amazon Web Services), Microsoft Azure & GCP(Google Cloud Platform)efj 4] =] 15

<

e

& RE A AFEAF= CCO(Cloud Credential Operator) th 2l Z8F9-= 2%

E AL A A8 = AR =9 OpenShn‘t Container Platform W o] € 2] 2 o
CredentiaIsRequest CRE& HAtstaL, 718 9= FHAd sl F 24 51
Zglor FF Ao i nE CredentlaIsRequest CRE ==3}7] sl 2w}
Kubernetes ®.<FS- A Al 5l oF §FU t}.

B RESAGSE 2 FY2E T4 Qxdt FY2E B4 FEAF PG AGSHA ¥ D
SH VAN HAFD 5 AFUTh o] REHNEANS T8 IAM EF o) 943 Bast g5k 2eu
Qrelol =g Wubch A Y 2 ol u A 2 AP FE o2 =Y o Fh

g
FHES FUSE FFAZ TA S PN AT 1H & AWS Azure T GCP
A

18.4.1. AWS STSE At &3l= 5 B =

AWS STS(Amazon Web Services Secure Token Service)E A}

T4 F AFUT o] TS T3 CCO= e 74 240 dA 5 @H% /\}%E‘H =

18.42. 502 A A H=RISTHEE Fe 2 g
s H

CCO(Cloud Credential Operator) =52 2 X
= 7124 o & False ¢ Ut}

N
3
32
flr
iy

2] 2~ ¥ ¢] Upgradable *+

e viojf HE (4.8 498)°] A5 o] JH = el EE A2 A stal
CloudCredential 2] &~ 20o] 4 & 0} Asko] T2 v Ao o9 mra} Ao EH PSS e
w74 d ol == A ¢ OLEE Y} o] 342 Upgradable *J € & True =2 w7 3t o}

o oS 50490004 4910 = z-stream D] 29| - dgo] FIIEAY HAHA For= ¢
agol=vt ApE A Fy T

TEOE FA AYHE AT ARE FHHE fJad =67 Aol dadol = del & oju Aol o
St QIS HAEE Ao Uk 3 7| Q5 FHo| B3 US HESL el 74 840 o
A Dol A dE e AF S ROk dY
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Az
1. A} &g ~9) ) s CredentialsRequest A} &2 A A & A28 FZ313 AAE T
Fe= FFAe] A% "l = 2] "Manually creating IAM" A/ & Zel o Qs olE H W
S AL AG = HH S APy

2. SYEHAN T2 FA FYHE AT HEE Aol EFH T

e A g 2 olm x| o A #7137 CredentialsRequest A& =} 4 o] 2] 2~o] T 3k A A 23 &
Ao
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#manually-creating-iam-gcp
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e A= g9

A = edentialsRequest A} &%} A 2] 2] 227} A3k &
T Abake] W7

dlo] =3 o,

Eﬂn.

£ ngto] A Pel 2ol s) SuhE A4S 2 2HE Yado| 2T Fu] 7 B S-S ey

a. cluster-admin & & 2] A}-8-2} 2 OpenShift Container Platform CLIo|| 222134 t}.

b. CloudCredential #] 42~ 2E ¥ 3] 5lo] metadata Z = 1} o] upgradeable-to 4 & 734
c}.

I $ oc edit cloudcredential cluster

=

FrHgE e

metadata:
annotations:
cloudcredential.openshift.io/upgradeable-to: <version_number>

o] 7] A <version_number>=x.y.z 82 0 2 ¢ agol=d WA YUt o S S0
OpenShift Container Platform 4.8.2 ./] 3% 4.8.29 Yt}

B>

FAe 18 F GadolE /bs Fus WgH W B ol 288 %

o)y

U,

o

o
ol\

1§ 259 AR st oA A - SEEH AR o= o] Fd Y
2. CCO e Al 4 B E B A Cluster Operators &= 9| A cloud-credential & &3 g1t}

3. Conditions 4] 41 ] Upgradeable *} €] 7} False<! 73 $- upgradeable-to 4]0l 2 E} 2 77 91+
A gl g o}

Conditions 2] A ¢] Upgradeable #} €] 7} True o] OpenShift Container Platform @ 2@ o] =& A] 2}
F syt

18.4.3. F7} g4
e AWSe] |IAM 45 A
o 507 Azure & IAM A A
o F507 GCP&IAMAA

o AWSSTSE AL&3lE % ZE ALS

18.5.STS & A& 3= & B ALE-
STSE Alg-3le 5 2=+ AWS(Amazon Web Services)oll A =] 1 5 Y t}.
STSE Alg-3h= 475 =04 7l OpenShift Container Platform 2] 28 4 24%= AWS

STS(Secure Token Service) S A}&-3lo] ©@7]H o &2 A3ty U HelAF AW E A|F3es 74 84
IAM & g+&- sttt o] 23 215 A B = AWS APl 58 3l 8le 2 74 840 542 1AM o
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MELAS AR D ANZIIE A F R gk 23 AWS IAM o &3} 8HA 2 A 57 4 8 AWS
IAM OIDC(OpenlD Connect) ID FF A& AL-&3to] 25314 Yt} OpenShift Container Platform2 AWS
IAMol| A 21 ] 81 A ] 2 A% B 2o AW sl Podol AL 5o A8 4 daUTh gL
127 ol A2 AU

29 181.STS QA5 55

N
fl

Al

Piihlic kev j

STSE A& 5l =5 == 218351 70 OpenShift Container Platform 24 8 4ol Al &5 = AWS
AZ AR Ygol Mg Yk
Frdol 71 15 AR E AHS-sh= AWS A a8l 4]

apiVersion: v1i

kind: Secret

metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>

data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

STSE A48t AWS A1 381 34

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
role_name: <operator-role-name> 6
web_identity_token_file: <path-to-token> ﬂ

Q@ Hoxoudssolagyn
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© sz A=RY By
© 182z IAMATYYT)

@ Poduiel Mul A B2 =YYt 2all 4 o] = OpenShift Container Platform 74 & 4]
/var/run/secrets/openshift/serviceaccount/token ¢ 1] t}.

18.5.1. STSE Al&3lo] =% E =0 -4 © OpenShift Container Platform & 2] ¥ 4

A

STSE AH&-3to 5 o] 4] CCO(Cloud Credential Operator) S A}&3l =2 A9 F2] 2HE A 3
5

el T e A gy o

il
-
oX,
%
v
i)

1. Cloud Credential Operator € 2] E]
2. QFAWS g 222 oz m vol e oz A4
3. OpenShift Container Platform A %] =2 738 & 28 gt} .

4. FY2E7t S0l B AF AUE AE ST AEA AT

Za

STSEAMEE W] Se]2E7F 55 REA AFtRn=2 dast Aoz 774 g4 o
3 A) e1= A B2 A 5 gl Y th OpenShift Container Platform¢] o} & wlo] 1 v A
oZ Jadgel=d o TF MEEAWS Ak 8 AtEo] JF U STSE AHg-at= 28
2HE fdadgel=str] doll S8 LH Al As AWS A gho] 71 74 8.4 F&8kal
A 3 800X AFEE F A=A FE 2R Rl of F

18.5.1.1. Cloud Credential Operator € & €] 4

i %J._—]—,_
coctl-> Linux $+74 ol A 4 &) 3ff oF &}+= Linux ulo]u 2] 4 o},

AR 8 7 AL
® OpenShift Container Platform & 2] 2 o] 1] 2] & 7}4 &1 T},
Azt
1. OpenShift Container Platform @ 2] 2= o] u] x| ¢ 4] CCO A H o] o] u] A & 7}A] -t}

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

3
$RELEASE_IMAGE ¢] ©}7] €} #] 7} ccoctl &2 A8 €7 o] o} 7] el 2] o} A ]

sl gAY
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-configuring_cco-mode-sts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-creating-individually_cco-mode-sts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#cco-ccoctl-creating-at-once_cco-mode-sts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#sts-mode-installing-manual-run-installer_cco-mode-sts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#sts-mode-installing-verifying_cco-mode-sts

H

18%. 289 T34 A

olN
o

i
)

2. OpenShift Container Platform & 2] 2 o] n] %] ] 2] CCO A | o] o] m] x| o] A ccoctl vfo] 4
EFEgUth

I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
3. ccoctl 2 23] 7}535HA st AeS WA TY L

I $ chmod 775 ccoctl

oY
ol

e ccoctlS A8 FH| 7 HAEA FsE W =Y S EAFY L
I $ ccoctl aws --help
ccoctl aws --help2] =9 :

Creating/updating/deleting cloud credentials objects for AWS cloud

Usage:
ccoctl aws [command]

Available Commands:

create-all Create all the required credentials objects
create-iam-roles Create IAM roles
create-identity-provider Create IAM identity provider
create-key-pair Create a key pair
delete Delete credentials objects

Flags:

-h, --help help for aws

Use "ccoctl aws [command] --help” for more information about a command.

18.5.1.2. Cloud Credential Operator € 2] E] & A}-&-3}¢] AWS 8] &2 A A

i
4
0

CCO fre @ El(ccoctl) S AHgate] aFAWS 2| 22E /iAo e T G daoz A4
Ut

18.5.1.21. /¥ A o= AWS 2|42 AA

AWS 2] 225 424 3} 7] Aol ccoctl E ol 4 A A 3l+= JSON 1 S 7] E &) oF 3l A1} ccoctl E ol A
AWS 2] 225 A3t Z2A| 2o A 2] 9] @+ AE S A5 o2 FEH5HA] = A F-AWS B AanE
MEASZ AT F AFULE A& Eo] o] 4L D}%‘Ef‘&/\}%x}ﬁt A Zref o] H 3 gl AE T

LAY T 240 83 5 dFUTh

y
N

et
o))

& 9l e

2% %) ¢k o™ ccoctl aws create-all & & S A}&-3lo] AWS g 222 AF o2 YA
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3

7122 o 2 ccoctle o] A= tdEgd L HAES YT
7 5t A --output-dir Z) 22 A} &Y Th o] A} AL o] X2 2
<path_to_ccoctl_output dir>& A3t}

L ccoctl HH & AWS APIE 5 &35le] AWS gl A5 A AY =AH T YT Al =
She) A] 2+ o] JSON el & A 821 2 ~dry-run 228 AHg T e o] 2 2 JSON
519) & --cli-input-json v} 7} W == A}g-516] AWS CLI B2 A ES AU £48 5 95

Qﬁﬂﬁ

A 27 AR

Az

170

e ccoctl v}olH gl & FE35ta FH P oh

1. 2128 ¢ OpenlD Connect 35 A& A st= ®l AF&= = 370 2 70 RSA 7] 7L & A4

Gyt
I $ ccoctl aws create-key-pair
=9 q:

2021/04/13 11:01:02 Generating RSA keypair

2021/04/13 11:01:03 Writing private key to /<path_to_ccoctl output dir>/serviceaccount-
signer.private

2021/04/13 11:01:03 Writing public key to /<path_to_ccoctl_output dir>/serviceaccount-
signer.public

2021/04/13 11:01:03 Copying signing key for use by installer

7]A4] serviceaccount-signer.private 3! serviceaccount-signer.public2 A4 ¥ 7] 3L Y

o w3l /<path_to_ccoctl_output_dirs/tls/bound-service-account-signing-key.key <]
¢S Zag il 715 AU T

. AWS<]| 4] OpenlD Connect ID &%} 9 S3 ¥ 712 A A gy o}

$ ccoctl aws create-identity-provider --name=<name> --region=<aws_region> --public-key-
file=<path_to_ccoctl _output_dir>/serviceaccount-signer.public

O3 AU
® <name>S FA 5 93 AR E S = gazo gl E A sE U AHEEHE ol 5 Y Y h
® <aws-region>2 ZT}9- @l A7 A E AWS F A YU T

® <path_to_ccoctl_output_dir>< ccoctl aws create-key-pair ™ & o] A H 37 7] 3L 9]
AR YUk

&9 o

2021/04/13 11:16:09 Bucket <name>-oidc created
2021/04/13 11:16:10 OpenID Connect discovery document in the S3 bucket <name>
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oidc at .well-known/openid-configuration updated

2021/04/13 11:16:10 Reading public key

2021/04/13 11:16:10 JSON web key set (JWKS) in the S3 bucket <name>-oidc at
keys.json updated

2021/04/13 11:16:18 Identity Provider created with ARN:
arn:aws:iam::<aws_account _id>:oidc-provider/<name>
oidc.s3.<aws_region>.amazonaws.com

o 7] 4] 02-openid-configuration 7 4 #A] o] 51 03-keys.json-> JSON < 7] 3 3L ¢
Ut

w3l o] e & /<path_to_ccoctl_output_dirs/manifests/cluster-authentication-02-
config.yamlo] YAML 74 39S A AU Th o] 31U AWSIAMID 23 A7 E2L A1 3
S E FHAEH T AASE AU A2 AA EF9 32 URL 2 =2 A A3t}

3 FY2E el 4 4 840 B IAM 482 B4 FU

a. OpenShift Container Platform & 2] 2= o] n] x] o) 4] CredentialsRequest ¢ B4 E 5 =5 =
=gy

$ oc adm release extract --credentials-requests --cloud=aws --
to=<path_to_directory with_list_of credentials_requests>/credrequests
quay.io/<path_to>/ocp-release:<version>

b. ccoctl &2 A1-8-3}o redrequests t] ] E] 2] 2] == CredentialsRequest ¢ B4 E & ]
gyt

$ ccoctl aws create-iam-roles --name=<name> --region=<aws_region> --credentials-
requests-dir=<path_to_directory_with_list_of credentials_requests>/credrequests --
identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-
oidc.s3.<aws_region>.amazonaws.com

23

GovCIouds’Jr 7+o A IAM APl £ & AM&3F= AWS 317 o] 73 9- --region
w7 G5 ARE-She] 23S A A Al Ok Eash=

7} CredentialsRequest © 2 4 E o] &)l ccoctl & x4 H OIDC ID FFAe 49 A7
7 A 7} OpenShift Container Platform & 2] 2= o] u] x] 2] z} redentlaIsRequest QB A E
Aold A3 g A ALE5ke] IAM o -8 A A gy ok

® OpenShift Container Platform X ¢to] A Al =] ] =% &<l 5}
o

kil
<path_to_ccoctl_output_dirs/manifests t] 2@ €] 2] o] 3} S 1} <& g}

I $ Il <path_to_ccoctl_output dir>/manifests

=9
total 24
-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml
-W------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-

credential-operator-iam-ro-creds-credentials.yaml
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-rW------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml

-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml

-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml

-rW------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-

credentials.yaml

AWSE 7|2l ste] IAM o] &o] A = QL= 2Rl & = AFUTh A 3 W82 1AM o & o o &
AWS A M & F2sHd A L
18.5.1.2.2. A P o 2 AWS ] 22 A

AWS 2| 225 424 3} 7] Ao ccoctl E0)| 4 A A sl+= JSON e S 7 Es 2 g 7} §12 1, ccoctl 9
A AWS gl 25 A S U AFSste ZEA LT 2 F 0] 8 A}tﬂ S AFo R F=F= 45 ccoctl

aws create-all ‘ﬂ S Abgste] AWS A AL 253 e 5 A5yt
aEx o AWS glaxE /fE o7 AT = AdHFUth
=51

7l2EA o 2 ccoctl> W o]l A s =vdEHed LEAES AT Ut ddEE E A
g5k —-output-dir Z2) 15 A& T T o] Aol H & o] A& FZat
<path_to_ccoctl_output dir>& A3t}

A

e ccoctl vlo| gl & F&3511 v gyt

—

1. OpenShift Container Platform & ] 2= o] 1] X] o] 4] CredentialsRequest S 2 A E E= 9 %7
Ut

$ oc adm release extract --credentials-requests --cloud=aws --
to=<path_to_directory with_list_of credentials_requests>/credrequests
quay.io/<path_to>/ocp-release:<version>

2. ccoctl &2 41831 redrequests t] g & 2] o] =& CredentialsRequest ¢ 24 E = A 2|3y

o}

$ ccoctl aws create-all --name=<name> --region=<aws_region> --credentials-requests-
dir=<path_to_directory with_list_of credentials_requests>/credrequests

o
ol

e OpenShift Container Platform X .¢to] A A ]l +=X] SHel st ™
<path_to_ccoctl_output_dir>/manifests t] @ & 2] o] 2} 1} gy o},
I $ Il <path_to_ccoctl_output dir>/manifests

=9 d:
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total 24

-rW------- . 1 <user> <user> 161 Apr 13 11:42 cluster-authentication-02-config.yaml
-rW------- . 1 <user> <user> 379 Apr 13 11:59 openshift-cloud-credential-operator-cloud-
credential-operator-iam-ro-creds-credentials.yaml

-W------- . 1 <user> <user> 353 Apr 13 11:59 openshift-cluster-csi-drivers-ebs-cloud-
credentials-credentials.yaml

-rW------- . 1 <user> <user> 355 Apr 13 11:59 openshift-image-registry-installer-cloud-
credentials-credentials.yaml

-rW------- . 1 <user> <user> 339 Apr 13 11:59 openshift-ingress-operator-cloud-credentials-
credentials.yaml

-W------- . 1 <user> <user> 337 Apr 13 11:59 openshift-machine-api-aws-cloud-credentials-
credentials.yaml

AWSE # gl slo] IAM o gho] A E S =A] gl = A5y th A4 3 Y 82 1AM o
AWS A XM & FZ3H4 A Q.

ek

ol oy

ro

18513. AXx Z2 13 43

A 8. Abg
® OpenShift Container Platform & 2] 2 o] 1] 2] & 7} &Y o).
Az
1 Ax 229 o] x3+¥ t)e g gl & W7 5l 1 install-config.yaml 3} & & A A3 gy o
I $ openshift-install create install-config --dir <installation_directory>
o] 71 4] <installation_directory>= 42 %] =2 a3 o] 3td S WA st= tHHI Y Yo

2. install-config.yaml =4 2} <& # %] 5}o] credentialsMode =j 7]} ¥ <=7} Manual2 23 5= =
Gt
H

install-config.yaml 23 34 o
apiVersion: vi
baseDomain: clusteri.example.com
credentialsMode: Manual ﬂ
compute:

- architecture: amdé4
hyperthreading: Enabled

Q o] 3] © credentialsMode v 7]l 31 5= Manual = 4 4 5} 7] 9]5] =7} 1t}

3. ¥ 2 3l OpenShift Container Platform A ] sy ¥ ~EE A A gy o}
I $ openshift-install create manifests
4. ccoctlo] YA G MUHA~ES HA] =8 o] YA G iy 2E v g g o HArgy

I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/
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5. ccoctlo] tis T & gl g] o] A E 712 7] 5 A x| ¢ d g g of BALg Yo
I $ cp -a/<path_to_ccoctl_output_dir>/tls .

6. OpenShift Container Platform A %] = 2 13 S5 4 3}

ttlo
i)

Yot
I $ ./openshift-install create cluster
18.5.1.4. A %] =21
1. OpenShift Container Platform &2 2 € o] &4 3t}
2. 212"l root 15 A B 7 gleA gl F o
I $ oc get secrets -n kube-system aws-creds
=92 o Ak oF gy T
I Error from server (NotFound): secrets "aws-creds" not found

3. 4 2.47FCCOSIA A 1% A1
2 7bg sHEA) S gy

il
ol

b8 T4l A 28w 3] 22 ) XA E IAM o &

olu] %] # X 2~ E & Operator7} 1+ B H 4

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

Zeo] LA Q4o AFREtE 9T W §) ID EZo] A E 3L oS-} fALal oF S Th
olu] x| # A 2~E g Operator7} Y= &7 9

[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

18.5.2. STSE Al&-3lo] =% R =0l 34 © OpenShift Container Platform 2 & 2~ ¥ ¢
o=

29 o] = =2l OpenShift Container Platform v A o] & g] 2 o] w] x] o = ccoctl v} o] 2] ¥ A 7} s T
g 2] 2~ ¢} #H 9 CredentialsRequest ¢ 2 4 E B2 o] Z3}x o] 9141}

18.5.2.1. Cloud Credential Operator € 2] €] 74

STSE A}8-3Fe] CCO(Cloud Credential Operator) 7} 75 =M 253t= A9 8 2FH JHoAM &
B¢E QS B E A et wel st CCO f€ 2l El(ccoctl) Hiol | 2] & & 38kal =W gy o

3

ccoctl2 Linux 373 o A A 3l 5 of 5} += Linux v}o| 1 2] Y1t}
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® OpenShift Container Platform & & 2= o] 0| X & 7} - &Yt}

1. OpenShift Container Platform @ 2] 2= o] u] x| o] 4] CCO A H o] o] v A & 7}A] 3t}

$ CCO_IMAGE=$(oc adm release info --image-for="cloud-credential-operator'
$RELEASE_IMAGE)

23

$SRELEASE_IMAGE ¢] o}7] €] ] 7} ccoctl &2 A8 317 9] o} 7] €] 2] 9} ¢

SheA FAgY o

o
tz
(
)

d A

2. OpenShift Container Platform & 2] 2 o] n] %] 1] 2] CCO A | o] o] ] x| o] A ccoctl vfo] 4

EFEdYh
I $ oc image extract $CCO_IMAGE --file="/usr/bin/ccoctl" -a ~/.pull-secret
3. ccoctl 2 23] 7}55HA st ™ AeS WA TY L

I $ chmod 775 ccoctl

oY
ol

I~

e ccoctls A& EV7F H A=A Sdstd ™ =2 vd S A dY -
I $ ccoctl aws --help
ccoctl aws --help2] =2 :

Creating/updating/deleting cloud credentials objects for AWS cloud

Usage:
ccoctl aws [command]

Available Commands:

create-all Create all the required credentials objects
create-iam-roles Create IAM roles
create-identity-provider Create IAM identity provider
create-key-pair Create a key pair
delete Delete credentials objects

Flags:

-h, --help help for aws

Use "ccoctl aws [command] --help" for more information about a command.
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18.5.2.2. Cloud Credential Operator 22| E| 2 AWS 2| A2 Qo] E

AWS STS(Secure Token Service) & AHE-5lo] =5 =2 4 H OpenShift Container Platform &2 &
HE dadol=ste Z2 A 2= AWS | A2E /WEA o2 A3t S8 2H o AR et A3 FAMS
U,

U

7122 o 2 ccoctle o] A= vjdEgd L HAES YT
2 312 ¥ --output-dir Z) 2= A& 3t} o] Ao M= o] Y= F
<path_to_ccoctl_output dir>& A3t}

B ccoctl i H & AWS APIE 3 & 8to] AWS gl a2E A AU S FUth il 2
v Al 2w Oﬂ JSON 591 & v 3 s --dry-run S} 25 A& gy o} o] 2] g JSON
v} 2 --cli-input-json vij 7| ¥ = & A}-8- ko] AWS CLI 2 2 A EsH AU 4 & 5 S5 Y

Qﬁﬁﬁ

A 27 A
o <y o] =3k B A 2] OpenShift Container Platform & 2] 2= o] 1| X & 7}4 &4 t}.

e 2 olu x| A ccoctl vlol U g & &5t =0t

1. OpenShift Container Platform & 2] 2~ o] ] 2] o] A CredentialsRequest CR(A}-& 2} A 9] 2] A 2)

E‘% = TEKL]’] q

$ oc adm release extract --credentials-requests --cloud=aws --
to=<path_to_directory with_list_of credentials_requests>/credrequests
quay.io/<path_to>/ocp-release:<version>

o] u] %] 2] 7} CredentialsRequest CRef| tlj 5] spec.secretRef.namespace Z = 2] &
AR et= vl s o] 27t Fe2Hd A gyt o] BEoe=RIS HAE FAS B
A7 E Al =Elo] AH Y

do [
o o

FIF e, 1>

A Z AWS CredentialsRequest 2 H A E

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: cloud-credential-operator-iam-ro
namespace: openshift-cloud-credential-operator
spec:
secretRef:
name: cloud-credential-operator-iam-ro-creds
namespace: openshift-cloud-credential-operator ﬂ
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- iam:GetUser
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- iam:GetUserPolicy
- iam:ListAccessKeys
resource: "*"

@ o === auEAae BRE A8l 2AsF sk Il s o] 28 ey o,
3. 7 2= o) spec.secretRef.namespacec] X H o] Eo] A= v Yo7t olF gl
CredentialsRequest CRol| o &}l 1] & =3 o] 225 A A g T}

I $ oc create namespace <component_namespace>

4. ccoctl &2 A1-8-31+] redrequests U] 2 ¥ 2] 9] =& CredentialsRequest ¢ 24 E & 3 2] g

=8

$ ccoctl aws create-iam-roles --name <name> --region=<aws_region> --credentials-
requests-dir=<path_to_directory _with_list_of credentials_requests>/credrequests --identity-
provider-arn arn:aws:iam::<aws_account_id>:oidc-provider/<name>
oidc.s3.<aws_region>.amazonaws.com

ohe3 &y

—|—'

o <ame>& FAL 18] AA T Feh9 = B bz B2 A s v A8 H ol B Th
Qazlol=o] A5 7] Ao LS k7 T ke AHE T

® <aws _account id>= AWS Al A IDY Y T}
® <aws_region>S FEF= g A7 A E AWS g d YY)
4
GovCloud$®} 72 tf A IAM APl &3 & AH-&3F= AWS 317 o] 73 9- --region

o7l 5 5 AL she] 2% A s oF Ty

7} CredentialsRequest © 2 4 E o] &l ccoctl & %4 H OIDC ID FF A 249 A1
7 A 7} OpenShift Container Platform & 2] 2= o] ] x] 2] z} redentlaIsRequest QB A E
Aold A3 G A& ALgske] IAM o -8 A A gy ok

£ 712 5to] IAM o o] A H QR TG 5 AFUTh A U8 1AM o & D o] T 3
EERES =S DRK

185.23. 752 % G4 A H=UF ZEE S8]2H Y adol=

CCO(Cloud Credential Operator) =& 2.2 X &2 &= A5 F 17t = &8 2~F 2] Upgradable 73
H = 7122 ¢ = False ¢ U th

o wulo]f Y| 2(o: 48004 49=R)°] 79 o] FHl= GUlc]ER AgS AL
CloudCredential =] 2= 2o 4] 5 ‘40} Agto] th5 WAl oo met Julo] EX A HE
d o) 742 F e o] =¥ A %}E% gyt o] 42 Upgradable 7} &l £ True= 7 ¢ o}

l
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o oS 50490004 4918 = z-stream D] 29| - dgo] FIFEAY HAHA For=E ¢
agol=vt AptE A FY T

TEOE ]J*E]H‘:C’Jﬁxﬂiiiﬁ%*ﬁ ﬁlﬂﬂol 0}71751011ﬁlﬂlol‘:ﬂ"/‘ﬂiolulxw]ﬂl

A5 A
A ol AH pekis &? *Pf“% —’F%Eﬂok %“414.

7(4;‘(]_
1. A} &g o) 3 CredentialsRequest A} &7 A4 2] A28 3585 AAE Yt
Fe= FFAe] A= -l = 2] "Manually creating IAM" A/ & Zl o B35t olE H W
E A ARGt = S AU

2. AN T2 FA HYHE AT HEE Aol EFH T

e 2 P o]n Ao A F713) CredentialsRequest 4182} 4 o] 2] &2~0) th & A A28 S

=

A gy o
e =B AAE 7]= 2% 4 B v CredentialsRequest AF& 2} A o] ] 2271 @3 &
T Aol 7| A9 d o wet A3 JulelEgdy

3. R Hetol A HEjzof tiaf SutE A SHAEE dad el =g FH 7 H S-S YERE Y]
o},

a. cluster-admin & & 2] A}-8-2} 2 OpenShift Container Platform CLIol| 22213+ o}

b. CloudCredential 2] &~ 2=E ¥ 3] 5l metadata Z = 1} o] upgradeable-to 4 & 734
=3

I $ oc edit cloudcredential cluster

=

FrrE 9 =E

metadata:
annotations:

cloudcredential.openshift.io/upgradeable-to: <version_number>

o] 7] A <version_number>=x.y.z 32 0 2 Jag ol =g WA YUt o & S0
OpenShift Container Platform 4.8.2 /] 4.8.

oY
ol\

1) 2E o] Bl sl A B4 o FeLE Ao o B
2. CCO4H M# B E H ™ Cluster Operators & %o 4| cloud-credential & & 34 t}.

3. Conditions 4] 41 ] Upgradeable *} €] 7} False<! 73 $- upgradeable-to 4]0l 2 E} 2 {771 91+
A Zlty o}

Conditions 4] A ¢] Upgradeable €] 7} True o] OpenShift Container Platform @ 2@ o] =& A] 2+ &
F AT

178



™
o)
iy
i)
o
Iy
of
Al
2
o
olN
o
tz
(i
i)

18.5.24. X Zz=2 13 A3}

A 8. AHg
® OpenShift Container Platform & 2] 2= o] 0] x| & 7}4 34 ¢}
Az
1 Ax 229 o] x3+¥ t)e g gl & W7 5l 2 install-config.yaml 3} & & A A3 gy o
I $ openshift-install create install-config --dir <installation_directory>
o] 71 4] <installation_directory>= A2 %] =2 a3 o] 3ld S A A st= v HI YU o

2. install-config.yaml -4 314 g #H 3 3} credentialsMode v} 7| <=7} Manual= 23 5 ==
Fuo
H

install-config.yaml 23 314 o
apiVersion: vi
baseDomain: clusteri.example.com
credentialsMode: Manual ﬂ
compute:

- architecture: amd64
hyperthreading: Enabled

Q o] 3] & credentialsMode v 7] 31 5= Manual = 44 5} 7] 9]5) 27} 1o}

3. & 23l OpenShift Container Platform A %] wj Y3 ~E & A A Tt}
I $ openshift-install create manifests

4. ccoctlo] A G MiUHA~ES HA 2ol YA G Y 2E v g g o HArgy
I $ cp /<path_to_ccoctl_output_dir>/manifests/* ./manifests/

5. ccoctlo] tis T El g o] A E M 712 A2 YA E g ol BAg o

I $ cp -a/<path_to_ccoctl_output_dir>/tls .

(

6. OpenShift Container Platform A %] = 2 13 S5 4 3}

ttlo

Pt

jup

I $ ./openshift-install create cluster

18.5.2.5. 4 %] 82l
1. OpenShift Container Platform & 2] 2 o] A2 gt}

2. F82Hdroot AT BRI =R FAFUTH

I $ oc get secrets -n kube-system aws-creds
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o\
=)
i
o
4z
£

Z92 o3} fAks) ok gt
I Error from server (NotFound): secrets "aws-creds" not found

3. 74 247} CCOSIN AT 12 Fu
2 pgeEA A

i
ol

AFgshE T4l Al e v s A X4 E IAM o &

olu]x] @ X A E ] Operator7} Y= 32 H o

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

2eo] 74 aa0A A8 et T R 91D E2e) BAH L b3} fALsl ok Fhuoh
o]u]#] YA 2 E g Operator7} Y= =9 o
[defauli]

role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
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