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https://access.redhat.com/support/offerings/techpreview/
https://restic.net/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
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jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
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$ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc debug

node/${node} -- chroot /host shutdown -h 1; done
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Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...

Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host

Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.
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$ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
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I $ oc get nodes - node-role.kubernetes.io/master

e 29 A8 2 ==9] Jej7F Ready?! 4-¢ A EE Sdd === FvE A dUnh
NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.23.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.23.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.23.0
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#graceful-shutdown-cluster
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NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.23.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.23.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.23.0
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I $ oc describe csr <csr_name> ﬂ
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I $ oc adm certificate approve <csr_name>
7. SHAE7FANE A ZHE A=A S Y ok
a. 5ol Aste 28 2¥ Operator7t 1A Aot
I $ oc get clusteroperators

DEGRADED * 71 o] True= A4 ¥ 22 2~¥] Operator7} gl=4] &<l gt}

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE
authentication 410.0 True False False 59m
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cloud-credential 4.10.0 True False False  85m
cluster-autoscaler 4.10.0 True False False  73m
config-operator 4.10.0 True False False 73m
console 4.10.0 True False False  62m
csi-snapshot-controller 410.0 True False False 66m
dns 4.10.0 True False False 76m
etcd 4.10.0 True False False  76m
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$ oc get nodes

W& =] A7k Ready 4Bl /14 &<l gy o

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.23.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.23.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.23.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.23.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.23.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.23.0
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
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https://github.com/vmware-tanzu/velero/releases/tag/v1.9.5
https://github.com/restic/restic/releases/tag/v0.14.0
https://issues.redhat.com/browse/OADP-1150
https://issues.redhat.com/browse/OADP-290
https://issues.redhat.com/browse/OADP-1056
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.11/html/managing_and_allocating_storage_resources/volume-snapshots_rhodf
https://issues.redhat.com/browse/OADP-778
https://issues.redhat.com/browse/OADP-804
https://issues.redhat.com/browse/OADP-975
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https://velero.io/docs/v1.7/custom-plugins/
https://velero.io/docs/main/csi/
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AWS (Amazon Web Services)

® GCP (Google Cloud Platform)

® azure (Microsoft Azure)

e OpenShift (OpenShift Velero =2 191)
e CSI(HE oy 2Eg A QIEH o] x)

o Kube Virt(KubeVirt)

vl &£ 5ol oadp_v1alphal_dpa.yaml ¥} o] 915} 7] Z2 120

ox
)
i
o

oAl

t}-S .yaml 3} 2 & openshiftaws azure, gcp =& 2¢1& A X gt}

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
- azure

- gcp
42.3.2. A2 A 9] Velero =2 121

uj] & =l oadp_vialphal_dpa.yaml 3} < 7243 m] Z2]19] o|u]x] 9 o] 28 x| 4 5}o] A} &7} 4
9] Velero Z 8] 19& AX& 4 &5y th

1 32 5ol oadp_vialphal_dpa.yaml u}<lol] €1t= A2 A1 S 291& A g ok

oAl

14



4. o Ee Al Wy B %9

t}2- .yaml 7 & 7] 2 openshiftazure, gcp =2 291 9 o] & o] custom-plugin- example o]l
quay.io/example-repo/custom-velero-plugin ©| | X 7} )= AF8-2F A o] T 191S A X Th

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example

image: quay.io/example-repo/custom-velero-plugin

4.3. OADP A %] & A

4.3.1. OADP 4 #] 4 1.

Z 2] 2~ F #2] A= OADP OperatorE A %] 5o} OADP(Data Protection)-8 OpenShift APIS A ] g4 t}.

OADP Operator= Velero 1.7 & A X Y o).
e

OADP 1.0.4%3- 5 & OADP 1.0.z H{ H & MTC Operatore] & S 20k A8 4= 9loH
59 A3 ¥ OperatorZ AHE-T 4= glF Yt

Kubernetes 2] 42 Bl W { o] m| R & Wi} el ™ th5 2EEA] {& F ot 22 L BEAE 2 E A
£ el A= BFloF o

® Amazon Web Services

® Microsoft Azure

® Google Cloud Platform

® Multicloud Object Gateway

e S33%53% 2HAE A& X (9: Noobaa = Minio)

T8

MA 2E A 2] ¥Zl A S 2% 3}8l= CloudStorage API= 7)< Z8]H 715 A8
Yt 71& 28 H 7152 Red Hat Z 25 A AMu] 2= =55 Al F(SLA) oA A 5] #] gFo

7 o2 AR &S F AFYTh mabA Z2Y A g o A AFEst= A2 A S
Al gHFH T ol 2 g 71%% ARG FF AF 75 S 271 o] & F o] s HAF
A L7 o] 715 HZESIA B =W S A3 4 dFYTh

i)

Red Hat 714 2] 5 71558 A9 ¥ 9ol that A& H§-& /1% 23 715 A2 3
918 FEFHA A 0
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https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-mcg
https://access.redhat.com/support/offerings/techpreview/

OpenShift Container Platform 4.10 w1 ¢ &1 2.1

>

WAk = Restics AF&-ste] PV(F T £8)E W =+ A5k

292k S AHg3te] PVE W she ok
CSl(Container Storage Interface) 2~ Ak

® Amazon Web Services
® Microsoft Azure

® Google Cloud Platform

Zeter TFA7F 2 YAS X YEHA] AU 2E 7] X 7} NFSQ 79 7l 2] 2~ E 2] #] of| A] Restic 9] <
Abgete] o EE] Aol S WP T 5 AF YT

718 BotE A v HlolE B o EE Aol d S AA I

4.3.1.1. OpenShift Data Foundationol 4] A3l &5 ¢35 NooBaa 74

OpenShift Data Foundationo] 5] NooBaa 1] 7! backupStorageLocation o] S22 2EZA =
A18-31= 49 NooBaas 9% @ HAE AF4 = AT

NooBaaZ |3 o HAE 342 TAA Rtd NP2 A8 9

filo
4

3lo] B8l = = Multicloudel tj g 2 €2 #] 2] &2 37} o] 444 o] = NooBaas ¢y
oBAE AFLTE FATYUL.

Velero &4 o] W1¢] 91X 9 2~ WYAF 91| 7] Q.

/Il ®5-& T} assemblyol] £ o] AFUTh
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-ocs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.11/html/managing_hybrid_and_multicloud_resources/adding-storage-resources-for-hybrid-or-multicloud_rhodf#doc-wrapper
https://velero.io/docs/v1.7/locations/

o2
Y2

4% HEe A A

1€l 3] ). o] A'2-2 OADP Operator @ 441 351=

g

4.3.1.2. OADP Hlo|E Ald AR
X

OADP Operators A X w| 9/jo]E AU
Veleroo] di g 2 o|=5 AZAUTH AAEA A2 S AR T 5 JdFU

ge Al 744 QElolE Aol A5

stable =g <= OADP ClusterServiceVersion2] Al ool ¢ d] o] E(y-stream ¢ d] o]
E) 9 3| x](z-stream o] E)7} 23+ o] AdFUh zF A] 2] 271 AlA = A OADP Operator
o] A1-& 7153k ClusterServiceVersion o A& 7153 A vloly = x| 7} F71g Yt}

stable-1.0 x| '2 o] = 341 OADP 1.0 ClusterServiceVersion ¢l oadp.v1.0.z 7} 35 o]

AsY
stable-1.1 x| '2 o] = 341 OADP 1.1 ClusterServiceVersion ¢l oadp.v1.1.z7} E£35 o]

[ J
AHH T
ofd ol E A& AL F AFU7?
E 2% wo #Hd stable ¢
Y 9 7= z-stream ¢ d] o]

A3 o A

985l 241 OADP 12 433k vho]u] ¢ el ol =9} 51X
Fuith o] AQL A xy.z9) HE y-2E

dolE Ad S Ae
EZFAFEYY
stable-1.y Qo] E |2 & A=l OADP 1.y = A X 3}aL A< =

< Aelstd WA 19 g3 2 E z-stream 3} %] 7} A ZH U thy.z

155 )
=

ul o 3 stable Qe o] E A9
Z-stream 3

oA dH ol E Q2L A3 o 71?
[ ]
OADP 1.y 7} A5 o] 9131 313 y-stream A& 7 x| =
A stable-1.y QJelo] E Q= AFsof Fuch. 2 S WA 1.y. zo g B =
A7t AFHU o
[ ]
OADP 1.00] 43| 5]¢] 2151 OADP 1.12 22| =3t2 = 244 9 A = stable-1.0 v ]
E A doA stable-1.1 Gulo]E Ad= A of Ut 28 o3 A 1.1z g B E z-
stream = X| 7} Al 2 Y }.
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OADP 1.y 7} 05.t} =LA A X5 o] 93 OADP 1.02.% &3}l = 79 OADP Operator
= A7 5 t}S stable-1.0 Quj o] E 2L AR5t ThA] A X & of Shth. 2™ B A 1.0.2 9]
] § B E z-stream 3| x| 7} Al Z2Q U}

Aol E x2S A35te] OADP 1.y oA OADP 1.02. 2 Asa = gl
OperatorE A A g o5 thA] A X 3) oF Fo}.

228 Au = 6

4.3.2. Amazon Web ServicesZ %3 glo]H H 3 E 9] OpenShift APl 4% 2 -4

OADP OperatorZ 4 %] 5§ AWS(Amazon Web Services)ol]x] OADP(Data Protection)-&
OpenShift APIZ 4 X] g4 t}. Operator= Velero 1.7 & A X g}

Fx

OADP 1.0.4%. € 2= OADP 1.0.z4 - & MTC Operatore] £&4 o = ul AL&3 5
Ao 53 24333 Operator= A8 81*141:}

Velerod dial AWSE #4351 7] 2 A A8l & AT b vlolE B3 o ZAloldS AAHY
o}

A gHE U E 9] = 217 o]l OADP OperatorE 4 X st2]™ W #| 7] OperatorHub 425 1| &/ 3} 61
31 Operator 7} 2 1.5 v] g 3] of ). AHA 3 U] 82 A ghE U] E 9] =9 4] Operator Lifecycle
Manager A8 F =34 A <.

4.3.2.1. OADP Operator A x|

OLM(Operator Lifecycle Manager)2 A} 3}lo] OpenShift Container Platform 4.109]
OADP(OpenShift API for Data Protection) OperatorE A x| g o}

OADP Operator= Velero 1.7 & A X3t}
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#olm-csv_olm-understanding-olm
https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/

4. gz Aol My w2

=~

A 27 A

[ ]
cluster-admin @ 3lo] Y= A& 2= 21218 oF ).

A=t
1.
OpenShift Container Platform ] <9 4] Operator — OperatorHub=S Z 2 g t}.
2.
719 =2 FEe A== AL8-3te] OADP Operator £ 241t}
3.
OADP Operator & A9 33 A& FEPUth
4,
openshift-adp 3= 2 4] € o] X OperatorE A x| sl2]™ A xS Zg gt}
5.

Operators — 4 X Operators & 23 3lo] AX & A d.

4.3.2.2. Amazon Web Services 4]

OADP(OpenShift API for Data Protection)<l] ojs] AWS(Amazon Web Services)=S +4 g t}.

A 27 A

AWS CLI 7} 2 o] Qo]of it

BUCKET Hi+& A Yt

o
o

I $ BUCKET=<your_bucket>

REGION ¥i+& A Yt

oX
s

I $ REGION=<your_region>

=

2

«
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

OpenShift Container Platform 4.10 w1 ¢ &1 2.1
AWS S3 1712 A3 o

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1-2 LocationConstraint= x| 935}%] ¢}, €] d o] us-east-121 73 -¢ --
create-bucket-configuration LocationConstraint=$REGION-&- A 2} 3} ] }.

4.
IAM A 2-2 414 S k.
I $ aws iam create-user --user-name velero 0
VeleroZ Abg-ato] ol el S3 ulzlo] 9l ole] Zel2E 2 Wglstelw 24 2o g ol
oial 2R A ol B2 AT
5.

velero-policy.json 32 & A A 3o},

$ cat > velero-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot"

1,

"w Resource" - T9RVY

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:DeleteObject”,
"s3:PutObject"”,
"s3:AbortMultipartUpload”,

20
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4% o Ze Aol A M 1 2l

«

"s3:ListMultipartUploadParts"
I
"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads

1,

"Resource": [
"arn:aws:s3:::${BUCKET}"

]

A A& AA 3} velero AL-8-A ol Al H g g 3

B>
)
ol
tllo
4z
2
d
W
fu)

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

velero AL-g-Aoll o g QA 2 715 AA o).

$ aws iam create-access-key --user-name velero

2 o

{

"AccessKey": {
"UserName": "velero",
"Status'': "Active",
"CreateDate": "2017-07-31T22:24:41.5762Z",
"SecretAccessKey": <AWS_SECRET_ACCESS KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

21
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credentials-velero 3} & w5},

$ cat << EOF > ./credentials-velero

[default]

aws_access_key id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

g olg B3 o] =g A o)L AxX5t7] A credentials-velero 3} & A1&3lo] AWSE
Secret 2 B A EZ A A},

43.23. 9 2 AYAF QX L HIL AR

DataProtectionApplication CR(A}-& 2} A 9] gl A 2)ol A wig] = A WAE 9] 9 s F A| 23S A
A

el 915

Multicloud Object Gateway, Noobaa =+ Minio<} 7+& 33 A 2EFYARE 9Y X =2 XA
.

Velero+= OpenShift Container Platform ] 2~2:, Kubernetes ¢ HAE D 1JJ L oJu] X E QB A E
2 E A 9 o}Flol B w2 wmelsh ).

YA A

I EFS UAS] A8l S T AL vlolE B 29 APIE A5t B¢ 2 E o
AE 2P AAR A8 oF U

CSl(Container Storage Interface) 2~y 2t3 A}-8-5l= 73-¢- CSI =2to|H & 55317] 93l
VolumeSnapshotClass CRS A 31 7] u Fol] 2 yAF XS (AT a7 gl

Restic3 Al-8-3sl= 74 Restico] 7AA &2 A 9] U A2 S WQstm s YAk XS AT

o7t ALY

M W Ak X FAR AA S A AL 2 ARt BaskA g A B A=
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Wel @ 2y ANV O A% ARE S 4 T A0 A2 euAES A4

DataProtectionApplication CRol| A] XA sl= W ¢] 9 X o] o g AL&-AF A o] A28 ¢

DataProtectionApplication CRol| A x5 X ¢k= 2@ AE 91X gt 7] 2 A3 ¢

o8 BE o Za] 7ol Aol 712 meto] W gt 28X ko Ao A g
Ut

AR Foll WY == 2WAE 91X & XA 1A o2 ¥l credentials-velero 314 &
2

AHgate] 718wk

4.3.2.3.1. 7]2 not QA

MY D 29k ANt AR AF FH S ALG AL UM A7 BashA g AS /18 ud
2 44T

Secret ©] 7] & o] &2 cloud-credentials ¢}

»
NS =

DataProtectionApplication CR(A}-& 4} A 2] g A 2)d &= 7] 2 A28 o] F QY
o a8 o X At W] 91X Secret 9] o] Fo] AAHA g2 75 7]
& o]Fo] AHE-FEY -

avaY
2
L

- w W

avaY
2
L

- w W

i
P

A= Fo] Me] 91X A7 ZH L ALL-351A] ¢k oW ¥l credentials-velero 71212 A}
831o] 718 o]0 2 Secret S AT 5 ALHYL)

! N,
i
L =

A 27 A

z
2
m
>
i
A
N
)
iy
i)
o
[
>
i
)
N
rr
oft
e
2
l-fO

Z An g ALgal ok T
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OpenShift Container Platform 4.10 v ¢} 2 &

Velerool th & 9 A= ~ &g <2 T4k gk

¢ BAE A~z X 9 credentials-velero 322 A A3 3 24 o & S o]of It}

713 o]

all

% HeS ALY

$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero

Secret & H|o]E X3 o =] Al o] AL A x| uj DataProtectionApplication CR2]
spec.backupLocations.credential £ = 9| A =3 ).

22U AE QAo THE 21F AR E AR 5= 7 ¢ credentials-velero o] Hxo =22 S

28 t}3 Secret 2 B A E = A A 35131 DataProtectionApplication CR(AF8-#} A 2] 2] A 2)ol A =
=298 AR}

A3}

o3 Al A9} 72o] M I A YA QX9 O]k Mz o] x2S A-E-3l] credentials-
velero ¥ & wrE ).

[backupStorage]
aws_access_key id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]
aws_access_key id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

credentials-velero 7121 & A} 35}o] Secret S B A EZ A A3},

$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero ﬂ

24



ol B9
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4%. | Ze) A o) A M)

t}-& o ¢} 7+o] DataProtectionApplication CRell 238 715t}

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage”

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- name: default
velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4.3.2.4. Ho]g B3 o =g Ao)lA A

Velero 2] &2 32 A

T4 5 &y

StA A A A v € CA A5A

4.3.2.4.1. Velero CPU ¥ v 2 g] 2|42 3 AA

g4 3tste] HolE B3 o EA NS

DataProtectionApplication CR(A1-8 2} & 9] g4 2) vy 2 E S A3l Velero Pod¢] CPU 2

Wwel g as sge A4,

A 27 A

OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l of o} g},

25
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=

A3}

o} o] 9} 7+o] DataProtectionApplication CR vl U 3| 2~ E 9]
spec.configuration.velero.podConfig.ResourceAllocations £ = A zt2 AQ gt}

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

Velero podSpecel Al 53 == A8 7] A

4.3.2.4.2. AR A CA 21=x] &4 3}

¢ Qe ZIH 72 AYHE 2AF5A = WA 312 DataProtectionApplication CR(AH-&-#} A 9] &)
2Z) iU 2E S A st A Z2E A o da] AA A E CARISAE A s}l oF gt

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l of o} g},

DataProtectionApplication CR vl U 3] =~ E 9]
spec.backupLocations.velero.objectStorage.caCert vl 7] 1 4= 2
spec.backupLocations.velero.config v 7l 45 AR ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
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JE
b
|

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base46 2179 CA 2Z A x9S XA}

e

insecureSkipTLSVerify 74 & "true" == "false"” = A& 4+ J 54U} "true”
A7) 31H SSL/TLS M. eto] v @A 31}, "false” = 2 A o}ml SSL/TLS HQlo] &3}
%qw

4.3.2.5. g ol B3 | ZA oA AX|

Data ProtectionApplication API 21 28 = £ vl 50| DPA(Data Protection Application)E 4 X 3
t}.

A 27 A

[}
OADP Operator= A =] 3 oF g t}.
[}
LBAE 2R S WY AXZ FASoF G
[}
2YAES ALESte] PVE #Qlst= A S22 35 A = 71 =HAEAPI ==
CSl(Container Storage Interface) 2~ AxS x| 3] o} g}
[}

el U AWMAF X7} FY3 A FHE ALESE 73 712 o] & cloud-credentials &

AL-8-31o] Secret S A3l oF .

o
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OpenShift Container Platform 4.10
A% MY R 209X A4 Fgo) o

[}
el @ AWAE QR0 & QS A EE AHE-Sh=
o Zggo] X3ty 7] H o] & cIoud credentials = A}-8-3} Secret < A A s o I
.
=31
AR Foll MY Ee= 2YAE XS A A sHA] go A ¥l credentials-
velero 3t & AL§-3o] 7182 BtS QT 5 dFUTH 7] & Helo] glod A
Ao Al g
A=}t
1.
Operators — “d X] ¥ Operator = =¥ 3}32 OADP OperatorE 419 g tt.
H2 A48 293U g

2.
A€ API o} 2] ] DataProtectionApplication A=}l A <1

YAML 17| & =3 513 DataProtectionApplication U] ~E o] w52 ¢Juo]EF

U,

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift ﬂ
- aws
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix>
config:
region: <region>
profile: "default”

28



4%, o =2 A o] A H“O‘g o X 9]

= T

credential:
key: cloud
name: cloud-credentials G

snapshotLocations: ﬂ
- name: default
velero:
provider: aws
config:

region: <region> 6
profile: "default”

openshift &8 2212 I 45U ).

2]

Restic 4 x| & 1] &4 3} 5l M false = A A Ut} Restice d| & A EE v 3
t}. =, 7} YA == Restic pod7} 431 g1} Backup CRol
spec.defaultVolumesToRestic: true & F-7}3l W ¢] o] ResticS 4 g }.

©

Restic podSpecdl] A28 == A=A 7|2 A A FU ).

L4

WAL W] ~Eg R X2 ATt WA o] Velero M & AL vl o] ofd 7
T AFAHE ARSI oF gy o

HZlo] o8] £ =2 AHE-H &= 79 Velero 9 ¢ o] A FAH(el: velero )& X4 ).

A g+ Secret L BAE 9] o] 55 A AP o] 3h& AAQ A o 71E o]l &
cloud-credentials 7} A1 €2 Uth A} &R} A A o] 2L XA 3H WY Q)Xo AFEA} A A
ol o] AHgH Y

o

PV 3]5l7] 9151 CSI 244k T Restic S AFS-ahs 29 294 AN S A4
297} gunh

©

295k 912 &= PV} 53 2ol glojof gtk
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o

oX
oX
filo
gt
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e
L
u)

OADP g & 25 sQlste] AX & AP

$ oc get all -n openshift-adp
g o

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.2.5.1. DataProtectionApplication CRoj| 4] CSI &4 3}

CSl 2y 2o 2 of 7 B 5o me3l7] 93 DataProtectionApplication CR(AF&-2} A 9] ] A 2)0

x] CSl(Container Storage Interface)= &4 313t}

A 27 A
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4%, o =2 A o] A H“O‘g o X 9]

= T

o} o ¢} 7+o] DataProtectionApplication CR& | g g ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ
(1)

csi 7| =g a9

tlo
3
N
&
L
v

4.3.3. Microsoft AzureE A}-£-3}o] OpenShift API for Data Protection A4 %] 2 74

OADP OperatorE 4 %] 5}o] Microsoft Azure<} g7 OADP(Data Protection)-8 OpenShift API=
A 23 o}, Operator= Velero 1.7 & A X g}

3

OADP 1.0.4%- ¢ == OADP 1.0.z8] A2 MTC Operatore] F&5A4 0 20k AL&8F
Ao =53 A3 Operator= AHg-3 5 gl

Velerool tls] Azures 743k /12 Al =8l & A4S T dlolE B35 o Eel7lol AL A g

A gHE U E 9] = 217 o]l OADP OperatorE 4 X st2]™ W3] 7] OperatorHub 425 1| &/ 3} 51
31 Operator 7122 15 vl 2 g aj of &t} A ] §-2 A ghd W] E 9] A0 4] Operator Lifecycle
Manager A8 F =34 A <.

4.3.3.1. OADP Operator A x|

OLM(Operator Lifecycle Manager)2 A} 3}lo] OpenShift Container Platform 4.109]
OADP(OpenShift API for Data Protection) OperatorE A X] g o}.
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OADP Operator= Velero 1.7 & A X3t}

A 27 A

cluster-admin @ 3lo] = A& 22 21218 oF St}

A=}
1.
OpenShift Container Platform ¢ =< o 4] Operator — OperatorHubZE &3
2.
71¢=2 FE ¥ A== AL83te] OADP Operator £ 241t}
3.
OADP Operator & A9 33 A& St
4,
openshift-adp 3 2 4] € o] X OperatorE A x| 3l2]™ A xS Zg gt}
5.
Operators — 4 X Operators & 3 3lo] AX & A d.

4.3.3.2. Microsoft Azure -4

OADP(OpenShift API for Data Protection)= $]3] Microsoft AzureE 74 gt}

A 27 A

Azure CLI 7} 3] 5] o] Qolok g}

Az}
1.
Azureol 21213},
I $ az login
2.
AZURE_RESOURCE_GROUP ¥#4-= A A st}

32
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https://docs.microsoft.com/en-us/cli/azure/install-azure-cli

4% o Ze Aol A M 1 2l

I $ AZURE_RESOURCE_GROUP=Velero_Backups
Azure 2142 5SS AARYL.

I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS §))

AAE A4 g

AZURE_STORAGE_ACCOUNT_ID 42 A4 3},
I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d '-' -5 | tr '[A-Z]' '[a-z]')"
Azure 22 A AR S AH I

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS \
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

BLOB_CONTAINER W52 44 3o}
I $ BLOB_CONTAINER=velero
Azure Blob 2~ 2] X] AH o] & AAA I

$ az storage container create \
-n $BLOB_CONTAINER\
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT_ID

~E8A AR A2 72 7h4 g

«
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34

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT_ID\
--query "[?keyName == 'key1'].value" -o tsv’

a3 HA Aol A= AHA AR S A4IUH

AZURE_ROLE=Velero
az role definition create --role-definition '{
"Name": ""$AZURE_ROLE",
"Description: "Velero related permissions to perform backups, restores and
deletions”,
"Actions": [
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/disks/endGetAccess/action”,
"Microsoft.Compute/disks/beginGetAccess/action",
"Microsoft.Compute/snapshots/read”,
"Microsoft.Compute/snapshots/write",
"Microsoft.Compute/snapshots/delete™”,
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/regeneratekey/action™

1,
"AssignableScopes": ["/subscriptions/'SAZURE_SUBSCRIPTION_ID™]

}'
credentials-velero & w51t}

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}

AZURE_TENANT ID=${AZURE_TENANT _ID}
AZURE_CLIENT_ID=${AZURE_CLIENT _ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS KEY=${AZURE_STORAGE_ACCOUNT_ACCE
sS_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

24 g5 Y. credentials-velero 3t o] A u] A F=A] 214 FH E3E 7394
B oojnx & W 5 glHsy .

credentials-velero 32 & A} 83} H)o]g HS o ZE|A o] AL AHX3}7] Ao Azureg
Secret 2 B A EZ A}
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43.33. 9 @ AYAF QX L HIL AR

DataProtectionApplication CR(A}-& 2} A 9] gl A2)o| A W] = A WAE 9] 9 3] F A| 23S A

A
el 91

Multicloud Object Gateway, Noobaa T==+= Minio¢} 742 S3 33 7/|A] ~2EZAE AN Y= AA
I

Velero+= OpenShift Container Platform ] 2~2:, Kubernetes ¢ HAE D 1JJ i1 oJu] X E QB A E

2 g2 9] olztol B w2 W g,

YA A

QT EEL WA A5l 2eH9= TFA YOI EH AWk APIZ AL Sl A G FAeE TR
A2 29 922 A Qs ok g

CSl(Container Storage Interface) 2= 3t-& A1-&-3}= 73 CSI =&ol | & F=3}7] 93
VolumeSnapshotClass CR& A Al 517] w] &ol] 294 QX2 XA F a7} gHFur.

Restic2 AH8-sl= 7% Restico] 7HA] &2 A o] 3 A/ 28-S W Qjstez AP YRS A4 &
a7l RAsHH.

-4

Mel g 2y sk 97t FA S A7

ol\

e ARG AL 2 ARV BasA e A4S /1R A=

MYl W Wk A7k THE A5 AUE A e S F A AAR ouAES P4t

DataProtectionApplication CRol| 4] X4 3= Wl ¢] 91Xl th g AH-&-=F B o] A|Z2 Y
t}.

DataProtectionApplication CRol| 4] F x5 ] k= AW Ak 934 3k 7] 2 x| =81 Y]
o}
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dolE B35 o E2 Aol ot 712 Rote] WaFhith 29A gow Axo] Ao g
Ut

A Fof Wle] = AWAE 9] %] 1A 51A] 2o #H vl credentials-velero 3} -&
A

AHgate] 718 Bk

4.3.3.3.1. 7] 2 Bol QA

Mol @ WAk A7 AR AF TP A AL Y AN DL HA R A 718w
= A FI

Secret 9] 7] & o] &2 cloud-credentials-azure ¢J1]t}.
DataProtectionApplication CR(A}-& 4} A 2] gl A 2)d &= 7] 2 A28 o] F QY

ot 284 grow Aol APk W] 913 Secret o] ol Fo] AP A ¥ AF ]
2 ol go] AHg- YT

AR Foll MY X AF THE AR ko2 ol credentials-velero o1 2 A}
831o] 718 o]0 2 Secret S AT 5 ALY

[ ]
BAE 22gA] 9 FgE 2EZA = YT AS5 ARE A3l of §Y .

[ ]

Velerod) tjst o HAE ~E&XE A3 oF g}
[ ]

o B A E g XA 9 credentials-velero 723 A A3 2] o & vwtSo]of gt}

Azt

[ ]

N
FHI
ﬁ
lo
HU

e A4k
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$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

Secret & H|o]E B3 o =g A o] AL A x| o DataProtectionApplication CR2]
spec.backupLocations.credential £ =9 A =3 ).

43.33.2. 0 5 AR Bt YA

Mol g WAk 9o ThE AF P8

i

AHe3tE A4 F /9] Secret L EAEZ A of ).

A A AA ol 52 AHE UMY AA A2 AR A 9] o] 52
DataProtectionApplication CR(A}1-8-#} A 9] €] 4-2-)2] spec.backupLocations &= x4 ¢
Yt

7182 o] & cloud-credentials-azure <1 2~ AF 9] X] A] = 8l. o] Secret &
DataProtectionApplication CRdl| XA =] x] ¢t&1t}.

iy
i)
o
[
oid

FApel 4

o

I FA o2 2k Aol I3t 24 Fd-velero ¥ & WHEY

713 o]

all

o 37 A WAk 9| x] o o 3t Secret 2 WA T}

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

oHAE 22 FHAZ F2 o7 M 9 X 13 credentials-velero 322 w5

t}.
AHEA G o] ol o g W] YA g BekS AP d o

$ oc create secret generic <custom_secret> -n openshift-adp --from-file
cloud=credentials-velero

-3 o9} 72o] AL2-A A A o] & <] A+ Secret 2 DataProtectionApplication CRol| 37}
.

37



OpenShift Container Platform 4.10 9§ & B¢

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"

name: default

provider: azure

AHgR Ao ol g o M 91X A=,

4.3.3.4. ol B35 o Zg Al A

Velero 242 392 A3k AL 24 A E CA AZA S B4 skt] tlolE] n5 S Ao HL
T4 % dguth

4.3.3.4.1. Velero CPU ¥ v 2 g] 2|42 3 A4

DataProtectionApplication CR(A1-&8 2} A 9] g4 2) vy 2 E S A Q3o Velero Pod¢] CPU 2
HEe fas 3FS A-33

A 27 A
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= T

OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l oo} g t}.

o} o] 9} 7+o] DataProtectionApplication CR vl U 3| 2~ E 9]
spec.configuration.velero.podConfig.ResourceAllocations £ = A zt2 AQ gt}

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

Velero podSpecol] Al &g == A= 7] XA

4.3.3.4.2. AA] A CA 21=x] &4 3}

& RE 7 L HFE AP A Q54 E x| 513 A DataProtectionApplication CR(AH&-# 4 9] 7
Z22) Uy 2EE A3t /MR 2EE A o g)s] A A EH CA A=A E SA4 st oF Fot.

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x] =] o] ¢l of o} g t}.

DataProtectionApplication CR vl U 3] ~ E 9]
spec.backupLocations.velero.objectStorage.caCert vl 7] 1 4= 2
spec.backupLocations.velero.config v 7| 45 A ).
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e |

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- hame: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base46 <179 CA Q1 ZA 2L L X AF ).

insecureSkipTLSVerify 74 & "true” === "false” = A& 4+ J &Y} "true”

A A &H SSL/TLS B ¢to] v & 31}, "false” & A A sA SSL/TLS Hoto] &A1 3}
aa Ut

4.3.3.5. H o] B35 o Z& Aol d A

Data ProtectionApplication API 91 28 *~ £ vl 50| DPA(Data Protection Application)E 4 X 3

H

o}

A 27 A

OADP Operators A =] 3j| o} g1 t}.
eBAE 22X E NY YA =2 A S oF Fu o

2 A ALgSl] PVE W ahe A 2T4= 2R
CSl(Container Storage Interface) 2~ AF-S x| A 3 o} gt}
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W] g AWAE QX7 FUS AHF FH S AFR-S= A S 71 ¥ o] & cloud-credentials-

azure = A}-&3}o] Secret 2 QA &) of Tt}

[}
Mg R 2N AT GE S BARE AHS st A5 F 1Y Al & A oF gy
o
el Aol g AHEA A o] Fo] de AR YU o] BHS
DataProtectionApplication CRol] 3713t}
o
2 WAk 9] X o] U3t 7] & o] & cloud-credentials-azure 71 9= A132& YUt} o] B
ot 2 DataProtectionApplication CRo| A x5 A] gk o).
=31
AR Foll Mg == 2YAE X & A A A o™ vl credentials-
velero o191 AL-g-3ko] 7] 1 BekS AT 4 Qlruth 7] neto] glow
3ol Ao ch.
A3
1.
Operators — A X ¥ Operator & &2} 5}l32 OADP OperatorZE A=},
2.
Al5-H API o} 2] DataProtectionApplication J=z}ol| A QA1 2E 2 A S ZFE ).
3.

YAML » 7] E 293} DataProtectionApplication vl U | 2 E o] v 7| H = ¢JHo|EG
Yt

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
restic:
enable: true 9
podConfig:

41



EER

OpenShift Container Platform 4.10 ¥ ¢J

nodeSelector: <node selector> 6

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group> ﬂ

storageAccount: <azure_storage_account_id>

subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: cloud-credentials-azure ﬂ
provider: azure
default: true
objectStorage:
bucket: <bucket_name> G
prefix: <prefix>
snhapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>

subscriptionld: <azure_subscription_id>
incremental: "true"
name: default
provider: azure

openshift Z 2] 2212 49Ut

Restic 4 X & 1| &/ 3l5l2] A false = 44 vt} Restice vl & A ES vl £ 3]
=, Z} Z Y9 A ==of Restic pod”} 4 3 g1 }. Backup CRoll
33 o

. %,
spec.defaultVolumesToRestic: true & F7}35lo] ¥l ¢ o] ResticS +4

©

Restic podSpecel A| &3 == A 7= A}

L4

Azure 2] 42 2 FS AAFZUY.

©

Azure Z2E 2| X AA IDE A A}

6]
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4%, o =2 A o] A H“O‘g o X 9]

Azure B 234 IDE X AZ P

7

o] S XA 3HA gkow 712 o] & cloud-credentials-azure 7} AF-&H Ut} A& A}
A ol5S ARt MY AA A AR AA ol Fol AHEF YT

©

BAL M 2R Y= AP Uth vA o] Velero MY & A& A o] ofd 7
T A7 ARSI oF gy o

9]

HZlo] o2 § & AHE-H = 7% Velero ® ¢} o] HFAH(qll: velero )= AP d .

10

PV g]5l7] 9151 CSI 244k T Restic S AFS-ahz 2 294 AN A4

227} A&,
A4S 2

OADP 2 222 3<lsta 4 & A

I $ oc get all -n openshift-adp

%9 o
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
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SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.3.5.1. DataProtectionApplication CRoj| 4] CSI &4 3}

CSI 2~y Ako & g B g9 wle]3lr] 9] DataProtectionApplication CR(AF&-A} A 9] 7] A2

x] CSl(Container Storage Interface)=S &4 33 ).

A 27 A

2= FFAE CSI 29 AkS A Y3l of gt

t}-& o ¢} 7+o] DataProtectionApplication CR& | g g ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ
(1)

csi 7] & &89S F7Hd o

4.3.4. Google Cloud Platform 2.2 gl o]g H &= ¢]3 OpenShift APl 2 X 9 4]

OADP OperatorZ 4 %] 5}« GCP(Google Cloud Platform)<j] <] OADP(Data Protection)&

OpenShift APIZ 4 X] g4 t}. Operator= Velero 1.7 & A X g}
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4% =2 Aol A N

=
b
d
f

Fx

OADP 1.0.4%-¥] 2= OADP 1.0.z¥] 42 MTC Operatore] &4 0 2k A} g3 5
Ao 53 24333 Operator= A8 81*141:}

Velerool t] gt GCPE #4315l 71 8 A AR S AT O3 dlolH 1S ofE Aol S AXFUt.

A A U E 9] 3 37 o] OADP Operators A x| sl21 A WA 7] & OperatorHub &~ 2& v] & 5} 5}
31 Operator 7} 2 1.5 v] g 3] of Ut} AHA 3 U] 82 A ghE U] E 9] =9 4] Operator Lifecycle
Manager A8 F =34 A <.

4.3.4.1. OADP Operator A x|

OLM(Operator Lifecycle Manager)2 A}-&3}o] OpenShift Container Platform 4.109]
OADP(OpenShift API for Data Protection) OperatorZE A x| g o}

OADP Operator= Velero 1.7 & A X3t}

A 27 A

[ ]
cluster-admin @ 3to] Y= A& A= = 1213 oF ).

Az}

1.
OpenShift Container Platform ¢ &<l A Operator - OperatorHubE &3 3 t}.

2.
71¢=2 PE ¥ A== AL4-3te] OADP Operator £ 241t}

3.
OADP Operator & A9 33 A& FYPUth

4.

openshift-adp 3= 2 4] € o] X OperatorE A x| 3l2]™ A xS Zg g}
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J il
rO
L
L
o

Operators — 4 ] @ Operators S 3 3lo] A=

4.3.4.2. GCP(Google Cloud Platform) -4

OADP(OpenShift API for Data Protection)<l 3] GCP(Google Cloud Platform)S -4 g t}.

A 27 A

[ ]
gcloud 2 gsutil CLI o] AA = o] lojo} gl A4l U] 8- Google Ze}-9= 44

ME FEHHA L.

GCPd| =123t}

I $ gcloud auth login

22 A vZE A4 FU
I $ gsutil mb gs://$BUCKET/

PROJECT_ID 45 & 2 AlEZ A .
I $ PROJECT_ID=$(gcloud config get-value project)

Al AR L AR T,
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4%. | Ze) A o) A M)

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"
Au = AR S Gy

I $ gcloud iam service-accounts list

email 73} 9 X 3l== SERVICE_ACCOUNT_EMAIL H4E AA

3

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

A A& A3} velero AL-8-A ol Al d g g 3

B>
)
o
tilo
o
2
d
W
fu)

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

velero.server A}z g o] &2 WA

$ gcloud iam roles create velero.server \
--project $SPROJECT _ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

Z2 A EJ |IAM A A vrel gL F713 .

$ gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL \
--role projects/$PROJECT _ID/roles/velero.server

1.
IAM 21 4] 2 718 & gl o] =g o

Ut

ol B9

=~

=
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$ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin
gs://${BUCKET}

12.
IAM A 8] 2 Al A 7] & @A o A E 2] 9 credentials-velero 2} o] %] 43t}

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

credentials-velero 312l & X123} dlo]E] BT o] =g Aol L AX3}7] Ao GCPL
Secret 2 B A EZ A3}

4343. 9 2 AYAF QX L HIL AR

DataProtectionApplication CR(A}- &2} A o] gl A 2)ol A wiq] D A WAE 9] x] 9 3] F A| 23S A
A

el 915

Multicloud Object Gateway, Noobaa T==+= Minio¢} 742 S3 331 7/|A] ~2EZAE N I = AA
U

Velero+= OpenShift Container Platform ] 2~2:, Kubernetes ¢ HAE D 1JJ il oJu] X E QB A E

2EaA o] o}7tol B shel = wlel .

YA A

7 BFS MY/ sl FAFE FFA] U EI N 2k APIS g g FAFE FF

A2 29k 922 2 Qs o g

CSl(Container Storage Interface) 2= A3t-& A1-&-3}= 734 CSI =}ol | & F=3}17] 93
VolumeSnapshotClass CR& A Al 51 7] w] &ol] 294 QX2 XA F a7l gHFUr.

Restic2 AH8-sl= 7% Restico] 7HA] &2 A 9] 3 A 28-S W stz AP YRS A 4Q T

7t ALY

MY W AW AR FAR AR SR AHGSAL 2% Xt BeAA G A AR A2
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Wql g 29k AN O A% AR E AR AL Tl AaY enAES 44

x:°l'

M.

DataProtectionApplication CRoll A A A 3l= g QX ol di gt AHgA 2] Al a3 ¢

DataProtectionApplication CRollA] Z= 5 #] ¢k= 2 WAF 9 X9 U & 712 A|2R
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E’ s AV =37
XN, DataProtectionApplication CR(AH-8-#} 8 9] 2] &2)ell = 718 A1 23 o] F 2 FY
th 23] erow o) Ak MY 913 Secret 9| o] Fol AYHA L AL 7]
E:" - -_:_-. E‘ 0] %0] }‘}%% ]’] T;]'-
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¢ - Az Foll MY QA AF S-S ALE-351A] ko 2w ¥l credentials-velero 31Y & A}
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(o

[ ]
Velerool| tj gt @ BAE ~E R FA 3] o ).
[ ]
S BAE A7 X 9| credentials-velero 72 A A3 2 o 2 utEo]of i},
A=}
[ ]

712 o] 5o E HekS AP

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

Secret & H|o]E X3 o =] Al o] AL A x| uj DataProtectionApplication CR2]
spec.backupLocations.credential £ =9 A =3 ).

43.43.2. 0 5 AR Bt YA

WQl g 2y sk 9K ol e 1% FRE AS S A4S F /19| Secret 9 HAE S A48l of Fuith

AHEAL A o] 55 AHE MY AR AR AHEA A 9] o] 52
DataProtectionApplication CR(A}-& =} A o] ] 4-2-)9] spec.backupLocations £-=o] X] & H
Yt

7] o] & cloud-credentials-gcp 2 A}-8-3 2 AF 9 X] A| =R, o] Secret 2
DataProtectionApplication CRol| XA =] x| &1t}

i
i)
o
[
ofd

FApel 4

L

P o= 2k 9 X o vt 24 F-d-velero vl & THEY

713 o]

all

o2 AWAF 9] x4 o3 Secret & A A ).

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

LBAE 2] AH3 F2or W] 913 Ul g credentials-velero 31 Y S HFY
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AHE A A 9 ol F o2 MY A th e BS AP

$ oc create secret generic <custom_secret> -n openshift-adp --from-file
cloud=credentials-velero

o5 o 9} o] ALg-AF A A o] F<] A+ Secret 2 DataProtectionApplication CReol| 57}
Ay

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snhapshotLocation: us-west1

AFgAL o] o] § oz MY 91X A=,

4.3.4.4.H°olg B3 =g AolA A

Velero 2] &2 @92 44571 A4 AEH CA ASA S B3l dolg ns o SeAol e
TR 5 dxud.

4.3.4.4.1. Velero CPU 4 4|2 2] g 42 g A
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e |

DataProtectionApplication CR(A}-8-#} A 9] g4 2) vy 2~ EE H 3 5lo] Velero Pode] CPU ¥
2 giax ddS AFF.

A 27 A
[}

OADP(OpenShift API for Data Protection) Operator7} A x| 5] o] ¢l oo} g},

o} o] 9} 7+o] DataProtectionApplication CR vl U 3] 2~ E 9]
spec.configuration.velero.podConfig.ResourceAllocations £ = A 72 AQ ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

Velero podSpecol] Al &g == A= 7] XA

4.3.4.4.2. AR A CA 21=x] &4 3}

L:[m

2 A9 2AZA = vHA| 512 W DataProtectionApplication CR(AH-&-#} A €] &)
Aste] AA ZEZ A disf] ZAA] A€ CAJISAE E4staof gyt

OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l of o} g t}.
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47, A=Al ol A

2
b

DataProtectionApplication CR vl 1] 5] 2~ E 9]
spec.backupLocations.velero. objectStorage caCert nj 7 4=
spec.backupLocations.velero.config | 7| H+=5 HAF g o).

=

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- nhame: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Based46 <139 CA Q14 22492 AA ).

insecureSkipTLSVerify 74 & "true" =+ "false" = A& 4+ J &Y} "true”

A 31 SSL/TLS W gto] H| A sl U} "false" = A4 o}'ﬂ SSL/TLS Holo] A3}
%qw

4.3.4.5. H ol B3 | ZA oA AX

Data ProtectionApplication API 91 28 *~ £ vl 50| DPA(Data Protection Application)E A X 3

H

o}

A 27 A

[ ]
OADP OperatorZ A =] 3 oF g t}.
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ouAE ~EAE WY JA 2 Tk T

WY R 2 A7 LT AA T8 E Ak 7% 712 ]+ cloud-credentials-gcp
& AH8-3to Secret & A3l oF I

A R WA QAT I E S BRE AHEsHE A F A A2 & BA S oF U

N A g AHEA A o] 5ol A= A2 YU o] HekS
DataProtectionApplication CRol] 3713 t}.

2 W AE QA9 g g 7] & o] & cloud-credentials-gcp 7 9= A|=23 Yo} o] Bt
2 DataProtectionApplication CRol| 4] Fx = A] ¢t&1t}.

AR Fol g == 2YAF X E XA 3R] 2o ¥l credentials-
velero 3} & A18-31o] 712 1S AT 5= dHF U 7] Hle] glow

Aol A3 gt

Operators — A X ¥ Operator & &2} 5}32 OADP OperatorZE A&},

s

A 32 API o} 2] DataProtectionApplication 2 =}ol| A Q1 2€l 2= A S FFU.

YAML » 7] E 293} DataProtectionApplication vl U | 2~ E o] v 7| H = U o|EG

U,

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
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spec:
configuration:
velero:
defaultPlugins:
-gcp
- openshift
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- velero:
provider: gcp
default: true
credential:

key: cloud
name: cloud-credentials-gcp ﬂ

objectStorage:
bucket: <bucket_name> 9
prefix: <prefix>
snhapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 6

openshift & 2212 I 45U ).

Restic A x| £ H) &4 3} 5l2] A false = A A 3t} Restice vl & A EE v X3
o =, 7 4 A ;== Restic pod7t 413} 51t Backup CRej
spec.defauItVoIumesToRestlc true & F7}3sle] W o] Restics 74 I
Restic podSpecol Al 33 == A8 7] & A A .
o] & A A 3sHA &F o™ 71 o] & cloud-credentials-gcp 7} AH8-H Y th. AH&-A}F A
A olE5S AR s W AA ol AHEA A o] Fo] AHEHU T
2§ vZo] oyl
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6]

HZlo] o2 § & AHE-H = 735 Velero # ¢} o] HFAH(qll: velero )= AP d .

o

PVE W 3}7] 915 CSI 244k = ResticS AH4-3h 24 292 938 A9
297} gtk

©

295k 912 & PV} 523 2ol glojof gtk

4,
B4 FHdug
5.
OADP 2 222 3<lsta 4 & A
I $ oc get all -n openshift-adp
29 o
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s
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= T

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.4.5.1. DataProtectionApplication CRoj| 4] CSI &4 3}

CSI 2y Ako 7 o+ B 58S wl3l7] 95l DataProtectionApplication CR(AF&-#} A 2] &) A& 2)9|
x] CSl(Container Storage Interface)S &4 313 t}.

A 27 A

°
Ze9-= FFAE CSI 2YAES A Y3joF gt

o} o ¢} 7+o] DataProtectionApplication CR& #H g g ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
- cSi

csi7] 2 S8 2d& F7HU Y.

4.3.5. Multicloud Object GatewayE A}-8-3] dlo|E B3 E 9|3 OpenShift APl A x] 92 74

OADP OperatorZ 4 %] 5« MCG(Multicloud Object Gateway)E A}-8-5}l<] OADP(Data
Protection)-& OpenShift APIZ A X g t}. Operator= Velero 1.7 & A X g .
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Fx

OADP 1.0.4%- ¢ == OADP 1.0.z8] A2 MTC Operatore] F&5A4 0 20k AL&8F
Ao =53 A3 Operator= AH§-3 5 gl

Multicloud Object Gateway & M 9] X & +4 ¥ }t. MCG+= OpenShift Data Foundation2] +-
A 2 A9 t}. DataProtectionApplication CR(AF&-2 A 9] & A 2)oA] MCGE W ¢ X = 7AFY
.

A 2E2 A 2] A WAS 2535+ CloudStorage API= 714 Z8)H 75 A&
AU} 71% Za ¥ 7152 Red Hat =254 A ]2 52 A oHSLA)| A < Q= x| o
H 7] 5o E AASHA] &S F AFHUT A Z2 YA A oA AHEshe A A%
3HA] g Uth ol o 7| 52 AHESHH FF A FE 7S =79 o] & 5 o] A
AoA 1A o] 7]5S HEESAL F=m S A3+ AFHTH

Red Hat 71% Zel® 7159 A9 WSl e AAF g2 715 22l B 7]
WS FEAAAN L.

off

A

B AR NI A2 S BT T oy BE oS Alol S AAF .

A A U E 9] 3 37 o] OADP Operators A x| sle1d WA 7] & OperatorHub &~ 2& v] &4 5} 5}
31 Operator 7} = 1.5 v] g B3l of o} ZHA 8k ] §-& A ke o] E 9] =0 4] Operator Lifecycle
Manager A8 ZZ3 4 A L.

4.3.5.1. OADP Operator A x|

OLM(Operator Lifecycle Manager)2 A}-&3}lo] OpenShift Container Platform 4.109]
OADP(OpenShift API for Data Protection) OperatorE A X] g }.

OADP Operator= Velero 1.7 & A X3t}

A 27 A

[ ]
cluster-admin @ 3to] Y= A& A= & 1213 oF g},

58


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-mcg
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#olm-restricted-networks
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4. o Ee Al Wy B %9

A=t
1.
OpenShift Container Platform ¢} <9 4] Operator — OperatorHub=S Z 2 g t}.
2.
719l== Y A= A-835lo] OADP Operator & &1t}
3.
OADP Operator & A9 3l A& FEPUth
4.
openshift-adp 3= 2 4] € o] X OperatorE A x| 3l2]™d A xS Zg gt}
5.

Operators — 4 X Operators & 3 3lo] AX & A .

4.3.5.2. 9¥] S} = QHAE Ao|EY o] F AKX AN

OADP(Hl o] X )& OpenShift APIoll o] gt Secret CR(AH&-#F A 9] 2] A 2)S AAsHH
MCG(Multicloud Object Gateway) <15 A » E Z A3 o gl

MCG+ OpenShift Data Foundatione] -4 2 49U},

A 27 A

[}
Z A3t OpenShift Data Foundation vl & 7}o] == A}-85}<] OpenShift Data Foundation
< v 3 3ok g,

NooBaa A&} & ] & &2 4] describe H &2 235l S3 24, AWS_ACCESS ID
= AWS_SECRET_ACCESS_KEY £ 7}4 &1t}

credentials-velero 31 & w51},

$ cat << EOF > ./credentials-velero

[default]

aws_access_key id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF
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credentials-velero Y & A} 8 3}o] Hlolg BT o] Ze]Alo]AL A x| W Secret B A
EE AR

4.353. 9 @ AYAF QX L HIL AR

DataProtectionApplication CR(A}-& 2} A o] gl A 2)ol A wiq] & A WAE 9] 9 3] F A| 28-S A
3o
¢ 91

Multicloud Object Gateway, Noobaa &=+ Minio¢} 7+& 33 A 2EFARE 9Y X = XA
.

Velero:= OpenShift Container Platform ] 2~2:, Kubernetes ¢ HAE D 1JJ L oJu] X E QB A E
2 E A 9 o}F}lol B w2 welsh ).

YA A

T EFS UAs] A8l 2= T AL vlolE B 29 APIE AHS-et= B¢ 2 E o
AE 2P AAR A oF U

CSl(Container Storage Interface) 2= 3t-& A1-&-3}= 73 CSI =&o| | & F=3}17] 93
VolumeSnapshotClass CR& A Al 51 7] u] &ol] 294 QX2 XA S F a7} Ut

Restic 2 AH§-8H= 75 Resticel /1Al =527 9] 51 A 2@ Melstnz 294 XS A4 T
227t Y&

Ml Ak 9 X7 A AA

ol\

e AHESHAG 29 AR BasA ge A AR A=

M B Ak X7} ThE 1% ANE A SHE A9 F NS AFR onAES 44

x:°l'

Hi.

DataProtectionApplication CRoll A A A 3l= g QX ol dit AHg-A 2] Al 3R ¢
.

DataProtectionApplication CRol| 4] x5 X] ¢k= 2\ Ak g1 X9 dlgk 7| &2 A28 ¢
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A A 3] ¢k o | ¥l credentials-velero ¥} &

4.35.3.1. 7] not QA

M D 29k AN AR AF FE S A SHAY 2 A7 BasA GBS /B u

< A4 7.
Secret ©] 7] & o] &2 cloud-credentials ¢t}
DataProtectionApplication CR(A}-& 4} A 2] gl A 2)d &= 7] 2 A28 o] F QY

oh. 184 grow Aol Pk W] 913 Secret o] ol Fo] AP A ¥ AF ]
2 ol gl AHg-H YT

AR Foll MY YA A4 FH L AFE-3HA] eko 2 1l credentials-velero 31 & A}
831o] 718 o]0 2 Secret S AT 5 ALY

A 2.7 AR

[ ]

LHAE 2R D FHFE 2EIHA = 4% AF FHRE AFES|oF U
[ ]

Velerood] tj gt o B Al E ~E X E FA & o g}
[ ]

S BAE A&7 X 9| credentials-velero 7S A A3 2 o 2 ulEo]of ).
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$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero

Secret & H|o]E B3 o] =2 A o] AL A x| o DataProtectionApplication CR2]
spec.backupLocations.credential £ =9 A =3 ).

43.53.2. 0 15 AR Bt YA

WQl g 25k 91X ol e 1% PRE ASSHE A4S 7 /19| Secret 9 BAE S A48l of Fuith,

AHEAL A o] F5 AHE S MY AR AR AHE A A 9] o] 52
DataProtectionApplication CR(A}-& %} A o] ] 4-2-)9] spec.backupLocations £-=9]] X] & H
Yt

7] & o] & cloud-credentials 7} 9= 2~ AF 9] X] A= ", o] Secret &
DataProtectionApplication CRol| XA =] =] &1t}

ZeH9E FRA TS FH o2 2k 9o U@ A4 S-velero A S wHE

713 o]

all

o 2 AWAF 9] x4 o3 Secret & A A ).

$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero

Q¥ AE ~EZ X9 HAG P2 o7 ulQ 9 X g3t credentials-velero 3¢ & 5]

AHE A A 9 olF o2 MY A e BtS ALY

$ oc create secret generic <custom_secret> -n openshift-adp --from-file
cloud=credentials-velero
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4. N EelACl A WY % %

e |

-3 ol 9} 7+o] AL2-A A A o] & <] A+ Secret 2 DataProtectionApplication CRol| 37}
.

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"

provider: aws

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

AgRE Ao ol g o MY 91X A=,

4.3.54.d 0l B35 o Zg Aol A

Velero 242 292 A3k AL 24 A E CA AZA S B4 3kt] tlolE] u5 o SAoHL
T4 % duth

4.3.5.4.1. Velero CPU 4 4|2 2] g 42 g A

DataProtectionApplication CR(A1-8 2} A 9] g4 2) vy 2 EZ A 3}lo] Velero Pode] CPU 2
HEe fas 3FS AF33

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l oo} g t}.

2

«
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=

A3}

}-3 o] 9} 7+o] DataProtectionApplication CR vl U 3| 2~ E 9]
spec.configuration.velero.podConfig.ResourceAllocations £ = A zt2 AQ ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

Velero podSpecel Al &3 == A€l 7] X3

4.3.5.4.2. AR A CA 21=x] &4 3}

d F Qe 71F 275 = AP E AFAE A5l W DataProtectionApplication CR(AH-8-#} A 9] g
Z22) Uy 2EE AQY 3o /MA 2EE A o g)s] A A EH CA A=A E FA4 st o Fot.

&

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l oo} g t}.

DataProtectionApplication CR vl U 3] ~ E 9]
spec.backupLocations.velero.objectStorage.caCert vl 7] 1 4= 2
spec.backupLocations.velero.config v 7l 45 AR ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
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name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base46 2139 CA Q1= Exa L %A 3 ]t}.

e

insecureSkipTLSVerify 74 & "true" == "false"” = A& 4+ J 54U} "true”
A7) 31H SSL/TLS M. 2to] v @A 31}, "false” = 2 A o}“ﬂl SSL/TLS HQlo] &3}
%qw

4.3.5.5. H o] B3 o Z& Ao d A

Data ProtectionApplication API 91 28 = £ vl 50| DPA(Data Protection Application)E 4 X 3
).

A 27 A

[}
OADP OperatorZ A =] 3 oF g t}.
[}
LBAE 2R E WY AX=Z FASoF F o
[}
2YAES ALESte] PVE #Qlst= A S22 35 A = 71 =HAEAPI ==
CSl(Container Storage Interface) 2~ xS x| 3] o} gt}
[}

el U AWMAF X7} FU3 A FH S ALESE 7 712 o] & cloud-credentials

AH-8-sto] Secret & A3l oF gt

o
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el B SYIAE 91X O 9% AR E AL St A9 T Ale) Al=g & A4 sl o $hiTh.

N AR g AHE A A o] Fol A= A2 YU o] HekS
DataProtectionApplication CRol] 3713t}

2 Ak 9] o] 3 7] & o] & cloud-credentials 7} Y& A1 R YUt} o] Bt &

DataProtectionApplication CRo| A ZZ =X ¢4,

AR Fol WY == 2PAE X E XA 3R] 2o ¥l credentials-
velero 3} & A1&-31o] 712 H QS AT 5= dHF U 7] Hle] glow

Aol A3 gt

Operators — A X ¥ Operator & &2} 5}l32 OADP OperatorZE A&},

e

A 3-2 API o} 2] DataProtectionApplication 2 z}o| A Q1 2€l 2= A S FFU.

YAML ®» 7] E 2933 DataProtectionApplication vl U | 2~ E 9] v 7| H = U o|EG
Ut}

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> 6
backupLocations:
- velero:
config:
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profile: "default”
region: minio
s3Url: <url> @)
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials 9
objectStorage:
bucket: <bucket_name> G

prefix: <prefix> ﬂ

openshift Z 2] 2212 I+t

Restic 4 x| & 1] &4 3} 5l M false = A Ut} Restice d|& A EE v 3
ot =, ZF Y A == Restic pod~7} 23 H 1 t}. Backup CR9|
spec.defaultVolumesToRestic: true & 3713}l ¥ ¢] o] ResticS 4 g }.

Restic podSpecel A &3 == A 7= A g}

S3 299 URLS A4 ok

o] < A A3A oW 712 o] & cloud-credentials 7} A-&-g U th AF&-2} A A o]
2 ARSE NY Al AHEA AR ol 5ol AHEHU T

WAL W] ~Eg R X2 ATt WA o] Velero W& AL ujHlo] opd 7
T A7 A oF gy o

HZlo] o8] 82 AHE-H &= 79 Velero ¥ ¢ o] A FAHel: velero )& X4 ).
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$ oc get all -n openshift-adp

2 o

o

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.3.5.5.1. DataProtectionApplication CRoj| 4] CSI &4 3}

CSl 2y Ako 2 g B 52 Wsl7] €3l DataProtectionApplication CR(AF&-#F A 2] ] & 2)d|
A] CSl(Container Storage Interface)=S &4 33 ).

A 27 A

[ ]
2= FFAE CSI 29 AkS A Y3l of ).
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= T

o} o ¢} 7+o] DataProtectionApplication CR& | g g ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ
o

csi 7| =g a9

tlo
3
N
&
L
v

4.3.6. OpenShift Data Foundation©. 2 OpenShift Data ProtectionS- 9] 3 OpenShift APl 23] 2

3

OADP Operator=S A x| 332 W] 9% ¢ 2 YAk 91X = 14 3l OpenShift Data Foundation=} 3+
71 OADP(Data Protection)-8& OpenShift APIZ A X3 Ut}. 29 03 dio|H B3 o S Alo]AS A
A g

23
OADP 1.0.4%- ¢ =& OADP 1.0.z8] A2 MTC Operatore] F5A4 0 20k AL&8F

glom %3 2 ¥ Operatorz AH8- & 5 g5t

Multicloud Object Gateway == S3 38 /A 2EF A E WY YA =2 AL F dH5UH-
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#installing-oadp-mcg
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MA 2E2 A 9] v|Z WAL 25 3}3l= CloudStorage API= 714 =8 H 715 A&
AUt 71& ZalH 71 52 Red Hat =294 AMu] 2 =5 Al °K(SLA)olA] X Q=X ¢ko
H 7| s o 2 SAHSA &S F syt gEbA ii‘ﬂ’d A ANA AL = AL AF
34 54 OIHUP 71%5S AHg8tA FF A F 7152 7] o] &3 5 o] Nt 7
Aol A 1o 715 Eﬂ’\Eo}_'-llE““° *ll*“”“bl’“qﬁ}

Red Hat 7] % 32| 7159 A9 W elo] vl AAl & Ul §-2 /1% 23 /1% A9
BolE s L.

B AR NI A 2 S AT T oy Be oAl AS AAF Y.

A A Y| E Y= 317 o] OADP Operator= A x]35l2] ™8 W %] 7] 2 OperatorHub A~ Z 1] 34 3} 5}
31 Operator 7t = 1.5 v] g B3l of o} ZHA g U] §-& A gk o] E 9] =0 4] Operator Lifecycle
Manager A}-8-2 JFZ34HA Q.

4.3.6.1. OADP Operator A x|

OLM(Operator Lifecycle Manager)2 A} 3}lo] OpenShift Container Platform 4.109]
OADP(OpenShift API for Data Protection) OperatorZE A X] g }.

OADP Operator= Velero 1.7 & A X3t}

A 27 A

[
cluster-admin @ 3to] Y= A& A= 2= a2ldoF ).

OpenShift Container Platform ¢ £ o] 4] Operator — OperatorHubE &3 3.

719l=2 PBE Y P2 A}-4-351e] OADP Operator = 41}

OADP Operator = A= 3}3 A

m
i
o
ol
T
)
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/
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43.6.2. 9 L AYPAF QX L HI AR

DataProtectionApplication CR(A}-& 2} A 9] gl A 2)ol A wiq] = A WAE 9] 9 s F A| 23S A
A
el 91

Multicloud Object Gateway, Noobaa 5=1= Minio9} 222 S3 33 7| A] 2EZ RS A Y YA = NA
.

Velero:= OpenShift Container Platform 2] 42, Kubernetes ¢ HA E 9 | i1 o|n|X] & QHAE
2 Eg A ¢ of7lo|H mpd = W},
YAk 914

T EFES MHsH] A6l S22 FFAL] vlolEHH AW APIE AHg-sh= A ¢ 28y E 3

A2 29k 922 2 Qs o g

CSl(Container Storage Interface) 2= At-& A1-&-3}= 3¢ CSI =ol | & FT=3}17] 93
VolumeSnapshotClass CRS A Al 517] u] &ol] 294k QX2 XA F a7} U
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H&-3t AU 22k A7t o sHA &2 A 718 A2

Mol Bl 2WAk 9147} U2 A% ANE AL SE A S T A A ouAES 4y
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ni.

DataProtectionApplication CRol| ] XA sl= W ¢] 9| X o] o g AL&-AF A o] A28 ¢
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DataProtectionApplication CRol| A Zx 5 %] ¢k= 2 WAk 930 di g 7] 2 A| 33 4y
o}

HolE uE ol T Aol ol 71 neto] We g 2@x] gkom A o) A
U,

AR Fol WY = YA AAE A A A & oA ¥l credentials-velero 31 &
S A
=

Abg-ste] 718 ek

4.3.6.2.1. 7] 2 not A A

MY W 29k X7 BAY AA TS AHSSHAY 2 ARt B sA @ AP /1R ner
= YT

wlQ ~E g x| FF Aol aws,azure, gcp 9 & 7] B Zg19lo] glo Secret 9] 7] E o] &
cloud-credentials ¢4 Ut}. o] 3¢ 718 o] 52 &3 A2 OADP A 2] Az}l A4 gl

DataProtectionApplication CR(A}-& 4} A 2] g A 2)d &= 7] 2 A]|=28 o] F QY
oro A

oh. 184 grow Aol Pk W] 913 Secret o ol Fo] AP A Fe AF ]
2 ol go] ALg- YT

AR Foll MY 91X A4 FH S AHE-HA] 2o 2 W 1l credentials-velero 31 & A}
t

23}o] 718 o] =0 = Secre

[}
BAE 22X H SEE 2EA = L AT BEE AHSSloF Y-
[}
Velerod] t & @ HAE 22X Z FA & oF gt}
[}

o8B AE A&z 9| credentials-velero 32 S Z A3 2] o7 utSo]of g},
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712 o] 5o E HekS AP

$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero

Secret & H|o|E B3 o] =2 Al o] AL A x| uj DataProtectionApplication CR2]
spec.backupLocations.credential £ =9 A =3 ).

4.3.6.2.2. 0} £ 15 AR Bt YA

el ul 2y sk )Xo ThE A% A u

i

AH&3tE A4S F /9] Secret @ B A E S A A of gt}

A A AA ol 53 AHE Y AA A2 AR A 9] o] 52
DataProtectionApplication CR(A}1-8-#} A 9] ] 4-2-)2] spec.backupLocations &= ] 4 ¢
Yrth.

71 ¥ o] & cloud-credentials 7} 9= =Y AF $] %] A| 2. o] Secret 2
DataProtectionApplication CRol| XA =] x| ¢t&1]t}.

Zehes BFA) AT A o= 29k AXol Ule 247 S3-velero 2 2 WY

712 ol g o= WAk 91X o O 3 Secret S AU

$ oc create secret generic cloud-credentials -n openshift-adp --from-file
cloud=credentials-velero

B AE ~EF X A YJ2 o7 M 9 9 g3t credentials-velero 3 -& 75

t}.

AHE A A 9 olF o2 MY A e BtS ALY
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=

$ oc create secret generic <custom_secret> -n openshift-adp --from-file
cloud=credentials-velero

o2 o ¢} 7o) AF&-AF XA o] Zo] A+ Secret S DataProtectionApplication CRel| 37}
.

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

provider: <provider>

default: true

credential:
key: cloud
name: <custom_secret> ﬂ

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

AHgR Ao ol g o M 91X A=,

4.3.6.3. t o] g B35 o Z|A oA T4

Velero 242 @32 445141 A4 A4 A CA A5A S B4 3lat] olH HE ol ZAIHL
TAE 5 AUt

DataProtectionApplication CR(A1-8 2} & 9] g4 2) vy 2 EZ A3}l Velero Pod¢] CPU 2
HEe fgas 3FS A-33

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l oo} g t}.

74
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}-3 o] 9} 7+o] DataProtectionApplication CR vl U 3| 2~ E 9]
spec.configuration.velero.podConfig.ResourceAllocations £ = A zt2 AQ ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
nodeSelector: <node selector> ﬂ
resourceAllocations:
limits:
cpu: "1"
memory: 512Mi
requests:
cpu: 500m
memory: 256Mi

Velero podSpecol] Al &g == A= 7] XA

4.3.6.3.2. AA] A CA 21=x] &4 3}

& RE 7 L HFE AP A Q54 E x| 513 A DataProtectionApplication CR(AH-&-# 4 9] &
22) iy 2E S ARSI /A 2E2 X o dls)] zAHA] A HH CA AFAE EA 313 oF .

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operator7} A x| =] o] ¢l oo} g t}.

DataProtectionApplication CR vl 1] 5] 2~ E 9]
spec.backupLocations.velero.objectStorage.caCert vl 7] 1 4= 2
spec.backupLocations.velero.config | 7| H+=5 HAF g o).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:
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backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Base46 <179 CA Q1 ZA] EA9F L XA Fr}.

insecureSkipTLSVerify 74 & "true" =+ "false" = A& 4+ J &Y} "true”
A7) 31H SSL/TLS M. Sto] v @A 31}, "false” = 2 A o}ml SSL/TLS HQlo] &3}
:a Yt

4.3.6.4. H ol Bn3 o ZA oA A=A

Data ProtectionApplication API 91 28 *~ £ vl 50| DPA(Data Protection Application)E 4 X 3

o}

A 27 A

[ ]
OADP OperatorZ A =] 3 oF g t}.
[ ]
eBAE 2EX g Mgl X2 Ao Fuich,
[ ]
2YAES ALg-3te] PVE Wdshe 3¢ 2eH9E TRAE 712 2% AP E
CSl(Container Storage Interface) = AFS- XA 3f of ).
[ ]

Q] g AWAE QX7 FUS AHF FH S AR5l A9 7] E o] & cloud-credentials &

AH-8-ste] Secret & A3l oF .
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M W AyAL YA/t ThE 1% ARE AL 49 A A28 & Aol Fud.

W AR g AHE A A o] 5ol A= A2 YU o] HekS
DataProtectionApplication CRol] 3713t}

22 W AF Q] A o] )3k 7] 2 o] & cloud-credentials 7} &= A =28 Yy}, o] Wt &
DataProtectionApplication CRol| 4] x5 x] et& ).

AR Foll Mg == 2YAE X & A A A o™ vl credentials-
velero Y & A1&-5lo] 712 BeLS AT 4= QF5Uth 7] Bto] glow
Ao Ao ).

Operators — A X ¥ Operator & &2} 5}l32 OADP OperatorZE A=},

tilo
i
s
L
)

A5 API o} 2] DataProtectionApplication 23 z}oj| A 2126 2 A A]

YAML w71 = Z9]3}3 DataProtectionApplication v U3 2~ E 9] n7/l M2 ¢ dlo]| EF
Yrt.

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:

- kubevirt ﬂ
-9cp @
- csi
- openshift ﬂ
restic:
enable: true 9
podConfig:
nodeSelector: <node selector> G
backupLocations:
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78

- velero:

z]
o

o

provider: gcp ﬂ
default: true
credential:
key: cloud
name: <default_secret> G
objectStorage:
bucket: <bucket_name> Q
prefix: <prefix>

X1 A1} : kubevirt =2 221 o] OpenShift Virtualization>} 7] A8 4t}.

2o B TEA9 712 E8 Y-S A g (el gep ).

CSI 29 3k2 Abg-3he] PVE Wl ah A% csi 718 S8 71912 AR Futh csi &

2212 Velero CSI v EF 292k APl £ AHS- Ut 22 91X & 74 Z a7 /lsY

openshift & 2212 I 45U ).

Restic A x| = 1| &4 3} 31 A false & 2 A g} Restic d| & A EE u) £

, ZF A9 A} :== 9] Restic pod7} 4 3 51 t}. Backup CRol

spec.defaultVolumesToRestic: true & F-7}3l W ¢] o] ResticS 4 g }.

Restic podSpecel Al 33 == A= 7] XA

=
e
of4
z|
X
il

A gy

Mql ZFAol /1% Fe 191 AHgah 7% Secret of Tls) k2 /% o] 52 A

A3l oF (el : cloud-credentials-gcp ). AH&-AL A A o] S A A stA MY X AL

87 A4 ol gl APt Secret 0|52 A3 ow 71 o] Fo] AgHYU T


https://velero.io/docs/main/csi/

4%, o =2 A o] A H“O‘g o X 9]

= T

9]

BAL M 2R X2 APt vlA o] Velero MY & A& A o] ofd 7
T AFAHE ARSI oF gy o

10

o

HZlo] o2 § & AHE-H = 7% Velero ® ¢} o] HFAH(qll: velero )= A F d .

$ oc get all -n openshift-adp

2 o

NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/restic-9cg4q 1/1 Running 0 94s

pod/restic-m4lts 1/1 Running 0 94s

pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s

NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE
service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/velero-588db7{655 1 1 1 96s
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4.3.6.4.1. OpenShift Data Foundationol] A A5 ¥-+Z ¢]3l] NooBaa 43

OpenShift Data Foundationo] 5] NooBaa 1] 7! backupStorageLocation o] S22 Z2EZ A=
A18-31= 49 NooBaas 9 S HAE AF4LT LAY

3lol B gl= == Multicloudol] )3t ~E2]#] 8] 42 37} o] 4494 = NooBaaZ 9]
euAE AFAE FAFIUL

4.3.6.4.2. DataProtectionApplication CRoj| 4] CSI &4 3}

CSl 2y xko 2 of 7 B {29 m¢]3l7] 93 DataProtectionApplication CR(AF&-2} A ] ] A 2)0
x] CSl(Container Storage Interface)S &4 3} ).

A 27 A

°
9= FFAE CSI 284S X A8l o Ut

o} o ¢} 7+o] DataProtectionApplication CR& #H g g ).

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ
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https://access.redhat.com/documentation/en-us/red_hat_openshift_data_foundation/4.11/html/managing_hybrid_and_multicloud_resources/adding-storage-resources-for-hybrid-or-multicloud_rhodf#doc-wrapper
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OADP OperatorZ 2}H4)] 51 OADP(Data Protection)& OpenShift APIS A x| A| 7] g o}. #}A| 5k
U 82 =2 2¥ oA Operator 2H4] = F =234 A Q.
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441, ZA A MY

Backup CR(AI8- A o] 2] 22)2 A4 st o S 70| e M.

Backup CR& Kubernetes & 22 2 Y1 o]u] =], S3 /A 2E ] A A Hl—‘:'r o|ln| =], Y7 EF(PV)
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#olm-deleting-operators-from-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-pvs-csi_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/storage/#persistent-storage-csi-snapshots
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-pvs-csi_backing-up-applications
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
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We A Aol ¥FL AP M F3 2 AT F AgUh

Backup CR t]4l Schedule CR & A3t MgS o4 5 dFU

4.4.1.1. Backup CR &4

Backup CR(AH&-#} A 9] #]4-2)S A sthe] Kubernetes o] v A], Y i o]v]x] & PV(F T EF)E

el g,

A 27 A

[ ]
OADP(OpenShift API for Data Protection) OperatorE A 3] sl of g t}.

DataProtectionApplication CR2 Ready 73l & of g ).

SR EEREEE P

Velerog 02 S3 9 HAE ~E &%) 7} 745 o] gojof Tt

DataProtectionApplication CRol] ¥ ¢ ¢ X171 A = o glojof .

23158 1R AP 8.7 Abe

9= FFAN = 712 2y AE APIZE 9) 714 CSl(Container Storage Interface) =
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
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4%. | Ze) A o) A M)

o2 3942 ¢ sle] backupStoragelLocations CRE 7 A 3 .

$ oc get backupStoragelLocations

2 o

NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

}& 4] 9} 7+o] Backup CRS A A 3 o).

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <hamespace> ﬂ
includedResources: [] 9
excludedResources: []
storageLocation: <velero-sample-1>
ttl: 720h0mO0s
labelSelector: 9
- matchLabels:
app=<label_1>
- matchLabels:
app=<label_2>
- matchLabels:
app=<label_3>
orlabelSelectors: G
- matchLabels:
app=<label_1>
- matchLabels:
app=<label_2>
- matchLabels:
app=<label_3>
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= T

83



OpenShift Container Platform 4.10 v ¢} 2 X-¢]

= T =

2]

B R T R PPN [S AP P LS 12 B PN

uk2 7171(l:
'pods'e] 74 'po’)ol At Atstd = AFUh A A o
t}.

£ 2227t T3AY

L
—
5

A Abg: o)A A9 e ] a2 e A
'‘pods'e] 7% 'po’)ol Atk AiFakE 4 A& Th

S}

S gl &2 vE 717 (A

backupStorageLocations CR9] o] & XA 3.
AR A golo] B 9 Mg glaxYutt

6]

ARG A doleol st o] e M HazdY

Backup CR<¢] 4}#] 7} Completed ¢1x] 3413+

*

I $ oc get backup -n openshift-adp <backup> -0 jsonpath="{.status.phase}'

4.41.2. CSI 2 Y AS ALl g7 25 ulg

Backup CRS A A 3517] A F819-= 2 &2 A 2] VolumeSnapshotClass CR(AI-&#} A o] 2] &%)
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metadata.labels.velero.io/csi-volumesnapshot-class: "true" 7]-7 42
VolumeSnapshotClass CRol| 3713t}

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain

ol 4 Backup CRS A4 & 4 g1t

4.4.1.3. Resticg A1&35to] ol =g Aol Wiy

Restic2 A}-8-3lo Kubernetes €] &2, Y| o]n]x] & - E-F S 4¢3t Backup CR(A-&-A A
9] ZA2)S AFYFY .

DataProtectionApplication CRol| 4] 2@ Ak 913 XA & & g 7} &5

Restic& hostPath 2§ "3 A A3sHA 5yttt AA g U828 57} Rustic A gt

2 FxayA Q.

A 27 A

[ ]
OADP(OpenShift API for Data Protection) Operators A x| 3 o} g o).

DataProtectionApplication CRoll 4| spec.configuration.restic.enable < false = 73 3}
o] 7] 2 Restic A x| = v &4 318 5 ¢t

DataProtectionApplication CR Ready 73l & of g ).

o2
g
e
4o
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https://velero.io/docs/v{velero-version}/restic/#limitations
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t}& o] 9} 7o) Backup CRS AR o).

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToRestic: true ﬂ

spec &5 o] defaultVolumesToRestic: true & 3713t}

4.4.1.4. CSI 2~ ko] Data Mover A&

CSl 2y sko] Data Mover= 714 Z2]H 715 A& dUth 7€ Z2 / 7152 Red
Hat =294 Au] 2 53 A SHSLA)A A A=A gon 75802 AA A &S F
Ut b2 229 A SR A AL AL dFFA g5 ol 7| 5 AL
L3 FF A FE 715S 7] o] T 5 o] AE A A 7 o] 7|5 HEEF AL
g Ay 5 AdHFUh

off

A

o

Red Hat 7% =2} 7159 A9 W9lo] tla AA g &L 7]1% Za) i 7|
W98 2N Q.

OADP 1.1.0 Data MoverZ A1-&-s1'd 327 o] CSI(Container Storage Interface) 2§ 2~ WAk 94
LUBAE s MYE 5 A5 Data Moverr} /3 3t5d F22H Foll, =2 44 = 27
¥ &40l HASH A G LA e AR AEeA ] H S B4 5 AFYoh. OADP 1.1.0 Data
Mover &5 /42 VolSynce] Restic 48 A&

3

;:q‘

4
4

N
K

'

Data Mover= CSI 2§ 2~y Ako] wl¢]

bl
%2
Y
do
=)
X
do
L
T
T

P

i
P

¥ A Data Mover= Google Cloud Storage(GCS) B #1 & =] A 5}#] &5t}
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https://access.redhat.com/support/offerings/techpreview/
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[
StorageClass 2 VolumeSnapshotClass CR(AI&- %} A 2] ]l 4-2)o] A CSIE A H3sl=A]
g &1

3lu2] volumeSnapshotClass CRYF snapshot.storage.kubernetes.io/is-default-class:
true 7} 43S 1A FU T

storageClass CRo] 3}1} 4t storageclass.kubernetes.io/is-default-class: true 71 9 3
g1k

VolumeSnapshotClass CR¢l velero.io/csi-volumesnapshot-class: 'true’ @ o] &-o] £ 3+
go] Y&t

OLM(Operator Lifecycle Manager)2 A}-£3}<] VolSync OperatorE A x| 3l &t}

VolSync Operator= 71< 22| H Data Moverol A 7t A1-8-3 o} gt}
OADP =294 7|5 AH8-3t+= ©l Operator7t & 8 314 &5}

OLM=S- 2183t OADP Operator=S A X 3 &Yt}

U3 2Eo] .yaml 5t & A4 5ko] Restic A 2R & 7+ d3H -

apiVersion: v1
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-adp
type: Opaque
stringData:
RESTIC_PASSWORD: <secure_restic_password>
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e |

3

7122 o 7 Operator= dm-credential o]2}= A| 231 & 5L g 9]

E< A1 43E= 7 ¢ dpa.spec.features.dataMover.credentialName & A}-& 3} o
DPA(Data Protection Application) CRS 53l o] &2 A A3l oF .

T} o 9 #4415 DPA CRS A4 ). 71 &

(il

#1910 = CSI7} £3Hg o).

DPA(Data Protection Application) CR dj

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
metadata:
name: velero-sample
namespace: openshift-adp
spec:
features:
dataMover:
enable: true
credentialName: <secret_name> ﬂ
backupLocations:
- velero:
config:
profile: default
region: us-east-1
credential:
key: cloud
name: cloud-credentials
default: true
objectStorage:
bucket: <bucket_name>
prefix: <bucket_prefix>
provider: aws
configuration:
restic:
enable: <true_or_false>
velero:
defaultPlugins:
- openshift
- aws
- csi
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OADP Operator= 5 711 2] CRD(A}&-#F A 2] gl 42 A 9]), VolumeSnapshotBackup 2
VolumeSnapshotRestore = A 3] g1 t}.

VolumeSnapshotBackup CRD2] <

apiVersion: datamover.oadp.openshift.io/vialpha1
kind: VolumeSnapshotBackup
metadata:

name: <vsb_name>

namespace: <hamespace_nhame> ﬂ
spec:

volumeSnapshotContent:

hame: <shapcontent_name>

protectedNamespace: <adp_namespace>
resticSecretRef:

name: <restic_secret_name>

BE 2Wko] EA5HE v Q2d o] 22 AP

VolumeSnapshotRestore CRD<] <]

apiVersion: datamover.oadp.openshift.io/vialpha1
kind: VolumeSnapshotRestore
metadata:
name: <vsr_name>
namespace: <hamespace_name> ﬂ
spec:
protectedNamespace: <protected_ns> 9
resticSecretRef:
name: <restic_secret_name>
volumeSnapshotMoverBackupRef:
sourcePVCData:
hame: <source_pvc_nhame>
size: <source_pvc_size>
resticrepository: <your_restic_repo>
volumeSnapshotClassName: <vsclass_name>
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90

e |

2§ 2y skl EAlahE vl ad o] 28 AP,

Operator7} A X € v &3 o] 25 A4 I}, 7] 2342 openshift-adp ¢t
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)
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1
=
%0
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L
i)

W) CRS A4 Fio.

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup_name>
namespace: <protected_ns> ﬂ
spec:
includedNamespaces:
- <app_ns>
storageLocation: velero-sample-1

Operator7} X & WY 2o 25 AAH P 7| Y P2do| =&
openshift-adp ¢4 t}.

A 10E A= 7|9 F o2 93-S 23l VolumeSnapshotBackup CR 3 7}
g2 9AEA AP,

I $ oc get vsb -n <app_ns>

I $ oc get vsb <vsb_name> -n <app_ns> -0 jsonpath="{.status.phase}"
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VolumeSnapshotBackup CRe] A Hl 7} A3 71 &= 2 ¢ FA = 4l
A3}E A Velero 212 23144 9.
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o
4z
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L

o

Velero CSI Z & 22l oA A3 o] Z | A o] A YA AFH oA
volumeSnapshotContent & 2} g t}.

Restore CRS A A 5} 31 restorePV = true = A A3t}

Restore CR<] 4

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore_name>
namespace: <protected_ns>
spec:
backupName: <previous_backup_name>
restorePVs: true

A 10E A= 71d8 T -2 43S 92 35la] VolumeSnapshotRestore CR €l
7t S4sHAE=A SFAF U

I $ oc get vsr -n <app_ns>

I $ oc get vsr <vsr_name> -n <app_ns> -0 jsonpath="{.status.phase}"

AZEeA A vloly & flairt HAHAE=A A
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- 1

VolumeSnapshotRestore CR2] 3} 7} 'Failed'7} =|H &4 s 24 &
93l Velero 215 F X34 A Q.

A AE 938 =2 2¢ ) Operator A |

F A7} obd 74 vl o =3 o] 2] Operator 2 2]

4.41.5. M T2 AA

Backup CR(AH82 4 9] 2] 2:2)2 W ste] Pods] Arlo]UolA B3 < 4
gk

P,L
rr
)
o2
o
I
i
o

zEg Mealy] ol A1d F27k AAFU T Mg F F27h gk

23
]2 of 9} ZFo] Backup CR<] spec.hooks E =9 3= & F7}gi]].

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <hamespaces a
excludedNamespaces: 9
- <hamespace>
includedResources: []
- pods G
excludedResources: [] @
labelSelector:
matchLabels:
app: velero
component: server

pre: G
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- exec:
container: <container> ﬁ
command:

- /bin/uname G
--a

onError: Fail 9
timeout: 30s @

post: m

8l A3} 7} L EHE ] A o] AZ X 8 5 Y]] o] FFL X F A &
oH F7} 2E ygAwo] X0 F-gH

A A3 F2) HEHA e iYL 2E AF e Al

e Apg: Fao} §EHA G L2 A
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7 glg .

M A} o] FaE Fo]EH YA sHs QB Eut Z-gFLr]. o] gL XA
gow FI7} v E Y g2 o]0 FEFHH .

w1 9] o] &3

I
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e
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I
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A A} A o1 & 5 514 grow Pod<] A viA] AHlo]to)A FF o] JIH
1]},

o= F 7} init A o]1] o] 29§ Y]},

© 7 3 a]o 3] & 5= Z2 Fail & Continue /1]l 7] 2 ZFE Fail 91}
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Backup CR tj ] Schedule CR(A}- &R} 5 o] 2] £2)L WA s}a] W)L of oFgir]r.

71—%'

o2 wgjo] H457] Hol wWelo] S E + e
7 1],

J
&)
e
e
o,
]
Ofj
My
)
2,
5
ﬂ.llo

olg Sof Y9x5 o] 29 Melo] AurH.0 = 108 F= el F5 152}
92 o A7 ol F34A] A L.

A 27 A

[ ]
OADP(OpenShift API for Data Protection) OperatorE & X/ 3j of g}1]].

DataProtectionApplication CR-2 Ready 3} &j of of g}1] .

backupStorageLocations CRS Z 4l g}1]r].

$ oc get backupStorageLocations

2 o

o
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NAME PHASE  LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

)2 o] 9} Z+o] Schedule CRS 44 g1t}

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 ** *ﬂ
template:
hooks: {}
includedNamespaces:
- <hamespace> 9
storagel ocation: <velero-sample-1> 6
defaultVolumesToRestic: true
ttl: 720h0mO0s
EOF

W 9] 2 of oF5]i= Cron Z & (cf: 07 *** )L 7:000] oj & W] = 1]},
w) 9] & 1] 9] 25 o] 2.0] Hj & 1]}
backupStorageLocations CR<] o]Z ¢/ 1]}

X1 8] Al 3} Restic2 Al§-3}o] E-H2 ¥ ¢ 5l -7 defaultVolumesToRestic: true
F]-# BS FoFg o
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of okl w 9] o] &4 F ¥ Schedule CR2] 35 7} Completed ¢ %] 212l g}1] ],

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}’
4.4.1.7. W A1)

Backup CR(A}-&A] 9] a] 22)L 214 5)a] W] 5L A 5= lgt]h.

“ik 7]

Backup CR % #& 7)) =E2]X] b o]E] 5 4}A ¢ Fof = 1A H b o] E] 5 &
78 5 gl

PEREE

Backup CR2- 4§ 3l 841t
Backup CR9] o] &3 o] & Eg}s}= v J=ao] 25 I w1
Velero CLI £2 b2z =g&1]d.

2] 2E] 4] Velero v}o]1 2] o] =gk = Qlg 1]t

Backup CR2 2IA)sle] ¥ 0} 29 5 sfpE g
Backup CRE A5l z #d @ HAE ~Ez]X] fo]E] & gx]5le]H 2 F3L &

It

I $ oc delete backup <backup_CR_names -n <velero_namespace>
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Backup CRS 2145132 #d @ HAE ~E2]X] fo]gE AMAelaH o3 F5 L &
oo

I $ velero backup delete <backup_CR_names -n <velero_namespace>
oS5 2 o

<backup_CR_name>
Backup A}-& 3} 3 9] 2]&29] o] 2 24 g .
<velero_namespace>

Backup AF§-2} 9] 2] &27) Zekd ] ¢l =w o] =& X g gt

Velero CLI & O} 2=

4.4.2. o Ez]A o4 Hgl

Restore CR(AM§-4] 9] #]42) & 45 35to] A EeA o] H We& B0,

]

28l 72 2 s init AElo]1] oA FEL dYiA] HE)A o) HE o1 E A7) ol
& oz eld Arel] AAA FE S dYL 5 g,

4.4.2.1. Restore CR 44

Restore CRE % 5} Backup CR(AFEX} 9] 2]£2)L B

A 27 A

[ ]
OADP(OpenShift API for Data Protection) OperatorE 4 ] 3j of g}1]].

DataProtectionApplication CR-2 Ready 3}l of of g}1] .
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Velero Backup CRo] $lof of gfi] .

PV(F 7+ EF) &l 9 Al 2 Fd 2719} dAsl=F 2 FH 2715 =g

)2 o] 9} Z+o] Restore CR2 45 g1/}

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> a
includedResources: [] 9
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true

Backup CR<] o] ZF ¢/ 1]l

©

HE) A g Bg m2 A R0 EF G i LS A GG G aE v TP
(o] ‘pods'e] 4 'po’)ol AL} F 7318 5 srrirh A GA Gor wE FLxT) E
g,

g 5%

ﬂllo

¢/ 215} of Restore CR2] 3}g] 7] Completed 91 <] 8ol gfi]r].
I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}’

e 5Y

o

Qe spe] WYl el 2s) BHUE] oG

9|
bl

I $ oc get all -n <namespace> a
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w9 gl v 9] 7 o] 2 ¢ 1] .

Restic2 A}-§ 3} DeploymentConfig ¢ H ] E = 2 25} 71} post-restore == Al-§

3= 7 o2 FE 2 ¢ &3} de-restic-post-restore.sh cleanup == g EZ & g1}

I $ bash dc-restic-post-restore.sh <restore-name>

g = 24~ 317 o 5] OADP Velero =2z 912 DeploymentConfig ¢
HAEEZ $235l 7 PodE 58 43 Podz Egs)o] F2]2E 7} 2 A 24
¥ DeploymentConfig Pod= 5 4] 44 51X X3} =5 3} Restic ¥ post-
restore F 32 Z 5] & 3lo] E¢lH PodojA] ¢S ¢t& g 4 a1l cleanup ==
FYEE o]z st ¢4 o] #Zz] PodE A A 3]3Z DeploymentConfig ¢ B3 EZ =
o A =2 9o

o 4.1. dc-restic-post-restore.sh cleanup script

#l/bin/bash
set -e

# if sha256sum exists, use it to check the integrity of the file
if command -v sha256sum >/dev/null 2>&1; then
CHECKSUM_CMD="sha256sum"
else
CHECKSUM_CMD-="shasum -a 256"
fi

label_name () {
if [ "${#1}" -le "63" ]; then
echo $1
return
fi
sha=$(echo -n $1/$CHECKSUM _CMD)
echo "${1:0:57}${sha:0:6}"
}

OADP_NAMESPACE=${OADP_NAMESPACE:=openshift-adp}

if [[ $# -ne 1 ]]; then
echo "usage: ${BASH_SOURCE} restore-name”
exit 1

fi

echo using OADP Namespace $OADP_NAMESPACE
echo restore: $1
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label=$(label_name $1)
echo label: $label
echo Deleting disconnected restore pods
oc delete pods -I oadp.openshift.io/disconnected-from-dc=$label
for dc in $(oc get dc --all-namespaces -I oadp.openshift.io/replicas-modified=$label
-0 jsonpath="{range .items[*[}{.metadata.namespace}{","}{.metadata.name}{","}
{.metadata.annotations.oadp\.openshift\.io/original-replicas}{","}
{.metadata.annotations.oadp\.openshift\.io/original-paused}{"\n"}’)
do
IFS="," read -ra dc_arr <<< "$dc"
if [ ${#dc_arr[0]} -gt 0 ]; then
echo Found deployment ${dc_arr[0]}/${dc_arr[1]}, setting replicas: ${dc_arr[2]},
paused: ${dc_arr[3]}
cat <<EOF | oc patch dc -n ${dc_arr[0]} ${dc_arr[1]} --patch-file /dev/stdin
spec:
replicas: ${dc_arr[2]}
paused: ${dc_arr[3]}
EOF
fi
done

4.4.22 29 53 4%

Restore CR(A}&A} g 9] 2]£2)& HF 1o A&7 o] HE 585} &9 Pode] ZE]o]t] o+ &
FL dYsl= B F2E YYFHT

F oA 5G] B F2E YYE 7 Ad

init 2= of Z2)7) o] 4 A oJ1i 7} A 5] Hoj] 48 9]2 5 5l7] $5] Podo init
Arlo]1] & 3718 .

Restic 2] ¢} < = ¢ 5
Hid.

iy

-7 &8l 7= init Z 5] o] 1] gtoj restic-wait init 71 €] o] 1] 7} 7}

exec 72+ & ¢ #H Pod9] o]t FF Ei= 2 HES AP

]2 of 9} ZFo] Restore CR<] spec.hooks E =9 3= & F&7}gi]].
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apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <hamespaces a
excludedNamespaces:
- <hamespace>
includedResources:
- pods 9
excludedResources: []
labelSelector:
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvc1-vm
name: pvc1-vm

command:

- /bin/ash

--c
timeout: @

- exec:
container: <container> 9
command:
- /bin/bash
--c
- "psql < /backup/backup.sql”
waitTimeout: 5m
execTimeout: 1m G
onError: Continue 9

A A} Gz F2Ip A G H = v gz o) WL 9T o] Gh& A F5A] ow F2
7} B E v 9] =5 o] £o] &g FH1] .

©

d4 Pod= $22 §88 + Y= U A9 222,

©
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o

418l A}35F: Timeout2 Velero~} initContainers 7} ¢+ 2 wj7}.x] o] o] A]7HS ]
g

A A} g: ZH] o] 1] & 24 514 o vl Pod] A wiA] AHoJoA] FFHo] FH
1,

o= #7151 init ZIE]2]1] 9] 29 F 91T},

A& AFg: Au o]t 7} 6] E W7 g 7] o= A ] ). A o1 7} A S E 32 E
oI5l AE]oji]e] o]d Tz} g7 mj7lx] 2E3] Zojof g} HFE =] ke Z-e H
& ZeA 2 B g7 g o

e Apg: gyo] Y F w7iN] 7]t A2 T 7] gL 308 YT,

Q9 F FA 2] 5]-&5H= < Fail and Continue ¢/ 1]t}.
continue: F 3 davt 7] E g1/

fail: Pod 9] ZlE] o] 1] o] ] T o] ¢ B¢l 7 =7} ¥ Y5 g+ 1]r]. Restore CR
o] 3= PartiallyFailed 7} & 1]}

4.5. 74 3 4

OpenShift CLI & 5= Velero CLI = £ A}-§ 3} Velero A=} g2 2] £+=(CR)E Oju] F & 5 ¢
. https://access.redhat. com/documentation/en-us/openshift_container_platform/4.10/html-
single/backup_and_restore/#migration-debugging-velero-resources_oadp-troubleshooting
Velero CLI E9JA]+= O] R4 st 22 & F HE A3~ gLl
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47 o =) Alo] A uig] Wl H 9
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&3] 4,9 @ ¢l CR &4 , Restic £ 5 8212 5 71T,

must-gather 52 A}-§3}of 22, CR g % Prometheus <] % tjo]E] & 7 & + g5 .

t}:2< 54 Velero CLI 52 7}14& Sl .

Velero CLI & O} 2 ==

Z 2] ~E] 9] Velero HjZ o A] Velero Hlo]L]Z] o U4

4.5.1. Velero CLI & O} 2 2=

Velero & "5 4] zj o] %] o] x] & o] ujz] Velero CLI &£ t} 2= =35l {3

g
%
xo
N
T
S}

o] <ol i= 2o o g <7 o] E e o] st

[ ]
Homebrew E Al-& sl macOS
[ ]
GitHub
[ ]
Chocolatey = Al-& 31« Windows
AP 25 AL
[ ]
DNS % #AgjJo]1] g E ¢ 7] o] &% 3]lHH Kubernetes Z&]2E] v1.16 o] 3lo)] ]2 & = 9
o
[ ]
kubect! & =& = A5l
A}
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Hal 2 x& H 37 Verleo €] Alo] Eoj4] "Install the CLI" Z o] &%}l

macOS, GitHub 5=+= Windowsoj tjj $1 & &3l FHXZ nj 2§ A Q.

}% FZ o nf2} OADP = OpenShift Container Platform u] zl o] =] ¢}t Velero v] 7-& o}

SZ2E g,

3Z 4.2. OADP-Velero-OpenShift Container Platform uv] 7 # 7]

OADP H| A Velero v A OpenShift Container

Platform v} A

1.0.0 1.7 4.6 o] %
1.0.1 1.7 46 o] A
1.0.2 1.7 4.6 o]’
1.0.3 1.7 4.6 o] %}
1.1.0 {velero-version} 4.9 o] %}
111 {velero-version} 4.9 o)A}
11.2 {velero-version} 4.9 o)A}

4.5.2. Z&] ~E] 9] Velero Hjj X o] 4] Velero v}o]1] 2] o] W4~

shell 3 3£ A& 35l ZF2]~E]9] Velero vl 3£ o)A Velero vfo]i]z] o] HA] 28 4= Ql51]].

A 27 A

[}
DataProtectionApplication A}-8x} “g 9] 2] £ 29] ¥Ef+= Reconcile complete.

g 5%

o

¢/ g olo] 2

S

z] _ O
Hi3sHdy

me_lv

1,

o

I $ alias velero="oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero’
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https://velero.io/docs/v1.7/
https://velero.io/docs/v1.7/
https://velero.io/docs/v1.7/
https://velero.io/docs/v{velero-version}/
https://velero.io/docs/v{velero-version}/
https://velero.io/docs/v{velero-version}/

47 A Ze Aol A W o
4.5.3. OpenShift CLI £ A}-§& 35} Velero 2] £ rju] 7]

OpenShift CLI &2 A& 35}<] Velero AF-8-<} 2] 2]£2(CR) & Velero Pod Zz7E 2}9]5lo] &u
oroyol = Bl o oujge + .

Velero CR

oc describe 7 72 Al-§ 5} Backup =+ Restore CR7} A& H F 2 & Q7 QoF2 FAg]r].

I $ oc describe <velero_cr> <cr_name>

Velero x= 2z

oc logs 5 §-2 A& 3} Velero ¥= 228 A4 gl

I $ oc logs pod/<velero>

Velero pod tjn] 7z Z 2

] oj 2} ZFo] DataProtectionApplication 2] £~ ojJ 4] Velero =z 4+

ﬂllo
2
o
e
3
39
Ty
L
)

27

o] 5-41:& OADP 1.0.3 75| A1& & + g5t/ .

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero-sample
spec:
configuration:
velero:
logLevel: warning

2 logLevel 52 AF§ & 7 Sl& 1]},

trace

debug

x
5

2

«
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info

error
fatal
panic

o) 3329 2 29] debug & 41§ 5= Ao] E&1]Th.

4.5.4. Velero CLI =& Al-§& 35}l Velero 2] &=~ CjH] 7]

Backup % Restore CR(A}-§A} 3 2] ] 22)< tju] 25} Velero CLI =& Al-§35}o] 225 ZA e
T Y.

Velero CLI &2 OpenShift CLI E2 ] z}4 ol JHE A g1}
&

oc exec 'J 2 Al-§ 3} Velero CLI 532 &g

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
<backup_restore_cr> <command> <cr_names

o A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

k1
o
L)
N
R
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velero --help 5% & A}-§& 35} 2= Velero CLI 532 1} L gL,

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
--help

Describe 3 &

»5
fo
Ju
ko
L
o
oy
&
oot
N

velero describe '3 32 Al-§ 3} Backup 5+ Restore CR# #&HH 74

ok

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
<backup_restore_cr> describe <cr_name>

o A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8ql

Logs %%

velero logs 3 %2 Al-& 3o Backup *= Restore CR¢] Z 2 7 &g}

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
<backup_restore_cr> logs <cr_name>

o A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero |
restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-x4Ibf

4.5.5. Velero & 5=¢] Webhook #& ZAj

Velero+= 5 ¢l 5 591 Webhook ZA] Z 3] 28 4 9l+= 7] <] Al etH o] Sl ). 5 ¢ Webhook
I} Y= gz} Q= -9 F7) Velero 2] 2912 Al 31 AY Y22 EE Bgsh= Yy vig e
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oF & 7= 2l Fi] T
Fi79] 228 YYoF P/ 32

Yurzl o Z 5291 Webhook7} Qli= #Z 2 E o4+ HlA] &
Webhook~} uts o 2 319] g] 225 AFga}7] gjio] I 29 5}9] g] 2271 = 7 53] 52

ool
o] & Eof service.serving.knative.dev 9} 72 F§9] ¢ HIEEZ Y5l A1} HsIH Ao =
o] el£ =) A2 Y H WA o] Y TFH = F5 Velero§ Al&38lof o]gl gl e] £ 25
271 s z2]d Veleror} Al 5 = 5¢] Webhook<] <] & 2}'d5+= 3}
Rk = gl

A ef 7 H sk &

7 gl FAE

4.5.5.1. 5221 WebhookZ Al-§ 5} Velero 9] o] 5443
& 9] Velero ¥ ¢jof ojj 3t 2] &

Jh
-’~
Qﬂ
iy
Ru)
5]

o] WebhookZE A& 3}= o & 5

o] oA = 5
e

[t FIAAE 4

4.5.5.1.1. Knative 2] £
W o] 512 5] Velero S A}-&5fo] EA 7} A 5= 9l &

=

—_— =

o] WebhookZ A} 3}+= Knative 2] %

o)

o

1) o,
581 oo} F5-9] AH = 2]

o]
=

<91 WebhookE A}-§-3}+= Knative 2] 2& 9 ¢f
gfof o]t FAE WA & + AF .

@3

[
F 3}¢] A H] ~.serving.knavtive.dev Service 2] 5~

$ velero restore <restore_name> |
--from-backup=<backup_name> --include-resources |

service.serving.knavtive.dev

4.5.5.1.2. IBM AppConnect 2] %=
2 21351 7] 95 VeleroE A}-& & g FA 7} &4

A=

=9/ Webhook7} 9l = IBM AppConnect EIA =

she 4

27
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«

F g o] W 59 Fa2]z9l0] 9l=X] 8¢l : MutatingWebhookConfiguration.

I $ oc get mutatingwebhookconfigurations

z} kind: MutatingWebhookConfiguration 2] YAML 3} 2/ 2 ZA}s}o] Z A7} vrgl st 9 H
HE o] 3 B& o] J=x gl gl Ao 1 &2 374 Kuberbetes &5 4] = #523]
/UA/_’__

74 o $l= spec.version: Configuration.appconnect.ibm.com/vibetal o] 4 %] €
Operatoroj 4] =]-¢l 5 =X] sFol gF1]c}.

Webhook 59 Z&]z9]

4.5.6. &= #A

HojE] B35 o EEA)HL UG o FENF Be O E Ei R A5 FEE ALE o] U
Y& 2} @Y e 7 Ao,

4.5.6.1. W 9] ~Ez] == ZRH tjdEe]7} XgHo] Y&

Velero = 270 ¢ 7 vJA| =] 7} LA 5] 37 Backup =Ez2] ] o] &H &9 o e 2] 7} 915
of Azt

2l
o HAE 2z o= Velero f 527} o} H ] T &5 27 EgtH o] gL,

o HAE ~Eg] X7} Velero 71-§ o] o} -7 DataProtectionApplication oj 1] 7] * & o] x]
spec.backupLocations.velero.objectStorage.prefix oj 7] ¥l +~Z &g 5} o] vjZ]9) g ot F-FAIE X173
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/architecture/#admission-webhooks-about_admission-plug-ins
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sloF gt

4.5.6.2. Z2H AWS 25 g

oadp-aws-registry Pod Zz9]+= ¢ 7 mJA] %], InvalidAccessKeyld: AWS Access Key Id~7} %] 3]

B2 =0 E4 35 2ger]oh.

Velero Pod =z ¢ 7 mA]x] NoCredentialProviders: no valid providers in chain.

£
2

Secret ¢ HA EZ 3 5l= b A-&5 = credentials-velero 7}<) o] ZF2 Z ol g 1]}
R
c}-2 o 9} Z+o] credentials-velero 79 o] £ u}Z ] Z i x o] 9=X] 32l gL}

credentials-velero =2} of

[default] @)
aws_access_key._id=AKIAIOSFODNN7EXAMPLE @)
aws_secret_access key=wdJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

AWS 7|2 =Zz4H.,

©

n

%

HZ gL 7A AL )

4.5.7. CR 9] ¢] & &2 &4

w9 @ CR(AMEA} 9] 2]422)7 Add dulgel 2471 By T 5 A1)
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JE
b
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f

4.5.7.1. 9¢] CR2 EFS A4 + 8%

Backup CR9jJ ¢ 7 v A =] InvalidVolume.NotFound: E& 'vol-xxxx'7} A 5}x] &5}

kS
2

PV B5) @ 2Y4 913= -2 220 A1t

DataProtectionApplication rj 1] 7] = E oj] 4]
spec.snapshotLocations.velero.config.region 7] 72 #H g s} =W AF ¢/ =] 7] PVl & oF
Ao =S gk

Al Backup CRE %5 g1l

4.57.2. W9 CR ¥e)7} A9 59

Backup CR<] 35|+ InProgress @7 o] Fo} gl onr ghg 5= g1,

S
2

wgjo] FrrE Y A A e 5 ggr] o,

Backup CRe] 4] 3 512 7481},

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero |
backup describe <backup>

Backup CRS 244 g1 .

I $ oc delete backup <backup> -n openshift-adp

¢/ Backup CRo] ¢ HH E ~Ez]x]o] 3 AL 9= =512 gd7] mfo] ¢ 213
= dejgd a7t gl

e
% o
4 °{N

m
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Al Backup CRE 4% g1l

4.5.7.3. Backup CR -3 €} = PartiallyFailed o] Ho} {51t}

Restico] A}- &5 =] 22 Backup CR<] 3} 8]= PartiallyFailed 5 7] o] Fo} 9l on ¢z 5= g1

S
2

CSI 2§ sk 2o 28 7]vroz Wel e J 34wt epulo] 28 55 CSl 2 sk Fe2910] 24
ste Yy 5lA] Z31)). 2750 2 Velero podis -85 #4159 578 71581,

time="2023-02-17T16:33:13Z" level=error msg="Error backing up item" backup=openshift-
adp/useri-backup-check5 error="error executing custom action
(groupResource=persistentvolumeclaims, namespace=busy1, name=pvc1-user1): rpc error:
code = Unknown desc = failed to get volumesnapshotclass for storageclass ocs-
storagecluster-ceph-rbd: failed to get volumesnapshotclass for provisioner openshift-
storage.rbd.csi.ceph.com, ensure that the desired volumesnapshot class has the velero.io/csi-
volumesnapshoti-class label" logSource="/remote-
source/velero/app/pkg/backup/backup.go:417" name=busybox-79799557b5-vprq

Backup CR-& 4}4] 1]t}

I $ oc delete backup <backup> -n openshift-adp

2.
¥ 2 5} BackupStorageLocation o] 4] %] gH tl] o] E] & g 2] 5} o] F*7HS FE g}
3.
VolumeSnapshotClass ¢ 2 3] & o] velero.io/csi-volumesnapshot-class=true z}'#-2 =/
& gt

I $ oc label volumesnapshotclass/<snapclass _name> velero.io/csi-volumesnapshot-
class=true

Al Backup CRE 4% g1l
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4.5.8. Restic #Aj

Restic2 A1 3to] o Ee] A4 W& ] o] 3 #A7} Y& 7 &1/ .

4.5.8.1. root_squash-|] & 3lH NFS tjo]E] &) fj sl Restic A3t 27

Restic pod Zz9] ¢ 7 v]X] X] controller=pod-volume-backup error="fork/exec/usr/bin/restic:
permission denied"” 7| FZ A] 1]}

2l

NFS ] o] E] E &9 root_squash 7} &% 3} 7 -2 Restic - nfsnobody oj o 3 5 iz w1 ¢] 2 44
gt gl= Asto] gl

Restic 9] gj sl =7} 252 4% 5] Z DataProtectionApplication v L] 5] =~ E o] 25 IDE F=7}5}<f

o] #AE | d & 7+ s

NFS ] o] E] E& 4] Restic o] tj ¢ &7} 272 4§ g1l

27 24780l Y55 =5 NFS tj g g 2] o setgid H| EE &7 g1t

]2 o 9] ZFo] spec.configuration.restic.supplementalGroups rj 7] ¥ +2} 75 IDE
DataProtectionApplication rjj 1] 5] = E of] &7}g}1] ],

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

Bz 2§ IDE 29§t

W A}

09,1',

2 & ¢ 5 == Restic Pod7} t}A] A &€ wj7}4] 7]} g 1] o}
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4.5.8.2. Restic Backup CR-2 B3 717 ¥ OfA] A 4 glsy .

rg,
<
b

ij] ¢/ 2] o] =~ o] O $} Restic Backup CRS ¥4 3}Z Q@ HAE ~Ez]x] 5L v]-P 7 5 Y
25 o]~ o] Backup CRS t}A] 4% 5}1 rjA] vl= Backup CRo] &5 g},

velero Pod Zz9)]= 0} 23 72 Q77 mA] x| 7} I A]H 1] }. stderr=Fatal: unable to open config
file: criteria: specified key does not exist.\nls there a repository at the following location?.

2ol

Velero= Restic OJ gl gl 2] 7} @ H A E * iz 2] ] of A] A} 4] =] & ResticRepository ojf L] 5] = E of] 4]
Restic 2] £ x| =2 & jA] Y431} ool Estx] g nh. 2F4l 3 &2 Velero issue 4421 2 3
ZNA L.

o2 FE S P sl v g/ =3 o] =04 FE Restic 2] £ Ee]E A 7] g1
I $ oc delete resticrepository openshift-adp <name_of_the_restic_repository>

2 977 Z79]A] mysql-persistent = # A 7} Y+ Restic 2] Zx] Ez] ¢/1]r]. x| F 4 o]
YL 98 o] 7o FA]H Y

el
-

i

time="2021-12-29T18:29:14Z" level=info msg="1 errors

encountered backup up item" backup=velero/backup65
logSource="pkg/backup/backup.go:431" name=mysql-7d99fc949-qbkds
time="2021-12-29T18:29:14Z" level=error msg="Error backing up item"
backup=velero/backup65 error="pod volume backup failed: error running
restic backup, stderr=Fatal: unable to open config file: Stat: The
specified key does not exist.\nls there a repository at the following
location?\ns3:http://minio-minio.apps.mayap-oadp-
veleo-1234.qe.devcluster.openshift.com/mayapvelerooadp2/velero1/
restic/mysql-persistent\n: exit status 1" error.file="/remote-source/
src/github.com/vmware-tanzu/velero/pkg/restic/backupper.go:184"
error.function="github.com/vmware-tanzu/velero/
pkg/restic.(*backupper).BackupPodVolumes"
logSource="pkg/backup/backup.go:435" name=mysql-7d99fc949-qbkds

4.5.9. must-gather & A}-&

must-gather 52 4]-§ 5} OADP A8} 2] 2220 tj ¢t 22, i EE 2 R E 778 7 A%
1o,
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https://github.com/vmware-tanzu/velero/issues/4421

4. gz Aol My w2

must-gather tj o] E] = 2= 27 Al o) F-H 5] o]of gi]r].

A 27 ALY

[ ]
cluster-admin < g9] A}-gx} = OpenShift Container Platform Z 2] *E] o] Zz2l5)of &

1,

OpenShift CLI(oc)7} & x| 5 o] ¢lo]of gLl

must-gather & o] €] £ %] gsl2]+= o] dEl 2] Z o] F g}

o2 b o] T8 54 5 st bj3f oc adm must-gather 5 %2 & 3.
I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1

b o] €] = must-gather/must-gather.tar.gz = %] Z+g 1] t}. Red Hat 7 7] 3% g o 4] 5] 5 =]
¢ Ao o] 3 AL Y2 7 gL

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.1 \
-- /usr/bin/gather_metrics_dump

o] o= 2@l A7Fo] A F Qw1 b o] H+= must-
gather/metrics/prom_data.tar.gz = =z 1] d}.

Prometheus &£ 2 Al-§ 3} W] Eg] go]E] B 7]

Prometheus Z& & 41§ 35}o] M| E2] bo]HE & + gl

F=f
prom_data.tar.gz 79 2] ¢}=2 Fijrl.

I $ tar -xvzf must-gather/metrics/prom_data.tar.gz

1

2

«

5


https://access.redhat.com/

OpenShift Container Platform 4.10 v ¢} 2 X-¢]

ZZ Prometheus ¢/ =Bl ~& Y4 g
I $ make prometheus-run

o] 7 &2 Prometheus URLS & g1},

I Started Prometheus on http://localhost:9090

§ Hal-p-xZ A2}l URLZ o] & 3}o] Prometheus ¢ Z&2 Al-§3]9 b o]E]E 8121}
L ot

tjo]E] E # ¥ 1}% Prometheus 9] A& @ b o] E| 2 AFA) 1] T}
I $ make prometheus-cleanup
4.6. OADPs} §}7] A}-8 5= API

o] &4 ojA]+= OADPS} g7 AF-& & 4 Sl 3 APl i 3l g 1 E A g1 .
Velero API

OADP API

4.6.1. Velero API

Velero API 24]= Red Hato] o}t Velero APIoj ] 3-<] # 2] 3]t} Velero API & o]+ 22 5
A

4.6.2. OADP API

16


https://velero.io/docs/main/api-types/

r}2 FZ o 4]= OADP APl & & A F gt}

3 4.3. DataProtectionApplicationSpec

A
A4

backupLocations

snapshotLocations

unsupportedOverrides

podAnnotations

podDnsPolicy

podDnsConfig

backuplmages

73

[]1 BackupLocation

[1 SnapshotLocation

map [ UnsupportedimageKey ]
string

map [ string ] string

DNSPolicy

PodDNSConfig

*bool

*ApplicationConfig

*7s

47, o =2 Al o] A MY

_l:
b
il
f

A

BackupStorageLocations i
AT A BE5E G g

- T =2

VolumeSnapshotLocationo
g 74 B2L Qg
o}

MEE Sfsl v 2d S o

A7g ol et= dl AHE S 5 AFUTH
SR
velerolmageFqin,awsPluginl
mageFqin,openshiftPluginim
ageFqin,azurePluginimageFq
in,gcpPluginimagelmageFqin

dataMoverlmageFqin dataMov
erlmageFqin resticRestorelm
ageFqin,
VirticRestorelmageFqin ,
awsPlugin ImageFgin ¥4 t}.

Operatordi] A H) & 3t Pode] F=4]
& F7bshs W ALY o

Pode] DNS #+4 & 4 ¢ 3t}
DNSPolicy o] 4 44| Z= 9
o == Pode] DNS uj 7} H =& 7 <]

gy,

o] ]Hﬂcg ) %%fﬂﬁﬂ Eﬂ?q./':_
EEWEDA A RE AYste

ol AbgE U T

dlolEl 1E of Fe]A o] 49 A
T4 Aol ahe d AL B

% T B /%5 B 9
3 DPA 742 4 o] g ok
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#UnsupportedImageKey
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/builtin#string
https://pkg.go.dev/k8s.io/api/core/v1#DNSPolicy
https://pkg.go.dev/k8s.io/api/core/v1#PodDNSConfig
https://pkg.go.dev/builtin#bool
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#ApplicationConfig
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#Features
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=

OADP APIoj tj 5t A =7]n} 59|

3 4.4. BackupLocation

&4 3 A
velero *velero.BackupStoragelLocationS Backup Storage Location o] A
pec AR BE SUAS AT A
gyt
bucket *CloudStoragelocation 74 Zg B9y 23S 26

9 gaAelAd ue 22 9
A= Abg-ak7] 918 W2l AL 2
53 o,

bucket w7 ¥l 5= 7] ZalF 7] 5 A&k 7]& e # 752 Red Hat =25
A AH] = 33 A HSLA)I A A g5 ] gon] 7]5H oz edals g2+ ]
mepA] 2 G B oA AF& = AL A Lt ol g )52 AL&sE 3
FAF 752 2] o188 5 o] A FFNA 27 0] 7] 5L HAEG 7 L
A58 5 Yl

Red Hat 7] 2] # 7]%5-9] 2] € W9l ol & A ¢ ) §-2 7] Z2] 3 7] % A ¢
W9 & B4 L.

<

BackupLocation+%-3 2] A =7]o] F o] 9Jr]d}.

3 4.5. SnapshotLocation

=4 3 A
velero *VVolumeSnapshotLocationSpec 25 2R o] AE =z =
F WS AT A9 Y o

SnapshotLocation+7- ¥ 9] F A ~7]o} go] 1]l

3 4.6. ApplicationConfig
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https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#DataProtectionApplicationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#BackupStorageLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#CloudStorageLocation
https://access.redhat.com/support/offerings/techpreview/
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#BackupLocation
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocationSpec
https://pkg.go.dev/github.com/vmware-tanzu/velero/pkg/apis/velero/v1#VolumeSnapshotLocation
https://pkg.go.dev/github.com/openshift/oadp-operator/api/v1alpha1#SnapshotLocation

velero

restic

3

*VeleroConfig

*ResticConfig

ApplicationConfig-%-3 <] F ] =7]n}] 3 2],

3Z 4.7. VeleroConfig

A
A

featureFlags

defaultPlugins

customPlugins

restoreResourcesVersionPri
ority

noDefaultBackupLocation

podConfig

o
oftl

[] string

[] string

[JCustomPlugin

string

bool

*PodConfig

4% o) Z2) A ol 4 g B

i
1o

A

Velero AW o] +43 & A ©] o}

Restic 1] 9] 744 & 4 ol o},

A

Velero Q1 =® 20 A& 8 7] 5 &

29 Ao

E} 2 & 7] & Velero F8] 1<l

S AAE F AFH
aws,azure,cSI,gcp,kubevirt,
openshift.

A2} A4 Velero &8 7191 A %]
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slguh

EnableAPIGroupVersions 7] 5 &
ﬂlﬂﬂﬂﬁﬁﬂ*%E%o

x(})l )\45] TA s L]_]q_u-l
L] E}.Represents a config map
that is created if defined for use in
conjunction with the
EnableAPIGroupVersions
feature flag. o] Y == A o] 5}
Velero AW 7|5 Z&) 129
EnableAPIGroupVersions 7}
s o ® F7HE Y

o

712y 2EA $14] ]le]
VeleroE A x| atel® A A& &<l
st
noDefaultBackupLocation =
s Ao dth

Velero =<9 748 9| gt}
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logLevel string

VeleroConfig-5- 3 2] 7] =7]o} g 2].

3£ 4.8. CustomPlugin

%4 3
hame string
image string

CustomPlugin$-g o] oj st dAA4 =7]rn} g2 ¢l

3£ 4.9. ResticConfig

&4 3

enable *bool
supplementalGroups [lint64
timeout string
podConfig *PodConfig
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Velero ¥ ¢ 21 FE&(7HE Al &
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FHE FUS fFEg g
trace debug,info,warning.erro
rfatal, panic ¢} Ut}
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true = 473 s Restics AH&-a}
o el Bl B dAdsgyh
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4. o Ze| Aol A el 9 Be

=~ LY

ResticConfig+5-3 2] A =7]o} g 2.

3% 4.10. PodConfig

A~ O =
&4 3 A

nodeSelector map [ string ] string Velero podSpec &= Restic
podSpec ol #| ¥+
nodeSelector = 4 o] gt}

38 o3} [13] &9 % Velero vl 2 T = Restic | & Al E
o g g A RS BAH
Sh=2

resourceAllocations ResourceRequirements Velero CPU % v & g] g]A~2 gkt

AR o] 49 o) & Velero Pod &=
= Restic z =9 i3t E4 g1 &
AT L8RS AFgFY

labels map [ string ] string Podol] F71g 2kl Y

¥

PodConfig+33 <] FA] =7]n} g 2.

F4.11. 7l 5

A= 0O =
&4 3 A

dataMover *DataMover gol g ol o 42 gy

79 Aol e HA =77} 5.

37 4.12. DataMover

A~ 0O =
4 3 A

Mover =& Z2¢1& v}
false = 44 3w vl Z 5 %
Bl=3

|t
hia

credentialName string Data Moverel| o &+ A}-8-2} A &
Restic A]| A& o] 2¢] Ut}
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=

&4 3 A
timeout string VolumeSnapshotBackup 2

VolumeSnapshotRestore 7}
AEFH = AR AT 717 A E
Juoh 7] 272 10m (10)4 Y
t}. duration AL & 107 4= =22
o] B35 Q= Aldzolw, 72 A
2 ¢l fraction & ©¢] v AR(el:
300ms, -1.5h' == 2h45m )} Y
o a2 A E9Ens,us (=
= tektons), ms,sm 2 h gyt

OADP API= OADP Operator o & z}4]3] € g o] &1

4.7. 727 OADP 7] 5 & 7] &

o] 4] o] A]= OADP(OpenShift API for Data Protection)2] i+ 7] & % 7] 59 tjst FH E A 3¢
1] cf.

4.7.1. & J 3t F&] 2 o A] o 2kt Kubernetes APl 8] 7 2]

4.7.1.1. & ~E/ 2] Kubernetes APl 27 v] & 1} <

S22 FEXAEE= o]t vl A F sf} )l 7] API Bl 7 Q1 of & vl FH o] APIE A3 + U5 9 &
=o] Example o] 2}+= APV} 9= &2 Z 2]~ F = example.com/v1 & example.com/vibeta2 APl z
FollA] AFE 8 5 Qg

Velero= +]-§-5]<] o] 2] 3 £ 22 2E & )32 £-¢l5= 4 Veleroi= Kubernetes API2] 7]
2 B AL A)E Sl dll G 2|29 Bl vk v gl

9] oA = ZFol7}le W example.com/vl o] 7] 2 API¢] -9 Velero= example.com/vl 2 Al-&3}=
2] 22 vl ek 9 @] gj] o). EEoF Veleroo} 0] 3 & 2] ~E]oA] 2] £ 25 B517] 94 tf & &=
E] o] example.com/v1 o] AF-g 7} ot APl 2] &2 4| Eof] 55 5] o] glo]of g},

m2jA] {5 5l APl ] o] Al& 7158t APl 2] 22 A E o] 525 =2 g8 Fa] 2 ofJA]
Kubernetes APl 25 v 7 222 Y5 oF gfi]r].
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4. g Ze Al MY B 2

g

g 7%

JY g,

ﬂllo
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I $ oc api-resources
4.7.1.2. APl 227 v] A A1g 32

JlE Ao Z VeIero,': Kubernetes API<] 7] 2 8] 2 2 X} & 5l= 2] 2~~ut wi o] gii]c]. 221} Velero
o = o] & gt A 312 5 4 5}= 7] 5 9] Enable API Group Versions & ¥Z3F5o] Qls]of. £ F& 2
o 4] o] 7] =2 _vi/gl 313} Veleroo} 7] £ 7] 58 ¢k of ]2} F&] 2 E| 4] X]¢l 5+ 2 E Kubernetes
APl 235 Bl g2 W g, W] tar 7Yl Bl o] A FH F gl ¥ SFe]2gogA g + Q5.

o] £ Eo] Example o] 2l= API7} 9= £ Z 2] ~E]= example.com/vl 2 example.com/vibeta2
APl 250 4] AF-& 8 + ¢l © ] example.com/vl & 7] 2 API¢/ 1]}

Enable API Group Versions 7] 5 8% s} 3}2] 2o ¥ Velero= o] <] 7] 2 APl 25 vl Z( 9:
example.com/v 1)2t ¥ 9} g}i]c}], 7] 701 4131 -2 Velerox example.com/vibeta2 = 2 9] g}1]

ok

o3+ Z2] 2~ E 9 4] Enable API Group Versions 7] 5o] &% 3} 5] 2 Velero—= APl 25 B] 9] 241
9] w241 ol wpap Bgl g v S J e g,

27

APl 2 B3] B3} o} H]e} v]A Y]t

Veleroi= 02 2] 52 Al-§51o] APl Hldo] -4 98 Al 18 A9 ¢ <92 o5
gk

|y el 2E2 7] vl d
source_Z & X£E9] 7] E v ZF
Kubernetes v] 7 -1 9] 7F 718 352 Y s ol X g =] x| = vl F

123


https://velero.io/docs/v1.9/enable-api-group-versions-feature/

OpenShift Container Platform 4.10 w1 ¢ &1 2.1

API 2% ] 7]5 A1§

4.7.1.3. APl 25 vj A Al-§

Velero 2] Enable API Group Versions 7] 52 Al-&35}a] 7] dZ 8ol ofL] 2] F&]XE]ojJA] =] g5
+— 2 E Kubernetes APl 25 bv] 72 vl 9] gt 4+ Qi1

27

APl 25 17 2§31 o} we} 1A 9]k,

ZZA A~

EnableAPIGroupVersions 7] 5& % g1/l

apiVersion: oadp.openshift.io/vialpha1
kind: DataProtectionApplication
spec:
configuration:
velero:

featureFlags:
- EnableAPIGroupVersions

APl 237 v]Hd 7] & Al&
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5.1. ETCD % ¢}

eted= 2 E 2] F) A 9] JeE X F5l= OpenShift Container Platforme] 7]-zF & & o] A g+ 9]
1] of.

F 2 2 E 9] eted b o] | E F 7] & o Z v 9] 517 OpenShift Container Platform $17 2] o] oFA g1
PIA] o B¢ v o] Bl E X G} A L. MR F 24 A]7F o] B Sf= A WA Q1SA A F R EHT] H
73] eted W)L = 5]R] v} A] Q. ANFA] HA 7} 25 7] Hoj HY s} wojo] vlg = oFA] 7} E
gHH o eted =¥ 3k /O v]-& o] 7] mj& o] AL FFo] BA] &2 Foleted WS T+ )= Aol F

.

FH2EHE Y z8o]=¢F 7 eted WY S s oF g} o] = Fel2HE EHP3 g 5o z-
stream 2 2]~ o) A] 7]4]2 eted W 9] & A}-&3) oF 5l 2 2 5 g1/l o] E 5o OpenShift Container
Platform 4.y.z Z2] 2 E]E= 4.y.zo] 4] 7}4]- eted ¥ 9] L A& 5 of g1l

AEZ Zaol s2EA Y 22 ES JYte e ~E 9 eted HolEE WY
). 2eAE9] 7 AEE Zael sAEn 9L 5] PYAlL.

eted 9 ¢} ¥ o]d Fe]=2F Fu|= B+ s

5.1.1. eted o] E] W9}

2 wAo] uj2} etcd =W ALS 45l g4 pode] 2L ~E w959 eted HoE £ WY F1 .
o] WL Gl etedS H-glaofale F tp5o] A& 5 5] ok

B AEE Fa9 259 v A FFh Fe2HY 2} AEE Fo9] TAE
oA W92 Y5} m AL

A 25 A

®
cluster-admin %] 3] A} A} 2 Fe]2E]of] A2 5= glojof g},
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Za~H HA 9] =]} Y 5F o] A=A Felao} Fr .

g2 g

oc get proxy cluster -0 yaml<] & 22 2¢l5}o] ZZA 7} AL g 7F5EA] o 1.& Bl g 7
151/} hitpProxy, httpsProxy & noProxy T =oj zlo] &g % o] glom ZZA]7] AL H 1]
}.

Z FZ A
AEE Fg 9 ==9] Ou]7 Al HES A Z g
I $ oc debug node/<node_name>
2 E g 2] F /host Z ¥WF gl
I sh-4.2# chroot /host

F |2 E FFA o] ZFEA 7} gy 5]5 o] Sl= 7F-2- NO_PROXY, HTTP_PROXY ¥
https_proxy 213 W5 djHuj] w7 Q=] F9lg] .

cluster-backup.sh ==Z HJEEZ & 1]}

\O'E

o S A g AAE o

wy

o g

cluster-backup.sh == g E = etcd Cluster Operator2] +*3§ 222 7% #2] 5
etcdctl snapshot save 33 #d 27 ¢/1]].

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

EEPLEER

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-
6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-
controller-manager-pod-7
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found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-
pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991c180d3c6895ce72eaade54at

etcdctl version: 3.4.14

API version: 3.4

{"level”:"info","ts":1624647639.0188997, "caller":"snapshot/v3_snapshot.go:119","msg
":"created temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-
25_ 190035.db.part"}

{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":""clientv3/maintenance.go:200","msg"':"opened snapshot
stream; downloading'’}

{"level”:"info","ts":1624647639.0301006, "caller":"snapshot/v3_snapshot.go:127","msg
":"fetching snapshot","endpoint”:"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z2","caller":"clientv3/maintenance.go:208","msg":"completed
snapshot read; closing"}

{"level”:"info","ts":1624647640.6032252, "caller":"snapshot/v3_snapshot.go:142","msg
":"fetched snapshot”,"endpoint”:"https://10.0.0.5:2379","size":"114
MB","took":1.584090459}

{"level”:"info","ts":1624647640.6047094, "caller":"snapshot/v3_snapshot.go:152","msg
":"saved", "path":"/home/core/assets/backup/snapshot_2021 06-25_190035.db"'}
Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407, "totalKey":12828, "totalSize":114446336}
snapshot db and kube resources are successfully saved to /home/core/assets/backup

o] o A|oji]= AEZE Za 9] 52 E 9] /home/core/assets/backup/ O] 8 Ez] o) = 7] 7
o] YYH

snapshot_<datetimestamps>.db:o] 7 9.2 eted = AF¢/ 1]} cluster-backup.sh ==
ZHEE= FaYES ol

static_kuberesources_<datetimestamps.tar.gz: o] 7} Y= g2 pod 2] =7}
g1 o] Azl eted 9P 57} gy s)5 o] Q1= F -7 eted 24 AF2] 9k 5] 7] = EFHY
.
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b1 74

o) AEE Fa9l S2ES EHH Fp A B dpol wep o] Zaa)x ol
o]d Fel 2 YelZ 52l gyt

FAFE A N AEE Fd A AFA I HEA Fe Fp o] A3 o vz d
Az Fd9l A5 B AAE apapol gk,

7} B FH 2 A ==} YA H= F-2 eted Z2]~E Operator= Aj
Z eted FH 2 F7]15l= ZZAAE AP g

5.2.1. ALA @ 7 AL}

H] g5 ¢l eted W H] S w2 A 517] o eted ¥ 9] S TH 5 A] L.

5.2.2. v]g ¥ etcd @] )

Ze]2elo) v]Y Y9l eted W) 7} A=) 2 F FoIF 7 g,

Al 27 A1F
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cluster-admin & & o] A}& ]2 Fe]2E]ol] Y423 = glo]of gLl
ZZA A
o5 § 5 S AFg 3l of EtcdMembersAvailable 3 e ©] ¥ 8] = 71S Sl sl A] 2.

$ oc get eted -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}’

g2 ol

B4

)

1y,

o

I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

o] 24 o = ip-10-0-131-183.ec2.internal etcd @ 8] 7} v] 3 3} 9] 2 H of F=1] }.
5.2.3. 5] g 35 9l eted Hu] o] ] 89l
6] g 813 2l eted W B & W A 5}+= Z Z A 2= eted s} 1+2-2] o] H Yejo] =X]of nja} galF ]
#Hir e 7 Y 5o oA ==7F FH H A gdsi

etcd pod7} e 4] 32 o] 5],

o8 zz A 2o A= etcd WH]7F oW o] 2= E el g o] & Fail u]F S eted WH E
A 6] S5l 5B okats @A E ol S 7 i) o

27

Alxdlo] AP x] 7 QA AL =7} FH]EX] QZYx] vl Z FY YJE =2 FolL Fe
Z o35 F-7eted Hu]E w A 517] 9 FAE T H 27l da1]d. eted F2 2~
E] Operator= v}l ===/} FJ3 JE 2 Eof QH 5o Z F7]slgL.

A 27 ALY
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cluster-admin <} §+2] A} &3} 2 Z&] AE] o] WA AT 4= 9lo]of FFL]L].

H] g3 ol eted HujE 4Y¥

)
3Q,

=74

i,

$ oc get machines -A -ojsonpath="{range .items[*]}{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

2 o

o

I ip-10-0-131-183.ec2.internal stoppedﬂ

o] #9: =x9 = A 2H 9 FJHE gL Y5 7} runningo] o} H F -7 A]

Al 2g]o] FPH 32 A &> F 7, Al o] AP H 2 YA GA =E7) FH]H A g2 H]
g4 2 eted Fu] wA ZZAH2E YA L.

=) EH] A ke el g o,

g 27 F shipol A ForE =2 5) FH]H A e A Yk,

5

>

] 2

b

o] Y59 FP = YA 7 =X o)A L.
$ oc get nodes -o jsonpath="{range .items[*]}{"\n"}{.metadata.name}{"\t"}{range
.spec.taints[*[}{.key}{" "}' | grep unreachable

4 o
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ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable a

w1 A H

unreachable 3gj2e] =7} 1} I =T 7} FH]EX] gFre A 9]},

o] o 3] YA 28 F 3= 4+ =) NotReadyz 1} 5]o] =] 3215 44]
o-

I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"

4 o

I ip-10-0-131-183.ec2.internal NotReady master 122m v1.23.0a

X =7} NotReady 2 Z A5 H x==7} Fd] 5] gke A9,

5

=E7} Fu]HA] §he Fp A2 o] P H 2 YA GA =T} ] 5 A GRS v gH

0l eted F o] WA ZZAH2F TYFHA L.

eted pod7} Z 2 A] 7= Yu] Q1] gl gh] .

t

Y57 Y5 =7} F0]E Z-p eted pod7F e 4] R e 15| 5 A

= i/ ofm
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BEZAEE Fi¢] = =7} Ready = 1} Y5 o] gl=X] golgi]r].

I $ oc get nodes -I node-role.kubernetes.io/master

4 o

NAME STATUS ROLES AGE VERSION

ip-10-0-131-183.ec2.internal Ready master 6h13m v1.23.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.23.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.23.0

etcd pod<2] 38 7} Error X += CrashloopBackoff 21 x] 32135} A] ©.

I $ oc -n openshift-etcd get pods -1 k8s-app=etcd

24 o
etcd-ip-10-0-131-183.ec2.internal 23 Emor 7  6h9m@)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

o] pod<] ¥Ej= Erroro] = Z etcd pod= Z e A] =3z 3e) 1]}

etcd pod7} Z e ] 7= §e] 91 F-f-eted pod7} Z e A] F3Z ef ¢l H]g 35 2l eted H B
WA ZZAAE TP A L.

5.2.4. v 3= 9l etcd 2 6] A

w5 54 9l eted W] 2] FHol wpef ohe HAF 5 ShE AFE FL T,
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etcd pod7} Z e A] F= e o] v]F 32 ol eted H v A
[

H] 3] 3+ =X] = baremetal etcd 2 v] 27

5.2.4.1. A| 2| o] Y H 2 QX G} =E0] FH]HR] g 8] -¥5 ¢l eted Fu] A

2o A= Al2go] AP 7 A L) =} EHEA g F-9o] HHYH e eted Wi E 7
Aoz 2420 tja) 48] & F

A =4
°
H] g8 o eted HHj = & E 1],
°
Al=do] AP QA GA) =Eof #0654 g2hee FAde .
°
cluster-admin % &-2] AJ§ 3} 2 Fe]=E] o A= 5 g1
°

etcd 21 9] o] 435 25 1] -

E‘?‘Xl/7l' EI-XJIQFZ?“/Q‘ %E]’éEf% g%g’-,{,&g&]—Eg o]EE“]/ﬁ—Eg- _/,55315—}7/
o eted WL s oF L]l

g

w44 o WS A7 g .

Fe]=E o A= = LU= B P]d oA cluster-admin A8 A2 v FE L AP 7
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1,

I $ oc -n openshift-etcd get pods -1 k8s-app=etcd

9 o

etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

P39l eted ZE| o] o] HFl FFS Wi =

[
]
£
iy
S
Q
Q.
3,
i
o
3
g
]
N
J

F e 2E o qA =g 7 = B n] o4 cluster-admin AFE A2 o5 FF S Y7

1,

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

W] 252 8ol

sh-4.2# etcdctl member list -w table

4 o

L L L L L
b T T T T

| ID |STATUS | NAME | PEERADDRS | CLIENT
ADDRS |

L L L L L
b T T T T

| 6fc1e7c9db35841d | started | ip-10-0-131-183.ec2.internal |
https://10.0.131.183:2380 | https://10.0.131.183:2379 |

| 757b6793e2408b6c¢ | started | ip-10-0-164-97.ec2.internal |
https://10.0.164.97:2380 | https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal |
https://10.0.154.204:2380 | https://10.0.154.204:2379 |

L
b T T T T




o] 2] gl FHL ZZ 20 HH o] H2slrZ H]E 3 etcd WH 9] IDS} o] ZL 7] &
3 = A]2. $ etedetl endpoint health 3 312 w3 HX} 7} &2 5 7 A Huj 7} F71E g7}
] A AH A E I

etcdctl member remove % % o IDE ] 5] 5}of v]5 42 ol etcd W] Z A A 1]}

I sh-4.2# etcdctl member remove 6fc1e7¢c9db35841d

4 o

I Member 6fc1e7¢c9db35841d removed from cluster ead669ce1fbfb346

W] 252 A FA 5 P sF A A 5L el o,

I sh-4.2# etcdctl member list -w table

4 of
----------- +
/ ID | STATUS | NAME / PEER ADDRS / CLIENT
ADDRS /

L L L L L
b T T T T

| 757b6793e2408b6c¢ | started | ip-10-0-164-97.ec2.internal |
https://10.0.164.97:2380 | https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal |
https://10.0.154.204:2380 | https://10.0.154.204:2379 |

L
b T T T T
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ojA == 4e FEY 7 AF1ITh

Ze|2elo) A G 7 glgr .

& 97 YEst] AE W57 E nHAL.

$ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
{"'useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}’

21+ 5 6] 4 eted W H] 9] o] A o}5 Z A A L]l

AkA] H v] g3 eted @ v 9] 2] =23 (secrets)S 1} L gL,

I $ oc get secrets -n openshift-eted | grep ip-10-0-131-183.ec2.internal a

o] ZZ A 2o QHREPoA] 7] 55t v]F ¥ eted HH] 2] o] 5L HE g

oh &9 o A b 2 o], A1 & v Eg x| =75 o] QgL

4 o

etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2
47m

etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2
47m

etcd-serving-metrics-ip-10-0-131-183.ec2.internal kubernetes.io/tls

47m
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A7 8 Hg4 eted W] X222 A gL,

v o] A|ZHE AA gl
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
A A Z RS AA g o
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
iii.

W E 2] A2 5-g A F o

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

R

E& Fo ol N2HL A5 0N YH G o o] Al ZHE A ThE FolE A W
o] ZA &Y= 2 eted= 50 = 3gF1]d.

47 Z2aG ol A3 0 YZAE §Y 5ol i) Machine APIS 418310] 73] & o
A9 0e BAE +IFUTG. 295 govl 4 AHE BE o 488 $YA FA By
2 1§ ato] Al mI=EE A s oF g o,

w5 W) o] AFEE 715,

F 2|2 El o] YA = Q1= B ] YA cluster-admin AF-§ 2|2 02 FH 2 &3
Lo

°¢=.
w

I $ oc get machines -n openshift-machine-api -o wide

22 o
NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID STATE
clustername-8qwS5I-master-0 Running m4.xlarge us-east-1 us-east-1a
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=

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e

stoppedﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096¢349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5I-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb Running m4.large us-east-1 us-
east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5I-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

o]= B] G o] AEE ZgJol A]~d jp-10-0-131-183.ec2.internal ¢/ 1] }.

A 25 452 Y A 209 o 53 .

$ oc get machine clustername-8qw5I-master-0 | ﬂ
-n openshift-machine-api \
-0 yaml |
> new-master-machine.yaml

WYy o] AEE Edol 209 o] 5L 4 F T}

] 7o) A] 7= new-master-machine.yaml 71 92 H g s}of A o] 52 551~
FeZ A A4

F ] status 432 kA gF] o).

status:
addresses:
- address: 10.0.131.183
type: InternallP
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- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:292"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibeta1

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"”
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

metadata.name ¥ = Z ij o] 0 = B Z ]l

o] fd A|2HF FAot 7| E o] FL FA 5} vl BF WIS E A& 7l5ol o2 ¥
32 ¥ sl= A o] E514 . o] o 9 A] clustername-8qw5I-master-0-2 clustername-
8qwsi-master-32 2 W7 5 o] Q&1

g o] o2 Péih

apiVersion: machine.openshift.io/vibeta1
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii.
spec.providerlD 2 = E 2] gfi] ],

I providerID: aws:///us-east-1a/i-0fdb85790d76d0c3f

o2 o -EQ / & 5] of BareMetalHost © B =] £ Z 2}4] 5} 37 < host_name ><- H] g &
o] wo] mg EO/E'OEIL’XI/U‘L/Ef

I $ oc delete bmh -n openshift-machine-api <host_name>
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s FE S AP o) v]YY Wr 9] v]dlE 444 5152 < machine_name >< B]g ¥
o] HAEE Fglo] A|2Hl 9] o] F o Z wijgl]](q]: clustername-8qw5I-master -0).

I $ oc delete machine -n openshift-machine-api <machine_name>
A] 2= g o] 2} 5] Q=] 8ol g,

I $ oc get machines -n openshift-machine-api -o wide

29 o
NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096¢349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5I-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5l-worker-us-east-1b-Irdxb Running m4.large us-east-1 us-
east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

new-master-machine.yaml 7} & 2 A]-§ 5o A A]~dH-2 vlg1]o],
I $ oc apply -f new-master-machine.yaml|
A Al 25 o] 4 HLe=A] Fol i,

I $ oc get machines -n openshift-machine-api -o wide

=59 9
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NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running

clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-

east-1a 85s ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
runninga

clustername-8qw5I-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5I-worker-us-east-1b-lrdxb Running m4.large us-east-1
us-east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

A A =8 clustername-8qw5l-master-30] % 5] 52 @7 7} Provisioning o A
Running © 2 w7 5w A] ~dlo] FH] 37} F1l].

A A|2H S TrE= b ¥ Ho] £ 98 = 9l ). eted F 2]~ F] Operator:= v 5
= EET} FY YEHE Eof oW s oz FIstH

08§32 geete] AE 2E7E A AU

I $ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
null}}’

< ¢/ g 519 unsupportedConfigOverrides 2] {1 o] @ H 2] E o ] A 7] & Y +=X]
Hoh.

ﬂl?,ﬂ\u

4
) o

X9, of,

Jou
r

I $ oc get etcd/cluster -oyaml
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B¢ == OpenShiftE A1-§ 5= 79 ==& A A| &g o} 28x] gro v eted Faj=
E Operatoroj 4] o}3 @ 77} WY & 4 Mré,,/,;}_

2 o

o

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-
peer-sno-0": the object has been modified; please apply your changes to the latest
version and try again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0":
the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-metrics-sno-0": the
object has been modified; please apply your changes to the latest version and try
again]

oy
ol

2 E eted podr} Enl=A JPEH 7 Q=X glgi]].

F 2|2 o Y28 5= 9l= B n] Y o] 4] cluster-admin A} &3} 2 02 F &2 Jg g

i

$ oc -n openshift-etcd get pods -1 k8s-app=etcd

22 o
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

o]l W] =g F 7/]° podtt }HH= G +52Z eted A EE FA +H T T
&, Fel2E o A2 = Q= B r] 9o 4] cluster-admin AF-§A|2 o3 HE 2 AP
ot

w,n

$ oc patch eted cluster -p="{"'spec’: {"forceRedeploymentReason": "recovery-""$( date

--rfc-3339=ns )"""'}}' --type=merge
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forceRedeploymentReason 71 Z+7-3jofsl 2 2 g} ¢] 2Bl Z 7] Z=71H1]].

§315] 4] 719] eted Wu]7F 21=x] Bl ],

APzl eted A 0|19 HZ 5} §FL ¥ == gli=pod o] 52 A},

F e 2E o HA=3 = Q= B v]'d o 4] cluster-admin A&} 2 O]2 FH S AP o

A
I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
Yy 222 3olg]r}

I sh-4.2# etcdctl member list -w table

2 o

----------- +

| ID |STATUS | NAME | PEERADDRS | CLIENT
ADDRS |

----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal |
https://10.0.133.53:2380 | https://10.0.133.53:2379 |

| 757b6793e2408b6c¢ | started | ip-10-0-164-97.ec2.internal |
https://10.0.164.97:2380 | https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal |
https://10.0.154.204:2380 | https://10.0.154.204:2379 |

L
b T T T T

o] @3 o] 229 4l 7] °]52] eted Wy} 1} Y
A A A oF $] .

L)
Y
o
)
i
80
iy
og,
T
Uy
1
ol
\O'E
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@ 79
2112 eted & A 7 A 2. eted W] E A AFE 7E o]

249 7 A

5.2.4.2. etcd pod7} 2 4] £ g2l 1§55 9l eted Wy 2]

o] g7 o 4] += eted pod7} 2 A] FZ Fe]o] L= F-9 v] Y5 eted WHE wA 5l WS 4
g,

A 27 A

[}
v 44 9l eted W2 A H A5 o,

etecd pod7} Z 4] F=Z Feo] Y=F o= gl 5]
cluster-admin ¢ 8+9] Al g x}.2Z ZF&] AE o) HAA8 5= 9l41]].

etcd 21 9] o] 535 25 1] -

ZAT} PP G G FHAEE BAYG 7 UL o] ZRAAE Y1)

Z o eted ¢S s of gt

ZefA] F2Z Yo = eted podE 4] L ot

ZA] Fx Yo == gu g g

°¢=.
)

F 2| 2E o HA28 5+ 9l= Bl o] d o 4] cluster-admin A& 32 O}S 532 A3
Hot.
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2 E &g ez Z /host Z B 7 gL/l
I sh-4.2# chroot /host
kubelet rj 1] 7] = E O] &l & 2] o] 4] 7]= eted pod 7 2L o] Eg}i] ]

I sh-4.2# mkdir /var/lib/etcd-backup

sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
eted tj o] O g el 5 0= A Z o] g
I sh-4.2# mv /var/lib/etcd/ /tmp

oA == 42 F2 T+ At

g4 o WS A7 g

F e 2E o YA 2 7 = B r] 4] cluster-admin AFE A2 O3 FF S Y7

1,

I $ oc -n openshift-etcd get pods -1 k8s-app=etcd

4 o
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146

- =

etcd-ip-10-0-131-183.ec2.internal 2/3 Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

d P39l eted ZE o] o HFdl S Wi =

[t
<]
£
e
S
Q
Q.
3,
i
o
3
g
]
N
J

Fe]=E o G =g = LU= B P]d oA cluster-admin A8 A2 v FEHE AP 7

1.
I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
Wy 552 golg]r

I sh-4.2# etcdctl member list -w table

4 o

----------- +

| ID |STATUS | NAME | PEERADDRS | CLIENT
ADDRS |

----------- +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal |
https://10.0.131.183:2380 | https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal |
https://10.0.164.97:2380 | https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal |
https://10.0.154.204:2380 | https://10.0.154.204:2379 |

L
b T T T T

o]l 8 e A 29 H P Ho)A B2 slm v]g Y eted WH o] IDS} o] £-& 7%
ol FHA] 2.



etcdctl member remove % % o IDE ] 5 5}of v]3 42 ol etcd W] Z A A §1] L]

I sh-4.2# etcdctl member remove 62bcf33650a7170a

4 o

I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

W] 552 0] I 52 Yook A A5 REA el g o

I sh-4.2# etcdctl member list -w table

4 o

----------- +

| ID  |STATUS | NAME | PEERADDRS | CLIENT
ADDRS |

L L L L L
b T T T T

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal |
https://10.0.164.97:2380 | https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal |
https://10.0.154.204:2380 | https://10.0.154.204:2379 |

L
b T T T T

ojA == 4e FEY 7 AF1]Th
& 972 YEsto] AE WEI)E A2,

$ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
{""useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}’
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o] Bzl o XJgsim B ote Al YAt § = PodE Zol-2d o= 9l<1] ]
21+ 5 6] 4 eted W H] 9] o] A o}5 Z A A L]l

AkA] H v] g eted @ v o] 2] =23 (secrets)S 1} L gLl

I $ oc get secrets -n openshift-eted | grep ip-10-0-131-183.ec2.internal a

o] A 2 0] o)A 7] 5 6 H] G ¥ eted W] o] 52 HLFI ).

o =59 ZA| b2 o], A1 & v Eg A7 5] o] Ylgi].

9 o

etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2

47m

etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2
47m

etcd-serving-metrics-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2
47m

) A5l 1] 3 eted @] o] Al 222 A gL ok

7] o] Al 2L 4t gl
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
A1 A2 22 A F o

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
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iii.
W= A2 & A g o

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

etcdE A Z A uj Z gl

F 2|2 o Y28 5= 9]= B n] Y o] 4] cluster-admin A} &3} 2 02 F &2 J gl

ul

$ oc patch eted cluster -p="{"'spec’: {"forceRedeploymentReason": "single-master-
recovery-""$( date --rfc-3339=ns )"""'}}' --type= mergeﬂ

forceRedeploymentReason 712 Z+7-3jjofsl 2 2 g} Q] 2Bl Z 7] =71 1]],

etcd Z 2/~ €] Operator } A v ZE v+ 518 B = AEEZE Zg 9] =t 7} eted pod7} 25
Sf=X] gl g}

02 §ge deeie g 1sE g A1,

I $ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
null}}’

< ¢/ g 519 unsupportedConfigOverrides 2] {1 o] @ H 2] E o ] A 7] & Y +=X]
Lot

ﬂl?,ﬂ\u

4 o
Ty of

3 of

Job
r

I $ oc get etcd/cluster -oyaml

tol == OpenShiftE A}-& 5l -2 ==F tJA] A]ZFgi . 28] grow eted 2=
E] Operatorojx] o}-2 9 Z7F WA & 5= Q151

2 o

o

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-
peer-sno-0": the object has been modified; please apply your changes to the latest
version and try again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0":
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e |

the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-metrics-sno-0": the

object has been modified; please apply your changes to the latest version and try
again]

oy
ol

A W7} ARG TR ol Jelo) AEA FFL .

g5l eted A o] o TfA] ol 2 g1l

cluster-admin A} § 2} 2 S 2E]o)] A28k = Q= Eujdoji] 02 FF L H3

=

w

1o,
I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
BE yul s} gyelx] gl g,

I sh-4.2# etcdctl endpoint health

4 o

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =

16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. A| 2| o] Y H 2 QA G} ==0] FH]H ] g 8] g Y= ¢l v o] m] & eted Fu] WA

o] Iz A 2 oA] = A| =g 0] APH 7 YA PA =) E=H]HA) Y] A& ¥ e 2] ]
of v e eted W A 5= BAE A5 A5 Tk
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(..

¢392 LAY QS & ol 7|1} Machine APIS 418 51 18 458 P ot
HAE MEYA 9. 15 GO wJH#:W#&@W%#EW@W@&%WLﬁggwgi

=g gyalot g,

A 27 ALY

w)g 4= ol wjo] m g etcd WH] & A ¥ 5]
Al2do] FPH 7 YA GAY = 7] FH]|H A GY4SE FdAFH
cluster-admin ¢ 8+9] Al & x}.2Z ZFa] AE o) HAA8 5= 9l4=1]].

etcd 21 9] o] 435 25 1] -

2A) BY Y F P FHAHE BAY 5 AEF o] BAE 7957 o]
etcd 4 ¢/2 73l kg 1] o,

w54 Wu S Felel A A g

¥ S P =29 gl podE HE g,

F 2| 2El o] Y2 5= 9l= B ] Yo 4] cluster-admin A} &3} = O}-2 F &2 JP g}
L.

I $ oc -n openshift-etcd get pods -1 k8s-app=etcd -o wide

4 o

etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9

openshift-control-plane-0 <none> <nones
etcd-openshift-control-plane-1 5/5 Running 0 3h54m 192.168.10.10
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openshift-control-plane-1 <none> <nones
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11
openshift-control-plane-2 <none> <nones

P39l eted ZE|ojr] o] HFslx FFL W =9 gl pod o] 5L dE .

o] =E o qA =g = 2= B P]d oA cluster-admin A8 A2 v FEE AP 9

1ok,
I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
Hu 222 golgr).

I sh-4.2# etcdctl member list -w table

4 o
| ID | STATUS | NAME | PEER ADDRS | CLIENT

ADDRS | IS LEARNER |

L L L
b T T T T

| 7a8197040a5126¢8 | started | openshift-control-plane-2 |
https://192.168.10.11:2380/ | https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 |
https://192.168.10.10:2380/ | https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | htips://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

L L
b T T T T

L L
T T

o] ol Zhe Z ZA2o] FRA] B2 lu = HF Y eted @r] 2] IDS} o] 52 7]5
3] =4/ A] 2. etedetl endpoint health 5 %52 A HX} 7} ¢FZ 5 7 A Hu] 7} F71E g 71 =]
ANAE duE L.



etcdctl member remove % % o IDE ] 5 5}of v]5 42 ol etcd W] Z A A §1] L.

SN
L

2112 eted W& A 7544 2. eted W] E A AFE 7E o]
=48 7 g

I sh-4.2# etcdctl member remove 7a8197040a5126¢8

4 o

I Member 7a8197040a5126¢c8 removed from cluster b23536¢33f2cdd1b

W] Z22 gA] Aol W} A A H Y= gl g,

I sh-4.2# etcdctl member list -w table

9 o
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |

L L L L L
b T T T T

| 7a8197040a5126¢8 | started | openshift-control-plane-2 |
https://192.168.10.11:2380/ | https://192.168.10.11:2379/ | false |
| 8d5abe9669a39192 | started | openshift-control-plane-1 |
https://192.168.10.10:2380/ | https://192.168.10.10:2379/ | false |

L L L L L
b T T T T

L L
T T
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ojH == 4e FEY 7 ATk

W E A7 e 5 ] eted 9= H 2T AR B HE Fo A FoF
Zej2Eo] 948 7 glar.

08 gg2 Y sle] Y BEI)E BYA L.

$ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}’

o] &

oy
ﬂllo

AL§ ol 12 9ke T A] §4 51§ 5 PodE Eol£ @ 7 i)

ol

& 972 AYsto] A AH vF 3 eted W o] ol 95 E AA G .

AkA)] H v] g3 eted @ v o] A] 23 (secrets)S 1} F gL/,
I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

o] ZZA 2] QHIFA] 7] 5 ¢ B¢ eted HH] 9] o] FL HE gL

ohe =59 ZAJ b2 o], A1 H v Eg x| =75 o] glgir].

etcd-peer-openshifi-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

) # 5l 1] 3 eted @] o] Al 222 A gL ok

5jo] A2 E-& A F .
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$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshifi-etcd

secret "etcd-peer-openshift-control-plane-2" deleted

AW A 252 A 5] .

$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-
etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted

iii.
W =8 A 25 L A o,

$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

AEEZE

g

521 A =52 ApA 5] .

I3 Zz YA A AZepE JY Fo] A} Machine APIE A}§-51o] 777 E & vhE
79 08 BAE FAFUG 297 govl dF Yot o A8H By FAe Yo
N AEE Fd9l =EE Yo} FL

u] 3 o] 7 EE 715U,

Fe]2E o HA 2 7 = B r] Y 4] cluster-admin AFE A2 o5 FF S Y7

1,

I $ oc get machines -n openshift-machine-api -o wide

Zg o
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-

control-plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-
O/dalebe11-3ff2-41c5-b099-0aa41222964e externally provisioned ﬂ
examplecluster-control-plane-1 Running 3h11m openshift-
control-plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-
1/d9f9acbc-329c-475e-8d81-03b20280a3e1 externally provisioned
examplecluster-control-plane-2 Running 3h11m openshift-
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control-plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-
2/3354bdac-61d8-410f-be5b-6a395b056135 externally provisioned
examplecluster-compute-0 Running 1656m openshift-
compute-0 baremetalhost:///openshift-machine-api/openshift-compute-
0/3d685b81-7410-4bb3-80ec-13a31858241f provisioned
examplecluster-compute-1 Running 165m openshifi-
compute-1 baremetalhost:///openshift-machine-api/openshift-compute-
1/0fdae6eb-2066-4241-91dc-e7ea72ab13b9 provisioned

¥ =9 AEZ ZFg]o] A]~d ocluster-control-plane-2.

A 25 452 Y A 209 o 53] .

$ oc get machine examplecluster-control-plane-2 \ﬂ
-n openshift-machine-api \
-0 yaml |
> new-master-machine.yaml

I
oY,
o,
b
i
L
R
It
My
My
&
o
2,
[%
g
L
3,
i
o
Y
oY,
i
I
J

o] 7 E} JolA] 7H= new-master-machine.yaml 7} &2 7 5} of A o] &2 &gs] 7

295t = A A gl
F ] status 432 kA gFj o).
status:
addresses:

- address:
type: InternallP

- address: fe80::4adf:37ff:feb0:8aa1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.371
type: Hostname

lastUpdated: "2020-04-20T17:44:292"

nodeRef:
kind: Machine
name: fe80::4adf:37ff.-feb0:8aal1%ens1f1.372
uid: acca4411-af0d-4387-b73e-52b2484295ad



phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibeta1

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"”
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

metadata.name ¥ = Z ij] o] 0 Z Bl Z ]l

ojd A|2H 3 FU e 7] E o] FL 7R} vl oF I S F AFE Tfs o o5 WS 2 ¥ 5}
= Al o] E51]t]. o] 9 o] 4] examplecluster-control-plane-2 = examplecluster-control-
plane-3 ¢ = w35 1],

A& Sl e gad.

apiVersion: machine.openshift.io/vibeta1
kind: Machine
metadata:

name: examplecluster-control-plane-3
spec.providerlD 2 = E 2] gfi] ],

providerlD: baremetalhost:///openshift-machine-api/openshift-control-plane-
2/3354bdac-61d8-410f-be5b-6a395b056135

metadata.annotations % metadata.generation 2 = | 7] g}1]}.

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2

spec.conditions,spec.lastUpdated,spec.nodeRef & spec.phase ¥ =E ] 7] g}1]

.
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lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [{[Name:EtcdQuorumOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z"
status: "True"”

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

02 332 &3 slo] Bare Metal OperatorE A}-§ & 4 9+=%] golgi]r].

B

$ oc get clusteroperator baremetal

2 o

o

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.10.x True False False 3d15h

o5 33 S & sl o] BareMetalHost © B 3] E Z ] 7] gl ],

$ oc delete bmh openshift-control-plane-2 -n openshift-machine-api

2 o

o

I baremetalhost.metal3.io "openshift-control-plane-2" deleted
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(63}
o
)
ut
fih
e
i)
)
)
2
¥2

0 Bg 2 AYalo] v] Yy W) A =ES 2hA 5 o,
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

BareMetalHost & Machine 9 H 3] EZ ]+

& ojl AEZz]o]4] Node 9 HAEZ
2}& 0 2 A g,

ol

ojH o] 72 £ v] Xl kA 7} X] 4 %] A1} F % o] 2} HhE =] 9% H machine object
finalizer @ = & ] 7] 5}o] ZA 2 AA & 5 s}

Ctrisc & 2 v 8l 372 FH34H] HIA L. F
Sk Fiieh. A Er]d 32 Po] B sle] FEAF F

02 §3e dYalel v 74 AY

I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2

Machine A1-§-31 g 9] 2] 2204 thg HEE A5 g2 el =8 7g A3

1,

finalizers:
- machine.machine.openshift.io

9 o

I machine.machine.openshift.io/examplecluster-control-plane-2 edited
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S.

1.

o

2 @2 JYapo] A Zgo] AAHLU=A] el g .

I $ oc get machines -n openshift-machine-api -o wide

2 of

NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned
examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 1656m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-
80ec-13a31858241f provisioned

examplecluster-compute-1 Running 1656m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-
91dc-e7ea72ab13b9 provisioned

02 B2 JYstel = Cop A Y= ol gLt

[y

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.24.0+9546431
openshift-control-plane-1 Ready master 3h24m v1.24.0+9546431
openshift-compute-0 Ready worker 176m v1.24.0+9546431
openshift-compute-1 Ready worker 176m v1.24.0+9546431

Al BareMetalHost ¢ H 2 = 9] A] 7312 4] 5le] BMC |4 532 =3¢

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>



(63}
o
)
ut
fih
e
i)
)
)
2
¥2
{

type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/sda
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

! Al G2} o] E7 QT = g2 o] o] g T AE ] A B ofx] L - 9l5L]
/ t}. bmc:address of A}-§ 3 Z 2 EF2 o} Z bmh YA o A] 7}A] L 5 Y.

ofy
fo

7l&E AEZE Zg] o] 5 AE4 BareMetalHost 9 H A E 3 o] Z Y Al-& 5}
= 72 external Provisioned 2= Z true Z &3 3}x] uJ{A] 9.

7]|& A EZ Zg ¢l BareMetalHost © H 2 £ = OpenShift Container
Platform & x] 22 7@ ojJ&] Z Z H] X Y s} -2 2] HProvisioned ZzJ]zZ true
2 Y T Qs

AL} ¢l 5 5] ™ BareMetalHost ¢ H 3] E 7} A4 5] 37 ZZH]| A Y& 5= 9l&1]r}.

12.
A& 7}5 3 BareMetalHost 9 H 4] E & A}-g5}o] Y4 ZZ 42 Z ol gi]r].

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
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openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m

openshifi-control-plane-2 available examplecluster-control-plane-3 true

47m

openshift-compute-0  provisioned examplecluster-compute-0 true
4h48m

openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

new-master-machine.yaml 7} J 2 Al-§ 35l A AEE

U

# ol Al 2HS Yo
I $ oc apply -f new-master-machine.yaml|
A A 25 o] Y H L =R] 8ol g

I $ oc get machines -n openshift-machine-api -o wide

22 o
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-

control-plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-
O0/dalebe11-3ff2-41c5-b099-0aa41222964e externally provisioned a
examplecluster-control-plane-1 Running 3h11m openshift-
control-plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-
1/d9f9acbc-329c-475e-8d81-03b20280a3e1 externally provisioned
examplecluster-control-plane-2 Running 3h11m openshift-
control-plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-
2/3354bdac-61d8-410f-be5b-6a395b056135 externally provisioned
examplecluster-compute-0 Running 165m openshift-
compute-0 baremetalhost:///openshift-machine-api/openshift-compute-
0/3d685b81-7410-4bb3-80ec-13a31858241f provisioned
examplecluster-compute-1 Running 165m openshift-
compute-1 baremetalhost:///openshift-machine-api/openshift-compute-
1/0fdaeb6eb-2066-4241-91dc-e7ea72ab13b9 provisioned

A A] = Hl clustername-8qw5l-master-3 o] -5 5 22 ©4] 7| Provisioning <j
4] Running © 2 »l7 ¥ ¥ Fuv] &7} 1o

162



A A|AEL YAl b B Bo] AE = 9l41]r) eted Z2] ~E] Operator= 1] &
Eyrco) A A E Sof o0 RFEO = E7SHL

Wjo] Mg E2E S} EZH A Y55 g FES AP 27 U HA] G
ol g,

$ oc get bmh -n openshift-machine-api

o
L)

o

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0
true 4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1
true 4h48m

openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m

openshift-compute-0  provisioned examplecluster-compute-0 true
4h48m

openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

e WES JYata] A ==} F o155 F0] Yo QA G

I $ oc get nodes

2 o

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-1 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-2 Ready master 12m v1.24.0+9546431
openshift-compute-0 Ready worker 3h58m v1.24.0+9546431
openshift-compute-1 Ready worker 3h58m v1.24.0+9546431
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L)

oIy

164

13.

14.

15.

02 §ge deeie g 15 g g A1,

I $ oc patch etcd/cluster --type=merge -p '{"spec’: {"unsupportedConfigOverrides":
null}}’

2 ¢/ g 519 unsupportedConfigOverrides 2] {1 o] @ H 2] E o ] ] 7] ¥ Y +=X]
vt

ﬂl?,ﬂ\u‘

4
) of

29, of,

Jou
r

I $ oc get etcd/cluster -oyaml

£1¢) 3= OpenShift s A1§-/= -9 k=5 ] Al gh]r. 284 gro v eted F2] =
E] Operatoro] 4] o}-2 ¢ 77} Wy 4 Mr L.

2 o

o

EtcdCertSignerControllerDegraded: [Operation cannot be fulfilled on secrets "etcd-
peer-sno-0": the object has been modified; please apply your changes to the latest
version and try again, Operation cannot be fulfilled on secrets "etcd-serving-sno-0":
the object has been modified; please apply your changes to the latest version and try
again, Operation cannot be fulfilled on secrets "etcd-serving-metrics-sno-0": the
object has been modified; please apply your changes to the latest version and try
again]

2 Eeted podr} Enl=A JPEH 7 Q=X glgiL]].

F 2| 2 o G2 5= 9l= B n]Y o 4] cluster-admin A} &3} 2 02 F &2 J gl

i

$ oc -n openshift-etcd get pods -1 k8s-app=etcd -o wide

2 o

o



etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1  5/5 Running 0 107m
etcd-openshift-control-plane-2  5/5 Running 0 103m

o] HE o] Zg o F o] podTt L} FEH= G 5= eted A EE FA I T
A5 Fe g o FA28 5= Qli= E 0] 'd 4] cluster-admin A<= o}5 F 35S P g
h =

$ oc patch eted cluster -p="{"'spec’: {"forceRedeploymentReason": "recovery-""$( date
--rfc-3339=ns )"""'}}' --type=merge

forceRedeploymentReason zI-2 73 ofsl 2 2 g} ¢] 2Bl Z 7] Z=71H1]],

3313 41 712 eted W7} =X elsel el & D5 el etod deo] o] D3t IS
g"‘:_:_“ L-_-_EO]/ &I‘E‘ pOd O] %_]g’-%‘l—blpl_. _'EagfvéE]o]/ 9—;”"]/(::2"5;: 21—,7_:_‘- Efﬂ]'é’o]//(f cluster-
admin Al g<lZ o< %iaoig 2 3ol

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

b

222 gelg].

o

I sh-4.2# etcdctl member list -w table

2 o

o

L L L L L L
b T T T T T

| ID |STATUS| NAME | PEERADDRS | CLIENT ADDRS
| ISLEARNER |

L L L L L L
b T T T T T

| 7a8197040a5126¢c8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
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hitps://192.168.10.9:2379 | false |

o]zl H & o] Z& o 4] 7] o] 2] eted Hul7} L} HEH F-¢ 5] &= ]
= 2 FapA AAs o} T

g g%

ﬂllo

sl 2 E eted H B 7} F 3ol x] ol giL]],

I # etcdctl endpoint health --cluster

2 o

o

https://192.168.10.10:2379 is healthy: successfully committed proposal: took =
8.973065ms

https://192.168.10.9:2379 is healthy: successfully committed proposal: took =
11.559829ms

https://192.168.10.11:2379 is healthy: successfully committed proposal: took =
11.665203ms

oS 5E S dPso] B o) FH u] R golgio.

ﬂllo
O

$ oc get eted -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AllNodesAtLatestRevision
5.3. A& &
5.3.1. A3 B+ FH
A& 7 FA] o A] = #a] xfoj] A] OpenShift Container Platform & 2] 2 E] o 4] ¥ry 8t 4=9]= of 2]
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-scenario-2-restoring-cluster-state-about_dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/backup_and_restore/#dr-recovering-expired-certs
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of BALG 7 LiL]). wpepA] G2 o do)A 2} AEE FH 9 EAE
A

gaaﬁ ot Aol E41.

BAE hadid gov AEE Faol AL YA 2sle] Bt Zaa
~2 2P 7 glon of FHo)x] FeLHE B 7 gl h

L

3.
eted 9]¢} e Ea]5 B2 AEE Faol s X2Ed BAlgi]r).

o] QAo A= eted =¥ 3k & g 2] pod2] z] =27} ¥ gHE backup T] g E 2] & 57 A E
Z Z ¢l $2E ] /home/core/ O] gl 2] o] EHAl5}= AL A =Z6l2 Y51 o

os HEE Fa 9 =94 g PodE 5 g4

7 E2EJA pods &L E A He = YleHr 7 2AFHEE
H7F Z2E 4 podE SR ¢ .

B o2EJ]ofd AEE Fa9l S2E ds2glr.

kubelet j 1] 7] = E O] & & 2] o] 4] 7]= eted pod 7 Q- o] Fg}i] ]
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
eted pod7} 2] 5 H+=X] 8l g .

I $ sudo crictl ps | grep eted | grep -v operator

wjo] glo]opgiit). o] X ghe A9 @ ¥ AGE o} Al el

o] §Ee #e2
5F4/4] 2.
d.
kubelet mj 1] 7] = E r] ] &= 2] o] A] 7] = Kubernetes API 4] 1] pod 7} ¢/ & o] &3]
ot
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I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

Kubernetes API 4] v] pod 7} ] 5 gl =x] 8F¢l g}l

t

I $ sudo crictl ps | grep kube-apiserver | grep -v operator

o] Wy o] Z2 Hlo] glojopgir]rh 1]o] X e Fp B B AR} Al Fel
A 2.

f.
eted tj o] O g el 5 0= A= o] g
I $ sudo mv /var/lib/etcd/ /tmp
g.

7 sxEs} ol G2 AEE a9l EXEdA of BAE v

&
y
I
RU

Bz AEEZ Zgo] 3AE AL

F | =g FFA o] ZFA]| 7} gy 5]5 o] gl= 7F-2- NO_PROXY, HTTP_PROXY ¥
https_proxy 813 W5 dJHuj] 7 Q=X] gl

o g H

oc get proxy cluster -0 yamle] & 9l5}e] ZZA 7} AL§ TF5 BX] o] P& &0l g

7= 8l 51/ ol httpProxy, httpsProxy % noProxy Z=oj glo] d3 o] Qo Z 2] 7} Al &H
L},

27 AEZ

j
g g o,

Uy

ol SAEA B ~aHJEEZ P57 eted WY OjHE o] =& 7

pas

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup

EEPLEER
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172

...stopping kube-scheduler-pod.yaml

...Stopping kube-controller-manager-pod.yaml|

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml|
starting kube-controller-manager-pod.yaml|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-
pod.yaml

starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml|

opz] et eted ¥ Q] 7 == QISA] 7} Qo] EH G P HE ZZAAE F
=7} NotReady e & 218 & + 251 .

=7} Ready 48] 9 =] g2l

&
s

1,

o o
o5 332 4

I $ oc get nodes -w

i

| = 4

s

=9

NAME STATUS ROLES AGE VERSION
host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf



host-172-25-75-40
host-172-25-75-65
host-172-25-75-74
host-172-25-75-79
host-172-25-75-86
host-172-25-75-98

Ready
Ready
Ready
Ready
Ready
Ready

master 3d20h v1.23.3+e419edf
master 3d20h v1.23.3+e419edf
infra,worker 3d20h v1.23.3+e419edf
worker 3d20h v1.23.3+e419edf
worker 3d20h v1.23.3+e419edf
infra,worker 3d20h v1.23.3+e419edf

EEXE7lYEHE Husls b B o] 49 + sy,

NotReady 3te] o] ==} Ql= F - == Z 295l Z} == 9] /var/lib/kubelet/pki
O e gl z]oj 4] 2 E PEM 37192 AtA] g o). ==of SSHE Al &5l 71} ¢ Z& oA Elojyd
32 AFg & 5 .

I $ ssh -i <ssh-key-path> core@<master-hostname>

pki o g Bl 2] &

sh-4.4#% pwd
/var/lib/kubelet/pki
sh-4.4#% s

kubelet-client-2022-04-28-11-24-09.pem Kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem

kubelet-server-current.pem

I $ sudo systemctl restart kubelet.service

ggrre=HA

It

g
Fu
of\
e
0
s ]
ﬂllo
of)
e
e
I
{

2 Zgjo] 5 AEJi] o] B E vlE ]
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&4 CSRe] 252 71481t

$ oc get csr

4 o

NAME AGE SIGNERNAME REQUESTOR

CONDITION

csr-2s94x 8m3s Kkubernetes.io/kubelet-serving system:node:<node_name>
Pendinga

csr-4bd6t 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendinge

csr-4hi85 13m  kubernetes.io/kube-apiserver-client-kubelet
%stem:serviceaccount:openshift—machine-config-operator:node-bootstrapper Pending
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

4]

H 7 3¢ kubelet A/ 5] = CSR(A}-& A} Z 2 H| x| X&)/}

00

174

7 59l node-bootstrapper CSR ¢/ 1] }.

CSR<] 43 AFg}-2 # E5lo] CSRo] & §14] 22l 3] k.

$ oc describe csr <csr_name> a

<csr_name>-2 &4 CSR Z 2] ¢9l= CSR<2] o]Z¢/1]}.

z}z} 9] & 3 node-bootstrapper CSR2 491 g1/ }.



I $ oc adm certificate approve <csr_name>
A& A} ZZ | 2] Y H x| 9] - 2} 3 & 5F kubelet A/ H] = CSR2 5=9] §F1] .
I $ oc adm certificate approve <csr_name>

1.
gy

b

] AEg Zaolo] A2 A 25 Q=] el g,

& Z2E4] eted AE| o] 7} P S04 g2l g

I $ sudo crictl ps | grep eted | grep -v operator

2 o

o

3ad41b7908e32
36f86e2eeaaffe662df0d21041eb22b8198e0e58abeeae8c743c3e6e977e8009
About a minute ago Running etcd 0
7¢05f8af362f0

7 $AE)4] eted pods} HF 521X glg].
I $ oc -n openshift-etcd get pods -1 k8s-app=etcd
o] FE & dPs}7] Fl ocloging J Y5} vy 277} By ¢
S AEZZ 7} A1 ZHE w712 FA] 7] O O 7F gA] A =8F 4 A 2.

I Unable to connect to the server: EOF

i
&
Y
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NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 17/1  Running 1 2m47s

Pending ¥ ejo] 1A &89 ofa] dP 5l eted pod7} 1} FEo] Q=4 H &
] g o 7) of Al el g o,

OVNKubernetes CNI(Container Network Interface) = 2] 291 2 Al-&
S Fol e g BAE I o

12.
2 E 3 2E 4 OVN(Open Virtual Network) Kubernetes Pod= 4] 2} ¢}1] t}.

northbound tj] o] €] vl o] ~(nbdb) % southbound &j] o] E] vj] o] *=(sbdb)Z | 7] g}-1]
r]. SSH(Secure Shell)E A} &35}o] 72 S 2E @ 1Jnx] AEZE Zg]9o] =T of W25l
2 BF2 AP

I $ sudo rm -f /var/lib/ovn/etc/*.db
2 332 ddsto 2= OVN-Kubernetes 71 E-Z Zz) o] PodZE 1A g1 t}.
I $ oc delete pods -l app=ovnkube-master -n openshift-ovn-kubernetes

2= OVN-Kubernetes 71 EE Z 2] 2] Pod7} tJA] v ZE o] 05 3L I 5]
Running ¥ €] 215] 2F2lgfi]t].

I $ oc get pods -1 app=ovnkube-master -n openshift-ovn-kubernetes

24 o
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4 Running 0 48s
ovnkube-master-rm8kw 4/4 Running 0 47s

ovnkube-master-zbgnh 4/4 Running 0 56s
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d.
]2 g3 2 213 sle] ovhnkube-node PodE 2= Arj gfi] o},
$ oc get pods -n openshift-ovn-kubernetes -o name | grep ovnkube-node | while
read p ; do oc delete $p -n openshift-ovn-kubernetes ; done
e.
+ ovnkube-node Pod~} t} A] v 3= & o] 5 § &2 &3} Running 3 Ej] 21x]
QQ§W4
I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node
13.
H75A] g 0E AEE FHd A=HE A o) E g Y g o2 oA
Yol 7 A v]do] A5 eteds} A}FoZ 2FHL Lk

A& A7} ZR A G 8 o] v B A E ALE e G dla A8 AE A F
2 Apgato] AEE Faol N 2HE A YHE 5 M'*L/r:} A8 g2 " o] ] &
o AFGR} ZzH]AY Fe e YA E FENHAL.

HZ 52 E ] A]AH L XA 5] 7 TFA] YA 5]X] ol Al Q

0] el )] §150] % 41 ol 7]v] Machine APIS 4Fg 3fe] vitls
Jol 79 O} BAE BEHAL,

3:
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178

“ik 7]

B 7 §AE o] A]AH L AAs) fA] YA 3R] vl AL

YA Fe]xp Z2H| A Qlazafo] wjo] g Hx]o] Fp AE
¢ v o] g A Y HA Gt Ao &2 " wjo] rj g

Z Zgo] == FFH"E FI5IHAL.

iv’

b

HH AEE Fa9l $2E F 5]} g st A| 2HL 7}A 51 .

cluster-admin A}- &=} 2 ZF ]2 E]o)] HA 2 5= Q1= Elo]HojA] O] S FFH 2

JY g

I $ oc get machines -n openshift-machine-api -o wide

=9 9
NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-

east-1a 3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-
Oec278218287dfb7e stopped §)

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-
east-1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-
096¢349b700a19631 running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-
east-1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-
02626f1dba9ed5bba running

clustername-8qw5I-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5I-worker-us-east-1b-lrdxb Running m4.large us-east-1
us-east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5I-worker-us-east-1c-pkg26 Running md4.large us-east-1
us-east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running



A] A

)

) 515

o

R ErEEBEEE

$ oc get machine clustername-8qwb5I-master-0 | ﬂ
-n openshift-machine-api \
-0 yaml |
> new-master-machine.yaml

r
e,
taJ
R
It
My
i
&
o,
foi
[
It
L
N
It
My
My
&
o,
>
[
)
o
9,
b
o
2,
o,
i
I

o] vt o 4] ¥F= new-master-machine.yaml 5} 22 # g 5}of A o] 52 gy
st B2 = AA g

7 status 442 A7) 1] .

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:292""

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetal

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus
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metadata.name 2 & & #j o] Z0 2 v 7F gl

o]l N2 FA g ]2 o] F2 FA] 5} npx] g WS E ARG Tl o}
v s 2 BEsl= A o] E51tl. o] of 9 4] clustername-8qw5i-master-0 =
clustername-8qw5Il-master-3 2 2 ¥ F 5 J 1]l

apiVersion: machine.openshift.io/vibeta1
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii.
spec.providerlD 2 = E 2] gfi] ],

I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f

metadata.annotations % metadata.generation = || 7] g}1]}.

= — =

annotations:
machine.openshift.io/instance-state: running

generation: 2

metadata.resourceVersion = metadata.uid ¥ =Z | 7] §1] }.

resourceVersion: '"13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

N

=g H AEE Fa 9] s 2EQ A|AHS A ] .

I $ oc delete machine -n openshift-machine-api clustername-8qw5I-master-0 a

A =E o] A H =] gl g .
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I $ oc get machines -n openshift-machine-api -o wide

=9 9
NAME PHASE TYPE REGION ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-

east-1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-
096¢349b700a19631 running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-
east-1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-
02626f1dba9ed5bba running

clustername-8qw5I-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qw5I-worker-us-east-1b-lrdxb Running m4.large us-east-1
us-east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5I-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

new-master-machine.yaml 7} 9 2 A}-§ 5} A| ~dl-2 W],
I $ oc apply -f new-master-machine.yaml|
A A= o] Y EH A=A g2l gt

I $ oc get machines -n openshift-machine-api -o wide

=49 9:
NAME PHASE TYPE REGION ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-

east-1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-
096¢349b700a19631 running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-
east-1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-
02626f1dba9ed5bba running

clustername-8qw5Il-master-3 Provisioning m4.xlarge us-east-1 us-
east-1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-
015b0888fe17bc2c8 running @)

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-
1 us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

181



OpenShift Container Platform 4.10 w1 ¢ &1 2.1

clustername-8qw5I-worker-us-east-1b-lrdxb Running m4.large us-east-1
us-east-1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5I-worker-us-east-1c-pkg26 Running m4.large us-east-
1 us-east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

Al A] = Hl clustername-8qw5Il-master-3 o] 4§ 5 7 THA] 7}
Provisioning °J 4] Running © Z W7 H % FH] g7} 1.

2 # + gl5 4. eted 52/~ E] Operator=
Foz Frgg.

h.
B7 F2E7 ofH 2} 2YH AEE Fi 9 FXEJ gl o] BAF wHE g
.
14.
¥ - o] oY Fo4] o2 B 5L ¢ 2 3}o] cluster-admin <] 9] A}& A} 2 F2] AE o Z
zolgi] ot

I $ oc login -u <cluster_admin> a

<cluster_admin>< cluster-admin & g2 A}-§5}o] Al &} o] &L x]g o]},

15.
etcdE A Z A uj Z gl

S e 2E] o] A= 5 = B 1] E oA cluster-admin A}§-212 t} 5 FE & Ao

w,n

$ oc patch eted cluster -p="{"'spec’: {"forceRedeploymentReason": "recovery-""$( date

--rfc-3339=ns )"""'}}' --type=merge

forceRedeploymentReason 712 Z+7-3jjofsl 2 2 g} ¢] 2Bl Z 7] =71 1]0].

etcd 2/~ E Operator} A £Z JP5lH 7|]& =7} x7] HE ~EH 3357 FA}3
A podZ AF§-317] A FFgH] .
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16.
RE >y} HZ B Aoz 9lo]EX Q=X 3ol gl

F e 2E o YA~ 5= Q1= Bl o] Yo A] cluster-admin A}-§ X2 05 FF 2 &

&
s

1,

$ oc get eted -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

etcd<] NodelnstallerProgressing 3] £ 80l5l 7 & =7 FH I vl 7 x| g9l
st} Qo] EF} A3 F o = A =2 o] AlINodesAtLatestRevisiono] L A] 1]},

AlINodesAtLatestRevision
3 nodes are at revision 7 a

of oAl H1l w A W= 791] k.

=&/ o] 2 nodes are at revision 6; 1 nodes are at revision 78} 72 of 2] vl 7 B 57} &
A H o] YHo|E7] o} AY FoL Jr g B ¥ Zgd F o] A=,

17.
etcdE A E 9 7 AEE Fa) oo A EoFRE FA 4 1. kubeleto] tj 7 == W
#A] E Al-g-5}o] APl AJujo]] ¢l 5 o] gl o &z Kubernetes APl A u]= O}2 == o O} A] &3]
H .

cluster-admin Al- g3} 2 ZF 2| 2E o] WA=t 4=9]= Fo]doji] O} FFHL Ja gl

Kubernetes API 4] 1] o] tjj3f] Al Eo}-22 74 =& gl

$ oc patch kubeapiserver cluster -p="{"'spec": {"forceRedeploymentReason":
"recovery-""$( date --rfc-3339=ns )"""'}}' --type=merge

BE xS/ FH vdez o] EF =X gl g

$ oc get kubeapiserver -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'
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NodelnstallerProgressing 3'ej] £42 2915l 7 2E =7 R v] 7 ol x] 8ol g}
o} ¥glo]EF} 432 F o = A x5 w =2 o AlINodesAtLatestRevisiono] ZA] 1]}

AlINodesAtLatestRevision
3 nodes are at revision 7 a

o oo 4] Fl WA W5 79,

=2/ 9] 2 nodes are at revision 6; 1 nodes are at revision 78} -2 of & v] 7 WS
7} FAHH o] = YHlo]EFF o} X [ 9L ojpjgh). B 7 JjgjE ¥ oA A =g

ok

Kubernetes 71 E E 2] A x}2] A Fo}22 ZA F& 3]

$ oc patch kubecontrollermanager cluster -p="{"'spec":
{""forceRedeploymentReason’: "recovery-""$( date --rfc-3339=ns )"""'}}' --
type=merge

HEXEI FH wAoz o] Ex =X el

$ oc get kubecontrollermanager -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

2 8913l v BE =7} FH} B H =] golgt

NodelnstallerProgressing -3Ej
74 of] AlINodesAtLatestRevisiono] FZA] g 1]},

Lo e EZF Yoz Y5

AlINodesAtLatestRevision
3 nodes are at revision 7 a

o oo 4] Fl WA ¥lE = 79,

=2/ 9] 2 nodes are at revision 6; 1 nodes are at revision 78} -2 of & v] 7 WS
7} FAHH o] = YEo] EFF o} & [ S ojojgh). B 2 JjgjE F oA A =g
r}.
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Kubernetes 7] & 2] 9] 4] o228 Z4] 58311

$ oc patch kubescheduler cluster -p="{"'spec": {"forceRedeploymentReason"':
"recovery-""$( date --rfc-3339=ns )"""'}}' --type=merge

BE wEs} H Wdoz ¢Ho]EH = g,

$ oc get kubescheduler -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}’

NodelnstallerProgressing 3] 72 8915} 7 2E =7} HR B8] 7 =] 823}
o} grho]Ex} F3F o=z AP H =2 o AlINodesAtLatestRevisiono] FA]H 1] }.

AlINodesAtLatestRevision
3 nodes are at revision 7 a

of ool Al Hal Bld s = 79T

2/ o] 2 nodes are at revision 6; 1 nodes are at revision 78} Z+2 of & v] 7 WS
7} r/‘/E,’ﬂfl oj= Yuo]EF} o} F Y ¢S ou . E 2 J]gEl & oAl A =]
r}.

18.
BEAEE Fo9l SXES} Fe2HE A Fote] Folstn Y= Folg

S e 2E] o A= 5 = B 1] oA cluster-admin A}§-212 v} FE & Ao

il

$ oc -n openshift-etcd get pods -1 k8s-app=etcd

24 o
etcd-ip-10-0-143-125.ec2.internal 2/2 Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2 Running 0 9h
etcd-ip-10-0-173-171.ec2.internal 2/2 Running 0 9h
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Zz &1} kubelet 91541 & E 7512/ 0] 7] 521 node-bootstrapper 91541 A1 H 2 F(CSR)S +&
© & golafof . AH§A} ZR A A2 F9 157 3¢ kubelet 4] ¥] = CSR2 3¢5 o} & -
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$ oc get csr

2 o

o

NAME AGE SIGNERNAME
CONDITION

csr-2s94x 8m3s kubernetes.io/kubelet-serving

Pending a

csr-4bd6t 8m3s kubernetes.io/kubelet-serving

Pending 9

REQUESTOR

system:node:<node_name>

system:node:<node_name>

csr-4hi85 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:.openshift-machine-config-operator:node-bootstrapper Pending@

Hi7 3¢l kubelet A]v] = CSR(AFE-RF Z 2 H] X' 4 2] &) ¢/ 1] o}

00

H 7 59l node-bootstrapper CSR ¢/ 1]}

CSR9] Al A} 82 7= 5}o] CSRo] -5 3#-5] el g ot.

I $ oc describe csr <csr_name> a
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I $ oc adm certificate approve <csr_name>
AFEA} 2B A H ] 9] 7P CSRE A 3" 3}= 2z} 7 & 9 kubelets- 521 g/ .

I $ oc adm certificate approve <csr_name>
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