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apiVersion: maistra.io/v2
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spec:
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security:
trust:
manageNetworkPolicy: false
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ServiceMeshControlPlane 573 o]

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
spec:

techPreview:

meshConfig:
defaultConfig:
proxyMetadata: HTTP_STRIP_FRAGMENT_FROM_PATH_UNSAFE_IF_DISABLED: "false"

1.2.25.2. A3 Hof o] 3 HUolE

Istios= 3 2E o] & A9} BE A xsl= LE L% Ust 3 2~E o] 22 AT ) oq]g_l;_
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AuthorizationPolicy <] #] ] ["httpbin.com:*"] hosts: ["httpbin.com:*"] & T ~E 2 n}l#F U}

HFAL Y A & A1-8-5l+= AuthorizationPolicy2] A ¥ A o

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
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metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

BFAF Y A = A3 5 WA o A] AuthorizationPolicy

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]
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apiVersion: networking.istio.io/vialpha3
kind: EnvoyFilter
metadata:
name: ingress-case-insensitive
namespace: istio-system
spec:
configPatches:
- applyTo: HTTP_FILTER
match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
function envoy_on_request(request_handle)
local path = request_handle:headers():get(":path")
request_handle:headers():replace(":path", string.lower(path))

end
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kind: AuthorizationPolicy
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values:
- "allowed.*"
selector:
matchLabels:
app: httpbin

1.5.1.5. OpenSSL
Red Hat OpenShift Service Mesh= BoringSSL2- OpenSSL 2 tf A &4 t}. OpenSSL-2 SSL(Secure
Sockets Layer) @ TLS(Transport Layer Security) Z2 EZ 9] 9 Z A X 3 o] L3H A ZE o] gho]

B & 2] YUYt} Red Hat OpenShift Service Mesh = A] vlo]4 2] &= 7| ¥ Red Hat Enterprise Linux 2%
A A o] 4 OpenSSL 2ol B 2] 2] (libssl 2 libcrypto) S 52 o2 A4 gyt

151.6. 9% Qaz=

Red Hat OpenShift Service Mesh= €] # Y a2 = (713 HANE A QD8R EH5Y )

1.51.7. +4 242 54
® maistra-version ¥ o] &o] B E | &2 of F71E A F YT
® I E |ngress 2] 227} OpenShift Route @] A2 2 W3] ¢l & )

e Grafana, distributed tracing(Jaeger) ¥ Kialix= 7] 22 © & 84 3} 5] o] OpenShift 24 &

rulru
:o|1=:

® Godebug7l & Bl Z 2o A 7| A ¥

e jstio-multi ServiceAccount} ClusterRoleBinding, istio-reader ClusterRoleo]| #| 7] =] 2] <1 t}.

1.5.1.8. Envoy A H] =

Red Hat OpenShift Service Mesh= QUIC 714k A B] A2 X ¢ 61 A] &

e

Y.

1.5.1.9. Istio CNI(Z Hl o] Y| E 9] = Q1§ ]| o] &)

Red Hat OpenShift Service Mesh°ﬂ CNI ZF2]z28lo] 23tx o] glom, o] AL of ZE A o] 4 Pod Y| E
NAL AT 5 Y= A PHS AZTTYUCHCNI S8 202 4w Ao 2 SCC(RQ ALY X~E A
oF ZA)el sk Muj & Al 2 iiZJE M2~ U3HS Hogg F Q7 9l == init-container U E ¢ =

T4 oAU T,

1.5.1.10. Istio Al o] E o] A=
Istio Al o] E ¢l o] 2] OpenShift 7 &= Red Hat OpenShift Service Meshol| A #}5 S 2 #2] Yt} Istio

Aol E gl o] 7} A ] 2= || A] Y] Frof| A} A A, el o] E B = 2hA|F wf wlo} OpenShift 4 271 A4, U0l E
L =

39



OpenShift Container Platform 4.10 4] 8] 2 oj A]

IOR(Istio OpenShift Routing) ] 2} = Red Hat OpenShift Service Mesh Control Plane 4 Q4+ Al E
dol AR E F7IstgUth AT W ES AF AR AL S FEHAA L

1.5.1.10.1. catch-all =1 ¢l

catch-all =H QI("™")2 A A = A FHFUTH Al EQ o] A oJell A o] Zm Qo] &7 % Red Hat
OpenShift Service Meshe 24 22 Y45/ x/ vk 7] 2 3 2~ E o] L& 7+E7] 93] OpenShiftel] <] &3 ).
= M2 AAHE A ZE catch-all ("*") A 27) of1] 3, tf 2] r<route-names[-<project>].<suffix> & 2] 2]
ZTAE o]Eo] &Y 7| E T AE o] Eo] 2HE 3= w2 3 cluster-admine] o] E AF&-2F J o) & 4= 9
= W ol o 3k #FA & ] -8--& OpenShift Container Platform A ™ A4 & 3% 314 A] 2. Red Hat
OpensShift Dedicated & A}-8-3F+= 74 -9 Red Hat OpenShift Dedicated <] 4] dedicated-admin & &S %+
=54 2.

1.5.1.10.2. 3} 9] =21

39 = el(d): "*.domain.com") o] R H Yt} 22} o] 7] 5 OpenShift Container Platformoi] A 7]
7o g gAslyo] 9JA 45U th = Red Hat OpenShift Service Meshi= 319 =W ¢lo] Q= AR S
4 4 3}-x] v OpenShift Container Platform o] o] AL A== TAE Ao vk FeH Y

1.5.1.10.3. TLS(Transport layer security)

TLS(Transport Layer Security) 7} A] 4 H Ut} =, Alo] E ¢ o] 9] tls A A o] E3FH 7 9- OpenShift =
= TLSE A et A H YT

1.5.1.10.4. WebAssembly &=

Red Hat OpenShift Service Mesh 2.09]| 4] = Envoy Proxyol] o 3t WebAssembly &8 7| & 2| H 2 &

82 T Istio WASM 848 3 2 4] wlo] ] o] ¥ 85 %] ero ¥ ¢ =B Istio 7] H1 E] o] WASM 2
E] = Red Hat OpenShift Service Mesh 2.0 A =] 91 5] X] &Yt}

F7rE s

* 7F A= A4

1.5.2. 4% HdE 44

J2EY Istio: 3} o] HIUE 29 S A}-8-312] ¥+ Red Hat OpenShift Service Meshi= 28] 2~ ¥ U 9]
A ole e EHA AEE 2922 AUt Red Hat OpenShift Service Mesh= th&5 HIU E o

ARG ALG o] AEE EdQ) gho] Ao 22 wel itk

1.5.21. 98 "HJA o] S2]2F AA X

O BV E A9t el 28 AA A Fo ol e AEES ol wjEo N AL B WA Y
Yoi(d: Galley, Pilot). -4 2.4%E o o] S 28 W99 o g 7]k ol A 2 #| o] (RBAC) 2] &2~
ClusterRoleBinding & A}-&-3}#] &4 ).

ServiceMeshMemberRoll members &£ o] 3l =
2 A% ol th 5l RoleBinding S 71411, 2t AEE Za ol vl £ & s gale Wy 24 Ev 7244 gyt
z} Wl w3z 2 4] E o] = maistra.io/member-of @ o] &-o] F7}F Ut} o 7] 4] member-of 742 AEE =
AR 7 EohE Z2AE] Y.

40


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-auto-route_routing-traffic

17 A 8] 2 H A] 2.X

Red Hat OpenShitt Service Mesh+ 7t Wi Z 2 HE 5 48t ZA|, ZHEE FH8 < 2 7| =2
AE 7F] Y EY I A 25 Byt 4 83k 4 & OpenShift Container Platform A&~ E ¢ o] 4 9]
U E 7 (SDN)o] 77 & t‘“:” Aol w2t oY ok A4 g W82 OpenShift SDN A B & 23t Al &

OpenShift Container Platform & 2] 28 7} SDN &2 11 & AFg-st =& 44 | 74 9=
e NetworkPolicy: Red Hat OpenShift Service Mesh—‘E z} wln] Z 24 Eo 4] NetworkPolicy ] 4~

25 A g2 W W AEE Z QoA & podZ 441 4= 2l Y T} Service Meshd|
x| Wl e £ A 7 54 o] NetworkPolicy 2] &2+ 4; A E o] A N—xﬂ%u}u}

=77
g e ZRAE G FAOR AU i 9 ZAEqAM $Ale] e
3 A% dlg EH S 88517 93] NetworkPolicy = 4 /3 3l oF & o).

e Tt} 3 HlW E: Red Hat OpenShift Service Mesh+= 7t Wl v 22 4 E o] NetNamespaceE 71EE
Z < 224 E o] NetNamespace©l| 2 334 t}(oc adm pod-network join-projects --to
control-plane-project member-project). A H] 2= w| A] )| A Wl ] E A A 5} s T
NetNamespace”} 71 EE Z 7| <l 7} & 2] ¥ 1 t}(oc adm pod-network isolate-projects
member-project 2 3} 37} 5 ).

o MEYLF7F o] FHA FFUTH

15.22. 282 ¥4 g &>

JZ=EH Istiodl = o] £t F 7] S8 28 WS 21427} 35y th MeshPolicy 2
ClusterRbacConfig o] = t}Z HUE Z 2] 2 9} 3852 o olgfo] AHH o) 2 w5 U5 o

o ServiceMeshPolicy’s AEE Ze2] WA 2] 1% 4 2 742 98] MeshPolicy 2 o) A g1 o} o]
EAEE T FAS m2 s A A4 5ok gt

® ServicemeshRbacConfigi= A EZ Zd| A A 9 71wk AA| 2= A o] A2 98]
ClusterRbacConfig & Al U th ol = AEE 283 L3 Z2 A Eof| A YA 5 ofok T
o
1.5.3. Kiali & 4] =] 2= ] A]
OpenShift Container Platforme] A u] 2 HlA] & Z4&f KialiZ A 2] 8t 2 & of & 714 HojlA 7] F U E

Kiali 2 %] ¢} o} 54 t}. o] 8] 3k =3 & OpenShift Container Platformel] v =& o ¥4 2 &) 2 3t A, F
7} 715 & Al FstAY, kel & A gl str] 98] Bk 737 Ao

o Kializ 71 E& o2 &4 3t= o syt

® Ingressi= 7|24 02 &4 sl H o] AFY T

® Kiali ConfigMap©] ¢ dl o] E ¥ %1 th

e Kialie] ClusterRole A7 o] o] E XA HL T

o ]2 v A] B+ Kiali Operator7} W7 A}dl8 Qo] 4= 9] © = & ConfigMap % & Kiali A2}
Ao YAhA ode HPYsA = <F Yl Red Hat OpenShlft Service Meshol| A *‘ Al 8) =91 Kiali
o 3t == A& ServiceMeshControlPlane AF-8- 2 4 9] 2] A~ gt oA e =m 24 &
A& A gk Yt} Operator 349 & ¢ vl o] E 612 cluster-admin ¢ gto] 3= AFE-A 2 A gl

ofF gy t}. Red Hat OpenShift Dedicated & AF8-3l+= 7 -$- Operator 314 & Y djo] EstH W
dedicated-admin @ gto] 9= AL&-# 2 A gFaf of g o).

41



OpenShift Container Platform 4.10 4] 8] 2 oj A]

1.5.4. &4 34 8l A ] 2 v A]
A ek AL o2 v}

=4
penShift Container Platformol] vj 3 & wj
357

2 A A A HUE Jaeger A x| ¢} thEU T o] H & FH L
] F &Yt

A E WA AY, F71 7155 AT A, Aol & %
o Aujz Aol el 7|2 H o2 Ak A o] A3t o] lHFUT
® Ingressi= 7] 0 & A{u] 2 Al o tf s &4 3= o] dFyTh
® Zipkin L E o] £ 9] o] & 0| jaeger-collector-zipkin(http) . = ¥ 7 =] ¢ &1 t}.

® Jaeger:= production &= streaming W] ¥ 34 S A9 uj] 7] B O 2 A E 2] A] o
Elasticsearch& A}-& 34 1:},

® |stio A HFUYE WAL vtz el "tracing” A 2 & A 34 t}. Red Hat OpenShift Service Mesh+=

Red Hat OpenShift distributed tracing Platform Operator7} A %] 8} 32 o] n] OAuthol 2] B &
= "jaeger" A 22 A& T

® Red Hat OpenShift Service Mesh+= Envoy 2Z & A] o] Alo] =715 AF8-31H Jaeger B3+ Jaeger
Aol E Ato] E7FE ARG Y T o] F 7HA] Alo] Bt E R R T H o ’ifﬂ M2 EF3
A=t Utk ZEA] Ao] == Podé] 41 9 F4l Ed 3 A E 71 7S A U T 9
OJHE Alo| Bt &8 TR IO WHH = 7| 1HS T4l 5t Jaeger <7 ﬁﬂii%HW

1.6. A U] 2= HA] A X] F=H]

Red Hat OpenShift Service Mesh& A %] 3}2 ™ w1 # OpenShift Container Platform& 53} 3. 2] 9 &
= 74 o] OpenShift Container Platformg- 4 x| &} o} 4 t}.

1.6.1. AFd 8 AFg)

® RedHat Al Oﬂ & 3t OpenShift Container Platform A B 2384 & 4R 3l A]| Q. A B A=
Mo g AL I Fero] A 2 B RS Fo Al &

® OpenShift Container Platform 410 7l & & AEg Y ).

® Install OpenShift Container Platform 4.10. U] E ¢ =7} A gt¥l $7] o] Red Hat OpenShift
Service MeshZ A %] 3} 7 ¢~ A1 & 3 OpenShift Container Platform <13z 2ol t) 3+ 2] H & u} =
AA 2
o  AWSef OpenShift Container Platform 4.10 4 %]
o Algx} x 2H] A d AWSel OpenShift Container Platform 4.10 4 %
o o] v gl OpenShift Container Platform 4.10 A %]

o vSphereo] OpenShift Container Platform 4.10 4 %]

o IBMZ ¥ LinuxONE®)] OpenShift Container Platform 4.10 A ]

o

IBM Powerel] OpenShift Container Platform 4.10 A %]

® OpenShift Container Platform ¥ A 3} & %] 5} &= OpenShift Container Platform ™ & = &€ @] €]
(oc FetolAE =) AL AX st Y Ao Frlgch

o OpenShift Container Platform 4.10& A& 3= 73 -9 OpenShift CLI g H & 323 A Q.

42


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/architecture/#installation-overview_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#supported-installation-methods-for-different-platforms
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-aws-account
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-aws-user-infra
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-vsphere
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-ibm-z
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/installing/#installing-ibm-power
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/cli_tools/#cli-about-cli_cli-developer-commands

17 A 8] 2 H A] 2.X

1.6.2. A A = = 74

Red Hat OpenShift Service Meshe] @A d ] 2o A = o /o] ALYt}
® Red Hat OpenShift Container Platform ¥ 4.x.
® Red Hat Red Hat OpenShift Dedicated ¥ # 4.

® Azure Red Hat OpenShift # A 4.
e
Red Hat OpenShift Online2 Red Hat OpenShift Service Meshol| 4] 2] 9 =] 2] ¢k <54 o)

e o]3¥ Red Hat OpenShift Service Mesh & 2] 2= OpenShift Container Platform x86_64, IBM Z
2l IBM Power Systemsol| A4 Wt A} 71534 o}

o IBM Z+= Openshift Container Platform 4.6 o] 2ol A 7+ %] 91 5 U t}.
o IBM Power Systems-& OpenShift Container Platform 4.6 o] ol 4 7+ %] 91 ¥ 1 t}.

e 1= Service Mesh +4 & 47} © OpenShift Container Platform S8 ~F o 239 244 Y
E} Red Hat OpenShift Service Mesh+ Service Mesh7} 28] <1 F 2] 2~ E 2] 59 &= nmlo] =
2 A& #AE & A A8k gFH o

o P A L R AUl 2E EREA g TR

Red Hat OpenShift Service Mesh gfo] 2ZZAlo] & 9l X 5] = 2/d of] O] gk ARA| gk ] 82 <] A
ZEY Al 2

_I:N:I“

R
=

B

1621 ALHE= Y EYT A
Red Hat OpenShift Service Mesh+= th& 3 2 W EY I 24 S XAt
® OpenShift-SDN

® OVN-Kubernetes= OpenShift Container Platform 4.7.32 o]}, OpenShift Container Platform
4.8.12 o] 2 OpenShift Container Platform 4.9+oj 4] =] 1 1t}

® OpenShift Container Platformel] 4] Q1 &% 31 AJH]) 2= W A] A 34 B 2E S 33 gh AL
CNI(Container Network Interface) & 221 9 Y o} A & W 82 21 5% OpenShift CNI =2 2
M= =) S R 2

1.6.2.2. Kialioll disll x4 = = 4

® Kiali Observation Console& Chrome, Edge, Firefox =+ Safari 22}-¢-#] 2] T 71x] 241 v] 2 o]

M AL gyt

1.6.2.3. £4F FA o] A A== 4

o x}o] =712 A 9] Jaeger o o] M E &= Jaegero] 3] A YEE §98 YU THE HUE A
2] I+ OpenShift Dedicatedol A = & Al E & Jaeger7} X Y 5 X &Lt

1.6.2.4. A Y4 =] = Mixer o] 9 H

43


https://access.redhat.com/support/policy/updates/openshift#ossm
https://access.redhat.com/articles/5436171

OpenShift Container Platform 4.10 4] 8] 2 oj A]

e o] B 2o M= th Mixer o] B v X 1 gk ot

o 3scale Istio o] Y4 H

1.6.3. T &7

® OpenShift Container Platform 3+7 o] Red Hat OpenShift Service Mesh & A %] §F4 t}.

1.7. OPERATOR A %]

Red Hat OpenShift Service MeshE A %] g}&] ™ ® #] OpenShift Container Platformel] 2 @ 3l Operator
£ 4 x| 3 t}& ServiceMeshControlPlane 2] 2~ A A sle] AEE Z ¢ QS v 23}

31
o] 71 A 2]+ 7] E OpenShift 4

29
Utk o] 712 X & Ag-ste] AR
gk

IT2YMALo R AAHA &5
5173 of ﬂ%?‘& AH| 22 WAl S A

AR 8 AL
® Red Hat OpenShift Service Mesh A 2] 1] Z2 M| AE 2Jo] HAA L

e cluster-admin & & o] 3J = Al 4. Red Hat OpenShift DedicatedE A1-83}+= 79~ dedicated-
admin & gHe] A o] glojof gt}

i

A o] 4 = OpenShift Container Platforme]l Red Hat OpenShift Service Mesh 2] 7] 2 o] 2~ & 2
HF o

o}
A sk S wel B T

ﬁ U[o

1.7.1. Operator 7l &

Red Hat OpenShift Service Meshol| = o5 3 222 U] 7F4] Operator7} 2 8§y th.

e OpenShift Elasticsearch - (HE" APEh) BEAF 2 ZYEIte] 4 d 278 913 glo]EjHo] 2
2EYAE A ZIYh 9 Z 22 Elasticsearch ZZ A EE 7|vto 2 3t}

® Red Hat OpenShift distributed tracing Z % 3% - %ﬂzﬂ
AL Astz] fe) A FA S AFTHUTE LT A

e Kiali-

{125 o100 B8 ZHA S A HU T R Sl P4 0 2 g 2 E g
o]—U:]——[— Kiali =&

12 24T 5 AFUTh OF 22

JN—h

® Red Hat OpenShift Service Mesh- o Z 2] A o] H & F A3l = vlo]| T E MU AE A4, Bk A
o] " 23 4= 9l &t} Service Mesh Operator= Service Mesh 124 Q.49 v 2, g0 E A
2+A) & 322 51 ServiceMeshControlPlane 2| 225 Aol U EH I T 9 Z A~ [stio
T2AEEZ 7|Wo 2 P

44


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#installing-ossm
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#preparing-ossm-installation
https://www.elastic.co/
https://www.jaegertracing.io/
https://www.kiali.io/
https://istio.io/

17 A 8] 2 H A] 2.X

'@ 9]
Operator®] 7| 74 ¥ ¥ 2 A ] 64x] viid Al Q. 71 7Y ¥] Operator= A ¥ A &

s4o

1.7.2. Operator A %]

Red Hat OpenShift Service Mesh& A %] &} & ™ t}2 OperatorE o] <=4t 2 A %] g t}. z} Operator
o Y& RS whE g o,

® OpenShift Elasticsearch
® Red Hat OpenShift distributed tracing Z 2 3%
e Kiali

® Red Hat OpenShift Service Mesh

1. cluster-admin & & 2] A}-8-2} 2 OpenShift Container Platform ] &£l =221 3t}
2. OpenShift Container Platform ] &< <j| 4] Operator - OperatorHub= Z 2] 4t}

3. Operator o] 52 Z ¥ A#}tol 9 & 3staL Operatore] Red Hat ¥4 2 48 g+ t}. Operatore] #
FUE HAS A A=A %"“‘4‘4.

4. AA 5 &4

ol

e

)
I3

o] u] OpenShift Elasticsearch OperatorE OpenShift 2 7 o] d =2 A X3+ 7 -
OpenShift Elasticsearch OperatorE thA] A X & F 2 7} ¢l &5 U th Red Hat
OpenShift distributed tracing platform Operators= “d X] & OpenShift
Elasticsearch OperatorE A}-8-3}¢] Elasticsearch Q1 2~H A~ & A A3 g o}

5. Operator A %] o] x| | A A %] &4 LS Al g}
a. OpenShift Elasticsearch Operatore] o] E g 4] A o 4] stable-5.x& A& gt}
b. Red Hat OpenShift distributed tracing 2 & 3%, Kiali 2 Red Hat OpenShift Service Mesh
Operator®] 74§ 71 232 gy o
Red Hat OpenShift distributed tracing platform, Kiali 2 Red Hat OpenShift Service Mesh

Operator+= openshift-operators 4] ¢ 2~ 3] o] 2o A X] 5 Y t}. OpenShift Elasticsearch
Operator+= openshift-operators-redhat 4] =3 o] 2~ ¢j] A 2] L ¢}

6. AX& FYFY . 5F A t} Operatorol t] ¢t A& ¥5-317] ol Operator7t A %2 wj
7V A 7] ek E Y o}

7. 471 2] OperatorE =5 A %] 3t & Operators —» A %] H OperatorsE &3 5}o] Operator7| A %]
HA=A FAgy ok

45



OpenShift Container Platform 4.10 4] 8] 2 oj A]

1.7.3. t}2 &4

ServiceMeshControlPlane 2] &2~ Z A A 3}o] Service Mesh¢] #+A4] 8 A4S AUt} x4 g W &2
ServiceMeshControlPlane A A & 2FZ 514 A 2.

1.8. SERVICEMESHCONTROLPLANE ) A

OpenShift Container Platform €] 242 A& 871 oc S 80| U E © 72 A& 6t 3 S0l A
ServiceMeshControlPlane ©] 7] 3 A x| & w] £ & 4= 9 &Yt}

23

Service Mesh &4 = istio-system&- of 4] Z 2 A E 2 AFE-SIA| R B E X 24 Eof A H]
2 WA E 2T F A FY T

B3
o] 712 A 7

= 7]
Ut} o] 7] 41 %)
A 74T,

2 OpenShift 44 S 7|wto 2 TAEH T2 HH L0 2 A A 25
£ Ag-5le] A 2] E 3ol th2- 37 o] ServiceMeshControlPlane 2

1.8.1. 5] EENAM AEE S A vl =
) Z& S A18-31o] 7] & ServiceMeshControlPlane & v £ &k 5= 215U t}. o] o #| o] A] istio-system-&
ZEE S Z2 A E9 o] Y YT
A 8 AFSE
® Red Hat OpenShift Service Mesh Operator7} A X] 5 o] ¢l o] of gt}

e cluster-admin & &o] 9= A A.

ZE A~

1. cluster-admin < & 2] A8z 2 OpenShift Container Platform 9 &< 2 2214 t}. Red
Hat OpenShift Dedicated S A1-& 8+ 7 - dedicated-admin <] & 2] A4 o] gl ojoF ghth.

2. istio-systemo|2gl= 22 4| E & A A Yt}
a Fo Z2AER | FFUL
b. ZRAE WE/E FYF
c. o] E =1 istio-system=- ¢} & 31 t}. ServiceMeshControlPlane ] 4~ vlo] 2 2 A
H] 2 2 Operatore} ¥ = 2 3Z 2 A E of A x] 3 oF g ¢}

o] 3t tHA = istio-system< o 2 A} & & A vk M| A7t o E TRAES HEE B
EAEN HEE FHUJASWMEL F AFHTH

3L

i

d AdE& E9dych
3. Operators —» 4 x] ¥l Operator® ©] &34t}

4. Red Hat OpenShift Service Mesh Operator& &8 g t} - Istio Service Mesh Control Planeg-
Bk =g

46


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-create-smcp

17 A 8] 2 H A] 2.X

5. lIstio Service Mesh Control Plane &} o] 5] ServiceMeshControlPlane A& =2 31t}

A AR S e BT A EAe

o = T MM bH
Slol AHE 7t 7152 A2 F Yo
1/}2;01] ServiceMeshControlPlane 2 & & G+A g 4= 915U o) x4 g+

OpensShift Service Mesh -4 & Fx 314 Al Q.

a. AAS =Yt} Operators 14 w7l 4E 7190 2 pods, 4] ] 2= ¥ Service Mesh
Control Plane -4 2 A5 A A3t}

¢

EE ZY o] &ntEA X A=A &2l3sl# H Istio Service Mesh Control Plane®] & &
Gyt
H

a. A AEE ZHY olF2 FH Y

1.8.2.CLIYIAM AEE ZH A i x

o & Z o A 7] 2 ServiceMeshControlPlane & 1] 3 3 4= 9l 45U t}.

A 8T AL
® Red Hat OpenShift Service Mesh Operator7} A X] 5] o] ¢l o] of gt}

® OpenShift CLI(oc)ol] & Al 2~3Fu T}

T2 A2

1. cluster-admin & & 2] A}-8-x 2 OpenShift Container Platform CLIo|| = 2213} t}. Red Hat
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I $ oc login https://<HOSTNAME>:6443
2. istio-systemo]l= T 2 A E 2 A A g ot
I $ oc new-project istio-system
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3. g 9 A = AF8-3}o] istio-installation.yamlo] 2} = SerwceMeshControIPIane g
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%t o

H] A 2.0 istio-installation.yaml <

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.0
tracing:
type: Jaeger
sampling: 10000
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addons:
jaeger:
name: jaeger
install:
storage:
type: Memory
kiali:
enabled: true
name: kiali
grafana:
enabled: true
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1. OpenShift Container Platform CLIol| 2 2213 th.

I $ oc login https://<HOSTNAME>:6443

WAl o T3 A B 2~7) o} F QLAY A S HE A ZsteE AL oS Ao i ZEHAEE
AU AEE Zg0L dx 3 = 2AE 9} gafol ah ),

I $ oc new-project <your-project>

TRAEZ WHE F7teE A ok o Al YAM éiﬂ/l oY Z2AEE 7S QA
v 2 2 A E = 5o SerwceMeshMemberRoII a] 2o ut o] ]
istio-systemi HAEEZ Z¢ ¢ Z2AEQ o] &Y E}.

servicemeshmemberroll-default.yaml ¢j
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
o}

- your-project-name
- another-project-name

2] 8] 31 o] istio-system 4| o] 2 ) o] 2~ o) ServiceMeshMemberRoll 2] 4~~5 2=

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
< 44 < 43 slo] ServiceMeshMemberRollo] A 32 o 2 A A = e 29l gt
I $ oc get smmr -n istio-system default

STATUS < ¢| Configured?l 7349 A X7t ¥y Aoz g5 AYJUh
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S A}-g- 5o 7] Service Mesh ServiceMeshMemberRoll 2] &~ 20 A Z 2 A E S F 713 A U A
AFU
o Z2AE S 718 £ YA v Z 24 E = )¢ ServiceMeshMemberRoll 2] & 2~ of 9 &
o AdFUT
3l J ServiceMeshControlPlane &} Z~2~7} 214 =l ™ ServiceMeshMemberRoll & 2~ 2~7} 214
HUo
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I $ oc edit smmr -n <controlplane-namespace>

3. YAMLS A3l Z2AEE W E F7LetAY A AT o8 Z2AHE
x 24 E = s} o] ServiceMeshMemberRoll 2] 2 2ol gt 438 4= 9] &t}

servicemeshmemberroll-default.yaml ¢j

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:

name: default

namespace: istio-system #control plane project
spec:

members:

# a list of projects joined into the service mesh

- your-project-name
- another-project-name
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o Al CLIoA o] &g 2 3)sto] bookinfo Z2 A EE < o+ FHTh
I $ oc new-project bookinfo

Operators = A %] ¥l OperatorE 2 gt}

ZRAEVFE YL TES ZHA U H 2 o] 25 AT o] A<M = istio-

Red Hat OpenShift Service MeshOperator& &3 34t}
Istio Service Mesh #l ¥ 55518 Z8 3t}

a. ©]u] Istio Service Mesh Wl ¥ & A4 gt ¢, o
YAML B 7] & d4th

n
filo
fly
)
%
v
o
_<
>
<
—
i)
o
ll
J
o
2

b. ServiceMeshMemberRoll& A A 5} %] 2+-& 79 ServiceMeshMemberRoll A A & =2 3

MembersE 83 t}2 Value 2o Z2 A E o] 22 9] &3 th

- AAAE Sk ol ER M2 v A] Y 28 AU

a. = o dAE YAML 3t o] A3y o}

Bookinfo ServiceMeshMemberRoll example servicemeshmemberroll-
default.yaml

I apiVersion: maistra.io/v1
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kind: ServiceMeshMemberRoll
metadata:

name: default
spec:

members:

- bookinfo

oS HH S Aty ol g Y-S ¢ 2= 8L istio-system v] & 23| 0] 20
ServiceMeshMemberRoll 2] &~ 2~E ¢

ZzAEe o] EYYTh.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

1. oS 3 &S 28 sle] ServiceMeshMemberRollo] A 32 0 2 A A ==X &3t

$ oc get smmr -n istio-system -0 wide

STATUS < ¢| Configuredsl 7 $ A x7} 22 o= g w A Yyt

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["bookinfo"]

12. CLI°l 4 bookinfo.yaml 3} & & 8-3}o] 'bookinfo' = & 4] E of] Bookinfo ol & 2] A o] A
gyt

=9
=3

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/platform/kube/bookinfo.yaml

ge et AU o

service/details created
serviceaccount/bookinfo-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/bookinfo-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/bookinfo-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/bookinfo-productpage created
deployment.apps/productpage-vi created

13. bookinfo-gateway.yaml o} & % &-3}of 4221 Al o] E o] & A Tt}

=

==

54

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/bookinfo-gateway.yami

ge et AU o

THEU ) o] o Aol A istio-system & AEZ

il

Ut

=

o

m
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gateway.networking.istio.io/bookinfo-gateway created
virtualservice.networking.istio.io/bookinfo created
14. GATEWAY_URL v 7l H 4= 32 A g sy o}

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

1.9.3.2. 7| & O\ A 3 F7}

Bookinfo off Z&] A o] A & AF-&-3517] Mol WA 712 A 7+ 2 & F71sl oF $Y o A& TLS(Transport
layer security) Q15S @A st =A] o Fof upet AR /4 € YAML 5t o] = 7] 95 o

T2 A2

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/destination-rule-all.yaml

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/destination-rule-all-mtls.yaml

4o et fAbgh

destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created

=
destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/details created

1.9.3.3. Bookinfo A %] &<l

A Z Bookinfo o] Z 2] A o] o] A 3Z o & uj

H

= A

e

)

-I |
ro
o
v
ue)
o
oo
(i
X
i
n
o
ot
v
o

A 8T AL
® Red Hat OpenShift Service Mesh 2.1.10] A x| & ¢ &4 t}.
® OpenShift CLI(oc)ol] & Al =3 o}

® Bookinfo A1 Z o Zg]Al o] A S A X5l GA S SEFY T

1. OpenShift Container Platform CLIol| 22213t}
2. Be BHOE BE pod7t EHH QA ST

I $ oc get pods -n bookinfo
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& E pod¢] 48] = Runningo] o] of & th 28 & &3 §AFg o

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-v1-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2  Running 0 12m
reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2  Running 0 12m

reviews-v3-6dfd49b55b-vewpf 2/2 Running 0 12m

3 e BH e Aaete] A E # o)A ] URLS 741 g oh.

I echo "http://$GATEWAY_URL/productpage”
4. §) Beh-A o] 222 HAlato] o]y o] Bookinfo 2| F 7 o] 2] 7} W) £ 5 Q=7 el itk

1.9.3.4. Bookinfo ol =] Al o] A #| A
= ©A ol whe} Bookinfo of & 2] 7] o] A 2 Al A &4 Al
AR @ T AR
® OpenShift Container Platform 4.1 o] %¢o] A %] =] 9l 54t}
® Red Hat OpenShift Service Mesh 2.1.10] A %] & ¢ &4 t}.

® OpenShift CLI(oc)ell o Al 2~3H ).
1.9.3.4.1. Bookinfo Z 2 4] E AlA)

B4 PN
1. OpenShift Container Platform §} <o & 21 gt}

2. g ZeAEE 2P

3. bookinfovlyr & FYA T TEAE AAS FYFY
4. =9l Y5t 3 7to] bookinfos 9123 the 414 & F2 g

o U2l CLIoA] o] B &S 23 slo] bookinfo ZZ 4 ES A3 4= )5 Th
I $ oc delete project bookinfo
1.9.3.4.2. A1) 2= Y| A] Wl ¥ Z o) A] Bookinfo Z 2 4 E & #| 7|

=2 A2
1. OpenShift Container Platform §} £< o] & 2918t}

2. Operators » A %] ¥ Operatorg & &t}
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3. ZRAE WFE Y5 Z=0)4 openshift-operators = A & T},

4. Red Hat OpenShift Service MeshOperatorel] tjj 3] A -&-¥ APIS| 4] Istio Service Mesh % 1
EH9as 9 dyth

5. ServiceMeshMemberRoll 1] i+ £ ZFYst M2 vA] W E HHS A9y
6. 7] Service Mesh ®l 8] & YAMLE #H % 513 wl v &= o A bookinfoZ 2FA] &1 ¢}

o T4l CLIo|A] o] % &S 23 slo] bookinfo i = #) E = ServiceMeshMemberRollol| 4| 2}
st 4= &Yt o] o Ao A istio-system2 A EE Z 2 T2 A E 9] o] F Yt}

$ oc -n istio-system patch --type='json' smmr default -p '[{"op": "remove", "path":
"/spec/members”, "value":[""bookinfo""]}]'

7. A& FYste] An 2w WY B do] EYY T
o M A 2E AL FdstE W Alo] =Tk A4FS S @4 gl of Y

A A28 F7e o) el A o] o) W 224 A Aol 2oL RSk T 2
2ol tel) A5 Abo] =7} 4H9) S 84 3l of g T,

Bookinfo A1 & o 2] Al o] A& A A3 79 o Ze] Al o] d o] Wi 25 3L /‘}01‘:7}7}“°‘Q°1 5y A

A Z2AE "9 MH]| 25 AFESHE 7 -$ OpenShift Container Platformel] of Z 2] Al o] A L v Z Y t}. =}
Al g+ W 82 Understanding Deployment and DeploymentConfigs objects o] 4] =% o}/}:} Al L.

110.1. AFA & 4 AL
o Au] 2 W Alo] AjH] 2 7}

o ZTZAE YIH]E T

110.2. A5 Alol =71 A ) &g 8}

of Z 2] A o] A & vl £ & uj sidecar.istio.io/inject 2] 2 "true" = A sl U S A okt o]
A& T3l Aol =71 4F 9 o] OpenShift Container Platform of A 28] ] of 2] | ¢ F oA AFE-=]
= builder pod ¢} 7+-& t} & OpenShift Container Platform 7] %5 < Wl 31 &= & 4= 14U ot

AP 8 AL

o b Abel E7F A @43 3}ate

e

Hj

fd
i
>
e
o
v
Iy)

1L A7) A=A )AL M E 74 YAML Y& gyt v =5 gto
Sy o5 5] sleep v 4 =3 o] 20| A sleep o] 2= 1] 4% th& ™
YAML &2 ¢] gl 225 gl
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I $ oc get deployment sleep -0 yaml

2. spec.template.metadata.annotations.sidecar.istio/inject = =oj| 4| zto] "true"<l YAML 4
ol sidecar.istio.io/inject= 3711t} sleepo] = i ol 3 Th& o 2 254X L

AA H2E o Zg] A o] A ¢ sleep.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: sleep
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
labels:
app: sleep
spec:
containers:
- name: sleep
image: curlimages/curl
command: ["/bin/sleep”,"3650d"]
imagePullPolicy: IfNotPresent

3. 74 Ad S AP
4. o] x3H Z2 A E g oA F71E YT o] o o A sleep-> sleep io] £ 3Hd 24 E
9] o] & o] sleep.yaml< A@ﬂ T}l 9 o},

I $ oc apply -n sleep -f sleep.yaml
5 AT AREHI=A gl o WE S APk

I $ oc get deployment sleep -0 yaml

Operatorg A% & o A5 52 d=FS A8 3k 79 Operator= Zjlf_% ZHA S AT E HH o] Es}
A5k, o Z] A o] & Pl o] EtA] ey th 71E A ZE| Aol 2 Al vl A o] 7} H a1, 1o ufeh
15Uk ol Z A o)A B AE Ao =S Jad o= O}Eﬂ‘ﬂ o FE] Al o] & thA] Al sl oF Y]

AHgEtE A FHE F7 }ﬂﬂur g sho] v 2o A pod Bl &85 ¢ ©]
i bodS

$ oc patch deployment/<deployment> -p {"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds’"}}}}}'
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1A e A%, Wl E T Podell X Ale] =71 AH o] o] W] X
Al o] Esfj of St

UES )
5 54 ool Aol 2 E 75

110.4. 741 & 3 | Z2) 7| o] A o] T2 Ao M 37 W A
injection-template.yaml 3} & v £ oj| Pod 4] & 7131 of Z 2] A o] A 2] Alo] =7} T Z Ao A §7
HEE AA T = AFUTh 84 A7 Aol =7k A gyt

d]: injection-template.yaml

apiVersion: apps/vi
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:

sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value_2\"}"

@ F9)
maistra.io/ g o] & 2 F24] & Operatorol| A & A2 Al A dtteE AL

ER 7] wf ol AbEAF A B ol T E A hotol FUth AA| H s A
wj Operator 7 2] &0l 4 SR =S HALSHE 74, maistra.io/= A 231
oy 45 et v Al . 28 A o w thg 274 S0l Operatorol] 2] 3)

o} 271} AR H U .

SF
=
o]
ol
I

1.10.5. o4& A

37 o g A Red Hat OpenShift Service Mesh 7] 5 & 4 g4t}

e 1o}
o =y #g
o HESZ Y F3

1M e 2 A gadol=

Red Hat OpenShift Service Mesh¢] 41 7] 5ol A 235t W A A 2112 G2 ol =34 Al L

1.11.1. Service Mesh ¥ A o] 3]
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=
off
O
T,
1+
L
-
o,
Fo
B>
z
o

A 2~ "l of] uj] 3 3} Red Hat OpenShift Service Mesh¢] B} A& o o] A==
)\ EeIye)

o] afl 3l oF e ot
Red Hat OpenShift Service Mesh 2.x Operatori= vIx B v2x A 8] 2= W A| & 5= 2] 34 o},
® Operator B} 2 - &) Operator B} A 2 2114t} o] 8| A H 3 = A A % ¥ Operatore] v =
RFUERE U T o] H X WS = Operator FE =AY Ao A1 | ol E A d B 591 =9
oA 3ol o8 A o] Ul Operator ] & uj £ ¥ ServiceMeshControlPlane ] &=~ 9] v} &
< A skA] FHFH o
=8

%2l Operator A 0.2 ¢ ago|Eac AEE Z¢ ¢S A vHdoz 2S¢

aEol =8k ey

® ServiceMeshControlPlane | d - &= 3}
ALFYUT 2 A AEE S
St H AR HE ol El A 2 A AL Ao YT AR A A AEE Z¢ ¢ HHaS A
StAV HASEH A AEE S¢S wjEsof Gt AH| A WA AEE Z7 1S HAE o
O F 7 4 F etV E A S A9 Ay ok

Operator= ol 2] WA Y] AH| A WA AES Z 7S
7 -& Red Hat OpenShift Service Mesh= A 3z

o F2 HI|A FAsHH HEE 8 WA vl A WS e gy
o YAML H.7]o)| A T4 ste] W YAML 51 o] spec.version zt< A4 gt}

o AEE Z A HA-SMCP glax g dof A E WA vj7jH4 JYth AL =E= AL vl
v2.0,v2.19 4 t}.

OLM(Operator Lifecycle Manager)& AEZE Z 2l Jado]|=5 AP 3R o2 2 SMCPE 52
2 9y o) =8} @& 3 Operator 2 SerwceMeshControIPIane (SMCP) 2] v H3 7} A x| 5} A] &

S 5 9lgUth
1M.2. d2g o= 18] A3}

maistra.io/ & o] & = F4 2 AFE AT A G ARE AL A o] Bl Aol AR 4 Sl Y T Bl ATt
Red Hat OpenShift Service Mesh Operatorol 2] & A A =] 32 32| & o] oF §FS LR Y T}

4“& -
Aoy ol 9 Operator~ Operatoroﬂ /H 228 TS e = v 2
B 5 T 5 =N 5
1_ \_. = )= .

Aol

Hd

TE ARG A Y] FARE dadel=6r] Hel thaS T s A L.

o by

ols
N

¢ maistra.io/ 2 app.kubernetes.io/managed-by @ ] £ ©] maistra-istio-operator (Red Hat
OpenShift Service Mesh) 2 A4 H 1t}

e Kiali.io/ (Kiali)

e Jaegertracing.io/ (Red Hat OpenShift distributed tracing platform)
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® |ogging.openshift.io/ (Red Hat Elasticsearch)

T
EE

da# ol =3t7] Aol AHgA7E A g AFE-AF G €] Bl Aol A Operator #e] ¢ & UeEb = 2hd
T4 At Operatoro| A 2] 3HA] eF o8] &= AHg-2F A 9] 2] 2ol A] g 0] EEeFHEAAS
Yo

WA 2002 Jagel=g v Operator= SMCP e} 5 3k Y| Y g o] 2of o] &3k gl o] 9l & g A
AFA g o

W 2102 dag o] =3 w Operatori= 2 E U 25 o] 20 A o] 2 &t e}l & AFE-3e] 2] & F ALA|
Y.
1.11.3. Operator 18| o]| =

T8

Operator -2 A B 2 W A] o] W& &9/ &5 1 o} AR Operator= vl 9 v2 A1 H]
2 WA E BF ALY

Operatorg Y Hl o] E3l| = Operator ©] 2] ¢] 4 849 WA o F&FS v XA FEH
OperatorE ¢ 4l o] E3jl = ServiceMeshControlPlane v % == v 7} QU0 E X &

7 o
Operatorg A 3|8t o] & Ad 9 2 deS A9 d5UTh o] + A4 2 Operators dH o ES
A7k WS A Syt

E14.guolE A % sl deke] 435 48

B Aol A A" I "stable" = "Preview" A2

Automatic s wde] vhol sl oA def s RLE wo] A, viol Bl S ] dE]
o] th &l A 7+ OperatorE A5 20 & o] 3l OperatorE A5 2 2
AelolEYch & o5 w ol A W o] EF .
A(ZF, A 20004 3.0 2)0 7
A4 Julol EXA] FHU
Operator E A2 H A S 52
E WA S FaMHoR ¢
o] o] E gl of gt

of

A W e mloj 9 s %] e RE Wo]A, utolq & X D=
2o a3t 55 dH ol E ol o3t FF U0l E
Operator ELA2THHA LS =52

2 WA ok T F o WA R ¢
bl o] 8 of g o,

2

Operator ¢ 28| o] = ol th 3 244 & -8 Operator Lifecycle Manager A4 2 =z 344 A 2.

1.11.4. Red Hat OpenShift Service Mesh= 1A 2.00 4 ¥} 2102 ¢ 1# ol &=

WA 20004 2108 gagol=sted gars @ o S A o] S A A -S 4§ 6= Red Hat
OpenShift Service Mesh 2] A 91 A28 =2 ulo] 1d| o] H 3= % ‘T/_‘rﬁﬂ 7Fdastyth
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#upgrading-installed-operators
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1.11.4.1. Red Hat OpenShift Service Mesh 2.1 2 Q] 18 o]l =
Red Hat OpenShift Service Mesh& ¢ 2 o] =3}21 ™ Red Hat OpenShift Service Mesh
ServiceMeshControlPlane v2 2] &2 2] version =& dd|o]Esfof gyttt 29 o} A 4 F 85
H o FE] Al o] PodE thA] Al ZHete] 7F Abe]l =t ZEA Yl s #4& Jul o] EFY
AbA 8 ARe)
® OpenShift Container Platform 4.6 o] 45 A8 a3 <54t}
® Red Hat OpenShift Service Mesh ¥4 2.1.0 operator7| Sl U th A5 Jdadlol= A = 7F &4
3l¥ 7 ¢ Operatore= H 4 B2 A% 0 2 t1 22 =3t} 28]y Red Hat OpenShift Service
Mesh ¥} 2164 7]5& AH&ste ™ B 714 @A & ) sl oF Tt

® Red Hat OpenShift Service Mesh 2.09 4] 2102 23 o] =3} of g T}
ServiceMeshControlPlane 2 110 4] 212 214 Qg o] =3 4 45U}

1. ServiceMeshControlPlane @) A~ 247} 285 24 E 2 A 33t} o] o A oA istio-
system2 A EE Z#Q T2 A E Q] o] U Th

I $ oc project istio-system

2. v2 ServiceMeshControlPlane &) &2 4 & 8913t § a3k &gy}
a. oS B #H & 23 slo] ServiceMeshControlPlane & 225 v2 8] A2~ 2 old Yt}

I $ oc get smcp -0 yaml

A

Ax

2
flo

B
m

2 Ed9 T4 BY P

3. .spec.version T =5 v2.000 4] V212 LU o] ESIAL A4S H &3t
o H| A %] 7} A 5 ¥ .spec.version ¥ =5 ¢ v ] E5}7] Mo 7] Control Plane AF%k2] 7]
2 Mixer 53 < Istiod 53 o2 g o] Eg o}

An error occurred

admission webhook smcp.validation.maistra.io denied the request: [support for policy.type
"Mixer" and policy.Mixer options have been removed in v2.1, please use another alternative,
support for telemetry.type "Mixer" and telemetry.Mixer options have been removed in v2.1,
please use another alternative]”

& =¥ e AEU

spec:
policy:
type: Istoid
telemetry:
type: Istiod
version: v2.1
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EEREES IS U §) 2E S AEEI A EE 2 A S IH T F AF U
OpenShift Container Platform §] <& oA Z2AES 26y WF Y3 T2AHAE o] 52
el e o

v 1 H .

a. Operators = 4 x| @ OperatorsE 28 gt}

b. ServiceMeshControlPlane ¢1 ~8 A~ & 2k},

SEEERE

Mixer= Red Hat OpenShift Service Mesh 2.19] 1 ¢+ 3] #] 7] 5] 21 % U t}. Mixer7} 24 319 7 $- Red
Hat OpenShift Service Mesh 2.0.x & 2] 20| A 2,10 8 ¢ 28 o] =7} 3} Yt}

47
e AuthorizationPolicy o] &

o PROXY = 2 & Z 9| A ipBlocks 2 notlpBlocks S A}&3l] 94 IP F4AE A A
2l remotelpBlocks = 4183t =5 74 & U o] EFY

$
rr
o
o
=2

JSON Web Token (JWT) =& dol o st X 7}

R

[}
EnvoyFilter = W7 A}3}
o
type_configE A}-&-3ll of 3 th.
o
XDS v2+= t o] A A=A Fyh
o
AHEEA] e EH ol E
[}

Al A ZFATOA XX = 204 FEf =2 s S o) 503 FE) =
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e
R

Red Hat& A5 o2 BA3tH 9 X & #2513 EnvoyFilter -4 & A9 & 4 gl&
Yt o] = 7] Envoy APISH 71 51A] Agtetr] wiol ol e s84S /A
‘!‘ HAH]’]D]'

1.11.43. o Z& Ao & AR E=E mpo] 2y o] st7] 918 o &7

nlol o) 4 g Sl E Y B Ao BE ) 2ol H EEE TA) A Zate] Envoy Abo] E7}
R P ERSER RIS AEcH

kel

)

g9 JulolEs Syt Ug ¥H S AR FY .

l

I $ oc rollout restart <deployment>

HAIE T ske B &g Aol del tsl 2 dHlolES S8 oF Gt

1.11.5. Red Hat OpenShift Service MeshE v 1.1 4 ¥ 2,00 2 uvjo] g o] A

HA 11004 2002 Jagol=sted a2 =9} of ZElA o] A4S Al WS 4351+ Red Hat
OpenShift Service Mesh 2] A} Q1281 A= ulo] 1y o] H el $% wHA| 7F I 8 Y

A 2 AR

Red Hat OpenShift Service Mesh 2.0°. = ¢ 18| o] =3} 2| *H OpenShift Container
Platform 4.7= < 18| o] =3 oF Y th

Red Hat OpenShift Service Mesh = A 2.0 operator”} 2l ojof gttt A5 Jad ol = 7
22 J93d 79 Operator= 2 AW E 2% 0 2 t}e= =3 t) 514 v Red Hat
OpenShift Service Mesh ¥ & 2.00] 4] 7] %58 A-&38le8l W 2 712 GA S Ao g oh

1.11.5.1. Red Hat OpenShift Service Mesh ¢ 1 g o] =

Red Hat OpenShift Service Mesh= ] 2 o] =318 ™ A} W] Y 229 o] 2~¢]] Red Hat OpenShift
Service Mesh ServiceMeshControlPlane v2 2] &2 91 ~EH A2 A A F)oF U th A EH o] 7 H A
A A2 AMB] 2= WA Z mlo] A2 MU X o ZE| Ao A3} AR EE o] F3HAI L

T2 A2
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v1 ServiceMeshControlPlane @] &2 F+A4 & A A5t 83 3H%] &l ].

t}&- =& S 43 slo] ServiceMeshControlPlane 2] A~ & v2 2] &2 =2 8ol 3 ),

oo

I $ oc get smcp -0 yaml

FasHA b F=o e g Be &9 | spec.techPreview.errored.message 2 =

il
ol
rO
et
W
o

d=g H
A Q¥3l EM:Z:E *Lxﬂ% #E AsUh 2

GAE S AR OE, BT AAR 2 £AE AT,

$ oc get smcp.vi.maistra.io <smcp_name> > smcp-resource.yaml
#Edit the smcp-resource.yaml file.
$ oc replace -f smcp-resource.yaml

s

to] 2] 228 44312 A oc patchE A1-&3HU ).

ol

A & AL

$ oc patch smcp.v1.maistra.io <smcp_names --type json --patch '[{"op
"replace”,"path":"/spec/path/to/bad/setting”,"value":"corrected-value"}]'

HEE 72 gass $45H W oc edits AHE U ok

i

I $ oc edit smcp.v1i.maistra.io <smcp_name>

[k

EE Zg ol 1AL w3l ServiceMeshControlPlane 2] A2 7F 239 Z2 A E
kel

HAEE
2 Aggct. o] o Ao A istio-system HEE Z# ¢l T2 A E ] o]Fd YT}
I $ oc project istio-system

74

sk

P st dA 4 T A5 Yt <smep_name>-2-

o

e 3y

o
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ServiceMeshControlPlane ] 42 2] W}t o] 5 o] #] A ¥ Yt} : basic-install &=+ full-

install).

$ oc get servicemeshcontrolplanes.vi.maistra.io <smcp_names -o yaml >
<smcp_names>.vi.yaml

4,

ServiceMeshControlPlane & */J ¢ Uigt JH E A2 H o2 X3S =V2 HEE &
o2 Wy
I $ oc get smcp <smep_names -0 yaml > <smcp_hames.v2.yaml

5.

z 24 E Z A A 54t} OpenShift Container Platform =< = 2 4] E 1 79| A New
Project=S &3 sl 224 E o] (9 : istio-system-upgrade)S ¢ & gttt} == CLIo A 9]
BEs AT F AFYTH
I $ oc new-project istio-system-upgrade

6.

v2 ServiceMeshControlPlane ] metadata.namespace Z == A Z 24 E 0|50 7 4

o] EgtY t}. o] o A o] A & istio-system-upgrade = A}-& 3 o}
7.

1.19] 4 2.02 2 version Z == ¢ ¢ o] E 35} 7 1 v2 ServiceMeshControlPlane o 4] #] 7|

G oh
8.

A ) 9 =7 o] 2= 0] A ServiceMeshControlPlane& 4 A gt o) W & Z o A T2
28] 5o 71 4 51 ServiceMeshControlPlane ] v2 B} 1 & Al &3l AEE Z#2<S u)
t}. o] o Ao A ‘<smcp_name.v2>'E 3 2 Z vl th

I $ oc create -n istio-system-upgrade -f <smcp_names.v2.yaml

Al FES AFRste] AEE SddS A4 5 35Ut OpenShift Contalner
Platform <} —i’-%@]}ﬂ Z2AEE FYFUth 28 O, W YHI} T2 E o] =
=
a.
Operators — 4 % ¥l OperatorE =2 31},
b.

ServiceMeshControlPlane 571 & 93t}
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YAML % 7] 5 Ml atar, A2 YAML 21 ¢ 8| 2E S g o oy FUTh
apiVersion Z =7} maistra .io/v2= 2 T o] Q=X Elsl A U Y =F o] 28 A3
= metadata.namespace 2 == 7 3 (< : istio-system-upgrade).

o
oX,
o
il
1w
ol
T
o

1.11.5.2. 2.0 ServiceMeshControlPlane 4]

Red Hat OpenShift Service Mesh 1] 7 2.0<1 ~] ServiceMeshControlPlane 2] A&~ 27} H 7 5 ] 54
t}. ServiceMeshControlPlane 2] & 22 v2 A 2 A A S & A 7] 52 88313 v Lol Aas1A 54
g t}. ServiceMeshControlPlane ¢ 425 47 & u] Red Hat OpenShift Service Mesh 2.02] A}<F
9 F 2o el oh 3 2 A AFEES SLEl et Al 2. g ALl 7] sl the Al 22 A X = Red
Hat OpenShift Service Mesh 2.0 #| & &4 & 3 %3514 A 2. v2 8] & 2+= Red Hat OpenShift Service
Mesh 2.0 4 %] o] A}-8-3]oF gt}

1.11.5.2.1. o} 7] &l 3] HH

o) 7 WA o] A ALE3hE ob7 el 9l Istiod= WA H AL th 200 = A EES Fajol 24 &
Z~<1 Mixer, Pilot, Citadel, Galley, Alo] =7} ¢l 4 g 7] 5o] @A +4 @49l Istiod= Z 35 A5 o).

Mixer=t o] % HEZ Z8< 74 942 A A=A ZA v Mixer g 2 2l Telemetry 22 72912
o] A Istiod2] WASM 3735 F3f A4 Yth @l AAl Mixer 23] 2218 Sd3loFst= A A3 &
Telemetryol i3] Mixer2 24318 5= 51Ut

SDS(Secret Discovery Service)= Istiodol| 4] 2] H Alo]=7}o)| QAF5A 9} 7] & vl E35}+= H] AFEH
Y t}. Red Hat OpenShift Service Mesh 3 1.1 4 = Citadelol] 23] A| =8l o] A FHNoH, o]= X
FA7F E2to|AE QAFA 9 71 & A et= ] AHE-E S o

1.11.5.2.2. 4 H7

V2,001 4 & T3t e FAo] o o A H A gEUTh o H @ T4 F shiE g aE 5
V20 AEE Ze 2O R o] 55

sidecar.maistra.io/proxyCPULimit-> sidecar.istio.io/proxyCPULimit= w A & ) 54
t}. 9] =7 2 = o) A sidecar.maistra.io 41 & A& =21 49 4l 553} sidecar.istio.io= A} &
=S g AR =S Sl o P th

sidecar.maistra.io/proxyMemoryLimit 7} sidecar.istio.io/proxyMemoryLimit= w ] &

67
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[}
sidecar.istio.io/discoveryAddress= T o] X A=A &y Lot 7|2 A FA=
pilot.<control_plane_namespace>.svc:15010(®== mtls7} &4 31 H 7 ¢ L E 15011)9] A
istiod-<smcp_names.<control_plane_namespace>.svc:15012 = o] &3] &1 o).
[}

o) EEE T ol TR S glon 150212 sh= TR YT * AHE A o] g ¥E
£ A 98 4 $(o: status.sidecar.istio.io/port) $| ZZ=E v2.0 AEE Z g0 2 o] F3}7]
Aol Aol E A AN FULH A XEE 002 A3t ] e A2 0&dse 5+ 9
4t

[}

Kubernetes A =18l 2] 2= 1 o] A Ao &7}l T3t S0 A E ClZA & v E 3= b
AHEE A ¢r& U T 91E A = o] 4] Istiode] SDS A ] A2 3 v £ U th nfSEH A 38
&= A V20 HUEE FH e fAR=d ¢ Q8 A8 F AdFUT

1.11.5.2.3. 52 ¥ 74

Red Hat OpenShift Service Mesh 2.0¢] 4 % 7152 ol d WA 7 tt=24 25t}

[ ]
Aol E g ol¢ #1] Ad ETE = 15020014 150212 o] =3l 51 o}
[ ]
A} & 2~E 7FA] A ol = VirtualService 2 ServiceEntry ] &~271 X3 U th Alo] =7}
g ong B8 AE8E REATE 2FF U
[ ]
A5 5 TLSE 7|24 0% S shuo] JFych L2 3 §ALe F2Y
PeerAuthentication A @ o] &A1 o] mTLS= /\}3—0 T E A5 tAE Y
[ ]

1ot A4S spec.security.controlPlane.mtls 2 A o] #A|glo] ZE2EA 7} AEE Z¢ 23}
%/ﬂ gk w) g+4; A8 Ut} spec.security.controlPlane.mtls 273 & Mixer Telemetry &=+= %
o @ 428-S 4 Wk ALEF YT

2
o

1.11.5.2.4. (A=A &= gl izof g g vlo]zg o] Al F F K

7] 2 (authentication.istio.io/vialphat)

v2.0 1EE Z 7 21, PeerAuthentication 2! RequestAuthentication} 7 Alg3ted™ A H 24
28 A PAas %f‘éii npo] 1ol s of FUth A glAko] B A w2t 4 a4E 2G4
3t7] 3l A8 BlAasE FAsloF & AF YT
A3 TLS
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2} % TLS % &-& security.istio.io/vibetal PeerAuthentication 2] &~ E Al-&31o] =3 Lt} |
71 2] spec.peers.mtls.mode Z == A = -2 2] &2 2] spec.mtls.mode Z =9 Z5 v Hrt}h Ag] 7]
o] spec.targets[x].name 2] 1]~ o] & %] o A spec.selector.matchLabelse] @] & A= 7|2 H
74 = A& 4 ot PeerAuthenticationo| A # o] 8- i H50f o] Fo] A A A A v 29 A8 7]} o %]
of gttt R E T EWY 432 spec.portLevelMtlsol] vj 3 =] o] o} ]t}

o] =
1 O

spec.originsol] | 4 ¥ F7} <1 W & security.istio.io/vibetal RequestAuthentication ] 42~
o wjj 33 =] o] o} g} t}. spec.selector.matchLabels= PeerAuthentication®] & 3t I = 9} §A}3}H7
T4 5| o] oF F 1 ). spec.origins.jwt 5o JWT 3] 9} & ® 742 spec.rules 3 59| A1 2=
of mj g gt

A 2 o] %] 4 ¥ spec.origins[x].jwt.triggerRules= 3} ©] 4} 2] security.istio.io/vibetal
AuthorizationPolicy 2] 4~ 229 wj| 3 =] o] o} g} t}. spec.selector.labels+=
RequestAuthentication o] < &+ 2 = 9} -F-A}3}A] T4 & o] oF .

spec.origins[x].jwt.triggerRules.excludedPaths.excludedPaths = spec.action?]
ALLOW= 4 % ¥ AuthorizationPolicy© vj =3 = 77, spec.rules[x].to.operation.path 3} =]
gl 74 = sl A A s of Futh

spec.origins[x].jwt.triggerRules.includedPaths+= spec.actionc] ALLOW= d 4 @ ¥ =
¢] AuthorizationPolicyel v} =3 =] 77, spec.rules[x].to.operation.path & &-o] A 2]H H 2} A
=] 5}, spec.rules.[x].from.source.requestPrincipals 3+ & o] A 2] 2] A2 9] specified
spec.origins[x].jwt.issuer<} A x| & oF gt}

ServiceMeshPolicy(maistra.io/v1)

ServiceMeshPolicy+= v1 2] 42 2] spec.istio.global.mtls.enabled == v2 2] 42 A A 9]
spec.security.dataPlane.mtls S &3 AEZ Z# Qo il Asoz FHHAAFUTL V2 AEE 27
olo] AL AX Fof 7154 o2 =43l PeerAuthentication @) 227} A g Ut} o] 7]% -2 Red Hat
OpenShift Service Mesh 1 3 2.00) A 1 o] 4 AL-& 5 %] ekt

il

I

RbacConfig, ServiceRole, ServiceRoleBinding (rbac.istio.io/vialphal)

o] & 3l g] A~ 2= security.istio.io/vibetal AuthorizationPolicy 2] A&~ 2~2 WA 5 ) 51 t}.

RbacConfig & z+< = wsle] W RbacConfigol] =z 4 ¥ spec.moded]] wz} A4 o] gt x] & 7] &
AuthorizationPolicy = 24 & oF $4 t.

spec.mode”} OFF = 4 % =] 1 AuthorizationPolicy 7} & % o] 2 &9 &+ 3 71 & 3 %
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& ALLOWo] = 2 &) 227} B @ 3] ¥y th

spec.mode’} ON2 2 A4 @ 79 spec: {}= 24 Tt} v A & ZE A 8] 20| T &l
AuthorizationPolicy 3 ] & A A 3l oF & t}.

spec.mode”} ON_WITH_INCLUSION S =2 A7 & v, 335 7}7ho] v ¢ 25 o] 2=
spec: {}2 2183} AuthorizationPolicyE A A sl oF st th. 7|8 A v] = 23S
AuthorizationPolicyol| 4] ] 5 %] k5 U tth 28U Au] 2] a8 =0 H 85 +=
AuthorizationPolicy 7} A =™ WA 2 o2 3] & 5%] &= ohE R E g F o] ARP T

[}
spec.mode”} ON_WITH_EXCLUSION® =2 4 ¥ 739 AuthorizationPolicy°l 4] =] ¢ &
A FEUTh 224 DENY A & A S ¢ JA T vl adlol s e fazs 288
9l 5w Ao ¢l7] w o uﬂ Aol R E a2 =0 ths) AuthorizationPolicy S A 4] &l of
o
AuthorizationPolicy<l = ServiceRoleBinding o] #| &-3t& 7] 53 §-AFS Al o] 2 &5 & A€ 7]

o} ServiceRoleo] A & 3t= 7] 53 FAFSHH &&= ojof st 2 o g o] BF E%%HD}-

ServiceMeshRbacConfig (maistra.io/v1)

ol FlAiE UEE % g 91 ¢] vl =7 o] 20| ¥l spec.selector’} S)+= security.istio.io/vibetal
AuthorizationPolicy 2] &~225 AF§-3lo] WA HUTh o] A2 mA] 8] BE Ao A5 72
U3k o] o] Py ‘37‘4 mho]l o] A Al K- AFake £1¢] RbacConfigE =34 Al &

1.11.5.2.5. Mixer =212l

Mixer ;w faE B 20004 71224 o2 @A stE o] syt a2 =00 Mixer 22 220%
AH&-3t= 735 Mixer 43 @ 45 X3 } 2 1 A 2.0 ServiceMeshControlPlane-& -4 af of gt th.
Mixer B 2 24 @ A& €4 3}5}e W ServiceMeshControlPlane ol TS =13 & F713 ot

spec:

policy:
type: Mixer

Mixer telemetry -4 2 4= 4 3l 5l H ServiceMeshControlPlaneol] t}2 &~ 3 S F713 Y
t}.

70
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spec:
telemetry:
type: Mixer

gk @ A Al mixer £ 221> WASMO & wlo] 13 o] 4 8} 5L A 22
ServiceMeshExtension(maistra.io/vialphal) A8 2} A 2] 2] A2~ E AL&5te] 513 4= G U

1.11.5.2.6. J & TLS 7

2]z = =8 PeerAuthentication 7 # 7} &7 mTLSE A1 & o] a2 F o] Y AH o] =/
ZYH JAI s A EIL 3858 42 35= DestinationRuleo] 2 @ 3t

A5 mTLSE 71 27 o 2 &4 315 o] 9% 7t ServiceMeshControlPlane ] 4 2~9j] A
spec.security.dataPlane.automtls £ false = 4 % sl o] ¥ &4 3} & 35Ut A5 mTLSE v &4
stk wj Mul= 7 Hd 9 F415 91l DestinationRules7t 2 @ ¢ 5= SlFUth o & 91, &hube] vl ¢
2~ o] 2~ tjj &l PeerAuthenticationS STRICT o = A4 s} DestinationRuleo] U] ¢ 2~ 3 o] 2~ 2] A
H] 20 TLS R EE 74 3HA] &+ ¢ th& | Zg o] 2 9] AH| 2o AA| 23517 & 4= dHFH T

mTLS)| o gk =2}A| 3k Y82 mTLS(mutual Transport Layer Security) &4 31 & 32314 A 2.

1.11.5.2.6.1. 7] E} mTLS ¢

mTLS v] &4 3}: bookinfo 4 = ¢l Z 2] # o] A 2] productpage ~¥] 2~ 2] 7 -$-, Red Hat OpenShift
Service Mesh vi.19]] thal th& 3 2+ WA 082 F A gl onE FAAFHTH

RN gt

apiVersion: authentication.istio.io/vialpha1
kind: Policy
metadata:
name: productpage-mTLS-disable
namespace: <hamespace>
spec:
targets:
- name: productpage

71
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mTLS H] 274 3}: bookinfo 41 & ff & 2] 7 o] A ¢] productpage X H| =9 79, T} o A| & AH&-st
o] Red Hat OpenShift Service Mesh v2.0¢l PeerAuthentication ¢ 4~ *~E 4 g1t}

PeerAuthentication 2] &2 ¢

apiVersion: security.istio.io/vibeta1l
kind: PeerAuthentication
metadata:
name: productpage-mTLS-disable
namespace: <hamespace>
spec:
mtls:
mode: DISABLE
selector:
matchLabels:
# this should match the selector for the "productpage" service
app: productpage

mTLS &4 3}: bookinfo 41 Z off = 2] 7] o] 4 o] A productpage 4 8] 2o o) - JWT 2159 3¢,
Red Hat OpenShift Service Mesh v1.19)| taj t} 33 72& w2 o g HA g AAE A ST

AA g

apiVersion: authentication.istio.io/vialpha1
kind: Policy
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
targets:
- name: productpage
ports:
- humber: 9000
peers:
- mtls:
origins:
- jwit:
issuer: "https://securetoken.google.com"”
audiences:

72
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- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1i/certs"
jwtHeaders:
- "x-goog-iap-jwt-assertion”
triggerRules:
- excludedPaths:
- exact: /health_check
principalBinding: USE_ORIGIN

mTLS €73 3}: bookinfo 4 & off & 2] 7 o] 4 ¢l A productpage 4| H] 2ol o g JWT <15-2] 749, o}
< oAl & A1-83Fo] Red Hat OpenShift Service Mesh v2.09] PeerAuthentication &) &~2~5 4 34

t}.

PeerAuthentication 2] &2 ¢

#require mtls for productpage:9000
apiVersion: security.istio.io/vibeta1
kind: PeerAuthentication
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage" service
app: productpage
portLevelMtls:
9000:
mode: STRICT
#JWT authentication for productpage
apiVersion: security.istio.io/vibeta1l
kind: RequestAuthentication
metadata:
name: productpage-mTLS-with-dWT
namespace: <hamespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage" service
app: productpage
jwtRules:
- issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
fromHeaders:
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- hame: "x-goog-iap-jwt-assertion”
#Require JWT token to access product page service from
#any client to all paths except /health_check
apiVersion: security.istio.io/vibetal
kind: AuthorizationPolicy
metadata:
name: productpage-mTLS-with-JWT
namespace: <hamespace>
spec:
action: ALLOW
selector:
matchLabels:
# this should match the selector for the "productpage" service
app: productpage
rules:
- to: # require JWT token to access all other paths
- operation:
notPaths:
- /health_check
from:
- source:
# if using principalBinding: USE_PEER in the Policy,
# then use principals, e.g.
# principals:
#-
requestPrincipals:
- to: # no JWT token required to access health_check
- operation:
paths:
- /health_check

1.11.5.3. 473 # A 9|

oy gt A YA I E ALEsle] o}

alle
ot
o
i
By
o,
e
4

1.11.5.3.1. glojg =g <0¢ A% TLS

o] E] =9 ¢l Al th 3 435 TLSE= ServiceMeshControlPlane &) 4~ 2 ¢]
spec.security.dataPlane.mtls & %53 4 & o, 7] 2% © 2 false¢] 1 t}.

1.11.5.3.2. A}&-2} o] A1 7]

Istiod = A1) 2= ZE Ao 4] ALgaHE ZeholAE 154 2 719l 7|8 B FYTh N EA o
Istiod = A %ol A1 A 15 A S ALEaHA W ALE A G o) 1A 9} A9 7

74



17 A 8] 2 H A] 2.X

N A% RS Wl E A &L 9% 1% 7

i
N
)
r o
ol\
>
4
N
)
Ll
3

23 2.

1.11.5.3.3. 4
27 7]% 2 spec.tracing ol 4] 7“ AEUth 84 A9 E FY3 F27) 592 Jaegerd U th Al =
2 0.01% &S el = 2ALHE A Y i 12 0.01%, 10000 100%). +4 +d 9 A=

spec:
tracing:
sampling: 100 # 1%
type: Jaeger

Jaeger+= ServiceMeshControlPlane ©] 22~ 2] o =& A Ao A 324 Y th

spec:
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory # or Elasticsearch for production mode
memory:
maxTraces: 100000
elasticsearch: # the following values only apply if storage:type:=Elasticsearch
storage: # specific storageclass configuration for the Jaeger Elasticsearch (optional)
size: "100G"
storageClassName: "storageclass”
nodeCount: 3
redundancyPolicy: SingleRedundancy
runtime:
components:
tracing.jaeger: {} # general Jaeger specific runtime configuration (optional)
tracing.jaeger.elasticsearch: #runtime configuration for Jaeger Elasticsearch deployment
(optional)
container:
resources:
requests:
memory: "1Gi"
cpu: "500m"
limits:
memory: "1Gi"

Jaeger 2 x| = install 2 =2 A1&2 A 4= A FUTh 2l a2 A e e Aoy AL
spec.runtime.components.jaeger & I =of é% Y t}. spec.addons.jaeger.name 7} 4 %] 31+
Jaeger 2] A7t oW 7|E AR E AL E AEE Zg 2o £AH YL 71E Jaeger & AX~E A}
& ato] Jaeger X & ¢H 3] AEA} A AT AF YT

=
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1.11.5.3.4. A 7} 3}

Kiali 2 Grafanax ServiceMeshControlPlane ) &2~ ¢] o =& A Mo A 24 FH U th

spec:
addons:
grafana:
enabled: true
install: {} # customize install
kiali:
enabled: true
name: kiali
install: {} # customize install

Grafana %! Kiali 2 %] = 7t7t¢] install 2 =5 g3 AFEA A = AFUTh gl as A4 e
Ad ol g Al-&%} 4 o] = spec.runtime.components.kiali 2! spec.runtime.components.grafana i A
TFAHUTH ol @ dXet= 7I=Kiali gl 427 o HEE S HEE FH A3 37 A&
sk Kiali 2] 425 A 34 o Kiali 2] 429 41 FJ=(o: accessible_namespaces = = 3} Grafana,
Prometheus, =24 o tf gt £4)= Al FYh 7|1& g A&2=E AFE-sto] Kiali A% & £ 3] AF&-2F A
A F AFYTH

1.11535. 2| 22 A2 5 U 2~A =

7] & 2 & spec.runtime.<component> ol A AU th T3 S 74 84 o] Eo] A AP

/\-]l%]

=

Hor Citadel ZAH] o] v1.0/1.1
galley Galley 7€ o] v1.0/1.1
pilot Pilot/Istiod 7 & o] v1.0/11/2.0
mixer Istio-telemetry ¥ istio-policy 18]  v1.0/1.1
o]

mixer.policy Istio-policy 71 €] o] v2.0
mixer.telemetry Istio-telemetry 71 €] o] 14 v2.0
global.ouathproxy Tt of =23 A ALEE = v1.0/11/2.0

oauth-proxy Z g o]

sidecarlnjectorWebhook Alo] =7} €1 A B webhook 71 €] o] v1.0/1.1
Y
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-
o,
fo
(27
of

Ad==wA
tracing.jaeger vk Jaeger ZAH ol - AR 47 v1.0/1.1/2.0
HAE&E FlsU AEE =4

TAJ oA 7] Jaeger B A E
g5t Jaeger A Ao o gk ¢hxd
A& A o 7F A A g Y o

|

(o N 0 o 1

tracing.jaeger.agent Jaeger ool A E9} Ad AA v1.0/1.1/2.0
tracing.jaeger.allinOne Jaeger alllnOnex} A A F A4 v1.0/1.1/2.0
tracing.jaeger.collector Jaeger FH 7)o AHH A4 v1.0/1.1/2.0
tracing.jaeger.elasticsearch Jaeger elasticsearch vl Z ¢} #& v1.0/1.1/2.0
44
tracing.jaeger.query Jaeger F ot Add 44 v1.0/11/2.0
prometheus prometheus 71 € o] 4 v1.0/1.1/2.0
kiali Kiali A®]olY - AEE Zg <l + v1.0/11/2.0

Qe A 7] 2 Kiali 2] 222 2] &t
o Kiali A %] o) o) 3F 94 3F A&}
g7t AL gk

grafana Grafana ZA g o] v1.0/1.1/2.0
3scale 3scale 7= o] H v1.0/1.1/2.0
wasmExtensions.cacher WASM &4 cacher 71 €] o] 4 v2.0- 7] Z8 8

AP 74 82t P42 AT R 2AZYS ALTUh AN B WG 5 3 IS 2

1.11.5.4. o S A o] B A== E mpo] g o] dst7] 93 ths &

fZeA ol AAZEE A WA E o] 53t o] AL AE A A Jadol =8 4t

112, A48 4 9 =2 5o o

rJ

1.12.1. Red Hat OpenShift Service Mesh = v] A A
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ServiceMeshMember #] 2~ 2~ += Red Hat OpenShift Service Mesh 2] 2} 7} A H] 2= W] A] of] 3Z 2 A
EEFNE F U ATES ALE F A= BHE ATHUTH G AFE AT A 2 A Z2AHE &
= TAY 55 Ay M= F gle 73%0115 A YU oh 22 A E A2 27t 2 A E o A
ServiceMeshMember 2] 222 AT = 9= PIL 50 2 Hosts S0 A8 2 WA &2 27} A

H] 2w Alof] o 3F M A 2~ ASHS WA A o2 Hojd w71 %] ServiceMeshControlPlane = 71212 4= §
FUth #E 2= mesh-user AF-8-7F & &-& Fofsto] wiA]of] HA 2 = = WIS ARGl Al Fof
st = &Yt} o] o Aol A istio-system2 AEE Z g2 TZ A E ] o] F Lt}

$ oc policy add-role-to-user -n istio-system --role-namespace istio-system mesh-user
<user_name>

HeA= AEE SR 224 Eo A mesh user o vl & A 5hof A2 Agke] Fofd AL
421 2 258 A 4 A5yt ServiceMeshMember:= o] 2 % AEE ZYd 224 E
o] ServiceMeshMemberRollo| Z 2 A EE F7}84 .

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
spec:
controlPlaneRef:
namespace: istio-system
name: basic

#4227} ServiceMeshControlPlane ©] &~ 2=Z A A 3 3 mesh-users & & vjel o] 2pZ o 2 A A
FUTh B2 O BH L ARt ARl A A8 F71E 5 AFYTh

I $ oc policy add-role-to-user

A2] 2} 7} ServiceMeshControlPlane ¢ &~ 5 2 4 3} 7] %1 mesh- user A ppelg S A =
4oz o5 4

AFY D} 01] £ o] #a] 2= ServiceMeshControlPlane 2] 2~ 2=9} 5 < 3l oc apply
15

o] e Aol A = aliceol] th gt o & niQl g o] 71 A F Y th

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: istio-system
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: mesh-user
subjects:
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- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

1.122. A EE £

[kl

=24 44

ServiceMeshControlPlane :Z 23 & A} &5}o] AL 7538 FAS AT 5 J5YTh 7/1E AL
A=A 22 S A AR ST FUFUTL 222 02 229 P JREFET S
EAFYTH o= S0, 3 A Holl t3 AR HEE =9 ¢ nAE ol g viAE AEE Zg S
AT FAFUh T HEg 2298 dE8S A= 49 riAE €3 34 2o Y °
WAL A A S Fel M d 229 H 2238 843 5 AdFYoh

ServiceMeshControIPIaneaJr Q3 tES EE AEE Ty x2S A5, AL A= A
SHOoR A S ST Operator— Red Hat OpenShift Service Mesh<] 7] & 23 o] i
default = = 2 3} ﬂz/ﬂ A ZHUth

1.12.2.1. ConfigMap 2 3

ALg2F A1 A =2 F S F718le H openshift-operators = 2 ) E o 4] smcp-templates 2} =
ConfigMap 2 A A &fj oF g4 t}. Operator 71 B o] 4 = ConfigMap & 52 2 nf-SES ).

AR 2 AR

[ ]
Service Mesh Operator 4 %] 4! 7

ol

cluster-admin 2} &o] 2l+= A %. Red Hat OpenShift Dedicated = A}-&3}+= 72 ¢
dedicated-admin < %LPJ A o] Adofof gt

Operator )] 32 9] %].

OpenShift CLI(oc)ll oAl 23+ T}

OpenShift Container Platform CLI9| cluster-admin= = 7213} t}. Red Hat
OpenShift Dedicated = A}-&-3}+= 7 % dedicated-admin < sto] 7| o] gl ofof gt}

CLIo| A o] i & & 23 5] openshift-operators = 2 4] E o] 4] smcp-templatesz} &=
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ConfigMap<- 2 A 31 3L <profiles-directory>5 = Z t] 2 =19] ServiceMeshControlPlane 3} <!
o] 9% & wA g ok

$ oc create configmap --from-file=<profiles-directory> smcp-templates -n openshift-
operators

ServiceMeshControIPIane01] ] profiles W} 7| H = AFE-3Fe] shL} o] o] Bl ZE81S %4

=

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- default

1.12.22. 2vlE Y EYI AW 4H

Mu| A~ YA s AE
Yth v £ e}7] Mol o

AU 2 [ A] o] B] g FQI e A L.

Istio7} Al & 2}5 32 ™ AH| 2 H A2 0] o= Ed
& oF Pt

16

o] &4 Ingress-gateway = % 3}

Au) 2w Ao gl B =) v ¥ o] oA A 2 v A] 9] Hol] Mu] g w29 T

A8 22w A] 55 U] Y 23 o] 2o v 23| of St WA 9] AH] e Ell u
maistra.io/expose-route: "true" | @ o] &S %] 4 5}o] OpenShift Container Platform 73 = 7}
o8] 2HE =S & oF

1.13. B¢t

AH] 2w Al o Sl A o] A o] B34 mfo] AR AMH]AE AE-ste] 4 E 749 Red Hat OpenShift
Service MeshE A}&-31o] sl A H] 2= 7F =41 HoLS A}Q-X]— A& 4 Y& UTth Au] 2 WA Y EFT
#2] 7153 7 OpenShift Container Platforme] <12} = o = 3171] ol el B L ] slal vfol =
2AU2E BEahed =gl gyth

3]
23
N #a7) 2
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[kl
i
1=
N
L
X0,
rr

71 2 ServiceMeshMemberRoll 2] &~ 20 Z 24 E & Z7}3 ).

ZzAE7} 9l 7% Bookinfo 4 Z of Z 2] A o]

A& A % &tar ServiceMeshMemberRoll 2] 429
F7HEU T A E o S Aol Ad 2 Bt iE & A stk

1.13.1. mTLS(mutual Transport Layer Security)

mTLS(mutual Transport Layer Security)2 & GAIA 7} A 2 A F5S F =S o}% TZEZY
th Y5 22 EZ(IKE, SSH)oll A = 7] 215 o, thE T2 EZ(TLS)ol A = A8 At Y oh
MTLS= o S2]Al o] B AUl A= 17 glo] AFE S = AF Ut TLS= A H| & W A] Q1 2}e}
Abo| =7k ZEA) Aboel A A o7 M2 Hh

7122 © 2 Red Hat OpenShift Service Mesh2] mTLS7| &43}5 11 3 & =2 A H Ut} o 7]
A AH) 2w A 9] Abo| vk Qul g AE Ee %3 mTLSE AHgdte] $ostd A4S mF oamm
o W A] o] A 27F wA] & 5 AMu] o) BAlEtE A9 A4S mTLS7) el F AMH] = ko] B4l8 o
T °"‘14EP AAZEE AP WA 2 mlo]ag ol Asts 5t 68 REE AFSE Yo lﬁi‘jﬁ_ A, Y]
o] 2~ e o & Elﬂlol*‘i Aukl A A mTLSE &4 sts 4 %SHEP-

AEE ZY I oA w A AA o] mTLSE &4 slald cf E&Aold H AR E=E thA] 251
RX1E MU vA o] R E E Y-S BT 5 51U ) ServiceMeshControlPlane ] 4~2-2] g o] H
ZH <l A WA WdAaTolAE BEE = dFUth EYY 53t 948 AR A A et A
PeerAuthentication 2 DestinationRule @] &2~ & A}831o] o S| A o] FEAA UL Aol A8
R =

1.13.1.1. A H] 2 H Aol A A g mTLS &4 3}

AR} 3 ) 20 FASA o FA F glol vl A AA NN mILSE W= 493
7 %Y th. ServiceMeshControlPlane 2] 2= 2~of| 4| spec.security.dataPlane.mtls & true = 7 5o
2938 4 %Yt Operator= ¥ @ 8 8] 228 A4 Yo

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
version: v2.0
security:
dataPlane:
mtls: true

&=t OpenShift Container Platform <] &<& & A8l mTLSE €43 & 4 A FYth

EZZAM 2
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-member-roll-modify_ossm-create-mesh
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-tutorial-bookinfo-overview_ossm-create-mesh

OpenShift Container Platform 4.10 4] 8] 2 oj A]

P & 2aAdFYh

2.
ZRAE TS FHL AEE SRS AA T L2 E(o]: istio-system) S A= 7]
o,
3.
Operators — % X ¥ Operators = =2 gt}
4,
A€ APl A Service Mesh Control Plane & =2 31 t}.
5.
ServiceMeshControlPlane &] 22 2] o] 2(¢]: production)S =2 3 o).
6.

AR A R o)X o| A HlolE] Z& ¢l Bote] Het Mo EFS FYTTh

1.13.1.1.1. % Au] 29 A A Ao tjsl Ao =7} +4

A2 st i Au s e v o] 2ol tis] mTLSE 742 = lsUth

O oAl S AHg-ske] YAML 9+ 2 A4 by o

PeerAuthentication 7 2| < policy.yaml

apiVersion: security.istio.io/vibeta1
kind: PeerAuthentication
metadata:

name: default

namespace: <namespace>
spec:

mtls:

mode: STRICT
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<namespace>E A H| 27} &= Ul d o] 22 vh Y T

o B8-S Aste] AulavE e ddado]2d gl axE AU Ba A4
A 2] 2 2-¢] namespace Z =9} A X8 of gH T}

ro
oX

I $ oc create -n <namespace> -f <policy.yaml|>

b0

Fl

2= mTLSES A1-831% &3 PeerAuthentication2 STRICTC 2 A A 3= 749 A
H] 2~o]| o & DestinationRule &] &=2=Z A AJ sl o gt}

1.13.1.1.2. 'F4 QA o tf g Abo] =7 4

WAl A T2 HH 22 @3S Bl ol mTLSE AR 6= 2 AR A WA 2 24 ste A #2384

U5 oAl S AFg-ste] YAML 9+ 2 A ehy o

DestinationRule <] #| destination-rule.yaml

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: default
namespace: <namespace>
spec:
host: "*.<namespace>.svc.cluster.local”
trafficPolicy:
tls:
mode: ISTIO_MUTUAL

<namespace>< A H| 27} Q1= Ul d o] A2 uh ] o
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O B8 S Adste] A 27 e vd &d o] 20 glaxE AT UYL wa A4
DestinationRule z] 4~ 2] namespace Z =9} & %] o} g ).

ro

I $ oc create -n <namespace> -f <destination-rule.yaml|>
1.131.13. A2 2 A Z=2EF wjd 24

AHEA B3] Au 2 v A o) ks stE B g 54 a7 Aol Y A%
ServiceMeshControlPlane ] 4~ 2=¢]] spec.security.controlPlane.tls.minProtocolVersion ===
spec.security.controlPlane.tls.maxProtocolVersion & 2 A slo] 3] & 5= <53} 7] 5S AT 5 A
FUTH ZEE 8 glazd A E slE a2 TLSE &3l P shA B4 of wlA] 4 8.4l A AL
S3he A4 % Ao TLS ¥ ol g,

7182k TLS_AUTOo ™ TLS W A& x| & 51A] ¢r&1Th

¥ 15, 559 3t
@ A
TLS_AUTO default
TLSv1_0 TLS M7 1.0
TLSv1_1 TLS | A 11
TLSv1 2 TLS WA 1.2
TLSv1_3 TLS B2 13

e

P Z&o 2aAdF Y

2.
ZRAHAE MFE 2Ysy AES S-S X3 24 E(d: istio-system) S A & g
=y
3.
Operators — % X ¥ Operators = 22 gt}
4,

A 2% APl A Service Mesh Control Plane& =32 3 t}.
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5.

ServiceMeshControlPlane ©] 2~2- 2] o] &(d: production)& &2 34}
6.

YAML 58 22 3Tl
7.

YAML #H 4 7o) 2 = 27+5 4 &4 th. minProtocolVersione] 718 TLS v A 7o
2 gy th o] of ol A 4 TLS & TLSv1_ 28 44 gyt

ServiceMeshControlPlane 2~ 3]

kind: ServiceMeshControlPlane
spec:
security:
controlPlane:
tls:
minProtocolVersion: TLSv1_2

8.
4o 29
.
Mz 17 2 ste] WA Abgre] 2uhol Qulel EH R el g h

1.13.2. 9 & 7] 9k A 2 A o] (RBAC) +4

RBAC(2} & 7]9h 94 2= A|o]) © A Eo] me} AL§ 4 i Au) 27k T2 el A AP E 492
FHY F QA7 AG U WAL IR tha) WA, WY 2o 2, A2 E A A2 A of
£ 3%+ dgyth

RBACE 4 stel ™ A A8 A4 8t Ul Y 257 o] 2o AuthorizationPolicy &) =5 4 g th.

WAl DA AA S AP A VEE ZHUS AT 224 EE AFE I Y (o istio-system)
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[}
ZeAE Y EAL TG
[}
AR gzl o] BE AR Eo] T AA AA2F 5§ AL AR T
[}
50 Aol Eglo] UM 28 & EE ARG
[}

[ ]
selector 2 == A F 9] S A FUH
[ ]
action 2 == 9 H & 5 &3 A} ARTR o 12 AU
[ ]
rules Z=+= FJ S EC AT A7 E AAH TG
(o]
fromZ== 2% YR gk Ak AL AAFYTH
(o]
toZ=+= o o ¢ wisfH o) e Al 21 A AT}
(o]
when 2 == 13 & 48317 9 F7F 212 A FUT
ZTZA 2

AuthorizationPolicy @] 2225 AU th oL A = IP 2471 521 Aol E gl o]l o A
23le S A H 3= = ingress-policy AuthorizationPolicy S JH| o] EslE g AL E B

Y,

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:

name: ingress-policy

namespace: istio-system
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spec:
selector:
matchLabels:
app: istio-ingressgateway
action: DENY
rules:
- from:
- source:
ipBlocks: ['1.2.3.4"]

2.
Bans A4 ohe YH o2 A ste] v 2vo] 2o Bl a2 BEUTh U Y2 o]
2~ AuthorizationPolicy 2] 42~ 2] metadata.namespace 2 = ¢} & x| 3} of gt}

I $ oc create -n istio-system -f <filename>

o2 b el A dsi A = v A Al LE e A 2.

1.13.21. Z2 A E Y 54 +4

SEERESRE PEE LS UEES

H
Y,

o

AuthorizationPolicy & A}-& AU A5}

]
E%AEES FUA2 THT 5 9

o]

1.13.21.1. ¥ Y 2 o] &= 2] H M) 2o o 3t A 2 A 3t

t}2- AuthorizationPolicy 2] &2 o A & A}E-5}o] bookinfo Y] ¢ ~H o] o) §les BE A~29 2%

= AFE F dFYHh

1.13.2.1.2. At Hof 257

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:
name: httpbin-deny
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
version: v1
action: DENY
rules:
- from:
- source:
notNamespaces: ["bookinfo"]

ol
e

18w A% N &

-
R
4z
_—
N
rhe
N
ol
=
rtl
i
N
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t}S o A o) /] = bookinfo U] &) 23| o] ~¢] RE g az o A AT 4 9= Pk Fo] 2
A S HoF YT

pid

ol

318
apiVersion: security.istio.io/vibeta1

kind: AuthorizationPolicy

metadata:

name: allow-all

namespace: bookinfo
spec:

action: ALLOW

rules:

- {}

= O
RE ¢

)& o A o A = bookinfo 1] ¢ 23] o] 2~ 2] ]2 =o) tek AM 25 ARSI = A
Y.,

o

5 B

N

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:

name: deny-all

namespace: bookinfo
spec:

{}

1.13.2.2. 21 Alo]E ¢ o] o

IP 2

il

(R TR

e

fr
)
4z
o
J

ttlo
2,
ol
e

+
%
T
o

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:

name: ingress-policy

namespace: istio-system
spec:

selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:

- from:
- source:

ipBlocks: ["1.2.3.4", "5.6.7.0/24"]
1.13.2.3. JSON ] EZ 0 = WA 2~ A

JSON | & 2(JWT)o. = u] 2] o] o 4] 23} F ARG A 2
oy BSs AdE 4R, Ay 2o oA
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AR =0 A A A5 = W S A o 5= RequestAuthentication 2] &~ =
A o A = http://localhost:8080/auth/realms/master o] 4] 23] 3k JWTE S=2F3HU ).

apiVersion: "security.istio.io/vibetal”
kind: "RequestAuthentication”
metadata:
name: "jwt-example”
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "http://localhost:8080/auth/realms/master”
jwksUri: "http://keycloak.default.svc:8080/auth/realms/master/protocol/openid-
connect/certs"

a8 g, U3 U 25 o] 2o AuthorizationPolicy 2] 22 & A A 5l o], AL-&2}7} A A 8
RequestAuthentication 2] 229} 374 2] & = 2 FYth th& Ao A = httpbin |22 =6 2 3 &
123w Authorization 3| 5 o] JWT7} ¢l o] ofF & th.

apiVersion: "security.istio.io/vibetal”
kind: "AuthorizationPolicy"
metadata:
name: "frontend-ingress"
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
action: DENY
rules:
- from:
- source:
notRequestPrincipals: ["*"]

1.13.3. &5 3} Al &<+ % ECDH =4 4

% 3} A=+ % ECDH(Elliptic-curve Diffie-Hellman) =41 2 A B] 2~ WA & B3 3l= U =w0] 2
< <54 t}. ServiceMeshControlPlane ] 2~2~9] 4| spec.istio.global.tls.cipherSuites = A}-& 3= o+
5 3} A =7} spec.istio.global.tis.ecdhCurves = A} £3l= ECDH 5141 & 32 7+RH BEE0 =2 7
o # AFUTH o] H g £ F sty Blo] o™ 7l E 3ol AMEH U T

e 2w Ao A TLS 1.2 == o] d W S A3l 74 9 cipherSuites A% o] 2 854t} TLS 1.3
S A e 297 gl Th
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http://localhost:8080/auth/realms/master
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FAEe met IS AFTS FERE FEH E50= 3y T}
CurveP256, CurveP384 = CurveP256 2 CurveP3841. T} =2 S M- 2 A gt

o
kl

o} 5 8 A 72 748 u) TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ==
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256< ¥ &3] o} 31 th. HTTP/2 %]
o= ol gt dE st A F- T 3t o] do]l Z g

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
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TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES 128 CBC_SHA256

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

CurveP256

CurveP384

CurveP521

X25519

17 A 8] 2 H A] 2.X

o1



OpenShift Container Platform 4.10 4] 8] 2 oj A]
1.13.4. - o1 = 7|3 7] & QA ZA] F7}

71%-2 o 2 Red Hat OpenShift Service Mesh= 214 AW ¥ FE 21ZAj9} 7| 2 A &1L o] 2 AL
&oto] A= QIS o AP AT AFEAF A Y] /ISA B 7] & A&t AHEAF A o] REISAE
AARE JISA A MEE F% AFHTh o] Y2 AFA 8} 715 AH & v Al o] A e oA & Ko
Ut

A 2 AR

o

1S E A sE ™ A S TLS7F &4 31 F Red Hat OpenShift Service Mesh= 4 %] 34
=N

o] o) Ao 4 = Maistra 2] 4 = 2]9] 9152 ALE U Th 2R YA A9 A= @] 4
Al Q%A Z AR T

olg gt A H oz Axs g<lste ™ Bookinfo 4 Z of ZE]A o] A& vl 2l

1.13.4.1. 71 & Q154 9 7] 7}

712 M W(CA) 154 % 71§ AHe 512 ¥ CA 915A, 7], RE A5A 7 g8 18 3 A2 4
elok G Th sl AAZA Zhzko] e Do 28 G et 5 o B2 ALgsloF B Th CAAZA S
ca-cert.pem, 7] = ca-key.pemo] g} 11 gt t}. ca-cert.pem-2 A 5l FE 215 A = root-cert.pemo]
gal Ut A AR =M S AS5A E AHE- sk 7 -9 cert-chain.pem el o QISAM S A A of &

Y,

& @Al et Au) 2w Al 1FA & F 71 h Maistra 2] £ A E 2]l A 2H R oA 1FA
= A A3tal <path>= <154 24 2= vl Uth

fr

198 < ca-cert.pem, ca-key.pem, root-cert.pem, cert-chain.pem=2- ¥ 3}sl= A =23
_"

cacert= A A gy o).

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

ServiceMeshControlPlane ] 4~ 2=¢j 4] spec.security.dataPlane.mtls: true= true = 4
A 5FaL th2 o A ¢} 7+o] certificateAuthority =S -4 3 t}. 7] & rootCADir:= /etc/cacerts¢)
Yt 719} 1ZA 7 71 2 ¢ x| o) nl L EF 7S privateKeyS A A & I o 7t gl oh A H] &
H Al = secret-mount 3} ol A Q154 9 7] & ¢l FU T

92


https://github.com/maistra/istio/tree/maistra-2.1/samples/certs
https://github.com/maistra/istio/tree/maistra-2.1/samples/certs
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADir: /etc/cacerts

1.13.4.2. Q1= 4] &<

Bookinfo 413 o £ 7] 0] 4. AHg-ste] Q15 A 7F St v EH N EA S G Th DA g
=9 34 E AP 28 B2 podol veER Q3ME el guch

pod ¢] &< 4 RATINGSPOD¢<| # %34 o).
I $ RATINGSPOD="oc get pods -l app=ratings -o jsonpath="{.items[0].metadata.name}"

e 3y

o

Aaystel TEA O TheER AFHE A

o

U,

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /var/run/secrets/istio/root-
cert.pem > /tmp/pod-root-cert.pem

/tmp/pod-root-cert.pem A o= Podz= AEdH FE A FA 7} E3515 o] &Lt

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/cert-chain.pem >
/tmp/pod-cert-chain.pem

/tmp/pod-cert-chain.pem 3} o = Pod = A2 d fJaz2= Q=49 CA A=A 7 £§+
o] SlrHTh

E Q15A17} Operator7}t <] 4 g A 3 5L 3HA] 1 F ot <path>E IS5H A== WA

S o

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt

I $ openssl x509 -in /tmp/pod-root-cert.pem -text -noout > /tmp/pod-root-cert.crt.txt
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I $ diff /imp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

=9 Aol vlo] & Aoz gyt

o

J

CA 21=4] 7} Operator7} 4 st 2 7} £ 61

gy

AUt <path>& AF5A A2 2 WA

$ sed '0,/A-----END CERTIFICATE-----/d' /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-
ca.pem

$ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt

I $ openssl x509 -in /tmp/pod-cert-chain-ca.pem -text -noout > /tmp/pod-cert-chain-
ca.crt.txt

$ diff /tmp/ca-cert.crt.txt /imp/pod-cert-chain-ca.crt.txt

5.
FE QFHOIA AAZE AFA R AFH AAL FA G T <path>S A FH F 2=
A g o

$ head -n 21 /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-workload.pem

$ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) /tmp/pod-cert-
chain-workload.pem

2 of

i

I /tmp/pod-cert-chain-workload.pem: OK

1.13.4.3. 21541 A A

e B E AAS A T BAE B2 L.

1
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A AU ) o] o Ao A istio-system S Z1EE Z|2] T2 A E Q] o]F
Atk
I $ oc delete secret cacerts -n istio-system
2.
ServiceMeshControlPlane @] &2~o| A Z}A] A E FE Q1 ZA 2 H] 2 WA S Au) £
Fuoh
apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
dataPlane:
mtls: true
1.14. g9 &g +4
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$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/virtual-service-all-vi.yaml

g M 28 A A EA @

ot

AstE A v W

i

I $ oc get virtualservices -o yaml

o] W& & kind: VirtualService¢] ¢4~ 2~= YAML &

reviews A 1v] 2~ WA 18 EZ33lo] A 8]~ v A] S Bookinfo nlo] 32 AMu]|A~vi Ao 2 94

=% T4BEY

1.141.2. ] A2 74 H2E

Bookinfo ¢! ¢] /productpage = t}A] Al & 23 &lo] Af A

AHg-e]
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i
i
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>
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o

34 o & ekt
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< HEESY
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1.
GATEWAY_URL w7l <= 7S A gyt o] H4E AF8-31e] %ol Bookinfo #| &
o]z 9] URLE 38 = l5Uth o] dAoA AEE Eaﬂ‘ﬂ = 2 A E = jstio-system ] U T}
export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')
2.

g W e A sto] A% 5 o)A ] URLS 714 g o,
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I echo "http://$GATEWAY_URL/productpage”

B z}-9-#] o] 5] Bookinfo A} EE Gt}

HolA ¢ g/ FiE &2 23 ZAF Yt o] gl B Mu) Ao RE E
H S reviews:vl o= 1 7] W) Fojm, o] AH] 2 B A WA A
H] 2ol A~ 4= flF Y T

oA My 2= WA 7 EF S sl Au) A v Aoz g$g ).

1.14.1.3. A} 2 ID 70k A =2
o] 5 MUl MHo g B¢ HHESE FA2 TS WAL o] B

54 AHEAe] RE EY Y
Eg 3 S x|~ reviews:v2E 2198 U ).

jasono] gt Abg-Abe] R E

W gk 713 o] 7} gl U T o] o Al = productpage A 1] 27}
12 A 20 74k Aol 9

A H] 2w Al of] = AR ID o] o gt
=z} A ] end-user 3t = 7]
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$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/virtual-service-reviews-test-v2.yami

= & kind: VirtualService ¢]

I $ oc get virtualservice reviews -o yaml
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I 21+= Red Hat OpenShift Service MeshE 53) oj 2] W& o] nfo]a 2 MH| A2 Q3
2 5402 49 & AsUth /M A28 e e S 3 S+ Ay

°
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T WA S ARt E S w2 Th 7Y AH] 20 A = sty o] d o] S AE o] Fo i3 EE Y
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o] : VirtualService.yaml

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

o2 HH S 43 sl VirtualService.yamlg 2 83t t}. o 7] 4] VirtualService.yaml-=

I $ oc apply -f VirtualService.yaml
1.14.2.2. 7} 3 22E 34

}
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S Aol = YAML 31 o) 7+ D=0 thaf) A stal 7 M|l 7t S 2EE A
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o))

Y,

PN
S

spec:
hosts:
- reviews

U,

spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason

74 = Ald o] destination Z == o] 2713 x| st= E ol g AA S AZ g h 7HE
Au] o] g ~E 9 & ) & 2~ E = Red Hat OpenShift Service Mesh 4] 1] =~
Al i golofoF FTh EEA 7L Qs vl Al MH] 2 i AH] 2 22 ALgshe] 37
F A& Uth o] doA T AE o] 22 Kubernetes A 1] = o] ¢ Ut}

- =
i

i)

=

>

x

z

1

1A

spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason
route:
- destination:
host: reviews
subset: v2
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1.14.2.2.3. )2 14

B R 7 A 2 ehe g 3R o] Hohe Fol AgHB Edge) AA tgel 4 4HUth
g A2 B S g B BT Y AR S e Edme] wA s 2 ag A
A g

1.14.2.2.3.1. 2= By S A

7127 © 2 Red Hat OpenShift Service Mesh= = 9] 7} A u] 2 Sl AE oA AHHE 8 F S 5
Aete ges 2R 2= WAy A S AR dU T “E?fl Red Hat OpenShift Service Meshi= 53 A
Hl & e A B2 ahe] J ol tigh 2 o] thd #3oll A8 + e e 22 RS A gy

[}

Random: & % & Zo] Q=W 2o F2 92 Ad gy

[}

Weighted: & % & 7 4l v] & we} Fo] A2 22 dagg .

[}

Least requests: & X2 83 +71 714 A2 A2 A2 AggUh
o 3 4

Hh A S 7 A e 2= M G g AR sl my-svo o g Aol tisl A 14
b &9 Age T

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: v1
- hame: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
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- name: v3
labels:
version: v3

1.14.2.2.4. Al o] E g o]

Aol E5l0] & ALg-she] Ao T3t Quk o= 2 ob S b s Edhm e we)shel WAool 7k
1

Yrlele e A4 5 deUth Ao

A
Envoy S A] 7} o}, W A] o] of 2] o] A A3 213 8 Envoy ZZA] o] 28§

o=

Kubernetes Ingress APIs} 1ol Aj 20 2 Sojo = EFY
Red Hat OpenShift Service Mesh 7| o] E ¢ o] & A}-8-3lH Eg) ¥
s+ 4= 2J %4 ). Red Hat OpenShift Service Mesh 7| o] E ¢ o] ]

o,

75 fa

ohe WAUE S T
ia

Mesh TLS 44 & =% 8l5 74 517] 99 ZESL 22 46719 2= 0y 48 AZ5T &

OpenShift Service Mesh 714 A H] 2 E 7| o] E ¢ o] o] u}<l 5} 5L A H
A A Y Aol ESo] BT L AT 5 AFYTh

Aol Egol s F2 £ Eeje e welshs ol AHgHA D
A Ao Eglo] & Mg FH WA S Urhe 2ol s B8 FE =
9% g 2ol Dk AH 2 Asko] Y= AH] 2F A Fate] AH] 2
Uth Ao E9]0] & AHgsle] A O W L8NS 74T FE 3
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Aol E 4l o] o A

T oAl = 9] F HTTPS =4l Edf ol thal] A E Aol Ed o] 74 & HolFYth

apiVersion: networking.istio.io/vialpha3
kind: Gateway

metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE

serverCertificate: /tmp/tls.crt
privateKey: /tmp/tis.key

o] Alo]E o] -4 & = ext-host.example.com<] HTTPS E zjj I

filo
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Y
Y
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apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy
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18] 2 812 2 Red Hat OpenShift Service Mesh7} U] -4 o 2 3] 8} AJH] 2 @ 2] ~E g o 3
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th& o 4l mesh-external 4 1] 2= &% -2 ext-resource | ¥ %24 Red Hat OpenShift Service
Mesh A 1] 2 g 2] 2 E g o] F7}gth

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry

metadata:
name: svc-entry
spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https

protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

=g Abgshel 91F 2ang AFFUTh 91138 B GAEAE HEA EH QA o]

H AL S ohE AMH] 2o B3k ERf Y S A ste A A AL
Aot 7Hd Mul = 2 g 12 S AT S dsUth o &
A}835)o] ;LHH ext-svc.example.com £ 3 A u] o) )3 A4
2 ey A2E FATYTH

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

1.14.3. Ingress E & 2 &g

Red Hat OpenShift Service Mesh<l 4] Ingress Gateway= 21U E]E, H ot 9 2198 % 7} 7+2 7]
& FU2EY Solet BRG] A4 5 AEE FuTh 02 WA A E 0] & AE-she] A
ﬂ]ﬂTﬂHngEi%QH%

1.14.31.Ingress IP ¥ ¥ E 32l
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Ingress 732 A A i 2= WA E X Yst=A A7 uz} gt Yt o i 2= WlH A
2828 IngressIP 2 Y Eo AUttt S 2EHY IP Y TEV} 9 2= W Aof 4] 5 o
A=A FlstE ™ v HE S A o] Aol 4 istio-systemS ZEE Zd ] Z2AHE 9] o] &
AUt

I $ oc get svc istio-ingressgateway -n istio-system

g W2 Ul d 2w e] 2~ 9= 7+ 352 NAME, TYPE, CLUSTER-IP, EXTERNAL-IP, PORT(S),
EXTERNAL-IP o] 4 =9 &)l 3 37 o]l Ingress Al o] E o] o] AFE- = = 5 2= WA A7}

EXTERNAL-IP 7}o] <none> == o 7% © & <pending><l 74 %, 3l F 37 & Ingress 7 o] E ¢ o]
of &R 2= WMHUAXME A FHA| FFUTH AH] 29 == X EE ALE-3L] Alo]E g oo A 2T = Q]
F4Yth

rlo

7o wte} Ingress= 4% EHD} 2EUANT ALEE 849 BF 2= UM S AR S
Ingress X ES 24 JUth 22 AN A DE A @G= 749 B == wd
A7 v th Ingress L EE Q13 & A o] E9| o] & A§-3hIngress 274 & ¢E Y

1.14.3.1.1. 2= W HX E A}LE-5}o] Ingress X E &+

o

#7309 2= WAMY} e AS g AFL wEUD
A3}
1.
U B E S Agste] Ingress IP 3! X EE A4 th o] ¥ HudolA AFE AR
Fuioh
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].ip}')
2.
o2 W5 S A3ste] Ingress LEE A Th

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port}')
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o

.

oS HH S Adste] Hetingress X EE A A

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].port}’)

m

U,

o2 HH S 23y ste] TCPIngress LEE 4%

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="tcp")].port}’)

BANHEIP F2 )4 B2E 0§ Agste] 2 BANT =28 F A%

Yt} o] 7% Ingress 7| o] E ¢ o] o] EXTERNAL-IP 32 IP F271 obdyth Al 328
o] 4 %% & INGRESS_HOST 87 w42 44 54x 23 th

o] A9 o} W# S A8 35lo] INGRESS_HOST 72 44 &t

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].hostname}')

1.14.3.1.2. 2= WH A glo] Ingress X E &<l

3730) )3 2= WA A7} gl 2% Ingress TE S F26l 7 g4l = ¥ ES AT Th

I

s

.

Ingress T E=S 24

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}’)

o

.

o2 WH S A3 sle] ¥elIngress FEE A4

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].nodePort}’)
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T} % E S A3 ste] TCP Ingress LES 44 &

i I =270

o

U,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}')

1.14.4. Al o] E 9 o] & A}-&-5}<] Ingress 14

Ingress 7| o] E 9 o] =

2+ HTTP/TCP A4 & 2151 WAl 9] dl Aol A 2HEsle 2 WA
dUth =&5H XES} iiie S FASHA T Ed Y 219Y A2 2351 & H Ut Ingress E
o By gy Y My o 3 U o2 gle-d o s FAH Y.

5 @A A = Aol EM o] & THE3L Bookinfo 41 = off 2] A o] A o A AH] X~
/Iogm AR E E Y &3

£ /productpage %
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e Bofmyth
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&t7] Al Aol Ed el & WUt

YAML 59 443 5 th2 YAML

ftlo
o
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>
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Al o] E4l o] <] A] gateway.yaml

apiVersion: networking.istio.io/vialpha3
kind: Gateway

metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http

protocol: HTTP
hosts:

(111
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YAML =& 2 &gy th
I $ oc apply -f gateway.yaml
VirtualService 2 EA EE A A5l T 2E F¢ = thA| ZA Yyt

YAML o1& 443 5 o2 YAMLS ©] 3 o] HAFg Y v

712 A 8] 2 of vs.yaml

apiVersion: networking.istio.io/vialpha3
kind: VirtualService

metadata:
name: bookinfo
spec:
hosts:
gateways:
- bookinfo-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:

number: 9080

YAML 7190 & 2831 o

I $ oc apply -f vs.yaml
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3.
Alo] E o] & VirtualService7l €nl2 4] A A % ¢ =% &3t}
a.
AlelEdlo] URLS A4 gyt
export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')
b.
¥ E W5 A FYTh o] oA oA istio-systeme HEE T T EL) o] F
SRE=S

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}')

PAHO R w2 o)X g HAEFY
I curl -s -1 "$SGATEWAY_URL/productpage"”
ol % 4 3= 2009 Y o

1.145. A5 F =2

Istio 7] o] E ¢]| o] 2] OpenShift 7 == Service Meshol 4] 215 © = #2] 5 Ut} Istio 7l o] E ¢ o] 7}
AE] 2w A] Y B A A, JEl o] E == AFAE wfjult) OpenShift 74 2 7F A4, GHlo] E e 24§
Sh=

1.14.51. 519 =H <l

Red Hat OpenShift Service Mesh = 318 = lo 2 HZE AASIA W o] & S35t
OpenShift Container Platform-S- -4 &jl oF &y t}. 819 =1 2l(«]: *.domain.com)-2 %] 9] & x| 7} 7] &
2o g olgdUrth 9fUd=Tl=E S AE AolEYolE F437] Ao OpenShift Container Platform ¢}
=7be S PAFUT AA D WL A =skE PR AL FRIA L

1.14.5.2. 3} 9] =v| A= A4

Tk o Al ol A = Bookinfo 4l Z off Z 2] A o] Aol Aol Ef o] & A A et 8] =w|Ql A=E AT

Y,

o

I apiVersion: networking.istio.io/vialpha3
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kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.bookinfo.com
- bookinfo.example.com

o] A t} OpenShift 2 2 7} A5 2 2 A4 PUth thg WH S AHEste] Z 27 A H A=A
& AFUth o oAl A istio-system2 HEE Z#Ql Z2AES] o]FdY T

I $ oc -n istio-system get routes

o &4
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-lvifn bookinfo.example.com istio-ingressgateway <all> None
gateway1-scqhv www.bookinfo.com istio-ingressgateway <all> None

Aol E¢) o] 7} 2kA] =] A Red Hat OpenShift Service Mesh”7} 7 2 = A4 gy th. 28U 52
A4 = 7 2 = Red Hat OpenShift Service Meshol| o] &l =74 & %] ekt

1.14.5.3. Red Hat OpenShift Service Mesh 7 = 54
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E 9] o] o} OpenShift 74 = 7+e] T3S H| A sdUth ol & E0], T gl 2YIlS xS A Q.

spec:
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apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:
name: default
namespace: bookinfo
spec:
egress:
- hosts:

- Il./*ll

- "istio-system/*"

08 w8 S 238 3lo] sidecar.yamlS 2 431t} o 7] 4 sidecar.yamlS 1< 9] 7 2 9]
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I $ oc apply -f sidecar.yaml
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I $ oc get sidecar
1.14.6. Y EH = A A o]

Red Hat OpensShift Service Meshi= Z1EE Z&|<l 9 o FE]A o)A Ul =T o] 2o A] o] & Y E ]
3G ais AFoer YA gy h ol f A AHA AEE ZH U] M2 S
VEE 7] g APy

o] 2 S o] SDN Z 2] 221 & A& 3% = OpenShift Container Platform 22 =8| & 4 3 7 9 Red
Hat OpenShift Service Mesh+= 7z} = 4;;_] E o] 4] NetworkPolicy 2] &~ A A Yt} o] = &3
DPE A B D AEE ZYAA #A S ZE Pode 418 4= A FUth gt gl Z2 A E 4§

TR Z AUt g & ZZ A Eof A —*r’dol a4l EHRI S 518317 9130
NetworkPolicy = A A 3l oF &1 t}. Service Meshol| 4] v J 23 o] 225 A 7| 5} o] NetworkPolicy ]
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spec:
security:
manageNetworkPolicy: false
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http2

grafana grafana-yourcompany.com grafana <all>

reencrypt/Redirect
istio-ingressgateway istio-ingress-yourcompany.com istio-ingressgateway 8080

115



OpenShift Container Platform 4.10 4] 8] 2 oj A]

jaeger jaeger-yourcompany.com jaeger-query <all> reencrypt
kiali kiali-yourcompany.com kiali 20001 reencrypt/Redirect
prometheus prometheus-yourcompany.com prometheus <all>

reencrypt/Redirect

4,

HOST/PORT ¥of| A A M ~5te = £&2 URLS Bl -A=E BAlsle &2 dYth
5.

OpenShifto] A 22912 8 g}

1.15.2. Kiali &< A~

Kiali 0] 4 f Eel7lo] o] EE2A, Ju) % AXE 2 5 AgUth Aul 2o 2471 2454
Kiali 42 %3] MUl 22 53 vol8 582 2 5 dgUth 34 AZelAola, Az dl 9aze
g TFstol GFG FFANA WA P Lk e QA EE B F 95U th Kialis £ QAo

Hld&so] o] sty aef = B7)%= A3 gy

Kiali <) 9 4] 2~3}2 1 Red Hat OpenShift Service Mesh 7} 4 %] & o] ¢ o] of a}+= Kializ} A x| 5
o} dofof g}

AR ZEA 2 E Kiali &0 A28 F22 AT

=<

hip
T
o

Kiali &< URLS &oL 1o 24 QA =8
A A L.

il
s
e
)
A
v
c
ms)
[
ttlo
td
[t
rr
ol
o
ut
oo
N
jatal
ftlo
>
o
ol

Aol At

1.

2.

T - Z2AES FYFPUY
3.

B3 A ZRAE FHo| XA Y& ALEete] TRAE o5& FFUTh
4.

16



17 A 8] 2 H A] 2.X

ZTZAE M E AR H o] <] Launcher A Ao A Kiali 2 =& &8 &1t}

OpenShift Container Platform Z <o) o) 4| 238} o] A& 8E 23 L3 AL&3} o] & &
%+5 2 A1-4-3ho] Kiali 250 =2 g oh

Kiali 240 2 & 221818 Au] 2 W Alo] & Aol 2l RE U amo] A8 EAsE

AW w02 7} EAH YTk

72} o e x1-851o] OpenShift Container Platform €] &< = 1918t}

2.
ZRAES FYFYL
3.
a3 AL T2AE B AR Ho|x i BEE A3l L2AHE o]|&8 &Y}
4.
ZR2AE o] 5& ZE 1 th(d: bookinfo).
5.
Z 24 E ¥ o] x 2] Launcher 4 Ao A Kiali 325 &2 gt}
6.

OpenShifto] A 22912 8 g}

1.15.3. Kiali & ol A A 1] 2 HA] HolE K7

Kiali Graph= " A| Edj & 4k Al 718t & Al g gyt EZZ2A = AAIF 2 E T £ Istio +
3 BB} Ageto] Auls wA o] Fzhol g S2H4 Q] FHE S A TR EAE A &S wotd

[e)
F AU oY T FY2 A Fe FF A
i o Ee AN £F EERAR YL A4 5 A5 h

2 A o] 2l re Aug 4+ dxyth

17



OpenShift Container Platform 4.10 4] 8] 2 oj A]

2
M
i)
(Kl
rr
off
.
o
=
o
e
o
l

A= fZA I A e AA 2228 Holsyh

A u 2 T = v A] 9 @Hﬂléﬂm@iz%ﬁﬂﬂﬂ‘ﬂza@ |4 e o &A1
FAazE=AdEUY 22 T BE
Al e

W ol A HE q) 2z o EACldY 7 v e =S BRoFyth ZE of &g
Aleld Mol A ZF3skE Yt

olEme Jg e AnA A z YA rsd fd =2 T A St} o 13341— o =
Aol 5 A gol & A S AoV flsyth el S Aol Aol M WA ol &g A A

G A5 o] T ZE AHESIAIA L.

W E == O ARE Ao 7Y APl A W MR A FEg e g AR " A%
fault-lnjectlo 9 38 A7) o e 55 A4S YEFE YT mTLS &4, th7] A1 ZF 4, &/ E Y
S AEE FdFUTh a2 74 7t EdY ojymo] A S IAE o AEe 2] Y
7171 §9& 255 dFY T

1.15.3.1. Kialiol A 2| = gl o]o}2 M A

Kiali =232 o] o o]0} o 214 o) 8 ob719) A % A Holelof e} ehe) AL e 5 A
Uth ol 8 Sof 2o vt 49 45 282 Kiall 22} 27} At 8= WA 298 F AgUh
£ 3ol Aol AP e dolobg AT & 9o n e Kialis tat dlolol %S Ad @
% J&uh

AR 87 A

[}
A oA #0191 o) 412150] 514 22 7 5 Bookinfo 41 o210l 8 & 44§
29 ohe The 3L o ¥ Wl 2 ste] Bookinfo of S e)7 o] A o] Eel =< 44 T,

I $ curl "http://$GATEWAY_URL/productpage”

18



17 A 8] 2 H A] 2.X

o] B &2 o =27 o] <] productpage vlo] A= A H| 2o A 28k AREARE A& 0

Kiali &2 A1 &gy

OpenShifto] A 21918 2231t}

Kiali Z& 04 22 & S5t U Ldo]ls T =5 S gy

il

Ul &3 o] 2= vl ol A of Z2]A] o] A Ul o =3 o] 2(<] : bookinfo )& A1 & g t.

OE adz gojotg AddsEd s F v e = vE FE Y

o

] 2z
o

AE) 2 s
o

H o]l A §) 2 2(7]E37Y)
o

HaRE g =

T 2= shete] Legendol A thE 2 = g o] of & A el kTt

o

gl o] o} 7] & dagre
o

#| o] o} 2 1 cose-bilkent

19



OpenShift Container Platform 4.10 4] 8] 2 oj A]

#| o] o}2 2 cola

1.15.3.2. Kiali Z<£ 04 21 1.7)

th AR = AR AR g o] Ao = off Z A o] A

Kiali 2 &0 $)22=0) tg 228 2 4 3l
RE RS B3 20 B8 BAeke 21 o] 2385 slgyth Kialis A=

| T2 20 5 BF A S
Ay 2aYsFgol HI=gE A

e

[H
Jh
>
Lo
fr
o
B
ox
ttlo
23
oY
e
L
o

Kialiol] 3A1#

AR 8T AV

[}
MBI WA Z7F A R] g A E o] SlF U Th
[}
Kiali7} 42 2 4 gt
[}
Kiali 229 F294th
Azt
1.
Kiali &< & A2 gy o
2.
i alg 28gyh

OpenShifto] 4] =

QE WA ol 718 W] Y 23 o] 27 BAH Y Th

Kiali Overview ] o] %] o]] & 3lo] 9l &=

ek

Faz= g 299Ut
4.
AAZE so] A o] Y=o = v pell Z2HAES He gy,
5
Lo A BHE A 28 & HAREE AFUth JARE 0|58 29

120



17 A 8] 2 H A] 2.X

il
_I {
rO
L
W
o

AAZE AR AR HojAM 22 & Y] A= g =

1.15.3.3. Kiali 204 o 22 ¥7]

o))

Kiali #2404 o) Z] Ao 4, A T2 E 9 Au)20] 0@ QIuhe= 2 opgubes (RS 2 5 9

Ut A% B o] Aol iz g so] gy h

[ ]

Sl &= of Fel7l o] A A E
[ ]

ol sube = of Ee) A ol 4 A X
[ ]

ol YARE N E
[ ]

olgmteE YHEE A X
[ ]

Qlul = AH) 2 A ¥

olgl 3t Fol= B o Za Aol H, YARE T Mu| 2 FF0) 9 Abd FoE AT A BET}
FAPUD =g Ao]M @ 9 ams B A0 Bolds BE, 7|7 27 = TCP Ed| =3} 7+e o
g9 ot ) o FAFH UL AU A AR AR wr)=oues Ee] e 2F W S5 A Euk §

GaslcH

>0

Aelste] AEE A AR T 5 AU th Kialis 22 £ 1)
NG FE dUth B 2 sl 4L 918 Kialits v = o) ]

Ao

.
A 9E ool + dsUh

A 2 AR

o))

Y,

LR RE R EE )

Kiali7} 4 2] 91 524 gt}

121



1.15.4.1. 7| & &2}

122

OpenShift Container Platform 4.10 A] 8] 2= v A]

Kiali &£ 2] 4

%0,
o))
i
°

Kiali &2 A

= =

A4 o

OpenShifte] 4 21912 2] &1}

JZ A A, YIARE T Hu| S Yt

f ZelAl o], A AR E Es A2 H o] A o] Yl v o] 2 v ol A Z24)

EE %

SRR

E AMgete] 225 B gt ofEFY Ao, HIARE e AH X
Yt

=
6.
AEe Al H AR AR, AARE A F FH s AH 2 A F R do] A oA duhgE A
FEE ok = AR 9 FYste] =Yg ST

1.15.4. &2+ 537

B FA L o ZA ) MM Mu| 2= 55| HRE F7

FAH s ZR A=Y

[e)

= T

shed of 22 A o] Aol A N A H] 0] A
g F4she Utk AL A7} o Bel 7l ol Aol 4] A& a8 wukeh of g A ul 27} 4 A8
ok $H2 AT 5 A 2Fo] AYHUTh o] 8o ARt B EAA Aol Fu)

=29 H

—_— T a2 =

Red Hat OpenShift Service Mesh+= Red Hat OpenShift distributed tracing2 A}-& 3} 7l &=} 7}
nfo] AZ A H] X2 o ZE| A o] M A &

F Q=S gt



17 A 8] 2 H A] 2.X

OpenShift Container Platform¢] 7]<= Red Hat OpenShift distributed tracing =2 & 21 2~& 27}
oln] A& A EAF FH ) G 2l 2H 25 AL 5= 5 ServiceMeshControlPlane 2] &2 5 4]

*%guq

A 2.7 AL

[}
Red Hat OpenShift distributed tracing <1 =8 27} A %] 9 4 = o JHFY
A3}
1.
OpenShift Container Platform <] &< )| 4 Operator — 4 X] ¥l Operators &3 gt}
2.
ZRAE W FE FYSAL AEE ZH U S AA T Z24 E(: istio-system)= A & Y
=
3.
Red Hat OpenShift Service Mesh Operator=- =2 $1 t}. Istio Service Mesh Control
Plane €& ol A ServiceMeshControlPlane #] 4~2=2] o] &8 &2 g4 t}. (< : basic)
4,

YAML 5 & ==yt

ServiceMeshControIPIane 2] &~ 2= 2] spec.addons.jaeger.name o] £t =7 Z
) 2El 2] o] B8 F7gY th vk o o]l A distr-tracing-production & E 2} 32 Z-#
AEH 29 o] & °‘HD}.

e ot

W FH 749 o

gid

spec:
addons:
jaeger:
name: distr-tracing-production

123



OpenShift Container Platform 4.10 4] 8] 2 oj A]

C.
S FYFyh
5.
A] 2 =2 =9 5} ServiceMeshControlPlane 2] 227} &ul2 A A H Y =% 3213
Ut

FA 2 AR w A Y] M2 A ARAYTh F4 L2 sk o] e Mo E g YTH HeE ol
By A AP 7170 Sle = A A g U th Al EE B e FA o] fAHE NEE 24T Y
t}.

Envoy Z =4 M &9 S5 7| 2402 AUl & wA 9 329 100%E A Ed st 449t
AME" H27t 201 SHAH gangt dso] ARHAR A E WA o &tk Z=Y o
Red Hat OpenShift Service MeshE ] £ 3}7] dof gS o A& v &9 FH o2 AAHIYULL & &
o] spec.tracing.sampling 2 100 2. 2 A A 3}o] 32 2] 1%= A ZH gt

Envoy ZSA] A5 H &S5 0.01% 525 Yl 2ALEE A= A IS

718 d =] o) A spec.tracing.sampling-2 =4 2] 100% = 4 =3 3+ 1000002 A gYth o 5 &
o3 ZAEUTh

1] 5%7F Al &% g Yt

=
filo
3]
=)
1<)

[0
i
(o
o
off
ol
*)
ol
Y

= A2 Al A A E S Sl o S Aol Aol F &5
1 Z H&-2 Envoy Z 5 A7} 3] 815l 4 8t b

e = =1 A
Bl Ho] 29} 212 Envoy Z A& AMESHA] e &
o] 3 akaL A st HolB o &g ARG FUh AT W& 4t

ES RREN

Jaeger ¥4 Al &% H== AR 2w A] 250l gl o E Aol del A 8H T Hl o]

124


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/distributed_tracing/#distr-tracing-config-sampling_deploying-distributed-tracing-platform

17 A 8] 2 H A] 2.X

23
1.
OpenShift Container Platform <] &< )| A Operator — 4 X] ¥l Operators &3 3t}
2.
ZR2AE W7E SYst AEE S-S AX S T2 A4 E(d: istio-system)E 1 & gt
t}.
3.
Red Hat OpenShift Service Mesh OperatorE =2 31 t}. Istio Service Mesh Control
Plane & ol /] ServiceMeshControlPlane ©] 4~ 2-2] o] &-& &3 34 t}. (<] : basic)
4,
MZ e &w2 x4 317 A spec.tracing.samplingol] o3 T2 7S A4 3
a.
YAML 58 223
b.
ServiceMeshControlPlane 2] 4:2-¢j| 4] spec.tracing.sampling®] 7S 47 g4t
T} ool A& 1002 2 A4 g o
Jaeger 4 =3 <
spec:
tracing:
sampling: 100
C.
AL 2
5.
A 2= & 28 5)o] ServiceMeshControlPlane 2] &2~ 71 &ul2 4 A H Q=X 892138
U,

1.15.5. Jaeger & <ol Al

Jaeger <ol 2 4] 2~3}2) " Red Hat OpenShift Service Mesh 7} A %] =] o] 3l oo} 3}+= Red Hat
OpenShift distributed tracing = 1 o] A 2] ] o] glojof gt}

125



OpenShift Container Platform 4.10 4] 8] 2 oj A]

A ZRA 2= Jaeger Z&ol A 235H7] 98 AR E AT T

o,
|o
)
»
)
2
X
[>
et
&
32,
)
i
&
cC
ms)
r
filo
td
il
rr
o
o
v
o
A
™
filo
>,
oo

Jaeger &< 2] URLS & 3]
A Al Q..

OpenShift Z& 9] X Z A 2~

1.
OpenShift Container Platform < &< 9] cluster-admin @ 3to] 3J = A2 2 21203
t}. Red Hat OpenShift Dedicated = 118 3l 749 dedicated-admin ¢ & ¢] 7 4 o] glojof &

Yo
2.
HEANH - A2ZE olsdUt
3.
AR F o)A U zso] 2 vl oA HEE 2 Z24 E(: istio-system )5 A=
Yo
A el 7t A2l A4 Fa7 AAFEYU
4.
a3 At B E AHE-3lo] jaeger F 2 E FFUTH AR X E Yot FEE A A
Yo
5.

OpenShifto] A 21912 F8 g}

Kiali &9 Z2 A 2

1.

Kiali <2 A =3 o).

2.
AZ A oA AL 2 S S
3.
OpenShifto] A 2 2¢1& ZFg 3yt
CLI¢o A=}

126



17 A 8] 2 H A] 2.X

cluster-admin & & 2] A8z} 2 OpenShift Container Platform CLI¢| = 2213} t}. Red
Hat OpenShift Dedicated = A} &3} 7 ¢ dedicated-admin & gF¢] A4 o] ¢l oo} gt}

I $ oc login https://<HOSTNAME>:6443

BHEES AMESI] A2 AR AEE AGstE Y o3 B8-S 48 F U o] dAdA HE
=2 Z 9 ¢l =24 E = istio-system <] U t}.

$ export JAEGER_URL=$(oc get route -n istio-system jaeger -o
jsonpath='{.spec.host}')

3.
Bal$-% & Al #Hs) AL https://<JAEGER_URL > = o] &34t} o] 714 < JAEGER_URL >&
o] dA A AT A Z Yt
4,
OpenShift Container Platform Z <o) o) 4| 238} o] A& 8E 23 D3 A& 3} o] & &
USE AFEFt] Eal g
5.

A 2w A o) A H] 25
AFgstel 24 Hlo]E & 74

et
N
o
K
ox
oX,
= (i
A
2
N
ofr
o
¥
rr
o
o
L,
)
ye
!
2~
Y
N
T
il
il

rH
by

AR o] RS AAbske A A F4 welH 7 sl
Jaeger 724 o thak ApA g &S Bk 34 A A 2 F R4 A Q.

1.15.6. Grafana &< of Al ~

Grafana= A ¥ 2= WA W EY S B Festal #4 8t o]l AFHEE = e 24 EY U o] oA e
A AEE =9 < 24 E &= istio-system$] U t}. Grafanaol] oA 2~3 WA t}2-& 43 gy th

OpenShift Container Platform <] <o) 2 2213 th

[
i
2
[
=)
dr
il
Wl
)
ﬂ
Rl
)
[t
it
il
)
rO
ttlo
()
ﬁ[‘
r
[

2 A E () istio-system)= A & g+

127


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/distributed_tracing/#distr-tracing-deploy-default_deploying-distributed-tracing-platform

OpenShift Container Platform 4.10 4] 8] 2 oj A]

3.

AR FYPUD
4.

Grafana 3 9] ¢1%] QoA FaE =3}
5.

OpenShift Container Platform ¢1% 4 5 = A}-&-3}o] Grafana <0 2224t}

1.15.7. Prometheus =& of o 4] ~

Prometheus— npo] 2 A u] 2o 3k T} HoHE FHSE U AR £ s RYUEH 2 A
EQUth o] d Ao A HEE =9 ¢l =24 E = istio-system$] 1 t}.

A2}
.
OpenShift Container Platform <] <& o] 2221t}
2.
ZRAE RS YL AEE FHAS AA T T2 A E(: istio-system) S 8] 3
o}
3.
Az 293Uy
4.
Prometheus 3 9] ¢ %] oA H3aE =3}
5.

OpenShift Container Platform ¢1= 4 5 S A}-23}o] Prometheus <o) 2218t}

A

1.16. 4= 3 =4

7] & ServiceMeshControlPlane 273 & :L. =S
71 ¢]1 7] & OpenShift Container Platform A x| A] A
o] AFIAEA Feld T SMCP o] Fojd 2445

go] obguth o] AL B hns) v AdE @
%;’—Z#O_E'._“Z] i“ﬁ]ﬂyxu‘%r/}-SMCP’éﬂ
AHEAL S o] A 47 sl oF fH Tk

1.16.1. A 78 g 220 A3 A

7182 © 2 spec.proxy 47 -2 cpu: 10m 2 memory: 128M<] 1 t}. PilotS A}-8-3l= 7 -
spec.runtime.components.pilote] 7] & zlo] &< g},

128



17 A 8] 2 H A] 2.X

Azt
1.
OpenShift Container Platform <] & of 4] Operator — “d %] ¥ OperatorE =3 34t}
2.
ZEAE HTE FYstL AEE SHUAS AT 22 E(Y: istio-system) & A & gy
=N
3.

Red Hat OpenShift Service Mesh OperatorE

=g g t}. Istio Service Mesh Control
Plane <€ ol 4] ServiceMeshControlPlane 2] o] &< &

Ty
g (ol : basic).

)

=
)
=

=93 Jaeger ¢l ~8l 2 9] o] 25 ServiceMeshControlPlane o] 3 7}3H4 t}.

YAML

i
gt

=
=)

o
Iy
o

ServiceMeshControlPlane 2] 4~ 2~ 9]
spec.proxy.runtime.container.resources.requests.cpu =
spec.proxy.runtime.container.resources.requests.memory 3+ 4%

=270

)
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B & 2.0 ServiceMeshControlPlane <]

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.0
proxy:
runtime:
container:
resources:
requests:
cpu: 600m
memory: 50Mi
limits: {}
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runtime:
components:
pilot:
container:
resources:
requests:
cpu: 1000m
memory: 1.6Gi
limits: {}
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Elasticsearch ol spec.addons.jaeger.install.storage.type = 4 % 3} production
vl ¥ 22 AL8-517] 93l ServiceMeshControlPlane 2] 422 ¥ % 5127 installo| A 37}
T4 &S XA T Jaeger Q1 B AS A A 9 24 515 spec.addons.jaeger.name
< Jaeger Q1 =W n0] o] 508 AT 5 FHTH

Elasticsearch= X g3l 7] & Jaeger v 7l *H 4=

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
sampling: 100
type: Jaeger
addons:
jaeger:
name: MyJaeger
install:
storage:
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type: Elasticsearch

ingress:
enabled: true

runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name

container:

resources: {}
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: red-mesh
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namespace: red-mesh-system
spec:
version: v2.1
runtime:
defaults:
container:
imagePullPolicy: Always
gateways:
additionalEgress:
egress-green-mesh:
enabled: true
requestedNetworkView:
- green-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
egress-blue-mesh:
enabled: true
requestedNetworkView:
- blue-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
additionallngress:
ingress-green-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
ingress-blue-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer

142



17 A 8] 2 H A] 2.X

metadata:
labels:
federation.maistra.io/ingress-for: ingress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
security:
trust:
domain: red-mesh.local
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spec:
gateways:

additionalEgress:

<egressName>:
o] w7 ¥ = o g o]
spec: A EAE B ste Ay
gateways: H 24 skt ok
additionalEgress:
<egressName>:
enabled:
WEA Muj et A4
spec: YEYIIYT
gateways:
additionalEgress:
<egressName>:
requestedNetwork
View:
Al o] E g o] ol A AL-g-<
spec: Zg9E R=gyrth
gateways:
additionalEgress:
<egressName>:
routerMode:
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spec:
gateways:

additionalEgress:
<egressName>:
service:
metadata:

labels:

federation.maistra.i
o/egress-for:

spec:
gateways:

additionalEgress:
<egressName>:

service:
ports:

spec:
gateways:

additionallngress:

spec:
gateways:
additionallgress:

<ingressName>:
enabled:

spec:
gateways:

additionallngress:

<ingressName>:
routerMode:

A

Aol d 2 zlo] 2
EECERERE R
SECREREE FEd
s Aol Esole] 2
8 g0l 2 A4 ]

.

¥ E ¢} name: & A%
sl= d AFS-H Y TR TLS
2 A H] 2= ] o)) AL8-
ytt g g el A E Y
2 Au 2 Ed g YA
o5 3 TCPE +AHY
=

A @ o] A o] 2 A =
o] ol T & 57} 5241 A o]
Eg)0] Ao =g o] & A

BRaeih

o] w7l ¥l 5 3 e of
A Fae s AL
o] g 3hgh o,

Al o] E g o] ol A AL-g- <

3

EZE 15443 2 3t g o]
Ae] tf 2 wA] o] TLS A
M ey e He 2
2¥UY. ¥ 8188 &
e gl o] o) the A
ol HHl =74 R H S B
e 2 e gy

true/false

shi-dnat

true

17 A 8] 2 H A] 2.X
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o 7 5 A 4y 7123k

2221 Al o] E 9 o] AH] A LoadBalancer

spec: = OSl g o] Al ZF 4]
gateways: M Assta el o s
AHE 7He @ 2= R A
additionallngress: £ &l =FHolok gy
t}.
<ingressName>:
service:
type:
Hegold Egf o] &
spec: 2 2E o] 712 Al 2F A
gateways: o|Efo] & & FFA X
=S Alo]E o] 9] AL
additionallngress: Fret el &S AAY I
t}.
<ingressName>:
service:
metadata:
labels:

federation.maistra.i
o/ingress-for:

¥ E 9} name: & A H ¥ E 15443 & g o]

spec: 3= " AL HYUTETLS Ao & wi Ao o st
gateways: 9 A H] 2 A A o) A5 TLS M) 2= a3 < 2
Ytk aAggeld Ede sed dagdyth xE
additionallngress: S A= Eg g dr 8188 2 A o e
535 TCPE +AHY v Al el o gk A H] 2 7 A
<ingressName>: thaggeld B e oA S FAls] e 2
service: AMS A HTTPSE + oY rth
ports: 4y

1.18.9.2. Fi | gl o] 4d 418 = w7} = o] 3ff

H g olde] 7 m Ao = A5 A= Zulo] Jlojokg . o] 7h2 ServiceMesh
RegistryLogin =] &0 4 w|A] HE g o] A& 4T off AFE-H YT

kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

security:

trust:
domain: red-mesh.local
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X 1.8. ol Bt wisi g

ujl 7) 8 5= e
Ao A7 =wele] 7 <mesh-names.local q Qe
Spec: ol Eg AAF sk d AL
security: L84t =9 el ¥y
trust: goj e ZE WA o
domain: aff A3l oF gt

ZEo ZEAM X
OpenShift Container Platform ¢ &< S A}-83}<o] ServiceMeshControlPlaneg- ¥ 3] sl& ™ t}2-
AaE EA A Q. o] o oA = wrkd-mesh & o A| 2 A8t
cluster-admin < 3t o] A}-8-21 = OpenShift Container Platform ] &£ 2 2213 th

Operators — “d %] ¥l Operator= ©]-5 34 t}.

Z2AE WFE
mesh-system ¢ 1]t}

Red Hat OpenShift Service Mesh Operator= =2 g1 t}.

Istio Service Mesh Control Plane ¥} o] 5| ServiceMeshControlPlane 2] ©] (4 : red-
mesh )< &8 3.

ServiceMeshControlPlane A 5 A 1 w5 7] H o] A oA YAMLS 85t AL &4

EcH

et

ServiceMeshControlPlane & 57 3lo] #tjd o] A Al & A Alo|EY o] S F7}slaL
AE = Qg XA gyt

R
o
o
il
1w
ol
T
o

CLI¢] A=}
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th& A Aol whet 4 3 = = ServiceMeshControlPlane & A 4 &1 A1t 7 U th. o] o o] A & w7}
2l-mesh £ o Al 2 A&y o).

cluster-admin & & 2] A8 2} = OpenShift Container Platform CLIo| = 2913}, o}

WHe 4RI AT EA N SR o] B3 G52 I

I $ oc login --username=NAMEOFUSER https://<HOSTNAME>:6443

2.
AEEZE Z¢ 25 AX 3 Z 24 E(9: red-mesh-system) = ¥ 7 gt}
I $ oc project red-mesh-system
3.
ServiceMeshControlPlane =} & A ste] wd g o)A 41 L 4l Alo|E o] & 7}
Skal Al v lS A4 gy o
4,
t& W9 ddste] AEE 4 dS dF Ytk ¢ 714 red-mesh-system 2 A] =8 U]
A 2~ o] ~ 0] 31 red-mesh = ServiceMeshControlPlane ¢ 2 4 € o] o] &<l t}.
I $ oc edit -n red-mesh-system smcp red-mesh
5.
0= B8 E 48 Ayt o1 714 red-mesh-system 2 A =] Y] Lufo] g AEZS Z4
ol A e g g

I $ oc get smcp -n red-mesh-system

READY ¥o] R E 74 247k W Ee2 deh e 427 43402 dusugyh

NAME READY STATUS PROFILES VERSION AGE
red-mesh 10/10 ComponentsReady ['default"] 2.1.0 4m25s

1.18.10. Fltj &l o] A v A] A

ServiceMesh RegistryLogin & 2~ A4 &lo] 7 v A] 7hol] o] g o] A< A A Th.
ServiceMeshRegistryLogin & 2= 7 WA 7+e] T3-S A o] 3oL, o] WA o tf gk A A, 7)o A
of A2, ThE HAl 2] FElolAEE Fldte v Al H e AF5ME FA S W AT YT
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< --p Federated service mesh peers

Red service mesh Blue service mesh Green service mesh
App App B App App
| |
App ] App App I App
| |
Gateway 4----Pp Gateway Gateway 4----Pp Gateway App
| |
Control plane Control plane Control plane

HAlE dd e FFHER 7F v)o] 42 & AHl & wAd o 2
ServiceMesh llowedRegistries 2] 22 #o] I Gt} o] & Sof W7k 3} =4 o2t T YA E 7
o g o] stel ™ F 7) ¢] ServiceMeshsandbox 3¢ o] 2 ¢ Yt}

red-mesh-systemeoj] ] =4 1] A] o] o} &+ ServiceMesh RegistryLoging w51 t}.
green-mesh-systemoi] 4| w7+ o] A] of] tf) + ServiceMesh RegistryLoginS- vH51 t).

WA, vk Bl ) o] 2z A 7] 9] WA E vl X 8121 6 7l <] ServiceMesh 7] wtelo] B g,

—_

red-mesh-systemeoi] ] =4 1] A] o] o} &+ ServiceMesh RegistryLoging w51 t}.

2.

w7120 -mesh-systemol] A 3@+ o] A] o] tj) &1 ServiceMesh RegistryLoginS wH5uth.
3.

green-mesh-systemoi] 4| w7+ o] A] of] tf) + ServiceMesh RegistryLoginS- vH51 o).
4,

green-mesh-systemol] 4| s} @2 o] A] o] tj) &I ServiceMesh RegistryLoginS w51 th.
5.

blue-mesh-systemoi] 4] 714 W] A] o o) gl ServiceMesh RegistryLogin-2- 7514 th.
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blue-mesh-systemeijl A =2 v A] o] t}j 3 ServiceMesh RegistryLoginS 7H5Ut}.

ServiceMesh redfish 2] &~ 29 4 & o} 23} 74U

[}
A4 8 Au) 2 @ Qo] AL E e e A ] 54 Aol Edo] o] FagY T
[}
A8 7o) WA} A5 gt vl A EE 2d 441 2 $4 Aol 2ol 9] o] BT,
[}
of M Ao £ B w) T2 Aol A ALgsHE Zehol A E IDY Y T
[}
2wl Al o) A Abg-ehis AlE Eu el o)
[}

ThE w A ol A ALg-EhE AL E] mHQle] EfolAE JIFSAHE Felste v A HE FE QI
%47} 3¢ ConfigMap ¢] o] &Yt}

o} o A o] A red-mesh ¢] #] 2}= green-mesh ¢}¢] #H oy o] S A AL5Y T

red-mesh ¢] ServiceMeshoctets & &2 2] 4

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
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certificateChain:
kind: ConfigMap

1, A H) 2w A] 2.X

name: green-mesh-ca-root-cert

3 1.9. ServiceMeshRegistryLogin -2 vjj 7] ¥ <=

o 7 5

metadata:
name:

metadata:
namespace:

spec:
remote:
addresses:

spec:
remote:
discoveryPort:

spec:
remote:
servicePort:

spec:

gateways:
ingress:
name:

spec:

gateways:
egress:
name:

a7 &

o] glAa27t Hu e ol A3t 22y
= o WA 9] o] F AU T

i
il
v o
o,
i
N
i
o
=
Mo
)
e

SEREREESEC IS PR

Al o) Al Aol Edol o] B F4

=gy,
Fa7hAM e e ALee EE 7| RS 81889 T}
Yk

FATFAHZE @S AP stE X 7] B7ke 154439 Y o},
E

o] WAl A FAISE 838 A H]
23t o] HA] o] Al o] F YUY Th
o] 2 £9 ingress-green-mesh
7t dF Yk

o] mAlo] MEH 23S ATt

ol WAl e FAl ol F AU A E
=1 egress-green-mesh 71 31

F4yth
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ol A% e

3] o] m| Al o] A A}-§-8h= Al E] Ew|
spec: APk
security:

trustDomain:

ol MAlE ZE T wj ¥jof w Aol A

Spec: Atg-3te E8toldE IDY Y T
security:
clientID:
3] of " A]of| A] o] H Al ¢l A|FE] =
spec: ZepolAE B Y Q5 A ] F &
security: Ao Fdolsle g Al HE 2E o)

EREUE R R EEE e R S C
kind: ConfigMap ConfigMap) 2 o] &1 th. 2154
name: & x3ste W FE JE
root-cert.pem o of gt}

certificateChain:

1.18.10.1. ServiceMeshoctets ] &~ A A3

A 2T AL

[
5+ 71 o122l OpenShift Container Platform 4.6 o] 4 &2 2~ ¥
[
FH2He= olv YEYZE A& ok th
[
H g ol AlolEg ol e} #HE MU AE Y3t 2=
=S A8 oF Tk
[
7t FH gl = dH el w2 s
’d = o] glofof gt
[
cluster-admin & &to| 9l &= A A.
CLI¢] &=}

oS A zlol| wal 3 =) A ServiceMeshTiB ©] 2245 w154t}

152

3

<peerMeshName?>.local

<peerMeshTrustDomain>/ns/<pe
erMeshSystem>/sa/<peerMeshEg
ressGatewayName>-service-
account

kind: ConfigMap name:
<peerMesh>-ca-root-cert

JY .

A Y 3t== vl Ad 2.1 ServiceMeshControlPlane o] -

o ool A = =4 -meshol| th &



17 A 8] 2 H A] 2.X

o] 2] kg A4t W1 -mesh & 2ol FU

cluster-admin & & ¢] A8 2} = OpenShift Container Platform CLIo| = 2913}, o}
BEe QY FUTh A A 7 A H W AL o] B3 5 E A T

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

AEZ ZY 9S8 Ax 3 24 E(d: red-mesh-system )= H 7 g o).

[

I $ oc project red-mesh-system

AgtslE & F WA 9 s oS A A S 7wk o 2 ServiceMesh RegistryLogin 32 & @
T4t

=-mesh?] oj g} red-mesh2] ServiceMesh redfish 2] -~2~¢] 4

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientlD: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-
account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

oS HEH S A8 ste] g AAE u) E 3 th o] 71 A4 red-mesh-system & A 2 H] 1] ] A5
o] o] 3 servicemeshpeer.yaml o = 3 gt st of o st x| 4 =27} 23 Yot
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I $ oc create -n red-mesh-system -f servicemeshpeer.yaml

W7 A ) Al oF = WAl 7he] A o] A w o] =R g<lste] ¥ red-mesh-system U ¢
2~ o] 20 4] green-mesh ServiceMesh redfish¢] e = 74 2§ty o

I $ oc -n red-mesh-system get servicemeshpeer green-mesh -o yaml

red-mesh <} green-mesh 7}+2] ServiceMesh redfish <172 o

status:
discoveryStatus:
active:
- pod: istiod-red-mesh-b65457658-9wq5j
remotes:
- connected: true
lastConnected: "2021-10-05T13:02:25Z"
lastFullSync: "2021-10-05T13:02:252"
source: 10.128.2.149
watch:
connected: true
lastConnected: "2021-10-05T13:02:55Z"
lastDisconnectStatus: 503 Service Unavailable
lastFullSync: "2021-10-05T13:05:432"

status.discoveryStatus.active.remotes Z = | = 1] o] W A|(o] oo A & =2 W A])d]|
istiod7} A A wl Al(o] dloll A= W74 v A])e] istiodol] A= o] A& HoFUTh

status.discoveryStatus.active.watch 2 == & 7] v A] 9] istiod 7} ¥] o] o] A] 2] istiod ]|
AAH AS HAF YT

[e]
A =

ir

green-mesh-system of 4| red-mesh 2} = servicemeshpeer o] &5 <2l 3}
WAle] Aol N FUAF F AR Ul YHE FAT S AFLth

= W A] Alol o] A o] AA A &k o™ ServiceMeshsandbox e &=
status.discoveryStatus.inactive 2 =] 3 A] F 1}
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AA A =7} A3 o] g0l thak 2HA 3 ) &2 Istiod =2, 1] o]0l 3
3t A Ao Egol o A~ 2, ¥lo] WAle A w Ao W 54l EE
A Al Ed el & AAGY

I, ofy
tlo 1
2
o 18
e o
4y 2

A E ol WA WAL EA WA DAY 5 G S he 2aE

[}

red-mesh-system<] Istiod-red-mesh
[}

red-mesh-system 2] egress-green-mesh
[}

green-mesh-system<] ingress-red-mesh

1.18.11. g gl o] A w] A] | A A u] 2~ Y Bl 7]

MUl =S WEWE w A7 sk o] o] Muj g Hiy gl o] d WAl o] & A st 3R/ s

- Exported service set

Red service mesh Blue service mesh Green service mesh

______________________________________

______________________________________

ExportedServiceSet T s A1E5] FHE g ol A WAl thE Fojo| ] AFEE 4 JEE S
Aol Al =g AT 2 Au 28 Fojek T/ 2t HE2E HAH oz Ads ok Fth
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HA S ALESt] B 25 Y1 = F Yt o & 0] foo/bar A4 Y] 2~ & custom-ns/bar

Al o] Al 2H] Y o] 2ol A H = AH AR F FUth g5 &

networking.istio.io/exportTo @ o] &o] "2 A & & Y| = o] 29 &= AH]| 2= W 2

7 27} obd U

EEERE SRR P EESSt LT
AU, & Al o] $4 Aol Eslo] BE 23 A48 fam=9] Fejo]dE D

A e

t}2- o] 4| &= red-mesh 7} green-mesh & 2 W 22 = A 1] 20 B3 o Qo

ExportServiceSet 7] 4~ 9

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
# export ratings.mesh-x-bookinfo as ratings.bookinfo
- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: red-ratings
alias:
namespace: bookinfo
name: ratings
# export any service in red-mesh-bookinfo namespace with label export-service=true
- type: LabelSelector
labelSelector:
namespace: red-mesh-bookinfo
selector:
matchLabels:
export-service: "true"
aliases: # export all matching services as if they were in the bookinfo namespace
- hamespace: """
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kv

name:
alias:

namespace: bookinfo

3 1.10. ExportServiceSet vl 7}] H =

o 7 5

metadata:
name:

metadata:
namespace:

spec:
exportRules:
- type:

spec:
exportRules:
- type: NameSelector
nameSelector:
namespace:
name:

spec:
exportRules:
- type: NameSelector
nameSelector:
alias:
namespace:
name:

A

o] H2E &35t
ServiceMeshsandbox 2] o] &Y

.

o] B ALE XTSI Z2AE/Y
=5 o] 2= 9] o] F( meshe] A] 2~
] 25 o] ) Y T

o) ¥l zae] )2 Bel e 7
SR AT A H 220 ts) 02
B 3 A QA 2 o] 7o
Abg-g T,

Ak

Z
=3

NameSelector 2 & A A 512
A A E) 0] Y] 23 o] 2 o A
H) 2 2] 2o A o] g A u) 9] o]
& A4y h

Ad] 2=of )3k H A S ALE- St E
NameSelector 13 & wt=& 4
Mu) o] Yl o] 2~ g o] &
S AT FU YT o] 2 o
A2 Aquj 2 o] o A1

24 g o,

YL

17 A 8] 2 H A] 2.X

4y

ServiceMesh RegistryLogin 2]
az=oll A w A 2] name gkt A
&l oF F ot

NameSelector, LabelSelector
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ol 71 5= 4w &

LabelSelector % & A A 5}

spec: w A H 2o Y 2T o] & & A
exportRules: A 5132 Service 7 220 H o=
- type: LabelSelector gl o] & & A FUth 919 o o
labelSelector: A gl o] &2 export-service 9 4
namespace: =
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>

AH] 2o & E A S AHE- S
spec: LabelSelector -+ 2 4 4 51
exportRules: WA 7] B AA G T Au 20
- type: LabelSelector ol EE Ul YT o] 2o ALE
labelSelector: SEAS AG AU 94 o °ﬂ A
namespace: Uld=so] = A LS d A=
<exportingMesh> € A1) 2=¢ o g bookinfo < 14
selector: t}.
matchLabels:
<labelKey>:
<labelValue>
aliases:
- namespace:
name:
alias:
namespace:
name:

w7kl -mesh ] & 4| ¢ 23] o] 20| A blue-mesh 2 o] & o] "ratings" <l 1] =5 Y B Y}

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: blue-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: """
name: ratings
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west-data-center 4] ] =3 o] 2~ 0] A green-meshz 2 & A H] 25 Y By}

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: west-data-center
name: ™"

1.18.11.1. ExportedServiceSet 4 A

ExportedServiceSet z] 22222 A A 3} o] W A] I o] ol A A& 5= Q= A B2
Yt

Ll
ol
>
2
|o
fu
2
re
o

8] 2~ & .sve.<ServiceMeshkubeconfig.names>-exports.local = ] ¥ U] X] <export-name>
<export-namespace> 3 th A A B 22 2% S E g Y th WEA B 27 B 7] wA oA LR
ol YU th FAl Alc]EQ o] 7} o] o] Fol thek @A S FAlehH WrEE AA ME A2 ghe-E g YT 4
£ =9 ratings.red-mesh-bookinfo 2}+= A 1] 27} ratings.bookinfo.bookinfo = 4] green-mesh -
bookinfo= W X Y| A4 H] 2~ = o] & ratings.bookinfo.svc.green-mesh-exports.local = R W &~
E o]&of thgt =4l Al o] E 4 o] 7} ratings.red-mesh-bookinfo A ¥] 2~ = 2}--8 ¥ 1 t}.

A 2. AL

[}
w Al H o @ o] S 98] &2 2~F 4 ServiceMeshControlPlane o] 724 ¥ o] &Y ).

cluster-admin & o] 9l = A A.
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e
R

obd EA|8A et W /o] Bl A 28 24 S+ Ayt

=T »a

ExportedServiceSetell 2|4 € 3t3} AR5k A v 27 vl =W 25 o2 Yy P Y,

CLI¢] A =}

thg A xjol] wat 4 % = ol 4 ExportServiceSet S A 4§ th.

cluster-admin & & 2] A8 2} = OpenShift Container Platform CLIo| = 2913t} o}
HE S JdEFYU T WA R 7 BAIEHHE AR o]l &3 G E dE P Y

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

AEE

2AEZ H7 g (o : red-mesh-system ).

[

gls dA

o
[

I $ oc project red-mesh-system

red-mesh 7} A 1] 2~ & green-mesh = Y] X U] = t} 3 o #| & 7| & ExportServiceSet
g g syt

red-mesh<j 4] green-mesh= ExportServiceSet ] 22 9

apiVersion: federation.maistra.io/v1
kind: ExportedServiceSet
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: ratings
alias:
namespace: bookinfo
name: red-ratings
- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: reviews
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o} 21 3] 5}o] red-mesh-system 4] ¢} 2~ o] 2~of] ExportServiceSet ] A&~2-5 A =
i)

ot oEL

HW

rg, do

=3}

I $ oc create -n <ControlPlaneNamespace> -f <ExportServiceSet.yaml>
% 59 the 3 2HUTh

I $ oc create -n red-mesh-system -f export-to-green-mesh.yamil

H g o] A w A 9] 7} Wl A] 9 ojol B Q3 7-$- 37} ExportServiceSets = A A 4 th.

red-mesh oA} W Bl H] =5 753515 green-mesh 9} 3-f-3l2 ¥ g W b

Y,

3y

o
ot

I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml
5 ¥ th=3 ZFUrh

I $ oc get exportedserviceset green-mesh -o yaml

N

th& %S 49 sto] red-mesh U] 1) 7] 7} green-meshst 363 A ¥ 29 fE4 L 7
AFE

I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml
5 ¥ =3 ZF5Urh

I $ oc -n red-mesh-system get exportedserviceset green-mesh -o yaml

24 o A] S} 55 = WA o Ao 4] W 3 A E] 2] A B

J

status
exportedServices:
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- exportedName: red-ratings.bookinfo.svc.green-mesh-exports.local
localService:
hostname: ratings.red-mesh-bookinfo.svc.cluster.local
name: ratings
namespace: red-mesh-bookinfo
- exportedName: reviews.red-mesh-bookinfo.svc.green-mesh-exports.local
localService:
hostname: reviews.red-mesh-bookinfo.svc.cluster.local
name: reviews
namespace: red-mesh-bookinfo

status.exportedServices v &€ ol = & 2| W Bl A]H]| (Exported ServiceSet 2 H A E o]
R 7] FH 7 QH)E Azt ddguoh i e) 2 e R Au] 2] o] S 3 v 1yl
27 v 2o ok A5 A RS iy o

WrEd Au] 27t FgteE A AP 2 QBA EVE EXst=A], ol e o] &l
ExportedServiceSet ¢ 2 4 E o] & o] =l exportRules ¢} & x| 5} =%] &<13} 3. Service 71 A 2]
U] ¢ 29 o] 227} ServiceMeshMemberRoll === ServiceMeshMember ¢ 2 A E & A8 3} A
H 2~ WAl o] |l 2 A o] Q=R gl

1.18.12. Fltj g o] A WA 2 A H] 2 714 9.7)

______

______
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| Imported service set

Red service mesh Blue service mesh Green service mesh

___________________

___________________

__________________

__________________

ImportedServiceSet @] &~ 2 AF&3lo] 714 & AU 2E AE gy ol WA I o] oA Y B3 A



17 A 8] 2 H A] 2.X

402 7pA & A 2 Aol AL S A FUTh WAH O R 7 0 ere A E 2t 4] el A
A 5 gl

°
Ydagol 2= B oo MU =S A e 5 dF Yt
°
8 o] JUEIEE AL 5] AU 2AE MesH Ud AT o] A2 YA RE AU AE
7t g ¢ FU

ek

gol& AE 7 E Abgste] HEW 7] MuAE Y e 5 3lon, o= wAo Aol Ay &

4 W g aeol a2z BT AE F syt

W32 AR sl AU AE 7L 4 95Ut o & Eo] custom-ns/bar 4] v] 2~ E other-
mesh/bar £ 714 & 4 &5 th

[}
A stE =l o] 2o 3] 71 A 18] 2 <] name.namespace ol 3713 A8} (A =
¢l HuALS 2 A & = 2l tH(4: bar.other-mesh.imported.local ).

t}2- o Al = red-mesh o A W Bl M u] 25 714 © = green-mesh ol o) 3 o Ut}

ImportServiceSet <] <

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.bookinfo as ratings.bookinfo
- type: NameSelector
importAsLocal: false
nameSelector:
namespace: bookinfo
name: ratings
alias:
# service will be imported as ratings.bookinfo.svc.red-mesh-imports.local
namespace: bookinfo
name: ratings
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3 1.11. ImportServiceSet v} 7] H 4=

o 7 5

metadata:
name:

metadata:
namespace:

spec:
importRules:
- type:

spec:
importRules:
- type: NameSelector
nameSelector:
namespace:
name:

spec:
importRules:
- type: NameSelector
importAsLocal:

spec:
importRules:
- type: NameSelector
nameSelector:
namespace:
name:
alias:
namespace:
name:

red-mesh<i 4 blue-mesh = "bookinfo/ratings” A 48] =& 7} 434 t}.
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Wl ServiceMeshRegistryLogin €]
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ServiceMeshRegistryLogin 2] &~
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A) A 2281 vl 9] 2230 0] 2) 1 .

e 2o sk 7 2 7 #e) &
F2 S8k Au] 29 o s A
WA x| 2 0] 714 Q7o Abg
Huoh

NameSelector %] & A 4 &1 =]
H ] f 3] o] 2~ of W Bl A H)
29 o] S A AT

24 MY 2F AESl] 94 A=
ERJIEE ZASIEE true 2 474
sty true 91 ¢ MU 2 S <
names>.
<namespaces.svc.cluster.loc

al= 71434t

A B Zof &k E A S AL8-38F
NameSelector +% & o=
Au) o] vl d A5 o] 2= gl o] &
S AT F U LT o] 2

A3 Mul 2 o] Fofl Al E B S
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kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: blue-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: bookinfo
name: ratings

w7121 -mesh ©] west-data-center ] J 2=3 o] 20| A =& A H] & green-mesh = 714 34}, o] 2] 3+
X ¥] 2= <names.west-data-center.svc.red-mesh-imports.local = o) 4] ~ & 4= 9l & th.

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: west-data-center
name: ™"

1.18.12.1. ImportedServiceSet 4 4

ImportServiceSet o] 222 Al dlo] HIAZ 71 & AH| 22 HAH o2 AAgh )

1] 2= "hidden" A ¥] 22l .svc.<ServiceMeshTiB.names>.remote = A} £3lo] 714 & 4 o1
A Al Ego] vl d 2T o] 2 ol A 7 A H AL W Bl AJH] 29 S 2 E o] 53} <exported-name>
<exported-namespace> 12 F U t}. o] AH] 2= . .<domainSuffix > . . . ] 7] A domainSuffix = svc.
<ServiceMeshdpdk.name>-imports.local = <export-name> <export-namespace> =2 2 A}-8&
A5 th 7124 o 2 importAsLocal 7} true 2 A4 5o} 31x &+ 3 domainSuffix =
svc.cluster.local ¢} U t}. importAsLocal 7} false 2 A & A 714 7] F379 =W el HuALz) &
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£RYTh 22 714 2718 WA ) T A 2o} s 2 A g
s Ao BegEm, of 7| fu A 2o 974 o] Fo 2 )

o,
_]T‘-l
s
it
i
°

AR 2 AL

[
w Al H @ o] S 98] &2 2~F % ServiceMeshControlPlane o] 424 ¥ o] &Yt}
[
cluster-admin & &o] 2l = AA
koL
obZ WHUWZA] & Aol 7F o7& fl8l AUl =8 FA4E & dFUTh
ImportServiceSetol| 2|74 ¥ 3t U stz MU =S Wl X5 WRWH A5 02 7hA &
Yt
CLI¢o A=}

t}-& A xpe] wat % & 2o A ImportServiceSet & w54t

cluster-admin & & 2] A8 %} 2 OpenShift Container Platform CLIo| = 2913t} o}
WEe JGFgh dA A EA W ALEA o] S35 FEE T

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

NEZ

il

HAS AX g Z2AE=R W7 g ti(el: green-mesh-system ).
I $ oc project green-mesh-system

green-mesh 7} ¢] 7 o] red-mesh oA Y2l B 25 714 Q= T of Ao w}
ImportServiceSet 34 & w5 th

ImportServiceSet ] 4~ o red-mesh<j 4] green-mesh =

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh
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namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: bookinfo
name: red-ratings
alias:
namespace: bookinfo
name: ratings

S 3 S 23 sle] green-mesh-system ] ¢ 7] o] 2~ o)) ImportServiceSet #] &=~ =

I $ oc create -n <ControlPlaneNamespace> -f <ImportServiceSet.yaml>
qs &4 o= syt
I $ oc create -n green-mesh-system -f import-from-red-mesh.yaml

#H o @ o] A w A 2] z} " A] 9] ojo] F Qo we} ImportServiceSets S 712 A A gy T}

green-mesh © 2 7} & MU A5 gl W th& WH & A o
I $ oc get importedserviceset <PeerMeshimportedinto> -o yaml

qE =9 s ZEYTh
I $ oc get importedserviceset green-mesh -o yaml

T2 WR S Adste] WA Z 7hA 2 AHAE gl

I $ oc get importedserviceset <PeerMeshimportedinto> -o yaml
w71 A ) Al ol A W) Bl A B) =2 'green-mesh-system U] ] 25| o] 2~ 0] A
importedserviceset/red-mesh’' © 2 4| E o] status 44 S A}-g3to] 4 WA &2 7t ke S

o] o:
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I $ oc -n green-mesh-system get importedserviceset/red-mesh -0 yaml

status:
importedServices:
- exportedName: red-ratings.bookinfo.svc.green-mesh-exports.local
localService:
hostname: ratings.bookinfo.svc.red-mesh-imports.local
name: ratings
namespace: bookinfo
- exportedName: reviews.red-mesh-bookinfo.svc.green-mesh-exports.local
localService:
hosthame: ""
name: ""
namespace:

2ke] o o] A localService o} <} H—Er F o] EA ¥ ) 2 ratings A H] 2w 7hA] 5 oh
reviews A 8] == 714 @ 7] o] AL 4= 9l %] 7k ImportedServiceSet © 2 A E o] importRules
o 91 5} g1 wh ol @A) 7HA @ x1% 2uth

1.18.13. gl o] A w] A] o] A A H] 2= A| 7

Sy ol 4 Bl A A A 8] 28 Al Asl ok Bk A, ol F ol Al 27t Y o) AHE R A AL e
ez A E A5 o A & & deih

1.18.13.1. & W Aol A A H] 2 A A

o o] A} Au| o) AA s F ot gl H Al 3 o] o] ImportedServiceSet 2] & 2~of A A B A RS
A A g o

1.18.13.2. A =t & o] v A] | A AMH]|=E A At A

MH| 22 A f5hE W Al ¢ ExportedServiceSet @] & 2~of 4] A H] 2 &S A A §Hu T

1.18.14. =t gl o] A W Al ol A H| A] A A

il

a
%o,
o))
i
o

Aol Aol wA S Al Al ket B 28A &
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A 71 2 v A] 2] ServiceMeshControlPlane 2] &~2~Z 3 5lo] v]o] vl Ao th3 2 & |
gol A g4l Aol Eg ol & Al AT

2.
A AR WA F o7 2F WA 9F FHEAFS ZF WA Zofo] el th53 o] FFE Y T
a.
T WA 2 4 4 51 ServiceMesh octets @] &2~ E A 7 g1 o
b.
3] o] u] 4] ¢] ServiceMeshControlPlane @] &~ 22 H 3l A AH WA S A Fst=
2 Aol Ed o] & Al ATt
1.19. &%

WebAssembly &7 © = Red Hat OpenShift Service Mesh =~ = A of] A 7] 5
ﬂﬁﬂﬁﬁﬁﬁ°%ﬁﬂﬂ%%lE&ZWﬂm%meMIE?EE%%

g % guth

ru9 °
™ m
e 2
A
e
re
2
ut
-
)

1.19.1. WebAssembly &%+

WebAssembly 2.5 & 548 £a ol SAFNA 4BD 5 900 FUAD Ao} A9, A&
S Ad % A s ek Bl S A B E T

gk

g 71

off

Red Hat OpenShift Service Mesh 72 Envoy HTTP Z B o] t} <3t 7] 58 Al 33yt

2% 8 9o BEday 24

ZE7I M E ST F A= Aol= A d HolH 2&EgA] Yl tr]<d

Red Hat OpenShift Service Mesh %S 4 sl W& 5 7HA] H&9] A5 Yt proxy-wasm
APIZ 275l SDKE AH&51o] 342 24511, o] 2 WebAssembly 2 52 7 7<) & T} 716 o)1
= 714l oF gt

169


https://www.envoyproxy.io/docs/envoy/v1.16.0/intro/arch_overview/http/http_filters#arch-overview-http-filters
https://github.com/proxy-wasm/spec
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A 4 5]

e

2]

WebAssembly vlo] E F o HAuldd 2= ¢lo] = A& 3lo] Red Hat OpenShift Service Mesh 3}
A3 = AR, T ool = proxy-wasm APIE 37l 5t 7] SDK7F 9lo] 23] A& 5 9l

Qo] A B2 A A EAH

AssemblyScript solo.io solo-io/proxy-runtime

C++ proxy-wasm ¥l (Istio 7] 51 E]) proxy-wasm/proxy-wasm-cpp-
sdk

Go tetrate.io tetratelabs/proxy-wasm-go-sdk

Rust proxy-wasm ¥l (Istio 7] F-1 E]) proxy-wasm/proxy-wasm-rust-
sdk

1.19.1.1. A o] 82

ZA" oY olu| A & Fa % B o] m X2 vrEH W HEH oY I Al 2~H o] £ E ] WebAssembly

pid

R EO vlo]lE Z =7} £3H .wasm 1< 7} manifest.yaml 3} o] ) o of gt}

manifest.yaml

schemaVersion: 1

name: <your-extension>
description: <description>
version: 1.0.0

phase: PreAuthZ

priority: 100

module: extension.wasm

3 1.13. manifest.ymlo] s 2= =%

g= g

schemaVersion iU s 2 7] vk v g o AL g U ok @A) b
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https://github.com/proxy-wasm/proxy-wasm-rust-sdk
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g= v

name A &ge] ol BYU T o] WEL vl Ehu| o B o]

™ A AHE-E A FFY T

l

description D 4ol Ameyth o] Y= gy o] B Y Bo)
o @A) A E A FEUTh

l

version A age] AU T o] WE L vl Ehu o B Q ol

o WA AHEE A ek o,

phase s el 7|2 da gAYk o) BEE A g
=Y.

priority A e 72 FAEHYYTh ol BEE A I 5
gyt

module o] 1 WebAssembly =

_?_
T} ol e = W4 g uQ)

= — 1 - H

1.19.1.2. Rust &% ¢

Rust SDKE 1183t 1 =¥ A A o #) = header-append-filter= %ié}é}/\
o 7 & o] 53 kS AHE-Ste] HTTP & ol st o] 49 st &
A Z= 7oA ME AL FRFHAL

N‘
N
PL
fr
o
o
= d
tE on
v}
o
v
W)

o
o

1.19.1.3. 8w

Red Hat OpenShift Service Mesh &7 ServiceMeshExtension 2] 25 A}8-31o] &4 318 4=
AU T o] o Aol A istio-systemS AEZ Zg¢l ZTR2AE | o]E Y}

T dlA B ass Ty

ServiceMeshExtension ] 2~ extensions.yaml 2] <]

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
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https://github.com/maistra/header-append-filter
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spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value

another-header: another-value

image: quay.io/maistra-dev/header-append-filter:2.1

phase: PostAuthZ
priority: 100

T B % & AHE-she] extensions.yaml vl & A& 94 T

I $ oc apply -f extension.yaml

3 1.14. ServiceMeshExtension Z = #-*%

3 —
=

metadata.namespace

spec.workloadSelector

spec.config
spec.image

spec.phase
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ServiceMeshExtension 4>

*Imetadata.namespacec] = 5 3l 9] 3
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spec.workloadSelector 2 == Istio 7| 0| E 9] o] 2]
22-¢] spec.selector I =} 5 3 217} <5

th Pod #lo] &L 7|Wto 2 sl a2 =9t Ay
t}. workloadSelector= = 4 sl x) ¢r o™ W) ¢ 23
o]£8 RE fAarEo gl A&H Yt

ole B AgHE FRE DEolH, o8 AAe
W 59 9 750w gk o

FGA7E A= ol v A E 7HE 7= HH oY o] m] A

o] A= 9] 7] Ezke - ¢] manifest.yamlo] 24 =
ZOl A FE AR A7 Yol 4= s Y th dA = QS
Aok Hof, A E A I - 7] Istio 7] 5 3 T sl
I AQAA Sgo] A== AXE AH AU
& 3k 3k PreAuthN, PostAuthN, PreAuth?Z,

PostAuthZ, PreStats, PostStats. o] = ¢] 7] 2z}
57 <] manifest.yamlo] 4274 € gho] x| ut AL-g-2}7}

HolZ % gyt
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2 A= A

spec.priority 5 3 spec.phasec] 3= e FFo] Fdd Y=
22X 9 2E 2o 345 e 7S, spec.priority = 4
3 A2 AATYUL S5 7 =0 shto] WA A
FHUTE o] & T3l A5 o]=H < S s &
o] 9] 7| ®zre 7o manifest.yamlo] 24 =
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1.20. 3SCALE WEBASSEMBLY = & A}-&

2
=

threescale-wasm-auth = 5 & 3scale APl Management 2.11 ]’} 3} Red Hat
OpenShift Service Mesh 2.1.0 ©]/}2] S tol] A A3 gt

threescale-wasm-auth = 52 ¢l Z 2] A o] A vlo] 2] A = o] 2~(ABI)2}3L 3}
AL o}‘— WebAssembly = & ¢] Ut} o] = 3scaled] i3t HTTP 83 & 2158
L RE A2ZEYSE TE3517] 98 Proxy-WASM A}e¥kol| )& A < g Ut

ABI /\} Z Proxy-WASM2- host 2= &2 EQ oot g E o| 59 BEHFZZZH = FF 7|5 7H
S A A T A A PPt
S5 Tl P iy
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l

#7322 Eg o] 27He] 4% HTTP X2 A)3} 45 %451 WebAssembly 713 w210 =

d 2 roxy-WASM0ﬂ/~1 A s A

HeZ Aggyh ol AZE o] &4 XN E Zﬂ*O}“ J’ﬂ sk
Ui%‘l‘é—lii_‘é%%xé-‘ﬂ%l%ﬂﬁi‘ﬂ%iﬁ%g—? AFUTh s 282 7
EA7F HF3171 98 o 7 Al A 9te] AA S ATy

o] R E AA = 7MY Ao A A E= HE
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[K

1.20.1. 34

threescale-wasm-auth =52 Proxy-WASM ABI A1 Fe] R = 78 3 9435 335 =2 AA HA5
Ut 22} o] A FH el A= Envoy 9WEF Z2A 2 A5l EE H A6 HAERASU T
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ZHA| A A w7 Service Meshe} =3 2 © =2 Proxy-WASM 2 = 4] 4l 3scale Istio o] 1] E] vl 32 of] A

4EFES o] RES FHT 5 AFUTh
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1.20.4. threescale-wasm-auth =& +4]

OpenShift Container Platforme] 2] 2] B2 A& o S A o] 4 vlo]ld g <1E ﬁl o] ~(ABl= &
3] 3scale API Management0ﬂ HTTP &% & ¢1=3 % = threescale-wasm-auth =58 74 4+ %5
Uth ABli= S 2E9t BE 7he] 45 28-S A olstal, S2E AMH|2E F/stH, RES A&t =5
Al 8HE AYT F AFU

1.20.4.1. A U] 2= W A] &%

A H] 2 "] A] &= ServiceMeshExtension 2= Alo] =71 T2 Ao Z 2 A]-WASM 248 =4 513 &
L F Y= AL A Ao gl a2 A o= A F g ) Service Mesh= o] AFg-2F 4 o] 2] A~ 2 3scale=
HTTP APl 2] 7} Z o3 A= A E # &3}

Y
R

WebAssembly &3 4 & A7) &5 Z2A4 =94
A NAL) AN FF D 2ol AR £ dFh

t}. 3scale A 2~ 0| ] A H] 2
APA QT A

°
ol BE5 A& Aw 2w A v oA Kubernetes 9] 2 = Bl ] ol v o] 25 A8 g

=8

3scale HIYU E Al A o] dojof FUth U x|l AMu] 2 2 #AdH o ZajAo] A 2 HE o
A o] ¥ SaaS T = 3scale 2.11 On-Premises

fiju

bookinfo 4] ¢} =7 o] =0

productpage n}o] =2 A H] o] RES % -&31H Bookinfo 41
Z o ZA oA S FARAIA L.

t}2 o #| = threescale-wasm-auth = & 2] A}-82} A o] 2]422] YAML & 2] ¢ 4 t}.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-extensions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/operators/#crd-extending-api-with-crds
https://www.3scale.net/signup
https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.11/html-single/installing_3scale/index#install-threescale-on-openshift-guide
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-tutorial-bookinfo-overview_deploying-applications-ossm-v1x
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o] of o]l 5] = Service Mesh, ServiceMeshExtension API¢] ¢] ~E 3] Maistra v} d & 1}e}

HUth E50o] 483 o Z Aol MEE 2 37] 913 WorkloadSelector ¢} &7 3-

scale-wasm-auth = 50| vl L9 Y| 25 o] 22 A afof ghut).

apiVersion: maistra.io/v1
kind: ServiceMeshExtension

metadata:
name: threescale-wasm-auth
namespace: bookinfo ﬂ
spec:
workloadSelector: 9
labels:
app: productpage
config: <yaml_configuration>
image: registry.redhat.io/openshift-service-mesh/3scale-auth-wasm-rhel8:0.0.1
phase: PostAuthZ
priority: 100

WorkloadSelector.

spec.config W=t =& 4o me} thEm o)l o)A 29144 etk UAl of oA
A EFI Th o) AL} A o] 2] dzs ol o] G

o] 4 & < yaml_configuration> #}2] XA A} 7S
S AR 3 2 9T

o

spec.config @ == o] Z2] 7 o] Aol wat EUTH ThE B E BEE o] AL F o
7
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spec.config % 1} 7] A} &7} A o] 2] Ao
o A&

I $ oc apply -f threescale-wasm-auth-bookinfo.yaml
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1.20.5. 3scale @]} ServiceEntry 2 24 & % &

3scale-wasm-auth 2. 5 ©] 3scaleol] 3+ 23 & 5213t E 5l 3scale A 1] 20 tf g+ A A 2= A

glo] glojok g}, 2] H ServiceEntry ¢ B A4 E 5 # 23}o] Red Hat OpenShift Service Mesh 2
Istio W el A o] &S 3T = AFYh

AH) 2w Ao A A e 2 ] APLE A7 ] APIS] didl= 9l Al A8 4] @ Avof] T g A&
2 AH] 2 H Ao 4] 3scale Hosted(SaaS) = 4 7 &1 t}. Service Management API= 7z} @ %] o] # 35
AR S ATFYT

Ho Aol g A S AU AA w2l APl= A ] 2o B3k APl @2 -7

tho 91 ServiceEntry AF8- 2 A o] 2l AAS Fe 2F o &gt

3scale 3 2~8 Wl = o] A& 2} o] g]AhX

apiVersion: networking.istio.io/vibeta1l
kind: ServiceEntry
metadata:
name: threescale-saas-backend
spec:
hosts:
- sul.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

3scale Hosted A =¥ o] A} &2} A o] gl A2
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-extensions-deploy_ossm-extensions
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources
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apiVersion: networking.istio.io/vibeta1l
kind: ServiceEntry
metadata:
name: threescale-saas-system
spec:
hosts:
- multitenant.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

SBAEE s o) el Hdo] AFF b T TS ST

WA o] AGsA @3 SHAES H gt w o WS AR .
I $ echo -n "<filename.ymI>" | oc apply -f -

I += in-mesh 3scale AP =5 v 2 = lF Ut o] H A st H AFS A} XA gl Aol A o] 3 3 A
H 9] 9% 2 WA T

ServiceEntry &4

1.20.6. 3scale WebAssembly = & 4

ServiceMeshExtension A}-& =} 2|4 2] 42 AFkS Proxy-WASM R Eo| o] &= A4S A Zy o).
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-routing-se_routing-traffic
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1.20.6.2. 3scale WebAssembly =5 APl 2 24 &

3scale WebAssembly = = 9] api # 9] T AE & REANA A& 74 HAS Ao

e
R

7 et api oA E WAl gl 4% 3scale
g & gt

A A FAY AL H
WebAssembly = &2 43}

api 279 £2+4

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: threescale-wasm-auth
namespace: bookinfo

spec:

config:

api: v1
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apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
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spec:

config:
system:
name: saas_porta
upstream: <object>
token: myaccount_token
ttl: 300
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apiVersion: maistra.io/v1

upstream:
name: outbound|443||multitenant.3scale.net
url: "https://myaccount-admin.3scale.net/"
timeout: 5000
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apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

backend:

name: backend
upstream: <object>
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apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

services:

- id: "2555417834789"
token: service_token
authorities:

- "*-app"

-0.0.0.0

- "0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>
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apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:
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services:

- credentials:
user_key: <array_of lookup_queries>
app_id: <array_of _lookup_queries>
app_key: <array_of_lookup_queries>
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apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

services:
- credentials:
user_key:
- <source_type>: <object>
- <source_type>: <object>

app_id:
- <source_type>: <object>

app_key:
- <source_type>: <object>
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mapping_rules GET 2% ¢

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

mapping_rules:
- method: GET
pattern:/
usages:
- hame: hits
delta: 1
- method: GET
pattern: /products/
usages:
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- hame: products
delta: 1
- method: ANY
pattern: /products/{id}/sold
usages:
- hame: sales
delta: 1
- hame: products
delta: 1
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credentials:
user_key:
- query_string:
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keys:
- user_key
- header:
keys:
- user_key

1.20.7.2. o Z2] A ©] 41 ID 4 7]

& Ao A= # 2l == &l oA app_key % app_id A7 8-S 3]
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i
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credentials:
app_id:
- header:
keys:
- app_id
- query_string:
keys:
- app_id
app_key:
- header:
keys:
- app_key
- query_string:
keys:
- app_key
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credentials:

app_id:
- header:
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keys:
- authorization
ops:
- split:
separator: " "
max: 2
- length:
min: 2
- drop:
head: 1
- base64_urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key
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credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator: " "
max: 2
- length:
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min: 2
- reverse
- glob:
- Basic
- drop:
tail: 1
- base64_urlsafe
- split:
max: 2
- test:
if:
length:
min: 2
then:
- strlen:
max: 63
- or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
- or:
- strlen:
min: 8
- glob:
- aladdin
- admin
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1.20.7.4. OpenID Connect (OIDC) A}-& A}

Service Mesh 2 3scale Istio o] €] 2] 7% T} 2 o o] ZA ® o 2 RequestAuthentication < )
F3le] AA A== dolE 2 jwtRules & 24 5 of 3 o).

apiVersion: security.istio.io/vibetal
kind: RequestAuthentication
metadata:
hame: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-
keycloak/protocol/openid-connect/certs
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OIDC¢] 3scale app_id &= OAuth client_id ¢} & X g}, o] = JWT E& 2] azp =+ aud Z =9

2%y ok
Envoy 2] Ul o] E]| . JWT ¢1& e oA app_id Z=2 714 28 W T8 A S A2 AL
credentials:
app_id:
- filter:
path:
- envoy.filters.http.jwt_authn
- "0"
keys:
- azp
- aud
ops:
- take:
head: 1
o] oA A= RE A filter 22 32 AL-835lo] Envoy- 53 JWT 213 U] o] E] B Z 2] 12 of| A]
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app_id S 7HH 289 v A E Fxsh Al L.

credentials:
app_id:
- header:
keys:
- x-jwt-payload
ops:
- base64_urlsafe
- json:
- keys:
-azp
- aud
- take:
head: 1

1.20.8. 3scale WebAssembly = & = 4 %+

2

ox

?_

t}&-& 3scale WebAssembly
[e]

L3 z
A ago THOR AFAEE AL + ABUT

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-auth
spec:

image: registry.redhat.io/openshift-service-mesh/3scale-auth-wasm-rhel8:0.0.1

phase: PostAuthZ
priority: 100
workloadSelector:
labels:
app: productpage
config:
api: v1
system:
name: system-name
upstream:
name: outbound|443||multitenant.3scale.net
url: https://istiodevel-admin.3scale.net/
timeout: 5000
token: atoken
backend:
name: backend-name
upstream:
name: outbound|443||su1.3scale.net
url: https://sul.3scale.net/
timeout: 5000
extensions:
- no_body
services:
- id: '2555417834780'
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token: service_token
authorities:

ke

credentials:
app_id:
- header:
keys:
- app_id
- query_string:
keys:
- app_id
- application_id
app_key:
- header:
keys:
- app_key
- query_string:
keys:
- app_key
- application_key
user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key
mapping_rules:

- method: GET
pattern: "/"
usages:

- name: Hits
delta: 1

- method: GET
pattern: "/o{*}c"
usages:

- hame: oidc
delta: 1

- name: Hits
delta: 1

- method: any
pattern: "/{anything}?bigsale={*}"
usages:

- hame: sale
delta: 5

1.21. 3SCALE ISTIO o] 9| & A}-&

3scale Istio Adapter:= Red Hat OpenShift Service Mesh U o] A} 2 &) ] = 1] 20 Ho] B2 =4
&3l sl A u] 2~ E 3scale APl #2] £ 243 598 = gl A9 4 o] 51 E Y4t} Red Hat OpenShift
Service Meshol| = 3 2 3}%] g5t
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ofN
fo

Red Hat OpenShift Service Mesh 1 = 2.0 o] &} o 4| = 3scale Istio o] ¥ | 7t A} &3
T AFUTH Mixer +4 @4+ H2] 2 2,004 H o] A& 5 2] ko Hg] 2 2194
A A = %4 t}. Red Hat OpenShift Service Mesh 1 2.1.0 o] 42] 79 3scale
WebAssembly = 52 AF&-3f oF o).

3scale Istio o] ) E] = 3scale Wl = 7| A = &4 3} stz H Mixer 3 2 2 Mixer
Telemetry = &4 3}&f oF 3+ t}. Red Hat OpenShift Service Mesh Control Plane #j

EL Y =L R

1.21.1. Red Hat OpenShift Service Mesh <} 3scale o ¥ & &3

filo
-
oX
et
o
%0,
o))
i
o

o] ] & o A & AL-E-3}o] 3scale Istio o] HE] = A H] 20 et 8 H &

AP 8T A

[ ]
Red Hat OpenShift Service Mesh #d 2.x
[ ]
z+e] Z¢] 3scale 7 4 (SaaS ==+ 3scale 2.9 on-Premises)
[ ]
ol = JA| E &/ 5l 5t H 3scale 2.9 o] ¢ Z o
[ ]
Red Hat OpenShift Service Mesh A} 7 2+ A&
[ ]

Mixer 3 2 2 g-o] @A 35 == &<l th Mixer B3 A|8) o] o] E Al Ao A= &)
Mixer % 2] Ale) JE] & glstal A A Ald g A sste AHS ATy o

mixer 2 121-& AHE-3h= 79 Mixer 4 2] 3! Telemetry = €73 5}3fl of guch.

A 27 o] = A] SMCP(Service Mesh Control Plane)= 2-v} =27 -4 8 oF gttt
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-create-smcp
https://www.3scale.net/signup/
https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.9/html/installing_3scale/install-threescale-on-openshift-guide
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17 A 8] 2 H A] 2.X

2
R

3scale Istio Adapter= A a8 AFEAF A 2] gl A gpdof o] YE mj/pHSFE F
7}ah= W o off ¢ Red Hat OpenShift Service Mesh A& 2} 4 o] 2] A~ E X314 A

E.3] kind: handler &) 220 F9] 514 A $.3scale A1 1= AR 2 Juo|EF o &
Yt A8l A o 2 service idE 2] 7|9 F718 4 2 A vk 3scale A A 9] sp}e] AH] 2~
vt A e 71 & A Gt E o] W] T84S A v 2 Y o} service_id =
PHEV] of F7}tet= 4§ thE A H] 20l 3scales &4 shstel W o service_ids = T W
= A71E A oF ?"‘4‘3}-

A o whet 3scale A T A 271 E AHE S Th

il
R

2
%
v
iu)
X
=

>,
1>
%
>
il
0%
aich

3scale Al ol 3t 28] 71 = WA A 1ZE AW
Yo

apiVersion: "config.istio.io/vialpha2"
kind: handler
metadata:
name: threescale
spec:
adapter: threescale
params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS_TOKEN>"
connection:
address: "threescale-istio-adapter:3333"

2 2 3% 7%, 3scale -4 ol A Al -3l URLS A1 215171 $)3ll params 4 4 9
backend_url 2 == A F & & 9l& U o] YE 7} 3scale &z @ n] 2 ¢l 2Bl A9} U3 Z
2B oA A3 E 2 iR ZF22~E DNSE Algstd = A5 /8 5 dFUh

Th& 3t 2Fo] 3scale Al ol &ob= Au| o] v glais AR sk AY S A Tt

& 3k service_idol| s 33t S A8 5l "service-mesh.3scale.net/service-id"
4 l—‘%% F7 Y o
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o] ¥ &=

1 %k £ "service-
& F7HgY .

1Al ol A FH 2] 7] 2] 29] o] Fo
mesh.3scale.net/credentials” ) o] &

9 Be Mu g Fohsle e 49 201 S 59 o] Bscale A1 915 P r L Au] 2 A

Aol A2 P ok

3scale 7+ 0 & 3 745 4 5t 3scale A 2] 7] 42 & A EF I oh

F5 74 o

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

1.21.1.1. 3scale A} &2} A 9] gl A2 AA

o] ¥4 E ol = handler, instance, rule A}-8 2} F 9] 2] A2 A 4+ 9

rr
k1
-
)
bl
<
i)
2
%0,
)3
i
)

3 1.22. A8

4 A 435 71 2%k

-h, --help ALE 71E gk Ao o gt oly 8
=5UEE A4

--name o] URLSY] 21§ o] 8, EE o
2

-n, --namespace HZ2 S AT YA olu o istio-system
# 0] 2=

-t, --token 3scale AWM~ EE o
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<A A4 5 FE 7123k
-u, --url 3scale &2 =} 249 URL d)
--backend-url 3scale @ ol = URL. A A ol o
SH Al 2=F) Ao A ¢
= 7S AA e
-s, --service 3scale API/A4{H8] 2~ ID ol o
--auth A A& 93 3scale 21= oy e slo)|H g =
3} €1 (1=API Key, 2=App
Id/App Key, 3=0IDC)
-0, --output ARE U ~EE A ofy & iF &Y
e T
--version CLIHALE =dsta = oty &
Al FEFY L
1.21.1.1.1. URL o Ao A & =5 44
o
[ ]
vl 32 o gl E o] A wj Y 3] ~E Al A of] 9)+= 3scale o] HE ZH o] o] H]X]
o 4 oc execE F3ll b WH S APt
[ ]
3scale-config-gen " & & Al-&3lo] YAML 1 & 2 Soj227] 9 52 wx]
@ % Ay ch
[ ]
FA S AL slE A9 —-serviceS A e & U Th
[ ]

o] %2 oc execs Faf ZE| o] o]w]A] WA T ZafoF FuTh

3scale-config-gen W & & Al83lo] E2, URL 42 & X2 7]| 2 of g A u] 2o A 5
< g

o o
g5 dEs PEs g

)
fiL

$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"
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O Al M = A g 7ol ¢ e IDE 23S AT v

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

4L
[}
NAME2 3scale= #2] &3] A H] 29} sl o ARE-sh= 2 EAd YT
[}
CREDENTIALS_NAME %=+ 52 4 ] match 4] of] 3 &3} 28 =}
¢JUrth CLI & AFE-3t= 79 NAME 298 212 215 A A U th
[}

o] S 433l istio-system U] 2 o] 20 Wi £ H o] AE oA mjUH2ES YA T

Y,

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \

--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

2.
Huldo] A Z S8 o] AEYh a3k 749 o]z sk A ZS ¥F 313 oc create W & =
ALE-5te] Q HAIE S A AT
3.

8 o] ol GElo] =Bk o] Y= A v] 27} 3scales] APIS) vl 5 4] & Lolok gh]
e b B O ol s Y RE AT 5 S Th
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https://github.com/3scale/3scale-istio-adapter/blob/v2.X/README.md#routing-service-traffic-through-the-adapter

A= Hola A3H(AR)

28] 7] £ service_id= st= 74

<)

HQd FHo7 YIATEE Ao o] ET .

o
bl

A el 7)o obH £ A e
4

A4,
aloF g th A7) Aol S e

$ export CREDENTIALS_NAME="replace-me"
export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"
patch="$(oc get deployment "${DEPLOYMENT}"

17 A 8] 2 H A] 2.X

of o Aol Al FHE AR = DT o] E

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":

{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}

}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"
oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

1.21.1.3. o] HE E E3 AU~ EF T g9

3scale oY E S Z&] AU 2 EY IS G5 S GHAS =24 A L.

AR 2 AR

[ ]
3scale #2] 7o) ¢1= AR @ Au]| 2= ID
ZRA 2
1.
kind: rule 2] &~ 2= 2] -] o] 4] o] A of] A A 3l destination.labels["service-
mesh.3scale.net/credentials"] == "threescale" ++2] 7} & %] g1 t}.
2.

{{$vi}"{{ end

Mu| =S 6] el thd 2= = v Z oA 919 # o] &2 PodTemplateSpece] 7}
't} threescale 72 A E A 2] 71 9] o] &2 e Yt o] 2] 2] 7] oA = 3scales 3= 3}

o Was M B2 A gah
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AR o] F7tste] 23 A IS AE Fall AU IDE o HE o ﬁ%%‘

1.21.2. 3scaleZ =3 A4 +4

3scale =

1.213. 7074 &

destination.labels["service-mesh.3scale.net/service-id"] == "replace-me" @ o] &2 ¢

O

FEAYS TASEE e A4S By 0.

2
R

3scale SaaS 37 ¢] 73 %-, Red Hat OpenShift Service Mesh=

29 AN BT

[your_API_name] -~ 532 & o]5 g},

2,
o
i
i
ic)
o
AW
u)

B Zo A Istio &4 S Ay}

ot

o] Z) 4] APl Key (user_key) &2 7] 22 o 7 Mel g1t}

AF Aol ES S sto] A9 AHS AT

A}
2l

U,

Z*Early Access -

3scale System API2] S8 7122 o 7 ol e oA 7 A H Yt} &&o] cacheTTLSeconds %t
B Q= fA oA A AFG YT =gk 7| 22X 02 JfAIE FE] A A2 L2
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cacheRefreshSeconds 7}ol] W&} vrg 5 7] @ % Ao A) =g Y} o] S cacheTTLSeconds 7+ x th
=A A5t A A E2 A- S v &5 F AdFY T

[ ]
I3 API 7]: 2 Ate} Al T8 EE0 2 2 sle Joo 9 #4E E= A Y YT
[ ]
of ZEAl ol A EA E 7] A H7] Bl AEA g WA Vet Al AE 7] SAE Y Y
o
[ ]
OpenlID ¢1= 35 : JSON ¢ EZ oA & 245 F8o|AdE ID E24 Yyt
1.21.4.1.91= 9&1 3 &
°lF FFS AT U2 A5 WY oAl A E A2 A ARE R GO Y AAE YT

[}

274 3y
[}

23 w7l H S
[}

23 &y g A i & o
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B
R

Aol A e A she A LA ok FUth o & So] User-Keyz 3t & 1)
™ T4 o A request.headers["user-key"] = x5 o] oF gt}

1.21.4.1.1. APl 7] <15 W

V]2 2] = subject A8 41 2) 2] &2 vl ) ele] user 410 A€ o) 2] )R 8 &
F A E oA API 7| & Z5UTh AL A F o @22 shdo] A E AR e g ch A5HA e
G4 Aetsiel APl 7] QAL A W aSs B 2 St AR 5 S,

o] o ol A} M) 2= W A= user_key 7 2] wj Ao A APl 7] 2 Z5 U Th AP 7] 71 A ) wj A
o gl xn] 2w A] 71 user-key 3B 2 el gyt

APl 7] Q15 R o

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers["user-key"] | ""
action:
path: request.url_path
method: request.method | "get"

JHEIZF O E A wi/lHG = 8 dlu & AR S st W ol 52 A AsA M3 dY o o
Z So] "key"gt= F g wjr Aol A API 71 2 FelsteE request-query_param5["user_kev"]%
request.query_params["key"]= ¥ 7 g t}.

1.21.4.1.2. o) = A o] A ID Bl f ZA o1 7] & AT

of

H

2] ) 2 ] A] = subject A& 2} A 9] @] &2 1) 7)) ¥ 4=2] properties &9 A A H = A WA
T2 8 sy fEE Aol IDS} e FE A o] A 715 FHFU T A FE A 1A 7= A8 Ay
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b ARE A 9] ¥ 22 T o) A ol gtk Aok 2 FHL Astel 44 31
AN A2l i Ns w2 g HR A8 5 sy

o
(i
MHx
>
f
)
filo

o] o o Al AH| 2= WA= #E] v fET Al ID E o F Aol 7| E WA 23 Hao
B¢ 8d sH = ol sdYTh

HZe Aol d ID B of S A o] 7] 4 1T W o

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers[ app-id"] |
app_key: request.query_params["app_key"] | request.headers["app-key"] |
action:
path: request.url_path
method: request.method | "get"

AWEL O A viwSs mE 2F U g AAHES dEE o] B A WA T o
£ Zo], identificationz}= A7) v/l 52 o S A o)A IDE &<l steH
request.query_params["app_id"]-2 request.query_params|["identification"]= 73 1 t}.

1.21.4.1.3. OpenID 21 % W

OIDC(OpeniID Connect) oI5 4S5 A1-83512 H subject 2 = o 4| properties 7}2 A& 3}¢]
client_id == 2 23 79 app_key= 243 5= HYh

olAe] AWE WS AHgate] o] QHAEES 24T 5 AgUth ok 44 o] A Feho]E 2
2 240} Z 2] A o] A ID)i= azp @ o] 2 ol ol 21i= JSON §] E2Z(WIWT)ol 4 7% 24 Hv . B 2ol o}

g 54% 5 AFUh

OpenlD 2135 W <
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers["app-key"] | ""
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""

o] Foto] &utEA st FEtolAEZHID T35 2HIdP)o 4] A4 =] == OIDCE 3scaleoi 4
s oF U Th sl & A M 29F TS Ul P o] 2o BESIE = AH 20 tisl] 8 dsh o E
A A s oF U th JWTE= @ 3 ©] Authorization 3|t 2 A 25U th.

ofzf o] A o] = 41 = RequestAuthenticationoi A issuer, jwksUri, selector= % & s} tf A 4 t}.

OpenID % 2 <

apiVersion: security.istio.io/vibetal
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-
keycloak/protocol/openid-connect/certs
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1. A 8] 2 W] A] 2.X
1.21.4.1.4. 3lo] Bgl = o= vy

P H g BES HY

5 3 3
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers["user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers[ app-id"] | "
app_key: request.query_params["app_key"] | request.headers["app-key"] | "
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""

1.21.5. 3scale Adapter =] 3L

7182 0 2 o]} E] &= /metrics &7 o] X E 80800 A &7 =+ t}%3 Prometheus X X5 H 313
o} o] g g A= o] §E ¢} 3scale 7He] S 28 Fa W2l of Ul gk AL EE Al F Yt o] AH] X
= Prometheusd| 4| #5302 HA 2 A3 YPSEF o] Eo] AP

of

2
R

Service Mesh 1.x¢] o]z g 2]~ o] % 3scale Istio o] HE] A Lo T35 R = HA
Abgro] dHFYth
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Prometheusol| 4| #] 3= wWll= )]0 s g+ o] 718 o]Fo] WA H A==, Service Mesh
2078 ths A A7 A F YT

¥ 1.23. Prometheus #] X%

AR R Avd
threescale_latency BB o] N E] ¢} 3scale 7+2] o) 7] A| 7+
a3 gy
threescale_http_total 7} $-¥ 3scale Mol =of o &+ 9 F o] HTTP
AH SHE Z=dYh
threescale_system_cache_hi 7} &¥ 723 A A 7FA & 3scale Al =
ts o] ek = 9% 9
threescale_backend_cache_ 7} - wloll = 7 A] o] A] 7} £ 3scale Y
hits dzof 3= @3 5tk

1.21.6. 3scale W al = 7) A]

3scale 1 2l = 7 ] = 3scale Service Management AP12] S2lo] A E o] )t W3dk Fof 9 151 7)
A& AlFFdUth o] A= oW E ol W E AEArt A F& 717 o] WwolElths 7MY stoll 54 4
oA EH 7] e Y 7 AFY

3scale Ml = JjA &= 7| E A o 7 v &A]5lE] o] 9l th 3scale WAl = A 7] 5
G2 U7 A Z2AA E W 2] ¢ e Al AHE ] A9 FYHAIE
e AE W A H QoA B gelA A-gEH YT

o2 rlo

1.21.6.1. Wl = 7 A] A 35}o] o] H

U2 Q= JRA] &g ske] B 7EA] ol d Yt

[ ]
3scale Istio Adapterol] A 2] 3= A H] 220l A A 23 FeF o) 7] A] ko] A w ol = Fj
A& &4 s
[ ]
Wol= WAl S /g3t o] Y E 7} 3scale APl 2] 212] 27 518 A& glshA] Xt
B2 7] AlZke] ol 54T
o

210



17 A 8] 2 H A] 2.X

o] &7 sl 3scale Istio Adapter~} 3scale APl &) o Al |3 ol S g Hs17] A
of A7 g AMAFET 4= =5 3scale At Fojo] vz W A 7F A E Yok Hg F o
= 5% e AR 28 5= A te] 4 #5UTh

ol = 7] 4] & 3scale Istio Adapter= 2 3 5} = A 8] 2 WAl 9} o} 2 X 2] & 9] X] ol A
3scale APl # A2 3283 of §&34t).

2% o 2 3scale Hosted(SaaS) Z 2 Z 3 B & o] YA WF AL A7 T2 A 8] 2] 93]
U g2 7184 999 I o= Z] 2F oA 3scale APl #2312 3 4283 ALY Y EY A
$ W& =7} 3scale APl &2 #1¢] Fof Bl A% &Yt

1.21.6.2. t) 7] A 7+S Zo)7] Yot "=

T2 o7l A0S H Eol7] 918 A& td o

[}
F o147} A @ wjvhe} 3scale o YEI o] W o] e g0l E.
o
%, % 7l o4 e] o WE QI v} FeA) 707 ghel HABGS SAAYYT
o
AT 23T P A FAL fEsHE 2ol YT N 548 7Hs el
AR, 7 28 & Al et o AE o) we} of W 2 He Eral L, oW 2 W Tl s
t}.
[}
Yolel g SejAstn As Hol Jug Julol =T + 9t o WE A& APl 2] Aol
A Ane Rustd $3 FRAAL FUE & A&
[}
APl el 2t A4S W Y EHD A BAZ A3 o HEl AN 23 5 G/AR ANE 2
AR5 PeAe AL T Yz 2= Fao] 449
[}
Az o o WE S FYF HF Aol 4717 11 Hol) A4 ol WA, APl 7
2ol el 57] 918 o 7] Alzbe] Sof g ok,
[}
AHE AN E BYBE A S Tt AFY A ol WA W B YL+
slof SR A A 2 dzeel Heto] Pk,
[}
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Mme @ A AR TelH e Al ol S Al L AH A 27
Utk

ol vl &l et 571

1.21.6.3. o= A A] A4 A

O ZAE= WA= AN 74 43S A8 ddnt
°
3scale 74 SN WA= ANAE FPsk= S HFUH
°
upA ek 37kA] A ol A WA= A B 5HE Ao} P Th
o
PARAM_USE_CACHE_BACKEND - @3l = 7] 2| & &4 3} 512 ¥ true= A% it
o

= o4 A

PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS - 7| 4] & ] & & API
Fe Aol Z Al st = S Al Abol o] ATK(Z)S A Tt

o)
= T A= 67T

o
MUl @S 318197 B AFIFTE AR

=
=
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I $ oc get pods -n openshift-operators

il

i

NAME READY STATUS RESTARTS AGE
istio-operator-bb49787db-zgr87 1/1 Running 0 15s
jaeger-operator-7d5c4f57d8-9xphf 1/1 Running 0 2m42s
kiali-operator-f9c8d84f4-7xh2v. 1/1 Running 0 64s
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NAME READY STATUS RESTARTS AGE
elasticsearch-operator-d4f59b968-796vq 1/1 Running 0 15s
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I $ oc logs -n openshift-operators <podName>
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$ oc logs -n openshift-operators istio-operator-bb49787db-zgr87
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istio-system 2 SMCP & 4 %] gt v] d 235 o] =YYt}
I $ oc get pods -n istio-system
=9
NAME READY STATUS RESTARTS AGE
grafana-6c47888749-dsztv 2/2 Running 0 37s
istio-egressgateway-85fdc5b466-dgggt 1/1  Running O 36s
istio-ingressgateway-844f785b79-pxbvb 1/1 Running 0 37s
istiod-basic-c89b5b4bb-5jh8b 11 Running 0 104s
jaeger-6ff889f874-rz2nm 2/2 Running 0 34s
prometheus-578df79589-p7p9k 3/3 Running 0 69s

g2l wze] e & FI g th o 7] 4 istio-system 2

I $ oc get smcp -n <istio-system>

STATUS < o] ComponentsReady ¢1 7% A x|7l A3 & oz 59 A 54U

=9 9
NAME READY STATUS PROFILES VERSION AGE
basic 9/9 ComponentisReady ["default"] 2.0.1.1 19m
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NAME READY STATUS TEMPLATE VERSION AGE
basic-install 9/9 UpdateSuccessful default vi.i 3d16h
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$ export JAEGER_URL=$(oc get route -n istio-system jaeger -o
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I $ oc login https://<HOSTNAME>:6443

2.
A ZY0L AXE 2 ER M7 FY(d: istio-system ).
I $ oc project istio-system
3.
ServiceMeshControlPlane =} H R 31 ok
I $ oc edit smcp <smcp_name>
4.
= of A 2} LOl name S A-&3le] ZEA 210 g 3 o] 5 A A ¥ th name 3t

oW B gEo] 7| FH A & SHD}

spec:
proxy:
accesslLogging:
file:
name: /dev/stdout #file name
€2 Pod A Abol| A 2 8HA A 2.

Pod &4 51720 o g A+ g
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2HA FrE FFFYh
[ ]
EEata i
[ ]
Au) 2~ 2
71824 2 2 oc adm must-gather & & 2 7] 2 &2 12 o] v X & A}-&3}aL /must-gather.local |
F4th
Tt Add A E g2 443 JAFE AMEte] HE S ddste] 58 ARE 1T F AF
Yo}
[ ]

s ol 4ol B4 7% 7
image 15 A} &3t

r <
i
(it
=
o
o
i
r
)
QL
A%
)
v
oo
=
2

of U = o]m Ao --
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$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-
must-gather-rhel8:v4.10.0

[ ]
AL 25 W o Al AW E o 2 - /usr/bin/gather_audit_logs <1+ & Al
& Fyrh
& ¥ o FFYTh

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

o
bl

AL 2 s e] 2718 Zo)7] A8 1R AR AEe] YR FPHA

4k

oc adm must-gather & 235l Z& 2E ] A] ZZ A Eo 9l ]e] o]Z0] 9l Al Pod7 A4 HY
th. el & Podol| o & H| ©] ¥ 7} <=5 =] o] must-gather.local = ] zst= A B g ¥ 2]l A7gYth o] o
de s 34 29 A ddE el AEH AFH Tk

s &9 =3 AFYoh

NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bkix4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2 Running 0 72s

1.23.2.4. Au] 2 v A] "ol 43 A X

oc adm must-gather CLI ™ & & A}-8- 5l Red Hat OpenShift Service Mesh¢} <1#H 7|5 9 @
HAEZ x3ste] Se2Ho it s 4T = AFHh

A 2T AL

[ ]
cluster-admin & 8¢ A} 8212 Fe) 2E o AA AT 5 9lojof gt

OpenShift Container Platform CLI(oc) 7} A x| =] o] 2l o] of &t}
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precedure

1.
must-gather< A1-851o] Red Hat OpenShift Service Mesh t)) o] E] = 5=4 5l ¥ Red
Hat OpenShift Service Mesh o] 1] %] £ =] 4 s} of g1 t}.

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-
gather-rhel8

must-gatherS AH8-sto] 54 HEE £ <) Ul 9 &3 o] 29 tf &+ Red Hat OpenShift
Service Mesh o] & £ 4~%] 5} ¥ Red Hat OpenShift Service Mesh ©] 1] %] &} 4] J 23 o] =
= A A3 oF gt} o] o o 4 = <namespaces> = istio-systemz} & AEE Z g2l U2y
o] == vhig Yt}

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-
gather-rhel8 gather <namespace>

< 28 4 3 == OpenShift Container Platform 2! Red Hat OpenShift Service Mesh
v AR E AT L.

1.23.2.5. A| ¢ Aol 2= A=

AR 2T AV

[ ]
cluster-admin & gt o] AL &2 2 ZF& 2E o] AA 2T 5= lojof gt
[ ]
OpenShift CLI(oc)7} 4 %] 5 &) 9121 T}
[ ]
Red Hat 527} 9 A4 o] glojof et}
[ ]
Red Hat T == Zgjnjg B A3 P Mo &Yt}
Z 2 A
1.
Red Hat 577 & o] &= 1¢]13l52 SUPPORT CASES - Open a case = A€ gttt
2.

Aol )3k 243k 718 a2 (o : Defect / Bug), A & (OpenShift Container Platform), =)
F WA (o] o} AF JE A 2 A 5)S A9
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3.
HIEE A9 #do] S 4 2= @7 Red Hat A 2 Hjo] 2~ &R 558 gy
A otEl B2 FA 7} 8] 4% o Continues =2 3y},
4.
A o] T4 H Al T2l Ul gk AAl g B o A A FA N A A ] A 8.9kS Y
ERZash=s
5.
HAw = A ¢ 3 = #|tE Red Hat x| 2w o] =~ &34 555 134 Al 2. A ©]
22 RGN o B2 HEE Xﬂ%‘S}L 5o A st Utk Al tE FAE FA ) &l 4 = A
ek o1 Continueg =3 gt
6.
AAE AA BRI AG SR gRlstar Qs A FEsA 4 F U
7.
Z}% 9] = ¥ OpenShift Container Platform 2] =¥ ID7} £ulE2% gl gt 24X
e A ZFH2HIDE 522 A S Y
[ ]
OpenShift Container Platform ¢} &S A1-83le] Z2]2H IDE &% 7H4 9 &

A oS Sy

Home - Dashboards — Overview=® o] =3} t}.

Details 4 4 o] Cluster ID Z = o 4] ZFS 25U T

[}
I- = OpenShift Container Platform ¢ &8 53] Al XY Alo] 25 1L Fe{2H
IDE 5o 8 AHT + dFUTh
a.
Eulo A (?) Help — Open Support Case 2 ©] &3 t}.
b.
Cluster ID 3}to] At 5o 2 9= 1)
[}
OpenShift CLI (oc)E AH-g-3lo] 22 2F IDS dodd thg 93-S A8

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

232



17 A 8] 2 H A] 2.X

8.

ZEZEV EANHYE OF 225 99T §F Continues 34t

[}
of ZAI7F ool A LA HFU7F? of | A| A7) 2 S ARE-sEaL AFY7E?

[}
o] Fzto] AA LA FFU7? EA e = DA FU7? w4 o2 Ay 71?

57 A ZE R EAF Y 72

[}

o] A o] LAY 717k gl vl =y 2o v X = G e JHE AT FHA L
0.

#d Ak dolH 3Y S ¢ Z=3513 ContinueE 2 &4 t}h oc adm must-gather % 2
Abgete] R E HolE gt T R o R FHHA &2 54 EAlok A HE HolHE AFete
Zol FFUH

10.

11.
Aol 2 ME FHE v 2] K3 Submits &9 3.

=

o

124, 40 2 v 4] AEE EA9 74

AXNE

7] ¥ ServiceMeshControlPlane (SMCP) 2] A2~ & =74 3l Ay &34 3] AF&A A 2] SMCP & 4~~E

3 4] 5o Red Hat OpenShift Service Mesh= A}ﬁz} A A ¢ dHF Yt} o] ZZE A Ao 4= SMCP

a2 AFES £ Y= A AL Ay

1.241. JEE Z# < miNw

t}& ¥ o) = ServiceMeshControlPlane @] 2~ 29 H A9 w7l ¥ 57 U< 5 o] 941Ut

3 1.24. ServiceMeshControlPlane ¢ 422~ w7 H 4=

=
A4

ol&
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& A1 %3
apiVersion APIVersion& v} o] 2] 4 & o] 9 ServiceMeshControlPlane =
BAE ¥d9] ~7|n2 A3 A 2.09] 72 maistra.io/v2¢ 1
AWM EIAE 27|nE HA W o
F zho = w gl o 3k, 14 = A
e HS ALY F AFULL
ServiceMeshControlPlane
A 2.0¢] 3--& maistra.io/v2 4
=3
kind kind= o] 9 BA E7} JE) = ServiceMeshControlPlane-&
REST 8] 425 el = #AE ServiceMeshControlPlane2] 82
ESiRh= gk fES AP
metadata o] ServiceMeshControlPlane =229
Qlz~d 2o gt vl ebe o] H Y Y
. AEE ZHJA XY ol5 & A
Aoto] 2 S FAL F AdFUT
(<l: basic).
spec o] A &S 25 FXEAA
ServiceMeshControlPlane ¢ Q.
Hsh= dH AFEA U A 7)ol =
AEE ZHAS +AH= RE F
A 8o gigk A FAol 23y
=
status o] ZpA S &S 3L Fxat A

ServiceMeshControlPlane ¢ 9.
A e AEE FHAS 74
st 7 8494

o EOH ServiceMeshControlPlane ] 2= 2=9] Al¢Fo] Y H o] JlFUth ol gk w7/ HFE W
i d Hat OpenShift Service Mesh 4 @ 47} -+ €Yt}

3 1.25. ServiceMeshControlPlane ] =2~ A} ok

ol A4 T4 7hes st wiH S
addons addons v 7| H 52 AFL51] A 3scale, grafana, jaeger, kiali,

7tsh, A F 2EA ek e A4 71 prometheus.
EE EUU 7 8209 F7t
7IsE FAAEY
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olg ]

cluster cluster mj/| 4= 28 2H9 g
(e F 8 2F o] F, U ES
A ol &, thE FH 2FH, WA &

)e AF g

gateways gateways v 7}l ¥l 5= 2 2183}
w Aol tf &k 4241 8l FA1 Alo] E

ol & T4 gy h

general general 1| 7| == oF 2 3ol 3
FohA e AWM A EE ZeA F
& vEhdy o

policy v 7§ ¥ 45 A3l HE
E ZU ol HE A HALE 74
3t} spec.policy.enabled=
truez 243t A AXAE A

3@ 4 9lsuh

policy

profiles profiles ©j 7 ¥ == A}-§-3}o] 7]
B ol 18
ServiceMeshControlPlane =

EEERIE S

proxy proxy i 7 ¥ 4= & A}§ 5tef Ate]

=7te] 714 B

o
i
o ©
i
i)
v

runtime runtime v 7 H == AFE-5lo] A
EZ EYQ 748 845 4 EY
t}.

Hol security v 7 ¥
EE EY el g
et
techPreview techPreview v 7| <=2 A}-& &}
A 7le Zg Rl e 715l 271
A2 4= dFH T

telemetry spec.mixer.telemetry.enable
d=true= 23 59 Telemetry7}
2 sty

17 A 8] 2 H A] 2.X

T4 75 A A

meshExpansion,
multiCluster, name, network

enabled, additionalEgress,
additionallngress, egress,
ingress, openshiftRoute

logging, validationMessages

mixer remote & = type.type &
Istiod, Mixer === Noneo = 4

48 %+ 95y

default

accessLogging, adminPort,
concurrency,
envoyMetricsService

components, defaults

certificateAuthority,
controlPlane, identity,
dataPlane, trust

g gl=

mixer, remote, type. type &
Istiod, Mixer === Noneo = 4

P8 & 9y
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olF v TA 7@ wiNAT
tracing tracing v 7/l ¥ 4= Al-&-3l o] 1) sampling, type. type & Jaeger
A o] Bak 27 S 34315 o). T=Noneo 2 44 & 5= JHY
=
version version mjj 7/l A 4= Al-& o] A TAE

A& AEE Z 22 Maistra 3
S AGFYh Ho] dE PR
ServiceMeshControlPlane &
A3 w) %< Webhook= W A&
A Mdez Ay ch ¥l A
ol =M=
ServiceMeshControlPlanes 7}
v2.0°o 2 A4 gych vl mdo] 9l
=7
ServiceMeshControIPIanesTt—
AR L &x8Yt)

ControlPlaneStatus = A v] 2= W A] o] A A A S JebE YT

3 1.26. ServiceMeshControlPlane © 42 ControlPlaneStatus

olg ]

o
oftl

annotations annotations v /| H =
ServiceMeshControlPlane o)
A ES A 8 4 o o] dul
Hog FELE= A AHE AH
o) o] gt e = o4
JSONPath L& 2l o A] ¢ B AE
E A FgEoCHHE = A

Abg-g T,

-
o,
9
)
off

conditions | E o] A Feol thsf AH8 string
FHA #ES YERE YT
Reconclled{— Operator7}
ServiceMeshControlPlane &
28] A& AbE st M EE
A aao AA e E 2E A=A

2= yeby Yyt Installed =
AEE ZH Qo] AAHA=AE
Ueld Yok Readyt FEZHE
ZHd 74 a7 EH EHA = 1

o 2g ey

roln _]N

o)

olr 111

components

=
o
Bufis

E

99 744 24 string
Yt

i
)

=)
) m}m

Al
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olF A
appliedSpec =
9

appliedValues

EE A= o AMeE = A3
values.yaml¢j 4 t}.

chartVersion o] FAAE
H AFE HAYd Y
observedGeneration A HE 2A

4 t}. status.conditions =
status.observedGeneration
2 =7} metadata.generation=}

A oA e A5

Hy.

operatorVersion

241 el 7} o

o] P aiE npA o g A st

Operatore] ¥}z J Yt}

readiness R
Elf

o oX

Ut

o] < A ServiceMeshControlPlane 7 2] ol = x| ¢

ServiceMeshControlPlane z] &2 ¢

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
proxy:
runtime:
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
tracing:

PN PN RS P NS

H] A¢

AN

HE 2E )

H

3

17 A 8] 2 H A] 2.X

ControlPlaneSpec

ControlPlaneSpec

string

o
iy

string

string

Hel

7

3}
=

o]

o
A

Py
E]

U,
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type: Jaeger
gateways:
ingress: # istio-ingressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
meshExpansionPorts: []
egress: # istio-egressgateway
service:
type: ClusterlP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
additionallngress:
some-other-ingress-gateway: {}
additionalEgress:
some-other-egress-gateway: {}

policy:
type: Mixer
mixer: # only applies if policy.type: Mixer
enableChecks: true
failOpen: false

telemetry:
type: Istiod # or Mixer
mixer: # only applies if telemetry.type: Mixer, for v1 telemetry
sessionAffinity: false
batching:
maxEntries: 100
maxTime: 1s
adapters:
kubernetesenv: true
stdio:
enabled: true
outputAsJSON: true
addons:
grafana:
enabled: true
install:
config:
env: {}
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envSecrets: {}
persistence:
enabled: true
storageClassName:
accessMode: ReadWriteOnce
capacity:
requests:
storage: 5Gi
service:
ingress:
contextPath: /grafana
tls:
termination: reencrypt
kiali:
name: kiali
enabled: true
install: # install kiali CR if not present
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali
jaeger:
name: jaeger
install:
storage:
type: Elasticsearch # or Memory
memory:
maxTraces: 100000
elasticsearch:
nodeCount: 3
storage: {}
redundancyPolicy: SingleRedundancy
indexCleaner: {}
ingress: {} # jaeger ingress configuration
runtime:
components:
pilot:
deployment:
replicas: 2
pod:
affinity: {}
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
grafana:
deployment: {}

pod: {}

17 A 8] 2 H A] 2.X
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kiali:

deployment: {}
pod: {}

1.24.2. spec " 7| H <=

1.24.21. L vk v 7 H =

+ - ServiceMeshControlPlane ¢ X A E ] spec.general wjj 7}l 1 =9} 21 4 gk 2k} A ALE- 7F
Sl e RS B F = gy th

i
&

w7} S e

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
general:
logging:
componentlLevels: {}
# misc: error
logAsJSON: false
validationMessages: true

¥ 1.27. Istio & vt v /R

o 7 v 5

{117
of

S AHEske] AEE 59 e
I logging: ol 74 @40l td 27
= TAEUS
S AbgEt] A 24 ® 7153 3k trace, A= e
logging: 3 Fee Ad Iy debug, info, warning,
componentLevels: error, fatal, panic.
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w7} A A # 7123k
7}-s ¢k %k trace, A gle
logging: debug, info, warning,
logLevels: error, fatal, panic.
JSON 24 & &7 5}s} true/false gl
logging: Ak vl 2 shste W &
logAsJSON: AHE- S o
S AF&-3le] istio.io 2] & true/false AT gle

Z W AA & B4 85
u} ul g sheh o) o]
gazol Y 0 RS
BASE W 88 F 9

sy

I validationMessages =9 “dH =0 the 4

1.24.2.2. profiles ©jj 7] ®H 4~

ServiceMeshControlPlane @ 2 A E = 2 3 8 A} &-3lo] AL 7153 FALS AT = A5t
ey 43S 74354 ¥o ™ Red Hat OpenShift Service Mesh7} 7] 2 2 9 & A& o).

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- YourProfileName

z2y A e AP HEe AEE o

o,
[kl
!
<)
0

2
filo
}1_:1
BN
ok

>,
>,
to

Bot Ao zASE d A= A3 2% AlF HoH(mTLS) & FH X34 A L.
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1.24.2.3. techPreview nf 7] 4 4=

I M
L)
Jo
=2
%o
fr
N
off
-
BN
N
2
=
[>
e
4>
¥o,
o))
i
)

spec.techPreview v 7] 1 == A}-8-31H 7| &

1% Zeli 71 Red Hat T2 84 42 £ A SHSLAYI A 7191517 oo
NeHow SAA Fe 5 AeUth Bebd ZREA B0 AL§ S 2L AR
A gt ol % 7152 AL FF AF 7153 2710 o] § o o] A 37
AR 3 0) 7158 HAT T =R G AFE - 5l . Red Hat 712 22l 1 7]

ol A g ofoll ek AA FH W &2 7=z F A WS TR AL

1.24.2.4. 7 v 7| H =

t}-2 o A o) 4 &= ServiceMeshControlPlane ¢ 2 4 € 9] spec.tracing vl 7 1 =<} & 3 33} $H7
AHE 7hs gk mi R ol i AW S HolsU

4 w7 o

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
sampling: 100
type: Jaeger

¥ 1.28. Istio 32 w7 H 4

o 7 v 5 A s 7123k
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w7 A A ey 7B
A =7 ¥ Envoy 0.01%(00l| A1 100%) =% 10000 %(F2 4 2] 10
tracing EAZEFAS A S HERE 0olA] %)
sampling: H=E A48 Yth AF 10000 A}o] &) & 2= 7k
o H & & A3t F7 Ytk o & 5o 3210
A] 2~

o RyEE 2% o= At el 01%
ogyct. 2100 o= Hd4gslar gt
450022 ¥443A o

g2l 5%Es A& 5L,
10000 o= d4sld &
2] 100%E W&+ T

o}
A A Y= $Ad3 = noneJaeger Jaeger
tracing: 2 32 Jaegery
type: ). Jaegere 7| £ 4 o=
g3t A5 F
R e o R e ]
type w7} ¥ 4== None
o 2 A s}
1.24.2.5. version 1) 7] & =
version 7/ H 55 ALE-51o] AX T AEE S WS XA FYCh |l verSIon uff 7] W A}%
5} o] ServiceMeshControlPlane ¢ 2 A4 € 2 24 & w] £ 9] Webhook:= M A& 3] WAooz A M sy

Urth w4 w7l H 71 v o] = Al =2 ServiceMeshControlPlanes ¢ H A E=v2.0 02 A 5 L] t}.
Yl version 7 ¥ <=7} 1 & 7] ServiceMeshControlPlanes ¢ 24 E = J 4 S 8% g t}.

1.24.2.6. 3scale +4

t}& & = ServiceMeshControlPlane 2] 4~~~ ¢] 3scale Istio o] Y E] o] T &+ v /A= A o}

3scale 1 7] ¥ <= <

spec:
addons:
3Scale:

enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL: info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS_ PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
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PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES_MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60

PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS: 15

PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED: true

3£ 1.29. 3scale = 7 tH <=

ol 70 5

enabled

PARAM_THREESCA
LE_LISTEN_ADDR

PARAM_THREESCA
LE_LOG_LEVEL

PARAM_THREESCA
LE_LOG_JSON

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS
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3scale o] R E] Al§ o F

gRPC A ¥ €] 441 F-2

=
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z
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H

= 2= o
=Y 524

ol B
@ b

£

2] o] JSONQIA]

e oo
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T M

216 gRPC A7} ¥

FE A=A o 55 Ao

3scale Al 2= 2 wiol =
A3 7F 5] = o
Prometheusel] X315 =

A Al o]

A A gtrE FE<
A ABE7] e v 7] 8k
N7HE)

w

true/false

FEW

e

EWS

debug, info, warn,

error X=+=none

true/false

true/false

true/false

>
fi
~
B
~—

false

3333

info

true

true

true

8080
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PARAM_THREESCA
LE_CACHE_ENTRIE
S_MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

PARAM_BACKEND_
CACHE_POLICY_FAI
L_CLOSED

1.24.3. status "} 7| H

status vl 7]| ¥ &=
<Yyt
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A EA ANA e 27
AE G5 FH
NS v &g stste
o2 dAdYrch

A
P
T

o N

AN Gulo]E £ Fo
AAT F e B2ET

A =E = 3l

3scale APIE 5 &3 oj
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o et 832 FE 3]
A T 715k A1 7HE) S

Ay

Aol &3]7] el A
3 9= Hu /\]Z_(_%)
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w el = A Al 7} &g 3kl
73 §- 3scaleol] tjaf 7l Al
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Wl = FJA] 7F E gk B

deolg s AdMd o+ &

et 832 AR (S
@A, 3§ 8A(D71)
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EAE 2 A e A s A

¥ 1.30. Istio status v 7 H 5=

&

FRI WS

true/false

true/false

true/false
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false
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false

true
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ol A

observedGeneration MR ZY S AESH I
ZHet A AU Th el o] AR E o
EA oHAE A #Ho] <5

4 t}. status.conditions =
status.observedGeneration

2 =7} metadata.generation=}
A x| 512 e 7 H Al e 7F ok

Hy.

annotations annotations " /| HE =
ServiceMeshControlPlane <.
BAEo|A v L3 4] 24 9
ol dutxow SHE A AW
E AU o] g g e = o} 4
JSONPath L& 2 oA 2 HAE
E 4 FglEoc HHE =l A

AHE-H Y

readiness T LY af iz FH
By ok

operatorVersion o] Bl Aa~E nxuto 2 A=
Operator B A Lt}

components MEE 4 AEE S 74 84
ol FeE EAIF YT

appliedSpec REZZIHO] A EH T A F4
ol A} APyt

conditions 2B A E o] FA| e o s AL

7be st Al #2s Yepy Yt

reconciled= Operator7}
ServiceMeshControlPlane &
28] F4E AbE st M EE
A ano dA dHE ZEASE
vetdyrct. Installed = A=
Z# el AAHAFS VeI Y
tt.Ready = 2 & AEZE =g
T 247 EH EH A S S YEY
=

chartVersion o] ZIA2E Yl vixgto 2 A 7
H AE WAJ Yk

appliedValues AEE A et dl AHgE A
values.yaml =} 9l 1t}

1.24.4. 71 2l &2
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ServiceMeshControlPlane &) &~ 204 71 5SS A stE W o o) sk A4 8 J&& o&
Yas FxadA L

[e]
R
[e]
EdY #e)
[e]
MEY R 5

1.25. JAEGER 24 3=

Serwce Mesh Operator”} ServiceMeshControlPlane @] &~2 QA off B4k 32275 9
=l e ey Th AN = A = S 245 96l Jaegers A} o

&
i)
b
I

1.25.1. 37 &4 3} & v &4 3}

ServiceMeshControlPlane #] & 2~0l =7 &3
=8

WE,
m
il
o,
)
o
o
A
o
o
2
M
>
o
»
o
m |
o
ot
i)
i

7] & all-in-one Jaeger vjj 7l *H 4=

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
sampling: 100
type: Jaeger

A A DE = FLT F4 792 Jaegerd] .
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Jaegert 734 0 2 B4 85 o] 4L th $42 v 245 shel ¥l type2 Noneo = 44 gtk

SMCP 4 =2 7/ 242 Envoy A2 v &< o] g th. Jaeger AH&-7F 4 <] 2]
220 A Jaeger 34 Al E e ] & 74 F ok

1.25.2. SMCPo|| A Jaeger 24 A A

ServiceMeshControlPlane =) ié«] addons 4] 4 <] A Jaeger= /4 it 212k SMCPel| A +
e 4 9l H 7EA] A gF Abeko] 95y th

SMCP”} Red Hat OpenShift distributed tracing platform Operatorol] -4 2 & A< stH
allinOne,production &=+= streaming o]z} = Al 71X vl A F st E E8 A Y o}

b 32 ZEFole AR Ao d vl 2 A =Fo] ls Ut Jaeger AH8-AF A €] 2] &2 (CR) 11 of] uf
S AR T B F7 ZYPE C’lz:l;ijig 2§74 g o Red Hat OpenShift distributed
tracing Platform Operator= o] 4 1} & Al-&-3to] v Eo] B Q3 Q BAEZE AT

Red Hat OpenShift distributed tracing Platform Operator= & A t}& u] & H kS 2 g )

allinOne(7] £ %t) - o] M=Fe 7, B 2E S E B 540 dA=glom o= Z2Y 4 A
& 5H02 oA FFUTh 7l WA= 74 849

R W 2EHAE ARSI ES (V12 o) e 9 Ad vd 2 9 7] 4 g Y . SMCPe]
Aol HxE deks 74 syt
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2
=

W2 ) 28R = 974 01A] &HEYth =, Jaeger A1 ~H 271 F o», A
A2 B 2 A EHH 22 v o] 7F A g Yth 7 Podol AHA] W27t lomg
Hrg | 2EZAE &3 + glasyd. I 2E8 A ¢ 45 Elasticsearch
2 7|8 ~E A & ALt production T streaming A 22 2183 oF Y

t}.

zaYd-z2gd A= Z714 <9 F4 oy A% ¥ &4 7hsstal 7hAd ol =2
op7lE A7t dadt 22Yd A4S AT AdUTh mEbA Z HdE A e ae HER a XY
Ytk ool E= =4 d S Aol Ao Alel=7tE Al E = AFUth A B 571 A1
2= AYEE 2EA R 6‘3(64 A Elasticsearch) o = -/ g Ut} o] g 7} 14 8.4 9] of g
AEREsEAHe g 5 Zod iz 220 A9 T 5 5T SMCPO A o] vl ek
TR 7 AA T A 8] AF&AF A4 o] 5t W Jaeger CRoll 43S A4 3132 SMCPe 55 <
A3l oF .

r?i
2
2
oo
i
fr
[>

~Eg7 ¥ - ~2Eg Y A= Collector 2} Elasticsearch Wl = ~ €7 X
TEATst 22YA Agg RGeS AAHAFUTh o) & B8 5 2= A4
= 2 HE EolavE 74 F A 7ss A 2EHY Y
Streams/ Kafka)oll /| 273 A A2k dlo]E| & 7h4 & & A5 U th SMCPoj A o] wlj =
42 o slssyth Jaeger CR& 7 3laL o] & SMCPe] 14 3] oF et

2~E 1 o= AMQ Streamse| U st 7} Red Hat x| 2~ H o] Z o 3yt

1.25.31. 7| 2 B2 =4 Z 9 Z v ¥

Jaeger -4 34 & X] 3lx] &k o ServiceMeshControlPlane ©] &2+ 7] # % © 2 alllnOne
Jaeger ¥ Z ZH2FS AFE-FY o) 7] alllnOne v = 2 2FS Alg-sheH
spec.addons.jaeger.install.storage.type2 Memory = A2 4 gt} 7] E 745 3] 8317 U install o] A
F7F 74 $AL AR E 5 Ay

AEE =99 7] & Jaeger vl 7| A5 (W] =g])

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
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https://access.redhat.com/documentation/en-us/red_hat_amq/7.6/html/using_amq_streams_on_openshift/index
https://kafka.apache.org/documentation/
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sampling: 10000
type: Jaeger
addons:

jaeger:

name: jaeger

install:

storage:
type: Memory

1.25.3.2. T2 YA B2 33 ZHEZ ) E(H L)

production u] &= A ko] 7] 2 A& A}-& 3l W spec.addons.jaeger.install.storage.type <
Elasticsearch® 4 & 3} 31 installo| /] =7} #+A &4 & % # g t}. SMCP+= Elasticsearch 2] &2~ 2
olu| x| o] F AA T A A grh= Foll fo st Al L.

HAEZE Z¢ 2l 7] & Jaeger v 7l H <=(Elasticsearch)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

1.25.33. Z2 4/ &4 74 S & M (ST A8 A A)
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SMCP= # 4-3%te] Elasticsearch w7l ®H =7 X Ut 229
= & Elasticsearch 74 vl 7| ¥ 5=of] ) A 23512 H Jaeger A8 7

g T4 g

Jaeger 21 =¥~ = A 2 4] &l 11 spec.addons.jaeger.name S Jaeger 91 =¥

A (o] o A o }\1 = MyJaegerinstance ).

A A% Jaeger Z=H M CRo] = AEE Z <

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.0
tracing:
sampling: 1000
type: Jaeger

addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:

enabled: true

1.25.3.4. 2=E 2|4 Jaeger 1| &

streaming vl £ A& 2183t H WA Jaeger 91 ¥l

244 TR e

17 A 8] 2 H A] 2.X

B B3e 9s) A A4 s
o] 2 22(CR)Z

A18-31e] Jaeger

spec.addons.jaeger.name 2 Jaeger 21 =¥l =9 o] 50 7 A g tl(o] o o 4] = MyJaegerinstance

).

A A% Jaeger ~2E 2% CRo] &= AEE Z¢ <

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
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version: v2.0
tracing:
sampling: 1000
type: Jaeger
addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR

1.25.4. Jaeger A1-&-#} A o] 2] A 20f A Jaeger 74 A A

ServiceMeshControlPlane (SMCP) z] 227} o} Jaeger CR(AI-8 %} 7g o] 2] A& 22)of| 4] JaegerE +
‘g5t Jaeger Wil L& ¢+ 8] ARG A AB S & AFUTH A0l SMCP o] o] A QB2 o] 445
"ol B Jaeger"z} 1= il

o
kl

F A3 ) 29 o] 0] SMCP % Jaeger CRS vl E3jjoF gty ) o = 5 istio-
system?g Yt}

=99 Jaeger 91 ¥ 22 A 513 v L3 t}2 SMCP ] 42 ¢] spec.addons.jaeger.name 3} 2 2
Jaeger ] &~ 22 name2 A Y & —’F 3}%14 th. name 7t} & %] 5l= Jaeger CR7} lo™ AEE Z gl
oA 7]& AXE A&t o] H AH&-stH Jaeger A S A8 AFEA A S 5 A FU T

1.25.4.1. vl 32 =5 A

Red Hat OpenShift distributed tracing <1 =¥l 2 O]—f a3l oF g t}. Red Hat
OpenShift distributed tracing Z % Z <1 28 27} of 2] 7 AL Aol =7 ALY dlo] A ES 49_
slal 2} &= 7 9- Red Hat OpenShift distributed tracing =21 3 ﬂi‘ﬂé@] gk olgel ¢
ojof sl F< FA o 2;2_4, Hl o] E] 7} H 115 of o} 3}+= Red Hat OpenShift distributed tracing
SHF AL A o] 52 PAIH =2 A48 oF P T

EHYE +38 2 HUE Y Y aHol 22 29 79 Red Hat OpenShift
distributed tracing = # Z ¢l 2E1 22 7} B J E Y| Y 29 o] 20 v £ o)

T = R

& H Y E A2 == OpenShift Dedicatedo] X = t] & 4| E & o] o] 7<4 E7FAAHA
BHE U Alo] =7hE A €] Oﬂ o] HE & o] 2§ A Atdloll Ha] A LHE FLdE 74
t}.

n

I
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Red Hat OpenShift Service Meshe] U 22 4t 4 & A X3t 4§ 4 F4 gl
= ServiceMeshControlPlane @] 229} £ 3} 4] ) 29| o] 29 A %] &) oF &t}

1.25.4.2. &2k 34 7)1

o

A

Jaeger CR(A1-&-7} A ] 2] A=) &
o)t o2 g W HFE 4 51
T AFYTh

Jaeger ¥ vt YAML <

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
allinOne:
options: {}
resources: {}
agent:
options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

i 1.31. Jaeger " 7/ ¥

o 7} W 5

(17
of
=
N
re
=

apiVersion:
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w75 A

jaegertracing.io/v1 kind:
metadata:

OpensShift Container name:

Platform-& UID = #}5

o7 QAL e HAE

7t E ZEAE 9 o]

£ © % namespace=

gy

jaeger-all-in-one- spec:

inmemory

N = strategy:

alllnOne alllnOne:
agent:
collector:
sampling:
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w75 A s 712gk
storage: 2EZAE A Y ete +
A FAYY T BE 2B
g2 #E FAH4LE
allinOne == 7€ 74
[ FA AA FaL 2
E2]A] ot ol ujj X] =] of
oF gyt
query: A MulEE A oste

ingester: Ingester A B] 22 4 9]
o= 74 FAdd Tk

thS oA YAMLS 7] 2 A4 S A18-31o] Red Hat OpenShift distributed tracing =21 Z v = = A}
Ael=d B ask HAYYoh

oz 3

<)

9 3l # 4 dist-tracing-all-in-one.yaml

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-all-in-one-inmemory

1.25.4.3. Jaeger -3 7] +4 A

Jaeger =3 7]+ 3 7)ol A A & 71 7HS =415}
Elasticsearch 2] %] o] 7] =3} 71} streaming 7 &
/\01]/]14__

37 production A S A& S uj
o 7

o
O
A& ] AMQ Streamseol 7| E35t= 4 &

TH7I= ZHoER 2ol B Jaeger 73] 719 B AR AS WEE AYD  dFUh 7371
= Elasticsearch 2 2] =B 9] 9= A9 slal 79 Aol R3lA L5

¥ 1.32. Operatore<j A] Jaeger CollectorS 4 ¢] 3}+= o] A& 3l w7l WS
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ol 70 5

collector:
replicas:

A

AT 57 BAR 5B AR

Ut

E1.33. =7 A" 74w

/\—]n(:,]

=

s

g (el:5)

spec:
collector:
options: {}

options:
collector:
num-workers:

options:
kafka:
producer:
topic: jaeger-spans

options:
kafka:
producer:
brokers: my-cluster-
kafka-brokers.kafka:9092

options:
collector:
queue-size:

options:
log-level:
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Jaeger 371 & A elsts A &

AU

Fol A 7hA & 24 S YU .

4317] 7ol 27199

topic v 7 ¥l == v Al A & A g 8t
71 A3 =R 7194 AHg-she=
Kafka 7-7d 3 ¥l A| A & AFS-8h=
IngesterE 4] ¥ g4t}

WA A& A st Q8 3 7]l
X AFg5lE Kafka 4 & 2] gt
Urth B2 2 A4 eA] &L
AMQ Streams 1.4.0+7} A ] = 4
<- Red Hat OpenShift distributed
tracing Platform Operator7}
KafkaZS #2402 Z 210 A 5

Ut

A 47(<):50)

A %(<1: 2000)

2] F o] Bt

7hs gt gk

5
debug,info,warn error fatal pa

nic.
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Red Hat OpenShift distributed tracing platform Operator+= 2 #l
A7)0 A 3d MZY AL Aol g AT & YU

=

il

HEASIES THE 3

RE FHo] A AN Arv A SL U F4 A B L

w
N
3
o

2

>4
ft
i)
N
©
A
o
-
o
%

o
Ll

AE= AA o) ket Envoy = Ao 4 F 4% A 4 7359} Bao] gl Th
Jaeger 41 £ A4 & FeolAEE AL§ e o SelF ol Aol A FH& A2 u)
o] 95 th

MU oA 2 AEUZETF Qe @3S FA6HH SHeldEE A 345 A &ske] ol 4 1D
E g9st @A AN e AEY Aol vt A5y A4 WHUTh AEY 2L FH RE 5
aAoz AvHng O ez 45 24 O FAEA EFut

[}
g5 E - A4Z8 = A E=%(sampling.param) £/ 9] gt FAdF A =L FEE o A Z
g A4S YWY Ul o 2 Sof sampling.param=0.1 A =& A}&-351o] 107] F2 oA k1719 Y
o},
[}
S A - AZHE T5E I S5 A 3”]% AbEete] A S EH I SRR AE
23t o 2 Eo], sampling.param=2.0 A =& 23 27 349 £ 2 A&t

¥ 1.34. Jaeger =7 A

w7 5 Aavd s 712%
FHSATHEE AH TG A TEA Fod
spec: S Aot A8 FAY SR RE Au] 20
sampling: Yt i3 0.001(0.1%) &&=
options: {} SR sE NZY gAL
default_strategy: Hk gk o)

service_strategy:
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o 7 4 A * 7183k
A A Z ] Ay Frash e probabilistic
default_strategy: ok 9le] 4B F=35H4  probabilistic 2
type: Al L. ratelimitingj 1 o}.
service_strategy:
type:
Aefet M E Aol ol 10715 2 A4 240,01, 1
default_strategy: S wi Y o 10)
param:
service_strategy:
param:

of o= F2 AL A7 M EHE 754 0] 50%8] vl &= o5

Y,

Y
r o
N
g

>
il
ot
=
aic
i
o
o
%

EAET

ol

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2
- operation: op2
type: probabilistic
param: 0.4
- service: beta
type: ratelimiting
param: 5
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A A F Tl S A A A B FNA T A4S A FUTh

s

=

spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 1

1.25.4.5. 22t 32 228 A 4 34

spec:storageci 4| Collector, Ingester 2! 7] 2] A H] 20 )3t 2E X & FA Yt} o] 8] 3k zF -
i gzl olE 2HaE 4% 9 Bl o R 22w AYE £ AHUh

3 1.35. Red Hat OpenShift distributed tracing platform Operatorof| 4] 2+ 2] 2 E 2] X & & 2] &}
ol A sHE Qv 2Eel A up s

o 7 5 a4 4y

) ol AFE- T ZE A memory &= memory
spec: gy elasticsearch. v =
storage: 2 EZ A = Pod7l 28
type: = o8 7F f A = A

%‘QEE M 7] A
d | 2E, A9 2 A=
=13 ] ‘%L‘%Lq q_ u._g_\:—]
A7 B2 ZYE
ol AT+ 2EHAE
2] 35l ElasticsearchZ %

Ao

é

A28 o] & (: tracing- 3
I storage: secret)3 Ut

o
51
o

secretname:
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vl 7] A 5 A # 7183k
2EZAE A o ste
storage: 4 FAdY
options: {}

3 1.36. Elasticsearch <19~ A 2] w75

ujl 7] 5= A * 7123k
Elasticsearch 2E 2] % true/ false true
storage: S Mgt A 712 A
esIndexCleaner: S 2 Qe oA o E
enabled: 42 Aeshe 4ol
A YTt o] Wi S
=Ed9 A AHe &
A sleb A B & 35
Y}
el 2 E 214 81 7] Ao A4 7k 7
storage: 7 ete 2ol Fdu
esIndexCleaner:
numberOfDays:
Elasticsearch 219 ~ = Cron 2.8 2] "B5 23 * * *"
storage: AEste Wz ek d
esIndexCleaner: A& gk
schedule:

1.25.4.5.1. Elasticsearch ¢1 ~8 * 2% Z 2 H]| A Y

storage'type o] elasticsearch = 47 =] o] 3] %] 7t spec:storage:options:es:server-urls o tj s+
#rel ¢l+= 7% Red Hat OpenShift distributed tracing platform Operator= OpenShift
Elasticsearch Operator= A}-&3}o] AL-&2} A o] glA2 Ao 2 X AM A Fd 74 wat
Elasticsearch 2] 28 & A4 3t

A7 AR

[ ]
&g o] 2% 24A|] 2 H] A Elasticsearch Q1 2¥ =71 9l= shvte] 4k 32 Za &
T 918 4= 214U t). Elasticsearch 28] 2B = ©Y 22 32 Z 9 E 9 28 2o A ga)of &
Yt
[ ]
Y] ¢ 2~ 3 o] ~F Elasticsearch”} st 9t 91 & & 15y o)
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B
R

OpenShift Logging<] < & = ElasticsearchE o] ] 4 %] 3t 7 -9- Red Hat
OpenShift distributed tracing platform Operator= 4 %] ¥ OpenShift Elasticsearch
Operator= Atg-ste] 2B A& Z2HAY D = AHFH T

t}2 74 w7l 4= OpenShift Elasticsearch Operator= A& 3} Red Hat OpenShift
distributed tracing platform Operatoroi] A A A 31 91 =& 2~ <1 23] 3Z Z H] %] 4/ Elasticsearch <1 2~
2o 3t A YUt A4 o] spec:storage:elasticsearchol 4] z}x] = 2 6] 2 J Elasticsearchoi] tj
gk A FAS AHFY

3 1.37. Elasticsearch 2] &2 4] v 7§ H =

o 7} v 5 A4 s 7123k

Elasticsearch = —’F?:} A 7YYL o= 54 3
elasticsearch: Ytk 789 49 ME S =1, HALux
nodeCount: 23N =EE ASF =344tk
Yt "2Z5 2ol &

elasticsearch:

209 g A8 514
oA A

]7}.H]—/K§6‘7—"‘ oglom g
|

g BT Aol uhE
240 N# FY A2 @

o] e FE o 1
200m, 0.5, )ol] A A = o

resources: o Yk UFUTH A E =9
requests: =™ =500m, & 4wl =
cpu: =1y Yot

elasticsearch:

87 74 v 2ol
Ag 7V o = Y

nlo|Ez A A UTH(:  16Gi
200Ki, 50Mi, 5Gi). o =

resources: =3 EHNE 59 =1Gi, F
requests: ) =16Gi* Y o}
memory:

AFER} S FA O WE 3ol e P Foj(d:
elasticsearch: Zok A7 Ax Fo thg  200m, 0.5, 1) XA = o]
resources: Al Y Y T} AFYth & 54 g
limits: Zm =500m, H A~ u =
cpu: =194t}
A2 87 /g o upef Hho] E 2 24 ] of(:
elasticsearch: AL 71 sk v 2 e A g 200Ki, 50Mi, 5Gi). 4 &
resources: Yot EHNE 9 =1Gi, F
limits: 2 v E =16GI*Y U ).
memory:
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ul 7] 5 A s
tlolE B4 4 ZeroRedundancy(rep
elasticsearch: Elasticsearch shard7} & lica shard §1&),

2] 2] 9] Hl o] =Eo SingleRedundancy(
redundancyPolicy: A== UHE FF sl}-2] replica shard),

Yt} XA skx ko™ MultipleRedundancy
Red Hat OpenShift (Zeldl 27l HlolH ==
distributed tracing o] ¥k g o] E2Hy),

Platform Operatorei] A FullRedundancy(z+
= o net 7 Ad Q92T FeAEHg R
gHEAEATOE AH € HlolE o A A4
g, o7 BA )

*7} Elasticsearch === ¢ 2 g g o g 25
[ N AAHA U T2 M $Ee A S EH0
gbo] $1o]oF k4] ¥} Pod' /1] 64Gi7kA] B 4 &

[kl
fu
Hin}
2
I

E27] 4

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi

P+ 2EHA T e 2EA o

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: simple-prod

262

e



17 A 8] 2 H A] 2.X

spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1
storage: ﬂ
storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

Q3 2EFA FA. o] 49 AWS gp2¢] 5Gi =717} A& U th @S A A o} =] ok

GRS
2 Z Y Z o A emptyDir & A8 31 th. OpenShift Elasticsearch Operator= & 2t —".‘—7(4 e
ol ~E 2ol A A A H A] e PersistentVolumeClaim 2! PersistentVolume& 3= 2 4] % gy ¢}
T ol FH U LTl AE AME S B4 F2 FHEJISHAE A A 5L EFS
nET F dFY
1.25.4.5.2. 7] = Elasticsearch 91 ~& »o] 14
Red Hat OpenShift distributed tracing Z 2! 3% Operatoroj| 4| z}5 Z 21| A J5}A] ¢t AH X2
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Elasticsearch 91 2~& 2 Elasticsearch A B} 2] &

es: o] URLY Y T TH3kE = Ql ol 5 Yy
server-urls: o}

Elasticsearch 5 2] o] A
es: hehelE H o £4 9
max-doc-count: Yt o= gAl = 18
Yt} es.max-doc-
count 2 es.max-
num-spans& =% 4
73 3} Elasticsearchol]
Aol & T A2 s At

&3

(Bl o] AH8-H A &5 -
es: o5 da 2ol A A A =
max-num-spans: ™ o2l es.max-doc-
counts A&y th]
Elasticsearchol| A 5 &
F st ol 7HA & 2l 7]
7k %911 t}. es.max-
num-spans 4
es.max-doc-count=
B Ad4skd
Elasticsearch ©] & &
2 3hs AHE Y T

Elasticsearchol 4] 7] 7F

es: of ek Hoh =3 4y
max-span-age: =2
Elasticsearch2] 24 true/ false
es: TAYUTH SoldE
sniffer: 22Uy Z2A2E A}

golo] RE =ES A%
o= RHUL A
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o 7 5 A o Nz
Elasticsearch & & 2~ ¥ true/ false false
es: E2UIE Y TILSE &
sniffer-tls- AststeE gAY UTE &
enabled: FolodEE ~Ug T2
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ZE AEo g
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Elasticsearchel] & ¢ 3+

es: AFEAF ol E AU 71
username: olFe AAHE A CAE
2
es.password = x5}
AA 2

Elasticsearchel] & ¢ 3+

es: SIECR IR =
password: es.usernamex %3}
SR
8 Elasticsearch ¥ = 0
es: HY Tk A skA] o
version: Elasticsearcholl A &

AEo® A g o

3 1.39. ES g olg E-A| 7/ H S

ol 71 5= 4w

Elasticsearche] ¢ld 2~ 1

es: g EAE Iy
num-replicas:
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es: = shard =41 t}.
num-shards:
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create-index- Zy e AEo 7 AT
templates: Yth e Zglo] 502
A = false= 44 3
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I el A= Eabg o B
Yt
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es: S0 Qo] EE A4l 5
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actions: =% £9yrh

T2 A gl BA gL

es: R 2F ol ANE F
bulk: time.Duration ¢ 1 o}
flush-interval: QR Z2AA ZHA
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o2 0o 2 A I T
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bulk: 7] Ao ) H R 8o &

size: a3t 4 = nlolE 49
Ytk

Elasticsearchol] o 7 &
es: Q3L FAE T A
bulk: %= 9= ZA A =9y o
workers:

3 1.42. ES TLS 7 w7
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es:
tls:
ca:

es:
tls:
cert:

es:
tls:

enabled:

es:
tls:
key:

es:
tls:

server-name:

es:
token-file:

A

o] Z2 M 25 AA AH
of 28 st vl AHEH =
TLS 54 v B =
AUk
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es-archive:
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actions:
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es-archive:
bulk:

flush-interval:

es-archive:
bulk:
size:

es-archive:
bulk:
workers:

es-archive:
create-index-
templates:

es-archive:
enabled:

es-archive:
index-prefix:

es-archive:

max-doc-count:
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vl 7] A 5 A # 7123
(A o1& AHE A S5 - 0
es-archive: FF ool Al A=
max-num-spans: ™ )2 es-

archive.max-doc-
count= A8-34 ]
Elasticsearchel A 5 2]
F st ol 7EA & 2l 7]

AR IRnh=
Elasticsearcholl 4] 7] 7+ Os
es-archive: off gk Hol &3] =YY
max-span-age: t}.
Elasticsearch¢] <149 2~ 0
es-archive: T EA R FJYh
num-replicas:
Elasticsearch¢] <149 2~ 0
es-archive: Z shard =Yt
num-shards:
Elasticsearchel & 9 3t
es-archive: dsdYh
password: es.usernamex %3}
A .
Elasticsearch A ¥ 2] 4
es-archive: B2 FEEH ESYYh
server-urls: A 7+3tE URLZ A 3
ofF I o(el:
http://localhost:9200).
Elasticsearche] 2~ 9 true/ false false
es-archive: TAAYh FgeoldE
sniffer: = 24 Z2A LS A

g3 REREE AE
oz HHYT 1 EE o

2 r g H o] dFyh
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es-archive:
sniffer-tls-
enabled:

es-archive:
timeout:

es-archive:
tls:
ca:

es-archive:
tls:
cert:

es-archive:
tls:
enabled:

es-archive:
tls:
key:

es-archive:
tls:

es-archive:
token-file:
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server-name:
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o 7 5 a4 4y 7123k

Elasticsearchel] & ¢ 3+

es-archive: AFEAF o] E U Y T 72
username: elFxe A AHH A9 CAx

Z=3Yrtl es-
archive.password =
sk Al L.

2 Elasticsearch ¥ = 0
es-archive: JUh A skA eFo™
version: Elasticsearchol A Zk<

Ago gA o,

e
]
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Mo
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S
a2
rr
[>
ft
Au
N
£

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:

type: elasticsearch

options:
es:

server-urls: https://quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:
secretName: quickstart-es-http-certs-public

T o= A 236 AFE 2§ 9 A AL S o)A i EH TLS CA Q154 7} £9H8 9|1
Elasticsearch 2 & 2~E] £ A}-& 3} Jaeger CRS H ol F 1t}

¢] X Elasticsearch :
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apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:

type: elasticsearch

options:
es:

server-urls: https://quickstart-es-http.default.svc:9200 ﬂ
index-prefix: my-prefix
tls: g

ca: /es/certificates/ca.crt

secretName: tracing-secret 6

volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:
secretName: quickstart-es-http-certs-public

718 ] g 227 o] 20| A A 8] x| = Elasticsearch A v] 2o o 3k URL ¢ Y t}.

2]

A QZ A S FEA T 45 TLSE AHg-3l= 4 % es.tls.key 2

©

317 H<4= ES_PASSWORD = ES USERNAME & 7 ] 5l = Al =8 ¢ Y t}. kubectl create
secret generic tracing-secret --from-literal=ES_PASSWORD=changeme --from-
literal=ES_USERNAME-=elastic<l] 4 4
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OpenShift Container Platform$- A} &3l Elasticsearch 724 o] th&h 2} 4| 3 | &S 2271 A A4
A EE 2 FA A H s FEsA L.

1.25.4.6. A7 74 &4

Aol 2R XA 8L PN T AFEA A o] 2o] 4] EAFES 5295 Au 2y,

3 1.44. Red Hat OpenShift distributed tracing platform Operatoro| 4] # 2 & & 9] 5l = 9] AL&3F=
nff 7H

o 7 v 5 a4 4y

AR A BAEL 5 o FF2)
spec: A gyt
query:
replicas:

#1.45. 0] Ag® 74 RS

w7 5 Avd 43 712gk
A AH=E B olst=
spec: T8 FAYU
query:
options: {}
Ao 24 FEdU. 7hsdgk
options: debug,info,warn error
log-level: fatal panic.
5 E jaeger-query HTTP  /<path>
options: A Z2e] 7] 2% root
query: olobd groe= 44
base-path: T AFH (A

/jaeger:= =& Ul URL
< /jaeger= A &gy
o). ol = g & ZEA
F ol A jaeger-query =
AP o F8& 5 UF

I
o,
BE Ael 74

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
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metadata:
name: "my-jaeger"
spec:
strategy: alllnOne
allinOne:
options:
log-level: debug
query:
base-path: /jaeger

1.25.4.7. Ingester 7-4 34

Ingester= Kafka 54 o] A ¢] 32 Elasticsearch »~E 2] X] wl ol = of] 2= AJH] 2 <] t}. alllnOne
& production vl &£ =& AL o} 739 Ingester A v 25 AT Q7 Yl
3 1.46. Ingester<] &= Jaeger vl 7l ¥
ul 7] 5= A &
Ingester A V] 22 A o] &} T4
spec: A PY T
ingester:
options: {}

Ingester7} =79 7] Aol mA A B2 %(d:1m0s)y Yt} 7] 2
£ 7Iteof ke A (2 e 204yt

options:
deadlockinterval:

options:
kafka:
consumer:
topic:
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o 7 ¥ 4 A @

w A A 2 21282 W Ingesterdl| A HE27 9] go] B2 o 2 £ my-

options: AL 8HE Kafka 742 218 gy cluster-kafka-
kafka: = brokers.kafka:9092 ¢} 1] c}.
consumer:
brokers:
Ingestere] 27 F=F=<Y Utk 7} 538k 2k
I options: debug,info,warn error fatal dp
log-level: anic,panic.

284 423 7] 4 Ingester <

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-streaming
spec:
strategy: streaming
collector:
options:
kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
options:
kafka:
consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http:/elasticsearch:9200

1.26. SERVICE MESH 4 %] #| A

71 OpenShift Container Platform <1 & ¢} 4] Red Hat OpenShift Service Mesh= 4 %] #] 7| 5}
AT Y AanE AAStHE HEE S QlS AHAl61aL Operators 214 ol ® & & A3 sto] L i
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CLI= A}-8-3}>] Red Hat OpenShift Service Mesh Control Plane&- #| 7| & 4= 215U th o] o A o
A istio-systemS AEE Z gl Z2AEQ] o] F Ut}

23
1.
OpenShift Container Platform CLIoj| = 2913t t}.
2.
o] W& S A 3ste] A x| = ServiceMeshControlPlane 2] o] &2 7 A&},
I $ oc get smcep -n istio-system
3.

<name_of_custom_resource>2 o] 7 WH o] £ 0 & np4L 3, o] S Al sle] AL
S DEENSERN L ieh

I $ oc delete smcp -n istio-system <name_of_custom_resource>
1.26.2. 4 %] ¥ Operator #| #

Red Hat OpenShift Service MeshE 4 3% © & A A 3}# ™ OperatorE A A 3l ok $ 4 t}. Red Hat
OpenShift Service Mesh Operator= #] 7 g 3 Kiali Operator, Red Hat OpenShift distributed
tracing platform Operator 2! OpenShift Elasticsearch Operator= A 7 sl o} 3 t}.
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OpenShift Container Platform CLIo| &2 2~F #2| A2 2203t
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$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfigurations/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete svc maistra-admission-controller -n openshift-operators

$ oc delete -n openshift-operators daemonset/istio-node

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-
crdview jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-vi-view

$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep '.*\.maistra\.io’' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete secret -n openshift-operators maistra-operator-serving-cert

$ oc delete cm -n openshift-operators maistra-operator-cabundle
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2.1.3.1. must-gather & 3 &

oc adm must-gather CLI & & t} S8 ¥ 3l5lo] EA|E | Ast= o] 2L 7teAo] =& &8
2H A ARE FHIY

Au)2s 2o

71824 2 2 oc adm must-gather = & 2 7] 2 &2 12 o] v X & A}-&3}aL /must-gather.local |
F4th

EE g Ade] 4UE R 489 A4S AHgetel 3L HAstel 54 YN FHT F U
Yt
[ ]
stt ol el 54 /1% #ad dolHE £AsEw ohg 480 YgE th o] m Ao -
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http://bugzilla.redhat.com

OpenShift Container Platform 4.10 4] 8] 2 oj A]

A& EW o3t BEUTh

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-
must-gather-rhel8:v4.10.0

[ ]
AL 225 W oS Al AW E o £ - /usr/bin/gather_audit_logs <1+ E A}
& dyrh
& ¥ o FFYTh

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

B
R

At 2 o] 271E Fol7] As /18 PR AEY AR FHHA

BsUth

oc adm must-gather = 235l Z& ~E ] A ZZ A E o 9l ]e] o] Z0] 9l Al Pod7 A4 HY
th. 8l & Podol| o & H| ©] ¥ 7} <=3 =] o] must-gather.local = ] ztst= A B g ¥ 2]l AgYth o] o
degl= dA #d T dgdE A AEH dFY Tk

s &9 =3 ZAFyoh
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bkix4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2 Running 0 72s

2.1.3.2. A}A o A&

[ ]
cluster-admin & 8¢ A} 8212 Fe) 2o AA AT S 9lojof gt

OpenShift Container Platform CLI(oc)7} A x| 5] o] 2l o]oF &t}
2.1.3.3. |2 WA HlolH FH AR
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oc adm must-gather CLI & 2 A}-8- 5l Red Hat OpenShift Service Mesh¢} <1#H 7|5 9 @
HAEZ x3ste] S2Ho it s 4T &+ AFHh

A 2 AL G

[ ]
cluster-admin & gt o] A} g2 2 Z&| 2F o] AXN 28 5= ¢lojof gt
[ ]
OpenShift Container Platform CLI(oc) 7} 4 %] =] o] 2l o] of &t}
precedure

1.
must-gather< A}1-851o] Red Hat OpenShift Service Mesh t)) o] E] = <=3 5l ¥ Red
Hat OpenShift Service Mesh o] 1] %] £ =] 4 s} oF g1 t}.

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-
gather-rhel8

must-gatherS 2183l 54 AEE Z# 2 v ¢ 25 o] 2~ o) 3 Red Hat OpenShift
Service Mesh tj] o] 6| = 4% 5l #] ¥ Red Hat OpenShift Service Mesh o] 1] =] ¢} U] ¢] 25 o] X~
= 2 A ) oF Tt} o] o ol A = <namespaces> = istio-systemz} 7+ AEE Z g2l ¥ Y 2
o] = uhruth

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-
gather-rhel8 gather <namespace>

2.1.4. Red Hat OpenShift Service Mesh =] 1 4

t}<--2 Red Hat OpenShift Service Meshol] %] 9 == 24 9 U t}.

Red Hat OpenShift Container Platform v 2 4.x.

2
R

OpenShift Online = OpenShift Dedicated+= Red Hat OpenShift Service Mesh ]|
A AN A grUh
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OpenShift Container Platform 4.10 A] 8] 2= v A]

< OpenShift Container Platform 2] 2~€j o] Z 3t o] o} gt}

[}
Wi L= X] oFe T
[}
o]1 Red Hat OpenShift Service Mesh 2 ] OpenShift Container Platform x86_64
ol A gk AHg- 7+ g ok
[}
o] Py 2o 2= Service Mesh 124 2 47} 25 3}+= OpenShift Container Platform
Sy 23hd FA T ALY Th S8 AH o F dAY HE S 2H Alue Qo) A=
mpol I Au] 2 prel e A AR g
[}
ol dE] e 7MY HAIH 2 o F U A5 TR v AR ALY
Red Hat OpenShift Service Mesh 2} o] Z Alo] & 9 x5 &= LA of tf 3 2HA 3 8-S %9 4
Ag FzA L
2.1.4.1. Red Hat OpenShift Service Meshoi 4] Kialiol A ¥ == 4
F =

[ ]
Kiali Observation Console-> Chrome, Edge, Firefox I=+= Safari 2. 2}-9-#] 2] & 7}%]

A1 ¥ el A gk A ¢ f Y o,

2.1.4.2. X Y =] = Mixer o] 9]

[}
o] Ya] 20 A= oS Mixer o] 3§ B} v+ x93 o}
3scale Istio o] 9

215 M2 75
Auko A o8 F

Red Hat OpenShift Service Mesh= A v 2~ Y EL 3 %

o},

[}
=9 #e -
el 2 AN EHDE 0T oA B

[}
A 1D 5 ke vl Aol A Sl A5 DR A S AR G el dd s
2 VENDE B A28 W 02 EQY S HET 5 JE /)5S AT
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https://access.redhat.com/support/policy/updates/openshift#ossm
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[ ]
A 7Fsh A2 2GS Aol 24 A S A Gt AA = G o] Al AL EV“’V}
2 A 2ol FASHA M X H =5 U th cfEE Aol =5 WA s Zlo] oty HAE
deted A WA S FAFUT

Telemetry - 1] = 7he] SEA 3 B3l £4 ¥l 355 olafsto] A& Al &sA 28T

e 7152 AFGITh

16

2.1.5.1. Red Hat OpenShift Service Mesh # 71 1.1.1691 ¥3l¥H 4 94 WA

T4 4 HA
Istio 1.4.8
Jaeger 1.24.0
Kiali 112.18
3scale Istio o] ] E] 1.0.0

2.1.5.2. Red Hat OpenShift Service Mesh 1.1.17.1 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~~= CVE(Common Vulnerabilities and Exposures)
E ATFYT

2.1.5.2.1. Red Hat OpenShift Service Mesh”7} URI %7} & ] 2] &= Wy W7

Red Hat OpenShift Service Meshol| = ¢ 4o 2 o8 7}%?‘1 F ok <1 CVE-2021-39156 ©] Z 3=
o] 01/*141:} o714 URI 2] # 2 & A Zst= URI o) 2l= HTTP 2% A4 & Istio URI 72 & 7]
3k o] GG npo]g| 28 4= 9l HUth o & £, Istio i?& ol Ao URI 7 2 /user/profile
Zﬂ%% 83 S ARSYT F kg v Aol 4 URI 7 £ /user/profile#tsection1 o] &= a3 & wiql=
3 AR A 9w AR E vlo]u Aty tH(Y w3t ¥ URI 7 & /user/profile%23section1) £, & ot &
A7 LA AFU T

22
=

DENY %}¢] 2 operation.paths &== ALLOW %}¢] 2 operation.notPaths ol 4] # 3+ Fof 3 S
AF&3hE 73 o] A FAFS Wy

3 URIS] 27} ¥%o] 18 5ol 9 2h91 Ao 1A o]l sl
who 2 Ad Fol 4L S8 5 eyt
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39156

OpenShift Container Platform 4.10 4] 8] 2 oj A]
2.1.5.2.2. A3 Fof G| a3 ol E

2 TE 5 gt $2E o] S AP YL A&
"httpbln foo" E/\E./] 7FAF A H] T+ Aol E4l o]+ "httpbin.foo 2 httpbin.foo:*" o} < A
S AT 28 A s A sk W Fof A F -2 hosts &= notHosts 2 =of] x4 & A gkgl &

X sher 22 g o

3 2E Y+=notHosts & A4 st= 3o tigh B &g FxE vl E ALE-3}
AuthorizationPolicy ] 227} Q1= A4S S8 2HE 982 vy

A ets] dAske HFALE AbSstel™ g o] A 428 G| o] Esf of
#j AuthorizationPolicy < #] €] ["httpbin.com:*"] hosts: ["httpbln.com.*"] £ 3

AT A} A X & A1-8-31= AuthorizationPolicy ] 31 W &) o

apiVersion: security.istio.io/vibeta1l
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

i)
-
>~
>
e
il
>~
>
oo
ol
rlr
r&

A o Al AuthorizationPolicy

apiVersion: security.istio.io/vibeta1
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:
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https://istio.io/latest/docs/reference/config/security/authorization-policy/#Operation
https://istio.io/latest/docs/reference/config/security/authorization-policy/#Rule

2% SERVICE MESH 1.X

- to:
- operation:
hosts: ["httpbin.example.com:*""]

2.1.5.3. Red Hat OpenShift Service Mesh 1.1.17 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
2 HIFEE ATI U

2.1.5.4. Red Hat OpenShift Service Mesh 1.1.16 A| 7] &

o] Red Hat OpenShift Service Mesh 2 2] ~~= CVE(Common Vulnerabilities and Exposures)
2N Ry = et g B R i O

2.1.5.5. Red Hat OpenShift Service Mesh 1.1.15 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
2 I FEE AT

2.1.5.6. Red Hat OpenShift Service Mesh 1.1.14 1] 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
92 I FEE AT

ofN
fo

CVE-2021-29492 =! CVE-2021-31920 A & s A5l ™ %5 A 7| &5 5 ofoF g
Ut

2.1.5.6.1. CVE-2021-29492 3! CVE-2021-319200| 4] & 83t =& LU o] E

Istioo] &= 4 = 7] Aak Hof F2o] AFEH w) o] oA Ei= o] A o) H LA B A (%2F
or %5C)7} 1= HTTP 2% # 27} I 4 o 2 Istio Ak 6] P39 £33 5 = ¢
=3 Hokyo] £3hE o] Q5]

o & o Istio F2]2~F #2|x7F 4 & /admind] = 23 & ARSI S g o DENY F 2 &
A eletttal 714 gy o) /ladmin URL 7 2ol H 45 23 o] Ak fof FA oA ARE A ey h
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OpenShift Container Platform 4.10 4] 8] 2 oj A]

RFC 3986091 2™ o & 7l o] £ A 7F & /ladmin F2& 7€ 4 © 2 /adminy Tt &2 22 A
g Eojo FUth 28 AR W= Mu| A Ay SPAIE Y YA E HEste] URL B2E A +F
SISl & A gyt o] 2 a8l #3 o A A(//admine] /adminzt X317 &5)S 3 F doH
AFEAE Wl = 9] fadmin 73 2ol & glazof A AT F AFUT AHZA 02 o= Bl #A4 2 U
Bl 4 A5 Y h

Wol gAo] G A FHLEE o] Ao YL BEUTh oY@ AL ol /1K e A 950

ALLOW action + notPaths = = === DENY action + paths field 7 & 2 = &1 S A}&3}= @3
=] )
o
g

test e A9 FULEE o A%l 9% wA gt
[ ]

A% ol o] gyyrh
A% H-o] 42 & paths = notPaths 2= 4 o511 Ut

T
EE

A3t o] A S ALLOW action + paths I = D =)
AHEFU T ol H et - F A 93] Al o713 ¢Fe ARE I F AFUch olee A5

A zelol = A Abg eIy ok

ENY action + notPaths 2 = &1 &
o]

2
R

742 A 1+3E ¢ 3 Red Hat OpenShift Service Mesh -4 ¢ x| = Istio -4 3} ¢}
FYth.

21.5.6.2. 4= Atst 74 HHlolE

Istio 1§ %o 42 & HTTP 2% o] URL 422 7|uho = & % 94y th URI A Falebae s
A AHeE Bolok 239 A28 54 ¥ NEselel JsE AR EE PR AT F 9
=% gUth 1RO 2 P8 Folt e 427 59T S e

Istiot= A& 3-o] 4 Aol s} Hrletw 2 S Bhodar] Aol @ % A=A kg Ast AAE
SELASIES

E 2.1 43 A A
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https://tools.ietf.org/html/rfc3986#section-6
https://en.wikipedia.org/wiki/URI_normalization
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<A Ay o =) 23
NONE A3l =8 E ] LJ%2FA./be B3 Hol o] A& CVE-2021-
Yt} Envoy 7t 418 & Ao o3l H7F= oL A 3192090 # kg o}

EgEe ggs oz W2z AU
RE Wl AH] 2o A

T 7 UL—

Fl

EE-IRCH
BASE A7) ol Istios] /1% 4 falu b /b AFEE o] A4 e CVE-2021-
Ao AHEHE S Utk \das/daz g ipst  319200] 2 kg

th o] & ¢lsf Envoy =25 gyt
Al <l normalize_path

A& A &etH, RFC

39869 et e YAl S

S R M St 7

A+tstE sy

MERGE_SLASHES BASE 7 4t3} & &2 Al /allb=/albz 7 1+3+5 CVE-2021- 31920 S &3

7H e T Yt steiwl o] dg o= <
olEgY .
DECODE_AND_MER ~ =2xoz nE=ds  /a%2fbs/abz g3  CVE-2021-31920% 93}
GE_SLASHES &8 b gAE Py sl o] Ay o=
AR PUTh ol ML A olEgyth o] 4L ¢
F R Y HRg AA b 814 it off & 2] A o]
A Hl e o drh Aol FvrE £= dHy
7 5Lek g A gy o}, 2 4 of ) ¥ 8}7]
WEgR ARG 27 Aol o Z AL H
A R & A B 2EF .

(%2F, %2f, %5C =
%5¢)=
MERGE_SLASHES %
Foh Aol EE\R 02
EELEk

g2 U39 H %2F, %2f, %5C 2 %5c.

Envoy <] normalize_path 3419 ¢]s] ++¢d ¥ RFC 3986 % 7] &} A 7+3} Y L th.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://tools.ietf.org/html/rfc3986

OpenShift Container Platform 4.10 4] 8] 2 oj A]

w

olggt 3t AL HTTP 25 ¢ dvbdl A &g 9] A4 A1&dS e
A gk o Z2] A o] 2 A3t= B2 22 URLS sl & AU Th AF H &S ALE
s off of FE] A o] o] FF = WS olFfEloF Pyt
2.1.5.6.3. 4 & A3} +4 4
Envoy+= ¥idl= 131*4 71X eF AR et=s 8 AR E L35t Al 2H Bt vl T8 %
yth ot oAl = 1 S A A A2 AT F AFUTh FtstE URL =2 ==
NONE©o] A&l = 74 EH URL 2= o3 Z5yth
1.
At o FY & FAst= H AHS-FHY T
2.
W= of T Aol Ao e AgdH Ut
$ 22 74 9
= Aol A =4 A=
T EAE A} L5l A e E 83 o BASE MERGE_SLASHES =+

DECODE_AND_MERGE_SLASHES

RFC3986% 7Imto = 93 #A 22 A 31sla =e)lA]  BASE
ek gsuth

RFC3986< 7lwto = a4 A== 4stets =2)4 MERGE_SLASHES
SHPSAR ME R Adndd YA E gy

A &t

RFC 39862 7lWlo= a3 =2 Rzsstw,mr  DECODE_AND_MERGE_SLASHES

R T PR - R

Ut

T2 A 2~ERFC39863 288 A] 4oz 2%  NONE
AEE A AU

2.1.5.6.4. 3 = A t3t= 918 SMCP +4
Red Hat OpenShift Service Meshel| Ul st 4 2 &4t} & /4 3l H ServiceMeshControlPlane oj|
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https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
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]_

olr
fr

M oee A TUTh Al 2" A S 2A d =0l H=5 74 A& AH- Syt

SMCP v1 pathNormalization

spec:

global:
pathNormalization: <option>

2.1.5.7. Red Hat OpenShift Service Mesh 1.1.13 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~~= CVE(Common Vulnerabilities and Exposures)
2 I FEE AT

2.1.5.8. Red Hat OpenShift Service Mesh 1.1.12 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
92 I FES ATI YT

2.1.5.9. Red Hat OpenShift Service Mesh 1.1.11 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 z] == CVE(Common Vulnerabilities and Exposures)
2 HIFEE AT

2.1.5.10. Red Hat OpenShift Service Mesh 1.1.10 Aj 7] &

o] Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
2 I FEE AT

2.1.5.11. Red Hat OpenShift Service Mesh 1.1.9 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~~= CVE(Common Vulnerabilities and Exposures)
92 I FEES AT

2.1.5.12. Red Hat OpenShift Service Mesh 1.1.8 A| 7] &
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OpenShift Container Platform 4.10 4] 8] 2 oj A]

o] Red Hat OpenShift Service Mesh 2 z] == CVE(Common Vulnerabilities and Exposures)
2 I FES AT

2.1.5.13. Red Hat OpenShift Service Mesh 1.1.7 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~= CVE(Common Vulnerabilities and Exposures)
9 W FAS ATy

2.1.5.14. Red Hat OpenShift Service Mesh 1.1.6 A| 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] == CVE(Common Vulnerabilities and Exposures)
92 I FES AT

2.1.5.15. Red Hat OpenShift Service Mesh 1.1.5 x| 7] &

o]l Red Hat OpenShift Service Mesh 2 ¢] == CVE(Common Vulnerabilities and Exposures)
92 HI FES AT

o] el 2els dEst AlF 7 e Aol FrhEAF YT

2.1.5.16. Red Hat OpenShift Service Mesh 1.1.4 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~= CVE(Common Vulnerabilities and Exposures)
92 HIFEE AT

B
R

CVE-2020-8663 & 4| = 3| 23l %5 @A 7} &= 5 ojoF gy}

2.1.5.16.1. CVE-2020-8663°| 4] 2 8.3+ % U0 E

CVE-2020-8663: envoy: Resource exhaustion when accepting too many connections?i tj gt
TR0l Te2EY AZdd 74 s AFE FUHlEs U ol A e 74 A2 o] HHS &
el == 47 5 ol of P,
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https://bugzilla.redhat.com/show_bug.cgi?id=1844254
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3l =% o7 = Red Hat OpenShift Service Mesh2] 1.1 ¥ A S 41831 = 1.0 1
€ ©] CVEE ¢3}ste vl a3yt

o

X2 overload.global_downstream_max_connectionsz} . 5} 3 = A] runtime
FUh A A Eg oA AE T E Og @A S ST

th& 8l 2~ E = bootstrap-override.jsonc| 2t = 31U & A /dsto] ZEA oA REXLER] |
22 g Aol sta taae] dey 7AL 2ERES 4Py

il
oL
Lo

{
"runtime": {
"symlink_root": "/var/lib/istio/envoy/runtime"
}
}

bootstrap-override.json 1} 2l o A A] =281 & A A 5F] <SMCPnamespace>=- Service
Mesh Control Plane(SMCP)-&- A A 31 W] o 29 o] 2~ 2 wu} 1 o).

$ oc create secret generic -n <SMCPnamespace> gateway-bootstrap --from-
file=bootstrap-override.json

SMCP 4.2 Jd ol £ sto] 44 <] & 24315 oh.

el el E¥ SMCP 4 < #1

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
gateways:
istio-ingressgateway:
env:
ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-
bootstrap/bootstrap-override.json
secretVolumes:
- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap
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OpenShift Container Platform 4.10 4] 8] 2 oj A]

A A 48 A3 3¢ overload.global_downstream_max_connections 4 % o] 2
23S A A RS A G o d A oAl = 7k 100005 AHE-¢HU T

$ oc create secret generic -n <SMCPnamespace> gateway-settings --from-
literal=overload.global_downstream_max_connections=10000

SMCPE t}h4] ¢fulo] E3he] Envoy 7l Riete] #4< 33 9l AX ol A 231E oAl vhe
=gy

i Hl o] =¥ SMCP 4 ] #2

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
template: default
#Change the version to "v1.0" if you are on the 1.0 stream.
version: v1.1
istio:
gateways:
istio-ingressgateway:
env:
ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-bootstrap/bootstrap-
override.json
secretVolumes:
- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap
# below is the new secret mount
- mountPath: /var/lib/istio/envoy/runtime
name: gateway-settings
secretName: gateway-settings

2.1.5.16.2. Elasticsearch 59| /] Elasticsearch 6. & ¢ 1| o] &=

Elasticsearch 5¢] A] Elasticsearch 622 Juo]ET u] Q1Z A FA4 = 213 Jaeger 21 =~ ~E 2}
A3 kg Jaeger Q12§12 thA] A A sl of g th. Jaeger <) ¥l 2 Ev] A S thA A4 She] Al Q1EA
AEZS TG I 2EZ A E AHE3t= 45, A Jaeger ¢l 2~ 2 9] Jaeger o] &3} U] ¢ =¥ o] 2~
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7} 24 B Jaeger ¢l <€l 91 T st A Jaeger 91 2~ o) T B
t}.

ro

B
=

fijo

o) >~
e ES o 3l

o))

Y

=
o

oh',
o
[kl

2 A

I»

Jaeger”} Red Hat Service Meshe] = d X H

1.
Jaeger AL B9 242 Tl 2] o B

b}

Aok
I $ oc get jaeger -n istio-system
ohe3t 2o wgo] EAH T

NAME AGE
jaeger 3d21h

A AR A ] Bl atd S dA HEE o BAFEY T
I $ oc get jaeger jaeger -oyaml -n istio-system > /tmp/jaeger-cr.yamli
Jaeger ¢l =~ 2~ 5 1A P ot
I $ oc delete jaeger jaeger -n istio-system
AREAF A 9] gl A vhd o] ARl A Jaeger QI RIS A A A U T
I $ oc create -f /tmp/jaeger-cr.yaml -n istio-system
A AHEA A o] Bl o o] ARES ARA Y

I $ rm /tmp/jaeger-cr.yami

Jaeger”} Red Hat Service Meshe] A 2 A X5 x] ¢F& 79 ZZ A~

A% 3t7) 7ol Jaeger AHgAL A 9] 2] A2 5 o] AHES BHEU T,

AFEAF A o] 7] a2 7Y S 2hA| 5] Jaeger 91 2 E A~ S A4 o)

I $ oc delete -f <jaeger-cr-file>
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& &9 a3 ZEYTh
I $ oc delete -f jaeger-prod-elasticsearch.yami

AREAF A o] gl A vhd o] W] AL A Jaeger Q1 AW S A A Y o
I $ oc create -f <jaeger-cr-file>

Pod7} thA] Al 2 E Q=] 3l

et

Y.
I $ oc get pods -n jaeger-system -w
2.1.5.17. Red Hat OpenShift Service Mesh 1.1.3 A] 7] &

o]¥1 Red Hat OpenShift Service Mesh 2 2] ~~= CVE(Common Vulnerabilities and Exposures)
9 W FA8S ATy

2.1.5.18. Red Hat OpenShift Service Mesh 1.1.2 A} 7] &

o]¥1 Red Hat OpenShift Service Mesh 2] == 1

F 2
)

(o]
ety
o
:?L_’:
i
%
i
v

2.1.5.19. Red Hat OpenShift Service Mesh 1.1.1 A} 7] &

o] Red Hat OpenShift Service Mesh 2 2]~ = G4 o] dd A XS AL}

2.1.5.20. Red Hat OpenShift Service Mesh 1.1.0 A} 7] &
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I $ oc new-project istio-system

“Red Hat OpenShift Service Mesh d X] A}-8-2} ] &7 A &1 % o A & A}-8-3}1] istio-
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I $ oc create -n istio-system -f istio-installation.yaml
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I $ oc get smcp -n istio-system

STATUS < o] InstallSuccessfulel 2 ¢ Ax7F A3 Ao 2 5520
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NAME READY STATUS TEMPLATE VERSION AGE
basic-install 9/9 InstallSuccessful default v1.1 4m25s
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NAME READY STATUS RESTARTS AGE
grafana-7bf5764d9d-2b2f6 2/2  Running 0 28h
istio-citadel-576b9c5bbd-z8424 11 Running 0 28h
istio-egressgateway-5476bc4656-r4zdv. 1/1 Running 0 28h
istio-galley-7d57b47bb7-lqgdxv 1/1  Running 0 28h
istio-ingressgateway-dbb8f7f46-ctén5 1/1 Running 0 28h
istio-pilot-546bf69578-ccg5x 2/2 Running 0 28h
istio-policy-77fd498655-7pvjw 2/2 Running 0 28h
istio-sidecar-injector-df45bd899-ctxdt 1/1 Running 0 28h
istio-telemetry-66f697d6d5-cj28I 2/2 Running 0 28h
jaeger-896945cbc-7Iqrr 2/2 Running 0 11h
kiali-78d9c5b87c-snjzh 11 Running 0 22h
prometheus-6dff867c97-gr2n5 2/2 Running 0 28h
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OpenShift Container Platform CLIo| 22213 ).

I $ oc login https://<HOSTNAME>:6443

2.
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ESAATUN HEE ZHAS AT 22 Es Dol gUnt

I $ oc new-project <your-project>
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EN
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=<

servicemeshmemberroll-default.yaml <

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name
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oS e S 23 sl istio-system ] ¢l 27 o] o] ServiceMeshMemberRoll 2] &~ 2

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml

oS =S 238 5te] ServiceMeshMemberRollo] 24 o 2 A 5 =A] &3],
I $ oc get smmr -n istio-system default

STATUS & o] Configuredsl 7 ¢ A x7F 3 A o= 29 AYYrh.

2.5.8. U] 22 v Ao ZR2AE F7} = A A

A F48 A3t 7] = Service Mesh ServiceMeshMemberRoll 2] 2204 T2 A EE Z7}35}1A
Y AAL F AdF5YHh

4
L}
Ik
fu
2
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o
"
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et
ol
¥
X,
r\j
[kl

24 E = 51} ¢ ServiceMeshMemberRoll 2] 22~

3}l - ServiceMeshControlPlane z] 427} 2+4] =] ServiceMeshMemberRoll 2] 4~ 27}
A4 H U o}

2581, 2&L AHg kel Wyl BolH ZRAE F7EE A A

A 2 AR

[}
Red Hat OpenShift Service Mesh Operator 4 %] % 7 =
[}
71Z ServiceMeshMemberRoll 2] A~
[}
ServiceMeshMemberRoll 2] &2~ E5 A} 83 T2 A E 9] o] 2,
[}

Al A FobsAL A s TR E e o) &,
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T A
1.
OpenShift Container Platform ¢ <& 2 1218t}
2.
Operators - 1 %] ¥ Operator= ©] &34 c}.
3.
Z2AE W FE Z8 53 EE 4 ServiceMeshControlPlane 2] &2 7} v L 5= Z 2 4
EE A9 3y () istio-system).
4,
Red Hat OpenShift Service Mesh Operator= =g §}1 t}.
5.
Istio Service Mesh =l v & & =S ZF2 3y}
6.
default =25 F2 g4y}
7.
YAML 51 & &9yt
8.

YAMLS 435t Z2HAEZS HH=E F718tAY Al AF UL o8 Z2AEE 718 &
AA Y L2 A E = 51} SerwceMeshMemberRoII g a0 gk &3 S lF Ut

2.5.8.2. CLIZ Al &30 Wlw] Zo|A] Z2A|E 27} e A 7

WHES AHgote] 71E A2 A W RS £ 5 9

o))
i
)

ARICE A

[}
Red Hat OpenShift Service Mesh Operator 4 %] 2 7 =.
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[}
71 ServiceMeshMemberRoll 2] 4~ 2.
[}
ServiceMeshMemberRoll 2] &~ 2~2 A}&3F T 24 E 9] o] &,
[}
WA A Fobet A abA shel e Z2 A E L) o) &,
[}
OpenShift CLI(oc)<ll i Al =3+ o}
Z2A 2
1.
OpenShift Container Platform CLIo| 222134 T}
2.

ServiceMeshMemberRoll 2] A2~ E2 A g},
I $ oc edit smmr -n <controlplane-namespace>

YAML S #7335t Z2HAEE W Z FIetAY Al AU o8 Z2AESE F718 &
QA 4k 2 A E = 3} o] ServiceMeshMemberRoll 2] &2 of 4 &3 4= 9] &1 th.

servicemeshmemberroll-default.yaml <

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

259. %5 U0l
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Fo 7 ddo]Es= 7% OLM(Operator Lifecycle Manager)-& £ 2| 2~ ¥ o /] Operatore] A %],
Aagol= & o5 7wk A A 2 A o} (RBAC)E A o] g4 th. OLM-S OpenShift Container Platformof] 4
7122 o 2 28 51 t}t. OLMS Operator Registry APIE A}£3}= CatalogSourcesE £3) &8 7%
3l Operator<} 4 2] @ Operatore] g0 == # 2] gL th

OpenShift Container Platform¢] ¢ & o] = =] ] Wy ol o 3t 244 &+ ) -&-2 Operator
Lifecycle Manager &4 & x4 Al &

2.5.9.1. o} Z A o] A pod HH o] E

Operator=S A& o 215 %< A Ae s 729 Operator= HEE Z ¢S AF50 2 Quo]E
A R, o ZE] Al o] A& HdHl o] EA] ekFUth 7| E o ZA o] & AlS v Al o] A7t w51, 2o )
2 7] @Y th o ZE A o] #E A= Aol =TS dadlol=ate ™ of ZE] Al o] & thA] Al ZHal of &

Y,

ML A ZHE Aol Bk AFI S A SHE A T Foheh A S shel Wl el 4 pod W E S <
[<1

$ oc patch deployment/<deployments -p {"spec":{"template":{"metadata":{"annotations™:
{"kubectl.kubernetes.io/restartedAt": ""date -Iseconds "'}}}}}'

, Wl 3 = Podol] 2| A € Alo] =7} 7 g o] o]
HD}-

vl 3% ]/\1 Z}E A}o] =7t AFU S A} LFHR] L=
E3

%
0 2] & 44 3le] Aol =S FE O 7 ¢ H o] Esfof

o —[o

2.5.10. o} A

[ ]
Red Hat OpenShift Service Meshol i = 2|7 o] A& v 28 FH] 7} = o] Y HFY o

2.6. A 1] 2w Aol A ®eF AR} A €]

A B2 W A] o 2] Al o] o] H3Fgt mlo]| AR MU 25 AEste] A H
Service Mesh= 21835} s A H] 2= 7F B2 B oS A&} x| 4 g 4= 9l
#2] 715 &7 OpenShift Container Platforme] ¢l z} = of = E]?ﬂ o] M
ZAH] 20 B2 gl ID Beks Algd & Adsyth

71 - Red Hat OpenShift
FUTH A H] 2= wiA o] Ey
o] A& #e el vpol 2

2.6.1. mTLS(mutual Transport Layer Security) 24 3}

mTLS(mutual Transport Layer Security)2 + TFAIR 7} A 2 2%
Z(IKE, SSH)o| A &= 7| & 21& rEoln, Tt & Z 2 E Z(TLS) A &= A& 2 ¢yt
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#deploying-applications-ossm-v1x

OpenShift Container Platform 4.10 4] 8] 2 oj A]

mTLSE of S A o] d ot Hﬂ]éi of gk M7 glo] AHEZ &= AU Th TLSE= A B & HlA]
Za}ol F Aol E7L ZEA] Alololl A M H o2 g gh

O

7122 © = Red Hat OpenShift Service Mesh”} 3] & =2 A F Ut} of 7| 4] AJH] 2= W A] o] A}
ol=7l= dnt HAE E I3 mTLSE Al§ste] dsstd A48 257 & &gyt ﬂﬂf\l«l A H] 27}
HA] & H A 8] 29k BAISHE 79 A AT mTLS7L el & A= ko] 5418 @S o+ AFUTh 922
TE AMH A& WA R vto] g o] dste Ft 518 REE AFS- U Th

2.6.1.1. 1| A] o] A} ) A3 mTLS &4 3}

AR =T WAl 7o) AMu] 29} FASHA] ol hSstE AARE FEste] FAlo] FHEA] &= A
$- WAl AA o)A mTLSE w27 &4 3} 5= 2l <51t} ServiceMeshControlPlane ] 2~ 2=oj] A
spec.istio.global.mtls.enabled = true = 4% 3} t}. Operator= 2 2.3t | A2 E A FY L

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true

2.6.1.1.1. 4 An] 29 2 AA ) Alo] =7t A4

RS A8t E M e vl Yol 2o B mTLSE 74 € = s Yt

apiVersion: "authentication.istio.io/vialpha1”
kind: "Policy"
metadata:

name: default

namespace: <NAMESPACE>
spec:

peers:

- mtls: {}

2.6.1.2. '3 AA o th & Abo] =7t 4

Al A ThE Au A2 @S B ol mTLSE AHE 8= 2 AU 2 WA 2 A sHE thd 732 A
ey

apiVersion: "networking.istio.io/vialpha3"
kind: "DestinationRule"
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metadata:
name: "default"
namespace: <CONTROL_PLANE_NAMESPACE>>

spec:
host: "*.local"
trafficPolicy:
tls:

mode: ISTIO_MUTUAL

2613. A2 L HAY T2 EFZ A AA

AHEAE ZHA o] AH] 2w A o] FEstE E o) vk 58 8 Aol Sl A%
ServiceMeshControlPlane ] 4~ 2=¢j] spec.security.controlPlane.tls.minProtocolVersion ===
spec.security.controlPlane.tls.maxProtocolVersion & 2 A slo] 3] & 5= <53} 7] 5S AT 5+ A
FUTH ZEE 8 glazd A E slE a2 TLSE &3l P shA B4 of wlA] 4 8.4 A AL
ok A 9 Ay TLS WA F ook

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic-install
namespace: istio-system
spec:
security:
controlPlane:
tls:
minProtocolVersion: TLSv1_2
maxProtocolVersion: TLSv1_3

7)1 8-z TLS_AUTOo ™ TLS W A& & 51 A ¢r&1th

|

ZF

ro

23. =

s
#* A
TLS_AUTO default
TLSv1 0 TLS #4110
TLSv1_1 TLS WA 11
TLSv1 2 TLS WA 12
TLSv1 3 TLS ¥4 1.3

2.6.2. ¢t5 3} Al F <+ 9 ECDH =41 4
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¢} 5 3} A &+ 2 ECDH(Elliptic-curve Diffie—-Hellman) =4 & 1] 2 A S H 5 51+ T A=)
< A 54t} ServiceMeshControlPlane ] 4 2-9]| A spec.istio.global.tls.cipherSuites = }38}% of
3.3} Al &%~ 3 spec.istio.global.tis.ecdhCurves & A} 8-3+= ECDH 44 & 432 & H 5507 4
o3 4 dH Yt o] 218 &4 F syt Hlo] 9low 7] B gro] Al H U th

AH] 2w A A TLS 1.2 == o] d WS A3l 73 -9 cipherSuites A7 o] 2 854t} TLS 1.3
S A e 237 lEF U

FAES et dES AFTS AR FEEH EFS
CurveP256, CurveP384 = CurveP256-2- CurveP384 : T} %

i

o
kl

o} 5 8 A 72 748 u) TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ==
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256< ¥ &3] o} 31 th. HTTP/2 %]
Doll= ol gt da st A F- 5 3t o] do] H g

A
o,
w
rr
i
}o{.
c)
__>fl_‘l
]
=
rlo
u)
alfe
k0
i
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i
fu)

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
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TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES 128 CBC_SHA256

TLS_RSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

CurveP256
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[ ]

CurveP384
[ ]

CurveP521
[ ]

X25519

2.6.3. 9% 915 719 7] D A5 F7}

1

71¥-2 o 2 Red Hat OpenShift Service Mesh= =} H HE
got] AARE AFA o AP dYrh AFEAF A o] AI5A H ]E
AR AFAM A BT F= dFUTh o] A2 012*19% 71E
U4t

SE AFA 9 7S AL o) F A}
AHgErel ALEA A S RE QEA
B 22 v Ao AR B oA S B

A 2 AL

[
SlZ=ME FAsE A A5 TLS7 84 319 Red Hat OpenShift Service Mesh= 4 =) g1
o}.

o] o A o] A = Maistra 2] ¥ 4 E 2] ] Q1 ZA 2 A&t ZagMde] 74 o= 7|#9 =}
A ASME A

olgigt AP o= A5 2lste W Bookinfo 41 & off Z2] A o] A& ] 23 o

2.6.3.1. 7| & A=A 4 7] 7}

4

71E M (CA) 15A 2 715 AHE-ated CA JISA, 71, FE ASA7F 23 A5 o AQle A
daffoF FUth el 1S4 ZHzholl el vk 2 A &3 9 o] 55 AHE S oF FU T CARISA &
ca-cert.pem, 7] = ca-key.pemo] 2} 11 gt t}. ca-cert.pem-2 A 1 5l FE 21 F A = root-cert.pemo]
23l gk AR =0 A S Q15 A & A SHE 4% cert-chain.pem 7o Q15 A & A G of
U,

kg A o] whak Al w Ao 91E XS F=7F3Y T Maistra o) £ 2] E2lol| A AR o A QZA
£ A A3t <path>= 1 ZA4 A= 2 vubFyth

g 1< ca-cert.pem, ca-key.pem, root-cert.pem, cert-chain.pem-2- X §3}l= A| 28
cacer %— AT
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https://github.com/maistra/istio/tree/maistra-1.1/samples/certs
https://github.com/maistra/istio/tree/maistra-1.1/samples/certs
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$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

ServiceMeshControlPlane ] 4~ 2= 9] 4] spec.security.dataPlane.mtls: true= true = 4
A 3FaL th2- o A ¢} 7+o] certificateAuthority = -4 34U t}. 7] & rootCADir:= /etc/cacerts¢)
Ut 719} 21E A 7F 71 2 ¢ x| o] nLEFH 7S privateKeyS A4 & I o 7t gl oh A H] 2
H Al = secret-mount 3} ol A Q154 9 7] & ¢l FU TH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADir: /etc/cacerts

2.6.3.2. A1 54| gl

Bookinfo 41 & o Z2] 7] 0] 82 AHg-ste] Q15 A 7F SrtEA vl eEHAEA S Gt BA v
d A5 2 PAF T 28 0L podol BFLER AF5A 2 el .

pod ¢] &< 4 RATINGSPOD<| # 354 o).
I $ RATINGSPOD="oc get pods -l app=ratings -o jsonpath="{.items[0].metadata.name}"

e B Aastel ZHA G rheEY AFHE P4

o

.

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /var/run/secrets/istio/root-
cert.pem > /tmp/pod-root-cert.pem

/tmp/pod-root-cert.pem A o= Podz AEdH FE AFA 7} E3515 o] Q&L T

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/cert-chain.pem >
/tmp/pod-cert-chain.pem

/tmp/pod-cert-chain.pem 7} ¢ o = Pod = A g ¥ ¢ A2 1549 CA QA5 A 7} 3=
o] AHFH
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346

E Q15A17} Operator7}t <] 4 g+ A 3 5L 3HA] ot <path>E IS5H A== WA

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt
I $ openssl x509 -in /tmp/pod-root-cert.pem -text -noout > /tmp/pod-root-cert.crt.txt

I $ diff /imp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

o

=9 Aol vlo] & Aoz gy

CA <1547} Operator7} A 4 3k 7 3} 5 A 3HA] el gty ). <path>Z2 <154 H 22 2A
[aB s
H

$ sed '0,/A-----END CERTIFICATE-----/d' /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-
ca.pem
I $ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt

I $ openssl x509 -in /tmp/pod-cert-chain-ca.pem -text -noout > /tmp/pod-cert-chain-
ca.crt.txt

I $ diff /timp/ca-cert.crt.txt /timp/pod-cert-chain-ca.crt.txt

o

Sl Ao o ggyrh

o

o] Hof 9]

e

$ head -n 21 /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-workload.pem

$ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) /tmp/pod-cert-
chain-workload.pem

il

e

I /tmp/pod-cert-chain-workload.pem: OK
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2.6.3.3. A4 A A

e ASME AAS W T WA BEYA L

1

A Z3 cacertsE | 71 g ot o] o A of] A istio-system> AE =
o

rlm:l

CRIECE TR

I $ oc delete secret cacerts -n istio-system

ServiceMeshControlPlane &) 220 A 2FA] A HE FE Q1 Z A2 A H| 2 WA E Au] £
Yot

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
dataPlane:
mtls: true

2.7. EgjZ

J&:

s

Red Hat OpenShift Service Meshe] 4] 7+ Eg|d 9 APl 55 555 AT
o], Aul & v Al o] A AME] L= v A] Woll A FAlsof &t thE *Wli‘: AR
ADG el shel B WA= AU £ 573, AU 2E wEo, HAE i w4 2o
A A& A E] Bt AlSS F7HE U T

o] QHj A = Bookinfo 4] = OH%El Aol A Fxste] oA cfZ]A el Aol 291 A= AT
t}. Bookinfo o] Z 2] #| o] 4 & A x]8}o] o] # 3t 2128 oA 7} 258t WS dolE )

2.71. E¥ Y g4 2 #g

YAML 5}l o 4] AL-82F 2] A 2] &2 A o] 2 214351 Red Hat OpenShift Service Meshol| #}3] E g
g AL F7 8t AH A HA S AT o

2.7.1.1. 72 A n) 2] Ed % 2a)

7124 A 8] 27} 91 = Red Hat OpenShift Service MeshE 53] oj&] W H <] nfo] a2 Mu| 22 9 F
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#ossm-tutorial-bookinfo-overview_deploying-applications-ossm-v1x
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g ¥HoR g9y

gk

F gt g Au 2

il
ol

Mg e £ AUt

@ 7 A B2 3ff of 2] off 2] A ol A Al ﬂﬂff“%\:}
Kubernetes = A}-& 3} o EXH Y YA ol nE /\1 H| A2 A g st 714 A
’“ﬂ*""“/l‘# 7HE M2 E ARG B of & 3171101 < 93 ,

Lo mpo] AR MU|ARE FAAE AHI AR A8 = dFH

=

=2 &

T
73

AlelEdlel et Agste] EfY 1132 T 74l B FA Ed S Aoy

27114, 71 Auj & A

QAL P AR 2E B8 Au 2 WA Yo Mu 2z S e gy 7 7 AR 2E S U E
7bsl & 298 3 Al EZ 4 F U ok Red Hat OpenShift Service Mesh= 7} A 1] 220 tj s F0i %
7+ @HS WA Yo AR 4 Aol sy}

71 A 8] 2271 ¢l = Red Hat OpenShift Service Mesh= =& AH] 2~ Q1 AE A 7o) 2le= 2H &2
WA S ARt E S w2 Th 7Y AH] 20 A = sty o] d o] S AE o] Fo i 3 E Y
TS ARG F AFUCH 7 A e 20 g8/ 22 7 A u] 2o i g ER TS A S
A% 3t= WY < Red Hat OpenShift Service Mesh°ﬂ dHYTh A2 S 5 A2 = ¢ 3]
OE AMH 2 HAdd = syt
A =}

TS o A & AME-3le] YAML 3l & T
Bookinfo 41 = o] Z g A o] A AH] 29 t}2 v Ao =

o] : VirtualService.yaml

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason
route:
- destination:
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host: reviews
subset: v2
- route:
- destination:
host: reviews
subset: v3

o2 HH S 43 sl VirtualService.yamlg 2 83t} o 7] 4] VirtualService.yaml-=

Mol A YAML 51 ] 2 B e ojs) A 5t3 7bg A u] 2o A 71 &

[>
[t
i
o
o,
ﬁ.‘l‘,
rr
%

271.21. 3 2E

hosts A= ol 2198 3 0] 2 85)% 744 v 20 B Fa7k g uth ol Ar e 83
& HUE B AgHE F280Y

7HE Aul 2 E2E o] 52 IP 4, DNS o] & = H3td =HQ o] F o2 I H2 o8¢
& AFHh
spec:
hosts:
- reviews

2.7.1.2.2. 298 1%

http 4 Aol 32 W= A4 gjdo s A49 HTTPA.1, HTTP2, gRPC = a1 < glog s}
9 QA 27 D AQL Ak F Av 2] B8 FHo] TerE U B H e 8L
o5 A AHE AX 2w PP

oA A A AR 29-d FF o= dA BEZ A et 270] AFUTh o] oA oA o] 2’2 AL
27} jason<] R E Q3o &5t} headers, end-user, exact 2 =& 7135l 43 23S HAg}
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Y,

spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason

) AF

742 A ] destination == o] 273 dA st Ef T tf gk AA| S A FUTH 7S
) 29 T A~E 9t ge] thy &2~ E = Red Hat OpenShift Service Mesh 4 v] 2~ g x] ~E 2] U&= 4
Al el ol o Futh ZEA 7} 9}‘: ﬂﬂ Al AH] 2 B A H] & RS ALE-Ehe] F7HE B wA] A H] 2
2= 9J&Uth o] do A 3 AE o]22 Kubernetes A ] 2 o] 291t}

P}

e

spec:
hosts:
- reviews
http:
- match:
- headers:
end-user:
exact: jason
route:
- destination:
host: reviews
subset: v2

2.7.1.2.3. 973 13

g e 7 g CELE
g A 2E Ed R oz S Y P th oY 73

3 g th

2.71.2.31. 2= WA A &4

2 2 Red Hat OpenShift Service Mesh= £ 9] 7} Au] 2= A 2EH 2o A A2 8 S
= 22X 2= WH A g A S ALE3HU o =3 Red Hat OpenShift Service Mesh= 5% A
)2 a9l Aol g adel g 7o AP T 5 e e e mdS AL
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Ho »
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Random: £ 3 & £ 9] Q128 2o 292 Adadgth
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[ J
Weighted: 8 %2 74 4 2l v &of mpa} £ d2d 2= APgth
[ J
Least requests: £ 32 83 £V 714 AL A 2E 22 Aggyh
o 3 4

H el A A2 e 2508 4 b she] my-sve T A v el shal A 7H
g2 ahel A3 AT

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: vi
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

2.7.1.2.4. Al o] E 9 9]

Al Ed o] & ALE-she] WAl ) & Qule-= W of = EF S Al ste] HAlo] £ 7AW
Ut s ERY S AA T F AdFUth Aol Ede] +A4L& Al Az =9 3 A== Ao =7}
Envoy Z 22|71 o}, wl A 9] o x| A A3 H = 57 A3 Y Envoy ZE Ao & &

Kubernetes Ingress API¢} 7to] Al ~E) 0 2 S0l 0= E TS Aojstes & v 7Y S g
Red Hat OpenShift Service Mesh 7| o] E ¢ o] & A&} E g 2198 <] EE— 7R Fades &8
g 4 2141t} Red Hat OpenShift Service Mesh 7 o] E 9] o] 2] & t OpenShift Service
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AclEdlele 2 74l Edf 2 deste o AHEH ARt
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Aol E g o] of Al

T oAl = 95 HTTPS =4l Edf ol thal] A& Alo]Ed o] 74 S HolFYth

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tis.key

o] Alo]E o] -4 & & ext-host.example.com2] HTTPS E3| 2 & L E 4432 vA| &2 3] &
QAR Ef o] 298G A eA] GHUTh,

2992 453 Ao Eslol 7t = d thE AFshel W Alo) E el o= 7P Au] 2o nhel Yo
o the dl o} o] 7bg Mr] 9] Ao Eslo] WEE ALgate] o] A44E Gt

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy
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2.7.1.2.5. A¥] 2 &=

18] 2 g2 o Red Hat OpenShift Service Mesh7} W -4 © & ] &t A H] 2 g x| 2 E g o 3
52 F7hUth Ml & F5S 3718 § Envoy IS A= v Al o] M u| Q1 1A Y Au] el EY e

ByYch AMu] & g2 S }\]—E-o]-ttl Tt o 288 4= 9l &

A2 wA] Q) R M A= Au| 20 E S Ay

Qo)A n 8 APl EE 87 A Q1 ahe] A 2o the Ee ¥ 3 2o o) B o] B
< PoEa 9 dggyo.
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o) ol thk A A=, A7 23 5 @/ A AA S Ut
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B
R

Kubernetesol| 4 t}% Z 2] € Red Hat OpenShift Service Mesh 1| x| & -4 &} 7]
8l o2 Fel2H o MH|EE HA ¢ F7FE Y

MM 2 g2 o

t}2 o Al mesh-external 4 v] 2 §=-& ext-resource ¢ 442 Red Hat OpenShift Service
Mesh A ¥] 2 g x| =~ E g o] 713 th

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry

metadata:
name: svc-entry
spec:
hosts:
- ext-svc.example.com
ports:
- number: 443
name: https

protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

52E EE A 9% 2228 AP th $43] SH A SAEAE YA =9 o]
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WA o] The Au] 2ol e 2 g e Ty sHE A

A FAZ YA o2 | Fol tie Ef g s
Aojetes 7 AUl 2 Bt 73S 742 F dFUTh d & S0 ts i A2 A S d5S
A& &t 4] € ext-sve.example.com €] 3 A u] o] B3t AA S HE 7] Yo A4F TLSE AHgal=
= EHY ARE 4 FYTH

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:

mode: MUTUAL

clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

2.7.2. /o] E ¢ o] & A& 3] Ingress -4

Ingress 7] o] E9] o] S0 2= HTTP/TCP 912 & =2laks v Al 9] A oA t5ahs 2= B
JUth =2H ZES 2RSS PR £ 99 P A 25U Ingress =)
o Edld ehege i Aul s 293 FAS A OR G9d FHoR PAHYTL

o2 dAl oA & Aol EH o] & THE 11 Bookinfo 4 Z of Z ] Al o] A of| A A u] 2
flogin. 7 2 2] o] Ef P =&

£ /productpage =!
3l == VirtualServiceE +4 3= ®}

HS HoFUyth

Ed S ¢

2hat7] 918 Aol Egol 2 wEL T

YAML 3} & A A sk & o3 YAML
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Al o] E4l o] < A] gateway.yaml

apiVersion: networking.istio.io/vialpha3
kind: Gateway

metadata:

name: bookinfo-gateway
spec:
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selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

(111

YAML 591 2 2§ g ok,

I $ oc apply -f gateway.yaml

VirtualService S BA EE A sle] 32E 3|0 = thA] 24§ ).

712 A H] 2 of vs.yaml

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
gateways:
- bookinfo-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:

2% SERVICE MESH 1.X
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host: productpage
port:
number: 9080

YAML 591 & A &34 o)
I $ oc apply -f vs.yaml

Aol E ¢ o] 2 VirtualService7} &ul=2 A A& = <)

rr
X

_I \
0,
ot
I
o

AlelE9 o] URLS A4 dth.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')

E W3 E A3t} o] o A oA istio-systemS AEE Z <l

[K
f
&
lu
lo
2
il

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

PA A 02 wEE H oA & HEEFYT
I curl -s -1 "SGATEWAY_URL/productpage"”
o g A= 2009 Y o

2.73. 24 FEFL

Service Mesh Bookinfo 41 = o Z ] Al o] A& ztz} of 8] 714 @ o] Q&= ] 7)o mlo] A& AjH] X
Z 4 ¥ Yt Bookinfo Al & o ZE] Al o] A & A X3 Fol = reviews vlo] A2 A H] 9] Al 72| WA
o] F Ao A3}

H #}-9-# o] 5] Bookinfo ¢ /product #| o] X o] A ~3le] of 2] H AR A B 2R o Ey
o] IFHE A4%E A 2HA B A% AFUTH S E T HAIA QD 7] E AR Mo gle
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2 A E A S RE MACE FAE 232 Sg P

G REALE RE EAAE vol 22 AU LA VICAY NOR ALYRE FAE A 8= wg
o] FUITh 1}Zo] HTTP 2.3 st o] 42 7oz Eg oS gogats #42 488 & Jd&Uth

A 2 AL

[ ]
Tk ol Al ol A #HE 8k == Bookinfo 41 & off &2 7| o] A& vl 28k A Q.

2.7.4. Ingress E| ¥ &g

Red Hat OpenShift Service Mesh || A] Ingress Gateway= * U B3, B et @ 2198 733 722 7]
s5 22y Eolew Eg g A E&E F JEF FUTh A H X A] Alo] Ef] o] & ARG SEe] AfH]
2w A] 9] Fof A A H]g‘é =&Y

2.74.1.IngressIP 2! ¥ E &9|

ot

Ingress 743 & §7014 915 2= AN S A AsH=A) ol Fof wheh AU 95 2= WA
2ol 2E o) Ingress IP 5 X=o] 44 gUth Sej2E o] IP 9 EE7L 9% 2= o] 745 o]
1A selstel® Bhe HE 2 AT h o] o4 A istio-systeme: AEE Felo) TEAE” o) F
U

I $ oc get svc istio-ingressgateway -n istio-system

G HEH S Y Y o] 2o )= 7+ &-E-o] NAME, TYPE, CLUSTER-IP, EXTERNAL-IP, PORT(S),

EXTERNAL-IP 7}to] 27 =9 &3 37 o]l Ingress Al o] E o]0l AFE- = = F 2= WA A7}

AFUTH

EXTERNAL-IP 7}©] <hone> == o -3 2 2 <pending><l 7%, 3l T 373 2 Ingress 7| o] E 4| o]
of jH 2= WAM S A FotA] FFUTH AU 20 == X EE ARG 3FA l o] E o]l Mgt 4= Q)
4t

€730 ek Ingresss 2 1t 2= WA/} AR B0 A 22 WA gl

Ingress T E= AUt 2= MHAA 7L A A=A = 87 9 % 2= WYX glo] Ingress ZEE
A4t Ingress XEE 15 F A o] Eg| o] & 218 ¢k Ingress A4 & ¢k Y]
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$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].ip}’)

(

O B8-S Adste] Ingress X EE AH

Ut

I

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port}")

oS gHS A3 ste] HelIngress FEES

ZE:

ot

.

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].port}’)

e HEH S A3 3sle] TCP Ingress X E=

a7

o

.

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="tcp")].port}’)

NN EIP F2 Al BAE o 82 AE ] 2T e A7}
Utk o] 45 In
[}

< Ingress 7] ] E 9] o] 2] EXTERNAL-IP 3+-& IP 547} o} gy
17 % INGRESS_HOST 37

it

== 5
th Al E~E
TE A A XFYh

% 2 AHg-5te] INGRESS_HOST 42 44 it

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.status.loadBalancer.ingress[0].hostname}')
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2.741.2. 2= WA §lo] Ingress L E &2l

730 )% 2= WA} fli 75 Ingress XE S Selaly g4l = ¥EE ALE T
A%

(

Ingress T ES 2%

Ut

I

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}’)

(

e § 3o 23 sle] Bk Ingress LEES A%

AElCH

hup

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-
ingressgateway -o jsonpath="{.spec.ports[?(@.name=="https")].nodePort}’)

2 WH S 23 sle] TCPIngress ¥ EE 474

o

Ut

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-
ingressgateway -o jsonpath="'{.spec.ports[?(@.name=="tcp")].nodePort}')

275 A5 A= AAA

Istio 7| o] E 9] o] ¢] OpenShift 7 = = Red Hat OpenShift Service Meshol| 4| 2} o & #a] gLt}
Istio 7l o] E 9 o] 7} A W] & W[ A] W Frof| A A, Fullo] E == 2AHA1 2 wj vhth OpenShift 74 =71 A4, 4
o] E = 2HA g Y

2.751. 4% A2 A A3}

IOR(Istio OpenShift Routing) <] 2} = Red Hat OpenShift Service Mesh Control Plane -4 8 4~
= Al ESlo]l AR E 7| UTh AEE el vixo 7= IORS &/ st

Alel E ol ell TLS | M e] 29t 7 ¢ OpenShift 4 2= TLSE A ste= 74 H U

ServiceMeshControlPlane 2] 22~ 9| 4] ior_enabled v} 7/} 2 37135} 3L true 2 A 4

thdE Sof, b5 gt 2YAle FEHA L

I spec:
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istio:

gateways:

istio-egressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5

istio-ingressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5
ior_enabled: true

2.7.5.2. 319 =1

Red Hat OpenShift Service Mesh = 31§ =H|¢lo 2 HA2E AA AW o] & EA st A
OpenShift Container Platform-S- -4 afl oF gy t}. 819 =1 2l(«): *.domain.com)-2 %] 9] & x| 7} 7] &
2o 7 olduyrth U =Il= S AE Aol Edo]E A 5l7] Aol OpenShift Container Platform <}
=vlE G1e TAFU T A WG Y2 AN FxoHA L.

ok Aol E sl ol 7L A EE A5

apiVersion: networking.istio.io/vialpha3
kind: Gateway

metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

- www.bookinfo.com
- bookinfo.example.com

o] 4] t}< OpenShift 3 271 At 5o 2 AAAH UL v 55
& 5 ey

fjo

AHgste] B 27 A H A=A &

I $ oc -n <control_plane_namespace> get routes

o &4
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NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-lvifn bookinfo.example.com istio-ingressgateway <all> None
gateway1-scqhv www.bookinfo.com istio-ingressgateway <all> None

Aol E¢) o] 7} 2FA] =] 1 Red Hat OpenShift Service Mesh7} 74 2 2 AU th 28 502
A9 7 2= Red Hat OpenShift Service Mesho|| o] =74 = %] k<1 th

2.7.6. Link

OpenShift Container Platform 2t d =71 A F Ao th 3t A3 H & & A =dte = AFELS

CEE RNES

2.8. A H] 2= ¥ A] o] o} Z2] 7] 0] A ¥} =

Service Meshoj o 2] A o] A LS v 2 v Istioe] H=EH # WL] E] ¥ 21 7} Red Hat OpenShift
Service Mesh 4 x| ] o] of = E]?ﬂ 0]*4 &2 kel & 7EA] zpo] o] A HFY T

2.8.1. 14 27 Apa)

[ ]
Red Hat OpenShift Service Mesh 3! A ~E4 Istio A /Y E A X v

Red Hat OpenShift Service Mesh 4 %] A =

282. AEEZ Z# < HZ A

ServiceMeshControlPlane &) =2l & A}-&5}] AJALE 7153 FA S AT S ¢

poad
)4
i
=
=

%
>

A AT GZS A4 AR 4T £ JdFUTth HEZEL o2 ¥ Zele] 74 2
T AFULh dE 59, 34 Holl thg AR ﬁ_‘é% S0 viA " Hofl digk riAE AEE ZHA S
AT FAdsUT T &S 229 A Eélzé‘?\a Adste A5 vHAY 23 A 2 T892 °
tg ;\}_Q_;(]_ x]x% OH 7H1:ﬂ- = _LEEU\% Eﬂgy\ S 201-6 2= 012\1,]1;}

ServiceMeshControlPlane®} 5 3st FtE S 2= AEE Zg ¢ a2 & A, A& A= A
2o 7 44 & 45Tt Operator= Red Hat OpenShift Service Meshe] 7] 2 44 o] i)

default 8] =2 7 7] A ZH Yot AFEA XA ﬁj %134\ Z7}3l2 H openshift-operators 3= 2 4] E o]
] smep-templates2}+= ConfigMap-S # 43 5} 32 /ust/local/share/istio-operator/templates | 4|
Operator 7 g o] 4 o] ConfigMap2- v} -&E 3l of f;z.}q t}.
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OpenShift Container Platform 4.10 4] 8] 2 oj A]

2.8.2.1. ConfigMap i *

T} A x}ol] w}et ConfigMap-S- A 4 i th.

A 2 AR

[ ]
Service Mesh Operator 4 =] 2 7=,
[ ]
cluster-admin & &o| g+ A A.
[ ]
Operator v = ] =].
[ ]
OpenShift CLI(oc)ll o} Al 23+ T}
A 2}
1.
OpenShift Container Platform CLIo| S 2] ~¥ #e|A 2 2203t
2.

CLIo| A o] i & & 213 5] openshift-operators = 2 4] E o] 4] smcp-templatesz} =
ConfigMap<- 2 /4 31 2L <templates-directory>< = Z t] 2 =19] ServiceMeshControlPlane 3}
Aol A= wA FdY

$ oc create configmap --from-file=<templates-directory> smcp-templates -n openshift-
operators
3.

Operator ClusterServiceVersion ©] &< 2t54 ).

$ oc get clusterserviceversion -n openshift-operators | grep 'Service Mesh'

g o

e

I maistra.v1.0.0 Red Hat OpenShift Service Mesh 1.0.0 Succeeded
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Operator =2 =] AH]| = WA &

H 3 3Fe] Operatoro] 4] smcp-templates ConfigMap-<-
AHEStE & A A U T

I $ oc edit clusterserviceversion -n openshift-operators maistra.v1.0.0

Operator ¥l £ o] EF w2 E 3 EF5& F7HFH T

H

deployments:
- hame: istio-operator
spec:
template:
spec:
containers:

volumeMounts:

- name: discovery-cache

mountPath: /home/istio-operator/.kube/cache/discovery
- hame: smcp-templates

mountPath: /usr/local/share/istio-operator/templates/
volumes:

- name: discovery-cache
emptyDir:
medium: Memory
- hame: smcp-templates
configMap:
name: smcp-templates

E
ol
>
Do
ot
filo
2
o}
ol
ol
K
e
i)
N
il
ofN
g
]
L
)

o] #| ServiceMeshControlPlane <] 4| template v} 7| H =5 A1 &5lo] HZ 32 A AT
Yok

%0,
)4
et

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: minimal-install
spec:
template: default

2.8.3. 5 Aol =7 AT B4 5

=

off Z 2] A o] A& vl 3 uj sidecar.istio.io/inject 2] & "true" = 4 A 3}

Fy ok
o] 44 & EF3f Alo] =7} 4] o] OpenShift Container Platform of Z 4] 2~

BEERRY
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v
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=
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4 ¥+ builder pod¢} 7+-& t} 2 OpenShift Container Platform 7] 53 WHaj| 51 %] &d == & 5= <51

=8

PRI AR

A Aol =7 A S dstetE = 2 E AE T Yo

A=}
1.
AR 7 A o Ze) A o)) v E 74 YAML 512 & U th v £= 2o 2% oc get ¥ ¥
& AHEFUTL ol E Sof sleep U 23] o] 220 A sleep o] 2t 9l ¢] A ¢ oh& S AL 3ke]
YAML &2 9] 2gJas Sl gy Th
I $ oc get deployment sleep -0 yaml
2.

spec.template.metadata.annotations.sidecar.istio/inject = = oj 4] z}ko] "true"<l YAML
T4 ol sidecar.istio.io/inject=S 37131 t}. sleepo] 2= ol 3l T2 o & IFZ3H4 A Q.

HA H2E o =870l A o sleep.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: sleep
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
annotations:
sidecar.istio.io/inject: "true"
labels:
app: sleep
spec:
containers:
- hame: sleep
image: curlimages/curl
command: ["/bin/sleep™,"3650d"]
imagePullPolicy: IfNotPresent
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3.
T4 Hd S AFFYTh
4.
o] 23 E Z2AE Y-S thA] F7HH T o] o o A sleep-> sleep o] E3HH Z =
A E o] o] 20| sleep.yaml-2 T4 st 5t ¢J T}

I $ oc apply -n sleep -f sleep.yaml
o2t AREFHASA Gl s 9 S Ao

I $ oc get deployment sleep -0 yaml

2.8.4. A& Eaf o Z A o)A ZEA A T HE A

a7

injection-template.yaml 3} & v Zoj] Pod F4] & 371381 o S Al o] A &) Alo] =7} T2 A] oA 3
A HFE AAT 7 AFUTH &4 "I Aol =7k AR Y o

o] : injection-template.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:

sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\",
\"maistra_test_env_2\":\"env_value_2\" }"

365



OpenShift Container Platform 4.10 4] 8] 2 oj A]

“;L 9]

maistra.io/ @ o] & 2 F2] & Operatoro| A gl &~2=E5 A5 #AdtteE A
YER 7] o Zoll AR A Bl o] 23HE A ool Y Th AHA HlaiE A
3 o Operator A4 2] &2 A 2Rl =& HAFSIE 7 -5, maistra.io/ = A] #sh= &
ol=olu 4 & xshA Al L. X o v 24 ol Operatorel] ]3|

o] 7t &xﬂ Hu o

2.8.5. Mixer 4 3 A3 ool E

o] © 71 2] Red Hat OpenShift Service Meshol| 4= 7] 22 o 2 Mixere] A 2] Alg) o] &4 3=
s U th ol A Mixer g 2 A8 & 7|22 o g2 v st H A FUth A3 A S A str] Aol &7 s}afof
e

AR 87 AH

[ J
OpenShift CLI(oc)ll oAl 23+ T}

o
kel

o o] A &= <istio-system>S AEE Z |2l Y 2d o] 22 ALYt o] 3hS
SMCP(Service Mesh Control Plane)S vl 3+ || ¢ 25 o] 22 w A g th

OpenShift Container Platform CLIo| = 2213+ o}
o] W& dasto] A Mixer g 2 A el & gl o

$ oc get cm -n <istio-systems istio -0 jsonpath='{.data.mesh}' | grep
disablePolicyChecks

disablePolicyChecks: true<! 73 $- Service Mesh ConfigMap-2- # 3 34 t}.

I $ oc edit cm -n <istio-systems istio
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4,

ConfigMap 1} ol A disablePolicyChecks: true= 23 z+S- false = *H 7 gty t}.
5.

TS Asta A& F5IYH
6.

Mixer 4 2 A3} el & ohr] 4 sto] false® A4 =] of A=A &<l th

28.5.1. SvtE U EQ A A A HF

MUl 2 HA = EE S A dd2so] o YELNA Y S At ET S 5183
Yrth vl 2 317] Aol e 2 714-S 318 3le] OpenShift Container Platform 72 2 2 Z3 o] dd] =& %
A H| 2= | A o] AH| 2E 8R4 A L.

[ ]
Istio7} At = 2HE el | Aul 2= A 2 S0 9= E ¥ o] 84 Ingress-gateway S & 3}
sl oF g .
[ ]
A2 w Al Rl Mo ] ¢ o] 2ol A AR v A] 9] Fhof] AR AE w) U T
[ ]

A B 2= H A 55 U] Y 2T o] 2o v 23| of St WA 9] AH] e sl u
maistra.io/expose-route: "true"oj @ o] &S %4 5}o] OpenShift Container Platform 73 = 7}
o8] 2HE st =SE & oF F .

2.8.6. Bookinfo o #l| off 2] A o] A

Bookinfo <] #l] ¢l =] #] o] 4 o} 4] == OpenShift Container Platformol] 5| Red Hat OpenShift
Service Mesh 2.1.1 4 X & H2ET F dHFYth

A

Bookinfo of 2] 7 o] 1 & &.2hel AW e whel b2 G2 G & Aol Aol tha YuE B
AFUT S A AL =4 4, B4 AR HR(ISBN, Hol x| =, /e A ), =4 AH7H A 5
o)A 2 EAFY Tk

Bookinfo off 2] 7| o] A& o] 2 g mfo] A2 Mu] 2= g YTh

productpage v}o] 32 A 1] 2~ += details 2 reviews vlo] A2 MH]|AE $E35)o] H oA &
A ot
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[ ]
details mlo] A= U] 2ol =4 JH7F £33 5 o] S5 th
[ ]
reviews nlo] I 2 AH| 2o = £ A R 7} L3 o ¢l& Ut o] £ ratings nlo] 2 A H]
sal e gy
[ ]
ratings vlo]| 22 M| 2ol = =4 2|/ 3 Al s = B4 &9 BRI Z2TEH dHF5Y
oh.

2 H vlol g Mu) 29 Al 7hA] Bl o] dFUth

[ J

W vl A = ratings M Y| 28 3 &34 5 UYTth
[ J

W v2:= ratings MY 25 3 &350 7 HI7HE 1-5719] AAE = T A Yo
[ J

W v3L ratings MY 25 5 &350 ZF HIHE 1~67] 9] w7 2 F A oh

2.8.6.1. Bookinfo o Z & 7| o] A A %]

o] FEIANNE A 44

a1, Bookinfo o Z 2] Al o] AL 3
22 v A] o A A3 Fol o Z 2] A o] S &9l

1
slo] MZ o Z Aol AS AA

A 2.7 AL

[ ]

OpenShift Container Platform 4.1 o] /o] A X 5 3 54t}
[ ]

Red Hat OpenShift Service Mesh 2.1.1¢] 4 X & 3l &1t}
[ ]

OpenShift CLI(oc)ell Al =3+ o}
[ ]

cluster-admin & o] 9l = A A.
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1.

2% SERVICE MESH 1.X

2
=

Bookinfo 41 = o =2 A o] 412 IBM Z 2 IBM Power Systemsol] A x| & 4 gl&Y

=N
oL

o] Aol HH O AEZE Z¢ ¢l Z&A E7}istio-system o2} 7}E FUth o E )
dido] 2o AEE ZHAS AXS FF 2t HE S Adstr] ol #y o

OpenShift Container Platform ] &< < cluster-admin A glo] Q)= AFE A2 21213
U t}. Red Hat OpenShift Dedicated= A} & 31+ 7 % dedicated-admin & &+ 2] 7% o] gl ojok
ERh= >

o
-
%0,
)4
i
a

Al CLIC A o] & & 43 &l bookinfo == 4 EE A7
I $ oc new-project bookinfo

Operators — % X ¥l OperatorE 2 31t}

Z2dE ute 29T AEE Teel U 2w o] A8 AL F Th o] o A o] Al istio-
system < A} ).

Red Hat OpenShift Service Mesh OperatorS =2 31 t}.
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8.
Istio Service Mesh ®l 1] &2 ®l & Z g g},
a.
o m] Istio Service Mesh ® v &5 A3 A -¢, ol 55 22 ¢ v YAML ¥ & =8
skl YAML A3 7] & Y Th
b.
ServiceMeshMemberRoll&- A A 51 %] ¢ 739 ServiceMeshMemberRoll 2} 4 &
23
S.
MembersS 83 t}2 Value Z=o] 224 E o]2& gyt
10.
Ade 296t fdulolEd AR A | 25 AFIUT
a.
T o oA E YAML 4 o) A -3y o
Bookinfo ServiceMeshMemberRoll example servicemeshmemberroll-default.yaml
apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- bookinfo
b.

& BE S At G 13U S = =310l istio-system ] ¢ 23 o] 24
ServiceMeshMemberRoll &) 2~ 2~ Z W5 Ut} o] o A o] 4] istio-systemS AEE =<l
ZZAE o] YU

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
1.

o2 & S 28 sl ServiceMeshMemberRollo] A 22 o 2 A A 5 9 =X &oldt ).

I $ oc get smmr -n istio-system -o wide
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STATUS < o] Configured¢! 39 A x7} FH o= SEd AYYh

NAME READY STATUS AGE MEMBERS
default 1/1 Configured 70s ["bookinfo"]

12.
CLI%| A bookinfo.yaml 3} & # 8-3}o] 'bookinfo’ > = #] E o] Bookinfo of] Z 2] 7| o] X &
v} £ g o}

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/platform/kube/bookinfo.yaml

=9

et f AR

rlo

service/details created
serviceaccount/bookinfo-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/bookinfo-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/bookinfo-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/bookinfo-productpage created
deployment.apps/productpage-vi created

13.
bookinfo-gateway.yaml 3} & 2 8-3to] 52l Ao ES o] & A FTh

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/bookinfo-gateway.yami

=9

et f AR

rlo

gateway.networking.istio.io/bookinfo-gateway created
virtualservice.networking.istio.io/bookinfo created

14.
GATEWAY_URL w7/ H < 3H& A4

ol

.

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}')
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2.8.6.2. 71 & )4} 737 =7}

1

Bookinfo ol 2] A o] A& AME-37] ol WA 712 o) 132 & s oF U th A4S
TLS(Transport layer security) 3155 &4 3t =X o Fo wpet Abd 44 E YAML 3t o] F 7l <5
Eh=

T2 A2

22 TLSE &/ 3tshA && 49

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/destination-rule-all.yaml

A5 TLSE &4 stk 79

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.1/samples/bookinfo/networking/destination-rule-all-mtls.yaml

=9

e f AR o,

rlo

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

2.8.6.3. Bookinfo 4 %] &<l

Al & Bookinfo o =] 7l o] d o]l ¥ H o2 M H =X It s GAE T3 T

AR 2 AR

[ ]
Red Hat OpenShift Service Mesh 2.1.10] 4 X] 5] 3] &5 th.

OpenShift CLI(oc)ell o} Al 2~3+ T}

372



[ ]
Bookinfo 41 & o Se]Al ol & A Aol GAE dEFUT
13}
1.
OpenShift Container Platform CLIo| 222134 ).
2.
T WEoR 2E pod7t £ HAEA AP .
I $ oc get pods -n bookinfo
X = pode] FEl = Runningo]ojoF gty th &3 & th53 AR U o
NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2 Running 0 12m
productpage-v1-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2 Running 0 12m
reviews-v1-868597db96-bdxgq 2/2 Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2  Running 0 12m
reviews-v3-6dfd49b55b-vcwpf 2/2 Running 0 12m
3.
o BH e A ste] AF slo) A ¢ URLS 74 ghth,
I echo "http://$GATEWAY_URL/productpage”
4.

2% SERVICE MESH 1.X

9 Bk Aol 282 HAlshe] ol yof Bookinfo A1 0] 4] 7k ul =¥ 94 el gy)

o,

2.8.6.4. Bookinfo of =& 7| o] A A A

th& @A ol w2k Bookinfo off & 2] 7 o] A& Al A k4 A &

A 2 AL

[ ]
OpenShift Container Platform 4.1 o] 4} o] A ] & 2l &4 t}.

Red Hat OpenShift Service Mesh 2.1.10] 4 X] 5] 3l 54 T}
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OpenShift CLI(oc)<ll < Al =3+ o}

2.8.6.4.1. Bookinfo Z 24 E 2}

T A
1.
OpenShift Container Platform ) & 2 12034 th.
2.
-+ - ZEAES SEIYY
3.
bookinfo |
L
L]
»
£ Y3 e ZEAE A E YUY
4.
k2l o 3t Aol bookinfoE 9= g th AHA] & Y It
[ ]

21 CLIG|A] o] B & S 238 3lo] bookinfo ZZ A EE A3 4 941U th

I $ oc delete project bookinfo

2.8.6.4.2. X{n] 2= wA] W Zo| 4 Bookinfo X Z 4 EE A A

g A2
1.
OpenShift Container Platform <] & o 22213 o
2.
Operators — % 2] ¥ Operator2 =2 31t}
3.
Z 24 E W wE F5kaL 55 oA openshift-operators & 4] g1 o}
4.

Red Hat OpenShift Service Mesh Operatorel tjj 3l #| 3~ APISol 4 Istio Service Mesh
Ay & YA FYPUch
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5.
ServiceMeshMemberRoll H -+
]
L]
]
E ZY AR A 1Y & 3 S Ad Yo
6.
7] Service Mesh # 1] = YAMLS # {35t W 220 A bookinfoZ 2}4) g+ t}.
[ J
41 CLIo A o] ™= -8 4 3) 5l bookinfo = 2 4] E = ServiceMeshMemberRollj
A 2 A g 4= 5 Yt o] o Ao A istio-systemS HEE Zg|¢l 24 E 9] o] Z Y]
$ oc -n istio-system patch --type="json' smmr default -p '[{"op": "remove", "path":
"/spec/members”, "value":["""bookinfo"""]}]'
7.

AdE FEst] Au A A A E5 JuolEd Yt

2.8.7. oA 2 A gl F4 vloly &4

Jaeger= 2 A 4F 34 Al 2H QU T JaegerE AHE-atH o ] Al o]l S A ot thSE Bt
o|AR MU|AE F3 8o AEE wHt 4 + AFUth Jaeger= 7] E 4 0:% A H] 2w Al 9] o] B

2 4194t

o] FE 2 Qo)A A1) 2 v 4] 2 Bookinfo A1 Z o] Z2) 7] o] A< AL&-ele] Jaegerz B2k 34 <
Fale Y vl FYh

4

A T A

[ ]

OpenShift Container Platform 4.1 o] o] A x| =] ¢l &5 th
[ ]

Red Hat OpenShift Service Mesh 2.1.10] A X] 5 %l &5 t}.
[ ]

A= Tl Jaeger7t &7 515 3 514t
[ ]

Bookinfo <] ] of Za] A o] A o] A X %<&

A H
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A3}
1.
Bookinfo 41 & o Se]Alcld & X3 F EH IS WA Z BEYUTh ths BHE S o8 W
e
I $ curl "http://$GATEWAY_URL/productpage”
o] {2 off &2l A o] ] productpage o] 2 AH| 20 QA At AFEAE A& O]
Aty oh
2.
OpenShift Container Platform &0 Y EY T - A2 2 o] F3le] 91 %] 4<H URL
o] Jaeger 73 == A A3 o}
[ J
o2 W o ® CLIE A8-3te] = theh Al B E F2 FYth o] oA A istio-
system2 HEE Z# <l vl &o] =gt
$ export JAEGER_URL=$(oc get route -n istio-system jaeger -o
jsonpath='{.spec.host}')
a.
s HWE S o gste] Jaeger &2 URLS IA YT 23&E Hep-A o &
¥ sl URLE o] 53yt
I echo $JAEGER_URL
3.
OpenShift Container Platform &< o] o4 =3l H] AFR-3l= A7 5UT ALE A} o] 8 2
U3 E AHEEt] 2l Th
4,
A 8] 2~ v ol A Jaeger th A L= 1% Zof 2] = productpage.bookinfo £ /¥ 3}5 & 3}
ol Sle 54 2U1E Y dUth F3 E=5o] ZAEUH
5.

229 34 F 12 FYstel Y

H ) =4S 2259 /productpage o] Al

|

r>~ ‘m‘
é
=
&
oy
X
f
N

rlr

> 2
°
v

ol _11.‘]
I

g o

2.9. golg A zt3 2 A3 S

Kiali Z&0l| A o Z2]Alold e EERA,

A R AEE B S AFUTh AH 20 EA7F A B
Kiali Z& & Mu| A2 £3)] g o|g 222 Azt < A

AFgUeh & N Z2A o)A, A= g
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AIaRE=E 2ol e FEA HAl G 2k e QA ES
o] 2=of et 5} )X B E Ao R A FF

e
o
%2,
)4
i
£
H
o
=
ulss
[
5

N #a7) 2

ls U ok ZHA] of Z 217
at OpenShift Service

I&O

o] o] 4750 9 %

=2 A o) o] A
Meshol 4] 73 750 4%

73 '% o =
7% Bookmfo A Z o) Z 2] A o] 4 & A 3] Red
ol WA S g 4 JdHFY Uk

2.9.1. A H) 2 W A] Hlo]E B7)

Kiali Operator+= Red Hat OpenShift Service Meshoi 4] 4=%] ¥ Telemetry t] o] €] = A}ﬁé}oq <
o] 2o o ZeAl o], MH A Y AR =) thek 2 2ok AAZF M EL A tholoj 9] & Al gy
t}.

Kiali &< 9 9 4 23}z ™ Red Hat OpenShift Service Mesh7} 2 X] & o] 9]l 31 A H] 2 W] Al of] ] 5
T4 E Z2AETE Qlojof

Azt
1.
#H A8 75 S AHE e B A AP o2 A A
2.
T - ZRAES FYJYY
3.
ITRAE o] 25 Fe gy} o = Eo] bookinfo 2 &3 3y}
4.
A2 = Al d o A Kiali & 22 9 ot
5.

OpenShift Container Platform <ol Al &= ] A& 38l A 3 5L 3 A& A o] & Y
o} 5 =2 A}gate] Kiali 2o 22913 o

Kiali Z&o A& 2228t Au) 2w Ao 2 Agte] Y RE Y Y2so] 28 EA st 72 Ho

27} EA T -
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OpenShift Container Platform 4.10 4] 8] 2 oj A]
2.9.2. Kiali &£ol| A A2 v A] g o] €] x7]

Kiali Graph= " A| Egj ¥ S 718 5 A 7+
4 AR Agste] Al v A o] F &l o
T AFUTh oA 2= {F¥ H =

TEdZgANH = EZZAZ EY TS A

[ ]
d oz LS HolEel e NS Aldd I A AR EE HAFUH
[ ]

MBI A T 2= WA o] ZF AR i =g A HARE 2 oA BE of Z Aol
FAAR=E= ALdHUTH 52 59 BV E AFstH F | Al ze tid RE E S
A o

[ ]

Hdol A HE q) 2 ze o EAClAY 7 v e =S BRoFyth BE of &g
7ol d Wdol g 2EstE Yyt

YAZE AL A2 WA Y 2} AR JF L= E EAFUTh o] 2 TE ) E
GACIM % M G ol B ALE T Rt FUTh E A HAM MA oL AHg A
G G o] TWZE ALEFHAA 2.

Thekst Jr 2 AA Eo] 7 A8 2 @ A2 gk

132 A7) ok 22 5 A S UErdE U o mTLS A, &

= Q%f—f‘-’? JFUth 28 == 74 7HsstH E Y oy o] E%E ]Q-’F Ko 7 3] g
(e}

JPU
Hu i)
)
flo
%
o,

]
k)
o
u
| o
r)v
)

Legend H| =3 Slsto] 2 Zof A HE =9, A7, sHEE g Ao e A B E FYth

AL ok nelW I TN s EE A Aesle] 2oF AR gu fdo] A AR AnE

2.9.2.1. Kialiol /] 28] 3= @] o] o} W7

Kiall 22132 2] 2]k o 017101 8 o791 5 LA 2 ol efof w2 vh27) A
Uth ol & o] 2o o= 49l 45 242 Kiali 22 27} Aei 5= e AY T 5

378



2% SERVICE MESH 1.X

E Ao A AdHEE v dolob g A4S F glor g Kialie thad gojop g Au
2= 0] ./:_1/] q_
T/ -

AR 2 AR

[ J
LA o E] Al o] o] A A= o] AR &2 75 Bookinfo 41 & of Z&] Al o] & A A Tt
2% o oS WS ol W 92 shel Bookinfo of 2] 7 o] M el B2 443t
I $ curl "http://$GATEWAY_URL/productpage”
o] & 2 off Z2]A o] ¢] productpage o] 2 AH| 20 QA Ak AFEAE A& O]
Aot
M3}
1.
Kiali &< S A2 gy o
2.
OpenShiftol 4] 22218 &8 3y}
3.
Kiali &4 282 & g3t U d&do] 2= a2 2 & IAF oh
4,
vl 23 o] & v ol A of F2] Al o] A W] Y &3 o] (<] : bookinfo )& & gt Tk
5.

gE g = ool e e AusHd e 5 s EE & 08 FAFU.

o

N =
o

AE) 2 s
o

379



OpenShift Container Platform 4.10 4] 8] 2 oj A]

[o]

Qare gz

[ ]
I8 2 sle] Legendol A o2 13 2 gl o] o} 2 A€ g T}

[o]

gl o] o} 7] & dagre
[o]

#| o] o} 2 1 cose-bilkent
[o]

#| o] o} 2 cola

2.10. A&7} & o] 7] &2

712 AH 2 WAl ARE2 G o] Bl s FA S AU A AR A A 9 Bl A2 E A4 51 Red Hat
OpenShift Service Mesh= A}-& 2} x4 g 4= ¢l 51 th

2.10.1. AL 8. AME

[ J

cluster-admin & &o| gl+&= A 4.
[ J

Red Hat OpenShift Service Mesh A %] &=10] Z 2 A2 7.
[ J

Operator A %].

2.10.2. Red Hat OpenShift Service Mesh A}-&#} A o] 2] A2

o
bl

istio-system Z 2 4 E = Mqu) 2 v A] £ A o A o 2| = AFg-E A v, 2 Qo) whe}
& Z2AES AT F AsYTh

=
g 34T 5 AFUL AN WA S MED i Z2AE IS W) sl FHT 5 AE ]
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.10/html-single/service_mesh/#preparing-ossm-installation-v1x

2% SERVICE MESH 1.X

X ServiceMeshControlPlane 2 A A 3+ t}.

Service Mesh Operator+= ServiceMeshControlPlane ] &2 3 & F7}35}o] APIE 33, o]
£ 53] Z =24 E Yo~ ServiceMeshControlPlane ¢ EAEE AT 4= 9l &)
ServiceMeshControlPlane ¢ 2.4 E & A A 51| Operatoroj| ServiceMeshControIPIane QB A E
973wl /| M 4= 74 ¥ Service Mesh Control PlaneS = = 4] E o] A x| 3l =& 2| A| g1 o).

o] o #| ServiceMeshControlPlane g o] ol = X 9 ¥ = 2 & w7l H 57} 235 o] 912 RHEL(Red
Hat Enterprise Linux)2 7| ¥t < 2 3}+= Red Hat OpenShift Service Mesh 2.1.1 o] 0| x| & v Z 3t}

3scale Istio Adapter= A8 2} A o] gl 4A 2 Ao v x & AP YT T3 25 =
¢l 3scale A A (SaaS T+ On-Premises)o] & 2 gy},

o] : istio-installation.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: basic-install
spec:

istio:
global:
proxy:
resources:

requests:
cpu: 100m
memory: 128Mi

limits:
cpu: 500m
memory: 128Mi

gateways:
istio-egressgateway:
autoscaleEnabled: false
istio-ingressgateway:
autoscaleEnabled: false
ior_enabled: false

mixer:

policy:
autoscaleEnabled: false
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https://www.3scale.net/signup/
https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.4/html/infrastructure/onpremises-installation
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telemetry:
autoscaleEnabled: false
resources:
requests:
cpu: 100m
memory: 1G
limits:
cpu: 500m
memory: 4G

pilot:
autoscaleEnabled: false
traceSampling: 100

kiali:
enabled: true

grafana:
enabled: true

tracing:
enabled: true
jaeger:
template: all-in-one

2.10.3. ServiceMeshControlPlane =} 7] x4 &=

T}-& o A o] 4] = ServiceMeshControlPlane tjj 7l ¥ 529] A} 88 oS5, T e A== wisA
Fofl gk F7F BEE AT

ol
fo

CPU, W2 2] 4 Pod & x33lo] o] 21 st w7l 4~& Al-8-351o] Red Hat OpenShift
Service Meshodl| 3] 4 sl 2] &~ 22 OpenShift Container Platform &2 &8 +4]
S 71Nt 2 Futh AA Fel2H FA ] ALE 7He e glazo wet ol g wifHTE
T g .

2.10.3.1. Istio = =4 4

t}S o A = ServiceMeshControlPlane ¢] Istio & vl 7] <=2} 2 A3} zk=}t A AF; 7153 vl 7
Hapo tigh A S BoF U
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3scale Istio Adapter”} #5321 A disablePolicyChecks 7| false] o} g4 t}.

istio:
global:
tag: 1.1.0
hub: registry.redhat.io/openshift-service-mesh/
proxy:
resources:
requests:
cpu: 10m
memory: 128Mi
limits:
mtls:
enabled: false
disablePolicyChecks: true
policyCheckFailOpen: false
imagePullSecrets:
- MyPullSecret

¥ 24. 49 v S

EE R A @

disablePolicyChecks <] uﬂ 7R tﬁ_T—t— % al,l A4 true/false

.

policyCheckFailOpe o] wj 7} ¥ == Mixer & true/false

R NIE R
= 79 =9 o) Envoy
Ao E71E B9 5 3

=) o 22 vhebgiy o

Operator7} Istio o] 1] %] a3 Ad ol o|n %
E 7t o= b Abgete oL
Byt

true

false

1.1.0
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w75 A s 7123k
hub Operator7} Istio o] 1] %] FasdlolnA g EAE maistra/ ==
27l 0= o Al R E = =) registry.redhat.io/op
SRR enshift-service-
mesh/
mtls ol ujFf M 7] Ao true/false false
2 A H] 22 7hol]
mTLS(mutual Transport
Layer Security) S &4
st/v s gA RS
A o} g o,
imagePullSecrets Istio o] W] ] & A & 38h+= redhat-registry- SrEsy
A =B of g A pullsecret & += quay-
227F ok g A9, 7)o pullsecret
imagePullSecretg U<
341 A 2.
o) d w7l W A Wi o] T2 A 5¢] [ ol whet thE U Th
X 2.5 ZEA] v S
3 w7 A A4 # 7123k
requests cpu Envoy Z =] o) tj AbgA &7 A0 10m
) 23" CPU wel Fo] Ee Y
azso] UTh 2l 3oj(dl: 200m,
05Nz A=
CPU gl &=y
o}
memory Envoy ZZAjo] tf  ARE2F 3 Ao 128Mi
SRR R A B AR
Pt uho] £ w9} v 2]
(<fl: 200Ki, 50Mi,
5GH AU
limits cpu Envoy ZZ Ao tj AREAL 87 Ao 2000m

s 2 9® o)
CPU & &2 %9y
.
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https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

2% SERVICE MESH 1.X

3 ull 7 8 5= A #* 71 &3
memory Envoy Z2 A 7L AL A&x 37 Ao 1024Mi
I I A B}
W2 FYh Hlo| E the] v g
(: 200Ki, 50Mi,
5Gi)9 U k.

2.10.3.2. Istio Al o] E ¢l o] +74

5 o Al = ServiceMeshControlPlane ] Istio 7| o] E 9| o] w7 ¥ G2} A st 3k A AL 7Hs
g o] i A S BRolFy T

Aol Eg o] wi7hd 4 o

gateways:
egress:
enabled: true
runtime:
deployment:
autoScaling:
enabled: true
maxReplicas: 5
minReplicas: 1
enabled: true
ingress:
enabled: true
runtime:
deployment:
autoScaling:
enabled: true
maxReplicas: 5
minReplicas: 1

3 2.6. Istio Ao E Y o] w7/ HS

w7 5 A3 & 712gk
gateways.egress.run o] T/ HGFE AF 2F true/false true
time.deployment.aut 9= 2 @4 31/1H 84 3}

oScaling.enabled sty ch
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o 7 5 A w 7123k

gateways.egress.run
time.deployment.aut
oScaling.minReplica

autoscaleEnabled 2
AL 7luto 7 Al A o]

Edolo Mz H 2

s pod =YYt}

gateways.egress.run  autoscaleEnabled 4 ALgAL B Aol ek S

time.deployment.aut A& 7|wto = 21 Ao & 7t 3 &3 Pod

oScaling.maxReplica E o]0 v & 1} FAdYT

s pod =4t

gateways.ingress.ru ol M/ HFE AE A true/false true

ntime.deployment.au 932 &4 3s}/818 43}

toScaling.enabled sty

gateways.ingress.ru  autoscaleEnabled 4 AL&AL 7 Aol ek 1

ntime.deployment.au A& 7juto 2 541 A o] & 7hs 3 fr &3 Pod

toScaling.minReplic  Egjojo] vi= 3 H & FAdYo

as pod =4t

gateways.ingress.ru  autoscaleEnabled 4 AHE2F 8 A et 5

ntime.deployment.au A& 71uto 2 541 A o] & 753 fr &3 Pod

toScaling.maxReplic = E9jo]o)] v & 1} FAdYo

as pod =4t

S 2E dAE sk =rdd s S 5ete ol HE AR S Spd =Tt AR AN S T

AF U

2.10.3.3. Istio Mixer ++4

t}& o A = ServiceMeshControlPlane ¢] Mixer vj 7]} ¥H <=9} 2 & 31 gk} &7 A}& 7F53k v 7w
Fol ek A e HolFYth

Mixer ol 7] 1 5= &

mixer:
enabled: true
policy:
autoscaleEnabled: false
telemetry:
autoscaleEnabled: false
resources:
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requests:
cpu: 10m
memory: 128Mi
limits:

3 2.7. Istio Mixer % = u)] 7] 1 5=

o 7} v 5 a4 s

enabled o] v 7] ’H 4=+= Mixer& true/false true
g /v &g 3k o)

autoscaleEnabled ol Mi/WHFE AE 2~ true/false true
AL A §]_/H] A §]_
Syt e A A =
o] & v s ok

autoscaleMin autoscaleEnabled % ARE-A} 37 A o) uet 1
S 7luto = W) Z e H g 7Hs s -2 s Pod
4 pod =YYtk Yo
autoscaleMax autoscaIeEnabIed A AL 37 4G of] uhet 5
S 7Nt 2 w2 H g 715 s /a3 Pod
ﬂ%pod’“"‘qﬂr. FdYch
3 2.8. Istio Mixer Telemetry vj| 7]} FH <=
3 ujl 7 H 5 A * 7123k
requests cpu Mixer Telemetryl Arg 8 445 10m
QA E CPU AL 7|Hro g sl= U
o] ME-EAYrh o] 9]l CPU
EEEatARh=
memory Mixer Telemetryel AFE2L S Aol 128Mi
oA EWRE Y w2} A8 7Hs st
Yot Hlo] E 9] w122
(odl: 200Ki, 50M;,
5GPyt
limits cpu Mixer telemetry 7} AbgA 8 242 4800m
g T olE 7Z1Hre 2 = U
CPU g]a&ze] o 3o ©9]¢] CPU
ul 589l Y EEEatARh=

387



OpenShift Container Platform 4.10 4] 8] 2 oj A]

3 o 7 v 5 4 * 7123k
memory Mixer telemetry 7} AFEA 8 Al 4G
AHEE g Q=) w2t ALg- 7he g
2y Ao 2719y ve|E e e m e
o} (ofl: 200Ki, 50Mi,
5Gi) Y o).

2.10.3.4. Istio Pilot 4

Bas @ Y Y B ATS A=
ServiceMeshControlPlane 2] Pilot = 7} ' <=2} &
HoFYth

pilot v} 7} ¥ 5= <]

spec:
runtime:
components:
pilot:
deployment:
autoScaling:
enabled: true
minReplicas: 1
maxReplicas: 5
targetCPUUtilizationPercentage: 85
pod:
tolerations:
- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 60
affinity:
podAntiAffinity:
requiredDuringScheduling:
- key: istio
topologyKey: kubernetes.io/hostname
operator: In
values:
- pilot
container:
resources:
limits:
cpu: 100m
memory: 128M
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3 2.9. Istio Pilot =jj 71 1 =

ol 7 4 A &

cpu Piloto]l @€ CPU )& A& &7 4L 719 10m
2o e gy o7 sl W o] &9
o] CPU gl &=y th

memory Pilotell tisll 2 & W= AL&2F 87 do) wpet  128Mi
2 At A 71 g vl E e
v 12 2] (¢ : 200Ki, 50Mi,
5GHUYY T
autoscaleEnabled o] N HFE= s A true/false true

e e
FUTh e AAQA
o] Zre ul g4 sk,

traceSampling o] gre Jojo] MEYo] FaIMESIYT 1.0
A ke Ml =2 A o)
Yok Za g ==
2EE T = =24
o

2.10.4. Kiali 4

Service Mesh Operator<j 4] ServiceMeshControlPlane & A g uj Kiali 2] &~2%= A2k 2
& t}-& Kiali Operator= Kiali 31 28 ~2 Q443 w o] O BAES AFEF ).

ServiceMeshControlPlane<] XA €@ 7] & Kiali v} 7/l ¥ 5= oS3 245U th

Kiali ] 7} H = o]

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
ingress:
enabled: true
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3 2.10. Kiali v 7] ¥ 4=

o 7 5

/\—]rg %}\.

=

I enabled

dashboard
viewOnlyMode

ingress
enabled

o] wj7l ¥ 4= Kiali & & true/false
3 sl/n1 & s ok
Kializ 7124 0 & &4

ste o] Y

o] w7l ¥ =+= Kiali 2% true/false
o s Bl 8 =S
g st/m &g skt o
®B7] Ag wer 243}
HH FE S AREste] A
H A WAE HAS G

= T BA
syt

o] w7 ¥ £=+= Kialiol] o true/false
3 Al s/ m g

sy ek

false

true

2.10.4.1. Grafanacl tj 3l Kiali 2%

Kiali 2 GrafanaE Red Hat OpenShift Service Mesh<] ¢ -2 A X & uj] Operator= 7| 24 o=
e T8 EY

[ ]

Grafana”| Kiali¢] ¢] & Ay~ =7 34351
[ ]

Kiali &9l v gt Grafana <15
[ ]

Kiali &< ] Grafana URL

Kiali= Grafana URLS #1502 7+A & 4= 9l Uth 281 Kialio) A A 2%
4

FAG 5 gE A

42 14 Grafana A %] 7} 1= 7% ServiceMeshControlPlane @] 2~2=¢j| 4] URL < dlo] E3fjof &

Utk

=7} Grafana vjj 7] 1 4=

I spec:
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kiali:
enabled: true
dashboard:
viewOnlyMode: false
grafanaURL: "https://grafana-istio-system.127.0.0.1.nip.io"
ingress:
enabled: true

2.10.4.2. Jaegerol tj gt Kiali 24

Kiali 2! Jaeger= Red Hat OpenShift Service Mesh2] I -2 4 %] & uj] Operator= 7] &2 o 2 t}
&g T

[ ]

Jaeger7} Kiali¢] 9] 2 Mu| =2 &4 351¢
[ ]

Kiali <0l o g+ Jaeger <15
[ ]

Kiali &< 2] Jaeger URL

Kiali= Jaeger URLS #t-5 ¢ = 7128 o dFUth 22y Kialidl A G4 25 A& 5+ gl= A
2} A4 Jaeger A x| 7} 1= 7 ¢~ ServiceMeshControlPlane ] 42~2:o 4 URL 32 dl o] Edlof Y
t}.

7} Jaeger " 7} ' <=

spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
jaegerURL: "http://jaeger-query-istio-system.127.0.0.1.nip.io"
ingress:
enabled: true
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2.10.5. Jaeger +4

ot

Service Mesh Operator~”} ServiceMeshControlPlane 2] A&~ 2~E A& w] 2 F2 8 93k g4

= AT F AdFYTh AH 2 WAl B2 35S 98 JaegerS AMg-§Hu T

x2
)3
i
)

g % 7HA] W 2 kU2 Jaeger A4 S A

o
.
4

ServiceMeshControlPlane ] 4~2=9]| A JaegerE -/ & t}. o] Bl = 2 7}A] A gk A}
ako] AFH T

2182} 24 Jaeger 2] A~2~of 4| JaegerE -/d ¢ Ul ServiceMeshControlPlane 2] 4~
o A Jaeger 21 =¥l A= %t th name 7t A X &= Jaeger 2l A7 oW HEE Z g
QoA 7]1E AA & AHEF Yt o] WS AHE- 5t Jaeger A 7Y & 2h 3] AR A AT 4 Q)

#4th

ServiceMeshControlPlanec] %% @ 7] & Jaeger v} 7]l 4= tS 3 254t

7] & all-in-one Jaeger =jj 7l ¥ 5=

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
version: v1.1
istio:
tracing:
enabled: true
jaeger:
template: all-in-one

¥ 2.11. Jaeger " 7l ¥H 5

o 7 W 5
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w7 A A s 7123k
o] w7} H 5=+= Service true/false true
tracing: Mesh Operatorel] 2] g+
enabled: A 8 F45 &3t/

v &4 8} 3 o). Jaeger
AR e 71EHo =z T4
stEo] AF UG 7]E

Jaeger W £ & A}-&-319
H o] 7S falsez 2%

Eashad
o] w7 = AHE- S Il all-in-one
jaeger: Jaeger v = Mg A4 e a ';’]‘fge;]ﬂ
=] —— ARy}
template: Yk A =ma

e production-

elasticsearch
-ZZYAE

o
kel

ServiceMeshControlPlane ] &~ 2~2] 7| E gl Z 8o mrg Y 2EGAE AL 3=
all-in-one wj = Ak Z2H e A AYHE Y 2EZA] 4L
Elasticsearcho| =2, 2594 37 ol A Ad]| 2= WA & v 2T u productlon-
elasticsearch ¥ =31 & 9 7% 3l = = ServiceMeshControlPlane & -4 &} oF g+ t}.

2.10.5.1. Elasticsearch 4]

712 Jaeger Wi X H ol A = HA2FHe] Bl ARE ALESle] A E 4R T F JEF all-in-one ¥ &
AHE-FHU T}, BFA] g aII -in-one ¥ Z3 & v 2z WY 2EZAE AL EZ ), U E s HAE

2
ERone AEY T2EYM B AN E o H Y

Z2YA 3t A A8 v A 2 JaegerS v L3t A, Bl =) % Jaegere] ~E g A Q79
Elasticsearch= A}-&3}+= production-elasticsearch & Z 31 0 2 ¥ 7 & oF gt}

Elasticsearch= v =.2] & Wo| Al-8-31= o Z 2] Al o] 4 Y Y th. 7] 2 OpenShift Container Platform
AA o] A A 27] == A E= Elasticsearch 2 2] 2B & A a7 o] 73] A &5 5 AFHTh AL
4 A& ¢} OpenShift Container Platform A x| o] 87§t 2] &~2~7F A X3t = 5 7] Elasticsearch 173
< Ao Ut 72 CPU B w3t o 8 glas E55 F4ste] 7 74 249 CPU % v
Y ATFE EF 24T FUdFsUTL AR MR & Ee 01”0 2 A= A5 Fel=Hol F71

Z7}8f oF 34 t}. OpenShift Container Platform 4 X o] @ A ¥ 2| A X~E 2 381A] F=A] &2l

ool

o
Elasticsearch & A}-&3}+= 7] & "production™ Jaeger nj 7l H 4=
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apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

3 2.12. Elasticsearch ujj 7} ¥H =

ujl 7] ¥ 5= A % 7183k
ol Wil == AH]  true/false true
tracing: Z v Ao A A
enabled: g sl/m & 3kt

Ut} Jaegere 7]
Aoz A5

AEFHT
ol Wi F= true/false true
ingress: Jaegerel thsj
enabled: A& s/
st o
ol Wi M4+= A8 all-in- all-in-one
jaeger: <t Jaeger w3 A one/production
template: S A ok -elasticsearch
Ry A %k 1
elasticsearch: Elasticsearch ==
nodeCount: FYUTH
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ujl 7 ¥ 5= A4 & 71 23k
AbEA} 8 Ao o] e PElHoe] 1G
requests: w2 @ o) o gt (¢ll: 200m, 0.5, 1)
cpu: TS AHE &9 off A A =] <5
Yok =
A Ao ol EE A HY 500m
requests: QAo AHg 7H53d (el: 200Ki, 50Mi,
memory: ml 2] Py 5Gi).
AFEAL B FA e Fo] e EE F o
limits: uE g Ay A (<l:200m, 0.5, 1)
cpu: 2| = gj gt A g o] A4 = o] dH]
Yok =
AREAF B e Bl ER A HY
limits: w2} AL 7t th(el): 200Ki, 50Mi,
memory: wxe] Agddyct. 5Gi).
7} Elasticsearch ===t Y2 ywg Ao =z 2535
I x]—ﬂ;qoi-)qu, _\LE_I:—US —47:]—?‘7]3‘}24.°_E7—}P
StA ¥ Podd # o] 64Gi7tA] &9 += dFH T
Z2A 2

1.

cluster-admin & & 2] A8 2} = OpenShift Container Platform ¢} &£ o

2.

Operators — 1 %] ¥ Operator= ©] &3} c}.
3.

Red Hat OpenShift Service Mesh Operator= = g} t}.
4,

Istio Service Mesh Control Plane &} & Z 2] g},
5.

AEE Z¥ 2 79 o2 &2 FYh(d: basic-install).
6.

YAML < =34,
7.

Jaeger v 7| H =

odell ¥ 16 iﬂ] tol 3l

£ " s, 7] & all-in-one ¥ S8l S A&

2% SERVICE MESH 1.X

o

7Wd 57 =500m,
Hawx =1

N 7 =1Gi, 3
4> w22 = 16Gi*
7hd 57 =500m,
Hawx =1

N 57 =1Gi,
2> W) 22 = 16Gi*

W o =
0101:

2293 .

Abel el A 4 o

395



OpenShift Container Platform 4.10 4] 8] 2 oj A]

2.10.5.2. 7] & Jaeger ¢l 2~ 0]

396

production-elasticsearch & =2l 9] vj 7/l H =2 vlH U th Eof227] 7} SulE %] g2l g ).

S £ 34 o). OpenShift Container Platform-2 JaegerE A vl £ 3151 %7 & v
71 HJEE Elastlcsearch g ars QAT

2

2

SMCP7} 71 Jaeger 1 =8 2of A4 312 thg9] trueo] ofF 3y t}.

Jaeger Q1 =Bl = ZAEE FH A T vl &9 o] 2o v g Y th(<]: istio-system
1] Q) 223 0] 1),

A H] 2 Zhe) ®QE F418 &4 slelel |, Jaeger Q1 2=El 2o qi—c‘; E A< 13535 oauth-
proxyE &4 3135l Kialie} 5418 4= == A A3 o] Jaeger 21 =&l 20 wf-E ) =%] &
13l oF gy o

AFEA; A A E= olu] £ &1 Jaeger 1 A€ A5 Ag-EE W

T

spec.istio.tracing.enabled = “false” = 4 % 5} ¢] Jaeger Sl 2w 25 v & 3§ o

spec.istio.global.tracer.zipkin.address £ jaeger-collector A/ 1] =¢] $ ~E o] & 4l EE
= A slo] A &3l jaeger-collector &7 2 Mixerol A -yt M| 29 T A2E o] A
o7 <jaeger-instance-name>-colIector.<namespace>.svc.c|uster.IocaI A4yt

spec.istio.kiali.jaegerinClusterURLS- jaeger-query A H| =2] A€ o| 50 2 4% 5}
F2 3 &ulE Jaeger-query €72 Kialioll Al g3y th 7|24 02 L E = 443 AHE-3)
g Uz o2 g QslR] FHEUTh AH| 29 S AE o] B2 UulA O 2 <jaeger-instance-
name>-query.<namespaces.svc.cluster.local ¢ 1 t}.

Kiali &4 <& %3] Jaegerol] oA 23 &= 2l == Kialiol Jaeger 21 =81~ ¢] thA] X = URL
S AT A L Jaeger Operator”} A A 3 OpenShift 7 = | 4 URL
Jaeger ] &2~ = external-jaegerz} 1. 3} 17 istio-system = = 2] E o 9]
&3t A2E AT F dHFYTh

rlr tlo

I $ oc get route -n istio-system external-jaeger
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e
B
2

NAME HOST/PORT PATH SERVICES [...]
external-jaeger external-jaeger-istio-system.apps.test external-jaeger-query

[...]

HOST/PORT o}2j] ¢] zko Jaeger thA] B = ¢] 9] 2 o 4] 2 URLY Y t}.

Jaeger 2] &2 <

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:
name: "external-jaeger"
# Deploy to the Control Plane Namespace
namespace: istio-system
spec:
# Set Up Authentication
ingress:
enabled: true
security: oauth-proxy
openshift:
# This limits user access to the Jaeger instance to users who have access
# to the control plane namespace. Make sure to set the correct namespace here
sar: '{"namespace’: "istio-system”, "resource": "pods”, "verb": "get"}'
htpasswdFile: /etc/proxy/htpasswd/auth

volumeMounts:
- name: secret-htpasswd
mountPath: /etc/proxy/htpasswd
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd

<- ServiceMeshControlPlane < = Jaeger Operator % Jaeger 2] &~ 2 o A & A}-83}o] Jaeger
E W 23Tkl 7Hg ey o
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2] X Jaeger”} ¢ = ServiceMeshControlPlane ¢

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: external-jaeger
namespace: istio-system
spec:
version: v1.1
istio:
tracing:
# Disable Jaeger deployment by service mesh operator
enabled: false
global:
tracer:
zipkin:
# Set Endpoint for Trace Collection
address: external-jaeger-collector.istio-system.svc.cluster.local:9411
kiali:
# Set Jaeger dashboard URL
dashboard:
jaegerURL: https://external-jaeger-istio-system.apps.test
# Set Endpoint for Trace Querying
jaegerinClusterURL: external-jaeger-query.istio-system.svc.cluster.local

2.10.5.3. Elasticsearch 4]

71 & Jaeger v 32 Ao M= FH A3t Bl AXRE AMESY AXE S5 T 4 J == all-in-one ¥ =

]
AHE-FHU k. 814 11 all-in-one €] E31 & vl me] 1) 2Eel A § AHS SR A, U R B HAE
= o

2 =
ZrRoww AEw T2 7o A3

=Y 87304 AHl 2 vl A o) Jaegers W) Eahe 75, W E 2 Jaegere] 2 &4 2714
Elasticsearch= A}-83}+= production-elasticsearch ¥ Z 31 0 2 ¥ 7 &f oF gt t}.

Elasticsearch= 1| 28] & @o] A}1-&31= o Z & A o] 4 Y Yt} 7] & OpenShift Container Platform
Aol A8 | 7] == Al E= Elasticsearch 52 2B £ A Hst7] o S&3] 24 &5 5 AFUTh AL
2 Al ¢} OpenShift Container Platform 4 X o] @ 3 3l 2] A&~ 2~7) 4 X8l == 7] X Elasticsearch -4
S FAsNF FUTh a2t CPU Y W B oz i EFS F45to] 2 +4 849 CPU Y H &
AeS BF 28T ¢ AFUTHL A w2 & = 2 o|do =z ddstel= 45 Fel2H 71
7}l oF g+u th. OpenShift Container Platform A x| @ 39 2] A2 S 2 3381A] g=A g2l

=g~
Y T}
Elasticsearch= 118 3}+= 7] 2 "production” Jaeger vl 7} ¥ 5=
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apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:

tracing:

enabled: true

ingress:

enabled: true
jaeger:

template: production-elasticsearch

elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

3 2.13. Elasticsearch ujj 7} ¥H =
ujl 7l H 5= A

o] w7 M= A H

tracing: S Ao A A S
enabled: 27 st/m1 &4 5HF
Yt} Jaegere 7]
B o7 Ao
AFUTH
o] w7 =
ingress: Jaegerel thsf =
enabled: A& &gs/H &
gzt
o] w7l ¥ 4= AHE
jaeger: S Jaeger W £ A
template: s A G

B
Elasticsearch ==

Fu

elasticsearch:
nodeCount:

3

true/false

true/false

all-in-
one/production
-elasticsearch

true

true

all-in-one

2% SERVICE MESH 1.X

o
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vl 7 A 5 v #* 7123 o
AR 7 Ao Fo]l e deFo] G 7Nd 2 =500m,
requests: 2 Qo tjgt (¢l: 200m, 0.5, 1) H )z =1
cpu: TEAG EAF ol A1 = o] AUF
Yy =2
373 Aol upE vpol EZ A HY 500m M 59 =1Gi, &
requests: 230 Al 7b58 (] 200Ki, 50Mi, 2 W) E = 16Gi*
memory: ml 2] Py 5Gi).
AREAF R el So] s P Ao Mg = =500m,
limits: we 9 Ay % (¢l: 200m, 0.5, 1) 2 ) =
cpu: A] ol of g Al g o A1 =] AFY
Yy =2
AREAF 7 Aol mlelER A HY Mg 57 =1Gi, &
limits: w2} AL 7t th(el): 200Ki, 50Mi, 2 W) X = 16Gi*
memory: e AgPyck  56i).

A2

1.

400

7} Elasticsearch ==& o] Yo mng] Ao s 5d ¢ At z2gd nj Lo A
A FFEUTG Z2YMH 820] A 71 B4 o' 7t Podol] &€ 16Gi W Who] glof of
StA g Podd 2 o) 64Gi7kA] @3¢ &= lFYth

cluster-admin & & 2] 2182} 2 OpenShift Container Platform ¢} &£ 2 2213 o).

Operators — “d %] ¥l Operator= ©]-5 34 t}.

Red Hat OpenShift Service Mesh Operator= = g} t}.

o

Istio Service Mesh Control Plane ] & =g g1 t}.

g g t}(4 : basic-install).

YAML 5 & = dyth.

ot

Jaeger "] 7] 4= H ] 8lo], 7] & all-in-one & =818 A& Alg ol ghAl =4
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production-elasticsearch #l Z 31 9] v 7| H =2 vl Ut E¢227] 7} 2ulEX] el

i H

8.
A4S 2H9FY
9.
A= 232 Z9 3 o}f. OpenShift Container Platform-& Jaeger= A vl EZ 5} 32 XA & 1j|
/Ml 4& 7|dt o 2 Elasticsearch 2] &~2~5 A U o).

2.10.5.4. Elasticsearch <19 2 A 7] 2 4]

Service Mesh Operator~”} ServiceMeshControlPlane & 2 4 & uw| Jaegereol i sk A}-&-x} 4 2] 2] 4
2(CR)= A4 & th =¥ 12 Red Hat OpenShift distributed tracing platform Operator+:= Jaeger
A2 2E AT of o] CRE AHE- ok

Elasticsearch ~E 2| A & Al &3 A$ 7|2 o7 odld 33L& Ay ste 2gdo] AAFH YT o
Wﬁ oﬂ qm SAS dAsiEd Jaeger A8 A 9] 2] 422 (CR)E AR 3t A Al ol BHA] A&} X

i

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
strategy: production
storage:
type: elasticsearch
esindexCleaner:
enabled: false
numberOfDays: 7
schedule: "55 23 * * *"

¥ 2.14. Elasticsearch <19~ A g w7 {5
LR ISES * 47

g4 35 true/ false o1l ~ A7 ze]-& g4 s)st AL
v g4 ghghy ot

numberOfDays: g%k A 2=5 2 sh7] dei tf 7] 5=
2o FYyoh
schedule: "55 23 * * *" 2Alg) g #<] ¢] Cron X&)

OpenShift Container Platform-3- A}-&-31 Elasticsearch 4 ol th &+ 244 3F W& =7 A 44

e FEIAN L
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2.10.6. 3scale 43

t}& 3% = ServiceMeshControlPlane 2] &~ 2= ¢] 3scale Istio o] Y El ol th 3t w

3scale 1| 71 ¥ 5= o

spec:
addons:
3Scale:
enabled: false
PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL: info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS_ PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES_MAX: 1000
PARAM _THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX SECONDS: 60
PARAM_USE_CACHED_ BACKEND: false
PARAM_BACKEND CACHE_FLUSH INTERVAL_SECONDS: 15
PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED: true

3% 2.15. 3scale = 7] H <=

o 7 5 A E4s

enabled 3scale o] HE] A}& o] B true/false

PARAM_THREESCA  gRPC AW ¢] 54l 22  Sad TEWS
LE_LISTEN_ADDR = 47

PARAM_THREESCA A4~ 259 =54  debug,info,warn,
LE_LOG_LEVEL Ay error == none
PARAM_THREESCA = &2]o] JSON¢IA| true/false
LE_LOG_JSON o H-E Ao

PARAM_THREESCA 29 gRPC A ® 7} X true/false
LE LOG_GRPC TEHAEA AFE Ao
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o 7 5

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S _MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

A

3scale Al 2= 2 wlol =
A 37 5] = o
Prometheusol X315 =
A Al

[o

3scale /metric b3

S &
2APT Y E

il

=
E

a7

AR GIA 3
A7 3k 7) 2ol oy
Al ZH(Z)

l

l‘ll‘ m[o

]_

3scale APIE 5 =3
ASA e AYE 5

Ut} o] A A& L
17

Q ] O]‘Alﬁ{ﬂ—.

r“;&r

3scale System & W ol =
o gt S FTHESH]
A )78t A 7HER)S
24 dYch

A AHo] &3] 7] Aej| A
ﬂ*“bﬂmﬂwz)
(+/-10% jitter) S A 7 3
Sh=2

truedl 7%, W& Fof o
el sl w2
apisonator 7§ Al & 434

gy

3

true/false

true/false

true/false

2% SERVICE MESH 1.X

true

8080

300

180

1000

false

10

60

false
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w75 A s 712gk
PARAM_BACKEND_  wal= 747} &4 319 NEAES 15
CACHE_FLUSH_INT 7%~ 3scaleol] thal 7] Al
ERVAL_SECONDS 2 ZyA e (%)

S A8 dyTh
PARAM_BACKEND_ o= 7jA] 7} A3k Ho] true/false true
CACHE_POLICY_FAl dlolg s A = gls
L_CLOSED Huie} 8 H g AR (S

71)&8A, 38R (L)

of -

2.11. 3SCALE ISTIO o] ¥ H A}-&

3scale Istio Adapter— Red Hat OpenShift Service Mesh W ol A 23] 2] &= A 1] 20 gl o] &S x| A
StaL o A H] =& 3scale APl 2] &2 3 &&= 9= A= 4 o518 Yt} Red Hat OpenShlft
Service Mesh0ﬂl:— 9 3x &yt

2.11.1. Red Hat OpenShift Service Mesh<} 3scale o] ¥ & 5§

ol g o Al & A8t 3scale Istio o] HE = Mu] 2o T 2 S 74D 5 AFHTH

A 2 AL

[ J
Red Hat OpenShift Service Mesh #]d 1.x
[ J
24} %2 3scale 7| % (SaaS &= 3scale 2.5 on-Premises)
[ J
Hodl= WA S A steled 3scale29 o] B &
[ J

Red Hat OpenShift Service Mesh A} + A}&

o
kel

[©)

)
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https://www.3scale.net/signup/
https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.5/html/installing_3scale/onpremises-installation

2% SERVICE MESH 1.X

B
R

= 3] kind: handler 2] =20 3=]5}4] 4] 9. 3scale 714 1= A 1w & ¢y o] Esfof &
Ut A" 2 o = service_idE ] #] 7] ol 71 5 A A vt 3scale 7| G o] sprto] AjH] 2
gt A7) S AEHste g o) d WA} TIAHLS el -4 H Ul service_id=
28] 7)9l F7}slE 7A$- thE A 8] 20| 3scales &4 3}ste]H thE service idsE U] &
2 A 715 Ao Gt

ofeff wA ol ute} 3scale AT L A 2] 7] & AT T

13}
1.

3scale 7| G ol gk A 2]71& B8 A AF AEE AZFUh AH| = AEAE A
gyt

apiVersion: "config.istio.io/vialpha2"

kind: handler

metadata:

name: threescale

spec:

adapter: threescale

params:

system_url: "https://<organization>-admin.3scale.net/"

access_token: "<ACCESS_TOKEN>"

connection:

address: "threescale-istio-adapter:3333"

2 2.9 7%, 3scale 4 ol A A F3H= URLS 714 2] 317] 93 params #) 4ol
backend_url Z =& A ¥ & 4 AHFUh o] HE 7} 3scale 2 & m] 2 JIAE 20 UG Zo
2Bl A A E S R ZelE DNSE Al g-slel s 45 §83 F sy

2.

thg 3} 7t 3scale Al o] ke Aul=o) Ml E 2l axs WAL A Ao

a.
2.3k service_idol 3l Fst= 7HS AFE-5lo] "service-mesh.3scale.net/service-id"
ol &S F7HE Y o
b.
1Al A A 2] 7] g]22] o] Fo] ko] ¥ == "service-
mesh.3scale.net/credentials" @ o] &-& F7}3 o).
3.

9 Be Mu g Fobsle e 49 2071 2 59 sho] Bscale A1 Q1% P n L Au] 2 A
Aol A3,
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3scale A o2 113 7442 474 5Fo] 3scale A 2] 7]l 1+ H S AF I

F5 74 o

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

2.11.1.1. 3scale A} &=} A 9] @) A2 YA

o] &l ol = handler, instance, rule AF-8-2F o] 2|28 AT F A= =77 £ H dFUG

3 2.16. A&

L%

-h, --help ALE 71E sk Ao o gt oly g
=EUEE A4

--name o] URLS] Aol &, EE
2

-n, -=-namespace HZ2 8 AT YA~ olu o istio-system
5 o] 2

-t, --token 3scale A~ B o

-u, --url 3scale &2 =} 29 URL d

--backend-url 3scale @l = URL. A A ol o
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=4 A o5 3= 71 &3k
-s, --service 3scale API/ 48] 2~ ID oly 8
--auth 2L 913k 3scale ¢1= ol o lo| Bl =

= &1 (1=API Key, 2=App
Id/App Key, 3=0IDC)

-0, --output AR AU EES A oy Exzy
e g
--version CLIWAL 3t = oly g

z9
A FRFI.

2.11.1.1.1. URL o Aol A &1 =31 A A

o
kel

v 25 o] e ol A wj U A E A Aol 9l 3scale o] N E AE o] o]u] =
o) A oc execE & e WS A8

3scale-config-gen ™ & & A}-&-3lo] YAML 7+ & & Eo{27] Q {F2 "X
& dFYh

A
&

o

AL-&-3l= 7 ¢ --serviceE A =T = 2

)4

U,

==
T

2

"8 % 2 oc execs Fal e o]v]A] WA =8 oF dyTh

%}
[ J
3scale-config-gen =3 % & A}-&-5te] B2, URL A< T 2 2)7] 2 of 2] Au) 204 34
T4 =S AE 3L AT PP
$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"
[ J

T A Al A = 22l 7)o 23 Au 2 IDE JHZ23 S A4 g

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"
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A
°
NAME-& 3scale= 32 =91 AH] 29 A H = ] AR A -H 2 U T
°
CREDENTIALS_NAME =+ +3 4 2] match A d < 3 &F3l+= 2] & 2}
Ut} CLI & 2183t 729 NAME 2] 212 2+% A4 U o).
°

o] WM# S 233l istio-system W] A5 o] 2] v ZE o] YE A vjUHAEES WA T

Y,

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \
--url ${URL} --name ${NAME} --token ${TOKEN} -n ${NS}

H ¥ 33l oc create H &H &

ro

20
=

(3
o
;

Bloj gl A1 2ol 448 th B3 A4S ol
.]

3.
7o) o} YElo] =& o WEl = A v 27} 3scales] APIo v == 4 & oo} g
e T b MO ole s YR E ATT & A&
a.
Az sl dol A YR
b.

28] 7] £ service_id= st= 74
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https://access.redhat.com/documentation/en-us/red_hat_3scale_api_management/2.10/html-single/admin_portal_guide/index#tokens
https://github.com/3scale/3scale-istio-adapter/blob/v2.X/README.md#routing-service-traffic-through-the-adapter

2% SERVICE MESH 1.X

Ped FHoe az=s oo Edyh

2
kd

of o Aol Al FHE AR =D o] E

Ae) 7)o obH £ A e
4

aloF g T A2l 7]e] Aol

3%,
LR

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

2.11.1.3. o] YE = E 3} A{v] = E

=)
i)
o

3scale o] HE & T3 MY = EF S Festdd v GAS =4 Q.

A 2 AR

[ ]
3scale @] #2+¢] Q1= A B 9 A8~ ID

T2 A2

1.
kind: rule 2] &~ 2=9] -2 ol A o] A o] A 4] ¢l destination.labels["service-
mesh.3scale.net/credentials™] == "threescale" 11 2] =} < %] g4 t}.

M) 222 5367 el thad Y E= v ZolA 919 @ o] &2 PodTemplateSpece] 37}
Itk threescale & 4148 7 21719] o 8% L] th o] 2] 7] o4 & Iscales 55 3}
sd ot M= EFS AGFYTH

destination.labels["service-mesh.3scale.net/service-id""] == "replace-me" @ o] &< <
ARz Frtste 23 A] AEHAE F3) A B2 IDE o HH o dE g

2.11.2. 3scale= 53 A4 74
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3scale 53 44 S FASUY g AAE W24 A 0.

3scale SaaS 27 ¢] 7 %-, Red Hat OpenShift Service Mesh= =Early Access >~
2a3e] AR FAYsg

| j]_

1.

[your_API_name] - &322 o]5 g th
2.

A8e 29t
3.

H Zol| A Istio 341 & A= gy th.

[ ]
o] Z) 4] APl Key (user_key) &2 7] 22 o & Mel g1t}

4.

A EZ QYo EZ Z8sto] Mgl AFEFS A AT
5.

A8s 29t
6.

4 el =S 2k

2.11.3. /)4 ==

3scale System API2] 352 7] 22 0 2 oW E ol A 7] A E Yt} 3= o] cacheTTLSeconds 7+
By 2 = FfA A A Al AFH Y o =gk 7]%*—12_% INAE FEo| A5 =2 32
cacheRefreshSeconds 7o Wz} rE 5 7] 9 % Ao A) =g} o] < cacheTTLSeconds 7} .t}
=A A5t Abs A2 LS v s e 5 &’AGHDP-

cacheEntriesMax = =7} o}d 3o 2 dAsle] 7] S 43 v A a &=

o)y
i
a

Mz w3 TRALE ASSE B2E/ 4B 4 HE AN Y e BRI A A AR Aol o
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Al Al=g Yo

211.4. 8.4 A5

[ ]
EZ API7: 499} 38 202 A5eE dole] B #24d Ei oA gt
[ ]
ShEelFol A A EA B 7] 4 WA Bobsd A 8 WA s a8 7] Baa gy
=8
[ ]

OpenlD <13 w: JSON ] EZo] A 72 2458 Zeto]dE ID £49 U th

211.4.1. 2035 9d 4 &

1-40
ol\
offt
2
o
-
ox
Q‘L
A%
)
)
o
ro
ol\
E
&
2
é
rO
[>
rm
[>
>
oo
_>|i
o
1o
ich
o
[>
Ll
4
o
%
i
a

[ ]

23 3y
[ ]

o S
[ ]

84 8d % AL AAES E o

2
kd

e ellA 3re AgskE A9 L8 A oF FUth o] & S0] User-Key= 3|ti & B
2™ 4 ol A request.headers["user-key"] = =5 of oF T

2.11.4.1.1. APl 7] Q15 W

A1H] 2 W] A] = subject A& 2 A 2] B A2 ufsf e user S A AR 2 A wiEST 2 8
3 SC oA APL 7S REUTh AFE A B9 2l a2 shale] A4 E M2 ¢S Selgch AskA i
FAE Aeste] API 7] A4S A w7l HF B 8% slu = A S 5+ AdFUoh
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o] oo Al AH] 2 ] A = user_key ] 2] wj 7} H ol A] APl 71 & 2t T APL 7171 2] v 7 ¥ 5
o] glow AMu] 2 v A7} user-key 3B = &2l g}

APl 7] Q15 R o

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params|["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

ARE 7 o A2l i e 8% dlH & AASE S stE W o5& Ad s A g o
= Sof "key"el = 2] wjH o] APl 7] 2 3ol sle @ request.query_params[ 'user_key"]<
request.query_params["key"]= *H 73 1t}

2.11.41.2. | = A o) A ID & o Z] A o] A 7] 4 2= HH

X 8] 2= W Al = subject AF8-2F g 2] 2] A2 vl 7)) M 4= 2] properties 3419 X H = A2 wiiH
S8 23 AT oA o ZelAo)d ID} o) 2 A o)A 7] & Berch ol Zelzlold 7 AE Algely]
hoAFE A Ao Bl e vhelel AME SN R SAFUL AahA e S-S A9l ste] 47 21
ANL A AN = 84 dU R AT 5 AU

o] ol A Ayl WA A wEae] oS olH ID L G EA A A8 NA R DR
CORE [ EERES o

fZE Aol d ID B of S A o] 7] 4 1T W o

apiVersion: "config.istio.io/vialpha2"

kind: instance
metadata:
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name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers[ app-id"] | "
app_key: request.query_params["app_key"] | request.headers["app-key"] | ""
action:
path: request.url_path
method: request.method | "get"

CIYEI e A W EE 8 U & AN S st o) Ah s AT of
£ Eo], identificationz}= # 2] i/l o= A0 A IDE FelsteHA
request.query_params[ ‘app_id"]<- request.query_params["identification"] = H 7 34 t}.

2.11.4.1.3. OpenID <1Z w3

OIDC(OpenID Connect) ¢15 -5 ~1-8-312] ¥ subject & =i 4] properties %12 AH-8-35}<]
client_id === 2 8 3 73 ¢ app_key= 4 % 8k 2= 9l &t

ojel e WS ALEdte] o] QEAES 24T £ Qlgth ok A4 dolA FeolAE 4
H 2H(ef & 2] Al o] A D)—‘:— azp # o1& otef ol 3l= JSON §) ESUWT)olA & 4 g Ut dad w

FAE F Ay

OpeniD 315 W <]

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers["app-key"] | "
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""
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o] B%o] &utEA #EstE ™ SFEtolAdEHID FF A (IdP)ol A 234 =] == OIDCE 3scale<l| A
T of FUth dl g Au]| 29 FAS UL o] oA RESE = Ad| 2o Y] 8 ds F A&
A A s oF U th JWTE= @ 3 9] Authorization 3|t 2 A 25U th.

ofzf o] A o] = 41 = RequestAuthenticationoi A issuer, jwksUri, selector= = & s} tf A 4 t}.

OpenlID % 2 <

apiVersion: security.istio.io/vibetal
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-
keycloak/protocol/openid-connect/certs

2.11.4.1.4. 3lo)| B = ¢ Z wFH

o

g A WS 4854 DES HE ST, F el tsl R EF A4 FHL 52 5 gyt
API 7] 5} o) Z2] A o] 4 D/} E A o1 4 7] o] BF AFHE A1) 2 v A& AP 7] & ALg g o

of el Ao A Au] 2 WA= 72 vl M el A AP 7] S el 9 the 8 SIS 21 FL T AP 7]
7h Qe A A2l iAol A o 270l 4 ID} 71 & e T 2% SH S S gyTh
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https://istio.io/latest/docs/tasks/security/authorization/authz-jwt/
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers["user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers[ app-id"] | "
app_key: request.query_params["app_key"] | request.headers["app-key"] | ""
client_id: request.auth.claims["azp"] | ""
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""

2.11.5. 3scale Adapter =] 3£

J|EAH o2 01 HE = /metrics 27 ¢ X E 80800 A &7l 5 = t}ok3 Prometheus X L2 2 3173HY
o o]l A H i o] U E) 9} 3scale 7he] 45 28 o WAo] B Aol EE AT e o] Au]
= Prometheusd| 4| #5302 A 4 A3 Y3 EF o] Eo] AP

2.11.6. 3scale Istio o] E] A=

3scale Istio o] HE] 7} AT 2 253} =X] el s) o
U GAE AFE-8te] A& s A F Y T

ik

F AdgUth o WE T} AE A G A5

A =}
1.
AEZ Zg 9 v ¢ 27 o] 20| A 3scale-adapter Pod7} 23] Sl =] &<l g o).
I $ oc get pods -n <istio-system>
2.
3scale-adapter Podol| A v A 3} 7+o] 24 g o] i3t A B E EHP A FeA gyt
I $ oc logs <istio-system>
3.
3scale o] Y E 502 BEHE 2o theh @3S Sy o 4 SulE AdF AR}
e 24 AEste] dostea] Sk 3scale oW E 218 elste] 7 AR E 3
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S
F7F Bl

Pod 2 Aoy 21 714}

2.11.7. 3scale Istio o]} & &4 3] 2 2| 32T 2E

3scale Istio o] Y E & H A st= A A= S0l AR 2534 &S F Ae A A 7t UF
Uth o 558 AFE-3ste] A #AE A gy o
[
YAML & 2277} 22 = A 54 o
[
YAML A o] 2= 2 F Y th
[
YAML W17 Ates el 2o A 83t S Loy FUTh
[
service-mesh.3scale.net/credentials 7] & A} &3] AH] 2 a2 = 9] go]EL A A sl=
AL dojm g F Yo
[
AH]| 2~ ) 3 2 = of service_id 7| E §j Hx] e 27 7] = AL v service-
mesh.3scale.net/service-id= @ o] £& A A3t AFHEZ A LT F AEF o= A4S LA
g F4 o
[
Rule AF8-2 A4 Bl Aaxs AR E A E]7] B A2 2 AR 2 XA 2 AanE 77| AY
e s Y 2= o] = FwAL7F gl U o
[
Rule 2}-&2F 4 o] €] &2~ match Al 32 74 F2 AMH]| =0 X 3HA] FAY A A Fol
AY EA3HA] &= U3 Y22 =E 7HE YT
[
212] 7] ¢] 3scale #2] £8 9] ZAEH dx2 EZ == URLY Y.
[
o] AE] A AF8-A}F A o] 7] 42 o] params/subject/properties 442 2] wj7) WS, &l T @
Agk Fof S A F2 A5 AAE A AY w7l M o] 5ol HEE| AN = 83 3
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https://docs.openshift.com/container-platform/4.7/support/troubleshooting/investigating-pod-issues.html#inspecting-pod-and-container-logs_investigating-pod-issues

A2 8] 937) ol

T/ A 717 AR ol HE dE o] o] m A el 3
2)5kA]) gk A 3 A7 E AME A BRSsUTH.

2.12. A H] 2 W A] A A

7] OpenShift Container Platform <1 2~&1 =

] 31 oc exec &= &f o 3= AL ¢

2% SERVICE MESH 1.X

| app_id, app_key, === client_id ol o gt S0} w7 -5 UL bR X

o] ¥ 2o A Red Hat OpenShift Service Mesh = #] 7] 5l & ®

== =

operatorE #| 73} 7] Mol AEE ZH AL AAIFHAL

2.12.1. Red Hat OpenShift Service Mesh Control Plane #| #

71 OpenShift Container Platform <1 & *¢j| 4] Service MeshE 4

A AAsHE A AEE &
@9l 2 OperatorE 2| s of Utk 718l TS 93 L A3l Go gl AxE FE0 2 A A oF Ty
t}.
2.12.1.1. 5] &4 AEE Z82 A A
9] 45 A8t Red Hat OpenShift Service Mesh Control Plane$- 4 A & 4= ¢l th.
A2}
1.
OpenShift Container Platform <] <o) 22213t
2.
ZRAE W7E SYsta AEE ZH0S AX S T2 A4 E(d: istio-system)E & 9
o}
3.
Operators — “d %] ¥l Operator= ©]-5 34 t}.
4.
A 5% APl A Service Mesh Control Plane2- &3 gt}
5.

ServiceMeshControlPlane v -+
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= =
s 29

et

Uk,

Service Mesh Control Plane 24| & &3 3 ¢},

o] )3} AA}o A 21A) E =2 5} ServiceMeshControlPlane 2 2FA| g t}.

ot

2.12.1.2. CLIo A A EE &<l Al A

CLI= A}-8-3}>] Red Hat OpenShift Service Mesh Control Plane- #| 7 & 4= 21U th o] o A o
A istio-systemS AEE Z gl Z2AEQ] o] F Y.

23}
1.
OpenShift Container Platform CLIo| 222134 T}
2.
o] W& S A 3ste] A x| = ServiceMeshControlPlane 2] o] &2 7 A&},
I $ oc get smcp -n istio-system
3.

i
o
)
o
ot
lo
i
1
|o
ut
=
-
H
o
ol
ot
o

Ay 5ol AL

<name_of_custom_resource>
2 Ao G AanE AAFYTh

I $ oc delete smcp -n istio-system <name_of_custom_resource>
2.12.2. 4 X1 ¥ Operator #| #|
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$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfigurations/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete -n openshift-operators daemonset/istio-node

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-
crdview jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-vi-view

$ oc get crds -0 name | grep ".*\.istio\.io’ | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep '.*\.maistra\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete svc admission-controller -n <operator-project>

$ oc delete project <istio-system-project>
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